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f+ 4 & Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) Amazon 2 —HZ%, Ay REAURNIEERSE
BOEMRS . Amazon ECR £/ Amazon IAM X B EBEE T REMNNRNFIAEFHE. X¥ , EEMN
AP Amazon EC2 KHIR AT A iF B B BB FHENR R, EULUFERAEIE CLI X, ERANER
Docker BR#%&, Open Container ltistry (OCI) BR{&F1 OC| 3R B4,

(® Note

Amazon ECR i X F N\ HABMGEFEME, EXEZEE , 5% Amazon ECR Public BF
BEPHNT A2 Amazon ECR Public.

Amazon BERSHAM LR & —NATHEREZE GitHub, EAEEXENEEMHNBEENER , 1A
WA Amazon HEF EEREHRE., BEXEZEE , 58S H Amazon AR B,

Amazon ECR WL = 4H 4

Amazon ECR  Amazoni2 i) —IM T £ IEE X Docker BEFIMRBE . TEAUBRLL A FHbF6E.
EEMELE Docker R, XEMSMAHRRRERZS, A BFMUHEA Docker BEFEM =R
% Amazon , FEREE SN EENBERR[ LN AR,

LA 2 Amazon ECR By — BBl S fA H -
AR

Amazon ECR EMtR R MLAET AN Amazon IKFWAEFEMEE , B EHFRE—IMHZANEF
I, XEFEEAFEETERFEMD K Docker B, FTHRASEITX (OC) BEMEME
OCI #AMIH, Amazon EXEZEEL |, ESH Amazon ECR A B E &,

BT

BB P im A BEN Amazon AP X Amazon ECR BB EMRFITEHRIUE , REFEEHIEMNRE
Bk, BEXEZEER , 5 Amazon ECR FHAAEEMER S HEIL,
e

Amazon ECR A FHER—MBEES , B LEE R EM Docker B, Open Container
Initiative ( OCI ) BREEME A5 OCI BN, EE A Amazon ECREMERF , BAUBEZANE
EERBIBREEMG, BXEZEER , 1551 Amazon ECR FAB FEE,
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7 fif EE SR B

R LUES i E RS RN FREREPHABTNTR. BXEZELR , FS6 Amazon ECR
PHFAE R

B &

WA LTS 12 EEHEE AR A B R, XEMBROLUEF ARG R AR , th A LA Amazon
ECS £5 & X Amazon EKS Pod SBEARER. BXEZEER |, ESHEWN Amazon ECR BG5S
Amazon ECS & &8/ #4F Amazon ECR M{§5 Amazon EKS &4,

o FHIR

Amazon ECR 4 ap JE H SR B 78 VFSEUES TE S IB R4 AR o8 R BER 18R 49 15 B A 8 A 1 Sie B S BR {5 9 A
wmEAH. BXEZELR , HSH £ Amazon ECR FE AL BRI RK B35 ER S,

BRI

Amazon ECR £ —IMER ARG THEE | UHBENRJIBBMETHN B4 RE. EXEZES
S £ Amazon ECR FHERGERE B FERERE.

= 22

Amazon ECR £/ IAM RIZHIX B FHENLR, BUINRIBREEHIEA, RIEEE Amazon
ECR Z#ENBENREN IAM AP, AFAt, EXEZEE , 55 Amazon Elastic Container
Registry FH L £ 14,

S A S (X 4

Amazon ECR B Z N Amazon ik MXEHEHIREG , LIRS TAMHBAPEERE, BEXEZE
B &2 Amazon ECR A EMEE 4,

hn&

Amazon ECR X # £ H Amazon KMSXt Docker MG H ITE SRS B[ IwMBE, EXEZELR , 5
¥ Amazon ECR #HYEIERI,

Amazon Command Line Interface &5

Amazon CLI 22 7 5 Amazon ECR F#EXENG®T , FlIeIE, FiH, HXFIEEMREG,

Amazon Web Services Management Console

Amazon ECR 5 a] LUBEE #1TEE Amazon Web Services Management Console , Bi2#t 7 —4
APRHFHNITRE , ETELBEFHEENRS,
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Amazon CloudTrail

HTFL4£MEHE B Amazon CloudTrail , Amazon ECR 555 , A& FMEFRE Amazon
ECR ALt API A, BXxEZEE |, BESH £ A1 Amazon ECR #4E Amazon CloudTrail,

Amazon CloudWatch

Amazon ECR 2 a8 Amazon CloudWatchi&#Z2 W IE/rM B & |, FEEEW IREE Amazon ECR
FHENMENMERER. BEXEZELE , H250 Amazon ECR 1ZEEIE R,

Amazon ECR A HYE I F 451

Amazon ECR  Amazoni2tH) —IM T £ IEE X Docker BEFIMRBSFE. TIEET —I1L£ AT
VY EROE#E , BTE#MD K Docker Bz , FER N AR ARFBEHMLFA DA
. Amazon ECR 81t T E & Amazon REMAINERME, 2 AMZTRRLNARFNT
=

LA 2 Amazon ECR B — <2 A4 -
BRBEMRGFEND X

Amazon ECR Y &R FME , LEHLNEFM IS K Docker BesB M ARFEA. FRAR

A LU H ARG HIAE Amazon ECR , RAEMNHEFE AmazonE it EIRE ( Hll S EC23R
Amazon EKS ) FiREUX LM%, Amazon FargateBXEZEE , 555 Amazon ECR FAE 21
8

R R MRS E0E (CI/CD)

Amazon ECR 5 Amazon CodeBuild Amazon CodePipeline, FEACI/CD tools, enabling
automated building, testing, and deployment of containerized applications. Container images can
be automatically pushed to Amazon ECR as part of the CI/CDEBLEER , BRE TR EF#
TN ENHE.

PRS2SR
Amazon ECR JEEEE A THRS RN , EXMMRSRET , MRAEFH D 8K E /97 RBR

5, TEmASR. SMURSH TN B CHARRRBFMEE Amazon ECR 1, MSRE &R
ST R, HENT R

ELER

b
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BECNZOEE

Amazon ECR XM E AT EMEK ( HI20 Docker Hub E = 5EMEK ) FIRMAI[MREGE, X
ARWFALRFEA Amazon ECR EABBMENPREREE , TRESISEHEPRE—HNBE
B,

mEEHNZ 2

Amazon ECR 1R 7T EAM e 3RSl ALE) | foVFLE 4R i ] LU EA R b X sRIR VA 2R &
Tt 55K Amazon Identity and Access Management S 1T &I IEMTAR , NTTHEHREXNBEE
BHELHE, BXEZEE |, i3/ Amazon Elastic Container Registry #7214,

BRI R 4

Amazon ECR W BZ H# ARG , URIRMHRAMBENEESIR , MNTHEBEF LN
BRBEMR, BXESELR , 5 M £ Amazon ECR FHEMREREEFERMIFIE.

IRRJ|EME

WFEAEKREZLHENERNAL , Amazon ECR TREMREREIME  HMIRBBRNWAEMBG
TELEBHNHIMER , HEREEAHALHN Amazon FREHRIFE, BXEZEL , 5 Amazon
ECR #AE EM &K,

£/ Amazon ECR E#|RekU Ko AN RAEFEE

A Amazon ECR £ #2h8E , BAILLRARL Web NABRFREEF I EFEEDR , NTKIE
A Amazon X AF SR , BWREKPE-HELEERK , ARBREZENE, BXEZER  #F
£ Amazon ECR FHVFAERIGE

B3R R R RRE&

Amazon ECR £ @ FHIRM X HRFECE LMW ( FIMERFR, HHIRE ) BFEIAEY
R , WALFRBAE , EPAFOEMEK , BERLSENEANE , HBEIEHLRLT R ITHE
Fo BXESZEE , 511 £ Amazon ECR HEA £ m A KK B3 FEMEK

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- EREANMRBEY TEERFEETRENEGAR, BUTUENSBEERERARGHAN . E7T
RN N A BT E 2 B Bt T, BXRESEE , FSH £ Amazon ECR H 4 &5 FH
R B BEREK,
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- MEGEABABTIRAIBSEMEFNERERE. BNEEEBUTURENEHERNEE, XATBHR
PE#HEIFEEENSINTRG. AT, EUURRMRGRAENLE R, EXESZER , B3 &
Amazon ECR FH#ERE R B FERSFRIE.

- BXEMBEKFEFRESTUERMBEMERETEENNVNE,. CEENIMRRE , AETFEAN
Xz, BAXxEZELR , HS 0 Amazon ECR FHFAE I MERERE,

- EFREDHNEMTEFE Amazon ECR FMERFEFLIMRPINEEEN ST, FRAEFR
EVHL Bt | Amazon ECR S EHIH R LMK , AR Amazon ECR FAE XM ERF EFZHREGE R
BIIRD. BREZER , TSR F L EMERS Amazon ECR FAEEMERES,

WA FF R E A Amazon ECR

R & EH Amazon Elastic Container Service ( Amazon ECS ) 2 Amazon Elastic Kubernetes
Service ( Amazon EKS ) , EEE , XRIRFHIRES Amazon ECR HiZEZELL , B Amazon
ECR BEXHIRFHT .

Amazon Command Line Interface & Amazon ECR —i#2{#E At |, & A X1FH ¥ Amazon ECR I
BERIRMRA, Amazon CLI 1R EEFHE TR EX Amazon ECR IWEERY X3F Amazon CLI , B ALK H
HHRAH) Amazon CLl, BRZERHRAKEE Amazon CLI , FSH (Amazon Command Line
Interface A #®) Amazon CLIF R %2 25 = 58 37 2 S T AN HY 6

ET#MMAER Amazon CLI M Docker & SRR HEIE EIFAH Amazon ECR iR |, S HE
Amazon ECR B ZRREIVE ML EA .

Amazon ECR Efft

£/ Amazon ECR , BRENEFEHEREMENBIEEURMNBRGHIEFREFI & RN EESE, BX
EZELR |, 5 Amazon ECR Efs

Amazon ECR R E X1

AEEFHNRFIRMTHRFTREH W XE, FTFHE , FXEXEHELAUATHINFERE 2 —
cn-northwest-1 5 cn-north-1, b4 , AFERFEREHRANXE , itk 5 =458 £ X138 5< B 1E AT 7]
BT ERTHE,
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£ Amazon ECR &3 RSV B /N4 0 B Hf

MREREEXRERH Amazon ECR , &7 Docker CLI M EFA LA T H %, Amazon CLI R4 2 7RI AR5
EINEMERHATERRIEIH VBB EMEE. ARNREGHEABLEEEEHANFRIBG, THRE
BIRRIG S | M BR 7R G BR S TN 124 2

E#H1X Amazon Web Services Management Console & Amazon CLI , {55 #the section called “&
B EUFERE

BXUTHATEE Amazon B#RHVEMTE ( @FETE Amazon SDKsH# IDE T ESZH Windows
PowerShell i B1TTE ) WEZEE , HSH http://aws.amazon.com/tools/,

TR

MR KR LZRZFMA Amazon CLI fl Docker , i REBME , BEBUTIRZEIHIIE,

%% Amazon CLI

Eff Amazon ECR Amazon CLI & Amazon ECR —#2ff [ , X% &% Amazon CLI k4, BHx
E8 , F2 5 (Amazon Command Line Interface A #ER) BRI %% Amazon Command Line
Interface,

4% Docker

Docker S@ Al T ZFRIMRIERS , B/ AZEHIAK Linux 2 &KW (20 Ubuntu) EZE MacOS #
Windows., BXIMATESEMNIRIERS EL% Docker WEZER , B F Docker 25/,

BRERMIT X RSEN A E A Docker, MR{R EC2ELXEFEAL D% |, fRALLUEZT D% Linux 2023
S5 H %2 % Docker FFEEE A,

WMRIBE L% Docker , HHEIZZER 1 : 812 Docker H5o

AT D% Linux 2023 AMI £ &% EC2 324l = %% Docker

1. fEA&IR Amazon Linux 2023 AMI B313%6l, BXEZEE , 5% Amazon EC2 FiEm T
)EEIESA

2. EEIENXO, BXEZER , B5H (LS# EC2 AFERE) Hr “EETER Linux 3£
Bl”s

FREM API R4 2015-09-21 6
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3. EHMXHl LERENEFENEFIBER.

sudo yum update -y

4., ZTERERHH Docker Community Edition F2F .

sudo yum install docker

5. JB3) Docker BRE

sudo service docker start

6. ¥¥ ec2-user HINE| docker A , AMEZEEBINIT Docker i1 , MEEMEA sudo.

sudo usermod -a -G docker ec2-user

7. Bi  BEHBFUUEIHE docker AR, EWLAKRMALFIA SSH KiwE A HENKIRE R
HEINEEISM , TRX—TR. SR SSH 2 EFEFMERA docker AR,

8. I®IF ec2-user BBBEIEIRE sudo W1E R TI=1T Docker i

docker info

(® Note

EREBERT , BUEEENBIRH , BUERN ec2-user #1518 Docker #EFH
BEFHONR, IREFIUATHR , BZHESENEHE

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

S 1 8l% Docker & &

ERSERD | EE0E -2 Web NARRFM Docker &8 , REEA# R LK Amazon EC2 SE4
EXE TR,

S 1 8% Docker E& API fRZA 2015-09-21 7
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BIZEE £ Web M AREFH Docker & &%

1. BIEEN Dockerfile WX #., Dockerfile @ —NEEXH |, AT AT Docker BEEHNEXRER
UREZENIELURERIE EETHRAE. BX Dockerfile WEZEER |, H#E Dockerfile &
=

touch Dockerfile

2. REENINGIZERN Dockerfile ¥ HFMUTAHE,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

Itk Dockerfile £ Amazon ECR Public L3 £EE# Amazon Linux 2 A BB, RUN IESEHTE
7, ZE-LEERT Web BREB[NEHEI , ARG Hello World!”” ABRE A Web RS 8389 34 1R
B3, EXPOSE #sSERB/LAFIHO 80, CMD 365 /B3 Web BRSS 88,

3. M8 Dockerfile 4 5 Docker &,

(@ Note
Docker fy LA A RER B LA T an 5 £ Dockerfile SEREEAE , AR FT 7R BV AR BE
%

SR 1 812 Docker &% API R4 2015-09-21 8
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docker build -t hello-world .

4. FIHERREZ

dockexr images --filter reference=hello-world

w
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. SITHHENESR. -p 80:80 kIR LATFHIHA 80 ME R EHRE LWIKA 80, Ax
docker run WEZ{EE |, i§% 2l Docker IZ175 %,

dockexr run -t -i -p 80:80 hello-world

® Note
3k B Apache Web RS2 HENE RELIREOR, BRI LLZBK‘Could not

FLN

reliably determine the fully qualified domain name”EE.

6. ITFXYEESHIEM ETEIZ1T Docker H IEE BB IRSES-
- MREFEARE EC2EH, MIXBARSENAE DNS B , 54BN SSH E#ZLFInERAN b
HAEE, BRIV EZSAATFRAD 80 LMW AWLRE.,
o WMREIEFEARMIZIT Docker , ANFERAYN K BFIE M http://localhost/s

- WMRLRIE Windows 5 Mac it B #ldocker-machine L , & A docker-machine ipti S &%
& Docker By VirtualBox EEH\ILAY IP #hsit , BRAIRIEEmachine-namefERARY docker it
BB

docker-machine ip machine-name

&R & B — N & R“Hello World!"E @) MTT.
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7. B A Ctrl + ¢ K451k Docker BE5.

SR 2 CIETFHE

MELECHETHIZEE Amazon ECR &G , E4MBBE—NERERREE. BTG | Gol2
—/NE#MN hello-repository WFME , FEFHIX hello-world: latest HEFIXE, E
BEME , BETUATHS -

aws ecr create-repository \
--repository-name hello-repository \
--region region

\|

SRR 3 MENERINEMREUES 5

RIRHBETESS Amazon CLI , B A BRI EMRFT Docker CLI # 1T &4 KIE, X#—K , docker
R I LAUEE Amazon ECR #EAFIRE4R R, Amazon CLI 2 7 Bt B RIS FEA get-login-
passwordfi

EEA [ Amazon ECR JEM &R XY Docker #1T & 1 1E get-login-password , FEE{TaH. aws ecr
get-login-password ¥ & 13 I iF 5 f84£ 3% 44 docker login SRR |, HE AWS B#ERF R , HEEENH
BT H R IER Amazon ECR AR URI. MRX ZAEMERHATEHRIE , W LMEX N EMEK
BEESZWT.

/A Important

MRKRB4EIR , FRERSEHIZHRAEM Amazon CLI, BXEZEER |, FSHAmazon
Command Line Interface {FAF#ER) FHZ % Amazon Command Line Interface,

+ get-login-password (Amazon CLI)

aws ecr get-login-password --region region | dockexr login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

« Get-ECRLogin @5 (Amazon Tools for Windows PowerShell)

(Get-ECRLoginCommand).Passwoxrd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com
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SR 4 #IXE BT Amazon ECR

RESTUHEERGE £ -5 P OI2M Amazon ECR F# . EHRBUTEREME , A docker
CLI HEEMR K

- REKERAEH docker : 1.7,
- B2 docker login Bi& Amazon ECR X T,
« Amazon ECR 7t E#F 1 B AP B mZ 76 FE#IEN R,

ERRIXEEREZMET  DGEGHETSEKFNRINIMRPHOURNEFEED,
FRICE B HHEIE R Amazon ECR

1. JHEBERERNES , LRI EFRICMIEENES.

dockex images

w
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. WMICERBHEEINFEE.

docker tag hello-woxrld:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHK

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

i

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
a6785352b25c: Pushed
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0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e@912606fcald5775bb0636EXAMPLE
size: 6774

I 5 M Amazon ECR 12H&E &

EHIEBRZE] Amazon ECR FER , AIMNEMUBREIUZMRG. EHEATEREZMLE , £H
docker CLI 12 ERAR & :

- REZIERAH docker : 1.7,
- B A docker login Eti& Amazon ECR R Tk,
- Amazon ECR FH#EFEBA P ENZEMERINR,

ERBXELEREHE , RGN ESR. EM Amazon ECR REURHBIER |, BiETUTHS :

dockex pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

i

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

SR 6 : MIRR&

MREAFBEE—NFEEPHENRSG | W] BRZMR G, ERRRE , BIEECMENERE
HIEEMBEH imageTag = imageDigest BHo. AT RHIMBR hello-repository Ffif FE HBR&FR
ZH latest WK, ENERETBIBRTOIRE , HETUTHS !

aws ecr batch-delete-image \
--repository-name hello-repository \
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--image-ids imageTag=latest \
--region region

SR T MIBRTFAEE

MREABRERENRGIME , B UMBRZFREE, LT REMER --force XM RIS REH
FE, ZRRESRENEFEE (REPHMARE) , BETUATHS :

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region
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{£1t, Amazon ECR Byt &E

B LMERAL TR T REFMEKEAEWIEFEH Amazon ECR BHE L 8E,
£ Docker 1.10 XA ERRA AT R A BB E L&

Docker B&HEAK , REGRN T EWEME, Dockerfile WE—1TEStIEFHE. HFEH
Docker 1.10 & A ERRAES | Docker EEERIATE IR T &1 L& ZE Amazon ECR Y [E) B #E3A R AT &
WE , NTh4aRE L&rtiE.

ERBR/NERFESK

B Docker Hub IRIEMEINER , TREBELNWNABRFIAZTENRS GBI, FZEEHEM
ATE Docker #t XBIE HHEF B/ NER , HAEA Docker /) Scratch REWEEBCHERE
B, BXEZELR |, FS Docker XTI EZERE G,

FRENERRDH K MR AEE Dockerfile

Docker EEF= , ARG ERE, MBEMNKE—XHEES  E—F LB EMER , N Docker
FERAEERA K MAEFHEE, B2 , BREEBMKBcaENNE, WRELAEER , N Docker
TEHRFZE , U2 EFRFZEZRHIANWMERE,

NTREBREFMIE Dockerfile HFEXT LARFAFAVEIE , A[Z B F LaHR RN E SRR KEAK
B A Dockerfile, REH BRI (21N AREFHVRNAE) BERAMER,
G T UBR TS EXXHH i

EEHUENFEXA2ENZEN—BoRE , EZEERFERPHEMER, ERUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EAXRRFF | F—PHEZN RUN BHEIRNEES SR targz XEREFFEBRERNE. BIESE
I RUN S5 EMIBR tar.gz X4, XEGDTUSAEE—RE , REMNIZETIES , UBRELR
Docker BT EE T LEMN X4,

WORKDIR /tmp
RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
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mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 P B Y (X S30 48 Ui T

BYBREASGFEIMETNARFNXELHRTR , TR M Amazon ECR REVGEHIVIE
B, WMREMNNMARERFE Amazon EC2 K6l Liz1T , MATBMER T shell RKEBMIZRHIBV T A X
REZ X5

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

A LAGE A --regionS B0 1Z X Ei45 % 45 Amazon CLI % , i A AMER G S ZXKIHIRE N E & X
HERIAX I, aws configuref&iE Al LAIEfEH Amazon SDK #RITHIERERX T, EXEZEER ,
BZRERATREEREESNRGEF AT EE XM,

API| BA 2015-09-21 15
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B Amazon ECR M EEHLGIR HER

A LAE A IPVAXPRA IR TT RN ( F ) L imT R1E Amazon ECR FAB MR #EIE. HEL M
R, EEMEE OCI M. Docker BR&FIFRZA OCI VI B, IPv4 IPV6EM IPv4 ME X HER , &
AT LAE AR SR IPv4 LR R BEM IPve MEREHER , BEATHEKRKETR. BXEA IPv4
ML L5 K@ Amazon ECR A EMIM A HERNESZEFEE , 55 H M@ Amazon ECR »~HiE
MEEYM A HER, R Amazon ECR EEXMEMIANATEA. IPV6BEXENMNEZER , HSH
Amazon # M ARREMEREN

(@ Note

Amazon ECR A X @i MW #4Z Amazon PrivateLink Kig T SEBRE, MR ERE
Amazon PrivateLink X1 , M4 EH IPv4A{XBREA R Amazon ECR &1 M.

Amazon ECR KT B H IPVAMNBRKIRT S NKLHTAIENERHEE. XEBMATLLE
¥

s XE-BNLED SRBESET — 1N XE,

o R __HMAMNEEREATHREANESFFAIESEREFEZS OCI M Amazon Docker T 1T#E
A,

- e —EED X , Amazon ECR 2= AF4 FIPS fRENLKIRT 2. BXAFSE FIPS FREHN
Amazon ECR Ki T RIKRNEZEER |, ESHEKFE B4 ERRE (FIPS) 140-3,

BXAER IPv4B CLI B9 Amazon ECR API AKX Z Fiw. Docker l OC Amazon | B Fim X% #
MRS K ETANESELE , Amazon SDKs BSFERESLK T 2.

FF a1 HiER IPv6

E[g) Amazon ECREMR A HER IPv6 , BEEFEANMEKR KT R, 15\ Amazon ECR jEft &
ZHIIPv6 , FRIEATESR :
. BT FIHMMNE SRR IPV6,
« Amazon ECR X#ZFLATiEREE : IPv6
« OCI| # Docker & igiER :

Al IPv6 API| BXA 2015-09-21 16
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<registry-id>.dkr-ecr.<aws-region>.on.aws

« Amazon API 3K :

ecr.<aws-region>.api.aws

o BAINEFERR IP otk 55 % B9 £ Amazon Identlty and Access Management (IAM) SUEMRF
BE | U\@ﬁ IPv6 utSEE, BXEZER , 85 £ IAM K EH IPv6 Hbil,

o EART IPV6 , BRE 2R R HESLL IPv6 13X E RRemote IPHbit, EFIAE LR, BIARFEMIL
FRATIXLE IPvEE ALY IP ik,

(@ Note
MRFBERS HEXHHFE IPV6 it BXM R | & 5B REAmazon Web Services 2
o

Mz 1P i FEAM

MREEARMER Linux/Unix = Mac OS X , M AT LAE AL T REIFF R curlan < IPv6 KN it 2
B LA R ik iR R

Example

curl --verbose https://ecr.us-west-2.api.aws

BIREBNEBENTHM R, MREBIEER IP it IPve #1TiERE |, MiZibubFE — IPv6 Hilt,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
> Host: ecr.us-west-2.api.aws

* Request completely sent off

MRRERANR Microsoft Windows 7 2 Windows 10 , M AT LAMK 2 & IPv6 AJ LUEE IPv4 S
Apingtr TiHRIXNZEWR , WTHIFFR.

ping ecr.us-west-2.api.aws
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fEAMNIL IPv6 Kifm i & HiER

& 0] LA AR KR =8B Amazon ECR APl, IPv6 Titi&{EMA IPv4 X2 , Amazon ECR API
BRIEMNIHEEM M BE BT RIE—B. IPv6

£ Amazon Command Line Interface (Amazon CLI) 184 Amazon SDKs , #& 7] LA 5 A
SHIRERE A IPv6 IR BNER LR R , IEEBRETREXHPEENHEKRLRE TR
DEEZEBIA Amazon ECR AT R, B IUFEATHERERE , ZmD ngilkﬁﬂ%i#q:'lﬁ
Buse_dualstack_endpointA true. BXEZ{ERuse_dualstack_endpoint , EZSFEXXLH
FIPS £¥%7 Ko

Example FAGTEREE
aws configure set default.ecr.use_dualstack_endpoint true
Example I2HiER T2 IPv6 £H Amazon CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

£ docker CLI MY 5% ECR KixT =

FKIEH Amazon ECR A EHFRICME S |, B[ L7 ECR GEMRHEZEFMPIE OCI BREA
Docker &, T RAERT AR IR IHKH docker push H docker pull f5%5

Example {5 Fim S #E%E docker R IPv4

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example f£ XXtk ik R #EIE docker 15

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example {£ Aim R 3REX docker & & IPv4

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example {# A XXtk i% S 32 EX docker &

docker pull <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
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£ IAM KBS {E R IPv6 it

EERBRDEMERZE IPv6 , EHRER IP it fFiER IAM AP F Amazon ECR EMRERBIE
IPv6 it SEE, MMRKRFEH IP bt fFikREE SRR IPv6 tbtit , MFFIREFBEREMRN TaES
iR ERRTEHREMR IPV6. BXxFEH IAM EBHRINBRNESZEER |, H5R EHT Amazon
Elastic Container Registry B Identity and Access Management,

TR 1P #huk @y IAM SRRBEGER IP it RS ER. UTEMRKBE ROIEHENMAEER IP IPv4 thit
FHZEMRA A VFRMIS4. 240,143 . *SBE, EAHEELSTER (P ik ER G4 16 48 15 R A
& (exampleregistry). HTFFTE IPveibitFBE 7T AFHBE , Fitbit REE S LE IPv6 ks
Blexampleregistry,

{
"Version": '"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:::exampleregistry/*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

ERI A IPv4 (54.240.143.0/24) H IPv6 (2001:DB8:1234:5678:: /64) it SBE |, EEU0E
MFERKEEH Condition JTHE , WA T RAIFTR. BAIAFERAXMConditionXREHREFHEH IAM
AP FEMR K,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]
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/A Important

HEEAZE , IPv6 BAMEMAAEMER P b iEEF AR IAM AP AR RER, BIOTE
WHEMRREEFEER IP i ikiFik.

WA LAER 1AM Z2H 5 EHEM IAM AP BER |, Witk R https://console.aws.amazon.com/iam/, BX
IAM NEZEER | E2R (IAM AF$8RE) https://docs.amazonaws.cn/IAM/latest/UserGuide/o
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Amazon ECR B M &R

Amazon ECR A\ EEMEXRBENSETHAEAT BN EUREERSRESR. EULMEAREEIMREEH
Docker L& Open Container Initiative(OCl) &M HHARN B REEBE#EE. 849 Amazon IKF
M B RERENFAE Amazon ECR Efftk. BX Amazon ECR X2 EIMERMNELEER , BSH
Amazon Elastic Container Registry Public A FigE /A B EM K.

MEEMRBEE

- BHREERELEITMERMN URL N https://aws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.Cnho

« MIEERT , BWKFAISERMNEAREIMERFNEEE. B2, ARFEENRTEFA
Amazon ECR , APIs SARBEMNFEF&EMERMEME, Amazon ECR #7214 HE XM
REBHTERANWAFIHER, BXEZEER , 5 H Amazon Elastic Container Registry EF 5148
ERERBI,

o SBRAMA Docker B iR FiEMRINFE , LAEEA docker push 1 docker pull 55X ZFAH E M
RPN EERERITHENEZRGEGRE. BXEZEER , 182 Amazon ECR FHAEEMEK S 4
- BEY AFHRRBRFEERENABEFEEMNES, BXFHEXKNESER |, HS
[ Amazon ECR FVFAE 776 FE K BE o

- BENBEIMREEES , TUELBCSHLBEMRPH Amazon X2 8 & H &N FH EM
RPWNERE , WO UERENKSARITES . BXEZESR , HS6 Amazon ECR FHVAAE MR
il

Amazon ECR FWFAE XM & B 4 KRE

T LAE R Amazon Web Services Management Console Amazon CLI, = Amazon SDKs k12
EEMELE, WUFERAXESENREHRINITRELRE , SIS HERRESR. XEEFIRERRE
#) Amazon BHRIE A%, REEHRR EATLEA Amazon ECR AP| #%FIEENE & , (BEEAAIAE
£ A Docker CLI 4FE1E S # Dockerf Br,

Docker CLI AX#EFAA IAM BHRIE S E, SMRITEMEER | LUE Amazon ECR A LAY} Docker
HERE AR BUE R 3 1T B 10 I I IR

BINRHEUATETFANTBEM RS HRIES E.
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£/ Amazon ECR EiF#BIfEF

Amazon ECR 1 T Docker il #HBIEF , X ES7E Amazon ECR H#EMIENBE RN ERZ T
FBEFA Docker Fif, BXZEMBESLSE , 15518 Amazon ECR Docker FiF i BIFEF o

@® Note
B #I , Amazon ECR Docker ‘ZiIEBIF A X 5% EHHRIE (MFA),

ER RN S hE

BENTHENNREESATRRSHRIETHEN IAM ZRANNRSEEMETEER. SH0RIESHEATH
FEE 1AM ZREAEBRBE BBERER 12 NeTHET Amazon ECR EfiftR. ERERNGHE , 40
£ GetAuthorizationTokenAPI I#ER R T E AP BAWSHI RIS Z B base6d mIBHRN T, Z

Amazon CLI get-login-passwordip B ZMMBE BN TEKECILEE  RAEERTLUFHRZ
i%=Eldocker logints & 3 1T & 14 31 1iE .

£/ get-login ¥t %t Amazon ECR #A & XM R IIE Docker

-  EfEA[E Amazon ECR JEMFEXS Docker #1T F B IE get-login-password , BT H. aws
ecr get-login-password: ¥ & 17 36 IE 55 B 4% 44 docker login @858 , FHE AWS BERF & , Hi8
EEXNH#1THBIIER Amazon ECR SEt R URI, MRXZAEMERFITEMGRIE , N XFE
NENEIMEREEZT S,

/A Important

MRKR4EIR , FRERSEHIZHRAEM Amazon CLI, BXEZEER |, HSHAmazon
Command Line Interface {FAF#ER) FMZ % Amazon Command Line Interface,

» get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

« Get-ECRLogin 5% (Amazon Tools for Windows PowerShell)
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https://docs.amazonaws.cn/cli/latest/reference/ecr/get-login-password.html
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(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API 5551

Amazon ECR X #F Docker jxfft&& HTTP APl, {E2 , B F Amazon ECR B TR EEME , Hit&E
HATN HTTP BERBHBZNSIE, BRI BER -HIZTUR I HTTP BAURL |, curlR &% get-
authorization-token Amazon CLI| f5 S12 NSNS,

5/ Amazon ECR HTTP API| 31T &0

1. FEARZENSH Amazon CLI FFHIZERFIETE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authoxrizationToken')

2. E[MO AP #{TEHRIE , AFF $TOKEN ZE4&B | curl S -H &, 4l LTHSL5
i Amazon ECR F#EFRNEGIRL, BXEZEE , i85 Docker itk HTTP APl EX
4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BRIBE— (T R) RBITHRHRITAAEXLRRE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}
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Amazon ECR AriEE
Amazon ECR FFEEM TR IZE

Amazon ECR E AR EMBREFEMRPHIEEINE, NEIMXBDNEELFTIMRRE, &
A LAMERAFMEEMRIRERE B T8,

o SEMRNBE-SEMRARRBIEMEN S HIFBERNEEZNENIZE, BXEZEEL |, 53 Amazon
ECR F WA E T MRNR,

- RINEEHN-NEEEANATFRkE LFEMROEGEFELEEN Amazon ECR FAEEMERAF,
BREZELR , HSR F L IMERS Amazon ECR FAE M ERE S,

- S4EE-SHIRERTE4ENERERE Amazon XBEEEKFE4], BXEZELR |, F3H
Amazon ECR ARG E &,

o TFHEE QI BREAR-TF6 2R A T E X Amazon ECR RERECIEF 7 ERN EEAMNFHEIRE.
o, BIEFRIURFCIENGFRE. AXEZER , B0 ATEHEEZFRENESE S REY
(] 1 22 1Y 17 i B Y AR AR

- AEEE-RANBERT , EIMRECEAELRAH, SUUGEABEAKDE  ZyRRE—ME
HEFENAHEN | THRHRERENERIESERE. BXEZER , B2/ £ Amazon ECR H
HHRERBEFERMERE.

Amazon ECR R FAE F M RAXFR

Amazon ECR M ERREELE EMERR S Amazon EHERFINR,

BERBETERIMERRERAKZEN, EHMIAEERENEMERKRIESTE : R4 1 (V1)
RS 2 (V2), V2 2 BAEMERKRECE , BIEFTE ECR PR, BXx API BRENTEY|X , FS
% Amazon ECR API i6F. V2 IRAZERIANEMERKREEEE, BXREFNREEIMRKECENE
ZER , BSRYRIT BEIMEFEKLTE, HX Amazon ECR AAEIMRENRENESR , BS
# Amazon ECR RVFAE EM R IZE.,

FRAFR AT o

¢ V1 — X FHRA 1, Amazon ECR {RIEFRE F MR R 558 FIHIT LA TR,

« ecr:ReplicateImage - MEMIKF, ( HFAFEME ) BFHEHEGEH R EHEMERANER,
XA T Bk, EHl,

 ecr:BatchImportUpstreamImage — RN RATBEGHTHS ABBHNIEEME,

« ecr:CreateRepository - RFEMEEMEKRPOIETEENNIR, WREZAEIMRPEK
BERATEHENRGIETESGNEREE , WEZ LR,
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* V2 — X TFHRZA 2, Amazon ECR RFREEHPRIFIE ECR #RF , A ECR ERAPEHFHITE
R B

R LAERRH A CLI REFRNE RGN EMREBSTE,

® Note

SR Fecr : *REFMEFL B EMR RIS | BEREBCER(VRTEEIEE MY TRERI
FENBERE  MAREABEM.

£

« Amazon ECR WA B XMk R I =Bl

- PRI EEMRERTE

« |&F1E Amazon ECR i TEEIK - & HIH EMRNR
- BF1E Amazon ECR FIREUEFREMRNIR

Amazon ECR W FAE M R K #E <51
UTREIERTETATEE B3 Amazon ECR JEMERAMEZNEREMRNERKEFH,

(@ Note

EZ/NRHIF | MRiZecr:CreateRepositoryRECMEMRKEEHMIBR , WAALABTT
gHl, BR , ERHES , BEEEKFPOURZEEHREE TN FHEE,

M RERKFNBRAS SRR FEE
AT R R A PR R BE 7o VP RIK P R A P E SIFR B 6 e o

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
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"AWS":"arn:aws:iam: :source_account_id:root"

},

"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

=~ RERBZSNMNKFRAF

UTFEMBNRRBEEEMMED. SMETBAFFEKRSOVRAF-EHMEEEE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccountl",
"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :source_account_1_id:root"
.
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal”:{

"AWS" :"arn:aws:iam: :source_account_2 id:root"
.
"Action": [

"ecr:CreateRepository",

"ecr:ReplicateImage"
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iF
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

I RERIK S R RA S EHTE RIS prod- KATE R E,
MU E MR AR IR A VPRI 89 R A P S I prod- FFAMPEEMHE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"
]
}
]
}

R 2T BEMRREETE

/A Important

NTHAFR , B EMRNEAEN BEENFERAV2EMERE, BEEXEUEMIER
€. Amazon ECR A& IS Bz siAFMREEEK, V1

IERLAMEREFI B CLI REZNE RGN EMREESTE,
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Amazon Web Services Management Console
FAUTSREELNK/ARE, EEFYEMNIMRERMEE , FSHEAT LN CLI BF.
NIENFE T RS A RO R KR
1. ERBEEME/FMEEFITFF Amazon ECR ##lA https://console.aws.amazon.com/ecr/
2. MNEmEdEFR X,
3. ESMBERKT , EF DEIMK. “DEMZE" , RFEF TR
4

ERRIEL , ¥ FEMKREKE , BEFERRE JSON, WRER VI R, M2ER—%
iR, Hh a2 EHE v2 Wik, HEREA.

HER—MERE , RREMREBCTEEE#H N V2,

5. &t mLUERMER CLIERENR, BXEZER , FZH Amazon ECR FH AR EMFRIR
B

(® Note
EEEFREMEMERMEE , FSRAT LN CLI ERF.

Amazon CLI

Amazon ECR 4R V2 EMREMK, EAUATIREFNEINEIMREKBEER, B EZERHEF
BERERNEUEMREHEE

- KRG IETE AR EM R RS

aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE

SHEMNUEFTR, MRETREEBN , WFRBILATHER

aws: exrror: the following arguments are required: --name

EREMEMREBD THAE, EUATRABET , EMREEREN V1.

"name": "REGISTRY_POLICY_SCOPE",
"value": "V1"
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}

BA LU EM R EEAREAMNERVIAV2, VI FRHEERNEIMRERELE,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value

plan , ERA TS SERE V2,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

EREMEIMREBDTHRE, EATROABEHD  EMREBRESEHFH V2,

"name": "REGISTRY_POLICY_SCOPE",
"value": "V2"

& F 1 Amazon ECR H#1TEIK F & &8 F At XA R

BIKF KRB A T E Amazon ZREAR TR |, R VPRF#EEMNFIMRE HEEMEREK, MR
BRT , BEREEBCHEIMRFEEEXBES, MRERTHMAKSFRAREHEEMRANR
W RFE E MR EKRE

MR RKREESLTIRF ecr:ReplicateImage API BENBR. It API 2 —/NAEB Amazon ECR API
AEXFERKF 2B EFHEGR, BIETEIIRTF ecr:CreateRepository PR , ZXBR /2 1F Amazon
ECR EZHEMRPOIETFHE (WREERELTEE). WRAKRREM ecr:CreateRepository X
R, MABEIMERFFHRRERFHREBVHERNFEE, MRAFEIRTHK , EFFEK. M7
KM B ECreateRepositorysl ReplicateImage APl R{E&H 4 E RTEH CloudTrail,

Ef B S N RKEE (Amazon Web Services Management Console)

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o

2. MNEMiErd | &% XiE R EE AR R

3. ESMERTP , EF REIMK, EF THEMRE", RAFERE TR

4. & Registry permissions ( EMRNR ) WE L , 1% Generate statement ( £KIEA ) »
5. HEARMEMBRTRUTTRUE REER,
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Amazon ECR Tt
a. NTREERE  EZFEH-BKS,
b. HENKERSH 6 WMAK-—NNKERS, LFREEIMREELAE Sido
c. XFikF , MALRER IDsERFRRNESNMNKTHWKS . EHESMK/ET IDs , FAESD
FBEA,

6. ‘&R

ERES FIRNNRER (Amazon CLI)
1. BIEHE RN registry_policy.json WXHHEAEIMERKEERE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
b
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

2. fEFRBE A B EIEM R KB

aws ecr put-registry-policy \
--policy-text file://registry_policy.json \
--region us-west-2

3. RREWIAFIMRER,

aws ecr get-registry-policy \
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--region us-west-2

&= F1E Amazon ECR HFEENE ZR M RINERE

Amazon ECR FAEEMRNR AT A TRES IAM EEFRAHIZEFHNRTEE. R IAM policy %
F IAM SRAHRR 2 T M RNBRRBER TR , N 1AM policy £ 5.

EQ BB EMRANRRE (Amazon Web Services Management Console)

o ~ w0 bh =

a
b.

o

$TH Amazon ECR ##|& , Mt A https://console.aws.amazon.com/ect/,

MNEMEd | EREEESPERENE MR FTINXE,

ESMERSD , EF REEMK, EF DEMRE", AREE TR

£ Registry permissions ( EMRMNPR ) WE L , 1£#F Generate statement ( £RIEA ) -
NTFEQENBNEFRIRRBKIED , BMITUATERE,

33 F Policy type ( REEKEHE ) | iFi%# Pull through cache policy ( #EEBFREE ) .
W F Statementid (i@ ID) , AHEEEFEIRBEIREEN,

X F IAM entities ( IAM 354K ) |, EEETEERBTINAF. A8A8E,
NTFEEWEZE , ERESRBXBENEBEZFAN,

¥t F Repository names ( FEEEWN ) , EEEMNAANNE#EERELREN, flin, mRE
#87£ Amazon ECR Public L3E Amazon Linux Z#E , F#EZHEFN amazonlinux.
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Amazon ECR FAB 1ZfFE

Amazon ECR FAEZ#E I M Docker B &, Open Container Initiative ( OCI ) BR{&F] OCI &
¥, B A Amazon ECR APl #4EE, Amazon ECR 24| 8N EMES D |, B LEIE, KiEH
BRI G IFMEE |, HIRBENRAEE AL R EFE#E. Amazon ECR &5 Docker CLI &5 , E L&
A DU RS TT R IR R HEE B 7 B |, HIRER

£}

- WEFHEESS

- B2 Amazon ECR FABE 7 E L F R

« &% Amazon ECR B FHENRNEMNFHER
- £ Amazon ECR HHIBRFAEFHEE

« Amazon ECR FHIFAE 171 BE R

- f£ Amazon ECR H#FicFAEFHE

IR FEER=

« MABRT , ZHNKF A EBRMEARINEMERFOFHEE
(aws_account_id.dkr.ecr.region.amazonaws.com), 182 , AR EENRE T aLEA
Amazon ECR , APls LA a8 1 7764 FEHEIA S RIENAR &, Amazon ECR 2t 7 24 £ EREEKE
HARRBNBAFIFR, BXREZEER , S Amazon Elastic Container Registry T & 4 9 5K &
il

- BIRAPERRERN I FEERBY ARG ERE. BXESZEEL , 558 Amazon ECR FHFA
B E R

s FHEENAUXEFEGEEE , EUUEATEZE>EBUNFEE, Fl, RS HBERE
BEREMT , BB A JLAERA team-a ap &z , HIBA B JLAEA team-b tn A Z=H. X8 , 84
HAEHBEECH BN web-app WEEK , BNMNEGFUEANGAEZRFF L, XHEETER~E T
F1ER TR ERSANER ERXLEHE G, FHAR A WHEHE team-a/web-app , FIRA B WEBHE
team-b/web-app.

- BRNRBUUAEHCHEMRPEXSNEKS SR EMGFwE, SULNESEIMRIREFEE
EFIBERMNITIIERE, BXRXESER , $2 W Amazon ECR HHAMEEMRIRE,
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£ Amazon ECR FAHE 17 FE LAIZ & IR (&

/A Important

NERSEWmME |, A (Amazon KMS DSSE-KMS) /X 1£ Amazon GovCloud (US) i [X &]
o

Bl Amazon ECR FABEME , RAEFERAFHEXRFHENBEREG. FREUTTRIUSEH
Amazon Web Services Management ConsoleB| 2B FZ#E. BXFERALIREMEN ST Amazon
CLl , BZRASHK 2 : BIEFEM#E.

BRI FM#E (Amazon Web Services Management Console)

1. fEhttps://console.aws.amazon.com/ecr/1Z & FE 13T FF Amazon ECR #2#14,
2. MNemiEd | ERENEEMEENXE,

3. hEFHEENE , ERNEEME , REEERARTFMEE,

4

NTFERESR , MATKENE—EH, FHEESHITUBTIERE (Bl% nginx-web-app).
HE , AEHBEMN LA ZERKGFEEESHRZESD (FI project-a/nginx-web-
app)o

@ Note

FREEMRZSALUEE 256 MEN. BMLMUFEITL , HEREZENEFH, ¥
F, EFF. THLMERL,. FXEFEANEFR. R THLHNERL,

5 WFHRELRTH | BEHENFRITERIRE, BEAETNITHRENEEELHILEBEZRGBIR
X, BXEZEER |, BESH BHIEMEGEIRZEE Amazon ECR HiEE =,

6. EHTMHBEE , F1%EF AES-256 T Amazon KMS, BXEZER |, BH3H #A5MNE,

a. WRER | Amazon KMS NEEZEMZBFNE INZE < B #H 1T1EF, £ Amazon KMS =X
ENMZRBELZNFNERH, BXEZEE , 1§58 Amazon ECR JREEMN .

b. BRINERT , B HEHaws/ecrB i Amazon HE R, FARELERCERH
Amazon KMS IZEWF i EREZRNIKF FRIEN, ERFEFEENTH (SR ) LR
BB M Amazon KMS #41. Amazon KMS BAMMEEFH VTR —MXiF, & “glE
Amazon KMS %4f” | %l Amazon KMS #Z2#| & L el Z B S W H4A,
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7. WTERGHEHERE , SALTUEFFEERFINEXARHEEERHRE  EREMERELTEM
REFEEHHREKE, BIERFIEIMREIEERDHRE , EUNEREREFENELSDHE , @
B3 AT BATE SCA T 48 TE B 1% 43 H TR L5 17 i PR RO e SR F

8. LELIR,
IR EA

EEEFRGEEICHFRENSR  FARTRENEFTHEED T, EUFA T HIMTREGHEILET
FEE | BSHRREHIEE Amazon ECR FA B 74 &

BF Amazon ECR HFIAEEEENARMFHAEE

BB EEMER , BT LE Amazon Web Services Management Console & & 5176 FEAH X K i¥
HER :

- FREPEFET BERER

- EEREPERNSIMEGEXNEAGE  SESNMEGH AN SHARBE

- NERENREENAREME

- FRERESEEE ZRERNEHNIEFAN

- BRENNZRE

(® Note

M Docker HRZs 1.9 FFiR , FEREBHEEE V2 IRZAH Docker JEfftR 2 81 , Docker EF R4
EREBINDE. dockerimages (i THBMHE RKRERVEBRK/N. Hit , Fid{E , Docker
A[gE £ IR E b Amazon Web Services Management Console i R E KBV &

BEEFHESE (Amazon Web Services Management Console)

—

fEhttps://console.aws.amazon.com/ecr/{Z & FE A 3T FF Amazon ECR % &,

MNERED  ERESEEENFRENXE,

ESMERP , EREFRE

£ Repositories ( 17 E ) WHE L , &% Private ( A8 ) XU+ , ARERBREEENEM®E,

LN
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5.

EF#EFAGEEREL , 28 88NN Images (B ) NE. EASMRXEEFHFEER
*1%1%\0

8 Summary ( BE ) EFEMEEFMAE R A NENZEM6#EN T REEE.

% Images ( Bff ) ANEBSHFREFHNRBEXINES . EEFARRRNESEE | B
EEREINE, BREZEER , 550 &£ Amazon ECR FEFMREGEFHAES.

MREERBRNEBIERL , BULLEARER RN FRELMNE , AEEENR, BXE
ZER , 5 MR Amazon ECR R,

BEENRUERERATHFREENTHRERK, BXESZER , H5H Amazon ECR HHFAE
T2 B R RS o

EEREDEHRBUEEEATERENESFHRBEAN, HLEAERLEGAREHTL
Bk, BXEZEER , S % £ Amazon ECR R A A AR B3 BB &,

BEEREUERER T FM#EN TBIERZ,

£ Amazon ECR R BRFAE FEE

MRAFEEESFEATE , EAUMBRYE. &M ERFEEFES Amazon Web Services Management
Console , FEEFEENERGHEEMER ; LIRETERE,

/A Important
E M BR 77 6 B R Y BR R th AR BR . SR T EHUH IR 4R

HiBR1Ff%EE ( Amazon Web Services Management Console )

fEhttps://console.aws.amazon.com/ecr/{Z & FE 3T FF Amazon ECR 4|4,

2. MSmERF | &R0 EM R FHEN X,

3. ESMERTP , ERFHE

4. 1f Repositories ( Ff#E ) WHE L |, &R Private (A8 ) &+ , AR EBEENRNE®EE |, HF
%% Delete ( MiIBR ) o

5. T repository_name “HiBR" BOF , WIARENBIREENFHEE , REERE ‘BIBR".
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Amazon ECR R FAE F FE R

Amazon ECR £ E T R FRHN N RZH N FEEN TR, ETRFENNRILET LS ERES 15 R 176
ENAFSAR®  URXERAFNASAUNZERERTHRE MABRT , AR CERFH#EN
Amazon K F BGRB8 AT LARL A 17 f B SR B SR AR VR XY 774 R Y EL A AR

£l

- FEFERES IAM policy

« Amazon ECR FHFAE 77 B R R Al
 1£ Amazon ECR FiREFAE 7 FE R F A

F i E RS 1AM policy

Amazon ECR #Zfi#FE K& Z |AM policy B —EB% , IXLEREE T A T2 HIXT £ Amazon ECR i
#1718, 1AM policy BE BT N A3 & Amazon ECR REHINR , 1B th 7] B T 413345 E R IRMN
i,

EHEEMERAFRNA SN FEERNTHRER , FHENER Amazon ECR 7 E XA IAM
policy. MRBE FFEREATFENAFRABRITEMREERT IAM policy IELHHITRERE
(BRIK) , MIFHELZEE. AFRBEIARTEILFHERBKR IAM policy 2 —REMITENREN
W, MAFEENBT XA RERRENITIZIREVFTT,

/A Important

Amazon ECR EXRAFEMNEE IAM policy A ecr:GetAuthorizationToken API , &
BFREXEMREIT B MDRIEH I EE Amazon ECR Z E#H X RIZEEEZE B, Amazon

ECRIEHTZ/NREE IAM KEE , ATEFHTRARINNAFHENE, BEXEZEER , HSH
Amazon Elastic Container Registry £ & 4 K8 R B,

R LAE X ARG E 2 — RIZHIXN BN R ERN R, LT REIPFR.

BERBIERT — Amazon ECR 7 FEXRE , ZREAENSEAFHRFRERFEREANS
%o

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
"ecr:DescribeImages"”,
"ecr:DescribeRepositories"
]
}

RBIETRT — IAM policy , ZEBALINE LEHEBNBER , FE=2EARRSENRETERE
NEHEE (RIFEENTE ARN $8E). X Amazon Resource Name (ARN) BXHWEZEL , 5
57 R

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepoImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages"”,
"ecr:DescribeRepositories"

1,

"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]

}
]
}

Amazon ECR FHFAE 77 FEE R BE 7= 51

/A Important

HE W FEERE RS EENAT Amazon ECR A B F i E. MREES IAM 4%
BEA  XEFHEERBFITEERETHE , BRIFH#TER , & Amazon ECR BFEEREENR
Ro AXRMAREFRERBNESEE , FSHE Amazon ECR RiRENE FHEXRKE
B
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Amazon ECR Zfi#FE K& Z |AM policy 1 —EZB% , IXLEREE T A T HIXT £/ Amazon ECR Zi#FE
#1518, 1AM policy BE B F N A3 & Amazon ECR REHINR , 1B th 7] B F 1413345 E R IRMN
W, BXEZER , BSH FHEFXRKS IAM policy,

DT EEEREROIERT TR TEEIX Amazon ECR FAH F4# FERI 1 B A FRAV X FR 7= B3,

/A Important

Amazon ECR EXRA B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BT RERTEM R 1T B B RALH MEE Amazon ECR F EH X RIBIRIEEE B, Amazon

ECREZBHTZNHEE IAM X, ATEHFERIINNVNAFERNE. BXEZEER , ESH
Amazon Elastic Container Registry & T & 1 # 5K B =l

~ o RSN AP

LA 7 R SR R VF — NS AN R P [0 770 R HE A I 70 R SR ENBR 1R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"

]

.
"Action": [

"ecr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"
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}

R RV EARIK
LA 74 B 3RS R VPSR K P HEE R 1R

/A Important
R TRAVK - LU AT Sl 2 F M E RN XE , SUFRERR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

1,

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

]

}
]
}

UTEEERBAFEERAFPNEER (pull-user-1Mpull-user-2) , BATEHEXN B -2
FEWSEL TR REMNR ( admin-user ) o

® Note

FNFEHAXEFNES M6 ERM Amazon Web Services Management Console , #&A] 5L
{# A set-repository-policy Amazon CLI &34 B iZ K B
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
I
"Action": [
"ecr:*"

T~ - BB

LT EERBIELAAIKS PRAER P REIRER.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
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}

RO BREIZTIFE 1P #h kiY77 B AR

LU /RBIELE mEAA A P 12 572 B A T 3R B 45 1 b 3156 Bl B9 771 BE B B 1T 4218 Amazon ECR #4ERIX
PR o

WiEAFRHNREHEE T AT Internet AR 4 (IPv4) IP thik 954 .240. 143 . *SE/E,

ZConditiontREANotIpAddresss#rfMaws:SourceIp&MHE , EER — AmazonTBEM K
B, AXXEREBNESEL , F5% Amazon £B%M4 E TXX#, Xaws:sourcelp IPv4 &
FEARER CIDR kT~E. BXEZER , B2H (AM AFERE) B IP it X4 =55,

{
"Version": "2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}
}
}
]
}

A~ REREID Amazon RS

LUT 4 FE SR B& S0 1F Amazon CodeBuild 17 A SiZBRES E R FTER Amazon ECR API #4E, EHLL
TREIEt | BRIZFER aws : SourceArn M aws : SourceAccount 4448 Sk PR & 1R LE % R 7] LAfE A
XENE, BXEZER , 555 (Amazon CodeBuild AF#E) CodeBuild®# Amazon ECR 7R

Blo

{
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"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Service":"codebuild.amazonaws.com"

I

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Condition":{
"ArnLike": {

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"
},
"StringEquals":{
"aws:SourceAccount":"123456789012"

}

£ Amazon ECR HiZ EFA B 7 FEE R IE 75 BR

B LR R T SR FERINT R KBS, Amazon Web Services Management Console
AR BN FREERMS N REEH, BXTHIER , E5F Amazon ECR FIFAE 74 ER T
il

/A Important

Amazon ECR ERA B MET IAM policy A ecr:GetAuthorizationToken API , &
BT REFTEM R 1T B B H MEE Amazon ECR FE EHIXSRIEBEEE B, Amazon
ECR T Z/MNEE IAM Xt , BTESFEARINNVALFRNERE. BEXELZER , BSH
Amazon Elastic Container Registry & F & 4 5K B R~ 41,

R IE 17 1 SR 75 B

1. fEhttps://console.aws.amazon.com/ecr/1Z & FE 13T FF Amazon ECR 2#14,
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Amazon ECR Tt
2. MEMER | ERESEXNHRERMFANFEEFENXE,

3. HESMERT , AREEFHEE,

4. EEMEREL  ZREXHRERBEANERE  UEEFHEENRNS.

5. NERERGIIRNENSMERT , EENR, KE.

® Note
MREAREBINRED , EEAREL T FHESEGIRUEBTF,

FERENRIE L, EFRINEH,
XTERABLR , MAFHNER.
NTFHR , ERERBEAFENERRATERBBEL,

NTEREA , GREEFANAINEE. BXEZER  F2H IAM AP EEHE Amazon
JSON REETE : EHE Ao

© © N ©

- BEH Everyone (*) B , IV ZEBEANATAELY 5 HRIEN Amazon AR,
s WFREZEFKXA , BEERSEIXABH (B ecs.amazonaws . com) LU BA B A 245 E M AR

%o

« 7£ “Amazon k=" A IDs , $§E — Amazon IK= ( ]#01111122223333 ) , SARFZk £ R A
T4 E Amazon IKF THFERF. JUAERES 2 RHNIIREEZSMNK,,

/A Important
BRTRAK - S A el 2 E RN XE , SUFRERR,

« XT IAM £ | FEFEN Amazon K- TENAFBANAGSHA,,

® Note

T BB ZEFENEES R FMHERE Amazon Web Services Management Console ,
& 7] LAfiE A set-repository-policy Amazon CLI 553 B iZ 5K B .

10. X¥ITHME , NED AP ERIFR FIR PR RN 2 N F KB F Y Amazon ECR API R {ERISEEL.
1. BE , BERFIRIERE.
12. XEMINBNFRERBEEU LSRR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/cli/latest/reference/ecr/set-repository-policy.html
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£ Amazon ECR H#riCFAB FM& FE

7T FBYIEETE Amazon ECR F/E |, BRI LAEA Amazon RIRFENG BN T #HiES BAH I
BH Amazon ECR f#f#FE. Hli , &R LMK/ RY Amazon ECR 7 E L — AR LA B IR IR Bx
B ERENARE,

PREEAR AR

PREX Amazon ECRIRBEMENENL , N HRFHFHTEN. RET2BFFTEERF. &7
USSR ZANE , & 7] SARE B R B IRIARE, B LURFRENERNZNFZHE | BT RN
HIRNZE. IREFMINFENESZSS0 LNEHRENERR , FINERSEBSIBE. MRMERSE
B, BRI AR th 2 ER

B Al LA{E A Amazon ECR #4|& Amazon CLI, 1 Amazon ECR AP| R4 EBHRZ,

£ Amazon Identity and Access Management (IAM) , & 7] LA32 %] Amazon ik s RLE B = B X 8l
B, RBIBRIEE, X IAM FBRPPFRENEES , 1S Hthe section called “FAETHRERN 7
B7E,

FRICEIRLAE Fit %

&7 Amazon ECR FERMARSHERKANMERAXRBEREANKEEEER AN EEEHB,
BREZEER |, HS5H Amazon ECR AE#%,

NMFEEERRFNEAE , FEEAHERSRENRRALENIKEFE, fim , B LU ERN N
RARFRUBAFELNRRNGRE , REALAKEER , LEFER MRS PHER ZNAREFE X
T, ARRETENMENRASTERENESER , 5 Amazon Biling AFERFHAERE D
Bk &

(® Note
MREEERARE , WAL 24 Mt EEE S ANBIE.

£ Amazon ECR R AR E FEHERINIRZE
B LURR SN I B FAE B E S,

BXRNZEMNREMENELR , B2H 5% Amazon BRIRAFIERE) PHFEEH EREIFAZRN
R &EXEK.
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.amazonaws.cn/tag-editor/latest/userguide/tagging.html#tag-conventions
https://docs.amazonaws.cn/tag-editor/latest/userguide/tagging.html#tag-best-practices
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[6) 176 FEE AR IN#R X ( Amazon Web Services Management Console )

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o
MNEfEd | EREFEANXSE,

ESMBERD , ERTFEE.

EEMEREL , ERERCHERESINEEE.

MBREXSEF | ERERERE,

EEMEMRSTEL  ERBANFE, RINFRE,
ERBTFEERENEL , "I BIMEEERNE K ARERRE.

N o g~ w0 Ddhd =

[6) {74 B ( Amazon CLI 5 API ) R INFREZ
B LAE A S AP R INEHRE & — Amazon CLI i Z M RZ,

« Amazon CLI -fr & &R

- API #4E-TagResource

AT RBERIAER Amazon CLISRHFINRZ,
T~ 1 FRIETEMEE
LTSt E#EE,

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=stack,Value=dev

™2 RS NMRERRIC IR E

LTSN EMIERMBIE#E,

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

=l 3 ;B R ERARE
LA 855 5 i 5176 B R BR DA
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https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/cli/latest/reference/ecr/tag-resource.html
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_TagResource.html

Amazon ECR AriEE

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name

R 4 BIRFEEHRINIRS
DR TRE—1NEHN test-repo WFEEEHFMEBERN team, BN devs WHFE,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

£ Amazon ECR H M\FAE 7718 FE M BRAF &
0] LAMFAT 176 B P R BRAR 25
ENFE 176 E P BRFRZE ( Amazon Web Services Management Console )

$TFF Amazon ECR ##|& , Pt Jhttps://console.aws.amazon.com/ecr/o
MNEiEd | EREFEANXE,

FEFEEREL , EPENPHBRREN 76 EZS LN SIEE,

MREXSES | ERERERE,

ERF@EERSETELE , EREE.

EREEREFRETEL  EFERRHBBSMIEIX MBI , AEEERERT.

o a0k~ 0w =

EMNAE 7% B P BRFRZ ( Amazon CLI )
IEALAE A API il BR — 4 Amazon CLI B Z/MRZ,

« Amazon CLI -BUB#R 12 &R
 API #4E-UntagResource

AT RBIER T (a6 Amazon CLIMTEfE B A M BRAR .

aws ecr untag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tag-keys tag_key
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https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/cli/latest/reference/ecr/untag-resource.html
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_UntagResource.html

Amazon ECR AriEE

Amazon ECR F A B IR &

Amazon ECR £ FAE % EE P 774# Docker B %, Open Container Initiative ( OCI ) BR{&F] OC| & &
¥, EAILAER Docker CLI S Bk RE F im M IF i FE # X MR EVG B

& Bh Amazon ECR X} OCIv1.1 WX , BAI LA E#FEER OCI 5| A< API EXWSEM#H, T
HEEZE. REYWEER (SBoMs), Helm B&, HBERMEH, RBRMGNEHABZESR £
e, HERN BIMMRGHTER | ZREBEEFEFHEBENRS,

X4 f7f# £ Amazon ECR #A B i FE FAVIRBH 1TE R M M Amazon ECR FAE 17 & P il BRE 4 M
Hit itk WEREH T MAER ELHZMXIEHNRE. BRXNBRFEREZLENESEFEE , BSH

Amazon Signer Developer Guide F#Y Signing container images.

£

« [FBRGHEIXE Amazon ECR A EHEE

« XNFfE Amazon ECR FAB i ER N RG#HTER
« M Amazon ECR A B 77 FE T I B & M H g4

« 7£ Amazon ECR H&EEMGIFHER

« M Amazon ECR FAF 77 B F G IR BN 8 0 A b IR 35
+ $2E Amazon Linux BE5M &

+ MBX Amazon ECR H#IBR &

« EFH5i2 Amazon ECR FHYBR &

« BhIEBBHFRETE Amazon ECR HiFBEE

« Amazon ECR FH BB GEERA X

« f¥ Amazon ECR B &5 Amazon ECS £&FH

« f¥ Amazon ECR Mg 5 Amazon EKS £ & H

FHR G HE 3= = Amazon ECR FAE 174 &

IBALURF Docker 4515, &8 %]k F Open Container Initiative (OCI) S5 A R A W4 HIA TRV FL
BEME,

Amazon ECR A 7 —f G ENmEEH R EMEMEN T E, BIELZNAEEIMREEFTE
EEHIEE AU EECIMRIBEXEMNEBERARKFAH#ITES, BXEZEE |, 55 H Amazon
ECR A FAE EMRIRE,
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https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
https://docs.amazonaws.cn/signer/latest/developerguide/container-workflow.html

Amazon ECR

RAriEmE

FT
o JFER{GHEIXZE Amazon

ECR B FEMN 1AM R

« §F Docker B{&¥# 3% 2] Amazon ECR FAFE 1Z& E

o JFZ MG IEIXET Amazon ECR FAE 7 E

« ¥F Helm B &R H#EIXZ] Amazon ECR FAEFMEE

SRR G HEIXE Amazon ECR FAB M EM IAM R

AP EEFNREGHIEE Amazon ECR R EFHEEN IAM R, ERBEFHRENRNREXR , L5
BRI NEGEFEENTRNR, BIE TR FX A FEER T RN R,

AP SRBEERENSHE , MEHEXEHNEN Amazon ECR EMER#THMRIUE, Amazon
ECR 2t 7 2% Amazon HE R RKIZFHTRKINVWAFPHENE, BEXEZEE , ES Amazon
Amazon B RETMERMWITE R,

BET LRI BT H IAM

Ko UT IAM KRR THREMEIAFBEFEEMRHRR, ZRFEE

FREENRIR , EERZFHEERNTE Amazon FIRE M (ARN).

"Version": "2012-

"Statement": [
{
"Effect":
"Action":
"ecr
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:

]I

10-17",

"Allow",
[

:CompletelLayerUpload",

UploadLayerPart",
InitiatelLayerUpload",
BatchCheckLayerAvailability",
PutImage",

BatchGetImage"

"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"

"Effect":
"Action":

"Allow",
"ecr:GetAuthorizationToken",

"Resource": "*"

]

FREEHY IAM 1R
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}

AT 1AM SRBE 352 T 1 BRGHEE 2 PR 70 FE P B VAN BR o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/*"

¥ Docker BR{&H#EIX E| Amazon ECR FA B 44 E
BB LAE A docker push s & AR BB #IAE Amazon ECR 7 &,

Amazon ECR & X512 F#E X A T 22 MMRRH Docker iEREFHIER, EXEER , BSRANZ L MM
& #3% 2] Amazon ECR FAE Ff FE,

#3% Docker &% %] Amazon ECR 12 E

EHIEEBRZE , Amazon ECR B EMLMFEE. BXEZEER |, S the section called “BlEF &
FELATE A R 18

1. MEBEHEESI Amazon ECR EMERIE Docker B/ M 513, AR S MEMRKE
BSI  SIEREN 12 M., BXEREL , H5H Amazon ECR RS MRS B
i,

E3t Amazon ECR SEMRREIE Docker , #Ei21T aws ecr get-login-password @5, & RIE
ThE{EIE 4 docker login iR , SE AWS BERF A , HIEEEXNEHRTHHRIEN Amazon
ECR JFft &k URl, MRX SAEMKRFITHMRIE , WARERNBNERKREEZT T

#E3% Docker MR & API iR 2015-09-21 49
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6.

/A Important

MRIKZEE R , BLEREHIZIARAER Amazon CLI, EXEZEE |, i5ZHAmazon
Command Line Interface {AFE®M) P Z %% Amazon Command Line Interface,

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecxr.region.amazonaws.com

MEEEHEREMRPEZELENEGFRE , BREE. BXESZER , #2H 0
Amazon ECR FAE F6E FEE LLE IR 1R

NP EHERN A E B, 51T docker images S HIHEREFHNBRER.

dockex images

B EERN SR P ERZrepository: tagERE % ID KRB &,

BEEFEAN Amazon ECR EMER., FRENTERGIRIEMNASHRICENESR, TMRER
N aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn. FEEBMNEERNE
BOIENTFEE—B. MREABKEGHE , RITFBRERZLR latest,

LA RBIFF ID A B & ¥Ride9ae3c220b23 R aws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.cn/my-repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:tag

£/ docker push S H#EXHE 1 -

docker push aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-repository:tag

(i) B EE Step 4 # Step 5, MHEGENAFEMEMRES H X LR HIEE Amazon ECR,

2 R IR G HEIX 2] Amazon ECR FA B 17 1&

pUR |

R

B FHEE Docker SBHEFIZK , B LU Z R WG HEIX S| Amazon ECR FfE, BRIKRZE
E—PMERZNEREMCUENBERINR, KZIBERT , BRIRENEHABEINEEERTTE
REDRENMRGBANEN, BRIRFEMEN, BXEZELR , 1§51 Docker FH,
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https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
https://docs.docker.com/engine/reference/commandline/manifest/

Amazon ECR AriEE

FHBEY|RA UG EM Amazon ECR & {&—#1E Amazon ECS 55 E X 5 Amazon EKS Pod M3t F 18
E=l 51 A,

TR

FE48H Docker CLI # |, FFERH M Thae. BRZRMINEMNEER |, iS50 Docker XRHHY
Experimental features.

EHREFBZ A, Amazon ECR ZRELFFE. BXESRER , HSH the section called "8I
e LUAF BRI

%62 Docker BE 28 , AMFRBIAFENERE, EXNAHLFRNES , #20
Docker L& #E3% F| Amazon ECR FAE 7 .

22 #) Docker &5 # X E| Amazon ECR Ef4E

1.

B EmEHHEXEEBRN Amazon ECR IMREIE Docker BF M F 19, ST NEBNEMRIRE
BRSE  SHEE%RER 12 Mt,. BXESELR | 555 Amazon ECR WA E MRS KK
i,

EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password . {5 & 0% 1iE
ThE&IRL docker login TR , fHE AWS AERF R , HEEEXNH#TH A RIUEA Amazon
ECR JEfF& URl, MRX ZAEMRFTHMIIE , WAAERENEMREEZT T

/A Important

MRIKBEER | BLEIEHINRFARAER Amazon CLl, BXxEZEE |, {55 HAmazon
Command Line Interface {AF M) FHZ%E Amazon Command Line Interface,

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecx.region.amazonaws.com

JHFRERNESR , BARGIRE,

aws ecr describe-images --repository-name my-repository

12 Docker /B# %K, manifest create S RIIGIANBEGBRECTECEETENEMES |, H
EARMEIEFE,

XS EMEBR API k7S 2015-09-21 51


https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
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dockexr manifest create aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:image_one_tag aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn/my-
repository:image_two

4. (Wlik) ®E Docker iFH IR, XELREBWINERIIXRFSIANENEGBFTENKNNINBE,

docker manifest inspect aws_account_id.dkr.ecx.cn-north-1.amazonaws.com.cn/my-
repository

5. ¥¥ Docker j& 8 5l R HIX FEH Amazon ECR 126 .

dockexr manifest push aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn/my-
repository

¥ Helm B &R#I*X 2 Amazon ECR FAEF#E

& B] LASF Open Container Initiative ( OCI ) #3#4F#£3% E| Amazon ECR 7. EEFILIIEERN RHAI
BEFEAUT LSRN Helm B &k #IXF Amazon ECR,

B X1 Amazon EKS #ff Amazon ECR &M Helm BRMEELR , 58 1E Amazon EKS £/
ft”z% Helm 13—‘%0

% Helm Chart #31%%| Amazon ECR &

1. ZEREHRAH Helm BRIk, XELTREFEMA Helm R4 3.8.2 REWN., BEXEZEE |, FS
%% Helm,
2. BERBUTSHSERLENIL Helm Charte BEXEZEER , {555 Helm X8 - Allo

a. BIEHBN helm-test-chart B9 Helm Chart #5B} templates B ZHR A,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. fEtemplatesX#XConfigMap &Iz,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vi

#£3% Helm Chart AP BA 2015-09-21 52


https://helm.sh/docs/intro/install/
https://helm.sh/docs/chart_template_guide/getting_started/

Amazon ECR AriEE

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello World"
EOF

3. TE8E%k. BHNITEEEMIE Helm Chart REAKNIT IR RN XA E.

cd ../..
helm package helm-test-chart

al

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. QIBFMELFMH Helm Charte FREENBMNSI IR 2 eI Helm Chart B #9 % FRIT
Bi. BXEZEE , 50 812 Amazon ECR S EFEEUFHEMREK,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. WE@EHIE Helm Chart B9 Amazon ECR ¥R IIE Docker H ik &4, SIS/ EM
RIREBENTSHE , SEEXRHR 12 het, BXEZER |, 55 Amazon ECR FHFAE T M ZE
%ﬁgﬁﬁEo

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn

6. A helm push a5 #3% Helm Chart, % N /8%E Amazon ECR & URI 1 SHA BE,

helm push helm-test-chart-0.1.0.tgz oci://aws_account_id.dkr.ecx.cn-
north-1.amazonaws.com.cn/

7. AR IER Helm Chart,

aws ecr describe-images \

#3% Helm Chart API R4 2015-09-21 53
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--repository-name helm-test-chart \
--region us-west-2

s |, BiF artifactMediaType SIS R EBWAHEE,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6cOcf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"0.1.0"

1,

"imageSizelInBytes": 1620,

"imagePushedAt": "2021-09-23T11:39:30-05:00",

"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (Wik)AEXHEMER A FHLE Helm ConfigMap HFFIAMER Amazon EKS, AXEZELR | iF
25 £ Amazon EKS £8H 2% Helm B X,

X & £ Amazon ECR AR 7t FF PRYBRBH TS A

Amazon ECR Amazon Signer 55 , N ERM T —MEERB[MEN HE. BAUUFEREENL
BEHENBEHEES,

p=5_R=-BU

£ Amazon ECR 88X B RIFELLTEI,

c FRETFHENERITASIMNERENRAGRUENRSRHA. AXRESEE , HZH Amazon
ECR RS Eidl.

- UEHEDFEESZIHEMR , Amazon ECR £ AHEH N EETBERFRBEREN 24 Nt B3EE

XETHE .

XEEHR API| BRA 2015-09-21 54
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FRF M

TR/, BAHBAT BREH

« REHBEZHRAH Amazon CLl, BEXEZELR |, EZHE (Amazon Command Line Interface
FiEM) R RESEFRHRAL Amazon CLl,

- REFMSCLIFAFS Amazon Signer &, BXEZER , i5ZH (Amazon Signer FF X A R 18
M) PHNBAREHRHITIBNERENE.

- XEFME Amazon ECR WEFREFNARER. BXESER , F5H HBREHEEZE Amazon
ECR IAB Ffi .

N Notary BF imll & & 5 1iE

FE £ Notafication CLI BIBZXE 25l , XMEBRBEE % , FHEE® M Amazon ECR #1TH 4%
iE, MREERE Notation B imHYE —FE A LEZLE T Docker , BBA Notation FFE A7 Docker &
FimERNAER B MBRIES %, Docker login M logout #nHfF A iF Notation sign M verify &5
FERAMEBRNEILE , HEETLRIEXS Notation #H 1T H MK, BXEE Notation & i 1T & 17K iE
HiEE S , 5SS 5 Notary Project XA #Y Authenticate with OCl-compliant registries,

MR IE&EFE A Docker SR EM{FE A Docker R T E |, BBLIHAVEWE A Amazon ECR Docker &
IEBFERN BN EILFME, BXUN{AILENEE Amazon ECR ZiEBIFNEZELE |, 5 Amazon
ECR Docker ZEIEBIF,

LERR

AUERANATSREUBEZRR[REAMFNTR , LR F#EE Amazon ECR B FMEE
B, Notation FEARHENREEHITER.

EXZME

1. f£A Amazon Signer & F A 8|ZNotation-0CI-SHA384-ECDSAZL B BB X #, BAJLLERE
M fERA --signature-validity-period Z¥IEEXL ARG NH . AT LAEA DAYS, MONTHS
X YEARS IEEME. WMRKRIEEEXRE , NFEHABRIAE 135 MH,

aws signer put-signing-profile --profile-name ecr_signing_profile --platform-id
Notation-0CI-SHA384-ECDSA
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/signer/latest/developerguide/image-signing-prerequisites.html
https://notaryproject.dev/docs/user-guides/how-to/registry-authentication/
https://github.com/awslabs/amazon-ecr-credential-helper
https://github.com/awslabs/amazon-ecr-credential-helper
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® Note
ZEBEXHEMRNZIHFIERFZHFNTIL ().

2. REFEHERINEMRHIT Notation BEF IR MBRIE. AT RAIEAX Amazon ECR FAEEM KRN
Lotation CLI # 1T & #31if, Amazon CLI

aws ecr get-login-password --region region | notation login --username AWS --
password-stdin 111122223333.dkr.ecr.region.amazonaws.com

3. f{#F Notation CLI X EHITZER , HBEFERAE#HEBNA SHA BEREMRSG, XEUEZEH
FE#H XD EESBNEBRFTERN Amazon ECR FABE EM#E,

EUTREIH |, BN EEcurl™ SHA HEMNFM
FEsha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE H Y BR {3 1T
Ho

notation

sign 111122223333.dkr.ecr.region.amazonaws.com/
curl@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE --plugin
"com.amazonaws.signer.notation.plugin" --id "arn:aws:signer:region:111122223333:/
signing-profiles/ecrSigningProfileName"

s B IR

FNERB[BRGHITIERE , TUAERBBRIELHE, BXEIFBRENEE , ESE Amazon Signer
Developer Guide H#Y Verify an image locally after signings

M Amazon ECR #7876 & P | BR & & M E 9 4F

A LAE A ORAS & im 5l i A Bk Amazon ECR FAEFREPMEEMEMSI AREMH. BRE
BMEAL S| A4S ERIRGRY 75 XKLL (FSH BBk Amazon ECR HHIMRE ) o LATF 244
MERE B E

ZE A ORAS CLI EERGHI 4

1. RENEIE ORAS & ik,

IFEE API R4 2015-09-21 56


https://docs.amazonaws.cn/signer/latest/developerguide/image-verification.html

Amazon ECR AFEE
AXxRENBEE ORAS BN IHMEE |, 5511 ORAS X#HH Installation.
2. E%|HH Amazon ECR BMEE AT A4 , IBEA oras discover , FEMLEBREEF

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WMENWOTRR

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
ociesha256:88c0c54329bfdc1d94d6f58cd3fchb1226d46F58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
### sha256:387c10c1598eel8aae8ldcfc86d0d06dll6e46461d1lc3cda8927e69c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

3. EfE ORAS CLI MiIBrER , MM EHIFFR , BHTU TGS :

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

WMENWOTRR

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-

east-1.amazonaws.com/

0ci@sha256:387c10c1598eel8aae81ldcfc86d0d06d1l16e46461d1c3cda8927e69¢c48108c42" and
all tags associated with it? [y/N] y

4. $Ey. NBIERMEH,

FE B & A1 B =) 7R
MRZBMER (BIMORTERHER ) KK, MSHBIRBEATREL S,
Error response from registry: failed to delete 111222333444 .dkr.ecr.us-

east-1.amazonaws.com/
oci@sha256:387c10c1598eel18aae81ldcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42:
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unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775Ff9b74943b5b]

MERTE OCI 1.1 X6 2 U HEEAVRRGEY |, AIRE R A MR, MEERPATR | EAT MR 5| B %R &
KBS REFREMBRIZME , MTAR

1. ERBRSERRNEEXEKNEE  FEA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

i H A0 R AR

Are you sure you want to delete the manifest

"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b" and all
tags associated with it? [y/N] vy

2. By, MNBIRER
3. BREHEHXIE , BALHKRES

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

WMEHNWTAR : &y,

Are you sure you want to delete the manifest

"sha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42" and all
tags associated with it? [y/N] vy

Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

4. EERZERBOMBR , FEA

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld
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i VRIS

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

£ Amazon ECR A EFEMBIFMHEE

HREEZIFEES  TUESEEE. MEBNEARRNT .

.+ % URI

© BERIRE

. MIpRASE

- BRERRE

« BFERE

- BHBHKD (A MiB F 2 11)
« BERHEIFEENNE
SHRS

BEEREBIFMEER (Amazon Web Services Management Console)

-

fEhttps://console.aws.amazon.com/ecr/{Z & FE 3T FF Amazon ECR 4|4,
MNEMEF | BRI EEGMETEENXE,
ESMERTD , ERE®E.

EEMERE L  EREEENEME.

ft “I#t&F : repository_name” WEH L , EREEFEHHFHEENERKR,

o M w0 b

M Amazon ECR #4877 if FE F R IR EN B SRRV AR b I35

MR FLEZE1T Amazon ECR ] A #Y Docker &% , AT BAEA docker pull ip S HIZEEI AR IRE,
BRI AN BRINEM R RS EH M Amazon Tk 7 R BRAEM R DT IR E,
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E £ Amazon ECS & E X A {#EH Amazon ECR 8% , 5 . N Amazon ECR B &5 Amazon
ECS 46 H

/A Important

Amazon ECR EXRA B NEE IAM policy M ecr:GetAuthorizationToken API , &
JBFRERTEM R 1T BB H MEE Amazon ECR F EH X RIBIIEEE B, Amazon
ECR 2 7 Z% Amazon HE R RKZH FRRANAFHRNE. HX Amazon ECR
Amazon EEXRKHNELR , 3 HAmazon Amazon # 4 R EREMRVITE FHE

M Amazon ECR 1Fi#EE12E Docker & 15

1. FEH Docker BEF imEiF BIZEMFIRIVE BRI Amazon ECR JEftR. SN BN EMERIKRSE
BRSE , SEAEMERN 12 hit, BXEZELR |, 5 Amazon ECR FHFAEIMER S HEK
U,

2. (W) BB ERINE S,
«  ALAER aws ecr describe-repositories fi Fl HEM R P 1F6EFE

aws ecr describe-repositories

FRREPEMTRITE —NE R amazonlinux WEFEMHEE,
«  TALAERA aws ecr describe-images @ S IR EHEFNESR

aws ecr describe-images --repository-name amazonlinux

EFRREIF#HEEETIFE latest 1 2016.09 WER , A BEEGHEENRN
sha256:fl1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807,

3. f#H docker pull T IRENE R BERAMKEIARNN registry/repository[:tag] ERRE
BE , 8iF registry/repository[@digest] LMEZR B EIREL,

dockex pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest
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/A Important
MREWE| repository-url not found: does not exist or no pull
access iR | A BEEE [ Amazon ECR BiE&H Docker Bk, BXxEZELE | iF
Z% Amazon ECR HWFAE EMERF HRIE,

12H Amazon Linux &85 &

¥ Amazon Linux R85 BN HHEAHS Amazon Linux AMI FEE M F#A44EE. Amazon
Linux BEFMRRIESN Docker TEM B E ARG , A AEEAREF, MREFL T2 Linux AMI A
FUO#@mPNARER EC2, MALEAT D Linux BSEG&XNNARF#1TASRL.

B ATEA T R IR E AR EA Amazon Linux B8 % , AR R Amazon ECS 2N AR #HIX
F| Amazon £/ Amazon ECS, BEXEZEE , 155 & Amazon ECR BG5S Amazon ECS &4
i S

Amazon Linux BE54&E %7 M Docker Hub L[, E3R%E Amazon Linux BesEHN F | FEE
Amazon FF X A A1z,

M Docker Hub $#2EX Amazon Linux B85 &

1. A docker pull a5 = HE Amazon Linux B3 &E .
dockex pull amazonlinux

2. (AE) EXRMIEITERR.

docker run -it amazonlinux:latest /bin/bash

il B& Amazon ECR H Ry BR &

MREBEREARE , TUNEFREFRRE, WREEREAFEE , TURBRENFEEURES
HNFER®. BXEZER , FZH £ Amazon ECR HIBRFAE F .

ERFIRBRRGHNENRSE , BUNCIRFERELGEHRE  UEEF IR FRET RGN ED
BHER, £aFAHRKAIRNITHERE. BXESEES , 5 W &£ Amazon ECR REA LR EFHE
B B 3B E A,
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® Note

MRENFREPISESRE , HP —EMRERE Amazon ECR X#F OCI v1.1 ZBIH#E
By, WEELZLXBEOTINRERSIFFLTIR, Bt , HEMER OCI vi.1 ZBIRIHREK
B, ATREFE EFAIMIER 5| A ZBRBRAVE 2 5 R = BEMI BRiZ A 1+

fhlER &5 & (Amazon Web Services Management Console)

1. ¥Ehttps://console.aws.amazon.com/ecr/1Z & E F T FF Amazon ECR #4114

MNERES | RS EMROBEGHXE,

ESMERP , ERFRE

EFEEREL , ERISERBRNEENFEE.

£ “F#E : repository_name” TWEH L , P EMREREVEG LM EIEE | REIEER BIBR
EMBRBEGXEED , RIEEENRERENEMIER , AEEZEBER,

o g~ W N

I BREE & (Amazon CLI)

1. JHEEETHNER. THENEBNEFREREUARMAXGIENIIR. THRENRERNES
BREEE.

aws ecr list-images \
--repository-name my-repo

2. (Wik) BEEEERBREGHXBRRERB BREGNEMIEEZENITE, NEGDHERSE— MR
e, LablfRiZ&ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. BEREERGHEMNRFREIAIFTHRENESR. TELSIARGRHEKRNBRRGN , FGREFT
BIREH WM ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
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ERBRZIRE , EUUEBRPEESMREREHERRBE

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

E 12 Amazon ECR ARy BR {5

f&Bh Docker Image Manifest V2 Schema 2 & , AJUAfEA --image-tag @i~ H put-image &I E
HMANEEGFINIRE, TEMFEFA Docker RN HEIZEE SR , AT EFRNGE, N FAEES ,
BROUAATEEFRNEGRNIEETER M & M,

B NEBRMIEZL (Amazon CLI)
EFEAEFHIRICE B Amazon CLI

1. fEM batch-get-image i S RN EBEHF A NFZINEGNEGBFEHTEEA XS H, TELERAI
P, FRERTERSHNEGINEERBEAR NNWIRETEMANIFEST, latest amazonlinux

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')
2. f{#H put-image T --image-tag EIHRBGEFEEFHHRE—EMEE Amazon ECR F, £
LERBlR | E&EIRICH2017. 03,

@ Note

WMRZ--image-tagit WE BRI MRAF T A A Amazon CLI , EARENFEFHRE. B
XEZER | 5 Amazon Command Line Interface {AFIERE)Y M ZE % Amazon
Command Line Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. RIEEHNFRGHERBTEMMIENES, EATHEHTD , BEEBHFL latest M
2017 .03,

EH N REF IR API iR 2015-09-21 63


https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
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aws ecr describe-images --repository-name amazonlinux

BRBE— (T R) RBITHRHRITAEXLRE

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

B NEBPMNIEZL (Amazon Tools for Windows PowerShell)
EFEAEFHRFRICE B, Amazon Tools for Windows PowerShell

1. fEAIRENGet-ECRImageBatchcmdletZEE MR ICH B G HERHFHEARELTE, EL R
F, FREDPTENRSNEGHEAMRRELTESInage, latest amazonlinux

® Note

MR B R EK % EGet-ECRImageBatchemdlet®] A#Y , #2158 {Amazon Tools for
Windows PowerShell A #R) Amazon Tools for Windows PowerShell F #i% & .

$Image = Get-ECRImageBatch -ImageId @{ imageTag="latest" } -
RepositoryName amazonlinux

2. HEBWEBEEBEA$Manifest MREE,
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$Manifest = $Image.Images[0].ImageManifest

3. M -ImageTagkBUR A HIEE Write-ECRImagecmdletf B &7F 2 A Amazon ECR. £t
R, BE#EFRIEN2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. RIFEHNFTREIRERBEMMNIEN RS, EUATHEEP , REEEHFL latest M
2017.09,

Get-ECRImage -RepositoryName amazonlinux
BAIDE—D (T R) KBITHRITREXLRE

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 2017.09

Bh LE ARG FRETE Amazon ECR B =

BO L EFHEPFBSHRITALMY  UHLEBERGIRE, IFFERERTEMRE , IREHEESN
HREEBREEEETHBG | KRB InageTagAlreadyExistsException 8k, MFERATEMES
AR E, BTEERLERSTTE M3 — LTI,

&AILAE A Amazon Web Services Management Console Hl Amazon CLI T &R #1F76# E R I H 1764
FREFGHRENTLY, EFARFNESROUIEEFE®EE , BSHEIE Amazon ECR A7 ELF
fi IR 15

RERGIRZH M ( Amazon Web Services Management Console )
ERERGIIEWAIEM

1. *Ehttps://console.aws.amazon.com/ecr/1Z 4% E F T FF Amazon ECR #4114,
2. MN&mEF | EZRISERBNEFHEENXE,
3. ESMBERT , ERFHEE.
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4. 7 Repositories ( 178 ) WE L , £ Private ( 08 ) &I+ , AREBRERENEEE , 3
%R Edit (RE) o

5. WFHITFEY , ERFFEHENRSITEMRE, BREETAENRINFHESEIEBZEGT
X, BXEZER , H5H B LREIFEE Amazon ECR B &,

6. XITF Image scan settings ( REFABIRE ) , RELAUEFEER NEMPABEEERER
B, BEREXKRREMEIMREINEEAREE, BIEAFEIMREINEEAHRE , B
ERAEBEARREREE  AENATEEREMBEFHENRESSE. BXEZER , HSH
£ Amazon ECR HF ARG EEEERERE.

7. XF Encryption settings ( IFRE ) , WFRREEF , ARAFEENNZRETFEELNRT
RZETEE N,

8. EERREUEMTFHERE.

RIEMRGIRZERN AZ M ( Amazon CLI )
PIEEEBS AU RIS FEE
FEANATHTZ—RRERS TN I EHRENMEGRTMEE

 create-repository (Amazon CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

« #1-ECRRepository (Amazon Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Foxce

EFHMEMENREGIREATEMERE
ERAATH T - EFNNAFHEENRERETEMRE,

 put-image-tag-mutability (Amazon CLI)

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

« E-ECRImage TagMutability (Amazon Tools for Windows PowerShell)
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Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

Amazon ECR H RS IRE B E R F

Amazon ECR ZX#EFUTRBEB/BERR -

« Docker Image Manifest V2 Schema 1 (5 Docker iRZ 1.9 MIE RIRAE S FEH)
« Docker Image Manifest V2 Schema 2 (5 Docker iRZ 1.10 MEFHRAE S M)
« Open Container Initiative ( OCI ) #5& ( v1.0 # v1.1)

¥¥ Docker Image Manifest V2 Schema 2 X iF AT iR LA ThE

. BB RNENEREAZMZL,
« X#E1FME Windows BESHE&,

Amazon ECR &5 &R

#£ Amazon ECR FEIXMIBEUR KRS , MR 2R 512 E i (620 Docker) & 5iE MRkt TBE AR
EPum T #ERNEERXURER TREENEMRIEKR —H.

£ 5 Docker fRZA 1.9 RE |BIRA R E G #IXZE] Amazon ECR K, B&E RN FEFEMH R Docker
Image Manifest V2 Schema 1. £ Docker ARZ 1.10 T EFT AR A G & #ix E| Amazon ECR BY ,
HH BRI EEM® R Docker Image Manifest V2 Schema 2,

£ M Amazon ECR ZrZREVEBRAT , Amazon ECR HREFHEFEMEFTNESRETERN. XH
ERREBEHRZRNN , TFHIRE, MRFFIRTERMFENESFERN , U Amazon ECR £
FREBFLRMNBEFIHREBEBNEN, G0, 2R Docker 1.9 BEFIHIERNEGERFHERX R
Docker Image Manifest V2 Schema 2 , 84 Amazon ECR LA Docker Image Manifest V2 Schema 1
KABEZEFER, TRNA T EFRSRIVE B Amazon ECR X#EFH AT AR ¢
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B P imisREV 2R H £ V2 Schema 1 #  {EN V2Schema2 #  4E OCI #3%%| ECR

% ZE ECR % %E ECR
V2 Schema 1 TERR DH# N V2 Schema TR Ak
1
V2 Schema 2 LA AR , BF % TERIR 2 4# R V2 Schema
FE5R%E| V2 Schema 2
1
OCl Fou] AR 2N OClI TERR

/A Important

MRZFFHERIMESR , MEETANKR, BNEFIRAMA T 76 E Amazon ECR RIVE
BEERKRN, WRETE Docker 1.9 HE |IHMRAKZF 7 i L R E 1K Docker Image Manifest
V2 Schema 2 &1& , MIFTEERIE R, EXEZER , S H Docker XHEHFPHEMERE
1,

FEHRGIH | MRERZFERE —HEB , Amazon ECR &R BB RN BT IREBE RN
KX, BHIREIKT,

¥ Amazon ECR B &5 Amazon ECS &&EH

BRI LAE A Amazon ECR FAE M EXREERSBRENMHY |, BHY Amazon ECS £
SAEaNPREUXLEEGMNEIYE, EFEAXEER , Amazon ECS = Fargate 88
RESMEE G Eecr:BatchGetImageecr:GetDownloadUrlForLayer, FEIX
PR, ecr:GetAuthorizationToken APls

FrEERY 1AM X BR

TRERTERMEHRBEEEAN IAM BE , ZHEHENESM Amazon ECR FAHE F & EREUR it
TArERMPR. Amazon ECS R TFEMFENRAVEE IAM KB,
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Amazon ECR

RAriEmE

=REid]

T 5#h s 45) £ #9 Amazon EC2
ECS

Fargate £ &Y Amazon ECS

S\ERSE45I E#Y Amazon ECS

/A Important

Amazon £ E IAM KrEEE

R

/L‘J:\

IAM B

FERAREXEM IAM AL | %
AeSEMEIEHN Amazon
ECS &8I S EC2 =41
MXE, BXEZER , S
%] Amazon Elastic Container
Service FFX A RIEFHNAE
4 IAM B,

&1 Amazon ECS %%
E X 5| AES AT IAM
Ae., BXEZER , S

%] Amazon Elastic Container
Service F R AR IEEHRNES
AT IAM A,

ERAREBERG IAM A6 |, ZA
B 53X MF Amazon ECS £&
MY A 3 AR S BR SREE HAHL (VM)
MXEK, BXEZER , 2
%] Amazon Elastic Container
Service F R AR EMTH AR
52451 Amazon ECS &,

Amazon ECR FA B 7% ERREUI T REN R,

Amazon & IAM K BE

AmazonEC2Container
ServiceforEC2Role

EXEZEER , ESR
AmazonEC2Container
ServiceforEC2RolefE Amazon

HHERRRS T AERERES

AmazonECSTaskExecu
tionRolePolicy

BEXEZER , ESH
AmazonECSTaskExecu
tionRolePolicy#E Amazon 3% 4%
BBEBRFTREERT,

AmazonEC2Container
ServiceforEC2Role

BEXEZER , B5H
AmazonEC2Container
ServiceforEC2RolefE Amazon

HURBRSITREREEF.

ARENEENFIIMURBAFER. AXHERT , XERM

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ecr:BatchGetImage",
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"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

£ Amazon ECS S E N HEE Amazon ECR &&

812 Amazon ECS F5E XA , AT LUIEETE Amazon ECR A EFMEFRENBRER. &£
FEESENH , BERNEH Amazon ECR B FEHATEM registry/repository:tag if. #l
il : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

LTHEESEYRBRETR T ATIEER Amazon ECS FEE X H#) Amazon ECR FEE R A BSR4
B E,

"family": "task-definition-name",

"containerDefinitions": [
{

"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:latest",

}
1,

¥ Amazon ECR M{& 5 Amazon EKS &5

&0 LA Amazon ECR B{& 5 Amazon EKS &8 A,

M Amazon ECR 5| A& , UM ARG ERATERN registry/repository:tag tif. i
0, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,
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FrEEry 1AM X BR

MREF Amazon EKS TEHBREERET R, BEET A= L Amazon Fargate , BEEUTH

= .
c EREEXTAIETEEMNT S LIEEH Amazon EKS TEME : #MIEM Amazon EKS Worker

TR IAM B (NodeInstanceRole ) . Amazon EKS Worker 7 & IAM B4R EEUTERT
Amazon ECR # 1AM policy X BR.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

(® Note

WMREFERHeksctls Amazon EKS A THH Amazon CloudFormation Akl 2 £ B
THETRA , MEBIABERT , X IAMRSENATENI/ETS IAM &6,

« £E T Amazon EKS T {EfE Amazon Fargate : £ Fargate BEMITAE® | ZAGEALITFRN
pod MFAHE Amazon ECR i EH RIS, EXEZEE , SR EGIE Fargate Pod HITHE,

£ Amazon EKS £&# 2% Helm B X

1£ Amazon ECR #3#EE M Helm Chart A LA L Z1E & H) Amazon EKS £& L,

FRFM
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REZIRAMN Helm B ik, XESBREMFEH Helm k24 3.9.0 /REMN. BAXEZELR | FS
¥ Z % Helm,

EBELBHEUTEN ERRKT Amazon CLIMIEA 1.23.9 8 2.6.3, BXESER , BEHEES
E# Amazon CLIFY & #RA .

B2 Helm Chart #IX 28 H Amazon ECR FE. EXEZER |, S5 & Helm BRHEXEZ
Amazon ECR A B 174 .,

BZERE kubectl BAEA Amazon EKS, BXEZER |, 5 Amazon EKS AFEEFH A
Amazon EKS BIE kubeconfig., MREFHMUTHTHRI , WAREEBERE.

kubectl get svc

E £ Amazon EKS £&8H 2% Helim A&

1.

3.

M3 E Helm Chart B9 Amazon ECR FM R IEEH Helm B, SN ENEIMRIKERE
BNEHE  SEAEMEHN 12 /M et,. BXESZER , 23 Amazon ECR P AEIMEEHK
U,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

ZHEEB KR, helm-test-chart BRI EFEMEM 0. 1.0 Helm BRHIRZEE I,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

W tH A A0 R AR

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

BiIFRREE.
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helm list -n default

i R
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. ( Ak ) EREEREM Helm A% ConfigMap.

kubectl describe configmap helm-test-chart-configmap

5. STHE , BRILMEE PR RERRAE

helm uninstall ecr-chart-demo
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#£ Amazon ECR AH#EHRER B FERFIFE

Amazon ECR BGH#H B TR 5| R E RN R RE. RESLTHERE,

/A Important

EEBEE, EXAPHNRENESTERAZARFSRENRINEHAIBIR, &4
MEFRERME. ER , MREVRE 2N EERA , NERMINEEF A,

- 85839 — Amazon ECR & Amazon Inspector £/ , A B FEHE LN E®EE. ol
AEMRERRFERERGNERESIRE. HHIFWRER , HBLER2EFH , Amazon
Inspector &% H —MNE# EventBridge SKEHE, BRAWIRELITINAE

- BERENREFEES A
- WREAREE  ZRTRENELRE
« EXAH — Amazon ECR R MRANELRF\HE , eiEAERRBMR MM O (CVES) #iE
BE:.
« Amazon AHEFRFH-EMA Amazon AHEAR , TIEHE GA , BIUER. BRINBERT , FiE#H
MY B PO A 2 BRI 132 8 R L SO AR AR
« Clair 231 — EAFIR Clair B , EF A,
BEEAAE , BN EEEFERENEEENTARE , ST FEE , M Amazon ECR 212
HAMERIR, EXRABERUEITIEE
- BERGHME
- WREEEE  FHMERTAE

/A Important

¥TRRAH Amazon ECR EARIF#HFEA DescribeImages API i i
#imageScanFindingsSummary#imageScanStatusEBMRIREHELE
B, H®A DescribeImageScanFindings APl, BXEZER |, HSH
DescribeImageScanFindings,
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FF &4 Amazon ECR Fr 43 5 TR L5 77 & B B9 T e S 4F
RAEERRREBRKEHIS | 27 SUE I 5 RS I

SERAEARAHEN , BUNEE#HENBREIERN | LISEFHLEFMEERE N EHIEFTRE TR
SRAH, N TEAFFSERQBENHEEFERANFEE , B/FIREHN manual ( F3) ) HHEM=E
XRKE SR F I AR P T R IT R,

£/ enhanced ( 3838 ) At , BN BAPHEAESPE D A EERHESM4. FAFFEERE
Wi LRGN FEERREADE, IREEREBR[EH N HEPRNMESAE D FIEE T HiEk

#, AEE—FREFESNMEESRH , W Amazon ECR LB EINITIZIF M4 FERER MG ERMY
A RIS TR R

VA U S S)

EEMERNRE  REBREANRERMFCE IS LMAERGNAMBEFREERN. TREFRF (*) BF
BEERHTREEAFEESR  BRTREETEREFEFERENPHNEIIHSZNZH.

TRERT RO, EFFERESHEKFHERT , REBERAEEEW LEE,

prod repo-prod prod-repo repo-prod- prodrepo
repo
prod R = = = =
*prod X #r = & B B
prod* = = = B =
*prod* <¥ = = = =
prod*repo B B = B =

HIERE L EK Amazon ECR FRVBRERSGNRIZE S 2IFE

Amazon ECR #5813 25 Amazon Inspector W& , ENEHNASEGEMREIHA, Fo28E
AR ERERFRERERSNERESIRE. BILUER Amazon ECR 1 Amazon Inspector B
EERAHE R, HX Amazon Inspector WEZEE , i§Z [ Amazon Inspector AP IEEHPNER
Amazon Inspector I BB HE K-
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https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html
https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html

Amazon ECR AriEE

EEBNER I ThAE , BRI LLARREWLEFEERTAESTN  REWLEFEEEHEANDH, It
BB REBAMRIERME TR,

BERAENESSEM

J5 A Amazon ECR #BEAKMNERUTRE,
« ERLLINRET 2 UKEY Amazon ECR YA 2R A , fER2 Amazon Inspector 2 UREURHBRIRHY TR A
BXEZEER , HZH Amazon Inspector Efo
« UTXEAZEREEH
« FR (PUBKEE ) (me-central-1)
- AKX (#BEHE) (ap-south-2)
« &% (45h4gEX) (il-central-1)
« IA#KX ( B/RZA ) (ap-southeast-4)
o WM (BT ) (eu-south-2)

« Amazon Inspector XIFHAWBFERERS. IRITEIIFK , EZH Amazon Inspector AFIERH
K SRR R ER X - Amazon ECR #,

« Amazon Inspector EARS X IAM A& , ZAGRMH T HFHERBIERPABMENNER. HF
BEMRA B EEIAME , Amazon Inspector 2 B BIZRFHEX IAM A6, BXEZER , FS
%] Amazon Inspector Al PSR FARSS <A AT Amazon Inspector.

o YMIBRIEEMERAABTTBBREITHEE | Amazon Inspector AN AR 37 IR G #E 3% i 18] 217 5133
% 30 XL E Amazon ECR W , RIBEUS & 90 RHV MR R, EREMGHIHERSER
SCAN_ELIGIBILITY_EXPIRED, MIRERFEELL Amazon Inspector ITIHIX LRG| N RFHEH
X BB TR E

- FREBEAKGHEE Amazon ECR WATARGHMAER BN FEN B ARFEAE. RIAMBERT ,
BartE R EwmEAR, iREREN Amazon Inspector BHIAREEB. EXEZSELR , B3 EX
Amazon Inspector FBR {53858 A AV IFLE AT iR o

« MRIEH Amazon ECR FAREMKRITE THBEME , WA R ERBEHIERABFSHHETHIL
FUNFEREREE, THSEAMERMNEMFRERER off AKX  AAF2EAK, T
XEFEAERPERTFIRE, BXEZER  FSM A TIEEE Amazon ECR Hr 3 i I £ 17 fi
P Y 6 5 S o

« MRLHFERBAESBW O FEE T HEFZM , ARR-—FEEFSSNHEESRMA , U Amazon
ECR 2BHIHIT R FRENESTHEHERNS  MAREHBMIERST,
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- BRERAERE , SFEMENPEME X 4T EventBridge B , Amazon ECR @K% —1E
#. EventBridge J#MBAWTRARCIE, EHIXHARGIHAEL RAT , Amazon Inspector 2%
HEH,

£ Amazon ECR H#{THE2FEFAEHN IAM IR

Amazon ECR #5RH T EE — /5 Amazon Inspector FREHXM IAM A€ | FESANEH
BEAEN IAM ZREAEBNBEAEE APIs FTEN LS # Inspector, RABEEMERFAZEELDE
J& , Amazon Inspector & Bz 8|2 Amazon Inspector RS #% IAM B, BEXEZER |, 51
Amazon Inspector AP i8R IR XA B AT Amazon Inspector,

LR IAM policy ¥ /3 A AR EMmENNER. ©33E Amazon Inspector 8|2 RS HE% IAM
AGFENNIR , UERFFBRXAEREFENLRITBLE RFTIERN Amazon Inspector APl X R,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"

]
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}

£ Amazon ECR i EM G BRI
RNENFLEEIMEREESN XS IEEFTHE,

KRB ARBEBABNES IAM R, BXES , HSHE Amazon ECR R {TIE BT
FH 1AM PR,

Amazon Web Services Management Console
ERVEEMRF R EERHE

1. fEhttps://console.aws.amazon.com/ecr/7Z & EE 3T FF Amazon ECR #1548,
2. MNemESd  REENHREABEEMNXIEH,

3. ESMERTP  EERINEEMEK  AREERRE,
4

# Scanning configuration ( 3 ELE ) WEH , N Scan type ( FA#ERE ) %+ Enhanced
scanning ( 58 E#E ) .

MINBERT , HEBABL TEFRSE , IAF#ESRESFAH,
5, BRBRESPHENBERMEE  BERESRHEAMBEHESRE  REE RN

/A Important
REBEANRERENCRESIEZFERENFIEEMER . TEER (*) HNiFiE
FHCHRFEEES , BT BREHERSHRPTNENHZANER, EEFRIERHEF
TR RBI , S the section called “FFiEFHEE T .

a. WAETEF@EEBMOHEERN  REERRFMNIFEESRE.
b. RIEHEIAMRET ETHETRLE 76 B

- EREHENEHEAEEEE | BRREENARMEFRE.

- ERBRAEHENPDHENBER#E  FRAETEFEEFERBVMOHEERYS  RBERHM
[icpride S o

6. EERRF.
7. EREFREBARNSINXEHFEESXESR,
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Amazon CLI

FERA LT Amazon CLI S ST BN FAEEMERAIEEIETHE Amazon CLI, EAILAEA rules WRIE
ERHETH LR

 put-registry-scanning-configuration (Amazon CLI)

LT REGRIENIEIMERFBEERE., BABRT , REEELE rules , Amazon ECR
SRR ERENNEFEMERTRHERE,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

LT RGN BB EMRIT B R AEA EERBHEERS. ROPNRBEFERARINR
M A prod MATEF&ETT BREAH,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod",6"filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

LT RO N BB EMRIT B BB AEAEES N AERIESRM4. ROIPHEBHEEREN
XNEMPHER prod WAIBF@EFBFERAHE | H ENAMARMEREET B XERENEHE,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filter":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtex":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

B o Amazon Inspector AP BR {518 55 353 #8 BV $5 48 B+t [A)

& T LAE X Amazon Inspector JELEH##% Amazon ECR A B F#EF RGN X, BRIAVERT ,
IR Amazon ECR FAEEMRIT B 18581 AT , Amazon Inspector R AL MIRIENIEMEE B
DI BRARG SR 2 A 185R 1T, AT LAE A Amazon Inspector & & B it Amazon Inspector 3R AV
gntiE, ATAEMBEANESEAY (BRI ). 180 XM 30 X, HE#EEMNTHETENE ST ,
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£y HAEREN | A4S R SCAN_ELIGIBILITY_EXPIRED WA, EXEZELE , H5H
Amazon Inspector Fi P8R I E X Amazon ECR Bz EFHEFER A,

EoUERAF SR EIRE

1. £ https://console.aws.amazon.com/inspector/v2/ home F$TF Amazon Inspector 2 H| &
2. HEEMSMAF , BIF Settings (RE ) , AREIEE General (EBA ) o

3. £ Settings ( ®{E ) TWE LK ECR re-scan duration ( ECR EFHEIFLERE ) T , B —ME
B , AAEiE$E Save (RE ) -

EventBridge 5 7 #£ Amazon ECR #1788 3 m A XN EH

BRERAME , YEMEENRENEL£T EventBridge &F , Amazon ECR £ B X% —MNEH,
EventBridge ZH#IAHPAETR AR GIE, EHFXABEGIAELERIT , Amazon Inspector 2 EH Kix
=4,

R ERERREREHF

JEMRTEEERHERE  SFE TREAMNTRREE RN , Amazon ECR FRENATEH, X
SREECEFFREE. CEERFHEENTRRR  NEETTR 7HEHBEH M7 ES el 25
PR, BXEZEL , HSH £ Amazon ECR FHEREREFERHRME.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
1,
{
"repository-name": "repository-2",
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"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"
}
}

NEBEERENSH (BREH )

NAEMKRFBEBREE , SUHRBRGIRBEAE , Amazon Inspector 2 ZKIEA T EH, finding-
severity-counts S¥H{URE™EMRFINE (MRFHE), flm , MREGFIEFEM CRITICAL
RANER , MFRXREFRAXBITE. BXESEE , BSH AERGELER Amazon ECR FH#
EREHREIES TR,

EHEN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

LN

"version": "Q",

"id": "739c@d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

]I
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Amazon ECR
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

REQESRENNSEH (BEEHE)

NEMERFBEBEAEE , FOE, EFMD ARG EL RN , Amazon Inspector 2 KX TE
H, BEXESER , H3H ARG LUER Amazon ECR FIRERSENRZES R,

EHER

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]

LN

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"
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1,
"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

iy
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
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"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"

}I
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"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-
sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",
"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"
}

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Dec 3, 2021, 6:02:30 PM"

¥ FE Amazon ECR i IAE X I

BA TR ERTERWIERRGIHENPABAELRI , RS Amazon Inspector FITFRERIUE
EEZHMAGE. EXVNHRHRERBREBEENLREFMREMO (CVES) BEERFERESIHW,

BXARBRGRNELRBENHEFMER , FSH JFE Amazon ECR FE R G R &,

Amazon Web Services Management Console

B Amazon Web Services Management Consoleff A T T BRREG/IAFE R,
ERZFEMBRERERN

1.  3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o
MERER | EFEH 1768 FEPTER X,

ESMERD , ERTFHEE.

ER#EENHL , ERESEARRZERNEGNFRE,
ERGERNENREGIREST , EEREFEURRARBERIN,

E 7 Amazon Inspector BHIEFEEESFHAFE , BEBHRIPERRBER.

S

Amazon CLI

ERALLT Amazon CLI in S EAR KRB BGEAMLE R Amazon CLI, B LIEA imageTag 5
imageDigest IEEHH/ , XFEE A LAEA list-images CLI a5 HIKEL
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 describe-image-scan-findings (Amazon CLI)

T RBIERRERE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

T ROIERRERE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

£ Amazon ECR FHEREREFERERSRE

Amazon ECR ##t TR NMNRAMNERITHE  eEAENL KRB REE (CVEs) BIEE -

* Amazon AHLEARTE-EM Amazon AR , BIEHH GA , BWUEM. XML IENELRH
HEENEFrREEFNABEERNBESEPRITRERSNREILN, XEFFEBH —SHEBRER
SREGNZEM, MNBRT , IEFNEFIEMREDE R M RS,

« Clair B8 — UEINERRHERAE , £AFFR Clar 8 , IEFA. AX Clar WEZER
HZ [ L/ Clair, GitHub

“$% i X X1 5 B9 Amazon RS # 5 VA X 18119 5 Amazon [RAET#EH Clair 24133 | {8 2024
F 9 Bz Eaini XiERSN, BT Clair XFE#FH , RFHBXENF X Clair , M 2025 £ 10
A1 BE , it XE;FFREXEE Clair,

Amazon ECR AR & L BIRM CVE W EM (WRTA ) . B , HEARLDITS RE
(CVSS) 4, CVSS W4 AAFRMNVD RAFEM TR AXESEL , #HSH NVD BA”
1T,

XHMRAR Amazon ECR EAH#WMIIFMILRM , WEEHENZHBPLEF#E. EATHFE
AN ABFEERMNFREESRENFHEBEMR , XBRELMFHTHREAHE, 2 24 Mt
—RBRB. 24 PRSENBREENEE (MERE ) UREAFHEME, ERERGH  E4LETMH
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xR, BF 24 PetERZ AL 100,000 KB, 100,000 BIRRFIIFEHERMBREMFTHE |
‘BFE Clair F st iy E AT,

AUABNMEERREEXAEENEGARER, BBHIAETARE , Amazon ECR £ @ 5 i#
EventBridge X3 — 1B, BXEZER |, 31 T 3% ECR =4 H EventBridge.

BERSEFERTH R GERNERTE

ER—DRZLBREIEANTHEREEE  BWEHESEFRZSIENBRERSHRAE, RERNER
R, FANRERETBEHNEIER , MEEZTZERT , BFBAHFTNLENE, A, H2E
MARERGHIVESIFRE RN , —EHEEMNEINERRTRRAENZEAEFRN, 7K
KEHMNENEZREE , Amazon ECR AIgeFBXHFRAMEREBFERE. Amazon ECR iR EEFH
BERGERNAERERNBNRMSE, TAHIEH T HoXENRERENRE,

i

BRIERS MR Z< Amazon R4 Eht kR RRREARE

X
Alpine Linux (Alpine) 3.18
= =
Alpine Linux (Alpine) 3.19
= =
Alpine Linux (Alpine) 3.20
= =
Alpine Linux (Alpine) 3.21 X
= =]
AlmaLinux 8 &
= =]
AlmaLinux 9 X
= =]
B Linux (2AL2) AL2
= =
i B Linux 2023 AL2023
(AL2023) = =
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BERS 7 Amazon R4 EkR RERRERRK

Debian k5585 12

(Bookworm) = =

Debian k5585 11

(Bullseye) = i

Fedora 40 X
= B

Fedora 41 X
= B8

OpenSUSE Leap 15.6 X
= B8

Oracle Linux (Oracle) 9
= =

Oracle Linux (Oracle) 8
= =

Photon OS 4 X
= =]

Photon OS 5 &
= B

Red Hat Enterprise 8

Linux (RHEL) 2 £

Red Hat Enterprise 9

Linux (RHEL) 2 £

Rocky Linux 8 X
= B

Rocky Linux 9 X
= B

BRERGXFEFAHR SN ERDIE
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BERS 7 Amazon R4 EkR RERRERRK
SUSE Linux Enterpris  15.6 X
e Server (SLES) = B
Ubuntu (Xenial) 16.04 (ESM)
= i
Ubuntu (Bionic) 18.04 (ESM)
= =
Ubuntu (Focal) 20.04 (LTS)
= =
Ubuntu (Jammy) 22.04 (LTS)
= =
Ubuntu ( Noble 24.04 b33
Numbat ) = =]
Ubuntu ( Oracular 24.10 X
Oriole ) ) = =]

£ Amazon ECR H i EMRG R E AT

BINMBER T , Amazon ECR AFREREEIMRITEEARGH, Hit , RFEEEXRTHAEMRLHNA
HWiRE K BUNFFEFBESTHE, EXLPHFERFIR Clair BB .

B AMER AT S RE L — NS MEE P TRIE RS

ENRAIMRFTEESTH

1.

2
3.
4

EFRBE M ER/ZM#EFITF Amazon ECR # | A& https://console.aws.amazon.com/ecr/
MNEmiEd  ERENHEZEPHERENXE,
ESMERKT |, % Private registry ( #ABEME ) . Scanning ( 8 ) .

# Scanning configuration ( 3 EE ) WEH , 7 Scan type ( AR E ) % Basic
scanning ( 2433 ) .
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5. BUANBAT , ENAEEHEESRENFHRME. SUNERBTEEEENEHREERERTE
HENAHE, BUUNFEFRERE N FRERERENAH, BEXEZEE , B5H BTE
£ Amazon ECR #1343 i B L2 17t B A R 1%t SR 4 o

£ Amazon ECR H#]# 3 st (R G E RT3 The

Amazon ECR B £/ Amazon REF R R MEA R HEREHR BBV REEERHIIEE, LIhse
AHEBEIRB BRREERPNREEE, MREFEANREACLAIREARN EBRANERDHE , WET
SR A A BY SRR B e B AT A U AR AR

/A Important

NFHAF , BHEMRGERNEN BINEEZENEA AWS_NATIVE HEFE R, BEFREE
{#4E, Amazon ECR FEIIKE BILABIH AR CLAIR,

Amazon Web Services Management Console
ERNMEEMRFF BN ELR AR

1. EIEZEMR/ZHEESITH Amazon ECR ##lA https://console.aws.amazon.com/ecr/
2. MemEd  ERENHREABBEN X,

3. ESMERT , ERMBEEMRER. HEMRE, AH.

4, EREEEREL , ERMA (#EE ) SUEEEXRREN SR,

5

MNBRT , ENFFEF#ESRRENFHAM, SLUERENEEEAR PR HEFEFMAR
FFRHEERPAHE, SUNUNEFRESENMEEFERERENPAHE, BXESZER , HE5H
T i&ZFF Amazon ECR A3 # MR L6 17 6 FEE B9 T it SR A o

Amazon CLI

Amazon ECR NFTEREEMRERA TEALHH, EFANTHSERLINELTHERE HE
RIEWERTHERE,

- ERREYAEANERTHEREIRA,

aws ecr get-account-setting --name BASIC_SCAN_TYPE_VERSION
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SHEMNUETFTR, NRETREREEBN , WFRBILLITHER

aws: error: the following arguments are required: --name

EFENERETEERRAM CLAIR E A AWS_NATIVE, —B#FEARIFHFEELR RN
CLAIR EEXRN AWS_NATIVE /5 , B AEIWE RN CLAIR,

aws ecr put-account-setting --name BASIC_SCAN_TYPE_VERSION --value value

£ Amazon ECR A FF ARG R B FERERSERE

MRV FEERBLEN HENDHE , WAALFHEHRERE, 8 24 PEEAEH—RKRE, 24 Dat
BRENGEHEREHE (WEERE ) UAREMFIHEHE.

EXRPAHESEGNMENLREMNIEEIZEMEES |, 1§55 HEE Amazon ECR HRY MR G3 3 7] &L,

Amazon Web Services Management Console

JBIY Amazon Web Services Management Consoleff LA N T BRI R F o E &I,

1. ERABEEME/FMEEFITFF Amazon ECR ##lA https://console.aws.amazon.com/ecr/
2. NemEd | ERLEEEENXE,

3. ESMERTP , ERFHE

4. EFEHENEL  ERGSEAENEGNEMRE

5. EEGIHEL K EREZEAHENESR , AREEAH.

Amazon CLI

« start-image-scan (Amazon CLI)

T RBIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

UTROIERRERE.
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aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

Amazon Tools for Windows PowerShell

« JREV-ECRImage ScanFinding (Amazon Tools for Windows PowerShell)

LT ROIERRERE,

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Force

UTROIERRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

¥ E Amazon ECR FEXRPFENIAERI

ALK R EXTERNERREGRFENEHFERI. SRIANB4IRERBIE R L IRRE MK 6O
(CVEs) BiEERTERESIHMN.

BRAHGRERENELRBENHERAREE , HSH & Amazon ECR R BRGIEH# R,

Amazon Web Services Management Console

JBid Amazon Web Services Management Consoleff i LA T ZRE REB/IAWLE R,
ERRMGHBEELI

1. EIEZEMR/ZHEESITH Amazon ECR ##l4A https://console.aws.amazon.com/ecr/
2. ME&MEd | ERECIEEMENXE,

3. ESMBERT , EERTFEE,

4. EHEHENEL , ERISEAERZERNEENEFHE.

5. EMRGUEMNMREGIRZST , EEREGFEURRAKBERIN,
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https://docs.amazonaws.cn/powershell/latest/reference/items/Start-ECRImageScan.html
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Amazon CLI

AT Amazon CLI s S AR EZERBAELE R Amazon CLl, B LAER imageTag =
imageDigest IEESH G , XHEE WL list-images CLI a5 HIREL

« describe-image-scan-findings (Amazon CLI)

T RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

AT RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

Amazon Tools for Windows PowerShell

« JREV-ECRImage ScanFinding (Amazon Tools for Windows PowerShell)

LT ROIERRERE,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

LT RBIERBEERE.

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

HEZ Amazon ECR YRR I3 8] B

DTRENNEGRAE LK., B Amazon ECR ZHIAHREREFIFIF. B API SifEA API &
FIZEEEIR. Amazon CLI DescribeImageScanFindings
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https://docs.amazonaws.cn/cli/latest/reference/ecr/list-images.html
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UnsupportedlmageError

SEHXEA Amazon ECR A X HHEMGBGRABENRERSHENRGHTEMPAREN |, B8
£18 %] UnsupportedImageError f5ix. Amazon ECR X% Amazon Elastic Container Storage
Storage Simple Storage, Amazon Linux 2, Debian, Ubuntu, CentOS. Oracle Linux, Alpine #
RHEL Linux RITAHREVEZRA, —BE5RAEHHNENZE , Amazon ECR ATSEF B X FHM
TeBFERE. Amazon ECR A #H#iM Docker scratch REGHEN R K.

/A Important
fEF1B5E BT MAT , Amazon Inspector XIFHHFBERERSTMEFEHRE, HRTES|
& , FHZ 5 Amazon Inspector A FIER PRV TSRV IRIER SN RIF R E

JR[E UNDEFINED =EM A5

B RE S W BT EMAR BN UNDEFINED WHABE R, &ERXMERNELRERNT :
« CVE RARMIZIEE D B LR,
s ZREWEPE T — Amazon ECR TT3EIRBIM £,

ERERENTEENRR B NEENREE CVE,

T IRA SCAN_ELIGIBILITY_EXPIRED

MBENFEEMERB A T FEH Amazon Inspector 88  HELEEEEFHERED , WAsEs
EEHAWIRARN SCAN_ELIGIBILITY_EXPIRED, #EAXMERNELREMNT,

o HIBRNIAEEMRIBTIT S ERAMAT , Amazon Inspector FFHARTEBR G HEX R BIR B % 30 X
MH#EIAF] Amazon ECR Wi, ERMEMN AR SCAN_ELIGIBILITY_EXPIRED, %R
BEELL Amazon Inspector X LG |, NI RCFHEFHIX B ENEHEE,

« IR TE Amazon Inspector EHIAFER T ECR EFHBBFLENBHAZNEEE , NEGHNEE
RESFELEXN inactive HEREERE expired , F AL RIXAZEGNAERKBAES
R. X£5 3 Amazon ECR 2| & #IRASFI N SCAN_ELIGIBILITY_EXPIRED,

T BEFHEIAZS SCAN_ELIGIBILITY_EXPIRED API| BA 2015-09-21 94


https://hub.docker.com/_/scratch
https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media
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5 EEMRS Amazon ECR A BEMERES

EREFRIAN , B0 LEEMRAASBTES Amazon ECR EEMEKRL.

Amazon ECR BRIZEFNUT LifEMfiReIZEEBRFMAN

« Amazon ECR Public, Kubernetes B2&EBEMEM Quay ( FEESHRIE )

« Docker Hub, Microsoft Azure GitHub A& EMtk. A EMEM GitLab A EMR® ( FEFEA
Amazon Secrets Manager Z4A 3 1T & 11 )

« Amazon ECR ( EEfH Amazon IAM A &#1T 5 A K1 )

X F GitLab BEEM TR , Amazon ECR (XX HBEI HKHENRS (SaaS) = mizEEF. GitLabBXxfE
i GitLab#y SaaS FmMWEZEE |, 51 GitLab.com,

NTHEEFEABRITHHRIEN LREMR ( Fl%0 Docker Hub ) , BAFFERFHEZHAF.
Amazon Secrets Manager 2R LLff£ /| Amazon ECR B #| & A EBNE N 5 A KUK EiERelZ
Secrets Manager 4, B<fE A Secrets Manager & & €12 Secrets Manager BN EZELR |
ES RS EN EEEM EZIEFM#E Amazon Secrets Manager 47 ¥

3tF Amazon ECR , W18 £ T Amazon ECREMRE T AEMNK, |, NAMIE—N IAM &
B, Amazon EXHE IAM BENESZEER , FZRAEBEIKS ECR 3| ECR B EFREUAER IAM
REE,

N EREMRAE T HREFMANE , FAEN Amazon ECR FAH M &R URI \iZ L EMRAPIRE
BB, AR5, Amazon ECR RE|Z— M EF#E , ERRIMRPEFZRE. W TEALERSHE
FRENEEAEGER , Amazon ECR 2R E LMK PRERTHT A ZBEMRSIN KRNI |,
AZHEDLE 24 PR EH—RLEEIMRFHER.

7 B B 2 18 AR

Amazon ECR B X7l F el E MR, XHMIE , £ Amazon ECR EAEFREIN A REGIZR
ME#FEEENREEN  SF2FHN, SMERBESFREGETZANER  ATRAFRESEE
BAREE, BRAUEEMEF#ERENEE , SBETHRNLFRE, HEFETE, mEMES
AR, FEEUERRTFNREREFEEFLZABONA , N F#ESREREMEtGECE
MF#ERBEEAZE. BXESER  F5H ATREHEEFRNEE HIRELDR 021 F6EE
BERo
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/

Amazon ECR RFiERE
EAZFRIVINEEED

£/ Amazon ECR EF{EEH NI , BZEUTHA.

« UTXEAZEFEEFRIMN,
« FAE (4t ) (cn-north-1)
- FE ( TE ) (cn-northwest-1)
« Amazon GovCloud ( £EZ EB ) (us-gov-east-1)
« Amazon GovCloud ( £EFEEB ) (us-gov-west-1)
« Amazon Lambda FX#FERNIEFH UM Amazon ECR RREUE =R K,

- MRFEARNEFENESR , B XRENEGINTXEF Amazon ECR FIPS RE&L BT R, B2 , fF
F Amazon ECR FIPS FRE 4T R ] A B R 412 HY,

- HBEX Amazon ECR #AFEMFE URI REUERFR G , BEIEEUFHE Amazon IP it F53), X
D RBGIRENA 1T A LT R AT SE e A R MR BN R ELH,

- HJEi¥ Amazon ECR FAEEME URI IREVREFRMEREY , Amazon ECR £248 24 PRIRE—IX L
HEEE  URIEEFHRGREENRIIRER, MR EFEMERPERFHOME , Amazon ECR &
THEMRFHNREG, LITRBETEFEENRE —IRER.

- 1R Amazon ECR H FEMERERTTEN L EMREFMEG , HERBESRE , WRENLRERK
BERFHRE,

- ERIBEEE LHEMREIEN Secrets Manager Z4ARY , BB AER ecr-
pullthroughcache/ BIR, ZHEXLIERFIREGNAL T A8 [E 8 K - F X5,

- HEAKFRIANRENRSREEGER  BLIRNELIRPSIANENEGH2FRIE
Amazon ECR ZfiFEH, MRAERBIRISESREY , N MERASERXRNEGREESHE , M
FREBEIRIBENRZRIENER,

« Amazon ECR FARE M<K IAM B | ;1 Amazon ECR REFTENNIR , SSIBEFE#E. BER
AT EMRIER Secrets Manager 47 , AR AR REHIEZEFUE, RSEX IAM BRECEER
RN ESIE. BXEZELR , H5H A TEFREIM Amazon ECR REHEXAE,

- BIAMBRT , EREFREHN IAM EEEFEBETH IAM policy BFHINR. &R LAEH Amazon
ECR B MRNPRFEEEH — S RE IAM EEHNINRBE. BEXEZEL , BSR £AEMEN
BRo

- ERAZFRIITFERCIZN Amazon ECR 7 FESEMHEM Amazon ECR FiEX EIFFN .
XEFMBEF#EEDRE  SINEHMEREREHE,

+ 3 Amazon ECR EARHMEFREARCCIEMEFEEN , RIFEFECENFMHELEZER , BN
LTRINRBRNATF#EE, SUEREREZER , ©X Amazon ECR REGIEN 7
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EEMNMARNRE, AXEZER , B2H ATREHEEFREIEEHRFELHRCIZNF#ENE
*EO

- REFRAEM-XAE , MERTEN , AJUAKEE,
. DNZR-fE A ERIAAES 256 N,

- FHEENPR-BBE , TR A EAE 6 ENRREE.

- EmEAHRE-ER  TNATMESE KK,

« BIEHZ-BHE , TNAEAEFRIRE,

- ERASFRIANNFEESARGIREFEM | XRFHELE Amazon ECR £ AR IR EEHMR
&

s BREAZFREIFINEEMGHN  JaEEEETERNAKHE, EEEELT , EEETFERNDN
BB, RtRIFIEE —FXHNEE , UeEIEAHE, Rt , MREEENF Amazon ECR BEE R
FAEDO VPC KinT < , Amazon PrivateLink M| FEWRE RN NEFBEFEBRNWEH, —
A ERERAN VPC FRIBEFEERMMXNLAE TN , AENARZEERNNME HERENLE
FREHRENE TN, FAEFRIANFTHEEMRERENTEERRE, BEXEZELR , BN

{Amazon Virtual Private Cloud FF$588) " #Y /=515 HIE I,

F EFAEMTS Amazon ECR R EEMEREZAAERN IAM X R

BR T XN FBEIEMREIT S 0 R LR IR EBR BT FT R #Y Amazon ECR API iXfRz5 , BFEM
TEMRRTEAREAEFRERIAN,

« ecr:CreatePullThroughCacheRule - & FRIBNEEFANMNNIR, HRXBRLXTELIET S
289 1AM policy & F o

« ecr:BatchImportUpstreamImage - RN RNABEHEHTHS ATEHNILE MR, THUES
FERAAEEMERNBRER. ETEHH IAM policy S8 £ & T &R 1F4 EN R R IR F IR
R, BXEAF#ENRNESFEE , HSH Amazon ECR FH B FHERE.

« ecr:CreateRepository - RFEMEEMEKRPOUETFREENNIR, NREFHEEFEGNEFEE
REHE , WEERNR, ATLESET &M IAM policy SRFAE SEM RXBRFRE R F LN R

{58 P OE A RAXBR

Amazon ECR B EMRMNRAI A FREE IAM EEE A EFZRINNRTEE. 28R IAM policy
BT IAM SRR 2 TIE M RNR KRB IR F AR , M IAM policy {5, flan , MRAFERT
ecr:* NXBR , MEFHINEM TR BINPR,
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https://docs.amazonaws.cn/vpc/latest/userguide/route-table-options.html
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EQ BB EMERANRREE (Amazon Web Services Management Console)

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o

MNEMmESR , EREEHPEENE TMRNRE T X,

ESMBEKT |, &#F Private registry ( FAB EM IR ) . Registry permissions ( JFMFRNER ) -
£ Registry permissions ( EMRMNPR ) WE L , 1£#F Generate statement ( £RIEA ) -
NTFEUENBNEFRIRRBIED , BMITUTERE,

o ~ w0 bh =

a. XTF Policy type ( KBEER ) | Fi%#E Pull through cache policy ( X ERFREE ) -
b. XF Statementid (iE@ ID) , HHEREEFEIRBKIEHRBN,

T IAM entities ( IAM 354K ) |, EEETEERBTINAF. A5A8E,

d. X7F Repository namespace ( i FERBEZEE ) , EFRESEEXRKRAHEERFZAN,

e. XITF Repository names ( FEESBM ) , BEENAANNEEERELRBZM. flwm , WRE
#8#£ Amazon ECR Public L#E Amazon Linux FE , F#EZ MR amazonlinux.

o

EQEEEMERNRRRKE (Amazon CLI)
FEALLT Amazon CLI e 5@ I8 ERA G FMERNRE Amazon CLI,

1. BIEHEN ptc-registry-policy.json AN 4 , EPETEEMRKEHAST. AT RH
& FRI2E#EHM Amazon ECR Public FHREVREBH ecr-pull-through-cache-user X
BR , Amazon ECR Public 25 2 81 812/ EVE FH NI AR EXHY LR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
b
"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"
1)
"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"
}
]
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https://console.amazonaws.cn/ecr/
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}

/A Important

NEEREFEGNEEETFEN I EE ecr-CreateRepository R, 4l , w0
REHENERENGSSINEIREREHEIMMN IAM 4 (FINEBRMALAR ) TR

2. fEMput-registry-policy i ik B EM R K

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

IEE &y

EZRFFREAZFRIANG , BIITUTEES R,

- BIEEFREAN, BXEZER , FSH £ Amazon ECR FEIZEF RN,

- DIEERECEER. BT FMECIEENR , £ Amazon ECR EEFREUREHERRECIEMN
ME#EERERN , BRATERFHN. AXEZEER , F5H ATEHEEZFRINEEH/RESR
(6] 61 22 1Y 77 i Y AR AR

REEKF ECR Z| ECR PTC FY R

Amazon ECR E| Amazon ECR ( ECR %| ECR ) BEB&RFINEEXIHFEXE. Amazon IKFHFE ZE
BaIESE K. £/A ECR 2| ECRPTC , &R LU B GiEIEFEE Amazon ECR Eft R , HEEHEX
ZFAN , FRGEFET I Amazon ECR EMt&,

BIKF ECR 3 ECR B EFREAEN IAM K

EHEFE Amazon IKFH Amazon ECR FMt R Z BIEFMREG , BFE FEKFREIE IAM SEHEE
AT AR AR TINR -

« Amazon ECR E2EMNRFRERREM L£i#f Amazon ECR JEMERPIZIE S . EAILLUBEE AIZE IAM
ACRAEENNREFEIANFEEZAGRRE T XLENER,

« LEEEMERABEEELMOEFEMRAEE R TRREHA T RKBEFTFELIRR,
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Amazon ECR

RAriEmE

KA

« 92 IAM ABXENEBEEFNR

« N IAM ABGIZEEERE

o 1£ £ Amazon ECR jEM &R a2 F R K

22 IAM AeERENEBEZFNR

UTFROIERT —MURKR , ZRBERT IAM B2KR

1=

7N

M L Amazon ECR 5t &k FIZEVE &K

PR, 2 Amazon ECR BEZA G , ©RIREEKKPIEERNR,

"Version":
"Statement": [

{
"Sid":

n
n
"ecr
n
n
n
n
n

ecr

1,

"Resource":

"2012-

ecr:
ecr:
:BatchImportUpstreamImage",
ecr:
ecr:
ecr:
ecr:

ecr:

10-17",

"VisualEditor@",
"Effect":
"Action":

"Allow",

[
GetDownloadUrlForLayer",
GetAuthorizationToken",

BatchGetImage",
GetImageCopyStatus",
InitiatelLayerUpload",
UploadLayerPart",

:CompletelLayerUpload",

PutImage"

"

7 1AM £ & 6 2 EE R

LLTFRBIERT —NMEERRE , XK Amazon ECR X EEFHE RN A LUIBEZAE®I Amazon BR

SEME,

"Version":
"Statement": [

"2012-

10-17",

SIKF ECR 2| ECR BYZFRIATHERN IAM 5K
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{
"Effect": "Allow",
"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

1£ £3% Amazon ECR JE R & 6 2 &R KBS

L5 Amazon ECR EM KRB EELFRILEMRRBEHFEERE , IR T TOEMRABERT
LT8RP IR RVINER

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:root"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"”
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/*"
}

£ Amazon ECR A EIZEFREH N

X TR EEERE Amazon ECR REEMRFEFNRENZN LiFEMKR , LT BEFRIM
e

NFEEFRAZRPHTEORIIN LFEIMER | BXTFEREFME Secrets Manager Z4imh, &
AIAERIIEYN ZHRNANE I, B LIE Amazon ECR #%|& 3 Secrets Manager 2%
A HBlE Secrets Manager 40, E{F Secrets Manager ##| & M2 Amazon ECR ##| & €12
Secrets Manager Z4f , SRS EM LiFF#EZIUEF# 7 Amazon Secrets Manager 2434,
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FRF M

- ERIFEEAHECEREZFRERIANMNESY IAM R, EXER , BZRAFE LFEMES Amazon
ECR B XMEKRRE LT AR IAM R,
s NTFEEFAFAHRTEORIEN EFIME  WREFERNERY , BHRIE Secrets Manager &
ARBHRENUTER :
- BMPAMBMI ecr-pullthroughcache/ k., Amazon Web Services Management Console
MNER®H ecr-pullthroughcache/ BIZkHY Secrets Manager %41,

 BRAPTIE YK P A XI5 A0 0 5 4 17 1R BV U T A B K P 0 (X348 PR

EQ|ZEFIRIFHN (Amazon Web Services Management Console)

AR S BE R I E A Amazon ECR ?“%U“@JEET?%EHRMWJ%H Secrets Manager %41, EfFH
Secrets Manager #£#l A QI2 %4 , TS RAFEN LFEFM#ERIULFM 7 Amazon Secrets Manager %
HH,

3#F Amazon ECR Public, Kubernetes &&5Efft &= Quay

$TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o

MNEMmESD | ERERELTEMRREN X,

ESMBEKT , %% Private registry ( FABEMFE ) . Pull through cache ( EFREE ) -
£ Pull through cache configuration ( EFREEE ) WE L , 1%#F Add rule (MM ) ,
ELSBE1 BEXRRAEL , XFEMEK , BN LERTRBIIRPEE Amazon ECR
Public, Kubernetes = Quay , ABEET —F,

6. ELW2: BEBHFREL , X¥TF Amazon ECR #REERIR , BEEEEZENRLBEMKRPE
RGN EFANEFEERESZANR , AREET—F. RABERT , BEXREZRE , Bt
ALEEAEL B ZER,

7. HESRI3: FRACENEL  FREFRIANEE K REEFCIE,
8. NECENEBNEFRNESEL—SFR, ERMNEIMXFHLIETEFRERIIAN,

o M w0 Dd =

%t F Docker Hub

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
2. MN&mER  ZRERELNEIMRRENXE,
3. HESMBERKF , &EF Private registry ( FABEM R ) . Pull through cache ( EFRE ) -
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4. 7£ Pull through cache configuration ( EFEIEE ) TWE L , i%£#F Add rule ( FRIIAN ) .
5. LR BEREFEREL , XFEMK , %% Docker Hub , REFEFET — &,

6. ELE2:  BESHRINEL , X¥F LBEIE , 8449 Amazon Secrets Manager 240 176#
Docker Hub B & 3 IEEIE, BALIEENEER , LA IEA Amazon ECR 25 & QI 2%
.

a. ECAUAEY , HEEERAINA Amazon B, XTEHER , A THIIRERENEN
24, REEET -5,

(@ Note

Amazon Web Services Management Console X & RE#EFEHecr-
pullthroughcache/#I4&# Secrets Manager %4, B{AELMNS B FIREH N 2
TR/ K- R X

b. ZEGIEMEN , FRFEGE Amazon B, MITUTRE , REEET—F,

i. HEZEAENT , FABRAEE - MERMEER, BHBHLHAEE 1-512 4 Unicode F
Fo

i. 7 Docker Hub B8 FHB#H |, #5E & Docker Hub E8FHR 4,
iii. 7£ Docker Hub 5Bl k8 , 5§36 E Docker Hub RIS hE, BxuE 6|2 Docker Hub
HETHENEZEE , 125 Docker XHHH Create and manage access tokens.
7. LB 3 EBEBHRAEL , 3¥F Amazon ECR R EFIR , BIEEEEEMNELAEEMER DR
RGN EFRANFHEREZR , REEET—F,

RABERT , BEXREBZR , BHALEEAEN B ZEH,
8. HIR4: FRHACENEL K FREFRIANEE A6 REEFCIE,
9. NECEBNEBNEFRINESE L PR, ERMNEIMXFHCIETEFRERDIAN,

X F GitHub B MK

—

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

MNEmEF | ERERBELAEIMRIREN X,

ESMERKT , %F Private registry ( #ABEM R ) . Pull through cache ( ZFRE ) -

£ Pull through cache configuration ( ZfFHRIEE ) WHE L , 1EF Add rule (AIMHN ) o
SR EERR REL , XF 9FMHR", &F ‘GitHub BsEMKR" , RAFER “T—F

o &> oD
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6. E‘SE2:  BESHRIID REL , T LKHEIL , B45F GitHub ASIMEN S ORI ER
Zf&7E Amazon Secrets Manager Z4iH, BRI LIEENEHE , b T LAEH Amazon ECR 13l
AUETER,

a. EfEAUAEYH , HEAREAINE Amazon B, XXTEHEBR , €A TAUIREENEN
24, RREET -5,

® Note

Amazon Web Services Management Console X & RE#EHecr-
pullthroughcache/®i4&H Secrets Manager %4A. Z4AE LM S EFZIREA N {2
T HEE R K A X,

b. EQIEFEN , FEFLIE Amazon B , MITUTRE , RARERT—
i. ERAENP  BABAEE - MEREET. BRABNRLAEE 1-512 4 Unicode F
Fo
i. XFGitHub BEREMERMA/ A , BEELN GitHub BREMKRAF B,

ii. X FGitHub BEEMERFETHE , HIEEER GitHub BEREMRFE T, BXGIE
GitHub TR TN EZER , iF2H GitHub XK EE LN AL R T,

7. EHFW3I:EEBHRREL , X¥TF Amazon ECR ##ERR , BREEEEFENRLAEEIMERFRE
HHRENEERANFEEREZE , RAEEET -5,

RIABERT , BERRABZE , BHAILEEAENGFEEH,
8. HIR4: FRHACENEL K FREFRIANEE K AFEFCIE,
9. NECEBNBNEFRNESEL—FR, FMNEB IR TEFRERDIAN,

33 F Microsoft Azure RS M &K

1. $TFF Amazon ECR ###|A& , Mk A https://console.aws.amazon.com/ecr/o

MNEfEF | EREREAEEMRRENXE,

ESMBEEF , %R Private registry ( #ABEME ) . Pull through cache ( EFRE ) o
£ Pull through cache configuration ( EFEIEE ) TWE L , 1%£3F Add rule ( I ) .
HEH| 1 BWEREREREL , ITUATRAE,

o & w0 b

a. TEEMERD , FHiEEMicrosoft Azure B2 M &R
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
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b. EFEMER URL # |, iE1EE Microsoft Azure BEEMERN BN , RFEET %,

/A Important
BRAFEEENR , ARNREERKMLER azurecr.io B,

6. EFR2:  HEHFMRIINEL , XFLRBEILE , 82490 Amazon Secrets Manager Z4A124%
Microsoft Azure BEEM RN EHRIUEFEIE, BAILIEENE R4 , b LAEH Amazon ECR #
H & RIEFHHZA,

a. ECAUAERY , HEEERAINA Amazon B, XTEHER , A THIREENEN
24, REEET %,

(® Note

Amazon Web Services Management Console X & RE& #EFEFHecr-
pullthroughcache/8i4%# Secrets Manager %, ZHE LN S RFIREHN 42
TR /YK~ A X,

b. EREHZ4L , FiEFR0E Amazon B4R , MITUTERE , REERT—%.
. TEZRPENDP  EFAFHEE—IHEREER. BHIBRYLMEE 1-512 /> Unicode F
Fo
ii. £ Microsoft Azure e EMTRAFBH , BIEE Microsoft Azure B EMTRAF B,

iii. 7E Microsoft Azure REFEMRIFESHEF | HIEE Microsoft Azure BeFMERIF RIS
#, BXWNAEZE Microsoft Azure B EMRIFTRITHEMNEZEER | 5 Microsoft
Azure XREFRHIBIESHE - 717,

7. ESWIEBEBHFEREL , X¥TF Amazon ECR B ERIR , BEEEEZENRLABEMKRFE
RSN BERANFEEFERRZE , REERT -5,

BRABAT  BEXGEZE , BRATUIEEBEX @A ZM,
8. EHW4: FRACEBNEL K FREFRIANEE , REEFE,
9. NERMENBNEFRINEEL—IR, EUHSIXELIRTEFRIAN,

X F GitLab BazEAMR

1. #TFF Amazon ECR #£#|#& , Wit R https://console.aws.amazon.com/ecr/,
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2. M&mEd  EREEBLEIMRIREN X,

ESMMBEEF |, %$F Private registry ( #ABEAM X ) . Pull through cache ( EF1EE ) o

# Pull through cache configuration ( ZFREEE ) WE L , 1E#F Add rule (AN ) .
SR EERR TEHL , XF SEMK", &R “ GitLab BeEMK" , AREE TP

ESR2:  BESHARID TEL , §FLEHEE , BS4FF GitLab BREIMEN S HRILERE
Zf%71E Amazon Secrets Manager Z4iH., BAILUEEINE R4 , LA LLEA Amazon ECR #24l|
AOETER,

I

a. EFAUNEZRYH  BEBERAINE Amazon ZH., N TEBHEN , FATIRERANEN
B4 REEBRT—F. BXRHEMA Secrets Manager #2#|& €| Secrets Manager 4 E
ZER , BSREEN LFEMEEXILFMH T Amazon Secrets Manager 2439,

® Note

Amazon Web Services Management Console X & RE#EHecr-
pullthroughcache/®i4&H Secrets Manager Z4A. Z4AE LM S EFIREA N2
FHE B K P A X,

b. ERIEMEN , BiEFECE Amazon ZH , MITUTHRE , REEET—F,
i. EBRAENT  BABAEE - MEREENT. BRABNLAEE 1-512 4 Unicode F
Fo
i. XTFGittab BIRAMEKAFE , BIEEEWN GitLab BIEMKRAF A,
ii. XTFGitLab BEEMRGFITHE , FRELMN GitLab BEREIMRFETHE, BXEIE
GitLab REBEMRTRTHENEZELR , HZSH GitLab XEPHN N ALRTHE, BHAR
A5 RS E 15 17 5 hE o
7. ESRWIEEBHFREL , X¥TF Amazon ECR #RERIR , BEEEEZENRLBEMKRFE
WG EEANFEEFERREZR , RFERT -5,

RINERT , BEXRGRZEE B AIEEEENTREE,
8. HELBR4: FRHAVUEBENE L K FREFRIINEE 6 ARELRCIE,
9. NWEREMNBS/NEFRENESL—FR, 2SI MXEEIET EFRIGN,
ST FEH Amazon I H Amazon ECR FABEEMR

1. 3TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o
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MNEiEd | EREREPEEL T EIMRRENXE,
ESMERKSP , %= Private registry ( #AFEM T ) . Pull through cache ( Z7FRE ) -
£ Pull through cache configuration ( ZFHREEE ) WHE L , 1&F Add rule (FMHN ) o

E SR EBELR WAL, £ “EM Fi%# Amazon ECR Private # “ltIk 7, X F X1 |
1% £ Amazon ECR FMERNEXE , REEET—F,

HSPR2: BEEREZH REL , NTEEFREZHE , EEREFEENRERTE B RN
HREFEFHEE, NRERBENR , WATUEE-—MIIREN , ZBAEREZE—5
o, BTEEFXRE LpEmRNE&.

XTF L EzE , EREREENEFEMRPFENBENRTREN. MRTERHR , MATLM

LEEM R P ERFEEFRRSE, IREIRETR  FEELBEFEENR , AEEE “T—
i”o

® Note
ETHRBEXEAENEZFNLFREZRAMNESER , H5H. BENL ECR F| ECR M Ffi#
FE R R P IR TF

ELR3 . FRACBNE L , FREFRIANKE , REEFEaE,
NEEZNBNEBEZFEEXES R, RHASIXECE T EFREWN,

X F kB E M Amazon I F# Amazon ECR FAEEM &

o A 0N

$TF Amazon ECR #2#14& , Pt R https://console.aws.amazon.com/ecr/o

MNERED | EREREMEIMRRENXE,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZFHRE ) -
£ Pull through cache configuration ( ZfFHREEE ) WHE L , 1EF Add rule (FMAN ) o

ESB®R1:EELEF WAL, & SEM %R Amazon ECR AEREK,, WFXE , &%
3% Amazon ECR JEMRA X, £ ‘K" # |, $87E LF Amazon ECR JEMFREY Amazon ik
ID , REEE “T—%",

AR BEENR REHLE , XT IAM A€, EEATEKFNREFHRARBRNAE , RE
i el = 8
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® Note
B VIERERATLIENNRN IAM BEEKS ECR 3| ECR BYZFREFTEMN IAM
RAgo

7. BRI EESRZE NEL , NTEESEZH , EREUETRENRERTHRIRN
HREFEFHEE, NRERBENR , WATUEE-—MIIREN , GBI AFEREZE—5
2, BTEEFXRE LpEmRNE&.

8. WTLHE®WAZRE , EREEMNLFEMRPEENRBENRTIEN. MRTEZRR , WATLUM

LEEM R P A EAFEE P RIRSE, IREIRETR  FEELBEFEENR , AEEE “T—

(@ Note
ETHAEXRBENEFNLFn R ZHNESRER , H5M. BENL ECR Z ECR #f7f#
FERRNINERF

9. HIR4: FRHACENEL K FREFRIANEE A6 REEFCIE,
10. NEQEBNBNMEBEFEERLES R, RHNSIMXEHE T EFRIAN,

ZoZEFRIIN (Amazon CLI)

£ create-pull-through-cache- Amazon CLI rule #3 Amazon ECR FAE MR AIZEBEEMN
N, WFEEFEAFARTEORIEN LEME  BULITREREFME Secrets Manager B H,
E£H Secrets Manager B H| & RI2 %4 , SRS EN LiFFMEZIUEFM#E Amazon Secrets
Manager Z 4 H,

HX BN EFEMREHEUT RO,

%tF Amazon ECR Public

AR =615 Amazon ECR AFEMKREUEBE—NEFREAN, SEETHEMEENSR ecr-public , X
SHEASFRIFINCIEZNENEEERHESE ecr-public/upstream-repository-name
Fx,

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecxr.aws \
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--region us-east-2

ERATF Kubernetes A88EM %

AR =B Kubernetes AEEMREUE T —NEFREIAN, ©EE T FEENLR kubernetes , X
EHFEAEFRIHNGENESNEEESRESE kubernetes/upstream-repository-name w4
FR,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

*F Quay

T REIA Quay NEEMRCUE T —NEFREAN, SEETHEEENR quay , XSERA#IE
ZEANNENESNFHEHEED B AR quay/upstream-repository-name,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

% F Docker Hub

AT 7”518 Docker Hub FMRAIEZ T —NEFREEIN, SEET FMENSR docker-hub , X%
BEASFRIFNGENS NE#ESESR docker-hub/upstream-repository-name &5
R, BAMIEEBE Docker Hub FiFH Z K TE Amazon BIREBF (ARN)

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-url registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F GitHub &FaREM &R

AT RHIA GitHub B EMREOIEZ TELEFAN, STEETEMENR github , XSBFEAERF
REHN BN ENEEESREE github/upstream-repository-name BB H R, BYMMIEE
TEEM GitHub BEEMEZ M Z A TE Amazon BIRB R (ARN),
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aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

5 F Microsoft Azure BReFEME

LA 7RI Microsoft Azure BEEEMRAUBR T —MNEFREHAN, EEETERENR azure , X§
BEASFRIFNGENS NEHESRES azure/upstream-repository-name & AR, &
WIIEE B E Microsoft Azure BEFEMRFZ N ZHHNTE Amazon BIRBEF (ARN)

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

i F GitLab B EM &K

AT RBIA GitLab BEEMRAUBTEIEZENAN., SEETFHEENSR gitlab , XSHEAER
RIS BN ENEEESREE gitlab/upstream-repository-name BB H R, BYHRIEE
TEEM GitLab BEREMEIEN ZHAMNTE Amazon BIRAB T (ARN).

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

XN F &8 Amazon Ik # Amazon ECR FAEEM &

AR RBITE R — Amazon Ik R BB XY Amazon ECR A M REIZEBEFAN, BEET
ERENR ecr , XSERFEAZFRIANCIENBNFEEEESR ecr/upstream-repository-

name B AR,

aws ecr create-pull-through-cache-rule \
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--ecr-repository-prefix ecr \
--upstream-registxy-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--region us-east-2

X F 3k B Eftt Amazon IKF# Amazon ECR #AEEft &

LA RBIFEE — Amazon M = R X EAY Amazon ECR A EIMRBIZEBEEMN, BEET
FEHENR ecr , XSBEAEFRIINCIENE NFHEEESR ecr/upstream-repository-
name ME AR, BULTERRAZANNRIEE IAM BN TET I EREH (ARN). 7 Amazon
ECR F 8l EFIREN

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--custom-xrole-arn arn:aws:iam::aws_account_id:xrole/example-role \
--region us-east-2

e
HREFRDMNE , BRTUTRESR

- DIEERERER. BT FMECIRENR , £5 Amazon ECR EE&FREUREHE R RECIEMN
ME#EESOREN , BRATGERHN, AXEZER , SR ATEMNEEFRIEEHRES
(] 61 22 1Y 77 i FE Y AR AR

- WIFEFRIN, ERIFEFEIMME , Amazon ECR &5 EHEMREBI MK ERE | BifTe
REETULGEEE L EMREILER Secrets Manager 48 , AR B RITRERI. BXEZE
B, 525 WiFf Amazon ECR F /Y EFEEH N,

- FRERZFRIAN, BXEZER , $2 M £ Amazon ECR H A ZE F RN KEZIRBR &,

IS UF Amazon ECR & 1212 BN

BREFRIEANGE , N TEESHRIEN EEMER , BUURITEZANRREELIE, ERIEERE
REEMNET , Amazon ECR 25 EiEMRBIMEERE , RITCESUNERSE LiEEMREIE
9 Secrets Manager 48 , HEHIAFHRIERER Y.

EFREASFREIHANZE , TRIAGHEELMW IAM R, BEXEZER , HSR FLFEME
5 Amazon ECR #AE XM KRBT AMEN IAM R,
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il BR B FREUM M ( Amazon Web Services Management Console )

LTS ESERI{AE A Amazon ECR 124 & 8 IF EFEEHN,

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

2. ESmES  RFETEERIENEFRIFNINXE,

3. ESMBEKP , % Private registry ( FABEM I ) . Pull through cache ( ZEFRE ) -
4

EEFRDNEENH L  ERERIIENEFRINAN. RE , ERRFTAREFERETFAE
2

5. EEFREHFHNEMAEETEL , FARETHNREEHERRIISGHREIUL, Amazon ECR HE R
T RAVEIE,

6. NERIINESNMNEFRIANEES LRI,

BREFREUAN ( Amazon CLI )

validate-pull-through-cache- Amazon CLI rule 2555 A % iE Amazon ECR oG EMKRHNEBEFMN
Mo ATRBIER ecr-public W EZEEER. FAEBFRNERIENEFREGNETRKE.

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

EMRAH |, isValid SEETRIIREERIN. WRHA true , MZERR Amazon ECR BE8% 17 8] Lk it
*x , HEBHRIERIN, MRA false , MRREFERTBARIEALAM, failure SBHIERER,

£ Amazon ECR i {£ /i & F iR BV I RS2 HR AR 45k

LT REPEREEASFREMNRENRGR ZEFRANGSELE, WREEERANIREFANNE L
HREKEIHIR | S W P& Amazon ECR FHNEFRIAE , UERRKE AR AR AR

XELHIR,

EFREASFREIHANF , BRIAEGHEELMN IAM R, BEXEZER , H2R FLFEME
5 Amazon ECR 3B XM KRBT MEN IAM R,
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® Note

LA R AIE A E AR BRIA Amazon ECR 171 FEan & 22 B, Amazon Web Services
Management Console ¥R & EBEH Amazon ECR FABF#E URI,

% F Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes B3/t &R

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

% F Docker Hub B 5 R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

® Note

¥ F Docker Hub EF MG , %MEE /library Bidk. ¥ FFrEEHM Docker Hub Zf5FE |
BERE /library A%,

Xt F A H b Docker Hub R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag
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GitHub & smE &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure B85 Mt &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab Beg/Eft &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

FHER L EMEEZIEFEM# 7 Amazon Secrets Manager %43 #

NEESNRIIEN EEEEEFENEEFREINE , BAHEL Secrets Manager A7 K. £
Secrets Manager Z4AAIgE =4 %A, BEXESEER , 2 Amazon Secrets Manager ET.

UTRESISEB T BN BN XIS L7 E R Secrets Manager 40, SR LUEERTE
Amazon ECR &l &P FEAAZRFRIFN TEREXRAVEZR , M2 Secrets Manager
BEAEXRNEFRH, BXEZELR , 5 H £ Amazon ECR H 8| EFREEHN,

Docker Hub
79 Docker Hub EiE ]2 Secrets Manager 4 ( Amazon Web Services Management Console )

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. LERE#EHER.
3. HEBRFAXRBTEL , RITUTRE

a. XTERARE  FREHMEARE,
b. TE®MEXIH , 53 Docker Hub FIEGIEFITR/EXN . BN ERAPEFMERS 65536 1

FI,

i WFE-—NEMEX , IBE username H4 , ¥8E Docker Hub AF & N 1{E,
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6.

i. XNFEZ/MEMEX , I8 accessToken R , I8 Docker Hub RIS ENE. B
< un{a/ 812 Docker Hub (G RIS N EZEE | i3 Docker XHHH Create and
manage access tokens.

c. NFMHBRF , REBERIAK aws/secretsmanager Amazon KMS key B , RFERT —
¥, FARBHATTEETAER. BXEZEE , 52H (Amazon Secrets Manager A
F#RE) K Secrets Manager F #2240 B MR 23

/A Important
BTERABRIA aws/secretsmanager INFEFEARMEZEZREE, Amazon ECR R

XEFENRAEATTAEERERA (CMK)
EEREEFHAREL , T TRE !

a. WA—/NERMR Secret name ( 4R #5 ) M Description ( %8 ) » BB HLITEE
1-512 4 Unicode Z%F , # B ecr-pullthroughcache/ R HEI%K,

/A Important

Amazon ECR Amazon Web Services Management Console {X & 7~ & ¥
Aecr-pullthroughcache/®I4%#Y Secrets Manager #l%,

=

(k) ERSH ISP , EENZRRRIM—NRZMEL, BXRIFCEKE |, HSH
{Amazon Secrets Manager FIF{E§mM) FHIFRIC Secrets Manager 4, BT ERFEUR
SEEMERZH , BN EellRmE,

c. (WiE)EZRENR, EFRBERBANMEEHNBAT  BERRENR. EXES
88 , B2 (Amazon Secrets Manager FIF$ER) SRR B iNE Secrets
Manager %A,

d. (™% ) ZEHEAY , ENENEZAEFE S — N4 Amazon Web Services X1
BEREFRH, BUUNEEHZRN , WU ELBESH, BXEZER |, HSH

{Amazon Secrets Manager AiF1EM) PR EAEHEIHE M XE,

e. ii?%—lt_ﬁ;_o

( AIi% ) 1£ Configure rotation ( BEE%#: ) RE L , BB A BRIk, BHATURAER
Bk  ARHRENETH. BXEZER |, B5ZH (Amazon Secrets Manager AF 1§
&) PR Secrets Manager Z4H, ERET—F,

£ Review (1) ML , FRENFHFMER , AFIEE Store (F7H#).
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https://docs.docker.com/security/for-developers/access-tokens/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR

RAriEmE

Secrets Manager fREI B Z4A5|&K. WREWHFHRET , iH%F Refresh ( BIF ) &

i

GitHub Container Registry

NIRHY GitHub R EMRZEUL 812 Secrets Manager 248 (Amazon Web Services Management

Console)
1.
2.
3.
a.
b.
C.
4.

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
R EA,
EEFRFARBETE L , ITUTERE

NTRARE | FRBEHMEARE,
ERMEXH , BEN GitHub FFECIEMIT. BRERHFPFH RS 65536 IMFT,

i. XNTFE-—MREMEX , EEEusername N EH , FEMN GitHUbAF BEENE.

i. WFEZANBAMEX , IEEaccessTokenHF4H |, & GitHub HRI S EEEENE,
BXRBIE GitHub iR SN EZE LR |, 55 GitHub XA EERELZN N AGES
5

FFMZEZRE , RBERIAK aws/secretsmanager Amazon KMS key B , ARFEET—

F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A INBZ MR R

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFEANNEZRAEAZEFEETEEREHA (CMK) .

£ Configure secret ( BLEZ4A ) WHE L , BT TRE -

a.

WA —NERMH Secret name ( B F5 ) M Description ( i ) . ZRABHSLAITE
1-512 /N Unicode Z#&F , # B ecr-pullthroughcache/ A EIZR,
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https://console.amazonaws.cn/secretsmanager/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR AriEE

/A Important

Amazon ECR Amazon Web Services Management Console X & R & #r
Fecr-pullthroughcache/BI4&# Secrets Manager #l%,

=3

( Wik ) EREBIH , EROBHAFRM—NHZ ML, BXIFICEKRE , HSH
{Amazon Secrets Manager I 1E/) HHIFRIC Secrets Manager 4. BT E/BR

BEEFHEREF , BREMRNE,

c. (W) ERFNR, ENRRERRBAMEENZRD , BEREENR. BXES
5 , 2 H (Amazon Secrets Manager FiF$8R/) A EVF RS BE I M2 Secrets
Manager 4.

d. (&) ZEFEAP , ENENBHERE S —1 24 Amazon Web Services X1 ,
BB EFH R, EUUNEEHZY , AU UELBES, BEXEZELR , BSH

{Amazon Secrets Manager P 1Ef) PR EAEHEIHEMXE,

e. iij:¥-|:_$o

5. ("% ) 7 Configure rotation ( ELE%## ) MEL , B A s R, SHAUIRAER
BxMeh  REHEEFEITH. 8XEZER , 5% (Amazon Secrets Manager B F g
) B H Secrets Manager Z4H, ERT—F,

6. 7t Review (%) WL , "&ENZHIFAMEE , AFEEF Store (7).

Secrets Manager fHIREIE| #4051k, MREVFHFZEHAKRET , Bk Refresh ( BIFT ) &
.

Microsoft Azure Container Registry

A Microsoft Azure B MR ZIEBIE Secrets Manager 47 ( Amazon Web Services
Management Console )

1. 3#TFF Secrets Manager ###|& , M4k} https://console.aws.amazon.com/secretsmanager/o
2. LEEREMEIEN.
3. HEEEBAREMEL , AT TERE:

a. WFHRPER  FEBHEHMZFHARR,
b. ER®/EXH , A Microsoft Azure FiFSIERITR/IEXN, BRI LAEFHAREMEZZ 65536

A

TFTo
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
https://console.amazonaws.cn/secretsmanager/

Amazon ECR AFEE
i WFE—NE/MEX |, 57 username N , IEXE Microsoft Azure B FMERAF A
HE,
i. WFE=ANE/IEX , IEE accessToken 1 , Microsoft Azure B2 EM R A E]
SHERE, BxUAIE Microsoft Azure RIS ENEZELR | FS 1 Microsoft
Azure XHEFRHIBIESHE - 11,
c. XNFmHBRFL , REBIAK aws/secretsmanager Amazon KMS key B , REEERET —

F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A INBZ MR

/A Important

IBAERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFNEFRAEAZEFEEIEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE :

a.

o

WA —NERMH Secret name ( 4B F5 ) M Description ( Wi ) . ZRHABHSLAETE
1-512 /N Unicode =& , #HLL ecr-pullthroughcache/ A IR,

/A Important

Amazon ECR Amazon Web Services Management Console X & '~ & #i fiE
Flecr-pullthroughcache/®I4&# Secrets Manager #l%,

(/i) ENREHLHP , EENZRARFIM—NHZMEL, BXRIFCEKR , HSH
{Amazon Secrets Manager AP {§/) FIIHRIC Secrets Manager %4, BT EN B
EEEHEERZH , RREelRmE,

( Wik ) ERFENR , EFERREANIENZAD , FERRENR, BXES
E8 , 2@ (Amazon Secrets Manager FA F1888) ARV PR R BEH I E Secrets
Manager %4

(7 ) EEFFAH , EFENFHAES TS — N4 Amazon Web Services X1 |
BRBREFFH, BULNESHZRA , W ELBESH, BXFEZEL , HSH
{Amazon Secrets Manager AAF#E§/) RN ZHE 512 H b X,

iij:%-lt_io

il LR ERIL
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html

Amazon ECR

RAriEmE

5.

( AIi& ) 7 Configure rotation ( ELE®#HR ) ME L , BAINE A AR, BHWAUAER
BxAgh  RAEHEEFEITH., BXEZEER , 5% (Amazon Secrets Manager A Fig
) B Secrets Manager Z4F, ERET—F,

7 Review (%) Mt , FRENZAFMES | REIEF Store (7).

Secrets Manager fREIF|Z4A5|K. WREWHFHRET , iHi%EF Refresh ( BIFT ) &

i

GitLab Container Registry

NYREY GitLab BEFEM R EIE A2 Secrets Manager %40 (Amazon Web Services Management

Console)
1.
2.
3.
a.
b.
C.
4.

$TFF Secrets Manager #£#|& , M1t Fhttps://console.aws.amazon.com/secretsmanager/o
R EA,
EEFRFBARBETE L , ITUTERE

NTRARE | FREHMEARE,
ERMEXH , BEW GitLab TFECIEFIT, ETNERAPFHERS 65536 NFil,

i FE—NR/MEX , EEusername A F4LH |, TIEM GitLab R EMERAFBEE
RNE,

i. WFEZABAMEX , IEEaccessTokenHF4H , HEH GitLab BEFTM RGBS
MIEENE. BXBE GitLab REIMRFRATENESFEE , HSH GitLab X1
PRNMAGRSE, BEFRSERIE HESE,

FFmBZR , REBEEBIAK aws/secretsmanager Amazon KMS key B , RE%EERET —

F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A

F#58) HHY Secrets Manager Y ZR4A INBZ MR,

/A Important

IBAERBRIA aws/secretsmanager MBRZR4ARMEZ R4, Amazon ECR &
XFNEFRAEAZEFEEEEREHA (CMK) .

£ Configure secret ( BLEZ4A ) WHE L , BT TRE !
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
https://console.amazonaws.cn/secretsmanager/
https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR AriEE

a. WA—/NERMR Secret name ( 4B %5 ) M Description ( %8 ) » BEABMLITEE
1-512 4 Unicode Z&F , # B ecr-pullthroughcache/ A EI%k,

/A Important

Amazon ECR Amazon Web Services Management Console {X & 7~ & ¥ fE
Fecr-pullthroughcache/BI4&#Y Secrets Manager #l2,

=4

(i ) ERZEH P, EENZHPRMN—IRZMIMRE, BXFIEKE , HSH
{Amazon Secrets Manager AIF{E§m) FHIFRIC Secrets Manager %4, BT ERFEUR
SEEHEERZH , RREelRmE,

c. (Wik)ERENR, BENRREREFNNEECHZAF  BERRENR. BXEZ
E8 , 2@ (Amazon Secrets Manager FIFF18R) BV PR 5K BE B i Z Secrets
Manager Z4f.

d. (W) ZEHHPP , EFENZHEFIE S —1 %4 Amazon Web Services XiF |
BRBEFHIZA, SUUNESHIFA AU ELBEESH, BXESZEL , H5H
{Amazon Secrets Manager AP {Em) RN ZEREHI 2 H A XE,

e. jij:¥-|:_$o

5. ( ®i% ) 7 Configure rotation ( Bt E%## ) WHEL , B S A Bz Rk, BB TUIRER
BNl  AEBENEITH. BXEZEELR , 2/ (Amazon Secrets Manager A F 18
) FHE R Secrets Manager %4f, %&BET—5%F,

6. #E Review (%) WL , FRENBHARMAEE , RARER Store (F7#).

Secrets Manager fHiREIZIZ4A 5K, MREVHFHFHARETR , HikR Refresh ( FIFT ) &
.,

BEMX ECR | ECR N ERI RN EETF

BB AN EIRY X3 ecr R ERIRMN L FEERNR. ecr FHERISZE Amazon ECR &7 E 1}

RPEMN XK FEEDEBZRNR. FIEERLLBIRAY T4 E &SRR AN E K BT R
XREFNFEE. S0, BTRBprodEA T U KN EEMEEprod/. ERERMA T EMRF AT

BRAXRBNEBEEANNCE , FEAROOTERN TR,
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR AriEE

/A Important
HBRBRANARBREN /. MREIETE ecr-public AFIZR , Amazon ECR £ FEM R
ecr-public/,

PR EHETRE EFE#EEZHETE,. BRIANBERT , BiIRENROOT , AFEEM EREM#ERITT
flo REZH Amazon ECR FERIER N IEROOTERT , LA BEIRE L IFEFEMER R

THREBFEHNWMEFANFNREE , E7 7 EFFEERNN LEEEESHTZRAINBRE,

FiFmazEH Ei#an & ZEE] MREIXR ( ZBEEME > LiF
T )

ecr-public B’ (BN ecr-public/my-app/
imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im

age2

i} )} my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

BHRARERF LR ARERF my-app/imagel -

upstream-app/imagel

HEZ& Amazon ECR F Y EFIEE B &

ERNIREFANNE LFREN |, B2 BEINTEREIR.
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Amazon ECR AriEE

BRETEE

ERFREFAFENEREERHZTFEETEET Amazon ECR B XMk HEROMAN L

THEBH IAM £ F ecr:CreateRepository REEFE. ERILAEIR | BRIZEIL G
SHHNE#EE URI B , SN EEEGHN IAM EEZFAIEN IAM R , IZERT RS
B EZE , 2SN Amazon ECR A EIMRFPOIBEMHKEIA LHFEENFHEE. BXAE
IAM RN EZEER , E50 FLFEEMES Amazon ECR FAEEMERSFIEMN IAM R,

LT R REY R B,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with

name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

A RERAVBR B

ERRTIEGNBERBEERHZESTEET LEEMRPRERBIE LFESRN IAM £4&
&F ecr:BatchImportUpstreamImage XPR{E 27 Amazon ECR #A B XM TR I EFEEERT
B, EMALEIR  BNRITIEFRESGNEGRIEHRERBEE , HAEOAEREHFESHN IAM
FHRFAEN IAM R, BXE IAM RN ESEE , H55 F LiFEMES Amazon ECR
AEEMERELSAEN IAM KR,

LT R RAY R B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

M Docker Hub 7% 12 HUAS & 4 403 Forbidden 4&i%

MFRiE2A Docker B 5 BR1&HY Docker Hub 26 EFRIRENET , BMUMEFEAH URI REE /
library/. @0 aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag., MRIEEEE Docker Hub B HE & , N HEZRXFERANEEEMAN
REVEBE |, RE403 Forbiddentfi®, /library/BXxEZEE , HS M £ Amazon ECR
H 58 A B 17 IR B ) Sk 32 B AR 15k

AT R LR RAY R B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-
west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
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Amazon ECR AriEE

111122223333.dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR AriEE

Amazon ECR VA B R{& & FI

BT LABLE Amazon ECR A B EM R FEMENE S, Amazon ECR [E /& A T X ig Mk 7~
4, ERTEKFES , BARKF SONEBETMERNBRE , AR FNREIMERHITES, EXRES
E8. , %2 @ Amazon ECR H A XM FRRE,

£

- AWERBEFRDIESEM

 Amazon ECR WA BR15 S &l 7R 6l
 1£ Amazon ECR HEiEFA G RE &

IERBEHREIESEM
ERALAHREHNEDIEA TR,
- AEERBEHZE  BAHERENNET SBEH, FREDEALHEENNEBTLE,

NE#EERBEESS , Amazon ECR R & HFHRFMIRE S,

- SHEIERE , BXEMNKFOEEESHFRIFTE, Amazon ECR AXBHEEFHISREHE NZME
FEB o

« BAREENEEMERUMITESIET , Amazon ECR 2R F[ECERSHEX IAM A, BREHEX IAM
AERF Amazon ECR EHRZSEIMRT IR EHEENEFHEGMIENNR, BEXEZELR , B
2% X Amazon ECR {FARSHA AR,

- ERTEKFES  REEMREGSAIOARFAFRIMREFSNEEGHINERE, BT REMLEFME
MRFERTERILITEN, BXEZELR |, 155 H Amazon ECR FHFAEEMRNIR,

o MREHFAE ST MR AR KBS LU BRANPR |, W LA T2 F AR 3 1T o EHI B AT RETE Ao

- ERTEXESES  FiZKEASEZ XIS TEAESIREZT , RIKS R B ERK P & 4505 0
AZXig, BXEZER |, H5H (Amazon Web Services —f#85£) PHEIE Amazon X1,

o AXEE Amazon X2 E#HTEXEESH, Hli0 , us-west-2 FNEMELEESE cn-
north-1, % Amazon 7 KMEZEE , 2 (Amazon —figZ#E) FH ARN =R,

- REEMERNVEFEERZUUETE 25 NEMEANNK—Bir , HRSZHEE 10 NN, NN
BZAEE 100 NMEERH, XAFANBEATESMN LN EGNIZEEREERIAMFN,

 SHEEBXIFESIEEEHENBRRGEMEIMRDPESNEEE. BX7O , BSHE =6 : F
BAEEERESGREBEXEE .
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https://docs.amazonaws.cn/general/latest/gr/rande-manage.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax

Amazon ECR AriEE

- GREBHEIERARMITRESIRE, Hln , MBEEEETM us-west-2 B us-east-1 ARM
us-east-1 % us-east-2 WEXFHEH , M#HIEE us-west-2 HEBMNEHE us-east-1,
CALBEHE us-east-2, WITHRMNERTEBEXIEMEKSE %,

s REBMEBLETRE 30 7MW ERNES , EERDHBERLT , EFTEEEE KA E,

« SEMREFTHATEMBBRIRE, SEFEGMNEHETBERAN , TAFIBEREAT.

« FHEEREE (215 IAM policy) MARARRBAMES , MARTHNEELNF#EEZS , ©
E}’LQE{} Ef[lr]o

c MABRATAEHEFHEERE , BUUERAFEEERRREF FRERE, XERETERE
M, NE, FRENRMEGEHRRE. XCFEUEERNESER  FSRATRIEER
RELEE BRI 61 2 89 7 6 E R AR AR

- MREFRELEATHRETEYE  ARENTSURRGEAHEBRENGESR , NIZEGFHE
#, ENESEENTE, XTRLFERARFICHER.

Amazon ECR FWAA B & E FI R~ 5

DTRERBERTRERGEFNELNAZ R, MREFHEESE S Amazon CLI, T LATE 62
JSON X #atfEA JSON RlERER, REEAEESH Amazon Web Services Management
Console , IEEEH RRXNE LEFEHMNET , BFFEEIFEALEH JSON,

™M BEEBEXEEHIENBRXE

THERTEEMNEIMRPEEEXSEFM RO, LRABESHEKS ID A 111122223333, ¥
BEEEXE (MFTR us-west-2) FIEELEFIEE.,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}
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Amazon ECR

R ERERERARAEEEXEE

RAriEmE

THERT NESREMELCENEREREEXFEHN R, LROBESEWIKS ID
111122223333 , BIEERXE (MR us-west-1) PFIEEHEFIEE , HEEFRRHN prod B
T

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

1]
}

™ RERKAEHESA B RS

THERTEEMNIMRIPEEEXFHEFN RO, WREBESHKS, ID R 111122223333, ¥}
BBREEXE (MAR us-west-1 5 us-west-2) FIEELREFEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
I
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}
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Amazon ECR

RAriEmE

R BREEIKS S &

THERTHEMKREEEKS EHN R, LRONFEESHIE 444455556666 MK M us-

west-2 X,

/A Important

ERTEKRSES , BRKS LB ETMRNREE , UATHTEH. ARESER &

2% Amazon ECR R FAE ST RAR,

"region": "us-west-2",
"registryId": "444455556666"

{
"rules": [
{
"destinations": [
{
}
]
}
]
}

Ml EEEPREEZMAN

UTERTEREBIMENZANEFHANMN R, HWRAIEE 111122223333 KFPHES , HEZ—1
HN , BR8N prod WEHES SR us-west-2 X5 , HEHERN test WIEHEEEHIZE us-

east-2 XiF, EFEREFZTAIE 10 MU , BNMNZRSIEE 25 MEF.

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

}]

R BEEKSEH
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Amazon ECR AriEE

},
{
"destinations": [{
"region": "us-east-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

£ Amazon ECR A i EFAE B E &
AENFIEITMEREESNXBHES ., BAlEEEXEEHSHEKF S,
BxEREHIMNREl , F5 5 Amazon ECR HFABE MG E & =40,

B E MR EHi%E (Amazon Web Services Management Console)

1. fEhttps://console.aws.amazon.com/ecr/7Z 4% FE R $TF Amazon ECR ##14,

MNEfEd | EREREIMREFREN X,

ESmBERSD , ERIAEEMRE.

EREIMERRNEL , EFRE , AREREFRETHNEE.

EEHITEL , ERRMESHM,

EERRENEL , EEREABEXEES ., BKFEFHERRE , RARERT -5,
MEBATEXEES  NEEERHFRXKEH , EF—IHSNBHRXE , AREET -5,

MREATERS,ES  NEBKSESF , ERIMROEKSEHRE. WTERKS , WA
BFRKFNIKS ID AREHFHBEFH-—IRSNERXE. EEBRKS + BUREAKSEE N
EHB R,

© N o o~ 0w DN

/A Important

ERTEKFES , BARKF AR EEMRNBERE LA TFHITES., EXEZE
B | &2 Amazon ECR FHFAE EM TR,
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https://console.amazonaws.cn/ecr/repositories

Amazon ECR AriEE

9. (WiE) EAMEEFAREL , AEFAMNEE - NHSNMHEESFM , AREERN, NEEEH
BREMXBENENRARGEERS R, LIRMERGEENFEEBNINR, WRRHFINTHELE
&, WEHMEFERENAR, PIFABRIESRARE , BET—F,

10. EFRENTFRENEXIRNEL  EEEFANEE , AEERRIAN,

B E MR E FIRE (Amazon CLI)

1. AEESERNIMREXWEFHNMEG JSON X, EFEERSITLIE 10 ML , FRERN
RZEE 25 ME—BiF , 8SMNKZEE 100 MNEERY, EEECHKFAPEREEEXES
# , FEEBCHIKS ID. BXES A, S MAmazon ECR WIAEBREGE HI 7R 6],

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. tIEEMRNEFEE.

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. WAZKIEMRIRE.

aws ecr describe-registry \
--region us-west-2
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Amazon ECR AriEE

T2 HEE 7RI E SR ER R 62/ 176 F RV E R

£/ Amazon ECR 4 E0I 2R , £ Amazon ECR RERZCENFRENRE. FHECIEE
WRANREREF#ENRBRANA  NAEFEERERETAEMT EIRNF#EREEAZE,
BEl  FREEERTATEFEEQEIEDNUTHENARE

- ZFEW
- 854

BUT XA S 17 e B 2 AR AR

« HE (4t} ) (cn-north-1)

« AE ( TE) (cn-northwest-1)

« Amazon GovCloud ( EEZ B ) (us-gov-east-1)
« Amazon GovCloud ( £EPEEB ) (us-gov-west-1)

7 iE FEBI B R AREY THFJREE

BEf , Amazon ECR FERREEIEBFNALBFMEE, Sl

- BEREAZFRIANRER LFFEENABFREEMET Amazon ECR AR EM&RAT.
« HEME Amazon ECR Rz EE HE 5 — XK/ B,

R ESENEFIRIFN R E I8 1765 B ITEL Y 1265 B 0122 8 4ReT , Amazon ECR 2R ¥ E6 EE
ABRINEE, XEBRINRESTREXAGRETRETM, FH AES-256 NF , URFNAFAE#HERED
B HAR B

ERFREEEENR , B EE X Amazon ECR N EBEXEFRIMME FIRECI RV F6M# ENANIR
B, BANUNMEEEEREREM, MERE, FEENR, £ EARRENTRRE,

TERERT HF#EFECIRERSEFRIURES S LA Amazon ECR AR THER,
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L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Replication S D Repository
or w
Pull through cache v —

Repository creation template

DTARFEMERT TR EUBERPHNENSH.
Prefix

Prefix R SERXBENERERAZR R, FHALIRNENFEFHETNAAERPE
NHRE, Bl |, 8148 prod MR AT prod/ FAWMEEME. B8 , 514 prod/team
MATFL prod/team/ AWM EFERKE, E3W MERMEMERS , MR —MERWETRR
“orod” , B —MEMRMBIZRN “prod/team”, the template with the prefix "prod/team” will be applied
to all repositories whose names start with "prod/team/”,

BERERRNA T EMRFZBRKIBERNAARFME | LRI LER ROOT EABIR,

/A Important
HBRRBHRANARBREN /. MREIETE ecr-public AHIZR , Amazon ECR £FHM K
ecr-public/., ERSFRIGINIE , &1ECIZH N 65 E N 76 Eal Rt B IsE R 76
Fr B 2 AR AR BT %o

iR
WERERTE | BT RAEEECZERNBE,

N AN &
NMAKIRERE T EHLERSZEN Amazon ECR BIEZME#E. BXER
PULL_THROUGH_CACHE #1 REPLICATION, #l#n , BB XERAEFRIMNIRKE R EBEFEEEN

AAHFEEZ®H T Amazon ECR REEM KT, H&EELENEFZIRIVN T /Y 1765 E ol 2E
#Et , Amazon ECR 2@ A E#EFERAERINRE,
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FRECEAE

FHREUEZABRE— IAM € ARN , BT FHEFIEZERCIZNEEFHEEFN , ZARNH
Amazon ECR f. HEERFEAFHEERIN/ZH KMS B , BARMHLILAE | BN IFEEIRS
KW

o Y

ERERCIENFREZERANREATEMRE, MREILSEH , FEMR MUTABLE BIFRINR
B, ZRENATEEREIRE, X TEIEZFRIEFIEZNFHEEMEANER , BIEML
RE, XHFALUBRIFEMRE , Amazon ECR AIAE#EFRIBR K

WMRIEE IMMUTABLE , WZfFERNAIAREIREHFAATE , NP LEXERSRBE,
hnZEiE

/A Important

ME RS 25 m % , £/ ( Amazon KMS DSSE-KMS) {X £ Amazon GovCloud (US) #[X
AT A,

ERARRENFREZEERNNFEE.,

MBEFER KMS EZER | NIEEHEHE Amazon KMSHZi%H Amazon Key Management
Service BHANRSH|IHMBRINZFHENANE . HEEH Amazon KMS INZEIER , AJLAE
A Amazon ECR RYERiA Amazon ¥£& Amazon KMS 24 , B aJ A8 ELE B 2 H Amazon KMS &
fl, ZEAREECLUNEN, BETUERFERERINEME, Amazon KMSEXEZER ,
BSR BANE. MREEEANE KMS MEZEXBHFEATEXSES , N 7865 FEHMIHIN
BR., BXEZER , B3 Creating a KMS key policy for replications

MREFEH AES256 tNEFKE | Amazon ECR A E%H Amazon S3 FEE N Z4A M AR S5 28k
g, MmfEA AES-256 MBE AN FREFHRGEHITME, EXEZER , 5 (Amazon
Simple Storage Service FIF g/ FHIFEHRA Amazon S3 HEINE HEA W RS 28w % (SSE-
S3) RIFBIE.

71 FE A PR

ERRRZNFREEZEN AN FRERRE. FHRERBEAETERNNRREFNFEENT
RIRFR, ETFTHRBRNNRILEATLIEERBFEFHEN IAM AFRAE , URXERFRART
LSzt AT R, BUIABRT , RBCIECER Amazon IKF X BRGRBE. &AM
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IR SRR FRIELH N ENFHEENEMNR, BXESZEE , 55K Amazon ECR FHHY
B F M ERE,

T fik B A o JB) S SR

ERARRENFREZEANENFYRE., EaEAHRBERTNLEFREFREN ERE
HEENESES, SanBAMRKE—ANAN , EhayS NN KN Amazon ECR EX — MR,
XEHT -HEFFERRRENGE , AINREFERYPRIVTBIHNGER, BXESEE , F
2 1£ Amazon ECR R EA At B MR B3 EER K,

RIFIRE
REMERNATEFHEENIRE  SEFHENHEH#TIORNEE, S/ MEHISELH -

BN —NLEE, MREERANRESEXESH RN FRENRER , NFEEFUNREAT
B PROEM R R

£ Amazon ECR A 822 17 # FE € 2 & 1R

BT L B2 6l 28R , B Amazon ECR EZFRIIEF REHRARECI BN FHEERRE
RARIRE, tIBFMECEERE  AEFENEHERTNARERE. XX a2 F4#EF
F= AR,

EEARRREF#EN , BT UARIEE KMS ZHAMBFRFE, MREITHRRE MRS MER
REMA KMS Z4, RRAEHMENAS , WFEE

- NEEERIEERCIE B E SRR,
- NEEECIRERE IAM AG.

BETRE , B 0H A E LA IMENEM RPNV EERR.

IR 7 FEQIEBERD 1AM R

IAM EHRFZERLUTRR , THREEFHEFLERER, WXENRLFBIET HBH IAM policy
RF.

« ecr:CreateRepositoryCreationTemplate — BB F M ECIRER,
 ecr:UpdateRepositoryCreationTemplate : B FEH 17 E I ZE AR,

« ecr:DescribeRepositoryCreationTemplates : FHEMEF 5 H 176 E I ZE AN
PR
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« ecr:DeleteRepositoryCreationTemplate — 2 Bk 17 % FE B BREAR
« ecr:CreateRepository : &F 8|2 Amazon ECR Ff& FEH R,

* ecr:PutlLifecyclePolicy - BROIBZ4L e EAMRMITHHENA T FRE, X7 6EEIEER
BeLEwEABEREN , TEZELNR,

« ecr:SetRepositoryPolicy - RIXBIBEFHENNIRRE., XEFHENERERTESFMERE
B, FEENNR,

* iam:PassRole : BRFAURBFACERZLERFIANARFHNR. ENEXTEERABZELL
REENTRENRS VN ARFRLFEN.

N FEE R E ARG E B E RE

& A LAE A Amazon Web Services Management Console SREX BB NS IAM A€ XBRHNFEK, 2
&, TR EFMECIEEMR , TELNL IAM BERAEFHELNRAE,

Amazon Web Services Management Console

EEA JSON XK 4miEaTN i F el 2ER6E B E R,

1. &3 Amazon Web Services Management Console 3T IAM #2&l4& |, Wik Hhttps:/
console.aws.amazon.com/iam/,

EEMNSMERSD , ERRE,

ik gnlke

RIS |, &8 JSON ETL,
£ JSON =B AL T 5K g o

o & 0D

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage",
"ecr:TagResource"
1,
"Resource": "*"
.
{
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"Effect": "Allow",

"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": "*"

}

6. MREBBPIUISEFERNEMNRZELES. FRAEAES , REAET—F,

7. MXRBRMTERRE , BET -5,

8. HEFMNGIRWNEL , NEOZNRBEARBIEHINER (L), EFLREPELHN
[RUAEE REER THNR,

9. LEEBERMARENKE,

10. RIBZNQIBERS BILRBNAE , BSENFRELNEERCE IAM BE,

NEEECIEERCE IAM A

HEEEATHERSENEFEFURERTEEFRELEACRERERTER KMS Bt |, B LUER
SIZE A H Amazon ECR R A®, Amazon Web Services Management Console

Amazon Web Services Management Console

EoEAG.

1. &% Amazon Web Services Management Console 3§77 IAM $2#1& |, Wit Hhttps://
console.aws.amazon.com/iam/,

2. HEEFHAENSMBERT , %1F Roles , RFI1EFZE Create roles
3. LEREENEEERAGXE,
4. EEENEERBEHD , MUETHIHNEENEERRE

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": "ecr.amazonaws.com"

iy

"Action": "sts:AssumeRole"

}

5. ii?%jt_io

6. ERMNERED , MUBRERIIRDEFESANENEENERENEIRE  REERT
_*JFO

7. RNTABER , BHNENABRA—IEH. ALENEENBEPLHARME—H Amazon
Web Services I~ EREERERAAGEMICFEEN ARN I—E 28 , ABBHX 5 KN
B, a2 aFaErErAGENN (flNERRIEF ) , ABEHRTXSANE, BT
ZARUARESIAZAR  Bit, ARIBTES , BT EREABREN.

8. ( WIi% ) X TF Description ( #i ) , WAFACRNIER,
9. REAG K REEFVNEAR,

B2 171 F 2 2R R
SERERASERRFZHT |, BN RE 01276 E LI EER,
Amazon Web Services Management Console
B 74 A2 ( Amazon Web Services Management Console )

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o
2. ESMESF , ERFEEFEEERNIEXSE,

3. ESMERP , RERLBEIMER. FHREUEER.

4. HEFEEFEERERTEL , EFLIEER,
5

EHFB|1 : EXERTEL , X TERFAES , ERBENR , FERNABTHENFHEE
WAEEBR , AEFEEERE ECRIMRFNEERRR , FERNA T 5% XS P EAHEER
BRI TR T .

a. WMREEREFENR, WENRPEEENABERNFHEETEZRIR. IRRKEHL
BIABER /o Bl , 514k prod FNATFIU prod/ FLHNMEEEE. BE , 515
prod/team MR A F I prod/team/ Tk FIE F6 E,

b. MRIEE ECRIEMERPVEEZGR , NBIRFRE RN ROOT,
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6. ENAXNRT , BELBRMRHNHT WL Amazon ECR T, &R
PULL_THROUGH_CACHE i REPLICATION,

7. EERERF , WEREETEER , REEET—F.

8. EHFW2: FMFHELEZEENHEL , EECARRUEZNFREEN AN FRERER
5o

a. TEMRGHRETEHS  EREFANKRSTEHIRE, BXEZELR , BSH PHLEREGSR
Z1£ Amazon ECR B =,

BEREUEE , REFEAUHESR, N TESEHRFELEZNFREEMERNER , 21X
ERAIRE, XEF AR LREME , Amazon ECR AILAE#TEFRIBRE.

ERTAEG , B LERGIIEEES. I FHEREE T ATEREE , IREHEERE
MNREEEHRSEFHEREEE , RSFIRE InageTagAlreadyExistsException
BiR. SEMEFBHRIFTAEMEN , XSFMAENRE , EFEERLERZIEENTT
T, MNEMAREEEN T,

b. EMEREY  EREFEANMNERE, BXEZER , FEH #5NE,

i%£$¥ AES-256 B , Amazon ECR £/ E4H Amazon Simple Storage Service £ & INH %
HFANIRSERWMNE , NTEA AES-256 INZEEX BSHEIEHTNE ., RFFEFE
TN,

1%£3#% Amazon KMS &Y , Amazon ECR £ &5& Amazon Key Management Service

( Amazon KMS ) HiFEN ZAM RS R| IR INE . HEEA Amazon KMS INEEKIER |
BRI A E R BIAS Amazon EE 4 ( H Amazon ECR B ) , hAIAEEEBCEH
Amazon KMS Z40 (AN BEFREEZH )

® Note
ERENRLE , EHENMERBELEAEN.

c. EFEHEENRD , FEEFEALERBNEEEEZNANFMEENRER, & lk
BEATHESY  NSRENNEARGEEFE -/ JSON Rfl. BXEZER , F5H
Amazon ECR RV FAE i BE K B

d HEFEELEGASERT  EEEALERCENFHEEENANFEEEWEHRRE,
FBULEREATHXE , WRELNFEARMIEE -1 JSON Rfl, BXEZEE | B
£ % 7£ Amazon ECR A4 A H K B35 B A.
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e. X TFTEME Amazon #51% , SIREXWENEEESME A ILER Q2 E 1768 FE X B TR
& RRERT—F, BXREZER , HZH £ Amazon ECR FHRCHE FiE,

f. XNWTE#ECEAS  BMNTHURETEREBEN IAM A6 | UEEERTERF#ER
L5 KMS if A TR FEQIZER (FIF RSN FRECERERCE IAM B8 ), RRE
ﬁ?%jt_io

9. BEFRI3: FRACBRIEL , FRENFHELZEREENRE, ERRBERTNHITE
Ko FTERE , IEFELIR,

Amazon CLI

Zcreate-repository-creation-template Amazon CLI 5% A F R BN EF MR IR EER

IR 7 2122484k ( Amazon CLI )

1. Amazon CLI f# & B create-repository-creation-template @i 5 HI B 48,

aws ecr create-repository-creation-template \
--generate-cli-skeleton

Zo TR IR T M E IR ER T RIE L,

{

"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE and
REPLICATION

"prefix": "string",

"description": "string",

"imageTagMutability": "MUTABLE"|"IMMUTABLE",

"repositoryPolicy": "string",

"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",

"kmsKey": "string"
iy
"resourceTags": [
{
IlKeyll: "String",
"Value": "string"
}
15

"customRoleArn": "string", // must be a valid IAM Role ARN
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2. FRE—SHMmHEEIERN repository-creation-template. json B34, BEiEIRA
BIEprod/* 1744 B K& S RN EMFM FIRE KMS INZEER |, % K8 ALV RS IE FHRLE
BIRRNFHE , REEWEAHRRE , SEIRANBGIH  HRE— N BENAGUAN
ECR 7Rl KMS Z4A H BRI D Blexamplekey R KRR F i B o

"prefix": "prod",
"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",
"appliedFor": ["PULL_THROUGH_CACHE","REPLICATION"],
"encryptionConfiguration": {
"encryptionType": "KMS",
"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-
cdef-examplel1111"

1,
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "MUTABLE",

"repositoryPolicy": "{\"Version\":\"2012-10-17\",\"Statement\":[{\"Sid
\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiatelLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}13}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

3. FAUTHORUEGHEVNEER, BSMIEEEL—SHRBRNEEXHNBIHRRAELU
T RIHH repository-creation-template.json,

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

B TF ik BE B B2 ARAR API hzZ 2015-09-21 139



Amazon ECR AriEE

B E o 2R AR

NRFEERFREFCIREREE  NWAUNERITRE, FETHFECIRENRS  FEENATH
BER.

/A Important
et TRl b= A: R ) e S LA

Amazon Web Services Management Console
BERBFHEQREIR (Amazon Web Services Management Console )

1. 3TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
ESMED | ERERENFEEEERPTEN X,

ESMERD , ERLEIMER , ARERRE.

M-SR = i 3 17 1 B 0 AR AR

EFEENBERTE L , ERERENFMHELIEER,
MRETHRXEF | EERRE,

EENEHRERE,

R EH N AN I EEIREE,

© N o o M~ w0 b

Amazon CLI
ERBFHEFEQEENR (Amazon CLI )

f Fupdate-repository-creation-template s 5 E M BN 76 FE QI EER, HIIEEERE
prefix . ATRHIEH 7THE prod BIRHF6E I EENR,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE"

WENREERT ENNFEEFEZERNFAEE.
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£ Amazon ECR A il Br 1= FE € EE AR

ERTFEENEENRGE , ERLCHERBR. BIBRFEEFECIZERRE | BFRIFRIIEMTEER , 0
ERIREFREFREREEXRBKIR T EZNETAFEERRFEERINRE |, FSREFEELEE
WAy TR,

/A Important
XX 2 6l Gl 2 76 B AR,

Amazon Web Services Management Console
i BR 176 BE B 2 #& 4% ( Amazon Web Services Management Console )

$TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o
FESMEF | EEEMNBRAY 76 0 2R R T2 X8,

ESMERT , fOOERMEIMER., 76 F I EER,
EEEEAEERTEL | %3 EH R F60# E IR,
ERETHRES | EEMRER.

o M w0 Dd =

Amazon CLI

i BR 17 1% BE B 2 484K ( Amazon CLI )

£ delete-repository-creation-template.htm| S BRILEG W F 65 E G B ER, SAHEEER
M prefix B, UTRAIMERT #HE prod B 764 B Al B2 &R

aws ecr delete-repository-creation-template \
--prefix prod

WENREERT R ERETEEFIZERNFAEE.
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£ Amazon ECR H{E L& o B EI RIS B o) 5

Amazon ECR A AR BRER TN EFHEFRENETANEENE SR, £a/FHRE
RE—IMPZIAN , STAMNE R Amazon ECR EX —NMEE, RIFBEGEHRE P EZRG
MG RIEFE AR PR R ITERAE 24 /MR H, 2 Amazon ECR BT £y AHIRBEIMITIR/ER | bR
YEfS1E Amazon CloudTrailFiEk N —1MNEH, BXEZER |, BHS I FH12% Amazon ECR #1E
Amazon CloudTrail,

£ o B H R TERE

S HEABHRBHE-RXRBZZANER , XERNBEFHEEPHBLEEGRLH, EZRERAETEE
REERY , SAFERAETAREBRMERBANETARERANSHNESR , AEBEENARFEE.
FEGRABRRERNARFEEERS , ERNEREZMFERS 24 PR, % Amazon ECR ETF 4
AR BEHTIRER |, IXI$7E Amazon CloudTrail FiERA—NEH, BXEZER , 20 £H
i3 Amazon ECR #4E Amazon CloudTrailo

TEERT L EAREREITERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. S-SRI,

2. REMNHEMANHFZITIR.

3. 4AHAYMKKITLRFEDAMAEAN , AHRIESMANZEHER,

4. RE , o APRRBTERFREANEEZEARAN | HEREFEEFERHPLREIRENTH,
ML ERBFHEERELERES. S, RERN 1 AL ETHEERN 2 BRI,

5. EFNREGR , BRIV IEANIHNREERFSEMBNER,

6. RN BRI Iy T P Y A an B A SRR
7. PIBR4AGARNKKSE  RENERISHRERE 24 Nt H,
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4 on B B SR B A AL

4o BRI A AT AT A o B HAREA AT JSON |, iIHMEFFEHN |, ARBERIFEH N 4 g ix L
HANNAFEEETNES, TXEFAMHBERTEGEAPRTEEXANZE, X0, 555
Amazon ECR H ) & an A B SR BE 1Y 7= 45

- YEREFEFEESEZTER , Amazon ECR AT AR ATETTR A MEREN 24 IR BZHERE

XETHE .

o ZRMNMELEROMA , THERME T FERAERN, FEABEANG , FREANMLLRNA XL
M,

- BEH-FIABTFRAMRAIH,

- ERNMHIMEERCENESRTEHLERBENANRFTH,

« ANKZEFREFICEHRSRARANIRCHES , BOHATLUFEIRBINRIH,

- AMEXLMTE —AME—WIREER,

o RATF—MANERRFIEHES.

- MRFBRIRSIATREGE , WEREMBRBLIIRNIBAT , ZRETEZH,

- THIMRLIZ pushed_at_time HEF , H ERARRENEBRERFNEGR AT,

- £ AMRBEHANTTLAIEE tagPatternList 5 tagPrefixList , B FEERIRTE EX M Nk
O, BER , —MNEMARKBATREIES NN , MARHAN TERNEREXMEI RS R, R
tagPatternList = tagPrefixList EF N EIHIRLISEMAMGHIRZCHE |, MR RIZRE
FXZh EEL

« {YFE tagStatus N tagged BRI FBEMEA tagPatternList = tagPrefixList ¥,

- EAAT tagPatternList , AESBEAFMESZMH T , BIRTIZBREKIIEE. Fl0, |&
R FARTEIESRYERN prod* |, MPFFEE ZFRLL prod FFSLBVARGARE | 80 prod, prodl =
production-teaml, E# , MRBANEESZHE N *prod* , NFEEBFETE prod BVEREFR
% |, f5lf0 repo-production = prod-team,

/A Important

BINFRBERZSAUMERAENEERS (* ). flm, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] T,

- M tagPrefixList Bt , IR tagPrefixList EFN LI BEHRARESFIESEMRGHIRES
PEEE , MR AR B Zh IR EL
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« ¥ countType  sinceImagePushed B , FEEMFEA countUnit S,

« £/ countType = imageCountMoreThan , B&ET pushed_at_time N&FEIEHF , A
EREARTEEITRNREGE NI,

« £ countType = sinceImagePushed , H pushed_at_time B FEEXK (ET
countNumber) WA R B IHI2T M,

£ Amazon ECR A 4|2 4 75 B HA SR BE Tl 58

BULERER AN ENAE S AYRRK I EEEANRGIFEELNN G E, ERFEREY
BGRB8 B 2 AT T T AN R — MR ESK K,

(@ Note

WMRIEMER Amazon ECR EH|ZIEBEBEREMN XK IZFREENEAE , HE8  £54F
HASRBE AT REQ XY 2 Z R H KB VPR BE AT IR, Btk , RETF B T EHITheE , M2
WHEERF & EE SN XEMK S F 628 — Lo B H R

Bl E AR (Amazon Web Services Management Console)

1. fEhttps://console.aws.amazon.com/ecr/1Z 4 FE FFTFF Amazon ECR 2 &l &
MEfEF | ERTEEXNEHITE 0B SRR T N 76 E 0 X,
ESMBEEPNIABEIMERT , EBEWE,

EAEERENE LER—NMERE  AREARETHSIRERE G E LR,
EZERENEREABRRBIE L |, EREENEAN, 12N,
ABMNNHERBHREANEEATEAEE.

o ok~ w0 DN

a. XNTRUWEER , MAZAUNRLEROES. ANETFORE T 4 653 K wEH N 89 B2 A IR
Fo BiFB/PERBERERBS, flm , LERN 1 WANEETHERS 2 KIFN,

b. XNTFHRUHER , i A ZLon B H RN A B A
c. NTBREGRE , AFRCEHKIC (BEMFEE ). E4ric (TRER ) . RIFEHER

/A Important
MREEZ ML, WEREFFRERERSNRR,
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d. WMRBRERSEFENIERIC (BEMFCEE ) , UNTFEEATERFTENFE , B LIE
EHEBERS (*) WRERZIER , LERBEENESRABRRBIITIRE, Hl | RIZEH
MERIRIEN prod. prodl, prod2 & , M A LUERE prod* KX A XLRERITRIE, W0
REEZIME , WUEREEMBEEERSHNESR.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFRL , BUIEE—
MNREFRETIR | LUERBEENE oA BRBHITRE.

f. MNFEEZH , EFEMNEERGICREBRGITHES , AREE—ME.
g. EERE.

7. BEFE 57 SUGNEEMAHEREBRBEAN,

8. EET4HmEAYPRBME , HERREHETMNR,

9. ENRAEMBAPANNEGRTETS , EFEEDEAP RN IIE,

10. MRMFRERAE , FERNANESABRRBACZEREEANN L ARKE, NAL®
BHERE RN EGRSTE 24 M NEH.

M. WRENTARERTHE |, ALRBR-IRS NN A ERFHEAN |, Q2 -PRSIHANRBHRE
1, REBEENH,

£ Amazon ECR R A FEESI 2 & an B iR rE

EAE B EAYRKOE-AAN , XEAMNSIERERNFEREREGIH. 2L FAHRKE 28
IR BR R TE 24 /NETRIIT HA,

@ Note
WMRIEMER Amazon ECR EHIZIBEEREMNXEHIK - IZ2FREENEAE , FE8 , £0
S SR B T BN B SR B Y X P IV R EE AT IR AR, L , MRETFR T EHIThaEE , M
WEBRRF#EESF NS XEMKS o2 — Mo AR,
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FRF M

BRIESRER  QIBR4EmARRTE  URITEAEGAPREAN T IHNRGESTFESTH, AXi
B |, SR 7 Amazon ECR F8| B4 oy B HIRBE TR A .

Bl £ AHIZKRE (Amazon Web Services Management Console)

1. fEhttps://console.aws.amazon.com/ecr/TZ4& FE F 3T FF Amazon ECR ##l &,

2. MNemttd  EFSSENHMBEmEAHRENFMENXE,

3. ESMEBERTPHREIMRT , EETFEE,

4. EIEEHERELER-INEME , AEFERRET I RIEREWEARRE,
5. HEzFMENEGEYRETEL | EEIEAN,

6. WMALMBEHERANNUATEFEAEE.

a. NWFHAUREEE , mAZANEERNES. RULERRE T 4 on B HA 5K BN HY B2 A 5
Fo. AR ERBFHEEREMNALRBS, Hln , RERN 1 AR ETHEERN 20
A,

b. XFHRNER , @A ZE o BRI AR A,

c. XNFRREGRE , EEEHIE (BEMFTE ). S2HFic ( ERTE ) . RFEHEE.

/A Important
MREEZIME , WMREEEEMEEENRSNE K.

d. WRBMERD[EFNIEHIC (BEFEE ) , INTEEATERACENITE , B
ETEBRA (*) WRBIRZIIR , MERBESNETRARRBRIITRIE, 6l , BRIZEH
BEFRICH prod, prodl, prod2 & , M A LUEE prod* KX AEXLRGEHITIRME, W
REEZIME AR EEMEEERENGE &,

/A Important
BANFNEEZUUEANEMNEES (* ). i, ["*test*1*2*3",
"test*1*2*3*"] FR , M ["test*1*2*3*4*5*6" ] T,

e. WRBMERD[EFNIZEHFIE (TREE ) , UINTFEEATIRCENITE , BAEE—
NREIRZTIR |, UERBEZNE G REIRMITIRGE,

f. NWFEEEZH , EBEBEMNEERGIUCREMGITTHES , ABEE—1ME,
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https://console.amazonaws.cn/ecr/repositories
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g. ﬁ?¥1%ﬁo
7. EELR5-7 LGIEEMEARRBEAN,

B2 4+ B HIZKBE (Amazon CLI)
1. ZRENE ) H O 4 & B M 1705 I B o

aws ecr describe-repositories
2. BIEEN policy.json ARG , HhIEETAHRBNANE, BXREGEHRE A,
B2 Amazon ECR Y 4 an B B SR BE B9 = 1,
3. BUEEFHESMMISIACENEmEIRE JSON S Hk 622 4+ a1 & B K rk,

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR H #Y 4 7 B Hi SR B& B9 7R 451
UTRREIEGEEER  HhSRTE

ETEEXERBEUMNESER , 5 MAmazon ECR A A mEHEKEM ., AXEACNEEGE
HASRBE Y5 Bl Amazon CLI , B 5 6 2 4 a5 B HA % 8% (Amazon CLI),

& a0 /B B R BE AR AR

HEEF#EXRKRZAITEEGARRBONE, UTR2ERBHRBEA JSON EERR,

"rules": [

"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"countType": "imageCountMoreThan"|"sinceImagePushed",
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"countUnit": "string",
"countNumber": integer

},

"action": {
"type": "expire"

}

}
]
}

BEGEEHE

LUTREERT

B prod FFXAWREH BFENEEE 14 RWBRGELIH,

{
"rules":
{
}
]
}

BIEEREIT

UTRBERT

o

"rules":

FH 50 BR T &

—NREEN AT A HRREE L |, ZREER prod* B tagPatternList RBREHR

[

"rulePriority": 1,

"description": "Expire images older than 14 days",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14

3,

"action": {
"type": "expire"

}

v

L

—NRENE G EARREIEE , IR R E — N RIFICHBREGH EATA ARG

RIEEGERBREL
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"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {

"tagStatus": "untagged",

"countType": "imageCountMoreThan",

"countNumber": 1

I
"action": {
Iltypell: Ilexpirell

B IE I 7 3%

SR RBIE L S AR B S AN, AR T — R B8 A 0 B M DT 5 R0
%o

A
FRENS

« BB A, LK : ["beta-1", "prod-1"] , EH#EIX : 10 XA]
- BB, B, IZHRK : ["beta-2", "prod-2"] , BH#EIX : 9 KAl
- BB C, ;LK : ["beta-3"], BHEE : 8 X

S BRI RE U
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

.

"action": {
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RAriEmE

"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

e AR IZER

« AN 1 FRRAFEBR prod RENHER. ENZMNZENRERITHERCESR , EXRT—IHED

HEERR, ©HRE A RICHETH,

« AN 2 PR HEBIR beta REMNHER. ENEZMNEENRBRITHEIFICESR , ERRT—IHED
HEERR, EFREANE&BIRCATH. ER , Al 1 ERCRE A, IREEB EIH ,

NesRAM 1, Htskd,
i é:él:% . %@A Eﬁzﬂsﬂo

Pl B

XERHENRAIER , BRNEERIAFSERURRER,

FRERS .

« BB A, LR : ["beta-1", "prod-1"] , EH#IX :
- & B, EFFK : ['beta-2", "prod-2" , BH#EE :

- 8% C, IZIIRK : ['beta-3"], BHEE : 8 KAl

L AR

RIEZ A HLN 736
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{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

Lt A RENZEER
« AN FRATEER beta RENER. ENEINZENRERITHERICESR , EXRT—IHED
HEE&ER. EUNAEIME=1TEE , FHER A NRK B R HATH,

« AN 2 FRRTHEBIR prod REMNHER. ENEZMNEENRBRITHEIFICESR , ERRT I HED
HERERR, EFRBIEMARE , RAMETHEKEL4EMN 1 #7712 , R A RRicHMAER
&

- R HEHBAFNBEIH.
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RN P IFE S P IRE

LT RBIAEANAMNPHSMIERAIEE T A AYRKIE L, EURET M ROIEERENEDE

B SR DA% 45 B9 R
T~ A
EBEAAN LIEESAMTEERE | MEXASFHES HNRSER TR,

FRERS .

- B A, IRLS
- B& B, ¥
- BEC, IRXF
- BE D, #RX
BHE, fr¥

—

& : ["alpha-1", BH#ix : 12 K&l

K : ['beta-1"] , SH#EFE : 11 X7]

% : ["alpha-2", "beta-2"] , BH#EE : 10 K&l
% : ["alpha-3"] , BH#iX : 4 XHl

£ : ['beta-3"] , D% 3 KA

= = =

—_

- BB F, #¥FK : ["alpha-4", "beta-4"] , EHEE : 2 KAl
{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
.
"action": {
"type": "expire"
}
}
]
}

AR AR ZER

EEATN AP IFIE S MRE
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RAriEmE

« AN 1 ATIRAFRICAERIR alpha Mbeta MK, EAINEIREG CMF, ERZFCEITERXR

HEH/ , B C FELERML,
- R RE& CEIH,
=~ B
BUF RO BARRE R RIH ST,

FHRERAR :

- B8R A, FRXY|X : ["alpha-1", "beta-1", "gamma-1"] , BH#EE : 10 X5l

- B/ B, /LYK : ["alpha-2", "beta-2"] , B HEE : 9 KE(

« B/ C, ¥rZFIXK : ["alpha-3", "beta-3", "gamma-2"] , E#iX : 8 K&l

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

A AR ZER

« AN 1 BFIRAFRICSERR alpha Mbeta HBRK, EANUBIMANGSK. ENZNREHNES

FafricRB  EFRT I HELHEERE K. ©REK D REHTH,

- R HEHBAFNBEIH.

EEATN AP IFIE S MRE
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TEE A RE&

T4 ARRERIEEEETRMESFANMERE R WARME T —NREIT74 F ML 05 B 1 Kk
AR G5 RAVLEA

A
TEERTHNAFHREANBRRE —NEGAFEEEMEGT NN ERNEGEBERIEE,

FRENE

- BB A, RS
- Hf& B, 51Xy
- B C, HRXF

—

% : ["alpha-1"] , ©HEX : 4 KBl
& : ['beta-1"] , BHEE : 3 XAl
=[], S 2 XAl

[ T

- %% D, REH K : ["alpha-2" , BHEZE 1 X7l
{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

A AR ZER

« AN 1 RRFERE®. EWNAEIRBAK A, B, CH D, ENZESHREZANAMERMEEERY
B, BRERA. B CHiEATH,

- R BEA BMCEIH,
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T~ B

BURRBIGER TR AN R B A &7 — N RIE ay £ v A BRI
FHERR

« B&A, FFZH|K : ["alpha-1", "beta-1"] , BH#IX : 4 XF]
- BHF B, RXIEK |, BH#E : 3 X

B C , FRZHIK : ["alpha-2"] , O : 2 XHi

« B/ D, BZFIEK : ['githash"] , BH#iX : 1 K&l
BBE, YR [, BH#E 1 Xal

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
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"rulePriority": 3,

"description": "Rule 3",

"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1

I
"action": {
"type": "expire"

}

AR EHRBENZER
« AN 1 FRRFEBIR alpha iRENFEK. TRIEGK AN Co ENZREZFTRGIHRERRER
EAEH. eRER& ARCATH.

o AN 2 FRIRKRIRICHIER. EHAIRBIEHRG B M E, ENZFEEE - RNEGIFC AT, ©
MERE& B fric AT H,.

- M 3HFIRAEEG. TIRBIKERA. B. C. DME, ERNZREZBHEGHRAREGFIEHL
B, BR , EXERIERHE A, B, CRE, ANENHAKLERESHMAMIAL, ©FHEEK D IRICH
T,

. %R B&A. BFD BN,
Amazon ECR Ay & in B HAREE B &

Ao AR ERUTE ML,

EEFETAHERN RS , HSEAmazon ECR WA GAMERN =, BXERAVEETEAH
REEHY % E Amazon CLI , B2 62 4 A HAKEE (Amazon CLI).

AL TR

rulePriority
KA . BEH
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RENAARMBIRE , MEBIS. RERN 1 WEGEHRBEANEENA , RERS 2 AN
T—MNNHA , kb, SEQENEFEARRERMANE , DHAENANRF— -1
rulePriority H, B2 , EREHFHNEAN 2B , EFREEINF. EF tagStatus & any ¥
MW HREFZRAMN rulePriority EH B &EH T,

iR
description
KE . FHEHB

|

(RIE) $R 4 a5 B HA SR BE R AL Y R IR

HRERDS
tagStatus
KA . FHH

fim

HEERMNEGEARRBEANRENRBEENS., TEZIHETTIE tagged, untagged
o any, MRBIETE any , WFIEREEBLBRBEMITEAN, WRIEE tagged , EAIMIEE
tagPrefixList B, MIRIEE untagged , BBANMEE tagPrefixlList,

IRERATIER

tagPatternList
FE R . list[string]
MBI : tagStatus RENEFRIZ"ERIEE tagPrefixList &Y , 24AEM

NERICHRGABE R AR  REXSKEMFEA tagPatternList RIEEETHNRZ,
BATEELES D RN TS SBESR (¥ ) WEREHRIERIR , MERBELRIIRRKTESE
HASRBRIRIE, Bla0 | BRiIRMEFRIEH prod. prodl, prod2 & , MATLAERAFREER IR prod*
RIEEFIEX LG, MRIBEZSIMIE , MNEREEMEREENRSNER.

B
s
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/A Important

BN FRERZSAUMERAL MBS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,

FREBIRSIT*
tagPrefixList
KA : list[string]
QI : tagStatus RERNEFrIE"BRIEE tagPatternList &Y , 24EM

NESZIEET "tagStatus": "tagged" {BRIERE tagPatternList BIF A, BUMIEE
ESoRNEGRINAIEK , MERBHIIRNTEGARRERE. fl0 , MRENREER
127 prod, prodl, prod2 & , WA LAEARLHIER prod UEEFMAEX LRSS, REESZA
BRE, UEREEMEEERENE .

T

countType
RAE . FHHR
EEENATHREITHRE,

IR countType i&EN imageCountMoreThan , & A LAIEE countNumber BABIE — /N
n, AFREFHEEDFENEGHERS, MR countType REN sinceImagePushed , &
R BAEE countUnit fl countNumber , BASE 7 FE P FHENE S AR RF,

s &R )
countUnit
KR FBH

ME 2, NFH countType IREN sincelmagePushed At
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BEITHEN days ERARTEIEN |, BRELZL , IBIEE countNumber RRKEK,

RETE countType A sinceImagePushed BRI FEEFEE ; MREE countType BEMEMER
BEITHRN , FREHSR,
T#
countNumber
KA EH
EETBHBE, TEINENEER (0 TRUTEZNE).

MRFEAK countType  imageCountMoreThan , MZEBENEEZEEE#HEFRENEGN R
AHE, MRFEAH countType & sinceImagePushed , MiZ{E N EGE & A AR,

&
#
fim

EERERE, IEFWNERN expire.
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Amazon Elastic Container Registry Y Z £ 14

=R4 Amazon EEPRZE, fEN Amazon BF , AUl R T ENREASHELLHRBEALINE
RN EIREH O ELEN,

ZERNFHEEE Amazon BZRE. TEHBENREEHRAZN Z2MENEH NREMH

« =EE — Amazon AR E Amazon =HIZ1T Amazon IRFHEMZEN, Amazon ik R H
AZEFERANERS. ER Amazon M ITRIN—89 , FEZ A FREARNERN R MNBIUEL S
HHNEME, ETHERT Amazon ECR BWEHMITRI , S S EITRIEE N Amazon ik

>3

« DIRBE-EHREHEER Amazon RSRE. BEFENHMRARZNT , SHEEN BRIV
M, BRNTNERUKERREREM,

R

R BR T A SR Amazon ECR RN ARMEHREERN ., T EEHBMMEE Amazon
ECR URIMLN T2 M MEM M B IR, LENZET AR EM Amazon BRSS R A B &R R MR &
#9 Amazon ECR &R

FH

« J&FF Amazon Elastic Container Registry # Identity and Access Management

« Amazon ECR FHBERHF

« Amazon Elastic Container Registry B4 #1318 1F

« Amazon Elastic Registry R ERIREL 2%

- BhIBBIRS RIBRERE

i& T Amazon Elastic Container Registry BY Identity and Access
Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS TJ#BIEE A T2 #hig
H3 Amazon BRI A ENR. 1AM EEZEGETUAED S ORIE (2% ) IR (2GR ) &
F Amazon ECR &R, &AILAEA IAM Amazon Web Services RS , TEXFFA T,

ES

=

MH
o
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/

Amazon ECR A5
- FASMHITIHRIE

- FARKEEH

« Amazon Elastic Container Registry 2115 IAM &5 & 5 F

« Amazon Elastic Container Registry & T & 131 5 #& 7= 451

- FRETHREWNIERES

» Amazon Amazon #MRFIMERNIEERR

« X Amazon ECR FARFSHEXAE

« HE& Amazon Elastic Container Registry B & 3 #11 [&] £ bR [7] &

2R

& E 53X Amazon Identity and Access Management (IAM) 28~ E , E4AEURF & Amazon
ECR AT HY T4,

RSP - NREEA Amazon ECR RERER I , BNERER AN BIRUMENSIENNE, &
BEEAES Amazon ECR WEERFTER L , BHEZEEFNINIR, 7HMAERIGRNBEERT
BEEERBEREENNE, MRETE15F Amazon ECR FHIIEE , B2 HEE Amazon Elastic
Container Registry B & £ 17 7] & PR [7] &

REEER - MREELTAREE Amazon ECR BIR , BA8EX Amazon ECR EF T2 1584
R, BARERELENRS AP MiERIEL Amazon ECR HEERER. R , B450 IAM EE R 1R
RERUEUBRSHFHONR, BEFZNHELNERUATH IAM WEXRES, ETHEXENLAT
W{AF IAM 5 Amazon ECR #EEANEZE LR , S Amazon Elastic Container Registry #11a[5
IAM &6

IAMEER -MREZE IAMERER , BUFE THRUNTHEEREILEEX Amazon ECR B 15 [E Y
FHEE, EEFEAE IAM FEHK Amazon ECR ET B4R KRB , 2 Amazon Elastic
Container Registry T & 4 9 5K B& =6l

£ B 02 1T B IR AE

SEHRRIERE Amazon A BHEIEEFMN AR, B4 EL 1AM BF B4 58138 Amazon Web
Services Ik AR B F{E IAM A &3 1T EHRIE ( &% Amazon ) o

WMRE Amazon UEEARFE , M4 Amazon V4T ZEMH (SDK) Mas=47#E0O (CLI) , LAE
FERENERNERJITNZZEE, MREREH Amazon TE |, NIXMBEEEBER, BxEHHE
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ENHEETEBERNESERE 28 (AM AFERE) PR A TEE APl iERIAmazon £H
AR 4,

TieERMfM S RIS  SEAEEERHAMEZSER, S0, Amazon BUERFERAZESH©
BiF (MFA) RIEEKFHN RS, ETHREZER | 525H (IAM BAFERE) 8 IAM F#JAmazon
ZEHMRRIL,

Amazon Web Services &~ root FiF°

B2 8t Amazon Web Services ik , BEERF—NEREM , ZEAUUREHRIKSPFHMERIR
Amazon Web Services RS F&ER. B4 FH Amazon Web Services I root AP |, &6
B E AR TR it BB RN RZE M. BUBNUETEFRRAFRTEHEES
RPFRAFPEIE , AFEAXEZIERRTNEBAF T URITHES. BXREELZURAFSHEZHN
EESHWERIIEK , BF250H (IAM AFER) PHEEZRAFEIENES

IAM AP B4

| AM A 77 2% Amazon Web Services Ik RN MNASINAERFEERENRN S 4. EIRENIE
T, RMNBWEARNELE , MARNEEFKHEIE (WMEBMFRZESR ) B IAM AR, BER
MREE-LEEBENEAZSEERPESIEUR IAM AF , BWERRIGEZEB, BXEZES
ZH (IAM AFER) PN TEERHETIENAL , NEEEREHIH R ZEH.

IAM AR —NMEE—H IAM AR BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERAMEBERAFNR, flin , SBE— 1N EaINE
4B, IAMAdminsH BEZEA B FEE IAM ZRIBR,

RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNEILE. ETHRESELR  F5H (AM AFERE) F/Y 1AM A
REIEESVS

IAM B

| AM £ & RENIBEEHHENR Amazon Web Services Ik B 517, B©EMLTF IAM AF , BE54%E
ARF KRB, EEHIRETEME IAM B Amazon Web Services Management Console , 7] BAMF
FPE IAM A6 (#2414 ) . SR LUBT A Amazon CLI 5 Amazon API BE=EH B EX URL
RRAAR, BEXERAACGNSTENESEER , 21 (AM AFER) FNRABBN T %,

BEHIGREIEN IAM BRELATERLTERER :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html

Amazon ECR AriEE

- BRERAPR  ERRE SN ENR , FUEZACHNBEEUNIR, HREFORITHEHRIE
i, Z5OREAGHEXBRARRTHALACELINR. BXATHRSSORINACGHER | &
2 (IAM BFERE) PN NE=5 S0 RHFUIERAS (RESHRIE)

« ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LERREHXNBEESHTENR,

- BIKFFE : BULNER IAM ARUATTREKSFHEMA (AIEES ) BREHKS PHRE
Ho AERETEKSHAMBRNEELN, BR , X THELRIR Amazon Web Services % , &
AL R EEMMNEER (MAREAARENRE ), BETHEATEKSHRNASNETHR
MM BN EZ3 , 25 IAM BFEREHH IAM HEEETK - FRT R

« BIRSER — BLE Amazon Web Services BR35 A H At Amazon Web Services Bk35 RS HI 2
AE. Bl , HIBERSHRITBIEN , ZRSFEE 2 Amazon FZ1TRMAREF EC2 HHE Amazon
S3 FEHENR, RETRAEAXHARNEIENNIR, EARSAEHEARSHEXBERNIT
LB,

- BRERGELE (FAS) — HEEA IAM AP A BEFRITIRIER Amazon , BHEMAEZIE A
FERARLRSE , BURESHBIT—MNMRE , ABLBREEHMGERSHE S —MNMEIE. FASEA
HAZ AR LR Amazon Web Services fRSS B T ilEARS & HiERHER, Amazon Web
Services RFERELHBRFSWEIFEESHM Amazon Web Services fRFE RERREFBETRIVE
REt , Fo&kH FAS HR, EXMERT , BXMEERITXHIURENDNR. BXxAH FAS &
RETHYRBEFNE |, BSREEXR TR,

- RFAG - RSACGRRSAREELWIKS PRITRIEM S R IAM A€, 1AM EE G AL
£ IAM F oI, BRANBBRBRSACR, BXESZER , B2H (IAM AFERE) PHCED
Amazon Web Services fRFZERXBEH A€,

s REMBEXAER-BRSHEXABE —FTEEIINERSA®, Amazon Web Services FRE RS AT A A
REBENITREN AR, RESHEXASEEIELN S Amazon Web Services IKF |, F BIHRSE PR
B, AMEBRATUUEEFEETREEERSHEXBRHNR,

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 Rl LETH AL
Amazon CLI 2% Amazon AP| {&3RE N AR IEFHES, XHEE EC2 SRflhFMFRIZHET
B, BN EC2 £Hl2E Amazon AEHEEAMHRHEFENARRFER , £RFE0IE — MM NEZ%E
BINEPIERE N 4, EHRBXHITEZAEC , HAFE EC2 Rl LETHEFREBRER. B
KREZER , BFSH IAM BFRERPHER IAM &6 1E A mazon EC2 3E44] Eiz1THI R AREF R
TR

fi£ F SR = R 1 )

& T LA Amazon &3 6 22 5K H S E K inE| Amazon F s ERKIZEIFHFRINE., FHEHS
B— MR Amazon , Y55HREFXKEN , EaENENE, Amazon £ZEHEA ( AF. root A
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

Amazon ECR AriEE

FHRABSXE ) REFRMMEXLRE, KETHNRBERAFERELIER, KSHERBEL
JSON X #4#Y Amazon FERFREF. HXx JSON RENHENEHWNANETNESER , H2H IAM A
P8R JSON FKREHEN

IR R A LAER Amazon JSON REERIEE W AR BRI L, HFRY , BN EETT AR TR
1THRE | UREMALAFHTNIT.

RIANBRT , BRPMNAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, BEEABEUAMSENM IAM K , AR URAAG,

IAM ZRBEE SURERIINPR , o FAFERA MRS ZHITRE, Bl , RIREFE—NAYF iam:GetRole
BRENRRE, HAIZREH AP LM Amazon Web Services Management Console Amazon CLI,
= Amazon APl SRERABE L,

ET 508K

ETEHNRBETMMESZH (N IAM AP, AFASAR ) B9 JSON RRREE A, XL R
BHAFNASAEMAMES TN BLERFRITHRERE, BETHNMGTEZETSHNIRE , ES5H
(AM FiFiERE) FNERATSEERBEN BEXL IAM R,

ETSONRBEAH —SHXNAKRFERIIEENRE, NREBEZERAENAF, 4864,
RERBRIMVNRE , BULUREKRMBITHNZNAF. BHAMA® Amazon Web Services K7,
REXRKDIE Amazon REXBNEFRERE., E7HRNAEXE RN AR Z E#HTIER

BZHE (IAM AFiEm) PREREERBSNRER 2 EHTEE,

BT HIRM K

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FREMEREE ., EXFETHRNRBNRS T , RESEER JMERENREHXSE
RROTE X FEEPHMNREENRIR , RKIEESUSE EE T X ZFRHATHEREARETAL
FHETHIT, BLTEETHRENRBREEER, ERATUNSEKS, AF, A, BEAFEH

Amazon Web Services B

ETRFNRE RN TIZRS FHRNBKRE, ETREETRRENRBERER IAM F1 Amazon £E
KB,

HREgRE

Amazon XIFHMAAE LR RE, XERBRBEALIREEE ANRERE @SR THZRAR
PR o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon ECR AriEE

- RRLA : RRLAAR-IERBE, AT REETHSOREBALN IAM K& (1AM BF A
) BFHNRANR, BANXTHRENRILR. SEEZRNREXGCET HHHRBEREENRIL R
MIRE&E, £ Principal FEEAFRAGHETHRNVRBEAZINRLA RS, F-—TREFNE
RNELFEZ AT, BANRLANESEE , FZHIAM BFERFH 1AM EEARRLD .

« BRS5IEFIRRE (SCPs) — SCPs 2 JSON Kt , ATHEEFRHLAHAL E{ (OU) WRANR
Amazon Organizations. Amazon Organizations 2 —I 8 F X &M HEH 2 Amazon Web
Services Ik~ T THANEFEENRS . NRESHALRTNATEIAE , WA LUNRS 4
KRB (SCPs) B A FEMNEMHLMANK, ., SCP BR&IK A MF FHS4E ( BFES Amazon Web
Services Mk AR B P34k ) AR, A% Organization SCPs s MINEZE R |, H3 1 (Amazon
Organizations FIF /) R RS 125K,

. BRILEIZKEE (RCPs) — RCPs 2 JSON XBg | @A LA CRREK S PR RIS KA AR ,
MEEEFH M ERENENERN 1AM KB, RCP BR&IRAMKFA P RBENNE  HUEYRE
? (BREEH ) WEBIR Amazon Web Services IKFIRAF , TIEXEERRERE TENAELE,
A% Organizations BB %{S 5 RCPs , 21& Amazon Web Services fRS iz FH %)% RCPs , &
2% (Amazon Organizations AP 1EM) F R EIRZEH K (RCPs).

« RERE  QERBRIEUREESXNNAGTERSAF IR IR 2EMEAN S BUREN SRR
ZRAFNNRREAFIASHNETENNRBASERKAIRE, NREBAURBETHRIE
B, E—URBHPHNENELFEEAN. BXEZER , BEH IAM AP ERMPHSERE,

S REERE

SN REWRBEA T —MERE , ERHRREMERNELRR, ETHES RS HRBEER
{7 Amazon BERE AVWER , HSH IAM AFEEHNRBITEEE,

Amazon Elastic Container Registry Z{ai 5 |IAM &4 £/

E6EH IAM EEX Amazon ECR Wi RXBR 2 8 , BR1Z T #EERLE IAM ZhEER] Fi F Amazon ECR,
E£E 7 # Amazon ECR MHfth Amazon RS IAM BEERA , 5 H 1AM AFERTH S
IAM B & £ FAfYAmazon BR55 .

FT

« Amazon ECR EF 5%t F

« Amazon ECR & T & RH KR

« HF Amazon ECR #rZEHIIF

« Amazon ECR IAM & &
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR AriEE

Amazon ECR ET B HIKRE

BEEA IAM ET SRR | SALEEARAFSIELNBRENTRUR A FSRIELIRIENS
#. Amazon ECR XS EMNRE. BREMZMHE, ETHE JSON KBPFEHNFAETE , BSH
C(IAM B EmE) 98 IAM JSON X TESE,

BR1E

EIE R W LAEA Amazon JSON REEREEERMIBRMT L, BRRY , WA EMAATLN T LABTIRK
1THRE  UREMALAFHTNIT.

JSON KEEMY Action TEBRT A FERE B AT RIEL G RINIRE, REREETESKEKN
Amazon API ##ERR ., B —EHI5ER , Hla& B IRE API RENXRINIR B, BE—LBRES
BEEFRBAPRMITSMREE, XEMMRERNBRIEE,

R EERFEUR FHATREIREAIRR,

Amazon ECR A RBIREEREFNEEAUTHELR : ecr:. Hl0 , ERFEAFER Amazon ECR

CreateRepository API #4E8IE2 Amazon ECR F&FEMNR , BRI ecr:CreateRepository
BEMNAHLREFT, FRIFOMLINEE Action 5 NotAction ;t&R, Amazon ECR EXT—4HEBETS
MIRME , ERE T AERZRSHITHES.

EESENMEAPEESTRE , BEAESHEIRET , TAR :
"Action": [

"ecr:actionl",
"ecr:action2"

B LERABESR () BESMRE, i, EIEELLEE Describe FFLMFIERE , /AT
BRIE -

"Action": "ecr:Describe*"

EEF Amazon ECR BEW %Ik , 55 IAM AP 88 F R Amazon Elastic Container Registry H#
B, BIBMEZHE.

IR

EE A LA Amazon JSON KEESRIEEHEBRIGRIMT L, BRI , BANEMRTT LN L EFRR
TiI8E | UREMAARBETHIT,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html

Amazon ECR AriEE

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHEBE Resource H|
NotResource T, EANBREXE , EFERH Amazon BEE# (ARN ) ERR. N TXFHE
RREE (MARRER ) BIRE |, BT LU ITILRE,

X TFAZFRRENRAORE (M HRE ) |, BEABES (¥ ) ENEANATHRRERF,

"Resource": "*"

Amazon ECR FERFEERLLT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

BXAEXMWEZEE ARNs , S H Amazon FIRE# (ARNs) #l Amazon RS a5 % ZE 16 o
Bl , EEEFEAFIEE us-east-1 XFHHH my-repo FE , EEALT ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

EEERTREKSNAMBEEE , BEABES ()

"Resource'": "arn:aws:ecr:us-east-1:123456789012:repository/*"

BEEEMEAPEESNMAR , 3 ARNs RiES TR,

"Resource": [
"resourcel",
"resource2"

EEFE Amazon ECR BIRFEHE K HFIFK ARNs |, HSH IAM FHF'?E@qJE’JI%i?_‘%*ﬁ@%%Eﬂﬂﬁ
EMHHRFR, BT HRETLERABLERERRESNARREN ARN |, 55 Amazon Elastic Container
Registry & X BVR1E,

e

I R A LAER Amazon JSON REERIEEWAN BRI L, HFRY , BN EETU AR IFER
1THRE | UREALAFHTNIT.

f£ Condition jt¥& ( = Condition 3t ) # , AT EBAERMNEH. Condition TEETE
V. BAIOIRERAZGZER (W, FFHNT ) BEHRER , UERBPHAREEERPHE
HMTE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

Amazon ECR AriEE

MREE—MEAPEES A Condition & , HEEN Condition TEPEESME , N
Amazon 2% AND EEIFMEEAN]. MRENBENFAREESME , NERAZBBORZEXK
Amazon 1P %M, ERTEATRRR 28I LHUH BB RIS

EEESMRN , BUANERSUNGEE, Hl, REEFEA IAM BFE4518 IAM AR, 888X
HETFHRRRHNNR, BXEZER , F2H (AM BFERE) 780 1AM ERTE  TENHZ,

Amazon XELRFXFUHFHRNBETRSHZMEZH, EEFFE Amazon £REFHE | ESH IAM
AFERETRAmazon £ B& 4L TR,

Amazon ECR EX TEHCOHW—HZHR K EXFEA—LE2REXHE. EEEMEA Amazon £R&H
2  FSEIAM APEEHRAmazon £ B4 £ T XEH,

KZ¥ Amazon ECR BR{E# X #F aws :ResourceTag Ml ecr:ResourceTag &4, BEXREZE
B, E2H £RETHREN A RS,

E&EF Amazon ECR &# @M 3I%K , S IAM AP R HH Amazon Elastic Container Registry T
NHERHE, BETHRETUNPLRENTREMASZHSR , B3 Amazon Elastic Container Registry
E X,

R~

E&EE Amazon ECR ET BB KA KA , iHSH Amazon Elastic Container Registry E T 53#)
RBE Rl

Amazon ECR & T &R KB

ETRRHKEEEZ JSON KEEXHY , ©IEE TEEZFE AT E Amazon ECR &R EHITHVIREL K
EAAZHETTMIT. Amazon ECR X#F4t3 Amazon ECR i ENE T A RN ER, ETHR
WERBEATEETRROEMKSEFERANER, St ERETRRNEREU AT Amazon RS
I EIEH Amazon ECR 17,

ESABK/ER , SRLHEANKS SHEMKS P IAM KEEENE T RN RBEHHNETLA,
HEKSEAANIETHRNREARBUEEXRRIFEN —F¥ME. SERANRRLTTER
Amazon K RS | BESREEFLARER TIHRBRORR. BEEFET 54079 RIS 0 E K44
BFNR, B2, MRETHFRNRBEAR -KSFNEXEARTHRARR , WEFEEZEETHOH
KB ANIEAE Amazon ECR F#ERR. AXEZFEE , 56 (AM AFER) FH IAM A6
EETHRBNEEBATE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon ECR AriEE

Amazon ECR BRSMNiF—MREMNE T HRVERE (FARB[RE ) |, XFREHMBFRE. X
NERBENPLEERAZE (KF, AP, SENRSS0AF ) AINEFREE LRTRE. ETHD
AR E T RRNRBEM N F#E |, §Z R Amazon ECR FEVFAE 176# & KBS .

(@ Note
£ Amazon ECR ZERM S | KIETE Sid XiF IAM policy PR IFM HAa =M E BB,

=~

EEE Amazon ECR E T &R KEEH RAI , ESE Amazon ECR FFAE F#ERE R |

E T Amazon ECR R E1Y

B SURHR B INEl Amazon ECR &R , EREIER P FHHrZA&EL Amazon ECR., BEE THR
LEEIEE , BEEMA ecr:ResourceTag/key-name, aws:RequestTag/key-name =,
aws:TagKeys & RBERBNIMH TEZPRMRZFE R, BXHIE Amazon ECR BRNEZER
%2 7£ Amazon ECR 4R E EME.

EERETHONERR (ATREDR LNRERRFNZERNTER ) WRE , ESRERETHRE
B9 13 (R 42 %1 o

Amazon ECR IAM & &
| AM £ & R2&H Amazon ik A BG4 ENX R SR{E,
i et EUE A F Amazon ECR

A LAER IR ZIERFTERES EARIEES , 2K IAM B2l 9 REKF AR, S LB
FAssumeRole= Z K Amazon STS AP ##/ERIREIE Bt & £ i $ GetFederationToken,

Amazon ECR Sz #fE F Im B FZ ik o
REMEXBE

AR5 HEX A S RV Amazon RS 1A R H M AR S PRV SR REBTRIERE. BSHAXABERE IAM
KPR, FIFZBSE. IAM EERAIUNESETREEBRSHEXABHNER.

Amazon ECR X#EFRESHARAR, BEXEZEELR |, 55 X Amazon ECR ERARSHKAE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon ECR AriEE

Amazon Elastic Container Registry £ T & 13 #9 5% B& 7R 4l

RINBERT , ARNAREELEHIENR Amazon ECR BRHIARR, 4]t TEEA Amazon Web
Services Management Console. Amazon Command Line Interface (Amazon CLI) 3 Amazon API
TES. ERFAPXMERBRRTRENNE , IAM EE G ATLGIE IAM Kig, EE ARG UG
HERMmIAM K, ARFAURKAAE,

BT RUAERXL RG] JSON REEXHEGIEET IAM HHNEE |, 56 (IAM BFiERE) P8l
2 IAM KB (258 ) .

X Amazon ECR EXMBREMERELE (BRESMHMRREXENEN ) WiFHAEFEER , 25 (ARNs
R BEINS#E) M Amazon Elastic Container Registry BVI2/E., BRI ZHZ4A,

ETHRNMAERXL RS JSON R X612 IAM ET S MK , 28 (AM AFER) $HN%E
JSON &+ L 63 R,

£

- RBMREXEK

- f£H Amazon ECR ##|&

- AAPEEMHI]B SRR

- iHA—4 Amazon ECR Ff &

R R fE SRR

ETHONEBBEERENMNARSALGIE, HRZMEREK S HH Amazon ECR %R, XLRETTEE
2 Amazon Web Services I E A, SIEHREBE T F DR , FERBUTHERANER

o FIBEA Amazon BERBEHELORENENE —EFREAFPMNITEAERTNR , BEARF
ZENLRAGRFNENAMazon TEXRE, SNERBMRARTH Amazon Web Services IKF, &
EBRWEE T E XX BB Amazon ERFREERBRH—SHIONR. BXEZER | FS
# <IAM AFEr) F8 Amazon £ E X K BE R TEEREER Amazon FEE R KB,

- NAREWNR : £6H IAM FBIRENRRN |, HNRFRITESENNR, At , B UEN
ERERGTUUNBERBFIITHERE , SR ARKENREFRT, EXER IAM BANRHNESE
B EZR (AM AFErE) R IAM AR B FIER

o S IAM FBEFHNEREHE—SREITRNRE ; &0 LA B R BRI KE I REMET RN IERE,
Flan , BAILURERBEZGERIEEMAMEA SSL RIXEFIAER. IRBSBERBEISENARE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/ecr.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html

Amazon ECR AriEE

BB, Nt o] A AR ERRF XN RS BRIEN LRI Amazon Web Services BRSS |, #1320 Amazon
CloudFormation. BXEZEE |, 5 (IAM AF1ERE) F# IAM JSON FETE : &4,

£/ IAM Access Analyzer BiEZH) IAM KB | SUBRFRN RN L2 IhsEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERRERAS IAM KBIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEBEER S BEEMEN
K, BXREZELE , 520 (IAM AF1ER) FHEA IAM Access Analyzer KiiE KB,

- EEZEEHRIE (MFA)-TR Amazon Web Services I F BRI RZE IAM AFSRAF | BR
A MFALRSEREM. BEERAA AP BENFE MFA | B8 MFA ZHFMEIZHERB, BX
BZEE , BZH (AM AFEm) RHEA MFA RF APIIAEIH,

BX IAM FREXENESELR , H2H (AM AFERE) 71 1AM A2 HEXEK.

£/ Amazon ECR 24l &

E i/ A Amazon Elastic Container Registry 12 &l & , BUMER —HREWNR, XLERPRLMATFE
HIHFEEFBXE Amazon K H Y Amazon ECR BRIVFMAER. MRMBLAENRENREER
FROETESONRE  NTHMNTZRXBHSE (AFRZAE )  BEAREERMBEREZET.

NBRXLETARPATTLAEER Amazon ECR ##|A& |, B EISSAR
flAmazonEC2ContainerRegistryReadOnly Amazon &R, BXEZEL , HSH IAM AR
BRI AP RIGR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon ECR AriEE

]I

"Resource": "*"

XN FXAA Amazon CLI 2 Amazon API WAF | B EERNHRERGEKEFHANR. Bk , RATFH
) 582 R ITH APl R 4EHE PTEL AV IR 1E,

AFAFESMHINE SR

ZRBIRER T BRI RS AAE IAM AR EEM MBI EAF SN ABRFMTEE XK, LR
BIEEEZEHA LA Amazon CLI 5 Amazon API LURTEF IR LR ERN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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Amazon ECR ArfEm
}
]
}
| —4 Amazon ECR &6 FE
FEARRGIF |, &4 @ Amazon KPR AP R FIHREIER Amazon ECR #F&EHN R, my-repof®

EFLEARTAFHEE, REMIIHER.

{
"Version":"2012-10-17",
"Statement": [
{

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[

"ecr:GetAuthorizationToken"

P

"Resource":"*"

I
{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

P

"Resource'":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

}
]
}
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Amazon ECR AFiEmE
£ A E TR0 17 B 42 &l

Amazon ECR CreateRepository API AT EERBEHEREERE, BXEEZEE | B2
¥ £ Amazon ECR H#RiCFAE ZE

EFAFEBEEFEBNCTFES AP AN AERER BT RNIRE (6
W, ecr:CreateRepository ) . MRERFROIEREMEDIEE 7THZ , I Amazon &3
ecr:CreateRepository BEHITTANENR , URIEAF B ER RIS NR,

B LB 1AM policy REREFHRENIHEES, REMT,

LT RN ATFRAFPEFERERFESRIEH key=environment, value=dev,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
},
{
"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
}
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RAriEmE

}

LT REFARTFRAF N F#EERRRES , BRIFTTBIRIC

Hkey=environment,value=prod,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"ecr:ResourceTag/environment": "prod"

}

Amazon Amazon B R EM RN ITE R

Amazon EEXERVENEEM IR KR Amazon, Amazon FEERKEENFZE N AHIERM

IR, MEEAILTF RN AR, ANMARDENR,

FidfE , Amazon TERB U RET NN EAHIR FRENRBENE , BREedEmAE Amazon

ERER, RNBUWESELEETENERZRNES EEE KKK — SR NR,

BT EE R Amazon EEFEBPENHNER., R Amazon B Amazon FEE KB E X HRE , 1
BN MZREBAMXBNMEZERASS (AP, AFA® ). Amazon RREFREEBINHH API

KA RS 1] LAE A # Amazon Web Services RS B9 API 1248 E £ Amazon IEE K,

Amazon I 3 ECR K& R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

Amazon ECR AriEE

BXREZEE , F50 (IAM AF#ER) PR Amazon FEE R,

Amazon ECR Rt 7T ZMNEE R , BAILUFIX LRI INE IAM S HHIL S5 EC2 £Hl, EBIX
LESRHE |, BT X Amazon ECR BIRH API BAEM 15 R R TR RR A RS, BXRIXLEREHRE
MEN AP RENEZE R , 51 Amazon Elastic Container Registry AP| & R4,

e

» AmazonEC2ContainerRegistryFullAccess

« AmazonEC2ContainerRegistryPowerUser

» AmazonEC2ContainerRegistryPullOnly

« AmazonEC2ContainerRegistryReadOnly
« AWSECRPullIThroughCache_ServiceRolePolicy
» ECRReplicationServiceRolePolicy

« ECRTemplateServiceRolePolicy
- Amazon ECR E#1 7 ¥ Amazon BBE

AmazonEC2ContainerRegistryFullAccess
&AL AmazonEC2ContainerRegistryFullAccess REEMIMNE] IAM B 17

BUFERALEERBENER , BEECNHEFAEREBZH IAM policy, Hltn , BAUBIE—ME
B, T AAFSACREELEERGRIMNE , AEE Amazon ECR KA. f&B) Amazon ECR
A ARG, BUNEEEKETRENEGARERE, £HEAHKREELH/ENR CloudTrail E
#4R %, Amazon ECR B 5% MK Amazon CloudTrail , FItE Al BAE#EE Amazon ECR ##| A &R
BN E AR EN, AmazonEC2ContainerRegistryFullAccess & IAM policy @ &
T HH cloudtrail:LookupEvents PR,

RRFHE R
ZERBEBEUTNR :

« ecr— AWEREAZL£HREPAE Amazon EC APIs R,
« cloudtrail— AFZRXAEHKH CloudTrailiEIRH EEEHH Amazon CloudTrail Insights 4,

AmazonEC2ContainerRegistryFullAccess FHUI TR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/LifecyclePolicies.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/LifecyclePolicies.html

Amazon ECR AriEE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecr:*",
"cloudtrail:LookupEvents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}

AmazonEC2ContainerRegistryPowerUser
& T LA AmazonEC2ContainerRegistryPowerUser REEHIINE] IAM & 15

HRBERTFEENR , U IAM AFRERF#EEF , EFATENBRFEEIEXNA T F#EN
REE SR

RRFHRER
ZERBBEUTR :

« ecr : AW EHEMMEAFRE , UAREMEREARRE, ZERATWRTREREEESE RN
AT el EnBHRIKEARR,

AmazonEC2ContainerRegistryPowerUser FRE&INT AT Ro
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"Version":
"Statement":

{

"Effect":
"Action":

1,

"2012-10-17",

L

ecr:
ecr:
ecr:
:GetRepositoryPolicy",

ecr

ecr:
ecr:

ecr

ecr:
ecr:
ecr:
ecr:
:DescribeImageScanFindings",

ecr

ecr:
ecr:
ecr:
ecr:

"Allow",

[
GetAuthorizationToken",
BatchCheckLayerAvailability",
GetDownloadUrlForLayer",

DescribeRepositories"”,
ListImages",

:DescribelImages"”,

BatchGetImage",
GetLifecyclePolicy",
GetLifecyclePolicyPreview",
ListTagsForResource",

InitiatelLayerUpload",
UploadLayerPart",
CompletelLayerUpload",
PutImage"

"Resource": "*"

AmazonEC2ContainerRegistryPullOnly

&AL AmazonEC2ContainerRegistryPullOnly SKEEHANEI IAM & 15,

LR R F M Amazon ECR EIVERMREMNNR, MRIEMKREA T EFRE , NEER/ R EFM Lk
EMER S ABRRAVIREL,

RERFMER

R EBEU TR :

« ecr - AR ERABRIFHERES BN BHRREK,

AmazonEC2ContainerRegistryPullOnly RBE# R PTRo

Amazon I 3 ECR K& R
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage"

1,

"Resource": "*"

}
]
}

AmazonEC2ContainerRegistryReadOnly
& LA AmazonEC2ContainerRegistryReadOnly RESHMNZE] IAM B 15,

LR EEIR T Amazon ECR FWRIENPR, XBIEYHEHEREPREGIIIEE. ©iE3IEFEA Docker
CLI M Amazon ECR 12EV&E &K ThRE,

RRFHER
TR I E U TRR :
« ecr - AT ERANEIF#ERES BN B KK,

AmazonEC2ContainerRegistryReadOnly K& T AR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",

"ecr:DescribeRepositories",
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ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

1,

"Resource'": "*"

AWSECRPullThroughCache_ServiceRolePolicy

BT BERF AWSECRPullThroughCache_ServiceRolePolicy &/ IAM policy i iNZEIEH IAM
K, WEREEMMEIRSHEXAR , ZABAY Amazon ECR BN ZFREMIERNEGHEEDEFME
FE. BXEZEER , BZH ATEFRIA Amazon ECR RSHEXAE,

ECRReplicationServiceRolePolicy

& BERF ECRReplicationServiceRolePolicy ¥EEH IAM policy M iNEREY IAM SE4K, 1B A
B RS X BB ERE LT Amazon ECR RREBNITRIE, BXEZER , 5/ X Amazon ECR
FARSHEXAE,

ECRTemplateServiceRolePolicy

BT BERF ECRTemplateServiceRolePolicy FEEHRI IAM policy Fff iNEIREY IAM 24K, LB N E AR
S A BN KR AT Amazon ECR {REWHNITRIE, AXEZER , SR X Amazon ECR £/
fREHEXAE,

Amazon ECR E#7 7 ¥ Amazon BBk

BEHIZBRSTRERXLEEHRUFRI Amazon ECR Amazon HEEREEHMMNFAESE., BXLRE
ERMBEZNERR , 1T Amazon ECR XA $icF N E LM RSS iR,

B DU B

AT E1FEEH Amazon ECR  Amazon ECR RN 2025 3 A 12 H
[RSHEXAE - NABERKEH  F AWSECRPullThroughC
B ache_ServiceRolePo
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Amazon ECR

RAriEmE

EK

Il 5% EC2 Container
RegistryPullOnly-#T B &

ECRTemplateService
RolePolicy : ¥ 5E 8

AWSECRPUlIThroughC
ache_ServiceRolePolicy — ¥t

DA REE Ay E AT

AWSECRPullThroughC
ache_ServiceRolePolicy : #7

KRB

HiR

licy REE, XLENRAY
Amazon ECR M ECR #AE %
R P IREAR SR, EAREE
AN E 7K B HAth Amazon
ECR A EMERANEGKE , X
=NEN.

Amazon ECR N7 — I K
%, ML L% ECR #F{XPRHL
EVEY A PR o

Amazon ECR N T #5%K
B&o LLEREES R T #6F
BEMRINEER ECRTempla
teServiceRolePolicy

RSHEXABXEK,

Amazon ECR F#TX PR in
F| AWSECRPullThroughC
ache_ServiceRolePo
licy KB, XERNEARNF
Amazon ECR & 3 Secrets
Manager ZRMMEZAR. =
FRAZFRIANXREFTEE
SRR L EM R PRI
Bet , EEENR,

Amazon ECR 70 T $5K B
R SR TEFRINIIE
B AWSServiceRoleForE
CRPullThroughCache
RS AEEX,

B

2024 £10 A 10 H

2024 56 A 20 H

2023 11 A 15 H

2021 £ 11 A 29 H

Amazon I 3 ECR K& R
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RAriEmE

EK

ECRReplicationServiceRolePo
licy : #T SR &

I 53k EC2 Container
RegistryFullAccess-X Bl B B
K EH

M55 EC2 Container
RegistryReadOnly-31 218 B K
R

NI 53 EC2 Container
RegistryPowerUser-X3 818 B
RHEH

Al 5% EC2 Container
RegistryFullAccess-X Bl B B
REEH

DU

Amazon ECR 0T #R

B, LRESATEHThEE
B AWSServiceRoleForE
CRReplication MRE#HEX
ABHEX,

Amazon ECR 74X BR 7 o0
F| AmazonEC2Container
RegistryFullAccess
K, XENRATFEIEAL
# Amazon ECR RE MK A
&,

Amazon ECR F#T R 0
F| AmazonEC2Container
RegistryReadOnly X
B , ZREE AR ARRE
AR, JNHRSUARE
REGHNAEER,

Amazon ECR F#T PR N
F| AmazonEC2Container
RegistryPowerUser 3K
B, IXLERUPR A2 F ZFE AREL
EanBHRRE, JHREUR
EREGHAEE R,

Amazon ECR FF#TX PR in
#| AmazonEC2Container
RegistryFullAccess

K, SATREKERH
CloudTraili#3RV EEE45,
Amazon CloudTrail Insights =&
.

B

2020 12 A4 H

2020 12 A4 8

2019 12 A 10 H

2019 % 12 A 10 H

2017 £11 A 10 H

Amazon I 3 ECR K& R
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Amazon ECR

RAriEmE

EK

NI 53 EC2 Container
RegistryReadOnly-X 1 8 B %
O

Al 5% EC2 Container
RegistryPowerUser-3 Bl B B
REOEH

I 53 EC2 Container
RegistryReadOnly-$7 B

I 53 EC2 Container
RegistryPowerUser-# B &

I 5 ¥k EC2 Container
RegistryFullAccess-#T B

Amazon ECR FF 18R ERE X

DU

Amazon ECR F# R 1N
#| AmazonEC2Container
RegistryReadOnly =X
B, XLRPRAFEFEABTR
Amazon ECR &%,

Amazon ECR 74X BR 7 o0
F| AmazonEC2Container
RegistryPowerUser K
B, XLNRAFEEAHER
Amazon ECR &%,

Amazon ECR %N 7 — I X
%, B S# ECR &#F RiENX
PR, XLEMPRBIES HEME
REBPEGNIIE. it
¥&{# A Docker CLI A Amazon
ECR IREVGR BRI ThEE,

Amazon ECR %N 7 —I#T X
KR, ZRERTEENR , &
THPEBRNBEAGF®E , 8
R RV BRF M BEE S B X
A T b AT 89 SR BE ST,

Amazon ECR 10 T ¥R,
IR F Amazon ECR HY5E
21HEIRR.

Amazon ECR B 14 IR BR
Amazon £ E R IEH E X,

B

2016 £10 A 11 H

2016 £10 A 11 H

2015 % 12 A 21 H

2015 12 A 21 H

2015 12 A 21 H

202156 A 24 H

Amazon I 3 ECR K& R
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¥t Amazon ECR fER RS HX AR

Amazon Elastic Container Registry (Amazon ECR) Amazon Identity and Access Management £ f
(IAM) RS HEXABRRUEERAEFINREREENEMENNR. RSHEXACRE —MINEFREN IAM
A’ , ©5 Amazon ECR BEi##EfXx. RFEHEXARHE Amazon ECRTIEN ., ©BEZRESZHILE
AMENEFNBFRITEMENAENR, NIMKEESFHIEZFRIZE , RE2BIIER
SHXAB, BXEZEER , H5H Amazon ECR A IMRIRE.

REMEXAEFILEERMEEY Amazon ECR REEHMEFRN. XEEN , £AZAE , &5
T RBFEHRMAALENNR, Amazon ECR EXHRFSHAXBEHNIR , RFESHEX , BNRE
Amazon ECR I AZAE, EXNNRBEEERBNNRREE . TrER 2R KB M EM
HAth IAM 324K,

REXZAIMRLNEFREFRNCE , TEMBRENNRZHEXAR, XUUBREFTSTEH
ffl Bk Amazon ECR XX LEThREFT EMINER

BRAXERSHEXAGHEMBRSHNEES , HSHAS5 1AM B & EANAmazon R3S, FIEERE
L, ERERSHAXACIFEFRENRS. ERREEFZRSHRSHAXA T EEE,

FH

« Amazon ECR RZHEXA & XM XE

- ATEHIH Amazon ECR REHEXAE

- ATEFEIM Amazon ECR REHXAR

- AT E#EAERERN Amazon ECR REHEXAE

Amazon ECR FREFHX AT EFNXIE

Amazon ECR £ Amazon ECR REMAMEXEXFFEARSHERAER, BX Amazon ECR X3
AAMMNESZEER , 5% Amazon X3 i <o

AT E 4| Amazon ECR REHEx<AE®

Amazon ECR & N #I RS X A & AWSServiceRoleForECRReplication , iZ & 71 Amazon
ECR B Z/N\ K~ & HlR &,

Amazon ECR WY RE X A &R

AWSServiceRoleForECRReplication [RFHEXABEEUATRFZTRKAANZAL :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/general/latest/gr/rande.html

Amazon ECR AriEE

« replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy ABIXPRERE 2 1F Amazon ECR M RREALUTE
£ :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note

ReplicateImage & Amazon ECR AT E#INMNE API , TeEEEEA,

MMEERR , 2 IAM R (AR, A5Ae ) 22, FEIMERBRSHEXAG, BXESE
B, B2 IAM AP ERHPRN RS EXABNR,

A Amazon ECR BIZRZHEXER

TEFH 612 Amazon ECR REHEX AR, HHEE Amazon Web Services Management Console,
3 Amazon AP| F5Eft R El B & #/i& BRF Amazon CLI , Amazon ECR £ W &SI EBREHEXA R,

MRIEMBRT RS HEXACRAEFTEFTRCET , WL EAEBNREEENK, RERCIZLA
B, BN EMKREEEFREN , Amazon ECR FHEXNERERFZHEXAE,

A Amazon ECR RERSZHEXER

Amazon ECR T R Fzh 4% AWSServiceRoleForECRReplication FREZEX A, FERIERSHEX
ARE , BRETEERACHEN , BN TREESHASI AZAC, T3, BAUFER IAM FEH
BRHE, BXEZEL , B3H (AM BFERE) PHRERSHEXAR®,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon ECR AriEE

A Amazon ECR MIBRERS XA R

NRTBREEAENFTERSHAXBACHEBEIRS , RMNBUEHRZAC, XIEERIBERRE
HERREFNAREALME, BR , BLAERRENXBPREMREFERE , 2 EF3HRIBRKESE
xEE,

(@ Note

MREZBEAMERAIR , T Amazon ECR RFMEEABE , MREBRRETRLAKR. WRE
EXHER  BEF/LoH , REER.

fl B 55 FA 89 Amazon ECR %R AWSService RoleFor ECRReplication

1. 3TF Amazon ECR #2#|& , Pt R https://console.aws.amazon.com/ecr/o

2. MNemER  ZEEANHRESFRENXE,

3. ESMmERT  EEINEEME.

4. 1£ Private registry ( #AB XM ) WE LK Replication configuration ( EFIEE ) #o , E#F
Edit ( 438 ) o

5. EMBRFIESHEIHN | HikR Delete all ( =ZPMIBR ) » WSBREEHIA,

£/ IAM FaRIRESHEXAE

£/ IAM $#2%]& Amazon CLI, = Amazon API il BRAWSServiceRoleForECRReplication ik 5548 %< &
B, BXREZER , BEZN (IAM AFERE) PR BRESEXAE,

AT EFEIA Amazon ECR REHEx<AE®

Amazon ECR & WK RS X AT AWSServiceRoleForECRPullThroughCache , Z & & it iF
Amazon ECR R REMITIRIEUZREFRIURE, BEXETFRIMWESZEE , B2RAATENES
7 1R BN S & R VE A 18] B R Y 770 FE BV B AR

Amazon ECR YRS M%< A &R

AWSServiceRoleForECRPullThroughCache [ S X A BEEUTRESRRAAZAE,

* pullthroughcache.ecr.amazonaws.com

RRFHER
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https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR AriEE

AWSECRPullThroughCache_ServiceRolePolicy #X PR ZE B Fff A0 EI AR S5 48
XAE, LIEERBERN Amazon ECR ITUT#H®R#E. BXEZEER , H5H
AWSECRPullThroughCache_ServiceRolePolicy,

* ecr— ¥ Amazon ECR R FEGRIHA ML INLBFHEE,

« secretsmanager:GetSecretValue— /3 Amazon ECR g% 3 Amazon Secrets Manager
REANMEANS. SEAZFRIANEAEEIMRPEEZTESHRIEN L MR P HRER |
FEWENER. ENRBRLGERATFH ecr-pullthroughcache/ BMBIRNH,

AWSECRPullThroughCache_ServiceRolePolicy FEEELLT JSON,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ECR",

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage",
"ecr:BatchGetImage",
"ecr:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"”

1,

"Resource": "*"

"Sid": "SecretsManager",
"Effect": "Allow",
"Action": [

"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}

MREERR , 2 IAM R (AR, AAe ) 22, FEIMERBRSHEXAG, BXESE
B, B2 (AM AFERE) PRRSHEXABNIR,

A Amazon ECR 8|2 RESHKAE

TEFHRNEFRIEIE Amazon ECR FREMEXA R, ZHBE Amazon Web Services Management
Console, = Amazon APl R ARG FMRGIZEBEEEMN AT Amazon CLI , Amazon ECR £ 7184
BRFMEXAE,

MREMBRT RS HEXACAEFTERRCEE , WA LEABEBNREETENKS RERCIR LA
B, HENMEEIMRGUEZZFRIAMN , MRBSEXBEEFFHE , U Amazon ECR FHEH
REIZZAR.

A Amazon ECR RERZHEXAE

Amazon ECR R R F 31 #miBAWSServiceRoleForECRPullThroughCache RS HXx A, ERIERS
HxAeE A6 BRNLTEEUACHNEN , ARNTHESHSASIAZAR, T, B LUEA IAM 4
BAGHIHA, BXEZEE , 258 (AM AFER) FHRRERSEXAR,

A Amazon ECR MIBRERESHKAE

NRTBFECAENFTERSHAXACHEBERRS , RNBUEHRZA®, XIHEERIBERRE
RN ET N AREARE, B2 , BLFERBRENXBEFEMREFREAN , = 88F MR
SHEXAE,

(® Note

MREZHAMERFEIR , M Amazon ECR RS MEEAAE , WRRRBETRSAK, MRER
EXFER  FEF/LoH , REER.

Efif Bk AWSServiceRoleForECRPullThroughCache RS # < & & FFE A K Amazon ECR &R

1. #TFF Amazon ECR #£#|& , Wit R https://console.aws.amazon.com/ecr/o

2. MNS&WiEd | GReBEFRIANAERXE.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/

Amazon ECR AriEE

3. HESMERT , AELEEME

4. 1£ Private registry ( #AB E Mk ) TWE _L#Y Pull through cache configuration ( BFREEIEE ) 3P
o, R Edit (HE) .

5. NTEGIBHENEFREEIN , EBIZAN , AE1EEFE Delete rule ( MIBRFM ) .

£/ IAM FahHIBRIRS X B E

EH IAM 255 Amazon CLI. 2 Amazon API il BRAWSServiceRoleForECRPullThroughCache iR %%
HXAt, BXEZER , H201 (AM BAFER) BHRBRESHEXAE,

AT E#EZEENRMN Amazon ECR BRESHXAE

Amazon ECR EH & RS <A & AWSServiceRoleForECRTemplate , %A &% F Amazon
ECR RREWHITIRME LT 1768 B 0 R ERIREN R,

Amazon ECR H RS < A X R
AWSServiceRoleForECRTemplate RESHAXABEFEUTRESRKRAAZALE,

¢ e€Ccr.amazonaws.com

KR FHE R

ECRTemplateServiceRolePolicy IEREMIMMBEIRFSHEXER, HIEERKIZET Amazon ECR
RREWMITEM FE QI Z R ENR,

ECRTemplateServiceRolePolicy REEEEELT JSON,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [

"ecr:CreateRepository"

1,

"Resource": "*"

]
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR AriEE

}

MREERR , 2 IAM R (AR, Ad5Ae ) 212, FEIMERBRSHEXAG, BXESE
B, B2 (AM BFERE) PRRSHEXABNR,

A Amazon ECR 8|2 RESHKAE

BRENFHECNEERFICE Amazon ECR RFHEXAE, HIEIE Amazon Web Services
Management Console. = Amazon AP| 4 FAE E Mt 3k 0 2 77 FE AR AR B Amazon
CLI , Amazon ECR £ R &8I RESHERAE,

MREMBRT RS HEXACAEFTERRCEE , WA LEAHEBNREETENKS FERCIR LA
B, HEANNBEEIMRGEFRELNEAN S , MRBSHEXBEETFE , U Amazon ECR FHE&E
BRolZzae,

A Amazon ECR RERZHEXA R

Amazon ECR R Fzh 4w EAWSServiceRoleForECRTemplate RS HEX A, HRIEBRSHEXAR
B, BRELEENACHNEN , AN TREEZSHASI AZAR, £ , BALUER IAM EEACH
W, BEXEZER , F25 (AM AFPER) PN RERSHEXA®,

A Amazon ECR MIBRIRESHKAE

NRTBFEEAENFTERSHAXACHEBERRS , RNBUEHRZA®, XIHEERIBERRE
I RRET N AREARE, B2 , BLFERBRENXEFRUEMREIZAN | FseFIHMIBRIRSH
xA®,

(® Note

MREZHAMBRFIR , M Amazon ECR RS DEEAAE , WRRBETRSAK, WMRER
EXHER  BEF/LOH , REER.

Eff Bk AWSServiceRoleForECRTemplate ARS8 x A& FT A Amazon ECR &R

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
MNEMiES | EFECIR 176 EF I EM N P X,

ESMERT , EFEAEEMEK
EREEMERNE LN FHECERERDS , EREE.
NTFEQBNEMNMEEEQIEAN | EFZMN |, AR IEFEM RN,

o K~ w0 Dd =
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/

Amazon ECR AriEE

£/ IAM FaRIRESHEXAE

£/ IAM #2415 Amazon CLI, = Amazon API il BRAWSServiceRoleForECRTemplate Bk 55t < &
B, BXEZER , HSL (AM AFERE) PHIBRESE<AE,

HEZE Amazon Elastic Container Registry B9 & 43 F 177 (8] % PR (@] #

AIUERUTEER , UHEBEZHANEEREER Amazon ECR 1 1AM B AT gEI@RIAY & W (81 &,
FB
« RFINIE Amazon ECR #1784

o BRILIINIT iam : PassRole
o« RAEATFRUNK AR Amazon Web Services IKF B9 Amazon ECR &R

K TTNIE Amazon ECR At {TiR4E
MELBNBEIRET |, BHELIITEMRE | WA EFH RS A FRITIZIRE,

% mateojackson IAM AR ZHERAEHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFREEREW ecr:GetWidget MR , &£ LT RHAIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFHIERE , LAFER ecr:GetWidget BAEHERE my-
example-widget &iRo

MREEEHE , FERREW Amazon BE R, ZHNEERARRMUEBEREIEN A,

FEFIERINAT iam : PassRole

WRBUNE| —MNEIR | RIBTHINIT iam:PassRole B , WA TMEHERUA GBS ABEDRLS
Amazon ECR,

BL Amazon Web Services fRS AT EFNEABERELZRS , MTRUEFNRS A ERRSHE
XA®, Mt , BLAERNACKEERSHINR.

LR marymajor B9 IAM AP 2R FE A5 A7 Amazon ECR FHITIRER , 2K £ LT REI4E
%o B2 , RELNEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFARKETRFHN
BR o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR AriEE

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S b 4T iam: PassRole #1E.
MRBEEHE | FHRREHN Amazon EE R, ENEEGRIRERHAZRZEIEN A,
A8 A FR U AT EIFR Amazon Web Services K B9 Amazon ECR &R

ZaE—1M A , UMEAMKFPHNAFREALNANARTUERZAGKIL RSN TR, &7
LEEH#ESREY , AURAAE, XN TXHETHRNRBEHIE FZHFIK (ACLs) KBRS , &AIEL
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B BER A A PR

BETREZEE , ®SAUTRE

- ET# Amazon ECR 2B XX LLINEE , S ¥ Amazon Elastic Container Registry #1{i 5 IAM 4
&R,

o BT @N{AIREIT S A ER I E R Amazon Web Services Il |, &SR IAM AP EEH
B B &8 Amazon Web Services Tk B9 5 —4 IAM A P22 15 10X R .

o BT MBINAIEE = HIREIT S E IR IG R R Amazon Web Services I |, 3% IAM P18
BHEE=HREHRNR. Amazon Web Services I F°

- ETHRIMBENSHBEARIERMAHRNER , H5HE (IAM AFERE) FHALENHEHRIERN
BAF ( BHRBEERIE ) BEFRINER,

- ETHRERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 IAM
B Y B K P IR 1A 18] .

Amazon ECR A HY BB R

SEFTEERAEATID#HHMABFRIFHOBERT . WFREERFMR Amazon , ARRFETHE
AAN £ IKERMZE N Amazon Web Services =, BAREFNEETUHEMEN FNRNBNES, &
B ATTIEPE AR Amazon Web Services RS WEZ2BEMNEERES. BEXBERILNEZER | &
SRABERLEN BB,

HTFHBERPEN , RNBWUERF Amazon Web Services i EE H A Amazon IAM Identity
Center 5} Amazon Identity and Access Management (IAM) i8 BN A B, X5 , MNP RRERE
TEHIERRMENNR, EEWEES AT AR EIE

s NBNKFERZSESHRIE (MFA)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq/

Amazon ECR AriEE

- £/ SSL/TLS ERIFEE, Amazon HITERFER TLS 1.2, BiIUEA TLS 1.3,

- ERAI&E API #A F5E3I B & Amazon CloudTrail, B CloudTrail IREREIR Amazon SEZHHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« A Amazon MEFRAF RUAKRE DT ERRIAL 22 H Amazon Web Services RS

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BE

« WMREE Amazon BE G H1TRESR API #HITHRINFEELT FIPS 140-3 RIEAVIMEBEER | 6
FIPS i R. BXATAMN FIPS s EZER , B5H (ZEEKFAEELEIRE (FIPS ) % 140-3
R o

BBV N R EESRBBES (MEEFNBE T4t ) RARESH BHERNXAER
(MEBHRFER ) . XBIEME Amazon Web Services RS EAEHIA. APl 55 Amazon ECS SE A
H¥9 Amazon CLIE¥ERY Amazon SDKs. 1EA TRMMIRER B A& XA FE & A B E A 5z 48
ARESATIIRICHBEE. IREQABRSS[RAEMRL , BBV EFTEEMNUFISEIEFEER
B ZBRS B E R,

F&
IR

H

YIRS

/A Important

£ Amazon KMS (DSSE-KMS) B /= Bk 5588 im AN Z N FE X # Amazon GovCloud (US) A
Ao

Amazon ECR 4 & 1767 Amazon ECR B # Amazon S3 E#E+. BRIAERT , Amazon

ECR EFEH Amazon S3 REMEZEFANRSRMME , MR AES-256 tNZEE XN BSEEE
HITME, XFAFELEXBE AT , BEF2BZARETA. BXEZFEE |, 25 Amazon Simple
Storage Service Al F{sRFIIE BN Amazon S3 & R INZ 240 1 BRS5 25 Uk I B8 (SSE-S3) R EK
E.

N T EiFiRE Amazon ECR ZEENMNE | B LERARSSH[IHMNE | HEREMHE Amazon Key
Management Service (JAmazon KMSH H KMS 4. A Amazon KMS MR , BAIBUE
FAH Amazon ECR BEE M ERIA Amazon HEXNZREL , tANEEEHCH KMS B (MMRAEFKE
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html

Amazon ECR AriEE

EX ). BXEZER , B2 (LR EEFHERESASIER) PNERARSSEHNENFHEE
Amazon KMS (SSE-KMS) Hf#y KMS B AR HIE.

BA LLERFERANE RS ERHINE () X Amazon ECR &R A B E Il Amazon KMS
%, DSSE-KMS DSSE-KMSEIMELLFSSE-KMS , ENANEFRMNEMWNEZR , MFR—F. B
REZER , BFSRERT Amazon KMS R NE RS 250w % (DSS E-KMS),

4 Amazon ECR B EHE—MIZEE , ZEEEREHENSRTRE, LTNES M ERE
LERATRNMEERE. BXESEL  #5H 62 Amazon ECR A ENLZHBRE.

£/2 A Amazon KMS MZMIER T IR E#FER |, FEH KMS ZANE#EN AT TR, It
4\, Amazon ECR &£ @ KMS 247511 Amazon KMS £ , #J¥ Amazon ECR 1FEE/ERN 2
BERE A

LLTHRAEM T I Amazon ECR {15 Amazon KMS &£ UMNBZNB R EZEEN S ERIERE

1. BIRF MR , Amazon ECR £ &i%DescribeKeyi@A , Amazon KMS LU R4 R N ZEl &
BEMN KMS ZEAM T S # % RE R (ARN),

2. Amazon ECR [ %)% T W CreateGranti&E >k Amazon KMS , B3R KMS %40 LIEER , Ui
¥ Amazon ECR &£ A BB 247 2 MR R 53R

3. HIEEBE , RE L@ & HGenerateDataKeyidR Amazon KMS | EEA T MZRGENFEN
KMS #4H,

4. Amazon KMS £ FTHNHIER , FAKBEN KMS ZANERTNR , REXEESRBGE T
FENEGER - BFHENMBRIEZRR.

5 WENE&GE , 2EKHEZER Amazon KMS |, IEEMENBEZH.

6. Amazon KMS 2 12 1 318 25 47 H 9 R 2 Ja WY BB 2343 R % B Amazon S3,

7. BEFAATERNESRE Z XN HH#HTHRE,

8. MIBRZME/S , Amazon ECR & &AM MRetireGrantiZ R , E3R{E Amazon KMS AR ZEME
BRI

ARSI

£ Amazon ECR H £ Amazon KMS E T E®MINZ ( SSE-KMSZDSSE-KMS ) B , NZE R TJL
o5

/AN O

- MRECIEXA KMS 1IZH Amazon ECR Z%FE |, {ERIEE KMS %4f , Wl Amazon ECR £ERiA
£ Amazon HERZH wAHEBBaws/ectl, BXEEFH KMS MEZNE#HER |, FEENIKF
rh B 22 Itk KMS 248,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingDSSEncryption.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateGrant.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_RetireGrant.html

Amazon ECR AriEE

- QIBRTFHER  NEEERFRENBREE,

- HIEF KMS MEZEEBCH KMS ZRLEFERN , BRSNS ENEEELTR —MXEH,

« Amazon ECR R&KXE BN RN RHHE . MREMER T Amazon ECR ALK~ F Amazon
KMS Z4ARIRBR , Amazon ECR AR RIX LR, MBHEXTFHENFBRG , LT EERR
X BB TR, &4 Amazon ECR XA , EoUF M ENAER. ERMEHREINER |, N RN ERF
E , MARREZREN. BBRFHERS , Amazon ECR 2R KEEFEA RN,

- £ Amazon KMS ZAZE %, BXEZE L , HSHAmazon Key Management Service E
o

- EAXERSSFRWMEF=ERA. BXESER , 55 W Amazon ECR EM

FrEER IAM X PR

BIZE KM BREA Amazon KMSH 1TIRSS B8 i% N2/ Amazon ECR T ER , TEMMNBREUR TR EE
FERHBIETE KMS 24/,

FAEA T Amazon ECR BRIEE Amazon EE X4 19 IAM R

FRIAMBERT , RN Amazon ECR Z#ER A T Amazon KMS % |, BXkIgE KMS 48 , NIEHA
Amazon EERXZ4R &M T Amazon ECR ¥, Zif# A Amazon ECR By Amazon¥t & KMS 4R N
FEER , FAERREFHEENZRA B ITUERMSE LB A Amazon KMS &, 82 , BIRE
EER IAM ZREAMLMEHR kms :RetireGrant BB, X4 0] L5 A 8|76 ERHAINE] Amazon
KMS Z4A RN,

BUTR 7RI 1AM policy FIERN REXRBORMEIAF |, BARAFEEHRE ANBNF#EEmRNRE
R, ATLERRRSHIEER T MR F#EN KMS B,

"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms:RetireGrant"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
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https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/ecr/pricing/

Amazon ECR AriEE

]

FERAEFIEEZAREN IAM R

EAFEFEERHACRS A Amazon KMS B IREN FRERN , tQIRFRENAFRAGLARE
KMS Z4A KB IAM REEHI I PR .

tIEZBCEH KMS Z4Aet , B UEAREREZARE Amazon KMS #8122 |, LA MEEE BN E
AR, NERKFAEEATUEEEFRENES , KMS ZANBHARKBAATFIKFNRAF
Amazon KMS #iTFTE# . ATl aBARBRIMBAANERAENR , EEDNORAFRTFERE
KMS Z4ARRBR, EAYF KMS Z4AX A FIRE Amazon ECR BiER |, BT LUR kms: ViaService £
HRPSE—RBEM, ecr.<region>.amazonaws.com

AT RAIZEAREE A A KMS ZHE Amazon Ik (BRAF ) =BME 73X KMS BT L5 RNR,
BRI REIZARBEPIESZER , S HAmazon Key Management Service Fr & A R38R 1Y 2115
@ Amazon K RJE A IAM KB,

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
}
]
}

BT XAER Amazon ECR RURAL |, BIBREFEMEMN IAM B
Fkms:CreateGrantkms:RetireGrant. IAM &&= Amazon K& AT E.
FMkms :DescribeKeyX R,
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https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam

Amazon ECR AriEE

® Note

kms:RetireGrant fRERAFURME|CIEFMEN AP RABK IAM policy

i, kms:CreateGrant # kms:DescribeKey X PRALURINEI KMS % 4R HY 2347 SR RE =0 A
BE#ENBAFSARKN IAM policy . B> Amazon KMS IRTERENERZEE , 5
% {Amazon Key Management Service 7F X E#E5®) FH Amazon KMS API X R : #REMHE
BREE,

LA 7R IAM policy AIEN NERRBOR MBI A S |, ARAFABCIRE ANZENFREEMFENRE
R, HETHIF#ERRBRF@EE. AMERRRSBEER T NZFM#ERN Amazon KMS key .

{
"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"
1)
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

BIRFMER , RFAFEERSEP5H KMS #4H

£/ Amazon ECR #2#| & 0|27 Fet , BUURTFNR , A FAFEE AF#EEMNZN T XiEH
FIHZEFEER KMS B4, BT IAM policy RHIER T £ AR E & 845 H KMS Z4A M 3 B A B AIX
PR o

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
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https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR AriEE

"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"

]I

"Resource": "*"

1542 Amazon ECR 5 Amazon KMSHY &,

& A LA Amazon CloudTrail SREEER Amazon ECR &R E X% Amazon KMS HIiER., BEFH
CloudTrail BEXBZEMH L TXHRH , EFiR5,.

Amazon ECR & £ T X

NEETY R-—AESERFNBRENREN., SEENBRHENERPISNFE LT, 20
n# Amazon KMS B3R INE £ T XHAER MZLTE, BERBHE , S4EABBRNINE LT X

EX BB R GenerateDataKey M A ZERF , Amazon KMS Amazon ECR B E&H A& FMEXT #Y A
®ETX , AT RE#EMEEEAN Amazon S3 FiEf. MU TREIFMR. BMTLENL , BE
HAEWME L TX2RASMEM R,

"encryptionContext": {
"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-

fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df",
"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

O LAMERAMZ ETXEFIHEEMAE (H/20F Amazon CloudWatch Logs ) HiR 5lliX L& il 27 1%
£, HENRBEANBTN AR EZ M. Amazon CloudTrail

Amazon ECR &% L TXE@EHNEM—EX.
« aws:s3:arn - E—NEW - ENRRE#TE. B2 aws:s3:arn. B2 Amazon S3 F#FEH

Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"
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https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR AriEE

fFlan | MRIZAEFEH ARN  arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df ,
hnzE £ 3CHEFEATX,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09%eef33fc3df"

- aws:ecr:arn — BE=NEH - EXRIREEEMN Amazon Resource Name (ARN), &=
aws:ecr:arn. fERF#EN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

flan | NRMEIFER ARN 2 arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , B LT HEBBUA T,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

R BERR

EREE AR Amazon ECR Z#ER |, tIRE#ECSKIMIER , 18 Amazon ECR T3EFER A MNE
FHEFE KMS B4R , BRI THIREE,

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

RAEXFERE , B E S BUEN & E/R Amazon KMS 1%
FEHHUEX 6 E /Y Amazon KMS #Z1X

1. SIEATFMEEN Amazon KMS ZHMRIN. key-id BEBEELZMNEH A KEINEIRF. BE
ALEAList-keys I HK, PRHEXBHHEFEEN KMS 248 Amazon EEXZ4A M
EFREN KMS 4,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2
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Amazon ECR AriEE

# i 8¥E EncryptionContextSubset BAR 776 EH Amazon Resource Name (ARN), X7
ATHEFSNEZAFABINENREREEANEN. Grantld EFE T —FSHERRNE
Fo

2. HUBEAF#EERMNAE Amazon KMS ZEARNBIRN. HNEERNGrant Id £ —F 5 H AR RN
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry #9& M 18 iF

ETHRESETEESMITRNMNEE , 5 HAmazon Web Services RS “” Amazon Web Services i
% P BREMITRR 2 HSEE” , REEREBMBHEMITR. Amazon Web Services fRE Bx
—RES , BHSEAMITI.

B LAERA TEE =S Ttk Amazon Artifacte BXEZELR |, HSRFM “TEHIRE” Amazon
Artifact,

&I Amazon Web Services BB SR TER T ENBENBREM, RLTANENERUAR
BERKGEENEMN. Amazon BHEHTUTRFRREBSTEMNMY :

- Security & Compliance : X RFRELMEIEMITIE T EMEREER , HRETHBERLMHENMEN
M INBER IR,

- EARE — WITHEBENERmETREER TEMENTLMATEX,

- fEFAAmazon Config JF & A & 15 F F EY AL 144 % R — 1% Amazon Config BS54 20 B IREL &
EZAEELFEHNIPEE, T ANEMR,

« Amazon Security Hub— iX Amazon Web Services RS AI A2 H 7 BIEN R SRS
Amazon, Security Hub &3 &£ 25T 4 EH Amazon BRAREHREHE LT LTUIRAT
REXEK, BXZTIRBEFRIEHERNSIR , HSH Security Hub ZHIEHESZE,

 Amazon GuardDuty — BB ¥ &EH Amazon Web Services Ik FPIMEF R B FETRMNEEF

31 , 3 Amazon Web Services fR$ RS TEMS. BEMNBIEEISAEZEM. GuardDuty
BYRERELEAMERAENARRMNESR , AU EHEEEMEMAEER |, flf0 PCIDSS.
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/solutions/technology/security/
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.amazonaws.cn/guardduty/latest/ug/what-is-guardduty.html

Amazon ECR AriEE

Amazon Elastic Registry RV ERMIEEZ &M

ER —TIEE RS , Amazon Elastic Container Registry % Amazon £ EMELZ MR, X
Amazon Z£fR$ AR WA Amazon RFERIZERNEE , HSMAmazon €2, EFAEMIRE
ZEWRESZERRIZITERN Amazon 34 |, S S Amazon ecurity Pillar Well-Architected Fram
ework H EMiZ R

BOJLAEA Amazon E XM EY APl A RBE M4 iA R Amazon ECR, BEFRM4MEZHUTHE :

- BMBEZEMMN (TLS ) o HAMNERMFEA TLS 1.2, BIEEA TLS 1.3,

- EEXZ£RMBIRE (PFS) WHRBEH |, 610 DHE ( A&t Diffie-Hellman ) 5 ECDHE ( Il B4 &l
% Diffie-Hellman ) » AZHINRRE (W Java7 RESRAE ) BRI LER,

o, BAERGRIZL ID 5 IAM EERBRHBRIHEBARNBERHITER, 2E , EAIUFEH
Amazon Security Token Service ( Amazon STS ) £ K IfFE Z 2 EIERXSFERFITER,

A AR R & B B FIX E AP #24E |, 1B Amazon ECR AXEBETRRMNIHEIKE , HPAUE
SETRIP bt BIFR &I, BETLAE R Amazon ECR REERZFIKBEBEL S RENMES (LS
# VPC ) AT S SEE VPCsK T KRG IR. EFRLE , XATBUEXI 44 E Amazon ECR BRI P 4%
HEEREPHEE VPC BEH K. Amazon BEXEZER |, BZH Amazon ECR 0 VPC £

1 & ()Amazon PrivateLinko

Amazon ECR #0 VPC £ & (JAmazon PrivateLink

& LA Amazon ECR BRE RN VPC Kin T KUK E VPC WE SRR, VPC KT SH
—ERR M ZFF Amazon PrivateLink , ZEREEEEB APIs B FAE IP #hitFAZE 5B Amazon
ECR., Amazon PrivateLink &% VPC 1 Amazon ECR 2 BINFTEMNEHRERGIZ L I ML, &
TEEBRMMAL, NAT REREURLEMRK,

& X Amazon PrivateLink 1 VPC Lz RNEZE LR , S Amazon VPC AAFEREHH VPC &
ﬁ#‘Iﬁjﬁ,—/\\\()

Amazon ECR VPC LT S E=EM
£ 7 Amazon ECR Eti& VPC KRigTT S 281 , H)EZ LA TSI :

- BEAUYREELDH EC2 £4] £# Amazon ECS £55M Amazon ECR £EEMfAE &% , B RTL S
ECS 8lE#E Q0 VPC ART R, BXEZER , BH (LM ARRSFAREER) FHED
VPC 4% & (Amazon PrivateLink)
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Amazon ECR AriEE

« M Amazon ECR IEEX A SR B Amazon ECS F55 ( £ Fargate L& ) AIABS mEFESHE
ST IAM AERNEGE  REINEETSEANEE VPC MRFSEAN VPC Lin T KB E,
EXEZELR , 5% Amazon Elastic Container Service F A A RIEEETRTNATES ZOKiET S
2E Amazon ECR & 1&#) Fargate £ A% IAM R,

- MinZE VPC AL LA NMATFERO 443 ERE VPC FAE FMRIE NERE,

* VPC I RYBIAXFEXFHFER, BWHREITRIE Amazon ECR K i APl HAKE —XEHelZ
VPC xR

« VPC in R B BIFX#F Amazon ECR X EF#E, ZEREAZFRIANFLAEREREELES VPC
mRMTE-XENMEFREER. BXESEER , FSH FLFEMES Amazon ECR #AHE E
rKED,

« VPC AT X X 8T Amazon Route 53 Amazon 12t DNS, MR EFEF A BB DNS
A LAER S DNS ¥k, BXEZELR |, 1551 Amazon VPC AAFEEH K DHCP kI,

- MRENBRERE Amazon S3 BVIIEESRE , WAER Amazon S3 Mxin BT , HEETRERE
T, ZREU AU BOIE—MER Amazon S3 Mxim [EVHT VPC , RS Amazon ECS £
B EHARB[IBIZH VPC,

- BXFERAEFREIANRIRESN , MRE S Amazon ECR ELE &3 Amazon PrivateLink f
A#EO VPC AT R, BFEEER—/ VPC FRIE—NFE NAT MW LXEFMN , AENEEK
M FrE HIEREMNTAE FMEBEE NAT Mk , TEFRIBEEEIF. BENERRERTEE
WigE, BEXESZELR , H2 M Amazon Virtual Private Cloud AR HIZE - NFAE FM i
BEM,

Windows K& FEEM

ET Windows B ERENERBIEZFIERSIME LD KWE4, FUIRERT , HES Windows

HHBHEIEE Amazon ECR FER , 38X EMGNETWEE  RACIEANABE. S04
B Microsoft 128 , M Microsoft Azure Efiig PR BATE. Hit , EFEBE[8EBM Azure
REUXLENASE |, BRT B VPC KImTT R2H , EEERITHMSE,

H IR Windows SR & # A E| Amazon ECR B, ATLUEN A Docker SFHF#HEFH --allow-
nondistributable-artifacts friICBELITR. BAE , HiFIESFFTEHIEZE Amazon
ECR , NfiX L& MR T LUBN VPC KT "M Amazon ECR £E , MEEF G R Azure,
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Amazon ECR AriEE

/A Important

A --allow-nondistributable-artifacts #RiE T2 BERIEEST Windows BESE
B/RTFAIERRN NS ; BFEERM Windows ABRUBRLARBE=ZFAEFH P K. A TFERL
E:E’Jﬂ:iﬂq:lﬁﬁﬁo

E1£ Docker £ H B A LLFRIC |, EAFEXR Docker SFHHBE B X4 , BIFEEM Docker T3 |
Z B & S48 & A BLTE Docker Engine S0 THIRERBIATIKEHPEE , L UBS EiEHmE C:
\ProgramData\docker\config\daemon. json XHE &,

LT RAEREN RS, FEERNEFGREASIEPNF#E URD

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"

&4 Docker ST HBEREXHE , BLAEZRHEE KR ZBIEHZ 30 Docker FH#HE. BEIWIE
EMERBHEAIENFEE  BAEETHEESRER,

@ Note

Windows RN EMBERE KR, BEARNTSHIERKKEIARE , F1E Amazon ECR H g inix L&
BEBNTFERAR, HTXERRA , WATEVANTE™ & R % 10 LU 2> ¥3 2 67 (B FIF L8176 B
At E R kT, 3N , £ Amazon ECR FESZE , mcr.microsoft.com/windows/
servercore &E&EMN K/ NAIR 1.7 GiB,

A Amazon ECR #12 VPC KixT &

E} Amazon ECR RE812 VPC KimT = , A Amazon VPC AFEREANAEZ O KT 233

o

REEL D% EC2 326l L Amazon ECS EFEER RS #H Amazon ECR L7 2 Amazon S3
<L 5T R

ERAFAMRAE 1.4.0 HESKRAE Fargate EHEEH Amazon ECS {£5FE Amazon ECR VPC £
%11 2 F Amazon S3 P& iR Ko
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Amazon ECR AriEE

ERAF AR 1.3.0 RE RMAIE Fargate LIEEH Amazon ECS S REE

J.IJ.I-H-

cn.com.amazonaws.cn-northwest-1.ecr.dkr Amazon ECR VPC AT = Amazon S3 WX K imTr

/AN O

® Note
BELIET RNIRFEXRZE,

cn.com.amazonaws.cn-northwest-1.ecr.dkr

Iti% 2 F Docker JEfiftEk APls, #% push # pull X## Docker & imdn AL L iRT

/AN O

EOEBBLRIRET S8t , B0 AFE DNS £HB. At , BTRRKRELE VPC KigT Rt |, &
Amazon VPC ?:'E%J’ﬁ‘¢1i?¢)§'ﬁﬁﬂﬁ DNS & #RiEI,

cn.com.amazonaws.cn-northwest-1.ecr.api

& unT R ATX Amazon ECR API W4T M. APl #4E ( 0 DescribeImages
CreateRepository ) HEIHLART =,

EolZEN AT At , B LLERBAFAE DNS =B, T2 VPC K ant , @3 & VPC
BHAEPREZHAFLE DNS B2, IS AMIRE. MREN VPC LinT R/3 AFAE DNS X4
B, BNEH SDK HEFH Amazon CLI B|FFMA , LUEEAFEA SDK = Amazon CLI RN ELEIEE
g% I_'I'ﬁT-' I URLo

MREZHALE DNS ENEBHEFERANR 2019F 1 A 24 HZ B AWK SDK 2019 F 1 A 24
H 2 B & Amazon CLI fRZAS |, NMAFERA - -endpoint-urlSHREEZEOALKETR. AT R
Bl E R T LT R URL BIHE

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

MREFH VPC KiiT LS AFAE DNS B , MAMERA --endpoint-url SHHIEERED
égﬁﬁuﬁqﬁ/\\\ﬂlj VPC é ﬁ:ﬁ-/@ IDO J’j\-F/-.l__\@lJi/-.r\Téilm*m\ URL E’J%_ﬁo

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com
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#1172 Amazon S3 XK iFT =

5t F M Amazon ECR 1EEIFAEHBH Amazon ECS 55 |, 8408 Amazon S3 B2 M x & ix T =
DIBIEM X LimT R, A7 Amazon ECR £H Amazon S3 XE#ENGEBHRE. HBE|M Amazon
ECR THEBE , ©&95 R Amazon ECR FeeREVGRBIEE , RS Amazon S3 F8E T8 EFRE
BE. LTREEE Docker B&EM Amazon S3 1Z##H Amazon Resource Name (ARN),

arn:aws:s3:::prod-region-starport-layer-bucket/*

5/ Amazon VPC A FIEERAHBIE N XL inT RN Amazon ECR 812 LL T Amazon S3 Mx 4
W R, ERIBKIRT 2 , BES4REN VPC EEREBHEK.

com.amazonaws., region.s3

Amazon S3 M & imT S EA 1AM policy XK BRHEIX BRFH A E .. AJAERAZE I RINER
B, RABEES IAM Sz it IAM AP REEF 1 %E’JEHFE%U%?K:EFE?EE%H%O MREF
Amazon S3 1Z& #8177 R X PR BR # F Amazon ECR FTEHKIENRER , #E2 1 Amazon ECR By
Amazon S3 FE B RENXR.

Amazon ECR #J Amazon S3 F# B & ENR

Amazon S3 X4 usT [LEM 1AM policy XHERRHIX ARSHIERE . E{X ¥ Amazon ECR HY
Amazon S3 FHBRENR , FEFNLFT KLEIE IAM policy X#48t , BRHIXY Amazon ECR A
Amazon S3 171& # kY 17 B X PR o

TRIEART Amazon ECR FrEH Amazon S3 Z KB FR .

R iR

arn:aws:s3:::prod- region-starport RHIBTEEA Docker EBREHR Amazon S3

-layer-bucket/* FHEB TR R. &R Amazon ECR X #&FH
‘ Amazon X1 XFEFRRAF , FIURERE (B

arn:aws-cn:s3:::prod- region- %4 ) KM us-east-2 .

starport-layer-bucket/*

T~
BAUF /R0 BE anfaT 12 1 XY Amazon ECR 2 /EFFER Amazon S3 FEM Y 15 R X PR .
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Amazon ECR AriEE

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

#7 CloudWatch B &&=

£ H Fargate Bzh2XE M Amazon ECS EHFEEREIE com.amazonaws , XEFFFEREEEEKRN
M<# VPC , tifEFawslogs CloudWatch BEEZEF M AELKEBERFER. region.logs #EO
VPC CloudWatch AEA R R, BXEZEE , B2 H Amazon CloudWatch Logs F F {55 HYfF
Cmmwwmamﬁﬁuvm::%%”m%ﬁﬁo

7 Amazon ECR VPC i & 8K isT S KK

VPC i R K BE 2 — 7 IAM ’ﬁiﬁ%mﬁ 181 BB A& i = E‘I—Ille'E,"IZT'UJl]’: e, MREECIELKIET
KT RMINKERE , Amazon MR EMMATFELILRRFSHRIAKE, % %%Té%%:ﬁ%#ﬁeﬁﬁ
FRESBRSIBIENREE, X2 —NEMAKRE , ATESINR ,ﬁchmaiﬂﬁ%iﬁﬁﬂ’giﬁrﬂo Ui R B
WK JSON R EE, BEXEZEL , H5H (Amazon VPC AFER) FHEA VPC inaiE
i3 AR S5 B 7 (A1 A BR o

BRNBUERE— 1AM BIRKEE | FFIZREE R MBS Amazon ECR VPC & isT &o

THERZHAT Amazon ECR Him LB R, LLZREE R FIEE IAM B8 M Amazon ECR HIZEVER,

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
},
"Action": [
"ecr:BatchGetImage",
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Amazon ECR

RAriEmE

"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Effect": "Allow",
"Resource": "*"
1]

}

T Y £8 U 17 R B R 5 BEL LE MR BR 18 E B9 17 08 B

{
"Statement": [{
"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
1,
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]

THEHRNLRET QKB RGFIENFA N ROIAS ] — RIS,

{
"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*"
I

"Sid": "PreventDelete",

"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

$#0 VPC %% & (Amazon PrivateLink)
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"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
.
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
.
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}

&2 Amazon ECR #J VPC K ix T 5K

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMERTP , EFRR.

3. WRMEEERN Amazon ECR €l VPC KiwT R , 1555 N Amazon ECR 812 VPC LKimT M.
4. EFEFEEFMEIN Amazon ECRVPC AT R , RAEERBN T X0 PIERREIET <,
5. ERRBERMHAXNRBEHITENR,

6. BEERREFEURFREE,

HETK

RBIEEEEEAENTHPEIR, #HiR, BB VPC ImR. ER , BT NEEERAENFHPE
A VPC iR,

B L 85 AR 55 B B R

BEARERBR —NMNLZE£MAE , IFEFRERITNRENZATRELEFEETESNRNEEINITZ
B{E, 7P Amazon , BIRFER LS HEILNREIFRE, — MRS ( RS ) BAAS —DRS
( FMBMARS ) B , AIBE2 R EBRSEL., TURNBARS , FAENRUAEREMEER TZRST
REHERBRH AN S —NEFNRRETRE. IPHLEXHER , Amazon REETHEBERF A
ERSWBENIE 5 MXLERS YIRS EEBRBR T E K- R 5E R,
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Amazon ECR AriEE

RINBWERBREEPMER aws: SourceArn & aws: SourceAccount £R&HF LT X8 , LR
#| Amazon ECR N EMRESRENERIHEINE, MRERFEF —NMNRFEEBRS G RIAERE
EEA aws:SourceArn, MRERAFZKF PN EMRFESERSERIREMEXE , BEFEH

aws :SourceAccount,.

FERERERBRERN A ERMER aws:SourceArn £RZHF LT XBANERNTE ARN, R
THERRWTE ARN , FEFEEEESIRR , BHX ARN RAZS EHATEEBRAFZR (*) B
aws:SourceArn £ E TFX &M, Bl arn:aws:servicename:region:123456789012: *,

R aws:SourceArn EFREEKS ID , 0 Amazon S3 744 ARN , BULIEARINLREE L
T SCEESR PR HI PR o

aws :SourceArn KY{E A ResourceDescription,

LR RBIBRT WA Amazon ECR FERE P aws : SourceArnfaws : SourceAccount®
B4 £ T X#FKSF Amazon CodeBuild 17 R SiZIREERFTAER Amazon ECR API #E |, [E
A 3& B BABR LI HPUBELMY R B | &,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal”:{

"Service":"codebuild.amazonaws.com"
.
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"
},
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
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}
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Amazon ECR l&5#E

BRI LUBE T S s R 8B Amazon ECR API £/ F:/R CloudWatch , I B# & ER B S ECR

W REHIE N HAE N AR, 8 F R ERR. ibéﬁl'l'%lﬁéﬁﬁﬂﬁﬂ , LERIFRIFAEEEH
FiFith TR API RSN . Amazon ECR B REIESE — % # CloudWatch B3I XixEl, BXHNE

%S & CloudWatch , % Amazon CloudWatch F F ¥/,

Amazon ECR £ T API BERAtER , XEERERA TR, EEMHENFEGRIURE,

B R4S Amazon ECR MIEH Amazon BERG R AT, TTAMNMERNERAKI D, K]
BUUEMER Amazon SRS RV AR A RS ZRRSE , LEELIZ JBRER UL ER 1T
o AT , HFF R Amazon ECR 281 , BN HIE —MERIT R FAE 1T R P E 2T 5 R

o SORFEERMRLE FIR 2
 MEERIXEEBIRAY SRR a0 2
R ERMLERTE?

- R
o HI

RHTHRES?
XA MIE A ?

T—% , BIEFTENAMFTREARIZLH TUEME , EENRRHEITIEE Amazon ECR HaEHNE
o YR Amazon ECR BY , FEAEMEKE , UEFEBESHOEEREH#HITHR , BELEERE
MEREXMMERE , HRITHREBN S %,
£
« AL Service Quotas HIREEHR
« Amazon ECR A £1E#x
« Amazon ECR AER&E
« Amazon ECR FH#EER
- 5% ECR E4# EventBridge
- A3k Amazon ECR ##4E Amazon CloudTrail
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Amazon ECR AriEE

AT {14t Service Quotas FH1i& B Z1R

& LAER CloudWatch #2H A EMNE R ENRSEH , HEFENLRERAESRSERAIN LLIE
Mo AR EER , MM EETE A [ EREEA,

TP BR S5 LA 5 i 4 1 0 1R B B3R

1.
2.
3.

$TF CloudWatch ##|& , Bt https://console.aws.amazon.com/cloudwatch/,
ESMBERF , EFER,
ErFEEIRETFL  RBAE , ABEEZE Amazon BiR,

KRR SRS EH A BRI R
B ER - NMERF LN EIRE,

ZRREREYHIXZ Amazon BENERER.
ENRSEFFMBIBR , BHITUTERE

a. 1%&#% Graphed metrics ( 28R ) EIF,

b. ERBMFHRIAN, MNEXRERFIH, RREMTH , BFAFET , WA
SERVICE_QUOTA(m1),

XEEEARFRIN—NT , HETRENRDPR IOV ERNRSE S,
ELRFIBOENEREELNLEGTHE , BANMFHRIAEXHERZHE SERVICE_QUOTA XRiA
R MWFHFHHMREX , 5 H m1/60/SERVICE_QUOTA(m1)*100,

(i) BiRE—NER , WEERARSOEIM @EBLEBH | ERITUATRE

a. 7£ m1/60/SERVICE_QUOTA(m1)*100 1T EHYIR/ET , EBREHREIF. ZEFFRZRGE—
£,
XHERERGER@E.

b. EXHT , BREBERENEDS , HFH Expression! RIEEAKF. EZTT , #A 80,
XNSIE—NER , YASBIETMN 80% i , ZEBIRM#H A ALARM R,

c. EERT—Z,

d. ETF—TL, &EHE— Amazon SNS EEHKGIE — N EB, HBHRI A ALARM RSHT
Mt FBREEH, REEET—F,

e. ETF—NL, WABRNEHNER , AREET -5,

f. EEREZER.
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https://console.amazonaws.cn/cloudwatch/

Amazon ECR AriEE

Amazon ECR HE1E#Fr

&R LAEA CloudWatch fE A B E#RKR T B ENIKF N ERERAER. ERAXLERE CloudWatch
RAMURREATRCEHBN RS ERBER.

Amazon ECR A £E#5 Amazon RS EFEN N, S EEER , L EFAERITRS BEAT G
BERHER, X Amazon ECR RIANRFEITNEZELR |, ESH Amazon ECR IREZELH,

Amazon ECR £ Amazon/Usage & ZE 8 1 & 1 LA T 645

1R DU
CallCount MR A AP HRIERIR B, BIRBASERKIERNEREE
Mo

IERSERANSITTEER SUM , RREXBERAXBAMERE
EHNENEM.

T4 ERT {1t B Amazon ECR X A E2IER.

HE R
Service TERRFRM Amazon RS EFr. XtF Amazon ECR A&

PR, W4EERER ECR.

Type EEREHRANERE, B, Amazon ECR AEEHRNE—F
MERN API,
Resource EEZTHARBRRNERE, B, Amazon ECR £ REHEXIAT

API #R1EH APl AEME R,

* GetAuthorizationToken

* BatchCheckLayerAvailability
« InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage
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% iR
* BatchGetImage

* GetDownloadUrlForlLayer

Class FRIRERH AIRAIZE, Amazon ECR BRI EHESE,

Amazon ECR AE# &

Amazon £t #& A Cost Explorer W& E T E |, E&EEHB 2 HT Amazon ECR RIRH KA MEATE
Mo

£ Cost Explorer EE AN K ANER R, BAUEFZH 13 MNANKE | AMNEEZETR=A
BRTAIBE=E N, B LUEA Cost Explorer EF A X —ERITE R TE Amazon BIRFHEMZAKN
B, BESEH —SERANSFEUAREETRT 7THRENBRANBE, &7 IEERENRIEE
B, H@RXHRAEFEHEHE.

BAMAEREPHITERTEE REMHE Amazon ECR #RENAE. BXEZEE , B3H irid &
BAETIT %

AR B Amazon RANFERABERIBRENEZEL |, 550 (Amazon Biling BF#E™E) F A Amazon
BRAMERABRIRS

Amazon ECR & E PR

Amazon ECR @1 5 # CloudWatch & F 6 FEREITEIS R, Amazon ECR Bir#iES
CloudWatch £ 1 2 ¥ Bz X% 3. BXxHEZE LR CloudWatch , &2 Amazon CloudWatch F
P

F&:

- 3 CloudWatch $E#5

- ATRENRT4EE

- FAEFHAEE Amazon ECR #845 CloudWatch

B B CloudWatch E#r

Amazon ECR BB ZIEFI B F @ ENFRERER. TENTEAFHSR,
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Amazon ECR ArfEm
A AiERAEE

LLTE 2 5IH T Amazon ECR KIAA T 5% CloudWatchBV18Fr 4 E ,

Amazon ECR 1E#%
Amazon ECR Rt 7 A T 5 F M EMNER. SR UNEREITH
AWS/ECR &3 & Z2 (B @& A T HE#R.
RepositoryPullCount
X 174 P R Y SR BUR B
BM4E : RepositoryName,
BMEHERE - F9E, &/0ME. EXE. RiHAEEAR. REANSITEREN.
By B,

Amazon ECR R4 E
Amazon ECR 18+ H AWS/ECR & =B HIRHU T £ E N IER,

RepositoryName

Bb4E R IR IR G N 8 E F P AR A R R R B,

FERES S 2EE Amazon ECR #E#r CloudWatch

& AT LATE CloudWatch 2% & E&E & Amazon ECR & FEEHR. CloudWatch 12 & & B X & 1Y 5 R 3t
THRABTHAENHNETR. BXEZEEL , %3 Amazon CloudWatch A5,

I 5% ECR B4 EventBridge

Amazon EventBridge & 8E% SKH Amazon BRS BaIML , HBEFMNRGEEH , IR AEFTAY
AR ERER. KB Amazon REWEH)LF RN, EventBridge Z A LmE B2 M N KIETR
BRANEY , ATFEEESHEEANNHITHBELRE. TEFIMRNRESE

s [FEHRMBIBEF CloudWatch BEA
« A BEH Amazon Lambda
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Amazon ECR AriEE

« J§H Amazon EC2 Z{T@ %

« JFEHFYE Amazon Kinesis Data Streams
+ BUE Amazon Step Functions JR7A#H1

 JBH Amazon SNS E &= Amazon SQS A%

BXEZER , HZH (LS# EventBridge AAFIE8) EventBridgeFH ‘M S#h A7
5k B Amazon ECR K RHIEH

AT 2% B Amazon ECR I RHIEH, REXBHAHEH.

ETXTRBEGHEENEH

BMRREETRE  RRIEUTEMH, BXESFEE , BS0 & Docker BREHEIEE] Amazon ECR
MEEHEE,

"version": "Q@",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4f46592d1fd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

EFRIUR NS
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"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",

"detail-type": "ECR Pull Through Cache Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2023-02-29T02:36:487",

"region": "us-west-2",

"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"

1,

"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

EXRGHEAENEN (EXEH )

NAMKREAEARLHEE , SN NEGARTAN , R KENTEH, finding-severity-counts
SHMUREFEMRFNE (NREE). i, MREGTTEEM CRITICAL RAMLER , WFRL
REMEMXBITER. BXEZEER , HS0 £ Amazon ECR FHEMRGEAEERERSERE.

(® Note

BXBAEEEERE Amazon Inspector X HEHMFMELR , S EventBridge 7 71
Amazon ECR H#t 17385813 M LXMW E 4,

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:487",

"region": "us-east-1",
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"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,

"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []

BRTEBARNARNZEEBHNSEH (HEREH )

FEMREAEREHEE , YA THEBRRBENTRERXEERN , Amazon ECR NXEUTEH, X
TREECENFEHE, EEEANEEENRABENE [EBEEA THEBARYENEHEDQE
HMREGRETE, BXEZEL |, 535 £ Amazon ECR FHEMEGERFENERIA.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:467Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",

5k B Amazon ECR W RIS 4 API hzZ 2015-09-21 218



Amazon ECR AriEE

"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

BRI RS
BERBEGTFREUTESH. BXESZEEL , 55 BBk Amazon ECR FHIR &,

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05z",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"

EXKREEHNEH
BMREEFTRE , RREATEMH. AXESZFEE , 555 Amazon ECR FHABMREE
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"version": "Q",

"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:44:547",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"

15
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"
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{

"eventVersion": "1.04",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}
}

I
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"repositoryName": "testrepo"

},

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo”,
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy
"requestID": "chb8cl67e-EXAMPLE",

"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
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1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

= : 812 Amazon ECR 126 FERTH) Amazon KMSCreateGrant API 24k

LTFRBIERT — CloudTrail BESRE , ZRBERTERBHAT KMS INZEMER T2 Amazon
ECR FMFERH Amazon KMS CreateGranti®fe, XM FHNBEH KMS IZCIEBNEME | BRZ
AEDRERHMNCreateGrant BESH CloudTrailo

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

o
"webIdFederationData": {

1,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
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"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

.
"responseElements": {
"grantId": "3636af9adfeelaccb67b83941087dcd45e7fadcse74ff0103bb338422b5055F3"
},
"requestID": "Q47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39c8-41ad-
b589-18464af7758a"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Ol EEHIERE
TR RBIERT — CloudTrail BERE |, Z&BERTHFEAZPutImageRENE &I,
(® Note

X B GE |, BEFE CloudTrail BEHE
F|InitiateLayerUploadUploadLayerPart, FCompletelLayerUploads|fA,

"eventVersion": "1.04",
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"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}
}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "Amazon Internal",
"userAgent": "Amazon Internal",
"requestParameters": {
"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n

},\n {\n \"mediaType\": \"application/

vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
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\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlae
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}"
},
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e€33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest

\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a

T £ Amazon ECR BEX#4%H8 AP WA 2015-09-21 227



Amazon ECR AriEE

\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip

\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \'"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \'"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el11a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fce6d3e”,
"imageTag": "latest"

}

}

I

"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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}

M BEREURE

AT REIERT —A CloudTraill BESKE , 2% BER T ERAZBatchGetImageRERN B HHIEL

(® Note

P EUBRIG AT | A0SR A & B RE |, B1E CloudTrail BEREFEE
GetDownloadUrlForlLayer 5/,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"
}
}
},
"eventTime": "2019-04-15T17:23:20Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",
"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
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"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"

1,

"repositoryName": "testrepo",
"registryId": "123456789012"
1,

"responseElements": null,

"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",

"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R REE AR IIRE

LTRHIERT — CloudTrail BERE , Z&BER T BEMANRER AR RBEAMNMIS R, &
Wi EEH B MR PolicyExecutionEvent REM L EHIHEA,

AN R A A E R BE TR AT , Amazon ECR 24—/ CloudTrail B&E%E , EEH4EWH
FEADryRunEvent , EEHM 57T 2 4B, PolicyExecutionEvent B NEHEBHEN
ADryRunEvent , A LA Fik RS ITEH,

/A Important

BT #A CloudTrail EHHA/NEE , T 10 KRESEGIHI £ & B R IEIR
#£ , Amazon ECR 28X %S MNEH, CloudTrailtksk , Amazon ECR 8 MNEGEZ SR
100 MrZ,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

I,
"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
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"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,

"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"

}I

"lifecycleEventImageActions": [

{
"lifecycleEventImage": {
"digest":

"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@c45",

"tagStatus": "Tagged",
"tagList": [
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"alpine"
1,
"pushedAt": 1584042813000
I
"rulePriority": 1
I
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71cl1b6660d645d2cd79cc8ce91b38e0@352chbf9561e0@50427bat",
"tagStatus": "Tagged",

"tagList": [
"centos"
1,
"pushedAt": 1584042842000
1,
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117e1bc28cd20751e584b4ccd19b1178d14cf02d134b04cebbe@cc51bff762a",
"tagStatus": "Untagged",
"taglList": [],
"pushedAt": 1584042844000

I

"rulePriority": 1,

"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:

[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6T65bc]"
}

R BRG] R v SR AE

LR RBIERT —4 Amazon CloudTrail BE%EB , iZ%B&E/R TOCI 1. 18NN EF imf{ER API
REE R R OEESSERHIIR, Referrers
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
"mfaAuthenticated": "false"

I
"ec2RoleDelivery": "2.0"
I
"invokedBy": "ecr.amazonaws.com"
I
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"subjectId": {

"imageDigest":

"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albacedbf503a"

},

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
},
"responseElements": null,
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [
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"accountId": "123456789012",
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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£ Amazon ECR 5E##4HF X T EE—#E{#EH Amazon

Amazon BRHFT R EH (SDKs) IATHZRITHREEIES . SMRHTFRTEQHRERME API, KBBR
PIFIXHE , EFRAREBEBRMN AR ERESHRENARERF,

SDK 344

Amazon CLI

EATF Java B Amazon SDK

& A F JavaScript 89 Amazon SDK

EATF NET #9 Amazon SDK

EATF PHP #9 Amazon SDK

Amazon Tools for PowerShell

& FF Python (Boto3) B9 Amazon SDK

& T Ruby B9 Amazon SDK

ERAT SAP ABAP B9 Amazon SDK
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£/ Amazon ECR BYfX#8 Rl Amazon SDKs

T RBROIERT WA Amazon ECR 5 Amazon 47 XK EH4 (SDK) — 2,
Em AR U AERSPHRITELRRENRB RO,

RERKEEFNRBER , LTELTXHET. BALNBTRET BOMERAENRSEY , &7
LB HBEXZEN ETXERRF,

BX S Amazon DK AR EREEMRB RANTEIIR , SR Amazon ECR ERHF AT ES—
EEMA Amazon, AEFEBEAEXANNEEURER LR SDK RANFMHES

FriaER

Hello Amazon ECR

UTREBREERT WA RER Amazon ECR.
Java

FEATF Java By SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RPIFHEFERTERS , THMMH
TRENZT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {
public static void main(String[] args) {

final String usage = """
Usage: <repositoryName>
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Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is: "
+image.imageTag()));

}

- BXAPIH#HAELR |, 15511 (Amazon SDK for Java 2.x APl £%) i # listimages.

Kotlin

FEAT Kotlin 8 SDK

(® Note

EBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 HEMM®H

TIREMIZIT,
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageIld ->

println("Image tag: ${imageld.imageTag}")

- BX AP #4ER , H2H (Amazon SDK for Kotlin API &) H# listimages.
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
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for schedule_name in image_names:
print(f"\t{schedule_name}")
if _name__ == "__main__":

parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

« BX API HEMAER , iHSH Python Amazon SDK ## Listimages (Boto3) APl & API
B,

AEEERt]

« 1/ Amazon ECR K E AR Amazon SDKs

* Hello Amazon ECR

. FEAMETAIES%¥S Amazon ECR HEA IR Amazon

« f£H Amazon ECR #1THI# 4 Amazon SDKs

« CreateRepository5 Amazon SDK 5 CLI #i& & H

DeleteRepository5 Amazon SDK = CLI #ii & & F

Describelmages5 Amazon SDK 5 CLI & & 5 F

DescribeRepositories 5 Amazon SDK = CLI B &

« GetAuthorizationToken& Amazon SDK = CLI Ft & &

+ GetRepositoryPolicy5 Amazon SDK = CLI & 1F

Listimages5 Amazon SDK = CLI B2 &1

+ 5 Amazon SDK PushlmageCmd B & A

+ PutLifeCyclePolicy5 Amazon SDK = CLI B2 & {EH

+ SetRepositoryPolicy5 Amazon SDK = CLI &1 A
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£/ Amazon ECR WY EZ /R4 Amazon SDKs

LUTRIERGRBERTWMMAER Amazon # R MR EM Z1E Amazon SDKs,

]|
* Hello Amazon ECR
s FRAKHGFAXIESFS Amazon ECR #YEA AR Amazon
+ f£/ Amazon ECR #1TH# 4 Amazon SDKs
+ CreateRepository5 Amazon SDK = CLI &4 £ F
+ DeleteRepository5 Amazon SDK = CLI & & £ F
+ Describelmages5 Amazon SDK = CLI Bi& fF
+ DescribeRepositories5 Amazon SDK =% CLI Bl &1 A
+ GetAuthorizationToken&5 Amazon SDK =% CLI Bt &
+ GetRepositoryPolicy 5 Amazon SDK = CLI #ii & &£
+ Listimages5 Amazon SDK = CLI &t & &£
+ 5 Amazon SDK PushlmageCmd B &
+ PutLifeCyclePolicy5 Amazon SDK = CLI Bi& fF
+ SetRepositoryPolicy 5 Amazon SDK = CLI &4 f£ F
« StartLifecyclePolicyPreview5 Amazon SDK =% CLI Bt &£

Hello Amazon ECR
UTRBREETRT AFEER Amazon ECR,
Java

EAT Java B9 SDK 2.x

® Note
EBEZMXER GitHub, # Amazon SR BIFEEFEFERTRERG , T M@
TREMIETT,

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is:
+image.imageTag()));

}

- BX API #4ELR , H2H (Amazon SDK for Java 2.x APl &) & listimages.
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageId ->

println("Image tag: ${imageld.imageTag}")
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- BX AP E4ER , H2H (Amazon SDK for Kotlin API &) s listimages.

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
BB EZHEXEER GitHub, £ Amazon RIZRGIFMEERERTERG |, 7 #F N
TREMZETT

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}
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image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- BX AP HEHMER , HSH Python Amazon SDK F1#J Listimages (Boto3) APl 2% API
2%,

BX S Amazon DK FF R EIEmMAB RAINTEIIXK , 5SS RS Amazon ECR E# A AT ET—
#CE A Amazon, REBRBEFEEXAITNEEUREXR LK SDK AW FAE R,

FEREETF AT EAS%Y Amazon ECR B EA HiR Amazon

LU I ROIE R T 04

- 8l# Amazon ECR .

- REFHEEXRK,

- WERFMHE URIs,

- 3REY Amazon ECR &,

- IR{E Amazon ECR 74 £ o B B K B .

« ¥ Docker BL{&#E % Z| Amazon ECR Zf& &,
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« HIHEIKF Y Amazon ECR F#E , ARIBEXEMNNEHAEE.

- MiBX Amazon ECR 16 &

Java

FEATF Java By SDK 2.x

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

BIT— 1M REXZS , B~ Amazon ECR By Ih&E,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();
System.out.println("The " + imageName + " was pushed to

ECR");
} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();
}
return CompletableFuture.completedFuture(authConfig);
1);
authResponseFuture.join();
}
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

« Bx API F4EE |, i55E (Amazon SDK for Java 2.x APl &) A T,

» CreateRepository

» DeleteRepository

« Describelmages

» DescribeRepositories

» GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy
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« StartLifecyclePolicyPreview

Kotlin

FE AT Kotlin 8 SDK

(® Note
HEEZHEXER GitHub, £ Amazon KB REIF#EEFERTERG , THENM@H
TREMZETT
BIT— 1M XREXIZS , B~ Amazon ECR By Ih&E,

import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining
the security and integrity of your container images. The repository
policy allows you to
define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
com.
com.
com.
com.
com.

sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.

kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
github.dockerjava.
github.dockerjava.
github.dockerjava
github.dockerjava.
github.dockerjava.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

java.io.IOException
java.util.Baseb64

class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
ecr.
ecr.
ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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/**
* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request

val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {

repositoryName = repoName

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =

ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)

val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {
// Fetch the existing repository's ARN.
val describeRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)
}
EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeResponse =
ecrClient.describeRepositories(describeRequest)
return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->

val desRequest
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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- X APl #4ER , 5 (Amazon SDK for Kotlin APl &) A T,

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Python

EATF Python #9 SDK ( Boto3 )

® Note
RBEZHEREL GitHub, % Amazon ISR GIfFfEEFERTERH , T MMM
TREMNETT,

A TRAMPETREA TR

class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
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self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR
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repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(
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"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version": "2008-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

ECRWrapper £ % Amazon ECR ##1ER K,

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.

T FRER AR API fR7s 2015-09-21 296



Amazon ECR AriEE

try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise

else:
logger.error(
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def

def

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

- BX API#F4EE , 2 (Amazon SDK for Python (Boto3) API Reference) HFHILLTE

Ao

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

* GetRepositoryPolicy

» SetRepositoryPolicy

 StartLifecyclePolicyPreview
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LUTRBREERT AERRITEA Amazon ECR ##/E., Amazon SDKsENRAIEAE—NER
R 4EE$E GitHub , BRI UEREPKREEXRRENEZTRBAEA,

UT RN BERFEANRE, BXTEIIEK , i5ZH (Amazon Elastic Container Registry API 2
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CreateRepository5 Amazon SDK =% CLI Bt &£
DeleteRepositoryS Amazon SDK = CLI & & £ F
Describelmages5 Amazon SDK B CLI B & fF
DescribeRepositories5 Amazon SDK 5 CLI Bt & F
GetAuthorizationToken5 Amazon SDK = CLI Bt &£/
GetRepositoryPolicy5 Amazon SDK = CLI Bt &1
Listimages5 Amazon SDK = CLI &t & £
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PutLifeCyclePolicy 5 Amazon SDK = CLI & & £
SetRepositoryPolicy 5 Amazon SDK 5 CLI Bi&
StartLifecyclePolicyPreview5 Amazon SDK = CLI Bi&

CreateRepository5S Amazon SDK = CLI & £

UTRBROERMMEER CreateRepository,

BRERPIRAEEFHABER , BAELTXHIET, EATREBREG  BUAEFRRENLT

X :
o T HREA AR
CLI
Amazon CLI
R Rl E
LAR create-repository ROIFEKFRINEMERPNIEER B ZRINCIETFHE,
aws ecr create-repository \
--repository-name project-a/sample-repo
LT
{
"repository": {
"registryId": "123456789012",
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"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

BEXREZER , 52 H (Amazon ECR AFiER) hMtIEEME,
IOl 2: BIEEE T RERERN T EMNFREE
LAF create-repository ROIMGEKFHNERINVEMERFRUZECERERSITIEHNFHE,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

7l o

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

BXEZER , 52/ (Amazon ECR AAF#ER) FHBREGIREAE M,
=3 EEREERARENFH#E

LR create-repository RGIFIERMF &Y ERIAEM &P AIEE & H ERGHIEPRITIRIEHE
HEFE,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

i
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

BEXEZEEL , 5501 (Amazon ECR AF{ER) FHBGEME,
« BX API HiF4E R , i5SHAmazon CLI 6555 CreateRepository F #,

Java

FEATF Java By SDK 2.x

@ Note
EREZMRIEL GitHub, # Amazon RIS RPIFH#EFERTER , THEMMAH

N—

TIREMNETT.

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
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.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result != null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

- BX APl Ni#AEE , ES @ Amazon SDK for Java 2.x APl £ CreateRepositoryH #Y,
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Kotlin

FE AT Kotlin 9 SDK

(® Note
BB EZMEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TRENMETT
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {

val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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« BX API HiF4E S | 1§25 95&F CreateRepositoryF K otlin B§Amazon SDK API %,

Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon KIS RGIfFMHEEFERTERH , T MMM
TIREMETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
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print(f"Repository {repository_name} already exists.")

response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]

)

return self.describe_repositories([repository_name])[0]

else:

logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BXx AP BNiEE R , 53 95E A CreateRepositoryF Python #JAmazon SDK (Boto3) API
sE,

BX S Amazon DK FF X &EiEmMAB RHINTEIIXR , 5SS Amazon ECR E# A AT EG—
#CEH Amazon, REBRBEEXAITNEEUREXR LK SDK RAMWFMAER.

DeleteRepositorysS Amazon SDK = CLI Bt &M
TR RBRHGVERIM{AIEEA DeleteRepository,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BUUEFLHRENLET
X

o THEERAIR

CLlI
Amazon CLI
il B 17 6 B

LAR delete-repository Rflan &R HIMRIK~ BRINVEMERPIEENFHEE. WRFHE
DEWE , MFEE --force #r&o

aws ecr delete-repository \
--repository-name ubuntu \
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--force

w
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

EXEZER , 2% (Amazon ECR AF#8m) HHIMIBREM®E.
- BXx APl BiF4{E R , i5ZHAmazon CLI 8552 # DeleteRepository Y,

Java

EA T Java B9 SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTERS , THMMH
TREMIZT.
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« BX API Hi¥4E S |, 219 Amazon SDK for Java 2.x APl $#DeleteRepository F

Kotlin

FEAT Kotlin 8 SDK

® Note
EEESHXER GitHub, 7 Amazon KRB REFEEDERZERE , TRMMH
TIREMETT.
/**
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* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« X API HiFMEER , BSEMDeleteRepositoryF K otlin #JAmazon SDK APl %,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
BB EZHERXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F N
TREMZETT,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BX API Wi¥E R |, 15 95&E A DeleteRepository T Python BJAmazon SDK (Boto3) API
&%,

BX S Amazon DK FF Xk &5 MRB RN TEIIXR | 5SS Amazon ECR E##HHFA X T ET—
A Amazon, AEFEBFEEXRAINTNEEURE XL SDK RAWIFHAEER,

DescribeImages5 Amazon SDK = CLI Bt &
LT RBRAVERIAMER DescribeImages,

BERIRAKEEFNREBRER , XA L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :
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o THEERAIR

CLI
Amazon CLI
ERRE#EEDPHRE

LA describe-images RHIEREBGIRZE v1.13.6 M cluster-autoscaler FEEHE
MNRGH X FEAE S

aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

M
{
"imageDetails": [
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":

"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizelInBytes": 48318255,
"imagePushedAt": 1565128275.0

- BXx API liF4{E R , i5ZAmazon CLI tn 52 & DescribelmagesH#Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
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}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {

System.out.println("Image is present in the repository.");
} else {

System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

« BX API HiF4E S |, 219 Amazon SDK for Java 2.x APl #Describelmages# 9,

Kotlin

FEAT Kotlin B SDK

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }
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val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

« X API HEMEER |, S HEMDescribelmagesT K otlin #§Amazon SDK APl %,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
BB EZHERXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F N
TREMZETT,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

- BXx APl BiFMER , iH5S &M DescribelmagesF Python BYAmazon SDK (Boto3) APl &
£,
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BX S Amazon DK F X BHIEMMNREB RHINZESIEK , HSHEN Amazon ECR E#H#F AT ET—
#EEA Amazon, AEFAEBFEEXRAITHNEEURE XL SDK RAWIFMAEER,

DescribeRepositories5 Amazon SDK = CLI B &M
TR RIBROVERM{ASE R DescribeRepositories,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X :

o T REELAR AR

CLI
Amazon CLI
FRE MR AT
IR BRI K P BRI E A R P R

5p
Gl

aws ecr describe-repositories

i
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
},
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}
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« BX APl BHiF4E R , S 0Amazon CLI 3 S3Z DescribeRepositories F #,

Java

FEATF Java By SDK 2.x

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.
/**

* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}

1)

response.join();

- BX API NiFAEE , ES @ Amazon SDK for Java 2.x APl £ DescribeRepositories
Mo

Kotlin

E AT Kotlin B SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon KB RG|FEEPFERTERG , 7 HEMAH
TIREMNETT.
/**

* Retrieves the repository URI for the specified repository name.
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*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")

return

« BX API i#4E L |, &2 93& A DescribeRepositories T K otlin #1Amazon SDK APl 2
Z

Python

& AT Python B SDK ( Boto3 )

(® Note
EHEZHXREEL GitHub, 7 Amazon KB R EIF#EPERTERA , TN
TIRENETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
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self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response['"repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

- BX API HiF4EES , 1§23 93&E A DescribeRepositories T Python #JAmazon SDK (Boto3)
APl &%,
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Rust

FEAT Rust B SDK

@ Note
EBEZMRIE R GitHub, # Amazon KB RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

}

0k(())

- BX API i¥4E R |, 125 5&E A DescribeRepositories T Rust BJAmazon SDK API %,

BX S Amazon DK FF Xk &EiEmMRB RHINTEIIXR | 55 Amazon ECR E##HHFA AT ES—
#EEH Amazon, REBRIBEEXAITNEEUREXR LK SDK RAMWFMAER.

GetAuthorizationToken5 Amazon SDK = CLI B2 & A
LT RBREERINAFER GetAuthorizationToken,

BERIRKEEFNAREBRER , MAE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

- THEERAIR
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CLI
Amazon CLI
EREBEIAEM RTINS
LA get-authorization-token RIS AIREBRIAEM R AR T,
aws ecr get-authorization-token
i
{
"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
« X API NFAEEL |, FZSMAmazon CLI 855 £ GetAuthorizationTokenH #Y,
Java

FEATF Java By SDK 2.x

@ Note
BB EZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMMH
TREMNIZET.
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
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* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

. X APl WiF4EER , B3 E Amazon SDK for Java 2.x APl &# GetAuthorizationToken ™
Mo

B’¥%E API fR7 2015-09-21 325


https://docs.amazonaws.cn/goto/SdkForJavaV2/ecr-2015-09-21/GetAuthorizationToken

Amazon ECR AriEE

Kotlin

FE AT Kotlin 9 SDK

(® Note
BEEZMHXER GitHub, £ Amazon KB RHIFHEEPERTERE , THOMEH
TREMIET,
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}

. BAx API WFMEELR |, 535 E A GetAuthorizationTokenF K otlin BAmazon SDK API &
%,

Python

i& A F Python #9 SDK ( Boto3 )

(® Note
EBEZHXRFEL GitHub, 7 Amazon KB R EIFFEEPERTERE , TN
TIRENEZETT.

B’¥%E API fR7s 2015-09-21 326


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples
https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR AriEE

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

- Bx API HiFME R , iHS &M GetAuthorizationTokenF Python BJAmazon SDK (Boto3)
APl &,

A} S Amazon DK F R EREEMNRBRANTESIEK , FSF0F Amazon ECR ERHFAATEE—
EEMA Amazon, AEFEBFEAEXATNEEURER LR SDK RAFMHESR
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GetRepositoryPolicy5 Amazon SDK = CLI Bt &1

LTFRBROERMAFER GetRepositoryPolicy.,

BERFIRAEEFNREER , XA L TXHFIET. EUTRERGG | BUUEFLRENLET
X

o THEERAIR

CLI

Amazon CLI

ERRATEHEENTHEERRE

LAF get-repository-policy RHIER cluster-autoscaler 74 FEH 176 ERBEAI4E
RFMES,

aws ecr get-repository-policy \
--repository-name cluster-autoscaler

i

"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« BX APl BHiF4E R , S 9Amazon CLI &3 S3#£ GetRepositoryPolicy F # .
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.
/**

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);
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1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- BX APl NiFAE L , S8 Amazon SDK for Java 2.x APl £ GetRepositoryPolicy
Mo

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon KB RGIFEEPFERTERG , 7 HEMAH
TIREMNETT.
/**

* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request

val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {

repositoryName = repoName

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =

ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)

val responseText = response.policyText
return responseText
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« BX API i#ES. |, {2 43& A GetRepositoryPolicy F K otlin #JAmazon SDK APl $#,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
BB EZHEXEER GitHub, £ Amazon RIZRGIFMEERERTERG |, 7 #F N
TREMZET,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
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return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":

logger.error("Repository does not exist. %s.'", repository_name)
raise

else:
logger.errox(

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

« BXx API BFE R , B3 195E A GetRepositoryPolicy F Python #JAmazon SDK (Boto3)
APl 2Z&,

BX S Amazon DK FF X &I MRB RHINTEIIXR , 5SS Amazon ECR E##HHFA AT ET—
#CEH Amazon, REBRBEEXAITNEEUREXR LK SDK AW FMAER.

ListImages5 Amazon SDK = CLI Bt & fE
DTFREBROERMAER ListImages,
CLI

Amazon CLI

B\ i 77 i Y BR

BAF list-images RHIFE R cluster-autoscaler ZiEERBREYIX,

aws ecr list-images \
--repository-name cluster-autoscaler

L7l e

"imagelIds": [
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"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
I
{
"imageDigest":
"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

- BX API WEFEHAFELE , 55 @Amazon CLI 5SS EListimagesH i,

Rust

FEAT Rust B9 SDK

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
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println!("found {} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

ok(())

- BX AP HEHARE LR , HSFEERListimagesF Rust #JAmazon SDK APl 3%,

BX S Amazon DK FF R EIEmMRB RAINTEIIXK , 5SS RS Amazon ECR E##HHFA AT ES—
A Amazon, AEFTRBFEEXRAINHEEUREXREBH SDK RAMIEFHER,

5 Amazon SDK PushImageCmd B & fEH
DTFRBROVERMASER PushImageCmd,
Java

SERAT Java B9 SDK 2.x

(@ Note
EBEZMEREE GitHub, # Amazon KB RHIFHEFERTERS , THMMH

~—

TRENZT,

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/

public void pushDockerImage(String repoName, String imageName) {
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System.out.println("Pushing " + imageName + " to Amazon ECR will take a

few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(Q@).authorizationToken();
String decodedToken = new
String(Base64.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[0@];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);

return authConfig;

b
.thenCompose(authConfig -> {

DescribeRepositoriesResponse descrRepoResponse

getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->

r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",

repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-

text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to

ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}

return CompletableFuture.completedFuture(authConfig);
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1)

authResponseFuture.join();

« BXx API SR , 2319 Amazon SDK for Java 2.x APl £ZPushimageCmdH#Y,

Kotlin

& AT Kotlin B SDK

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE , T #ENAH
TRENZT,

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->

val desRequest
DescribeRepositoriesRequest {

repositoryNames = 1istOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
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describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}

println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

« BX APl HFAER |, HS95EMAPushimageCmdF K otlin B§Amazon SDK APl $#,

BX S Amazon DK FF X &EiEmMRB RN TEIIXR | 5SS Amazon ECR E# A AT ET—
#EEH Amazon, REBRIEEXAITNEEUREXR LK SDK RAMWFMAER.

PutLifeCyclePolicy5 Amazon SDK = CLI Bt &M

LTFRERGERMAEER PutLifeCyclePolicy,
CLI

Amazon CLI

4 on B R SR B

B’¥%E API fR7s 2015-09-21 337


https://sdk.amazonaws.com/kotlin/api/latest/index.html

Amazon ECR AriEE

BAF put-lifecycle-policy RHIFKFHERINEMRPWIEERMELNRE G EHIKE,

aws ecr put-lifecycle-policy \
--repository-name '"project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}
i
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

BXEZER , 521 (Amazon ECR AF{ERE) DM LG EHER,
« BX API Hi#4E L |, 2 HAmazon CLI iy 55 ZPutLifeCyclePolicy F Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
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logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

RIEBEIH B BERARH,

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14,

.

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

- BX API HiF4ELR | 3 &EAPutLifeCyclePolicyF Python BJAmazon SDK (Boto3) API
B,

BX S Amazon DK FF R &5 MAB RAINTEIIXK , 5SS R Amazon ECR E# A AT ET—
#CEH Amazon, REBRBFEEXAITNEELUREXR LK SDK RAMWFAE R,
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SetRepositoryPolicys5 Amazon SDK = CLI Bt &

DR REROVERMASER SetRepositoryPolicy,

BERIRAEEFNRERER , XA L TXHFIET. EUTRERFG  BUUEFLHRENLET
X :

o THEERAIR

CLI

Amazon CLI
ENEHEEREFEERR

LN set-repository-policy REINXHFRBENFMEEREMMNE cluster-
autoscaler FfEFE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

{
"Version" : "2008-10-17",
"Statement" : [
{

"Sid" : "allow public pull",

"Effect" : "Allow",

"Principal" : "*",

"Action" : [
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]

}
]
}
B
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"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\"
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- BXx API HiF4{E R , i5ZHAmazon CLI 8552 # SetRepositoryPolicy F H

Java

EATF Java B9 SDK 2.x

® Note
EBEEZHEXRER GitHub, £ Amazon NS RGIfFfEEFRERSTERS , T HOA®
TIRENETT.
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the
‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.
*/
String policyDocumentTemplate = """

{
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"Version" : "2012-10-17",
"Statement" : [ {

"Sid" : "new statement",

"Effect" : "Allow",

"Principal" : {

"AWS" . "%s"

},

"Action" : "ecr:BatchGetImage"
1]

}

[TRTRIEN
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);

1)

response.join();

- BX API HiFMEER , 2 Amazon SDK for Java 2.x APl £#SetRepositoryPolicy F#Y ,
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Kotlin

FE AT Kotlin 9 SDK

(® Note
BB EZMEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TRENMETT
/**

* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,

) {
val policyDocumentTemplate =
{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "$iamRole"
.
"Action" : "ecr:BatchGetImage"
11
}
"t otrimIndent()

val setRepositoryPolicyRequest =

SetRepositoryPolicyRequest {

repositoryName = repoName
policyText = policyDocumentTemplate
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EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

« BX API iFELR | 1§25 95& A SetRepositoryPolicy F K otlin #§Amazon SDK APl &%,

Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MMM
TIREMETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

BT IAM B & TR R

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version": "2008-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}
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}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

)

- BX API HiF4EER , 3 195& A SetRepositoryPolicy T Python #Amazon SDK (Boto3)
APl &%,

BX S Amazon DK FF R EiEmMAB RAINTEIIXK , 5SS RS Amazon ECR E# A AT ES—
A Amazon, AEFRBFEAEXRAINTHEEUREXREAH SDK RAMIFHAER,

StartLifecyclePolicyPreview5S Amazon SDK = CLI B&# A
TR REERINAER StartLifecyclePolicyPreviews

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X

o THRERFNA

CLI
Amazon CLI
EOIZEm AR TR

BAF start-lifecycle-policy-preview RHIBIE T HIEEFMEMN JSON XHE WL
B H R T .

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json WAEA :

"rules": [
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"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
L7l e
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n J\n
N\n I\n}\n",
"status": "IN_PROGRESS"
}

- BX API HiF4EELE , 3 Amazon CLI i3 53 & StartLifecyclePolicyPreview i

Java

EA T Java B9 SDK 2.x

® Note
EBEZMXER GitHubo # Amazon AR BIFEEFEFERTREMRG , T MA@
TIRENETT.
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/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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« Bx API ViF4EER , 55 Amazon SDK for Java 2.x APl &
Z StartLifecyclePolicyPreview s # ,

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon BB RG|F#EEPFERTERG , 7 HEM A
TIREMNETT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)
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}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

« BHX API B REEL. |, {52 4E M StartLifecyclePolicyPreviewF K otlin #Amazon SDK API
BE,
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