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FEME HF—N

mEM I RA ] B[]
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EHNARFNIEXBIIETIERE K ER
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T SZRERE T, ENNAEFNEED
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Al Support 1% )
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)

Hello!
We're here to help.

Account: 123456789012 - Support plan: Basic - Change [

How can we help?

Choose the related issue for your case.

© Account and billing

Technical
Service
Billing v
Category
Other Billing Questions v

Severity Info

o000 ©

General question v

Looking for Service limit increase?

1. Create case (BIETH )- FECBNTHHXRA, Eflh , THEEFR Account and

billing ( P FIMKE ) ,

T B AMKERGTE
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® Note
WMRERFER TR , MEENERRZ GRS,

2. |j% - MRENEBSRIZSNRS , FEARREANERS

3. X3 - BEBRBRHFELNEARMNET, YEBERENEKIN , FLETHERUBREABENE
BAEEE,

4. EMH - EMASBRIZFITRINEFF T LLU%ER General guidance ( —f#&#8 S ) ( WAATEIN 1 X)
= System impaired ( REZEM ) ( MARER 12 /D6t ) XFHEEHERD . EMALSZE
THRIBY P& AT L%k $% Production system impaired ( £ R &2 ) ( WA ER 4 /Mef ) =
Production system down ( £7=RGEH ) ( MWRATEIR 1 /M6t ) o B, Enterprise On-
Ramp =)l Support 1+ X1#9 % 7 7] L% 4% Business-critical system down ( L SR EBRSEEFE )

( £l Support 1T X8I RIES A 15 24 , Enterprise On-Ramp i+ %89 RIETR A 30 24 ) -

I 52 B ] 2 35 5k B 89 58 — /R I B2 Amazon Web Services 3. XN FAERAFELEMMN, Xt

THE=ZFRE , WENETERK , EARRTREARANARREENERITLE, BXESE
B, B aETEN,

® Note
BIEEPTIERENED , RETRLGRAEREEZEE,

EEERFRENDRE , IUEERHRURFESERRN TN,
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Additional information

Describe your issue

() Case draft saved

Subject
@ Description

I have an issue with my bill

Guidance
Maximum 250 characters (222 remaining) Provide 3 detailed
Description description of your
Don't share any sensitive information in case issue. If you have a

correspondences, such as credentials, credit cards, signed

o . _ question about a
URLs, or perscnally identifiable information.

charge, provide the

A
Learn more [4. date, amount, or
| found a charge on my bill for unused any other details
resources. about the charge.
A

Maximum 5000 characters (4951 remaining)

‘ [t] Attach files ‘

Up to 3 attachments, each less than 5MB

Cancel ‘ Previous | Next step: Solve now or contact us

1. E& - WA R TRIEER FBER RS

T B AMKERGTE API R 2025-03-05 9
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2. Description ( #iR ) - RN ZFRH, XIRERBLANKREENEE Amazon Web Services X
B, NTRLERFMEFNAES , RSERTEHMEXER. BEAXLEERBYHBRENRE, F
REZER , FSH HREBHEBE,

3. Attachments ( itk ) - i L REBEMEMX G , B EEFEEREFRENEE, EHST
DRt =A 32k, BN HE&EAA R 5 MB,

ERMIEFMERT , B UEREFEEANBKRER,

Hello! We're here to help.

Account: 123456789012 ° Support plan: Basic * ChanggZ

How can we help? Solve Nnow Or ContaCt us

Account and billing, Billing,

Dispute a Charge, General ...
© Case draft saved

Additional information

| have an issue in my account N Solve now R Contact us

Solve now or contact us
Preferred contact language

English A
Q|

- O Phone O Chat
English X We'll call you back at your Chat online with a
thyr number. representative.
st=20]
B&#E

Cancel Submit ‘

1. BRBRRIES - ARENERIES. BE , BULEREHX, HiE, BEXHE. BHIFITE
LUEH BIEE S B8 B E LAYBRIED,

2. EFE—HBRRAR. EFHNERRATEURT TRRBEMERBHIEFITR.
« MRBIEE Web , W W LUBE =0T #3453 R B AL

« %# Chat ( 1K ) =X Phone ( BBiE ) . MRE%ERR Phone (Bif) , WREFIRREW AR ES
B,

3. HEMEREEREF A ERIFOIRRHAIR , EF Submit (]2XX).
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® Note
MREERE B EFENIERINEERRRES , MALERENT BiEXREF
« MREFBFEAZIEFROINEFSRS , REEBETRARXBUUAFTERAZE , U
AT LATE B A TER B M RM R IE X , R TEREE S B AR ERE (GMT+9 ) E4
09:00 ET4 06:00 , TR B FMARERS.
« WMREBE, Enterprise On-Ramp iblb X#Fitk , A& XRIRIRE BERRZE.

MRGERPNENZEFRFINERRRES |, WA LBEREN T R

- MRBEZERARIBFRFINVEFFRS , WATBE LS 09:00 Z T4 06:00 (GMT+8 ) 121t
X, TREMARKRN .

- MBHEEFEXAGZFITR , WEBRHWIKS PREN T/EMBRNERPIEARZR , ZI#
NEEEENNEFREER/MXM LS 8:00 ETF 6:00 , THRAMARKR,. NFEZA
XA ER/MX , T4EETERRIEE.

- MREHFEI, Enterprise On-Ramp W Z#HFitR] , JUALRIRREBPHERIE,

WMREERFEFNZBREMVERKRRES , VWALKRSOTEHIEXE
« MREBFEFRFERIBFROAVEFRS , WAALAEHEN TEMRBERNRESEXE , ZIE
BB E X A EFR AR E ( GMT+9 ) E4 09:00 £ T4 06:00 , TR B FBERBERA

- MBHEEFEXAGZRFITR , WEBRHWIKS PREN T/EMBRNERSERAIR , ZI#
NEEEENNEFEER/MXM EF 8:00 ETF 6:00 , THRAMARKRN,. NXFEZA
XA ER/MX , T4EETERRMEE.

- WMREAERE, Enterprise On-Ramp sl X #FitXl , AL KIRREHF EEARZFHF,

R HEBR

NREECBRHNEEXFRANEREE , BESRUTRBHERES

o

BN BAYRGIEF T TSRS HIR

AL ENENZERFUITASZ —IIRER. BXESEE , T2 EFTNENZERN,
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https://console.amazonaws.cn/billing/home?#/account
https://console.amazonaws.cn/billing/home?#/account
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BRI EEERIKAN IR
MRZEET Chat (IR ) I, BEAEZIPRED , HERTATRE

- BREFNEREEN A TFREFROFNEHER,

(® Note
WK EENRE, BXEZEE , 155/ Chrome #EIF Firefox 2™k,

- BRECEEMSE , LMERILLER Amazon Web Services X1 :
o IBHYBH N IEIE Web BEEFIER,

MREMATEEEZIMRED |, ¥ Amazon Web Services X #F £ A BB F B4 BB iF B R 5 X # 1TBL
o

2l 32 18 hn ARk 55 BR &

FREINBRSS FRET ( ARTAR A RS ) BUR S RS 8E.

(® Note

1838 T OB R S5 BREUARSS BB R AN B BRS B NRE . Bol , RSBRAFIFAM A RS
BSREHF. BREZER  FEHH (RSRFATER) PHTLERSEH ?

B 5 T8 BUE SR8 I AR 55 PR &

1. %&FE| Amazon Support Center Console,

® Tip
£ Amazon Web Services Management Console , #&3& 8] LA% 32 8] 5 B ¥R
@ 1!

RIF1%# Su pport Center,

2. EFEIEEH,
3. i&# Looking for service limit increases? ( B ERERERE ? )

B2 AR SS FREE N API kg7 2025-03-05 12


https://support.google.com/chrome/answer/95472?hl=en&co=GENIE.Platform%3DDesktop#zippy=%2Callow-pop-ups-and-redirects-from-a-site
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting
https://docs.amazonaws.cn/servicequotas/latest/userguide/intro.html
https://console.amazonaws.cn/support
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4. BEBERESHRT , FREERETRE, TRAOETMOT

« Limit type ( FRHIFH )

® Note
BIEEFTERENED , RETRLGRAEREEZEE,

X F Requests (iFK ) , %# Region ( XiF )

X F Limit ( BRE ) |, EFZRSRFIKE,

¥t F New limit value ( $iBR&IE ) , WMAFMBENE.

(i ) EERESEHMPRE |, 5% Add another request ( FINEMIER ) .
¥t F Case description ( T8 #EHR ) , BRABENZFI L,

10. X¥F Contact options ( BxRiEW ) TNH , EFZNEREBESURFTEFANRKRRS R, BTLE
BUT®RIZ— :

© © N o O

« Web - &3 Support R OEWREE,
« Chat (IR ) - FFhEXRERELHX, IRETFEZEIPX , BHSH BEHER.
- BE - BUCREFROBIE, WRERIED , FWAUTER
« Country/Region ( EIZR/#X )
 Phone number ( BiES )
« (Optional) Extension [ ( &Ji%& ) 2 #41]
11, EFRR, IPRERENERS ID SHARHE,

EHT. BRRMEFFT IR

AESZFROE , BUUELIFERLERERFNRS. FRO—F KB T Unassigned ( KA B ) IR
Bo HERIFHBLE—PRGIET |, RAELR Work in Progress ( [EFELEH ) , BERAUESTEHNER
BlEH G R | EREIRME ZEE ( Pending Customer Action (Z1EEFF12E) ) , RE S HEIZRH
IEFIFAES ( Pending Amazon Action (%% Amazon 24E) ) .

HENRGIEHE , BRI ETEYe  HHE2BEEENERAXFFORNRIINEE. EAET
ERH S PRV RSB BFRA, B EBT B FERROERFBERFR

BH. BRNEFITTENRG API iR 2025-03-05 13
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® &%

o B F Amazon Web Services ik IR ZFRHIB A, WRELL Amazon Identity and
Access Management (IAM) AF S @& F , IS NEEEEIRBRIIMENNR. BXES
E8 , B3 EEX Cent Amazon Web Services X3 er B 15 [F] 1R,

s MRBKRIEJLRANESE Amazon Web Services X3 @& , N& B R R B,

s ATFEMRIRSER 14 RN EIBRFITEZEFITH, MREERESCHRIHIMERAIZEL
|, B LABIBMEXRGl, EXEZER , B 2IEHEXxEM,

£}

- EHMUBEN SRS
« BRZIEFREL

- EFITITEBIRAVED
« BIEMEXEL

- BOIFELICF

EHUBH ISR

BRLERRS , AXFREBERUESEE, flm , BALIEEEH. FHES - PNREBX, HnHEt
BIEHERHEASE, BR , BBRAE A BXEZEFRIINTEL. BXESZEE , F5H EE™
B,

EH MBI RE

1. &FE| Amazon Support Center Console,

® Tip
f£#F Amazon Web Services Management Console , &% 8] L% R 6] 5 B F7

© 1!

SRIFi%E# Su pport Center,

2. 1£ Open support cases ( XD ) T , EFEZFRAIH Subject ( £& )
3. %4 Reply (E%E ), 7 Correspondence ( BE ) o™ , BE AT TUTEMAER :

EHARN X FRM AP fiR7x 2025-03-05 14


https://console.amazonaws.cn/support

Amazon Web Services 35 g
- REXBERERNER
o AR STHRFF
- ERENERBKRRS K
o ND0ER T BB 44 1t 1k A 52 L 3R 45 B
4. EERXR.

® Tip
MREERFAWMRKBEOHBFEFHBSE —NEEIR |, WA LR K ZIF R0 Reply ( =
) , RB%EE Chat (IR ) , B/FIER Submit (1BX ), RASITHF - HXBHIR
BHO,

RS ISR

HENZFHNBREHE , RENEBERHFRN | BRI E R OBRESH,
BERRZIFRH

1. &FF| Amazon Support Center Console,

® Tip
£/ Amazon Web Services Management Console , #&i& 7] L% $R 8] 5 B 47

© 1!

SRIFi%E#R Su pport Center,

2. 1 Open support cases ( I XHRH ) T , EREER RO ZIFEHFIH Subject (XA ) o

3. (Wit )% Reply (EIE ) , #7 Correspondence (&S ) o H , MABREFNER , A
[Ei%#F Submit (1R ), il , MREBFEEEUENRSZ | BURAEXENAE D #
REBHE .

4. %$E Resolve case ( FERZEH ) o
5. TELEITFMED , % Ok (BE ) LARREH,

BT R IF R API iR 2025-03-05 15


https://console.amazonaws.cn/support
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® Note

IR IEHY Amazon Web Services X BB E REFER | N A LUGE A RIREEIZIRE A R EH K
B E Z{S B Amazon Web Services X,

BT CBR S

MBEEOESE—FE | ETUERITF LR, BEEXEREIRENEMAELURESIRN
EHER SR, SEEAREXNRORE | UEERTUSE UGBS,

® &

- NRIBBRFEREN 14 XA , BAILEFRTHAXERE. BR  EFREMITTELTHE
EHRSET 14 RNRG|, BAGIRFRIIIEXR. BXESER , ESH 2128
KEH

- MREEFTHFERSIRBETERNEENAERS , NFRAIESEREIZITRM.

EEMITIT S MERAT RS

1. B FF| Amazon Support Center Console,

® Tip
£ Amazon Web Services Management Console , #&3& 8] LA% 12 8] 5 B ¥R
@ 1!

RIF1%# Su pport Center,

2. 1&$F View allcases (BEEMERM ) , ARERGEEEMIT AN IFRHIM Subject ( - )
= CaseID (R#HIID) .

%% Reopen case ( EFITHRH ) -
£ Correspondence (B ) T, X¥F Reply (EE ) , WARHIFHER.
( ATi%E ) 1%$% Choose files ( XM ) SO SN BBV RBI, &R Z AT N 3 N3,
X F Contact methods ( BXRAR ) , EFUTEIZ— :
Web — &3 8, F B 4 A 2 5 /O IR BUE Ao

o o koW
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https://console.amazonaws.cn/support
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- BX-EBEERELBIX.

- BIFE - BUCREERMNBIE.
7. (HWiE)NTHMRKRA , HALHFEERRGBENWEMA &K B Fal it
8. EEZRHIFMEEHERE Submit (1RX ) .

IR =P

14 REFAEHRSE , BRTEZEFRITITEERNES, NMREEDECHEREHIAERAIKLE
B, BT BB EMERRE, HHEXRFSEERLIBERNEHNEE  UWEFRTUAET 2R
Pl BE S MBRE, MREEINRBRE , RMNBUECIEHFRH,

EOZMEKEH

1.  EFZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services Management Console , #&3& 8] BU% 2 8] 5 B FR

(@ !

SRIG1E$E Su pport Center,

2. 1%&3%F View allcases (BEEFERA ) , AREBREEEEMITHA A XIFRHIM Subject ( R )
= CaseID (RHIID) ,

i%# Reopen case ( EFHTFERH ) .

4. FELITFES |, %E$F Create related case ( BIRMHXEA ) . ZEIHRHIE ST B3R MEEHE
XmE@, MREFHME A , Fi%EF Create new case ( BIRFHERA )

This case can't be reopened X

This case has been permanently closed after 14 days of inactivity. If you're experiencing
the same issue or a similar one, you can create a related case. If you're experiencing a
different issue, create a new case.

Cancel Create new case ‘ Create related case

BRI MRS AP fiR7x 2025-03-05 17


https://console.amazonaws.cn/support
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5. BEREENIREBENRS. BSH QIBZEEM.

® Note

RINMBERT , BHHXRFIEES 2N RFIMEEH Type ( KE ), Category ( FEHl )
H Severity (&M% ) . BUURBEZTEEFRFFAEE,

6. ERRFIFAEEFERFE Submit (1R ) -
BlEEME , L —ANEFFE RE Related cases ( X EH ) 25 , HIML T REIFFTR.
Case ID 234567891 i

Case details

Subject Status

Same issue is happening for my Amazon EC2 instances Unassigned

Case ID Severity

234567891 General question

Created Category
2021-04-21T20:30:23.945Z General Info and Getting Started
Case type Additional contacts

Account johndoe@example.com

Opened by

janedoe@example.com

Related cases

Subject Case ID

Problem with EC2 instances[2 1234567890

Correspondence m

Jane Doe | keep getting an error for my EC2 instances. What do you recommend that | do to fix it?

Wed Apr 21 2021
13:30:23 GMT-0700
(Pacific Daylight Time)

BRI MRS API 7 2025-03-05 18



Amazon Web Services X & ArfEm
ZOI7EidF

BRZALEVERAE 24 PARNERRHFLIEFRES.

Amazon Web Services Xx# 5 Amazon SDK —iE2 £

Amazon B# T KEH (SDKs) IR THZRITHEEES. BMRHFTFRTEGHRERME API, RBR
PIFIXH , EFRARARBEBRNUHERESHRNARERF

SDK X #4

Amazon CLI

ERAT Java B9 Amazon SDK

& FF JavaScript B9 Amazon SDK

EATF NET B9 Amazon SDK

EATF PHP #9 Amazon SDK

Amazon Tools for PowerShell

& T Python (Boto3) B9 Amazon SDK

i& T Ruby B9 Amazon SDK

EATF SAP ABAP B9 Amazon SDK

EVJiERRES API 7 2025-03-05 19


https://docs.amazonaws.cn/cli
https://docs.amazonaws.cn/sdk-for-java
https://docs.amazonaws.cn/sdk-for-javascript
https://docs.amazonaws.cn/sdk-for-net
https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/powershell
https://docs.amazonaws.cn/pythonsdk
https://docs.amazonaws.cn/sdk-for-ruby
https://docs.amazonaws.cn/sdk-for-sapabap
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>*F Amazon Web Services 2 API

&idiZ Amazon Web Services 3% API , AL AiF[alAmazon X/ ORI EEIhEE,

AP| R FE TR IRE

« TEHEQEE BERATERE Amazon XEFEFIMCIE DB RN L4 EHA
« E5[A] Amazon Trusted Advisor # 2 Amazon Trusted Advisor #4E

(® Note

emaEl, il A Qe F TR 8ESE % Amazon Web Services X3 APl, Bx
EZELR , 3 Amazon Web Services X1,

BEXREMEMNIRENBIERBMNE ZE S Amazon Web Services X3#F |, 58 Amazon Web Services
Y APl %,

FR

- XBERMEE

* Amazon Trusted Advisor

- THRUNMEE. BEMEE SageMaker i Ko
» Support in Amazon SDKs

XERHIEE
TR APHRITUTAES -

« IFFREH
« REBIEHWFROVFIREAXFAER
- BYABNRGFFANHEXFRS ( SRCELBRIRS ) WER

< NEEERNMXEMERMEIENRES , FFMEHBEEL B FEHFWREAN. BRSTLURM=PX
o BNMXHZEATN 5MB

. FRRIEHRBGI
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https://console.amazonaws.cn/support
https://www.amazonaws.cn/premiumsupport
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awssupport/latest/APIReference/
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Amazon Web Services ¥ API XFXERMIEEIEIEN CloudTrail BEIEHK. BEXEZEER |, S
% {# 12 5% Amazon Web Services 3 API A Amazon CloudTrail.

BXRENMMIEBRIBRAIBNE G AN NRIE RG] , 1555 Amazon Web Services 35 F R R
5 Amazon SDKs...

Amazon Trusted Advisor

& A LAE X E Trusted Advisor BEFRMITUTES :

« 3REX Trusted Advisor 3 ZH & AR RAF

o ERXER Amazon K M R# 1T Trusted Advisor &
* 3REX Trusted Advisor REERNBEMFMEE

« JRIF Trusted Advisor X ZE

. JREVETK Trusted Advisor X ZMRAS

Amazon Web Services ¥ API XXt Trusted Advisor #4E3# 1T CloudTrail BEiIEF&. BXEZE
B | 528 Amazon Trusted Advisor CloudTrail B &EFHEE.

A LA A Amazon Ev CloudWatch ents RIS RN R ELE R BB L Trusted Advisor, EXEZ
SE , iBHZR #H Amazon % Amazon Trusted Advisor # &4 & EventBridge,

B XE R WA f5E F X L€ Trusted Advisor #4EHY Java REB R4 , 15Z 5 A Trusted Advisor E Web Bi

Fo

THRIMMESE, WEMEE SageMaker i S,

Amazon Web Services X1 2 -2 EKERF., XEXREEBEANEMNRE BT EZFROEHEHAFRE
B ZFRH,

plan , MREFEAPE (IR ) KT KURRG , WAERSE (T8 ) KRN RANE-DRHIF
yiIPS PVRES=

A LU Amazon Web Services X3F APl AL T AT &

« HE (3R ) — https://support.cn-north-1.amazonaws.com.cn

- HE ( 78 ) — https://support.cn-northwest-1.amazonaws.com.cn

Amazon Trusted Advisor API iRZ 2025-03-05 21


https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
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/A Important

o WMRBIFAHZCreateCaselRERBEN A ZIERM , BARMNBEBAMEZIT , S0 T
EST Case-iEZE, RN AXFRHFE , FHAResolveCasel® 1’E§|Eﬁ$/5’&1,<lﬂmﬁo

- ZiAA Amazon Web Services X31F API EPEI’J Amazon Trusted Advisor &/ , X RFERA+FE
(It} ) KmTR. Bl , PE ( TE ) AT KT XF Trusted Advisor iX L2 4E,

Fx Amazon KiET AN EZER |, HS P AmMazon Web Services 235 KigT S B & Amazon
Web Services —ﬂx =z,

Support in Amazon SDKs

Amazon Command Line Interface (Amazon CLI) #1 Amazon B#F ZE# (SDKs) @3EXT Amazon
Web Services X# APl BI X %,

EEE X Amazon Web Services X API BB S 3K |, 5 EBRBRER T , I CreateCase , RF
£ “BESH BoPERENEEIES,

Support in Amazon SDKs API iRA 2025-03-05 22


https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_ResolveCase.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso

Amazon Web Services 1 AriEE

Amazon Web Services & it X!

B LRE LS FERERKF Amazon Web Services X#F EE,
FB

« Amazon Web Services X it X042

« B Amazon Web Services X# it¥l

Amazon Web Services & 1F it X84 =

Amazon Web Services X #F B AM I FiTR -

. BA&

« FRAR

e WE

» Enterprise On-Ramp

o b

EXRZFITRREXN K NK L RBEURREARSEIANZEF. HOITTKIRHTFSERIFRA, X
L =25 ZHE pay-by-the-monthEM X B KEEE,

FiE Amazon B # Al LA B zh £ X1 £ A Basic Support B LA T IhEE :

* One-on-one X4 /= F 0K & 6] B HY B &
- XRFeE

- RBETRIRE

o X, BARRNAZERKER

“FRARZFITRNE L ALIGRIL TN

- REXKRES

- BEFIRIZHIE

« Building-block ¥ : xR R Amazon 7=, HEEMRS ISR
- XHELERBENZFHRG , HAMEENERAFE T ITFX LR,

Amazon Web Services & it XK = API iRZ 2025-03-05 23


https://docs.amazonaws.cn/awssupport/latest/user/case-management.html#creating-a-support-case
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Ak, AR, Enterprise On-Ramp F1 )l Support it X8 % & o] BLG R AT Shae -

- FfIiEr — AL Amazon = m. HheEM RS REFih X FENIFEEZE R,

« Amazon Trusted Advisor— B —I1Zh#E Amazon Web Services X# , ETURERFHREHBET
AR, ENRERBURRSRETELEMMEENINS, BB RFTE Trusted Advisor X%,

« AT 5 Support Center #1TRX B Amazon Web Services 35 API 1 Trusted Advisor. #& 0] LA fiE
Amazon Web Services X #F APl B 1T FRFIEE RN Trusted Advisor #1E,

- BEFHRHXE — UTDBHEMITER (Amazon EC2) SKHIBRERSGMEE S EMNAE. ik, &7
LAEBIRES LHEZRIONE=Z ARG AAHMEE Amazon, N TEAERFITR AR ZEFITIINE
P, AREE=SRERE.

- XEBHTERBEH Amazon Identity and Access Management (IAM) F AT LR R AR X2 H,

4k, #8758 Enterprise On-Ramp F4ll Support 11X 89 & 3% 7] LA (7] AT ThEE

- NARFREWES - XTUMAESEARIRSRKERLNBEERARS. TEABINARFE
ROBRES.

- EMREE4EE - £/ Amazon Web Services X# BN A , RABBENEARS, RITHM
B, NEHREERMNTRAENES.,

- BREFZLE - HNEHNBECRARVINNARR , BERAEFZKE (TAM) &1F,

- REIERHEE,

- EEEITIL,

BEXENIFITNNNEERNENNEZEL |, iESHAmazon Web Services X 3FH b3 Amazon Web
Services ¥ 1%, — &g ( MEXREBRIFMNIKRLFF ) HIELUMEESTRERMH,

(® Note

MRES Amazon EEIRFEEHE#H - THREERFEETSHNXZE | 52 Amazon
Partner-Led Support

¥k Amazon Web Services %1 itXl

A LAE A Amazon Web Services X5 1T X2 &I & KB RIEH X511 X Amazon Web Services Ik
F. EEHREMZIFITR , BATIAE Amazon Identity and Access Management (IAM) X BR 51 LAAR

B Amazon Web Services X3 it API iRZ 2025-03-05 24


https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/premiumsupport/plans/
https://www.amazonaws.cn/premiumsupport/plans/
https://www.amazonaws.cn/premiumsupport/partner-led-support/
https://www.amazonaws.cn/premiumsupport/partner-led-support/
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AP BRERFENIKF, BXEZEER , HSHEEEN Amazon Web Services X1 EE /15 B AR
FlAmazonAmazon Web Services XiF EBWITE R,

BRI IEFITL

1. FE1TXI https://console.aws.amazon.com/support//E T & % Amazon Web Services X 1+ X% %!
=

2. ( ®i% ) £ Amazon Web Services X# Plans TUH , kR X Fitkl. BXENNEZER |, HS
EEMNIEHEENE,

3. (A% ) £ Amazon Web Services X# ENROIT , BEFEE RS , AREREF - ZFFiTX
EINIAE B b Ao

4, BREITRIE , REEEMITR%ERER Review downgrade ( EEME 4 ) = Review upgrade ( &
ﬂ'é& ) o

® &F
o MRBEEMTABELIFITX , WEEZEDITHE—NAK Amazon Web Services X,
BXEZEER , i55H Amazon Web Services X5 FAQs,
« WMRIEHAE Enterprise On-Ramp = Enterprise Support 1t%l , 7 Change plan

confirmation ( EEeRitXIFIA ) XJiFEEL , xR Amazon Web Services X # SLE IR
SRR,

5. 1£ Change plan confirmation ( ERitXI#EIA ) XNiEEF , BAUBRF XISWMB UEFEEZK/H
ISR BREY ThEE

£ Pricing ( B ) T , EANEFEHZHFITHMIT—XERA,
6. %3 Acceptand agree ( EZHEE ),

MXES

A% Amazon Web Services X1 itXINEZEER |, S HAmazon Web Services 235 FAQs, &%
AT LAM Support Plans 2% & A i%E$F Contact us ( BRREA ) »

EXAMKS |, 2% Amazon Billing A FiERE < AIK

HXEE API 7 2025-03-05 25


https://console.amazonaws.cn/support/plans/home
https://www.amazonaws.cn/premiumsupport/pricing/
https://www.amazonaws.cn/premiumsupport/faqs
https://www.amazonaws.cn/contact-us
https://www.amazonaws.cn/premiumsupport/faqs
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/close-account.html
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Amazon Trusted Advisor

Trusted Advisor fE¥ T M AK T LT Amazon HEFIRERZHZBWFKIESSE, Trusted Advisor
BREZN Amazon M5 | AEEEVATERE. BERAUAMMMERABIENZ S REMIES
B

R IRA Basic = Developer Support 1% , WAL A Trusted Advisor 2#| & 15 “BREPRF” 25
FHFMEREM ‘22 KPP AR E,

mREEE, AN TEFITR , WA LAERA Trusted Advisor %] & 1 Amazon Trusted
Advisor AP| 5 [E]Ff & Trusted Advisor X &, & A LAEA Amazon E CloudWatch vents ki 12
Trusted Advisor X ZHIRE. BXREZELR |, FSH £ Amazon 32 Amazon Trusted Advisor 1
&4 R EventBridge,

YRA] LATE Trusted Advisor i/ Amazon Web Services Management Console, <2 Hl#% &
Trusted Advisor B RINBENEZER |, BSREEX 5B R Amazon Trusted Advisoro

BXEZEER |, 5 Trusted Advisor,

£

« FF¥ABER Trusted Advisor 1Y

« FF#afERA Trusted Advisor API

« F Trusted Advisor £ Web IR%%

- WAHLYE Amazon Trusted Advisor

« &TFHH Amazon Trusted Advisor ... 32t £ X Z Amazon Config

« FEHFEF Amazon Security Hub 24 Amazon Trusted Advisor

+ %$%{E B Amazon Compute Optimizer X Trusted Advisor Z

« FF¥aBER P Amazon Trusted Advisor riority

- FERHEA Eng Amazon Trusted Advisor age ( FU¥EAR )

« Amazon Trusted Advisor &S EZ &%

« B HZE Amazon Trusted Advisor

API kg7 2025-03-05 26


https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor-api.html
https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor-api.html
https://www.amazonaws.cn/premiumsupport/trustedadvisor/
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Fr & A Trusted Advisor 21X

A LAE A Trusted Advisor 24| &1 “ Trusted Advisor B TEEEZNREL R , Amazon Web
Services Ik AERBENUNITRIESFIAERIB, a0 , Trusted Advisor ] BE < 22 ISR M BR & 55 FH 69
BRUBAD AENKSE | Hla0i S #hc% 4 it E = (Amazon EC2) £4l,

&3 A LA Amazon Trusted Advisor API 3¢ Trusted Advisor X E#1Ti#E, METHREZEER
2% Amazon Trusted Advisor APl &%

33
o B FEF|$R4&] Trusted Advisor &
= ]

- AAME
« Preferences ( B )

B34 Trusted Advisor &
RO LATE Trusted Advisor 2 # AP EFE X ENE KR EARS.

(® Note
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Advisor X E5|ER &K EX R CheckIdE, BUUFEALEEREWERF,RE , LAFBI L REERF
fA1RE TR R F R E,

private static AWSSupport createClient()
{
return AWSSupportClientBuilder.defaultClient();
}
// Get the List of Available Trusted Advisor Checks
public static void getTAChecks() {
// Possible language parameters: "en" (English), "ja" (Japanese), "fr" (French),
"zh" (Chinese)
DescribeTrustedAdvisorChecksRequest request = new
DescribeTrustedAdvisorChecksRequest().withLanguage("en");
DescribeTrustedAdvisorChecksResult result =
createClient().describeTrustedAdvisorChecks(request);
for (TrustedAdvisorCheckDescription description : result.getChecks()) {
// Do something with check description.
System.out.println(description.getId());
System.out.println(description.getName());

F Trusted Advisor £ Web RS API iRZA 2025-03-05 35


https://www.amazonaws.cn/premiumsupport/trustedadvisor/
https://www.amazonaws.cn/tools/
https://www.amazonaws.cn/tools/
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_DescribeTrustedAdvisorChecks.html

Amazon Web Services 1 AriEE

}

il 8] A X% Trusted Advisor Z5I|%&

LA Java REBF ERBIE T —/Na A FRIET Trusted Advisor #3E#Y Amazon Web Services & &~
T

// Refresh a Trusted Advisor Check
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation.
// Specifying the check ID of a check that is automatically refreshed causes an
InvalidParameterValue error.
public static void refreshTACheck(final String checkId) {
RefreshTrustedAdvisorCheckRequest request = new
RefreshTrustedAdvisorCheckRequest().withCheckId(checkId);
RefreshTrustedAdvisorCheckResult result =
createClient().refreshTrustedAdvisorCheck(request);
System.out.println("CheckId: " + result.getStatus().getCheckId());
System.out.println("Milliseconds until refreshable: " +
result.getStatus().getMillisUntilNextRefreshable());
System.out.println("Refresh Status: " + result.getStatus().getStatus());
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RE,

2. MR timeUntilRefreshable T T , LAl ERRIFRE,
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4. B&f5 , R¥BIRE —/ DescribeTrustedAdvisorCheckResultResult FIEX B K LH] |, &a]
FERZRGEIREFMERNER,

AR BEEAENRIFBER  REBRWFRRS.

// Retrieves TA refresh statuses. Multiple checkId's can be submitted.
public static List<TrustedAdvisorCheckRefreshStatus> getTARefreshStatus(final String...
checkIds) {
DescribeTrustedAdvisorCheckRefreshStatusesRequest request =
new
DescribeTrustedAdvisorCheckRefreshStatusesRequest().withCheckIds(checkIds);
DescribeTrustedAdvisorCheckRefreshStatusesResult result =
createClient().describeTrustedAdvisorCheckRefreshStatuses(request);
return result.getStatuses();
}
// Retrieves a TA check status, and checks to see if it has finished processing.
public static boolean isTACheckStatusInTerminalState(final String checkId) {
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus status = getTARefreshStatus(checkId).get(Q);
// Valid statuses are:
// 1. "none", the check has never been refreshed before.
// 2. "enqueued", the check is waiting to be processed.
// 3. "processing", the check is in the midst of being processed.
// 4. "success", the check has succeeded and finished processing - refresh data is
available.
// 5. "abandoned", the check has failed to process.
return status.getStatus().equals("abandoned") ||
status.getStatus().equals("success");
}
// Enqueues a Trusted Advisor check refresh. Periodically polls the check refresh
status for completion.
public static TrustedAdvisorCheckResult getFreshTACheckResult(final String checkId)
throws InterruptedException {
refreshTACheck(checkId);
while(!isTACheckStatusInTerminalState(checkId)) {
Thread.sleep(10000);
}
return getTACheckResult(checkId);
}
// Retrieves fresh TA check data whenever possible.
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation. This method
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// is only functional for checks that can be refreshed using the
RefreshTrustedAdvisorCheck operation.
public static void pollForTACheckResultChanges(final String checkId) throws
InterruptedException {
String checkResultStatus = null;
do {
TrustedAdvisorCheckResult result = getFreshTACheckResult(checkId);
if (checkResultStatus != null && !checkResultStatus.equals(result.getStatus()))

break;
}
checkResultStatus = result.getStatus();
// The rule refresh has completed, but due to throttling rules the checks may
not be refreshed again
// for a short period of time.
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus refreshStatus =
getTARefreshStatus(checkId).get(Q);
Thread.sleep(refreshStatus.getMillisUntilNextRefreshable());
} while(true);
// Signal that a TA check has changed check result status here.
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// Request a Trusted Advisor Check Result
public static TrustedAdvisorCheckResult getTACheckResult(final String checkId) {
DescribeTrustedAdvisorCheckResultRequest request = new
DescribeTrustedAdvisorCheckResultRequest()
// Possible language parameters: "en" (English), "ja" (Japanese),
"fr" (French), "zh" (Chinese)
.withLanguage("en")
.withCheckId(checkId);
DescribeTrustedAdvisorCheckResultResult requestResult =
createClient().describeTrustedAdvisorCheckResult(request);

return requestResult.getResult();

AEE B3R Trusted Advisor REZE R TSR EFTHLE REIE.

& 7R Trusted Advisor TEMFHEER

AT Java REBFEBREH E—TFiRE M DescribeTrustedAdvisorCheckResultResult3£4l |
LUREURR EARICHI RIRY|TR. Trusted Advisor

// Show Resourcelds for flagged resources.
for (TrustedAdvisorResourceDetail flaggedResource :
resultl.getResult().getFlaggedResources())

{
System.out.println(
"The resource for this ResourceID has been flagged: " +
flaggedResource.getResourceId());
}
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3. E“BEUTAHRBATEHME” T Amazon Organizations , T “B A’

® Note
NEEBEKFBERALUBTESNFMERAKFREHEBNRE, flin , MREHERKFEHE
BEAYE K BAXEKFETF2HEESEEKFHEBNKE, Z Amazon Web Services X
2 i RDRE T WLE Trusted Advisor XERTAF K,

Rl Trusted Advisor X &

ERAELGIRIRE 281 , RATEBWERIET Trusted Advisor ZTEMIRS, BAIUATEHIREG , mMEAERIFH
Trusted Advisor KZE |, (BN EAER T EREFHE L,

mRERE L, bl AOHil TR , WEE Trusted Advisor B3I RIFTIK S PRI X R,

(@ Note

MRENALPERBETREDEARSTIFITRINIKS |, WX LMK /Y A7 A& F Trusted
Advisor ZH B F BRI X R, BLERIFAREEKS PHMEKFHRE,

¥ Trusted Advisor X &

1. SME hitps://console.aws.amazon.com/trust ed Amazon Trusted Advisor advisor E#ZHI &,

2. 1 Trusted Advisor BIXTNHE L , ERFFAIERE. XHRFEKFHPNFIERE,

BT BEUTAARFREERE

« ¥ RefreshTrustedAdvisorCheck APl &4k,
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o 3 RIFTE R

(C

HITEMRE,

SIBALAINEKRE

BHALMEE , S 8IBikeE , ETTUEFALR Trusted Advisor B E L

BERZT LRI 50 Mg, NMRCENIREEHILEE , Trusted Advisor 2IBRER RIRE . BT
ERE EMIBREVIRE -

ERRALMBRE

1. BFALNERIKF , RBTE https://console.aws.amazon.com/trust edadviso Amazon Trusted
Advisor r EITFF##| &

2. TESMBE®D , % Organizational View ( ALRHHE ) o

3. EEBIERS.

4. BRABRT , ZIRESTEE Amazon Xif, XFEKH. XEMBEFRIRS. £ Create report ( £l
BifE ) NEL , BUUEARERGEMBENRE, Sl , BAILUEBRXIEN All (£30 ) &
o, AREEESREREFNENXIE,

a. HBWAIREH Name (BFF) o

b. XtF Format, i%# JSON = CSV,

c. XNFXE , HEE Amazon XEHEFE L,

d. XF Check category ( &EXKH ) , EERREXFIZIEEF Al (£ )
e. X{TF Checks (KRE) , ERZXINKERE , EFEAI (2% ).

(® Note

Check category ( &5 ) kK 4GB E Checks ( E ) FkskM. Hlm ,
RIBER Security (22 ) K5l , ARERRBENRESRN , WEHWREFITEZE

NFTEREL R, EENHNBEREUERE , BAREXRFIREIRIAN AI (£
) E, ARERENREEN.

f.  X7F Resource status ( BRIRAS ) , EREREAVIRE , 20 Warning ( BE ) |, SEE
All (288 ) .
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Amazon Web Services X

RAriEmE

5. X FAmazon AR | EREIESEREFHALLEN (OUs), BEXMWEZEE OUs , B

{Amazon Organizations AAF /) P EEHLAE N,
6. EZRBERE,
Example : €|E k& % &4 1ETT
PR R AT & DA 2 JSON R -
« =4 Amazon X1
- MIENZEFMERE

HEUTROIG | ZIRESFEFHAB OU M —NE TZEHLRR Amazon IKF .

® &%
. BIEEIRE AT B B EUR T A48 R RO T P 3B AR SN P R R R R
. BRE—RUBSMEE | BRIELFIRE TETBE 6 M,
- MEEAEEIREERERNEL , BRFTE.

EEREHE

S

REERFETT , BAI LM Trusted Advisor BHIEEEFEHRERE, XH , ERAUUREEFEENAL

MRELERBE.,
EERRERHE

1. BFALNERIKF , RIBTE https://console.aws.amazon.com/trust edadviso Amazon Trusted

Advisor r H3TFF#HI A,
2. TESMBEHEH , £4F Organizational View ( HEHME ) o
3. EEREBRM.

4. £ Summary (HE ) TEHL , EESHERINKRERS. BIET LL%ERE Download report ( TE

|/E ) o
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TEHALMEIRE

REEERERE , M Trusted Advisor 2% & T, MER— zip X, HPEE=1XXH:

« summary.json - BEBMREXFINKRELERHEE,
 schema.json - @EMREFIEEREN schema,
« BRIRXMH (json B .csv ) - BEEXEALPRRNRERSHIFAF S,

ETHALUBEIRE

1. BFREALNEEBIKF , RIFE https://console.aws.amazon.com/trust edadviso Amazon Trusted
Advisor r EITFF##| &

2. HESMBEHKH , % Organizational View ( HLEME ) o

Organizational View ( H4RHE ) THERTH TEHORE
3. ®EE—IRE |, % Download report ( FEIRE ) , ARREXMH. —RRETH —MRE
4. BRESRZH
5. FAXKRERITH .jsonXHIFEABFRENARFITIT . csv X,

(® Note
WMRERIIRE N 5SMB S L |, B BELWREIZ A4

Example : summary.json X4
summary.json XHERALPHKFHE R BMHEF PR ENRS.
Trusted Advisor WREZRERUTHENREH !

 Green— Trusted Advisor K& E 3z EF1E @ E,

* Yellow— Trusted Advisor ¥ 3z S AJ BE1FTE HY [E] &,
 Red— Trusted Advisor # Il B £5iR H B WK BRI,
 Blue— Trusted Advisor ToEHE X EMIRES,

EUT RS, HMEERN Red , — N A Green , —N A Yellow,
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"numAccounts": 3,
"filtersApplied": {

"accountIds": ["123456789012","111122223333","111111111111"],

"checkIds": "All",

"categories": [
"security",
"performance"

1,

"statuses": "All",

"regions": [
"us-west-1",
"us-west-2",
"us-east-1"

1,

"organizationalUnitIds": [
"ou-xa9c-EXAMPLE1",
"ou-xa9c-EXAMPLE2"

1,
"categoryStatusMap": {
"security": {
"statusMap": {
"ERROR": {
"name": "Red",
"count": 2
.
"OK": {
"name": "Green",
"count": 1
.
"WARN": {
"name": "Yellow",
"count": 1

+

"name": "Security"

.
"accountStatusMap": {
"123456789012": {
"security": {
"statusMap": {

THRAKANERS
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"ERROR": {
"name": "Red",
"count": 2
.
"OK": {
"name": "Green",
"count": 1
.
"WARN": {
"name": "Yellow",
"count": 1
}
},
"name": "Security"

Example : schema.json X #

schema.json XHBEREFHRER schema, AT RHIBIE IAM ZiBKREEH IDs FE M
(YW2K9puPzl) 1 IAM Z4£A%#: (DgdJgYeRmb5) K&,

"Yw2K9puPz1": [
"Password Policy",
"Uppercase",
"Lowercase",
"Number",
"Non-alphanumeric",
"Status",

"Reason"

1,

"DqdJgYeRm5": [
"Status",

"IAM User",

"Access Key",

"Key Last Rotated",
"Reason"

1,
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Example

resources.csv X BEHAFERNEXER, RFERTREFE RN —LEHES , IFFT
R

- ZEIEKFHKS 1D

+ 3 Trusted Advisor B 5

- ®WRID

- REMNRZ

» Trusted Advisor X ZM £

« X Trusted Advisor Z3 5

- RAL B (OU) HARWKFHIIKF 1D

REFERBRIRELE RN , REXAHTEEREB. EARTEREPEIRE , RRWOT :

« RERE  FIIRKS LB MFA , ZRBRR , B F2ETREREF. TEFRNREFRANERE
summary.json X#H,

- BEREMNEECNIN Red & Yellow RHETRER, MRFAIBRBREHN Green , MEIER S H
MEZIRE P,

- MBRENEERENRSBEAKS , IRETREFSERERS T, 0, MBREEEEHLADE
ALzt E g sssl , NI SE EC2 MEXFIHRIPRLEFTFT L HMELNIRE .

- IKFPEARBIFRELER, HPEEASLF LA EZFITROHF BIXER Trusted Advisor EALAT |, 7]
HEEAREXMER, WREWMEBI., Enterprise On-Ramp Ml Support itX] , MAFHKATEE
ZEEEKRFEME—RBAIELBTIRELE R, BXEZER |, BHSH RIF Trusted Advisor X &,

- MRRABELNEEKSFBERATRERZW , WHRERFLBRAL P EAKS B E IR,

NFRBEX , SO LAERE B4 (10 Microsoft Excel ) 3TFF .csv B R, ERILUER .csv X
WNELHAEKFEFHNRMEREHR TS HT. IRENREENAERF—EEA , WA LURREHE
A json XHTE,

json XHHEALE csv XHRRNRBHHVRBFEEKX , TATESREARS , fINFERASIMBEENRE
MERD M. Hln , B L SQL #1005 Amazon Athena & Amazon REESHER |, WEWIRES#H
T&EH, LETLER Amazon QuickSight B2 HIERH ATMIL BN EIE, BXEZER |, BSH

{5 F E 2 Amazon RS E & Trusted Advisor R
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ZEHALRNE

RBHEBFRZAALANE., EUREFALNEERRS , IRBEEZALIEMENRNAR, &
Fo R MR gy ALK 7~ 22 A Lk Zh e

ZRWIhEER , FHAUATER

« Trusted Advisor 241 AI{§ lR$1E Organizations A il BR.

« AWSServiceRoleForTrustedAdvisorReporting BRExKABEERALHNEEK S FHED.
XERBMREFE , BRUFIBIERE.

« BWIERNALGNE, EERTEHRE. EHEUROIENIRE , BAFM Trusted Advisor 3241 &
ENSRALNE, E5H BHALNE,

ZEHELAME Trusted Advisor

1. BEFALNEEIKFS , RIS https://console.aws.amazon.com/trust edadviso Amazon Trusted
Advisor r H3TFF##I &,

2. ESMERF  EEREIEW,

3. % Organizational View ( ‘ALRME ) T , 1&#F Disable organizational view ( ZHALRMNE ) .

ZRHALMEE | Trusted Advisor FECEHLAFE M Amazon KFHIZE, BR , £

EX IAM #2414, IAM API 5 Amazon Command Line Interface (Amazon CLI) ¥ EMiBR <z

B , AWSServiceRoleForTrustedAdvisorReportinglRFHEXACMNMEREBELALNEREKS, A,
BXEZEER , 5 (AM AFEmRE) PHRIBRERESHEXAE,

® Note
BRI BAE R E Al Amazon REREWMATRMARAERSFHBIE. BXESEE , SR
AR BIR

+ Amazon BB AEBEEHMEH Amazon Organizations K#E & FH Amazon Trusted
Advisor Z1X

« EREM Amazon IR EE Trusted Advisor ks

ERALNE API R4 2025-03-05 48


https://console.amazonaws.cn/trustedadvisor/
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Amazon Web Services X ArfEm
£/ 1AM ZKBE 7o 1F 17 (R 4H 4R 40
EATLAE A LA Amazon Identity and Access Management (IAM) SRE& RFEIKF AR RARF R

YA LA M B Amazon Trusted Advisor,

Example : X4AL B K 5EL 1 R FR

UTREBATTELRALAAEINGE. EFXENRAAF AT MITTRE

- BRANZAALNE
- B, EFNTHRE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadStateme
"Effect": "Allow",
"Action": [
"organizations:
"organizations:
"organizations:
"organizations:
"organizations
"organizations:

"trustedadvisor

"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:

"trustedadvisor

1,

"Resource": "*"

nt",

ListAccountsForParent",
ListAccounts",
ListRoots",
DescribeOrganization",

:ListOrganizationalUnitsForParent",

ListAWSServiceAccessForOrganization",
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:

DescribeAccount",
DescribeChecks",
DescribeCheckSummaries",
DescribeAccountAccess",
:DescribeOrganization",
DescribeReports",
DescribeServiceMetadata",
DescribeOrganizationAccounts",
ListAccountsForParent",
ListRoots",
:ListOrganizationalUnitsForParent"

"Sid": "CreateReportStatement",

"Effect": "Allow",

fER 1AM KB R FIE R ARNE
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"Action": [
"trustedadvisor:GenerateReport"

1,

"Resource": "*"
},
{

"Sid": "ManageOrganizationalViewStatement",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess",
"trustedadvisor:SetOrganizationAccess"

1,

"Resource": "*"

},
{

"Sid": "CreateServicelinkedRoleStatement",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting"
}

Example : XJ40 4240 B B9 32BN 1/ (B AX PR

LU SR B AR VISRV A AR B #E 4T RIRIG A Trusted Advisore EEXERRNAFREEENTHRINE
i =

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadStatement",
"Effect": "Allow",
"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization",
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"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

R LGIZBCH IAM Kk, BXESZER , F2H IAM AP iERE R EIE IAM KK,

(@ Note
MR IR Amazon CloudTraill EFHRBERATUTAR  NBEXEXEFARELSETRUTAR :

» AWSServiceRoleForTrustedAdvisorReporting— Trusted Advisor AT i RI14H 4R
KRS HEXAE,

« AWSServiceRoleForTrustedAdvisor— Trusted Advisor AT 514 4R A AR SS B9 RS540
xAt,

BEXBFHEXABNESER , HSRERFZMEXBERAT Trusted Advisor,

FERE M Amazon BRESEE Trusted Advisor IRE

RBAHEFEAHM Amazon RS LENEFLNHKE., EAEEF  BFUIBR - NATERREN
0 5520 (2] 22 174 AR5 (Amazon S3) E & #HF Amazon CloudFormation —/N B F1EIK P F 6] B F RV E
o ARG , BEULAMER Amazon Athena R RERBEIIRE , EE A A QuickSight mazon 1%
HIE AR P AT IX LB IE,

BXRAMLIRE BB E EFRE , ESH Amazon EEFABEE K FEH Amazon Organizations
AHEEE Amazon Trusted Advisor EiX
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FRFM
FIBAMECR , BATHEZUTER :

- LEBEERNBRA Amazon Identity and Access Management (IAM) FB 7= & 17 & %,
- FRAXERE (FEFRILIE ) Amazon XEHIEIEEEH Amazon RS FIE R

« BT I# QuickSight IkFF. BEXEZEER |, 851 (LS ¥ QuickSight AF SR FH L 5#
QuickSightZ3E 241 A1 717

fFik & L& F Amazon S3

BT E resources. json REGF , FXH LEHE Amazon S3, BUTAEXERE (FHFEFRLI
) XA EAFER.

BSR4 E 5% Amazon S3 R

&% Amazon Web Services Management Console F| https://console.aws.amazon.com/
FAXEERS  ARERXERD (FFELILE ) X,

$TFF Amazon S3 #2#|& , MAuLA hitps://console.aws.amazon.com/s3/o

ME@E@IIRP | £F S3 FlWw , AREHEN. BUUET—EFHERAZEWR.
fEbucket-nameWE L | &#F “QIENXH4K" , AEHfolderl , RFER “RE"

1% $% folder1,

# folder1 1, 1%#% Upload ( L8 ) , A/FiE#EF resources. json X

EHE Next (F—2F ) , REBINGED , R/Fi£#EF Upload ( £8 ) -

© N o o bk~ w0 D=

® Note

MRERGFFIRE LRBNEFER , BESRLER . json XHNNEHHATERSE , X
HERT2BZNARE. Flw , EFSCFEEEFMEI"ANHE |, flH resources-

timestamp.json, resources-timestamp2.json , KK H,

&£ /8 Amazon CloudFormationfll 2 &R

FFRE L8 E Amazon S3 /5 , i\ FEAT YAML # 4R L& E Amazon CloudFormation, LR & IFE
EREA K 212 Amazon CloudFormation BRLERIR , AMEEMRS AT LAE A S3 FREFRIREH
. ZERH IAM Amazon Lambda, FIZ &R Amazon Glue,
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&£ 2l 2B/ E R Amazon CloudFormation

1.

2
3.
4

© © N o O

11.
12.

13.

14.

15.

16.

T & trusted-advisor-reports-template.zip 3X 4
R 48 12 3o
T XA i P AT TR AR

3tF BucketName H FolderName Z# , &4 your-bucket-name-here M folderl W&
BN BRI IR P P 8 176 A8 B R SR B o

REFZX M.

£ https://console.aws.amazon.com/cloudformat ion £3TFF Amazon CloudFormation %14
MRERHKRIRE , FEXFEFSHID , EEZERS (HFFELILE ) XiF.

ESMBEKP , %#F Stacks ( #ik ) o

%% Create stack ( BIE#4% ) , ARFIEER With new resources (standard) ( EEAFRIR (Fr
H)) o

. 1E Create stack ( &2 #4% ) TWHE LM Specify template ( ¥8E#R ) T , i£#¥ Upload a template

file ( LERERXMH ) , RE1EEE Choose file ( 1EZFXH ) .
%R YAML X, ARFEE Next ( T—2F )

£ Specify stack details ( IEEHRIFMES ) NHEHL , W AHKBF , W Organizational-
view-Trusted-Advisor-reports , R/Fi%EE Next ( FT—%F ),

& Configure stack options ( ELE#kIED ) ME L , REERINRE , RAFERE Next ( T—
F)o

EH# Organizational-view-Trusted-Advisor-reports WE L , FZEHNIET, ER
HEEED , %5 “FR#BIA Amazon CloudFormation AJBELBIZ IAM FiR” EiEHE,

prid e el fe B2 AN

BIRHER AT 5 2 HEdE,

#&1 Amazon Athena R EkIE

RERRGE , LA LIE Athena FEBHIE. £ Athena SIEERAH DTIMENER |, fINEREAR
PRIKF S ERESE R,
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® &%
- EREERD (BRI ) K.

« WMRIER Athena T F , MMM EEEERNERNVE , RAEFRENREZTER. RIE
WA EEETRER S3 Fi#l. BXRXEZER , FSH Amazon Athena A 5 H
MNiEEEWERVE.

E £ Athena FEHHIE

1. M https://console.aws.amazon.com/athena/ ¥TFF Athena 2§ &,

MREHKRRE , FEXFEFSRED , BREEERST (HFF LI ) XiF,

1%# Saved Queries ( RENEW ) HERRFERD , fi A Show sample,

R ERIE | Bl Show sample entries of TA report ( 2R TA IREHRHIZE ) o

A w0 D

Athena «ueryEditor  Saved Queries  History  Datasources  Workgroup - primary Seftings  Tutorial  Help  What's new

Saved Queries

% Delete Query © New query
Name Description Query
O Show sample entries of A query that selects all aggregated data SELECT * FROM "athenatacfn”."folderi” limit 1e
TA report
« Beginning of List

BFHNEUTRERLL,
SELECT * FROM "athenatacfn"."folderl" limit 10

5. B“EETEN. ENERERETRHK,

Example : Athena &if]

LT REIERRESRH 10 MREIFE,
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i)
Mew query 1 | @ Show sample ent... @ +
‘ 1 SELECT * FROM "athenatacfn"."folderl" limit 10

Save as Create ~ | (Runtime: 0.83 seconds, Data scanned: 94.75 KB)

Use Cirl + Enter to run query, Ctrl + Space to autocomplete Format query Clear

B L]

Results “
« volume type ¥ checkname = accountid = category = issuppressed ¥ snapshol
1 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0d4
2 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-06b
3 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

4 General purpose(S5S0) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

5 General purpose(S530) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0efd
6 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ab
T General purpose(SS0) Underutilized Amazon EBS Volumes 123456783012 Cost Optimizing false snap-078
& General purpose(S50) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

9 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ffe!
10 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

< >

BXEZEER |, 15 Amazon Athena AAFIEEH B E A Amazon Athena 1217 SQL &ifj,

£ Amazon HeIZZHIE MR QuickSight

& BT LU IE Amazon , QuickSight ME R EE S ERPEBEREH TRILIREE L,

(® Note
BBFERXERER (FEFRLILE ) X,
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https://docs.amazonaws.cn/athena/latest/ug/querying-athena-tables.html
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£ Amazon FAIZZHIE R QuickSight

1.
2.
3.

S E Amazon QuickSight 2% & H B REHIKS .
i%# New analysis ( FTBI 247 ) . New dataset ( FEIEE ) , AF%EFE Athena,

#£ New Athena data source ( #7 Athena &R ) X iEEF , MARIBEREB , B0 AthenaTA |
SRIF1%E#R Create data source ( RIEEBIER ) -

_

New Athena data source X .

Data source name

AthenaTA

Athena workgroup

[ primary ] LV

Validate connection SSL is enabled

£ Choose your table ( £##%& ) XiEER , %$F athenatacfn FkH , %&$F folder1 , RFEEF
Select ( 1&# )

Choose your table
AthenaTA

Database: contain sets of tables.
athenatacfn ~
Tables: contain the data you can visualize.
© foldert

ta-cfn-database

atriondaa || Use tom 53 [ oot |

£ Finish data set creation ( SERXBIER IR ) XFEH , & Directly query your data ( BEEE
WEBNEEE ) , RFEIERE Visualize ( THAL ) -

Finish data set creation
Table: foldert
Data source: AthenaTA
Schema: athenatactn
Import to SPICE for quicker analytics +/ 1008.8MB available [EX13

© Dirscty query your data
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ME , AL Amazon 8122 4|E 4R QuickSighte. EXxEZE L8 , 25 Amazon QuickSight F
PR A F A 42 I E AR

Example : Y &3 QuickSight 13 & E 4R
AR RBIMERIRE R B X Trusted Advisor REHEER |, Hil40 :

- ZXMMAKS IDs

« Amazon &t X E

- REXZ

- RERS

- BNKFHREPHRER

Records by Category

Records by Status
ntus

Velem

Fied

Green

Blue

Teasl

@ Note

MREELNZZFIEARDERNRE IR , FRMRIL I # QuickSight ATLAEA Athena, BXE
ZER , BZR (LS#HAFER) P “BELEEFT T A thena’s QuickSight
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BXRAPLREBENEZEENRG , S Amazon EESRBEEEPAYEA Amazon
Organizations K& H Amazon Trusted Advisor il
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EREENT
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BERFRELHIEN Amazon Glue [EREFEIR. RIFEHNERRITEEEE)L D #aTE,

8. 7t Athena IZ=#lA M AT EIH, FSH &1 Amazon Athena FRIEIE,

(® Note
MBS AZHBMBEA , B LATE Amazon Web Services 3 F/OBIEE AR ZIERH,
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REANNTRAUFRENER,. EANEENAUNNSE , MEEXEN R RIFEAUmMSRNEE
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MREBISHEREXNEAE , FSAUTHEFEEL,
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o BHREBE T R— Amazon Config EEMN , TS F B+ XL Trusted Advisor ?

» XM T Amazon Config ZEEA Amazon X Rt hEE, REERBEEER Trusted Advisorft 4 ?

RNINS AT ZEMEEHMN Amazon Config , B &E B ZIFE M Trusted Advisor
K&,

Amazon Config MW AR FAERG , BATLULFL6Y Trusted Advisor B EE R, MREET St
Ihee B XK A B , B 7E Amazon Web Services 2§ Center REIBR R iR,

HEMIREE T R — Amazon Config F£EEFHN| , THXFF XL Trusted Advisor ?
NFELENENEENAN |, LA LLFE Trusted Advisor RELZLRFERNEIMPEE,

XM T Amazon Config EE A Amazon X FZH I TheE, RLEEEEF Trusted
Advisorft £ ?

MR Amazon Config TEEA Amazon XKIF X T & IR , M Trusted Advisor T EIZWAENIE
ERNHBEHEZXEHTRE, BIBICREFREEXE Amazon Config , MIBENRKEHANLE RS —
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B X Security Hub KBINEZEER |, B HEMHES,
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FH

- EREZH
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« RF Security Hub &4

« ¥ H Security Hub Trusted Advisor

- BEEHERR

FoRFM
IBATERIA T ERF8E/E A Security Hub 5 Trusted AdvisorfY &/ :

- BT EEL, Enterprise On-Ramp sl Support itXIF sEE AL IhEE, EATLAM Amazon
Web Services 3 /O TM Support plans ( X#FitXl ) TEHHPEREHZFITX. BXEZE
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F I HEEKFR Amazon Web Services X #5 BRI /5 ALLThRE, {BAL IR A K- S5UE A Security Hub
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B & Security Hub B &4
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4 ) TWHEE~ Security Hub K ELE R,

E&EF Security Hub BWREL R , &4 Trusted Advisor

1. SM#El Trusted Advisor 25l & , REIEEF Security ( ®£ ) ZE5l,
2. 7£ Search by keyword ( BXBRER ) FEHP , MABEHNEHIER,

® Tip
¥tF Source (IR ) , BALL%EE Amazon Security Hub BAT§i%E Security Hub #3244,

3. 1%3%F Security Hub BHEBHUEBEFUTEER :
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Advisor #2#1& M Security Hub 24 EEBRIB, BXEZEE , BSR RERELEENT
ERRE.

- HAMBIIEES S Security Hub £/, BHLUEFENALRM Security Hub 4R EL
R ABRUBNTEHRE. EXEZEE |, B85H WAHELME Amazon Trusted Advisors

RIFT Security Hub # &4 R

BRAEANLZLEMER |, Security Hub R EKAISEZEER NIRRT BERBEXEBRENREL R, ARFE |, %
WIERZAEEE 24 /Mt F B8R /RTE Trusted Advisor 4 A%, MREHKIFE A T Amazon Eitl%k
SREXE v1.0.0 22 | BHEEBXXREESA, Trusted Advisor

@ Note

« 8 Security Hub B4 RIFITRITURENME B URERXEERNAE, Bal , &
Fo3EMEH Trusted Advisor #2 %14 5 Amazon Web Services 3% API RI# Security Hub 32
., BXEZEL , FEHAETRERENITX.

- MRBENRRMNRELRPHRR , BYUTER Security Hub, BT , BFEFER Trusted
Advisor #Z%l& M Security Hub 24 HBRIB . BXESZEE , BZH REREERNT
ERRE.

M Security Hub Trusted Advisor

MR B ZEELE Trusted Advisor #2451 A F E R Security Hub 58 , MMITUT ST, HIENER
Security Hub 5EH% R, Trusted Advisor T & IMEH Security Hub BB, &0 AL Security
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NRILET SHEREXNEAE , FSAUTABHEEL.
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FK1E Trusted Advisor #2#| & & T ZE| Security Hub WIAELE R
WANERBEZRATTER
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FKIEWEE T Security Hub 1 Amazon Config , B{HXEEBRER
Security Hub R K TTAEEEF NN FTRERBEXERRNRELE R, R , ZBIEREZTHEE 24
/NI F BEE TRTE Trusted Advisor 2 H| &, BEREEHKE Trusted Advisor BHI &,
® &F

« JAEZE Amazon B Z e REXKRZEEFRIINEGHTSHIES |, BEHIR “RE”
> ‘G B8R4 Trusted Advisor Bk

« R Security Hub FHERSFE MK E Security Hub FRFFAA , REAIGEEE 24 MidF £
£ Trusted Advisord £ RIEHRELE R, BFHREEFHKE Trusted Advisor 415,

FBZEHEER Security Hub 24

Security Hub £ Trusted Advisor B3I SN BIE A E 2, MREZEA T EA Security Hub B4 HETR
BHEZE4NER , WFTLE Trusted AdvisorF E REREBE R,

AT LA R E Security Hub 5 & H ARG ERSAEREEREA,
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EETRNARAFE, IEXRNA™BRAELCERENR OMA , HTERIE. SENKAFHN,
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|
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CloudFront, BRIAERT , Amazon S3 B 2R SR ARG HENEXERSS (BFRILMILER )
X,

3B F iR £ ERIRS ®IRA Security Hub B E | BOREAE IS EWMERNZANME, Hlm , 0
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g, NBFERPFEIRNTFE-REEZSIMXE,

&R LAELE Security Hub 1 , Amazon Config iX#E— B RM A2 EHNSZIMNKE ., BEXEZEL |, F
SR B EEH EZE A Amazon EMRIETEEA,

< T Security Hub 5#& Amazon Config £ &Mt X< T
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BMATEEF RN Security Hub RELR
MRBEMRIBRE M INAEERHEZ , ATLLFE Amazon Web Services 2 /ORI BHEAR X6,

£ fEF Amazon Compute Optimizer 3% Trusted Advisor Z

Compute Optimizer BR%5 AT LA #7 Amazon BIRHNEEMF A RIER. RSB ENIRNTHEM
NWAEE , ZHNARSRELEHREE., ThLRBAEXNIEmRE LIRS TEARMEENEN., £
Compute Optimizer , BAILEZZEFEFHBMNE ., Trusted Advisor

B SLUE R AR H Amazon Web Serwces WP ME—IKF , A LU AR TALNFTE KA K,
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BEKAUHEEE 12/ NEFLERRELERNECRN. RS, RESUEEFE 48 PHFEEEFEUT
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BEXE2EL  ESHUTEE

«  {Amazon Compute Optimizer AAF#§/) P EE Amazon EBS BEIL
«  {Amazon Compute Optimizer AF#E/) FHIEE Lambda EEEIL

« {Amazon Lambda A #EF) FMELE Lambda BEIE A7
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AR — KRB , UEREES LB REE R THRE |, 120 MFA on Root Account. ZEIFE
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Trusted Advisor (L 5E B WK BUTHEARIER :
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- BHEFER - £ EFEARATUF SRR
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1. FEZRH Trusted Advisor & Fhttps://console.aws.amazon.com/trustedadvisor/Z #l.

2. & Trusted Advisor Priority WH £ , A/ AEFLATIE

MRIEFEAR 2 Amazon Organizations EEREMREE AWK, , BUIRE “BHKF/” BT+,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://www.amazonaws.cn/ec2/pricing/on-demand/
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Recommended Action ( ZiYAYIRE )
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FIENR, MREZFENFHEBPHEENRNAHMEGARRE , WTLLRESNEETEH
EFHHAN, BEEEFHELMNFRIFA ListMultipartUpload APl TBEZE R,

H bR
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PSR EENEGRERERE
|5
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- FfE# ARN
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iR
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/lifecycle-configuration-examples.html#lc-expire-mpu
https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-lifecycle-mgmt.html#lifecycle-config-overview-how
https://www.amazonaws.cn/blogs/aws-cloud-financial-management/discovering-and-deleting-incomplete-multipart-uploads-to-lower-amazon-s3-costs/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/mpuoverview.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/intro-lifecycle-rules.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/intro-lifecycle-rules.html#intro-lifecycle-rules-actions
https://docs.amazonaws.cn/AmazonS3/latest/userguide/lifecycle-configuration-examples.html#lc-expire-mpu
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Recommended Action ( iKY RE )

MR BN A E LA ERNEIREE |, W=ZEEMEFGI MR AZ SRS, BSRER SN R
FHIYE R EMER Amazon EC2 SEHI Sk BRIGRY T 8 35 1 38 .
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BITRARERE.

MREN ARG E /A BERBRE , WE BB RABEDER. BES P RARSES.
H{th 3R

- BEEARGES

« X Elastic Load Balancing #1768 Zi#E &

& 5l
- Xig
- NEBEREN
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- MR ATE

A3EBK Amazon Network Firewall
iR

KREEH Amazon Network Firewall &% = , H7E Network Firewall £ R A IEENIRSATIREE
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R Network Firewall BWFTEIR RET % 30 KRNEXELBEEMESE |, NZPH KEEFERM AL T
IESEIRAS . Network Firewall i IR/ TR, HWRBLIREBEIEAETE 30 RARLEBEMEHK
#EHY Network Firewall, ERIFEIMHUE R BRI HY & BH X IE s EFTIRAYZR 4,
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-troubleshooting.html
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H bR
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& 5l
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- X

* Network Fireall Arn
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« T
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« EREHETE

VPC #RAKimT R T IFERES
iR

KEEZH VPC EOKETR , AELETRERAEFNRSMHZES. R VPC EOKFET R
EE = 30 EEP\]EELEEEH%HE , MZA T QN IEEF IR, VPC ML iw T LR/ IRER
FRNGRELERA, MREQREZIET A 30 RANAENEHIEN 0 8 VPC E#OLKT R, &
EHMERBERAREAN VPC EOLinT RVEHEHIRN,
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https://www.amazonaws.cn/network-firewall/pricing/
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/inspection-deployment-models-with-AWS-network-firewall-ra.pdf
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Recommended Action ( ZiL A R4E )
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- X

- VPC &IHT R ID
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« EREHETE

IEsEBI M < Load Balancer i &
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Gateway Load Balancer i REN & 30 KPS B EBEAIE , NiZis LA A RER T F
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https://www.amazonaws.cn/privatelink/pricing/
https://docs.amazonaws.cn/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html
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Recommended Action ( ZiUAYIRE )
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« FM ID

- RSB
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- EREFEHE
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®EID
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REZXH
« BB NATMXETE 30 RALET 0 NFA
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https://www.amazonaws.cn/vpc/pricing/
https://www.amazonaws.cn/blogs/networking-and-content-delivery/centralized-inspection-architecture-with-aws-gateway-load-balancer-and-aws-transit-gateway
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RERSEESEHEETHILER#EMITE R (EIPsAmazon EC2) SEHITER A4 IP ik ().
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https://www.amazonaws.cn/vpc/pricing/
https://docs.amazonaws.cn/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
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BHE  SEAEMY IP it (EIP) REIERIZITH Amazon EC2 EHi5<Ex,

Recommended Action ( ZiKIR4E )
£ EIP 5Z TR EREHIE , BHRAKRKXEKM EIP, BEXEZELR , BSHEEM IP it 5T
B HYE (TSR BR MR BG4 IP st

H AR

S P ot
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- Xig
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3K A5 5 48 U A 0T R 5 B9 R R

ERIAER LT R AR &,

REEZ

« Amazon Aurora BEEEENENTEAREETE
« Amazon EBS Fili& IOPS (SSD) Bk 4Bt &
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« CPU FIF% & Amazon EC2 34

Amazon Aurora BIBEEEHFHNEMITERBREETE
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8 Amazon Aurora B EEH RS EASXFENTERENE IR,
®&EID
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-releasing
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
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Recommended Action ( iKY R4E )
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BPHBEEARYARANEN, RRBLHT O LEAENE Aurora RREIFIHHD =
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« EREHETE
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KEEHIIKREZ EBS LA S# EBS ELHVIL S84 i+ E = (Amazon EC2) S FREL &
IOPS (SSD) %

Amazon Elastic Block Store (Amazon EBS) FHFIE IOPS (SSD) &R inE| EBS 4£1t 354518
T RER M THAR 1 RE,
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https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/aurora-replicas-adding.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Performance.html
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- &ID

- B

- B

« 3£ 1D
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BEID

c1qf5bt039
REXM

BHE

MHaE AP kg7 2025-03-05 97


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-attaching-volume.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSPerformance.html
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Recommended Action ( ZiUAYIRE )
BINBUERBEEAUFERAEDNANT  IEBEASIEATESHBIBESSERE, IXNFNER
B, X BiEEMLEE,
H At 5 R
Out-of-memory M EIRIE : HEH LEITHHEZTENAFBIRERSGSNERITRARNEF

B, Linux RZLBEARETRE (OOM) Killer, FEXMER T , OOM Killer 28 EFF B IEFEIZITHY
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KRN SBEETNEHNATTRN , BRERGQXEXRZRFREE XL RO EAN
NH, LEERIESTmMBIEEMLRE.,
EXREZEER , 15 Amazon RDS SEHIZE A FT B Amazon R DS 3£4l,
&5
R 7
- X1
iR
+ Out-of-memory T3k ( ITH)
- BEXR#H (1TE)
o BRI EH
« EREHETE

N

CPU F A& Amazon EC2 =4l
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REFTE 14 RREMHMRESITHILDEEEITER (Amazon EC2) k6, 405R#EMH R E AT HE
W& R CPU EARET 90% , MEREER,

—HNEFARTRRAMESINL, BE. R , CHARKRTINARFREEVHNRF, B
REEH CPU ERERHMIE  FTHURENRS,
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https://www.amazonaws.cn/rds/instance-types/
https://www.amazonaws.cn/blogs/database/scaling-your-amazon-rds-instance-vertically-and-horizontally/
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Recommended Action ( il HYIRE )

ZRAMEL LG, BXRBEEFEZEMEPIBENEE , FSMHT LR Auto Scaling ?
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o BRI S# EC2
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BRERANTRZERFIRE,

(® Note

MEEABAT Security Hub Amazon Web Services iK™ , M AT BLFE Trusted Advisor 24
AHREFERNERI. BXEER , BZHREPRESF Amazon Security Hub ## Amazon Trusted
Advisor,

B LLEE Amazon EMZ 2 REXRZEEFRNRESRY , BERFIR “RE” > HiH iz
BRI, BXZTIEHBEMNIIR , 5250 (Amazon Security Hub AF$ERE) H# Amazon &
it & RIESSREN.
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-monitoring.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/autoscaling/latest/userguide/
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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(ESM)o MREHNZERALELNREZINRETRE , AETREANEKNRE,

@ Note
HRENERFEBREDRFTZR , A BT AFRFER, EXARFE/LNNNTES
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3 F ik, Enterprise On-Ramp = Enterprise Support & , &1 LAfE
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BR— T K 2 T3 IR
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
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REERM

a6 TS5# EC2EHIMIUbuntubR A 2 EIFR/E X IFHIL K ( Ubuntu 18.04 LTS, 18.04.1
LTS, 18.04.2 LTS, 18.04.3LTS, 18.04.4 LTS, 18.04.5LTS, 18.04.5LTS#18.04.6 LTS ) »

BHE : L5 EC23E MY UbuntulR A F1E T 164N A R BY Rl A4 SRR & X ( Ubuntu 20.04
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% : FTA Amazon EC2 EHIIEM

Recommended Action ( BiKR4E )

EfF Ubuntu 18.04 LTS EAIAREIZHN LTS A |, EREBAXFRINSBHITERE, BN
Ubuntu 18.04 LTS E4IH % ZE| Ubuntu Pro , #5157l Amazon License Manager &8 H&B AP
FEEDIRIN S BT, Amazon License ManagerfRtE AT LA Ubuntu B & , EF R R T F
Ubuntu 321 # 4 El Ubuntu Pro % 357& o

HRIR

BEXENMHNEER |, iHBEAmazon Web Services X1,
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- X1
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« EREHFE
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¥ & Amazon EFS X RS2 EF A data-in-transitinZ 5 XiEHK, Amazon BINE PN AIE HIE
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5 “otls” HHFIRE , FH Amazon EFS EEIHBBREFEA TLS v1.2 WEH PO EBIEH1TINE,
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https://ubuntu.com/server/docs/upgrade-introduction
https://docs.amazonaws.cn/license-manager/latest/userguide/license-conversion.html
https://www.amazonaws.cn/about-aws/whats-new/2023/04/amazon-ec2-ubuntu-pro-subscription-model/
https://docs.amazonaws.cn/license-manager/latest/userguide/license-conversion.html
https://docs.amazonaws.cn/license-manager/latest/userguide/license-conversion.html
https://discourse.ubuntu.com/t/how-to-upgrade-ubuntu-lts-to-ubuntu-pro-on-aws-using-aws-license-manager/35449
https://discourse.ubuntu.com/t/how-to-upgrade-ubuntu-lts-to-ubuntu-pro-on-aws-using-aws-license-manager/35449
https://www.amazonaws.cn/support
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DU

£ E1ERE M Amazon S3 FEREN B M BIR I FEREE Amazon Route 53 FEE X1 , IRIER B
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https://docs.amazonaws.cn/efs/latest/ug/using-amazon-efs-utils.html#efs-utils-supported-distros
https://docs.amazonaws.cn/efs/latest/ug/encryption-in-transit.html
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/VirtualHosting.html#VirtualHostingCustomURLs
https://docs.amazonaws.cn/AmazonS3/latest/userguide/VirtualHosting.html#VirtualHostingCustomURLs
https://docs.amazonaws.cn/AmazonS3/latest/userguide/VirtualHosting.html#VirtualHostingCustomURLsHowTo
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
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HREMREE X FERBNRUR TREESZXENRNFEAERE, 2IUTEB Amazon S3 174
BB AFRTIRGANR, XENRAESBEFHNAF A& EFEBPHNR ,
MNMSHBFEASTHH. A8MNART EHMNBEBRGRANBRHNRITELSBFERBTHAZSR
o

®EID

PfxORwgBli

REERM
- B NTREASREAELE FHRIEN Amazon AF | # ACL A5 B R.
- BE  FREBREATEAEROITRIEE,

- B EEERBEERFLAEHRNRNIED, Block public and cross-account access to
buckets that have public policies ( LN EEAE RN FHEBHTLOENBEKSFH ) RED
HF , HECRFANILEEMBRLAEEAZE , T AT ZKFHRRAFGHE,

- Hf : Trusted Advisor TREFBX , SEH T HMRRTE TR,
« d6  WTFREAREAZLEEHRIERN Amazon B, # ACL fo i E4&7 R0 M BR i B A BR
- &6 RIE ACL M/HIFEERRE , FTE Amazon S3 &M,

Recommended Action ( iKY R4%E )

MRFHBAFFHRIAE , FREREBRFEFRRE. flin , EREHSHY , BULUEAR
Amazon CloudFront RIZHITEE Amazon S3 AR, ES 1 (L S# CloudFront FF % & 18
) FHFEEII Amazon S3 RREMIGFFRIMNIR. MRARE , EEFEEBENRURFIFRAAEEREE
BPMIAEARBR, A “Amazon S3 FEIEABHE"REEH A FN SR BEHTABHRANEE. &
Si% B EEBAN R RR.

H b8 R

EEX Amazon S3 &R AR

N IEHY Amazon S3 FREREEMR I QAT HFRIRE
&5

o W&

- XEHEWH

- X API 3%

- FREBEN

- ACL R¥FFI&

« ACL AT L2/ BR
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/set-permissions.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/s3-access-control.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
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- REEARVTH

Application Load Balancer B #5448 f0Z# i
iR
¥ & Application Load Balancer (ALB) BAR4A A EMA HTTPS tHi Nz 5% B X B EHI IP

RRPRBERE. ALB MfEikBir 2B HTTPS B RAE BT 44 & P BIRN BN Z M.
®E&E ID

c2v1lfgoplw
REZXH
- & : FH HTTP # Application Load Balancer B #5448,
- % : Application Load Balancer B¥r4AEH HTTPS,
Recommended Action ( ZiUHYIRE )

BB 1P 0/5 58 B RRE NS HTTPS B , 39 BRATY N EA HTTPS iR mes
ALB 5SS BFRER ORI IP 2 FMESR.
H AR

A& F i3 A2 P 58 ) N 2R

Application 71&I#r28 B frs &

R AFEF Load Balancer i BB B

Elastic Load Balancing A B9 3 iE R 3
&5
- W&
- X
ALB Arn
« ALB B#:
ALB VPC ID
- BAREHE Amn
- BFRAER
B #rA hix
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https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-target-groups.html#target-type
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-target-groups.html#target-group-routing-configuration
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/data-protection.html
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o EIREFETE

ELB fiTes 24

DU

REHFBNWSENALHATEES  XEARHERTEAHENRLEEHTNEES.
Amazon BIUEFERAZ LM (HTTPS 2% SSL ) . up-to-dateZ £ REURZ LN HB RPN, H
BERARSMUGHTENIRERE (BRHRIAEOESE ) v, ENEFHENARSESZENERS
WIN%, X6lET —NMNEZELMIE, Elastic Load Balancing IREFIE X WL K , ERBAH
WHE Amazon R HREXK. FEETAN , R RXHTE KB FTIRA,

BEID

a2sEc6ILx
RERMN

- 46 ARYERIEERERZSHI (HTTPS) K{iiTaR,

- BHE ARSEFE HTTPS NEERE T I EHEBNRERK,

- BB AFIIEEE HTTPS TS REBHEN R KK,

- 6 ARHEREDE N HTTPS 01VTER , H EME HTTPS TSR E T HEFERN KK,
Recommended Action ( ZiUHYIRE )

MRERINBOERNREL AL ELTE | BEM HTTPS =X SSL Wi 1T AlmiEE
FAROERNTE L SSL R KA R B KR
RERAHENBBMHU

BXEZEER |, 551 Elastic Load Balancing #{ii U85 EL & .
H{th IR

- MTEREERESE

- EHAEITEEMN SSL ihERE

« Elastic Load Balancing #J SSL P& &L &

- SSL £ EME
=gl

- RS

- X
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-listener-config.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/using-elb-listenerconfig-quickref.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ssl-config-update.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-ssl-security-policy.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-security-policy-table.html
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- MHBHEEREN
- fAFISHESwO

 Reason

Classic Load Balancer &4

iR

s

RERBRET ZEENMBEER  ZXLEAWNTRARNARGEREEN KO,

MRZEAARFHRRENAHEERHEN KA , WHBBEERIEZREHXE M.
BEID

xSgX82fQu
REZXH
- B BEAFYEEEREKMN Amazon VPC R4 M A MEHL N A5 R RIE AR EEF M9 01TES
BEEPENN®KO,
- % . BEARFYEEEREKMN Amazon VPC ZEH M AMH R fo 15 8] 8 S E s T 2R Bl iE
RARE NGO,
Recommended Action ( il HYIRE )

BEEZEAHN , LUFH R RSEAFEGERFNTREEPEXWREAMPIL , ARATFIERE
MTU I ICMP i, ESRAF B AFEERMNMITEEM VPC R M EHISHENZ LA,

MRZLERK , FEHFLTLEANARATITERE. CIBZSERAN |, 7 0EREIEAEITESEM
UTERELE H E X O FMi. ESH VPC AR gL LA,

H Atb 5% R
« Elastic Load Balancing fi FP$67

« X% Classic Load Balancer

- BEZHANFITER

& 5l
- RE
- Xig
- ABBPEHRENR
- 244 IDs
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/migrate-classic-load-balancer.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-configure-load-balancer.html
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 Reason

IAM BB BUR

iR
REKFHNEDER  ACREABBERIREABTBHABRERNEHES,
FEARERBIRHOEBAFEBIES T Amazon IRENEARSE, BEANERENEBE

B, MBI HAFBERTESR , BF2ERAFAFERELER,
KEID

Yw2K9puPz1
REZXH

- 6 BRAEBRER  HERAMEARTER,

- BHE  BEXKEEA , EELE-TRNERERKREH.
Recommended Action ( ZiXHYIRE )

MRBIANBRERKRER , BERRITEA. MRASATAEBERRE , FUBRARERK, S
BN 1AM A P iR E K - 250 R BE .

E A Amazon Web Services Management Console , IAM AR EE#1, EFAREXE ,
Amazon BIIZENEFERAKESFHRIE , MTAE2E IAM AR, REeSHRIEATHAFFERAREINSE
9 2 B4 IE & F Amazon Web Services Management Console. £/ IAM Identity Center £
FHEREAF , ABEKFFHEE IAM A&,

ETHREXBOREBNRSESORINESER , B8 IAM AFEEPH S HRMABNEKS.
ETHAEXIAM BORUNESER , B5H IAM S F0AFERM,

H 3R

EERE
|5

. BIEE

- KE

\

. B
3

dr

it
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https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Credentials-ManagingPasswords.html

Amazon Web Services 1 AriEE

IAM SAML 2.0 1912 7g

DU

& Amazon Web Services Ik 2B EE N BT X#F SAML 2.0 W F 124 (IdP) #1TiAE,
EAREHREMAEPEPSONBEERAFR , FELEFEHKRESRE, Amazon IAM Identity Center

BEID

c2v1fgop86
REXH
- BE Wik REERIEN XIF SAML 2.0 9 F R4 (IdP) #4T1A .
- &6 kP ERERNBET I SAML 2.0 ¥ 5B REE (IdP) BH1TiHE,
Recommended Action ( ZiUHYIRE )

NECE IAM 43 H 4 Amazon Web Services K. BEXEZEER , BZREHA IAM 5HF 0., FF
& IAM Identity Center f§ , BRI HITERES , BIA0CIZENPRERF Identity Center B 2 BLiA
BR. BXEZEER , BESRENLES,

XR2E IAM BRPOLEERARRAPNGEXK, B2, ¥ T/IAERE , EUUEEHRNET IAM
NARRAFBEBREAFIRNE. BREZFELR , §5H SAML 2.0 Bk &,

H %R

I A= IAM ldentity Center ?

« Amazon Web Services K/~ K2
o EIREFETE

root F F iR %2 4R
iR

BE root PRI HARBFE. BIUEWETEN root AFIRHEEAXN, HFRAELHUE
SEZ oot A, MEZBEFRELEMITILEMES , R SEMEREF Amazon Web Services
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://www.amazonaws.cn/single-sign-on/
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/root-user-tasks.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/root-user-tasks.html
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Management Console BA#4T root AFESH. ECIBFRIZEHR 2 , BEEKHHRBHANERS
2=

<o

BEID

c2vlfgofsh
REERM

g : root AFHRIZFAFEE

&€ : root AR HRIBRHEFRFE
Recommended Action ( ZiL K R4E )

T BR root ARG RI 22 4R, BSFEMIBR root AP EVA R 240, LIRS A root AT, BF
EULIAM AP AR S ARITXIESE,

H %R

ZE root AP EIENES

BEEEZARBICH root FiF Z1G

Report columns ( 85351 )
- RE
- IKF ID
« EIXREFEE

Z2E - FERFVFERD

DU
REZLARBH AN ER OB TAZREI5E (0.0.0.0/0) BN,

TZREIMFRSEINEEED ( 2% denial-of-service i, Bih, HFEEKX ) Wilc. MBS
SRWROFERLE , KERRPMHWHEOSHFIEIER, RIEAZENHROBEREETZREIGR
WRAEFRER , fl HTTP A SMTP,

MREHBBELIXMAAEETZ24E , RINBUEERAEMERSERERFRP ERNEMIRE (W IP
&)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html#sec-alternatives-to-long-term-access-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html#sec-alternatives-to-long-term-access-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user_manage_delete-key.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/root-user-tasks.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reset-root-password.html
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® Note

R EMNIFGEECENZSARE IPv4 it AVEMN, HEIBNZE4H Amazon Directory
Service 2WIRIE NI EREAER , BENTHRZENE , TABRENA. BXEZER
&2 Trusted Advisor & I8 &,

BEID

HCP40073GY
RERM
- %6 T2HAAERKA 80, 25, 443 F 465 LRHUTZRFIMIFF.

o 6 RLAKMEER , BMEXNEHO 20, 21, 22, 1433, 1434, 3306, 3389, 4333, 5432
=% 5500 KPR &5 4],

- B REERMENEME AL OB TR E,
« HE  REARMMBEMER , HBRETZREINIHENR,
Recommended Action ( iKY R4E )

REEAWERG IP it FaHE, ERAFRE IP it #THR , HRERIREN /32 (H
W, 192.0.2.10/32 ) » HEEIZEMTHRAANE |, F5HHERE T RARBIN,

EEHANBRRFEANLZSH, EILER Amazon Firewall Manager AMEEFE BN EE LS
H, BXREZEE Amazon Web Services IKF7 , S Amazon Firewall Manager 3X 44,

ZEFH Systems Manager 25 E 83X SSH (#% A 22 ) # RDP ( #% K 3389 ) i5[A%Hl, EC2
FERREEER , ZXFTET2APBEARO 22 3389 AN A 1A R4 H EC2 K46,

H b 58 R
- 5 EC2 Z24

TCP #1 UDP % 0 5 %%
« ZREE IR
- ERASEEESR
* Amazon Firewall Manager

wE 5l
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https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/systems-manager/latest/userguide/session-manager-working-with.html
https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html

Amazon Web Services X AFiEmE

- X1

- BEHEBH

- R4 D

- Y

. EiRimH

- & bim0O

- KEk

R - TRZRFIR TR
R
RERSARBTFEAFTZRENIEHE RGN

TZREIMF RSB INEEED ( 2% denial-of-service® i, Bih, HFEEKX ) BWHlL,

(® Note

HRENIFGELNENZESARHE IPv4 it ASERN, HEIEHZ£4 Amazon Directory
Service 2RI NLABHREE , B THREZENE , TUHREN. BEXREZEE
25 Trusted Advisor & W [8] &,

BEID

1iG5NDGVre
REERM
- &6 REEANRIRIP HutfiwO 25, 80 5 443 MERA /0,
- HE  ZEEHANMIR IP MmO 25, 80 5 443 AR O /ERN /0, AEREHEHM

E gl 3
- 48 ZEEHMNAIR IP HuAYwO 25, 80 3 443 BIANROFARN /0, A ERRARERE
FFIR,

Recommended Action ( i HYIRE )

REERWERDG IP hutFaeinE, BERARFRE IP ut#THE , BRERIREN /32 (4
M, 192.0.2.10/32 ) » HERIZEMTAHRAANE |, FH5HMERT T RARBIN
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https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
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EEHABBRAREANZSH, BUUER Amazon Flrewall Manager AMEEHFHEMEERS
H, BXREZEE Amazon Web Services Ik~ , iEZ ¥ Amazon Firewall Manager X 4,

ZRfEH Systems Manager 2iEEEEEX SSH (¥ A 22 ) M RDP ( ¥ H 3389 ) iHMAEHl, EC2
ERAXEEESR , SLFELZEETERARO 22 M 3389 BNl i E £/ EC2 £4l,

H %R

- GO% EC2 &4
o F3RigE B H
. FHAFEEIESS

* Amazon Firewall Manager

i a=p 7l

o RE

- Xig

- REEZW
« Z£4ID
.« Y

. EEiRIR O
o K1biwO
- IPEE

o KEk

Aihae

1

/l_,\

ALERNTRERIRE,

KERW

i 3j# DocumentDB # o] fi X £ &

Amazon EBS &

Amazon ECS Amazon B E RN RF4L T REER
Amazon ElastiCache % ] F X £ &

Amazon MemoryDB % 7] fj X £ 8

T 5 MSK £HZ AKX
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https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/systems-manager/latest/userguide/session-manager-working-with.html
https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
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+ Amazon RDS %

« Amazon S3 FFH#E#E AFIER

+ Auto Scaling AETIRRAKE

+ Auto Scaling A& R

+ Amazon Direct Connect i &5 M4
« Amazon Outposts £ R Z 8

* CLB Connection Draining

- ELB BT ¥4y

- AP ERMAIL

+ Network Fireall % 7] X

I &% DocumentDB ¥ 7] i X &£ 8
R
RELLSEBRENLETHAXH Amazon DocumentDB £,

EE T ARXEMDIZEIT Amazon DocumentDB THEMBEF UL BSEXBN THENS , MNAGHK
EhMERZAREEE 10 08, FEFNEEMTAXIBRIANIS , LBRELF ., SHIHE,
4B 14 B FE R O] A (X P A (8] Y BT A A

@ Note
(® Note
HRENERFEREIRFHZIR , FEFTARFRFHER, ERATERFE/LNNET
FREE o

JtF 4, Enterprise On-Ramp = Enterprise Support &/ , &0 LAEH
BatchUpdateRecommendationResourceExclusionAPI £ Trusted Advisor £ R A
TERHBR—IH SRR,

BEID

c1l5vnddn2x
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
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REERM

B : Amazon DocumentDB & T AR =41 AKX iE A,

% : Amazon DocumentDB E£&E =N BAX B H3LH4,

Recommended Action ( ZiX AV IRE )
MRLBHWNABRFEESUAMY | HERENBREEXRFILUEABIAXSFEAZTAX, 2R
Amazon DocumentDB & & A 14 51 & %l

HAa %R

T I % DocumentDB EEAERED

XA A X
i a=p ]l
< R
- X
- ATAKX
- BIRFESENAN
- BIREFESEE ARN
« EREHEE

Amazon EBS R
iR
KEERK Amazon EBS & ( IAREAF ) WIRBHHIR, BIEES T Amazon EBS % , thAJ&E

REWE, REBLREE Amazon S3 F , UXIMBFAFFEFMEE. point-in-time
BEID

H7IgTzjTYb
RERMH
- HE RSB REBE 7 2 30 XZHE,
- 468 NSREBEY 30 X,
« 46 BRERE,
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https://docs.amazonaws.cn/documentdb/latest/developerguide/replication.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/db-cluster-fault-tolerance.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html
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Recommended Action ( ZiYAYIRE )

BEASBANBEE—RNRE, BXEZER , HSHLE Amazon EBS R,

EQ3BIE EBS R |, B LLE B HAmazon Backups Amazon Data Lifecycle Managero
HAth 3R

Amazon Elastic Block Store ( Amazon EBS )

Amazon EBS Snapshots

Amazon Backup

Amazon Data Lifecycle Manager
& 5l

« RE

- X

« %ID

- BE

< RERID

< REBEW

< RIRHAMR

- B4

* Reason

Amazon ECS Amazon B ERFEFA T REES
iR

RERAEHREENXTEA Amazon B EIEZREHBFEERN Amazon ECS FHEN ., EHEE
TEENEIEFLEBRRSH AN,

(® Note
(® Note
HRENERFEREIRFHZIR , HEFTARFRFHER, ERATERFE/LNNE
FrEE R
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.amazonaws.cn/prescriptive-guidance/latest/backup-recovery/new-ebs-volume-backups.html#aws-backup-volume
https://docs.amazonaws.cn/prescriptive-guidance/latest/backup-recovery/new-ebs-volume-backups.html#amazon-dlm
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.amazonaws.cn/ebs/latest/userguide/ebs-snapshots.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/whatisbackup.html
https://docs.amazonaws.cn/ebs/latest/userguide/snapshot-lifecycle.html
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3 F 4k, Enterprise On-Ramp = Enterprise Support & , & LAfE
BatchUpdateRecommendationResourceExclusionAPI £ Trusted Advisor £ R H
BDEHHR—IHZ TR IR

®EID

cldvkm4z6eb

RERMH
#HE : awslogs BHEF AT CZREESHERRENEESREL, ROEXNSEERTBRIAR KB
=

£ : Amazon ECS EHE XK awslogs KR awslogs W FEF B E N IFPAEER,
Recommended Action ( iKY R4E )

BERETAMXNER | FEZRFIESEN AmazonBERFEFEEMNEEET R NIEEE, EFHEE
BERXT , (RBA max-buffer-sizeSHiEE—ME. BREBESHNELEENES , F5H. 18
Zf Log Amazon s Res A &R EFHEEFAIFEEERNFIEAEEL

H {7 IR

A BE Amazon B ERIEF

EERRATICFET ARG E E

f£ Log Amazon s RER AERFEBF P EAFHEEEXHIEEEESL
= 5l

o RE

- Xig

- EFEX ARN

- BRERENEWR

« LREXTESE
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://www.amazonaws.cn/blogs/containers/preventing-log-loss-with-non-blocking-mode-in-the-awslogs-container-log-driver/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/using_awslogs.html
https://www.amazonaws.cn/blogs/containers/choosing-container-logging-options-to-avoid-backpressure/
https://www.amazonaws.cn/blogs/containers/preventing-log-loss-with-non-blocking-mode-in-the-awslogs-container-log-driver/
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Amazon ElastiCache Z 7] i X £ &

DU

REEENATHKX (AZ) PERER ElastiCache &, MREFHPHZ W AXLA TIFEIRES |, Wit
BREXRRE.

EZNMXEHEBEL L EHEFE T H XA RIEREAK AZs 58 ElastiCache SR AT A, X
REUNAERLEN S ETRATAR , ElastiCache 2B FREIFRANET R, XTHEANER
AWMEERBEARE , AETEEEERRA T

@ Note
HRENERFEXEIRFZR , HEFTATRFER. EXARZFE/LNDINTER
o
3 F ik, Enterprise On-Ramp = Enterprise Support & , & LAE
BatchUpdateRecommendationResourceExclusionAPI #£ Trusted Advisor &R &k
BR—I S TR R o

®&EID

ECHdfsQ402
RESH

- 6 ERPNSATAXLATEHRS.

- HE  SEPNS A AXLTIEEIRES
Recommended Action ( Z iU AV IRE )

EEE2ATRNTARS , 800 FED IR EIF
H %R

BEXEZER , ESHAEAZTARRARE S ElastiCache (Redis OSS) FHIEHLATIE
R &5

< KRB
- X
- EHEN

« EREFELE
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/AutoFailover.html
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Amazon MemoryDB % A] Fi X §£ 8%

DU

REFBEENATAKX (AZ) 8 MemoryDB 58, MREFHFPNZ AR TIEESIRE , N
RELRRE,

EEZNMXEHREELRSEFT TR THX P RRE AR AZs 1858 MemoryDB SR AT A1,
HREUTHNERLEF LTI KT AR , MemoryDB £ BFREIARANET R, XHPARER
AWMEEHRBEARE , AETEEEERRA T

@ Note
HRENERFEXEIRFZR , HEFTATRFER. EXARFE/LNDINTER
o
3 F 4k, Enterprise On-Ramp = Enterprise Support & , &0 LAfEH
BatchUpdateRecommendationResourceExclusionAPI #£ Trusted Advisor &R &k
BR—I K S TR IR o

KEID

MDBdfsQ401
REERM

- &6 SEPHNSTARXL TEHRS.

- B SEPNSTAXLS TIEEHRS.
Recommended Action ( iKY RE )

EEE2ATRNTARS , #00HFEDSIZ - EIA
H 3R

BXEZER |, iHSH Minimizing downtime in MemoryDB with Multi-AZ ( BX Z A ARXRAEE
#5 4> MemoryDB ZE#4LATE ) -

i a=p ]l
« KT
- X
- EREWN
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://docs.amazonaws.cn/memorydb/latest/devguide/autofailover.html

Amazon Web Services 1 AriEE

o EIREFETE

Lo MSK £8Z A AKX
iR

REZRM Amazon MSK Filii B S &M o] A XHEE (AZs)o Amazon MSK SRS MUEBARN ,
XERBWRETEH S EBEMAR. £ 2-AZ £&8F , TEFPHRANKERBERE , £~ 78
H,

BREID

90046ff5b5
REERM

« B : Amazon MSK EF{XERNHEE THE AZs

« &8 : Amazon MSK £HEE TE=/REZREHNRE AZs
Recommended Action ( i K RE )

ERSEHENTAY S ESAZs REFPCES —MNEH, ARNNEEHIRIECIENTH
E8, BALMEA Amazon MSK E &I T i1ER.

H R

I 5# MSK & Al At

5@ MSK £
&5

- RE

- XiF

- MSK £& ARN

- BIE AZs

o LIREFETE

Amazon RDS &4
iR

®&E Amazon RDS BiBESHIN B3 & 17,
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https://docs.amazonaws.cn/msk/latest/developerguide/bestpractices.html#ensure-high-availability
https://docs.amazonaws.cn/msk/latest/developerguide/migration.html

Amazon Web Services 1 AriEE

RABRT , BREH , REYPN—K, FHAREBIEZNE RO FH RV point-in-timek
£,

KEID

opQPADkZvH
REESRM

a6 EEXHEKFMREBIREN 0 X,

Recommended Action ( i K R4E )
BESHNARFNER  SBEEXFANBIEZNNREHREN 1535 X, BSHAFEABD
#1.

H A BR

Amazon RDS A}
&5

o W&

- Xig/aAX

o BIEESB

« VPCID

- BUOREH

Amazon S3 FE A EKIER
HR
¥ 2 Amazon Simple Storage Service (Amazon S3) &/ B RiEKE B,

BRAREHRFR ARERE , B0 FiEMAN R B EEEBEEBNEFE#ET. HRBERCEREE
EZMEREXRNVFHAFE , EREKE, BERPEENREMERNVLENBM B, RIAER
T, FHRMEFTLCERRBEA. IREBEVNITRZLFRI THREXAFPNEAEXNFAESE , WNGE
AAEidx,

MREABEEIERE , RELAFHRIERE., BR , FRNEXTERLSHATEREAY. EE
FHRERN Amazon S3 FHBNR , EFREAREBE R FREBNRIEKFEBERE,

BEID

BueAdJ7NzP
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html

Amazon Web Services %1% AF i
REEZH

- BE  FHEBRERBARS SRR ARIER,

- BB BIRFERNRERSIERKS , Eik Trusted Advisor X H# TR E,

- 46 BIRFEEETRFE.

- 46 BNFERIRFEEENEEETRRE,

- 46 AERXEZFENRFRBENEANR,
Recommended Action ( i K RE )

HASHERBEAEEBATIIR. BERCEARAERAASLENUGRIRERAEE
.

MR B EFEBNRTSERIKS |, 3 B& Trusted Advisor 2K &E B HIZFIRES |, BRZRKF
IR EERRE, FSRREFEBNR,

NRENFEBAEE  FARINAF#EBENENR , NEB- I HEFER  REERE. 5
FEEFMEERSILR,

NRENFHERBNRFEENREETE , BRENFREBESVHAEESREF#BAR N F4#
W, FSREEF#MEATILR.

MRBERREZBENFERBENEANR (EARRKRER ) , B0 BERRXAR T L&/ R
R, BSRmEFHEBRR,

HAb TR

- ERAFEE

- BRFHEHRBEIEE

AR S5 8817 8] B AR

- MR B &34
w5l

- RE

- X1

- FHBES

- BB

- BRFE
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https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-console.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/BucketOperations.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/ServerLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/LogFormat.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/deleting-log-files-lifecycle.html

Amazon Web Services 1 AriEE

- HEEMEE
- EXREER

* Reason

Auto Scaling HizTIRIRKRE
iR
¥ & Auto Scaling AHETIRAREEE,

R Auto Scaling ‘AfFE A 2 Elastic Load Balancing , W2y & &2 /5 A Elastic Load
Balancing B1TIRARKE, MEFREH Elastic Load Balancing 21T R E , Auto Scaling REEXT
T 5#ha# it = (Amazon EC2) SRRV Z TR K ENITE . Auto Scaling T eI KB LiZ4THI R
RAERNITERE.

BEID

CLOG40CDO8
RERH

- B B BAEXBKMNAEIYESS | 1B Elastic Load Balancing TR EREB A,

- BB BV BERBE XN ATITESS |, {8 Elastic Load Balancing E1TIRRKREE R Ao
Recommended Action ( ZiXAYIRE )

MR BT BAB KRN AFIGESE , {8 Elastic Load Balancing ETHRIRRERBA , SR [E
B3y 484 % b0 Elastic Load Balancing iZ1TRR R &,

IR Elastic Load Balancing E{TIRAREEEA , BREARISEREE T BEXEK , 55
BB EEARIENRMARR.

H %R

Amazon A EC2 uto Scaling Fi FP$67
=gl

- RE

- Xig

- BT HEEAR

- KRERMAEITHESR
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/

Amazon Web Services 1 AriEE

« BITRARE

Auto Scaling A &R
iR
REEENEEE. BERM Auto Scaling HAH< K &R IREY AT A,

BRI ARIRN Auto Scaling AT LB FHL LR #E M ITHE = (Amazon EC2) 3£, EREE
& , Auto Scaling £l B EC2 EHINMEBEF RSB A TLEEN , AEFREBHR B3R
D, BEFTEUARIRN Auto Scaling A5 sh Bl &/ B NERT L ZTHIZETT,

BEID

8CNsS11I5v
RESXH
- 46 B3y BA SRR AESERXEK.
- 46 BoHEESHBRE Amazon HLEFEE ( AMI) XBk,
- 46 BHERSERBRNLDHRERE (AMI) HXEK.
Recommended Action ( ZiUHYIRE )

MRAFIERCWMER , FOIE— NN ABBERRNERE , REFHEXEE Auto Scaling
B, FEVNB—MNRBEATIFEIRMNF Auto Scaling . BXREIBIEFABOERNFHET 4
AMEER , BERREEYT REAEMBENNAERF. BXUBTLSAHER[NF AT B
AMEER , BSRET RS AT 1AM Auto Scaling PV “BIZ BT BA",

ME AMI E4HIBR , NEABERN AMI SIS E BN B NERRAE , HFEES Auto
Scaling <8k, BxuMA|ZFNEHEEMNFEE , iHZH Amazon A EC2 uto Scaling A8
EPNEEESEE, BXRUOMACESHIERNES , EZH Amazon A EC2 uto Scaling A 1§
B Auto Sc aling 4B 812 5 31 #E R

(@ Note
HFZ2ZR  RELRTIREEABHERFH Amazon Systems Manager S 5| i #Y
EARR,

MBEEHNEHEREELEL L REBEG (AMI) ID B9 Amazon Systems Manager 2% |, &
ERNERAERSEEIFHERN AMIID , & Amazon Systems Manager S5 1Z % Pt 1T
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-config.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-template.html

Amazon Web Services %% A5
BYNER, BXREZEL , B3R Amazon A EC2 uto Scaling A 55 IDsH#YfEF Amazon
Systems Manager S8 X AMI,

H b IR
« Auto Scaling S fRE : WSi# EC2 AMIs
« X Auto Scaling #1TRIBHEE : AEHERRE
« Amazon A EC2 uto Scaling fi 1§

+ {8 Amazon Systems Manager ¥ & AMI IDs

&5
R 7
- X
- BV BAR
- BEEE
. RIRKRE
. BIREWR

Amazon Direct Connect i & 3% 14
iR

¥ & Amazon Direct Connect A T{F 28 A b iE 2 ZF 4 Direct Connect MRS EE #1 % F M KAV EY
M,

W R 1EA Direct Connect Mx S EMEAMKKREZDLHNTEH Direct Connect 1 & fit & KE 113
O, MEKESRER, RZENHEMHTELSHREFHRINENEY., RTFPH, REHEDT
S EMNTE,

(® Note

RENEREREIRFZR , AATAWRFHER. ERARFE/LNMPIESFEE
Ro

(® Note
BiZEEZRME A Direct Connect M3<7E Transit Gateway ESEIHY,
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https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-ami.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-loadbalancer.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html

Amazon Web Services 1 AriEE

KEID

cldfpnchv2
RERM

4148 : Direct Connect M X =R E# % B M X< 7E 84 Direct Connect i % LEE T — MRS E L
Mo

# : Direct Connect WX EE Ll & FAMNKIEEA Direct Connect (L EELE T %/ Direct
Connect & WELIEO,

£ : Direct Connect IXHELETRAMKEETERNREZ TR Direct Connect i BV FE 1L
0O,

Recommended Action ( iKY R4E )
E 2 Direct Connect (VB3 , R A LU Direct Connect MXHREM T AMXEE N EREIIZD
FNTE# Direct Connect LB, BXEZEE , S HAmazon Direct Connect #4221,

Ha %R

Amazon Direct Connect 38 14 2%

Amazon Direct Connect B3 N
&5

R 7

- Xi

« EREHETE

- BMERS

- UE

- EEID

- WX ID

Amazon Outposts £ HlZEEBE
iR

¥ 2 Outposts Racks FIRE, X iFEE F Y Outposts LI 2 EBEBIE 2 Outposts HR EIER
EBBE| B Outpost 1 L, M TFHFRENVERM R ( HINFREHFE ) , £ Outposts Pl S
ERERBE, TUBESES MR LBEFHESREFXLER,
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https://www.amazonaws.cn/directconnect/resiliency-recommendation/
https://www.amazonaws.cn/directconnect/resiliency-recommendation/
https://docs.amazonaws.cn/directconnect/latest/UserGuide/resiliency_failover.html

Amazon Web Services 1 AriEE

KEID

c243hjzrhn
RERH
- BHE  ROHEHIIBERMIEL
- %6 RNAHEHIBBESMIRL,
Recommended Action ( ZiUHYIRE )

WMREBE LBEITE= TEME Amazon Outposts , NI REMEZ2EALTHEMEEY, £ Amazon
Outposts HlEELEKE SHFE, ZEREIZMERME = Amazon Outposts H1£ , FEEZHMN
REATHEXRBENG , AREVR B2 ETERE.

H 3R

HEER 4 ESIBEF O
=gl

o RE

- IR ARN

- AZ

- NEHE

o LIREFEIE

CLB Connection Draining

R
REREBE KRB AEZEERIIBEN Classic aFig#as,

MRKREAEEERDEE , FEENEHROBIGEREHE Amazon EC2 54, MEHAHIHERS
ERMABZINGIHXMAERE, BAEEERG , Classic AFBSERXF LB HEANEMR

79GXsKIUw
RERMG
« #EB : Classic AR RE AEEFER TN,
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https://docs.amazonaws.cn/whitepapers/latest/aws-outposts-high-availability-design/thinking-in-terms-of-failure-modes.html#failure-mode-4-racks-or-data-centers

Amazon Web Services X ArfEm
- R RUAPHERCEAEEERITIRE,
Recommended Action ( ZiUAYIRE )

7 Classic MBIGHRE AEEER D, AXRESZERE  FSRAEERERN N NBIEHFEAR
FEREEER.

H %R

Elastic Load Balancing # &
&5

R 7

- Xig

- MEBSEREN

* Reason

ELB H#RA ¥

REBMMAEATARX (AZs) FHBEHRSH , S\ THRNARFASIIESE (ALB). MEAFITHE R
(NLB) > 185 #8% (GWLB).
XEFEEATAHER
- BETENTARK (AZ) WA ES.
- ESER , HPADAZs BENELWERBEZESFTIHNT 1.
- EBET IPHEMRKHEBEIRA , HF AvailabilityZone BHIRE R “£IF",
®E D

b92b83d667
REXRMY
« 46 EAMNTRARSAREEHRETEMN 66% U L.
- HE BNTARKKRARHEEHRTEMN 50% A £,
- BB AZs RRABHERETEMN 50% U £,
Recommended Action ( ZiL A R4E )

NTRE®M , FRERBFEANBINREMEE AZs.
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#conn-drain
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html

Amazon Web Services 1 AriEE

H %R

R AR P U9 2R ey B PR

[ Application Load Balancer B $r4 5t B #x
&5

o RE

- X

- AEHEREN

« Load Balancer 3£#

- B#rEEE ARN (arn)

- BAEAMBHHER AZs

« EREHEE

hEIEERILAL
3
REEHAFIEREE.

N T HBYIREFE A Elastic Load Balancing B YIS # a8 4 it E = (Amazon EC2) BRI ,
BWE—MEXASANATAXPETHRBENES, BENARBODER~ERA , AkXER
BRAL LR E,

BEID

1qdCTZKCUp
RERMH
- B ENENTAXERAAEGESE.
- B BNSBEEREFGINTAXE AREI9ESR.

- B @RS ESRIEME Amazon EC2 RAIEATAX 2B 2 FEE, (FEANTAXHH
BEeXHBEREXFIBERT 1, BEEXTESHEN 20%. )

Recommended Action ( i K RE )

BRARSEBIEAZOFATARAEREETELORA. SXESEL  HSLFNTA
.
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-target-groups.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/target-group-register-targets.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone

Amazon Web Services 1 AriEE

MRABEEREENNRIREERSTROANTRAX , REATRAX 2 BWXRG 0 EDE |, 15
BEMAUAXREEHRRELEN, NRMATLENTARX , ABKRXFEERTAX 2 EEEHS
Bl. BXEZEE , BERMERT AKX,

H 5 IR
- ATA XX
- EBAFITER
« i¥{& Elastic Load Balancing FY & {3k
= 5l
o RE
- Xig
- ABPHRER
- XEHE
- a X3£4l
* b X4
« c X341
.« d X34
« e X34
. f XL

* Reason

Network Fireall Za [ X
iR
RELHNEHRIERBEENFERAZNTARK (AZ) BB R EELIRT S,

TRAXR-—NMEXTENNLE , FZEMXERENZIE, MR Network Firewall £ QNERE
E1ATARF , MEARRERHKE , HETRAFE AZsEANEH XEHTREKEN HAi
THEAH. REMERER - MXEPEES N AZs MEHAE , RS THEREBH TRAY.

BEID

c2v1fgogqd
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_ShrinkLBApp04
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#AZ-Region
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
https://www.amazonaws.cn/articles/1636185810492479

Amazon Web Services % A5
RESXH

« #f : Network Firewall if S BB 7E 1 NI AKX,

« % : Network Firewall i QEDEEBEM N AZso
Recommended Action ( i HYIRE )

BARIEH Network Firewall BLE 7T ZEADH /N AZsA T A= THEHE B A,
H &R

1 VPC FM i &Amazon Network Firewall

B By K1

AKX

Amazon Well-Architected Tool - T/ERA I BRI Z M ith 2

HERS VPC HIRR
R &5
« RE
- X1
* Network Firewall
« VPCID
- Network Firewall F ™
* Network Firewall ¥/ AZs
« EIRERTETE

AR 55 BR 1
BSHUTERRS RS (LHHEH ) XJNRE,
WX R AR ERE U THE :

REEZM
- BB BREIRFIR 80%.
< 46 ESXEIRFIAY 100%.
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https://docs.amazonaws.cn/network-firewall/latest/developerguide/vpc-config.html#vpc-config-subnets
https://docs.amazonaws.cn/network-firewall/latest/developerguide/firewall-creating.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/network-load-balancers.html#availability-zones
https://docs.amazonaws.cn/wellarchitected/latest/reliability-pillar/rel_fault_isolation_multiaz_region_system.html
https://docs.amazonaws.cn/vpc/latest/tgw/transit-gateway-appliance-scenario.html#transit-gateway-appliance-overview

Amazon Web Services X

RAriEmE

« ¥ : Trusted Advisor ToER R —NRZ /N F R HPR & Amazon Web

Recommended Action ( ZiXAYIRE )

Services X1,

MBATIHB RS RS, BEEMNRSEIRHAERENM, MR Service Quotas 1T BEH

ARSS , WA AFE X i DR R ST 35 3R H

RE5

« RE

- RS

- X

- REIWE
- HEERE

® Note

- BEETRR  HUENLURIERETRLSBEMTE. BEHMERBERKT
FRERMEEMER, ARITEMTEFOBERT , B LRRIF A

KERRR

DynamoDB EARE

EBS SEzh IR R

EBS A A SSD (gp2) Bk

EBS @A A SSD (gp3) B4

EBS # B (#rf ) BiFE

EBS Fifii & IOPS BEAMEH (i01) BRE IOPS
EBS & IOPS SSD (io1) B1F &

EC2 & SLHIE4Y

EC2-VPC 1% IP it

BEEE 24 /At
LHEHEE,

- ELB £ MG EH
« VPC
AR 25 PR 4 API fR75 2025-03-05 132



https://console.amazonaws.cn/servicequotas
https://console.amazonaws.cn/support/home?region=us-east-1#/case/create?issueType=service-limit-increase&type=service_limit_increase

Amazon Web Services 1 AriEE

« VPC HEM M X

DynamoDB B A E
HR

REFHAEREEIEAN Amazon Web Services ik F #YEEUX Y DynamoDB & &1 £ R HI1#Y
80%.

KE ID

6gtQddfEw6
HAth 5 IR

DynamoDB #i &l

DynamoDB EARE
i

REFHAERAEI SN Amazon Web Services i F 1B A X EH DynamoDB fE & & R Hl#Y
80%.

BEID

/

c5ftjdfkMr
Hibh iR

DynamoDB Eg &

EBS SE3I 1R ER
R

KREFAEREET EBS ENRRBEHAT 80%.

&

3
Ik
o

eI7KK01739
H At 3R

Amazon EBS PRl
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https://docs.amazonaws.cn/general/latest/gr/ddb.html
https://docs.amazonaws.cn/general/latest/gr/ddb.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html

Amazon Web Services X

RAriEmE

EBS @M # SSD (gp2) &7
5

I+

REFEHEEAET EBS BAR SSD (gp2) BEMEELM 80%.
#E D

dH7RR01639
HAth 7R

Amazon EBS PRl

EBS BEHA & SSD (gp3) 1%

KREFAEREET EBS BAZA SSD (gp3) BiF#EEH 80%.
KEID

dH7RR0163]3
HAth 7R

Amazon EBS PRl

EBS /TR ( R/l ) SiFtd
R

REFHAERAET EBS WM (FrH ) BEEEIA 80%.
®EID

cG7HHO1739
HAth 7R

Amazon EBS PRl

BRS5 PRI

API fR7 2025-03-05 134


https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html

Amazon Web Services X

RAriEmE

EBS & IOPS BEAESE (io1) R4 IOPS

KREFAERIEET EBS FMEE IOPS BAEH (io1) RS IOPS ELFHH 80%-
KEID

tV7YY01739
HAth 7R

Amazon EBS PRl

EBS Fili& IOPS SSD (io1) B17 1
DU

RECEAEREET EBS & IOPS SSD (io1) BB EH 80%.
KEID

gI7MMO1739
Hh 5 R

Amazon EBS PRl

EC2 & KB LY
R

REFHERGEN EC2 MBXHIHETEEHAN 80%.
®EID

iH7PP@1739
HAth 7R

I 53 EC2 BLa

BRS5 PRI
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https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-resource-limits.html

Amazon Web Services X

RAriEmE

EC2-VPC 1% IP it

5

I+

KREFHAESEET EC2-VPC 3#% IP it BLEHA 80%.,

KEID

IN7RR01739
HAth 7R

VPC 5#1% IP BLER

ELB £ H fi 927
53

I+

KREFAEREET ELB £ AFITEHRE A 80%.
KEID

iK70001739
HAth 7R

Elastic Load Balancing Bt &

VPC

3

I+

REFHEREET VPC BHH 80%.
®EID

jL7PP01739
H b5 R

VPC Ei&f

BRS5 PRI
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https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-eips
https://docs.amazonaws.cn/general/latest/gr/elb.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html

Amazon Web Services 1 AriEE

VPC BB M%<

KRECFEHEREEN VPC EBMMKXE A 80%.

kM7QQ01739
HAth 2R

VPC B #n

B ot HE Amazon Trusted Advisor

B X Trusted Advisor XEWNHZFER , BSEUTEE,

(® Note

R & A Trusted Advisor 41 & 5% Amazon Web Services X3 APl , NI ERBRHZERS
HOMERELE RS, MREFEACBBRNEZE |, HlI7E Amazon Web Services 23 API ##4E
FIEELE ID REWAIE , N2LWE AP BALEIR. BHERIX LR E LU R R,

BEXTHRENESZEESR |, 13 Amazon Trusted Advisor EESEZEE,

EF A X E Amazon Security Hub

LR Amazon Security Hub R EE#F A -

REZ# ®EID
S3.10-BRARAEGHIN SIS BAFEMMEMNERYE  Hs4Ma3G211
wEAHERE

S3.11-S3 BRAFEMENE AEHEH Hs4Ma3G212

CodeBuild.5- CodeBuild TIE M EFR R 5 A4 Hs4Ma3G218
B

FE ik BHE Amazon Trusted Advisor API M7 2025-03-05 137


https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html

Amazon Web Services 1 AriEE

KREZ KEID

CloudFormation.1- CloudFormation kRN 5 Hs4Ma3G245
I 5 3% 18] 2 38 &1 AR &5 (SNS) Simple Notification
Service &5

SNS.2-F7 7 & 3% B = B & HE B /g A EIR Hs4Ma3G263
/m\lai

Athena.1-Athena T{E4A R #HITEEASINE Hs4Ma3G294

MR E : KB Amazon RDS EL£ %

Trusted Advisor £ 2024 £ 12 B 23 BAM T AT E,

KREZ# wEHE5 BZEID
KRB A Amazon RDS £ & BiEsE 44Ffde@9ab5s
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c2vlfgOk35-IEEERKHY M 3< Load Balancer i &

BT 3R

Trusted Advisor 2024 £ 10 B2 BE#H 7 35kX E :

- K% ID 7040ea389a EMB AL IR E B T
- EEHXZE ID 7 DAFEmo Dos
- EH T XZE ID cmsvnj8db2
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« c2vifgObfw-FlI A =K Network Firewall

« c2vlfg0gqd-Network Firewall % 7] F X
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Amazon Direct Connect & BERED Q0t121N1Ty3
TR

249 Security Hub 1 &% 1% Trusted Advisor API WA 2025-03-05 146


https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html

Amazon Web Services X

RAriEmE

KREZ KEEX5

Amazon Direct Connect i & BEEREN
TR

Amazon Direct Connect &L RERBED
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(® Note

BEID

7ujméyhn5t

MR EMEF Trusted Advisor I 5i# CloudWatch 3845 , MR ENIERBEMELER, X
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KRERR
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KEXH

AR 35 BR
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KEAH
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BAEAL
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KEID
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BXRUWAIIE Lambda RERAXERENEZELR |, HSHAmazon Lambda F XA RIEEEHANEE#
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API fR7s 2025-03-05 148


https://docs.amazonaws.cn/lambda/latest/dg/monitoring-servicemap.html#monitoring-ta-example
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-servicemap.html#monitoring-ta-example

Amazon Web Services 1 AriEE

F#H T Amazon Elastic Block Store V182

Trusted Advisor2021 £3 A5 B , A THITUTRE , NI 5% EBS REZENENNTFIKFET
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B f# (TiB)

EBS & IOPS SSD R 55 BR il gI7MM@173]9 & IOPS (SSD) %
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"Action": [
"ec2:actionl",
"ec2:action2"

B LERBESR () BESMRE, 0, EIEELLE1E Describe FFLMFIERE , /AT
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"Action": "ec2:Describe*"
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ZORGIHER T B AR KRS LAY IAM BAFEERNAERAF B RNABRNITEN R, LHRE
afEfEiE4ls S EA Amazon CLI 2 Amazon API LARTE A = 52 B R ERI AR .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
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"iam:ListPolicies",
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"Resource": "*"

ERRSHEXAE

Amazon Web Services x#F # Amazon Trusted Advisor £ Amazon Identity and Access
Management (IAM) RS XA, BRFEXBERS Amazon Web Services X #F F Trusted
AdvisorE#EX B IH% IAM A, ESIERMP , RESHEXARRTMENHNAR, LABIERARE
A HEM Amazon BR% Amazon Web Services X #F = Trusted Advisor EEZR AR, A TEBRR
B8 T RS A M /ER LA R IMEI1E Amazon Web Services z3F 1 Trusted Advisord R E11,

FB
s FIREHERXAE®HAT Amazon Web Services X%
« RS HEXAE AT Trusted Advisor

HREHxAE AT Amazon Web Services X

Amazon Web Services X3 TEBET APl HHAKRERREN Amazon BRWEE , UIBEHEFRS
MERZE, I TREXEFEINEFEMNTFITHE , 1§ Amazon Web Services X #F £ Amazon
Identity and Access Management (IAM) fR5HEx B &,

AwSServiceRoleForSupport RFHEX A E R EEEEEE Amazon Web Services X RV Ih4F IAM
A, KRFHEXACEMENN , e3ERKEEAHEHAMM Amazon RE Amazon Web Services X5
PRI RR

AwSServiceRoleForSupport FREHEX A EBEME support.amazonaws. com FRFRRAAAE,

HTERMEXERS , AENTHE AR Amazon Web Services 3% AT IFEIRRTEE , MAREFS
BIE. 2B Amazon Web Services X#F TEFEBTLL AR | ZABEETEMN Amazon IKF /.,

BINARETREEEEFFABENFER, 0, Amazon Step Functions API #GetExecutionHistory f
B Input MOutputFERX AP A A M Amazon Web Services X5, FA1EA Amazon KMS keys 1l
BRRTR, XEFEREE AP IR R#EMER , Amazon Web Services X #F RERHT N,

ERRSHEXAR API fR7s 2025-03-05 162


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/step-functions/latest/apireference/API_GetExecutionHistory.html

Amazon Web Services 1 AriEE

® Note

Amazon Trusted Advisor £ 234 EY IAM BRSMEX BRI KF B Amazon BIR , ARHE &
TXRBUWARE, BXEZELR , F58 HRZFMEXABHT Trusted Advisor,

Amazon Web Services X0 RS HEx AN R

A EFEHAWSSupportServiceRolePolicy Amazon BRI, WIEEXRKOHMBIAR , HF
FABRKETREBEENR,

XERFETRBEUTRE

- kB, BE, XENMHEME/ RS — Amazon B RS EAEERBR TFHNRKMITEN T
X—MoWSTURS . EFSRFENBRZKSOMKEBZE, NKFREEEXS, BMRSEHM
RUEFINNES ZH

o REIR Amazon K B9 BRSSE MR 6 A 1E IR B — Amazon Web Services X1 TRESFEAREER
BE R F AR PR K 1 18] 48 Amazon Ik 7 I BRS BRI A IR, ZIBE Amazon Web Services X #F
ATFRENKFREKSE, EENERAIRE. BRFELESERFHRRIRAG, THERE, A€M
PR, SEARBEOEERAEKRE, ERBLIAITTREND .

« HPENIKS RERRNSITIRR Amazon Web Services X#F A B3It TEMITEIZEM
BRI R RE,
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« Trusted Advisorf) [RF X A BN E
- EERSHEXAEHNR

A Trusted AdvisorBl RS HEXAE
A Trusted AdvisordR Bl SHEXAE
« MIER Trusted Advisorfy RS A< A &

Trusted Advisorfy fR %8 5< & IR
Trusted Advisor fEF N ERZHEXNEE :

« AWSServiceRoleForTrustedAdvisor— Lt & &{E4E Trusted Advisor BRES X E &5 1R Amazon R
SHAR. AENEERRATFXNFTA Amazon #IR# 1T Trusted Advisor RiRiFE, LtAGREILT
Amazon P I ATTRE , BRSBTS R RMSLENR Trusted Advisor. HZEFFi& Amazon ik~
B, Trusted Advisor 2 GIZ AR, EXHNNRTIFEEERBEINNRER, T2 RRE
Bt DB EfAT E At IAM SE4E,

BXMMEBHWESZER |, S AWSTrustedAdvisorServiceRolePolicyo

« AWSServiceRoleForTrustedAdvisorReporting — Itk & B{54F Trusted Advisor fRSSKEF AL E I
HEM AT, kAT Trusted Advisor 3 Amazon Organizations AL R TSRS B M. Trusted
Advisor 5 AHLAM BN SRNEEELAE,

BXMMKBEHUEZEL |, S AWSTrustedAdvisorReportingServiceRolePolicy.

BRI ERALANBRNAL DT E K, B2 Trusted Advisor REERIRE., BXRMISTNESZE
B BSRNAELNE Amazon Trusted Advisore

EERSEXBBHNR

BAMEBENR , A IAMR4E (AR, A5A% ) 812, REIMBRBESHEXAER, UTROIE
A AwWSServiceRoleForTrustedAdvisor REZMHEX AR,

Example : foifF IAM 32456812 AWSServiceRoleForTrustedAdvisor fRSHEXAE

HEEEMA Trusted Advisor Tk, BIRIESHEXACHBRFXRNEFCIEACTREEFRSHN ,
SERITUZPZ B, Trusted Advisor

FUTIEIRME IAM SRR R KR AT Z2BRSHEAXAE,

{
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"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"iam:PutRolePolicy"

iF

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringlLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

Example : fAiF IAM E4k4m%E AWSServiceRoleForTrustedAdvisor RSSHEx A @A ER

B BEYREE AWSServiceRoleForTrustedAdvisor A& MER, EALUFUTEARME IAM 32
IR PR SR BE R w5 R S AE X A B R IR,

{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

Example : ftifF IAM 3241 Bk AWSServiceRoleForTrustedAdvisor fRSHEX AR

BO LU AT B RIS IAM SRR SR BE SR BRARS B B,

"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/

AWSServiceRoleForTrustedAdvisor*",
"Condition": {"StringlLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

&t T LAE A Amazon FEE KR (5120 AdministratorAccess ) SRIZ 3T 89 T2 15 B AR Trusted
Advisor,
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A Trusted AdvisorBl ZRZ X AR

TEFH 0|22 AWSServiceRoleForTrustedAdvisor REHEx AR, HEFFiR Amazon AT
Trusted Advisor 2R B RIZRSHRXEBE,

/A Important
W RIS RS T # X #F Trusted Advisor fRSHEXBE 2 BIER1ZKRS , N Trusted Advisor E

ZIE LR P BlE T iZAWSServiceRoleForTrustedAdvisor&f, ETHEZEER |
BESR IAM AFEEFHNERN IAMKFPFHIAFAR,

MR 3% B AWSServiceRoleForTrustedAdvisor fRESH< AR , Trusted Advisor 7
EBRME T E, MREMNIKF FHE AR Trusted Advisor ZAREXBIRRSHEXAE , ATEaHIME
RER. EXERT , BRI LAMER IAM 82 AWSServiceRoleForTrustedAdvisor BREHEX A
& , ARE#H B Trusted Advisor,

J& A Trusted Advisor ( #Z#l14& )

1. fEA IAM #Z2H A= IAM APl AEIRRESHERXAE®, Amazon CLI Trusted AdvisorBExEZEER |
BSRCIERSHEA AR,

2. &3 Amazon Web Services Management Console , $A/5$#1% Trusted Advisor #2414 , Rt
A https://console.amazonaws.cn/trustedadvisor,

K Trusted Advisor RS IR S REZRHEI A,
3. MIRASHIEPIER “B A Trusted Advisor B, MR XN BIREN

AWSServiceRoleForTrustedAdvisor , N2 ARSHEBIIEE R

A Trusted AdvisorlmRiERZHK<AE

HTZNXRGETESIAZAS , UL EERRSHEXBCHER. B2 , BALER IAM 2H 85
IAM AP| R4z1EH BB, Amazon CLIEXEZEE , S (AM A/ ER) hHRERSHEX
A8,

M ER Trusted AdvisorfI RS <A

MRIEAEEF AR ITIRESH RS Trusted Advisor , I BT LA B
ZAWSServiceRoleForTrustedAdvisorf&fa, 440 Trusted Advisor EEALLRZHEXER® | A
BT EEMIBR RS X AT, XBETLARS LEEMIBR Trusted Advisor IVEFTERI PR, Z AT Trusted
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Advisor , ENZAMERSMEE , SIEBXLEFNEH, A, RE Trusted Advisor KR Ik
ZH, NN ARAKFEUAZRER  XEREEETL2KREBETEKAN G ERN Trusted
Advisor X Z, &5 E Trusted Advisor 2 #|& . APl A Trusted Advisor IR EBI3E4E 15 @] £5i% o

BIAMIE AWSServiceRoleForTrustedAdvisor lKF R EFGIERSHERAR®  REFTREEFS
A Trusted Advisor,

MG TEIRE] A Trusted Advisor FEARSHERXA® |, AREFEEM
BRAWSServiceRoleForTrustedAdvisor REHExAE,

EEH Trusted Advisor

1. %&3% Amazon Web Services Management Console # S M1 % Trusted Advisor ##l& , Wit
A https://console.amazonaws.cn/trustedadvisor,

2. HESMBERKT , EFHED,
ERFHEXABGBNRIBOH , %EFZEMA Trusted Advisor,
ERIAHEED |, BEEER OK (BE ) RKEWINEERHA Trusted Advisor,

w

M 5 Trusted Advisor , FiE Trusted Advisor ThEEERFHEEZ A , # B Trusted Advisor 2§ BN &R
ZRRASHEIE,

KRG, B LMER IAM #2444 Amazon CLI, = IAM API il &
ZAWSServiceRoleForTrustedAdvisor N Trusted Advisor RS Hx AR, BEXEZER | iF
2 (IAM BF1Em) FIBIRRZEXAE,

Amazon BVIEE FE B Amazon Web Services i

Amazon EEXMEHVNENEENIL KR Amazon, Amazon HEERXKK EE N FZE N AHIEM
MR , LEZOLUFHRAAF., ANAGEDENER,

FigfE , Amazon HEERB AT NENEEAPRTFRENERNR , BN EMNAHAE Amazon
EREM. RNBVETIEXBETENERZSNES EERERERE -SRI NR,

BT EE R Amazon FEEFEBPENHNR., R Amazon EH Amazon FEE KB E X HRE ,
EHSEMZREBAMAXBNMEZERASS (AP, AFA® ). Amazon RREFREEBIIEHH API
KA RS °] LAE A Amazon Web Services RS B9 API #24EBE# Amazon IEE K,
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BREZER , F5H (AM BFiERE) HH Amazon FEEEMK,

£

» Amazon HIEE FK B Amazon Web Services X1

+ Amazon Web Services FY & K& Amazon Trusted Advisor
« AmazonAmazon Web Services X3 EWITE F B
» AmazonAmazon Partner-Led Support §) &2 5k B

Amazon BY3EE KBS Amazon Web Services X

Amazon Web Services X1F EFUTIRE R,

B

+ Amazon & FKE : AWSSupportServiceRolePolicy
« Amazon Web Services X #Amazon & R E
+ IR PREE AWSSupportServiceRolePolicy

Amazon FEE KB : AWSSupportServiceRolePolicy

Amazon Web Services X 8 AWSSupportServiceRolePolicy Amazon & F#. Et?%‘“%ﬁﬁlzﬁilﬂ
F| AWSServiceRoleForSupport FRFHEXAR., ZEXBATRSHEXAGRREEZTHEE, BF
UL R EE B DN R IR RY 1AM 3248, BXEZELE , 125 Amazon Web Services i%ﬂ’ﬂﬂﬁ%*ﬁ%ﬂ@ﬂ
R

BANEBNEHRSIE , 1§55 Amazon Web Services ZiFAmazon HEFIEH M BN RELE
AWSSupportServiceRolePolicy,

Amazon Web Services X3FAmazon £ E R EHT

& & Amazon Web Services 15 BIX LIRS HRIREFX LT LKA Amazon FEE R EFAFA
ER, BEREAXUNTHEEXRNEIRT , BiTH XAHFI0HE RELEH RSS Ko
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Amazon Web Services X

RAriEmE

TRIEART B 2022 F£ 2 A 17 HLELX Amazon Web Services X1&F EEXBNEEE .

Amazon Web Services X%

B

AWSSupportServiceR

olePolicy — Xt 14 K M #Y BB 4T

AWSSupportServiceR

olePolicy — Xt 14 K B #Y BB AT

iR

NELTERSS AT 88 MR
R, ATHITEBTHEREK
B, BEENMREAZERXINE
P B R R AE

« Amazon Bedrock — i T
RETD# Bedrock F<HY
&) &

« Amazon Connect — it &
Amazon Connect 85 /Y 9]
B,

« I 53 DataZone -@if 5
¥ ERB A DataZone,

. TO% EC2 — RETD
AR H[FE EC2,

. TWOE EKS — BIX5TD
# EKS H<Hy B,

« Amazon Glue — R 5K
# A8 Amazon Glue,

« SR T Apache Flink I &
BIEERS —BREERT
Apache Flink B9 &7 3£ &

BR 55 #H <K (R &R,

« Amazon Lambda — i
W 5K BB Amazon
Lambda.,

B TARSS AT 79 ETR
R, ATHMITHRBITRREIK
B, EENEAXEFAXNE
P B R R AE

B #

2024F11A25H

2024%10A8H
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RAriEmE

BEX

DU B

Amazon OpenSearch
Serverless — A TR EL
O OpenSearch TohRS 25
F<HY B RE,

Amazon AppConfig — i
HEHXH BB Amazon
AppConfige
NMARFES-ATRAREN
AEFESEXNAE,

I 5% Athena — @RS
S# Athena tH< By B &,
I 53 CloudWatch — i
12 50 57 A8 o< 1Y [F] &3
CloudWatch,

I &% DynamoDB — fi# R
51 5 DynamoDB #H5<#Y
[B] &,

T5# EC2 — fRETLE
AR H[FE EC2,
Amazon loT — #id 5%
K@ & Amazon loT,

Amazon Lambda — fi#
REMHEKBFZ Amazon

Lambda.

Amazon Launch Wizard —
fRAREMKHABE Amazon

Launch Wizard,

Amazon Security Hub —
RS XA EIB Amazon
Security Hub,

Amazon £ & F
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« I 5% WorkSpaces —
VA1 5L 5 b #E < HY 8] 7
WorkSpaces,
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olePolicy — Xt Il SR B& HY B #T

DU B

BUATERSAMT 79 N 2024F8A5H
IR, ATHITEB TRRSK

B EBEENERIFEXINE

FRBEERE

« Amazon Web Services K
P — R EMEKH A&
Amazon Web Services K

Fo

« Amazon Auto Scaling — 13
HESHKAIFB Amazon
Auto Scaling.

« Amazon Bedrock — Fi# &

I &3 Bedrock #H5<#Y (8]
B7

* Amazon CodeConne
ctions — R SH<AE)
B Amazon CodeConnect
ions,

« Amazon Bt HH=-FA T
i® 5 Amazon E It BHi=#
K HY B RR

* Amazon Elastic Kubernete
s Service - BFES Amazon
Elastic Kubernetes Service
FEX B R,

« Elastic Load Balancing — f#
RE Elastic Load Balancing
FEXBY R,

« Amazon ZREE-RBiHE
Amazon R FEEHEXHIA

Eﬁo

Amazon I E XK
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BEX

AWSSupportServiceR
olePolicy — Xt Il SR B& HY B #T

iR HHA

« Amazon Inspector — R 5
I &% Inspector #H3< Y8
o

* Amazon OpenSearch
Ingestion — A FHRELE
# OpenSearch EBEUHH<HY
B] &

o I 33# WorkSpaces -1
= 5L B #h A8 5% Y (] B
WorkSpaces,

« Amazon X-Ray — i 54
XK HY B Amazon X-Ray.

RAUUTERRSESHRMT 17 NFR 20243 H22H
IR, ATFHITEB TRARSK

B EENERIFEINE

FPRBEERE

« Amazon CloudWatch ﬂiﬁ”"
MER-ATHRREME LS
SMEXB B,

« 53 CloudWatch A &-i
W5 5# CloudWatch B
EAERW R,

« @A T Apache Kafka K91
D@HIEERESE — BAit5E
BT Apache Kafka I 5
BIEEREEHERAEZ,

« FEMAT Prometheus IS

BEERS — ﬁﬁu"&%ﬁﬁﬁﬂ:
Prometheus WL S # i E
SRy &,
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API fR7 2025-03-05 174



Amazon Web Services X

RAriEmE

EK

AWSSupportServiceR
olePolicy — Xt Il SR B& HY B #T

DU B

BUATERS AT 63 MNHF 2024%F1A17H
IR, ATHITEB TRRSK

B EBEENERIFEXINE

FRBEERE

« Amazon SEFZE-A TR
5 Amazon JE#ZEBXHE
o

+ CodeConnections — iR
S1EX# A CodeConne
ctions,

- 5% EKS — iBid5ETL
# EKS <Ky B,

« Image Builder-A T ERER
B4 R B AR S Ry B) &

« Amazon Inspector2 — &R

B 5 Inspector2 1< HY
[E] &8

« Amazon Inspector 33 —
it 51 5% Inspector 333
F<HY B RE,

* Amazon CloudWatch
BE-ATHRELS#
CloudWatch H &<y 8]
a5

« Amazon Outposts — &
REMXH BB Amazon
Outposts,

« Amazon RDS - it 5
Amazon RDS #f3< R &,

* Amazon IAM Identity
Center — fRREHXW

Amazon £ & F
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B iR HHA
@& Amazon IAM Identity
Center,
- W5# S3 Express — i
5 5i# S3 Express #xH
8] &

 Amazon Trusted Advisor —
R AREMKH A B Amazon
Trusted Advisor,
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FEA RS AT 126 NFT
IR, ATFHITEB TRARSK
B, EENERIFEINE
FPRBERERE

* Amazon Direct Connect
— RS Amazon Direct
Connect RS HE <K A1,

« T 5# SageMaker Al
— ATHRREL S A
SageMaker | ARS5# < B9 [A]
a5

« Y 55# AppStream -1

= 510 5 #h A 5% /Y [B) &
AppStream,

« Amazon BREZESE — Hisd
SHEXH R Amazon &R
REEE,

« I 5% Redshift TR 28 —
fRRET 5% Redshift 7oAk
SRR EXRYRIRE,

« I 53 ElastiCache —

12 50 57 A8 o< 1Y [F] &3
ElastiCache,

« Amazon Comprehend : f#
RE Amazon Comprehend
F<HY B RE,

- IG5¥ EC2 — BRETLL
EFAEX B [FE EC2,

« I 5i#b Elastic Kubernete
s Service — iR 511 5 #h
Elastic Kubernetes FRZ#H5%
A R

B

2023%12H6H
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Amazon Elastic Disaster
Recovery — R 5%
K@) & Amazon Elastic
Disaster Recovery.,
Amazon AppSync — i
HEHXH BB Amazon
AppSync.

Amazon CloudWatch
AE-ATHREL S
CloudWatch H &M <A
&,

Amazon Health — #if 5
Amazon Health BRS <8
[E] 78

Amazon Connect — i &
Amazon Connect f85<#Y 9]
&,

Amazon Snowball Edge —
fRIR 5 XY EE Amazon
Snowball Edge.

Amazon Health B {&- 8 T fi#
RE Amazon HealthBR {58
KBy R,
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olePolicy - MBI ARIEMWERH MR, MHTHBTHEEK
B, BEENEAZEFEXNE

FRBEERE

« Amazon CloudFront — AT
f#R5 CloudFront BRSS# <
A A

o 5E EC2 -fRRET 5 #h
EC2 BRS5E xR,

o« I Z3# AppStream -1
12 50 57 A8 o< 19 [F] &
AppStream,

« Amazon WAF — i &
Amazon Web N AREFBH X
1R WY R

« Amazon Connect - HfEE
Amazon Connect f85</Y 9]
i

« Amazon loT — @i 5#x
#91R 8 Amazon loT,

« Amazon Route 53 - Hf&E
Amazon Route 53 t8<#9a]
i

« Amazon B3XiiE #9178 4% BR-
AT RS Amazon BRI
5 7] R 55 #E < B9 [E] &8

* Amazon Simple Email
Service - i1 5 Amazon
Simple Email Service f85%
A A
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Amazon Glue — Fif 5%
#91A & Amazon Glue,

Amazon Directory Service
— ORGSR EE

Amazon Directory Service,

Amazon Elastic Disaster
Recovery — R 5%
K8 & Amazon Elastic
Disaster Recovery,

Amazon Step Functions —
B 5 XM EIE Amazon
Step Functions,

Amazon EMR - i & &
Amazon EMR #3<#Y 8 &,

Amazon Relational
Database Service — #E
&5 Amazon Relational
Database Service #<#A]
&

Amazon EC2 Systems
Manager — #5115 #b
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 Amazon IAM i8] 2 #T88 —
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« Amazon Backup — f#R

5K R Amazon
Backup.

* Amazon Database Migration
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F<HY B RE,

« Amazon DynamoDB - i
i# 5 Dynamo DB #85<#Y[H]
o
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HealthOmics,
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BXEZER , HSH I
PR3 B AWSSupportServiceR
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B

EAHTHNERBE Amazon Web Services X £ 2022 F 2 A 17 H

EREHNERE T,

#Y PR 2 AWSSupportServiceRolePolicy

W INE K Z BN R B2 Amazon Web Services X 3 T AWSSupportServiceRolePolicy A iFiR

FAES&N APl BE, BR , B API REFZEEATEBE MR,

TROGIETREEETEBHHNRA AP #1E, TRMETIXLEMN 2022 F£2 A 17 BFBEHNE

Fo

H HA AP| I2EZ R

2022 £ 2 A 17 BIAMTHBR  s3.GetBucketAnalyt
icsConfiguration

s3.ListBucketAnaly
ticsConfiguration

s3.GetBucketNotifi
cationConfiguration

PREBHY R EEA PR
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s3:GetBucketNotifi
cation
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oryConfiguration
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toryConfiguration

s3.GetBucketLifecy
cleConfiguration

s3.GetBucketMetric
sConfiguration

s3.ListBucketMetri
csConfiguration

s3.GetBucketReplic
ation

s3.HeadBucket
s3.ListObjects
s3.ListBuckets

s3.ListMultipartUp
loads

PREEHY R EEA PR

s3:GetEncryptionCo
nfiguration

s3:GetIntelligentT
ieringConfiguration

s3:GetInventoryCon
figuration
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figuration
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=g API| 4EE TR FIT 35 BY SR BE A PR
s3.ListObjectVersi s3:ListBucketVersi
ons ons
s3.ListParts s3:ListMultipartUp
loadParts

Amazon Web Services BV EE KB Amazon Trusted Advisor
Trusted Advisor 28 LT Amazon Web Services & F B,

B

+ Amazon & KB . AWSTrustedAdvisorPriorityFullAccess

Amazon B R : AWSTrustedAdvisorPriorityReadOnlyAccess

« Amazon B KB : AWSTrustedAdvisorServiceRolePolicy

Amazon &R : AWSTrustedAdvisorReportingServiceRolePolicy
X Amazon £ E X KB Trusted Advisor EFi

Amazon FEE K EE : AWSTrustedAdvisorPriorityFullAccess

XLEXigAE : AWSTrustedAdvisorPriorityFullAccess R BE R F X4 “ Trusted Advisor £ &8 B9 5E £ 5]
PR, WEREEEATFHAPRNMAAERS , Amazon Organizations 3/ iF B P Trusted Advisor 3 P
Trusted Advisor riority I8 EZREE & 1k

MRIFMER
EE KB , LEBEE trustedadvisor WML TR :

o HIREHIKF MAL,
+ R Trusted Advisor LR EIRFIAINE, XLNRAFETHMERMLIRES,

X
o HIRIREY Trusted Advisor IESC BB FHRMEBAERE, XENRAFERER FHEERH , HAZRKE
ERERXLEEA,

« #HITIRE , Trusted Advisor A{EZEY K - ] LA/Z A Amazon Organizations,

EE-KIBAH , RHKEE organizations B TR :
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o HRIBH Trusted Advisor K~ FALH,

« FIHEAGEFFER Organizations B, Amazon Web Services fRS5

EE=LKBAH , kRHKEIE organizations B TIR :

o Bl Trusted Advisor (£ X RN EREE R
« B ARMZA Organizations B ZSEi5 R,

EEMZEFEQDP , LRBEEE iam HUATRR :

B2 AWSServiceRoleForTrustedAdvisorReporting lREHEX AR,

EERFEBEAD , LK BE organizations WAL TR :

o RVFESEMFIESS Trusted Advisor Priority W EREE A .

{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AWSTrustedAdvisorPriorityFullAccess",
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:UpdateRiskStatus",
"trustedadvisor:DescribeNotificationConfigurations",
"trustedadvisor:UpdateNotificationConfigurations",

"trustedadvisor:DeleteNotificationConfigurationForDelegatedAdmin",

"trustedadvisor:SetOrganizationAccess"
1,
"Resource": "*"
},
{
"Sid": "AllowAccessForOrganization",
"Effect": "Allow",
"Action": [

Amazon £ & F
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"organizations:DescribeAccount",
"organizations:DescribeOrganization",

"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"
},

{

"Sid": "AllowListDelegatedAdministrators",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

]
}
}
},
{
"Sid": "AllowCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting",

"Condition": {
"StringlLike": {

"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"

}
}
3
{

"Sid": "AllowRegisterDelegatedAdministrators",
"Effect": "Allow",
"Action": [

"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "arn:aws:organizations::*:*",
"Condition": {
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"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

Amazon FEE KB : AWSTrustedAdvisorPriorityReadOnlyAccess

XL XigAE : AWSTrustedAdvisorPriorityReadOnlyAccess K B& @] P Trusted Advisor riority 3% F R 154

R, SEERZRNEER KSR,
KR FAE R

EE—FEAY , X EE trustedadvisor WA TR :

o HRIBH Trusted Advisor K~ FALH,

« #IRM P Trusted Advisor riority FiR5I HEI R H A FETHEN .

« iR Trusted Advisor {L 5B TR BHNVEE .

EE_KNE=FREGF , KBTS organizations WL THR :

« M Organizations #iREHIA LD,

« FIHE AR Organizations B9, Amazon Web Services RS

« BlH Trusted Advisor (£ £ RN EREE R

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AWSTrustedAdvisorPriorityReadOnlyAccess",

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",

Amazon £ & F

API fR7s 2025-03-05 205


https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSTrustedAdvisorPriorityReadOnlyAccess$jsonEditor

Amazon Web Services 1 AriEE

"trustedadvisor:DescribeNotificationConfigurations"
1,

"Resource": "*"
},
{

"Sid": "AllowAccessForOrganization",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

1,
{

"Sid": "AllowListDelegatedAdministrators",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

Amazon FEE KB : AWSTrustedAdvisorServiceRolePolicy

LR BERT ADE] AWSServiceRoleForTrustedAdvisor REHEARAR, ABATFRSHEXAR
RIEAITIRE, FRTEM £ AWSTrustedAdvisorServiceRolePolicy & 3% 44 #&# Amazon Identity and
Access Management (IAM) £k, BEXEZEE , HSE FERESHEXAEA T Trusted Advisor,

HEREBREFEENR , AFRSHExA®IGE Amazon Web Services BB, iXENRAFELIRE
Trusted Advisor RiF{EEHIIKF .

RRFHRER
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ZRBEEE A TRR,

« accessanalyzer— #i® Amazon Identity and Access Management Access Analyzer % &
« Auto Scaling— ##iR Amazon A EC2 uto Scaling Tk /= Bt 8 fl %% /R

« cloudformation— i Amazon CloudFormation (CloudFormation) M F= &g & Fl3#4%
 cloudfront— #iR Y 5Ky CloudFront 73

« cloudtrail— #i® Amazon CloudTrail (CloudTrail) 3§

 dynamodb — & Amazon DynamoDB Mk /= B2 &1 1 % 5

« dynamodbaccelerator— #if DynamoDB ANE25 % R

o ec2— IR L#haE it E = (Amazon EC2) Ik F Bl & f &R

« elasticloadbalancing - #iRz# M MEHIGE ( ELB ) Ik P ELEIF BIR

* iam-3REX IAM BR , QUEH, ZAED SR EE AL

« networkfirewall— i Amazon Network Firewall %R

+ kinesis - ##i& Amazon Kinesis (Kinesis) i F &g &

« rds - #& Amazon Relational Database Service (Amazon RDS) %R

« redshift - #i& Amazon Redshift &R

- route53 - iR Amazon Route 53 Itk /= Bt 81 4 IR

« s3 - iR Amazon Simple Storage Service (Amazon S3) &R

* ses — 3RE Amazon Simple Email Service (Amazon SES) %A Ei &l

* sqgs — 54 Amazon Simple Queue Service (Amazon SQS) BA %!

« cloudwatch— 3REY Amazon CloudWatch =4 ( CloudWatch B4 ) I8R5 iTHUIE
 ce - 3kBX Cost Explorer f%5 (Cost Explorer) ZiX

« route53resolver— 3REX Amazon Route 53 Resolver &4 85 = M &R
 kafka - 3REX Amazon Managed Streaming for Apache Kafka &R

« ecs— 3REY Amazon ECS &R

 outposts— 3KEX Amazon Outposts &R

"Version": "2012-10-17",
"Statement": [
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{
"Sid" : "TrustedAdvisorServiceRolePermissions",
"Effect": "Allow",
"Action": [

"access-analyzer:ListAnalyzers"
"autoscaling:DescribeAccountLimits",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribelLaunchConfigurations",
"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation",
"cloudformation:DescribeAccountLimits",
"cloudformation:DescribeStacks",
"cloudformation:ListStacks",
"cloudfront:ListDistributions",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:GetTrail",
"cloudtrail:ListTrails",
"cloudtrail:GetEventSelectors",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"dax:DescribeClusters",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"ec2:DescribeAddresses",
"ec2:DescribeReservedInstances",
"ec2:DescribeInstances",
ec2:DescribeVpcs",
"ec2:DescribelnternetGateways",
ec2:DescribeImages",
"ec2:DescribeNatGateways",
ec2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
ec2:DescribeSubnets",
"ec2:DescribeRegions",
ec2:DescribeReservedInstancesOfferings",
"ec2:DescribeRouteTables",
ec2:DescribeSnapshots",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
ec2:DescribelLaunchTemplateVersions",
"ec2:GetManagedPrefixListEntries",
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"ecs:DescribeTaskDefinition",

"ecs:ListTaskDefinitions"
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancerPolicies",
"elasticloadbalancing:DescribelLoadBalancerPolicyTypes",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"iam:GenerateCredentialReport",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary",
"iam:GetCredentialReport",
"iam:GetServerCertificate",
"iam:ListServerCertificates",
"iam:ListSAMLProviders",
"kinesis:Describelimits",
"kafka:DescribeClusterVv2",
"kafka:ListClustersV2",
"kafka:ListNodes",
"network-firewall:ListFirewalls",
"network-firewall:DescribeFirewall",
"outposts:GetOutpost",
"outposts:ListAssets",
"outposts:ListOutposts",
"rds:DescribeAccountAttributes",
"rds:DescribeDBClusters",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEngineDefaultParameters”,
"rds:DescribeEvents",
"rds:DescribeOptionGroupOptions",
"rds:DescribeOptionGroups",
"rds:DescribeOrderableDBInstanceOptions",

rds:DescribeReservedDBInstances",
"rds:DescribeReservedDBInstancesOfferings",
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"rds:ListTagsForResource",
"redshift:DescribeClusters"”,
"redshift:DescribeReservedNodeOfferings",
"redshift:DescribeReservedNodes",
"route53:GetAccountLimit",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketPublicAccessBlock",
"s3:GetLifecycleConfiguration",
"s3:ListBucket",
"s3:ListAl1lMyBuckets",
"ses:GetSendQuota",
"sqs:GetQueueAttributes"”,
"sgs:ListQueues"

1,

"Resource": "*"

Amazon I E KB : AWSTrustedAdvisorReportingServiceRolePolicy

I EEREBE AN BIAWSServiceRoleForTrustedAdvisorReporting RS #H

RAE , ZAE Trusted Advisor A IFXARMBTHREMITIRIE. IRTEEM L
AWSTrustedAdvisorReportingServiceRolePolicy K A E| 2K IAM 3Kk, BXEZEER , H5H FES
<A AT Trusted Advisor,

WERBERFEENR , AFRSHEXABHRIT Amazon Organizations ##1E,
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RERFHER

ZERBIE U TR,

« organizations - #EHREWALH I HRFHEINR, KF. KK, FRMELARSN

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListDelegatedAdministrators",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren",
"organizations:ListParents",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount"
1,
"Effect": "Allow",
"Resource": "*"

% Amazon FEE X KGR Trusted Advisor EHT

BEEARXERSTFHRIRERIX LEEH Z B Amazon Web Services X31F F 2z Trusted Advisor [FHY
Amazon TERBEFNWIFMAEE, ERBEXLETHEEXRNNEDRR , BiTHR XAFHELIEFE THEHLE
M RSS R,

TRERT B 2021 £ 8 A 10 H LK Trusted Advisor IEE KK EEE #H,
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BX iR H &
AWSTrustedAdvisorS Trusted Advisor 7 2021 £8 A 10 H
erviceRolePolicy - IV EREE 11T FHAVIRERR
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R,
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MBEFE DescribeT
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Bt i 2 Auto Scaling tAHIIER
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Amazon S3 FREBNRRES
E GetAccountPublicAc
cessBlock MERUKZE
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FEIE A B R ENRE .
ERXMNERBE Trusted Advisor FF i8R ERE 2021 8 A 10 H
Amazon EE RN E X,

AmazonAmazon Web Services X1 EEWNIEE R
Amazon Web Services X#F it RIEE U THE R,

B

« Amazon F£E KB : AWSSupportPlansFullAccess

« Amazon FEEFRBE : AWSSupportPlansReadOnlyAccess

« Amazon Web Services X 1T XX Amazon & KB # 1T E#

Amazon £ E R : AWSSupportPlansFullAccess
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- BEEEXERXFIRIBERRSHFAEE

- EREHZEITRI Amazon Web Services ik F

o RIEHIEZF iRt E & Amazon Web Services ik F

- BEREEATENMAEXRFITEHRER SR Amazon Web Services Ik F

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus",
"supportplans:StartSupportPlanUpdate",
"supportplans:CreateSupportPlanSchedule"
"supportplans:ListSupportPlanModifiers"
1,

"Resource": "*"

BEXFEBERMIE , S Amazon Web Services 1 it %3t Amazon £ & KB #H1TE

Amazon FEE KB : AWSSupportPlansReadOnlyAccess

Amazon Web Services X#F 1T XIfEH AWSSupportPlansReadOnlyAccess Amazon & K.
SSAAfSE PR 1L SR B S R SE R BA TR Rt Support Plans #4E

. BEELMN XTI Amazon Web Services T f°
- BEEEXRERIFITRERRSHWIEAEFEE
- BEEATENFEIFITREHERMFER Amazon Web Services K

"Version": "2012-10-17",
"Statement": [
{
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"supportplans:ListSupportPlanModifiers"
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"Resource": "*"

BRRBEERNIIE ,

H2 % Amazon Web Services X#F it XXt Amazon & REHTE .
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BEBXERSITHBERXLETRLR |, Support Plans Amazon EEBREFNIFAER. BEHREBE

KtEERNBRT , FiT6 XA E10F TE LA RSS Ko
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AmazonAmazon Partner-Led Support B & 12 K 1

Amazon T EFXHBERVEMNETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBRAAF, ANMAEDENER,

HigfE , Amazon HEERB AT N ENEEASRTFRENERR , BN EMNAHEAE Amazon
EREM. RMNBVETEXBETENERZSNES EERERBKHE -SRI NR,

BTEE N Amazon FEEFRHEHENWNE. R Amazon B Amazon IEEREHE LR , W
EHSEMZREBAMXBENMEZERASS (AP, AFA® ). Amazon RREFEERBIEHH API
KA RS 7] LAE A # Amazon Web Services RS B9 API #24E8E# Amazon IEE K,

BREZER , H5H (AM BFER) S8 Amazon FEEXK,

Amazon FEE KB : AWSPartnerLedSupportReadOnlyAccess

&R LA AWSPartnerLedSupportReadOnlyAccess MiNEIZMAF, AFMAE,

LR AT &RF RIFHRERPR APIs |, 1ZX PR AT LAEEUE Amazon K P 1 BRSS HY BRSS o 8dE. & mT LA
FERLBERNESENEESH Support P Amazon rogram H S YEK IR E 15 8 LA T X PR 1F1E 2B 5
15 7E Y IR S5 U B BR o

RERFMER
ZERBIE U TR,

« acm— RTFERANEMERNERZFFRHIBTHIESEER. Amazon Certificate Manager

« acm-pca— AT ERANEHXNERXISRAFITHEDER. Amazon Private Certificate
Authority

« apigateway— RFZEFEAFE Amazon AP| Gateway ¥ 5% #Y B R 3% #5226 3 1T BE HEBR
« athena— AT ZEEAX S Amazon Athena R B F AR 15 =613 1T FEBERR
« backup— AT ZERAFNEMEXNERZIFRGIFHITHEREER. Amazon Backup

« backup-gateway— R ZEIEAF S B Amazon ackup Gateway #8589 R 32 135 5245 3t 1T B FE HE
BRo

Amazon & K API fR7 2025-03-05 218


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Web Services 1 AriEE

« cloudformation— AFZEATNSMIPWERZFROIH THESEE, Amazon

CloudFormation
 cloudfront— AFZEFAFE Amazon CloudFront 155 B9 R X 35 =63 1T HUEHERR
+ cloudtrail— AW ERANEHEXHBEARXZFRAIH#ITHESEE. Amazon CloudTrail
 cloudwatch— RFZEIE A E Amazon CloudWatch #85< By 3R 3 35 R 61 1T BEHERR
« codepipeline— AWERAXNSHXHWEARZIGRAFHTHEDELR. Amazon CodePipeline

« cognito-identity— R ZEEAFE Amazon Cognito Identity #H3< B3R X 35 R FI 3 1T EHE
BRo

« cognito-idp— RFZEFE AT E Amazon Cognito F FithAH < By R 235 R G183 THEHER

« cognito-sync— AWZEFEAX S Amazon Cognito Sync A8k B R 235 R A3 THEHER.
 connect— RWFZEI AT Amazon Connect HX B H AR 3% R HI3 1T FEHERR,

« directconnect— AWERANEHEXNERZIFRAI#ITHEBER. Amazon Direct Connect
o dms— ATFERANEMERWERZFEHIHTHESEER. Amazon Database Migration Service
« ds— AT ERANEMXNEARZHFRFIHITHELEBR, Amazon Directory Service

« ec2— AWZEEAXE Amazon Elastic Compute Cloud X AR X FRHIHITHEIER, X2#F
EC2 ( Windows # Linux ) . EE\FABE = (VPC) M VPC FREIRE AR ZHFELF,

« ecs— AWERXANE Amazon B M A RRRSHEIXN R RGBT HEBER.

« eks— AU ZEE AN EL I Elastic Kubernetes Service 1< B R X 15 R 53t TR HERR.
« elasticache— AW ZEEAI S Amazon ElastiCache #5<# H R XX 35 R i3 1T HUFEHERR

« elasticbeanstalk— AT ZEFXAXN SRR X GR B THEHER, Amazon Elastic

Beanstalk

« elasticfilesystem— R ZEFAFE Amazon Elastic File System #8%X IR X 35 R Hil3 1T
FEHERR

« elasticloadbalancing— AT ZE L AX 5 Elastic Load Balancing #3< By R 2 35 R i3t 1T E
HEBR,

« emr-containers— AFZEFE AN EKS £5 Amazon EMR 83X AR ZIF 2= 43 1T EHER,

« emr-serverless— RAFZEIEAXNE Amazon EMR Serverless #85< B 3 R 2 32 =613 17 B HE
BRo

« es— AFEFEAXNE Amazon OpenSearch BRFZ X BRI IFRFIFH THEHRR. XBEHARAX
3 5 , #la0 OpenSearch RFFEE R &£,

« events— RFZEFAXNE Amazon EventBridge #8%#I R AR X 5 =63 1T EEHERR
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o fsx— RFZRAXE Amazon FSx XM FEARZIFRAIHITHELER, XBREHEARLZEFXT , 6
3E A F Windows X4 RRS2589 FSXo

* glue— AT ERANEMANERZIFRGIFHTHEDEE. Amazon Glue
« guardduty— AW ZEFEAX S Amazon GuardDuty F85% B9 R 3 15 =26 3 1T R HERR
o iam— ARTFERANEMEXNERZFRHBITHESEBR, Amazon Identity and Access

Management

« kafka— AW ERAX5EA T Apache Kafka K9 S # 2 & REASEXH BRI SR O THE
BEERo

+ kafkaconnect— RFZEF AXE Apache Managed Streaming for Apache Kafka Connect 855 #J
AR HFRAI# 1T HEERR,

« lambda— AFZERAXNEHANEARZIGRHI#HTHEDEER, Amazon Lambda

« logs— AW ZEFE AN E Amazon L CloudWatch ogs #85< B R 3 35 R B 1T EHERR

* medialive— AW ERXANGHINBEARZIGRFIH#ITHEBEER. AWS Elemental MedialLive
« mobiletargeting— RFZEFEAX S Amazon Pinpoint < B R 3 3% R 613 1T EHERR

« pipes— AW ZEIAX S Amazon Pip EventBridge es #5< B9 AR 3 33 2245 3t 1T HUE HEBR o

« polly— RWFZEEAX S Amazon Polly 8% BB R X R G613 1T EHERR,

+ quicksight— RFZEFEAFE Amazon QuickSight 8% BI AR 715 R HI3 THEEBERR

« rds— AWZEIXAX S Amazon Relational Database Service 1855 B 5 R 3 3% R HI3 1T = HE
BRo XBIERARIEERT , a0 . RBIEERS ( Aurora-MySQL-Compat ) . KEREBIEERS
( Aurora-PostgreSQL-C ) . XEREBIEFERS ( PostgreSQL ) . XEREHKIEERS ( SQL Server )
RARBIEERS (MySQL ) MXRBIEEMRS ( Oracle ) -

« redshift— ATFZEIEAXE Amazon Redshift 13 B3R 15 2= G513 T EEHER .

« redshift-data— ARFZEIEAXE Amazon Redshift Zi3E AP 8 B AR X1 R 63 1T EHE
BRo

« redshift-serverless— RFZEIEAXE Amazon Redshift Serverless ¥x MR X IFRHIF T
HEBERR,

« route53— AFZEIE AN S Amazon Route 53 FX AR XM THREHER.
« route53domains— AFZEIEAXE Amazon Route 53 18 % #H = H AR 15 R 63 1T FEHERR

« route53-recovery-cluster— RFZEIE AN E Amazon Route 53 IEEFHXHNEAR LR
i3t 1T H P BERR

« route53-recovery-control-config— AFZEEAX S Amazon Route 53 R & HIHH <
R X 35 R G317 B EHERR
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« route53-recovery-readiness— AFZEHE AXE Amazon Route 53 R E HEZHXWFERZIF
R T P BERR

« route53resolver— RFZEI AT E Amazon Route 53 Resolver #5< BI R 32 135 63 178U FE
HEBR

© s3— AW ERANE Amazon B2 F i RS MR HEAR X TR B THEHERR.

« s3express— RFEFEAXNE Amazon S3 Express < B AR X 15 R 513 T EHER

. sagemaker— R¥FZEXAIE Amazon A SageMaker | #5%X BI R X 35 R B3 1T HUIEHERR,

« scheduler— AWZEF AX S Amazon S EventBridge cheduler #3< By R 3 35 R F)3# 1T HEHE
BRo

« servicequotas— RFZEIE AN E Service Quotas 3By H AR 35 R HI3 1T EHERR

- ses— AFZEXAXS Amazon &1 5 B F B4 RS MR MY R 35 R G133 1T HUEHERR

« sns— AFEREAX S Amazon £ EH RS XN R Z RO THEHERR.

© ssm— ATFERANEMRWERZFRHIGTHEDEBR, Amazon Systems Manager

+ ssm-contacts— AFEF AX S Amazon Systems Manager Incident Manager Bk R A #H< AV
R & 3 R B3 1T R HERR

» ssm-incidents— AT ZERANESHRRNERZIHFROIFITHEBEER, Amazon Systems
Manager Incident Manager

* ssm-sap— AW EFEAX S SAP XM HERZFZRF#1THEEER Amazon Systems Manager

« swf— AWZEIEAXE Amazon Simple Workflow RS # 5% B 52 R 32 35 2 513 17 HUEHERR

« vpc-lattice— AWFZEEAINE Amazon VPC Lattice #X B AR ZiFRAJITHELR., XBE
EARZ#FHES , a0 VPC-Transit Gateway.

« waf— AFERANEHEXHBERZHFRA#HTHEER. Amazon WAF
« waf-regional— AWZEFEAX S Amazon WAF Xigi#H < BB R 35 R F3# 1T B EHERR
« wafv2— RFZEIEAX S Amazon WAF V2 #5% B AR 3 35 =013 TR EIERR

« workspaces— AR ZEIEAX S Amazon WorkSpaces xR X 15 R FI3 T HEHER, XEIE
FEARZ#EFHES , Fla0 THEKX (Windows).

« workspaces-web— R ZEIEAF S Amazon WorkSpaces T2 X W8S X AR ZHRF# 1T
FEHERR, XBREREAZRFERE , Sl THEX (Windows).

EEFRFHNNPR , HS 6 AWSPartnerLedSupportReadOnlyAccessfE {Amazon T E RIS E)
H,
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Amazon Partner-Led Support 7 7 #£& Amazon B%

& & B Amazon Partner-Led Support Amazon HEBRARBHEEEURZBSEFNFAEE. B
REEXMTEETENEZNIRE , BiT5 P Amazon artner-Led Support X &4/ i Z R E L# RSS
feed.

BX iR H &
AWSPartnerLedSuppo WY —/NETHY Amazon 2024 £ 11 A 22 H

rtReadOnlyAccess - ¥ 5 B EXE , HPh IS LUEEE
Amazon & # iR S5 HY iR S5 T

BIEHIBR
Amazon SEUKFEESH Amazon Partner-Led Support 2024 & 11 A 22 H
Support FFIRBREZE F AR ERE Amazon EEBUR
VEE,

&Y Cent Amazon Web Services X5 er B i[RI R
BAMEFHRIXEFER LG ZE =6 NR.
BRI LAMERL TR’z —FRIXFR O :

- FAEEE Amazon Bk <ERAY BB F B4Rt BB, L HHFA Amazon IKFRAF,
- {£/A Amazon Identity and Access Management (IAM),

MREZEEL, Al Al FRITR , BT AEH Amazon Web Services 215 APl LURTES X
B 171518 Amazon Web Services X3 1 Trusted Advisor 4, EXEZELR , 1§25 Amazon Web
Services X APl &,

(® Note

MRFTERFEZFPO , MATLAER Contact Us ( BRRIRA) ) TWH. &R LA 7T EFREX
BRIKE MK = EA R B
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Amazon ik /2

&) LA R 2B Amazon Tk 7 B8 FEB 4t it Amazon Web Services Management Console F1%3288 & &
#5618 Support Center, Lt H3# 7 Amazon IkFIRAF, B2 , ZKMBENBWEFTEFARAF XK
PITREMES , MEREEMES, R , RIMNBWWEER IAM | © RS H|ERLE A 1 LUE 2R K F
RITELEES,

Amazon X173
Ea AR & A P ITELT Amazon Web Services X33 824, B LTE IAM KB HIEEIX L

Amazon Web Services X BIELL A RIEL IS EIRE,

® Note

WM RETE IAM policy HIEL L TNEMIRE , M EVEBIBRFIISZFRFIRERN , AgeaS
B Support Center HEIZEAITRH,

BHE R
AddAttachmentsToSet BT M ERIN— NS AN BR . B 4

ER—NMarAsE , ATEREFMEIRGIRE
BIBERWHH. ZEREVNER 1 /DPRAT
. MR HIREH expiryTime BiZES B HIM

A [l

AddCommunicationToCase 2 F1E Amazon Web Services X1 4|90
HtuEFBEEHONE K SE—4HAEEEELEF
BY B8 T P44 s ik

CreateCase BRFRIZBRAIFR,

DescribeAttachment BRI RZHIMHFRIREER,

DescribeCaseAttributes B F A B IR S5 1EEY Amazon Web Services

Y REIEMANE, *Cent Amazon Web
Services ¥ er AR A ©RIKEVERH B
EHRICHE M,
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RAriEmE

BRI

DescribeCases

DescribeCommunication

DescribeCommunications

DescribeCreateCaseOptions

DescribelIssueTypes

DescribeServices

DescribeSeveritylevels

DescribeSupportedlLanguages

DescribeSupportLevel

DescribeTrustedAdvisorCheck
RefreshStatuses

DescribeTrustedAdvisorCheck
Result

DU

B FiRE 5244 ID &% Amazon Web Services
X ROICE R RHI5 KRR IDs.

£FFIREE A Amazon Amazon Web Services
Y RO R —BE MM AR,

ARFIRE —N=HZ 4 Amazon Web Services X
B ROIBE MM

£ FIR[E CreateCaseOption ZE & 5| & LA & 46 R
9 X #0 E A0 B I AR,

2 F3IR[E Amazon Web Services X% 2248 &
ERHPMNPR, Cent Amazon Web Services ¥
er NEBE A © RIKEVE MK 7 /Y 0] B R B 3E 8L,

& FIRE LIRS 5| RAMEE Amazon BRFH
RS EBIFIRMNE. RE , BUUERRS A
MAIK BRI RH|, W Amazon BRSEE
B —HE5,

FFIRE T L9 45 Amazon Web Services X
B 20 EMRS 5 RONR,

& FIRE 5 E CategoryCode, IssueType #l
ServiceCode My X #iE & FI RN FR,

B FIRE Amazon K 7 FRIR5F 2 54 I BV X
R, Cent Amazon Web Services X #; er A B
FHEXREELN RS,

RFIRE EEHREEZZEMN Amazon Trusted
Advisor X ZH RIFTIRSH R IDs,

EFIREEEIEEXE ID B9 Amazon Trusted
Advisor 8 &L RHIR,

EIEX Cent Amazon Web Services X1 er 815 8] #X R
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B®’1E iR
DescribeTrustedAdvisorChecks & FIRE B XA A A Amazon Trusted

Advisor TEZMEEMNNR , 2FEHAR. ID, £
B, R THIE,

DescribeTrustedAdvisorCheck B FIRE#1EE Amazon Trusted Advisor X &
Summaries R ERELRMWXPR, IDs
GetInteraction RFEIRFERBENWHE — MR REREIFH

EEMABR. Cent Amazon Web Services %3
er NEBEE R B MELHEE,

InitiateCallForCase 2 F 7 Cent Amazon Web Services X#f er £
KBEEIUANNE, Cent Amazon Web Services
Y# er NEFEAECRAKRBEEEY,

InitiateChatForCase ¥ F 1 Amazon Web Services 1% Center £
REHXMNER. Cent Amazon Web Services
5 er BEERAERARBTFHBRIIK,

PutCaseAttributes RFATRERSFEMH NE Amazon Web
Services X5 RAIFINPR., Cent Amazon Web
Services X er AEBEEA B RN EH Amazon
Web Services X1 REIRINRIERZL,

RateCaseCommunication £2F % Amazon Web Services X 4@
TIEDBINER,.

RefreshTrustedAdvisorCheck BT RlF & A Amazon Trusted Advisor X &
ID IEENZZMNRER,

ResolveCase TR Amazon Web Services X35 IR
PR,

SearchForCases R FIRE 54 Em AMEEE B Amazon Web

Services X RHIFRHMPR. Cent Amazon
Web Services X er AEfEAEREHKERE
B =4,
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BE iR
StartInteraction BRFREHMEINNER , IREBE XK F#H

RE)BEN R MERZE B, Cent Amazon
Web Services X1 er AELE A © X3 st fEHE

BRImAR

IAM

RIAVERT , IAM AP LZEBRXEFERL, EBULIER IAM AIBENEFPRA, AR, BaLUE
IAM SREEKS INBIX LE R4k | SAMEMENRITIREM R EIR , Hla0E 3 Support Center RHIFN £
Amazon Web Services ¥ API,

B IAM AP UGS, BaUAXEAFREEMNZEBANKFBENERTE. RE , IMTUER
&8 Amazon 1tk P H#1E Support Center F T4E, HX Amazon Web Services X 5 RIH IAM A~ 9]
DEERZKF NI ERH,

BXEZER , BHSH IAM AP BT IAM AP 5 %%, Amazon Web Services
Management Console

RFNRERE £ 5 ERS Amazon EEERE A AWSSupportcces s FfMEIAF, A=A,
Amazon Web Services X # TR ERNRKIZEHIXT4FE Amazon Web Services X #F B VERY 5 A
BR. Amazon Web Services X#F TRMETFERGRIMNPE , HtResource TRALRE N, *BFTE
AFHIELIHFEZFRHINHE.

Example : 25 B FTA Amazon Web Services X 124

Amazon FEE R B A AWSSupportcces s #F IAM B F 5 RIfXBR Amazon Web Services X#., A
LR BEEY 1AM A P T L5 R AR S Amazon Web Services X 3% BEFI &R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["support:*"],
"Resource": "*"
}
]
}
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BRMWAR AWSSupportAccess REEKMMEIBHNRENEZER |, ESH IAM AR EBERNHRM
IAM SR (255 ) .

Example : 2175 FIBRBREZ SN PTE ResolveCase #1E

B O LUTE IAM el BEFEERBRIEEAFSIELMLIRE, UTBERBEBRAYT IAM BFHIT
Amazon Web Services X1 BRIBRRH 2 NI FRERE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "support:*",
"Resource": "*"

.

{
"Effect": "Deny",
"Action": "support:ResolveCase",
"Resource": "*"

]

BXUNACIEEFIEER IAM policy WEZEER |, i55H (IAM AF#ERE) FHE6IE IAM policy (2
A ).

MRAPRACEERE , N A LAEIZKEE 7RI Amazon Web Services XS E T i K BEHKIEFE
BH,

/A Important
« MRBTAEEXFPOFERRS , EERAREHEMENNIR, BARZERREN IAME

BR, BXEZELR , 2R NWEHFMIFREE Amazon Web Services X,

5 B4 PR Amazon Trusted Advisor

F£# Amazon Web Services Management Console , #3##y trustedadvisor IAM a5 Z2 8] 3% &)%Y
#9158 AU PR Trusted Advisor, #£ Amazon Web Services 3% AP | supportIAM &5 Z8 8 2 H %
MG R AX PR Trusted Advisor, BXEZER , HSH EEXNWIHRIMNPR Amazon Trusted Advisor,

EIEX Cent Amazon Web Services X1 er 815 8] #X R API fR4s 2025-03-05 227


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html

Amazon Web Services X AFEE
EIEX Amazon Web Services i EE/ 5 R R

E3-

« Support Plans 2| & B R

« Support Plans $#24E

« Support Plans B =4l IAM policy
. tHREHERR

Support Plans 2 & & B R

E1if R Support Plans ###& , AP XA — AR ENR. XENBRATAATFRFIIHMETEEX
Amazon Web Services I # Support Plans &IRIEFAE R,

I&ALAE A supportplansd & ZE B €12 Amazon Identity and Access Management (IAM) 5KE§, &
A LAf3E A L SR G SR 48 TE SR AR R AR R AX PR

BIRREERS , T ERSNWHBRZRRAFRIELIRE, Support Plans & ZE AR

supportplans,

BRI LAfE A Amazon FE B FK RIS E K MBS IAM 24, BXEZEE |, %25 AmazonAmazon
Web Services X1F EENFTE R,

Support Plans &4

AT ATE R &I & RHITLLT Support Plans #4E, AR EATE IAM policy 3B EIX LE Support Plans /LA
RSB S ERE,

] iR
GetSupportPlan BFEEFHEXI Amazon Web Services Ik 2

BJ Support Plans #4015 2 B R.

GetSupportPlanUpdateStatus RFEEEXEH Support Plans & RIRSHI ¥
H1E BHIER

StartSupportPlanUpdate BT B aERLEFH L Amazon Web Services
T P 2 it RIBIABR
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Amazon Web Services X

RAriEmE

R’

CreateSupportPlanSchedule

ListSupportPlanModifiers

Support Plans 8974l IAM policy

DU

TR LLR It Amazon Web Services T = 6l
B it XetE &R,

RFEEESREXRNAE ZFITIMEXREE TR
Amazon Web Services ik F R,

BRI AR LT ROIKEE SR EE XS Support Plans BY178],

%t Support Plans By £ 158

LU KB Ao A 3t Support Plans #1758 £ 151,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:*",
"Resource": "*"
}
]
}

3} Support Plans 8 Ri1/ 8]

LUR SR BE AL FA 34 Support Plans # 17 R L5,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:Get*",
"Resource": "*"
.
{

B3R Amazon Web Services XiF EEM RN R
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"Effect": "Allow",
"Action": "supportplans:List*",
"Resource": "*"

iy

$ELEXY Support Plans #9517

LA R B& T o ¥F A P i 18) Support Plans,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "supportplans:*",
"Resource": "*"
}
]
}
RS HEBR

BSRUT EBLLEEX Support XAV EE],
SHEFHE R FITXIET , Support it X2 H A & RERS GetSupportPlan X R

IAM A P 4B F 8 Support iHXIEHI AFTRHINR, BRI EIHEN IAM KB
LEEMANNRREA Amazon FEERE |, 51201 AWSSupportPlansFullAccess =
AWSSupportPlansReadOnlyAccess. BXEZEER , SR AmazonAmazon Web Services X &
BENREE X,

MRETREF IAM policy , iHEKFR Amazon Web Services Ik B R,
HXEE
BEXEZELR ,ESH IAM AFEEFHUTER :

« £ IAM policy simulator |1z 1AM policy
- BEEHRRIELEIRER
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_access-denied.html
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BB EHK Support ITXIR , EMHARAETHEENERER

MRERIIK - Amazon Web Services Ik B EHH — A Amazon Organizations , N AT EEFEEE #H AR
SEFIEK (SCP), SCPs 2 —fh7EH LA P EE PRIV K EE,

BTF Support It X2 —T£ KRS , HLELBRH Amazon Web Services X1 #9 5% B 7] & £ FH 15X 5 K 7
EEFERHEXFITN. EAENALATLIKARS , 120 IAM R Support 1+XI , A0 % ARSS 700
EMEEAR SCP WHEBRSIZR P, XEWRBARPHIK, AT LA RIX LRSS |, BIfE SCPIEL TIEE
#9 Amazon Web Services X1iZiR% -

4 Support TTXRIFRMAFIS |, ETE SCP B "NotAction" FIRAFHA "supportplans: *",

"supportplans:*",

&HY SCP W REE RN T REEARD o

Example : 521 Support itXIFEHL 1T EKY SCP

{ "Version": "2012-10-17",
"Statement": [
{ "Sid": "GRREGIONDENY",
"Effect": "Deny",

"NotAction": [
"aws-portal:*",
"budgets:*",
"chime:*"
"iam:*",
"supportplans:*",

MRIEBER GBI EEH SCP , i8R Amazon Web Services Ik BIE R, BIEIKF ATAEE
E# SCP , AMERrE R &0k~ & o] LLif B Support 11Xl

® KEEZEI Amazon Control Tower

- MREHALRF SCP 5E—i2EH Amazon Control Tower , W AT LA Amazon 1B 3#EiE R
Amazon Web Services XigiiZ#f ( BEMN XIFIELEM ) HELTFRIEFHT N

- WMREEF SCP EH Amazon Control Tower H e supportplans , NEE R = FBEKRIE
Xt SCP WE#H. BEXEZFEE , TS HPHRNAFRFEZE Amazon Control Tower,
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https://docs.amazonaws.cn/controltower/latest/userguide/drift.html
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HXRER

BEXEZER , REANTER :

«  {Amazon Organizations AAF{Em) FH@@ RSIEHIZKE (SCPs).
+ {Amazon Control Tower FAF 158 FHVELE X154 12 Hl
» Amazon B #EAmazon Control Tower Fi F & Amazon Web Services [X 1 & fy Z 5Kk 35 4 177 |A]

EIE XY B9 15 R A PR Amazon Trusted Advisor

& A LA Amazon Trusted Advisor A1 [A] Amazon Web Services Management Console. Fff
& Amazon Web Services i AZB R LA A1 FBIE MY U Trusted Advisor X E, MMREFERS
Ai, Enterprise On-Ramp 1)l Support itXll , M AFRIAMERE, BXEZER , HSH
Amazon Trusted Advisor E&SE &®$l.

I&TLAE A Amazon Identity and Access Management (IAM) 332 &34 #9175 [ & BR Trusted Advisoro
F&

+ Trusted Advisor 2% & #I IR

+ Trusted Advisor 1738

« 1AM ZRRE R Y

« BESH

Trusted Advisor 35 & B PR

E i8] Trusted Advisor #24l& , AP AAMAE —HHENE, XERESAAFRAFIENEESX
& B9 Trusted Advisor BIRHY ¥ 4015 2 Amazon Web Services K,

A] LABE A LA T I T SR 2 X Trusted AdvisorBY i [A] :
« £/ Trusted Advisor 2 H| A WIREEEINEE, AP ABUMEEEREXIKANE,

&R LAER Amazon EERB B EELKBEREDENR, BXEZER , FHH E£AREES
X 1AM B &8y inE,

« £/ trustedadvisor & ZEEBIE IAM policy, #&7TLAME Itk KB K18 E IR EM F RV BR,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/controltower/latest/userguide/region-deny.html
https://docs.amazonaws.cn/controltower/latest/userguide/data-residency-controls.html#primary-region-deny-policy
https://www.amazonaws.cn/premiumsupport/faqs/#TaFree
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BIEFRREES , LB ERS B ERRAFHIELIRIE, B ZE Trusted Advisor
2trustedadvisor, B2 , &% {Eﬁﬁtrustedadusorup% ® RISk A FHIEL Trusted Advisor
API iy Amazon Web Services X% API ##1E, R , BXBEA Amazon Web Services ¥ Ky
support & ZEH,

® Note

mREHAHAmazon Web Services 7351Z API BIRR , WA A Trusted Advisor £
Amazon Web Services Management Console & 7R Trusted Advisor £ RHWHENE, BE
Trusted Advisor BH|IEFEELER , B4 Btrustedadvisorin B ZE B HI R,

Trusted Advisor 173}

O AR A B ATELT Trusted Advisor 1€, BRI LATE IAM KB 15 EIX £ Trusted Advisor
BRIEUAGHIELISTEIRE,

BHE R
DescribeAccount FFEFE Amazon Web Services X #F it kI

fih Trusted Advisor EiETHI PR

DescribeAccountAccess FF2&EEFE Amazon Web Services K B HiE
=2 AR Trusted Advisor,

DescribeCheckItems BEFNRUEEREMBMNIFAEE,
DescribeCheckRefreshStatuses R FXRLAEE Trusted Advisor 1 & B il #R
Ao
DescribeCheckSummaries 5 Trusted Advisor EE X EHEM IR,
DescribeChecks EF&EE Trusted Advisor T EiF 45 2R
DescribeNotificationPreferences EFELLEER Amazon KRB EIEDT,
ExcludeCheckItems B F IR LABEBR Trusted Advisor 8 EH 1L,
IncludeCheckItems EFNPRLLEE Trusted Advisor B EHEW,
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https://docs.amazonaws.cn/awssupport/latest/APIReference/

Amazon Web Services %1%

RAriEmE

BE
RefreshCheck
SetAccountAccess

UpdateNotificationPreferences

DescribeCheckStatusHistoryC
hanges

Trusted Advisor A AL BRI R/E

iR
£F 3 Trusted Advisor X EZMER,
BT S AHE Trusted Advisor AR,

F2F IR LAE T Trusted Advisorfy il &1 5 1k
o

RTFERTE 30 RAKENE RN EICREHY
R

BAF Trusted Advisor BEEA TAHLANEIIREE, BEXEZER |, 55 R WALME Amazon Trusted

Advisor,

BR{E

DescribeOrganization

DescribeOrganizationAccounts

DescribeReports

DescribeServiceMetadata

GenerateReport

ListAccountsForParent

DU

B TEEHES Amazon Web Services Ik 5% 2
BRALEIEERN ERIR,

BRFEFALE BRI Amazon Tk - IR

EFRRUEEAANERSNEAED (F)
W, REEH. ETNE, NRASH. REMK
=),

RFEFHAMBIREHEXEENNE , Al
EXT, TEZMMRFIRS. Amazon Web
Services X1

BFEALF A Trusted Advisor XEREH
PR .

FF 7 Trusted Advisor BHI AP EFALHH
R Amazon AL %A (OU) B EWFMEKFH
PR

EIEXTHY 5 B AR Amazon Trusted Advisor
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BE iR
ListOrganizationalUnitsForParent & F1E Trusted Advisor IBHI AP EEF ERHALR

BRI EFZPFIEHLAEN (OUs) IR,

ListRoots £ F7£ Trusted Advisor 24| & & FH Amazon
HAAOARTE N EIRE ZHNR,

SetOrganizationAccess BT HEAALYUEIIEER R Trusted
Advisor,

Trusted Advisor {£ %4730

MRERNKFBA T Trusted Advisor {55 , WA AEERSI A RHITELT Trusted Advisor 84E, &
A LATE IAM policy HiRINIX L Trusted Advisor BIEA R T HIEL G ERE. BXEZELRE , B
Trusted Advisor Priority B9 IAM policy =~4ilo

@ Note

Trusted Advisor IEERFERHIXEEEBHNEREFKLE (TAM) W EHKFBENEN., R

SAHINEVEREBRSHIHEE |, B0 Trusted Advisor X, KEH TAM NEBWUERFHRE
BIEM, ETX , B TAM 2R EXEHE | FHERELZKFH “ Trusted Advisor 4 5E 4R

o

BXEZER , F2F FHEER P Amazon Trusted Advisor rioritys

B®E HR

DescribeRisks & F 1% Trusted Advisor {£ 5K EE X HI
PR o

DescribeRisk B F1E “ Trusted Advisor £ E R FEEXKIF
H1E BHIBR

DescribeRiskResources B FNRLLEF Trusted Advisor Priority A3 &
M) & JX B B2 IR o
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BHE iR

DownloadRisk RF TEHEE Trusted Advisor £ 5 4% X B& 1 4H
= B H XX RBR

UpdateRiskStatus TR LA E #T Trusted Advisor Priority #1#9 X,
BOIRTES.

DescribeNotificationConfigu & FIREL “ Trusted Advisor {E &% B FHR4E

rations HEETRYAX PR

UpdateNotificationConfigurations R FIRABIZR L EH Trusted Advisor Priority
Y BB, - W 44388 N B IR T

DeleteNotificationConfigura MALQEERKFRTFNR , RFEM Priority B

tionForDelegatedAdmin ZIEETE R K A BR B sB 4438 A BT,

Trusted Advisor

Trusted Advisor 5173

WMRENKFFZAT Eng Trusted Advisor age , M AT AFE#2 4| & AT ELT Trusted Advisor #4E. &
A LA 1AM KBS R INIX £ Trusted Advisor RAELLAFHIEL I ERE, AXRESER |, BEH
Trusted Advisor Engage #J IAM policy =4l

BEXREZER | ESHW AR Eng Amazon Trusted Advisor age ( Fi¥EAR ) o

% iR

CreateEngagement & ¥ 1£ Engage 812 Trusted Advisor Bz #Y
PR

CreateEngagementAttachment & F7£ Engage F 8% Trusted Advisor 5}
GRS

CreateEngagementCommunication & F1E Eng Trusted Advisor age F&IZEzh 74
BRI PR

GetEngagement & F 1€ Engage ¥ Trusted Advisor & H 37
PR
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RAriEmE

BRI

GetEngagementAttachment

GetEngagementType

ListEngagementCommunications

ListEngagements

ListEngagementTypes

UpdateEngagement

UpdateEngagementStatus

IAM 2R B& 7~ 45

DU

B F7E Engage P EF B Trusted
Advisor &R,

& F7E Eng Trusted Advisor age P EFHER
R B MR,

£ Trusted Advisor Engage H T &EEFES
5@ Er R,

¥ 1 Engage REFFIE Trusted Advisor B
YA BR

¥ 1 Engage R&EEFFIE Trusted Advisor B
B INR,

& F7£ Engage FE#T Trusted Advisor 2 51i%
BRI PR

&7 Engage HE#T Trusted Advisor 254k
SHPR

LUTF SREE T B A e VF MAE4E 3T Trusted AdvisorfY 15 (R, &7 SAGE A T HERY RS 2 —RE IAM 25 &
TEIREFEERRE, S0, SALEHRAIRE , RAEFEBREER IAM 25/ 88 JSON IETI-FH,

RIE , R INERN IAM AP, AA6,

AXRIM{ABIZE IAM policy WEZEE |

.t

- ZEEHRAMXER Trusted Advisor

« X Trusted Advisorfy R ik i A X R
- $E4 IR Trusted Advisor

- ATFIELSERE

ESHE IAM BFREEBEFHEIE IAM policy ( ZH1& ) .

« &I Amazon Web Services X1 API #4E/I 15 8] X BR Trusted Advisor

EIEXTHY 5 B AR Amazon Trusted Advisor
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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« Trusted Advisor Priority B 1AM policy 745l

« Trusted Advisor Engage #J IAM policy R4l

524215 EIAPR Trusted Advisor

LA 2R B8 fo1F FA P 1E Trusted Advisor 2% & R EFFTE Trusted Advisor R EH I BT ERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

3¢ Trusted Advisorfy R i1/ 8] #X R

LT R AFRAPX Trusted Advisor & &# 1T RiEHR., ARPEERITEMNER , HIORIFRES
EAOE A E LA,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:Describe*",
"trustedadvisor:Get*",
"trustedadvisor:List*"
1,
"Resource": "*"
}
]
}

3548175 18] Trusted Advisor

LT BERAT AP Trusted Advisor 8% & A& F Trusted Advisor X Z 3t TR E,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}
ATFFIELSERE

LA 2R B8 fo¥F FA F 1E Trusted Advisor 2% & R &EFFTE Trusted Advisor X E |, BFR A b1 RIFE
%=,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
b
{
"Effect": "Deny",
"Action": "trustedadvisor:RefreshCheck",
"Resource": "*"
}
]
}

£ #I%F Amazon Web Services X API #24ERY 15 B FR Trusted Advisor

£ 7 Amazon Web Services Management Console , #J4fy trustedadvisor IAM @& Z=[A) 33 & X4
#9158 AU BR Trusted Advisor, EFEEFAtrustedadvisorm B ZEERAVFHIEL Trusted Advisor
API 1y Amazon Web Services X% API &1, R , TUAEA support & Z=E, BLAEE
Amazon Web Services X # API fXBRF 8E1L Trusted Advisor &miZ A XA,

Fltn |, IR EFAZRefreshTrustedAdvisorChecki®E , M ATE R P IRAERITIHIRENR,
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https://docs.amazonaws.cn/awssupport/latest/APIReference/API_RefreshTrustedAdvisorCheck.html

Amazon Web Services X

RAriEmE

Example : X fo i Trusted Advisor API ##4E

LT R AFBA AR EAM Amazon Web Services X35 API #24E/Y AP $#84E Trusted Advisor , {BF
FFH R EM Amazon Web Services X35 APl ##4E, a0 , AP O LAER API EF MBI E, #4]
T ERE, EF. FHBMR Amazon Web Services 15 24,

BA LA AR LURTE S A Trusted Advisor API 324 |, {8 FAEfE A Ltk K BE1E Trusted Advisor 12

HEPERRRFRE.

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"support
"support
"support
"support

:DescribeTrustedAdvisorCheckRefreshStatuses",
:DescribeTrustedAdvisorCheckResult",
:DescribeTrustedAdvisorChecks",
:DescribeTrustedAdvisorCheckSummaries",
"support:

RefreshTrustedAdvisorCheck",

"trustedadvisor:Describe*"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"support
"support
"support
"support
"support
"support
"support
"support

]I

:AddAttachmentsToSet",
:AddCommunicationToCase",
:CreateCase",
:DescribeAttachment",
:DescribeCases",
:DescribeCommunications",
:DescribeServices",
:DescribeSeveritylevels",
"support:

ResolveCase"

"Resource": "*"

BX IAM 275 Amazon Web Services X1 ME & AR EZER Trusted Advisor , FESFHIRE,

EIEXTHY 5 B AR Amazon Trusted Advisor
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Trusted Advisor Priority #J IAM policy 7=~4

BT LAE A LA T Amazon FE&E SRBE SR &|3T Priority B9 Trusted Advisor 1H BRI PR, AXEZEL
H2 B Amazon Web Services 3£ E K1 Amazon Trusted Advisor FMIFF A P Amazon Trusted
Advisor riority

Trusted Advisor Engage B 1AM policy =45l
® Note

Trusted Advisor Engage & TR , B 81X BET Amazon EEBE. ERIAEHA TEHHNE
B2 —R7E IAM 25 AP OB E P EE R,

£ Eng Trusted Advisor age F % F iR BN RV K BE A1

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:CreateEngagement*",
"trustedadvisor:DescribeAccount*",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*",
"trustedadvisor:UpdateEngagement*"

1,

"Resource": "*"

}
]
}

£ Eng Trusted Advisor age 1% F R 17 BN RHY KB R B

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeAccount*",
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"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*"

]I

"Resource": "*"

£ Eng Trusted Advisor age F#& FiEXFE AN PRI K ;8 A A5 175 R PR AY SR B& R 5] Trusted
Advisor :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"trustedadvisor:CreateEngagement*",
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*",
"trustedadvisor:SetOrganizationAccess",
"trustedadvisor:UpdateEngagement*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"
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iy

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"

}

[}

.

5]

N
H18

o

B K Trusted Advisor RN EZER | ESRUTER :

« IAM BPIEEHME Amazon Trusted Advisor® X Ry 4E,
« JR&I3F Trusted Advisor 324 & 85 8]

Amazon Trusted Advisorf 7= /5 BR 55 1252 1 SR BE

Amazon Trusted Advisor XRS5 #|5K#E (SCPs), SCPs 2EMMBAL A TEMNEKE  BTE
BiIZHALANNNE. SCP AR T &M i SCP Ktk FTHWFTE Amazon Web Services K7, SCPs 12
M ELRPFIEKR R A TANRNEF RS, S0 AEBEEERZR Amazon Web Services ik
FREHEANTHEEEEN, BXEZEER |, iS5 Amazon Organizations F P i8R H#Y AR S5 6%
B o

F&
- KREH

o RIBR S 12 B R B

FRFMHF

E#EH SCPs , BMFAHITIA TR

Amazon Trusted Advisor#9 7R {5l IR 55 12 Il SR BE API WA 2025-03-05 243
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Amazon Web Services %% Fir 5

- BRARFNFIEIIRE. BXEZELR , 5% (Amazon Organizations AF{ER) FIE A
Fh T hEE.

- AF SCPs LMEHELHWHELRNFER. BEXEZEL , BSH (Amazon Organizations FiF ) #F
S AR,

- BIZYR SCPs EEM, AXBIEZMWEZEE SCPs , 25 (Amazon Organizations A1) &
M BIZE, FFTAMIBRARS 6K R

51 Bl 55 12 1 R B
TR RIBRUNAEERFIALPRREHAZNEN S H.
Example : FE1EF P #£ Engage ¥ Trusted Advisor S22 448 E 3h

LU SCP HIL AP tIZHZS 5aRmENESE,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Deny",

"Action": [
"trustedadvisor:CreateEngagement",
"trustedadvisor:UpdateEngagement*"

1,

"Resource": [

nin

]
}
]
}

Example : 4 Trusted Advisor 25 Trusted Advisor 4L 5 17 (8]

LR SCP 1k F FF £ Eng Trusted Advisor age # Trusted Advisor Priority A5 R ST E AR E,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Deny",

Amazon Trusted Advisorfd 7R BR 55422 & SR & API fR7 2025-03-05 244
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"Action": [
"trustedadvisor:ListEngagement*",
"trustedadvisor:GetEngagement*",
"trustedadvisor:CreateEngagement*",
"trustedadvisor:UpdateEngagement*",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:UpdateRisk*",
"trustedadvisor:DownloadRisk"

]I

"Resource": [

"

¥ Amazon Web Services X# 5 19 17 7] # 17 FE HERR

FRALUTERREEZHFIEEEMEA Amazon Web Services X% # 1AM B ] 4238 2 69 % 1 8]
il

£

« RFEHIIT iam : PassRole

- REEEFRNHEEA

- RRE—BEER , BAFHAMATIE Amazon Web Services X #

« BB Amazon IKF 2 AR A RIFE A Amazon Web Services X5 # iR

R TR AT iam : PassRole

MR BB —MEIR , RPBELHEINIT iam: PassRole B4E , MIAMEHMREUA T BT ABIELIESA
Amazon Web Services %,

B L Amazon Web Services i R FBNIIEAREZBAIZERSE , MARUNEFTNERS AR RSHE
XAE, ALt BAMEEFAGERTRSHNR,

LR marymajor B9 IAM A P ZidFE A% A7 Amazon Web Services XiFHRHITIRIER , 2% 4%
LT RAER. B2, RELTNEERFZACHER FHINRES ATHITIHIEE. Mary FTEBENAGEE
B BR S5 B9 A BR o

P HERR API fR4s 2025-03-05 245



Amazon Web Services 1 AriEE

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMEBERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MREFERY , FHRREN Amazon EE R, ZNEERRRERHZEIEIN A
BREEEFERWNIHEZEA

EOIZE IAM AP RIBRAR , @UNERNERENEEESR D, BER , BXEBERTLNRBRILRE
He MREEXRTHRAERSA  WLMEIE - NN RBHAN,

HRZAIEFHE D : HE 4 ID (50 AKIAIOSFODNN7EXAMPLE ) MR 15 9 %2 4R ( BN
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMEBEWE —# , B4 ERER 7R
Z4A ID MBZRFRZBEANBERRNITERRIE, BGXNAFRBMNZL—F , ZERIHR %A,

/A Important

BAREQME=HRHIFEZS  BMERN THEBEZIEHIETA, ID BF-1T. B XM,
BO] AR F B A K A 15 A SR BV X PR Amazon Web Services IKF,

HEQBFRBANN , RESRTEFHRIZSR D ABBFRBAREE-—INL2NUE. WEHRH

ZHRRNELCZEN AT, NREXRTENBWRFEESR , B4R IAM AP HFNFHHN T RZR. &

RZURERNGRER. WREEEFHNER , WLTHER—N2HAN , RAEBLEFTNER, BE
B, H2H IAM AP EREPNEZRRZES.

RER—REEA , BATFHM AR Amazon Web Services X

E R HAM A B Amazon Web Services X3 , BUAMEAEEHFRINARRNARFRERFNE, R
£/ Amazon IAM Identity Center EXE AR FNARER , MA@ A HA 2 BN PRERE LH I E]
REREH . NERELBHCE IAM REAFEHIBELESARARNARFXREN IAM A€, BXEZE
B | &2 (Amazon IAM Ildentity Center AF{5R) FHINRE,

MEKREA IAM Identity Center , M AFANFBEHRINARZRINARFLE IAMEE (AFZA

)., RE , BATRNKEM RS2 | LUETE Amazon Web Services X R E R F IEBHR,
RFNRE , BAFSINARFFAARRBRHEE, 41 ERXEEIEER Amazon, BT HEXB
BIAMAF, 4. KBANBRNEZEFEE , 28 (AM BAFEBE) 19 IAM 54 1AM F 8 KR
IR
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AR Amazon K 2089 AR R1 B Amazon Web Services X &R

FAa R E—1MAe  WEEMKFPNAFSEELANARTUERZABKRGRIEHRIR, &7
LIEEWESER , TURAAG., X TXHETRIFRA R REFTIER (ACLs) WIRS , BTN
158 P 3 L5 SR B 1) AATT 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :

- ETMREZ Amazon Web Services X1F X 1FXLETHEE | IHS R WA Amazon Web Services 3% 5
IAM Bt & H.

- ETHRIMAEBRHNERARNRERENIEEMPR Amazon Web Services Ik |, &2 IAM AP+
BB &3 AE Amazon Web Services Tk B9 53— IAM A P 12215 1B XR .

o BTSN = FRE SRR R R Amazon Web Services Ik | 55 E IAM B 18
BRI mEE=AEMHIFENER. Amazon Web Services 2

s ETHRIMIBEN SMRBRESRIEREIFENER , FSH (IAM AFERE) P ALSAT S HEIEN
BF ( BRBRAERIE ) REHRNR,

- ETHRERACNETRRNREHATER,FRIZENZS , 25 (IAM AFERE) $8 IAM
Y B K IR 18] 6

S5 - IE) R

M= R Amazon Web Services X3 2 —fh Amazon &, Amazon BIEXH. BREEZNEHE
MITRREBEHTR, BEREZEER , 858 (Amazon Z£EHPRNEN) HE B,

AL TR B TR AR EM R :
« #£ S Amazon ervice Health Das hboard L &E&EH Z& WK Amazon ZE RIE, Hl0 , FHIEMK
FHEENRS XIS EHF,

« £ Amazon Health Dashboard HE&EF £ /MK FHIREEEB, Fln KPP RSRFENSE
H., BXEZEEL , 5 (Amazon Health BF#®E) F# Amazon Health Dashboard A7,

% 3% Amazon Web Services X #F & # Amazon Trusted Advisor

BERHEPMAEM Amazon SRS RN FEMY, TTAMMEENEEAKE D, Amazon Web
Services X# Amazon Trusted Advisor Amazon I 7T A T4 T B | ## Amazon Web Services &
¥ IS W Amazon Trusted Advisor, IR&RIBH1EE Yot REUEHE
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« Amazon £358t CloudWatch¥5 1228 Amazon #RFEIZ1T Amazon PN AR, BaUKRER
IRERIERT |, QIEBENWERSIFE , URIEEERAEIEEW B E R S8 E K B E B X8 5 K E
B, flan , BRI LA CloudWatch BRERIE S#ha# 41t E = (Amazon EC2) S5fI#Y CPU AR H At
BV, HEZEEN BB FXH. BXEZER , iHSH Amazon CloudWatch AF1ERE.

« Amazon EventBridge 2 T #if Amazon BIRE(LHIEFENMREEHR. EventBridge )5S
BRIV ENTE , BRNEATUEERNRENELEG  HEXEEHRENEHM Amazon iR
SHfE BNRE, BXESZEER |, 3 H Amazon EventBridge FIF #5F,

« Amazon CloudTrail#3R &K F A REH Amazon IKFHITH AP BRMAEREH , HFEE
ST L B SRS E B9 T I 7h 9 B2 124 AR S5 (Amazon S3) Service F &1, &7 LR B HRLE A = A bk
FI£FT 7 8Bi% Amazon, REHFLAR IP bt AR LN E. BEXESELR , B3R AFE
B, Amazon CloudTrail

EXEZELR , 5 IAEFIZHE Amazon Web Services 3 fia# 12 F Amazon Trusted
Advisor,

S IE Amazon Web Services k1%

ETHMERETHESMNITNNTEE , H5@Amazon Web Services BRE “” Amazon Web Services R
% FH BREMITRIR 2 HSEE , RFEREBMXBHEMITR. Amazon Web Services RS Bx
—mREL , BSREMIT,

O LA TEE =S FitRE Amazon Artifact, BEXEZEE |, HSRFH “TEHIRE" Amazon
Artifact,

&£ EF Amazon Web Services BRS5 BRI EMTEBR T ENBIENBRZ2ME, RLFNENBIRUAR
ERKEEMEM, Amazon BHE T UTHRKABBSAEMML

« Security & Compliance : X R A REEIEREITIE T RBEERE , HIRETHERELHEMEN
MINBER TR
- EHRRE — W IEBNERETER TEMENTILMATEX,

« f£AAmazon Config 7F & A & 1558 F B M N 144 % /R — % Amazon Config BR S5 Tk /Y R IREL &
EZABRELFENIBRE, TLIESHHANZEN,

« Amazon Security Hub— X Amazon Web Services IR% R T ERNPL SRS EHAE
Amazon, Security Hub B Z £ 2 I EILEEM Amazon BRHAREEREFELLTUWIRAERN
REXK, BXETXERFREHEENSIR , 535 Security Hub #ZHliEHESZ,
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« Amazon GuardDuty — BB ¥ &M Amazon Web Services Ik FIMEF 2B FETRMEEF
31 , 3k Amazon Web Services fRS RNEH TEME. FEENKERIGHEEREM. GuardDuty
BYRRRLEESHMERAENARRNER , AP ERZERHEMMHER , fla0 PCIDSS.

¥ 1E Amazon Web Services X #

Amazon £IKE MR ERE S Amazon XEMATAXEERN, Amazon XFRMUSNMNIERENEE
WATAKX , XETARBESEER, SFHENSETRNMERE, MATAKX , SO LRI FRE
EURARXzBLHHE B RN AREBNNARFNREE. SRENENESNREPOLERLEY
M, TAXEEESNTAY, REENATT BX.

BX Amazon XM AXWEZEE | 55 Amazon £EREMIZHE,

h ) E 18 B R £ Amazon Web Services 1%

ERN—IIEERS , Amazon Web Services X#F ZF| {Amazon Web Services : ZZRERR) H
BB PR Amazon £EKMEZ L LEFHNRT.

IBAILAE R Amazon E X #9 APl 8 Amazon Web Services X BEME#H TIHR. B HH4
MERFERMELREMENI (TLS) 1.0 ESERAR, BWEA TLS 1.2 AESHRE. BFFmELAZF
EEZLEBIARE (PFS) WEBEH , a0 Ephemeral Diffie-Hellman ( DHE ) =% Elliptic Curve
Ephemeral Diffie-Hellman ( ECDHE ) » KZHINKRLE (W0 Java 7 RESKRAE ) XX LER,

Lo\, HAERGRIZEE ID M5 IAM EAEXBRAORZET B BARNBERH#TZEE, RE , BUUER
Amazon Security Token Service ( Amazon STS ) £ K IGFf Z £ EIERNERHATES,

h B & MR A 2 % Amazon Web Services X 1

*F Amazon Trusted Advisor , Amazon S BBEANEZ IS |, HlNEFHIRERS (0S) MBUEE
1B4b, B A& B R IERE

EEMITZEHBEE (BIVEF ) #E Amazon fiE. BXEZER |, 55 R =E Amazon HiEE

A,
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£ A B = Amazon Web Services X #; 5l Amazon SDKs

AT %5 /=158 BA 2048] Amazon Web Services X3 5 Amazon 84 F X E 4 (SDK).
Bt AR R B I8 R R A RS P AT E S IRERN B RAI,

BRERKEEFNABESR , XAELTNHET. BUUEIRETBNFABARENRSEHEK , &7
LB HBEXZEN ETXERRE,

EX S Amazon DK Fr Xk EIEmMRE RN TESIER , iESEAmazon Web Services X% 5
Amazon SDK —i2fEf, AETEBEAXANTNEEUREXEHH SDK AR FMAER.

FiaER

YR Amazon Web Services X%

LTRRBROIERT WA HEER Amazon Web Services X5
.NET

EATF NET 89 Amazon SDK

(® Note
EBEZMEREER GitHub, BERZERH , 23 WAE Amazon K8 R G176 EF it
TIRENETT.

using Amazon.AWSSupport;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

public static class HelloSupport
{

static async Task Main(string[] args)

{
// Use the AWS .NET Core Setup package to set up dependency injection for

the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default

profile.
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// You must have one of the following AWS Support plans: Business,
Enterprise On-Ramp, or Enterprise. Otherwise, an exception will be thrown.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>()
).Build();

// Now the client is available for injection.
var supportClient =
host.Services.GetRequiredService<IAmazonAWSSupport>();

// You can use await and any of the async methods to get a response.

var response = await supportClient.DescribeServicesAsync();

Console.WritelLine($"\tHello AWS Support! There are
{response.Services.Count} services available.");

}

- X APIWNFMEER , 5 EHT NET 8 Amazon SDK APl 22 DescribeServicesH
1,

Java

EAT Java B9 SDK 2.x

(@ Note
EHEZHEKREER GitHub, BERFTEERH] , %3 WMATE Amazon 5 R 5I 17 6% &
TREMIZT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.support.SupportClient;

import software.amazon.awssdk.services.support.model.Category;

import software.amazon.awssdk.services.support.model.DescribeServicesRequest;
import software.amazon.awssdk.services.support.model.DescribeServicesResponse;
import software.amazon.awssdk.services.support.model.Service;

import software.amazon.awssdk.services.support.model.SupportException;

import java.util.Arraylist;

import java.util.List;
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/**
* Before running this Java (v2) code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API. For more information, see:

*

* https://aws.amazon.com/premiumsupport/plans/

* This Java example performs the following task:

* 1. Gets and displays available services.

* NOTE: To see multiple operations, see SupportScenario.

*/

public class HelloSupport {
public static void main(String[] args) {
Region region = Region.US_WEST_2;
SupportClient supportClient = SupportClient.buildex()
.region(region)
.build();

System.out.println("***** Step 1. Get and display available services.");
displayServices(supportClient);

// Return a List that contains a Service name and Category name.
public static void displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
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List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {
if (index == 11)
break;

System.out.println("The Service name is: " + service.name());

// Display the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {
System.out.println("The category name is: " + cat.name());

}

index++;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

« X API NFHEE. |, 3% Amazon SDK for Java 2.x APl £Z£DescribeServicesH Y,

JavaScript

EATF JavaScript (v3) WEGF AT ES

® Note
RBEEZHXEE GitHub, ERFTERHA| , Z3 WAHE Amazon K58 7R B 74 FE it
TIREMNIZTT.

WA “main() E1TZ K60,

import {
DescribeServicesCommand,
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SupportClient,
} from "eaws-sdk/client-support";

// Change the value of 'region' to your preferred AWS Region.
const client = new SupportClient({ region: "us-east-1" });

const getServiceCount = async () => {
try {
const { services } = await client.send(new DescribeServicesCommand({}));
return services.length;
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
}
throw err;
}
};

export const main = async () => {
try {
const count = await getServiceCount();
console.log( ‘Hello, AWS Support! There are ${count} services available.');
} catch (err) {
console.error("Failed to get service count: '

, err.message);

};

- BX APIWFHER , HZ EA T JavaScript B9 Amazon SDK APl &
#DescribeServicesH 1,

Kotlin

& AT Kotlin B SDK

(® Note
BEEZHEXEE GitHub, EHRTE R , Z 3 WMMAI1E Amazon X3 =6 17 = 3t
TIRENETT.

API fR7 2025-03-05 254


https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/client/support/command/DescribeServicesCommand
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/support#code-examples

Amazon Web Services 1 AriEE

/**
Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-qguide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Kotlin example performs the following task:

1. Gets and displays available services.

*/

suspend fun main() {
displaySomeServices()

// Return a List that contains a Service name and Category name.
suspend fun displaySomeServices() {
val servicesRequest =
DescribeServicesRequest {
language = "en"

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index = 1

response.services?.forEach { service ->
if (index == 11) {
returneforEach

println("The Service name is: " + service.name)

// Get the categories for this service.
service.categories?.forkEach { cat ->
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println("The category name is ${cat.namel}")
index++

« Bx API NFHELR |, 55 E A DescribeServices T K otlin BAmazon SDK API &#,

Python

EHTF Python # SDK ( Boto3 )

(® Note
BB EZHEXEER GitHub, EHRTERA , 23 WA1E Amazon K3 R~ B 1F 4% FE Fh i
TREMZET

import logging
import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

def hello_support(support_client):
Use the AWS SDK for Python (Boto3) to create an AWS Support client and count
the available services in your account.
This example uses the default settings specified in your shared credentials
and config files.

:param support_client: A Boto3 Support Client object.
try:
print("Hello, AWS Support! Let's count the available Support services:")
response = support_client.describe_services()
print(f"There are {len(response['services'])} services available.")
except ClientError as err:
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if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't count services. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

if __name__ == "__main__":
hello_support(boto3.client("support"))

« BX API HFMEE |, 55 READescribeServicesF Python #1Amazon SDK (Boto3) API
B,

R ERN]
- FRAKNEZRTR Amazon Web Services X3 il Amazon SDKs
+ YR¥ Amazon Web Services X
« %3] Amazon Web Services X ¥ £/ Amazon SDK H &t AR
+ Amazon Web Services X #F AR Amazon SDKs
« AddAttachmentsToSet5 Amazon SDK = CLI B2 & 5/
+ AddCommunicationToCase5 Amazon SDK = CLI B2 & A
+ CreateCase5 Amazon SDK 5 CLI BB & H
+ DescribeAttachment5 Amazon SDK = CLI Bt & F A
+ DescribeCasesS Amazon SDK = CLI &
+ DescribeCommunications5 Amazon SDK = CLI BB & H
+ DescribeServices5 Amazon SDK & CLI Bl & F A
+ DescribeSeverityLevels5 Amazon SDK = CLI Bt &1 A
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« ¥ DescribeTrustedAdvisorCheckRefreshStatuses & CLI Bt & H

$¥ DescribeTrustedAdvisorCheckResult 5 CLI it & &

$¥ DescribeTrustedAdvisorCheckSummaries 5 CLI Bt & 1{F

¥¥ DescribeTrustedAdvisorChecks & CLI Bt &M

§¥ RefreshTrustedAdvisorCheck 5 CLI Bt &1#

ResolveCase5 Amazon SDK = CLI Bt &M

FERAREA T Amazon Web Services 1 5l Amazon SDKs

AT R %8 R 45035% BE tn{a 85 A with B9 ELAE Amazon Web Services X315 HIiR Amazon SDKs.

=l

o #R¥F¥ Amazon Web Services X #

« %3] Amazon Web Services X ¥ ff£F Amazon SDK K E i iR

» Amazon Web Services ¥ # FH#E4E Amazon SDKs

AddAttachmentsToSet5 Amazon SDK 5 CLI B2 & &£ F
AddCommunicationToCase5 Amazon SDK B CLI &
CreateCase5 Amazon SDK = CLI Bt &5 {F A
DescribeAttachment5 Amazon SDK = CLI & & #
DescribeCases5 Amazon SDK = CLI Bl & {F A
DescribeCommunications5 Amazon SDK = CLI E& & F
DescribeServices 5 Amazon SDK 5 CLI B & &£ F
DescribeSeverityLevels& Amazon SDK = CLI Bt & H

¥ DescribeTrustedAdvisorCheckRefreshStatuses 5 CLI Bt & H
$# DescribeTrustedAdvisorCheckResult 5 CLI fii &1

$# DescribeTrustedAdvisorCheckSummaries 5 CLI B2 &£
¥F DescribeTrustedAdvisorChecks & CLI Bt &

$# RefreshTrustedAdvisorCheck 5 CLI Bt &
ResolveCase5 Amazon SDK B CLI B & & F

EAXTRE
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YRIF Amazon Web Services X

UTRBREERT WAFEER Amazon Web Services X33,
NET

EATF NET 89 Amazon SDK

(® Note
EREZHEREE GitHub, BERFZERH , 23 WAHE Amazon K8 7RG 76 F it
TIREMIZIT,

using Amazon.AWSSupport;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

public static class HelloSupport
{
static async Task Main(string[] args)
{
// Use the AWS .NET Core Setup package to set up dependency injection for
the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
// You must have one of the following AWS Support plans: Business,
Enterprise On-Ramp, or Enterprise. Otherwise, an exception will be thrown.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>()
).Build();

// Now the client is available for injection.
var supportClient =
host.Services.GetRequiredService<IAmazonAWSSupport>();

// You can use await and any of the async methods to get a response.

var response = await supportClient.DescribeServicesAsync();

Console.WritelLine($"\tHello AWS Support! There are
{response.Services.Count} services available.");
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}

- BX APIHNFAEE

HYo

Java

SERAT Java B9 SDK 2.x

(® Note

BB EZHEXEE GitHub, EHRTERA , 3 WA1E Amazon K3 R B 17 4% = i
TREMZET

import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.util.Arraylist;
java.util.List;

regions.Region;

services.
services.
services.
services.
services.
services.

support
support
support
support
support
support

* Before running this Java (v2) code example,
* environment, including your credentials.

*

HZH sERAT NET 89 Amazon SDK API 2#DescribeServices®

.SupportClient;

.model.Category;
.model.DescribeServicesRequest;
.model.DescribeServicesResponse;
.model.Service;
.model.SupportException;

set up your development

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API.

*

* https://aws.amazon.com/premiumsupport/plans/

*

For more information,

see:
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* This Java example performs the following task:

* 1. Gets and displays available services.

* NOTE: To see multiple operations, see SupportScenario.

*/

public class HelloSupport {
public static void main(String[] args) {
Region region = Region.US_WEST_2;
SupportClient supportClient = SupportClient.buildex()
.region(region)
.build();

System.out.println("***** Step 1. Get and display available services.");
displayServices(supportClient);

// Return a List that contains a Service name and Category name.
public static void displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {
if (index == 11)
break;

System.out.println("The Service name is: " + service.name());

// Display the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {
System.out.println("The category name is: " + cat.name());
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index++;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

« BXx API iE4E LR , 53 % Amazon SDK for Java 2.x APl & # DescribeServicesH Y,

JavaScript

EATF JavaScript (v3) WHH4HF AT ES

(® Note
EHEZHKRIEL GitHub, EHREERH] , %3 MATE Amazon {55 7~ 6 17 6% & i
TIRENETT.

WA ‘main() E1TZRH61,

import {
DescribeServicesCommand,
SupportClient,

} from "eaws-sdk/client-support";

// Change the value of 'region' to your preferred AWS Region.
const client = new SupportClient({ region: "us-east-1" });

const getServiceCount = async () => {
try {
const { services } = await client.send(new DescribeServicesCommand({}));
return services.length;
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
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}

throw err;

}
};

export const main = async () => {
try {
const count = await getServiceCount();

console.log( ‘Hello, AWS Support! There are ${count} services available.’);
} catch (err) {

console.error("Failed to get service count: ", err.message);

}
i

- BX API WFHER , HS 0 EA T JavaScript 89 Amazon SDK APl &
#DescribeServicesHH,

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZMHEXER GitHub, ERTE A , ZI WME Amazon 858 =5 17 % BFE it
TIREMNETT,

/**

Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
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This Kotlin example performs the following task:

1. Gets and displays available services.

*/

suspend fun main() {
displaySomeServices()

// Return a List that contains a Service name and Category name.
suspend fun displaySomeServices() {
val servicesRequest =
DescribeServicesRequest {
language = "en"

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index = 1

response.services?.forEach { service ->
if (index == 11) {
return@eforEach

println("The Service name is: " + service.name)
// Get the categories for this service.
service.categories?.forkEach { cat ->

println("The category name is ${cat.namel}")
index++

« Bx APl WiFHEER | F5 & ADescribeServicesF K otlin B5Amazon SDK APl &%,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

import logging
import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

def hello_support(support_client):
Use the AWS SDK for Python (Boto3) to create an AWS Support client and count
the available services in your account.
This example uses the default settings specified in your shared credentials
and config files.

:param support_client: A Boto3 Support Client object.
try:
print("Hello, AWS Support! Let's count the available Support services:")
response = support_client.describe_services()
print(f"There are {len(response['services'])} services available.")
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't count services. Here's why: %s: %s",
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err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

if _name__ == "__main__":
hello_support(boto3.client("support"))

- BX API HiFMAEER , ESREMDescribeServicesF Python BJAmazon SDK (Boto3) API
B,
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EoTRAPETREA IR

/// <summary>
/// Hello AWS Support example.
/// </summary>
public static class SupportCaseScenario
{
/*
Before running this .NET code example, set up your development environment,
including your credentials.
To use the AWS Support API, you must have one of the following AWS Support
plans: Business, Enterprise On-Ramp, or Enterprise.

This .NET example performs the following tasks:

1. Get and display services. Select a service from the list.

2. Select a category from the selected service.

3. Get and display severity levels and select a severity level from the
list.

4. Create a support case using the selected service, category, and severity
level.

5. Get and display a list of open support cases for the current day.

Create an attachment set with a sample text file to add to the case.

7. Add a communication with the attachment to the support case.

8. List the communications of the support case.

9. Describe the attachment set.

10. Resolve the support case.

11. Get a list of resolved cases for the current day.

private static SupportWrapper _supportWrapper = null!;

static async Task Main(string[] args)
{
// Set up dependency injection for the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LoglLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsolelLoggerProvider>("Microsoft",
LogLevel.Trace))
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.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>(new AWSOptions()
{ Profile = "default" })
.AddTransient<SupportWrapper>()

)
.Build();

var logger = LoggerFactory.Create(builder =>

{
builder.AddConsole();

}).CreatelLogger(typeof (SupportCaseScenario));
_supportWrapper = host.Services.GetRequiredService<SupportWrapper>();

Console.WriteLine(new string('-', 80));
Console.WriteLine("Welcome to the AWS Support case example scenario.");
Console.WriteLine(new string('-', 80));

try
{
var apiSupported = await _supportWrapper.VerifySubscription();
if (l!apiSupported)
{
logger.LogError("You must have a Business, Enterprise On-Ramp, or
Enterprise Support " +
"plan to use the AWS Support API. \n\tPlease
upgrade your subscription to run these examples.");
return;

var service = await DisplayAndSelectServices();

var category = DisplayAndSelectCategories(service);

var severitylevel = await DisplayAndSelectSeverity();

var caseld = await CreateSupportCase(service, category,
severitylevel);

await DescribeTodayOpenCases();
var attachmentSetId = await CreateAttachmentSet();

await AddCommunicationToCase(attachmentSetId, caseld);
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var attachmentId = await ListCommunicationsForCase(caseld);
await DescribeCaseAttachment(attachmentId);

await ResolveCase(caseld);

await DescribeTodayResolvedCases();

Console.WriteLine(new string('-', 80));

Console.WriteLine("AWS Support case example scenario complete.");

Console.WriteLine(new string('-', 80));

}
catch (Exception ex)
{
logger.LogError(ex, "There was a problem executing the scenario.");
}

/// <summary>

/// List some available services from AWS Support, and select a service for
the example.

/// </summary>

/// <returns>The selected service.</returns>

private static async Task<Service> DisplayAndSelectServices()

Console.WriteLine(new string('-', 80));
var services = await _supportWrapper.DescribeServices();
Console.WriteLine($"AWS Support client returned {services.Count}

services.");

Console.WriteLine($"1. Displaying first 1@ services:");
for (int 1 = 0; i < 10 && i < services.Count; i++)
{

Console.WriteLine($"\t{i + 1}. {services[i].Namel}");

}

var choiceNumber = 0;

while (choiceNumber < 1 || choiceNumber > services.Count)
{

Console.WriteLine(

"Select an example support service by entering a number from the

preceding list:");

var choice = Console.ReadLine();
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Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return services[choiceNumber - 1];

/// <summary>

/// List the available categories for a service and select a category for the
example.

/// </summary>

/// <param name="service'">Service to use for displaying categories.</param>

/// <returns>The selected category.</returns>

private static Category DisplayAndSelectCategories(Service service)

{

Console.WriteLine(new string('-', 80));

Console.WriteLine($"2. Available support categories for Service
\"{service.Name}\":");

for (int i = 0; i < service.Categories.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {service.Categories[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > service.Categories.Count)
{

Console.WritelLine(
"Select an example support category by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

Console.WriteLine(new string('-', 80));

return service.Categories[choiceNumber - 1];

/// <summary>

/// List available severity levels from AWS Support, and select a level for
the example.

/// </summary>

/// <returns>The selected severity level.</returns>
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private static async Task<SeveritylLevel> DisplayAndSelectSeverity()

{

Console.WriteLine(new string('-', 80));
var severitylevels = await _supportWrapper.DescribeSeveritylLevels();

Console.WriteLine($"3. Get and display available severity levels:");
for (int 1 = 0; i < 10 && i < severitylevels.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {severitylLevels[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > severitylevels.Count)
{

Console.WriteLine(
"Select an example severity level by entering a number from the
preceding list:");
var choice = Console.ReadlLine();
Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return severitylLevels[choiceNumber - 17;

/// <summary>

/// Create an example support case.

/// </summary>

/// <param name="service'">Service to use for the new case.</param>

/// <param name="category'">Category to use for the new case.</param>

/// <param name="severity">Severity to use for the new case.</param>

/// <returns>The caseld of the new support case.</returns>

private static async Task<string> CreateSupportCase(Service service,
Category category, Severitylevel severity)

Console.WriteLine(new string('-', 80));
Console.WritelLine($"4. Create an example support case" +
$" with the following settings:" +
$" \n\tService: {service.Name}, Category:
{category.Name} " +
$"and Severity Level: {severity.Name}.");
var caseld = await _supportWrapper.CreateCase(service.Code,
category.Code, severity.Code,
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"Example case for testing, ignore.", "This is my example support
case.");

Console.WriteLine($"\tNew case created with ID {caseId}");
Console.WriteLine(new string('-', 80));

return caseld;

/// <summary>
/// List open cases for the current day.

/// </summary>
/// <returns>Async task.</returns>
private static async Task DescribeTodayOpenCases()
{
Console.WritelLine($"5. List the open support cases for the current
day.");
// Describe the cases. If it is empty, try again and allow time for the
new case to appear.
List<CaseDetails> currentOpenCases = null!;
while (currentOpenCases == null || currentOpenCases.Count == 0)
{
Thread.Sleep(1000);
currentOpenCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
false,
DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var openCase in currentOpenCases)

{

Console.WriteLine($"\tCase: {openCase.CaseId} created
{openCase.TimeCreated}");

}

Console.WriteLine(new string('-', 80));

/// <summary>
/// Create an attachment set for a support case.
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/// </summary>
/// <returns>The attachment set id.</returns>

private static async Task<string> CreateAttachmentSet()

{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"6. Create an attachment set for a support case.");
var fileName = "example_attachment.txt";

// Create the file if it does not already exist.
if (!File.Exists(fileName))

{
await using StreamWriter sw = File.CreateText(fileName);
await sw.WritelLineAsync(
"This is a sample file for attachment to a support case.");
}

await using var ms = new MemoryStream(await
File.ReadAllBytesAsync(fileName));

var attachmentSetId = await _supportWrapper.AddAttachmentToSet(
ms,
fileName);

Console.WriteLine($"\tNew attachment set created with id: \n
\t{attachmentSetId.Substring(@, 65)}...");

Console.WriteLine(new string('-', 80));

return attachmentSetId;

/// <summary>
/// Add an attachment set and communication to a case.
/// </summary>
/// <param name="attachmentSetId">Id of the attachment set.</param>
/// <param name="caselId">Id of the case to receive the attachment set.</
param>
/// <returns>Async task.</returns>
private static async Task AddCommunicationToCase(string attachmentSetId,
string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"7. Add attachment set and communication to
{caseId}.");
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await _supportWrapper.AddCommunicationToCase(
caseld,
"This is an example communication added to a support case.",
attachmentSetId);

Console.WriteLine($"\tNew attachment set and communication added to
{caseId}");

Console.WriteLine(new string('-', 80));

/// <summary>
/// List the communications for a case.

/// </summary>
/// <param name="caseld">Id of the case to describe.</param>
/// <returns>An attachment id.</returns>
private static async Task<string> ListCommunicationsForCase(string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"8. List communications for case {caseId}.");

var communications = await
_supportWrapper.DescribeCommunications(caseld);

var attachmentId = "";
foreach (var communication in communications)
{

Console.WritelLine(
$"\tCommunication created on: {communication.TimeCreated} has
{communication.AttachmentSet.Count} attachments.");
if (communication.AttachmentSet.Any())

{

attachmentId = communication.AttachmentSet.First().AttachmentId;

Console.WriteLine(new string('-', 80));
return attachmentId;

/// <summary>
/// Describe an attachment by id.

/// </summary>
/// <param name="attachmentId">Id of the attachment to describe.</param>
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/// <returns>Async task.</returns>
private static async Task DescribeCaseAttachment(string attachmentId)
{

Console.WriteLine(new string('-', 80));

Console.WriteLine($"9. Describe the attachment set.");

var attachment = await _supportWrapper.DescribeAttachment(attachmentId);

var data = Encoding.ASCII.GetString(attachment.Data.ToArray());

Console.WriteLine($"\tAttachment includes {attachment.FileName} with
data: \n\t{datal}l");

Console.WriteLine(new string('-', 80));

/// <summary>

/// Resolve the support case.

/// </summary>

/// <param name="caseld">Id of the case to resolve.</param>
/// <returns>Async task.</returns>

private static async Task ResolveCase(string caseld)

{
Console.WriteLine(new string('-', 80));
Console.WritelLine($"10. Resolve case {caseId}.");
var status = await _supportWrapper.ResolveCase(caseld);
Console.WriteLine($"\tCase {caseId} has final status {status}");
Console.WriteLine(new string('-', 80));

}

/// <summary>
/// List resolved cases for the current day.

/// </summary>
/// <returns>Async Task.</returns>
private static async Task DescribeTodayResolvedCases()
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"11. List the resolved support cases for the current
day.");
var currentCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
true,
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DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var currentCase in currentCases)
{
if (currentCase.Status == "resolved")
{
Console.WritelLine(
$"\tCase: {currentCase.Caseld}: status
{currentCase.Status}");

}

Console.WriteLine(new string('-', 80));

%= AT Amazon Web Services X BENHEFZ,

/// <summary>
/// Wrapper methods to use AWS Support for working with support cases.
/// </summary>
public class SupportWrapper
{
private readonly IAmazonAWSSupport _amazonSupport;
public SupportWrapper(IAmazonAWSSupport amazonSupport)
{

_amazonSupport = amazonSupport;

/// <summary>

/// Get the descriptions of AWS services.

/// </summary>

/// <param name="name">Optional language for services.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <returns>The list of AWS service descriptions.</returns>

public async Task<List<Service>> DescribeServices(string language = "en")

{

var response = await _amazonSupport.DescribeServicesAsync(
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///
/17
///
/17
///

(“ko”)
///

new DescribeServicesRequest()
{

Language = language
1);

return response.Services;

<summary>

Get the descriptions of support severity levels.

</summary>

<param name="name">0ptional language for severity levels.

Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
are supported.</param>

<returns>The list of support severity levels.</returns>

public async Task<List<SeveritylLevel>> DescribeSeveritylevels(string language

= Ilenll)

{

/17
/17
/17
/17
/17
/17
/17
/17
/17
/17
(“ko”)
/17

var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
18

return response.Severitylevels;

<summary>

Create a new support case.

</summary>

<param name="serviceCode">Service code for the new case.</param>
<param name='"categoryCode">Category for the new case.</param>

<param name="severityCode">Severity code for the new case.</param>
<param name="subject">Subject of the new case.</param>

<param name="body">Body text of the new case.</param>

<param name="language">Optional language support for your case.
Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
are supported.</param>

<param name="attachmentSetId">0Optional Id for an attachment set for the

new case.</param>

/17

<param name="issueType">Optional issue type for the new case. Options are

"customer-service" or "technical".</param>
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/// <returns>The caseld of the new support case.</returns>
public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,

string body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body
1)
return response.Caseld;
}

/// <summary>
/// Add an attachment to a set, or create a new attachment set if one does
not exist.
/// </summary>
/// <param name="data">The data for the attachment.</param>
/// <param name="fileName">The file name for the attachment.</param>
/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>
/// <returns>The setld of the attachment.</returns>
public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)
{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
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FileName = fileName

1)

return response.AttachmentSetld;

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
18
return response.Attachment;
}

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()

{

Caseld = caseld,
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CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses

1)

return response.Result;

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name="caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()

{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
1);

// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)

{

results.Add(communications);

}

return results;

/// <summary>
/// Get case details for a list of case ids, optionally with date filters.

/// </summary>
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/// <param name="caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime'">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseldList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
18
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

/// <summary>
/// Resolve a support case by caseld.
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/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)

{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
Caseld = caseld
18
return response.FinalCaseStatus;
}

/// <summary>

/// Verify the support level for AWS Support API access.

/// </summary>

/// <returns>True if the subscription level supports API access.</returns>
public async Task<bool> VerifySubscription()

{
try
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = "en"
1}
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (Amazon.AWSSupport.AmazonAWSSupportException ex)
{
if (ex.ErrorCode == "SubscriptionRequiredException")
{
return false;
}
else throw;
}
}

« BX APIFHEER | F5H GERAT NET 8 Amazon SDK API &) FHUTEH,
+ AddAttachmentsToSet
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* CreateCase

* DescribeAttachment
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* DescribeServices

» DescribeSeveritylLevels

* ResolveCase
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import software.amazon.awssdk.services.support

import

software.amazon.awssdk.services.support.model.

import

software.amazon.awssdk.services.support.model.
.model.

import software.amazon.awssdk.services.support
import software.amazon.awssdk.services.support
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software.amazon.awssdk.services.
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software.amazon.awssdk.services.
software.amazon.awssdk.services.
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import
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/**

java
java
java
java
java

java.
java.
java.

.io0.File;
.io.FileInputStream;
.io.FileNotFoundException;
.io0.InputStream;
.time.Instant;

time.temporal.ChronoUnit;
util.Arraylist;
util.List;

support
support
support
support
support

support.

.model.

DescribeCasesResponse;

DescribeCommunicationsRequest;

DescribeCommunicationsResponse;

.model.

DescribeServicesRequest;
DescribeServicesResponse;

DescribeSeveritylLevelsRequest;

model

.DescribeSeveritylLevelsResponse;
.model.
.model.
.model.
.model.
.model.
.AddAttachmentsToSetRequest;

ResolveCaseRequest;
ResolveCaseResponse;
Service;
Severitylevel;
SupportException;

* Before running this Java (v2) code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-

started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API.

*

For more information, see:

https://aws.amazon.com/premiumsupport/plans/

* This Java example performs the following tasks:

* 1. Gets and displays available services.
* 2. Gets and displays severity levels.
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* 3. Creates a support case by using the selected service, category, and
* severity level.

* 4. Gets a list of open cases for the current day.

* 5. Creates an attachment set with a generated file.

* 6. Adds a communication with the attachment to the support case.
* 7. Lists the communications of the support case.

* 8. Describes the attachment set included with the communication.
* 9. Resolves the support case.

* 10. Gets a list of resolved cases for the current day.

*/

public class SupportScenario {

public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);

public static void main(String[] args) {
final String usage = """

Usage:
<fileAttachment>Where:
fileAttachment - The file can be a simple saved .txt file to
use as an email attachment.\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String fileAttachment = args[0];

Region region = Region.US_WEST_2;

SupportClient supportClient = SupportClient.builder()
.region(region)
.build();

System.out.println(DASHES);

System.out.println("***** Welcome to the AWS Support case example
scenario.");

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("1l. Get and display available services.");
List<String> sevCatlList = displayServices(supportClient);
System.out.println(DASHES);
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System.out.println(DASHES);

System.out.println("2. Get and display Support severity levels.");
String sevlLevel = displaySevlLevels(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("3. Create a support case using the selected service,
category, and severity level.");
String caseld = createSupportCase(supportClient, sevCatlList, sevlevel);
if (caseld.compareTo("") == 0) {
System.out.println("A support case was not successfully created!");
System.exit(1);
} else
System.out.println("Support case " + caseld + " was successfully
created!");
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("4. Get open support cases.");
getOpenCase(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("5. Create an attachment set with a generated file to
add to the case.");

String attachmentSetId = addAttachment(supportClient, fileAttachment);

System.out.println("The Attachment Set id value is" + attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("6. Add communication with the attachment to the
support case.");

addAttachSupportCase(supportClient, caseld, attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("7. List the communications of the support case.");
String attachId = listCommunications(supportClient, caseld);
System.out.println("The Attachment id value is" + attachld);
System.out.println(DASHES);

System.out.println(DASHES);
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System.out.println("8. Describe the attachment set included with the
communication.");

describeAttachment(supportClient, attachId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("9. Resolve the support case.");
resolveSupportCase(supportClient, caseld);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("10. Get a list of resolved cases for the current
day.");

getResolvedCase(supportClient);

System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("***** This Scenario has successfully completed");
System.out.println(DASHES);

public static void getResolvedCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.buildexr()
.maxResults(30)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.includeResolvedCases(true)
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
if (sinCase.status().compareTo("resolved") == Q)
System.out.println("The case status is " + sinCase.status());
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} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}
}
public static void resolveSupportCase(SupportClient supportClient, String
caseld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);
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public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());

// Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();

}

return attachId;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
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System.out.println("You have successfully added a communication

to an AWS Support case");
else
System.out.println("There was an error adding the communication

to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1);

public static String addAttachment(SupportClient supportClient, String

fileAttachment) {

try {
File myFile = new File(fileAttachment);

InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.builder()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =

AddAttachmentsToSetRequest.buildexr()
.attachments(attachment)

.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1l);
}

return ;

public static void getOpenCase(SupportClient supportClient) {

try {
// Specify the start and end time.

Instant now = Instant.now();
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java.time.LocalDate.now();
Instant yesterday = now.minus(l, ChronoUnit.DAYS);
DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();
DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseld());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1l);

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.tolLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.tolLowerCase())
.communicationBody("Test issue with " +

serviceCode.tolLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);

return response.caseld();
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} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return ;

public static String displaySevLevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylLevels(severitylLevelsRequest);

List<Severitylevel> severitylevels = response.severitylevels();

String levelName = null;

for (SeveritylLevel sevlLevel : severitylevels) {

System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)

levelName = sevlLevel.name();

}

return levelName;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
String serviceCode = null;
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String catName = null;
List<String> sevCatlList = new ArraylList<>();
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {

if (index == 11)

break;
System.out.println("The Service name is: " + service.name());
if (service.name().compareTo("Account") == 0)

serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {

System.out.println("The category name is: " + cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++;

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

« BX APl FHEER , 5 (Amazon SDK for Java 2.x AP| &) U TEE,
+ AddAttachmentsToSet
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import {
AddAttachmentsToSetCommand,
AddCommunicationToCaseCommand,
CreateCaseCommand,
DescribeAttachmentCommand,
DescribeCasesCommand,
DescribeCommunicationsCommand,
DescribeServicesCommand,
DescribeSeveritylLevelsCommand,
ResolveCaseCommand,
SupportClient,

} from "@aws-sdk/client-support";

import * as inquirer from "@inquirer/prompts";

import { retry } from "@aws-doc-sdk-examples/lib/utils/util-timers.js";

const wrapText = (text, char = "=") => {
const rule = char.repeat(80);
return ‘${rule}\n ${textI\n${rule\n";
i
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const client = new SupportClient({ region: "us-east-1" });

// Verify that the account has a Support plan.
export const verifyAccount = async () => {
const command = new DescribeServicesCommand({});

try {
await client.send(command);
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
}
throw err;
}
};

/**
* Select a service from the list returned from DescribeServices.
*/
export const getService = async () => {
const { services } = await client.send(new DescribeServicesCommand({}));
const selectedService = await inquirer.select({
message:
"Select a service. Your support case will be created for this service. The
list of services is truncated for readability.",
choices: services.slice(@, 10).map((s) => ({ name: s.name, value: s })),

1);
return selectedService;
};
/**
* @param {{ categories: import('e@aws-sdk/client-support').Category[]}} service
*/

export const getCategory = async (service) => {
const selectedCategory = await inquirer.select({
message: "Select a category.",
choices: service.categories.map((c) => ({ name: c.name, value: c })),

1)

return selectedCategory;

};

// Get the available severity levels for the account.
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export const getSeveritylLevel = async () => {
const command = new DescribeSeveritylLevelsCommand({});
const { severitylLevels } = await client.send(command);
const selectedSeveritylLevel = await inquirer.select({
message: "Select a severity level.",
choices: severitylevels.map((s) => ({ name: s.name, value: s })),
1);

return selectedSeveritylevel;

* Create a new support case
* @param {{
* selectedService: import('e@aws-sdk/client-support').Service
* selectedCategory: import('eaws-sdk/client-support').Category
* selectedSeveritylLevel: import('e@aws-sdk/client-support').SeveritylLevel
* 1} selections
* @returns
*/
export const createCase = async ({
selectedService,
selectedCategory,
selectedSeveritylLevel,
) =>{
const command = new CreateCaseCommand({
subject: "IGNORE: Test case",
communicationBody: "This is a test. Please ignore.",
serviceCode: selectedService.code,
categoryCode: selectedCategory.code,
severityCode: selectedSeveritylLevel.code,
1}
const { caseld } = await client.send(command);
return caseld;

};

// Get a list of open support cases created today.
export const getTodaysOpenCases = async () => {
const d = new Date();
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),

1)

T FRER AR API fR7s 2025-03-05 296



Amazon Web Services 1 AriEE

const { cases } = await client.send(command);

if (cases.length === 0) {
throw new Error(
"Unexpected number of cases. Expected more than @ open cases.",
);
}

return cases;

i

// Create an attachment set.
export const createAttachmentSet = async () => {
const command = new AddAttachmentsToSetCommand({
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
I
1,
18
const { attachmentSetId } = await client.send(command);
return attachmentSetlId;

i

export const linkAttachmentSetToCase = async (attachmentSetId, caseld) => {
const command = new AddCommunicationToCaseCommand({

attachmentSetId,

caseld,

communicationBody: "Adding attachment set to case.",
1)
await client.send(command);

};

// Get all communications for a support case.
export const getCommunications = async (caseld) => {
const command = new DescribeCommunicationsCommand({
caseld,
1)
const { communications } = await client.send(command);
return communications;

i

/**

* @param {import('e@aws-sdk/client-support').Communication[]} communications
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*/

export const getFirstAttachment = (communications) => {

i

const firstCommWithAttachment = communications.find(
(c) => c.attachmentSet.length > 0,

);
return firstCommWithAttachment?.attachmentSet[@].attachmentId;

// Get an attachment.
export const getAttachment = async (attachmentId) => {

};

const command = new DescribeAttachmentCommand({
attachmentId,

1);

const { attachment } = await client.send(command);

return attachment;

// Resolve the case matching the given case ID.
export const resolveCase = async (caseIld) => {

const shouldResolve = await inquirer.confirm({
message: ‘Do you want to resolve ${caseld}?’,

1)

if (shouldResolve) {
const command = new ResolveCaseCommand({
caseld: caseld,

1)

await client.send(command);
return true;

}

return false;

Find a specific case in the list of provided cases by case ID.

If the case is not found, and the results are paginated, continue

paging through the results.

@param {{
caseld: string,
cases: import('eaws-sdk/client-support').CaseDetails[]
nextToken: string

}} options

@returns
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*/

export const findCase = async ({ caseld, cases, nextToken }) => {

const foundCase = cases.find((c) => c.caseld === caseld);

if (foundCase) {
return foundCase;

if (nextToken) {
const response = await client.send(
new DescribeCasesCommand({
nextToken,
includeResolvedCases: true,
1),
);
return findCase({
caseld,
cases: response.cases,
nextToken: response.nextToken,

1)

throw new Error( ${caseId} not found.');

};

// Get all cases created today.

export const getTodaysResolvedCases = async (caseldToWaitFor) => {

const d = new Date("2023-01-18");

const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());

const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
includeResolvedCases: true,

1)

const { cases, nextToken } = await client.send(command);

await findCase({ cases, caseld: caseIdToWaitFor, nextToken });

return cases.filter((c) => c.status === "resolved");

};

const main = async () => {
let caseld;
try {

console.log(wrapText("Welcome to the AWS Support basic usage scenario."));
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// Verify that the account is subscribed to support.
await verifyAccount();

// Provided a truncated list of services and prompt the user to select one.
const selectedService = await getService();

// Provided the categories for the selected service and prompt the user to
select one.
const selectedCategory = await getCategory(selectedService);

// Provide the severity available severity levels for the account and prompt
the user to select one.
const selectedSeveritylLevel = await getSeveritylLevel();

// Create a support case.
console.log("\nCreating a support case.");
caseld = await createCase({

selectedService,

selectedCategory,

selectedSeveritylevel,

1)

console.log( "Support case created: ${caseld}’);

// Display a list of open support cases created today.
const todaysOpenCases = await retry(
{ intervalInMs: 1000, maxRetries: 15 },
getTodaysOpenCases,
);
console.log(
*\nOpen support cases created today: ${todaysOpenCases.length}",
);
console.log(todaysOpenCases.map((c) => “${c.caseId} ).join("\n"));

// Create an attachment set.

console.log("\nCreating an attachment set.");

const attachmentSetId = await createAttachmentSet();
console.log( "Attachment set created: ${attachmentSetId}");

// Add the attachment set to the support case.
console.log( "\nAdding attachment set to ${caseld}’);
await linkAttachmentSetToCase(attachmentSetId, caseld);
console.log( "Attachment set added to ${caseId}’);

// List the communications for a support case.
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console.log( "\nListing communications for ${caseld}’);
const communications = await getCommunications(caseld);
console.log(
communications
.map(
(c) =>
‘Communication created on ${c.timeCreated}. Has
${c.attachmentSet.length} attachments.",
)
.join("\n"),
);
// Describe the first attachment.
console.log( "\nDescribing attachment ${attachmentSetId}");
const attachmentId = getFirstAttachment(communications);
const attachment = await getAttachment(attachmentId);
console.log(
‘Attachment is the file '${
attachment.fileName
}' with data: \n${new TextDecoder().decode(attachment.data)}",
);
// Confirm that the support case should be resolved.
const isResolved = await resolveCase(caseld);
if (isResolved) {
// List the resolved cases and include the one previously created.
// Resolved cases can take a while to appear.
console.log(
"\nWaiting for case status to be marked as resolved. This can take some
time.",
);

};

const resolvedCases = await retry(
{ intervalInMs: 20000, maxRetries: 15 },
() => getTodaysResolvedCases(caseld),
);
console.log("Resolved cases:");
console.log(resolvedCases.map((c) => c.caseld).join("\n"));

}

} catch (err) {

console.error(err);
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* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

* DescribeAttachment

* DescribeCases

* DescribeCommunications

* DescribeServices

» DescribeSeveritylLevels

* ResolveCase

Kotlin

FE AT Kotlin 9 SDK

(@ Note
BBEEZHEXER GitHub, ERFTE TR , ZI WMTE Amazon 58 =5 17 % FE it
TREMNZETT,

/**

Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:
https://aws.amazon.com/premiumsupport/plans/

This Kotlin example performs the following tasks:

1. Gets and displays available services.
2. Gets and displays severity levels.
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3. Creates a support case by using the selected service, category, and severity
level.

Gets a list of open cases for the current day.

Creates an attachment set with a generated file.

. Adds a communication with the attachment to the support case.

Lists the communications of the support case.

Describes the attachment set included with the communication.

Resolves the support case.

10. Gets a list of resolved cases for the current day.

*/

O 0o N O 1 &

suspend fun main(args: Array<String>) {
val usage = """
Usage:
<fileAttachment>
Where:
fileAttachment - The file can be a simple saved .txt file to use as an
email attachment.

if (args.size != 1) {
println(usage)
exitProcess(0)

val fileAttachment = args[0]

println("***** Welcome to the AWS Support case example scenario.")
println("**#*** Step 1. Get and display available services.")

val sevCatList = displayServices()

println("***** Step 2. Get and display Support severity levels.")
val sevlLevel = displaySevLevels()

println("***** Step 3. Create a support case using the selected service,
category, and severity level.")
val caseldVal = createSupportCase(sevCatlList, sevlLevel)
if (caselIdVal != null) {
println("Support case $caseldVal was successfully created!")

} else {
println("A support case was not successfully created!")
exitProcess(1)

}

println("***** Step 4. Get open support cases.")
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getOpenCase()

println("***** Step 5. Create an attachment set with a generated file to add
to the case.")

val attachmentSetId = addAttachment(fileAttachment)

println("The Attachment Set id value is $attachmentSetId")

println("**#*** Step 6. Add communication with the attachment to the support
case.")
addAttachSupportCase(caseldVal, attachmentSetId)

println("**#*** Step 7. List the communications of the support case.")
val attachId = listCommunications(caseIdVal)
println("The Attachment id value is $attachId")

println("**#*** Step 8. Describe the attachment set included with the
communication.")
describeAttachment(attachId)

println("***** Step 9. Resolve the support case.")
resolveSupportCase(caseIdVal)

println("***** Step 10. Get a list of resolved cases for the current day.")
getResolvedCase()
println("***** This Scenario has successfully completed")

suspend fun getResolvedCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest =

DescribeCasesRequest {

maxResults = 30
afterTime = yesterday.toString()
beforeTime = now.toString()
includeResolvedCases = true

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forkEach { sinCase ->
println("The case status is ${sinCase.status}")
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println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")

suspend fun resolveSupportCase(caselIdVal: String) {
val caseRequest =
ResolveCaseRequest {
caseld = caseldVal
}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldVal is ${response.finalCaseStatus}")

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest =
DescribeAttachmentRequest {
attachmentId = attachId

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest =
DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId
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}

}

return

suspend fun addAttachSupportCase(
caseldVal: String?,
attachmentSetIdVal: String?,
) {
val caseRequest =
AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS
Support case")
} else {
println("There was an error adding the communication to an AWS
Support case")

}

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal =
Attachment {
fileName = myFile.name
data = sourceBytes

val setRequest =
AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
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return response.attachmentSetId

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1, ChronoUnit.DAYS)
val describeCasesRequest =
DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

SupportClient { region = "us-west-2" }.use { supportClient ->

val response = supportClient.describeCases(describeCasesRequest)

response.cases?.forkEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")

suspend fun createSupportCase(
sevCatlListVal: List<String>,
sevLevelVal: String,
): String? {
val serCode = sevCatListVal[Q]
val caseCategory = sevCatlListVal[l]
val caseRequest =
CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())
communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
issueType = "technical"
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SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest =
DescribeSeveritylLevelsRequest {
language = "en"

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylLevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.name}")
if (sevlLevel.name == "High") {
levelName = sevlLevel.name!!

}

return levelName

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {

var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()

val servicesRequest =

DescribeServicesRequest {
language = "en"

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index = 1

response.services?.forEach { service ->
if (index == 11) {
return@eforEach
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println("The Service name is ${service.namel}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!

}

index++

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

Bx APl F4EE |, 525 (Amazon SDK for Kotlin AP1 %) LT &,
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ResolveCase
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Python

& AT Python #9 SDK ( Boto3 )

@ Note
EREZMKRFEER GitHub, BEHRZEERH , 23 WAE Amazon K8 7RG 178 F it
TIRENETT.

A TRAPETRER TR,

class SupportCasesScenario:
"""Runs an interactive scenario that shows how to get started using AWS

Support . min

def __init_ (self, support_wrapper):

:param support_wrapper: An object that wraps AWS Support actions.

self.support_wrapper = support_wrapper

def display_and_select_service(self):

Lists support services and prompts the user to select one.

:return: The support service selected by the user.

print("-" * 88)

services_list = self.support_wrapper.describe_services("en")
print(f"AWS Support client returned {len(services_list)} services.")
print("Displaying first 10 services:")

service_choices = [svc["name"] for svc in services_list[:10]]
selected_index = g.choose(
"Select an example support service by entering a number from the
preceding list:",
service_choices,
)
selected_service = services_list[selected_index]
print("-" * 88)
return selected_service
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def display_and_select_category(self, service):
Lists categories for a support service and prompts the user to select
one.

:param service: The service of the categories.
:return: The selected category.
print("-" * 88)
print(
f"Available support categories for Service {service['name']}
{len(service['categories'])}:"
)
categories_choices = [category["name"] for category in
service["categories"]]
selected_index = q.choose(
"Select an example support category by entering a number from the
preceding list:",
categories_choices,
)
selected_category = service["categories"][selected_index]
print("-" * 88)
return selected_category

def display_and_select_severity(self):

Lists available severity levels and prompts the user to select one.

:return: The selected severity level.
print("-" * 88)
severity_levels_list =
self.support_wrapper.describe_severity_levels("en")
print(f"Available severity levels:")
severity_choices = [level["name"] for level in severity_levels_list]
selected_index = qg.choose(
"Select an example severity level by entering a number from the
preceding list:",
severity_choices,
)
selected_severity = severity_levels_list[selected_index]
print("-" * 88)
return selected_severity
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def create_example_case(self, service, category, severity_level):

Creates an example support case with the user's selections.

:param service: The service for the new case.

:param category: The category for the new case.

:param severity_ level: The severity level for the new case.

:return: The caseld of the new support case.

print("-" * 88)

print(f"Creating new case for service {service['name']}.")

case_id = self.support_wrapper.create_case(service, category,
severity_level)

print(f"\tNew case created with ID {case_id}.")

print("-" * 88)

return case_id

def list_open_cases(self):

List the open cases for the current day.

print("-" * 88)

print("Let's list the open cases for the current day.")

start_time = str(datetime.utcnow().date())

end_time = str(datetime.utcnow().date() + timedelta(days=1))

open_cases = self.support_wrapper.describe_cases(start_time, end_time,
False)

for case in open_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def create_attachment_set(self):

Create an attachment set with a sample file.

:return: The attachment set ID of the new attachment set.

print("-" * 88)

print("Creating attachment set with a sample file.")
attachment_set_id = self.support_wrapper.add_attachment_to_set()
print(f"\tNew attachment set created with ID {attachment_set_id}.")
print("-" * 88)

return attachment_set_id
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def add_communication(self, case_id, attachment_set_id):

Add a communication with an attachment set to the case.

:param case_id: The ID of the case for the communication.

:param attachment_set_id: The ID of the attachment set to

add to the communication.

print("-" * 88)

print(f"Adding a communication and attachment set to the case.")

self.support_wrapper.add_communication_to_case(attachment_set_id,
case_id)

print(

f"Added a communication and attachment set {attachment_set_id} to the

case {case_id}."

)

print("-" * 88)

def list_communications(self, case_id):

List the communications associated with a case.

:param case_id: The ID of the case.
:return: The attachment ID of an attachment.
print("-" * 88)
print("Let's list the communications for our case.")
attachment_id = ""
communications =
self.support_wrapper.describe_all_case_communications(case_id)
for communication in communications:
print(
f"\tCommunication created on {communication['timeCreated']} "
f"has {len(communication['attachmentSet'])} attachments."
)
if len(communication["attachmentSet"]) > 0:
attachment_id = communication["attachmentSet"][@]["attachmentId"]
print("-" * 88)
return attachment_id

def describe_case_attachment(self, attachment_id):

Describe an attachment associated with a case.
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:param attachment_id: The ID of the attachment.

print("-" * 88)

print("Let's list the communications for our case.")

attached_file = self.support_wrapper.describe_attachment(attachment_id)
print(f"\tAttachment includes file {attached_file}.")

print("-" * 88)

def resolve_case(self, case_id):

Shows how to resolve an AWS Support case by its ID.

:param case_id: The ID of the case to resolve.

print("-" * 88)

print(f"Resolving case with ID {case_id}.")

case_status = self.support_wrapper.resolve_case(case_id)
print(f"\tFinal case status is {case_status}.")
print("-" * 88)

def list_resolved_cases(self):

List the resolved cases for the current day.
print("-" * 88)
print("Let's list the resolved cases for the current day.")
start_time = str(datetime.utcnow().date())
end_time = str(datetime.utcnow().date() + timedelta(days=1))
resolved_cases = self.support_wrapper.describe_cases(start_time,
end_time, True)

for case in resolved_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def run_scenario(self):
logging.basicConfig(level=1logging.INFO, format="%(levelname)s:
%(message)s")

print("-" * 88)
print("Welcome to the AWS Support get started with support cases demo.")
print("-" * 88)

selected_service = self.display_and_select_service()
selected_category = self.display_and_select_category(selected_service)
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if __name__ == "__main__":
try:

selected_severity = self.display_and_select_severity()
new_case_id = self.create_example_case(

selected_service, selected_category, selected_severity
)
wait(10)
self.list_open_cases()
new_attachment_set_id = self.create_attachment_set()
self.add_communication(new_case_id, new_attachment_set_id)
new_attachment_id = self.list_communications(new_case_id)
self.describe_case_attachment(new_attachment_id)
self.resolve_case(new_case_id)
wait(10)
self.list_resolved_cases()

print("\nThanks for watching!")
print("-" * 88)

scenario = SupportCasesScenario(SupportWrapper.from_client())

scenario.run_scenario()

except Exception:

logging.exception("Something went wrong with the demo.")

EN—MEERFEFIRRENR,

class SupportWrapper:

"""Encapsulates Support actions.

def __init_ (self, support_client):
:param support_client: A Boto3 Support client.
self.support_client = support_client
@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
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return cls(support_client)

def describe_services(self, language):
Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(

"Couldn't get Support services for language %s. Here's why:

%S: %Ss'",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

def describe_severity_levels(self, language):

Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
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:return: The list of severity levels.
try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why:

%S: %S",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return severity_levels

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity['"code"],
categoryCode=category["code"],
communicationBody="Example support case body.",
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language="en",
issueType="customer-service",
)
case_id = response['"caseId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

)

else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return case_id

def add_attachment_to_set(self):

Add an attachment to a set, or create a new attachment set if one does
not exist.

:return: The attachment set ID.

try:

response = self.support_client.add_attachments_to_set(
attachments=[

{
"fileName": "attachment_file.txt",

"data": b"This is a sample file for attachment to a
support case.",

)

new_set_id = response["attachmentSetId"]
except ClientError as err:

if err.response["Error"]["Code"] == "SubscriptionRequiredException":
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logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:

self.support_client.add_communication_to_case(
caseld=case_id,
communicationBody="This is an example communication added to a
support case.",

attachmentSetId=attachment_set_id,

)
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
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err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't describe communications. Here's why: %s: %s"
err.response["Error"]["Code"],
err.response["Error"]["Message"],

’

)
raise
else:
return communications

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
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:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return attached_file

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.
:return: The final status of the case.
try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your

subscription to run these
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"examples."
)
else:
logger.error(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

def describe_cases(self, after_time, before_time, resolved):
Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page['cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

else:
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logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:
cases = filter(lambda case: case["status"] == "resolved", cases)
return cases

« BX API#FHER , E2 M (Amazon SDK for Python (Boto3) API Reference) HHILLT £
i
* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

* DescribeAttachment

* DescribeCases

* DescribeCommunications

» DescribeServices

* DescribeSeveritylLevels

* ResolveCase

X S Amazon DK F A BIEREMARB REINTESX | 55 Amazon Web Services 3 &
Amazon SDK —E2fF A, AEBEBFEEXAINEREUREX LM SDK AN FHAEE,

Amazon Web Services X 1F £ FI#Y1E/E Amazon SDKs

UTRBREERT WAFERARITEA Amazon Web Services 35 184 Amazon SDKs., BN RHGIE
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CreateCase5 Amazon SDK = CLI B@& A
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AddAttachmentsToSet5 Amazon SDK = CLI B2 & A

LT RE REERINAER AddAttachmentsToSet,

RETFIRAEEFHNABER , LAELTXHIET. EUATRBROSP

X :

T AR ELAH AR

NET
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/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does
not exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetld,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
1}
return response.AttachmentSetId;
}

- BX APIHFEAEE , ESR EHAT NET 89 Amazon SDK API &
#Z AddAttachmentsToSet®H /Y,

CLI
Amazon CLI
[a] 55 & 7 b B 4

LA TFadd-attachments-to-set /Rl —HBFFMT —KBH , ARETTLLR Amazon K
FHROZERAEEZER

aws support add-attachments-to-set \
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--attachment-set-id "as-2f5a6faa2a4ale600-mu-nk5xQ1lBxr70-

GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE"™ \
--attachments fileName=troubleshoot-screenshot.png,data=base64-encoded-string

i

"attachmentSetId": "as-2f5a6faa2as4ale600-mu-nk5xQ1Br70-

GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE",
"expiryTime": "2020-05-14T17:04:40.790+0000"

BXEZEER , 55H (Amazon Support ) RHRFIEE,
- X API FMEER |, F5HAmazon CLI 8BS EAddAttachmentsToSetF H,

Java

ERAT Java B9 SDK 2.x

(® Note
EHEZHKRIEER GitHub, BERFTEERH] , %3 WMAE Amazon {55 7~ 6 17 6# & i
TRENZT,

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {

try {
File myFile = new File(fileAttachment);

InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.buildexr()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =
AddAttachmentsToSetRequest.builder()
.attachments(attachment)
.build();
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AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return ;

« X APl WiFHAEE , i3 % Amazon SDK for Java 2.x APl &£ AddAttachmentsToSetH
08

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(@ Note
EHEZHKREER GitHub, BERFTEERH] , %3 WMATE Amazon 5 R 5I 17 6% &
TREMIZT,

import { AddAttachmentsToSetCommand } from "@aws-sdk/client-support";

import { client } from "../libs/client.js";

export const main = async () => {
try {
// Create a new attachment set or add attachments to an existing set.
// Provide an 'attachmentSetId' value to add attachments to an existing set.
// Use AddCommunicationToCase or CreateCase to associate an attachment set
with a support case.
const response = await client.send(
new AddAttachmentsToSetCommand({
// You can add up to three attachments per set. The size limit is 5 MB
per attachment.
attachments: [
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fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
.
1,
1),
);
// Use this ID in AddCommunicationToCase or CreateCase.
console.log(response.attachmentSetId);
return response;
} catch (err) {
console.error(err);

};

- BX APIWFHER , H5S EA T JavaScript B9 Amazon SDK APl &
#Z AddAttachmentsToSetF Y,

Kotlin

FEATF Kotlin B SDK

(® Note
BB EZHEXEE GitHub, EHRTERA , 3 WA1E Amazon K3 R B 1F 4% = R i
TREMZET

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal =
Attachment {
fileName = myFile.name
data = sourceBytes

val setRequest =
AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)
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}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

« X API HNiFHEER |, HSFEMAJJIAttachmentsToSetF K otlin B§Amazon SDK API &
z,

Python

AT Python #9 SDK ( Boto3 )

(@ Note
EREZHKREER GitHub, BERFTEERH , %3 WMMATE Amazon 55 R 5I 17 6# & it
TREMIZT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def add_attachment_to_set(self):
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Add an attachment to a set, or create a new attachment set if one does
not exist.

:return: The attachment set ID.
try:
response = self.support_client.add_attachments_to_set(
attachments=[
{
"fileName": "attachment_file.txt",
"data": b"This is a sample file for attachment to a
support case.",

)
new_set_id = response["attachmentSetId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

- BXx APl HiFMER , HSFEAAdJJAttachmentsToSetF Python BJAmazon SDK (Boto3)
APl 2Z&,
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BX S Amazon DK Fr Xk &g MR RO TEIIEK |, i5S@Amazon Web Services i 5
Amazon SDK —E2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAMEFMAEE.,

AddCommunicationToCase5 Amazon SDK = CLI Bt &{EH
AT RGE R A AddCommunicationToCase,

BERFIRAEEFNREBER , XA L TXHFIET, EUTRERGG | SUUEFLHRENLET
X :

o THEERAIR

NET

ERTF .NET 9 Amazon SDK

@ Note
EBEZMKREER GitHub, EHRZEERHI , 23 WAE Amazon 8 R G768 F it

N—

TIREMNETT.

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
CaseIld = caseld,
CommunicationBody = body,
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AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
1)

return response.Result;

- BX APIHFEAEE |, ESR EHAT NET 9 Amazon SDK API &
#Z AddCommunicationToCaseH #Y,

CLI
Amazon CLI
6 =GR EE
B Fadd-communication-to-caseRHIFFHBERIMEE Amazon MK HHYXIFRMIH,

aws support add-communication-to-case \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47" \
--communication-body "I'm attaching a set of images to this case."”" \
--cc-email-addresses "myemail@example.com" \
--attachment-set-id "as-2f5a6faa2a4ale600-mu-nk5xQLBr70-
GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE"

i

"result": true

BXEZEER , 55% (Amazon Support ) R RFIEE,
. Bx APl ViFHEE , 3 Amazon CLI i3 55 EAddCommunicationToCase /Y,
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Java

FEATF Java By SDK 2.x

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication
to an AWS Support case");
else
System.out.println("There was an error adding the communication
to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

« Bx API ViF4HEER , 55 Amazon SDK for Java 2.x APl &
# AddCommunicationToCase® Y,
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

import { AddCommunicationToCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
let attachmentSetId;

try {
// Add a communication to a case.
const response = await client.send(
new AddCommunicationToCaseCommand({
communicationBody: "Adding an attachment.",
// Set value to an existing support case id.
caselId: "CASE_ID",
// Optional. Set value to an existing attachment set id to add
attachments to the case.
attachmentSetlId,
1,
);
console.log(response);
return response;
} catch (err) {
console.error(err);

};

- BXAPIHFMER , 125 &M T JavaScript # Amazon SDK API &
#Z AddCommunicationToCaseH #Y,
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Kotlin

FE AT Kotlin 9 SDK

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

suspend fun addAttachSupportCase(
caseldVal: String?,
attachmentSetIdvVal: String?,
) {
val caseRequest =
AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS
Support case")
} else {
println("There was an error adding the communication to an AWS
Support case")

}

« BX API NiFHEER |, HSFEMAJICommunicationToCaseF K otlin #§Amazon SDK API
SE,
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PowerShell

AT PowerShell

R R FERAAY IE UM IR R E =B

Add-ASACommunicationToCase -Caseld "case-12345678910-2013-c4cl1d2bf33c5cf47" -
CommunicationBody "Some text about the case"

A2 FEFEHABRENEINIEERMS , Bl LeaFEl4YETHEEN -1 S
B8, F ER it

Add-ASACommunicationToCase -Caseld '"case-12345678910-2013-c4cl1d2bf33c5cf47" -
CcEmailAddress @("emailleaddress.com", "email2@address.com") -CommunicationBody
"Some text about the case"

. Bx API Ni¥4{E R , 3% Amazon Tools for PowerShell Cmdlet
#Z AddCommunicationToCaseH #Y,

Python

EATF Python #9 SDK ( Boto3 )

(@ Note

EREZHKEE GitHub, BERZERAE| , F ) WAE Amazon 8 =PI 17 & it
TIREMIZIT,

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
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def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:

self.support_client.add_communication_to_case(
caseld=case_id,
communicationBody="This is an example communication added to a
support case.",

attachmentSetId=attachment_set_id,

)
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

- BX API HiFEELR |, 3 EBAAddCommunicationToCaseF Python #JAmazon SDK
(Boto3) APl %,
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BX S Amazon DK Fr Xk &g MR RO TEIIEK |, i5S@Amazon Web Services i 5
Amazon SDK —E2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAMEFMAEE.,

CreateCase5 Amazon SDK = CLI & A
LT R REERINIER CreateCase,

BERFIRAEEFNREBER , XA L TXHFIET, EUTRERGG | SUUEFLHRENLET
X :

o THEERAIR

NET

ERTF .NET 9 Amazon SDK

@ Note
EBEZMKREER GitHub, EHRZEERHI , 23 WAE Amazon 8 R G768 F it

N—

TIREMNETT.

/// <summary>

/// Create a new support case.

/// </summary>

/// <param name="serviceCode">Service code for the new case.</param>

/// <param name="categoryCode">Category for the new case.</param>

/// <param name="severityCode">Severity code for the new case.</param>

/// <param name="subject">Subject of the new case.</param>

/// <param name="body">Body text of the new case.</param>

/// <param name="language'">Optional language support for your case.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set for the
new case.</param>

/// <param name="issueType">0Optional issue type for the new case. Options are
"customer-service" or "technical".</param>

/// <returns>The caseld of the new support case.</returns>

public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,
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string body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body
1}
return response.Caseld;
}

- BX APIWFAEE , 52 EATF NET 8 Amazon SDK APl $#CreateCase 4,

CLI

Amazon CLI
e
Ll TFcreate-caseRBIHNER Amazon IKFBIEZ T — N IFERM,

aws support create-case \
--category-code "using-aws" \
--cc-email-addresses "myemail@example.com" \
--communication-body "I want to learn more about an AWS service."”" \
--issue-type "technical” \
--language "en" \
--service-code '""general-info" \
--severity-code "low" \
--subject "Question about my account"

i
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"caseld": "case-12345678910-2013-c4cl1d2bf33c5cf47"

BXEZEER , 555 (Amazon Support ) T EFIEE,
- X API HFAEELR |, FZSMAmazon CLI iS55 E CreateCaseF /Y,

Java

FEATF Java By SDK 2.x

@ Note
EREZHREER GitHub, BEHRZEERH , 23 WAE Amazon K8 7RG 768 F it

N—

TIREMNETT.

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.toLowerCase())
.serviceCode(serviceCode.tolLowerCase())
.severityCode(sevLevel.tolLowerCase())
.communicationBody("Test issue with " +

serviceCode.toLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);
return response.caseld();

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return ;
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« X API NiFAE S |, EZ 18 Amazon SDK for Java 2.x APl 2 CreateCaseHH,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

® Note
EBEZHXER GitHubo BEREERG , F 3 WA Amazon H5 7 617 i APt
TIREMETT.

import { CreateCaseCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {

// Create a new case and log the case id.

// Important: This creates a real support case in your account.

const response = await client.send(

new CreateCaseCommand({
// The subject line of the case.
subject: "IGNORE: Test case",
// Use DescribeServices to find available service codes for each service.
serviceCode: "service-quicksight-end-user",
// Use DescribeSecuritylevels to find available severity codes for your
support plan.
severityCode: "low",
// Use DescribeServices to find available category codes for each
service.
categoryCode: "end-user-support",
// The main description of the support case.
communicationBody: "This is a test. Please ignore.",
1,

);

console.log(response.caseld);

return response;

} catch (err) {
console.error(err);
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}

};

« BX API WiFES |, 219 &M T JavaScript 1 Amazon SDK APl 2 CreateCase
Y,

Kotlin

ERAT Kotlin B SDK

® Note
RBEEZHEXRER GitHub, EXRFEERH , 3 W{AFE Amazon {58 7R Bl 17 t# B Pt
TIREMIZETT,

suspend fun createSupportCase(
sevCatlListVal: List<String>,
sevLevelVal: String,
): String? {
val serCode = sevCatListVal[Q]
val caseCategory = sevCatlListVal[l]
val caseRequest =
CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())

communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
issueType = "technical"
}
SupportClient { region = "us-west-2" }.use { supportClient ->

val response = supportClient.createCase(caseRequest)
return response.caseld

B’¥%E API fR7 2025-03-05 342


https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/client/support/command/CreateCaseCommand
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/support#code-examples

Amazon Web Services 1 AriEE

« Bx APINFMEER |, H3iEACreateCaseT K otlin BJAmazon SDK APl &%,

PowerShell

AT PowerShell

5l 1 - £ Su Amazon pport Center I 8IZZ#T1Z= . -ServiceCode F-CategoryCode
BHE R LAEA Get-ASAService cmdlet 3REX, -SeverityCode Z8HE AT LAEA Get-
ASASeverityLevel cmdlet 3k1§. -IssueType SHEAUR “BFRS” = “BAR". MR ,
M| Amazon #i i Support RIS . BRIABRT , ROMGAXRELE , EFEABE , BHM0-
Language “ja” 2, -ServiceCode, -CategoryCode, -EBH-CommunicationBody S =2 &4

New-ASACase -ServiceCode "amazon-cloudfront" -CategoryCode "APIs" -SeverityCode
"low" -Subject "subject text" -CommunicationBody "description of the case" -
CcEmailAddress @("emaill@domain.com", "email2@domain.com") -IssueType "technical"

« Bx API WF4{E R |, 53 Amazon Tools for PowerShell Cmdlet £Z CreateCase®$ #,

Python

AT Python #9 SDK ( Boto3 )

® Note
RBEZHXEE GitHub, ERFTERHA| , 3 WAHE Amazon K58 R B 74 FE F
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):
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def

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.
:param category: The category to use for the new case.
:param severity: The severity to use for the new case.
:return: The caseld of the new case.
try:
response = self.support_client.create_case(
subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity["code"],
categoryCode=category['"code"],
communicationBody="Example support case body.",
language="en",
issueType="customer-service",
)
case_id = response["caseIld"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "

subscription to run these

"plan to use the AWS Support API. \n\tPlease upgrade your
"examples."
)
else:
logger.errox(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
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return case_id

- X APIHiFMEER , BSHEMCreateCaseT Python B9Amazon SDK (Boto3) APl $#&,

BX S Amazon DK FF R EIEmMAB RHIHTEIIK , i5SRAmazon Web Services 5 5
Amazon SDK —iE2#fH, AFTBREIFEEXATHNEEUREXRLHN SDK IRAWIFMELR,

DescribeAttachments Amazon SDK = CLI Bt &M
AT REREIER DescribeAttachment,

BERFIRAEEFNRBRER , XAELTXHZET, EUTRBRAG | BULEFLHRENLET
X

o 7HREAR

NET

EATF NET 89 Amazon SDK

@ Note
EBEZMKREER GitHub, BEHREERHI , 23 WAAE Amazon 8 R HI 768 & it

N—

TIREMNETT.

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{

var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()

{
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AttachmentId = attachmentId
1)

return response.Attachment;

- BX APIWNFHAEER |, E3E EFHT NET 8 Amazon SDK API £ # DescribeAttachmentd
Mo

CLI
Amazon CLI
R B 4
BAF describe-attachment RHIREIBXHEE ID B HHIER

aws support describe-attachment \

--attachment-id "attachment-KBnjRNrePd9D6Jx0-MmOOxZuDEaL2JAj_0-
gJIv9qqDooTipsz3VINb19rCfkZneeQeDPgp8X1iVIyHH7UuhZDdNeqGoduZsPrAhyMakqlc60-
iJjL5HqyYGiT1FGS8EXAMPLE"

M
{
"attachment": {
"fileName": "troubleshoot-screenshot.png",
"data": "baseb64-blob"
}
}

BXEZEER , 55% (Amazon Support ) R RFIEE,
. Bx API ViF4EE , 3 Amazon CLI 553 #£DescribeAttachment® #
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Java

FEATF Java By SDK 2.x

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.buildexr()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

- Bx API WiE4E LR , 555 Amazon SDK for Java 2.x APl & #Z DescribeAttachmentH
58
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

import { DescribeAttachmentCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {

try {
// Get the metadata and content of an attachment.

const response = await client.send(
new DescribeAttachmentCommand({
// Set value to an existing attachment id.
// Use DescribeCommunications or DescribeCases to find an attachment id.

attachmentId: "ATTACHMENT_ID",
1),
);
console.log(response.attachment?.fileName);
return response;
} catch (err) {
console.error(err);

I

- BX API WFHER , HS M EA T JavaScript 89 Amazon SDK APl &
#DescribeAttachment® Y,
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Kotlin

FE AT Kotlin 9 SDK

® Note
RBEEZHXEE GitHub, ERFTERHA| , 3 W@HE Amazon K58 R B 74 FE it
TIREMNIZEIT.

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest =
DescribeAttachmentRequest {
attachmentId = attachId

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

« Bx API N¥MELR |, F3iEADescribeAttachmentT K otlin B9Amazon SDK APl &%,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
BB EZHEXEE GitHub, EHRTERA , 3 WA1E Amazon K3 7~ B 17 4% FE R i
TREMZET,

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):
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:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return attached_file
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- BXx API HiFM{E R , S U&EMADescribeAttachmentF Python #Amazon SDK (Boto3)
APl 2Z&,

BX S Amazon DK Fr x &5 MR RN TEIIEK |, i5S @ Amazon Web Services 5 5
Amazon SDK —iE2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAEMFMAEE,

DescribeCases5 Amazon SDK = CLI Bt &£ A
AR R RGERNMIER DescribeCases,

BERFIRAEEFNRERER , XA L TXHFIET. EUTRERFG | BUUEFLRENLET
X :

o THEERAIR

NET

EAT NET 89 Amazon SDK

(® Note
BB EZHXEER GitHub, EHRTERA , 3 WA1E Amazon K3 7~ B 17 4% FE Fh i
TREMZET,

/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name="caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>
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/// <param name="beforeTime'">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean

(“ko”) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseldList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
18
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

« BX APINFHEER , F5H 5EAT NET 8 Amazon SDK APl $#DescribeCases® /Y,

CLI
Amazon CLI
IR =RHI

LA Fdescribe-casesRHIREIHXE Amazon lKF FIEEXIERFINEER.
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aws support

describe-cases \

--display-id ""1234567890" \

--after-time '"2020-03-23T21:31:47.774Z" \
--include-resolved-cases \

--language "en" \
--no-include-communications \

--max-item 1

i

"cases":

{

BREZER

L

"status": "resolved",

"ccEmailAddresses": [],

"timeCreated": "2020-03-23T21:31:47.77472",
"caseIld": "case-12345678910-2013-c4cld2bf33c5cf47",
"severityCode": "low",

"language": "en",

"categoryCode": "using-aws",
"serviceCode": "general-info",
"submittedBy": "myemail@example.com",
"displayId": "1234567890",

"subject": "Question about my account"

FZ 5 (Amazon Support I 1ER) FRIELIEE,

« BXx APl WiFHEER |, 3 Amazon CLI iS5 #£DescribeCasesH Y,

Java

ERAT Java B9 SDK 2.x

(® Note
EHEZHKRIEL GitHub, EHRSEERH] , % 3 MATE Amazon {55 76 17 6# & i
TIRENETT.
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public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseId());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

« Bx API WiF4EER |, 25 Amazon SDK for Java 2.x APl 22 DescribeCasesH .,

JavaScript

EATF JavaScript (v3) WHHGF AT ES

@ Note
EREZMKREER GitHub, EHRZEERH , 23 WAE Amazon K8 R G768 F it

N—

TIREMETT.
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import { DescribeCasesCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all of the unresolved cases in your account.
// Filter or expand results by providing parameters to the
DescribeCasesCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecasescommandinput.html
const response = await client.send(new DescribeCasesCommand({}));
const caselds = response.cases.map((supportCase) => supportCase.caseld);
console.log(caselds);
return response;
} catch (err) {
console.error(err);

};

- BXx API HFER |, iH51 EAT JavaScript B9 Amazon SDK APl £#DescribeCasesH
B,

Kotlin

& AT Kotlin B SDK

® Note
EBEZHXER GitHubo EREERG , 3 WA Amazon KH5 7~ 617 APt
TIREMETT.

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1, ChronoUnit.DAYS)
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val describeCasesRequest =
DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")

« Bx API NFMEER |, S iEADescribeCasesT K otlin BAmazon SDK APl &#,

PowerShell

FF PowerShell

w1 BREIFA X FRANFAESR
Get-ASACase

R 2 IREB1EE B A E LRATE XERAINFAES
Get-ASACase -AfterTime "2013-09-10T03:06Z"

w3 RER 10 MREFRFVFAEE , SHECHEROIERM.
Get-ASACase -MaxResult 10 -IncludeResolvedCases $true

4 BEEMEEXFRANFAREE.
Get-ASACase -CaseldlList "case-12345678910-2013-c4cl1d2bf33c5cf47"

Rl 5 BEREEXFRANFMAESR
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Get-ASACase -CaseldlList @('"case-12345678910-2013-c4cl1d2bf33c5cf47",
"case-18929034710-2011-c4fdeabf33c5cf47")

« X API NFHEE. , i3 % Amazon Tools for PowerShell Cmdlet 22 DescribeCasesH
08

Python

AT Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHubo EREERG , F 3 MM Amazon KF5 7~ 617 APt
TIREMETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_cases(self, after_time, before_time, resolved):

Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
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:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page['"cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:
cases = filter(lambda case: case["status"] == "resolved", cases)
return cases

- BXx APl HiFMER , iHS &M DescribeCasesT Python BJAmazon SDK (Boto3) APl
£,

BX S Amazon DK FF R BiEmMRB ROIMTEIIEK , i5SRAmazon Web Services 5 5
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DescribeCommunications5 Amazon SDK = CLI B2 & A
AT RBREERIN{AEER DescribeCommunications,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BAUUEFHRENLET
X:

o THEERAIR

NET

EATF NET 89 Amazon SDK

® Note
RBEZHXER GitHubo EHREERG , S MM Amazon KH5 7~ 617 i APt
TIREMETT.

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name="caselId">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime'">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()

{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
});
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// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)
{
results.Add(communications);

}

return results;

- BXAPIHFMAEER , ESR EAT NET 89 Amazon SDK APl &
#DescribeCommunications P .

CLI
Amazon CLI
HIR RN FFERE
LA\ Fdescribe-communicationsRlREI & Amazon i RIS E X IERAINRZIES.

aws support describe-communications \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47" \
--after-time '"2020-03-23T21:31:47.774Z" \
--max-item 1

i

"communications": [

{

"body": "I want to learn more about an AWS service.",
"attachmentSet": [],

"caseld": "case-12345678910-2013-c4cld2bf33c5cf47",
"timeCreated": "2020-05-12T23:12:35.000Z",
"submittedBy": "Amazon Web Services"

]I

"NextToken":

"eyJuZXh@VGOrZW4i0iBudWxsLCAiYm90b190cnVuY2F0ZV9hbW91bnQEXAMPLE=="
}
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. BXx APl WiFHEER |, B3 Amazon CLI #5435 #£ DescribeCommunications i

Java

SERAT Java B9 SDK 2.x

@ Note

EREZHKEE GitHub, ERZERAE| , F ) WAE Amazon 8 =PI 17 & it
TIREMIZIT.

public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());

// Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();

}

return attachId;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);
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return ;

« BXx APl WiFHEER |, 3 Amazon SDK for Java 2.x APl &
#DescribeCommunications /Y,

JavaScript

&M T JavaScript (vV3) NEHHF AT ES

(® Note
BB EZHEXEE GitHub, EHRTERA , 3 WA1E Amazon K3 R B 17 4% = i
TREMZET

import { DescribeCommunicationsCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all communications for the support case.
// Filter results by providing parameters to the
DescribeCommunicationsCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecommunicationscommandinput.html
const response = await client.send(
new DescribeCommunicationsCommand({
// Set value to an existing case id.
caseld: "CASE_ID",
1,
e
const text = response.communications.map((item) => item.body).join("\n");
console.log(text);
return response;
} catch (err) {
console.error(err);
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}

};

- BX APIWWFHER , HS EA T JavaScript B9 Amazon SDK APl &
#ZDescribeCommunications 8.

Kotlin

& AT Kotlin B SDK

(® Note
BEEZHEXEE GitHub, EHRTE R , F 3 WMMAI1E Amazon X3 =617 FE 3t
TREMEZT,

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest =
DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId

}

return

. Bx API WiFHELR |, 35 E A DescribeCommunicationsF K otlin B9Amazon SDK API
SE,
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PowerShell

AT PowerShell

1 REREERMINIEES.
Get-ASACommunication -CaselId "case-12345678910-2013-c4cld2bf33c5cf47"
B2 RE B FRARERE 2012 F£1 A 1 BFRUKRENIBEERFINFIEESE.

Get-ASACommunication -CaselId "case-12345678910-2013-c4cld2bf33c5cf47" -AfterTime
"2012-01-10T00:00Z"

« Bx APl HiF4EE , 2% Amazon Tools for PowerShell Cmdlet &
#DescribeCommunications P &Y.

Python

&R T Python 8 SDK ( Boto3)

(@ Note
EREZMKRFEER GitHub, EHRZEERH , 23 WAE Amazon 8 R G768 & it
TIRENETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
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return cls(support_client)

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.

try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't describe communications. Here's why: %s: %s"
err.response["Error"]["Code"],
err.response["Error"]["Message"],

’

)
raise
else:
return communications

- BX API iFEELR , 3 3& ADescribeCommunicationsF Python BJAmazon SDK
(Boto3) APl £,

BX S Amazon DK FF R BiEmMRB ROIMTEIIEK , i5SRAmazon Web Services 5 5
Amazon SDK —iE2fffH, AEFBEBFEEXATINEREUREX LN SDK AN FHAEE,
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DescribeServices5 Amazon SDK = CLI &g & 1

AT RS RGERNMIER DescribeServices,

BERFIRAEEFNREESR , XA L TXHFIET. EUTRERGG | SUUEFLHRENLET
X :

o THRERAIR

NET

EATF NET #9 Amazon SDK

® Note
RBEEZHXEE GitHub, ERFTERHA| , 3 WAE Amazon K58 R B 74 FE it
TIREMNIZTT.

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = language
)8

return response.Services;

- BX APIWFAEE , B3 EATF NET 8 Amazon SDK APl $#DescribeServicesH
8
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CLI

Amazon CLI

5t Amazon RS F RS 5!

LA describe-services R™HIZIH T ATFiER—MEEN T ARSI LK

aws support describe-services \

--service-code-1list "general-info"

B
{
"services": [
{
"code": "general-info",
"name": "General Info and Getting Started",
"categories": [
{
"code": "charges",
"name": "How Will I Be Charged?"
},
{
"code": "gdpr-queries",
"name": "Data Privacy Query"
},
{
"code": "reserved-instances",
"name": "Reserved Instances"
},
{
"code": "resource",
"name": "Where is my Resource?"
},
{
"code": "using-aws",
"name": "Using AWS & Services"
},
{
"code": "free-tier",
"name": "Free Tier"
},

BReE
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{
"code": "security-and-compliance",
"name": "Security & Compliance"

I

{
"code": "account-structure",
"name": "Account Structure"

}

BXEZER , 555 (Amazon Support ) T EFIEE,
. BX API WiFHEER |, B2 Amazon CLI in$ 5 £ DescribeServices Y,

Java

FEATF Java By SDK 2.x

@ Note
EREZMREER GitHub, BEHRZEERH , 23 WAIE Amazon K8 R HI 768 & it

N—

TIREMNETT.

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();
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System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {

if (index == 11)

break;
System.out.println("The Service name is: " + service.name());
if (service.name().compareTo("Account") == 0)

serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {

System.out.println("The category name is: " + cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++;

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

« Bx API WiF4ELR |, 525 Amazon SDK for Java 2.x APl $# DescribeServices Y,
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Kotlin

FE AT Kotlin 9 SDK

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {
var serviceCode = ""
var catName = ""
val sevCatList = mutablelListOf<String>()
val servicesRequest =
DescribeServicesRequest {

language = "en

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forEach { service ->
if (index == 11) {
return@forEach

println("The Service name is ${service.name}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forkEach { cat ->
println("The category name is ${cat.name}")
if (cat.name == "Security") {
catName = cat.name!!
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index++

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

« BXx APl WiFHEER | F5H:EADescribeServicesF K otlin B§Amazon SDK APl &%,

PowerShell

AT PowerShell

R BREFA A ANRSAB., BN,

Get-ASAService

R 2 BEHAEEABHN RSB RN,

Get-ASAService -ServiceCodelList "amazon-cloudfront"

w3 REREERSABNAERMES,

Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch")

R4 REEERSRBEBHMES ( BE ). BRIXIFERE (‘en”) MBIE (2" ) ES
KB,

Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch") -
Language "ja"

« Bx APl WiF4EER |, 3 Amazon Tools for PowerShell Cmdlet &
#DescribeServicesH Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_services(self, language):
Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
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logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get Support services for language %s. Here's why:

%S: %S",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

- BX API HiFMELE |, 15 3&EADescribeServicesF Python B9Amazon SDK (Boto3) AP
B,

BX S Amazon DK FF R BiEmMAB ROIMTEIIEK , i5SRAmazon Web Services 5 5
Amazon SDK —iE2ff ., AEFBEBFEEXATINEREUREX LN SDK AN FHAEE,

DescribeSeverityLevels& Amazon SDK = CLI Bt & £
UTRBROETRMMAER DescribeSeveritylLevels,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | B UEFHRENLET
X

o THRERFNA
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NET

EATF NET #9 Amazon SDK

@ Note

EREZHKEE GitHub, ERZERAE| , F ) WAE Amazon 8 =PI 17 # & it
TIREMIZIT.

/// <summary>
/// Get the descriptions of support severity levels.
/// </summary>
/// <param name="name">Optional language for severity levels.
/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>
/// <returns>The list of support severity levels.</returns>
public async Task<List<SeveritylLevel>> DescribeSeveritylevels(string language
= "en")
{
var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
D)8

return response.Severitylevels;

- BXAPIHFEMESR , B2 EAT NET B Amazon SDK APl &
#DescribeSeverityLevelsH#,

CLI
Amazon CLI
5| AT A Y = E M B

AR describe-severity-levels RIS 7T ZHRHIV TR EMELR S,
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aws support describe-severity-levels

M
{
"severitylevels": [

{
"code": "low",
"name": "Low"

.

{
"code": "normal",
"name": "Normal"

.

{
"code": "high",
"name": "High"

.

{
"code": "urgent",
"name": "Urgent"

.

{
"code": "critical",
"name": "Critical"

}

]
}

BEXEZELR | 5519 (Amazon Support AR FRIEET=EMN,
« BX API BHiF4E R , S Amazon CLI 553 £ DescribeSeverityLevelsFH,

Java

ERAT Java B9 SDK 2.x

(® Note
EHEZHKRIEL GitHub, EHRFEERH] , % MMATE Amazon {5 6 17 6% & i
TIRENEZETT.
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public static String displaySevlevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylLevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylevels(severitylevelsRequest);
List<Severitylevel> severitylevels = response.severitylevels();
String levelName = null;
for (SeveritylLevel sevlLevel : severitylevels) {
System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

« BX API HVi¥MEER , 2 Amazon SDK for Java 2.x APl &#DescribeSeverityLevelsH

B,

JavaScript

EA T JavaScript (v3) WEGEF X TES

® Note

EBEZHEREE GitHub, ERFZERA , 23 WA1E Amazon K58 RBIF 1 F Pt

—

TRENZT,

import { DescribeSeveritylLevelsCommand } from "@aws-sdk/client-support";
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import { client } from "../libs/client.js";

export const main = async () => {

try {
// Get the list of severity levels.
// The available values depend on the support plan for the account.
const response = await client.send(new DescribeSeveritylLevelsCommand({}));
console.log(response.severitylevels);
return response;

} catch (err) {
console.error(err);

};

- BX APIWFHER , H5S EA T JavaScript B9 Amazon SDK APl &
ZDescribeSeverityLevelsH

Kotlin

FEATF Kotlin B SDK

(® Note
BB EZHEXEE GitHub, EHRTERA , 3 WA1E Amazon K3 R B 1F 4% = R i
TREMZET

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest =
DescribeSeveritylLevelsRequest {
language = "en"

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.namel}")
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if (sevlLevel.name == "High") {
levelName = sevlLevel.name!!
}
}

return levelName

- BXx API HiF4E R , 5SS &M DescribeSeverityLevelsF K otlin BJAmazon SDK API &
£,

PowerShell

AT PowerShell

1 RE 5 BEL4s Support RGIEY Amazon = E MR BIFIR.
Get-ASASeveritylevel

R 2 IRE T2 EL4E Support RAIEY Amazon EEMRBIFIR, X FEHLBERE,
Get-ASASeveritylevel -Language "ja"

« X APl WiEEE , 38 Amazon Tools for PowerShell Cmdlet &
ZDescribeSeverityLevelsH#,

Python

AT Python B SDK ( Boto3)

@ Note
EBEZMKRFEER GitHub, EHREERHI , 2 WAE Amazon 8 R G716 & it
TIRENETT.

class SupportWrapper:
"""Encapsulates Support actions."""
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def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_severity_levels(self, language):
Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of severity levels.
try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why:

language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
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)

raise

else:
return severity_levels

- BX API HiF4ES , 3 U5&EADescribeSeverityL evels T Python #JAmazon SDK (Boto3)
APl &%,

BX S Amazon DK FF X ZBIEM MR RHINZESIXK , S Amazon Web Services X3 5
Amazon SDK —i2F ., AEFBRIFEEXAITNEEURERLHIN SDK IRAHIEFMAEE.,

¥ DescribeTrustedAdvisorCheckRefreshStatuses 5 CLI BE&fEH
T REBBRHERWMMAER DescribeTrustedAdvisorCheckRefreshStatuses,
CLI
Amazon CLI
HtH Truste Amazon d Advisor 1 & RIFTIRZS

LLF describe-trusted-advisor-check-refresh-statuses =I5 HFHE Trusted
Advisor #® ZRRIEFTIRA | Amazon S3 FEFNREF IAM 8.

aws support describe-trusted-advisor-check-refresh-statuses \
--check-id "Pfx@RwqBli" "zXCkfM1nI3"

L7l e
{
"statuses": [

{
"checkId": "Pfx@RwgBli",
"status": "none",
"millisUntilNextRefreshable": 0

.

{

"checkId": "zXCkfM1lnI3",
"status": "none",
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"millisUntilNextRefreshable": @

BXEZEE |, ESH (Amazon Support AAF#ERE) F Y Amazon Trusted Advisor,
-« BX API NiEAE LR , S @Amazon CLI S5
#ZDescribeTrustedAdvisorCheckRefreshStatusesH 9.

PowerShell

AT PowerShell

1 REREERERRIFTERN Y EMRES. Request-ASATrusted AdvisorCheckRefresh ]
AT ERMHZRARSES.

Get-ASATrustedAdvisorCheckRefreshStatus -CheckId @('"checkidl", "checkid2")

« Bx API WF4{EE , 53 Amazon Tools for PowerShell Cmdlet 2
#ZDescribeTrustedAdvisorCheckRefreshStatusesH .

BX S Amazon DK FF R EIERMAB RO TEIIK , i5SRAmazon Web Services i 5
Amazon SDK —iE2FfH, AFBREFEEXANTHNEEUREXRLHN SDK IRAWIFMELR,

¥ DescribeTrustedAdvisorCheckResult 5 CLI 4 A
TR R REIERMAIEA DescribeTrustedAdvisorCheckResult,
CLI
Amazon CLI
H|H Tru Amazon sted Advisor R ZEH LR

LA describe-trusted-advisor-check-result REIFIHEH IAM FHARENER,

aws support describe-trusted-advisor-check-result \
--check-id "zXCkfMinI3"

i
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{
"result": {

"checkId": "zXCkfM1lnI3",

"timestamp": "2020-05-13T21:38:05Z2",

"status": "ok",

"resourcesSummary": {
"resourcesProcessed": 1,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0

I

"categorySpecificSummary": {
"costOptimizing": {

"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0
}
I
"flaggedResources": [
{
"status": "ok",
"resourceId": "47DEQpj8HBSa-_TImW-5JCeuQeRkm5NMpIWZEXAMPLE",
"isSuppressed": false
}
]
}
}

BXEZEE , HSH (Amazon Support AF#ER) FH Amazon Trusted Advisors

« BXx APl WiFHEER |, S Amazon CLI i35 DescribeTrustedAdvisorCheckResultd
Ko

PowerShell

AT PowerShell

A~ 1 IRE Trusted Advisor REM SR, A Trusted Advisor ST 251k AT LAE A Get-3RER
ASATrustedAdvisorChecks., #itHERREM EMARAS, LXETREMN EHEURISEEREN
H—K&EID, ELLHBRHER , BHFMN-ES 2" S,

Get-ASATrustedAdvisorCheckResult -CheckId "checkidl"
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« BX API HVi¥4HEER , 211 Amazon Tools for PowerShell Cmdlet &
#ZDescribeTrustedAdvisorCheckResult4 #Y o

BX S Amazon DK Fr x &g MR RN TEIIEK |, i5S @ Amazon Web Services i 5
Amazon SDK —E2ffFfH, AEBEBFEEXAIINEEUREXEHH SDK AN EFMAEE.,

¥ DescribeTrustedAdvisorCheckSummaries 5 CLI &£
LTRBRHERMMER DescribeTrustedAdvisorCheckSummaries,
CLI
Amazon CLI
B Tru Amazon sted Advisor X ZHE

LAF describe-trusted-advisor-check-summaries R~{BI5IHMHEA Trusted Advisor #
BEMLER - Amazon S3 FEBEXEEM IAM EH,

aws support describe-trusted-advisor-check-summaries \
--check-ids "PfxORwqBli" "zXCkfMinI3"

i

"summaries": [
{
"checkId": "Pfx@RwgBli",
"timestamp": "2020-05-13T21:38:127",
"status": "ok",
"hasFlaggedResources": true,
"resourcesSummary": {
"resourcesProcessed": 44,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0
1,
"categorySpecificSummary": {
"costOptimizing": {
"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0

B’¥%E API hzZ 2025-03-05 383


https://docs.amazonaws.cn/powershell/latest/reference

Amazon Web Services 1 AriEE

"checkId": "zXCkfM1lnI3",
"timestamp": "2020-05-13T21:38:05Z2",
"status": "ok",
"hasFlaggedResources": true,
"resourcesSummary": {
"resourcesProcessed": 1,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0
},
"categorySpecificSummary": {
"costOptimizing": {
"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0

BXEZEER , H55R (Amazon Support AF#EE) ## Amazon Trusted Advisor,

« BX API HiFHELR |, S HAmazon CLI v 5
#ZDescribeTrustedAdvisorCheckSummariesH /Y,

PowerShell
AT PowerShell

A1 IREIFEE Trusted Advisor R BN RHFTHE,
Get-ASATrustedAdvisorCheckSummary -CheckId "checkidl"

APl 2 : IREIFEE Trusted Advisor X EMNRHWE,
Get-ASATrustedAdvisorCheckSummary -CheckId @("checkidl", "checkid2")

. Bx API NiF4{ELR , 2 Amazon Tools for PowerShell Cmdlet
#ZDescribeTrustedAdvisorCheckSummariesH 8
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BX S Amazon DK Fr Xk &g MR RO TEIIEK |, i5S@Amazon Web Services i 5
Amazon SDK —E2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAMEFMAEE.,

¥ DescribeTrustedAdvisorChecks 5 CLI B &
T REBBRHIERMMAER DescribeTrustedAdvisorChecks,
CLI
Amazon CLI
FIH AT A K T Amazon rusted Advisor X &

LA Tdescribe-trusted-advisor-checksR 5 H T & Amazon K~ & 7] A #Y Trusted
Advisor ¥ E, XEEEERERLERZM. ID. #HR, XM BIE, HFE 6 NETHRE A
EEE.

aws support describe-trusted-advisor-checks \
--language "en"

w
{
"checks": [
{
"id": "zXCkfM1nI3",
"name": "IAM Use",
"description": "Checks for your use of AWS Identity and Access

Management (IAM). You can use IAM to create users, groups, and roles in
AWS, and you can use permissions to control access to AWS resources. \n<br>
\n<br>\n<b>Alert Criteria</b><br>\nYellow: No IAM users have been created
for this account.\n<br>\n<br>\n<b>Recommended Action</b><br>\nCreate one or
more IAM users and groups in your account. You can then create additional
users whose permissions are limited to perform specific tasks in your AWS
environment. For more information, see <a href=\"https://docs.aws.amazon.com/
IAM/latest/UserGuide/IAMGettingStarted.html\" target=\"_blank\">Getting
Started</a>. \n<br><br>\n<b>Additional Resources</b><br>\n<a href=\"https://
docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html\" target=\"_blank
\">What Is IAM?</a>",
"category": "security",
"metadata": []
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]

BXEZEE |, ESH (Amazon Support AF#ER) FH Amazon Trusted Advisor,
- BX API BNiFHEE |, ES@Amazon CLI #5552 DescribeTrustedAdvisorChecks 1 #Y,

PowerShell

AT PowerShell

& 1 ; IRE Trusted Advisor X ENEES, XTIETEESSH , ZSHAUUES en” RRREIE
W hALUES ja” RRBBEH.

Get-ASATrustedAdvisorCheck -Language "en"

« X API WiFHEE , i3 Amazon Tools for PowerShell Cmdlet &
#DescribeTrustedAdvisorChecks Y.

Bx S Amazon DK F R EBEREAMRB RN ZESIXK , ESEAmazon Web Services X 5
Amazon SDK —i2#fH, AFBRIREEXATHNEEUREXRLHN SDK IRAWIFMELR,

45 RefreshTrustedAdvisoxrCheck 5 CLI Bt &M

AT R REERAOMEER RefreshTrustedAdvisorCheck,
CLI

Amazon CLI
RIET Tru Amazon sted Advisor X &

A Frefresh-trusted-advisor-checkR¥lfI#E 7 & Amazon Ik~ FH Amazon S3 7%
FRUPR Trusted Advisor X &,

aws support refresh-trusted-advisor-check \
--check-id "Pfx@RwqBli"

i
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{
"status": {
"checkId": "Pfx@RwqgBli'",
"status": "enqueued",
"millisUntilNextRefreshable": 3599992
}
}

EXEZEE , B2 (Amazon Support AF#ER) F M Amazon Trusted Advisor,
« Bx API NFHEER |, FZAmazon CLI i85S & RefreshTrustedAdvisorCheck i,

PowerShell

FF PowerShell

R~ 1 ERRBIEFIEER Trusted Advisor X E,

Request-ASATrustedAdvisorCheckRefresh -CheckId "checkidl"

« Bx API NiF4{ER , 2 Amazon Tools for PowerShell Cmdlet
#ZRefreshTrustedAdvisorCheck Yo

EX S Amazon DK Fr Xk &EIEmMRB RN TESIER , i5SEAmazon Web Services i 5
Amazon SDK —i2fEf, ZRETEBEAXANTNEEUREXEHH SDK AR FMAER,

ResolveCase5 Amazon SDK = CLI B2 & A
LLTRBRAERIN{AER ResolveCases

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BUUEFHRENLET
X

o T REELAR AR

B’1E API hR 7 2025-03-05 387


https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/support/refresh-trusted-advisor-check.html
https://docs.amazonaws.cn/powershell/latest/reference

Amazon Web Services 1 AriEE

NET

EATF NET #9 Amazon SDK

(® Note
EHEZHKRIEER GitHub, BEHRFTEERH] , %3 MMATE Amazon 5 R 6 17 6% & it
TRENZT,

/// <summary>

/// Resolve a support case by caseld.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)

{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
CaseIld = caseld
1);
return response.FinalCaseStatus;
}

« BX APINFHEER |, F5E 5EAT NET 8 Amazon SDK APl $#ResolveCase®H,

CLI

Amazon CLI
PSEE g =Y

LA TFresolve-caseRHIART & Amazon KPP ) — N353 461,

aws support resolve-case \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47"
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i
{
"finalCaseStatus": "resolved",
"initialCaseStatus": "work-in-progress"
}

BAXEZER , 52059 (Amazon Support AFERE) PHEFIEE,
« X API NFAESR |, FSMAmazon CLI s S5 EResolveCaseH Y,

Java

EAT Java B9 SDK 2.x

@ Note
EREZMRFEER GitHub, BEHREERHI , 23 WAIE Amazon K8 R HI 768 = it

N—

TIREMNETT.

public static void resolveSupportCase(SupportClient supportClient, String

caseld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {

System.out.println(e.getlLocalizedMessage());
System.exit(1l);

. Bx API WiF4ELR |, 535 Amazon SDK for Java 2.x APl &#ResolveCaseH#Y,
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

import { ResolveCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

const main = async () => {

try {
const response = await client.send(

new ResolveCaseCommand({
caseld: "CASE_ID",

1,
);

console.log(response.finalCaseStatus);
return response;

} catch (err) {
console.error(err);

I

- BX APIWFMEER , B3 EHT JavaScript B9 Amazon SDK APl £#ResolveCaseH
Mo
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Kotlin

FE AT Kotlin 9 SDK

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

suspend fun resolveSupportCase(caselIdVal: String) {
val caseRequest =
ResolveCaseRequest {
caseld = caseldVal
}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldVal is ${response.finalCaseStatus}")

« BXx API HNiFHAEER |, HS M EMResolveCaseT K otlin BIAmazon SDK API %,

PowerShell
AT PowerShell
R IR B TE SR BIEY KD 4R 7S B AR R B A S R R BY S IR .
Resolve-ASACase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47"

« Bx API WiF4{ELR |, 2 Amazon Tools for PowerShell Cmdlet 2ZResolveCased
)8
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Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.

:return: The final status of the case.

try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]

except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
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"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

« BX APl HHFER , S UEMAResolveCaseF Python BYAmazon SDK (Boto3) APl &
Z,

BX S Amazon DK Fr Xk EIEmMRB RO TESIER , i5SEAmazon Web Services % 5
Amazon SDK —i2FfH, AETBRIFEEXAITHNEEURERLHH SDK IRAWIFMELR,
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5312 & Amazon Web Services

BERHEFMEM Amazon SRS RO EM, TTAMMEENEEAKE 2. Amazon Web
Services £ Amazon 2L T4 T B Amazon Web Services X# , I, IREFBAHEEY
B B3 KEUSHE :

« Amazon EventBridge 21 7 {18 Amazon BRELHIE PRI RSEEH . EventBridge BRAE
HRFVENITE , RABATUREANKENELESH  HEXLEEHLEERNEEM Amazon B’
SHfLE BNRE. BXESZEER |, 3 H Amazon EventBridge FF #5R.

« Amazon CloudTraili#%k &R K = A RIER Amazon K HITH AP HRARMMEXREY |, HFEE
XA RIS ER Amazon S3 Fi&iE, B0 LURBIBERLE A 7~ Mk 23T 7 8£i% Amazon, & HH
MY EYIR IP st SA R AL E BVt El, BXEZER |, 55 Amazon CloudTrail A 1ER,

ES}

« J&3d Amazon %32 Amazon Web Services x3F 24| EventBridge

« {FAH123% Amazon Web Services 1% API 8 Amazon CloudTrail
« 7£ Slack API & F & f# F§ &% Amazon Web Services X% R EF Amazon CloudTrail

B3 Amazon Y12 Amazon Web Services % =l EventBridge

® Note
JJ:bIjJ ETT:E ':Fl E I:iijzj-TEL\o

& LAE A Amazon EventBridge 3R #8289 Amazon Web Services 3% RHITL HMHE R M. &
&, BEEZEZNAN , SEHEEEANPIEENELEE , EventBridge A —1MHZ N BRE
(=N

BREEFSEH  BUNREEA, BREAEE, XU EERE, BIISAIRMEMBRE, fim, 5
HIEHK S PR EUTRER | SE T AREEA

- BIEXEFRH
- FREBERNINE SR
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Amazon Web Services X & ArfEm
. B IFERH
- ENITAZERA

(@ Note
Amazon Web Services X #F REAXZ HEENEH . HTERERIEPNEHZIEE
EventBridge,

71 Amazon Web Services X # 51613 EventBridge AN

& AT LA 8172 — %% EventBridge MM , BAZREX Amazon Web Services 3 RHISHHEH, ZH N &
BEREXNEKFPHIZEHERONERT , BEE. 26 IAM AFRZHREBRITHRE, £F Amazon
Web Services X # REISHOIEMAN 28] , BHITUTRE :

o BEHPNEH, ANFMBEFR. EventBridgeBEXREZEER , B H T LRI S # EventBridge ? £
(I 5i# EventBridge A F#8R) .

- BIBREEENSHANPERNBIR. Bl , BALL61E Amazon Simple Notification Service
(Amazon SNS) £ , IESHYEHIBHRMI , £MLRFEEHE T, BXEZELE , S
%] EventBridge B #%.

73 Amazon Web Services X5 EHIE 44|12 EventBridge N

1. #TFF Amazon EventBridge &l & , Bk https://console.aws.amazon.com/events/o

2. MRBREBE KX , FEATEMNA LAK Region selector ( Kigik#F2T ) , AFIERE US East
(N. Virginia) ( BRI ( FFELILZ ) ).

ESMEBRSD , EEAN,

EFE IEMN,

£ Define rule detail ( EXFANFHAFE ) WEL , B AT B HA IR,

NF BHEEMANRE  RERAE , REEET -,

EHEEHERXTE L , AEHFREERAmazon B4 EventBridge S EXHEEH,
£ Event pattern ( EHER ) T , BHHREMIAE ( Amazon Web Services BRF ) »
34F Amazon Web Services RS , #%£$% Support.

10. XIF Event type ( EHEKA ) | i%£4F Support Case Update ( XIFRHFIFEH ) -

© © N o g &~ ©»
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11.
12.

13.
14.
15.

16.

EET—%,

£ Select targets ( EFEBR ) Mo H , EELAHANCIENEIR , RAREEZKAEFAEEM
Hbikm, Hlan , tRE%EFE Amazon SNS |, FRRIEWEWEE SNS =& , SUEES B FHR4ZE
FEEHE,

EET—%,

( ATi% ) £ Configure tags ( BLEMFE ) WEL , RINEEHRZL , REEBR Next ( T—F ) 6

£ Review and create ( REHSIE ) THL , REEHAN ZEABREFESELNEHLEE
Ko

%% Create rule ( RIEMN ) . LMV R Amazon Web Services X3 RBIEH , A
BREeNREREEEN B R

® &k

o WEEHR , BEULMERoriginS KRB EZRH Amazon Web Services X1F KBRS
SRR RMT BEIFRRR, origin WETLLRE CUSTOMER = Amazon,

B &l , X AddCommunicationToCase BENEHFEAILE,

- BXRUESEHEXANESZER , 550 Amazon EventBridge A BRI SHE,

o W AILUE CloudTrailE #4358 5 Amazon APl B QIS — KM, 130 S U5 $22 43 ik
P Amazon Web Services X1 APl @ B # Amazon CloudTrail H&.

5 Amazon Web Services X B4

HENKP P REXFREN | ROBUATEHH

Example : B2 X ERHA

Sl FRAET , RHOZATEHF,

"version": "0Q",

"id": "3433df007-9285-55a3-f6d1-536944bes5d7",
"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",
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"time": "2022-02-21T15:51:192",

"region": "us-east-1",
"resources": [],
"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "",
"event-name": "CreateCase",
Iloriginll: mnmn

Example : E#F ZFRHI

Amazon Web Services X1 BE TR RHIFS BB TEH,

"version": "Q",
"id": "f90ch8cb-32be-1c91-cOba-d50b4ca5e51b",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:317",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "ekko:us-east-1:12345678-268a-424b-be@8-54613cab84d2",

"event-name": "AddCommunicationToCase",
"origin": "AWS"

Example : B ZiFR4I
SRR , HelBUATEH,
"version": "Q@",

"id": "laa4458d-556f-732e-ddcl-4a5b2fbdl4a5",
"detail-type": "Support Case Update",

=45l Amazon Web Services X1 B4
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"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:317",

"region": "us-east-1",
"resources": [],
"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "",
"event-name": "ResolveCase",
Iloriginll: mnmn

Example : EFITHXERSHI
LUEFRITA SR |, FRIBUATES,

"version": "Q",
"id": "3bb9d8fe-6089-ad27-9508-804209b233ad",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:47:192Z",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2021-27f40618fe@303ea",
"display-id": "1234563851",
"communication-id": "",
"event-name": "ReopenCase",

"origin":

[}

\i -,
BiESHR

B X {T EventBridge 5 — 2 E AN E ZE S Amazon Web Services X , BSRUTER :

o AR A I B 5%k B 33017 Amazon Web Services 35 API EventBridge
« Amazon Web Services ¥ RHI5EzNIB AR 2T /E GitHub
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MRECNERER , WA LA R T 5 E £ 1F % RSS (Amazon S3) Storage Service Zf##1%
3% CloudTrail B4 , @M E4. Amazon Web Services XFMNREARERE , BMARTLE
CloudTrail %I &88 “EHFHLIER FEBEBRTNEH,

FERAWERNE R CloudTrail , &7 LU RE [ BF-ME R & i Amazon Web Services X, ZHiEXRM IP
Modt, #WAH TER, AR AHBERAREMFEARAE S,

ETMEZEEL CloudTraill , BIFEWMMEBEEMBAE , i55H (Amazon CloudTrail HF 1) o
Amazon Web Services X #F 1€ E 1 CloudTrail

CloudTrail & 812 Amazon IKF R EEENKS LEH. SXENEMHEIN REEPRR Amazon
Web Services X% , B2 EHM Amazon BRF CloudTrail E# —EBIERESHARIERF. &9
DEBCH Amazon IKFHEE, BRNTHRRELENENH. BXEZEE , BFSREASEHTE
&EE CloudTrail 4,

ERFZIdRAE Amazon IKFHHSEH |, BIFEEPHEH Amazon Web Services X #F , E0IEIRER, R
ER A CloudTrail ¥ B & X £ El Amazon S3 FiEM. FIRIBERT , EEH AP CIZERER |, LR
ERRAFATE Amazon Xig, BRERIZRE Amazon 2 XHMEXENEH , N BEXHEETEREE
#9 Amazon S3 FERE. LA, BRI LAEEE M Amazon BRS , LAt — L 2 M4 E CloudTrail HE&
FRENSHEIE. BXEZSER , FZHETIAS :

. BIERERICFRBA

« CloudTrail ZEFHRFZHER

« BiE Amazon SNS &4 CloudTrail

« MNEANKF PR CloudTrail HEXH

B Amazon Web Services X1F API #2415 H (API £#) i2% CloudTrail #i2x#E {Amazon Web
Services ¥ API &) H,

fltn |, W ADescribeCasesfResolveCaseiffELTE CloudTrail BEX PR AEKSE
Ho, CreateCase
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

« BERIZMFEARIEPRZER Amazon Identity and Access Management (IAM) B FEIEX H
- BRECEAACERKEAFNGRN ZEEU R HN,
- EREAHHEM Amazon RF K H.

BXEZER |, B2 CloudTrail userldentity T3,

BE T LU R B 24 Amazon X #1Z /N Amazon P 9 Amazon Web Services X3 BEXHRE
2 & A Amazon S3 R T,

Amazon Trusted Advisor CloudTrail B EHHEE

Trusted Advisor & —I1 Amazon Web Services X#F RS , B LAEH ©RELEEH Amazon IKF |
LUTHTPERE, RELMENEILKFNSE.

P8 Trusted Advisor API 2{E9H (API &%) 2% CloudTrail #i2x%%E {Amazon Web Services X
¥ API &) i,

{530 | @ADescribeTrustedAdvisorCheckResultfRefreshTrustedAdvisorChecki{EL
1£ CloudTrail BEX#HH4EKS%H. DescribeTrustedAdvisorCheckRefreshStatuses

® Note

CloudTrail & £123% Trusted Advisor 2 &l & 1#4E, ES 1 #1235 Amazon Trusted Advisor
¥4 &4 Amazon CloudTrailo

7 f## Amazon Web Services X1 B EXH5H

BEREE—MERE 6 AFNSEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI
BE—NEENMNAEZRE. BHRTIRKEBEMRENENER, EBFEEXFERVRE. BEN BN
B, ERSHENFELR, CloudTrail BEXHTEAH AP BANEFHKRRE , HItEIT2RE
A4S ERNIRRE HI,

Example : H7&% B CreateCase

AR RHIE R T ZCreateCasei2/ER CloudTrail &% B,
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"Records": [
{
"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "janedoe",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-13T17:51:37Z"

iy

"invokedBy": "signin.amazonaws.com"
1,
"eventTime": "2016-04-13T18:05:537",
"eventSource": "support.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.15",
"userAgent": "signin.amazonaws.com",
"requestParameters": {
"severityCode": "low",
"categoryCode": "other",
"language": "en",
"serviceCode": "support-api",
"issueType": "technical"
},

"responseElements": {

"caseIld": "case-111122223333-muen-2016-c3f2077e504940f2"

iy

"requestID": "58c257ef-01a2-11e6-be2a-01c031063738",

"eventID": "5aa34bfc-ad5b-4fbl-8a55-2277c86e746a",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

1,
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Example : H#& % B RefreshTrustedAdvisorCheck

LT RBIE R T iZRefreshTrustedAdvisorCheckig4Ef CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Admin"
1,
"eventTime": "2020-10-21T16:34:13Z",
"eventSource": "support.amazonaws.com",
"eventName": "RefreshTrustedAdvisorCheck",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.67",
"userAgent": "signin.amazonaws.com",
"requestParameters": {
"checkId": "Pfx@RwgBli"
.
"responseElements": null,
"requestID": "4c4d5fc8-c403-4f82-9544-411820e0fa0l",
"eventID": "2f4630ac-5c27-4f0d-b93f-63742d6fc85e",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

1£ Slack API 8 7 £ F§ &3 Amazon Web Services X N ARF

Amazon CloudTrail

Slack F#y Amazon Web Services X #F MAREFE 55K, Amazon CloudTrail CloudTrail {24t
F. At Amazon Web Services X35 B FFEF Amazon Web Services fRS H#ITHIREMNIZ S,
EoZEieF , B Amazon Web Services X NARFHNATE L API @A CloudTrail #3kHA
B, XEHRWIAAEERE Amazon Web Services & M AREF1E4 A 18 B LU KRX Amazon
Web Services X% NARFAH API RENRKBRA, REQNETRER , WA LUE CloudTrail 4
FEE %2 Amazon S3 FfE#E. HFE$E Amazon Web Services X App WEH, NREREEBR
BR , BT LATE CloudTrail £ HI1A8H “SHH LR FEBRFWWEHN. B LER CloudTrail Y
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£ ERRBE LM Amazon Web Services X1F App K HIER, XL THRARBAN IP i
. ERA, BERFEUAREMIFAER,

ETHEZEEL CloudTrail , 28 (Amazon CloudTrail BF#ERE) o

Amazon Web Services X#F PN AEFEE CloudTrail

R0 B S WK F 8 Amazon Web Services i F , E2EMK S CloudTrail £#5E. = Amazon
Web Services X3 NARFPRELNH APISESIN |, ZEI25HM Amazon RS CloudTrail B4
—RBIEREEHNELIERKP, BALEFEES. BRENTHEERXENSH Amazon Web Services i
Fo. BXELEER , BZRATASEHALIEREE CloudTraill £,

ERFZ I REMNEH Amazon Web Services Il , B3E Amazon Web Services X NARFHNE
| BOIRRER, MIRBERT , EEHEFLIRRERICRE |, LWIRERIEFKNA FFIAE Amazon Web
Services XiF, BLIRERIERE Amazon 7 XHIERFAEXBHNELH , FFAEXHFREZEREEN
Simple Storage Service ( Amazon S3 ) F##E. LA , WA LEEHM , Amazon Web Services iR
% Dt — &4 CloudTrail BERIKRENSHBTEBHANXLEHEGHTRE. EXEZELE , BSHAT
FIRA :

- BIERIRIZFEER

« CloudTrail ZEFHRFZMER

- BL&E Amazon SNS &40 CloudTrail

- BRKRBEZAMXEM CloudTrail B EXHMEWK B Z A KT # CloudTrail BEX 4

CloudTrail i2&%FrE 2\t Amazon Web Services X# M ARFIRE, XLEigE

tid %7 Amazon Web Services 32 App in Slack API Reference #, il , i
FGetAccountAlias#UpdateSlackChannelConfiguration®#EL7E CloudTrail BEN 4%
2% B., CreateSlackChannelConfiguration

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

- BEREMARIEFRIER Amazon Identity and Access Management (IAM) AP &EiEA Ho
- BREREAACKRKAEAFPNIENZEEIEREN,
- FHREEBHHEM Amazon Web Services RS KX Ho

BXEZER , iH3 5 CloudTrail userldentity T3,
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T & Amazon Web Services X1 N RAEF HEXH%E

BEREE—MERE 6 AFNEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , B EXFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANE FHKRRE, XEREXLEAR
FRBREAHEINFE R,

Example : CreateSlackChannelConfiguration #9 HE Rl

LUR R4 E R T iZCreateSlackChannelConfiguration#24E#) CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:JaneDoe",
"arn": "arn:aws:sts::111122223333:assumed-role/Administrator/JaneDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Administrator",
"accountId": "111122223333",
"userName": "Administrator"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-26T01:37:577",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-02-26T01:48:20Z2",
"eventSource": "supportapp.amazonaws.com",
"eventName": "CreateSlackChannelConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.183",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {

"notifyOnCreateOrReopenCase": true,

"teamId": "T@12ABCDEFG",
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"notifyOnAddCorrespondenceToCase": true,
"notifyOnCaseSeverity": "all",
"channelName": "troubleshooting-channel”,
"notifyOnResolveCase": true,
"channelId": "CQ1234A5BCD",
"channelRoleArn": "arn:aws:iam::111122223333:role/AWSSupportAppRole"
},
"responseElements": null,
"requestID": "d@6df6ca-c233-4ffb-bbff-63470c5dc255",
"eventID": "0898ce29-a396-444a-899d-b068f390c361",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

Example : ListSlackChannelConfigurations #9 B &R

AR RBIE R T ZListSlackChannelConfigurationsi® #E# CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE :AWSSupportAppRole",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:06:32Z7",
"mfaAuthenticated": "false"

}I
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"eventTime": "2022-03-01T20:06:467",

"eventSource": "supportapp.amazonaws.com",
"eventName": "ListSlackChannelConfigurations",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.131",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,

"responseElements": null,

"requestID": "20f81d63-31c5-4351-bd02-9eda7f76e7b8",
"eventID": "7Qacb7fe-3f84-47cd-8c28-ccl48ad06d21",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"

Example : GetAccountAlias I B & RHI

LT RBIE R T iZGetAccountAliasi®#ERY CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:devdsk",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole/devdsk",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:31:27Z",
"mfaAuthenticated": "false"

}I
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"eventTime": "2022-03-01T20:31:47Z2",

"eventSource": "supportapp.amazonaws.com",
"eventName": "GetAccountAlias",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.142",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,

"responseElements": null,

"requestID": "a225966c-0906-408b-b8dd-f246665e6758",
"eventID": "79ebbaB8d-3285-4023-831a-64af7de8d4ad",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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5= F0i2 % Amazon Web Services £ it Xl

iR 43 Support Plans fE it Amazon RS RN AT TS, THAMENMEENEZHRNI S .
Amazon LTS ETE | BTY%M Support Plans, & R H £ 3E 24 i B 3 REUE#E :

« Amazon CloudTrailii%k &R K = A RIER Amazon K HITHY AP HRRMEAEY |, HFEE
NHER RIS ER Amazon S3 EERE. EAILLRBIERLE A~ Fvk 34T 7 823% Amazon, & H
MUYEYIR 1P ik SAR FEIL R ARt E, BREZELR , 1§25 Amazon CloudTrail AFER.

£

« B& Amazon Web Services X #F it Xl APl @A Amazon CloudTrail

H& Amazon Web Services X #F itXl APl @ H Amazon CloudTrail

Amazon Web Services X#F 11X/ 5 Amazon CloudTrail—BREEK , ZRSEREAF. AEEA
BT XEHRERN 1IEF Amazon Web Services fi%. CloudTrail ¥ Amazon Web Services X% it
XK AP BRBEIRAEH. HIRMWEAEERE Amazon Web Services X#F 11132 &1 A #918 B A3t
Amazon Web Services X #F 1Tl API BENRBREA.

MREBIRRER |, W BT RFNF CloudTrail 4354245 5 B &2 4] 2 126% AR S5 (Amazon S3) Service
FHEE |, SFEITRIMEH Amazon Web Services X1 ., MR EBARBEBRER , BIAALATE CloudTrail
BHANSEHTRIEZRHEERETNES,

A WEME LS CloudTrail , BAILAEEM Plans X HAYER. KHBERM IP sk, #EBH TiER.
R HIERAR HMiFMEE. Amazon Web Services X

ETHEZEE CloudTrail , 8FENMAEEMBATE , 523 Amazon CloudTrail AP EE,

Amazon Web Services X #F 1t XI5 E £ CloudTrail

CloudTrail £ & 8/2 0k 7 Amazon Web Services Ik B 2EEHKF EEH. 2 Amazon Web
Services X# It NP HIAZHFWEMHTAN |, ZENFESEHM CloudTrail E4—Ei2FFE Amazon
Web Services RS BEHHEIERF. BAUE KFAHEE, BRATHEFHEH. EXEZELE B
SRFEREHRHTEESE CloudTrail B4

ERSEICERENKSPMEH |, B3 Amazon Web Services X3F it RIFHEH |, HOIEEER, BEA
¥ CloudTrail 5 HEXH1£ 5 B Amazon S3 F#E, MIRBERT , EEH AP CIERRICRKE , LR
ER1E X B A TFTE Amazon Web Services X3, BRERIZF Amazon 7 XAMEXENES , HEAZE
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XX RIEIEER Amazon S3 1M, LA , & A LAELE H Mt Amazon Web Services RS , Mi#
— D FLIE CloudTrail BERIKENEHHE. BXREZELE , BZHRTIANE

IR ERidREAR

CloudTrail X#rI RS MK

i i& Amazon SNS 3B 41 CloudTrail
MZANKF 3R CloudTrail BEXH

FiE Amazon Web Services X#F it %] API £ HIZ%E CloudTrail,. ENMNEHHBERBEBEEE/X
EREBEROAREE. BNEEEBHTEBEUTRE :

« BHREMFEARIEPRZER Amazon Identity and Access Management (IAM) B FEIEX H
- FREEAACGKERRSEAFNIENZEEIEREN,
- HEREBFHEM Amazon Web Services IR % H.

BXEZER , B2 CloudTrail userldentity T3,

EE T LA SR B Z 4N K P Amazon Web Services X8, f1Z Mk #9 Amazon Web Services X3 11Xl
BEXHRETEA Amazon S3 1FEETF .

T fi# Amazon Web Services X1 1% B &34 % H

BEREE—MERE , AFNEHEN BESERBIEIEERN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NRENMNAERE, BEHRTIRKEEARNEMER, EBREEXRBERVEE, BREN BB
B, HRSHBEFNES. CloudTrail BEXHFR A AP ERANEFH#HKRERE , Rl T2RE
A4S EIRF .

Example : GetSuppoxtPlan FYHERE

LT RBIERT iZGetSupportPlani®ERY CloudTrail B&E% B,

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

T f# Amazon Web Services X 11X BEX#H % E API fRZ 2025-03-05 409


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Web Services 1 AriEE

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-06-29T16:39:117",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlan",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f0d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

Example : GetSupportPlanUpdateStatus #YBE%H

LA RBIE R T iZGetSupportPlanUpdateStatusi®E/EH CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-06-29T16:39:027",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlanUpdateStatus",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": {

"supportPlanUpdateArn":

"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

},

"responseElements": null,

"requestID": "75e5c767-8703-4ed3-b0le-4dda28020322",

"eventID": "28d1lc@e3-cch6-4fd1-8793-65be01@114cc",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": '"Management"

Example : StartSupportPlanUpdate ¥ HE%E

LR RHIERT iZStartSupportPlanUpdate®/ERY CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-06-29T16:38:557",
"eventSource": "supportplans.amazonaws.com",
"eventName": "StartSupportPlanUpdate",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "98add111-dcc9-464d-8722-438d697fe242",
"update": {
"supportLevel": "BASIC"

}
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

1,

"requestID": "e5ff9382-5fb8-4764-9993-0f33fbOblel7",
"eventID": "5dba89f8-2e5b-42b9-9b8f-395580c52962",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : CreateSupportPlanSchedule BV HE%KEB

LR RBIERT ZCreateSupportPlanSchedulei&fER CloudTrail HES% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-09T716:30:04Z",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-05-09T16:30:04Z2",
"eventSource": "supportplans.amazonaws.com",
"eventName": "CreateSupportPlanSchedule",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "b998de5e-adlc-4448-90db-2bf86d6d9e9%9a",
"scheduleCreationDetails": {
"startLevel": "BUSINESS",
"startOffer": "TrialPlan7FB93B",
"startTimestamp": "2023-06-03T17:23:56.109Z2",
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"endLevel": "BUSINESS",
"endOffer": "StandardPlan2@74BB",
"endTimestamp": "2023-09-03T17:23:55.109Z"

1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanschedule/
b9a9a4336a3974950a6e670f7dab79b77a4b104db548a0d57050ce4544721d4b"
I
"requestID": "150450b8-e6la-4b15-93a8-c3b557alca48",
"eventID": "a2alba44-610d-4dc8-bf16-29f1635b57a9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : ListSupportPlanModifiers Y HEREB

LT RHIERT ZListSupportPlanModifiersi®#EH CloudTrail HEEK B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-08-15T15:44:437",
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"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-08-15T16:29:597",
"eventSource": "supportplans.amazonaws.com",
"eventName": "ListSupportPlanModifiers",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f0d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

8% 3% Amazon Web Services ¥ EENEX

/A Important

H2022% 8 A3 HE, LTRIEEHFER , T HIMELZIE CloudTrail BER, BXxXF
WIRENTIER , BSHE T Amazon Web Services X 11X BEXHESRE,

* DescribeSupportLevelSummary — H&FTFF Support it XINEE |, IHIREE RELNAES,

« UpdateProbationAutoCancellation - ¥#EEMA XA RZ BTN RS HHFiTR , REZR
£ 30 XRABUEE , BT EZHRE R Ba1BUE. ZHETE Support plans ( X#FitXl ) THE
i & RV IE iR Opt-out of automatic cancellation ( JBHEZIEGE ) &Y , HIREE RELWARE

o BRMELNFRARXFRUFZIHFITR,

« UpdateSupportLevel - HEERZHFiTXIE , WIREEREENBEF,
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® Note
eventSource FEREAXLIRIEMN support-subscription.amazonaws.com fi& %
8] o

Example : H&% B DescribeSupportLevelSummary

AR Rl ERT ZDescribeSupportLevel Summaryi&4EfY CloudTrail HER B,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}
},
"eventTime": "2021-01-07T22:08:07Z2",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "DescribeSupportlLevelSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"lang": "
I
"responseElements": null,

"requestID": "b423b84d-829b-4090-a239-2b639b123abc",
"eventID": "eleeda@e-d77c-487b-a7e5-4014f7123abc",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

en

"eventCategory": "Management",
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"recipientAccountId": "111122223333"

Example : H&% B UpdateProbationAutoCancellation

AR RBIE R T iZUpdateProbationAutoCancellationi® 4 CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2021-01-07T23:28:43Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateProbationAutoCancellation",
"awsRegion": "us-east-1", "sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
},
"responseElements": null,
"requestID": "5492206a-e200-4c33-9fcf-4162d4123abc",
"eventID": "f4a58c09-0bb0-4ba2-a8d3-df6909123abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Example : H& % H UpdateSupportLevel

AR R"AIE R T fUpdateSupportLeveli@EE N Developer Support Y CloudTrail HE%E .

"eventVersion": "1.08",
"userIdentity": {

Iltypell: IIROOtll’

"principalld": "111122223333",
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arn": "arn:aws:iam::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}

}
I
"eventTime": "2021-01-07T22:08:437",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateSupportLevel",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.247",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"supportLevel": "new_developer"
},

"responseElements": {

"aispl": false,

"supportLevel": "new_developer"
1,
"requestID": "5df3da3a-6lcd-4a3c-8f41-e5276b123abc",
"eventID": "c69fbl49-c206-47ce-8766-8df6ecl23abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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5 ¥ F1id F& Amazon Trusted Advisor

BERER MEM Amazon SRARV AT EME, TRAEMNMEENEEARESD. Trusted Advisor
Amazon BELL TS T B Trusted Advisor , &M, R RIFEHEE L B3I REUEHE -

« Amazon EventBridge 12 7 #iR Amazon BRZLHIEFENNREEHR. EventBridge EAE
BV ETE , RAETUEERNRENELES  HEXEEHRENEHMM Amazon R
Stk B RE,

540, Trusted Advisor 32 T Amazon S3 F#BINERE, LREMNRIENEFEEREEEER
FROB R PR SR o VR Z S B 0 RIERY Amazon AP #1TIR, MRE#EBREBLXEZTL , N
Trusted Advisor R EBHIRBS LK 4ET L, EventBridge R NBLEH |, REMEEXEH , LUER
AR EE R, BXEZELR |, 51 Amazon EventBridge A $58,

« Amazon Trusted Advisor ¥ & ] LAFS B Ik BIRRE AR, IREFZMMIES Amazon IKF T4
A%, B LAER Y% EventBridge Trusted Advisor X ZHRA. RfE , BAILUER Amazon
CloudWatch 82 H X Trusted Advisor BRI BR., XLBIRXTE Trusted Advisor RERS K ED
LR BEEE , FlNEEFHHNRRR X F RSB

« Amazon CloudTrailifZk &R K P AL REH Amazon K H1THY AP ARMMEAXEY |, HFAE
XL EIEIEER Amazon S3 2. &R LR BIERLE A P Mtk P32 3T 7 8Bi% Amazon, XK HH
MUEYIR 1P st SAR L Z BVt El, BXEZER |, 55 Amazon CloudTrail A 1ER .

FH

« £/ Amazon 12 Amazon Trusted Advisor K & 45 £ EventBridge

« B2 Amazon CloudWatch R JA ¥ 12 Amazon Trusted Advisor 1545
- 5 12% Amazon Trusted Advisor 2l & #4E Amazon CloudTrail

£ Amazon ¥ 1 Amazon Trusted Advisor ® & 458 EventBridge

& T LAE A EventBridge R M{AIAS4ZE Trusted Advisor EEIRS. ARE , BEEGIEZMNAN | 2R
BEHRNEEANSIEEMNER , EventBridge A —1MRZ4 B R RE,

REFEEERRSER , BALREEA, HRRSER, XY EEE., BE4RRIEMRE, FI
W, MERERSHRRUINAZR (ZE ) EXNBWNRE (D) , WABEENATBRRE,

« f#H Amazon Lambda BB B HEiE 4 Slack $E,
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Amazon Web Services % A5
s FEXRENEFEHIXET Amazon Kinesis it , A FLHE., ENHRSKRE,

« ¥ Amazon Simple Notification Service & B & i% &/ 8B F B4

- 3REY Amazon CloudWatch B3R 1% {EHE A,

B A EventBridge # Lambda EIE B 31 MR HY E %15 & Trusted Advisor , S FF Y Trusted
Advisor T2, GitHub

© &

« Trusted Advisor REERE HENED, HTERERIENSE41Z1%:E] EventBridge.
o BWAHBREI, il AOFK I Amazon Web Services X3 it Xl = getl 2 Trusted Advisor
BEHAN, BXESZEER |, EFSE EX Amazon Web Services X 1t %l

« 52 IKARSS —#F Trusted Advisor , FTEEH# KIAF| EventBridge ZEREP ( #F EILIL
8B ) # X,

BREBUL T H B R 6E EventBridge #N Trusted Advisor, TERIEBREHMNZE , BRITUATIERE :

o BEAPNEH. ANFBEFR. EventBridgeBEXEZEE , BHSRMT LRI S# EventBridge ? &
(IG5 EventBridge AFER) =,

« BIERESHAN R ERR B R

E 8|2 EventBridge N Trusted Advisor

1. TFF Amazon EventBridge ##|#& , Mk} https://console.aws.amazon.com/events/o

2. EFEMXE , FEATREA LA Region selector ( XiZi%#R85 ) , ARBEFE US East (N.
Virginia) ( ZERE ( HFEFRILILER ) ).

3. ESMERP , EFEHMN,

4. EF CIEAN,

5. 1£ Define rule detail ( EXHNEMAFE L ) WEHL , WA BZFHRFHER,

6. NF BHELFNANXKE  REBRINE , RRERET—F,

7. EHBRBEHEITEL , AEHRIEERAmMazon B4 EventBridge S1EIKHEEH,

8. %t Event pattern ( BHER ) T , HREBRIAE ( Amazon Web Services BRS5 ) -

9. X¥F Amazon Web Services RS , 1%#F Trusted Advisor,
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10.
11.

12.

13.

14.
15.

16.
17.
18.

19.

33 F Event type ( BH4ERE ) | i£$F Check Item Refresh Status ( REIH RIFTIRE ) -
NREBRSIEFRATEIZ—

o i%&$R Any status ( fEMIRA ) UBIB B EEE MRS E RN,

- 1&#8 Specific status(es) ( HERD ) , AFERELENHANEIZNE,

« £HiR- Trusted Advisor B E XT3,

« {§E- Trusted Advisor o3& E X ZMIRES,

« OK — Trusted Advisor A4 M El 3z RF1E &,

« B&- Trusted Advisor R ER A REFEMN BB HEWHTIHE,
NEHREEFUATEIZ—

. % Any check ( HARE ),
« %3 Specific check(s) ( BERE ) , REMNIRFAPER—INRZIMREBZ.
A Amazon BIFRIER LA TIED 2z — :

« 1%&$F Any resource ID ( EARIR ID ) RAIZEIZAE BRAFN,
« % ARN ZSUMEFERR ID , AW AMBENIL S5 RE M (ARNS).
iij:¥-|:_$o

£ Select target(s) (£ B#R ) WHEHF , RBEALANCIENBREE  REEEZXEME
A EMED, B0 , B BN EH&1EE Amazon SQS BAFIZK Amazon SNS F &,

HEET—%,

( AT ) #£ Configure tags ( BLE#rE ) WHEL , FAINEERZL , RAEEE Next ( T—F )

£ Review and create ( F&EH S ) THL , FELNAN REABREFSENEHLEE
Ko

TR BIEAN, E , EHHNFLE Trusted Advisor RELE R | RENEHRAIEIEENE
FRo

£12 Amazon CloudWatch 23R LA 12 Amazon Trusted Advisor 5§

PR

Amazon Trusted Advisor RIFTZ Z8} , 2FEXKRELE RMIEIF Trusted Advisor £ Fl,
CloudWatchf& 7] LA CloudWatch H&EFEFR, EBIE AT LABIZREIR , LA N Trusted Advisor ¥ ZHIIR

b, BRAVREZCARBRSEFIERTR ( LR ARE ) o
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BB S BN 4EE Trusted Advisor 3IE#R8I2 CloudWatch 4R,

FT
o FRZH
« CloudWatch BY$8#F Trusted Advisor

 Trusted Advisor JEFr M4 E

FRF M

£ Trusted Advisor #4782 CloudWatch Bk 281 , EEEUTES :

o T #EW{ CloudWatch fEFIEIRMEIR, BXREZELR |, iEZS® Amazon CloudWatch A F 5 HY

CloudWatch T{EERIE,

« {# A Trusted Advisor #2443 Amazon Web Services 3% APl RGN X EH TS TR ELS

R, BREZEE , F5HA BHFRLEE R,

A Trusted Advisor #E#r €12 CloudWatch Z31R

2

$TFF CloudWatch ##l4& , Pk 7 https://console.aws.amazon.com/cloudwatch/o

e XA RR IR R XE R ( #FEILILER ) Amazon X,
ESMEET , BREE.

EFRZEER.

EFRIEFEIER.

NFIER , MA—NRSNEEE , UHIEIERSIR, Hlm , BB AERE
M ServiceLimitUsage= 4 E , I Trusted Advisor XE & .

® Tip
o RATLIE E Trusted Advisor L% HREZ AT EIERR.
o BXRIENNEEZHIIIRKR  ESH Trusted Advisor IEFRFIEE

RERRT , EPERNERE,

EUTREIH | RERAHRA IAM R ZRPARER |, IEFRB T YellowResources,
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10.
11.

12.
13.

14.

N. Virginia All » TrustedAdvisor > Check Metrics Trusted & Advisor © 1AM © Access Key &
CheckName (2) Metric Name
IAM Access Key Rotation RedResources
v IAM Access Key Rotation YellowResources
IR

£ REERNESE TEL , RIFZREREERT BIERHNIEIRE M. CheckName
33F Period ( HifR ) , BULEELYRERSTANEHFELEF B RIER |, W5 24,
£ Conditions ( & ) T , i&#% Static ( 8D ) , ARBESERINNEERMY,

Blan | MBZEBRKRTET >=REHAA L EANRE , XEWKREESEE Trusted Advisor # l Z
EOE—NMENE 90 KRR IAM 15 R ZR4A R F IR,

® &
« ¥ FGreenChecks. RedChecks. YellowChecksRedResources.
FYellowResourcestg#r , BAILIEEE— MK THRETFENEEEHNRE.,

» Trusted Advisor &R H &K IXIERF GreenResources , X% R Trusted Advisor i& 7
1 B AE e [B] &

ii#%-lt_io

£ Configure actions ( BLER4E ) TWH L , X F Alarm state trigger ( F B MRS EZT ) , EE In
alarm ( F89 )

X1 F Select an SNS topic ( i%£#F SNS £& ) , EFEIEH Amazon Simple Notification Service
(Amazon SNS) =B A E— PN EB,
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Notification

Alarm state trigger

Define the alarm state that will trigger this action.

© Inalarm OK Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold. not enough data is available.
threshold.

Select an SNS topic

Define the SMNS (Simple Notification Service) topic that will receive the notification.

© Select an existing SNS topic
Create new topic

Use topic ARN

Send a notification to...

Q) Default_CloudWatch_Alarms_Topic X

Only email lists for this account are available.

Email (endpoints)

janedoe@example.com - View in SNS Console [

Add notification

15. ﬁ?¥-|:_5o
16. N TFEHRMER , WA SBENEHAHL,
17. ﬁ?¥-|:_5o

18. £ Preview and create ( iS4l ) TE L , EEEBFMES , AF%ER Create alarm ( B2
=E),

HIAM R B ARRRETHLE 5 28, EHEBEFEEHN SNS TERIXBEH,

Example : CloudWatch 3R #Y 58 F #R 4438 %1

LTEFEREHEEEREERNE IAM BRI ZARREEREE R,
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You are receiving this email because your Amazon CloudWatch Alarm
"TIAMAcessKeyRotationCheckAlarm" in the US East (N. Virginia) region has entered the
ALARM state,

because "Threshold Crossed: 1 out of the last 1 datapoints [9.0 (26/03/21 22:44:00)]
was greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM
transition)." at "Friday 26 March, 2021 22:49:42 UTC".

View this alarm in the Amazon Web Services Management Console:
https://us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-

east-1#s=Alarms&alarm=IAMAcessKeyRotationCheckAlarm

Alarm Details:

- Name: IAMAcessKeyRotationCheckAlarm

- Description: This alarm starts when one or more Amazon access keys in
my Amazon account have not been rotated in the last 90 days.

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [9.0

(26/03/21 22:44:00)] was greater than or equal to the threshold (1.0) (minimum 1
datapoint for OK -> ALARM transition).

- Timestamp: Friday 26 March, 2021 22:49:42 UTC
- Amazon Account: 123456789012
- Alarm Arn: arn:aws:cloudwatch:us-

east-1:123456789012:alarm: IAMAcessKeyRotationCheckAlarm
Threshold:
- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1.0

for 300 seconds.

Monitored Metric:

- MetricNamespace: AWS/TrustedAdvisor

- MetricName: RedResources

- Dimensions: [CheckName = IAM Access Key Rotation]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-east-1:123456789012:Default_CloudwWatch_Alarms_Topic]
- INSUFFICIENT_DATA:
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CloudWatch BV$g#r Trusted Advisor

BAILAE A CloudWatch # ) & 8 Amazon Command Line Interface (Amazon CLI) RZ&E % 7] A 54K
Trusted Advisor,

BREMBMRUNAIERSWHRAZER, BIRMEENSIR , FSH A mazon CloudWatch FF 5
&% CloudWatch 18¥rHIAmazon RS .

& E Trusted Advisor 1845 ( #2HA )

& O LA & 5 CloudWatch 2 &l & HEF R 1] B4R Trusted Advisor,
EE WA Trusted Advisor 18#r ( #B#A& )

1. 3$TF CloudWatch #2#|& , Mt R https://console.aws.amazon.com/cloudwatch/o
FEAXEEFEFRHEEXERS ( FFELILE ) Amazon X1,

ESMERP | EERER,

MAEIRIAZEE , HlI0 TrustedAdvisor,

IERENEE | SR EER.

All metrics ( FREESR ) B FE R A ZH P ZERNER. SRMITUTRE !

2

a. BENRBITHRF , HERFEIIRE,

b. ERNEMLFEER  FRPZEMSHEIRE. BRAEMBER , BARROFITHHEIR
o

c. EREMRHEITRIE , BRBERER , REEERNITER.

UTFRAERTRLSE - FSREINVNBERORENER, ZREBET 13 MEEBFR.
Trusted Advisor BN R AEHEEXE,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/aws-services-cloudwatch-metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/aws-services-cloudwatch-metrics.html
https://console.amazonaws.cn/cloudwatch/

Amazon Web Services X AFiEmE
Security Groups - Specific Ports Unrestricted Th 3h 12h 1d 3d 1w custom (4w) - | Line ¥ | | Actions ¥ - v | ®
Count
125 = r
6.5
0 03'172“2'33
0z/27 03/01 03/03 03/05 03/07 03/09 031 0313 03/15 A N3019 03/21 03/23 03/25

@ YellowResources

All metrics Graphed metrics (2/4) Graph options Source

N. Virginia v All > TrustedAdvisor > Check Metrics | Q

CheckName (104)

Load Balancer Optimization

Low Utilization Amazon EC2 Instances

Low Utilization Amazon EC2 Instances

MFA on Root Account

MFA on Root Account

Overutilized Amazon EBS Magnetic Volumes

Overutilized Amazon EBS Magnetic Volumes
v Security Groups - Specific Ports Unrestricted

v|  Security Groups - Specific Ports Unrestricted

2021-03-17 23:15 UTC

1. @ YellowResources 13
2 ) RedResources ]

Metric Name
YellowResources
RedResources
YellowResources
RedResources
YellowResources
YellowResources
RedResources
RedResources

YellowResources

Graph search

7. (WiE) ERHERAFMNE CloudWatch (UFRIR , HFEFRAE , RREFHRMBULERR.

BXUEBRRUEFEMNESES , 152 Amazon CloudWatch B iEEH L FlEITE R,

& & Trusted Advisor 8% (CLI)

A LAfE R list-Metrics Amazon CLI s S EB W AT A E¥r. Trusted Advisor

Example : 5l i BU T BT FT B $E¥R Trusted Advisor

LT ROIEEEEE HFMEIBIRMAWS /TrustedAdvisords & Z8 (Al Trusted Advisor,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor

Em L ARSI TRARRLL

"Metrics": [

{

"Namespace": "AWS/TrustedAdvisor",

CloudWatch B9$E%5 Trusted Advisor
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/graph_a_metric.html
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/list-metrics.html
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"Dimensions": [

{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Magnetic (standard) volume storage (TiB)"
},
{
"Name": "Region",
"Value": "ap-northeast-2"
}
1,
"MetricName": "ServicelimitUsage"
I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Overutilized Amazon EBS Magnetic Volumes"
}
1,
"MetricName": "YellowResources"
I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
},
{
"Name": "Region",
"Value": "eu-west-1"
}
1,
"MetricName": "ServicelLimitUsage"
I
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{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
},
{
"Name": "Region",
"Value": "ap-south-1"
}
1,
"MetricName": "ServicelimitUsage"
.

Example : 5|4 E R AMEIENR

AR RBIEE AWS/TrustedAdvisor @& ZE M Region #ELUEFIEE Amazon XiFH ATAE
FRo

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --dimensions
Name=Region,Value=us-east-1

v AR E U TRARREL

"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "SES"

},

{
"Name": "ServicelLimit",
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"Value": "Daily sending quota"

1,
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "AutoScaling"
},
{
"Name": "Servicelimit",
"Value": "Launch configurations"
},
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "CloudFormation"
I
{
"Name": "ServicelLimit",
"Value": "Stacks"
I
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"

CloudWatch BY3#8#% Trusted Advisor
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}I

Example : 5| H4FEEIRE HIIER

AT RBIFEE AWS/TrustedAdvisor & Z 8 RedResources IR B MR EF LIS EBIFH

&R

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --metric-name RedResources

IEHVR HE TRES LT AR L

"Metrics": [

{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "CheckName",
"Value": "Amazon RDS Security Group Access Risk"
}
1,
"MetricName": "RedResources"
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Exposed Access Keys"
}
1,
"MetricName": "RedResources"
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Large Number of Rules in an EC2 Security Group"

CloudWatch BY3#8#% Trusted Advisor
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}
1,
"MetricName": "RedResources"
.
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Auto Scaling Group Health Check"
}
1,
"MetricName": "RedResources"
.

Trusted Advisor IEFr M4 E

BEXA AT CloudWatch ZiRFME KM Trusted Advisor IEFRH4EE | HSHE T XK.

Trusted Advisor ¥ &% B FE+R

& 0] LAE A LA T 8 #R 31T Trusted Advisor 2,

R iR
RedResources A FOEIRSH TR ( BUCREURE ) -
YellowResources LTFHREBRSHERR (BUURAE ) .

Trusted Advisor RS BLEI R B FEHR

Ba LU LA T 845 T Amazon Web Services RS B,

=T iR
ServicelimitUsage RERFEAEXNRSEE ( AR ARE ) WE 2,

Trusted Advisor ¥R 4k E
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RERIIEIRHERE

& O] LAfE F LA N 4 E # 1T Trusted Advisor &,

HE iR
CheckName Trusted Advisor X ZH & o

IR A LATE Trusted Advisor 2l & 3 Amazon Trusted Advisor &
SZ7% R BMERER .

RSB BUIE PRV 4E E

BRI LA LA T 4 B T Trusted Advisor BRS ELEIEIT.

$#E iR

Region Amazon Web Services X3 AT RS ELH .
ServiceName Amazon Web Services ARSI E o
ServicelLimit PR 55 B 8 Y & o

BEXBRSEBEFMEZEE , 5% Amazon Web Services — k5
# i Amazon Web Services RS BR#l,

£ Fid 3 Amazon Trusted Advisor ¥4 & #&4# Amazon CloudTrail

Trusted Advisor 5 Amazon CloudTrail—IfRSERK , ZRFREAF. ABH Amazon RFEFH
ITHVIRMERYIE & Trusted Advisor. CloudTrail $Fzh#E##3R Trusted Advisor I E 4, IR FILITIER
B Trusted Advisor #ZH| &M, MREGIZERER , M AL ATFFLER S #HE £ 7RSS (Amazon
S3) Storage Service Zf&#t&i% CloudTrail B4 , BIEMNEH., Trusted Advisor il RIER LB IR ER |
AR T LAEE CloudTrail HIAH “SHALIER PEERHNES. FAKRENEER CloudTrail ,
&0 LAHA E @ HNME R K H Trusted Advisor, K HIEREY IP sk, #AH THER, A RKEHERAR
HFAER,

ETHEZEER CloudTraill , BIBWMMEBEEMB AT , i5ZH (Amazon CloudTrail HFEF) o
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https://console.amazonaws.cn/trustedadvisor/home
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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Trusted Advisor 1§ £ 7 CloudTrail

CloudTrail & 8|2 Amazon Ik i EEEHKF EFA. 2 Trusted Advisor 12 &R HI X FHNE
R | ZEI &5 H M Amazon BRS CloudTrail B4 —RiCRESHHLiIERZF, BRI EEDS
) Amazon lkFHEE, BRNTHRERENSH., EXELEE  FSRAEHAEHTLIERESR
CloudTrail =,

ERFZILRE Amazon IKF PSS |, IEMNEH Trusted Advisor , BRI RER. RERAW
CloudTrail ¥ A & X H& % E| Amazon S3 HFi#ER. TIRERT , EEH AP LIRRER |, SLERERMN
RATPE Amazon X1, BRERIZE Amazon 7 XHPMEXEHNEH , HFABEXXHERETEEEN
Amazon S3 FEHE, AL |, EBAILAE B H M Amazon BRSS , LAt —F 2T M4 E CloudTrail BEAF UK
ENEABIE. EXELZEE  BSRATINE :

- B RFEELA
« CloudTrail Z#5#IRSS FERK

« ELiE Amazon SNS &ZXI CloudTrail
o EURCKBEZANXIFH CloudTrail B E A FIZRK B ZANK P # CloudTrail H & XX 4

Trusted Advisor X #54F Trusted Advisor #2#| B REN FEENEH CloudTrail iIBREBEXHH,
CloudTrail 183X TR :

 BatchUpdateRecommendationResourceExclusion

* CreateEngagement

+ CreateEngagementAttachment

+ CreateEngagementCommunication
* CreateExcelReport

* DescribeAccount

* DescribeAccountAccess

* DescribeCheckItems

* DescribeCheckRefreshStatuses
« DescribeCheckSummaries

* DescribeChecks

* DescribeNotificationPreferences

* DescribeOrganization

Trusted Advisor 1§ £ 7& CloudTrail API fRZR 2025-03-05 434


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html

Amazon Web Services X

RAriEmE

DescribeOrganizationAccounts
DescribeReports
DescribeServiceMetadata
ExcludeCheckItems
GenerateReport

GetEngagement
GetEngagementAttachment
GetEngagementType
GetExcelReport

GetOrganizationRecommendation

GetRecommendation

IncludeCheckItems

ListAccountsForParent

ListChecks

ListEngagementCommunications
ListEngagementTypes

ListEngagements

ListOrganizationRecommendationAccounts

ListOrganizationRecommendationResources

ListOrganizationRecommendations

ListOrganizationalUnitsForParent

ListRecommendationResources

ListRecommendations

ListRoots

RefreshCheck
SetAccountAccess
SetOrganizationAccess
UpdateEngagement
UpdateEngagementStatus

UpdateNotificationPreferences

Trusted Advisor 1§ £ 7& CloudTrail
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_GetOrganizationRecommendation.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_GetRecommendation.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListChecks.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendationAccounts.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendationResources.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendations.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListRecommendationResources.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListRecommendations.html
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* UpdateOrganizationRecommendationLifecycle

» UpdateRecommendationLifecycle

B X Trusted Advisor B H| B IREM TR IR |, SR Trusted Advisor 1730,

(® Note

CloudTrail &£ %E Trusted Advisor APl 22 f1i2 & Amazon Web Services 35 API 1€, B
X*XEZER |, HSFEAICFE Amazon Web Services X1 API i Amazon CloudTrailo

BNMNEHRAEFBHBIEEXRERNBERNARGE. SNEEEHTEHENATHE :

« BEREZMFEARIEFRZER Amazon Identity and Access Management (IAM) B FEIEA Ho
- BRECEAACERKEAFNIGENZEEU R HN,

- BREEHEM Amazon RF A H.

BEXEZEER |, H5FCloudTrail BF B4 TE,

A~ : Trusted Advisor A& H

RER—MEE 6 AFUSHENAEXHEEEIEIEERN Amazon S3 %M. CloudTrail B & XX #
BE—NEENMNEEZRE. BHRAKRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BERSHBEFNFES. CloudTrail BEXHFE2LHE AP BANEFHERRER , Akl fT2RkE
A4 E IR I

Example : H&% B RefreshCheck

ATFRBIERT — CloudTrail B&E%EB , Z%BETR T Amazon S3 FHBRAZEFIRE (ID)
fRefreshCheckig{E R365s2Qddf).

"eventVersion":"1.04",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateOrganizationRecommendationLifecycle.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateRecommendationLifecycle.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userName":"janedoe",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z"
}

}

.
"eventTime":"2020-10-21T22:06:33Z",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"RefreshCheck",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.136",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"checkId":"R365s2Qddf"

1,
"responseElements":{
"status":{

"checkId":"R365s2Qddf",
"status":"enqueued",
"millisUntilNextRefreshable" :3599993
}

iy
"requestID":"d23ec729-8995-494c-8054-dedeaEXAMPLE",

"eventID":"a49d5202-560f-4a4e-b38a-02f1cEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}

Example : H&% B UpdateNotificationPreferences

LR RBIE R T E/RZUpdateNotificationPreferencesi® M CloudTrail BESEK B,

"eventVersion":"1.04",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"janedoe",
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"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z2"
}

}

+
"eventTime":"2020-10-21T722:09:497",

"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"UpdateNotificationPreferences",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.167",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"contacts": [

{

"id":"billing",

"type":"email",

"active":false

I

{

"id":"operational",

"type":"email",

"active":false

},

{

"id":"security",

"type":"email",

"active":false

}

1,

"language":"en"

},

"responseElements":null,
"requestID":"695295f3-c81c-486e-9404-fal48EXAMPLE",
"eventID":"5f923d8c-d210-4037-bd32-997c6EXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}

Al . Trusted Advisor BEX % H API fR7s 2025-03-05 438



Amazon Web Services X

RAriEmE

Example : H#&% B GenerateReport

TR RHIERT E RiZGenerateReporti K CloudTrail H&ES$H. WRESR
BIER S

"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext": {

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-11-03T13:03:10Z"
}

}

.
"eventTime":"2020-11-03T13:04:2972",

"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"GenerateReport",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.36.171",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"refresh":false,
"includeSuppressedResources":false,
"language":"en",

"format":"JSON",
"name":"organizational-view-report",
"preference":{

"accounts": [

1,

"organizationalUnitIds":[

"r-j134"

1,

"preferenceName" :"organizational-view-report",
"format":"json",

"language":"en"

}

®EY Amazon AR

=l : Trusted Advisor B &% E
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},

"responseElements":{

"status":"ENQUEUED"

I
"requestID":"bb866dcl-60af-47fd-a660-21498EXAMPLE",
"eventID":"2606c89d-c107-47bd-a7c6-ec92fEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
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R A B HEE

1 F Windows , T &%k EC2 12/t R EC2 escue , HF T LAMEA EREEMAIIA Windows 3Kl , LAKS
BpiR B e f, W EE B E X4 HEBY Amazon Web Services 3 R RIB, EIEALAER R EC2

escue ROMKBLEZEEEITHRFINEZE, EXELER , BSRUMAFEA R EC2 escue Kf#
RMEE RA EC2 Windows SEHI ERYE R B ?

BET RSN RBHEE

RZE Amazon Web Services fRSS N ETSREMREETT , A AMERRZBIHBEIE AT Amazon
Web Services ¥, TxRIBMH TiE@EAHEE TTAEEE (BRBRSHEY ) .

(® Note

TRERTHRERNRSIIR, BEREMBEHRREDR , HEMH Amazon B FHE LK
BRIAME,

AR S5 Bz

Amazon Web Services X Amazon & RA 4 iRt THEHERR
Amazon API| Gateway X HTTP [F] @t 17T S FEHERR APIs
Amazon AppStream L S #h it 1T S FE HERR AppStream
Amazon Athena f£ Athena 1T FEHERR

Amazon Aurora MySQL Amazon Aurora #FEHEER

Amazon Aurora PostgreSQL Amazon Aurora #EEHERR

Amazon A EC2 uto Scaling Auto Scaling #FEHERR

Amazon Certificate Manager R HEBR
(ACM)

Amazon CloudFormation Amazon CloudFormation fEHE kR
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https://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://docs.amazonaws.cn/index.html
https://docs.amazonaws.cn/general/latest/gr/signature-v4-troubleshooting.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/http-api-troubleshooting.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/athena/latest/ug/troubleshooting-athena.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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BR S5

Amazon CloudFront
Amazon CloudHSM
Amazon CloudSearch
Amazon CodeDeploy

Amazon CloudWatch

Amazon Database Migration
Service

Amazon Data Pipeline
Amazon Direct Connect
Amazon Directory Service
Amazon DynamoDB
Amazon Elastic Beanstalk

T Dt B (T D
EC2)

Amazon Elastic Container
Service (Amazon ECS)

Amazon Elastic Kubernetes
Service(Amazon EKS)

Elastic Load Balancing

Il 5% ElastiCache
( Memcached )

HEHE

[FEHFE | RTMP 4 B v B HF &

R B BR

X 5 b 1T B BE HEBR CloudSearch

Amazon CodeDeploy# FZ HE Bk

https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitorin
g/CloudWatch-metric-streams-troubleshoot.htm| #{FEHERR

R IE RIS SR Z Amazon Database Migration Service

HUEE PERR

Amazon Direct Connecti FEHERR

Amazon Directory Service & I 7] B £F M fif 25

B HERR | 3L SSL/TLS EEMBEHERR

S B BR

SEHISPEHERR | Windows SEGISEHER | EEIAHLS A/S kRS 5
B | APl B3RS R

Amazon ECS #FEHEBR

Amazon EKS #[EHERR

Xt Application Load Balancer #1TRIBIHEE | WL HATIITHES
BT RIEHEE

Xt R AT B B E

BETRSHREH S
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Streaming_Troubleshooting.html
https://docs.amazonaws.cn/cloudhsm/latest/userguide/cloud-hsm-troubleshooting.html
https://docs.amazonaws.cn/cloudsearch/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/codedeploy/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/datapipeline/latest/DeveloperGuide/dp-troubleshooting.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Troubleshooting.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/admin_troubleshooting.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/DynamoDBPipeline.html#DataPipelineExportImport.Troubleshooting
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/ats-certs.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/troubleshooting-windows-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/query-api-troubleshooting.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/eks/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/mem-ug/Troubleshooting.html

Amazon Web Services X

RAriEmE

AR

I 53 ElastiCache ( Redis
0SS)

Amazon EMR

Amazon Flow Framework
Amazon Glue

Amazon Glue DataBrew
Amazon GovCloud (US)

Amazon Identity and Access
Management (IAM)

Amazon Keyspaces ( Apache
Cassandra %% )

Amazon Kinesis Data Streams

& A F Apache Flink B9IL 5 i#
RERS

Amazon Data Firehose
Amazon Lambda

Il &3 OpenSearch fRS
Amazon OpsWorks
Amazon Personalize
Amazon QLDB

Amazon QuickSight

HEHE

X MR AT B HEE

SHRABHE

R BB E M 1 R 7R

W EHEBR Amazon Glue

% Amazon Glue DataBrewH #9 & 10 #0117 (8] #t 17 H FE HERR

RS HE R
IAM B HE B

Amazon Keyspaces ( Apache Cassandra &% ) i EHEE

Amazon Kinesis Data Streams B2 85 FEHEBR | Amazon
Kinesis Data Streams 1§ f 25 % FE HE R

MREREEHERR | $tX¢ SQL N AEFAYEA T Apache Flink f9I1 5
B AR 55t 1T MR HERR

0 557 #3E Firehose 1T i fEHERR

HIEHERR AN 532 Amazon Lambda &g CloudWatch

0 35 OpenSearch BRES3# 1T HFEHER

B MRS EEE

R PERR

Amazon QLDB #EHERR

Amazon MR QuickSight | Bk 1758 R SRR E

BETRSHREH S

API hRZs 2025-03-05 443


https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/Troubleshooting.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-troubleshoot.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/glue/latest/dg/troubleshooting-glue.html
https://docs.amazonaws.cn/databrew/latest/dg/security_iam_troubleshoot.html
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/govcloud-troubleshooting.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/iam-troubleshooting.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/troubleshooting.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-producers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/handling-errors.html
https://docs.amazonaws.cn/opsworks/latest/userguide/troubleshoot.html
https://docs.amazonaws.cn/personalize/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/qldb/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting-skipped-rows.html

Amazon Web Services X

RAriEmE

AR

Amazon Resource Access
Manager (Amazon RAM)

Amazon Redshift

Amazon Relational Database
Service (Amazon RDS)

Amazon Route 53
L 5% SageMaker Al
Amazon Silk

Amazon Simple Email
Service ( Amazon SES )

Amazon Simple Storage
Service ( Amazon S3)

Amazon Simple Workflow
Service (Amazon SWF)

Amazon Storage Gateway
Amazon Systems Manager

Amazon Virtual Private
Cloud ( Amazon VPC )

Amazon Virtual Private
Network (Amazon VPN)

Amazon WAF

Amazon WorkMail

HEHE

HEZE Amazon RAMAY (8] &

EHWMEDERR | BB B HRELEER | Amazon Redshift & EHE
BEBR | Amazon Redshift 812 FFEHEBR | Amazon Redshift
Spectrum i HEHEER

tPEHEBR | Amazon RDS EH N AR FHFEHEER | Amazon RDS
Custom Z3E & 7 B 8 BE B RR

Amazon Route 53 [a| @ HE &

WEEHERR | D% A SageMaker | Studio £EMEfRES

HUE PERR

Amazon SES #EHER

HUEE PERR

Amazon AT Java WREESR | MEHBRMBIRETD | Ruby
B Amazon REEZSE | HEHERIN AR TERE

BEE M K B
SSM Agent #EHEER
R FE HERR

X B 7 K iR B 1T i PR HERR

iR FNF RIS R Amazon WAF R 1EHE

% Amazon WorkMail ™ 4& B F 12 /7 3 1T U S HERR

BETRSHREH S

API hRZ 2025-03-05 444


https://docs.amazonaws.cn/ram/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/queries-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/t_Troubleshooting_load_errors.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/db-auditing.html#db-auditing-failures
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/APITroubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/custom-troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/custom-troubleshooting.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/troubleshooting-route-53.html
https://docs.amazonaws.cn/sagemaker/latest/dg/neo-troubleshooting.html
https://docs.amazonaws.cn/sagemaker/latest/dg/studio-troubleshooting.html
https://docs.amazonaws.cn/silk/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/troubleshooting.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/Troubleshooting-common.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/troubleshooting-ssm-agent.html
https://docs.amazonaws.cn/vpc/latest/adminguide/Troubleshooting.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/Troubleshooting.html
https://docs.amazonaws.cn/waf/latest/developerguide/web-acl-testing.html
https://docs.amazonaws.cn/workmail/latest/userguide/troubleshooting.html

Amazon Web Services 1 AriEE

BR %% Bz
Amazon WorkSpaces I 53 WorkSpaces (B8 £ ¥ f# 2 | I 5 WorkSpaces & /7 4]
B ERE

BETRSHREHFE AP 7 2025-03-05 445


https://docs.amazonaws.cn/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html

Amazon Web Services X

RAriEmE

A 18 %

T&R#ER T BiZ Amazon Web Services X3 RS LXK BRI AT EEE K,

« Amazon Web Services X# API M4~ : 2013-04-15
« Amazon Web Services X MARERF API x4 : 2021-08-20

TRERTM 2021 &£ 5 B 10 B3 Amazon Web Services X F Amazon Trusted Advisor 3 43
THEEFEH., B LT RSS RREWAEREFHEH,

TE

il T Amazon Web Services
Y API By

2 F A 6 5k Z Amazon
Security Hub

A BR T X 36 Bl 4k BUIEFRAY 51 A
Trusted Advisor

FE T 7 B XA Trusted Advisor

L

£ “E3 Amazon Web
Services X #F H/05 [B) X FR”
FA I T Amazon Amazon
Web Services X5 API ##1E#
R,

BXEFHAEE |, HS@Amazon

Trusted Advisor K &EZEZE H

=+

/Cho

HZEBIR B IEAR 2 F Trusted
Advisor A, BEM “BIZRAT%
IEFREY Amazon CloudWatc
h Bk PR 7 XK B R BIE
¥ 5. Amazon Trusted
Advisor

BT HWMFHKLE : Amazon
CloudTrail BB B4R K
/B A Amazon RDS &£ %14
BEXEZER , BZHEX
Amazon Trusted Advisor K &
HEo

B

2025%3A7H

2025%3H5H

20251 A 27 H

2024%12H23H

API hRZ 2025-03-05 446


https://docs.amazonaws.cn/awssupport/latest/user/access-aws-support-permissions.html
https://docs.amazonaws.cn/awssupport/latest/user/access-aws-support-permissions.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-metrics-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-metrics-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-metrics-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services X

RAriEmE

B T B HY Trusted Advisor

B T B HY Trusted Advisor

¥E¥# T AWSSuppor
tServiceRolePolicy

HY XA

B T B 3XHY Trusted Advisor

7winT Amazon Partner-Led
Support B Amazon £ & BUR
XY

B T KXY Trusted Advisor

¥E# 7 Auto Scaling A& R
EXEZEER , BSREX
Amazon Trusted Advisor &

HE.

BEE T IAM 5 [R 2 28 SN EB
HRKE, BXEZEER
ES R E L Amazon Trusted
Advisor & B &,

EmTARSHEXAERM
e, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

AHNT 1 5KF Trusted Advisor
xR, BXEZER ,F
2R E X Amazon Trusted
Advisor & B &,

WINT BXF Amazon E

E R XAYAWSPartne
rLedSupportReadOnl
yAccess . BEXEZEER ,
2% Amazon Partner-Led
Support BJAmazon & BE.

¥E#H 7T 3 5K Trusted Advisor
F. BXEZER , BZHE
@ Amazon Trusted Advisor &
BHE,

2024512H23H

2024512H23H

2024 £11 A 25 H

2024 £11 A 22 H

2024 £11 A 22 H

2024 11 A7H

API M7 2025-03-05 447


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/managed-policies-partner-led-support.html
https://docs.amazonaws.cn/awssupport/latest/user/managed-policies-partner-led-support.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services X

RAriEmE

B ¥ T Amazon Web Services
X3 RIS

BT AWSTruste
dAdvisorServiceRol

ePolicy HYSTHY

B T B 3XHY Trusted Advisor

¥ # 7 AWSSuppor
tServiceRolePolicy

HY 34

B T B 3XHY Trusted Advisor

£ Logging Plans API i
A Amazon CloudTrail 1T

EHARI T ZListSuppo
rtPlanModifiers I&/ERY

¥ B & Amazon Web Services

Rl

WINT #EY 1AM B
fEelasticloadbalanci
ng:Describelistene

rs Felasticlo
adbalancing:Descri
beRules , UMAFHZE
KE, BXEZER , 7S
FAmazon FEE KR . AWST
rustedAdvisorServiceRolePol

icy.

WINT 4 5K Trusted Advisor

ZE, BXEZEE B
SR E X Amazon Trusted
Advisor & H &,

BT HNERSHEXAEREM
Tk, EENZERSNT
R, BRESER , BS
[ Amazon FEE KR : AWSS
upportServiceRolePolicy.

ERE XETBT 11K
TELRE, EFNT 10RE
KREMN 1 MAERE. BXE
ZER , BZHEN Amazon
Trusted Advisor & B &,

2024 £ 11 A6 H

2024 £10 A 30 H

2024 £10 A 11 H

2024 10 A8 H

2024 10 A 2H

API hRZ 2025-03-05 448


https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services X

RAriEmE

B T “ Amazon Trusted
Advisor 25" &%

E# T Amazon Web Services
X3 RIS

B T B 3XHY Trusted Advisor

B T B 3XHY Trusted Advisor

B T B3 HY Trusted Advisor

E#H 7 “ Amazon Trusted
Advisor 25" 882 LA5| A “
Amazon fitel’, BEXEZ
%5 , 2 Eng Amazon
Trusted Advisor age A|7 (
®)o

AMTRATEEXFITNER
225 RAIF R A CloudTrai

| XX ¥, BXREZER , B
EEE Amazon Web Services
S TR IGEAR, it
HAmazonFE E R HE
Amazon Web Services x5 it
%I API 8 F§ Amazon CloudTrai

Il Amazon Web Services &

=

Trusted Advisor 8 A 23 H
BT OKIR, BXES
5 , BZHER Amazon
Trusted Advisor & B &,

E#H T 1 Trusted Advisor I
HHEEREHARMT 1M
¥T#Y Trusted Advisor Z£ 4
B, BXEZEE  BSHE
@ Amazon Trusted Advisor
BHE,

E#H T 6 Trusted Advisor I
ZERE, BXEZEER
ES R E L Amazon Trusted
Advisor & B &,

2024 59 A 16 B

2024 9 A9 H

2024 8 A 23 H

2024 8 A 22H

2024 8 A 20 H

API hRZ 2025-03-05 449


https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/managed-policies-aws-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services X

RAriEmE

B T B HY Trusted Advisor

B T AWSSuppor
tServiceRolePolicy

HY XA

B T B 3XHY Trusted Advisor

E#H T 2 %K Trusted Advisor
F. BXEZER , BZHE
@ Amazon Trusted Advisor
BHE,

EmTARSHEXAERME
e, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

E#H T 9 5K Trusted Advisor
F. BXELZER , BZHE
@ Amazon Trusted Advisor
BHE,

2024 8 A12H

2024 8 A5H

2024 7 H21H

API M7 2025-03-05 450


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services 1 AriEE

BEH 7T AWSTruste EEAFZERRINTH 2024 £6 A 11 H
dAdvisorServiceRol B IAM #{Eaccess-an
ePolicy HIX# alyzer:ListAnalyze

rs cloudwatch:ListMet
rics dax:Descr
ibeCluste

rs ec2:DescribeNatGat
eways ec2:Descr
ibeRouteT

ables ec2:Descr
ibeVpcEnd

points ec2:GetMa
nagedPrefixListEnt
ries elasticlo
adbalanci
ng:DescribeTargetH
ealth , iam:ListS
AMLProvid

ers . . + + » . » kafka:Des
cribeClus

terV2 network-f
irewall:ListFirewa
1l1s network-f
irewall:DescribeFi
rewall Flsqgs:GetQu
eueAttributes . Bk
EZEER , HZRAmazon
HE R . AWSTrustedAdv
isorServiceRolePolicy.

WINT AT AR XA #1187 https://docs.amaz 2024 £5 8 22 H
onaws.cn/awssupport/lates
t/user/aws-support-recomm
endations.htm! #9 3 #4,

API hRZ 2025-03-05 451


https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html

Amazon Web Services X

RAriEmE

ANI0 T BAT A B9 A

MIXRFMERT 54 Amazon

Trusted Advisor X &

EXRRRMT 1 I
Amazon Trusted Advisor &4
rn&E

MXHEPRERT 3 M BERE

BT RENREREH

E¥# 7 AWSSuppor
tServiceRolePolicy

HY A

B ¥ T Amazon Web Services
X RIS

#1187 https://docs.amaz
onaws.cn/awssupport/lates
t/user/aws-support-recomm
endations.htm! 893X #4,

BRT 5AMNUEHFAN
Amazon Trusted Advisor #&
B, BXEZEE  BSHE
@ Amazon Trusted Advisor

BEHE,

EXHERARMT 1 TN
Amazon Trusted Advisor &
+RE, BXESZEE B
2R E X Amazon Trusted
Advisor & B &,

MBERTIMEFAN 3NBER
B, BXEZEE  BSHE
2 Amazon Trusted Advisor #

BEHE,

WINT 1NN BRERE, &
MT1NMNBREN1INLER

B, BXEZEE  BSHE
@ Amazon Trusted Advisor

BEHE,

EmTARSHEXAERME
e, EENZIFRSHH
MR, BXEZEE , #HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

Amazon Web Services X
ITRITHEEMN EHT. BXEZ
EE , & Amazon Web
Services X it ¥l

2024 5 A 20 H

2024 5 A15H

2024 5 A 15 H

2024 54 A 25H

2024 3 A 29 H

2024 3 H22H

2024 3 A 11 H

API M7 2025-03-05 452


https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-recommendations.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-plans.html

Amazon Web Services X

RAriEmE

B T B HY Trusted Advisor

B T B HY Trusted Advisor

BEH T AWSTruste
dAdvisorServiceRol

ePolicy HYSTHY

¥E# 7 AWSSuppor
tServiceRolePolicy

HY XA

B T XY Trusted Advisor

B T Trusted Advisor

BT 1 ANBERE, BXE
ZfEE , BZHER Amazon
Trusted Advisor # & H &,

BT 1 ANBERE, BXE
ZEE , BZHER Amazon
Trusted Advisor # & H &,

EHAFMZEDR

T #EY 1AM £
fEcloudtrail:GetTrai
1 cloudtrail:ListTra
ils cloudtrai
1:GetEventSelector

s outposts:GetOutpos
t . . . outposts:
ListAssets
ListOutposts . BXEZ
E8 , H5®Amazon TEXR
B : AWSTrustedAdvisorServi

ceRolePolicy.

BT RRSHEXABRM
T, EERMZFRSHH
NR. BEXEZELR , ES
EAmazon £ E R E : AWSS
upportServiceRolePolicy.

BH T 1ABREREUER
RENER, BEXEZESR
%25 ® X Amazon Trusted
Advisor & B &,

EfT 1MLZeRE , UK
MAABRENEL. BXE
ZEE , BZHEXR Amazon
Trusted Advisor © & B &,

Foutposts:

2024 52 A 29 H

2024 1 A 31 H

2024 1 A 18 H

2024 1 A 17 B

2024 1 A8 H

2023 12 A 21 H

API M7 2025-03-05 453


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services X

RAriEmE

B T B HY Trusted Advisor

B T B HY Trusted Advisor

B 7 Eng Trusted Advisor
age I3

B3 7 Eng Trusted Advisor
age I3

B T B 3XHY Trusted Advisor

¥E¥# T AWSSuppor
tServiceRolePolicy

HY A

E# 7K Amazon IEE R

Trusted Advisor

BT 2MEZLREFN 2 I
MERE, BXEZER,
ES R E L Amazon Trusted
Advisor & B &,

BT 1MLZeRE, BXE
ZfEE , BZHER Amazon
Trusted Advisor # & H &,

E#H T E ng Trusted Advisor
age X1 , B T B FHRFE
HIEIN,

¥ # 7 Trusted Advisor Engage
X, NREEHHTTE
o

WIT 2 NN BERERN
1 PN ERE, EXES
B8 , BZHE X Amazon
Trusted Advisor & B &,

ETARSHEXAERM
W, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

E# TAWSTruste
dAdvisorPriorityFu
11Access MAWSTruste
dAdvisorPriorityRe
adOnlyAccess Amazon
REXMUATESFEHIDs, B
XEZER , BEREAT
Amazon Trusted AdvisorfyA
mazon & K.

202312 A 20 H

2023 12 A 15 H

202312 A 14 H

202312 A 11 H

2023 % 12 A7H

2023 12 A6 H

2023 12 A6 H

API hzZ 2025-03-05 454


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html

Amazon Web Services X

RAriEmE

B T B HY Trusted Advisor

B T B HY Trusted Advisor

BEH T AWSTruste
dAdvisorServiceRol

ePolicy HYSTHY

¥E# 7 AWSSuppor
tServiceRolePolicy

HY XA

B T B Trusted Advisor

B T B Trusted Advisor

FINT 3 NFHBERE,
EXESEL  BSAEX

Amazon Trusted Advisor &

HE.

A S% RDS AT 37 5k
FXE. BXESZEE B
SR E X Amazon Trusted
Advisor & B &,

EHAFXERARNT #H
B IAM #g{Eec2:Descr
s3:GetLif
ecycleConfiguratio

ibeRegions

n . ecs:DescribeTaskDe
finition fMecs:ListT

askDefinitions . Bx
EZEER | 5 Amazon

FEERBE | AWSTrustedAdv
isorServiceRolePolicy.

BT ARSHEXAGRMS
e, EERMZIFRSHHN
RR. BREZEE , FZ
FAmazon FEE K HE . AWSS
upportServiceRolePolicy.

WINT MRS 64 FKFT
Z Amazon Configo BXE
ZER , BZHE R Amazon
Trusted Advisor & A &,

WINT AN ERERE
Trusted Advisoro BXEZ{S
B | %M Amazon Trusted
Advisor B E H &,

202311 A 17 H

2023 % 11 A 15 H

2023 11 A9H

2023 F£10 A 27 H

2023 £10 A 26 H

2023 F£10 A 12 H

API hZ 2025-03-05 455


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services X

RAriEmE

BEH T AWSTruste
dAdvisorServiceRol

ePolicy HYSTHY

E# 7 AWSSuppor
tServiceRolePolicy

HY XA

B T B 3XHY Trusted Advisor

B T B XHY Trusted Advisor

E ¥ 7 Eng Trusted Advisor
age By A

5 IAM #4E route53re
solver:ListResolve
rEndpoints . routeb53re
solver:ListResolve
rEndpointIpAddress

es ., ec2:Descr
ibeSubnets . kafka:Lis
tClustersv2 #l
kafka:ListNodes ¥inZE
FMANIREEIRE, B
XEZEER |, S HAmazon
FEE R - AWSTrustedAdv
isorServiceRolePolicy.

BT ARSHEXABRHE
e, EEMZIFRSHE
BR, BXEZER , B
EAmazon £ E R B : AWSS
upportServiceRolePolicy.

WIT 1 RS EFIRE
Amazon Lambda, HXE %
8 , S ®Amazon Trusted
Advisor & E H &,

118 7 — U1 Lambda HI R 4E6E
IRE, BEXEZER , B
¥ Amazon Trusted Advisor ¥
ETEHE,

EH T Trusted Advisor
Engage X 14 , Bk T 8I& M
wmESENRE, AT
& IR S R HI SR RS Y TUE

Amazon Trusted Advisor,

2023 9 H 14 H

2023 £ 8 A 28 H

2023 £ 8 A 17 H

202348 A3 H

2023 7 H27H

API M7 2025-03-05 456


https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-managed-policies-for-trusted-advisor.html#security-iam-awsmanpol-AWSTrustedAdvisorServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/example-scps-for-aws-trusted-advisor.html

Amazon Web Services X

RAriEmE

B 7 AWSSuppor
tServiceRolePolicy

HY A

B T B HY Trusted Advisor

B T B 3XHY Trusted Advisor

B ¥ T Amazon Web Services
X RIS

¥E¥# 7 AWSSuppor
tServiceRolePolicy

HY A

EmTARSHEXAERME
e, EENZFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

118 T W Amazon MQ By
BEEBENRE, 7 Amazon
Elastic File System 7T —
N BERLEN -4
ERE, BXEZERE S
¥ Amazon Trusted Advisor ¥
ETXERE,

T8 T I NAT Fx i) B 45 RE
IRE, BXEZER , S

¥ Amazon Trusted Advisor ¥
BTXEHE,

w7 AT elEXFit e

B A FT PR A CloudTrail
X4, BXEZER , FS
EEE Amazon Web Services
¥ T RIEEEAR, X
HAmazonFE E XK HE

Amazon Web Services X it

X API A Amazon CloudTrai

Il Amazon Web Services &

B

EmTARSHEXAERME
e, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

20236 A 26 H

20236 A1H

2023 5 H 16 B

20235 H8H

2023 5H2H

API M7 2025-03-05 457


https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/managed-policies-aws-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy

Amazon Web Services X

RAriEmE

E# T “ Trusted Advisor 5
E” 0 “ Trusted Advisor {£ 5%
K Y

B T B 3XHY Trusted Advisor

71 Eng Trusted Advisor age %
Y XA

B T B 3XHY Trusted Advisor

¥E¥# 7 AWSSuppor
tServiceRolePolicy

HY A

B T “ Trusted Advisor &5

F “ Trusted Advisor £ 5% 4%
WEIRRSMY. BT eEBER
Trusted Advisor Engage /3
FiX$ Trusted Advisor Al S 3]
X PR &Y R4 1AM policy,

A Amazon Resilience Hub #
EHEERAIMTRINNE
BERE, BXEZER S
¥ Amazon Trusted Advisor ¥

EXEHE.

&R LAE A Eng Amazon
Trusted Advisor age , L& 7]
DBRMEE. BRMBIRAME
FHEHY , H5ER Amazon
Web Services I~ FRARR
EERHITHENHRITHEE ,
M7 2 F A EE Amazon
Web Services X it%l. &
XEZER , BERATRE
A Amazon Trusted Advisor
Engage,

#1187 B Amazon ECS B9
BEEIRE, BXRESZE

B , #Z&@Amazon Trusted
Advisor B E H &,

EmTARSHEXAERME
e, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

2023 4 A28 H

2023 4 A 27 H

2023 4 A6 H

2023 3 A 30 H

2023 3 A 16 H

API hRZ 2025-03-05 458


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-engage.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy

Amazon Web Services X

RAriEmE

A Trusted Advisor 1t 5 4% 7 hn

IS

B 7RI =B Amazon
Web Services X1

¥E¥# T AWSSuppor
tServiceRolePolicy

HY A

B ¥ T Amazon Web Services
> App BYSTHY

E# T P Trusted Advisor
riority 32 H| A& :

« AN ZREIREEL T
ZAEL R,

« BEFWMARNVEMRIER
ERHEIA, R, ZBRE
AT

BEXEZER |, 5 Trusted
Advisor IEER A To

AT .NET. Java Hl Kotlin
KBRH, XEREFBTRTW
{a] Amazon Web Services
¥ A Amazon HEFAE
# (SDK). BEXEZER |, &
&% Amazon Web Services
X ¥ AR R Amazon
SDKs.

EmTARSHEXAERM
e, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

& 0] LA FA O 1 SR A IR T SR 4R
Z=60 1D #1T#E % , 1£ Slack

PERLIRFRG. BXEZE
B, BS W7 Slack FEREE

R,

20232 A 16 B

20231 H16 B

20231 H10H

2022 12 A 29 H

API hRZ 2025-03-05 459


https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/search-case.html
https://docs.amazonaws.cn/awssupport/latest/user/search-case.html

Amazon Web Services X

RAriEmE

B ¥ T Amazon Web Services
> App BYSTHY

B T B 3XHY Trusted Advisor

B ¥ 7 Slack F Amazon Web
Services X N AR

B 7 B # Amazon Web
Services X#

7winT ¥ Slack A F
Amazon Web Services X N

ATEFH Amazon CloudForm
ation AR AY Y

YR T] LAE R Terraform A KL
AREFAZE®R. Amazon
Web Services X#F BXxEZE
2, iBSREA Terraform €l
i Amazon Web Services X
N AREFER.

WINT ZWHFHN B ERE
Amazon MemoryDB ElastiCac
he. Amazon . Amazon
CloudHSMEXEZER , &
2 Amazon Trusted Advisor

BREEXE A

IR AT LAR BA TR R 38
BB R <8

LT EL
C REARZHEFIREAESR
.

. BAEREL  EHRE
Slack BIE TSI X B =4I,

0T B Amazon Web
Services X% API ¥im R XX
M., BXEZEER , BSHExX
F Amazon Web Services X #
API,

&R LAEA CloudFormation
ARk A2 Slack BLE T
EZE | FSHE, Amazon
Web Services ¥~ Amazon
OrganizationsEXEZELR ,
ES R HLIE Amazon Web
Services X ¥ NAEFRIR
Amazon CloudFormation,

2022 12 A 22 H

2022 12 A 15 H

2022 12 A 14 H

2022 12 A 14 H

2022 % 12 A5H

API M7 2025-03-05 460


https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html#terraform-support-app
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html#terraform-support-app
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html#terraform-support-app
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/about-support-api.html#endpoint
https://docs.amazonaws.cn/awssupport/latest/user/about-support-api.html#endpoint
https://docs.amazonaws.cn/awssupport/latest/user/about-support-api.html#endpoint
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html
https://docs.amazonaws.cn/awssupport/latest/user/creating-resources-with-cloudformation.html

Amazon Web Services X

RAriEmE

B T B HY Trusted Advisor

£ R YRE Amazon Security
Hub &I HNT 3244 Trusted
Advisor

B T B3 Amazon Trusted

Advisor

B ¥ 7 Slack F Amazon Web
Services X N AR

B ¥ T Amazon Web Services
X3 RIS

B ¥ 7 Slack F Amazon Web
Services X N AR XY

NARMTHINFTNBRERE
Amazon Resilience Hub, &
KEZEER |, S Amazon
Trusted Advisor &3 % H

/CNo

&M Security Hub 1247 % I
B4 R & # Trusted Advisor B
RiMiBR, BEXEZER |, &
2 Amazon Trusted Advisor

BREEXE A

7 “ Trusted Advisor & R
mryx#, BXEZER B
2% Amazon Trusted Advisor

BREEXF A

BT HIBELZE XM, BXE
ZEE , SR Slack BiE
s SES

WINT BEHRER , AT
FEALFIFE Support itXl,

BXEZER , BESHNESE
Bxo

WINT supportapp MR
WX, BXEZER , HS
¥ Amazon Web Services X
NMAEFEREE Slack FIERY
MR,

2022 11 A 17 H

2022 11 A 17 H

2022 £11 A 16 H

2022 % 11 A 11 H

2022 % 11 A9 H

2022 % 11 A1H

API hRZ 2025-03-05 461


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/create-case-in-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html#troubleshooting-changing-support-plans
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html#troubleshooting-changing-support-plans
https://docs.amazonaws.cn/awssupport/latest/user/slack-authorization-permissions.html#permissions-to-connect-to-slack
https://docs.amazonaws.cn/awssupport/latest/user/slack-authorization-permissions.html#permissions-to-connect-to-slack
https://docs.amazonaws.cn/awssupport/latest/user/slack-authorization-permissions.html#permissions-to-connect-to-slack

Amazon Web Services X

RAriEmE

B ¥ 7 Slack F Amazon Web
Services X N AR XY

E# T AWSSuppor
tServiceRolePolicy

HY XA

B ¥ 7 Support Plans 3 #4

BT LAE A RegisterS
lackWorkspaceForOr
ganization APl #{ERNE
# Amazon Web Services Ik F°
JEM Slack TEX. EFAL
API , BBk 7 2470 2 Amazon
Organizations Ry 4 4R Y —
o, BEXEZER , BESH
Slack API F1EJAmazon Web
Services X ¥ App &,

BT RRSHEXABRM
T, EERNMZIFRSHH
NR. BEXEZER , BS
EAmazon £ E R E : AWSS
upportServiceRolePolicy.

Wi , B LAER Amazon
Identity and Access
Management (IAM) SR EE
R, LB RSN R FiT R
Amazon Web Services Ik,
BXEZER , BESHNUTE

o

- EIE Amazon Web Services
X EENHRXER

* AmazonAmazon Web
Services X EEHNRER
i

« B Amazon Web Services
x¥# itXl

- /8 B&E Amazon Web
Services X ¥ 1t Xl API @A

Amazon CloudTrail

2022 £ 10 A 19 H

2022 10 A4 H

2022 9 A 29 H

API M7 2025-03-05 462


https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/security-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/managed-policies-aws-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/managed-policies-aws-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/managed-policies-aws-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/changing-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/changing-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/logging-using-cloudtrail-support-plans.html

Amazon Web Services X

RAriEmE

B ¥ 7 Slack F Amazon Web
Services X N AR XY

B 7 B X Amazon Web
Services X#

B T B 3XHY Trusted Advisor

AT AEXMAEERT
Amazon Web Services X

B NARF A HEEFAAM
B, BXESER,
S| Configuring a Slack
channel ( Bt Slack &Ei& ) .

2022 9 H22H

T AEXEBNIZHERIR
2MHPFET, BXEZE
B, 5 &K Amazon Web
Services X1 RHINZ L2,

20229 A9H

7 Amazon RN T HNZ LK
L EC2, BXEZER , #S
¥ Amazon Trusted Advisor %
BTXEHE,

20229 A1H

API M7 2025-03-05 463


https://docs.amazonaws.cn/awssupport/latest/user/add-your-slack-channel.html
https://docs.amazonaws.cn/awssupport/latest/user/add-your-slack-channel.html
https://docs.amazonaws.cn/awssupport/latest/user/security-for-support-cases.html
https://docs.amazonaws.cn/awssupport/latest/user/security-for-support-cases.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html

Amazon Web Services X

RAriEmE

B ¥ 7 Slack F Amazon Web
Services X N AR XY

B 7 AWSSuppor
tServiceRolePolicy

HY A

HSAUTEM -

&) LAE B iZ Amazon Web
Services X ¥ MARFKE
BN XIERA , BRE MR
SHEET , HEEEZM Slack
BMEFEXZRFRERX, X
E%ZEER |, 5/ Slack F1Y
Amazon Web Services
App X4,

&AL Amazon Web
Services & KB tNE &
B IAM £ &L H 1% Amazon
Web Services X ¥ B AR,
BEXEZEL , 5K Slack
' Amazon Web Services X
¥ N AR Amazon Web
Services & KB,

% Amazon Web Services X #
N ARFHH APl SZ% %,
2 ® Amazon Web Services
¥ App APl &,

EmTARSHEXAERM
e, EENZIFRSHH
MR, BXEZEE , #HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

20228 A 24 H

20228 A 17 H

API hRZ 2025-03-05 464


https://docs.amazonaws.cn/awssupport/latest/user/aws-support-app-for-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-app-for-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-support-app-for-slack.html
https://docs.amazonaws.cn/awssupport/latest/user/support-app-managed-policies.html
https://docs.amazonaws.cn/awssupport/latest/user/support-app-managed-policies.html
https://docs.amazonaws.cn/awssupport/latest/user/support-app-managed-policies.html
https://docs.amazonaws.cn/awssupport/latest/user/support-app-managed-policies.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy

Amazon Web Services X

RAriEmE

A Trusted Advisor 1t 5 4% 7 hn

IS

B T B 3XHY Trusted Advisor

B T B3 HY Trusted Advisor

B 7 B4 Amazon Web
Services X#

Trusted Advisor {£ &8N T
AT ThREmy 245 -

- BREER

- BREVWHENZANER
B3, BB Al

- BT EBRECIELR
B

« Amazon Web Services &

KRB

BEXEZER |, FZ W Trusted
Advisor fEER A To

Trusted Advisor 2% & # i
‘BRI MEHEEH. BXE
ZEE , BZHE AT Amazon
Trusted Advisor,

EFRTREUEGEUTER :
« Alert Criteria ( I2EERAH )

« Recommended Action ( 2
WHERE )

- HApHR

« Report columns ( 3R&% )

EXEZEER , ESH
Amazon Trusted Advisor &
SE,

AT N AMAER SN TR
ESV]: IR g =

- EHMUEHN GRS
- BEHERR

20228 A 17 H

20227 H15H

2022 7HAT7H

20226 A28 H

API M7 2025-03-05 465


https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#preferences-trusted-advisor-console
https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#preferences-trusted-advisor-console
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.amazonaws.cn/awssupport/latest/user/monitoring-your-case.html#update-support-cases
https://docs.amazonaws.cn/awssupport/latest/user/troubleshooting-support-cases.html

Amazon Web Services X

RAriEmE

B 7 AWSSuppor
tServiceRolePolicy

HY A

B T B HY Trusted Advisor

B T B 3XHY Trusted Advisor

B 7 B X Amazon Web
Services X#

B T B 3XHY Trusted Advisor

E¥# 7 AWSSuppor
tServiceRolePolicy

HY A

BH T ARSHEXAGRMEK
B, BEENXFRS IR,
BEXEZER,
FEE R . AWSSupportSer
viceRolePolicy.

Trusted Advisor X# 3k B
Amazon Security Hub#y 1t
Amazon Eit & HEXK
T2 ERE. BXEZE
B, %M Amazon Trusted
Advisor B E H &,

NI T B o< a0 SR I8 N AR S5
RINEZER. BXEZE
B, BEHARS R,

Support F/OMEHI SR T &
PR ELEH. BEXES
EE K BSHUEXSEIEA
THREHE,

®i7T&EATF Amazon EBS
F Amazon Lambdafy 45
rE, BXEZER , S
F%EFE A Amazon Compute
Optimizer A0 Trusted
Advisor X &,

EmTARSHEXAERME
e, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

HZFEAmazon

20226 A 23 H

20226 A23 H

20226 A21H

20225 H 18 H

2022 5 H4H

2022 4 A 27 H

API M7 2025-03-05 466


https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/service-limits.html
https://docs.amazonaws.cn/awssupport/latest/user/case-management.html
https://docs.amazonaws.cn/awssupport/latest/user/case-management.html
https://docs.amazonaws.cn/awssupport/latest/user/compute-optimizer-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/compute-optimizer-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/compute-optimizer-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy

Amazon Web Services X

RAriEmE

E# T BxEMBEAY IR B
KER X

B T B HY Trusted Advisor

¥E¥# T AWSSuppor
tServiceRolePolicy

HY XA

F Trusted Advisor 4 5 4% 75 0N
T XY

E# 7T BXMEA Amazon
EventBridge B934 Trusted
Advisor

B XA Amazon EventBridge
532 Amazon Web Services X

e LB

W BN B3 R IERIF.
EXEZER , BHSHEENR
Amazon Trusted Advisor ® &

HE.

AEEK B HY Amazon Direct
Connect REEE#H. BXE
ZEE , BZHEER Amazon
Trusted Advisor & B &,

EmTARSHEXAERM
e, EENZIFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

&R LAE R Pri Trusted
Advisor ority EERAREFZ
B (TAM) =R ALH IR K7
SN ENIIR, BXEZE
£ , &S W Trusted Advisor {k

TR o

& A LAB12 EventBridge N
SR 2 Trusted Advisor X Z
WEl,. BXEZER , FS
% f5E F 5 #% Amazon Trusted
Advisor &4 £ EventBrid

geo

& A LA 612 EventBridge MM
REZENMEREXENZFR
BlIKVEH, BXEZER , F
SR A% Amazon Web

Services X ¥ 25l EventBrid

geo

2022 4 A25H

2022 3 A 29H

2022 3 A 14 H

20222 A28 H

2022 2H21H

2022 2H21H

API M7 2025-03-05 467


https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-priority.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/event-bridge-support.html
https://docs.amazonaws.cn/awssupport/latest/user/event-bridge-support.html
https://docs.amazonaws.cn/awssupport/latest/user/event-bridge-support.html

Amazon Web Services X

RAriEmE

B 7 AWSSuppor
tServiceRolePolicy

HY A

il T SRR XA Amazon
Security Hub

SEE 1P

B T B 3XHY Trusted Advisor

E# 7 & Trusted Advisor EX

2

EmTARSHEXAERME
e, EENZFRSHH
MR, BXEZEE , HS
FAmazon FEE R HE . AWSS
upportServiceRolePolicy.

£ Trusted Advisor &l &/ |
BIMETJLAEFEN Amazon
EMZeRETKRREIRE—
843 B9 Security Hub #4893
BER, BXEZER S
¥ 7 Amazon Security Hub 12
#| Amazon Trusted Advisor &

hEEERN

WMREA E nterprise On-Ramp

Support TtXl , WAL E]
FfE Trusted Advisor X Z
Amazon Web Services X
API,

M X R A FF Amazon
OpenSearch Service
Reserved Instance Optimizat
ion EE#H. BEXEZEER
S P E ® Amazon Trusted
Advisor & B &

FFFAE Trusted Advisor K&
AMTSEEXH, BRESZE
B , 2 Amazon Trusted
Advisor R EZSZE,

20222 A 17 H

20221 H18H

202111 A 24 H

2021 9 A8 H

2021 9 A1H

API hRZ 2025-03-05 468


https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSSupportServiceRolePolicy
https://docs.amazonaws.cn/awssupport/latest/user/security-hub-controls-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/security-hub-controls-with-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/security-hub-controls-with-trusted-advisor.html
https://www.amazonaws.cn/premiumsupport/plans/enterprise-onramp
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor-check-reference.html

Amazon Web Services X

RAriEmE

B T Trusted Advisor IEE %R

P B 34

B T B HY Trusted Advisor

B ¥ 7 812 Amazon Web
Services X RHIHY XY

B T B 3XHY Trusted Advisor

SEE 1P

E#H T Trusted Advisor 3£& 2021 £ 8 A 10 H
KN, BXESER,

&2 % Amazon Web Services

> FHYAmazon FEE R

Amazon Trusted Advisor,

E#H T Trusted Advisor 32l 20217 A 16 B
BN, BXESER,

#2218 A1 Amazon Trusted

Advisor,

W TEXOANKARAN 202156 58 B
52 | D AR 3 X R A9 32

M, EXESEL  BEAE

ST FF B3 10 ) 52 6170 B 248

KRB,

Trusted Advisor I &b 2021 £ 6 A 8 H
Elastic Block Store (Amazon

EBS) B &R T MK X

F. BXEZER , BZHE

@ Amazon Trusted Advisor

EHMTUTER : 2021 5 H12H
- EHTRER, FE SR

Amazon CloudWatch
LAY #2 Amazon Trusted
Advisor 38R EFARRIT
WEAS

» AT Amazon Web
Services 5 AP #2 #Y R

S HEE

API M7 2025-03-05 469


https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html
https://docs.amazonaws.cn/awssupport/latest/user/security-iam-awsmanpol.html
https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor.html
https://docs.amazonaws.cn/awssupport/latest/user/monitoring-your-case.html#reopen-close-cases
https://docs.amazonaws.cn/awssupport/latest/user/monitoring-your-case.html#reopen-close-cases
https://docs.amazonaws.cn/awssupport/latest/user/monitoring-your-case.html#permanently-closed-cases
https://docs.amazonaws.cn/awssupport/latest/user/monitoring-your-case.html#permanently-closed-cases
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-metrics-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-metrics-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-metrics-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/cloudwatch-metrics-ta.html
https://docs.amazonaws.cn/awssupport/latest/user/Case_Life_Cycle.html#aws-support-trusted-advisor-api-quotas
https://docs.amazonaws.cn/awssupport/latest/user/Case_Life_Cycle.html#aws-support-trusted-advisor-api-quotas
https://docs.amazonaws.cn/awssupport/latest/user/Case_Life_Cycle.html#aws-support-trusted-advisor-api-quotas

Amazon Web Services X

RAriEmE

FHAER

EX
EH T X Trusted

Advisor

E#H T HX Amazon
B R SR

whn7 X Z Amazon
Lambda

BT Amazon
Elastic Block Store HJ
R R &R E

E¥ T CloudTrail H
BT Y

B T B3 Trusted

Advisor

E# T Trusted
Advisor i & 314

®h07 X Amazon
CloudTrail B &2

iR

WinT ATHE, RIFHANTRLELS R,
BXREFAER  FSHANUTEY :

- FREHRE

- RIFRESR

- TERESR

I T BXAWSSupportServiceR
olePolicy Amazon HERKHEELS.,
BEXEZER , F5H BRSHEXACHT
Amazon Web Services X,

FE AN T I Amazon Trusted Advisor X
Lambda W&, ¥EXHE Amazon Trusted
Advisor

BT PEIT D% EBS B9 5K Amazon
Trusted Advisor X £, B H&E Amazon
Trusted Advisor

CloudTrail X#F1£ ¥ X Amazon Web Services
XF itXIetiEREF ERE, BEXEZER
EZS P i2%3 Amazon Web Services X E
ENEXR

BT FBER Trusted Advisor i £,

WhNT BxEHEM Amazon RS H{EH Trusted

Advisor & & By EHEERER 57 o

CloudTrail X3Fi23% Trusted Advisor &l &
BIENFE, BXEZELR , BSH FHICH

B

2021 3 A 16 H

2021 3 A 16 H

2021 3 A8 H

20213 H5H

20212 H9H

20211 H29H

202012 A4 H

2020 11 A 23 H

FHEH

API fR7 2025-03-05 470



Amazon Web Services X

RAriEmE

B

# Amazon Trusted
Advisor X%
EBMTEREBEER
b1 | WO = - R v
X

f£H Amazon

CloudTraill EEZE#H T
/U\-LEI%

#1401 T Amazon Web
Services X ¥ Hi i

FEALME Amazon
Trusted Advisor

Z 4 Amazon Web
Services X

Z 4 F Amazon Web
Services X

A Trusted Advisor
Web RS

iR
Amazon Trusted Advisor 32l &% 4#% Amazon
CloudTrail,

£ EF Amazon Trusted Advisor T E 3
M E R E X B & Amazon Trusted Advisoro

IE , B LA RNALRENE Trusted Advisor X
Eﬁu@?ﬁﬂ: ( OUs ) o E*E%E/L‘A - ﬁ? |§]
RIZRA NI EIRE

9 Trusted Advisor APl #&4ERINT REIA E
H. 2% Amazon Trusted Advisor CloudTrail

/LJ\EFE’J1I=| /CN O

#Hn T B>x Amazon Web Services X #FHI 24
BB MR HHE S 15Z % Amazon Web
Services —fix&#& HH Amazon Web Services
< #r i SR

WM7E , BA LR E TFTKF M Trusted Advisor X
Z0|##H & Amazon Organizations, EZH 1Y
A0 E Amazon Trusted Advisor,

F$ T BX<EH Amazon Web Services X1 F
Trusted AdvisorBI I Z 2T EETMMNER., S
5] Z4 M Amazon Web Services %1%

I T BXEH Amazon Web Services 3z %0
NLZLEEETMNEER,

WY EFRVILER | LAM{EEIREN Trusted
Advisor X Z%I|&K 3 Rl# Trusted Advisor £,

B

2020 £11 A 18 A

2020 £ 11 A 17 H

2020 £10 A 22 H

2020 8 A4 H

20207 R 17 B

20205 A5 H

2020 1 A 10 H

2018 11 A1 H

FERARSHEXAE BT EFHEIHD 2018 £7 A 11 H
Al BEHEE #1507 Route 53 1 Amazon Certificate 20179 A1 H
Managerky Rl B HEE 4 2.
BHEEH API fR4s 2025-03-05 471


https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html

Amazon Web Services %1%

RAriEmE

BEX

ROEETRH : 0l
=5

£/ CloudWatch
EH4SE Trusted
Advisor R ELER

=pIEE

f£ Aid %% Amazon
Web Services X &
i& Amazon CloudTrail

Al : B HEE
Al BEHEE

Al REIER

% Amazon Web
Services X#F EHH
S A ITRE

IEFE /518 Amazon
Web Services %%

FraeER
HIRK *n

iR

NPT ERZFIUTKWAS AT /X CC
HER

BT #HED .

BH T RETEEEFERH BN

BT #ED

BT EZ R BB,
Wi T EZRBGEE

EEH , LU Amazon Web Services
Management Console P kY iR S5 B %o

WINT /XM API tENEE  BIXERET
H RPN HERREHIA LR E R
PIBERE R

MER T B EZIFBRR AN TR AN,

BT AITEN,

¥ Amazon Web Services X#& RS2 45%,

B

20178 A1H

2016 £ 11 A 18 H

2016 £10 A 27 A

2016 £4 A 21 H

2015 5 A 19 H
2014 511 A 18 H

2014 £10 A 30 H

20147 A 16 H

2014 5 H 28 H

2013 12 A 13 H

20134 4 A 30 H

FHEH

API fR7 2025-03-05 472



Amazon Web Services 1 AriEE

Amazon 1AL &

BXE# Amazon RiE |, 55 (Amazon Web Services L& SE&%¥) BRI AmMazon AL FE,

API hRZ 2025-03-05 473


https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html

Amazon Web Services 1 AriEE

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

API JRZAR 2025-03-05 cdixxiv



	Amazon Web Services 支持
	Table of Contents
	入门 Amazon Web Services 支持
	创建支持案例和案例管理
	创建支持案例
	描述您的问题
	选择严重性
	响应时间

	示例：创建账户和账单支持工单
	故障排除
	我想为我的案例重新打开实时聊天
	我无法连接到实时聊天


	创建增加服务限额
	更新、解决和重新打开您的案例
	更新现有的支持案例
	解决支持案例
	重新打开已解决的案例
	创建相关案例
	案例历史记录

	Amazon Web Services 支持 与 Amazon SDK 一起使用

	关于 Amazon Web Services 支持 API
	支持案例管理
	Amazon Trusted Advisor
	了解如何查看、监控和管理 SageMaker 端点。
	Support in Amazon SDKs

	Amazon Web Services 支持 计划
	Amazon Web Services 支持 计划的特点
	更改 Amazon Web Services 支持 计划
	相关信息


	Amazon Trusted Advisor
	开始使用 Trusted Advisor 建议
	登录到控制 Trusted Advisor 台
	查看检查类别
	查看特定检查
	筛选您的检查
	相关信息

	刷新检查结果
	下载检查结果
	组织视图
	Preferences（首选项）
	设置通知首选项
	设置组织视图
	禁用 Trusted Advisor
	相关信息


	开始使用 Trusted Advisor API
	用 Trusted Advisor 作 Web 服务
	获取可用支 Trusted Advisor 票清单
	刷新可用支 Trusted Advisor 票列表
	轮询 Trusted Advisor 检查状态是否有变化
	索取 Trusted Advisor 检查结果
	显示 Trusted Advisor 支票的详细信息

	的组织视图 Amazon Trusted Advisor
	先决条件
	启用组织视图
	刷新 Trusted Advisor 支票
	创建组织视图报告
	查看报告摘要
	下载组织视图报告
	禁用组织视图
	使用 IAM 策略允许访问组织视图
	使用其他 Amazon 服务查看 Trusted Advisor 报告
	先决条件
	将报告上载到 Amazon S3
	使用 Amazon CloudFormation创建资源
	查询 Amazon Athena 中的数据
	在 Amazon 中创建控制面板 QuickSight
	故障排除
	我没有在我的报告中看到最新数据
	我的报告中有重复的列
	查找重复的列
	上载新报告




	查看由 Amazon Trusted Advisor ... 提供支持的支票 Amazon Config
	故障排除
	我刚刚启用了录制和管理规则 Amazon Config，但我没有看到相应的 Trusted Advisor 检查。
	我两次部署了同一个 Amazon Config 托管规则，我会看到什么 Trusted Advisor？
	我关闭了 Amazon Config 在某个 Amazon 地区录制的功能。我会在里面看到 Trusted Advisor什么？


	在中查看 Amazon Security Hub 控件 Amazon Trusted Advisor
	先决条件
	关于 Amazon Organizations 账户

	查看 Security Hub 检查结果
	刷新 Security Hub 检查结果
	禁用 Security Hub Trusted Advisor
	为 Amazon Organizations 账户禁用此功能

	故障排除
	我在 Trusted Advisor 控制台中看不到 Security Hub 的调查结果
	我正确配置了 Security Hub 和 Amazon Config ，但仍没有看到结果
	我想禁用特定的 Security Hub 控件
	我想查找已被排除的 Security Hub 资源
	我想为属于某个 Amazon 组织的成员账户启用或禁用此功能
	在 Securit Amazon Web Services 区域 y Hub 检查中，我看到同一个受影响的资源有多个
	我关闭了 Security Hub 或者 Amazon Config 在某个地区关闭了
	我的控件已存档在 Security Hub 中，但我仍然可以在 Security Hub 中看到调查结果 Trusted Advisor
	我仍然无法查看我的 Security Hub 检查结果


	选择使用 Amazon Compute Optimizer 支 Trusted Advisor 票
	相关信息

	开始使用 P Amazon Trusted Advisor riority
	先决条件
	启用 Trusted Advisor 优先级
	查看优先建议
	确认建议
	忽略建议
	解决建议
	重新打开建议
	下载建议详细信息
	注册委派管理员
	注销委派管理员
	管理 Trusted Advisor 优先级通知
	禁用 Trusted Advisor 优先级

	开始使用 Eng Amazon Trusted Advisor age（预览版）
	先决条件
	查看参与控制面板
	查看参与类型目录
	请求参与
	编辑参与
	提交附件和注释
	更改参与状态
	区分推荐和请求的参与
	搜索参与

	Amazon Trusted Advisor 查看参考资料
	成本优化
	微软 EC2 SQL Server 的亚马逊实例配置过剩
	亚马逊 EC2 实例已停止
	Amazon S3 未完成分段上传中止配置
	闲置的负载均衡器
	不活跃 Amazon Network Firewall
	VPC 接口终端节点处于非活动状态
	非活动网关 Load Balancer 端点
	处于非活动状态的 NA
	未关联的弹性 IP 地址

	性能
	Amazon Aurora 数据库集群的读取工作负载配置不足
	Amazon EBS 预置 IOPS (SSD) 卷附件配置
	Amazon RDS 实例的系统容量配置不足
	CPU 利用率高 Amazon EC2 实例

	安全性
	带有 Ubuntu LTS 的亚马逊 EC2实例已终止标准支持
	Amazon EFS 客户端未使用 data-in-transit加密
	Amazon Route 53 不匹配直接指向 S3 存储桶的 CNAME 记录
	Amazon S3 存储桶权限
	Application Load Balancer 目标组加密协议
	ELB 侦听器安全
	Classic Load Balancer 安全组
	IAM 密码政策
	IAM SAML 2.0 身份提供商
	root 用户访问密钥
	安全组 – 不受限制的特定端口
	安全组 – 不受限制的访问

	容错能力
	亚马逊 DocumentDB 单可用区集群
	Amazon EBS 快照
	Amazon ECS Amazon日志驱动程序处于屏蔽模式
	Amazon ElastiCache 多可用区集群
	Amazon MemoryDB 多可用区集群
	亚马逊 MSK 集群多可用区
	Amazon RDS 备份
	Amazon S3 存储桶日志记录
	Auto Scaling 组运行状况检查
	Auto Scaling 组资源
	Amazon Direct Connect 位置弹性
	Amazon Outposts 单机架部署
	CLB Connection Draining
	ELB 目标不平衡
	负载均衡器优化
	Network Fireall 多可用区

	服务限制
	DynamoDB 读取容量
	DynamoDB 写入容量
	EBS 活动快照
	EBS 通用型 SSD (gp2) 卷存储
	EBS 通用型 SSD (gp3) 卷存储
	EBS 磁介质（标准）卷存储
	EBS 预配置 IOPS 固态硬盘 (io1) 卷聚合 IOPS
	EBS 预置 IOPS SSD (io1) 卷存储
	EC2 预留实例租约
	EC2-VPC 弹性 IP 地址
	ELB 经典负载均衡器
	VPC
	VPC 互联网网关


	更改日志 Amazon Trusted Advisor
	已弃用的支票 Amazon Security Hub
	新检查：未启用 Amazon RDS 连续备份
	新检查： Amazon CloudTrail 管理事件记录
	更新了 Auto Scaling 组资源检查
	更新了 IAM 访问分析器外部访问检查
	添加了 1 张新支票
	更新了 3 张支票
	添加了 4 张支票
	更新了 3 张支票
	添加了 9 张新支票
	更新了 1 项安全检查并增加了 1 项安全检查
	更新了 6 项安全检查
	更新了 1 个容错检查
	更新了 9 张支票
	移除了 5 个支票并添加了 1 个支票
	删除了容错检查
	新的容错能力检查
	更新了容错和安全检查
	新的容错能力检查
	更新了容错检查
	更新了安全检查
	新的安全和性能检查
	新的安全检查
	新的容错和成本优化检查
	Trusted Advisor 检查删除
	与集 Trusted Advisor 成的更新 Amazon Security Hub
	更新到控制 Trusted Advisor 台
	已将 Security Hub 检查添加到 Trusted Advisor
	添加了来自的支票 Amazon Compute Optimizer
	更新了对 Amazon Direct Connect的检查
	更新了 Amazon OpenSearch 服务的支票名称
	增加了 Amazon Elastic Block Store 卷存储的检查
	添加了支票 Amazon Lambda
	Trusted Advisor 检查删除
	更新了 Amazon Elastic Block Store 的检查
	Trusted Advisor 检查删除
	Trusted Advisor 检查删除


	安全性 Amazon Web Services 支持
	中的数据保护 Amazon Web Services 支持
	为您的手机 Amazon Web Services 支持 壳提供安全保障
	的身份和访问管理 Amazon Web Services 支持
	受众
	使用身份进行身份验证
	Amazon 账户 root 用户
	IAM 用户和群组
	IAM 角色

	使用策略管理访问
	基于身份的策略
	其他策略类型
	多个策略类型

	如何 Amazon Web Services 支持 与 IAM 配合使用
	Amazon Web Services 支持 基于身份的策略
	操作
	示例

	Amazon Web Services 支持 IAM 角色
	将临时凭证与 Amazon Web Services 支持
	服务相关角色
	服务角色


	Amazon Web Services 支持 基于身份的策略示例
	策略最佳实践
	使用 Amazon Web Services 支持 控制台
	允许用户查看他们自己的权限

	使用服务相关角色
	将服务相关角色用于 Amazon Web Services 支持
	Amazon Web Services 支持的服务相关角色权限
	为创建服务相关角色 Amazon Web Services 支持
	编辑和删除的服务相关角色 Amazon Web Services 支持

	将服务相关角色用于 Trusted Advisor
	Trusted Advisor的服务相关角色权限
	管理服务相关角色的权限
	为 Trusted Advisor创建服务相关角色
	为 Trusted Advisor编辑服务相关角色
	删除 Trusted Advisor的服务相关角色


	Amazon 的托管策略 Amazon Web Services 支持
	Amazon 的托管策略 Amazon Web Services 支持
	Amazon 托管策略：AWSSupportServiceRolePolicy
	Amazon Web Services 支持Amazon 托管策略的更新
	的权限变更 AWSSupportServiceRolePolicy

	Amazon Web Services 的托管策略 Amazon Trusted Advisor
	Amazon 托管策略：AWSTrustedAdvisorPriorityFullAccess
	Amazon 托管策略：AWSTrustedAdvisorPriorityReadOnlyAccess
	Amazon 托管策略：AWSTrustedAdvisorServiceRolePolicy
	Amazon 托管策略：AWSTrustedAdvisorReportingServiceRolePolicy
	对 Amazon 托管式策略的Trusted Advisor 更新

	AmazonAmazon Web Services 支持 套餐的托管策略
	Amazon 托管策略：AWSSupportPlansFullAccess
	Amazon 托管策略：AWSSupportPlansReadOnlyAccess
	Amazon Web Services 支持 计划对 Amazon 托管策略进行更新

	AmazonAmazon Partner-Led Support 的管理策略
	Amazon 托管策略： AWSPartnerLedSupportReadOnlyAccess
	Amazon Partner-Led Support 更新了托管 Amazon 政策


	管理对 Cent Amazon Web Services 支持 er 的访问权限
	Amazon 账户
	Amazon 支持行动
	IAM
	访问权限 Amazon Trusted Advisor

	管理对 Amazon Web Services 支持 套餐的访问权限
	Support Plans 控制台的权限
	Support Plans 操作
	Support Plans 的示例 IAM policy
	对 Support Plans 的完全访问
	对 Support Plans 的只读访问
	拒绝对 Support Plans 的访问

	故障排除
	尝试查看或更改支持计划时，Support 计划控制台显示缺少 GetSupportPlan 权限
	相关信息

	具有正确的 Support 计划权限，但仍然显示相同的错误信息
	相关信息



	管理对的访问权限 Amazon Trusted Advisor
	Trusted Advisor 控制台的权限
	Trusted Advisor 行动
	Trusted Advisor 用于组织视图的操作
	Trusted Advisor 优先行动
	Trusted Advisor 参与行动

	IAM 策略示例
	完全访问权限 Trusted Advisor
	对 Trusted Advisor的只读访问权限
	拒绝访问 Trusted Advisor
	允许和拒绝特定操作
	控制对 Amazon Web Services 支持 API 操作的访问权限 Trusted Advisor
	Trusted Advisor Priority 的 IAM policy 示例
	Trusted Advisor Engage 的 IAM policy 示例

	另请参阅

	Amazon Trusted Advisor的示例服务控制策略
	先决条件
	示例服务控制策略

	对 Amazon Web Services 支持 身份和访问进行故障排除
	我无权执行 iam：PassRole
	我想要查看我的访问密钥
	我是一名管理员，想允许其他人访问 Amazon Web Services 支持
	我想允许 Amazon 账户之外的人访问我的 Amazon Web Services 支持 资源


	事件响应
	登录 Amazon Web Services 支持 和监控 Amazon Trusted Advisor
	合规性验证 Amazon Web Services 支持
	韧性在 Amazon Web Services 支持
	中的基础设施安全 Amazon Web Services 支持
	中的配置和漏洞分析 Amazon Web Services 支持

	使用的代码示 Amazon Web Services 支持 例 Amazon SDKs
	你好 Amazon Web Services 支持
	使用的基本示 Amazon Web Services 支持 例 Amazon SDKs
	你好 Amazon Web Services 支持
	学习 Amazon Web Services 支持 使用 Amazon SDK 的基础知识
	Amazon Web Services 支持 使用的操作 Amazon SDKs
	AddAttachmentsToSet与 Amazon SDK 或 CLI 配合使用
	AddCommunicationToCase与 Amazon SDK 或 CLI 配合使用
	CreateCase与 Amazon SDK 或 CLI 配合使用
	DescribeAttachment与 Amazon SDK 或 CLI 配合使用
	DescribeCases与 Amazon SDK 或 CLI 配合使用
	DescribeCommunications与 Amazon SDK 或 CLI 配合使用
	DescribeServices与 Amazon SDK 或 CLI 配合使用
	DescribeSeverityLevels与 Amazon SDK 或 CLI 配合使用
	将 DescribeTrustedAdvisorCheckRefreshStatuses 与 CLI 配合使用
	将 DescribeTrustedAdvisorCheckResult 与 CLI 配合使用
	将 DescribeTrustedAdvisorCheckSummaries 与 CLI 配合使用
	将 DescribeTrustedAdvisorChecks 与 CLI 配合使用
	将 RefreshTrustedAdvisorCheck 与 CLI 配合使用
	ResolveCase与 Amazon SDK 或 CLI 配合使用



	监控和记录 Amazon Web Services 支持
	通过 Amazon 监控 Amazon Web Services 支持 案例 EventBridge
	为 Amazon Web Services 支持 案例创建 EventBridge规则
	示例 Amazon Web Services 支持 事件
	另请参阅

	使用记录 Amazon Web Services 支持 API 调用 Amazon CloudTrail
	Amazon Web Services 支持 信息在 CloudTrail
	Amazon Trusted Advisor CloudTrail日志中的信息
	了解 Amazon Web Services 支持 日志文件条目

	在 Slack API 调用中使用登录 Amazon Web Services 支持 应用程序 Amazon CloudTrail
	Amazon Web Services 支持 中的应用程序信息 CloudTrail
	了解 Amazon Web Services 支持 应用程序日志文件条目


	监控和记录 Amazon Web Services 支持 计划
	日志 Amazon Web Services 支持 计划 API 调用 Amazon CloudTrail
	Amazon Web Services 支持 计划信息在 CloudTrail
	了解 Amazon Web Services 支持 计划日志文件条目
	记录对 Amazon Web Services 支持 套餐的更改


	监控和记录 Amazon Trusted Advisor
	使用 Amazon 监控 Amazon Trusted Advisor 检查结果 EventBridge
	创建 Amazon CloudWatch 警报以监控 Amazon Trusted Advisor 指标
	先决条件
	CloudWatch 的指标 Trusted Advisor
	查看 Trusted Advisor 指标（控制台）
	查看 Trusted Advisor 指标 (CLI)

	Trusted Advisor 指标和维度
	Trusted Advisor 检查级别指标
	Trusted Advisor 服务配额级别指标
	检查级别指标的维度
	服务配额指标的维度


	使用记录 Amazon Trusted Advisor 控制台操作 Amazon CloudTrail
	Trusted Advisor 信息在 CloudTrail
	示例： Trusted Advisor 日志文件条目


	资源问题排查
	特定于服务的问题排查

	文档历史记录
	早期更新

	Amazon 词汇表
	

