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XENRENTEIA Amazon Web Services X R FEH#M % , TR Z,

BA LB T ARIRE Al 1858 B S EHERRAR -
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I 2 : pIREASEAENRN B E KR, XM ENGRST ESHERGER , BEFNH e
FEFHEH.

1: £ Amazon BRI ( HE )

MR E S w1 S R0 AWSSupportlfiI'ﬂ"qiE'ﬁH% MEEHMNR, B2 , ELEFEA Support C enter
Console AP| @ EMIhEE , BAITE 2026 F 6 A 1 EIZHIJHS'Z%':F/L\E“:%J’S? ER I E IR 1AM
KBS (MBREBERE ). Ak, %E%ﬁ Amazon Web Services X # £ E KRB LB S support-
console: *#&E, BXEZEE , BN MR OEFE AP BRIERI IAM K,

EW 2 : RIEZEBAREAFERRN B E LK

BRI BB AT LS ENRE , MAXERABEERMF. ATEXFED. ROIGIEMRFEEFTFRIN
PR :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCaseAttributes",
"support:DescribeCases",
"support:DescribeCommunication",
"support:DescribeCommunications",
"support:DescribeCreateCaseOptions",
"support:DescribelIssueTypes",
"support:DescribeServices",
"support:DescribeSeveritylLevels",
"support:DescribeSupportedLanguages"”,
"support:DescribeSupportLevel",
"support:GetInteraction",
"support:InitiateCallForCase",
"support:ListInteractionEntries",
"support:ListInteractions",
"support:InitiateChatForCase",
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"support:PutCaseAttributes",
"support:ResolveCase",
"support:Resolvelnteraction",
"support:SearchForCases",
"support:StartInteraction",
"support:UpdateInteraction",
"support-console:GetAccountState",
"support-console:GetAccountGovCloudEnabled",
"support-console:GetCaseDraft",
"support-console:CreateCaseDraft",
"support-console:DeleteCaseDraft",
"support-console:GetBanner",
"support-console:DescribeDynamicHelp",
"support-console:CreateContact",

1,
"Resource": "*"
}
1
}
@ Note
BT ThBERY Amazon Web Services X3 7i7fﬁ FHEBENRBEERE4Y, X
Support Center %5 API BEMNEZER , BRI EFPOESIE AP RIER IAM
B, HXE Amazon Web Services 1 API T%VEE’JE%EM , FZHEEX Cent Amazon
Web Services X er B 150X R
g Amazon Q FrER R

E# /A Support Center ##) Amazon Q X ES AR , IAM BB EEIREUT Amazon Q FF R E#RE
YRR -

 q:StartConversation: 5 Amazon Q. FFIRFTHIFT &

 g:SendMessage: EXNERRKEHEE,

* q:GetConversation: ®EXEFE., HRIEHEFZEHRITHIRE,

« q:ListConversations : ZH AT AKX E, 1HE#EHES M Support Center 54 FE BT LR E,
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7. fFERBEHINEIEE S\ Support Center B9 IAM A, BAESR A,

WMERBEE A AWSSupport ccess IEE R4 , BRI TEEN KB ESRERE —EH L,
RIEZ D)

SEEFHREFHETNS R Amazon Web Services X#F, BEAFERBRESHREE , AEEH
AL BB KEHRREBES EFINEE ., ZNNRESTRESERTERNE, BEBRAFRNED
BREZ K METELNBRXEFRM, MEEE  XEFFH ALY FRAB | Al LERN AKX ITRERMBEIR
A28 S B RGIH Bt

Amazon Web Services X #F BF) 5EXBFRHFIVAR2AET , ZFRHIEEE Cloud Support 2T

WED, BRLUERRECINIFENBHERZIITRA., ZXERARE T NKVNXSFEDHTR
WATEERER , HOBATEREEMNEMNAE , SIFE) Cloud Support T2 IF i REH R, FA
T Eaeige B HEHEER S Amazon Cloud Support Engineers Y& BHARLE S |, 5 AT REEE R b fif )R [F) B H

G FHLETE,

@ EE

« £ Support Center Console TREBHY & 1R P IEF “EA AR , AIREREENRGIEES
Z. BXEZER , TR R404E%  tIEXIBROINRHIEE,
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3. EBNAZEBATAMN “KiE” BiR,.

4. Amazon Web Services X3 £ KN Al WS B PEFERRT] 2 AT R E B LA KR BV 45E Amazon R
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KWBIE  RARERER, MREETHERTEHRAMERNES , MRS LSER | S lE
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MR HRFTNZFEIN SN, BABXEREE
=
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Ro
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4, EMXNBREE , AR TRA TR THRERBNEAHEMER,

3. (A ) EFRHEANSCHF SR RGIRIMEMMNER XM, Al IR ASRFFER. S&Z A LM M=
M. BMXHFEAAN 5 MB.

4. NTRPIRE | FERBUTRIZ— :
« KPR

BEZEEFCIRZERA API FRZA 2026-01-12 8


https://docs.amazonaws.cn/awssupport/latest/user/case-management.html#choosing-severity

Amazon Web Services 1 AriEE
« BEAR

o PRSEE, EREEM Support Center #H| B EREMELRBNRSHH, EREZERE , B
SR BREABRSEHI .

® Note
MRIBHE Amazon Web Services x3F it&l , MEEBEFRARZZZH,

5. WIERRS. RAM™EM,
6. & “BERE Ho , HHEE Amazon MAISERE, ERLUERN TRz — :

a. BT REXEEFERAENEE,
b. Bif : EWXFMEMNEE, MREFMHEDR , FRAUTEE

« Country or region ( R # X )
« Phone number ( BiES )
« (Optional) Extension [ ( &Ji%& ) 2 #1]
c. BIX:EXHAATFARENER, MRETLEZIHX , ESH REHE,

( AIi% ) MRIEH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon
Unified Operations itXl , M A AEHABRR AP RA RS 10 NN B FoB bt , &0 L%
AMXAGWEFERHibat , METRRSREE R ZVOEH, MRENIAM AR FHESR,
BOSLNEFER b, MREFERARKFNE FERFibut MEZEBER , WEFTSEN B FHR
ik,

® Note

MR EIAE Basic Support it&l , M8 A Additional contacts ( HEBRR A ) &I, B
=, EENKS TEN ZFRARAAN BoPEENEERRAQWIRGEEHNEZL ,
{BARBRTF K~ MK 2 S5 ERBISKEL,

7. HEFHRIZGRAE  ARER. ERECISERFFERE , BUNEEFERENRHF
B, XFEHNRHEK.

ERERFFAEEUERTFTXRENRFNES , HINMEFHTELRS]. &F Support EFIERES
LERGIERZIFED,

BEZEEFCIRZERA AP X7 2026-01-12 9
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Enterprise Support S #Y 815 4% A B #R e 5 A (8]

HRIRXFEROZE , BHRENKS , EFREAXWENKS FRNEM4, SN ERFHERTR
UE{E{A] Amazon Web Services fRS5 R, KA EHTRLSBELR, IRETHERBFEERNE
#, FRIXEERM,

BB IFRAN  FRAREFREBHTEERIHRBREHRTEZNES. BXNREAMEENESE
B , B2 BT E nterprise Support RHIH{EEERIED -

e LA T 2B R SRS BY 8 B B IE B = B 1,

Urgency
Low Medium High
e ] e
a
E =
WO Hen | urgent Critical

NTFFEERRSBER , BELETRRAR , MERNEFEREERZR,

(® Note
R RRTEREAR WX = "B KRG

EB3

« Enterprise Support 24l B #x 0
« )l Support BRIEHCE

« )l Support LIREEE

Enterprise Support =4 B #5018 5z

TRERT AEZEF™EMRSIA B Amazon Web Services x5 o 578 8]

B X IFE 6 EFRM AP kg7 2026-01-12 10
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/ ITIL Priority Severity Level ::i‘:et" Examples for reference \

- c 15 minut i . i i
Business Critical u % e Major outa_ge, loss of entire enterprise or customer base.
Has potential for large revenue loss or business risk.

Critical System Down

Production u % 1hour Business significantly impacted, where important functions
System or applications aren’t available.

Production 4 hours Critical functions of your applications are impaired or
System Impaired [~ degraded.

@ 12 hours Non-critical applications are behaving abnormally; time-
Web sensitive development question.

General @ General development/ service questions or want to submit
NS 24 hours feature request.

\ Low Guidance

1)k Support ROIRFESKER

EEIN-ERREREHNIFR.

s BN ELRF BB THRAREHRFESLTTN , Amazon H F TAM EE BRI,
s FAEHRRBRER—NEH,
o BRRUAIERA IR B RH Amazon Web Services K,

RERAERZSHFMES , MEUATIIRPREHARMEREE

o M THAL? EZEEW? BNIZEEHE? RELMBERIT ?

fr4: BRRETH 4. PEHRFEEFBRZD ? RELZ R M ARMRXANEA ?
BHE A RERMARE ( BE, BHE, X ) ? RITARBREEER?

Hr : Amazon Web Services X5, ATAX, HFEXRFIHNAIR IDsLAR HAIRAR
A4 RRAHLEFZXNRY (L. RIFARES. B4R RCA, ) ?

WA SIEARNAEREID, w0 EIRAR WA S EBRRE R

® Note
PEXHRAE , BAUERETEY, AXER , BEAERZERANT™ERRF,

Enterprise Support <8l FREF=RGEV

B X IFE 6 EFRM AP hiRZs 2026-01-12 11
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« WTFXRBUFSRGEFENREFREFEIER , BERA PR H BE", ABRA[FE AR AT

BEEM,

- BRMERNE , SEREET AL, RNPENER. B4 ULERNE,
- B (T HBIKR ) RARZSHER. HENER. ESHHRESKREERNIZH
« RESWUFESR, TAXBULSREFIREN , FAXFHARRESWFUARBBERFAZ, HFX

BAUSZSRAEZHVENRBERESFEN , REKFUEMBEABRE , ARERBBNTHITRINAT RERT

=

c BREXBRODHERESMHEXNAERES (RERHENEN , MARET B FoR4HTE

). BEAETGEATEMNERE ; BER , FHAEIRFRAPIEREMMER.

il Support E3REER

BEE B , BRI LUREBRUT step-by-stepH BRIR1E,

1.

Amazon Health Dashboard 21 R &N R R A] 8E 5 F&E Amazon Web Services BRSS BEE XK |, iF
Q@ RrRE,

2. ¥REB iR “Support Case &{EXEKR” o @@ FERHIEE.

3. MREFEWRERWE , FEREYNTEUHEA BF R WX,

4. NMREBFEEHMFBHRESESITHNEE , Fo@ KREN TAM,
BEEXFREY

i3 E#M Bz Amazon Web Services X # A[{R77 10 F. &A LUBTIEEF FI KRB HRE Amazon Web

Services X #F BHIHRPEELIENER, AT, EEEEENES. Amazon Web Services X #r

BEfiFEREI I, MRBERBIENVNEIFRA , WZENFFBENELIENEZFIKRF,
NE , B FEREXBRISRAVRGIFEREF,

B R BERINEMFMAERLERFTHNEE, & , EUULESEENFERELERCIER
{5l |, %£BRET Amazon Web Services X1 B2 ZEH|, Amazon Web Services i

AR E

MREECBREEXHRFINBIAE , HFSAUTHEKERR.
RENBOROIEHIT RSB X
LAURERAENZRBRAUTFAS - MIXRED, BXESEL , B30 ENNENZERM.

EEXFEY AP BXA 2026-01-12 12
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KT RERTRPIX

RAriEmE

WMRBHERET Chat (BIX ) &I, BT EEZEIPREQD , BERMITUTRE !
- BREFNEREEN ATFROFNBEHEN,

(® Note
FRZARF[NIRE, BXREZELR , FS6 Chrome FBIM Firefox MU,

- BRECHEEMNL , LMETJLAEA Amazon Web Services X :
. IBHBH RIS Web BIEFERE,

MRIEBMATEEZDIHRE D , ¥ Amazon Web Services 3 A B F o4 =R BB R A 3 TEK
E

=OIEE

® Note

¥ Support Center 2 & TREBRY IR F i A B4R, TMREFEENRHIEERET E.
BREZER , FHH ESA4R  (EXRROIMEHEE,

£ Amazon Web Services B2 H|A |, BU LU TNECIE =R B KN ZF ZEH| Amazon Web
Services X ¥ :

« FiB Amazon B EB AT FF K P MK 82 X 53R 4, 8 0] LAIR 15 0K 22 FO Ik 7= () LAY &5 B o

- BRERESBHEIERTMEME Amazon EFREA. BXEBIARSEE ( ABIHARE ) WEE |, B85
%] Amazon Web Services —fi&&Z& H Y Amazon FRFELE

s RRLZFRHITTALKZRBARZIFTAR , BEEBRBSHEXNWERAE  ERNEEE=ZTNAERF
BB, MREHAEERZFITR , NWEEVNEERZFRH,

® EE
s EEREANERFITN , 5258 B Amazon Web Services X #F it %,
« EXHKF , 558 Amazon Billing AP EEH M <HAIKF

Rp|EE API iR 2026-01-12 13


https://support.google.com/chrome/answer/95472?hl=en&co=GENIE.Platform%3DDesktop#zippy=%2Callow-pop-ups-and-redirects-from-a-site
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn//awsaccountbilling/latest/aboutv2/close-account.html

Amazon Web Services X ¥ A m

- EERNENZHEMRZEB Amazon Web Services RS , BS AR BB HEE,

- MRERETHEF Amazon Partner , 3 B4 Resold Support Amazon Partner
Network , i& Amazon Partner E# 5 &8k R R SRR HXREIB, Amazon
Web Services X & FoiE B R Resold Support BIIER AR @& |, Fl 00k 2 Fk &2,
BXEZER , BSHANTER :
« Amazon SR ELHLFH Amazon Web Services X it Xl
« HAmazon PartnerE= S H 1

2 S /Y [R) =R

EENRR AN A, SEHANRREL | URALEHTRIT REDENEALBES, B
o, BHERANE  TEANHBEMES. XTHAEERR—RIESHE , FEANEHITRENEN
B 3

ERER RS EA(E BEEIET T REARREHIN T HEM.
E I8 R EHERH
SIS RGN FRRELT BN EMTRAR TS0

B RFERBENZFITIAATNESEEMCIRXERS, BREMER , NIARFITEHERR
BEEZWEFNARFN , TEERETEN. AXRUERSUEBRENFTRIVRAZEE NARFH
E5 , BSHE Amazon EMEREHN N AEFRRILI.

/%\ o

il

TRIETFEERH, 8 RAT E A= B R A

© EE

- WREAE B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified
Operations itXl , MAIAEHR 7B HFRFIVTELRT , URRESBEML S mE
T, Bl , DA EZHFRFINREZRERNNEFREZ T, SBENRF=EMR ,
Amazon Web Services X# @ FIBHAH REHFOTELRIBHEGN, BEXESZEE
BZH ERXERMN™EMRS.

- WMREBFER Amazon Web Services X# 1TX , M ECIBRZBFROIGEEZEXHTELR
5, MREBWEREEZEI , 55 Amazon Web Services X% REBE 1,

« EXTEEMRINEZEER , S5 Amazon Web Services X1F API &%,

HIRIBHY B & API iR 2026-01-12 14


https://www.amazonaws.cn/blogs/mt/aws-partners-determine-aws-support-plans-in-organization/
https://www.amazonaws.cn/premiumsupport/partner-led-support/
http://media.amazonwebservices.com/AWS_Building_Fault_Tolerant_Applications.pdf
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_SeverityLevel.html

Amazon Web Services %1%

RAriEmE

EME  F—TER

EM Vil AR B [E] AR X =it X

—fRIEmE low 24 /N BB —MIT R ERBEREERE—EE, (B
Amazon usiness Support+, Amazon il X #F
= Amazon & —EEitXl )

REZHM normal 12 /at BHNABRFHNIEXBYETIERE , &
BEEENRERNIFRKEB. (B Amazon
usiness Support+, Amazon X #FE,
Amazon i —iZ2EitXl )

EFEREZM high 4 /et BHNAEFNEEINEZ R R BUERR,
( B Amazon usiness Support+, Amazon 1l
T Amazon E—2E it )

E=RGEEN urgent 1 /et EHLFZEEAETN, ENNARFHNEE
IhEER A A, ( B Amazon usiness Support+,
Amazon )l X Amazon Si—i2EitX )

WHRBREEN critical + Amazon ZWIFHEIGEK. EHNARFHXBINET

ik  "H.
B+
>F
30 @
i
* Amazon
Enterpris
e
Support
F
15
i
+ Amazon
S—i=
E. =B
HEE
EERDRTENR A AP fRZK 2026-01-12 15
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PEME  F-TER

mEM IR AF €] BEAF TRt R
T2
HiR 5
o4

T fi# Amazon Web Services X 12 N 57 85 8]

Amazon Web Services X1 R—{1 8B E HEHRREMNR EEE N EEBWIBIER, X840
Amazon Web Services X #F TR ZIFBEMEER |, 55 B Amazon Web Services Z#F I8,

MR IEA B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified Operations
it%l , W round-the-clock AT AR B R X #F,

® Note
MREER BEFENHERONEERRIES , WAMRENOT B EXE :

- MRBZEZIPAZIBRFANEFRS , KIBLEFRARXFITNHZTERAZE , I
AILATE AR TYERTRI IR At BB X 3F | 2 TERTEIE L8 B ARARAERTE (GMT+9 ) £4
09:00 ZT 4 06:00 , T 1& B FE KR

- WRMHEAE B Amazon usiness Support+, En Amazon terprise Suppor Amazon t =% Unified
Operations itXl , M AT A £ XFERH B BRAREZE,

MREEBRPNENZEFRIINEERRRES |, NAERHL TR R

- MRBEBIFBAIZIIRANEFRS , WALAE LS 09:00 Z T4 06:00 (GMT+8 ) =21t
XF , TRAMBERERA,
- WEREE B Amazon usiness Support+, En Amazon terprise Support 3 Amazon &—i=2&

TR, AT RAR R P XE AR,

MREERFEFENIEFRIINERRRES |, WA LRGN THIEXRF

« MREFBIEAXBROINEFRS , WA NEHEN TENEARMHERE , ZIE
B E B A EEFR AR A ( GMT+9 ) 4 09:00 £ T4 06:00 , iR B # /& RERA,

T ## Amazon Web Services 33 8 R7 A [A] API iR 2026-01-12 16


https://www.amazonaws.cn/premiumsupport/features/
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- WRMAEE B Amazon usiness Support+, En Amazon terprise Suppor Amazon t =% Unified
Operations itXl , M AT A £ R IFRUFERARAEZE,

B FRAIB T EER 5]

MR IEA B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified Operations
IR, WA EHR EZEFROINTELRS , URRESBEEMULZEEMMNE, 0, BN
BROANREZMEANEREZH, HEEXRFI™EMR , Amazon Web Services X5 U E|
BRI BERO™EERBILERA,

® Note

ERXEES RN AE (JP) P SKE, RSEFEMAFER (SQR) MELEHE (TR) K/~
RKERFIEBFMIATEM , TEER

EFUAEROINTEN , BERATIR :

1. EFZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services EERRHF|E |, &1& 0] LUk R A &5 B

@ |

RIG1%E$F Su pport Center,

2. EREBEFERHTEURAINRE
3. HERFEAGESD  ARETEMFREUNHEER , MU T ROIFR.

FRZEFRHNEERS API iR 2026-01-12 17


https://console.amazonaws.cn/support
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Case details
Subject Status
Unassigned
Case ID Severity
General guidance £

Created Categury
2025-04-24T08:49:10.815Z -

Case type Language
Technical Portuguese

4. NFFEM, BNATRAREEFO™EERS) -
. —HIES
. RESH
. EFREER
. EPRGEA
WEESFL LD
5. NTRAFEMEWRE , BMTARTFRE LS | HAEERRASErENRE,
6. (i) EMTUBST , WAEXLERNHEL.
7. WRTATRAEZ—
- MELBRELHRONFEY  AEBFLN—RESRATRESAREFRAER , #is
BEH.

s MRBENTEMRESIEFTRERARIRBUSRERA , BEHA KRAXN HoFH—
R 1T E B Amazon Web Services X5 , AREE “EF. AT RAERTHRRE X2
A] A9 IEI0

FRZEFRHNEERS API iR 2026-01-12 18
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Change case severity X
Severity

| Preduction systerm down v :l
L.

Reason for case severity change

Tell us more - eptfonal

Tell us more about the reasan for the escalation

Contact methods Info

For high severity Issues we recommend using our live contact mechanisms

Web O Chat(Recommend.ed) L+ ] Phone(Recommended) O
we'll respond by email and Chat online with a We'll call you back at your
Support Center. representative. number.
Cancel Update
i
(® Note

s MBRFEXRHRFPVTFEMARNEFREENS LS EREETY , WMSAER 60 24
B, AU BREHRTEM,

s MBENZEHFRFYANRENCBUZRSG XA , NRELETESZHITEMNEKER
Amazon Web Services X MA_REEESHN™EM,

s MREBEZLVEART —AXEBERFIFELERINBERT , BRAERBEALRS , ATEELES
S50, fln, MREER L GO FHmENNREZRERNETRASZIR , NXIERGIE
BRERESRESHFEERIIN NN 4 /DR EXRGR BN, FRHFZET , BESILEF
10:00 (B4 PIEOHERE ) , FUBRAARZEHNTEER . BXETEELERF
B BRI Rt B B R | 1558 T #% Amazon Web Services 3z 33 05 576 8] B B R AR o

B3R BRSS EC#
EALERA MBS ERE ( ABHH BRI ) SBZEH TERBER,
ERABSEABSEEERENRSEA. SXTSEL , BSAUT M

BEREA RSB AP fiR7x 2026-01-12 19
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(RESEFAFIER) FHMTARRSEE ?
- (REEFMAFIERE) FM Requesting a quota increase

B Bl , Service Quotas FX% &4 Amazon Web Services RS BRSHELE Amazon Web Services X
5, MRE Amazon Web Services RS X7t S ervice Quotas 2| & F Amazon Web Services X
B AAH, BERATSRUGIBRERIGMME T ZFR=6

1. &% Amazon Support Center Console,

® Tip
£ Amazon Web Services BIEIZF| A |, &% 7] LUk R 8] 5 BH5

@ )}

RIF1%E$F Su pport Center,

2. fE Support BEEITNEL , MABXKIKXESRSBERIANIFMAEE, BHIRRE | ERAERG,
¥ % Amazon Web Services X 1F ROIFENMEEZTBEEHRMANNAR, BOUBREEE
REBXEZER, EXUESIREINEZFMAER , HSHCUESERD,

3. XWTHROIRE , EERSEH
4. XF RS, EF RERFRE

5. K" F, NFIRFIEREEFRWMNER, X5 H Support Center FiE A HY RS PR %I
RBEiER, BXEMEBEMNRSEREHEIER , S5 Servic e Quotas F F 15 R AV B SR8 INELER,

6. (™% )MNBEKRRES THRIIKRD , EREEEEHT Amazon Web Services X3¢ EFAMN

BSo

7. 1K & RSB EINE Amazon Web Services X8 By &

(® Note
Amazon Web Services X1 #1RZEFE “EH" FR K", MEEFTH.

8. (W) EERZXIEMEBEH , FEBRRMES — N RE , AE1EES —1 Amazon Web Services
X i,

9. NARJHZXEMRSEFMAHR. WEFE , LR LAMNT4,
10. EET—% | LERFERREAL
M. ERRGET G, EHRIUTETZ — :

FEREA RSB API iR 2026-01-12 20


https://docs.amazonaws.cn/servicequotas/latest/userguide/intro.html
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://console.amazonaws.cn/servicequotas/home
https://console.amazonaws.cn/support
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html

Amazon Web Services %5 A5
« Web - &3 Support R OEWEE,
« Chat (IR ) - FFHEXRERELHX, IRETFEZEIPX , HSH BEHE,
- BE - BUCREFROBIE, WRERIED , FWAUTER
« Country/Region ( EZR/#X )
 Phone number ( BiES )
« (Optional) Extension [ ( &Ji%& ) 2#41]

12. ERFRIXFERAN , ZRER, SHEEISERMFRERE , EAUEERESENRMF
B, XBFEHNRHEK.

ERERFFAEEUERTTRENRFNES , HINMFHTELRS. &F Support EFIERES
LERBIERZIFED,

oA R  AEXFRINRFEE

/A Important
£ Support Center 2% & TRABHY IR i “EAIHAR” , AIURERESNREIEERTZ.

£ Amazon Web Services BB H| A |, BAUEUTNESIE =R B KN EF R4 Amazon Web

Services X# :

« FfE Amazon B EB AT FF K P F0K B2 ST 35 =45, & 0] LAIR 15 0K B2 FN 0K 7= =) @R 9 #5 B o

- RERFSBEHIERATEME Amazon EFFEA. BXBRIARSES ( LRI ARES ) WER |, 55
¥ Amazon Web Services —fi%5#& H#) Amazon RSB

s RRZERFANECHRZARARIIZAR , BBEBERBRESHEXNEREAE  EREEE=ANAERF
BB, MRESHRAERIZRFITR , WEEVEERIZFRG,

@ EE
- EFERENXFITR, 28 B Amazon Web Services X it Xl
- EXMWKF , 5% Amazon Billing iR R XA K.
- EERWNENZEMRZEH Amazon Web Services RS , HSR AR AHE,

RERE  QEXBRANEMNER AP 7 2026-01-12 21


https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn//awsaccountbilling/latest/aboutv2/close-account.html
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- MRERETHEF Amazon Partner , 3 B#& £ Resold Support Amazon Partner
Network , & Amazon Partner B 5ZBRRUBREM SR LB EB, Amazon
Web Services X & FoiE B R Resold Support BIIER AR @& |, Fi 200k 2 Fk - &2,
BXEZER , BSHANTER :

» Amazon EEMRAENMAEELALEFH Amazon Web Services X it Xl
« M Amazon PartnerE &/ ¥

BB IE=R

& 0] LATE Amazon Web Services BB FH AN X IFR OB IFRN,

® EE
o BT LLLL Amazon Identity and Access Management (IAM) Fi F & 3 & 5% Support Center,
BEXELZER |, F5H EEX Cent Amazon Web Services X er B9 B R,

s MELEZBFRIZFPOMBUBERGRD , MALAEA Contact Us ( BRREAT ) WE., &7
LAf55 A bk DT TED 3R B o< K 22 R K 7= [R) R R A5 B o

B FRH

1.  BFZF| Amazon Support Center Console,

® Tip
£+ Amazon Web Services BRI & |, &1& 0] LUE R A &5 B

© )b

SRIF1%E$E Su pport Center,

2. IERGIERH,
3. WREUTEIZ—
« IKPAITTER
« BEAR
- EEMRSEH , FEFEREEMRSEA ? , ARERIEREA RS A HARE.

BEZFRY AP BA 2026-01-12 22


https://www.amazonaws.cn/blogs/mt/aws-partners-determine-aws-support-plans-in-organization/
https://www.amazonaws.cn/premiumsupport/partner-led-support/
https://www.amazonaws.cn/contact-us/
https://console.amazonaws.cn/support

Amazon Web Services 1 AriEE

4. #%# Service ( RS ) . Category ( 25 ) # Severity ( EM ) .

® Tip
BO LA EN R BERENBINBRE R,

5. 1%3% Next step: Additional information ( T—2% : HifE 8 )

6. *t Additional information ( £S5 ) WE L , X F Subject ( £Z ) , B RIEH BB A — DR
B,

7. XIF Description ( #iX ) , FREBRREELUEREER , Flm .

il

- BRFIWHRHES

- BERNBELERLS R

o BRI R BRSS
« Amazon Web Services EEZH| &
« Amazon Command Line Interface (Amazon CLI)
- API B4

8. (A& ) & Attach files ( FfN3CHF ) BAJYIRAY TR IMETARR X |, BlHN4E IR B EREFE
B, BRZALUM M=, BINXHEKRAAA 5MB,

9. 1% Next step: Solve now or contact us ( T—25 : MEMRRFEKRTZA] ) o

10. £ Contactus ( BXREA] ) ME L , EFRENEHEES.

11. EREZNERKERAR, BATLUERNATERZ — :
a. Web - @3 Support F0EREE,
b. Chat( BIX )-FHEXRERELIR, MRELTEERIPX , F2H BEHE,
c. EBiF-BUCREFRMWBEE, NRERLER , FHANUTER :

« Country or region ( ER=#X )
 Phone number ( BBiESE )
« (Optional) Extension [ ( A& ) 2 #1]

@ EE

- ETRHEBRRETMEURT TRRBEMEREHFITX.

BEZFRY AP B4 2026-01-12 23
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« EALL%SE Discard draft ( EFER ) WEREN I BFRIIER

12. ( 7% ) MREHF B Amazon usiness Support+, En Amazon terprise Suppor Amazon t 4t —i=
Eitkl , WM “HMERRAN XD, SRR AHEXARNBFifEFibi , AETERSKE
BEoat BB, MRELIAM AR SHER , FESLNEFERM4ibit, MREFERABSHR
K P B8 FER it 2B B 3Kk |, WA FIEEEWN B FHf bt

® Note

mRIEMAE Basic Support 1TXl , MAREEFEA Additional contacts ( HfttBAR A ) T,
8= , My Account ( KK ) TTE M Alternate Contacts ( & ABKR A ) T FIEEN
Operations ( #1F ) BBRAZKRFIBEHEIER , BENEXNKAFMIKEURBERVISESR
B2,

13. REIRHWHMER , AFEE Submit (X ) . ETHERENERS IDSNHE.

2 SR B [R) R

EENERRATEN A, SERXNRRES , ARTREHTEHN THRERBENEAEMEE. B
W, BHEMHERE , TRENEAENES. MTHEERI—KRIESAZ , FRENEHHENE W
By R, EAARMF , MIBEBEMRHIIRER K EFHY Description Guidance (i1 F).

CRERTRZSHNIFAGEERRERA T REHREHIAV T REM.

IEFEAE R EER

BARFERBENZFITUAANRE“ERCIRXERM., BREMER , NIARMEEBERR
BEEEEFNARFN  TEREEFEM. AXUERSUBEENRRNRAZWENAREFH
5 , BZHE Amazon L IIEFHH N AEFHERILL.

TRIETEEMRH, oS AE R e 3 R4E),

@ EE

- MRIEWAE Enterprise Support T Enterprise On-Ramp it &l , M AT LAE#H 18 E X F R MM
FEMRH , URMESEEMLZSEMAE, i, ZAlEEERINREZIRENR
RNEFREZS R, UEERERF™E M , Amazon Web Services 15 £ U R& &1 H R 1E
FHEEMRIBEERS, EXEZELR , FoH EXZEEMNTEMRS,

HIRIBHY B & API iR 2026-01-12 24


https://console.amazonaws.cn/billing/home?#/account
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« WMRIF%HE Enterprise Support 2 Enterprise On-Ramp 1tX , NESR BRI EE
WHEEMERG ., MRENEREZEZEL , EEXIEF Amazon Web Services X3F ARE
BRI K IF R,

- BERATEMRINEZELR , HS¥ Amazon Web Services £ APl &%,

REME  E-TER

EEM IS AR [ Wt B M 24T X
—RiEr low 24 /et CEE - MITREBEHEERE - EE. (*

FF & AB. B Amazon usiness Support+, Enter
Amazon prise Support & Amazon & —&&it

X))

REZH normal 12 /Bt BHRAREFNEXRBIIEIERE K SEL
FEENRERNFREE, (*FRAR. B
Amazon usiness Support+, Enter Amazon
prise Support 8 Amazon £i—&EitX )

EFERAEZH high 4 /et EHNARFNEEIEEZ BRI HIERE R,
( B Amazon usiness Support+, Amazon 1=l
¥ Amazon £—EEitH )

EFEREEN urgent 1 /et LS ZRERE M, ENNABFNEE

heERA A, ( B Amazon usiness Support+,
Amazon il X3F s Amazon S —&EE1TK )

WEXEREEN critical 15 7% ERLSHEHIGRER. NARFHXBINEERA
A (&l Support itXl ) o EEE , Enterprise
On-Ramp Support iTXI#9 1@ RET A 30 24

T f# Amazon Web Services 13 o 57 8]

Amazon Web Services X R—{1 8B ZE HERENRESEENEE BN ABIER. X80
Amazon Web Services X#F it XN ZIFCEMNER |, i5Z @ Amazon Web Services 2 #5 I8,

T ## Amazon Web Services 33 8 R7 A [A] API iR 2026-01-12 25
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R EA B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified Operations
itXl , T round-the-clock AT AR BHEARZHF. *NFHARAGZE , XIFRGIMME B #RZE TER Bt
E, ITENEBEREEFAMEER/MXA LS 8:00 ETH 6:00 , THRAFMBERRN. X TFEZAN
XWEZR/MX , TR B AERRMEE. BFMEER/MXERFERE Amazon Web Services &
EiRE A B My Account ( MK ) TWEHR Contact Information ( BKRAEE ) T5 -

® Note
MREEFRAEBENZIBROINEERRES , WALRSOTEIEXR :

- MRBREEFRRAIBRRINEFFRS , IBLEFAXAAIRFITNHBTER ARSI , 1
AT LAE B AR TERT R NIRM BiE X , ZT/EREE X N B AR ARE (GMT+9 ) E4
09:00 Z T4 06:00 , TR BB KRR

- WMREH B Amazon usiness Support+, En Amazon terprise Suppor Amazon t 2% Unified
Operations itXl , M AT A £ XIFERH B EBRAREZE,

MREERPNENZEFRFINERRRES |, WA BEREN T R

- MRBEEZFRBAZIFBRFANEFRS , MALAZE LS 09:00 ET 4 06:00 (GMT+8 ) 24
X%, TRAMBERERA,

- MREBEFRARIZFITN , MERNIKSPREN TEMNBARBPXEARAXE , ZIHE
iEEEE X N EEER/H XM L4 8:00 E T4 6:00, WERAMARRA. XFEHESZAN
FNXWES/MX , T/ERE TR RMERE,

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon & —i2&

iR, WA RIRRB AP XREAR R,

MREERFEFENIERINERRRES |, WA LRGN THIEXRF

- MREBREFFRAZIFRINEFLRS , WAILEHEN TN RREESHEXE , ZIHE
B E B A B E SR AR A ( GMT+9 ) £4 09:00 £ T4 06:00 , 17 B KA RBERA,

- MEBEFRARZFFIUX , WERNKS PREN TENRBANREFERARAZE , ZIHE
EEEEX N EEER/M XM L4 8:00 E T4 6:00, TERAMARRA. XFESZAN
FXHER/MX , THAEEAsEFRREE.

- WMREH B Amazon usiness Support+, En Amazon terprise Suppor Amazon t 2% Unified
Operations itXl , M AT A £ XRIZREFHFERARA LTI,

T ## Amazon Web Services 33 8 R7 A [A] API iR 2026-01-12 26
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Amazon Web Services X

RAriEmE

FUFHRON = EERH

MR IEHAE Enterprise Support 5 Enterprise On-Ramp it%l , M A AEFHIEEZFRHIN™EHER
B, URREZSEEMULZEMNE\, flm , BOULLEXERINRESREANETTREZHR, 4
EERRGI=EMR , Amazon Web Services X1F 2R EIBAHRIEFH™EHRBILERA,

(® Note

ERXEES RN AE (JP) IKFHKE, RSEFEMFER (SQR) MELEHE (TR) K/~

FIKERFIEBARMIATEY , TEER

EFUABERPINTEN , FERATIR

1. &% Amazon Support Center Console,

® Tip
£ Amazon Web Services BIEIZF| A |, &% 7] LUk R 8] 5 B

(@
RIF1%E$F Su pport Center,
2. GREFRHTEMRIINRH,
3. HERMIFMEES  EBRTEMFTERZSINLERR , M T RAIFR.

Case details

Subject
Case ID

Created
2025-04-24T08:49:10.815Z

Case type
Technical

4. XTFFEM , BMNATEBAREFRNEERS
- —iRES

- REZMH

Status
Unassigned

Severity
General guidance ¢

Category

Language
Portuguese

BUFRAINTERR

AP BA 2026-01-12 27
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Amazon Web Services %35 Tt
- EFEREEM
« EFERGEN
< WERBREEN

5, WTFRHIFEMERRRA , EMITHETHHTIER , HALEIRFIT-EENERER,

6. (Hit) EAFTRHAT  WARKEERHEMEE,

7. BEWITUT®REZ—

s MRZBERBELZBRFANTEYE , FIBEFEN—BRESEAZTREZHRESTREEZH , Fik
BE#H,

s MRBENFEMNREIEFSTRERMNHRBUEZSRERA , BEA BKRRARX SBoFH—1
R 1T E B Amazon Web Services X , AREE “EF. AT RAERTHRRE X2

AR AT,
Change case severity X
Severity
| Preduction systerm down v ]

Reason for case severity change

i
) - ]

Tell us mare - optional

'
Tell us more about the reasan for the escalation

L.

Contact methods Info

For high severity Issues we recommend using our live contact mechanisms

Web O Chat(Recommend.ed) L+ ] Phone(Recommended) O
we'll respond by email and Chat online with a We'll call you back at your
Support Center. representative. number.
Cancel Update
[
(® Note

c MRFXFROINFEMARZNEFREENRUSRBRESH , WSHAEFRF 60 7
&, AABREREML,

BUXRBROINTEMR S AP k7 2026-01-12 28
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- MREBHNZFRHFLFTREARBUSREKRA , IRELBRES o HITRNEKR ,
Amazon Web Services X MARKEEESW™EM,

« MBELEZLVEARI —AZHRFAFEUHRINBERT , BREZREALRS , TeELIES
58, flwn , MREBERL 600 FREMNREZRERNEFREZH , WZHRHT
BREEFRAZHRTEEERIIN NN 4 /DR ERENRERN, FZET , BFEERLF
10:00 (BN 4 PRBEOBERE ) , FUBAARZRFIVTEERD. BXRETEHERT
W BRI RIETE BIER |, 1§35 7 £ Amazon Web Services 33 i 578+ 6] AR BY R4 o

R BB MIK R TR

LTRRAIR—DMEXRKS MK, RIBN TS,

Tl BB AMKESFETR API iR 2026-01-12 29
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RAriEmE

‘=
= "‘3
)

Hello!
We're here to help.

Account: 123456789012 - Support plan: Basic - Change [

How can we help?

Choose the related issue for your case.

© Account and billing

Technical
Service
Billing v
Category
Other Billing Questions v

Severity Info

o000 ©

General question v

Looking for Service limit increase?

1. Create case (BIETH )- FECBNTHHXRA, Eflh , THEEFR Account and

billing ( P FIMKE ) ,

T B AMKERGTE

AP k7 2026-01-12 30
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® Note
WMRERFER TR , MEENERRZ GRS,

2. |j% - MRENEBSRIZSNRS , FEARREANERS

3. K7 - BFERBRHELNEARGINET, SBERENXBN , FEETHERABREBENE
Bk,

4. EMH - EMASBRIZFITRINEFF T LLU%ER General guidance ( —f#&#8 S ) ( WAATEIN 1 X)
=, System impaired ( REZ M ) ( WRATER 12 Mt ) XA EERG . EMALSEHEF
THRIBY P& AT L%k $% Production system impaired ( £ R &2 ) ( WA ER 4 /Mef ) =
Production system down ( £ R & EHL ) ( WRAEA 1 /Met ) o BRI, Enterprise On-
Ramp =)l Support 1+ X1#9 % 7 7] L% 4% Business-critical system down ( L SR EBRSEEFE )

( £l Support 1T EI WG BIEF3A 15 24F , Enterprise On-Ramp it XK RET %R 30 24 ) -

I 52 B ] 2 35 5k B 89 58 — /R I B2 Amazon Web Services 3. XN FAERAFELEMMN, Xt
FE=FRF , MRAURETERE , EAERTERNBHAZZEEREHTLIE, BXEZE
B, BoH ABVAIERMITELER.

® Note
BIEEPTIERENED , RETRLGRAEREEZEE,

EEERFRENDRE , IUEERHRURFESERRN TN,

Tl BB AMKESFETR API iR 2026-01-12 31
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Additional information

Describe your issue

() Case draft saved

Subject
@ Description

I have an issue with my bill

Guidance
Maximum 250 characters (222 remaining) Provide 3 detailed
Description description of your
Don't share any sensitive information in case issue. If you have a

correspondences, such as credentials, credit cards, signed

o . _ question about a
URLs, or perscnally identifiable information.

charge, provide the

A
Learn more [4. date, amount, or
| found a charge on my bill for unused any other details
resources. about the charge.
A

Maximum 5000 characters (4951 remaining)

‘ [t] Attach files ‘

Up to 3 attachments, each less than 5MB

Cancel ‘ Previous | Next step: Solve now or contact us

1. E& - WA R TRIEER FBER RS

T PRSI RIGT R AP fR7% 2026-01-12 32



Amazon Web Services X ArfEm

2. Description ( #iR ) - RN ZFRH, XIRERBLANKREENEE Amazon Web Services X
B, NTRLERFMEFNAES , RSERTEHMEXER. BEAXLEERBYHBRENRE, F
REZER , FSH HREBHEBE,

3. Attachments ( itk ) - i L REBEMEMX G , B EEFEEREFRENEE, EHST
DRt =A 32k, BN HE&EAA R 5 MB,

ERMIEFMERT , B UEREFEEANBKRER,

Hello! We're here to help.

Account: 123456789012 ° Support plan: Basic * ChanggZ

How can we help? Solve Nnow Or ContaCt us

Account and billing, Billing,

Dispute a Charge, General ...
© Case draft saved

Additional information

| have an issue in my account N Solve now R Contact us

Solve now or contact us
Preferred contact language

English A
Q|

- O Phone O Chat
English X We'll call you back at your Chat online with a
thyr number. representative.
st=20]
B&#E

Cancel Submit ‘

1. BRBRRIES - ARENERIES. BE , BULEREHX, HiE, BEXHE. BHIFITE
LUEH BIEE S B8 B E LAYBRIED,

2. EFE—HBRRAR. EFHNERRATEURT TRRBEMERBHIEFITR.
« MRBIEE Web , W W LUBE =0T #3453 R B AL

« %# Chat ( 1K ) =X Phone ( BBiE ) . MRE%ERR Phone (Bif) , WREFIRREW AR ES
B,

3. HEMEREEREF A ERIFOIRRHAIR , EF Submit (]2XX).

R B PMIKRERET R API 7 2026-01-12 33
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® Note
MREEFR B EFEAXZSGRFINEERRIES , WAILBREWOT BIEXE

- MRBEEIFAIBRFANEFRS , REBLEFRAARAXFINAZTERALZE , U
AILE BAN et E AR BiEXRE , ZITEEEN R BARIRAERE (GMT+9 ) 4
09:00 ZT 4 06:00 , T8 B FAE KR

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon & —i2&

iR, WAl RIR RS B IERAR R,

MREERPNENZEFRFINERRRES |, WA LBEREN T R

- MREBEEFRBAZIFBRFANEFERS , MALAZE LS 09:00 E T4 06:00 (GMT+8 ) 24
X%, TRAMBERERA,

- MREBEFRARIZFITN , MERNIKSPREN TEMNBAREPXEARAXE , ZIHE
EEEE X N EEER/M XM L4 8:00 E T4 6:00, TERAMARRA. NXFEZAN
NXWES/MX , T/ERE TR RMEE,

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon & —i2&

iR, WA RIRRB AP XREAR R,

MREERFHBENXIRFRONERRRES , WAREBNTH TR
« MREFBIEAXBRIINEFRS , WA NEHEN TENBARMHEXE , ZITE
B E E A EE SR AR A ( GMT+9 ) £4 09:00 £ T4 06:00 , 17 B K& RBERA,

- MREBEFRARIZFITN , MERHVIKSPREN TEMNBARMHFEEAXRE , ZIE
REEEE X N EEER/MXH L4 8:00 E T4 6:00 , WERAMARRA. HXFESZAN
FXWES/MX , T/ERE TR RMEE,

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon & —i2&

iR, AT KRR R HEFHE R AR R,

IBRRE3E : EXr. BRNEHFEER RS

BB EFRAE , EUNEIFPOLERERANIRS. IR —FF BT Unassigned ( K7 EE ) R
Ao HERFFHEBLE—NERAFIET | IRBSFE LR Work in Progress ( IEEAEH ) , BRAUTELTTEBHR

ERRL - BT, MRNEHTEIEH EH API iR 2026-01-12 34
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BlEH IR | BEBREIRHEZE S ( Pending Customer Action (ZFEE P RE) ) |, ESHEIZEH
IEAFi@&EH ( Pending Amazon Action (Z%F Amazon #4E) ) .

HENEBENE , BB —HeFif4 , HPa2BENBUAKRIERIZEIBM Support Center £
#. FABFHEEEPHNEZESNIXERS, S EBIBFERHREERFBERER.

© EE

o BFF Amazon Web Services Ik R ZFRHIV A, GRELL Amazon Identity and
Access Management (IAM) AR S @& R , X NEEEEXRRIMENNE. BXES
E8 , 51 EEX Cent Amazon Web Services 23 er BRI ER

o MREAREJLRAEE Amazon Web Services X35 B |, & e RBEIH,

« LT EFRRRSET 14 RWZBRVITEERITIT. NREETEEHERIHIERAIEL
R , B GBMEXES. BXESFEE , B2 tEBEXEM.

£}

- EMUBENXIERS
« BRZFRD

- EFITITEBRAES
« BIEAXEDH

- BOIFLICF

EHABHXFR

FBAILEFRG , N EXBERERUESER. i, BANEEEH. FHRS—NDENBIX, RNt
BT ER IR A

(® Note

R EH B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified
Operations itXl , WA UEFH 2 EZHREGNTEMLS , ARRESBENLIZSEZRHE
to MREZE ERE—XZFFUR , WEEEMRBINTEML., EXEZEE , BSREEEY
BEERAITFEUEIINERZFRAIN™EER I,

EBSRK - B, BRNMEHFERLARL AP fR7s 2026-01-12 35
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EHAAR RS

1.  BFZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services EE#E4|E |, &iE 0] LUk R A S5 BIR

© 1!

SRIF1%E# Su pport Center,

2. %t Open support cases ( FIFFXFRH ) T , EFRIFRFIN Subject ( X&) ,
3. %4 Reply (EE ), 7 Correspondence ( BE ) #o ™ , BE AT UHTUTEMER :
- REXFERIBERNER
o ERXHFHH
- BREHEERRLR
o VNN ER,F- BB 44 bt bk A 33 Lk 3R 45 BB T
4, ERREXR,

® Tip
MREBEXRAWMKEOAHBEFTLEHF RS —NEFEIR |, WA LA B FRAR 0 Reply ( Bl
£) , ARBEEFE Chat (IR ) , &RE%ESR Submit (1R ) o WWESITHF—NHv5EHEX
BO,

S ESES Y
HENZFWNBRIHR , EN RS EREN | B E R OBRESH,
BERRZIFRH

1. &FE| Amazon Support Center Console,

EBSRK - B, BRNMEHFERLARL AP 7 2026-01-12 36
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® Tip
£ Amazon Web Services EE#E 4| A |, &E 0] LUk R A S5 BIR

© 1!

SRIFi%E# Su pport Center,

2. 1E£ Open support cases ( A XIFRH ) T , RRELER RO ZFHFRFIH Subject (ERA ) o

3. (Wit )i Reply ([EIE ) , H#7E Correspondence (B ) #oH , MABREFNER , R
J5iE$E Submit (1B ). Hlin , MBREEERFELUMERSE | BU Ll ABTRENME D
REBHE R

4. i%# Resolve case ( fRRZEH ) .
5. TELIFAESF | &R Ok (HBE ) UEREH,

@ Note

WRIEK Amazon Web Services X3 [ E & #R R |, W 0] LAE A R iR FEEIR H A R EM 4
% B E %15 2 Amazon Web Services X,

BT E RIS

MREBRETE—RE , EUNUEFTHRBRS, BREEXBRAUNFRBHNFAGEEUARESZHN
RIBHEBRS R, BDEEAMERNRIRS , UEFRTUASELUGHERS.

@ EE

- NRIBBRIFRREN 14 XA , BALEFRT A XSRS, BR  BEFREMITTELTHE
EHRESEY 14 RNES, SRR BEHHAXRE. AXRXESRER  F5H LIEHM
K=EH

- MREEHITFEEELARRBETEANEENANERS , NERATESERECEHREM,

BEHMITIT AR R A

1. EFF| Amazon Support Center Console,

ERRL - BT, MRNEHTEIEH EH API iR 2026-01-12 37
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® Tip
£ Amazon Web Services EE#E 4| A |, &E 0] LUk R A S5 BIR
© )

SRIFi%E# Su pport Center,

2. 1&#F View allcases (BEEMERM ) , ARERGEEEMIT AN IFRHIM Subject ( - )
= CaseID (R#HIID) .

i%#% Reopen case ( EFITHEH ) -
£ Correspondence ( BfE ) T, ¥ T Reply (EE ) , HARHFEMAER,
( AIiE ) #E#F Choose files ( EFE X ) LU XM BB RB], EH&RS ALK 3 N3XH
¥ F Contact methods ( BRRAR ) , EFEUATEIIZ — :
Web - @1 B F #B44 F S 3 P /O IR BUE A
WX - EERELBIR,
BiE - BBk B BRI BIE.
7. (WHE ) NTHMBRRA , ALFTEZRRGBENEMA RSB FHRHFHuE,
8. EEFERHIFMERHEE Submit (1R ),

o o bk~ w

BB RRHI

14 RATREFRSE  BRTEEFRTHFEHERNES, MREBINE5EHREF XK ELLR
B, B SIEMER RS, LHEXRFESRECLIBERNENEE  UEFRTUAETZANE
Pl BER MBI, MREEINRBRE , RNBUECQEHRRH,

E MR

1.  &FZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services B2 H| & |, 8% 7] LUk 8] 5 B
(@ )}

SRIF1%E$E Su pport Center,

EBSRK - B, BRNMEHFERLARL AP 7 2026-01-12 38
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2. 1&#F View allcases (BEEMERM ) , ARERGEEEMIT AN XIFRHIM Subject ( - )
= Case ID (R#HIID) .

3. i%&# Reopen case ( EFITHERH ) .

4. TELLXIIFMESD , 1%R Create related case ( BIEHEXRRA] ) . 2BIMRHIERG B3RMEIZREAE
XmE@AH, MREFHMEM , Fi%EF Create new case ( BIRFHERA )

This case can't be reopened X

This case has been permanently closed after 14 days of inactivity. If you're experiencing
the same issue or a similar one, you can create a related case. If you're experiencing a
different issue, create a new case.

Cancel Create new case ‘ Create related case

5. BREENIROUBENRSG, BSHEZIFZRN,

(® Note

BRAERT , BMNEXRAEESZEINRAIMERM Type (£E ) . Category (33! )
M Severity ( EM ) , BUUREEEEHRHIEMER,

6. BEFERHNFMEEHER Submit (R ),

BIERSE , E—RAIFETRE Related cases ( XA ) F5 , BT RBIF TR,

RER  EH. RN ER R IERA R AP 7 2026-01-12 39
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Case ID 234567891 i

Case details

Subject Status

Same issue is happening for my Amazon EC2 instances Unassigned

Case ID Severity

234567891 General question

Created Category
2021-04-21T20:30:23.945Z General Info and Getting Started
Case type Additional contacts

Account johndoe@example.com

Opened by

janedoe@example.com

Related cases

Subject Case ID

Problem with EC2 instances[2 1234567890

Correspondence m

Jane Doe | keep getting an error for my EC2 instances. What do you recommend that | do to fix it?

Wed Apr 21 2021
13:30:23 GMT-0700
(Pacific Daylight Time)

R=OIFLIER

BHRZUUECRRSE 24 PANEBRFAEIERESR.

Amazon Web Services %1% 5 Amazon SDK —#2{f /A

Amazon R#FT REH (SDKs) IATHZRITHREEIES . SMRHTRTESHRERHE API, RBBR
BIMH , EFRAREBERMMUEBRESHENARER.

5 Amazon SDKs AP A 2026-01-12 40



Amazon Web Services 1 AriEE

SDK X4

Amazon CLI

EATF Java B9 Amazon SDK

& A F JavaScript B9 Amazon SDK

FEATF NET B9 Amazon SDK

ERATF PHP 89 Amazon SDK

Amazon Tools for PowerShell

i& F F Python (Boto3) B9 Amazon SDK

EHA T Ruby B9 Amazon SDK

FEATF SAP ABAP B9 Amazon SDK

5 Amazon SDKs AP WA 2026-01-12 41
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KTXEHROEZES S AP

TEFROEEIA AP TR EFERA TR OB SNEE, XiEHOEREE AP R IIEERGE
¥E -

- BREBUEBAETMBRIINER
o XEFPOEF BB T REKS N HEPRES
o XEFROESA L T RATE RS MR BBV B S H B

BRXEFHROESE AP FTRHNBRENTEIIR |, BN IFHO0RE & APHEERN IAM 2
BE Ry R

/A Important
ERSEMFATEPORE A API FESHTHAE , WS 2026 F 6 A 1 A2 FHoE
# &R ERNEBZE Amazon Identity and Access Management SRE&H, 612 IAM FBEF |
B E# Amazon Web Services X #F £ E XML DS support-console: * ., EXES
B , BZH AXFHPOEFE AP RERM IAM KB,

o RXFRORES AP BERD IAM KRS
o MR IFFOEEA AP EH

R XiEd s S AP IEERD IAM KBS

2026 £6 A1 Bzal , BAIMAZFHOLEFE API 2EELIZE Amazon Identity and Access
Management KB, WMREKRTE 2026 F6 A 1 AZBBIBXLLRE , FoWE AccessDenied 8
Ro

X LR ERNEEH IAM KBS | 25 Amazon Identity and Access Management F P #5E &
MBI IAM KR (EBHIA ).

TRILE T ERE.

R OEEE APIHRERI IAM K API iR 2026-01-12 42


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html

Amazon Web Services X% AriEE

® Note
XEREMNERTESE, F3EE Amazon SDK 5 Amazon CLI A,

B’ 5 18 4% Bl iR

GetAccountState READ BFiEH A RYEKFIRS
B ER o

GetAccountGovCloudEnabled READ BEFRELENIKFREERH

GovCloud IR,

GetCaseDraft READ BRFEFHEEREZCEN
THRERHNR,

CreateCaseDraft WRITE RFEIEREFAERFIZER
R EREIRR.

DeleteCaseDraft WRITE BT BR 45 & RGBSR 41
ERORR,

GetBanner READ BRFEFHAEEREELREFH

=488 Fr & /R Amazon Web
Services X # BEIEBHIR,

DescribeDynamicHelp READ RFEHEERAERS X
Bl B B S A B R IRV R o

CreateContact WRITE RFEH & RAPmEBRRARE
BEZL S 5 HRIEAERR AR
PR,

CheckSubscription READ B4 ARITENKS RS
B B FTiE = G A RUBR

GetQuestionnaire READ BRFEFEERERRBERE
A BR o

R OEEE APIHRERI IAM K API iR 2026-01-12 43
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BE R SE iR
SaveFeedback WRITE R FRFR SRR,
® Note

MREEHEN VPN EBE , NER IAM FKrE A W FE aws.sourcelP &4 TR ZiFH O
HA APl mR. MRFTAGFEAZFHOEHIE API KR |, B8 Clientlp it EEHIELR
2 APl, T3R3#%Z Amazon Web Services XiF 5| 7 XiFd 024 & APl iR,

Amazon Web Services X13 XEHROEFA APl S
https://api.us-east-1.prod. EXERE (FHEEFRILMILED )
support-console.support.aws

.dev

https://api.us-west-2.prod. EE/EE (HEXM )
support-console.support.aws

.dev

https://api.eu-west-1.prod. RN X ( B/R= )

support-console.support.aws
.dev

MRz OEHEE AP EA

ERIEXNESEN AP BARSBIER I |, i5ITFF Amazon Support Center Console, MR IFA K
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Amazon Trusted Advisor APl &#

33
o %3 Trusted Advisor 4| &
- EEREET

- EERERE
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HIRB AL ARSSES , Trusted Advisor RN IR K P #TEMARE, EA=iH15R Trusted Advisor
BHAERER AP BEN AW E| —FKIGRIBIEL I EIRE L,

EEH Trusted Advisor

1.  TEZRH Trusted Advisor & Fhttps://console.aws.amazon.com/trustedadvisor/ZE ..
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Fr 241 F Trusted Advisor API

Amazon Trusted Advisor APl & &R TEEH X Trusted Advisor AP I{EFRBIRHX MW IFME S
NEFR. Itk APl 2EITEH K F 5 Amazon AR AFTE K F R Trusted Advisor HEER 5 BRI R
Trusted Advisor API EFLL JSON #&RIREI4 R HTTP A%,

(® Note

« &2AMB B Amazon usiness Support+, En Amazon terprise Support 2 Amazon $i—iz&
Tt X 8EfE A Trusted Advisor APl

o WREMEE B Amazon usiness Support+, En Amazon terprise Support = Amazon
Unified Operations it X & /8 Amazon Trusted Advisor API , Tl & UL RI3E4 17 8§
B AXRXEUZFINNESZER |, EZSH Suppor Amazon to

O] LAEF Amazon Trusted Advisor API SRERZ Z5| R R EHR, HENHERR, SO LEHE
WA AR, EEEEN , BERAUT AP RE :

« f#EAListChecks. ListRecommendationsGetRecommendation, F
ListRecommendationResourcesAP| 1 EE & #EF LA K A5 B2 A9 K 3R o

- M UpdateRecommendationLifecycleAP| #¥EE#TH Priority Trusted Advisor B HFN £ a5
A,

- f£f BatchUpdateRecommendationResourceExclusionAPI| #4ETE Trusted Advisor & RS S5
BR—I K S TR R o

 ListOrganizationRecommendations, . GetOrganizationRecommendationListOrganizationRecommendatic
# UpdateOrganizationRecommendationLifecycleAPl  FA{X X #H P Trusted Advisor riority &
R, XEBWBHRA LR . WRESEE Trusted Advisor Priority , U 7] LUE S & 2 ik
REREEAKFEENERLREN. WRAKRBUE Priority , MR HEReT2 W7 B HEIEL" R
®o

BXREZELR |, ESHE Su Amazon pport Fi F#E8 Amazon Trusted Advisor /Y,

BXRRBIEERNER , ESHERRA 4 LRRE.
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https://docs.amazonaws.cn/awssupport/latest/user/aws-support-plans.html
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{8 A Trusted Advisor Bl Web IR

f&Bh Amazon Web Services X#F RS , BRI IR E S Amazon Trusted Advisor REH R AREF. It
FBUE R AN{AIREN Trusted Advisor RER IR, RIFIEF—IRE , RARRERERENFHALE R,

XL A Java HITETR. BXEXNEMESHIEFNEER , ESE AT Amazon Web Services HY
TE,

\

F&

+ 3REXA] A Trusted Advisor & &/ ¥ &

« RIFFAIA Trusted Advisor &K 5 &K

- 1) Trusted Advisor REU T RS EAL
&R Trusted Advisor K &L R

&7~ Trusted Advisor B IFHAER

FREVA] A Trusted Advisor 1 Z /Y 5l R

LAF Java REBEX 812 — 4 Amazon Web Services x# BFImEHl , B R ZEFFimXKARRE
Trusted Advisor APl #4E, #E Tk , XEBRREBEN A DescribeTrustedAdvisorChecks API #4E |, 3k
HY Trusted Advisor B F|R X EHIRM CheckId B, EALMEALEEXREERFAAEE , itAF
Bt R EERMNBETERFHRE,

private static AWSSupport createClient()
{
return AWSSupportClientBuilder.defaultClient();
}
// Get the List of Available Trusted Advisor Checks
public static void getTAChecks() {
// Possible language parameters: "en" (English), "ja" (Japanese), "fr" (French),
"zh" (Chinese)
DescribeTrustedAdvisorChecksRequest request = new
DescribeTrustedAdvisorChecksRequest().withLanguage("en");
DescribeTrustedAdvisorChecksResult result =
createClient().describeTrustedAdvisorChecks(request);
for (TrustedAdvisorCheckDescription description : result.getChecks()) {
// Do something with check description.
System.out.println(description.getId());
System.out.println(description.getName());
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https://www.amazonaws.cn/premiumsupport/trustedadvisor/
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}

Fl%7 |] A Trusted Advisor &M 5| &K

BT Java REZER 62— Amazon Web Services X3 B iwsEfl |, & 7] B 1% P iw Sk Rl #
Trusted Advisor 243,

// Refresh a Trusted Advisor Check
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation.
// Specifying the check ID of a check that is automatically refreshed causes an
InvalidParameterValue error.
public static void refreshTACheck(final String checkId) {
RefreshTrustedAdvisorCheckRequest request = new
RefreshTrustedAdvisorCheckRequest().withCheckId(checkId);
RefreshTrustedAdvisorCheckResult result =
createClient().refreshTrustedAdvisorCheck(request);
System.out.println("CheckId: " + result.getStatus().getCheckId());
System.out.println("Milliseconds until refreshable: " +
result.getStatus().getMillisUntilNextRefreshable());
System.out.println("Refresh Status: " + result.getStatus().getStatus());

18 Trusted Advisor 2L T IR

IR IZIZEST Trusted Advisor REUE RFITRASKIENER2E , BEEA
DescribeTrustedAdvisorCheckRefreshStatuses APl B{EIE R EZTHEURFTHFEMTFRE LR
LRI

LA Java REBEXER CheckId TEFRMWHMNERIELTH D PEROREANRS. LA |, R
BIEER T Trusted Advisor BRSHY H At 150 B i%

1. B LUBEER getMillisUntilNextRefreshable SEflF B SN RKIEH
DescribeTrustedAdvisorCheckRefreshStatusesResult. & A LA{ERIREMNERMNXEE
FERLDEKERFLE,

2. 1R timeUntilRefreshable &F = , LA AERRIFRE

3. B LME AR E AR AS S E R IRATL , RBENLHRARBIRENENN 10 B, NRREN
enqueued % in_progress , ENFREHBHRXERRS. MREAIRE successful , MFEER
K1k,

37 7] A Trusted Advisor =R 5% API iR 2026-01-12 76


https://docs.amazonaws.cn/awssupport/latest/APIReference/API_DescribeTrustedAdvisorCheckRefreshStatuses.html
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4. B&f5 , R¥BIRE —/ DescribeTrustedAdvisorCheckResultResult FIEX B K LH] |, &a]
FERZRGEIREFMERNER,

AR BEEAENRIFBER  REBRWFRRS.

// Retrieves TA refresh statuses. Multiple checkId's can be submitted.
public static List<TrustedAdvisorCheckRefreshStatus> getTARefreshStatus(final String...
checkIds) {
DescribeTrustedAdvisorCheckRefreshStatusesRequest request =
new
DescribeTrustedAdvisorCheckRefreshStatusesRequest().withCheckIds(checkIds);
DescribeTrustedAdvisorCheckRefreshStatusesResult result =
createClient().describeTrustedAdvisorCheckRefreshStatuses(request);
return result.getStatuses();
}
// Retrieves a TA check status, and checks to see if it has finished processing.
public static boolean isTACheckStatusInTerminalState(final String checkId) {
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus status = getTARefreshStatus(checkId).get(Q);
// Valid statuses are:
// 1. "none", the check has never been refreshed before.
// 2. "enqueued", the check is waiting to be processed.
// 3. "processing", the check is in the midst of being processed.
// 4. "success", the check has succeeded and finished processing - refresh data is
available.
// 5. "abandoned", the check has failed to process.
return status.getStatus().equals("abandoned") ||
status.getStatus().equals("success");
}
// Enqueues a Trusted Advisor check refresh. Periodically polls the check refresh
status for completion.
public static TrustedAdvisorCheckResult getFreshTACheckResult(final String checkId)
throws InterruptedException {
refreshTACheck(checkId);
while(!isTACheckStatusInTerminalState(checkId)) {
Thread.sleep(10000);
}
return getTACheckResult(checkId);
}
// Retrieves fresh TA check data whenever possible.
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation. This method
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// is only functional for checks that can be refreshed using the
RefreshTrustedAdvisorCheck operation.
public static void pollForTACheckResultChanges(final String checkId) throws
InterruptedException {
String checkResultStatus = null;
do {
TrustedAdvisorCheckResult result = getFreshTACheckResult(checkId);
if (checkResultStatus != null && !checkResultStatus.equals(result.getStatus()))

break;
}
checkResultStatus = result.getStatus();
// The rule refresh has completed, but due to throttling rules the checks may
not be refreshed again
// for a short period of time.
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus refreshStatus =
getTARefreshStatus(checkId).get(Q);
Thread.sleep(refreshStatus.getMillisUntilNextRefreshable());
} while(true);
// Signal that a TA check has changed check result status here.

iF3R Trusted Advisor B ELE R

EERMENFALERREZG , £ DescribeTrustedAdvisorCheckResult APl B ERERER,

® Tip
Trusted Advisor RENBHMIAAAEEL X ETL, BRINBWNWEEREHIEERE ID UME—
PR E, WA LUER DescribeTrustedAdvisorChecks APl ##4 | LURE 2 ID,

AR Java REBEX £ DescribeTrustedAdvisorChecksResult ZE5| A result 3£6] (E2
BN RBEPRE ) . ERRXETERZE , ZREBBEHREIAFPRAUAREFRENRE , 2
BEES result.getChecks().get(0) WAPEERSE 0 RERZETIRPE-—MRENF
Ko TR, WERARBEN— DescribeTrustedAdvisorCheckResultRequest Efl , HFiZ
SlEiELE R DescribeTrustedAdvisorCheckResultResult B checkResult E4il, &a]
DERALBERENRAEHEERES R,
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// Request a Trusted Advisor Check Result
public static TrustedAdvisorCheckResult getTACheckResult(final String checkId) {
DescribeTrustedAdvisorCheckResultRequest request = new
DescribeTrustedAdvisorCheckResultRequest()
// Possible language parameters: "en" (English), "ja" (Japanese),
"fr" (French), "zh" (Chinese)
.withLanguage("en")
.withCheckId(checkId);
DescribeTrustedAdvisorCheckResultResult requestResult =
createClient().describeTrustedAdvisorCheckResult(request);

return requestResult.getResult();

& 7~ Trusted Advisor © ERIFHEL

LA Java REBERIEFA B —TIREIM DescribeTrustedAdvisorCheckResultResult SE4 , LAZkK
EY Trusted Advisor 8 &R ICHI BRIV 5K,

// Show Resourcelds for flagged resources.
for (TrustedAdvisorResourceDetail flaggedResource :
resultl.getResult().getFlaggedResources())

{
System.out.println(
"The resource for this ResourceID has been flagged: " +
flaggedResource.getResourceId());
}

§94B LB Amazon Trusted Advisor

HAOAMBE R EEFEDFFEK S B Trusted Advisor X ZAmazon Organizations. /B LLIhEER |
BOUBIBIRERREEAPFERAKFHNRELR., ZREBERELRVBEURENKFH
SEMERNES. fli0 , BAILAERAIXLEREES IAM AR EREEH LD FHBLRK - EEEH

Amazon Identity and Access Management (IAM) , & ZEREHET Amazon S3 FE N RLEXS
I 5 i#h 8] 22 174 AR S5 (Amazon S3) Simple S3 EAE TRV IRERIL,

® Note
AANENREEFEXHATTATM,

&R Trusted Advisor K EHFMER AP B 2026-01-12 79
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£

. EREH

- BRALNE

* Jl¥T Trusted Advisor X &

- BIBALANERE

- EERERE

- FTHRALMNBRE

- ZRALNE

- A IAM KRR FIERARNE

« ERAHAM Amazon fREEF Trusted Advisor R &

FRFAM
EAFHREUATERS B AAANAE :

o SREIK 452 Amazon Organizations B & o

- BHHELAXIE R A Organizations FIEINEE. BEXEZELE , S Amazon Organizations
FismsmE AALAP B IIEE.

o HAORKERNKF %IE B Amazon usiness Support+, En Amazon terprise Support &% Amazon 4t
—ZEitR. EALAM Amazon Web Services X # /03 Support plans 7T H % &8 21T
BES LR Amazon Web Services 35 i+ %.

s BUBUEEKFHPNAFRSH (RARENERAER ) BR, TRERUIAM AFER IAM BEF
X, BEAANAEEEMENRNKE, BSAEH IAM FBATFHEEHLUE,

BRALHE
BRELERGEARHEZE  FREUATSREAALANR, SRS , FHIUTER :
+ Trusted Advisor EERN T ERFZELNEARFRZH, BEXEZELR |, S Amazon Organizations

AFEEHHERE M Amazon BRSE A AIETHRRR.

+ AWSServiceRoleForTrustedAdvisorReporting service-linked-role 2 7E &4 2K E K F
RNEBEN, BB FERREIFA Organizations Trusted Advisor FTEENR, RZREKARE
BE K BEEFIRRE. BXEZEE , BZH FERFXIEKAEAT Trusted Advisor,
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A LAM Trusted Advisor 4|4 B AEH LA RE,

ESRALRIRE

1. UEBERGHEFALNERIKS, , RS https://console.aws.amazon.com/trust edadviso
Amazon Trusted Advisor r L3 FFi2&I &

2. ESMBEHETPH Preferences ( BIEIT ) T , % Your organization ( RRIHL )

3. FEBEUTAHEXBRATERR" T Amazon Organizations , 7 “/& A’

® Note

NEBKFERAALMBT2NMERAKFREMENRE, §lin, MEEHNKAKFEHE
BEAYE K BAXEKFHET2HESEEKFHBMNKE, 1Z Amazon Web Services X
¥ 1 RIRE T BFLE Trusted Advisor X EZR AT K,

B3 Trusted Advisor X =&

ERALONRIRE 281 , RIMBWERIE Trusted Advisor TEZHIRS ., BAIUTEHRE , MEERIF
Trusted Advisor ®R&E |, BIEMIRE FTERBERHEER.

MR EH B Amazon usiness Support+, En Amazon terprise Support 5 Amazon &—izEitXl , N&E

J& Trusted Advisor B3I RIFTK - FHXE,

® Note

MRENALPFERBEF RESERTIFURIAKS |, WX LK 89 A 7~ S0 % F Trusted
Advisor #2H| & FRERIFT R, BT ERMALERKSPNABKSHRE,

3T Trusted Advisor X &

1. ¥ https://console.aws.amazon.com/trust edad Amazon Trusted Advisor visor L& E#E &I A,
2. & Trusted Advisor B TIH L , EBERIFFAERE. XERHEKFPHFAERE,

BT BEUTAARFREERE

« ¥ RefreshTrustedAdvisorCheck APl &4k,
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o 3 RIFTE R

(C

HITEMRE,

SIBALAINEKRE

BHALMEE , S 8IBikeE , ETTUEFALR Trusted Advisor B E L

BERZT LRI 50 Mg, NMRCENIREEHILEE , Trusted Advisor 2IBRER RIRE . BT
ERE EMIBREVIRE -

ERRALMBRE

1. BFALNERIKF , RBTE https://console.aws.amazon.com/trust edadviso Amazon Trusted
Advisor r EITFF##| &

2. TESMBE®D , % Organizational View ( ALRHHE ) o

3. EEBIERS.

4. BINBERT , ZIREBIFELER Amazon Web Services X8, X EXF, XEMERRS. &
Create report ( SIS ) TEL , BRI UFEABERHFETBENIRE. Bl , BALUEREX
HE Al (£3) &, AREEESRERSFHENXIT,

a. WAREH Name (B ).

b. XtF Format, i%# JSON = CSV,

c. XTF “XiF”, $§E Amazon Web Services XiF ShikiZ “£IF”,

d. XITF Check category ( #&EXEKF ) , EEREXRFINEF Al (£30)
e. X{TF Checks (KRE) , ERZXINKERE , EFEAI (2% ).

(® Note

Check category ( &5 ) kK 4GB E Checks ( E ) FkskM. Hlm ,
RIBER Security (22 ) K5l , ARERRBENRESRN , WEHWREFITEZE

NFTEREL R, EENHNBEREUERE , BAREXRFIREIRIAN AI (£
) E, ARERENREEN.

f.  X7F Resource status ( BRIRAS ) , EREREAVIRE , 20 Warning ( BE ) |, SEE
All (288 ) .
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RAriEmE

5. ¥7F Amazon Organizations , FEFEESEERETPHAL LA (OUs) BXMEZELR OUs,

%2 # (Amazon Organizations A {ER) FHEEHLHL L (L,
6. EZRBERE,
Example : 8122} & ik 4 E D
PR R AT & DA 2 JSON R -
« = Amazon Web Services X1
- MIENZEFMERE

EUTREH , ZRESHEFNEALRENVN—NE TIZEHLE Amazon K/

@ &
o QIEIRE PR MR A BEUR T EA R IS BB U RSN R R
. BREE—ROBE MRS | BIEMFIRE DETED 6 MO,
- MELREENREESREAEL , BRFTE.

EEREHE

REERFETT , BAI LM Trusted Advisor BHIEEEFEHRERE, XH , ERAUUREEFEENAL

MRELERBE.,
EERRERHE

1. BFALNERIKF , RIBTE https://console.aws.amazon.com/trust edadviso Amazon Trusted

Advisor r H3TFF#HI A,
2. TESMBEHEH , £4F Organizational View ( HEHME ) o
3. EEREBRM.

4. £ Summary (HE ) TEHL , EESHERINKRERS. BIET LL%ERE Download report ( TE

|/E ) o

EEREHE
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TEHALMEIRE

REEERERE , M Trusted Advisor 2% & T, MER— zip X, HPEE=1XXH:

« summary.json - BEBMREXFINKRELERHEE,
 schema.json - @EMREFIEEREN schema,
« BRIRXMH (json B .csv ) - BEEXEALPRRNRERSHIFAF S,

ETHALUBEIRE

1. BFREALNEEBIKF , RIFE https://console.aws.amazon.com/trust edadviso Amazon Trusted
Advisor r EITFF##| &

2. HESMBEHKH , % Organizational View ( HLEME ) o

Organizational View ( H4RHE ) THERTH TEHORE
3. ®EE—IRE |, % Download report ( FEIRE ) , ARREXMH. —RRETH —MRE
4. BRESRZH
5. FAXKRERITH .jsonXHIFEABFRENARFITIT . csv X,

(® Note
WMRERIIRE N 5SMB S L |, B BELWREIZ A4

Example : summary.json 3 4
summary.json XHERALPHKFHE R BMHEF PR ENRS.
Trusted Advisor ERL TEHIERBRRRAREER !

 Green— Trusted Advisor K& E 3z EF1E @ E,

* Yellow— Trusted Advisor ¥ 3z S AJ BE1FTE HY [E] &,
 Red— Trusted Advisor # Il B £5iR H B WK BRI,
 Blue— Trusted Advisor ToEHE X EMIRES,

EUT RS, HMEERN Red , — N A Green , —N A Yellow,
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"numAccounts": 3,
"filtersApplied": {

"accountIds": ["123456789012","111122223333","111111111111"],

"checkIds": "All",

"categories": [
"security",
"performance"

1,

"statuses": "All",

"regions": [
"us-west-1",
"us-west-2",
"us-east-1"

1,

"organizationalUnitIds": [
"ou-xa9c-EXAMPLE1",
"ou-xa9c-EXAMPLE2"

1,
"categoryStatusMap": {
"security": {
"statusMap": {
"ERROR": {
"name": "Red",
"count": 2
.
"OK": {
"name": "Green",
"count": 1
.
"WARN": {
"name": "Yellow",
"count": 1

+

"name": "Security"

.
"accountStatusMap": {
"123456789012": {
"security": {
"statusMap": {

THRAKANERS
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"ERROR": {
"name": "Red",
"count": 2
.
"OK": {
"name": "Green",
"count": 1
.
"WARN": {
"name": "Yellow",
"count": 1
}
},
"name": "Security"

Example : schema.json 304

schema.json XHBEREFHREN schema, AT RHIEIE IAM B KB (YW2K9puPzl) IDs
IAM Z4A 5 # (DgdJgYeRmb5) 1 Z /Y FIJE 1

"Yw2K9puPz1": [
"Password Policy",
"Uppercase",
"Lowercase",
"Number",
"Non-alphanumeric",
"Status",

"Reason"

1,

"DqdJgYeRm5": [
"Status",

"IAM User",

"Access Key",

"Key Last Rotated",
"Reason"

1,
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Example

resources.csv XHEEEAFERNEXRES. URHIERTIREPE RN —LEHES , AT
N

- ZEIKFHKS 1D

« ¥ Trusted Advisor 4=

- BRID

- REMNEEZ

» Trusted Advisor X ZM £ &

« X Trusted Advisor Z3 3

- RALKEBA (OU) AR HYIKS 1D

REUBEARAIRELRN  ARXATAERE. LTETAERETEIRE , RRMT -

- RERSE | FIIRKF LW MFA | SRERR , IR 2ERERED, TERNRENRINE RE
summary . json X#H,

- BERENETAHIN Red ¥ Yellow RERER. WRAMBERRENRN Green , MEMARETSH
MELNIRE P,

- MRZENFERENRFZEAKE  IREAMEFAQXERERSEF. fll0, MREZEEHAPE
AT SR TERMERS , ML S EC2 MERfHAZIHRREFF2HIAELNREF,

- P EARBFRELE R, SPEELRLFTREXIFITNN AP §IXZ 5 Trusted Advisor EHLET
AL R EXTIER, MREHE B Amazon usiness Support+, En Amazon terprise Support
Amazon Unified Operations itXl , AR MNEMRK A EEZAEEE—ANNBSEEIRES
R. BXEZEE , 5 RIF Trusted Advisor X%,

- MRRBEALNERKFERATRERW , UREFT23EALPEMKSHRIR,

FFRRE |, B LAERE B4 ( 20 Microsoft Excel ) $TF .csv XK R, BRI LAER .csv XH
NHELARFREKFPFHAMERERH TSN, MREFNKRESENARF—EER , WA UHREE
H json XHT .

json XHHERLL .csv XHRRNBHOREFEEKXR , TATSREARS , fINFERASANBIEENR
ENMERD M. Flan | EBATLARF SQL # O 5#E W Amazon Athena Z KM Amazon IREESER |, X
B EHITER, BB LER Amazon Quick Suite B4R H AT ML BN EIE, BXESZE
B, #2R A EM Amazon JREEE Trusted Advisor R &
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ZEHALRNE

RBHEBFRZAALANE., EUREFALNEERRS , IRBEEZALIEMENRNAR, &
Fo R MR gy ALK 7~ 22 A Lk Zh e

ZRWIhEER , FHAUATER

« Trusted Advisor 241 AI{§ lR$1E Organizations A il BR.

« AWSServiceRoleForTrustedAdvisorReporting BRExKABEERALHNEEK S FHED.
XERBMREFE , BRUFIBIERE.

« BWIERNALGNE, EERTEHRE. EHEUROIENIRE , BAFM Trusted Advisor 3241 &
ENSRALNRE, ESEEAALMNE,

EERHALME Trusted Advisor

1. BEFALNEEIKFS , RIS https://console.aws.amazon.com/trust edadviso Amazon Trusted
Advisor r EITFF =&l &,

2. ESMBEKRT , REEIEI,

3. 1£ Organizational View ( A2 #LE ) T , 1&£3#F Disable organizational view ( ZEAHLNE ) .

ZRHALMEE | Trusted Advisor FECEHLAFE M Amazon KFHIZE, BR , £

EX IAM #2414, IAM API 5 Amazon Command Line Interface (Amazon CLI) ¥ EMiBR <z

B , AWSServiceRoleForTrustedAdvisorReportinglRFHEXACMNMEREBELALNEREKS, A,
BXEZEER , 5 (AM AFEmRE) PHRIBRERESHEXAE,

® Note
BRI BAE R E Al Amazon REREWMATRMARAERSFHBIE. BXESEE , SR
AR BIR

+ Amazon BB AEBEEHMEH Amazon Organizations K#E & FH Amazon Trusted
Advisor Z1X

« EREM Amazon IR EE Trusted Advisor ks
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Amazon Web Services X & ArfEm
£/ IAM KBS RFHRIER N E

IEAILAE A LA Amazon Identity and Access Management (IAM) KRB R F &K~ A A RA R R
FHALME Amazon Trusted Advisoro

Example : XT4H LM E R T4 15 RIAXBR
DTEBATELGRARNEINE, EZXENRNAFLATUHRITHUTIRE

- BRANZEAALNE
- SR, EFENTHRE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadStatement",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization"”,
"organizations:ListOrganizationalUnitsFoxParent"”,
"organizations:ListAWSServiceAccessForOxganization",
"trustedadvisor:DescribeAccount”,
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
"trustedadvisor:DescribeServiceMetadata",
"trustedadvisor:DescribeOrganizationAccounts",
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

},
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{

"Sid": "CreateReportStatement"”,

"Effect": "Allow",

"Action": [

"trustedadvisor:GenerateReport"

]I

"Resource": "*"

}I
{

"Sid": "ManageOxrganizationalViewStatement",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess",
"trustedadvisor:SetOrganizationAccess"

]I

"Resource": "*"

}I
{

"Sid": "CreateServiceLinkedRoleStatement",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleFoxTrustedAdvisorReporting"
}

Example : X4H 4210 B #Y 1R EX T (R AX BR

LU SR AR VISRV AR B #E 4T RIRIG R Trusted Advisore EEXERBRNAF REEENTHRIE
i =

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "ReadStatement",
"Effect": "Allow",
"Action": [
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"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSSexrviceAccessForOrganization",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports”,
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

R LBIZBCH IAM Kk, BXESZER , F2H IAM B iERE R EIE IAM K,

(@ Note
MR IR Amazon CloudTraill EFHREBERATUTAR  NBEXEXKEFARELSETRUTAR

« AWSServiceRoleForTrustedAdvisorReporting— Trusted Advisor AT i R4H 4R

KPR RSHEXAE,
« AWSServiceRoleForTrustedAdvisor— Trusted Advisor AT ifRI4A 4R BRSSHYPRSSAE
xAEE,

BEXBERHKACNEZEER , BSHERESXKA® AT Trusted Advisor,

FERE M Amazon BRESZEE Trusted Advisor IRE

BREAHECEAHM Amazon RELEZNEFLNERE. ZXETEHR , BFUE- A TEHEREN
0 I 52h 3] 22 174 IR 5- (Amazon S3) Z & #F Amazon CloudFormation —/N B F1EIK P F 6] B R RV E
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o ARG, B LAMEA Amazon Athena BT HETEH X EBHIRENER , B LA Quick Suite 7
P HEIE AR T iZ B R

BXRAULREBRENEEFN RS , HSH Amazon EEBAEEBEH M H Amazon Organizations
AHEEE Amazon Trusted Advisor 22X

FRFM

FRABR A, BBTHEATER :

- LLEBEERNPRE Amazon Identity and Access Management (IAM) f F° 55 & %,
- FRAEELRI (FERILILEE ) Amazon Web Services X1 HRIFIR B &K Amazon BREZFME IR,

« B|Z Quick Suite Ik, BXEZEEL |, 52 (Amazon Quick Suite A )Y FH Quick Suite
BRED A

k& £ F Amazon S3

BT 3 resources. json REG , FXH LFHE| Amazon S3, BUMEEERS (FHFRILIL
&8 ) X ERFEE,

EIRE L5 Z Amazon S3 Z#

1. &% Amazon Web Services BE#ZH|A& Z hitps://console.aws.amazon.com/,
FEAXEERESR , AREREXERD (FHELILE ) X,

$TFF Amazon S3 #2#|& , MAuLA hitps://console.aws.amazon.com/s3/o
MEFERSIRP | &8 S3 7@\, RAEFEM. EANET-—EFPERAZER.
fEbucket-nameMWE L | & “QIENXH4KR" , WAEHfolderl , RFER “RE"
1%$% folder1,

£ folder1 # , #%#% Upload ( L% ) , A/F&%EFE resources. json X,

EE Next ( T—%) , REBBINET , AAFIESE Upload ( £3)

© N o 0o » W N

@ Note

MBENGFHIRE LHBLF#EE |, BESXRLEE . json WHFRNRNERITESGS , X
HEMTSBEINERE, Hl , B LU R RMEIFAN X , Bl resources-

timestamp.json. resources-timestamp2.json , kLK H,
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&£ /8 Amazon CloudFormationfll 2 &R

R E L8 ZE Amazon S3 /& , iHFEAT YAML #4R L3 E Amazon CloudFormation, LbiEMR & iFE
EREHK F 812 Amazon CloudFormation BFLEERIR | AMEEMRS LA S3 EREHPHIREH
. ZEHRHN IAM Amazon Lambda, FeIZE &R Amazon Glue,

EF A&/ E IR Amazon CloudFormation

1.

R

© © N o O

11.
12.

13.

14.

15.

16.

T £ trusted-advisor-reports-template.zip 3,
R 48 2 3
T XA Ym R P AT TR AR S

¥ F BucketName # FolderName ¥ , & your-bucket-name-here M folderl W&
B ERI K P P Y 176 A8 B PR ST R B o

REFIZX M

£ https://console.aws.amazon.com/cloudformat ion 37 Amazon CloudFormation & #1&
MREHKRRE , FEXBEFESRD , REEZERST (FF LI ) XiF,

ESMBEEP |, %$F Stacks ( #Hk ) -

1£$% Create stack ( BIE2M#1% ) , AFiEE With new resources (standard) ( fEAFTAR (bR
H)) o

. ¥E Create stack ( RIZ#4% ) TWHE E#Y Specify template ( 3 8E#EMR ) T , i%£# Upload a template

file ( LEERIHF ) , AE1EE Choose file ( EZEXH ) -
%R YAML X, RGEE Next ( T—F ) o

£ Specify stack details ( IEE#RFHAELR ) REL , MAMKBF , W0 Organizational-
view-Trusted-Advisor-reports , R/FEE Next ( T—F ),

# Configure stack options ( ELEH#ED ) ME L , REKIARE , R/FEE Next ( T—
F)o

£ 5% Organizational-view-Trusted-Advisor-reports RHE L , F&ZEMET, R
HEESR , &5 “FKHEIA Amazon CloudFormation ATRER GBI IAM HRIR” SiE4E.

pridegnlfe b3

BIEHERLITE 5 2 #hEdE,
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#1# Amazon Athena R RIZkIE

RERRGE , LAILIE Athena FEBHIE. £ Athena RIBERAH D MTRENER , HIWNEKREAR
PRIKFHRERESE R,

© EE
. ERZERD (HERLLL ) K,

ﬂﬂ%fﬁ"ﬁ% Athena WHTF , NIXNEIRREEHNERNE , ARTERNRGZTERN. HRINE
WEAMMNERETRN S3 MG, BXEZEE , SH Amazon Athena AP IER
NiEEBERLERNE,

E#& Athena FEHHIE

1. M https://console.aws.amazon.com/athena/ T FF Athena #2#|& .

MREHRRE , FEXBEESRD , REXERST (FFRILILE ) X,

1% Saved Queries ( RENEW ) HEBRFED , #iA Show sample,

R ERIER , HlI0 Show sample entries of TA report ( 2R TA IREMRHIZE ) .

w0 D

Athena «ueryEditor  Saved Queries  History  Datasources  Workgroup - primary Seftings  Tutorial  Help  What's new

Saved Queries

* Delete Query © New query
Name Description Query
O Show sample entries of A query that selects all aggregated data SELECT * FROM "athenatacfn”."folderi” limit 1e
TA report
« Beginning of List

BEHANSUTARRERLL,

SELECT * FROM "athenatacfn"."folderl" limit 10

5. &RI=1T o BHERHERE RHEXK,
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Example : Athena &1

TR RAIERIREHE 10 NRAEIZE.

i)
Mew query 1 | @ Show sample ent... @ +
‘ 1 SELECT * FROM "athenatacfn"."folderl" limit 10

Save as Create ~ | (Runtime: 0.83 seconds, Data scanned: 94.75 KB)

Use Ctrl + Enter to run query, Ctrl + Space to autocomplete Fr AT el

B L]

Results “
« volume type ¥ checkname = accountid = category = issuppressed ¥ snapshol
1 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0d4
2 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-06b
3 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

4 General purpose(S5S0) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

5 General purpose(S530) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0efd
6 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ab
T General purpose(SS0) Underutilized Amazon EBS Volumes 123456783012 Cost Optimizing false snap-078
& General purpose(S50) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

9 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ffe!
10 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

< >

BXEZEER , 52 Amazon Athena AFEEF M E A Amazon Athena 1217 SQL &£,

£ Quick Suite A&7 12 &I E R

&R T BIRE Quick Suite , AEHEZFHRFESHEH ARLHREEE.
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® Note
ERMERAZERD (FFRLILE ) X,

E 7 Quick Suite 822 ZHIE R

1. SME Quick Suite ZHA , REBERENIKS,,
2. %&$E New analysis ( I D47 ) . New dataset ( FIHIEE ) , REERF Athena,

3. 7E New Athena data source ( 7 Athena BIEIR ) XJiFES , W AT FEEZ , Hla0 AthenaTA |
SRIG1E$E Create data source ( BIEEITER ) -

-_—

New Athena data source X 1

Data source name

AthenaTA

Athena workgroup

[ primary ] v

Validate connection SSL is enabled

4. 1E Choose your table ( E#F %k ) WiEHER , & athenatacin FTH , 1% folder1 , RFIEEF
Select ( &£ ) -

5. £ Finish data set creation ( SERRBIEE IR ) X iFEH , 1&$#F Directly query your data ( BE#EE
WIRWEIE ) |, AR/FIEEFE Visualize ( ATHL ) o
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Finish data set creation *

Table: folder1
Data source: AthenaTA
Schema: athenatacfn

Import to SPICE for quicker analytics +/ 1008.8M8 avallable

© Directly query your data

EITE AT BATE Quick Suite R BIZEHIER. BEXEZEER , 85H (Amazon Quick Suite AF 18
) FRERESER.

Example : Quick Suite #3 &I E R
AT R FRIRE RABE X Trusted Advisor R ERER , Hlf0 :

« ZXWHKS IDs

« Amazon & ith X5 E
rEX5

KRERA
BANKFHREPHREE

Reconds by Category Records by R

Records by Accountld

Records by Status

3
£

Fl  Accountd s

i
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® Note

MREELNZRIZFIEARS HIMNPRE IR , BHR Quick Suite ATLAEA Athena, BXEZE
B | &2/ (Amazon Quick Suite AF#ER) P EIEEE Amazon Athena,

BXRAURLREBRENEZSEENRG , ESH Amazon EBEARBEEPMEA Amazon
Organizations KF#E&EE Amazon Trusted Advisor Z i,

R HEE
MREERLEPEREE , FSRUTHEHRRRER.
BRAERVRE DB IRIBE

BIERER , ALNEIETSHIRIFALFH Trusted Advisor X E, EFRMBFHRELR | iF
RIFTALHNEBKFNBINRAKFHIRE, BXEZELR |, 5 B Trusted Advisor £,

BHHREFREENS
MREHIREEBEENS |, Athena EH S AIRSELHNRPERUATHIR

HIVE_INVALID_METADATA: Hive metadata for table folderl is invalid: Table
descriptor contains duplicate columns

SHRE, ERURBUTSRRIEE LRI,

EREENT

BT LAER Amazon Glue 2H| A EF R , HREBEREHREFEENI,
BEEREET

1. $TF Amazon Glue ###|& , Wik Fhttps://console.aws.amazon.com/glue/o
2. MREBEARRE , BEXEEZESRP , ERFXERE (HAEFRLILI ) X,
3. ESMERTP , &R

4. EREHXHREF , BIW folderl , RIFTE “£H" TEEFE “FE” WE,

MREEEENT| , WATRFIRE L FER Amazon S3 F#EM. SRUT LHFHRE &

VAN
o
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LIRS

HIRFNEES /G , RNBWEEAFREERAEGRE. STHRMNTHECRZNARERAAAPH
BRAT IR & IR

EFEWRE
1. WMRBEERE , BERIFEAHL DK Trusted Advisor X E, ES R RIET Trusted Advisor 3%
=B

2. % Trusted Advisor 2% &P 82 H T& % —1 JSON &, FSHEZALANERHRE. FHE
B, &TER JSON XX,

3.  %E3Fk Amazon Web Services B2 #I& HITFH Amazon S3 ##HI& , Mt A https:/
console.aws.amazon.com/s3/,

4. 1&FF Amazon S3 FiER , AFER folderl X#HK,
5. BB E— resources.json & Hi%EE Delete ( HIBR ) -

6. £ Delete objects ( MIBRF IR ) REFHI Permanently delete objects? ( KAMBRIIR ? ) T A
permanently delete , A5 Delete objects ( MIBRN R )

7. £ S3FEMMEH , %R Upload ( £ ) , AREEFHRE. HRESBIEHEHN Athena RIEM
BEBFREBIESN Amazon Glue ERZFRF. RIFEHN R REAREZE/L D EEtE,

8. 7E Athena #Z#IA M AT EIM, BESHEI Amazon Athena I EIE,

@ Note
MBEIAHRBMEREBD , EALATE Amazon Web Services 235 RO BIBE AR X FRH,

& & B Amazon Trusted Advisor ... 2t #FH X E Amazon Config

Amazon Config 2 —W4t N AR REFL M. FRMFLENRFREERIRS. Amazon Config 12
MEEMAN , XEANENELH., TEEXNENMERE , Amazon Config A T 1¥{E &/ Amazon
RRRENEENLNRESEK,

Amazon Config Z#l A 5| S EERIEEANNEENBE. £ LAERA Amazon Command Line
Interface (Amazon CLI) 2% Amazon Config API {£i%E L FEEHNIEER JSON K18, BB E N
REANWTAUBERENER, EALNEENAUNSE , UEELENERIFEAUMmSLME
WEM. BETHEXERANEZEE Amazon Config , {52 Amazon Config F X &,

E &M Trusted Advisor ... X #FHIXZE Amazon Config API iRZA 2026-01-12 99
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Amazon Config £ EH N ZFXFrEHE S Trusted Advisor #HT—AKRE, BRAELELEMANE , N
B Trusted Advisor REF BB H. EEE WL Trusted Advisor B E R4S ER Amazon Config J£E
NIRRT | S FAmazon Trusted Advisor EFESEHHL,

#8148 B Amazon usiness Support+, En Amazon terprise Support 5, Amazon £ —iaE it X & & F 7] LA
/8 Amazon Config BBt X E, WMREFH Amazon Config 38 EHAF —4 Amazon Web Services
IR, W& B3 B HMENEEERN Amazon Config EEMN T IFHHE,

(® Note

XEREBENERSRBRETEMEANEEINNEFREIRIEF. Amazon Config T /o 1FRIFTE K.
BB BT ENX LR BERHERE IR,

A B HEE

MREEFNERERBRNRAE , FSHALUT RBHERER.

il

B

« BRINE AT ZEFMEEHMN Amazon Config , BE&E B ZIH MK Trusted Advisor K&,

o BAREE T RE— Amazon Config TEMN , TS FFT XL Trusted Advisor ?

« &} T Amazon Config FEE AN Amazon #h X FHIHVIIEE, RESEE M EF Trusted Advisorft A ?

ENN S AT ZEMEERHN Amazon Config , B &E BRI Trusted Advisor
A‘LEO

Amazon Config MM EKITMEERE , LAILUAF3RET Trusted Advisor #th B FER. MREER St
Ihee B XM EA , B 1 Amazon Web Services 3 Center HRIBEARZHRHI,

FFIXERR T E—/> Amazon Config EHMN , TS F B A Trusted Advisor ?
FNFELRENENEEAN |, BLTE Trusted Advisor RELERAFEHEIMMEE,

F < T Amazon Config TEE A Amazon X ZH|HIThEE, BRSEEEE R Trusted
Advisorft £ ?

MR Amazon Config TEEA Amazon XKIF XA T &IRiEH , M Trusted Advisor T EIZWAENIE
EANNBREAETZXEHITRE, BIFICFKF[RERKE Amazon Config , MENFEERANERE—

B BEHEE API hzZ 2026-01-12 100


https://console.amazonaws.cn/support/home#/

Amazon Web Services 1 AriEE

BE{RE , Trusted Advisor EF| Amazon Config ZIH, REMBRIEEHRM , N Trusted Advisor X E
BWIE B & 2IF T 32 il BR o

£ #H&EEF Amazon Security Hub CSPM #4 Amazon Trusted
Advisor

/8 F§ Amazon Security Hub CSPM J& Amazon Web Services Ikf° , &A1 LAFE#2H Trusted Advisor
BFEELNZERFERRERI, BRI LER Security Hub CSPM #4KIRFIIKF R Z £
R, BBEA Trusted Advisor RE—#, BAINEEZENRE. TRMNEFRIIEK , AFIRK
#8 Security Hub CSPM MEBCKRR BN L 2B, BaAEALIEE— N ENNEERXE
Trusted Advisor 1 Security Hub CSPM & £ 21,

@ EE

o BALAM Trusted AdvisorZEE Amazon Eff e HESSBRERSREDRIRYE | B35
N URE” > M PIRHRA. BXRZIXZFRANIIER , ESHE (Amazon Security Hub
CSPM AFiEmE) 91 Amazon Eft £ HESSBRIEZEH,

B X Security Hub CSPM KBINEZER , S RZEHIES,

+ Trusted Advisor £ 2024 £ 9 A 26 B2 81 L4 Security Hub CSPM 2|3 #e, 2024 &
9 A 26 BREAMWMBEHEARLEL, Trusted AdvisorfRAIBAfE Sec urity Hub CSPM H &
KEEZBRzZRERBNEYE,

F&

- EREMH

« BEFEYRH Security Hub CSPM A&E4

« RIFYREY Security Hub CSPM A&E4

« 2 Security Hub CSPM Trusted Advisor

- HBHE

FRFM

E 3 A Security Hub CSPM 5 &R , EBXAIUBEZATER : Trusted Advisor

EHREEIRH Security Hub CSPM #2244 Trusted Advisor API fR4s 2026-01-12 101
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- BAINA L IEER B Amazon usiness Support+, En Amazon terprise Support & Amazon £i—2E
it&Xl. #AILAM Amazon Web Services X /03 M Support plans ( X#FitXl ) TEREREHN
X#FitX. BXEZEE , SR LK Amazon Web Services <# EE,

« YRAMTEHR Amazon Config R ER Securit Amazon Web Services X3 y Hub CSPM #2445 A
BRicK. BXREZEE , B2 HEAANEE Amazon Confige

« BAME R Security Hub CSPM Hik#Amazon Eft L £ HESLE v1.0.0 T2, WREH K
HITIIRE | 529 (Amazon Security Hub CSPM A F#8/) F#Yi&E Amazon Security Hub
CSPM,

(® Note
MREELHRETXERREMN , MATLIBEE EFIRH Security Hub CSPM AEL R,

% F Amazon Organizations T /=

MRBELFHEEBKRFHNEREKE  WRELEINEALFHMERAKFBHALER. MTASAMK
FPEFBRR Amazon Web Services X #F Bl a] /5 At ThaE, B2 , ALFNRAKFNREEHREER
oA, M58 A Security Hub CSPM,  Trusted Advisor

MREENRBENKAKFEZRALLER , 2 #J9 Amazon Organizations ik = 25 A It IhEE

B EIRH Security Hub CSPM &L R

RIEEINK P /3 A Security Hub CSPM J& |, #289 Security Hub CSPM XM RZAIREEE 24 Nt FEEE
TEEHEN “24€” WH L, Trusted Advisor

EBEERH Security Hub CSPM &L R |, #1518 Trusted Advisor

1. SM#El Trusted Advisor 2%l & , AREIEF Security ( 22 ) %5l
2. 1f Search by keyword ( BXBIAE R ) FEF , ARENEHRIHER,

® Tip
FF S our ce , BATLLEEAmazon Security Hub CSPMI&iE Security Hub CSPM #4,

3. #%$¥ Security Hub CSPM 2B #-EZMUEBEUTER -

EERE Security Hub CSPM &4 R API WA 2026-01-12 102
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-settingup.html
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- Description ( #iR ) - At F AR EENIKF REFERLFE.

- Source ( R ) - ®ERXH Amazon Trusted Advisor &2 Amazon Security Hub CSPM, ¥fF
Security Hub CSPM #2244 | #RAI LA F#24 ID,

« Alert Criteria ( #RW5E ) — BHAVIRES, a0, IR Security Hub CSPM &N EIEE A , NI
RATRER ‘A& : PE RS

« BIWHIRME-ER Security Hub CSPM X RS IZEE RIS E TN HES T,
* S@@ ecurity Hub CSPM iR — &R ATEIK 7 3K ) Security Hub CSPM #& U Z (7] & #Y 3

3
W o

@ &

o BUIER Security Hub CSPM R REEBRERERLER 2. Bl , IREZEFEA Trusted
Advisor #2#1& M Security Hub CSPM 24 HEBRINE , EXEZER , BSH REREYE
R ITERRS.

- AAMEIEELRFS Security Hub CSPM HIX TP ER, BAINEFEEENALPRLINH
Security Hub CSPM 2 #l1E8He , ARRBM THIkE. EXEZEERE , BSH NWEHLNE
Amazon Trusted Advisor,

RIFT¢REY Security Hub CSPM &L R

BRAZEESE , Security Hub CSPM RRZ AR ZFER NP T RERBEN R RNLE R, AT, Z¥
BEZUREE 24 /Nt F BES RIE Trusted Advisor ¥4l H, MBERFIFEH T Amazon Eft L4
RESXEK v1.0.0 220 | BRHEBRARERH|IA, Trusted Advisor

@ Note

« 8/ Security Hub CSPM 24 RIFTiT XM AN , RERMRKERWN, BEl , RREE
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EIERBRNHNIKFHFR2UWEISRE P Trusted Advisor riority 9 E8F BB 48 Al
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HUHEM EIREE R

1. LAEEKF &4 1Ehttps://console.aws.amazon.com/trustedadvisor/Zk 1 & F * Trusted Advisor
Mo

2. TESMBERKTH Preferences ( BIED ) T , & Your organization ( #HI4HLR ) o
3. EZREEAT , &R, , REEREEH.
4. TEMITFES |, E£$F Deregister ( FH ) -

B8 Trusted Advisor 1t 55 4% & 41

Trusted Advisor Priority @3d B8 FHB 4 KX B A, LB FHM4EBHBIFELNEF AR ABLEERIE
WHRHE, BALUIEEM Trusted Advisor Priority 3ZULE FTHISAE,

MREFRAKFEIMANEZEREER |, A1 T LUFEKFIRE JZEU P Trusted Advisor riority BF
R4 E A

Trusted Advisor {E £ B FHBHF BN IIENMAKF WK ELE R | 5SEEM “ Trusted Advisor #E" B
ENFH. BXEZEL , ESH BB BHEIEW,

@ Note
HREEEKFHRBNEE R F8E1RE Trusted Advisor £ 54 B F R 4@ A,

EIRMARM Trusted Advisor 1L 5@ A

1. LIBEEHZEREE R K Ehttps://console.aws.amazon.com/trustedadvisor/3R 1 & 3% Trusted
Advisor #2#1 &,

2. ESMBEETPH Preferences ( BiEI ) T , 1% Notifications ( BH ) o
3. £ Priority T , AT BLUERR AT IEIR,

a. Daily (X )-#8XEZEK—HEFHH4EA,
b. Weekly (8 ) - SF#ZK—F B FifHE,
c. REREZWHWBEA

- RABWHE

- RARBEH
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4. XWTWHEAN  GEFEHZWRBFEFBHNEMEBRRA, B LE Amazon IKEESRAEE £
A MK IRE” TUE PRI ERER R Ao

5. 7 Language (BT ) &I+ , EEBFHGBHEANIES.
6. %&$® Save your preferences ( REFEIEI ) o

® Note

Trusted Advisor Priority Mixnoreply@notifications.trustedadvisor.us-west-2.amazonaws.com
bt K IAEFERE A, BATRERE EW ALK B FHiME P in A IR B X LB FHf 4R By
IR

# A Trusted Advisor 4L %4

BRRENEF AR A EEAILIhEE, ZALIIEERE |, &8 Trusted Advisor 2§ & AT~ H
ERIEEEINFHES B HEE

MREEF P Trusted Advisor riority RIEHEEBXBA , BNATUEEENKFEANEEREZA
Trusted Advisor Priority 2 Bl &I #EE

Amazon Trusted Advisor EESZ & #l

BRI LATELL TS E R B Trusted Advisor EEFMEXZE IDs WA, HARNAR, BHEAUEF
Trusted Advisor BHIAEBERRE., BUIRERERANESZEE,

MR EH B Amazon usiness Support+, En Amazon terprise Support 5 Amazon &—ia&itXl ,
LA Amazon Trusted Advisor APl 1 Amazon Command Line Interface (Amazon CLI) EElﬁlﬂié‘\El’J
XE, BREZER , BESANTER :

o FF#A{E R Trusted Advisor API

(® Note

R EA Basic Support 2 Developer Support itX] , WA BAE A Trusted Advisor 13 &l & 18]
ZIRFERHFEANPHAMEREUARRENBELINTHUATRE :

« Amazon S3 F#EINR
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https://console.amazonaws.cn/billing/home#/account
https://console.amazonaws.cn/trustedadvisor
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/Welcome.html
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« Z2E -TERREVEERD

(® Note
BA N EPEXERERAUTRE,

ALY
ST AP A T R AL ALK BIR B,

KEZMN
- HBHNAEYE R
o RXERHVFEME IP bt

&R A B9 2R
i 89
¥ & Elastic Load Balancing Bt & B T &M 1 5198 =5

BEENEAASIHRBL-ETA. NRABOEHEREEXENFIRES , AENRFNERES
BIFERSG , MFTTEERFEAAEISES. LREB{XKRE ELB RFHHNKLBATITEIFE
B, BT EFEHEM ELB 2£& ( Application Load Balancer, Network Load Balancer ) o

(@ Note

HREXREBRIVERICHAERRAR AN T REL , 84 0K BR. RERMNIIEE
PRICHY BR

KEID

hjLMh88uMS
RERMH
- HE  AROHREEERNFIRES,
- HE  ARPSHEREEETRREENFREH,
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- B AESET7 KA, AFEEHSERNBERELDTF 100 1N,
Recommended Action ( ZiYAYIRE )

MREHN A EEIXE TR B IRES |, NEESEMEFI M BRAFEET. FSHEREHN R
FIYE R EMIER Amazon EC2 SISk BRIGRY T2 835 # 38 .

MREN ARG RXBETEENFRSEA , HZ MY Elastic Load Balancing # 1T [RI B HE :
BITRARERE,

MREN ARG E RN FRBRE , WEZEBBIBRAR S ESE, BHSHAMRAEITESE.
H At 3R

- EEAEIESR

 XJ Elastic Load Balancing # 1T R @ Hf &

& 5l
* Region
- EEEREN
* Reason

- HfEBATE

RR]ERAYEME IP bt
i
RERGEESEEZTHIL S ## 1T E = (EIPsAmazon EC2) K< B3 IP it ().

EIPs RENHBRITERITHERS IP ik, SEENHS IP it FE , BIHLE IP tus
FERF B A 5 — N SKHIR EIPs BERFINATAXHEE. #NEEESTRISEAIFERE
EIP , FUHEIE LA

® Note
URELBEEITEFICHAMERRARTENEREH , 2 K BR. BREMILE
FRCHY B IR
K& ID
Z4AUBRNSmz
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-troubleshooting.html
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REERM

BE  SEHEMY IP it (EIP) RSIEFIZITH Amazon EC2 Ei5<Ex,
Recommended Action ( il HYIRE )

& EIP 31T ERSEAIRER | SURHURKERMY EIP, BXEZFER , BESHNHEM P It 5T
B A BT KB R BR MR 1P it

H o8 R

St 1Ptk
& 5l

* Region

o IP bt

FE

VN
Be

BERERSES ( ABIAARE ) RIESRSHME , LEESTUINATMETHE, KETEEAN
3K A5 48 U AT R Y B R o

BRI MERAN T HRERFIRE,

REZWR

+ Amazon DynamoDB Auto Scaling /3

+ Amazon EBS {1tk S A

+ Amazon EBS & |IOPS (SSD) &kl &
« Amazon EBS M T EHE

« CPU F|FAZ% & Amazon EC2 3E4i

- BATEHINAE EC2 Z2AMN

s —NEC2 ZEAFHEAREHNN

« XEMFMAH Amazon EBS BN RS

Amazon DynamoDB Auto Scaling /8 A
9

KEZE Amazon DynamoDB M £ /B R K5IZRBBEAT BV BHIEE.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-releasing
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
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Amazon DynamoDB Auto Scaling £/ Application Auto Scaling RS RREHI S FEMENETL
gEh , UIpRSERRREEN . XFATRILER -RERSIBAEMENERMNEARE LR
RRE , MARTRE, YTEAFRAE |, Application Auto Scaling AILUB A EHE | iXHFER
LTEANREANMEREN R,

&R AR Amazon Config INHF NS HABRKR EEE,

BXEZEER , 53R A DynamoDB Auto Scaling B EEHMEE N,

(® Note
HRENEREEXBIRFZR , HEFTAGTRFER. EXARFE/LNDNTEER
Mo
MFERA, il AOSHRAES , B EH
BatchUpdateRecommendationResourceExclusionAPI £ Trusted Advisor &R PSS HE
BR — T2 5 T8 R o

BEID

c18d2gz136
IR

Amazon Config £EMN : dynamodb-autoscaling-enabled
REXMH

#HE  ANEH DynamoDB and/or R£ B =R K55 A EHIIER.
Recommended Action ( ZiY AV IRE )

BRIEBEZRE — TG AR TEERWN TEM R ER B3 B DynamoDB and/or ®kF£ /=R ZKA|
WHEEEUHE , BNFEZERNEN Amazon DynamoDB XA B#T E.

EXEZER , HSHHF d ynamoDB Amazon Web Services B2 414 5 auto scalingp BL& &
i

H At B8R

{#F DynamoDB Auto Scaling Bz B2 &M AF
R& 5

» Status

MHaE API hRZ 2026-01-12 123


https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/AutoScaling.Console.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/AutoScaling.Console.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/AutoScaling.html

Amazon Web Services 1 AriEE

* Region

. RIR

« Amazon Config #L1|
- WASH

« EREHETE

Amazon EBS £t X2 H
1%, B3
RELZENIT D EC2 RHIREBH 7L Z# EBS {£1t,

Amazon EBS {L{LRYSEBIE AR EE HAk , 715k BERISEHIH Amazon EBS 1/O. This
optimization provides the best performance for your Amazon EBS volumes by minimizing

contention between Amazon EBS /0 Ml Bt FEREFANANETHRE,

BXEZER , %25 Amazon EBS {L{LAYSEH,

@ Note
HRENERFEXEIRFZR , HEFTATRFER. EXARZFE/LNDINTER
No
MNFRA, Sl AOSHPLER , BAUER
BatchUpdateRecommendationResourceExclusionAPI #£ Trusted Advisor &R &k
BR—I S TR R o

®EID

c18d2gz142
HIR

Amazon Config FEE#HN : ebs-optimized-instance

REERM

HE . REXEFNIT D EC2 k4| L5 A Amazon EBS {£1t.
Recommended Action ( il HYIRE )

EXFH B EFF B Amazon EBS {1t
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-optimized.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
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BXEZEE , FSRERINEM EBS {1,
H 3R

Amazon EBS {1t #9324
w5
» Status

* Region

. BIR

« Amazon Config #L1|
- WMAZH

o LIREFETE

Amazon EBS Fiii& IOPS (SSD) &M 4B &
9

KEEHRBKRZ EBS LMWL % EBS LWL Li#a# it E= (Amazon EC2) SEHIM T El B
|IOPS (SSD) %

Amazon Elastic Block Store (Amazon EBS) FHIFE IOPS (SSD) &XIE M inE| EBS L1t 35451 A
T RER MR 1 BE,

BEID

PPkZrjsH2q
REERM

®H  AT#{T EBS {L1LAY Amazon EC2 SEAIKtH ELE IOPS (SSD) % , B2 ARELI T EBS
1k,

Recommended Action ( iKY R4E )

BIEZ EBS (LBVFES] , 7 EE , HENTEMINBFHES, BXEZEER |, ESHE Amazon
EBS 1t BISEHIF15F Amazon EBS &k tn RS2 41

HbER
« Amazon EBS &3 H

« Amazon EBS &tfE
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-optimized.html#enable-ebs-optimization
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-optimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-attaching-volume.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSPerformance.html
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i a=p ]l

Status
X/ X
% ID

]

B¢

)
. LIEHR
- EBS {1t

Amazon EBS fiAEl T~ 2 E

L

K EE R B R EMZIEZE1TE# Amazon Elastic Block Store ( Amazon EBS ) &, IR A
EBS BHELLENTEAEMEMBEARE , WZREQRER, RENSFARTRERAKRELML
WIREMRE , B AREANAERZERBHNRR.

(® Note
HRENEREEXEIRFZR , HEFTATRFER. EXARZFE/LNDNTER
o
NFeA, il AORBALEFF , ERAFER
BatchUpdateRecommendationResourceExclusionAPI £ Trusted Advisor &R STk
BR—I = SRR o

KEID

COr6dfpMosL
R

HE  BHHEMETREN EBS B, N THEEREAERETE , BI12ZRFEEIA Cloudwatch
EfR ( 33E 10PS MIEHE ) . AT RAFRTZER EBS BHE LEE Amazon Web Services &

+

ERk. RANFERG , EELEMN.
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
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RAriEmE

Recommended Action ( ZiYAYIRE )

ZRYT REARENS.

BEXEZEER , B2 %FFEH Amazon Compute Optimizer X Trusted Advisor Z,
R&E 5
» Status

* Region

- &1D

- BRHY

« BRI (GB)

- BEMIOPS

- BIR1E IOPS

- BREFULE

- HENBRE

- HENBK/N(GB)
- HENSBEME IOPS
- HENBIRE IOPS
- HENBEERULE
- HENSRERULS
- EHE (X)

- MEEX B

o LIREFRESE

CPU FAZXEH Amazon EC2 3E4l

5458

KREZ X 14 RREMRRZETT
M&ER CPU EAXREE 90% , M&REER

KL a8 it E = (Amazon EC2) SE4l, R 7E Y K = E KA [H]

— BN EFARTRRAMESIMNL. BRE, ER , ethA8
REEH CPU ERERHMIE , FTHURENERS

TNARFRARBNER, &

AP WA 2026-01-12 127
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RAriEmE

® Note

LR ELREERIERICNA AR RARITEN R RS , 28 0K B, HRRMNIIHE

PRCH B IR

BEID

ZRxQ1Psb6c
REZRH

BE EQE 14 RANED 4 RR, ENKRFIFIEE CPU EAREN 90%.

Recommended Action ( iKY R4E )

ZERAMEZRIG, BARRBEFERMKLHIBENEE

H 3R
- WETS% EC2
- EBITBENAFSEE
(YE 5 # CloudWatch A F35R)
« Amazon A EC2 uto Scaling AP {5/

, BZH 1T 4= Auto Scaling ?

&5
- XE/ATAKX
« X4 ID
e
o EHIBEFR
- 14 X CPU FHFEAE
- CPU A& 90% KX

NMATRHNAE EC2 ZEHMN

54 B8

RERBAREBEZSEMNMN EC2 KpHl, MRAXFHIEFREMAN , HaEAELEE.
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-monitoring.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/autoscaling/latest/userguide/
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(@ Note
LR ELREERIERICNA AR RARITEN R RS , 28 0K B, HRRMNIIHE
PRICHY R
®BEID
j3DFqYTe29
REESRM

& : EC2-VPC EHIEEH 50 KX 2AMM,

#H . EC2-Classic XfIHBE 100 FEZEAHAHMN,
Recommended Action ( ZiXAVIRE )

BERBRFALELEENAN , BOEXRFXKOANKE. BXESER  FSRNZEADH
BRI

HAb B R
EC2 Z&4
i a=p ]l
* Region
« XH11D
« KHIBR
- -VPCID
o AVAHLIN SR
 HUAFI S

— 1 EC2 REATEREBHAN
458
RESMIDHBHIES (Amazon EC2) REAHREHH S MMM,

MRZEEERFRENAN , MRS,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#concepts-security
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@® Note
HREXIREEMERICHAMERRAR AN EREE , 81 OK R, RRKRMNIEED
FRIZHY B IR
BE D
tfg86AVHAZ
RERMH

#Ef® : Amazon EC2-VPC £ A BT 50 MM,

#Ef : Amazon EC2-Classic Z£4H 100 ZEMM,
Recommended Action ( ZiL A R4E )
RBRABESEENAN , UBLZLAFANNBE, BEXESEE , HSHEN EC2 £4IH
Amazon EC2 &£ 4,
H i IR
- W5 EC2 Z&4H
&5
* Region
- REHBH
« 41D
- 88
- ST E
- -VPCID
o HEHN S

S EMSEAKB Amazon EBS #MN TS
98

REWEHESEFABTRESHETESNEZHN Amazon Elastic Block Store (Amazon EBS) #i %
RS,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
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BT RNEFPERREK input/output (I/10) BRI AR MIRIT , TTERIE IOPS EER, ©F
HIRMY 100 IOPS , ERAREREB RIEEHRH IOPS, XT—RESH IOPS , LA LIERAME
IOPS (SSD) . W F % IOPS , BHLUERABAR (SSD) &, BXESEL , 28 Amazon
EBS &R A,

BRF EBS RILITHHKRBIREFIK |, SR Amazon EBS LAY H,

ERMEEFEARENR , BTRERENRE, FANREFERNIE 14 RPNE—RER—

5, MPEEFKREBS B , E TN T, MREEXEHNHERFJTIENNE , METEE

RN/A. MRBERE , BN SBATRENPEENTILES L (FlM, 256 / 20%)
®EID

k3J2hns32g
REERM

®E : Amazon EBS BB INEISEHIAF |, ZSLHIREN EBS L SAEN A T E M LAY E K ER
o, ZERITEMNENEBRHREKRT 95I10PS , #EER X 14 X9, ELE 7 RBERLEE/NT
REN 10%.

Recommended Action ( Zil A R4E )
W —RREH IOPS , LA LEATE IOPS (SSD) . X F5% IOPS , H T LAEMAEMAR
(SSD) &, BXEZEL , S Amazon EBS B,
H {th IR
« Amazon Elastic Block Store fi FP 357
= 5l
+ Status

* Region

« B ID

- BH

- BEHREK
- RABBEHE
o HIEAN S

Eogc )i

BRLMERANTRERFIRE,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
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® Note

MRERNFHT Security Hub CSPM Amazon Web Services i , W AT LATEIRHI A HEF
BRI, Trusted Advisor BXER , B2 EHREE Amazon Security Hub CSPM #2244
Amazon Trusted Advisor,

B LAEE Amazon EMiRERESISKRLLSMERNAEERG | B3R5 “RE” > FiH" 1
BHBRN. BXRIXFREHN5IEK , 5ZH (Amazon Security Hub CSPM AP 1§/ FH
Amazon EftiZ & RESIZKEL.

REZMR

« Amazon S3 FH#ENE

« ELB fii¥rsR &%

- KUNFITERLTLYE

o |IAM Z15 R B

- B2 -FERFNBERD
- R2H - FEZRE A

Amazon S3 1ZfE i@ R
1, B

¥ & Amazon Simple Storage Service (Amazon S3) R E G FF i1 R PR o iR R LS & 4 310 iE
WAF AR FEE. Amazon

HRENRES X FERBNRUR TEBSZXERRNFERBERKE, BT EMD Amazon S3 74
BNFERFRFIRBENR, XENRATESBEMBHYAFME I HFEBPHINR ,
MmEBFAS TN, A8 MNARTFLHEMBIBRGRRHRRAELSHFERFPHALRSR
o

®EID
Pfx@RwqgBli

REESM

- 46 F#N ACL RAFMB AT ALY FHBRIEN Amazon AP #1731k Upload/Delete 1A
RIS HEANR , FEREA BELEAHBR" RE,
« 6 FHEERBATAHRIER , BREH PFHLEARFR KE,
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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« 46 : Trusted Advisor EREBEEK , HEH T HMERR T A TG R

- BE FRRRBATLQTER , BR ‘RELHEER REETE , AW ZKSWENARS
HATIEE

- BE FREESN  ERBEATENEIELHKTBRRE

- ZE FERESANAEERATERBAHLTRRFRE.

® Note
BER BELEAKFRIZBARTGE 5, F21FMEL ACLs ACL 1%,

HERE

MEEEBAFFBIGRE , FRAERSHIFEFKILR, Sl , EREHSHL , B UER
Amazon CloudFront RIZHITE £ Amazon S3 LHAR, BS 1 (I Z# CloudFront Ff % & 18
) FHREIX Amazon S3 KRR AR, MBETEE , BEMFHENR , ARATFHEERHEE
FFiEEL. fEA“Amazon S3 FELIEAF A ERIZH A FNENBTBEHITABHFRNRE. BSMIE
& 17 B A X R I A AR o

HAth 8RR

EEIT Amazon S3 &F IR i B R

A Amazon S3 FE IR EH L A HIFRRE
i §=g 7l

« Status

- XA

- XiF API 3%

- FEBER

-« ACL RiF5I&

« ACL 7 ¥ E&uU/MIBR

. EBEARVFH

ELB r8sZ £

458
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/set-permissions.html
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/set-permissions.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/s3-access-control.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
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REHFBMWTSENALHATEES  XEARHESRITERAHENRLEEHTNEES.
Amazon BIUEFERAZ LMY (HTTPS 2 SSL ) . up-to-dateZ £ KRB AR Z £ 1 BB R
LHERNAHIER (EPREARSES ) FRZSE , ERREAERIER B ERSHM
R, \NMEIBEL2MWIRE, Elastic Load Balancing IRfE YN ELZ £ KK , ERBANHTE

Amazon & &EXEKk. HEETAN , 2 RATE KRB RE,
KEID

a2sEcbIlx
REERM

- 46 AFFERVEANITREREEZ LB (HTTPS),.

- BHE ARGERHTTPS MWRRE T T EBMEBEEEN L LKRK,

- BE  ABIGER HTTPS MR REERENRLRK,

- F6  APFERELBE - HTTPS lTsR , HF BB HTTPS MITR#MECE 7 #HEFR R
Recommended Action ( ZBiAYR4E )

MRERMIABIERNRELALRETER |, FEM HTTPS 5 SSL TRl iwER,
FRHEGERNTEN SSL Z2 KB ARINKIHIRA
RERHEENZB ML

BXREZER , iS5 Elastic Load Balancing Bl IT 25 &L & .
HAbBR

- MTREERESE

- EFATIIERN SSL HEEE

« Elastic Load Balancing 9 SSL &L &

- SSL Z£ KK
& 5

+ Status

* Region
- MEHEREN
- ESERRO

* Reason

ZeH API fR4s 2026-01-12 134


https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-listener-config.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/using-elb-listenerconfig-quickref.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ssl-config-update.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-ssl-security-policy.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-security-policy-table.html
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ZHANFIERLLE

B
REMBGEHRETRE T AT HRRHNABRSEREEN RONZS24H,

MRZLAARFHRRENAHEERREN KA , WBEEAFEERETHXESE M.
KEID

xSgX82fQu
REZH
- B BEAFHEHSRXHKN Amazon VPC Z£ AR A SGHLN 21175 8] R A S E# 5 A T 25
BB E YO,
. &6 BERFEEEHRXKN Amazon VPC T2 A A SLHL N R 5 15 9] RAE S 819 #8369 (10T
SREERE KO,

Recommended Action ( Z iU AV IRE )

BEZEAHN , LURFIE R RSEAEGESRFMTREEPELXWREOAFMPL , ARATIERE
MTU ZIH ICMP i, ESRAR B AFEERNMITEEM VPC R M EHISHEENZ LA,

MRZEARK |, BHFLLENAENEESR, QEREANN |, Fi5EREERBIGERN
ITERECE T LM O ML, BSH VPC RV RBIIERENZEA,

H A8 R
« Elastic Load Balancing fi F$87

 E# Classic Load Balancer

- REZMEMNEITHER
&5

« Status

* Region
- EBSEREN
- Z424 IDs

 Reason
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/migrate-classic-load-balancer.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-configure-load-balancer.html
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IAM Z353 3K BE

4 BA
REKFNZRDEE  AEREAZERBIREABBATERNRHES.
ZHARERELEHCEBASHIGIES T Amazon IMENEAZ M, EECIERERNFLE
B, RV HAFBENTER , BF2ERAFAFERELES,

®EID

Yw2K9puPz1
RERH

- 6 EBEXKEEA  HENREREEA.

- BE  BBERCOCER , BELE-THNBIERREM.
Recommended Action ( Z iU AV IRE )

MRBIANBRERKRER , BERRITEA. MRASATAEBERRE  FUBRARERK, S
BN 1AM A P iR iE K - 255 R BE .

Ei5| Amazon Web Services EE#ZEHIE , IAM AR FEERE, ENRMESSE , Amazon 5831
WEEARS MR, MT2AE IAM AR, RESHRIATAFEAENENAREIERR
Amazon Web Services BEE##| A, FH IAM Identity Center RIERFRBESBF , RABEKS H
&8 1AM B',

ETHREXEHREENRSENARINEZER , B3R (AM AFiEm) D55 REE Mk
E5HKIE. ETHAEX IAM Identity Center WEZEE. , S H |IAM Identity Center A F {5,

H 3R

EERE
454531

. BEE

. KB

N

. BF

- FFERBF
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https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Credentials-ManagingPasswords.html
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Z2E - FERFVEERD

5 89
REZLARBREATNEERO#TFZREVR (0.0.0.0/0) HIFM,
TEZREANIFREMNTRBEEFD ( BE denial-of-service®dh, i, HFPEKX) L. NEHK

SNIRAFRIENLE , NRKRPWIE AR HER, HMICHZENIEOEBEREERTZRE R
WA BRERFER , Hl0 HTTP 1 SMTP,

MREHBELIXMAAEETZEE , RINBUEERAEMERSERRARP ENEMIRE (W IP
®)o

(® Note

R ENFHECIRANEZEARE IPv4 itk AUE#H, Amazon Directory Service |29
ZEERENLERERE , BEMNT2MRRERR , HETUEER, BXELEL &
2 Trusted Advisor % B &,

® Note

LR ESRERINERICNAE R FRAR TERNFTREE , 25 OK BF, HRK
X5 H EFRIEH TR,

®EID

HCP40Q07jGY
REERH
. ZfB . RLANEO 80, 25, 443 = 465 IR ZREIMAE,

o U6 ZLEMMEPER , X0 20, 21, 22, 1433, 1434, 3306, 3389. 4333, 5432 =)
5500 IR EFZRHEIBTFE .

- B REEXNEMEAROREFAZREN G,
- B ZEARMMNEBEMER , HERHFZREMIGE,
Recommended Action ( iKY RE )

REERWER IP it FaHE, EXRAVFRE IP it #THE |, HRERREN /32 (Hl
o, 192.0.2.10/32 ) . HRIEBEMTAREIMNG |, FFLMERE T RARBTN,
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https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
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REHABBRREANRZSH, B LEH Amazon Firewall Manager AMIEEHEBENEEL S
H, BXxEZEE Amazon Web Services Ik , i Amazon Firewall Manager 3134,

ZEME R Systems Manager 2iEFEE 253 SSH (%M 22 ) M RDP ( #% A 3389 ) i#EEHl, EC2
ERASEEER , ELFERLEPREARA 22 F 3389 B A5 [E) &Ky EC2 K61,

H 3R
- IS EC2 R4

TCP # UDP ¥% O & %5k
« ZREE KR
- FRAXEEER
« Amazon Firewall Manager
& 5l

« Status

* Region
- REAEWR
« T4 1D

REH - FEZREIBTE
458
RE RS ARTFE AT ERAM T EROAN,

TZRREIMF R T EEED ( BF denial-of-service®h, Wih, HFEEKX ) WHlEL,

(® Note

R ENFGEECIRAZEARE IPv4 it ASEHIN, HEIZEMNZS4H Amazon Directory
Service 2RI NLABHEE , B THREZENE , THUHREN. BXRESZEE
25 Trusted Advisor & I [& &,
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https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/systems-manager/latest/userguide/session-manager-working-with.html
https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
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® Note

LR ELREEIERICNAE R RAR TERNFTREEE , 25 OK BF, HREK
X5 HEFRIEH TR,

®EID

1iG5NDGVre
REESMH
« ZE RLAWMMNE—NEER /0 8GR IP k|, ZMNER T O 25, 80 = 443,

- HE  Z2ARANE-NERN /0 B9R IP it , BT 25, 80 5 443 BUAIwO , EZ24E
S O

- U6 R2EMNE-NERN /0 IR IP ik, BZMAEI 25, 80 5 443 BUAAMIKA |, [H
B 22 & 4 R PR AN B BT IR

Recommended Action ( BiKRE )

REEAWERY IP it FaHE, ERAFRE IP it #THR |, HRERREN /32 (Hl
o, 192.0.2.10/32 ) . HRIBEMFARBIMNGE |, FSLMERE T RARBTN,

REHBIBRKRERNLZSH, BTLUMER Amazon Firewall Manager KMEEFHEBENEE LS
H, BXREZEE Amazon Web Services K7 , &S Amazon Firewall Manager X4,

Z B fEA Systems Manager 2FEE X SSH (#%H 22 ) M RDP ( #% M 3389 ) iFAIk4l, EC2
FRASEEERS  BLFEEL2EPEARO 22 A 3389 BN A A [E &/ EC2 £41,

H At 3 R

- O# EC2 224

« ZREIAEH

- FALEEER

* Amazon Firewall Manager
=gl

« Status

* Region
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https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/systems-manager/latest/userguide/session-manager-working-with.html
https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
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« REHBH

« Z&£4H ID

o Y

- EBHRmO

o &IFERO

« IPEE

« X}Ex

BEHEE
ST AP A TR Bl A,

REEZH

+ Amazon EBS &

 Amazon ElastiCache %] fj X £ &
« Amazon MemoryDB % ] Fi X £ 8%
+ Amazon RDS &2

« Amazon S3 FF#EE AFIER

+ Auto Scaling AETIRAKE
 Auto Scaling A% )R

« ELB EE#ER

- EIIESRMRIL

Amazon EBS 1RE&
99

KE Amazon EBS & ( TR EEMER ) WIREBHNFENE, EIESH T Amazon EBS & , 17
BEAREMHE, RBSREES Amazon S3 # |, LUSRIMIF A F @ point-in-timeik &,

®EID

H7IgTzjTYb
REZRH
- BB NS REE 7 E 30 X2zH,
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« 46 ZRFNEREET 30 Xo
. éI@r . %5&%1\;{?\%0
Recommended Action ( ZiYAYIRE )

BRANBANBUE-RXRR. AXEZER , BZHEE Amazon EBS R,

EH30|2E EBS RB |, BRI LAE R H Amazon Backup 5 Amazon Data Lifecycle Manager,
H bR

Amazon Elastic Block Store ( Amazon EBS )

Amazon EBS Snapshots

Amazon Backup

Amazon Data Lifecycle Manager
&5

» Status

* Region
- &ID

- BA

« HREEID
- REBEW
- RERHAR
- B

* Reason

Amazon ElastiCache % ] Fi X &£ &
B9

KREXENTAKX (AZ) 7E8FH ElastiCache 58, MREFHFNSZWHXL TIEFEHIRE , Nk
BREXRTE.

EZNMXEHEBEL RS EFEFETHX R REIAK AZs 58 ElastiCache SR AT A, =
RETRANEFLEFRET KA TAR , ElastiCache 2BFFEIFEANET R, XTRRFER
AWMEEHBEARE , AETEEEERA T

BEREN API hRZ 2026-01-12 141


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.amazonaws.cn/prescriptive-guidance/latest/backup-recovery/new-ebs-volume-backups.html#aws-backup-volume
https://docs.amazonaws.cn/prescriptive-guidance/latest/backup-recovery/new-ebs-volume-backups.html#amazon-dlm
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.amazonaws.cn/ebs/latest/userguide/ebs-snapshots.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/whatisbackup.html
https://docs.amazonaws.cn/ebs/latest/userguide/snapshot-lifecycle.html
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(@ Note
HRENERFEXEIRFFZIR , HEFTATRFER. EXARZFE/LNDINTER
o
MNFRA, Sl AOHBAEFF , EAEH
BatchUpdateRecommendationResourceExclusionAPI #£ Trusted Advisor &R &k
BR—I K S TR R o

KE ID

ECHdfsQ402
REERM
- Z& ERPNZSTHXLTEDRS.
- BE  ERPHZS TR TIEEDRE.

HERE
EEZ2ATRNTARS , 00 HFEDSIR—IEIR
H %R

BXEZER  HoRFERZ A AXRAREISE ElastiCache (Redis OSS) H #IZ 41816 .
R&E5
« Status

* Region
- EHEN
« EREFTRSE

Amazon MemoryDB % o] Fj X $£ 8%
39

KREHBEENATAKX (AZ) FH MemoryDB 5£&f, MREFHPNZ AR TIEEIRE , N
rRELRRE,

EZNMXEHEELRSEFI TR THX PR REAR AZs 1858 MemoryDB SEEH AT A 1,
HREUTHNERLEF LTI KT AR , MemoryDB £ BFREIARANET R, XHPARER
AWMEEHBEARE , AETEEEERA T
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/AutoFailover.html
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(@ Note
HRENERFEXEIRFFZIR , HEFTATRFER. EXARZFE/LNDINTER
o
MNFRA, Sl AOHBAEFF , EAEH
BatchUpdateRecommendationResourceExclusionAPI #£ Trusted Advisor &R &k
BR—I K S TR R o

KE ID

MDBdfsQ401
REERM

- G EEPNSTAXLSTEHRS.

- BB ERPNSTRARXLATIEENRS.
Recommended Action ( iKY RE )

ESXESRTENTAXY , Mo RESE—MEIRF,

H At 3R
BXEZEER , 555 Minimizing downtime in MemoryDB with Multi-AZ ( X Z X ZAEE
#E 4 MemoryDB E#HLETE] ) -

R

» Status

* Region
« EHEW
o EXREFELE
Amazon RDS &
1,89
# 2 Amazon RDS BIEEXFIN B R D
RKIANBRT , BRAR® , REFHN—K, FHUREBEENEXHWXREH AT point-in-time ik
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://docs.amazonaws.cn/memorydb/latest/devguide/autofailover.html

Amazon Web Services 1 AriEE

@® Note
HREXIREEMERICHAMERRAR AN EREE , 81 OK R, RRKRMNIEED
FRIZHY B IR
BZE D
opQPADKZVH
RERMH

a6 BEEXFINZAREMRERN 0 X,

Recommended Action ( ZiXHYIRE )
RELEVNAREFHNER , FREEXFANEDIRONRERREN 1 235 X, FSHEHAED
=1,

H bR

Amazon RDS A[]
&5

+ Status

- Xig/aAX

o BIEESB

- -VPCID

- BOREH

Amazon S3 7 A &K1ex
5 89
¥ 2 Amazon Simple Storage Service (Amazon S3) &M B RiERKE B,

BRRSHRELRBRIERE , BOPREFAN TR BSEETSEENEFER. HRASERER
ES8MAERAEXNFEARE , WiERRE, FRPEENHTRMIBERGLESEMN BT, RIAER
T, FEBASERREA. URENTRZEFEITHEXAFNEAEANEAER  WNE
ABRFIEF,
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
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REABEIERE , RELAHRIERE., BR , FRNEXTRLSHATEREAY. EE
FMREE X Amazon S3 FHEBNR , @T%#‘\AE—I £ & T AN PRV R BRF M SR B

KEID

BueAdJ7NrP
REERM
- BB FREIBEEARSHHR BEIER,.
- B BNEHEBNETRSERIKS , Eit Trusted Advisor TENH#TRE,
- 46 BREERTFE.
- 46 BRFHEBNREHENEEETRE.
- 46 BERXEBZBEENERBHNEANR,
Recommended Action ( iKY RE )

AARSBEEREAGERBOSILR. B2HEARARRESEENUGESREAES
Fe

MR B EREBNRTSIERIKS |, 3 B& Trusted Advisor B & B EIEFIRES , BRI ZRKF
ANIMAWRNE ., BESRREFEBR,

NRENFEBIAEE  FARINAF#EBENEN , NEB- I HEFER  REERE. 5
FEEFMEERSILR,

NRERFEBNEEEENAGERR , FREGEFERBEINREESREERERN 73
ﬁo 1ﬁ E4 |E%I2ﬁ{%ﬁ H :Ela%o

MEBAFREESEENEANR (RKBABAINEE ) , i5E B EfEH Upload/Delete 1R F1X
R, BZRAREFEBNR,

H b 53R
- ERATFERS
- RS ERIFRIBERIER
« BRSSERIE A B AR
- MiBRBEXH
&5
+ Status

* Region
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https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-console.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/BucketOperations.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/ServerLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/LogFormat.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/deleting-log-files-lifecycle.html
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- FHRBEER
- B REW

- BREE

- HEEMEE
- ERREEH

* Reason

Auto Scaling Az TR E
i8R
¥ & Auto Scaling AFETIRAK BT E,

R Auto Scaling ‘AFE A 2 Elastic Load Balancing , W2y & &2 /5 A Elastic Load
Balancing B1TIARKE, MEFREH Elastic Load Balancing 1T R E , Auto Scaling REEXT
T 5#ha# it = (Amazon EC2) SEIRYZ TR KEITE . Auto Scaling R X SKHI LiZ4THI R
RAERNITERE.

BEID

CLOG40CDO08
RESXH

- B B BEBXBKMAEIIESS , {8 Elastic Load Balancing BT EREB Ao

- BB BV BERE XN ATKIIESS |, {8 Elastic Load Balancing E1TIRRKEEE Ao
Recommended Action ( il HYIRE )

WRBFT BABXRKN ARG ESR | B Elastic Load Balancing ETIRAKRERER , HSHE
B3 ¥ 4540 7 I Elastic Load Balancing E TR K &,

IR Elastic Load Balancing Z{TIRAREE A , B&EAREREEHT BEXEK , 5
BBy EEARIENRARER.

H 3R

Amazon A EC2 uto Scaling Al 1§
R & 51

» Status
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/
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* Region

- BT HBASR

- RERIV B9 R
« BITRARE

Auto Scaling A &R
58
RESBIEE. BaERMN B3 484E <R RIRE 7 A4,

BT ARIRE Auto Scaling A E B FH L S a4 it E = (Amazon EC2) 3£l [EWELE
f& , Auto Scaling £ 5i#h EC2 SKEIMMEBEFTRSEHETLE N , HESFREHH R B3R
2, EERAARIRAN Auto Scaling /3 3h configurations/launch iR 7o L LT HAIE 17,

(@ Note
HRESREEFERIENMERRARITANTREL , B3 OK BR, REXRNIIEE
FRiCHRIR,
®BEID
8CNsS11I5v
RERMYG

- 46 BEY BESHBRN AREERXEK.
« 46 BaEESH R Amazon HEFBRE ( AMI ) XEBk,
- 46 BIERSCHBROTDRIERRE (AMI ) XB,

Recommended Action ( i K R4E )
WMRARBESERCOHER , TRECIE— NN ARIERRERE , ARNEXKIEHT BE ;
AU BE- N EEAREERNF AT HBE, EXEESHAREESNTET FAN
ER , FeRREEx T EEAZENNARRF. BX0ETEEAHERNFENT BAEN
E8 , BoREIEFHAFHER Auto Scaling PRV BIZBZ T 44",

MR AMI EMIER , MEAERH AMI QIRFTH B EERSHEREL , ARHESEFHT &
AXRER, BXRUMGIEFNEHEENES , 2% Amazon A EC2 uto Scaling BFIEEHH 6l

HEEAE S AP WA 2026-01-12 147


https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-config.html
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BEEFEE. AXRUOMNESHERNESR , 5SH Amazon A EC2 uto Scaling AFIEREHH N
Auto Sc aling A 812 5 31 iR,

(® Note
HFZ2ZR  RELRTIREEABHERFH Amazon Systems Manager S 5| Y
ERR,

MRENEHERTETELDBHREBE (AMI) ID B Amazon Systems Manager % , BE
ERHERABRS S| AERHN AMI ID , & Amazon Systems Manager S F & P17
BUNER, BXESZELE , B35 Amazon A EC2 uto Scaling A #55 IDsH I Amazon
Systems Manager S K& AMI,

HAth IR

« Auto Scaling SE#EE . WS # EC2 AMIs

« ¥t Auto Scaling #1TR]BHEE : MBI EFEE

+ Amazon A EC2 uto Scaling FAF1§7

+ {8 Amazon Systems Manager S¥X& AMI IDs
&5

+ Status

* Region

- BT RER
- BRE

- RIRAH

. REE

ELB E##ER

1% 8A
RESE R EEERNZBRASIGESE,
WRKBAEEERTEE , HEENRBAHIIE R TH Amazon EC2 L6 , MR A HLEREL

FIFRER B I ZSLPIFRAEE, BREERERE , 2HAFBERFHF L QI EBUEEMAYISE
PIRIEFER , B REHERITIT UL EEER,
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https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-config.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-template.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-ami.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-loadbalancer.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
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KEID

79GXsKIUw
RERH
- HE BRAFIEIRERAEEER.
- 6 ZRNFYHREEAEEER.
Recommended Action ( iKY R4E )
NEBRAFIEREAEREER. BXESEE , ESNEEERMI AT ERE AREMHER
FR.
H i 5 IR

Elastic Load Balancing #=:
R&E5
« Status

* Region
- EBEEREWN

* Reason

TR
5458
RELHARSERRE,

N T HBYREE A Elastic Load Balancing BIL #3814 1t H = (Amazon EC2) B HR 5 , A
BUE— MIXAZSANAAXPETHERENSES, BEENARSERS~EER , Hkixt:
BRARIRE,

BEID

iqdCTZKCUp
RERMH
- HE . ENENTHAXEAAEEESR.
- HE  BENEERREMIN A AKXE ARG,

- BE  [ABIGEERIEM Amazon EC2 R{IEARAX AN HAEE, (EANATRAXPH
BReX6IBEREXRFIBERT 1, BEEEXTEESHEN 20%. )
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#conn-drain
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html
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Recommended Action ( ZiYAYIRE )

BRARSEBIERNSOFATRARRBREETERNR. BXESEL  BSLFNTA
.

MRABHEREENNRIEREERSTROANTRAX , REATRAX 2 BNXRG 0 EDE |, &
BEMANAXREHRELEN, HRMAFTLENTARX , ABKRXFEERTAX ZEESEHS
B, BXEZEE , FZANKRTAX,

H{th IR
- AAXMXE
- EEARGES
« ¥1# Elastic Load Balancing FV & {£SLiE

=& 5
+ Status
* Region
- BBPERER
- XEHE

- a X3£4l
« b X3Hl
« ¢ X3:4l
« d X3:41
- e X34l
- fX3EHI

 Reason

AR 55 BR %
BS AU TARRSRA (LHHEH ) XJNRE,
WS PR EEE LT -

REERMF
- BE  EXFIRHIR 80%.
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
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https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#aws-lambda-functions-deprecated-runtimes
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
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https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-ecs-awslogs-driver-blockingmode
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-ecs-awslogs-driver-blockingmode
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#mfa-root-account
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#mfa-root-account
https://docs.amazonaws.cn/awssupport/latest/user/cost-optimization-checks.html#aurora-cost-opt-db-cluster-storage
https://docs.amazonaws.cn/awssupport/latest/user/cost-optimization-checks.html#aurora-cost-opt-db-cluster-storage
https://docs.amazonaws.cn/awssupport/latest/user/cost-optimization-checks.html#aurora-cost-opt-db-cluster-storage
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-domain-name-check
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-domain-name-check
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#cloudfront-custom-ssl-certificates-iam-certificate-store
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#cloudfront-custom-ssl-certificates-iam-certificate-store
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#cloudfront-custom-ssl-certificates-iam-certificate-store
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-forwarded-headers
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-forwarded-headers
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#ec2-instances-with-windows-server-end-of-support
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#ec2-instances-with-windows-server-end-of-support
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#ec2-instances-with-windows-server-end-of-support
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/awssupport/latest/user/accessing-support.html#iam
https://docs.amazonaws.cn/awssupport/latest/user/accessing-support.html#iam
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awssupport.html#awssupport-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon Web Services X

RAriEmE

BB RN ESEERNAIER , EERFEM SSL H MFA, BEXEZER

By IAM JSON KRB TE : &

£ Amazon Web Services X1 12414

BFZH IAM BFiErE

E 1517 Amazon Web Services X#F #24l& , BU4THE —HRENER, XLENBEXSRMATFEIHME
B X Amazon I Amazon Web Services X#F BRMFAEE., IRECIENETEHNE
BE L FT B RIRINPRE = , ML E N EFZREEWEAE (1AM AFSHAR ) EEETEFA,

PR IX LSRR BT LA Amazon Web Services X35 12414 , R EFLLT Amazon 3£E& KB K

MEXLEXE, BEXEZER , BEH IAM AP ERTFINH P AR

ST F{AA Amazon CLI 5 Amazon API IR , B LERNHREREZEHANER., Hk , RATH

Rl EEZIRAMITH AP RERITE R RE,

AFAFEEHITE SR

ZORBIGLER T A B R |, ARV IAM AP EENR MBI EAS B ONNERAMITE R, R

AiEEEE S EFHEH Amazon CLI 2 Amazon APl LURTEH R TR LR ERN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",

"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

"iam:GetUser"

]I

"Resource": ["arn:aws:iam:

:*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",

"iam:GetPolicyVersion",
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"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

ERRS K BKAE

Amazon Web Services X#F 3 Amazon Trusted Advisor £/ Amazon Identity and Access
Management (IAM) RS XA, BRFEXBERS Amazon Web Services X # F Trusted
AdvisorE#EX B IH4E IAM A, ESIERMD , REXKARRTMENHNAR, LABGIERARE
@A HEM Amazon BR% Amazon Web Services X = Trusted Advisor EEZR M AENR. A TEBRR
B8 T RS < A M /ER LA R IMI1E Amazon Web Services z3F 1 Trusted Advisord A E11,

FB
o TR XBKA®HAT Amazon Web Services X%
o FREXBAE® BT Trusted Advisor

RS <E A AT Amazon Web Services X

Amazon Web Services X #F T E@ET APl HRAWEEREHN Amazon BIEHEE , UEHEFRS
MERLF. A TREXFEINEFHEM O EIHE , iF Amazon Web Services X #F £ Amazon
Identity and Access Management (IAM) RS HEx B &,

AWSServiceRoleForSupport RFSHEXAE B EEEEET Amazon Web Services X #FHIh4F IAM
A, RFHEXAEGEMENN , e2ERKREFAEM Amazon BR$ Amazon Web Services X #F
BB RR

AwWSServiceRoleForSupport FRFXEKABEE support.amazonaws.com REERRAAE,

HTEMXERS , ARNTHE AR Amazon Web Services X35 AT IFRERBRITEE K MTAEEFS
BiE. RHE Amazon Web Services 3 TEF BT AE®  ZABEETEN Amazon K,
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RINARETREESEFFHRENFER, 0, Amazon Step Functions API #GetExecutionHistory F
B Input MOutputFERX AF A A M Amazon Web Services &, FA1EA Amazon KMS keys 1l
BHRTFR, XEFEREE AP IR MR , Amazon Web Services X1 RETRHT N,

(® Note

Amazon Trusted Advisor £ #£348 IAM RSHEXBETFEKF B Amazon BIR , ARH&
TXRBUARE, BRXEZER , T8 HRZx<BEABHT Trusted Advisor,

AWSServiceRoleForSupport RESHEXBE A FEF BN Amazon CloudTraill&E&FTE Amazon
Web Services X# APl B, XEBTREKEZENFITER , BENECRE T —MEHANFR T HERL
& Amazon Web Services X #F HITHERE. BEXH{ER CloudTrail , %[ {Amazon CloudTrail
RAFERE) .

K AR S5 R} B A R Amazon Web Services i

A EFEAAWSSupportServiceRolePolicy Amazon BRI, WIEERKEHMEIAR , HiF
FABRERETREBEENR,

XERETREBFEUTRE

- k¥, BE, IFENEMEFFRS — Amazon BEF RS EARERBERFHONRERNITERDZFHiT
N—BAHZTRS. EFSFRAENHEKMKLERE, AKFREEESRS. SNRSEHMN
RUFANEF I

« IR Amazon K B BRSS B MR E A BN B3 — Amazon Web Services X% AJRESFEAXER
B % F R 15 B 48 Amazon K~ W BRS B ERAEIE, ZBE Amazon Web Services X #
ATFRENKFREKSE, EENEALE. RSEMHSERKFHNRFRRRAFT., THERE, A6H
PR, EARBEQEERAERRE, ERABLAITTREND .

- HFEBNIKFREZRENZETRR Amazon Web Services X # A Bzt TERITEEZEM
BRI IFHERONRE,

BXRATHRSNREENEZEER , S IAM 25 & F ) AWSSupportServiceRolePolicy KB

(® Note

Amazon Web Services X #F B A B3l E# —IXAWSSupportServiceRolePolicy &R , LA
W INET Amazon ARSS MRER R,
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EXEZEE |, 85 Amazon B E R Amazon Web Services

HOIE RS XA E Amazon Web Services X1

BEEFBIE AWSServiceRoleForSupport Afe, 81 Amazon IKF R , REL B3I REGIE
MEELAE,

/A Important
MR BEFF AT IFRS AR A E Amazon Web Services X3F 2aiERZAE |, NELZH K,
# Amazon 8|2 T iZAWSServiceRoleForSupport&f, AXEZELR , HSHEMN IAM
KPR HRFAE,

YRR TN BR Y BR S 4B A & Amazon Web Services X1

BT LAER 1AM 4%%8 AWSServiceRoleForSupport REXBEABNWER, BXEZEL | BESH
(AM BFPiEmM) PMRERSHEXAE,

ZAWSServiceRoleForSupport A2 N EMIKS Amazon Web Services X 15 iRt EE, EZEM
BEARIEFMAFEN. At , BEBET IAM #2H &, APl % Amazon Command Line Interface (Amazon
CLI) BIRREE B R, XFRFPEH Amazon Ik , RAZBT2TEHHIBRE R X i5RS A& R,

250 Amazon Organizations ##i& 4l Amazon Web Services X i& EE M ZE F 0 LA BR
ZAWSServiceRoleForSupport REMHEXAE, MR AESRE Amazon Web Services X
¥ IRMFEEHER , ARSI KRERITRENE D, BXEZERE , ENFERBIBR
AwSServiceRoleForSupport REXEKAR , FHRRLHNEREFZLE (TAM),

BHX AWSServiceRoleForSupport ABHEFEANESEER , iHH K Amazon Web Services &
o

RS B A BT Trusted Advisor

Amazon Trusted Advisor £ Amazon Identity and Access Management (IAM) RS H< A, RS
Hx AR BEEEEREES Amazon Trusted AdvisorfIHE— IAM A, IREMERARBTAE N Trusted
Advisor , BB ZRSAREFAEM Amazon RSFTENFIENR. Trusted Advisor £ LA
BREELENFERER , Amazon HEHKE Amazon IMERNEW, HIE0 , Trusted Advisor B &K
T DMt 8L (Amazon EC2) SEBIERER , UEBIERERAR, Bt BEHENESR
=,
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® Note

Amazon Web Services X% A B IAM RS HEXABIHRIEKFHEER , LUIREHKS
EENZERS. EXEZEER , B5H MRS KXBEAEHAT Amazon Web Services X,

BERIFRSABKACHEMRSHNER , SRS IAM BLEFEAMNAmazon fi%. EIRFE Service-
linked role ( BRSKREXAE ) SINENRN Yes ( 2 ) WS . BEBRRESEFTZRSHRSFR]EA G
HOBESE,

£

« BYARS K} Ex A &R Trusted Advisor
EERSKEKABNNR

N BIERRS XEKAE Trusted Advisor
A Trusted Advisorfmr B IRFXBKAE
fiBR Trusted Advisorf IRFXEAE

# AR S5 < Bk A B X BR Trusted Advisor

Trusted Advisor fEAFNERSHEXNEE

« AWSServiceRoleForTrustedAdvisor— It A &{E4F Trusted Advisor fRE R B & 178 Amazon AR
SHAGE, ABNREKEALTFXNTE Amazon % R# 1T Trusted Advisor RiLiGE, LAGBEILT
Amazon P I ATTRE , BN ERSL R RIS ERNR Trusted Advisor. HZFFi& Amazon ik~
B, Trusted Advisor 2 N EAIE AR, EXNNRIFEEEREFNNIRER ., T2 RRE
Bt i B EfAT E Atk IAM SE4E,

BXMMEBNEZER , HSH AWSTrustedAdvisorServiceRolePolicy.

« AWSServiceRoleForTrustedAdvisorReporting — tt A &54F Trusted Advisor AR RIBEA LR ETh
BEN A, IthAET Trusted Advisor 468 Amazon Organizations AR F K SRS B A, Trusted
Advisor )5 AHANERR SR ECZLL AR,

BXMMKBEHUEZEL , S AWSTrustedAdvisorReportingServiceRolePolicy.

B L ERALMERALADFTEKF 812 Trusted Advisor RELRIRE. BXRLEBTENEZE
B, BZHNALME Amazon Trusted Advisor.
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EERS RB A BHNR

BAMEBENR , £ IAMERE (AR, 4581 ) 812, REIMBRBESKEAE®, LUWTRHIE
H AWSServiceRoleForTrustedAdvisor BRE<EAE,

Example : 51 IAM 46122 AWSServiceRoleForTrustedAdvisor RS KB A®

HEEEMA Trusted Advisor Tk, HIBRIRSZSHEc<ACHBRFXANEFCEACTREERSAHN , =
EERTUS B, Trusted Advisor

FEATEARMNE IAM KA REBE T CIRRSKBRAR,

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"iam:PutRolePolicy"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/

AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

Example : 21 IAM 2 4% %8 AWSServiceRoleForTrustedAdvisor AR5 <Bx & & A iR

& HBEYREE AWSServiceRoleForTrustedAdvisor AR, BRI LU TEARME IAM 3£
IR R R RERS XA BNWIRIA,

{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

Example : foiF IAM S4Bk AWSServiceRoleForTrustedAdvisor RS XEXA®

ISR LU AT E AR INE] 1AM SE AR A PR SR A SR BR AR S5 R BX A € o
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"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelinkedRoleDeletionStatus"

iF

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringlLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

B LA Amazon EEFR R ( l20 AdministratorAccess ) SRIZHXT A T2 5 R AR Trusted
Advisor,

A BIERS XE AT Trusted Advisor

TEF 0|22 AWSServiceRoleForTrustedAdvisor RS X<Bk AR, HEFFiR Amazon /AT
Trusted Advisor & BRI ZRSHEXEBE,

/A Important
IR IBERS T A 3F Trusted Advisor RS HEKXABZEIERZIRS , N Trusted Advisor E
ZEENKF PAIE T iZAWSServiceRoleForTrustedAdvisorBt., ETHREZEER
ESHE IAM AFEEHRNEN IAM KPR HIIEFAR,

MRIEHK 3% B AWSServiceRoleForTrustedAdvisor RESKEKAE , Trusted Advisor 7
ERMB T, WRENIKF A AN Trusted Advisor ZRARE XHIBRBRES <EKA®  TAESHIE
RER. EXERT , BALUER IAM 812 AWSServiceRoleForTrustedAdvisor FREXEXA
& , ARE#H B Trusted Advisor,

J8 A Trusted Advisor ( #Z#l14& )

1. {EH IAM &A= IAM APl ARIZRSHEXEE, Amazon CLI Trusted AdvisorBXEZEL
BZHAMERS KA,

2. E3 Amazon Web Services EEEFIE , AFSME Trusted Advisor #ZHIE , Mk https:/
console.amazonaws.cn/trustedadvisor,

A Trusted Advisor IRSHEIEE REEE AT,

3. MWIRAHEIEHIERE “B A Trusted Advisor &€, MR RKMEIFFER
AWSServiceRoleForTrustedAdvisor , N2 ZRARSHEE TN E R
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A Trusted AdvisordR BB RS KEKA®

HTZANR&0sEsHiZAe , AT EZERNRSEKARHNEN. B2 , B LEA IAM 25 A5
IAM AP| SRR ABKNHEIR, Amazon CLIEXEZEER |, 55 (IAM AFEE) P mERS <
At

MIER Trusted AdvisorfI RS <EkA®

MREBFEEFE A EER RS Trusted Advisor , T AT SAI BR
ZAWSServiceRoleForTrustedAdvisor&&, 4 Trusted Advisor EZALRFZHEXAR , R
JEF HEMI BRI BRS M A, IXHE T BARS LE & BR Trusted Advisor BRIEFTEMNR. Z A S Trusted
Advisor , ENZAMERSIIEE , SEELLEFNEH, A, RE Trusted Advisor J1 R & K
A, WEBHAETRAKFEASZEEM , XEREBFTFLWETFEET E KA 5 EMN Trusted
Advisor X3, &FE1HE Trusted Advisor #Hl& . API A Trusted Advisor IREIFE4 15 R £51%

BAMTE AWSServiceRoleForTrustedAdvisor P R EFUIERSKKAR® K RASTEEFE
A Trusted Advisor,

IR FEEFREA Trusted Advisor FERRZHEXAE | RS EEMI
BRAWSServiceRoleForTrustedAdvisor REHEXx AR,

EEH Trusted Advisor

1. &3k Amazon Web Services BEEZEHI B H M E Trusted Advisor &l & , Wik Jyhttps:/
console.amazonaws.cn/trustedadvisor,

2. ESMERF  EREIEW,
3. ERFAREKAGNRIBOH , %EFEZEMA Trusted Advisor,
4. EWIANEES , BEEE OK ( AE ) KBIABEZA Trusted Advisor,

A5 Trusted Advisor , FiE Trusted Advisor TheEERF#ZEH , H# B Trusted Advisor #H BN E R
2 RIRAEE,

RIiE , B LAMER IAM $24|A Amazon CLI, =X IAM API il B}
ZAWSServiceRoleForTrustedAdvisorHH Trusted Advisor lRESH*x AR, BXEZEER | &
25 (IAM BFiEmE) RIMIBRRS <A R,

Amazon BVIEE F B Amazon Web Services %1
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Amazon EEXKERVENEENIN KR Amazon, Amazon EERXKKEE RN FZEN AHIEM
WBR , MEZRTLUFR AR, ANAGEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIITAHEAE Amazon
ERER. RNBUVESERE TEARMNE S SR RERE -SRI NR,

BIEE N Amazon FEEFRXHEHENWNE, 2R Amazon B Amazon IEEREHE KR , W
EHAYNZRBAI<BKNMEZERASS (AP, AMAR )., Amazon REUREERBIIHH API
KA BRSS 1] LAE A # Amazon Web Services RS B9 AP| 124EBTE # Amazon IEE K,

BXREZER , FZMH (AM AFER) P8 Amazon FEE KK,

£l

« Amazon HHEE FK B Amazon Web Services X #F

« Amazon Web Services H & KB Amazon Trusted Advisor
« AmazonAmazon Web Services X I XN T E R

+ AmazonAmazon S1EX £ E S Support BV E KB

Amazon BYIEEFK B Amazon Web Services X #

Amazon Web Services X1 EBUTIRERE,

=R

Amazon £ E R : AWSSupportAccess

Amazon £ E R : AWSSupportServiceRolePolicy
Amazon Web Services X #FAmazon & RKEEH E#
AWSSupportServiceRolePolicy B BR & ik

Amazon ¥£E KB : AWSSupportAccess

Amazon Web Services x#F 8 FHAWSSupportAccess Amazon ¥ & K, LB EBEIT Amazon Web
Services X AP| EB AN X IFRAI LB, FHIIEEINEE Amazon Support Center Console i
WA FEFE AP RFRMEN, BRI NS IAM S5k, BXEZEER | B85H HWERSX

Bk A & PR Amazon Web Services X
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EEFRFRBRHNR , 55 (Amazon BREX KK SE) HHY AWSSupportAccess,

Amazon FEE KB : AWSSupportServiceRolePolicy

Amazon Web Services #F FHAWSSupportServiceRolePolicy Amazon BRI, LIt E KBS AN
B| AWSServiceRoleForSupport FRFxBKAR, ZRXBATFRSZS < KABGKRRETRIRIE, BT8E
T RBE M INE R 1AM E48, BXEZEER , BEH WRS<EA KR Amazon Web Services
XHo

EEFHEBHNR , HSH (Amazon REXKKSE) M AWSSupportServiceRolePolicy.

XN RBEHWEHRIIER , 55 H Amazon Web Services ZiFAmazon L E R EFH M
AWSSupportServiceRolePolicy B BRE X,

Amazon Web Services X3FAmazon £ E R EH

& E Amazon Web Services X #F BiX LIRS R R IRIX L EREKH Amazon FEE REEEFHNF A
EE, EREBAXMTHEHEXNEZRR , BITHR X7 $ 125 TWH LA RSS R,

THRERT B 2022 £ 2 A 17 BHEL¥ Amazon Web Services X1 HE RN EEEF I,

Amazon Web Services X%

B EiR =p:
AWSSupportServiceR EEUATRSARMT 145 N 2025F12H8H

olePolicy : WUl BARMHWERH R, ATHRITREBTHREK
B, EENEAXEFEAXNE

FrRBENERE

« Amazon Amplify — fi#R
EEXH R Amazon
Amplify,

« Amazon AppSync — i
HEMEXWEIE Amazon
AppSync,
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Amazon Web Services X

RAriEmE

BEX

iR HHA
Amazon Outposts —
HEHXH BB Amazon
Outposts.

Amazon J&EE-A T #R
5 Amazon jEE2EB XM A

Eﬁo

Amazon Compute Optimizer
— IR FHEXAY EE
Amazon Compute Optimizer

o

Amazon Connect — B &
Amazon Connect i< 93]
o

Amazon DynamoDB - i1z
5 Amazon DynamoDB #f5%
A A

Amazon EMR - Hf& &
Amazon EMR #<#9 R &,

Amazon Location Service —

R E D 5k 7E AV AR S5 #E <

Ry ; .

I 5 # GuardDuty -
12 50 57 A8 o< 1Y [F] &
GuardDuty,

Amazon Network Firewall —
@i SAEX B A B Amazon
Network Firewall,

Amazon HealthOmics — f#
REMXH BB Amazon
HealthOmics,

Amazon Organizations —
B 5 XM B Amazon

Organizations,

Amazon £ & F
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RAriEmE

EK

DU B

Amazon S3 - Fid &5
Amazon S3 tH< Y A&,

T 5 S3 R-Fid 5 5 #
S3 RAEXHEE,

W5 S3 @& — B 5T
O S3 KEMKXH R,
I 5% SageMaker Al

— ATHRRELSEH A
SageMaker | #85<HY B &L,

Amazon Security Hub
CSPM — R 5% 4]
B Amazon Security Hub
CSPM,

T 5 SES — Fi 5T L
# SES H<Hy B,
Amazon Signer — #i% 5
KK R Amazon Signer,
Amazon STS — f#REHx
#9 1R & Amazon STS,

Amazon £ & F
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RAriEmE

BEX

AWSSupportServiceR
olePolicy : X I B REEHY E

DU

FEATERS AT 125 NF
IR, ATFHITEB TRARSK
B, EENERIFEINE
FPRBERERE

- AT ITEEMNALIERE
(AlOps) — AREF IT &
B AL E 8K EE
(AIOps).

* Amazon Backup gateway —
RS XM FIB Amazon

Backup gateway,

* Amazon CloudFormation —
A1 SAEX B A B Amazon
CloudFormation,

* Amazon Cognito Identity
- id 5 Amazon Cognito
Identity A85<AY B,

« Amazon Cognito - ff&E S
Amazon Cognito #3<#a]
=

« Amazon Backup — @i
5K R Amazon
Backup.

* Amazon Directory Service
— WA SN A
Amazon Directory Service.

. Lo EC2 -t 5L 5%
FXHFIE EC2,

« Amazon FIS — R 5%
#9 1R & Amazon FIS,

o 5% FSx -f#RE S iE
REYE R FSXo

B

2025%9A30H

Amazon £ & F
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BEX iR A Hf
* Amazon Global Accelerat
or — iR SR8 BB
Amazon Global Accelerat
Oro

« Amazon B F#- AR5
Amazon & 13 176 8< A 8]

Eﬁo

« Amazon Web Services Ff
£ — FiEAEXHFRIE
Amazon Web Services JFt
o

* Amazon Lake Formation —

RS HERE A B Amazon

Lake Formation,

 Amazon Network Firewall —
AR EMHEXAAZ Amazon

Network Firewall,

* Oracle Database@Amazon
— AT #RE Oracle
Database@ #8><#Y 7]

B, Amazon

« Amazon S3 - B &
Amazon S3 tH<HY A&,

« Amazon SES - #f&ES
Amazon SES > E&,

* Amazon IAM ldentity
Center — f#REMEKHY
@& Amazon IAM Identity
Center,

AWSSupportAccess : T 7 AWSSupportAccess FEER 2025 F 7 A 18 B
REEHEF BRI T X EE APIHY
R,
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RAriEmE

BEX

AWSSupportServiceR
olePolicy : X I B REEHY E

DU

REUATRSFEINT 25 THTR
R, MRITEB THREK
B, EENERIFEINE
FPRBERERE

Amazon CloudFormation —
A1 SAEX B A B Amazon
CloudFormation,

Amazon Config — R 54
KK E & Amazon Config.
I 5% OpenSearch g%5-1A
5 5i# OpenSearch BR
SMEXBEE,

Amazon Glue — it 5%
#9 1R & Amazon Glue,

Amazon IAM — B F#RE
Amazon |IAM <Y [8) &,

Amazon Pinpoint : R E
Amazon Pinpoint #85%#9[d]
&,

Amazon Outposts — i
HEHXH BB Amazon
Outposts.

Amazon STS — X 5%
Ky BB Amazon STS.

BEXEZER , BSH
AWSSupportServiceR

olePolicy Y IXBRE Ko

2025 7 A15H

Amazon £ & F
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B iR =p:
AWSSupportServiceR EATARSAMT 257 N 2025 % 6 A 17 B

olePolicy : W BRBHNEHR R, ATRTEYTHRREK
B BEBNMBEARAIZEHEINE
P RE A IRE -

« Amazon App Runner — i
HEHXH BB Amazon
App Runner,

« Amazon AppSync — f&
REMXH BB Amazon
AppSync.

« Amazon Batch — #id 548
KK R Amazon Batch,

« Amazon Bedrock - f&E S
Amazon Bedrock 8 5< &9 [H]
a5

« W5 CloudFront -1

i 5 5%k /H < A9 8] &
CloudFront,

* Amazon CodePipeline —
RS XM FIB Amazon
CodePipeline,

« Amazon Config — R 5
KK R Amazon Configo
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Migration Service — XM
ARFIBRSPHENE
=k

 Amazon CloudFormation —

X4 1AM, § B M AR 442 5148

X BB T2 /.
« Amazon CloudWatch H&-
AT RUE FRIRERE

« Amazon EC2 By — 3k
ERG o< B W ik 4R B A U B9 JT
B,

 Amazon Elastic Disaster

Recovery — fERE F Ik~

89 & IS 3h R
- I5i# FSx — EFL S
FSxiRBRAY R o

« Amazon Lightsail - &
Lightsail 17 # #Y 7T £ 4E #
BREFHARE.

« Amazon Macie - &%& Macie
BE , flnpEEs. 8E
NBTEARRFF, ENRAR
MER,

» Simple Storage Service
(Amazon S3) - W& Simple
Storage Service (Amazon
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S3) frfE 8 Ry TR E

&

* Amazon Storage Gateway

— BERAXEF BT

ERBEE TRIE

 Elastic Load Balancing -
E £/ Service Quotas 12l
& A R BR 8 51 BR

BEXEZER , BSZH
AWSSupportServiceR
olePolicy Y IXBRE Ko

B

ERXMHNERBAE Amazon Web Services X £ 2022 % 2 A 17 H

EREBNERAE,

AWSSupportServiceRolePolicy B X PR & X

W INE K Z BN R B2 Amazon Web Services X 3 T AWSSupportServiceRolePolicy A iFiR

FAES&N APl BE, BR , B API REFZEEATEBE MR,

TROGIETREEETEBHHNRA AP #1E, TRMETIXLEMN 2022 F£2 A 17 BFBEHNE

Fo

H HA API| BR{EBFR

2022 £ 2 A 17 BIAMTHBR  s3.GetBucketAnalyt
icsConfiguration

s3.ListBucketAnaly
ticsConfiguration

s3.GetBucketNotifi
cationConfiguration

PREBHY R EEA PR

s3:GetAnalyticsCon
figuration

s3:GetBucketNotifi
cation
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s3.GetBucketEncryp
tion

s3.GetBucketIntell
igentTieringConfig
uration

s3.ListBucketIntel
ligentTieringConfi
guration

s3.GetBucketInvent
oryConfiguration

s3.ListBucketInven
toryConfiguration

s3.GetBucketLifecy
cleConfiguration

s3.GetBucketMetric
sConfiguration

s3.ListBucketMetri
csConfiguration

s3.GetBucketReplic
ation

s3.HeadBucket
s3.ListObjects
s3.ListBuckets

s3.ListMultipartUp
loads

PREEHY R EEA PR

s3:GetEncryptionCo
nfiguration

s3:GetIntelligentT
ieringConfiguration

s3:GetInventoryCon
figuration

s3:GetLifecycleCon
figuration

s3:GetMetricsConfi
guration

s3:GetReplicationC
onfiguration

s3:ListBucket

s3:ListAllMyBuckets

s3:ListBucketMulti
partUploads

Amazon I E XK

AP KR 2026-01-12 231



Amazon Web Services X

RAriEmE

B

2025 7 A 15 B TR

API| BR{EBFR

s3.ListObjectVersi
ons

s3.ListParts

cloudcontrolapi:Ge
tResource

cloudcontrolapi:Li
stResources

PREEHY R EEA PR

s3:ListBucketVersi
ons

s3:ListMultipartUp
loadParts

cloudformation:Get
Resource

cloudformation:Lis
tResources

Amazon Web Services B1EE KB Amazon Trusted Advisor

Trusted Advisor EF LT Amazon Web Services 1£& KB,

B

» Amazon FEEFEWE : AWSTrustedAdvisorPriorityFullAccess

Amazon L E XK : AWSTrustedAdvisorPriorityReadOnlyAccess

Amazon &R : AWSTrustedAdvisorServiceRolePolicy

Amazon E R : AWSTrustedAdvisorReportingServiceRolePolicy

X Amazon £ & I K&K Trusted Advisor E#T

Amazon &R : AWSTrustedAdvisorPriorityFullAccess

ZAWSTrustedAdvisorPriorityFullAccess BUR &% F XY “ Trusted Advisor {EER” WEL A RN R. 1t

REEE AR RMAAERS , Amazon Organizations 3 /i B F° Trusted Advisor i P Trusted
Advisor riority IEEZIREE A MK

RERFMER

EE—RKiEAD , LEBEE trustedadvisor WML TR :

« FEREMKS AR,

+ ¥R Trusted Advisor LR FEIRBIANE, X

LB PR S i 4

TEMER AR
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o HWIRIER Trusted Advisor LB FREFHFBEHNEE, XENRATFEEES FHEEHN , HABRE
BRERXLEEM,

- HTIRE , Trusted Advisor LAMEERHY K - A LAS A Amazon Organizations.

EE-—REBAH , KBS organizations WL TR :

o IEIRIRE Trusted Advisor Tk P FI4H 4R,
- FIHE AT Organizations B, Amazon Web Services RS

EE=FEBAH , LEEEE organizations WL TR :

* BH Trusted Advisor (L ERMNEREE R
- BRARMZEA Organizations B ZSEiHR,

EEOREADH , KRBT E iam WELTRER :

« BlE AWSServiceRoleForTrustedAdvisorReporting RS XEKAE,

EERFFAD , LK EE organizations WA TR :

o RFESEMFIES Trusted Advisor Priority N EREE R .

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AWSTrustedAdvisorPriorityFullAccess",

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:UpdateRiskStatus",
"trustedadvisor:DescribeNotificationConfigurations",
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"trustedadvisor:UpdateNotificationConfigurations",
"trustedadvisor:DeleteNotificationConfigurationFoxDelegatedAdmin”,
"trustedadvisor:SetOrganizationAccess"

1,
"Resource": "*"
},
{
"Sid": "AllowAccessForOxganization",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

}I
{

"Sid": "AllowListDelegatedAdministrators",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"reporting.trustedadvisor.amazonaws.com"

]
}
}
},
{
"Sid": "AllowCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisoxReporting"”,
"Condition": {
"StringLike": {
"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"
}
}
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},
{

"Sid": "AllowRegisterDelegatedAdministrators",

"Effect": "Allow",

"Action": [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

]I

"Resource": "arn:aws:organizations::*:*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"reporting.trustedadvisor.amazonaws.com"

Amazon &R : AWSTrustedAdvisorPriorityReadOnlyAccess

ZAWSTrustedAdvisorPriorityReadOnlyAccess R B& @] P Trusted Advisor riority & F RIENR , BEFEE

EEREERKF R,
X RIEHE R
EE KB , HEBEE trustedadvisor WL TR :

o WRIER Trusted Advisor = F14H 41,
 HHRM P Trusted Advisor riority IR HEIXEEH A FETEHEA,
« 3R Trusted Advisor {£ 5B FHR4EHME & .

EEZRNME=FKBEAYP , KK IE organizations WL TIR :

« f£f Organizations HiRIZHYA L,
« BB AR Organizations B9, Amazon Web Services RS
« %|H Trusted Advisor (£ AR EREE R
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Sid": "AWSTrustedAdvisorPriorityReadOnlyAccess",
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:DescribeNotificationConfigurations"
]I
"Resource": "*"
}I
{
"Sid": "AllowAccessForOrganization",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"”,
"organizations:ListAWSServiceAccessForOxrganization"
1,
"Resouxce": "*"
},

{
"Sid": "AllowListDelegatedAdministrators",

"Effect": "Allow",

"Action": [

"organizations:ListDelegatedAdministratoxrs"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"reporting.trustedadvisor.amazonaws.com"
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}

Amazon &R : AWSTrustedAdvisorServiceRolePolicy

KRBT INZE] AWSServiceRoleForTrustedAdvisor REXREKAER, LABATFRSKEKAR
NIERITIRE, BTN AWSTrustedAdwsorSerwceRoIePoI|cy Bt I BN SEHY Amazon Identity and
Access Management ( IAM ) 324k, BXEZEE , B2 FRFXEKAEHA T Trusted Advisor,.

HWEREFEENR , ATFRE<EA®IEE Amazon Web Services fRS . XENRAFBEIRE
Trusted Advisor RiF{E &YKo

RERFMER
ZERBIEUA TR,

« accessanalyzer— #i® Amazon Identity and Access Management Access Analyzer % &
« Auto Scaling— ##iR Amazon A EC2 uto Scaling Tk /= Bt 8 fl % R

« cloudformation— ##i Amazon CloudFormation (CloudFormation) M F= &g & Fl3#4%
 cloudfront— iR 5Ky CloudFront 73

 cloudtrail— #3& Amazon CloudTrail (CloudTrail) 3§42

« dynamodb — & Amazon DynamoDB M /=~ B2 &1 1 & R

« dynamodbaccelerator - #i& DynamoDB Accelerator % &

« ec2— IR Z#z¥ it E = (Amazon EC2) i F &g & 1 %R

« elasticloadbalancing - #iR38 A EITE ( ELB ) K EEFRIR

« iam-ZREX IAM B , IEH. ZFBREEANIES

« networkfirewall— #i® Amazon Network Firewall %5 &

+ kinesis - ##i® Amazon Kinesis (Kinesis) i F fid &

« rds - #& Amazon Relational Database Service (Amazon RDS) %R

« redshift - #iR Amazon Redshift &R

« route53 - iR Amazon Route 53 ik /- Bt 8 Fl % R

« s3 — #i Amazon Simple Storage Service (Amazon S3) %R
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+ ses — 3REY Amazon Simple Email Service (Amazon SES) & % Ei &1

* sqgs - %H Amazon Simple Queue Service (Amazon SQS) BA %!

 cloudwatch— 3RHY Amazon CloudWatch =4 ( CloudWatch B4 ) 184r5 1T 3R
 ce — 3RHY Cost Explorer fR %5 (Cost Explorer) ZiX

 route53resolver— 3REY Amazon Route 53 Resolver #4725 ik R H &R
 kafka — #REX Amazon Managed Streaming for Apache Kafka &R

* ecs — 3REY Amazon ECS &R

+ outposts— FRHEL Amazon Outposts &R

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "TrustedAdvisorServiceRolePermissions",

"Effect": "Allow",

"Action": [
"access-analyzer:ListAnalyzers",
"autoscaling:DescribeAccountLimits",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribelLaunchConfigurations",
"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation",
"cloudformation:DescribeAccountLimits",
"cloudformation:DescribeStacks",
"cloudformation:ListStacks",
"cloudfront:ListDistributions",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:GetTrail",
"cloudtrail:ListTrails",
"cloudtrail:GetEventSelectors",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"dax:DescribeClustexs",
"dynamodb:DescribeLimits",
"dynamodb:DescribeTable",
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"dynamodb:ListTables",
"ec2:DescribeAddresses"”,
"ec2:DescribeReservedInstances"”,
"ec2:DescribeInstances",
"ec2:DescribeVpcs",
"ec2:DescribelnternetGateways",
"ec2:DescribelImages",
"ec2:DescribeNatGateways",
"ec2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeRegions"”,

"ec2:DescribeReservedInstancesOfferings”,

"ec2:DescribeRouteTables",
"ec2:DescribeSnapshots"”,
"ec2:DescribeVpcEndpoints"”,
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",

"ec2:DescribeLaunchTemplateVersions",
"ec2:GetManagedPrefixListEntries",

"ecs:DescribeTaskDefinition",
"ecs:ListTaskDefinitions",

"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",

"elasticloadbalancing:DescribelLoadBalancerAttributes",

"elasticloadbalancing:DescribeloadBalancerPolicies",

"elasticloadbalancing:DescribelLoadBalancerPolicyTypes",

"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",

"iam:GenerateCredentialReport",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary",
"iam:GetCredentialReport",
"jam:GetServerCertificate",
"iam:ListServerCertificates",
"iam:ListSAMLProviders",
"kinesis:DescribelLimits",
"kafka:DescribeClusterV2",
"kafka:ListClustexrsV2",
"kafka:ListNodes",

"network-firewall:ListFirewalls",
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"network-firewall:DescribeFirewall",
"outposts:GetOutpost",
"outposts:ListAssets"”,
"outposts:ListOutposts",
"rds:DescribeAccountAttributes"”,
"rds:DescribeDBClusters",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParametexGroups",
"rds:DescxribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEngineDefaultParameters",
"rds:DescribeEvents",
"rds:DescribeOptionGroupOptions”,
"rds:DescribeOptionGroups",
"rds:DescribeOrderableDBInstanceOptions”,
"rds:DescribeReservedDBInstances",
"rds:DescribeReservedDBInstancesOfferings",
"rds:ListTagsForResource",
"redshift:DescribeClustexs",
"redshift:DescribeReservedNodeOfferings",
"redshift:DescribeReservedNodes",
"route53:GetAccountLimit",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints”,

"route53resolver:ListResolvexrEndpointIpAddresses"”,

"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl"”,
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketLocation"”,
"s3:GetBucketLogging",
"s3:GetBucketVersioning"”,
"s3:GetBucketPublicAccessBlock",
"s3:GetLifecycleConfiguration",
"s3:ListBucket",
"s3:ListAllMyBuckets",
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"ses:GetSendQuota",
"sqs:GetQueueAttributes”,
"sqs:ListQueues"

1,

"Resource": "*"

Amazon FEE KB : AWSTrustedAdvisorReportingServiceRolePolicy

Jtl:%ﬂlﬁl}ﬁbl]?éﬂAWSServiceRoleForTrustedAdvisorReportingﬂﬁ%ﬁ%ﬂ@ , ZA® Trusted
Advisor XA AMBINEERITIRE. BB AWSTrustedAdvisorReportingServiceRolePolicy B
IEEW 1AM 2k, BXEZER , BSH 4@HE%9€E*@@%:F Trusted Advisoro

HRERFEENRE , AFRSHEXAERIT Amazon Organizations ##4E.

RRFHRER
R EE TR,

« organizations - HREWALRF I LIRS HENER, KF, RE, FRMALREN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [

"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOxganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListOrganizationalUnitsForParent",
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1,

"organizations:ListChildren",
"organizations:ListParents",
"organizations

"Effect": "Allow",

"Resource":

myn

X Amazon F£E I E A Trusted Advisor EHT

:DescribeOrganizationalUnit",
"organizations:DescribeAccount"

EEEXXERESFHEFIXLETE X2 B Amazon Web Services 3% 2z Trusted Advisor FRY
Amazon TEXRBEFMNIFMAEE, EREBEXLITEEXRNEIRR , BiTH XFH LI TEL

My RSS IR

TRIEART B 2021 F£ 8 A 10 H LR Trusted Advisor IEE RN EEE I,

Trusted Advisor

B
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erviceRolePolicy

EHNUE RS,

AWSTrustedAdvisorS

erviceRolePolicy

EHRNUA KA,

iR

Trusted Advisor %
7R ERR
Felasticloadbalanci
ng:Describelistene
rs, Helasticlo
adbalancing:Descri
beRules PR,

Trusted Advisor A i1T i
AR ERTR Faccess-an
alyzer:ListAnalyze

rs cloudwatch:ListMet
rics . dax:Descr
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B
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AWSTrustedAdvisorS Trusted Advisor 7 2024 £1 A 18 H
erviceRolePolicy T BRERR
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1:GetEventSelector
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EHMADERE,
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EXRAIE R,
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EHADBERE,
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DU
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ess Amazon EERKIUBE
7B IDso
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HIIRIERE Fec2:Descr
ibeRegions s3:GetLif
ecycleConfiguratio

n ecs:DescribeTaskDe
finition #ecs:ListT
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askDefinitions
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RV MR E R T
# IAM #{Eroute53re
solver:ListResolve
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solver:ListResolve
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V2 Fkafka:ListNodes o

B

2023 12 A6 H

2023 12 A6 H

2023 11 A9 H

2023 9 A 14 H

Amazon £ & F

AP WA 2026-01-12 244



Amazon Web Services X

RAriEmE

BEX

AWSTrustedAdvisorR
eportingServiceRolePolicy

Bt i 2 Trusted Advisor
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rustedAdvisorRepor
ting RJEXBAENIEER
BEHY V2

AWSTrustedAdvisorPriorityFu
lIAccess M AWSTruste
dAdvisorPriorityReadOnlyAcc
ess

KT Amazon FE & K I

Trusted Advisor

AWSTrustedAdvisorS
erviceRolePolicy : X T & %K B
REE

DU

¥ Trusted Advisor
AWSServiceRoleForT
rustedAdvisorRepor
ting BRESMEXRABEHN
Amazon ¥ & R EE H 4 2|

V2, V2 JERM— 1AM %
fE organizations:List
DelegatedAdministr
ators

Trusted Advisor 00 7 PN ET
WIEEXRE , SO UEREN
Sk &% Priority B9 Trusted
Advisor 15 [R1#X R

Trusted Advisor 7

T BRERR
FDescribeTargetGrou

ps MGetAccoun
tPublicAccessBlock X
FRo

Auto Scaling A& TR
MEEFEE DescribeT
argetGroup MR, UKwZE
Kt hnZ Auto Scaling AHIFEZ
B IIHR

Amazon S3 F# BN RREE
E GetAccountPublicAc
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B iR H HA
EEATHNERBE Trusted Advisor FF A IR ERE 2021 £ 8 A 10 H
Amazon FEE RN E X,

AmazonAmazon Web Services X #F it XN EF K

Amazon Web Services X itXIEB U THE R,

=R

« Amazon FEEEK B : AWSSupportPlansFullAccess

« Amazon &R : AWSSupportPlansReadOnlyAccess

« Amazon Web Services X# 1T XXt Amazon HERMHITEH

Amazon FEE KB : AWSSupportPlansFullAccess

Amazon Web Services x#F i+ %I FHAWSSupportPlansFullAccess Amazon &K, |AM Sk fE
AL RBE R IBSER LT Support Plans 1E :

- BEZHZEITX Amazon Web Services ik

- BEERAXRERXFITNERRSHIFEAEGE

- BHEMXIFITR Amazon Web Services Ik

« NEBHEXIFIT XA E & Amazon Web Services Ik F

- BEREEHNAEXZFITXIEHERSIZR Amazon Web Services i F

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus"”,
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"supportplans:StartSupportPlanUpdate”,
"supportplans:CreateSupportPlanSchedule”,
"supportplans:ListSupportPlanModifiexrs"

1,

"Resource": "*"

EXAFEHBBERMNIYIER , 555 Amazon Web Services ¥ it XX Amazon 3£ & EKBE#H 1T E o

Amazon I E KB : AWSSupportPlansReadOnlyAccess

Amazon Web Services 3% 116 I AWSSupportPlansReadOnlyAccess Amazon & F#, IAM 3£
P48 A e SR B IR SE R BA T R i Support Plans #1E

. BEFEEM XK Amazon Web Services i F°
s BEEEXEREBFITNERRSWEFEAEE
- BEFLNMAEXIFITREREFFHER Amazon Web Services I

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan”,
"supportplans:GetSupportPlanUpdateStatus",
"supportplans:ListSupportPlanModifiexrs"
]I
"Resource": "*"
}
]
}
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EAMNEHRAR Support Plans £ EREEMNER 2022 F 9 A 29 H
B

AmazonAmazon SEN#ES K Support NI E KB
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BXREZEE , 750 (IAM AF$ER) PR Amazon FEE AR,

Amazon &R : AWSPartnerLedSupportReadOnlyAccess

IBAI LU AWSPartnerLedSupportReadOnlyAccess MIIZEIBHAF, AFAE,

WEBEA A TEFRIEHENER APIs |, AR A BUREUER Amazon K PRSI RS Tz, Bl
L BUER N SE A E S8 Support P Amazon rogram A B S 4EK 4R A 15 8] LA R AR 1 415 B 2B
72 IS EM RS HIINR,

/A Important

RE& AWSPartnerLedSupportReadOnlyAccess X 2 HIZ ML E K EE Amazon , BEE =T
EERBPIENRSANR , URITECNREFEENBEIFTER, TERRLITERE
2B BEFMENE R EKEE Amazon Web Services fRS . EREEE 62 H EHH I
WEESKE  UEEREEREBE 2 AWERS.

RRFAE R
ZERBBEUTR,

« acm- RFEHEI S Amazon Certificate ManagerfB < By /R 3% 13 2 53 1T R FE HERR
 acm-pca - AT EAIN S Amazon FAHUE P M A VLT < B9 5 R 32 15 R I3 1T FEBERR
+ apigateway - RFEMEI 5 Amazon API Gateway A8 By R 233 R G183 THEEBER
* athena - A EAEX S Amazon Athena #2< B R X 35 R 63 1T EEHERR

« backup - AT FEEIE Amazon Backup#f < By R 35 22613 1T EEHERR

 backup-gateway— RFZEIAX S B Amazon ackup Gateway ¥ < B R X 35 R Hl3 1T PEHE
BRo

« cloudformation - R E#Ft5 Amazon CloudFormationt8 < B9 5 AR 3% 33 2 51k 1T iR = HEBR .
« cloudfront— AT ZEIEAXE Amazon CloudFront #8558y R 3 52 43 1T U EHERR
« cloudtrail - AW EHEX S Amazon CloudTrail#83< B9 AR % 15 2 63 1T FEHERR .
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« cloudwatch— RFZEIEAF S Amazon CloudWatch #3x BI AR % 35 22 53 1T EEHEER
« codepipeline - R E4&F 5 Amazon CodePipelinetfi>x By R 3 33 32 513t 1T BE HERR o

+ cognito-identity - R E4IFE Amazon Cognito Identity #83< BY R 2 35 3 il 1T BE HE
BRo

« cognito-idp - fAFFEAI S Amazon Cognito F P i85 B 5 R 2 15 =613t 1T BE HEBR

« cognito-sync - A E4FT S Amazon Cognito Sync #85< BI R 32 15 63 1T B HERR

« connect — R FE&X S Amazon Connect F5% B3R X 35 =53 1T EBEHERR

« directconnect — RF XA S Amazon Direct Connectt < B9 R % 35 R i3 1T HBEHERR
« dms - RFFE&EXT S Amazon Database Migration Service#f 5< B9 5 R 3% 15 524 3 1T BE HEBR
« ds - R EHEIE Amazon Directory Service 8% By 3215 =513 THEBER,

« ec2 - RFFEMHITE Amazon Elastic Compute Cloud ¥R B AR X i =3 THEDERR, XEHE
EC2 ( Windows # Linux ) . EE\FAE = (VPC) M VPC FREIRE AR ZHEKF,

« ecs - RFFEHIT S Amazon Elastic Container Service XM R X H3# THREHER.
« eks - RFFEMAITE Amazon Elastic Kubernetes Service F8< B R % 35 S 53 1T EHERR
« elasticache— AW ZEF AXE Amazon ElastiCache xR XM THREHER.

« elasticbeanstalk — R FE4F 5 Amazon Elastic Beanstalk#f < i3 R X 12 22451 3 17 U FE HE
BRo

« elasticfilesystem— R FFE &I 5 Amazon Elastic File System < B R X3 R A T8 E
BEBR

 elasticloadbalancing - ¥ E 43} 5 Elastic Load Balancing #8355 By 5 /R 3% 5 = 4l 3t 1T i BE HE
BRo

« emr-containers - AFEMAX 5 Amazon EMR on EKS fBx B R X5 22 453 T i BEHER
« emr-serverless - R EMAEX 5 Amazon EMR Serverless $85< B9 5 R % 335 52 43 1T S = HERR

« es— AFERE AN E Amazon OpenSearch [RFHEXH B AR L IFRFIH THEDRR, XBFEHEARX
#2£5 , 5170 OpenSearch RS FEEBIEE,

« events— ARFZEIAXE Amazon EventBridge $85% By R 3% #5263 1T E HERR

o fsx— RFZEFXAXE Amazon FSx XM HEARZFRAIFITHELERR, XSREERZZFES , 6
3 FSX for Windows File Server,

« glue — AT EMAITE Amazon Gluetl < B R X 35 R 513 1T EHERR
 guardduty— A ZEFAX S Amazon GuardDuty #8559 R % 35 563t 1T EHERR
« iam- AW FHEXE Amazon Identity and Access Management#l < B9+ R 32 135 R4l 3 1T BUFE HEBR
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« kafka - R EMAEXH Amazon Managed Streaming for Apache Kafka #8355 B9 R 15 =Gl 178
FEHERR,

 kafkaconnect — ¥ 435 Amazon Managed Streaming for Apache Kafka Connect f8<#93%
R X R BT HEHERR,

« lambda - A EEI 5 Amazon Lambdatl >k B R X 15 = HI3 1TEBEHERR

« logs— AWZEFEANE Amazon L CloudWatch ogs #85< B R 3 35 R G 1T BEHERR

« medialive — A FEM&FTE AWS Elemental MediaLivetd < B 5 R 37 135 R 513 1T HEHERR

- mobiletargeting - AW EMAI S Amazon Pinpoint #855 B9 R X 35 =63 1T HUEHERR

« pipes— RWFZEFE AR E Amazon Pip EventBridge es F5%<#I AR 3 #5524 3 1T BEHEBR

« polly - RFEMAEIE Amazon Polly #2< B R X &R 63 1T EEHERR

 quicksight - AFFEH&AITE Amazon Quick Suite #H3< B AR 235 R 63 1T FEHERR

« rds - AFEHEX S Amazon Relational Database Service 5% B AR X #5263 1T EHERR, X
SBREEARZEFES , Flin  RRZBIEERS (Aurora - MySQL-Compat), * REIEERS (Aurora -
PostgreSQL-c). <R IEFERS (PostgreSQL)., X REIIEEMRS (SQL Server), XRHBEERS
(MySQL) MxREIEERS (Oracle).

« redshift - R EAEX 5 Amazon Redshift 83 R X1 = 013 TR EHERR .
« redshift-data - R FE &I 5 Amazon Redshift Data API #85< BY 35 7R X 15 2 651 3 17 U FE BEBR o

« redshift-serverless - R E4&X 5 Amazon Redshift Serverless ¥R X HI# 1T
REHERR,

 route53 - AFEHAI S Amazon Route 53 X BI AR X 35 R HI3 1T HIEHERR

- route53domains — RFEAITE Amazon Route 53 1348 5% IR X 35 =418 1T HUEHERR

- route53-recovery-cluster - AFFEHIE Amazon Route 53 RS EFF RN HE R IFRHI
1T EHERR

« route53-recovery-control-config - AFEEIE Amazon Route 53 MR E EHHXHHEAR
X RRGIHITHEHERR

« route53-recovery-readiness - RFEEX 5 Amazon Route 53 IRERMEHXHWEAR L IHFR
B3t 1T H PR BERR

« route53resolver — RFFHITE Amazon Route 53 Resolver %< B R X 3F 2= FI 3 1T HEHE
BRo

« 53 - R EHXE Amazon Simple Storage Service #8355 BI AR 3% 15 =53 1T HEEHERR
« s3express — A FEAIE Amazon S3 Express # %I H R X 35 R 43 1T EHERR,
« sagemaker— AWZEFEAX S Amazon A SageMaker | #85% BY AR 3233 R H13 TR EBER,
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« scheduler— AWZEF AX S Amazon S EventBridge cheduler #3< By R 3 3% R F)3# 1T H = HE
BRo

« servicequotas - AT EHXN SRS B X W R ZHFR 31T HEHERR,

« ses — R EHEXE Amazon Simple Email Service #85< B R 213 =63 1T HUE HERR

« sns — R XM E Amazon Simple Notification Service ¥ By R 3% 125 2263 1T HFEHERR
« ssm— ARFFEMAX S Amazon Systems Managertl < B 5 R 37 135 R 513 1T HEBERR

« ssm-contacts— RFEFEAINE Amazon Systems Manager Incident Manager Bk R A< B
R & 35 R B3 1T PR HERR

« ssm-incidents — AFEHI 5 Amazon Systems Manager Incident Managertl <R ZFR
B3t 1T H P BERR

« ssm-sap— AFEF AT E SAP HXWERZFRHIH THFEHEER Amazon Systems Manager
« swf - RFEAEX S Amazon Simple Workflow Service #83<BI B R X 35 2= 63 1T EHERR

« vpc-lattice - RFFEMAI S Amazon VPC Lattice XM R Z R HI T HEERR, XSTHER
REEES , Hl VPC - FERRK,

« waf - AFEHAITE Amazon WAFME X E AR X IFR G 1T HFEHERR,
- waf-regional— AWZEF AX S Amazon WAF Xigi#H < BV R X 35 R 618 1T B FEHERR
« wafv2— RFZEFE AN E Amazon WAF V2 5% B R 3135 =8 T BEHERR

« workspaces— RFZEIEAF S Amazon WorkSpaces A BIH AR K iF R HI# THEDER, X2HE
FARLZ#FES , #ila0 Workspaces (Windows)

« workspaces-web— RFZEIEAFE Amazon WorkSpaces &£ X W 85X M H AR T FRFIH 1T
PEHERR. X DIFEHEAZFFELS , B0 Workspaces (Windows),

EEFHFBRHNR , HSH (Amazon REXKKESE) HW
AWSPartnerLedSupportReadOnlyAccess,

Amazon Partner-Led Support 7 7 #£& Amazon B%

& & B Amazon Partner-Led Support Amazon BEBRARBEEEURZBSZSEFVEAESE. B
REEXNTETENBZIRE , il P Amazon artner-Led Support X #4/7 $2id &R E_EL# RSS
feed,

Amazon & KB AP WA 2026-01-12 252
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B DU B &

AWSPartnerLedSuppo WINT —AN¥THY Amazon 2024 £11 A 22 H
rtReadOnlyAccess - ¥R E§ EXRE , HP @& LUEEE
Amazon Tk = # RS Y AR S5 T

BIEAR,
Amazon §EKEESH Amazon Partner-Led Support 2024 £ 11 A 22 B
Support FF 5 ERFREE & FHAIREEE Amazon FEEBR

WEE,

EIEY Cent Amazon Web Services X5 er B iF R R
BAMEFHRIXEFER LG E =6 NR.
B LAER LA TR 2 — 1R ZiEd Qs

- {#/ Amazon Identity and Access Management (IAM).

- FEHASEMN Amazon Tk RBXHY B F R4t it T 228D, b B F5 AN Amazon IKF root BB ( i
).

R &A B Amazon usiness Support+, En Amazon terprise Suppor Amazon t =% Unified Operations
TR, AT BAEA Amazon Web Services 3 API LUmiE S #1751 Amazon Web Services X #
A Trusted Advisor #¥E. BXEZEE , 55 H Amazon Web Services X% APl &,

(® Note

MRFTERFEZFPO , MATLER Contact Us ( BRRIXA] ) TWH. &R LA L TTEFREX
BRMKE MK B R H B

Amazon K ( THE )

A LAGE 48K Amazon T P B8 F R4t it Amazon Web Services B4 A MBLWEFZH 5 H
Support Center, Lt E3#7 Amazon lEF root AF, B2 , BITEIBWETEFRBRAFRKIIT
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https://docs.amazonaws.cn/awssupport/latest/APIReference/Welcome.html
https://www.amazonaws.cn/contact-us/
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RAriEmE

AEES , AEREEES. ik, RIMNBUWEER IAM , ERFEEREIRE A TEENIKS PR

TREES.

Amazon X173

AT AT &) A B 3IT AT Amazon Web Services X1 #24E, B LE IAM KB P IEEIX L
Amazon Web Services X1 BIELL AR IE4 IS EIRE,

(® Note

BE IAM RBEHPIELUTEMRE  WEBIEFERFIDEXFRERER , TRE2SH

Support Center HILENTH,

Action

AddAttachmentsToSet

AddCommunicationToCase

CreateCase
DescribeAttachment

DescribeCaseAttributes

DescribeCases

L

BFaMGERM—NRS NI R. K
5= AT EBER 2 R 5128 R 61E1E B B 469
ISE BT, ZMHEEQER 1 DA HE
. MRAFIRER expiryTime BN iZH &/
EI Bt ] o

25 7£ Amazon Web Services X3 6470
HZEFBEENNR , @ —HAEXEBEDEH
/Y B8, FHB 4 ik

BT el REINVRIR,
R TR0 REHIH IR

& F A B BR$51%E Amazon Web Services
X ROIEMEHER. *Cent Amazon Web
Services X #F er NE A © RIREVEIRAY (A&
FARIERE o

B FiRE 5244 ID & Amazon Web Services
X ROICE R RHI5 KRR IDs.

EIEX Cent Amazon Web Services X1 er 815 8] #X R
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RAriEmE

Action

DescribeCommunication

DescribeCommunications

DescribeCreateCaseOptions

DescribeIssueTypes

DescribeServices

DescribeSeveritylLevels

DescribeSupportedlLanguages

DescribeSupportLevel

DescribeTrustedAdvisorCheck
RefreshStatuses

DescribeTrustedAdvisorCheck
Result

DescribeTrustedAdvisorChecks

58

B FIRELE A Amazon Amazon Web Services
X RO 2 —@EE MR RER,

ARFIRE—/NEK Z 4 Amazon Web Services X
B ROIBE MM

£ FiR[E CreateCaseOption ZE & 5| & LA & 46 R
# Xt R FE S o AR BUR

£ FiR[E Amazon Web Services 3% 4|3
ERHHPMNPR, Cent Amazon Web Services X ¥
er NEBE A © RIKEVENK 7 /Y 8] B [ 35 8,

& FIRE H RS 5 RAMEE Amazon BRFH
BRSEBIPIRNNR, ARG , BUUEARS A
MAMEBIKBIEZRA, 8T Amazon REEE
BE—HE5,

B FiREE A L2 B4 Amazon Web Services
TR ZHINEHLR B FIROR,

& FIREEE categoryCode, issueType
serviceCode H) X #5185 Sl &R ER

& FIRE Amazon M FARIREF 2 =49 Bl B9 1
FE, Cent Amazon Web Services X1 er AZp
FEREFRBELN IR,

B FiRE BEFHEE Amazon Trusted Advisor X
EN X ERIFCRSHNR IDs,

EFIREEEIEEXE ID B9 Amazon Trusted
Advisor ¥ &4 RHNER,

B FiREEXFE 7 H Amazon Trusted
Advisor TEZRNEENNIR , BFEHHR. ID, £
B, #HERFTHIE

EIEX Cent Amazon Web Services X1 er 815 8] #X R
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RAriEmE

Action

DescribeTrustedAdvisorCheck
Summaries

GetInteraction

InitiateCallForCase

ListInteractionEntries

ListInteractions

InitiateChatForCase

PutCaseAttributes

RateCaseCommunication

RefreshTrustedAdvisorCheck

ResolveCase

58

¥ FIREEEE Amazon Trusted Advisor X E
NREREL RN, IDs

RFEIH IR RS ERENFAEEMN
PR, Cent Amazon Web Services X1 er A
AT RE B MECHEE,

2 F 1 Cent Amazon Web Services X#F er
KREMRIWLANER, Cent Amazon Web Services
X er NEREA ERARBEAEFEM,

RTFEREENPREZBIRHVNR , BIEHE
B, REEFHFIHMMEXHIES. Cent Amazon
Web Services X #r er AEZEAERIEERR AR
=L B

RTFREEZS|RHONR , JeEFEATIRSER D
7, Cent Amazon Web Services % er W &f
FATREBNBRSNRE,

2 F1£ Amazon Web Services X #F Center £
KEHXMNER, Cent Amazon Web Services
X er AEMERATRARRFFBIEIK,

RFATRERSFEMH NE Amazon Web

Services X #F ZOIKIPFR. Cent Amazon Web
Services X er AEBEEA E KN EH Amazon
Web Services X #F REIRINBRIERZL,

£F 3+ Amazon Web Services X3 2417 & 1
TS HIBR

BT RlF & A Amazon Trusted Advisor X &
ID {8 EM X ZEMNR,

2 F i R Amazon Web Services X 1F R HIHIR
PR

EIEX Cent Amazon Web Services X1 er 815 8] #X R

API WA 2026-01-12 256



Amazon Web Services 1 AriEE

Action 15, BR

ResolveInteraction RTIFEAXENE—RRRFSRERIE N EHBR
R , RRABETLHEBR , TEXEUHE—F
T3, BRE , ERPRSFREN “EXA”,
[E— - PP E A P S LA B 2R BRAS.

SearchForCases R FIRE 54 ER AMETER Amazon Web
Services X 15 ZHIFIFRMNPR, Cent Amazon
Web Services X#F er AEfEAECRERIERE
:OET

StartInteraction R F & H B 5 UREVET X K - B 3K (7] @3 By A
LS BEBR BE BV AN BR . Cent Amazon Web
Services X% er WERMEE A © KB M EHEER AR

Eo

UpdateInteraction RFAS—FEEEHMBELE —RRFEENS
EEFHINFR. Cent Amazon Web Services X
B er AEEA TR BB EHRTRE.

IAM

RIMBERT , IAM AR ERREZER O, BUER IAMSIRZEANAFPRE, AR, BALUE
IAM ZRBE B I BIX LEs2 4 | BAE M) B ITIRERM R ER |, SRR Support Center 45 F {5 A
Amazon Web Services ¥ AP,

B2 IAM AFUE , B XEAFRESMHZBAKFASENERAE. A5, ITUER
BB Amazon Web Services Ik H7E Support Center Ff T4E, B4 Amazon Web Services X
HREIE IAM AP A EFE R XK IR FTE G,

EXEZEER , BSHE IAM AFEREFHL IAM AF 54 %%, Amazon Web Services BI2i2 4l &

BRI PRH B B 2 5 5% 2fF Amazon FEE KB A AWSSupportcces s BfIMEAF, AHAE,
Amazon Web Services X #F A IFIRIERNRKIZEFIXI4FE Amazon Web Services X3 B 1ER 17 R
BR. Amazon Web Services X35 TR B RKLFRNER , HtResource tRRALRE RN, *BELE
AFRIELITIFE X IFROIMER,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/WhatUsersNeedToKnow.html
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Example: 215 [E FFA Amazon Web Services 15 #1E

Amazon FEE R B A AWSSupportcces s ##F IAM B F 7RI #XBR Amazon Web Services X, A
LERBERY IAM B P R A5 B P8 Amazon Web Services X3 REMR R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["support:*"],
"Resource": "*"
}
]
}

BXRWMARF AWSSupportAccess REEHIMEENEANESER , HSH IAM B iEEHR/F N
IAM 5 @8R (2HE ).

Example: 21515 B BRBIEZ AT B ResolveCase #1E

BT LTE IAM FEIZEF EERBERIEE A FRIELMLIRE, UTBERFBEAET IAM AFRHIT
Amazon Web Services X 1F BRBREHI 2 N FIERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "support:*",
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "support:ResolveCase",
"Resource": "*"
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3]

BxrumelEEFIEER IAM policy WEZER , H2H (IAM AF1ERE) PHEIZ IAM policy ( 2
A ).

MRAPREACEERE , N LAEIZ KRS Amazon Web Services X4 E T2 K BHWKIKF
BH,

/A Important

« MBRHELEZEXEPILPFEERS , FRRECHEMENNE., BUEEERREN IAME
HBR, AXEZER , 52H B HMIAREE Amazon Web Services X3,

5 [ #X R Amazon Trusted Advisor

£ Amazon Web Services B2 H|A |, 23K trustedadvisor IAM a5 Z= (B 32 HI X B 7 (8] A BR
Trusted Advisor. £ Amazon Web Services ¥ APl A |, supportIAM 3 2= (8143 I X #9 17 (8] #X BR
Trusted Advisore BXEZEE |, BHZ R EEX AR Amazon Trusted Advisore

EIEX Amazon Web Services i EEM 5 R R

£

« Support Plans 2| & KR

« Support Plans #&4E

« Support Plans #8974l IAM policy
- RIEHE

Support Plans 2% & B R

{58 Support Plans #2#l& , AP 4AHE —HHRENE, XENESXRAFRAFIHNETEE X
Amazon Web Services i Support Plans &IRHVIEHE B

& LAfE F supportplansdi® 22 A #12 Amazon Identity and Access Management (IAM) KRB, 18
A LASE A AbE SR & SR 38 TE 3R A F 3R B A BR o
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BRI | LB ERSNG B EERAFRIELIRVE, Support Plans By 8 ZE 18]

supportplans.

A LAfE A Amazon FEE FK R E M NBER IAM 24, BXEZEE |, 35 AmazonAmazon
Web Services X #f it XL E KR,

Support Plans 4
A LATE 2§ & AT LT Support Plans #84E. & A LATE IAM policy 1§ EIX L Support Plans 4L
ARG RIELIFERE,

Action 1% B8

GetSupportPlan BT EEFAH X Amazon Web Services i 24
8J Support Plans #4015 2B R.

GetSupportPlanUpdateStatus BFEEFEEXEH Support Plans & RIRZSHI ¥
H1E SRR

StartSupportPlanUpdate ®F B shiERLEFH L Amazon Web Services
T 2 it RIB9ABR

CreateSupportPlanSchedule RF R LA It Amazon Web Services i F €
B EitRetE &k,

ListSupportPlanModifiers RFRELEF Ik Amazon Web Services Ik 7

HYFR A I IT B RT 5 &R

Support Plans #7341 IAM policy

AT LAE A LA T R I SR BE SR B EB XY Support Plans BV 17 18]
%t Support Plans BY5E£ 18]

LU KB Ao FA 3t Support Plans #1752 £ 51,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": "supportplans:*",
"Resource": "*"

}

4

¥ Support Plans #9 R i1 8]
LUK B Ao A 3t Support Plans 317 RiE 1A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:Get*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "supportplans:List*",
"Resource": "*"
}
]
}

B4 3T Support Plans #9178
AR KBS R VF A P 15 1R Support Plans,

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Deny",
"Action": "supportplans:*",
"Resource": "*"

}

]
}
B BB E

BSREUT EBLLEEX Support i XIBY G E,
SR EFHE R FITXIET , Support T X2 %A £ RER4 GetSupportPlan X R

IAM P 2B B 15E Support itXIIZHI AFTENNPR, BATEAEH IAM policy ABEHRADENER |
Al LAE ] AWSSupportPlansFullAccess 5, AWSSupportPlansReadOnlyAccess & Amazon & &K
B, BXEZEL , H2H AmazonAmazon Web Services 235 it I I E F

MR IETAEH IAM policy , iHE R Amazon Web Services Ik EE &,
HXER
EXEZER , E2H 1AM AFEEPHNUTER :

« £/ IAM policy simulator |1z 1AM policy
- BFEGREIELEIRER

EHIEWE Support itXIMNR , BMHRERHERMNERER

MREHIKF Amazon Web Services Il 2 HEF#— A Amazon Organizations , N AJ g8 FE EF #H IR
S1EHIBEE (SCP), SCPs & —fhfEH LA h EENRA K,

BTF Support it X2 —T£ KRS , HLLBRH Amazon Web Services X1 #9 5% B 7] g FH 1E 5% 5 Ik 7
EEFEXRHEXFITN. EAENALATLIKARS , 6120 IAM R Support 1TXI , H00F% AR S5 7% 0
EMEEAR SCP WHEBRSIZR P, XEWRBARPHIK, AT LA RIX LRSS |, BIfE SCPIEL TIEE
# Amazon Web Services XiZiR% -

4 Support ITTXRIFRMAFIS |, ETE SCP B "NotAction" FIRAF A "supportplans: *",

"supportplans:*",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
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1&HY SCP HIREE RN LT REEAED R

Example : foiF Support it XIEH LR 1TIHEIE SCP

{ "Version": "2012-10-17",
"Statement": [

{ "Sid": "GRREGIONDENY",
"Effect": "Deny",
"NotAction": [

"aws-portal:*",
"budgets:*",
"chime:*"
"iam:*",
"supportplans:*",

WMREBHRE KBTI EER SCP , iFBE Amazon Web Services /- EE R, BEK/S RS
EH SCP , MEFTE KA K &8 Al A58 Support 11X,

® MEZEZEI Amazon Control Tower

- MRIEHALDNF SCP 5—i2#EH Amazon Control Tower , M AT EL Amazon RIFERH
Amazon Web Services Xigi#Z4 ( BEM N XBELZES ) FHELIHREHT N

« B EF SCP E#H Amazon Control Tower 7 ft¥supportplans , N{EEREFBIRE
Xt SCPHEH#H . BXEZEE , BZRP RN FRREZE Amazon Control Tower,

BXER
BXEZEERE , BSAUTER :

«  {Amazon Organizations AF{Em) FH@@ RS IEHIZKE (SCPs).
«  {Amazon Control Tower F158) HHE & X 13648 12 &
« Amazon B #EAmazon Control Tower Fi FF &8 Amazon Web Services [X 1z &1 fy Z 5Kk 35 4 177 |A]

EIE XYY 15 Rl A PR Amazon Trusted Advisor

A LA Amazon Trusted Advisor MA i/ [8] Amazon Web Services B2 &l& ., FFB Amazon Web
Services MK A &R ] LAY @) FE & B %O Trusted Advisor X2, IR EE B Amazon usiness Support

BB E AR Amazon Trusted Advisor API fR7s 2026-01-12 263


https://docs.amazonaws.cn/controltower/latest/userguide/drift.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
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+, En Amazon terprise Support 2 Amazon Unified Operations itX| , M A LGRIFAEZE, BXE
Z{E8 , 5., Amazon Trusted Advisor EESZ &%

& T LAE A Amazon Identity and Access Management (IAM) 332 &34 #9175 [ A BR Trusted Advisoro
F&

« Trusted Advisor 12 &l & B9 X BR

« Trusted Advisor 1738

« 1AM K& =Y

« BESH

Trusted Advisor 35 & B PR

Ei5i8 Trusted Advisor #2#|& , AP AIURAE —ARIENR, XERBEXAAFRAFIIHMNETEEX
& B Trusted Advisor BIRHY #4015 2 Amazon Web Services K,

A] LABE A LA T I T SR 2 X Trusted AdvisorBY i [A] :
« £ Trusted Advisor #2H| A WWIRZTHEEIIEE, AP A BUIMER ERZRENNER,

&R LAER Amazon EERBHEELRBEREDENR. AXRXESER , F5H E£AREES
X 1AM B MBS e inE,

- £/ trustedadvisor & ZEE I E |IAM policy, &I LAME Itk 5K B K18 E IR MEM F R BR,

BIZERRERT , TLUEERS W B R RIK R FRIELIRE, BB ZEE Trusted Advisor
Rtrustedadvisor., B2 , B g A trustedadvisorip & 2 AR AL FHIEL Trusted Advisor
API 1y Amazon Web Services X% API &1, R , BX4BEA Amazon Web Services ¥ Ky
support @& ZEH,

@ Note

R I AB Amazon Web Services 2 3Fi% APl IR , MY Trusted Advisor 44
Amazon Web Services BIE12 4|4 & R Trusted Advisor ERWHEMNE . EF£ Trusted
Advisor 2HEHREBEFELR , B4 FifiBtrustedadvisorin & ZE B R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_iam-tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_iam-tags.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
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RAriEmE

Trusted Advisor 173

A LAER &I A FHAITELT Trusted Advisor 4, B AILATE IAM KBS 15 EIX £ Trusted Advisor

BRAFSL VP SRIE L S TERAF

Action

DescribeAccount

DescribeAccountAccess

DescribeCheckItems

DescribeCheckRefreshStatuses

DescribeCheckSummaries

DescribeChecks

DescribeNotificationPreferences
ExcludeCheckItems
IncludeCheckItems

RefreshCheck

SetAccountAccess

UpdateNotificationPreferences

DescribeCheckStatusHistoryC
hanges

L

£F2&EEH Amazon Web Services £ it XIF&
fb Trusted Advisor B &I R,

BFEEFE Amazon Web Services ik B A%
EZ AR PR Trusted Advisor,

R NRUEERETME N IFRES

BFNBRLLEE Trusted Advisor 1 2K Rl FTIR

o

£ F Trusted Advisor 2B X ZEHENN R,

B FEF Trusted Advisor X EFMEEHNR

o

RFINRAEE Amazon MK F #9378 H B E
B F IR EABERR Trusted Advisor 1 &R,
R FINBRLAEE Trusted Advisor K YL,
& FRF Trusted Advisor X ZHR,

BT 0K 7 /S A s 2R Trusted Advisor FIHIAXBR.

B F R ELAE T Trusted Advisorfy i@ H & ik
I,

RTEREL X 30 RAKRENE RME IURSHY
PR

EIEXTHY 5 B AR Amazon Trusted Advisor
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Trusted Advisor A THLE B RV IR/E

BATF Trusted Advisor 252 THRUNEIEE. BXEZER | HSH WAHALNE Amazon Trusted
Advisor,

Action 1, B

DescribeOrganization BTEERSE Amazon Web Services Ik H 2

B RALNE TR ZERARR,

DescribeOrganizationAccounts RFEHHLAHXE Amazon Ik FEIXPR.

DescribeReports BRFNBEUNEFHRNBRENFAESE (H
m, IREBR. EITHTE, IZBHE. REME
N ) o

DescribeServiceMetadata RFEFHLANRRESHEXEENNE , flan

EZX, XEZMMRFIRS. Amazon Web
Services X5

GenerateReport B FIEH A B2 Trusted Advisor X E3R &5 #Y
PR o

ListAccountsForParent & F1E Trusted Advisor BH AP EFHLAFH
B Amazon AL E A (OU) BEMFIEKFHY
PR o

ListOrganizationalUnitsForParent & F1E Trusted Advisor IHI AP EEF ERHAR

BB EFPREHRKEN (OUs) KR,

ListRoots £ F7£ Trusted Advisor 34| & & FH Amazon
HAOARTE N EIRE ZHNR,

SetOrganizationAccess BT NERAHLUETIEERN PR Trusted
Advisor,
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Trusted Advisor 1t %647 3h

MRERKF BT Trusted Advisor £ 4k , M AT LATER I A AIITELT Trusted Advisor #4E. &
A LAE 1AM policy HRINIXLE Trusted Advisor BEU AT HIEL I ERE, BEXELER , BSH

Trusted Advisor Priority B IAM policy =~4l.

® Note

Trusted Advisor £ %K AN BE B IR

MEREFZLE (TAM) AENKFBRENER. R

KABIRNERNERBBSHHE |, B0 Trusted Advisor X E, K EH TAM WEWEFHHE
BN, BTXR , B0 TAM 2R IZXEHE | FHEREZK,H “ Trusted Advisor £ 554"

i,

BXREZER |, BSH FHEEH P Amazon Trusted Advisor riorityo

Action

DescribeRisks

DescribeRisk

DescribeRiskResources

DownloadRisk

UpdateRiskStatus

DescribeNotificationConfigu

rations

UpdateNotificationConfigurations

ik

2F IR Trusted Advisor 1L R EE X AR
PR,

FF 1% Trusted Advisor R REE X IFHAE
BEHBR,

R FNRLLEF Trusted Advisor Priority 3 &
M) 9 XL B 88 R o

BF T88E Trusted Advisor 1£ 5B X & ¥ 4
£ BB XTI IUBR o

R FIBREAE# Trusted Advisor Priority # X
BRES.

£FIREL Trusted Advisor 1L 55 4% 88,7 iR 4438 AN
B IR AR .

R FBRUABIER L F#T Trusted Advisor Priority
H9 B, R 44 3 A B IR T

EIEXTHY 5 B AR Amazon Trusted Advisor
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Action 1, B
DeleteNotificationConfigura MARNERIKFRFNE , RIFHEM Priority 89
tionForDelegatedAdmin ZHEE R K AR B 7 BRI A LT,

Trusted Advisor

IAM 2% B& 7= 5

AT RN B IE AT FIEL XS Trusted AdvisorfYihEl, EALAER T EMN KR 2 —XKE IAM 2454
FRIEZEFRERKE, fla , BRI LS HIRAIKRE , RERERWE IAM 25 &8 JSON EIFF,
R, FERBEHINEMN IAM AP, AhA e,

BRUMAEIE IAM policy WEZEE |, FZH IAM AFEE+ eI IAM policy (2#15 ) .

ax])

« ST2IFEMXER Trusted Advisor

 X¥ Trusted Advisorfy R i [a] X BR

. $E48i518) Trusted Advisor

. AFHIELBERE

 $2$I3 Amazon Web Services X # AP IR/ERYIE RIXFR Trusted Advisor
» Trusted Advisor Priority #J IAM policy R4l

5415 A #X PR Trusted Advisor
AT R BE o F B P £ Trusted Advisor 84| & R &EBFTHE Trusted Advisor EH It EHITARERE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"

}

1
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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RAriEmE

}

3¢ Trusted Advisorfy R i1 8] #X R

BUTR R B 2 VF A P 3 Trusted Advisor #2# &l & # 1T RiknE, AP TTERTEMER , SlMRFHFRES

EREAE LT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:Describe*",
"trustedadvisor:Get*",
"trustedadvisor:List*"

]I

"Resource": "*"

354875 8] Trusted Advisor

UTBERTARFRF 1 Trusted Advisor 24| & & & Trusted Advisor X Z8 3t R ITIRE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "trustedadvisor:*",
"Resource": "*"

}
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}

R MIEL S ERME

LAUR SR BE L F B PP 1 Trusted Advisor #$|& R EEF A Trusted Advisor X £ | B AT RIFTE
%=,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": "trustedadvisor:RefreshCheck",
"Resource": "*"
}
]
}

£ #I3F Amazon Web Services X3 API #2/ERY 15 BRI FR Trusted Advisor

£ Amazon Web Services BEE#EH|A , 23K trustedadvisor IAM @57 28 [ 2 HI5T #9171 4X
BR Trusted Advisor, #&F {Eﬁﬁtrustedadusor WRZEERAYFHIEL Trusted Advisor API 1Y
Amazon Web Services X # API #4E, #Hx , JUAERA support B Z A, EAFIAE Amazon
Web Services 3 API X PR 8L Trusted Advisor 4wf2 A .

Flgn | R EF A iZRefreshTrustedAdvisorCheckig e |, M AMIE KB DI AT IR EN AR,

Example: {X 2 ¥ Trusted Advisor API #&4E

AT R A AP AR E M Amazon Web Services X35 API 124ERY AP $#84E Trusted Advisor , {BF
FFH R EM Amazon Web Services X35 API #24E, a0 , AP o LAER API EF MBI E, #4]
TEtlE, &5, EHRHER Amazon Web Services X1 =41,
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https://docs.amazonaws.cn/awssupport/latest/APIReference/API_RefreshTrustedAdvisorCheck.html
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Ba LA AR LURTE S A A Trusted Advisor API 324 |, {8 FAEfE A Ltk K BE1E Trusted Advisor 12
HEREFIRFTRE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeTrustedAdvisorCheckRefreshStatuses",
"support:DescribeTrustedAdvisorCheckResult",
"support:DescribeTrustedAdvisorChecks",
"support:DescribeTrustedAdvisorCheckSummaries",
"support:RefreshTrustedAdvisorCheck",
"trustedadvisor:Describe*"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:DescribeServices",
"support:DescribeSeveritylLevels"”,
"support:ResolveCase"

1,

"Resource": "*"

B} IAM {5 Amazon Web Services X # ME & AN EZE R Trusted Advisor , FSFIEE.
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Trusted Advisor Priority #J IAM policy 7=~4

BT LAE A LA Amazon FEE SRBE SR &|3T Priority B9 Trusted Advisor 1H R PR, HXEZEL
#HZ:EAmazon Web Services FIIEE KB Amazon Trusted AdvisorMFF#&{EH P Amazon Trusted
Advisor riority

BESH
B X Trusted Advisor RIEEHNEZER , ESRUTHR :

. IAM PR A A Amazon Trusted AdvisoriE X ViR 4E,
o JR&IXY Trusted Advisor 24| & HI 15 A]

Amazon Trusted Advisorf 7= 5 BR 55 1252 $ 5K BE

Amazon Trusted Advisor X RS 12|k BE (SCPs). SCPs REMMEALF TEMNEKEE K ATER
ZALANMRBR, SCP EA TEKM N SCP I tE THFTE Amazon Web Services K7, SCPs 121t
FALRREKRFHRATANRIESRZES, ST BZRBRFREN Amazon Web Services ik
HEELMNBRZEFHEN, BXEZER , S/ (Amazon Organizations AIF1ER) VRS EH

KB

£}
- RREH

« IRIAR S5 1R I SR A

FRF M

EffF SCPs , A& ITLLTIRE

- BRALFNFIEINRE. BXESZELR , 55 (Amazon Organizations AF{ER) FEE Al
P FTE Ih k.

« J3F SCPs UEEZLNALANER. BEXEZEE , 5 H (Amazon Organizations AF1ER)
WS AR,

. BIZE{R SCPs EEM., EXBIBMNESZEE SCPs , i52 9 (Amazon Organizations FiF#EE) &
MBI, MM BRARS 5K R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awstrustedadvisor.html#awstrustedadvisor-actions-as-permissions
https://www.amazonaws.cn/premiumsupport/ta-iam/
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_inheritance_auth.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps_create.html

Amazon Web Services X

RAriEmE

TR AR 55 22 1 SR

UTRBIR R FIALP R RAZNENFH.

Example: FE 1k i FF 7 Engage & Trusted Advisor SIS wEE
LUF SCP HIEAFtIEZHZ 5EmBNES S,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"trustedadvisor:CreateEngagement"”,
"trustedadvisor:UpdateEngagement*"

1,

"Resourxce": [
wgn

]

}
]
}

Example: 34 Trusted Advisor 25 Trusted Advisor £ &5 (7]

LU SCP 1k AR # Eng Trusted Advisor age 1 Trusted Advisor Priority 5 1 &) SR 1T E TR 4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"trustedadvisor:ListEngagement*",
"trustedadvisor:GetEngagement*",
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"trustedadvisor:CreateEngagement*",
"trustedadvisor:UpdateEngagement*",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:UpdateRisk*",
"trustedadvisor:DownloadRisk"

1,

"Resource": [

g

¥ Amazon Web Services X5 5 1 15 [0l 3t 1T FEHERR

FRALUTERERIEEZHFIEEEMEA Amazon Web Services X% #l 1AM B 7] 5238 269 % 1 8]
il

£

« REBIIT iam : PassRole

- REESFRNIHEHA

- RR—EBEER , BAFHAMATIE Amazon Web Services X #f

- BB AW Amazon K Z A AT E A Amazon Web Services X # BIR

LA AT iam : PassRole

WMR BT —MEIR | RPBLBTINIT iam: PassRole B4 , MIAMEHMEBUA T LG ABIES
#., Amazon Web Services X

AL Amazon Web Services fRS5 RIFEFNBABEAEL LRSS , MARUEFNRS A SIS
XAB, Nt , BLAMEERACLEERSHINR.

L EZ AN marymajor B IAM B P ZiR E 2 H| A7 Amazon Web Services XiFHh{TIRIER , 2% 4%
T REER. BR , RESLANEERZAGHBETFHNRST ATHRITHIRE, Mary TEGFAGREKE
BIBRSFHIIER

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREFEHD , BHRREN Amazon EE R, ENEERARRHEZEIENA,
BEAEERRNTRESR

HOIZ IAM AP RIERRE , SR ERENTHESR D, BR S EBERTLNRBRLHE
o MREEXRTHEERR , WLHEE -G RIZHAX,

BRI ETEMEBD ;- THRIZ4E ID (5170 AKIAIOSFODNN7EXAMPLE ) MR ZR {5 RIZ24R ( I
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SHAFZMHBB—# | B4 [E 815
%4 ID MMBRHEBHANBERATEORIE. GNAFBNBE—&# , Z2HERHRZER.

/A Important

BAREQME=ZFRHIFEZS , BMERN THEHBEZIEHITA, ID BF-1T. B XM,
O] AR F B A K AT A &R I BR Amazon Web Services K,

HEQBFRBANN , RESRREFHRIZSR D ABBFRBAREE-—INLE2NLE. WEHF

ZHRNRELCZEN AT, NREXRTENUWRFEESR , B4R IAM AP MNFHN T RZR. &

RZAUHERNGRRH, NMREESERIHR , WATAPR-—IBAN  RAEBUEFTNER. EE
EUH , HSH IAM AP EREPHNEZRRES.

KRE—RBEELG , BAFHMARE Amazon Web Services X1

E R HEM AT E Amazon Web Services X3 , BA4AEBEHEHARBINARFR FNE, MR
£/ Amazon IAM Identity Center EXE A R MM AR , WA LA @ AP A 5 BN PRERE LH 1]
BREH . NRELBHAE IAM RKBEHAFHIEESAARNAREXKN IAM B, BXEZE
£ , &2 (Amazon IAM Identity Center FAFE/) FHINRE.

MR R IAM Identity Center , M AMAFEIHRINARRNARFAIE IAM & ( BAFRSA

B)., AE , BUXTFREEMINBISE/E , LUEE Amazon Web Services X #FFREH IR F EHIR,
BRFNRE , MAFSMNARFEFAARRBEMEIE, Wi ERAXEEIETR Amazon, BT #Hx8
BIAMAF, 4. ERANENEZEL , B5H (AM AFER) F1 1AM S48 1AM YRR
PR o
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https://docs.amazonaws.cn/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
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AR Amazon K 2089 AR R1 B Amazon Web Services X &R

FAa R E—1MAe  WEEMKFPNAFSEELANARTUERZABKRGRIEHRIR, &7
LIEEWESER , TURAAG., X TXHETRIFRA R REFTIER (ACLs) WIRS , BTN
158 P 3 L5 SR B 1) AATT 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :

- ETMREZ Amazon Web Services X1F X 1FXLETHEE | IHS R WA Amazon Web Services 3% 5
IAM Bt & H.

- ETHRIMAEBRHNERARNRERENIEEMPR Amazon Web Services Ik |, &2 IAM AP+
BB &3 AE Amazon Web Services Tk B9 53— IAM A P 12215 1B XR .

o BTSN = FRE SRR R R Amazon Web Services Ik | 55 E IAM B 18
BRI mEE=AEMHIFENER. Amazon Web Services 2

s ETHRIMIBEN SMRBRESRIEREIFENER , FSH (IAM AFERE) P ALSAT S HEIEN
BF ( BRBRAERIE ) REHRNR,

- ETHRERACNETRRNREHATER,FRIZENZS , 25 (IAM AFERE) $8 IAM
Y B K IR 18] 6

S5 - IE) R

M= R Amazon Web Services X3 2 —fh Amazon &, Amazon BIEXH. BREEZNEHE
MitRREBEEHMY, BXEZER |, §5H Amazon £ EHHR FARERE,

AL TR B TR AR EM R :
« #£ S Amazon ervice Health Das hboard L &E&EH Z& WK Amazon ZE RIE, Hl0 , FHIEMK
FHEENRS XIS EHF,

« £ Amazon Health Dashboard HE&EF £ /MK FHIREEEB, Fln KPP RSRFENSE
H., BXEZEEL , 5 (Amazon Health BF#®E) F# Amazon Health Dashboard A7,

% 3% Amazon Web Services X #F & # Amazon Trusted Advisor

BERHEPMAEM Amazon SRS RN FEMY, TTAMMEENEEAKE D, Amazon Web
Services X# Amazon Trusted Advisor Amazon I 7T A T4 T B | ## Amazon Web Services &
¥ IS W Amazon Trusted Advisor, IR&RIBH1EE Yot REUEHE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/security-ir/latest/userguide/security-incident-response-guide.html
https://status.amazonaws.cn/
https://phd.aws.amazon.com
https://docs.amazonaws.cn/health/latest/ug/getting-started-phd.html
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« Amazon £358t CloudWatch¥5 1228 Amazon #RFEIZ1T Amazon PN AR, BaUKRER
IRERIERT |, QIR B ENWERFIER , ARI%EERAEIEEW B S 2 E18 E 8 3 E 8 X8 5 K E
B, flan , BRI LA CloudWatch BRERIE S#ha# 41t E = (Amazon EC2) S5fI#Y CPU AR H At
BV, HEZEEN BB FXH. BXEZER , iHSH Amazon CloudWatch AF1ERE.

-« Amazon EventBridge 12 7 #iR Amazon BRZLHIEFENNREEHR. EventBridge EAE
HEBWEHITTE , ENEATUEEANRGEUNELES | HEXESHRENEHAMM Amazon AR
Sk BEhRE. BREZEER , S/ Amazon EventBridge A F 18R,

« Amazon CloudTrail# 3R G IK P A REH Amazon IKFHITH APIBRAMAEREH |, HFEZE
X EmBIEIEEN T D E 2 F# RS (Amazon S3) Service 1F# 18, &0 LR B BRLE F /= F0dk /2
®IT 7 8% Amazon, K HMWAER IP thit AR W EZEWEE, BXEZEL |, ESHE Amazon
CloudTrail {AFER) .

BXEZELR | 52 Amazon Web Services 1 1% B Hi2FZFAmazon Trusted Advisor #Y &
BN BAEIEF,

S M IE Amazon Web Services X ¥

ETHRETETHESMITNNTEE , H5FAmazon Web Services BRSS “” Amazon Web Services R
& R “BEMITRIR 2 HEE” , AREREBMBHEMITR]. Amazon Web Services RS Ax
—REE , HSRAEM T,

O LA TEE =S FitkeE Amazon Artifact, BEXEZEE |, HSRFW “TEHIRE” Amazon
Artifact,

EIEBEFH Amazon Web Services RS R E M TEBUR T RN BB HBRME., TLTNEHE IR
ARERMEENZEN, BXRBEFEANNENTENEZEE Amazon Web Services RS |, 2
EAmazon &£ X #4.

M 1E Amazon Web Services X

Amazon £IKE MR ERE S Amazon XM AT AXEEN, Amazon XFRMUZMNERENEE
WAAKX , SETAXKEIRER, SEHENSERTRNMERE, FIATAX , &R LURITHRE
EURAXZBLHEEENRNAREBNNARFIREE. SEENENSISNMNREFOLEMIZRE
Mk, TAXEEESHNATAY. BEEIFTT EM.

BX Amazon XM AXWEZEER |, 55 Amazon £EKEMIZHE,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/about-aws/global-infrastructure/
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h N ERMIZEEL S Amazon Web Services ¥

ERN—IMIEERS , Amazon Web Services £+ ZF| {Amazon Web Services : Z£REMAR) H
EHPH#ERE Amazon £EKMNERZLREFENRT,

Ba LA Amazon EX ) APl B Amazon Web Services 35 BEMEHTIHE . B/ HH4

MEFERBELLEMEDP (TLS ) 1.0 RESHEAE, BUFEA TLS 1.2 RESRE, BEFRESLNE
BEATLMAERE (PFS ) WRBEH , i Ephemeral Diffie-Hellman ( DHE ) = Elliptic Curve
Ephemeral Diffie-Hellman ( ECDHE ) . KZEHBINKRE ( 0 Java 7 RESRA ) #BRGXLEER,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBARITBERFITER. HE , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & F RN BFERFITEE,

RV ELE F KA 2 4 Amazon Web Services k3%

¥F Amazon Trusted Advisor , Amazon &BEARNLZEES , flNEFHIRERS (0S) MEERE
Bih, BXERENMRERS.
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AR R Amazon Web Services 1 5l Amazon SDKs

AT R 4515 88 2n4a] Amazon Web Services X3#F £ Amazon BT X EH (SDK).
EANEER BERE RNAE RS PIHRITERBRENKBRA,
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BX S Amazon DK Fr x &5 MAB RO TEIIEK |, i5S @ Amazon Web Services i 5
Amazon SDK —E2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAMEFMAEE.,

KB RHI
o FABEARR Amazon Web Services X1 il Amazon SDKs

o #RIF Amazon Web Services X

* %3] Amazon Web Services ¥ £/ Amazon SDK #9 £t F1iR

« Amazon Web Services ¥ I #VE4E Amazon SDKs

« AddAttachmentsToSet5 Amazon SDK = CLI Bt & H

+ AddCommunicationToCase5 Amazon SDK = CLI Bt & f#
» CreateCase5 Amazon SDK = CLI Bt & {#H
« DescribeAttachment5 Amazon SDK =% CLI Bt & A

» DescribeCases5 Amazon SDK = CLI Bt & A

» DescribeCommunications5 Amazon SDK 5 CLI B2 & H

» DescribeServices5 Amazon SDK = CLI B2 &

+ DescribeSeverityLevels5 Amazon SDK = CLI Bl &1

« ¥ DescribeTrustedAdvisorCheckRefreshStatuses & CLI Bt & H

 J¥ DescribeTrustedAdvisorCheckResult 5 CLI Bt &

« f¥# DescribeTrustedAdvisorCheckSummaries 5 CLI Bt &£

 J¥ DescribeTrustedAdvisorChecks & CLI fit &M

« J¥ RefreshTrustedAdvisorCheck 5 CLI it & & A
» ResolveCase5 Amazon SDK = CLI B2 &M
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

using Amazon.AWSSupport;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

public static class HelloSupport
{
static async Task Main(string[] args)
{
// Use the AWS .NET Core Setup package to set up dependency injection for
the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
// You must have one of the following AWS Support plans: Business,
Enterprise On-Ramp, or Enterprise. Otherwise, an exception will be thrown.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>()
).Build();

// Now the client is available for injection.
var supportClient =
host.Services.GetRequiredService<IAmazonAWSSupport>();

// You can use await and any of the async methods to get a response.

var response = await supportClient.DescribeServicesAsync();

Console.WriteLine($"\tHello AWS Support! There are
{response.Services.Count} services available.");

}
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Java

FEATF Java By SDK 2.x

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH

—

TRENZT,

import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.util.Arraylist;
java.util.List;

HZH sEATF NET 89 Amazon SDK API &#DescribeServicesH

regions.Region;

services.support
services.support
services.support
services.support
services.support
services.support

* Before running this Java (v2) code example,
* environment, including your credentials.

*

.SupportClient;

.model.Category;
.model.DescribeServicesRequest;
.model.DescribeServicesResponse;
.model.Service;
.model.SupportException;

set up your development

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API. For more information, see:

*

*

https://aws.amazon.com/premiumsupport/plans/

* This Java example performs the following task:

* 1. Gets and displays available services.
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*

* NOTE: To see multiple operations, see SupportScenario.

*/

public class HelloSupport {
public static void main(String[] args) {
Region region = Region.US_WEST_2;
SupportClient supportClient = SupportClient.builder()
.region(region)
.build();

System.out.println("***** Step 1. Get and display available services.");
displayServices(supportClient);

// Return a List that contains a Service name and Category name.
public static void displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {
if (index == 11)
break;

System.out.println("The Service name is: " + service.name());

// Display the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {
System.out.println("The category name is: " + cat.name());

}

index++;

} catch (SupportException e) {
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System.out.println(e.getlLocalizedMessage());
System.exit(1l);

« BXx API WiE4{E R , 53 % Amazon SDK for Java 2.x APl & # DescribeServicesH Y,

JavaScript

EATF JavaScript (v3) WHH4HF AT ES

(® Note
EHEZHXREL GitHub, 7 Amazon KB REIFEEPERTERE , TN
TIRENETT.

—_ .

WA ‘main() E1TZRH61,

import {
DescribeServicesCommand,
SupportClient,

} from "eaws-sdk/client-support";

// Change the value of 'region' to your preferred AWS Region.
const client = new SupportClient({ region: "us-east-1" });

const getServiceCount = async () => {
try {
const { services } = await client.send(new DescribeServicesCommand({}));
return services.length;
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
}
throw err;
}
};
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export const main = async () => {
try {
const count = await getServiceCount();
console.log( 'Hello, AWS Support! There are ${count} services available.’);
} catch (err) {
console.error("Failed to get service count: ", err.message);
}
};

- BX API WFHER , HS M EA T JavaScript 89 Amazon SDK APl &
#DescribeServicesH .

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon KB RGIFEEPFERTERG , 7 HEMAH
TIREMNETT.

/**

Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Kotlin example performs the following task:

1. Gets and displays available services.

*/
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suspend fun main() {
displaySomeServices()

// Return a List that contains a Service name and Category name.
suspend fun displaySomeServices() {
val servicesRequest =
DescribeServicesRequest {
language = "en"

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index = 1

response.services?.forEach { service ->
if (index == 11) {
return@eforEach

println("The Service name is: " + service.name)
// Get the categories for this service.
service.categories?.forkEach { cat ->

println("The category name is ${cat.namel}")
index++

« BXx APl WiFHEER | F5H:EADescribeServicesF K otlin B§Amazon SDK APl &%,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import logging
import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

def hello_support(support_client):
Use the AWS SDK for Python (Boto3) to create an AWS Support client and count
the available services in your account.
This example uses the default settings specified in your shared credentials
and config files.

:param support_client: A Boto3 Support Client object.
try:
print("Hello, AWS Support! Let's count the available Support services:")
response = support_client.describe_services()
print(f"There are {len(response['services'])} services available.")
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't count services. Here's why: %s: %s",
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err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

if _name__ == "__main__":
hello_support(boto3.client("support"))

- BX API HiFMAEER , ESREMDescribeServicesF Python BJAmazon SDK (Boto3) API
B,

BX S Amazon DK Fr Xk &EIEmMRE RN TESIER , i5SEAmazon Web Services % 5
Amazon SDK —i2fEf, ZETEBIEAXANTNEEUREXEHH SDK AR FMER,

%3] Amazon Web Services X% £ A Amazon SDK BY &7t K113

LU I ROIER T 404
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NET

EATF NET 89 Amazon SDK

(® Note
EBEZHXRFEEL GitHub, 7 Amazon KB R EITFEEPERTERA , TN
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/// <summary>
/// Hello AWS Support example.
/// </summary>
public static class SupportCaseScenario
{
/*
Before running this .NET code example, set up your development environment,
including your credentials.
To use the AWS Support API, you must have one of the following AWS Support
plans: Business, Enterprise On-Ramp, or Enterprise.

This .NET example performs the following tasks:

1. Get and display services. Select a service from the list.

2. Select a category from the selected service.

3. Get and display severity levels and select a severity level from the
list.

4. Create a support case using the selected service, category, and severity
level.

5. Get and display a list of open support cases for the current day.

Create an attachment set with a sample text file to add to the case.

7. Add a communication with the attachment to the support case.

8. List the communications of the support case.

9. Describe the attachment set.

10. Resolve the support case.

11. Get a list of resolved cases for the current day.

private static SupportWrapper _supportWrapper = null!;

static async Task Main(string[] args)
{
// Set up dependency injection for the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LoglLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsolelLoggerProvider>("Microsoft",
LogLevel.Trace))
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.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>(new AWSOptions()
{ Profile = "default" })
.AddTransient<SupportWrapper>()

)
.Build();

var logger = LoggerFactory.Create(builder =>

{
builder.AddConsole();

}).CreatelLogger(typeof (SupportCaseScenario));
_supportWrapper = host.Services.GetRequiredService<SupportWrapper>();

Console.WriteLine(new string('-', 80));
Console.WriteLine("Welcome to the AWS Support case example scenario.");
Console.WriteLine(new string('-', 80));

try
{
var apiSupported = await _supportWrapper.VerifySubscription();
if (l!apiSupported)
{
logger.LogError("You must have a Business, Enterprise On-Ramp, or
Enterprise Support " +
"plan to use the AWS Support API. \n\tPlease
upgrade your subscription to run these examples.");
return;

var service = await DisplayAndSelectServices();

var category = DisplayAndSelectCategories(service);

var severitylevel = await DisplayAndSelectSeverity();

var caseld = await CreateSupportCase(service, category,
severitylevel);

await DescribeTodayOpenCases();
var attachmentSetId = await CreateAttachmentSet();

await AddCommunicationToCase(attachmentSetId, caseld);
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var attachmentId = await ListCommunicationsForCase(caseld);
await DescribeCaseAttachment(attachmentId);

await ResolveCase(caseld);

await DescribeTodayResolvedCases();

Console.WriteLine(new string('-', 80));

Console.WriteLine("AWS Support case example scenario complete.");

Console.WriteLine(new string('-', 80));

}
catch (Exception ex)
{
logger.LogError(ex, "There was a problem executing the scenario.");
}

/// <summary>

/// List some available services from AWS Support, and select a service for
the example.

/// </summary>

/// <returns>The selected service.</returns>

private static async Task<Service> DisplayAndSelectServices()

Console.WriteLine(new string('-', 80));
var services = await _supportWrapper.DescribeServices();
Console.WriteLine($"AWS Support client returned {services.Count}

services.");

Console.WriteLine($"1. Displaying first 1@ services:");
for (int 1 = 0; i < 10 && i < services.Count; i++)
{

Console.WriteLine($"\t{i + 1}. {services[i].Namel}");

}

var choiceNumber = 0;

while (choiceNumber < 1 || choiceNumber > services.Count)
{

Console.WriteLine(

"Select an example support service by entering a number from the

preceding list:");

var choice = Console.ReadLine();
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Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return services[choiceNumber - 1];

/// <summary>

/// List the available categories for a service and select a category for the
example.

/// </summary>

/// <param name="service'">Service to use for displaying categories.</param>

/// <returns>The selected category.</returns>

private static Category DisplayAndSelectCategories(Service service)

{

Console.WriteLine(new string('-', 80));

Console.WriteLine($"2. Available support categories for Service
\"{service.Name}\":");

for (int i = 0; i < service.Categories.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {service.Categories[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > service.Categories.Count)
{

Console.WritelLine(
"Select an example support category by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

Console.WriteLine(new string('-', 80));

return service.Categories[choiceNumber - 1];

/// <summary>

/// List available severity levels from AWS Support, and select a level for
the example.

/// </summary>

/// <returns>The selected severity level.</returns>
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private static async Task<SeveritylLevel> DisplayAndSelectSeverity()

{

Console.WriteLine(new string('-', 80));
var severitylevels = await _supportWrapper.DescribeSeveritylLevels();

Console.WriteLine($"3. Get and display available severity levels:");
for (int 1 = 0; i < 10 && i < severitylevels.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {severitylLevels[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > severitylevels.Count)
{

Console.WriteLine(
"Select an example severity level by entering a number from the
preceding list:");
var choice = Console.ReadlLine();
Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return severitylLevels[choiceNumber - 17;

/// <summary>

/// Create an example support case.

/// </summary>

/// <param name="service'">Service to use for the new case.</param>

/// <param name="category'">Category to use for the new case.</param>

/// <param name="severity">Severity to use for the new case.</param>

/// <returns>The caseld of the new support case.</returns>

private static async Task<string> CreateSupportCase(Service service,
Category category, Severitylevel severity)

Console.WriteLine(new string('-', 80));
Console.WritelLine($"4. Create an example support case" +
$" with the following settings:" +
$" \n\tService: {service.Name}, Category:
{category.Name} " +
$"and Severity Level: {severity.Name}.");
var caseld = await _supportWrapper.CreateCase(service.Code,
category.Code, severity.Code,
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"Example case for testing, ignore.", "This is my example support
case.");

Console.WriteLine($"\tNew case created with ID {caseId}");
Console.WriteLine(new string('-', 80));

return caseld;

/// <summary>
/// List open cases for the current day.

/// </summary>
/// <returns>Async task.</returns>
private static async Task DescribeTodayOpenCases()
{
Console.WritelLine($"5. List the open support cases for the current
day.");
// Describe the cases. If it is empty, try again and allow time for the
new case to appear.
List<CaseDetails> currentOpenCases = null!;
while (currentOpenCases == null || currentOpenCases.Count == 0)
{
Thread.Sleep(1000);
currentOpenCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
false,
DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var openCase in currentOpenCases)

{

Console.WriteLine($"\tCase: {openCase.CaseId} created
{openCase.TimeCreated}");

}

Console.WriteLine(new string('-', 80));

/// <summary>
/// Create an attachment set for a support case.
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/// </summary>
/// <returns>The attachment set id.</returns>

private static async Task<string> CreateAttachmentSet()

{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"6. Create an attachment set for a support case.");
var fileName = "example_attachment.txt";

// Create the file if it does not already exist.
if (!File.Exists(fileName))

{
await using StreamWriter sw = File.CreateText(fileName);
await sw.WritelLineAsync(
"This is a sample file for attachment to a support case.");
}

await using var ms = new MemoryStream(await
File.ReadAllBytesAsync(fileName));

var attachmentSetId = await _supportWrapper.AddAttachmentToSet(
ms,
fileName);

Console.WriteLine($"\tNew attachment set created with id: \n
\t{attachmentSetId.Substring(@, 65)}...");

Console.WriteLine(new string('-', 80));

return attachmentSetId;

/// <summary>
/// Add an attachment set and communication to a case.
/// </summary>
/// <param name="attachmentSetId">Id of the attachment set.</param>
/// <param name="caselId">Id of the case to receive the attachment set.</
param>
/// <returns>Async task.</returns>
private static async Task AddCommunicationToCase(string attachmentSetId,
string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"7. Add attachment set and communication to
{caseId}.");
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await _supportWrapper.AddCommunicationToCase(
caseld,
"This is an example communication added to a support case.",
attachmentSetId);

Console.WriteLine($"\tNew attachment set and communication added to
{caseId}");

Console.WriteLine(new string('-', 80));

/// <summary>
/// List the communications for a case.

/// </summary>
/// <param name="caseld">Id of the case to describe.</param>
/// <returns>An attachment id.</returns>
private static async Task<string> ListCommunicationsForCase(string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"8. List communications for case {caseId}.");

var communications = await
_supportWrapper.DescribeCommunications(caseld);

var attachmentId = "";
foreach (var communication in communications)
{

Console.WritelLine(
$"\tCommunication created on: {communication.TimeCreated} has
{communication.AttachmentSet.Count} attachments.");
if (communication.AttachmentSet.Any())

{

attachmentId = communication.AttachmentSet.First().AttachmentId;

Console.WriteLine(new string('-', 80));
return attachmentId;

/// <summary>
/// Describe an attachment by id.

/// </summary>
/// <param name="attachmentId">Id of the attachment to describe.</param>
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/// <returns>Async task.</returns>
private static async Task DescribeCaseAttachment(string attachmentId)
{

Console.WriteLine(new string('-', 80));

Console.WriteLine($"9. Describe the attachment set.");

var attachment = await _supportWrapper.DescribeAttachment(attachmentId);

var data = Encoding.ASCII.GetString(attachment.Data.ToArray());

Console.WriteLine($"\tAttachment includes {attachment.FileName} with
data: \n\t{datal}l");

Console.WriteLine(new string('-', 80));

/// <summary>

/// Resolve the support case.

/// </summary>

/// <param name="caseld">Id of the case to resolve.</param>
/// <returns>Async task.</returns>

private static async Task ResolveCase(string caseld)

{
Console.WriteLine(new string('-', 80));
Console.WritelLine($"10. Resolve case {caseId}.");
var status = await _supportWrapper.ResolveCase(caseld);
Console.WriteLine($"\tCase {caseId} has final status {status}");
Console.WriteLine(new string('-', 80));

}

/// <summary>
/// List resolved cases for the current day.

/// </summary>
/// <returns>Async Task.</returns>
private static async Task DescribeTodayResolvedCases()
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"11. List the resolved support cases for the current
day.");
var currentCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
true,
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DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var currentCase in currentCases)
{
if (currentCase.Status == "resolved")
{
Console.WritelLine(
$"\tCase: {currentCase.Caseld}: status
{currentCase.Status}");

}

Console.WriteLine(new string('-', 80));

=5 AT Amazon Web Services X BENHEHZ,

/// <summary>
/// Wrapper methods to use AWS Support for working with support cases.
/// </summary>
public class SupportWrapper
{
private readonly IAmazonAWSSupport _amazonSupport;
public SupportWrapper(IAmazonAWSSupport amazonSupport)
{

_amazonSupport = amazonSupport;

/// <summary>

/// Get the descriptions of AWS services.

/// </summary>

/// <param name="name">Optional language for services.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <returns>The list of AWS service descriptions.</returns>

public async Task<List<Service>> DescribeServices(string language = "en")

{

var response = await _amazonSupport.DescribeServicesAsync(
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///
/17
///
/17
///

(“ko”)
///

new DescribeServicesRequest()
{

Language = language
1);

return response.Services;

<summary>

Get the descriptions of support severity levels.

</summary>

<param name="name">0ptional language for severity levels.

Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
are supported.</param>

<returns>The list of support severity levels.</returns>

public async Task<List<SeveritylLevel>> DescribeSeveritylevels(string language

= Ilenll)

{

/17
/17
/17
/17
/17
/17
/17
/17
/17
/17
(“ko”)
/17

var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
18

return response.Severitylevels;

<summary>

Create a new support case.

</summary>

<param name="serviceCode">Service code for the new case.</param>
<param name='"categoryCode">Category for the new case.</param>

<param name="severityCode">Severity code for the new case.</param>
<param name="subject">Subject of the new case.</param>

<param name="body">Body text of the new case.</param>

<param name="language">Optional language support for your case.
Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
are supported.</param>

<param name="attachmentSetId">0Optional Id for an attachment set for the

new case.</param>

/17

<param name="issueType">Optional issue type for the new case. Options are

"customer-service" or "technical".</param>
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/// <returns>The caseld of the new support case.</returns>
public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,

string body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body
1)
return response.Caseld;
}

/// <summary>
/// Add an attachment to a set, or create a new attachment set if one does
not exist.
/// </summary>
/// <param name="data">The data for the attachment.</param>
/// <param name="fileName">The file name for the attachment.</param>
/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>
/// <returns>The setld of the attachment.</returns>
public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)
{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
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FileName = fileName

1)

return response.AttachmentSetld;

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
18
return response.Attachment;
}

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()

{

Caseld = caseld,
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CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses

1)

return response.Result;

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name="caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()

{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
1);

// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)

{

results.Add(communications);

}

return results;

/// <summary>
/// Get case details for a list of case ids, optionally with date filters.

/// </summary>
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/// <param name="caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime'">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseldList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
18
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

/// <summary>
/// Resolve a support case by caseld.
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/// </summary>
/// <param name="caseld">Id for the support case.</param>
/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)
{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
Caseld = caseld
18

return response.FinalCaseStatus;

/// <summary>
/// Verify the support level for AWS Support API access.
/// </summary>

/// <returns>True if the subscription level supports API access.</returns>

public async Task<bool> VerifySubscription()

{
try
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = "en"
1}
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (Amazon.AWSSupport.AmazonAWSSupportException ex)
{
if (ex.ErrorCode == "SubscriptionRequiredException")
{
return false;
}
else throw;
}
}
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* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

» DescribeAttachment

* DescribeCases

* DescribeCommunications

* DescribeServices

* DescribeSeveritylLevels

* ResolveCase

Java

EAT Java B9 SDK 2.x

(@ Note
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import software.amazon.awssdk.services.support.model.DescribeAttachmentResponse;

import software.amazon.awssdk.services.support.model.DescribeCasesRequest;

import software.amazon.awssdk.services.support.model.DescribeCasesResponse;

import
software.amazon.awssdk.services.support.model.DescribeCommunicationsRequest;

import
software.amazon.awssdk.services.support.model.DescribeCommunicationsResponse;

import software.amazon.awssdk.services.support.model.DescribeServicesRequest;

import software.amazon.awssdk.services.support.model.DescribeServicesResponse;

import
software.amazon.awssdk.services.support.model.DescribeSeveritylevelsRequest;

import
software.amazon.awssdk.services.support.model.DescribeSeveritylLevelsResponse;

import software.amazon.awssdk.services.support.model.ResolveCaseRequest;
import software.amazon.awssdk.services.support.model.ResolveCaseResponse;
import software.amazon.awssdk.services.support.model.Service;

import software.amazon.awssdk.services.support.model.SeveritylLevel;

import software.amazon.awssdk.services.support.model.SupportException;

import software.amazon.awssdk.services.support.model.AddAttachmentsToSetRequest;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileNotFoundException;

import java.io.InputStream;

import java.time.Instant;

import java.time.temporal.ChronoUnit;

import java.util.Arraylist;

import java.util.List;

/**
* Before running this Java (v2) code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API. For more information, see:

*

* https://aws.amazon.com/premiumsupport/plans/
*

* This Java example performs the following tasks:
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* 1. Gets and displays available services.

* 2. Gets and displays severity levels.

* 3. Creates a support case by using the selected service, category, and
* severity level.

* 4. Gets a list of open cases for the current day.

* 5. Creates an attachment set with a generated file.

* 6. Adds a communication with the attachment to the support case.
* 7. Lists the communications of the support case.

* 8. Describes the attachment set included with the communication.
* 9. Resolves the support case.

* 10. Gets a list of resolved cases for the current day.

*/

public class SupportScenario {

public static final String DASHES = new String(new char[80]).replace("\0",

Il_ll);

public static void main(String[] args) {
final String usage = """

Usage:

<fileAttachment>Where:
fileAttachment - The file can be a simple saved .txt file to

use as an email attachment.\s

’

// if (args.length != 1) {
System.out.println(usage);
System.exit(1);

//
//
// '}

String fileAttachment = "C:\\AWS\\test.txt" ; //args[0];
Region region = Region.US_WEST_2;

SupportClient supportClient = SupportClient.builder()
.region(region)

.build();

System.
System.

scenario.");

System.

System.
System.

out

out

out.
out.

.println(DASHES);
out.

println("***** Welcome to the AWS Support case example

.println(DASHES);

println(DASHES);
println("1l. Get and display available services.");
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List<String> sevCatlList = displayServices(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("2. Get and display Support severity levels.");
String sevlLevel = displaySevlLevels(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("3. Create a support case using the selected service,
category, and severity level.");
String caseld = createSupportCase(supportClient, sevCatlList, sevlevel);
if (caseld.compareTo("") == 0) {
System.out.println("A support case was not successfully created!");
System.exit(1);
} else
System.out.println("Support case " + caseld + " was successfully
created!");
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("4. Get open support cases.");
getOpenCase(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("5. Create an attachment set with a generated file to
add to the case.");

String attachmentSetId = addAttachment(supportClient, fileAttachment);

System.out.println("The Attachment Set id value is" + attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("6. Add communication with the attachment to the
support case.");

addAttachSupportCase(supportClient, caseld, attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("7. List the communications of the support case.");
String attachId = listCommunications(supportClient, caseld);
System.out.println("The Attachment id value is" + attachld);
System.out.println(DASHES);
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System.out.println(DASHES);

System.out.println("8. Describe the attachment set included with the
communication.");

describeAttachment(supportClient, attachlId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("9. Resolve the support case.");
resolveSupportCase(supportClient, caseld);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("10. Get a list of resolved cases for the current
day.");

getResolvedCase(supportClient);

System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("***** This Scenario has successfully completed");
System.out.println(DASHES);

public static void getResolvedCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(30)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.includeResolvedCases(true)
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
if (sinCase.status().compareTo("resolved") == 0)
System.out.println("The case status is " + sinCase.status());
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} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}
}
public static void resolveSupportCase(SupportClient supportClient, String
caseld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.buildexr()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);
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public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());

// Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();

}

return attachId;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
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System.out.println("You have successfully added a communication

to an AWS Support case");
else
System.out.println("There was an error adding the communication

to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1);

public static String addAttachment(SupportClient supportClient, String

fileAttachment) {

try {
File myFile = new File(fileAttachment);

InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.builder()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =

AddAttachmentsToSetRequest.buildexr()
.attachments(attachment)

.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1l);
}

return ;

public static void getOpenCase(SupportClient supportClient) {

try {
// Specify the start and end time.

Instant now = Instant.now();
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java.time.LocalDate.now();
Instant yesterday = now.minus(l, ChronoUnit.DAYS);
DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();
DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseld());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1l);

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.tolLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.tolLowerCase())
.communicationBody("Test issue with " +

serviceCode.tolLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);

return response.caseld();
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} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return ;

public static String displaySevLevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylLevels(severitylLevelsRequest);

List<Severitylevel> severitylevels = response.severitylevels();

String levelName = null;

for (SeveritylLevel sevlLevel : severitylevels) {

System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)

levelName = sevlLevel.name();

}

return levelName;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
String serviceCode = null;
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String catName = null;
List<String> sevCatlList = new ArraylList<>();
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {

if (index == 11)

break;
System.out.println("The Service name is: " + service.name());
if (service.name().compareTo("Account") == 0)

serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {

System.out.println("The category name is: " + cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++;

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

« Bx API F4EE |, i55E (Amazon SDK for Java 2.x APl Reference) LA T EH,
» AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase
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* DescribeAttachment

* DescribeCases
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* DescribeServices
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import {
AddAttachmentsToSetCommand,
AddCommunicationToCaseCommand,
CreateCaseCommand,
DescribeAttachmentCommand,
DescribeCasesCommand,
DescribeCommunicationsCommand,
DescribeServicesCommand,
DescribeSeveritylLevelsCommand,
ResolveCaseCommand,
SupportClient,

} from "@aws-sdk/client-support";

import * as inquirer from "@inquirer/prompts";

import { retry } from "@aws-doc-sdk-examples/lib/utils/util-timers.js";

const wrapText = (text, char = "=") => {
const rule = char.repeat(80);
return ‘${rule}\n ${textI\n${rule\n";
i
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const client = new SupportClient({ region: "us-east-1" });

// Verify that the account has a Support plan.
export const verifyAccount = async () => {
const command = new DescribeServicesCommand({});

try {
await client.send(command);
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
}
throw err;
}
};

/**
* Select a service from the list returned from DescribeServices.
*/
export const getService = async () => {
const { services } = await client.send(new DescribeServicesCommand({}));
const selectedService = await inquirer.select({
message:
"Select a service. Your support case will be created for this service. The
list of services is truncated for readability.",
choices: services.slice(@, 10).map((s) => ({ name: s.name, value: s })),

1);
return selectedService;
};
/**
* @param {{ categories: import('e@aws-sdk/client-support').Category[]}} service
*/

export const getCategory = async (service) => {
const selectedCategory = await inquirer.select({
message: "Select a category.",
choices: service.categories.map((c) => ({ name: c.name, value: c })),

1)

return selectedCategory;

};

// Get the available severity levels for the account.
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export const getSeveritylLevel = async () => {
const command = new DescribeSeveritylLevelsCommand({});
const { severitylLevels } = await client.send(command);
const selectedSeveritylLevel = await inquirer.select({
message: "Select a severity level.",
choices: severitylevels.map((s) => ({ name: s.name, value: s })),
1);

return selectedSeveritylevel;

* Create a new support case
* @param {{
* selectedService: import('e@aws-sdk/client-support').Service
* selectedCategory: import('eaws-sdk/client-support').Category
* selectedSeveritylLevel: import('e@aws-sdk/client-support').SeveritylLevel
* 1} selections
* @returns
*/
export const createCase = async ({
selectedService,
selectedCategory,
selectedSeveritylLevel,
) =>{
const command = new CreateCaseCommand({
subject: "IGNORE: Test case",
communicationBody: "This is a test. Please ignore.",
serviceCode: selectedService.code,
categoryCode: selectedCategory.code,
severityCode: selectedSeveritylLevel.code,
1}
const { caseld } = await client.send(command);
return caseld;

};

// Get a list of open support cases created today.
export const getTodaysOpenCases = async () => {
const d = new Date();
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),

1)
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const { cases } = await client.send(command);

if (cases.length === 0) {
throw new Error(
"Unexpected number of cases. Expected more than @ open cases.",
);
}
return cases;

i

// Create an attachment set.
export const createAttachmentSet = async () => {
const command = new AddAttachmentsToSetCommand({
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
I
1,
18

const { attachmentSetId } = await client.send(command);
return attachmentSetId;

i

export const linkAttachmentSetToCase = async (attachmentSetId, caseld) => {
const command = new AddCommunicationToCaseCommand({

attachmentSetId,

caseld,

communicationBody: "Adding attachment set to case.",
1)
await client.send(command);

};

// Get all communications for a support case.
export const getCommunications = async (caseld) => {
const command = new DescribeCommunicationsCommand({
caseld,

1)

const { communications } = await client.send(command);
return communications;

i

/**

* @param {import('e@aws-sdk/client-support').Communication[]} communications
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export const getFirstAttachment = (communications) => {

i

const firstCommWithAttachment = communications.find(
(c) => c.attachmentSet.length > 0,

);
return firstCommWithAttachment?.attachmentSet[@].attachmentId;

// Get an attachment.
export const getAttachment = async (attachmentId) => {

};

const command = new DescribeAttachmentCommand({
attachmentId,

1);

const { attachment } = await client.send(command);

return attachment;

// Resolve the case matching the given case ID.
export const resolveCase = async (caseIld) => {

const shouldResolve = await inquirer.confirm({
message: ‘Do you want to resolve ${caseld}?’,

1)

if (shouldResolve) {
const command = new ResolveCaseCommand({
caseld: caseld,

1)

await client.send(command);
return true;

}

return false;

Find a specific case in the list of provided cases by case ID.

If the case is not found, and the results are paginated, continue

paging through the results.

@param {{
caseld: string,
cases: import('eaws-sdk/client-support').CaseDetails[]
nextToken: string

}} options

@returns
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*/

export const findCase = async ({ caseld, cases, nextToken }) => {

const foundCase = cases.find((c) => c.caseld === caseld);

if (foundCase) {
return foundCase;

if (nextToken) {
const response = await client.send(
new DescribeCasesCommand({
nextToken,
includeResolvedCases: true,
1),
);
return findCase({
caseld,
cases: response.cases,
nextToken: response.nextToken,

1)

throw new Error( ${caseId} not found.');

};

// Get all cases created today.

export const getTodaysResolvedCases = async (caseldToWaitFor) => {

const d = new Date("2023-01-18");

const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());

const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
includeResolvedCases: true,

1)

const { cases, nextToken } = await client.send(command);

await findCase({ cases, caseld: caseIdToWaitFor, nextToken });

return cases.filter((c) => c.status === "resolved");

};

const main = async () => {
let caseld;
try {

console.log(wrapText("Welcome to the AWS Support basic usage scenario."));
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// Verify that the account is subscribed to support.
await verifyAccount();

// Provided a truncated list of services and prompt the user to select one.
const selectedService = await getService();

// Provided the categories for the selected service and prompt the user to
select one.
const selectedCategory = await getCategory(selectedService);

// Provide the severity available severity levels for the account and prompt
the user to select one.
const selectedSeveritylLevel = await getSeveritylLevel();

// Create a support case.
console.log("\nCreating a support case.");
caseld = await createCase({

selectedService,

selectedCategory,

selectedSeveritylevel,

1)

console.log( "Support case created: ${caseld}’);

// Display a list of open support cases created today.
const todaysOpenCases = await retry(
{ intervalInMs: 1000, maxRetries: 15 },
getTodaysOpenCases,
);
console.log(
*\nOpen support cases created today: ${todaysOpenCases.length}",
);
console.log(todaysOpenCases.map((c) => “${c.caseId} ).join("\n"));

// Create an attachment set.

console.log("\nCreating an attachment set.");

const attachmentSetId = await createAttachmentSet();
console.log( "Attachment set created: ${attachmentSetId}");

// Add the attachment set to the support case.
console.log( "\nAdding attachment set to ${caseld}’);
await linkAttachmentSetToCase(attachmentSetId, caseld);
console.log( "Attachment set added to ${caseId}’);

// List the communications for a support case.
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console.log( "\nListing communications for ${caseld}’);
const communications = await getCommunications(caseld);
console.log(
communications
.map(
(c) =>
‘Communication created on ${c.timeCreated}. Has
${c.attachmentSet.length} attachments.",
)
.join("\n"),
);
// Describe the first attachment.
console.log( "\nDescribing attachment ${attachmentSetId}");
const attachmentId = getFirstAttachment(communications);
const attachment = await getAttachment(attachmentId);
console.log(
‘Attachment is the file '${
attachment.fileName
}' with data: \n${new TextDecoder().decode(attachment.data)}",
);
// Confirm that the support case should be resolved.
const isResolved = await resolveCase(caseld);
if (isResolved) {
// List the resolved cases and include the one previously created.
// Resolved cases can take a while to appear.
console.log(
"\nWaiting for case status to be marked as resolved. This can take some
time.",
);

};

const resolvedCases = await retry(
{ intervalInMs: 20000, maxRetries: 15 },
() => getTodaysResolvedCases(caseld),
);
console.log("Resolved cases:");
console.log(resolvedCases.map((c) => c.caseld).join("\n"));

}

} catch (err) {
console.error(err);
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« BX API#AELR |, 5259 (GEAT JavaScript B Amazon SDK API Reference) FHILLT
FH,

* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

* DescribeAttachment

* DescribeCases

* DescribeCommunications

* DescribeServices

» DescribeSeveritylLevels

* ResolveCase

Kotlin

FE AT Kotlin 9 SDK

(@ Note
BB EZMHEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TREMNZETT,

/**

Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:
https://aws.amazon.com/premiumsupport/plans/

This Kotlin example performs the following tasks:

1. Gets and displays available services.
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2. Gets and displays severity levels.
3. Creates a support case by using the selected service, category, and severity

level.
4. Gets a list of open cases for the current day.
5. Creates an attachment set with a generated file.
6. Adds a communication with the attachment to the support case.
7. Lists the communications of the support case.
8. Describes the attachment set included with the communication.
9. Resolves the support case.
10. Gets a list of resolved cases for the current day.
*/
suspend fun main(args: Array<String>) {

val usage = """

Usage:

<fileAttachment>
Where:

fileAttachment - The file can be a simple saved .txt file to use as an
email attachment.

if (args.size != 1) {
println(usage)
exitProcess(0)

val fileAttachment = args[0]

println("***** Welcome to the AWS Support case example scenario.")
println("***** Step 1. Get and display available services.")

val sevCatlList = displayServices()

println("***** Step 2. Get and display Support severity levels.")
val sevlLevel = displaySevlLevels()

println("***** Step 3. Create a support case using the selected service,
category, and severity level.")
val caseldVal = createSupportCase(sevCatlList, sevlLevel)
if (caselIdVal != null) {
println("Support case $caseldVal was successfully created!")

} else {
println("A support case was not successfully created!")
exitProcess(1)

}
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println("***** Step 4. Get open support cases.")
getOpenCase()

println("**#*** Step 5. Create an attachment set with a generated file to add
to the case.")

val attachmentSetId addAttachment(fileAttachment)

println("The Attachment Set id value is $attachmentSetId")

println("***** Step 6. Add communication with the attachment to the support
case.")
addAttachSupportCase(caseldVal, attachmentSetId)

println("***** Step 7. List the communications of the support case.")
val attachId = listCommunications(caseIdVal)
println("The Attachment id value is $attachId")

println("***** Step 8. Describe the attachment set included with the
communication.")
describeAttachment(attachId)

println("***** Step 9. Resolve the support case.")
resolveSupportCase(caselIdVal)

println("***** Step 10. Get a list of resolved cases for the current day.")
getResolvedCase()
println("***** This Scenario has successfully completed")

suspend fun getResolvedCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1, ChronoUnit.DAYS)

val describeCasesRequest =

DescribeCasesRequest {

maxResults = 30
afterTime = yesterday.toString()
beforeTime = now.toString()
includeResolvedCases = true

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
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println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")

suspend fun resolveSupportCase(caseldVal: String) {

val caseRequest =

ResolveCaseRequest {
caseld = caseldVal

}

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldVal is ${response.finalCaseStatus}")

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest =
DescribeAttachmentRequest {
attachmentId = attachId

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest =
DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId
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}

return

suspend fun addAttachSupportCase(
caseldVal: String?,
attachmentSetIdVal: String?,

) {

val caseRequest =

AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal

communicationBody = "Please refer to attachment for details."

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)

suspend

val
val
val

val

if (response.result) {

println("You have successfully added a communication to an AWS
Support case")

} else {

println("There was an error adding the communication to an AWS
Support case")

}

fun addAttachment(fileAttachment: String): String? {
myFile = File(fileAttachment)
sourceBytes = (File(fileAttachment).readBytes())
attachmentVal =
Attachment {

fileName = myFile.name

data = sourceBytes

setRequest =
AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
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val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1, ChronoUnit.DAYS)
val describeCasesRequest =
DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->

println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")

suspend fun createSupportCase(
sevCatlListVal: List<String>,
sevLevelVal: String,
): String? {
val serCode = sevCatlListVal[0]
val caseCategory = sevCatlListVal[1l]
val caseRequest =
CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())
communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
issueType = "technical"
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SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest =
DescribeSeveritylLevelsRequest {
language = "en"

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.namel}")
if (sevlLevel.name == "High") {
levelName = sevlLevel.name!!

}

return levelName

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {
var serviceCode = ""
var catName = ""
val sevCatList = mutablelListOf<String>()
val servicesRequest =
DescribeServicesRequest {

language = "en

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forEach { service ->
if (index == 11) {
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println("The Service name is ${service.namel}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forkEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!

}

index++

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

AddAttachmentsToSet

AddCommunicationToCase

CreateCase

DescribeAttachment

DescribeCases

DescribeCommunications

DescribeServices

DescribeSeverityLevels

ResolveCase

&2 (Amazon SDK for Kotlin APl Reference) HHILLT E &,
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Python

& AT Python #9 SDK ( Boto3 )

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T MM
TIREMIZIT.

A TRAPETRER TR,

class SupportCasesScenario:
"""Runs an interactive scenario that shows how to get started using AWS

Support . min

def __init_ (self, support_wrapper):

:param support_wrapper: An object that wraps AWS Support actions.

self.support_wrapper = support_wrapper

def display_and_select_service(self):

Lists support services and prompts the user to select one.

:return: The support service selected by the user.

print("-" * 88)

services_list = self.support_wrapper.describe_services("en")
print(f"AWS Support client returned {len(services_list)} services.")
print("Displaying first 10 services:")

service_choices = [svc["name"] for svc in services_list[:10]]
selected_index = g.choose(
"Select an example support service by entering a number from the
preceding list:",
service_choices,
)
selected_service = services_list[selected_index]
print("-" * 88)
return selected_service
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def

one.

display_and_select_category(self, service):

Lists categories for a support service and prompts the user to select

:param service: The service of the categories.
:return: The selected category.
print("-" * 88)
print(
f"Available support categories for Service {service['name']}

{len(service['categories'])}:"

)

categories_choices = [category["name"] for category in

service["categories"]]

selected_index = q.choose(
"Select an example support category by entering a number from the

preceding list:",

def

categories_choices,

)

selected_category = service["categories"][selected_index]
print("-" * 88)
return selected_category

display_and_select_severity(self):

Lists available severity levels and prompts the user to select one.

:return: The selected severity level.

print("-" * 88)
severity_levels_list =

self.support_wrapper.describe_severity_levels("en")

print(f"Available severity levels:")
severity_choices = [level["name"] for level in severity_levels_list]
selected_index = qg.choose(

"Select an example severity level by entering a number from the

preceding list:",

severity_choices,

)

selected_severity = severity_levels_list[selected_index]
print("-" * 88)
return selected_severity
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def create_example_case(self, service, category, severity_level):

Creates an example support case with the user's selections.

:param service: The service for the new case.

:param category: The category for the new case.

:param severity_ level: The severity level for the new case.

:return: The caseld of the new support case.

print("-" * 88)

print(f"Creating new case for service {service['name']}.")

case_id = self.support_wrapper.create_case(service, category,
severity_level)

print(f"\tNew case created with ID {case_id}.")

print("-" * 88)

return case_id

def list_open_cases(self):

List the open cases for the current day.

print("-" * 88)

print("Let's list the open cases for the current day.")

start_time = str(datetime.utcnow().date())

end_time = str(datetime.utcnow().date() + timedelta(days=1))

open_cases = self.support_wrapper.describe_cases(start_time, end_time,
False)

for case in open_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def create_attachment_set(self):

Create an attachment set with a sample file.

:return: The attachment set ID of the new attachment set.

print("-" * 88)

print("Creating attachment set with a sample file.")
attachment_set_id = self.support_wrapper.add_attachment_to_set()
print(f"\tNew attachment set created with ID {attachment_set_id}.")
print("-" * 88)

return attachment_set_id
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def add_communication(self, case_id, attachment_set_id):

Add a communication with an attachment set to the case.

:param case_id: The ID of the case for the communication.

:param attachment_set_id: The ID of the attachment set to

add to the communication.

print("-" * 88)

print(f"Adding a communication and attachment set to the case.")

self.support_wrapper.add_communication_to_case(attachment_set_id,
case_id)

print(

f"Added a communication and attachment set {attachment_set_id} to the

case {case_id}."

)

print("-" * 88)

def list_communications(self, case_id):

List the communications associated with a case.

:param case_id: The ID of the case.
:return: The attachment ID of an attachment.
print("-" * 88)
print("Let's list the communications for our case.")
attachment_id = ""
communications =
self.support_wrapper.describe_all_case_communications(case_id)
for communication in communications:
print(
f"\tCommunication created on {communication['timeCreated']} "
f"has {len(communication['attachmentSet'])} attachments."
)
if len(communication["attachmentSet"]) > 0:
attachment_id = communication["attachmentSet"][@]["attachmentId"]
print("-" * 88)
return attachment_id

def describe_case_attachment(self, attachment_id):

Describe an attachment associated with a case.
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:param attachment_id: The ID of the attachment.

print("-" * 88)

print("Let's list the communications for our case.")

attached_file = self.support_wrapper.describe_attachment(attachment_id)
print(f"\tAttachment includes file {attached_file}.")

print("-" * 88)

def resolve_case(self, case_id):

Shows how to resolve an AWS Support case by its ID.

:param case_id: The ID of the case to resolve.

print("-" * 88)

print(f"Resolving case with ID {case_id}.")

case_status = self.support_wrapper.resolve_case(case_id)
print(f"\tFinal case status is {case_status}.")
print("-" * 88)

def list_resolved_cases(self):

List the resolved cases for the current day.
print("-" * 88)
print("Let's list the resolved cases for the current day.")
start_time = str(datetime.utcnow().date())
end_time = str(datetime.utcnow().date() + timedelta(days=1))
resolved_cases = self.support_wrapper.describe_cases(start_time,
end_time, True)

for case in resolved_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def run_scenario(self):
logging.basicConfig(level=1logging.INFO, format="%(levelname)s:
%(message)s")

print("-" * 88)
print("Welcome to the AWS Support get started with support cases demo.")
print("-" * 88)

selected_service = self.display_and_select_service()
selected_category = self.display_and_select_category(selected_service)
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selected_severity = self.display_and_select_severity()
new_case_id = self.create_example_case(

selected_service, selected_category, selected_severity
)
wait(10)
self.list_open_cases()
new_attachment_set_id = self.create_attachment_set()
self.add_communication(new_case_id, new_attachment_set_id)
new_attachment_id = self.list_communications(new_case_id)
self.describe_case_attachment(new_attachment_id)
self.resolve_case(new_case_id)
wait(10)
self.list_resolved_cases()

print("\nThanks for watching!")
print("-" * 88)

if __name__ == "__main__":
try:
scenario = SupportCasesScenario(SupportWrapper.from_client())
scenario.run_scenario()
except Exception:
logging.exception("Something went wrong with the demo.")

EN—MEERFEFIRRENR,

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
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return cls(support_client)

def describe_services(self, language):
Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(

"Couldn't get Support services for language %s. Here's why:

%S: %Ss'",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

def describe_severity_levels(self, language):

Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
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:return: The list of severity levels.
try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why:

%S: %S",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return severity_levels

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity['"code"],
categoryCode=category["code"],
communicationBody="Example support case body.",
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language="en",
issueType="customer-service",
)
case_id = response['"caseId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

)

else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return case_id

def add_attachment_to_set(self):

Add an attachment to a set, or create a new attachment set if one does
not exist.

:return: The attachment set ID.

try:

response = self.support_client.add_attachments_to_set(
attachments=[

{
"fileName": "attachment_file.txt",

"data": b"This is a sample file for attachment to a
support case.",

)

new_set_id = response["attachmentSetId"]
except ClientError as err:

if err.response["Error"]["Code"] == "SubscriptionRequiredException":
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logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:

self.support_client.add_communication_to_case(
caseld=case_id,
communicationBody="This is an example communication added to a
support case.",

attachmentSetId=attachment_set_id,

)
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
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err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't describe communications. Here's why: %s: %s"
err.response["Error"]["Code"],
err.response["Error"]["Message"],

’

)
raise
else:
return communications

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
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:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return attached_file

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.
:return: The final status of the case.
try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your

subscription to run these
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"examples."
)
else:
logger.error(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

def describe_cases(self, after_time, before_time, resolved):
Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page['cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

else:
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logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:
cases = filter(lambda case: case["status"] == "resolved", cases)
return cases

« BX API#FHER , E2 M (Amazon SDK for Python (Boto3) API Reference) HHILLT £
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/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does
not exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetld,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
1}
return response.AttachmentSetId;
}

- BX APIHFEAEE , ESR EHAT NET 89 Amazon SDK API &
#Z AddAttachmentsToSet®H /Y,

CLI
Amazon CLI
[a] 55 & 7 b B 4

LA TFadd-attachments-to-set /Rl —HBFFMT —KBH , ARETTLLR Amazon K
FHROZERAEEZER

aws support add-attachments-to-set \
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--attachment-set-id "as-2f5a6faa2a4ale600-mu-nk5xQ1lBxr70-

GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE"™ \
--attachments fileName=troubleshoot-screenshot.png,data=base64-encoded-string

i

"attachmentSetId": "as-2f5a6faa2as4ale600-mu-nk5xQ1Br70-

GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE",
"expiryTime": "2020-05-14T17:04:40.790+0000"

BXEZEER , 55H (Amazon Support ) RHRFIEE,
- X API FMEER |, F5HAmazon CLI 8BS EAddAttachmentsToSetF H,

Java

ERAT Java B9 SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTERS , THMMH
TRENZT,

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {

try {
File myFile = new File(fileAttachment);

InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.buildexr()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =
AddAttachmentsToSetRequest.builder()
.attachments(attachment)
.build();
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AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return ;

« X APl WiFHAEE , i3 % Amazon SDK for Java 2.x APl &£ AddAttachmentsToSetH
08

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(@ Note
EBEZHEREE GitHub, # Amazon KB RHIFHEFERTER , THMMH
TREMIZT,

import { AddAttachmentsToSetCommand } from "@aws-sdk/client-support";

import { client } from "../libs/client.js";

export const main = async () => {
try {
// Create a new attachment set or add attachments to an existing set.
// Provide an 'attachmentSetId' value to add attachments to an existing set.
// Use AddCommunicationToCase or CreateCase to associate an attachment set
with a support case.
const response = await client.send(
new AddAttachmentsToSetCommand({
// You can add up to three attachments per set. The size limit is 5 MB
per attachment.
attachments: [
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fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
.
1,
1),
);
// Use this ID in AddCommunicationToCase or CreateCase.
console.log(response.attachmentSetId);
return response;
} catch (err) {
console.error(err);

};

- BX APIWFHER , H5S EA T JavaScript B9 Amazon SDK APl &
#Z AddAttachmentsToSetF Y,

Kotlin

FEATF Kotlin B SDK

(® Note

EBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMM#H

TIREMIZIT.

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal =
Attachment {
fileName = myFile.name
data = sourceBytes

val setRequest =
AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)
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API fR7 2026-01-12 350


https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/client/support/command/AddAttachmentsToSetCommand
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/support#code-examples

Amazon Web Services 1 AriEE

}

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

« X API HNiFHEER |, HSFEMAJJIAttachmentsToSetF K otlin B§Amazon SDK API &
z,

Python

AT Python #9 SDK ( Boto3 )

(@ Note
EBEZHEREE GitHub, # Amazon KB RHIFHEFERTER , THMMH
TREMIZT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def add_attachment_to_set(self):
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Add an attachment to a set, or create a new attachment set if one does
not exist.

:return: The attachment set ID.
try:
response = self.support_client.add_attachments_to_set(
attachments=[
{
"fileName": "attachment_file.txt",
"data": b"This is a sample file for attachment to a
support case.",

)
new_set_id = response["attachmentSetId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

- BXx APl HiFMER , HSFEAAdJJAttachmentsToSetF Python BJAmazon SDK (Boto3)
APl 2Z&,
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BX S Amazon DK Fr Xk &g MR RO TEIIEK |, i5S@Amazon Web Services i 5
Amazon SDK —E2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAMEFMAEE.,

AddCommunicationToCase5 Amazon SDK = CLI Bt &{EH
AT RGE R A AddCommunicationToCase,

BERFIRAEEFNREBER , XA L TXHFIET, EUTRERGG | SUUEFLHRENLET
X :

- THREXINEE

NET

ERTF .NET 9 Amazon SDK

@ Note
EBEZMRIE L GitHub, # Amazon KB RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
CaseIld = caseld,
CommunicationBody = body,
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AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
1)

return response.Result;

- BX APIHFEAEE |, ESR EHAT NET 9 Amazon SDK API &
#Z AddCommunicationToCaseH #Y,

CLI
Amazon CLI
6 =GR EE
B Fadd-communication-to-caseRHIFFHBERIMEE Amazon MK HHYXIFRMIH,

aws support add-communication-to-case \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47" \
--communication-body "I'm attaching a set of images to this case."”" \
--cc-email-addresses "myemail@example.com" \
--attachment-set-id "as-2f5a6faa2a4ale600-mu-nk5xQLBr70-
GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE"

i

"result": true

BXEZEER , 55% (Amazon Support ) R RFIEE,
. Bx APl ViFHEE , 3 Amazon CLI i3 55 EAddCommunicationToCase /Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication
to an AWS Support case");
else
System.out.println("There was an error adding the communication
to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

« Bx API ViF4HEER , 55 Amazon SDK for Java 2.x APl &
# AddCommunicationToCase® Y,
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { AddCommunicationToCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
let attachmentSetId;

try {
// Add a communication to a case.
const response = await client.send(
new AddCommunicationToCaseCommand({
communicationBody: "Adding an attachment.",
// Set value to an existing support case id.
caselId: "CASE_ID",
// Optional. Set value to an existing attachment set id to add
attachments to the case.
attachmentSetlId,
1,
);
console.log(response);
return response;
} catch (err) {
console.error(err);

};

- BXAPIHFMER , 125 &M T JavaScript # Amazon SDK API &
#Z AddCommunicationToCaseH #Y,
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

suspend fun addAttachSupportCase(
caseldVal: String?,
attachmentSetIdvVal: String?,
) {
val caseRequest =
AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS
Support case")
} else {
println("There was an error adding the communication to an AWS
Support case")

}

« BX API NiFHEER |, HSFEMAJICommunicationToCaseF K otlin #§Amazon SDK API
SE,
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PowerShell

EATF PowerShell V4 (W TE

A R FEREEE R EMMEIEERSI .

Add-ASACommunicationToCase -CaseIld '"case-12345678910-2013-c4cld2bf33c5cf47" -
CommunicationBody "Some text about the case"

A2 REFEHAREHNEINIEERSS , SNLEeFHl4YETHEEN —IHZ
B8, F ER 4 b dit o

Add-ASACommunicationToCase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47" -
CcEmailAddress @("emailleaddress.com", "email2@address.com") -CommunicationBody
"Some text about the case"

« BX API Hi¥4E 5 , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
AddCommunicationToCase® /Y,

EATF PowerShell VS (W T E

A R FEREEE R EMRMEIEERAIT.

Add-ASACommunicationToCase -CaseIld '"case-12345678910-2013-c4cld2bf33c5cf47" -
CommunicationBody "Some text about the case"

w2 REFEHABREHNEINEEERSS , SNLeFl4YETHEEN -1 S
B8, F ER 4 b3t

Add-ASACommunicationToCase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47" -
CcEmailAddress @("emailleaddress.com", "email2@address.com") -CommunicationBody
"Some text about the case"

« BX API Hi¥4E S , 129 Amazon Tools for PowerShell Cmdlet $# (V 5)
AddCommunicationToCase® /Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:
self.support_client.add_communication_to_case(
caseld=case_id,

communicationBody="This is an example communication added to a

support case.",
attachmentSetId=attachment_set_id,
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except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)

raise

- BX API HiFEELR |, 3 EBAAddCommunicationToCaseF Python #JAmazon SDK
(Boto3) APl %,

BX S Amazon DK FF R BiEmMAB RO TEIIEK , i5SRAmazon Web Services 5 5
Amazon SDK —iE2ff ., AEFBEBFEEXATINEREUREX LN SDK AN FHAEE,

CreateCase5 Amazon SDK = CLI Bt &
LT REREERNMER CreateCase,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | B UEFHRENLET
X

- THREARTNEE
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH

—

TRENZT,

/// <summary>
/// Create a new support case.
/// </summary>
/// <param name="serviceCode">Service code for the new case.</param>
/// <param name="categoryCode">Category for the new case.</param>
/// <param name="severityCode">Severity code for the new case.</param>
/// <param name="subject">Subject of the new case.</param>
/// <param name="body">Body text of the new case.</param>
/// <param name="language">Optional language support for your case.
/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>
/// <param name="attachmentSetId">0Optional Id for an attachment set for the
new case.</param>
/// <param name="issueType">Optional issue type for the new case. Options are
"customer-service" or "technical".</param>
/// <returns>The caseld of the new support case.</returns>
public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,
string body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,

BReE
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CommunicationBody = body

1)

return response.Caseld;

- BX APIWFAEE , 52 EATF NET 8 Amazon SDK APl 3#CreateCase ¥,

CLI

Amazon CLI
epEESY

L TRcreate-case RN ER Amazon IKF I T — M ZEFERH,

aws support create-case \
--category-code "using-aws" \
--cc-email-addresses "myemail@example.com" \
--communication-body "I want to learn more about an AWS service." \
--issue-type "technical” \
--language "en" \
--service-code "general-info" \
--severity-code "low" \
--subject "Question about my account"

i

"caseld": "case-12345678910-2013-c4cl1d2bf33c5cf47"

BXEZEER , 55% (Amazon Support ) R RFIEE,
« BX APl WiFHEER |, HZHEAmazon CLI is 55 #E CreateCase Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.tolLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.toLowerCase())
.communicationBody("Test issue with " +

serviceCode.tolLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);
return response.caseld();

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

. Bx API Wi¥4{E LR |, 53 Amazon SDK for Java 2.x APl £# CreateCaseH .
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { CreateCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {

// Create a new case and log the case id.

// Important: This creates a real support case in your account.

const response = await client.send(

new CreateCaseCommand({
// The subject line of the case.
subject: "IGNORE: Test case",
// Use DescribeServices to find available service codes for each service.
serviceCode: "service-quicksight-end-user",
// Use DescribeSecuritylevels to find available severity codes for your
support plan.
severityCode: "low",
// Use DescribeServices to find available category codes for each
service.
categoryCode: "end-user-support",
// The main description of the support case.
communicationBody: "This is a test. Please ignore.",
1),

);

console.log(response.caseld);

return response;

} catch (err) {
console.error(err);

I
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« BX APl HFER |, 5219 EAT JavaScript B Amazon SDK APl 22 CreateCase™
;8

Kotlin

FE AT Kotlin 89 SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

suspend fun createSupportCase(
sevCatlListVal: List<String>,
sevlLevelVal: String,
): String? {
val serCode = sevCatlListVal[0@]
val caseCategory = sevCatlListVal[1l]
val caseRequest =
CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())

communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
issueType = "technical"
}
SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->

val response = supportClient.createCase(caseRequest)
return response.caseld

. X APl WiFHEER , BH3HEMCreateCaseT K otlin B9Amazon SDK APl $#,
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PowerShell

EATF PowerShell V4 (W TE

APl 1 : & Su Amazon pport Center F 8|2 %=, -ServiceCode F-CategoryCode &
WV E R LAE A Get-ASAService cmdlet 3REX. -SeverityCode S MVE R LAE A Get-
ASASeverityLevel cmdlet 3R15. -IssueType SHERILUR “BF RS R “BAR", MEKI ,
N Amazon i Support RflmES. BRIAMBRT , REGAXEELE , EFABE , BHM-
Language‘ja’S#. -ServiceCode, -CategoryCode, -F®@H-CommunicationBody S 24 FE

fYo

New-ASACase -ServiceCode "amazon-cloudfront" -CategoryCode "APIs" -SeverityCode
"low" -Subject "subject text" -CommunicationBody "description of the case" -
CcEmailAddress @("emaille@domain.com", "email2@domain.com") -IssueType "technical"

- BX API HiF4E S , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 4)
CreateCase? #,

EATF PowerShell VS W T E

5l 1 : £ Su Amazon pport Center 822 #7% . -ServiceCode F-CategoryCode
BHE R LAE A Get-ASAService cmdlet 3REX, -SeverityCode Z8HE AT SAEA Get-
ASASeverityLevel cmdlet 3k18. -IssueType SEEATUR “BF RS & “BAR". MR ,
M| Amazon #i i Support RlwS. BRIABERT , REGAXRELNE , EFABE , B75mM-
-

Language‘ja”ZS ¥, -ServiceCode, -CategoryCode, -F&H-CommunicationBody S 24 E
Mo

New-ASACase -ServiceCode "amazon-cloudfront" -CategoryCode "APIs" -SeverityCode
"low" -Subject "subject text" -CommunicationBody "description of the case" -
CcEmailAddress @("emaill@domain.com", "email2@domain.com") -IssueType "technical"

- BX API HiF4EE , 1259 Amazon Tools for PowerShell Cmdlet £ (V 5)
CreateCase™ Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity["code"],
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categoryCode=category["code"],
communicationBody="Example support case body.",
language="en",
issueType="customer-service",
)
case_id = response['"caseId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return case_id

- BX API HiFMEEL |, 1S & HCreateCaseF Python ByAmazon SDK (Boto3) APl &,

BX S Amazon DK FF R BiEmMAB ROIMTEIIEK , i5SRAmazon Web Services 5 5
Amazon SDK —iE2ff ., AEFBEBFEEXATINEREUREX LN SDK AN FHAEE,

DescribeAttachment5 Amazon SDK & CLI Bt &
AT R RHIERINMER DescribeAttachment,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X

- THREARTNEE
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NET

EATF NET #9 Amazon SDK

(® Note
EBEZMREER GitHub, # Amazon RIS RHIFMHEFERTERS , THMMH
TIRENETT.

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
19¥
return response.Attachment;
}

- BX APIWFAEE |, 52 EATF NET 8 Amazon SDK APl 3#DescribeAttachmentH
Mo

CLI
Amazon CLI
R B 4
LAF describe-attachment RHIREIBXHIEE ID B MHHIE R

aws support describe-attachment \
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--attachment-id "attachment-KBnjRNrePd9D6Jx0-Mm@OxZuDEalL2JAj_0-
gJv9qqDooTipsz3VINb19xrCfkZneeQeDPgp8X1iVIyHH7UuhZDdNeqGoduZsPrAhyMakqlc60-
iJjL5HqyYGiT1FGS8EXAMPLE"

B
{
"attachment": {
"fileName": "troubleshoot-screenshot.png",
"data": "baseb64-blob"
}
}

BEXEZER | 52 (Amazon Support A ER) FREMIEE,
« BX APl WiFHEER |, B3 HAmazon CLI 5S35 #£DescribeAttachment® #,

Java

SERAT Java B9 SDK 2.x

(@ Note

EBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMMH
TIREMIZIT,

public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
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System.out.println(e.getlLocalizedMessage());
System.exit(1l);

. BX APl WiFHEER , B3 Amazon SDK for Java 2.x APl &# DescribeAttachmentH
Mo

JavaScript

& A F JavaScript (v3) WEHF XTI ES

(@ Note
EBEZMEREE GitHub, # Amazon KB RHIFH#EFERTERS , THMMH
TREMIZT,.

import { DescribeAttachmentCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get the metadata and content of an attachment.
const response = await client.send(
new DescribeAttachmentCommand({
// Set value to an existing attachment id.
// Use DescribeCommunications or DescribeCases to find an attachment id.
attachmentId: "ATTACHMENT_ID",
1),
);
console.log(response.attachment?.fileName);
return response;
} catch (err) {
console.error(err);

1Y
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- BX API WWFHER , HZ EA T JavaScript 89 Amazon SDK APl &
# DescribeAttachment® #¥ o

Kotlin

FE AT Kotlin 89 SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FMOMAH
TIREMNIZEIT.

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest =
DescribeAttachmentRequest {
attachmentId = attachId
}

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

« Bx API N¥HEER |, F3iEADescribeAttachmentT K otlin BIAmazon SDK APl &%,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
ERBEZMEREE GitHub, # Amazon KB RPHIFMHEFERTERS , THMMH
TIREMIZIT,

class SupportWrapper:
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"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
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raise
else:
return attached_file

- BXx APl HiFM{E R , S U&EMADescribeAttachmentF Python #IAmazon SDK (Boto3)
APl 2Z&,

BX S Amazon DK Fr x &5 MR RN TEIIEK |, i5S @ Amazon Web Services i 5
Amazon SDK —iE2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAEMFMAEE,

DescribeCases5 Amazon SDK = CLI Bt &£ A
AR RS RGERNMIER DescribeCases,

BERFIRAEEFNRERER , XAE L TXHFIET. EUTRERFG | BUUEFLHRENLET
X :

- THREXRINEE

NET

EAT NET 89 Amazon SDK

(® Note
EBEZMREE GitHub, # Amazon RIS RPIFHEFERTERS , THMMH
TIREMIZIT,

/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name="caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>
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/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime'">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean

(“ko”) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseldList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
18
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

« BX APINFHEER , F5H EAT NET B Amazon SDK APl &#DescribeCases® /Y,
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CLI

Amazon CLI

Ll TRdescribe-casesRAIREIE <& Amazon IKF FIEEXIIRFINESR.,

aws support describe-cases \
--display-id "1234567890" \
--aftexr-time ""2020-03-23T21:31:47.774Z" \
--include-resolved-cases \
--language "en" \
--no-include-communications \
--max-item 1

7l o

"cases": [
{

"status": "resolved",
"ccEmailAddresses": [],
"timeCreated": "2020-03-23T21:31:47.774Z2",
"caseId": "case-12345678910-2013-c4cld2bf33c5cf47",
"severityCode": "low",
"language": "en",
"categoryCode": "using-aws",
"serviceCode": "general-info",
"submittedBy": "myemail@example.com",
"displayId": "1234567890",
"subject": "Question about my account"

BAXEZER |, 52059 (Amazon Support AFERE) PHEFIEE,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseId());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { DescribeCasesCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all of the unresolved cases in your account.
// Filter or expand results by providing parameters to the
DescribeCasesCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecasescommandinput.html
const response = await client.send(new DescribeCasesCommand({}));
const caselds = response.cases.map((supportCase) => supportCase.caseld);
console.log(caselds);
return response;
} catch (err) {
console.error(err);

};

« BX API HiF4EL |, 219 EA T JavaScript 8 Amazon SDK AP| £ #ZDescribeCasesH
9,
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1l, ChronoUnit.DAYS)
val describeCasesRequest =
DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->

println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")

« Bx API NFHELR |, 5 iEADescribeCasesT K otlin BAmazon SDK APl &#,

PowerShell

SERAT PowerShell VA I T E

w1 BEFAEXERANEAER.
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Get-ASACase
w2 IREIB1EE B M E LURATE XFRENFAES
Get-ASACase -AfterTime "2013-09-10T03:06Z"
R 3 BRER 10 MRBRFIVFACE  SHEEHERIZFREM,
Get-ASACase -MaxResult 10 -IncludeResolvedCases $true
4 BEEMEEFRANFAREE.
Get-ASACase -CaseldlList "case-12345678910-2013-c4cld2bf33c5cf47"
I 5 BEREEXFRANFAER.

Get-ASACase -CaseIdlList @("case-12345678910-2013-c4cld2bf33c5cf47",
"case-18929034710-2011-c4fdeabf33c5cf47")

- BX API HiF4HEE , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeCases®# #Y,

EATF PowerShell VS (W T E

w1 BREFA X EFRANFAESR
Get-ASACase

R 2 IRE BIEE B M ERAAE RN ERES
Get-ASACase -AfterTime "2013-09-10T03:06Z"

A3 BRER 10 MRBRFIVFAEE  SHEEHERNVZIFRM,

Get-ASACase -MaxResult 10 -IncludeResolvedCases $true

Rl 4 BREREMEE IR IFARE R

Get-ASACase -CaseldlList "case-12345678910-2013-c4cl1d2bf33c5cf47"
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w5 BEREEXFRANFAESR

Get-ASACase -CaseldlList @("case-12345678910-2013-c4cl1d2bf33c5cf47",
"case-18929034710-2011-c4fdeabf33c5cf47")

- BX API HiF4E S , 1239 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeCasesH Y,

Python

iEATF Python #9 SDK ( Boto3 )

® Note
RBEEZHEREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MMM
TIREMETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_cases(self, after_time, before_time, resolved):

Describe support cases over a period of time, optionally filtering
by status.
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:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page['"cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:
cases = filter(lambda case: case["status"] == "resolved", cases)
return cases

« BXx APl HiFMER , HSUEMADescribeCasesT Python BJAmazon SDK (Boto3) APl &
£,
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BX S Amazon DK Fr Xk &g MR RO TEIIEK |, i5S@Amazon Web Services i 5
Amazon SDK —E2fFfH, AEBEBFEEXAIINEEUREXEHH SDK RAMEFMAEE.,

DescribeCommunications5 Amazon SDK = CLI Bt & & A
AT RBREERIN{ASFER DescribeCommunications,

BERFIRAEEFNREBER , XA L TXHFIET, EUTRERGG | SUUEFLHRENLET
X :

- THREXINEE

NET

ERTF .NET 9 Amazon SDK

@ Note
EBEZMRIE L GitHub, # Amazon KB RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name="caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()
{

Caseld = caseld,

B’¥%E API fR7 2026-01-12 383


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Support#code-examples

Amazon Web Services 1 AriEE

AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
1);
// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)
{
results.Add(communications);
}

return results;

- BXAPIHFEMAER , ESH ERAT NET 8 Amazon SDK APl &
#DescribeCommunications

CLI
Amazon CLI
HERRGINZFER
LA describe-communicationsRHEIREIE Amazon K FigE X FRFINKIBES.,
aws support describe-communications \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47" \
--aftexr-time "2020-03-23T21:31:47.774Z" \
--max-item 1
i
{
"communications": [
{
"body": "I want to learn more about an AWS service.",
"attachmentSet": [],
"caseld": "case-12345678910-2013-c4cld2bf33c5cf47",
"timeCreated": "2020-05-12T23:12:35.000Z",
"submittedBy": "Amazon Web Services"
}
1,
B1E
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s
"NextToken":
"eyJuZXhOVGOTZW4i0iBudWxsLCAiYm9Ob190cnVuY2FOZVOhbW91bnQEXAMPLE=="
}
BXEZEER , 55% (Amazon Support AFHEE) hHRFIEE,
« BXx APl WiFHEER |, B3 Amazon CLI 553 #£ DescribeCommunications i
Java
EAT Java B9 SDK 2.x
(® Note
EEEZHEXELR GitHubo & Amazon KB RHIFHEEFERTERG , T HENM#
TREMIZEIT.

public static String listCommunications(SupportClient supportClient, String
caseld) {

try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());

// Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();

}
return attachId;

B’¥%E API fR7s 2026-01-12 385


https://docs.amazonaws.cn/awssupport/latest/user/case-management.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/support/describe-communications.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/support#code-examples

Amazon Web Services X

RAriEmE

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return ;

« BXx APl NiFEER |, 3 Amazon SDK for Java 2.x APl &
#DescribeCommunicationsF /Y,

JavaScript

&M T JavaScript (v3) WEHHF AT ES

(® Note

EBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMM#H

TIREMIZIT.

import { DescribeCommunicationsCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all communications for the support case.
// Filter results by providing parameters to the
DescribeCommunicationsCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecommunicationscommandinput.html
const response = await client.send(
new DescribeCommunicationsCommand({
// Set value to an existing case id.
caseld: "CASE_ID",
1,
e

const text = response.communications.map((item) => item.body).join("\n");

B’¥%E API fR7s 2026-01-12 386


https://docs.amazonaws.cn/goto/SdkForJavaV2/support-2013-04-15/DescribeCommunications
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3/example_code/support#code-examples

Amazon Web Services 1 AriEE

console.log(text);
return response;

} catch (err) {
console.error(err);

};

- BX APINiFHEESR , B2 &M T JavaScript ¥ Amazon SDK API &
# DescribeCommunications#H #,

Kotlin

ERAT Kotlin B SDK

® Note
EBEEZHEXRER GitHub, £ Amazon NS RGIfFfHEFRERSTERH , T HOA®
TIREMIZETT,

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest =
DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forkEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId

}

return
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. BAx API WiFELR |, 53 E A DescribeCommunicationsF K otlin B9 Amazon SDK API
S,

PowerShell

EATF PowerShell V4 (W TE

7B REEERFNVFEERE.
Get-ASACommunication -CaseId '"case-12345678910-2013-c4cld2bf33c5cf47"
Bl 2 REBMAM SRR 2012 F£1 B 1 BFRKRENIEERFINABEESE.

Get-ASACommunication -CaseId "case-12345678910-2013-c4c1ld2bf33c5cf47" -AfterTime
"2012-01-10T00:00Z"

« BX API Hi¥4E 5 , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeCommunications £,

EATF PowerShell VS (W T E

7B 1 REEERFNFEESE.
Get-ASACommunication -CaselId '"case-12345678910-2013-c4cld2bf33c5cf47"
Bl 2 REBMAM SRR 2012 F£1 B 1 BFRKRENIEERFINIEESE.

Get-ASACommunication -CaseId "case-12345678910-2013-c4c1ld2bf33c5cf47" -AfterTime
"2012-01-10T00:00Z"

« BX API Hi¥4E S , 129 Amazon Tools for PowerShell Cmdlet $# (V 5)
DescribeCommunications £,
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Python

& AT Python #9 SDK ( Boto3 )

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
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if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't describe communications. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return communications

- BXx APl BiFME R , S FI5&EMADescribeCommunicationsF Python BJAmazon SDK
(Boto3) APl &%,

BX S Amazon DK Fr x &5 MR RO TEIIEK |, i5S@Amazon Web Services i 5
Amazon SDK —E2fFfH, AEBEBFEEXANEEUREX LM SDK RAEANFMAEE,

DescribeServices5 Amazon SDK = CLI B & H
LT R REERINIER DescribeServices,

BERFIRAEEFNRERER , XA L TXHFIET. EUTRERFGS | BUUEFLRENLET
X :

- THREXRINEE
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = language
)8

return response.Services;

- X APIWFMEER , 55 EH T NET 89 Amazon SDK APl & #DescribeServicesH
58

CLI

Amazon CLI
5t Amazon RS F RS 5!

LAF describe-services R™IZIH T ATFiER—EEN T ARSI LK
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aws support describe-services \

i

--service-code-list '"general-info"

"services": [

{

"code": "general-info",
"name": "General Info and Getting Started",
"categories":
{
"code": "charges",
"name": "How Will I Be Charged?"
},
{
"code": "gdpr-queries",
"name": "Data Privacy Query"
},
{
"code": "reserved-instances",
"name": "Reserved Instances"
},
{
"code": "resource",
"name": "Where is my Resource?"
},
{
"code": "using-aws",
"name": "Using AWS & Services"
},
{
"code": "free-tier",
"name": "Free Tier"
},
{
"code": "security-and-compliance",
"name": "Security & Compliance"
},
{
"code": "account-structure",
"name": "Account Structure"
}
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BXEZEER , 555 (Amazon Support ) T EFIEE,
. BX API WiFHEER |, B2 EAmazon CLI in9 5 £ DescribeServices Y,

Java

FEATF Java By SDK 2.x

@ Note
EREZMRIE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMAH

N—

TIREMNETT.

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {

if (index == 11)

break;
System.out.println("The Service name is: " + service.name());
if (service.name().compareTo("Account") == 0)
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serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {
System.out.println("The category name is: " + cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}

index++;

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

« X API NFHEE. |, 3% Amazon SDK for Java 2.x APl £Z£DescribeServicesH Y,

Kotlin

ERAT Kotlin B SDK

(® Note
B EZHEXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F ot
TREMZET,

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {

var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()
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val servicesRequest =
DescribeServicesRequest {

language = "en

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forEach { service ->
if (index == 11) {
return@forEach

println("The Service name is ${service.namel}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forkEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!

index++

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

. Bx API WiFELR |, 55 iE A DescribeServicesF K otlin B8Amazon SDK API &#,

B’¥%E API fR7 2026-01-12 395


https://sdk.amazonaws.com/kotlin/api/latest/index.html

Amazon Web Services 1 AriEE

PowerShell

EATF PowerShell V4 (W TE

1 REFAE A ANRS KB, BN,
Get-ASAService
R 2 BEHAEEABN RSB IRMEL,
Get-ASAService -ServiceCodelList "amazon-cloudfront"
I3 IREEE RS KB B MRMES,
Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch")

Tl 4 REEERSREBHNEHMNES (BB ), BEIXFERIE (‘en”) MAIE (j2” ) iBS
R,

Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch") -
Language "ja"

- BX API HiF4E S , 29 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeServicesHH,

HEATF PowerShell VS (W T E

w1 BREIFA A ANRSAB., BRRMER,

Get-ASAService
A2 BREHEEERBNRSHEHRMELI.
Get-ASAService -ServiceCodelist "amazon-cloudfront"
A3 REEERS BRI B MR,
Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch")

R4 BEREERSABNEHMES ( BIF) . BRIXFRE (“en” ) MAE (j2") ES
K3,
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Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch") -
Language "ja"

- BX API HiF4EE , 1239 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeServicesH Y,

Python

AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon XIS RGITFMEEFERTERH , T MMM
TIREMETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_services(self, language):

Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
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:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(

"Couldn't get Support services for language %s. Here's why:

%S: %Ss'",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

« BX API HiFELR | S 195&E A DescribeServicesF Python BAmazon SDK (Boto3) API
&%,

B X S Amazon DK FF A EIEMAMNREB RHINEESIEK , S Amazon Web Services X#F 5
Amazon SDK —i2{EfH, NEMEBIEAXANTNEBRUREXETH SDK A FMER,

DescribeSeveritylLevels5 Amazon SDK = CLI Bt &
LT RBRAPERIAEA DescribeSeveritylLevels,

BERIRKEEFNAREBRER , XA L TXHFIET. EUTRERFG  BUUEFLRENLET
X :

- THRESTHEE
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@ Note

EBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMMH

TIREMIZIT.

/// <summary>

/// Get the descriptions of support severity levels.

/// </summary>

/// <param name="name">Optional language for severity levels.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean

(“ko”) are supported.</param>
/// <returns>The list of support severity levels.</returns>

public async Task<List<SeveritylLevel>> DescribeSeveritylevels(string language

= "en")
{
var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
1)

return response.Severitylevels;

- BXAPIHFEMESR , B2 EAT NET B Amazon SDK APl &
#DescribeSeverityLevelsH#,

CLI
Amazon CLI
5| AT A Y = E M B

AR describe-severity-levels RIS 7T ZHRHIV TR EMELR S,
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aws support describe-severity-levels

M
{
"severitylevels": [

{
"code": "low",
"name": "Low"

.

{
"code": "normal",
"name": "Normal"

.

{
"code": "high",
"name": "High"

.

{
"code": "urgent",
"name": "Urgent"

.

{
"code": "critical",
"name": "Critical"

}

]
}

BEXEZELR | 5519 (Amazon Support AR FRIEET=EMN,
« BX API BHiF4E R , S Amazon CLI 553 £ DescribeSeverityLevelsFH,

Java

ERAT Java B9 SDK 2.x

(® Note
EBEZHXRFEL GitHub, 7 Amazon KB R EIFFEEPERTERE , TN
TIRENEZETT.
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public static String displaySevlevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylLevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylevels(severitylevelsRequest);
List<Severitylevel> severitylevels = response.severitylevels();
String levelName = null;
for (SeveritylLevel sevlLevel : severitylevels) {
System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

« BX API HVi¥MEER , 2 Amazon SDK for Java 2.x APl &#DescribeSeverityLevelsH

B,

JavaScript

EA T JavaScript (v3) WEGEF X TES

® Note

EBEZHKXEE GitHub, 1 Amazon R RHIFEERERTERA , TN

—

TRENZT,

import { DescribeSeveritylLevelsCommand } from "@aws-sdk/client-support";
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import { client } from "../libs/client.js";

export const main = async () => {

try {
// Get the list of severity levels.
// The available values depend on the support plan for the account.
const response = await client.send(new DescribeSeveritylLevelsCommand({}));
console.log(response.severitylevels);
return response;

} catch (err) {
console.error(err);

};

- BX APIWFHER , H5S EA T JavaScript B9 Amazon SDK APl &
ZDescribeSeverityLevelsH

Kotlin

FEATF Kotlin B SDK

(® Note
EHEZHXRFEEL GitHub, 7 Amazon KB REIFEPERTERA , TN
TIRENETT.

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest =
DescribeSeveritylLevelsRequest {
language = "en"

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.namel}")
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if (sevlLevel.name == "High") {
levelName = sevlLevel.name!!
}
}

return levelName

« X APIWiFMEER , S HEMDescribeSeverityLevelsF K otlin #§Amazon SDK APl &
Z.

PowerShell

HEATF PowerShell V4 (W T E

A1 REIT 2 B4 Support RAIA Amazon P E M4 55 &K,

Get-ASASeveritylevel

R 2 IRE A D BEL4A Support ZHIHY Amazon FEMRFIFIR. KIBFUBIEBRE,

Get-ASASeveritylLevel -Language "ja

- BX API iS5 , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeSeverityL evels Y,

EHERATF PowerShell VS (W T E

w1 REIT 2 B4 Support RAEIHY Amazon = E S 5% &K,
Get-ASASeveritylevel

R 2 ;- RE A LA EL4S Support EHIHY Amazon PEMR YR, RAIBFHLBERE,

Get-ASASeveritylLevel -Language "ja

- BX API iS5 , 1239 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeSeverityLevelsF#Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_severity_levels(self, language):
Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of severity levels.
try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:

BE API R4S 2026-01-12 404


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/support#code-examples

Amazon Web Services 1 AriEE

if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(

"Couldn't get severity levels for language %s. Here's why:

language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return severity_levels

- BX API iFELR , 3 5&EADescribeSeverityl evels T Python #JAmazon SDK (Boto3)
APl &%,

BX S Amazon DK FF R EiEmMAB RO TEIIEK |, i5SRAmazon Web Services 5 5
Amazon SDK —i2FfH, AETBRIFEEXATHNEEURERLHH SDK IRAWIFMER,

¥ DescribeTrustedAdvisorCheckRefreshStatuses 5 CLI BB &fEH
LT REBRHIERWMMAEA DescribeTrustedAdvisorCheckRefreshStatuses.,
CLI
Amazon CLI
HtH Truste Amazon d Advisor 1 & RIFTIRZS

LA describe-trusted-advisor-check-refresh-statuses R¥I5IHF A/ Trusted
Advisor R ZRRIEFTIRA : Amazon S3 FEFENRF IAM FH,

aws support describe-trusted-advisor-check-refresh-statuses \
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--check-id "Pfx@RwqgBli" "zXCkfM1nI3"

M
{
"statuses": [

{
"checkId": "Pfx@RwgBli",
"status": "none",
"millisUntilNextRefreshable": 0

},

{
"checkId": "zXCkfM1nI3",
"status": "none",
"millisUntilNextRefreshable": 0

}

BXEZEE |, HSH (Amazon Support AAF#ER) F Y Amazon Trusted Advisor,
- BX API EMEER , ESEAmazon CLI s 55
#ZDescribeTrustedAdvisorCheckRefreshStatuses P Yo

PowerShell

ERATF PowerShell V4 (W T E

1 REREERERNRIFTERN LIRS, Request-ASATrusted AdvisorCheckRefresh ]
AT ERMFLZENRSES.

Get-ASATrustedAdvisorCheckRefreshStatus -CheckId @('"checkidl", "checkid2")

- BX API WSS , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeTrustedAdvisorCheckRefreshStatuses F #,

EATF PowerShell V5 W T E

1 I RERERERNRIFTERN Y EMRES. Request-ASATrusted AdvisorCheckRefresh ]
ATERBFZENRTES,

Get-ASATrustedAdvisorCheckRefreshStatus -CheckId @('"checkidl", "checkid2")
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« BX API Hi¥4E S |, 129 Amazon Tools for PowerShell Cmdlet $# (V 5)
DescribeTrustedAdvisorCheckRefreshStatusesH .

BX S Amazon DK Fr x &g MR RN TEIIEK |, i5S @ Amazon Web Services i 5
Amazon SDK —E2ffFfH, AEBEBFEEXAIINEEUREXEHH SDK AN EFMAEE.,

45 DescribeTrustedAdvisorCheckResult 5 CLI B & H

LT R REERNMAER DescribeTrustedAdvisorCheckResult.
CLI

Amazon CLI
58 Tru Amazon sted Advisor 1 2=y 45

LA describe-trusted-advisor-check-result REIFIE IAM EARENSE R,

aws support describe-trusted-advisor-check-result \
--check-id "zXCkfMinI3"

i

"result": {

"checkId": "zXCkfM1lnI3",

"timestamp": "2020-05-13T21:38:05Z2",

"status": "ok",

"resourcesSummary": {
"resourcesProcessed": 1,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0

I

"categorySpecificSummary": {
"costOptimizing": {

"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0

iy

"flaggedResources": [

BE API fR4s 2026-01-12 407


https://docs.amazonaws.cn/powershell/v5/reference

Amazon Web Services 1 AriEE

{
"status": "ok",
"resourceId": "47DEQpj8HBSa-_TImW-5JCeuQeRkm5NMpIWZEXAMPLE",
"isSuppressed": false

}

BXEZEER |, B3R (Amazon Support AF#EE) H# Amazon Trusted Advisor,

« X API WFHEE , S HAmazon CLI is S S £ DescribeTrustedAdvisorCheckResultH
B,

PowerShell
EATF PowerShell V4 (W T E

A~ 1 : IRE Trusted Advisor BRI ER, AT A Trusted Advisor X Z SR LAEH Get-3REY
ASATrustedAdvisorChecks., fiHREENBMRS., ERXETRENNBZEURBZEREN
M — checkide ELLBERHER , M -Language‘ja"S ¥,

Get-ASATrustedAdvisorCheckResult -CheckId "checkidl"

- BX API BiF4HEE , B2 Amazon Tools for PowerShell Cmdlet 2 (V 4)
DescribeTrustedAdvisorCheckResultf /Y,

EATF PowerShell V5 (W T E

5 1 : 3R[E Trusted Advisor KB R, 1] A Trusted Advisor X Z 5| R AT LAEA Get-3REY
ASATrustedAdvisorChecks, fiHRERENEMRE., EXETRENFRBURISEREN
M — checkide ELAREMEER , BN -Language‘ja”"S ¥,

Get-ASATrustedAdvisorCheckResult -CheckId "checkidl"

- BX API 4SS , 1239 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeTrustedAdvisorCheckResult4 iy,

BX S Amazon DK Fr Xk EiEmMAB RN TESIER , i5SEAmazon Web Services % 5
Amazon SDK —i2fEf, XEFEBIEEXANTNEEUREXEHH SDK AR FMER,
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45 DescribeTrustedAdvisorCheckSummaries 5 CLI & & H

TR RIEBROERMASE A DescribeTrustedAdvisorCheckSummaries,
CLI
Amazon CLI
HItH Tru Amazon sted Advisor X ZfE

LA describe-trusted-advisor-check-summaries RBI%IH B4 Trusted Advisor ¥
BEHLER : Amazon S3 FEBNEFR IAM R,

aws support describe-trusted-advisor-check-summaries \
--check-ids "Pfx@ORwqBli" "zXCkfMinI3"

i

"summaries": [
{
"checkId": "Pfx@RwgBli",
"timestamp": "2020-05-13T21:38:12Z2",
"status": "ok",
"hasFlaggedResources": true,
"resourcesSummary": {
"resourcesProcessed": 44,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0
},
"categorySpecificSummary": {
"costOptimizing": {
"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0

"checkId": "zXCkfM1nI3",
"timestamp": "2020-05-13T21:38:05Z2",
"status": "ok",
"hasFlaggedResources": true,
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"resourcesSummary": {
"resourcesProcessed": 1,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0
I
"categorySpecificSummary": {
"costOptimizing": {
"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0

BXEZEE , ESH (Amazon Support AF#ER) FH Amazon Trusted Advisor,
- BXAPIHiFAEER , S EAmazon CLI w5
#ZDescribeTrustedAdvisorCheckSummaries+ 9,

PowerShell
EATF PowerShell VA AT E

A1 IREIFEE Trusted Advisor R BRI RHFTHE,
Get-ASATrustedAdvisorCheckSummary -CheckId "checkidl"

il 2 : JREIFETE Trusted Advisor RENRZFTHE,
Get-ASATrustedAdvisorCheckSummary -CheckId @('"checkidl", "checkid2")

« BX API HiF4HE S |, 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeTrustedAdvisorCheckSummaries+ # .

EATF PowerShell VS (W T E

R~ 1 : REIFETE Trusted Advisor RENRFBE,

Get-ASATrustedAdvisorCheckSummary -CheckId "checkidl"

BReE
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=~ 2 : JREIFETE Trusted Advisor RENRFEE,

Get-ASATrustedAdvisorCheckSummary -CheckId @("checkidl", "checkid2")

- BX API iS5 , 1259 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeTrustedAdvisorCheckSummaries F # .

BX S Amazon DK Fr k &EIEmMAB RN TESIER , i5SFEAmazon Web Services i 5
Amazon SDK —i2fEf, ZETEBEEXANTNEEUREXEHH SDK AR FMAER,

¥ DescribeTrustedAdvisorChecks 5 CLI &£
LT RBRHERMMER DescribeTrustedAdvisorChecks,
CLI
Amazon CLI
FIH AT A K T Amazon rusted Advisor X &

LA TFdescribe-trusted-advisor-checksR 5 H T & Amazon K~ & 7] A #Y Trusted
Advisor ¥ E, XEEEEFERERM. ID. #HR, XHMNMTHBIE. BHIE, AETHE,
EEE.

aws support describe-trusted-advisor-checks \
--language "en"

L7l e
{
"checks": [
{
"id": "zXCkfM1nI3",
"name": "IAM Use",
"description": "Checks for your use of AWS Identity and Access

Management (IAM). You can use IAM to create users, groups, and roles in

AWS, and you can use permissions to control access to AWS resources. \n<br>
\n<br>\n<b>Alert Criteria</b><br>\nYellow: No IAM users have been created

for this account.\n<br>\n<br>\n<b>Recommended Action</b><br>\nCreate one or
more IAM users and groups in your account. You can then create additional
users whose permissions are limited to perform specific tasks in your AWS
environment. For more information, see <a href=\"https://docs.aws.amazon.com/
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IAM/latest/UserGuide/IAMGettingStarted.html\" target=\"_blank\">Getting
Started</a>. \n<br><br>\n<b>Additional Resources</b><br>\n<a href=\"https://
docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html\" target=\"_blank
\">What Is IAM?</a>",
"category": "security",
"metadata": []

BXREBEER |, E2S® (Amazon Support AF1ER) FH Amazon Trusted Advisoro
- BX API NiFAEE |, S @Amazon CLI 5552 DescribeTrustedAdvisorChecks 1Y,

PowerShell

EATF PowerShell V4 (W T E

APl 1 IR[E Trusted Advisor REMES . HAIEE Language S8 , 2SI Sl
Fen” (RTAEIEHE ) , A ESZ " (R TAEHE ).

Get-ASATrustedAdvisorCheck -Language "en"

- BX API 4SS , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeTrustedAdvisorChecks F #,

EATF PowerShell VS (W T E

) 1 IRE Trusted Advisor R EWE S, HAIEE Language S8 , ZSEH A
Fen’ ( RAEEBHE ) , EAES S (RRAEHLE ) .

Get-ASATrustedAdvisorCheck -Language "en"

« BX API Hi¥4E 5 , 1219 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeTrustedAdvisorChecks F #,

BX S Amazon DK FF R EIERMAB RHIHTEIIK , i5SRAmazon Web Services 15 5
Amazon SDK —iE2FfH, AFBRIFEEXATHNEEUREXRLHN SDK IRAWIFMELR,

¥¥ RefreshTrustedAdvisoxrCheck 5 CLI Bt & A

AT R RGERNMEER RefreshTrustedAdvisorCheck,
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CLI
Amazon CLI
RI#T Tru Amazon sted Advisor ¥ =
LA Frefresh-trusted-advisor-check~¥lfl#H 7 & Amazon Ik~ FFHY Amazon S3 F1i%
PR Trusted Advisor X E,
aws support refresh-trusted-advisor-check \
--check-id "Pfx@RwgBli"
W
{
"status": {
"checkId": "Pfx@RwqgBli",
"status": "enqueued",
"millisUntilNextRefreshable": 3599992
}
}
BXEZEER , B3R (Amazon Support AF#ER) H# Amazon Trusted Advisor,
« BXx APl WiFHEER |, S Amazon CLI s 3 ERefreshTrustedAdvisorCheck Y,
PowerShell

&M T PowerShell VA (I T &
R BRRIFIEER Trusted Advisor RE,
Request-ASATrustedAdvisorCheckRefresh -CheckId "checkidl"
&2 % Amazon Tools for PowerShell Cmdlet & (V 4)

« BX APINiFHER | F3
RefreshTrustedAdvisorCheck® /Y,

EATF PowerShell V5 AT E
A1 ESRRBIETIE ER Trusted Advisor &,

Request-ASATrustedAdvisorCheckRefresh -CheckId "checkidl"
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« BX API Hi¥4E S |, 129 Amazon Tools for PowerShell Cmdlet $# (V 5)
RefreshTrustedAdvisorCheck P Y,

BX S Amazon DK Fr x &g MR RN TEIIEK |, i5S @ Amazon Web Services i 5
Amazon SDK —E2ffFfH, AEBEBFEEXAIINEEUREXEHH SDK AN EFMAEE.,

ResolveCase5 Amazon SDK = CLI 2 & A
LT RGERNMIER ResolveCase,

BERFIRAEEFNREBESR , XA L TXHFIET, EUTRERGG | SUUEFLHRENLET
X :

- THREZXINEE

NET

ERTF .NET 9 Amazon SDK

@ Note

EBEZMXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T8 A
TIREMIZIT.

/// <summary>

/// Resolve a support case by caseld.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)

{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
CaseIld = caseld
1);
return response.FinalCaseStatus;
}
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- BAx APINFMESR , 3 EFHT NET 8 Amazon SDK APl Z#ResolveCase Y,

CLI
Amazon CLI
A F R
LA T resolve-caseRBIART & Amazon IKF ) — N H=FERH,
aws support resolve-case \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47"
i
{
"finalCaseStatus": "resolved",
"initialCaseStatus": "work-in-progress"
}
BXEZEER , 558 (Amazon Support AFHEE) RHRFIEE,
- BXx APl BiFMER , S HAmazon CLI is 52 #ResolveCaseH#Y,
Java

ERAT Java B9 SDK 2.x

® Note
RBEZHEREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MM
TIREMETT.

public static void resolveSupportCase(SupportClient supportClient, String
caseld) {

try {
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ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {

System.out.println(e.getlLocalizedMessage());
System.exit(1l);

- BX API NiFAE SR , F2 18 Amazon SDK for Java 2.x APl &#£ResolveCaseH /Y,

JavaScript

&R F JavaScript (v3) WHHF AT ES

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

import { ResolveCaseCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

const main = async () => {
try {
const response = await client.send(
new ResolveCaseCommand({
caseld: "CASE_ID",
1),
);

console.log(response.finalCaseStatus);
return response;
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} catch (err) {
console.error(err);

};

« BX APl HEER |, 5519 EAT JavaScript B9 Amazon SDK APl 2 #ResolveCase™
i)
Kotlin

FE AT Kotlin B9 SDK

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T H# MM
TIREMIZIT.

suspend fun resolveSupportCase(caseIdVal: String) {

val caseRequest =

ResolveCaseRequest {
caseld = caseldVal

}

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldVal is ${response.finalCaseStatus}")

« Bx API NFHEER |, H3iEAResolveCaseT K otlin B9Amazon SDK APl &%,

PowerShell
ERAT PowerShell VA T E

R IREEE RGN SRS TR TR 1ZEHIEEAEN SRS,

Resolve-ASACase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47"
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« BX API Hi¥4E S |, 129 Amazon Tools for PowerShell Cmdlet £ (V 4)

ResolveCase® /Y,
EAT PowerShell VS WITE

R IR EEE RGN SRS M TE A TR 1ZZHIYE A EN S EPRES.

Resolve-ASACase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47"

- HX API BViF4HEE , 2 Amazon Tools for PowerShell Cmdlet 2 (V 5)

ResolveCasef i,

Python

&R TF Python #9 SDK ( Boto3 )

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHEERERTERE , T ENAH

~—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def resolve_case(self, case_id):

BReE
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Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.
:return: The final status of the case.
try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

« BX APl HFMER , S UEMAResolveCaseF Python BAmazon SDK (Boto3) APl &
£,

BX S Amazon DK Fr Xk &I MRB RN TESIER , i5SEAmazon Web Services % 5
Amazon SDK —i2FfH, AETBREIFEEXAITHNEEURERLHH SDK IiRAWFMELR,
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Amazon Web Services # Ry B E&id%

1 2R Amazon Web Services 1 fMERHEM Amazon SRS R TTFEM., TTHAMEMMERENE
EHHE., Amazon BT U T —tEi51% T B3k I51% Amazon Web Services X35, EHIMEE IR HITIR
& HER B3 REUE .

« Amazon EventBridge IRfEIE FRN W RASHR , FERSESHER T Amazon BRIREHFHE
%o EventBridge XIFEMEHEHIEITE , HABAUREAN , ISR FLESH  HEXLEH
RERFEHAM Amazon RESFALE BahiRE, BXEZEER , 1S Amazon EventBridge A F 18
Mo

« Amazon CloudTrail #3X &K Amazon IKF AR IZKF X HE AP BRAMMEXES , HFEE
X MEIRIEERN Amazon S3 . EBRIFRMRMLEAFFKFEA T Amazon, X HiBAKIR IP
it AR IAANRLERE, BXEZELR , 525 (Amazon CloudTrail BFIERE) »

FA

« f£f Amazon EventBridge ¥ Amazon Web Services X35 £ B EH WA BN AREF
- f£/ Amazon CloudTrail i23 Amazon Web Services % # API f A

« £/ Amazon CloudTrail id3% Slack API R # Amazon Web Services % App

£ Amazon EventBridge ¥ Amazon Web Services X1 £REIE
T BN ARERT

A LA Amazon Web Services X 15 SR EISH B BN ARERF (EDA) B, XENARFFEH
Amazon Web Services X #F F RN EHENABRFAH 2RI ITEREH B3 T iE#HE

Flan | HIEHINKF & ELLT Amazon Web Services X 48 |, BEWEEH -

- B, BRFEMIT T ZISEH
- FEEHFMEIMA FRHE

N, BALAEA Amazon EventBridge 54 M Amazon Web Services X 15 BB H k44

. Amazon EventBridge @ —TERFERS , ZRSEASHHNAREFAFEREREX , LETE
FHRIBIIRIE | RAEEERWMF Amazon Web Services 3 & Amazon RS ER B SH R HIZE
e,
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EventBridge 21a]3& H Amazon Web Services X & 4

LR 4748 EventBridge 21fA15 Amazon Web Services X3 E4HE T :

5i¥% Amazon RS —# , Amazon Web Services X3 £ REHHFEH L EF| EventBridge #9ER
INEHEL, EHELRBERE4HTHEHRTEPEEN BNt BB EE. BRTNaEHA
Amazon R, BENXMNARFIUK SaaS & NRHENARERF.

EventBridge RIFEESH 54 LOZNMNRBBEH. W TEFAN , EUUEERERGREH
B UEMNERFIENSEN. SHRSEHELRIEEMHET | EventBridge B FHEEEFANHITE
R, MWRBHEHNTE , EventBridge i FFZE 4B EEER B4R,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

A NS N " -@- Amazon Web Services
mazon - even
- —1r - rule ? —
Web Service D ~ ey pattem @
i 1 Event buses
event
event i
rule pattern @ '@' HTTPS endpoints

Amazon Web Services X #F =4

Amazon Web Services X # & B U T B4 RKIAFIERIAR EventBridge B E4,

EHEAERRE iR
XEBRGEH RN RBIFHER.
EHEW

X B Amazon RS AMIASHEE SR IPRENEEE

s —HNHFE  HPhGESEXEHNTHE | SlUEREHRIEN Amazon RS, BHNE
RETE, BHRENKFAMXEUAREMER, BXRXEENFTERNENL , i5ZH (Amazon
EventBridge 45 %) FHNEHEN,
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« detail FRESZBERSEHTEHHIE.

&3t Amazon CloudTrail /&% Amazon Web Services 3% B4

Amazon RS W EEFEH XX E EventBridge BRIAEH E 4%, LS , Amazon CloudTrail E &R B
A% Amazon [RFWEH KX E EventBridge, XEEHAIaERIE API B, BHEEEZMNEE, R

FEH LR CloudTrail Insights, BXEZEE. , 5 (EventBridge AAF#ER) H#YET Amazon

CloudTrail & %i#9 Amazon lREEH-

B X %3IA % EventBridge B9 Amazon Web Services x1F BEHFI%K |, S (EventBridge E4 S
#) ®# Amazon Web Services X3 £&,

#1725 Amazon Web Services 1% EHCHE N EHER
EHERERARE— LAY, BTEELEERNEENSENRIEE.

BANEHERXE—P JSONKTR , HbAaE :
o MFREEEHMRSH source M. XF Amazon Web Services X3& E# , KRR

aws.support,.
c (k) BEECENEHAMEAN detail-type B,
« ()  SRECENEMSHBIEN detail BiX.

Bl LTS EHERIFM Amazon Web Services X3 REBRMMIEXRHRAIEFTEH -

{
"source": ["aws.support"],
"detail-type": ["Support Case Update"]

}

BEESEHASFEEE , LBEFEREEHXM. Sl , ATEAEXASKAREEMITTHRMNX
FRAIEHMSMHMETE

{
"source": ["aws.support"],
"detail-type": ["Support Case Update"],
"detail": {
"event-name": "ReopenCase"

}
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}

BXEAEHEXNEZEL , 51 (EventBridge FIF1ER) F A Event patterns,

BESH

A X WM{ATFF EventBridge 5 Amazon Web Services 3% BB ERANEZER |

- W{AfE A Amazon EventBridge B 3{t Amazon Web Services ¥ API

 GitHub L£# Amazon Web Services 1% RHI5Esh B HEF

XEFRGIEHMEH

LLR & Support Case Update BEHHiFMHEEFER,

FSRANATHR :

source M detail-type FRIEHETH , ERERNHEITE Amazon Web Services XiF EHHIFE
B, BXMESHFTEIENHERABEFBRNEN , 21 (Amazon EventBridge E#5%E) FHE

&R,
{

"detail-type": "Support Case Update",

"source": "aws.support",

"detail": {
"case-id" : "string",
"display-id" : "string",
"communication-id" : "string",
"event-name" : "string",
"origin" : "string"

}

detail-type
FRIREHAIRE,

FFIX—%=4 , lL{ER Support Case Updates

source

FRRERBHHIRS . T Amazon Web Services X3 =4 , IL{EH aws.support,

XERPIERSEMH
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detail
TBEXTEHEEN JSON R, £RBHNRSREZFENRNE,
MNFLES  WBIESRE

case-id
YERHID, RH|ID B—INMNFEREFFHFE , #KXWTF : case-12345678910-2013-
c4c1d2bf33c5cf47,
display-id
Amazon Web Services 3% Center 71 H L = HIRIFRIRAT
communication-id
B{E ID,

event-name

B : CreateCase |JAddCommunicationToCase |ResolveCase |ReopenCase
EEXRHRAISEHHRE,
origin
BM{E : Amazon [CUSTOMER
EEREE R Amazon Web Services X5 & FE @ X FRHIF M T RHIBEE.

BBl , X event-name 73 AddCommunicationToCase WEH#L28EE,

Example X FREIEHEMH A . XIFREISIE

"version": "Q",
"id": "3433df007-9285-55a3-f6d1-536944bes5d7",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:197",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

TERAIEHEH API R4S 2026-01-12 424



Amazon Web Services X

RAriEmE

"communication-id": "",
"event-name": "CreateCase",
Iloriginll: mnmn

ExampleX i RAIFHEH R : Amazon Web Services = Bl E X1F Rl

"version": "Q",

"id": "f90cb8cb-32be-1c91-c@ba-d5@b4ca5e51b",

"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:317",
"region": "us-east-1",

"resources": [],

"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839",

"display-id": "1234563851",

"communication-id": "ekko:us-east-1:12345678-268a-424b-be@8-54613cab84d2",

"event-name": "AddCommunicationToCase",
"origin": "AWS"

ExampleX#FRAIEHEMHTRA : IIERGISHER

"version": "Q",

"id": "laa4458d-556f-732e-ddcl-4a5b2fbdl4a5",

"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:3172",

"region": "us-east-1",
"resources": [],
"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839"

"display-id": "1234563851",

"communication-id": "",
"event-name": "ResolveCase",
Iloriginll: mnmn

’

XERAIEMEH
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}

Example X FREIEHEMHRA . XIERFISEHITI

"version": "Q",
"id": "3bb9d8fe-6089-ad27-9508-804209b233ad",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:47:192Z2",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2021-27f40618fe@303ea",
"display-id": "1234563851",
"communication-id": ""
"event-name": "ReopenCase",

"origin":

£ Amazon CloudTrail i23% Amazon Web Services %1% API A H

Amazon Web Services X#F 5 Amazon CloudTrail £/ , & 27 Amazon Ri2FKAF, AR
Amazon Web Services X#F BRFFHITRIEN RS . CloudTrail $ Amazon Web Services X #9
APl BARERNEHEIR, HIRNWFARAEEXREB Amazon Web Services X 2% & F LB H Amazon
Web Services X#r API #4EBAA,

MR EQEIRIRIEF , WA BAEE CloudTrail E#1F44%1% %] Amazon Simple Storage Service
(Amazon S3) Zf&#@ ( 2¥E Amazon Web Services X3 WEH ) . MBEFEBRERICSE , NBHHA
£ CloudTrail ##|&A $# Event history ( EHALIER ) FEFRHTEH.

5/ CloudTrail WERNEE |, LA LAFAE[E Amazon Web Services X3F A THAER., KHER
B IP ik, AKX HIIER, BERO X HEE AR EMFEAER,

ETHAEX CloudTrail WEZEE ( BRUOAXNEH#TEENSA ) , 2 (Amazon CloudTrail A
FERE) .
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Amazon Web Services Z#FCloudTrail #Hy 5 &

EZEBE Amazon KB, fHEIZKF LS A CloudTrail, 2 Amazon Web Services X3 P A4S X
BFHE4ESR |, ZEZFIERE CloudTrail B4 , H5HM Amazon FRZEH —ERFE Event
history ( BH4ALI1EFK ) B, BALAE Amazon IKFHEE, BRXNTHENEH. BXEZER ,
BEZE £ CloudTraill E4FHFLIEREFTEH

EREI1E5% Amazon IKF FEIEH (‘23F Amazon Web Services X3 WEH ) |, BFEIRRE, @3

IRERIZF , CloudTrail A B & X 44E3% E Amazon S3 Fi##E., MIRIER T , =4l A P02 RER

B, WERERRI A FFTE Amazon Xig, MERIRICKTE Amazon 7 XA iCKAAEXEFWELS, , HIE
HEXHEZIEZEIEERN Amazon S3 @, A, BB EE L Amazon RS , #—F o7

CloudTraill BEHRKRENEHBIEHXERIT. BXREZELE , BZHETIAR :

o B2 ERiC FABR

« CloudTrail Z#5#IRSS FERK

A CloudTrail Bt & Amazon SNS & Al

o« MZ/NIKF 12U CloudTrail B &4

CloudTrail i2%FrH Amazon Web Services 3% API #4 , Amazon Web Services X1 API & H
R 7 xR E,

fBlt0 , X CreateCase, DescribeCases f ResolveCase &M B ARE CloudTrail B E X4
Em%ao

BONEHRATSREBEEERERFRNVARAGE. SOERIHEDEHEUTRE

- BEREFEHBRAFPEIEER Amazon Identity and Access Management ( 1AM ) AP &EIEA HEY,
- BREEAACGERKREAFNIENZEEIEAEN,
- BHREAHEM Amazon RF A H.

BXREZER , i3 M CloudTrail userldentity T,

B A LU 24N Amazon X124 Amazon K #9 Amazon Web Services x# BEXHRESEI$
N Amazon S3 ZERE T,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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Amazon Trusted AdvisorCloudTrail BEiZFHH EE

Trusted Advisor —I Amazon Web Services 3% RS , B L HEREEN Amazon IKF LL T ##
MATERAER, BEZSEMECENKS,

CloudTrail i3 FrE Trusted Advisor API #4 , Amazon Web Services X1 API ZZ 48 71X g
£,

Hilan | Xt
DescribeTrustedAdvisorCheckRefreshStatuses, DescribeTrustedAdvisorCheckResult
F RefreshTrustedAdvisorCheck ®B/ERIAARTE CloudTrail BEXHHRERKE,

(® Note

CloudTrail i £1i23% Trusted Advisor &l B8 4E, ES I H Amazon CloudTrail it
Amazon Trusted Advisor 124 & g4,

7 f# Amazon Web Services X1F BEXH5%H

REZE—MEE , A TNEMHEN BEXMHEEBEIEEN Amazon S3 74, CloudTrail A&
HEBE—NRZNAEZRE. EFRTREEMRHENER, EBREXAMBERBENER. BEN
BHEAFEMERSEHZF. CloudTrail BEXHTRAMA AP BRANE F#KRE , At TaRE
S EIRF R Ro

Example : CreateCase fY HE%E

LR RBIERT CreateCase ##4EH — CloudTrail H&% B,

"Records": [
{

"eventVersion": "1.04",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "janedoe",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-13T17:51:37Z"

1,

"invokedBy": "signin.amazonaws.com"
1,
"eventTime": "2016-04-13T18:05:537",
"eventSource": "support.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.15",
"userAgent": "signin.amazonaws.com",
"requestParameters": {

"severityCode": "low",

"categoryCode": "other",

"language": "

"serviceCode": "support-api",

"issueType": "technical"

en",

I
"responseElements": {

"caseIld": "case-111122223333-muen-2016-c3f2077e504940f2"
},
"requestID": "58c257ef-01la2-11e6-be2a-01c031063738",
"eventID": "5aa34bfc-ad5b-4fb1-8a55-2277c86e746a",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Example : RefreshTrustedAdvisorCheck B A &% B

LT RIS R T RefreshTrustedAdvisorCheck 24ER — 4 CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"userName": "Admin"
.
"eventTime": "2020-10-21T16:34:137",
"eventSource": "support.amazonaws.com",
"eventName": "RefreshTrustedAdvisorCheck",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.67",
"userAgent": "signin.amazonaws.com",

"requestParameters": {
"checkId": "Pfx@RwgBli"

},

"responseElements": null,

"requestID": "4c4d5fc8-c403-4f82-9544-41F820e0fadl",
"eventID": "2f4630ac-5c27-4f0d-b93f-63742d6fc85¢e",
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

£ Amazon CloudTrail id % Slack API B ## Amazon Web
Services ¥ App

Slack F1#9 Amazon Web Services X3F App B5 Amazon CloudTrail £/, CloudTrail ##£ 7B,
£ @5 Amazon Web Services X1 App 8 Amazon Web Services RS PTIRITIRENIZ S, HElE
Iti2% , CloudTrail &3 Amazon Web Services X5 App BWFTE L E AP BRBRAEH, XEHR
# A 2E KB Amazon Web Services X3 App #2158 A FABX Amazon Web Services X
App AF API RENTER. MREQIETIRER , WAL CloudTrail B4i5£4%51% E| Amazon S3 17
. HPIHE Amazon Web Services X App B, MREBFEERE , N{IA1E CloudTrail
HEPHEHRLERPEEEFHEN. BEUEA CloudTrail FTUERE B R E [ Amazon Web
Services X App KIE T HHAER, BEUTHREEEAMN IP ik, #HXRA, BERSBEUAREAMF
H1E R

ETHAEX CloudTrall WEZER , 15 (Amazon CloudTrail AF#ER) https:/
docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html,

CloudTrail F#9 Amazon Web Services 3 App E 8

£ Amazon Web Services Ik = /5EN A2 1K £BUE CloudTrail, = Amazon Web Services X

¥ App FEELE APISESRT |, ZEFFIZRE CloudTrail B4+ , HS5HM Amazon REEH—F
{R1Z7E Event history ( B4A$£IEFK ) . BT LLE Amazon Web Services i~ FEE, BEMTH
BRHEH, BXREZEER |, iS5 Viewing events with CloudTrail Event history,
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EiF4 0% Amazon Web Services Il REVEH ( ‘@3E Amazon Web Services X3 App B4 )
BRIE trail (BRER ) » MRIERT , EEH AP OIERIRICEKN |, tIRERIEFER AT FIEAmazon Web
Services X1F, BLERERIZFETE Amazon 2 XA IERAEXEHNEYN , HEAEXGEEERIEE

# Simple Storage Service ( Amazon S3 ) 7. Lo\ , EAILAELE H M Amazon Web Services R
%, #t—F P57 CloudTrail BEFRENSHHE , ARBEBERBMENITH. BEXEZEER | B
SHETINE :

- BIERERICFRER
« CloudTrail ZEFHRFZFER
» Configuring Amazon SNS notifications for CloudTrail

« MZAMX1F$EIW CloudTrail B &AM Z ANk F#2UR CloudTrail B &34

CloudTrail 123 7 FiEE/AE Amazon Web Services x1F App #4E, XL

Y12 R7E Amazon Web Services 3% App in Slack API Reference 1,

i, ¥ CreateSlackChannelConfiguration, GetAccountAlias #
UpdateSlackChannelConfiguration BB{EHNAMA ST CloudTraill BEXHHERKEKE,

BIMNEHHATREBEEERERBFRNAREGR. SHEETHEDEHEUTRER

- BHEREFEABRAFEIEER Amazon Identity and Access Management ( 1AM ) AP &EIE A HHY.
- BREEAACGKERREAFNIENZEEIEREN,
- EREEBHEM Amazon Web Services RS % Ho

BXREZER , i H CloudTrail userldentity T,
T & Amazon Web Services X #F App B EXH % E

RERS—MEE , WA TEHEMHEN BEHEEREIEEN Amazon S3 7. CloudTrail B
HEE—NRZNARRKEKE. —IMNEBHRTREBEMRAN—MER , LEEXFEROBRE. BRED
HEAFIATE, BERSBEFEMNE S, CloudTrail BEXHTRLE AP HANEFHKRBIR, XEK
BXYEAEZETSBREAFEIRFE R,

Example : CreateSlackChannelConfiguration # B 7& Rl

AR RBIERT CreateSlackChannelConfiguration #24E# — 4 CloudTrail B &% H.

{

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:JaneDoe",
"arn": "arn:aws:sts::111122223333:assumed-role/Administrator/JaneDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Administrator",
"accountId": "111122223333",
"userName": "Administrator"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-26T01:37:577",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-02-26T0Q1:48:20Z",
"eventSource": "supportapp.amazonaws.com",
"eventName": "CreateSlackChannelConfiguration",

"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.183",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"notifyOnCreateOrReopenCase": true,
"teamId": "TQ12ABCDEFG",
"notifyOnAddCorrespondenceToCase": true,
"notifyOnCaseSeverity": "all",
"channelName": "troubleshooting-channel”,
"notifyOnResolveCase": true,
"channelId": "CQ1234A5BCD",
"channelRoleArn": "arn:aws:iam::111122223333:role/AWSSupportAppRole"
},
"responseElements": null,
"requestID": "d@6df6ca-c233-4ffb-bbff-63470c5dc255",
"eventID": "0898ce29-a396-444a-899d-b068f390c361",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"

Example : ListSlackChannelConfigurations & B & 7Rl

LTFRBIERT ListSlackChannelConfigurations ##E# — 4 CloudTrail B &% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE :AWSSupportAppRole",

"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole",

"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:06:32Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-03-01T20:06:46Z2",
"eventSource": "supportapp.amazonaws.com",
"eventName": "ListSlackChannelConfigurations",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.131",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164
"requestParameters": null,

"responseElements": null,

"requestID": "20f81d63-31c5-4351-bd02-9eda7f76e7b8",
"eventID": "70acb7fe-3f84-47cd-8c28-ccl48adoed21",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

": "arn:aws:iam::111122223333:r0le/AWSSupportAppRole",

.el5",
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"eventCategory": '"Management"

Example : GetAccountAlias #9 B & R4l

LLTFRBIERT GetAccountAlias B4ER — CloudTrail BE%H.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:devdsk",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole/devdsk",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:31:27Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-03-01T20:31:4772",
"eventSource": "supportapp.amazonaws.com",
"eventName": "GetAccountAlias",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.142",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,

"responseElements": null,

"requestID": "a225966c-0906-408b-b8dd-f246665e6758",

"eventID": "79ebba8d-3285-4023-831a-64af7de8d4ad",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
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"eventCategory": '"Management"
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Example : GetSupportPlan B B&% B

LT RHIERT GetSupportPlan #4EH CloudTrail B&% 8.

{
"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-06-29T16:39:117",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlan",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f0d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

Example : GetSupportPlanUpdateStatus ¥ H &% B

LT RHIERT GetSupportPlanUpdateStatus 4R CloudTrail BE% B,

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-06-29T16:39:0272",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlanUpdateStatus",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": {

"supportPlanUpdateArn":

"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

I

"responseElements": null,

"requestID": "75e5c767-8703-4ed3-b0le-4dda28020322",

"eventID": "28d1c@e3-ccb6-4fd1-8793-65be@10114cc",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"
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Example : StartSupportPlanUpdate By H &% B

LLRRBIERT StartSupportPlanUpdate EM CloudTrail B&%E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:0472",
"mfaAuthenticated": "false"

},
"eventTime": "2022-06-29T16:38:557",
"eventSource": "supportplans.amazonaws.com",
"eventName": "StartSupportPlanUpdate",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0)
Firefox/91.0",
"requestParameters": {
"clientToken": "98addl11-dcc9-464d-8722-438d697fe242",
"update": {
"supportLevel": "BASIC"

iy

"responseElements": {

Gecko/20100101

"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
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"supportPlanUpdateArn":

"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

},

"requestID": "e5ff9382-5fb8-4764-9993-0f33fb0blel7",

"eventID": "5dba89f8-2e5b-42b9-9b8f-395580c52962",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

Example : CreateSupportPlanSchedule ¥y B &% H

LT RHIERT CreateSupportPlanSchedule #4E# CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-09T16:30:04Z",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-05-09T16:30:04Z2",
"eventSource": "supportplans.amazonaws.com",
"eventName": "CreateSupportPlanSchedule",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
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"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101

Firefox/91.0",
"requestParameters": {

"clientToken": "b998de5e-adlc-4448-90db-2bf86d6d9e9a",

"scheduleCreationDetails": {
"startLevel": "BUSINESS",
"startOffer": "TrialPlan7FB93B",
"startTimestamp": "2023-06-03T17:23:56.109Z",
"endLevel": "BUSINESS",
"endOffer": "StandardPlan2@74BB",
"endTimestamp": "2023-09-03T17:23:55.109Z"

}I

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-

ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanschedule/
b9a9a4336a3974950a6e670f7dab79b77a4b104db548a0d57050ce4544721d4b"
I
"requestID": "150450b8-e6la-4b15-93a8-c3b557alca48",
"eventID": "a2alba44-610d-4dc8-bf16-29f1635b57a9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : ListSupportPlanModifiers B B £k B

LTRHIERT ListSupportPlanModifiers #4EH CloudTrail B&% 8,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-08-15T15:44:437",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-08-15T16:29:597",
"eventSource": "supportplans.amazonaws.com",
"eventName": "ListSupportPlanModifiers",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f0d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"
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i & RV IR iR Opt-out of automatic cancellation ( JBHEZIEGHE ) &Y , WIRESE RELWAE
F, BFMELNTFEARZFR LS ZFHFIT,
« UpdateSupportlLevel - HEERXFITXIN , HBREE REENBAEH,

® Note
eventSource FEREHIXLLIRIEMN support-subscription.amazonaws.com &% %=
8] o

Example : DescribeSupportLevelSummary B H &% B

LR RBIERT AT DescribeSupportLevelSummary 4 CloudTrail BEREB

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}

+
"eventTime": "2021-01-07T722:08:07Z7",

"eventSource": "support-subscription.amazonaws.com",
"eventName": "DescribeSupportlLevelSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"lang": "
I

"responseElements": null,

en
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"requestID": "b423b84d-829b-4090-a239-2b639b123abc",
"eventID": "eleeda@e-d77c-487b-a7e5-4014f7123abc",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

Example : UpdateProbationAutoCancellation B9 B &%k B

LR RHIERT AT UpdateProbationAutoCancellation &4 CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principallId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2021-01-07T23:28:43Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateProbationAutoCancellation",
"awsRegion": "us-east-1", "sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
},
"responseElements": null,
"requestID": "5492206a-e200-4c33-9fcf-4162d4123abc",
"eventID": "f4a58c@9-0bb0-4ba2-a8d3-df6909123abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Example : UpdateSupportLevel By B &S B

LTRRBAIERT AFEHRFEARZIFITRIA UpdateSupportlevel B4EM CloudTrail B&E%E,
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"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}
I
"eventTime": "2021-01-07T22:08:437",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateSupportLevel",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.247",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"supportLevel": "new_developer"
1,
"responseElements": {
"aispl": false,
"supportLevel": "new_developer"
1,
"requestID": "5df3da3a-61cd-4a3c-8f41-e5276b123abc",
"eventID": "c69fbl49-c206-47ce-8766-8df6ecl23abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"
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Amazon Trusted Advisor B B EHid

Wi 2R Trusted Advisor BN Eft Amazon FARAENTHEM. TAMNMENEES
Mo Amazon 12t T U T —Lblsie T B3k S Trusted Advisor, EHIEIRMNHTIRE HERNBAZXE
BB,

« Amazon EventBridge R FRMMREEMHR , XERSGEHHERT Amazon BIRFHE
@M. EventBridge XIFEHBHRHEITE , HAEATLUREAN , UIGHRFELES  HEXLEEHS
EHEREEM Amazon BRSS At A B 3higE,

flan , Trusted Advisor 2 Amazon S3 FHEBNIERE. UREWELERBTEEREUTRENT
e . EEF R IHENRE A FEAZ2E 541U Amazon FAFP#TIAE. MREEBNREEL
47354t , M Trusted Advisor BEHRS A EFE R, EventBridge BN EBIMEH , REQBLKIXE
H, EETUREERE, BXxEZEE , B2 Amazon EventBridge A F /&,

« Amazon Trusted Advisor R E A HEMREREERZAR., HEMHEEMNES Amazon IKF L&MW
ko SBULAEF EventBridge R4 3% Trusted Advisor R EBHVIRA . RE , B LA Amazon
CloudWatch 82 %& 3 Trusted Advisor IR ER. = Trusted Advisor K ERVIRS K EZEAL (5l
W, EHTRERRSAFRSED ) i, XEEREERTHEA,

« Amazon CloudTrail #3XH & Amazon IKF AR ZK S A HH AP FRAMMEXEHS , HAFEE
XL ERIEER Amazon S3 . BRI SRIRMLERA MK~ EMA T Amazon, KHFRAKIER IP
it AR RN L ERE, BEXESELR , 238 (Amazon CloudTrail AF3ERE) o

FH

« £ Amazon 12 Amazon Trusted Advisor 8 & 45 £ EventBridge

- B2 Amazon CloudWatch &2 ¥ Amazon Trusted Advisor 1545
« f5H Amazon CloudTrail 2% Amazon Trusted Advisor 12l & &

{#/ Amazon Y12 Amazon Trusted Advisor ® &45 R EventBridge

& T LAE A EventBridge R M{AIAS4ZE Trusted Advisor EEIRS. ARE , BEEGIEMNMAN | 2R
BEHRNEEANDIEEMNER , EventBridge A — MR Z4 B R RE,

BEEANRESENR , BALAEEA, BRRSEE. XRYEER., BaiBE4SHRMEMBREE, 6
W, MERERSHRRUINAZ (FE ) EXNBWNRE (L)  WABEENATBRRE,

« £/ Amazon Lambda BREUT B HN151% 48 Slack S8,
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/

Amazon Web Services % A5
s FEXRENEFEHIXET Amazon Kinesis it , A FLHE., ENHRSKRE,

« ¥ Amazon Simple Notification Service B &% Z| &R 8B F o4,

- ¥REX Amazon CloudWatch B RIE/ERE A,

B EventBridge # Lambda EIEX B 3 MR A E %15 & Trusted Advisor , S B F i Trusted
Advisor TE, GitHub

Q® EE
« Trusted Advisor REx KE HENER . HTERBERIENEH1ZEEF EventBridge.

o BWATARE, il AAKE I Amazon Web Services X35 it %= gEtl 2 Trusted Advisor
BREHAN, BXEZER , 555 EX Amazon Web Services X1 1%,

« 52 IKARS —#* Trusted Advisor , PRI EE#H# K1AF EventBridge £E R ( #F L L
I8 ) #hX,

REBLLT SR 612 EventBridge MM Trusted Advisor. TERIZEHHN 28I , FHITUTIRE

o BAEBPNEH, MNMBFR. EventBridgeBEXEZEER , B H T AR S# EventBridge ? £
(I 5% EventBridge AAF#EE) #,

- BIEFESHAN P ERADE R

E N 812 EventBridge M N Trusted Advisor

1. $TF Amazon EventBridge ##|#& , it J9https:/console.aws.amazon.com/events/o

2. EFEUXE , EFEHAREALAMN Region selector ( Xigik#EEs ) , AFIERR US East (N.
Virginia) ( EERE ( #HEFRLILE ) ).

3. ESMERP  EEAN,

4. EF CIEAN,

5. 1£ Define rule detail ( EXHNEMFEL ) WEHL , WA BZFHRFHER,

6. XWT BHELMANRE  RERAE , REEET—F,

7. EWEBEEHERATEL , hE4FREREAmazon B4 EventBridge S1EIKEEH,

8. 7t Event pattern ( BHER ) T , HREBIAE ( Amazon Web Services BES ) -
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9.

10.
11.

12.

13.

14.
15.

16.
17.
18.

19.

X+ Amazon Web Services fRS5 , &% Trusted Advisor.

¥t F Event type ( BHEH ) | #%# Check Item Refresh Status ( R EIN B RIFIRE ) -
NRERSIEFRATIET 2 —

« &% Any status ( EPIRES ) OIB S REMRSE RN,

- 1%&$F Specific status(es) ( FERD ) , RAREREL SN KZNE,

« %HIR- Trusted Advisor BN EXEIT3,.

« {§E- Trusted Advisor o3& E X ZMIRES,

« OK — Trusted Advisor R4 M El 3z FF1E [E &,

« B&- Trusted Advisor RN E Al gEFERY BB A B IGHITIRAE,
NEHREIEFUATEIZ— :

« % Any check ( HARE ),

- %#% Specific check(s) ( HERE ) , RAEMIIRPER —IHZIMREER,
7 Amazon RFIRFBLUTET 2 — :

 %&3#F Any resource ID ( EAEIR ID ) kA2 EEFMARRAMAN,

&% ARN ZLHRERIR ID , AR AFTENIL D RIREM (ARNs).
EET—F,

£ Select target(s) (£ B#R ) WHEHF , RBEALANCIENBEREE K REEEZXEME
R E MR, Bltn , B BN EH&1EE Amazon SQS BAFIZK Amazon SNS F&,

ii?%-lt_io
( WTi& ) 7 Configure tags ( LB ) WHEL , FINEERL , RAEEEBE Next ( T—F )

f£ Review and create ( F&EH A2 ) THL , FELNAN ZEABREFSELNEHLEE
Ko

EFE IEMN, E , BOANRFEE Trusted Advisor REER , ARFHEHREENEEENE
FRo
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£17 Amazon CloudWatch & ZLL151% Amazon Trusted Advisor 18
PR

Amazon Trusted Advisor RIETZHIAR ZET |, Trusted Advisor FEXEHNRELERNIEHRAXHE
CloudWatch, &R LATE CloudWatch REEFIEIR, B o LI EZEZ N Trusted Advisor & ZERYIR
AT MBERARESE , URBRSESERAER ( AR ARE ) o

BRBLUTSENISERN Trusted Advisor 1EF5812 CloudWatch &%,
FT

o FRZH

 Trusted Advisor B9 CloudWatch ¥§#5

 Trusted Advisor JEFr M4 E

FRF M

FEN Trusted Advisor 3545812 CloudWatch & 281 , FEUTER
« T % CloudWatch I EHIERMEE, BXEZEE |, 52 % Amazon CloudWatch g AR
CloudWatch TH#ERHE,

« £/ Trusted Advisor 4| & 3 Amazon Web Services £ APl RKRIFEHNREH RS HHNRLE
“£R8, BXEZER , B55H RFRELE R,

E; Trusted Advisor #8¥5 8% CloudWatch &F&

1. B3 https://console.aws.amazon.com/cloudwatch/ T 7 CloudWatch 2 #| &

2. FEARXEERFR  REEEXERE (FEFELILE ) Amazon X,
3. HESMBERKT , EEEE.

4. EFECGEER.

5. EERIEFRIER.

6.

NFIER , MA—NRSNEEE , UHIEIERSIR, HlW, BB ABRES
ServiceLimitUsage 4 E , 5120 Trusted Advisor # & & #fo

A2 CloudWatch & &L 12 Trusted Advisor $8#R AP WA 2026-01-12 450
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® Tip
o MATLIE R Trusted Advisor LA %I H REZ AT EIERR.
« BXRIENNEEZHIIIE  ESH Trusted Advisor IEFRFIEE

7. HEEREXRT , ERPERNERE,

EUTRAH  RERAMRA IAM FRZHPRER |, BB ST YellowResources,

N. Virginia All > TrustedAdvisor > Check Metrics | Trusted € | | Advisor & 1AM & Access © Key ©
CheckName (2) Metric Name
IAM Access Key Rotation RedResources

v IAM Access Key Rotation YellowResources

8. EFIEFRIEIR.

9. £ Specify metric and conditions ( EEEFRMEZMH ) TWH L , BIFEEFEH Metric name ( 3EFR
FZ % ) # CheckName ( RERM ) ERERE L,

m.NTme(%m),ﬁ?&%i%ﬁéhﬁﬁmﬂmﬁ EBITRAVESEHIR |, a5 54,
11. 7£ Conditions ( %&# ) T , i%&# Static ( 8% ) , HEBNNEBEEML

Pl MRBEEFRRTET >=HEFBA L FARE , XEWKESEE Trusted Advisor & F|
ELHE-NMEEE 90 RAREHRH IAM 15 RZHN T,

® EE
« XF GreenChecks, RedChecks. YellowChecks., RedResources #l
YellowResources $8#5 , AILAEE— 1 ERE , EUUARATHRETENEEZEH,

+ Trusted Advisor 74 &% GreenResources 1E#r , 417 Trusted Advisor A48 ZI
{F A 8] Y B R o

12. iij:%—lt_ﬂ;_o

13. 7£ Configure actions ( BLE#R{E ) TWE L , X F Alarm state trigger ( HFERSALKET ) , &F In
alarm ( F8% ),

14. 33F Select an SNS topic ( 1E£#F SNS & ) , EEIEM Amazon Simple Notification Service
(Amazon SNS) R R A E — M EH,
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Notification

Alarm state trigger

Define the alarm state that will trigger this action.

© Inalarm OK Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold. not enough data is available.
threshold.

Select an SNS topic

Define the SMNS (Simple Notification Service) topic that will receive the notification.

© Select an existing SNS topic
Create new topic

Use topic ARN

Send a notification to...

Q) Default_CloudWatch_Alarms_Topic X

Only email lists for this account are available.

Email (endpoints)

janedoe@example.com - View in SNS Console [

Add notification

15. ﬁ?¥-|:_5o
16. N TFEHRMER , WA SBENEHAHL,
17. ﬁ?¥-|:_5o

18. £ Preview and create ( iS4l ) TE L , EEEBFMES , AF%ER Create alarm ( B2
=E),

HIAM R B ARRRETHLE 5 28, EHEBEFEEHN SNS TERIXBEH,

Example : B3 CloudWatch & #Y &, 7 BB 44 38 &1

LTEFEREHEEEREERNE IAM BRI ZARREEREE R,
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You are receiving this email because your Amazon CloudWatch Alarm
"TIAMAcessKeyRotationCheckAlarm" in the US East (N. Virginia) region has entered the
ALARM state,

because "Threshold Crossed: 1 out of the last 1 datapoints [9.0 (26/03/21 22:44:00)]
was greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM
transition)." at "Friday 26 March, 2021 22:49:42 UTC".

View this alarm in the Amazon Web Services #####:
https://us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-

east-1#s=Alarms&alarm=IAMAcessKeyRotationCheckAlarm

Alarm Details:

- Name: IAMAcessKeyRotationCheckAlarm

- Description: This alarm starts when one or more Amazon access keys in
my Amazon account have not been rotated in the last 90 days.

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [9.0

(26/03/21 22:44:00)] was greater than or equal to the threshold (1.0) (minimum 1
datapoint for OK -> ALARM transition).

- Timestamp: Friday 26 March, 2021 22:49:42 UTC
- Amazon Account: 123456789012
- Alarm Arn: arn:aws:cloudwatch:us-

east-1:123456789012:alarm: IAMAcessKeyRotationCheckAlarm
Threshold:
- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1.0

for 300 seconds.

Monitored Metric:

- MetricNamespace: AWS/TrustedAdvisor

- MetricName: RedResources

- Dimensions: [CheckName = IAM Access Key Rotation]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-east-1:123456789012:Default_CloudwWatch_Alarms_Topic]
- INSUFFICIENT_DATA:
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Trusted Advisor By CloudWatch 18%x

EAILAE A CloudWatch # )& 5 Amazon Command Line Interface (Amazon CLI) AEHR AT A F
Trusted Advisor BY1E¥R.

BREMBRNFIERSHWGEZERE, BRMEENSIR | ESE Amazon CloudWatch fiFiER
&4 CloudWatch $8#¥rHY Amazon RS .

& E Trusted Advisor 1845 ( #2HA )

& O] LA% 5 CloudWatch 8 #l& H&EFE Trusted Advisor B9 7] FH1E#R,
EHEE M Trusted Advisor 1845 ( BH A& )

1. BH https://console.aws.amazon.com/cloudwatch/ T FF CloudWatch &l &
FEAXEERS  RAEERXERT (FFELILE ) Amazon X,
ESMERP | EERER,

MAEIRIAZEE , HlI0 TrustedAdvisor,

IRRIERER , IR EER.

All metrics ( FREERR ) IBTFE R B Z R P ZEENIER. BRHITUTERE

2

a. BENRBITHRF , HERFEIIRE,

b. ERNEMLFEER  FRPZEMSHEIRE. BRAEMBER , BARROFITHHEIR
o

c. EREMRHEITRIE , BRBERER , REEERNITER.

LUTFRAERTLZSE - FEZRFINEERORENE R, ZRERR 13 /MNEBHW AR, Trusted
Advisor BB AEEBHNRE,
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Amazon Web Services X AFiEmE
Security Groups - Specific Ports Unrestricted Th 3h 12h 1d 3d 1w custom (4w) - | Line ¥ | | Actions ¥ - v | ®
Count
125 = r
6.5
0 03'172“2'33
0z/27 03/01 03/03 03/05 03/07 03/09 031 0313 03/15 A N3019 03/21 03/23 03/25

@ YellowResources

All metrics Graphed metrics (2/4) Graph options Source
N. Virginia v All > TrustedAdvisor > Check Metrics | Q

CheckName (104)

Load Balancer Optimization

Low Utilization Amazon EC2 Instances

Low Utilization Amazon EC2 Instances

MFA on Root Account

MFA on Root Account

Overutilized Amazon EBS Magnetic Volumes

Overutilized Amazon EBS Magnetic Volumes
v Security Groups - Specific Ports Unrestricted

v|  Security Groups - Specific Ports Unrestricted

2021-03-17 23:15 UTC

1. @ YellowResources 13
2 ) RedResources ]

Metric Name
YellowResources
RedResources
YellowResources
RedResources
YellowResources
YellowResources
RedResources
RedResources

YellowResources

Graph search

7. (A% ) EFHEKRAFME CloudWatch 2 HIE4R , 1Ei%#F Actions ( #1E ) , AFIEIFE Add to

dashboard ( #MNEEFIEAR ) -

BXRUERRUEEENNESZESR , 1§31 Amazon CloudWatch AP B ML FIER E

io

& & Trusted Advisor $E#x (CLI)

BAI LAfE R list-metrics Amazon CLI @55 & & Trusted Advisor B9 7] Fi1§%R.

Example : 3t Trusted Advisor FIFT B $5#x

AT RBIFEE AWS/TrustedAdvisor @& ZE A LAEF Trusted Advisor BIFTE 845,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor

SR T RE S LT AR

"Metrics": [

Trusted Advisor B CloudWatch 3§%5
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Amazon Web Services X

RAriEmE

{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "EBS"
1,
{
"Name": "ServicelLimit",
"Value": "Magnetic (standard) volume storage (TiB)"
1,
{
"Name": "Region",
"Value": "ap-northeast-2"
}
1,
"MetricName": "ServicelimitUsage"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "CheckName",
"Value": "Overutilized Amazon EBS Magnetic
}
1,
"MetricName": "YellowResources"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "EBS"

},

{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"

},

{
"Name": "Region",
"Value": "eu-west-1"

}

1,

Volumes"

Trusted Advisor B9 CloudWatch $8%5

AP WA 2026-01-12 456
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"MetricName": "ServicelLimitUsage"
I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
},
{
"Name": "Region",
"Value": "ap-south-1"
}
1,
"MetricName": "ServicelimitUsage"
I

Example : 5| H4EHNFTE IR

AR RBIIEE AWS/TrustedAdvisor ap& ZE M Region #ELUEFIEE Amazon XiFH ATAE
FRo

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --dimensions
Name=Region,Value=us-east-1

v AR E U TRARREL

"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "SES"
},
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{
"Name": "Servicelimit",
"Value": "Daily sending quota"
1,
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"
1,
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "AutoScaling"
1,
{
"Name": "Servicelimit",
"Value": "Launch configurations"
1,
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"
1,
{

"Namespace": "AWS/TrustedAdvisor",

"Dimensions": [

{
"Name" :
"Value":
1,
{
"Name" :
"Value":
1,
{
"Name" :
"Value":
}

"ServiceName",
"CloudFormation"

"ServicelLimit",
"Stacks"

"Region",
"us-east-1"

Trusted Advisor B9 CloudWatch $8%5
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]I

"MetricName": "ServicelLimitUsage"

}I

Example : 5l i 4§ E IR & TRV IS AR

AR RBIBEE AWS/TrustedAdvisor #n & ZE A F RedResources IBIRZ M LMNEE LLIEEBIRN
®R,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --metric-name RedResources

v AR E UL TRARREL

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Amazon RDS Security Group Access Risk"
}
1,
"MetricName": "RedResources"
I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Exposed Access Keys"
}
1,
"MetricName": "RedResources"
I
{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{

"Name": "CheckName",

Trusted Advisor B9 CloudWatch $8%5 AP WA 2026-01-12 459
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"Value": "Large Number of Rules in an EC2 Security Group"
}
1,
"MetricName": "RedResources"
},
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Auto Scaling Group Health Check"
}
1,
"MetricName": "RedResources"
},

Trusted Advisor IEfrfI4EE
BHSETRULT IS LLETF CloudWatch 2 ME XM Trusted Advisor 1SR4 E,
Trusted Advisor # &g B IEHR

BRI LA LA T34 F Trusted Advisor &,

EFR iR
RedResources RF ARSI RRE ( BIUREURE ) -
YellowResources ATFEBIRSHWERR (BUUAE )

Trusted Advisor BRSSELE & ISR

& 8] LA LA B % Amazon Web Services RS FREHIIEIR,

=T iR
ServicelimitUsage RERFEAEXNRSEE ( AR ARE ) WE 2.
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KRERAIEIRNEE

BRI LU LA T 4 E AT Trusted Advisor 82,

HE iR
CheckName Trusted Advisor R EH & .

& A] LATE Trusted Advisor 2§ & = Amazon Trusted Advisor &
SZGFE PR IMERER .

RFELEIEIREE
A LU LA T 4 E BT Trusted Advisor RS ELEIEF.

g iR

Region BRSSELE A Amazon Web Services X i3,
ServiceName Amazon Web Services fR% B9 A o
ServicelLimit AR S5 LR AY & #ho

EXBSEIANEZEES |, i5SH Amazon Web Services —fi§2
#Z b Amazon Web Services RS PRE,

£ 8 Amazon CloudTrail i23% Amazon Trusted Advisor 24 & &4

Trusted Advisor & Amazon CloudTrail ££5X , /5& =% Amazon FigEAF. A5 Trusted Advisor
BRSS FrITIRERIBRSS . CloudTrail ’f Trusted Advisor BB AERNSEHHEIR. BRNARSERE
Trusted Advisor #HEI A AA. WRELIERIRIEF , WA LAE CloudTrail SHFL&IAE] Amazon
Simple Storage Service (Amazon S3) 48 ( ‘@1& Trusted Advisor &4 ) . MRETEERERIC
% , M{ATAIFE CloudTrail 2] & H# Event history ( B4ARIER ) PEFRHEH. £A CloudTrail
WENER , B LAAEM Trusted Advisor K T AER, KHERW IP #hut, MARENIE

R, BRNWEZERBEUAREMIFEMRER,

ETHAEX CloudTrail WEZEE ( BRUAXNEH#TEENSA ) , 2 (Amazon CloudTrail /A
P .

5 Amazon CloudTrail i2% Amazon Trusted Advisor 24| &2/ API fR4s 2026-01-12 461
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Trusted AdvisorCloudTrail # 8y E &

282 Amazon IKF BT | A iZMK P £/ A CloudTrail, 2 Trusted Advisor B #| AR X EZ X
WEM4EDET |, ZEFFIERE CloudTrail B4 , HEHM Amazon BRFEH—ERFE Event
history ( B#AEI1EFK ) F. EALE Amazon IKFHEF, BRNTEREHEH. EXESZER
ESREER CloudTrail E4H L icZREERE 4,

BE#412% Amazon K REIEH (‘2FE Trusted Advisor WEH ) |, BEIERBRER. EXBRERIC

3 , CloudTrail Al B & X 1% 1% E Amazon S3 F#EN. FURERT , EEH & PLIZRERN , IR
BN T Amazon X8, IRERIZRAE Amazon 2 X IEFEAMAXEHWEH |, HIF BB H4E
EEBEIEER Amazon S3 FiERE. A, BRI B EH b Amazon BRS , # —F 2 7E CloudTrail
HEPWENSHBBEHXETH. EXEZELE , BSRTIAS :

- B RFEELA
« CloudTrail Z#5#IRSS FERK

« A CloudTrail Eti& Amazon SNS &4
o« MEZNMNXE$EW CloudTrail BEXHFM ZANK F#UK CloudTrail B & X4

Trusted Advisor X #54§ Trusted Advisor #2#| B IREMN FEER CloudTrail BEXHFHHEHIC
Fo CloudTrail I2KA T :

 BatchUpdateRecommendationResourceExclusion

* CreateEngagement

+ CreateEngagementAttachment

+ CreateEngagementCommunication
* CreateExcelReport

* DescribeAccount

* DescribeAccountAccess

* DescribeCheckItems

* DescribeCheckRefreshStatuses
« DescribeCheckSummaries

* DescribeChecks

* DescribeNotificationPreferences

* DescribeOrganization
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
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DescribeOrganizationAccounts
DescribeReports
DescribeServiceMetadata
ExcludeCheckItems
GenerateReport

GetEngagement
GetEngagementAttachment
GetEngagementType
GetExcelReport

GetOrganizationRecommendation

GetRecommendation

IncludeCheckItems

ListAccountsForParent

ListChecks

ListEngagementCommunications
ListEngagementTypes

ListEngagements

ListOrganizationRecommendationAccounts

ListOrganizationRecommendationResources

ListOrganizationRecommendations

ListOrganizationalUnitsForParent

ListRecommendationResources

ListRecommendations

ListRoots

RefreshCheck
SetAccountAccess
SetOrganizationAccess
UpdateEngagement
UpdateEngagementStatus

UpdateNotificationPreferences
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_GetOrganizationRecommendation.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_GetRecommendation.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListChecks.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendationAccounts.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendationResources.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendations.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListRecommendationResources.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListRecommendations.html
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* UpdateOrganizationRecommendationLifecycle

» UpdateRecommendationLifecycle

B X Trusted Advisor | B IR/EMNTEIIR |, SR Trusted Advisor 173,

(® Note

CloudTrail £ £123% Amazon Web Services £ APl ZZ i Trusted Advisor APl ##/E. &
XEZEL , F2M, £H Amazon CloudTrail id3 Amazon Web Services %35 API i§ A

BIMNEHHATREBEEERERBFRNARER. BHEETHEBEHEUTRAR !

- BEREFEHRAFEIEZER Amazon Identity and Access Management ( 1AM ) AP &EIE A HEY.
- BREEAACGKERKREAFNIENZEEIEAEN,
- EREREHEM Amazon RF K H.

BREZER , {2 H CloudTrail userldentity 7T,

A~ : Trusted Advisor BEX 4% B

R —REE , TATEE4EN AEXMHEEREIEEN Amazon S3 7. CloudTrail BE
HIE—NBIZNMNALEKEKEH,. —MNEHRTREBEMRERHN—MER , SREBEXFMERNRE. BREH
HEAFIESE, ERSBEFEMNE S, CloudTrail BEXHFTR2LH AP AN EFHREER  FHike
NFAREARFEINFE T

Example : RefreshCheck B B &% B

AT REIERT — CloudTrail B&S%KE |, %% B 7 AT Amazon S3 Bucket Versioning ¥ 2 (ID
R365s2Qddf) B RefreshCheck 1,

"eventVersion":"1.04",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateOrganizationRecommendationLifecycle.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateRecommendationLifecycle.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userName":"janedoe",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",

"creationDate":"2020-10-21T22:

}
}
iy

"eventTime":"2020-10-21T22:06:
"eventSource":"trustedadvisor.

"eventName":"RefreshCheck",
"awsRegion":"us-east-1",

"sourceIPAddress":"100.127.34.
"userAgent":"signin.amazonaws.

"requestParameters":{
"checkId":"R365s2Qddf"

1,
"responseElements":{
"status":{

"checkId":"R365s2Qddf",

"status":"enqueued",

06:182"

337",
amazonaws.com",

136",
com",

"millisUntilNextRefreshable'" :3599993

}
iy

"requestID":"d23ec729-8995-494c-8054-dedeaEXAMPLE",

"eventID":"a49d5202-560f-4ake-

"eventType":"AwsApiCall",

b38a-02f1cEXAMPLE",

"recipientAccountId":"123456789012"

}

Example : UpdateNotificationPreferences #J B &% B

TEHRFIERT — CloudTraill B&E%E ,

ﬁ{lﬁo

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",

Z % BERT UpdateNotificationPreferences

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",

"accountId":"123456789012",
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z2"
}

}

},

"eventTime":"2020-10-21T22:09:49Z2",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"UpdateNotificationPreferences",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.167",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"contacts": [

{

"id":"billing",

"type":"email",

"active":false

I

{

"id":"operational",

"type":"email",

"active":false

},

{

"id":"security",

"type":"email",

"active":false

}

1,

"language":"en"

},

"responseElements":null,
"requestID":"695295f3-c81c-486e-9404-fal48EXAMPLE",
"eventID":"5f923d8c-d210-4037-bd32-997c6EXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
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Example : GenerateReport ¥y B &% B

THWRBESRT — CloudTrail BESRE , %% BETRT GenerateReport B, HRESLHE
B9 Amazon AR BIEIRE,

"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext": {

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-11-03T13:03:10Z"
}

}

.
"eventTime":"2020-11-03T13:04:2972",

"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"GenerateReport",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.36.171",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"refresh":false,
"includeSuppressedResources":false,
"language":"en",

"format":"JSON",
"name":"organizational-view-report",
"preference":{

"accounts": [

1,

"organizationalUnitIds":[

"r-j134"

1,

"preferenceName" :"organizational-view-report",
"format":"json",

"language":"en"

}
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},

"responseElements":{

"status":"ENQUEUED"

I
"requestID":"bb866dcl-60af-47fd-a660-21498EXAMPLE",
"eventID":"2606c89d-c107-47bd-a7c6-ec92fEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
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R A B HEE

3 F Amazon EC2 Windows 34| , &8l EC2Rescue 8 &3LH] , UFBNRRE L EZ, WERAE
X4, AR #EBY Amazon Web Services X #F HEERIE, & A LAEA EC2Rescue B kiEiz1THISE
B E|&E, BEXEZELR , BSERNAFERH EC2Rescue £ B S EC2 Windows 3£ _E BERR H &
Sia3 ?

BET RSN RBHEE

RZE Amazon Web Services RF X I SRBHEET , B USEXEFBEHABREB , A
JEBEBR Amazon Web Services ¥, TRIEMH TISmRIEHE A EERE (RRSHS ) .

(® Note

TRERTHRERNRSIIR, BEREMBEHRREDR , HEMH Amazon B FHE LK
BRIAME,

AR S5 Bz

Amazon Web Services HEBR Amazon E&IRA 4 iR
Amazon AP| Gateway HTTP API #FEHERR

Amazon AppStream Amazon AppStream #FE BEER
Amazon Athena f£ Athena 1T FEHERR
Amazon Aurora MySQL Amazon Aurora #FEHEER

Amazon Aurora PostgreSQL Amazon Aurora #EEHERR

Amazon EC2 Auto Scaling Auto Scaling #FEHERR

Amazon Certificate Manager WEHE
(ACM)

Amazon CloudFormation W FEHEER Amazon CloudFormation
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https://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://docs.amazonaws.cn/index.html
https://docs.amazonaws.cn/general/latest/gr/signature-v4-troubleshooting.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/http-api-troubleshooting.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/athena/latest/ug/troubleshooting-athena.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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BR S5

Amazon CloudFront
Amazon CloudHSM
Amazon CloudSearch
Amazon CodeDeploy
Amazon CloudWatch

Amazon Database Migration
Service

Amazon Data Pipeline
Amazon Direct Connect
Amazon Directory Service
Amazon DynamoDB
Amazon Elastic Beanstalk

Amazon Elastic Compute
Cloud ( Amazon EC2 )

Amazon Elastic Container
Service (Amazon ECS)

Amazon Elastic Kubernetes
Service(Amazon EKS)

Elastic Load Balancing

Amazon ElastiCac
he ( Memcached )

HEHE

[FEHFE | RTMP 4 B v B HF &

HIEESEE

Amazon CloudSearch #EHERR

W EEHERR Amazon CodeDeploy

R HERR -

%t Amazon Database Migration Service H BT BES B ITHE
BERR

HIEHEE

W EEHEBR Amazon Direct Connect

HE& Amazon Directory Service & 12 8] B

B HERR | 3L SSL/TLS EEEMMEHERR

HIEHEE

SIS PEHERR | Windows SEHIFEHERR | VM Import/Export #FE
BERR | APl B REEIRBFE

Amazon ECS #FEHEBR

Amazon EKS #[EHERR

Xt Application Load Balancer #1TRIBIHEE | WL HATIITHES
BT RIEHEE

Xt R AT B B E

BETRSHREH S
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Streaming_Troubleshooting.html
https://docs.amazonaws.cn/cloudhsm/latest/userguide/cloud-hsm-troubleshooting.html
https://docs.amazonaws.cn/cloudsearch/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/codedeploy/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/datapipeline/latest/DeveloperGuide/dp-troubleshooting.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Troubleshooting.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/admin_troubleshooting.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/DynamoDBPipeline.html#DataPipelineExportImport.Troubleshooting
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/ats-certs.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/troubleshooting-windows-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/query-api-troubleshooting.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/eks/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/mem-ug/Troubleshooting.html
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AR

Amazon ElastiCache ( Redis
0SS)

Amazon EMR

Amazon Flow Framework
Amazon Glue

Amazon Glue DataBrew
Amazon GovCloud (US)

Amazon Identity and Access
Management ( IAM )

Amazon Keyspaces ( Apache
Cassandra %% )

Amazon Kinesis Data Streams

& A F Apache Flink B9IL 5 i#
RERS

Amazon Data Firehose
Amazon Lambda

Amazon OpenSearch Service
Amazon Personalize
Amazon Quick Suite

Amazon Resource Access
Manager (Amazon RAM)

HEHE

X MR AT B HEE

SHRABHE

R BB E M 1 R 7R

W EHEBR Amazon Glue

% Amazon Glue DataBrew H # & 19 11/ (8] 3# 17 # FE HEBR

HEHE

IAM B HE B

Amazon Keyspaces ( Apache Cassandra &% ) i EHEE

Amazon Kinesis Data Streams B2 85 FEHEBR | Amazon
Kinesis Data Streams 1§ f 25 % FE HE R

MREREEHERR | $tX¢ SQL N AEFAYEA T Apache Flink f9I1 5
B AR 55t 1T MR HERR

Amazon Data Firehose i fEHE

£ CloudWatch 2 i #1154%® Amazon Lambda B

Amazon OpenSearch Service #FEHER

HIEESEE

Amazon Quick Suite FEHERR | Bk 1755 1% MR HERR

HEZE Amazon RAM By &) &3t
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https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/Troubleshooting.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-troubleshoot.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/glue/latest/dg/troubleshooting-glue.html
https://docs.amazonaws.cn/databrew/latest/dg/security_iam_troubleshoot.html
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/govcloud-troubleshooting.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/iam-troubleshooting.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/troubleshooting.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-producers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/handling-errors.html
https://docs.amazonaws.cn/personalize/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting-skipped-rows.html
https://docs.amazonaws.cn/ram/latest/userguide/troubleshooting.html
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Amazon Redshift

Amazon Relational Database
Service (Amazon RDS)

Amazon Route 53
Amazon SageMaker Al
Amazon Silk

Amazon Simple Email
Service ( Amazon SES )

Amazon Simple Storage
Service ( Amazon S3)

Amazon Simple Workflow
Service (Amazon SWF)

Amazon Storage Gateway
Amazon Systems Manager

Amazon Virtual Private
Cloud ( Amazon VPC)

Amazon Virtual Private
Network (Amazon VPN)

Amazon WAF
Amazon WorkMail

Amazon WorkSpaces

HEHE

ERREREER | BIEABBEEBEER | Amazon Redshift E il E
BEBR | Amazon Redshift 8 #ic M FEHEBR | Amazon Redshift
Spectrum M EHERR

HFEHERR | Amazon RDS £ N AR EHERR | Amazon RDS
Custom E3E E 7 B 8 BE BERR

Amazon Route 53 [A]@HEZ&E

HEE 5% | Amazon SageMaker Al Studio #EEHERR

HEHE

Amazon SES #EHER

HBEHERR -

EAT Java By Amazon REZR . RIBHEMBARETR | EAT
Ruby #) Amazon FREZR : RIFBEEMNF R THERE

BEEM K A&
SSM Agent #EHERR
HEHEE

X B 7 R iR B 1T i FE BERR

i FF RIS R Amazon WAF R 1EHE

Amazon WorkMail Web Ri T2 5 i FEHER

Amazon WorkSpaces #FEHEER | Amazon WorkSpaces & 7 i i
PEHERR
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https://docs.amazonaws.cn/redshift/latest/dg/queries-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/t_Troubleshooting_load_errors.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/db-auditing.html#db-auditing-failures
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/APITroubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/custom-troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/custom-troubleshooting.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/troubleshooting-route-53.html
https://docs.amazonaws.cn/sagemaker/latest/dg/neo-troubleshooting.html
https://docs.amazonaws.cn/sagemaker/latest/dg/studio-troubleshooting.html
https://docs.amazonaws.cn/silk/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/troubleshooting.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/amazonswf/latest/awsrbflowguide/programming-troubleshooting.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/Troubleshooting-common.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/troubleshooting-ssm-agent.html
https://docs.amazonaws.cn/vpc/latest/adminguide/Troubleshooting.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/Troubleshooting.html
https://docs.amazonaws.cn/waf/latest/developerguide/web-acl-testing.html
https://docs.amazonaws.cn/workmail/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/client_troubleshooting.html
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https://docs.amazonaws.cn/awssupport/latest/user/create-support-case-from-interaction.html
https://docs.amazonaws.cn/awssupport/latest/user/create-support-case-from-interaction.html
https://docs.amazonaws.cn/awssupport/latest/user/changing-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/changing-support-plans.html
https://docs.amazonaws.cn/awssupport/latest/user/support-interaction-perm.html
https://docs.amazonaws.cn/awssupport/latest/user/support-interaction-perm.html
https://docs.amazonaws.cn/awssupport/latest/user/support-interaction-perm.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
https://docs.amazonaws.cn/awssupport/latest/user/aws-trusted-advisor-change-log.html
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