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Amazon Direct Connect EEE1&H Amazon B4k F12#t BGP tX#r¥., MREFEH Amazon Direct
Connect A2 Amazon BRSS , M AT AE FiXLEH XL ETEES.

MNFAHELED |, MEFF Amazon Direct Connect B& I FTE B HEHREE NO_EXPORT # XX,
AEELEOMAPEELIRORAKE

R &E A Amazon Direct Connect 15 [RIFAHE Amazon &R , M 4IiEEERET BGP #H{TEEH
IPv4 5 IPv6 B4k, LERBIBRAIARANERIBRRIAE B R.

ETEENANR , EANTHMERERN
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Bt , Direct Connect {1 EHJ Bk Amazon Web Services Xi3, £ ECMP ¥fEH. Amazon Web
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FAREHME OB R B 11



Amazon Direct Connect

RriEmE

us-gast-1
N

-

VIFA

VIFB

VIF C
Direct Connect gateway

East

West

East

. Corporate data

center

. Corporate data

center

West

FAH R L O % B R A1



Amazon Direct Connect AriEE

Amazon Direct Connect ¥ T &

Amazon it & RE £ Amazon Virtual Private Cloud (Amazon VPC) SH A Btk i < B XM 5
e MRy R &iERE, Amazon Direct Connect M T ESEMET —/I\@’%“%/I\ﬁﬁﬁﬁﬁﬁﬂ’gﬁiﬁﬂ%o
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B R AR

« BhLlE#&4& 1EEl— Amazon Direct Connect &% E#Y % BiEE,
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- T AER

- RiIFrTREEESCHER

« AN TREETERNS (LOA-CFA)
- RIFEHNEERTAERMEESR

TR

Amazon Direct Connect B 2K A X IFUATHORE : AT 1 FEKUAMAE 1000BASE-LX (1310
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Amazon Direct Connect Bl EZOMIETEELED

BB T E#ED 2 — (VIFs) FREFF R A &H Amazon Direct Connect i1,

- REELED - NEAREERENGRERRE IP #it# Amazon VPC,
« NHERED  AHERXEOAUFERAAE IP #itiF 8 A Amazon AHES.

o EELED . AEELEO A TiHE S Direct Connect M X<ELH — N Z 4 Amazon VPC &
BRI, B0 R EE D SEMIEER M Amazon Direct Connect & AT EEHE—i2fE
. B> Direct Connect MxEEMER , i5ZHDirect Connect M3,

EEH IPv6 b EEFE M Amazon BRSS , FEBE RS NALBIARE X#F IPv6 Fit.

NEEDIEONRA BN

EiamEE£REERN Amazon BIZR , MBS LG RIEH Amazon RS VPCs ME RS+ T4E
MEWLE IP thut, BAISUBS MERETTRIFTA Amazon BI4R ; il |, 5% EC2 3£4l, Amazon
S3. Amazon BREHY APl K%+ = Amazon.com EAMAE IP #bit, BTG FIE Amazon B
B, AXREANVTIRNEFYIE Amazon , iHZH Amazon VPC A FIEEHEY Amazon IP #hik35EEl,
EHTEE , EAUTH YIS K% Amazon B IPSEER . jsonX ¥, HIE , W TFEXHN IP i
3B

* 5 Amazon IP BB SR P IIHANBIRAL B QAHENEOESY BGP ERMN AR ATRESW

RELEVERE,
« .jsonXHHRFTEER Amazon BI EHCH IP it (BYOIP) #REVEM IP it SBEE , {H Amazon
MaBIAHELEOBEXLE BYOIP #lt,

« Amazon F&¥F&3T Direct Connect 2~ HE# I OB KW BN EF I REFB S NP L,
AmazonFTIEEFH A EAHRELZEO BRI EMEI2%. Amazon

(® Note
BANEUUEE R Py KB IESA (REHEIZHIR/ B fRibit) KEBFRESANE HELR R,

BEXRNEELEONBBERBMNEZEELR |, 15 the section called “ABELIEOKEFERE,
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SiteLink

MREECIBIARERELZED , WWEEA SiteLinko

SiteLink 2 RE#l % A O K AIIE Direct Connect ThEE , © AR Amazon W& E&ER AT AKE
#£[E— Amazon 2 X HEE R Direct Connect # AR (PoPs) 2 RIBMiE#E, XEETLUES
Amazon £ KM EZEAR ML K MEFTLIXEHEHRE, BXESZEL , SiteLink BSHEEN

Amazon Direct Connect SiteLink,

(® Note

- SiteLink £ E Amazon GovCloud (US) Ml E#: XA,
o SiteLink MR At HBFEZNELIED Amazon L EESHREIMNER , NFEER,

FRANEEX(TEIMMPEN B SiteLinke BXEZEE , 5% Amazon Direct Connect EET

SiteLink FXFMAEMEARE, TRERTEAORBURREZ X,

A RE XEFIFXZE
REEAED X

EZEINEFELIMXH Direct X
Connect Mx WA ERELEND

EEINEELMXEFERN X
X FoxExH Direct Connect ™

XA AEMEO
EERIELDMINLEELE FAX&F
O

NEEREAN Tx#

BT SiteLink /3 ARV EAZ DO M Amazon Web Services Xig ( BIIsE A< ) BlA#b{B 7
ENRERBITHIETE Amazon BBETMER BRIA Direct Connect ERMZENTHBETRE. BH

SiteLink %
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fa SiteLink , TTieXEXHI XF 04 , 5k B K E #13% 0 # Amazon Web Services Xi& Ei%M Direct
Connect LB AS BEEKERIEHN BGP &, i , RE2XHNEA Direct Connect {iiE 2 T X< EXAY
Xig, REMA , SiteLink MERIAERT , REEBMRFZHMARRE L EEREZM KK
# Direct Connect fiZi& Amazon Web Services X1 , Blff>k B 5 E X 1#<Bx#Y Direct Connect fi &
NWEHBEENBRERKERE., EEHPEMKXDEFEIZMNAEY Direct Connect i EEIX<EX Amazon
Web Services X B2,

SiteLink XF{FAERE M MTU X/MF 8500 =% 9001 , EABURTERIBZEORE, BXEZER | F5
] MTUs BFREELZEOSERELED,

RE #L 832 O B9 SRS A

EOZEMEOZE , BT TRE

- DIBEE. AXESEER , FHH EAEEODSOIBER,
- HEASNEREFEUNENMEENEEN |, OB -MEERSE (LAG) . AXEER |, 152
FRHERES LAG KBk,

&

EREERED  BFEUTER !

R FIEELR
Connection BERHHBZEIEDO M Amazon Direct Connect EZER KRR A A (LAG).

EREARR OB,
EEOmMEE OREENS—IMKFQZEMRE , WEES - Amazon IKFHIIKFS 1D,

(NBRAEEL  EEEFIR— Amazon X VPC , BEENEHCH VPC RHENAER

EO) EE X, BGP &% Amazon i#H) ASN MEBIFAE KR, HEBABEELFAEW
KEt, BALEEBCSWFE ASN, &N , Amazon £EMHERIA ASN, Bx
EFZELR |, EZH (Amazon VPC AAFERM) PWLIEZERFAEMNx. BN
Direct Connect FMxiE#F| VPC , 2 E E Direct Connect WX, BXEZER
, I5Z 5 Direct Connect M,

(@ Note
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RIR FRiER

i}

WA RETE B O EX & M < f & £ < /Direct Connect M < {#
HEH ASN,

AR E — NP MK ASN TSN ELED,

ZAERZOTLLEBGMERE N E LMK /Direct Connect M>x ASN #
EZF Mk ASN , iR 2418 T T RE#H Direct Connect iE$#, I
m -

LM% (ASN 64,496) <---FE#1#2 0 1 ( Direct Connection iE1%
1) > B M% (ASN 64,511)

BRI % (ASN 64,496) <---FE#1#2 0 2 (Direct Connection connectio
n 2)--> B % (ASN 64,511)

VLAN BREE LR ARERNKE —EUFEMN ( VLAN ) #i5E, ZEXLANT 1 H
4094 28 , B HABFEUAM 802.1Q 5. F{A£3E Amazon Direct
Connect EZM R E & HMNEA LIRZ,

MREEEEERE , NER Amazon Direct Connect §1E S MHILE, A
BEMEOR , TEEIULE,
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R FRiER

i

& IP thit RO TSRS IPv4, IPveSEHR—1 ( M1k ) B BGP X¥F2FE, BAE
F Amazon jttH#) Elastic IPs (EIPs) S B IP t#thiit (BYOIP) kA2 2 52
B0, BREER—MELEO LR — IP thiut R5I6|E 24 BGP £i&, IP
bk SEE 2 B E BGP MEKFEELIEONE — iR,

IPv4:

(MEBRAHKENED ) BLAEEECSHANKE -8 IPv4 bil,

(® Note

 RERARERED (Ps 0% 2 B T LR EHEAA N P S
B, XGRS AN A P i SRR
AT BOP WEAE  MFAEBTENEOBERAT
NAT,

BAVFALRERATRBHRATE Amazon SRS PV M3t
R,

EANRNTZ— -
" % imA (Pvd 8 CIDR

SR AREMLRA IPs ( EFREEIAREM Amazon ) |, BEX

% IP 1 Amazon BRHEENE IP L EAERM FRED, Hla
MREDET —4/3158E , Hl20203.0.113.0/31 , MATLLF
H203.0.113.0 AFXNE IP #1203.0.113.1 X Amazon & IP, =
E, MREDET —N/248E , H1201198.51.100.0/24 , AT LASY
H198.51.100.10 ATXE IP #1198.51.100.20 X Amazon &
1P,
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RAriEmE

Gy e

i}

=
N

&K Amazon Direct Connect S1EX 5L ISP B IPSEE , AR
LOA-CFA #1%,

Amazon $=t#Y /31 CIDR., BXR Su Amazon pp ort BiEA 3t IPv4
CIDR ( HTfEERPREAH] )

(INFEFEELED ) Amazon ATLAHEERFLAE IPv4 ik, INER
FECHEE , HFHMRCIDRs NEEMRFOEENLEED , BN DI
Amazon rect Connect # OEEFAEZE O, Hli0 , BEOEEAR R L H
REAM IP thit, SRARELZEORL , XF IP F Amazon B HESXY
% P XERAMEBENFMBEE, flin, MRESE T —1/30EH ,
$140192.168.0.0/30 , MATLAOFHE192.168.0.1 ATXE IP
#1192.168.0.2 X Amazon % IP,

IPv6: Y Gi#h& HE RSB — /125 IPv6 CIDR, B BEIEEHCSHIXE
IPv6 it

b3t R 5 BGP XM&XERBRXLER IPv4 ER. IPv6

BGP £ &

18X — i BGP 2EMLAARMBFLAMKINIY (BGP ) BARES (AS

N). REFEHNILE ASN , MIXTREEFEN. MREEANRF
B ASN , MAT LR BEEHENX ASN B, XTF 16 2 ASN , ZEXITE 64512
Fl 65534 SEEN. XF 32 fiZ ASN , ZEXITE 1 B 2147483647 SEE Ao
MRS AEERLEOFEAFIE ASN , MBEARS (AS) MENTEER.

Amazon MD5 BRINER T B H. BT EESULED,

MD5 BGP & RiIFF4., B REE SN EHRIERA , thablik
Amazon NIBER—1N%4A,
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RAriEmE

RIR

( X PR RE #h
BO)BENG
ORTE

( XPRFLAE
#0 ) E&m

(IXPRAPEREE
#0 ) E&m

FREBER

i

ZET BGP KAV H IPv4 IPv6 SRR, EHLER BGP ED N —
MEIR , &% 1000 NETR

IPv4: 2 LA FE—%4 7 E Amazon Direct Connect B¢ , IPv4 CID IPv4 R ]
DEERAEMNS — ML CIDRESE .

- CIDRs fttfi15k B~ [ Amazon B X, #RELABRRENA BGP #KX
RE.

« HBEEI/WHEEFRELHE ASN 8, ATLUER AS_PATH,
BREZER , FSRBHEKRKMN BGP X,

J&iT Direct Connect A ERIED | EALUREIEEM /1 F /32 LARM /1
F /6 IPv4 4 2 EINEERIBREKE., IPv6

BRI M BN ALE VIF RMFARBIER , HER Amazon support R
XERIR, EENIHERT , FREESFERMNEILE VIF HAFHTLMH
Hth CIDR BI& %I &K,

BIRESNRAREREN (MTU), Amazon Direct ConnectZBRIAN 1500, FFEE
PO MTURE R 9001 ( EEN ) JRESSBEFNREKEYEERE (WRE
ZBAREHUZIFERN ) , EMEZESPHEEEXBENAMEENZEONN
BiEE KKK 30H. ERMICERTRkEWEERH, Amazon Direct
Connectil R B RPARMIBEEELFAE MKW ERSEE , WETBRSEKH
RRRENMER 1500 MTU Xix, EREEEREDZEORSIFERM
B 7 Amazon Direct Connect 2 &l &P HIEF , AFEENED “EAEE"
NH LRI HFERM,

BIREINBRAREREN (MTU), Amazon Direct ConnectBRIAA 1500, FFEE
EOMN MTURE SN 8500 ( EEM ) JRESSBREYIEEEEH (R
ZBREHAZFERDN ), EMEZSPHEEEXEKNMEEZEONM
(EIESE | BRK WL 30 ¥, Direct Connect &% 8500 MTU B E &dii, 7£
Transit Gateway X EENFHFSHEBEMEEERNIFER M , ZEMNE
B VPC B HER%ZB K EC2 £H1F Transit Gateway Kiff, EREIEER
ERlEAOREXIFERMN | {57 Amazon Direct Connect #2#| & PR HE S |
AREEELNED “EAERE mTH LRI RGERM,
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BIEERIZEOR | JUUEEREEREONKF ., YHE%EREN Amazon IKFFEEHNIK A, UTHR
NEA :

« XFFE VIFs M5 VIFs , iZ0K F5E A T E #4480 FE #AFA 8 M < /Direct Connect < B #x,

« TR VIFs , ZFATEDEO TR, HiEEE (DTO) £AER Amazon Direct Connect ¥1E
fERRRE T RIAEEITE,

® Note

P& Direct Connect E#IIEZEOX AT 31 L. BEXREZEE , HS /W RFC 3021 : &
B FERA 31 VAT, |Pv4 Point-to-Point

MTUs ATRAREAEOTERELED

Amazon Direct Connect T8 E X3 K/ 1522 5 9023 FF5 ( 14 FFLAARFRL + 4 £ VLAN
FE + IP BEIRFET +4 T FCS ) BELAMMA /D,

MEEENRAREEEN (MTU) REBEI ZEZEAENRATATRIESH AN (AFZTTHE

) . ERFAEREOMN MTU TTBLE 1500 5% 9001 ( EEM ) . EEEAEOMN MTU TTELE 1500 =
8500 ( E&Mi ) , BWAIAESIEEOREE MTU , Al G BN RN ERTER., NELEOMN
MTU & &} 8500 ( E&MI ) =% 9001 ( E&EM ) AR« SBEFNRKEYIEERE (MR 2 REFH U
SEFEEM ), EREZECPMSEEXRAIMEELIEOMNNEERE , KEKUTX 30 M. EREERE
REMEOREXIFERDM , B Amazon Direct Connect & A EED | REE “BE &M+
FHRE ZRHERM,

AAEELEORTREMNZEOSAERNE , FRENEEXFERMAERES LAG XBk, EED
EINF B MK Direct Connect MxMFABELIEND | & EEE Direct Connect Fx iy A 55 B 13E
OXEERM, IREERNMNESHRBBEEFATEN MTU BENABEELIZED , HEHEM Site-to-
Site VPN B 5 MHERIEEH , NEEA 1500 MTU,

/A Important

B & i {E A T @S i MR E B B Amazon Direct Connect &3S A &% B < 1Y B8 S 2%
B, PEMKXLEHERMNEZHEF 8500 F,

MR EC2 E2HFXIFERDN |, N'E4M Direct Connect EHFEH T, BRT C1, . T1 1 M1
29\ CC1, FiE EC2 EHIXBBXZKFERM, BXEZFEE , iHZH Amazon EC2 AF#E
EHRHEN EC2 EHIHNMERAEZH LN (MTU),
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N THREERE , REKHE Direct Connect TERXEZ EEARN S sEE AEEN., MRERE
EERERAERM , NEEMEE EBEER M.

BRADBELMEORE MTUNSR , FERRELTENLEDON MTU,

Amazon Direct Connect EE¥l# 0O

BRI - NP EEMEOERERPEMNX , gl AEMEOERLERR (3 VPC RS ) |
HolE - M RABEMEOERE VPC,

ERIRAZEY K F = Amazon Organizations 5¢REY Amazon Organizationsik /= 7~ [& B9 ik 7 61 2 && #
RE, HUE— I REELDEO,

EORELED , FSANUTRR

- BB AEREEED
- SIEREELED
- B2 2| Direct Connect MKW R ELED

FoREMH
EEFHRzE , FREREMET EEONEAZHEHRNEER,
HE RO RS Direct Connect W< i 5o R4

E ¥ Amazon Direct Connect IEHSHEIZFMERMN K | DN EEQBERED, BEEEETM Direct
Connect W%,

MEEENRAREEEN (MTU) REBBI ZEZEAENRATATFHRIBESHARDN (AEZTTHE
). BEFAEEOR MTU TJLLR 1500 5 9001 ( E&mT ) , HEELIEORN MTU TJLLE 1500 =
8500 ( E&!Mi ) , BAILAESIEEOMIEE MTU , i A ERI BN EBTENR. FELEAON
MTU &7 8500 ( E&Mi ) =% 9001 ( EEM ) AIRELSHEFNRKEWEERE (MREZHREH N
ZEHEERN ), ENEEAPMSEZRRNMEELZEONNEERE , KKITEI0YW, EREEE
HELEOESEXFERM , & Amazon Direct Connect &l &P E%kS  REERELMF L
KA FER M,
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/A Important

MR EMKXE—NHZ 4 Direct Connect Moxx Bk , M5 MK F Direct Connect M 5x
FRANBEBRES (ASN ) HATE, Hlin , REXS R %H Direct Connect M {8 F B
IAHY ASN 64512 , M RBRE K[ kM

#2 Amazon Direct Connect 2y E #1320

SRR - NMEERMEDON , BRITUTREERR 72 /MIREFRMUEENER,
MEABERNED

1. T https://console.aws.amazon.com/directconnect/v2/ home # 3T 7 Amazon Direct Connect=
Hlo

ESMEKD |, iR Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (RE#\ZEARE) T , X T Type (KH) , 1£F Public (88).

£ Public virtual interface settings (A BERLZEORE) T , MITUTERE :

o A 0N

a. X F Virtual interface name (B#MZOZ) , m AELEO B,

b. ¥F Connection (E#) , EERZEA T ZE O Direct Connect iE#,

c. X¥F VLAN , W AL EM BN (VLAN) B ID 5,

d. X¥F BGP ASN , i A E B O A X SEAEEBRANILRAMXDPUEERSESRS (ASN),

BRIERN 1-2147483647,

® Note

B Amazon AHERIZEOET BGP MELER , EMA 7224 /E3 ASN EMHZE
BGP £i&, Amazon BRI HIFIE - MK1ZHZ LA ASN M 5i% ASN RfE,

6. 7£ Additional settings (HftZi%i&) T , HITUA T iR4E .
a. EfLE IPv4 BGP 551 IPv6 &4k | BEHITUATIRE :

[IPv4] ZEE IPv4 BGP &k | BiARIPVAF AT TE—BF :

BEAFELED
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- ERCEEXE P it , BEEHNHRERNE IP H , WA Amazon REEKIAFER BT
IPv4 CIDR 231t

« XF Amazon BEHIXNZE IP , B AR TOELXERERN IPv4 CIDR #iit, Amazon

[IPv6] ZELE IPv6 BGP X &K |, iEi£FIPv6, X1 IPv6 Htit 2 ML 5%k Y it Sth A B 3 29 B
IPv6 B, BT BEIEEBEN IPv6 Hitit,

b. ERMHE B2 H BGP 47 , M A LMW BGP MD5 #4A.

MRETWMAE , BRIFER—1 BGP £, MRERMUTHCHESR , RERIMNNEERT
Z NZEREREEMEONELZEOFAFEENE LN BGP SR IERMAIH,

c. M Amazon E£FIR , N TEERNHIR , FAANELELE O FRERBAIR IPv4

CIDR Bfritzit ( HIES DR )

/A Important

BRI EIM BN LNE VIF RMBAABBILR , HEKER Amazon support SRAH XL HER,
EERNZERAF |, FRESFERMNELE VIF AHTLOMBEAM CIDR G145 &K,

d. ( ®i& ) AR BRIRZ

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE, WmARE

[ BRIRE] TEARESE | %1% Remove tag (Ml BRHFZE).
7. i&#E Create virtual interface (BIZZE#LEED),
8. NEMERFTHRHBEE, BXEZEFER , FS5H TH BHSFEEHL,

AW TITH APl QIR N AENEO

 create-public-virtual-interface (Amazon CLI)

» CreatePublicVirtuallnterface(Amazon Direct Connect API)
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#2 Amazon Direct Connect FAB E 10O

B LA 54889 Amazon Direct Connect EE#EMN TR —XENWEL T AMXEEREELIEAD, X
3 Amazon Direct Connect WXxEEFAEELIZEONEZEL |, 5 Amazon Direct Connect M 3%,

WMREMER VPC MS 8 VPC , REF B NEE FAREELRE, BUREELE  BRESEHHRMNEE
VPC RlBgL&L R, MREEE  BUNERBLERE. AXESESR  H5H (Amazon VPC AFiE
) PERBRDEARHERE,

MEEEANRAREREN (MTU) REBBI ZEZEAENREATATHIBESHARDN (AEZTTHE
)., BEAFAEEOMN MTU TJLAR 1500 5 9001 ( E& ) , FEELIZEON MTU TTELE 1500
8500 ( E&MT ) . WA LAEGIEEOMIEE MTU , AR 2O EXN E#TEH. FELEON
MTU i& &3 8500 ( E&Mi ) =% 9001 ( E&EM ) Al S BEFHRKEYWEIERE (MR ZAIREFH U
SHFERM ), EMEECPMEEEXKNMEEDIEONNSERE , SKATX 300, EREERE
RELIZEOREXIFERM , B 7E Amazon Direct Connect &l AFFHES K RAEERELET+L
BEZHERM,

BES VPC HWAERELEND

1. 7E https://console.aws.amazon.com/directconnect/v2/ home A $TFFAmazon Direct ConnectE

Hlo

ESMERKT , &R Virtual Interfaces,

%% Create virtual interface (BIZZE#1EEO),
EREMBEOXRET | EREAE,
EREEMEORET , WITUTEAE .

o M 0D

a. X F Virtual interface name (E#MEOEZH) , W AELIEO B,

b. XIF Connection (%) , EFEER T t#E O K Direct Connect E#%,

c. MTFEEEOMAE , MRELIEOZEHTEMN Amazon Ik | FiXZERH Amazon K/,
d. X}F Direct Connect M>x , #%£3® Direct Connect M3,

e. T VLAN , ALK EFBEM (VLAN) 8 ID 5,

f. XF BGP ASN , % AFTE UZ O M A b 39 S B8 B M0 R MK L BA RGBS

BEMERN 1% 2147483647,
6. HEMIMIRET , MITUATIRE -

a. EfLE IPv4 BGP XY IPv6 F4K | IEHMATU T #H1E .
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[IPv4] EBLE IPv4 BGP X &K , BIRZRIPVAHNITUTE—R%E :

- ERCEEXE P it , BEEHNHRERNE IP H , WA Amazon REEKIAFER BT
IPv4 CIDR 231t

« XF Amazon BEHFIXNZE IP , B AR TOELERERN IPv4 CIDR #iit, Amazon

/A Important
EZi& Di Amazon rect Connect EE#L#E O , LA RFC 1918 EEECH IP ith
o, EREMIUER , HEIEFEM RFC 3927 169.254.0.0 IPv4 /16 Link-Local 3&
B Amazon 2 ELHY 2 BELAY /29 CIDR it # 1T #E,  IPv4 point-to-pointiX £ point-
to-pointZE#E N E 1A T A E - Mx B8 Direct Connect i < Z B eBGP
WM&, T VPC REHFBEEELHM B , /21 Amazon Site-to-Site 45 IP VPN
Transit Gateway Connect , Amazon B %& 7 M X% B a8 L F PR E 5 5 15 MW 5
O/ERRH L= B ARitst , MARERE. point-to-point

« X RFC 1918 WEZELR , TS WFE BB MY 1k 2 Fo
« X RFC 3927 WEZEER , BS IPv4 85 A it W SEE

[IPv6] ZEELE IPv6 BGP X &K |, i§i£FIPv6, X IPv6 Htit 2 ML 5%k Y a1t Sth A B 3 29 B
IPv6 B, BTBEIEEBEN IPv6 Hitit,

b. EFHZAELHEIT (MTU ) M 1500 ( FRIA ) Bkl 9001 ( E&EM ) |, WHikFEE RN
MTU ( MTU K/ 9001 )

c. (A& ) “BA” T SiteLink , 1%#F “/5 A" LA/Z A Direct Connect A R Z BRI EEEE,
d. ( °i& ) AR BRIRZ

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WWF Key () , mABBEM,
- XNTE, WmARE

[ BRIRE] FTEARESE | %3 Remove tag (il BRHRZE).
7. i&#E Create virtual interface (BIZZE#LED),
8. NEMERFTHRHBEE, BXEZEFER , FS5H TH BHSFEEHL,
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ERABSITH AP QIR B EED

« create-private-virtual-interface (Amazon CLI)

» CreatePrivateVirtuallnterface(Amazon Direct Connect API)

#1ZZ| Amazon Direct Connect <y it E IO

TS 35 RE #1380 3% 2 F) Direct Connect MK Z 81 , 18 ERE LA,

A Direct Connect W< BLiE A #5132 O

1.

o A 0N

£ https://console.aws.amazon.com/directconnect/v2/ home H T 7 Amazon Direct Connect3

Mo

ESMEKD |, 14 Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (B EOXE) T , XF Type (X&) , 1%&$F Transit (F¥).
£ Transit virtual interface settings (PH#ELIZEORE) T , MITUTRE -

a.

b.

¥t F Virtual interface name (EEMZEO R , W AELIEO R,
X F Connection (%) , EEE A T O M Direct Connect E#,
NFEEZEOMES , MERELHZOERTEWN Amazon IKF |, HiEEFEEHN Amazon K,

. X¥F Direct Connect W3k , i£# Direct Connect M>x,
. XF VLAN , S A B ELVFEM (VLAN) B9 1D B,

XF BGP ASN , B AFELHEZEOMN A ERAZNE R NP EARRES,

BMIEN 1 3| 2147483647,

EMMRET , AT TERAE

a.

EEE IPv4 BGP FX IPv6 FE , BIATUATRIE -

[IPv4] ZELE IPv4 BGP &k | HiARIPVAF AT TE—BF :
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» DeleteDirectConnectGatewayAssociation(Amazon Direct Connect API)

EFEABTITH API EFHEMX A FNITR
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« describe-direct-connect-gateway-kf# (JAmazon CLI

» DescribeDirectConnectGatewayAttachments(Amazon Direct Connect API)
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8. 1%&#%F Associate Direct Connect gateway (<Bx Direct Connect FX),
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» CreateDirectConnectGatewayAssociationProposal(Amazon Direct Connect API)
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» DescribeDirectConnectGatewayAssociationProposals(Amazon Direct Connect API)

EA ST APl 32 XEIEWN
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« delete-direct-connect-gateway-fr£x12 2 ()Amazon CLI

» DeleteDirectConnectGatewayAssociationProposal(Amazon Direct Connect API)
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A X Organizations BWEZ{EE RCPs , ‘@& Amazon Web Services RS ZZFH%I&K RCPs , &
2% {Amazon Organizations FAF¥E/) FHARZEFIFKE (RCPs).

- REFRE  QERREIZURESXNNACTEKSAF RGN SFRENSHEEN S RERE,
ZRAFNNREAFIACHETENNRENSERBAIRE, NREALREETRFNE
B, F—URBIPNEXNIELNEEZAT. BXESZEE , H2H IAM AFEREPHNLSEERRE,

ZREERE

SN REWRBEA T —MERE , ERHRREMERNELNIER, ETHES RS HRBEE R
A Amazon BERE AVWER , HSH IAM AFEEHHRBITEEE,

Direct Connect Il & |IAM & & £

EFEH IAM BT Direct Connect B 15 1R 2 81 , T #BRLE IAM Zh&E R A F Direct Connect,

A 5 Direct Connect &£ & ERAR 1AM ThiE

IAM 431iE Direct Connect X ¥
HT B HHERRE =
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IAM $51E Direct Connect X #F
T R R =
R {E 2
RIGHIR £
EHELE (BETRS ) g2
ACLs &
ABAC ( REEHHIIFE ) 4%
I B R AE 2
EBRR £
B A £
RSHEXAEE S

E 4| T ## Direct Connect Ml Eftt Amazon BEZ A S AKZ % IAM SheEl&EA |, 55HE IAM B/
{ErT S IAM B A FBAmazon RS

Direct Connect £ F 5 I K&
YEETEHHXKE 2

ETEHNRBETMMESZH (N IAM AP, AFASAER ) B9 JSON RRREE A, XL R
BERAFNASAEMAMEA T BLERFRITHERE, BETHRNMGTEZETSHNNRE , SR
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

B IAM ET S H0KE | B USE R TFRELNRENTRUR R IFRELEREENZHE. &
TEEETEONRBHEEETE , BN CERTEMMNAFHAE®, BT HAE JSON K E
RWFrELE , F5H (AM BFHER) S8 JAM JSON KB TES A,

Direct Connect £ F & 48 K& ‘R~ 5

E & F Direct Connect ET BB KRG , SR Direct Connect & T 5 1789 K BE 1~
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Direct Connect E T &R K
YERETHRRHNKRE &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FEMERE, EXHFETRARNEKBHRS T , RSEER TUERCIREHNEFE
RFENERE N TEEFHMINREEN TR , REEE SIS E 47 BT ZFRITBEREAREMFA
FHETIMIT, EXMEETHRNRBFHIEEETE, ERATUBEKS, AP, A€, REAFH

Amazon Web Services B

ESHABK/AE , SR LCHENKF S E MK PH IAM SEEERNETRENRBDN ESH, &
EKFEEFMBETRERANRBERRELGEEXRRIEN —F¥ME, YERANEFRLEFFREMERN
Amazon Web Services IKF , AIEIKF K IAM BB RAEMAEZEFEAZER ( ARSAR ) RFiAE
TRR, 1B NET SO REMMESMEUR TR, B2, MIRETRRNEXHERERE -
KEHRHNEERTFHRENR , WIFFEFNANETEONERRE, BXEZEE , 52H (IAM AFE
) HH IAM BB IK F BRIG A,

Direct Connect By K B& 14k
TERERIRE B

EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAAIL M ATIRK
1THRE | UREMFLAFHFTNIT.

JSON HEEH Action TEMAR A THERE T AV RIELILFAVIRE, RBEREBEEXRRN
Amazon APl R{ERI B . B—LEHISMER | PIINRBIE APl REMNRNIR B4, BH —LRESE
EERBPNITSMRE XL MNRER I BRRE,

HREEF 2 ERFEUR FHATREIRERIRR,

E&EE Direct Connect #1E%5I% , 3 (Service Authorization Reference) H#J Actions Defined
by Direct Connect,

Direct Connect BV R EKIRIEEIRIEBIFEALUTEIR -
Direct Connect
EERMEQPEESTRE  BEAESFHElRT.

"Action": [
"directconnect:actionl",
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"directconnectaction2"

]

Direct Connect By 5 B 4R
TERBERR : 2

IR A LAER Amazon JSON KEERIEEWARBRMT L, tHFRY , BN EET LR IFER
1THRE | UREMALAFHTNIT.

Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXHEE Resource :|
NotResource T, EANREXE , EFEHHE Amazon BEE# (ARN ) EARR. N TXEFHE
WRERE (MARRENR ) BIRE |, BRI LARITILIEE,

NFAZEFRBRENREORE (WIHRE ) | FEABES () BREINATHRERER.

"Resource": "*"

E & F Direct Connect BRFEE K HFIR ARNs , i55 1 {Amazon Direct Connect APl| &%)
8 Direct Connect EX M E R, BT BB LIEBRLEREHIEEEN TR ARN |, 5SS Direct
Connect & X HY121E,

E&EF Direct Connect ET B HIRRERHI , 1555 Direct Connect EF B9 HIFIE =G,

E&EF Direct Connect ETHRIKEERHI , iS5 Direct Connect E T EH AR R (FRET
HEWEE) .

Direct Connect By {45

XEFRHETRSHRESRFR : B

EIE R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATB T ATIRR
1THRE , UREMALAFZHTHT,

f£ Condition Jt¥& ( = Condition k) A , AT EBAERMEZM. Condition TERTIE
N, BUUEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
MEE,

MREBE—MEIHIEEZN Condition TE , HEE/ Condition TEHIEEZNE , NI
Amazon £ B %8 AND ZE T El]l. NRERNBENZERIEESMNME , NFEHIBIEBORZE K
Amazon &4, EFEFIEUTNNIR BT HTHE B FTERN S,
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EREERGN , BETUERASUNEE. Sl , REEEA IAM AF &2 IAM AP, 8385
HETFHRRRHNNR, BXEZELR , F2H (AM AFERE) 70 1AM ERTE  TENHZ,

Amazon TEELRXHZHRNBETRSHWEHER, EEEFE Amazon £REEHE , E5HE IAM B
FPIEmP M Amazon £ &G LETXE4A,

E & F Direct Connect £48%1%K , 525 Amazon Direct Connect APl £ d# Direct Connect Y
SR, ETHULUARGEERANRENRR , 52 (Service Authorization Reference) H#Y

Actions, Resources, and Condition Keys for Direct Connect,

E&EF Direct Connect ET B HIREERHI , 1555 Direct Connect EF B9 HIFIE R~H,
ACLs E E#EE#ERH

¥ ACLs : &

TREFIFIR (ACLs) 2HIPLEREA (KFKE, ARZA. ) BNBRER, ACLs SETHIRM
REEREL , REEAITEM JSON KRB HEER,

Direct Connect By ABAC
Y ABAC ( REEHFHINRZX ) : B0 XF

ETEMEMNIERES (ABAC ) B—RERDURE , ZRBETEMERELNR, E£H Amazon , XL
BHEMAIRE, ERLE IAM £ ( AFRRAR ) MFZ Amazon BRIRMIIFRE, PR8N R
7= ABAC BV —H, R/FIRIT ABAC K& , BIEEHAIRE S4T30 05 B 89 RS TR BT e ViR
.

ABAC EREE KW EFEERR , AERBERTSEIUNITR T AR HEF .

EETHRZEEE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNZ 4 TEPRUFZER,

MRENBREN TEMBERREBIEMAX=1FMER , IXT RS  ZENR. NREMRSN
NTED RFRBEXIIGAAAEX=AZERE , NZENES

EXABACHEZEE |, 2R (IAM AFE®E) RWEA ABAC BIUE YR, EEFIRE ABAC
SHRNWHE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .

%} Direct Connect { F IIf B 1
Y HFIEFHEIE - 2
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VR4 A I B E B B AT , L Amazon Web Services BB FE/EMA. BEXFEZEE , TIFHL
Amazon Web Services RS ERA FIRETIES |, HSH IAM AFEEFH A Amazon Web Services RS
SEAMBEFERANER.

MREERARAF B MEZBZANEMRAEZEZR , Il Amazon Web Services Management Console &
AR RIGHES, B0, H& Amazon EALQ TR S B F (SSO) gEF#TiHEN , ZIEL B30

BinrtiEf, SEUAFRSHEREFE , ARVMRACRKH , BE2B8HRIRNEL, BXURAES
MEZER , BFZ5H (AM AFER) PFRMNASTHRE IAM B (EHE ).

O] LAGEF Amazon CLI 2t Amazon APl Fa 8|2 IGRHER, RAFE , B LAERX LG EP#*ITH
8] Amazon, Amazon BWZEHREKIGHHES K MAREAKBPIHRZH. EXEZEE , BSH
IAM R I et 22 &,

Direct Connect B9 ¥ BR %5 F A1 R
TEEEBRILSTE (FAS) 2

LIRER IAM AP RABERHITIREN Amazon , BEANEREA, EAEERSH , £8ES
BAT— MR, ARUBREERMRSTE S —NEIE. FAS FABAZEANRBRIK Amazon
Web Services RZ 8 T FARS & HiERMER, Amazon Web Services REREBYURFZKWIEZES
Hh Amazon Web Services RS S ERREFRET KR ERE , F2&EH FAS K, EXfER
T, BATNEFRTXRIRENNR, BXRKH FAS BRISWERIFE , BSRERTR S,

Direct Connect IR A&
YERSAR 2

BSABGRHA-MBSEEE. RREMTEREN IAM £6, IAM EE R ATUE IAM F 42, SR H
RIS AR, BXEZER , HSH (AM BAFER) FM8/2E [ Amazon Web Services IR S5 Z R
BRHAG,

/A Warning

B WS AR ATBEL IR Direct Connect BIZhEE, X 24 Direct Connect 12t 4H% 18 S A
FTIRERSAE,

Direct Connect RS HHKX AR
YERSHEXAR . B
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BEEXABRE —MEEIINBRS A, Amazon Web Services RS RS T U AR KREHITIRIEN
A, RESHEXABEIESLNF Amazon Web Services i , FBRAREAAE. IAM EERAIUE
EETRERERSHEX<AGHR,

BAREUZBFEERSAXBEHNFAGE , FERELS IAM BEEABAmazon k5. ERPE
BERSHEXARIPEE Yes R, RRREEUERTZRSHRSERABNHE,

Direct Connect &F & 13 #9 5K B& =451

RNERT , AR FAEEELIERIEH Direct Connect BRHINPR, 41t TEEMA Amazon Web

Services Management Console, Amazon Command Line Interface (Amazon CLI) 3 Amazon API
TES. ERFAPNAERBRITRENNER , IAM EE G AULIE IAM Kig, EEABERM

HERMIAM K, ARAURKARE,

BT RUNMAERIXL RG] JSON REEXHEGIEZET IAM BN EE , 56 (IAM AFiERE) Pt
2 IAM K (2F8 ) .

&> Direct Connect EXHIREMARER (@REMRREENER ) WIFAEE | 53R (RE
BN S#E) 1 Direct Connect HiR1E, FEMEH%4. ARNs

£

- KRB REXE

« Direct Connect &R, REMEH

- £ Direct Connect 2%l &

- ATAFPEEMHIIB SR

+ % Amazon Direct Connectfy R i1/ b X R

+ X Amazon Direct Connectfd 58 £ 177 (8] X iR

« Direct Connect ET B RBE =Y (FRETHRENEM)

REERIEREK

ETBHNEBAEEARSUUEZNIK-FEIZE, 15 =MBR Direct Connect BiR, XL /ET]
BESfE Amazon Web Services IKFF =R A, SIERBREET SMNRER | BEEUATIERENE
™

o FFHREERA Amazon EERBEHELRENBENERE — EFAROAFMNITEASER TR , EERARET
ZE N AFR TR AmMazon TE XK., SINIERBMAF AT A Amazon Web Services K. &
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B WEE T E XX B AFIR Amazon EFHEERBRHE—SHIONR, BEXEZER |, FS
1 <IAM BF#mE) £ Amazon & = FE I THEEREER Amazon FEE 2 KB,

. NMARKENR : EEA IAM RERENRE | FUIRFRITESFENNR, Atk , BALUE N
ERERGTUIUNBERBFRIITHERE , SR ARKENREFRT, EXER IAM NANRHNESE
B EZR (AM AFER) F1 IAM YR B FIER

o M IAM FKREPRE4HE —SR& B ABR ;487 LA 6] 5K B 0 544 3k BR & X R 4E R &R M 15 1] .
Flan , BAILURERBEZ G RIBEMSAMEA SSL KIXFIAHER. IRBESBRERBEIHENARE
AR, Nt oA R RRFXN RS BRERN LRI Amazon Web Services BRS |, #1320 Amazon
CloudFormation. BXEZEER |, 5 (IAM AF1ERE) F# IAM JSON FTE : &4,

- M IAM Access Analyzer BiIEZH IAM KBS | SUBFRNREHLZSEFIhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIIRENEI , SHBBEFIELZ S BINREMRN
Keg, BXEZEER , BZH (AM AFiEmME) PRIEA IAM Access Analyzer ¥ SR B,

- EEZEEHRIE (MFA)-T1R Amazon Web Services Ik EHIZSEEE IAMM AFRBAF | B
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH RSP, BxX
BZEE , B5H (AM AFERE) RHEA MFA RF APIIAEIE,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,

Direct Connect ViR /E. BIRMSFZMH

BEEA IAM ETBGHRE , BUUEEATRELNRENRRUR AFRIELBENS
#+. Direct Connect XIS EMRIE, BFEMFMHR. ETHAE JSON KRBT EANMATE , S
59 <IAM AiF#ErR) HRY IAM JSON KB TESZE,

BR1E

B R W LAEA Amazon JSON REERIEEERMIARMT L, BRI , WA EMAATLN A TIRR
1THRE |, UREMALAFZHATHIT,

JSON KEEH Action TEMAR A THERE T AVFRIELILHAVRE, RBREBREEXRRN
Amazon APl R{ERI B . B—LEHISMER | PIINRBIE APl REMNRNIR B4E, BH —LRESE
EERBPNITSMRE, XL NRER I BRRE,

HREEFE2ERFEUR FHATREIRERIRR,

Direct Connect B RBEIRIEERERBERA L TRIS - directconnect:, Bl , ERFEA
B33 Amazon EC2 DescribeVpnGateways API 2{EZ1TIE i EC2 EHIMNIR | BEE
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RAriEmE

ffiZec2:DescribeVpnGatewaysEFEEE MM RBEF, REFEWLMIE Action H

NotAction Jt#, Direct Connect EX T —4HBCHIR/E , KB ETTLUMER ZREZHITHES

AR RIS BE R F X B9 152 BV BR Amazon Direct Connect,

"directconnect:Describe*",
"ec2:DescribeVpnGateways"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
1,
"Resource": "*"
}
]
}

LT RBIRBER TN 215 R PR Amazon Direct Connects

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}

E & E Direct Connect #/E5IXK

RIR

EZH (IAM AF~$85) F# Direct Connect E X B 1E.

IR A LAER Amazon JSON SREEREEWARBRMT L, HFRY , BN EET AR TR

1THRE  UREFLAFHTNIT.
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RAriEmE

Resource JSON R TEIBEEMENAREN —IPHZ AR, BIULIMEBE Resource |

NotResource T, ENZESRE , FEAHE Amazon BEEF (ARN ) BERR., W FXFEE

RFRE (MARBRNR ) BIRE | BT SHITRERE,
X T AXEFRRRNROERE (WIHRE ) | EEABES () ENEANATHERR.

"Resource": "*"

Direct Connect EHL THAZA ARNSs :

BEZERERIR ARNs

RiIRER ARN

dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

dx-vif arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceId}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

AXRERAWEZE S ARNs , HS 1 Amazon FEAF (ARNs) M Amazon R & ZEiH,

Hlan | BEBAFIEE dxcon-11aa22bb 0O |, BEFEHALLT ARN :

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

EEERTHEKFNAMAELIZED  BEABER () :

"Resource": "arn:aws:directconnect:*:*:dxvif/*"
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TR ERFHITHEL Direct Connect #1F , il , QIBFRNVRE. EXLERRT , BLHER
BEAF ().

"Resource'": "*"

ZE & F Direct Connect BIRFEE K H5I&K ARNs , i5Z IAM A8 Amazon Direct Connect® iE
NHRFERE, ETHRETUEBEREDEESNEIRN ARN , 15 Direct Connect & XAV
1E

MRE, . . HIAM REFHBResource FERFIEE 7 HIR ARN IR ARN RSB * 57

iR ARN #& = DescribeConnections DescribeVirtualinterfaces DescribeDirectConnectGateways
Describelnterconnects DescribeLags , NIBRIETE API A FIEZEE T EEMNEIR ID , TNIEEN A
BEffectFo2I. BR , WREE IAM BRFAPRA*FEMAREEN TR ID , WiEENH
REffect 2R,

EUTRAIF | MREERP KRconnectionIdE ABVEIR N HADescribeConnectionsi®EfE , M
FAMNEENIRIEEEf fect T,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
1,
{
"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"”
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]
}
]

BR , FUTRAFP , TRERPREBIEE*T , BM IAM KrEFBHAResourceFERFIRM T LA
3k , DescribeConnectionsig{E#"Effect”": "Allow" I, connectionId
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"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections
1,
"Resource": [
Hn
]
}
]
S

EIE R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATBN A TIRR
1TRE , UREMALAFZHTHT,

£ Condition Jt3%& ( =% Condition R ) # , AIEEEEAEMMNEY. Condition TERAE
W, BUCEFERAZGZER (i, FEFHNT ) BEHRER , UERBPHNFHESERPHE
HTE,

MREE—MEAPEESZ D Condition THE , HEE Condition TEFEESNME , N
Amazon £FZ % AND EEIFMEEN]. MRENENFHARBREESME , NWERAZBBORZEXK
Amazon 1HE %M, ERTEATRRR 28I LA BRI

HEEESMRN , SUANERSUNGEE, Hl, REEFEA IAM BFE4518 IAM AR, 88X
HETFHRRRHNNR, BXEZER , F2H (AM BFERE) 78 1AM ERTE  TENHZ,

Amazon XEF£RFRHFIANBFETRESWEZ 4R, EEEFME Amazon /&4 % , F5H IAM B
PEEFMAmazon £BEE&4 LT XE4H,

Direct Connect EX T —4HEHCWZRHR K EXBFFERA-LLHRHRE, EEEFE Amazon £FH
HgE  EFSE IAM BFPEREFAmazon £ FEH LT X4,

BALFRFGREEREHRR-EER. AXEZER , BSRALH  RENEBEXE T,

E&EF Direct Connect Z4#%IXK |, 555 (IAM BF¥8RE) H M Direct Connect &4, BT
A LA BRLE R E M R E A 44 | 38 Direct Connect & X YR E,
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&£ A Direct Connect 4| &

E 5] Direct Connect #2#|& |, A E —HRIENR, XLENRHMAFESFHMEFEFKRE
Amazon K F° & Direct Connect ﬁ/ﬁﬂﬁﬁéﬂﬁn B, MRBENETEMHNRELEHFENBRERE™
B, URNTFEEZEBHE (AFrSAE ) | BH&aNTERMEBIE,

RNERIX LSRR T LA A Direct Connect #B#14 |, M EEFLLT Amazon & KB 0 FixX LE32
., BXEZER , 58 (IAM AF#ESE) EPE’J?JJ%F?WJMXBE :

directconnect

3 F1X A Amazon CLI 5 Amazon API AP , BLEERNHIREREEZEHI AR, Bk , RAWH
B 52X 1TH AP| R /EHE TR AV 1846,

AFAFESHITE SR

ZRBRER T B el ZRrE , LUAT IAM ARPEENMNBIEAFR SR RNERNEE N R, R
‘BIEFEEHIA LS #E A Amazon CLI 2 Amazon API LL4RTE 5 = 58 B R /ERY AR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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RAriEmE

iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"

%} Amazon Direct Connectfy R i1/ [a] £ fR

AT RBIR B R T X BV 2BV PR Amazon Direct Connecto

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1)

"Resource": "*"

}
]
}

%f Amazon Direct Connectfy 724 15 (8] #X BR

UTREKRBER TN T2 EINPR Amazon Direct Connecto

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"

]I
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"Resource": "*"

Direct Connect E T BB H R =A ( FRETIHRENSEMG)

& AT DAE AP R SR A B BR A B RAY U5 6], 483E AT LATE |AM policy = {5 A Sk SR &I 2 & AT A
ERBRHERPEABERSR,

BRIMAE IAM REERERRENER , H5H (AM AFER) RRERARSESITE,

E FHRZEREX Direct Connect EE#l3Z 0

LT RGIERET A G LSRR - AL TSR RENTESHEEN |, T RVFRERER
Ho

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualInterface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production"
]
}
}

"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"
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BTSRRI E R B

A LAE A 1AM SRR R B S SRR I AT BATE 0 B A IR L B 18 SR 4% 1% RLEAR S B X,  Amazon
DTFRGIERT AGIEREE  ZRBNENSTENREZPURTMEFEREFEN T ARG

£ Amazon Direct Connect TagResource IR/ESFFXM MBI ELZEO, ENRESER , BF
ForAllValues f8ff5 aws:TagKeys ZHRESHER , MERRATFEBRPEHRIER,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [
"preprod",
"production”

iy

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}

EHIfRE R
&R BAE IAM policy FERASFARZFHREAIUER RN ERPEABERSR,
AT RIS R A2 — N RRE | L REEBIRERREN R T IRERINE

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"

]
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}
}
}
}

H R S5 #H < & & Amazon Direct Connect

Amazon Direct Connect £ Amazon Identity and Access Management (IAM) fRE <&, IRSH
XAGR—MEZEEXEKN IAM A2AI04EKAE, Amazon Direct ConnectfR S X A ® H RS TR
7E 3. Amazon Direct Connect , @IFZRFRKEBEAEHM Amazon RFFAFENMENR.

RE XA BFEIREZ S Amazon Direct Connect EMNA S , R ABAAFIHRMAENNIR,
Amazon Direct Connect EXERFZHEXARHNIR , BRIESZSEEN , BN Amazon Direct Connect
HEeEEEAR, EYNNRETFBEETRBEANRER , LR TREM MBEMEM IAM SEHNREE
B o

HREEEEMBREXETRE , BFEMBRIBRSHEXAE®, XBE LRI EH Amazon Direct Connect
BR, RRABTLTE R MR B &R,

BRAXFERSHEXAGHEMBSNES , HSRER IAM B9Amazon zS5 HEHRRSHEX BB H
ERARHRS, REEMERE  EFZRSNRSHEXBEH,

H AR S5 #8 < A B X PR Amazon Direct Connect

Amazon Direct Connect fEfl & AWSServiceRoleForDirectConnect AMBRZHEKXAE®, Xi
Amazon Direct Connect fi 7] LAX R F1Z# Amazon Secrets Manager £ # MACSec Z4H.

AwWSServiceRoleForDirectConnect RESHEXABBEFEUATRSZSRAZAE :
» directconnect.amazonaws.com

AWSServiceRoleForDirectConnect [REHX B EERIEE RS
AwSDirectConnectServiceRolePolicy,

EBAMBEENIR , A IAMRE (AR, AAR ) SI12, RESIMBRRSHEXA®, R T RIS
# AwWSServiceRoleForDirectConnect fRFHEXAE , AT Amazon Direct Connect B9 IAM & 13
HMEEMENNR. ERFAENNER , BRUATREH NS IAM 54,

{
"Version": "2012-10-17",
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"Statement": [

{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
.
"Effect": "Allow",
"Resource": "*"
},
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}

BREZER , F5H (AM AFER) RHRSHEX A SRR,

16l RS % A Amazon Direct Connect

BRTEFHEERSEZHXAE®, Amazon Direct Connect HIZBIBIRE KA, iZfTassociate-
mac-sec-key@HE , Amazon £8IE—NRERFZHEXAE , ZAE Amazon Direct Connect /1
£ Amazon Web Services Management Console Amazon CLI, 3% Amazon APl A Amazon Secrets

Manager X &R &1 RIFEEFH MACsec 1,

/A Important

MREHEEMER LS EXIFNRN RS FERENMRE | WRSHEXAETUHIEELN
P, BETHESESR , HSARN IAM K- PHNHAE,

MBEMRERT RS HXAR  RAEFEEEFHUET , WA AFERARNIBELNIKF PEHRCEZ
A, Amazon Direct Connect BIX W EBIEBEHEXEE,

B LAMER IAM #24]A % Amazon Direct Connect BBl ZRE XA B, £ Amazon CLI
Amazon API # | ERIRFS BRI ERFZHEXAEB, directconnect.amazonaws.comBXxEZE
B, BESH IAM AFER PHEERSEXAC, MRERRTHRSHEXAR  JUERARENT
EERAEAR,
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REN RS <A/ Amazon Direct Connect

Amazon Direct Connect 2 & mEBAWSServiceRoleForDirectConnect REHA AR, £
BRSMEX<AEE , BN EERACHNEN , ANEEZHEASIA1ZAG, T3 , B UUEA
IAM ‘RESENIHE, EXEZEER , B5H (IAM AFER) PN ERERSHEXAR,

i B& B9 BR 5 485 £ & Amazon Direct Connect

TEF MR AwSServiceRoleForDirectConnect B, MRS REXA A , LHM RRFH
£ Amazon Secrets Manager Web RS HFHIFIEXEKE R, Amazon Web Services Management
Console Amazon CLI,  Amazon APl & Amazon Direct Connect ;&I %R H 7 G BRIRE HE < A
1=

SRR LAER IAM 25 ERBRIRSAX AR, Atk , XTUEFHFERSAXRAGHER , KT8
FFELBR

® Note

R IB 2 M BR R R BT Amazon Direct Connect RS EEFERZAR® |, NIMERATEES KXW, 0
REEXMER , BEF/ Lo , ARBXRXERRE,

TR BRfE FA B9 Amazon Direct Connect &R AWSServiceRoleFoxrDirectConnect
1. FBRFTE MACsec IREBFIEEZ BN XEK, BXEZEER , 57 the section called “FBx
MACsec % 4A FiE $2 2 8] By < Bx”

2. BKRFTE MACsec ZAM <z BIRIKEX LAGs., BXEZEE , i55 1 the section called “B
MACsec 2401 LAG 2 [8] B < Bk

£/ IAM FaMIBRIRSHEXBE

£/ IAM ##%|& Amazon CLI, = Amazon API HilBRAWSServiceRoleForDirectConnectBRs+8
XA, BXEZELE , 535 (AM AFER) PHHKBRERSHEXA®,

Amazon Direct Connect lRZHx A X FH X

Amazon Direct Connect XEZFEFTE M MAC 2 IhEE Amazon Web Services X315 Y1t 5 8 F RS
HxA®, BXxEZEELR , i3 % Amazon Direct Connect #h 5o

eSS o
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Amazon FIFEE & B Amazon Direct Connect

Amazon EEFXHBERVENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBR AR, ANMAEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIITAHEAE Amazon
ERER, RNBUVESERETENERZENES EEE R R — SR NIR,

BT EE N Amazon FEE R ENWNR, 2R Amazon B Amazon EE R E LHINER , W
EHaEMZRBMABENMEERASS (AP, AFA® )., Amazon RETFREERBIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API 2 /ERTE T Amazon & KB,

BXREZEE , F50 (IAM AF#ER) PR Amazon FEE R,

Amazon IEEFE : AWSDirectConnectFullAccess

A LA AWSDirectConnectFullAccess KB INE] IAM B3, KRR F RIFTE TR AINER
Amazon Direct Connect,

EEFHRBEHNR , 25 Amazon Web Services Management Console &Y
AWSDirectConnectFullAccess,

Amazon £ E XK . AWSDirectConnectReadOnlyAccess

BT LA AWSDirectConnectReadOnlyAccess REEKIMNE IAM B3, WREERT AT RIERH RN
PR Amazon Direct Connect,

EEFNKREHNER , H2 5 Amazon Web Services Management Consoled1 Y
AWSDirectConnectReadOnlyAccess.

Amazon £ E XK . AWSDirectConnectServiceRolePolicy

LRBEM B MRS A , AWSServiceRoleForDirectConnect st iF Amazon Direct Connect
RERIER T MAC Security 1%, BREZEE , 1S the section called “FREMHEK< AR,

EEFHRBEHNR , 250 Amazon Web Services Management Console &Y
AWSDirectConnectServiceRolePolicy,
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Amazon Direct ConnectAmazon & F B E T

& E Amazon Direct Connect BiZIRS IR ERERIX L E ALK Amazon BE X EFWIFMER,
EREBEXNETETEMNBSNIEEE , 1T “ Amazon Direct Connect X #4/A $FicF” W E LH RSS
feed,

EX iR H &
AWSDirectConnectSe RT X MAC &2, A0 2021 £3 A 31 H
rviceRolePolicy : ¥R A& T AWSServiceRoleForD

irectConnectlREHKX AR,

Amazon Direct Connect 744 Amazon Direct Connect FF 8 2021 £3 A 31 H
REER BEREIE Amazon BRI E
o

Direct Connect & {3 150l 7] @ HE&E
AT E B H# B R 2 WM& E £ E A Direct Connect fl IAM B A BEI& ZI K9 & I 8l &3,

£

- RXETE Direct Connect HITIRVER X IR

« RFMIAIT iam : PassRole

« REAFRIUAN A EEE Dire Amazon Web Services i/ ct Connect %R

&% B 1E Direct Connect A 1TIRER R
MREBRBRIRIER , BRETEITEMRE | AN E TR AR TFRITZIRE,

% mateojackson IAM AR ZHEAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFRMEEN directconnect:GetWidget RERE , &% £ T RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

EHBERT , BANEH mateojackson AFHIEKRE | BLAFER directconnect: GetWidget #&
YEVH 8] my-example-widget &iRo
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MRGBEERE , FHEREN Amazon EER, FNEEAREMEREIIIN A,

TN 1T iam : PassRole

MRBRE|—NEIR , RIBTPUNIT iam:PassRole BE , MIMAMEMREUA T BT ACIMEIRS
Direct Connect,

AL Amazon Web Services Bi55 RIFERAAABGEESLZRS  MTRUEMVRSACHRSH
XAB, Nt , BLAEERABEEIRSHINR.

L E N marymajor B IAM A P iR £ A2 % & 7£ Direct Connect RIITIRIERT , @ X E LT RO
%o BER , REXMEERFACHRTFHNRT AJHITIHIRE, Mary TEERABRZIESRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole 1k,
NRBEEZHRE | BEBREN Amazon EE R, FNEEARREEREZIIN A,
FAE AR U ATF BB Dire Amazon Web Services I ct Connect &R

AR —-1AE , UEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEEY , AURAAG, X TXHET R R RZEHFIER (ACLs) WARS , BTN
158 PR 3 L5 SRl o) AAT1 4R T 1 8] S8 B BR VAR BR

ETHREZER , BZRAUATHRE :

« E T Direct Connect 2B Z#FXEINEE , 5SS H Direct Connect A5 IAM £ & # A,

« BT HNMEANEEENEERENIHRENE Amazon Web Services I/ |, {52 IAM AP IEE T
B 6] #8388 Amazon Web Services K B9 5 —4 IAM F P12 E 15 RIER.

« ETRIA[EE = FREIIEHRRER BRI AEE Amazon Web Services IKF |, 155 1@ IAM A 18
BEHRMEE= ARG ENERE. Amazon Web Services

s ETHRIMIBEN SMRBRESRITREIFENER , FSH (IAM AFERE) P ALSAT S HRBIEN
BAF ( BRI ) REHRNR,

- ETHRERACNETRRNRBHATERSFRIZENEZS , 25 (IAM AFEBE) $8 IAM
e Y B K IR 18] 6
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ZF MU= Amazon Direct Connect

B LMERLT Bai{bisiE T B I451 Amazon Direct Connect & H IR ATIRE -

« Amazon CloudWatch ik — Z&EEN N EERAMELNER. EZIRBEIERARTBEENTHLE
RENERE , T -IHBZTURE, ZIRIERKIEL Amazon SNS EFHEX], CloudWatch &
BE2RXNAREMNETFEHEERSHRAARE ; ZRAMTNEEXHRETEENRBER, BXES
E£8 , 5@ FH Amazon #1742 CloudWatch,

« Amazon CloudTrail BEKZE-EKF 2B H£ZAEXH , HFBIFF CloudTrail BEXHXIEE “H
E" KERT I CloudWatch BEX #, BIERILAEA Java EHFLENAREFHABIAENBEE
XH7E CloudTrail fFIAERKREER. BEXEZEEL , iS5 HAmazon CloudTrail AFEBPHEAR
123 Amazon Direct Connect API #F Amazon CloudTrail#{#f CloudTrail B &3 4,

EXEZEER |, 551 Y412 Direct Connect AR,

SHMIIE Amazon Direct Connect

ETHRESETEESMITRNMNEE , 5 Amazon Web Services RS “” Amazon Web Services i
& R “BREMITRIR 2 HEE” , AREREBRMBHEMITR]. Amazon Web Services IR Ax
—RES , BHSEAMITE.

O LR TEE = F Ttk Amazon Artifact, BXEZER |, HSRFM “TEHIRE” Amazon
Artifact,

& A Amazon Web Services BRS5 R EMREBUA T BN BENBRZML, RATANERBIRUAR
ERARGERENZEN . Amazon RHE T U TRFERBEZIA S

- Security & Compliance : XEMRALREEIEEITILTEMERRERR , HRHTHBZLHEFNEN
HIRERN SR,
- EARRE — WIESENEmETREER TEMEMNTLIMAEX,

« f£fAAmazon Config 7F & A & 5/ F B AL E{4 %R — &% Amazon Config BR5 iF4 &8 B IRECE
EZAEELFENEEE. TLIESHEFZEM,

« Amazon Security Hub— X Amazon Web Services IR R T ENBL S RENLEHAE
Amazon, Security Hub B33 &£ 2 H#E T4 EH Amazon BRAREHREHFERTLTUIRAT
REXEK, BXZTIRBEFRIEHERNSIR , HSH Security Hub EHIEHESZE,
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« Amazon GuardDuty — BB ¥ &M Amazon Web Services Ik FIMEF 2B FETRMEEF
31 , 3k Amazon Web Services fRS RNEH TEME. FEENKERIGHEEREM. GuardDuty
BYRRRLEESHMERAENARRNER , AP ERZERHEMMHER , fla0 PCIDSS.

M7 Amazon Direct Connect

Amazon £IKE MR ERE S Amazon XM ATAXEEN, Amazon XFRMUSNMNERENEE
WAAKX , SETAXEIRER, SEHENSERTRNMERE, FIATAX , &R LURITFRE
EURAXZELH b B EMAREBNNARFENEEE. SEENENIZSNBEP OEMEN
it TAXEEESHTRAYE, FEENTT B,

BX Amazon KIBFMATAXNEZELR |, H5HAmazon £ EM & HE,

BT Amazon £ IRERZEFIS , & Amazon Direct Connect 12 % I Th RE Sk #5 Bh X 18 M S dE s M AN
ZMHEXR,

BRUWMAFF VPN 5E—i2 Amazon Direct ConnectffEFIRVE L , 1§53 Amazon Direct Connect Plus
VPN,

RMFER

R Amazon Direct Connect esiliency Toolkit 2t 7T — NI E S M MERNEZEQS , IHEBIERITH
T RAEZLSEI SLA B, BEFE—NEMER | RS Resiliency Toolkit i85 S & 5T K T FARERT
M55 2. Amazon Direct Connect XL M ER EHEBHREBESMBEEFELBENTHEE,

- BRAEM  BIEAESMENTERE LR IEANRMERE | ST USKIRE TFERBRHRA®E
o, ZEHENRE, EEENTRUEREDRME T,

- RN BIEAINSMENE ER  BUNXRIXBTEREN S, HERATH MR LT
TR F MRS BN EERER AR, ERFBTHEZRUERE.

« FRANSE : BIEAE—MIENFTERE EL LN RIER |, BUUKIERBIEARNITR
MR, HEBEERTHNRFRENRYE  ERFREH NV ESEREE,

BXxEZEE |, i§5H Amazon Direct Connect M T E4A,

h ) E A8 B R £ Amazon Direct Connect

#EH —IMIEE PR S Amazon Direct Connect , & Amazon £ XKMERZ LB FNRT ., Bl E
A Amazon 24 %8 APl Amazon Direct Connect @ M E#H1TiHE. B mAAZIFERH
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FRet (TLS ) 1.2 HESRA. BINEWEA TLS 1.3, BEFREMAXFEFTLMAIRE
( PFS ) WZBEH |, Hli Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEIRRLE ( W Java 7 REFHRAE ) HZFXLEN,

Lo\, HAERRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, E , BUUER
Amazon Security Token Service ( Amazon STS ) £ KGRt Z £ ZIERNERHAITESR,

&R MR 4543 B I8 FiX 8E AP #84E |, 1B Amazon Direct Connect X#ZFE T &R AR K |
HATAeeBEETR IP et FIBRE|, &BIET LAEH Amazon Direct Connect SR B R 12§35k B 45 € L
O#HEMIEST (Amazon VPC ) Kin T RS EL T 2GR VPCs, 3E/rLE | XATLUFXNATE
Amazon Direct Connect BRI M EZIL R EMEFHEE VPC BEFF XK. Amazon EX Tl , BEEF
the section called “Direct Connect EF & I KB R4,

BRMKXP (BCGP ) %

BEEMERAREE KB T BGP KIRBNEREZENEHEE, BGP HARNAZZIEZIX
=k BGP $hi%, E 7 # Amazon A EZ £ R BRI NE % Z BGP $F |, BES R W{TH B R
Amazon BEXMEEH,
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£ Amazon Direct Connect CLI

Ol LAfEF Amazon CLI k8|22 F A Amazon Direct Connect %R,

LA RHIER Amazon CLI #5582 Amazon Direct Connect i, B A LA TEH (EHAUEBMIERE
®EZ D (LOA-CFA)) SfE — MNMAEILBELEZEO,

EFBza , BARECLLEHEE Amazon CLl, BEXEZEER |, 5% AFIERM. Amazon

Command Line Interface

\y

AES
TR BBEE

S 2 . T#E LOA-CFA

ST 3 SIEENED  REUKHSHRE

°
\|

°
\|

.
\|

\|

S BIEER

£— iﬁzizsstl_i%ua R, BWREHEFTER S OIEEF Amazon Direct Connect LB, BEXEZ{E
B EZR TRAMNEEIERE,

BIREREE R

1. FHIREYFIFTEHMX Amazon Direct Connect it s, EREINHET |, iREEE IEENN
BN ENRE,

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

},

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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}

2. DIBREEHEEEN. KAXREMULERDE, EREMNHET  CREEID. EFEZIDET—
#HIREN LOA-CFA,

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

HPR 2 . & LOA-CFA

EBEREER , BRUTLEER describe-1oa ST 3REL LOA-CFA, #iH 7 base64 {wiD, EATIR
EUFE<HY LOA RA. #1THRS H8IZ PDF X4,

£ Linux 2 macOS 3REX LOA-CFA

FEL RGP, RS — 52D A base64 KA T EMABRNAHFH KX E PDF X4,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

f£ A Windows 3REY LOA-CFA

FEHRGIH | i HBIRENEIE R myLoaCfa .base64 X #HH, F-ANaSEH certutil XATE
FRED ST 4 i 4 &35 B PDF XX,

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf
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T8 LOA-CFA 2ja , MEREIIMEREHERENEERMKEE.

FB 3 pIEENED  REUEHASFEE

T & Amazon Direct Connect &G , HBIEB—NEXZOFEEFBER. BB N LEE
g OSRIEREBEN VPC, & , B UEIE — NN HELIEOREETRE VPC A Amazon R
%, BAUBIEXE IPv4 = IPveREMNERIEND,

B2 H , BES AR 222 TH RS,

FRAGERELIZEOR Amazon CLI , WHEFE—RVKHAR[EESE. ECIREBETENIRIZNIKHES
B & , A Amazon Direct Connect B#l&. BEXEZEER |, B5H T BHKSREE X4,

SIEZMBEERIZEO
1. FREXEINEIE VPC IR EAFAE MY ID (vgw-xxxxxxxx). BEEZ ID E T —FIBERED,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{
"Value": "DX_VGW",
"Key": "Name"
}
1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33dad”
}
]
}
]
}

2. QIBMAELED., BLFUEERM. VLAN ID Ml BGP B8RS4 = (ASN)o
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NTF IPv4 & , BGP WELENFInHEEIE IPv4 i, B LLECEE IPv4 thik , 7]
BAit Amazon HEER M. AT RAIF |, RABEK IPv4 ik,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount": "123456789012",

"connectionId": "dxcon-fg31ldyve",

"addressFamily": "ipv4",

"virtualGatewayId": "vgw-ebaa27db",

"virtualInterfacelId": "dxvif-ffhhk74f",

"authKey": "asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",

"bgpPeers": [

{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

}

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtuallnterface"
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}

ESEXE IPve REMNAEELED  EEASLEAMENG S HIEEipveaddressFamilys
Mo BTEN BGP WELEFIEEBCOH IPv6 Hbit : Amazon @R @SB, IPv6

3. EEE XMLEXWEHSEESEE , BRERZAIBZNENIZED, £ --query S HIRE
customerRouterConfig 55 , £ - -output S A ARHESIEI UFI R A2 RBEIITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

IR AREMED
1. EQBRAFENED  BLMIEEEMN. VLANID M BGP HERSHS (ASN),

XTF IPv4 RE |, L& 4T BGP WEQXENE—IREELH IPv4 it , UREEY BGP BH
3L IPv4 B8H. AT RBIA IPVARERIET — My HERED,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexrfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
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"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
},
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?

>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

EHEBYEF IPve REN AHERED | BuLIEEE IPV6ET BGP BEMWKE. BLEANE
HiE4EIEE IPv6 ik ; Amazon @R E S HE IPv6 #bit, AT REIA IPVEHRERE T — M
E#EO,

aws directconnect create-public-virtual-interface --
connection-id dxcon-fg31dyv6 --new-public-virtual-interface
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virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba0dl: :/64}]

2. EEEFXMLERNNEHSEEESE , FERECIENELNED, £A --query SHIRE
customerRouterConfig 52 , A --output SEANEXAHH B AFIRF 2 RVITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtuallIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>

SR 3 QIEEMED |, REGEHREE 209



Amazon Direct Connect AriEE

f# F123% Amazon Direct Connect API 18 Amazon
CloudTrail

Amazon Direct Connect 5 Amazon CloudTrail—IREZERK , ZRFEEAF. AEF% Amazon iR
SIEPITHERERIZ R Amazon Direct Connect, CloudTrail $FF7& API i F %k Amazon Direct
Connect RE#. #HIRAYEA E$EEK B Amazon Direct Connect & & #918 F #33 Amazon Direct
Connect API B EMRBAAH. NREQNETRER , MA AN CloudTrail EHFL L E Amazon
S3 FiEN , BIEREH Amazon Direct Connect, MIREBKREBRER , AR LUE CloudTrail 2
HEW BSHHEER PEERFTINEYS. EFARENESE CloudTrail , &7 LU E @ BAME R & H
Amazon Direct Connect, ZHiERH IP bk, #AH TIER, AREZHBERUREMEAEGE,

BXEZEER | B5ZHE AF{EM. Amazon CloudTrail

Amazon Direct Connect 1€ E.7£ CloudTrail

CloudTrail 7E& €12 Amazon IkF I BB, LB A, HES L EEFHT Amazon Direct
Connect , iZEs12E5H M Amazon RS CloudTrail B4 —RiERESHALIERKP, BAUE
Amazon IkFHEE, BRI THETEH. BXEZEL , FSREASHH LIEHEEF CloudTralil
i

EFSZITRE Amazon IKF HFHEH |, BEHZEH Amazon Direct Connect , ESIRRER, REAGF
CloudTrail F BE&EXH& % El Amazon S3 FiEf. BIAMBRT , HEEEH AP IEREIR |, ZRER
R AT A Amazon X3, BRERIEFE Amazon 7 XHEXENEYN , N BEXHEEFBIEE
#) Amazon S3 ZiE#. LA , B LB B H M Amazon IR , L —F 2 4L CloudTrail B&
FIRENSHEE, EX<EZER , BFZRATINA .

- BIRREREHAR

« CloudTrail MRS MERK

« BLE Amazon SNS & CloudTrail

- BRKEZAMXEH CloudTrail B EXHMEWRK B Z AN KT CloudTrail B&EX 4

Ft8 Amazon Direct Connect #/E¥9H (APl %) id3% CloudTrail #1257 {Amazon Direct
Connect APl &) 1, il , HACreateConnectionfCreatePrivateVirtualInterfaceig
4L 7E CloudTrail BENXHFERKEE.

BMNEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !
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« BHREMFEARIEPHZER Amazon Identity and Access Management ( IAM BF ) EIEX Ho
- FREEAACGKERRSEAFNIENZEEIEREN,
- HREREBHHEM Amazon REF A H-

BEXESZER , 128 CloudTrail userIdentity T,

T #2 Amazon Direct Connect A& X% H

RIERR—MEE , APHEHEN BEXHRREIEIEERN Amazon S3 F##. CloudTrail BEX#
BE—NHSNEERE, BHRRKEEMARENENER , BFEFRERNRE, REN B BN
B, ERSBFENELR. CloudTrail BEXHFRLH AP BANBFH#EKRRE , RLENTSRE
EESHE: 0] 05 s EA

AT 2/ CloudTrail B&E12 %~ Amazon Direct Connecto

Example 5130 : CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
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"requestParameters": {
"location": "EqSE2",

"connectionName": "MyExampleConnection",

"bandwidth": "1Gbps"

},

"responseElements": {
"location": "EQSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",

"connectionName": "MyExampleConnection"

}I

Example f5l#0 : CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23

}
}
1,
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtuallInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",

"vlan": 123

I

"responseElements": {
"virtualInterfaceId": "dxvif-fgg6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtualInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQSE2"

iy

Example #5130 : DescribeConnections

"Records": [

{
"eventVersion": "1.0",
"userIdentity": {
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"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 3 : DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:Q05Z"

T £ Amazon Direct Connect B EX 4% 8B
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}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy
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