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Elastic Load Balancing ArfEm

- ZHEAFITHER— API ZE R 2012-06-01

BXE Elastic Load Balancing BEFMENNRNESZEE , 2 FElastic Load Balancing API X
e

Elastic Load Balancing 3 B& % /R
TEHEERBRER . =2

IR A LAEA Amazon JSON REEREEEWARBRMT L, HHRY , BN EETN AR TR
1THRE | UREALAFHTNIT.

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BAXTEE Resource
NotResource T, EANBEXE , HFERH Amazon BEEF (ARN ) BERR. N TFXFHE
BRER (MR BBRENR ) WigE , BUBRITHIRE,

X TFAZFRRENRAORE (NP HRE ) |, BEABERS (¥ ) ENEANATHRRERF,

"Resource": "*"

R L Flastic Load Balancing APl X 2N ER. EEEMEAHIEESNEIR , B ARNs AiES
pall =1

"Resource": [
"resourcel",
"resource2"

E & F Elastic Load Balancing BRFEH R HEKAH|R ARNs , FSHR (RETNSE) FH Elastic
Load Balancing E X H R, BT REAAEMMLREFIEESNEIRMN ARN , i5Z R Elastic Load
Balancing & X BV 1E,

Elastic Load Balancing B3R B& &4 5
XERETRFNRBRGRE =

B R W LAER Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATLN M ATIRR
1THRE |, UREALAFZHATHIT,
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https://docs.amazonaws.cn/elasticloadbalancing/2012-06-01/APIReference/
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
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f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREE—MEAPEESZ A Condition THE , HEE Condition TEFEESNME , N
Amazon £FZ% AND EEIFMEEAN]. MRENENFAREESME , WERAZBBORZEXK
Amazon 1HE %M, ERTEATRRR 28I LA BB RISRM.

EEERMGR , BEUTUUERSUNEE. flm, REEER IAM AF&5R1E IAM BFet, 88N
HEBEFHRBRONER. BXRXESER , F5H (AM AFER) B JAM KB TE | TEMIRE,

Amazon XELRFUHFHNBETRSHZMERH, EEFFE Amazon £REZHE |, ESH IAM
AFEETRAmazon £ BE& G LT,

E&EF Elastic Load Balancing &80 %5|%k , H5H (RFENSE) F M Elastic Load Balancing
&R, ETHRER A MLREMTREASZHE , 155 # Elastic Load Balancing & M EVE1E,

elasticloadbalancing:ResourceTag &4

elasticloadbalancing:ResourceTag/keyZ& #4845 E T Elastic Load Balancing, A T#¥EXR
[li-Se s 3

API iR 7 2015-12-01

* AddTags

* Createlistener

* CreatelLoadBalancer

* DeletelLoadBalancer

* DeleteTargetGroup

* DeregisterTargets

* ModifylLoadBalancerAttributes
* ModifyTargetGroup

* ModifyTargetGroupAttributes
* RegisterTargets

* RemoveTags

* SetIpAddressType

* SetSecurityGroups
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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e SetSubnets

API i 7 2012-06-01

* AddTags

* ApplySecurityGroupsToLoadBalancer

* AttachLoadBalancersToSubnets

* ConfigureHealthCheck

* CreateAppCookieStickinessPolicy

* CreatelLBCookieStickinessPolicy

* CreateloadBalancer

* CreateloadBalancerlListeners

* CreatelLoadBalancerPolicy

* DeleteloadBalancer

* DeletelLoadBalancerlListeners

* DeletelLoadBalancerPolicy

* DeregisterInstancesFromLoadBalancer

» DetachLoadBalancersFromSubnets

* DisableAvailabilityZonesForLoadBalancer
* EnableAvailabilityZonesForLoadBalancer
* ModifyLoadBalancerAttributes

* RegisterInstancesWithLoadBalancer

* RemoveTags

* SetlLoadBalancerListenerSSLCertificate
* SetLoadBalancerPoliciesForBackendServer

e SetLoadBalancerPoliciesOfListener

elasticloadbalancing:ListenerProtocol &

elasticloadbalancing:ListenerProtocol XM EAATFENXAISIZMFEHNMITEIERMNZ
. UTREISHEHE
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RAriEmE

API hix7x 2015-12-01

* CreatelListenerx

* ModifylListener

API hixZ 2012-06-01

* CreateLoadBalancer

» CreateLoadBalancerlListeners

ZREERATNRARFARGER, NWEAEHERNLBABIOER, ATR-NRBERG , LXK

WNAFRAP RN EMFSRERE —NMEEN L
& =2 0N 7) IV

- HTTPS

. HTTP

- TCP

- SSL

- TLS

- UDP

- TCP_UDP

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*",

"Condition": {

"StringEquals":{
"elasticloadbalancing:ListenerProtocol":
"HTTPS",

"TLS"
]
},

L
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}

elasticloadbalancing:SecurityPolicy 58

elasticloadbalancing:SecurityPolicy RHRTATEXMEHHITATIEHR LB ER
LRBEOFYE, UATREIRFILFM4E

API hix 7 2015-12-01

* CreatelListener

* ModifylListener

API i 7~ 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

ZREEATNRARFARGER, NWEMEHERNLBATIIER, ATR-NEBERO , LXK
RAFRPNERBIIERERE - MEEN T LR,

"Resource": [
"Version": "2015-12-01",
"Statement": {"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals":{
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

iy
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elasticloadbalancing:Scheme #4#

elasticloadbalancing:Scheme 4@ AR T E X ECIE A ITE R HIB 7 UEFE M5 R %
. UTHREXSIZM4E

API i 2015-12-01

* CreateLoadBalancer

API i 7~ 2012-06-01

* CreatelLoadBalancer

ZREERTHNRAERFAEHSER, MWEABIOERNLHEAHHER, A TR —RERA , LR
RAFRAFREAFESEREE-MEENTR,

"Version": "2015-12-01",

"Statement": {"Effect": "Allow",
"Action":"elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",

"Condition": {
"StringEquals":{
"elasticloadbalancing:Scheme": "internal"

+

elasticloadbalancing:Subnet &4

/A Important

Elastic Load Balancing #Z FMWFIEAERR. IDsER , ERACEAEENTFTXSKNE
&M ZER |, 30 StringEqualsIgnoreCase,

elasticloadbalancing:Subnet 4@ 7 AT E X 7] LAGI 2 HRLE 7 W H 5 H i 2 AR 9 B3R /Y
S, UTHREIFIFRM4E

API hixZ 2015-12-01

» CreateLoadBalancer
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RAriEmE

e SetSubnets

API i 7 2012-06-01

* CreatelLoadBalancer

« AttachLoadBalancerToSubnets

ZREER TNRARF SR, MENEEEEE. MXABEERNSangggEs. UT2—-1

REERG , ZERBRATFAF AEABIEREE - NMEEN TN,

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:Subnet": [
"subnet-0123456789@abcdef",
"subnet-01234567890abcdeg "

elasticloadbalancing:SecurityGroup &/

/A Important

Elastic Load Balancing #Z B AEF R, SecurityGroup IDs{ER , ERREHELHT

X2 KNENZFMHZER |, a0 StringEqualsIgnoreCases

elasticloadbalancing:SecurityGroup ZHEAATE L HEL LE A UNA T RAEIGEIRE

Ftro BTRIEIFIL R
API fRZs 2015-12-01

» CreateLoadBalancer
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* SetSecurityGroups

API i 7 2012-06-01

* CreatelLoadBalancer

* ApplySecurityGroupsTolLoadBalancer

ZREEATHNRAERFAHSEER, MWEAROEHRNLBAFEER, UATR—ARBRA , 2K
RAFAFAERFEEERERE - MEENRZEE,

"Version": "2015-12-01",
"Statement": {"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {

"ForAnyValue:StringEqualsIgnoreCase": {
"elasticloadbalancing:SecurityGroup": [

"sg-51530134",
"sg-51530144",
"sg-51530139"

3

ACLs 7£ Elastic Load Balanc

*# ACLs : &

mEEHE SR (ACLs) ZHIMLERIEA (KFKA, AFSAR® ) ARBRAR. ACLs SETHRFH
REEREL, REEANAER JSON KRB HEER,

B A Elastic Load Balancing # ABAC
X% ABAC ( RBEHPWHE ) : B

ETREMEMNILRES (ABAC ) B—REDURE , ZRBETEMERELNR, EH Amazon , XL&
BHMRARE, ERSUHREMINE IAM K& ( AFHAE® ) MFZ Amazon iR, FRIESHEFNR IR
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= ABAC WS —F, ARRIRIT ABAC Kl , LEEHMIREEMMTZ AR FRIRETE A LR
.

ABAC EREE KW EFHEERR , HERBERTSEMUNITR T AT UHRHEF B

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ U4 TEPRUFZER.

MRENMRSN TENRARREBIIGAEX = &MGR  WNTZRS , ZEAR. IRENMRSX
NTFHIRBFREXIGRAX=/1&%MGR , WZERTD.

BEX ABACHEZEE , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMMNIHRIMNRES] (ABAC) .

i ZIE 5 Elastic Load Balancing Bt & £/
X Fime L - B

M PR 6E A IR BT IE 5 B 56T , HL Amazon Web Services BRS FEE/ER. BEXEZEE , SIERLE
Amazon Web Services RS A T IRETIES |, BFSHE IAM AFEEA A Amazon Web Services RS
5IAMEEFERANES.

MREFEARAFBNEZEBZANEMEZEZEZR , Il Amazon Web Services Management Console &
AR RIEEIES, Bl , K& Amazon RN RN R QLB F (SSO) giE# TR , ZIBRELBF 6

BinstiEH, SEUAFRSHEREFE , ARUMRACRKH , BE2B8HRIRNEL, BXURARS
MEZER , BZH (AM AFER) PFRMNASTHRE IAM B (2§18 ).

O] LAEFH Amazon CLI 5% Amazon API Fa1 8|2 IGRHER, RAFE , B LAERX LG EP#* 1T
B Amazon, Amazon BWEHREKIGHIHES K MAREAKBPIHRZH. EXEZEE , BSH
IAM R I et 2 &,

Elastic Load Balancing B9 B 55 3 X BR
TEERBELE (FAS) 2

LIEER IAM AP R ABERNITRER Amazon , BEMAEIEA, FRELRSEH |, HAAE
PAT—NRE , RAEHBREEEMERSHEZ S —MRE. FAS ERBAZEANNELR Amazon
Web Services RS B FifRS & HiERER. Amazon Web Services RERBLURZKIEES
H{h Amazon Web Services RS AR RREFBEERKIVERE , T &K H FAS iR, EXfER
T, BAREFHRTXHTRENNER, BXAH FAS ERINWKREEFE , BSRELXTRSE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
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Elastic Load Balancing B R A &

XERSAR B

REAGEH—TRZIEME. RXERTEEN IAM £, IAM EER AT IAM B2, S fm
RIS AR, BXEZELR , HSH (AM BFER) FM8/2 [ Amazon Web Services RS Z R
BREVA,

Elastic Load Balancing B IRE <& &
EFRSHEXAR . 2

REBEXAERE—FSIRS BN Amazon Web Services BERESA®. RS TUKRARKRENIT
BENAE, BRSHEXAEEIEEN S Amazon Web Services K |, FBABRSFAE. IAM EER
A LB ETRERERSHXARHNR,

BXRAIEHERE Elastic Load Balancing FRFH#HXxABNFMFEE , i5SH Elastic Load Balancing AR
SHEXAE,

Elastic Load Balancing AP| X &

&I 6 A % 5 F Fr 2 Elastic Load Balancing API I2{ERIPR. BEAh | X3 F E L Elastic Load
Balancing 1€ , &7 6 A F & F M Amazon EC2 API 18 45 EIRERN R,

2015-12-01 API FrEE YA R
M 2015-12-01 API R AT #B4ERT |, BT T AF AR EERENTR,

CreatelLoadBalancer
 elasticloadbalancing:CreatelLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribeAddresses
* ec2:DescribelnternetGateways
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
* ec2:DescribeVpcs
* ec2:GetSecurityGroupsForVpc

e iam:CreateServicelinkedRole
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html

Elastic Load Balancing

RAriEmE

CreateTargetGroup
* elasticloadbalancing:CreateTargetGroup
* ec2:DescribelnternetGateways
* ec2:DescribeVpcs
* iam:CreateServicelinkedRole
RegisterTargets
 elasticloadbalancing:RegisterTargets
* ec2:DescribeInstances
* ec2:DescribelnternetGateways
* ec2:DescribeSubnets
* ec2:DescribeVpcs
SetIpAddressType
* elasticloadbalancing:SetIpAddressType
* ec2:DescribeSubnets
SetSubnets
* elasticloadbalancing:SetSubnets

* ec2:DescribeSubnets

2012-06-01 API FrsE RV BR
M 2012-06-01 API i FI A T8 4ERT |, AT T AP AR EERENR.

ApplySecurityGroupsTolLoadBalancer
« elasticloadbalancing:ApplySecurityGroupsTolLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribeSecurityGroups
AttachLoadBalancerToSubnets
* elasticloadbalancing:AttachLoadBalancerToSubnets
* ec2:DescribeSubnets
CreatelLoadBalancer

 elasticloadbalancing:CreatelLoadBalancer

AP X BR
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RAriEmE

+ ec2:CreateSecurityGroup
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
* ec2:DescribeVpcs
* iam:CreateServicelinkedRole
DeregisterInstancesFromLoadBalancer
* elasticloadbalancing:DeregisterInstancesFromLoadBalancer
* ec2:DescribeClassiclLinkInstances
* ec2:Describelnstances
DescribeInstanceHealth
* elasticloadbalancing:DescribeInstanceHealth
* ec2:DescribeClassiclLinkInstances
* ec2:Describelnstances
DescribeloadBalancers
 elasticloadbalancing:DescribeloadBalancers
* ec2:DescribeSecurityGroups
DisableAvailabilityZonesForLoadBalancer
* elasticloadbalancing:DisableAvailabilityZonesForLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways
* ec2:DescribeVpcs
EnableAvailabilityZonesForLoadBalancer
* elasticloadbalancing:EnableAvailabilityZonesForLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribelnternetGateways
* ec2:DescribeSubnets

* ec2:DescribeVpcs

AP X BR
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RegisterInstancesWithLoadBalancer
* elasticloadbalancing:RegisterInstancesWithLoadBalancer
* ec2:DescribeAccountAttributes
* ec2:DescribeClassiclLinkInstances
* ec2:DescribeInstances

* ec2:DescribeVpcClassiclLink

EOIBZE AN BFERMIRZR Elastic Load Balancing APl R

NEAFPECERIREPR N RBERNGE , X NEEFEANEZE

JRAYIRME (W elasticloadbalancing:CreateloadBalancer B
elasticloadbalancing:CreateTargetGroup ) WifR, MRERFVEBBREFEERE , NFE
E 7 elasticloadbalancing:AddTags #ELHITIANER , URIEAFREERNMEIRE
SRR ARSI R. At , BREMSMEEFEH elasticloadbalancing:AddTags BEME N
PR o

£ elasticloadbalancing:AddTags &4EH IAM policy EXH , AIFEAW® A Condition &H@
# elasticloadbalancing:CreateAction & , FAIBERVBERFRINFRZHNR,

MTHRESERT — R, EAFAFCZEAHEESEPRENAEARE, AP
FERIMERE AT EEEFA elasticloadbalancing:AddTags #4E).

{
"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreateTargetGroup"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

B, TEHNRBATAFURARSESAEAURIBPNANRE., ARELUREEARERR (it
NFZEEREAA elasticloadbalancing:AddTags &%),

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

1,

"Resource": "*"
o

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"

NEAFPERFRLERREPRA TIHRER , RES 2114 elasticloadbalancing:AddTags
B, Hit , IRRELBFERPEETARE , WAEIRRENR (REXERCEYE) WAF
TEEZMA elasticloadbalancing:AddTags #ENNR. B2 , WRAFTEEZEH
elasticloadbalancing:AddTags RENNRM XX E QI EHF RS TR , MERFEK,
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Elastic Load Balancing RS HEX AR

Elastic Load Balancing £ A RS XA KK RKEBAEM Amazon REFIFEHNNR. BXE
ZER , BZHA (IAM AFiEmE) FRESHEXAE,

RS MR B BERTHRR

Elastic Load Balancing f & 7 8 IR %5485 £ & AWSServiceRoleForElasticLoadBalancing {8 &R &2
BHEM Amazon BR%

AWSServiceRoleForElasticLoadBalancing {f§fFi%elasticloadbalancing.amazonaws.comfR%

RKRBIZAR.

A e PR 2 AWSElasticLoadBalancingServiceRolePolicy, E&F KRN IR , F5H
AWSElasticLoadBalancingServiceRolePolicyfE {Amazon B XK SZE) H,

RRSHXAR

BT EF 36122 AWSServiceRoleForElasticLoadBalancing £, Elastic Load Balancing £ & 612
HEYESERERARN N EELAR,

ZE 1L Elastic Load Balancing AP RKRECERFSHEXAE K BLNEEMENR. BEXEZEER , &
2 IAM AP Em P RS XA R,

RERSHEXAG

BT LR BB B 3R AWSServiceRoleForElasticLoadBalancing £/ IAM, BXEZELE , HSH
(IAM BF1ERE) R RERSHEXASREIL,

BERERSHEXAE

MRIEFRBEEME A Elastic Load Balancing , A IS BR
AWSServiceRoleForElasticLoadBalancing.

REEMBRKF PO EAEESESRE , TEBBRERSHEXAR®, Amazon XARRERLTE
AR BR 15 E] SR Y R B BT BR IR . BXREZEE. |, 5SS WMIER Application Load Balancer, il B&
Network Load Balancer Fffil Bx£2 B8 £1 £ 15 25 .

BAILAER IAM #2#|A. IAM CLI 5 IAM AP BIBRIRS X AR, BXEZER , 558 (AM AF
R FHMBRIRSHExEE,

BSHAxAE =


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr

Elastic Load Balancing ArfEm

ELRIIBR 2 f& AWSServiceRoleForElasticLoadBalancing , IR &2 A #19#%85 |, Elastic Load
Balancing 2B XS8IB2Z A G,

Amazon Elastic Load Balancing & & & &

Amazon EEFXHBERVENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBRAIAF., ANAEDENER,

HigfE , Amazon FEERB AT NENEFERPIRTFRENRNR , BN EMNATHEAE Amazon
ERER, RNBUWVESEERETENERZRNES EEE KRR — SR DNR,

BT EE R Amazon FEEFRBEHEX W, R Amazon E#H Amazon IEERBEHE LHIER |, N
EHaEMZREBAMRABENMIEERASS (AP, AFA® )., Amazon REFREEBIIHH API
A BRS 7] LAE T Amazon Web Services RS B9 API #24ERTE T Amazon £ E XK.

BREZER , F5H (AM BFER) S8 Amazon FEEXK,

Amazon ¥£E X : AWSElasticLoadBalancingClassicServiceRolePolicy

ZEKMEHE Elastic Load Balancing ( Classic Load Balancer ) {X & &1 FH HE b Amazon BREFrERFT
ERNR., RSHEXABEMEEN., FATMENAR , BFXLF 3R Elastic Load Balancing f{ & &
STERBREFMENNIR, BTEEMM. 28, SRR,

EEF W REHNR , 259 AWSElasticLoadBalancingClassicServiceRolePolicy#E {Amazon &
RBSE) .

Amazon ¥£E XK : AWSElasticLoadBalancingServiceRolePolicy

LR BEEE Elastic Load Balancing R &R E A H b Amazon FREFIEMNFIENRER. BREEXRBARET
RENL, FAMENAE  EBARLFFHI Elastic Load Balancing R RIETRIBIEFTENNR, B
BERY AN, 2B, SRS BR L SR A%,

EEFHFHNNIR , H5 5 AWSElasticLoadBalancingServiceRolePolicy#E {Amazon £ E XS
Z) #,

Amazon FEE HK B : ElasticLoadBalancingFullAccess

ZEKBE AR P 2158 Elastic Load Balancing BR%s , H8d Amazon B3 & & PR &7 8] H ftb B

JTo

A

Amazon £ & F %9


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingClassicServiceRolePolicy.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
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"Principal": "*"

}I
{
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
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"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName" :"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
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"recipientAccountId": "123456789012"

Example ;~fi] 2 : DeleteLoadBalancer 3k B ELBv2 API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
I
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d@"
I
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Example 7”f5l 3 : CreateLoadBalancer 3k B 3%t f1 & 19 % AP

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
.
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example ;=4 4 : DeleteLoadBalancer 3k B 3%t 715 159% AP

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
}
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
I
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"
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