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BUARIHTBSRARIGRED, ETNEEREALCERNARIGRER,
R

. BIER AR AR

- BIEMKZNFITE R
- IR AFITE R

BXRENLABIIHREENET , ESH Elastic Load Balancing J& o

MREEEINENZREAFEITESS , A LAUERE Application Load Balancer 2 Network Load
Balancero BXEZEE , BN TR LMK B NFHTE SR,



https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-application-load-balancer.html
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=&R%E Amazon REHRZE, RN Amazon BF , BRI UMNERFREASELZ 2 BRBEALNERT
MENBIEFONMEREPZIE,

L2 RN HEEE Amazon FRE. TEXEENREERANCHLZEENEPNR SN

« ZRE — Amazon AT/ARI £ Amazon ZHIZ1T Amazon RSV EM LN, Amazon & ERH
ALZEFERANES. FAN—82 , E=FFITTERNHNBIERNZEHNERYE. ETHER
F Elastic Load Balancing BI&MitXl , & EAmazon 58 E HNIZEM T XIAmazon R RS

« RIRRL-BHNREHEFEAN Amazon RFRE. BEFENHEREZENT , LEEHNBIRIBR
., BRANERAREANEEEN,

SRS RS BY I8 T #E GN{aT7E 6E A Elastic Load Balancing BT AREREBEN, EFHEA T MG E
Elastic Load Balancing SR EH R MR EMN M B IR, BEFEI NAEAEM Amazon RS K
B8 S R FR 37 428 Elastic Load Balancing &R

NFMxhg9ts , FEATMNEEZHNEREERENEERY, BLTETRZIRGTERESRE
BCRBAEIEERNRE , ARBEESIEFRREEE OS) BEENE IR (NER ) E1T. #IIHR
Elastic Load Balancing Par tners BYig & R 2 R H IR B REERH BT IALE Amazon, & A LR Z
HIRPHVENERENRERELSTESNEEE. B, Amazon FRIEX LM N R KW
T M ATEM,

AE

« Elastic Load Balancing 7By i dE R 3

« &R F Elastic Load Balancing #J Identity and Access Management
« Elastic Load Balancing B & # 4 8iE

« Elastic Load Balancing 7By #{FE |t & &E

« Elastic Load Balancing FHIERIIZEZ M4

. fER#EE 0K S15IR Elastic Load Balancing ( Amazon PrivateLink )

Elastic Load Balancing & FY#iE R 1

DHEFEEE Amazon 7 EMA T Elastic Load Balancing FHIEIERY . MAEEFTIR Amazon |, 71
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
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NAWEE, BENTEEABN Amazon Web Services B NER2BBNEE TS, BXHIERT
NEZER | BFSREIERTLE I E,

HFHEFERPEH , BINBUUERT Amazon Web Services i ZiE H £ Amazon IAM Identity
Center 2} Amazon Identity and Access Management (IAM) REMNABAF., X# , 8MNEAFRREE
THIFRRMENNR. dEWEBEIUTARNRFHE

- NXBNKFERAZESHRIE (MFA) .

« AT SSL/TLS & Amazon #iFEF. BMNEREA TLS 1.2, BIEA TLS 1.3,

- EAIRE API 1B &3 H& Amazon CloudTraile XA CloudTrail IRERIEIRK Amazon SEZIHY
{£8 , 152 (Amazon CloudTrail BF1E®8) FHEAR CloudTrail ERo

- £/ Amazon INZEFBARBRUREFWAEERINLZ£EH Amazon Web Services AR .
- FASHRIEERLRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEYBUR
BE,

« WMREE Amazon BE G HITRESR API #HITTHRINEELT FIPS 140-3 RIEAY MMEBEER | A
FIPS 5, AXTAN FIPS i ANESEL | B55 (ZEBIBELLEFA (FIPS ) & 140-3
WY https://www.amazonaws.cn/compliance/fips/o

BBV TN EEESBRER (NEEFN B FEbM4i ) RARERERKNXAT

B (WMEBMER) ., XBRBEFEHEFA,. API = Amazon Web Services BR% 8 Elastic Load
Balancin Amazon CLI g S E At 5 X B+ Amazon SDKs, R FREMWIASH BAKRANAFZERBEA
WEMHRBESATESATITIRRLH AT, MREMAIBRSEFIRM URL , BRI WWETEE Wit
BEEIEBRBIEXZRSBHIER,

Yk

MR E R AT Elastic Load Balancing ¥[8 A%/ S3 F##8/8 A 7 £ A Amazon S3 & IN#E %4
(SSE-S3) K PREE5im MN%R , M Elastic Load Balancing 2% Bz IIZ & MR BEXH , AR B1FMH
3| S3 FfEME ., Elastic Load Balancing & &X 78] B E X4 TR RIS N HitTH%. 810N
EXHHERA— N E—ZARTNE |, LFARSFERAEHRLHRN KMS B4 ITMNE,

1% % P N2
Elastic Load Balancing B £ A H9#es LA ILRBEF IR HTTPS f TLS JRE , MMfEi{l 74

Z%2 Web NAEFNERE, MBOEHERATMBENERRE K MTRERESN EC2 HHILE TLS &
LN THE, EREZ2MNITSRN , EUMEENARFXEFNZBEGNBIURE , UREELH R
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Hi9ES L ZEWRSEFIESR, B LEA Amazon Certificate Manager (ACM) 2 Amazon Identity
and Access Management (IAM) SR E &M RS EFIET . Application Load Balancer X £ HTTPS {ii#ft
#%. Network Load Balancer X% TLS f1¥r88, £BABIERRE I F HTTPS R TLS 11428,

i& i T Elastic Load Balancing Y Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fR% AIHEBIEE A 14 i
FIX Amazon BIRHIGEINR. IAM EEAEHTES BRI ( BF ) RN (EENR ) F4
Elastic Load Balancing BREIAR. &AL IAM Amazon Web Services RS , TE X FEI %
Ao

AN

)

KK

2

ERSHHITEHRIE

- EARKEETH

« Elastic Load Balancing #1fil & IAM —i2 T {E
EAENER R R RNFEZHR Elastic Load Balancing API X BR
Elastic Load Balancing lRE <&

« Amazon Elastic Load Balancing £ & 5 &

2

1&HE A3 Amazon Identity and Access Management (IAM) 28 Fi R E , E4EUR T &4 Elastic
Load Balancing # P9 T4,

RS AF - REFE A Elastic Load Balancing RFRER I , BFREE R SN BREAENZIUEM
BR. H&EFEHAEZ Elastic Load Balancing ThEERT K TIERT , BAIse T EH MR, THUOMER
HENRE T EEERE RFERESHWR,

REEER - MREELTHEER Elastic Load Balancing &R , A8 &4 Elastic Load
Balancing BV E£ 5 RIXR. B8 REHELNIRS AP R RIEL Elastic Load Balancing ZhaEH &
Bo RJE , BXMmE IAM EERRRBERUESXRSAFHNNR, BEEZRNHELNEEUT#E IAM
W EREE,

IAM BEER - MMRER IAM BEER , BUEFE T HNMHEEREEEEX Elastic Load Balancing
/975 (B A BR A9 1 415 2o
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SRRILRE Amazon EASHEILRFMNAR. B4HEL 1AM AP 54031754 %RIUE Amazon Web
Services IKFRAF , EBLEF IAM B3 1TH BRI,

X TFimREIE , Amazon 2 SDK M CLI R BERBTHHELEE. AXREZRELE , F2H (AM AF
iEr) PHERT APl iEREAmazon L& HRA 4.

Amazon Web Services &~ root FAF°

B2 8t Amazon Web Services Il |, BE2E —18B R Amazon Web Services Ik root i F° Y & %
5% , 2B KA LUT LA RIFFE AR Amazon Web Services R% MER. RiITBIBWTFEFHE
AR#TEERES. EXEERAFPKIENMES , #2058 (AM AFER) PWEEEFFP EIENE

Fo

ERNREXE , ERAXAPEAESHREBNERE B0 RIUES 8 Amazon Web Services fRS
IS BHE B HEAT I .

REGMmRIEXRBENDSIE R, Web SR HREE A Amazon Directory Service , & Amazon
Web Services RS fEAR B S HBRNERETHRNAF, KESHRATRHIGHZIEINAG,
IAM AP #84

IAM AFRINENMAGRSNARFEESENRHN —1MEH. BIUEAIGREIE  mIEEFKIEILE
B IAM AF. BXEZER  ESR IAM AFRFEREFNERALBAFFERASHREFNEKS B ORI
= 8E Amazon £ g BHE B #H1TIH A,

IAM EfEEE—4 IAM AF , ETEBRNENABAFRTNREE. AXESZER , H5H (AM A
Fier) Y IAM A ER S,

IAM A&

AM B EREERENRNFM , TREKRRZIE. SUUBIMNAFTHRE IAM A (#FE) R
@A Amazon CLI 5 Amazon API RERRKAAE., BXEZEER , H2H (IAM AFER) P
Y R=Y: PP

IAM B FEBREBAFHE, Imet IAM AFRXER, BIKFiGE., BRSHRIMUKEE Amazon EE1TH
NARFIEEER., EC2EXEZEER , B5H (AM BAFIEE) i IAM R EIK P &R,

A5 01T EHRIE 17


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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#RAT LA Amazon @i A2 FK R H G E KM INZE Amazon B0 EERIZFPHNIFENE. FRENTE
BHRBRBFERKNONERE. Amazon EZERARHIE R IPEXLEBR, KSHRBEELL JSON XY
B Amazon FEREMEF ., BXx JSON FEXHNEZER , HSH (IAM AFER) HH JSON F
B LR

EERAEAKRE , BYE BN EEATUEAF A4 TR BLERRITHEREREEERNGRMT
Ao

BUBRT , ARAAeRENR, IAM EER 62 IAM KT HEAMESed , RARRAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZTLR.

ET BRI RES

ETHMNRBREMMNBSH (A/., AWNAR ) B JSON NRKMI A, XEREIZH S5 7
BHATH ARE, MBERFEHRTUAREMLAZATHT, ETHOMCIRETSONERE , §5H
(AM FiF{EmE) FNEATSEEAREE LB E X IAM XR,

ETEMRBEAURARRE ( ERRAZNENFHP ) ARERE ( HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FS5H (AM AFER) FNEEERRS
MR R B 2 R FEAT IR

E T RIRAYREE

ETRIFHREE MR ZRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 F#EH
Kb, EXFHETRARNEKBORST , BRSEERA AUEACIREFNBERFNLR. BLME
E T RIFH RS I8 E £

ETHRRNEBERNM T ZRS PR R, ETREETHRNVRBEHER IAM FH Amazon £E
Ko

H R rg A
Amazon XEHMEREER | XLERBERLIREEENNEBEREFHNHE AN :

- NRBLF - EEETENNRBALURET IAM ZEHNEANR. BXEZELR , H5H (1AM AF
1B FH IAM SEAREY I BRIZ R,

o RSIEHIZERE (SCPs)-1E RIS EH LKA LN B A B KINPR Amazon Organizations, BXEZE
B , #5/ (Amazon Organizations FiFF#8R) YIRS IZHIK RS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
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- BIREFIZKEE (RCPs)-REKFHARFENHZRATANE. BEXELZEEL , HZH (Amazon
Organizations FAF1Em) W EIFRZEHIFKE (RCPs).

- SERR -ENAGIREAFVNEBGNSEN , EASBERENERERK, BXEZER , HS
7 <IAM AFiEmE) PH2IEERRE,

S REERE

SN RBEWRBEA T —MERE , ERBORREMERNENIRE, ETHRES RS RIEER
24T Amazon BER B A FIER , S IAM AP EREP R EETEEE,

Elastic Load Balancing #fil & IAM —i2 T4k

A IAM EEXY Elastic Load Balancing B BI#XBRZ 81 , BRZ T ##HELE |IAM ZhEE R 5 Elastic
Load Balancing B2 &,

A 5 Elastic Load Balancing E& A IAM Thag

IAM IhgE Elastic Load Balancing % #&
ETSHOHER =
E T RIRA R e
REgRIE =
RE§ IR =
REERGR (BETRS) =
ACLs )
ABAC ( BRI ) =
e B 4R =
EHRR =
BREAE &
REXEKAE =
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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Elastic Load Balancing &F & 9 #I K #&

XBETEMNIRE : 2

ETESHNRBETMMESZH (0 IAM AP, AFASAE ) 1Y JSON RRREE A, XL R
EHERFMASAEMPRA TN BERRIITHBERE, ETHRNTOEETHHRRE  FSH
(AM BAFiEE) FEATT EEARKE L BE X IAM &R,

B IAM ET SHKRE , BUUEEARTHIELNRENTRUAR R TRIELRENRE. B
T HET1E JSON REEHHERMFIELE , F5H (IAM BAFHER) S8 JAM JSON KB TE5 A,

Elastic Load Balancing W& T &R HY K #E
YRHETREROER &

ETRIFH RIS MR FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FREMREKEE., EXFETHRNKBNRS T , REFEER JUMER ENREHXEE
FROTR . X TEEPHMNREENRIR , REEE SUEE EE T X ZFRIATHLEREARETL
FUETHIT,. BXTEETRERNRBIPEEEH,. ERATASEKS, AF, A6, BReAFEH

Amazon Web Services IR

EFRABKFHE , B EENKFREMKF AN IAM REAEERNETRENEBERNEE, 5
XEZEER ,BSHR (IAM AFERE) RHY IAM R EIK - &R A,

Elastic Load Balancing K95 Bg i 4
THERREE: 2

&2 R ALEA Amazon JSON RMRIEERAMBIAM L. BHRRH , BAEHTUR HLRFH
TRIE , AR ARA AT,

JSON 5B Action TRMAT AT ERMS AU RIEL T ANRIE, ERMH DS RIELETH
GES SV DTR

EEEFRMATIIERENIIER , HSH (RFENSZE) F1 Actions defined by Elastic Load
Balancing V2 #l Actions defined by Elastic Load Balancing V1,

Elastic Load Balancing Y RESIRETEIRERIEA LT AR -

elasticloadbalancing
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"elasticloadbalancing:actionl",
"elasticloadbalancing:action2"

BETUERABERA () BESMEE, Hlin , EIEELAEE Describe FAMNAERE , SHEAUT
B®E:
"Action": "elasticloadbalancing:Describe*"

A< Elastic Load Balancing AP 2EHIEE YR |, FS R LT X4

- NARFAESESR, MEREEERMNMNX R FEHR — API ZEZ M 2015-12-01
- ZBAFIHER— APl SE A 2012-06-01

Elastic Load Balancing 3k B& & /R
EHRBER . =2

B R W LAEM Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAEATBN T ATIRK
1THRE | UREMALAFZHATHIT,

Resource JSON K T ZEEEBHNAREN —IHSZ IR FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TAZEFHRRERRROEAE , EEAEEN () ENEANATHRER
Ro

"Resource": "*"
R L Flastic Load Balancing APl X EZ NN ER. EEEMEAHIEESNAIR , B ARNs AiES
pa) =

"Resource": [

"resourcel",
"resource2"
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https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/
https://docs.amazonaws.cn/elasticloadbalancing/2012-06-01/APIReference/
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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E & F Elastic Load Balancing #REE R HEK AR ARNs , EZH (RFENSZE) FH Elastic
Load Balancing V2 & X B9 JR A Elastic Load Balancing V1 EXHER. ETHEAREESER
#9 ARN HY3iR4E | 55 Actions defined by Elastic Load Balancing V2 # Actions defined by Elastic
Load Balancing V1,

Elastic Load Balancing HJ SR E& S 448
XEFRETRFNRBRGRE =

EIE R W LAEM Amazon JSON REERIEEERNARMT L, BRRY , WA EMAATL T LATIRK
1TH]RE , UREMALAFZHTHT,

Condition TEBEEUNRXHEEBAMEHIIT. B RIEBEASGCZESR (Hlw, EEFHD
T ) WEHRESX , UERBRPNKGEERPHEMELTE, EEEME Amazon £REHE |, 55
3 1AM AP Amazon £ B54 £ T XE4H,

EEFHMATIERFRNIIEK , BSH (RFENSZE) K Condition keys for Elastic Load
Balancing V2 # Condition keys for Elastic Load Balancing V1, B 7 f# A A &4 R VIRIEN TR
B2 # Actions defined by Elastic Load Balancing V2 #l Actions defined by Elastic Load Balancing
V1,

e

+ elasticloadbalancing:ListenerProtocol s

» elasticloadbalancing:SecurityPolicy sk

» elasticloadbalancing:Scheme 44

» elasticloadbalancing:SecurityGroup k{4

« elasticloadbalancing:Subnet & ¥4

» elasticloadbalancing:ResourceTag s

elasticloadbalancing:ListenerProtocol k{42

elasticloadbalancing:ListenerProtocol ZMHEAATENAICIBZMFEANMITIRERNZ
. ZRMERTRARFAZGER. MEARSERNLARTOER. A TREISFLIGE

API hix 7K 2015-12-01

e CreatelListener

* ModifylListener
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html#awselasticloadbalancing-actions-as-permissions
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API hixZ 2012-06-01

» CreateLoadBalancer

* CreatelLoadBalancerlListeners

LU ROIRBEESR AP E SRR F A E SR ITERERE HTTPS I, Jy B M A1 %25 Ay 0
UTERIEHE TLS Wi

JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListenexr"

]I

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
"TLS"

FERRARSHEEN | FALEENAAPIEESMIFSE, Bt , CHEBRLXAEASELTY
B, AT RBIFFR.

JSON

"Version":"2012-10-17",
"Statement": [
{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition_examples-multi-valued-context-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition_examples-multi-valued-context-keys.html
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"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancex",
"elasticloadbalancing:CreatelLoadBalancerListenexs"

]I

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [

"TCP",
"HTTP",
"HTTPS"

elasticloadbalancing:SecurityPolicy k44

elasticloadbalancing:SecurityPolicy XM R UTATEXMBEHHTATIER LB ER
2RBAFRH. ZREEATNABEFRAEOIER. MENEIESENLANRTESE. UTREXE
[l SN

API hix7x 2015-12-01

* CreatelListenerx

* ModifylListener

API hix7x 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

AT ROIRBERAFAENRAERFASRSERNMNEABEREREENRZEREZ—
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListenexr",
"elasticloadbalancing:ModifyListener"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

elasticloadbalancing:Scheme 44

elasticloadbalancing:Scheme &8 A AT E X I AT E 25 HIB ] UEFE Wi 5 R %
., ZEBEATRARFARIGESE. NEARSEHSNLABATIEESE, ATREIFHFM4E

API i 7 2015-12-01

* CreatelLoadBalancer

API hixZx 2012-06-01

* CreateLoadBalancer

AT ROIRBERAF A EABEEREREEN TR,
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:Scheme": "internal"

}

elasticloadbalancing:SecurityGroup &4

/A Important

Elastic Load Balancing #Z Z£AMNMEAER R, IDsER , FEAEAEINTX D KN
EMNZXHZER , a0 StringEqualsIgnoreCase,

elasticloadbalancing:SecurityGroup &4 EAATELHEL AT UNA T RAEITEIRL
S, ZRBERTHRARFARGER. WEARSERINLANBIOER. A TREISLEY
7’

API hix 7 2015-12-01

« CreateLoadBalancer

* SetSecurityGroups

API 7 2012-06-01

* CreatelLoadBalancer

* ApplySecurityGroupsTolLoadBalancer
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UTRBIRBERAFAEASSHREREENZE2E—.

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
"sg-51530144",
"sg-51530139"

iy

elasticloadbalancing:Subnet 44

/A Important

Elastic Load Balancing #Z FMMWIE KEFXR. IDsfER , FRAEAEINAX D K NE
WM ZER |, 130 StringEqualsIgnoreCase,

elasticloadbalancing:Subnet 4R AT E AT LA G2 R LE F M -1 H B in E 1 239 #3810
S, ZRMERATNABRFAZEGESR. MEAEGESE. MXARSEINLBAEHESE, AT
BREXFHEMGE

API hix 7 2015-12-01

* CreateLoadBalancer

* SetSubnets
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RAriEmE

API hixZ 2012-06-01

» CreateLoadBalancer

» AttachLoadBalancerToSubnets

LT ROIKEERAFAEARSER[REREEN T2z —

JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:Subnet": [
"subnet-01234567890abcdef",
"subnet-01234567890abcdeg "

elasticloadbalancing:ResourceTag S48

elasticloadbalancing:ResourceTag/keysk## 4 E T Elastic Load Balancing. FTEZREE

X iR,
ACLs f£ Elastic Load Balanc

% ACLs : &

TAREHIZI&R (ACLs) ZHPLERIEA (KFRA. AFRAS ) ARBARR. ACLs EETHIFH

REERL , RETAAEEA JSON I HEH,

Elastic Load Balancing 205 IAM —i#2 T4
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B A Elastic Load Balancing 89 ABAC

¥ ABAC ( REEHFIIIRZE ) : 2

ETEMMIGRMNRIES] (ABAC ) R—HMERER  ZERETHRININBEEREURER, EATL
FFHRE M NE IAM SE4EF] Amazon BIR , AF1R1T ABAC KLU AW EZFEANREERR LWL
UC i B+t 3k T #R4E

EETHREEBHE R , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys ZRHRBERBNZUHTEFREFZER,

WRENRSN TEMERREBIEMAEX=AFMGR , X TZRS , ZEANR. MREMRSN
NTFEHIRRREISAMEX =GR, WZENBD

BEXABAC WEZER , HF5H (IAM AF#ER) FWERA ABAC BINENNRE, EEFIRE ABAC
SHRNHE , B3R (AM AP ER) PREAETEMMNIHRIMNRES] (ABAC) .

et $EIE & Elastic Load Balancing Bt & & A
XFIEAELE : 2

I BHIE BRI Amazon BEHNEHIHFRINE , A ERELEAKSSHRTRACKBEIRIEN,
Amazon BWEBHSERIGHHER K MARERAKBIHRZEA, BEXEZER , 558 (AM AFiE
B H1 IAM FW IR Z £ EUEMAER IAM B, Amazon Web Services RS

Elastic Load Balancing 95 iR %5 & X BR
THEHERFALXE (FAS) 2

¥ ERIGEATE (FAS) BB AR Amazon Web Services fR% , B L Amazon Web
Services RS B T RS X HIERNIER, BXEKE FAS BRI EKEIFE , BSRELHELSE,

Elastic Load Balancing B RS A&
XERSAR &

REAGEH—TRSZIEE. REREHITEEN IAM £, IAM EEB R AT LE IAM B2, S Fm
BREESAR. BXEZER , BHEH (IAM AF1ER) FAI2E [ Amazon Web Services IR 55 Z IR
R AR,

Elastic Load Balancing HRE <& &
TERSXKAR . 2
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html

Elastic Load Balancing ArfEm

REBEXAERE—TMSIRS BN Amazon Web Services RERES AR, RETUKRARKREINIT
BENAE, BRSHEXAEEIEEN T Amazon Web Services | FBABRSEAAE. IAM EER
A LEEETRERERS KEKARHNIR,

BR BB EE Elastic Load Balancing BRSHEXABMFHAFELS , HZH Elastic Load Balancing fR
SHEXAE,.

ERIEIES R RFERIIRLM Elastic Load Balancing API X R

NEAFEEIERP N ERRINGE |, IS NEEEA RS

JREVIRYE (W0 elasticloadbalancing:CreatelLoadBalancer %
elasticloadbalancing:CreateTargetGroup ) Wi PR, MRERFEIRIREDEERL , NE
=7 elasticloadbalancing:AddTags BELHRITTANER , URIEAFEBERNMEIRE
BN ARSHNRER. Bt , ARESMEEFEH elasticloadbalancing:AddTags BEHE RN
BRo

ff elasticloadbalancing:AddTags &4EH IAM policy EX A , AIEAW® A Condition &H@
M elasticloadbalancing:CreateAction st& , N RIBRRNRER FRMTEHNIR,

MTHREERT - KK, EATAFUZEREARECESEPaENATARE. AFPTRIRE
FEAREER AL EZEZFA elasticloadbalancing:AddTags #&4E),

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

B, TEHNRBATAFUERARSESAEURIBRPNANRE., ARELUREEARERR (it
NFZEEEEA elasticloadbalancing:AddTags &%),

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancex"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction”" : "CreatelLoadBalancer"

REAPERBFCIERREDRA THRER , REFT 2 elasticloadbalancing:AddTags
BE. Bt , IRRELBERPEEEAHRE , WABUERENR (REXERICEYE ) WA
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FPEEEZMEA elasticloadbalancing:AddTags RENNR, B2 , MREAFPFERMFER
elasticloadbalancing:AddTags BREMNNREM X E I EFRSHNRIE , MiERF XK.

Elastic Load Balancing RS XA R

Elastic Load Balancing £ A RS XA KK ERKEBAEM Amazon REFIFNNR. BXE
ZER ,BZH (AM AFERE) PHRSHEXAE,

RFHEXACETFHNR
BRI & FH B N AWSServiceRoleForElasticLoadBalancing B9 RSSHE% & &R A R & A HAib

Amazon R .

AWSServiceRoleForElasticLoadBalancing {§4F elasticloadbalancing.amazonaws.com fRS 3K

RAZBE,

A @ PREM N AWSElasticLoadBalancingServiceRolePolicy, EEE LRI |, HS Y
{Amazon EERKMKSE) iy AWSElasticLoadBalancingServiceRolePolicy,

RS HXAE

BT EF 3612 AWSServiceRoleForElasticLoadBalancing £, Elastic Load Balancing R1E & 612
HEYESERERARN N EEBLKAR,

ZE 1L Elastic Load Balancing AP RKRECERSHEXAE K BLNEEMENR. BXEZEER &
2 IAM A FEEm T RS XA R,

RERSHEXAR

IEAILAE A 1AM 4% AWSServiceRoleForElasticLoadBalancing B &, BEXEZEL | 511
(AM AFEm) PRRERSHEXAGER,

MIERERSHEXAE
MRFBEEFEAEMEATIGE |, BATEUEM R AWSServiceRoleForElasticLoadBalancing.

REEBBRKF. PNRMEREEEEERE | TEMBRILERSHEXASE®, Amazon XATHRREFTSTE
R BRI (R R Y A B B BT RSN BR . BXEZER |, BS MK Application Load Balancer, il B&
Network Load Balancer il Br£2 B8 th £ 15 #7835 .

BALAER IAM #2#lA . IAM CLI 5 IAM AP BIBRIRSHEX AR, BEXEZEER , 558 (AM AF
FEr)Y PHMBRIRSHEXAE,

BSHAxAE >


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-delete.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
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fl Bk AWSServiceRoleForElasticLoadBalancing 2 Jg , # M ARG EFE RS E A H ORI BIRR
ZREZAE,

Amazon Elastic Load Balancing £ & R I

Amazon & XK 2 HIEMEEM N KK Amazon, Amazon HERM EENTZE N AHIRA
R, REEALUF AR, ANAESEXR,

EicE , Amazon HE R EET SN ZNSER IR FRERENR , A e/ #EAE Amazon
BERFEA, BINBUESENRSETERARANE - EEAFIKH —SHONR,

BT EE N Amazon EEFRBPFENHNER. R Amazon E#H Amazon FEE R E XK E |, N
EHAYNZRBAI<BKNMEZERASHN (AP, AMAR ), Amazon REUREERBIIHH API
A RS m] LAE A ¥t Amazon Web Services RS B9 API #24ERTE T Amazon £ E XK.

BXREZEE , BHZSHE (IAM AFEE) K Amazon FEE XK,

Amazon £ E KB . AWSElasticLoadBalancingClassicServiceRolePolicy

%KM ¥E Elastic Load Balancing ( Classic Load Balance ) (R &REF A EH M Amazon RS FFEMFR
BENR. BRSHEXACGETMEEN. FATENAR® , BFLF R Elastic Load Balancing & &
SERIREFTERINR, BTEEMMN, 28, B BRI R R,

EERHRBONIR , F5H (Amazon REXKKSE) Il

AWSE lasticLoadBalancingClassicServiceRolePolicy,

Amazon ¥£E X : AWSElasticLoadBalancingServiceRolePolicy

L #EE E Elastic Load Balancing X RIEF A H M Amazon BREFIENFIENRIR, BREHEXAREM
KRENL, FAMENAR  BARLFBH Elastic Load Balancing R RIETRIZEFTENNR, B
BERT AN, 2 E. ISR BRI R RS,

EZEFRRBEONR , 28 (Amazon RERXKKESE) FH
AWSE lasticLoadBalancingServiceRolePolicy,

Amazon £ E XK : ElasticLoadBalancingFullAccess

VLR RE foiF B 52 £ 519 Elastic Load Balancing BRSS , & Amazon B2 414 BR #1777 H At AR

%o

EEFHREHNR , 525 (Amazon HERXESZE) B ElasticLoadBalancingFullAccess,

Amazon £ & F 33


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingClassicServiceRolePolicy.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/ElasticLoadBalancingFullAccess.html
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RAriEmE

Amazon I E KB : ElasticLoadBalancingReadOnly

R BEIREXY Elastic Load Balancing 148 5% RS589 R iz 1/ (=] 4% BR

ETFHRBEHNR , 525 (Amazon HERXESZE) P MW ElasticLoadBalancingReadOnly,

Elastic Load Balancing E# Amazon T & KB

BEEHZRSFHREBRFIXLEE WK | Elastic Load Balancing Amazon T E R EFNIFAEE,

B

AWSEIlasticLoadBala

ncingServiceRolePolicy — 31

B R EEHY E AT

ElasticLoadBalancingFullAcc

ess — X{HE H M B R

ElasticLoadBalancingReadOnl

y - B EW TS

AWSEIlasticLoadBala

ncingServiceRolePolicy — 31 I

RERBEHEH

ElasticLoadBalancingFullAcc

ess — XIHE EME I B R

ElasticLoadBalancingFullAcc

ess : ¥EM

ElasticLoadBalancingReadOnl

y : HTERE

Elastic Load Balancing FF i8R
EREE T

DU

T ec2:AllocateIpamPoolCidr
¥, LEBEFM IPAM St 5B CIDR BIEHR A
BR o

¥iNT arc-zonal-shift:*

X Al F X ¥ % P R VAR

B4, IRT

BT THRE, URFXAAREBAREN
PR : arc-zonal-shift:GetManagedR
esource , arc-zonal-shift:Li
stManagedResources F arc-zonal-

shift:ListZonalShifts o

#®iNT ec2:DescribeVpcPeeringConne

ctions B , URFNFEZEFMENNE,

#iNT ec2:DescribeVpcPeeringConne

ctions #BF , URFNSFEERMENNR,

LI R BT E MR BRS Y SE £ T3 RN
PR

3T Elastic Load Balancing MEX RS H R
BRIH A

Elastic Load Balancing FF iR iRERE Amazon #
ERBHEI,

B

2025 F 2 A
17 H

2023 11 R
28 H

2023 £ 11 A
28 H

2021 £ 10 A
11 H

2021 £ 10 A
11 H

2018 £ 9 A
20 H

2018 £ 9 A
20 H

2018 £ 9 A
20 H

Amazon £ & F
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/ElasticLoadBalancingReadOnly.html
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Elastic Load Balancing B & M M1 iE

ETHEEA Amazon Web Services RS2 EBERESAMITRIBER |, HSEEAMITREE RN
Amazon Web Services If % , REEFREBRBMNBHEAEITR. BXENELE , ESH . . Amazon
Web Services &M 1T%.

B LAEA Amazon Artifact FTEE=FFitikE. BXEZEER , iH5H. 7 Amazon Artifact F
HIRE

EIEEH Amazon Web Services RS I EA M RTHEWHRIBEN SR, BTN EHNMH BRI
EEAWEEEZNRE, BXEEMEA Amazon Web Services RSN ENRTENEZELR |, TS
Amazon &2 M3,

Elastic Load Balancing A BY ¥ F&E 1k & &E 1

Amazon £IKERRERE S Amazon XEMATAXHEN, SXERESNMEYE LRI BREN
AKX, XETHAKBTERE, FHESETRESHNGERE—E, RATAKX , BRI
BREETAX AL PGB HERBNNARFNRERE. SRENENHSMRIEDOERM
Rl  TRAXERESN AL, BEEINTT BL,

BX Amazon XIBFMAAXWEZEER , 55 HAmazon £EEMEHE,

Bk Amazon £EREMIRMESL |, Elastic Load Balancing & 12t LA FIhEER X R BSR4 14 -

s E—NESNMNTARFNZAEHIZE D EEARE,

« &AL Amazon Global Accelerator SR ARFAEIERLEFER , E—NHS MBS NARK
B R2EEARE, Amazon BXEZEER |, 23 Amazon Global Accelerator FF & A G 35
Mo

« Amazon ECS 2 8EB 7 EC2 KPR L1517, FLLFMERE Docker Baro A LU Amazon ECS
RESEENFEANBIEREEFTHNRZZESEEARE. BXEZEEL , FZH Amazon
Elastic Container Service FF X A R &,

Elastic Load Balancing RV E R LT £ 4

£ —TIEE RS , Elastic Load Balancin Amazon g ZE|£IKME L LRI . BHX Amazon Z£ R
SR A Amazon RFEMIREHEE , 2 HAmazon &%, EFAEMRELZSNRESEK
RIZITEHY Amazon 3R 3E | 155 S Amazon ecurity Pillar Well-Architected Fram ework AR #Y E it 1%
R .
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://docs.amazonaws.cn/global-accelerator/latest/dg/
https://docs.amazonaws.cn/global-accelerator/latest/dg/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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BAILAE A Amazon EXEY API BB M4 R Elastic Load Balancing, &FmAMEZFUATA

o

= .

c BRHEREMML (TLS ) . BAMNEREA TLS 1.2, BIWEA TLS 1.3,
. BEA=LHEIRE (PFS ) WHLEH |, 610 DHE ( IR Diffie-Hellman ) 2 ECDHE ( a4 Bl g
% Diffie-Hellman ) « KZEHIR RS (W Java7 RESRAE ) BRFXLEEK,

M 4% bR

ERFAZR (VPC) BT Amazon ZH/EHCHWEEREXEPHEMME, FM2E VPC FHY IP it
HEE. BB EERN , TUNABHERTREE—IHSNMNFN. EFLE VPC T
REE EC2 KAHREEMBEN B BER, BX VPC MFMHNESZEEL , 1525 Amazon VPC
AP,

HBE VPC ROl Z A ERRN , EATNEM Internet , LA SAE BN ER, MERR BB EAR A B HAY
ERAgERAX A ERG VPC EF L RNRNEF ik,

B HEYERAERILE P tiutm EEMBERAEER, Atk , BNEREEFERLE IP it |, B
Al EIR B RS E SR E R,

EfHFE IP it M VPC A Elastic Load Balancing API , i&{#H Amazon PrivateLink, HXE %
E8 , 35 FHE N K158 Elastic Load Balancing ( Amazon PrivateLink ) o

FEHIW SR E

HIEEANBSERN |, FERERUTRICRRF NERE

- FRAZEMTSHEIBEFHENASOEHSRZENMEERE. Application Load Balancer X HTTPS
1%T8%. Network Load Balancer ¥ TLS {#788, L#AFIGERE S HTTPS M TLS AT
o BALUMNENARIIEENMENLZLRBEPER , EEENNARER XHNEBEHNBDIAR
K, A LAEA Amazon Certificate Manager (ACM) 3 Amazon Identity and Access Management
(IAM) REB ARG S L ZEWRSEF[IESR, BRI ARS|[AFIER (SN) i, FREANR
LMTFENZANLLEMEREES . HEFSNRSB[IUPSRLOTEEXKN , QA HNENARK
BHERE A SN,

- BLiE Application Load Balancer MIZ i H TN EZ LA , MNEZREBERZFHEHNRE, X
L HAXPMEMFTERFEO AT REEFEHNAEREUARREE P KN HILRE,

- NEW Amazon EC2 LHIEBR LA , FHMNESIREATTERINRE, XERLHXTEMY
gRim OMETRRKRERO L ATFRBAFEERNALRE,
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https://docs.amazonaws.cn/vpc/latest/userguide/
https://docs.amazonaws.cn/vpc/latest/userguide/
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- BEEH Appllcatlon Load Balancer , M B M RHABMIEA LN RASHLZL N AFHITEHR
if, BXESZEER , ES R Application Load Balancer ¥ F F 317 & 11l o

« ¥ Amazon WAF & Application Load Balancer & &£ , 1R#E Web 1A E1#2H51%& (Web ACL) H#Y

I 7E VF PR LEE R

5 A O ¥ 1A R Elastic Load Balancing ( Amazon PrivateLink )

WA LB 6120 VPC 4% &£ Virtual Private Cloud (VPC) & Elastic Load Balancing API
ZBRBAUFEEE, B LAERAEEM VPC A Elastic Load Balancing API , ML HE A EEM
M><. NAT =48 VPN EZKNEEH VPC, KinT REMRTSATLRNEE AFI9EHSEN
2015-12-01 kR #1 2012-06-01 KX Elastic Load Balancing APl I a] 5, aI¥ RiEiE,

#0O VPC 4% = H Amazon PrivateLinkiZZhRERR 235 |, ZWBEAR T BN HREF 2B Amazon
Web Services IR FEAFE IP it #1TEBE. BXEZEE |, 55 Amazon PrivateLinko

BR
Amazon PrivateLink X 55581 50 B9 M & s 53928
A Elastic Load Balancing 82 # 04T =

FRALLT RS B# N Elastic Load Balancing B B& w1 & :

com.amazonaws.region.elasticloadbalancing

EXEZEER , 1§25 (Amazon PrivateLink IE/) R 6IERE O
A Elastic Load Balancing £/ VPC K% R K&

BAI LA VPC K umTr S ISR EE , LAFRHIXT Elastic Load Balancing API BYi51A], iZRESIERE :
o AHATIRIERI 45,

- AHITHRE,

- AXEBITRENTRR.

LTRHIERT — VPC KinT AR , ZRIELTEABT LT ROIBABITERMINR, =

PIRBEGE R FFATA ARATA A B RV NER.
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/listener-authenticate-users.html
https://docs.amazonaws.cn/waf/latest/developerguide/waf-chapter.html
https://www.amazonaws.cn/privatelink/
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
},
{
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
]
}

BEXEZEER |, 5 (Amazon PrivateLink 18R8) A 89 1 F i = 56 B 322 5 X AR 55 89 15 1R A BR o

4 Elastic Load Balancing &% VPC &% ¥ R B 38


https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
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s AEEE API IERTR

Elastic Load Balancing 2B &S/ X &R HHE XN S/ Amazon Ik APIER, X258 7T HEBRSR
SHMREMTAM, THRABRNEMEAESE API HBERTFTLBIATFNHE K API EREH, Tid
FRAAZERRREEA APIER (fln , BNARFRE=SNAEF ) , AP EREZERRHN
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o0 SR s M A E 9 API I TTRIR S , B 2UWE ThrottlingException iR VEEH Rate

exceeded fHiRHE,

BB ESR , UNBHAEBT R, BXEZER , FEREN., EiEMEERHAEZ . MREEER
FEEMBRRS , AT EABRR Amazon Web Services X# LAES B IR IEH 88 API EABR B ENRBRARS
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Hil , SARTE S AT A RN AT TN Y 1 B

gnqe] 2 AR TR

BMABIOEERTEEEBEERKI AP TR, FRALEZE , ENKFRAE-IMFARERE
MTENEER, FERBTHSHEEAREEEET —VHTRRH,

M RBIGEREME AP BE. ELB API iR 2 XIFTRENNHBE R  NARFAHSEE
27, MERFGERMMXAFIGEER. ELB API A 1 XIFL BN FHITHE R, 81 ELB API fRZEH
BEHCHWFREBNTHE,

R F&RIEEA Elastic Load Balancing APl BV ARSS , flaiL 5% EC2, W E# ECS. Amazon A EC2 uto
Scaling , ¥ B Amazon CloudFormation i E BCWIKF R EF#R. XERFSITLERLEEBINS
8

15 SRR R PR

FEHBERERREET , BEEHN APl BRBELZITR. ERENTMEREBLNEZ60E TP HIER
— NS, i, ETER API RIEENTEFHERBIEN 401 o, BE—VAKSITULRE 404
Describe* &R, MRBHE—HHAKHM Describe* HREN 40 /N, MEBTR , FFZPA
FIRABERF LMK,

FRBSQLRENERADER, MRFERBNTEETESARE , IISVLR—EHRENTHIED
ZEERE, EERIEFABTENIL, NREESTHIRHNFHEEER , IXETHERIRER. FES
THTHEBETHEEIHGABE, fl, TR AP BENEFRESTEN 40 MvE , BEERRIE
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https://www.amazonaws.cn/builders-library/timeouts-retries-and-backoff-with-jitter/
https://en.wikipedia.org/wiki/Token_bucket
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101N EHE, NREESE -V AL 40 /> DescribeLoadBalancers &R , FE® PN S ESH
HEEZ (0), RINSEZER 10NN TENEEEEZEHE , EZRE 40 M HEARKBERNLE,
Hit , MRELPEEELEBEMBER , I EEEBEEE4 VI 2LIERBREE,

REZSHFHEBTEERTREERE API FR, EUUESHEMNEFEBHERERXLESE,
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"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName" :"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
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"recipientAccountId": "123456789012"

Example’~fil 2 : DeleteLoadBalancer 3k B ELBv2 API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
I
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d@"
I
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Example’R#l 3 : CreatelLoadBalancer 3k B 3% {4+ f1 £ 9% API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

Elastic Load Balancing 4R %l
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"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
.
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example R4l 4 : DeleteLoadBalancer 3k B 3# it 15159 % API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
}
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
I
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

£ < CloudTrail FEHAMEE |, 1§21 (Amazon CloudTrail BF#ERE)Y R MICloudTrail &4 N A,
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HPR 3 ERTREE, HIAMAT

MR ENR MY E T2 Application Load Balancer = Network Load Balancer , &5 24317 2A
T#]E

- FFEA API iR 2012-06-01 B9 IAM SRREEEEHT 9 £ AR A 2015-12-01,

- EFEAAWS/ELBAE ZEH CloudWatch IE#RH#HE , LAEAAWS/ApplicationELBZRAWS/
NetworkELB#AE % 2= B K $E 45,

o EHERASREAaws elb Amazon CLI isSHIBIZAS, aws elbv2 Amazon CLI

o EFFRAWS: :ElasticlLoadBalancing: :LoadBalancer®/REXE
FAAWS: :ElasticlLoadBalancingV2#R# Amazon CloudFormation # 4R,

- J$EH Elastic Load Balancing API fxZx 2012-06-01 #9{RE3 E#7 7 £ FARA 2015-12-01,

RIR

« Amazon CLI i 52 EH M elbv2

Elastic Load Balancing AP1 2% (2015 12 A 1 HiR)

i& i T Elastic Load Balancing B9 Identity and Access Management

« Application Load Balancer AP 8 E# # Application Load Balancer %5

Network Load Balancer i P88 # Network Load Balancer 545

{Amazon CloudFormation AAF#§R) A # AWS::ElasticLoadBalancingV2::LoadBalancer

HUR 4 BIRRIBRBISE RS
BT AT T SRR MIBR B2 A9 E 25

FaiE® 56


https://docs.amazonaws.cn/cli/latest/reference/elbv2/index.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html#load-balancer-metrics-alb
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-cloudwatch-metrics.html#load-balancer-metrics-nlb
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
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BE.LE A P B 2 42 B 0 B 15 1T 2.
T LLBIE IAM SERESRIE L P FE RO TK P o 1 B A B R,

Elastic Load Balancing V2 #l Elastic Load Balancing V1 &8 APIs 12T CreatelLoadBalancer API
B, AIBLBEAFI9ESEN , ZNFER V1 AP BE | 2R SIBASIIEENMITEE. IENHA
BEFRAZ9teE. MEREFOERIMXAEEERN , SFER V2 API B4E, V2APIRH#T -1
Createlistener #F , AREQBATIIE R 2B N H BB MITSES.

WREEE TSR N , MIMATRERFIEL AP R A SERNINR, BT ERLHE NS R
MREDEE—Mulres  HRESBAIEAFRLBAROER, EF2BLEAF IR MmRE
MR BER , RAXERBIOERREMNTRNIZLER £IMY AP R4,

{
"Version": "2012-10-17",
"Effect": "Deny",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": [
"arn:aws:elasticloadbalancing:*:*:loadbalancer/*"
1,
"Condition": {
"Null": {
"elasticloadbalancing:ListenerProtocol": false
}
}
}
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancingv2.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awselasticloadbalancing.html
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