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https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/index.html
https://docs.amazonaws.cn//powershell/latest/reference/
https://www.amazonaws.cn/tools/#sdk
https://www.amazonaws.cn/tools/#sdk
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EEA Amazon Xig# Amazon SDKs Bai £ ARSI BRIAL IR T R BATEA R APl iERi5E H ftbim

R, &5 #the section called “Secrets Manager % &,

BERBHARITEGXY  FSH -

o C++

+ Go

» Java

« JavaScript
» Kotlin

+ NET

+ PHP

» Python (Boto3)
+ Ruby

+ Rust

« SAP ABAP

.+ Swift

HTTPS &1f API

HTTPS Z&if] APl RFRU4FE 5 3 1517 Secrets Manager #1 Amazon, HTTPS Zifj API R ERE R
mARSS & H HTTPS 3K,

RERAINEREFR Secrets Manager HTTPS &ifj API , {BEA 122 {R SDKs chAHEF -1, FRT
B URTELEBLAFHIRITNERAES. Hlan , SDKs 2B EHNERIITZSE |, HHFMAE
$§*§éjgln /fJ: %jﬁm'l-n %E"JQEMO

EX Secrets Manager #1T HTTPS A , BEEERET 277,
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El«iﬁﬁﬁ'ﬁi}%ﬂ Secrets Manager , BRI LA EAmS , BIARS A O KB URL, Secrets Manager
ERX& / ™ X «:Ezmu*%?ﬂ-.llﬁlﬁqi% IPV4 *uo IPVG
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http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_secrets_manager.html
https://docs.amazonaws.cn/sdk-for-go/api/service/secretsmanager/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/package-summary.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/SecretsManager.html
https://sdk.amazonaws.com/kotlin/api/latest/secretsmanager/index.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/NSecretsManagerModel.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/namespace-Aws.SecretsManager.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SecretsManager.html
https://crates.io/crates/aws-sdk-secretsmanager
https://docs.amazonaws.cn/sdk-for-sap-abap/v1/api/latest/smr/index.html
https://awslabs.github.io/aws-sdk-swift/reference/0.x/AWSSecretsManager/Home
https://docs.amazonaws.cn/secretsmanager/latest/apireference/Welcome.html
https://www.amazonaws.cn/compliance/fips/
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HIEBE IPv6,
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Amazon Secrets Manager F{E£3<ik

Secrets Manager Bt T HEZA AN ECHZLERBNEEEENARELZEIIEE, UTHREXRRE
—EN , HAFRRTEENREMAA R, XEHEEXRRUTETESENTERTHEREHNIEER ,
BREANEANEZEERREZER 2R 6.

BEZRTHEENEERANRESER

o FEUER H A BURE B 7 £ Amazon Secrets Manager
- ERABPTIZRFNEA

s ABNBHRERE - MNEEH

- FRAEEXRREEZN

- BREEHN %48

- BRKGER CLI BYX B

o PR&IXSZEEARY 15 8]

- SHIEHA

- SEEA

- EREME LETEMIRKE

U R H At BURA{E B2 £ Amazon Secrets Manager

Secrets Manager AJ#B1ERREL S RAMENYE , HRERLRGREHBREEHR

&, Secrets Manager {# F{&#48 H Z %1 Amazon Key Management Service (Amazon KMS) H#9 0
RBATBARPAHRHITINDR, HEREZRAN |, Secrets Manager 2 ZRZAHE S TLS HEZ £t
RREBEBNARINE, BXEZER , S0 QEEH,

EXRABHR A ZERFHIEH

CodeGuru Reviewer 5 Secrets Manager ££5% , EAMZRNB[ERHRBPERRZRIPONE,
FHRNBLBREREZDE, BEFEEFTER, AFEE. BXEZEER , 2 the section

called “Amazon CodeGuru Reviewer”,

Amazon Q JRRABENKRBEELAERZE2RENKBRERE , NTTHEENMNTRXEAHNNARE
FHRR. BXEZEE |, 55H (Amazon Q F X ERAF#EE) FH Scanning your code with

Amazon Q.

FHEUE A H A BURME B 1E 6% £ Amazon Secrets Manager 10


https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
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AR T4 18— A DR 24T

ERZBERT , RIVBIUEHaws/secretsmanager Amazon EEZRARMBYER, FAECT~
R

5T BRI BB AR EARR AT NS , FEARS 8 T ERRRAN TN
.

. ER4AEMTP | FHE secretsmanager.<region>.amazonaws.com 2 # 4 kms:ViaService
ZHR, XSFEFHANERARSINERB Secrets Manager BYiE Ko

« RTH—STZANFERREINIKE Secrets Manager EEBIEH E TXWER |, iH@E I eIEL
T U Secrets Manager f1% £ T X RBEAELRA KMS ZEWEH -

« IAM R BARBINZHERMHEEN
« EERNFRENYR

BEXEZEER |, {55 H the section called “Z4A IR F R 22",

EREFERERZH

RNTBRAEMMERENED , BINBWEFERUTZ XN Secrets Manager EFA 42 —REFE
NWEAHNERTENERTEA]

- Java BEFRER

« Python 5EFIRERT

« NET EEFIRERF

- Go ERFRER

* Rust BEFIRER

« Amazon ¥ H %40 Lambda ¥ E

* the section called “Amazon EKS”

« FAFthe section called “Secrets Manager G2 £ &b 58 4 B B8RS Amazon Lambda, L 5i#h3&
MARBFRS. LE#EEM Kubernetes Service ML B it it B =ZFHREP X Secrets Manager %
A E A TIRE L,

NI ZAEE — DN NBREH 11


https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/kms/latest/APIReference/API_GrantConstraints.html
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IR FH

MRERE—BIEIARERZRR , BAMBATEER B KR, £ Secrets Manager , BRI LR ER
M/Nef B35 — IR, Secrets Manager 12t 7T AR EKR - £ AF M XEBAF. BXEZER
BSH i B4,

fR{EER CLI X e

EAEA Amazon B4ERT , ATLAESG S shell R AX LGS, Amazon CLI KZE T shell Zpiz4it
TR M BN RANIEE  FINBAFRERNET LB ANSSHINEE, £ A Amazon CLI %
ABREFEE 28 , B the section called “BBIK £ % Amazon Secrets Manager Z48 Amazon
CLI BIXEE",

BR 53T Z A 15 A

ERFEXENZANIBRIG IAM REEQH , FASENRBERN, SAUER IAM SE8HM%E
B, RREBMETEMENTHENRES (ABAC) . BXEZEE , 52 H the section called “5 12
WUFF G R,

FA

o BRI BT IZ TR

- BEFEARKTH IP R4
« A VPC i R &R HITER

BELE XS B R T2 T3 R

£ A VF1R4F PutResourcePolicy MR , MATEWEMEA BlockPublicPolicy: true.
XHERERERBEERBAATF ZHENERT , AP RREREM MR ZE,

Secrets Manager £/ Zelkova B EXR DM RBRE , LAEREFEERZHRNERB, BX
Zelkova WEZEE , BSRAELLBE LN "0 Amazon A B 3 #EIE K H B SS I AHAE Amazon
zZ27,

TR RHBIERT a0fEEA BlockPublicPolicy,

RIREW B 12


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
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JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:PutResourcePolicy",

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEF",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

EEFERAREARN IP ik 4

EARFRIEL 7R Secrets Manager FIREKB A IETE IP bt ZFFEE /5 aws :Sourcelp 44§
B, BEXND. fla , MREFREEXIRKELTME IP i STE M IER Amazon HITERVER R BE Bt
E L, MEER IAM AR N RN BAERNERGRBBIE, B2 WREATHMRS
RREFRFEL , GIANFEA Lambda BEBUS AEER , MIZEBESMN Amazon RStk Z2 B i A Secrets
Manager 1€, SZRBEEMHFER P i kSN ERT2 LK.

Ak HiERFKEH Amazon VPC S BT , aws:sourcelIP 4Bt EEA. ER&IFT4EE VPC i
HHYESR | B the section called “fEA VPC i S B4R EIER",

£/ VPC im R 54+ PR 515 5K

EATRIELIIKRBISE VPC & VPC im [BYEREYEE |, EEA aws:SourceVpe RERHIXI kKB
E VPC MiERMTAE , 2 aws:SourceVpce KRERFIXNKBIEE VPC in RMiERNFE,. EHSHthe
section called “R4l : XBRF VPCs”,

* aws:SourceVpc FiAMERFEIF K BIEE VPC HWiEK,
 aws:SourceVpce FFiFRIERHENKBIEE VPC m KK ER,

EEEARKERE P ik 13


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
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MREARTFHIEL TR Secrets Manager BN R RREBAPFEAXLERMGR , AsiaTEPIEL
BRI REEA Secrets Manager G RIZ4AN RS . REEBS Amazon BRS Al AR &K VPC MR
KimT RIZ1T. WRFBAMBERREHRN VPC = VPC Im R , MMKRE X ZRSEEN RS H AR
Secrets Manager AJgE& kM,

&2 fthe section called “VPC % & ( Amazon PrivateLink ) 7o

& H %

Secrets Manager FJ A B3 G EHNZHEFIF 2 Amazon Xi , SUH R EHEMRTEREE R,
BXEZER , BSH ZXFEEH,

W4

Secrets Manager 2B BEE 5 Amazon BE&, MENMBHRSERkKFRMNERERA, BXES
EE , BESH:

+ the section called “f£ F§ & 3% Amazon CloudTrail ”

« the section called “fE A ¥ #1285 CloudWatch”

« the section called “M AN EHIME

« the section called “¥5 % Secrets Manager B 2"

« the section called “fE A LA T 7 5E% U B A GuardDuty”

EREMS LZTEM %M

BNEBEWEBETENLENEFRNEAME LETRUAESHEMIZE. BN AE#ED VPC
i RFE VPC & Secrets Manager 2RI EiEE, BXEZER |, i5SH the section called “VPC
i & ( Amazon PrivatelLink ) 7o

EHEH 14
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£ |

+ £/ Amazon CodeGuru Reviewer &R BHA R Z R WIER
FREmBNYLZEBZE Amazon Secrets Manager
FERIB N BIEEZEEE Amazon Secrets Manager

3 Amazon Secrets Manageri® & 32 & i P £ i

A Amazon Secrets Manageri® & # f FF {0 #t

£ Amazon CodeGuru Reviewer XK B KX ZRIPWILZR

Amazon CodeGuru Reviewer & — T fE A5 2 T M85 F 5 KM FF & A BRI EIE R G
MRS , FHIRM SR B Java F Python RIBHI R, CodeGuru Reviewer 5 Secrets Manager £
K, IEMRARBHPERRZRFNINE, BXToERINNZEELRE | FSE Amazon Reviewer
&R Y CodeGuru Reviewer & E# CodeGuru #HlZ3E A,

RIEBERBNFHAE  FAAFESR

+ the section called “EB #2718 4w 15 MY BB FE F AL
+ the section called “B @ mIZHZR4E

FEmIBH N2 B E Amazon Secrets Manager

MEREPFEERXER , RINBIWHHRIRHF#F Secrets Manager ., FZ 47831 E| Secrets
Manager /5 , B IBFEEM Secrets Manager PR R4 , NTTAER T EAEFIRBHALXEE
REANRE, RREASFHINERENES , FETEER.

XTHEEFZURS , B A TEEBNREEEERE Amazon Secrets Manager,

EFEzE , FEERTEHRFEHRZFH. BRINBWEARD IAM BERXEBEZHANNR :
- AREBALAFHNZHENAC., BXEZEE |, S H the section called “Secrets Manager B /A
PR, BFERALLAGENERER,

- AUEBETHERAZENAR  SINEREEFERANA
BRoleToRetrieveSecretAtRuntime, EBHRBERALABCBURERH, EAHER , 85

Amazon CodeGuru Reviewer 15


https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/recommendations.html#secrets-found-types
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EZABNRETFRE-NZAENNR , AEFEARANTRRBER TR, AXEMEBRTE

iH25 Fthe section called “TFE£F B,

HIR

- B9 HEREH
- B25 . EHARB
- B3Y . EMEH
- RESR

E15 SEER

F—SRNUNEERBHZAEFE Secrets Manager P F, MRS Amazon BIFRMEx |

FREFRESREARNXE, &N , FHEFFEEN TENERZEM S ERKENXEH,
BIRZE (#2FHE )

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EBRTGFHEHMEBH.
3. 1E Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a. NFBPXRHE  FEBHMBHALR,
b. A Key/value pairs ( 8EX ) & Plaintext ( BBX ) X AFH, —LRH -

API key
key/value B3 #i A :
ClientID:my_client_id

ClientSecret : wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

WA :

AKIAI44QH8DHBEXAMPLE

B4 tERN


https://console.amazonaws.cn/secretsmanager/
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Digital certificate

WA :

Private key
WABAX :

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. XF Encryption key ( tNZ 40 ) , % aws/secretsmanager £/ Secrets Manager #9
Amazon EERZ . FAKBAFT~EEMATR. fln, EETUEABCNERAEER
AR 1>k B H At Amazon Web Services Ik %4, BXxEREF REZHANRANE
B, BEZE 2.

d. ﬁ?%jt_io

4. 7£ Choose secret type (IEZFZHEARE ) TE L , MITUTERE -

a. HWA—MERMR Secret name ( Z4A&B 5 ) M Description ( HEA ) -

b. 7E Resource permissions ( BIRXR ) F , %$F Edit permissions ( BN ) . L
TRoleToRetrieveSecretAtRuntime RiFKR RZAMEKRE A REEERE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:r0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",

£15 0|EFH 17
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"Resource": "*"

}

c. ENHED, &ZEBT—D,
5. 1f Configure rotation ( BLE5IR ) TE L , FRREH., EET—F,
6. 7£ Review (F#%) WLt , ¥ RENFHIFAELE , REEFE Store (7).

£2F BEFAE

BRI AMIBLE IAM BBBRoleToRetrieveSecretAtRuntime T e B R4, BXREZER | &
SR E IAM A€ (Amazon AP,

ARE , B LAE R Secrets Manager IREH RHAIKBEHEHREE , LA K Secrets Manager A&
£,

EHRRBICEE

1. $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERANRA L  EFENER.
3. M[T&R#E Sample code ( RIKE ) ., ERENEERES K RAEEHFHRKBRE,

BRNMARFHINEEDZAAEBERBLER,. BRERBESNTE , £URFEEHRPRNNE
B ITEN A

FERZAREERBZE , XN AEFRERIESTHE,
5 35 EHR

RE—SRPEAENERDNEZN. FEABANNRKFUERPENERRANGERA, flwm , Eoae
FEFRYNBERAFHER - MBS

R EENHH

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAEEFZZEH,

3. 7t Secret details ( B FMER ) WE L , @ TR30H1%E#F Retrieve secret value ( ¥R Z4A
B) , A/FERE Edit (BRHE ) -

®25% EFAB 18


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager ArfEm

4. EHFEARGEE Save (&R7F) o

RiE, MR N AR FRBIHREEER T ENA.

RS

MRBHBRERBNZHE  ETREEIRUTER

« EE/RE Java M Python NARFHERBHRBIIE , RIMNEWAER Amazon CodeGuru

Reviewer,

- BUNBEEFERARESHEHBRERE, BXEZER , BSH KEEH.

« WFMNZAXFIHRPES , BZREFNBHURDER, BXEZEL , HoH ZXEHEH,

o EAXREIEF , BRoleToRetrieveSecretAtRuntimeRBEF TR RFZHENNR, EARRKRF
BEZNR (flIURBEXZRAN A BIEREFTZHAIIR ) , B5SHthe section called “E T HIFHE
[

 EXRYHES  BEAZPANEREBEF TR, RoleToRetrieveSecretAtRuntimeBXEF
MR EM 5% |, S Wthe section called “E T 59 I KB,

THE dm B Y BUE E B E Amazon Secrets Manager

MERBHEEAXBEEEIE , BIMNBWWEREIEZNE Secrets Manager , AR ENFHR R, F
EIEB 3 F Secrets Manager f5 , BN EZEM Secrets Manager F1 ZREUE , MR T A
BIRBEHNALFIRIENRE., RRFEALCENED  ARRHIERENESE , FETFEER.

5 F Amazon RDS. Amazon Redshift #1 Amazon DocumentDB HIEE |, FEAAT PSR IGFE 5
BHEIEB I E Secrets Manager, X FEMRBWEZIMERMEMZRER |, S Hthe section called “E#
WmBI R 7,

EFEzE , EEERTEFTEHRZFEH. BMNBWEAFRN IAM AEREEZHANNR !
- MREBALAPNZHANACR, BEXREZEER , BZH the section called “Secrets Manager B 5
R, R ERLLAGLRMNEHRES,

« EERHES , —NALEETHREREER0LeToRetrieveSecretAtRuntimeI B, EHRDE
FRALBEUKREZRRZSA,

S
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https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
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E15 SEER

F—SRNINEERBOEIES$F Secrets Manager RHIZAF, N T RIKIER |, G R4PFMH
EEBEFEMERNXEH,

elfe o

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EBRTGFHEHMEBH.
3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a.

d.

e.

HF SRR | SRRSO BIEEEERR -

 Amazon RDS #iE &

« Amazon DocumentDB ##E&E

« Amazon Redshift BEE,

- BXHMEBENEL , FSRAERERESHNEH.
NFEIL , ERABREERNENERBEIL,

33 F Encryption key ( tNZ%4A ) , & aws/secretsmanager £/ Secrets Manager #9
Amazon EERER . FRALKEBRFTEEIMARA, fln , EEAUEREEHEFREER
ARG A5k B Hfth Amazon Web Services IKF HIZH. BXxERAZFREZHNRSNE
B, BEZH 2N

¥t F Database ( #i#5fE ) , BEBRENEBIERE.

ﬁ?%jt_io

4. 7£ Configure secret ( BEEZ4 ) RE L , MITUATIRE :

a.

b.

A —NEIRMR Secret name ( Z4AEB 5 ) A Description ( %8 ) o

£ Resource permissions ( ZIRINPR ) # , % Edit permissions ( wENR ) o KEMELL
TRoleToRetrieveSecretAtRuntime RFKR RZIAMEKRE  REREBERE.

B4 tERN 20
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xr0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

c. ERHKD, ®FET—%,
5. 1£ Configure rotation ( Bt Ef#t ) THE L , EERHEER., BELAREBA, EBT-%,
6. 7E Review (F#%) WL , BN HAFHEER , ABLE Store (FF#).

F 245 BEFARE

BRI AMIBLE IAM BBRoleToRetrieveSecretAtRuntime T e B4, BXREZER | &
SR E IAM A€ (Amazon AP,

Rfa , B LUER Secrets Manager 1R RERIBEREHNRE , LA E Secrets Manager FHIZ
£,

B R BT

1. 3TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. EERIKRA L, EELENER.
3. M@ETR3E Sample code ( R ) . EFENIES , AREFRBHER,

BERNAEFFHREEDEIEAEBLEACBRER, RERBESHTE , EUREEERRPAPNNE
B HEERN A
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ERAEAREREDEE , WCNNRRFEEH ST,
SR 3 RRUER

BE—S$EBEURRFARPETRIDNEIL, Rotation EEHEHRANIE. BRBAN , £46E
Bt E T R A MR E R EIE, Secrets Manager A BURBREIR ERITRI B3 R LR B4R,

REBLHIIEER Lambda 2R E T LL5[E Secrets Manager MEHEIREE. SHBE R

J& , Secrets Manager 2 5B BIEEMBH VPC F8IE2 Lambda FREH , LBRCHEEHEEN
M &G E PR, Lambda ##EBUE LMEEH I Secrets Manager LE#H #41. HATEWIETE VPC
8l — Secrets Manager &ixT7 & , X#M Lambda E| Secrets Manager iR M AT S BEFFEM
Z8#) Amazon . BXiiBE |, S Fthe section called “VPC i# & ( Amazon PrivatelLink ) 7o

BREH

1.  $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o

2. EBRHANRAL  EFENEHA.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (3B &) 2B & , &£ Edit
rotation (4REEFHR).

4. HERBEREENEED  HITUTRE

a. B Automatic rotation ( Bzh%# ) .
b. 7£ Rotation schedule ( ##2itX] ) T , LA UTC it XX AR 1K1,

c. i%# Rotate immediately when the secret is stored ( EZER4ARN M EIRH ) , LWEREE
AR IR 4R,

d. 7 Rotation function ( 3¥RE% ) T , #%# Create a new Lambda function ( |27 #Y
Lambda B# ) , RAERFEEMA—NE#. Secrets Manager ¥ "SecretsManager" 71l
£ BN R €2 N P

e. XNTHRRER K6 EBR2AF,

f. ERRE
REZARBERH

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAFEFZZEH,

3. 7t Secret details ( MZFMER ) WE L , @ T3R50 HiE#EF Retrieve secret value ( B
).

S 3 BBRWER 22
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MRFZHAENRET , NRBARRELEI, MRFHAEKEENR , WEERR R IEEFLIRINGE
#J CloudWatch BE.,

T i 0 L PR R P 42 R B0 BB A 1 2 P SRR 10 224
BT IR
MRBFBBRERBNEAE  ETREZEEUTER -

- BUNBNEFHRARESHEHBRERE, BEXESER , TSR REEH.
- BALERETENRRITN,. BXEZEER , HSH the section called “RBIRiTXI",
- EELREY Java Ml Python NARFPERBERBOIE , BAEWEA Amazon CodeGuru

Reviewer,

79 Amazon Secrets Manageri% & XX & B F # i

EARHED , BNEINMAAEEHRFEESINRFRERIERAF L, Alternating users

rotation ( REAFRIR ) 2 —MRIRFKR , TZKEHP , Secrets Manager FREAF , REEBIRK
EHABLEAFELE. MREEENFHANSTAM , MERER— N TENIER  BEAEP IR
BERFABEREENENEIL, M3 —MNMIEEEH. BXREZEER , FZH the section called ‘XX &
RAF,

EREXBAFREHR , BFERMUE
- HP— I\ HEI S EERIRNEIL.
- BEAEEARZENE-NEN.
LRAFARRRE-MFAERE-—NAPNED, EXAHED , £fFik Amazon RDS HEE

BRI N4, Amazon RDS R4 EHEHE R ZBEHR, AXEZELR |, 155 the section
called “E BRI,

THENE—BIABRRENBUNAEEERTE, I TOLRERBRRNTERE , APEFEAT -5
f5l Amazon RDS MySQL ¥#EFE. N TZEEN , BEENTRFHALEERMIFRIA VPC F, EET
BEBRMMAR b BGEZRIBIEE | BHEAE2E , ©2 VPC FALIEEIRBEENRSES , BHEA
MNEB M (T SSH iE#E, AHEFNELEHE Amazon EC2 =4 , Z=HIMZ 2 HRE IEH b3k
BT,
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ERAHEE  BRNBUESEFEHEFNHR. BOEEFHRHERAEN.

Secrets Manager 3 # £ Amazon Lambda B R EMZAMBIBERE . BXEMA Lambda EERYEL
THER , BSHE EMN.

HiE

* Permissions

. SEREZMH

S 1 : 8l2 Amazon RDS FiEER
- AP EIE IR

MR BRI R

BB ER

\

i
5
N

Nl
&

Nil
B

ol
S
W% o[~ |w
Qe
R

Permissions

BN EREHR , BLEES Amazon Web Services P EENPR, EETHED | HFEIER
HNBNTBREATENAC, fill , EEREEEERNRNACE A2 Amazon RDS #iiEE , M
EMEXEEANBENARLEZE VPC MZ24d, ERITHESEN , RMNBWEHKEFEHERD S5,

BXRUWAEEFHFERRENRWELR , S the section called “ & 5 5 UE #i75 [0) 2 5”6
FRFMH

E#HES  BEEUTHE :

s FREZMH A Amazon VPC

« FRZMH B : Amazon 3Efl EC2

« FRFM C : Amazon RDS BIEEMEE A FIUER Secrets Manager 4R
o BIREH D : ATER AT EHIEEFISNH EC2

FoREE A Amazon VPC

EWEBEF | EFGE— VPC , A LAEEHH/F3) Amazon RDS BiBEFMIT S EC2%46l, £fF
S| BEERITENELSERMERZIELY , AREZIREE , AHEEEARTRE VPC

Permissions 24
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R E. NIt , Amazon VPC &fF BB M xE#EE| VPC FHEMBRPIRMEEH , BURFKRE VPC 4
RV R B R E B B BRM MK,

£ VPC & | B0 L8| —/ Secrets Manager i = H— Amazon RDS %2, RGNS EH
RiE Bz et , Secrets Manager 27 VPC W BIE Lambda 3IREE , MEE A LG RIZE

Ff. Lambda ®iREEE A Secrets Manager RE#FH Z4 , HiAA Amazon RDS RIREVIEFIE
EER. BYE VPC RBIEL T R , B LR M Lambda BIEXY Secrets Manager 1 Amazon
RDS HWiAAT LB Amazon Bk, Rk , XLFAFEEHAET VPC N RHR,.

212 VPC

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #1154,

2. &FEBIE VPC,

3. 7t Create VPC ( 8|2 VPC ) WH £ , 1% VPC and more (VPC & ) ,

4. 1 Name tag auto-generation ( ML BBIEEK ) TH Auto-generate ( BRIERK ) T, #A
SecretsManagerTutorial,

5. XIF DNS options ( DNS &1 ) , i5[EAT1%£#F Enable DNS hostnames #l Enable DNS

resolution,

6. &EFEBIE VPC,

£ VPC W82 Secrets Manager i &

1. 7 Amazon VPC ##|&# Endpoints ( iR ) T , 1%&$#F Create Endpoint ( f1EiHR ) o
2. 1£ Endpoint settings ( WSRIZE ) T , 1 Name ( &%) A

SecretsManagerTutorialEndpoint.

3. 1£ Services ( R% ) T , #i A secretsmanager BAJHiE 5K |, REEEMN Amazon Web
Services XiFHi%#E Secrets Manager iR, Bl , EEERIP ( FHFRILMILER ) |, EF

com.amazonaws.us-east-1.secretsmanager,
4. FF VPC, £# vpc**** (SecretsManagerTutorial),

3tF Subnets ( M ) , iEFEFFE Availability Zones ( TAMXE ) , AEXNTFEIMXKE , ERE
‘FEH SubnetID (FMID) o

33 F IP address type ( IP #3it3EH ) | %R IPv4,
X F Security groups ( T£4 ) , EERERINL LA,
Xt F Policy ( RB& ) , #%&# Full access.
pri= e Fe A JoN

o

© ® N ©
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1£ VPC R0 Amazon RDS i &

1. 7£ Amazon VPC #2#|&# Endpoints ( = ) T , #%£$F Create Endpoint ( BIEIRR ) -
2. %&£ Endpoint settings ( W SIZE ) T , 8 Name ( %5 ) #i A RDSTutorialEndpoint,

3. £ Services ( RS ) T, WA rds HFFiES &k , REEER Amazon Web Services XiFH %
# Amazon RDS iR, N , TEXEREP (HEEFRLMILER ) , %&#HF com.amazonaws.us-
east-1.rds,

4. F¥F VPC, i&#¥ vpc**** (SecretsManagerTutorial),

33 F Subnets ( FM ) , EFFTA Availability Zones ( TAMRKIE ) , RAERNFEANXE , EBRE
‘FEH SubnetID (FM ID) &

33 F IP address type ( IP #3it3EH ) | %R IPv4,
XtF Security groups ( E&4 ) , ERERINLLH,
¥t F Policy ( k8§ ) , %&# Full access.

RO ERS.

o

© © N ©

% R4 B : Amazon 3245 EC2

RS TRF 2R Amazon RDS BIEFERNL T VPC F , AETGRTE , EFEELEH. ZE
2FH T VPC H , BERRIRY , EFEE—IMLE4E , UATARITEYER SSH &E#E
Z22FH,

NELFH6IZ EC2 K

1. F#TFF Amazon EC2 #£#l4& , M1t A https://console.aws.amazon.com/ec2/o
i%# Instances ( 241 ) , AREIEE Launch Instances ( B31EH ) -

3. 1£ Nameandtags ( BMFFEEL ) T, X¥F Name ( B# ) , @A
SecretsManagexrTutorialInstance,

4. 1 Application and OS Images ( NAREFMRERSMRE ) T , ;REBIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. 1f Instance type ( SRIZERE ) T , REFIAE t2.micro,
6. 71E Key pair ( 48X ) T , #%&#® Create key pair ( BIEZ4AXT ) .

N

£ Create key pair ( BIZZHAXT ) NiEEF , X TF Key pair name ( ZHAXNEF ) , WA
SecretsManagerTutorialKeyPair , AA/51%#E Create key pair ( BIZZHX )

TR 26
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LEEt & B3 FEEAN
7. 7E Network settings ( FI&EZE ) T , %8 Edit (w5 ) , ARHRITUTRE .

a. XTF VPC, i£$#8 vpc-**** SecretsManagerTutorial.
b. XF Auto-assign Public IP ( B3I 7 EAE IP) , i%3#F Enable,
c. XITF Firewall ( BFX3E ) |, i%£3F Select existing security group ( EFNELZEL4AH )
d. ¥F Common security groups ( ELZ£4H ) , %## default,
8. EEREBHEHI,

FEARZM C - Amazon RDS BIEEMEIE R ZIULHY Secrets Manager Z4A

FEHPSTED | EFEIE— Amazon RDS MySQL BiEEH X H#1TEE , SAE Amazon RDS #|E 2
EERZIENEH. AT, Amazon RDS 2B N EEBEBAZTHNER. BXEZER | S
7 FEERIR,

EORBEEIRY , FEESEL - SHOENELEY., RfF , Amazon RDS 2REZEAH , U
EHFEFENEPIRBEETL R, S0 EEZESKGINZEARMMMAN , LAVFEN A1 1T E ) tiEED
Z3KB

FREESEERZIIMN Secrets Manager Z4A 81 Amazon RDS #iEE

1. 7£ Amazon RDS ##|&H , % Create database ( B|EEEEF ) .

2. 7E Engine options ( 5|Z3i&I ) #49 , F Engine type ( 5|ZRE ) %&#F MySQL.
3. 7 Templates ( 11 ) 3% , 1£$F Free tier,

4. 71E Settings (RE ) 2 , AT TRE .

a. XITF DB instance identifier ( BIEEZFIFFIRAF ) , B A SecretsManagerTutorial,
b. £ “EREE" T , EBHFMWEEITEIU, Amazon Secrets Manager
5. FEHE By, WFUHENRR, &R EEDR EC2 ITENERR , ABTE “EC2 £41” Ak

#SecretsManagerTutorialInstance,

6. EFRCIEHBER

FRFZ M 27
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BIR %M D : AFENAR i1+ EALEE LS EC2

FEHFZRD , BREELE Preq B FEIER EC2 324l , UAF B AR it EHEZRZRG, A
It , #&Ft4%%E Amazon RDS E“ER&Z M C'HIRMNEZEA , FHEIERTFERNITENN IP it 5
SSH EZMMN, ZMM AR ITEN (BEIZHA IP #bitiR3] ) B Internet £/ SSH E#EZEIE
2FH.

AVFER A T EHEREEIK EC2 I

1. #TF Amazon EC2 ##l& , Wit A https://console.aws.amazon.com/ec2/o

2. £ EC2 3%l £ SecretsManagerTutoriallnstance , EFZ £ &M F LW ELAT | EFsg-***
(ec2-xds-X),
. fE Input rules ( AFN ) T , E£#ZFEdit inbound rules ( 4REAILHN ) .
4. 1% Addrule (RIAN ), AREXNZAMHRITATIRE

a. XFHEHE &R SSH,
b. XIF Source type ( RERE ) , &EFE My IP,

% 1 : f12 Amazon RDS BiEEAF

B, BFE-TAF  ARIDRER#ERS S, BREAHPF , BEAEER KRR Amazon
RDS ?&EJE AEEREL , EAHEF , BFCEREFREEZENRHOAF, BEFHES , XH
, BUUSE RN REN,

EEEIBEE | EFRH MySQL %F‘iﬁ‘al,w EARHEF , BNERET GUI R ARERF MySQL
Workbench, EZ% MySQL Workbench , 2 T # MySQL Workbench,

EEETBIERE |, 5 MySQL Workbench eI Z2EZERE, EHTEE , BFEEM Amazon EC2 Ml
Amazon RDS 3RE—&E &,

£ MySQL Workbench A& 2 3 ¥z FE i 52

1. £ MySQL Workbench A , %3 MySQL Connections ( MySQL %1 ) Zi 8 (+) R4,
2. £ Setup New Connection ( i BE#iERE: ) XiFER , FITUTIRE -

a. XTF Connection Name ( E#EE# ) , M A SecretsManagerTutorial,
b. XF Connection Method ( E#5 % ) , #%&# Standaxd TCP/IP over SSH,
c. £ Parameters ( % ) &I+ L , AT TRE -

S 1 : 812 Amazon RDS HiEER 28
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i.  XtF SSH E#L# , i A Amazon EC2 SRBIMNAE IP Hbit,

&0 LAE T % 4% 3567 Amazon EC2 #2414 L2 IP i
it SecretsManagerTutoriallnstance, &l “A 3 IPv4 DNS” THY IP ik,

i. XF SSH Username (SSH A& ) , #iA ec2-user,
ii. YT SSH Keyfile , &% 1R &2 81 E K SE R KM TN ZHAX X4

SecretsManagerTutorialKeyPair.pem,

iv. XF MySQL Hostname ( MySQL E£#1% ) , %A Amazon RDS ¥ = it

& A LATE Amazon RDS ##1 & LB i B BIEE S secretsmanagertutorialdb &3 i
Aibit, &% Endpoint ((iwAs ) FEI ok,

v. XF Username ( AF®& ) , #iA admin,
d. EFHEE,

1. 1€ Amazon RDS #£#|&F , S BB EIREE,

2. 1 Configuration ( L& ) T+ Master Credentials ARN ( E£&ZiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

L EPRFITFF Secrets Manager %14
3. EFRFFMAEENEL , %% Retrieve secret value ( RERZHAE ) -
4. B ERTE Secret value ( F4AE ) 2o

BIRBIEFEA P

1. & MySQL ITfE&H , %&#&FE#ESecretsManagerTutorial,
2. WANZRPRRINEEREDB,

3. £ MySQL Workbench # , £ Query ( &) ) EAF , ﬁAuTﬁ%(@%ﬁ&E) RIBIEE
Execute ( #17 ) o HIREBEA SELECT NHXEFIE4L , Hit appuser XMEDEFHZN
BRo

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

S 1 : 812 Amazon RDS HiEER 29
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£ Output (i ) EOH , BLBIXLERTHRITHI,

S 2 : AT IRRE

BTk, SH0BNE K BTEH#ENCENAFKILE. RENERRNUR. SRERKR , B
TREMAFRE , ENER—NMRIMVBERAFHE , ENAENRERE —TRAFNED,

1.
2
3

$TFF Secrets Manager #£#|& , M1t Fhttps://console.aws.amazon.com/secretsmanager/o
R ER,
£ Choose secret type ( EFRZAKE ) mEA L , AT THRE :

a.

C.

d

3t F Secret type ( IR ) | % Credentials for Amazon RDS database ( Amazon RDS
BIBESEIL ) -

¥ F Credentials ( ZiE ) , WA H appuser , LA &R A MySQL Workbench #17
NBEERFRANEB,

Xt F Database ( #i#EFE ) , &% secretsmanagertutorialdb.

iij:¥-|:_$o

£ Configure secret ( BLEH4A ) WE L , X F Secret name ( ZEEH ) , WA
SecretsManagerTutorialAppuser , REEE Next ( T—% ),

£ Configure rotation ( EBE%#t ) WHEH L , ITUATRE -

a.

b.

e.

/8 A Automatic rotation ( B3I %## ) o

X F Rotation schedule ( ##tit%] ) , RiEitXl Days ( X#¥ ) : 2 X, BAK Duration ( 54
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

%t F Rotation function ( ## %k ) , 1%£3% Create a rotation function ( 8B REEK ) , A
EXFEBEH , @A tutorial-alternating-users-rotation,

WNFRRKR , EBRXEAF , AGEEEAZIERAT , &EE R rds!cluster... ,
HEHRIEBERHIE secretsmanagertutorial FrFBIEBIBEEMNE M
A#40 , N Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

ﬁj::%-F_Z’Fo

£ Review ( & ) WH L , %48 Store ( FfE )

SR 2 NAPFKIERIEWE 30
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Secrets Manager 2RE B ZAFMAELENH, BAIUEZAHNBEELREBEIRS. Secrets
CloudFormation Manager A T8I %R , 5120 Lambda ## R MIZ1T Lambda EEEIINITA
B, CloudFormation SERX /G , HEIBZE N TERL IR Secret, 5 —IRFIRE T MK,

S 3 ;P DR
ERHRRE  CTURERTARTEEENEL, BETNTEENFARIREEY,
BT o T D

1. 3TFF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o
2. %&$#F Secrets ( W% ) , AFEEFEWE SecretsManagerTutorialAppuser,

3. 7t Secret details ( MZFMELR ) RE L , @ TR30HiE#EF Retrieve secret value ( 8 EWE
).
4. 7E Key/value ( /18 ) &9 , 7 password El Secret value ( WEHE ) o

=z

1. & MySQL Workbench # , B % %% # , SecretsManagerTutorial A f5iE#F “YriEERE",

2. 7£ Manage Server Connections ( BEEREeRERE ) XiEEF , X¥F Username ( AFE ) , WA
appuser , A/F51%$F Close ( XM )

B F MySQL IT{EA , ikiFiERESecretsManagerTutorialo

4. 7£ Open SSH Connection ( $T7F SSH iE#2 ) XiEHEH , X F Password ( 18 ) , #MEENHE
PRRFNER  RAFEFROK(HBE ).

MREZIEFM , W MySQL Workbench F3TH EHIEEMRITRE.

XRABBRREXDN, WEPNRILECEH , eRATEEIBEENERED.,

FR 4 FEFR

MRERZHAE—FRMREERAP R , FBEERR , AR the section called “2 %
o,

BN, R TEATAES £ A ABKRITLLAE Internet B9 EC2 S |, EMIBR G AHF2 022 59 LA
THEBRRE LIRS -

HPR 3 WA B RRH LR 31


https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager ArfEm
+ Amazon RDS ¥#EERA, X8 , 5 R (Amazon RDS AFIERE) A HIMIBREIEE L6,
« 5# EC2 £6l, BXHE , 2 Amazon EC2 AAF BRI L 1EKH6,

+ Secrets Manager #% SecretsManagerTutorialAppuser., BXiiBH , S fthe section
called “MBRZ A",

+ Secrets Manager R, BXEHE , 525 (Amazon PrivateLink 1§58) HRIMIBR VPC i,
« VPC R, BXUEA , 2% (Amazon PrivateLink $858) H IR VPC,

s B IR

s TROAEENNAEFFREEN.
- THEMEKRITR,

3 Amazon Secrets ManageriZ B £ f P ##t

EAXAYMEF  BNZIMARNETEHRREEZINFHRRELRFRE, SRAFPRHEE —MRBERR
FEIZRMEF |, Secrets Manager FRINEZANBEEFEFAFANEILE. EXEZEE , BS5MH the
section called “®& B /",

ERAHES , RINBUSEEHEINRIR. BOEEFHREPERE.
Secrets Manager $¥# £ H Amazon Lambda BEREHZAMEBIERE . BXEA Lambda BRERY K

AWER , BHSHE EN.

Bx

» Permissions

< REH

« %1 : 81 Amazon RDS BUiEER

- FR2  ABEEAFZ L CIEEH
« HIR 3 Wi D

Nl
5

ol
S
Y% | |w
Qe
R

EBERR
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Permissions

AHEBHEREHER , BEEI Amazon Web Services IKF I BEENE, HEFHER  HETEE
ﬁﬁAbFBmﬁFHTHE’Jﬁ@o Glan | EEHEEEE RANENA S GIZE Amazon RDS #iEE , ME
ENEEEANBRHNACIRE VPC MZedH, HRITHESERN , RINBWEHEFERMERE 5,

ERMAEEFHERRENRWEES |, i35 the section called “ 5 1058 UE F 17 [ #2 &l7
SERZMH

RHIRM ST REZ M 2 the section called “REAF R, BEE—MNHELRN , BFEFERR. &£
ZHEZE , BRAE—INIXEKRE  HFE8E—1 Amazon RDS BEEN— I ANEHEEEERE
iE#Y Secrets Manager %4, BB S —NHATSHEEAFNEIL  BEREXRHBPIEHZE
.

38 1E MySQL Workbench FELE T —&iE#E , IUEAEE A KIDEEIIBIEE.

S 1 : 812 Amazon RDS iEERA &

B, BFE-ITAF  ERIREERERES, BCEAPF  BEATHREZRATHERAKILER
% Amazon RDS ##EFE, AEEEN , EXHEFR , BHUBRERGEETENRIAF. BEFH
B XHATER , BUEERRENRE,

KREERRG

1. % Amazon RDS & &/ , S G HERE.

2. 1£ Configuration ( Bt & ) W< # Master Credentials ARN ( £EiE ARN ) T , #%# Manage in
Secrets Manager ( 7 Secrets Manager & ) ,

BT FF Secrets Manager $2# A&
EZPEFMEERME L | i%# Retrieve secret value ( REZAE ) -
BB 8 /RTE Secret value ( Z4AE ) T+

BIRBIEEM P

1. £ MySQL Workbench & , B £ HiZiE$#E , SecretsManagerTutorial A /FiER “YREERE",

2. 7 Manage Server Connections ( B2 RFGEFERE ) XiFEDR , XY F Username ( AF B ) , A
admin , AfF1%#% Close ( <M ) .

3. [EF MySQL ITa , &FiEHESecretsManagerTutorialo
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4.
5,

MANZHRTRRINEEREZB,

£ MySQL Workbench # , 7£ Query ( i) ) BEOF , AU TGS ( SEREB ) , ATk
¥ Execute ( $47 ) » BREBEMA SELECT MAE#HHZE4A , ALt dbuser XMEDEFZMN

PR o

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'@'s’;

f£ Output (% ) BAF , BLBIXEGSHITRI,

SR 2 . RYEEFERF RIS RH

BETXR, ZH0E—IBARATEHENCEZENAFANEL  HESSAER%R (SEILEER
¥t ) . Secrets Manager 24 , XERBEZBERUARELSRNERN - B AR X NHEB,
SMENF Rt I BB R ERRIEBERT ER,

1.
2.
3.

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
R FHETER,
£ Choose secret type ( EFR KT ) mEA L , AT THRE :

a.

C.

d.

3t F Secret type ( HFEH ) | % Credentials for Amazon RDS database ( Amazon RDS
BIRERI ) .

3 F Credentials ( &Z£if ) , AR/ dbuser , ARIERNEA MySQL Workbench B2 #)
BIEFEAFMANEB,

¥t F Database ( Zi#EE ) , % secretsmanagertutorialdb,

ﬁ#%jt_io

£ Configure secret ( B EZ4f ) WHE L , X F Secret name ( R ) , WA
SecretsManagerTutorialDbuser , R/G%ETE Next ( FT—F ) .

£ Configure rotation ( BEEE¥#R ) TWH L , IITUATRE -

a.

b.

/8 B Automatic rotation ( B3 ## )

¥t F Rotation schedule ( ¥#itXl ) , iIREitX Days ( K¥ ) : 2 X, LAK Duration ( #4&
BfE ) : 2h. ff Rotate immediately ( M EN##t ) & F B BIRS.

%t F Rotation function ( ##2 &%k ) , 1%3% Create a rotation function ( |2 EEE ) , A
EXFEREEZH , A tutorial-single-user-rotation,

SR 2 ABFEERFRILEZSA 34
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d. XNTRRER 6 EFEHF.

e. ﬁ?%T_Z/Fo

£ Review (& ) TNH L , %£$#F Store ( 7 ) -

Secrets Manager 2IREIZ|IZAFMAEENH, BUUEZAHEHRPEETLREEIRAS. Secrets

CloudFormation Manager Fi F 812 &R , 70 Lambda £ #: B FZE 1T Lambda BHEHIINIT A
€., CloudFormation TG , BIEBFENTERIRE Secret, FF—XBRET K.

SR 3 MR BRE

EE-XBARKR (TEFE/LVE ) 25, BUUREMERENTEEREIL. BWETHEBEMN
R FIUEREE R,

MR RS R D

1.
2.
3.

$TFF Secrets Manager ##l& , Wik H https://console.aws.amazon.com/secretsmanager/o
%32 Secrets ( W#F ) , RFEEMWE SecretsManagerTutorialDbuser,

£ Secret details ( MZFMELR ) RE L , [ TR HiERE Retrieve secret value ( K RWER
BH).

£ Key/value ( $8/{18 ) &7 , 7 password £l Secret value ( WEHE ) .

A UL

£ MySQL Workbench F , A& §1ZiE# , SecretsManagerTutorial AAF1E R “RBIERE,

£ Manage Server Connections ( B2 IRFEREE ) XNiFEER , X F Username ( AF R ) , A
dbuser , AA/Fi%#F Close ( <M ) .

EE| MySQL T{E#A , EFiE#ESecretsManagerTutorial,
£ Open SSH Connection ( 7 SSH i&E# ) XiFEH , X F Password ( 53 ) , #EENHER
PR RENED , AFEEFEOK(HBE ),

MREMEAR , W MySQL Workbench FTH EHIEFEMNRITRE.

FR] 4 FERR

NBREERZR , EHREERBESQNEROWE, BRI , 5 Hthe section called “MilBrZ487,

HPR 3 AR IHRAYERRD 35


https://console.amazonaws.cn/secretsmanager/

Amazon Secrets Manager

RAriEmE

EEFEFREBIET RN ER , 53 ¥ the section called “F 1 4 : BFEE;

”
M O

RELR

- THROAEENNABRFFRRRE. FSHRNEH,
- THHMEIRITX], FZHthe section called “FIRIT X",

36
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21 % Amazon Secrets Manager £/

ZAMURZEE, —4AiH (HlImAFBENEE ), OAuth THEIBLUMBZEF X FM# 7E Secrets
Manager Y H Bl ZE 2.

® Tip
¥¥F Amazon RDS 1 Amazon Redshift EX R P& , RINBWEERAEEEH. B
BYEEBERSVERERY , AR ERATERE,

LEAZEH EFREFNIECXBNFEREENREEFERIEN , 2SS RBREENERER. AR5
EHRAN |, BAFRRZANELS , FRESHENERES, LUNEZEARRMEM key/value
Bo Xy BAUIR B X E i 5215 2o

EGBR4 , BEESecretsManagerReadWrite & IS FHI R,

HRBIBZEART |, Secrets Manager 2% K — CloudTrail HE%KB. BXEZEE , HSH the
section called “f£ F§ & % Amazon CloudTrail 7,

BIRE (#ZHE )

1.  $TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBNA.
3. £ Choose secret type ( EFRZ4AERE ) MEL , ITUTRE !

a. XT Secrettype ( F4AKE ) , ITUTREZ—
EEHBEEEIL  FABREE#NBEERIIRE, REERHEE , HEaAE,
EFMIEATHIEEN API B4, HRITEFMEIL , HEREMXBNRA,

ERENS , FLL JSON BENEXMAZYN , RELRRAET+ , RAEUEMHER
MAZR, EAUERATF#EEKS 65536 MFET. —LRH

API key
key/value B3 #i A :

ClientID:my_client_id

37
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4.

b.

C.

ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

W ABAX :

AKIAI44QHS8DHBEXAMPLE

Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

EFfK B Secrets Manager &AM ENTBER , BEERESHEKERNA. RE
EREENFARMTRISEHEUNEBENFAGE. BXEZEE , BSH £
Amazon Secrets Manager £ ENABIBEREEE=FHE,

X FE=ER | % Secrets Manager FiXRINZZ4AEMN . Amazon KMS key BEXEZ{E
2, S H REMENBEE,

ERBHBIERT , ik aws/secretsmanager R EFH secrets Manager, Amazon &
XNHA EARBAREEAEA,

RS EEMH M54 15 7 8248 Amazon Web Services Ik , SiZEREFHEEH
KMS ZALUERIRZRARN EN A RARE | BNV RPEREFFREZASIEE NN
MBARCE—N. BEXERAZTFAREZANHENER , BSH EMN.

BN EE the section called “KMS Z4AINR", BXREKFIHRINEZEER | F5
the section called “BEEMK /= i8],

ii#%jt_io

£ Configure secret ( BEE® 4R ) WHEH L , HITUATRE
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a. WA—NERMK Secret name ( B4AE % ) M Description (%8 ) . BABHALUITE
1-512 NFRBFH /|_+=.@- F&F-

b. (k) MREGET AR , B ARTFZZHN Secrets Manager S1EUNHEMMEN T
BE

c. (W) EZHRZESF , EENBAPIN—IHZMEEL, BXFICERE , §SH the
section called “#51ic A" BTFEMNBRERFRERSH , BN EMIRME,

d. (&) ERFENR , ENRERBRFNNEEHNZAT  BERRENR. BXEZEL &
2 the section called “E T &RV RIE,

e. (") ZEFFHAF , ENENBAEFE S —1 24 Amazon Web Services X1 , i
EREHFA, BUUNEEHZR , U UELBEEH ., BXEZER , M ZXEE
o

f. &EBT-—%,

5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , B S A EzRIR. SHAURAEREX
Mk  ARBERETH. EXEZEER , BSH Bk BH. BT %,

6. 1 Review (%) MLt , "&ENBHFAEE , AFEE Store (FFE).

Secrets Manager fFiRE E|Z4A5 R, MREWHMBARE T , BIEF Refresh ( FlFT ) =4,

Amazon CLI

HIEEDD shell PRAGHE , FEHEGSALERIIARFANGREZGSSHHNKE, ES
Bthe section called “B&{KfE 7% Amazon Secrets Manager %48 Amazon CLI B X",

Example #R3& JSON 3 #F 1 gy B4 B S B 2 %2 47

LA create-secret RO REXHFNEIECNERA, EXEZEL |, ESH ( Amazon CLI A
P18 RN INE Amazon CLI S,

Eff Secrets Manager BEB IR FR4A |, BLMIEIR JSON HFEFH4AR JSON 4544,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json FAA :

{

Amazon CLI 39
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"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}
Example &2 %3 4A

BAF create-secret R CIERIEHMNMEE WA,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example &2 %5 4A

LAF create-secret RO EIREIEHIMREHNEFR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

Amazon SDK

EEAHP - REEZES Amazon SDKs , FEACreateSecretBte. BXEZER , HZH the
section called “Amazon SDKs”,

Secrets Manager Zf R E A4 ?

1t Secrets Manager # , Z{AHEAEE. BHRENZATKEAR. BRAEUTURFHFRI - HH
=

NTRENZHFREERE-NBRF , RNBUEERATERENR JSON XAFHRFEH | i

Amazon SDK 40
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{
"host" : "ProdServer-01.databases.example.com",
"port" . "'8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" : "mysql"
}

NFHEEZRP K WREZHEIRE , BASNETE LB JSON SHNBIEEEREER. BXE
Z(ER , F3 ¥ the section called “BE4AHY JSON 4537,

TR
BATHIRRE -

- BEFLT#EAH Amazon Resource Name (ARN),

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager 2 EZABMARERMANENZRF , UHBIARZH ARN E—1%, t0RMI
MRTRBZSA  AREAMEENEMETHES , Il ARNs HTXEFHR , XAIMNBHABMT
E. BNXGRIBZEANAFRT2EHRENFHBHANIHENER , BAFH ARNs ERE,

- BEANER, HH, RERBNIRL,

- INZFZEAM ARN |, Secrets Manager fERAEXRINZFN B ZZAE. Amazon KMS key Secrets
Manager S8 UIMBR XN FRBAXAE , AEERIEPMBEZH, BZFthe section called “# A
ZRMER,

- MRRE TR , AXXNAREZANGEE. BSRER FH,

Secrets Manager £/ IAM X PRZEB B RBRAIABRNXA LTRSS R ZER. BSRN S HREIEA

iR #2#] Amazon Secrets Manager.

ZHRETENEZHERARNRAE, EXFAERLRZFHAR , Secrets Manager & 812 — MRS,
&2 Hthe section called “Z4A RA,

A LUBE B #2248 Amazon Web Services Xi RERZE. SHIBMAN , LA LGIRERR
REZAMNBEAEZER. BIXAZARSEEIERHL, BER ZXEEF,

FZH EERH.

THE e
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ZHETENEZHAEILRNEA, ERFAERELHEZAR |, Secrets Manager 818 — MNEFTRA,

Secrets Manager T2 FHHEEMRETNELMERANELIERK, MBBEIRIERBREFRX=MFERZE :

o HETARAS — AWSCURRENT
« SEETARAS — AWSPREVIOUS
« RRCERRA ((RHHAE ) - AWSPENDING

FEAHAE —MRIZH AWSCURRENT BIRRAS , Secrets Manager &7E &4 R 2 A E i BRIANR EiZAR
7,

B LB Fupdate-secret-version-stage A B S WARE RN RASHFINFRZE Amazon CLI, &
RZ AN —NZHAKIM 20 MEEFE, ZRNFAMNRETEEEHERNE FinE. RETUEZA
RE,

Secrets Manager N A BERFHREMMA , ERFIEHRAFEANEFR. WRRAEI 100
A, Secrets Manager 2B BREFAMRA, Secrets Manager TR 24 /Nt BT 8 AR A,

TERERT —1 Amazon RERAMEFIREMANFEH, TRSHWRAGFEANEFH , Secrets
Manager fF7E &N RRH B EPFEBER,

EERRA 42
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ﬁys ecret \
P AWSPENDING AWSCURRENT AWSPREVIOUS

credential10 credential® credential®

B Laoein

| credential3 ) credential?
credentiald credentials ‘ credentiald ‘
credential? ‘ credential 1 ‘

Amazon Secrets Manager Z48#9 JSON 45
& A] LATE Secrets Manager 2240 R 12 AR SC AR T — 33 6 S04, |RAR KD 65,536 F o

MR A the section called “iB1d Lambda EE#H 1T |, N ZASNMETERREBFIENEE
JSON FE, flin , T EEHRREEZIENFH , RPREBSEEIBEEUNEHREILE , RiZZHA 2
MBEREEEREER,

MREFEAZEH A RBREERANRGR , NiZZRASNEBERMRRIEENSE JSON BN, Secrets
Manager ERAIXLEFBRERBIERE , AEREFELIREBER VPC,

JSON BEMX D ANE,

£
« Amazon RDS F Aurora £k

« Amazon Redshift i

» Amazon Redshift Serverless Ziif

« Amazon DocumentDB ZiE
« Amazon Timestream for InfluxDB #4454

» I 5% ElastiCache ZiiE

K JSON 41 43



Amazon Secrets Manager ArfEm

» Active Directory ZiE

Amazon RDS F Aurora & ik

E#H Secrets Manager IRHI IR BIENR , BEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H At Xig I A BIEENEZE S

DB2

F Amazon RDS Db2 324l , HTRAFPLZEZEXRBCHER , Rt EXMELMAPMRPRHE

b AT
{

"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

Amazon RDS # Aurora i 44
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}

MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle
{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",

Amazon RDS # Aurora i 45
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"password": "<password>",

"dbname": '"<database name. If not specified, defaults to 'postgres'>",

"port": <TCP port number. If not specified, defaults to 5432>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift &ZiiF

E#FH Secrets Manager 2R EBUENR , BEALT JSON £, Hla | BRI LURINE % key/
value X¥ , LB HM X I ARIBEENEEZER,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>

Amazon Redshift & iF 46



Amazon Secrets Manager ArfEm

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon Redshift Serverless EiiF

E#H Secrets Manager {RHEHIFIREBIENR , EEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H At X5+ BI A BIEENEZE S

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"
}

Amazon DocumentDB & if

E#H Secrets Manager 1R HI IR BIENR , EEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H At X5+ BI A BIEENEZE S

{

"engine": "mongo",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true[false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use

dbClusterIdentifier. Required for configuring rotation in the console.>"

Amazon Redshift Serverless Zilf 47
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}

Amazon Timestream for InfluxDB Z24A 45

E® R Timestream 4 , BRI LLE A the section called “Amazon Timestream for InfluxDB” ##4&
Mo

EXEZEER , 2 (Amazon Timestream F X AR IEE) FH Amazon Timestream for InfluxDB
wn4al s A %24 .

Timestream Z4A AKX A EHH JSON £ FREFEARRER, BXEZEER , 5% (Amazon
Timestream F X AR IEF) FHZHNNAE,

I 5y ElastiCache &iE

AT RIS R T 174 ElastiCache EiFR Z4ARY JSON 414,

{

"password": "<password>",

"username": '"<username>"

"user_arn": "ARN of the Amazon EC2 user"
}

BREZEER , 5 Amazon AR B31%# ElastiCache A %3,
Active Directory EiiF

Amazon Directory Service fERZAFMITN HREIE. BXEZEL , EZH (Amazon Directory
Service BEEIER) HH “FF Amazon EC2 Linux SEHIFTCA4MA LK IEE AD &z B R, THEMAEA
FEUTTROIPHEEN. WRTEATEFMA , WAUEAREEEETNHAPRNEN , IR
B BRI AR,

ER ¥ Active Directory %48 , B LAE A Active Directory IR 18R,

Active Directory credential

"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

Amazon Timestream for InfluxDB Z4A 4544 48
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RAriEmE

MRERREZS |, FEFEHE R D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

MERZERASLERARNBALESER , W ZERARBASEEN. ARNs

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}

Active Directory keytab

BEXEAZPARXER T2 EHES H XK HITEHRIEMNES EC2 , 155 WE Amazon

Linux 2 E{# M SQL Server 2017 BME EESN B X5 HRIF.

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

Active Directory ZiE
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£ I EE %40 Amazon Secrets Manager

£

« B ¥ Amazon Secrets Manager Z4AH{E

{8 Secrets Manager 4 R %15

o FFEAERE G MRA

« EWHFAR A Amazon Secrets Manager 4

+ {&% Amazon Secrets Manager 4
« EEEI HWE Amazon Secrets Manager
« MIBR% Amazon Secrets Manager %A

+ k&% Amazon Secrets Manager 4/

» FEHHRIZHLE Amazon Secrets Manager

E ¥ Amazon Secrets Manager Z V&

EFEHENWERE , TLAEREEA, CLI = SDK, HEEHMWZER , Secrets Manager 2FEHE
FHRE AWSCURRENT BIEMBNFTIRAE, BRI RIFEHRE AWSPREVIOUS MBS, &7
LURINBE EWIRE, BXEZER |, H5 19 Secrets Manager Az 4,

EMwEE (ZEFE)

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. MEPIIRL , ERENFEH,

3. MABAFAGENERE , ESREMFFNEAERD , ERREWRE , ARERRE.

Amazon CLI

E MW EE (Amazon CLI)

«  HBEDD shel PRARTH , FELRGSHLERIKZARFALGREGSSHHREK,
S Hthe section called “FR{KE F % Amazon Secrets Manager 48 Amazon CLI BJXE&”,

BATF put-secret-value HAIEBERMNEEXNWHIRAZ,

EMWEE 50
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value I 7T —NEBEBENEFERENHIRAER. FIRAGFTERE
MyLabel Hl AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

Amazon SDK

ENBWEREUBEE 10 28— XHWERFZLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager 0 Z AN, =
WA 100 NE , Secrets Manager 2 BRARFRIZEIARA |, B R MIBR 24 Dt AR R, MR
10 7HEF—XZHE , NEIEHPMAZTF Secrets Manager Ml BREIARAS | F3% B 2240 MR A B9 B
i,

~

EFEMMWEME , EEMAUTIR®E  UpdateSecret = PutSecretValue, BXELZEER , HSH the
section called “Amazon SDKs”,

{# A Secrets Manager £ &1

£ 8 Secrets Manager B —Fh % WL 21 Secrets Manager PAERFE , A EHREESRS HE
RZBB, BUUERNRTAERITIHERE

« Amazon CloudFormation — &% ¥ Amazon CloudFormation.

« Amazon CLI — EZ#get-random-password,

« Amazon SDKs — i5Z[flGetRandomPassword,

N2 EH R B BABTRY MR AR

BRI LAUBE £ Amazon CLIBZ M B ZAMRANIRE |, FELEREN £EIRZA. Bx Secrets
Manager 1A 7Z & Z4EAMRARMIE R |, 5S [ the section called “Z4A A",
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LA Fupdate-secret-version-stage Rl AWSCURRENT & FHr L 3h B Z4A M ST RIARZES |
XN FAEFRRNERORA, BEERUBTRAN ID , EFEH list-secret-version-ids HFE
Secrets Manager 2 #| & F&EF R4,

ERGIF | TERZHRARZ a1b2c3d4-5678-90ab-cdef-M A AWSCURRENT #R& M i 45 2
a1b2c3d4-5678-90ab-cdef- EXAMPLE11111 AWSPREVIOUS EXAMPLE222227E ARl | #&4F
AWSCURRENT #rEMIMRA 11111 B3hE| 22222, HF AWSCURRENT #r&EEMMRAFEER |
ltupdate-secret-version-stages B3I AWSPREVIOUS #R&EBEZMRA (11111), ERE
AWSCURRENT # AWSPREVIOUS MRAMEI T o

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

B R4 INZE Amazon Secrets Manager Z4A

Secrets Manager £ A Amazon KMS ZAMBBEBZANET NERRIF BN ZHE. NTH
MNZ | WA LLUEREFERAN KMS #41, @ ERAZ A EENF4 Amazon TEXNF4A aws/
secretsmanager , R AIAERAEFEENZRH, KSZSBERT , BIUER aws/secretsmanager , 3} 8
FERETFEEMRAR, MREFEMNEMATFRIZEE Amazon Web Services i , SRERAEFEHH
CH KMS ZAUERRBHASINENAZARE , mFEA ERREXEH. BLMEH the section
called “‘KMS ZHHHINIR"s BXRERAEFREBANNENEES , B5H EN.

BUNERRBNMBER. S, MREENEMIKSIHEZESR , FRZEALHISEA Amazon
REZARITMEaws/secretsmanager , MR E EFREEXNHH,

® Tip
MRERBREHE ERFREXNFH , RNEBWEFEA Amazon KMS B Z4R R, BXEZE
B, HS R Amazon KMS %4R,

SIEEWMZE AR |, Secrets Manager 2 AT Z A E# INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fRZA, 7T BEFEBEERBZIN , Secrets Manager 2 LB 4R N2
FIEIE R, XEWREE A RGN ZA RN ZAHEE AWSCURRENT, AWSPENDING F
AWSPREVIOUS MRZAR, fNR&AELFIZ4AM kms:Decrypt MR , NI HEEHMBRZ4ART |, Secrets
Manager T2 ZZARAREFTMEZC(]. EXMERLT , REREFTLXFEEFHMNE,
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RNTEREEBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFTRANZRI., RE , B THEEBE
%22 AWSCURRENT Z4ARRA |, B AMIBE R EARINER,

MREALBIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , & 5%
PR AIMBRRAE, NMREEBERENEMIRERZNBZRAN G RINR , MEZEFEH the section called
“Amazon CLI” BX ¥ N2 Z4A EFH 621X LR AR,

B ENMEZR (BFHE)

1. $TF Secrets Manager ###|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENERH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMERA,

Amazon CLI

MRERWFENNZR  ARERA TR MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , BT LB BREMMBRIRAR, NMRBEREXN EMIREFREH R RAH 175 B
BR , MIEZEME A the section called “Amazon CLI” &3 #789 hi 22 2240 F 37 61 X LE iR 28,

E MR INE 4R (Amazon CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZBHAXT S NZE LAV
FRE—XiFgHH,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NECRAFBAXNEERMSE  WLAEFIRXL
AR AR

HEEDD shell PRAGSE , FEHEGSALERIEARFATLGRIEZGSSHIREE,
&2 fthe section called “B{K #1746 Amazon Secrets Manager %48 Amazon CLI BYXB&”,

a. REMFERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&2k % Amazon Secrets Manager 47

BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

EREHEERY  SULEEZEHAEN. HHMBESEENZPALUZRSH ID EATR. HE , £
i Amazon CLI , #8 A d escribe-secret , REEFZF R, OwningServiceBXEZER , EZH
BHEMRSEENZSR.

NFEERNZHR , BUMERERNER. ETHRVER, MBEBANRIC. BETAERNER
HERGE  ERIMNBENERHREHIERIUENENAE. RR2FH Secrets Manager FHIZ A AR EK
BESERS LWERE. X2APRBEASILEZA  UAEETFRERZAEN , RERR—AEET
ENEIE. BXEZER , B5H ik B,

HIRIE R ZEART |, Secrets Manager 245K — CloudTrail BE&B. BXEZEE , HZH the
section called “f£ F & % Amazon CloudTrail ",

EHMEEENER (BFHE)

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , ERRERE. 12 Hthe section called “4ric %47,

&4 54
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EEHWHEE , 1S5 the section called “EFWHE",

EFHMZHANNER , BEMREMFHERRENR, 5 #the section called “&E T #HIRHY
REE

- EFHMRHANEHR  FERRATTERRBRER. BSREHR BH.

- ENENFHEFIEGXE  BER ZXE5 4,

« MRENFHBEAR , WETUEXRB AN MBRH, EEHRTFH |, EHERA MY EIRE
H, REEREXED | ERRENBERH, HF5Hthe section called “EAMBMBEE",

- FEFTURALUEEREMERSEE  EFREZBSHEFUEER. FSABEMERSERE
HYE 4.

Amazon CLI
Example E# %5415 8B

BAF update-secret REMFEHBHANEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

Amazon SDK

BNBWERELUBEE 10 28— XHWERFLEEA PutSecretValue % UpdateSecret, SR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager R Z AR, =
MRASHEE 100 4Nt , Secrets Manager £l BRARFRICEIARA , (BT MR 24 /PR B EBIRA, R
|10 PHEF—IRZAE , NEIBHRAZ T Secrets Manager M BREVRRAS | % B 2340 R A< B B
o

EEHWE , BEALUTERME : UpdateSecret B ReplicateSecretToRegions, BXxEZ{E
B, %2 the section called “Amazon SDKs”,

EEES HWE Amazon Secrets Manager

R AT R B EBERM | Secrets Manager 2EREAEH. ik, FERMIRSEHIX
BT, REEBLERENERTESANE  ZBER, /. . = # SHESH , FANEAREH
TR ITER. EFERFLEENER FRFERN | Secrets Manager £ 4 2 RFAFEUFH
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BGRNBEMNER, BIMNKEBRE/NE, NFHREBFHM number/letter #x [LEF 5 R [LEF 5 I E
TR oBEFE, Hlan | @ AERF credsDatabase#892 FLEREZH, HRAMRZEBNEFH
creds, Database # 892,

HIRHIH Z4ART |, Secrets Manager 245 — CloudTrail BE%&B. BXEZEE , HZM the
section called “f£ i & % Amazon CloudTrail ",

Secrets Manager @ —f X RS , R EEE X BRI ZER.

BRIFESRAF

MR FEAEMTHELESRY , Secrets Manager 2 ERFAEIRER , AEEMEBEHFERICE
I, ERTXDANPNE, Hlin , #BE My_Secret 2LEZF, WRFIRLEHHAH my = secret F
B,

BAILUR T RERGNAREE -
Name
CEZBBHRTTL K9 KNE, fHltn , % : Data 2IREHAH DatabaseSecret HWE4A |
RiREIZH databaseSecret = MyData KY%4A,
Ll
CEZARMABPNER | FXoKRKNE, Hla , #iK : My Description 2E EF LT #HIRK
2
* My Description
* my description
* My basic description

* Description of my secret
EEE

ERANSFRSEENYLE Amazon , Fi0
+ 1Password

* Akeyless

» CyberArk

« HashiCorp
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RERS

EEE%:EEHE% ID ﬁfjgéﬂfgﬁ% ) ;FlXﬁj(/J\Eo ﬁuyu , my-ser 4%HE%§EEE§€%%H5EH2& my-serv
M my-service HTEE, BXEZER , BSH HEMEREIZSEENZEH,
28 H#r =4

B UTRRER, BIABARREFNEH,
R

CEFRESENTTL Ko ARNE, flin , #5Z%2 : Prod 2REIHFRZ Production f Prodl 89
F4A |, NIEEHFRE prod % 1 Prod &4,

BEE
CERZENTTL  RoKDME, fli0 , 35ZE : Prod £ REIHHRZE Production 1 Prodl #Y
240, PIREHHREE prod 5 1 Prod HZ4A,

Amazon CLI

Example %I tH & F= & #9 2248

BAF list-secrets ;RHIRER T &0k F RV 2 4R B &Ko

aws secretsmanager list-secrets

Example Fi& 20K = H Y 2540 51 5=

AR list-secrets ROPFREVENIKF FEHEE Test WHAIIR, REHGHEX D K NE,

aws secretsmanager list-secrets \
--filters Key='"name",6Values="Test"

Example &# HHft Amazon RESEBEHNIE

AR list-secrets RHIREVRS EBHNZRAIIR, R ID BERS. EXEZEE , BSH HEM
RS EEN R,

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"
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Amazon SDK

BEEAHP —REHRNE Amazon SDKs , FEAListSecrets, BXRESZEER , S the
section called “Amazon SDKs”,

f BR %= Amazon Secrets Manager %A

B THZERREM , Amazon Secrets Manager #E MRV ZEBEME, Secrets Manager < 1B
kR =40, M=Secrets Manager & BIfEX AT EHE , HITMEMENR (KD R7TX)E
MipRIx R4, EMENBLERE , BF EIRE AT HIBRAVEEA . F518 50 B M BRAY 2540 T W BT AT 5%
A,

NMREFEFAEHIHEBXE , NEEZFERBR. BEMEREIAR , RAEMBRERH, EERHEREIZE
B, ZEI AL EIHIBR.

BT EEEMBRENZAMRAE |, KR , EALLER Amazon CLI 2 Amazon SDK MR BRTEE
EHRE, XEFZRAREHEFER |, H Y Secrets Manager /3 A& B s I BRiZ AR A

MEBFHMENARFERNEERAZS , WABIZE— Amazon CloudWatch 21k , REEEMRE
RERBAZRIAEEH,. BXEZEL , HSE BEITXIMBERA Amazon Secrets Manager Z 431
AR I 1] o

EMBRZRLR , BUIEE secretsmanager:ListSecrets f secretsmanager:DeleteSecret

R

LM BRZ4ART |, Secrets Manager 2% K — CloudTrail BESRB. BXEZEE , HSH the
section called “f£ f§ &3 Amazon CloudTrail ",

MEREREA (2 A)

1. §TF Secrets Manager $###|#& , Mk 7 https://console.aws.amazon.com/secretsmanager/o

2. HEEHRSIRP , EEEMROES.

3. ERPAHAGERIP , ERRE , AERREHRR.

4. EZAZBHMUTBEENFES , EEERET , @AKABER 2B FFH R, Secrets
Manager B il—“%& 7 DeletionDate MFER , FHRFHRE } H 50 A BFAT A 0 £ R RS BT ERIE
ER R

5. EEITRIMER.
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EE EMERN A

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EERHAinEL , &RREHF

@ )o
3. E'HEINEESR , ERERTXIMBRNBA , RAEEERT.

il R Bl A 22 4R

1. 3#TFF Secrets Manager ###|& , M4k} https://console.aws.amazon.com/secretsmanager/o
2. EEIFEH,

3. HEHBARARS , ERREEEN.

4. M Actions (1E) & kR Delete Stack (HilBREIZA),

Amazon CLI
Example il Bx%Z34A

LAR delete-secret REPEFMIBRER4E, T LATE DeletionDate WK FER P #Y HHAFAf Bl restore-
secretZBIMREZH. ERREFN B EMXHNZL , BEFEH remove-regions-from-
replication MIBRHEEIAR , RERA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3Z BNl Bk %4

LR delete-secret G EIMIBRZAR A TR BIRE TR, BT EMRE LZR4A,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example il Bk 8l 4~ 23 48

BAR remove-regions-from-replication RGIFFHIER eu-west-3 RV EIZARZE . EMIREHIZE
H XMW EZRSE , BEBREIAE , AFEA delete-secret,
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aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

Amazon SDK

EffBRZR4A , EEMA DeleteSecret i H. EMBRBARK |, EFEH
UpdateSecretVersionStage . EMEREIAR , EFEM StopReplicationToReplica ¥,
BXEZEE , S the section called “Amazon SDKs”,

& & % Amazon Secrets Manager £A

Secrets Manager FitXMBRAVZLAM N EFR , MABEEHRIZZHA. EMENBRI/E , Secrets
Manager Kk AMIBRZZE4. £ Secrets Manager MIFRZ4AJE , BEEZMEZFEH. EMERERLER
28, AR ERAHBRERETHITIHR, X2MER DeletionDate FE , ANMBUEITRIBI KX
I BR

EERFEPMEFZHNMALIE , BUMEE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret X[R :

LR E Z4ART , Secrets Manager 2% K — CloudTrail BE%&B. BXEZEE , HSH the
section called “f£ F§ & % Amazon CloudTrail ",

ERER (BFHE)
1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o

2. HEERIRYF , REERENEHBN.

MRFAVRPRE RHIBRAZL |, FEERET
(& Yo
EEHRIUNEES |, ZEERITIIM RO ZS  ARERRE,

3. ERPAEAEERD P , EEEUEMIER.
4. HEHUEBMAMRBEIANIEES , EFBUEMER.
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Amazon CLI
Example 1% & 2 Bl Br#Y 248

BAF restore-secret RHIMRE T By itXiIMBREYZ34R

aws secretsmanager restore-secret \
--secret-id MyTestSecret

Amazon SDK

EREMRICHBRIZR4EE |, BEA RestoreSecret . BXEZEER , 5 the section called
“Amazon SDKs”,
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£ BRI YL Amazon Secrets Manager

£ Amazon Secrets Manager , A AEARZEAFRHIETHEE., MIRLZANBRHENNE-E
o IRE A EBHEERE Amazon RIRMEBERE K SREKEEE,

BEIRE |, BH L -

- BE, EERNME Amazon K PR FEAME AR
o ARIFHT DAY AR IR HIXS B A B9 15 (R
« REEMDRERENZRIEBXNTEH

BXRUNAERAFRZIEFBRINEZEER , 1§51 the section called “fF AR 2 &I 2408915 7]

BTHERADERZ |, H559 Amazon Biling AP EEFHEH Amazon A9 BRE,

BXRTERFNmERFNEL , ESH Amazon —RSEEEPNIRICH RS, HREXD KN
B,

LIPS EUHEIRIC B 4ART |, Secrets Manager &4 K — CloudTrail B&% B, BAXEZER |, H5
¥ the section called “f# F & 3% Amazon CloudTrail .

® Tip
XFrE Amazon BRER —BHFIEH R, BXHFESXR  FSRNTICHRESEAR B,

BERREZEARAR

BRI ARG & P IRIREE R E 4 Amazon CLI, # SDKs. Amazon &Mt 7 R esour ce Groups
TE, O ATREEENEHE  BENIEBESNALARE, EERTARERINER , HSH the
section called “B & %4,

YRATLAE A Secrets Manager #2#& 3 Sec Amazon CLI rets Manager API 3 :
- BIEHFRIRENESR

o« B HRIIRE

« FIHBRANIRE
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« MEARHRIBRIRE

BAIERARENZAH TR, flm, BANRAR, AEEIHENEZR#TIE. BTEENEN
RENENE B ETUSIR-A8EKIIKBRENREER. UTILMRERS

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

£ AR IR IR X AN

B LAEAREX Amazon FERA#IT O RMBRER, HERFZENAT Amazon BIR ( BIEHE ) 8,
K Amazon A D EBREFBIEEFLCENEAENAER, BALRERTRLSFEE ( Fla0KAE
i, NARFEMEES ) Wi , MEEEBEZHERSHAE, BEXESZEE |, 5 H Amazon
Billing AFEMHP X B E VKRR EFEHANET D BERE,

T BRI R

LT REER THRE,

ERRE

« BMAR (EH ) HREAFRERRE 50,
- RERNEX D KNE,
« TAEEARHRECHBRBHARE.

IR RE

« BIMIERUTRE -, IREFNITZEFCEANE  WENFHREHEZNFTREX,

« BRERPATRRUITL | aws: RAMBREHREBHER Amazon, Amazon RFRE6IE LU 51 BT K
BIPREE | BIRTTEXS H it 1T 4w S BR

- RERVKELTNT 17 128 4 Unicode FHFZ[H,

- RERLMEBEIATFH : Unicode &, BF, ZRAMATHHEFF (_ . / = + - @
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IREERE

- BRZEENEKEXTNT 0 F 255 4 Unicode FRFZ[El,

- REETURZE, B, EMNBABEUTFR : Unicode B, BF. ZRAUTEERKRT
ﬁ: . / =+ - @

{# A Secrets Manager &l & 510 4R

IETLAE R Secrets Manager 2% & BB R4ANIRE

EiFRIFRIEIIEE , BRMITUTRE -
1. 3TFF Secrets Manager 2 %14,

2. EFBESMAP |, EEEENXE.
. BEBANEL , EFE—1IEH.

EEZANIRE

ERAFAFEERE L , BEEFZRTF,

ERFE IR
BR tIERH FHSREE.

NI Y B B A AR

1. ERAFAGERRNEL , REHFRZETF  RARERRERS,
2. ERFRITAANRER, EEFRPHANREE (TiL).
3. BEERF. EHMBEFNIRZSHRMEREIIRF,

(® Note
MRFREFEARBA , WRERNETRABZIILERY. BXESEFES , HS5H T #ir
R,

EEF A PIRCER
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MEZRFBIRIRE

1. EFPREMAEEREL  &EFRS®RIF  AREBREBRIFZZLHNBERER,
2. ERREFLUHEIAMBR , SHERBUE A EUE.

FEFAFRIEHZEE Amazon CLI

Amazon CLI 5|+

Example @ Z AR INRE

LAF tag-resource Rl ER T a0 E AR IR 1L 1B S B INFR S o

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example [ Z4ARMZNMRE

LT tag-resource /RGIFF @ B4R M INA MR ER

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M 2548 il BRAR S

LAF untag-resource ROIMFMNZARBBRA ML, N TFEMNZ |, BRNEHEMER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

{# F Secrets Manager API #~i2 248

BRI LAEA Secrets Manager API &N, I MBBRIFE ., X6, BSFEUT X

« ListSecrets: ListSecrets ATEENA TZHANHRZ
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+ TagResource : MZARIMNFZ
 Untag : NZRHRBRRIFE

£ Secrets Manager Amazon SDK #ri2 Z4A
EFRFANRE |, BEAUT API #1E :

« ListSecrets: ListSecrets ATEENA THHANGRE
- TagResource : EZARINIRE
« UntagResource : NZ4A D BRRIFZ

BXUMAFEAFAXTEBNEZEELR |, 5 the section called “Amazon SDKs”,
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B X 15 & #Hl Amazon Secrets Manager %4

BRI LU B R4 9 B Z N E %] Amazon Web Services Xi8 |, X EFEoAEXEMXHWNARRE , N
MHEXFHFRIFAEEEER, MRUGEE , B LULNEIAZAARNIRIZE , REFHRER M
MEHl, Secrets Manager Al AEIEE XFE G MZ R ARFEM THE , FlINRSFTRKE,

BRXES , BIAZEAR ARN SERAMEE , Sl

« ¥®4H : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZ4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBEIAZPHHEMES , S Amazon Secrets Manager E 1o

17 I B R AR RRE RN RSN | BN as RNEENEEES. AR EHEH
o EANERRANEES  FAASHEANEREER. LATLLABAFFNEM keyvalue BX , H
REK HE S B

MBEREFAE ALK |, Secrets Manager FHEEXXFEAHRITHRARK , TN FAESEEBEMEX
ROBIAZH, BLELMEEMERIARHANRIR,

SR TR BIS A Amazon KIS 454, B , MBLAERH Amazon K35, ( H121 Amazon
GovCloud (US) i E X1 ) fEf Secrets Manager , Ml REEFEIX L Amazon $5k X i3 N EL B 257 A
B, BRENEEA Amazon XIFHHZFHAEF R ZTITXE , HFREEFNENT L XIEHE 2 Gl
X i,

ERBRAEHE S —NXE2H , EXTEREZXH. BXESZER , 2 HEE Amazon X,

B AR FEBANXEPR Secrets Manager in R , ML FEEHBAN AT ES AN X ERAER,
BX KinT KKK , S Hthe section called “Secrets Manager in . B EHIRKES ITEAR
Wt FSRAE - ZiRRERBPHRNEIRE (DR) 3£, Amazon

HIRE 4T | Secrets Manager 24K — CloudTrail BE%B. BXEZEER , 50 the
section called “f# f &5 Amazon CloudTrail ",

ERZASHIEMBKX (2FE)

1. $TF Secrets Manager ##1& , Wit} https://console.aws.amazon.com/secretsmanager/o
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2. MEHAIERL  EREHEA,
3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREBEHZI , iB1E Replicate secret ( EHIZ4A ) Fo |, %&£ Add Region ( AKX )
4. 7E£ Add replica regions XiEES , UITATRE :

a. #3 Amazon X , HEFERHHA SRR X,

b. (Wit )XTMEHAP , EFARNEZRN KMS B4, BHRMLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#RES )

Amazon CLI
Example 5340 & %121 & fth X 15

BAR replicate-secret-to-regions RHIFEAEFIE eu-west-3. EIAfEA Amazon & Z4A
In#&aws/secretsmanager,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example BIEZZAHEFIE

LT ROI61E — 24 H G EHE 4 eu-west-3, BIAFERAINZE Amazon IEE X4 aws/
secretsmanager.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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Amazon SDK

ES %4 , BFEA ReplicateSecretToRegions &5, BXEZEL |, 1S the section called
“‘Amazon SDKs”,

R EIAZEA R A I E 4R Amazon Secrets Manager

BIAZARMNEZAEHE S — B4R Amazon Web Services Xi5, EEFSEHAMENZHAEN
THSE  EXNTHMBEAUERTEN KMS B, TR TERAEMEIAREZSN , EENZEBHAR
Ao BIRBAARCHARARNZHAEETRHNERE , HERFNBEANIMLER. FEBZANELTS
S HIEIH 2,

EXBATTANERT , CTASDTIARAARNGIEG | SULEN R RERAS R, %
£ MRETHEATARARR  ATEETIEATARHMUIEA,

WMEARBARZR , BELERENNNARFRERMILFH,

HIREF AR |, Secrets Manager 245 — CloudTrail BE%B. BXEZEER , 50 the
section called “f£ F & 5% Amazon CloudTrail "

FERBIAEA (£HE)

1. %% Secrets Manager , M1t F https://console.aws.amazon.com/secretsmanager/o

2. SMEEIERXIE,

3. 1 Secrets ( 40 ) FIRIA L |, EFBIXRE,

4. HEEIRZPIEFMEETNEL |, %R Promote to standalone secret ( AR RINI 4 ) -

5. 7 Promote replica to standalone secret ( FFEIAHR NI Z4A ) HEEF , MAXE , RAFE
% Promote replica ( I2HEIZA ) .

Amazon CLI

Example fEIANZARA H EHH

LA stop-replication-to-replica ROIFMBRBIRNZASEHA 2 BNEE, BIXRZHRERR
XEBHPEREAHNEZEH, EXTMNEIARXBAEA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret
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Amazon SDK

ENEIARRPAR NN R4 |, B StopReplicationToReplica i H. BHUTAMEIA 4 X
ARk S. BXEZEER , B35 the section called “Amazon SDKs”,

Bh It Amazon Secrets Manager £ #

BT AR ReplicateSecretToRegions MITEHIRIEMA CreateSecret SIERHITE
H , HicanREERFIEAFEFIEE , BRMNBWEMEIE'EE AddReplicaRegions SHHVRE. &
DENRBRKRESREM Condition B8 , MXATFRRAMBIRXFWIRME, BXRETUERNEZHE
4 , BSREUA TR R,

ExampleBf 1L & HI1FR

TR ROIER T WA R F A R RMNEI A X HRE, X7 BBy A P EREY
ReplicateSecretToRegions M CreateSecret EFIZEH,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

ExamplefX 7o ¥ @45 E X #1124 & B R
LUT SRR R T A R VF AT R IR AF -
- BIEBRAMTES
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- QIEFRAHEFBNULTEENMERN X
- EFRASHEVTEENME AKX

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

]I
"Resource": "*",
"Condition": {
"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HEBR Amazon Secrets Manager £ &l ¥ &

Amazon Secrets Manager E4|TJRER T EMHERMANR, EREZPEFAMMWER |, E0T BARITE
TigEz—

- AM DescribeSecret API &4E
- && Amazon CloudTrail &30

FEEHIRMAT
- WMBREKETANZRARAE , Secrets Manager 2FF1ZFAM IR X 15 BB,

HEE £ 5lR 3 71
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- MERDEFNZHARE , NEMNFREEZIERXFH , EXEER
RemoveRegionsFromReplication APl R{EFFH A ER,

ST &8N BESI KM — LR LFR.,
0 X 18 P 7 B A E R RV B4

NUEERWFEE , TUABSRAXBFINEERENEH, EWES  AEEEREFNEES , &EE

=3

I o

KMS 48 £33 B 7 AR BRRERE #,

Secrets Manager B AMBEZFH , AEEABARXEFEH KMS ZHEFHMNEE, MRBEEXFGF
SRBEMZZP kms :Decrypt R , MLBEEEIR. EFA aws/secretsmanager S KMS
BN EH W RZHITINE , BEEXNBHA T kms : GenerateDataKey M kms:Encrypt. &S
Fthe section called “KMS Z#4A KX BR”,

KMS ZA B ZASE RKE

MR EXEARNNBZZAWZHRMBER , W Secrets Manager T EE HZHWZR, BFELERT N
ZE MRREFEEEFACEADMERNOMEZRAMEZN BEXIRERAE , hAIgERENE IR, BX
Secrets Manager SIAIMNZRMEE |, S the section called “F4A B A ER", BERIEH | &7
DANE#H O EMEBEMRA , LUE Secrets Manager A MBI B ZANHB TN, BXEZER , S
FEAMENNEZEZR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

& AR B REE SR XE,

BXROMAEAXENER , S5 Amazon KF EESEREHHNEE Amazon X,

RERXEHFERHERNER. 72
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RAriEmE

MHIREVES 2 Amazon Secrets Manager

LR RBART |, Secrets Manager 24— CloudTrail B&E&B. BXEZER , 5 the

section called “f£ F & 5% Amazon CloudTrail 7

ERBMERRT AR RBHE :

{#F Java 3REX Secrets Manager Z4A{E

£/ Python 3REX Secrets Manager % 4R {H

{5 .NET 3REX Secrets Manager 2418

#F Go 3REY Secrets Manager Z4R{E

{# F§ Rust 3REY Secrets Manager Z4R{E

£ 5i# Elastic Kubernetes Service £/ Amazon Secrets Manager % %A

£ Amazon Lambda B H £ Amazon Secrets Manager #4A

£ A X Amazon Secrets Manager 3

£/ C++ Amazon B#JF & T EB3KREX Secrets Manager 418

£ A JavaScript Amazon SDK 3kEX Secrets Manager 2418

£ Kotlin Amazon SDK 3REX Secrets Manager B Z4A1E

£/ PHP Amazon JF & T B @3REX Secrets Manager Z4A{E

£ Ruby Amazon SDK 3REX Secrets Manager Z4A{E

55 FH3REN 22 4A 18 Amazon CLI

£/ Amazon 2% 8 REVEAE

£ {E H Amazon Secrets Manager #% Amazon Batch

#£ Amazon CloudFormation % JR& F3kEX Amazon Secrets Manager #%

£ GitHub TYEF#H Amazon Secrets Manager # %

A Amazon Secrets Manager T GitLab

£ Amazon Secrets Manager #% Amazon loT Greengrass

S EM P EH Amazon Secrets Manager 40
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£ Java 3REY Secrets Manager Z4A{E

ENRARES , A LlBdAAGetSecretValuesiBatchGetSecretValueEE—NARRFFRE
B ER Amazon SDKs, A , BIMNBWEESFAZFIREFTREFENZAE, EEFHATLUR
=R E HRIEEA

EFARAFNEIDERIBIEE | B LEH Secrets Manager SQL EERHERF , CHETERN
JDBC BzEF. TREATFImER , R A SAEEAA Secrets Manager APls By A<,

FB;
- £/ Java MIEF IR E FIREN Secrets Manager Z4A1E

- £/ JDBC Hl Amazon Secrets Manager 248 PRV EIEE RS SQL #iEE
 f£F Java Amazon SDK 3REX Secrets Manager 40 {8

£/ Java FI&E Fin & 73R Secrets Manager Z4R{E

ERRZAN , BULUER Secrets Manager EF Java WETFHHREEFERL , UBEREH. R
RERFZEALEM Secrets Manager P RZHAMNIEEEMR. BT A Secrets Manager EE{J %
APls , Rt EAEFAURER LS. BXRRBHANMERE , H50H REEHA,

EEERN RISV ER (LRU) , B YEELMAERRABAN  CLAEAREERRONRA.
FERET  EEASPINRF—ARE, CUNREEEETRFSANME , A TNENIBAR
RHSUFIMES AL,

—BERBEFSIA  EFETFHTERFUKER, EEXETLREFIAN. EFXINETEEFE
B A MARMEMNBEZEMIUALREMNER, UREFEFANZEM (FMNBEFFNTE ) |
FEARHNEOMBRSG E.

EFEAZEASE , BUTHRUTERYE -
« Java 8 LE SMRANTF K E, ES R Oracle Wit LB Java SE FHi,

ETHRNR , HSH LK S ecrets Manager £ F Java WEEFEEFEFimd 4. GitHub

ERZAHRNEEHIE & |, B Maven pom.xml XHHEBFUTHKBIN, HX Maven WEZE
B , 53" Apache Maven Project Mt E#Y (AR

<dependency>
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<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , FEH NRSE,

SE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Examplef &R %A

LTREROERTRREAFZHEN Lambda B, TEREERBLERF 2AXRMCEFNRE
XK , Rt mREBFRFAZ Lambda BE , ER2YZEFAZ AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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}

SecretCache

& T M Secrets Manager RN ZHRNANFRERF, EEA the section called “getSecretString” 2
the section called “getSecretBinary” NEFH K FRH4A. BAIUBTE AMEEHFH the section
called “SecretCacheConfiguration” X RKEEEFIRE.

BERABERPENNEZEL , FSH the section called “Java EEFPIRERE",

FE B
public SecretCache()

EAT SecretCache M RAERIAEIE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

{# /A Secrets Manager & i ( £ AIRMHM AWSSecretsManagerClientBuilder #I2 ) #3i&
FEF, FRLEERRBEEN Secrets Manager &F % , FlIERAE — 4 EXEEHKR-

public SecretCache(AWSSecretsManager client)

EEARMM AWSSecretsManagerClient MEN R ER, FHILMEEEREEE YL Secrets
Manager & F s , Bla04E AR — 4 E X8 5w Ko

public SecretCache(SecretCacheConfiguration config)

BEEFARMEMN the section called “SecretCacheConfiguration” ¥EHRBEE,

7k

getSecretString

public String getSecretString(final String secretld)

M Secrets Manager # 8 RFRF&EH4A. RE String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretlId)

M Secrets Manager F#3%& —# 240, BE ByteBuffer,
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RAriEmE

refreshNow

public boolean refreshNow(final String secretId) throws

InterruptedException

BEIREER. WRBFHTEXAER , FHERE true , BNFIRE false,

close
public void close()
XIAEF,

SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , fIMMKFAEFEXNNEEFERHANEFRE

(TTL)o

public SecretCacheConfiguration

BT SecretCacheConfiguration 3 RIERIAIERKE,
ik

getClient

public AWSSecretsManager getClient()

BREIZEEFEMNFRRRFLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZFENFREZZRPBEM AWSSecretsManagerClient BF i,

getCacheHook
public SecretCacheHook getCacheHook()

RERATFIEHELFEIHH the section called “SecretCacheHook” # 0,

Java BERFRET
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RAriEmE

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

B H TEHEFERR the section called “SecretCacheHook” # 0,

getMaxCache X /)»

public int getMaxCacheSize()

RE{HAEFEKRN. BIAMERN 1024 MNEHR.
setMaxCache K /)»

public void setMaxCacheSize(int maxCacheSize)
REBAREFERD, BIAMEN 1024 MEH.
getCacheltemTTL

public long getCacheIltemTTL()

BREEEZFIEN TIL ( AZEMNEN ) , HEEFEREIL TTL &, EEFFHM

AWSSecretsManagerClient R ZRZZAMFEIR, FIAERN 1 Iet ( LZERNEN ),

ETTIL ZEERZHAN , EFHRTHFEH. MRRTRIFAKR , REFRES I ZF4,
setCacheltemTTL
public void setCacheItemTTL(long cacheltemTTL)

NEZFMBERE TTL ( LEVHEN ), SEEFHRHAEIL TTL &, ZFFMN

AWSSecretsManagerClient AR RIZFZHAVFEIAR, BINER 1 /Det (AEZERREN ),

getVersionStage

public String getVersionStage()

EEEERENERNRE, BXESEER , BSHAEHARE. BIAEAN "AWSCURRENT",

setVersionStage

public void setVersionStage(String versionStage)

RELEZENEZHANRE, BXELZEE , BSRAEHARSE., BIAMER "AWSCURRENT",

Java BERFRET
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SecretCacheConfiguration 5% /= —i2

public SecretCacheConfiguration withClient(AWSSecretsManager client)

®iE AWSSecretsManagerClient MM RZH, BREEEHZENEFNEH
SecretCacheConfiguration X%,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
REATEHANFHREFNEQD., BEEEMRENENGHN SecretCacheConfiguration K.
SecretCacheConfiguration withMaxCache X />

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
REFAEFAD. BREEEHIREMNERH/GEHW SecretCacheConfiguration XK,
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEZFUMERE TTL ( UEWREN ), HEEEZHBEISL TTL &, EFEM
AWSSecretsManagerClient FRRIZFHAVFHEIR, RIAER 1 /Mot (LB REN ), REE
BIFRBHWEHER SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

RELERFNZHANERE, BXEZER , BSRZHERE. REEEHRENEHEH
SecretCacheConfiguration XK.,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RELEN F# T EFEH M RANITIRENED,

put

Object put(final Object o)
EENRUFFEIEED.
BREZEFHEEZRFFHINR,
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A

Object get(final Object cachedObject)

MEZTFEXNRIREN R,

BREENEFPIREIITR

£ JDBC # Amazon Secrets Manager %47 Y ZIEE# T SQL BIEE

£ Java RLAREF S , /RATLAEA Secrets Manager SQL Connection X 3h 72 F F F 1264 1E Secrets
Manager R EYEIEIEZ S| MySQL, PostgreSQL MSSQLServer, Oracle, Db2 Hl Redshift 2 3#&E .
BRI EFHLIEER JDBC BEF , RETLER JDBC HAXRGRKEE, B2 , £F
MREZEBAFBNHE , MRIRHZHEN ID. WHEFFHEA Secrets Manager KK RFHAE ,
REERAZAPNEILEZIREE. RIBRFLFEA Java BERRETFEREFEIL , XBEREKH
EEMRTEEEA Secrets Manager. BUIANBER T , EESB/DIERIFET —R , A ERRBAR BRH
. ERBER , 155 #Mthe section called “SecretCacheConfiguration”s

&I LM GitHub® FEIRA B
E A Secrets Manager SQL EERZEF :

- BHNARFSLILT Java 8 RESRAAF,
. BRBBASTMAUTZ2— -
o FHA JSON EHFHBIEEFEZRH. ERERI , B Secrets Manager ##| & P EFRAHERE
Retrieve secret value ( K& H4AH ) . ¥ , £1BIE Amazon CLIHget-secret-value,
- Amazon RDS £E &, N THERA , MAEBIIEZENIEERSMED,
« Amazon Redshift FEH . W TIHEBA , YA EERILEEMNIEERK[LMK D,

MRESHBEFEEF D HMXE , EEERS —MNXEFPHEIRKERE |, FENEREEMNIEEXERS
Mg O, EBALUNXIEEEZE RIENTFI key/lvalue NFHEEZHH, SSM Parameter Store ZEH =,
EHRBREDR,

EFRAHBRFFMEIE & , E1E Maven BEXH pom. xml FRZEZIEFRIMATRET, BHX
EZEE , 55 H Maven Central 17 EM 15 £ Secrets Manager SQL E#E,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>
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https://github.com/aws/aws-secretsmanager-jdbc
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html
https://search.maven.org/artifact/com.amazonaws.secretsmanager/aws-secretsmanager-jdbc

Amazon Secrets Manager ArfEm

</dependency>

B RRFERRINETIERHEFSE, MREE Amazon EKS EETRFEF , ©ARESKRIEEET
W RNEILE , MASKEBRSKFAACE, EFRLEH , 5% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBLURINE Gradle = Maven T H Iﬁ:o

Effsecretsmanager.propertiesX#Hi& & Amazon PrivateLink DNS £&ixT R URL FX 4 ,
BRATUTRE

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EBEFXIH , iHI®E AWS_SECRET_JDBC_REGION HEFZFEHXT
secretsmanager.properties XHHITUTEX :

drivers.region = region

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , F5H RS E,

o
- BEVERIEFENERE
B EER S MmO EEE
« 5 c3p0 FEEMEE T IEE
£/ c3p0 EFE MBI IEE in S Mim O K L iE#E

B ESWEENEE

THNRTERT MAERAZATNEIENEZEERIERREEFNERE. BYEEE L&A
JDBC HAXRILREHEE. BXEZFER , FSM Java XML ER JDBC EAt A,

MySQL

// Load the JDBC driver

ERZAFHEIE# T JDBC £ 81


https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/credentials.html
https://docs.oracle.com/javase/tutorial/jdbc/basics/index.html

Amazon Secrets Manager ArfEm

Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection

ERZAFHEIE# T JDBC £ 82
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conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInsta

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";
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// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

B 48 T v 2 i O 22 3
LR RBER T tfAE A Z A PRI R EN R QMR Q2 SERIEENIEE,

Amazon RDS T EZAFNSIEHEEN RS MiKO, EFEAH Amazon RDS EEMWRAHM EEUEE
BEIBEE  BEREPIEEIXLEI,

SHZEEMXENZATUREEEIXEHEENER , EEFNZEANTE5EREATEANERE
BR. BNMEIFAEERZAERE, EERAPFEXEEREE , BHLE T SRMXE R OE S50
E % key/value X,

BiEEE , B0 #EH JDBC ARG RIBIERE, EXEZER , BSH Java XML LAY JDBC &
fiti AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
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Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JIDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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55 c3p0 FEEEME T iE#E

LR RBIERT SAIER c3p0.properties XHEVUEED , ZXHERAEIRFNBEHRFIRERE
IEREEERE. X TF user M jdbcUrl , EH AR ID LB EEED. AT, BUUNZHPRERE
B PRxSEEREEMEAREREE. AXEZEER , SR Java XML LR JDBC Eit Al

Ho
A% c3p0 WEZER |, i3 Machinery For Change M5 £ c3p0,

MySQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId
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Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

£/ c3p0 BT 15 T i /M i A SR 3% 4

AT RBERT MmIfEA c3p0.properties XHEINEEMN , ZXHFEARIEFBEIEENIRKS
MiFORRZFAFNEIL, AE , BULUNZ PR RERE , #431“3("”5 EZEAETAEMBREREE
BXREZER , 2 H Java XML LR JDBC A AR,

Amazon RDS HEZATBIEHIEEN RS MEOD., EFHAH Amazon RDS EEMZ AT EEILE
EIWEE  BERBHIEEXEEIL,

SEHZEMXENZATUAREEZEIXEHEENIER , EEFNZANTIEEREATEANERE
BE. SMEAHEEREBHAEE. EEZPAPFHEXKEEEES , BALRT SMXEHEDOE SR
¥ % key/value 3,

MySQL

c3p0@.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretld
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0@.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000

Redshift

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

£ Java Amazon SDK 3RER Secrets Manager Z4A{E

ENARRES , BB T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
BEIME Amazon SDKs, A , BIMNBWEEIFARTFIREFREFLZNZAE. EFZHTLURE
= IRE HRIEE A,

- MBENBEEZITEHEERES | B Secrets Manager SQL E R ZFEBIZRAFHE
EEIBIEE,

« WFHMKRBHERLE | #FH Secrets Manager £F Java WEFEH , REEER
GetSecretValue = BatchGetSecretValue A SDK,

LT RBREERINMFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*
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* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[Q];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();
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GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

# F Python 3REX Secrets Manager Z4A{E

ENARED , B LUBET HAGetSecretValuesBatchGetSecretValueEEF—MARFHRE
BRI E Amazon SDKs, £ , BMNEBZNUEBEIFAZTFIREFREFENERAE. EFEBHTUR
= R B H R AR R AN

FB

 {£A Python F&E Fix&EFIKEL Secrets Manager Z4A{E

« f# Python Amazon SDK 3REX Secrets Manager 4 {8

- {#/ Python Amazon SDK 3REX—#t Secrets Manager Z 418

£ Python F1& F ik &R F3REX Secrets Manager Z4A{E

ERRFAN , BALIER Secrets Manager £ F Python WEFHMGREFZL , URBKEA.
KREEEFEHALM Secrets Manager PR RZLANEEE R, HTIAA Secrets Manager FEE {5
APls , At ERAETFAURERER, BEXREBHANAER E , SR REER,

EEERN RISV ER (LRU) , B YEESAEERABAN  CLAEAREERRONRHA.
FERET  EEASINRF— AR, CUNREEEETRFSANME  ATNEHBAR
RHSUFIMES AL,

—BRAEFSIR  EEETSHTEFNRER, EEXRETLREEFIN. EEXINETERFE
5 MARMENBZEUEFIUZEMNER, NREFRFNNZ LK (HIONZEERFFHEE ) |
FEARMNEONMBRSG E.

EFERAZEHN  BYXTHEEATERE -
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+ Python 3.6 RE SR,
* botocore 1.12 HEFMRA, HZFEA T Python F Botocore BJAmazon SDK,
« setuptools_scm 3.2 ESHA., M https://pypi, org/project/setuptools-scm/o

ETHRNR , 538 LK S ecrets Manager &F Python WEEFEEF isHHEF. GitHub

EREAEH | BEAUTSHES,
$ pip install aws-secretsmanager-caching

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , FEH RS E,

SE

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Examplett 3 % 47

LA 7R 451358 B AT 3R BN & S Y Z AR WL B {Bmy secret,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

EA T M Secrets Manager ® R FEANANFETF. EFEA the section called “get_secret_string” 2,
the section called “get_secret_binary” NEFHFRZER, B UBETE AEEHFPRY the section
called “SecretCacheConfig” W RRKEBEFIRE.

BXEERHENNEZELR | S the section called “Python 5%& Fif&E1E",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAARE :

* get_secret_string

» get_secret_binary

get_secret_string
KRBRHFHEE

BEREE

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

2
+ secret_id ( ZfFH) : [HXFE] BHPANBHI ARN,

- version_stage ( F&H ) : LERZENBANRE, BXEZEER |, 55 secret
versions, ERIAEN“AWSCURRENT”,

REIRHE

FREH

get_secret_binary

R REH —HHIE,
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BEREE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

28
- secret_id ( Ff&F&H ) : [4F) BHHBFHI ARN,

- version_stage ( F&H ) : LERZENBANRE, BXEZEER |, 55 secret
versions, ERIAEN“AWSCURRENT”,

REIH

base64 4B H F I H

SecretCacheConfig

& AT the section called “SecretCache” W EFEREIEI , fINEAEFEX/NNEEFEZANEENRE
(TTL)o

5%

max_cache_size (int)
BRAEZFERD. BIAMERN 1024 NEH,
exception_retry_delay_base (int)
BIREREHBERCAZESFHFNDE. BAERN 1.
exception_retry_growth_factor (int)pur

ATUHEERAMBER 2 BFFHENERIE. MIAMER 2.

exception_retry_delay_max (int)

EABMBERBAFBESHNRKEE (AR AEN ) . RIAMER 3600,

default_version_stage (str)

REZENZHNRAE. BXRESER , FSRAEBEHRAE, FRINESR 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEEFHHACECHZTESFNVE. BIAMEN 3600,
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RAriEmE

secret_cache_hook (SecretCacheHook)

SecretCacheHook HMRFEMEH., BERIAERN None,

SecretCacheHook

B T3 the section called “SecretCache” FRLLEN F T EEFEH M RANITIRENED,

UTRARARBE:
 put
c A

put

ENRAFRERTRMTES.

BERIEE

response = hook.put(
obj='secret_object'

)

e
* obj (WR) - [£F] BHRHTSBHAHXNR

REIRE

object

A
MEZFERRITREN R,

BEREE

response = hook.get(
obj='secret_object'

)
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5%

« obj (XR) : [XF] BHAREEBHAIXNR,
p YIRSyl
object

@IlnjectSecretString

MBS EE — AN BR4A ID FHFEH the section called “SecretCache” fERBIT NS, ZE M IFIR
CZ4AFHFERE, RAXNEBE—NZRHFE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@IlnjectKeywordedSecretString

HEIMGBEE—NBR4A ID B PEH the section called “SecretCache” ERBIFA NS, HEBTEN
CAXHBP NSRG4 H JSON &, BEAXTEBE— JSON &N FEHFE,

»Fa&tt JSON HZ4A :

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT WA NZEFIRE username # password A JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()
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@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

’

£ F Python Amazon SDK 3R EX Secrets Manager Z 4B

ENARES , B Ll@B T AAGetSecretValuesiBatchGetSecretValueEF—NARFFRE
B E Amazon SDKs, A |, RIMNEBNEELFRAZEFREEREEENFAE. ESEFHATLUR
= IRE HRIEE A,

3 F Python MR , B Secrets Manager EF Python W& FH AR EEMFER
get_secret_value = batch_get_secret_value @A SDK,

DT RBRAVERIMAMFER GetSecretValue,
FREMR : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3
import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1ogging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:

# Validate secret_name
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if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {e}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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£ F Python Amazon SDK 3REX—itt Secrets Manager Z4A{E
TR ROIER T M{AZREUE 2 Secrets Manager Z4A{E.
FrEERR -

* secretsmanager:BatchGetSecretValue
- WERZENETNFPIAE secretsmanager:GetSecretValue MR,
- MREFEATELEST WX LA secretsmanager:ListSecrets,

BRI REE R , iFS 1 the section called “RfI : #tEH FE—HZEAENNE,

/A Important

MREH VPCE FIELELEEREZNEHATREL NWZHERE , N
BatchGetSecretValue AF&REEMMFE , HF ALRE4E IR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:

secrets = []

response = self.client.batch_get_secret_value(
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Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)l}.")
raise

£ .NET 3REX Secrets Manager Z4AE

ENARES , B BT AAGetSecretValuesiBatchGetSecretValueEF—MARFFRE
BEME Amazon SDKs, A , BIMNBEEIFAEZFIREFREFLENZAE. EFFHTLUERE
=R E HERREA

E&
- £/ .NET & imEFIRE Secrets Manager Z4A{E
- {EFIREN Secrets Manager B9 % 4A{E Amazon SDK for NET

£ NET M&EFin&FIRE Secrets Manager Z4A{E

ERRFZHAN , BRI LUEA Secrets Manager EF NET WRFAGREFEZR , UBEREA, B
REEEFZHLEM Secrets Manager F R RRLAMNEREEMR, EE?iﬂ}ﬂ Secrets Manager EE{1 %
APls , RttEREFIURER LR, BXRZZHANMELE , BSH RIEHA.

ZERBANBOEDER (LRU) , ALSAEELAERENBRAN , e2EZFAREERARIHER,
RERET , RFERE/PIHRHFH —XAWE, EUUEEEEFPRMEZANIE ST EHIFAR
FRHRLURINE S hEE.
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—BERBEFSIA , EFET2HTRAGFMREE, EFEXRTIBEFLIN. EFRINETEESR
B A MARMEMNELZLHIUALZLUNER, UREFZFIANZELE (HUNBEEFHHEE ) |
-lﬁ'fiﬁﬁj:ﬁE{/\EIJED*um%jj_lfo

EFERAZEAN  BYITHEEATHRE -

« .NET Framework 4.6.2 S{E G4 , 58#& .NET Standard 2.0 RE 5 ik4~, &S % Microsoft .NET
M EB R EC.NET,

« SEAT NET B9 Amazon SDK, i&5Z[fthe section called “Amazon SDKs”,

ETERARDB , BSE LMW “NET EEEFim” GitHub,

EFRERTF , BANE#TESML , REEMA GetSecretString = GetSecretBinary BE®
. EELERERN , EEFEREZEANSEFEILX,

KR
c BRI TR -

- HEEMTEBFHEITTS NET CLI 75,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

«  HTIRGEZE|IARMEIER . csproj XHHF,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

PREBARR -

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BRESER , F5H NRSE,
S

» SecretsManagerCache
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RAriEmE

» SecretCacheConfiguration

» |SecretCacheHook

Examplett 3 % 47
DTFREBRFIERT —FMRER AIMySecret BN F £,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
string MySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}

Examplelit & 4 F64 8 (TTL) EF R FIFLLR A

UTRBREERT —MRRBENNEAMySecret 8 TTL BEERIFIGEMNEIRERN 24 PR FE
o

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName = "MySecret";
NET EEFIRER
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private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{

CacheItemTTL = 86400000

};

private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

EF T M Secrets Manager R ZRANWRNEFERF, EFEH the section called “GetSecretString” =
the section called “GetSecretBinary” NEF R RFEH, EAIABEREZ AREERBHPH the section
called “SecretCacheConfiguration” 3 RKE & E1FRE.

EXEERFIENNEZELR |, i3 the section called “NET 5&FiRERE",

public SecretsManagerCache()

FEAT SecretsManagerCache R BINGE R

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£ Secrets Manager & /i ( A REH AmazonSecretsManagerClient 812 ) & EBF. £
At ¥ &R T B E X Secrets Manager & F i , liERAE — 4 EXIHH LT 2.

e

secretsManager

AmazonSecretsManagerClientE M F 18 FEH 5,
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public SecretsManagerCache(SecretCacheConfiguration config)

{8 AR LAY the section called “SecretCacheConfiguration” ¥3i& #2348 & 17, {5 L #38 B Bk &
BEXR7T , INEEENZABERERIFME,

2

config

%

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

£ A E A IRt AmazonSecretsManagerClientf 812 # Secrets Manager & /= i ¥ 15 $TH &

£, the section called “SecretCacheConfiguration”ff F Lt ¥31& B ¥ °] B i€ XL Secrets Manager &
Fiw , SIMEAX —BEXHRLET/RUAREEEZF , INEZFNEBEABRERARIFMNE,
S

secretsManager

AmazonSecretsManagerClientEM F 1 KL%,

config

— the section called “SecretCacheConfiguration” , EF 2 EEZEFZNEERE .

7k

GetSecretString

public async Task<String> GetSecretString(String secretld)
M Secrets Manager P RF AR ZH,

]

secretld

BERRNEZEH ARN HE o

GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)
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M Secrets Manager 16 38 — # #2840,

S8
secretld

BERRNEZEH ARN HE o

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

B M Secrets Manager iHRZHE , AFEATANEREFTEF. WRSEIENERERE , BHoE—
N EFZB. MERIFRID , WIRE true,

BH
secretld

BERRNEZEH ARN HE o

GetCachedSecret
public SecretCacheltem GetCachedSecret(string secretld)

REEEZANEFRE (NMREFHFEZZEH ) o BN, M Secret Manager iz RFHH , H o
B-1THEFEHE.

S8
secretld

BRRWEZH ARN Ao

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZE Bk , SR KEFEXNIEEEFZR
B FERTE (TTL).
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Properties
CacheltemTTL
public uint CacheltemTTL { get; set; }

BETEN TTL ( UZRREN ) . BRIAEN 3600000 ZRH 1 Mit, BAMN 4294967295 ms
AR 49.7 XK,

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RAREFKRD, BIAMER 1024 MEH. HRAEN 65535,

VersionStage

public string VersionStage { get; set; }

BEEZFNERANRE. BXEZEER , BSREHAERE. MINMEN "AWSCURRENT",
&R

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClient EM AR ZHER, MR R null , EEFEIML—DIHEF K. RINE
ﬁg null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

—\ the section called “ISecretCacheHook”,

ISecretCacheHook

B F #4493 the section called “SecretsManagerCache” FEAMEX 174 T EE TN ZAMITIRIERNEE
Ho

&
Put

object Put(object o0);

HEZNRUAFHIEFP,
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BREEFRHEZFTHXNR,
IREX

object Get(object cachedObject);

MEZEFEXNRIRET R,

BREENEFPRERNTR

{5 FA3REX Secrets Manager Y% $A{E Amazon SDK for .NET

ENAREREY , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFFIRE
B ME Amazon SDKs, A , BIMNBWEESIFAZFIREFREFENZAE., EFFTHTLURE
=R E HRIREA

FF NET MARRF , 5 Secrets Manager 2F NET WEFANGSHEZEMER GetSecretValue
= BatchGetSecretValue A SDK,

AR RGERNAIER GetSecretValue,

FIFEMR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve

/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;
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IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WriteLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
Secretld = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
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RAriEmE

/17
/17
/17
/17
/17
/17
/17

try
{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{
Console.WriteLine($"Error: {e.Messagel}");
}

return response;

<summary>

Decodes the secret returned by the call to GetSecretValueAsync and
returns it to the calling program.

</summary>

<param name="response">A GetSecretValueResponse object containing
the requested secret value returned by GetSecretValueAsync.</param>
<returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{

// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

Amazon SDK for .NET
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£ Go 3RE Secrets Manager Z4A{E

ERARRFRT , B L@ AMHGetSecretValuemBatchGetSecretValueEF—RNABRFFRE
BEI B Amazon SDKs, Tt , RMNEBENEBIFEAZFIREFREFTENEAE. EFEBHTUR
=R E HREE A

E&A

- £/ Go MEFImEFIREL Secrets Manager Z4{E

{8 Go Amazon SDK 3REHX Secrets Manager 4R

£ Go M%E Fim4E F3RE Secrets Manager Z4A{E

TR, BULUER Secrets Manager EF Go WEFHAREFZER , UZTPKREH. &
RERFEALEM Secrets Manager P ZZHAMNEEEMR. BT IHA Secrets Manager EE{J %
APls , At ERAEFAUREN LS. BEXRRFBHANELZE , BSH REEH,

FEEMR BEROER (LRU) , U EBEAREARAEHN , CLEFREERBINEH,
RERET , BFaS/ WHF—ARE. CTURBESFHRHEANAE 6 TUENEEAR
REFME S e

—BRAEFSIA  FEETHTEHFNRER, EEXBETLREFIAN. EEXRINETEFE
B A MARMEMBZEURALZLHNER, WREFEFNNRZSY (FlONBERFFHTE ) |
FEARHNEONMBRSG %,

EFAZEAN , BYXTHERUTRE

« Amazon SEFF Go ¥ SDK, i&Z[#the section called “Amazon SDKs”,

ETHRNKMB , B35 S ecrets Manager Go &7 % F i GitHubo

Ei%E Go FFRINE , HZSH Go Programming Language Mt E#Y Golang Al 7T,
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue
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BXREZEER , FEH NRESE.

2=

+ type Cache
« # A CacheConfig

« #8 A\ CacheHook

Examplett 3R % 4A

DTFRBREERTREZHAN Lambda B,
package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (

secretCache = secretcache.New()

7’ —

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()
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// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}

// Instantiate the cache

cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXBERAIENNEZEEL |, 1S5 the section called “Go EEFIwEF",

FE
New
func New(optFns ...func(*Cache)) (*Cache, error)

New EFIhEEETMEFEAET , ENHEAERINE. NFLFEDRIL SecretsManager & F ko #
%1t CacheConfig N ERIAE, FERAEBRIAERAKXKNHIEIL LRU &7

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREAEZS ID MMEZNHE, REBAFHTS , NREBHFERMNEREHE
xo

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage \EFHIKEVAE R4 ID MRAM RN BRZFEE, BRERAFZTSE
MRBEXBNRELEIR,

GetSecretBinary

func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {
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GetSecretBinary NEFHIREVEERLA ID WME —#G{E. REZF —HFE , REEXKNER
B4R,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

A"

GetSecretBinaryWithStage M\ EFHFIREVEE X4 ID MARAH BRI MZE — Bt HlE, RE 240 =3 5l
B, IRBEIMIUIRELE IR,

# A CacheConfig
EATEEHNEFRELT , ANBAEEAN, RIMREMNE , R BEFHANEENE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook
RATE#HIZEFPUENFETEFPIPNBERRITRENED,
FE

Put

Put(data interface{}) interface{}
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ENRAFRERTRMFES.

FREX
Get(data interface{}) interface{}

MEZEFEXNRTRIRET R,

£ Go Amazon SDK 3REX Secrets Manager Z4A{E

ENAEFF , ZA BN A AGetSecretValuem®BatchGetSecretValueEF—NARFHRE
B ME Amazon SDKs, £it , RIMNENEABEIERAEFREFTREFLNEZRE. EEEHUTUR
=R H R R A

NF Go MARER , A Secrets Manager £F Go WETFAHAHEEMEA GetSecretValue
BatchGetSecretValue A SDKo

TR RIBROIERT t{A3REX Secrets Manager Z4H{E.

FTEMNPR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {
log.Fatal(err)
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}
// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)
input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified
}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Exrror())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

M Rust 3RHY Secrets Manager %4A{E

ERARFYT , B LlE T AAGetSecretValuesBatchGetSecretValueEfF—NARFFRE
BH MW Amazon SDKs, £ , RITEWNEEIFEAEFHEFREFLENBHE. EFEEHTUR
=R E H B A

£}

« /8 Rust MZE FixE IR Secrets Manager B4AE

« {# A Rust Amazon SDK 3REX Secrets Manager Y Z4A{E

£ A Rust #1& F %42 73R EX Secrets Manager Z4A{E

TN , BALUEA Secrets Manager EF Rust WERFAGREFTER , UBWXREA. &
RERFZEALEM Secrets Manager P RZHAMNEEEMR. BT IHA Secrets Manager EE{J %
APls , At ERAEFAURER LS. BEXRRFBHANELZE , BSH REEH,
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ZERBRLHLY (FIFO) , AHIARF4AEF—IEHN , E2EFAKIANEH, RERE
T, EER8/PEBF—XWE, EAUEEATARE :

« max_size - EREKII KRG RN ZRA oI BEF NRAEEFRHI
« ttl - ERERFHRHRDS 2 BIE TV B W N B RAV LAt E,

ZEXRTEFEEFLAN. EEXIANETEFELE  MAEMENBLZEMERALEHENEL, OR
FEFN 2N (HNMBREFRNIE ) , BEARENBERBRESR.

BEFERAZAH , B4AHEE—NEHE tokio B Rust 2021 FFRIFE, BXEZELR , H5 ¥ Rust &
BESME LMW AT,

ETHRARB , HSHEMW S ecrets Manager EF Rust WEEFEEFimd . GitHub

BERREFAMN  BERAUTH S,

cargo add aws_secretsmanager_caching

FTENR -

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BEXEZER , 2R NRSE,
Examplett 3 % 47

LAT 7R 515 BR (AT 3R ER A 0 Y A WL B My Tes to

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time: :Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)

.await

{
Ok(c) => c,
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Err(_) => panic!("Handle this error"),

};

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i

// Your code here

Examplef£f B E X EEM B E X &FFimLflL &7

T RBIEBANMEEZT , RAERRMENNBRANZHAEMy Test,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient: :from_buildex(
asm_builder,
NonZeroUsize: :new(10@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await
{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

1Y

// Your code here
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A Rust Amazon SDK 3RHX Secrets Manager HIZ34A{E

ENARRES , B LlBETAHGetSecretValuediBatchGetSecretValueEE—NARFHIRE
B MER Amazon SDKs, A , BIMNBWEEIFAZFIREFTREFENZAE., EFFHATLURE
=R E HRIREA

3F Rust NAREF , BEMAET Secrets Manager #J Rust EF4H 4 , REFEHAREEEEH SDK,
GetSecretValue BatchGetSecretValue

LT RBRAEETRT {T3RE Secrets Manager Z4A{E.

FTEMBR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

£ 5)3%h Elastic Kubernetes Service B4/ Amazon Secrets
Manager 4R

EJ¥3k B Amazon Secrets Manager (ASCP) Ky Z4A.E R EH 1 Amazon EKS Pod FHI | fRAT
LAfE A Kubernetes S Amazon ecrets Store CSI Iz 2RV EANMBE ERMHEF. ASCP AIGETIL
T R AT B Elastic Kubernetes Service 1.17+ BE& M., EC2 Amazon Fargate X #FT =
‘H, £ ASCP , A LATE Secrets Manager Rz HEEF4] , REBET Amazon EKS LiZ1TH
THEABRE, IRBHTEZ JSON #XHWE-EX , B LUEEREERE Amazon EKS FERKZ
AMEXT, ASCP HJ{£f JMESPath BERERHLAPHR/MEX . ASCP i&&EA T Parameter Store 2
¥, ASCP REFM#ET Amazon EKS #{TERRIENFE, F—RAERFEARSKSHN IAM A&
(IRSA) , F-RAZRFERAAR[AEN. SR EHEEEEMAH.

EFRSMSH IAM B (IRSA ) 9 ASCP

85 IAM RS K F A®K ASCP (IRSA) &[N %4A Amazon Secrets Manager fE 1 XXHFEHF!
Amazon EKS Pod #, XfAZERTUTER :

- FEFBRRENXHERTIBRREA (pod ) FET,
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- MIEFEATETD® EC2 TV 4/ Amazon EKS 1.17 RE SRS,
o HFEM JSON BN FZHAHPRRIFENR-BEXT T,

BEXEZELR , 58 the section called “fF ASCP 53& T Amazon EKS B IRSA £/

ETRR[AH A ASCP

ET EKS A4 54# ASCP

ETARBF[ABMH ASCP HEi8B TEZeM |, B1L T 1718 Amazon EKS FZ4{MEE., XFHEEEN
THERTEEER :

- FEERHFA (pod) KA HTERANNREER,
« £/ Amazon EKS M7 1.24 SESRAET,
- FERSUHENTY BER,

EXEZEELR , {524 the section called “f¥ ASCP 5i& AT Amazon EKS WASA T MHER.

IR IERN 5

EET IRSA Y ASCP METARFHF M ASCP ZEfukFEr , EERUATHER :

- I % EKSversion : Pod Identity FE I L% EKS 1.24+ , M1 CSI EahEFEA FIL % EKS
1,17+,

« REER  RBAFHTERSA (pod ) R REFRAM LS,

- A AREASHBEEAEANEREHENE HEMNMEEE

- &M ARESHETLMNRSKS |, ATURELIRE,

EREFEENEAERIM Amazon EKS B8 5 3%,
L% 5E AT Amazon EKS #J ASCP
PN B LEEHRT Amazon EKS B Amazon Z4A ML BIRMEEF. FH ASCP |, o LU

Secrets Manager H#Y Z4A M5k B 89S B Amazon Systems Manager 5 X4 # 2 E| Amazon EKS
Pods .,

ETRB[AZHH ASCP 119
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FoRFH

« Amazon EKS &£
- RBRAFHRAE 1.24 FEFRAE
* IRSA IRA 1.17 RESIRA
- © Amazon CLI Z¥EHBE B/
« B Amazon EKS &8 ZEHBLE kubectl
« Helm ( R4 3.0 RESHRA )

*=MBELE ASCP

ASCP T 7£ secrets-store-csi-provider-aws Z4# GitHub FEF % Z], EME I E A FRIEMESRZHAN
YAML X #R51,

ZERDEEF , BT ASCP BLE N FIPS I . BX KinTRMFIEK , BESHthe section
called “Secrets Manager ¥ 5"

¥ ASCP £ EKS KNtk %

1. ZT¥eksctl ( ZEUHHA)
2. BITUATHSUERARAREELRERY

eksctl create addon --cluster <your_cluster> --name aws-secrets-store-csi-driver-
provider

MREBEERN , FANSTUATRESRT !

aws eks create-addon --cluster-name <your_cluster> --addon-name aws-secrets-store-
csi-driver-provider --configuration-values 'file://path/to/config.yaml’

BRI YAML 5% JSON X #F, EEFHmANEELRNY , THITUTRAE !
a. JEITHAT R HIC T4 &R

aws eks describe-addon-versions --addon-name aws-secrets-store-csi-driver-
provider

b. BTUATHPUEERHFNEELRMY , <version>B# A E—FT PR :
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aws eks describe-addon-configuration --addon-name aws-secrets-store-csi-driver-
provider --addon-version <version>

£/ Helm &% ASCP

1. NBERE#EFEEOSHEL , 5FA helm repo update.
2. ZTERXK, LLTRE helm install IR :

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

a. EfAFIPSHR , BARMUTHE : --set useFipsEndpoint=true

b. EEETR , BARMUUTHIRE : --set-json 'k8sThrottlingParams={"qps":
"number of queries per second", "burst": "number of queries per
second"}'

c. MRBEMER 2L %% Secrets Store CSI WHEF , BRI THRE ; --set secrets-
store-csi-driver.install=false., X2 BkiIFF Secrets Store CSI KB TEF4E R K
TR %,

EE#EPFER YAML #1T7R%
« FEAUTHS.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

RiIFZ&EIER
ERF EKS 8. Secrets Store CSI IRz F M ASCP M ZHEER , BIRBUTIRIEE -

1. WIE EKS £ENZERR :

Z%E AT Amazon EKS B ASCP 121
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eksctl get cluster --name clusterName

Zo e RIREEXREHNER
2. IR Secrets Store CSI BFEEFHNLERBN :

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BRZEREEZTHAREA (pod) , EEBMHWT : csi-secrets-store-secrets-store-
csi-driver-xxxo

3. IRIF ASCP M ZREREIRN

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

i R
NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

R
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

BRZBEFATF Running MRS EERA (pod) -

BITXEGRE ZZEI% THREBER , ENZEFIMEAHHEEZT , BSEEMHER. WRBIMFE
ARE , JREFEEIEFLHINMBENIFERSEA (pod ) B BERETHESER,

Z35ER T Amazon EKS #9 ASCP 122
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R HEE

1. EEFH ASCP #HENBE , BIE{T !

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. K& kube-system ipBZRIFFIERERE (pod ) BVIRTE -

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

FiIBE CSI WEHFRFHM ASCP HXHIARRRA (pod ) #BMAL T EEEIT IR,
3. KE CSIEHEFMRA :

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

ZH T RIREAXRERER CSI KpRFHES

H %R
BXF ASCP 5 Amazon EKS £6HANEZER , BSHUTRR :

. FABAEFHE Amazon EKS £45FH
« Amazon WZE[E CSI KB FF/F GitHub

£ Amazon EKS HRfEA®HE Pod B13H Amazon Z4A B 2R {H P CSI

Amazon HlZME B R HFEF S5EH T Amazon Elastic Kubernetes Service #J Pod X EBER |
NTE Amazon EKS LE{THRARFRA THBENZSM, MILHNEENESHMEEE. Pod Identity
TEM Secrets Manager % & %435 M Parameter Stor Amazon Systems Manager e ® &S E{L T
Amazon EKS #9

Amazon EKS B24H B 0@ EIEZE Amazon EKS EZOEENR , L TIRESE L BLER
Amazon EKS # IAM RE 2 B1Y0# , ML T H Kubernetes R R FEE IAM SR FEHNEE. B8
BAERAGFEZANERBTHA—NIAM BEMEEEHEERE , AZBEACLSERS U EREMA
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https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-abac.html#pod-id-abac-tags
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MiFEES, XA EFRRAGTEACESFERANERRE  MAMELTREEE K mALEIRAFERET
CHEFRZ 58] Amazon RIERIBEZ M,

TFRE

1. RBRABEMHALNERE (pod) 28 IAM A,
2. ASCP A AEH#THEMKIE. Amazon Web Services IR
3. MRIRBIZRN , ASCP 2K RBFERNZAHNHEHRALASSHA (pod) .

BEXEZEER |, B5H (Amazon EKS AF M) H M 7 #% Amazon EKS BE54A B4 TIERE,

TR

/A Important

=K Amazon EKS X ABAF 1. Amazon EK S Anywhere S 573k 6] EHN BITE
A Kubernetes B~ %1% IhEE. Amazon =ik Red Hat OpenShift fR%: EC2

« Amazon EKS £ ( x4 1.24 HE SR )
« BILAT AR GE Amazon CLI 1 Amazon EKS £&f kubectl
« PHEPAD Amazon Web Services Ik ( AT EK S 5E )

=% Amazon EKS A E84H 5 R
ENAREENEERESFER , MMEEE Amazon EKS B4 5 3 CIE M nA 4,
RRABEE G HRIE

- HEERLZERFRASOGREMMAH

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-how-it-works.html
https://www.amazonaws.cn/eks/eks-anywhere/
https://www.amazonaws.cn/rosa/
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B AREHHIRE ASCP

1. BIE—IRKE , BFXNEHRL (pod ) FEHRNHEHAN
secretsmanager:GetSecretValue f secretsmanager:DescribeSecret R, BAXxXK
B R~ , SR the section called “/R I - SRELAI RN A ZEA B ILBR”,

2. BIETHBRR[AZHH Amazon EKS lRFEHIBEN IAM A :

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

[6 8 S B 0 1AM SR

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. RIERARBAFMHKEK, BXRH, 25 (Amazon EKS AFIE®E) THCIEAEE 5 <k
4. fI# SecretProviderClass , ATEEEERFIREYA (pod ) FHEL -

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-association.html#pod-id-association-create
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IRSA A 8EH F 47 SecretProviderClass FH X BIE T &S
usePodIdentity, XR—NMAEFER , ATHESHRIESE. WRKREE , NEIAX RS K
F (IRSA) £A IAM A,

- EfH EKS AEEA 5D , HEAUTESE ; "true", "True", "TRUE", "t", "T",

- EAWEFER IRSA , BNHRBNUTEEE : "false", "False", "FALSE", "f", or
",

EBBIEER /mnt/secrets-store THEAMNAEERA (pod)

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

MREERFAE Amazon EKS &8 | ERREFMEN VPC EF Amazon STS KimT K. BX
BIEImRMEE |, 155 (Amazon Identity and Access Management B F#5R3) EFE’Q?%IZI VPC
U5 R

BIFZ AN ERER
ERERARBTEBRER , BETUTHS :

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head

-1) -- cat /mnt/secrets-store/MySecret

®E Amazon EKS B854 & LAi 18 Secrets Manager £y 25 4A

1. BIE-IRER , BFNEHRA (pod ) FETGRINHHAN
secretsmanager:GetSecretValue f secretsmanager:DescribeSecret R, HXE
B =5l , 1§ the section called “Rl : ERME RN ABEANE"

2. 1f Secrets Manager FRIE 4R ( MREBEEE—INEH)

PR HERR

R

/Ch

ALBET#ERBERAE (pod ) MEREEF XS HER.

EE%"%E’J Bk /ﬁ

1.

ERALT @ TIRMARA (pod ) BMIIK, MREEBERARNGEZRE , WEA -n
NAMESPACE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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kubectl get pods

2. E#HR Pod , BEULTHSHPODIDEREEL—SH KM Pod BH Pod ID, M1R&HE AR
INGF B ZEE , EER -n NAMESPACE,

kubectl describe pod/PODID

&EE ASCP MR

EERMEAERPEREZEFER , BEUT WS HPODIDER csi-secrets-store-provider-aws Pod
# ID,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

£ Amazon ZAMEEREE CSI ERSKF IAM BEESFEA (IRSA)
FB;

. REH

. BB EES

- BEEERNEE

- BB

FRFZ M

« Amazon EKS 58 ( ik 1.17 LESMRA )
« BXLLT AR IR Amazon CLI 1 Amazon EKS & & kubectl

% & 15 B 2 #l
ASCP £% 3 Amazon EKS REsA B M HFNHEHRH®A IAM A6, EALIE IAM REHRRZ IAM A6

REMR, = ASCP KA IAM #&rt , EaBRERNNER. RIFFES IAM SEXEk , A
BRI EH R EH,

F ASCP 55EH T Amazon EKS # IRSA £/ 127
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¥ Amazon EKS &A254 ( pod ) XJ Secrets Manager 5 2248 #9 1/ (8] X BR

1. BIE—IMRER , BFXNBHREL (pod ) FEHENEHAN
secretsmanager:GetSecretValue # secretsmanager:DescribeSecret R, BXXK
B =Bl , S H the section called “Rl : SERAFER N AZHFARE"S

2. AEKFLIE IAM OpenlID Connect (OIDC) 12itH ( MRERE ) . EXEZER , FSH
{Amazon EKS AIF{EFE) FH N EEFGIE IAM OIDC R,

3. NRFZKFOIZE— IAM AEHFREHMMEZAR, BXEZEER , 55 (Amazon EKS A
FiEE) FHARSK, OE IAM A6,

4. WMREFEAFE Amazon EKS & , FEREFMEN VPC BEHF Amazon STS LinT K. BX
BIEIRRMEER | 15 (Amazon Identity and Access Management A #8E) H#9ED VPC

Ui R o
BEEERNZH

EIE ASCP ML Z4AEN XU RS LB XU HEEE1E Amazon EKS A | IBEE 42—/ the section
called “SecretProviderClass” YAML X, SecretProviderClass S T EHEHWZAUREHEE
XLERANW XS B, SecretProviderClass S5 45| HK Amazon EKS &A884 (pod ) L F
E_ﬁg 7':|:°|\Eﬂo

HEBAERN X RITER

LAF 15 B8 15 BB g0 el £ A =45l YAML X4 .yaml 1 ExampleSecretProviderClass.yaml FZ4HEEH I X
¥, ExampleDeployment

£ Amazon EKS A% 524A

1. M SecretProviderClass MAFTZ&AEFA (pod) :

kubectl apply -f ExampleSecretProviderClass.yaml

2. EBABA (pod) :

kubectl apply -f ExampleDeployment.yaml

3. ASCP &#E#H .
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https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
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https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
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HUE BERR

BB A RERA (pod ) BIFEREE KSHE R
EERHRMNERHER
1. ERANATHSRIARA (pod ) BMIIKR, MREXBEARANEZNE , HEM -n

nameSpace,

kubectl get pods

2. EHiR Pod , BHEUATHSHpodIdEREE E—SHHKER Pod HH Pod ID, MRE&EFEHAHR
AR ZEE , BEA -n nameSpace,

kubectl describe pod/podId

EE ASCP 4R

- EERMEFATHERESZEE , BEUTWSHPpodIdERA csi-secrets-store-provider-aws Pod
8 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

e WIFEARCD %% SecretProviderClass CRD :

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

ZaESRIREA X SecretProviderClass BEN A BREMNWER,

«  I$iF SecretProviderClass W REB S0,

kubectl get secretproviderclass SecretProviderClassName -o yaml
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Amazon ¥ Ml ER HERF S RHA
ASCP & {55 F15 [7] 42 %) 7R 41

A~ . S8 Amazon EKS B84 B BRS ( pods.eks.amazonaws.com ) BEAEHIRICSEN IAM
KB -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]

SecretProviderClass

BRI LAER YAML R EEH ASCP £ Amazon EKS RERMERHA, BXTRH , HSH the
section called “SecretProviderClass F£”.

SecretProviderClass YAML 43

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:

ASCP Rl 130



Amazon Secrets Manager ArfEm

failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SHFRESERFRNFAGE
region

( /& ) 412 Amazon Web Services X FH—1. MRFERLFER , ASCP FMNTTREMZE
BHhER X", ERSEMERBERNITHE , BEBRMNEBUAEARERHE (pod ) WERHR
X,

MREZEIEE failoverRegion , ASCP @ZHMNFANMNXER ZF, MRME—XIFHIRE 4xx £
% (FUNFHKRIUEEBD ) , ASCP BFLEHEM—NEH. MRMIIM region FREFZEHR ,
N ASCP £H=HiZZ4AE, MBRKIIM region A REIZ4E , EEK M failoverRegion
hRE 4 , I ASCP £EHZFHE.

failoverRegion

(Wit ) MBREBELFER , ASCP 2% M region FEXWXEMEFERERZH, MREE—
XigiR [E 4xx 5iR ( HlN B BIRIEFEE ) , ASCP BRLEREM—NF. WREIIM region
R REZE , I ASCP 2EHZFHE, MREKRKIIM region PR RFIZH , BEEKIIN
failoverRegion K ZRF|%4A , | ASCP 2EHZZEAE. EXxUAFEALFEARE , 5
7 % X8 % KM ER.

pathTranslation

( /3% ) 20R Amazon EKS I X HE B BRI BEVNEFRANENSRFR , FlD0 Linux £
HRHL (/)0 ASCP Tt B OSBRI BENER Y. MR , ASCP FRATENFFERE
BoB/HF. MRTFEALRFE , BRFHANTIL (), At , fln My/Path/Secret HEE N
My_Path_Secret,
ERLFHER , BRWAFHS False,

usePodldentity

(WiE ) BESMHRIESZE. MRRIBE , MEIANBRSKS (IRSA) B9 1AM A,
- B EKS R 5% , BHEAUTEEME : "true", "True", "TRUE", "t" = "T",
- ZAMMEA IRSA |, BRERNUTHEEZE : "false", "False", "FALSE", "f" = "F",
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preferredAddressType
(k) BERSASMREBRABENEIE IP it XA, ZFEB{VEFEM EKS RESA 518
REA , FARSKSHN IAM B2 R2AK, EFXSKNE, BRER :
o "ipv4", "IPv4" ‘T "IPV4" — 5EF|EA Pod Identity Agent IPv4 kR
« "ipve""IPv6", B "IPV6" — 5&HIfEA Pod Identity Agent IPv6 im
« RIEE — A auto IHRER , £Zi IPv4 KR, IR IPv4 KK ELRE IPv6 ik =
X &R

TEEEHFAN YAML FHZER B, RIMNBWER YAML Z2ITFHFEREL () 5.
objectName
ME, FEERMNWZARSHWEF. 3 TF Secrets Manager , X2 SecretId S8 , Al

RN RIFERH , LA LLRTE ARN, XIF SSM Parameter Store , X2S M Name , 7]
LURSEHEMN , LR TE ARN,

objectType
MR FHF Secrets Manager ARN AT objectName , FEX /MR A LLE secretsmanager
= ssmparameter,
objectAlias
( AI3%& ) Amazon EKS B854 ( pod ) AN NHB. MEFIBEKFE , N objectName
ERXHEEBE R,
filePermission
(&) 4 \HFFHE  EEATESEZAN AR, IREZEEERTFER , ©FRIA
ﬂ‘] n®644n°
ObjectVersion
( A% ) BEAMMRE ID, F#E , ANBXERNZANEBLINEFHRAE ID. BIAERT , £A
BHFRA . MRBIE failoverRegion , M FERFEXTRE objectVersion,
objectVersionLabel

( /i ) RAHBIE. BRIANRFTMRA AWSCURRENT, BEXEZELR , 55 the section
called “Z4ARA", MR BIE failoverRegion , M FERFRTE objectVersionLabel,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html#API_GetSecretValue_RequestParameters
https://docs.amazonaws.cn/systems-manager/latest/APIReference/API_GetParameter.html#API_GetParameter_RequestParameters
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JMESPath

( ANk ) BEARAVRRIFTFIEE Amazon EKS FEHN X . EFEALFER , BHRELTRA
JSON B, MRFEALFE , BMEBEFFR path M objectAlias,

path

Xk BEAE JSON FHB-EXNNE. NRZFREEEFTH , EEALSISHERTHE
X, $im : path: '"hyphenated-path"'

objectAlias

EHEHRZ Amazon EKS B854 (pod ) FHXHE. MR ZFERESEFTH , BEERAESS
STEBITE N | HIA : objectAlias: '"hyphenated-alias"'

filePermission

(A ) 4 (v \HBFRFE  HEATERBHANGENR. IRAREELFER , MEIRKIA
RIS R SR

failoverObiject

(k) MREEERFER , ASCP 22 HKERE objectName FIEENZEHM
failoverObject objectName FFERHPIEEMNEH ., MREM—NERE 4xx ik ( Hla S
BWRIEEE ) , ASCP MFLEHTM—1NEH. WERKIIME objectName PR FEIZFH ,
M ASCP £#EHZFAE, WRKRMIIME objectName HRREIF4 , BERIIMK R EE
® objectName FRZREIZ , M| ASCP «EH ZEHEH, WRTEUFER , RXITNTETFTHR
objectAlias. BXRUMAIFEALFERN A , BSH AREBIEMER,

UKREBRATRANN  BEEALTH. SXNAREARNRA  B5H 2 K54
KRBT

objectName

KWEBEANEBEHRHNTE ARN, MREA ARN , Il ARN AR XA EF B
failoverRegion PTEL,

ObjectVersion

( Wik ) BB ID, BAEE objectVersion Efit, FTH#HZE , AR EHZHAN
ELMEFIRA ID. BIAMBRT |, AR
objectVersionLabel

(AL ) lRAH BB, BRINAFZFIARA AWSCURRENT, BEXEZEE , BZH the
section called “Z3 40 iR A",
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Bl E K SecretProviderClass B i& LAE & HY Amazon EKS B ERZ4H,

Pod Identity

SecretProviderClass BE[E— Amazon EKS &8 F A R4 , FHITUTERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass A%

fE X LR B T EIRY A R 82 SecretProviderClass BLi&,
Rl REATS ARN EHE4HA

e RGIGE T IR = MR ER AN R

- HTE ARN IEEN
- HBMIEENEH
- BHNRBERE
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apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

R NEmRERR-EX
e RBIGEER T 2 M JSON SR BEAER B ENR-EX

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

R RS R BRE R B4R
R BB T ANl 68 A 4R E S AR R IE B E R

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
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RAriEmE

name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

R RBFEBE B RH
LR BISEER T Ay B R B R B .
ZXEBRARNER

L RBIEER T 1A 5 S A X & S B A BB B 3 R -

apiVersion: secrets-store.csi.x-k8s.i
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

RMEBIHMESA
BE RIS ER T ANADRE R MR B ELE Y E A

o/vl

] (FERE)

apiVersion: secrets-store.csi.x-k8s.io/vl

kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

ASCP =4l
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parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

HbE R
BXFF ASCP 5 Amazon EKS £4FANEZER , BSHUTRR :

. JARBASHS Amazon EKS E£&5FH
« £/ Amazon B4 M EIREREF
« Amazon ¥ Z g CSI W FEFFF /3 GitHub

£ Amazon Lambda B¥# & Amazon Secrets Manager %4

Amazon Lambda 2 —MERFHFITERS , AFEBEFTEEREERSF|NERTETR

%, Parameter Store 2 —I1 Amazon Systems ManagerXi8E , ENEEHFEEBENRAETEIREMHZ S
WD EFE#E. BULER Amazon SEFZEH Lambda § B KK RFEETF Lambda BEKEFHY Amazon
Secrets Manager ZANSHERSH , MAEEARKETF AT ES, BXEALT BNFEHAER |, &
2% Lambda F & A RIEEFHIE Lambda EEF FH Secrets Manager Z4H,

£ Lambda & Secrets Manager 24845 & 1F F
{Lambda FF & AR 358) ##MH T 7E Lambda B Secrets Manager AN LM, FHRE
A :

1. IRIBTE Lambda E P FF Secrets Manager Z4AF#Y step-by-step i # 1TIR/E , HPBIHE -
- EREI®NIZITE ( Python, Node.js, Java ) 812 Lambda E#k
£ Amazon SE M %40 Lambda ¥ BERN —NERM

- REXENNR
« WERBIUNT BHEREH
o WA
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https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html
https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html
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2. THRRATEEY RTHANKREE  2FEFRENEN
3. THREMABHERNREREK

£ VPC A {#H Secrets Manager # Lambda

IR Lambda BKEFE VPC HIZ1T , BFEEBIE — VPC in T 8EH A Secrets Manager. BEXE%
f§8 , 534 the section called “VPC i & ( Amazon PrivateLink ) "o

£ Amazon S F 248 Lambda ¥ &

Z B A LU R Secrets Manager 247 #1 Parameter Store S8, BX[¥ BE Parameter Store &
BEAFERANIEMAEE |, 2% Amazon Systems Manager A8 K E Lambda B F A
Parameter Store ¥,

Systems Manager X #4&¥E :

- ¥ ZY BWMES Parameter Store Bl & £
- [T EBARME Lambda BEKEXHY A BT

- ATEEY BHNIMEEE

- ATRESBNREIWmS

- FIEXEHNEMTXIE ARNs BT BTEYIR

£ A% Amazon Secrets Manager ¥

Secrets Manager VB THE/RIE

Amazon Secrets Manager RIBR —T & Fim HTTP BRSS , WH BRI EIT EEFFEA Secrets
Manager FHIZHANF RN, BAILUFUTRS S ZZHA—RLER -

« Amazon Lambda
 Amazon Elastic Container Service
 Amazon Elastic Kubernetes Service

* Amazon Elastic Compute Cloud

Secrets Manager RERZZFAFFEEZFERNEFF , NAILENNARFAELEHIRIMESR , M
T4 BB Secrets Manager, Secrets Manager (A REEIREVES , MEEN E#TER.
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/A Important

Secrets Manager Agent {# &R E R Amazon E3EE A Secrets Manager. ©23E5 X IR
S ERmiERIIE ( SSRF ) BRI , UihBidiE AL =M, BRIABERT , Secrets Manager
REFEAFEF ML-KEM ZHARBRENRERZSNBHARIRA N,

7 ## Secrets Manager X &E1F

Secrets Manager REBFERNEERE , ZEF S Secrets Manager REEBFHREE,. E2BREUT
SKUEHRFERFHEAE

- BRIARIFTSRE (TTL) 7 300 #

o BULEREEXHEHR TTL

- & TTL BHEERBHAR , R ERF

(® Note

Secrets Manager REFNBREEFAN. WRBAEEFEREIH 2o , N Secrets
Manager {32 A g8 2R B3 B ) B4R .

Secrets Manager RIBIREIHNZ4AE S GetSecretValue WMNERMEE. FAEEEEPRFITM
B

£

- ¥g# Secrets Manager {32

« &% Secrets Manager {XI2

« f£f Secrets Manager X1 & %40
7 & refreshNow Sk

- BLE Secrets Manager G

- AIIEINEE

- BEIEF

- REFEEM

T ## Secrets Manager RIEE 17 139
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¥9% Secrets Manager {12

HEIF Rz , FEAEKENEHEHTFAZEMET R ITEMN Rust TR,

(® Note
BAl, £ macOS EMWEB A fips HEEWREBEBELUTHRE L -

- BZEEZ N SDKROOT HIMREZE |, ZEEIRENIZEIT xcrun --show-sdk-path &R

RPM-based systems
EET RPM ARG EHE
1. ERFREPRMHN install MIZA,

ZHARER SR ER — LR SSRF TEFFNEFEMHENH /var/Tun/awssmatoken
b, REMABEN awssmatokenreader 47 LUEEZ S A,

2. EAUYLHMNARFERSEXH  SEENNARFEETETHARKSRNE
awssmatokenreader ., #liN , BAILAFERLLT usermod S F N AR FIEES X4
KPR , Ed<APP_USER>Eiz{TNRARBFEWAF ID,

sudo usermod -aG awssmatokenreader <APP_USER>

ZRITRKIE
HFET RPM RS (BN AL2023 ) £, ZEFATEA :

sudo yum -y groupinstall "Development Tools"
3. &% Rust

% B8 Rust X #4A %% Rust BiRBARHITIRE :

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. HEARE

% Secrets Manager X2 140
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£ A cargo build is S ¥E Secrets Manager X2 :

cargo build --release
&fF7E target/release/aws_secretsmanager_agent FHEIAHITXH.

Debian-based systems
£ E T Debian RS L9
1. ERITRIE

£ E T Debian R ( 620 Ubuntu ) £ , &% build-essential & :

sudo apt install build-essential
2. &% Rust

M Rust XHH %% Rust R EBARETIRAE

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

3. HEMRE

£ cargo build en 5 #3%# Secrets Manager X :

cargo build --release
BIF1E target/release/aws_secretsmanager_agent TREIWHITXH-

Windows
1£ Windows L #3%#
1. REFERE

R BB Microsoft Windows 4 £ Windows L4&t% Rust i% B FF & ¥ 38 Fh 9 15 BA 3 1T 3 4k
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2.

HEAE

£ A cargo build is S ¥E Secrets Manager X2 :

cargo build --release

&f37E target/release/aws_secretsmanager_agent.exe NI AHITIH,

Cross-compile natively

AR R G iE
1. REXXEEIE

£ mingw-w64 S AR KITAR ( #l40 Ubuntu ) £, ZERX X

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

N Rust M B ¥

%% Windows GNU $HRiIZBE#F :

rustup target add x86_64-pc-windows-gnu

#3F Windows 33

R 4miFERTF Windows FIRE :
cargo build --release --target x86_64-pc-windows-gnu

&I E target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe & EI AT X4,

3% Secrets Manager X2
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Cross compile with Rust cross
£/ Rust R X#HITR R miF

WRRAEANEZERRFFIE , MATLAER Rust RXWEB. BXESEE , 555 c https:/
github.com/cross-rs/ross.

/A Important
BINBUAWERFRRME 32GB MR ZHE .

1. 1&i{& Docker

ZEMEE Docker :

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. B¢iE& Docker t R

AP #ME Docker 4 :

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. X Windows 3%

BRI AR TTNITNH

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

&% Secrets Manager X128

MELT ZRIAT RGN T EHRR,
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Amazon EC2
£ 5% %% Secrets Manager X EC2
1. SMEEERS
ERIEE

cd aws_secretsmanager_agent/configuration

TTRIRMIA

N
Il

BITFEEFRRMEA install A,

ZHARER S E R — YA SSRF THRHNEEMENXH /var/run/awssmatoken
b, RERAEN awssmatokenreader A A LLREUZ S R

3. EENMAEFNER

_\L

ST AREFHNAFKF RS awssmatokenreader A :

sudo usermod -aG awssmatokenreader APP_USER

APP_USEREBM NZETR ARFRERNAF ID,

Container Sidecar

& ] LAE A Docker R Secrets Manager XEENMIMBRENAREF—BIZ1T. RE , BN
R I LAM Secrets Manager KEIR A A HTTP [RFSEKRZEH. BHX Docker HER |, S
%] Docker 344,

8I2 B F Secrets Manager X IR Kt N A 2S
1. BIERKRE Dockerfile

A Secrets Manager V2 i i & 856172 Dockerfile :

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

Z % Secrets Manager VI 144
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# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. tlENARRF Dockerfile

NIBHE P ik B AR F 812 — > Dockerfileo
3. BI% Docker Compose X #

£1%2 Docker Compose X RIZTEBHREMNKEONHNASR !

/A Important

B E Amazon EHEM SSRF G , MARERF T 8EEA Secrets Manager X,

% F Amazon EKS 1 Amazon ECS , B FUTHZA :

« Amazon EKS AFiEm M EE 150 R
« Amazon ECS F&X A R1EEH M Amazon ECS £5 IAM B

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:

context:

dockerfile: Dockerfile.agent

Z % Secrets Manager X
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network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. SHEHFI XM

¥ secrets-manager-agent —H $IXHE HEZE &K Dockerfile #1 Docker Compose X
HRIE—1B FHF,
5. MEME{TEHR

£ Docker Compose W2 Hiz1TRES :

docker-compose up --build

6. BESR

EENEFIRESRTD |, LUEAFEH Secrets Manager REXRKRRZH, BEXEZELE , 5
% the section called “ff Secrets Manager R RZ4A7,

Lambda

A LU Secrets Manager RI2FT‘@H Lambda ¥ B. ARfE , B LLHEERNEFRMNE Lambda B
s, HM Lambda BB A Secrets Manager R ERIREVER.

AR BRI A secrets-manager-agent-extension. shd B RBIBI AR Secret
MyTests Manager {SEE4ER Lambda ¥ Bi#1TZ % , https:/github.com/aws/aws-secretsmanager-
agent\TEREN a8 & K 4R

8|2 B TF Secrets Manager {XI2#) Lambda ¥ &
1. TEREER
M Secrets Manager RIEBRBEBHBE ZETUTHS :

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin’ folder
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mkdir -p ./bin
cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions’ folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionAzrn')

2. EL&E SSRF ©H#

REWERIAELE S B31Y SSRF SEIZE N ETMIRE
EAWS_SESSION_TOKENE{AWS_CONTAINER_AUTHORIZATION_TOKENMREZEH % B E
(E—1MNEEERTEAK Lambda % ) » SnapStart % , BRI kA B2 K Lambda
HEMEEEEN AWS_TOKEN SMETE , N ZEEXNETHERNETE, NREBEREH
AWS_TOKEN R EZE |, M08 1ambda:UpdateFunctionConfiguration AR
BEZINETE

3. NEMIMBEEK
G EMAK INE Lambda BI¥K :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. FEHEHBA

EH K Lambda BEEAER X-Aws-codes-Secrets-Token #r3kfE ( IRE R KB LR
BT EZ—K SSRF ThEE ) &ifl http://localhost:2773/secretsmanager/get?
secretId=MyTest , NI ZRFEHH, SHLENARFRBPIAERZE , BUEN Lambda
¥ BRI HEM PR,
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5. MLtk

A Lambda BB KIER A B EFIREUER.

£ Secrets Manager (R EB K R4

ERRZY , HRAKRM Secrets Manager KBRS , HHEFHANWBEFE ARN EAERSHESEE
Mo BRIABER T , Secrets Manager KE 2K RZ4AM AWSCURRENT MrAR, ERFTHMRA , EEA

versionStage = versionld S,

/A Important

N T #HBYRY Secrets Manager KB , BAMEBTMERPEE SSRF TR : X-Aws-
Parameters-Secrets-Token, Secrets Manager REB&E4 & B IR L EB TR SSRF
THEMIER, EALLTE the section called “Bl BiET” 1 B E X SSRF #rk & #o

PR R IR

Secrets Manager Agent £ Amazon & T Rust 9 SDK , B Amazon FiFRH &8, XL 1AM
FIEM B0 RE T Secrets Manager I RZ4A IR,

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

EXNREMNEZEER |, 1§21 the section called “NRESZE",

/A Important

FZPAEPLA Secrets Manager REf5 , ERAENGEITEIFERN SSRF TR A ERT UM
Secrets Manager RIEBZFF L. BXEZER |, i5SH the section called “Z£ X EE
I,
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g KR
curl

Example/R 5 — £/ curl 3REVZ4A

BATF curl ROIEBR T A M Secrets Manager REBIREVZ 4, Z R HIAKE T X4+ FER SSRF

AN RLZRMAFE RPINNE,

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\
echo

Python
Example/R 5l — £/ Python 3REXZ4A

AT Python RBIEB R T M Secrets Manager RIBIREVZ ., ZRBIKH T XHFEEN
SSRF , RN HRLZEMAFM RN E,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful

f# A Secrets Manager X2/ R %4
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

T f# refreshNow S#%

Secrets Manager REFEAANFRIFRFHEEZHRE , ZESEHRFH. RABERT , SEELEFNE
(TTL) HHIFERBAN , MRXELRF , BES 300 WRIFH—X. BER , XA EENSSEE
PAEDN , FIRNMRZRAEEFFRESH zaRR,

NERFRLPRE] , Secrets Manager KE X #F7E URL FERAFN refreshNow WS, EOUFER LS
RS ERIFZANE , S EFEHBREFEERSZMW up-to-datef5 E..

ERINTTH (’%F refreshNow)

- ETTL Y HZzaiERAEFE

- RETTL Z/aRIFE4R ( BIAHR 300 8 )

- MRFAEEFIHzERHR , WTERXIREHE
£ refreshNow=true H1T5

- TERLUERF

. E3#EM Secrets Manager P R HH ZAE

- FRAFEEMERFEAEETIL

- BREBREARESEFNBHE

5 | Bl ¥ A 4H (B

/A Important

refreshNow HERIAE N false, RIENR true B, B©fFEE Secrets Manager X EE & X
HHIEER TTL , #33 Secrets Manager #1T APl .
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curl
Example 5l — £ curl 58 & &l #1248

LA curl ;RIRB R T 1{A58 %) Secrets Manager K RIFZ4H . % RAMKE T 4P E1ERY
SSRF , RN HRLZEMAEFM RAINLE.

curl -v -H \\

"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python
Example =%l — £/ Python 38 ! Bl #7248

LA Python RBIE R T MMM Secrets Manager fREIREVZH . ZRHIKE T X P FEN
SSRF , ZX# R EZFEMAF# RAINME.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

Bl iE Secrets Manager 13

EF X Secrets Manager REMEE , HolE—N TOML BEXH , RFREA ./

aws_secretsmanager_agent --config config.toml,
B 1 1k T
log_level

Secrets Manager R BEFIRENFMIZEE - DEBUG. INFO, WARN, ERROR = NONE, 2t
IAMER INFO,

log_to_file

2RI FE X H stdout/stderr : true = false, ERIAERN true,
http_port

i HTTP fRSSE85Mim O |, SEEITE 1024 & 65535 ZH. BRIAER 2773,
region
ATFiERE Amazon Xigl, IRKIBEXE , Il Secrets Manager X E 2R IE SDK BE X1,

BXEZEER , HZH (Amazon SDK for Rust FF & AR $ERE) HH Specify your credentials and
default Region,

ttl_seconds

SFWMEMTIL (AR NEM ) , BEE 1 E 3600 2E. EBRIAEN 300, 0 RTEEER.

cache_size

ZEFPULFENEAZHAL , SEEN 1 = 1000, FKIAMEH 1000,
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ssrf_headers

Secrets Manager {2 & SSRF THEMIRLBEMIIR, BRIAHA “X-Aws-Parameters-Secrets-
Token”, X-Vault-Token

ssrf_env_variables

Secrets Manager REZIIFRE SSRF THNWMRETZEENI|FK,. FETEAUTETER
SRR HEI A, TR : AWS_TOKEN=file:///var/run/awssmatoken. BRIAN
‘AWS_TOKEN, AWS_SESSION _TOKEN, _AUTHORIZATION AWS_CONTAINER _TOKEN”,

path_prefix

ATHREBEREANETERENIERN URI 81R. BRIABER NV,

max_conn

Secrets Manager REAFHRE HTTP BEF WA R AREZS , SEEE 1 £ 1000 2E. RIAER
800,

LIPS

B --features FRELEIBEL cargo build , AIBAEA AIIEIHBERIRE Secrets Manager KB,
RAThEET :

4+ IhBE

prefer-post-quantum

ff X25519MLKEM768 A B S IL ERNBERARREZE, &N , EAA , EFRESLER.
X25519MLKEM768 2 — B4 post-quantum-secure AR & 3%,

fips
FREFEANZHBEHRHNX FIPS #/ENZE,

B &id R
A3 B A1

Secrets Manager REB2RHE log_to_file BLEZXEE RN FEIRIEKEIXH logs/
secrets_manager_agent.log = stdout/stderr F, XN AREF A Secrets Manager XE R
REZHN  XEFASEREAR M AEF, SMNF2HIMTE CloudTrail BEAH,
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St

LA E 10 MB B , Secrets Manager RELBIE— MW BEEXH , HERHRBRZHFEMENH
FX

Amazon fRE BE

HET 3% Secrets Manager CloudTrail, = CloudWatch, M Secrets Manager B3R BV 4H
MERTLSHIEXLERAEH, % Secrets Manager R Secrets Manager SREVZ4ART | ZH
I CloudTraill FAZENAFRREFFRHITRFaws-secrets-manager-agent,

B A LATE the section called “BRiE %I FHELE H &S FKED,

£EEEI
EE1E

FNFREREYE , EEERAREBELIRET M SSRF SETHANME , BERENEN. A TRE
HEINZ 2R , Secrets Manager KB EEHER S Secrets Manager FEiE A A #3548 ITEL,

fflgn , EML B# EC2 L , Secrets Manager {ENFEEEF5E AL D #H A G AIEPIEERE
EC2,

/A Important

BEZ2ERNNARFUNREREARERRE R , H BN Secrets Manager EREBIE 2%
BARRE , MNZRFERAIFETESHNHARGR Amazon SDKs REFHRRF R, BXEZE
B, B HARRER.

£/ C++ Amazon B#4-FF & T E@3RE Secrets Manager Z4R{E

XNF C++ RARRRF , i5FEHGetSecretValue=E1Z1E A SDK BatchGetSecretValue,

TR RBIE TR T tnfaI3REX Secrets Manager 24318,

FFEMR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.

/*
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\param secretID: The ID for the secret.

\return bool: Function succeeded.

*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient

secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

5 JavaScript Amazon SDK 3kEX Secrets Manager Z4A{E

33 F JavaScript AT , iHFHgetSecretValueHEEEA SDK batchGetSecretValue,

AT RIBBRAIER T W0fA3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "e@aws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
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new GetSecretValueCommand({
SecretId: secretName,

1,
);

console.log(response);

/7L
//
//
//
//
//
//
//
//
//

secret-

//
//
//
//
//
//
//
//
//
/73

'$metadata’: {
httpStatusCode: 200,
requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
extendedRequestId: undefined,
cfId: undefined,
attempts: 1,
totalRetryDelay: 0
.
ARN: 'arn:aws:secretsmanager:us-east-1:xXXXXXXXXxxX:secret:binary-
3873048 -xxxXxxx"',
CreatedDate: 2023-08-08T19:29:51.2947,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;

}
i

{# F Kotlin Amazon SDK 3REX Secrets Manager Y% 4A{E

X F Kotlin AR , B AGetSecretValuesBatchGetSecretValueE A A SDK.

TR RIBROIERT i{I3REL Secrets Manager ZH{E.

FTEMNPR : secretsmanager:GetSecretValue

Kotlin
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suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -

val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

£ PHP Amazon FF & T E‘@3RHX Secrets Manager ZA{H

SF PHP AR , BEEMEA GetSecretValue = BatchGetSecretValue i@ SDK,

AT RERBIE TR T tifE3RE Secrets Manager 24318,

FREMR : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.
*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/
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// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby Amazon SDK 3REX Secrets Manager Z4A{E

3F Ruby BATRERF , BIEEFH get_secret_value 5 batch_get_secret_value @A
SDK,

TR RIBROIERT a{A3REX Secrets Manager Z4A{E.

FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')
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RAriEmE

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string

# Your code goes here.
end

¥ 3R BV 4A1E Amazon CLI
FREMR : secretsmanager:GetSecretValue
Example ¥ ZZ AN NZFAE

LAF get-secret-value ;RBIFRENY Bl R 4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example ® R 2 B ZHE
LAR get-secret-value RIIREVZ B 4R E,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

FE At EIREN— A .3 Amazon CLI
FREMNER :

* secretsmanager:BatchGetSecretValue
« NERRNBNFHAME secretsmanager:GetSecretValue PR,
- MREFERATFLESS , NESAIE secretsmanager:ListSecrets,

Amazon CLI
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BRI REE R , i FS 1 the section called “Rfl : #tEHK FE—HZEAEHE,

/A Important

WMRIEH VPCE FIELE R EERZNHATRRENRZHNERE , N
BatchGetSecretValue A 2REEM#WEZE , HFALIREHIR,

Example % RZEHII HEH — AW BN HEE

LA batch-get-secret-value RHIFREL = NBRNHZE,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example # RiFiL A RN —ARENRFE

AR batch-get-secret-value REIRBEF RN Test ISR ZHNHWZE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ Amazon & HI BRIV AE

KREH (2HE)

1. 3TFF Secrets Manager ##|4& , Bt} https://console.aws.amazon.com/secretsmanager/o
2. EWEIRF , ERERRNMWE,
3. EBRHAENIH , ERERRFHRE,

Secrets Manager & R ZH Y BIARAS (AWSCURRENT), EEEWBFHN E MR | 440
AWSPREVIOUS S8 BEMFRZHMRA |, A the section called “Amazon CLI",

£ #{# | Amazon Secrets Manager #% Amazon Batch

Amazon Batch AI & BY&E LizTH E 1T & TEME Amazon Web Services =, £H Amazon

Batch , & LUFBIRBEIE T AR |, 722 THREBIEEM I Amazon Secrets Manager Hl& & | &

BEELENHSIAEN]. BXEZER , BZHEH Secrets Manager 18 EBURHIE,

Amazon Z#| &
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#£ Amazon CloudFormation & J& 3R EX Amazon Secrets Manager

£ Amazon CloudFormation , & 7] LA 2= 25 4A LAFE H it Amazon CloudFormation %R £ M
ENHERE LM Secret Manager £ RN ZBRIERZH , RENZBFHAFRRAFBZBNEFD |
LUREFRIEENEIL. BXEACIERHANER Amazon CloudFormation , &5 R Amazon
CloudFormation,

E K E Amazon CloudFormation iR FHZ4R , BEEAZNEIH. GIE#EKREN , 155 ANEHAE
#ZE E| Amazon CloudFormation ZRH , ELLEFR A HZERH#HITERB. HR , EALEIER
= ARN X5|#Z4H. SAUEERAEREEPEANBHANNANSIA. BFEERRITBE (Hln

AWS: :CloudFormation::Init ) PFEANZANNASSIA , RARELXERAEETEFEF AR,

ZANPASIAERWT :
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

ZEAM B E ARN. EiGRIE Amazon K HRIZ4R | B LUMERZZE M. BRI HEHAM
Amazon Ik P | BFEAZZEHN ARN,

json-key ( AJi% )

ERREENBEXNMNRBREN. MRXRIEEjson-key , Il Amazon CloudFormation 1 REAN YL
XA, WD BTFBIEESFR(:).
version-stage ( A1k )

EFEANRIARMRA, Secrets Manager TR T R P EA L FFROERBIRTERMRA, MREME
F version-stage , A EIEE version-id, MREBERIEE version-stage , hRIEE
version-id , MREIREIFH AWSCURRENT kA&, LD BFREBEBEESFR ().

version-id ( ATk )

EF AN RPN —PRIRAT, MRIEE version-id , WA EEE version-stage, MMRE
BEAR$ETE version-stage , tHRIETE version-id , MEFEIZRER N AWSCURRENT iRA, Ltbo
BIABIEESF/ ().

BXEZER , BSHAMEADDEIAEE Secrets Manager #%.
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® Note

FEFARMMIO\)ENRLERLEZZASIH. Amazon CloudFormation ToiEfEHTiX LS|
A, SRR RHE,

£ GitHub T4#EfR#EH Amazon Secrets Manager #%%

E1E GitHub fElL R fE A Z4R |, B LAEA GitHub #4EM Amazon Secrets Manager e TR
HENRBNINELZERMNE GitHub THEREF. BHX GitHub BENEZEE | BESH T HGitHub
XA GitHub B4E.

HYR@E GitHub IEHRRIMEHAR , ZHA A AT GitHub THEFHNAIEEMLS R, RRREZERE
S S #1T GitHub $B4E , AFE BB LLAME PRV R ABOER

BRLHZRHEPHN BN FHRRENNMEZEE , AENRFREN JSON , M AT JSON |, A
NEA JSON RENREZMNIMELE, MRFRER-HS , NREXFBRAERRN TR,

EEEENFHUBRNIMETE  BRAFRBERIZR. BXEZEE , HZHAGtHub XHEHTHNEA
i B &1t o

EFEARBEENZACENMREE | FSHAGItHUb XHFHNRELE,

FRF M

EFAMRE , ZFEEFERE Amazon FiE , AEFEHconfigure-aws-credential sk
Amazon Web Services XiF £ & GitHub FREFIHITIRE, &Hﬁﬁﬂﬁ Amazon FEiF R VE S A i BF 3
17 GitHub #2/E , LMEE M GitHub OIDC R EFEEBE AR, LB EREHELE , BRE
Secrets Manager Z /NS5 R 25 4R

BRAEEER IAM SEXMERE THINR

- BERENZAM GetSecretValue R,
- FIEZ4AM ListSecrets R,
( /1% ) Decrypt £ KMS key REEAMBZER BERREERNER.

BEXEZEER |, 1§31 the section called “ &4 ¥ iE i 8] 2 &7,
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N,
&

BEEAZERE , FETERER RN —MEARATIEEN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretlIdl
ENV_VAR_NAME, secretId2?
name-transformation: (Optional) uppercase|lowercase|[none
parse-json-secrets: (Optional) true|false

e

secret-ids
#4H ARN, BFHMBFIR,

EEGENETESN , BEFH D AAZEN , RAEMAES, Hl70 , ENV_VAR_1,
secretId MZ4H secretId F8|EEZ N ENV_ VAR 1 WIAEBETE, RETENZHRALLEE /N
EFXF, BFZMTIL,

BEERANR , FTRWAZEL=ZAFZH , ARRAES, HlA, dev* IEEBFI dev FFKHIFREE
e RSALKRER 100 MNEREZEH, MRERETEEEN , FENRKRESNERTE , NIEES
KW

name-transformation

RIANBRT , ZTBMNEZHEMNCEB N HRELTERN , HERANETEXREFE, BHFEMNTX
% , BhHIEBFUBFER L. X TFEMFNFE , B LUET lowercase BT REENFEANEF
&, EFEBES none EEN T REFBHKRNINE, ERIAERN uppercase,

parse-json-secrets

(WiE ) RIAMBRT , ZRETGHRRETEEERENBHAETHEA JSON FRH, ¥ parse-
json-secrets ®EN true , LK JSON B MNBEXN A ERETE,

BEE , MR JSON FRAX D K NENZA ( Hlal‘name”M“Name” ) , N ZREFEAEEN S
MohR, EXERT , B parse-json-secrets ®RE RN false HHIWEMN JSON Z4AE,

Jich- 3 163



Amazon Secrets Manager ArfEm

ﬂ;iﬁ,’ylE np

BREVENHRETENBEMSCIIRENZANER, FETENGTEEREBHANGTEERETE ,
HRESERZHEN , WERXEER, i, ZRESENEFRERNAETE., NRBHTEH
#9 JSON , NIREFXEZFFRNIEFHBHA JSON R, Hl0 MYSECRET_KEYNAME, &7
DR ERL BN T HERPNEFH,

MERBNMNABETEEEHRNEHN , WBRENEAK, EXHERT , EX4TNHERATHRETEN B NIE
ERABE,

AP B ZRAY R

« BA “ MySecret WZ4AME 7 “mysecret” BWZAEBFIL AN BN “MYSECRET” WIMREE

« & R“Secret_keyname’HIZ4A LA B F “Secret” H EH“keyname 81 JSON EATZH4A TR R B
H“SECRET_KEYNAME VIR EZ £,

B LBEEENBREENELZERN , WATRAMR , ©e28B—1N8EH ENV_VAR_NAME B3

=
Eo

secret-ids: |
ENV_VAR_NAME, secretId2

ZH5A

« MRMBIRE parse-json-secrets: true AWMAZAIIE , GRIES , AREZHA ID, Wik
LN EBETEGENEHENGH JSON BiEE. TEBHTEERHEN.

MRBATLESHERHN JSON , NEREELUE-IMAREXEHRERBENERABEHMEE,

- WRFRE parse-json-secrets: false HHMAZRIE , FIRES , RERE4H ID, NEE
FwEMRETE , RFGREXEEENE —#.

UTFREIERT —1MZAR

,secret?
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ROl

Example 1 2% ¥ ARN FREUE 4R

THREIFNILEZFF ARN FRBNR4ACIBRIMET &,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ECIRNINEELE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6

SECRET2: secretValue7

Example 2 3REXFTE LAl &I L HY 24R

LT RBIAMRB BT AN ZA SRR E Bbeta,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta'

EEIENELE :

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
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RAriEmE

BETA_NEWSECRET: secretValue3

Example 3 EZ4AH #EH JSON

TO RGBS ERTZA PR JSON KREIBIMEEXE,

- name: Get Secrets by Name and by ARN

uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:

secret-ids: |
test/secret
,secret2

parse-json-secrets: true

%40 test/secret EETHIR4AE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

#4A secret2 EE T HHHAE.

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERlZMNINETE .

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 XIMRLXBEHRERNEF R
LT R - M EAENEZMNIMNERE,

ayt]|
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- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

ERENHREE

examplesecretname: secretValue

A Amazon Secrets Manager F GitLab

Amazon Secrets Manager 5, &8 GitLab., #RAILAFIA Secrets Manager B Z 43 K& {RHY GitLab
FiE , SRR TL2BRERB T, GitLabMk , H{RH R FAREFE GitLab CI/CD EGitLab EHi=
1TELRY |, Runner £ M Secrets Manager 18 RiX 4%,

EFEALER , BEEE IAM B8] —4 OpenlD Connect (OIDC) & #2447 Amazon Identity and
Access Management f1—/N IAM A, XA GitLab Runner 5 [EI{REY Secrets Manager Z4i., &
X C GitLab I/CD #1 OIDC WEZEE , SR XM, GitLab

p=5_%= B0

WMRIBFEHKRIELNH GitLab K4 , MTEEA L Secrets Manager £/ #xk , S FIEL HEHI
M GitLab 3X#%,

FTRZM

EJ¥ Secrets Manager S5 GitLab , 55T £ RZM4 -

1. BIE% Amazon Secrets Manager 47

YREE— Secrets Manager %4 , ZZAFERW GitLab TEFRE , EEXNXLEREHIT
BWRB, EEE GitLab EER , fREE Secrets Manager WZ4A ID, ES R BI72% Amazon
Secrets Manager 4§ T AE ZE L,

2. T IAM ££H1 & a2 GitLab /Y OIDC RHE.

FEHSEAP | BFE IAM #2414 P 0122 GitLab &8 OIDC 2, BXxFEZELE |, FSH0E
OpenlD Connect (OIDC) B 1R X+, GitLab
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£ 1AM #2F & 42 OIDC R#t&R |, FERAUTEE :

a.
g Eprovider URLAERY GitLab £, Hl40 gitlab.example.com,

¥ audience = aud ®RE N sts.amazonaws.com,
3. 6l IAM BAeFEKE

BREERE IAM SEFIKEE, AEE with GitLab Amazon Security Token Service (STS)
. BXEZER , BZAXAEENEERBLUEAE,

a. HEIAMEZFIE5 , £ IAM AR ERLTRE :

« ¥ Trusted entity type i%EHN Web identity.

« J¥ Group ®EN your GitLab group.

« i®EIdentity providerNZBHESRE 2 PEANRERMLEE URL ( GitLab 5E41 ) .
« ff Audience RENESR 2 PEANHEBZ R

b. LITRAY GitLab RABBHEERE RO, BNEEREENY HE GitLab By Amazon
Web Services M. URL 111 B 8§42,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-
provider/gitlab.example.com"
}I
"Condition": {
"StringEquals": {
"gitlab.example.com:aud": [
"sts.amazon.com"
]
}I
"StringLike": {
"gitlab.example.com:sub": [
"project_path:mygroup/project-*:ref_type:branch-*:ref:main*"
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c. BRERFEQNE—IAM %H%J«AJIJLF GitLab 5[ Amazon Secrets Manager. &7 LURf I ER B
WINBEERE, BXESZER , BSHAME IAM K,

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:your-secret"
}
]
}

Amazon Secrets Manager 5% GitLab
EREREMHE , BRI LB E N ERA Sec GitLab rets Manager kKR & EIE,
¥ GitLab BEEE N EA Secrets Manager

EFEEMEA L TEEER GitLab CI/CD BLiE 3 :

- RERN STS HITEHZ AR

« Secrets Manager %4 1D,

.« BFHE GitLab Runner £ GitLabE B HITESHIEN IAM A€,
- BPEMNTFMHALE. Amazon Web Services X1

GitLab M Secrets Manager FIREVZEAH F ZEFHE @A XH4P, LXHHNERREMEE CI/ICD TE
o, RLITFXHEE CIICD B &,

LA 2 GitLab CI/CD BLE X R YAML XHRH B :
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variables:
AWS_REGION: us-east-1
AWS_ROLE_ARN: 'arn:aws:iam::111122223333:ro0le/gitlab-role'’
job:
id_tokens:
AWS_ID_TOKEN:
aud: 'sts.amazonaws.com'
secrets:
DATABASE_PASSWORD:
aws_secrets_manager:
secret_id: "arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-name"

BEXxEZEE , BS S GitLabecrets Manager £ {304,

qE , BUALEPNHE OIDC BB, GitLabBEXEZELR , BHZHNIA OIDC BB/ GitLab X1,

[FIEHEE

LUR AR AT LA Bh A& iR IRTE T Secrets Manager 55 5B AJ 8238 B/ & LRI GitLab,
GitLab BE[0)&

WMREIEE GitLab BEERE , FHAEATILR

o BH YAML XN IEH, BXEZER |, BHSH GitLab X4,

- &8 GitLab BEEWET EHNAE  HEMBNNEE , AR R EBH Amazon Secrets
Manager Z4A.

H 7 IR

LU 3R AT AR Bh I8 % R GitLab F#Y R Amazon Secrets Manager :

« GitLab OIDC SR E
@i GitLab CI/CD E&
- HEHE
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https://docs.gitlab.com/ci/cloud_services/aws/#troubleshooting
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£ #{# | Amazon Secrets Manager #% Amazon loT Greengrass

Amazon loT Greengrass 2 =WEET BRI AR RZN TS, XEBSRFALUEFILERRRKEM
DWEE , BEMRAES , FREARDNE EHF T2 iEE,

Amazon loT Greengrass St iF & H Amazon loT Greengrass % RSN ARFHITE
BRI, MEZENEB, THIJIHEMHIEZHTERBE, BUUEAERIRTSE Amazon Secrets
Manager #Zf M EREHNZ4. Amazon loT Greengrass ’f Secrets Manager ¥ B %] Amazon loT
Greengrass &0 % , HILEHYEREZSEM Lambda MBI LAMERA AR FASRE NN ARFHITK
B,

BN ZPHEKE Amazon loT Greengrass B4 , BEER|E — 5| A Secrets Manager Z4A K &
HBRR. WRARBFFEAKRK ARN 5|AiI=EH. ETHOMACE, EENFEARERR , 53R
Amazon loT FF A EEEHHNFERAIE TR

EFRALBEE Amazon loT Greengrass #&%4 , BZ FINZHAEBE E] Amazon loT Greengrass # L

TS F M EA Amazon Secrets Manager Z 4R

Amazon Systems Manager Parameter Store Nl B EEENZAEERHELZLEN S ERE. t
AILUNERE, BEEFAFEMFIERESEREFENISHE, X , Parameter Store TR F M
MZARM BN RIRIRS. MR , Parameter Store &7 Secrets Manager FF#EEH , REH
Parameter Store 8 X 5| A% %40,

£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBMFHFHRZ
BIEAERT (/)o

BXEZEE | ESFAmazon Systems Manager Fi F iR HER S HZM# S 85| A Amazon
Secrets Manager %4,
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https://docs.amazonaws.cn/greengrass/latest/developerguide/secrets-using.html
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Amazon Secrets Manager ArfEm

¥ ¥ Amazon Secrets Manager ¥ %7

Rotation REEHEFHZHANLRE. HRREFHAN , REANEHFBANKEERRSINER. &£
Secrets Manager 1 , AU A ZRIREBHI IR, RREFHER

- HERR -XNTASHRIEEEZN , TAEARERR , AEPRSHNERENEERHR, RERRT
£ Lambda B,

« ¥t Secrets Manager B /A ZBHL % — 3 F Secrets Manager S ENEFENNE |, B LIER
RENABBARBEKRERSEAHERELNER. XTEE Lambda E¥.

« the section called “JBJJ Lambda ¥ TR - N T HME A4 , Secrets Manager ¥ 1 E H
Lambda B BUR E #2240 MBIEFE SRS

Amazon Secrets Manager 24 £ & i

TRFEHERERHR RSN EEENERRR, ERAKERKR , BLFEM Amazon Lambda
E?&%E%ﬁ?&ﬁﬁqﬂﬂﬁ&%ﬂﬁ‘fﬁo

LTRSS REFEERLR
* None (%)

® Tip
EXxFBEHEMERNERL , 1HSH the section called “J@3E Lambda BEi#t 1757,

REMENEREERE—I2HATHR. ER1IEAE , RRWENFIEZTEIIRELIREN T,
ENARRFT , BMNBENBVWEERERALUENNARFAENRENRCIZNBIERFMHFV&RES
&k, MAREAERF. NTRRABFAF , ATRERSTANY , AUEAER - RRER,

WNZE T ## Secrets Manager SE X EIFERNNE |
ERRERIRNITR

1. 7£ Secrets Manager &I &FITFREZRR. BUUNHRIEERSPHEE , AL Secrets
Manager 2% & P12 E %40,

RERR 172
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2. 1£ Rotation schedule ( ##:1+%l ) T , £ Schedule expression builder ( ITXKIFTERERKET ) =H
Schedule expression ( ITXIFER ) # , B UTC RIXER AR ITR]. Secrets Manager &
FEMITRIFER rate() = cron() ®EX. RRNBIGBINFERITIR , BRIEEIETE Start
time ( FFIAETE ) o BANEO/NRERR—XAHH. BEXEZEE , BSH BRI,

3. (A& ) XTF Window duration ( B ER¥FEERTE] ) |, EFEHE Secrets Manager £ H BRI %
SANRERKE , fl0 3h RR=ANDPRONER, ZNBRFSEMRET —NERER. WRKREE
Window duration ( BYERIFEERTE ) |, NI FLU/NE R EMVHRBRITR |, FREE—/DEFEBEZ*
Mo WFURNBMNWEIRITR , B E—RERN BB XM,

4. EERREF.

BERHEERIRMITRI (Amazon CLI)

WM rotate-secret, ATRHIFEER 1 B 15 H UTC 16:00 E 18:00 2 B ZFH, Bx
EZEER , B5HE BRI,

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

® ¥t Secrets Manager £ & I A ZRH1 2

Secrets Manager ESRBEHHHRNEEE , RURENTIE., LWIETEY BabBRIRKASBE
FEBRFALETEY, BHRENDES , ERFTEEENERETEESERFTINENEHAETBE
MEIRIZE, XfFH Secrets Manager 43,

EBTEEMA Secrets Manager WEEIKFHIIR |, ESRARENSINEEHENE,
EEHEPiIRERR

ENBEEEHMNERSERFEENZARENEUENINERENBBARERER , BEAUTS
R

1. TFF Secrets Manager 2# &

2. \F|RFPIEREBHIEEINTZR,

3. EFREEXRIF,
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4. EREFEBERY , ERRBIEE.

5. /3 B Automatic rotation ( B3 %# )

6. & “RRHBIE T , FINERAAENESHENFEEN TEIE

FERENERSERFRANEERIEGL TN THE
7. EEARBRARSNRF , EERCIREREY IAM 6

- ERCIRHAR TENRERLENRNAR

« RENROSEXFER- N EFEINRNIAFTAE

RABRT , NRACEE MR T 2B AN XN AEEREF
8. REBERBRIEE (HlW , 830 REFHRHE—IX) .
9. It “REF” AN AIEREIE

EREEFEENH I B TIREFRE

FER 54 BA

ExternalSecretRotationMetad ~ RI#RFTEN SEMXR IS E TEIE , Hl0 Salesforce B API fRZS
ata

ExternalSecretRotationRoleA BTy IAM B &1 ARN , RS E X R T £ K& EX 4L
m
BXRXEFRNEZEL | S HFEH Secrets Manager £ E I NIPZIAEEE = H 115,
FA CLI IRER

BT T8 Salesforce BHRBERR, LLFTEERN ID. B IAM A ARN, RHRITRIN
REHRI R ENEMASENFEETHRE,

aws secretsmanager rotate-secret \
--secret-id SampleSecret \
--external-secret-rotation-role-arn arn:aws:iam::123412341234:1r0le/xyz \
--rotation-rules AutomaticallyAfterDays=1 \
--external-secret-rotation-metadata
"[{"Key":"apiVersion", "Value":"v65.0"}]"'
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Eid Lambda BH % 173 IR

FNFFZEBWE |, Secrets Manager £H Amazon Lambda BRBREF ZAURBEESRS. &
KXfEA Lambda BB ANEER , S E40.

NTREE HHEMESEENZS  IEARERR. BEEMA £ERLS , TR LEIEERRSREIER
o

R HEE , Secrets Manager 2 X A RERRSNEL, BXEZEER , BHZH the section called
“f8 F§ &% Amazon CloudTrail ",

N THIRE4 |, Secrets Manager 2RIFRIZENRIRITRIFAA Lambda B, MRERE B3R
Rt F o EFBAE , N Secrets Manager FITE T — AR AP KX IARXEZE RN R,

TERRIESF |, Secrets Manager WAJLXE—EHE , BRXEATRENSE., Secrets Manager A E
BELT JSON BERSEHE IR

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"
}
¥

o S|P : create_secret, set_secret., test_secret =& finish_secret, BAXE
Z{ER , 55 H the section called “BIRE KM N LT,

- Secretld— ®IRMW K ARN,

- ClientRequestToken— #THRAZEAWE — 1R IRKF. WEETHRAESEM. BXEZEE , H5H
{Amazon Secrets Manager APl 2 ) ClientRequestToken® #J PutSecretValue : o

« RotationToken— FRRERKIFHE —#RRFF. FRARAAGRGRZEARBERKSRIRFILENSRY
BEERS —MNKF R Lambda BIREBRER—NKF PR EH, EXABERLT , RREHK
EBIEE IAM B EKH A Secrets Manager , Af& Secrets Manager £ AR B ERRIE IAM A€ 5
i

MREMLH LR AWM | Secrets Manager 2 Z X EiRBENRIRTIE,

ES}
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+ 3 Amazon RDS. Amazon Aurora, Amazon Redshift 8, Amazon DocumentDB Z4fiRk & B3 i
« NIEBIEE Amazon Secrets Manager 4% B B3 ##

- ERRE H3E¥ Amazon CLI

 Lambda BEEE IR KB

 Lambda 2#E¥K

« Amazon Secrets Manager K% B EE R

« Lambda BB EBHHITHENR Amazon Secrets Manager

« Amazon Lambda ##Ih8EH M EA

+ HEBR Amazon Secrets Manager £ ##f&

3 Amazon RDS., Amazon Aurora, Amazon Redshift 2 Amazon
DocumentDB Z4AiXE B ah & #r

RHFENE T A R BIBER4ARE the section called “¥&3d Lambda B #3178 #”, Rotation
HEMZANERE, RREBAN , LaRNEHRBANBIEEDPWEI., 7 Secrets Manager # , #&
AL BEEZRBREB IR,

IFEARHARERR  SEEXERRRER, AEEEFHALHTRIR , MREIEZE Lambda
RREHY , XFE - Lambda RIREE. BHAEESLN Lambda BB TABRENR., KE—
=R Lambda $IRE B A LUBN M & 15 18] Secrets Manager FEHEE.

/A Warning

EEABamRHR , BUTAENN Lambda RIREEKOIE IAM HhITAGHF @ EK NN RREE, &
FEEMAE iam:CreateRole F iam:AttachRolePolicy /MR, RFXLENRBA TS
?RF B S EANR

HIR

- R GEREHRERI (L) SIRBRAFER
- $E 2 ERRHCIEREEHEK

-« £3%: (A% ) NERBREBIREFNNREH
« ST A . NEREBIREMKZIHE

- EESR

B R BEERS (2HE) 176
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S ARRREREF (R ) eIRBERRAFEH

B X Secrets Manager IRItHI RBEHE R , i5S [ the section called “Lambda BB IR KR,

R EFF alternating users strategy ( XEBAF KRR ) , B0 QEZ HEHEHPFRBEFBRA
FEIE, ZBEE-NIEBRAFPEINES , AARRSEEE—NMNAP , MASZSBAFZEZN
BR. iEE=E , Amazon RDS RERZHEXEHF KK,

SR 2 BERRITIBEHREI

7 Amazon RDS. Amazon DocumentDB % Amazon Redshift 240 /8 & #r

1.
2.
3.

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
ERASRIT L , BRENRSA.

£ Secret details (#4415 5) W LM Rotation configuration ((IRELE) Ep0 H , iE# Edit
rotation (4REFHR).

HRBRIREEXEEF , PUTUUTRE

a.

b.

& A Automatic rotation ( BZh%# ) .

£ Rotation schedule ( ##21t%] ) T , 7£ Schedule expression builder ( Tt XIFERER

2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE X ALK 1T X, Secrets
Manager &R &It RIFEM# A rate() = cron() RER, RENERFEINFRFFE |, B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R
Bitdl,

( @Ti& ) XF Window duration ( BYEX#FEEatE ) |, EFEFE Secrets Manager £ H B % ik
BEANNBKE |, fli0 3h RR=NPERER, ZNBEFBEMRET —PMNRRAER, RK
1§ Window duration ( BTERIFLEATE] ) , WX FEUMRT R BN RRITR |, B8 BSE — /Dt
BEBZXA. ITFURNEMHERITR , HEFE—XERINB3HKA,

( ATik ) iBi%E#F Rotate immediately when the secret is stored ( £ 2% Z4ARTILENECH#R ) |
DERBFEEXANRIRZR., WREFRIZERE , NE - REQFRBERENITRITG,

MR EAW , HlEFNPSE 3 M 4 KKK , Secrets Manager 2 Z X EiRBHEETRE,

£ Rotation function ( ## &% ) T , WITUT#®REZ—

1%£$% Create a new Lambda function ( BIZ2#H Lambda K% ) , AR AFTEREIH
& M. Secrets Manager £4F SecretsManager FMEIEHEBHIF L, Secrets
Manager £ & THNHERGZEHH 7 Lambda MITHERELENNR,
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1%£3% Use an existing Lambda function ( f£EAIAE Lambda &% ) , LEEFEARTS —
NREAMEIRE B, £ Recommended VPC configurations ( i # VPC B & ) T 5 H
R , SREEEGHEN VPC MZ£4A , BB TR EHREE.

f. XNTRHRXE 6 GSFEERAFPIRBAFXKE, BXEZEER |, BESH the section called “F I
1 SRR (k) SIEBRAF R,

5. #%&# Save,

E3L: (W) AERREBIREFIINRSFEH

RNBWEERREBN B RREE P IIE LT X4 aws : SourceAccount , BABs1E Lambda
WREEREERE, ITFEL Amazon RE , A TEZEFRIFHER , Amazon BIUERE

BHEAaws : SourceArnMaws: SourceAccount £ B&H B, BMRELHREBKREHERE
aws:SourceArn &4 , MEHREHBREA THIRZ ARN EENZHR. RINBUENEHPEBELT
X% aws:SourceAccount , SEXN ZNRHAFEALREI.

FEATR R R BR TR R R
1. 7E Secrets Manager 2% & PR ENZH , RAEEIFHAEENEFH Rotation
configuration ( B¥REE ) T , % Lambda ##EE . Lambda % &[T H,

2. ¥&H& Using resource-based policies for Lambda ( HE T &R KEE A T Lambda ) #F A% B3 780
aws :sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
1,

MRZ4AFEH Amazon EERXF4A aws/secretsmanager BASNEY KMS Z4A3 1T 0% , N Secrets
Manager @ Lambda #iTABR FEAZZANNR, BALUER SecretARN fN% £ T 3 KR &l
BERBNER , N\TARRREHACGRERBREARERNER,

EMEREBMTAS

1. M Lambda RREHBHPERHRE , ARERITABT , ERABEW.
2. BB IERACKNIRRE FEVEEERM kms : EncryptionContext:SecretARN &4,
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"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
3,

I 4 NRRBEBIZE ML E]
EXEZELR |, 5 the section called “Amazon Lambda 5 ThREHI M BN,

IEEEA

H5 Fthe section called “®ir R THE",

N IEBAEE Amazon Secrets Manager %4018 B B3 i

RHIENE T A F IEERIEE 4R B the section called “iBIT Lambda B #0174 #”, Rotation 2
EHEHFANERE, RERZHAN , 2RANEFRAURBEZANBEES RS FHHWEIL,

BRBEFFANGR  B2H B RRBEEFZA (248).

/A Warning

EERAEFIRR , BXRERNA Lambda RIREKEIE IAM HITAEH @ EKM I RER, &
FEEA iam:CreateRole M iam:AttachRolePolicy MR, BFXLNRAY S
?RF B S EANR,

R

- SR EBARKREK

- SR 2 RERREBLHE

- SR 3 BEBRHLUHITRIR

o B}, 4 RFRHRBEEIN R Secrets Manager A RIS EBIEE SRS
« H], 5: iF Secrets Manager i 5 # B K

« SR 6 : ABRBREBREMEKHE

- BESR
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- S I o = SRR T

B, BI2— Lambda RREH, EFTSATERENZANNRE , BHEREEEANS R &
BEZRB, BXEREBMNATITENEE , i3 H the section called “Lambda 3R,

EX M XEH Amazon Serverless Application Repository , R ] LAE A MIEIRBIZ R, BXRZTX
BEXEHFIER , FSHAmazon Serverless Application Repository FAQs, FEEMXIE , M KTF 14
BB FERRBEF B REEHP,

B2 EARIREEK

1. EWHELEFIER X Amazon Serverless Application Repository & X% , 25 (Amazon —
&2#) B Amazon Serverless Application Repository £ i T R FEL#l o

2. BWITUT®REZ—:
« IR Amazon Serverless Application Repository FF7ERY i X X :

a. 1t Lambda #£#l&% , EENAREF , ARERUIENARF.

b. EUIBNARFIEL , EFLRSFNARFED <,

c. ELRABAEFTHERES , i A SecretsManagerRotationTemplate,

d. EERERVUEBEEN IAM AGRRRERNNARF,

e. %$® SecretsManagerRotationTemplate # .

f. HEER. BENNERIELNNARFRRE#EES , EEXEFER,
x

c WTHRK , MASHEXENES , 21 https://. BX KWTHTRINIEK , BS

IFthe section called “Secrets Manager i &.”o
« Ef¥ Lambda BREUKTE VPC & , &0 vpcSecurityGrouplD ., vpcSubnetlds
g. EFEEE.
WM REFTIERY X Amazon Serverless Application Repository T3 #F :

a. 7£ Lambda BHIAH , EREHE , RAEEFERE.
b. 7E Create function (BIZEEK%) WE L , ITUATIRE .

i EEMNLFHREIE,
ii. 7E Function name ( BB ) B , WARIREBHN BN
ji. XFEZEITHY , & Python 3.10,

BERRIEBIEER (2FA 180



https://www.amazonaws.cn/serverless/serverlessrepo/faqs/
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R 2 RERREBNABE

EHSRT , BREEATENZHAURZERMHNNRSRBEBEBENRB, BXEREBIERDN
SE (2EREBCHEREBMIET) |, i3 the section called “Lambda 2B E", &AL
RREBER FREE,

SUR 3 BERAURITRIR
ERSRHD  SRANBAREERITY , AHRREBIEEI RN,
BLERHRA IR IRE K

1. FJFF Secrets Manager ##|& , Mk 7 https://console.aws.amazon.com/secretsmanager/o
2. EEBANRI L, ERENER,

3. 1£ Secret details (Z4A1¥ 4115 E) W LK Rotation configuration (3 #E &) 2B & , &£ Edit
rotation (4B IR). ERBLREENEEF , ITUTRE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##1itXl ) & , 7 Schedule expression builder ( T XIFTRIANE K
2% ) = Schedule expression ( ITXIFRER ) # , B UTC RIXE R A LRIt R, Secrets
Manager 21T XIE#E RN rate() = cron() REN. BB BINFRITH |, B
JESZIETE Start time ( FFERETE ) o BUUBMH/PNRIR—REH, EXELZER , BSHA R

c. (A& ) XTF Window duration ( BYERIGFLERTE] ) , EFEHE Secrets Manager £ H AR
NN BRKE |, fli 3h RR=ENPEIHRER, ZNBRFBEMRET —MNRRENE, MRXK
187E Window duration ( B ERIFLEETE ) , WX F LU R B RIRITR | 85 B E —/ Dt
BEBzRM. M FURNENMHERITN , NENE—RERN B3N XH,

d. (A% ) &% Rotate immediately when the secret is stored ( E 126 AR MBS HR ) |
DERFEXRNRRESR, WREFRIZEEE , NE - RRRFRBERENITIIIFR.

e. TERBREHT , EBESR 1 PLIEHN Lambda B,

f. BEBRRTF

L], 4 RFREREBIG IR Secrets Manager SA R B BIE E SRS

Lambda ##: R EENR T AEVH ) Secrets Manager HIVER4A , F EEENRT e iH R B BIERE
HRF. ELSERFP , L@ Lambda HITHEBRFIXLENR, MRBLHAEA Amazon HEXNE
aws/secretsmanager BAAARY KMS ZEA#TINE , MABRFEED Lambda MITAEBR FERAZEZHABN
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R, BRI LAER SecretARN MN% £ T RIRGIBZRHBNER , NMBEREREBACREHEEZH
MRV FH, BREBTRE , BSH RRNR,

BXUE |, 5/ Amazon Lambda FF X A RIEREH M Lambda H1TAE,

H, 5 : oI Secrets Manager 1§ ¥ B X

E A7 Secrets Manager IR ENER TR AARRE , BFEEE Lambda HEK B RERE S
@ Secrets Manager RS E 4R F lambda: InvokeFunction R,

BINEBNUEERREHNEREE P IIE LT XHEH aws : SourceAccount , BAP51E Lambda
WRERERE, WTELYL Amazon k% , A TEEEEEIFHIER , Amazon BUUEE

BHEAaws : SourceArnMaws: SourceAccount £ B&H R, BEMRELHREBKREHEE
aws:SourceArn &4 , MEBREHBREA THIRZ ARN EENZR, RINBEUENEHPBELT
X% aws:SourceAccount , UEX ZANRAFEALREI.

ERIREEKM IR Lambda EE , TS RNE T RFENER AT Lambda,

LUR SR B& S iF Secrets Manager 1@ Lambda B,

JSON

"Version":"2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "secretsmanager.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}
},
"Resource": "arn:aws:lambda:us-east-1:123456789012:function: function-
name"'

B RREBFEERR (2FE) 182


https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html

Amazon Secrets Manager ArfEm

}

S 6 NILRERIEBMEHH

EWRESEH | BFATREEBUEET Secrets Manager AR ZZAFTH T HWRS BBIEE, kX
AMBERE 15 B & T e B4, 1§35 [the section called “Amazon Lambda ##2 Th BEHY W 45 43
Ao

IEEEA

HESR 3 PEERREN , ELRE-—MRBREANITY, WRERETRIETKK , Secrets Manager
FMERZEHRHR, EhaUER YRR EZS HrYB AT Rk,

MR |, FSH RinEEEE,
£ A& & 53 gk Amazon CLI

IR A 4B a1l fE A the section called “@id Lambda B 1T #2 #1718 B Amazon CLl, ¥#:Z34R
B, 2ENEFRHPAURBAEZHANBIEES RS P EIE.

T ERRES A RERKR, AXBEFZANGE , BSR B RBREEEFZH (2H8). B
KXATBEMRENES , BHSH B RRIEBEEEZR (EFHE ).

EFARERR Amazon CLI , MREBERBRBIEEFEZR , VEEZTEERRIRRE, NRER
alternating users strategy ( XERF KR ) , BUTEE —NRAFH BRI SREEESAR
Fif, TR, REXRHEEHE, Secrets Manager 22 #EHx , B UE T ZERGIER I, A
&, BERAAEAIE Lambda BEE , #7 Lambda B## Lambda {TABZEENR., T—SE2HR
Lambda BIE AT LABIS M 4% 175 18] Secrets Manager MIBIEER RS . &/E , BEZFHA UM ITRE,
SR

- BEEZRPNERZNS  ERRHRER

- SBR1 . RERREHNRE

- 225 . I Lambda ¥

o BB 3:IREMSKZILN

- SR 4 BEERRNES

- BESR
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Amazon Secrets Manager A i
BIREZHANTREMS | RRRIRRRE

B X Secrets Manager IRItHKBEHE R , i5SH the section called “Lambda BEEFH IR F R

I 1 ;B PR

MRIEZ LR, WA RBRERITER 1.

R 2 REAFRE

MFEFERBRFRE , WA

« BIE—NBAHEEREEREERRAFEIL, SEE—NAESBRAPEIINERSA , RAXEH
FRESTEBE—NEF , MASBAFEEZNR,

- HHEEAFZHH ARN FNEIRBFH, BXEZEER |, 185H the section called “Z4A#) JSON
&£,

HEXR , Amazon RDS RERXFRER 7 KK,
S| RERREHBNAE

ERRRY  BEERBERE. RREERE Secrets Manager AR FAMIBAK Lambda K., &
XEZELR |, iH5H the section called “@3d Lambda B#i# T, EH SRS K SEREATE
B LR ZZ AP X 09 BRSS S B R EE Y 1K 88

Secrets Manager 1£ B EER FIRME T Amazon RDS, Amazon Aurora, Amazon Redshift
Amazon DocumentDB ¥1E & % A 1 AR

IRE RIS

1. BRI TREZ—
ERRBREBERIIR. NREEENRS MR TCENER , FEHRD,

NFEMERWEZE  BRELBCHEREE,. BXxii8E , 52 the section called
“Lambda 2RI,

2. Wi&XMEmy-function. zipERMBLENKRBI—RRFE ZIP XHH,

%24 : 8l3 Lambda NI

ERTHRP | BRNERAESER 1 PEIEN ZIP X462 Lambda BEE. BEFIRE Lambda H1THA
&, BN EEET Lambda KA AR,
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#]2 Lambda £ EBEMHITEE

1. 73 Lambda HTAERIEEERBEIFHEERN JSON X . BEXTRANESEE , HSH the
section called “BIRINPR", ZEBE LM

- AFAEXZHAEA Secrets Manager 21k,
- AFAGRAZRAFMENNERS , HlMtEHERS,
2. BIEA iam create-role ¥4l Lambda HMITABHNARE L —FHOIBNETEKRE,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy.json

3. @A lambda create-function M ZIP X812 Lambda Bk,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. 7£ Lambda B LRERFEREE | LARYF Secrets Manager I A lambda add-
permission XA Z R IR KR,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

S 3: IREME LA
BXEZEER |, 55 ¥ the section called “Amazon Lambda 2 ThEERY P 45 B A7,

FR] 4 BEEBRRHNESA

ERNZAF B BRI IEE , A rotate-secret, BALMER cron() = rate() IHRIFRER
WERRITY , B LU ERRNERIFLERE, BXEZER |, 551 the section called “F# it X",
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aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \"cron(o 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

IEEEA

155 ¥the section called “}i# ) BHEE",

Lambda B ECH#R SR AE

¥t F the section called “@id Lambda BE# T8 , N THIBEZRH , Secrets Manager 12 7
BIRER,

RMRE  BHP

R E - NBAPEHR—MAFKNEIE. XT Amazon RDS Db2 | , HTAFEREENBCHE
B, At ESAEEMNBBEFRUEERARIE, XEHMENEHRER K ERATASHERZR, &
wmE , BRUERN—RE (86 ) AFSRERAFNEIEEA LR,

BIREART |, TAMBRIT GBS, ERTIRRN | ERERROBEEYE — R | 5
MEBFLER. EREE  REFERENRRELERLRETN AR, ATUERELN B
BREERR, BT , & e ST,

RRER KBRS

LERBE-—NRHPEFTH IR NEIL. SEF-— T A5, RRES—XRRYE , ReREeFH
TRENGEZE NP, SXERFHAN K RREGBLXBEFHEFNAFZD, BTASHA
FER=EECS , RLESAES —NBAFN superuser BEFIE. MRBFEEFNREASER
wMAFEENNREAR , IES R - () ARFSXREXAFNEIL  BINBWEAERAF KR
KB

LREEATEENRERNKEE  Eh— 1 ACHEREEREXR, M5 —1NACGEFHRKEERN
PR, HUERATEESTAMNNARRF. NIRNARFERGRBRARERS , WZMARFNE
RIE—HBEREI, /T , user M user_clone B EN, EXFRBNRIREE , NARE
FIRBIELNIEMEZL R AP RRIRGBIELNIELED, NRBEFEREERSSTD , BBE
WEENRMEEIFMERSS  WEEREFEELEAFETENAROXR. SUUERAESHNERE
BESRBRAER S
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Secrets Manager A ENBRSREAFHERNRERAF. MRS ECRREAFEERTRERFH
PR, A A8 52 B A P BV BR o

plan, RIREERAENMSFEERFHNFTILEGET MR |, NZBRES - HFAXEZIENMRE.
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AWSCURRENT
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passwordA

-

B-REHR -EREAEAERNEBREERERS | XEFIPR RN B8R R,

/r-_d}-Sec.ret
- AWSPREVIOUS AWSCURRENT

... My Ulser -.. MylUser_clone

N
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passwordA passwordB

L
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R - RREMEH B B,

//r-_.ﬂ}-Secret \
AWSCURRENT - AWSPREVIOUS .

-.. MyUser ... MyUser_clone

passwordC passwordB
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//I'-.ﬂ}-Secret \\
- AWSPREVIOUS AWSCURRENT

_‘. My Ulser

_.. MylUser_clone

passwordC passwordD

.

\ /
Lambda ## B EK

F£Hthe section called “#@3d Lambda BENEU#1TH " , Amazon Lambda BEE 3 #: %4, Amazon
Secrets Manager £ # 8 [6 # A & TR RIRBIMZRA,

R Amazon Secrets Manager ¥ B R RN ZRAR MR HL R R EBUER , AT RIE B E XN FHRE

B, wmERREHITEERUT AN :

BERREBNRESR

- ERAENRRERENER

- EEFARERAFLCRIEG, MIITLFEEEA Amazon CloudWatch BE. HR BETRETEH
léﬁl\{n/l}‘c
BHx BEBAMNTRAE , BS 5 the section called “B iR FUENR RAB,

« ATZEEEN , Amazon Secrets Manager X /2 1F Lambda BRI EZERIRZH, RERETE
A% — Lambda BRI F4A

« BXRAERER , BSRNEMFR LRSS EHENAERF.
o Bl MREERAND DR B SCHEFERERZERE , WEEARTERITENFERT,
+ Package fHef BB KRBTSR ZIP X5 |, Hlfmy-function. zip.

/A Warning

BT Lambda @?&E’J?ﬂﬁ%ﬁ’f’ﬂ FRBENHEXSHBRENET 10 WETELSHTT K.
BEXEZEL , H5H ( Amazon Lambda Amazon Lambda FF & A R 1ERE) HH T HEMEH
Zvﬁ%ﬂi‘ﬁﬁ%ﬁo
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
https://docs.amazonaws.cn/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
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RGBSR

=i

« createSecret : BIEZ AR FT A

« setSecret : F U IEE = RS BV EAE

- testSecret : iz T #Y B4R My A<

« finishSecret : TRk

createSecret : B2 FAMEF R

5% createSecret B BT FEAE AR ClientRequestToken M get_secret_value
RREFARBTFE,. WREEFH , ©oEH create_secret BIE—NHEY , HHSHE

A Versionld., REEEMA get_random_password £ER— MW RAE, ETXK, ©iBA
put_secret_value M\FHEE % AWSPENDING —i2F4E. NN ZH4AEFMEIE AWSPENDING
PEBTHEARESE. IRATEARRRHRAY , B UERLFEAPSIAZEHRE. ESRANAE
ZH Lambda KB E BB E o

HEH TR ER T

- BRIANZFHFAENTENHBEERRSERNFERF. A ExcludeCharacters SEHHERFRF .

o TENRBERAT , FREERAME : MAdescribe-secret #&&VersionIdsToStages,
Amazon CLI

« ¥IF Amazon RDS MySQL , ERXRER i , Secrets Manager 28|E— PN EHTEL 16 MNF
RNREAF, AR RREBUAATERAERNAF,E. MySQLS.7 RESKRAZFHRZ 32
NFZRHWAF A , {8 Secrets Manager 2 EAF & KRKEKM N _clone” ( ANFERF ) , AAFRE&RS
MIPURIETE 26 DNFRLAA,

setSecret : U IE FE = IR S5 BV EAIE
F3E setSecret ERBUEES RS AU ACE 2409 AWSPENDING ARAS Y FT 2 4AE
REBCHREREREIEIL

- MRF[EVEBEHRBREINERS (NBEE) , EEATHSHIL. BXEZERE , BZ5H
OWASP M4 E# Query Parameterization Cheat Sheet,

- RMEBERNBNRE | BRI RIFIE N Secrets Manager M BB RPN EFZIE. RS
BENEERERTG  SEERRREELEEAZERHEEMER. EEHZTIEZH :
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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- WEZ4A AWSCURRENT lRAFHEIEREE N, MR AWSCURRENT EiETM , BHRFLHRE
i#o

« & AWSCURRENT #1 AWSPENDING Z4AEREBEATRE —&R. N THFENEDB , RE
AWSCURRENT #1 AWSPENDING A& E2A+HE.

- REBVBRSRER2EMEE. X FEHIEE , £ZF AWSCURRENT H1 AWSPENDING £HlE 2 &8
BB
s EMAOBBRT , ButBFENREEBENINERLZRINEE, flin , W TFREAFRH |, Secrets
Manager B3 E#IE—MNAFHNEZETHEESHRAUEBERERAF, NRETEEZEM , IELR
FTREAFHNEMN , WEEEH set_secret HEHMK,

testSecret : iz FHHY 240 AR A

ARG , Lambda B REGFE R ZZARG RBTESRS , NN ZEAH AWSPENDING frAs, &
F 203 B BUE AR M A9 50 30 B BUE A SR ER U 1R A BRI BT Y B4R

finishSecret : ST

R/5 , Lambda ¥ #: B EBIFARE AWSCURRENT N\ Z BT K B4R R AR B B AR A |, iXF R 1ER — API
A AR AWSPENDING #5%, Secrets Manager 730 AWSPREVIOUS E1Z#RE I LARIHVAR A |, LUE
FREZHN X E AR TR,

J 3% finish_secret £/ update_secret_version_stage fEFHRE AWSCURRENT MR EIZR4A R
ABHENFHZBRAS, Secrets Manager £4F AWSPREVIOUS EEFHELBHEIFME| R HRA |, LUE
BRE EX B AR IFH R R,

wEHCHWEREBNKRT

« HEZBIETEBER AWSPENDING , B A EFEALME AP HRAFEBER , B NIXAT8E[E Secrets
Manager KRB AR K IITR. Secrets Manager 71l AWSPREVIOUS EEFE/RE R ABIAIARAR |, B
ERRERAN X E AR TR,

RIS , AWSPENDING EFFRX I8k NZE] S AWSCURRENT WRASAB R BV MRS |, o] B8R B tnEI4E
fATARZA, ISR AWSPENDING EFAR&EFEEARM MNE 5 AWSCURRENT BRIV RRZS , WIS EXTHHRE
FEREAABBRELNERRERDPEHTHIHRELEIR, BRRTEIA , AWSPENDING EFHRE 8L
LM MEBIZ AR, BXRESER , B2 H RRAEHE,
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https://www.postgresql.org/docs/8.0/runtime-config.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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Amazon Secrets Manager Hz#s B EUE Hx

Amazon Secrets Manager 12t 7 — AR R EER , IR BN SHBEERENRSHERHT
RZEEE, XEEIRZE ready-to-use Lambda BEE , BRI TIUERRRHVRKESKE , JHBEEL
FEAITHHNERL TREZESRES,

XEBERIFATEENRIREK

- BRAFRK, ATEFEMNHPHEIL,
- RBEAPRHR , IRERMEAAF , SE B HER T E O B AV E LA E

Secrets Manager &2t —NE A BIREN AR BERANES,

BRERER , BSH :

\

- BYRRBEEZES (EFHE )
- BYRRIEBEEZN (EFHE )

EREEHCHREREE , S/ Write a rotation function,

Bk
« Amazon RDS #1 Amazon Aurora
+ Amazon RDS Db2 # f F
« Amazon RDS Db2 XE M/
« Amazon RDS MariaDB # f f
+ Amazon RDS MariaDB X & i F°
« Amazon RDS #1 Amazon Aurora MySQL # f F°
» Amazon RDS # Amazon Aurora MySQL X & H
+ Amazon RDS Oracle # F F
+ Amazon RDS Oracle X & f 7~
« Amazon RDS # Amazon Aurora PostgreSQL % F f°
« Amazon RDS # Amazon Aurora PostgreSQL X & f 2
« W5 RDS %k SQLServer £ A
- WS RDS %%k SQLServer XREFAF
« Amazon DocumentDB ( & MongoDB )

RREBRR 5



Amazon Secrets Manager

RAriEmE

+ Amazon DocumentDB # /N F F
+ Amazon DocumentDB XX & F
Amazon Redshift

+ Amazon Redshift & f F°

« Amazon Redshift & F

Amazon Timestream for InfluxDB

* Amazon Timestream for InfluxDB 2 B~

« Amazon Timestream for InfluxDB 3 &

Amazon ElastiCache

Active Directory

« Active Directory E1iF

» Active Directory keytab
HibBARE

Amazon RDS # Amazon Aurora

Amazon RDS Db2 & A

BB . SecretsManagerRDSDb2RotationSingleUser

RS | RMRE C BAS

SecretString £ # : the section called “Amazon RDS # Aurora Zilf”,

JRACE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSDb2RotationSingleUser/lambda _function.py

RFKX R : python-ibmdb

Amazon RDS Db2 REH

EHRBF : SecretsManagerRDSDb2RotationMultiUser

KR : the section called “32& A7,

SecretString &% : the section called “Amazon RDS # Aurora il

RS - https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSDb2RotationMultiUser/lambda _function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
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o KEKXR : python-ibmdb

Amazon RDS MariaDB # i/

« #EIRBF . SecretsManagerRDSMariaDBRotationSingleUser
o RHRCERE . BRBRER  2AF.

« SecretString £&# : the section called “Amazon RDS #1 Aurora ZEiF”

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda _function.py

o KX FR  PyMySQL 1.0.2, MRREH sha256 BZB#THHRIE , WA PyMy SQL [rsal, Bx
£ Lambda SRR EASHRBRENENEES | 53 H Amazon FHRAL AR AN E ERIFZ
T LR Python @R MEIRNVEBESD , HFEZEE Lambda %A ?

Amazon RDS MariaDB 3R

« EiIREBF : SecretsManagerRDSMariaDBRotationMultiUser
o HHKME : the section called “XXER 7,

» SecretString & : the section called “Amazon RDS # Aurora ZEilF”

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda _function.py

o KRR : PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , WH PyMy SQL [rsale BX
£ Lambda ST HFFEASHEEFRBHNEZNEER , HSH Amazon FiRAH S FHN AN E ERIFZ
T I SCAF R Python @R MBI RNEBED , HF1ZEE Lambda 3F& ?

Amazon RDS #1 Amazon Aurora MySQL #£ A

- HEHREBH . SecretsManagerRDSMySQLRotationSingleUser
« R EE : the section called “B2F 7,
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda _function.py

o KRR : PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , W PyMy SQL [rsal BX
£ Lambda BT R EASHRBRENETNEE | iB5S5H Amazon ZNRAL AW IANE S EmIFZ
3 LR Python @R MBI RV EBED , HF1ZE5 Lambda A ?
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https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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Amazon RDS #1 Amazon Aurora MySQL X & f

« #EIRB : SecretsManagerRDSMySQLRotationMultiUser
« RHLIREE : the section called “REHAF7,
« FAHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiF”,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda _function.py

o KR : PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , WH PyMy SQL [rsal BX
£ Lambda ZTR A FEASRBFABHEINELR |, BESH Amazon AiRH0 AR EERIEFEZ
T H A RY Python B RMEI RN IE D , HEXTS Lambda B 2.

Amazon RDS Oracle # A F

« HEIRBF . SecretsManagerRDSOracleRotationSingleUser
« RHLIRREE : the section called “# 7,
» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda _function.py

« {K¥IM : python-oracledb 2.4.1

Amazon RDS Oracle X & HA -

« EHRBFR : SecretsManagerRDSOracleRotationMultiUser
« RHLIRREE : the section called “RXEBAF7,
- FRHAMY SecretString £ : the section called “Amazon RDS ] Aurora &iE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda _function.py

« KB : python-oracledb 2.4.1

Amazon RDS # Amazon Aurora PostgreSQL £ A

« HEIRBF : SecretsManagerRDSPostgreSQLRotationSingleUser
o ROMRREE . RERCERE  BAF,
- FRHEARY SecretString £ : the section called “Amazon RDS # Aurora iiE”,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
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« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda _function.py

« IKFIKXR : PyGreSQL 5.2.5

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & A

« #EIRB : SecretsManagerRDSPostgreSQLRotationMultiUser
o FHIRRE : the section called “REAF”,
« FRHEARY SecretString £#4 : the section called “Amazon RDS # Aurora iiE”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSPostgreSQLRotationMultiUser/lambda _function.py
« KX XR : PyGreSQL 5.2.5

I 5% RDS #%% SQLServer 2 A F

« HEIRBF . SecretsManagerRDSSQLServerRotationSingleUser
« RMAREE - the section called “BE 7,

» FHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationSingleUser/lambda _function.py
« KBIX R : Pymssql 2.2.2

T 5% RDS #%% SQLServer X & H

« EIREBF : SecretsManagerRDSSQLServerRotationMultiUser
« ¥R : the section called “XXER 7,
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRAXHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSSQLServerRotationMultiUser/lambda _function.py

. {KBIXK : Pymssql 2.2.2

RIREBER 195


https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
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Amazon DocumentDB ( #&%& MongoDB )

Amazon DocumentDB #4 f /=

« #EIRBF . SecretsManagerMongoDBRotationSingleUser
o RMAREE - the section called “BE 7,

- FRHEARY SecretString £#4 : the section called “Amazon DocumentDB Eiif”,

« JRREE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda _function.py

« KHKX R : PyMongo 4.2.0

Amazon DocumentDB 33 & f 7~

« #EIREBH : SecretsManagerMongoDBRotationMultiUser
o FHIRRE : the section called “REAF”,

- FHAMY SecretString £ : the section called “Amazon DocumentDB & ilF”,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda _function.py

« {KBIX K : PyMongo 4.2.0

Amazon Redshift

Amazon Redshift 2 f

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
« R EE - the section called “BE 7,
- FRHAR SecretString 44 : the section called “Amazon Redshift 1",

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda _function.py

« KEKXR : PyGreSQL 5.2.5

Amazon Redshift A& A~

« #EIREBH ;. SecretsManagerRedshiftRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
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« ¥R : the section called “XX &R,
« FHAR SecretString 444 : the section called “Amazon Redshift ZiE",

« JRRES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda _function.py

« IKFKXR : PyGreSQL 5.2.5

Amazon Timestream for InfluxDB

EFAIXEENR 5250 (Amazon Timestream FF X A R T # Amazon Timestream for
InfluxDB 4047] 5 F 2248 o

Amazon Timestream for InfluxDB &

« #EIRBAF : SecretsManagerinflux DBRotation SingleUser
« FHAMY SecretString £ : the section called “Amazon Timestream for InfluxDB ZF4A 45437,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationSingleUser/lambda _function.py

« {KFIN : InfluxDB 2.0 python & F i

Amazon Timestream for InfluxDB X & /=

EIRE# : SecretsManagerinfluxDBRotationMultiUser

HAY SecretString &4 : the section called “Amazon Timestream for InfluxDB ZF4R 45 44”,

JRACHES - https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda _function.py

I : InfluxDB 2.0 python & i

Amazon ElastiCache

EFEMALER , SR Amazon AFEE TR B35 ElastiCache A7 &3,

« #IRB : SecretsManagerElasticacheUserRotation
- FREARY SecretString £#4 : the section called “YI & # ElastiCache ",

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda _function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerInfluxDBRotationMultiUser/lambda_function.py
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
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Active Directory

Active Directory #EilE

- EWRELF : SecretsManagerActiveDirectoryRotationSingleUser

- FiHAK SecretString £#4 : the section called “Active Directory #EiiF”,

« JRARES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryRotationSingleUser/lambda _function.py

Active Directory keytab

« EIREBF : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser

- TRHAMY SecretString 443 : the section called “Active Directory i,

« JRAXHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda _function.py

o {KBIA : msktutil

Hib B4R E

Secrets Manager IR I EREN B R EMX B ZH AU BRIREHE S,

« EHRBF : SecretsManagerRotationTemplate

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda _function.py

Lambda ¥R E AT ABNXR Amazon Secrets Manager

¥t F the section called “@id Lambda BIEu# 175 #” , & Secrets Manager £/ Lambda B IRER
438 , Lambda A IAM #1T A & FH X L EUF R4S Lambda EEREE, BXx MR E B3kt
iEER |, ESHE -

- BIRBRBEERSA (2FH8)
- BIRRIEBEERS (EHE)
« B31E# ( Amazon CLI)
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UTRBIERTERT Lambda B EBMITHACHAEKERE, EQERNTACHHMNERERE | &
2% Amazon Lambda i iTAE,

w4 -

o EAT Lambda B EHIENIT A BRI R
s EATEFREZPNEREN

s ERATREAPREBNERRER

EAT Lambda £EBNITACH KR
AT RGIRBE SRR

+ JZ1T Secrets Manager Byig#ESecretARN,
- BIEFBE,
- MRABFEESRSFE VPC Fi21T7 , MIREMBEMEE, FHSHEE Lambda BT E VPC FHY

S
SR
ﬁ/l\o

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"
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},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}

ERTEFREERANREER

MRFAFEA Amazon EERXF4A aws/secretsmanager BASAE KMS A TN , NEREER
Lambda #TABRFEAZBANNR. BALER SecretARN 1% £ T X KRR FIFEZEE BN FE
A, NEREHREBACRERZENTRRNEZR. UTRIERTERNIHITACKEF , U
£/ KMS AN ZAMBNIED,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

BN EAESEERANEO S BAERRRES , WRNAT RO RO EGUAFRTA GRS
BEA.

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

BEATREAFP RN RIEIED
EXAXREAPRIREBMNEESR |, 13 the section called “Lambda B KL,

S FEE Amazon RDS FiF 4 K MRZFEANEREAFRE , #Hﬁﬂﬁﬁ?%"f‘.‘%ﬁm Amazon
RDS B , MRS A FRIREIBIE APls Amazon RDS EULRERREA , X¥C T ERIMBIEE
MIEEZER. BAENEM £ Amazon £E B Amazon RDSRead OnlyAccess,

BAT RSk B SR VR BN K

* J&1T Secrets Manager Fy#&{ESecretARN,

- EEEAFZAPREREIE, Secrets Manager 2 FAEBEAFZHAPNEEIETRIRZAPHNE
iE,

- BIEFEB,

. MBFEEDHSE VPC RET , NRBFENEE, 5%FSEL , WHHEE Lambda EHM
1 VPC #H0 % .

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

]I

"Resource": "*"

}I
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

}
]

Amazon Lambda 3 #: ZhEERY P &4 A

3 F the section called “J@id Lambda BiEi# 173" , 2 Secrets Manager £/ Lambda B E 4R EH
A8t , Lambda #RBUSMEES R ZZH. MRENFHASTEEIT , W Lambda EREBUE LA EES
THRIX LR KIR |, BlaBIEES RS

Amazon Lambda ¥ IhaEHY R & 32 A 202
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S, N '+|
Pk

Lambda ##2 ThREAMABEM 15 18] Secrets Manager . MRIEH Lambda BRI RIEERF |
MAAEAARIER, BEERIKR , S the section called “Secrets Manager i &

MREK Lambda BB EREZEBEMIARNEREN VPC Fiz1T , BIMENERE VPC AEE
Secrets Manager R B R. RE , B8 VPC JUEB AT AR XK AN BERHFNEEER
AAERSR, BXEZELR , HS VPC i ( Amazon Privatelink ) o

®F , FEALUEE [ VPC R0 NAT Mks EBCM Mk (X FAFRBE VPC HWRETH R AE IR
&) , o Lambda E#i5 8 Secrets Manager A EiwR. X4 VPC HIG—EHXEE , AN
XY IP #but A BEZ EISR B A E Internet BT,

( ik ) mRBEERRS
X TEM API B2 RKWESR , TEMEZAENTRBEESRS.

MRIEHVBIEESR RS E VPC B8 Amazon EC2 324l Eiz1T , RATE WG EM Lambda &K
BEEANER— VPC Hi21T. ARRRUIEANEEELENRSERS. EXEZEER , BSHALE
VPC 1A

E &1 Lambda ¥ R BIBEERRS |, BLTEERMNE Lambda BREBHN L2 H R T ERIE
FEARSSHY HuhiE SR ATBARM MBI BEEFERRSHL LA LR E Lambda 2RI IT
AVEEEE,

BEBR Amazon Secrets Manager ¥ [E

X FFZ MRS , Secrets Manager £/ Lambda REREMBRH, BREZEE , S H the section
called ‘@3 Lambda BE¥UH TR IR, Lambda BREKSHEBHANBIEES RS AR Secrets
Manager R B, HRRTEZEMBPFHITH , NEKRER CloudWatch &,

(® Note
RERSZSULUANGEEZI K SHEEEAIRE, EXEZEEL |, 55 the section called
“FTEERIR,
FH

.+ MR A R EAR B KT Amazon Lambda H B
- ERBEBFRIEE 2 EREEY
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+ “createSecret’ 2 J5 & B &

s BIR  “TAFHRE KMS”

+ 4R : “Key is missing from secret JSON ( %48 JSON AR D 340 ) 7

+ 8% : “setSecret: Unable to log into database ( setSecret : ToiEEZEIEE )~
o #iX . “TES AE R lambda_function”™

s FMENREEEBIRAM Python 3.7 F 4 F Python 3.9

- HABNEHREEBIRAM Python 3.9 A% F Python 3.10

« Amazon Lambda #Z R PutSecretValue X

+ £ : “<arn>7E<a rotation>F B P INIT lambda Bt H4E”

AT B B R B B2 4R 0 4R ok O3 1T Amazon Lambda #EEHERR
WRIEH Lambda REUBRIZARMAMN | BHERBUT TREEHFEREE,
A eEM R &

 Lambda BEEH H K HITRBTF 2

- HTRHRBENZN AP ERAMSBEREARR
+ Lambda EBUZE A EH

* Lambda BB EIE B 2 18] 77 12 Bk W (5] &R

— B FEHERR T IR
1. %7 CloudWatch B & :

« 7£ Lambda R AEPFERBFENE IR ERIEINTH
- RIFRBEEZRIRMERELSE ( CreateSecret, SetSecret, TestSecret, FinishSecret )
2. WREHRHEBEKN APIEA

o BHIE Lambda R Hi R X Z A 1T ZE APl B A
« #{R RotateSecret fl PutSecretValue R 2 B EZ2RAER
3. IUF Lambda BREGE 48 -

- BWIMREAN &M EARIR Amazon RHIRH
- MREAEELARE  FEFRRABUAEBLERERRSR
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4. REMEERE

« BIFLZ2AMNRE LT Lambda B ERIH B BIEE
- TR Secrets Manager 86 IEH 178 VPC I R A B A
5  MiAZHEAMRA -

- BWIFFE4AH AWSCURRENT RRARE A 1F 5 R EBIEE
- & AWSPREVIOUS & AWSPENDING lRAEREE X
6. JRBRFFCEMNRERR

. MR —EXRW , FFEBR AWSPENDING B FHFRZHEXLIR
7. BT Lambda HKIZE :

- RIEARRERBESEHNTHEAR
« MREHEFEFARER , FSHAGFEF RBRNEHREE TS

TR ERBR R 2 R A5

MEEFRBTEPRIEI2EREED , HEESHLEMEREK , HlaERIA Lambda &R 7 30000
Z%® , W Lambda BB ATEEREZ 15[ Secrets Manager i R BB AT,

Lambda ## ThREATNAER 15 8] Secrets Manager IS, MREH Lambda BB LATH R EEXK |, N
ALERARIFES, EEERIFS , i55H the section called “Secrets Manager % &2,

MREH Lambda BBREFTERZ EBEMIGRINEN VPC H1E1T , HNBIUETE VPC NELE Secrets
Manager RS ERR. RE , B VPC JUEBA T AR XK [N ERHFEEEQTFAE K
B, BXEZ{EER , B35 VPC %A ( Amazon PrivateLink ) o

WE , WA LUBE @ VPC RN NAT xR EBM Mk ( XFAFRBE VPC WRETF RN B IR
K ) , A% Lambda B Eif R Secrets Manager A8 iR, X< VPC HIf—EHXEE , EHMN<H
IP it AJEESZ FIRB A Internet B K o

“createSecret’ Z Jgi% BIED

LA BB Al E A TE createSecret 2 5 S B 1E -
VPC M4 ACLs A HTTPS ERH .

BXREZFEER , 5 Amazon VPC R #EE ACLsH B £/ M 4542 5] 7 MR &

RIRFBHE 205


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
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Lambda BEERE BT E , TERITES

BXEZER |, HS Amazon Lambda FF & A R ISR MELE Lambda BEREGED,
Secrets Manager VPC CIDRs & ir 11 R R A1F VPC A D BN T L4,

BEXEZER , 2/ (Amazon VPC AIFER) PHEA LS EEHZI R RN RE,
Secrets Manager VPC i S R B A /o 1F Lambda £/ VPC i K.

BEXEZER , 2 M the section called “VPC %5 ( Amazon PrivateLink ) "o

ZEAEAXRERAFRRERE , BRAF 248 Amazon RDS % , # H Lambda BT AR
RDS API,

NFBEAFRBHEM Amazon REEENXEHAF## , Lambda 3R BULAES 8BRS
R LU BIREEEER, RIMNBNUEANBEERSEE VPC iR, BXEZEE , BSH:

« {Amazon RDS AIFF#Em™) F K Amazon RDS API {0 VPC i 5.

« {Amazon Redshift EE#5m) FHFEA VPC ixm &,

iR - R AFIEE KMS”

WMREET ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , M##E
BERERABAMBRAN KMS BiAKGZARE. NERBPIREFENNZLTXREARER
NS, BXFENRIEELR |, HS 1 the section called SEATEFEERBENERIED,

£i% : “Key is missing from secret JSON ( %48 JSON St %348 ) ”

Lambda B EHBERZIAEXAIISERN JSON £, MRERIEIR , N JSON mJgERR DRI R
ZIRFRINZH. BB HHAELER JSON £MWEER |, FSH the section called “Z4A#Y JSON
&Ery,

£i® : “setSecret: Unable to log into database ( setSecret : TEBEFEIEE )~
AR 6] &8 7] B S BUth £ 1R
RIREBT AR B BIEE.

MRESFENEE K , FIAET 5000 2 , M Lambda ¥ #R B AIAETTE BT W 4% 175 7] 47
FEo
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MREHBIEER RS E VPC F I Amazon EC2 £l £iE1T , BRATR AT EH Lambda BEEX
BENER— VPC Fiz1T. ARRRIIEITUNEESENRSERF. BXEZEE , BSHEE
VPC 5,

E R Lambda REGRIBIEERRS , BANEERMINE Lambda BRI Z €A R TFEEHE
ERRSH B INEE, BELMBRENBIBEESRSHNEZSAH AR FRE Lambda SRR EH 1T
AVRIERE,

RPN EILFIR,

MREFESFLEREEE , U Lambda R B UL EEAZAPNEZIEHRTEHRIUE, £FH
Amazon CLI % F Z4HAWSCURRENTFIAWSPREVIOUSIRAFMEEFHER , REZEget -
secret-value,

WIEFEFE A scram-sha-256 R RL,

MRIBHBIEEE = Aurora PostgreSQL WA 13 EERA , B A scram-sha-256 INH#H
B, BRERBERAT X scram-sha-256 B 1ibpg MRS 9 REIBARAR , NIRRT EERE
BIBAEEE

HEMLHIEERF£A scram-sha-256 %

- BEZHEE RDS for PostgreSQL 13 F#) SCRAM S KiIFFHKREREHIF SCRAM ZHiBH
AP,

BE SRR BERBN Libpq iRAE

1. EET Linux BWitEHL L , 7 Lambda #£#| & L SMBIENEREBHA THIHME S, & zip X
HBEERETHER R,

2. E@HTLE, ETEBFHIET:

readelf -a libpqg.so.5 | grep RUNPATH
3. WMRBEFRSE PostgreSQL-9.4.x FAEMET 10 WEEBRA , NBRREHRT X

scram-sha-256,

«  F%¥r scram-sha-256 HERIREHBMNE LY

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/

RippEHgE 207


https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-secret-value.html
https://www.amazonaws.cn/blogs/database/scram-authentication-in-rds-for-postgresql-13/

Amazon Secrets Manager ArfEm

local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

% #F scram-sha-256 HEHRBE IR L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

X1+ scram-sha-256 WIS

0x000000000000001d (RUNPATH) Library runpath: [/local/
p4clients/pkgbuild- alb2c /workspace/build/PostgreSQL/
PostgreSQL-14.x_client_only. 123456 .0Q/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild- alb2c /workspace/src/PostgreSQL/build/
private/install/lib]

Y 3## scram-sha-256 HWEHREBHHEE

0x000000000000001d (RUNPATH) Library runpath: [/local/p4clients/
pkgbuild- alb2c/workspace/build/PostgreSQL/PostgreSQL-
14.x_client_only.123456.0/AL2_x86_64/DEV.STD.PTHREAD/build/
private/tmp/brazil- path/build.libfarm/lib:/local/p4clients/
pkgbuild- alb2c/workspace/src/PostgreSQL/build/private/install/
1lib]

(® Note

WMREE 2021 £ 12 A 30 HZARE T B ZPRGR , WHRIREBUBS T FXKF scram-
sha-256 W RRA 1ibpg. 7 X¥# scram-sha-256 , BEESH BB IEE
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BIEEFEE SSL/TLS HRINR.

WMREHBEEFE SSL/TLS iEE , BRREBERARMNBHIERE , WRRRET LEZEIKE
FE. &AM TF Amazon RDS ( Oracle 1 Db2 Er4\ ) Ml Amazon DocumentDB Y5235 B ¥k B 3h 55
Z2EEFRE (SSL) Sf&AHMEZT MM (TLS) RIEZEZKEE (WMRTH ) . &N , tATFER
RINZIELE,

® Note

WMREE 2021 F£12 A 20 BZRRET B BRARKR , WRRDETEREETIZENR
HAtEHRSSL/TLS. To support connections that use SSL/TLS , M EEF#H €I E R E K,

T TE SR BV B R B T Y B 2 B ()

1. 7£ Secrets Manager ##I& # https://console.aws.amazon.com/
secretsmanager/ , sTFFRIIZ 4, £ Rotation configuration ( ¥R ELE )
B Lambda rotation function ( Lambda ##tE%k ) T , &N EE Lambda
function ARN ( Lambda B4%{ ARN ) , fl#0 , arn:aws:1lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TELLR
5l SecretsManagerMyRotationFunction = , M\ ARN KEEHIEHAB .

2. £ Amazon Lambda #Z#IA# “BE” T hitps://console.aws.amazon.com/lambda/ , &Y

Lambda ERELB PR MG EIEREA | %£3F Enter , RF1EFR Lambda BE

3. EHBUFMEETES , £ Configuration ( BLEB ) %I LK Tags (#5% ) T, EH%
aws:cloudformation:stack-name ZiA H{E,

4. 1 Amazon CloudFormation $#%|& https://console.aws.amazon.com/cloudformation
Stacks T , FHHEABEKMEIBREF , RFEF Enter,

5. HERIIRFHTHIE , LEREREIE Lambda B E A H%, 7 Created date ( 812 H
H) S EFHKRNCIERH., X2 Lambda RIREHNGIZE B H,

Hix  “TTES AEBR lambda_function™

MREZTHRRERAN Lambda B , BiZEEREM Python 3.7 Bah AR EIEHARAH Python
By, MATRE LB R IR, ERRLLEIR | BAILUY Lambda BEEARZA K E Python 3.7 , S5 the
section called “’FI A KR BEEARZAM Python 3.7 A% F| Python 3.9’ ETHREZER , HSH
Amazon re:Post B FHAFKK Secrets Manager Lambda B ¥ # k M H HE“H A F| pg HEIR4E
7?0
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FHIENRREBURAM Python 3.7 A4 F Python 3.9

2022 F 11 B2 BBl 0 SRR BE R Python 3.7, &M T Python B Amazon HEF AT ES
F 2023 F 12 AE1L X% Python 3.7, BXEZEE , 2 Python ZHFEEE# Amazon SDKs
FMIE, EYREIFEA Python 3.9 WITHRIREE , IUENBERIREBPFINEITHREBERER
BIERIR B,

B EH Python 3.7 Y Lambda 3B

1. &35 Amazon Web Services EE 25 HTFF Amazon Lambda #Z£&l& , MikJyhttps:/
console.aws.amazon.com/lambda/.

2. TEE#IIFKF , FiE SecretsManager,
3. EMEFHNEHIIRSD , BETHRET , IR Python 3.7,

FH % F) Python 3.9 :

« &I 1 : {#H Amazon CloudFormationZ i 8l 2 51 B ¥k

« BRI 2 EAEHIAIEEEENIZITEIE Amazon CloudFormation
« %I 3 : X¥F Amazon CDK AF , A4 CDK FE

&I 1 : £ Amazon CloudFormationE 7 & 22 50 i By 31

HIRE A Secrets Manager 12§ & FF B H R IIEERT , Secrets Manager £ Amazon
CloudFormation 8|S EHRIR , BIE Lambda RIREI, MERBFEREFAFERER , REFEA
Amazon CloudFormation #4622 7 BEF: ThEE , I A LAE A AHREIRY Amazon CloudFormation #4% &%t
SIREEHEHRNERER. FEBNEAZRIRAR Python,

B IR HEE BRI Amazon CloudFormation 4k

« 1 Lambda REHFEMAESENENEE R F L | &EFRZL, BF aws:cloudformation:stack-id
ZH ARN,

HREZHEHMALE ARN & |, D FBIFT R,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-
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- B . SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

EHIERE I ( Amazon CloudFormation )
1. £ Amazon CloudFormation , I AME R , ARIEREBEERN,

MR BB VEE BRI ERE |, FRARRIRER , REEEEF.

2. HEMERRELHNESERT  EZRENAEFRESRTEE  RASEENRAEFRESRTRE
BIRT , RENREFRESRPRERE,

3. ERAEFRERT , MITUTERE
a. TEEMRMKBTE , £ SecretRotationScheduleHostedRotationlLambda # 34

"functionName": "SecretsManagerTestRotationRDS" WEERNFTNEKEBF ,
flan1E JSON F "functionName": "SecretsManagerTestRotationRDSupdated"

b. EREHENR,

c. TMEHEMEH Amazon CloudFormation JTiEHERH | EBRHEIAH KL H Amazon
CloudFormation,

4. HEE5ERK Amazon CloudFormation ##k TERE , AREIERIRER,

BRI 2 : FERAEHINE R IZ /TS E Amazon CloudFormation

LR {E A Secrets Manager 12§ & FF B HRIIEERT , Secrets Manager £ Amazon
CloudFormation 8| X EMRIR , BIE Lambda BIREEK., NREFEABEHETERHR , HEEH
Amazon CloudFormation 4% 812 7 iEdk B K , N AT A AMERER Amazon CloudFormation ¥R E
R T RERYIZ 1T BT AL

B IR HEE BRI Amazon CloudFormation 4k

« 1 Lambda REHFMAESENENEE R F L | &FEFRZL, BF aws:cloudformation:stack-id
ZH ARN,

HERBHERMATE ARN B, T BIFTR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-
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- B . SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

FHRREBNIZTIRI RS ( Amazon CloudFormation )
1. £ Amazon CloudFormation , I AME R , ARIEREBEERN,

MR BIEZVIEE RN XTERE |, FARRIRHER | REERER.

2. HEMERAELHNESERT  EZRENAEFRERTEE  RASEENREFRESRTRE
BT  aRENAREFRERPRERLRE,

3. ENRAREFRESTD , PITUTERE
a. TEfE#R JSON # |, 3 F SecretRotationScheduleHostedRotationlLambda , &
Properties THY Parameters F7 , il "runtime": "python3.9",

b. EREHENR,

c. TEHLEEA Amazon CloudFormation STiEMES |, EBRWIAHMEMEA Amazon
CloudFormation,

4. HEE5ERK Amazon CloudFormation ##k TERE , ARIERIRER,

I 3 : 33F Amazon CDK AP , #4¢ CDK B

MREFEA v2.94.0 Amazon CDK Z BIARA N B RERIR , M LUBELE ARE v2.94.0 HESIRAE
SREH Lambda B#, BXREZEE |, i3 M Amazon Cloud Development Kit (Amazon CDK) v2 FF
RANRIEE.

I BN EREBURZAM Python 3.9 #4 2| Python 3.10

Secrets Manager IEFE4t XY Lambda 3B EM Python 3.9 i3E % Python 3.10, B4R EIEH
Python 3.10 TR EE , FEEBETHESF ENARBEER, EAUTERAL Python RAHEK
BRI,

EERML Lambda FEFEEEA Python 3.9

1. &% Amazon Web Services EXE#ZH|& HFTFF Amazon Lambda %5 , itk https:/
console.aws.amazon.com/lambda/.

2. TEEBIIFKH , K% SecretsManager,
3. HEMERMEHBIIERF  BEETHRET , &k Python 3.9,
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BREBH LB E

LB R FRIRE Lambda $# BB AT LAEE Secrets Manager ##/%&. Amazon Serverless
Application Repository B 253 Amazon CloudFormation #1728, SXLIFBRIEEE
B EE#TER &

BERBNBELN , FAUTEREZ —EHEN Lambda BB,
Amazon Secrets Manager console-deployed functions

BB Amazon Secrets Manager 12§ & ZBE#THY Lambda B3 , RN BT EFHEFHIIE
Lambda B kB Ro

FEHA LT ST, FA% Amazon Secrets Manager 3 &) & BB ThaE,

1. #TFF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o
2. 7 Amazon Secrets Manager 7 , i&E %4, EEFEEAFLEEHH Lambda B EA,
3. SMIRBETF , RAREERERLREEET,

4., HERBREHT , EEFECIEM Lambda B , R/5H Lambda HIRE B A — B o

a. (W& EMERE , BULNEEFHEHN Lambda RELARIAEEZTEZT, ERHE
W+, EFEVRIRZEA LS 3 M BRI,

b. (T ) BALLIE Amazon FEEEN R H EMZ TR Python AR
CloudWatch, BXEZELE , 2 HAmazon Lambda F A A RSP EE Lambda &
¥ H CloudWatch B,

5. REMMNRREIKE , L7 LINBERIBVERE K.

Amazon Serverless Application Repository deployments

LA RIS #2145 BF 204 4% Amazon Serverless Application Repository 288, @I ZEH Lambda &
¥ Amazon Serverless Application Repository B —M&HE , This function belongs to an
application. Click here to manage it.HPIEIEEZEIKFERN Lambda MNAREFH
aEE,

/A Important

Amazon Serverless Application Repository A Fi#£ Amazon Web Services X 13 #1857 M
Eo
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https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-cloudwatchlogs-view.html#monitoring-cloudwatchlogs-console
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-cloudwatchlogs-view.html#monitoring-cloudwatchlogs-console
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F LT IR EH Amazon Serverless Application Repository 2 28 E 8 B,

1. 3TH Amazon Lambda ##|& , Bt Hhttps://console.aws.amazon.com/lambda/
2. SMBEFEEFEHH Lambda MW E BET+,

EHEEBE M Amazon Serverless Application Repository N AZFR , BEELUTHXE
HEREMER, BT LUE Lambda #2418 FHREIXEEE,

« Lambda R AREFHNEF
- ERAEETPHNEZETUERE Lambda RARFHNER. Bl , BIEFAUT
serverlessrepo-SecretsManagerRedshiftRotationSingleUser, TEAR
fld | BFAAN SecretsManagerRedshiftRotationSingleUser,
« Lambda R ¥RBEEE
« Secrets Manager U=
s ZImRA A LEDBES SECRETS_MANAGER_ENDPOINT Z £/ El E MM ET EI1E TN
+~T&E,

3. EHL Python , BMEFH LIRS BN ARFNIE LA, ESH Amazon Serverless
Application Repository FF X A RIEF P EF N AEFo

Custom Lambda rotation functions

MRECIEBE N Lambda BREE , WFEARXEHANES M RGSMRBANEITH, BXE
28R , FZ M Lambda EBUE 1T AR B K FRA.

Amazon::SecretsManager-2024-09-16 transform macro

MRBET MR ERE Lambda E# , M EA N EEREFHER/ AV EEAEHEH Lambda &7
B,

FERAUTSRERANBEMREH Amazon CloudFormation #4% .

1. 7E https://console.aws.amazon.com/cloudformat ion £3TF Amazon CloudFormation 12

Ao

2. HEHMUEL , EEREFHAMERL,
3. HEHKRFMAEEERL , EEEN.
4. HERBEREHMGEF , RFREEER
5. HEFRERTEL , EREANEER,
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https://docs.amazonaws.cn/serverlessrepo/latest/devguide/serverlessrepo-how-to-consume-new-version.html#update-applications
https://repost.aws/knowledge-center/lambda-upgrade-function-runtime
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.amazonaws.cn/cloudformation/
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6. FNArEEMETRENRINME , REEFERMER.

MRIBEEFHERFHIBR R |, &35 Amazon CloudFormation B P 185 F R T E AR SR R
A

Amazon::SecretsManager-2020-07-23 transform macro

WMREIEFEAEF Amazon: :SecretsManager-2020-07-23 , RINBIUETEE

RN EREER, BEXEZER | F5HAmazon 2 BEHWNFIEEIM Amazon

Secrets Manager ¥ Amazon::: SecretsManager -2024-09-16, 05 R4k4EF F
Amazon::SecretsManager-2020-07-23 , N AR IBEZ1TRIARAS Lambda B EBHE 4
FEBKEIR. BXEZEL , 28 (Amazon CloudFormation ##t2#) RotationSchedule
HostedRotationLambda™ ¥y Amazon SecretsManager::::,

RS EHHERFER|EA |, {52 Amazon CloudFormation AP 8PN EHERHEN R
558

I F Python F+4%

ERIE Python AEKER , EFTFF Lambda ##|& (https://console.aws.amazon.com/lambda/) i1
BB E. EFREEFNEE, ERBERS T , EEEXFETENXH , HHER Python .so X #
R 3.10,

Amazon Lambda #Z ¥t PutSecretValuesk

IR IRIE Secrets Manager FEARAAGHEKF R , HEEHR LI T —1 CloudTrail # & LA
T8 B RotationFailed® =4 : LAMBDA_ARN.Lambda K82 Secret IS Z4ASECRET_ARN kR
ARVERSION_ID BBREENREHERREE , MFEEEH Lambda BE T BEEFAAWSPENDINGIZ S
., RotationToken

E ¥ Lambda ##EELLEFE RotationToken
1. T # Lambda B

 3TFF Lambda & &

ESMERP , EREK

HIT BB FRIEREMN Lambda B4R EEK

ETHD , &FHHBARI zip, Amazon SAM X4, HEHH — Pk
EREENZRBRTFERITEN L,

RippEHgE 215


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/determine-root-cause-for-stack-failures.html
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2. Y"% Lambda_handler

EBIKF IR create_secret T BB HF rotation_token S :

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must
include the following:
- SecretId: The secret ARN or identifier
- ClientRequestToken: The ClientRequestToken of the secret version
- Step: The rotation step (one of createSecret, setSecret, testSecret,

or finishSecret)
- RotationToken: the rotation token to put as parameter for

PutSecretValue call

context (LambdaContext): The Lambda runtime information

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage

does not exist
ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
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if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == '"createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:

raise ValueError("Invalid step parameter")

3. Yw%E create_secret %3
1] create_secret RELAEZ HFEM rotation_token 3%k :
# Add rotation_token to the function

def create_secret(service_client, arn, token, rotation_token):
"""Create the secret
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4.

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

EHCEEHM Lambda BB L

RIRFBHE
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EFHIEHW Lambda AR | FHE EELRERESR,

BiR © “<arn>TE<a rotation>FFHINIT lambda B HEE"

WMRIEH Lambda RBIEIE T ESERFR R , HIINTE CreateSecret H SetSecret Z [ , MLATIRIER]
BB RARRHE N ZRBEAEEHLRET X,

FRRABHES R

/A Warning

BT Lambda REHHITEETE , FHMENHEASHIZENEKT 10 WETELXSET R,
BXEZEL |, H2  Amazon Lambda Amazon Lambda FF X A RIERE) H8 T fETE H
EHNMEH %

1. KREHIFE Lambda HKIZE :

« B®F reserved_concurrent_executions &RIRE XK (#la0 1)
- MEFEATMEHKR , BREEEDRERN 10
- ZRFEAFMEHRURBEANREMS

2. NTMEHK :

- FEEXNREMBEEH LS (B0, 7£ Terraform # )
- MREXTRELSH , BEAZELDLH 10 WE.
- 2ENHUBRMEEEATENERRO),
3. MEmMARMNL
« BAATARTERER AKX =(BUFEERY ) * ( U HBUNFHBERSEENE ). B
XEZER  BEAGEMEH A,
- MEHICFRBRGANE , UBEELNHRRE.
- BEERERAKRE. NRREEBHATARTLE , ENTHELSBTR.

BXREE Lambda #XNEZER , BERATRARERPHEENE A A MEEMEEH X

Amazon Lambda

RippEHgE 219


https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-zip.html#configuration-function-update
https://docs.amazonaws.cn/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
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iRt X

Secrets Manager 2 ERiF BN RN B NZRITREHRENZH, B El‘l‘ﬁ'ﬁﬂﬂﬁﬁ EEHA cron()
o rate() FTRIAN AR BT ERIFLERT B, Secrets Manager FERIRIT RN BRI R, BAUERE—
NIRRT ER N /A R R — IR B4R

EEFHEQE& 'lﬁ/ Iiﬂ

« the section called “1E &5 #”
« the section called ‘B3R HIEEZRR (BFHE )
« the section called “Bai 3 IEBIREZRR (12FHE )

Secrets Manager ®2#t it XA UTC BF X,

et ER

Secrets Manager 3R R ST ERFE L, HEEERRZAN |, ATSLURERERAE |, Secrets
Manager 273 B AN E 8T E 2R IRENZ4R,

Secrets Manager ¥R &R IR/NINFFIR. XN TFEA rate() REX ( AXF R ) HEIRITR
RRNBMNFEIFH. BALUEA cron() REXNRERLRATERVIFHRINEL, BXTRH, FSH the

section called “Cron RiER",

AMIANBERT |, X TR DITENERITY , BRERE—/DIEXA ; FTRXITENRRITY |, 2%
B ERTE — REERATK A,

EEWRHRNEBNKE | BiRENRIFERE, BALUNERNRIRENERE —/Mt, ZRBRFHERTE
EEHBET — PR, #RA3EN , TN EVNHRRITR , FRIARRNER/NTFRETRIRZ
BIRY /DA, XN TFUARANBEMHRERITR |, FEIARGE/DEN L REFLER BN TFHETF 24 /e,
Rate RiE

Secrets Manager BERRFIXFKAUTHER , HbValue N EEFKhour , UnitA LAZhoursday., .
Hdays :

rate(Value Unit)

BRI EI/NRRR—IXEH, RRRBRERHN 999 X, =6
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« rate(4 hours) EREZFREM/PRFIR—IR,
- rate(l day) EREZHATRER IR,
« rate(10 days) EREZRAE 10 REHR—IX,

Cron RiA T

Secrets Manager cron RIAXEBLUTHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

SE/NTIEEMN cron REXNBRHELEE, B0, cron(0 4/12 * * ? *) RRER 400, TF

4:00 , RERFEZXRER 4:00, TF 4:00, Secrets Manager ##iTXIfEMA UTC B X,

At %)
BN —IR , NFRITHR,
B/ —IR , NF L 8:00 FFHA.

Bt+/et—iR , NiER 2:00 FF 45,

RHREEREM 2:00, 12:00 # 22:00 FF i

EE =X 2:00. 12:00 F 22:00 #17-
#XLEHF 10:00,

BEHATH 6:00,

BA% 1 XLF 8:00,
B=NAE-1EHHER 1:00,
BAZRE—XTH 5:000
ER—INEHHEEF 8:00,

A% 1 XFE 15 XTF 4:00,
BRAE—1MEHMBEFR,

Ria

Expression
cron(@ /8 * * ? *)
cron(@ 8/8 * * ? *)

cron(@ 2/10 * * ? *)

cron(@ 10 * * ? *)
cron(@ 18 ? * SAT *)
cron(@ 8 1 * ? *)
cron(@ 1 ? 1/3 SUN#1 *)
cron(@ 17 L * ? *)
cron(@® 8 ? * MON-FRI *)
cron(@ 16 1,15 * ? *)

cron(@ @ ? * SUN#1 *)

Cron FRiE=
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AN e Expression

MN—BBFH, B 11 MNANE—NER—MBF cron(0 0 ? 1/11 2#1 *)
R

Secrets Manager F#J Cron &RIAFXER
Secrets Manager X U1 F cron Fi5RMIMEH — Bl Secrets Manager #) cron FiA 86

FERUIIEE 0, BN Secrets Manager RN R EEB IR, HFHFERMUIUEE * |, ER Secrets
Manager AR —F A LWERITR], TRERT AT AERARIED,

FE =] B A~F
Minutes YR 0 7
NS 0-23 R/ ( ERMT ) I5E8E, 4l

m, 2/10 EMREMNER 2:00
FaE 10 Mt —IR, EBRLE
P/ e AR — IR B R

D ay-of-month 1-31 £/, (25 ) 2 eHME, HI
W, 1,15 HEHEAMNE1RX
M 15 Ko

5 - (B ) BETE. #l
w,1-15 RIHEANE1 X
3% 15 K,

A (ES) B2 RFERPH
FiEE. flm, ~ RTHEAW
g_fo

?2(\5 ) BERFATEE—
HE—N BFEEER— cron
FIAXH N Day-of-month
F Day-of-week FEX[ER
BEE, MREBEEP—IF
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FE =1 BEARF

BFEETHE , WSAES—
NEZERHRER?2 (EF ),

£/ ( ERHL ) EERE,
plan , 1/2 RRME 1 RXFT4A
BAX—IX , BAEHR |, 5 1
R, B3XR, B5XK, IR
#o

A LEESANERE—Xo.

5/ DAYL B EZBAHRE—
Nen B BHA, a0 , SUNL &
THEANERE—INEHB,

B 1-12 % JAN-DEC A, (25 ) 3sHME, 4
W, JAN,APR,JUL,OCT =X
~—A, MA. EtA#Mt+A,

£/ - (BR% ) EEsEE. #l
wm,1-3RF—FNE 1A
EEI3NMA

A (25 ) @8k FRYF
WrEE. flm, * R8N
ﬁo

£/ / ( ERFL ) EERE,
i, 1/3 REB=1A—
R, NE1NRTTEE , BISE
1. 4, 7TH 10 M A,
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FE

D ay-of-week

Year

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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3 B5#: Amazon Secrets Manager 4R

BREXKRECRE TRRNZH, EREFRSCRENRR , BERFESHEFEHAHB T RIS E
Rotation configuration ( ##ELE ) E82, R Rotation status ( 2 ¥IRZ ) 73 Enabled (B ) , M
FHRENRIR, MRTE , FZRARGR BH,

B ARG (245 )
$TFF Secrets Manager #£#|& , Mt R https://console.aws.amazon.com/secretsmanager/o
ERIEN R,

1
2.
3. HEHRAGENEL A HREEETS , ERUEREN.
4. HERRBAXFESD , EREHR,

Amazon CLI

Example 3 Bl5#: % 4R

AR rotate-secret RBIRF BN FFta5Hr, BRAMXTMEE BRI,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

ERARERNEZHA

IEAILAE A Amazon Config SRIHMEERN 4R | LEBCIIREFSEBNIRE, B LUER Amazon
Config MLNE X HNZHABLEMENEER, AFE Amazon Config B BUIR B R FF& VRN B 54
o HE M LRERNZATKIE. RREE. ATEHAMEN KMS 43, Lambda BREBUARER
FAXRBIRSERHITHER,

MREHELAHREZA Amazon Web Services Ik Z4 , MIAURESZEEMSAELIE. Amazon
Web Services X8 BXREZE LR , S H# Multi-account Multi-Region data aggregation.

TN EARBERRHR

1. BEMEMAmazon Config SN FEFR PRV AR ITIRE , AMATHANRRITIER

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager HHY
FEAME T IR,
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+ secretsmanager-scheduled-rotation-success-check— K2 EXBRIINEHRERE
BENRRIMERN, RENZREMENERX,
« secretsmanager-secret-periodic-rotation —REREECERENKEARLIRTH
£,
2. ("% ) B E Amazon Config N EZATEMBHNE, BXEZEELR |, i5S 1 Amazon Config
KI3EZE Amazon SNS EFRYEH,

£ Secrets Manager FEUE B3 # i

MRNEZPERET BBk , HEEEELERER , WA BUEER,
HUH B35t

1. 3TFF Secrets Manager ##|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EEENER.

3. EEBARMAGENLMRKREET , ERERELR,

4., HEHRBERHREENEED , XAERKR  RAEERRT.

Secrets Manager 2R EBRREEEFE , WMELAERRATEH S ARKRNATUEAT,
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https://docs.amazonaws.cn/config/latest/developerguide/notifications-for-AWS-Config.html
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Amazon Secrets Manager HE M Amazon [REEEH I Z

% Amazon BRE1E 1246 FE A E Amazon Secrets Manager, EEEERT , XERPARKEE
7, FERSUEXEFANRSTABBHEERS]. fl, —~ EREFASFRERE , HEET
VECEERR, RERSETERHEESENREHNER TERZHIMEREN , XBEB TR LLF
W, BARERS KB T4,

(@ Note
REZAREEHEE XL RAM Amazon RS BIE,

ZAEADEEERS ID W BNERFERBI A1,

Secret name: ServicelID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

IDs EATEEBNZNRS

* appflow - the section called “Amazon AppFlow”

* databrew - the section called “Amazon Glue DataBrew”

* datasync - the section called “Amazon DataSync”

 directconnect - the section called “Amazon Direct Connect”

* ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “Amazon Web Services Marketplace”

* opsworks-cm - the section called “Amazon OpsWorks for Chef Automate”

+ pcs - the section called “Amazon H1T1TERE”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

» sqlworkbench - the section called “Amazon Redshift Zif) R85 v2

BERMEM Amazon RS EENEY , HEHERTERY.
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AFRER) FHtIEEBRAEEX. BRI Amazon AppConfig 432 FF /8 B ah 2 # ThRER 247
WIES , B2 (Amazon AppConfig AF$ER) H Y S ecrets Manager %1%,
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https://docs.amazonaws.cn/apprunner/latest/dg/env-variable.html
https://docs.amazonaws.cn/apprunner/latest/dg/env-variable-manage.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.amazonaws.cn/appflow/latest/userguide/data-protection.html#encryption-rest

Amazon Secrets Manager ArfEm

Al Amazon AppSync £ Amazon Secrets Manager

Amazon AppSync AN ABFFAARRE T —EKX, AI¥ &M GraphQL QO , ATF&HKEZN
SRIREBIE , 2%% Amazon DynamoD Amazon Lambda B #l HTTP, APIs
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REZEE |, 2% Amazon RDS AF BTN E R EHRERS.

Al Amazon CodeBuild £/ Amazon Secrets Manager

Amazon CodeBuild R=imT £ EENERK KRS . CodeBuild HiIFERFRAE , STE TR | HEK
HZIBH TH,

BT LAEF Secrets Manager F# A EEMEREILE. BXEZEL , 50 (Amazon CodeBuild A
fE’) CodeBuildFHIFAE EM T K& E Amazon Secrets Manager =4,
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https://docs.amazonaws.cn/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.amazonaws.cn/codebuild/latest/userguide/sample-private-registry.html
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DataSync A FEEHP W RMHEFEVLENEIL,

NI &3 204] DataZone £ Amazon Secrets Manager
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B |, B2 R IS % DataZone A F SR I T Amazon Glue iE# 7 Amazon Redshift ZiiEFE 62
BIER.

anfal Amazon Direct Connect £ Amazon Secrets Manager

Amazon Direct Connect B33 ¥5 A R LA K R S £ 88 48 15 S8 19 P 3B ) & 85 2 B 4 Amazon Direct
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https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/datasync/latest/userguide/location-credentials.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/associate-key-lag.html
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#o. Amazon DocumentDB & Secrets Manager (£ , AIEBREFHNW TR/ ZE , AiEEZ S
HELEIEEE,

Amazon DocumentDB 4 Z 1 |, fFHFME1E Secrets Manager # , AREBEZRHIRE, RIAE
T, Amazon DocumentDB Bt X — X Z4 , EERAUREZSEMS LRI, IBRRIEXK
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html

Amazon Secrets Manager ArfEm

Al AWS Elemental MediaConnect £ Amazon Secrets Manager

AWS Elemental MediaConnect 2 —TRS , £/ FB L AMEMALR AR HE I IR FitiE
BOTBEAESP | Amazon Web Services = HHE D X BN EPHINEBHNZNE B, Amazon Web
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https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
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https://docs.amazonaws.cn/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-api-destinations.html
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-file-shares.html
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i, BARERRTHEPRELEEZHN ARN,

BIRBEEEIE T Salesforce BHMIES,
Big ID RI¥T k&
WEEFER

AR 2 Secrets Manager A %M BEMNFEL -

{
"hostname": "Host Name",
"refreshToken": "Refresh Token"
}
hostname
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ZABHRSEFHRBZFAMENNIE, EXNBEREBHNRE , HFSREZEMNRE, BEE , LEEN
R T BEFERAUEZE,

Snowflake Z4A X

WREFER

LAF & Secrets Manager Z4Ah 4B EHFER -

{
"account": "Your Account Identifier",
"usexr": "Your user name",
"privateKey": "Your private Key",
"publicKey": "Your public Key",
"passphrase": "Your Passphrase"

}
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B , HFESTF LA EAZAFPHNIANEE,
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"cryptographicAlgorithm": "Your Cryptographic algorithm",
"encryptPrivateKey": "True/False"

}
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& LB R R VB BT E X EAmazon BY IP SEERERS IP A B RERIABRIR. EC2 It IPSE
EIPRATEELE N , HILENERRIFH A DFN,

Amazon Secrets Manager & 12 7 #3813 Secrets Manager 24| A 612 RANIZEEEEZAME
M REY IAM SREE MY B S IR R A R, ZABHNNREBREN SN XENESNERSERE,

PR R B Rl

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowRotationAccess",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {
"secretsmanager:resource/Type": "SalesforceClientSecret"

}
}I
{

"Sid": "AllowPasswordGenerationAccess",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*",

"Effect": "Allow"

—

¥ & . SecretsManager: Resource/Type Al AR AR B P RAIUEER S ERFER KT,

Ny
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "SecretsManagerPrincipalAccess",
"Effect": "Allow",
"Principal": {

"Service": "secretsmanager.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

BT NNIIE A X A THES R

EEHNEBHLZET Amazon CloudTrail B EF] Amazon CloudWatch JgfriB2 it 2 RV SIEThEE, FRESR
PESBIERER , EREEEXRRTY., AMURELIEFPBINEAERNFAEE,
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B, URAREHRESTEMLE
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£ #8122 Amazon Secrets Manager %47 Amazon
CloudFormation

BT LAE R CloudFormation #4RH#) AWS: :SecretsManager: :Secret®&JRE CloudFormation
&P OIEZS , MATREEZH,
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ManageMasterUserPassword. A/ , Amazon RDS NiEGIEZAHEERI, BXEZEE | iF
S RERIR,

¥ F Amazon Redshift ;1 Amazon DocumentDB i , i5 & 5 FF Secret Manager 4 R
ZHENEFR , AEFERAISSANZZERPIREAFBNEE , LAEFRKIEENEILE,

ETX , fEA AWS::SecretsManager: :SecretTargetAttachment ®FNEXRBIEE

I 4{E 2R INE Secrets Manager EERBRZANEH. Re , EEAERER , #FEH

AWS: :SecretsManager: :RotationSchedule BRHRBELIHLEIMITR] . BESFHUTRA

« {#F Amazon Redshift {Eiif Bl 2 334H
« {#F Amazon DocumentDB Eiif Bl 2 334

EFRRREMMBEHMWE , EEMA AWS: :SecretsManager: :ResourcePolicy &Ko

BxEAEERERMNESR Amazon CloudFormation , %2 € Amazon CloudFormation B #gEE) &
B “F I EMREM AR, BB LA Amazon Cloud Development Kit (Amazon CDK), BXEZ{E
B |, i35 ® Amazon Secrets Manager 2 fE,

& FH £12 Amazon Secrets Manager #4f Amazon CloudFormation

RSB E —/NE H CloudFormationCreatedSecret-alb2c3d4e5f6 4R, BIBERTH
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"password": "EXAMPLE-PASSWORD",
"username": "saanvi"
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« AWS: :SecretsManager: :Secret

BXRERAMEERNEE Amazon CloudFormation , i52 5  Amazon CloudFormation AP 1ER)
B I EARERM AR,

JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by Amazon CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by Amazon CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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B3 ThEERIZ2 Amazon Secrets Manager Z4Af —4
Amazon RDS MySQL ##& 3£ 6| Amazon CloudFormation

E Amazon RDS = Aurora BIZEE R B4 , BIUEFEA ManageMasterUserPassword , 4l
AWS: :RDS: :DBCluster HFHIRHIN EZHE B Secrets Manager Z4AFT R, A5 , Amazon RDS
NIEQBRFAHEERIR, BXEZEER , B5H RERIR,

{812 Amazon Secrets Manager %43 #11 # Redshift 5£&
Amazon CloudFormation

=} Amazon Redshift SI2EE Z 240 , RAIVBUEMER AWS: :Redshift::Cluster M
AWS: :RedshiftServerless: :Namespace EHIRHI,
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Amazon CloudFormation

WRBIFoIE - MR HERAZREFNEIEENAF B , 212 —1 Amazon DocumentDB 3
fil, ZHEACHMATIREETUFRBHANET RIRNRE, ZERE TN RIREBUER 012
Lambda #IREH , HEREZRENDBERANESAE —XLSF 8:00 F 10:00 2B Bz %, EAR
EHREXR |, Z=HILTF Amazon VPC H,

W RBIER T Secrets Manager BJLA R CloudFormation %R :

« AWS: :SecretsManager: :Secret

« AWS: :SecretsManager::SecretTargetAttachment

 AWS::SecretsManager: :RotationSchedule

B A2 ERIE S Amazon CloudFormation , i52 % < Amazon CloudFormation A IEREE) &
B 23] E AR E A AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{
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"TestVPC": {
"Type":"AWS::EC2::VPC",
"Properties":{

"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

I
"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone": {
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

JSON
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}

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},

"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{

"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
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I
"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{
"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
I

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
iy

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

1,
"VpcSecurityGroupIds":[
{
"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"
]
}
]

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,

"MyDBSubnetGroup": {
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{

"Ref":"TestSubnet0l1"

JSON
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}I
{

"Ref":"TestSubnetd2"

3,
"SecretDocDBClusterAttachment": {
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,

"MySecretRotationSchedule":{
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" : "MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join": [

n n
’ ’

L

"Ref":"TestSubnetol"
1,

{
"Ref":"TestSubnet02"
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}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet0l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
-0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
]
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
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SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b'ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}::username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- lGetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB::DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:

- IRef TestSubnet0dl

YAML
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- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)
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+ Y532 Secrets Manager B4

£/ Amazon % &R GuardDuty

{5 FHi2 3% Amazon Secrets Manager =4 Amazon CloudTrail

Amazon CloudTrail ¥ Secrets Manager FIFfE APl A RicZ N EH , BFEFRK B Secrets Manager
HEMNRBEAR , UREMILNATRENBBRZARAEANEMS, BX Secrets Manager it & AE
B%I&k , E3H CloudTrail %8,

B LAEA CloudTrail ##| A EFHKILE 90 RiEFNEH, ERFLILREH Amazon IKF PS4,
‘& Secrets Manager WE#4 |, BRIE—MNREER , LMER BEXH CloudTrail &% %) Amazon S3 7
. BESRNEH Amazon IKF AIERER. BHALELE CloudTrail #EWKRE 2> Amazon Web
Services ik~ F#Y CloudTrail B &3 #Amazon Web Services X1,

ST LABL B B Ath Amazon BRSS , B — S 2 MALE CloudTrail SR IRENHE, EFE
CloudTrail BEMAmazon BREERK. Y& M Amazon S3 F# 4 CloudTrail X/ 8 B E X4t |, &
B LA EEH, BXEE , BSHEBEE Amazon SNS EXl, CloudTrail

M CloudTrail BEH# 3R Secrets Manager B4 ( #£#14 )

1. 3T CloudTrail ##l4& , Wit A https://console.aws.amazon.com/cloudtrail/o

2. BREVGEODRESHOXE, EHENEREMEXSRRENBLESH, NEFHEELAN
THFIRPIEFXE,
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3. TEEMSME®KS |, %# Event history (BHH Fi2%K).
4. ERIFIEFMY andior —NEESEE , AFBERIAEERNEH. Bl

a. EBEFEFTE Secrets Manager B4 , W TFEKEM , BEFESHIR. A5 , XIT Enter event
source (I ASBHIR) , #%#® secretsmanager.amazonaws.com,

b. EERERANMEEMH  NTEREM , TERREFEEW. RAF , N TRAREFEEN , AR
B,

5. EEFFEZFMAEGE , BEBREHSZHINEREL, EEFMETHEERE , iH1ER View event (B
BEEMH).
Amazon CLI

ExampleM CloudTrail B & H# % Secrets Manager &4

AR lookup-events RFEIR Secrets Manager 4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

Amazon CloudTrail Secrets Manager K92 Z&4Em

Amazon Secrets Manager f$77& Secrets Manager {EA R E SR IEFMBRMEXHEHNEZEBEA
&8 Amazon CloudTrail B&. BXRXMNXEEHNITRENER , 1BSH F Secrets Manager &z 5

EventBridge.

BE&BRE

- Secrets Manager #/EH HERE
- BXMIRRIENBERE

- TRATEHMNBEERE

- EXEHRBENBEERE

Secrets Manager #{EF BERE

B3R Secrets Manager IREEKNEHEE "detail-type": ["AWS API Call via
CloudTrail"],
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® Note

2024 F 2 A28l , HL Secrets Manager BERENEHHZEH ARN ZE“aRN’ TR
=“armn’s BXEZEER |, 5/ Amazon re:Post,

UTREFRRSES API, SDK = CLI A Secrets Manager #&4ERf £ K Y CloudTrail & B,
BatchGetSecretValue

HBatchGetSecretValuelREE K. EXRRFFANEER |, BHSH REHH,

CancelRotateSecret

HCancelRotateSecretiBE4E K, BXREMNEZER | BESHE ik %,

CreateSecret

M CreateSecretiR K. BXCUIBREZHANER , BSH EEEH,

DeleteResourcePolicy

HDeleteResourcePolicyBREE K. BXINRHEL , 1S the section called “ 5 1735 1iF H 177 7] 2
7o

DeleteSecret

HDeleteSecretiBEE K. BEXMEBRZIEAMER , ESH the section called “MiIERZ4R",

DescribeSecret

M DescribeSecreti@E4 Ko

GetRandomPassword

H GetRandomPasswordig&E4 KX .

GetResourcePolicy

H GetResourcePolicyi2E4E K. BXINRHEEL |, 551 the section called “ & 19 3 iE 1/ 7] 35
"o

GetSecretValue

H GetSecretValuefMBatchGetSecretValuelEE K. BEXARZZIANER |, BHSH FKEZH4H,

ListSecrets

HListSecretsi#BEE K. BXRIHBHHNWEELR , iB5S A the section called “EHK %417,
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ListSecretVersionlds

HListSecretVersionldsi#E4E KXo

PutResourcePolicy

HPutResourcePolicyREE K. BXINRAEE |, i5SH the section called “ & 133 1F F 1/ 7] 45
"o

PutSecretValue

HPutSecretValuelREE K. BXEFZFIHMNEL |, 5SS the section called “1& 247,

RemoveRegionsFromReplication

FRemoveRegionsFromReplicationREE K. BEXEFZRNEZEL , BSH SXEEH,

ReplicateSecretToRegions

M ReplicateSecretToRegionsi#E4E K. BEXEFHBHANEZER , BSH ZXFEEH,

RestoreSecret

HRestoreSecreti@EE K. BXxEFEEMBRZRIANEL , 5SS the section called “kE 2477,

RotateSecret

HMRotateSecreti#E4E K. BEXHRBRNEZER , BSH ik B,
StopReplicationToReplica

HStopReplicationToReplicalR £ K. BEXEFBHANEZER , HEH ZXEEH,

TagResource

M TagResourcel@E4E K. BRIRICHEAMNER , 5SS the section called “¥rid Z4A7,

UntagResource

HUntagResourcelBEE K. BXEUHZIAMREMNEE |, 55 M the section called “Fric 477,
UpdateSecret

MUpdateSecreti@E4E K. BXREMBLANER , BSH the section called “1EHZE5R",
UpdateSecretVersionStage

M UpdateSecretVersionStagel@E4E K. BXRRAEAMBHNEZER , S H the section called “%&
AR,
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ValidateResourcePolicy

A ValidateResourcePolicyREE K. BXINRHEER , iHZH the section called “ & 17 5 i A /7 1]
2,

BRI BERE

BR T £ 5 Secrets Manager I#EBRIWEHIL , Secrets Manager E&4E KA T SHIBRBERNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RF4E K. MREEFRANZELA LA DeleteSecret , REHREA
RestoreSecret , M Secrets Manager 2 Wit RN B NBREARA IR EH, BXERSHERE
$ANER , ESH the section called “IkE %47,

EndSecretVersionDelete

eI BR A MR ANET BB Secrets Manager RS £ K. BRELEE , 15 the section called “fil Bk
=,

StartSecretVersionDelete

£ Secrets Manager ¥ 241 Br 2348 iR 2~B¢ i Secrets Manager BRS 4 K. BXMIBRZHANES | &
21 the section called “MilBRZ348",

SecretVersionDeletion

£ Secrets Manager HilBR 2F AW Z R AR H Secrets Manager RSER. BXEZER |, S
7 Z A AR AN o

JRATEFNBAESRE

BR T £ 5 Secrets Manager #1EBRNWEHIL , Secrets Manager B2t T EEHIBERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EEHIRMETH Secrets Manager RFEK. BEXREFHBRENESZLER , BSR 2 XEEF,
ReplicationStarted

£ Secrets Manager FF 145 #4083 Secrets Manager [RE £ K. BEXEHIZANEZER |
S ZXFE
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ReplicationSucceeded

TR Ih & H B AR B Secrets Manager BRF4ERK. BXEFBHANESEE |, FSH ZXEEH,

BREHRRENBERE

BR T £ 5 Secrets Manager I#EEXRINEHIL , Secrets Manager E2E KA T ERBRERNE
#, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"],

RotationStarted
£ Secrets Manager FF A% Z4ART B Secrets Manager (REE K. BEXEHRNEZER , BSH
B Z1,

RotationAbandoned
£ Secrets Manager A RRZHH NEPH N ENI B R EBR AWSPENDING ¥r¥&ATH Secrets

Manager RS54, ZEEREREECIEZAMFRAE , Secrets Manager 2 A F R, BXE
BRNEZER , BFSH Bk B,

RotationFailed

ERRKRMETH Secrets Manager RFEK. BXRERNEZFEER , S the section called “%
R FEHE,

RotationSucceeded

R B4R B Secrets Manager RS RK. BXRBNESEL | H5H 11k B4,
TestRotationStarted

FETF R M IR F R A 1 R 1t R 3 BN Ry 2 4ARY B Secrets Manager BRSS AR BXREBMINESZE
B, BSH Bik BH.

TestRotationSucceeded

E RN AN 8 R TR I B i Z4ART B Secrets Manager RS E K. BREHENEZE
B BESH B #48,
TestRotationFailed

ENR IR EN AR ITRIZENF R B HA BRI K MET B Secrets Manager BRFERK . BREHRH
EZ{ER | {55 the section called “Eir A FHEE",
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V A

Amazon Secrets Manager £ /A Amazon # 1T ¥ #%2 CloudWatch

{8 Amazon CloudWatch , & AT LA Amazon RS H A B EIR , SLEEEREET LB HNE,
CloudWatch fFiX £ & 1T ¥ IERE 15 N , RBLERIABRIFALEEHE T T # Web M AREF R
SHIERE, 3T TF Amazon Secrets Manager , ] LA I2MK R Z4AE | 2RISR EZE |
AR Secrets Manager 9 API A , BiFEIEHIAHTHWER. BXNAKERERNER , BS
¥ CloudWatch A8 B £ A CloudWatch $5%%.

&, Secrets Manager 57

1. 7£ CloudWatch #ZHEI BB T , EFEFIEER.

2. HEEREBZREDR, WA secret,

3. HITUAT#H%E
EREEKF R RARE | Fi%ER Amazon/SecretsManager , g% #SecretCount, Itk
BR8P EMA—IR.
EWEEXY Secrets Manager B API A , @B EHASH#HTHRA , HER “EABR >
“4% Amazon ®R" , AREREKEMN APl BH. BX Secrets Manager B%13k APIs , &5
¥ S ecrets Manager HYIR1E,

4. WITATH®RE
E6|BIEIREREK , H23 5 Amazon CloudWatch A P8B4 I ERE R,

ERNFE , 25 A ma CloudWatch zon AAFEBEH K ER CloudWatch FE/ I,
EIREIEMRMNSITEHIE |, 2 Amazon CloudWatch AP IEE P HIREUERM S 1TE R,

CloudWatch 23R

BRI LB — CloudWatch BiR , HERBERETCHSHERRSKETLN , ZBRAKE
Amazon SNS JHE., BALAX Secrets Manager #§#¥5 ResourceCount i BER , ZIEREEK, R
WERAKE, BULIREERRRBEEENNEREZRENMER , ARBZIEREE TREREXN T
SLERENERTRE, BRNENBFLEMWRSTCAAEE. CloudWatch BIRF XA R 114k
FRERSHRARRE ; RSV NEERHRE TIEENR A,

BXREZEE |, EZRCloudWatch FAF#EEH A Amazon CloudWatch CloudWatch ZiRF1E T
FERNCIZER,

HRa R ERERERINER , RN NRERXEENREXET. BEXEZER |, 55H
Amazon CloudWatch B/,
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F# %€ Amazon Secrets Manager £5 Amazon 3 1TIEHE
EventBridge

£ S # e EventBridge , & A LAPLEL CloudTrail B &% B $#) Secrets Manager 54, &7 LAE
& EventBridge MNIRERXLEH , ASEHERNEHRLET BFRARXEITE. BX Secrets

Manager 12 %H# CloudTrail % B %% , 2 M CloudTrail % B, BXxi&E i EventBridge , 5
{EventBridge FAFF1§F) EventBridge®# “Al 7%

MR EREEEZHTE

@ Note

BT H L Secrets Manager 2R B %47 ARN XK/NER[E , FrUATE CHE S MRENEHE
XF , B EERRZE %4 arn M aRN FEEESE ARN EEEZRH. BXEZER | FS
%] Amazon re:Post,

AR RBIERT —H EventBridge BHER | ZEXNSZAE NN B EZ B HITE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",

"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
" ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-

arn":
alb2c3"]
}
}

ERRZHEN RS

LTREIERT —F EventBridge EHEN , ZEXSRFHENS BB MR ENTZEE SN
CloudTrail B&E%&BHE ., ATFELEHRE Secrets Manager 1 , HLNIH Secrets Manager
BRSERK , HitFHERSLMETE detail-types
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{
"source": ["aws.secretsmanager"],
"$or": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}
}

Y5 211 XM BRAY Amazon Secrets Manager 2248 17] B 480177 7]

B LA & £ A Amazon CloudWatch A &L 5 i#h & 8 38 &R S (Amazon SNS) Simple Notification
Service RAIEZER , BALSEMAAE LR SHRAZANITN. Amazon CloudTrailil REU F &
WIBA , BUREEEECERBRER , UABCESHERKBERAHBIENHEBR. ENAEELS
BEAPNE , RAZMATEE, 3F , CUREEFRAFMANTBANTAEEXREFHAF.

UTERBIHET HiEKRGetSecretValuelRES B EHIREEEB A CloudTrail BEIHFR , 204

WEEA, ATNBRARTEM APHREMFA2MASE, It CloudWatch BRI Z ATRERAFA
INAEFERTHEIINERRER.

EFRXEISEC A, BAREEKE Amazon Secrets Manager APl 3K Amazon Web Services
X iz FMK F~ CloudTrail FFF 8. BXxi%8 , S Amazon CloudTrail (AAFER) R EXBIZER

ﬂ'_:.ll_;o
S8 1: BE CloudTrail B EXH4& 5 El CloudWatch BE

BB E N CloudTrail A & X% EE| CloudWatch B, X#E##27 T ik CloudWatch Logs A BA
e 1REE Secrets Manager API &R LA ZEMIBRA 24

fti& CloudTrail B EX &%l CloudWatch B &

1. FTFF CloudTrail #&l4& , Mt A https://console.aws.amazon.com/cloudtrail/,

2. EMHFHSMEL , %$F Amazon Web Services XiF B2 %4,

3. EEMSMERT  &F Trails , REEREHNHEEERRERA B CloudWatch,

4. 1E Trails BEETE L , @ TR3E “CloudWatch BE” #8490 , AR EFREEIR
Cd
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5. XtF New or existing log group (MM BN AELH) , BABEANET , Hl0 CloudTrail/
MyCloudWatchLogGroup,

6. XFIAM B , EALIEAE R CloudTrail_ CloudWatchLogs _Role BIERIAAE®, tAEEEER
INABXKE  ZRBEARHEHAEZE CloudTrail EHFTERIER,

7. %% Continue (#4£8) MR EENE B

8. fEAmazon CloudTrail & &K F & API JE3) < Bk CloudTrail BIE4 &£ F| CloudWatch B &
EETELE | EEALT.

S 2 : B2 CloudWatch21R

E £ Secrets Manager GetSecretValue APl #4EE R 5 R FMIBRAV ZEART KN EIE A |, BATEIE
CloudWatch BiRH B E&E .

f1Z CloudWatch 23R

1. &3 CloudWatch ##|& , it A https://console.aws.amazon.com/cloudwatch/o
2. EMHSMEL  EREREZRHAH Amazon XiF,

3. EEMSMBE®ES , % Logs.
4

EHEAIRD , P EEL—NIBPOIEN ARAZIWEIEE , HI20 CloudTrail/
MyCloudWatchLogGroup, &iZ8IEIEFRIHFILES,

5. WTFHAEN , BARKBUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

1% Assign Metric (2 BL1E#R).
6. 1E Create Metric Filter and Assign a Metric WE L , }UITA T IRE :

a. XF Metric Namespace (E¥ran & Z=E]) , £ A CloudTraillLogMetrics,
b. XtF Metric Name ( E#5& %5 ) , B A AttemptsToAccessDeletedSecrets,
c. EBRETEREFRE , MEKE , BHR Metric Value (EHrH) £ A 1,
d. 1%#% Create Filter,
7. TETRIESRAES |, 1% Create Alarm,
8. 7t Create Alarm B , HUITUA TR :
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a. XWFEH, A AttemptsToAccessDeletedSecretsAlarm,
b. 1 Whenever: (BZ:) T, Nis: () &E >= HEA 1,
c. 1E Send notification to: 35 , ITA T REZ — :

- ERIEHAEAFM Amazon SNS & |, FEFHEIR , ARBAFMEIENER. X T
Email list: , @ AZD— B FER4it, BANEASNEFEHHFbU  HERAEZSHE
kEF .

- EAIAE Amazon SNS =& , FEREFANTIENEN. WRIIKRAFRE , HEEF
Select list ((£#E 5| &K).

d. EFEER.

£ 3 & : Mlid CloudWatchZ3R

ENRAEE  FOERA , A FERNER. A5 SHLRENE, CESETREN i RREK
B —HeE 7k, TRELIZTIMBRNBRANERARBR.

FERL T A E%$E Amazon Secrets Manager Z4AI &M%
Amazon Config

& LAMEF Amazon Config SRiIHEEHNZ4 | LEBECIREFELENIRE, EBALUER Amazon
Config MNE YR NZH AL EFEAEER, RS Amazon Config B BUR B FRF & RAL N HY #
B, R LURENZAKE. RREE. ATEHAMEN KMS 41, Lambda RBREBUARER
PRSI ERHITHER,

B LABLE Amazon Config A EHRBHE, BXELELR , HZFHAmazon Config &35 ZE Amazon
SNS EFAYE A,

MREHELAHPEZA Amazon Web Services Ik 24, M UAR S ZEEMSAELIE. Amazon
Web Services X8 HXEZE L , S H Multi-account Multi-Region data aggregation.

TNFERES

o REEAAmazon Config M N4 7R P AV B 1TIRME |, ABEEUTHANZ — -

« secretsmanager-secret-unused —RERBEHEIEBENRENIGR T EH,
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« secretsmanager-using-cnk— REZARBFEALESTCIRNEF IEER Amazon £E
N4 aws/secretsmanagerHE A EE N HEAHITINE Amazon KMS,

+ secretsmanager-rotation-enabled-check —KRERB N FMTE Secrets Manager FHY
RARE TR,

« secretsmanager-scheduled-rotation-success-check— B #E LXKMW EHRERE
EEMNRIRMER, RENFEMENERXR,

+ secretsmanager-secret-periodic-rotation —RERBEERENKBANLHRTH
£,

Y42 Secrets Manager R A<

& T LAME A Amazon CloudWatch 337 iy Amazon Secrets Manager . BEXEZEE | S
% CloudWatch Fi /= #5m H #Y 6 22 1K &2 2 4R DUE #2 B Fl{d Amazon & A

BIERAN S —fERE Amazon KARERN, BEXEZEE |, 55H (Amazon RAEEBRAFIE

) A Detecting unusual spend with Amazon Cost Anomaly Detection,

B R U2 Secrets Manager EAERNEE. , S the section called “fE A ¥ W5 CloudWatch”
the section called “f§ i & 5 Amazon CloudTrail ",

B X Amazon Secrets Manager E#MMHIE R , 152 Fthe section called “E",

£/ Amazon #: M B GuardDuty

Amazon GuardDuty & —TEMEN RS , AIHBERFENK,. B85, TEMAZEF Amazon IFE
FRBIE., BIFEAVEEY (ML) BEREURRENMEBLNIIEE , GuardDuty HFE£EEFRN AE
R, URBMRE AN BERENEFBEEN HBEHLMLESR. W0, GuardDuty IR e N EET
EC2 Kflgzh A% Amazon EHICIZEEENEFHEMIKSEANIES , MaRUEEEZR
B, Bl ZNFERTRGRARZIEHE. AmazonBEXxEZEELE , H5H Amazon GuardDuty
AFEE.

BINN S —NREERZERFETN. HlE0 , 28R Amazon Secrets Manager &% & Java SDK
MEfElist-secretsiZE. . MAA , AFSB —PNEHEFFH Amazon CLI M VPN AEBiEAbatch-
get-secret-valueflget-secret-valuefA , M GuardDuty AJAIRE XK IME - NRMAKEER
FIH. create-secret get-secret-value describe-secret APIsSEXEZER , F5H
GuardDuty IAM & 3K & CredentialAccess : IAMUser/AnomalousBehavior,
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EH M UE Amazon Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BFEM. Amazon R T AT RIFERABISZIEHME -

- ZEMEEHAMREANEFZEMHEENEREANER - XERFEEITILTRIZER , #

R THE Amazon ERBETREMMENENEEEN SR,

HIPAA Z25E8MRMA RS — AR BHER T 2B WAEAR Amazon IZRFE HIPAA FRAER
RRRERF

- ERAERF — W TEENERmETRER TERENTLANRELX,

Amazon Config 1 HREEFESHEBRE. TULEMMEANER. BXESZER , 55H the
section called “YSIZZ4AN S M,

« Amazon Security Hub CSPMiEf#t T BN L& RSN LEME Amazon , AIFEBEREHCSREH

ERETUIREMRETE, BX<EH Security Hub CSPM ¥#1# Secrets Manager ®RHER |, &
2@ Amazon Security Hub CSPM A F{EEF B Amazon Secrets Manager #24,

IAM Access Analyzer £ 7 A FABEAEIGE ZHN KR , SERBPHRHEQG, BXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« Amazon Systems Manager 1 Secrets Manager 2t 7 HiE LT F M. BRESZEL | ES

Bi& B F Secrets Manager B9 Systems Manager B3{tiz1TFMHSE.,

B LAE R TEE = E1T#RE Amazon Artifacte BEXEZEER |, HSHEHPM “T#H ks Amazon
Artifact,

BIEIRAE

Amazon Secrets Manager E&A A THRAENTIT |, HEFERBEMNMEIAUR , BN EHNERRS
EN—F5.

HIPAA — Amazon 2§ AH (BERARRBRBETEZER) (HIPAA) £AtRI, FHEZF Amazon
Secrets Manager I RFSHIPAAR&E RS, MREEZIT 7 A £ (BAA) Amazon , T AT
£/ Secrets Manager KRB EIHER S HIPAA FRERNNARF. Amazon HEXBH —F 7 1M
FNAREEENEMEENEFEHRT —HLL HIPAA Amazon NERWHE R, BXEZELR | iF
S8 HIPAA &#11%,

PClI 2544 — Amazon Secrets Manager i B RFRMEEE B 1 BWXAF-F1TU (PCl) BITFL LR
# (DSS) 3.2 IREMIAIE. A Amazon = mMRS 7. LEBEIRRAFFABENEFATNES
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https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/hipaa-compliance/
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EBHCOHK PCIDSS MM IAER £ Amazon Secrets Manager . H< PCIDSS WEZEER , 2
B ERE PCI Compliance Package B &EIZ , 1§55 Amazon PCI DSS 5 1 4.

* 1SO — Amazon Secrets Manager 2 X252 ISO/IEC 27001, 270 ISO/IEC 17, 2 ISO/IEC 7018
F11SO 9001 WEMINE. BXREZELR , H5H 1SO 27001, 1SO 27017, 1SO 27018, SO
9001,

« AICPASOC - REFH LS (SOC ) MERMIUME=FKERE , A TR Secrets Manager
IASEI KRB EA RSN B R, XERENENRBHENENFITM THRANZFEENSHAMLEM
EBIH Amazon #2HiEE. BXEZEER , 52 H SOC 2,

« FedRAMP - BXFX e ERNEE 1T ( FedRAMP ) E—IMBFEEMN TR , SiRE—FirtElLs
ERNEFRNERSHTLREEITN, BRURFLEERE, FedRAMPITXIE 7 AR SS Fth X 124 Id
RN, AR East/West BIFF = GovCloud S E#IE. BXEZEE , HSH FedRAMP

- EfER — EBAER (DoD) =it E L2 ERIER (SRG) W=RS IR (CSPs) 121 T HrE LBy iF(E
BORE , LREETHNIGRN , LEMIIEBENETEFRUEERS. BEXESER , F5H
DoD SRG ®&i&.

« IRAP - BEEEZEFMEER TR (IRAP) |, BAFTBREFEBRIIELSNEFEERE
B , HEEESNREER , FERARNIMERLHOEEN CRAFLBFMEEREFM)
(ISM)HIEXR (ACSC ), BXEZEE , BZH IRAP &R,

« OSPAR — Amazon Web Services (Amazon) 3X18 7T A BRFIBMUEW FitkE (OSPAR) AL,
Amazon S IFEAETIHHS (ABS ) B {ANBRFREFESBRNEFIER) (ABSEM ) REF
—¥ , XAEFRE , 4] Amazon O FHEEHMEERBEIZTULNZRFREFRENSH
B, BXEZEER , 5 R OSPAR &R
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https://www.amazonaws.cn/compliance/pci-dss-level-1-faqs/
https://www.amazonaws.cn/compliance/iso-27001-faqs/
https://www.amazonaws.cn/compliance/iso-27017-faqs/
https://www.amazonaws.cn/compliance/iso-27018-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/soc-faqs/
https://www.amazonaws.cn/compliance/fedramp/
https://www.amazonaws.cn/compliance/fedramp/
https://www.amazonaws.cn/compliance/dod/
https://www.amazonaws.cn/compliance/irap/
https://www.amazonaws.cn/compliance/OSPAR/
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Z 4™ Amazon Secrets Manager

L2t Amazon RERZE. N Amazon BF , BRI UZRTENREASHRLZEHRABALANE
SR T A4 2 RY 2R O M R 45 2R K

EMNIE Amazon HEFABZE£T7E, REHEEEFEHRNCHLZEMNTINRSM

« =EE — Amazon TR E Amazon =HIETT Amazon RS EMEEH, Amazon &R IERHE
A ZEFERANRS. ERN Amazon M ITRIN —&% , E=ZFFERZARFEHNXMNBIELZSE
HNERE. ETHEIANESMITRI Amazon Secrets Manager , BEREREAT XX D HSEE AR

Amazon R .

« DIREE — B Amazon RFSREENTE. EEFTENHMERNAR , SHENBIEN BB,
BN B E SR AR E AR E R EA

EXEZRR , HSREL M - Amazon Well-Architected 28,

FH

« BRKAEF 4% Amazon Secrets Manager %48 Amazon CLI B X &
s W HRRIEFIERIES Amazon Secrets Manager

- FEEIERI Amazon Secrets Manager

« PRI INZ MR Amazon Secrets Manager

- AW ERIZHEZE Amazon Secrets Manager

« f£/A Amazon Secrets Manager VPC £ im {7

- A IAM R E API 3[R

« RJEM™ Amazon Secrets Manager

- ERTF TLS

B K55 B 726 Amazon Secrets Manager %48 Amazon CLI B9 X\ &

LREEA Amazon Command Line Interface (Amazon CLI) ¥ Amazon R | IRREEEHTIHAFR
R AX LGRS, Fla, RATSER Windows a5 SRR Windows PowerShell , 2% £ Bash
% Zshell &, EFMRZES Shell BEEHERB TEXNEMNIIAE, BEHMATRESFERIZINEETE
BN, Bl ERZE Shell &b |, A LIEH LEFKBEERERAANG S, HRTZRIPNELE

&K A 174 Amazon Secrets Manager 2348 Amazon CLI B X & 279


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/welcome.html
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MAEMATRSFAGTALIERIIE, B4, EREITFENEMIARFTRENERNENG TS
¥, RESHEERBYLESRHIITES. N TRBLUEXE , FRENITUTSR

- EBEIFIHENARLIEEBIEITEN.
- HERBEATFERTBEANEHEXARER.
« 4R Shell ZRLREF (MREEEAEF 22— ) FTRREFBANSD T,

- ERA—LLHEMRIE Shell TR LIERARBIRNS . LA R4 B8 204ADRF 28 308 A SR B TR S 4
B, REFZ L% Amazon Secrets Manager @ H 3 BI85 8% 304, IXEBRE A M Shell
R EFARBRBLEA K,

AT RIS REAE Linux 895 ({1B2H shell AJREEERETRANGS )

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (~D) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

TXERSE , AEADLNE TR TALEZNRFLKEER[A—THEIBEAXSF

/A Important

BIAERT , TEETE Windows FERAXREAR | BRIFBEFRTH LIEFMHEF XK PMEN
A1,

F Windows TS IRATHREN 1 ROGTRE 1 XRGTWALIERKEFAX

1. UEERASHTASSRIM (UEBERFMET) .
2. EREELANER , RREEREMX.

F&AK{E 12 Amazon Secrets Manager 248 Amazon CLI B3R & 280



Amazon Secrets Manager ArfEm
3. ERIEDFL , FEARXKDPNBPXBITREN 1, AFEFEE,
4. BREVPRATHERBEFTLLEZPHGSHN , FEEREZGTTEEHBAS &5, filw

echo.

XA ARG R BB R T,

3t F Windows S SR RAFIATR |, IRATLA T #1ZSysInternals SDelete TE | REFEREXLUTFUTABH

DA
ApT .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the
file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.

iy B 475 iF M5 842 %] Amazon Secrets Manager

Secrets Manager i Amazon Identity and Access Management (IAM) SRR Z4B M5 RIARBR, 1AM 1B
HT EHARIEFIGEES, FHRIERIANABERNEMB., Secrets Manager FHZEE., HRIBHAZT R
HRENMZESHRIE (MFA) SEXRIEAFSM. B2FEFE Amazon, HRIEFIERIAEGRER
AN AT BEXT FEAE Amazon RIFRMITIRIE. Secrets Manager i F 5% B Sk XE S i B A5 0] R L %
R, AR S5 A X LR RINITHLERME, SH 1AM P EY R FIPR

F&

- BIXBRZS#E Amazon Secrets Manager
« Secrets Manager B A X R

- HEZANNR

S RAERE R 281


https://docs.microsoft.com/en-us/sysinternals/downloads/sdelete
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html

Amazon Secrets Manager AP s
+ Lambda %3k B ¥R A IR

o BBANR

o

- ET SRR

- ETRRIER

- FAETEMNTHERRES (ABAC ) #ZEIX ZHARI R

+ Amazon BYFEE KB Amazon Secrets Manager

« BEHEAERIAERE Amazon Secrets Manager # %3

« MNEfbIK F 157 Amazon Secrets Manager %4

« ARG T E 2 4R

HI X PRSZE Amazon Secrets Manager

Secrets Manager X RS & Al £ RS BN SE H Y Actions, resources, and condition keys for
Amazon Secrets Manager R %,

Secrets Manager B2 G X [R

MR ERF Secrets Manager BEE AR , HRIE A D0 BR IAM 5 40X BRF T FIKBEHE1TIRE -

» SecretsManagerReadWrite

* |AMFullAccess

BINBWEFEQRAAFPRTEEANR. REXHAFUUNENEERERYN , BB ARBRMENN
BR (IAMFullAccess) 2R F R EERAAFPHEENIR,

17 (5 22 £A R AN R

BERA IAM R, SRR EBRLE R P RS ARG RSN ZH, RERRMBEHER T B AT B
X R L B IR AT MR LE R, FRATIA -

« the section called “E T &4 H K"
« the section called “EF &R K"
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Lambda % ¥ B E IR

Secrets Manager £ Amazon Lambda BBk %40, Lambda RBIML T EEN BHAURZHITE
ERNBEFES RS ERER. HSFELRE,

hnER# e PR

Secrets Manager £l Amazon Key Management Service (Amazon KMS) 248 %1 2248 3 17 11 %3
Amazon B X4 aws/secretsmanagerBZI EBE EHANR. MREFEATREL KMS %
A , Secrets Manager EEXZZ AR, 1HZHthe section called “KMS ZEARIIXFR",

£ FIPR

BEMEA IAM XRKRE |, B R FIHL AP HRS I UNENZASFH B EMXE, ESMthe
section called “By L E #l”,

ET B eV RE

STRERHME AV 56, B Araffe, EETSH0RRS | LEERSHTNGAD
ETHANRES D TANBARTRLRIE, EXESEL , BSEBNABE AV 55T,

FU U EARREMRSPORARFIAFNACRFNR. Hla0 , £ Amazon EC2 k4l LiZ1THI R
FARFUREEETRREE, EUEM N EC2 2B B 4N IAM A€ | REFEANERE
AZAERFHRAISERFEFELIPNZANNE. BXEZEL , BEHAEH IAM A€ EE Amazon
EC2 4l EETHNARFRE FINRE. B LAMinE G kS 23F Amazon Redshift, Amazon
Lambda 1 Amazon ECS,

B3R A LUBIE BR IAM AN HM S B RERIENAFR TR, a0, B IAM Ae56EH
Amazon Cognito B2FMBINAEFAF XK, ACONAEFRTEEA N IER PR IEAT
EiE. A, EALUEANRRER FHAGNBANGRNER, BEXELSER , TSRS HREEFEK
S H5HRIL,

R TERET B DRI REER

- BFNSANBHAN S0 ENR,
o PREIERE AR AGIE AR, WA B A R e R B
- BF IAM AXZAN B ENR,

~
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/redshift/latest/dg/c-getting-started-using-spectrum.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html

Amazon Secrets Manager A e
« R REENHMEERNRR

o R EEA#EEN ABRANNR

- Rl HHEXR -ARAENNR

- il BEAF

- R BIEEARNRER

o il B ERBE Amazon KMS ZAR MBI

M RREANHEENNR

ERTRERAEHNR , BRI RBEH NI ZARS M L. EFDBECANKERE  BFSHE
THRHRBENE T RIFHN R, BXMNAMMEEAEE , BS5 the section called “E T HIRHE
B&” # the section called “BEF F KK,

HEBEFLERTX IAM AR HRINRRN |, W REIEEER. ERFEMLE API BRAPRR—AHARZH
R , &S the section called “/RHl : #tEK TR —HRFBEHNINE,

ExampleiZEEAZE - B X EBHEZHAMZENZH

MRERFFEENRANBABITINE | W AT BB AT REE M IS & 40 KR FIREZ B A5 R
PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName-
AbCdETF"
},

{
"Effect": "Allow",

"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-id"

1
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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}

A RERAE RN A B AR
ExampleiZ BRI #R — /N340
B UTREH MBS 4 |, TR TR RR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"

}
1

T~ tER R A FAENNER
Exampleitt £ 52BN — 46 %3 4A

FBA OB AT R B M B F 4R BFEMALE AP AAPRR —ERBHIHRINER. ZF
BBRE TIEAS , RtEMEHERATEHME SecretARNISecretARNZ , ffi] B R BER
FSecretARN3, MIBEMNZRH. MRBAAEEHLLE AP FHH B REMBIE | N Secrets
Manager FFR&REE(]l,. BEXEZEE , S MBatchGetSecretValue, o

JSON

{
"Version":"2012-10-17",
"Statement": [
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
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{
"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [

"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretNamel-AbCdEF",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName2-AbCdEf",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName3-AbCdEf"

1

o d o

R~ BERF

BRI ERABREFERETETIR —4HE.

Exampleifs [B] 2§ £ # 1 T B 2 1A

DTRBERFRRBME “TestEnv,/ LB ZHANR,

JSON

{
"Version'":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:TestEnv/*"
}
}

ET 085w
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Example s & Fir R % 4R 89 ST 83

AT &RBE#Z T DescribeSecret FMMNPEF LN List : ListSecrets
ListSecretVersionIds,.

JSON

{

"Version":"2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}

}

Example Lt 2 48 & #5

LT RBEIR B IR FRAMNFTE Secrets Manager IR, EFHIZEKRE , 1§31 the section called “&
TS HRE

ELBRFEAEN , TMEDFEXE, K/ ID, IZRSEHFBERA (?) HE—EXRERENENER,
MR Z4A B ARN, Secrets Manager &5/ NFENLFZRFH IR B4R B FRERN ARN B9 —E8%
Rt @B AEA L BERAFRCEXEFRF, WMRFEA "another_secret_name-*" &% , Secrets
Manager ™Y EELEE 6 MNEVZRFNTAHE , MBAXEEE "another_secret_name-
<anything-here>alb2c3",

EEZEWHNRBETFLAHTFENRH, BEIE , RNBRBEAHAUERESHRERCIE , BIE6
NERFRERL , APt B REFZANNR,

JSON

"Version":"2012-10-17",
"Statement": [
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{

"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1

Tl - BIEZEARINPR
ENAPRTNRAUERS , BRMNBUEHNREBMHMEAFEN IAM A, BEZH IAM AR 4,
Example 2 %4

UTRERTOUERANETZATRNNR, BERAIZEKE , HSH the section called “EF S
KB

JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}
]
}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
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T~ B4 EAYEE Amazon KMS 2248 R 122 #1232

/A Important

EEEEFrETEERRRS  RINBVWEEAZARBRZAR FRRFGENER. BXEZ
8 , 2R (Amazon Key Management Service FF X A R $5R) F I Authentication and
access control for Amazon KMS,

Example 42 Amazon & %40 aws/secretsmanager

DTREIELFERARCEREFNEL. Amazon EERE4 aws/secretsmanager b REEERFEA
ErEXTEERRARNEES. ZXBTERRED

1. B—KIBAIELEA B EFZRAMER Amazon HE X %4 aws/secretsmanager, Sid:

"RequireCustomerManagedKeysOnSecrets"

2. BEZZBAELLIBTEE KMS RN ZFHAMNER , R Secrets Manager 2ERIAEA Amazon
HE R %4 aws/secretsmanager, Sid: "RequireKmsKeyIdParameterOnCreate"

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "RequireCustomerManagedKeysOnSecrets",

"Effect": "Deny",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"

1,

"Resource": "*",

"Condition": {
"StringLikeIfExists": {

"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"
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"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {

"Null": {

"secretsmanager:KmsKeyArn": "true"

}

}

BT HIRA KRB

EETRFORES , BUHEER TG RIZBRE , LRI AN ZARITHERE, EUERE
TRIRRRER

s NENMAFHABRTENZANTENR,

« [MEAM Amazon KRR S RA R FIHRNR,

LURFETRREN R BRSSP AR |, Secrets Manager £/ Bz # 3 5|2 Zelkova # API
ValidateResourcePolicy , BFILEE & IAM ZREARFI BN ZANHRINER, St @A
AR E CLI 5 SDK BlockPublicPolicy S## PutResourcePolicy API,

/A Important
FIREREWUEA BlockPublicPolicy S¥uiid fE Ll A E 52 B AN E S8 09 22 47 19 32 TR SR B& 1%
FAHRFRENR , REBRFENER. BRTHEAXLEIEZN  CEFAREUTERRE |, X
BINEMNFTEF LB HRNER :
o FfINEIREK Amazon ZFEA (Bl , IAM A& ) WE T B AR KRE

o HEINBIRERFRMIET Amazon FIRAI KRS ( Fl20 , Amazon Key Management Service
(Amazon KMS) %48 )

EEEXNENFANNR , HS00 BEEBNRE RGN BH,
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https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
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EBE. EXIMERBANTRER (2F45 )

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. MEBHIRL  ERENER,
3. HARPFAGEENEE , EHRETMFHNERENRIS F |, EEREEHENR,
4. ERBFRD , JITUTEREZ— , RARERRT :
- EMMSUSRIREKR | WA XK,
- ERIBRXR , FRABFER,

Amazon CLI
Example & 3R % R SR B

LAF get-resource-policy R ZRMMEIZANE T EIRNKEE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example il BR %% R 58 B

LA delete-resource-policy RGIHR BRI MNEIZ A B TR IRA KB

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 781088 R 3K B

BAF put-resource-policy RN EBRARMNBEERE , BAREZRBREETRENZBHN
RIHEIR R, ZEBRMXHGF RN, BXELZEE , H2H ( Amazon CLI AF1ERE) RN
£ hn& Amazon CLI 28,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WA :
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https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/put-resource-policy.html
https://docs.amazonaws.cn//cli/latest/userguide/cli-usage-parameters-file.html
https://docs.amazonaws.cn//cli/latest/userguide/cli-usage-parameters-file.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
Amazon SDK

ERRM MBI ZAN K , iBEMA GetResourcePolicy,

EMIBRET INEI ARV KB , 1B EH DeleteResourcePolicyo,

BTG ERREH IR 2R4R |, EEA PutResourcePolicy, WIRBEZMINT R
B, REEAAENIL JSON R, ESH JSON FKBE SIS,

=l
dp

SFHBRNTE

\

BEXEZEER |, 1§53 the section called “Amazon SDKs”,
Al

Pl

- =l REENHMEENNR
« =4l : RXBRF VPCs

« =Bl RSEHE

™ R RENDURENR

ERTFREZAENNR , B LUGREHM MBI ZARSH L. ERBRECANREERE  FSHE
T EMHREMNE T RRNRE, BXUMHMNEKEHNER , 15 the section called “E T &IRAI K
B&” # the section called “BEF F B A KM,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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HEBFZERZMNAFPRACKRFENFANTRNRN |, LREEEERH. ERFEMLE APIBAA
PR E—AMBRINIE , FS M the section called “R4l : #tEH FE —HBRBEBEHNE

ExampleizBl — /N2 47
BT RS NRI 4R |, RATBAR F Z AR 1 R PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xr0le/EC2RoleToAccessSecrets"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

T~ XPBRA VPCs

MRIEEERE VPC AEBIGIE Secrets Manager , & A LUE S EXBRKIE P2 E R M4 KR Secrets
Manager B9iERk B VPC, BXEZEER , BZHFER VPC ik K &R HliE R Mthe section called
“VPC ¥% & ( Amazon PrivateLink ) 7o

BEHRAEMEM Amazon lRFIHRIZEAMNERBRE VPC , BN REEFIEL MR,
ExampleERiEREN VPC im R

TR AR EERET VPC % R AT 1T Secrets Manager #4E
vpce-1234a5678b9012c,

JSON

{
"Id": "example-policy-1",
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RAriEmE

"Version":"2012-10-17",

"Statement": [
{

"Sid": "RestrictGetSecretValueoperation",

"Effect": "Deny",
"Principal": "*",

"Action": "secretsmanager:GetSecretValue",

"Resource": "*",
"Condition": {

"StringNotEquals": {
"aws :sourceVpce": "vpce-12345678"

o d o

ExampleERiER¥KE VPC

LT ROIBARERVRE vpc-12345678 W B RIEMERERA. WA , AEEFERKAT

vpc-2b2b2b2b BY , ZRET AT FER LR ZANMZEENEE. R

o

70N

FF, BERE-/REN VPC URHEERE , N RS A LR R,

JSON
{
"Id": "example-policy-2",
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",
"Principal": "*",
"Action": [

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

Create*",
Put*",
Update*",
Delete*",
Restore*",
RotateSecret",
CancelRotate*",

E— VPC HE{TR AR

ETRIRE KRS
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"'secretsmanager:TagResource",
"secretsmanager:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
}I
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}

| RS E &

a0 SRE INEN R B A IR R B Amazon RFEFEA , BATEWEEERA aws: SourceArn #l aw s:
SourceAccount £R& M4 F, XHBERRMNS —I Amazon kS &% 2| Secrets Manager Bt , ARN
MKFEFLSTEERNLETXH, XHFHNEESBE TEENEERERR,

MERRFE ARN BERBRRBEPFRAGFERANZSR , MIFEETE aws:SourceArn RHFEMNERFERZ
%R ARN ., HEMA aws:SourceAccount &8, EXESZER |, HSH IAM ER,

ERMENBNRETR , REERABETHEZEA , BRL Amazon REFFET. AXBEFER
M MBI Z AN RFRENES , BSRZRFHI X4,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_iam-quotas.html#reference_iam-quotas-names
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Example /o ¥F BR 558 A BR 55 £ 415 (B8] 2 4R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"s3.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:s3::123456789012:*"
},

"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}

o d o

ERE TR AT R RZS] ( ABAC ) 2 HIX BRI 5 R

E?EHE’JEI‘MXFE?“%I | (ABAC ) 2 —FRMNKEE , ©RIFEA/. BEIIRE (HIWERT, WSEI
ARELMBERERNEMRER ) HEEIFERE R, EF Amazon , XLEREMEHRIIRE,

{5 FAPR 42 A PR BRIE iﬁ'&ﬂﬁ%iﬁqﬂ#ﬁﬁﬁﬁ HAERBEETSEDAER T TR A

Bh, ABAC MNIREZITHFF[ITMAEH , XEREAFNNARFNBENHEURATNRIEXES
BEXBRTHLETXRZATRE, 1’§|JZIEI : ZIEI%FHF'EE&%BH , MiFENREBEEE |, MAFEEFHIN
[REFRFACG. BEXESER , B5H : ABAC B LM Amazon ? |, RIFEIFZTE L7 R A HIR
BR. , REERA®TE IAM F#508 ABAC X B Secrets Manager B ERER.

5 FAAR SR I3 B AR 15 1) 296


https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://www.amazonaws.cn/blogs/security/scale-your-authorization-needs-for-secrets-manager-using-abac-with-iam-identity-center/
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R~ AT EGITERESRERSN LR

AT RBE fiFDescribeSecretifBl# B Z4AServerName MIEM R EM W ZEServerABC, RISt
R MBIENG G , NZBEENF RS PHEIZRSHEAZH,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

R RAW GRS BHANIRECE N & 4

LA SR AV P R B X K P R B89 AccessProject W& 54K AccessProject ¥
SEEHRENEMZHAESR GetSecretValue HENER,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
}

Amazon B E KB Amazon Secrets Manager

Amazon EEXRERAENEEM IR K Amazon,. Amazon FEERKEE RN FZEN AHIRMH
R, AEZROUFBIAF., 4dFMA3E98NE,

HifE , Amazon HERB AT NEHREM SR TFRENRNR , BACIIAHEAR Amazon
ERER. RNBUVESEHE TEARMNE S EEERERE -SRI NR,

BT EFE R Amazon FEEFRBEHEN N, R Amazon E#H Amazon IEE R E LHIRER |, N
EHAYNZRBAI<BKNMEZERASH (AP, AMAR ), Amazon REUREEBIIHH API
S E A RS m] LAE A ¥t Amazon Web Services RS B9 API #24ERTE T Amazon £ E XK.

BEXEZEER , BESH (IAM AF#ERE) K Amazon FEE KR,

Amazon B XK . SecretsManagerReadWrite

ABUER IR read/write 1B %X PR Amazon Secrets Manager , ‘23#E#iR 1 5i# RDS, Amazon Redshift
F Amazon DocumentDB &IREIINPR , LAK% Amazon KMS B FiNZMBRZZRANNIR, ZFKEIE
AIFBIE Amazon CloudFormation E &, MHAEEM Amazon S3 7 BIREVELRIENR Amazon,
5l i Amazon Lambda B AR Amazon EC2 VPCs, #24lAEEXENRFEFERAMENLIRE
BigERIR,

EQEBINRREE |, B4 E 222 Amazon CloudFormation #4#f Amazon Lambda i{T& &
HIBR. &R LA D B IAMFUlli B BB R, BS RN,

RERFHER

ZREEEE TR,

« secretsmanager - AFEEHMITFIE Secrets Manager &£,

« cloudformation— ARFZEIE A2 Amazon CloudFormation #tk., XENER , LUEFEHEE4]
B BRIRIThEERN ZFE A T LUBE T #6812 Lambda (¥ B Amazon CloudFormation » EXE %
{§8 , 52 the section called “Secrets Manager B £ 753X Amazon CloudFormation”,

Amazon I E XK 298


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/IAMFullAccess.html
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© ec2— AFRKHEARL T EC2 VPCs, XRMLFNRME , IHEEREH AN IR B ESHFM
EEZATFHNEIIBIEEMEERN VPC PalBEHRE R,

o kms— AFZEIEAFEMA Amazon KMS ZEA# TINRRE, XRLFENSEMY , X# Secrets Manager
TEEMBNBRZEZH, BXEZEE , S H the section called “HEEHHMZEFFEZE",

* lambda - A E#FIH Lambda BMREH. XRLFENFME , UECRZFENEETLEENE
YRR B B

« rds - RFFEHER Amazon RDS FEVERFEHl, XERLENEM , UECFAES S 4T
%1% Amazon RDS £ & 534,

« redshift - RFEMIER Amazon Redshift FIVERE, XRLENSRHY |, MEFERZEHISHNEMLK
A LLi%E ¢ Amazon Redshift 5£8%,

« redshift-serverless — AR EMAHE IR Amazon Redshift Serverless PRI AT R ZEH, XBNE
B, LAMEME RS A /) 4K T LLEERE Amazon Redshift Serverless 5% ZE 18],

« docdb-elastic - RFFE IR Amazon DocumentDB IRy M ER, XEXVNENRYE , LMERE
A4l A0 E4T L% E Amazon DocumentDB 3 i £ 8%,

* tag - AT EMARRIIKS PATE ECIRIEHEIR.

« serverlessrepo— AWFZEH AIE Amazon CloudFormation EE& XERHENSRYE , E
FERES AN EETEE Lambda RIREE. BXEZES IFEI the section called “Secrets
Manager ¥ £ 5 3 Amazon CloudFormation”,

« s3— RITFZEFEAMEA AmazonEEM Amazon S3 FE BRI R, EMEEE Lambda
RREBER, EXREXEN , XEFEARHAENEETEREFESPNEREE Lambda
BIME, BXEZELR , 531 the section called “Secrets Manager K1 f 753 Amazon

CloudFormation”,

EEFIZBE , 555 SecretsManagerReadWrite JSON 5 B ST,

Amazon EE KR : AWSSecretsManagerClientReadOnlyAccess

RN BT s AR FIREX Amazon Secrets Manager Z4AKI RIZFRINR, ERATFEEARE
MR EMERNZTHE  URBREATFEENZANBNIZEFEN Amazon KMS R,

PR 1E B
ZERBEITEUTNR,
« secretsmanager— AWERARZNZEH ERYZ THIE,
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/SecretsManagerReadWrite.html#SecretsManagerReadWrite-json
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RAriEmE

« kms— RTFZEFEAFEAZPBZNRE, Amazon KMS I RASEEN R T Secrets Manager 45 E

ARSS SAM TERABEH,

EEFRRKE (25 JSON REEXXHEHNRHRAE ) NESER |

fE®) FH AWSSecretsManagerClientReadOnlyAccess.

Secrets Manager X Amazon & & KB B3

& EH A K Secrets Manager Amazon BRI EHWFEMER,

B

AWSSecret
sManagerClientRead

OnlyAccess : MiEE
REE

SecretsManagerRead

Write : ST GREEHY
B

SecretsManagerRead

Write : TG RBEHY
)

iR B &

Secrets Manager €l 2025 % 11 A 5H
BT —IMHNREE

REE , REFIWmA A

ERFREANZHNR

BRI E R, LR

ARWFRRYZENHE

RNBTHIE , HE

EMEBEAMEN

Amazon KMS X BR,

LWEREEEERH , 1
YR A\ Amazon
Redshift Serverless #Y
R, AEEFEA
F R E8]2 Amazon
Redshift 2740 1%

## Amazon Redshift
Serverless & & Z=

=118

2024 £3 A 12 H

WEREEEH , 1
YR A B Amazon
DocumentDB 3# 1%
SRR , UEE
HlERFAIERR

Amazon DocumentD

2023 9 A 12 H

2 (Amazon EEXFKHESE

A

v5

Amazon £ & F
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSSecretsManagerClientReadOnlyAccess.html

Amazon Secrets Manager

RAriEmE

BEX

SecretsManagerRead

Write : XL G REEHY
3

SecretsManagerRead

Write : XTI GKBEHY
B

SecretsManagerRead

Write : ¥R

iR B
B BARTE R R R

(o]

LWREEEERH , i
PR 15 Rl Amazon
Redshift #98BR , 2L
EEFaAFE
# Amazon Redshift
#ZHAATIEE Amazon
Redshift ££8%, LLE#H
BRI T FENR
AFX7Z % Lambda
IR EBIENR Amazon
#9 Amazon S3 FAE4E
HATIRERIA B

2020 6 A 24 B

WEREEERH , i
YR 15 Rl Amazon
RDS &R , X
EEHa AR e
# Amazon RDS %4
FHEREEH,

2018 £ 5 A3 H

Secrets Manager £ 2018 £ 04 A4 H
BT 1K, A

FRFERES AR

FHNER , HAEX

Secrets Manager 97

& read/write 5 A

PR o

TS

v3

v2

v1

Amazon £ & F
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T E A NG EPREY Amazon Secrets Manager # %

FgBERT , IAM B LN RIFRIZE . RINIGEZHR , Secrets Manager 2 EBHE T RRHN
REUARZEERN IAM ARRAGNFTE SR, Nt , Secrets Manager £ 5 IAM A 18
EPREEREATEREL P EARSELRCHTE,

ZANERER A TiEKRAt |, Secrets Manager &1F AR X4 HRFIRR -
1. MREAXRBEPEEEXREXNEASERBENRR deny TE

ERXNKEN deny BEHMAAIERN B HE LRE,
2. MRZEBEERKER deny , BFAEXRERN allow SFERBENEIRTHE :

EARER allow RFFHRPEVIRETEE T ERANR.

MREGMBAMTHDTEAIKS A, NZER 08 R R KB I0E 5 089K #allow P EBA
B, B2 Amazon #EEFR, BXEZEE , BSH BKS T,

R ETERARER allow SFRBMERNF IR TE

w

Amazon BRIANER TIE4ER |, X RBRNIEL,

ERFRHET HIRAVRE
FHITUAT®REZ— -

$TF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o
EENBAFAEEREP , ERRNRED , EREENR,

5 to Amazon CLI call get-resource-policy= Amazon SDK 3 1T#
iHGetResourcePolicy,

BEMLEATUBESE T B RIEHEITIHR
A 1AM KBRS, SA IAM FREELIZE NN IAM KB

ME K 7 15 8] Amazon Secrets Manager 4R

—NKFFRBAFAIBE RS —NKS R ESR (BKSTR ) | SARAVER RN S 40 K $
HIT R, XERTFHRAFMEKS PN S B ERERRE,

BEEERRITFEHN ZH 302



https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow
https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
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ST P A BRI A TR BB

* CancelRotateSecret

* DeleteResourcePolicy

* DeleteSecret

* DescribeSecret

* GetRandomPassword

* GetResourcePolicy

* GetSecretValue

* ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

* RemoveRegionsFromReplication

* ReplicateSecretToRegions

* RestoreSecret

* RotateSecret

» StopReplicationToReplica

» TagResource

» UntagResource

* UpdateSecret

» UpdateSecretVersionStage

» ValidateResourcePolicy

& LAFBlockPublicPolicyZ i 5PutResourcePolicyiREE & A |, B LE @ EZM R EBH 2Z
FANERREBR T LAHIGRINE , NTIHBBRFEHNER, BEATLER IAM Access Analyzer BHiiF 5
T = 15 B X PR

& MAGT SR ERZHMBN KMS %4, XRENETEESER Amazon BERXZ4H (aws/
secretsmanager) #{TEKF AR, Bk , BATERECIEN KMS REMNZHZER , REHEKZRH
K, IR KMS AT TAH. EEXNHHANMBERR , 5SS the section called “BZEH"
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https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_UntagResource.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_ValidateResourcePolicy.html
https://docs.amazonaws.cn//secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-preview-access

Amazon Secrets Manager ArfEm

/A Important
& F secretsmanager:PutResourcePolicy REEHNE T HRRIRIEE A ( EIER Hitb
WP ER ) EBBRETRIRNER, WANRATLEEEARIENRE , SIMRENHHAN
TEEERHRNR, BMNBUENRKENAZENRLRNERELN, BEXELZER , BSHET
TORK R

T 5 RBIR R E R Account! FEZ AN MMBZ LA , MIE Account2 BV B3 B LR TH R Z4AEN
PR

ST FEIRRBEMNE] Account1 FREYE4A

«  UTEBAURPAccount2ikRlApplicationRole B AAccountl, BERZEKE | &S
%) the section called “E F &RV KEE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

SR 2 WiBARIME Account!  KMS B4R M 240 K BE

«  UTHRHABEBARY Account2 Fly ApplicationRole {8 Accountl HHEy KMS Z4A3k
R Accountl FHEH. EFALIES , BREFNE KMS BANRARES, BXESZE
B, B RERZHERK,

{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/kms/latest/developerguide/key-policy-modifying.html
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"

1,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

PR3 NEHREMINZE] Account2 R & 17

o BUTRERBEAY Account2 ) ApplicationRole 8 Accountl RHIE4E , HESFEHABH
fIF Accountl RIIINERIARMEZAE, EFEAILER , 5SH the section called “ET &1
KBS, BRI LATE Secrets Manager ZHl AR FAEENENESS ARN T H RGN E
ARN, Lts , B LA A describe-secret,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdET"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-
east-1:123456789012:key/EncryptionKey"
}
]
}
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https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/describe-secret.html
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MZS #3135 17 (7] 25 4R

& T LAE A Ro Amazon Identity and Access Management les Anywhere 7 IAM 5 7 S\ E83i= 17 B9 AR
SER. ARNNARFELEATRIGE Z2IE+H Amazon, B TEAEATUERS Amazon B
BREFHEER IAM KB IAM A€ 3KiEE Amazon &R, &85 IAM Roles Anywhere , #& 8] LA
Secrets Manager R1ZEMEBEL , LUE Amazon RN BREF RS SFSAM1E LW RREES
B, BXEZELR , 25 IAM Roles Anywhere FiFF 1R,

H Y BAE R Amazon Secrets Manager

% Amazon D EFEEEER F P HEBIEMRF Amazon Secrets Manager, MZAERFTIR Amazon |,
HRRPEITIEANRNSIREARZE M Amazon Web Services =, BATHEFNITEE W ERER £
RN ES, ERNBSEEFERK Amazon Web Services RS WE LB EMNEBES ., BXBE
RIMNEZER , BSRABERILEIL I,

HFHEERPEN , RINEIERY Amazon Web Services K & iE H £ 8 Amazon Identity and
Access Management (IAM) RENMNABAFKF . XNXASMNAFRTEITHIERZIAENNR, &
MHEBWEBEBIT AT A RNRFHIE

- NBNKFPERAZESHRIE (MFA) .

« AT SSU/TLS & Amazon #RES. Secrets EFTE X% TLS 1.2 M 1.3, Secrets Manager
EXFFNERELS (TLS ) NEMEDNERBEEE FEHZRIET (PQTLS ) .

- EAFRIZLA ID F5 IAM BRI R 1 R 240 KX SA4mFE 5 = [A Secrets Manager & iKY iE
R#TER, HEF , BULAEER Amazon Security Token Service ( Amazon STS ) £RIfT L2 £ &
IERNBERFITEE,

- ERAIZE API M F3E3) B & Amazon CloudTrail, &3 #the section called “f# i & % Amazon
CloudTrail 7,

« MRIETE Amazon BE SR TITRED API #ITHRIFEELT FIPS 140-2 BIEAYINBER | EEA
FIPS i% 2. &2 #the section called “Secrets Manager i "o

- MRLREH Amazon CLI 3kij 8 Secrets Manager , the section called “B& 1K & F 174 Amazon
Secrets Manager #4A Amazon CLI B X"

YIRS

Secrets Manager £ Fi#3¥ Amazon Key Management Service (Amazon KMS) # 1T Il 3 KR B2 A3
FEHWHZEM, Amazon KMS R T Z RS FERANZRAEFMEMINZE Amazon fR5. Secrets Manager F
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NENZAHEAR -—NHEZANE. 8/MEBHHFH— KMS ZARYF . SR LERN K, 6
F Secrets Manager Amazon £ &R 240 HERIANNE , LA BLfE Amazon KMSHEIZBE SN EFEE
%, FRAZFREBATILEX KMS ZENHTERHANBRNIZEG ., BXEZER , 8SH the
section called “ZA MNZE A",

&5 o &

Secrets Manager HEERHPHWMZHFERHEZLNAERS. R2NABHS Amazon RFHRF E
Secrets Manager & HH#9 API {5 RHITE M, Amazon ER{FAEFEA X.509 iE B H Secrets and/or
Manager FAE R ZAX API AR TR, EAMAK 4 LHIE (Sigvd) RAER T HLER,

WM REAEA Amazon Command Line Interface (Amazon CLI) & A F—4 Amazon SDKs k& T
% Amazon , WHREREEFAMNFERA. A, XETELAERBREZERANEZEZER, S
Bthe section called “B&{K 5 i 2% Amazon Secrets Manager %48 Amazon CLI B X",

HEMERERTL

Amazon BT B MM T AP MR HIKRARERN |, RHE T EF BAAIET.

RS EAREFiRNNAZRNRE

IEHVFAE M B R LA T B fpiE 2 5 =X AT 1% 4% Amazon Secrets Manager :
« — Amazon Site-to-Site VPN ##, BXEZELR , HZHMT L2 Amazon KX K VPN ?
« Amazon Direct Connect E#, BXEZEE , i§ZH 1t 42 Amazon Direct Connect ?

@ — XA Amazon #RiRZ B HRE

M RIRABIE PRI Secrets Manager 1 APl & i 2 BIHYRE Amazon , Ei& & —1NAmazon
PrivateLink AFA% 5 3\ 15 8] Secrets Manager API ik R

NRFAEE

¥ Secrets Manager EEMHEZ RPN BHRIBOFIRAN |, Secrets Manager KA KIEFR , B

RM KMS BEERFHEBIEEH. Amazon KMS Secrets Manager £tk ¥z 2 A TEH N

%, Secrets Manager FMBNHFEZAENENZRAREE . AFERBREEHAR , Secrets
Manager 2 E 3R Amazon KMS B ZIEZ4H. A , Secrets Manager {5 F % 2 i $R 38 25 40 SR % 25 0
HHEEH. Secrets Manager N\ RARMEZEN X EHBIEZR , HRRMAFHHRELSH, EXES
f£8 , 21 the section called “BAMNZFER",
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YRR I 2R M #E 28 Amazon Secrets Manager

Secrets Manager EREEH MZFE LR Amazon KMS ZHMBEZARRF S NZHE, SHFHPH
FEAEE WA |, Secrets Manager &M Amazon KMS & RFHEBEZHUNEREBRRP. RE , B
KMS ZAMBRIEZR , FREZAKEY. EMERE |, Secrets Manager B E£EA R KMS
AN MBHBRFEZAFHTHE. Amazon KMS

Secrets Manager A £ A KMS BEEXNZHEMNE. HR , EEA KMS ZREKFMMNE 256 L EHR
INZERFRAE (AES) NMBIEZRE , AERAKEZHANZRAMBEIMNE ., Secrets Manager £ & XA FEZ
XA IBH B A EI TN Amazon KMS , REFEMNAEFRIER. ©EEEZHNNBRIAEEE
ZEAW THIED,

FH

« 1%£F—1 Amazon KMS £zt

- HARME?

- MENFEZRE

- KMS ZHIR

« Secrets Manager Al A& H KMS %34

« Amazon &R % 4f (aws/secretsmanager) B %4 KBS
« Secrets Manager 1% £ T X

. W5¥% Secrets Manager By B3 Amazon KMS

1% FE—3I Amazon KMS $A &t

BIEZART , BATLUEE Amazon Web Services Ik MIXEAHNEAXNMMEZEFEEZR , B
£ F for Secrets Manager (aws/secretsmanager), Amazon EXNFH MREMFEBREBECEFFLE
Amazon £E R %4 aws/secretsmanager , Ml Secrets Manager 81T HEESZFHXKEK, 7
XIEWKF P BNBAEAMEBR KMS ZARNFEN KMS Zif, B FEEATEN KMS %4
N—HBRPREFANEBENNR , IBNREHEFTITXLEFANFERIE, Secrets Manager X3
BRI KMS 4, MREBENDBAFEPER KMS Z47 , NI KMS ZRNMBRETES
EFKAE , MEATEENSEAMESRFE , BNERSME Amazon AL 5.

EXEUMBHNNBZZANEER |, i3 M the section called “E N ZRY INZE Z4R7,

HIEERMNE AR |, Secrets Manager 2 AFTZAE# INZ AWSCURRENT, AWSPENDING Al
AWSPREVIOUS 7, 7 T EBEFEBEERHAZIN , Secrets Manager &£ LABIRY 4R N2
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FIEMBRA, XELREZ T LAER B Z A 5 2 4A R % AWSCURRENT, AWSPENDING
AWSPREVIOUS RZAR, INR&ELEFIZEAM kms :Decrypt R , N HEEHMBZLART |, Secrets
Manager TEBBRZARAREF MZCN]. EXHERT , IEREKTLBEFHNEZ,

RNTEREBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFRANZRI., RE , A THEBE
22 AWSCURRENT Z4ARRA |, & AMIAE R RINER

IBAT AR 5 R AR , Amazon EE X4 aws/secretsmanager A ERFRAEF XERHAXNER
HITMER, BXEZEER , 555 the section called “/RI : 1£48F F45E Amazon KMS 23403k 1%
M,

EERERAXREKN KMS 4] |, BRI EPEFEFAI B ListSecretsz DescribeSecret, H &
#A 5 for Secrets Manager (aws/secretsmanager) <BXA , X ERIEFTLIRE KMS ZAIRIRAF.
Amazon £E X 4

fTARME ?

Secrets Manager £ EE4AE , {8 S I 7105 -

- BHABHRAER

- RIRIEE

- SZRAXKHN KMS F4H ARN
o EAIMTHH Amazon FRE

INZEMBZRIE
RNTRZBRBPNZRHPEME |, Secrets Manager FERUTIE,

1. Secrets Manager £ 240/ KMS Z4A8 ID W@ A 1% Amazon KMS GenerateDataKey# 4 , Hi&
RIB{H 256 2 AES W # %4, Amazon KMS IRE— M X AR FEH AN ZEBZHNRIAL |, ZH
EZHE KMS ZHTHITNE,

2. Secrets Manager {£ A 4 XA BIE Z A M S RINZARE (AES) BEXN AP REAEH TN,
Amazon KMSRA 5 , B RRMAEFBIBRAEA.

3. Secrets Manager FFMENBBEZAFHEEZANABEF  FETATHEZHAE. B2 , E
Secrets Manager #8F £ APIs IREINZ N ZARIMBHN BIEZER.
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1. Secrets Manager @ Amazon KMS fZ B EH & A MBHBEZH.

2. Amazon KMS £ AZAK KMS BIARBRHIERH. ©RHEEBAXHEESR.

3. Secrets Manager £ ZBAXBERARBRRAE, AR, ERRMAAERREBRBIERS.

KMS ZHBY R

% Secrets Manager ZEIMFREFRER KMS ZK , eaRXRLUBREFZHAENAFRITERE, &
A LATE 1AM policy REZFA R P IR X LR, LA Secrets Manager ##EEZE Amazon KMS R,

* CreateSecret

GetSecretValue

PutSecretValue

UpdateSecret

» ReplicateSecretToRegions

E Y KMS B4 A TR B Secrets Manager BYiEK , AT LAEN PR BEH ER
Bsecretsmanager.<Region>.amazonaws.com{EM k m ViaService s: Z£H %,

BRI LAENE £ T X ZASRERES KMS 4R TIMRIRENSZHE. Fln |, 7TE IAM 53348
RENXHEPFEAFZRHEZMFEZER , IEBRNFPFEARNY R, KMS ZARNEBUEEERELD
HHEtE, BEXEZEER |, 55 CreateGrant,

Secrets Manager MR A& KMS %41

Secrets Manager ERAREY KMS Z4A A LT Amazon KMS #21E,
GenerateDataKey

Secrets Manager 8 % Amazon KMS GenerateDataKey#24ER N TR LT Secrets Manager

B]1F.

« CreateSecret— MR FHZA TS H4E , N Secrets Manager &5 R HTHI B IR 240 3¢ H #1740
o

« PutSecretValue— Secrets Manager i& R #FTHV B E R AR MNZIEEN HAE.

* ReplicateSecretToRegions— EMEE FIH 4R , Secrets Manager £ &4~ X H &K — > KMS
AN BEEA.
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* UpdateSecret— MREEck 7 H4AEH KMS Z4R , Secrets Manager 218 3K #Y B HE 2543 5k 4N
BT A E.

#ZRotateSecreti@fE R &AM GenerateDatakey , RAEFRLERFHAE. B2 , R
RotateSecret AEXR 7T WZEEM Lambda IR &% , MHIFA PutSecretValue BRIERTE
% GenerateDataKey &K,

Decrypt

Secrets Manager 18 Decrypt #4ERIEMRI LA T Secrets Manager #4E.

« GetSecretValueHl BatchGetSecretValue— Secrets Manager £ 24 EIR B4 8 A & 25X
H#t TR, EMZBMENZEE , Secrets Manager 218 Amazon KMS Decrypt #RER
REZHAPWMZHREZR. RS, cEARXBEZARN ENBRAERS. N THAAE
T , Secrets Manager AINEE AR ZENZ , U HIEMERAEBL™4% Decrypt 15
Ko

« PutSecretValue®l UpdateSecret— KZ# PutSecretValue UpdateSecret and ER T &t
%Decrypti®fE, B2 , & PutSecretValue 5 UpdateSecret ERZIRXE XA ZHAMRA
FHZ4AERT , Secrets Manager XA B ZAERZHFEEERPIWRABLR , LUBIAF

2EMEE. WIRETTHR Secrets Manager RIENBEFIRE, EMBIMZHNZ4AE |, Secrets
Manager 28/ Amazon KMS Decrypt #ERBEZEZZATHMBRTEZHR. A5, ©EAH
XBREZARN EMZRRAERR,

« ReplicateSecretToRegions— Secrets Manager B &% £ XFF W ZAE , RAEERIARXFEF
£/ KMS ZAEfHMIMEZHAE,

Encrypt

Secrets Manager ¥/ Encrypt ##ERIMR LT Secrets Manager #4F :

« UpdateSecret— MREEk KMS 47 , Secrets Manager & & i #1 %40 EF IR
3 AWSCURRENTAWSPREVIOUS. F1AWSPENDINGHLZ: KR AHY EIE 4R,

DescribeKey

H{YRTE Secrets Manager #2#l & a2 mBE AT , Secrets Manager A ZDescribeKey#1E
k#EE =S H KMS %47,

WEXT KMS B4 17 4]
HEEUHERSEAXKN KMS 28 , Secrets Manager A EER KMS i H

GenerateDataKey M Decrypt ##fF, XLRABWANARAREENNZ KMS ZHATX LR
YE. Secrets Manager A XLBRENER ; EFEEAMBRERPEAXLELER,
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BRI LURBIXEERA , BRXEERSP SecretVersionId BAME L T XWER
RequestToValidateKeyAccess,

(® Note

I % | Secrets Manager RUF AT EEME LT X, BAEKXEREHN Amazon
CloudTrail BEHR XIEE INZ £ T R,

Amazon B # 40 (aws/secretsmanager) FI B 4A KB

X 24 Secrets Manager X &R i & HiE KT |, for Secrets Manager (aws/secretsmanager) K %4A
RS RFAFEH KMS B4 TR ERE. Amazon HEXNF BHAXRBTI A EMA P EREE
A KMS 41,

BB ST Amazon FEE R B KM, HMEBSRRY . LT EFRBAEN , AL
METEE. AXHMAELS  ASHEERAEN,

ZAEMPHRKBAEEUTRN

« X3 Secrets Manager K{RIKFHFHWAFR ZHERN , FAFXERAFEA KMS ZTNEE
fE. kms:ViaService &4 %48 058 HIKHE PR &,
« foFiZ Amazon K 8122 IAM KRS, RFAFEE KMS ZAE MEFBUE RN

- R%E Secrets Manager 7 AR HURIRE KMS Z4AR 1A F PR , {Bi% K B&E /2 1F Secrets Manager
RERAFAE KMS ZBHETRN , F ATk BEEEM AT Secrets Manager £ KMS ZH RN,
X R BER X HWIREER Amazon EERNER.

LA 2 Secrets Manager =%l Amazon £ & %4 X BREE,

JSON

{
"Id": "auto-secretsmanager-2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",

Amazon B X4 (aws/secretsmanager) K B4R KB 312
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"Principal": {
"AWS": [
win
]
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
3,
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",
"Principal": {

"AWS": [

mgn

]

},

"Action": "kms:GenerateDataKey*",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"
},
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
Y,
{

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {

Amazon B X4 (aws/secretsmanager) K B4R KB 313
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"AWS": [
"arn:aws:iam::111122223333:root"
]
}I
"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"

Secrets Manager 1% £ T X

nEZETXR-AITEEEFRNERFENREN . HEENMBRENERPIEME LT XA, 2500
# Amazon KMS F R INE L T XHEZMBEHIE, BERZHE , S45E ABRBRNINE LT3

X BB R GenerateDataKey M 2% R F Amazon KMS |, Secrets Manager £ E5H AN & #-EX
WNZE LT, ATHRIRBARERE , WA T REIAR. BNF2Tl , EEEEAENMNBELTXS
HENZRETF.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}

O LAMERAMNZ ETXEFIHEEMAE (H/20F Amazon CloudWatch Logs ) Hif 5llixX L& 278
£, HERNKBANBRPHENFRMHS. Amazon CloudTrail

Secrets Manager tI# £ T~ X ZEHNEH-EX,

» SecretARN — F—NBH—EXNREZRE, B2 SecretARN, ZE=RZ4R Amazon Resource
Name (ARN).

"SecretARN": "ARN of an Secrets Manager secret"
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fFlan | NRZR4AK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , M#FE L FFHEIELUATX,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

+ SecretVersionld— FBZNBH-EXRFRRZRANRAE, 2 SecretVersionId, Z{ENRA ID,

"SecretVersionId": "<version-id>"

Bign , MRFAKMA ID & EXAMPLEL-90ab-cdef-fedc-ba987SECRETL , M%E £ T
LR X

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
LUIREB NN ERFAN KMS Z4ArT |, Secrets Manager & 8] % 3% GenerateDataKey M ZE K |

Amazon KMS U RIF AR E RS ENFER KMS ZRAMITXLIRME, SRBFERN , AT RHAE
{5 F 31X L5 1 7,

FEXLERUFERSP , SecretARN WERZAMSEFR ARN , {8 SecretVersionId EN
RequestToValidateKeyAccess , 1A R MNE L X ROBIPFIR. L4FERE T HBBIETE B EM =&
IR ER AP AR IR I E R

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
® Note

f£id % , Secrets Manager RIFER AT EME LT, BAIESERER Amazon
CloudTrail BEHR XIEEME £ T XA L,
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4532 Secrets Manager B Bz Amazon KMS

i’.&—llflﬁﬁﬁ Amazon CloudTrail 1 Amazon CIoudWatch Logs K ERER Secrets Manager Amazon KMS
RRERENER, BXRENBAEANEZER , BSH BEEHA,

GenerateDataKey

HEEZRAPLERERNZEAER , Secrets Manager & [ K% —NGenerateDataKeyiF R
Amazon KMS |, HiZZAIEE KMS F41,

g3k GenerateDataKey BENEHEU T ROIBHEL, ZERHE
secretsmanager.amazonaws.com M. SHIFEELAN KMS 471 Amazon Resource
Name (ARN), FE 256 U B AN B HAFURRMRZRA MR INE LT3,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:417Z2"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
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"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Decrypt

LR E R Z AN ZEAER , Secrets Manager B KX fEHER Amazon KMS LA % 1%
HEEZH. YTt EBanT , Secrets Manager TULEE AR ZENZ , Rt HEMBEER
EEF=4 Decrypt EKo

2% Decrypt BENBEHEUT REIEHEL,. AFRE Amazon IKFFIHERIEHELEA. X
LR EBEMZENRZH (EHNBX blob ) UARIFRKRMIKFEMNE £ T, Amazon Amazon
KMS M\ X F3REX KMS Z4H8Y 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}I
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"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46bl-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Encrypt

LEERSHAKEKMN KMS Z4A8T |, Secrets Manager REIKEMNZER , EREAFTBHAER
JNAWSPENDINGZAWSCURRENTAWSPREVIOUS, F#Z4AMRA, Amazon KMS HENZAEFH T 5
— XA , Secrets Manager i€ [8 Amazon KMS &% Encrypt Ko

1%k Encrypt BENSHELUT ROISH4EL., AR 2% Amazon P RiFRIREHEFE A,
"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
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"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-

aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",

"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

iy

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",

"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa0@71lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

": Marn:aws:sts::111122223333:assumed-role/Admin/user@1",
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}

ARy B iR % € Amazon Secrets Manager

YR —IEE RS Amazon Secrets Manager , % Amazon £XME L LMW RYF, BHX Amazon &%
AR5 AR t0fa] Amazon RIFEMIREHNEES , 2 MAmazon =22, EFEAEMRBRENHES
BRIZITEH Amazon 3R3E |, iS5 S Amazon ecurity Pillar Well-Architected Fram ework A #9 Eftt
RHBRT

B M %7 8] Secrets Manager it APIs £/ TLS Amazon £ #J. Secret APIs s Manager A 3L
MEMREMERHR, A , Secrets Manager XEFE T RFENIHRIEE  EFTUIEETIRIP it
WY BRE, BIRTLAEA Secrets Manager &R SRIZFIFI R BB EELFEZ= (VPC) AT 25
BELIET SNABRER VPCs, SKBRLE | X AT LU A EZAN ML B S Amazon ME R4
E VPC [REF R, BXEZEER , iS5 the section called “VPC it & ( Amazon PrivateLink ) ”,

£ Amazon Secrets Manager VPC &% T &

BANBWEBETENAERNEZ B RN T ARE LETRATRESHEMIZE. BB eIZEN

VPC i R7E VPC 5 Secrets Manager Z BRI A HEE, EDHSH—THEARREMRZHE Amazon
PrivateLink , iZFRESR APIsTEBBMMK, NAT &%, VPN E#Z Amazon Direct Connect iE
BBV FAZ G A Secrets Manager. #&# VPC FHISRBIFAFTELE IP #ukBI Al & Secrets Manager
JB{E APIs, #&H) VPC M Secrets Manager Z BIfYRET LB Amazon ME, BXRELER , S
% {Amazon VPC R F#ER) HH#E O VPC Im s (Amazon Privatelink).

% Secrets Manager £/ Lambda 2 RHHIRZH (HlINIERFEEFEZIENZFR ) it , Lambda B
B RIBY M IR E M Secrets Manager X HiEKR, EEAEFIASEAEHIRIRE , Secrets Manager
FEEENBFEFEMERN VPC Bl Lambda E¥. BIWEER — VPC F 42 Secrets Manager Ui
&=, BMEM Lambda 3 ¥ BB [E Secrets Manager & HHIER T &4& H Amazon M4,

MRERNHL[SAFRE DNS , MAERAERERER DNS EHAERXE S , [@ Secrets Manager
K& APl &R |, ffli0 secretsmanager.us-east-1.amazonaws.com. BXEZEL | ESH
{Amazon VPC AF#EmM) PHETE Dis 15 F RS

BT LB S N R R EE R M RBEEX Secrets Manager BiERKH VPC iR, AXEZELR
&2 5 the section called “Rfl : BRF VPCs’,

LAl LB VPC KL 28 A Amazon CloudTrail B &R E &SN 240 FE AE R
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A Secrets Manager £|2 VPC i &

1. #ESR (Amazon VPC AF#ER) #HH Creating an interface endpoint, AL TRS Bz — -

* com.amazonaws.region.secretsmanager

« com.amazonaws.region.secretsmanager-fips
2. EREXISwSMEE | iH2 5 Control access to VPC endpoints using endpoint policies.
3. EMEA IPv6 MMk F it , ESHEIPv4 7 IPv6 TR UR.

RO iw R0 2w LR

I RCREE R — R IAM BIR , B LCEEMMEEORS. RARKRKEATFELEORK ,\“milﬁllﬂ
Secrets Manager, E#2#| 21 M VPC 1518 Secrets Manager BIX PR , 15 B & X if S R BEFT N2
A% Ko

ImRRBIEEATER

« AIHATIERIEMEE ( Amazon Web Services I, IAM AR #1 IAM & )
- AHATHRE,
- AXNERITREN TR

EXEZEE |, iB5# (Amazon PrivateLink 18R8) A8 F i = 56 BE 32 53X AR 55 89 15 R AL FR o

5l : Secrets Manager 2/EfY VPC % UK B

LTREBELHAEBO RG], HEMEEORSN , LERBARNIEERA LFTYIE Secrets
Manager & 4ER 5 RIAXBR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow all users to use GetSecretValue and DescribeSecret on the
specified secret.",
"Effect": "Allow",
"Principal": "*",
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"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secretName-AbCdET"
}
]
}
HEFH

BEEESEASHTFHBEIE, #HiR, SUEMER VPC iR, BR , BALEESRXAZN FRFME
A VPC imm., BXx VPC HEWEE |, 55 (Amazon Virtual Private Cloud AAF#ER) W5 HAM
Tk~ H= VPC,

EA IAM KrEIEH API 175 7]

WREEER IAM ZKB& Amazon Web Services BRSS 1R 1E IP ik &5 IR , NI AT EEFE F KA
‘TIE IPv6 SR, ANIERMERET IPv4 MBI XE , IPv6e HNA T IMAEFEN IAM KrELL 15
XML EHEIX L E i o] LB B IR E IR X F W R R EFX Amazon BIRNZ 215 IPv6,

ft4=2 IPv6 ?

IPv6 B EERLRRN T —K IP #5/ IPv4, ZBIMARAER 32 (U F U HRKZEF 43 25818%
IPv4 IPv6 T2 fEMA 128 U F UKL 340 FZIZI1ZET ( HE 128 THERM 2 %) kZ.

BEXEZEER |, BESH VPC IPve W,

AT 2 IPv6 Hbiit Y R4

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.

IAM X #% ( IPv4 1 IPv6 ) BRBE

B LAMEA 1AM SRBESRIZHIXY Secrets Manager Y5 RIAXPR , APIs HPEIEELESTE 2 S0 IP stk ih
[8] Secrets Manager APIs,
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WHAE, {region}.amazonaws.com & F Secrets Manager IR L iw T R EN XM, APIs
IPv6 IPv4

ZIU%"‘%EWETEZHIPM M IPV6 , IEEHEH IP #b ik TRIEREE LALL IR IPv6 sk, BN, RAJBETE
N i#E$% % Secrets Manager IPv6,

WM IZMATILE R ?

MREFNFUHEBE aws:sourcelp WERBRESFER , MEFERLEME, XNF Uk ZEKE W% G A
X% IPv4 1 IPv6,

WMREFEAXN M, FEMERER IPvAR i uE IAM REESLEE IPve #itbiit,
ERNZHRATHER ?

MRERERA IPv4 WL, Nk BEHRT 2 EMEE,

Wi IPve 2 IAM REg

IAM SRBEfEF aws:Sourcelp £RHRBEFIMGE IP thutfIiFE,. WREHMEERANIT U ( IPv4 F
IPv6 ) , IEEFEM IAM KEELLEE IPv6 it SBE

ERBEM Condition JtEH |, & IpAddress #l NotIpAddress EERFA T IP it &, FEME
BAFRREER , ENENTELEBEEMER IPv6 M i &=,

XL RBIER aws:SourceIp, ¥ F VPCs , iEaws:VpcSourceIpl A,

LLTR IAM BF#EEY Amazon ET R IP SZFMKIE4L 15 0IMWAR. Conditionit
%NOtIpAddIESSEFE’J to Bl TFHA IPv4 #3tSBE |, 192.0.2.0/24F203.0.113.0/24 , XHEAN
b 1 SE E R IELE 15 (7] AP,

JSON

"Version":"2012-10-17",

"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
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"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"

},
"Bool": {
"aws:ViaAWSService": "false"

EEHMBER |, B ConditionTEE X SHE IPV6izitsE
FEl2001:DB8:1234:5678: : /64F12001:cdba:3257:8593: : /64,

® Note
TERRIE IPv4 ibit, MERABMNEEXLHbit,

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

Iy
"Bool": {
"aws:ViaAWSService": "false"

EHX VPC EFLLERE | B aws:VpcSourcelp M3k aws:Sourcelp :

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
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"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

I
"Bool": {
"aws:ViaAWSService": "false"

WUE SRR P i S5 IPV6

WMREAE R secretsmanager.{region}.amazonaws.com % R , BERIFETLUEZTZKR. THHNDS
BRANE T WA ATIIE,

L RBIER Linux # curl B4 8.6.0 , #EAE IPv6 /8 LT amazonaws.com i R YA T =
#YAmazon Secrets Manager fR% -

(® Note

secretsmanager.{region}.amazonaws.com & FEE W TR TR LI E. BX Secrets
Manager i R TEF|XK , iS5 Amazon Secrets Manager i &0

FFE X Amazon Web Services X NN IRFSAMEMNMERXiE, ZkRelH , RIIERAH2
EXERI (BFEFRILMIEER ) - us-east-1 wR,

1. FEAUTdigh THRERSKEZEER IPv6 it 1T,

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com
> 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3

2. FAUTcurlm THRERFIHRMNEEES R IPv6 EE, 404 MNRBRREEHRT , ™0 WA
RBRREERY

$ curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3
> response code: 404
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WERIRE TIiniE IP ERIRBIMRFEO , NERAKISim QBT T MEER IPV6, =& IP NiZ2—1
IPv6 it | R NIRIERS RIERIT B F inA ML

WMRITFE IP AZEHWRB RO , N F s R E L i Y P E R IPv4A{X -only, BAIBUERLT
curl R RIELEE,

$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404

X JEM Amazon Secrets Manager

Amazon %t Amazon Web Services X15 AJ X E £ Ik EMZE, Amazon Web Services XiF 12
HENYERENBENTAX , XETHAXAERZEER. SELENSERTRNMNSE, FMATH
X, BE ORI REETAX 2B TPt B EMAREBNNARFNREE. SRENEN
SANBEDOLEMIZHEAL  TARAERETESHTAYE, FEIENTT B,

EXHEMHENNERENEZER | TS TEMEZFE — Well-Architect Amazon ed #E28,

B X Amazon Web Services XiF M AXWEZEER |, iHSRAmazon £ EKERZHE,

JEEF TLS

Secrets Manager XEFXZMELZE (TLS) MEMEMUERARESEEFEZARIRET, HEEE
2| Secrets Manager AP 43577 KB, ATBAEA L TLS i, RIVEMECEEFEEZZHIRET
BEIhae |, B LSRR BATF i iX L 37 40 RN FT Secrets Manager A=W E M, XEREERE
ETZARMRYERTIEN , ELERIMNBAEAN TLS ME—HR2 , H EE TR REAINN
T2, T , GENFANRAZARRMDUMEL , EMaEWERNEHEMEE, BRIAER
T , Secrets Manager REFEHFE ¥ ML-KEM ZHRBREANMRERBZEESHNFHARRE RN,

ATHRPUSIMBNHRBERSIAREENKRTE , Amazon EESEBFR—BFANEFELREE
F&EE, BIE A1 Secrets Manager R PR T EEREEFRARBLERBEYS,, XEEAFEE
HRESNBREELSREFERHES  THRR TLS EEETLEAETREH—HBEAR, T3, AT
RAEFBEANMEBIRTRERSEAZARRIFNEERSIRTREREGRTE , RIMNBYE
&3t AP AT BRI

Secrets Manager £ E X8 2 /AN E X # 2 PQTLS.
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BERBSRBEF TLS

1.’ Amazon BAIETREFimAMNEIRE Maven REIHIH . RATEWEER R AT BRE. B
W, LR E AR IR A 2.20.0,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. FHERT Java B9 Amazon SDK 2.x RMEIERI B A E##1T#B{t. £ HTTP BEF IR LB A
BERETEZBEN,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. B2 Secrets Manager & & F o

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

M7E , HIZAA Secrets Manager API ERT , B RANBYBEEEF TLS &5 %l Secrets
Manager i &

BEXERAREEETFTLSHESEER , H5H .

» Amazon SDK for Java 2.x FF X E M MAmazon SDK for Java 2.x B RFMIEENE,
* s2n-tls &, FFFIR TLS SKHEMBEA s2n-tls.
- XEERFHEMEARHZEE (NIST) WEEFEBER,

EERERL 1.2 (TLS) WREREFERAHERZE (PQKEM).

Secrets Manager B9/ & TLS B Amazon Web Services X13 BRAE NI X#H H,
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M FEHEBR Amazon Secrets Manager

{55 F LL AL BY (5 B AT &5 Bh 5812 W NS & 8 £ £ A Secrets Manager B 7] 8218 Fl B9 6] &,

BRI AR |, 1S the section called “® i@ BHEE",

FH

o “FEIELEE

s NFERREFEUENEL LR

o HIEMANAE TR ER,

« EBIR MR W EI“Cannot generate a data key with an asymmetric KMS key” ( 7% 8 F IE33 #r
KMS B BIERS )

« Amazon CLI 5 S Amazon DK #1EFTEMN S ARN AR EI RN ME

o WWERH Amazon RSEE , BMATERIZRSX EHITERH.

+ {8 Transform: AWS::SecretsManager-2024-09-16 B} Python &3R5 A kK

“TH R # B4 S

L {R[E Secrets Manager # 1T 2 GetSecretValue 5} CreateSecret 23 API AR |, fRUATME
IAM fXRRFBEH T ZAA. HEFEREH AR , 2HAESRREHTHEN AP BA |, HiE&E %M
A IAM R, EER AR IAM KM INEEH IAM AP RSB HARRE TR, MREF
XERROBEFRITSEMEM | Sl time-of-days, IP ik BRE | MIETE K& IX B R ET th HTUH B iX
LZmR, BXEFLBEICERT IAM AP, AACHNRENESR , 28 (AM AFERE) BHNE
A%, B X Secrets Manager FTEMRRMEL , S the section called “ 5 4 3 F 1/ A1 2 5§l

MREBERER AP ERHNEBERTFESHEZEE API F3R Amazon SDKs , HFRITEAERERZEETiE
Ko

X F i 2 2 M 54 1

FRIAATRHERN IAMAFSASEFEBNNR, BNRZEFIENRERE T IAM AFSA
B, XBWE , NBRXETH IAM AFSAERTHINR, BXERNEZEFIENRNBESXNES
5, BZH IAM A Em ezt ine 22 IR R,

WASEEXYERH#TESR , ARBRBRIEBLTIR, EXEHAEE , BEHMERBHFRIESHT
S, RE IAM AFERPHEA IR Z£IEBER Amazon BRF R,
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BRI nNZ2FIDREIH. BXESEFER , 28 (AM AFERE) 9 BERIGN Z2FiE,

B Secrets Manager FTENBRHWEE. , 1S H the section called “5 135 iE F 15 7] 32 5,

HIEIR 48 3 BN B R IR AT AV B dio

Secrets Manager fAB A HL —HMEN 2 HRNITEERE, R1E Secrets Manager ( X HE fth Amazon iR
F) PN EAERSBEE —BRN AT EMTETEN RSP ENL, CERFSEERSHEZE. EF
XB5EFXEzE , AREKNWXEEXE 2 AREHFEZTENE , XQER—EMNER, Secrets
Manager thfE A ZFRIESHRE , BEERELEERT , XAsEEMtE, EZ2alEFNRTEERNZ

Bl , ERAIRER A M,

EiRITERNARFINERIIXEATRNEER. i, BERNARRF TR TE | BIEE— M
B THERT L ERMUER R,

BABRL BN mEM—L Amazon RFENEZER , ESH :

« Amazon Redshift BIEEF Z A RPN EELHIE — 3t
« Amazon Simple Storage Service AR ®H Amazon S3 FiE —SMHER

« Amazon KEIEEEH A Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

- WO% EC2API ZEHRMT D EC2HL — Mt

£ 2| B W Z et U R “Cannot generate a data key with an asymmetric
KMS key” ( B3 EERIEXNFR KMS ZEAERBIEZRR )

Secrets Manager £ S BRI HINE KMS ZHARAN BN BAEERBEZHR. TeERIEN
R KMS 24, BINEERNEXIFINE KMS B4 , MAREXNT KMS B, BXEH , SR
Bl EXIHE KMS Z4H.

Amazon CLI 5 S Amazon DK BETEMNE D ARN 3 B B 89 5

ria

=

HEFZERT |, Secrets Manager AIAMTZEH ARN hREIZR4E  MEETEM ARN, BIMEHF4A
BMUEZREBRANEZHFERE |, Secrets Manager AJRETCEXM —EB%2 ARN R EIZR4H, RATEIL
B AR ARN BB .
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https://www.amazonaws.cn/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/query-api-troubleshooting.html#eventual-consistency
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#symmetric-cmks
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Amazon Secrets Manager ArfEm

EZHRMER

Secrets Manager 2 E ZHBAMAKEBRMANENFHRF , UBEBARZE ARN B —1, MRMBRT
FHRZP  REEAHBENEMHEZTHZY , I ARNs HTFXEZRE , SANRHLEMTE. B
RiFE BZANAFR T2 B REBXNFHEBHANH RN , BRI ARNs EFRE,

Secrets Manager Al N Z4A1E ARN , HP X, kP, BAEN , EREFHFNANER , W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA -2 ARN BY , 7 Secrets Manager & R I&LLF
EETTEMN ARN, fltn , BAgeEHF — N8B H MySecret-abecdef WEH , EARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HERWAUTRME ( WBRERER—E5 %4 ARN ) Y, Secrets Manager AJBE2 R T EIH 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
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