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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",
"iam:AddRoleToInstanceProfile",

iam:AddUsexrToGroup",
"iam:AttachGroupPolicy",

iam:CreateAccessKey",

iam:CreateGroup",

iam:CreateInstanceProfile",
"iam:CreatelLoginProfile",

jam:CreateRole",
"iam:CreateUser",

iam:Get*",
"iam:List*",
"iam:PutRolePolicy",
"iam:UpdateAssumeRolePolicy"

]I

"Resource": [

"
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a. NTFAFE, NAFBA—1NEW.
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c. B®EET-—F: MR,

d. i%# Add user to groups

e. &Y Endusers HNEEE , EET—F i5Z , REERT—F : &,
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- MEESIZBNT~=RAEENK, P
& 5| B T# 1T MK Amazon Service Catalog & — X1
- MEESIZRASEREICENWEAR , ¥R TX

fFlgn | anSRE A~ 0000000000000 B H = fMus-east-1IMAK/ 1111111111 @AA , T
fRE SQS ARN ProvisionProduct 2 IE##J, Amazon Service Catalog arn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue

BB EERTH DescribeProvisioningParameters @A Lambda B %K,

FERBRMEED Terraform T E 5| ZFEH

mR EHWRERE LETXRAHATRES lambda: Invoke #ER 7RI PR

Amazon Service CatalogH R 5| Z IR NS B FET 88 Lambda B E BN @RS KR
Flambda:InvokeBE K~ X RIV 15 B KA : Amazon Service Catalog

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:111122223333:function:SexrviceCatalogTerraformOSParameterParser"
}
]
}

A TE
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XM iZRSWERILEEZE T4 Amazon Service Catalog EHE—INPR, B2 , B LAFEH
aws:SourceAccount KEEE L T XERH — XN HRH, MiXLBA%I Amazon Service Catalog
RFEHEER | EAEEMK S ID Amazon Service Catalog EEZ 4, YBTEESFREASHRES X
FaARTLEERRAEREKSERALNSIZERN | X—KRXEM,

Blan | & 0] LAE A A0 PR BY SRS SR 9 51 2B BR &1l X A2 R B 000000000000 1 111111111111 B9
H3K -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTexraformOSParametexParser",
"Condition": {
"StringLike": {
"aws:SourceAccount": [
"000000000000",
"111111111111"

mREMNREBEELTXEHATRS sqs:SendMessage R 1EH 7RI AR

H Amazon Service CatalogiRt#) 5| Z 02K B E R 1ES| A Amazon SQS BAFIHY 175 7] R BE4R @] iR 5 =
HIRFEKF sqs: SendMessage ( FMIKERH KMS ) PR : Amazon Service Catalog

FRIRBEFINENER Terraform kL& 5| ZE A 13
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Amazon Service Catalog EERER

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]
}I
{

"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

XRiZRSWERIEEZETAT4 Amazon Service Catalog EIHE—INPR, B2 , B LAEH

aws :SourceAccount RIEEE E T XEAH — SN HRS, miXLRAS Amazon Service Catalog
RIFHER , FAEREKSH 1D Amazon Serwce Catalog ERZ, SETEBIFREEHRES X
FRAFEHRRERERKFERALNSIZHN , X—/BRXA.

FRIRBEFINENER Terraform kL& 5| ZE A 14


https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy
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Blgn | & el LAE A A0 PR B9 SRS S8 9 51 2B BR &1l X 2 R B 000000000000 1 111111111111 BY
B3R :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resourxce": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringLike": {
"aws :SourceAccount": [
"000000000000",
"111111111111"

}I
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFxrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

FRIRBEFINENER Terraform kL& 5| ZE A 15
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}
]
}
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Al]

BRI LAME R AT E"R — N B mEMRTT 1R A Amazon Service Catalog , tB AT LURER AT
HREDPNSRHITERE,

EXRHREH  BHUEZREBANRLAFRPNEORTEL, EFREREER , B SEFREAS
REBVE~R. FANRLKAF  RERITIBCRSVWHRNRLAFPBHAEHBI =R, “@RIUURUT
F£—1n :

« —H7E Amazon Linux LETH=FRXHE , HEMEE LR ITLERAS Amazon FIRH
Amazon CloudFormation #&4X,

o —H7E Terraform BLESIZ LETHHRHE  EF targz BEXH , ZXHEXN T=RULERDN
Amazon &R

® Note
Figeal , FRREE T IRE Amazon Service Catalog FHI S,

"
> B

i1 FE
« Amazon CloudFormation =@ A

o FFEAER Terraform =G

AIIE

Amazon Service Catalog 2t 7 —1MNB SR WERHFN ™ RERMBATTE , RETLUIREAT, &7
BN ANEFREESPNEA~REFZZBECSHKS, , RAERELNERFTEE L.

B

. RREH

- THREZ

Al'E 17
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FRFAF
EEAAVEFWERZ S FRREEEUTARE :

« f£A Amazon CloudFormation #RiRFIEHNNIR, BXEZER , ESHAFEAEFIHRINE Amazon
Identity and Access Management,

- B Amazon Service CatalogFTEHNEEANR. EXEZELR , BSH the section called
“Identity and Access Management’,

THES
EXEMTENELRNESZER |, 53 Amazon BHRE,

Amazon CloudFormation =@ Al’]

BAILAE R AT R — N R I B9 7= m AR AR 18 £ Amazon Service Catalog , 2 AT LAIRER AT
BRI S RIITIRE,

EARHED , ENUBREEANRELAFRPNSAHMITEL, ENEREER K SFECEB-m4A
& REVEF M, FARAAF , RERITIBCRESTHRRKAAFPBEHAHBEY =M. %~ m
= —MNE Amazon Linux LETHEFAHE , ETENL @A UERAN Amazon BIFEH Amazon
CloudFormation g,

(® Note
Fraz el , BHBREEEEK ’E Amazon Service Catalog FHI SRR,

|.|.|/
i
Q‘Fl'

. & Amazon CloudFormation 1 x
 DIEBRAX

 BE mAE
 EmAEFOIER M@

. AN DB AR £ 3R A BR #2451 K/
AMBEFHARASE IAM AT
MRLAPETFERA SN EXE

¢ |
% [=

\‘\\'Fl'
;‘ﬁ

N
B
~ o o | fw v

\‘\\'Fl'
;‘ﬁ

Nil
S

Nil
B
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://www.amazonaws.cn/architecture/well-architected/
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- SR8 NHAFZLAF KR

£ 1 4 : T# Amazon CloudFormation & 4%

& E] LAE A Amazon CloudFormation 4Rk >REL & FELE = m4A S ™R, HEikZE JSON = YAML
BREXHWXAEXHE R TEFEMEENRR. EXEZER , 3 https://docs.amazonaws.cn/
AWSCloudFormation/latest/UserGuide/template-formats.html i F#§8 A #YAmazon CloudFormation
BARE R, BOLUER B CEER Amazon CloudFormation %5855 X A %1825 R B B MR ZE AR
EAHESD , RINBHT —NMEEEMRKRBBEA T, WERSFZ3IH SSH HE Ml EAE A/ Linux
=6,

(® Note

5/ Amazon CloudFormation #iREEFHINR, EEF B 2E , BREHEE EBHNR,
BXREZEE , BSE AI'E FHERSH,

B T8

R AR IR K RHIENR T4 development https://awsdocs.s3.amazonaws.com/servicecatalog/-envir
development-environment.template onmenttemplate %%,

ERIT RN
RPUEARE IR M T PR :

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "Amazon Service Catalog sample template. Creates an Amazon EC2
instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
Amazon resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {

SRR TEIER 19


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-formats.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-formats.html
https://awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template
https://awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template

Amazon Service Catalog EERER

"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {

SRR TEIER 20
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"us-east-1" { "HVM64" : "ami-08842d60" 1},
"us-west-2" { "HvVM64" : "ami-8786c6b7" },
"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" },
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }
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},

"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }

}

}
}
AR IR

BIRFRERD =R CENRR. 88U TS :

« AWSTemplateFormatVersion ( AliE ) -F T el ttAmazon BERVIEREXVRE. HITWERE
HARAZ 2010-09-09 , HEE R BRI —HNERE.

o IR (WIE ) - BARMER.

- BR (W) - AFZAEENATREI=RHNSH. T8I S, BREIE—PRE , EFEA
HELITHEREHNAR, BRARNEZER , 55 £H Amazon Service Catalog £J 3R,

ZKeyNameZ B A F B8 EHRL AP EMEMA Amazon Service Catalog /5 31 %89 7= fa B 247U 1R ALY IZ
DMt E R (Amazon EC2) BEAXN B h. LREETRNLSRP OIBZEHX,

o THIE (WiE) - BHAXREBERHEMERNITIR, Amazon::CloudFormation: Interfac e BE X T
BARAFPEHA0RNME RS, ParameterGroups B M E X MAIF S8 5 4A LA K X e 48 FIFR
Bl, ParameterLabels BHENBZILENSHENR. SAFPEESHREHE T HERN™R
i, RERAFPEHAMBEBERE Server size: TETRFREHN Instance configuration 5
B, HEFRE Key pair: FERHREHN CIDR range: # Security configuration S,

« BRES (k) - AAKREERMSHENBZHANIBENMRSE , SERKREL. SRLUER &R
N sl o HE Fn:: FindinMap AEBEENBEMEMNER TR, tEANERSEXESIRA
EE8 Amazon XXt R Amazon R (AMIl). Amazon Service Catalog 1 i bt BRET R &
R P EFEEN Amazon XigREEZEFE A AMI Amazon Web Services BB &

- BB (LF) - #ERBRREEM. S| ABERNERENRETsPHRIR. ZLEERS &
fHEE 7 —1N=1T Amazon Linux B EC2 SRR — ¥ SSH i RIZSEFIMN T £4EH., EC2 KfIH#
B B o ERAAFBANEEREESSHIRE SSH 7RI ZLA B .

Amazon CloudFormation £ 281 Amazon XM L8 E XL HWIRET LR AMI ID HOoHEo B Z £
H, ZLEEBEENATFIKAO 22 LREBAFIEERN CIDR IP #iBE A A TEHE,

c W (TE) -EHRAFTFRBYITRNNBENXA, RENERREBEEIHIZFINLE DNS B
HHEEREAEBAF, AFPEEL DNS E# k£ H SSH iE B2 4,

ST TEER 22


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/format-version-structure.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-interface.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-findinmap.html
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EXRERIAFTENEZEES , 25 (Amazon CloudFormation AAFIEmM) FHEHRSZE,

HIR 2 IEBRPEX

EfENRAAFREB B ETARETRHERN R , BLI6IE— Amazon EC2 key pair. %A
Rﬂ%ﬁﬁ?ﬂﬂ%"ﬁ?&ﬁﬂ’\]’&ﬁ%’?‘fﬂﬁﬁﬁ?ﬁﬂ@?&ﬁﬁ’\]ﬂxﬁ?ﬁ‘fﬂﬂ’]éﬂ.:.o BEREZPEXNNESZER , BHRKEE
&% Amazon B4lA , AREF T Si# EC2 AFEEP I L% EC2 Z4AX,

REFEHR Amazon CloudFormation #1x ‘@& L TKeyNameZS# : development-
environment.template

"Parameters" : {

"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"
3,

R4 AP EME A Amazon Service Catalog Z4AX 3 30 B THE AR MY 7= GBS A IE E B A BV & 7o

MRIENKFHFER - NEFLEEANBAX , MALBE $]R3 : 612 ~mda. BN, FHMN
hEZ

REZAX

1. ITFLSE EC2 ##lA , Mk A https://console.aws.amazon.com/ec2/o
ESMBE KT H Network & Security T , i%# Key Pairs,

2
3. 1E Key Pairs W L , i£#% Create Key Pair,

4. YT Key pairname , B AZ TiEMEH , RFERE Create,

5 HERFIAREBESAREFEAEBAXHN , BRZNARFIRE2VE

/A Important
XRERELEBANMHNE—N L
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-reference.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.amazonaws.cn/ec2/
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SI|3: 0IE FmASs

ENAFRHTR , ARBENREFREUEFREAS.
tEFmAS

1. $TFF Service Catalog ##|& , ik https://console.aws.amazon.com/servicecatalog/o
2. EEMNSMERT , EFF-mEE  RARERCIE~RAS.
3. BALUTHE:

- FRHAEEH - Engineering Tools
- FRAEHEIR —Sample portfolio that contains a single product.
- #1EH%& - IT (iteexample.com)

4. EEHE,

B4 EFEmAESHEERFT R

REFREASRE , ERUTNETRAGHOETR T . EAKESD | BFIESE R Linux Desktop BI7=
M, ZFmET Amazon Linux EEITHZHFEARE N TFIBIEFRAEN.

ErmAShelErm

1. WMREBEERL—FR , WFE TR Portfolios WH. &N , iEITFF https:/
console.aws.amazon.com/servicecatalog/,

BEANAEESR 2 POIBNIRIE~RAS.
3. &EEL&EHF~R.
4. HEFREAGESINCESmAEL  WANUTRE

N

@A - Linux Desktop

FmiEiX - Cloud development environment configured for engineering
staff. Runs Amazon Linux.

- PEE-IT
- DHEHE- (ZF
5. EMRAFMAEER
WMALTHEA :

S®3:EFRAS 24

H)
THE L |, %&F A CloudFormation i, RFIEFEIEE Amazon S3 #4x URL



https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
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- %£$Z1EIR - https://awsdocs.s3.amazonaws.com/servicecatalog/development-
environment.template

o RAFRE -v1.0
« ¥R — Base Version

6. EXBFHEAEEID  WAUTRR

o BXXRE TP — ITSupport@eexample.com
o Z 8 - https://wiki.example.com/IT/support

- X#FHiR - Contact the IT department for issues deploying or connecting
to this product.

7. EEGIE M.

BT 5 AN IIAEAREY SR A PR I S5 K/

AREFREASEINRMN RS — B2, ARTURHFRNEHI LT (BFHAR) , B7
LA N7 b0 E) Amazon CloudFormation 4R ( BRAR ) . BXEZEE , S £H Amazon
Service Catalog 4R,

FERLFANIE Linux Desktop =R AIRIEAFERB S AHER KB KLFIXRE, MAFEAEER , B
FEEBM 6 NRFIEBAHITIER | YRS FEERWEHILBERENFNR/PER : t2.micro
M t2.small, BXREZEELR , HSH Amazon EC2 AF¥gmEF M T2 =4,

FHEARL RN IE Linux Desktop 7= i

1. EFRAEFHAEENEL , ERAR , ARERUBAR,

2. HFERIBARTEP , ¥TF=mil , &#F Linux Desktop, RJg , N TLARKEID | EFER,
3. HEERARIBD , mBEXERERS.

4. FUATABTHEIXARRESRT

"Rules": {
"Rulel": {
"Assertions": [
{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}1},

HPR 5 BMERLA R 25


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/t2-instances.html
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"AssertDescription": "Instance type should be t2.micro or t2.small"

5. HEHERMEAT | @A Small instance sizes.,
6. EERBIE,

FSIR6 . RINBHARUDE IAM AE
B REEERL AP B3 mA Amazon Service Catalog #ER IAM A6,

FHSTRE | B/ @ Linux KE~maNEs1BRE , LAE Amazon Service Catalog A LA F ¥3 B
Amazon CloudFormation R IAM &R,

BE=maENERNBHLRE IAM BELMEFL TR

1. Amazon CloudFormation
2. B Amazon CloudFormation & #x & 9 BR &%
3. EIREHER Amazon S3 i F1EHL Amazon CloudFormation #& 4R Y 175 18] % BR .

EHARLESEAAFAUES =0 , AERZEHEENTRESRHETERE. BXESZER | #F
2% Amazon Service Catalog BE14I %,

RERBHARN , BFREELEFTINAN IAM RBFENRKLAF , A41F8EE A Linux Desktop 7=
fmo. 5l , %ServiceCatalogEndUserAccessE B F 47 Amazon Service Catalog &4& P12
# A& E A ENRE IAM R,

BEERBHAR , BAILUEME IAM RIEREK , HHRLRAF IAM RRBERERE. BXESE
B, S AM AFERE PR TRIERR,

=R EAES

1. EBRIAM BFEEHE JSON ST~ o 25 KA 5 A,
2. 7£ JSON REEM#HH , ML TR

« cloudformation— fFGIE, BEEL, FH. MBR. FIHFFRiE Amazon CloudFormation 3
# K Amazon Service Catalog T2 X PR,

SR 6 IMMBFHAR 26


https://docs.amazonaws.cn/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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- ec2— AFHIE, EE, BEA, BEMFRIZEN Amazon Service Catalog =R — 2L S
#hE M i E = (Amazon EC2) &R Amazon Service Catalog T2 R, RIEEEHBBW
Amazon iR , LR AIBES K ETL,

NIEH Amazon Ik BTV IEE R , H U EENRERKHMIIEEN IAM BE,

- s3— AFHEHFER Amazon S3 FfE#E. Amazon Service CatalogEZPEF= M , Amazon
Service Catalog FZ i/ 8] Bl E X Ko

 servicecatalog— ftif Amazon Service Catalog KEXFZLAFFIH, W, BEA, RicH
B &R,

« sns— AFREFFRBIFIH., EH. EAFIRIE Amazon SNS £BH Amazon Service
Catalog B R,

e ec2

® Note
BRESHBHEMER , LTLESBEYRR JSON H.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack"”,
"ec2:*",
"servicecatalog:*",
"sps:*"

1,

"Resource": "*"

},
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{
"Effect":"Allow",
"Action":[

"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":"true"

BEET—F , 7%,

BET—F , %8,

EEERKAMEL , WA linuxDesktopPolicy R E .
RO R,

ESMERT , ERAG, ARERCUEABHMITUTERE

N o g bk~ w

a. T “EFEAESRA F , &F “‘Amazon RS, ARE “Hftt Amazon BRFHIAHFI” TEE S
ervice Catalog. %% Service Catalog Afl , RFEET —%,

b. # ZKlinuxDesktopPolicy Kl , REEPZEIEE,
c. BEET—F,

d XFAEEZF , #A linuxDesktopLaunchRole,
e. EERUBRAG,

8. ¥ https://console.aws.amazon.com/servic e Amazon Service Catalog catalog £ FF#2&1&

9. %4% Engineering Tools &= R4AS

10. EFRESFAFEEREL , ERARLETM+ , ARERLIELIR,

1. SIF~= M , % Linux Desktop , X FARKR | ®EZH,

12. FEFER IAM A6, ETRER “linuxDesktopLaunch& & | RFER “BIE”,

TR7: OREAAFERTFTREASHIHRINER

E , Rt mASHRMITm , TUAKRARFRETFHRNR,

FR]7 : ARLAFRTFFRASHIHRRR 28


https://console.amazonaws.cn/servicecatalog.
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TR

MREEZERNRLAFCE IAM B4 |, i5Z [0 Amazon Service Catalog A AP EFINE,

REN = mA ST RIRR

1. EFeRdaFgEERmEL , ERIHRNRIER R,
2. EERBRTFHFANR,
3. HEEAEWFL , EFRAHAFH IAM BHASRE,
4. BRI RIAPR

SR 8 MIAZLH 4K

ERUE

RARAFRERYHRRLRAFREHAUBARHEN>m , BUAKLAF Amazon HH&x
FHITIXLE

5.
RIIRLAF AL RRLAF 2 A

1. ER (AM AFERE) T IAM BF B9 &F0i5 A 1TERE,

2. HEXBEES | EBRESEEngineering ToolsHAAEH Amazon XiF, EARKEAH |, HEF
us-east-1 X1,

3. ITF Amazon Service Catalog ##l%& , https://console.aws.amazon.com/servicecatalog/&EE :

- Fm- AP AEAN M@
- B~ - AP ERNMEE™ M.

ERIFRAL AP LR 3 Linux Desktop 7= f

BEEE , ERHED |, %#F us-east-1 X,

1. EERHENFmES , %#F Linux Desktop,

2. EBRRZHFH, BHEREF@mNES.

3. /B3 : Linux Desktop WHA L , % A Linux-Desktop FEFIE &= m%& Mo
4., ESBREL K WMAUTAHE , REERT—% .

o REI]IA/D -EEF t2.micro,
o BEAN - RBTBRIBRE SB] 2 QBB helBINBRAN,

HPR 8 WKL AR 29


https://docs.amazonaws.cn/IAM/latest/UserGuide/console.html
https://console.amazonaws.cn/servicecatalog/
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provider "aws" {

}

resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name

}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0Q",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":
"true"
}
}
}I
{

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
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"s3:Get*",
"s3:List*",
"s3:PutBucketTagging"

]I

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

},
{

"Action": [
"resource-groups:CreateGroup"”,
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}
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B, AR5, BYLUER Amazon Service Catalog HEACGNATFRNEIANIR. BXNABHA
&, BHACRINRIIBEHACNEZEER , HSAmazon Service Catalog /531 BR#l,
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NE. RICHEEFRAAFEEEEREHNASURNGRNE , BUFAERFMIXLENRE,
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ERALRAPUUERSRFHRNRNT R , B4 EAailREE4qa IAM PR , A6 A
7= & Amazon CloudFormation ik ENEE Amazon BiR. i , MR~ ZERTE Amazon

Relational Database Service ( Amazon RDS ) , N& 2451 A~ & F AT B 317~ @i Amazon RDS
PR o

ME R AWSServiceCatalogEndUserReadOnlyAccess XBE , NN AR SESRLRAFEE
BUENHRNRER , B ER = mAEREMEE mATRENNR, £AE IAM R EERREL
APEFXENR  BRUIREERFZLALX Amazon EIRATFRER | N R i% 5w NSNS
HER, RE , BILAER Amazon Service Catalog FEFARKNAT=RNBIIAR. BXNAR
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BALBEEENKBERBHZHALANELZEER, UTRAINFBUNABEELEMNRIENTHRILS
L)Jm{,\FﬁF'\ BENKFEXE, EANOAFRRTES. Ef. KLENEELATMEE ™ @m0 15 R R

1) BZAFCBRNTEESR ; 2) AEtMAFRFERAZARNACAENTEE~m ; = 3) BiZA
F’*%E’JWKF@UEE’J%@EE?‘ZE&O XMERERNEDEWN - RFEKFRIHENRNXENRTFAGEMN
RAPRIAFENRER , ANBERLRNRN2BRTFRAPRIGRNR , EF2RFKFPRGRNER, BT
TEZKBE JSON H{EfH Condition 3R¥EAN accountLevel, rolelLevel = userLevel RIEE LR
R

X L R4 t3&E F§ F Amazon Service Catalog APl B ARVERY 5 A &

3l : UpdateProvisionedProductfTerminateProvisionedProduct ,
AR 52BN 4E : DescribeRecordScanProvisionedProducts,
FMListRecordHistory. ScanProvisionedProducts fl ListRecordHistory APl #&
YEEM AccessLevelFilterKey fER#IA |, ZBHIEX BT A T12H Condition R4 5!
( accountLevel &[&F“Account’® AccessLevelFilterKey {E., “Role’f roleLevel &
FM“User'® userlLevel B ), BXEZEE , 55 (Service Catalog FF XA RIERE)

~l

- EE mAVEER T2 1HRNR

« TRECE mAVER A A i R AR
BB Ay E I R &85 15 R X R

MEE~mNEERTEHRNR
THAXEATEREEKSREB FRHPNAEE™ mAMICF,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"

1,

"Resource":"*",
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"Condition": {
"StringEquals": {

"servicecatalog:accountLevel":

}

ZREENNRESE T THAKE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
]I
"Resource":"*"
}
]
}

R ZEEE S Amazon Service Catalog J§EConditionXR#EM K s
E"servicecatalog:accountLevel"iFRIXPR, JEXE , accountLevel HEINREEE

roleLevel M userLevel iHEIFPR,

BB~ mARLR P RNR

THAYRER A /R ERRRERG N R 8EiRE A C ol 2 TRE & ™ m M KBS &

JSON

"Version":"2012-10-17",
"Statement": [

"self"
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"Effect": "Allow",

"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"

T B m ey EIE R E00 U7 H AR

MR TEHHRNRENARE—NEF , AFERMEEER B BRI HIGRRE - BRETS
WRZFRMERNEATR, SEREAFEBEEKS KRB FPNEMHEE~mEixEkics , B
FoEN AT %A P AR AR A TRES &7 f S iE RMATERE.

E-NMRBATRAFNECUENTMEESmPITEARE , EFATNEMLRAF A ZNTEES Mt
TEARE, FE-NMRBAVRAPNAEAS. ASZKS, IZNTEE mIITREURE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"
}
}
}
]
}
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeRecord"”,
"servicecatalog:ListRecordHistorxy",
"sexrvicecatalog:ScanProvisionedProducts"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel": "self"
}
}
}
]
}
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https://docs.amazonaws.cn/codepipeline/latest/userguide/tutorials-S3-servicecatalog.html

Amazon Service Catalog EERER
M= mEL E GitHub, GitHub Ml AR Bitbucket A BV #E 4R T4

Amazon Service Catalog A&~ mES FEI N BFMEERUHEENERMHE. Amazon
Service Catalog FFEB X BEHEEN~mMHN Git S m. FHEEENZIE GitHub “ GitHub 1l
fx” 2% “Bitbucket’s Amazon Web Services MK~ £ ASANEBFMEEK B , LAILARIE S Amazon
Service Catalog =M EFH NG~ mUR L B 7 EPWERH, YIERXHHITERHFRRRE
EREEEFRT (I , £ git-push ) , Amazon Service Catalog & B 348 U F o 3 61 2 #1897~ AR AR
(¥t

.
s FrEmESEABERAFENR
- BIEKFER

- BF Git AP miE

- E¥ Git S miERE
- HiBR Git A7 RiEE
« ¥ Terraform 7= mEF B3R B GitHub, Enterpr GitHub ise 5 Bitbucket &4 34
« Amazon Web Services X13 X #F Git BF 7= M@

e

7 @B L BAERMR TR

A LAE R BT Amazon Identity and Access Management (IAM) SE#&/E R #E4R , /# Amazon Service
Catalog B A B N~ REDS NN EFMHEPHERH. LR EIE CodeConnections F#Y 4 5F
PR Amazon Service Catalog, Amazon Service Catalog BUEE 4| TEHEREKEE | HER AEMH
FER 2 7= met £ Amazon Service Catalog AWSServiceCatalogAdminFullAccessEE K,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
"codestar-connections:PassConnection",
"codestar-connections:CreateConnection",

T i 5 SN A R AR S PR 7 5 :


https://docs.amazonaws.cn/servicecatalog/latest/adminguide/security-iam-awsmanpol
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"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation”,
"codestar-connections:GetIndividualAccessToken"
1,
"Resource": "arn:aws:codestar-connections:*:*:connection/*"
},

{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForSexviceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"
}
}
}
]
}
BRI FiERE

£ EMR MR L F Amazon Service Catalog 7= 2 8 , 27182 H RN — X% account-to-account
EE, SUUEAREEREETEMFRR N ERENFARGE . EALFERA Amazon Service
Catalog ##l&. ##l CodeConnections &. Amazon Command Line Interface (CLI) 5% &2 i% %
CodeConnections APls,

BIMIEER , B LAEA Amazon Service Catalog # %15, Amazon Service Catalog API = CLI 3k
#12 [E 25 Amazon Service Catalog 7= f. Amazon Service Catalog B & Al AIRIBEFEMEEM 9 X
R R X4 B2 % Amazon Service Catalog BB EHINEF M. NMREFEEFRERTER , N
Amazon Service Catalog & B 31 B H QI B F V™= RARA . L BIF= MmARA AT ol 8 i3 H E B kiR
RS, HIFIEERNESFEARS.

o | E0I2ERE S Amazon Service Catalog B3I Bl RFHXAE (SLR), LIt SLR /1F Amazon
Service Catalog % M#E R 217 ERERERXHE R, £ RHEHLIE Amazon Service Catalog /1T H
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B NES = RAUEFTH=mRE, BX SLR XERMUEMEZFEE. , 1S Amazon Service Catalog
WIRSHEXAE,

EOEHWN Git BE ™~ m

1. EENSHRERS  &EEFRIEK  REERUE~ R,

2. WAFRIEFEMAEE,

3. ERAEFEMER P, EEF A AWS CodeStar Z2HEFIEELNRBEEE" , AF &R 0l
E¥ AWS CodeStar iE#2” 852,

4. BIEEEE  RIFTEEIIER  REEEMERE, BEEFREFAGE , SFEFRE. 2 XWMERX
e,

BXREA Terraform BEEMHMNEZER |, S H fF Terraform = mEZF E5K B GitHub, Enterpr
GitHub ise 5} Bitbucket FItE R4

a. ( BIZ# Amazon Service Catalog 7= m & RS A% ) 7£ Suppor t Det ails £8% , A= mHY
TR,
b. ( 8I2%F Amazon Service Catalog ™ m&Z R AL ) £ ‘bR 885 , 1E#FE “RIFRZL" , R
BRA B M E X
5. ERCIEH~m.

EREZA Gt AF~ M@

1. 7E£ Amazon Service Catalog ##| & M S ERD , EBEFRIIEK , REEFRCUIRZA gt £E
= o

2. WMABRAFREFEAGR.

3. ENABEHEFAEFES , EE— AWS CodeStar iE# , REEEEMEND X,

4, TERNFRBERT , AABREBREN=REN. EFAMFHE , AEREZEREF N~
AR o

AR EAESmE  RRMERE M,

o

I A Amazon Service Catalog 7= fiE 1 2 S\ SR 17 6% B

1. 7E Amazon Service Catalog ##| & M SMERF , E& T@RIK", A
HEBFEES

2. HEEFRAEL  2REERIARFHEENTR , RAEEET -5,

i
i
T
H
=y
i
e
23}
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3. EBERFHAFE WHEL , EZEINE AWS CodeStar E#E , RARIEERME. H X MERH
BB,

4. ii?%—lt_j;_o

5., BEEFARRNEL , RIEERFARFE  REERS™mEEINSF®E,

jilll

EE Git AL~ mEE

IBAILAE A Amazon Service Catalog #8#|&. APl 2 Amazon CLI REF FM#EEENIFAFEE, X
FHEZET AR HY Amazon Service Catalog 7= @ , BH UM “LXREASRE” FREBEBXEMEEE
R ER XRS5 REIL R RINE R,

® Note
B LEF RN EEFRMESEMERESRES, ARPMSRAEFEE IAM R
CodeConnections APls TREEBFMHEMNIFMER, BXXL IAM N RFFERKNEZE
B | {5 R4 Amazon Service Catalog 7= G5 25 B8 4R X 4 Fr B BV I BR o

EEFEENEEENIEMAEES |, B H Amazon Web Services B2 H A

1. MNEMSMERF , ZEFE=mH&R.

MFIRFIERE= o

ErFrmAEL , SMEFRREEAERETD.

EEESmRARARABET ID | ik DXIBHRA R, RAFARES D ERECBE
il 1D,

> 0N

EEEEENFHEENFAREE , iHEH Amazon CLI

MH Amazon CLI , iZfTATHS :

$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
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B Git BZ - miE#E

& A LAE A Amazon Service Catalog ##]A&. Amazon Service Catalog APl S EF I A Ik /P iE
Git A&7 m. Amazon CLI

ET7HNAFIME Amazon Service Catalog = mEZFIERXH , HSRAEHDY Git BF = miE
#.

ERAETREHMN Git BF ™ m
1. EEMHSRERTD  &FFmIIK , RAEERAT®RIZ - :

- EEHEANT R, BERZT W, SMESFmREAGEES  REEREFEEFAER.
- EEHZANT M, BRERNTmERINRERE  ARES TN M , REEET -5,
2. EFGRFAEESD , BITUTER

- I8
- I8
- I8
- WHRER A
3. EERFREFER.

(® Note

N T REEFNBFEENTm , BUAEEREFREER™REERENIBRES SR
AY 12 B S\ SR 17 ek BE AR T

YRt E] LLEF Amazon Service Catalog ##|%& Amazon CLI
- J¥IME Amazon Service Catalog 7= faiZ % 2 HA ZB 17 & B P MO E AR S04

- EfiFRABE  SEFRENR. BRNRE,
- ENEE ( ENRAFUFEAEMEMEERIR ) S£81ERE Amazon Service Catalog = mkViE#E,
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£ Amazon Service Catalog 2%l & EfMEENEFHEFAEE

1. 7E£ Amazon Service Catalog ##| & EZM SMERT , RFEF@IIFK , RAEREFRYHEREIANISF
& FEY 7= Mo

2. EFBREFEAEER R RET RmRo
ErmRiFAERIS , *E}E%ﬁﬁgﬁﬁ%ﬁ{%ﬁio
4, ﬁ#*1%ﬁ§aﬂzo

EENEENFERENFMAER , BFEA Amazon CLI

MH Amazon CLI i217$ aws servicecatalog update-product®$ aws servicecatalog
update-provisioning-artifact@®@®.

M BR Git [[257= GiE$E

& A LA Amazon Service Catalog ###|&. CodeConnections API =il Bk Amazon Service
Catalog 7= i SR 2 B MY E$E Amazon CLI, YEHF~REERXHNIEREN , EES
Amazon Service Catalog = mAtIREENEENT™ R, MAF~RERERS , URERXGERHE
REETEZENFHES  IIXEFERT2RMER, EfF Amazon Service Catalog 7= fm E#IEEZ R
NEBFMEFEFERY |, BSREEFMEEFNE L Amazon Service CatalogF= fR o

RS AW Git B 7™ mrYiER Amazon Service Catalog

f£# Amazon Web Services EEZHI A , NENSMERFIEE™RIIR,
MBI RPIEE R

ErFRAEL, SMEFRREFAEEID

R ERE,

HINRME , RRERMTIERE,

o kM 0 bh =

EWRF Git B - miviE#E |, B H Amazon CLI

M Amazon CLI , &1T$ aws servicecatalog update-product&$. 7
ConnectionParameters WA , BRIEEMNIERE,

E ] CodeConnections API il B&iE #2358 Amazon CLI

1£ CodeConnections APl 2 Amazon CLI| , i21T$ aws codestar-connections delete-
connection®i$o
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& Terraform = mEZ 2K B GitHub, Enterpr GitHub ise 5 Bitbucket B R 3 #

£/ Terraform BLE XA Git L= Mt , XHERRNIEF tar.gz BN, EXHRBPTEEES
Terraform X R#ER

Amazon Web Services XiF %¥F Git BE 7~ &

Amazon Service Catalog X% Amazon Web Services XiF & Git @S K~ m , TR

Amazon Web Services X1 &=F Amazon Web Y EFE Git S W~ m
Services X5 &%

EERE (FHEFRILMILED ) us-east-1 =
EERE (HEZEM ) us-east-2 =
XER/RI (JEMAEREL ) us-west-1 =
ZEFEIB (HEXMN ) us-west-2 A
IEMN (FERH) af-south-1 B
TA#X (FE) ap-east-1 =
0 A X ( FEDDE ) ap-southeast-3 =
WAHX (&HX) ap-south-1 =
A X (KPR ) ap-northeast-3 B
WA#X (BR) ap-northeast-2 =
0 A X (703 ) ap-southeast-1 =
TAR#X (F&E ) ap-southeast-2 e
WA#X (FRRE) ap-northeast-1 =
MEX (I ) ca-central-1 =
RRoMih X ( EZRAE ) eu-central-1 =
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Amazon Web Services X1 & F Amazon Web *EE GtESH~ M
Services X5 &%

BMibX ( ZB/R=) eu-west-1 =
Rt X (82 ) eu-west-2 =
RO X (K= ) eu-south-1 =
BRMib X (B2 ) eu-west-3 =
RRoMih X ( HTES/RE ) eu-north-1 =
PR (BH) me-south-1 B
South America ( Sdo Paulo ) sa-east-1 =
Amazon GovCloud ( EEZXREB ) us-gov-east-1 =
Amazon GovCloud ( EEEZB ) us-gov-west-1 B

I R ™=
Ml BR7= A&t , Amazon Service Catalog 2@ M\ BE %™ MM BN R4AE S P HIBRFIE = MR,

Amazon Service Catalog St iF#& £ Amazon Service Catalog 2 &l & il Bk ™ &= Amazon CLlI,
ERUMER @, BSAEBUERBRZ RN AIERIR. ~mBARXEKN RO BE~mASKEK
TagOptions, TMEMARFERE,

/A Important
Migc=mE , BREFERE,

£ Amazon Service Catalog 2% & il Br ™= fa
1. BMEFREASTE , RARERTEEMBRN~=RN~=R4AE,

2. EREMRRNSm , RAEEEFRESA LANMKER,
3. WTFRAXBKARNS=m , BEXFEDEARER , BWIAERBRN>=m , REEZFH R,
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NTFREBFRN=m , BRERITIR 4.

4. TEBER=R EOF  BF ‘KB RE , ZRERTZEmWAAEXEKEIR. Amazon Service
Catalog = &M BR™= mET , 2= M ERIX LT IR B,

5. EXAHESRAMBR , WINEER BRZ™ m ot BRE A R BT R.
6. IEFEHUEREHMER,

Amazon Service Catalog M1 R EMBBRFTET RERNXE , MF2MBRZ&~ M. BBRF-FREOSE
REUERBRAKBORBAR BN KM ER, BXREM R @ #RERBUEXRBR AR AIBNEZE
B, BT 70 BR= & e #2558 R BUE < B R MY (R #L,

EH

o fEFMIBRRS & Amazon CLI

o FRRIBRTE MR AR R EUH < B 2k Y (8] 3

{55 FA 1 BR 7 i@ Amazon CLI

Amazon Service Catalog St iF#& B Amazon Command Line Interface(Amazon CLI) MI&#I 7= @4

EFMEB~ M. Amazon CLI E—RFRIE K TJUHLEFEAGSTATTNGSE Amazon RE#H 1T
X H, Amazon Service Catalog 58 FIMiBRINBEFE EAmazon CLI 3|8 , X2EFALEFSIBHIRER
X , Amazon CLI AEELEFEAN GBS REA,

FRFH
- ZERMBEE Amazon CLl, BXEZEER , BSRLEREMBEITMAN Amazon CLI FEL & E 5t &l
7. BEFEARIK Amazon CLI ARZ 1.11.24 5 2.0.0,

- WIBR™= M CLI BB EEE bash RANLK KM JQ 51T JSON & EE, EXLEMTIT JSON &
BRENEZEE , HSETHE g

« B)% Amazon CLI 3% UA#t4LIE Disassociation APl A , B EE NS PMER™ Ro

ERIIMIBRT R, BUAEBUERRZTROAMERR. FmRABRXEKN RASE~RASKEK, M
B, mETAMRSERE. A CLI BIBR™ Mt , CLI force-delete-product & A iF&EEH
Disassociate API REUE<BR{EMSFHLE DeleteProduct API BYEIR, X% 0] BUE & 5 28 5 7 kR
REGHTIRM A
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® Note
UTHFRPERHNXHRBEAELEAE , EARBRTEARPITXERENRERS

212 Amazon CLI 5% LA Bk Amazon Service Catalog 7=

{5 F I Bk Amazon Service Catalog = m#it , CLI force-delete-product 518 A& A
Disassociate API REUHE<BX{E{I <P Ei%DeleteProduct AR, Amazon CLI

E&H Amazon CLI BLE XA tlEalias X #4

1. 7£ Amazon CLI ###H &% , SMBEIEEXH R, BRIAMBERT , BLEXHRERN ~/.aws/ ( Linux
2 macOS ) 5 SUSERPROFILE%\.aws\ ( Windows ) .

2. FEAXHSMBEEELHPHALTHRRUNEE N c1i BWFXHX

$ mkdir -p ~/.aws/cli

R cli XHRERIAERERN ~/.aws/cli/ ( Linux 8 macOS ) = SUSERPROFILE%\.aws
\cli ( Windows ) ,

3. TEWEM cli XHXHP , SIBFHY BEMNAN alias WA, BAIUERANXHSMHEE
BAmPRMALT B TR alias XK

$ touch ~/.aws/cli/alias

4. BEE—1THRA [toplevel],
5. RF&ENXM,

?&Tﬂ% &0 LAUB S F 354 force-delete-productall B AR ¥ M Elalias N , FEELKWBE O E
Ao R BB RINE ST,
F3fF force-delete-product| B R MBI EHWalias X HH+

1. 1£ Amazon CLI &A% |, S RE/ Amazon CLI BiE X HF HITHiZalias X,

HHIBR ™= & 100
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EERES

2. TEXHH [toplevel] TFABWARTRBRIE :

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"
exit 1
fi

if [[ "$1" !'= prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productlId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")

provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi

0
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done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

0
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for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"

aws servicecatalog disassociate-tag-option-from-resource --tag-

option-id $tagOptionId --resource-id $productId
done

for association in

"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do

echo "Disassociating ${serviceActionId} from

${provisioningArtifactId}"

aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId

done
done

echo "Deleting product ${productId}"

aws servicecatalog delete-product --id $productId

£ A L% & O fF force-delete-product B B R N EI &M alias XA
1. HALKRED , HAETUTHS

$ cat >> ~/.aws/cli/alias

2. MABMARBILIRED , A/FE CTRL+D B cat @ F,

¢ force-delete-product®l| % 3T BiF

1. HiRE ENRRE O HFSTUT o5 L E AR R R

$ aws servicecatalog force-delete-product {product-id}

0
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THENRHIERT force-delete-product B ana K H 4 B K IE 52

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UHEINEERR™ &,

B> mE , KREHERNTER

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

H At 53 5R
A2 Amazon CLI{EF 5 & FMl Bk Amazon Service Catalog MmN EZELR , BEBUTER :

- 7£ Amazon Command Line Interface (CLI) AFERMP@@ BIZEFMEH Amazon CLI 515,
« Amazon CLI| 5| & F & FE git 7 FE.

MR Amazon Service Catalog 7= ffio

0
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« Amazon re: Invent 2016 : {(BXHAEF) /5 Amazon CLI , YouTube

S R BR 7= s BN TR BT 5K Bk Sk TG B ()
MRBTHRFEEFXRREMSHEZHZ MR @AY , FEETANFEIRREBRA R,
(® Note

A0 SRAGTE W B 5 R A R 5K Bk Ok MOH B2 Bk ) 7 1 BR ™ , U AT BA 4R BR S e M B 7= mm 3B 0
FHNLTR-—E=BXITITZED,

R R R AR PR OR Bk R KR [R)
ERBRFmEAP , EEXRBRRAVRESS, BERMNARBRIKFENRVFERTE

REFERE R fRIR T B
Product prod-**** Amazon Service Catalog BRI R
ToEMBR~ &
I“'nn%ﬁ?’iﬂfﬂﬁfﬁ
& TagOptions ,

9‘75—4\Provision
ingArtifact EBzx
BRHVIRYE , FmMois
FRAs, FmEAR,

REFmBEAREN.
AP : username RIRBBRIAIT : =i BR = R A Amazon Service Catalog
PR BEBUEXRER ™ BUBRREHKSFER
R D ERBR A, THREXBUEXE

18 2 H T EUHE < BRRY
FRARNESEE,

BERA

IET LA 6257 e 2B mARA |, FF B ST BARE R SR AR AR Ao
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WMRZ<‘aE Amazon CloudFormation &4k, ¥R, #iR. RAFIE.
MR A 4R 2
—MERATLUE ZFREZ — -

« JED - EBRAHMEMRATIERS , F AR B ZRA,
« IEED - IEIMAMMATI R PR MERABHNAETNEE” AT XM,
o SHIER - B ERAY TSR AR MR A B 5= A I BR ﬂﬂﬂ@ﬁ&ﬁﬂ’ﬂ?ﬁfﬁ%iﬂﬁbﬁo

WA 1E R
B LREMRAIERE , MEASRLAFRHEXTRRENER. RAEEREEEI B mRE,
IRAEEAR A

« T -BMABRT , FRRARXBEAES. KL/ TAERZRAER NG TEE™ mo
- BRK-AFEEEREAANT RREBEHHNMEE>m. MRZABEFINMEE”REANZ
D ERARRRA , WA - 8L R TE RAN SRR A E# X TRE B ™ /o

ERHTARA

B AE G E 2B mARAE , LA SRR EHRA. AXREBTFmNESEER , BEALIES

—_
HHo

SR mR AR A

£ Amazon Service Catalog ##l&F , EE~m

MEmIIRF | EREEHMERAEN™ R,
ErEmEAEENEL , ERREAETF , AREREEMNRE,
ERAFAGSEREL , REFMERE , RAEERREENR.

0N~

#F Amazon Service Catalog £

A NRAR , UEFEKRLRAF BB EASTN~mAFTNANAN, SHRLAFEI~RE,
AT EIEEERYRNANAN, BTREFRERATRASERAREA T M. IR—2L06E
B AER , FEEMNENATERBIINmE A S BRA
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HR
« Amazon Service Catalog /5 3 PR #l

« Amazon Service Catalog i &1PR %

« Amazon Service Catalog ¥~ 5 # PR %l
« Amazon Service Catalog % 549 R

« Amazon Service Catalog #E#R£) R

Amazon Service Catalog /3 31 FR#l

BHAREBERALAF B, BEHMHLK L™ REFTIIER Amazon Identity and Access Management
(IAM) 2, Amazon Service Catalog IAM A2 fl =X Amazon BRS AT BAiE At &R EFH Amazon
BREVNRES. BXRNEETH , FSH -

 Amazon CloudFormation 7= mZEE:FIR 6 . FMEHARUDE IAM BE

o Terraform FFJRZX Terraform ZF=MEH . TR 5 AIEEHAE

BHAREATFRASFN =0 (F@-FREAEXK ). BHIIRTERTREERE , tFE
RTEmMAEFRASNENTR. BEREINREFRASTHMAETmEXE , BL4IRBHNRSD
B NATEAN=mo

MRREBIAR , BRAAPXNERBECH IAM ELEEHMNEE~R. At , IS ABE~RE
FA#) Amazon BREHIRBR , LAK& Amazon Service Cataloge Amazon CloudFormationi&id £ /B 3h &
& BURNERAAFPHNREERNMIINZ&=RAENR IR, EXELAFPNBERNESEE

# 2 ¥ Amazon Service Catalog® Y Identity and Access Management,

EOENSE IAM 6 , BLARBELT IAM EERR :

 iam:CreateRole

« iam:PutRolePolicy
* iam:PassRole

* iam:Get*

e jam:List*

BHAR 107



Amazon Service Catalog EERER

RESSAR

BEEROENENBINURN IAM BEX4TREFERA L TIANR
% F Cloudformation 7= i

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccess Amazon CloudFormation ¥
BB
« 7= Amazon CloudFormation &4k 1 8 BR 5

- EREHEEM Amazon S3 Ff## #iEEL Amazon CloudFormation AR #Y 17 ] 1 FR .

¥ F Terraform 7= &

o PHB Amazon S3 #EiRPFEANERS
« BIRSZFEEM Amazon S3 F# M HiEEL Amazon S3 #EAREY TF R R,

« resource-groups:Tagf T Amazon EC2 EHIH# 174512 ( B Terraform ELE S| ZBEMITE E
BENRIR )

« resource-groups:CreateGroupA T RIRAIRIE ( 1% Amazon Service Catalog A TSI &R
HMDBAFRE )

IAM A & EER %9 Amazon Service Catalog AFRAZARB, EUTHTRF , HEEREFEAESE
B gt Amazon Service Catalog , Bz REFE R, MREFEAEFE , BSRNAITE IAM HE
PEAEEREFHARABBHN Amazon RFEIBEERK—T,

@ Note
TEERIACH I
servicecatalog:ProvisionProduct. servicecatalog:TerminateProvisionedProduct
M servicecatalog:UpdateProvisionedProduct #X PR, EATEH IAM A€ , FF
Amazon Service Catalog F 4% F P X PR EB 5 H B N BX SR B 5 TR PR 7R o
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https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-iamenduser.html
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® Note

E 72 Amazon Service Catalog #£#l &R EEMEEH Cloudformation =mMEIR , RELAF
% = Amazon CloudFormation IEUX R, EEH AP EEMEE~mNRRTEAEHA
B,

tIREHAR

1. f#H https://console.aws.amazon.com/iam/ T FF IAM &1 &,

Terraform = REEBFNNEIACHE. BXEZEER , BEF Terraform FR~=RAITHH D
BR5:tEEHAE,

2. 1%E A,

3. ERUIBHAL,

4. WAABEMHIERE Next Stepo

5. 1 Amazon Service Catalog 551 fIAmazon fREAET , EFIER,
6. 1f Attach Policy TUHE L , 1%# Next Step,

7. ERIEA®  EEF Create Role,

HREHMMEFAE

1. ERZENACUEEACEMAEENH,

1%3% Permissions I+ , BFF Inline Policies $f%. A/F%$%F click here,
1%£3% Custom Policy , A% Select,

BMARBHEN , ARGUTAERKIEE Policy Document 4miEEsH -

H w D

"Statement": [

"Effect":"Allow",

"Action":[
"s3:GetObject"

1,

"Resource":"*",

"Condition":{
"StringEquals":{
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

(@ Note
NEFARBESHACH , BUTERAUTFRAFSE : "s3:ExistingObjectTag/

servicecatalog:provisioning":"true",

AEmERANBNTNARSHREAIN—1T, Hl0 , EH Amazon Relational Database
Service ( Amazon RDS ) IR , B Action BIRFNBEE—ITHREBRAES , REHM
AT 9T -

"rds:*"
6. &R NARREE,
MRAREZLIR

LRERHACGE , B ZACENBHARSEE™ M. LRI Amazon Service Catalog £ &4
AFEs~RERAZAR,

HAEIELST

1.

2
3
4.
5

$TFF Service Catalog %% , P4k https://console.aws.amazon.com/servicecatalog/o
EREEFmNTRAE.

IR RIZTF FEFE IR R,

BEmAutErm , AGEARKETERRD, EEMLEE,

ERHAR By , EALMNEBSHIKFPER IAM B, HA IAM A€ ARN S ABBER,

MREEEACEN , SRKSEABIARES , FERAKSHFEFZENHN IAM B8, lLFEER
TEASKFEXNEIAGAR , ALEATUANEBNMNHEEKF REDH R IR,
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https://console.amazonaws.cn/servicecatalog/
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® Note
ERRBHARNIKS D , URFEALEHNAREH=mNAFRKSEF , BUAFEELEE
A EE M.

6. EEIAMBeRF , &&F tlE,

£ /5 3 BR | A iR R R

Amazon Service Catalog X FEARABBIER APIs BEILEIF R, FNEHLYRE |, B LUFEH
B ABEERKETM sourceAccount Ml sourceArn £4REB4IEF AR FRNE, ©ABERE
HABHTERFREA.

FELLT RHI% , Amazon Service Catalog RELAFETIK/ 111111111111,  Amazon Service
Catalog EE A N~ MBI LaunchConstraint i} , REAFTUERHACEERKPEEUTR
# , HEEAERFHAK, 111111111111,

"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

1,

"StringEquals":{
"aws:SourceAccount":"111111111111"

}

£ LaunchConstraint MflE~ M AF XM EEHERN AccountId (111111111111 ) o &
n, A EEAESNAE , BEFEIN AccessDenied BiRH XM,

LA Amazon Service Catalog APls 21 T R#F/BELEVEIF :

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

e ExecuteProvisionedProductServiceAction

BHAR r


https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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e CreateProvisionedProductPlan

» ExecuteProvisionedProductPlan

Amazon Service Catalog XXt #sourceArn ¥ X#FEIR{L ARNs , il “arn:<aws-
partition>:servicecatalog:<region>:<accountId>:” EFRXIFEEMHIR ARNs,

KIERZLR

ERF Amazon Service Catalog FAABEH=mH K IEE =M , M Amazon Service Catalog
BHEBRTm. EENAREAMEGAPNE# TR BRI SHEFRHNNR~RAS , HE
Rz REENRY R,

B3

1. £ Amazon Service Catalog #Hl BRI EF | i&#F S ervice Catalog , REAF.

2. ERFRUTAFREFEAEENH, ERNETERP , BIAEE T"ACGH Amazon BREMN
(ARN ) ,

3. EEBIT M.
4. HERITEHIR , EAEAPRES
5. BINFmERWE,

=]
/CN O

ol

Amazon Service Catalog i& IR %l

@ Note
Amazon Service Catalog R # Terraform FFiR=} Terraform Cloud 7= fa B9 38 HIBR #l

BHAFRIETE Amazon SNS B LUIBEWA XK EHREA,
FERAUTIRENE SNS TEHITHT.
A% SNS =EMiITE

1. 7 v3/home EFTFF IS #h SNS £l A, https://console.aws.amazon.com/sns/
2. EEFEEH,

BHRILY R 112


https://console.amazonaws.cn/sns/v3/home
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3. BAXEEN , ARER QIEEH,

4. EFLIRITHE,

5 XNFHMY , HEREFEBH. T Endpoint , iR AZA TEBUBAM B FoR4rithut, EFRIE
T,

6. BHKE—HEEEBIT AWS Notification - Subscription Confirmation HHEINEF
BB, $TIFEBFHRM , ARFRBIEBRMENUSTHITHE,

BEATIREEREE E-IEPEIERN SNS TENRABHILIR,

[0 7= 8 2 A T8 AN 4Y 3R

1. §TF Service Catalog #£#|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EBRGEFmAFREAS.

3. EBFARAEFRRFMAR,

4. MNFmHPEFFrmANARKEREANBEM, EBRHE,

5. 1##E Choose a topic from your account , AFEIEERIE Topic Name BIZEH SNS &,
6. ERRR.

Amazon Service Catalog ¥~ 5 #7BR #l

(® Note
Amazon Service Catalog R Terraform FF iR~ PR Z EHBRHlo

BEREEHBRS , Amazon Service Catalog BB A A AT RBZB LKA AP EH SN E ™ BmKEK
WRRLORZL, MRATEHRL , M5~ RE~RA SRR RN ETE &~ R EHH 8 A
FEERNRRo

BRAFmAREERH

1. §TF Service Catalog #£#|& , Mt A https://console.aws.amazon.com/servicecatalog/o
2. ERGSEEFN~mHNTmAS,

3. ERAR EWMFHEFRRMAR,

4. FEAREHT | ERERSERH,
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https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
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5. WEmiikFE=m , REERE%E,
6. ENEEFREL , EREAREEH,
7. EEREXR.

Amazon Service Catalog etk &£ R

@ Note

« Amazon Service Catalog F % # Terraform 1R i H R EL R,
- AutoTags B 81~ X# Amazon CloudFormation StackSets,

WREAR AT EERAR B~ RIPEILI Amazon CloudFormation StackSets, ZBAIAR = REBTNIE
EZNKFMXE, SARAFUUEEXERF , ABEF RSBV EMITEINF .

[6) 7 fm B EAR SR 40 3R

$TFF Service Catalog 2 %& , P4k https://console.aws.amazon.com/servicecatalog/o
EREEMEFBNTRAS,

RN RIET R H LR NEAR,

ErEmH, &E T m. BAREKES | EFHKRE,

NIEREREARBEK S, XEANR,

o & 0 bdh =

« ERFIREF , BEEEEP R~ mBOIKS
« EXEHRESF , AREFESmAEXEUAREXLEXFHEFEN T mEEIT

« EMRF , EE— IAM StackSet EERHEREBLENBEHFKST . IRETEESAE , N
StackSetsfE AN ARN, THEAXRIREHKENRNEZESR.

6. EEIE,

Amazon Service Catalog #E#x£J R

(® Note
Amazon Service Catalog A% # Terraform FFiJR=} Terraform Cloud 7= i B 18 Hx BR i,
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https://console.amazonaws.cn/servicecatalog/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
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ERHFELAFERD RN ATANER , FRABKRAR, NABRARTARRLAFPTETRER
HAOAWESAMERNBER TERATR. BRI LUFERY R A T m Amazon Service Catalog A&
WM. FRASMAETE—NESZNT0R , AETEEE BRI R,

BARYRE—NHZANHNARL , XEHNLGE /T E~ mEAM Amazon CloudFormation 4R H E X
HNSHH A FE. Amazon CloudFormation xS HE X AP ECIEHRFNIEENENES. Fi
wm, SHALEN AP ERZELHIR MR AT LLUE R & Fh EC2 SEHISER,

MERBRFHSHEENT=RESHWERZIAKEARZ , MWAEERYFKREAFER
=M ANERNE. fl0, MRERSKITEN EC2 EHIZEEX FNRER/PNERHIFEE (4
mMt2.micromt2.small ) BWAFRIEAK , M A LURMERLD R IR B 8R4 A P 7] BUE R #3242
#, HX Amazon CloudFormation RSB EZEE , HZH (Amazon CloudFormation P18
) PSS,

BRARBET~mEAEN, IRFERIARMAT - RASHENTR , ARSFkTnEsx®
S—NFmAEH  UXEYRFRAENATE N~ mB SR m.

MRFERARNATEERAPAZNm , WARSVBNAREERINAE~mM~mB S
BRAH = mo

ETI LAE AN 4R 3B B3 S 7 E Amazon Service Catalog B R 2414 AN E K JSON XARKE WL E
AR, BEXMNNEZEE ( BR/EENTE ) , BSREERIRAN,

EEFORRAAEAFNERTINS , FoI22dMEFmBNR~md s , AERZTRESN R
B3R,

FHERY RN AT ™ m

1. #JFF Service Catalog %% , ML H https://console.aws.amazon.com/servicecatalog/o
2. EFmEETH, EREEENERARMATHEEN=mNFREAS.

3. RITHRERD HIEFERML R,
4

HRFFmMRBEEOF , WT7m , BREEENERARNTm. AF , FTLHRREM , &
BRI, EHEMER,

5. HEERAREKRTE , £H JSON YriE2m AN £ K25 R ERR/ELIRAN

- EREANN JSON RE | FRBHRIARRERET R, WIATF LRET SN REIKRFE B
18T 1R R AE
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Amazon Service Catalog EERER
EFEAAMNERETEEEAN , FEFANERSFETF, EHETFLE , BALLEES MY
BERPEENERASE , AAUAZSBEEATE, RESHWERE | B ERELEPHNIM
B. EEHEREEESsRIIRPHN—AEREEATE,

EHESTANG , EFERMAN, AMN2ERERNERSFETF LENKRP. EEENRE
JSON il , BIEBRARN A RESRETF,
6. ERBETARNVANE  EFRER. EEFEIR , FHIFRASTFH(

o

B, RERITAOR,

BARLY RA N

#£ Amazon Service Catalog 7= R4 &P E L ERA RN HEIR T &L A P A6 o] LAE R ZENR
AR AT RIS A F el 2121 A 87~ MmEY Amazon CloudFormation 14 A 7= B3 B9 S 548 & %6
EE, ANATATHLESAARLTEREERRNE, flW , BELURM—ZANRBIERLAAFZ
BELAEVPCHEETERNFM , REREBEMAKRFEARFEA Tml. smallskfKE, Amazon
CloudFormation R~ meIEE R 28 , FRAMNKEIESHE,

BMNNBZERNEY : ANKH (L) NS (XF) . ANKHEBERN A ERTE, HSHER
APHARBESEIEENE. MREREXANEZYSE , WANBKSHBEER. EE SIS
S, UEABSETHANNAZEE , REEEREIRW Rules o P ERAIXLEERHE, BUURERNK , B
HN FA WS W RLLE RUIMA true = falses

Bl | BRIRIEIE Parameters S0 FFHT VPC MFMSE, &0 LABIE—MHNIREIELA
EFMEAMNTHEEN VPC H, At , HAFEE VPC i, 2ECIERFHHEHR 28 Amazon
CloudFormation iFti S AR EF S HERESEE VPC F. MRSHETIH , I Amazon
CloudFormation M BIFTC A GBS E Rk, MRAFKRIEE VPC , M Amazon CloudFormation 1
BETFHSHE,

Bx

BiRHIRules BB M/GIRE SN HA B Rules A, ATERNIFABEEEESE, MREFHS
AN, M AESFRENs BT ¥TEMHAN , E4HBFH-— A5 S5IRBRNEBEN , FRE
= LR R4 T S mERNES.

HMNUTATLL‘@E RuleCondition Bt , BB E Assertions Bit. XFE8NHN |, &0 LUMUE X
— AN ; O LUE Assertions BERAENL —NRZ NS, LB A4S E T HN A SR
BREE UHN KRS |, AT AERFTR

"Rules":{
"Rule@l1": {

EIRA R 116
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"RuleCondition":{
"Rule-specific intrinsic function"

},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
I
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
}
]
I
"Rule@2":{
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
I
"AssertDescription":"Information about this assert"
}
]
}

WHERE REEFHE N2 5B R Rules # Ruledl BIMNE Ruled2 ZB2 - Ruledl BE—NMHNI%
HRFEMNTE. WEANZGFHOEBOITEERER true , WFITEMRNASMNIE PR, MENR
MR false , MBEAMTEER, BT Ruled2 ZEMANZH (XERBRKITENNAKS ) |
Rt EHREER,

EXATEMNHNEZHENHENEETHANNNERBEE |, 5 HAmazon CloudFormation (A F
@) FEIAmazon FM %,

R EEFARIESHE

UTRAAMNNKE InstanceType SHNE. BEHFESH ( test = prod ) WE , AFHXARN
ml.small SHIEE ml.large = InstanceType, MR —1EIRH InstanceType o H =8
Environment # Parameters $#,

BRI R 17


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-rules.html
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"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},
"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
.
"prodInstanceType" : {

"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]l},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription”" : "For the prod environment, the instance type must be
ml.large"
}
]

}
}

Amazon Service Catalog IRZ 124

@ Note
Amazon Service Catalog 7% Terraform FFJR=k Terraform Cloud 7= fa 89 RS2 4k,

Amazon Service Catalog SRR RO EBLEF NRELAFEZI , ANETFEALNZ2E R, FIA
RSIRE  EREEBR |, BULUARTFRLHAFE Amazon Service CatalogH U TIRIEES. BEEM
B, ETHENGSRBERNR, #H Amazon Systems Manager X #4E Y REBIE. XEEAmazon
Systems Manager X 14 S8 15 A 35/ Amazon &£ SRR TUE LIRE , #1400 Amazon EC2 Z1EFE
B, B LUE B EURE,

EXRHEF , BFAZLAFRMER Amazon EC2 SZHINEED, FMBEMINR , EXRSRE ,
FRSEEST @mRE , FRERATMEE™ mKRNA&RL A ER,
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FRF M

AHRBREHETEH Amazon EB AR , MELHE T Amazon Service Catalog , # BIEE £
HE—HEXNTR. FRASFMAF. NRETEHZE Amazon Service Catalog , FEFEARHEZ
AR IEEMAIES.

ES ]
- IR BEESLRAFKE
- PR 2: BIERSIRE

Nl
b

L ]

Nil
2 < ;lﬁ& b
o o |a |w [N

RS IRES = AR X B

- MASRLAR &R

. EAEE RS IR YE Amazon CloudFormation
: RIS

Nil
B

Nil
B

S BEKALAHFXR

BARAPXIBEELENNRT e EFTNHITRERSRE. ZUTROIF  RLAFPEEREHE
Amazon Service Catalog BRS1&EThBERI 1T Amazon EC2 E g IR,

EFTNR

1. 3#TFF Amazon Identity and Access Management (IAM) #2#|& , Wit A https:/
console.aws.amazon.com/iam/,

2. MNEERRIAFEA,

3. ERBRLAPNATIHE Amazon Service Catalog RIRHEFA, EAXRREF , RIEFRFLAR
H, ELRECHRUF , EBEMEXRLAFERNA,

4, HEHNFAEETNEMNRETNFL  AEFRERAEINE R, LRGP , RINBIIEEFER
BHAM B M K1 NRBIERHN BE KB , Amazon Service Catalog I A KB IR

5. EXRBAHEL , EBREEREURMAENNR, BOAERATRLEEERS JSON &R KR
BREE, EARRGIHR , BAIGEA JSON RESFAMNR. EXRHEFR , ORERMATHR :

JSON
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https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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6.

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "Stmtl536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact"”,
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument"”,

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResouxces",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,
"Effect": "Allow",
"Resource": "*"

}

]

}

FERERZE , FEHMENRKENESR, RARAPATHNAFPIERBEEFINIT Amazon EC2
ERBREFMEMNPR Amazon Service Catalogo

SR 2 CIERSRIE

BETXR , 802 - MRSEMERER Amazon EC2 K4,

1.

2
3.
4

$TFF Amazon Service Catalog $###|& , Mk https://console.aws.amazon.com/sc/o
MEE | EERSRE.
ERSBRERE L | EFNEHFRE,

£ gl WE L , %F—1 Amazon Systems Manager X#43kE Y R #84E. Amazon EC2
EHIE FREH Amazon Systems Manager XAEENX , B HEIMRE TS EABRIAEDT
BN B b 3244,

R HIER “Amazon-EFEC23E 41" #84E,

BFARERE-ANENHRENARNBTEXNEHNELR, KREAFREIHER , MEFER B
1 7 B IREERB NS

ST 2 SIERSERE 120


https://console.amazonaws.cn/servicecatalog/
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7. EZBANEHFRET , ERFMENREBRKN SSM XS (il , =261 ID ) , RAEERSHN
B R, BERNSHBUARNEMSH.

8. HEMRT , B -ITAC, BRINELROIPEABRINIR, &AL TE LT HE L EMBRER
BB,

9. FEEREBEZRE , AFCBREF,
10. £ F—RL , RECIRTER/EETAR , FHIAEIA,

S 3 FIRFREST RmRAERER
BRI | BBTG REE L RIERK,

1. ERFZBEREL , %E#B Amazon-EF B3 EC2instance , ARG EF R EIRE,

2. EXBBRETEL K EBREFELNRARAFPEE LRITRSZBRENTR. EARAD | Bk
ELinux £Mo.

3. BEEFmMRA, BEER , W SEATER SIRERFEFE R,
4. EFBRERE.
5, #ETF—ot, FER-FKBIAES.

B E L TE Amazon Service CatalogHh 8|2 T lRFRE. AHEN T —SR , URERAFHHFEH
ARS8 4E,

SR 4 WA RLEHF R

RAR P ALEREES m EHRTRS®RE,. EXHEF , RAAPELXAER M IEE~ m, M
BB MmN £ — SR ERSBRERBKN™mRAZE 3.

&R 5015 R RS RE

1. LURARF 5% %% Amazon Service Catalog #4114,

2. 7 Amazon Service Catalog #ZEHIHRNSMERT , EEMEE~ MK, HIRFERNRZL
AP ER 7~ o

3. EMEE~mIK NHEL  ERCHEENXSG,

4., EFEEFREFASEREL , &EHLANIRE | REIEE Amazon-EFH /3 3IEC2instanceif
£,

5. WINEERNITEERE. BRFIREFERENBEIA

S 3 HRFBRIEST mMRARE 121
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SR 5 EFRAEERSEE Amazon CloudFormation

Ba L BB RS BERHE S Amazon CloudFormation FRHIXEK, BEXEZELR , 52 (Amazon
CloudFormation AF1ERE) FHUTHRA :

« AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties
« AWS::ServiceCatalog::ServiceActionth£

@ Note

MRIBEERSIEES Amazon CloudFormation &IRAIKXEL | B4 @B =7 10 =k M BR AR S5
4 Amazon Web Services E¥E#24|A. Amazon Command Line Interface & 1THERE
#et , £ Amazon CloudFormation Z ZhXt BR&518 4E P i A9 4217 3B S BRI AR B 48R o

HIR 6 : MBHE

MR RS RENATRMY , W AT AFEFRES B ™ W H L BRSSRAERIT B0 5 B30 PR FERH
Bo BUAETHEIELHRESNHHA,

® Note
BREENBUNATREAREER , HENEREEMRENEIRMTHERPERA XL
X7,

«

P ER L RE

Amazon Service Catalog J&%| 7T &R R iR, BEHREER. MREBRDEE  FEF/IERR,
@A StartAutomationExecution #{E8t £ (ThrottlingException)

RS BENITZRIRARS (HI20 SSM ) RS,

RAABEEL A

Amazon Service Catalog B A IBERFSREFENFEEN AR, FRETACHEERBE ™

servicecatalog.amazonaws.com F {5} X5 E & ( 10 servicecatalog.us-east-1.amazonaws.com ) 31

ARWFIR,

S|, 5 FRAEERSIEIE Amazon CloudFormation 122


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-properties-servicecatalog-cloudformationproduct-provisioningartifactproperties.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-servicecatalog-serviceactionassociation.html
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@A StartAutomationExecution #/ERT 48 (AccessDeniedException) : FiF TRER R
StartAutomationExecution E#1T:ssm:,

BREIBEENTIEENAERTITNIAE ssm: StartAutomationExecution, F{RAEEFE Y SSM )
PR

TargetTypeE El &= m P XA EMEMERE N EIR

MEE~RTAESESEME SSM X HIEEMN BFRERMITH YRR |, 6120 Amazon::EC2: Instances
RESHTFBEE MRt EXERE , SBIAXEEE LR,

Document with that name does not exist (B8 1% & ¥l X TZE)

ERFBREE LPIEER T EE,

Failed to describe SSM Automation document (&R SSM Automation 3 4%)
Amazon Service Catalog = if IR 1EE X ETEZIRE SSM WRHMFRE,

Failed to retrieve credentials for role (Fc3:# 3R & @1 i)

Amazon Service Catalog H1E1EE A & 81 iE F R F4E iR

EHRERFZNSHME InvalidValue  {ValidValuel}, {ValidValue2}
&4 SSM NS BEREXHN A TFEIRP, BARENSHBEN , REER.
SHERER, NEHMNEParameterName T 2HE M FERFH,

&% 45 SSM NS HEXN X EHRB TR,

Parameter is not defined in service action definition (RERFIBIEEN FENSH)

21245 S8 Amazon Service Catalog RAERFREENLRENL, BREERAERSREELHENL
HSH.

SBAF executing/canceling IRERSIN KM, Error message. BXEZZWIFAEFEE , HS5H
Automation BRS R B HFEIE.

SSM Automation XS TRKM . HFSFHE F IR U — S HERR A&
TAWERAUTSHE , RAECNFTEREE~RYF : InvalidResourceld
AP BB RN T ETRE B 7™ m R R RIATERE,

TargetType &7 SSM Bl {L XRE X

S 6 REHE 123
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RSIREEE SSM BEIL X #S#IT TargetType B X, REEH SSM Automation LY,

£ Amazon Web Services Marketplace 7= R MBI BN IREAE

&1 LUK Amazon Web Services Marketplace 7= @A BB = mAESH |, FIXLEF=RAl# Amazon
Service Catalog &KL AP EH,

Amazon Web Services Marketplace & —RELEIE , BAERAPER, ITHXZAFREAKRE
BEMBRSE. D™~ @mER Amazon Web Services Marketplace 2EHIEE. NARFRSEEE. U
HIE, BBETE NAEEIENELEEHM. Amazon Web Services Marketplace AIFELL T M
HE3R B https://www.amazonaws.cn/marketplace. EEE. , BT ENIRSS (SaaS) = mM AR
Amazon Web Services Marketplace | Amazon Service Catalog,

BT LAt A Amazon CloudFormation 4% Amazon Web Services Marketplace #9757 G & & Z|
Amazon Service Catalog &4 i Amazon Service Catalog , AREMiZ™~ @A ME=RAEH,

(® Note

Amazon Service Catalog 7 #{# A Terraform FFJR=X Terraform Cloud Amazon Web
Services Marketplace 7= @&k [@ Amazon Service Catalog &L A F 2 & 7= o

Amazon Web Services Marketplace 3% Amazon Service Catalog B2 8,{f i F 3% BT B9 F 7 =
M. BMNBWFEAET RN ZIRITHITHEER N @ Amazon Service Catalog.

FAEE Amazon Web Services Marketplace 7= Amazon Service Catalog

BAILAE A B E LR EFIT B Amazon Web Services Marketplace BI7= miE1Z 7 11Z] Amazon Service
Catalog » #£ Amazon Web Services Marketplace # , #£$¥ Service Catalogo BXEZEE |, &
£ %] Amazon Web Services Marketplace #5 By F1 & I [7] 8 ## & & 19459 7= @ & #1 2] Amazon Service

Catalog.
FHHEEHA I Amazon Web Services Marketplace 7= &

SERA T R LT E Amazon Web Services Marketplace 7= @ , £ Amazon CloudFormation 4k & &
XizFEm , AR ZERRINE & Amazon Service Catalog A& H.

1T ¥ Amazon Web Services Marketplace 7= fn

1. BI{¥ Amazon Web Services Marketplace https://www.amazonaws.cn/marketplace,

op

¥ Amazon Web Services Marketplace 7= NN BB IR EAE 124


https://www.amazonaws.cn/marketplace
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2. WEFRBPITERUERERIE Amazon Service Catalog = A S~ m. ERTRUESR
FRFEMAEETHE.

3. EBRMBLEBEZMNE , ARERFIEHETF,

BENHELWEESEXIFNILEREMITE R (Amazon EC2) 354128 Amazon Web Services
Xig, ZIFHERPIRBELUR=RESD Amazon XEFEANT SR REME (AM) ID, XE , &
Lk FIREAFPERER, ERESRYF , BFEEAHEEX Amazon CloudFormation EiR# 1T
BE X

4. 1E$E Accept Terms iTF™= fo

TR~ RE , B7EL Amazon Web Services Marketplace BERT 5 H 7~ REERE EWER |, HE
BIER EHRRMY , RBEEF @,

#£ Amazon CloudFormation Rk E & # Amazon Web Services Marketplace 7 mm

EXRUTSR , L5 FEHEH—4 Amazon CloudFormation REIERERNE R , REXNERFTE
EN, FEAREN Amazon Web Services Marketplace B . Eif R RAIENR , 5260 (Amazon
CloudFormation AIF#E/) I RAIER.

1. 1€ Amazon CloudFormation AP EREM RAIERTE L , RIEN~RIERE - Amazon X5, &
# Amazon Web Services Marketplace 7= &M X F Amazon Zit X, A LAE Amazon Web
Services Marketplace Y= MmN N H L EEZ X E,

2. EEFAEGZXEMNRS REAERNSIEK , BEFERSEE,

3. HALFERAREEERNE—TOMERNERS. KIBRPHNIREALTLHERFH Amazon
EC2 3:fil, EEFRAIENR , FiEE View , AREARFERNEIAR , LEEREEX HiH1T4H
B, R XHHTBBELMA template,

4. TEXARYmERRPITIFERHE,

BE RN R, EBHER TS AT REIZEM -

"Description": "Launches a LAMP stack from Amazon Web Services
Marketplace",

6. BXEMXInstanceTypeZ# , FHRXETELMN~mIHFHN EC2LHIZKE, MRENERTEFX
B EC2 SRfIRE | N MR ERENELAF B,

a. ENFREZETEL Amazon Web Services Marketplace , TEEMNMFEEE 0 EE X IFH EC2
o3l

b. HEEMNERP , FEIALGIREE I BIERH IFH EC2 LHIKE,

FHEBFARI Amazon Web Services Marketplace 7= f 125


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-sample-templates.html
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EERES

C.

d.

YmiEAllowedValuesdlR , EHNTEEMN™ mIFH EC2 KHIKE,
MAllowedValuesH|RHABRETHFLERL AT S ™ meTERAMNEM EC2 SHHIKE,

WEST InstanceType 38 , WS B ARERUTUTRHI

"InstanceType" : {

"Description" : "EC2 instance type",

"Type" : "String",

"Default" : "ml.small",

"AllowedValues" : [ "tl.micro", "ml.small", "ml.medium", "ml.large",

"ml.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.large", "c3.large", "c3.xlarge", "c3.xlarge", "c3.4xlarge", "c3.8xlarge" 1],

"ConstraintDescription" : "Must be a valid EC2 instance type."

}I

7. EERAIMappingsZoH |, HEAWSInstanceType2ArchBkEt | LIEXRBEXIFH EC2 £41

KAEFZEH,
a. BEMERInstanceTypeZEFIER+PARITENFTE EC2 EKHIZEE K imEM

b.

BtAllowedValues’l &K,

REBFT EC2 EHIRBEWArchE , FERNEN~RIFHNREER, ERESE
PV64, HVM64 Fl HVMG2, ETH M BEWERWER | 155 % Amazon Web Services

Marketplace = miFMES TN H. E T #f EC2 ZAIRFIZIFWLELM |, HSH Amazon

Linux AMI 324528 BU 4B RE

RS AWSInstanceType2Arch BRETE , BLERGT ATRESR LT AT R4HI

"AWSInstanceType2Arch" : {

"tl.micro" : { "Arch" : "PVe4" 3},
"ml.small" . { "Arch" : "Pves4" 1},
"ml.medium" : { "Arch" : "PVe4" 3},
"ml.large" . { "Arch" : "Pves4" 1},
"ml.xlarge" : { "Arch" : "PVe4" 3},
"m2.xlarge" . { "Arch" : "Pves4" 1},
"m2.2xlarge" { "Arch" : "PV64" 1},
"m2.4xlarge" : { "Arch" : "PVe4" 1},
"cl.medium" : { "Arch" : "PVe4" 3},
"cl.xlarge" . { "Arch" : "Pves4" 1},
"c3.large" : { "Arch" : "PVe4" 3},

FHEBFARI Amazon Web Services Marketplace 7= f

126
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"c3.xlarge" . { "Arch" : "Pve4" 1},
"c3.2xlarge" : { "Arch" : "PVe4" 3},
"c3.4xlarge" : { "Arch" : "PVes4" 3},
"c3.8xlarge" : { "Arch" : "PVe4" }

}

8. EEIMRAIMappingsEBDH , HmEAWSRegionArch2AMI RS LA B Amazon X1 57 mEHE
RIZE¥AF AMI ID #H<Bk,

a. ENFRBEZEREL Amazon Web Services Marketplace , ZE &~ RIEED Amazon X
EHERK AMIID , M TRHIFFR :

Region D

US East (N. Virginia) ami-4 1
US West (Oregon) ami- I
US West (M. California) ami-%
EU (Frankfurt) ami-
EU (reland) ami-#
Asia Pacific (Singapore) ami-
Asia Pacific (Sydney) ami-
Asia Pacific (Tokyo) M- a———
South America (Sao Paulo) ami- -

b. HEZHNERP , MBRETFTZHNFTE Amazon XS],
c. RESXIZHIRRET LU BRT X IFHIZRH ( PV64HVM6E4, THHVMG2 ) R EXEXA AMI IDs,
d. XNFRTHEAN Amazon XFFEMME , FEPN~RIFEREPIEEMERNEG AMI ID

Amazon Web Services Marketplace,

YRI5t AWSRegionArch2AMI REE , BT R ATRER LT AT RHAI

"AWSRegionArch2AMI" : {

"us-east-1" : {"PV64" : "ami-nnnnnnnn"},
"us-west-2" : {"PV64&" : "ami-nnnnnnnn"},
"us-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-west-1" : {"PV64&" : "ami-nnnnnnnn"},
"eu-central-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-northeast-1" : {"PV64&" : "ami-nnnnnnnn"},
"ap-southeast-1" : {"PV64" : "ami-nnnnnnnn"},

FHEBFARI Amazon Web Services Marketplace 7= f 127
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"ap-southeast-2" : {"PV64" : "ami-nnnnnnnn"},
"sa-east-1" : {"PV64" : "ami-nnnnnnnn"}

DUE |, 48 7] LUGE AR AR ™ MR 0 E07™ @ Amazon Service Catalog A&, MREH#HITHME
%, S M Amazon CloudFormation AR T AR EIRMWEZE L,

&K Amazon Web Services Marketplace 7= @i iEI i@ Amazon Service Catalog A&

1. %3k Amazon Web Services B2 H|5 H 5 M ZEl Amazon Service Catalog EE A EF A , Wit
Hhttps://console.aws.amazon.com/servicecatalog/.

ErERAARELE | REBER Amazon Web Services Marketplace &= R MBIH = mA S,
ErmisFAEEREL & ELEH~R.

BABRN @A FHAGE

£ Version details WHE L , kX% Upload a template file, Browse FI#EiR 4

B AR R

EET—%,

ERERIEL , BARERERN , AFERBIAN L4, FRERANEFREAE. FRIEXNE
RIGRF=mAENRLRAFTA,

© N o o bk~ D

£ Amazon CloudFormation StackSets

(@ Note
AutoTags B BI R~ %# Amazon CloudFormation StackSets.

& A LAE A Amazon CloudFormation StackSets 7£ % Amazon Web Services X135 10k = # & 1
Amazon Service Catalog 7= . &7 LAEE MTE Amazon Web Services XN EBHINF, EKF
ZE, FmeHTHEN., EEM , AR AUEERERIURATHENSRAKFY. BEXESZE
8 , 5 # A Amazon CloudFormation StackSets,

HEAKR B2 M AR K5

HHRE R TFEFERE Amazon CloudFormation # 4R £ Amazon XIEH Amazon MK /= &6 22 i
%o

f£ /) Amazon CloudFormation StackSets 128


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://console.amazonaws.cn/servicecatalog/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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HE KB R Z Amazon XEIARY BARIKF PRy |, 7 BRE — M HEREMEKRE

BEXEZEER |, 185 StackSets #1=,
HWIREAR

f£# Amazon Service Catalog , #&A] LAfE F HEAR SR L9 SRR EL & 7= M EPBIE o

Amazon Service Catalog X 5™ f7= [ #Y &R &£ BR % Amazon GovCloud (US) Regions : Amazon
GovCloud ( EE®EZF ) M Amazon GovCloud ( ZEFRER ) -

BHXREZER , 55 Amazon Service Catalog % EL E,

EBEME

BRI LAE A Amazon Tl & K BR BR 8 HY AR 55 X A F 5 A 150% Amazon Service Catalog. &R LUNE S
Amazon Service Catalog 7= & f7= @A & HEX Bk,

® Note
Amazon Service Catalog X # Terraform JF iR~ mA T E .,

Amazon MEEEEBREBELTNE , LEEENRASHFEAEEL (RMIHEL ) MEESFTTE

BEIR, Bx Amazon MEME R , i§1HEhttps://www.amazonaws.cn/aws-cost-management/aws-
budgets.

5

- RRFH

- BIETME

- REKTE

- EEWE

« BUBXRETE

FRFZ M

A Amazon FE 28l , BFEE Amazon IKEERAERE BH & FHERADEFRE, BXES
5, HZ0 (Amazon IKEERAERE AFERE) FHEVER S E LB KA D BRE,

HERELR 129


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacksets-concepts.html
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/constraints-stackset.html
https://www.amazonaws.cn/aws-cost-management/aws-budgets
https://www.amazonaws.cn/aws-cost-management/aws-budgets
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/activating-tags.html
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® Note
NERZEE 24 N FBEBUE,

BREFBEARVPREEAMEDENEMAF AT E Amazon IKEERAEE 2516, ENEY
7R PRI R SRINAT LR AF

EAT AFPQEME  ZEXTATHAFREEKRKEEFERE. MEERFA Amazon SNS BH , WA AR A
P24 61Z Amazon SNS BB ThEE | HDTEE’J%H%/T@UFE/?O

BIETAE KB

1. 8 https://console.aws.amazon.com/iam/ 3T FF IAM 24| &

2. ESMERP , EEFRE,

3. ENBERP , EFROIERE,

4. EF JSON T+ , RIFEFILLT JSON REE XTI XA, FZXAEKMEE JSON XA&EF,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmt1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [

N

1

"sid": "Stmtl1435216552000",
"Effect": "Allow",

TR 130
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"Action": [
Ilsns : *n

1,

"Resource": [
"arn:aws:sns:us-east-1:123456789012:*"
]

TG  AREERE. KERIIEFFREEMEEER.
EEE NEL , MENREKEGE. EERBBEUERLANRBERTONR , AR EFER
B SR Z R TR,

MR ETRERERRIIRT , HECEAREFHMAENAFRNE, BXEZER |, S
% {Amazon Identity and Access Management I 38/) R AIZ R % - EE A KL,

BIEME

£ Amazon Service Catalog EEARFEF , FRIIKNFREAETEIE TEXAET~ RN~ m4d
ENER , HATEXNHBMTRE, E0ENE  BABEENMESHN =R~ mESHEXEK,

EME

1.

2
3
4,
5

$TFF Service Catalog &% , P4k https://console.aws.amazon.com/servicecatalog/o
EEF BRI MAE.

EREMMENRITmREAeSE.

T RERE |, RAEEFRCEME,

EMENE REL , F—MRERESENTAEETEK,

FREERMER ;. AutoTags M TagOptions, AutoTags BEHHZ RN~ RAES. “RANA
Fs Amazon Service Catalog Bal'iX RSN AT EBREN TR, A TagOption EEERAE X
MREX , EHBHITEE, Amazon Service Catalog

RNTEFRAEGETmENTHEBRBREXTE  eNXAMEGHENRS., HEE , gXEHR
MR TEEEE 24 DT EEBE. BXEZER |, 551 the section called “5tRF4HF",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_managed-policies.html#step2-attach-policy
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6. & “FEHEE” Amazon Budgets, ERWERMETREMERNH, RRUETNE P D RUEEHIT
MHEIRE,

® Note
BIEMER , BLTREEF R~ mAEHEXEK,

RERFAE
FNFERASHFRTAE - NEZXBNTE, SMNAETUS SN RE A= RAEXEK,

HERMESTRETmASHXEN SN ZTRR - RAeNFAEENEERTRXNEN
FE. NTHEFBITRES LW HEBRRETMES , BLFANMEN>= R~ RASKKMEERH
R,

@ Note

W RIEM I BRTAE Amazon Budgets , |5 Amazon Service Catalog &= mM~= RASHINE
KREX{BARTEE, Amazon Service Catalog % & ~EXEMBRFRENTMEE,

KETE

$TFF Service Catalog %% , P4k https://console.aws.amazon.com/servicecatalog/o
EREFRIIRImASE,

EREEEEMEXBKN =R ~mA S,

HFBREXRSE , ARERXEKME,

EMEXBKIE L  ERIEME , RAEERRE,

T mE S RINEFTEERNINR NN TE N BIE,

o a0 bk~ w NN~

ERMEAE

MRMESFmAXREK , B EFREFAERN~RIRNE LERFFXMENER . URMESF
mAEHEXEK Bl EFnde - RdeFAEENE LEFEXMENER.

FRAENFRIRNEERAERRENMERGE. ZUUFEIERINEMENTNSTMEN S,

KERTRE 132


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/budgets-create.html
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HEEFRETRASH  S2REAEFRAGEREH. “mASFACEN~REAGERNEYES
—&8y , BRTHEXRXEMENFAGE. EUEEMESH. JXHAMAUZE. BETLE
REEMERAGEARBENE,

HUERBATE

BRI LHME 57 mE a3~ mBUEXEK.

® Note

R IEMTAE 1l BR Amazon Fi&E |, N5 Amazon Service Catalog 7= m# ™= RAESHI G X
BX{ISRTELE. Amazon Service Catalog FTEE REXEMBRTAE W EMER.

ERUHKRBRTE

1. §TF Service Catalog #£#|& , M1t Fhttps://console.aws.amazon.com/servicecatalog/o
2. BEEF@IKRIFRASE

3. EBRERUHMEXBEN~mI=m4Aes.

4, EERBRME, NTHIRPERBUEXBKME, KNSE REIARE,

5. EEWAZRUEXBTRI-MmASNTMER , EEBHIA,

BUBRBRTIE 133
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EEMEE™ m

Amazon Service Catalog £t 7 A T EEME B F D, BAUETHFRIEHNESE. EMNMLL
EHERHPNRENEE™ M. BXTOIRE , BZHTE/LY,

£

s UEEANSHEEMEE™ @
- FUHRE-mNAEE

- EATEE ™ @A

- BE  BERAFRRRDE

« B Terraform JFRE™ mRTEIR
« B Terraform JFRE™ mRS X4

LEEANSHEEMEE™ m

EEKFNFETMEE” R , BEEEL AWSServiceCatalogAdminFullAccess REMEE ™~
mEATFRNRNEZE IAM R, EXEZEER , FSH Amazon Service Catalog #) Identity and
Access Management.,

® Tip
NFBRASTMEE " mEE  CREEMEE M2 , BANE~ G ERFB S AMEE ™M
W, BXEZEERRA , BSENULNTHEA :

» AWS::ServiceCatalog::CloudFormationProvisionedProduct ( #£ Amazon CloudFormation

APiEES ).

 DescribeProvisioningParameters (ProvisioningArtifactOutputKeys) £ {Amazon Service

Catalog F X &) Fo

EENEEMEMEE

1. $TF Amazon Service Catalog %A , P4k https://console.aws.amazon.com/servicecatalog/s

MRE B L EFXE Amazon Service Catalog #£#l& |, 1% S ervice Catalog , RFERE “REH
7

NEEANSHEETERE ™R 134


https://amazonaws.com.cn/AWSCloudFormation/latest/UserGuide/aws-resource-servicecatalog-cloudformationprovisionedproduct.html#aws-resource-servicecatalog-cloudformationprovisionedproduct--examples
https://amazonaws.com.cn/servicecatalog/latest/dg/API_DescribeProvisioningParameters.html#API_DescribeProvisioningParameters_ResponseElements
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2. WMEXE, O FRHEFAEE™mEBD.

3. EMBEEFmIoF , EREF X, AREBREEEFNHHLS - AR, S3KF, WRE
S2E REZRHPHMETEEF Mo

4, R ATEEFGBHITES. EFRKILL, XL EAEENELEL  ESHEEHMEES R

1:1 /CN O

EWE & mEVFT R &
CALENERRRE- RS, LREMEBRENFAEENASAAEH ARN.

ZRINERT , WLIhBe Al A AWSServiceCatalogAdminFullAccess HERBEHE
BRFMH, BALE Amazon Identity and Access Management (IAM) &4 A F &%
Fservicecatalog:UpdateProvisionedProductPropertiesiXfR , M #4113 AHiZIhEE,

EXMEESmOTEE

1. £ Amazon Service Catalog ##|AH , EEBEFEEF MoK,

2. RIEEFHNHEES R, ARERHEZINZARAEEEYITRES mAEE, SEAUER
BB~ mBFEERENREREPRIERAEELT,

3. EXEES K WMABREAFAEENAFPIAGEHN ARN, ARN B arn: ALAHITEEMER ,
XEEECEFASEHFMIOMR , 0 arn:aws:iam: :123456789012:user/NewOwner.,

4. EERX, EHMEER  LREI-RAMHE.
HESH

» UpdateProvisionedProductProperties

B AT B 1 7 am YRR AR

B LU TR & 7 m Y AR AR E SO H bR AR, Bl | R E Service Catalog #E—1 EC2 7=
m, WALE#HZEC2ERUARBHENTEE~m ID , BFERE RN S3 F& M.

EUFEE~mOAEE 135
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® Note

EFE B M Terraform FFRE Terraform Cloud = RAXIFEFHER, WMBEERME
Terraform = mERA TR ENR , WATMBRZ>=m , ReERAFEERANERET ™R

SERTTIEL B AR AR AR

1. MNEMHSEEPERENEE ™
fn

2. EFEESmYT , BEMEESm  ARRERE. EHf,

FAEE , BEUUENEET mFAEEREPERFRE. Eff.
3. (W) EFmEAGEESF , AEEI~m.

HER=mP , FESUATES
ERFmaMFUTEE” mEMNTRN>mER. XARERL LR IFFSIEZH R R,

BRI LLHME B mENEE -~ MmN E MR
4. (W) EFET  RREEMEEMAERNT R, REERER.

EEmiEAEES , BERUTES

[Product name] ¥ M [current template name] E#1 9 [new template name], B2 , BRI TAHL E =
@B B F5 [Provisioned Product name] A& E K,

BRI LCHME B mENEE - MmN E MR

5. HEFmIRATF , EEAENS mRA.

6. EZHH , EREINSH.

7. EEREHF
ERBEE~mFAEEP , EUNRIEFNEARGE, MEEN"mENFT2ER , BEEFHEM
BB~ mER T ENENR,

HE  BERFRARIE

A LAE A Amazon Service Catalog ZHI R RAIEE T mME %= mxBNERNAF . ~HEF
BEERZRRRNEECHN S ENEE™ M.

R BERFREIER 136
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EEEKSFNAEMEET R , BEEE® AWSServiceCatalogAdminFullAccess SxI i i & 7=
BHBEZEEAFRNE, BXESZEE , H2H (Amazon Service Catalog AFEr) M S5
B REE,

HETRE B 7™ m A A P MXERAY R R

1. T FFhttps://console.amazonaws.cn/fRS5 B F.
2. MNEMHNSMFELEFIEEMEE™ @,
3. HEHEFERETHRIEER , EEK,,

Service Catalog Provisioned products
Provisioned products (0) info | C || Actions ¥ |
Q Access Filter | Account a 1 {
User
Product Versi
Name v Created V¥ ID v roduc er5|o Status
name name
Role
4. ERFUEF  ERATAMEESmUAERHEFHARE.
Provisioned products (1/6) info
Q Access Filter | Account ¥
Name v Created v Product name Version name Status v

Thu, Mar 25, 2021, .
(o s3bucket-03252118 g s3bucket 2 © Available

BUEEMEE” miFfE .

g WEAFRRIE 137


https://docs.amazonaws.cn/servicecatalog/latest/adminguide/controlling_access.html
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Provisioned product details

Product description

Provisioned product ID

pp-

Product name

test

Created
Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID
prod-

Version ID

3 pa- ahirpy gl

Support description

5. MTRIESHED.
=88

Events (4) nfo

Q

¥ UPDATE_PROVISIONED_PRODUCT
Date created
Thu, May 27, 2021, 5:06:38 PM EDT

Record ID

rec-

Provisioning artifact ID

pa-
Output key

CloudformationStackARN

= Provisioned

User name

User ARN

arn:aws:iam:: $058:user/SCAdminAllow

Type
CFN_STACK

Product owner

14

CloudFormationStackARN
Copy to clipboard

Product name

ssmimport

Qutput value

arn:aws:cloudformation:us-east- stack/SC-
-11eb-b851-
0a8a0480d74d [4

Status
@ Available

Version name

Support email contact

Support link

product ID # CloudformationStackARN HJ

Sort by | Newest v 1 &

Status
@ Succeeded

Product version
1

Output description

The ARN of the launched Cloudformation Stack

6. FRAMBEN™m ID KRIRBIEARREHHEINMNE Amazon CloudTrail iIERHIRFERAF (&
T BERSSORIIHE S A S FERE ) . ARG , BRAFS R steve”s

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],

g WEAFRRIE 138
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. {#MiZCloudformationStackARN{E3RIRB| Amazon CloudFormation B4 , LEHREXE B
BRIFRER, Bt A#ER Amazon CloudFormation APl RXEVLEE., BEXxEZEER |, H5H
Amazon CloudFormation APl &%,

A LAE A Amazon Service Catalog API #1758 1 FRIE 4 . BXEZEE |, i5ZH Amazon
Service Catalog {FERARIEFE) o

EE Terraform R~ RIASE IR

Terraform Open Source ProvisionProduct #fESKHE TAINTED R , #mMATFENE B/
KL 1T UpdateProvisionedProduct, KAEXFERAT :

« UpdateProvisionedProduct F 2R HEMHEEFHFL , HF2ZH I BETIE R R IREL,

« UpdateProvisionedProduct FEREREMIFFEE T~ miRE N AVAILABLE = TAINTED
B, FAaZRAHEBREN KM,

Amazon Service Catalog X £ It HA 8] B A ¥R & ProvisionProduct, BT ProvisionProduct &
ERM TS BV EARIE K MEBT 2 B R,

RSB IR
5 1 : 7EHAA Amazon Service Catalog T2 &R4A ProvisionProduct

EUTHEF , MEREXFRRE , AN ERMNAEARE , SNEMEE™ LT
AVAILABLE k7.

EIE Terraform iR~ RIRSEIR 140
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1. BHIBR4ERZ) ProvisionProduct.

2. Terraform B ESIEBAUTHEREREX ProvisionProduct i | B FRHE
Resourceldentifier,

ProvisionProduct TEREFRLCIEERA , HEFSTEEN ™ BIRASIRE N ERROR,
ARG , BUB3h UpdateProvisionedproduct #4E,
Terraform M ES|ZSMERRKINHEE,

Kt , UpdateprovisionedProduct T/EREFNTE B mAVIRASIZE N AVAILABLE , BEF
LHBRRE , T2 RNAEARE,

2 e

a5 2 . L H#AE] Amazon Service Catalog |2 #7 %R UpdateProvisionedProduct
EUATHES , BIEHERANAEMRE , ZNEMAEE™ ML T AVAILABLE R3S

1. &R ERB3N ProvisionProduct,

Terraform FAELE S| B MERR R WEIE |, HiRft Resourceldentifier,
ProvisionProduct T/ERECEFRAHNHRENATAE SRV TR
&3z UpdateProvisionedProduct — /NI &R FTHE4,

Terraform Bl E S| EMEHR R KIHNEE.,

UpdateProvisionedProduct T4 RBRIMA & mIRASIREN AVAILABLE , BEF =B
A HARE AT HER.

o o K W N

IRSHIRBRET R

Amazon Service Catalog R AFFEIZE N from WFE B~ melBEREA, TAINTED
ProvisionProduct#& Terraform ﬁEEEliiki’i@ResourceIdentifier RECRFRA
Amazon Service Catalog kM , MIFfL &= % E N ERRORIRA , IBERL L

&1 Terraform R~ RIRS 4

B Terraform FFRFME &~ mEE —MNERD X, MRE~RSERDIXHZBFE——FR*x
Ro MHFMHIERN sc-terraform-engine-state-${AWS: : AccountId}-${AWS: :Region}
B Amazon S3 TR, RAXHERIEE AccountID = ProvisionedProductID WRET.,

M ST R A BRIXBR F GetStateFile Amazon Lambda #1 Amazon EC2 Bzh# k. Amazon
Service Catalog B i oA B 15 R] Amazon S3 RHVRAS X4, B G AAEH Amazon i[RX L

B Terraform FFIR™= MRS X4 141
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X EC2, BIAERT , Amazon Service Catalog B A T AB FIRSXMHFIER , B EZERFEA
XHHNB. RE Terraform MELE S| ZBAI LUERHZBEAXXHFRNE.

B Terraform FFIR™= MRS X4 142
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EHEEFRZL Amazon Service Catalog

Amazon Service Catalog 2 T #5% , R @B A AN RIRH#HIT 0 R, HMEERMEE © AutoTags M
TagOptions.

AutoTags RFRRAFEEZRRRKFEEENFRZL , Amazon Service Catalog #BZINAFEER
Amazon Service Catalog B9 % R o

TagOptions 2 HFE K #EX Amazon Service Catalog , FI{ERIZE Amazon & HIER

£}

» Amazon Service Catalog AutoTags

« Amazon Service Catalog TagOption B 1E

Amazon Service Catalog AutoTags

(® Note
Amazon Service Catalog 7% #f Terra AutoTags form FFiR™ fm.

AutoTags —iRRAFEEZRRFRKFREENFRZ , Amazon Service Catalog ¥ BN ATEER
Amazon Service Catalog F &R

AutoTags BEFRASE. &m. AP, FRERANTEE ROE —FRRAFHORS, XEM®T 45
L XERERRTEFEEZFEEH Amazon Service Catalog £#3, AutoTags FEiT AERE
50 MrE LR,

(® Note
Amazon Service Catalog 7% % Terra AutoTags form FF iR fm.

Amazon Service Catalog AutoTags Al SAE B A IR BRIBE —BHMRE , XER=REAS. &R
RAFIRBEMERIEEER, BETLER AutoTags KiRFI AT B3 EIRE ( HlINi%E Amazon
Config MM ) W IR, AutoTags N TFENTEERR , TAEATEEN RS ( Hl20 Amazon
M Amazon EC2 S3 ) Wy “#5%" &80 &EH. Amazon CloudFormation
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® Note

Amazon Service Catalog AutoTags £ iE AutoTags EEERBETSEH. WRENM
BE-RERAIHMTR, MEENRIFHEHEE , WIAE~m AutoTags R E TR
=

AutoTag #1&

- aws:servicecatalog:portfolioArn - \H S Tl El B~ M~ mASH ARN,

- aws:servicecatalog:productArn - \H 3 ) Tl Bl B 7= mEY 7= MY ARN,

- aws: servicecatalog:-provisioningPrincipalArn | 2B E-mHEEZEFEA ( AP ) 9 ARN,
« aws: servicecatalog:-Fii B¢ i& provisionedProductAr&y ™= & AR N,

- aws: servicecatalog: provisioningArtifactidentifier- R ELE T4 ( = RIS ) B9 1D,

Amazon Service Catalog TagOption B$H1E

RNTUEBRESRWEBEEEE~MAFRZ , Amazon Service Catalog 1 T —4 TagOption
FE. A TagOption EEFEEHEEX . Amazon Service CatalogE®F = Amazon #5% , M2 AER
LI Amazon FFERIHER TagOption,

Amazon Service Catalog F % TagOptions Terraform FFJR=; Terraform Cloud 7= Ao
% TagOption FEFEREFIMITUTHNELEBEMNES :

- —HWoR
- IEWFRIEEIR Amazon Service Catalog
o NAWNHEE AP &R LD

‘B A AT LA TagOptions 5= mA M= mxl., E=mA&® (EE ) #[E , Amazon Service Catalog
SCERBRI = mA S M= TagOptions , AFENAFHEBN~ R , W TEF R

TagOption B 18 144
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EERESE

TapOptions
; for porfolio |,
y A
TagOption library /f/ _ AN

\K Product 1

Product 2

\\ \'\
., TagOptions 4
far products
e
—

[ Product 3

Portfolic

Haunch—7

Provisioned product 3
(with tags from the
portfolio and product 3)

Service Catalog administrator

)

Service Catalog user >

£ 1% TagOption & , #&AILUE A TagOptions MRBEMNES~mASH~mHNKEK , AEFTENERN

AR, XIMITETNNAMTHFFENTEMYE , ERTEE

BRI T ERBVE,

¥ TagOptions T Ag & &R 14 8 A AN 45

&) LA F #2%) TagOptions Amazon Service Catalog &8 TagOption fE APl #{TEE, BXEZE

B , 2 Service Catalog AP| 3%,

ES
- FAUTHE KX KM= m TagOptions
- E TagOptions

+ TagOptions 5 Amazon Organizations ¥ 5 B — k2 F

FERALLT AR K7 m TagOptions

AP B3 MmEt TagOptions , Amazon Service Catalog &8 RIEMITLA TIRE :

- WEFEMAEM=mEAESHWFTE TagOptions & &

- WREMEE™ mBOREFMNER TagOptions EA M —HHARRE,
K, EAFEE-—MERE , ©HRNTAEES m LN —MRE,

« VPR P TR E HR [ 7 A A SRR

A PFIRE—MERY ZIEE S

FEAUT AR KM m TagOptions
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LN RABIERT B3 HAA TagOptions MY TERE,

50 1 : HE— TagOption %4

S R 8|2 TagOption[Group=Finance] #}{FH 5 Portfolio1 Xk X , Product1 #8 Product1 M+
=, TagOptionsH¥AF B MEE™mAt , £/ @I TagOption T H#RZ [Group=Finance] , T

iR

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perform any action

Rl 2 ;. BEAE E TagOptions EEHERIANES

EERAESmASHHRE T M TagOptions EFMERANTm , MAE X~ mAS HAVEM™m L&
%A TagOptions HENER. EEFIHA , AFLIERSZRAXBKNFMEz—. R, MEE
FmRHE R Z RN A SRR ERTRIC.

FERALLT AR &7 M TagOptions 146
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

T~ 3 —HEFRESIZTRESPIF R LA TagOptions EFHEREZEAH

EERRAEFMESFHRET £/ TagOptions EEHEIZBANE —NER , ERFRAESHERF/LD
TagOptions EAHERIZAM~=m L, Amazon Service Catalog IRIEHIR S (B AND 125 ) 8lE—
‘H{H TagOptions, HAFBF=mE , RSB IXABHNPERF., MEE” N ERZENA
FPIEFENERITIRIC,

FERALLT AR &7 M TagOptions 147
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EERESE

CostCenter, 65

CostCenter, 70

CostCenter, 72

( CostCenter, 73
Portfolio 2

4

CostCenter, 70
CostCenter, 72

Product 1

Rl 4 . TagOptions EFHEZEA BEMHEHRHZD

mAEHHRE T Z4 TagOptions EFHEAZRANTm , EZ~mASEH , BH/LD

EERE

AND

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

Product 1

The user is given a choice of two
cost centers and can pick one

TagOptions EEH#HEIZF4AM~®m L. Amazon Service Catalog IRIEHNRE (25 AND iE ) 8lE—
A {8 TagOptions, MRREHKTEZEAME , W Amazon Service Catalog 81— NEBMHREREN
¥r&sc-tagconflict-portfolioid-productid , EER , FmAEportfolioid = mEINL

EMproductidfiE. ARNs XAIEHRMEE~mEAEBNBIUREE R JUKRIIME ENEHRIT

FRigo

CostCenter, 65

A CostCenter, 70
CostCenter, 72

( CostCenter, 73

Portfolio 2

v

A CostCenter, 327
CostCenter, 115

AND

Product 1

Product 1

CostCenter is not set on the
instance, but the conflict is flagged
in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.

ERANT AR KM= m TagOptions
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B2 TagOptions

EREER , /A LLTE TagOptions & TagOptions FITA FIREBITEE -

- B EMIBR

- BESEH

o REREEUHRER
© R

f£#2 %A TagOptions A A2

$TFF Service Catalog ###|& , Mk Fhttps://console.aws.amazon.com/servicecatalog/s
EEMSMEEA | EFETagOptions &R E
£ “$HE” b TagOption , M ARFE , REEEFE RN,

BIZ%T TagOption ARG , HEENNEATOE , AEIIRPRFIBIFFHF. TagOptions

E TagOption £ Amazon Service Catalog API |2 , 2 #CreateTagOption.

fE#2 4] A TagOptions FIBR

1.
2.
3.

$TFF Service Catalog &% , P4k https://console.aws.amazon.com/servicecatalog/o
EEMSHESEH | iEE¥ETagOptions FE , R EFBIRE,
I PR BR 3 B A M BR

FEf2 ) & BB SR — 45, TagOptions %4

1.
2.
3.

$TFF Service Catalog ###|& , Mk A https://console.aws.amazon.com/servicecatalog/s
EEMSHESH | EFETagOptions FE , R EFBIRE,

ERUE | 15148F TagOption BB ERIEFHNIRS . REERREANTHRERREZEYE , R
HINERIER

EFR , 1F1L8R TagOption FTRAVEUET, REEFREANTHREDEEREER , AEHIAE
YRR

& TagOptions 149
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EEFE PR/ —NHZN=mASE TagOptions HIRAHEXRBKIEUEREK

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EEMNSMEED  EFFREAES , ARTHAEXRERIBUEXBRN=RASE.

3. %&#ETagOptionsit M+ , REEEFE—NHZA TagOptions EE R R H S REKHEUE XK,
4. EFRE. REEFRXERSEUEXBKABIAERNIERE,

EIRE A — K S m TagOptions 57= fa 5% Bk S EUH < Bk

1. 3TFF Amazon Service Catalog #&l& , Mk 9 :https://console.aws.amazon.com/
servicecatalog/o

2. EENSMERNEBRIT , EEF R, REHFEFERRIBUEXBRN™ M.
3. 1&#FETagOptionsiEW+ , RFEFE —NHZ /> TagOptions EEH R H SRR EUEREK,
4. EBRIBEE, RABERREKRBBUEREHFEIABIIEE,

(® Note

E A Amazon Service Catalog AP| TagOptions 57~ mA S~ m><Ek , EZ
%] Associate TagOptionWithResource,

E TagOptions f# /8 Amazon Service Catalog AP| B ( BUEXEK ) , H5

¥ DisassociateTagOptionFromResource,

o

£ %A TagOptions 4RI E

1. §TFF Service Catalog #£#|& , Mt 7 https://console.aws.amazon.com/servicecatalog/o
EEMSMEEH | %ETagOptionsBIRE,

1%4% a TagOption H$TFFZ{EH. (LETSEEE. ) RAEEREREE.
EEFRPRBLUEAERREENR,

w0 N

TagOptions 5 Amazon Organizations Fr& % B — 2 5 F

AREBEEBIR T TagOptions 1%t Amazon Organizations FEIFRZE K EE Amazon Service Catalogo
& X /4040 72 [B] B 5 X P AN T BE B B LEAR IS SRR H T 1

TagOptions 5 Amazon Organizations ¥7& 5 Bk — #2 {5 f 150
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TagOptions Amazon Service Catalog &M T B &= fm ( CloudFormation3ttk ) , MARZ KA
Amazon Organizations & F Amazon I FE LR HE 7 (OU) A LR E Fo Hla0 , MBEHGHREER
BEMIINE] OU , NIAHBEIMARERMNNA TZ OU FMEK, . MRERENERIXFHMIRICTIEE , 1
R EHTEE , B#RERETRE,

PR R

FRE KB R VFRIE Amazon OrganizationsH & X AIAIXE 1K 7~ A BY Amazon BRIRFERRZHMN, &7
DA VRS SR BE SR BI R M43 72 0K 7= 4 BI#R 12 Amazon BRI — 3 .

MERBRET —MEESE , TRRAFPNA —BWEE, FIHERCHERALF EBNERES
K, BETUUEMZLRENAELSRXNATHNE. flan, BEUUER—ANKFHHRE EC2 LI #&4
TR EEIRE N CostCenter R IZIFLEMEIRE NData InsightsZHMarketing,

EBARE R |, BT LUEEREA TR FIRITIRICH N A EDT | BFIERNIREH TR EANIRE , UIREEE
RiFREFIE A RRER, MEETEZRBHHTED , WRERBATEUNERERXTEANRE ,
BERHEPFERENFTEMN. Amazon Organizations

AXRIWMMANEEKFRBFRIZEFHITHEZEE | 551 Amazon Organizations F IR E R,
TagOptions

TagOptions & —H¥RIZIIAE , Amazon Service Catalog 5@ F CloudFormation 4% 4% 5l B9 TR L & 7=
m( MRXE=RMATFRE™Mm ). Amazon Service Catalog 2 7 —/ TagOptions & , & LA
EHDPENEESEM Amazon Service Catalog 7= xR #{EX. /331 Amazon Service Catalog 7=
B, BAH EZ RA SR RRBERMIIA TagOption Z4f%4% TagOption EF AEB 3%~ M. H
TFREFRASET MR FFHITIRE TagOptions , K bt AT LARE I F — B 2 3L RAFICE K F #1 X
BRENFREAS,

AR IA1E P TIR B MY 215 B TagOptions Amazon Service Catalog , &2 8 Amazon Service
Catalog TagOption &R

J# % Amazon Organizations #5 R kg 5 Z [AIfY ¥ 38 Amazon Service Catalog
TagOptions

MEBE N HA Y IK B B Amazon Organizations FrE R | RINBWEREUATIEHE :

- EE#TEE Amazon Service Catalog & m4AE M~ MmN EE R L EZX EMFRZ TagOptionsHIE K,

- ER[gEE R A7 m Amazon Service Catalog HEFm A AP M ENZLAFRHRENRLRAF
RENRLAFAZENEMARENER,

TagOptions 5 Amazon Organizations #x% 5 B — 2 { F 151
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EERES

RIZBEERF 3N Amazon Service Catalog iZ TagOption 4~ mcity , H BIRMIRSREE
ERFERPERcityXEHTHIREE , flWAtlantaSan Francisco, = Austin, Amazon
Service Catalog & A F &% B N7~ mFATE TagOption Z4AiE#E TagOption BEHIER T B3I~ o

EXERT , R TagOption Z4AKY TagOption HEcity@EREWH™ , HliIRio de
JaneirozBuenos Aires , Il Amazon Service Catalog T2 Bz1%Z = m. KR , BAHEL M EE
EFE—NIEXEH MM TagOption B , FERSBEE,

TREHRT —ER | XEGRER T MAERREE R IR R 7 g2 18 R MR P R A&,

TagOptions

=R

FEAR R B R AL 7 PR 58
W7, ATHREFRER , = m
TER.

mFRERANETEM ,
REERH.

Reason

TagOptions & F #& & AR R 0 2|
HRERBESATFHNERRZS
RPN BANEHRITIEE,

W T TS SRS KRG A
%k B E AR

£ TagOptions Z4AHIEEES
HRERBABEBRFIMUF—K
WRNE,

S

MREENRSRERIZHA KR
ERGIPRETRENAESR
¥3 , ERRIEH TagOptions
REZAMIEN BELIRZE
R ELRENRERBERIEEN
NE—H,

BEE , MRERSERETE
HEFRRSFA XN NERFIE
%HE |, MFTE NERERAE
AM , HBREH TagOptions
REZAMAEN B ENIRE
RASHLEREREPHER
—H (BHWMEHFRNE ),

IEE B KRR, MRER
EERSRANEEHAMY
MEINNIRZE R K NEGH
E,

LA, MRBREFRZ KRG
FIEENREFHRXNEEN
%, ERRFE TagOptions
FrEZ A2 E Amazon Service

TagOptions 5 Amazon Organizations #x% 5 B — 2 { F
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e Reason fRR T R
Catalog R/NBELUESFHEN
.,

WMRIEAE AR PRE R RS A
KNEEHME |, NIZIRER
X SFE N ERERUNE

Mo
HTHREETRE , "mELE HAFmAHEETE KBk TagOptions &K 7= m
B3, TagOptions HrEXMIRLEES FmAE , XEFmA~nd
MRV HRPVIREE, BHEEEIIRIRERIEHH
ERRZESAEANIRE

Ho

TagOptions 5 Amazon Organizations #x% 5 B — 2 { F 153
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S\EB51Z A F Amazon Service Catalog

f£#F Amazon Service Catalog , #\Z8 5| 2B EXTERNALF MEFE KRR, ZEXTERNALF= mEE /L iF
EME=FHESIZE , a0 Terraform, &AILAEAIEB5IZHF Service Catalog FIIHEET BEIR4
Amazon CloudFormation iz 4k , M\ o £ A H b E A% B (laC) TE,

ZEXTERNALF R A 8 A ZEM Service Catalog AEEEMIB AR , ERAATE aC T
B4 EIhRERIE &,

E7£ Service Catalog F/5 FHEXTERNALF R R | EMAMIEMK P P E N —AFRERE, XERRER
7 51%, Service Catalog E THEMMERIRENBENZFESERASIZE,

Fii& T 1S5k Service Catalog F7~=mWBFERAE , AT EEBENEE B ER.

HIENEXTERNALF mREHEEX RYA Amazon Service
CatalogDescribeProvisioningArtifacts}DescribeProvisioningParametersi##ERt , Service Catalog &1
FABIZHE— Amazon Lambda B¥. XREMNRMNER THHRIRSHIIRIHFHIRERFRLE
# Amazon Service Catalog, XXESHHEEHENRESIEN -2 EH,

L4881 B FAEXTERNALEL B % KR &F ProvisionProduct , Service Catalog & & 5t 1E N EF

T—LRE , ABEEIZHH Amazon SQS RAFIRIEHEER. ETX , 5| B ERMNED
Bl (BEABHARIEAT RN IAM A6 ) , REEMNEEMERERR , HEA
NotifyProvisionProductEngineWorkflowResultAP| 33k & & Zh =k & o

FtUpdateProvisionedProduct 1 89 FE AL L 2 75 2L 8L |, BN TerminateProvisionedProduct# & F
[ &I BA B H Notify APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult.

£

- EEEW
- SR
- ME

 Updating
o IFTE4IE
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- IR

SEEEIN
SA OIS DA — B3|

S Service Catalog F/0\Ik P ReEfE A —NEXTERNALELE 512, Service Catalog hub-and-spoket&
BAFHOKFOBEEFRHARAEFREAS , MOXKF TS A=REASHFA> @,

LEFRFIR R NEXTERNALR BERR B — MK PR — 15|, MREEABRBRBSNIIINEEEIZE , NE
ERAMSREFRWHOKSPIRENFSIZE (UARFRASH™Mm ) -

A EMNZHREIRINEIAG

EXTERNALEEEXN RN X IEFEABRFEENSHACHITER. BHYRIEE Service Catalog
ERLAFEY. EFSRLKLFRENMEN IAM A€, EXBHRENEZEE | 55 @Amazon
Service Catalog Bz BR %,

SN

EXTERNALEEBEXN RAILLREMER, XEKRE , ECIZEXTERNALF REHE | 5IZFENREHNE
ZTHHPENSHIIRH N HIREZ Service Catalog. X 2B EEHIKF A A1 — Lambda B
RTERM , ZEBRTLIEZUTERER, LEBEEEWNB HRELTHAER,

/A Important

MR Lambda BB & B, ServiceCatalogExternalParameterParser

BEREE -

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"

EEEBW 155
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FE Type I8 iR

I H PUE = ERENT TR iEL
e

TH/EER FRH = B THRIH

MiLE, flm, 3
TAWS_S3 , X2 L
# S3 B URI,

TH/RE FRE = HERRE, RIFRIE
: AWS_S3,
LaunchRole FRESB & THINE N EREN
B AEHN Amazon
BIRBF (ARN), 0
RAREEHBFAE
NI#EFA Lambda FIA
TR,
0 RIiE 5%
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
3,
]
}
FE Type WAIE iR
S8 LIES = Service Catalog E3R
RARFHEERS m

SERA 156
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FE Type W18 iR

= AT A B 7 am B
RENSHIIR, W
REMHRREE
S8, MiRE—»
ZEHIR,

e FRIEH

fim

SR,

defaultValue FRFE MRRLAFPREMH
B , WASEHERIA

=8

7|

ok
H

# FRES = SIZBSHENTER
., flin , FRKFE,
MRERBRE, RV
WERSNEIZMmR
- Service Catalog ¥
BNMNSBEENFR
ERiRELL B E,

iz FHRH & SHNEE. BIE
iR P R PR

[o]

isNoEcho mIR{E

7|

BESHERERE
BEFREE., RIAE
7 false ( SHELH
EE ).

il

X4 Fi&ProvisionProducti®4F , Service Catalog &% RAVKERE EE A5, L5 ERATELGEE
B 1aC R FAZR ( Hl40 Terraform ) #0 , UEHEIHPENHNRER, 5IBEATTNE RBA Service
Catalog.
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Service Catalog &P B Bl & 1E R ZIXEERIK - & HH Amazon SQS BA
5|, ServiceCatalogExternalProvisionOperationQueue

BRIBE :

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

},
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
.
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FE Type WAE iR
token FRE = FRIRMIRERFRIC

TR IR =]
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EERES

FE

operation

provisionedProductld

provisionedProduct
Name

RS
provisioningArtifactld

recordld

launchRoleArn

mH

THERE

TH/RHE

4

Type

PUE

fim

fim

fim

fon  AD

fim

i

i

fim

fim

7|

iR
Service Catalog = #E

BHMITE R

It B
ZWPROVISION
PRODUCT ATt

~mi 1D,
E& T4 ID,

LR VERY Service
Catalog i23%H ID,

ATEE®RIRN IAM
AN ZEHERE
# (ARN),

E MR IREE A
THHEFEAEER.

SIZBTEH I
uE, flam, xt
FAWS_S3 , XBIE
# S3 B URI,

Rk, RITFHE
: AWS_S3,

27 B B BIREA

o
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TR Type DA PN

2 5l %k = A F % AR Service
Catalog EJ9 b1 1E
BWANSBREX S
e

R 5l & = ERFRZ 5 AE key-

value-pairs Service
Catalog WA F %% |
DNATFEEREN T

3
Do

THEREEREM

£/ NotifyProvisionProductEngineWorkflowResult AP i# 415 2 TUH L5 EH WX KiAA AP,

Updating

¥ FiZUpdateProvisionedProducti® 4 , Service Catalog &R SR EHEILASIZE, 5|18 HE
BEFEW 1aC FBRAR ( HlW Terraform ) #O , UEHFIHHPENNRIR. 5|BEATELERBEA
Service Catalog,

Service Catalog B EFMERKIXENEE NPKF PRI S# SQS BA
5|, ServiceCatalogExternalUpdateOperationQueue

BRIBE

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

Updating 160


https://docs.amazonaws.cn/servicecatalog/latest/dg/API_NotifyProvisionProductEngineWorkflowResult%20.html
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Iltypell: Ilstringll

I
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FEB Type MHIE PN
token FrFE = FRIR IR ERFRIC
AITURE S IR B
Service Catalog = &
BAHRITE R
operation FRE = = B4
ZUPDATE_PR
OVISION_P
RODUCT ATt
(=
provisionedProductld ~ F#&F& = B E = me ID.
provisionedProduct TR = FREL & ™= m i B o
Name
Fmims FRE®B = Fmr D,
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FE Type W18 iR
provisioningArtifactld ~ Ff&F & = E&THH ID,
recordld FRFE = IR ERY Service

Catalog 1239 ID,

launchRoleArn FRIP = ATEERRHN IAM
ACNLIHERA
5 (ARN)o

I B TR = EMEREERXHN
ITHHNIFHAREER

THRRRE FRIB = SIZTHRIMH/
&, Bl , 33
FAWS_S3 , X2IL
# S3 B9 URI,

T /2R TR = KA, ATFWE
. AWS_S3,

54 FrFE B ZF BB el R A

S8 LIES = FA 51 A% Service
Catalog EH b1 14E
BANSBREX S
e

R Hll & = ERIRE R AZ key-
value-pairs Service
Catalog WA F 5% |
UNATERENR

IERELERBEM
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& A NotifyUpdateProvisionedProductEngineWorkflowResultAPI 1¥ 4015 B T E L 38 & #9 e 57 33 R i B
API,

IERELIE

3 FiZTerminateProvisionedProducti®4E , Service Catalog N '&RIEBRL I F XA EIZE, 5IERE
B#8%EEN 1aC fRF R ( Sl Terraform ) #O , ME LT HHPENNRIR, SIBEAFTHEREA
Service Catalog,

Service Catalog FAIBELX L ERRETEHKS A RNLDSF SQS A
5ll, ServiceCatalogExternalTerminateOperationQueue

BERIEEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
FE Type OS] iR
token FRER = FRR LR ERIFRIC
RIS IR E E
Service Catalog = &
BARITE R
operation FRE = = B4
MTERMINATE
_PROVISIO

EEAL =


https://docs.amazonaws.cn/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_TerminateProvisionedProduct.html

Amazon Service Catalog EERER

FE Type W18 iR
N_PRODUCT HTik
B®19E,
provisionedProductld ~ Ff&F & = B Er~mM ID.
provisionedProduct FrFE = Tl & 7= m i & Fro
Name
recordld FRH = LR VER Service
Catalog i23%H ID,
launchRoleArn FRE = ATERE®RIRN IAM
AN TEHERE
5 (ARN),
S TR = ZFE BRI R ER
THEREBLEREA :

/8 Notify TerminateProvisionedProductEngineWorkflowResultAP| #4115 2 T HE £ 15 E /Y 1 B34 R
A AP,

&

E&ET Resource Groups BEEHRX , FNEHABEELTHMNREERA :

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",
"Action": [

k;
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"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BaACKREENE4PHERROFRICNIR , flilec2:CreateTags,
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¥ M= Amazon Service Catalog

BT LAE A Amazon %4819 Amazon Service Catalog &R CloudWatch , Amazon £ W& R A HIE
FHIFHALLE Amazon Service Catalog A AIiEE R, XEFITHRBLICEFHA , XEZMAILAFRF L
SEHEHM THRIENRS S M. Amazon Service Catalog ##58#E 4 CloudWatch £ 1 24N B 3)
KiEB|, BXRMEZELR CloudWatch , 2% Amazon CloudWatch FF#5R.

X RERMEENSIXR , B2 Amazon Service Catalog CloudWatch %%,

BER4F Amazon SRA RN T REM, TAMEMMENEZEMRIS. Amazon Service Catalog &
BiiZM Amazon R A RFIE IS WEKIZEEIE , LMEE HN S SRR A UE R M 3 TR
TEFF $R ¥ #2251 Amazon Service Catalog , BN iZBIE— NI ELATRBNERPLEZITR

- BEAMRMAL?

o SRS R RIR ?

o WEPRIXLE TR RAY IR A ?

N ERAWLSIETE ?

- EARMITHRES?

o HIEIRET OB AE ?

KT EH

Amazon 24t 7 & #ha F F U532/ T B Amazon Service Catalog, BB BHBPW — LT ERRKE
PITHEREES , BELETESEFHTH. BUERWENKEIZEESEIL,

BRI E
&R AR Amazon CloudWatch 23k % Amazon Service Catalog F#R & R RT1ER o

CloudWatch BiREZEEMN R EERNERENMER , HRBZERES N NRBAMEN TELEERE
WERIT IR ZSTURIE, ZBRERRETLDHE£EEH KRS (Amazon SNS) Simple Notification
Scaling AL S A EC2 uto Scaling BIERMEH], CloudWatch A 2XE A ML T
BERSHBRAARE  ZREXNEEXHREGE TEENRER, ETHRNACIEER , 55
#1% Amazon CloudWatch Bk, B%fF Amazon CloudWatch s 5B & EANEZEE Amazon
Service Catalog , 2@ Amazon Service Catalog CloudWatch E#x.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

Amazon Service Catalog EERER

Amazon Service Catalog CloudWatch $§#x

A LA E R S S R I8 M9 Amazon Service Catalog &R CloudWatch , T &b & & 3K B &2 AR
SEFNRBBIEE , ANHEHLENENER. XERTHRESRERE , LERFRAEEEHEH
T RS WIZITIE R . Amazon Service Catalog E#R#i#E4 CloudWatch £ 1 78 B3 KIXE,
BXMWEZEE CloudWatch , &% Amazon CloudWatch A F#§F,

FT
« B A CloudWatch E+r
- TJHIERM%EE

- && Amazon Service Catalog 1E#xr

J& A CloudWatch 45

HIABERT , LE# CloudWatch 1E/R4L T B AR,

AIREIR M4 E

THEE TILS# Service Catalog KX Si# CloudWatchBIIEFRF4 £,
Amazon Service Catalog $E%7

Amazon/ServiceCatalog @& Z=HBIELL T B4R,

BFR 1%, BB
Provision ERENNEBRERNAALAENTmAMEENE BN MEE=miHRE,
edProduct X L4 EIE N B i8R & £ CloudWatch BE&EH,
Launch
B{J : Count

BRETEEE - Minimum, Maximum, Sum, Average

Y4 : State. PPState., ProductId . ProvisioningArtifa

ctId
ProductPr W= RREERITHERE R B provisioningArtifactIld . 4#E#HE
ovisionin CloudWatch BERERN —RKiIERE Mo

gOperation
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/

Amazon Service Catalog EERER

FEPR 1 8E
B {I : Count

BREITEEE - Minimum, Maximum, Sum, Average

4 : State. PPState, ProductId . ProvisioningArtifa
ctld

Amazon Service Catalog ¥E¥r4 E

Amazon Service Catalog I T R ZIE4A W S # CloudWatch,

HE %, BA

PPState ZHEEEEN X —EERS BRIV EEE™
mis ROBE. XEFMTERBEIRSLEHES
ke
o

BRRS : ATA, B3R, #HiR

ProductId L4 BN TR SN EIRBINF~ M ID B ROEIE, X7
HENBERE BN S NEL =R,

ProvisioningArtifactId 4 EUFEE N ERBIMNTMEED R ID ERVEK
B, XAIE B AUER IR H M F B S L) = mAR AR,

State B E IR N BUX — i8R B 3 (VPR B TREL B 7™
mERNBE. IHEFHTERBEIRSEHED

e
o

BRHIRA : SUCCEEDED, FAILED

& & Amazon Service Catalog $§¥x

AL ELS@iEHEH AR EFRLTLE CloudWatch 1885 , iZ CloudWatch 25| A AT UARE A B 7] B E X ih
ERENTRUEBRESH EEEITHESHE.,

£}
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« FEM G CloudWatch &4l & F&E Amazon Service Catalog 3548

£ 3% CloudWatch 2 #| & & & Amazon Service Catalog 1E#x

IBALATETE 3% CloudWatchiZ#l& A& & Amazon Service Catalog #§#5. I Z# CloudWatch 3]
B1RMT Amazon Service Catalog #E/RHFANE , LA UREZFEEHFHIE. EXLDHNESE
& CloudWatch , #EZ#L 5% CloudWatch i P18,

£ Amazon CloudWatch 2% & & E SR

1. 3TFF Amazon CloudWatch ##14& , Pt A https://console.aws.amazon.com/cloudwatch/o
2. EEMSMBERWERTY , BERFEF.

3. EREEFWNER.

£ 12 Amazon Service Catalog APl i Amazon CloudTrail

Amazon Service Catalog 5 Amazon CloudTrail—IRFZERK , ZRFEHAF. AE® Amazon

BR S5 1E R AT RV IR /EAY 1B % Amazon Service Catalog. CloudTrail J¥Ff& API A3k Amazon
Service Catalog REH. #HIRHEAEHEFR B Amazon Service Catalog %14 B AR XY Amazon
Service Catalog APl #ENRIBEA, MRECIETRE , WA AR CloudTrail SHHL&H

B| Amazon S3 ZE4E , BIEMEH Amazon Service Catalog. MIRBAREBRER , BRI
CloudTrail ZEHI&EW “SHHELERK PEERFTNEH. EAKRENEE CloudTrail , 7] LA E & B
MNER K HH Amazon Service Catalog, & HiERM IP ik, #AH TER, A &ZHERAREMF
H1E R

ET#EZ{E L CloudTrail , 52 Amazon CloudTrail A FIEE.,

Amazon Service Catalog 1§ & 7£ CloudTrail

CloudTrail & 812 Amazon kPN EEENIKS EEH. ZHE3RKEEF T Amazon Service
Catalog , Z&3I &5 HM Amazon RE CloudTrall B4 —EBIEXREEBHARIERD, BOUERDS
) Amazon lkFHEE, BENTHRERENSH., EXELEE  FSRAEAEHTLIERESR
CloudTrail &,

ERFEZICRAE Amazon IKF AR EH | IEMEH Amazon Service Catalog , i8I RER, RERAY
CloudTrail ¥ A E X #4& % 2| Amazon S3 FiEHE. BIABRT , S &P OIZRERIZRN , IR
12N A T PTE Amazon Web Services Xif, BRERIEFK Amazon 7 XHFAEXENES , A FEE
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Service Catalog EERER

HHEE T BIEER Amazon S3 R, oL, BRI LIECEH M Amazon RS , BAdt —H 9 T MALE
CloudTrail BERIKRENEHEIE. BXESZER , TSR TIIRE :

o BIZER IR ERiC FBLR
» Amazon CloudTrail XM RE FMERK
» A Amazon CloudTrailfit @ Amazon SNS &4

« EYCKBEZ M XH Amazon CloudTrail B &S FZWK B 24K F B Amazon CloudTrail B &
#

CloudTrail i23%Ff& Amazon Service Catalog 1. %0 , i
FACreateProductMUpdateProvisionedProducti®{E&TE CloudTrail BEXHHERSE
B, CreatePortfolio

BIMNEHHATREBESEXRERBFRNAREGR. SOEEAMTEHEUTRE !

« BHREFEARIEBER Amazon Identity and Access Management (IAM) AP EIE. H,
s BREGFEHACGKRKSAFPNENZEEIELXEN,
- BEREEHEM Amazon RS . H.

BXEZER , i35 CloudTrail userldentity T3,

7 #& Amazon Service Catalog B &% B

BERERE—MEE 6 AFTSHENBEXHEHEEEERN Amazon S3 71, CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , B/ EXFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
M ERF I, AT REIERTER CreateApplication API B CloudTrail B&%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"

}I
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/logging-using-cloudtrail.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_CreateProduct.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_UpdateProvisionedProduct.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_CreatePortfolio.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventTime": "2020-09-23T21:07:58Z2",

"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
},
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pv64ya78e22f",
"applicationId": "app-02ocuqg2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {3}

I

"requestID": "1b6ad353-3b06-421b-bcb4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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& m b H IR

Amazon Service Catalog AW EE R NIKFIEEEZEF A mERT. EERWMEREH & mERNE
M RAMFIEELARBR, HIRRGUREENRR (IR ) B, EREANKKAAFEERARH A
BRI LR E L.

5 & m bR BRI A RIS AR A SRIL T B 45

- BIEEHENANINAERFZ RN TENSE
« X5 E—2 R A AR I E E BA fE A Y K P
« XBEANRE (BT R, EFEIES ) FHKS

@ Note
EEREKS RIS ERLF B mEE R,

BT A mEEIET

1. EEMSMEES  ERERI,

2. ERRE, BERCEADRECER R EIED,

3. LE#I, MARMEN , REEETEHENBEHRE,
4. EERE

B3 Amazon Service Catalog X EN mEN XK , FEEXN EV@EEAmazon Web Services
X X

Amazon Web Services X1 1 1l7 B{RHF

Amazon Service Catalog X% T & Ff Amazon Web Services X137 BI#9 E 4 @ R T

Amazon Web Services Xi8 & F Amazon Web
Services X5 &4

EERT (FFRILMILE ) us-east-1
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EEMN ( ERT)
Amazon GovCloud ( EEHXRZP )

Amazon GovCloud ( ZEEZB )

Amazon Web

Services X5 &4
sa-east-1
us-gov-east-1
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TRER T X H SCRPT A EEE X Amazon Service Catalog, BIRBAN M EEFEA |
% RSS iRo
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o ERWTXAYERT 2024 £ 5 A 16 B

TE 5 BA =p:
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Catalog SNEBSIZERIN T FE . A
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F*Ji%/-r\o ZEXTERNAL @3
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H\ER 5|12 FF Service Catalog
HIheed BER4E Amazon
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