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Amazon VPC B4 ?

f&Bh Amazon Virtual Private Cloud ( Amazon VPC ) , A LAfE B E KB EBREMNE ML+
B3 Amazon BiR. INMNEBRNEZELBEHREPOLPETHEEMNEREME , HahERRUFEH
Amazon WA REMIZRERLE,

FEERT—RHI VPC, il VPC ELKENSITARNEE— TR, £ FRTEET
EC2 61 , WARE—AEBMM% , AN VPC hRR S ERRN 2 A TEME.

G
@

Internet gateway

Subnet Subnet Subnet
= M I

Instances Instances Instances

Availability Zone Availability Fone Availability Fone

BXREZELR , 2 Amazon Virtual Private Cloud (Amazon VPC).

Thae
AR IheE AT AKS BY IR ECE VPC , IR AR FFTENIEE
Virtual Private Cloud (VPC)

VPC B—NMERME , BREESHBTEFOPEITHEREMERIEL. €12 VPC 5, &AM
whn+M,
S

FHREN VPC AW IP #utSeE, FRXANTFEANTRXA, ERMFME , BAILE VPC
FERZE Amazon &R,



https://www.amazonaws.cn/vpc/
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IP F3k

BA LA RER VPC F1FR 2B IP iﬂ_’,iﬂ: TIE IPv4 b3 R0 IPV6 ik, AT LU A IPv4
o hkF IPv6e GUA it B Amazon HEEH 2B R VPC FEVEIR , Hla0 EC2 K41, NAT FxF
W 4§ T B 15 i 2R o

B&EH

ﬁﬁiﬂ%EEiEﬁ&mHEE B &Y F RIS R 5K B P 48 B X (8] B4k .
RES

X IGFER VPC ERIH ML, Filan, A EKNMNXFEN VPC EETING, £A VPC ik
KRITEET Amazon Web Services fiS5 , TREABEBKRMMKX T NAT RE
Xt

£ VPC WEEZERN VPC FHREZEBARE,

REBRE

MRZZEOEHFHNERE  AEREREIRENEERZFHITREREIRE,
S ETUES

M BEFRIED , BAE VPC, VPN #E3#H Amazon Direct Connect i1 2 A iR E,
VPC i BE

MEE it HEEIREXE VPC HEANMEZLENEEZEON IP RENER,
VPN &

£ H Amazon Virtual Private Network (Amazon VPN) & VPC i 2 2 {5 £ 28 3 X 4%

Amazon VPC A’}

B8 Amazon Web Services Ik £ Amazon Web Services X8, @& — P EIA VPC, BRHIER
IAVPC EEERNAMENEEHER EC2 3£6l, BEXEZEER , HSH MK VPC,

O LLUERFEHAMEN FM, IP ik, MXFEBEGEHEM VPC, BXEZEER |, i5SR the section
called “8|2 VPC”,

£ Amazon VPC

U UERALTEEEORNEE VPC :

Amazon VPC A[] 2


https://docs.amazonaws.cn/vpc/latest/privatelink/privatelink-access-aws-services.html
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« Amazon Web Services EE A — BREETARIGE VPC B Web RH,

« Amazon Command Line Interface (Amazon CLI) — $245& A F K& Amazon RS ( 2% Amazon
VPC ) fan® , #% Windows, Mac # Linux EBRI&Z¥F., BXEZELR |, H55 Amazon
Command Line Interface.

« Amazon F AT E@ — BHETEIESMW AP, AXTFZSERZFAEE , SINiTEZE, LEBEKR
BERERNE, BXEZELR , 55 Amazon F X T E4A,
- &) AP| — RHEEEER HTTPS ERARAMNESR S API #24E, FERZER API A F 5 1E Amazon

VPC WHREEF , BEEELNNARFLEBEERIFAEFE , SlEREFHEUASIBIERUR
THRGE, BXEZEELR , 55 (Amazon EC2 APl £#£) ffJ Amazon VPC #&4E,

Amazon VPC B EM

/8 VPC TEHMINTHR, BR , L VPC HAH (10 NAT W%, IP it EEE. RES
. Reachability Analyzer I KA [E 2 H8E ) BE[FHR, BXEZEE , i5ZH Amazon VPC E

.

BERUIES (VPC) REFN/LFMERRERNERET ATEEN IP ik, VPC R4 K2
BEREFERATE IPv4 thiit, AWM, EEET IPv4 BEEHRIAEBREMNNERER NS IPv4 thit,

Amazon VPC EETEFEEKLIRE VPC B Al ah A E 9%, Amazon RDS F Amazon EMR %1%

ERSF. WREBHIAVPC , EHBERELNKFPEATCKEILBEN. RERSHENKS-TE
WAERLNE IPv4 it ZFUEN SR A, XL AFESE Amazon KAMFERABERIRE PH Amazon

VPC RS #E < Bk

NE IPv4 it EM

NE IPv4 it RIERTMEBNEEHE IPv4 ik, A8 IPv4 it 28N IPv4 M\ BEXME #1515 & R
IAEN,

MRER Amazon R REENNEBEEFLIHER , WAIRBZEALE IPv4 it 5 EC2 BRS 750 4
N, MBRIBREH Amazon RFBEESTH EC2 RS , NIAE IPv4 it EEN T, BXEXKENE
B |, 5% Amazon VPC EMTHRHIAE IPv4 ibiRIF,

FAH IPv4 #3 (RFC 1918) Filidk, BXH#E VPC A% IPv4 it WS RNWESEL | H2EHE
ENZ5ENITREMNITE,

NE IPv4 it BEELUTRA .

Amazon VPC B EH 3


https://www.amazonaws.cn/cli/
https://www.amazonaws.cn/cli/
https://www.amazonaws.cn/developer/tools/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/OperationList-query-vpc.html
https://www.amazonaws.cn/vpc/pricing/
https://www.amazonaws.cn/vpc/pricing/
https://www.amazonaws.cn/free/
https://www.amazonaws.cn/vpc/pricing/
https://datatracker.ietf.org/doc/html/rfc1918
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-permissions
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« M P it (EIP) : Amazon BEMNBSAE IPv4 it | A LUSHEHES EC2 S£4], BHEMEED
= Amazon R REK,

« EC2 2% IPv4 it : Amazon 7 Bit4s EC2 SRV /AE IPv4 Hitik ( 2R EC2 SZHIEERINFRF B
o, FEFZEFECHENBTEAE IPv4 it FRAE3 ) o

- BYOIPv4 #udih : £ B IP #3l (BYOIP)# 3] Amazon K9 IPv4 #ititSEE PRI 2N IPv4 He i,

- RSEEW IPv4 itk : £ Amazon BR £ B FELE H B Amazon [RFZEENAE IPv4 sk, Hi
W , Amazon ECS, Amazon RDS = Amazon WorkSpaces LB E IPv4 Hbiit,

NTRARERAUERALE IPv4 it & E N Amazon BR$E 5%k,

« Amazon WorkSpaces Applications
« Amazon Client VPN

» Amazon Database Migration Service
« Amazon EC2

» Amazon Elastic Container Service

« Amazon EKS

+ Amazon EMR

« Amazon Gamelift Servers

« Amazon Global Accelerator

* Amazon Mainframe Modernization

« Amazon Managed Streaming for Apache Kafka
« Amazon MQ

« Amazon RDS

* Amazon Redshift

« Amazon Site-to-Site VPN

« Amazon VPC NAT ®%

» Amazon WorkSpaces

 Elastic Load Balancing

Amazon VPC B EH 4
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Amazon VPC Y T{ERE

f&Bh Amazon Virtual Private Cloud ( Amazon VPC ) , A LAfE B E KB EBREMNE ML+
B3 Amazon BiR. XMNEMRNESZERFEFOLPESITHEAEMNEREEL , HERBRHAEH
Amazon WA REMIZRERLE,

TEEN#ERT H&EH Amazon Web Services BEE#EH| A €12 VPC HEMK B A E R VPC
RHEHBR. X¥TIE VPC , B LAEZR R %I~ AR LTI ThEE, Lt RAIEREEBIERCE
VPC MEMMERER , RAELIE VPC TH EERNERER, Ltk VPC EHNTAREFEET —1
IPv4 CIDR #1— Amazon 28 IPv6 CIDR, HFFM. =/ EHK. —MNEBKRMMH —Hx
R, HTHRIMNEFRTEERMMX , ALEFESERKRELAEFMNREN KBTI ERRMN , EHHHENMY
BHRSNRELZFERMMX,

VPC Hide details Subnets (4) Route tables (3) Network connections (2)
Your AWS virtual network Subnets within this VPC Route netwaork traffic to resources Connections to other networks
example-vpc-vpc us-east-1a /—| example-vpc-rtb-public | -------------------- | example-vpc-igw |
10.0.0.0/16 0.0.0.0/0 routes to example-vpc-igw Internet routes to 2 public subnets
Amazon-provided IPv6 k—' O example-vpc-subnet-public1-us- -/0 routes to example-vpc-igw 0 private subnets route to the Internet
10.0.0.0/20
Amazon-provided IPv6 example-vpc-rtb-private1-us-east-1a || example-vpc-vpce-s3 |
Prefix list through example-vpc-vpce-s3 Gateway endpoint to 53

\——| B example-vpc-subnet-private1-us-
10.0.128.0/20
Amazon-provided IPv6

example-vpc-rtb-private2-us-east-1b | --------

Prefix list through example-vpc-vpce-s3
us-east-1b

\—| © example-vpc-subnet-public2-us-
10.0.16.0/20
Amazon-provided IPv6

\——| B example-vpc-subnet-private2-us-

10.0.144.0/20
Amazon-provided IPv6

| N

B

- VPC #F¥H

« BRIAFISERRIA VPC

- BEE

- 418 Internet

o pEl SR REMLSE
- EE VPC MM

« Amazon FAE £ KM LK
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VPC X

ERFEB R (VPC) RIUERA T Amazon IKFHERIME, ©HEEE LS Amazon =H Y HMEE
M EfRLe, BATLAR VPC 1E7E IP it ., WMFM, RmMxUARKBERRZE4A,

FRZEH VPC A IP bt SEEl, &0 Amazon BIR ( 20 Amazon EC2 E41 ) /3 3h B &K+
B, BRI FMIEZESIERN, Hit VPC IBCSHHBERL , HERAKHKRBHEZATNEHFRH

mE.
THRES

. |IP Fit
* Virtual Private Cloud
« +X

AIAFIIERRIA VPC

MBENIKFRTE 2013 F 12 A 4 HZEREN , MSMXigHEHE —NEIA VPC, ERiIA VPC EE
ERTHEER, s, eEXENENTAXPEERIAFH, SEENERMNX, EEHKRF

WEEH (A THMEREAZZIERMMx ) A% DNS iRE ( B3 DNS =B/ EAEEL
B IP thut FISEHI |, HIBS Amazon 12HH DNS BRE25/5 A DNS ##47 ) (EZH VPC /) DNS B
). Hib , ERRINFRAPEZIHN EC2 XHI B EEBEMNIARNR, NREEENMXFHE—MERIA
VPC , #BEZXiFHF2) EC2 RHIINKRIEEFMN , BINQER—NBRINTR , REEZFRIE
=i,

AT GEZBCH VPC , AREFENHEATEE, XMNIEMIA VPC, BIEFIMIN VPC ol
By F R AMEERIN VPC eI 2RV F PR IERRINF M,

THEZER

« the section called “ER1A VPC”
« the section called “#0|Z VPC”

BFE IR

BMRGE—AHNBEHAN , SNATREINERENEN VPC XL, ETUGTR
SHERRRENXEK. BN, FRRSERMRBRXK,
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BRARTHESNMNEAREE T EFEHRECMIN IP tibEE ( MM ) AR AIEREFFET M
x. MBEOFEE (BHR) .

THEZER
- RERHK

1518 Internet
ETBRHITE VPC 2 M VPC A B B E I 5 =,

RERE VPC BE—MEBAMX , MASIMNREREFREIAETN. LERAFREEINE
ANEBIERE — N FAE IPv4 it I — AN ANE IPv4 sk, XEESEHIRTLAEE Internet W% 5 Internet &
F, BYEBRMMx , ERYSEHI @S Amazon EC2 M & RiE#EZR Internet,

RINBRT , BEDBIFERIANFRANENEFEE —NLE IPv4 it | BRELE IPv4 tbit | BR
FEEBHREERE—N , REBRFFOLE IP it EtE, XLEXFALEERE , BLEHR

Internet,

ERLVER AT AR NEIRRIAF A EFIRISEBIE A Internet 1517 R — AN BB R 5% B 40 2% 3K 451
By VPC ( 21RE VPC R2EIA VPC) |, REF— 5t IP #hut 52K IR ER.

®E , BET AR ML R (NAT) 8% , AAG VPC FRSESIZEEI BB WA L ihiEsR |, B/
IERBEBRMBARZEROALERE, NAT S NAE IPv4 HItRSTE| —NAF IPv4 tbiik, BATBL

FERAEM IP it EE NAT 8% , A BN EBRRMXNESHERMIEE, BB NAT #E5NAE
FRPPEFEZBIERM , NAT REZSEREEFVRERBBERMMN X , HIFFTHE R H 2

Z3EHl,

MR EFRF IPv6 CIDR 3RE VPC XBkH 7935 B 1Pv6 iyt |, JSE6I AT SUBE B BRI M <@ IPv6 i
EIEERMN, & , XELAUERAREAERMMNXEZH IPv6 KES EEMH HILERE, IPv6 RE
WM TF IPv4 RE ; EBHEERLNTE BRI IPv6 REIKH,

THEZER

- FAEBEMMREHA VPC BHAEBKMIE
- FERANEAOBBRMMX RIFH IPV6 RE
« {EH NAT REEZESNEBEMNSHE MR L

58 Internet 7
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T 8] £ Ml 3 3R B N 4%

B A LUk F IPsec Amazon Site-to-Site VPN E K VPC 5 R BIEH OGERE , MNTR
Amazon Cloud ER dE =+ ORI HEfR,

Site-to-Site VPN 3E#H Amazon i E B MK A MK SV T HRIEHONES MK IREZ ZER
P& VPN RBBEA K. EFMXIREZFRIER[TER VPN EEESRX — iR B A RBIEARE

THRES

{Amazon Site-to-Site VPN B F3EE)
« Amazon VPC H#: M x

ERE VPC FMW &

ERBEMA VPC 2 E 8 — VPC NFEE  ARESIEEFT LT EXH N VPC BB H R
B, XFA VPC HHSSHIRI AR ILBE , MEEIER —MaEH —#.

BRI — N hERK | HEATXREE VPC MAMNLE, hEMARYXIGELEHESE , AT
HE#hiER ( W 28#E VPC, VPN iE#, Amazon Direct Connect XM M3 &EiERE ) ZEMR

Bz,
THREZ

* Amazon VPC Peering Guide
« Amazon VPC 3R x

Amazon FAHE £ BK M &

Amazon LHEHEE, REENAELEKNE  REZ2NSITEREUXIFEHNNEER, Amazon
XigE R SN EBRMRSIRMERE (ISP) URABEERNEET , NUABEFZENBXERERMK
HH P K RE,

BREAEE2EMEBERNTRAELERNEFNHESHREEAELERNEFT , TLFZBLAHERK
M, T BFERE IP thibE2AHE IP it , F2ut, Hln , WRFHEA VPC FH EC2 LHIfEH
NE P it TEE  RENREELRELEXNES, BRAUUNTRE—NMNTAX, B—XigHH
FREATAKX , 8N TFARKXE ( PEXEHRA ) .
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https://docs.amazonaws.cn/vpn/latest/s2svpn/
https://docs.amazonaws.cn/vpc/latest/tgw/
https://docs.amazonaws.cn/vpc/latest/peering/
https://docs.amazonaws.cn/vpc/latest/tgw/
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MEBFESEXRTERRSHARSH , SFNEREAE, BR (F2F ) HRMEMBREHE, &)
RITAZTRMNOMEAZAREBRDBEIE KR, RMNBEESE Amazon XEHNE£KE THEEHK
BEERXRE (PLR), RMNEEBHINNETHE , BIR2ME p99 X EIF/ et PLR ET 0.0001%.
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M¥| VPC

TR TESLUER TR MiERE VPC, TR/E , BIAI#E Amazon L ENAERF

%

o XM Amazon Web Services ik F°
« BUFAPR

- FE IP it EE

- BETAKX

o ARIEH BB MIEE

- f|#& VPC

- BEEHNARR

SEM Amazon Web Services K /=
WMRIZIERAE , Amazon Web Services IKFETERA T T BRERBE—1,
JEM Amazon Web Services K /=

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBRELMNHBARE,

HEEME , FHEIBEENWRIIEE  EREAREREHA —MNRIED,

HIZFM Amazon Web Services Ik Bt , RG22 —1, Amazon Web Services i F 18 F
PR P ERIAEZIK S 8 FTE Amazon Web Services RS MR R, ERNRELLSE | #FH
APSEREBHRNE , HERERABRAPRKRWITEZRAFHENRENES.

AEMSREERGE , Amazon 2EERIE—HEIAB FEb4, EEMEHER , BEAILUBT % E https://
aws.amazon.com/ FiRREWIKFREEYRINIKF R HEBEHIKF

56 UF A PR

BN MEZFTENNR , FEEFEA Amazon VPC, BXEZER |, i8S &R T Amazon VPC #y
Identity and Access Management#lAmazon VPC KB Rl

JEM Amazon Web Services T 10


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
https://www.amazonaws.cn/
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HE IP bt ST

VPC HVRFNER IP it HEBEUREERN LN R RH#TEES. 612 VPC MFMet , &rTLL
EERH P #uEE, HBEFNFABEER (H0 EC2 24 ) Bt | XLERFFIRERETW IP it
SEEAM IP ik, BXEZER , BHSH IP Fit,

EiRE VPC I K/NET |, IEZERELEM Amazon Web Services Ik VPC FFEER IP it E,
HiR VPC W IP #itSEE A 5L ECNEN IP it TR ESE, MREEEES/) VPC 2HEMIE
2, NATRARE IP it sEEE,

IP it EIEER (IPAM ) AILEERAMITY, REEMEZENRAEFN IP isit, BXESEER , BS
59 IP bt EIE RIS

EEFEAAX

Amazon XERENEFEBRFERONYEMLE K HMATARX. SINTARKBEFRIUNER, H5
MYBLPRE , AAERE T ARBR, RMMNEE, —MXEFHTH EE’F@IEJ:BE%?FH*HER%
BOZMER  MEESSTR. REENMEERE, EAUFNARFRITNESNTARFET,
RUEBHBHEES

EVZ )

NTFEFRE  BINBWEZDEERANTRAX , AESNED THXASEEHELRLN Amazon B
IJ?\O

RSN IR E
X FF RN |, EANERRE-—NTARXFHERFRATERA,

X S 1Y BLBR Y 1 2

BEFEENEEFR , AXNFEN VPC RO NETFM, fl

« WREE Web RE[FHFZEUVKRBEBENNEFHRE  FESMTHAX X ERSR[GE T
Mo

« MREEBRS|/HEWRE VPC hEMEBSRHNRE , TEENTARXIXERSRFLIEZ -
BIHAYF M,

- MREBRSF/FZYET VPN ERREZIENNENRE , FESIMNTARNXLERSHUE
—MNEIHAYF N,

HE IP b SEE 11


https://docs.amazonaws.cn/vpc/latest/ipam/
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o0 R BRI ICR B EBRAHE | U VPC ARBEEBMME, FEKMMEHNE VPC
HTE B EENEHTAERMFTE, BTHMEBRRNEN | SAREREAERMMXNEEE
FIMBME, LELXABRZOIEE —IAE IP B —MEHEHESEA | HRLMA A YRE TR
W 0 7 BB 5 R P AR P T SR MO 4 8 1 R

&t A LU SEBDEM R E [0 BB B 819, ARHESRTEECREEFRNRE , AE—1 %S
N ARXRAEEMEFlzB D ERE. BXEZEL |, 55 H Elastic Load Balancinge ERAWE F
A fySEBIiAE BEBRM (fHln , AT TEHEH ) , EFATREERMPWRZERNALERE &S
NEHTAXFARM—NAE NAT Wk , HEHRBARUNERMRERIZEZ NAT MX, BXE
ZER , S ¥ the section called “MFAE FMifEI BB M,

8l VPC

HWEFFTEN VPC M FRHBE, EXELS VPC MFMEY CIDR SRR VPC EZZIEEMA A
&, BN LARI B EM VPC, tNEREEA Amazon Web Services B4l A 6|2 VPC HEREFEE
NEFW , BN ZFMOIEBARANNEZLRERNAENEH, BXEZER , BSH the
section called “8% VPC’,

HELNNAERF
813 VPC 5 , BN BE R AR,
PR

XNTFEFRE | BRMERATIRSTHN —HESNTHXIBZRS SR, BEY BUARBNAREFE
HRERSH[HE , ARSI EMBARSGRUERSHFZAEIDERE,

« Amazon EC2 Auto Scaling
« EC2 Fleet

» Amazon Elastic Container Service ( Amazon ECS )

FF RSN IR R

N FHFESHENMIRRE | B LUERB RN EC2 K6, BXEZEER |, i55H (Amazon EC2 BF#8
Y K Amazon EC2 All,

812 VPC 12


https://www.amazonaws.cn/elasticloadbalancing/
https://docs.amazonaws.cn/autoscaling/ec2/userguide/get-started-with-ec2-auto-scaling.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/Fleets.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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A VPC MF+M o Eg IP bt

IP it VPC RV RIREEBHEBEURS Internet LB RH#ITERE.

FABIEEZE (CIDR ) RFAER—FMET IP it R EMABBN S £ XEBIHOHIMT

« BANIPVABIER 321, AN 44E , BAERES 3 MTHBIHKF (0-255) . HlE 1 10.0.1.0

- IPv4 CIDR @& —1 IPv4 tbit | FERFBHAIAM—N0F 0 B 32 B9z, fla , 10.0.0.0/16 XRN
F 10.0.0.0 E| 10.0.255.255 Z [AI#Y 65,536 4 IPv4 bk,

« BANIPVG HilER 1281 , DN 8 R, BRRBERZ 4 M A#FHEE, Hlin
2001:0db8:85a3:0000:0000:8a2e:0370:7334, TEREFEZENSE, BaAEitFANE S
() BREENEST TR, Hit , R"OIMu TLAES 7 2001:db8:85a3::8a2e:370:7334,

 IPv6 CIDR Ay IPv6 it L& BHERER ( £ B0 REBHRANES ) , BR
FHTF— N F 0 Bl 128 2B EE, #la0 , 2001:db8:1234:1a00::/56 T RITTF
2001:db8:1234:1a00:0000:0000:0000:0000 Z| 2001:db8:1234:1aff-ffff-ffff-ffff:ffff = B #Y 2772 N
IPv6 it

BXREZEE , BSHAMTLE CIDR?

AFS

- FF IPv4 ik

- NE IPv4 it

« IPv6 #hilt

- AR Pt

5/ Amazon VPC IP il BB ES
« VPC CIDR 3t

- ¥ CIDR 3R

- k& IPv4 5 IPv6

- FARETNRIREHFNEEMNE CIDR 3R
« Amazon IP #iitSE

- VPC #J IPv6 ¥



https://www.amazonaws.cn/what-is/cidr/
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B IPv4 bt

FAH IPv4 it ( FEREFARBIERE IP it ) TEES Internet 58 , B AF VPC H3E4lZ 8
HBE., HEBE VPC RFeIEHIRT , RESF TN IPv4 it SEE AN EEFAE IP it 5 Bl 44 324
MWEBMEEOD (HII0, eth0) o B, BRABNEFIBE—NTBETAEZGIFAE IP utIFAE (A
E8 ) DNS £#B. ENBALLEFHHRE . ETRERET IP, BXEZEL , HSH EC2 £fld
B MRBKREEXTENE IP it , RINSEFREERN N EEFRTRHN IP i, BXMEZONE
ZEE , H2 R (Amazon EC2 AF#ER) FH#EMMNEED,

BT AR VPC RIETHSEHI o B E A FAA IP st | BNFTISAVEEEIFAAE IP #hit, 5EXEFE IP it
TENE , BN - IMNNEEONHEBIAE P it EROEAERE —IANEEOD, FAF IP #hit&ESE
BEEH BB RIFEMEZONKEK , HESHLIENBR. BXEEMNHEE IP it ESE
B, #21 (Amazon EC2 AFEm) W2/ IP ik,

RANFTZEVFELE IP st 2 VPC BY IPv4 CIDR SEEINAY IP thiit, KEB% VPC IP #hutSe B g4t F
RFC 1918 RISEMFE ( ELAE A ) IP thiuSEEA ; B2 , B AEHN VPC FRLAE BN
CIDR 3R, REEM VPC FERMM IP thiBE , BNMBAZFEMNEHN VPC 19 CIDR R ( BFE QLA
A CIDR 3R ) E#5[F Internet, EATBMXIRE Internet iG(R] , a0, BEEBRMMNX, &
ELEFAMX, Amazon Site-to-Site VPN %35 Amazon Direct Connecto

BNKZA 2@ BEBRR L& T MY IPv4 #iitSEE .

NE IPv4 bk

FETRBE - TATEEE FRPURZNNEEOART BaEKAE IPv4 il (EREEP B
AR IP itk ) WEM. Rit , SEERATUREMEN FRAPEHRFN , RESE N KEI6IZ2E
EMBEODE—NLE IP ik, 25 P i@ M4t Fie (NATI) BREEIEZFAE IP #odt,

(® Note

Amazon FXFIELE IPv4 it 2k | BIESETHEHIMEREN AT IPv4 it F# M4 P
ik, BEXEZEER , 5 Amazon VPC ENM TR EFHNAE IPv4 ik EMIEIRF,

BRUBEIMATUTRE | BHRFREEBLE IP it

s BHRTFRHWLE IPTitEMN. BXEZER , BHSH EXFRW IP FutEH,
- EXHIEHERTEARZANE IP FutThaE , UBEZFMHAE IP FiEM.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-naming.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-naming.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/MultipleIP.html
https://www.amazonaws.cn/vpc/pricing/
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- BEE , BAUUELEESMEEOXKN IP it REEFINAE IP hitBUE D B, BXESE
B, %5 (Amazon EC2 AAFIEmE) HHEE IP #uilt,

NE IP #3EF M Amazon BIAE IP it 2 B , ERSENKF X, F£AF IP it 5EASSFIE
SEXBKE , Mt BN REZt  AEFBAHEFER, EEEBIT , RINENENFIBRBRAE
IP szt , A E D EHF M, BREZELR , 55 (Amazon EC2 AFIER) HH/AHE IP Huit,

MBLEEGEBHNIKF DB —NKALE IP it (B RIEE BN H 2 B 44 356 50 2 M S 451 5
Br) , BRAEREY P tit, BXEZELR , TSR H#M P it x<B 2 VPC FHE R,

MBEH VPC BATX DNS EH BN XIF , NREELEKWEIANE IP iS58 1P it &k
Bl B —ANAFE DNS B, BRI1LF.E DNS EHEZ BTN IZEFIESSFIMEIANLE IP it
EXGIRNEHNNFE IP ik, BXEZEER |, ESHE VPC 8 DNS E 4,

MEREFEHEE Amazon VPC IP it EEES ( IPAM ) , MIATLAM Amazon FIREUELH A IPv4 it
HtR | BAERHELSM P i 5 B4 Amazon R, ERESM IPv4 it RAUEER DR LS
EEFIFIROEETE , BLE Amazon L B IP shut nERMBIRIE, BEXEZER , B
2% (Amazon VPC IPAM User Guide) A #Y Allocate sequential Elastic IP addresses from an IPAM
pool,

IPv6 it

BEE EEXMMVIFLERIEK |, X IP it FERBEE M, IP it HEALNERZ IPv4, IP ik I

2 IPv6 , EHIRMHtH IPv4 ERMIbHEZEE], IPV6 BRRT IPv4 it R R , BB E S REZERE
FEBM, XRMHHNSEIRE , FI3EE IPve XAERWIRS , B LUREMEHFA IPv6 NS

RINpERWEBEREM, HENRZEM,

¥ % Amazon BR% ( #I%0 Amazon EC2. Amazon S3 # Amazon CloudFront ) #REX#ERK ( IPv4
M IPv6 ) AN H IPv6 BT , AFRFRHE D EE IPv6 thak Hi@E IPve MM TIHR , NI RRA
IPv6 WEFRICMBERENEE., HRSREGREI D MHER X ZE IPv6,

FEE , BEFRERMNIEETSERE TS IPv6 #hit, BXTE IPv6 iitSEENESER |, FEH
IANA IPv6 5%k AR b ailt E A 5= M1 RFC4291,

(® Note

Amazon EHEEABRFAE IPv6 Fit, Amazon IANHAE IP it 2 M Amazon ANFF X 1E
BEMLER K MAE IP it T2 , B EEM Amazon NF XA EEEM L,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html#managing-network-interface-ip-addresses
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-instance-addressing.html#concepts-public-addresses
https://docs.amazonaws.cn/vpc/latest/ipam/tutorials-eip-pool.html
https://docs.amazonaws.cn/vpc/latest/ipam/tutorials-eip-pool.html
http://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml
https://tools.ietf.org/html/rfc4291
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« NG IPv6 Hhit

- FAE IPV6 it

N IPv6 ik

Amazon 2EH IPv6 it IRAEBBRM EAF A, IPv6 tiitEE L/ —4 Rt @I EEMH
B, BAILUE T4 FRBHSRESERLZSEMME ACL RIZFIETE I SZHIH IPv6 k1A
EC2 EHIZE &R,

LT RARAE IPv6 et A F TR —L5E

« 5/ Amazon VPC IP it EE 25612 IPAM |, H (@ IPAM it tFiE Amazon B AE IPV6 ity
HWBE., BXEZELR , 53 (Amazon VPC IPAM AFIER) HRIBIE IPv6 ith,

- MREE IPAM HBHELE IPv6 ST , N A2 HEEBLE IPv6 #itSBE 5| A IPAM
HmE IPAM bt FE N E IPv6 #itSEE., BEXEZEE , H5H (Amazon VPC IPAM A F#5
Y FHEIE ; 5 IP #ukiH A IPAM,

. WMREE IPAM , BHELE IPv6 it SEE |, NI D HEEBLH IPv6 it SEE 5l A Amazon,
BXEZEER | i52H (Amazon EC2 AAF M) FME Amazon EC2 RERKEE K IP it
(BYOIP) .

HEZFFERNE IPv6 it fg , BT AREHI 9B LN E IPv6 bt (ES 0 (Amazon EC2 AF 18
&) FH IPv6 it ) , I VPC 2 E/AE IPv6 CIDR 3R ( {250 CIDR HAE] VPC =M
Br) , #HH1Z IPv6 CIDR REFRXE (BESHREXRFHH IP SuEM ) .

B IPv6 ik

FAE IPv6 HHHIE H Kk HFBEM Amazon NF X mEEEMN LB IPv6 Hbit,

MRFLEEHCHNILEMNEZFE IPVv6 , HETITERNRENX LU RAEIEEM |, NI ERFAE IPV6
i, MREMNEEINE IPV6 it RFEREIEERN XM EL S — N FRNAEFAE IPv6 it
HEREBRE , FeEXMZEW,

FAE IPv6 it B R FhIERY -

« |Pv6 ULA SBE : RFC4193 ARE XY IPv6 Hdit, iXLEb3SoE S 2K fd"FFk , KB BEZiR
Bl. BRH IPv6 ULA ZE 8 21BF{AMK T fd00:: /8 EF 5 Amazon f&E S fd00::/16 EBMZEE,
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https://docs.amazonaws.cn/vpc/latest/ipam/intro-create-ipv6-pools.html
https://docs.amazonaws.cn/vpc/latest/ipam/tutorials-byoip-ipam.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-byoip.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-byoip.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/working-with-ipv6-addresses.html
https://datatracker.ietf.org/doc/html/rfc4193
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« IPv6 GUA SB[ : RFC3587 FE N IPv6 #itit, £/ IPv6 GUA SEEI{ERNFAE IPv6 Hbik A9 %EIR
RN TEZARS , XN EBRAESTEFER. BXEZER |, 55 (Amazon VPC IPAM AF$E
B FHEAEFRE IPv6 GUA CIDR,

BEEUTILR :

. FAH IPV6 3k RAEEN Amazon VPC IP i & HEE (IPAM ) . IPAM 2£TE% IPv6 ULA
GUA it 3R , HIEEmP REFEEEEMN IPve ULA 1 GUA ik Z28[H],

- EEFAFLE IPv6 GUASEER , EXREAECHAN IPv6 GUA SEE.

« Amazon T2t FEEEEBKRM EAF X WFE IPv6 bk, BIfE VPC 8 EEXM M <X R OHY
HEXMMX , Amazon R RFMNFRE IPv6 i SEE B QSN EERMN, A IPv6 it 24
BHEFEEBRMMXLL , BRI SELITERE,

« Amazon 2R BRI NMNARRE— N FHFE IPv6 i,
« FAF IPv6 ULA WEMSBEE R /19 £ /60 ( M fd80::/9 FF & ) o

- MREN VPC BEFAE IPv6 GUASEE , NI FeEEA SR — VPC H3.H IPv6 GUA ZRIEEBHN L
B IPv6 GUA ZEfH],

- XFEEFE IPv6 ULA & GUA b SEE /M # IR ZBIRYE(E ( Hl2nES Direct Connect, VPC X%
B, hEMXE VPN EE )

o RAILURALE IPV6 Hust i FIXBR IPv6 FIXNik VPC FW, 384 A Ei5#E 258 Amazon Global
Accelerator i .o

- ERAFE IPV6 it A&~ £ FH,

AT RAFAE IPv6 ot A F TR —LE 5%

« £/ Amazon VPC IP st B8R 012 IPAM |, @ IPAM it T EFAE IPv6 ULA SEE. BXE
ZEE , HZH (Amazon VPC IPAM AF1ERE) FHBIE IPv6 i,

« £/ Amazon VPC IP it BB 612 IPAM , 3 IPAM it TEFAE IPv6 GUA StE. A
IPv6 GUA SBEEERFAE IPV6 it AR T B IALL FERARS , 407 IPAM EEREFEFER. &
XEZELR |, 55/ (Amazon VPC IPAM A F#Em) WS ATMEFAE IPv6 GUA CIDR,

HERFEARE IPv6 itz , BRI BN VPC £ B IPAM R B FAHE IPv6 CIDR #t ( 5559 CIDR
BRE VPC MM ) , H/i% IPv6 CIDR $REFMXEX ( BSHENRFMEY IP FHEM ) o
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https://datatracker.ietf.org/doc/html/rfc3587
https://docs.amazonaws.cn/vpc/latest/ipam/enable-prov-ipv6-gua.html
https://docs.amazonaws.cn/vpc/latest/ipam/what-it-is-ipam.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://docs.amazonaws.cn/global-accelerator/latest/dg/about-endpoints.html
https://docs.amazonaws.cn/global-accelerator/latest/dg/about-endpoints.html
https://docs.amazonaws.cn/vpc/latest/ipam/intro-create-ipv6-pools.html
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"Effect": "Allow",

"Action": [
"ec2:GetManagedPrefixListAssociations",
"ec2:GetManagedPrefixListEntries",
"ec2:ModifyManagedPrefixList",
"ec2:RestoreManagedPrefixListVexrsion"

1,

"Resource": "arn:aws:ec2:us-east-1:123456789012:prefix-

list/pl-123456abcdel23456"

}I

{
"Effect": "Allow",
"Action": "ec2:DescribeManagedPrefixLists",
"Resource": "*"

}
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flan |, B LARIA IP b STE KA B 8 KA NEZLZ LRI |, iR EBANBH AEHN LA R FHIELEX E
£ Amazon BIRHATFR, EREWEER T & Amazon Network Firewall F55, X fh2 $I 4% 51 X R 47
NMARFNHBEZEXREE , JARIRELIRNNRES LIRS ER Amazon Web Services RS
A HEXR IPBERETEBRENARFUSERN Amazon HRBE , N\MREBATEM
MHEEE,

BRTBAAEEHM | EATBARIA ip-ranges.json XA EMEEM IR LLRESZNEOMKIE, X7
TR Amazon Web Services BR$s B B #5 IP it SEE |, &A1 BAI% & 5% H SR RS 2R I FA SR UL B R P 4%
ZEMAFR , NTMRETH BB EF i AT HERE, X H O#ESX T RBRRKIEEM K
ZBENBEPXEEXREE,

BEEEEMNR , ip-ranges.json XK SEHEN , AHEF KN A bEIRST FHRERSRERER
BERFNEEREXEE., BISEFARXHNAR , BUUEMHEEERET Amazon MR AREFH
MEHRIMELLME , NTTERENBEARLZEWRR.

AT RBIEBYFIE1E Amazon IP thitSEE |, UERHAFS TR IP bk, 7£ Linux £, 8RBT
HHMEA jg TERMEMN JSON XHH A EIA, Amazon Tools for Windows PowerShell ‘@& #
cmdlet ( B Get-AWSPubliclpAddressRange ) AT F##i% JSON X, BXEZEE , HSHRUT
BE&EE : {Querying the Public IP Address Ranges for Amazon) o

EIRE JSON Xt , FSHthe section called “T 8", A JSON XHEENESRESR , HSH the
section called “i&3%”s

R~

- FRENCHBIE B

« REUEEXEH IP bt

- JRENFRE IPv4 thik

- FREUSTERRSSHIFTE I1Pv4 it

A E R 44


https://ip-ranges.amazonaws.com/geo-ip-feed.csv
https://datatracker.ietf.org/doc/html/rfc8805
https://stedolan.github.io/jq/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-AWSPublicIpAddressRange.html
https://www.amazonaws.cn/blogs/developer/querying-the-public-ip-address-ranges-for-aws/

Amazon Virtual Private Cloud

RAriEmE

- REVEFEXBFNBERSHFIE IPv4 ithit
- JREXFRE IPv6 Hhiit

« FREUSFERSHFTE IPv6 bk

- REUEEDRAKNE IP it

IREN S #2122 B 3

THHRFIFRELT ip-ranges.json eI A H,

iq
$ jq .createDate < ip-ranges.json
"2024-08-01-17-22-15"

PowerShell

PS C:\> Get-AWSPublicIpAddressRange -OutputPublicationDate

Thursday, August 1, 2024 9:22:35 PM

FREVE E XM IP tbik

BT RGIFEET JSON XHHIEE XS/ IP ik,

iq
$ jq '.prefixes[] | select(.region=="us-east-1")' < ip-ranges.json
{
"ip_prefix": "23.20.0.0/14",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"
},
{
"ip_prefix": "50.16.0.0/15",
"region": "us-east-1",
"network_border_group": "us-east-1",
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"service": "AMAZON"

.

{
"ip_prefix": "50.19.0.0/16",
"region": "us-east-1",
"network_border_group": "us-east-1",
"service": "AMAZON"

.

PowerShell

PS C:\> Get-AWSPublicIpAddressRange -Region us-east-1

IpPrefix Region NetworkBorderGroup Service
23.20.0.0/14 us-east-1 us-east-1 AMAZON
50.16.0.0/15 us-east-1 us-east-1 AMAZON
50.19.0.0/16 us-east-1 us-east-1 AMAZON

RENFRA |Pv4 ik

LT RBIFEIET JSON XY IPv4 ik,

jq
$ jq -r '.prefixes | .[].ip_prefix' < ip-ranges.json
23.20.0.0/14
27.0.0.0/22
43.250.192.0/24
PowerShell

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipv4"} | select
IpPrefix

IpPrefix

Ei i uSEE
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23.20.0.0/14
27.0.0.0/22
43.250.192.0/24

REUGEIRSHIFTA IPv4 bl
AT RGIi%iE T JSON XHFFI5EMRSSHY IPv4 it
iq

$ jq -r '.prefixes[] | select(.service=="GLOBALACCELERATOR") | .ip_prefix' < ip-
ranges.json

13.248.117.0/24
15.197.34.0/23
15.197.36.0/22

PowerShell

PS C:\> Get-AWSPublicIpAddressRange -ServiceKey GLOBALACCELERATOR | where
{$_.IpAddressFormat -eq "Ipv4"} | select IpPrefix

IpPrefix

13.248.117.0/24
15.197.34.0/23
15.197.36.0/22

REGEXEPHBERSNAE IPv4 itk
AT RGIT%E T JSON X#FFisEXENEERSH IPv4 thit.
iq

$ jq -r '.prefixes[] | select(.region=="us-east-1") |
select(.sexvice=="GLOBALACCELERATOR") | .ip_prefix' < ip-ranges.json
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13.248.124.0/24
99.82.166.0/24
99.82.171.0/24

PowerShell

PS C:\> Get-AWSPublicIpAddressRange -Region us-east-1 -ServiceKey GLOBALACCELERATOR
| where {$_.IpAddressFormat -eq "Ipv4"} | select IpPrefix

IpPrefix

13.248.117.0/24
99.82.166.0/24
99.82.171.0/24

IRENFFA IPv6 itk

AR RBIFEET JSON X+ IPv6 tbit,

iq
$ jq -r '.ipv6_prefixes | .[].ipv6_prefix' < ip-ranges.json
2a05:d07c:2000: : /40
2305:d000:8000: : /40
2406:dafe:2000: : /40
PowerShell

PS C:\> Get-AWSPublicIpAddressRange | where {$_.IpAddressFormat -eq "Ipv6"} | select
IpPrefix

IpPrefix

2a05:d07c:2000: : /40
2a05:d000:8000: : /40
2406:dafe:2000: : /40
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IREVEFTE BRSSTRY PR IPV6 Hbiik

LURRBITEE T JSON XA EERRS /Y IPVv6 ik,

iq

$ jq -r '.ipv6_prefixes[] | select(.service=="GLOBALACCELERATOR") | .ipv6_prefix' <

ip-ranges.json

2600:1f01:4874:
2600:1f01:4802:
2600:1f01:4860:
2600:9000:a800:

PowerShell

PS C:\> Get-AWSPublicIpAddressRange -SexrviceKey GLOBALACCELERATOR | wherxe
{$_.IpAddressFormat -eq "Ipv6"} | select IpPrefix

IpPrefix

2600:1f01:4874:
2600:1f01:4802:
2600:1f01:4860:
2600:9000:2800:

REVEEL RAWFRAE IP ik

BUFRBIEE T JSON XHRIgEU RARFTHE IP #bilt,

iq

$ jq -r '.prefixes[] | select(.network_border_group=="us-west-2-lax-1")
| .ip_prefix' < ip-ranges.json

70.224.192.0/18
52.95.230.0/24
15.253.0.0/16

/47
/47
/47
1 /40

/47
/47
/47
1 /40

Ei i uSEE
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PowerShell

PS C:\> Get-AWSPublicIpAddressRange | where {$_.NetworkBorderGroup -eq "us-west-2-

lax-1"} | select IpPrefix

IpPrefix

70.224.192.0/18
52.95.230.0/24
15.253.0.0/16

Amazon IP i 3iESEE JSON B9 7E

Amazon LA JSON 1N A M EH ZH A8 IP butSefEl. EIREX JSON X , i§Z [Rthe section called “T

"o JSON XHHEEM T

{
"syncToken": "0123456789",
"createDate": "yyyy-mm-dd-hh-mm-ss",
"prefixes": [
{
"ip_prefix": "cidr",
"region": "region",
"network_border_group": "network_border_group",
"service": "subset"
}
1)
"ipve_prefixes": [
{
"ipve_prefix": "cidr",
"region": "region",
"network_border_group": "network_border_group",
"service": "subset"
}
]
}
syncToken

KA Unix £ et EE R R A afE,

B
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KH . FHFH

il : "syncToken": "1416435608"

createDate
X BEAFIEHE , XA UTC YY-MM-DD-hh-mm-ss ¥ =,
RE - FHFEH

R~ : "createDate": "2014-11-19-23-29-02"

prefixes
IPv4 th 3 SEEIRY IP B4R
3l U]
ipv6_prefixes
IPv6 b1t SEEIRY IP B4R
KA A
ip_prefix

i CIDR RREREMN NS IPv4 #3tSEE, EFE , Amazon AJEE BARSEE N 81
Bl XHEFEETSR 96.127.0.0/17 "I A 96.127.0.0/21, 96.127.8.0/21, 96.127.32.0/19

96.127.64.0/18,
KH : FFH

APl "ip_prefix": "198.51.100.2/24"
ipv6_prefix

A CIDR RNEEERN LA IPv6 #itSE . FER , Amazon Al E EARRYSE B A2 Bl R

KR . FHEH
Rl "ipv6_prefix": "2001:db8:1234:: /64"

network_border_group

PG AR EBRE , X2 Amazon B IP ik s GLOBAL Y A A X S A% b [X 45 A It — 5=

B0 GLOBAL FRSMEBAI UMK 5 FIHKEH Amazon NHBEE IP it ZN (FZS 28 ) TAK

A X 45,

KR FBHH

B
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R~ : "network_border_group": "us-west-2-lax-1"
X i3

Amazon Xi# 3 GLOBAL., GLOBAL FRFHRETUEEE|EIHEKBEZN ( ZZLEP ) Amazon X
o

KE . FREH

BME : af-south-1|ap-east-1|ap-east-2|ap-northeast-1|ap-northeast-2|
ap-northeast-3 | ap-south-1|ap-south-2 | ap-southeast-1|ap-southeast-2|ap-
southeast-3 | ap-southeast-4 | ap-southeast-5| ap-southeast-6|ap-southeast-7
| ca-central-1|ca-west-1|cn-north-1|cn-northwest-1|eu-central-1|eu-
central-2|eu-north-1]|eu-south-1]|eu-south-2|eu-west-1|eu-west-2|eu-
west-3|il-central-1|mx-central-1|me-central-1|me-south-1]|sa-east-1]
us-east-1|us-east-2|us-gov-east-1|us-gov-west-1|us-west-1|us-west-2|
GLOBAL

7Bl : "region": "us-east-1"

service

IP #h ST R F&, 3 API_GATEWAY FIl YR A H O IP #3k, 3EE AMAZON AI3RBAFE IP
HSEE ( XERESNFEMLE AMAZON FEH ) . BR , B IP it SEEX1E AMAZON F5
B ((XERBENTF2BEEEHMTEF ),

KE . FREH

5% {& : AMAZON | AMAZON_APPFLOW | AMAZON_CONNECT | API_GATEWAY |

AURORA_DSQL | CHIME_MEETINGS | CHIME_VOICECONNECTOR | CLOUDO |

CLOUDFRONT | CLOUDFRONT_ORIGIN_FACING | CODEBUILD | DYNAMODB | EBS | EC2 |
EC2_INSTANCE_CONNECT | GLOBALACCELERATOR | IVS_LOW_LATENCY | IVS_REALTIME |
KINESIS_VIDEO_STREAMS | MEDIA_PACKAGE_V2 | ROUTE53 | ROUTE53_HEALTHCHECKS |
ROUTE53_HEALTHCHECKS_PUBLISHING | ROUTE53_RESOLVER | S3 | WORKSPACES_GATEWAYS

Rl "service": "AMAZON"

SEEEE

FARSABIRER IP ittt AMAZON fRSFARIBIRE, a0, B S3 RFKBREWFTE IP ib
HESEE B AMAZON BRS AR BBIR[E,
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LRSS A FAKRB RS B AR , FEHRS A #ARSS B RS ABIRER IP tutssll. A,
XL P iuSEEXHARS A £ , MAREHERS B £/A, 0 , AmazonS3 XK E AmazonEC2
HRR , RILfEER S3 M EC2 BRSARBIREM IP LESSE. B2 , XL IP it e E X H Amazon
S3 M. Ak, S3 RFKBLXIRE Amazon S3 T IEAMATA IP tbitSEE . EiR%| Amazon EC2
LIMERARN IP i SE/E |, BEK EC2 RERE (MAR S3 RERE ) REK IP it SEHE,

THEZ
AR B HEREAE RS R EY B h04E B8k

+ AMAZON_APPFLOW — IP st 55

« AMAZON_CONNECT — & & {89 W £&

« CHIME_MEETINGS - Bl ERAFES

+ CLOUDFRONT - CloudFront i1 &R Z5E8 VL EF P #thu ST

- DYNAMODB - IP #3355

« EC2-20F IPV4 #tbiit

« EC2_INSTANCE_CONNECT — EC2 L/l #2 50 R &M

« GLOBALACCELERATOR - Global Accelerator i1 4 BRSSE3 VLB F IP #hut ST
* ROUTE53 — Amazon Route 53 RS 289 IP #iik S5

« ROUTE53_HEALTHCHECKS — Amazon Route 53 ARZ525EY IP 41 5

+ ROUTE53_HEALTHCHECKS_PUBLISHING — Amazon Route 53 BRE 858 IP it 5B Hl
« WORKSPACES_GATEWAYS-PColP M fk %525

BATHB

TRNAT ip-ranges. json EENEH . BMESEHRHSNMXERFMHHXELB,

iR RITEHH

WINIT IVS_LOW_LATENCY BRSHAIE, 2025 7 A 29 H
¥NH0T AURORA_DSQL FRER#, 2025 F 5 A 21 H
WiNT IVS_REALTIME BRSRHB, 2024 £6 A 11 H
YRI1T MEDIA_PACKAGE_V2 BR&SHREB, 20235 A9 H
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https://docs.amazonaws.cn/appflow/latest/userguide/general.html
https://docs.amazonaws.cn/connect/latest/adminguide/ccp-networking.html
https://docs.amazonaws.cn/chime-sdk/latest/dg/network-config.html#media-signaling
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/AccessingDynamoDB.html#Using.IPRanges
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-instance-addressing.html#concepts-public-addresses
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-connect-prerequisites.html#ec2-instance-connect-setup-security-group
https://docs.amazonaws.cn/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/route-53-ip-addresses.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/workspaces-port-requirements.html#gateway_IP
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DU

¥SHNT CLOUDFRONT_ORIGIN_FACING BR%

KB,

¥INT ROUTE53_RESOLVER AR,

WY EBS BRSAHE,

7Sh1T7 KINESIS_VIDEO_STREAMS

LR

AR5 1K

WHlT CHIME_MEETINGS # CHIME_VOI

CECONNECTOR

RS,

YINT AMAZON_APPFLOW AR,

BT XML AR TR

#i0T WORKSPACES_GATEWAYS

AR5

WHNT ROUTE53_HEALTHCHECK_PUBLISH

ING BRS1HE,

WINT API_GATEWAY BREKES.

AT EC2_INSTANCE_CONNECT

B,

N7 DYNAMODB RS,

AR5 1K

7™INT GLOBALACCELERATOR BRI,

i0T AMAZON_CONNECT MRE K.

W7 CLOUDY9 AR,

¥SANT CODEBUILD BRI,

WwINT S3 BRE AR,

RITEHH

2021 £10 A 12 H

20216 A 24 H
2021 £5 A 12 H

2020 £ 11 A 19 H

20206 A 19 H

2020 F 6 A9 H
2020 4 A7H
2020 53 A 30 H

2020 %1 A 30 H

2019 9 A 26 H

201946 A 26 H

2019 4 A25H
2018 £12 A 20 H
2018 %6 A 20 H
2018 £ 6 A 20 H
20185 4 A 19 H

2017 £2 A28 H

B
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DU RITEHH
WINT X 1Pv6 b ik 3E Bl B 2 HF o 2016 £ 8 A 22 H
DL =TT 201411 A 19 H

Amazon |IP #h1ik38 B & &l

Amazon EL JSON X KM HE LR IP #hutSEE. RE Amazon IP #itSEE R EEH , RilFgam
&7 AmazonIpSpaceChanged #9 Amazon SNS FEMITRAF X EBH, BHXx JSON XHEEH
EZEE , HSH the section called “i&3%"

BANARAREEUATHANER.

{
"create-time":"yyyy-mm-ddThh:mm:ss+00:00",
"synctoken":"0123456789",
"md5" :"6a45316e8bc9463c9e926d5d37836d33",
"url":"https://ip-ranges.amazonaws.com/ip-ranges.json"

create-time
Bl B HAFN 8 ]

BARETRIAF LR, Bt , RMNBWEREN BB ABREBNIIF,

synctoken

XA Unix Lt BB X HATE,
md5

ip-ranges.json XMW IMER FE, TUFERALKERRETHHNXERE SHRT,

url

ip-ranges.json XML E. BEXEZEE , HZH the section called “T &

&R BRI T 5 AT B A

1T BA 55
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iTE Amazon IP bt 3E B & 40

1. BT MuEITHF Amazon SNS #%|& : https://console.aws.amazon.com/sns/v3/home,

2. MRTFE , JESMEFREXEEINXRERS (FEFERLILE ) , ELFERKXE , BHET
FIEY SNS & A2 I X5 227,

3. ESMBERT , 1% Subscriptions,

4. 1%3$E Create subscriptions

5. £ Create subscription XiF4EH , UITUA T IRE -

a. XITF Topic ARN , E#|/BLF Amazon Resource Name ( ARN ) :

arn:aws:sns:us-east-1:806199016981:AmazonIpSpaceChanged

b. XtF Protocol , IEFREFE AR (HI20 Email).
c. WTFHRR, BARTERBNNHS (Hl, BB FiRHFibat ) .
d. EFGIEITHE,

6. MBEREEENHRASERRAAEREWINTE, Sl , WRIEE T BFif4ibiut | BB —3
FEB1TH Amazon Notification - Subscription Confirmation WEEFHB4, FHIRRH
BT IAT

BASIRSTAMEYOR, Hit , BREHRE JSON XHUBREBERFTBEAN. BHX Amazon SNS
AISEMHNEZEER , 5 #https://www.amazonaws.cn/sns/fags/#Reliability o

MBEAFLEBRINXLEEL , B@IUTSRECEHIT R,
BUHIT B Amazon IP itk 36 B & &

1. BELATMutITH Amazon SNS ##&l& : https://console.aws.amazon.com/sns/v3/home,
2. ESMBE®KD , 1%£$F Subscriptions.

3. EFITEX R EIEAE,

4. %3 Actions F Delete subscriptions,

5 HRERTHFITHEIAR , %£3F Delete (MR ) -

A% Amazon SNS WEZEE |, 55 (Amazon Simple Notification Service FF & A AEFE) o

1T BA 56


https://console.amazonaws.cn/sns/v3/home
https://www.amazonaws.cn/sns/faqs/#Reliability
https://console.amazonaws.cn/sns/v3/home
https://docs.amazonaws.cn/sns/latest/dg/
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VPC #Y IPv6 X iF

WMRENIMA VPC NZ#F IPv4 FEEN FRHANTREERNRER IPv4 , NTEREHN VPC R IR
Wi IPv6 X, 8K VPC AIEXUHERER TE1T : BNEFETES IPv4 /= IPve #HITEF. IPv4
M IPv6e BIE R ULIRIL,

BAREERN VPC MFMEH IPv4 X3 ; X2 Amazon VPC 1 Amazon EC2 HIBRIA IP SRS,
EEEIM

o FEEMAX IPv4 FREREIR IPv6 FM,

s RBBELEE—NIELAEBNAIAEFNN VPC, BXBIEFHHN VPC ULATF IPV6 NHEE |, &5
¥ the section called “B1Z VPC’,

o FFIER IPv6 28I , FHIREE T Amazon VPC B IPv6 S HERIHEE : L IPv4 5 IPv6,

RS
« A VPC i IPv6 X
« Xk VPC Ei & R Pl

A VPC 710 IPv6 X §¥F
TR T M VPC A IPV6 R,

H3x

« B 1 IPv6 CIDR RE&EH VPC Fl+ M < Bk
- S|]2 . EFMHAE

R3:EHTEEANN

R4 NEFIDE IPv6 Hrik

N

Y

Y

S £

SR 1 IPv6 CIDR RE5&M VPC #1FMx I Amazon 1= BYOIP IPv6 CIDR R 5 &
Bx K VPC F ¥ M%< EBk,

PR 2 BEHEREXR EHRBRUEKE IPV6 RE. XTFAEFH

FRIE—MEFRE IPv6 R EEMIZ T MR H E

VPC 9 IPv6 X#F 57
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e =

HEMMxWEEHA, ¥ TREFN , Felg—1
RPE KL E Internet #Y IPv6 REHMIZ T W
B B BX A EER M M X Y ER R o

SR]3  EHMEREARN MREAMNERH N SHE IPv6 utFN, X
¥, £ IPv6 & A BURA TR H&ERYSE A, 40
RECOUEBELME ACL FLNISKEZHIH A F
MERE , NS EIE IPv6 REMN

HI] 4 NEBISHE 1Pv6 bk R 1Pv6 ik 59 B 2R FRIRY IPv6 bk SE R A
YL,

FPR 1 : ¥ IPv6 CIDR REE&H VPC M+ MKEk
& IPv6 CIDR 385 VPC XxBk , REFZEERH—1 /64 CIDR SREZAFRXEK,
¥% IPv6 CIDR $t5 VPC % Bk

BN LA T ML 3TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/o
ESMERKD , %2 Your VPCs,

EFEH VPC,

ERBAE. 4 CIDR , REEFERNINFTH IPv6 CIDR.

ERU TRz — , AREFIERE CIDR :

o K~ w0 bhd =

« Amazon I2tH IPv6 CIDR 3t : 5 Amazon B IPv6 tbititt Y IPv6 CIDR #R, 3 FMEia
BB | %$F Amazon TN LT IP a4,

» IPAM By IPv6 CIDR 3t — £/ IPAM JtiH#9 IPv6 CIDR R, #£# IPAM ¥l IPv6 CIDR
BRo

. R IPv6 CIDR - fEAI MY IPv6 skt ( BYOIP ) H1#4 IPv6 CIDR 3, ¥£4% IPv6 i3l
1 IPv6 CIDR 3k,

6. IEFEXM,

fF IPv6 CIDR 5 ¥ MKk

1. BILATMuLFTF Amazon VPC & : https://console.aws.amazon.com/vpc/e

H VPC 01 1Pv6 %5 %8


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/vpc/latest/ipam/how-it-works-ipam.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-byoip.html
https://console.amazonaws.cn/vpc/
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ESMBERESF , %F Subnets(FM),

EEFM,

LRI, 4R%E IPv6 CIDR , AFiEE AR IPv6 CIDR,
RIEFTEHE CIDR 3R (filtn , B 00) .

ERRTF

X VPC M AHE FMEELLERF.

N o o~ w Db

BXEZEL , 2 IPv6 VPC CIDR R,
SR 2 EFBEEAR

L& IPv6 CIDR REEH VPC XEkEY , N2 B3INZ VPC WENEHRFINABERE , SLAYF
VPC WY IPv6 &,

NFBFM , BBMEHBEER , SESSH) ( Fl0 Web BRS5 25 ) BEXY IPv6 REERAEBRMM K,
NTFHEFM , BBMEHBEEK , SESSH) ( FINBIEELA ) 88Xt IPve RELRMNH O EERMKM
X, AR NAT MKXF X IPv6,

ERNRNBEFREMBHEK

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #Z#| &

2. HESMEKRT , & Subnets(FM), EBELABFN., HAARIATFL , EFIRHERK ID KITFF
BERNFMAEERE,

. EERRHEKR, £ Routes (B§H) EW+ L | i Edit routes (4mEEHKH).
4. 1%£$F Add route (RINEEH)e N TFB#R , & :: /0, EFEATEHRHERMMX ID,
5. EBEREFENR,

NABFREHMBEHEK

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #Z#| &

2. ESMERT , ERNHOBBRMMX, EFIBXEAERMMX, M VPC FiEFEEN VPC,
RIBIEFLIRNE O ERMMX,

BEXEZER , 2R EANEOEERMMX L HYE IPv6 iE.

3. HESMERF , EE Subnets(FM), EEMEFM., ERARETFL | EFIRAER ID KUITFF
HERNIFMAEERE,

H VPC 01 1Pv6 %5 %9


https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
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4. EFEHAR. £ Routes (BEH) kI F L |, %#F Edit routes (wEBHEH).

5. 1% Add route (RINEEH). WTFBHR , &#F ::/0, BN ERERNEOEBRMMXH D,

6. ERREEL.

(® Note

PR R EE B A E At 8 @) BB M M X MR H O BB M < #y [E — B #9it (::/0). MREERERH
AEBMMXE WS —FERELS , BEHFEAERMMXA T -—RINIAF IPv6 EH”, N
AMEBREEBRMMRHIE IPv6 BRH , AR BRZEEMINENE A BBRMMNX,

EXEZEER , BSH ROIEBEED,
SEI: BTN

N T EERNEFIEES BT IPv6 XEMNBRHE , BAAEFRSEANLEEH IPv6 it HIH
nf, g, £ LR RGIF , BAIAERHE Web lRFBR LA (sg-11aa22bbllaa22bbl) SURMA T
kB IPv6 it BY AsE HTTP, HTTPS 1 SSH GRINAMN, EFFENBIBEBER LA AEHNH T
EEDXR ; RFFRE sg-11aa22bbllaa22bbl WATEEEHHNSTIE IPve BE.

BEEMABZEEAMNN

1. B https://console.aws.amazon.com/vpc/ $TFF Amazon VPC #4I&,

2. ESERY , ERRLA  HEREN Web FRFFRE4A,

3. EAWEMNEIF L | EFRREAEMN,

4. WNTFEEZAYF IPv4 REMNAN , HERFRMANFFZANEEZ N A TFHENMY IPv6 RE. B
m, ERMAFMERESD IPv6 B HTTP REMMAN , X FRE | FEFHTTP, X TXRE , Fik
#®::/0

5 ERANRELE , EFEREHAN,

ERTHER = AHN

HI%RF IPv6 CIDR 3R & VPC XBkEt , A1« B3I VPC WEZEEARM—FRAFE IPv6 HREMNH
AN, BR , MREBR T REANFREEAN , WFELEZHRIMLAN |, BBFH IPv6 HEF
pEER g ol g
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HIZfF IPv6 CIDR 5 VPC XKEkE |, BANS B3 N BIAME ACL AN | AR IPv6 FE. B
=, MREEHTBRIANGE ACL , SRERIER T HENLMSE ACL , MAMFEFHRM IPv6 REHMN, Bx
BEZER | BFSE A RN

SR 4 NEHIDE IPV6 bk

LA — AP ESSPIR B EMXIF IPv6. MREMNSLHIRBERZEE IPv6 , N ELFBEKBIR K/
HEAXEHNRGIRE  RAEBSE IPv6 ihit, LRERANRE , DR T EMERNFTEMRERE
EYHEIRPIRERE, BXESELR , H2H (Amazon EC2 AF{EmM) FHELEHIKE, MRH%
BME AMI R ZIKRBIRZHF IPv6 , AT EEIT RPN KA DE IPv6 #bilt,

EWIAEBIRE R IPv6 /5 , AIEA Amazon EC2 4|6 R KRB DE IPv6 dbat. 1Z IPv6 it 5
BARBIHEEMSEED (Bl , eth0) . AXEZER , HSH (Amazon EC2 IFER) FMA
LIS B IPv6 bt

AT M IPV6 MRl BXESES , H5H (Amazon EC2 A SET) s SSH
2 S Linux 2.

MREERERTHRRARIERSEHN AMI B30 TR6] , WENZFIEHX IPve #ITERE. MREL
EMERSZHIAT IPv6 #3ERY ping #R4F , MBS HRERS N XALREE IPV6.

X% VPC B & R A
EANKREE , EUURRER IPv4 F IPv6 3H1E VPC F R IRS BB M L1 FR 2 B a1,

TERRREN VPC 8, &K VPC EELNEFRMAEFM, VPC MFRLMER EFE IPv4 CIDR
RF IPv6 CIDR R, FAEFM A — EC2 =4l , ©EEE — IPv4 it F1—/ IPv6 bk, %3k
BRI LABE R NAT B IPv4 REBZEREBRRF | FHRXE QBRI HIL IPv6e FREXKIEE
BB,
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BEEEARLER

Amazon Virtual Private Cloud ( VPC ) B TEAXHEEIR , AJ#EIEE Amazon =HTIEZERERN
RN, BANBESCIZECH VPC RELEFBRMIAE , SIFEN IP thitBE., FM, KHEX
MEEETBES

&1 Amazon K8 &8 Amazon XIFHERIA VPC, HERIA VPC FiELE THAIRE , FER MR
ERHRBENEEET, 73 , Bl VPC F—EEREFSENKHBEMER, XFEQIEHFAN VPC
LB FTTES

E4#8 TS Amazon IKFFERRRIA VPC AL | 0I2#5 VPC ERSHLE., BEETER
B VPC , TRRXEZENAREF. ERIAREFE , ERZWVIRULFENVREE THERS , B
LARRME I , e EEFREERTE B

e, BlEZA VPC AIURSTRANARFRULSEMcANZEENRELE. 81 VPC HREIHM
MEMEME |, FEEREENAHNENMNNEESEFNARZ 2R, HEEHMBHEE,

HREE , E£ARIAVPC HEE—N (HZ) ) BEL VPCHRRENETEERENNARFE
R, Z2ERMEKBIAT BHEBEIR. BRARNBERBOIEIT VPC EREiEHE , AILERBA, ZLMERM
PRH =B AR S EAES,

AEN

« VPC Efifi Z1iR

« VPC EiE I

« ERIA VPC

- fIE VPC

- AL VPC R ERIR

« J¥ CIDR S5 0% VPC M F iR
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« VPC ##) DNS B

« VPC WM &bt &

- SHtKFHE VPC ¥ M
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« f5H Console-to-Code , B3 &K VPC 2] &R EE R ERIZ HEENAE
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VPC Effi AR

VPC B —MRE WA TAK, £0E VPC 25 , BT NESNTAKEFF M- HS4 T
W, SXESEL , HSH T,

&
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- VPC
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- X IPv4 -VPC EF IPv4 CIDR 3R , 1B5%7% IPv6 CIDR R,
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REBLEANBEFLEFESTAM, BEEINTT BENEFRNARFNRERE. B EMN
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MBELEEEFMPEIIM EC2 EHIFEALE IPv4 DNS 418 |, M4 ER B AXH A DNS i&
M, BXEZELR |, ESHE VPC 1 DNS B,

- /3FI DNS E#l% : £ VPC F331# VPC RHIFEIERLNEF IPv4 it X B9 F DNS 41
B

- 3/ DNS 47 : .58 DNS 418 # DNS #4#TH & R Route 53 Resolver #J Amazon DNS BRSS
225 VPC 121,
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MELNTF—IMNTARZH,. BIEELPHENTARABHERS , NARFEIAZE - HXHE
AT

NBEFRE—FREQERMNMXNEZERHR, 28 FHPNRRANGRLEERM, B FHE
EREREBRMMXNEREH, A FHPNERFZEMS —MEH (HI20 NAT ®EF ) F8E
BRI EERMN,

EXESIEL  BSH TN,
AR

HIETUE LR B3 Btk VPC R # EC2 K2 7E S H fth Amazon Web Services Ik~ HEZEMEH &
BT, ERERTHEERANES 21T, MREEEFE VPC BT R Default , MFzhEt VPC
) EC2 RO ERECERIXRFINIEENHEEE - EXEZEE , 28 (Amazon EC2 AiF
Bl YEAENNSHE L6, MREEEFE VPC W Dedicated , MIXLESLFFIHE
ELEHREERNEG EERNETRHET. MREFERR Amazon Outpost , NEH Outpost
ENEEE ; SX9EA Default AR,

ERIA VPC

LI&FF B A Amazon VPC B , 4 Amazon Xigi#EE —NREIREMN VPC, FEEIRE VPC
ESNTAXPHEE—NDEFM, —NEBERMMRURA TS A DNS #iTiRE, Akt , &
A LA ENFERERE VPC /535 Amazon EC2 £4l, AR LATEERIA VPC H £ Elastic Load
Balancing. Amazon RDS #1 Amazon EMR & k%

FERE VPC ERATREAMNMB I NERE (MEERELMME), ERIIRFEREHEIN VPC
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B LR FRARMBIRERE VPC H, BXEZEE |, 1SR the section called “BIE FM",
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ZRIA VPC A

HERMNZERIN VPC it , BITSBEEUATRENETHIRE :

. 2 IPv4 CIDR e A/NA /16 B9 VPC (172.31.0.0/16). RS A2t 65536 MFAK IPv4 Hit,

« EENMNTHXAGERNR /20 HERIATFH, XFAFDNFREHRZIE 4,096 Mbik , HpF—L&
WINE T RERNERA

o B2 B B R o< H o 2 RS A VPC,
s EERBARPAIM—NEMERE (0.0.0.0/0) EOEBKRMMXHHEB,
- SIERIARSAFRESENERIA VPC KBk,
- BIEERIAME I EEFISIER (ACL) , HFHEZHEIA VPC XBk.
o XEXNEH Amazon IK iR ERIERIA DHCP I 5 &M ERIA VPC,

(® Note

« Amazon REKREQNE LR ER. IAM REFTNAZXLERE  BAEFRITIERE,
Flin | WRIEE IAM KrEEY 7 VA CreatelnternetGateway HIZhaEE | REEEH
CreateDefaultVpc , WA EERIA VPC RO BEMMx, 77T Brlk Amazon 03 5 EX
Mx |, BATIEHE CreateDefaultVpe # CreatelnternetGateway.

- ERIEEKFPERTERMMXNAERE , B2 R ERK VPC A+ MAY 22 H 5 E R,
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- AINEZEAR,

- XEEZRE4A,

- EFERIARSANMN,

« 7 H0 Amazon Site-to-Site VPN 3%,
« AINEZ IPv4 CIDR R,

« {£H Direct Connect MxifEIZEXIH B R VPC, BX Direct Connect MXETHNEER |, H5H
{Amazon Direct Connect I F1§F) H# Direct Connect M%<,

LA BEREMEM T —FERAKIATR ; AIRMEEXEARMREME ACL, BERLIERS)
EC2 EHlatiEE 4 ERINTF M,

S 7] A3£4% 5% IPV6 CIDR 3RSBIA VPC %8,
ARIAF

RIANBRT , MATRALEFN , B EHRHAXRSFIEELT Internet I FRRELIET BB XN
Ko BULANEIBEEM M < #Y B #5 0.0.0.0/0 FHIEREEH , AEERINFRNERNLEFHN, B2 , IRE
WATERE | NEZFRFPIZTHE EC2 XHIFFETFM Internets,

FBEBINFRPEINROIFREWAE IPv4 it IFAE IPv4 it AR N B RMFE DNS 8.
FERRIA VPC HRIIERRIAF RN EFIRIEBI R KD A IPv4 kst DNS EHE . BRI LERE T MY
BINRE IPFUTH. BXEZER , B5H X FNH IP FiEM.

ABE , Amazon ATRESAENMXERIFAHX, RSHBERT , RNSKE/LRAEL TA XS R E
BRI VPC B BIEFAERINF N, BR , MREXNERIN VPC RITIEAE R , BARMNF LA INHR
BIRIAF R, MREFEXNFNATAXERMRATH , WALETER -1 BXESZEE , F5H
BIEERIAF M,

EEFEIA VPC FERIANF M
A EENAMAE AR VPC FBIAT M,
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BEEFZNEIA VPC FEIAF M

B LAEA Amazon VPC B H| AR B ITEF L ERIA VPC F+M,
FREHAEFENEIN VPC FH

B https://console.aws.amazon.com/vpc/ FTFF Amazon VPC ###l& .
ESMEKRS , & Your VPCs,

# Default VPC 5% , E#{E Yes, i2 FRIA VPC B ID,

ESMBERKSF , %#F Subnets (FM)

ERZREF , BARINVPC 1Y ID, REINFMEEMNERIA VPC HHFH,
ERUML M BMINF M , E1E Default Subnet 5IHEKE Yes,

o 0 K~ w Db =

FEABSITHEREMNERIA VPC

- fM describe-vpcs (Amazon CLI)
« fEA Get-EC2Vpc (Amazon Tools for Windows PowerShell)

FHHE isDefault ML EAHTHEBEIRERN true,
FERBSTIHRIENBRIAF M

- {# describe-subnets (Amazon CLI)
 {#/ Get-EC2Subnet (Amazon Tools for Windows PowerShell)

Fiv w5 vpe-id ks E S EAHNMEEIRENRIAVPC Y ID. Ef#MiHA , DefaultForAz &F
BN BRIAFMIZE RN true.

BIE 2RI VPC

WMREMBR T BRIA VPC , M AT LRI — N BRIA VPCo BT EME 2 BIMIBRE BRI VPC , A ETE
FHIAIERIA VPC FRIZHERIA VPC,

HIZBIZEEIA VPC BT |, FEARIA VPC WiRELHS IR (BRESNMNTAXRPHERINFN). BFTE
EEELBCHWEANt. HHERIA VPC WFM CIDR REETLEZ AR BRIA VPC B EIR — A A X,
flgn | w0REE CIDRRPFM 172.31.0.0/20 R2EZBIHERIA VPC B9 us-east-2a FREIEH ,
N)iZFM AT REEFTHI BRIA VPC BY us-east-2b HBIE,
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MREEZXFHELBERIA VPC , NFTEES —ERIA VPC,

fEREH 5 eIZ/MIA VPC

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &

2. ESMBEHKS , %EE Your VPCs,

3. #KIXiEFR Actions # Create Default VPC,
4. EECE, XHABIAEE.
FERAMHTEIZERIA VPC

BRI LAE A create-default-vpc Amazon CLI &85, @S EEMABMASHK,

aws ec2 create-default-vpc

THERRPIH .
{
"Vpc": {
"VpcId": "vpc-3f139646",
"InstanceTenancy": "default",
"Tags": [1,

"IpveCidrBlockAssociationSet": [],
"State": "pending",
"DhcpOptionsId": "dopt-61079b07",
"CidrBlock": "172.31.0.0/16",
"IsDefault": true

HEF |, BA L New-EC2DefaultVpe I E B F Windows PowerShell i858 CreateDefaultVpc
Amazon EC2 API #4E,

Bl ERIAF M

(® Note
B BEE A Amazon Web Services BEEIZE A SIZZRIAFN,
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LA ERBRATFHNATAX PRI -IRIAFN, Fln, DRESHERIRIAFH , FE Amazon
ERMEE A A XEREENIRIA VPC R R ZXKZ B IERIAFR , NEFTEFENR-MRINT
I

BIRERIAFMET |, fF6EARNBRIA VPC R T — AN AELZ B A KN F /20 19 IPv4 CIDR 3R 8l
Be. UTHNER :

- THEHTTIETE CIDR R,

« TREMRE 2 MIBREY Z FTRY BRIA F

- BNTRARREE—MRIAFR,

« FTRETEIEBRIA VPC I ERIAF M,

MRS ERIA VPC FEERTRIE AR /20 89 CIDR R EB btz |, NFERES KK, MBEHRE
EE Lt 7R A |, MATLUE IPv4 CIDR SRR INZEIER VPC,

WMREER IPv6 CIDR REEMWAIIA VPC KBk , NFTHIRINFFF 2 B 31U IPv6 CIDR R, &H
R EIZ—1 IPv6 CIDR RIEFESMIAFRKER. BXEZEE , 5 fF IPv6 CIDR SRR
2 F R I BR

£/ Amazon CLI RIZZERINFM

A create-default-subnet Amazon CLI s S HIEEEREHFBIE MM ATAKX,

aws ec2 create-default-subnet --availability-zone us-east-2a

THRRAHE,
{
"Subnet": {
"AvailabilityZone": "us-east-2a",
"Tags": [1],

"AvailableIpAddressCount": 4@91,
"DefaultForAz": true,
"IpvbCidrBlockAssociationSet": [],
"VpcId": "vpc-la2b3cad",

"State": "available",
"MapPublicIpOnLaunch": true,
"SubnetId": "subnet-1122aabb",
"CidrBlock": "172.31.32.0/20",
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"AssignIpv6AddressOnCreation": false

FXRIRE Amazon CLIWEZEER |, 2 H (Amazon Command Line Interface AF M) »

FHE , LA LUEA New-EC2DefaultSubnet Tools for Windows PowerShell #5553
CreateDefaultSubnet Amazon EC2 API 4,

0 B 48 9 BRIA T P FIBRIA VPC

&R UG BR E A 4R F R VPC — M BRERIA F RIS ERIN VPC, B2 , INRIEM BRI A F M ERIA
VPC , M Bz K flat ARME R IEELH — N VPC FH—NFR, MREZRE S - VPC , NI4T 8
BEDE-NATRXAE-NMNFME VPC, BXEZEER , F2H 81 VPC,

RIEMIBR T BRIA VPC , MATBLBIR —NREIRRIA VPC. BXEZER |, 55 SIZFIA VPC,

RIEMIBRERA TN, WA ABE - NHNRIATF N, BXESEE , HSMH QERATFN, AT
BREVFBRANTFRNEFRHERZT , FERTFREEUFLHE P it 5 BEEEZFMPEIIAISK
Bl BRXEZEE , BSH BRTFHH IP FHtEYE. SMNTAXRARE-IRIATFH, TEEEIERKIA
VPC F 2R INF M,

2lE VPC

BRUTIEMEERIFE R (VPC) ., VPC AMEFHNER , FlInFM, BREARMMX  ARES
BETE VPC H81E Amazon &R,

Bx

- Bl VPC UK HAth VPC &R
- {X8IE VPC

- {8 Amazon CLI 8% VPC

BXIEHR VPC WEE. , i3 Mthe section called “/7S AL MIER CIDR 37,

8l VPC LR Hftt VPC &R

RBUTEREGE VPC UREITRARFAENEM VPC &R , fltnFM, BEKR, EERMMH
NAT M, Bx VPC RHIEE , EZSH =6l.
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3. XJ7F Resources to create ( ERIENEIR ) , % VPC and more (VPC & ) ,
4
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8. NWTUAKX (AZ)HE A RIMNBUEFHEELERNMNTAREAME FM. ERNRHNFRIER
AKX, FRAEENTAKX, &AL Amazon RIEEE,

9. EREFN , FEBRLAEFRNHBENALE FRNKENE, EXFTFNN IP wiutBE , FE
FBEENXFM CIDR #, &N A1 Amazon 71 #&iE$E,

10. ( @ik ) MBAREFNHNEREEET IPv4 HRIAZEEERR |, NI F NAT WX | HEEE
EEFGE NAT MW TAXEE, EEFHEF | RINBWEESNTAXIE—/ NAT N
X, HPEEEEFHLAHEENNERR, B3I, FA NAT NX&FEfE, BEXESZER
BS EAT NAT WA EMN.

1. (k) MRAEFRANTRREEZET IPv6 FRIAHEERN , W FXELEAONEERMX | &
TER,

12. (®ik ) MBEFEEEEM VPC 158 Amazon S3 , Eik#E VPC k&, S3 WX, iXFH

Amazon S3 Bl —1MX VPC kR, BXEZEEL , 155 (Amazon PrivateLink 188) &Y
Gateway endpoints,

13. (1% ) X¥F DNS &I , BINBERT , B NEBFBMETU9L T B ARS. NRRINRELEHR
BIENENR , B AEAIX LR,
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Rixm+ |, FEUALERNENE R VPC WAER. BXEZEER , S ad VPC R &
o

16. ECESE VPC Ja , &6l VPC,

X &2 VPC

BRIBUTERE , A Amazon VPC #2# & glZT# /) VPC RIRR VPC,

EREH a2 THIN VPC HIRH VPC,

1.

2
3
4,
5

6.

B https://console.aws.amazon.com/vpc/ T FF Amazon VPC 2 &8,
£ VPC #ZHIEMR L |, %EF 42 VPC,
NTEQZIFIR , &F X VPC,
(A% ) WTFEHIRL , A VPC B, XHEMAIEESR Name BUREIEERNENIRE,
5t F IPv4 CIDR block ( IPv4 CIDR 3R ) |, BHITU FiEZ — -
%$% IPv4 CIDR FaifaA , AR ALK VPC 1Y IPv4 it SEE .

%2 IPAM 2B IPv4 CIDR 3R | SAJSI£ 21549 Amazon VPC IP i3t BH2E8 ( IPAM ) IPv4
bkt F 4% #55, CIDR 3R A/NF IPAM it LM B MR El. IPAM 2—3 VPC I

gt ALEERMMITR. REMIEIEE Amazon TR IP #hit, BXEZER | E5
i {Amazon VPC IPAM A F#8) https://docs.amazonaws.cn/vpc/latest/ipam/what-it-is-
ipam.html,

MEBEER IPAM KREE IP it , RATBRIWBEFRMIET, &N , &5 VPC #8E/ CIDR
RAEEE IPAM CIDR Bl ESE,

( Wik ) ERIERIUER VPC | BN IEH VPC 8E — IPV6 #hitsEE. T IPve CIDR
block ( IPv6 CIDR 3R ) , EHITUT®REZ— :

o WMEFEA Amazon VPC IP bt EEES , F BEEM IPAM MFRE IPv6 CIDR , M IPAM %
BLHY IPv6 CIDR 3R, MREER IPAM 2 EH IPv6 CIDR 3% VPC & IPv6 CIDR , AT A
FIFAELLH IPv6 CIDR R8I VPC, HEL D EH CIDR 2EINF 7 E M CIDR, BAIEERED
Bt Z = FMEHN ; IPv6 CIDR AJABRENZ 4 ( MipREHE IR, BHEXK, LA
BrAiE ) REEENEKRBH,

ERILUBEFANEI , £ CIDRIRTH VPC FE— IP it SEfE
- MEEBKE : EFRIIETAI A CIDR EEMEBEBKE, BHITUTEREZ—
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7.

8.
9.

« WREN IPAM HIEFERIAMEBIBKE , WA LUEEIRIAN IPAM REBEBKE |, LEA
IPAM EE G )y IPAM ithiR BERRRIAM KB KE ., AR LA IAMEBIGKE 5 B AN &Y
E%EE , 5 (Amazon VPC IPAM A #ER) R QIE X IPv6 i,

« MERNA IPAM MIEFRRIAMEZEDKE |, NIEFE—NL IPAM it CIDR N EERKEE
BAENMEBIBEEKE, fli0, fRi% IPAM it CIDR 5 /50 , MATAR VPC &BNTF /152 £
/60 2 B EZBBKE, TENMEZBBEKENT /44 F1 /60 28 , EH /4,

o %3E CIDR : &R WET A FEH A IPv6 thiit, BRREEERH IPAM St CIDR B MR B K
EEEANMEBIEKE, fli0, ik IPAM it CIDR 3 /50 , M A LR VPC &FENTF /52
ZE /60 2 BN EZ BB KE, TREMN IPv6 MEEIBKENT /44 /60 28 , IBERH /4,

o %32 Amazon 12#Y IPv6 CIDR 3R , BAM Amazon B9 IPv6 st #iE 3R IPv6 CIDR #, X F
Network Border Group ( & 54A ) |, 1%£3F Amazon NHES IP thitF4H., Amazon =21
/56 BEIE X/ IPv6 CIDR 3R,

- EFRFEIPMAEN IPv6 CIDR , ATAE R B L E) Amazon #9 IPv6 CIDR., BXx B IP it SEE 2
Amazon WEZEER , 2 H (Amazon EC2 AF#Em) HMET IP it (BYOIP ) o &HEIL
AT CIDR $RiEI} VPC & IP thult S -

« TfmiF : EFRIIRTUER /56 WM E BB RE,

o %% CIDR : R HETI A F25 A IPv6 thiit | AR/F%IRHE BYOIP CIDR B A/NE BB
EIILKE, 0, fRi& BYOIP it CIDR F /50 , WA LA VPC BN TF /52 & /60 Z[AIHY
MEBIBKE, T8RN IPve MEEBKEN T /44 M /60 28 , MER /4,

( ATk ) EFAFTE, ETUE BB E VPC Ry EC2 EHI27E S H A4 Amazon Web

Services Ik HEWEH 21T , ERESHEEANEH LE1T, MREIEE VPC WHETH
Default , NSz Et VPC 9 EC2 RHIEFERALER I ZPINIEENHRTREMYE - BEXEZE

B, & (Amazon EC2 AIF1E®M) PHEAENNSHE LA, MREERE VPC WHE
71 Dedicated , MXLEXNPIFHRAELTHECEANESG LERTAXHET. MREFEANZ
Amazon Outpost , M&EY Outpost FEEFAEFERE ; BAUIEM Default #HE,

( Ak ) E@ VPC ML | HIRRFMFTRL  RERARSRNREE,
®EEBEZ VPC,

10. B2 VPC f5 , BRI FM. BXEZER , FSH 2IEFN.

£/ Amazon CLI &2 VPC

UTHREEE42E VPC BRHI Amazon CLI i R A RIZITRARFMENEM VPC &R, MNREi=z
THSREFPNESGS , BESE - VPC, —1MEBFM, —IMEFN, XNENFREEH
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®, —PNEBRMMX, —MURHAONEBRMMXM—NE NAT MX, IRETFEMAXLER
R, WA R EREEENREIHT.

FoREZM
EFR2e , BREHBEE Amazon CLI, BEE Amazon CLI BF , RZESEREH A Amazon Eif,

ASRHNRABRELCEREFRIANXE, BN , FAFNGSHRM --region &M, BEREZ(E
B ESHLEHEH Amazon CLIFIEE Amazon CLl,

FRig

EORRIRGE , B LR create-tags T N ERFIMIFE, LETUEMTHRF --tag-
specification EBURMEIR RN GIEWSH,

--tag-specifications ResourceType=vpc,Tags=[{Key=Name,Value=my-project}]

£/ Amazon CLI #]% VPC UK Hfth VPC &R

1. EATHEM create-vpc i HBIEEHFIEE IPv4 CIDR 31 VPC,

aws ec2 create-vpc --cidr-block 10.0.0.0/24 --query Vpc.VpcIld --output text

EQIEWHEM VPC , BILA T RBIFFR , %I0 --amazon-provided-ipv6-cidr-block %I

LA I Amazon 12489 IPv6 CIDR 3R,

aws ec2 create-vpc --cidr-block 10.0.0.0/24 --amazon-provided-ipv6-cidr-block --
query Vpc.VpcId --output text

XEHSREEH VPC W ID. REIMT :

vpc-la2b3c4d5e6f1a2b3

2. [tk VPC] EALLT describe-vpes ai 53RENS VPC XEx#Y IPv6 CIDR 3R,

aws ec2 describe-vpcs --vpc-id vpc-la2b3c4d5e6fla2b3 --query
Vpcs[].Ipv6CidrBlockAssociationSet[].Ipv6CidrBlock --output text

THEHR R,
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
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2600:1f13:cfe:3600::/56

3. BELNERZRUE-NHSZIAN TN, BEFHRS  RNBUEEDERNTARPEHRE
e EFATHNEE RS TREENFN.

« XIPv4 FW - ERIEZEFHE IPv4 CIDR REFM |, & H TER create-subnet 55,

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --cidr-block 10.0.1.0/20
--availability-zone us-east-2a --query Subnet.SubnetId --output text

o PR FM - MREQIE T XM VPC , MBI T @SR , A --ipv6-cidr-
block EI I BTN F M,

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --cidr-block 10.0.1.0/20
--ipv6b-cidr-block 2600:1f13:cfe:3600::/64 --availability-zone us-east-2a --
query Subnet.SubnetId --output text

«  XIPV6 W - MNREGIE T Wtk VPC , M AT LA TSI~ , fEA --ipv6-native
I EN IPv6 F M,

aws ec2 create-subnet --vpc-id vpc-la2b3c4d5e6fla2b3 --ipv6-native --ipv6-
cidr-block 2600:1f13:cfe:3600::/64 --availability-zone us-east-2a --query
Subnet.SubnetId --output text

XERTROIEEHFME 1D, REIWT :

subnet-l1a2b3c4d5e6f1a2b3
4. WMREH Web FREEH NAT MXFELNEFN , BHITUTRE -

a. fERBLT create-internet-gateway i BRI EBRMM X, ZH P REFHEKMM <M ID,

aws ec2 create-internet-gateway --query InternetGateway.InternetGatewayId --
output text

b. AL attach-internet-gateway =¥ BB MM < i nZ VPC, A L—FIiRER EEW
M%< 1D,

aws ec2 attach-internet-gateway --vpc-id vpc-1a2b3c4d5e6f1la2b3 --internet-
gateway-id igw-id

f# A Amazon CLI #]& VPC 30


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-subnet.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-internet-gateway.html
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Amazon Virtual Private Cloud AriEE

c. MERLLT create-route-table S ALNE FREIERBEENKEAR, Zo T HREFHEHKN
IDo

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

d. fERLT create-route R , EHRHARPOUE —FKLFME IPv4 FE X IEE BB M < Y 3%
H. BRAEFMAEEAEZK ID,

aws ec2 create-route --route-table-id rtb-id-public --destination-cidr-block
0.0.0.0/0 --gateway-id igw-id

e. fERALLT associate-route-table i TR ARIBKILNE TN, FHALAEFRWEBARK ID
NE M D,

aws ec2 associate-route-table --route-table-id rtb-id-public --subnet-
id subnet-id-public-subnet

5. [IPve] BRI BURMNRERE O EBRMMx , LUBERLE FRPRSSAIRILUETR IPv6 157 BBk M
(Blgn , FREVEERT ) |, BEERM LN ENTEL RGNS,

—_

a. fERLLT create-egress-only-internet-gateway @8 S 8IZNXFRE OMEBRRMX, ZHH IR
5 BBk <Y 1D,

aws ec2 create-egress-only-internet-gateway --vpc-id vpc-la2b3c4d5e6fla2b3 --
query EgressOnlyInternetGateway.EgressOnlyInternetGatewayId --output text

b. fEALLT create-route-table R AR EFNEIZEENEAK, Zo S NHREFBEHRKN
IDo

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

c. MERLLT create-route i , ERAE TFRWEHBRFPEIE —ZLNFIE IPV6 REXKIEEXER
HOMNBEBRRMXEH, A L—SHIREMNEHRK ID,

aws ec2 create-route --route-table-id rtb-id-private --destination-cidr-
block ::/0 --egress-only-internet-gateway eigw-id

d. fEALLT associate-route-table S FER B RRTEKINFAE FM,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-route-table.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-route.html
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aws ec2 associate-route-table --route-table-id rtb-id-private --subnet-
id subnet-id-private-subnet

6. MREBEEBRILETFTNPHNERER NAT Mx |, BHRITUTERE :
ERALLT allocate-address @i 8 NAT o< BIZR3E M IP bk,

o

aws ec2 allocate-address --domain vpc --query AllocationId --output text

b. fERABLT create-nat-gateway i B ELE FMHPBIZE NAT Mk, A L—FRENSE ID.

aws ec2 create-nat-gateway --subnet-id subnet-id-public-subnet --allocation-
id eipalloc-id

c. (Tikt)WNRLECELEFESSHIAMEFNYUETEREAR , FhIX—F, &N , BEAT
H /Y create-route-table G B N ENFAE FRAIEBEHRK, ZH S HREHEHERMN ID.

aws ec2 create-route-table --vpc-id vpc-la2b3c4d5e6fla2b3 --query
RouteTable.RouteTableId --output text

d. fEALLT create-route v , ERE FRNEBHRPEIE —FKSTFA IPv4 RERIEE NAT
MAHEH. FRABEX—SHE S5 SHPAREFMAUIEZHNEARRN D,

aws ec2 create-route --route-table-id rtb-id-private --destination-cidr-
block 0.0.0.0/0 --gateway-id nat-id

e. (W) UWREBECESES THEEARKEILEFN , #hIX—2F, &N , EFERATE
B associate-route-table fa N HARKEKEFAE FN, FRBEX—FTHES THALETF
Bl 2R EE RV 1D,

aws ec2 associate-route-table --route-table-id rtb-id-private --subnet-
id subnet-id-private-subnet

AL VPC H 1y IR
AT RENBOAEAAFHEETFER VPC RARH TILER, HRARTAFIUTAR -

« VPC
. FH
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- TAXAFERT
- RBEFMREE,
- MWETFRRES,

« BREHX

« Internet 5%

- REAOEBRMX

« NAT M3

« MXxims ( Amazon S3 1 Amazon DynamoDB )

RFEESER VPC AERFZEAIRR , SURREMFAMFMFRE NAT B, BB M R 5 F R 5K i
5

/AN O

BEFRWE , ST VPC WRWMRE , EFEFTHHE, WLETRSHRLRR B RMEREURL L
BREREFBE NAT Rk, BRI M X i [LEY B

A, BB R REELANTRNEREE , S5 NAT MM EZNLE TN , ERE
EBREERMMXNRBANAE TR, SUAERREEPEREARSERR , ARBXERFHE
o

AL VPC IR

1. BIELLTMuLFTFF Amazon VPC ## &l & : https://console.aws.amazon.com/vpc/o
2. ESMERP , &EE VPC,

3. 1&#& VPC,

4. EFRFR#EIEDFAEN S RER,

5. EBRETRFAEE , UEFRRIAZ TR ID MXFHUANEHMBIFEAE R

-« VPC : ZBi4s VPC Y IPv4 1 IPv6 MIiESEHE

- TR DELENFME IPv4 F IPv6 CIDR SEE.
- BBHK  FTRXBRNBHRPNEHERE.

- MEEE  SEMEEREMEXHNEARE

. WP VPC HEAETR , MEEEHKRMEER , Hha 2 h i UR 6 R BB MM
it CopEATEi=Eo R

AL VPC FEYBIR 83
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- MRENREOERMMX , MEFENEOEBRMMAXER , HP 3 SRABEUAREANED
BERMXHRENR M B IRFMo
- WMRAE NAT Mk , MFE NAT RXBR , HPEE NAT MM EEOKEAREY IP
ik,
- MRAMKHR , WFEERXFERER , PS8 UE A ZiRRUEEN Amazon RS
( Amazon S3 2 Amazon DynamoDB ) #9% #.

6. MEMEHEFEARLAERRRIEARR. RERTHERZEHRXR, ELRTEDMEE
BAMERE,

5 CIDR 7N NZE| VPC M A il BR

A BEN B WA IPv4 1 IPv6 CIDR 3FNE VPC M R,

/A Important

« RIAMBRT , B8 VPC TJLAEZE 5 4 IPv4 CIDR %1 5 4 IPv6 CIDR #t |, {8tk FREA Al i
B, BXEZELR |, HSHE Amazon VPC EiEl, X VPC #) CIDR SRIRFINELR |, HFSH
VPC CIDR 3R,

- MRIEH VPC XBLT 24 IPv4 CIDR $R , W AJ LAELE — 4 IPv4 CIDR 5 VPC #I<Ek,
BT BERFE IPv4 CIDR REUE<Bt, R REENFEA CIDR REUE<BL ; T8 CIDR R F
£5 CIDR R A HSTEBUE XL, X7 E %M BR CIDR SREPMFTE FM,

- MEFRBEER VPC FX3F IPv6 , BEEHE[FER VPC RAIE IPv4 BREHEZEE , NI
AT LAFB B4R IPv6 CIDR 3R,

« EHBR IPv6 CIDR R | I&ANH 5505 2 BL4h + ™ AR R SE 4 BV E AT IPv6 bt BUE 2 Bt o

« B IPv6 CIDR R XEA TS HZMBERIER IPv6 MEEEMEMEZLAMMN], ME ACL AN
REEHAREH. BAITF o1& Rl i BRiX Lo NI =13 o

£ A2 HI &% CIDR SRFINE VPC M A i Bx

1. BELATMULITH Amazon VPC ##I& : https://console.aws.amazon.com/vpc/s
2. ESMBHP , % Your VPCs ( &H VPC ) o

3. EBEFTEM VPC , REEE Actions (34 ) . Edit CIDRs ( 4% CIDR )

4. EMIER CIDR , i£#% CIDR ZHIMIER.
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5. E7H0 CIDR , BN INFH IPv4 CIDREARINEFTE IPv6 CIDR,
6. EN IPv4 CIDR 3R CIDR , BHITUTIREZ— :
%32 IPv4 CIDR manual input ( IPv4 CIDR Fzhf A ) , AEH A IPv4 CIDR 3R,

%42 IPAM-allocated IPv4 CIDR ( IPAM % B IPv4 CIDR ) , SR/EM IPv4 IPAM St ski%
CIDR,

. ﬁ*%ﬁﬁo
7. EH IPv6 CIDR R0 CIDR , iEHITUA T84k ;

« MRMEA Amazon VPC IP b3t EFE8S , F BEEM IPAM FRE IPv6 CIDR , Mi%&# IPAM &2
LY IPv6 CIDR R, EALUBNE AL , /£ CIDR TR VPC fiE — 1 IP #utSe [ -

- MERBEKE  ERLET AN CIDREEMEBHKE., BHRITUTREZ—

- MRERN IPAM ERBRIANEBBEE |, WA SUERERIAN IPAM MEBBKE | LUEH
IPAM B R R IPAM iR BRI BRIAMEEIEKE, &KX A& AR EBIDKE 2 BN
EZEER |, B2/ (Amazon VPC IPAM BFigm) BMeIZE X IPv6 i,

« MERNA IPAM MIEFRIAMEZEDKE |, NIEFE—NL IPAM it CIDR N EERKEE
B EBIEKE, FlI0, /% IPAM it CIDR 3 /50 , WA LAR VPC BN T /52 &
/60 2 B EZBBKE, TENMEZBRBEKENT /44 F /60 218 , EH /4,

e %3% CIDR : &R HIETIAIF o5 A IPv6 thiik, R EEEIRLE IPAM St CIDR B E BB K
EEEANMEBIEKE, FlI0, % IPAM it CIDR 3 /50 , M A LAR VPC &FENTF /52
ZE /60 2 BRI EZBBEKE, TWREMN IPve MEEIBKENT /44 /60 28 , BENH /4,

« 1%3F Amazon K IPv6 CIDR 3t , LAM Amazon B IPv6 #bikthiEsR IPv6 CIDR 3, 3 F

Network Border Group ( M&BF4A ) , 1%#F Amazon NHES IP thitiI4H., Amazon =2

/56 BEE X/ I IPv6 CIDR 3R,

« EERIWEM IPv6 CIDR , LB ZRE L 2| Amazon B IPv6 CIDR, BAXEZEE |, HSH
{Amazon EC2 B #5m) HMI7E Amazon EC2 REAEECH IP #bik ( BYOIP ) o &AL

BEFHEANED , £ CIDR R TR VPC #iE— IP #iit58F :

o TRl : EFBETER /56 M EERKE,

« %1% CIDR : &R HIETIAI F e A IPv6 bk | R/5%3RH BYOIP CIDR B K/NE BN
EWBKE, Hl, /Ri% BYOIP it CIDR /50 , MATLAR VPC BN F /52 & /60 ZEIH
MEBEKE, TR IPve MEBIBKENT /44 A /60 2| , ER /4,

- ERIIRER , EF%EER CIDR,

8. EEXM,
9. ¥ CIDR3RFINZE| VPC 5 , B ABIEFERZ¥ CIDRRNFN, EXEZEE , BSH G2 T
Mo
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£ Amazon CLI ¥ CIDR $#5 VPC Bkt BUE < Bk

{5 associate-vpc-cidr-block 1 disassociate-vpc-cidr-block @5

Amazon VPC Ay DHCP &I &

VPC M ERZERAFAENEE L ( DHCP ) o, BT LAMER DHCP 510 542 i 5 30l /) 45 o ) 4%
BRENUTAEE :

« VPC A& AR DNS fRS5e8. A IMERSE I ( NTP ) RS,

- &K VPC 2ABB R T DNS &4,

AFS

« 4% DHCP?

- DHCP #IE#E
- £/ DHCP &I &

ff 4= DHCP ?

TCP/IP MELWEBARBEHEE—NIP it FREBESMEHITERS, IE , IP it AMFHHNE
FHEAREDE. WS , B LLH DHCP RFFEAIDENE BN ( DHCP ) RSB D H IP ib
ik,

£ EC2 XHl EETHNARF T UBIEEES Amazon DHCP FRESBEE , LK EH IP it AL
HMEBERFEE (5110 Amazon DNS BRS5ERHY IP bk VPC HESHERHY IP it ) .

BRI LUBE £ DHCP &I & 18 E Amazon DHCP RS S5 MK EL &,
R VPC BEEER N ARRFER M Amazon IPv6 DHCP RE B A HIER , FEZEUTEM
o XHER TR H EC2 L4 RBEM IPv6 DHCP fRF /K ZFH IPv6 ik, ©FiEM IPv6 DHCP RS

R R EL BRI ELE , 5120 DNS RSB MIE S

- REERA IPv6 BYF MY EC2 SKBITTLAM IPv6 DHCP FRSS 2R R HE IPv6 it , H AT LA R E b Bk
MEE(SE , #l20 DNS BRS=REHAHASE.

o STFXPR IPv6 FRH) EC2 3241 , N5 DHCP &I & F B #E1E & “AmazonProvidedDNS” |
N IPv4 DHCP Server $$iR[E] 169.254.169.253 fERNH B IRE 88, MR ETIE AR

DHCP %1 £ 86


https://docs.amazonaws.cn/cli/latest/reference/ec2/associate-vpc-cidr-block.html
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2“AmazonProvidedDNS” , MIFTGiLETER 2RI HAi IPv4 5F RS5E8 , IPv4 DHCP Server #f
AR E L,

Amazon DHCP RS2 IE A LAEAFIRZE RN VPC FHIM LR ORMHTEN IPv4 = IPV6 5Id (ES
¥ {Amazon EC2 AF#/E) S Amazon EC2 WEEZE O D EEIZ ) » DHCP MR H FiEE IPv4
BIBERK. WA IMDS RERLDEARE DM IPv4 514 (BZH (Amazon EC2 AAFER) FHIEHI
THEE).

DHCP &M E# =

DHCP ;&I R VPC M EIREAIERN —AMNBIRE ( fla0 EC2 3k4l ) , LATEIENELM
FHITEIE.

BMNXEEBAERIAL DHCP R, BRIFEGIEBE X DHCP EBEH FHHE VPC XE , EER
%8 DHCP EIEMNIFR FTEE VPC , BUEA VPC M AHXEHEIA DHCP G L.

WMRIEHY VPC KREE DHCP £ :

« XEF Nitro System ¥2# EC2 £4l , Amazon ¥ 169.254.169.253 EE R BRI B RS 25,

« WET Xen WEK EC2 L4l , RAEEHA RS2 , FEAT VPC hryKHITTET R DNS RS
2, XEPIRTTET R EBRM,
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X EXH VPC , LLiE$#EZI Direct Connect M3k, Direct Connect M xiE#Z| X8 H #9 Amazon Direct
Connect 35 5, A ZF2HIE 088 5% Amazon Direct Connect £ & &Y Amazon Direct Connect
EE,
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® Note

£/ Direct Connect R A #t XH F WAV REFT2BEI A X FHH XX, Bk , RESRA
RAEREIRA X, XTURLER , AFBTRENAREFHBAREE,

NTUEE , AUEELTRR

- X BXFMNKEBN VPC HEBIFEMK, BRI LIE Amazon VPC ZBHI AN FRIEMAEER
HLEEEFMH VPC , tha[BAEA describe-subnets &8

B MANRELAEMENES | H28 (Amazon Site-to-Site VPN B 155) ey fIz2 B 47 M
%,

« Direct Connect &1, I TIREBREIERMAEE , Amazon BN G FEAEN FMT BN R FEIE A X
WY Direct Connect ¥5 /.o

BRUMANTWEZNER , 58 (Amazon Direct Connect AF1ER) IR XiE#,

« —/N Direct Connect M%<, A< 1{A#|% Direct Connect MX<H{EE , &2 (Amazon Direct
Connect F#E®) H A2 Direct Connect W<,

« ¥¥ VPC ##£F| Direct Connect KBV ERLFABE MK KB, BRUASIEELFLEMRKRENEER ,
&5 (Amazon Direct Connect A ¥R ) Y <BX FEUHE < BXE LFAE M <,

« M Amazon Direct Connect ¥ S B At TEBHFH OMNER ENAEELZEO, EXU{AIHI2 Direct
Connect M<ME L. , 2 (Amazon Direct Connect A ¥8m) FH6IZEZ Direct Connect 5%
MFIEELIED,

RAR#Y B X FMEES P EMX

BITENRBXEPHN FREIRPEMXEE, TEERTUMEEMS  LERE X FMEY
RAAXEETPEMR, ERABXETNETN , AERXTHAXPEIRFR, R ATH XS T
EEIPENX  REEBRBHRPHANEN VPC IEZ—NEH , ZEEHEFATHM VPC CIDR KRER
BB R MR ERENMEED,

(® Note
MARER S0 & E A1 X33 F R R B 8 B KX,
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RAriEmE

AHFROIBUTHRIR

« BARTAAXRFNFM, BXEZEELR , 55 H the section called “BIEFM",
%2  Amazon VPC Transit Gateway #8812 3 M >,
s FAXTAHAXHWEAN VPC WHERXERE, BXEZEER |, i55H (Amazon VPC Transit

- PEMX, BXEZEE

Gateway) AR#Y Create a transit gateway attachment to a VPCo,

« ERERXEZERBRNPEMIBEHR. BRXESEER,

HY 3% R K B Ko

%2 Amazon VPC Transit GatewayH

« XFEHNVPC, EXBXEFMHNFMEBARPEIR-MRE , Z%RBFHSE—1 VPC CIDR EX
BRI , FRPEMOERNIMNEED ID ENBER, BEERPFRMREZNMEED , FEMNSE

OMUEAPRRPEMXERZN ID. AXESFEER , B

B2 VPC 1 K RBIER &R,

B E

VPC 1 CIDR

VPC 2 CIDR

27 the section called “F M XK B A",

B R

##
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B E B 5
vpcl-attachment-network-int
erface-id

AR 2 VPC 2 IR R,
B E B 5
VPC 2 CIDR ##t

vpc2-attachment-network-int

M6 2t (G erface-id

UTRAEMXEHRRN R, 81 VPC 1 CIDR RIFABE R HEMXEH K,

CIDR Bf 44 BRI
VPC 1 CIDR VPC 1 ### B3
VPC 2 CIDR VPC 2 ### &%

Amazon Wavelength ##Y F X

FA Amazon Wavelength , F E A A ATURABHIEZNELXAFITEEGBEERHNNARE

F. Wavelength B LUF#R A Amazon ITERMF#RSHBEBEZEHEH 56 WKL %, FEA
ATLFELFAES (VPC) ¥ BE—1EZ/ Wavelength Zone , A/5EH Amazon EC2 LI
Amazon FRKZ1THEEBREIER HEZSXEFPH Amazon Web Services lRFHI N AEF

EfH Wavelength X135 , AT B FCIEZBMAXE, #ETX , £ Wavelength Xl FR, &7
LAfE Wavelength Xig /i £]2 Amazon EC2 3£, Amazon EBS & Amazon VPC F£# Carrier
Gateway., Lth , ZEALAERBEY EC2, EBS M VPC & HEEEAMNARS , &1 Amazon EC2
Auto Scaling. Amazon EKS 5& . Amazon ECS £#&. Amazon EC2 Systems Manager, Amazon
CloudWatch, Amazon CloudTrail #1 Amazon CloudFormation, Wavelength I RS2 VPC B9 —EB
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7, CEBYAENSTRIEEE Amazon XiF , ERZYA15E]2$E Amazon DynamoDB 1 Amazon
RDS £ AK RS-

LAUT#HNSERF Wavelength X1

- YIRTE VPC HEIEFRHFEHE Wavelength XigikBkat , VPC ¥ B E| Wavelength XiF,

« RINBRT , BEEBESD Wavelength XiZiiy VPC eI ZHN SN FRESSEE VPC BHEK ,
BEAMIEEA,

- YIBIE Wavelength XIBIE FMAFE3h EC2 kIt , BN ESBIZER IP ilt, EEREMX it
HATFMEOE Internet RBFZRRE. SEEMAFER NAT ittt |, AENRERERE
Wi, REBEZEBMENRERTZEmMMXEH,

o AL VPC BE R Wavelength KIHH FREBHRPWEIRRBAEEEMK , NTIATFRE
BEMNENZEFINEZNALRE , MREIEEFEMER Internet KX HILRE, BX Wavelength
KRN EZEE , 50 (Amazon Wavelength FF & A R IER) HHEEH.

« Wavelength XKIBHHNFMEATAXFHNFMNEGHBENMEAEY , BE IPv4 ik, DHCP I
FIMLE ACL,

« BITEN Wavelength KB FR AR A M XEE, BAUNBIRXTRAXHPHFROIZH4E , R
f5i83 Transit Gateway FRERHEAEFEBENM, BXRE , BSHET—T,

FHEZ D Wavelength XAt A ZEM

RAAFNTFRE— VPC HF[E Wavelength XiZiAH EC2 kPl RIEEEF. MREBEEETE
Wavelength XiZiZ BI#1TEE , Amazon BIWEFERAZ ) VPC , 1 Wavelength Xigi—14, &AL
AR IE X L VPC, BLELE A X Wavelength X i3 H #9324 2 (B #E EiB1E

Wavelength Xi#Z| Wavelength KB REEZ AL Amazon Xifl. BXEZEER , HSH
Amazon Transit Gateway,

TRERT AHEE M EUZIERDNTRE Wavelength KBRS FIEEBE. BHEMHmD Wavelength
XiF ( Wavelength X153 A #1 Wavelength X1 B ) » BEERBUTRREFREIFES -

o XFEA Wavelength X35 , SIZ—MITERXUTAXPHFR, EROIF , BEIZTFR 1 MFN
2, BXBIEFMMEL , S the section called “BIE ™", A describe-availability-zones s
FTERRXXE,

o RERK, FRMXEE VPC, AXUMEIEZEREMINER , F5H (Amazon VPC Transit
Gateway $5F) FHBIEZPEFM K,
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- FHEA VPC , VPC E#H ZE Wavelength X R AJH XK Transit Gateway F, BXELZELR , F
Z# {Amazon VPC Transit Gateway }§®) H# Transit gateway attachments to a VPC,
- RERMXEBAXRFTEN VPC KB, BXRMAEIZE Transit Gateway BHNELR , ESH
{Amazon VPC Transit Gateway $8§88) H B M < H =z,

- WFEAVPC, £ VPC BAKXRTPOUE—15KE , ZXEBFNE—/1 VPCCIDR EN B , 4T
FEMX IDERNBER. BXEZEER , S the section called “PH M EEH",

ERFIH , VPC 1 WERAREIEUTRE

=R:0p: B #%

10.1.0.0/24 tQw-22222222222222222
VPC 2 WERHRIELUT%RE :

B # it B 5

tQw-22222222222222222
10.0.0.0/24

Amazon Wavelength F#7F ™ 117


https://docs.amazonaws.cn/vpc/latest/tgw/tgw-vpc-attachments.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-route-tables.html

Amazon Virtual Private Cloud AriEE

= 10.0.0.0/24 = 10.1.0.0/24

Availability Zone 1 Availability Zone 1

subnet 1 subnet 2

i Wavelength Zone A | i Wavelength Zone B |

Amazon Outposts # Y+ M

Amazon Outposts N ZREME R Amazon EHERMZHE. RS, APIAITE , BTEAMM=F
MHBHZITEMRMARERF. Amazon Outposts FEBEFTEMRER AR GR AN ARFRREN
THERE , UARFEEREFENLEBIEN TEMRE. BX Amazon Outposts WEZER |, S
¥, Amazon Outposts

VPC &% — Amazon X HWFFE AKX, &M Outpost EEBERXRXTE , B LAEZ VPC
R Outpost BRI FM , N iZXEHWFTE VPC 3 EEIEH Outpost.

LUR#E A F Amazon Outposts :
o TR T —/ Outposts L&,

« ER Outpost BIEFM , BEELIEFMAETIEE Outpost BIAmazon BEIREH (ARN ) ,

+ Outposts HZ - AARMMXALIE VPC SEXRMMEC AINMEERE, BXEZER , B3R
{Amazon Outposts FAF 1) K AR R ><,
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« Outposts AR5 88 - AAMNEEOLE VPC ERNEZ ZBHNMEEE. EXESEER , B5H
{EFTF Outposts BR%-28H Amazon Outposts A IERE) Ry A0,

. BIMERT , 4% VPC AlRMEN TR (S N4A Outpost BIEIIFH ) , MABRKE VPC
WX EERAR, SETLGEENBERS VPC T TMNEREE | PR RN R A
AR E TR A T — Bk B 47

Fegion us-west-2 E Customer Premises

Availability Zone i Auailability Zone i Cutpost
us-west-2a P us-west-2b

(e

' Private subnet o Private subnet i Private subnet

o O | O

il BR 285 VPC
Fi5E VPC & AT LU ELIRR
=

EMIBR VPC 281 , MG LKIESHMBRIE VPC BB T iERELEANEZONEMER, Fln , &
AL IE EC2 SEGI HMIBR A EEEE. NAT Mk, HEM>x VPC #HHMENQ VPC iR,

® Note
MRECSHEMERN VPC BIZT R AL , HEE , BRI VPC Wi B EHRL S BEIMIER.

B
- EREHEMER VPC
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- EABTITMER VPC

fiz F #2231 & M BR VPC

WMREMEA Amazon VPC #ZFI&MIBR VPC , BHITESNERBRELT VPC H4 :

« DHCP &1

o R OBEBMMx
- MXIHR

o BHERMM

- M4 ACL

- EREX

- RE4H

- N

FEREH AMBR VPC

2

BN LA T M4 3TFF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.

1k VPC HHFTESRSl. BXEZEER , 51 (Amazon EC2 AF1ERE) L IESEA,
B LT M4k 3T Amazon VPC #2 &l & : hitps://console.aws.amazon.com/vpc/o
ESHBE®RS | %% Your VPCs ( £ VPC ) ,

EBRERIBRE VPC , RISHA0OXIER Actions ( #4E ) . Delete VPC ( Bl VPC ) .

MRFHEELTE LWERILENTR , RERMNFEMER VPC , MRMNSERXLERIR, HH
BRBLEXERER  REERH. BN, RITPFERE VPC 2 AEEMBRNEIR. ©ESIXR , AF
PENIT T —HERE

( ATk ) WRIEH Site-to-Site VPN EHE |, M AT LUER IIE T LU E M BR. MBZRITRIES —
VPC REAEFMX , BRIBIERE Site-to-Site VPN EZEMMx, BN |, BATEOIEEFH
Site-to-Site VPN E#EZEEBREEREF NXIZE,

RRBTHIAR , A delete , ARFEER Delete ( HIER ) -
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EAWmTITHER VPC

HEEMABTITMER VPC 28l , ALK ILSHMERTE VPC FEIZ T ERERLE AMKEONEM[E
Re BELTMBRS S BECEZNAAERR , SlIFM, 24, M ACL, BHK, BEERMMXH
REREOMNERMMX, SLEMBRRIAZTLA, BRIABBARIBIAME ACL,

UTRBERTRATHEREL VPC BiR , REMER VPC Wah T RS IUR R T IFF £ /X Lan
To MREGETHM VPC BIR , WEFTEEAEBNNMBRS T , REFREMER VPC,

85/ Amazon CLI & VPC

1. f#H delete-security-group S HIBRZ 24,

aws ec2 delete-security-group --group-id sg-id

2. {£HA delete-network-acl Ts S HIERENMLE ACL,

aws ec2 delete-network-acl --network-acl-id acl-id

3. {$H delete-subnet S S HBRENF M.

aws ec2 delete-subnet --subnet-id subnet-id

4. fEF delete-route-table S HIBRENBEENLEHEE.

aws ec2 delete-route-table --route-table-id rtb-id

5. f{#M detach-internet-gateway S S EBKMM X5 VPC 5 &,

aws ec2 detach-internet-gateway --internet-gateway-id igw-id --vpc-id vpc-id

6. fE delete-internet-gateway &Ml BR BB M%<,

aws ec2 delete-internet-gateway --internet-gateway-id igw-id

7. [ VPC] A delete-egress-only-internet-gateway &3l Bx{X FR & O 89 BB R 5%

aws ec2 delete-egress-only-internet-gateway --egress-only-internet-gateway-id eigw-
id

8. fEH delete-vpc W HilER VPC,
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aws ec2 delete-vpc --vpc-id vpc-id

£/ Console-to-Code , BT &/ VPC 4l AR /EE R EM R KA
ARz

BEERET —FARVNERENNXRENSSXERE. NMRFLEAAENEERNER , WEEE
FEHBz1{tXB, Console-to-Code & Amazon Q FF & EMH —TITEE , AT AR BHIEFF IR EA B3l 1L
83, Console-to-Code RiZFREMNIEFIAERE , BBRANENRESH. E , HAAERXAIE
gE , U EENEMZEEMEE (1aC ) KX , AEERITHRERBRBEN. BTEHAITERRE
AHEREEENSHRERRAER , Hit , &£EA Console-to-Code £ KN RBEERBENSHE, &
ALLCHERBRAE-IMER , RAENEH#ITEENL , UMFeTRATENBEERARBFNER,

f5lan | @3 Console-to-Code , EBAILAEA VPC 24| AICFKBECRIEFM, £24. NACL, BENX
BERMEBKMMx , F4 K Amazon CloudFormation JSON X, RE , LA UE$iZRE
HITEHFBITHEN , LU{EE Amazon CloudFormation 4k {E A,

Console-to-Code B HI8ER LA T 5IE S ME XN EKEMREEIREE (1aC)

+ CDK Java

CDK Python

CDK TypeScript
CloudFormation JSON
CloudFormation YAML

BXWM{AEA Console-to-Code WEZEEMEHA , i5Z [ (Amazon Q Developer User Guide) HHY
Automating Amazon services with Amazon Q Developer Console-to-Code,
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VPC B+ M

W 2EH VPC R IP it SEE. B LR EFM S EI2 Amazon &R ( 4l20 EC2 =461 )

AFS

. TREMAZ

- FRZREM

. BIEFN

* fF IPv6 CIDR 3R 02 F M =5 M 5 Al BR
« ERFRH IP FUEM

« ¥ CIDR #i&

- BBERHEK

- FEEKHEES

. HIBRF M

+ P E it AR

BNMNFRBUATEMLT —NTARZA , TREBSNMTAX, BIEMRIHATAXKNES Amazon
BR, AR NARFAZE — TR XHEN R,

S
o M IP ST
- FRER

. FRE

. FRBEE

. R

[

FM 1P k35 E
EUR TR, BALRE VPC WEBEER P it -

'fR IPv4 ?ﬂ S5 IPv4 CIDR # , {885 IPv6 CIDR R, {X[R IPv4 B9 F MR RAMET IPv4
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« Xtk - FHERTEH IPv4 CIDR 3RH IPv6 CIDR $, VPC 4718 EH IPv4 CIDR 3R IPv6
CIDR $R, Witk ¥R A FIRALET IPv4 M IPv6 HITEE.

« X IPv6 - FMEH IPv6 CIDR R |, {B3% 58 IPv4 CIDR #R, VPC #MEH—1 IPv6 CIDR #, {XFR
IPv6 BYF M Fh &R A8 IPve #{TEE.

® Note

1XBR IPv6 By F M R ERM CIDR 3R 169.254.0.0/16 F 0B T IPv4 SR8 At thdik, X LEh
it AF EXE VPC RA MRS #1TEE. X746, ESH (Amazon EC2 AF1ER)
AR A 5 B 2N b b 4k

BXEZER , ®ZH 1 VPC MFMHE IP it

FRRE

FREREURTFE AR FNECER B, Hi0 :

s NEFW - FHEE—LKEOEN BEENMx WEEKRR, 208 FRHHEFR G R 28 BB
™o

- EFN - FRAEERRE T ERMMNXMWEREERRH, AEFRHPNEREEMH NAT BZ T8
HEAEBEBRMN,

« IXBR VPN ¥R - FTREE—MNEIENFEMXIE@EA Site-to-Site VPN %3 WK H, ZTWN
TEEEMEBRMM <A,

- BEFN - FREEBEHE VPC 2B A. BE FRPHNERIEHEIE— VPC A HE
& B E— VPC i EH A& R 5.

-« EVS ¥ - kK FREMEH Amazon EVS BIEM, BEXEZEL , 55 (Amazon EVS AFig
Y ## VLAN subnet,

el

TERERTEERNMNTHXHPHN RN —MEERMMXE VPC, SNMAHRHBE —IMEFHM—1
BEFM,
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I&d Region | 5
|JE| Public subnet |JE| Public subnet
i Private subnet i @ Private subnet
Availability Zone A ! Availability Zone B

BXRERAEHXIFHA Wavelength XigiH FMEREE , 25 How Amazon Local Zones work
How Amazon Wavelength works,.

F M B

BN WBLARBK—MEHER , INMNIERAEEATHEREET FNATHKAH, LEZNEH
FRERS BBIKREK VPC MERRHAR, BAILERKEK , URERTRARNANET, BEXESZEE B
S BERBER.

FMIRE

FMEFRBE— I NATHERBAOEZTRHIENMEZZOSELE IPv4 it IPv6 it (21R5E
) WAEREYE. XBREAEEZTFMPESHEH N EFAENEMEZED (B, eth0) « T
FRE MW , BPATAEZ N BEZFEESHIAMIZE,

BIRFME , ERLME R TP LT IRE !

- BHSE IPRE : ATLEEEEFHFE IPIRE , MENLTRAHHNEEDBHERLIE IPvd
= IPv6 it
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- ETHERENAN (RBN) RE : RFEA TP EC2 KAIEEENARE , HEIE DNSA M
AAAA EREHRNLELT R, BXEZER , FZH (Amazon EC2 A #ER) FHY Amazon EC2
KOIEN A RE,

FMNEZ 2%

N TR IEHR Amazon BIR , RNBUEERARB TN, FHELEHH NAT RENBEFRNHHE
R EERMEE |, flin EC2 k61,

Amazon 2 T ZH I LUATIRS VPC FRRZEMNIIgE. Z2ARTAFXREKAER (i EC2
) AR EISRE, M ACL AT ATRIEL FRRAWABMEILRE, EASHERT ,
FRZSANTERENER, T3, WFER VPC BIBMANZ SR |, B LUEAME ACL, BX
EZEER , BB the section called “LLREZ £ HFM L ACL”,

BN FREZLTE M ACL KB, BRIZNESNFMIEEE VPC WREREREBEME ACL X
BXo BRIAMILE ACL AFFTEALMEMRE, BAUEHRBRIANG ACL , th A LABIE B E XML ACL
FRESENFRXEK. BXEZEE , TSR EAMNSTHREZEH S RZE FMNRE,

SERLAE VPC FM LRIER AL |, SMERHIRE ANZ HEN VPC HFNAHMEZANRE, &
EASEEMIMEZEO LRRAS. AXEZER , 5H £/H VPC fiHFILR IP K&,

Bl F W

BRBUTERAECHEMILES (VPC ) IR FM, REFENEE  SWEFERNIMxMELH
&Ko

EREW
- BYHIE VPC SBEIRN FMIEE IPv4 CIDR 3R, 1R VPC ExEk 7 IPv6 CIDR 3R , WA BLEE R

FWIEE IPv6 CIDR ¥R, BEXxEZER |, 55 7 VPC MFM o IP bk,

- WMRGEBMNER IPv6 WFM , TEBUTED. EXER IPv6 I FMHEFIH EC2 K[ LIRE
IPv6 #b3it , BFR2IRE IPv4 ik, BERER IPv6 W FM AP BIEMESG , BARET Nitro
R ERIEA

o EEARMXIFE Wavelength KISl EZ 7R |, HAEHZXE. BXEZELR |, 558 (Amazon
EC2 AF#gm) FHXEMX,
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HIEK VPC A0+ M

B https://console.aws.amazon.com/vpc/ T FF Amazon VPC 2 #l1&,

ESMERKT , %# Subnets(FM).

TR FM,

£ VPC ID T&HiZF MK VPC,

( Al ) X¥F Subnet name ( FWEH ) , AT BER. XEFEMITLIEESE Name BURRE

EENENIRE,

6. XIF Availability Zone ( TAKX ) , BAIUAFMEFE—NMNAAKX , A RBEREIRE No
Preference ( TEIED ) , BAik Amazon RIEERE,

7. XTF IPv4 CIDR 3R , EFahm AR A FME IPv4a CIDR R ( #lf0 , 10.0.1.0/24) , =

#i%EET IPv4 CIDR, HREFEH Amazon VPC IP bt BEIEES ( IPAM ) MK, BRERFE

Amazon TEREHM IP ibut , MFEBIE FRE , BaLUEEM IPAM 2B CIDR 3R ( IPAM-

allocated ) o BEXRFMW IP 2EMK VPC IP it ZHMNEZEL |, 525 (Amazon VPC

IPAM AP i8R) FRVEE - HFM IP ZEME VPC IP ik Z2[E,

8. X{F IPv6 CIDR R , EEF e ALLEREEH P 0IZEFMH VPC B IPv6 CIDR, LhikTi{X1E
VPC 24 3<Bk T IPv6 CIDR 3RES A, MREEA Amazon VPC IP bt EEEER ( IPAM ) #XI,
BRIZFN SR Amazon TEAEMY IP ik , MERIE FRET |, B LUEEREM IPAM 2B CIDR 3#
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£/ create-subnet 5%,

IEEE
BIETFNE , EANROTAANEH#TEE :

- RERH. AF , EUNE-IMEELREAR , URSFREREEE VPC KERBMX ( flNE
BRMMx ) MiEH, BXESEE  FER KEKAR.

B+ M 127


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/vpc/latest/ipam/tutorials-subnet-planning.html
https://docs.amazonaws.cn/vpc/latest/ipam/tutorials-subnet-planning.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-subnet.html

Amazon Virtual Private Cloud

RAriEmE

- B IP FuTH, BUUEEEZFNA BRI R/EWLE IPv4 ik, IPv6 it HERE

Wiz, BXEZER  FSH EXFNY IP FUEM,
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VPC CIDR SR M EZEBEEHEREE AN N ERBBEE, #lw , Ki& VPC i CIDR 7 /50 ,
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F M CIDR T8 RIETUERY IPv4 5 IPv6 biESERE , Eitk Amazon &R £ it ik 75 B 2 R HY W 45 43
O, XELEBMERATMEEORN IPv4 = IPv6 CIDR R ( BFRBIR" ) »

BRFMHY IP FHuEHk 129


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-subnet-attribute.html

Amazon Virtual Private Cloud AriEE

2l 7™ CIDR &Rt , B LS EMAERTAR IP tht, SATFIEBATA -
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-  E7HNIPv6 CIDR f1E | i5i%#F IPv6, Add IPv6 CIDR reservation ( 10 IPv6 CIDR
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-  ZEfiBR CIDR FEE , 7 ¥ ™ CIDR T & ik 2 1 BR o

&3t Amazon CLI EAF+M CIDR &8
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- EE T CIDR &
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aws ec2 create-subnet-cidr-reservation --subnet-id subnet-03c51e2eEXAMPLE --
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"SubnetCidrReservation": {
"SubnetCidrReservationId": "scr-044f977c4eEXAMPLE",
"SubnetId": "subnet-03c5le2ef5EXAMPLE",
"Cidr": "2600:1f13:925:d240:3alb::/80",
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AU ZEE A, REM Amazon RS EANKRETEE,. 40 , Amazon EC2 RIS E A #Y #th ik
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BREH%R B ARAXE , ANIRHAR B RANERHER. AR A TBEXMANFMXEK,

FREEHRE 139



RAriEmE

Amazon Virtual Private Cloud

Private subnet A Private subnet B

(A ) MREHERTN B 5 MR B WXE , £ 7 B EBEX B 2RAIRFERAXEK. NRE
TEHEERHAR A, TLUFERER,

Private subnet A Private subnet B

BESid=ES

BRI REEBRM MR SEMLBMRAREK, HBARIKIENIMNXE , BN MXERH
®o BALGIEMXEEMAR , ARAEHFEA VPC HREREHEE. Sl , Xt T8 BBk MR <
A VPC HURE , B REEEME VPC FHHRERRE (flNRLiRE ) KETEE,
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2. BBASEH (H10 VPC XNEEEMEBRMMXER )
3. BIRSIREH
4. FEIBHEH
a. Direct Connect BGP ¥ H ( ZhAKH )
b. VPN #7588 H
c. VPN BGP B H ( I58BH ) (HWEMEAMX )
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THHNFMEBHREES —EREBEMMXH IPv4 Internet i (0.0.0.0/0 ) 8BA., —&ig@EN
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FRiZH VPC (10.0.0.0/16) FH B AR EMIRENH local BBHEERE , AMFE VPC HEkH, X
BiZFRHNmEHMRESEAERMMR,
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10.0.0.0/16 S
172.31.0.0/16 pcx-11223344556677889
0.0.0.0/0 igw-12345678901234567

AN SEBERBREBEMLLR

MREEF—MEULEMRERES VPC , HEEBERAFMEBHR LHEBERE , MK Site-to-Site
VPN EZNEHSEENRBART I RN EEERE,

NMREBEHNENEEHRSEENENEERE , UBSKALERES. UTRFREHABSEKEA !
- BEERMM X
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- MO

« X4 ID

« M VPC iR
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« VPC Xt ZFiE#

« MXAFTERKR

EXEZEER , 25 (Amazon Site-to-Site VPN B ERE) PHEHRA VPN BH KL LR,

LT RAREREEREOBERMNMMXNESEBAMEEENUAENRNEEBKBA. XHAREBANE Vi
R 172.31.0.0/24, AT BEBEEBEMMRNBESEKBAREERES , HAMES 172.31.0.0/24
HAREHMEBEEBRMM X,
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172.31.0.0/24 vgw-11223344556677889 =
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WMRERAREIARIRGIR , MU TRNUER

- MRBARTESESNEERE S5 ARIRIIRAMEETE , W5 ArRIIRABEHEML T FEE, W
REAHNESR  TRENEEEEEH, BSBHERSIANKIIRNEH , EEANRHHRLN
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- MRBARSIASIRIIR , MIXLENRIRERITEERNWEEN CIDR R , MEITKFEHLIE

BRMKIAME. WE  B—REFHEMT.
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PC N &FiE#

| VPC it =

A
V

« PERKXAYEEH

« HEZREBFHNE

< EREIRSIREITEEH

< BRAIMXABITERRR

B FB B B BRI ) <

B B EERMMNRINFREERPHIEE , FFRRINEFMN. Atk , EE—NEERNKN
SIS EMMEIEE VPC | RERM—NE8#% 0.0.0.0/0 (NF IPv4 %l) & ::/0 (I F IPv6
FE) BEFRAEEBRMMK ID (igw-XxXXXXXXXXXXXXXXXX) BIFEHo

B 8t B4R
0.0.0.0/0 igw-id
/0 igw-id

BRESER , F5H EAERMMXN VPC EAEBRMIGIF.
B E| NAT 8%

EFEIE FMPRSESIRESIEREE Internet |, BATLLBIEE NAT WA RELNE FWF B3I NAT 61, K
BRANEFMERBARRFIMEH , &F IPv4 Internet 2 (0.0.0.0/0) BHEZE| NAT &%,

B8t B R

0.0.0.0/0 nat-gateway-id
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BRI A ER HAA BN ER\BNER , LUBREER NAT MM~ ENTXENRTFELERA ,
REZEL|IHRABERE. U T RHIH , Amazon S3 FE ( pl-xxxxxxxx , BIRHR, BEREX
s Amazon S3 B IP #4HSEE ) B EIM% VPC 4 | 3 H 10.25.0.0/16 HEBEHE VPC W&k
B, XU |P #ubSEE L 0.0.0.0/0 EEME, H3EHIE Amazon S3 X E VPC KERERN , REFE
EEIMX VPC im R VPC XNEEE., MMAEHMRERIEE NAT WX,

B /Y it B4R

0.0.0.0/0 nat-gateway-id
pl-x XX XXX XX vpce-id
10.25.0.0/16 pcx-id

BXREZER  B5H NAT &%,
B B E LA E M

& 7] LAfE FA Amazon Site-to-Site VPN E#RK %1 VPC AR EZRBESHNEHTERS. Hit,
BIEEURB M HKH MEZN VPC, AFEEFMBHARPRAMEBEE , HENH A EHMLE , Eh‘j]
EEFAB MK (Vgw-XXXXXXXXXXXXXXXXX)o

B iy its B ¥

10.0.0.0/16 vgw-id

ARiE , B LLRIEBFEE Site-to-Site VPN E#, BEXEZEER , 55 (Amazon Site-to-Site VPN
AFfEEY M4 LR Amazon Site-to-Site VPN ? MR VPN BHEAEER.

EEFAE Mx L #Y Site-to-Site VPN EZEFX#E IPv6 KB, B , RIIXFEIELIAEN<KHE
Amazon Direct Connect JE1ZH IPv6 RE., BXEZEE , 52 Amazon Direct Connect Fi F 5
Mo

% | Amazon Outposts ZS it ¥ 5%
B A T B AEZ Amazon Outposts A8t M xR REE.
H*x
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B Outpost FH 57t M & 2 B RE
« 7E£X[E Outposts HIE— VPC TR 2 85 AR E

/8 A Outpost FRE 7t W& 2 B HI R E

5 Amazon Outposts <BkiHy VPC RV FM AT SAE AWM WEIA B irKE, ZREFEFE Nt
HH 192.168.10.0/24 I AR MK BEHEFREREFEFFNENER. ERITIRE  BFINEE B Wt NE
A MK B R (1gw-xxxx) B TR,

B # i B ¥R

192.168.10.0/24 Lgw-id

£ 1@ Outposts BI[E— VPC FHFRZEE ARE
BATLAE A Outpost A ith < M A M 4% , AR [E Outpost BE— VPC Ry F M Z B IMIE(E.

BBt IhaE , BRI LUBSEHEETE AKX Outposts HERZ B ERE , T Outposts Hl2E £
BEITHANARFHEXRUTZSTAKX (AZ ) BYI0NEH,
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On-premises network

Local gateway

Subnet route table

|Jil| Subnet

TTTTT
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Subnet route table

|Jil| Subnet

TTTIhT

Availability Zone

EZALLINEE , 5[ Outpost HlR FMEEHRRFPIMN—NEEH |, ZBBAMNEEBARFHU R EEEERE
i , BEWREKRBEN AN, BEBRSTATE S —4 Outpost F VPC 1 FMEYEA IPv4 3R, Xt
IEEEH#HTEEH Outpost FTREE ILELE,

/A Important

EEALIIEE , KTEAERE VPC BlH, THEATSEE IP Hbil,

Outposts ANt X FTE BN At M B LM EBFRERE , WMEFMeEBEE TR,
WRENFHANFREARSE  WATERSE IP i SEE N Outpost F M HHYIR

HEFRHAN, TEEMAZE4E ID,

EEH , TREXIFEZ A Outposts 2 A3 1T VPC REZPEES, 0
FUIThaeHFEH , iIBB R Amazon Support.

A Outposts YR ATREE
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Example R4l

%t F CIDR % 10.0.0.0/16 # VPC. CIDR 3 10.0.1.0/24 # Outpost 1 M , L1 CIDR ¥
10.0.2.0/24 # Outpost 2 M , Outpost 1 FRMEHER B SO TR

BFRr V& B R
10.0.0.0/16 A it
10.0.2.0/24 lgw-1-id

Outpost 2 ¥R BEHRFEFMTAR :

B iE B R

10.0.0.0/16 7t

10.0.1.0/24 lgw-2-id
BHE VPC X EiEE

VPC WNEEZERMA VPC 2 RIRIM TR , B thiEs , B UERALE IPv4 it EXF A VPC
ZEBERE, EA— VPC FRSEHIER AT AL EE , MEENE TR —MaE$ —1#,

B2 VPC XWEHFEETH VPC 2 BAIRIURERE , B4 F — N RBARNEERD VPC X FEEN —1
RENTHIREAR, XATEHRNFEEFEAM VPC £ &5 E 2D CIDR R, B , 5—1 VPC
HREELTRF— NSRBI E FFEBEEK , DU RERHEEN VPC,

flan , WEEFUTERNHA VPC 2 HEHE VPC NEIERE (pcx-11223344556677889) :

« VPC A : CIDR # 10.0.0.0/16
« VPCB : CIDR 3} 172.31.0.0/16

EFH VPC 2 AMNREH AT BHE— VPC BWE/ IPv4 CIDR 3R , VPC A R RMNE BT AT
o
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B By ith B ¥R
10.0.0.0/16 R i
172.31.0.0/16 pcx-11223344556677889

VPC B BYB&EHRAVEL B 20 T PR

B # it B 7
172.31.0.0/16 S
10.0.0.0/16 pcx-11223344556677889

IBH VPC W EE W AT X $F VPC FsEfl B IPv6 BIE , ATIREERE A VPC MEAI#{T IPve &
5. % VPC ZHEH IPv6 RERE , B4 EBBARPRMN—FER VPC NEEZWEEH , 2K
R E VPC £ &= &5 IPv6 CIDR R,

Hlgn | AER LK VPC XN EERE (pcx-11223344556677889) , fRiR VPC EBLTEEA

« VPCA : IPv6 CIDR 374 2001:db8:1234:1a00: : /56
« VPCB : IPv6 CIDR 3t 7 2001:db8:5678:2b00: : /56

EBEE VPC NEEEE A IPv6 B , R TERARME VPC A N FMEEERY.

B # it B 7
10.0.0.0/16 S
172.31.0.0/16 pcx-11223344556677889
2001:db8:5678:2b00::/56 pcx-11223344556677889

FUTHBERME VPC B AR !
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B8t B#R
172.31.0.0/16 I ith
10.0.0.0/16 pcx-11223344556677889
2001:db8:1234:1a00::/56 pcx-11223344556677889

BX VPC HEEEMNESFEER , HSH Amazon VPC X FEEIER,
B EIMX VPC iR

FERAMX VPC im KA LATEZRR VPC MEM Amazon RS2 BIBIERFABERE, AIEMXEIER , &5
E VPC FHZMXmAERAN FREBHE, BHXB3RMNESNBART , XLEEHARNENIE
ERFHFIZRFIEK ID (pl-xxxxxxxx) , BE¥rEBMHEBIRHE ID (Vpce-XXXXXXXXXXXXXXXXX)o BT
EEAMEBRE R m/ERE |, B EdimRFTEANEHR.

BXRHRBHNESFER AR E Amazon BRFHEEHBBIKIE | HFS5 M Xin < H.
B HBX H O BB M M o<

BRI LA VPC SIZNE O BEBRRMK |, UATFAE FRHPHEFI LIRS Internet B HILE(E | BELE
Internet KB SIXLELFIMIERE, NEOEKMMXREAT IPv6 RE. ERANEOERMMNKEE
B%H , B IPV6 Internet RE (::/0) BHEFXE O BBRNMXWFE FREEBERANMEH,

=N:0p:u] B #r

/0 eigw-1id

BXEZEE , B50A £RAMNE O ERMMX AT HE IPv6 RE.
AR %% X < /Y % E
R VPC KftnEhiMxet , BFEEG FMERBERMES , MEREBIPEMXEITIRAE.

ZRUATZR  BA=/ VPC MIEIhEMX, BZARP , IEERSPEMXBEHRMAXE , 7
BB PEMXIRAR, Bt , FIEERFUCHRESRBAIRLE , MEPEMXAERGREE S E
IP 438
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Bl , EHFHA VPC , HREEUTER -

« VPC A :10.1.0.0/16 , Fffhn ID tgw-attach-11111111111111111
« VPC B : 10.2.0.0/16 , iE# ID tgw-attach-22222222222222222

EF M VPC 2R REH R IHRAPEMX , VPC A BBEHRHE BN T AR

B /it B 5
10.1.0.0/16 R i
10.0.0.0/8 tgw-id

AT 2 VPC HER AP EMX RSB HRH,

B #ith B #R
10.1.0.0/16 tgw-attach-11111111111111111

10.2.0.0/16 tgw-attach-22222222222222222

BXPEMXBARNESEER , B2 58 Amazon VPC Transit Gateway FHI % H .

BRI ERIRZARMNE VPC AR HEET, T R2AREARM

 EPEESEBREMNARELFAEMXHEA VPC WRE , FER2NHEESIS R VPC FMFHEIEIRE,
"‘—IU\EﬁJEFIEﬂAE%EEH—r , ttAmazonBzi AR, RARIERZFMNERTFREEENAEEEK. &
XEZELR |, {5 the section called “FEEKHB S,

s FANFRZENREEQEPEEEE. ZAUBELINES —NFMEFX CIDR EEH F M3 H
ROERE , HRMRARIEEERIH S, NAT WX, Network Firewall i R i8 ZF M EEOEBER
B ARR TR LR E, j?,% EUMERENFRERSOEEMEAM TR , HFAEE BN EiREiR
AR AT EERIH R, NAT xR E&#EQ,
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BRI LB BIRZ KB EER, 0, BUUEEREMERENZSIREZR WAN IRRE. IRZER
Amazon EC2 ERHIEETE VPC MFWA | HEFMAMNEMEMEED (FEED ) 23,

MRENERTHEHERSARBEE  TIERaLER, BINTREREFKBNMLESR , MR
A  BSRENEERES TAERE. RELANEDR  BREERATRE , ABEESHAZREA
RHEEENTSFEENGER (HW , ZEFEEMWA Amazon Direct Connect JEZEEERMEE ) o

BN A VPC RERHINRE ""*EH%EEE%EEE?&I_Jﬂ?&:ﬁﬁ?&ﬂﬁﬂ?&*ﬁ?&ﬁf FRRZ I
FKEOEEN VPC REMNBIR, BXESZEE , TSR NXEHER, SEALUFHMERENEN T W
BREE S — N FH PRI ERE.

BxHRERBTS , BZEPEET S,
H*x
« BEEEEWM

« EMXMMEEZEHRERE

o FFFWEREEATREZ

REEIEEM

EATLAM Amazon Web Services Marketplace B =7518% , LA UEBEEBCHIEE, tIEDEE
BER , BEBUTER :

o IRZMMIELRE rﬂ_J/ URENERREN B FRPEE,

- BUAMERREZ LNR/BARE, BXEZER , 55H (Amazon EC2 AF#E®M) P EIURH
E*‘J‘&_

« BRRBIRZFER —FRPNEN 2 EHEERE.
o RBEPLMITM G AL R (NATI),

o SEE SRR RPN A BRI, B AR EEANERBF VPC ( R-AR
B)AFMNZENREEFRSOIPRRIRE. HKHEESMITE VPC B FREEA IPv4 5
IPv6 CIDR #R,

- BB IPv6 RE , FR®REN VPC, FMAKRE X IPV6,
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AR SERMMXREDRBMNKMEREK, F— 1 %ERAMIKA, £-NKEFRE T
IPv4 REREFRZHMERED, XA B ERBENES,
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VPC CIDR it
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HE , BULAEAEENERERNERANEED, EURTHEELBARMERES KRBT
BE , SIEREELERMNE VPC N FRIHRE,
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VPC CIDR ###### 1D

B IR T 154



Amazon Virtual Private Cloud AriEE

EURENEHFREHRES N FRFANEE , FREN FREERFM I RERBENEEMEED
MR, BN EAEESATRTAEAN BN, Hl0 , XFiRE Internet BIRE |, B BRI
{5 0.0.0.0/0 ( FTE IPv4 ik ) .

SR: ok B ¥R
VPC CIDR 2 i
0.0.0.0/0 ####a# ID

RE , EERZBFMXERNIRART |, BI0R R 8RB B BRI 5 5 E A8 WX Y BR

BB B#r
VPC CIDR it
0.0.0.0/0 igw-id

HFMERER B TRE

BRI RS E FNARERBIRBNMEED, EUAT RS , VPC EBE2R MMM —MR
&, BYRBETFMZRABBENRE,
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HEBITPREREETE FNFHNXF 2 AREREN , XFMEFN L2 ELRAAFREESHZ
FRs). BNMEFNZT2ALMEIAS —MEPINFAE P EtRNEE 5 — RPN FME CIDR SEE
AR, MRESIAE—IRONZEAERNR , NREEAFARFREESRSZBR,

B R

uT%%nAmam%mio%—¢§aﬁwwmmm§w&ww2ﬁﬁﬁﬁﬁo%:A%EWM%
5175 B WATE R B EIRE M PR .

BB B #r
VPC CIDR 7K i
## B CIDR #t#aat ID

LXTF':—:?M B W RPIEHK. F—NKE AT VPC FHEHIER L 2 B#HTEBE, F-NKBEMNF
HFNAWMERERBHINEZHAMSEZEO,

B E B #r
VPC CIDR 7K i
## A CIDR ##aat ID

RE , BALUF AR B ERAIEZANEED, SR THRELBRMERESKHEE
®E , SIEREELERMNE VPC B FRERE,

BFrUE B R
VPC CIDR #r#a#s ID
£ A AR5 RHEATER E

MREZLEE Amazon BIRHPEI AR —4A CIDR&R , N GIRE -~ HENRIIZAFENTEE
—ig. AfE , BUNERBARSEPRUIRIIRIEEN B, S HEERMNMERAIRTIROZ
B, MEAFEMBHK.
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5140
VPC E#EH#HITES :

, BEHE-—NERZN VPC EENFTEMX, VPC ZM

e 5EEHFLLT CIDR RIFA NS E

 10.0.0.0/16
 10.2.0.0/16
BBEEXFNZXENTRIR. EFMEBARD , SIE—LBAH , AFRHREENEN , T
B XIEERN B IR,

B 1 3th B #r

172.31.0.0/16 N

pl-123abc123abc123ab tgw-id
BRI RNBEAZEHRSEARFTHWZEBNESE,
B AR EBIM < RIS HERFIR R
Mx A E R E BB T RED BB ELHEZRAY |, HlpsRiE, BT ARIEMN < AFSE S | i
B M X A E SRR R RS, %FE"‘E’J VPC qﬂﬁllﬁﬂ%ﬁﬁiﬂﬁlgﬁi#ﬁ,ﬁuhﬁ EEIZRS
ENHRERHIMRAFEEES (FlW, ATLZ2RE ) , BERBAXRPHNXARYEREREER
B #%,
BRAMRAFYEREEMN LTS REZNRA , 5 Hthe section called “FAZEIRERERE,

EERBARPEEMNXOUBIGERRR
MR BEERES | B ZﬁbHLXTE%EE 0
B MVIE
10.0.1.0/24

{# /8 Gateway Load Balancer i
Ll VPC w2 BFRE BT R PR H , NEWE
BHIRIEH, ”

i RYERN BEREt , TEENBIZRYIREE
BiRHE ¢

A VPC % S/ ID, a0, B3 10.0.1.0/24 WK EKRH

B#r

vpc-endpoint-id

ENENHE, MREZHGERE
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BXTLEL , BSAMXE NSRS,
A VPC tIZEKHAR

ERATESKAEN VPC tIENEEAEEHAR. MIABERT , BHFEERIE AWE VPC
NBERNAMBERE, ERILURMERE |, RIBE M P ik SEERF M &R EE [ 24 5E B #r.

FENBETFMNARBRER , BLTRBEHREFRXEK. —MEBERAUESANFHXE, B
=, TR—XAEE—ITBARXEK. EARSEEARE XK FRNEBRIAEEHEBRERREK,

BT AR ER T W BB RV KB, R FREHEMEERKEKE , EEERARRBARIK,

@ Note

B LLAEAN VPC RIZMBRBEFERF., Bl AN KBERAMNMWEBEHEHER
B, BXEZEE , 15 H Amazon VPC ELHi,

5

- BIEEER

- B3 SR INER
- FFREEHFRKEK

B E Bk &

ERAEHACIERAR

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &

2. HESMEBE®ED , % Route tables ( BEHXK ) o

3. EFRIERAER.

4. (H#& ) XTF Name ( BF) , NENBEHRBMAB .

5. XTF VPC, E&&EH VPC,

6. (W) ZBEERMIRL , FiLE Add new tag ( FINFIHRE ) , RERARZBIIRSE,
7. EFOIERAER.

£/ Amazon CLI 8B AR
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£ A create-route-table 5%,

[6] % 6 2% 78 3% B
{5 P #2215 2 o) % R 2R 78 D B% FR

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #Z#| &
2. TESMBERF , i Route tables ( X ) , RAEERKHARX.

3. fRRIERF Actions ( #4E ) . Editroutes ( &REHEH ) .

4. % Add route ( RINEEH ) o

5. NTFEWH# , FRANTHEZ— :

o P #iatSEE - 6130 192.168.0.0/16
o BANIP Hb3k - 40 192.168.10.1/32
- BIBHIRM ID - I | pl-0abcdef1234567890

6. WNTE#H , BE-MRFERE (flm, MEED ) | REWAZERE 1D (5
n , eni-11223344556677889 ) o

7. ERREFER.

5/ Amazon CLI [6]3& R 7 0 E& H

£/ create-route #8H

M F WS B R KB
ERZES B FEARS FRXEK

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e

2. ESMBERKTF , 1%#F Route tables ( BH*x ) , AFEFRAR.

3. £ Subnet associations (FMxEX) T+ L |, 4% Edit subnet associations (4% M <BX).
4. EREERBHRIEKNFMBYEIEE,

5. i%&# Save associations (fR1E<EX).

£/ Amazon CLI ¥ F M 58§ H 3= >< Bx 5 BUE >< Bx

» associate-route-table
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» disassociate-route-table

EETMEAR
FRAUTIEERLEAREE VPC BH.

5

- BEFRBERHEE

« WEEXXEK

« A0, BB R B
- BRASEARAEE
« ERFRBYEREE

AEFMAVERH R
AEE & Amazon VPC ZH 8 EEFRIFEMAES | FIMZF RSB BB RKEK.
EREFHEHE FNERER

1. BX https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #2#| &,

2. ESMBEHKH , 1%F Subnets ( FM )

3. EEFM,

4. 1% Route table ( 8%k ) MM FJEFRKHRK ID REBBANEXEE. NEHHMEESEEKAH
REEXBKURRBANERXEK , 520 BHEL XK,

A E S KRBk
BULBEBLFRNEMKERAREARKRAREFERKOKE,
FRARAUBEAMBNFRMKEK, BENEHRIABENAXEK,

AEEMBEHRELEAXRKNFNBEERARBTRAXK, EAUEFMEERARBELERX
BRo BXRETRLXFMNVERNRE  FSABRIERBR,

EREHAHER KRN FM

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/o
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2. ESMBE®ED , £4F Route tables ( BEHE ) -

3. RE Explicit subnet association ( X FMXEk ) SILAEZXXEKNFM , ©E Main ( £ ) I
DHEREBENEBER,

4. EBRIAHKRHER Subnet associations ( FMxEk ) IR,

5. Explicit subnet associations ( £ FMXxEk ) THFMSEAKRENKER, Subnets without
explicit associations ( S BEXXKBKHNFMN ) T FREEARE TRE— VPC , BERSEAHKAH
RXE , Hitel5iZ VPC WERBARRER X,

EREH AEEE XK MX

1. B LT MuEITFF Amazon VPC 2% & : https://console.aws.amazon.com/vpc/e
2. TESMBE®EF , %£4F Route tables ( BEHE ) -
3. B ARHIERR Edge associations (B EKEK ) ET+F,

£/ Amazon CLI #i — N HZ N EHERAERHXEK

£/ describe-route-tables 543 o
N, SR FBEREE A
BAILURIN, SRR B RNEH,

B X EH Site-to-Site VPN EENBSHKENESZEER |, i85H (Amazon Site-to-Site VPN AAF 15
) R4 Site-to-Site VPN EEMNFHAKH.

EREW
« BHEEEREHMBERE,

- MREUIMERES , ERAXLERANNEERLZINPE |, AR BENERS T2,
« BEULRNBNMBEARMNNBRAREBREH. BXEZELR , FSH Amazon VPC Ei#,

158 F 22 %1l & SE 57 B% FA R A9 B EH

1. BHE https://console.aws.amazon.com/vpc/ I FF Amazon VPC 2 H| &,
2. ESMBE®KD , £1F Route tables ( B¥H® ) , REERFRAR,
3. {KIRIESE Actions (#4E). Edit routes (4w H).
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4. ERMEEE , FEERNEE, FTENM , BRA P iSeE. 24 IP it eI R 5IRA
IDo XTEFR, WERRRRE , REHATIRA ID,

5. ESNKH, FRAFNENH CIDR RFEIRKIIE ID , RFIEF B IR
6. EMIBREKAE , Hi%kF Remove (IR ) .
7. EBRREER.

8 Amazon CLI BT A RMNKH

MREERAGSITIES APIAMNEH , WEKH CIDR BFEFEXNERTER. Hln , MRE
7 CIDR R{EE 100.68.0.18/18 , HRITHBIEZ— M EE , HB# CIDR 3R} 100.68.0.0/18,

» create-route
* replace-route

» delete-route

J5 PS5 A B AR 1
PR B AVELALEMX B3 EEAEIRAR. XBWE VPN BB TTEF 30 7R sl kR
ERREERE , BLMEFEULEMNX,

BXREZEEL |, E5R (Site-to-Site VPN FAF#EE) #H Site-to-Site VPN &I,

ERAEE A S AN AREEE

1. BHE https://console.aws.amazon.com/vpc/ FTFF Amazon VPC 2 H| &,
2. HESMBEHT , %R Route tables ( AR ) , RAEEBREHARK,

3. fORIERR Actions (4E) 1 Edit route propagation (4= %8 % 1%).

4. EFFERENERAMXZLERAEIRE,

5. EEREF.

£/ Amazon CLI |5 A Z AR R &S

 enable-vgw-route-propagation

« disable-vgw-route-propagation

BETMERBR 162


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-route.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-route.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-route.html
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B F MR EER

BT PRV S B R KBk

LEE YR EREN , CFRER TR IAERE | BREFRAXRTISHERESIE — BIRAEEE,
152 F 22 %1 & 38 o F P B FR SR ok BR

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e

2. TESMMBEES , i%£4F Subnets ( 7 ) , REEE TN,

3. M Route table ( B8 ) &I+ , i%# Edit route table association ( R HKRREK ) .
4. 3¥F Route table ID ( B&HZF ID ) , IEFFHHFEHRE,

5. EERF.

£/ Amazon CLI B EFMXEBEHNEHEK

5 replace-route-table-association %

EREBBR

AT EENMBUAERE VPC FERNERHARNEAR,

EREFHEBRERBER

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. HESMBEHD , % Route tables ( BHAXR ) , ARERHINERBR.
3. &% Actions ( #4E ). Set main route table (iIRBEHHRK ) -

4. REAHTHEINE , WA set , AFERE OK (HIN) .

£/ Amazon CLI AR

« {#H replace-route-table-association a8

LU SRR AR R F NS EEBERZANERNXEK, FRREFRMERH BERBAXK, X
NS REBEBREMF R SRR BRI SRR
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M BR & = 8% FA RV B KR BR

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e

2. ESME®RTF , %$F Route tables ( BEHEK ) , AFEREHE.

3. M Subnet associations ( FMXEk ) &I , % Edit subnet associations ( 4m38FM<EX ) -
4. BERFMHSIERE,

5. i%&# Save associations (fR1E<EX).

{52 A X B% R 2 3 A VPC iR

EFEAMKEEHRRZHEFEA VPC BRE |, &R BUR BB W M X SE I FAR Mk 558 i R R B EUE X
B, BXEZEER , 3 MXBHK.

156 A 422 11l & 4 P 5% 5 B R 2R SR BR S BNUH < Bk

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &

2. HESMBEET | % Route tables ( BHAXR ) , RAEEBREHARK,

3. M Edge associations ( JZxEk ) &+ , £ Edit edge associations ( 4mEiB & <Ek ) -
4, EPHEUHEF MK EIEE,

5. “ERRTFEN.

£/ Amazon CLI M X 5B RK<E

5 associate-route-table a8, LA T REGIIFIE E /Y B 3R 538 E /Y B B WM < X Bk,

aws ec2 associate-route-table
--route-table-id rtb-01234567890123456 \
--gateway-id igw-1laa22bb33cc44ddl

f# Amazon CLI BUEM < 58 B &R KBk

f£ A disassociate-route-table 8. IEEBHEKXENKHXEKHN ID,

aws ec2 disassociate-route-table \
--association-id rtbassoc-0abcdef1234567890
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Bk R A i B /Y B R

R A E RIAAR M B A RY B AR, MREBIRA RN BEAR , LUERLBUREIRE NI local B
Ro MIREN VPC HEZ CIDR R, NARKBSPAMEEH , 1 CIDR R—1. EALRET
EERIIRE A3 B B o

15 F 22 51 & B4 A b B £R

1. @i https://console.aws.amazon.com/vpc/ $TF Amazon VPC 2%l &
2. ESME®TF , %8 Route tables ( BHEK ) , AFERKHX.

3. M Routes ( 3&H ) T+ , %% Edit routes ( REEKH ) o

4, FFARMEEH , BER Target ( B¥r ) , RBEEBR—IMFHE R

5. ERRFER.

156 P 2 15 & 3 JR 2 3t 8% Y B AR

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e
2. ESME®ETF , %$F Route tables ( BEHEK ) , AFEREHE.

3. fRRIERF Actions (84E). Edit routes (4w H).

4. XTFEH , BB Target ( BHR ) , RFIEE local ( At )

5. ERREENR.

£/ Amazon CLI BR75 3t 8% R AY B #5

£ A replace-route @, LA T REIFFA I HAY B IR B RN EERMEEO,

aws ec2 replace-route \
--route-table-id rtb-01234567890123456 \
--destination-cidr-block 10.0.0.0/16 \
--network-interface-id eni-11223344556677889

£/ Amazon CLI i& R4 3% /Y B #5

BAT R B3R [ 48 T8 B B R @Y 435 B 470

aws ec2 replace-route \
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--route-table-id rtb-01234567890123456 \
--destination-cidr-block 10.0.0.0/16 \
--local-target

VPC SR EZH

AVPCEESLKAFR, A NN ARTEEBERNBESNISHALE
- BAAORE : EEHSKE , FUBYOIP ( B IP) ittt h BN AW ERMRES @ VPC
RNRBEMSZED.

« £/ VPC BHRSSFETHAIE : EAET BGP M3 SHH B3 EH VPC M E B M M > 3§ B
®, NITENBRABRERE OB RBEBIEE.

AR
- FERKMARERBIEANMEEAD
« {5/ VPC Route Server £ VPC F 185K H

MEBRMRERBEEMMNEEO
B LHER AR N H IP b A AL EERRMREE B E VPC PR ENEMMLED (ENI),

PAal , BB {REZEES VPC EFH*%?%DL#%%E?&H’J B IP #utRE, EHIXRBEXW TSR
FEOXEKW IP it BEFRSH , XELEMYWEM (loT) FTUFRT L , AAXLETULEEL
ﬂﬂjthlith§$UE]|P ﬂbuwsao

XA EERHRR T AV EBRMERE FERMbit iR, SR BT AR IP M (BYOIP) |, HEE
VPC BEEXMMx , UESEMNMNINREH FEHEAIEMNNEED, WIEEUATHFEASINEMNE

- B TEMUEGRFHENTEBERBEITEAF, IP
- MBRNA  BERKEBHT MR IP #HitRE
- EMFE  EEHEH ENI XERFRENRH

IERLUFILER R E VPC BBHBRSBREXR , AEERAREBGRPHTHSEBEN.
FERS

XMEAERFTEREUATRHR
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TR U FR IR - EIERAUERT NAT WEZM

« 4233 ENI BRI - 23 K FS2BIREXFR IR IP St

o TlfRAL - T ABEMYBHEMERMITE

« HBRARVWER - ERHARSHBERAST B ER

E1p;:K
O] LAEFTE Amazon Bl X5, Amazon A EXiF 1 Amazon GovCloud X 13 it Th&e,

H33x

- FREIRER T

o LRINRER THEREE

- £1% : 818 VPC

- 25 QBEZIEERMMX

- £3% : AEREHICEFN

- 45 AFFOIEEHEE

- £5% AEREHIGERSE

- £6%: BEI—1 EC2 L4l

- B7%  EBMMXEARX

- £8 5 MEARSEEKMMXEK

« £ 95 FEK BYOIP jth5 B Bk W W< < Bk
o 510 25 RINERASER A SAUE AL SR Y SE

- B H RIFREEA

- £12% ARENEREXLH

- 13 % MiAEEM

. tREEHERR

« BRET  EREARSSEUEANSEH

- BE

FraaaaER T
FaABEZH , FREREHRIAT M4
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1. BYOIP it : A MELNECH IP it SEEIRE N Amazon, £ Amazon EC2 R B IP Hilk
( BYOIP ) By,

2. WIEEM BYOIP it - iIZ{TUA TR B AEINHE AR R

aws ec2 describe-public-ipv4-pools --region us-east-1

EWHPERM , ¥R PoolAddressRanges &7~ Available #iiit,
3. BHMNR : BREMAmazonlk F B EIE VPC &R, EC2 EHIFEE BYOIP AR,

L ThBERY THEJRE
ATNEEBRMMRAOBBEEENRAES , URREWNMMERMRE B 73561,
N ALEERBEBERMM K A A RS

LART , BT ENIRERRS , EFEMT U RRRESKE P it RE. WIERIHEE RV
BYOIP jtE 558 B B #RS5fHl , MTOHBR T X P& 2.

BRI THERIE

L IhEEE B T 47 BYOIP %2 /E5| A Amazon B934 IP CIDR, BYOIP FiE ol R IR/ K 7 38
£/ i IP CIDR. %k18 BYOIP 20 # CIDR J5 :

1. AU 3L 1P st B B BRI KBS B R KBk EERMMXMAMELE VPC KBk, KRB
A VPC #3ZLL IP CIDR N BRI R E. BREBNMNXELT ARER , F5EAFMLE,

2. 9% , £BR BYOIP t EEERMMXEHRMEXRE , EAUEERMMXBEHRTWABNMET
IP CIDR s H TV, WM BIRREREREREN ENL

3. 1M BYOIP CIDR KR EH A Amazon B , Amazon @B EEBKMMKAEHEER , HHENERE
A EIFEKX VPC,

. & VPC A#E , EERM MR E# B E B4R EN
B ( ETEAEMAXNBENEED ) LERE,

o A

RIERE

- FEBEARDIT  EEMMXBEARSANRETATERMMX, RE5FMXEN VPC BRHER £H M
HYBS AR IFEAT T MR
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« TEEESE BYOIP IP : TEfF BYOIP iRy A $ IP bt E# KB E| EC2 SKflfME#ED., B
BRI P 5 A O B% R ZhBE AR B BX A 2USE ] , MEAFEEXE IP,

/A Important

MREFEABNR VPC B Hi51E] (BPA) , NG BPA & , BIfEERE T FMK 5| BPA HE
B, R AONRBRBEE FRORE. FRRFIVERTERTAOQRHB. ZEATER
BPA MY A OBAERE , BHHMITUTERE :

T2HMA BPA, &
- 2/ VPC £ 5B HERRI

E15 : 0l VPC

TRLESR Q2R TREEREEMERMMKH VPC,

® Note
BRE R RIKE VPC BFIRSEl, BXEZER , 5 Amazon VPC FiEl,

Amazon EB#Z &

1. #TFF Amazon VPC #£#l&,

7 VPC #2#IER L |, £ZEIE VPC,

NTEQZRIR , %EF X VPC,

FNF BMFRE , AT EF (B0 IGW-Ingress-VPC)
%t F IPv4 CIDR 3t , % AH %M CIDR 3t ( 6l 10.0.0.0/16 ) .
®EBIE VPC,

2

Amazon CLI

aws ec2 create-vpc --cidr-block 10.0.0.0/16 --tag-specifications
'ResourceType=vpc, Tags=[{Key=Name,Value=IGW-Ingress-VPC}]' --region us-east-1
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$25  SIBAEEINEERMMX

SERILSTR |, QIR EBRMM X HRFEMINE VPC LS A EBRMES,

Amazon EB &

1.

N o g &~ w0 DN

#TF Amazon VPC ##I&,

£ VPC 2Hlad | EFEERMMX,

ER B BB MM,

NFEHRE , MABBRMMKXHER (HlW0 IGW-Ingress-Gateway ) o
RO BB MM X,

ERERMMX , REEERE , EES VPC,

#1FE VPC , AREFREEERMMX,

Amazon CLI

aws ec2 create-internet-gateway --tag-specifications 'ResourceType=internet-
gateway, Tags=[{Key=Name,Value=IGW-Ingress-Gateway}]' --region us-east-1

aws ec2 attach-internet-gateway --internet-gateway-id igw-0123456789abcdef® --vpc-id
vpc-0123456789abcdef® --region us-east-1

AR R ID BN E-SHIISEER ID.

B35 NERKEIEIETFH

SER LS BRI 2 R E H R E0E B ARSR Ay 7 M,

Amazon EBZ&IA

1.

2
3
4.
5

£ VPC £HEaNSMERF , &F 7N,
EFRCETN,

£ VPC ID # , EF &1 VPC ID,

£ FREHRHPBMABN (HI0 Target-Subnet),

3t F Availability Zone ( TAKX ) , BANUAFNERE—PMAAX , LAMREREIRE No
Preference ( TE&EIM ) , BAik Amazon RIZERE,
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6. X{F IPv4 CIDR R , BEEFEFHRMAHBMA CIDRR (fHltn ), 10.0.1.0/24
7. EFECIEFM,

Amazon CLI

aws ec2 create-subnet \
--vpc-id vpc-0123456789abcdef@ \
--cidr-block 10.0.1.0/24 \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=Target-Subnet}]' \
--region us-east-1

BFAL AFMWEIERBAR
SERESE A FREIERBR , BE25FRAEXK,
Amazon EEEHIA

1. & VPC ZHESMERT  EFBER,

by el = 40 B

NFEM, MAZRRKBAKNAN (0 Target-Subnet-Route-Table ) .
XNF VPC , EEEHN VPC,

EF A ER AR,

ERENRAR , ARERRE. REBFMXEK,
ERENF WA ERREFREK,

N o g &~ DN

Amazon CLI

aws ec2 create-route-table \

--vpc-id vpc-0123456789abcdef@ \

--tag-specifications 'ResourceType=route-table, Tags=[{Key=Name,Value=Target-Subnet-
Route-Tablel}]' \

--region us-east-1

aws ec2 associate-route-table \
--route-table-id rtb-0987654321fedcbad \
--subnet-id subnet-0123456789abcdef® \
--region us-east-1
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RAriEmE

B5F  NERKHIEIEZEA

TSR, Q2 —1MREE | ZEFHEHXS B AR A M & E .

Amazon EEB#Z &

1. EVPC ZHENSMERT , EERTE4H,

2. i&#E Create security group ( 1% 24 ),

3. WTFLLAEBN , MA—NEM (HIW0 IGW-Target-SG)

4. FFHR , WA Security group for IGW ingress routing target instance.

5. XTF VPC, E&EH VPC,

6. EARMALEAN , FEFALERM, NTFE—FMN , %&HF Add rule ( RIFN ) , REHITHUT
B’YE
. %8 . FiG ICMP-IPv4 , SOR : 0.0.0.0/0 ( AT ping ik ) o
« XH :SSH, w0 : 22, kIR : 0.0.0.0/0 ( FEATF EC2 Instance Connect )

@ Note

WEEEARNETHENMEERNAREF M SSHIwO., AHEENATHEEN , FREXNE
IRHITERE, TEFIHEF |, fF SSH HRIRHNEFE IP SBE,

«  1%3$% Create security group ( BI2Z£4H ),

Amazon CLI

aws ec2 create-security-group \

--group-name IGW-Target-SG \

--description "Security group for IGW ingress routing target instance" \
--vpc-id vpc-0123456789abcdefd \

--region us-east-1

aws ec2 authorize-security-group-ingress \

--group-id sg-0123456789abcdef® \
--protocol icmp \

--port -1\

--cidr 0.0.0.0/0 \
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--region us-east-1

aws ec2 authorize-security-group-ingress \

--group-id sg-0123456789abcdef@ \
--protocol tcp \

--port 22 \

--cidr 0.0.0.0/0 \

--region us-east-1

6% F3h—1 EC2 K

SERLELSR , BaPFMNER BYOIP thiZBURER EC2 3E4i,

Amazon EEZ &

1. 3$TFF Amazon EC2 £#l&,
2. EERZHRMH,
3. XTF Name (B#) , MAEFIKEM ( Fl0 IGW-Target-Instance )
4. ENABREFRNBRERGREG (LIR30 E ) B , %&&F Amazon Linux 2023 AMI,
5. XTFXBIEH | FikF t2.micro (FERREE ),
6. NTEHAEX , ERANEBRANIHE - INBHAXN,
7. WTHEHRE , EERFBENEE.
« VPC : & EM VPC
« FH , EREN TN,
- BESEARIP: EEA
« NTFHAE (Z24 ) , FERERIAR2ANERENTZ LA,
8. EEBZHEHI,
9. EERT: BIF , RIXFIFAFEFIETMNEED ID (A “eni-" 7L ) , B10 TFEEAL
ID,
Amazon CLI

aws ec2 run-instances \

--image-id ami-@abcdef1234567890 \
--count 1 \
--instance-type t2.micro \
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--key-name your-key-pair \

--security-group-ids sg-0123456789abcdef® \

--subnet-id subnet-0123456789abcdef® \

--associate-public-ip-address \

--tag-specifications 'ResourceType=instance,Tags=[{Key=Name,Value=IGW-Target-
Instance}]' \

--region us-east-1

HEEFEFERENIID :

1. TEEC2EHAEH , EELENEH,
2. HEIMEHRZ,
3. IBTMEK#EDO ID (4l eni-0abcdef1234567890 ) .

85 Amazon CLI & ENI ID :

aws ec2 describe-instances --instance-ids i-0123456789abcdef@® --query
'Reservations[@].Instances[0].NetworkInterfaces[@].NetworkInterfaceld' --output text
--region us-east-1

$£7% . BEBEFMRXEHEK
SERLELSE  AABAORBNERNMXSIZE ARHER,
Amazon BEZH &

1. FE VPC #B#l&7 | EFERAR,

2. ERVERER.

3. XNTFEH, MAKBHRNWEZHN (HW0 IGW-Ingress-Route-Table ),
4. FF VPC , %EFEH VPC,

5 EFRMERAR.

6. EEIAHKRHIERE Edge associations (B EKEK ) ETF,

7. i%&# Edit edge association (4 %8185 K<EX).

8. BEREBMEERMMX A REERREENR.

Amazon CLI
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aws ec2 create-route-table \

--vpc-id vpc-0123456789abcdefd \

--tag-specifications 'ResourceType=route-table,Tags=[{Key=Name,Value=IGW-Ingress-
Route-Table}]' \

--region us-east-1

¥ 8% MEBEKRSHEBKMMKE
SRS E | HENBERSEEMRMXE , LUSAAOKMBIIEE,
Amazon EEBZ&IA

1. EVPC BHAESMERT  EERBAX , ARERECENREAR,

2. M Edge associations ( i1%5<Ex ) &I+ , 1% Edit edge associations ( 4Rl & <Ek ) -
3. EHREHEBRMMXHSILE,

4, EBRRTFER.

Amazon CLI

aws ec2 associate-route-table \
--route-table-id rtb-0123456789abcdef@ \
--gateway-id igw-0123456789abcdef® \
--region us-east-1

£ 9 %  FEM BYOIP thi5 Bk W M < < Bk
SRS R | &N BYOIP i S EE MM KB RXE ,  VPC BEBEZEN IP BEMNRE.
Amazon EEEHIA&

1. EVPC SMEET K GEREHEX A RAREREIZNEBRMNMXEER.

2. B IPv4 RBAET R,

3. REmEXEKEM.

4. EFEE BYOIP St (430 ) o pool-12345678901234567
5 BREHREXEKEZEHE,

Amazon CLI
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RAriEmE

aws ec2 associate-route-table \
--route-table-id rtb-0123456789%abcdef® \
--public-ipv4-pool pool-12345678901234567 \
--region us-east-1

EE  BEER rtb-0123456789%abcdef0 NGB BB MM < AR ID
pool-12345678901234567 BYOIP i IDo

%105 . HINEBRSEAUEMENESH
SRS BEDAIN—EE |, FREMNERN BYOIP StE 5| S 2 BHREFIMNMERED,
Amazon EEBE&IA&

1. EVPC EZ£HASMERYP , EFEAR , RAEERFREENEERNMXIEHR.
2. {KIKIERFE Actions ( #4E ) . Edit routes ( mEEH ) o

3. i%&# Add route ( FINEEH ) o
4

B , MAEH BYOIP CIDR SF5 (0, ), 203.0.113.0/24ZE XM /23 3 /28

Z 8o
T B, EEBRMEEOHMALBHSEHIE ENIID ( flileni-0abcdef1234567890 ) o
6. EEREEI.

o

Amazon CLI

aws ec2 create-route \
--route-table-id rtb-0123456789abcdef® \
--destination-cidr-block 203.0.113.0/24 \
--network-interface-id eni-@abcdef1234567890 \
--region us-east-1

£ 115 RIUERR[KH

SERI S BRI EFREHIEE RN EHELE KT BYOIP il R E,

EERT  ENHEBMZH , BERUEEPIRESR (FTW12) . KTFRHIEENEL BYOIP ity

H, AOBHEFEEEE T,

Amazon EB &

AR
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1. {E EC2 Instance Connect 31 Linux 3241

- £ EC2 Z£HlAH , EFRENKH,
- ERRE > EE,
« %R EC2 EHIEET R,
- EEREE
2. MZBMEFEORINFFER BYOIP IP Hbi :

B, RIEHRMEEOEH

ip link show

RIEADNIP st (EER 203.0.113.10 K BYOIP SEEHHY IP thit ) -

sudo ip addr add 203.0.113.10/32 dev eth®

AE EER 203.0.113.10 AIEEEN KA BYOIP SELE R RYET IP ik, #EOZFATRER
eth®, ens5 WELEF , EAFURTFEHIKR,

3. HEEC2#Z#Ha"d , ZRAR/BERKRE

o EFREHEH,
- HARMGETF , REMEEO,
- HORERRE, EUR/BRARE. 2A

Amazon CLI

aws ec2 modify-network-interface-attribute \
--network-interface-id eni-@abcdef1234567890 \
--no-source-dest-check \
--region us-east-1

F125  ARELNERESEH
SERILLE TR | EESSEIRM BYOIP bt , HERR/BEELSAEBNRELE,
Amazon BB & A

1. {$£H EC2 Instance Connect &2 Linux L4l
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- EEC2E2FIAH , ERERKA,
o IEFRIRE > EE
o £ EC2 SRAEREIET+,
- EREE
2. MEEMEFIEORMNGEER BYOIP IP Hiit

B, RIEHRMEEOEH

ip link show

ARG P b3k (ens5 BMRNVKEREOEN ) ¢

sudo ip addr add 203.0.113.10/32 dev ens5

EE  EER 203.0.113.10 REEENRA BYOIP SEEFMEM IP ik, HOZHARER
eth@, ens5 HELZF , EHEBURTFLHIZER,

3. HEC2#Z#Ha"d , ZRAR/BERKRE

o EEREHKH,
« HARGET+ , REMEED,
- HORERRE, EUR/BRRE. A

Amazon CLI

aws ec2 modify-network-interface-attribute \
--network-interface-id eni-0@abcdef1234567890 \
--no-source-dest-check \
--region us-east-1

#1383 % MitEsEs
TR S TRUBIE MR E R A 2@ BYOIP #h ik IF #58 B B8 B #r3561,

1. EBWRXRHILE | FH tepdump MIEEARE -

sudo tcpdump -i any icmp
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RAriEmE

2. EE—ALRFITENL , NiAEERK BYOIP IP it Ay EEE

ping 203.0.113.10
3. &

« Ping MiZXh3# &Rk B &/ BYOIP IP ik #9TE R,
« tcpdump RIE R BYOIP it (94& A E |, KLLTF -

12:34:56.789012 IP 203.0.113.100 > 203.0.113.10:
1, length 64

12:34:56.789123 IP 203.0.113.10 > 203.0.113.100:
length 64

ICMP echo request, id 1234, seq

ICMP echo reply, id 1234, seq 1,

- REMZBEERREINED IP bk |, XUEREBM M A O §% H 1E 7 [0 8 /Y SE 64 % BB MR

=
o

R B BR

{8 AT SR ERIRTE IR B B BRI M X A A 2% A BY AT 8EiE 2 AY % L [R1&8

TRE AR ENREBHI
- BIFARESTHEERLN ENIID 4R B4R
- ¥\ BYOIP jth 5 B Bk W W o< % 2R < Bk o
- REXGI LESEZAR/BRRE,
- BRZSARFBEENKRESRT
hose 1% % K
- B BYOIP 5 HHKRNXEKEEER,
- #IAB#K CIDR E&/ BYOIP SEE M.
- REBMENI REFEACEREIEESTHESN,
- HREH BYOIP BIBNT /23 M /28 2iE ( AXiFBHILTE
Ping/iEZE XK
o I0F IP shut 2R MEBISEHIEO,
- RELZLARBAY ICMP ( AT ping ) SAEXE D,
« WIALBIL TETRES.
o MNBAMAEBAE TR,

SEMEIR) .

AR
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BRIAT : AR H RS 2R ASK I B A BE H

NTREEDRMEBRINE | hI8Es VPC BERS:RER , AT :

« EXRPIMER BB SERMEH
« SHERX BRHEENFI T,
« AXRBITEREREHELDRTRAM.

EXNTEAUANEREENRENYENASILEER.

(@ Note

EZA BGP X HE#&—REMARMRS R , HERRZH 32 4> BGP XN FF 0] £ A H RS
250 B — MR R R A A R Y BT &R

NTREISHE, BIRAMEBNESNRO 5 EAEMNE |, ATE RS Amazon Route Server
£, BHMRSREAET BGP MaAEE , MARHSKA |, AliRR

- B BGP \XBlxmanAiAES.

« ESNBEREGIZEBHRITRABER,
« BENMNRRNAE D .

- BT BGP M ITEPBAEE,

WFEESAAMNMNSISKBENENSLIEBERE  XE—NMEENEARERM, BXFHANKERSESE
BB , 5 Amazonig A RS 28 308,

B

ERENLHECENTRGE~ETR , BB
%15 &1 EC2 341

RS TRAL LI EC2 SKAIAFLEFEHERFERA
Amazon EEIZHI &

1.  3TFF Amazon EC2 #2=#l &,
2. TEEC2EBHAESMEERT , EEREH,
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3. EBRMREA , REMKIER Instance state (SEHPAZ). Terminate instance (4 LE3£4),
4. ERLIEHRITHEIA

Amazon CLI
aws ec2 terminate-instances --instance-ids i-0123456789abcdef@® --region us-east-1
E 25 FEBKMMNXE VPC 28

STRLEZER , NERY VPC 538 FM BR B BRI 1%

Amazon EB#E &

1. $TF Amazon VPC #£#l&,

2. TESMBEHES , £ Internet gateways ( EEERMXK ) o

3. EFRMEMIEBRMMK , ARF%EF Actions, Detach from VPC (4 , 5 VPC 2 &),
4. EREPEEBRMMX,

5. HIEERRME. BBREBRMMX,

6. EEMBRERMMRK,

Amazon CLI

aws ec2 detach-internet-gateway --internet-gateway-id igw-0123456789abcdef® --vpc-id
vpc-0123456789abcdef® --region us-east-1

aws ec2 delete-internet-gateway --internet-gateway-id igw-0123456789abcdef@® --region
us-east-1

% 3% : Mk vPC
SERR ISR A BR VPC FIFrE X BRIRUATEREEITE,
Amazon EEBZ&IA

1. £ VPC B#lA%H |, REBEMN VPC,
2. EFEEMBRE VPC , REMIXIERR Actions ( 1€ ) . Delete VPC ( #ilEk VPC )
3. #A delete #H1THIA , REIEEMBR,
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Amazon CLI

aws ec2 delete-vpc --vpc-id vpc-0123456789abcdef® --region us-east-1

(® Note
MiBR VPC RS MBRAEREYF M, BREARMEZEE,

® Note
&K BYOIP MBI Rk EA | H BFSE MBI E P HEMIER.

£/ VPC Route Server £ VPC R EIA5KH

Amazon VPC Route Server f&i{t. 7 #B87 VPC AN THEAHZSHBEBRMMX 2 BN RERK B, &8
lLIhAE , VPC Route Server fEAEIEH IPv4 = IPV6 B EH VPC MEBMMXEEAHEK , LASK
XL THEARNEBBTERE D, XELEYEHEMEH VPC ANRE , NiES VPC BEHI
AEEY  UREE=FITEARNEIREN,

ARSI UTRARER

- KREFMXEKH VPC BBHE
- FRBHBEX
« BEEXMMXIEHETET

BRHARSBHAIXIFERUTAMRKRIKRNBHER, BNERHEBIRHRMXIEAER  BHEM Transit

Gateway Connect,

i &n
£ %5 Amazon VPC Route Server #xM B , &S KBRS 2 HLE.
EM

EX5 Amazon VPC Route Server #8x % AME LR , 152 Amazon VPC EM TN E LK VPC B H AR
£ BRI+,
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« Amazon VPC Route Server ) T{EFE

- BARSHNZEHETIZR

- A#HE

Rig
AIERPER T LATARIE :
- FIB: %%EEFE (FIB) AERBRFSHFETEFETAKBEENREEHEN RIB PERERR

BRENEAR, RREMBERLN FIBEH, 3 RIB REZLE , REEHITE FIB,

* RIB: B8HEEE (RIB) B—1MEEF , AT HFERHBRNBEHRSRENFERBEEENMMEH
FNERHE | BIAM BGP XY FIRENAVEE B, HWRFIFHIRAE RN AHARER(LE , RIB 2 THE
#o XHTULAREHBSHHLAERFTNMEHRINAE |, HEE% M HREREHRE,

- HREHMRSER  MERSHFAGERAERESE (FIB) B IPv4 5 IPv6 BEHEFHER VPC MEEK
RIRXEEHT. BERSI/ARED FIB MEBEHRESE (RIB) .

« BRERSERRE - MEBRSHRXRERERBARS SRS VPC ZRIE M HNEE,

- BERSHRIER  BARSHBE/LEFNAN Amazon REAH , A{E#HBMARSRS BGP XWE2
Ry BGP (SRR ) E#E,

- BHBRSHEXNE  RARSHINERBHRSR[RLSEHEFE Amazon FYIRE ( FlH0E EC2 =45l
LEITHBABREFIEMMNELR LU ) ZANRE, RFLTREATER !

- £ VPC RAEHRMMKZED
« ¥ BGP (L EMxL )
- ALAB3) BGP &i&

- BHERSSHEE . BRAE , BEHRSSHABTRBALTRIIEERBERY FIB A, HRARSHZEF
IPv4 # IPv6 B& £ 1S,

Amazon VPC Route Server ) T{ERE

ZAF7 %88 Amazon VPC Route Server W T/ERE | HEBE THE MM R FRFZEITH TEHSHSRI
BHEAEEED,

"N

= o}

r%;

el
23
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Bk

Amazon VPC Route Server By T/ERE :

1. BT LU KR % ( HlE0FE VPC ® EC2 3R] LiZ1THIBs X 3% ) BL& 9 £ Amazon VPC Route
Server,

2. MFRZ HIHFE,
3. BARSHRIrRBEIERHRSHENEF LEEN BFD (M EHELKN ) KEMHE,

4. BHABRSHR[LEMRHRS R , ANBERFAEN T —NRAKKIBLEEESE (RIB ) F#EE
-3z

5. BHARSF|EM RIB ITEEAELE (FIB) , EEREHETHREA,
6. BXHMRSSEREAR A FIB AVER R EH B BRI R H &R,
7. A RERRERIERIRE,

BMTRIMNFHPRIRZEERHRSBH/H[H VPC BB HRS R ~HIE,

Private subnet

Endpaoint 1

Subnet Propagation

Device A i ;
Endpoint 2 route table

Private subnet

Endpoint3

Subnet
Endpoint 4 route table

Device B
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DEENRGIAEE , TANRFERT —NEFANZIT , EPiERE A k% B #HE S BGP B
HAl LS B4R IP £ 192.0.0.0/24 SEERN ( M 192.0.0.0 T 192.0.0.255 ) WIE{A#E. MED ( %
HOMIR ) BN 0 HFiFEEHERESEE | BE ANZKRETRE B, BERSSHEMNER A BEREEHAT
MED B , AN ZBAZEIFHEHERYP , FEE ANNEEOERT—NRR, Bt , W
MEBFR IP £ 192.0.0.0/24 SEE A EAREDFLIZENRE A. A RE AFLEZREFTH
BEERIE, £—FM (10.0.0.0/24 = 10.0.1.0/24 ) WA E 192.0.0.0/24 B HENE B ZZE A eni-

abcd (10.0.0.1)

, EAT —PNERR,

. FlElEsn Tl Ll L _ Subnet route table
Endpoint 1
—————— i s Target (Next
;“:mzﬂjﬁédi( ) | Destination Hop)
MED: [0 N .
------ ! eni-abcd
Donce A "'( ) i 192.0.0.024 (10.0.01) ropagation
eni-abcd Endpoint2 ! E
IP: 10.0.0.1 i '
e »| Route
ettt SEerver
. Private subnet (10.0.1.0/24) i
i Subnet route table
Endpoint 3 i i
----- -i s Target (Next Prupalgalic-n
::T1g;&3ﬁ£4’ ( ) i Destination Hop)
! - 100 M c----------
—»{  F------ ' eni-abed
192.0.0.0/24
Device B (10.0.0.1}
en-efgh Endpoint 4
IP: 10,011

THNRE-NREERTHEHRSH[MNALEBIEEE, SRREH MED BES

B WL ARKIETIRE A, (BIIRIRE Aeni-abcd (10.0.0.1 ) KEMWE | NBARSBLFHFMEH

%, R 192.0.0.0/24 BHREHHEFIRE B eni-efgh ( 10.0.1.1 ) ER T —NEK A,

SR

RS ERIRE
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Private subnet (10.0.0.0/24)

Device A
eni-abcd
IP: 10.0.0.1

Private subnet (10.0.1.0/24)

Device B
en-efgh
IP: 100011

i

i

i

i

i

i

i

i

4’@ :
————— 4

192.0.0.0/24 :
100 : !
______ i

Endpoint 1

Endpaoint 2

__________________________________________

Endpoint 3

Endpoint 4

Subnet route table

L Target (Next

Destination Hop)
eni-efgh

192.0.0.0/24 (10.0.1.1)

Subnet route table

o Target (Next

Destination Hop)
eni-efgh

192.0.0.0/24 (10.0.1.1)

BRI AR ST BR X & B R iE R

HREMTUTRAER |, BEA VPC BRARSHEXNFHAEILRK

« Y542 BGP # BFD £iFE1TRR

« BEEEERE
- BEENEREER
« REMEZIRES

EH

+ CloudWatch : &G MRS ES XS HE AW E CloudWatch Logs Bt |, FUWEE HE B SR EBER

WMFHEA.

¢ S3: YK HERESENZEAERLHE Amazon S3 B |, FWEH S HE B ENBIEENMNENTA.
» Data Firehose : WHUFR AESREXNFI £ 5 32 F o

BRI
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EHERERXBEE Amazon RS AL , XERFRMESEEMRM , HZIEF CloudWatch
Logs. Amazon S3 5 Amazon Data Firehose, BEXEZEE , i3 Amazon CloudWatch
Pricing ( Amazon CloudWatch E! ) , 1%#% Logs ( B& ) , &%l Vended Logs ( EHERZE ) »

H &KX R
{
"resource_arn": "arn:aws:ec2:us-east-1:111122223333:route-server-peer/

rsp-1234567890abcdefQ",
"event_timestamp": 1746643505367,
"type": "RouteStatus",
"status": "ADVERTISED",
"message": {
"prefix": "10.24.34.0/32",
"asPath": "65000",
"med": 100,
"nextHopIp": "10.24.34.1"

"resource_arn": "arn:aws:ec2:us-east-1:111122223333:route-server-peer/
rsp-1234567890abcdefQ",

"event_timestamp": 1746643490000,

"type": "BGPStatus",

"status": "UP",

"message": null

Hep .

« resource_arn SEHRF /XTI FMAE ARN,
« event_timestamp REHHIRTEIE.
o BAERWBEESHM type (RouteStatus, BGPStatus, BFDStatus ) o
« status FERBRESEH.
« XF RouteStatus EHHEL

« ADVERTISED ( BSHHINE4E L )

* UPDATED ( BI AR BN SHEH )

- WITHDRAWN ( B%E X E4HE )
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« ¥F BFDStatus # BGPStatus E#
* UP, DOWN.
- message FEHBIXAT RouteStatus JHEREMNEHEEM , B LUEFRF KRBV MEXER,

Amazon Management Console
B0 EBBARSHENERE

1. @3 https://console.aws.amazon.com/vpc/ $TF Amazon VPC #2#| &
ESMERPNELRERT , BREBHRSSR.

ERBARSHRIE L | ERRBHERSHEXNE,

%EF B EEREDR,

EFEARM B EE R

EE-NENHEERE

2

» Amazon CloudWatch Logs
- AEKRE  ERWMABERE, BN ATRERE EVENT_LOGS,

- BREEA  FEZEBEH CloudWatch BEA, BLUER— NG EEAR G E—
AR EEA (I : /aws/vpc/route-server-peers ) o

- FRIER EERERTTHREFTR.
« FHER  IAREBRTHER

« JSON : It EHAEHN SN

o XA NIRRT

- ZFERORBHN  £AXEAERN , IEATI2RZRNZN (HW 25, SIRFT, =
¥)o

« Amazon S3
« BIKF - mA~REH Amazon IKF XiZBE
- BEXE . ERMHAERE, H—ZFHBAERLXBERE EVENT_LOGS,

- fEHB R ARN R EAIZBEMN S — Amazon Ik S3 ZEMERY Amazon BIRB
o

FRIAE EURERETNBREFTR.
- RR  AMBBEEXHBNER (HIW : Jog. txt) .
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RAriEmE
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- Hive %% : BAG , NEEEALETEET Hve NI EREFEANNXH4REMF |, U
EE R FEH Amazon Athena ZREH#ITE R,

- FROBA  FANEIEBAN , IRATSRFENFR.

- EHAK/H

- BERE  ERRHAERE, M-S BETRER EVENT_LOGS,

- BRI S3 FiEM . MK/ PN RIXEAEWN S3 FHE. BUUEE —NFXHFRE
£,

- FRER  EABRERSPHNBEFER.

« BR:AMBBEXHENERE (B log, txt) .

- Hive %% : BAG , NEEEALRTEET Hve NI EREFEANXH4REMF |, U
EERAMHITER,

- FROBA  FANEIEBAN , IRATSRFENFR.

« Amazon Data Firehose

- BIKF
- BERE  EFHRNAERE, E—XFHAETRER EVENT_LOGS,
- ZH BRI ARN : 5 —1 Amazon IK/7 H#Y Firehose 2%t Amazon & R & #o
- FRIERE  EERERATHPHNBEFR.
- FROBR  FRANXAERAN , XRATIRFERNFR.

- EHEIKSAF
- BERE  ERHRMNAERE, E—XFHAETRER EVENT_LOGS,

. EHENE  EHKS DS RIE BER Firehose BHiIT. iS4 FE A “Direct Put” i3
A,

- FRER  EARERETHNBEFR.
- R - AR E A TN

- JSON : it EHA B E L=

o XA HAREN
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B ERBRSHINEFRRE

1. A put-delivery-source o

« RIER

aws logs put-delivery-source --name "source-rsp-1234567890abcdef@" --
resource-arn "arn:aws:ec2:us-east-1:111122223333:route-server-peer/
rsp-1234567890abcdef@" --log-type "EVENT_LOGS"

o e R R

"deliverySource": {

"name": "source-rsp-1234567890abcdef",

"arn": "arn:aws:logs:us-east-1:111122223333:delivery-source:source-
rsp-1234567890abcdef@",

"resourceArns": [

"arn:aws:ec2:us-east-1:111122223333:route-server-peer/

rsp-1234567890abcdef@"

1,

"service": "ec2",

"logType": "EVENT_LOGS"

2. {#/ put-delivery-destination &5

« LAF Amazon CLI REISIEZRRHBERSHFAE, BENEREIBENBEAL,

« RBIER

aws logs put-delivery-destination --name "destination-rsp-abcdef01234567890"
--destination-resource-arn "arn:aws:logs:us-east-1:111122223333:]1og-group:/
aws/vendedlogs/ec2/route-server-peer/EVENT_LOGS/rsp-abcdef01234567890"

L IVER ]

"deliveryDestination": {
"name": "destination-rsp-abcdef01234567890",
"arn": "arn:aws:logs:us-east-1:111122223333:delivery-
destination:destination-rsp-abcdef01234567890",
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"deliveryDestinationType": "CWL",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:logs:us-
east-1:111122223333:10g-group:/aws/vendedlogs/ec2/route-server-peer/
EVENT_LOGS/rsp-abcdef01234567890"
}

3. {#EM create-delivery @

. TR

aws logs create-delivery --delivery-source-name "source-rsp-1234567890abcdef@"
--delivery-destination-arn "arn:aws:logs:us-east-1:111122223333:delivery-
destination:destination-rsp-abcdef01234567890"

L IVER ]

{
"delivery": {
"id": "1234567890@abcdef0@",
"arn": "arn:aws:logs:us-

east-1:111122223333:delivery:1234567890abcdef0",
"deliverySourceName": "source-rsp-1234567890abcdef@",
"deliveryDestinationArn": "arn:aws:logs:us-
east-1:111122223333:delivery-destination:destination-rsp-abcdef01234567890",
"deliveryDestinationType": "CWL",
"recordFields": [
"resource_arn",
"event_timestamp",
"type",
"status",
"message"

EPET 5
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UNBE-¢:-

AHEFIESETHREMEE VPC Route Server , JA7E VPC FE AZIABHNERE, £FFImW
ACIZNEEMAELENAN, B BGP NEF , URRIIRERTER, RHBHE 7T MK IAM R
BN HFEENFIERNS.

TFRAHRZH , FRREHEUTRE

« Amazon K = #Y & ZEAX R

- EEEOAANERHPREADSEAN TN VPC

- X¥ BGP HUAEKHARSB/NERZFNMLRE ( W1E EC2 K| LiZ1THIBAIE )
« EARZZE BGP #:2f Amazon M4

XS EATLAE A Amazon BIER 4] A Amazon CLI E. BT REPEM TR A %,
it ERETE : 15 B 30 294

Steps

- SR1: BEMREN IAM SRR
- SR2: OIERAERSSR

- ZIR 3 NIRHERSERE VPC xEk
« FR4: SIERARSHIRS

- |5 BARHARSHEE

- FIR6: CIEMARSENE

- FB]7: NiIREE3) BGP £

- SR8 BR

SR BEREN IAM BEXR

E A VPC Route Server , BHAREFEAN IAM AFPREBEEGEMEN IAM B, UTEE/ API
EEMLENRNIERE -

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Sid": "CreateRouteServer",
"Effect": "Allow",
"Action": [
"sns:CreateTopic"

1,

"Resource": "*"

"Sid": "DeleteRouteServer",

"Effect": "Allow",

"Action": [
"sns:DeleteTopic"

1,

"Resource": "*"

"Sid": "CreateRouteServerEndpoint",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:CreateSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateTags",

"ec2:DeleteTags"

1,

"Resource": "*"

"Sid": "DeleteRouteServerEndpoint",

"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface",
"ec2:DeleteSecurityGroup",
"ec2:RevokeSecurityGroupIngress",
"ec2:CreateTags",
"ec2:DeleteTags"

1,

"Resource": "*"
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"Sid": "CreateRouteServerPeer",
"Effect": "Allow",
"Action": [
"ec2:AuthorizeSecurityGroupIngress"
1,
"Resource": "*"
},
{
"Sid": "DeleteRouteServerPeer",
"Effect": "Allow",
"Action": [
"ec2:RevokeSecurityGroupIngress"
1,
"Resource": "*"
}

SR 2 BIEE IR 2R

SERAER D R S IR G2 BR R AR S5 85 o

BHRSRAHEAZREEE (FIB) 1Y IPv4 5 IPv6 B ERHEHN VPC MERMMXEH R,
RS RAKREN FIB MEHESE (RB) .

Amazon Management Console

B2 MRS 2R
1. @3 https://console.aws.amazon.com/vpc/ 3TF Amazon VPC Z#| &

2
3.
4

ESMBERFHENRAERT , EBEHRSES.

ERABRSSETELE , RENERARSSE.

AR HBRESSEREL , BBATRE :

 WFEAM , WARBHERSE[NAF (20, "my-route-server-01" ) , AHEKETFBEN 255
NER,

« X¥F Amazon s ASN , #i A BGP ASN {E, Z{EAMIE 1 T 4294967295 WSEREI M. EiL
£ /8 64512 % 65534 ( 16 L ASN ) =X 4200000000 E| 4294967294 ( 32 fiZ ASN ) SEE A
#Y& A ASN,

AR
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- NTREBEE , FEEERAIEM. LETREEE BGP 2 ELILERENRERE
- MREA : BIEFRE BGP 2iEHEER | 5% i 745 4R 8 72 8% B AR 55 25 AV B% A B 4@ &
- MRER : FiE BGP ESER/G | 5% HF MBS B #4E B o I BR

- MREBATRERE , FERBFENEAPHA-—MINT 1 85 5 zBBE, WEEEH
[FEERR A RS B|[EENEYL BCP RESFHS KM AT EBUERERH, Hlan , MR
HIREN 1 5%, WEEHEY BGP 5 , BNRER 1 DHNNRREHRZFINES HE
B, AERBERSFHREEEDE. B8R 1 7HBEERED T , BUREN BGP MEE
EFZHNARTLENEINERFZIMEREH , WARERS 5 7.

- (HiE ) ZE A BGP RAENK SNS BA , iHYIHRIE A SNS BAIF X, BA SNS BAL
fefa , BRHARSS 2R F LHY BGP = BFD 2TEIRAE N , UK H RS H/im [ EFEA
#HRREE Amazon FRER SNS £&, AXXEBANEHAREE , FSH TS SNS BAH
HAEER.

5. (Wit ) BEEREERSRMNIRE | R TRIIRL - ALEE D , REEFRRNFIR

Lo, WASMIENRMALEE, &ZAILUMN 50 MR,

6. KRELHRE , AR ERHKRSR.

7. FEHCIERARSER. THE  SNEEQRMEBRSI/TE , LT SUE FI 5 A9 B AR
SR, ERESATHA,

Command line
FRUTSRAUEFVIEBRSSS | UEE VPC ARSI H,

F --amazon-side-asn, %A BGP ASN {B. ZEMXTTE 1 Bl 4294967295 HISEE AN, EiL
58 64512 | 65534 ( 16 {2 ASN ) = 4200000000 E| 4294967294 ( 32 {2 ASN ) SBE K%
ASN,

1 DA
. Ap T3.

aws ec2 create-route-server --amazon-side-asn 65000
ey R

{

"RouteServer": {
"RouteServerId": "rs-1",
"AmazonSideAsn": 65000,
"State": "pending"
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}
}
2. EFERARSH[TNTH,
T
aws ec2 describe-route-servers
M R;
{
"RouteServer": {
"RouteServerId": "rs-1",
"AmazonSideAsn": 65000,
"State": "available"
}
}
SNS BAHIFHER
T&E R Amazon VPC Route Server 5 H Amazon SNS XIZHEEMNFMAEE -
FrEFER HEEBM (7T
BIE )
Message fATBt & 3% timestamp eventCode routeServ affectedR
erEndpointld outeServe
rPeerlds
B HRS BHEBSEE %=X :2025-0 ROUTE SER TEHMkS SN
Pt J=g: 372 2-17T15:5 VER_ENDPO ID ID ¥|%&
[ENDPOINT 5:00Z2 INT_MAINT
ID] MEEE ENANCE
HEAITHL
BFD # BGP
LSFEARET
EEA R

AR
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SR 3 FMEERSERE VPC KBk

PREF B

Message

2% AR SRR XY
% [PEER ID]
i BGP :
FERLTF [UPY

DOWN] 1K
A

72BNo

Message

A RS 2R
%% [PEER
ID] # BFD 3
FERLTF [UPY

DOWN] ¥k
A

7Bho0

Bt & 3%

B E AR S5 Be XY
% BGP K&
B

Bt & 3%

B F AR S5 2R X
% BFD K7
B

HERME (T
#iE )

timestamp
#%3 : 2025-0

2-17T15:5
5:00Z

timestamp

%3 : 2025-0
2-17T15:5
5:00Z

TR RS RAEHRS RS VPC XEk.

eventCode

ROUTE_SER
VER_PEER_
BGP_STATU
S_CHANGE

eventCode

ROUTE_SER
VER_PEER_

BFD_STATU

S_CHANGE

routeServ
erPeerld

REMHINF
ID

routeServ
erPeerld

R F
ID

newBgpSta
tus

BITHFEH

newBfdStatus

BITHEFEH

BRHRS SRR EERARS:RE VPC 2HBIUNERE, XR—NMEAREDSR , £EIKHRSHRE
5 VPC HHYIRZE tHE T1F,

B2 B% F AR 55 2 R BRAY -

FORF B AR S5 2R R BX R4 RERY VPCo
HERARSREB S VPC FRANBRBARKITRE,
H VR ARST SR E R BRRY VPC AR IR ER M

HL8 E B B AR S5 2R Wl BB 1T RVSE

AR

197



Amazon Virtual Private Cloud AriEE

BRI ARSS AR R BR AV R B H ¢

« BNRARSHRTUE - VPC KBk, BMINBERT , 84 VPC REWLE 5 MR A H RS =R
KBk, BXRENEZER , BSHRERSFRE,

- BASTIEXRE , REIRHARS BT REERH.
o ABUERXERBUEBEREIRS (fIMEERBMERE ) o
« MREFBHRERARSR/EZ VPC HIETT , WA IBERKER ( BUEXEX ) o

Amazon Management Console
MRS R E VPC XEX

1. BH https://console.aws.amazon.com/vpc/ I FF Amazon VPC £ H| &,
2. ESMBERFTHNENRERT , EREHRSEHR

3. EEEL5S VPC XEKWEHARSEE.

4., TEXRBROAETFL | ERXEKEHERS R

5. T REAIHRS /X FES :

- BHRSSER ID RN BN ER AR HRSH
« X¥F VPCID , NTFHFIRFEEZEXREKHN VPC
6. EFEREREEHRSER.
7. FEXREKZM. TAE , WRSHEXRRKIETF LETRNEXEK,

Command line

ERUT SERNRBARS RS VPC KB,

1 DA
. Ap 13.

aws ec2 associate-route-server --route-server-id rs-1 --vpc-id vpc-1

Me R

"RouteServerAssociation": {
"RouteServerId": "rs-1",
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IlecIdll: Ilvpc_lll’

"State": "associating"
}
}
2. FHFXREEA.
me

aws ec2 get-route-server-associations --route-server-id rs-1

e R
{
"RouteServerAssociation": {
"RouteServerId": "rs-1",
"VpcId": "vpc-1",
"State": "associated"
}
}

SR 4 QIR HRSRER
TERABOHNIR , U RRARSHRHER[. AENFRUBRR MR RMAKIATR,

BRI ARSS 2R IR R F MK Amazon FEEAN |, A{EHRMRS RS BGP W& ZER/ BGP (147 W
KPR ) E#,

BHRSHFR[ARMKXRZERARSI[/EL BGP £FENEMA", BIIREFRLE BGP EZENA
| TRR AR S5 2R AN B U FR B PR R SR A BE R AR

(@ Note
B& AR SS BRim LY SR A N =/ ed 0.75 Rt

Amazon Management Console

B2 H RS R IR R

1. BH https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #2#| &,
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RAriEmE

o o kW

8.
9.

10.
11.
12.
13.
14.

ESMERTHNELMRERT | EEBHRSSE.
ERENHBIR AR BARS SR
ETHEET , EEEHRSRRRIET R,
%02 5 B AR ST 2R i Ko
HOZEBRSRERANEL , BEENATRE :

s WFEH , REN RS EA—MEREBRFR,
« WTFHRBRSES , FRIACERERNKBARSS.
s WNFFH , EREBEEHEPEIE RSN FN,

( Ak ) EEERYER R RSTSRIR RN INPRE | A TR EIARE - ALEE D

L. WASMIZRNATIEE,

KELNIRE , AREECIEE B RS8R S.

EFURRR. TG , BRI -FBIER.

ESESR5F 9, FRATRANBNER — TP EESE = MR o
NEERARSSRRRNSNTFMESELSER S 2 10,

BIRBIR RS |, IR E B RSS2 BV B% B AR S5 2R IR RO TR o
BAEEIEBNFRIERMNMRR

RES MR INWREREN TH,

Command line

EF LA T S BR 012 8% AR S5 2R iR R

, PRI IR DN

1. WH:
aws ec2 create-route-server-endpoint --route-server-id rs-1 --subnet-id subnet-1
el R
{
"RouteServerEndpoint": {
"RouteServerId": "rs-1",
"RouteServerEndpointId": "rse-1",
"VpcId": "vpc-1",
"SubnetId": "subnet-1",
EEET: 200
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RAriEmE

}

"State": "pending"

2. PIBRARRESE/ Lo, RRFTRXXENTETH.

DA,
Ap 1.

aws ec2 describe-route-server-endpoints

M L

"RouteServerkEndpoint": {
"RouteServerId": "rs-1",
"RouteServerEndpointId": "rse-1",
"VpcId": "vpc-1",

"SubnetId": "subnet-1",
"EniId": "eni-123",
"EniAddress": "10.1.2.3",
"State": "available"

ESELRPR , ER—FTRFEATRANEHEUEF -NMRR , NEERHRSH[EINENTH

AR IR R

HP 5 B ARERSREE

SERUL S BR LS P BE B AR S5 8RR 1

BRE , BHRSRABSNBAREIIEEHEHRMN FIB . BBHERSRZEE IPv4 M IPv6 BM{E

&

PR MRS BRE B R B EMBERNIG  MARSHELEFIENKBAR , MEEMAXRE FIB B9
BB E SRR AA BT CEERNBEHRR,

B A AR SS AR BV R B M ¢

- BE

AR
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RAriEmE

- FEERSFARIBENKBAR
« TTEMPLES B RFFIERB SR B EH
- AABNMRBARERARER

- heE

« ERAM BGP Xt FIRAAVE B B 3) EHEEH R
+ 1RiE BGP BitAEBRIEA AKH

- RIFEERBRANEKHA -

« MBFMREZ(CAT B E R H

< RE

. WUBA (KEBEEEE)
. WLEEA (BREARETEE )

Amazon Management Console

J5 B AR S5 2R 15 18

1.

2
3
4.
5

B https://console.aws.amazon.com/vpc/ FTFF Amazon VPC ###l &,

EEENHS AEERNRERS R,

T 3% B AR 55 25 1 4115 B E AR PR R A BRI
ER S AR,

HEREBNEED

- AR ID HMEER,

- EEBEXRT , NIEERHB TR REFREBIRRAR,
RS AAEERITEIA.
FHERIIRFOEBRSEIARNTH .
WiFFrislk A REBE REABIIRT , RENTH.

Command line

ERA T SRS AR RSS2 & 1%,

1.

A A
e,

AR
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aws ec2 enable-route-server-propagation --route-table-id rtb-1 --route-server-id
rs-1

Ml R

"RouteServerRoutePropagation": {
"RouteServerId": "rs-1",
"RouteTableId": "rtb-1",
"State": "pending"

}

2. FEHEBRSZERNTH.

A A,
TV

aws ec2 get-route-server-propagations --route-server-id rs-1

el R

"RouteServerRoutePropagation": {
"RouteServerId": "rs-1",
"RouteTableId": "rtb-1",
"State": "available"

SR 6 QIEBERSENE

BBHRSRNFE R HRS SRR/ SEHERE Amazon HHYIRE ( HlME EC2 KHl LEITHB K IEIREZ
FHMAENZZ2YEE ) 2EANRE, RELTAEATER !

« £ VPC mAEBRMMEED

« X BGP (& FMRHI )

- AILAEZ) BGP &iF

EEET: 203
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® Note
BWEABINRABARSHRRERLGE - NERBERSHFZNFUKIA TR,

Amazon Management Console
BIER A RS /XN F

1. B https://console.aws.amazon.com/vpc/ TFF Amazon VPC 12§15,
2. ESMBEYP ) %EE VPC> BHERFEXNSE > CIZRARSHENZE,
3. EHFMAGBET , BEUATRM :

« B MARBEBRZENENERN (KRS 255 NFRF ) o HIE0 : my-route-server-peer-01
- BHRSHEHS D NTHRIIRPERFEHBRESSHEHR. HE , REUBRKEHAKRSSH[RLK

BIE IR Ko
o WFEIE  MANER IPv4 ik, KRR IP #bit, X Fibit SRR MEE H RS 85
Ui )7 ] o

« X% ASN : i A BGP Xt%H ASN ( BJARERS ) o ELIE 1 B 4294967295 HI3E
ElX. ASN BENERAETATEE (16 L7 64512 X 65534 , 32 {1y 4200000000 |
4294967294 )

« XIFRRERN
« BGP RIFEER ( BIN ) : 1/ BGP REFFNRSHLH
« BFD : ME#&KM , AIRIERN RBER
o (HE) EARET , RBERMIFRELMINIREXRE, RERBTIRANEE Amazon &
o
4. RELEMNRE , ARERBRBHERSHENS,

Command line

R T SR ZEHRSHFNF,

1 DA,
. ap 1.

aws ec2 create-route-server-peer --route-server-endpoint-id rse-1 --peer-address
10.0.2.3 --bgp-options PeerAsn=65001,PeerlLivenessDetection=bfd
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RAriEmE

el R

MR A |, RSB LR pending|available|deleting|deleteds

"RouteServerPeer": {
"RouteServerPeerId": "rsp-1",
"RouteServerId": "rs-1",
"VpcId": "vpc-1",

"SubnetId": "subnet-1",
"State": "pending",
"EndpointEniId": "eni-2,
"EndpointEniAddress": "10.0.2.4",
"PeerEniId": "eni-1",
"PeerAddress": "10.0.2.3",
"BgpOptions": {

"PeerAsn": 65001,

"PeerLivenessDetection": "bfd"

},
"BgpStatus": {

"Status": "Up"

FEEEBRSZERNTH.

Ap

aws ec2 describe-route-server-peers

M 57
{
"RouteServerPeer": {
"RouteServerPeerId": "rsp-1",
"RouteServerId": "rs-1",

"VpcId": "vpc-1",

"SubnetId": "subnet-1",

"State": "available",
"EndpointEniId": "eni-2,
"EndpointEniAddress": "10.0.2.4",

AR
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"PeerEniId": "eni-1",
"PeerAddress": "10.0.2.3",
"BgpOptions": {

"PeerAsn": 65001,

"PeerLivenessDetection": "bfd"
.
"BgpStatus": {
"Status": "down"
}
}

|7 NiREEZ BGP &1F

LEHABSENSEHRSATHN |, FRELN TEARE N 5B HRSHFRSN BGP &1iF,
MNFHHRIRE B BGP 2EAEAEENTIRBEN. HHARSHFKRITEZ BGP 21&.
BUNBYRIIRARTREAESHHRSHFEENRERB , RELE VPC Route Server WRER B IE

FIE{T.

SR 8 : ERR

RYRNHET D ETR. TRATSHHSER , SUNERESIEZR VPC Route Server A
7.1 WEHIRE LK BGP B

B FMPiIRE LAY BGP BEFAEAEMMNTIREER, MALE | FAFE=HHNEEREN
BGP ELiE,

7.2 RARHARSRERE
ER AT S RER B B RS 2R & 1%,

Amazon Management Console

B https://console.aws.amazon.com/vpc/ FTFF Amazon VPC ###l&,
ERENEERAEENRBRS SR,

EFRRE > B R HRS R
ERHERSHFAGEERPEREELIF,

EREXRANGE  AREREARGE.

o M w0 Dd =
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6. HENEES , EERFEMHKERSHFEBE,

Command line

1. HRMERE

aws ec2 disable-route-server-route-propagation --route-table-id rtb-1 --route-
server-id rs-1

2. WINMEEEMER :

aws ec2 get-route-server-route-propagations --route-server-id rs-1 [--route-
table-id rtb-1]

7.3 : MIBREE RS BN F
{52 A3 LA 25 BRI BR S EH AR S5 B8R XY 5o

Amazon Management Console

B3 https://console.aws.amazon.com/vpc/ TF Amazon VPC %14,
ESMRED |, EFEBHARSR > BHBRSHXNE,
EEBEARSEXNE,

ERRE > MR HRS /N E,

R

Command line

1. MBS

aws ec2 delete-route-server-peer --route-server-peer-id rsp-1

2. TIABIBRIRE -

aws ec2 describe-route-server-peers [--route-server-peer-ids rsp-1] [--filters
Key=RouteServerId|RouteServerEndpointId|VpcId]

7.4 : IBREE AR SS BR IR R
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{52 A3 LA 25 BRI BR B EH AR S5 B8R 0 o

Amazon Management Console

B https://console.aws.amazon.com/vpc/ T FF Amazon VPC ###1&,
1% 3 E M AR S B AR S5 85

1R B HH AR 55 8RR R o

ERRR , REEFERE > BIRR B RS HFRK

a0 A BR 5 % R M0 BR o

o & 0 bdh =

Command line

aws ec2 describe-route-server-endpoints

2. MIBREEHBRSS BRI

aws ec2 delete-route-server-endpoint --route-server-endpoint-id rse-1

3. WAEHRIRR

aws ec2 describe-route-server-endpoints [--route-server-endpoint-ids rsp-1] [--
filters Key=RouteServerId|VpcId|SubnetId]

7.5 : BUHBRH RS 8 5 VPC BYKEX
ERLT S REVHE RS 2R 5 VPC BIKER.

Amazon Management Console

BT https://console.aws.amazon.com/vpc/ TF Amazon VPC #1154,
ERERUH XK HRS 2R

EFERER,

ERBUH XK HARS 87

BINGEHRTHER , AEEFBUEXBKEBRSR.

o > o bh =
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Command line

1. BUEEHMRSERS VPC RIXEK
aws ec2 disassociate-route-server --route-server-id rs-1 --vpc-id vpc-1
2. WIABUHEREX :

aws ec2 get-route-server-associations --route-server-id rs-1

7.6 M BRES FA AR 55 2R

152 F BATS 2 BRI BR B B AR S5 85 o

Amazon Management Console

1. &M https://console.aws.amazon.com/vpc/ 3T FF Amazon VPC #2#| &,
R M BRAY B% F AR S5 2R o

ERIRAE > MIBRER BHARSS 25 o

0 AT BR S R 0 BR

w0 N

Command line

1. MIBRESEHARSS 85

aws ec?2 delete-route-server --route-server-id rs-1
2. TEIAMIBRIRIE -

aws ec2 describe-route-servers [--route-server-ids rs-1] [--filters Key=VpcId]

Amazon VPC Route Server 2 T Mo
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HEE VPC FRY AAPE R

Reachability Analyzer 2 —HEBSEE ST L E, A Reachability Analyzer A 2 47 Fi#is, VPC FH
NRIFRZ B E AR M, WRATLIGEIX LSRR , N Reachability Analyzer &4 B H < iX &7 R ]
ERRENZERFACEE  ANSBERESALG. flin , EoLURRRASEBHEIRNEBREH,

BXEZEER , 55/ Reachability Analyzer AIER,

o B & % A 6]

MRBHEEX HARBEIT VPC BRE MBI EABMAES (Fl , BIFREEHRSOIREIR
&) , WALMER VPC ZHlEHhHN P RRKMAGE S, PEIEHDSED B3 01842098 HRNE
B (BRR ) RKEPEREFEENSORE,

R 2 EE A 65 AT AR B B N U T 7 REEKA -

- FRERBIDEHERE , Hl0, BEENZSIREMW Amazon EC2 =4,
s FREBBINXABFYER KR, BEXEZEE , TSR AZEEEAFEE,

EXEZEE , {551 the section called “F A& =",

B x

« IR EHH O S EREH
- HMVPC REEEMIZLIRZE
- PEEHEHDNSEEEN

- FEEFR

o [B) 2 8% HA 6] § ST R4

W #&the section called “FEEKHBSEFEEIN", RE , TEREBEEATRAEEHEDSZHEF
TEE,

* VPC,

- MEHE VPC WHRIR , flan , BEEMMXx, ERFABEMAREMEZED,
- FREIZEMEEEDO R MR AEIEE R IR S

° lJILEE’JEE’Ji&%Mo
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M VPC REEEREZEIRZ

FEIERHBS AT £ Amazon VPC #2&lA A,

B
- 1. EARESRMOESIEIKA
« 2. EXPHZEEH

3. M B o i) S B B ) 5 B B

1. EHPEERALESCIERA
AT E AR B ES 02K

1. B AT MuLiTFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e

2. ESMBHKP , %# Your VPCs(#EHY VPC),

3. ERIEH VPC , RF%E#RE Actions (4E). Manage middlebox routes (BEXEH R EKH).
4. %$F Create routes (B H).

5. 7 Specify routes (JEEHH) WEH , MITUTRAE !

« X¥F Source (J]) , ERERENFKIFR. MREFRELFEMX , XS F Destination IPv4 CIDR
(B @it IPv4 CIDR) , i AMERIFAB MR A VPC fI ARt RE/ CIDR,

« XIF Middlebox (FHE) , ERSENHREREXEKNMKED ID , REHEEAMKAR
HsRmReT , &% VPC LimT K D,

- XIF Destination subnet (B Bith ¥ W) , 1£3F B Wit F M,
6. (THE) ERMEMBMNME TR , FikFE Add additional subnet (FRINEM M) , REWITUATIE
£ :

« X} T Middlebox (FHR) , BESENHRERFXERNMEED ID , & EERAMXAR
BERmRE , & VPC LirT R ID.

HNFENFR , BUAEAR - MNP EEREZ,
« XfF Destination subnet (B Kyt FM) , 1&3F B/ th F M,
7. (MR ) ERMEMIE , Hi%EE Add source (RIR) , AREETHEN ST,
8. BEET—F,
9. £ Review and create (F&MEIE) WHE L , RiFKH , AFIEF Create routes (B H).
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2. B EEHEEH

EULESERMX, FHARENEFRREEREERE.

BATEAE SN , PHEKRHES S A RTUTIRE

« AMK, REZME KT M EHIRE R,

o L EREREDINBFEEBEERD

o BT AR E) 2BR R 6§ 5 R R X BRAY 24 51 B8 B R AV K ER.
- FhiEEHEES RN HERERESRREXEK,

158 P o ) 23 R 6) 18 X P 1B 2 B

B AT Mt 3TH Amazon VPC #%|& : https://console.aws.amazon.com/vpc/s
ESME®KH | % Your VPCs(#ZH VPC),

ERIRIEH VPC , ARJFIER Actions (IB4E). Manage middlebox routes (BEE B &K H).
%32 Edit routes (4R H).

EEHRMX , BT Source (F) A , B REBE T ZFEH A VPC WK, MRIERELDLEN
3% W34 F Destination IPv4 CIDR (B #91t: IPv4 CIDR) , %A B #1t: 7™ CIDR.

6. ENRMEME M FN , FikE Add additional subnet (RINE M FR) , REHRITATIRE

o ~ w0 bh =

« XIF Middlebox (FHE) , BESENHREREXKAMLED D, RELEEAMXAH
B Rm KA, & VPC LirT R 1D,

NFENFW , BURAERAR—NHPEZIRE.
« X}F Destination subnet (B Byith M) , 1% B Bt F M,
7. EET—%,
8. 7 Review and update (R ZHMEH) RHL , ERFHATEERARSAUERNEHREREEHAN

R, WIEREH , AEEBIAIERES , % Update routes (EFTEEH).
3. WIBRP R &K H @S E
MREREFBEFEEFRERHOSEE , W 2A5F 3 BREEH &R
BiRPEZEBRSEE
1. BFEDRESRHQSEHRE.
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RATIRERS , PREEHAQSUENKRHARTE RESMARBERT L,
2. MIRETRHWENEHRK,

TR SR AR S ERSZM
HERTHEREESE , FEEUATER :

- MRERERE , M ATBUNIRGE A BRI M X SE AT MK,

« MREHER— VPC HN SN EEEEFFEAMERNFRE , FHRAF N FME HE 2L TE—ER
RILE,

« REMLPHEBFREDE R TN ERTNAEE,

- BUTERRZLNF/BHRE, BXEZER , 525 (Amazon EC2 AFERE) FHESRN
B S,

- HEZRAOSCENEBARNEBITALZHNES., EXEZEEL , 15 the section called “B&H
£

« MRMERFR (FIIOMEED ) | VWERARSHROXBKFEMER, MRFF2EHR , WEKHE A
REN B, BEHAKRT MR,

« FEZFMNE /Y F RS EIER N HRKEK.

(® Note
BAVER WG GE A P (R 2 8% F 6545 cR S M BR6E A P [R) 2288 F 16 5 B 2 iV R AT BR B %o

- MBEERTHARBBIZSRERTEA , WFRXEREFERNSL AN Z AR TRLAS|
A

RRZG R
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[ ¥ E B R E45 354

BEEFREAERNEABERMMIKE , SUHEH R FHRIRETNE O ERMMXHRE, &0 E
FM£% ACL 24X i O BBk P < B% R RV HE F MR R &

ETEY , VPC EtESF IPv4 # IPv6 CIDR $ , FHEEH IPv4 F IPv6 CIDR 3R, Lt VPC #E
_/|\1XII:HDEE*IX—X“X—XJ;€O
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RAriEmE

F Reqgion

Availability Zone

Private subnet

Eqgress-only ;
IPvd: 10.0.0.0/24 internet | ¢
IPvG: 2001.db&:1234:1a00::/64 gateway | |

IPvd: 10.0.0.016
IPvE: 2001:db8:1234:1a00:./56

UTREZTFMXBENBHERTA. A -—SFEAXNMARHEERMNAE IPv6 RE (/0 ) RIEE

R O BBRMM X,
B E B ¥5
10.0.0.0/16 A i,
2001:db8:1234:1a00:/64 R ith
/0 eigw-1id

] ¥ P78 S04 HH A B BR R 15 [R]
UTESTAMAAMREFFIERED ( Hh ) BEERRMMX , URIMITHZFPEERH.

(F

- 1. BENEOBEERMMx
- 2. BIEBEYBRAR

« 3. MIBRR i O B BRI M >

. HHER

6 F PR A4 A B BRI 1 8]

232



Amazon Virtual Private Cloud AriEE

1. B2 H O BB MM %

B A LAEF Amazon VPC 2% A W &K VPC B2 — MY E D BB MM X<,

BN H O BB M 5%
1. BT MuEITFF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o
2. ESMBEES , % Egress Only Internet Gateways.
3. EFRAEMNEOBEBRMMK,
4. (A& ) ARINSMIBRIF R,
[RIARE] I BRMFAIRE , REHITUTRE
« WF Key () , WmABE,
- WFE, ARE.
[ BRAR ] I FRAR SR 8 F0 5" G M B R BR o
5. ERERHPENEOEBRNMKH VPC,
6. EFAIE,
2. tIZEENAR

R RE VPC AN REBREFNEOBERMMX , BA4F0E - A ELBEHRA T RERE
FZMXEEE , ReRFESEN T FXEK.

IR B E R B R A RN ER H O BB ¥ 5% /Y 2% B

1.
2.
3.

BN LA T Mt 3TH Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMBERF , fRERE Route Tables (B8 %K), Create Route Table (BIEEHR).

£ Create Route Table (B2 HR) MFED , TLUEEBREHNERAK , BEEHN VPC , RE
% Yes, Create (2 , 2lE),

ERENNCZNEENKEK, FAEEERT2ERETF , MASFERAERER, XBEMKL
&%,

£ Routes (B&H) WK , %£$F Edit routes (4B H) , 7 Destination (B fith) EHIEE
::/0 , M Target (B#5) JIRFEFRNXEOBRMMx ID , AF %R Save changes (RTFEEH).

6 F RN AR A BB R 175 8] 233


https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud AriEE

6. 1E Subnet associations (FM><Ex) T+ £ , % Edit subnet associations (w4 FMKEX) , R
BiERFRXN N EIERE, EF Save,

HE , BN EEN FRXBENNARARMNEE, EREANENHEEER , RERBERSRS
M6 A H O EBMM XA INEE A

EXBARNESEL Bl ERAR.
3. I BRAN B O B Bk R R 5

MREFBFERE —NHOERMMX , MAPRFEMRER, & B 25450 EMERE X O EERMM XA E
5% BRI REF blackhole RES , EXEF M BRI EH KA.

R BRAX O B Bk R R o

B AT R4t 3TFF Amazon VPC ##l4& : https://console.aws.amazon.com/vpc/o
ESMBERD , ERNEOEBRMMX , RAEEFRNEOERMMX,

1%$#% Delete,

FEFIAIAE AR AL M BRAXHE B BB R 5%,

0N~

LA ERRSITHITHRE LN ANES.
BIEH O BEBM M

+ create-egress-only-internet-gateway (Amazon CLI)

* New-EC2EgressOnlyinternetGateway (Amazon Tools for Windows PowerShell)

HRR O BB <

» describe-egress-only-internet-gateways (Amazon CLI)

+ Get-EC2EgressOnlyinternetGatewayList (Amazon Tools for Windows PowerShell)

il B A HE O BB R P

+ delete-egress-only-internet-gateway (Amazon CLI)

+ Remove-EC2EgressOnlyinternetGateway (Amazon Tools for Windows PowerShell)
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-egress-only-internet-gateway.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2EgressOnlyInternetGateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-egress-only-internet-gateways.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-EC2EgressOnlyInternetGatewayList.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-egress-only-internet-gateway.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2EgressOnlyInternetGateway.html

Amazon Virtual Private Cloud RFiERE
fEMA NAT iR ZEZB BB R E AL %

BT LAER NAT iR & AR FRANFRERIERMN, Htt VPC AN, LIRS
VPC SR BRSSHATERE | BENTEBRBARLE RNWEEER,

fin , TEERT ABEFMAPR NAT RE , ZRBEATLE FMFH EC2 SLHIET BB M M X E#E
BIEERM, NAT REFSEZGIFIR IPv4 ik BHRA NAT REM b, @SRGIKEMAIRER , NAT &
BT Ut FiR O JRRIR IPv4 sk,

Public subnet

MAT device

____________ o

/A Important

o BAEARXHER NAT 27 7EEBEITHY IT 0£ , ™ NAT iR 20 SEFRER S48 31k ¥R
MmO b HEE ¥R (PAT) G H.

« S&ATLAER Amazon RERVIEE R NAT IR&E ( #59 NAT Wk ) , HRJBATE EC2 3R4 (#5
79 NAT 3241 ) el B /Y NAT RE%E. RINEUEER NAT WX, AAElRHTER
WA AMNTR  MEEERIEMENIEEED,
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P
« NAT M%<
« NAT 3241
« BB NAT P F NAT S£41

NAT 5%

NAT PR 2 — M %3t b 3540 (NATI) BRSS. SRATBAGERA NAT MIX |, BUEFAHE F M A By K61 AT BUZE 4
3 VPC SEBRIBRSS | 1BINERBRSS T 1B ) S X L3R BIRY T2

I NAT MXEY , BIEEL TEERE 2 — .

o BNFF : (BIN) RBEFRPHEFITTLUET 2 NAT MEZEBIEEF |, BiXLEXfFaEREKRE
BEME, REBEBRHAMERE. SELETFMPLIELE NAT Mx , FBELNE IR IP
it 5 NAT MxMExER, BAILUREM NAT MxEHE VPC MEBMMK, WE , B UFEH
N NAT MXEESIEM VPC A IEMSE ., EXMBERT , BU LGB hEMXIELFLE
o<B& R B NAT MBI RE,

« B B FFHRBSEFI AT LABE AR NAT MXEZIIHA VPC MR ME | BiXL24]7E
EEWCRB HAL VPC & jﬁi&lﬂéﬁﬂ'ﬂ\ REFERNAUEIERE, S0 BB PRI E DR E M o< i
Bk E NAT FXHRE. BTN IP ihit 5FAE NAT MKRHEXER, 0] LU BB W i 2
EIEBFE NAT MXH VPC , BUIREFREMNTAE NAT MXBEEIIEERMM , W EBMNF <
2ERARE,

NAT WERTF IPv4 5 IPv6 & (55 DNS64 F1 NAT64 ) » B IPv6 SEHIR ik BB @S M
—REE R AN E O BB MM,

AEFAE NAT AR EFIRRFAE IPv4 b BRETE] NAT MXHAAE IPv4 sk, BRI FA

B NAT W% , EH?%HH?%FJ’EJ‘AH Y NAT WXEVFAE IPv4 ik RET RIS NAT WX XBRAYSEE IP
hat, FERAREBAETEHE , TIEREALNBERILE NAT WX, NAT FXEBL N ith it # R B R
IR IP ik,

EEREM

- BIIRLNEE NAT WX VPC A3 3hiEHE,
« B BMERNBHNIE NAT RK R E R B2 &8 MR MEUFRLER K,

« MREFEATE NAT MXEZIERMXIEMRERK , WEE B NN REFKEFLE NAT
M FAE 1P Hedt,
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- MBEBFEHLNE NAT FREZIMEENIREURENT |, MELEB NN RERNKELE NAT
MREFAE IP Hudt, NEER— VPC R EBRMKRESFERAR , 08 NAT WxF aEAHE M
IP szt YERIR IP i,

AES

« NAT P& FiR

« £ NAT Fx

- EAXE NAT MXENEHZSTAXYT R
« NAT FX R R

- DNS64 #l NAT64

- REXRB NAT HXWHRE

- {8 Amazon CloudWatch #¥512 NAT F>x
« HEE NAT MXRY R #R

- EAT NAT W< EMN

NAT < & it iR

BNNAT MXBERETAXPEE , HEZTAXK#ITARE R, EUUESNITAXSCIER
NAT MXFEHRERT. BXESEE , H5H WX,

MREEZANTAXPHEFRHABECMNEZE - NAT WX |, Rz NAT WX ATAXATA , &
fb AT A X PR R TR Internet. NIREHEMERES , FEBNTAXFRIE—N NAT M
x , ARBERBENBRXEFFRERBSATRAXPH NAT FX.

AT AEFBNERF NAT Bx -

« NAT WX Z#FELT# : TCP, UDP # ICMP,

« IPv4 = IPv6 SREXXFF NAT X, X T IPv6 RE , NAT MFA1T NAT64, BT 5 DNS64 &
&M ( 7 Route 53 Resolver LA ) , Amazon VPC FM & # IPve TEAFHTUE IPv4 BIR
HITEF. XL IPv4 RFTEEFETE— VPC ( ERIMFNAF ) i HM VPC, ARitIFER KN
t,

« NAT MXX#F 5 Gbps HRASBZT RE| 100 Gbps, MREFEEANHIR , BALURFRIRFD
HEANFNF , AESNFHPEIE NAT R,
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« —/NNAT RXEWEELE 1 BFAMRIES , S8BT BESR 1 TANMEES, BHILRE
&, NAT MXxSEFHES. ABLEBESEX , BEERIFIEZAFRG , HASNFRHA
EEBIMA NAT Mx,

- WTFEMNE—BIR, 81 IPv4 it {Z A BT HE 55,000 MHEEE, E—BEIRHBR IP ik,

B #xi% O FM MY ( TCP/UDP/ICMP ) B —4H & 451R, BRI LUB SRS 8 N IPv4 thiik (1 NEE
IPv4 it 50 7 NFEBY IPv4 thaik ) S<BRE] NAT MRS RS, BRIABERT , 28 NAT MxR
BESREX 2 N IP sk, WU LUBRERBERFKRESHRS. BXELELR , HSH BEEIP
ik,

o BIE NAT RXE , ATBUERESBIS NAT WX EFRE IPv4 sk, BN, BITEFRRENFRE
IPv4 th b SEE RER —Mbit, BT EZERSMEREFT IPv4 sk, ATSAREZERNEBIFAE
IPv4 #th3it,

o BREEFEZEEE NAT MxXB, BULELZSEEXFIHERE , AEBHABMBIETRE,

o RIMNSREH NAT RxBIZ—MERBRERXNNEZEO, B LAER Amazon EC2 2|5 EF LM
KO, EHERFPER NAT FXH ID, B LARMELEOFINRE |, BREEE Ut MEEONEM
&1,

o BETLAERMLE ACL 3 HI3 H NAT FIXFTE FMARE. NAT MxEAIKO 1024-65535, B
BFZER , BESHE W% ACL,

- TEBES VPC WEEZTRERHE NAT WX, B2 , M\ NAT FXES VPC WEEZIXE
VPC Hy BV REXFRER ZIES1TH - MEEB#R VPC P 2ERBRERA , REREH
2 BB HAER NAT WX, ITHAMGERT NAT Mx | T5EA Tl EC2 354, FBhIEXFhE
W, iEfEA NACL R IERERE,

x5
Client # Peering # NAT # Internet

XF

Client # NAT # Peering # Destination

« BEEFERARELERAMIEREM Site-to-Site VPN =% Direct Connect BEHZE| NAT W<, MMREFE
APENImARELTAMX , AL REM Site-to-Site VPN = Direct Connect BE§HE| NAT
I

o NAT XX EFFAREHEN (MTU ) 8 8500 WiRE , BESZSLIEUTILR
o MEEEN MTU REEB BT ZEREZENREATAGTEESN RN (LFTREMN ) , EEN

MTU 8K , A EENMNRIESHEENBIERZ,
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- FEFEE NAT MxpIK/NEE 8500 FHHWHED ( WRER , MFHEIER ) .

- ABLEEFEALNE NAT IXBYEBRNSRRBEFNTELAENTIESTEL , EC2 E4I8 MTU
RETMBIT 1500 £F, AXREMZESES MTU WEZER |, 52059 (Amazon EC2 Af#s
) i EC2 EHIEIMLE MTU,

« NAT M>%&id FRAG_NEEDED ICMPv4 $(#E8# Packet Too Big ( PTB ) ICMPv6 HiEE X F%
£ MTU K3 ( PMTUD )

* NAT RX XN ABEHEEBFINITERTERDN (MSS) BE. BXEZELR , HEH
RFC879,

£ NAT M%<
O LAEF Amazon VPC ##| B IZMEE NAT WX,

(F%)

o PR NAT R< B9 F
- BIE NAT %

o URIBHED IP bk KEK
« ¥rid NAT B>%

. MIER NAT B

. BHTEE

2 NAT M8y 6 H

BINBERT , ARFERER NAT MXx, SaeIE—N IAM B, AazAein— 1 aAFRT
NAT < BIZE, HRMBPIBRNRAKRE, BXEZER , HS6H EFH T Amazon VPC #) Identity and
Access Management.,

BIE NAT M
FREUTIRECE NAT MK,
FA R BRE

s MRBEERDELAIKFAEMY IP Ut E | NPT ECELE NAT HX, BXEZER | i#
%] M IP bk,

« BB NAT MX&ZAUDE 8 MNAR IPv4 ibit, HERHIRAIER,

o
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« RIAMBERT , 88 NAT WMx RAEREL 2 No#ME IP sk, BAILUE R ESRIFE BRI SRIZS LR F,
EXEZEE , BSH #M% P hat,

B2 NAT B%

—

BN AT Mt 3TH Amazon VPC ##l& : hitps://console.aws.amazon.com/vpc/o
ESMERD , EEFE NAT Mx,

EFRBIE NAT MK,

( & ) B NAT MREI B, X[FEIE—MrZE , HF@N Name , EREREN B
EREREEPOIE NAT WX FM,

NTEERE | RERANLBRESE | EIELE NAT WX , RERENE , LEIENLE
NAT FX. BXLOBMAE NAT X2 BEZRNESEE , SR NAT M.

7. MREBERNE  BRHITUTERE ; BN, BREE 8 L .

o g A~ W D

1. IEIRHM IP DB IDA NAT RX D ELHME IP it | REEFSEHEM IP HAE NAT WK B
OB, MIANBRT , 28 NAT MK REEREK 2 N3 IP bk, BRI LB HRFERFK
REWRE. BXEZER , B5H #Y P #hit,

/A Important

LB RNE NAT XD BN IP #hits | EIP WM& RAMMERB I NE NAT
XM ATARX (AZ) WD FAMTE, MRRCTE , NAT RXFEESsN, AT
BIEFEFRNFAEERTHRFRNITAXNMELRAE, FAH , TUBENLES EIP it
HHFMREERTHREIP WNBARALA, BEXEZER , BFSH 1. D EHEME IP Hbil,

2. (Wik ) EBREMRE , ABERE P it - 7ET , 3 NAT W< ARE IPv4 sk, 1R
T Atk , Amazon £ Bz M NAT RXFIER FR AR NAT RxFEN D B —NFAE IPv4 b
ks

3. MELE 11,

8. WMRBEEREFNE 6 BERHMRE K ABELE Pt DEAET , EETIETHH—H

- BEIPE : Amazon R NAT RXIEREFE IPv4 sk, N FEHIIDENFE IPv4 it
B, BALUEER R NAT MXIEEHBIFAE IPv4 thit BIEE, Amazon M NAT MXH FM &
FEALIEIRIX L IP Hbhk,

- BEN : WTFEFE IPv4 tuik | %3 NAT MR EFE IPv4 usit, X FHBIFAT IPv4 s
e, BATBLUER R NAT MXIEERZ 7 NEBIFAE IPv4 ol
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9. MREBESBRSHEBETHEN , BRI LHTER, NMREERTEFPE , BEEITENILE
IP it BB T | EBREHFE Amazon D EAZILAE NAT MxriEE) IPv4 it B8, BZ AL
B7NIPv4 i,

(® Note

HE) IPv4 it R AIERY , MR EHA NAT AN ITEAESENBRNHFLEREBS
55,000 N ( B E#R IP, Bfrim AL ) |, WA 2 BB IPv4 #bit, %#Bh IPv4
HUHE AN T T AR O%KE  MNTIES 7 TEASRER NAT MXEEIERN H L EER
BR &,

10. MREESRIOFERTHIIE , FHIULT R, MREERETAENL , FHITUTERE

1. EXENH IPv4 i3t T, WAFLE IPv4 Hodk,
2. EWBIALE IPv4 s3It TT , WARBIAAS IPv4 ik , BT 7 1

1. (T ) BE[E NAT MAXRINFE | E%F Add new tag ( RINFHRZ ) |, AR AZIRENE
ME. TZSAALRM 50 MEZ,

12. EFIE NAT FX,

13. NAT RXH#IRAS N Pending, RAEE SN Available /7, NAT MXEIA UMM, &5
BEMAR. BXRH, HSH the section called “fEAEHI",

R NAT WXEPIRSZ R Failed , WERTECIBERETRET HIR. AXEZER , FSH NAT K
KB AW,

YRiEHED IP bk R EX

FHFEIE—BR, 81 IPv4 it &R BRI #E 55,000 MNHLERE, BE—BiRHBR P ik, Bir
% O MY ( TCP/UDP/ICMP ) B —H S 4RI, BULUEEN&ES 8 4 IPv4 tbiit (1 NEE IPv4
thutF1 7 NEBY IPv4 ik ) XERE] NAT MRRIES RS, BIAMBERT , 28 NAT Mx ReexEk 2
AN P sk, BAIIBRERFERIRRERSLRS. EXEZELR , F5H 5% IP ik,

AT LAE R NAT B> CloudWatch $E#x ErrorPortAllocation #1 PacketsDropCount R#E NAT MX 2
BEEERHROSBERREZFRESD. ERRIFRBA |, BHFHE IPv4 thib R iNE NAT B,

EREM

« BULERIEIA NAT MXNREEA R FSREEZE NAT FMXEHFMEBFAE IPv4 i,
RAEEERAAES PHIRECIE NAT FX/E , FaeR#M IP b R E 28 NAT MK,

NAT M3 241



Amazon Virtual Private Cloud AriEE

o NAT PxExZ A LARER 8 N IPv4 thiik (1 NEE IPv4 st F 7 NEBD IPv4 etk ) o A NAT W
KERZULUDHE 8 NAE IPv4 tbiit, BRIABERT , 88 NAT WX REEXRER 2 Nt IP thut, &7
OB ERARRFRRES RS, BEXEZEEL , BSM #1E IP ik,

YREEREEED IPv4 b < BX

1. BH https://console.aws.amazon.com/vpc/ TF Amazon VPC %A,
ESMERT , EFE NAT MX,

R BEREEEE IPv4 X B NAT B,

ERRE , RAREREERY P it XK,

MR ERBEIE NAT Wi IPv4 it kB | BERET |, BRSO EFH IPv4 bt SEUE 2 Bt
A IPv4 ttitit, INREBRELE NAT MWV HED IPv4 bR Bx | BERET |, BEFREH IPv4
ot SHEUEXEBRILAE IPv4 ik,

6. WBHITUT®REZ—:

o b~ w0

o MREER S BEHKERE IPv4 it | FHRITUATIRE
1. BNSBRALET, BUFIEFE—NFAE IPv4 ik, EFRFAE IPv4 it 5 B 5%
« BEHHOE : Amazon 2HZNERTENE IPv4 thit, HREBFHE Amazon FHEZ 7 Nl
BhFAE IPv4 ik 2 Ee4s NAT Mk , M ATBUERZED, Amazon £ B3I NAT BXFI1E
H F M R REHLIE R H 1T DB
- BENX : BFESHS NAT MXWEEFE IPv4 it FHZ 7 NEBIFAE IPv4 thit,
2. EHMIP OB ID T, BERMNNEE IPv4 it p9E M 1P ik, XNMNSBAKIET, &

AR TR — AN (P it AR —ANFAE IPv4 thtit, INERBRFE IP it pE 5 E%EET H
ENX , NZESRRIERINO TN IP bt A —DNFAE IPv4 i,

/A Important

HIENNE NAT WX BB EIP &Y, % EIP B G RABMERE NAT X
FIERAKX (AZ) WA RATE, MRATE , EIP HEESE. TUABIER
FREFHAEERTHEFNATAXHMELDRA, B , TABIEE EIP #hutayi¥
MEERTHEIPWMELRA, BEXEZEE , B5H 1. D EFME P i,

NAT FIRXEZ AT BAREL 8 N IP #biit, MIRIXZE NAT Mx |, MENMXEAE MY IP it &5
ZRINBREPREl, BXxEZELE |, BESH 3% IP #bit,

« MRLEFRRUH D BCHEUEKRERH IPv4 bk | FEAA TR
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1. EEBUE P BRI BB IP it T |, R EBUE 2 B HHEY IP itk

2. (k) EEEEREENET , WAEEMERTESRK IP it B5TH KK FF0HE
(ABREM) . MRTWMAE , WEINED 350 B,

7. ERFREFER.

R NAT RXAPRSZER Failed , MRTERBEBHRETHIR, AXESER , F5H NAT K
ROERK.

Frig NAT Mx

BRI LAY NAT MR# 1THRIE , SEBRRBICHBFEHALNFTENHEHB TR, EXEAGRENE
B, #2# (Amazon EC2 AF /) FHFIZEH Amazon EC2 %R,

FF NAT AT IERADEIRES, At , BE T LAEAREREIE Amazon IK#E H R RE B SR A
“£f, BXEZEER , {558 Amazon Biling AFEREANEAR A EIRS. BXIZFESTSIREHN
RASBERENEZELR , TSFXT Amazon KPP IKE RN A ER A D EIRE .

FRi2 NAT B<

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
2. ESMERF , &F NAT FX

3. EREMRICH NAT Mx , AREFRE, AEEREERE,

4. EFFNFRE , ARNFENRNE, HZSALRM 50 ML,

5 ERERF.

I BR NAT RI5<

B AW BR T BRER NAT WX, MER NAT Mxzf5 , E&BE—/fEARTE Amazon VPC £ &
RRGTA , EibzFEEMBR. BT EBCHRLESRE.

IER NAT MX S ERBREEME P ik XER , ERSNENIKSRRIZMIE, RMIBR NAT M ,
NAT MXEEEHSRE N blackhole A , EFIEM R EFIX LR,

FHBR NAT RI><

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. ESMBEHPR , &FE NAT X,
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3. %R NAT MK RIR $ kiR | REIERR Actions ( #21E ) . Delete NAT gateway ( Ml Bk NAT M
X))o

RRBTHIAR , A delete , ARFEER Delete ( HIER ) -

5. MBHRFABEEENF NAT WAXERNEM IP thit | BiIVERKZitt, BXEZER | F3
% 5. BAGEM P ok,

B

FEE IPv4 st D ELAFAR NAT Mx

+ assign-private-nat-gateway-address ( Amazon CLI )

* Register-EC2PrivateNatGatewayAddress ( Amazon Tools for Windows PowerShell )

o8 P s ut FIFAE IPv4 it 50E NAT M E < Bk

+ associate-nat-gateway-address ( Amazon CLI )

+ Register-EC2NatGatewayAddress ( Amazon Tools for Windows PowerShell )

BlE NAT Mx<

+ create-nat-gateway (Amazon CLI)

* New-EC2NatGateway (Amazon Tools for Windows PowerShell)

FHIBR NAT RI5<

+ delete-nat-gateway (Amazon CLI)

+ Remove-EC2NatGateway (Amazon Tools for Windows PowerShell)

iR NAT B>x

+ describe-nat-gateways (Amazon CLI)

+ Get-EC2NatGateway (Amazon Tools for Windows PowerShell)
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https://docs.amazonaws.cn/powershell/latest/reference/items/Register-EC2PrivateNatGatewayAddress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/associate-nat-gateway-address.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Register-EC2NatGatewayAddress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-nat-gateway.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2NatGateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-nat-gateway.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2NatGateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-nat-gateways.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-EC2NatGateway.html
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B IP it 5208 NAT WX BUR K EX

« disassociate-nat-gateway-address ( Amazon CLI )

* Unregister-EC2NatGatewayAddress ( Amazon Tools for Windows PowerShell )

FRIE NAT Wk
+ create-tags ( Amazon CLI )

+ New-EC2Tag ( Amazon Tools for Windows PowerShell )

MFLE NAT MxEUE 2B HEBY IPv4 ik

* unassign-private-nat-gateway-address ( Amazon CLI )

» Unregister-EC2PrivateNatGatewayAddress ( Amazon Tools for Windows PowerShell )

EAXE NAT MXXDBFZTRAXY B

ER X35 NAT MR AT AL M E RN, XEZSRRVNRINEES AN, X8 NAT MXSRE\ET
FERBENEREFIBETARY B, SEENTARXFPESITRIFRE NAT Fx (A TARX NAT FX)
TE , X&E NAT Mx2BEEN TEARBFRESTAM.
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https://docs.amazonaws.cn/cli/latest/reference/ec2/disassociate-nat-gateway-address.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Unregister-EC2NatGatewayAddress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-tags.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Tag.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/unassign-private-nat-gateway-address.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Unregister-EC2PrivateNatGatewayAddress.html
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Diagram A: Zonal NAT gateway Diagram B: Regional NAT gateway
Virtual private cloud (VPC) (10.20.0.0/16) Virtual private cloud (VPC) (10.20.0.0/16)
| . oS T TT Tt
. . ! Availability Zone 1 !
1 1 1 I
1 1 1 @ Private subnet I
1 1 1 |
1 1 1 1
! 3::} Zonal NAT gateway 1 ! ! E !
Instances (workload) > 9 y 3:: Instances (workload)
! (nat-1234) X X \
: ! : |
1 arge arge ! 1 1
1 1 1 |
10.20.0.0/16 local 10.20.0.0/16 local 10.20.0.0/16 local
1 1 1 I b
[ oooo/0 | nat1234 | [ 0000/0 | igw1234 | @ [ o000/ | nat1234 | b}b ﬂ
: : Internet gateway : : gional NAT gateway Internet gateway
—————————————————————————————————— (igw-1234) e e - (nat-1234) (igw-1234)
[T T TTTTTTTTT T o T o m e TTTTTT T T rtb-0000 (created by AWS)
! Availability Zone 2 ! ! Availability Zone 2
! ! ! 10.20.0.0/16 local
. . . . [oooom [ igwizza |
1 @ Private subnet @ Public subnet ] @ Private subnet
] 1
1 1 1 I
! Zonal NAT gateway 2 ! ! E !
Instances (workload > 9 Y {:: Instances (workload
! 3:} (workload) (nat-5678) ! ! F (workload) 1
: : : |
! Destination Target Destination Target I I Destination !
X 10.200.0/16 local 10.20.0.0/16 local X X 10.20.0.0/16 local \
1 | [ 00000 | natrsers | | 0000/0 | igw123a | | 1 1| | oooo/o [ nat-1z3a | | 1
1 1 1 I

ERARRTARAXNAT MXBHFIRE. BEXEZEANSNMTRAXGIZTARX NAT FX |, FRER
NAT REZNEFHF, RENSINTAREENENLE FMEZATAXS NAT V2R, 8K
RIEMBTRIFHITAXS  SFTEESRIR , UXUSTAM, KALFEESNITARH
NAT F P ¥ B8 & AN 0 BBk PR P X B9 B E o

mEAXE NAT Rxat , TECERLAB FRRIEEEZMK. ABTLEFSRRTEAET BEIFH
A A X eI ZMMIBR NAT XU R mEEEK. REFQE - NEAXSERA NAT WX |, EEEN
VPC , REZMAMEREBEN TEABEMBETAXZBE BT BMSER , ATKIS AN, W
B iR , B ABAAE R ARXMKEENLE F M AR R EEEH 1t 8 — X5 NAT WM< D,
A AR —BERRE A XA FRRTME %R, 12 XE NAT MX/E , Amazon B3R
HOlZ—MER  HPE2BEERMMNXOTMEEREE, &0 L6E A B RA NS E IR &
RERRH

L

X NAT RxERLU TR

- FLIRE  BEEMEEONAAETAXEAEAN NATID , NTi R LR —RBAZB B TAE A
XFPrFM,
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- BRAREM  TEEALE TN, XENATHXR—HRUNER , EEECHEBAHAX , THEH
VPC A AE FRRIEE X NAT WX , NTIR D EIREAERREEREFALEZEN TRIH
I

- BRUETAM  TEIREIEAZNZESAERYT BFSERE , UERBTHAXENME , BIAR
e Ak,

- B’EmWOM IPHER : X5 NAT MXxXEENMNTAXERARS 32 /4 IP #iik ( AT AX NAT Mk
REEFE8N ). BN IPitRS B (AE IP. BAsmOMBIAIM —AERRRA ) HRIER
WEREMT 55,000 1N,

X1 NAT Wx8y 7=

FREERARGIER T Z RBER XE NAT WX |, BERBERREZNZRRN. X8 NAT MXTRHELE
R WTHE NAT EARS , RNBUETAXTRAEEKXTER NAT WX,

X1 NAT W8y TERE

HEEFNAAXFEHERN , X8 NAT XS0 NZATAXPREFEMNSEED (ENI) , RE
BT REZTARX. BE# , NAT MR8 RR B Es THERER ATA X,

X NAT RxERRREFLE , ZRKAEREE 60 28 ey REFTARX. BRI B2,
KRB ZFREXRERAENXE NAT WX EREAAX 2 —FBERTAXLAE,

X NAT Rx ZIEm PR

- BHERX  EHEXT , Amazon 2EHEE IP it MUBARY B (#E ). REEEHERXT
ERAECSH IP bt H A Amazon VPC IPAM , 15 (Amazon VPC IPAM AF#E®) HHEA
IPAM B E L AE IPv4 D ELREE,

- FHEN  EREXT , EUUFHEE P A R4S THAXOME Ui, EFHER
T, BARBETAXY BB S NAT MX,

EHM

BXEMEER , 1525 Amazon VPC Ers

B2 X8 NAT Rk
ERER S

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
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https://docs.amazonaws.cn/ipam/define-public-ipv4-allocation-strategy-with-ipam-policies.xml
https://docs.amazonaws.cn/ipam/define-public-ipv4-allocation-strategy-with-ipam-policies.xml
https://www.amazonaws.cn/vpc/pricing/
https://console.amazonaws.cn/vpc/
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2. HESMERT , EFE NAT FX,

3. IEFEBIE NAT MX,

4. X[WTAAMEN , FEEXE, ZRXSTRA%E  SEFEEEATFH
5. &# VPC,

6. TERHERNEE , RBIEFCIE NAT MX,

f£ A Amazon CLI

BIE X NAT Mx

aws ec2 create-nat-gateway --vpc-id vpc-12345678 --availability-mode regional
EE NAT RXFHAEER

aws ec2 describe-nat-gateways --nat-gateway-ids nat-12345678
hn P it ( FahER )

aws ec2 associate-nat-gateway-address --nat-gateway-id nat-12345678 --availability-zone
us-east-1b --allocation-ids eipalloc-12345678

BER IP ik

aws ec2 disassociate-nat-gateway-address --nat-gateway-id nat-12345678 --association-
ids eipassoc-12345678

i BR X 35 NAT ™%

aws ec2 delete-nat-gateway --nat-gateway-id nat-12345678

MATA X NAT RxiE# R XiE NAT Wk

/A Important
XFEENANERE, BUELPHNRERXLES
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ERBMER TR Z 2 — RO TR X NAT FXEHR XE NAT R

WMREREFH IP ik X8 NAT FX |, BHRATATRE

1. BIEB—NFHXE NAT Bk
2. FEHEHARLAEMEZXE NAT Mx
3. MIBRERTARX NAT Fx

LR ELERFN IP it , HEENRANEENFIESE,
MREEXE NAT Rxh4&ERAIA IP it

1. BIBRMENATHARX NAT MABRE IP bt
2. FERABKKN IP it 612 —MXiE NAT W<
3. FEHEHARLAEMEZXE NAT Mx

XA ERMLRE IP it , ERTFEERHELTHHEE , R EEEER BT,
NAT 5% 5 A 2= 4
LT 228 MFE NAT RS89 46 B =6 =400,

M=

« NFEF MR BELM

« MAFFSIHEY IP ik i5 R ERE W &
- XPEBMEZHNBERE

MFE FR R BB M

B LERLNE NAT WX, LEAREFRPHES  FHEREBREZNERN , BNpLEERNE
X LK TR,

N

= 0}
5

g i
. WIAAE NAT R

NAT M3 249



Amazon Virtual Private Cloud AriEE

Bk

TERERTREAR. ERIMNTHKX , SMNTHXBERN T, M FHOBBERERE T REN
BEAR. EAAXAS , 2B FRPHEE TR B ERMMXAERB TR ERRN |, mAAE M
FHRFRBENERMNEHR, EAAKXBH , 2B FMEE—1 NAT M , B FHHPRISKGI T
BEE QA TP NAT MBI BEERGEEBRN. FAREMLE NAT FMXEBRKERRTLE IPv4
H 3t BRETRIFAR NAT XA IPv4 sk , BRXFTLHE NAT WX , BEERMMXBEERFAHE NAT
RXEIFAE IPv4 bk BRET B S NAT RISCRERAYEME P shak, FVARIREBARIZSSSHIR , TieRER
NEERTE NAT MKk , NAT xRt it RO R iGR 1P it

Auailability Zone A

ﬁ Public subnet

Availability Zone B

Public subnet

— —¢

@ Private subnet

BFEE K NMRTAXADPREFRANEAEEERRIERN , BRI UAENZFREATARX B A
NAT WM< iEH, E , B UESEFTEHRERNWERERNESNTHAXEIE—/ NAT MxKiE2
SHERERE D, BXRHIE , FZSN the section called “FAE RSB -
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B FR

UTRAAKXARELFTFMRBENEAR. F— 1 %ER2AMEH ; ©EFRPEISKHIRES ERA
B IP it 5 VPC R HMSNHI#TERE. F-IMREFMAEMTFMREREZNEERMMKX , M
{557 M P Y SE I BERB 15 (R ELBR M

BFrLE Target
VPC CIDR S
0.0.0.0/0 internet-gateway-id

DTRAAX APEREFMXBENBHARK. ZFERXMIKH , eEFNPHEFEBERARLE IP
it 5 VPC AR HMEFI#HITER. b FMANEHITT LR BB,
B E Target

VPC CIDR R i
UTRATAKX B REXRFMXENIEEAR, F— 1 RERAMIKA , SEFMPHSHIESERTL

B IP it 5 VPC HHEMSIHI#TEE, BN REFMAEREMTFMREBREZNEERMMX , N
fEF M EY NAT FXBEB TR BB M,

BArLE Target
VPC CIDR Kb
0.0.0.0/0 internet-gateway-id

UTRITAKX B PERRFMXRENIEHAR, F— 1 RER2AMIKA ; SEFMPHSSHIESERTL
B IP it 5 VPC W HMSIHI#TERE, BN &EFMEREMFMRERIEZE NAT X,

BArLE Target

VPC CIDR 7K i
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BArLE Target

0.0.0.0/0 nat-gateway-id

BEXEZEELR |, {55 H the section called “BIE F MK EHE"

MR H NAT k<

B2 NAT WX HEMBHRZE , BALUMNLE FRPRSEHIX EERK ping —E£izB it U E R
BRLEZIERM, BXUAMHITIRENRE |, FS00 Uil 5B MNEE,

MREEBEEDEHRN , ER VNN ERMAEREET NAT WXHITHRE

- REERBABBEFMPEPIRRENRBER. Nt , FMNRBREFHPH Linux EHIETT
traceroute %, M , NE—NMAR ( BERE-NRR ) FEE NAT RXHIFE IP it
ik

s NAIAEFHAIXRGAERE=TMNURTEN , EFZMEHTEERAR IP ik, JR IP it 52
NAT MRy P bk,

MRXENHRY , BFSH HFE NAT Moy | &,

A i B BR i
AR RBNE R AR FAR F R KBRS AT BUE BB BB,

1. EREFRH BRG] (BERALREENERL2EN ) . ERFIESF , BRIEE—D Amazon
Linux AMI , A RRBISELE IP ik, BERZEERN VKRB AR MKZEY IP it ST E /Y AL
SSH RE , URKIEZFE FME IP ASTE A Hvh SSHRE (Bt AER X AR s SSH
REFER 0.0.0.0/0 FHTNH ) -

2. EENAEFTMHPEHRG, ERFESH , BWREE - Amazon Linux AMI, EZEK6]5 B A

B IPiit. NBREZLAMANARFREBELE FMPBIIRSIFIMFLE IP ik A SSHIREMN
KFrTA LY ICMP 8, SFUERRATELE FMPE3KGHMEEREHAX,

3. EARMITEN EALE SSH REBH K , HEZILNEFNPNEL2EN, BXEZERE , EZHA N
Linux 2 macOS Bt & SSH RE# & = £ X Windows Fti& SSH X E# &,

4. EELENY | EEIREFRPHNES , AEMNLE FRABEHIN R Internet iEHE, BXES
EE , SR N Internet iE#,
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A Linux 2% macOS Bi& SSH REB# X

1. EENARGITENL | RAEWHARNE S HRIEALE,

FF Linux , BERAA TGS

ssh-add -c mykeypair.pem

FF macOS , BEAUTHS,

ssh-add -K mykeypair.pem

2. BEEEA -ARBUSA SSH REBERREZI LB FMPHRE , FAEMAZRAN L FHLE , 40
AR RBIFRRo

ssh -A ec2-user@54.0.0.123

X Windows BLE SSH REB# X

&R LA A Windows HIZEHY OpenSSH B U , th A AL KRB E % SSH B % (540
PuTTY ) o

OpenSSH

& B8 Getting started with OpenSSH for Windows — X F#JiREE | Z%5&EAF Windows B
OpenSSH., AEREHARMBFHRIENRIE, BEXESZELR , B35 Key-based authentication in
OpenSSH for Windows.

PuTTY

1. WREARZE Pageant , iHM PuTTY T & TE T8 H L% Pageant,

2. NENLEBRLRRA ppk i8R, BXEZEER , 825 (Amazon EC2 AF#E®E) FME
A PuTTYgen ¥%# A5 % 4,

3. @z Pageant , BB HESE LM Pageant B4R ( ATREERRHE ) , FHi%#R Add Key ( &
) o ERECIER ppk X4, MAZER (WRFE) , RBFIEE Open (HFF)

4. B PUTTY &iF , AEALE IP thibEEFNEFRHANESG, BXEZEL , HSHER
PuTTY #E#Z| Linux 356l 7 Auth K517 , B{R%ES Allow agent forwarding ( RFRIEH
& ) &I, HfF Private key file for authentication ( A FRIENIABEZHAH ) EEZ=E,
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https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-linux-inst-from-windows.html#putty-private-key
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-linux-inst-from-windows.html#putty-private-key
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-linux-inst-from-windows.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-linux-inst-from-windows.html
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iz Internet 3E 12

1. MNRBETFRPHESG , £RAFE IP ibEEIFAE FRPRIKES , M T REIFFR.

ssh ec2-user@l9.0.1.123

2. MAEZXH , BIXNEAT ICMP BMLIZIT ping S RKMIX 2B A LUEEE Internet,

ping ietf.org

PING ietf.org (4.31.198.44) 56(84) bytes of data.
64 bytes from mail.ietf.org (4.31.198.44): icmp_seq=1 ttl=47 time=86.0 ms
64 bytes from mail.ietf.org (4.31.198.44): icmp_seq=2 ttl=47 time=75.6 ms

REHE EH Ctrl+C LABUE ping 8 5. MR ping M HEAM , S EHIFTETHE Internet,

3. (HWiE) MREFAEFEXM , BRHELL, BXEZER , 55 (Amazon EC2 AAF{ERM)
Ry 281324,

MAFF|HE 1P ki 8] 12 i B 4%

WA L@ FAE NAT W% | A AFSIHA bk SRS VPC SR MEHIEBE, SaLlBENiE
NAT W% ( EEREATFFHN IP #uSEEE IP it ) REAXESEMENFMNANHRE , TF
BAENKRFPE—NRKBEAFHIHE IP it STE Y EIR 1P #it,

&

. Bk

TEER T EXFNAEY Amazon VPN R A R, K ELFIRRERT VPN B 2 E 07
BFX , BEEPRX , RARIEA MR ER. BR , RIREFRXAFREEE IP titSTE
(#5120 100.64.1.0/28 ) YR E . XAIFHLER B XLEXFIRREZE A ML,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
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RAriEmE

On-premises

ﬁi}
Private subnet
[
o
TG
10.0.0.024
10.0.0.0M16

B 0 B

192.1638.0.016

TRERTHZSEENETEARILD. VPC EFE IP tutSBE M AT IP tutseE., VPC B—
ANRERFH IP B E R FRAM—NFAE NAT Mk, REEFHINREREMNEHNREL L KIEE

NAT Fx , AEBEEREBEE VPN EEE, RAitREZEWkEER NAT RXR IP thiut BYSSFIR R E

HEsk B AR IP

kSl

et1 Private subnet 2

i

10.0.0.0/24

100.64.1.028

Primary: 10.0.0.0/16
Secondany: 100.64.1.0/24

, &t

On-premises

-0 F F

192.1638.0.016

RIR

BT HABIBRHERNEIR

« FAGW IP uEE & VPC XxBk,

« £ VPC M

FEY 1P st Se B2 1M,

« EFFFPEIZIE NAT MK,

- EAKOIERFMNAR  WERERBMERNRERIEES NAT X, HEHFMMIEFLE
NAT Rx@y FRBEREER , ZMXSFREN M ENRELETEUREMK,
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B FR

UTREE-NMNFRXEKNEHRK. 81 VPC CIDR #E — MR H, 245ih 3§ B A 1 W 5§ %R EE
BERLE IP it s VPC PR HEMFRETERS, F=AFKESFREIFHMNEZNRERETLE
NAT F><,

B E B#R
10.0.0.0/16 E:S .
100.64.1.0/24 7 i
192.168.0.0/16 nat-gateway-id

UTREFANFMXERNEHK. 81 VPC CIDR #8 — MR A, i3 HAE MNP R IREE
BERTE IP a5 VPC PN HMFRETERES, F=NFESFREIF NI RERESEY
MEMX,

Bir L& B 5

10.0.0.0/16 7 Hh

100.64.1.0/24 A

192.168.0.0/16 vgw-id
SMEEMEK 2 BBERE

ENEMEZEEESEN CIDRSEE , b aJLAEHAFAE NAT MxRBSAME ZENERES., Hl , KRigk VPC
A FHSEBIEERE VPC B AR SEHIEREMN RS
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[y [
Availability Zone i Availability Zone
. Private subnet Private subnet
s || [
10.0.1.0/24 E 10.0.1.0/24
10.0.0.0M16 10.0.0.0/16
AE
iﬂj
- BIR
- BH
BLR

TRERTUHZSEENTELARED. B, &0 1P EEANFTEREMLEMISTEAIUES (£
AR UEEE ) | WEMISTEETREER ( URANBIER ) . IP EEEAKRIEERM ATRE
Hh 31k 35 BBl St P B 3 1E ST 23 BL 45 T B o

/A VPC BB ER IP AT E ( AHHKE ) kA IP EEARSESLATHIHEE IP #thitse

E. VPCAB—IRERECEEN MM —NFE NAT Mx. FaH NAT MAXMEFMIREH P i
it VPCB BE— I REARAEEN FNAN—IMARFAESER. SARFAERSERNEFH
FREX IP ik,

kB VPC A TR FRAREPINRE (FAE VPCB WA AREFMFARES ) BIRE
NAT Mxki% , AEBHREPEMX, FEMXEREREINAREFATEES  EETRERH
B VPCBHWAHEHFMANER - NERES. MNPERXINARFASSESNREEENE
NAT R<HR IP bk, Eit , REABIEHRNWRAREEAFE NAT MAWituERNEB N, 1
BMREBFAEFPHEMK , REHEBEFE NAT WX |, ZMAXFERERA VPC A WA ERE T
P Y 32451
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RAriEmE

Availability Zone

Man-routable subnet

10.0.1.0/24

Routable subnet

Availability Zone

Man-routable subnet

e

10.0.1.0/24

Routable subnet

Frimany: 10.0.0.016
Secondany: 100.64.1.0/24

100.64.1.024

RIR

BT AR BIBRHERNEIR

Frimany: 10.0.0.016
Secondany: 100.64.2.0/24

100.64.2.0/24

s FoBMTRE IPiEEES B/ VPC XBk,

« £ VPC A RMNAIERE IP iSRS TR , RARELF FRBSIZFAE NAT X,

« £ VPCB RMNABEEHA IP ISTEGIRFN , RAEHELFTFMPeIZNARFARGERS. F1
o] B B F P R Y SEBE AR B A sk 0 T BR A9 B AR

- QIBAPEMXLUERE VPC, BREMRBMERE, HE81 VPC EEIhEMXE , HER VPC BT

B& F b 3t SEE

« EHVPCA RAAARAFNWEER , LUFAXE VPCB WA HAISEENFMEREBR X ZFE
NAT Wx, 3 VPC A HOJiH FRMEER , AT VPCB WA BAUSEENFIBRELR

EE PEMX,

- BE#H VPC B FAAFMAERMAR , UFAE VPC A AR A iSEEMFIA RERIED H N

Ko

B FR

LR R VPC A AN AIBR R F PRV B& F 5%
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B E B 5
10.0.0.0/16 E:S .
100.64.1.0/24 7 i
100.64.2.0/24 nat-gateway-id

BUFR VPC A RE[ B H FMAYE &R

BRI E B 5
10.0.0.0/16 PN
100.64.1.0/24 it
100.64.2.0/24 transit-gateway-id

LT R VPC B AN AIBR A F MRV BR FA %o

Bir L& B#5
10.0.0.0/16 7K b
100.64.2.0/24 i

LR 2 VPC B Rl B T PRV B B 3R o

BirfLE B#R
10.0.0.0/16 S i
100.64.2.0/24 PN,
100.64.1.0/24 transit-gateway-id
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LT RHPEMKRERER,

CIDR B 44 BHER
100.64.1.0/24 VPC A ### BA
100.64.2.0/24 VPC B ### BA

DNS64 1 NAT64

NAT W< Z#=M IPv6 B IPv4 BIRE bt 5540 | X BEEF N NAT64, NAT64 1] LLEEBHIEHY IPv6
Amazon BR5E— VPC s Eftt VPC, A#tMEHEEM B IPv4 BRIFEHITERES. BaLlE
Amazon Route 53 Resolver E45& A NAT64 1 DNS64 , i Al LAEA B S /Y DNS64 RS 88,
A

« fF4 2 DNS64?

o fFAR NAT647?

- EE DNS64 1 NAT64

ft 42 DNS64 ?

£ VPC HIE1THIMX IPv6 THEME RBERIZFIZEW IPve MEBIE T, WRZE DNS64 , MXF{N
IPv4 BRZH) DNS EfFAERK IPv4 B sttt fERME , M BX IPv6 RS TESEHBH#TEE. H
THRAX—EEHRDO , B LA FME A DNS64 , ©ERATiZFNEHFTAE Amazon BiR. £
DNS64 , Amazon Route 53 Resolver &R FIEBARSH DNS iB% , ARWMITUTREZ— -

- WRIZFKEE IPV6 it , WEFRERRISKHARYIERE  MT2EL IPv6 #ITEMEER,

- 1R DNS iBxZH&E 5B HRKER IPv6 ittt , N Route 53 Resolver 27 iexHHY IPv4 ot &1
N0 RFC6052 (64 :Ff9b::/96) FEMNMES /96 Ik , MEA R —Mtuit, X IPVv6 BREZ&FM
KPR EIKETNERE IPVo b, RE , BEEET NAT MXEHIERE |, ZMXER RERNT

PR , LATFFMPRY IPv6 RS 15 RIZFMASH IPv4 ARSS,

& A LAEBIE Amazon CLI A modify-subnet-attribute 3R /3 A EZ A FM LK DNS64 , th Al LAE

VPC #HI B HITHIRIE , BERERTFM , RF1ERFE Actions ( #84E ) > Edit subnet settings ( 4% F

MIRIE ) o
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ft 42 NAT64 ?

JEiE A NAT64 , Amazon VPC YR IPv6 R EEH SR — VPC ( FEIFMH ) H2iEHER VPC,
A R E R BB RN IPv4 BRSHITIERE.

NAT64 FEMEH NAT MR HECIZN 3 NAT Wx EB3I A, BT EBRARZEAILI
Be, NAT MXFIEMN FRAEEEIUHER FMWEN T8 NAT64 [E& T,

EIEEF DNS64 J5 , IRERA IPv6 KBRS BT NAT MR M BIES R IERE KA IPv6 it
B, RREUTER

« NAT WXT@ 64:ff9b::/96 BIZRIRFIHREBEIRE IPv4 , HESN IPve BIEEHIRN
IPv4 |, 5iER
« SR IPve B NECHIE IP, iZ IP I BEEMMNHEiR RN 1P ik,
o BIXEM 64:FF9b:: /96 BIZRFBER IPv6 iR IPv4,

« NAT RXBESEBRMMX, EHFREMXRERFMIFEREN IPv4 BIBEBERIEZER , REET
T,

« X IPv4 EHFAE IPv4 R EIEE, BIUERERE , NAT MR EZREASBEVN M IPv4 BiiE
D,

- AR IPv4 BHEZH BIRR NAT RX |, ZRXFREBES  ABIHE P ( B4R IP) BRHNEN
HY IPv6 bk 5 64: Ffob: : /96 FRMEIR IPv4 it REUE NAT. AfE , BiESFRB AR i 3% B
mEEH.

BEXMAER , NAT MXEFMPRERIPvE H TEAKEB S FMNIABHRER IPv4 RS HIT
BE.

Fi = DNS64  NAT64

REBATHNSRELE DNS64 M NAT64 , UMEEX IPv4 BRSHITELE,

AR
« JB3¥ Amazon CLI EEEMN EM{X IPv4 IRZ#H1TEE
. EERNAMINEFRF AN IPv4 RS HEE

Bi¥ Amazon CLI EEEM LMY IPv4 IRE#H1TEE

MREE-NEEX IPv6 TEABRNFN , ERESHABHX IPv4 RSHITERE | N REIREE
B RAMALE X LR IPv6 BRS S EBM LAY IPv4 BRF B 1TEE,
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BRZEAELETHM (EEEX IPv6 THEABN FMATT ) FEE NAT Mx, fl10, 5 NAT N
RN FMRBZEBEMERMMNXHN 0.0.0.0/0 BRH.

SEREAT SERAGEIX 24X IPV6 RYBRSS BB 5 B BX W _EAYX IPv4 ARSTE TS
1. FUTENBHFMETEN IPv6 THEAENFMNEHERKRP

- ¥EM NAT FXH IPv4 B8l (0RE )

- 1EmE NAT W<l 64:Ff9b::/96 BEH., XMFATFBET NAT MREHKZTN IPv4 BRFHIX
IPv6 B THERBFHRE.

« ERRXHEOBEBRMMX (NEBRRMx ) B IPv6 ::/0 8 H.

FER N /0 BRI EBRMMOR A FSAER IPve £41 ( VPC 44 ) B IPv6 RiBiEHE,

aws ec2 create-route --route-table-id rtb-34056078 --destination-cidr-block
0.0.0.0/0 --nat-gateway-id nat-05dba92075d71c408

aws ec2 create-route --route-table-id rtb-34056078 --destination-ipv6-cidr-block
64:ff9b::/96 --nat-gateway-id nat-05dba92075d71c408

aws ec2 create-route --route-table-id rtb-34056078 --destination-ipv6-cidr-block
::/0 --egress-only-internet-gateway-id eigw-c@a643a9

2. ®EEEIPv6 TR FMH/E A DNS64 ZhaE,

aws ec2 modify-subnet-attribute --subnet-id subnet-1a2b3c4d --enable-dns64
E , AEFRPNRFRATUELERMNS IPv4 M IPv6 RSBV BRSHERE, EHEEZ2AMN
NACL , AAFZE 64:Ff9b:: /96 REMNEOMAORE,
HEENAIRERFAENX IPv4 RSHBERE

Amazon Route 53 Resolver fE&EEH I DNS EifJM VPC B X B|IARME | 2T R, B LUET HL
THERXIMERBED :
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« BAILAFE VPC H18]2 — Route 53 Resolver Hitim R , H W H D BEEHE Route 53 Resolver &
SHEAXERN IPv4 ik, X F A DNS STREF |, XLL2E DNS ERREM IP ik |, itk , N
A IPv4 #hiit,

o BAILIBIE—NRZAAN , ATFEEESE Route 53 Resolver # X R A T2 5K DNS &=iff
B, LA SRR EAR L ETERFE IPv4 it

- BEARBEIRE Route 53 Resolver Hitin s , L , BEEEIZEMN IPv6 TEAZEN TR LEEH
DNS64 , AEET NAT F<Bg B A& T A i B & B E 3R

DNS64 2l i&E A T 43t M & F IR IPv4 B4R

1. ¥ IPv4 st 9 Ei4h VPC Y Route 53 Resolver Hdhim s,

2. kB IPv6 IR HY DNS Zif)iEd IPv6 ¥ ZE Route 53 Resolver. Route 53 Resolver JFE1EHE &AM
NCEES , HIREAETEFDN IPv4 ik,

3. Route 53 Resolver 2 EHIEEM IPv6 il IPv4 |, HEEHERIHERR. mRHSNIP
#at TR — ENI, A TFiERE X ZE DNS #BTEFH AN IPv4 i,

4. ZAHBETEFED IPv4 &N ETESM H ki IR E Route 53 Resolver,
5. RIREARFKE XL DNS64 #9FMi# |, N Route 53 Resolver A 1TLA T FRITIRE :
a. REMUBEBHAR. NRBFHE IPv6 ik, WELTFRFARER  BHUREIAEE
IPv4 2%, BESBEIME IPv4 htiB N 64:ffob: : /96 K&K IPV6 1B,
b. EFFTERNE , HBEI IPv6 FHEKXZEZ VPC R RS

KREXB NAT MXHRE

& 0] LASE Network Firewall fXEEHEZR ] NAT x|, KEREMTFIE NAT X ELWRE, KEZLEHE
BB Bs It BIRHBRI RS0 R 25 , AR IEEAAEERN A S E R,

TR
B2 Network Firewall R , BFEEREFBEFIZNEBNIE NAT Mk, I ZRERS :

- ZREFEEIZE2REHE , H ELFTERNARFRE N hitp F https EFFERKEEZNK
B, ZREQBEEBREZEFAANANFEEZEBERPNEE., IREFAT , ZREEERHT
DNS EifSUREVZIEM IP iitit, ARfE , ZREFSHKRLEREL TCP EE, REMEARERS
BAT TLS % , & IP it ARk B ML TLS E# | # BNERBE AW IP MIRkEM (28
SLIRER url BB ) WIBRT , T EBHEIL TLS iE#E.
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- REAREBENKIEHTRE,
s RENRELHKEZAEI (EEBRMN, RtIMFEHHEAM VPC HF ),

EERE

®& BT Amazon Network Firewall 22 E] NAT WX, BXEIBNERRENLTR , 1S5 Network
Firewall REF XA R M.

ERERNRE

EBEEFHEH T NAT WXMRE , BEA describe-nat-gateways @9 :

aws ec2 describe-nat-gateways --nat-gateway-ids nat-1234567890@abcdef0

o SR $E AttachedAppliances FE , HEFL2E R TIMER :

« Type : iR % FEH ( HlI network-firewall-proxy )
« ApplianceArn : FrHEEEIRE R ARN

« AttachmentState : HETEFH RS
( attached. detaching, detached, attach_failed. detach_failed)

« ModificationState : HBEHIRFS ( modifying., completed. failed)

« VpcEndpointld : AFEREMNRARERF VPC BHEZAELU#H TR EMFIEN VPC WA ID
* FailureCode : R & EE SIS BIRE XK R B ER T

« FailureMessage : R IEZERRIESUIRIELMI FI A EHENFERMEER

£/ Amazon CloudWatch ¥53 NAT M ><

SETLAER CloudWatch 542 NAT WX , ZTEAIM NAT MK IREFE B I A=, 0 F K
BYfERR. BRI LAME RS RIS IR NAT MK H#ITHEHEE, XEEREETUT # NAT RXAE(T
PORMPERE , T RER 2 T M9 M X BE T IROR HF RESEE M RIE

CloudWatch W EH NAT MXEEREEHER , SINELENFT, HESUH, EETHBNER
R, XELEEBLE T HERELEC NAT WXWRE , IRAMEMFEHMAS. CloudWatch B 1 5480
B PR A% S L IS AR IR | AR LR TR EI 0 BHAY NAT MXTTH RANE.

te4h | CloudWatch £t NAT MXIEFRBIERE 156 MR |, ETES T —RETEANESNERX, &
AUAERX LR EHERAKNBTE, RICERUR T # NAT FXERBRNKIEE,
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EFAXLRANEREIRE BTN EFRERTREEBEX CloudWatch 2 HIERMER. 5
W, TLLREER , £ NAT M HEREAREIRERERAHEAN , ETEEHBREENT
TR IR,

BXRXENMMEZEELR |, 5 Amazon CloudWatch Es

AEN

« NAT MXiEnSLEE

- && NAT M3 CloudWatch 1E¥R

B2 CloudWatch BiRLAMEIE NAT B4R

NAT WMxIERE4E

LT HERATA T NAT Wk, #HiR5aESMERER AR 2V ME 1T HE,

FEPR iR
ActiveConnectionCount BT NAT WRBUE H A TCP E#M B3,

ZERTARET NAT R BUEEER,

B ITER

Statistics : ZBERAMNSIT TER Maxo.
BytesInFromDestination NAT WX M B ERNFTHNRE.

MR BytesOutToSource MIE/NF
BytesInFromDestination WM& , NXR
NAT M EHRI AR FERTEEX , SFE
1B NAT MK EHFHIEMRE.

By 2H
Statistics : ZBEAMNSITITER Sum,

BytesInFromSource NAT B M VPC I E F i 15 A 15 9 3K

=
Ho
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B 1N
IR BytesOutToDestination MWENTF

BytesInFromSource HI{E , M NAT M4t
BEHEREEREE XK.

BT T
Statistics : BERAMEITTER Sum,.
BytesOutToDestination BT NAT MR RIAEF BN FTHRE,

RFENEETEREMN NAT RXEHE
HEFIm7RME Internet, 18R BytesOutT
oDestination HW{E/NTF BytesInFr
omSource HY{E , M| NAT W5<4b 2 88 A 68
BREEX.

By 7Y
Statistics : ZBEAMNSITITER Sum,

BytesOutToSource B NAT X %% 2 VPC REFIHNZET K

o

Him

RTFENEETEREM Internet 5@ NAT K
KEHENEFH. R BytesOutToSource
#{E/NTF BytesInFromDestination #9
B, MZRT NAT X BRI AJEFEEREE
K, RIFEH NAT MXEZHEIEHRE.

By FH

Statistics : ZBERAMNSITIER Sum.
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RAriEmE

1R

ConnectionAttemptCount

ConnectionEstablishedCount

ErrorPortAllocation

DU

Bid NAT WX ZHAEREA . X{RSEA
7 SYN, EEEERT , BT SYN Effifz

# , ConnectionAttemptCount THJAEKTF
ConnectionEstablishedCount .

WK ConnectionEstablishedCount ®
{8/ F ConnectionAttemptCount HI{E ,
NRR NAT X EENE P22 T
M M FNEE,

BT
Statistics : ZBRAMNSITITER Sum.

BT NAT MxEMAEZNHE, X SYN
M SYN EF&H,

W8 ConnectionEstablishedCount #Y
/M F ConnectionAttemptCount HI{E ,
NFRR NAT B EHEMNEF iR 8 i &
HE R AR,

B4 iR
Statistics : ZBRAMNSITITER Sum.
NAT W< 7o 3% 2 B R i O B9 R 8

RTFENERTET NAT RXITIFNHRIEE
A%,

B4 iR

Statistics : ZBEAMNSEITITER Sum,
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B¥R iR
IdleTimeoutCount MESNRESHR N ZRRSHWERZNEE, R

EEEEARIEE XM ARl 350 WATLES ,
E B EE R R AR ZE RRAS

AKTFENERTEECTAEZTRRSNIERE, W
B IdleTimeoutCount HW{EIEHN , MIATREIE
T~ NAT MXEEHNEFBEEESFRATEE
%,

B TR
Statistics : RERAMNSEITTER Sum,.
PacketsDropCount NAT MXEFHNBEINBE,

EtEEANBEIHELSBESEREN TS
kb, EERAT A : PacketsDropCount/
(PacketsInFromSource+Packets
InFromDestination)*100 . WMRZE
T NAT Mk EERER 0.01% , ) Amazon
VPC BRE AIgEFE R, £MA Amazon RSz
TR H ER R E TEES B NAT X ES

B9 AR 55 1R
B T

Statistics : ZBEAMNSITITER Sum,
PacketsInFromDestination NAT RxM B IR IR SN HE,

R PacketsOutToSource WE/NTF
PacketsInFromDestination W& , MIFXK
~ NAT M BHE mREEERIEEX , 8
EH NAT X ESIFEIERRE.

B4 iR

Statistics : ZBEAMNSITITER Sum,
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EAR iR
PacketsInFromSource NAT WM VPC A E FimiZ A BIE S
=,

R PacketsOutToDestination K&/
F PacketsInFromSource HI{E , M NAT
M EH B AT RE A B E .

B4 iR
Statistics : ZBERAMNSLITITER Sum.
PacketsOutToDestination BT NAT Mk KX 3 B R BIEEZNHE.,

RTFENERTEREMN NAT RXEH
K& P imAE Internet, F18R PacketsOu
tToDestination HY{E/NTF PacketsIn
FromSource W& , M| NAT B>k 32 | 7]
BEABIEEX.

B4 iR
Statistics : ZBERAMSITIER Sum,

PacketsOutToSource B NAT MK &%EZ VPC R EFIBNBEIESN
WE,

ARTFENEETEREM Internet Fi

NAT PXfEEMNE Fim. R PacketsOu
tToSource WE/NTF PacketsIn
FromDestination HI{E , MIZRR NAT M%
LW IRHRIE AT RE IR EBIR E K |, SFEH NAT M
REFHEIENRE,

B HE

Statistics : ZBERAMNSLITITER Sum.
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ER iR

PeakBytesPerSecond ZEMBREEEIHABYN 10 BETERS T
BE,
By it

Statistics : B AT TE R Maximum,

PeakPacketsPerSecond WERE 10 RITE—XFEHETRERR (Y
LENBIEZ) , BE60® , ARRSE AR
ZHRNERE (ZRETFHEBEIER),

B it

Statistics : ZBEAMNSIT T ERE Maximum,

Eff S sdE  BEANTEE,

HE BN

NatGatewayId # NAT MX ID FEEistn e,

& EF NAT M3k CloudWatch 1E#r

NAT WIEVRIR 1 D8RI aTE B FB &% 2 CloudWatch, BRSO AE ERTERSHEZEE , REAK
FE/ GRTRAATENEEAS, BALUIRBIUTAEEE NAT M EIIERR.

£ CloudWatch 24| & EE IR

1

2
3.
4

B3 https://console.aws.amazon.com/cloudwatch/ T FF CloudWatch &l &
ESMERT , fRKIEEFE Metrics ( 38#5 ) . All metrics ( FTEERR ) -

i%#¥ NatGateway IE¥ran & Z=[H o

ERIEREE,

5/ Amazon CLI ZE ISR

EaTRREOT , FANTHS TS HATRT NAT FX RS IER.
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aws cloudwatch list-metrics --namespace "AWS/NATGateway"

B3 CloudWatch ZiREAUEIE NAT B4R

A O B E B R AR BT &K IE Amazon SNS JEEH CloudWatch &R, iR EEER A
BRANENMER. ©RREEREES N HERAAX THERENTRE Amazon SNS B R EE
o

Hlan | EAI eI B R SR A BT NAT MxRE, A TBEREZMNERN VPC PR EFimE
& NAT P42 3 Internet W HHIERE, WRE 15 ZHBNRBRNFTTHIXRE 500 THE , ©RRE
BA,

BIEEE NAT FIXAY H G RE A B R

1. 1518 https://console.aws.amazon.com/cloudwatch/ , 3TF CloudWatch & & .

2. TESMBEHKD , AORER Alarms ( B3R ) 1 Allalarms ( FTEER )

3. ERCIBREIR.

4. EFRIEFRIER.

5. 1&# NatGateway IEMRFREZER , REEFERLEE. FRIERE , BEP NAT Fx
BytesOutToDestination $E#r 50 M EIEHE , ASF%EE Select metric ( EFIEIR ) o

6. RUTAREEER , AFEE Next( T—%)

« XtF Statistic ( Zeit#dE ) , & Sum ( Bit) .
« XtF Period ( EH ) , 1&#F 15 minutes (15 7% )

« XF Whenever ( 8% ) , i Greater/Equal ( KF/&ETF , >=) , AEH A 5000000 1ERH
=

7. XTF Notification ( BE1 ) , EFINEH SNS & , ikiFE Create new topic ( FTEEH ) BIE—
NEEB, &R Next ( T—F ) o

8. WABRMBMIER , RAEEE Next (T—F ),
9. BEZTEIRE , £$F Create alarm ( BIEEIR ) -

BH—NRA B NEIE - NERRERKEOSEER  FEEREE=1ES 5 7 HNNERA
ATFE(0) HRIEBA,
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SRR G2 O 5 B IR

1. 15[ https://console.aws.amazon.com/cloudwatch/ , ¥ FF CloudWatch 2 &1 &

2. TESMB®RD , MORER Alarms ( B3Rk ) M Allalarms ( FREE3R )

3. ERCIEER.

4. EFIEBRET.

5. 1%&# NatGateway IEfran &= , AFERIERLEE, HRIERG , HEF NAT WX
ErrorPortAllocation 8RS8 I E1EHE , AA/FIER Select metric ( IEFIEIR ) o

6. HUTATAEEER , AGEENext ( T—% ) :

- XIF Statistic ( ZeitE#E ) , &R Maximum ( FK ) o
« XF Period ( BH ) , i%3F 5 minutes (5 28 ) -
« XIF Whenever ( 8% ) , i&$F Greater ( KT ) , REWA 0 ERNRE,

« X¥F Additional configuration ( EfZEL& ) . Datapoints to alarm ( BIRHNHESL ) , @A
3o

7. XF Notification (BAH ) , EFBIMEM SNS £ , HikFE Create new topic ( FTEFE ) BIE—
NFEB, %EFE Next ( FT—F ) o

8. MABIRMBMMER , AFEE Next ( T—F ) o
9. BEXTEIRRE , £1F Create alarm ( BIEER ) -

EXEZEER , 1§55 Amazon CloudWatch AAFIERFHI A Amazon CloudWatch &%,

HEE NAT MS<HY [a] &

DT EE A B EHFEE IR NMEA NAT F<rt Al sEE B /Y % I A&,
(] &

« NAT RX 812 KK

« NAT M><Fi#i

o i IP MU ELER

- FXEFETAX

* NAT WXxAHAR

« NAT MX AR\ Ping i8H
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« SEBIFTEILF Internet
- BB FRM TCPIERE LMK
B ERES A R T R NAT PIRFAE IP sak
« Internet JE#ETE 350 B/ ih
FoER L IPsec E#
TEREESERE

NAT 5 82 & K
(7] &t

B2 — 1 NAT MX , BEE#H ARIRESN Failed,

@ Note
HIVBER NAT FxSu B3Ik , BEEXRLY—DetA.

R &
B2 NAT kAt HitE, REIRRAERREM T HIERNER.
FRIRT B

EEFHIRER , B Amazon VPC #£#l& |, RFIERE NAT Gateways ( NAT M3k ) . 1E#FE NAT
<3S R EY k%4 , AAFTE Details ( #4E R ) %+ Lk F State message (RSEE ) -

T&R5IH Amazon VPC #2Hl & pERI TR AKER . T REAUESRZE , £UUBRE
HAIE NAT B<,

£ IR FE&H RRF R

T W& E B %Y ZE b i ik Sk B BEMNFREEEAZHANIL REFHETHEBN IP it

EIt NAT F% B IP thiit, NAT MXFEEM 75 3E 2 & Amazon VPC #2244
FRSEE2E TFAE IP #utdy A aifE Subnets (M) TTH,
ME&EQ, BA L FMIFAEERE

¥ EEF Available IP, BEF
MBI ZE R IP bk |, AT
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L RIEIR RER fRR TR
MIBRAREAMMEEZED |, HL
I REERNEH,
L& vpC-XXXXXXXX RIEZEM  HSHEEE Internet MK Bl Internet W< |, HRFHE
B B < VPC &% NAT M, ?&EU""E’J VPC, BXEZE
, BZH @ F MR INERKMN
1E|nﬂ$xllﬁo
MM IP 3tk eipalloc-xxxxxxxx  EEREM Pt e 5HME REBNRRSHEM P it
B 3xEk BRER , TTEE NAT MxHEx  XBk, #I1E Amazon VPC 12l
BX, A H Elastic IPs (381 IP)

H , AEFNEHI ID MK
O ID EEWNE. MRZERT
FEEZFHM P Moyt | T LAAR
BRAE M XER, NEF , BAT L

[ A K 7 25 B ST RIS A 1P it
e BXEZEE , BEZHA T
MREF S IP Hbhl,

NAT 5% Bi &
BEZRBIE NAT BRI B T HEIR,

Performing this operation would exceed the limit of 5 NAT gateways

R &

EERRZ T A XER NAT < B2 R B H,

fRRTT B

MREEEF NAT MXEKS RRVEH , MAIBBHTUAT®REZ —

- £/ Service Quotas & & 1ERE MNE A1 A XEA NAT X ELE,

- K& NAT MXBIRAS. Pending, Available = Deleting RSHIMKXH S AR, MREZKIE
MIBRT NAT Bk , BEEF/Lo4h , LUEIRSM Deleting N Deleted, REZIRIFTE— NAT

ZE

NAT M3 274


https://console.amazonaws.cn/servicequotas/home/services/vpc/quotas/L-FE5A380F

Amazon Virtual Private Cloud AriEE

« MREEBETARXPFRFE NAT FX , BEERERRIEH A XFE NAT WX,

BEXEZELR |, i55H Amazon VPC BLE,

S IP bt Fd
[ &
BEZHN LM NAT Mx 2B =% IP it at R LT 8RR,

The maximum number of addresses has been reached.

R
BB ZXEKF AR (P #hit BB AV ECE
BRIRF =R

WRIEREM P it B E AR EE , N AT LAEUHEY IP it SEMRFRARE , SE |, B LER
Service Quotas & &iFRIG ML M P BLEl,

FRFAAX

(] &

RO NAT WX EILLT451% - NotAvailableInZone

RR

BARX2ZHAESURNATARX ( RNOT REIZAORNXE ) PEIE NAT FX.
JRIRTT R

BNTEEXETAXFRZE NAT WX, BANERETHAXFCE NAT IXAFEATRORK
BHRNAE TN, SEAULFERBHIFTZHORNAARX , UELHFERN NAT FXLTE-X
o

NAT Mx A~ BrRNL

[A] &
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BBIE T — NAT B>k , B E7E Amazon VPC #Z#HIAHFFA N,

R &A

BIE NAT MSHIBRI ATREH4E | BB A, RSN Failed B9 NAT M<FE Amazon VPC &l & PR %
E_I-mj(é}\J—/J\HTJ'O _/l\/J\ETJ-ZE%*&gﬁJﬂﬂU%O

R B
EE NAT WX tZXE PREE , RE=H0IEM NAT MK,

NAT PX TR Ping taF
|] &

MBEZAMNEEMN (BIIMNREITEN ) M VPC FREMSEHIXS NAT MXR3EM IP it HFAHE
IP #3017 ping B4E , MAFA WG R,

RE&H
NAT R XMNFAE FRAFEHI@E Internet £ HRE,
RRFER

ENiE NAT MR EBEFEZT , SR iR A8 NAT FX,

KBIFETIE Internet

[E] ZR

BOIET —NAE NAT WX HEREBHIT TR | B ping B XK , EELEFMHPHEHIE
ETA B BB,

RER

BB RBENREATERATREZ—

« NAT PIXiEREZIFRHERE,

- BHRBERARSGIEBERE.

« BNREEAHME ACL FHIE AT HIEHRE,
- BERANRTZXFHML
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BRIRTT B

BREUTEER :

« RE NAT WAXEBELTF Available IRA&. £ Amazon VPC #H|AF |, # 2 NAT WX H , A
BFEFACGEERDTERERAER. MR NAT MRXLTFRBRE , MR RECRECHNATRERE T
Roe BXEZER , BSHE NAT MR 612 KK,

- RELRBEREE THRAXK
« NAT MXFAE FRLTERNT Internet TRERE HE Internet WX AR,
« EHIFTL M FAE FRAMEEF Internet TRER B E NAT MXHEEHRK,
- RERBLEHMBARZE G SR Internet REEBBHAIREMT 2 NAT FX,

- BRIEZFHNEZLERN AR FHIL Internet RE. Eff ping WHIEFIEIT , XM N E LM AR
Hih ICMP &,

NAT WX AR & i FrE Bt & AR R Hb BRI IREINFRE (Rt e —EMRESH).

- BREALETFTRMAE FRXEMLE ACL X B IE A H I Internet REMHAN ., EfF ping
WEEREZIT , IXEMNELARAFA L ELE ICMP HRE,
WS AR B S B S MR TS ACL RS EMN TP IHERE, BXESER , B2H £/
VPC i AFXIEE IP HE,

- MRFEH ping T , FEAENB AT ICMP BWEHHIT ping 11E. MRKFH ICMP , 54
WEINEHES, EXHHTUR , FMNEECITEN NG STERIBRITHEN ping &5,

- REXPIREBEB N EAMRFEKINNIT ping B4F , HIARE FMAREMSEH (RIREEERN
VX ) o

. WBREMERENER TCP. UDP = ICMP 1%,

BB HRHY TCP E#EAMK
[A] &

8T NAT MR MFAE FR AR SEFERZSIEE B ARAT , AL TCPEEARKT) , BthALEREAK
W =R AT,

R &

HI R FERNERATRERATRER 2 — :

NAT M3 277




Amazon Virtual Private Cloud AriEE
- BNARTREEFEAD R TCP BiEa#H TR, NAT MXTX#H TCP = ICMP 1y IP BH., BX
EZEER |, BSH LB NAT MK F NAT 324,

- ZEERSF|LBAT tecp_tw_recycle W , I NAT REZFBFEZSNEEN , BRAZENASSEHH
g5

R

BRRTT B
BERTUTRE , ISR HERNLRT IEDEEERAD R TCP BiREHITMA

1. EREELH IP it A E FRPMEFIRA L ZHAWEE , LFERBBELHET /NS K.
2. £ tcpdump EA I ERITLIRET AR2BRFLZE D BREEE.

/A Important
BYBPER LT FRAHRFRATIERE, ETEEMARBEZRBNRKAE , E NAT
X NAT KBl RE B FAE F M RIS,

RIEHFERAE ICMP BESN M T ENREBIESEKR, S0, 955 ping -s 10000
example.com AL NAT MxEFE I,

3. MRLIRT KRRIEDE TCP HIEE , MAIEA NAT EHIRE NAT X,

MREENFRIZERSSR , WA SUBTHTUTRIERRIERSEEA tecp_tw_recycle %I :

1. ERSFLETUTHS
cat /proc/sys/net/ipv4/tcp_tw_recycle

mRBER 1, WRBEFA tep_tw_recycle &I,

2. MREBHA tep_tw_recycle &M , BUICHHEHEZEA, MESBEFESERERE , Il tcp_tw_reuse 2
—MNRRA L EHIEI,

MREEBENFELIERRSE , WA BT IR ZARE FRAREH LA tcp_timestamps EDUKH
IR, REEFMEEIERERSSE. WREERD , N DXEBEAMNRERRAIREEEZERS S
EBRAT tcp_tw_recycle iU, MR , FESEERFENHAEEERR , URITIREEE AL
I, meEEA, WERNHEER,
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B EREE R E R NAT MxFAE P bt

[ &

BHISEBI AT LA A] Internet , B R Y& 1T traceroute MHET , MHEEKXE R NAT MAHNFAE IP i
ik,

R &

BRSSO ERAE MM ( FIEBRMMX ) TR EERM,
fRRTT B

ERBIFTALN FREEHEERD  REUATER

« BREFEER Internet TREXIEE] NAT MXHIEH.
- BRSEHMBERBN Internet RELIZZHAIER (WELFABEMKXR Internet M),

Internet E#EFE 350 5 i

A

SERYSSBI T BAT M B BR |, (BT 350 B R M.

RH

IR NAT FXHVEREE R 350 BRERAE |, MEELSE,

MREEER , NAT <@ NAT X EANEAREFRRE RST HiFE , ZRHAEHITERE (ETKE
FIN %#ES).

PSS

ERpEZEDE B MBI ZEERAEESRE, NE , B AUESES LB RE/NT 350 B
TCP keepalive,

Tox 3 IPsec EE
&) &

BT EE BRI IPsec iEHE,
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R &A

NAT FX H BT %% IPsec tHi,
RRFR

BAILAE R NAT B (NAT-T) 7 IPsec REFZETE UDP ( NAT M= ) ., FRAREESN
RIEE NAT-T M IPsec BLE , AR BB EF IPsec RE.

TERBESER
7] &

BEBEY NAT MXERRRUMNIAEERE , BEETERLESER,
R &A

IEFREC AR NAT MXBV A REZBRE, BXREZER , FSH NAT FXEM AR, MRFA
BTWANXOIGET REERE , NETRIKFZREH,

FRRTT R
FHITUATREZ— -

« WBANTHRKAIE—N NAT Wx |, HEXLEXHE 26 EF im.

s ENEFHHAEEZ NAT X HNEFIHHFIIZNAEFRA (FEEFERRRE NAT MxH
).

- PR&EIZF I AN B A8 2R A EE S

« f# M CloudWatch 8y IdleTimeoutCount JEFR AT MG R ZE (RIIEIZEMIE N, X<AZEREZUBRKE
B,

- BIEZEEZNIP #itA NAT MXsKEIMAR NAT MR 1P ik, SN IPv4 bt § %
A LA #F 55,000 M HEEE, BXEZER | FSHECE NAT MXxsmERE IP ik B,

& AT NAT MXEIE N

LIBTRE NAT Wkt , NAT MXTANS NN RELENS GB HIEHEILFRH, BXEZE
B , &2 Amazon VPC EHts

LU S0 m] 35 B AR B NAT X BdREm A
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o MREM Amazon BRLBATAXRESZRAERE , WIEFRRERS NAT R TR—"H
X , SEZEEZSRFERNESNATAXFRE— NAT MK,

o MRE T NAT X ASHRER I ZFHENIK[/FEMXinRH Amazon BRS , MEE RN X LR
SEBEORKEMRER. BREERLATANESESR , FZSH Amazon PrivateLink E 4T,

NAT SC45

NAT SKAIERR MLt uk B4k ( NAT ) o EAIBUER NAT XGIRRB FRINEREEARLE SR
(VPC) 2NN BHERE , PIMMEEBRM A MLk, B F R P FIR A LAE BB AR IS IPv4 R
B, BelTEERERRMN L BN AWRE.

/A Important

NAT AMI EF Amazon Linux AMI B & #TARZA ( 2018.03 ) % , iZARATF 2020 & 12 A 31
HAIEFRESE , H#F 2023 £12 A 31 BA L4 X, BXFZELE , FSRUTHEREX
EF : Amazon Linux AMI £ & B HILK 1,

MREFERIAHN NAT AMI , AmazonB BT E] NAT Mx, NAT MXAREESH A
H, EENTR , HAFMENERIEED., BXEZELRE , B5H LB NAT MH NAT £
%l

IR NAT EBIEE NAT X EFZSEBNERARA , BRI BN ZHBIARAH Amazon Linux 812 B
2 B9 NAT AMI , # the section called “3. 812 NAT AMI” FFR,

ok
« NAT SEHIER HR
. RVAVERIBIE VPC SAEETEE

NAT SE {5 At K17

TERETRT NAT RGIMNEREE. BAREAEFRXE , HEREBAEFHFEHNERMTER
EEABFREE NAT £6l, AR5 , NAT B REREZBERMNMK, REH NAT EFHHLE
IP #b3t7=4 ., NAT EHIAMNIEET —MNEENHOE ; MARE G , NAT X444 REBMNNKOS
FHEIEAFAE FRPEMENES,

NAT RO AAEEERMBENE , BLESAANTLAE TN (BERTFIESBEERMNMXH S
MFM ) &, FELAEERE IP ik SR P i,
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LLLLl
L LB

TTTTT \
EC2 instance ﬂ , {1—\3’)
E}D / Internet Internet
b gateway

MAT instance

Private subnet

L1l 1l

L1l
TI*IT

Trrnt
EC2Z instance

EFBEHR NAT 24, B0l NAT AMI, 7 NAT SEfIRIZ L4448 |, R NAT =261 E S 28R
VPC #,

BB NAT ESIEFBUR T BREZX RSB, BXxEZELR | ESHE Amazon Web Services —
&% h i Amazon EC2 RS ELH,

ATFHBERIRE VPC SRR ITRE
AW ERENAMAMCIEHAER NAT 5461, UEARBFHANEREBEEULB R 2ARITES.

5
« 1. 9 NAT E4I812 VPC
« 2. A NAT LHltIER S A
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. 3.

B2 NAT AMI

. 4

Bzh NAT 244

- 5.

ZARBRRE

+ 6.

BT B ER 5%

. 7.

MR NAT K51

1. 79 NAT %662 VPC

ERAUATIEBZERLBNLE FME VPC,

212 VPC

1.

2
3
4.
5

B LA T Mt 3TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
®EFEBIE VPC,

X F Resources to create ( ZRIEM IR ) , % VPC and more (VPC % ) ,
*¥F Name tag auto-generation ( EMFEBIERK ) , I VPC ABZ T,
EEREFW , BHITUATERSE

a. XF Number of Availability Zones ( I AXIFHE ) , BRELHFRIER 1 2,

b. XF Number of public subnets ( 2B FRHKE ) , BRENTARE—NMN2EFM,
c. XF Number of private subnets ( A FRHE ) , BRENMNTAXE-—MAEFN,
&I VPC,

2. A NAT Efplelgz+4

FRATRPERNANNEZSH, XL ATFEE NAT EEIMFAE F M+ B 2413 N 5 B S E
MELURRBEHMER SSH RE, NAT Kt ATLAE Internet KIERE , BN A VFFAE F M H HY K4

REVEEEH o
LT RHEEN AWM,
IR i i 0SS E AR
##44# CIDR TCP 80 AREFXRBILE TR A

HTTP ##Ehi
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KR 173N % 038 Bl AR
#### CIDR TCP 443 RTFRBILE F RS BRN AN
HTTPS &7
HEHRHBH TP #EHH TCP 22 ARFMNEHMEE NAT SEFIRYA
¥h SSH 1A\ ( BEEERMMX )
AR REFW H A,
B E 173N % OSEE AR
0.0.0.0/0 TCP 80 FEFX Internet #1TH YL HTTP 1A
8]
0.0.0.0/0 TCP 443 FEFX Internet 31T H L HTTPS
]
tlgE=edA
1. B LLTMuLFTFF Amazon VPC ## &l & : https://console.aws.amazon.com/vpc/o
2. HESMBHEH , % Security Groups ( Z24 )
3. %&#ECreate security group ( BIEZ 24 ),
4. WAZSAMNBIHRAER,
5. XF VPC, i&ZFHT NAT =HI8 VPC 89 ID,
6. EAWEMNUTRMAWEREANN , TR :

a. EEBARMAN, FERBEHEER HTTP , HERPRALE TR IP HutsEE,
b. R FMAN, ERERER HTTPS , HERFRALE TR IP HutsEE,
c. EER FMMN, ERE %R SSH, HERPWAMER IP it SEE,
FEHWHAN T RMEERERAN , MTFAAR :

a. & ORMMMN, ERBEDEEHTTP , }EBE /% A 0.0.0.0/0,
b. & RIMAN, EXREDEREHTTPS , HEB K H A 0.0.0.0/0,
ERSEZ A,
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BEXEZER , "N 224,

3. B2 NAT AMI

NAT AMI #EL B £ EC2 34l LiE1T NAT, EXBERIE NAT AMI , REFEAEZH NAT AMI B3
NAT 3£41,

WREITRIA NAT AMI 8 Amazon Linux AAARIRER S | B R ZIRERSH X T B NE &
NAT, B MV REXEIRE | WEEEXRFERERARETRE,

3 Amazon Linux ]z NAT AMI
1. BZ1=1T AL2023 5 Amazon Linux 2 B EC2 324, BESIEERN NAT 2B RS 4,

2. EBEIIIPIFHEXS EBZITUT TS A iptables.

sudo yum install iptables-services -y
sudo systemctl enable iptables
sudo systemctl start iptables

3. EXRFIEHITUTREUNBA IPEXY  FEEERBPAERL :
a. FERAXAKY4EmESS (B0 nano = vim ) BB TEENXH : /etc/sysctl.d/custom-ip-

forwarding.conf,

b. RFEATATAINZIE & 3.

net.ipv4.ip_forward=1

c. REEEXH , BHXARER,
d. BT TSN AEREXH,

sudo sysctl -p /etc/sysctl.d/custom-ip-forwarding.conf

4, HERHILEZTUTHS , ARTEMNZEONESH. BEET—FTHEERESR.

netstat -i

EUTRABmES |, dockerd 2 docker BIZHMKZED |, etho REEMKEEO |, 1o SHEE
Ho

Iface MTU RX-0K RX-ERR RX-DRP RX-OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
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docker@ 1500 (1} (1} Q0 (1} (1} (1} @ BMU
etho 9001 7276052 (1} 00 5364991 (1} (1} ® BMRU
lo 65536 538857 (1} Q0 538857 (1} (1} @ LRU
EUTROEER , ENEZZORN enXoo
Iface MTU RX-0K RX-ERR RX-DRP RX-0OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
enxo 9001 1076 0 00 1247 (0} (0} @ BMRU
1o 65536 24 0 00 24 0 0 ® LRU
EUT RO EDR , EMNLZFEORN enss,
Iface MTU RX-0K RX-ERR RX-DRP RX-0OVR TX-0K TX-ERR TX-DRP TX-OVR Flg
ens5 9001 14036 0 0 0 2116 0 0 ® BMRU
1o 65536 12 (1} 0 0 12 (1} (1} ?® LRU
5. EXHLEFEITUTHRSUEE NAT, MREIMEEOTRE etho , B etho B hEELE—S$H

B THEMSEED,

sudo /sbin/iptables -t nat -A POSTROUTING -o eth® -j MASQUERADE

sudo /sbin/iptables -F FORWARD
sudo service iptables save

6. RiE , M EC2 LfI6IZE NAT AMl, BEXEZER | iF

B2 Linux AMl,

4. Bzh NAT =4l

REUTSRERSCEN VPC, ZL4AM NAT AMI 531 NAT £461,

B3 NAT K4

1. B LT MuLiTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,

EEEERLE , EEEHEH.
NTF B, WAL NAT EK5E o

X FRBIZRE | EFRIEFE—NKRBIRE | BURHE NAT XOIFFENITTE, AFENF#AR.
(g ) X TFRAN , EE-NUFFANREF QI ZHFEZAX

2
3
4, DNTFNABRFIRERZMSG , EFEH NAT AMI ( EEXEEZ AMI, T AMI)
5
6

2 (Amazon EC2 A F#EF) HHIMEHI
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7.

9.

10.

Xt F Network settings ( M&ERE ) , ITUATRE :

a. ﬁ?%gﬁ?ﬁo
b. XF VPC, &ZFE6IZH VPC,
c. WFFW , EREVNENLEFM,

d. XF Auto-assign public IP ( B3I 2B LB IP) , % Enable (A ) o REIEZZN NAT £
BljiE , P E— M4 P ik FRE D ELS NAT 2460,

e. XThHAE, GRARIELLE  RARERECENZ 24,

EREFHRH, EFEIG ID SITAEFFAEENE. FHEROIIRESTREREET , HAEFRS
KERKI.

A NAT RAIR/ B E (208 5. EAR/ERKE ) .
EHBEARERERIEZE NAT £6| (S5 6. EFMIEAEK ) .

5. 2AF/BIrRE

B EC2 KAIEMLBMIANITIR/ B R E, XEWRAE KA M I E 2SR A BAERAR K B #xo

B , NAT SRBIAMeeB IR B R HIEHAR S ZAEMNBRBTER. Hib , BXEZ A NAT E618

RIBFRRE,

ERFR/ENERE

1. B AT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. ESMBERP , EFRH,

3. IEIE NAT =4,

4. ORIEERBRE. BN, EUR/ENRE,

5. WFRENHBRE , HEREL,

6. ZEFERF.

7. MR NAT SBIEHBMEED | EMERMERF EAMEEOERED, &880 1D UEREN
KEONH, 2RRE. EOR/ERRE , BRER , RARERKRE.

6. EMERAR

B FMAVEEHRSAE — M EBRMRERIEES NAT KEIWERH.
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SRR R

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
ESMEKT , %$F Route tables ( BEHEK ) -

EERFE FREHER,

FERBETFHERRERE , ARERFMEKE,

EEMHHE A 0.0.0.000, HEBFRHPEA NAT EZFIHEHF ID,

i%£#% Save changes (REEH )

2 T

BXERER  FSR BEKAE.
7. Wi BB NAT 32451

B3 NAT EPIH TR LBES R G , BRI UNHRLE FMHHXERE T LUEEH NAT K614
EE L2 RS BER G R BB,

F%
« BB 1 B NAT £hlLe4A

Nil
B

 ERAEFRFE NG
: Ping B T ICMP #y M1k
B4 5k

°
N
Q! A
AN %ﬁ AN
AW IN

Nl
B

HE 1 B NAT Kbl e4

WEAWREFRPHESIE NAT K6IKIE ping RE , BHRM—DRANKRFA ML ICMP R
B, EAV NAT RO RELLHRSER , EARM— ANV Hvh SSH RERBAE TN,

E# NAT £flR24A

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e
2. HESMBHEF |, & Security Groups ( Z£4 )

3. 1&EEE NAT ROIXBN TS AN EEE.

4. 7£ Inbound Rules (AFMN) &£ L | i%£$F Edit inbound rules (4% ASEFHLN)o
5

% Add rule, STTFEE | EBFAAE ICMP - IPv4, WTFR , FEEN , MALHNILEFH IP
HUSBEE, ERERFEHN,
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6. TEHWAMNETF L | EFHEHERN,

7. % Addrule, XTFEE | EEFE SSH, W TEWH , EFREEN , HEALHWTE FMAE IP thit
SEE.

8. &#E Addrule, JFTFRE | EEFA ICMP - IPv4, A Destination (B #ith) %1% Anywhere - IPv4
(EAALE - IPv4), EBRFHN,

SR 2 EREFHAHZ MK

HEENAE TP EHRM, BBV NAT SZHI#E1T SSH 151R] , HF BELAERRT NAT KA/
MHEZHAX

ERE T BN KB

BN LA T M4 3TFF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.

EERFERL , EEEHESH,

ERENE FM,

BE2mERBlo AT P ik,

RS PIN T 2A R FRBIEN NAT RIS AE MY IP it STE Y Avh SSH 1 8] LA K H ik

ICMP fi£.

6. EFEAT NAT EHIVHEEZEAN

o M 0N -

S 3 : Ping BA T ICMP KMk

ERIEREFRPRHNREG 2B AAER NAT £ 5EBRMNEE |, IH1E1T ping 8F
MERNFAE KB = BB WEE

1. EAR#ITEYL , BE SSH REHK , SUEZRT LT NAT EZHBEELH0RSER.

Linux and macOS
ssh-add key.pem

Windows

T & H %% Pageant ( MR EARZE )

{# /8 PuTTYgen ®iFE R4,
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B30 Pageant , BB HESE LK Pageant B#r ( ATRECERRE ) , HEBRRNBH, ERE
BIEH .ppk XH , WMAEB (WNRFE) , RABEERITF,

2. MAEMITEHLEEIEN NAT £46,

Linux and macOS
ssh -A ec2-user@nat-instance-public-ip-address

Windows

2R PUTTY EEZEM NAT K6l XTEOBRIE , BLAEEATRERR , REHHATE
DRIENLAERAMEZE,

3. £ NAT k4l | iE1T ping @5 , FEEZ A ICMP KM,

[ec2-user@ip-10-0-4-184]1% ping ietf.org

B INER NAT 2GR BN | FRITEREFWR TN TaE , AFHE Ctrl+C BUH ping
WH. B, Wik NAT XPIRBELNEFMP (HBAREETERMMXWER ) .

PING ietf.org (104.16.45.99) 56(84) bytes of data.

64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=1 ttl=33 time=7.88 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=2 ttl=33 time=8.09 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=3 ttl=33 time=7.97 ms

4. MIEH NAT 324 , RIS IP hibEREDNEFE F M A4,

[ec2-user@ip-10-0-4-184]1$% ssh ec2-user@private-server-private-ip-address

5. WEMAEA , BIIET ping B8 RN L ERE TEE BT EHR .

[ec2-user@ip-10-0-135-25]$ ping ietf.org

EWHAZNAEEHI A UET NAT EBIGRIERM |, TRIEEREWE T THE , ABE Ctrl
+C HUH ping .

PING ietf.org (104.16.45.99) 56(84) bytes of data.
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=1 ttl=33 time=8.76 ms
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64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=2 ttl=33 time=8.26 ms
64 bytes from 104.16.45.99 (104.16.45.99): icmp_seq=3 ttl=33 time=8.27 ms

R PERR
MRMFLE FFHPRIRS IR ping T AW , FEAUTSRRIITREHEE !

- WIEEXEAT ICMP WMIEHAIT T Ping 45, MBRNIT , BHRS BN LBRNERES,
BREH TN, EAGE DU EH NS S TRRE TR ping B9,

+ I NAT AR ARTAWRELEFRH AL ICVMP Hl. WRTAV , MAH NAT 4
TSk ML SEBIEEIR ping B9

. WIS NAT SPISF TR/BMBhE, BXESEL , WHH 6. 2ARERRS,

- WICERRETHOE, SXESER, W50 6 ENBEE,

SR’ 4 BB

MBELABEELEFNPONLRSES , FALEZIH  IREMABAINNE, BXEZEL | B
2@ (Amazon EC2 F#g8r) H#Y & 1E324,

MRETEBFE NAT X6, MAIMFELERHLLET  SHEERTIBRLAR, MRECIET - NAT
AMI, TR BATE B AT B 2T A NAT 32461,

BB NAT M1 NAT 3241
LUTBEESIH T NAT £ NAT Mt X 5l. RMNBWIEER NAT Mk , RAEIRETEFNE
AMMN%EE MAESEIEMENIEEESD,

&M NAT W NAT SE4i

AR SETH. SMNTHAXFE NAT X E A EERG 2 RN HERE,
RATREE. EFNMNTHXPEE -
NAT 5% BT B4R R4 T3 T AT A X

3 AL A @F EEl 100 Gbps, HUR T SRBIR B
43 B Amazon B, B FEEMHTEM4E HEERE , fIMEREENKAILZERGE
o MBBRERSEHT
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RAriEmE

B NAT W NAT SE4

P RE REZIELLUELIE NAT RE. it B Sk 1T NAT BV @A AMI,

%A FREURTEERN NAT RXHWBE, £ ZTHABURTEERAN NAT 2460 HE.
AU REET NAT WX &% HEE {5 A B LA B SE B B K /N,
=,

FERF BORM , SFEERERBGTHE, BRIEETUN TS EHERE LA SFISE

K AN,

NEIP  BIEREREM P i, 5208 NAT W 7 NAT SEHIGERzM P it E IP

o3k KRBk, Misib, SEBERT A OB IR IP i

W ESEFIRBRREHRAE IP M,

PEIP HEEOEMXBEIMNFNE IP #hiutssl HEEBEEFE , NFMI IP it SEE

i hk kR, Ao ESENFLAE IP ik,

Z44A BN Z A5 NAT MxBxBt, &  E&H NAT KR NAT =4l EHRR
LI Z4£A5 NAT MXBEHERR<E , LU XB, RS ALMBERE,
BHEAMMEBISRE,

P £% ERAMLE ACL 2= #l3t H IR NAT BIXFR E M % ACL #2415 H IR NAT SEHIFT

ACI— E%Mﬂlgsﬁaéo E%ME’JIJILEO

FEE FERRBEWRAE, FRARBEHRRE,

s A 3% X%, FHEENREBUAZFiKOEL,

X

R 2R TxF, AEE2KRSER.

%85

mER &EF NAT MK CloudWatch 36+, B ELHIH CloudWatch E¥R,

FR

BT IREREERT , NAT WxmE NAT BIXEn WREZER | NAT =4i@ NAT k4605

N MAEARRIRE RST HIEE |, i dkE AHNERFRLE FIN HIES |, UxAER,

1TER (ETKIE FIN BIED).
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B NAT W NAT SE4
IP 9B XiEFH Ak UDP iy IP 2 BREIES, *iEEH UDP, TCP # ICMP X IP
P ERBIED,

%3 TCP M ICMP thHiX B 0 ER . SHIBR
XTI o BREIEE

M NAT EHEFB R NAT Fx

MBEEEOEMER NAT 26, RNBICFTERA NAT Fx, B LEEN NAT ESFIFRENR —FW
eI —N NAT W% |, RAENEARPIERIZ NAT 24NN ERAERNIEREIZ NAT MKXWEEH,
EN NAT B A NAT SZAIHBIFT AR E — M IP k| BAZERRRRIZEM IP ik 5 NAT 32
B9 BX , ARETERIER NAT MRrH R iZibit 51Z NAT o< xBk,

WRIEFEE M NAT SEHIE RN NAT X |, 50E |, ARMEREEME IP sk 5 NAT KAIRYRER , AR
BEHAEZEHLPH , SAEMEL. FRREBKBEMRBES (BB NAT SEHIRMEMN H At
£55 ) EHEZET,

R IP #h3t RBRE] VPC RV RFIR

M P At RE(TEH NI ENSI DR RITES, 20F IPv4 thit, tEIhEEFBI T84 IP thut
5 Amazon IkFHREEEIFE = ( VPC ) ABVEATSEHI =k M &3 O KRB, SR A5 M P stk
REBFZHEE , NELET SN EMIREHNEE MM,

S IP M —TIEEMR B REERMEHHE, MRKFIHIMSATHHEFEEER , N FxERAy=
1P #h it ERTARSE] VPC RS — K6, hARRMEBEEAIBRNARFNRSEF —SATE
MaBRR , NTTRARE B EIESE , RE AP ER,

teS , M IP Mt N EEM AR A RNREMT REN., EAUREFTEURES AXKIEUEREK
Xt , NTRFEFH AL SZSERERESISETEMNE, XFHLE P BIMNFIA S EILE
BEBEN M ENFER, ¥ REMIRBUKRSIGIHAIRNE  RZHS IP 2 EHRS,

BRT AT G A MER | 3 IP b A A AEE T =N B RVIRERRS. EERENIRS ( Him
DNS igZZpH AEHN ) LLE Amazon TENNARFBEEN , XUERER. BYXBEXKALE IP
ot | WAL ECWBNEEERNARER , R T EREXRSIHERIY B EHAILEI A,

A

o SR P HhutEL S FA N
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« JTAGERSEME IP #hit

S 1P 3y B A AL

EEARMY IP it , BLAEREIENEENKSREH RE , EALLREES VPC F YR
REEOXREK, #MY P #ibFREFESEEENAmazonKF VRS , EESHBRERE.

MM Pt RNEEON—NEYE. BULLESEFRMINEBEFHNMEED | s P it 5iZE5)
RECER, M4 IP it EMEEOXBMAREZEXRFXBENEBET , RE—% NS
BEONMEBRMN—INEFIBRES 1. BXEZEL , i55H (Amazon EC2 AF{ER) HRYEM
MEEO,

BUFHNER

o« S IP Ha—IRNAE— RO — R O KBk
o SETBUREEE IP st A — N RAISMBEOE B R S — P RAI IR LD,

o MRFFEM IP it SXFNEENEZZOXEK , IRELSFEYFLE IPv4 itk ( IRE ) B
BANE P thhbsth, MBREUHCEBGEM IP it |, MERKFEIE/LOHANETERNEZEODE —NFH
H/AF IPv4 ok, MNRBOEEGIMIM—NINEED |, R EAHLER.

- BRZRGEE S NEM P ik, AFBTEXLEMIE |, BAIUER NAT 8%, BXEZER
FSH EA NAT RBEET ERMIE MM S,

- TX#F IPv6 Y P thiik,

« BAILAESEAT VPC B3 IP bR iNiRE, TF , TXEREDTERE, MREREEME
IP it , MEFXME.

o MLELAFME ACL RFRBEIR IP it A RER , BAILUM Internet 15 BI38% IP ik, M VPC
AEBREIE] Internet WEIEFREZTEEEMNMK, BXEZELR , FSEAZEEHNMMNE ACL,

o BATLASTEME IP #uut AU TE—IEIN :
« ik Amazon I3 M IP b, &R | BATLUGEM IP it S LD RARXE, XER
{1i@% CIDR BRI E, IREMEKLFEALE CIDR REEHIRILA,
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o MRFTIRZMEM P it RE ENI KBk, REESFLHNRR (MBS EC2 K461 ) X
BR , Mzt b4 0 =R IPv4 bk, @A LUBEEFEEAZEE > PubliclPv4ldleAddress ( /)
Bt ) 7 Cost Explorer F&EE 5ZEH IPv4 ih ik AR BY B Ao

A Cost Explorer WEZE 8 , H5@ (Amazon Biling B F#E8) F M H Amazon Cost
Explorer 241 % .

M P b R XIEMH ., BXEA Global Accelerator BB IP it EZE LR |, 55 Amazon
Global Accelerator F X A RIEEFTMEHA S FHERS IP it m A2 XEEERAS IP i,

BXREME IP Ut ENNEZEE |, 55 Amazon VPC ENTHRIAE IPv4 i,

FFia{E AN 1P it
LTFETEENBUOMFFHREREM P ik,

()

« 1. D FEsEM IP Mt

o 2. KERFEM P Mt

o 3. fREREEME IP Hhhk Y <EX
o 4. R IP Mt

« 5. B IP Mt

« 6. RS M IP it

. BETER

1. D ECEE P ek
EEARMY P it | BBADE —DEM P it E VPC REM.

FroREATEM 1P it 295


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.amazonaws.cn/cost-management/latest/userguide/ce-what-is.html
https://docs.amazonaws.cn/cost-management/latest/userguide/ce-what-is.html
https://docs.amazonaws.cn/global-accelerator/latest/dg/about-accelerators.eip-accelerator.html
https://www.amazonaws.cn/vpc/pricing/

Amazon Virtual Private Cloud AriEE

o ELEE IP ek

1. BH https://console.aws.amazon.com/vpc/ TF Amazon VPC 2% &,
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aws ec2 allocate-address --domain vpc --address 203.0.113.3

B LAER ST APl T B 0 FIRAVESS . AXSTITRENESFERUKRTH API BE895]

&, BESE FH Amazon VPC,
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+ accept-address-transfer (Amazon CLI)

» Approve-EC2AddressTransfer (Amazon Tools for Windows PowerShell)

o ELEE IP Hrdk

+ allocate-address (Amazon CLI)
* New-EC2Address (Amazon Tools for Windows PowerShell)

T IP kB SEPIE M 454 A RBRER

» associate-address (Amazon CLI)

* Register-EC2Address (Amazon Tools for Windows PowerShell)

RN P R

» describe-address-transfers (Amazon CLI)

* Get-EC2AddressTransfer (Amazon Tools for Windows PowerShell)
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+ disable-address-transfer (Amazon CLI)

» Disable-EC2AddressTransfer (Amazon Tools for Windows PowerShell)
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» disassociate-address (Amazon CLI)

» Unregister-EC2Address (Amazon Tools for Windows PowerShell)
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» enable-address-transfer (Amazon CLI)

» Enable-EC2AddressTransfer (Amazon Tools for Windows PowerShell)
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 release-address (Amazon CLI)

* Remove-EC2Address (Amazon Tools for Windows PowerShell)
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+ create-tags ( Amazon CLI )
+ New-EC2Tag ( Amazon Tools for Windows PowerShell )
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 describe-addresses (Amazon CLI)

» Get-EC2Address (Amazon Tools for Windows PowerShell)
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Reachability Analyzer

FEAIEAK T ERS MR VPC FRNRRZ RN MEEE, EERRREMERERE ,
WMEB AL REIEIX LRI |, N Reachability Analyzer &4 B %X L2 7% R 8] 49 BB L BR R 09 Z b i¥ 44
BE , MRFTEFE , NEWESHTEEENESEY. BEXESZER , BSH Reachability
Analyzer,

P 4% 175 (8] 23 4 25

O] LAGEF K15 R 2 T8 5R 7 BN RIR MK IH R, X AR BEBEENEZRRR S HEEMN
it |, URIEAZHNERFESRENSAMER, EXEZELE , BSRMEIHR 5 e
CloudTrail B#&

Amazon CloudTrail i23% Amazon VPC §9 API @A , i :

o BT TR APIEA ( tbantlE2s 8 VPC BIR 2 EMRE )
- BAKR IP thut

- WAAX
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.amazonaws.cn/vpc/latest/ipam/
https://docs.amazonaws.cn/vpc/latest/ipam/
https://docs.amazonaws.cn/vpc/latest/mirroring/
https://docs.amazonaws.cn/vpc/latest/reachability/
https://docs.amazonaws.cn/vpc/latest/reachability/
https://docs.amazonaws.cn/vpc/latest/network-access-analyzer/
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o 1 A At [E]

N CreateVpc, DeleteVpc M CreateDefaultVpc RERIET RN EE, XERSTEESRE
Frel28 VPC MXBINEIR ( MEAERRIAEBRMMXRIMIALEH ) .

BXREBEER |, #H2H (Amazon EC2 AAF#ERM) HHIEHA Amazon CloudTrail id5% Amazon EC2
APl A,

FH VPC AAEXIEE IP RE

FA VPC RBFIXTTEE , BRI UHREXZANMEEEH VPC FREEON IP RENER. RAE
EBEAEMBLLTAE | Amazon CloudWatch Logs. Amazon S3 5, Amazon Data Firehose. ftiF
HM &R EREKREE CloudWatch Logs 5 S3 FBiri BBl E& MR ERRMHNITHE. IRRA
FE, BUNERENAEYL. FEBIEHERPRENEFERAFILR,

T AE AR E SIS, Fl

N

- UHIE TR LEERN
o WBEKBERHINRE

- BMEAEMKED EBRMREN S @

REASBRENREETENERERE 2 ALF2XRMNEELEHIER, S0 02 HMERR B
&, MAXS &M EEE R,

(® Note

AT RViL VPC Wi BT, BXRRAE 6 I AWPEMKRESHES , §5H (Amazon
VPC FEMXAHFIEM) FHERAPEMXRASIERMERE.

RN

- FRAEERID
mBEFIEE

it B F 1L FRR A
- R AXRE

- EM
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/monitor-with-cloudtrail.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/monitor-with-cloudtrail.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-flow-logs.html
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- ERARBEE

7% B & & F) CloudWatch Logs

i B S & % Amazon S3

7 B % %4 F) Amazon Data Firehose

£ Amazon Athena Eifjiii A&

VPC 7 A RS ERE

i B EE A AR

ERIBLA VPC, FREMEZZEOGIERAE. MRENFHH VPC IBRRAE , WeEMRZFME
VPC Ry MM D,

FHREMEEZEONRATHFICRAIRAFTILR , XERAEEH , AR ZRENFTERAK. BEXE
%15;.» , ﬁ?lﬁ'—.l IJHIHIIL\-LEiO

EOERBE , FIEE

Ejj Eﬁ'ﬁi AIL H oN ﬁﬂ?\
- EWRNMENRE (EZINRE, ELHREIAERE
- BESEERAEZHELAINE R

EUT RGP, BOUB—MNRAE , ATHRBEFRNAENEC2 RANNEZIZONCEZTRE , H
i B RidF &M E Amazon S3 ﬁﬁ%ﬁo
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RAriEmE

! Amazon Web Services

F Region

TTTTI
ECZ2 instance Flow log

Private subnet

LI
EC2 instance

Amazon
53 bucket

HUT RO RESSBRTFHANAERE , FHR
e SRR T MR AEMEZONRE,

H&EIExX &% E Amazon CloudWatch Logs.

B EER &R
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Fegion

—

LI
EC2 instance

] :

@l Frivate subnet " ;

. Flow log : CloudWatch
. ' Logs

HERBEE  FE/LDHRTRBELRFEHRBIBERBIEEBIR. RASFLNEHMEEOMHIR
X BEER. BXESEE , E5H 2. fIERHEZE

MEERNFANR VPC AIBRAERE , BEFRHBBE T4, WREMZEODERERE , BIR
SAFMEFEOCE—NBER ( XTF CloudWatch Logs ) 5 B EXHFT R ( 3 F Amazon S3 ) o

O LAV E At Amazon BIZMWRKEAORIERBE , Hl -

» Elastic Load Balancing

Amazon RDS

Amazon ElastiCache

Amazon Redshift

Amazon WorkSpaces
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« NAT ®%
o HER X

TiEMEEORF AR | EBHAFEH Amazon EC2 # 4] &= Amazon EC2 APl AMEEOIE B

/CAo

BERFRENATRES. SMEBLELELHN —MEN—NAHEE. HFEAURBERERA
&, BlmE B SR EE,

WMREFBREENMRAE , THEMER. BERRESSEATRNRB SRS , RibHFBEERKR
WEHR B RIL R, BERR B ST 2B EBREFMIARR B SHE. BERRBEE , ETCREMNE 89
hEEBR. BXEZER , H3H 4. BIERREE.

B EIE R

RAFRBZRRREN VPC FHIRER. BRIABAT , BRIEFHRERSHBEERE ( X AHIRE
0 ) AREMNMLE Internet Y (IP) RER ( HEANWEED 5 TAXREM ) .

BRIEXBR—INZENE , FERAZKIR, 1EXaE IP RNTRAHNE , 2fFR. BB
LR AR, BALNRASEREARIAER , A BUEE B E SR,

H33x

- REWNEIEFE
- BRIAER

- BEMAERN
- ARFE

REntEEkE

RENAHRBRTHEREERHARSIRATLEZHINRBER, RANERT , FARESHEBERFEN 10
. SRS  BUNEREERA 1 7HNRENERER. ZARSHBEBEN 1 254808
BEN AN, ERAREHEERBH 10 7HHREEK.

HREEOMMNEIET Nitro FIEHIRt |, TIRIEENRAREREEBAZS  REtEBEREBATE
&1 o5,

ERENBEBEABREER , FETNRERGEHEHFHE LM E CloudWatch Logs =
Amazon S3, FRAERFBEEEKRN 5 28N B H1&IEE CloudWatch Logs , TE XY 10 25 F
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https://docs.amazonaws.cn/ec2/latest/instancetypes/ec2-nitro-instances.html
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BEAEEE Amazon S3, BR , BEXNERTHASE L , BM B E AR B M A R et iE 2
=

AMINER

ERAMIAMER , REZRLEREZITAFERPETNIAFZEREN 2 7R, BEEBELHELIRINE
X BERREMFZERITRAFERTE , BEEBEERK.

BE XN

ERABEENER , BAMEERASCRPEEWEFRARRABRIAT . XEETUREEEFER
HEBREE  ABMEXNFR, FAAENER BB MNRBRIR B SRS ERSSMEN 2
iz, BUUEEARHRENTRARESFER , BE4AEDEE—T.

JRFR

THRERTXRASERARANAEFR, RAFIRTEERSIATZERE VPC it BEMRA . M
XNIFEMEMRAE 2 ZR , SEMNEREPHIANIRFEE,

FR BEBE XM E Amazon S3 B , FERWHIBXREGERTHRAEZER. WRERX A, NFT
BEFBRHEEETN STRING, MREHXHF Parquet , BZRFERBFELRER,

MREANZRFAEATHEEZTERERS , WiERNZFEER-—NM"FHE5, TEERBBBEBERX
MTHEFREEAZHNELE , EMNNETERRAITHER.

FE iR KR A
version VPC R BERAR, MREFERAERIAER , MRAR 2, MREFEAHE 2

EXHER , MRAREEFZRFHRERAE. Hl, WRERIFERA
2HEEEFER , MRAN 2, MREERE 2, 3 M4 PEEFRA
&, WARAR 4,

Parquet Zi#EE A : INT_32

account-id NERERFZFHRENEMEZZONTEEENAMazonIKF ID, MRIZME 2
O /A Amazon BRE8IZ |, HlENE LI VPC ik S S M E 7 15 #28
el , N[iERP AL E RIEFERMNESRN unknown,

Parquet Zi#E3K 8 : STRING
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RAriEmE

FE

interface-id

srcaddr

dstaddr

srcport

dstport

protocol

packets

bytes

DU

HREFABOMAEOM Do T RBBFA KIS NAT BT
B, HEE—URS,

Parquet ##E3KE : STRING

NFEARE , I=”RAEXREN IP bit, W FEERE , XRKIE
RENMEZZONIE IPv4 ikl IPv6 ik, X FRE X NAT
MXEHRE , XS pkt-srcaddr FHEREHNEHIBEILIR IP ib

ik, BiEZ R pkt-srcaddr,

Parquet Z{#E3K 8 : STRING

fEHREN BFribit , EMEEO LEAARENMEEOD IPv4 5
IPv6 #tbiit, MEEEOH IPv4 kiR R EFE IPv4 thsit, X F3K
B X NAT MxBEARE , X2 5 pkt-dstaddr FHEH TSR
S B#R IP ik, 5155 Hpkt-dstaddr,

Parquet Z{#E3 8 : STRING
TERRE D,

Parquet Zi#E3EH : INT_32
RENBRKD,

Parquet Zx#E3E A : INT_32

St

B IANA thilRB. BREZEE , BSRIBEH Internet TH1L

o

3
Il

din- Jn

-1

Parquet Z{#E3 8 | INT_32
ERFERNBEINRE.
Parquet Z{#E3EH : INT_64
TE 57 P A% Y 5 B

Parquet {133 H : INT_64

JIES

mAEEIER

314


http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
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RAriEmE

FE

start

end

action

log-status

iR

B

ER H‘IIETJIEHBHP\] BEWORAY S — N IR ZRIRSE (B Unix B &
), XARREMEZEQ LEHRRIBEITZERS 60 V.

Parquet #(#E3EH : INT_64

EREFHEERA , BRORNRE — N EESHEE (B Unix B
Biy), SARREMSZED LARIKRIIBEIRRS 60 B,

Parquet Zi#EEE : INT_64
EREXKIERE

« ACCEPT — REB#ES,

« REJECT — REECHKIEL, filin , TLHHME ACL SRR
B R EaEEEXAZFRR,

Parquet Z{#E3£ 8 : STRING
A AEN BEICFKIRE

« OK- BB EHICFKEEE B #ro
- NODATA - RERtH B RA&E & ASifE HMREEOHNER

Eo

* SKIPDATA - ER & RtRIERABE T — LR A KiLRK. XAEER
BT AHBEERHHATEIR,

ER AR EE FEW_I EaBN —LRAXRERK (BSHEAATFERAF
# log-status ) » X ABEEENFEMNZP Amazon & £ R &=k 3
Bix. WRFEHA Amazon Cost Explorer €& VPC B &% , 3
BERBERSFEIEREABS T %R EZE , Il Amazon Cost
Explorer iR &R AEHE LS T Amazon VPC RHmHIFR A&
BE,

Parquet Z{#E3£ 8 : STRING

JIES
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RAriEmE

FE

vpc-id

subnet-id

instance-id

HiR S
DELERERENMNEEOMN VPC 1 ID. 3
Parquet Z{#E3£ 8 : STRING

BEREFERENMEEONFRE ID. N FXRERXE NATHX 3
HRE , FRE NS,

Parquet Z{#E3K 8 : STRING

SERFERENMLEORBKNZFH ID ( INREHIHEFT 3
), WFEFERAEEHNMEED | RE“FFS , Fla0 , NAT Fx
KM EEOQ,

Parquet Z{#E3 8 : STRING

mAEEIER
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/requester-managed-eni.html
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RAriEmE

FE

tcp-flags

type

DU

LR TCP HrEM M #IB1E :
* FIN—1

SYN —2

RST — 4
SYN-ACK - 18

MBRIEFZFOIRE , W TCP #5E&EN 0, fltn , BT tep-flags
FEXFIEF ACK I PSH #7& , A EEXERZ X IFIRENRE
iﬂiﬁ—arﬁktcp flags fEN 0, BER , RFXEFNREMTE XFR
&, BRI REZ IR ENE, fln, IR ACK 2 SYN-ACK By

—&5 , Maiks 18, ME , MREH| SYN+ECE XHMIZR , H
F SYN BXEHWHE , T ECE T2 , L TCPIZEEN 2, R
HTERERGEEHELRELETEHE , WER, MRKREKIE
Fr& , W TCP #rEE R 0,

EREEEMEAR , TCP HREA AR OR-edo X FEIERE |, IRE
MEERBFICEMHEBMNTEIRE , #lin , 3FF SYN-ACK F FIN
M 19, IEXF SYN # FIN B9 3, BX Tl , 155 TCP irEfF
5,

BX TCP IxEMN—MELR ( Hl70 FIN, SYN fl ACK EIRENE
X)) , S Wikipedia LB TCP 2 Ex 443,

Parquet Z(#E3EH : INT_32

FEHRA, AALMEDIE : IPv4 | IPv6 |EFA. BXESIEL | &
2 Elastic Fabric Adapter,

Parquet Z{#E3£ 8 : STRING

JIES
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https://en.wikipedia.org/wiki/Transmission_Control_Protocol#TCP_segment_structure
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/efa.html
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RAriEmE

FE

pkt-srcaddr

pkt-dstaddr

region

az-id

sublocation-type

sublocation-id

DU

RENBESR (R ) R IP i, FtFERE srcaddr & —
EBEA, ATXSRERLWHDEE IP thit SREMN RHIFR IP i
b, a0, HREFREZL NAT MR EZOR , HEZH Amazon
EKS A Pod B9 IP #riit R [E] F121T Pod BYSEHIT SR LEEE DO IP ib
et ( BF VPC RHEE ) o

Parquet Z{#E3£ 8 : STRING

RENBIESRS (RHE ) BAR IP i, FitFERE dstaddr &
B—EFEH K ATX2RERLHFEEN IP it SRENRL
BAR IP #usit, B0, HREREL NAT MM ERZOR |, &Y
Amazon EKS A Pod #y IP #h it R & Fi=1T Pod KYSEHIT SIEI M4
0 IP ket ( AF VPC FHBEE ) -

Parquet Z{#E3K 8 : STRING
SEIEREREN M EOMN X,
Parquet Z{#E3£ 8 : STRING

FELRXERENNEEOAWTHXHN ID, MBREXRE FIE ,
NEFL2MNFERE RS,

Parquet Z{1#E3E 8 : STRING

sublocation-id FERHIREIN FAERE : AJENESIE KK |8
| Ay BX, IRREFRKEFNUE , MiERKRL2WNEFERE
’-F - ﬁ’?o

Parquet Zi1#E3£ 8 : STRING

BEILEHERENMEZEON FALEN ID. IRFAEFTRRXRE FX
B, MieZRaeaNtFBRER TS,

Parquet Z{#E3£ 8 : STRING

JIES
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https://www.amazonaws.cn/wavelength/
https://docs.amazonaws.cn/outposts/latest/userguide/
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#concepts-local-zones
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RAriEmE

FE

pkt-src-aws-
service

pkt-dst-aws-
service

flow-direction

DU

pkt-srcaddr FEHY IP ST E FEMNAR ( WRIR IP it
BATFAmazonfRs ) . MRIR IP it EFTEESEE |, N pkt-
src-aws-service X E REA —4 Amazon JRFS KB, AIEER
{E2$E : AMAZON | AMAZON_APPFLOW | AMAZON_CONNECT

| API_GATEWAY | AURORA_DSQL | CHIME_MEETINGS

| CHIME_VOICECONNECTOR | CLOUDS | CLOUDFRONT |
CLOUDFRONT_ORIGIN_FACING | CODEBUILD |DYNAMODB
| EBS | EC2 | EC2_INSTANCE_CONNECT | GLOBALACC
ELERATOR | IVS_LOW_LATENCY |IVS_REALTIME |
KINESIS_VIDEO_STREAMS |MEDIA_PACKAGE_V2 |ROUTE53
| ROUTE53_HEALTHCHECKS | ROUTE53_HEALTHCHEC
KS_PUBLISHING |ROUTE53_RESOLVER |S3 | WORKSPACE
S_GATEWAYS

Parquet #{#E3£ 8 : STRING

pkt-dstaddr FEXHY IP s utSEE FEMN B ( R B4R IP it AT
AmazonfR% ) . BXAIBEMNERNSIR , ESH pkt-src-aws-service
FE,

Parquet Z{#E3K 8 : STRING

HEXTHRABRENEOMS KOS M. ATEERNESEE : ingress |

egress,

Parquet Z{#E3£ 8 : STRING

mAEEIER
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RAriEmE

FE

traffic-path

ecs-cluster-arn

ecs-cluster-name

ecs-container-
instance-arn

1N

FHREFEENHNEE, EHERBERENEZHRE , BRE

flow-direction FBt, FIRERVEIM TR, MEZEEMAEEA , Wix

FERFIZERN -o

« 1 —EEE— VPC % —1NRIR , B Amazon EERYM
A= Outpost Z< ih %

« 2— BYEBRMMXHEMX VPC ik

« 3—BEEBFAEMX

- 4 —BYXEA VPC N EFiEHE

- 5 —BIEXEHE VPC X EiEHE

« 6 — B A XIFE Wavelength X5

« 7—BEMx VPC im K ({XPRE T Nitroc BI3=H1 )

- 8 —BIYHEBKMMX (XBRET Nitro KIKHI )

Parquet Z(#E3 8 : INT_32

MRRERB EEEITH ECS £55 , I8 ECS £##H Amazon #
BB (ARN) . ERITRFET ST , BEEFHH ecs:ListC
lusters B BR

Parquet Z{#E3K 8 : STRING

MBHRERBEEIZITH ECS E5 , NN ECS £FN B, B
TRFPIZERFE , BFEEFHA ecs:ListClusters B PR,
Parquet Z{#E3 8 : STRING

WMEREXREB EC2 Ef| LIEFEZITHY ECS £5 , A ECS Bes
SEHIH9 ARN, MNRAERMIEFE Amazon Fargate , Ntk FE&
Fh, BEREITEPIEUFER , BEEHA ecs:ListClusters #l
ecs:ListContainerinstances FIf PR,

Parquet Z{#E3£ 8 : STRING

JIES
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FE iR TS
ecs-container- MERERB EC2 24| LIEEZ1TH ECS £55 , s ECS BREgx= 7
instance-id BIlE) ID, MRERABERMESF R Amazon Fargate , ML FZERFF R

EEITRHPEIEUFER , BEEFH ecs:ListClusters # ecs:ListC
ontainerinstances B EE.
Parquet Z{#E3£ 8 : STRING

ecs-container-id MR FRERBIEEIZITH ECS £5% , M AEFH Docker =1THY 7
ID, IR ECS FFHFE—NHZ/N B, XFRE—NAEN
docker Z1THY ID. EFEITHEPITETFE , BFEEEMA ecs:ListC
lusters B BR
Parquet Z{#E3K 8 : STRING

ecs-second- MEREXRBIEFEIZITH ECS F5 , MR AZ[H Docker =17 7
container-id ID, IR ECS EFEHEZNAEE , XFRE-INAEH Docker 1=

T8 ID. EEITHHREIERFE , BEZEFH ecs:ListClusters BI

PR

Parquet Z{#E3 8 : STRING
ecs-service- MEREXRBIEFEZITH ECS £5% , HH ECS £%H ECS Rk 7
name ER5 , MR ECS lRFZMEFH. MR ECS 5T 2H ECS kS

BHH , NEFEFER, BEREITRFIELHFER , REEFH
ecs:ListClusters # ecs:ListServices FITX R,
Parquet Z{#E3£ 8 : STRING

ecs-task-definitio  MMRREK B EFEIZEITHI ECS 15 , NN ECS EFE XK ARN, 7
n-arn ERITRPaSLFER , BFEFA ecs:ListClusters f ecs:ListT
askDefinitions YR
Parquet Z{#E3E 8 : STRING

ecs-task-arn MEREXRBIERZITH ECS F5 , WA ECS F58 ARN, BEE 7
TRFIEHFER , BEERAA ecs:ListClusters H ecs:ListTasks
B BR o

Parquet Z{#E3£ 8 : STRING
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RAriEmE

FE

ecs-task-id

reject-reason

resource-id

DU

MRREXRB EEEZITH ECS 5 , MK ECS F5M ID. EFET
HhESttFE , EEFMA ecs:ListClusters M ecs:ListTasks Y
R,

Parquet Z{#E3£ 8 : STRING

MEHELNRE, ATEERE : BPA, EC, X TEMAHEMIELR
R’ RE",

« BPA: X VPC B HIFRMNR (BPA) WEZEER | S
1 Rk VPC 7MY H 15 B R .

- EC: HFMEZEFHNWER , ZREFH VPC imRifd, Hx
VPC INZZBHNEZEE |, BSHEFIRITEH S VPC %,

Parquet Z{#E3K 8 : STRING

BEIEFERENMEEONXE NAT WXH ID. X FARXBKIE
MXE NAT MXHRE | FEE—NM"fF5, AxXE NAT RxHy
BEZEE , BZREAXE NAT MXXIM B Z A AXY R,

Parquet Z{#E3£ 8 : STRING

JIES
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JIES

=

FE 1

encryption-status  ZREMNMEZRE, X VPC MEEFNEZFS , wSHESHM 10
TEmT VPC %, AIEEM{ESETE

0 : RiNE,
1 : nitro i1, H Nitro REEH N,
2 NARRFNE, XUATEREANNAERFNE
- ENIKSEN TCP %A 443 Fi @ Amazon RS FHE*
« MximRBEE TCP im0 443 BRE*
- B VPC im KR MEMN% Redshift BRI RE
3 : nitro MENMNRAREFINE

MRKFH VPC INZZHIH FlowLog T3EIREVRA |, MIE R,

(® Note

* X FEO RS MM KIES , Amazon TR BRI IR
HWEMZRS , MEAKATHREMBRSHED,

* X FHEER Amazon HE R iR , Amazon BIFERSFE E
R TLS ERKHEMBRS.

Parquet Z(#E3EH : INT_32

B EIEF R
UTRERBEEREROMRBAERIEFZHARH,
ﬁ;& IIL H IU\lai*ﬁ'itE’g'sz%\ Iﬂ /Jlb El /._,\IE'.%O ﬁ;& ﬁuﬂﬁﬂﬁum /LJ\E,J1I=I TN iﬁ%lﬁl ﬁiﬁﬁ 5ﬁ El /:i:L\J\O

E

- ESMAELNRE

- EHRENINITR

- RLERM% ACL AN
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- IPv6 Hi

« TCP #r& 75

- BETAX NAT MXHRE
- B XE NAT MXHRE

- BIPEMNIHRE

- RSB, RERENRE

BEXNNELNRE
KT R BB RH R

T, RVFM IP tb3ik 172.31.16.139 B EBFE IP #hath 172.31.16.21 M ZEO K SSH RE
( B#riwmO 22, TCP i ) , H A 123456789010 H#Y ID eni-1235b8ca123456789,

2 123456789010 eni-1235b8cal23456789 172.31.16.139 172.31.16.21 20641 22 6 20 4249
1418530010 1418530070 ACCEPT OK

T RBIF | FELIE@KS 123456789010 FRYM 4D eni-1235b8ca123456789 #Y RDP it & ( B
Frim H 3389 , TCP MY )

2 123456789010 eni-1235b8cal23456789 172.31.9.69 172.31.9.12 49761 3389 6 20 4249
1418530010 1418530070 REJECT OK

TR MBI /Y 12 %
J’/{TIEgﬁ-L}\/)IL /u\lﬂ%ﬂlj /-.r\ﬁj

FELRGI | REEE B R RIEREMHSE.

2 123456789010 eni-1235b8cal23456789 - - - - - - - 1431280876 1431280934 - NODATA

HTFESAHAE , VPC R B EERESHEEREIRE T EBRE B EHERSBT IR, £MNTH
18RRI AR /RER & B[] [B] e A 8] R 4% 432 O R38RV 2 Nk

2 123456789010 eni-111111113aaaaaaaa - - - - - - - 1431280876 1431280934 - SKIPDATA
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(@ Note
EREREIRIFEATRESHEE —ERAFTILE (BSHEITAFEPW log-status ) » XAEER
H R FEEREB Amazon BEPREIH A PEEiR. MERFEH Amazon Cost Explorer & VPC i H
EBRA, HEERBERARBEEBANE T LR AL , Il Amazon Cost Explorer A3k &
AR BEHESL ST Amazon VPC XM B ERE,

ZRAMMEE ACL A

MREEFER JILH/:FI.:\;E.L//\H"J:[ SFEEIITTREMNZEAMNIME ACL M | FHFEEXLF IR
A, TLARERAN — XERENFAAFRENTR EAE AN , IFEZS2APHNANTRFH
;Eilﬂlﬂzo MR, g ACL ;E?ZH(,._.\EI’J RIS AFREN N EEZBFME ACL #N,

Blan , BMNRHBEITEN (1P #ukR 203.0.113.12 ) XN EBEYSEH] ( WEZEOWFE IP ik
172.31.16.139 ) £/ ping ®F. BHRSEAEAN AW ICMP RE | BHEMNT ALEF ICMP 7
B, ATZ24ERBREW , Ju‘FM!@E’Ja—VﬂJ"ﬂf N ping. I ACL AT AL ICMP RE , ER AR
TrHiE ICMP RE2. HHTFML ACL RFTRESH , WAL Ping FEEFR , Téﬁi"ﬂﬁ%ﬁﬂiﬂﬂ’h‘l‘ﬁmo
ERIARBE , bwﬂ'\jgﬁjl\umﬂm,\lai :

- W& ACL MZHEA Y (KL o] BEE/IEH]) B9 % #2 ping B ACCEPT i2%o
« P4 ACL 3E4 MR ping B9 REJECT iE%o

2 123456789010 eni-1235b8cal23456789 203.0.113.12 172.31.16.139 0 0 1 4 336 1432917027
1432917142 ACCEPT OK

2 123456789010 eni-1235b8cal23456789 172.31.16.139 203.0.113.12 0 @ 1 4 336 1432917094
1432917142 REJECT OK

MREBHMLE ACL AP ICMP RE , RAELE RPN ACCEPT g% (—/MX & ping , —
HX MR ping)o MRBHZSHAIELH AL ICMP RE , RAELER— REJECT iE3% .jJ/JII,E%
WER B,

IPv6 i &

AT 2RIAGE B S 1E R R Bl EELRAIHR , RYFM IPV6 it
2001:db8:1234:a100:8d6e:3477:df66:f105 MK~ 123456789010 H Ky M 4% O
eni-1235b8ca123456789 1y SSH & (#wH 22)
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2 123456789010 eni-1235b8cal23456789 2001:db8:1234:23100:8d6e:3477:df66:1f105
2001:db8:1234:2102:3304:8879:34cf:4071 34892 22 6 54 8855 1477913708 1477913820 ACCEPT
0K

TCP & F 5

A2 RBTHIRFHERT 5 7R B E SR B ENRE

version vpc-id subnet-id instance-id interface-id account-id type srcaddr dstaddr
srcport dstport pkt-srcaddr pkt-dstaddr protocol bytes packets start end action tcp-
flags log-status

$ﬁﬁ%¢%&&%%?&¢$ AR BEFRNEIHRE—NE, TCPIREU&EBEREN ST |, Hl
m, BaEENRSES.

@ Note
BX tep-flags IRIM EZEEMEBA TCP HrEM A , SR A A FK.

FEUTER (ML 7:47:55 FF 1R |, BBk L 7:48:53 43R ) #F , 1217 WO 5001 LN EFIREZ TH
ANERFSBWEE, REBNEFHENFNTERD (43416 F 43418 ) WEFA SYN #5& (2)o
NFEAN SYN , EX RO MRS EREE P AL — SYN-ACK (18).

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l12345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43416 5001
52.213.180.42 10.0.0.62 6 568 8 1566848875 1566848933 ACCEPT 2 0K

3 vpc-abcdefab@12345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43416 10.0.0.62
52.213.180.42 6 376 7 1566848875 1566848933 ACCEPT 18 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l12345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43418 5001
52.213.180.42 10.0.0.62 6 100701 70 1566848875 1566848933 ACCEPT 2 0K

3 vpc-abcdefab@12345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43418 10.0.0.62
52.213.180.42 6 632 12 1566848875 1566848933 ACCEPT 18 OK

EE-ANREMBERRT , E—NREABBRINESZZ —IEXA, RSB|EIRD 43418 LHEEEXR
% FIN 5738 (1) BB P iR, FFiRfEiwDO 43418 £Xi% FIN EIfRS 2R,
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3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43418 10.0.0.62
52.213.180.42 6 63388 1219 1566848933 1566849113 ACCEPT 1 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43418 5001
52.213.180.42 10.0.0.62 6 23294588 15774 1566848933 1566849113 ACCEPT 1 OK

NFEENREFBEFBHRITAMANEEE (Hlw, ¥ ) , X TFATHEHRBARNRER , &5
MESRBFLCFKMEENITLERE, EATRAF | EEEHRHR H‘J‘Iﬂlﬁjﬁmqﬂﬁiﬂy‘uﬁko rEE—
7, TCP BEERN 3, FRFENEFIRKIEDIRS /A SYN # FIN JHE. E£E =17, TCP fr&E
719, FRTFANERSBREEEEFF IR SYN-ACK # FIN 5 &

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l12345678 i-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 52.213.180.42 10.0.0.62 43638 5001
52.213.180.42 10.0.0.62 6 1260 17 1566933133 1566933193 ACCEPT 3 OK

3 vpc-abcdefab012345678 subnet-aaaaaaaa®l2345678 i1-01234567890123456
eni-1235b8cal23456789 123456789010 IPv4 10.0.0.62 52.213.180.42 5001 43638 10.0.0.62
52.213.180.42 6 967 14 1566933133 1566933193 ACCEPT 19 OK

B AARX NAT Xy RE

FL RGP, REFMPRKRFBES LT LB FRANATARX NAT FX 77 R BB R,
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Liiag
— s
-] - P — -
- =1
TTTTT
Internet

EC2 instance MAT gateway Internet
1 gateway

Private subnet

LLLL]

LLLLI
LA

TTTT1
ECZ instance

AKX NAT FX MO/ ELT B E i B S ZB T SR F#HR T 57K,

instance-id interface-id srcaddr dstaddr pkt-srcaddr pkt-dstaddr

ZRBEE RIS IP ik (10.0.1.5) B AT AKX NAT Mx M &ZE O KRG EBRM £ EH
(203.0.113.5) IR E. THKX NAT MXxREEORBERSEENMLEZED , Eit instance-id F
BERAFZLERFFER—MNHFS. UTTETRMNREFITREZ A ARX NAT RXME&ZONR

£, dstaddr 1 pkt-dstaddr ZERHETRE, dstaddr ZERERIZTARX NAT MXxMEZONFLE IP it
ik , pkt-dstaddr FERE R ZEBKM EENHRLBHR IP i,

- eni-1235b8cal23456789 10.0.1.5 10.0.0.220 10.0.1.5 203.0.113.5
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BETRAITERMNZTARX NAT RMXxMEZOR@DZERN EBEREVNARE , ARNZENLZEE
Z NAT o< M L% 42 O/ R & .

- eni-1235b8cal23456789 10.0.0.220 203.0.113.5 10.0.0.220 203.0.113.5
- eni-1235b8cal23456789 203.0.113.5 10.0.0.220 203.0.113.5 10.0.0.220

LUTTERMNZATARX NAT MxM & O R EREGH M RE, srcaddr # pkt-srcaddr ZERHIET
B, srcaddr FEXE RiZ NAT MxMEZEOMFAE IP il | pkt-srcaddr FERE R ZEBKM EEHH
IP bk,

- eni-1235b8cal23456789 10.0.0.220 10.0.1.5 203.0.113.5 10.0.1.5

BUERASU LERNFERECNES —MNEEHRAER. BRI RAE FHAEFIHMEEDCIERB
Fo EXMIBERT , instance-id FERIREI 5 M 453 O XEXAISZBIH ID , 3 B dstaddr # pkt-dstaddr 7
B 5 srcaddr # pkt-srcaddr FEI&ETRE. SATAKX NAT MXxBMEEOTRE , ZMEEOTERE
Ay B P 484 O

1-01234567890123456 eni-111laaaa2222bbbb3 10.0.1.5 203.0.113.5 10.0.1.5 203.0.113.5
#Traffic from the source instance to host on the internet

1-01234567890123456 eni-111laaaa2222bbbb3 203.0.113.5 10.0.1.5 203.0.113.5 10.0.1.5
#Response traffic from host on the internet to the source instance

o X35 NAT MXHBRE

X NAT Rx AT LEZZBERETARN SN FR, RAIPHANKGREFNTETHAXNLE
FM , BYR—MXE NAT MXBEERM, U TREEERTMNER—SRHET ZXE NAT M
*IJILHEH*HE{J/)ILEO
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Private subnal

| LB
ECZ instance

Regional intarnat 5 Intermel
MAT gateway gateway '

@ Availability Zona
Private subnal

TTTT1
EC2 instance

X1 NAT WX B E SR B SR T 57 #3R T 517 R

resource-id instance-id interface-id subnet-id srcaddr dstaddr pkt-srcaddr pkt-dstaddr

ZRBAEZ RMNIES IP bk (10.0.1.5) B X3 NAT M*uwﬂﬁﬂ*lﬂti*ﬂ (203 0.113.5) Uk

£, instance-id. interface-id # subnet-id 73i& A F X135 NAT W<, Hit , FRAERARIZEP
FER—N"FFS. M resource-id FERALERXE NAT MXH ID, dstaddr %l] pkt-dstaddr FE& & 7R
BEEW EEHHARLBAR IP thit,

nat-1234567890abcdef - - - 10.0.1.5 203.0.113.5 10.0.1.5 203.0.113.5
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ETRBITERMIZXE NAT Wk ( 2F IP ik 107.22.182.139 ) e BEEAM LB EVHRE |
AR MiZEWFREZ X NAT F<B I RRE,

nat-1234567890abcdef - - - 107.22.182.139 203.0.113.5 107.22.182.139 203.0.113.5
nat-1234567890abcdef - - - 203.0.113.5 107.22.182.139 203.0.113.5 107.22.182.139

BLTTERMNZXE NAT MXHREIREHIM R RE. srcaddr # pkt-srcaddr ZERE REBMN E 4]
B IP ik,

nat-1234567890abcdef - - - 203.0.113.5 10.0.1.5 203.0.113.5 10.0.1.5

BUEREL LHENFZREVNES —PMBELRAE. BRI AFE FRHAASEHIHMEED IR
ALK, EXFERT , instance-id FERSIREEiZM & O X<BREVSEHIEY ID , M resource-id &7~
R, dstaddr  pkt-dstaddr FE& 5 srcaddr # pkt-srcaddr FE 2z B&E X5,

- 1-01234567890123456 eni-1111aaaa2222bbbb3 subnet-aaaaaaaa®l12345678 10.0.1.5
203.0.113.5 10.0.1.5 203.0.113.5 #Traffic from the source instance to host on the
internet

- 1-01234567890123456 eni-1111aaaa2222bbbb3 subnet-aaaaaaaa®l2345678 203.0.113.5
10.0.1.5 203.0.113.5 10.0.1.5 #Response traffic from host on the internet to the
source instance

TR MK RE

L RBIF , VPC A R E P im@d R MXEREE VPC B /Y Web BRS528. T imMBRSS 254k
TAENATAXH, RECAREEMNERED ID & VPC B HRIRSER ( EARHIF , RRZID K
eni-11111111111111111 ) , RS — ID ( Bl eni-22222222222222222 ) EFF VPC B,
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Region

Ew] VPC A s] VFC B
@ Availability Zone 1 @ Availability Zone 1
s | B |
: eI : : Lilil :

LLLLL
TrenT
Lilll
LA
gl

T TITTT

@ Availability Zone 2 5 / \ @ Availability Zone 2 !
! ! Transit | '

; ‘/ gateway \

LR H : TITTT

LLLLL

LI LLL
TITTT

)
LiLlg
TITIT
g

ZAIEAU TR VPC B RIZBEENRABE.

version interface-id account-id vpc-id subnet-id instance-id srcaddr dstaddr srcport
dstport protocol tcp-flags type pkt-srcaddr pkt-dstaddr action log-status

KERBEILCEHWUTITERT Web REES ELRFBOANRER. F—1TEXEBZFFHENIERRE ,
BE—1TRXE Web RSN RE,

3 eni-33333333333333333 123456789010 vpc-abcdefab@12345678 subnet-22222222bbbbbbbbb
1-01234567890123456 10.20.33.164 10.40.2.236 39812 80 6 3 IPv4 10.20.33.164
10.40.2.236 ACCEPT OK

3 eni-33333333333333333 123456789010 vpc-abcdefab@12345678 subnet-22222222bbbbbbbbb
1-01234567890123456 10.40.2.236 10.20.33.164 80 39812 6 19 IPv4 10.40.2.236
10.20.33.164 ACCEPT OK

BLTFTR eni-11111111111111111 ERBERRE |, X2 FM subnet-11111111aaaaaaaaa P 3%
MW ER S ERBHMERED, Tk , AT BEIEEKR instance-id ZRER-"&F B, srcaddr FERE R
REMKXMEEONFE IP it | pkt-srcaddr FERE R VPC A R &P IRHYR IP bk,

pil= RN 332



Amazon Virtual Private Cloud AriEE

3 eni-11111111111111111 123456789010 vpc-abcdefab®12345678 subnet-11111111aaaaaaaaa -
10.40.1.175 10.40.2.236 39812 80 6 3 IPv4 10.20.33.164 10.40.2.236 ACCEPT OK

LATITR eni-22222222222222222 FHIHRIRE |, X2 FM subnet-22222222bbbbbbbbb H Y Fr 4%
MAXERFERMLEED, dstaddr ?Eﬁiﬂﬂ%ﬂ?&ﬂ%?&m WIFAE IP #bik | pkt-dstaddr FER
SR VPC A AEFImH IP ik,

3 eni-22222222222222222 123456789010 vpc-abcdefab@12345678 subnet-22222222bbbbbbbbb -
10.40.2.236 10.40.2.31 80 39812 6 19 IPv4 10.40.2.236 10.20.33.164 ACCEPT OK

RSEH. REBENRE
THERBEELRBRBROFERRA,

version srcaddr dstaddr srcport dstport protocol start end type packets bytes account-
id vpc-id subnet-id instance-id interface-id region az-id sublocation-type sublocation-
id action tcp-flags pkt-srcaddr pkt-dstaddr pkt-src-aws-service pkt-dst-aws-service
traffic-path flow-direction log-status

FEUTREIFR , FRAR 5, ARIERIERAE 5 FEB&. EC2 EHIA Amazon S3 RS, i AEF™E
SHIMERED LR, F—RIEFKMREA ingress , FE-RKIBEMNFREBA egress. X F egress i
X , traffic-path 1 8 , RAAREZR I HEBMM X, traffic-path REFR X ingress FE. 2 pkt-srcaddr
= pkt-dstaddr 28 P #tat |, FERBRSE K

5 52.95.128.179 10.0.0.71 80 34210 6 1616729292 1616729349 IPv4 14 15044
123456789012 vpc-abcdefab012345678 subnet-aaaaaaaa0l2345678 i-0c50d5961bcb2d47b
eni-1235b8cal23456789 ap-southeast-2 apse2-az3 - - ACCEPT 19 52.95.128.179 10.0.0.71
S3 - - ingress 0K

5 10.0.0.71 52.95.128.179 34210 80 6 1616729292 1616729349 IPv4 7 471 123456789012 vpc-
abcdefab012345678 subnet-aaaaaaaa®l2345678 i-0c50d5961bcb2d47b eni-1235b8cal23456789
ap-southeast-2 apse2-az3 - - ACCEPT 3 10.0.0.71 52.95.128.179 - S3 8 egress 0K

i B & PR &l
gﬁﬁﬁ AL H oN j&%ﬁ%g T ﬁil’)\—l—pﬂﬁau

ﬁugl)lb /u\}: E/u\ﬁ?*ﬂ’] IX—JZ%E I:I %lﬂj?, VPC ':Fﬁ/ﬁﬂiuwéz E'J H%zf%ﬂuu, /u\Mﬁo
- BRENEEN VPC XIEW VPC EAMRAE , REEXF VPC EEHNIKFF,
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- SIBRAEE  BEEERERERERATIERER. Sl , B EHTFREN IAM AR5 RAR
KB, RBFAERATLRZPRMBIBERFEER. T , B SUMBRTR EEHEALENE B CIEFHR
BE.

- MRMBZEOFSZA IPv4 thiit , HEREREEHEIFAE IPv4 that |, MR AEXE dstaddr FE
REREENE IPv4 tbit, EHIREHR B IP it |, FE A pkt-dstaddr FERMIEFRAX.

- MRREXZIENMEEOMEFRFTENEED IP it FHEM— , MR BEALTE dstaddr
FEAETEENE IPv4 thit, EHRFEHE SR IP st |, BEA pkt-dstaddr FEREIERH

- MERERMNENREZEOLEN , HERTREAMNEZEON IP byt , MY BXIERATAE
et , MEELE srcaddr FERAEREENE IPv4 bk, BHIRFERR IP ik | BEA pkt-
srcaddr FEREIERBEE, MRAZRBEFATHARNKZEONAOR , UNEFZONEIELE IP
T2 E R srcaddr &,

- HEHMMEEOMMEIET Nitro WS , TRIEENRARENEEENZS , REMNEIERBR
KBRS 1 28,

« XF pkt-srcaddr # pkt-dstaddr FE& , IRFEEBSHATEFim IP #itRE | NIt FERATEE
L2ETRRENEFE IP, MARFEZEH IP i,

« XF traffic-path Z8& , MELRE— VPC FHIRHIRAMRE Outpost 28 ik M < HI AV EME

- ERENEBERATESEE —ERALTILR (BFSRTHAFEPH log-status ) » XAIBERENF
EAEF Amazon BREREIHAZB4EIR. MRFEA Amazon Cost Explorer £#& VPC i BE%A , 7
BEFRBERAEMEERABS T —£FRBE , N Amazon Cost Explorer HiREHN R EEHELS
F Amazon VPC X% B EHE,

- MRZMEH VPC Bir/AH 15 EER (BPA)

- VPC BPA Wi B ET BT Y12,
- BIERERBLEPEE bytes FE& , VPCBPA R AZE LR AL EE bytes,

RBAETRXWIRAE IP RE. UTERBEHNRERFUUIER

« £fl5 Amazon DNS RSB RMERNRE. MREEHABSH DNS REEE , WFIEREIZ
DNS R BRNAMERE.

« Windows 3£ Amazon Windows ¥ &]iE 380 4 BB TR &

« ZPITEIEE ATNME L 169.254.169.254 HRE,

« Amazon Time Sync Service FJ&Z AF{&Z H 169.254.169.123 HiRE,

« DHCP RE,
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- GHRERENRE, ER2FINEHRETFRENTRE.

« EIRIA VPC BRHIZNTIE IP itRIRE.

« IR EEONMERBITERMNEEDO ZRNRE,

« I (ARP ) FE,

- BEMRXE NAT Mx (EIZE/LoHHMWMER ) LRRE,

BETHRA 7 A AK ECS FZERAVIRH

- MRKE ECSESTETRAFRITHANMAEE , WFIHHE ECS F&, #li , IR ESHMKS
(AccountB ) £#ZF® ( SubnetA) , AAFE7 SubnetA RIERBEITEH , MR AccountB 7
HEFMHRF3N ECS F5 , MEMNITHEFWEIRE AccountB Bz1H ECS FSHRERE |, B
FTL2ER , §TF2TTEXEAEN ECS FE.

- MRE VPC/FMBERKBICIETHE ECS FERAUMBEKITH , MR EWITHEEEmNIE ECS
MEEOERWFIERE. T ECSIPHRE , ECS ZFBRHNEF R, 0, BE—INTH
( subnet-000000 ) , ¥} BN iZFMEIE T %5 ECS 35 ( f1-00000000 ) K7 B HIT .
£ subnet-000000 # , BRI LAF 3 —MEEZIEBRM H EERMER IP FREH EC2 £
(1-0000000 ) , #EAUER—F M Bz EEZ1TH ECS £5 ( ECS-Task-1) . BF
i-0000000 M ECS-Task-1 #ELERRK IP RE , HILZHRARITE f1-00000000 fFHFAEANE
HREMERERL, BR , X ECS-Task-1 @FHRE logFormat B EH ECS FEAISEFR ECS T#
. X¥TF 1-0000000 HXRE , XLEFERNE/N

« ecs-container-id # ecs-second-container-id £ VPC i BERS M ECS EHRZRE
Mt TEEFR . FRERIEEAMNIRF 5&EE ECS #2415 DescribeTask AP i 7 & ZI# IR 48
B, MRBBEESNESTHENBCELERS , MEAESSE HNELHBER,

- ECS THEMN IP REAFRBEAINTRERER. HHRIMNNLBFEKBIMHREMEMERFGRERE , &R
BN Rt EEN ECS ME, EEBIMESE , BITEFRITESRKN ECS FE : 1) HEMNKIE
EMEZEON IP RER ; 2) YRIMNWBEEEH ECS FE5THIEMN ECS B4 LURBEZESERIZ
Irt, EEELEESE , RINASFELITEEN ECS Z& 1) YRNTBRIIKEMEZZON IP K
EFWEEREE — XMW IP REN ; 2) HEMNKRFTEEM ECS EESHIEN ECS BHURAR
WESTHIZEITH,

« NZHFHE awsvpc WEEX T BRI ECS £5

BETF encryption-status FERHIRE :

« ATEENFRFXNMEBRSRERE T RS , RERPIMBRS TR (FTH ). AFESD
AR LERE,
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Amazon Virtual Private Cloud Tt
- EEBREATERHIMBATRRERIEXNT AT EZRE. R2TR,
« MRREEEZEATNR , TeERHEATREMN
- MRZREDKREAFEAN Amazon IS EIZE ENI, NZARS FE RS NEZERS,
« MRZKEBET VPC WEEZERH , WNF VPC AJRE N8BT &z,

- MRREBEEZEXATARNE , NERSZREBMXNBRSFMALBRINRT |, ZRETRS
BT MHAsEEM.

EM

AmRAERN , FRREHEBENHRBERRNEEER. XXM EHEATHNENNESER | 18
$TF Amazon CloudWatch E4) , i£#¥ Logs ( BE ) , REH 2| Vended Logs ( EHEHZE ) »

EERFEAMRAEAEENTER , BUUNREASEAEN AR BN TR, tE , B8 Amazon
BRADEREPRRTERXERSCENAENRAR, BTUNARKIWLSEES (Bl M
RAEFEMIEEE ) WX | LUIEEREBLZNAES, BEXEZEE , BSATINE :

{Amazon Billing AF#E®E) FHEARED EirE

{Amazon CloudWatch Logs FiFF#§8) ## Tag log groups in Amazon CloudWatch Logs

{Amazon Simple Storage Service AF{ER) FHEAKAD B S3 FHBHRE

{Amazon Data Firehose Developer Guide) H#J Tagging Your Delivery Streams

EARE S

B LAE A Amazon EC2 # Amazon VPC i #8457 A &
5
1. f8Bh 1AM £ FIX4 7% B SR EAR
- 2. BIERBE
- . RIERARE
« 4. BIBRGR A&

. BETEE
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1. 5B IAM 2 EI3 7R B ERNEA

ﬁl}\%ﬁ,—r ARFEREARBE, EAEIE—NIAM A , HNEZAGKRTFHRESECE., B
IR FN I BRAN PR AV SR BE

THR—NRAIKE  ZRBEAAFRTEE, #HRNMBIERR B SHTENR,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowLogs"

1,

"Resource": "*"

BEXEZELR |, H2H the section called “Amazon VPC A5 IAM B &EA",

2 ﬁ“ﬁ/}lb H /N

BRI LA VPC, FRBIMEEOGERAE, SIBABAEN  BUTAGZEETIEEEN, BXES
151&:\ ] ﬁglﬁ'—.l—ltgumﬁ .

« the section called “8l%2 & 71 Z| CloudWatch Logs BY7 HE”

+ the section called “BlI 2 % %7 2| Amazon S3 By B &”

« the section called “8]% % 1 £ Amazon Data Firehose B9 H &”

3. FRiER B &

& 7] AR B 9 37 B S A IS BR AR
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MIE mBE=E EH *T

1. BHRITUTHREZ—:

BN LA T ITHF Amazon EC2 ##|#& : https://console.aws.amazon.com/ec2/, ESiE
B, EERKED, ERIZNEZEONEIEE,

JB3 https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC #2#l&. ESMERT |, EF
Your VPCs(#&# VPC), &% VPC HEIEAE,

B3 https://console.aws.amazon.com/vpc/ TFF Amazon VPC #£#l&. ESMERKRF , &
Subnets(F M), &R FMHEIRFE,

2. & FlowLogs (#BEZE )
3. {KIREFF Actions ( ##4FE ) . Manage tags ( X ) .

4. BERNFIRZE | HEFE Add new tag ( FMFHRL ) , AR ARNE, ENERRE , BEER
BRo

5. AMZHMERTRESS |, i£#F Save (RTF ) o

4 HﬂIJ E%/JIL H oA
O LA RER BRI B &, MBRRBEZE , TEEEE L9 FhatE F geE L IERTE.

BIERFRAEFTMNE N PHERAERE , 8 F2ENBE N RIR, BXAEAENBRFZESE , M
B § i EERIBRILE R B EIEHEE B i TR,

R B &

1. BRITUTEREZ—
«  BELATRUEITFF Amazon EC2 #2%I#A : https://console.aws.amazon.com/ec2/, £ &
B EEBEMEED, &PZMEEONSIERE,

« 38X https://console.aws.amazon.com/vpc/ FTFF Amazon VPC ###l&. ESMEEF , &
Your VPCs(#&#y VPC), #%&HiZ VPC HEIXAE,

« &M https://console.aws.amazon.com/vpc/ FTFF Amazon VPC ###l&. ESMEEF , &
Subnets(¥ M), 1EHFRHEIXAE,

2. %42 Flow Logs (HEZE ) o
3. fRRIEZE Actions ( #E ) . Delete flow logs ( HIBR R B E ) o
4, EIRHITHEIAE , B A delete , AFI%ER Delete (MR ) o
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wHTHR
BALEABBTRTLRE ENENES.
BRI B

+ create-flow-logs ( Amazon CLI )

* New-EC2FlowLog ( Amazon Tools for Windows PowerShell )

}-H- bUAYIIT H 700

+ describe-flow-logs ( Amazon CLI )

+ Get-EC2FlowLog ( Amazon Tools for Windows PowerShell )

FRIETR B &

- create-tags M delete-tags (Amazon CLI)
« New-EC2Tag fl Remove-EC2Tag ( Amazon Tools for Windows PowerShell )

R B &

+ delete-flow-logs ( Amazon CLI )

+ Remove-EC2FlowLog ( Amazon Tools for Windows PowerShell )

57 B XX % ZE CloudWatch Logs

i B A A LU B SHUREE % 7 B Amazon CloudWatch, Amazon CloudWatch 2 —I £ HH 52
MAHN RS . ZRF2WEHRIERE B Z R Amazon ﬁ/ﬁ?l«)\&mﬁﬁf‘ﬁ&ﬁ*ﬂﬂﬁxﬂﬂaﬁ\ H
FEHEHEIE, CloudWatch AJitR T HRRIAR, NARFMEENSITRR , BB H 0K
REUEMNMRETLRABER B, S LRIA CloudWatch RiREBEHR., AWML B SRR , HE3M
HRBRBEHLICBESHR AR, CloudWatch REREETZNEMERESNARFNTEME, TH
MAMENEETER,

XM E| CloudWatch Logs Bt , RAEZHEBEFAAIAEL , HEBIMNNEEOTZASEPER—
WAER. BERTERAFRLF. BB EHRELRFIMERATZEANSNMRAE, ﬂu%*ﬁﬂ H&
HPHN—NEZNRAEFEHEANSEEZED  HPHRAaE—NMMEEEER. IREBEET —MNRAEMN
ZHREELRE MBI RASNZHREEZIRE , )r“JL'HAH/u\ulbéﬁ%Fﬁ'ﬁumEo
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2FlowLog.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-EC2FlowLog.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-tags.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-tags.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Tag.html
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https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-flow-logs.html
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£ CloudWatch Logs ¥ , timestamp (B [B1 &) FE& X N Tt H &2 R P IR T 5 e
[, ingestionTime FER$ER CloudWatch Logs FF### UM A &A1 &kY B EiFIES A, LLETRIZEE T ER
BHEIEFH RN G RETHE,

A< CloudWatch Logs WEZEE , i55 ¥ Amazon CloudWatch Logs A F{srHI &£ Z|
CloudWatch Logs B B &o

EM

FR BE LM E CloudWatch Logs Y , R B HEBENEESIANEHER, EXEZER , B
FF Amazon CloudWatch Pricing ( Amazon CloudWatch Y ) , #£#% Logs ( B& ) , #F Vended
Logs (BHEHRE) .

AE

« AFRHAEZELME CloudWatch Logs B IAM H

8122 % 75 2l CloudWatch Logs BV B &

{&Bh CloudWatch Logs && i B &18 %

BRBBEERER

438 CloudWatch Logs F Y A FEid %

BATFFERBE%HE CloudWatch Logs #9 IAM A

SE8NRBERRKN IAM BEXMEEZBHNE , UMERR A EXME CloudWatch Logs FEIIEE
BEA, IAM BEX0ETFEHN Amazon IKF

M anZEER 1AM AR IAM EBSNEL S TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
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"logs:DescribelogGroups",
"logs:DescribelLogStreams"

1,

"Resource": "*"

BRENAGERUTEERRE , ATPRATHRISAAZER.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

},

"Action": "sts:AssumeRole"

BIEER aws: SourceAccount M aws:SourceArn FH4ERLEHIVEERIE AR E, 4l

o, A LT RERRINBI A BTN EEREE, REKFR2RBENEE , HER ARN 2HAE
ARN, MRBEFHMEFRAR D, WA LLAEERRF (*) B ARN HNiZzH7n , ARERERBEEEMR
KEE,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}
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RARBERE IAM AG

WMERR , BALEHFINEACG, & , BAMFEAUTTRUIZATRAENHAC, BEELER
HERIEEZAE®,

AHRBELE IAM B&

1. $TF IAM #2#l A& : https://console.aws.amazon.com/iam/s
2. ESMERP , EFRE,

3. ERUIBREK,

4, HEOEEMUEL , BITUTRE

a. 1%&# JSON,

b. FERAMABTERN LIRS T LRI

c. EET—F,

d. WMAZLHWERBEMURIENERNFE , AEEFOIEERE,
5. ESMBERT , EEAR,
6. ERUBAG,

7. 3TF Trusted entity type ( AIE3R4A3EHL ) |, #%&# Custom trust policy ( BEXEEREE ) o X T
Custom trust policy ( BEEXEEER ) , I "Principal": {3}, BMAUTHE , RAE%E
Next ( T—% ).

"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

}

8. 1£ Add permissions ( AINXPR ) TWHEH L , P EELIEF LTI ZIRIEEIEE , REEER
Next ( -F—i ) )

9. WMAZLMAGNEN , HFEUUERREMR,
10. E$ECreate role ( RIEAR ),

B2 & M % CloudWatch Logs B H &

WA LR VPC, FREMEZEOCEFRAES. MBLUFERAZE IAM AENAFBONTXESRE | &
BRZAGBERMSEM iam: PassRole EENNIR,

FRFA
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RIFATALBIERN IAM EEE2EEHFHEA iam: PassRole EIEMIR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:xrole/flow-log-role-name"
}
]
}
FEHAEHESRERBE

1. BRITUTEREZ—
- BEILUTRuITFF Amazon EC2 #2#|A& : hitps://console.aws.amazon.com/ec2/, ESMME

B, ERENEZED, EPZNEEONSIEE,
JB3 https://console.aws.amazon.com/vpc/ 37 Amazon VPC #£#l&. ESMERKT , EF
Your VPCs(#&#y VPC). 1&HiZ VPC K EIE4E,
JB3E https://console.aws.amazon.com/vpc/ FTFF Amazon VPC &5 . ESMERT , &F
Subnets(F M), & FMHEIRE,

2. i%&#E Actions ( #4E ). Createflow log ( BIBFHEHZE ) -

3. XtFFilter ( Mik%H ) , BEEZIERNREMNXE, EFAI (£ ) FiEFREZTELHRE ,
1% # Reject ( B4 ) Hﬁlﬂ%#ﬁ?ﬁ*ﬁﬂ’]uws , %EF Accept ( EF ) RN IEREZIHNRE.

4. ¥F Maximum aggregation interval ( X AR EBtEIER ) , EFHRARRHARSE - NHRAERREE
& KBS R ER .

5. X FDestination ( BE#ytth ) , %F &K% F CloudWatch Logs.

6. WTEHRBZEAL , EBRIEHEFELHENIMATALEAEN. MREMAZS , RMNKEFELR
REMAEBAEAA,

7. XNTFHERS , FEEEPCN BELX M E CloudWatch Logs WELAE IAM RS A€ | & ERGE
RS AE,
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8. XtFLog record format ( BERIEFHER ) , EEFRARIERKHOER,

- EFRABRIAMER |, HiEEAmazondefault format ( L S#H R BRIAER ) o

- EFEABEENER |, EkECustom format ( BEXER ) REMLog format ( BEER ) &R
FE

9. NTHMRHE K RRRFEUEEERNEERE Amazon ECS B TR,
10. ( Al ) %EFAdd new tag ( AINFHL ) SURHRERATRAE S,
11. %% Create flow log ( RIEHRAE ) o

ERABTITHRRAE
ERANUTHTZ—

 create-flow-logs ( Amazon CLI )

* New-EC2FlowLog ( Amazon Tools for Windows PowerShell )

LA Amazon CLI RIFRIEREE , ZAZHHREEFMNAMEEEZRE. RATFERIIE
EWAKLA, --deliver-logs-permission-arn SEIEE & E CloudWatch Logs FIEE# IAM
At

aws ec2 create-flow-logs --resource-type Subnet --resource-ids subnet-1a2b3c4d --
traffic-type ACCEPT --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:ro0le/publishFlowlLogs

&8 CloudWatch Logs & B &id %

jé}—.“’j\ﬁﬁﬁ CloudWatch LOgS }%%ﬂéé%ﬁ /u\la%o QUEIJIL /L/\ZF —.I- ;Eﬂ; \%:Fj- T:T:;‘?%'J
=] q:i/j_‘o

BEEFERESE & MmE CloudWatch Logs #957 A &i2 %

1. BH https://console.aws.amazon.com/cloudwatch/ ] FF CloudWatch &l &
2. ESMBHKP , MKOKER Logs ( BE ) # Log groups ( BE4A )

3. EROERAFENBELAEHRUITARFAGENE.

4, EFIERAFTLERNBEREH. BXESEFELR , H2H REFILHE,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2FlowLog.html
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FERAMHTESR AT CloudWatch Logs K7 B & iE %

» get-log-events ( Amazon CLI )

» Get-CWLLogEvent ( Amazon Tools for Windows PowerShell )

BERAERIEE

AT BAER CloudWatch Logs #4418 % % 7 5l CloudWatch Logs #3# B 18R, S ERE R
ﬁ%)ﬁﬁﬁ H /L,\'La%o DI H /L:\]B%FH W*ﬁ BF-‘-io

£ CloudWatch Logs #Z#| A8 R R B EHIZR

-

BN LA T Mut3TFH CloudWatch ##|& : https://console.aws.amazon.com/cloudwatch/o
2. ESMBHEFP , MOXER Logs ( BE ) # Log groups ( BE4A )

3. ﬁl]%/mfu E?ﬁ%ﬂ’] Ix—x.léﬁ'g D izﬁEﬁj;¥@Aﬁ H /L/\EIJ H /L/\ %Flﬁ?% H /L/\IJII..o :R% Ji?%
Search log group ( ##%RBEA ), MR Elluxéﬂq:'ﬁﬂ:%ﬂf%?%l] HERFELEFENNESTE ,
XATRER E — LRt

4. HEFERBHT , WAUTFRR, XBRERBSIEREAMIAE,

[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport, protocol,
packets, bytes, start, end, action, logstatus]

5. BEAFREEE , REFSEBRFILSR. UTROAREBENR IP it FHITiHE,

[version, accountid, interfaceid, srcaddr = 10.0.0.1, dstaddr, srcport, dstport,
protocol, packets, bytes, start, end, action, logstatus]
[version, accountid, interfaceid, srcaddr = 10.0.2.*, dstaddr, srcport, dstport,
protocol, packets, bytes, start, end, action, logstatus]

LT RBIBRERRED, FRRARRERSWELRTIHIL,

[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport = 80 ||
dstport = 8080, protocol, packets, bytes, start, end, action, logstatus]
[version, accountid, interfaceid, srcaddr, dstaddr, srcport, dstport = 80 ||
dstport = 8080, protocol, packets, bytes >= 400, start, end, action = REJECT,
logstatus]
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438 CloudWatch Logs FHYR H &1 %

B LG4 A CloudWatch Logs IWEHERBEEH —HAERAFTILRK, BXEEAZKENE
FRIGIESHNEZELR |, 208 (Amazon CloudWatch Logs FAF$E8) ®HH Creating metrics from
log events using filter,

R R B ERE CloudWatch FEERIF LS4 FIEZ R

FELRGIF , EE—NEAT eni-1la2b3c4d WRAE. BEQE— /\’ﬂ‘?ﬁ MR 1 PERAE 10 R
S 10 B TCP %M 22 ( SSH ) EEIFEHILHINZIHNEREL , ZBHRFOLERLRE, &
5, IBBMBIE —MEMRIEER A 12?51‘?)%1&&14:'——7?]Eﬁﬂﬁ%‘?ﬁﬂ’]ﬁiﬂ’ﬁi‘ﬁﬁ HE, RiE, &R
BUR ZIEPRImIR SR B2 B o

NEELE SSHIRE BIRIEIRIFEFM H N R IFEF 4 02 BIR

1. BELATMHUITF CloudWatch ##|& : https://console.aws.amazon.com/cloudwatch/o
2. HESMBHS , HKXER Logs ( BE ) # Log groups ( BELA )

3. EHPAFTAXNNMEIRIE , REIER Actions ( #1E ) . Create metric filter ( IR IBIRIEIES
#).

4. ST Filter Pattern ( TRIERHERN ) , MAUTFRSE,

[version, account, eni, source, destination, srcport, destport="22", protocol="6",
packets, bytes, windowstart, windowend, action="REJECT", flowlogstatus]

5. XI7F Select log data to test ( IEFEN XN BAEHE ) , ERELNNEEOXNMHWBEER. (F
%) EEESMEFGERNTEWN B EHIEIT , BERE Test pattern ( WIHER ) .
6. EEZMER , EE Next ( FT—F ),

7. WATREZRGEN, ErwBZRNEREN. FEREREN 1. TG , %&F Next ( T—
%) , RIGE$E Create metric filter ( BIRIEFRFIEZH ) o

8. TESMBEHKS , AORER Alarms ( B3Rk ) F Allalarms ( FREER )
9. i%&$ECreate alarm ( BIRER ) -

10. EBRECIENEREN , RREFRERER.

M. BUNTAIREEER , RFEE Next ( T—F )

« X T Statistic ( Zeit#dE ) , %8 Sum ( Eit) o XA BRGNS E B RN EHE B
B8,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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« XF Period ( AHI ) , 3%&3F 1 hour (1 /MAt)
« X F&Z TimeSinceLastActive... , BB X F/ET , RARFRMA 10 EANRE.
« XIF Additional configuration ( EtElE ) . Datapoints to alarm ( BiRHBESLK ) | HEIA
BHi&H 1.
12. BRT—%,

13. X4 F Notification ( B%1 ) , EFIAR SNS & , kR Create new topic ( FTEEH ) BIE—
NFEB, %EFE Next ( FT—F ) o

14. WMABRNEBHNER , REEE Next ( T—F )
15. MATERE , BRGEER.

'I"f/)lb /u\kﬁ IJAmazon S3

T B AR LU R B S8 3E & 1 2 Amazon S3, Amazon S3 ( Simple Storage Service ) 2 — M EE T
FENBANTNREMRS. ZRFZZTHE Web WEANEFHNRLREERENHIEMHE. S3
BERLRAENSEAMEMATRAY , HENENBIERAZS, MEMGRZESZEINEE,

EXME Amazon S3 Bt , R BEHFEF A A EEIEENIE Amazon S3 F#EE. FIERZKEIEMEE
ANRBAFLERNEAGIE#EPE#N —RIBAEXENR. NRFKBAEHRKR VPC EEE , KBE
‘Hii#ﬁlﬁﬁE VPC HFrE M &#E O/ B Rid %K.

E0|2B B TR BEM Amazon S3 Fi&1@ , 15511 (Amazon S3 AAFIERE) B BIZERE,

BXRuAE{ VPC RBERE., RAZLEBEMARBETIHILNEZEER | 155 H Amazon BBRE RE
F# Centralized Logging with OpenSearch,

B> CloudWatch Logs WEZE L , 2 H (Amazon CloudWatch Logs FAF#ER) ##Y Logs sent
to Amazon S3,

EM

FRAEXRMAE Amazon S3 Bt , EAEHERENKIESIANEEZA, BXEZER , BHF
Amazon CloudWatch Pricing ( Amazon CloudWatch FE# ) , i%# Logs ( B& ) , # % Vended
Logs (BEHERZE) .

RS

« RAZXH
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/create-bucket-overview.html
https://www.amazonaws.cn/solutions/implementations/centralized-logging-with-opensearch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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o HXI BEN Amazon S3 FHEENE

« 5 SSE-KMS 4 & fi F a4 FE Y 22 47 SR A
« Amazon S3 HEXHXER

- B %M ZE Amazon S3 R A&

« {&B) Amazon S3 EE R AFIEHE

i B & A

VPC 7t B &R # &R VPC 19 IP REMAXBRERET BTSSR , AFXLERERRER BEXXM,
RIEER 5 28R B EXHRHE Amazon S3 FiE. AIRRSRAZINNNE , BB BEXHAIRE
BEEL—N 5 7HNIZRKN IP RENHF 2 H L IR B FTiEFK,

£ Amazon S3 & |, i B & X4FH Last modified ( ER1E3kATE ) FERIE R4 L& F Amazon S3 7
fENEY A EARIET B, DEA e ERe T4 et RS | F BRE TR L& 2 Amazon S3 FiEHEAT
TR BT AL,

A EXHFER
AR BEXHFEE TNz — BNNHERELSE £ Gzip .

« Text- AR, XERMIAER,

* Parquet — Apache Pparquet @ —M5|XHTFEHE N, SNEXEABIENERMEL , Xt Passic W
BEHITEWEER 10 ) 100 £, A Gzip EFM Parquet 1N EIFLL Gzip MK 4 XK
XWBEESANFEEZED 20%.

® Note

MRRXA Gzip E4H Parquet I X BIBEESNRSAHA/NTF 100 KB , A F Parquet X
HREER |, L Parquet R FEBIEATRELL R A Gzip ERM A XA SHAESMWNZEE,

B &£
18t ] BUEE A T 1T,

« Hive #AM S3 IR - BA HiveRBWIIR , MARFE P XS A Hive RBETLER, HEMEH
MSCK REPAIR TABLE % , AGBETEf,
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« BONSX - MREEXREATHEBERERNEMLIEE N , WAILEL /MY BERITD
XKRFERNEGRATEERMAE,

BAEXH S3 RS

AR RREREERN Amazon S3 FM , FERMBARAESH ID. XE, 62 AR BIRETURE
YR

MIABERT , XHEEF T LE,

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/

WMRFEA Hive REK S3 IR , M XA FEEFIUTLE,

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/aws-service=vpcflowlogs/
aws-region=region/year=year/month=month/day=day/

MRERAEIRSX , WXAREEF LT LE,

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/

WRE A Hive REN D XAZDIEIXNREERITOX , NWXAREER A TVE,

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/aws-service=vpcflowlogs/
aws-region=region/year=year/month=month/day=day/hour=hour/

BB ER
BEXHNXABETRES ID, XUk eI2BHAME, XHEBEAULTHER.

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

THEZRT —NRBEMN BEXER R |, %% BE5HE Amazon K 123456789012 €12 |, AT us-
east-1 XBH R EIR , 81226187 June 20, 2018 16:20 UTC, EZXHBELRATE N TF 16:20:00 F
16:24:59 2 [BKYR HE i FK.

123456789012_vpcflowlogs_us-east-1_f1l-1234abcd_20180620T1620Z_fel23456.1log.gz
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3357 B EB Amazon S3 FE# R

BINMBERT , Amazon S3 FEBUREFEENHNREBRLAN. REFEBAEES I RFHERS
MEPE/HIXNR, A , FREREETLUBETHRE U5 R R EE K 0 H 3R A 5 & TR R,

MEHEFRBENAFBEE#EEFBENEEE PutBucketPolicy # GetBucketPolicy IR ,
MEMNSBFUT R MBI FEE. LRBEEZH N FEBNTANE R,

BN, FHEEHEEEXTFLREAMEZ#ET , UEER B EEEN Amazon IKF ID , BGR
BEBIBAW, BXEZELR |, 359 (Amazon Simple Storage Service FIFi5m) FHEAEFM#E
Ko

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"s3:x-amz-acl": "bucket-owner-full-control"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}
}
}I
{

"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"

},
"Action": "s3:GetBucketAcl",
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"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},
"ArnLike": {

"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}

A my-s3-arn IEEM ARN BURTEREEA Hive A S3 Bl

- BIABTR

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

« Hive &M S3 BIR

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*

TR R0 ABERRS EE ( MARE D Amazon Web Services I~ ARN ) #FiX LERR, It
I, BRFRMEA aws:SourceAccount M aws:SourceArn FHEREHIVEEREABE, R
KPR ARBENMESE , HER ARN 2R AERSHBEESR (*) ARN,

BEEE , AEEH RS EA HeadBucket Amazon S3 API 24ERIRIE S3 FREBNEFERMNE., BF
ERTFEHEERRS AALIRENNR ; BIETCTEEIA S3 ERENEERENE |, hatkm VPC
#BE, B2 , CloudTrail BEF £ HIM HeadBucket A AccessDenied &ix.

B SSE-KMS 45 & F B 4 R B A SR B

BA LAE T /B A Amazon S3 HE X BN RS Bim A (SSE-S3) = S3 771 L KMS 44
( SSE-KMS ) KBRS 27 IR INEE (SSE-KMS) R{R#F Amazon S3 FR I EIE. BXiEE , HSH
{Amazon S3 AAF#Em) FHFEARSSRRMBRTF BIE,

WMRERE SSE-S3 , WAFEFINMEIE. Amazon S3 LLEMFHEH,
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MRE%EFFE SSE-KMS , MM MEAFFBEEERHZE ARN, NMBEFEARHA D, WEMERAE
it AT BE I8 % LogDestination o3Ik &iR. Sb4\ , BEXMEFHEF BT EERZRHANBHABER |
DR AEERKS T UBE ALK S3 Fi#EM. BX5 SSE-KMS £ FARNLENEARBNESE
B , %% Amazon CloudWatch Logs A F3ER K Amazon S3 7F AR S 25 im INZ

Amazon S3 H & H R

BRTLDENFHNERE 25, Amazon S3 EATHMEEHIFIFR (ACL ) BEXN R AERLIEMN BEXHH

HE. BRIAMBERT , FRBHEEENSNMNEENXHES FULL_CONTROL X PR, MR AELBWATE

EF#BREETR , WXENR. AEEHIKS ES READ Ml WRITE IXfR. BXEZEER , FEH
{Amazon S3 AAFERE) HHVILIRIIEEIFIR (ACL) #EiR,

B2 % % 2 Amazon S3 B A E

FEIEQIEMEE Amazon S3 F#ME , B A IMEED., MM VPC eIER B,
FREZMH

BIER B EN IAM TEXAAEAEFUTHRN IAM A€ |, FeefHR BE XM EI B4R Amazon S3 #
8o

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery"”,
"logs:DeleteLogDelivery"
]I
"Resource": "*"
}
]
}

EREFEERES
1. BHITUATREZ—
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-SSE-KMS-S3
https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html

Amazon Virtual Private Cloud AriEE

BN LA T ITHF Amazon EC2 #2#|#& : https://console.aws.amazon.com/ec2/, ESE
B, EERKED, ERIZNEZEONEIRE,

JB3 https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC #2#l&. ESMERT |, EF
Your VPCs(#&# VPC), &% VPC HEIEAE,

B3 https://console.aws.amazon.com/vpc/ TFF Amazon VPC #£#l&. ESMERKRF , &
Subnets(F M), & FMHEIRE,

2. 1% Actions ( #4E ) . Create flow log ( BIFRHEZE ) -
3. XITF Filter (HiESRMY ) , EEEILRMN IP REKERE,

- BEE -NCREZINRE.
- BIE4% - (NIERIELIRE,
- Al (FTERE ) - BRESHNIELNRE,
4. ¥F Maximum aggregation interval ( X KRS EIEMR ) , ERHBRAHREE —NRAFIEF
Y B KB (8] BR
5. ¥F Destination (B#%) , i%£# Send to an Amazon S3 bucket (&% F| Amazon S3 1F6###).
6. XITF S3 bucket ARN ( S3 774 ARN ) , EEE/NIME Amazon S3 FE#HY Amazon

Resource Name ( ARN ) . B LLARETEFXXMHXK, Hlun , BEIEER N my-logs HFMEEH
AR my-bucket BN FXXHXK , BEFEALT ARN :

2

arn:aws:s3:::my-bucket/my-logs/
T BEER AWSLogs EN FXXHREH , AR ZRET,

MREHEZEEE , RIMNLBIEBRERBEH TN ZEEE. BXEZELR , B5H
#3457 B &R Amazon S3 F#EBR.

7. 3F Log record format ( BERIZFRER ) , ®ER B FICRIER,

- EFEARIAFBAREFEER , HikE Amazon default format ( LS BHERHZBRIAER ) o

- ERIEEENER , HEFECustom format ( BE XK ) » X FLog format ( BEITHER )
EREQEERBFILERPFNFER,

8. XNWTEHMIHKE K AREBFELUHERNEENRE Amazon ECS K THIE,
9. XF Log file format ( BEXHHER ) |, EE A EXHFHER,

e Text - f@jl‘&o Eﬁl**ﬁ'_to
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- Parquet — Apache Pparquet 2 — 5| X #FEE X, SENAXETBEANERMEL , XI Passic #%
N BB TERERER 10 2 100 1%, £ Gzip 4 Parquet X EKIELE Gzip E4#Y
AXARANBESANEEZELD 20%.

10. ( Wi ) EEA Hive &AM S3 BI4 , i51%#F Hive-compatible S3 prefix ( Hive & S3 &l
% ). Enable (B )

1. (W) ESPRNRAEHTSX |, iHi%E Every 1 hour (60 mins ) (& 1 /)t (60 2
) ) o

12. (%) EMFH A FRMIRE | 5L Add new tag ( RIMFIRL ) HIEERZBNE,

13. 4% Create flow log ( RIEHRAE ) »

FEABSITEIER XM E Amazon S3 B B E
FERAUTHGSZ—

+ create-flow-logs ( Amazon CLI )

* New-EC2FlowLog ( Amazon Tools for Windows PowerShell )

BA™ Amazon CLI REIEFEIE AR BE , AHIRIEE VPC MG REH R B EEm 2B E Amazon
S3 7M. --log-format ZHUEER BFIERNEE KR,

aws ec2 create-flow-logs --resource-type VPC --resource-ids vpc-00112233344556677 --
traffic-type ALL --log-destination-type s3 --log-destination arn:aws:s3:::flow-log-
bucket/custom-flow-logs/ --log-format '${version} ${vpc-id} ${subnet-id} ${instance-
id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} ${protocol} ${tcp-flags} ${type} ${pkt-
srcaddr} ${pkt-dstaddr}’

{&B) Amazon S3 EFE R B EIEH

BT LAER Amazon S3 Z#HIAEERATIER. tIBRATZE , TRER/L9HTREEFESTE
Ro

BEXMHRERXMH. MEEFEH Amazon S3 BH AT XL BEXH , NN EH#ITHRES , HE
FERRBERICFK, MREBTEXLENH , NS ERITHREFTEEFRBEICR.

BEXKHE Amazon S3 K BEHEICH

1. BT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
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2. EREHBNEMITTHFRAERTE,

3. SMBTEEEXHIXHFR, Bl prefix/AWSLogs/account_id/
vpcflowlogs/region/year/imonthldayl,

4. EPXHBZLWERE , AFIEE Download ( T ) -

"‘JI—ILJ\EFH Amazon Athena £ B EXHF M7 B EiE2FK. Amazon Athena 2 — XX B X EAR
%, LB ERWEAFRAE SQL 94T Amazon S3 IR, BEXEZEELE |, F5H Amazon
Athena AIFF#8™ P HIZEH Amazon VPC i B .

7% B E & % Zl Amazon Data Firehose

FAEAT LU B E5IE E & 2 Amazon Data Firehose, Amazon Data Firehose 2 —T T2t E
FARSS , TUEE, B SERBIER T EBRBEREER S Amazon BIBEEEN 2RSS+, ZR
EARFXELAEHIBEIIES

® VPC SiBEME |, Firehose EEEM. VPC RBEAHIRERE VPC FEAFEEMEEORN IP
FENEE, KEBRENTL2UE, HEsMNUESAMEXEE, T , EEXMIEFEAEHE
FNEHENLCETRER—MEZNERBERNTS,

B3 fF Firehose 5 VPC R BEER , B LU EBUEE MBI EE B 45 |, 420 Amazon S3 =
Amazon Redshift, Firehose 2F4LE VPC 7 B EEBE, HMANEZAZEIZHTT E , NTIBREDN
BEEME | LA EITToMBEMNKREUAE  MASKIELREEMIZE,

b4\, Firehose IR R EIERM, EH/MMBEFIIEE , TURSE VPC RASLEEENRRNL S
t. R Firehose AT VPC i B SR LAR{LBIBER TE |, iLEEBMNNEREBITEHREFE,

7t B E B & 2 Amazon Data Firehose Bt , &L 4 XA R & 5 F) Amazon Data Firehose & #i
o

EH

FU B ERENER TR, BXEZEER , iH3TH Amazon CloudWatch Pricing ( Amazon
CloudWatch Efft ) , #%# Logs ( B#& ) , ¥ ZF| Vended Logs ( EHEBRE ) »

AR

- ATEBEKFEZRN IAM A6

« B2 &% 2 Amazon Data Firehose B3 B &
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ATBEKFE@E IAM A6

K El Amazon Data Firehose B , BRI LUEAREERZENE RV TE—K, (BKF ) FEKS

( BRIk, ) PREETR. BB ABK/, R A E& %2 Amazon Data Firehose , &AL R
FelE IAM A, AEENiIKF R eIE IAM AR,

Af

- REKF A

- BERIKF A

oyl k)

ERKFH , QR TFUTNRENAR, ERFEF , SEBMWEFHF mySourceRole , B
WA URNZACEEEMEN, RE—REBEAATENHKFPNABGRAZAR, XHEQ
HRZABGNIZESG AEERERS , A BN ERRIEERRINMEE, CIRKREN , FAKHE
iam:AssociatedResourceARN IEEEK#EH VPC, MEEORFM,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/mySourceRole",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "delivery.logs.amazonaws.com"
},
"StringlLike": {
"jam:AssociatedResourceARN": [
"arn:aws:ec2:us-
east-1:123456789012:vpc/vpc-00112233344556677"
]
}

"Effect": "Allow",
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"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

]I

"Resource": "*"

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::111122223333:xole/
AWSLogDeliveryFirehoseCrossAccountRole"

}

BRZAGERUTEERE , AFASEHERSAAZAR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

ERAUATSRMNEKS FElZBE,
tIREK,AE

1. 3TFF IAM #2444 : https://console.aws.amazon.com/iam/,

2. ESMERT , LFERE,
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3. EERBRXM,
4. HEOIERBUEL , JITUTERE

a. 1%&# JSON,
b. FMULEOMABERNILE D FF LRI REH,
c. EET—F,
d. WALHNEBBMUARTIENERIRE | RARIERUBRERK,
5. ESMBERT , EEAR,
6. “EFABRAE,
7. XF Trusted entity type ( AIER4A3H ) |, #%&# Custom trust policy ( BENEEREE ) . X F

Custom trust policy ( BEXEEREE ) , £ "Principal": {3}, BALUTHE , MEEBE
4§$ﬁjﬂﬁ%o ﬁ?%T_Z/Fo

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

8. £ Add permissions ( RIINR ) WAL , P EEUSEFAFCIERNREEIEE  REEE
Next ( F—% ),

9. WMAZMNAGHEN , FETLUERREMAHRIR,
10. #E$ECreaterole (RIEAR ),

BRIKF A6

EERIKF & | IEBZFEL AWSLogDeliveryFirehoseCrossAccountRole TPk B, %A B4R
BFUTHR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

& # 3| Amazon Data Firehose 358



Amazon Virtual Private Cloud

RAriEmE

1,

"Resource": "*"
}
]
}

BRZAGERUTEERKE , ATEERKSAHRNAGKAZAR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/mySourceRole"
}I
"Action": "sts:AssumeRole"
}
]
}

ERAUTSRMNENGKSPEEAS,
SIEZENHKF AR

1. 3TFF IAM #2444 : https://console.aws.amazon.com/iam/,
2. ESMERF , EEEK,

3. EEROIEEER,

4, ERIERMIUEL , MITUTERE

a. 1&# JSON,
b. FHEOKMABERNILLERD FF LN RERE,
C. iij:¥-|:_b':o

d. % ABL AWSLogDeliveryFirehoseCrossAccountRole I FFkHIKBE B , R/F1%E$R Create

policy ( BIZEZKHEE ) .

& # 3| Amazon Data Firehose
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5. ESMERT , ZEAG.
6. EEUEAE,

7. XF Trusted entity type ( AIfER43EE ) |, #%4F Custom trust policy ( BEXEEREE ) o X TF
Custom trust policy ( BEEXEEERE ) , ¥ "Principal": {3}, BEMAUTHE , LIEERK
Fﬂ@lo iﬁ*¥—|:_$o

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

+

8. 7E Add permissions ( FRIIMXER ) MEIL , P EBELIEPEACIENRIEERE , ABIEE
Next ( -F_Z’F ) o

9. WMAZLHNAGHEN , HFETUEFRRMARR,

10. %&$ECreaterole ( RIEAR ),

8% & 75 2| Amazon Data Firehose K37 A&

A AN VPC, FMEMEEOMER B S,

FREM

- ©|Z B #9#th Amazon Data Firehose £ #iii. £/ Direct Put EARIR. BXEZEL |, FSHGIE

Amazon Data Firehose & #iio
- RIERBENKFEAN IAM BeX40RF TINE , UK B E % E Amazon Data Firehose.
JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

]I

"Resource": "*"

}
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1

}

- EREERAITEKS, , BOEMEMN IAM £/ |, 1 the section called “FA T EIKFEHE 1AM
At RAER,

#1732 & %1 2 Amazon Data Firehose B93% B &

1. BWITUTHREZ—

o EIELATRuITFF Amazon EC2 #2#| A& : hitps://console.aws.amazon.com/ec2/, TESMME
B, ERENEZED, EPZNEEONSIEE,

JB3 https://console.aws.amazon.com/vpc/ 37 Amazon VPC #£#l&. ESMERKT , EF
Your VPCs(#&#9 VPC), #&HiZ VPC I EIE4E,

B3 https://console.aws.amazon.com/vpc/ TFF Amazon VPC #£#l&. ESMERKRF , &#F
Subnets(F M), & FMHEIXRE,

2. i%&#E Actions ( #4E ). Createflow log ( BIBFRHEZE ) -
3. XtFFilter ( Mik%H ) , EEEZRRNREMNKE,

« Accepted ( B#RE ) - RiEREZHRE
- Rejected ( BIE4E ) - [NIERIELPFTE
- Al (FTERE ) - CREZHNIELNRE

4. T Maximum aggregation interval ( &x KRGS EIER ) , ERHBRAHREE —NRAFIER
Y B AR B R o

5. XIF Destination ( BEf#z ) , FRBTHETZ — :

o RIZFE—IKF FH Amazon Data Firehose - iR MER N ARV T E—KFAH,
o REZIFEMF BB Amazon Data Firehose — £ MEUIZEN ERATAAREK S &,

6. XIF Amazon Data Firehose 7B , IEBRECIEMIE TR

7. [REREKFERE] N TRSER , HEEEART BENRNIE IAM RS A SHTEKS %
W, REERRENRUITI IAM 25 & HCIRERSAG.

8. XITF Logrecord format ( BFRIZFRER ) , EERAFIEEIER,

- EFEARIAFEARIEEER | 5% Amazon default format ( L E#=RHTERIAER ) o

- ERIEBEENER , Ei%kECustom format ( BEXER ) o X FlLog format ( BEITHER )
ERESRERAFLERFHNFR,

& # 3| Amazon Data Firehose 361
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9. NTHMAHE K6 REREEUALEERNETEXRE Amazon ECS K THHE,

10. (W% ) EFERIMRZLUARZER A TR B &,

11. %% Create flow log ( RIEHRAE ) o

A S1ToE A% ZE| Amazon Data Firehose B3 A &
FRAUTHSZ—

 create-flow-logs ( Amazon CLI )

* New-EC2FlowLog ( Amazon Tools for Windows PowerShell )

BAF Amazon CLI REIGEIEZRBE , ATHIREE VPCHAMMERE , HERAEEmMEIE —KF
I8 E Amazon Data Firehose %ﬁiuwo

aws ec2 create-flow-logs --traffic-type ALL \
--resource-type VPC \
--resource-ids vpc-00112233344556677 \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream/flowlogs_stream

LLF Amazon CLI RHPFEIZRBE , ATHIRIEE VPC WATERE , R BEERAETRERK, F
K38 E Amazon Data Firehose £ i 7o

aws ec2 create-flow-logs --traffic-type ALL \

--resource-type VPC \

--resource-ids vpc-00112233344556677 \

--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream/flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

HTRIZTRAZ , &AM ERREERN B FRIREUR B S8R
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£ Amazon Athena & A&

Amazon Athena 2 — R EXEHRS , LB FERRAE SQL 247 Amazon S3 REVEEE |, Hla0k
H&. BAILLVE Athena 5 VPC RBELEASHEA , LIFERBEXRREZ VPC WHREMNYIETITHRL
&, Hlan | WA LLRBIELFE = (VPC) AL RRERHRAREERE , IRBIELY TCP EEK
ZHY IP ik,

b

« BO LB £ K CloudFormation #EAREE{L M B3 EK VPC i B E 5 Athena BIERK |, ZER T4
BrrEMNAmazon®IREMFE L EW |, B LLETENIRERAEXRRE VPC W HREN N,

- AR Athena BIZRCHER, BXEZESR , 5 M Amazon Athena AFIEEHIIEA

Amazon Athena &ifl7 B %o

EM

EITEWR |, BFERAIBIRE Amazon Athena %, X TFREFITXIMEFH 2 X ( SBIEED X MNE
SREBRIBEFBRMER BT ) B Lambda E¥ , BFEEABIRAE Amazon Lambda W%,

FRAMENNES
. fERAEH A %K CloudFormation 4R
« f£A Amazon CLI 45X CloudFormation #&4x

« BOENER

fE A4 &£ K CloudFormation &1k

EFE—NMNRBEEZIED S3 FE®ER , B LB 4 K CloudFormation A I 6 F iZ & B 2 HE
#% , 5 Athena #H1TE K,

ER

o R XS IEF Amazon Lambda 1 Amazon Athena,

« Amazon S3 TF# A F Pk Xig A,

s RBENEBEREZFEASNETEREZTHREEMENEHFERNFER,

f§ A Athena &if 363
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8 R 2 & 4 AR

1. BFHITTIIREZ—

$TFF Amazon VPC #2#l& ., ESMMEES , i£8F Your VPCs ( 889 VPC ) , AFEEFEC
8 VPC.

$TFF Amazon VPC #2#|&. ESMEKD , 1% Subnets ( FM ) , REEFENFM,

$TFF Amazon EC2 ###l&, ESMBEHKH , 1E£F Network Interfaces ( M&#ED ) |, R/FiE
BEHNMKEQ,

2. 1E Flowlogs (#AX ) ‘I FL , EFEAXME Amazon S3 R AL , RFHIRIERE Actions (1§
fE ) . Generate Athena integration ( £ Athena &£/ ) -

3. BEEDXMEMR, WRERE None (L) , WAAEAEIENAEEES XN BHNER
HEl, tRi%E&EDaily (8H ). Weekly (8& ) = Monthly (88 ) , M5 XK FFi5 HHEAFSE
BHRIERE. RTIEEFHBHMLERAH , CloudFormation AR |2 H Lambda BIEK A
DR BT R hnE s 7 X,

4. RNERMNERERENOE S3 FEA , N ERNEREEFENCE S3 7@,

5. %&$® Generate Athena integration ( 45X Athena £ ) -

6. (Fk)ERIEESF , EFEFEUSMEEN CloudFormation BIRIEEMNF#AE , RAEBENL
ZHER

7. TERIMEEH | % Create CloudFormation stack ( /2 CloudFormation ##% ) , LA#E Amazon
CloudFormation #3#lI & T Create Stack (8|22 4#%) @S . £ /K CloudFormation 4R AY
URL £ Template ( #&4#x ) B HIEE. THESURIBRERFPIEEN TR,

CloudFormation #6122 1Y %R

 Athena BUEE. ZBIEBESZ A vpcflowlogsathenadatabase<flow-logs-subscription-id>,

« Athena T4, TIEHB TN <flow-log-subscription-id><partition-load-frequency><start-
date><end-date>workgroup

- BEENRAFRREEXNNNE DX Athena k. FTRE A <flow-log-subscription-id><partition-load-
frequency><start-date><end-date>,

« —4f Athena WBNENR, BEXESZEE , FSH ENLEN,
« —/NLambda E¥ , IREEWR AR (S0, BAIEAR ) FHosXNFERERH,
« ®Fi=1T Lambda HEHRRH IAM B,

f§ A Athena &if 364
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£ Amazon CLI £ B CloudFormation & 4R

ERE-NRESEET S3 FREE , B NEKHER CloudFormation ik 5 Athena 55,

AT EM get-flow-logs-integration-template @54 K CloudFormation 4R,

aws ec2 get-flow-logs-integration-template --cli-input-json file://config.json

LA R config. json XHH =B,

"FlowLogId": "f1-12345678901234567",
"ConfigDeliveryS3DestinationArn": "arn:aws:s3:::my-flow-logs-athena-integration/
templates/",
"IntegrateServices": {
"Athenalntegrations": [

{
"IntegrationResultS3DestinationArn": "arn:aws:s3:::my-flow-logs-
analysis/athena-query-results/",
"PartitionLoadFrequency": "monthly",
"PartitionStartDate": "2021-01-01T00:00:00",
"PartitionEndDate": "2021-12-31T00:00:00"

A TEM create-stack IS EIIPTLE KK CloudFormation 4R 822 ik,

aws cloudformation create-stack --stack-name my-vpc-flow-logs --template-body file://
my-cloudformation-template.json

ZEITENER

4+ K CloudFormation EARIBM T —ETE L EH , BALUSTIXEZEH |, LUIRIEFREVE <Amazon
MEFHRENEENNRE, SIEMEEHARIIMERRHVUZERE , BUUETEF—IMIENE
o

FEHEHAEEITMENES

1. FTFF Athena 12#l A,

f§ A Athena &if 365


https://docs.amazonaws.cn/cli/latest/reference/ec2/get-flow-logs-integration-template.html
https://docs.amazonaws.cn/cli/latest/reference/cloudformation/create-stack.html
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2. ESMBHKP , % Query editor ( EIYREERT ) o £ Workgroups ( THEH ) T, iEEH
CloudFormation &4k &l 22/ T4E4H,

3. 1&#% Saved queries ( REFEWNEN ) . EE—IEH., BEFECXSEH , AEETENR, EXT
AMENERANIIR , HZREMENLER,

4. £ Queryresults (BEHER ) T , EFETHE R,

iE X &

LR 2 Athena s A B TR IR, EMERMEHITELEWBRTRBSH BSEREATE
MFR, Bt , BRAEFTXELEMEXETNELEN,

VpcFlowLogsAcceptedTraffic — RIEEH L AP ACL 2 VFH TCP EZ,
VpcFlowLogsAdminPortTraffic - RE&ZHIE 10 N IP bt , UEBESER IR ORSERNNARF
OATE P

VpcFlowLogsIPv4Traffic — 12 %A IPv4 RER EF T,

VpcFlowLogsIPv6Traffic — i2&H# IPv6 REMN EF T,

VpcFlowLogsRejected TCPTraffic — iRIERHNZ £ AR ML ACL 3L TCP EE,
VpcFlowLogsRejectedTraffic — iRIFRMNZ A H ML ACL IELHRE.
VpcFlowLogsSshRdpTraffic — SSH #1 RDP i &.

VpcFlowLogsTopTalkers — IB FXHREHRZH 50 4 IP thit,
VpcFlowLogsTopTalkersPacketLevel — I RHHRERZH 50 NEIFESIRF 1P it
VpcFlowLogsTopTalkinginstances — i X R EHR ZH 50 MNEFIEY ID,
VpcFlowLogsTopTalkingSubnets — i B HREHZRZH 50 N F M ID,
VpcFlowLogsTopTCPTraffic — RIR IP #huti2 REPFE TCP K&,
VpcFlowLogsTotalBytesTransferred — ie R F T &R ZH 50 XRHM B 5 1P bk,

VpcFlowLogsTotalBytesTransferredPacketLevel — 1Bk F T & ZH 50 X IE SR B8R B
PR IP Husik,

VpcFlowLogsTrafficFrmSrcAddr — & X4 E R IP itk id REVRE,
VpcFlowLogsTrafficToDstAddr — & X4 E B 45 IP #hat i2 RE R E.

F &F

VPC i B E5R R

THREEERR B S8 sE R m [E,
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o REKNRABAFTIER

- REFLTEIRS , BRERBLFRICKHBETL

« “LogDestinationNotFoundException”=%“Access Denied for LogDestination”£5 i%

- ##H Amazon S3 7 R B PR Fi

« LogDestination 7o &R

s RBEEBEXDEKEBIESTER

AR ST B RIDF

A8
ZHRBERFTZEREDTELS.
RE

% B E4&E 2 CloudWatch Logs BEAR ATgEL KR |, & AIAEFFE SkipData B

®
3

DS

BE VPC, THHEMEEONRAZRIAF, BI8  BLEHERELHAZN VPC RFRHNRAR ,
BAAERESELAEZN VPC FRHAHEUENNEZEONR AL, IRFEEAER , FoER
DIHRER, HE , £ describe-flow-logs &% , AFERKE DeliverLogsErrorMessage FEHIR
BB,

RSAREHANEBREN TR

« Rate limited : IR MA T CloudWatch Logs BETH , M HEAMMEZOKNR AR ICRZEBES
TAUERENEEERN X MR AIETEEN , 2HAER, NRSEZEATIZEN CloudWatch
Logs HEAHENESM , bAJEHIE R BXEZEE , 2 (Amazon CloudWatch A F
$EF) P CloudWatch FRS B,

 Access error : HRHERNERANTZ—
- BHRBER IAM SE5%8EBHNR , TEMRAFIERAME CloudWatch BEH
- IAM AE5RBERFZKEFEXRR
s BEXRTEERAEZREANRBERS

BXEZER , HZR BT RBEXEME CloudWatch Logs B IAM A€,
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» Unknown error : i BERSH BT A IREE IR

l)l /L,\La:/-ézjj’{j(/u 15 /Qﬁ L H /u\laiﬁi E /u\éﬂ
[B] &R

FBERERERE , #H Amazon VPC 5 Amazon EC2 4|54 RBEE RN Active, BR |, &L
7= & % CloudWatch Logs A EYEA B &R Amazon S3 FEEHH B &34,

A RERY R A

- REAERNEED, ARERLT  SENBCENETHCBRATE  ARNSFER T oHRE
KATE S &8 REHE,

s ERBEREHRNEZEORBRTMARE. REELEFKHREN , 28/ CloudWatch Logs Y A&
4,

R R

FR/ow  MERSGUERETE , HERLEFRE.

“LogDestinationNotFoundException”=%“Access Denied for LogDestination”$& 1=

] &

LGB RBER , 2B Access Denied for LogDestination =
LogDestlnationNotFoundException BHiRo

A RERY R A

- BIEREIER B E Amazon S3 FREMAVR BER , KERRTIEKAEIEEN S3 FERBIFHEBR
B SO VP R B SR A B R

o B2 EIE & 2 Amazon CloudWatch Logs B35 H &R |, LR IRR R IAM BE&FAFE AEEE
I'J H /L‘/\éﬂo

BRRTT B

« K% E| Amazon S3 BY , IFHREIEE TIAE S3 FEMAY ARN , HHiZ ARN W IEH, WRE
TH S3 7 , BFRIUIFHBEHERMENNR , FH1E ARN REMEBAKS, ID MFEEES
Fho
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« %7 %l CloudWatch Logs Bt , iEIE IAM & & EGFEMNRER,

H H Amazon S3 171 18 SR BE BR

(7] &

EE2AGER B EKE 7T LA T4EIR : LogDestinationPermissionIssueException
A RER R A

Amazon S3 &M KEEHE 20 KB KY K/ R#,

BRI KM E Amazon S3 FHBNR AT , RNV B FIEENFMNE ARN ( SIEXHRE
£ ) RINEFE MR P H Resource Tk,

ERHIF - N FRERBNZSNMREETRLSBE L FERBRBRE,
fRRTT B

- BURBRTBEREENRBERE REEFEBRE,
- BEERALTARERZIMRBEERE , NENFEBR TR,

arn:aws:s3:::bucket_name/*

MRERTFENFREBINR , WFHTHR B BT R < 0 706 8 RN R

7

LogDestination 7&3&i% ik
(] &
ERZHGEFR A EWE T LA TR | LogDestination <bucket name> is undeliverable
ATREM R X

B ¥ Amazon S3 Zf##EF6E A Amazon KMS ( SSE-KMS ) MREZSR[ImMBZ#HTINE , A BEF®HEN
A& AFX A KMS 47 ID,

9SS

ZEXHA KMS %40 ARN, fHERIA S3 MNZEBM KMS Z4H ID Bkl KMS %47 ARN, BXEZ
f£8 , 21 (Amazon Simple Storage Service #4IA A FEE) hH BB ERIANE,

B BEHEE 369


https://docs.amazonaws.cn/AmazonS3/latest/userguide/default-bucket-encryption.html

Amazon Virtual Private Cloud AriEE

i B R EE RN EIK R R T

(7] &
W ESHEBEANNEREBEREH DT EE,
A RERY R A

R B AP A BER SKIPDATA 5B . B SKIPDATA B , S H THEANBREHIZE,
FRIRT B
BEEASRESFERPEABSPNAERE , BIABERE B REFHE SKIPDATA &E,

¥ & SKIPDATA W RHIEf :

CW Insights :

fields @timestamp, @message, @logStream, @log
| filter interfaceld = 'eni-123'

| stats count(*) by interfaceld, logStatus

| sort by interfaceld, logStatus

Athena :

SELECT log_status, interface_id, count(1l)

FROM vpc_flow_logs

WHERE interface_id IN ('eni-1', 'eni-2', 'eni-3')
GROUP BY log_status, interface_id

VPC B CloudWatch 1E#r

Amazon VPC 2338 % VPC W#iE % # Zl Amazon CloudWatch, £ A LUSAE X VPC &1t EdE/E
N—ABEFBEFFEIE (FMERRE ) HITRER, TEERUNIENENTE K MERENRNZEZER
RTEZEILNE, BXEZEER , S/ Amazon CloudWatch A F 1R,

H33x

- NAU ERRE4E

- SHAZER NAU 52

« NAU CloudWatch &2 =4l
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NAU fEir 54 E

M &ibit A2 (NAU) 2B TEUME P EROER , TAREBEAXMEE VPC IR, KiE
NAU FUREEMZE A, S NAUEEER , ERURZERT VPC B NAU BRELH I ZE NAU BREL , &
FEREBFE EC2 EHIRFRAE A ER ( FlME A EHIIEEE, VPC s, Lambda ¥, Fi
P NAT F3% ) 6

WMRER VPC BEATMEHU AEISIE , Amazon VPC 235 NAU tBx i8R &% 2] Amazon
CloudWatch, VPC B K/NEURF VPC @E MM EatFAE ( NAU ) 2T

IERBAME AX LEIERRR T B IERY VPC KR, Tl VPC ARHEEEA/NRE] , REEBIHKX/NE
EREEE.

AWS/EC2 ar & Z= R BFE AT A T 42 NAU #9384,

B iR
NetworkAddressUsage £ VPC B9 NAU it#,
&R

. 3§ 24 /pE,

R~

« B : Per-VPC Metrics, & : VPCID,
NetworkAddressUsagePeered VPC MEZ23FEMAE VPC B NAU 13,

R & PR

« 5 24 /et

R~

« Z# : Per-VPC Metrics, fE : VPC ID,

AWS/Usage & Z[EBIE T A T NAU B3E#R.
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RAriEmE

1R

ResourceCount

ResourceCount

ResourceCount

iR

B VPC B NAU 1t#.
AR

- 8§24 MY,

R~

« B : Service, & : EC2
« Z : Type, {E : Resource
« &% : Resource , & : VPC ID,

« &% : Class, & : NetworkAd
dressUsage

VPC ME 23 FEMAE VPC B NAU 13,
RERAE
° § 24 /J\E:.I-o

R~

« &% : Service, H : EC2
« &% : Type, f : Resource
« Z% : Resource, & : VPCID,

« &% : Class, B : NetworkAd
dressUsagePeered

¥ VPC B9 NAU AEHEMHE.
REPRAE
O ﬁ: 24 /J\Eq-o

R

NAU $EfRE4E
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RAriEmE

B 1N
« Z# : Service, fE : EC2
« Z : Type, {E : Resource
« B : Resource , fE : VPC

- &% : Class, B : NetworkAd
dressUsage

ResourceCount B3 VPC B9 NAU AAEHESTE,
REPRAE
> § 24 /J\E:.I-o

R~

« &% : Service, H : EC2
« &% : Type, f : Resource
« Z% : Resource, {& : VPC

« &% : Class, B : NetworkAd
dressUsagePeered

BHASZA NAU %1z

E7E CloudWatch & & NAU 1817 , XAEEESNELKEN VPC LEAKR,

BHRSERLE NAU

1.

2
3
4.
5

B LT M4t 3T Amazon VPC #2#l& : hitps://console.aws.amazon.com/vpc/o
ESMBEEF |, %$F Your VPCs(#ZH VPC),

%H VPC K EIEHE,

fiRIRIEIE Actions ( #4E ) . Edit VPC settings ( 4848 VPC iRE& ) o
BRITUTREZ—

- EFAM%E, fRXER Network mapping units metrics settings ( 4% BRET 2 TTIEFRIR
iZ ) , Enable network address usage metrics ( j3 A&ttt AEE4R )
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- EERISE | BB Network mapping units metrics settings ( P4EBRET 2 TISARIRE ) M
Enable network address usage metrics ( /8 M &t FEIEHR ) -

ERABTITE AR KR

» modify-vpc-attribute (Amazon CLI)

» Edit-EC2VpcAttribute (Amazon Tools for Windows PowerShell)

NAU CloudWatch &2 /=l

& LAME R LA T Amazon CLI @85 FIRHI . json 812 Amazon CloudWatch 23R A1 SNS &40 |, LA
50,000 4~ NAU 7 R{ERER VPC B9 NAU RIA =R, HtRHIEREEBE Amazon SNS =B, BXEZ
£8 , 2@ Amazon Simple Notification Service Ff X A G B+ #H Amazon SNS Al 7,

aws cloudwatch put-metric-alarm --cli-input-json file://nau-alarm.json

LAR 2 nau-alarm. json 8RB,

{
"Namespace": "AWS/EC2",
"MetricName": "NetworkAddressUsage",
"Dimensions": [{
"Name": "Per-VPC Metrics",
"Value": "vpc-0123456798"
1,
"AlarmActions": ["arn:aws:sns:us-west-1:123456789012:my_sns_topic"],
"ComparisonOperator": "GreaterThanThreshold",

"Period": 86400,

"EvaluationPeriods": 1,

"Threshold": 50000,

"AlarmDescription": "Tracks NAU utilization of the VPC with 50k NAUs as the
threshold",

"AlarmName": "VPC NAU Utilization",

"Statistic": "Maximum"
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THERKLEMERBERIREFH Amazon VPC 5

HIREA Amazon VPC Bt |, BA1&E Amazon IKEFEABERIBREF I EMXRB, EFXLERBEAE
B F 487 #% Amazon VPC R AFFERAERN, RENEEIHNFRILEEAEREE,

TRIE T KBEFMERERIRE P HIA Amazon VPC KB, BXMKEMERERIRS 68 H N X
REB%IXK , HS @ Amazon Region billing codes,

LU &R K S A
o IP bt EE

« VPC i

- REMXK

- MEDHT

- RERH

« VPC Lattice

- BIKF/BXIEER

MR B IR

« Amazon VPC Ef
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5K /5 (X 33 7 R

KB iR LX) NE
region- MR 28 BRI Ik - 2 85 X 345 Far Y GB SN
VpcResou Bz

rce-Provi

der-Bytes

region- EHERTREKFAIBXIEARMNE  GB SN
VpcResou =
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HIRIEH VPC MEEH

B A Amazon VPC |, A LAE Amazon ZHENEE LBENELUME , RINMZIERRER

(VPC) ., BIE%IMK VPC , RIEABRALSABREREMZE, B UBET %R P uteE, &
ERBFRMMEMXREE VPC , NTFFREMN VPC HHEER, fF VPC EEFBERMHIEZETE
B, £ VPC B A[E3h Amazon &R ( #1 EC2 k4= RDS =41 ) .

TRIHT VPC MERXRIBIL. NEEERJUEARERELR VPC MENRENEE, BT
EER , MR U AER R EAECSRHABE EDWRESHHINE,

S 1% B8

B VAT Amazon VPC E£EKFfE Amazon XiBEE,
B LA VPC W&k #E X1 |, 1k Amazon &R
LTFEEFRENMVE.

™ &R VPC EXHFREENLMKZLFHAEE

Amazon FiRHY IP thit, BAUESANTAKX
FROAI0F PSR IR & A RS 7T A 4%
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FHIE

REEHERE

ENE

i B3

&EREE VPC MM , AT #E VPC M
FEHMME (FHIMEM VPC HFM, EEM
AWML ) Z AR HEE,

&7 VPC BN R A AT UEHIHE ABXREKR
R (T EER, BEEFTRENARGESR ) B
B, BNTFHEBE—IME ACL , T2
HAFHERE.

BEEAN A LA EF M, VPC A EZE
#I7i&. Elastic Load Balancing 12 5#Y f1 %
HEBRLESANE (W EC2324l. A&
Lambda E¥ ) ZE 2 BE& AN RE,

Amazon VPC £ &/ Amazon XA AT A, 84 XEH 2 —/N LI HIEXE, EZEAZHA

PRy XAy R IR G2 VPC AT AR KM SRR,

BRI LAEA Amazon EC2 £ RUEERFAFREH (REEMNERERHE ) 3 HAMEXREHH
VPC, tEEH Amazon VPC #4l&. Amazon API fl Amazon S8 S1TRE , B4R M EENMNX

= VPC M VPC iR

XR]ANAMGEEE

BE VPC WLER , BAUAERREREMRNVERLRENEVEEE SR ML,

EEMBXER VPC KX

1.

B AT M E3TFF Amazon EC2 £ BB &I A : hitps://console.aws.amazon.com/
ec2globalview/home,

EXHAFREERETNFHBET , KE VPC NRAFRKE , 81 VPC HENXFHE, XITHF

Amazon RREGIZRIFIA VPC FERIZRIIERIA VPCo BEF TRILNNAE , EF VPC HE
HNEXESHER. MR —IMXHBRIE—1 VPC , XRATERZXEHHIIMIA VPC,

EE R,

E2RBRETFL , ZREFEFRFERGRFRE = Vpc, AILEREEXESRENRE -

IRAE
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A Amazon CLI EFENXEFH VPC

AL describe-vpcs ii . SMEFE VPC WENXEEZETHT S, --query SHEHEPNT
& VPC ID, ZAI L BIEMENHAMTFER,

aws ec2 describe-vpcs \
--region us-east-2 \
--query "Vpcs[*].VpcId"

BANXFIHEERIA VPCo MRRFEAEIN VPC , MAILAEI RN TR EFEFEIBREERZ
o

--filters Name=is-default,Values=false

EiL

FMZE VPC RN EMBL R, EOEFME , BA NS E - IP iR, XN TFEE3EFRPHY
TR, MMIZFREY IP ik RPN EHDE P sk, (P sthib Lk 38R 0] BUBIE 25 it P 48 = B Bk (46 B @

fEo
Amazon VPC 5| AP BEIREREMR T VPC FRA AT MR TR,
XRRAMEEE

BLEATR  MAEERERBRLDAFRHNARFEZANRE. BLZTFRN P it
EA BRI ESROMARNRFIES VPC NEFWERE - HRARRFEE,

ERRREEESE VPC BFM

1. 1BX https://console.aws.amazon.com/vpc/ TFF Amazon VPC 12§ &,
ESMERT , &F VPC,

%% VPC M EIEIE,

IEFRE R B IR+,

£ VPC B | EREREFMEE., FRERKRIET VPC FWMEFRHAZ R T S IP it
SBE., HENREEEFNEUTREE REXBENERARNMEIEE, NETHRESFMAEE , FL
theEsE | T A FNFMAESTTE,

o &> oD

£/ Amazon CLI #& VPC H ¥
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EALLT describe-subnets i, --filters SHNEBRBCERENEHRIEE VPC BIFM, --
query SREREPNBEEENFR. Bl SiEMENEMFE,

aws ec2 describe-subnets \
--filters Name=vpc-id,Values=vpc-1234567890abcdef® \
--query Subnets[*].

[SubnetId,AvailabilityZoneld,CidrBlock, Ipv6CidrBlockAssociationSet[@].Ipv6CidrBlock] \
--output table

THRRMHEE, FFR2FMID, JEK ID, IPv4 #itBEFME—1 IPv6 it ( RE ) .

| DescribeSubnets |
R R Fem - = et +
| subnet-0d2d1b81e@bc9c6d4 | wusw2-azl | 10.0.144.0/20 | 2600:1fl4:1e6e:a003::/64 |
| subnet-0e01d500780bb7468 | wusw2-azl | 10.0.16.0/20 | 2600:1fl4:1e6e:a001::/64 |
| subnet-0ebl17d85f5dfd33bl | wusw2-az2 | 10.0.128.0/20 | 2600:1fl4:1e6e:a002::/64 |
| subnet-0e990c67809773b19 | wusw2-az2 | 10.0.0.0/20 | 2600:1fl4:1e6e:a000::/64 |
B e e T R R e I e T +

P 45 3 3%
Amazon VPC REHERSTAA T IRES MK, KSFAERMEH VPC MM %,

B LAEA Amazon VPC 6|8 RFEER T # VPC FANREBRMMK, REOBKRMXN

%, NAT H;&i@%ﬂ;& VPC iR, BRREREREECEREMAPERNK, NEEE, BETHAMX
:R,Hfrb SHM VPC iR, MREIRE VPC HEEMKXIXN EERESIK , BUUFERAESE. API
HESTREZ R VPC Y P o< T3 EE

XR]ANAMEEE
T#E VPC MERMHERR , ERBARES RS FIRESHEEN A it xR R Rt TEE,
ERRFLEESE VPC RIM 4k

1. BHE https://console.aws.amazon.com/vpc/ I FF Amazon VPC 2 H| &,
2. ESMERTF , &EF VPC,

3. #%&HiZ VPC HEIEIE,

4. EBRFREIRDF,
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5.

£ VPC B, R ER MHIEEO I‘J%LE%’I‘%EU&TFE%EE%I‘JI‘J?& R 4 O B Bk

K. NAT MXMMX VPC in k. MRFRREFFE , FHERREFEMGERNEERRF L
RBEEFLEMN URL, It URL Eia HE%I’aﬂPﬁlJﬁiE%‘EE , CEERREEMBIR ID (Hlan
internetGatewayld=igw-0123456780abcdef ) .

£ Amazon CLI &F& VPC KM K iEH#E

1.

£ LT describe-internet-gateways i S EEFIBEXFW EBKMMX, --query S¥EH HF
NEBEEENFE, BAUNSEMENEMFE,

aws ec2 describe-internet-gateways \
--region us-east-2 \
--query InternetGateways[*].[Attachments[0].VpcId,InternetGatewayId] \
--output table

TEHRRHE, FFERT VPCID MEBEMMX ID,

| DescribeInternetGateways |
R F e - - +
| None | igw-04c61dbal@EXAMPLE |
| vpc-0bf4c2739bEXAMPLE | igw-09737a4029EXAMPLE |
| Vvpc-060415al8FEXAMPLE | igw-0c562bd22aEXAMPLE |
| vpc-0ea9d41094EXAMPLE | igw-0e06f7033dEXAMPLE |
I I I

+

vpc-03b86de356EXAMPLE igw-0a9ff72d05EXAMPLE
PocoooooooooosooooocoooocPooooooooooonoooooanooo0as +

FEHLLT describe-egress-only-internet-gateways S S E& R EXFHREOBEBEMN X, --
query ZBEREPNEBREEENFR. BALIEMENEHMBFTR,

aws ec2 describe-egress-only-internet-gateways \
--region us-east-2 \
--query EgressOnlyInternetGateways[*].
[Attachments[0].VpcIld,EgressOnlyInternetGatewayId] \
--output table

THRRfRE, &FERT VPC ID MXHHOEEMMX ID,
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L it L i +

| vpc-060415al8FEXAMPLE | eigw-@b8ca558acEXAMPLE |
R F e e e - - +

3. fEALLT describe-nat-gateways i S EFIBERXEH NAT Mx, --query S¥HEREPNIIE
BEENFER, SUNESEMENEMFE,

aws ec2 describe-nat-gateways \
--region us-east-2 \
--query NatGateways[*].[VpcId,NatGatewayId,SubnetId] \
--output table

TEHRRMHE. FFERT VPCID, NAT M ID #FM ID,

| DescribeNatGateways |
L e L P
| vpc-060415a18fEXAMPLE | nat-026316334aEXAMPLE
| vpc-060415a18fEXAMPLE | nat-0f08bc5f52EXAMPLE
B ettt Fem - - -

subnet-0eb17d85f5EXAMPLE |

subnet-0d2d1b81e@EXAMPLE |
____________________________ +

+ — — +

4. fERALLT describe-transit-gateway-vpc-attachments SR EF I E XM H R VPC Fihn
U, --query ZREHREPNTEEENFR. EANSEMENEMFER,

aws ec2 describe-transit-gateway-vpc-attachments \
--region us-east-2 \
--query TransitGatewayVpcAttachments[*].
[VpcId, TransitGatewayId, length(SubnetIds[])] \
--output table

TEHRRfHEE. SHERT VPCID, #EM>Xx ID MFNHE,

| DescribeTransitGatewayVpcAttachments |
B et L
| vpc-0bf4c2739bEXAMPLE | tgw-055dc4e47bEXAMPLE

| vpc-0ea9d41@94EXAMPLE | tgw-@55dc4e47bEXAMPLE
Pocooocoooooosoooaaooooas Pocooooocooooacoooaanoooans

+ — — +
~

5. fERELT describe-vpc-peering-connections i R EFIBEXFHHE VPC N EiEE, --query &
BEREPNEBEEENTE, SUNSEMENEMFE,
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aws ec2 describe-vpc-peering-connections \
--region us-east-2 \
--query VpcPeeringConnections[*].[AccepterVpcInfo.VpcId,RequesterVpcInfo.VpcId]

--output table

THRRHE, F5ERTESZS VPCID, #XH VPCFE#E, iK% VPC ID MERA
VPC FRiE %,

|  vpc-0ea9d41094EXAMPLE | 123456789012 | vpc-03b86de356EXAMPLE | 123456789012

6. fEALLT describe-vpn-gateways i T EFREXFHEMTAMK, --query SEIEH H PN
BIEBENFER. B LSEMENEHMFER,

aws ec2 describe-vpn-gateways \
--region us-east-2 \
--query VpnGateways[*].[VpcAttachments[@].VpcId,VpnGatewayId] \
--output table

TERRHEH, EIERT VPCID MEBEHAMK ID,

| DescribeVpnGateways |
L F e - - = +

| vpc-0Obf4c2739bEXAMPLE | vgw-0cb3226c4aEXAMPLE |
B et L +

7. fERALLT describe-vpc-endpoints iR R EEFEEXEHW VPC iR, --query S¥EHE PN IIE
EENFER, SUNSEMENEMFE,

aws ec2 describe-vpc-endpoints \
--region us-east-2 \
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--query 'VpcEndpoints[*].[VpcId,VpcEndpointType,ServiceName] |
ServiceNetworkArn||ResourceConfigurationArn]' \
--output table

THRRHE, £$—%/E/7RT VPCID, £8=3E/RT VPC iwmRRE, F=I2ERKRSA
. RIRECE ARN SRS M4 ARN ,E'—ﬂISER/J&:FJﬁa,\“?é*“

L el e
oo e e e e e e e e e e ———_— i — —
-
| vpc-060415al18fcc9afde | Interface | com.amazonaws.vpce.us-west-2.vpce-
svc-007832a03d60fc387 |
| vpc-060415al18fcc9afde | Interface | com.amazonaws.vpce.us-west-2.vpce-
svc-007832a03d60fc387 |
| vpc-0bf4c2739bc@5a694 | Gateway | com.amazonaws.us-west-2.s3
|
| vpc-0ea9d410947d27b7d | Interface | com.amazonaws.us-west-2.logs
|
| vpc-0bf4c2739bc@5a694 | Resource | arn:aws:vpc-lattice:us-

east-2:123456789012:resourceconfiguration/rcfg-07129f3acded87625 |
| vpc-0bf4c2739bc@5a694 | ServiceNetwork | arn:aws:vpc-lattice:us-
east-2:123456789012:servicenetwork/sn-0808d1748faeedcle |
| vpc-0bf4c2739bc@5a694 | ServiceNetwork | arn:aws:vpc-lattice:us-
east-2:123456789012:servicenetwork/sn-0808d1748faeedcle |

REEFE
Amazon VPC R R 2 R EIIERE T X VPC M VPC HPF S EEIRAI M & 15 AR,
AN AMBEE

BEATEAFHMANMERNAEREARAFNFRABTREHNREREZRE , BUUMRXITHEEEN
P& P T B B A3 AL

RERHERE
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- Z24
« MLE ACL

Z24A
Z2ATATFRFERINBEAUMBERE, TRARRREHN VPC BIRAY T RAYEZNH,
EE VPCHZEH

FEALLT describe-security-groups B3R EREE VPC HZ 24,

aws ec2 describe-security-groups \
--filters Name=vpc-id,Values=vpc-1234567890abcdefd \
--query SecurityGroups[*].GroupId

EREREHN AN

fEALLT describe-security-group-rules iR ERIEELZEHWAN , H IsEgress & false,

aws ec2 describe-security-group-rules \
--filters Name=group-id,Values=sg-0abcdef1234567890 \
--query 'SecurityGroupRules[?IsEgress== false ]'

EELRANHEAN

£ LT describe-security-group-rules i SR ERIEERSAMNMN , H IsEgress = true,

aws ec2 describe-security-group-rules \
--filters Name=group-id,Values=sg-0@abcdef1234567890 \
--query 'SecurityGroupRules[?IsEgress=="true ]'

MI4& ACL

R RIEFIFIR (ACL ) AT AT HIEL F MR NI EABHHERE. WRBERARDIERELE
WHYRSA | NATSUER MG ACL 4EJRE B EHLE

EE FREIMEE ACL

EALLT describe-network-acls a8 RERIEE VPC B4 ACL R EH FM KBk,

aws ec2 describe-network-acls \
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--filters Name=vpc-id,Values=vpc-1234567890abcdef® \
--query "NetworkAcls[*].{ID:NetworkAclId,Subnets:Associations[].SubnetId}"

BEEMSE ACL I ALEH N

R LT describe-network-acls i B3R ERIEEMLE ACL BN , HA Egress £ falseo

aws ec2 describe-network-acls \
--network-acl-ids acl-0Qabcdef1234567890 \
--query 'NetworkAcls[*].Entries[?Egress=="false ]'

BEREME ACL Y HAM N

EALLT describe-network-acls SR ERIBEMLE ACL MM , & Egress & true,

aws ec2 describe-network-acls \
--network-acl-ids acl-0abcdef1234567890 \
--query 'NetworkAcls[*].Entries[?Egress== true ]’

AR REEETHRARRANNERBEHRRSAHHERHNVNNARFRIBERBEES.
XRRAIMLEE

MEEERLIRITFM, BE. DNS B Mamas , SMLURE , BIRIERLDAFRZIERE
ER, BEIZT VPC MEFXLAHNEE , B ARBERIESHAMEPHRIFES VPC W
ZPHNMEREFIRIREEE

i

55 o

i

x

- DHCP j&I&E
- B EER

H m

Bf IR
BERABENEREBNAENELR (HILWFM, VPC, FMEMEHRM ) #1THEH,

Amazon VPC B #IE PN R RBEREM T VPC ARV ATIILER T,

i
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FRARFEHLEESR VPC WEHBEER

1. i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
2. ESMERT , EE VPC,

3. &HiZ VPC MEIEHE,

4. ERBFEIETF,
5

RERERIET VPC NATERER, MEFRSEERAREWREE REXEKRHN 7R MKE
., METHESHARE  FRHH#E  IABEREFASSTE,

iprtidscE S

£ describe-route-tables iR RIEE VPC AR E FMNKE,

aws ec2 describe-route-tables \
--filters Name=vpc-id,Values=vpc-1234567890abcdefd \
--query "RouteTables[*].{ID:RouteTableld,Subnets:Associations[].SubnetId}"

EERMBARNIEH

£ describe-route-tables iR RIEEHARNER,

aws ec2 describe-route-tables \
--route-table-ids rtb-02ec01715bEXAMPLE \
--query RouteTables[*].Routes

DHCP &3 &

1&HY VPC H— DHCP &Ti& , TATERESZSMMKIRE, HlW , BB EBE X DNS RS8R
LAfE EC2 KB AT LAE AT AR DNS EMIREENT AT ENE. BXESESR , HSH the section
called “DHCP EIEHE".

NI VPC $8E DHCP &I

£ describe-dhcp-options i G #ERIEER DHCP &I, ZRHIESEA describe-vpes an HIREVEE
VPC #J DHCP &1 ID,

aws ec2 describe-dhcp-options \
--dhcp-options-id "$(aws ec2 describe-vpcs \

S
o
I
hi]
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--vpc-id vpc-1234567890abcdefd \
--query Vpcs[].DhcpOptionsId --output text)"

BT 2R ERIA DHCP £ 51RY VPC Y i i R 51,

{
"DhcpOptions": [
{
"OwnerId": "415546850671",
"Tags": [1,
"DhcpOptionsId": "dopt-1234567890abcdef",
"DhcpConfigurations": [
{
"Key": "domain-name",
"Values": [
{
"Value": "us-west-2.compute.internal”
}
]
3,
{
"Key": "domain-name-servers",
"Values": [
{
"Value": "AmazonProvidedDNS"
}
]
}
]
}
]
}
NEE R

NEBOEHESNREEFHENEARESHREZNER. ARBESQUMZERFRNETRR , 831z
TRATENERNRESRPBR , BRUNEASTRARFNER. XA TRENARFNTH
MHAERE , M ERIAR, BXREZEEL |, 55 Elastic Load Balancing FAFF 1/,

R AR

5 describe-load-balancers fHRERIEE VPC N E9E S,

i
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aws elbv2 describe-load-balancers \
--query 'LoadBalancers[?VpcId=="vpc-1234567890abcdef® ] .LoadBalancerArn'

R 22 R
AT RIEFRETE VPC W% A WL RS SIhAL -

* Amazon Direct Connect

* Amazon Network Firewall
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&IE Amazon Virtual Private Cloud fI &£ = {E

Amazon T2 EM=Z M. EFN Amazon BF , BRNERAFEEARSHZEHRBBE DWW ERTIT
EWBRBEROMMEREPZ R,

Z2£ MR Amazon MIENHBERE. TEHRBENREHRNZNLREENZPINR SN

s ZREM : Amazon AT EFE Amazon ZHIZ1T Amazon BRI ER LT, Amazon & 6 &
RUTLLFEANERS. E=FFRAEHNEMNIERINHREENERME , R Amazon
Compliance Programs B —24%, BT &M T Amazon Virtual Private Cloud B9 &#M it , &5
F &M RISEE AR Amazon BRS

s THPHNZLM BNREHEFEAN Amazon REFRE. BEFENHMERAR , SREENHIE
BRI, BATNERURERNEEEN,

L XGRS BY IR T SR ANMA] £ A Amazon VPC R AFREREER, LT EH A WNMEE Amazon
VPC URMEBHLZEHEMEREBE IR, BEL T HBIUNAEREM Amazon RS AR B &K = R R
Amazon VPC &R,

AEN

« #{% Amazon Virtual Private Cloud FHIER
- BHEINITER T VPC INE

« @A T Amazon VPC #J Identity and Access Management
« Amazon VPC FERig L 4

- EAZR2AERFIIED Amazon BIRHRE

- FEAMKIHREFSIRESFRRE

+ Amazon Virtual Private Cloud F kS 8t

+ Amazon Virtual Private Cloud By &M RIE

o R VPC M F R 2 H 77 E AR

« VPC MR EHZREXK

#4{® Amazon Virtual Private Cloud # B $iE R 1P

Amazon F{F 1 E1E 8 E AT Amazon Virtual Private Cloud Y EIER . tixERX AT
iR , Amazon iR RIPIZITFTA Amazon Web Services = WL KERIEN, BRAFTEPNIEEETRHE
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MR EMRNANIRE, BENTEFMERAK Amazon Web Services RS NWE2BEMNEEES., A
XEBERILANEZELR |, BFSRBIERILE N A,

HFHEFERPEH , BIUERI Amazon Web Services ik & H £ A Amazon IAM Identlty Center
2 Amazon Identity and Access Management ( IAM ) IRBENAF, X , MNP RREBITHET
EREFENNR. FRUEBIUTAHARNRFHE

- NXBNKFERAZESHRIE (MFA) .

« £/ SSL/TLS & Amazon #iR#ETEE. HINERER TLS 1.2, BWER TLS 1.3,

« 5 Amazon CloudTrail i%i& API M A F &3 Biclkic k. BXxfEA CloudTrail 3RERFK IR
Amazon JEZIMEE. |, 1§21 (Amazon CloudTrail B ER)Y R/ H CloudTrail BB,

« fEA Amazon MNZ R RFZELUK Amazon Web Services RS FTEBRRIAR 2124,

- FASRIEERLIRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEYBUR
R,

- MREBIGHITHRER AP 51E Amazon REEZX FIPS 140-3 BIFM MZER | EEH
FIPS ii o BXATAMN FIPS HRMNEZEE , BSR (EKFPE2AEBIRE (FIPS ) 5 140-3

hR) https.//www.amazonaws.cn/compliance/flps/o

Giﬁuﬁlx‘“fﬂ%»lvﬂﬂﬁ FEERHREE (NMEFFWE FEbitt ) MARZRBHERNXEAFE
(WMBHFER ), XEEFEHAEHE A, AP, Amazon CLI 5 Amazon SDK &# Amazon VPC = H 1t
Amazon Web Services RS Bt. EATEHHNRIHEHBRA XA FZEP R ANTABER TELH
FUHBESLHBE LR, MBEEEINIPRS RS URL |, 522 B WETEE Mt EEEIE B RPN
ZRFEB|IER,

#{R Amazon VPC ARV EEX W& RERTA

Amazon Virtual Private Cloud feft=#1ZhgE , IEEARIES MU Virtual Private Cloud (VPC) %
=

2B REEERREH (B0 EC2 324l ) AFREAWEFMHILRE. BaIEplet , BZRES
—MRENREAXIK. BEN VPC FNBIRPIHARETTIENREAES, !ZH%J’.&EE%’J?‘E
PlegAREEZS24A , NKPI2B35H VPC WRIAR2AXEK, BXEZER , 2 24,

. ﬂ%ifil'ﬂ?’“%‘]ﬁﬂi (ACL) : W& ACL EFMEF AT HIELIFIENAUMEURE. BXEZE
, BSE FEAMEI RS RESFRRE,

« RAE : RAEFEHREXELN VPC FEANZENEZEZEON IP RENER. BN VPC, F
M ENHNEEOCERBEE. 7 BEBEF LM E CloudWatch Logs 3 Amazon S3 , AI# B2
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WS F RSl TR REENMME ACL AL, BXEZER , S0 £A VPC i BHILHx IP

« REHRK : LA LU Amazon EC2 KHIMEMMEFHOEFMERE, REFREXEIHFALS
MERRE, BXEZER , BSAREEGRER.

RBEITEE S VPC &
VPC MERHR-RRE 5AMDE , TILAE KB XNRBEHRELRBMBRE , BoHEIR
BRI SOBEN R , FRARMETERKESRH VPC 2R SURE VPC BAHHITE MR mE L4

VPC mnzziz4E et A A ZEINZ T Amazon nitro REBHN R BAEBINZRINAE | KERESI N,
WIhRE R R EFEHE MR IEEMIA Nitro SEHIT BRI E b Amazon BRS , 8¥E Fargate, BLARERF
MR, PENXE,

IR E N EAFEBFRABRENMBRS TR ENZEH NN AL MR, EHREMNEXN TR
HIPAA, FedRAMP # PCI DSS SEEMMAREEXEZMNTUH , WA NIA, Z2EERNT
LR AT LAGE AR ML T BETE N Amazon HRE SR AT A& B P AN 2R SRR

BT LTI s S R BB R X PR R T A
Iz HR
s e,

FEHEERXT , MBERG LA E VPC 2R KR VPC T ## Amazon BIRZ B FRE N
BIRTS . BLHNE T By R B KRB E R ATE WP INEHN VPC BIR. BAILEE VPC R H
E, MEHNGRERERSNZENEFR encryption-status, BAILAEREH &
GetVpcResourcesBlockingEncryptionEnforcement @5+ iR Bl K58 HI 01T 4% i Hp N B2 69 45 R o

(® Note

AN VPC Reg KU GEEEXEA, XUEAUTHEATHATRAFARENTR, R
BEXLEFRITHREH M (HEENHQZETHRM ) 5, T88%E VPC LB ABFIER,

AHIERN

ERFERT , VPC MERH LM IEEEREMAE VPC BRARN AT RMBERENIEES RS, TREE
AR VPC LLGEHIRNE AmEES, S8 EAEEEXEAMmZES , N3 RESRN 7R
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REBIOBEERTEEAPNR , AEFEEARHEN, BETUEENR VPC IEF , LURHIE
A3 A RS,

BRLLIhREE | BB IURE LS eI RS RN VPC #IR , fIMAZFRENENHENIA EC2
KOIHEBRMMRE, MREERABESMBEN VPC HEITFREMNRIR , WSTH %5 IR Z PR
T,

BIERERMERS

B LAMER VPC FiBERFH encryption-status FEERFit VPC AEREN MRS, ATHUT
B :

« 0 =RMNE

1 = nitro 1% ( B VPC MZRZHITHEEEE )

2 = NRARBRERFmME

. EOSET TCP #0 443 % E Amazon BBESHHE
. Wi SEN TCP 0 443 B

- @3 VPC B AR E I3 Redshift SERHTRE
3=[ErRBHT nitro MBMNNAEF

(-) = MBRAS AR VPC &2 &I ThEE S <

3 .
EE

T F O AMMER S, Amazon FARBERESHBEUEEMNZRE , 2&EE T BEMHR
AWiwO,

T 3 FEER Amazon EE XS Amazon BERESEB DM TLS BRKEE MRS

- EXNVPC MERFIEARBE , EFEEF B TS encryption-status FERHIFT7 B
&o encryption-status FERAFABZRMEMENRBER,

« BWIEFR BEFFM ${traffic-path} F ${flow-direction} FE , LLIEFR A EFRME ZFME L,
Bl

aws ec2 create-flow-logs \
--resource-type VPC \
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--resource-ids vpc-12345678901234567 \

--traffic-type ALL \

--log-group-name my-flow-logs \

--deliver-logs-permission-arn arn:aws:iam::123456789101:role/publishFlowlLogs
--log-format '${encryption-status} ${srcaddr} ${dstaddr} ${srcport} ${dstport}
${protocol} ${traffic-path} ${flow-direction} ${reject-reason}'

VPC hn%3 42 &l 5k BRI

VPC mEZZEHFHNBFERNEREE VPC FHERREBFIMNE, XHEATUE - MXEPHERE
Amazon SEERNIITINZ ., BETESAE AT EREE Amazon MEZ AN EBRMMx, NAT MXxD
EEEAMNXERER , XEFTRERNHIRNZLHEATEENEYF . EERHMNEN VPC RIETX
HRR , BA BT RERD, BFRMATAEFAREFNE (BEENARFE ) WERIED
C2RR: ORIEYNA

VPC mNZR G 25 8 fhHERRIl, MREM VPC R EEUERFEHBEFTENREEFER , MEMN
BEEXRIEEFRENE , DTURIXEBERRI,. A HM R RIIT AIHERR, B BB 7 iX L8R
BIEBERRI , NTRHER VPC EBRBHEEN, AR HIX LR R RERERTMNE

« BEMMXx

« NAT Mx

o W OEBMMX

- EREHIMEZEN VPC B VPC NEFERE ( BXRFHTZR , B VPC NFEEZFES )

- EELIERAMX

« VPC 2K Lambda BH¥K

+ VPC Lattice

+ Elastic File System

K TERE

1. BRER: fEREX T2 VPC mEZH
2. DWRE : RERBEUERTRENMBRS

3. OWRE : EHEHEIAEH GetVpcResourcesBlockingEncryptionEnforcement aHiR Bk
B8 Tl BT 42 P N EE R TR

4. R [ANE]  EEEF R R HAR A U R R IR TR M AR A BRI
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5. BRI [FIIE] : D¥RE5E HI4E X H B B AT R Y BRI
6. ®it: BERBESEEREZREAM

AXFEMREWRPE , HSEEEXE Introducing VPC encryption controls: enforce encryption in
transit within and across VPCs in a region,

VPC InZZ &R

VPC MZZH N ARSI T
ek

IEFE VPC LI VPC & #2H,
IEFE{ER

IE% VPC LiE2k VPC M 24
i BR

IETE VPC LEMiER VPC tnzgiE 4l

available

ERIIE VPC LR EA RBFIENX KM VPC =2

Amazon RE X FFFRAM

NBEERMBEN , RRLTIRLBEMTERPNE , TRREERGEERENARFE. N TASZH
BR , BEFRATEMERE.

ERBFEAENRS

PrivateLink ( ‘@¥&¥ X5 PrivateLink ) X#FH KZ 8 Amazon [RFEFEZENAREFERITREN
o BEEXNNENABRFHITEMNER, Amazon 2B EFAMEARRNITNAEFENZNRE, —
LB R BIE Redshift £8F ( LEMAREFHNLTRS SR  BFEEFITIBRERRIR )

L BHEBHEIR

FRERENE K MENRHEER, NABFAESEER,. Fargate £5. EKS ZFHRF B TR
REXFENENES. EXLEXNNENRABRFRTEMNER. Amazon R EHLEITE,
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FEFYIBNAR

R VPC BRRMBSEELIERKELFIEE, FIEINNK EC2 EHIFZFEHm P ME,
MRENRFSELEEANANR EC2 356 , WEFHITEMNER, BAUEREHES
GetVpcResourcesBlockingEncryptionEnforcement @3 % RIRBI E AN E MRS 2B EFE AR ERAL
K, MREEATIERR , MATFEARBEAXEF nitro ERGEHFREMZHIQ EC2 K
fil, XLRSBIE EC2 £6l. B3Iy 484, RDS ( FTEEIEEF Document-DB ) . Elasticache i
Eis£8¥. Amazon Redshift FiiA#L 8. EKS, ECS-EC2, OpenSearch FifEl £ & EMR.

RENAIR
UT®IRE VPC EEHFRA

« EF Nitro 8y EC2 =4
- WMERFIES ( FERH )
- NRARFAFSESR

« Amazon Fargate 58

» Amazon Elastic Kubernetes Service ( EKS )

» Amazon EC2 Auto Scaling Groups

« Amazon Relational Database Service ( RDS - FIE$IEE )

« BT Amazon ElastiCache ¥ s fy5E 8¢

 Amazon Redshift T B SEEF MRS R &R &F

« Amazon Elastic Container Service ( ECS ) - EC2 &833% 4l

* Amazon OpenSearch Service

* Amazon Elastic MapReduce ( EMR )

+ Amazon Managed Streaming for Apache Kafka (Amazon MSK)

- VPC MEERFENAEFENIEN PrivateLink A RIBIFTE Amazon BRSEHINE, ERIRENA

BFEMNZNREDBLBITEEUEGEN S A INBEESE VPC WY PrivateLink it REF
15 E T BRSSHIBR &l
P 45 T Bk 10 1 2R Y PR

TLS BiE : FEEMXRBEIRM VPC LEFIIMITINBRSGE , SF TR TLS MU aR 1 & M &
THEBRANHIDER. BTN BAREENNIT TLS NEMER
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Redshift Tl 8 fic &£ 8 M T AR 55 85

BTSN EEFH mAW VPC LY EREGIER ., Eff VPC mEEH 5 Redshift E&FH |
By MBEIRBERERITEEE. N TAERESR , FHIE Redshift EFCBERR , AFE
AMDNEBFRBIERERME  UMNRBERESHF, XTERSSE , BANETEZRANRER , RAEEL
BRS 8 TEA EEAMNRBIERRE , UNRBERGBTZEE, BFEE , IRTRITRECIZRNE
F3E , WEEENEE#HAmAZE LB A VPC mEES, BXtIEZRBHES , 35 Amazon
Redshift 3214,

Amazon MSK ( Managed Streaming for Apache Kafka )
RS 4.1 FEBREBCH VPC PXF5ILTEE, U THSREBEN VPC MEE MSK &4,

. BPEIOREEM MSK E8 VPC LB VPC N
. B Kafka BRA 4.1, SSHIKE M7g dlE R

X 350 1 AT A (X BR %)
- AXE TR ERIERT AR, BHM VPC T E BB

VPC W& EZEXF

NBRFD VPC ZRAK VPC WEERFERERPNE , B VPC LA TRE—XE , F BERS
B TFAEmEERS , BRBEMHERT, MREFEIMZEN VPC ST ARXBHNHEM VPC
AEBBENX TS AMBRS ( THRM ) HEA VPC BN EFES , N AR IEN FEEH R
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https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-transit-gateway.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-encryption-controls.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/get-vpc-resources-blocking-encryption-enforcement.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-flow-logs.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.amazonaws.cn/cli/latest/reference/logs/query.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-vpc-encryption-control.html
https://www.amazonaws.cn/blogs/aws/introducing-vpc-encryption-controls-enforce-encryption-in-transit-within-and-across-vpcs-in-a-region
https://www.amazonaws.cn/blogs/aws/introducing-vpc-encryption-controls-enforce-encryption-in-transit-within-and-across-vpcs-in-a-region
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Welcome.html
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R, BERARELN R TMNHEWLE Amazon VPC WRERRIR., £E IAM BEE RIERFERUER
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
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ET 508K

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKMI A, XEREIZH S5 7
BHATH ARE, HBERFEHRTUAREMLAFZATHT. ETHOMCRETSONEE , §5H
(AM BiFfEr) PEAESEEREERE LB ENL IAM IR,

ETHMIREAURARKKRE ( EZRAZNENGHP ) AEERE (OIS HHHIRLE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Ro

Amazon VPC 5 IAM B4 A 405


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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"Resource": "*"
VPC #IREB THIHERE ARN,
arn:${Partition}:ec2:${Region}:${Account}:vpc/${VpcId}

fFlan | BEFATIEE vpc-1234567890abcdef0 VPC , FHE AU T R+ ERH ARN,

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/vpc-1234567890abcdefd"

EEEEREXETETRHEKSHNAE VPC , BERABESR (*).

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*"
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ExamplePolicies_EC2.html#iam-example-region
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B LA IR R EIER TEHRE B HEF , B IAM ACSREEEKF AR, S LUETEA Amazon
STS API ##4E ( &1 AssumeRole 3% GetFederationToken ) IR 5@ Z £ &K1k,

Amazon VPC X #FfE A I et ik,
REERAE

ARS5 KRB A & S ¥F Amazon BRS5 A R HA AR S5 RV R A RBTERIRE. BSKEKABERE IAM
WKEd FFZBREAE, IAM EERAUEEETERBRSAXRABHR,

REMXFRSEXAE,

Amazon VPC @{il5 IAM BL& A 407


https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/supported-iam-actions-tagging.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.amazonaws.cn/vpc/latest/tgw/service-linked-roles.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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BX IAM FREXENESER , H2H (AM BFERE) 71 1AM Al Z 2 HEXEK.

£ Amazon VPC 24l &

Ei5i8 Amazon VPC 2#|& |, B4R EE —ARENNRE, XENBRAAAFEBIIHMEETERE
Amazon K H# Amazon VPC BRHFMAERE. MREBCENET SO R FIZENHRIENRE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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"ec2:DescribeCustomexrGateways",
"ec2:DescribeDhcpOptions",
"ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeFlowlLogs",
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"ec2:DescribeManagedPrefixLists",
"ec2:DescribeMovingAddresses",
"ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
"ec2:DescribeNetworkInterfaceAttribute”,
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeNetworkIntexfaces",
"ec2:DescribePrefixLists",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroupReferences",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSecurityGroupRules”,
"ec2:DescribeStaleSecurityGroups",
"ec2:DescribeSubnets",

"ec2:DescribeTags",
"ec2:DescribeTrafficMirrorFilters",
"ec2:DescribeTrafficMirroxrSessions”,
"ec2:DescribeTrafficMirrorTargets",
"ec2:DescribeTransitGateways",
"ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGatewayRouteTables",
"ec2:DescribeVpcAttribute",
"ec2:DescribeVpcClassicLink",
"ec2:DescribeVpcClassicLinkDnsSupport",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcEndpointConnectionNotifications",
"ec2:DescribeVpcEndpointConnections",
"ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpointSexrvicePermissions",
"ec2:DescribeVpcEndpointServices",
"ec2:DescribeVpcPeexingConnections",
"ec2:DescribeVpcs"”,
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
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"ec2:GetManagedPrefixListAssociations",
"ec2:GetManagedPrefixListEntries"

1,

"Resource": "*"

33 F{XiB A Amazon CLI & Amazon APl NA® , BREEA T REZEHAENE, MANATFHRS
ZAGEERNITH API R/EM T A IRE,

BIET LB FME VPC

LT RAIAFAGEE VPC, M, BEAXRNERMMX, AGKETIHERMNMERES VPC
FERBARPOERE, ec2:ModifyVpcAttribute BEARFHAENA VPC SH DNS EHE |, FH%E
VPC REZIH BN KAIE W E— 1 DNS EHA,

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:CreateVpc",
"ec2:CreateSubnet"”,
"ec2:DescribeAvailabilityZones",
"ec2:CreateRouteTable",
"ec2:CreateRoute",
"ec2:CreateInternetGateway",
"ec2:AttachInternetGateway",
"ec2:AssociateRouteTable",
"ec2:ModifyVpcAttribute"
]I

"Resource": "*"

FRFREIE foF A E1E Amazon VPC 24l & F 6|2 VPC,
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&SR A ER VPC &R

FEAREEERF AR LMEHIMIBREN VPC BiR. flf , U TERBEATAGFEANBREGIRE
Purpose=Test WM K, ZRBEENEAERERBREBIRL Purpose=Test HEBKMAMX, £
BRREEARBRFZNBHARIERMMX,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:DeleteInternetGateway",
"Resource": "arn:aws:ec2:*:*:internet-gateway/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Test"

"Effect": "Allow",
"Action": [
"ec2:DeleteRouteTable",
"ec2:CreateRoute",
"ec2:ReplaceRoute"”,
"ec2:DeleteRoute"
]I
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Test"
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BEZLA

UTREATAGEEREA, F-—NMEIATACHBREMHEEIREL Stack=test NE24H |
AEBEMH AL Stack=test NEZEANABMHEAN, FZMEIERABEAIRE
Stack=Test RAFCHAENEMRELE. E=MEUIRTACECIRLTLANCIRIRE, FHME
ARWAREEEMNZ2ANZLANN, FAMEAANBEE VPC HElEZT 24,

(® Note

Amazon CloudFormation RS EFEA L RBRUEFEMENINZ LA, IREBREE
FREM ec2:CreateSecurityGroup BEMNZME , MIiZ KRB E K.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:UpdateSecurityGroupRuleDescriptionsEgress",
"ec2:RevokeSecurityGroupEgress",
"ec2:DeleteSecurityGroup",
"ec2:ModifySecurityGroupRules",
"ec2:UpdateSecurityGroupRuleDescriptionsIngress"
]I
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Stack": "test"
}
}
},
{
"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": "arn:aws:ec2:*:*:security-group/*",
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"Condition": {
"StringEquals": {
"aws:RequestTag/Stack": "test"
}I
"ForAnyValue:StringEquals": {
"aws:TagKeys": "Stack"

}
}
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateSecurityGroup"
}
}
"Effect": "Allow",
"Action": [
"ec2:DescribeSecurityGroupRules",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"
]I
"Resource": "*"
"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": "arn:aws:ec2:*:*:vpc/*"

ERATACTERERAXBENZSA | 5 ec2:ModifyInstanceAttribute BAERMEIKE H,

EATACEBEAMNEEONTEYA |, B ec2:ModifyNetworkInterfaceAttribute BER

B REE

REE R
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BEZSANN

LTRBANAERTHMNNER , LMEEFMEZ2EAMZLANN, FAMABEREE VPC L2 A
RYASEM AN |, AR A IEE VPC ESAMN R, E—MEFER ec2:Vpc FHBIFNREH
7 RBE4%E VPC,

BENMEARTAGHEMAERSE, T2EAMANNRENNR. XEACEBEFTREANNUEN
H# TR

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:UpdateSecurityGroupRuleDescriptionsIngress”,
"ec2:AuthorizeSecurityGroupEgress",
"ec2:RevokeSecurityGroupEgress",
"ec2:UpdateSecurityGroupRuleDescriptionsEgress",
"ec2:ModifySecurityGroupRules"

]I

"Resource": "arn:aws:ec2:us-east-1:123456789012:security-group/*",

"Condition": {

"ArnEquals": {
"ec2:Vpc": "arn:aws:ec2:us-
east-1:123456789012:vpc/vpc-1234567890abcdefo"
}
}
}I
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSecurityGroupRules",
"ec2:DescribeTags"

1,

"Resource": "*"

},
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{
"Effect": "Allow",
"Action": [
"ec2:ModifySecurityGroupRules"
1,
"Resource": "arn:aws:ec2:us-east-1:123456789012:security-group-xule/
xn
}

4 E F R B 3 5K

LTRBATABERETMPEHRS , UREEFRPEABERSH. ZRKEILEEFM ARN
MEEA ARN KU ERBW, MRBEZHERMFNIEHNFIREAEMNEREA , FRFX
W (BRIFEMREREFARTHASHEBAINR ) .

ZRBEAERFEANKZZEORRHUNE, EFMPFBEIE , RunInstances HRASEBRIABE—NER
ZEQD  AtACERHRFREESQIELL T RNNE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:us-east-1::image/ami-*",
"arn:aws:ec2:us-east-1:123456789012:instance/*",
"arn:aws:ec2:us-
east-1:123456789012:subnet/subnet-1234567890abcdef0",
"arn:aws:ec2:us-east-1:123456789012:network-interface/*",
"arn:aws:ec2:us-east-1:123456789012:volume/*",
"arn:aws:ec2:us-east-1:123456789012:key-paix/*",
"arn:aws:ec2:us-east-1:123456789012:security-
group/sg-0abcdef1234567890"
]
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}

FEHRE VPC H /5 3h£ 4

UTRBATABERE VPC FNEETFMHPERM, WREBIFZMHEN (ec2:Vpc) NAT

FREREREIM ERB 9,
ZEBERTAGNERAEEIRE department=dev’iy AMI B3I EHIRIN PR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": "arn:aws:ec2:us-east-1:123456789012:subnet/*",
"Condition": {
"ArnEquals": {
"ec2:Vpc": "arn:aws:ec2:us-
east-1:123456789012:vpc/vpc-1234567890abcdef0"
}
}
}I
{
"Effect": "Allow",
"Action": "ec2:RunInstances",
"Resource": "arn:aws:ec2:us-east-1::image/ami-*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/department": "dev"
}
}
}I
{

"Effect": "Allow",

"Action": "ec2:RunInstances",

"Resource": [
"arn:aws:ec2:us-east-1:123456789012:instance/*",
"arn:aws:ec2:us-east-1:123456789012:volume/*",

"arn:aws:ec2:us-east-1:123456789012:network-intexface/*",

REE R
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"arn:aws:ec2:us-east-1:123456789012:key-paixr/*",
"arn:aws:ec2:us-east-1:123456789012:security-group/*"

Bk VPC M2+ 15 8 AR

LTRBERARFABMER VPC B HIAEMR ( BPA ) THEEHNPR , SARE VPC M+ &R
B9 2 177 (R A BR 6

R~ 1 RS VPC BPA IKFSEEIRIRE R VPC BPA HERRIAY RiEih (4],

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "VPCBPAReadOnlyAccess",

"Action": [
"ec2:DescribeVpcBlockPublicAccessOptions",
"ec2:DescribeVpcBlockPublicAccessExclusions"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

w2 - RN VPC BPA IKFSEERIRE R VPC BPA HERRIH 2B E A5,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Sid": "VPCBPAFullAccess",

"Action": [
"ec2:DescribeVpcBlockPublicAccessOptions",
"ec2:DescribeVpcBlockPublicAccessExclusions",
"ec2:ModifyVpcBlockPublicAccessOptions",
"ec2:CreateVpcBlockPublicAccessExclusion",
"ec2:ModifyVpcBlockPublicAccessExclusion”,
"ec2:DeleteVpcBlockPublicAccessExclusion"

1,
"Effect": "Allow",
"Resource": "*"

Rl 3 . RVFIEEIFRA EC2 AP, {1821 VPC BPA REM I HEERIBR S .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EC2FullAccess",
"Action": [
"ec2:*"
]I
"Effect": "Allow",
"Resource™: "*"
}I
{
"Sid": "VPCBPAPartialAccess",
"Action": [
"ec2:ModifyVpcBlockPublicAccessOptions",
"ec2:CreateVpcBlockPublicAccessExclusion"
]I
"Effect": "Deny",
"Resource": "*"
}
]
}
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Hh Amazon VPC KB R4l

B BAE T XA F KR E 5 Amazon VPC <y Bt R 51 IAM KB :

« VPC i K VPC s 2 Bk (Amazon PrivateLink)
« VPC N&EE

Amazon VPC B 13 F 1 (7] £ MR 2
AIUERAUTEER , BB 2IMAEEEFER Amazon VPC 1 IAM B ATEEB R E W (R &,

(] &

« RERIE Amazon VPC FIITIERME

- EFEIIT iam:PassRole

- RFLEANEN Amazon K7 AW ATA R FEH Amazon VPC &R

KL Amazon VPC FH1TIEE

2R Amazon Web Services BB &l & HiFE , BT ENMRE | NIMSTBRRENEER I KA
By, EERARMEEREEFZEILINA,

X mateojackson IAM AAFZHEARFAEEEXENFRNFAGE , BEZFRMETFER
ec2:DescribeSubnets N RHY IAM B&E |, MA&KXEUT RAEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:DescribeSubnets on resource: subnet-id

EXMERT , Mateo EEFEREERENMREE , LA FMEIFRIZFM,
RN 1T iam:PassRole

MR BINE—MEIR , RIPBELNIIT iam: PassRole 1 , MIAMEFRBEUAR T BTG ACIEIES
Amazon VPC,
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https://docs.amazonaws.cn/vpc/latest/tgw/transit-gateway-authentication-access-control.html#tgw-example-iam-policies
https://docs.amazonaws.cn/vpc/latest/privatelink/security_iam_id-based-policy-examples.html
https://docs.amazonaws.cn/vpc/latest/peering/security-iam.html
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B L Amazon Web Services ;S5 RPN EAREZZEZRS , MTRUBRFTRS/AEIRSZ <K
&, Akt , BUMEERAEEEBRSHNER,

LR marymajor B9 IAM AP 2R FE A1 H A7 Amazon VPC FIITIRIERT , 2K E LT R4S
%o BR , RELNEERSACHE TR AINITILERE, Mary TEBFAERZE RSN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S b 4T iam: PassRole #1E.
MBHREBHE  EEZR Amazon BER, SHEER SIEEZEFEITN A,
EHBLE AT Amazon K LUSAEY A B RIFEEY Amazon VPC #IR

AR —1M A , UMEAMKFPHNAFREALNANARTUERZAGKIL RN TR, &7
UEEEESEY , AURAAR, XTXHETRFMNRBEHTREHZIR (ACL ) KRS , E7 2L
150 R 3 L6 SRS ) A 53 3% T X AR B B IR Y 1 R A

ETHREZER , BZRAUATREA :

« ETH# Amazon VPC REXFIXLINEE , 1S Amazon VPC IMI 5 IAM L&/,

- ETHUNMRAERAEBEN Amazon Web Services Ik~ FEY RIRIBEIGEAXIR , ESHE (IAM A8
&) FHRNEHER S —1 Amazon Web Services Ik # IAM F P32 417 B R o

- ETHUMRANEZE=7 Amazon Web Services K= REEHN TR FREINE , 525 (IAM AF$E
) FMRNE=5HEN Amazon Web Services ik F~ 12417 18] &R o

- ETHIMIMES S HRERIERMFBRNR , H2H (AM AFER) PHAILINTSHEIEN
AP ( BRBERIE ) BETHRRER,

- ETHEAACNETRERNRBHITEK,FEZENES , E5H (AM AFER) 78 1AM
P ESIK - R IR R,

& A F Amazon Virtual Private Cloud B9 Amazon £ & &8

Amazon EE X ER Amazon BIEZMEBIEMNIN KK, Amazon EER KK EEN FZENFERZ
SRENE , LEZRAUFHRAIBF,. ANARSENR,

FigfE , Amazon REX KB U RT 2N EHNRBEEAZRR TRENR , AN ATHRAE Amazon
ERERA, BRNBWESEERE THEARMNE - SR RBERE -SRI NR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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BIEE R Amazon TEXNKBEHENLWNE, MR Amazon EFHTE Amazon TER KA E X
IR, NEHFSEMZREFMMBINFIEEAEHS (AP, AHNAR ), HEHH Amazon Web
Services RS BIIHEFH AP IRETRHATME RS , Amazon B WJ8EE #H Amazon EE X KK,

BXREZEE , F50 (IAM AFER) PR Amazon FEE AR,

Amazon IEEFES : AmazonVPCFullAccess

A LA AmazonVPCFullAccess KEEMIMNEBE] IAM B0, HLEREFF ARIFT 21 E Amazon VPC
FIBR

EEEFNRRBEHNE , 55 (Amazon £EXEKESZE) FH AmazonVPCFullAccess,

Amazon B XK : AmazonVPCReadOnlyAccess

BB LASF AmazonVPCReadOnlyAccess RESHI MBS El IAM H17, HEREEERT RAFX Amazon VPC
AT R A AR

EEFHERBHNR , HZH (Amazon RFERXKKSE) PH AmazonVPCReadOnlyAccess.

Amazon £ & R K #E: AmazonVPCCrossAccountNetworkInterfaceOperations

BT AR AmazonVPCCrossAccountNetworkInterfaceOperations REEKINE] IAM &3, It
KEER T ANIR , AT 50012 EE O FH ST E M mE Bk 7R,

EEFHERBHINR , 550 (Amazon REARKSE) 1Y

AmazonVPCCrossAccountNetworkInterfaceOperations.

Amazon £ E X KA : AWSServiceRoleForNATGateway

A LASE AWSServiceRoleForNATGateway KEEKIMNEl IAM S17. WEREFRFATFZIHRE
BT EXE NAT RKBIRR,

EEFHRBEHNR , 525 (Amazon TEXEKESZE) W AWSServiceRoleForNATGateway,

Amazon £ E XK Amazon VPC E#

EEFHX Amazon VPC ¥ Amazon EE R EFHNIFMAEE ( LIRS T 2021 & 3 AFRIRERX L
),
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonVPCFullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonVPCReadOnlyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonVPCCrossAccountNetworkInterfaceOperations.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSServiceRoleForNATGateway.html
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B

the section called “AmazonVP
CFullAccess” : XA FKIEHY
B

the section called “AWSServi
ceRoleForNATGateway ” : #T
KR

the section called “AmazonVP
CFullAccess” : WIMB KR
B

the section called “AmazonVP
CReadOnlyAccess” : WA
REEHY BT

the section called “AmazonVP
CFullAccess” : WA KR
B

the section called “AmazonVP
CReadOnlyAccess” : XEH
RERHVEH

the section called “AmazonVP

CCrossAccountNetworklInterfa

DU

£ AWSIPAMServiceRole
Policy £ EX KB ( ec2
:ModifyManagedPrefixList, ec
2:DescribeManagedPrefixList
s M ec2:GetManagedPref
ixListEntries ) F#HN T R4
A IPAM BE#B & SRR ERFE
ERI&5I&R,

18 # AWSServiceRoleForN
ATGateway KB A FZEHE
¥ R XIE NAT M%,

AINT AssociateSecurityG
roupVpc, DescribeSe
curityGroupVpcAssociations
F1 DisassociateSecuri
tyGroupVpc #&1E , RF&ExX
B, BUEXBANERER24AS
VPC HyXREX,

INT DescribeSecurityGr
oupVpcAssociations #4E , /&
UHEFELLHEE VPC X%
BXo

WINT GetSecurityGroupsF
orVpc B1E , AT EREAE
VPC RERAMNEZE4A,

W INT GetSecurityGroupsF
orVpc B1E , RAFEREAIE
VPC HEANZ 24,

b0 Assignlpv6Addresses #l
Unassignlpv6Addresses #

B

2025 €10 A 31 H

2025 11 A 19 H

2024 £12 A9 H

2024 12 A9 H

2024 52 A8 H

2024 2 A8 H

2023 9 A 25 H

Amazon I E XK
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EK

ceOperations” : XA K REHY
B

the section called “AmazonVP
CReadOnlyAccess” : SIA
REEH EH

the section called “AmazonVP
CFullAccess” : WM B KR
B

the section called “AmazonVP
CFullAccess” : WM B KR
B

the section called “AmazonVP
CReadOnlyAccess” : WA
REEHY T

£/ VPC MERSSHX AR

EEPUN
B, R EEEEMS&EOX
EXHY IPv6 bk,

¥ INT DescribeSecurityGr
oupRules ##1E , IZEELZE4H
AN,

WINT DescribeSecurityGr
oupRules 1 ModifySec
urityGroupRules #1E , /& F
HMiEREZLEHAN,

AT HNEEEMR, IPV6
2t A 5% M 2 3 ) >k B E
REVERIE,

AT HNEEBMR, IPv6
. 23t 5% 2 3 ) >k B E
REVERIE,

B

2021 8 A2 H

2021 £ 8 A2 H

2021 6 A 23 H

2021 6 A 23 H

Amazon VPC £ Amazon Identity and Access Management ( IAM ) RE X AR, RESHE<AR
=R EN IAM A€ |, 5 VPC BE#EEXx. RSHEXACHE VPCIEN , H2ERFARER
FEM Amazon lRFFIER PR EBR.

BRI LERRSHEXABEMNIRE VPC , RANETLFIHRIMNAENNR, VPC EXERFSHEXAE
RIRXER | BRIEZHENL , BNRE VPC AIMKAEA R, EXHNNRESECERBEANNREREE , LUK
TREMI INBME(TE A IAM SEAREI IR SR R o

REEEEMBREXTRRE , B RRRESKEAE®, XTURFEN VPC HR , RAETLER

B BRI SR AV U5 FI A R o

BRXEFERSHEXAGHEMBSNES , HSRER IAM 89 Amazon RSS , AEHRKRSHEXA RS

PETHNRIERS. ARENEE  EFZRSHESKEKABHE,

ERARSKRAR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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VPC M BRSS Mx B X R

VPC £ A% 7 AWSServiceRoleForNATGateway FIIRFSHERXAE : LIRS HEKXAEFE Amazon VPC
BB R KRE B M P it L B3 4 X NAT Mk, REZNERGIERM IP XBEIXE NAT
PXFBUEER , U RERM&EDQLURBIENENEM REA BT BEFATAX,

AWSServiceRoleForNATGateway BRFHXABEFEEUTRZFRRAAZALE !

* ec2-nat-gateway.amazonaws.com

A7 AWSNATGatewayServiceRolePolicy By A & X REEE L iF VPC XNIEERRTTRIA TRME -

. 124E : EIRSHEE EIP £3#1T AllocateAddress AKX KREDHE EIP, RSIEE EIP 28EEAR
SHEMRZ T ReleaseAddress 4B FLEFRIBES

o B ETMEGEENBEM IP it AT AssociateAddress , AMRIEENERSGHF KBTS
B X33 NAT FI<,

o BE EMEFEER®EMY IP ik EIT DisassociateAddress , MREENERSFEMNENX
13 NAT M2 R ER,

o B1E : 11T DescribeAddresses ATEXREAIINE FIRMER EIP FIREAE IP #itEE,

. B BELEUAENMERED LIT DescribeNetworkInterface , SAEHZR B EA iR FEFT1E /Y 7]
AX , \mBEayBRFHNTAKX,

BUAEEFEAF, ANAGESCIRE, FEINRBESHAXAGHNNIR. BXEZER , BS
59 <IAM AP $ER) HPRIBRSHEXABNR.

212 VPC WIRSHX AR

BEEFHUNERSKEA®, H&EBET Amazon Web Services B2 &l|A. Amazon CLI 5§
Amazon API| 82 E A “Xig” o] AMEERH NAT WKE , VPC 2N EBI B2 ZRSHEXAR,

/A Important
MRSEHMEALACIIFNINENRSPEXEMNRE , KESKEKASATUHAEEN
MR, i, MREEFE 2017 £1 A1 B (FHEIXSERSEXASEHAR ) 2 2#A VPC
BRSS , W VPC EEEHIKF 6l T AWSServiceRoleForNATGateway £, ETH#EZ{E
B, B3 B M Amazon Web Services ik HILF H B,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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MREMBRZBSKKAE K RAEFTEFBRUE , KUUERARREEKFHEHRBLEAG, H&
SIRERAXE AR NAT RXEf , VPC 2BIXA IR ZRSHEXRAE,

BRI LAMER IAM 32 %14 812 BB AWSServiceRoleForNATGateway ARG RS HXAR, £
Amazon CLI 2 Amazon API # | £ ec2-nat-gateway.amazonaws.com RS B FEIER RS X
B, BXEZER , 52 (AM AFER) PHNEIRRSHEXAE. REMER T LRSHEXAE
&, AUEARENEIEBXCRAG,

4RiE VPC WIRSHX AR

VPC F &5 AWSServiceRoleForNATGateway IREHX AR, BIERES<EKARE , B£FE
ZERACGNENR , RN TRESHAS| AiZAG, BERAULUER IAM FEBAGHEHR, BXELE
B, #ZHA (IAM AFER) PHNEERSKIEKAE,

iR VPC WARSHX AR

NRETBREEARENFTERSHXACHNIEIRS , RNBWENRZAC, XFEFRIEREK
ERHSEEREFHREAXE, BR , BLARBRESAXBEHNRR , REFEFIMERE.

® Note

MRELZ M ERFRE |, VPC RS EEERZAE , MRRBAETESRIN, HIRREXM
B, BERF/LIHEER.

fHBx AWSServiceRoleForNATGateway /I VPC &R

EFRA B ERE X NAT W< #Y XMl RS X8 NAT X,

£/ IAM FahHIBRARSS KBk B &

£/ IAM #2%|5. Amazon CLI 2 Amazon API il Bk AWSServiceRoleForNATGateway BRS5HHx A
B, BXEZER , HZH (AM AFERE) PHHIBRIESHE<AE,

X ¥ VPC RS XA BRI X

VPC ZRRMIZBRSHFIE XS FEARSHERAR, BXESZEE , 55H Amazon XEHH iR
&

VWO

VPC HIEREZBRSNENXBHXHEARSHEXAER, BN EUTXEPEA
AWSServiceRoleForNATGateway &,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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Redl (Sh4Ex )
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Amazon VPC VR IRELZ £

ER —TEE RS , Amazon Virtual Private Cloud 23 Amazon £ XM ELZ LRI, BHX Amazon
T2 RS UK Amazon IIAMRF EMIZRENFEE , B25H Amazon =& £, ERBEMRBRELS R
ERERRIHER Amazon 338 | S H (Z2M X Amazon Well-Architected Framework) ##) £
R R

EO]LAEF Amazon KBy AP B REE M4 1A R Amazon VPC, BFIRMAMIIFUTAR -

s EHEREMMN (TLS) o BINERFEH TLS 1.2, BIFEA TLS 1.3,
- EER2EBIRE (PFS) WRBEH |, Hlin DHE ( et Diffie-Hellman ) % ECDHE ( IS a4 [ #h

% Diffie-Hellman ) » AZHINRRE (W Java7 RESRAE ) BXZRFXLER,
M % P B

ERFAR (VPC) 2 Amazon cREHCHNEBREE XS FEMME, FJLERRIMA VPC T
FEHRRALK M REER IR,

FMZE VPC fy IP it SufEl, EEISKHIET , ERBE VPC L FMFEZ)ZE6, ATLERFM
[BREEAN VPC BN RARRFZE (flI , Web, NRARFMEBEE ) . MRTNEEEM Internet 751RI5E
Bl FEABEFMIARE,

O] LAE Amazon PrivateLink , kit VPC BV ER T LAERFE IP #ibE#EE| Amazon Web
Services RS , MEIXLIRSF EZEELN VPC FIEE, HAilt , BLEFEABBRMM K NAT &% H)
Al 18 Amazon Web Services BR% .

EHIW SR E

FERER T ERZHE VPC HEIR ( fli0 EC2 K6l ) INERE :

- FF 224 FEAEENFREFN VPC IMGETHR, HEAIER M4 ACL RLITTIRZS#Y 48 BE
s, TRARBNTERSHBEEME , UARIESIAEMZSENAN , Rt EIhaE M4
ACL BEFE, FME ACL FERHBIZEFINS (BIMELBENRETFE )  HEFNSRIFH
Brir Al EIEY , B ATREIEE A M. HAh , T HE ACL A TENFW , Rt TSI AEREREH
#, ARPIER BT EBEERSANTRTE3.

« MRAINEEM Internet HRISKH , BEEAREFMNIEHE. EAEL2FHH NAT MAXNLEFHH
RYSEBIi5 B BB
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https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/vpc/latest/privatelink/
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- BEFMEHAEK , HPN ISR I FEESFSRNSREMNEZREB,

- ZRERAEMREAFIMEED MY TEANAREFRERZHNFIT Amazon EC2 KHIEER
B, X8, B LKA TE RGN IAM K, NMEBR M F TN Z2ARNRKAZ LM
MRIEMARITHER. A, FASAIAFEREOTRE THANMEREZFEE , SFEB 02
ETENNEHREIAAET 2B FMEMEZEANE VPC FRERHAMN,

« f#H Amazon Virtual Private Network 3 Amazon Direct Connect 23 MiEFEM & ZE| VPC HWFABIE
¥, BXEZELR , BESRNEE Amazon VPC HYE#EEILIN,

« £ VPC Flow Logs Y12 ZiA LM R E
- A Amazon Security Hub CSPM # &3k B £ AI#I B L],
£/ Amazon Network Firewall R{R¥ VPC HHFM |, B5 L& A& R Do

HREE2HMM LS ACL

THREPERT Z2EMME ACL 2 HNERER,

FHIE oge | M 4% ACL

BRIER A SO B T ML

SEE BERATERSEXBRNATE LA &R T RBRF MR A 6

e RS VAL AN

AT ERERBAFREMNITPEFREAN  EAFTEAN  BEFRISHRET
[

IR @57 & Ba fAiF (BREA) QA AR (TR )

TERRRTHRESENMME ACL RENZEZ, Fl0 , KB BEBM MK/ BIER S 66 R B H R P
B, BHIEEN TN, 5FMXBENME ACL N R FHAFROBER. 5ERFIXBENRE
48 A 422 16 7o V2 A SR BRI o
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https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.amazonaws.cn/vpc/latest/userguide/flow-logs.html
https://www.amazonaws.cn/security-hub/
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Availability Zone

Public subnet

Security group

N

EC2 instances EN etwark ACL

>

Private subnet

! Router Internet Internet
Security group gateway |
[| ' : b| - |~1
ECZ instances Network ACL

S

BRREEAZEARPENKSG, B2 , EUURIMME ACL ERFNNBEE. BXEZEER , 1B
B9 R - EEXSF R PR SEAIRY TR E .

FERZLAHAEFIE R Amazon BIRHRE

ZEARFHATIZNEFEEXRKRARNRE. S, BRRELAE EC2 KHIXKEKG , ©RFHEHIZ
KABIBY ASEA VAR

Bl VPC B , EWH A - MR INZ 24, LA VPC IBFNNEZ24E , BN REHEMEFHEH
ASERHIEAN o SRS BRAUEMNIEERR, K OSEEMD. BTN FRHERANEE
BWith, imOSEE M.

o
=

TERHERT —MEE-NMFN, —INEERMMXA-—1R24ER VPC, FRNEE T —/ EC2 X6,
Z2EPEAERXG, REABRIEUHRBNER. FEXRFNERERSIRZSENN TR
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B, flm, MREZLATE —FRAVFNEHMERISZHIRY ICMP RERAN |, WETLUMNERTHEH
WiZEFI# T ping ¥, MRLLEARITE ARV SSH REMNMN |, NBETTEMEA SSH EEFEHK
B,

F Reqgion

S

—myE

Security group
kS
s ZEEERER
o ZEETRG
o ZEAHN

- B VPC HERIAR £ 4

- AVPCBIEZSH

s BERSEARN

- MiBr=£4A

- §RLEEZ/ VPC Kbk

+ 5 Amazon Organizations £ ZZ 44

E
A RS AT REUEMEA A,
ZEHEREE

- MREALZEA VPC KB Y EERREAXREKIE - XEPHEM VPC , MAILFZ2ESEAER
£4A%EE— VPC HOIBMARREM VPC FHNHIR, BETUNENRFEIBEEINREA,
- tIEZ2EN , BXANEREEHMER, UTRNER
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- REHBZHIE VPC FAMEME—,
- ZRABEMRTFXTKNE,
- BERAERNKERSZH 255 M2/
« BMHMERREFERAUTER  a-z. A-Z, 0-9, ZHH _-/)#@[0+=&;{}!$*,

- MREMEETEZERE , RINEREFENNMBRIX Lz, Hlan , WREHE A Test Security
Group™ERN B , RN HEFM N “Test Security Group”s

« BEHBMTEE sg- ko

- R2ERBREN. flW , MRENEHIRIZEFER , WERRABRSEMN MM | #AVFZFERE
RIREBREZRG, MRBHNWECE RFHNAMRE , NIZE R A SABTTSSB |, e o] 28 H a0
e

c REHAFTERENRBUATHENRE :
« Amazon % kS (DNS)
- Amazon 37 EHEE i (DHCP)
 Amazon EC2 £t #iiE
- Amazon ECS 5 T HiiEin R
* Windows SE4I 89 ¥ AT UEBUE
* Amazon Time Sync Service
« MIA VPC BRERBRERANTE IP it

« REXNEAETN VPC BIBZMNZ LA, MBNZEARNHOANELUREMEEZEARBKNZ AR
REBF.,. EXEZEEL , 5 Amazon VPC B,

S JEN S
- AENEE IAM THelEMERZ 4.

- BIEFTENSRIBENZSYE , UREHERRK. FASIRLE , NEAMLYENZEERNE
TR 5 R X PR 1T E

« FERURO 22 ( SSH ) =X 3389 ( RDP ) AANA LN LAE 58] EC2 EHIAT , {NIRIFE IP #hukSE
B, MREMEIEE 0.0.0.0/0 (IPv4 ) F =/ (IPv6 ) , MEIAERT LASE A 36 TE P EM IP bt i5(R]
NI

- BURBERABOSTEE, BREIEMNEONFRXETEER BRSNS E Wi,

« BALIEREBIMNE ACL , FEMNEEHNLSEMMEL , LUER VPC FMEANLZLE, BXZL

SAFME ACI 2 HNERNEZERD TSN LHETZSHAME ACL
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T4 A RpI

LT REEERTEERNZEEAMANFMAEY VPCo 7MW A FREHEBEHEENERER , BILX
EXpl5EREE 1 AxE. ¥ B FHXRGFIESHENEZER , AtXEXFEREA 2 BXEk.
ZRAANATFREEY , MTAAR :

 Z2E 1 HHNE-FARANAFMNEERUTEE (HM, EECHEHHTEE ) 2FN A PEF)
#Y SSH &,

« REE2 ANE-FAWEANARF TN A PESEPIER SSH 5EF M B FREYEFIFITESE
c IAREABERRNEWEARN , LR TFRBERE.

Subnet A Subnet B

RN NN

Source Protocol Port Source Protocol Port
198.51.100.0/24 TCP 22 Subnet B CIDR All All
Subnet A CIDR All All Subnet A CIDR TCP 22

Destination Protocol Port Destination Protocol Port
0.0.0.0d0 All All 0.0.0.040 All All
Security group 1 Security group 2
——
T AN

ZEANHANRFHAFRB S EZZEARKREKA RN AMRE, XLEHNEEZH o VBT SR AIR H AR

o

fim
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BRI R R £ AMN ( WA N RN HBE ARG ) o ERTAWBBER (A ) R
HUGBHER (BT ) AN, SRR FNSERN BRI RNR.

"N
- ZRAPANEXRES
- ZREAHNAYE RIS
- 5l H%ZE4A

« BREHKND

- SETRRSEAN

)

}

REARNEREE
AT REN RS AMNKIE :

« BEBEEATAN , BFETEEELAN,

- HEERCRRSAER , ERAAWAN, Hit , BRFAUEANTNBRZEA 2 , RATFAWER
B,

- BROEZRSAN  CREAATRABRRNAA HIERER HIEMN &0 SR BRZ AN HH 75102 72
FEEHIERENHEAN, MRENRZEAXBHEAN , WFRFHERE,

« HEFSAR2ESE-NRREXEKN , RESI M Z2ANANFEREFR—AAN , ATHER
RFEF.

o A, EFHMEANE  EHNEREINATEREAXRBKNAARR, XN  HS5HE
ZRARN,

« RERNTEFENFETRLBRTRERENSR. BXESZRER , 5H (Amazon EC2 A
FiEm) FHEERER,

- HEZQEZ2AMNE , Amazon 2FFHE— ID FELEMN, HEMER API 2 CLI & M BREM N
B, SEFBAMERZANE 1D,

7|

[

BR 1

T BT EMR IEXIXE Route 53 Resolver 53K B E#Y DNS #&3K |, Route 53 Resolver BR#R N “VPC
+2 IP tbdt” (S H (Amazon Route 53 FF R AR #E®) F# Amazon Route 53 Resolver ) 3
AmazonProvidedDNS, ZEi@d Route 53 Resolver fEi%& DNS &3k |, A Route 53 Resolver DNS
Firewall,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
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LA AN AYE R EB 5

UTREREAAEMEEA N A A4

. Y AW, BERMHLN 6 (TCP). 17 (UDP) # 1 (ICMP).

- WOSEE : 3F TCP, UDP REEXMHN , AFHNIKROEE, BUUEEEMNEOS (Hla22)
Hiw O58E ( H1an7000-8000 ) .

« ICMP EEHMMAH : IF ICMP , ICMP KB A, Hla , ¥F ICMP BINERFEHELRE 8, 3t
ICMPv6 EISERERARA 128, BXESEER , 556 (Amazon EC2 AF#ER) FM AT ping/
ICMP BIFLI,

« BB : ATFHREBHR (AWEHRN ) KB (HEAN ), BETIHTZ— :
« —/NIPv4 sk, EWAER /32 BIBREKE. flin 203.0.113.1/32,
o —ANIPV6 Mk, AT /128 BIBKE. fI0 2001:db8:1234:1a00: :123/128,
« XH CIDR REXTEMN IPv4 shatSERE, #li0 203.0.113.0/24,
« XA CIDR RFRZEH IPv6 b SEE . Hli1 2001:db8:1234:1a00: : /64,
- BIRBIRM ID, 0 pl-1234abcl234abcl23, BXEZER , HSH KERYIR.
- Z244M ID, I sg-1234567890abcdefd, BXEZEE. |, iHSH the section called “5| F
Z2H
o (FIIE) HER  ERLUSIMANN R ; XABBEEUFRIE, HRNKERZH 255 MNF
. AIFNFERFBIE a-z. A-Z. 0-9, =M _-/0#@0+={'$%

BXRRH , ESH (Amazon EC2 AAF1ER) XN AERAHIHZ LM,

Gl E et

HEBEE - N REAENANRLBIRE , ZAN2FHMEREAXRKNAAESES, SGTUERAE
AP hu , BEEENPUMRQREES QHRITERE,

Flan , TEAMWHRERRTIZESAMAWEAN | ZAWANEI AT ZL4E sg-0abcdef1234567890, LtH NI
RYFKEE sg-0abcdef1234567890 F<EXHISEHIAI AL SSH &,
RIR i % 0SEE

sg-0abcdef1234567890 TCP 22
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/security-group-rules-reference.html
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ERZLAMNP5|IARZLAR , TEEUATILR

- MRFBEATE-FH, WA IEHMZLANAEANGEI A ZEZL4A
- 5E— VPC xXEMN&Z24,
- BERLAXEKN VPC ZBIFEXNFiEE,
- BERLEXEKMN VPC ZEFEEHRFEM X,
- MRFBEATE-FMH, WA AELHEAN 5 HLLA .
- 5E— VPC xXEM &L 24,
- BERLAXEKN VPC ZBIFEXNFiEE,
FEOsIAReENZEAR M| AR AP RIERAMN,
o NTFAUEMRN , ELRLAXREKE EC2 K67 LWk B 55| AR H XK EC2 SEAIRY M KO FA
B IP Hut M AR E,

 NFHMAN , ERLAXEKMN EC2 KA M E5|ARELAXREKKN EC2 XFIMWMEEOFE IP
Mok & B IERE,

« BIIFAERNEIANZLARITUTER
{E : AuthorizeSecurityGroupIngress, AuthorizeSecurityGroupEgress, RevokeSecurityc
M RevokeSecurityGroupEgress, BIIRARERLHARTHFE. XF~HEUTER :

« EXEREDN IAM REFIEES AN Z2ERBEMNR.
- H5|ANZEERAS —NKFREN  MEEKS T2 WX LERER CloudTrail 4.

BR 1

NREHRARENBIFRRBETEFNINFENIRL @R ERE NSRRI FH DKL ZR
LARFREBERXRGZEARS, BIEPNRLEMMNEIASE —NEFINAE IP iUt HITEE —NK
HIEyFME CIDRSEEFEAN R, MRESIAE —IMRONZEAERNTR , NREETRFREESRSz
B3R 3h.

=~

TERERT —MERNTRAXAZHFH , WATHE - PMEBRMMAXN— N RAREF 89 &R0
VPC, BNATRAXEE-—TAT Web BRSBF[NLE TR - M THEFRSHFENLE TN, S
#7285, Web RSB[NBIBEERSHRFRMNEZSE, QIBUTREAMN AR TRE,

« EABIERZEEFMAN |, LAFRBERMNH HTTP M HTTPS K&, XKIRZE 0.0.0.0/0,

* [0 Web RFEBNZEERMAMN , BUR VKRB ARBE [ HTTP M HTTPS RE, RKIR2AH
BERNE24A,
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s MBEERSF|NORSARMAN , LLAFRE Web BRFJ|HBIFEEE R, KRR Web RFHH
ZEH,

|JE| Public subnet |JE| Fublic subnet
Security group
Web server Web server
Private subnet Private subnet

Security group

g Lo

Database sernver Database server

Availability fone Availability Fone

TEE KN
R B R RBERE T HEFANT AN LR A TURABN R AN HERN FK,

« 5|F CIDR SREVA N 1T — AN,

- BRsIANZREAX/NNME , 5| AEtbR ARG TR —FAN,

- SIRFEFRENSRIIRNAN T HARIIROZAKD, il , MWRETRFIRZFAKNHA 20,
5| AT FIRAFNITH 20 FHM,

« 5| Amazon EER S EZIIRMAN T RETRYIRONE, Flan , MRITRFIRWNER 10, N 5]
AL AT BRBIRMAN TR 10 AN, BXREZEER |, S H the section called “A] AR Amazon 3£
EE R

pOR:RY: Ve 1R

WMRIEH VPC EREEAM VPC Y VPC NEERE , RENRCEARMKSHREN VPC |, NEH
VPC R AMN A 5| B iZXF VPC EAE VPC R 2., X, 5AsIAREAXRKNA
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BRAKEHTSIANELEXRBKNARITUMERE. AXESEE , 56 (Amazon VPC X Fig
M) PHEHENEZL2AUSIANELRE S,

MRZEAMNEIATXE VPC HHAE VPC FNEZLE , MAE VPC RNR LA VPC WEHFEE
ERMER , NiZZ2ERANFLAREHITN, SEAEMEHNRZSARN —# SRR REA
M,

&1 VPC WAL &4

IEHIRIA VPC MIECIZMEM VPC BHRRMINZ£EH, MINZEEMNBFNA default’s
BULHBERRIARAURLZELE  MAEEARNLEE, AMNREEIENRFRELERFX
KREZL2A  BITSFEHXKIRIARSH, i, MRELEEZ EC2 KA RIEELTSA , WK
SFZEHIREE VPC BRRIAZ 24,

RINLZ2AEFREER

« BRI LERMIAZ AN,

o BIEMBRRINZSAH, NREZHMBRRINZSAH , 2E RUTHIRK
f3 : Client.CannotDelete,

RRIAFL I

TRNTERAZSHOERKAA G,

SR 173 ¥ O3B E 8

sg-1234567890abcdef0 £ B =0 AWRBTHAENLTSANRER
BROAMRE, RALZTLAN
IDo

TRNMERAZSHOERINE BTN,

B #5 N wOwE R
0.0.0.0/0 All All RFFFER YL IPV4 RE.
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B #R X i 036 E iR
/0 All All AWFER Y IPv6 RE. XY
VPC EBXEXH IPv6 CIDR 3REY
AN AR N o
=~

TEERT —MEE-IMRARE4A,. —NEBERMXM—1 NAT MXH VPC, MNZ2HANETEH
AMIAAN |, FEEE VPC hEiTHIR A EC2 SKHIMEKRER, HtZRSP , B KGIE T AEMRA KA
MBI EZWRKRBE S —NROIAMERE, RRIAFN A R FIX LSS HIEBOR B EERM MR NAT M
HRE. MRENEFLTERESRE , NBWEEAFMEANGERS2A , AFFNEZEEERH
xEk , MAREMINLZEA,
)
@),

Private subnet Private subnet

LLLLL, Default security group EEINa

LLLLL

Public subnet Public subnet

b b
p}p b
-] b

A VPC tlEZL<4H

FBHREBRESR (VPC) F#FERMIANZT2H., EUUBRIFNNZEH, REERESHEEN VPC
P RRESER

ERABRAT , iR ERBNRAE-FHUEAN , IRTFMEBEEFTRR. SLFUNMMN |, LER
VHEMA GBI RNR B H I BIER. AU ECIRZLEMNRNEZSERN , AT NERERM. &
XEZER , FEH Z2EHNN,
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FREE IR

EFFta<m , FREREAFMENR. AXESZER , BSRATIAE :

- EERSA
- EEZSEAN

FEREFGtERSA

1. BELAT®uLITHF Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e

2. ESMERT , ERRE4YH,

3. i%&$RCreate security group ( BIBZ 24 ),

4, WMAZLANEBEMNER, ZOBT24AE , ELEERHBHAEIR,

5. XFVPC, BEREZHDOUBEARHFHELLHXEKN VPC,

6. (AN ) EARMAEAN , EERAEAN, NTFERAN , FEFRRMANAEEDL, wEOH

KR, BREZEE , FEHHA BEZEANN,

7. (HE) BARMEERN , EERFBHEAN, NTFEFAN , FEREFNANFEEDHYL, wEM
B 7o

8. (HNE ) BERIIRL | FIERE Add new tag ( RINFTHIRE ) , RERAZITZNENE.
TEELZEA,

©

£/ Amazon CLI tlEZ&£4H

£ create-security-group %

o

o BALUBEISHAERSERCERLTLE., EFRLER , RI2BIFNERKELRLAMEE
MAFEHERDN | L2ERERERLEMEREHN VPC, BAUNMELLABMABHAMER, KA
EEREZ -1 VPC , A URBEFECRAUMEEAN, T , BLEFZLEAN—PMXEBEFIE 5
_lziﬁo

RENELZLENERZSA
1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
2. ESMmERT , EFTL4YE,

3. EBR—IRE4,

4. RERRE. EFEHRL4A,
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5. WMARLAMNBMAEIR,

6. (Hit)REFEFEREES - VPC,

7. (W) BEFERM. BERIEFEELTEARAN,

8. “EIEZREH,

BEZREAMN

IBRRLASE , BIAARMN, EFSMBREZSANAN, ERM, ERIMERAN  EFEINAT
BER£EXBKRNE R,

FREE IR

HITtznl , BFREREHEAMENRR. BXEZER , H5H EEZ£AHN,

i RN i O

- ERARHE  SERREEMENHRER , FHEEEDNROEE,. BERAROEE , ST0EFN

THENRBEZ— : BEX TCP AEYX UDP,

« £/ Amazon CLI , BRI LAEA --protocol # --port EBUAIMEEENKFONENAN, BR

MEANRNKEFRABENHAN , FHRA --ip-permissions &I,

IR A B FR

EREHE , BRI TRAEE RN A UEA N AR H AN A B #r
« BEMX : IPv4 CIDR 3R, IPv6 CIDR 3R, ZE£AHARTI®K,

« Anywhere-IPv4 — 0.0.0.0/0 IPv4 CIDR 3R,

« Anywhere-IPv6 - ::/0 IPv6 CIDR #£,

o BEIP - AT EHHI QA IPv4 sl

£ Amazon CLI , A LA --cidr &I$EE IPv4 CIDR 3R , B AJBAfEA - -source-group
BRIEERSH., BEIREERYIRS IPv6 CIDR R | i --ip-permissions &I,

BREZEAMRN 442
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/A Warning

MR E%EFE Anywhere-IPv4 |, NPF A FRBETE IPv4 it FRE. REEE Anywhere-
IPv6 , MFF VR EFTE IPv6 it RE, REMERNENEELRRNEE IP #iSE
Bl

EREHAEELEENN

1. BXH https://console.aws.amazon.com/vpc/ TF Amazon VPC 24 &,
ESMERTD , ERRL4A,

mERE4E,

EREAWEAN | ENRER AN ED = PR EE A BN,

> w0 D

a. ERMAN , FERFRMAN , BRAMNERE, B, iKAMKF

WMRFKE) TCP 5 UDP , MAFi5 A AT R OBE. W TFBEEX ICMP |, BAHM
Protocol ( MY ) Hi%E$F ICMP EEZF5 , H M Portrange ( i ESEE ) FIEFRBE (W0
REA). T EMEAMRRE  NESRHEERB DK ASTEE,

b. EEHAN , FRFEFEEIANNH, HENKEF, B2 , BLEEICRFERE., Hla,
HXIFRZ IPv4 CIDR 3R |, WFEEIETE IPv6 CIDR R, RIRFIRFEL LA,

c. EMIBRMN , HEEHN A MIBRIZE.
5. E4mBHEAN , FMREZHEANIETF PikFE e H AR,

a. EARMAN , FEEBEFIAN , B ARMRE, i, wOMER, S0 S A ATk
&

WMRFKE) TCP 5 UDP , MGk A R FHNIROBE. W TFBEEX ICMP | BAHM
Protocol ( 7MY ) Hi%$F ICMP EEZF5 , H M Portrange ( i OB ) FIEFABEF (W0
REA) . WTFEMEAMER  NESRHEERB DK ASTEE,

b. EEHAN , FREFEZEIANNH, HENKEF, B2 , BLEEICRFERE., Hla,
HXIFZ IPv4 CIDR 3R |, WFEEREE IPv6 CIDR R, BIRFIRFEL LA,

c. EMIBRMN , HiEEHN A MIBRIZE.
6. EERFEEFEAN,

BREZEAMRN 443


https://console.amazonaws.cn/vpc/
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£/ Amazon CLI BLEZ £ A M N

« ¥h0 - £ authorize-security-group-ingress 1 authorize-security-group-egress e

o

- MBR — A revoke-security-group-ingress ¥ revoke-security-group-egress a8 o

- &2k - A modify-security-group-rules, update-security-group-rule-descriptions-ingress
update-security-group-rule-descriptions-egress & o

il Br %2 4 42

ERATENTRAR , FJEUFERIBR.

‘}(_I;

=

« REETEESEMRRXK.
Htz £ BHRWANTESIRLE4A.
- ZEZLETEER VPC HIRIAZ 24,

EAEHEAMEREE4A

1. BELATMuITHF Amazon VPC #%1& : hitps://console.aws.amazon.com/vpc/o
ESMBERT , BRRZLH,
ERZEE , RAEHRERRE. BRZ24,

MRERETZNREE  REQRTREHTHIN. IRELZLATENR , RIN2ERESI MRS
ARVRD , RERBLWMIBR. EZWINBIBRIRE |, B ARER.

5. IEEMIBR.

A w DD

£/ Amazon CLI &£ 4E

£ delete-security-group &

NEEHAEZ4 VPC xEk

MRENTEAREEFRRANBLZEERNZAN VPC FE1T , WAILERARE A VPC XEXIIEEF
Z2EEFR-XFEHHN SN VPC XBk, X , BRANE - MIEEEMEF K FZI VPC R
24,

HiprR=Z 24 444


https://docs.amazonaws.cn/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/authorize-security-group-egress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-security-group-rules.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/update-security-group-rule-descriptions-ingress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/update-security-group-rule-descriptions-egress.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-security-group.html

Amazon Virtual Private Cloud AriEE

Fegion
AWS account A

ER) VPC A ER] VPC B

Private subnet Private subnet

Security group

.......................

Elastic network
interface

LEERIEM VPC B9 Amazon K™ A, B4 VPC HEEMEFMHPETHIEAR. EiXxME
AT, VPCAMB FHHANITHEABEERHARNMEREER , RILIKS A TEAZ£4H VPC X%
BRIhRERF VPC A FMIZ£A 5 VPC B XEk, NXBKREZLERTHNEMNENHLEINAT VPCB ¥
M TERERNRE.

Z24H VPC KERWBREM ER

o BXUIIEE VPC IREZHF -/ VPC FRFEENRZEHE VPC KBk,

« VPC MR £ A XH T E— Amazon X1,

« BREFMIALLASHM VPC X , SRR L LA 5EIA VPC XE,
- REAFBEN VPC IR EEMAUEFTFLRE4A VPC Xk,

XU IhRERY ARSS

+ Amazon API Gateway ( {XFE REST API )
* Amazon Auto Scaling

* Amazon CloudFormation

* Amazon EC2

* Amazon EFS

* Amazon EKS

FRre2BEZA VPC Xk 445
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» Amazon FSx

* Amazon PrivateLink

* Amazon Route 53

 Elastic Load Balancing
- NAEFABEER
- MBZREGER

NEEHEEHEAM VPC XEk
AT N EWAEER Amazon Web Services B2 #| A F Amazon CLI FR£ 45 VPC XEk,
Amazon Management Console

ERREASHM VPC XEk

1. 38X https://console.aws.amazon.com/vpc/ 3T FF Amazon VPC #2#| &,
EEMNSHERS  EREL24YA,

ERLZEHUEFEMER.

%# VPC XBIET R,

i%## Associate VPC (<Ex VPC),

ZEVPCID T , ERESTLHAXREKN VPC,

i%#& Associate VPC (< Bk VPC),

N o o k~ 0D

Command line
ENR£A5HM VPC XxBk

1. {#H associate-security-group-vpc 812 VPC Xk,

2. M describe-security-group-vpc-associations & VPC XBEVIRE , RESEFZRSER
associated,

VPC BIEEZ&4A xE,

Blan | Ff VPC BEREAXEE , LALE VPC HEF — P RPHEEX—FHNEZLHE , REENE
ZEAANPEI AUEEE,

FRre2BEZA VPC Xk 446


https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/associate-security-group-vpc.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-security-group-vpc-associations.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
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HHZ A 5HM VPC BIxEk

AN Eu{afEA Amazon Web Services B2 %|4A F Amazon CLI BUEZ £ 4 5 VPC YxEk,
MBEHWERERERZ A , WAREESEXHM, MRZLECKE , WEEFEMDIRR, XEHREKH
VPC F8EERZLLEANMEEONR |, BT B 2R A <E,

Amazon Management Console
ERUHL 245 VPC HyxEk

1. BX https://console.aws.amazon.com/vpc/ TF Amazon VPC ##| &
EEMNSMERS , EREREH,

ERRESEUERTFAGR.

% VPC XERIET+,

EFEEUHXEX VPC,

FEVPCID T , EBREEZLABUHRER VPC,

EFEEUHXEX VPC,

£ VPC RERETFHEFBUHRBKIVIRES | RAEFFRIREELN disassociateds,

© N o o M~ w0 b

Command line
ERUHEZ24A5 VPC ByxEx

1. {#H disassociate-security-group-vpc BUES VPC BY<BX,

2. f# describe-security-group-vpc-associations & VPC BUEXBHVRA , REZEFZRAEE
A disassociated,

VPC IEBUE S Z &AM KEK,
5 Amazon Organizations REZ £ 4

HELZ LA MREMFREB SR — Amazon XigiF I E ftt Amazon Organizations IkF HEZ24E | HE
ZEATHXERFER,

TESERIMAER £ Z R £ HThEER ML Amazon Organizations RV EIKF 22 A EE -

5 Amazon Organizations #EZ 44 447


https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disassociate-security-group-vpc.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-security-group-vpc-associations.html
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AWS Organizations
Reqgion

AWS account A

8] VPC

harad VB cpihnat
@ Shared VPC subnet

=l AWs account B

Security group

.........................

! Elastic network
interface .

=l ~Ws account ©

Elastic network |
interface i

HTRERETRETR—HEN=/KF. k- AEKF B fMkF CEZ—1NVPC FH., IKF A FH
HEZLADESKS B K, C REZZ24H, AF , Ik B MKk, C ERZEFRA B oIEHIRTE
RizZed, XEKS A LEBEEZLZEE  NL2E#HTHEAEFRBSMATERS B MK/~ C
EHE VPC FRHPZEITHEIR,

HEZLHAINBENER

« LEITHEE{NE A T Amazon Organizations H[E — ALK, 47 Amazon Organizations /58
BAEREE,

- AEZ2ANKF X ENEE VPC ML24A,

s BRREHAERANZ 24,

« BTAEHZNTERINVPC AR E4H,

5 Amazon Organizations £ E& 44 448


https://docs.amazonaws.cn/ram/latest/userguide/getting-started-sharing.html
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- SEEKRFIUEHRZ VPC HElELZ24H  BEREHRETXERZSYA,

o IAM EEEE—HARENBEFEES Amazon RAM HE—1 244, FH AmazonEC2FullAccess
M AWSResourceAccessManagerFullAccess & IAM KB , R IAM EHFEERZFEH
FIRERLAMENNR, MREHABEN IAM KB , MFEE#HIT c2:PutResourcePolicy
ec2:DeleteResourcePolicy BE, XLEZXBENEERN IAM BIE, TR IAM EAKRIREIX LR
IR, MEZRAER Amazon RAM HEZ AR HE,

X RER ARSS

* Amazon API Gateway

* Amazon EC2

+ Amazon ECS

* Amazon EFS

+ Amazon EKS

+ Amazon EMR

* Amazon FSx

» Amazon ElastiCache

« Amazon Elastic Beanstalk

* Amazon Glue

« Amazon MQ

+ Amazon SageMaker Al

 Elastic Load Balancing
- NAEFAREGER
- WMERHIGER

1t Th BB AT SN A Y B A

ZEERFER, BER , N T BAMNEEONLTLARES , WRSEEEHEMMNEED (ENI) £
EREABEMAENA  NEENSEENRERIER.

BRI T RE A N B B AN R A
- FIEERFES  8NMEO 41224

5 Amazon Organizations #EZ 44 449
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- SEEKFEH . 5MEO 5 N E24H,

- IEESZ5EHEZMA SG-01, SG-02, SG-03, SG-04, SG-05. Z5&EE VPC HELER
o4 : SG-P1, SG-P2, SG-P3, SG-P4, SG-P5,

- MRESHEGEENI FABERERH EE’JQH M AT AXERPRA 5 N &R24E ( SG-P1. SG-
P2, SG-P3. SG-P4, SG-P5) , AR AR

- MRSEEGZE ENI AEHELERAEARENA , NeMHSZReEXEk 4 M. EXMHERT , bt
RENINESRRMAEENSEENREES. TRNAEREEFMO TR

+ SG-O1, SG-P1, SG-P2, SG-P3
« SG-01, SG-02, SG-03, SG-0O4

HEZE24

AT B E A Amazon Web Services EE 12 #|A M Amazon CLI BEEAHWEMIKF R ELZ S

o

&

Amazon Management Console
EHEZ24A
1. BH https://console.aws.amazon.com/vpc/ TF Amazon VPC 2% &,
EEMSMERT , ERTE4H,
ERRZEHUEFTHHAEE,
i%# Sharing (1) &I+,
ERAERSA,

IEECBFRAE, X# , Amazon RAM B2H ARSI , SREEHFALZLANERFRH

¥o

MARBHENBEN.

8. HEHR-WikT , &BLE4A,

9. ERZ2A, ZR2ETHERRMINTZEA , B FESIA VPC XE,
10. &FTF—F,

1. EEATEERITHERE K RBREET—F,

12. BEEK-TET , RBRENARERLARE,

13. BEAT , BEUATESFRRBEZ— , ARWAHNNKT

2L S

~
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https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud AriEE

14.
15.
16.
17.

18.
19.
20.

- Amazon IKF : BHHELARIKF K-S
« #4413 : Amazon Organizations ID,
- H4R% 5T (OU) : 4R OU WY ID,

- IAM B : IAM B E8E ARN, tIZ2ZAENK,S 4RSI RAZNKSETE -4
40

=/\0

+ 1AM FF 1 IAM P9 ARN. BIRER S 000K SRS SR I RS SO IR TR —
&,

« REERE  ETRERSEAHAETRLYA,

iy

iijERF-F_io

ﬁ?%ﬁu}gﬁ/ﬁ/\¥o

EHERRET , £EFFIIRARN Associated. MRZEHREAW , NAgERHAT LESIH
HREz2—Fi, EBLXSENFAGEURFASETELNRAZRT+ , UEE5LSdH
ARENERMBXNFEERE,

IR[El VPC 2Hl A R£ A&,

EREERENLEA,

i%£$# Sharing (X Z) &I+, &£# Amazon RAM BARNZEEHE R, MRRER , WER
HEQIBRAIRELAN , B FEEHAE,

Command line

gx\? ééﬂ

1.

BN ERNEEE Amazon RAM £ EMNZLAGBRERAE, BxAER Amazon CLI
#5 Amazon RAM WERRZNHR , i5ZH (Amazon RAM User Guide) H#) Creating a
resource share in Amazon RAM

EEFCENBRBRREZRE , B#EH get-resource-share-associations,

Z2AYEHE, BUUER— VPC ANEEFNHE3) EC2 LR R £4.

AN FumEHA Amazon Web Services B2 #1 5 F Amazon CLI FIESHAFHWHMKFRF HE 2R

24,
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https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-create.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-create.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/get-resource-share-associations.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
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Amazon Management Console
Erﬂ:/\?— égﬂ

B https://console.aws.amazon.com/vpc/ T FF Amazon VPC ###1&,
EEMSHERS  ERE24A,

EREZLEUEFEMER.

i%#& Sharing (X E) W+,

ERRZLARIR , REEREFELHE,

EERERN , FLEH

2 e

=
®H=
=
<= o

Command line

Erﬂ:/\?—ﬁégﬂ

£ A delete-resource-share BIBRERHLE,

ZERSEABHE, EFEEFLAZTZ2AR , ATHANER :

- ANSEERMMNEED (ENI ) ALK EEUERAEN RS ERITHEMRZLAMNER.
HEAEZER 2B IS EEEEEUEA A GIBH XK.

- SEELEBREEUERENZ2ESERANEM ENI KB,
- ZEETLUERMBIRNE EBUELZEREHKEMN ENI,

- MRSEEZNEEEEEUERENZEAXEKMN ENI, NFEELTERRERERAENZT2A, NH
S5EMHEFAE ENI BUBXRE: (MIBR ) Z24AE , MAEETEMRZEZ24.

- Z2EETREERAGERZTZLHAXREKRN ENI B31#H EC2 K41,

{52 F M 45 15 [R] 2R 5 B SR 122 46l - F U &

& pERH 5K (ACL) EFMRHI A FHIELBFEN AU HIERE, EAILER VPC NEIAMSE
ACL , t8aT LU VPC B2 BEX ML ACL , EEMNSEZ2EMNMNAEEL , SERNER VPC RN
B Neoge o g

ERM L ACL N £ AFAN T,

LT RERERTEERENTFHE VPC, BN FREEML ACL, HRE ( £l 4n ) RKEXNE
VPC. VPN EEFEEMN ) # A VPC i , RHASRSFERERZEHB W, WM ACL A BEMLE LR

M4 ACL 452


https://console.amazonaws.cn/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-resource-share.html
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FEFMN1AREBRAUEATN 1, BEREFR 1 CEUANREATUSETFM 1. B , ML ACL
B 4 E WRLL R & AT LA A MBS TT 7/ 2,

T

Fouter

Subnet 1 E Subnet 2

) @

Metwaork ACL A Metwork ACL B

LA

BREEEANME ACL 2 BIXFINESZEE , FSH LREZEHMME ACL,

AES

R4 ACL Ent &R

4% ACL AL

« VPC BYZRIAM L ACL

- &K VPC M ETEX ML ACL

- B MTU RIFAM L ACL

« NIEH VPC BIE ML ACL

- B VPC ML ACL Bk

- HBR VPC IR 4% ACL

o RBI: FEFIXSF M PR SEBIRY AR

4% ACL E&ti AR

LUTRFBZAFETHINAXRME ACL WEAER.

M &% ACL EAit &R 453
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P& ACL <Bk

- 1 VPC BN FREBLME —IME ACL MHXER, MRLZFHBEUMT FREML ACL X
B, WFREAZ 5ERIAMS ACL KB,

- BEHBBIEEEY NG ACL FREEFMMEXRER , LAFSIEL MR FEA LS HGRE,

« BAILURMS ACL ESZANFMXE, BR , — M FN—RABRE—IM4% ACL KB, HBF—IK
& ACL E—NNFMRERRT |, Rl BRZ BRI R BX

M 4% ACL M

- W& ACL EE AWML IEAN, SN ACL AN EEEE (HERH ) o BHRMUERT
ESRIELRE, BRANBENT 1 3 32766 2ANKFT. ERERTEZEIRIELTREN |, B
BRI TEARN , NmS&ENMUFIE, MRRESHANTE , WERZAN , FERNTS21TE
HAEARN, RMNBUEETUHEES KGN (Flan, B 10 =X 100 WiEEEM ) , LLERE
=Bl AFTRIA,

« EREBFANET FME , RMNSITEME ACL AN, MAREFMARBARERBITITM,

* NACL ZRES , RERBETFTQRFAXRENREHZERNRENER. Hla, WRECIET NACL
MU, REREFMOBEALRE , WF2BAFATNZREMEB., XE5EZ2ANTERESR
RATE. Z2EBRES **ﬂﬂi#éﬁﬁﬁ%ﬁ'ﬁﬁU?iJ_:E?&LI&E’JungI’J{n Bo flm , mRLLHE RV
M EC2 SRHIMAMRE , WFAFAWEA , TRAEMHE T2 ERN R,

BR 51

- M% ACL BEE (B#ARE ) . BXESFEE , BSH M4 ACL,

. W% ACL Fo3EFR IE & A B B Route 53 Resolver iy DNS &R ( t2¥Jy VPC+2 IP #bik =
AmazonProvidedDNS ) ., E&3d Route 53 Resolver §&i%t DNS 53R , &0 LAUS B Route 53
Resolver DNS B A 1,

« M ACL FiEPH LA R SEBI T E#IEARSS (IMDS ) WRE. EEEX IMDS MiAREINR , HSH
{Amazon EC2 fiF /) M B & L6l T BdmiL T,

- WM& ACL FLFEREFRBEUTENRE !
« Amazon 3% k% (DNS)
« Amazon A ENEE #HiL (DHCP)
« Amazon EC2 =4t 81z
 Amazon ECS & T #iEin <

M4 ACL E&fi %03 454


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
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« Windows =589 1F AT E BUE
» Amazon Time Sync Service

« RIA VPC BBHBRERAKNTAE IP bt

P& ACL #LI

BRI LAEBRIARI 4 ACL FORINSRMI BRI |, S HIER VPC RIBEFIIN ML ACL, HIZEMLE ACL FR
INERMIERA N AT | Editt & B R A SIS E RN FM,

LT RERD ™% ACL AL

« ANRS. ANTFEMNRESZENRAMNBTEET. REFE-FANEREECE  DNAZAN |, 7
B 2 HRNESEAREFESHIAN,

- KA, REMKE , I SSH, BEALIEEMBERENHESEE,

o il BRBEERMAREDPESHINN. BXRESEE , iS55 Protocol Numbers, f1R&
EE ICMP BRI , AT EEEH£E ICMP RE MK,

AEE. RENMITRAHKOEE. H120, 80 AT HTTP RE,
o R MXBRAWEMNIRENIR (CIDRERE ),
- BRVth, [MXPRHEFNRELR EHHH ( CIDRERE )
- RFMHE®., ATFERELIEENRE,

BXRANRH |, iS5 the section called “RHI ; ¥R &IFT M B9 SSEIH 5 8]

o FAOME ACL WHANIBEFEEERD (L ARE ). BXEZEE , ESH Amazon VPC Ei#i,

o YHBMEML ACL FRRMBMIBRMNIE , SEMXBNFNtELEcER, XEEREENBRNE
Mo

- MBEFERAGSTITES Amazon EC2 API RMHN , NREL BT CIDRSBEEESHAEM
SR, Bl , iRERN CIDRSEEIEE 100.68.0.18/18 , B 1iF6|Z — CIDR SEE R
100.68.0.0/18 Ky M,

 BEUITFBR—FRHEN, EELESoHORNEGEIRLIEL RO |, BARERERIN—TUHEL N,
BHEVHBRIELENNNAEHREE DT RATEXEE R umzﬂ’]ﬂ)ﬂuﬂlﬂﬁlio

M £& ACL AL 455


http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
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« MREEEMLE ACL HRMAMBRMN |, NEEERME, MREMERAVERHIEAN |, REFHN
MFMEEHEE T AFNZRER (ESH Amazon VPC Bidll ) |, NINBEREEERBRHZE , BF
SRIFFRE . XURKFHEINERERR , FELEH#E VPC BIEHE,

VPC HIERIAM 4 ACL

ELFER (VPC) BHHRRMINME ACL, FINMLE ACL EEB N ULFIERERENR LS H KK
FM, MWL ACLEEBEUES (*) AMANESHAN, XEANBRESFESESEME RSN
AR PeE AR L 2 IR 2o

80T OB St A M S BRER IR S AN | RIS KBRIAM G ACL, SETTEMBRMN RS RESHM
e

ARIAAEAL Y

TRETRIMIAME ACL IRIAAWEAN, REHEIEZEHFKE IPv6 CIDR 3R VPC Zff IPv6 CIDR
RE VPC XEkEY , 275 IPve (AN, BR , REE R T EIARLE ACL FIAWEHN , £ IPv6
RE VPC REkES , RN AR MAFARE AL IPv6 FRERFN,

M # RE 7138 v 0138 F iR SVFHEL
100 FrE IPv4 i =B =& 0.0.0.0/0 s
%
101 FrE IPv6 it All All ::/0 s
%
* FRERE All £ 0.0.0.0/0 DENY
* FrE IPv6 it All All ::/0 DENY
%
BRIA A A N

TRERRIAMEE ACL FIBRIAH AN, REEIEEAFKE IPv6 CIDR 3R VPC Zff IPv6 CIDR
RE VPC XEREY , F 27810 IPv6 (9L, (BR , MRS T AIAMELE ACL B HIEMN |, 5 IPv6
RE VPC REkES , RN LARMAVFARIE HIE IPv6 RERFN,

ZRIAM 4 ACL 456
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M # RE 7138 ¥ 0138 B B Ayt SVFHEL
100 FRERE All £ 0.0.0.0/0 Y
101 FrE IPv6 it All All ::/0 Y
=
* FRERE All £ 0.0.0.0/0 DENY
* FrE IPv6 it All All ::/0 DENY
2

&1 VPC MY B E XM 48 ACL

BAILUBIEBAENYNE ACL HGEEFMIEXE , LATRIEL FRRINBEAYERHILTRE, B
XEZELR | {55 ¥ the section called “BIZE M4 ACL”,

BAMME ACL BEE —MNBRIAAWEANM —NERIAL AN, HAMNERSRES (*) . XEMNHR
EHESSEMEARN AL ZHEZ.

SR LB AN BRI |, RASHM 4 ACL. ST EMBRAMN w5 = E S KM,

NFERMABANAN |, BABIFEAL TR EMN AL HIEM . B} 0HERE %8 IN T O/
E%’fnfu 1ﬁ/ Il E-J-j#JﬁDo

I BE

TRERME ACL I RBIAEMN, NZH VPC EBXEKA IPv6 CIDR BREt , A0 IPve BIM
N, IPv4 1 IPv6 REREINTEHN. ALk , FiE IPv4 REMFNEFRERT IPv6e RE, BAILATEHE
B IPv4 F0SS307% 00 IPve BN |, el BAERE — IPv4 LI 2 F%00 IPve #LIU,

BEHEIRB TN , RIMNEBRES FRREKHME ACL WAEANTFERES (NESREHRAN
FR) . Bl , RIEFELT HTTPS i 0 (443) B9 IPv4 RE. BIESSHM 100 = 105 FEfl, ©
SH0 110 Efe , EEATFREHFA TN, NRBFEZEXEH®O 139 (NetBIOS) , N Ee5E[AHES

NI EE , Bk IPv4 RER * AN KA L BTES.

BE X M% ACL 457
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M # RH I iwASEE R RYHEL  ER

100 HTTP TCP 80 0.0.0.0/0 AR RFRBEE IPv4
#hhk B9 A8 HTTP 5

=
o

105 HTTP TCP 80 ::/0 Y AFRBEE IPV6
#h 3k B9 A8 HTTP 5

=
o

110 HTTPS TCP 443 0.0.0.0/0 AR ARURBEE IPv4 it
R A ¥E HTTPS i

=
o

115 HTTPS TCP 443 ::/0 Y ARFRBEE IPV6 i
WY A BE HTTPS i

o

120 SSH TCP 22 192.0.2.« /¥ RIFXRBEBHREM
/24 EZHNE IPv4 it
SEEM YL SSH i

B ( BIEEBKRMN

X))o
140 BENX TCP 32768-65' 0.0.0.0/0 AR RFRBBBMAY
TCP 35 AMIRE IPv4 B2
(XFREFMHiE
XR)o
145 HEMX TCP 32768-65! ::/0 R RIFXRE BB
TCP 35 AMHIRE IPv6 2
(XNFREFRHE
K)o
* IERE Al £ 0.0.0.0/0 B4 EHFTERAZFEN

N ( Farfgek ) L8
A IPv4 FRE,
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H # e il i wAEE R RFAELE R
* ERE Al All =:/0 jE4 M PTERZRIEMN

m ( ~afgck ) b2
E’glﬁﬁ IPv6 ﬁ%o

B v AL

TRETRBENME ACL I RGIHEMN], XY VPC BEBXER IPv6 CIDR 3RES , 3 H0 IPv6 FYFHL
N, IPv4 1 IPv6 RERRINITEM. Ak , FrE IPv4 RENANERER T IPv6 RE. BAILIEH
B IPv4 BN 70 IPve BN | el AE&RE —4 IPv4 LI 2 fF3 00 IPve #LI .

AN # el 7N % OB E =N:0p:u] RIFHEL  ER
100 HTTP TCP 80 0.0.0.0/0 U ARIFHLE IPv4 HTTP
REMFRFRE
Internet,
105 HTTP TCP 80 ::/0 R SFH I IPv6 HTTP
IJILEM%IX—.IIJILH
Internet,
110 HTTPS TCP 443 0.0.0.0/0 R fRFHIE IPv4 HTTPS
REMNFRFRE
Internet,
115 HTTPS TCP 443 /0 A fFH I IPv6 HTTPS
REMFRFRE
Internet,
120 BENX TCP 1024-655. 192.0.2.« RiF U MNIBH R EM &
TCP 5 /24 K H3 SSH HREMH
v 09 R,
140 BENX TCP 32768-65! 0.0.0.0/0 R AR BB N EF i
TCP 35 B U5 1Pv4 MR (41

o, REEMT)
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A0 # e it 7134 wASEE Bt RFHEL ER
145 BENX TCP 32768-65! ::/0 bk RV BB R & F i
TCP 35 #9 Huh IPv6 M si (5
m, BEMRT ),

* FIERE Al =B 0.0.0.0/0 DENY ELFTERZLFIEN
M4b B Y 3 IPv4 7R
£,

* FIERE Al All /0 DENY B4 FIE AR FIEN
M4b 3B Y 3 IPV6 7R
=,

Il B 5 1

L= IS ACL SEBIGER T ImAtin OSBE 32768-65535, HR , LAt R ERFEE S EAMN
RAENBRE BRI E S IRRIRE NG ACL ERATREREE.

REFERNEFFRRIEFRENROEE. BREFEFRNRERSTE , SEBEZER,

« % Linux A% ( ‘23%% Amazon Linux R ) A% 0 32768-61000,
« JR B Elastic Load Balancing Fi&R % O 1024-65535,
 Windows #{ER &S Windows Server 2003 % 0 1025-5000,
« Windows Server 2008 & E & A Hiwm O 49152-65535,

« NAT Rxf#EHix O 1024-65535,

« Amazon Lambda B fEAw A 1024-65535,

Bl , IR —4KE Internet L&Y Windows 10 &P imHYiE R EREH VPC HH Web BRS a8 , A
B ACL AMEMMEHILHN | FEEZFB RO 49152-65535 HRE.

MRLH VPC FH—MRBREBEROESGH , NEHME ACL BB AMMURZIHFLERE
FRBIGBERFH R HOORE,

ERERF , NETEFFHRREATUEREF AL VPC R AESEM | &7 BATT Bl e ik O
1024-65535, B2 , &t AJLATE ACL AR INAL N BAHE 48 4E A 72 LS Bl B SR B B Rm 0 W BUIR R 18
SR LFINBRERNEREIR , £ TR — RGO B 2 FR,
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HEMME ACL M E M Amazon IR
MRIECEBENME ACL , BEE T WEES A S0 &6 F H b Amazon BRSS BIEMN EIR.

& B Elastic Load Balancing , S1R&W FGim3R IRy FRME —NHE ACL , A BEEHPHITRR
0.0.0.0/0 SHFMK CIDR WFTERERMTIELHAN , NIEMH AR EF T EFT X LR ITE
TRRRE, BXARTERNEHEFNHEENE ACLANNEZSEE , BSHUTHE

» Network ACLs for your Application Load Balancer

» Network ACLs for your Network Load Balancer

» Network ACLs for your Classic Load Balancer

HEE A MR

Reachability Analyzer & — R EBSEE S M T E, £/ Reachability Analyzer A % #7 #i#id VPC
AANRIRZ BRI MG A, MR REX LSRR , N Reachability Analyzer &4 BB R IX LR IR
BELDGEENERFMAEE , SNSHEEBSHEMG. Hla , HaURFIBRARE BRI LE ACL M
m,

BXEZELR , 52314 Reachability Analyzer A ®IEE,
AR MTU KB LE ACL

BEMTU XRAABTHEMN A RE ZENRE MTU, BE MTU 2RBENMEWREN < B RREMX
FHRRBEIRD,

NF IPv4 , MR ENRE-NRFERENH MTU RATFERFBEERERZH MTU HEES ,

MW ENHIRZFRBREBIES , RFIRELT ICMP JEE. : Destination Unreachable:
Fragmentation Needed and Don't Fragment was Set (EE 3, KB 4) ., XFEREWE
PRERABF D WEIRPHOBES , AEEFEH.

IPV6 P A ZEMEHRAN DR RENKIE—NDPRFEBRENH MTU A TEELEESZEN

MTU BB , B ENHIRZERHBRLEHTES , AFIRELT ICMPEE : ICMPv6 Packet
Too Big (PTB) (£KE 2), XFEREZAETINAERABIRS NZINRPIBES , AREHEL
il

MREBFMPENZRANFAREREN (MTU) TR, RENEZHI A SUEY BEBM EX ETUEE |, N

AR INBAT RS ACL B ( ABEFIH Y ) o XATEFREER MTU RIEBEE TEHLEBESE
Ko ARBEZEBEEN ICMP BN , RixsOBE%RFENTEEEL, FESER , DF HREDRE (3£
B3, KB4), WWREFERA traceroute , EFRMEATHN : EFEBEN ICMP RNMIERZER | Hik
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BENMTTL AESHENKOCE (KB 11, R8B0), BXEZEER , 558 (Amazon EC2 A
FigE) B EC2 RHIHMEZARER LN (MTU) 6

NIERY VPC RIEM 4 ACL
TR 7 SRR ARIEM S ACL , R4 ACL RIMN , REFMLE ACL 5TRXH,

ar

£
« ST BIEMS ACL

S 2 AN
- FR3: [FFMEMSE ACL KBk

« (A% ) £ Firewall Manager B M 4& ACL

\|

L]
\|

\|

S BIEME ACL

&R LAN VPC Bl B E XM ACL, BENMEE ACL A MN 2 IEPIEAMMEMERE, BRIA
BRT , EBNHAELME ACL REFMXE , 875 FME XK,

EFEARESAAEML ACL

1. 18X https://console.aws.amazon.com/vpc/ ¥TF Amazon VPC #H| &,
2. HESMBEEF , % Network ACLs ( FI4% ACL )

3. EFRIEMLE ACL.

4. (FE ) XNTFEH, @mAMSE ACL B,

5. XtF VPC , i&# VPC,

6. (™) XNTFHRL, EREFNFRE , RAERARSENIEEE,

7. EFRIEMSE ACL.

EFEAGSITERME ACL

+ create-network-acl (Amazon CLI)

* New-EC2NetworkAcl (Amazon Tools for Windows PowerShell)

HER 2 0 AINAN
&R LA N S VR SR 48 A A SR AR E R AL

BIEM L ACL 462


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/network_mtu.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-network-acl.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2NetworkAcl.html
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BMN2RIAFLERN , LRSS RENANTTIE, RITEZVEERBRBRAN RS (5l
100, 200, 300 ) MARERIIFHS ( Fla0 101, 102, 103 ) , XX LRMFHARNEBEMEE |
EENAEANEFRFS .

WMRIEMER Amazon EC2 API S T TR |, MFTEBHMN, ERERMAMBIERAN . 0REER
Amazon VPC #2#|& |, MAILUSRIMEMNEIZE . 25 &F N EMERIVERN H F AN, R
BEEEHR ACL FRANIGFE |, EBTRNEFHANGSRFAN | H 58 S0 BRSZLDA N,

EFAEFAE@mMSE ACL F AN
1. B3 https://console.aws.amazon.com/vpc/ ¥TF Amazon VPC #£#| &
ESME®KS |, %# Network ACLs ( 4 ACL )

2
3. EEML ACL,
4. ERMAUERN , FHATATERE

a. ERAEANEITF,
b. EFRLRE AEFN A ORTH

c. WMAMKREANANGS, KE, X, wATLE. XK, ARRATERELRE, WTE
R  BMNKEBNUMFBEOPRREREME, MRRERREBEREOEE , NiEHAKOSEH
i OSEE (5120 49152-65535 ) .

EFEAENRIIHOMN , FEEEEUDUERRE , REEEZH. AXESZER &
ZH |IANA thildR 5.
d. GEERFEEFEER.
5. ERMHEWEAN , FHTATERE

a. 1%&3#%F Outbound rules ( H¥EHN] ) T+,
b. R4 H SRR FET RN

c. WMAMKREANIANGS, KE, X, wATLE. XKE, ARRATERELRE, WTE
HRA  BMNKEBNUMBEOPRREREME, MRRERTEBERKEOEE , NiEHAKOSEH
i OSEE (5120 49152-65535 ) .

EFEAENMRIIHOMY , FEEEEUPUERRE , REEEZH. AXESZER &
Z 7 |IANA thildm 5.

d. GEERFEEFEER.
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https://console.amazonaws.cn/vpc/
http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
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EFEMAGTITEME ACL AN IIM N

 create-network-acl-entry (Amazon CLI)

» New-EC2NetworkAclEntry (Amazon Tools for Windows PowerShell)

EFEARTTERMNSE ACL PFERAN

* replace-network-acl-entry (Amazon CLI)

» Set-EC2NetworkAclEntry (Amazon Tools for Windows PowerShell)

EFEABTITMME ACL BRI

« delete-network-acl-entry (Amazon CLI)

» Remove-EC2NetworkAclEntry (Amazon Tools for Windows PowerShell)

S 3 FTMEMLSE ACL KBk

\|

WMENBEFMNARFENMNGE ACL AN |, BHME FHTFMNEMLE ACL KBk, BAILURME ACL
BEZANFMXEK, B , — M FRARES—IME ACL XB., EARSHEE ACL XEKH FME2ERIA
ERIAM S ACL XEBX,

HFMEML ACL KBk

1. BELATMuLFTFF Amazon VPC % #& : https://console.aws.amazon.com/vpc/e
2. HESMBHEHR , % Network ACLs ( L& ACL ) , ARFIEEMLE ACL,

3. HEEFMEEBEXPH Subnet Associations ( FMKEk ) I+ L | %4 Edit (FE ) . EHEE
P 4& ACL X<BXEY 7 EY Associate ( kBt ) BikME , R/F1%EF Save (RE ) -

( A% ) £ Firewall Manager BB M 4& ACL

Amazon Firewall Manager Al & {LE ZNK P M F R ML ACL BB ML EF. LAER
Firewall Manager M I L FHNKFFMFMN , HEFINALELNME ACL BLE. IRERFEN B
W, FELXEFNMEBIPREEZIKS BRIFF FM , Firewall Manager £EEHA,

FIA Firewall Manager M4& ACL KB , BBIRNEEAKS , BALERE, KUNEELHFETESN
HARFERAWMSE ACL PEXWER/NANE, &0 LUEEH LR BLRK - FF M IE Firewall Manager
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-network-acl-entry.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2NetworkAclEntry.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-network-acl-entry.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Set-EC2NetworkAclEntry.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-network-acl-entry.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2NetworkAclEntry.html
https://console.amazonaws.cn/vpc/
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REEHSEE M. Firewall Manager 3R &5SEE AN FRMEIME ACL IS MHIRE , BATLUF Firewall
Manager BLE N BIEET SN L ACL,

BEXEZER , HSH (Amazon Firewall Manager F & AR #8/) R TRIR :

» Amazon Firewall Manager %R &4
- i%E Amazon Firewall Manager M4 ACL KB
- FM% ACL KBS Firewall Manager &8 F

EIE VPC FMLE ACL xBk

BN FHHBE—MME ACL KB, HEBERGEFNES , E25 VPC HIRRIAM S ACL KBk, &H 2
BIZEEXME ACL AREE—NHZ DM FMXE , REMR BB S ACL XEk,

5

. BRGNP ACL KBk

- BREM% ACL XEKEY F M

« EXEFMXERAIR 4 ACL

HREHIR 45 ACL Bk
AR 5 FMRERRIM 4 ACL , BRI AR 5 M4 ACL KERHY T,
EHRERESHE 5T MXBRI ML ACL

1. i https://console.aws.amazon.com/vpc/ $TF Amazon VPC £ #| &
2. ESMBEHKPR , % Subnets (FM ) o

3. EETFM,

4. EFEML ACL ETF,

ZE#FH Amazon CLI #iR 5+ R X BRI ACL

EALLT describe-network-acls i % HH 518 E FMKXEAI ML ACL,

aws ec2 describe-network-acls --filters Name=association.subnet-
id,Values=subnet-0d2d1b81ledbc9c6d4 --query NetworkAcls[*].NetworkAclId
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https://docs.amazonaws.cn/waf/latest/developerguide/fms-prereq.html
https://docs.amazonaws.cn/waf/latest/developerguide/getting-started-fms-network-acl.html
https://docs.amazonaws.cn/waf/latest/developerguide/network-acl-policies.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-network-acls.html
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THRRHHEEH,

"acl-03701d1f82d8c3fd6"

EFEARG A HREME ACL XEREY T M

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. HESMBEHKS , %#F Network ACLs ( FI4E ACL ) -

3. IEFEML ACL.

4. ERTFRXEIEDTF,

E& A Amazon CLI #iR5M 4% ACL <BiH F M
EFALLT describe-network-acls a8 55| HH S8 EM L& ACL XEH M,

aws ec2 describe-network-acls --network-acl-ids acl-060415al8fcc9afde --query
NetworkAcls[*].Associations[].SubnetId

THRRHHE S,

"subnet-0d2d1b81e@bc9c6d4s",
"subnet-0e990c67809773b19",
"subnet-0eb17d85f5dfd33b1l",
"subnet-0e01d500780bb7468"

BEEM% ACL XEXH 1M

SER LM F WEUE BE XM ACL BYKRER, HEFFNEBEME ACL BHUEXEE , 12 E30H
HE VPC HIBRIAM L ACL KBk, 1XLETE e g At iE AR

EFREME ACL XEKH M

1. @XM https://console.aws.amazon.com/vpc/ 3T FF Amazon VPC #£#| &,
2. TESMBEHKD , %E# Network ACLs ( BI4% ACL )
3. ®EEML ACL,
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-network-acls.html
https://console.amazonaws.cn/vpc/
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4, EERBRENERE MK,

5. MIEEFMHBRTN,

6. ERREENR.

EREFMRERAIM L ACL

BAUERSENFRREKHME ACL, il , HEBEE—NFME , ZFHNEKHE VPC HEIAN
£ ACL KRBk, MROIZEEENME ACL , NEILFHME ACL 5E— MRS FRKRERNREA M4 ACL
A,

ERTMEIMGE ACL J5 , BN E ALK,
EFNEFMXERAIM 4 ACL

B https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #£#|&

ESMERKF , %EF Subnets (M )

BwEFM,

ERBRENREMSE ACL XEX,

FNFME ACL ID , EFESFMRERIME ACL , HEFFTIEM L ACL B A LRI H sHH N,
EERRE

o ok~ w N =

EFEMAmTTERMSE ACL XEk

* replace-network-acl-association (Amazon CLI)

» Set-EC2NetworkAclAssociation (Amazon Tools for Windows PowerShell)

iR VPC R 48 ACL

HABEAEANME ACL B , ATLUEBIRR, MRME ACL BXERFM |, NIFEMBRIZMLE ACL.
& TTEMIBRERIAM 4% ACL.

EERAEEEMNME ACL HBERTFMKER

1. BH https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #2#| &,

2. HESMERP , &EEF Network ACLs ( M4 ACL ) o« KEXXIRINIERETNMMLE ACL XEKEYFM
o WMERBXRERAFM , LR -,

BRI & ACL 467


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-network-acl-association.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Set-EC2NetworkAclAssociation.html
https://console.amazonaws.cn/vpc/
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3. EEML ACL,

4. EBRENERETMXREK,
5. BERFMXEK,
6. ERRFER.

EFEABTITHRENMNE ACL , BFEXEK

 describe-network-acls (Amazon CLI)

» Get-EC2NetworkAcl (Amazon Tools for Windows PowerShell)

EFEMARTITERME ACL XEK

* replace-network-acl-association (Amazon CLI)

+ Set-EC2NetworkAclAssociation (Amazon Tools for Windows PowerShell)

EEAEEERERME ACL

1. @X https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &,
2. HESMBEHKD , %#F Network ACLs ( FI4& ACL ) -

3. EEMLE ACL.

4. EFREFMBRML ACL.

5. RRHITHIAN , A delete , REEZEMIBR,

EFEMABTITHERME ACL

 delete-network-acl (Amazon CLI)

+ Remove-EC2NetworkAcl (Amazon Tools for Windows PowerShell)

R IR F R AR SR BIRY U R

EARGS , FRPANESER MR THEERERE , FAMNZEENZEUTENBREEN , MRTEERE
%o EREITENARRAENEFNITEY (WEAR) , LA EREMFME VPC REIKHl, M
HIM & ACL M ASEHIRy 2 £ AHN R FMZR TR IP it #THE. KA Internet YE M L%
B HMRE LWL,

R ;PRI F R AR R SKBIEY U5 468
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https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-network-acl-association.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Set-EC2NetworkAclAssociation.html
https://console.amazonaws.cn/vpc/
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ey
e
-
Subnet A
-
Security group |~ 172.31.1.2132
L_I -
A
Metwork ACL
Other traffic

FERAME ACL LLIREEB R FHERFIMN LS ARLTESEANN |, BEHEBMNE ACL ERNZRBFHE.
Flan | MREAEFLSHUAL N[ AT A SSH iFE |, EM%E ACL R AFMNZZEITEN
B IP thutSEEAE , MM ACL 2IE4E Sk ST E A IP bt A lh SSH HRE,

M 4% ACL #i 0|

THREFMXEBME ACL BRBIAEFN . X LN R A2 F MR A KA.

H # el I3V % 0SB E R RUFAEY IR
100 SSH TCP 22 172.31.1. R RFZEIT
2/32 B AL
RE,
* FMERE All 2B 0.0.0.0/0 DENY IErrEH
PN
=,

THRESFMXENME ACL B9REIHEAN, M ACL REEMRES. Hit , E4RNITE AU A
UE B D S A9 I

R RIS F P R Y SKBIEY T R 469
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RAriEmE

H # FH
100 BENX
TCP
* MERE
ZEAFN

713N

TCP

All

i 036 E

1024-6553
5

a1

B #ith

172.31.1. RF
2/32

0.0.0.0/0 B4

RVFHEL IR

RFRIZFE
T EHEY
YA 1 o

S RAEH
b Hi 95 37

=
==K

TREERFIRBENRZ AN REAEAN, XERANERTELZLAXRBKNMESRS. HERLA (&
AT EXRBIXERNZAXN ) WA ALER SSH Mz I EHLIERESISLH,

pRES Y
FRBERE All
SSH TCP

% OSEE
All
22

e

sg-123456
7890abcde
o

172.31.1.
2/32

2

AFESREZS
4B BRI SE Bl 2
B # 1 TEE,
AENERITE
HL#E1T A3 SSH
THE,

TREEXRFIXRBENZEHNROLEBAN, Z2ARBRSH. Bt , ELAFEALTXN AWREM D

Py e
eSS 7N
FRERE Al

% OSEE

All

B8t

sg-123456
7890abcde
fo

R

R ESHES
AREREY KB 2
B FEATIBIS

R ;PRI F R AR R SKBIEY U5
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M4k ACL & &4H 2 HH X3l

TREL TG ACL MIZSHZBHNERXS,

I M 4% ACL goge ol

BRAFR 5 F MR 5 K5I 4% 3

S B T RERF W AR TR KB ERTEREAXRBKRNAARS

i SEVFAIELL AN RS VF A

URES TS BAFTEAN , EFRISRET HEREREAVRENITEFAEAN
[ p

RERE AR RV ( FDIRE ) B W (BIRE)

Amazon Virtual Private Cloud F 8k & 8E 1

Amazon £ ERE % e E 55 Amazon Web Services XiZif o] X #%E., Amazon Web Services Xig &
EENMEYEIBVARENTAX , XEATAXBYEER, SEHE. SELRNWMNEHEEEE,
FATAHAX , BALURITTNREETAX BT B SN AR EBNNARFNRERE. 54445
WEANFSNINRFEROEMZENEL  TAXEEESHNTAM, REEINTYT BY.

Amazon Web Services XiF EFXEHWER , BMNHERFBRR—NPTRENHBENE L HPERT 2
EYBEIMTERENTAR, XEATARBEIEIEE, SFHENS TRNWENERERZRE—E | X
U7 EXETARXZ BN TEBENBIEEH.

TARKNEHR - I RENERILER , RNSESNENHS M REROEMIREMEL , XETHX
MRITEREZEBNREENBHE L, BEIRRRSES - MXEANSNTAKX |, B RNARER
MBBEFERITNEXBZA B HTRABERE , AN BRSERE AP, MR TRNETH
MRESREBETIEABNRBER | LALARBHEBMENSREBRRG R,

5k, Amazon 2R ENAEN SR B CEEFE R RNARFHEEERELAFELINET |
MR D HER 7 & A P B &R, BTES TUERSERNEE RS TR R IED A 764
MALBHE , £RSNMXENTAREERTRATRHBEERNS AL,
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BEF A Amazon £XREMIRE , SELATUHWEZECHEHE , FHEFSTUANL. FEMENTY
B, AETUARFHEN T RN FIRNTHMEBHLEER. - BEXNEMERDIAETE
KB A A2 r M BR S5 B R B HE3 o

& X Amazon Web Services Xi& MITTAXWEZER , {55 Amazon £ EREM %,

IEALAEE VPC BUBR THENBIHENREER, AXESZER , BFZHATIIRE

- THRWEREEIXFNE (Amazon RFEE )
o HRIMEIRIER ( Amazon Well-Architected Framework )
« Amazon Virtual Private Cloud iE#21%31 ( Amazon AR )

Amazon Virtual Private Cloud 894 # M 36 iF

EBTHEEA Amazon Web Services REREERESMAHITREEAR |, BHSHESAEITRIR
HESEE A Amazon Web Services fRS , REERERBNBHNEAMITR, BEXENER , BES
. . Amazon Web Services &1t it %o

BT LAE A Amazon Artifact TEE=Z A FiTikE. BXEZEER , SHETE Amazon Artifact F R

EiLi=g

EIEEH Amazon Web Services IR R EA M RTHEWHRBEN R, BLATNEAEBERAR
EANEERENRE, BXEEMEA Amazon Web Services BB N ENRIENEZER |, FSH
Amazon &2 M43,

B VPC F+ M 2 215 R AR

VPC B AR IGRMNR (BPA ) BR—HERNL LR , AILLERE S X FiKED Amazon K
X VPC BRI A HEEBRMIGE , \TTBRFSRELER , ANNEENHINERNFITHERHERE
28

VPC BPA et B L T JLRER .

o X[E ;XS EBRMMX MR GO ERMRMXFERE ( HERE VPC FFMERS ) 94KEHE
ik,

« XAQ : WXE VPC WATEEEBRMRE ( BEBRRY VPC HFMERIL ) 19 LE, {RAVFEEH NAT M
KAMNEABRMMXHRE , BRNXEMRN VR H A EE,
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&t T LA XS R ARFE LE AR B Y M ThRE B2 “HERR T HEBRZ — P AT LARI A T 84 VPC = F M AR
A, AHEBREKSH VPC BPA X 25, , HAFREIHRNH O 15F .

BRI UARA U TE— R -

o XM : AHEEEERR VPC MFRWE EBMRE,

« REA : RAFKRBEHEER VPC MFRB LI ERMEE, 3 A SRR VPC MF M A M EEBRMR
EEMWPELE, XX VPC BPA RE RN “N @ & Ao

AR
« VPC BPC BPA E&HIiR
« 1M VPC BPA Ky 520 31592 VPC BPA

. SRTH

VPC BPC BPA &l HIiR

EFNAEX VPCBPANEERMEE , SIEWPL RS 55 AR aAl £ %I 8E.

AFS

- Xiga M

+ Amazon REEMAEZ#F

« VPC BPA BR#l

- fEF IAM KSR HIFS VPC BPA K14 ]
- RIBHKF B A VPC BPA R EER

« ¥ VPC BPA X EHARALD

o BIZE M BRBERRIT

- EHLARFER VPC BPA

X i3 7] A
VPC BPA BEfEMAR I Amazon XiFi2# | 93F GovCloud 9 E X1,

EAREREF |, BENREE XN LG 2 #7855 Reachability Analyzer 5 VPC BPA Bl & fERKE
B, #HEE , MEIHE 2485 M Reachability Analyzer H IETEFFE R XigiiR . BXxME GRS
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#88F Reachability Analyzer XiZi Al AEME S |, 129 (Network Access Analyzer Guide) HHY
Limitations 1 {Reachability Analyzer Guide) H#J Considerations,

Amazon PR S0 F 2 3%

UTRBEMERS X% VPCBPA , AEXERESNE RN FRES VPC BPA HIZIT

o BEXMIMKX : FrE A UG H uh 7 & &84 1k o
« NHEOEBRMMX : FrEHnREHSHME L, REOEKRMMNXF AT AERE,

- MXAEITESE (GWLB ) : BIEHRR T3S GWLB IRl FM , FfE AWM REHESHMAE
1k,

« NAT Mx : FRE AL B IERES B LE, NAT MXxFEEBBRMW KX T BEERE BB M,

- HEEBRMYMERRGER  MEASRMEGRESHEEL, HRERNIYMEAREERETER
BRI 5K = BEiE s BB

- HEEBRMNYNARFASIS9ESR  AMEABMBIEREHWE L, mEERMENNAERF RS
BRR B B BRI MK o ge e BB

« Amazon CloudFront VPC JR : Fr/E AUhH1 B ¥k RE DM PE LE

« Amazon Direct Connect : FTEEA A RELIED ( 208 IPv4 thit £ IKE 3 IPv6 bk ) B9 A5
HISREERNSPERLE, WREFAERRMX (RRXEOBRKRMMN X ) #HITEE,

« Amazon £IKINE:S : T BB ATUESEEMNIFE , X1E VPC WAL GREESHPEL.,
« Amazon Network Firewall : EMEHER T @2 N IFIR S FN , FIE AWM H I RE B S LE,
« Amazon Wavelength EEEMx : FTIA AL H G REHEHME L,

VPC BPA F&MH IR FWELEEZEXNARE , WA TRSMNERNRE

« Amazon Client VPN

* Amazon CloudWAN

« Amazon Outposts Zxih R >
« Amazon Site-to-Site VPN

» Transit Gateway

 Amazon Verified Access

VPC BPC BPA &t AR 474


https://docs.amazonaws.cn/vpc/latest/network-access-analyzer/how-network-access-analyzer-works.html#analyzer-limitations
https://docs.amazonaws.cn/vpc/latest/reachability/how-reachability-analyzer-works.html#considerations

Amazon Virtual Private Cloud AriEE

/A Important

- MREE FMP EC2 Rp| EETHRE (PIMNE=FREHERTE ) AL ANE LR
B, WEMEA VPCBPARY , ZFREZEHBRRANRHHRE . [1%%F T M Ik E B M
RARIERER E AL F MR FHEEZR 0 PRI

- BMES AT VPCBPA , th AFHREMN VPC FRERFAT Xi%Z VPC hiz{TH EMRS
( %70 Route 53 Resolver ) , BRZAREFSLN VPC FIEBEMMXx, Flil | XLRS
AR RER[ VPC 2N ER R EHIERAMRA DNS &) , IR T ES Hb 221185
ZR | N ER BN VPC NEFREINER.

VPC BPA PR &l
RAYF NAT REFR E O BB MR A X8 (LZ ) B R X VPC BPA R A DR,
A IAM KrE#EZHIX VPC BPA Y i514]

BRAVAEL R VPC BPA ZhEERY IAM KGRV RA | FS00 B VPC 1 FMH 2 H B RRR,

NI /53 F VPC BPA M @EDR

VPC BPA XXH*%‘EBHJLLHjJttEﬁEH%I‘J MxFNHOBEBRMMROFIERE ( B8R VPC FI+R
BRI ) . AXEERINEZELR | BHS R0 AN BRIEBRT,

/A Important
BIAUBWEEE~KFAHER VPC BPA 28 , FAREZEL R EBRME THERS.

(® Note

- EELKFHH VPC MFMERBA VPC BPA |, 45 E VPC M+ M,

- MRELHBSHMKFHXE VPC FM , NI FMATEEEFIHITE VPC BPA BXtLEA TS
E&ZRE K B55&FTEEHEMAZ TR VPC BPA ®E,
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Amazon Web Services BIEiR&| 4

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &

2. EEMSMBERT  ERIRE,

3. EEmBAHTENRRE.

4. EFFEREBALFEANE , RAEERREENR.

5. FHFRESEXNFE. VPC BPA REEMMRSEH TaEFE R/ L5 #hadE,

A

&

VPC BPA RaEXIEFFE.

Amazon CLI

1. JBA VPCBPA :

aws ec2 --region us-east-2 modify-vpc-block-public-access-options --internet-
gateway-block-mode block-bidirectional

VPC BPA R EEX BMARSEF UEEE) L2 #hatiEl,
2. &EH VPC BPA HIRA :

aws ec2 --region us-east-2 describe-vpc-block-public-access-options

fF VPC BPA XX E XA O

VPC BPA R A OB X SR IEXIE VPC WFTE EBFRE ( SHEBREY VPC SHFMERA ) o XA iF#
H NAT MAFXE O EBRMMXHRE | BHRiXERRRAFET HIGERE,

Amazon Web Services B4 &

1. &M https://console.aws.amazon.com/vpc/ 3T FF Amazon VPC #£#| &,

2. EEMNSMERD  ERRE,

3. ERRmBAHFENRRE

4. FHEEZIARXALD,

5. REERHESRSEH. VPCBPA REEMMRSEF TEZEE/L S HedHE,
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Amazon CLI

1. & VPC BPAPRLESE :

aws ec2 --region us-east-2 modify-vpc-block-public-access-options --internet-
gateway-block-mode block-ingress

VPC BPA REERMRSEF T FE /LS BhEtE,
2. &F VPCBPARIRE :

aws ec2 --region us-east-2 describe-vpc-block-public-access-options

B 22 F ) BR Bk BRI

VPC BPA $ER 2 —F el LA AT &4 VPC RFNWER , AT EBERREK S H VPC BPA ER 2
A, HAERERREOFRE,. BEMEKFAREBHA VPC BPA , EBHA[ LR VPC M1FMAIE VPC BPA
BEBRIM , LATA{RE A VPC BPA FHERRII A2 MiRE, VPC RS B3I MATF VPC v HFIE F
Mo

BERZ A LABIEE 50 MNEERRTI, BXIERESRFINER |, 55 Amazon VPC B HANKF Y
VPC BPA HEERIN,

Amazon Web Services EIBiE4|4

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. EEMSMBERS , BERE,
3. FEMELEXFFRIEMFHHERT , T TE—HB%E

EMIBRBERRTL | FIRFHERRTL , RFERERRE > BIBRBEERDL.
- EQIREER , AR BIRMHARENITEESR,
4. EFFRIETE

« W@ AFHEHEHERR VPC Ml FRWMEBEBMRE,

« RO : RAFREESHERR VPC MFRBHMEEBRRRE, FHIE#H ABEHERR VPC FM1FMEIA
WEEMRE, ¥ VPC BPAREANEAE , ti&REER.

5. 1&#H VPC HFM,
6. EFEIEBFRI,
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7. ERHBRIURBENED . BURFERFIERIRSRETELL.

BRI E B

Amazon CLI

1. BUEEBRAFR[ :

aws ec2 --region us-east-2 create-vpc-block-public-access-exclusion --subnet-
id subnet-id --internet-gateway-exclusion-mode allow-bidirectional

2. BEFHBRIUASTRERE —RITE. EEFHRIAVRE

aws ec2 --region us-east-2 describe-vpc-block-public-access-exclusions --
exclusion-ids exclusion-id

EALLREH VPC BPA

MR EEA Amazon Organizations K EIEHLFHIMKS , M AT LA Amazon Organizations 75 B 1%
FEEXT4H 40 R A K P 58 #H1T VPC BPA, B VPC BPA FEM RN EZES , 3% (Amazon
Organizations FAF#ER/) Y Supported declarative policies.

(® Note

- IBAILAER VPC BPA FEAMEMEERE A TFHERR , ETEER ZRB BRI, 22
BIZE BRI , MAREEEHE VPC Ik R EIZ BRI, BxB8IZ VPC BPA BRI E %
E8 |, FSROIENM BHERRIA,

- MRFAT VPC BPA FEAMERE , MEMIEAFIHRRES , BHEIHEFHMERRKE
B HESEEEEKFEINER VPC BPARE,

N VPC BPA By &1 3 %542 VPC BPA

AT ZEFXWMAER A VPC BPA Z BN E &0 & {7 /3 A VPC BPA 2GS E R B MR LE
HER,

AES
- FAMSKIIR SRR iTE VPC BPA K&
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- £ A E YR VPC BPA ¥1H

« A CloudTrail & ERHEBRIUMI BR

« £/ Reachability Analyzer R iFEZE A HFH L

£ AR &7 5 #r 2R iT 14 VPC BPA HY§2IE

EARTIH |, LRERAMEKHR 2 MERER A VPC BPA FIFE L8 2 5l & & MK 7 5 A BBk M W > Y 2
Ho RS HTA T HRESNIKFHEA VPC BPA FMELLRE T £ #NE,

(@ Note

s MBHEZHEBRAZE IPv6 ; ALBFTEZFERAEREE VPC BPA XX H A BB MM X H
ok IPV6 REMEER M,

s BEBAFEANKZGEDTB[RITHD TSR BXEZEL , B5H (MEHRIDERE
) ##Y Pricing.

s BXMEZIHRE D HBEXEHAAENEER , 25 (Network Access Analyzer Guide) HHY

Limitations,.

Amazon Web Services EIBiE4|4

ITFFLF https://console.amazonaws.cn/networkinsights/ B Amazon M4 LEEIRE A
M 415 8] 29 AT 8R o
R AR ESEE.
®EFR L VPC BELEATFIFRINEW , RBREET—F,
ZERECEEN DA, P HERMNXHWRE, SAERENMBFRTERT LI,
EET—%,
ER R BT ESEE,
ERERICZEE , REEED .
EHFT TR

. BESTNRAERI,. FERITHE —THERBRESIEME Pt AWK P BB
KRAURAHMERE, EXMERLT , WREZA VPCBPA , A BXEREERAHN I RH
VPC F/=FMIGKREEN VPC BPA HERRIL , MR EIXLE VPC 7 MY 7 &5 32 2 Rl

1. D BMAELI , TH# VPC BPA X VPC F&RAIEI,

© © N o g bk~ 0 N =

-
o
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Amazon CLI

1. RIEBNEIHEEE :

aws ec2 create-network-insights-access-scope --region us-east-2 --match-paths
"Source={ResourceStatement={ResourceTypes=["AWS::EC2::InternetGateway"]}}"
"Destination={ResourceStatement={ResourceTypes=["AWS::EC2::InternetGateway"]}}"

2. JTHRSBE DT

aws ec2 start-network-insights-access-scope-analysis --region us-east-2 --
network-insights-access-scope-id nis-id

3. KEZTHHWER :

aws ec2 get-network-insights-access-scope-analysis-findings --region us-east-2
--network-insights-access-scope-analysis-id nisa-0aa383a1938f94cdl --max-items
1

SRETHEEBKTRE VPC FEBRMMXHRE. EREFBXRFBEXRIN", "Findingld":
"AnalysisFinding-1" R RIXR DM FHNE—NMAELXH. EIE , B2 RELRN , &
MNMEERUMKRAZ A VPC BPA FEIMRE, F—MIZRIRAREN BB M X

( "SequenceNumber": 1) FF# , #)X12iEF] NACL ( "SequenceNumber": 2 ) , L4

( "SequenceNumber": 3 ) , RIFTESEHI ( "SequenceNumber": 4 ) &4 R,

4. DIBFEXRINLLT # VPC BPA X VPC &R,

S5 Hr 2 TEMK o

A B EYIE VPC BPA £

A VPC i B ERXIUNAE , B UBIR B Rt AFE KGR VPC B MEMKEOM IP RENES.
SR LAE At T BB MR 2 4% VPC BPA PRIERY R E BIR SR SSHIM &40,
ER AR B SPHLSERAER VPC 8l B =,

BIEZFRAEN , FRAEAEZEFE reject-reason WEEXHER,

T VPC BPA #9252 VPC BPA 480
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EERAEN , MR AT EN WARERE VPC BPA M#EE4  SEEREESXEHRER BPA W

reject-reason,

BRT VPC R BENRARTIS , iEEELLT VPC BPA HEMNRS

* VPC BPA E‘J;ﬁ E/L:\T@?EEL E’J.LEI:%O
- BIFERERBLEPEE bytes FB , VPCBPA R AL LT LEE bytes,

£/ CloudTrail i& BRHEBRIA M B
Y @SN B EA Amazon CloudTrail S #F1iBER VPC BPA HEKR I AY i BR o
Amazon Web Services BIEiE 4| &

BN TF https://console.amazonaws.cn/cloudtrailv2/ B9 Amazon CloudTrail ##| & F &K TR
KA > AWS: :EC2: :VPCBlockPublicAccessExclusion , A LATE CloudTrail E# A %18
XPEFEAE M BRAYHEBRIL,

Amazon CLI

BRI LAE A lookup-events i B EE SMRBEBRMB R EH

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=ResourceType,AttributeValue=AWS::EC2::VPCBlockPublicAccessExclusion

{# F§ Reachability Analyzer BiFE 2 B LE

VPC Reachability Analyzer Al Fl T4 IRIB LN FZEE ( ‘23E VPC BPARE ) B AT A E R L
PR ER AR,

A% Reachability Analyzer KB A FIMMELR |, 55 (Reachability Analyzer Guide) #Y
Considerations,

Amazon Web Services BIEiR&| 4

1. #TFF{LTF https://console.amazonaws.cn/networkinsights/home#ReachabilityAnalyzer Y

Amazon P& LERIEHI A
2. BELEAEMD TR,
3. WFREH  EEEBRFMX , RAEMNRTHRIIXRFIEFERIERENBEBRMMX,
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4. XNTERRE , GEXH , RAEMBEIR T RPEFRZERIERENRKA,
5. BEtIENDFEE.
6. FEFOMTM. XATRERFE/LDHEHE,
7

SERE , BNIZLFIAHFRERSATEHR , FERRFAEEER
VPC_BLOCK_PUBLIC_ACCESS _ENABLED RSt wlifmttmBEmER,

Amazon CLI
1. FAEMILERERAANERMMX ID (IR ) MEMEIEREAEASEAH ID ( B ) SIZMERE

/2 -
7%

aws ec2 --region us-east-2 create-network-insights-path --source igw-id --
destination instance-id --protocol TCP

2. FFHANMEEREFIT DA

aws ec2 --region us-east-2 start-network-insights-analysis --network-insights-
path-id nip-id

3. RRERIMNWER :

aws ec2 --region us-east-2 describe-network-insights-analyses --network-
insights-analysis-ids nia-id

4. iE¥IA VPC_BLOCK_PUBLIC_ACCESS_ENABLED 2% %14 EA ExplanationCode,

= R

A EE—NERRH , TEPETHE VPC RRARLANRYEBESRDARPUOAIHE, BIMFR
HUZN A RAEMBE , ABRIAFERXESRREER.

/A Important

BOEEFKF PRI R, BRUBWEEEFKFFERA VPC BPA Zhl , FARERE
B BBk By TR
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® Note

EXxRSD TH#E VPC BPA ThEE , BHKFHREFEERLRR, EFATH , BRMNEMF -
CloudFormation ##x , B LAERZERRTNEFFENRIR , A0 7 HEILIhEEMA T/E,
A CloudFormation 1Rl & 19 52 JR UA K 52 FA R 48 173 7] 20 #7 88 A1 Reachability Analyzer #1447 %
WMEFERRNER, IREFEARTHHNER , NERRETHLERGETREES R,

AFS

« %2 CloudFormation 4R ( ATk )

- ERAMKHE S EEEE VPC BPA K H
- HF 1 - EEIREA VPC BPA HyE4H

- %8 2-3H VPC BPA RaEEX

- 375 3- 4 VPC BPA EHRXAOER

- % 4 - SIEHEBRM

- 785 - BHBRER

- 5 6- 15 VPC BPA =

- BE

E8ZE CloudFormation 4R ( A% )

ERERRERENATHE , EBFE- VPC, FM, ROAMEMHR. 7N TEBRRUMTRAER , i)
T ERME T — Amazon CloudFormation 14 , & ] DAfE A ZERKRER B FH AP I RAEN
RF. X—TRMEWIEN , EURARBEFTATYRFHER,

® Note

o EAXRTAFAEEA CloudFormation ARGV A RS E —LHEXEA |, a0 NAT RXFLE
IPv4 s3I ZeFH. ABRFTEFHANER  BRATREELSE , BRAXRHICIENFTE
HIRo

+ It CloudFormation #ix ¢l T VPC BPA FTEMKERR , BEAX S XRFH VPC BPA I
g, EIREFHIMFA VPC BPA ThEefE |, IWALH B EIR B ERBIE T BAN XM IhEE,

ZEREENIKF PR BUATRIF
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o XV OEBF %

- BERMM X

« NAT Mx

s INREFH

« —MNAEFH

- BHELEMEE IPv4 bt i #H A L4

- 55 IPv6 st FFAE IPv4 ki —A EC2 K4

- NEFFE IPv4 hitH — 4 EC2 L

« fA1F SSH M ICMP AMEREBEAFAAEHEREN LA
« VPC A&

- ¥/ B I —/ EC2 Instance Connect it =

EH TENERAFERFE yaml X

AWSTemplateFormatVersion: '2010-09-09'
Description: Creates a VPC with public and private subnets, NAT gateway, and EC2
instances for VPC BPA.

Parameters:
InstanceAMI:
Description: ID of the Amazone Machine Image (AMI) to use with the instances
launched by this template
Type: AWS::EC2::Image::Id
InstanceType:
Description: EC2 Instance type to use with the instances launched by this template
Type: String
Default: t2.micro

Resources:

# VPC
VPCBPA:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
InstanceTenancy: default
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Tags:
- Key: Name
Value: VPC BPA

# VPC IPv6 CIDR
VPCBPAIpv6CidrBlock:
Type: AWS::EC2::VPCCidrBlock
Properties:
VpcId: !Ref VPCBPA
AmazonProvidedIpv6CidrBlock: true

# EC2 Key Pair
VPCBPAKeyPair:
Type: AWS::EC2::KeyPair
Properties:
KeyName: vpc-bpa-key

# Internet Gateway
VPCBPAInternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: VPC BPA Internet Gateway

VPCBPAInternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref VPCBPA
InternetGatewayId: !Ref VPCBPAInternetGateway

# Egress-Only Internet Gateway
VPCBPAEgressOnlyInternetGateway:
Type: AWS::EC2::EgressOnlyInternetGateway
Properties:
VpcId: !Ref VPCBPA

# Subnets
VPCBPAPublicSubnetA:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPCBPA
CidrBlock: 10.0.1.0/24
MapPublicIpOnLaunch: true
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Tags:
- Key: Name
Value: VPC BPA Public Subnet A

VPCBPAPublicSubnetB:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPCBPA
CidrBlock: 10.0.2.0/24
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: VPC BPA Public Subnet B

VPCBPAPrivateSubnetC:

Type: AWS::EC2::Subnet

Properties:
VpcId: !Ref VPCBPA
CidrBlock: 10.0.3.0/24
MapPublicIpOnLaunch: false
Ipv6CidrBlock: !Select [0@, !GetAtt VPCBPA.Ipv6CidrBlocks]
AssignIpv6AddressOnCreation: true
Tags:

- Key: Name
Value: VPC BPA Private Subnet C

# NAT Gateway
VPCBPANATGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt VPCBPANATGatewayEIP.AllocationId
SubnetId: !Ref VPCBPAPublicSubnetB
Tags:
- Key: Name
Value: VPC BPA NAT Gateway

VPCBPANATGatewayEIP:
Type: AWS::EC2::EIP
Properties:
Domain: vpc
Tags:
- Key: Name
Value: VPC BPA NAT Gateway EIP
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# Route Tables
VPCBPAPublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPCBPA
Tags:
- Key: Name
Value: VPC BPA Public Route Table

VPCBPAPublicRoute:
Type: AWS::EC2::Route
DependsOn: VPCBPAInternetGatewayAttachment
Properties:
RouteTableId: !Ref VPCBPAPublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref VPCBPAInternetGateway

VPCBPAPublicSubnetARouteTableAssoc:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
SubnetId: !'Ref VPCBPAPublicSubnetA
RouteTableId: !Ref VPCBPAPublicRouteTable

VPCBPAPublicSubnetBRouteTableAssoc:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
SubnetId: !'Ref VPCBPAPublicSubnetB
RouteTableId: !Ref VPCBPAPublicRouteTable

VPCBPAPrivateRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPCBPA
Tags:
- Key: Name
Value: VPC BPA Private Route Table

VPCBPAPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref VPCBPAPrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref VPCBPANATGateway
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VPCBPAPrivateSubnetCRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref VPCBPAPrivateRouteTable
DestinationIpv6CidrBlock: ::/0

EgressOnlyInternetGatewayId: !Ref VPCBPAEgressOnlyInternetGateway

VPCBPAPrivateSubnetCRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:

SubnetId: !'Ref VPCBPAPrivateSubnetC
RouteTableId: !Ref VPCBPAPrivateRouteTable

# EC2 Instances Security Group
VPCBPAInstancesSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: VPC BPA Instances Security Group
GroupDescription: Allow SSH and ICMP access
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: 0.0.0.0/0
- IpProtocol: icmp
FromPort: -1
ToPort: -1
CidrIp: 0.0.0.0/0
VpcId: !Ref VPCBPA
Tags:
- Key: Name
Value: VPC BPA Instances Security Group

# EC2 Instances
VPCBPAInstanceA:
Type: AWS::EC2::Instance
Properties:
ImageId: !Ref InstanceAMI
InstanceType: t2.micro
KeyName: !Ref VPCBPAKeyPair
SubnetId: !Ref VPCBPAPublicSubnetA
SecurityGroupIds:
- IRef VPCBPAInstancesSecurityGroup
Tags:
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- Key: Name
Value: VPC BPA Instance A

VPCBPAInstanceB:
Type: AWS::EC2::Instance
Properties:
ImageId: !Ref InstanceAMI
InstanceType: !Ref InstanceType
KeyName: !Ref VPCBPAKeyPair
SubnetId: !Ref VPCBPAPublicSubnetB
SecurityGroupIds:
- IRef VPCBPAInstancesSecurityGroup
Tags:
- Key: Name
Value: VPC BPA Instance B

VPCBPAInstanceC:
Type: AWS::EC2::Instance
Properties:
ImageId: !Ref InstanceAMI
InstanceType: !Ref InstanceType
KeyName: !Ref VPCBPAKeyPair
SubnetId: !Ref VPCBPAPrivateSubnetC
SecurityGroupIds:
- IRef VPCBPAInstancesSecurityGroup
Tags:
- Key: Name
Value: VPC BPA Instance C

VPCBPAInstanceD:
Type: AWS::EC2::Instance
Properties:
ImageId: !Ref InstanceAMI
InstanceType: !Ref InstanceType
KeyName: !Ref VPCBPAKeyPair
NetworkInterfaces:
- DeviceIndex: '0Q'
GroupSet:

- IRef VPCBPAInstancesSecurityGroup
SubnetId: !Ref VPCBPAPrivateSubnetC
Ipv6AddressCount: 1

Tags:
- Key: Name
Value: VPC BPA Instance D
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# Flow Logs IAM Role
VPCBPAFlowLogRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: vpc-flow-logs.amazonaws.com
Action: 'sts:AssumeRole'
Tags:
- Key: Name
Value: VPC BPA Flow Logs Role

VPCBPAFlowLogPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyName: VPC-BPA-FlowLogsPolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:

- 'logs:CreatelLogGroup'
- 'logs:CreateLogStream'
- 'logs:PutLogEvents'
- 'logs:DescribelogGroups'
- 'logs:DescribelLogStreams'
Resource: '*'
Roles:
- !Ref VPCBPAFlowLogRole

# Flow Logs
VPCBPAFlowlLog:
Type: AWS::EC2::FlowlLog
Properties:
ResourceId: !Ref VPCBPA
ResourceType: VPC
TrafficType: ALL
LogDestinationType: cloud-watch-logs
LogGroupName: /aws/vpc-flow-logs/VPC-BPA

DeliverLogsPermissionArn: !GetAtt VPCBPAFlowLogRole.Arn
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LogFormat: '${version} ${account-id} ${interface-id} ${srcaddr} ${dstaddr}
${srcport} ${dstport} ${protocol} ${packets} ${bytes} ${start} ${end} ${action} ${log-
status} ${vpc-id} ${subnet-id} ${instance-id} ${tcp-flags} ${type} ${pkt-srcaddr}
${pkt-dstaddr} ${region} ${az-id} ${sublocation-type} ${sublocation-id} ${pkt-src-aws-
service} ${pkt-dst-aws-service} ${flow-direction} ${traffic-path} ${reject-reason}'

Tags:

- Key: Name
Value: VPC BPA Flow Logs

# EC2 Instance Connect Endpoint
VPCBPAEC2InstanceConnectEndpoint:
Type: AWS::EC2::InstanceConnectEndpoint
Properties:
SecurityGroupIds:
- IRef VPCBPAInstancesSecurityGroup
SubnetId: !Ref VPCBPAPublicSubnetB

Outputs:
VPCBPAVPCId:
Description: A reference to the created VPC
Value: !Ref VPCBPA
Export:
Name: vpc-id

VPCBPAPublicSubnetAId:
Description: The ID of the public subnet A
Value: !Ref VPCBPAPublicSubnetA

VPCBPAPublicSubnetAName:
Description: The name of the public subnet A
Value: VPC BPA Public Subnet A

VPCBPAPublicSubnetBId:
Description: The ID of the public subnet B
Value: !Ref VPCBPAPublicSubnetB

VPCBPAPublicSubnetBName:
Description: The name of the public subnet B
Value: VPC BPA Public Subnet B

VPCBPAPrivateSubnetCId:
Description: The ID of the private subnet C
Value: !Ref VPCBPAPrivateSubnetC
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VPCBPAPrivateSubnetCName:
Description: The name of the private subnet C
Value: VPC BPA Private Subnet C

VPCBPAInstanceAId:
Description: The ID of instance A
Value: !Ref VPCBPAInstanceA

VPCBPAInstanceBId:
Description: The ID of instance B
Value: !Ref VPCBPAInstanceB

VPCBPAInstanceCId:
Description: The ID of instance C
Value: !Ref VPCBPAInstanceC

VPCBPAInstanceDId:
Description: The ID of instance D
Value: !Ref VPCBPAInstanceD

Amazon Web Services BIER&| 4

1. #TFF https://console.amazonaws.cn/cloudformation/ #&l1& , it Amazon
CloudFormation,

2. EFRGIEMKRHA LE yaml BRI,

3. ERBHEHRNLER, SEEmHMARS ID MEFEE (W0 t2.micro ) » BEEERWF
CloudFormation A&EIE—1 IAM Bt | LLBIE 7R B EHIRE Z F CloudWatch FIER,

4. BEklE  FEFBMHETFUEEHRE , ABRREKRESTR , RARBHE,

Amazon CLI

1. BETUT Sl CloudFormation % :

aws cloudformation create-stack --stack-name VPC-BPA-stack --template-body
file://sampletemplate.yaml --capabilities CAPABILITY_IAM --region us-east-2

i
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2.

"StackId": "arn:aws:cloudformation:us-east-2:470889052923:stack/VPC-BPA-
stack/8a7a2cc0-8001-11ef-b196-06386a84b72f"

}

ERREHBREKETR , REBHRE

aws cloudformation describe-stack-events --stack-name VPC-BPA-stack --region us-
east-2

FERAMEIRR2HEEEER VPC BPA N

EATSH | BEANKHROTBEERKSPEAERNMNARNER, EALLDHTE T HRESHNKS
F1 /2 A VPC BPA M L REFT = £ S0,

BXRPMEHR MBI ATAMENER , S0 (Network Access Analyzer Guide) H#Y
Limitations.

Amazon Web Services IR &5

1. $TFLTF https://console.amazonaws.cn/networkinsights/ B9 Amazon M 4% WLA#IZR &I &,

2. EEMEE DR,

3. EFRMIEMKIHEEE,

4. EFITME VPC FHIEAFIHRINERE , AEEET—F,

5. ZEREMEN DT EWK, P HERMNMNKXHRE. EAIUEKRRN B R TEF LT,

6. EET—%,

7. EFRIEMLIHECE,

8. EFRLENICIEACE , AGEED

9. FRHFOMEM.

10. BESMNRAERI., BERIATHE —THERBIESEMSE T B &K P8y EBRMM
KXAURANMERE, EXELT , MEESH VPCBPA , # AXERELIH IR
VPC /s FFEAREEN VPC BPA HEBRTL , MR EX L VPC MF M REFZ RIR .

1. 2MBWMAEXRI , T#H VPC BPA X VPC HEIRHI KT,

FoMETK.
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Amazon CLI

1. BIBMKZIHREEHE :

aws ec2 create-network-insights-access-scope --match-paths
"Source={ResourceStatement={ResourceTypes=["AWS::EC2::InternetGateway"]}}"
"Destination={ResourceStatement={ResourceTypes=["AWS::EC2::InternetGateway"]}}"
--region us-east-2

M

"NetworkInsightsAccessScope": {
"NetworkInsightsAccessScopeld": "nis-Q4cad3c4b3ald5e3e",
"NetworkInsightsAccessScopeArn": "arn:aws:ec2:us-

east-2:470889052923 :network-insights-access-scope/nis-04cad3c4b3ald5e3e",

"CreatedDate": "2024-09-30T15:55:53.171000+00:00",
"UpdatedDate": "2024-09-30T15:55:53.171000+00:00"

b

"NetworkInsightsAccessScopeContent": {
"NetworkInsightsAccessScopeld": "nis-0Q4cad3c4b3ald5e3e",
"MatchPaths": [

{
"Source": {
"ResourceStatement": {
"ResourceTypes": [
"AWS::EC2::InternetGateway"
]
}
}
b
{
"Destination": {
"ResourceStatement": {
"ResourceTypes": [
"AWS: :EC2: :InternetGateway"
]
}
}
}
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}

2. JFHEBEE DA

aws ec2 start-network-insights-access-scope-analysis --network-insights-access-
scope-id nis-@4cad3c4b3ald5e3e --region us-east-2

i

"NetworkInsightsAccessScopeAnalysis": {
"NetworkInsightsAccessScopeAnalysisId": "nisa-0aa383a1938f94cdl",
"NetworkInsightsAccessScopeAnalysisArn": "arn:aws:ec2:us-

east-2:470889052923:network-insights-access-scope-analysis/
nisa-0aa383a1938f94cd",
"NetworkInsightsAccessScopeld": "nis-0Q4cad3c4b3ald5e3e",
"Status": "running",
"StartDate": "2024-09-30T15:56:59.109000+00:00",
"AnalyzedEniCount": 0

3. FRWMOHHEGE

aws ec2 get-network-insights-access-scope-analysis-findings --network-insights-
access-scope-analysis-id nisa-0aa383a1938f94cdl --region us-east-2 --max-items 1

i

"AnalysisFindings": [
{
"NetworkInsightsAccessScopeAnalysisId": "nisa-0aa383a1938f94cdl",
"NetworkInsightsAccessScopeld": "nis-0Q4cad3c4b3ald5e3e",
"FindingId": "AnalysisFinding-1",
"FindingComponents": [
{
"SequenceNumber": 1,
"Component": {
"Id": "igw-0Q4a5344b4e30486F1",
"Arn": "arn:aws:ec2:us-east-2:470889052923:internet-gateway/
igw-04a5344b4e30486F1",
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"Name": "VPC BPA Internet Gateway"
I
"OQutboundHeader": {
"DestinationAddresses": [
"10.0.1.85/32"
]
},
"InboundHeader": {
"DestinationAddresses": [
"10.0.1.85/32"
1,
"DestinationPortRanges": [
{
"From": 22,
"To": 22
}
1,
"Protocol": "6",
"SourceAddresses": [
"9.0.0.0/5",
"100.0.0.0/10",
"96.0.0.0/6"
1,
"SourcePortRanges": [
{
"From": 0,
"To": 65535

"Vpc": {
"Id": "vpc-0762547ec48b6888d",
"Arn": "arn:aws:ec2:us-east-2:470889052923:vpc/
vpc-0762547ec48b6888d",
"Name": "VPC BPA"
}
},
{
"SequenceNumber": 2,
"AclRule": {
"Cidr": "0.0.0.0/0",
"Egress": false,
"Protocol": "all",
"RuleAction": "allow",
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"RuleNumber": 100
I
"Component": {
"Id": "acl-06194fc3a4a03040b",
"Arn": "arn:aws:ec2:us-east-2:470889052923:network-acl/
acl-06194fc3a4ad3040b"
}
I
{
"SequenceNumber": 3,
"Component": {
"Id": "sg-093dde06415d03924",
"Arn": "arn:aws:ec2:us-east-2:470889052923:security-group/
sg-093dde06415d03924",
"Name": "VPC BPA Instances Security Group"
I
"SecurityGroupRule": {
"Cidr": "0.0.0.0/0",

"Direction": "ingress",
"PortRange": {
"From": 22,
"To": 22
},
"Protocol": "tcp"
}
I
{

"SequenceNumber": 4,
"AttachedTo": {
"Id": "i-058db34f9a0997895",
"Arn": "arn:aws:ec2:us-east-2:470889052923:instance/
i-058db34f9a0997895",
"Name": "VPC BPA Instance A"
I
"Component": {
"Id": "eni-0fa23f2766f03b286",
"Arn": "arn:aws:ec2:us-east-2:470889052923:network-interface/
eni-0fa23f2766f03b286"
},
"InboundHeader": {
"DestinationAddresses": [
"10.0.1.85/32"
1,

"DestinationPortRanges": [
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"From": 22,
"To": 22
}
1,
"Protocol": "6",
"SourceAddresses": [
"9.0.0.0/5",
"100.0.0.0/10",
"96.0.0.0/6"
1,
"SourcePortRanges": [
{
"From": 0@,
"To": 65535

]
.
"Subnet": {
"Id": "subnet-035d235a762eeedd4",
"Arn": "arn:aws:ec2:us-east-2:470889052923:subnet/
subnet-035d235a762eeed04",
"Name": "VPC BPA Public Subnet A"

"Vpc": {
"Id": "vpc-0762547ec48b6888d",
"Arn": "arn:aws:ec2:us-east-2:470889052923:vpc/
vpc-0762547ec48b6888d",
"Name": "VPC BPA"

}
}
]
}

1,

"AnalysisStatus": "succeeded",

"NetworkInsightsAccessScopeAnalysisId": "nisa-0aa383a1938f94cdl”,

"NextToken":
"eyJ0ZXh@OVG9rZW4i0iBudWxsLCAiYm90b190cnVuY2FQZV9hbW91bnQiOiAxfQ=="

}

ZRETHEEBKSAE VPC FERMMXHRE. ERFHXRFBEXRIN", "Findingld":
"AnalysisFinding-1" R RIXZ 2PN E—NMAELRI. BFFE , EZIRAERN , &
MAELXDMEEXAF A VPC BPA FEMHEE, F—NMIELNKBAREMNEBRRM <
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( "SequenceNumber": 1) FF#f , #iR1&i%EZE| NACL ( "SequenceNumber": 2 ) , &£ 4
( "SequenceNumber": 3 ) , A/F1E3LHI ( "SequenceNumber": 4 ) &4 R,

4. DITBEXRILLT## VPC BPA 3 VPC &R E N,

A5 M E T Ko

HE1-EZBKREFH VPC BPA B34

FEATF MBS AFALMBERENERMMK , NEBKMiZEAEFMA R B FH EC2 55
fil, FAEFRAFHISES C A D ATBUES NAT MXR{NE O EBRMMx & HIERE |, B EEEMN
BEMiGE, igERNFELRFRM Internet 150 , FRRIPEMER, NEESHEIREREHBRE
B A VPC BPA ZBI T LA RIFRE SR , BEEEEBIFAERFIHN LA IP thibZE1T ping 5.

KRB VPCBPA Y VPC REH :
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E Public subnet A

Ay

EC2 Instance A

Cutbound J Inbound
L 2

traffic traffic Outbound Public subnet B
traffic
—, N
@ > -
EC2 Instance B

ateway Inbound
fraffic

J Internat
P B S b=
) o
= -
J MAT gateway

Egress-only J _
Internet Gateway gl Frivate subnet C
L J

oo

Inbound and
outbound traffic EC2InstanceD  EC2Instance C

initiated by instance

Inbound and
outbound traffic
initiated by instance

Client

1.1 EIE R4

SERAS T BLTER ] VPC BPA HIER TEERIEH RS , IRR AT ZE TR E b 1TiERE, EAREIH
£/ CloudFormation BIZEFTE=HI#AE“VPC BPA k4] A’ 2 KB .

Amazon Web Services BIEiR&| &

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,

2. ITHHIABFEAEE,
3. J@3¥ EC2 Instance Connect > A EC2 Instance Connect i S23%E & TUHE R Z 326 Ao
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4. EBIERE, RINEEBZEHE , BT ping www.amazon.com 55 I & 0] LA 8 B Bk M & %
ij'ljj-lﬁ 3}20
5. FAEEESES AHRMNGEEEREEISHF B, CH D, MB/EH ping www.amazon.com L
KUFR R A A SO H b E R ZIEE Internet,
Amazon CLI
1. FERAAXE IPv4 k33526l A 217 Ping S AR EALRE :
ping 18.225.8.244
B
Pinging 18.225.8.244 with 32 bytes of data:
Reply from 18.225.8.244: bytes=32 time=51ms TTL=110
Reply from 18.225.8.244: bytes=32 time=61lms TTL=110
BEE |, 21T ping s SR I H BRE R LE,
2. FRAFE IPv4 thibEEHREHUERE
aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice
i
A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info
, #_ ~_ H##H#_ Amazon Linux 2023
~~ I\ ~~ #it4 |
~~ #t/ https://aws.amazon.com/linux/amazon-1linux-2023
~ro VNI LIS
e /
=~ _/
//
/m/!
Last login: Fri Sep 27 18:27:57 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~]$ ping www.amazon.com
PING www-amazon-com.customer.fastly.net (18.65.233.187) 56(84) bytes of data.
SEE
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64 bytes from 18.65.233.187 (18.65.233.187): icmp_seq=15 tt1l=58 time=2.06 ms
64 bytes from 18.65.233.187 (18.65.233.187): icmp_seq=16 ttl=58 time=2.26 ms

EEE , 21T ping o RINH B RERME L,

3. FEALE IPv4 i3I RHl B 21T Ping R EALRE :

ping 3.18.106.198

M
Pinging 3.18.106.198 with 32 bytes of data:
Reply from 3.18.106.198: bytes=32 time=83ms TTL=110
Reply from 3.18.106.198: bytes=32 time=54ms TTL=110

WS | AT ping BRI ARBRBEL.

4. fERAFAE IPv4 thibEEHREHUERE

aws ec2-instance-connect ssh --instance-id 1i-08552a0774b5c8f72 --region us-
east-2 --connection-type eice

M
A newer release of "Amazon Linux" is available.
Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info
, # ~_ HH#H# Amazon Linux 2023
~ N\ ~~ #it |
== #/ ___ https://aws.amazon.com/linux/amazon-linux-2023
~ro VNI LIS
o /
~e L _/
//
/m/!
Last login: Fri Sep 27 18:12:27 2024 from 3.16.146.5
[ec2-user@ip-10-0-2-98 ~]1$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.
64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=1 tt1=249 time=1.55 ms
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64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=2 tt1=249 time=1.67 ms

BEE | B17 ping A H BRERWPE L,
5 EEEEH C. BTRBELETT ping W HHAE IP it , FHEbiEEA EC2 Instance
Connect #1TiERE , RBMNIZZFIXNLE IP 1T ping Sf TR EHIERE :

aws ec2-instance-connect ssh --instance-id i-@4eca55f2a482b2c4 --region us-
east-2 --connection-type eice

i

A newer release of "Amazon Linux" is available.
Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, # ~_ fHit## Amazon Linux 2023

~~ o RSN\~ ## |

~~ #t/ https://aws.amazon.com/linux/amazon-1inux-2023
~~ VN' ">

e /

~rl _/

//

/m/!

Last login: Thu Sep 19 20:31:26 2024 from 10.0.2.86
[ec2-user@ip-10-0-3-180 ~]$ ping www.amazon.com

PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.
64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=1 ttl=248 time=1.75 ms

64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=2 ttl=248 time=1.97 ms

64 bytes from server-3-160-24-26.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=3 ttl=248 time=1.08 ms

BEE |, 1217 ping BRI H B RERBEL,
6. EEFIEHI D, BT RBETMLUZIT ping B HHAE IP it , FHtiEFEMA EC2 Instance
Connect #1TiERE , RABMNIZZEFINLE IP 21T ping i TR EHIERE -

aws ec2-instance-connect ssh --instance-id i-@05f9e6a9cfacldba® --region us-
east-2 --connection-type eice
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i

The authenticity of host '10.0.3.59 can't be established.
ECDSA key fingerprint is SHA256:c4naBCqbC61/cExDyccEproNU+1HHSpMSZz12J6c0tIZA8g.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.3.59' (ECDSA) to the list of known hosts.
A newer release of "Amazon Linux" is available. Version 2023.5.20240916:

n "/usr/bin/dnf check-release-update" for full release and version update info

0 # 0 ~_ #i### Amazon Linux 2023

~ o HEREEN\ ~~ ### |

e #/ ___ https://aws.amazon.com/linux/amazon-1linux-2023
~~ V! >

o /

LT 4

-/ -/

_/m/!

[ec2-user@ip-10-0-3-59 ~1$ ping www.amazon.com

PING www.amazon.com(2600:9000:25f3:ee@0:7:49a5:5fd4:b121
(2600:9000:25f3:ee00:7:49a5:5fd4:b121)) 56 data bytes

64 bytes from 2600:9000:25f3:ee00:7:49a5:5fd4:b121
(2600:9000:25f3:ee00:7:49a5:5fd4:b121): icmp_seq=1 ttl=58 time=1.19 ms

64 bytes from 2600:9000:25f3:ee00:7:49a5:5fd4:b121
(2600:9000:25f3:ee00:7:49a5:5fd4:b121): icmp_seq=2 tt1=58 time=1.38 ms

BEE , BT ping K H B RERFEAEL,

%= 2- EH VPC BPA WaER

EATH , BB A VPC BPA | F 7R L3 HIGIK - BB M X B R E

ERVPCBPAREERFHANTER :
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initiated by instance

e

EC2 Instance D EC2 Instance C

2.1 B A VPC BPA W A& =

SERAT LU B VPC BPA, VPC BPA XX [a)48 =X FH 1E 3 H 1t X i3 B Bx I B o< F1R H A B Bk B X >< /Y AT
BRE ( BHEBR VPC FIFMBRA )

Amazon Web Services BIEiR&| &

1. @XM https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &

2. EEMSMERD , EFRE,
3. ERRBAHVBRANRRE.

e
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4. EREFBRBARBRIMNE , REERRTFELR.
5. EHFRBERNTE. VPC BPA REE MRS EM AIERE/LD #het[E,

VPC BPA HIE G Ao

Amazon CLI

1. £ modify-vpc-block-public-access-options @i /8 A VPC BPA :

aws ec2 --region us-east-2 modify-vpc-block-public-access-options --internet-
gateway-block-mode block-bidirectional

VPC BPA REE MARSEF UEEE) L2 #hatiEl,
2. &FE VPC BPA BYIRA :

aws ec2 --region us-east-2 describe-vpc-block-public-access-options

2.2 EERLH
SERRARTT LUE 32 B I8 RS2 4,
Amazon Web Services BIEB124] 4

1. WMEEFR 1 PATMA IR | XIKE A FEB| B HAHF IPv4 #h3bE1T Ping i . 1EEE
l)lhia*ﬁpﬂ.u:o

2. REiZE1HMAR , B EC2 Instance Connect > {8 EC2 Instance Connect i /L iE %
TUHEERRH A, TR MR iR RIED,

3. EBER, RINEZEFIEHE , ping www.amazon.com, EEE , B HEFREHY S L,

4. FRASEESGABRNGEEETSF B, CHMD, MAXNEBRMAYHEER, HEE , i
BHEREHCMELE,

Amazon CLI

1. ERARXHE IPv4 it 3Kl A 29T Ping in B AR EALRE

ping 18.225.8.244
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i

Pinging 18.225.8.244 with 32 bytes of data:

Request timed out.

BEEE |, 1217 ping i S EAMH BREFFHHELE,
2. {ERAIE IPV4 #hiIEEAREHIETRE -

aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice

i

The authenticity of host '10.0.1.85' can't be established.
ECDSA key fingerprint is SHA256:3zo/gSss+HAZ+7eTyW1l0B/Ke@4IM+hadjsolLJeRTWBk.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.1.85' (ECDSA) to the list of known hosts.
A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
n "/usr/bin/dnf check-release-update" for full release and version update info

0 #_ ~_  HEHH_ Amazon Linux 2023

~ o HEREEN\ ~~ ### |

e #/ ___ https://aws.amazon.com/linux/amazon-linux-2023
~~ V! >

o /

ST 4

/7

/m/!

Last login: Fri Sep 27 14:16:53 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

BEE , BT ping R LM B RERHPE L,

3. EALE IPv4 it X324l B i21T Ping T P AR BEALRE :

ping 3.18.106.198

i
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Pinging 3.18.106.198 with 32 bytes of data:
Request timed out.

BEE |, 1217 ping i B RMH BREF4EHE LE,
4. ERAIE IPv4 thihEEHREHIETRE

aws ec2-instance-connect ssh --instance-id 1i-08552a0774b5c8f72 --region us-
east-2 --connection-type eice

i

The authenticity of host '10.0.2.98' can't be established.
ECDSA key fingerprint is SHA256:0IjXKKyV1DthcCfIQIPIJIMUiItAOLYKRNLGTYURNFXo.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.2.98' (ECDSA) to the list of known hosts.
A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
n "/usr/bin/dnf check-release-update" for full release and version update info

, # ~_ f#it## Amazon Linux 2023

~~ o BRSNS ~~ ##t# |

~~ #t/ https://aws.amazon.com/linux/amazon-1inux-2023
~~ V~' T_>

e /

=9 g _/

//

/m/!

Last login: Fri Sep 27 14:18:16 2024 from 3.16.146.5
[ec2-user@ip-10-0-2-98 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

BEE , 1B1T ping WEERMH B REFHME L,

5. EZEBIZHI Co BT & BT LUZTT ping B RHAE IP it | FikiEAEMA EC2 Instance
Connect H1TEE , RAEMNIZZEHIXLAE IPE1T ping T UREBHILRE -

aws ec2-instance-connect ssh --instance-id i-@4eca55f2a482b2c4 --region us-
east-2 --connection-type eice

i
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A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

0 # 0 ~_ #i### Amazon Linux 2023

~ o HEREEN\ ~~ ### |

e #/ ___ https://aws.amazon.com/linux/amazon-1linux-2023
~~ V! >

o /

LT 4

/7

/m/!

Last login: Tue Sep 24 15:17:56 2024 from 10.0.2.86
[ec2-user@ip-10-0-3-180 ~]1$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

BEE | B17 ping M RMH BRENFHPE L,
6. EEEIEH D, BFRBERLLETT ping W HHAE IP st , FHEbiEEA EC2 Instance
Connect #1TE R , REMNZZEFINLE IP 21T ping s TR EHIERE -

aws ec2-instance-connect ssh --instance-id i-@5f9e6a9cfacldba® --region us-
east-2 --connection-type eice

i

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, # ~_ HH#H# Amazon Linux 2023

~ BN\ ~~ ###|

S #/ ___ https://aws.amazon.com/linux/amazon-linux-2023
~e~ V-~ ror_>

— /

T ¢ _/

/ _/

_/m/!

Last login: Fri Sep 27 16:42:01 2024 from 3.16.146.5
[ec2-user@ip-10-0-3-59 ~]$ ping www.amazon.com

PING www.amazon.com(2600:9000:25f3:8200:7:49a5:5fd4:b121
(2600:9000:25f3:8200:7:49a5:5fd4:b121)) 56 data bytes

FER , BT ping AWM BRERHFE L,
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2.3 A% : £ Reachability Analyzer BiFEZ 2B HFE L

VPC Reachability Analyzer AT AT 7 @ BRIBEHMEEE ( 2IE VPC BPA RE ) 2E AR FEL
MEHE, EXRREP , BFoT2SHNEEMEEE , LUAIA VPC BPA BIEZEXMHERER,

Amazon Web Services BIEiR&| 4

1. ¥ FU T https://console.amazonaws.cn/networkinsights/home#ReachabilityAnalyzer #9 M 4&
WgEEE,

2. BEeIENDFEE.

3. XWFRER  EFEEBRMMK , REMNR TR FIRPIEFEFIEH VPC BPA BB MM <y BBk
P 5% o

4. FFBERER | EEIH , AEMNER T RFBPERFRIEHN VPC BPA =4 A #93=H61,

5. BEHEIZBMDEER.

6. FFIMEN. XAEFE/ LD HatE,

7. ERE , BNZXFEUHRMRSILERE , A ERRFAGEETRRERRZ
VPC_BLOCK_PUBLIC_ACCESS_ENABLED,

Amazon CLI

1. EA#RIEHN VPC BPA EEXMM XK EEBMMXHY ID RN VPC BPA K61 A B934 ID ¢l
EMERE

aws ec2 --region us-east-2 create-network-insights-path --source igw-id --
destination instance-id --protocol TCP

2. TFFANMEEREFIT DA

aws ec2 --region us-east-2 start-network-insights-analysis --network-insights-
path-id nip-id

3. RRERIMNWER :

aws ec2 --region us-east-2 describe-network-insights-analyses --network-
insights-analysis-ids nia-id

4. E¥IA VPC_BLOCK_PUBLIC_ACCESS_ENABLED %% EA ExplanationCode,
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BEE , BdrLMERARBEERLTE VPC BPA &0,

%= 3- % VPC BPA B RN AOER

EATH | BFEERVPCBPAREARE , AATFFEHA NAT X XHOBEBRRRXPWRE, A8 F
M EC2 356l A 1 B L@ I EBMiAE , BN BPA 2PHILES ERMMXPALTRE, FAEF
AR H] C F D PHEeB BT NAT Mx X H O BRI & HHIGRE |, R AR S5 R BBk

2
VPC BPA RAOEXESEANTER :

E Public subnet A

ECZ Instance A

Qutbound Inbound
traffic trafiic Outbound Public subnet B
fraffic

) ECZ Instance B
Internet [sateway Inbound
traffic
- .,.

e -+—

= v &
Client Inbound and MAT gateway

outbound traffic
—

initiated by instance

Egress-only .

Internet Gateway J IJE| Private subnet C
¥

=

=

EC2 Instance D EC2 Instance C

Inbound and
outbound traffic
initiated by instance
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3.1 REREHIANAO

SERATUERER,
Amazon Web Services BIEiR&| 4

1. B3 https://console.aws.amazon.com/vpc/ ¥TF Amazon VPC #£#| &

2. EEMSMBERT  ERRE,

3. ERRLERTFHEETFH , ERRELLFRNRIRE,

4. £ VPC EHEFBRLAHKFRIRE , AFHLTEAERXN AL,

5. REEFEUAHEFIREEH. VPCBPA REBERIMRSEF ATEEE)L 5 #hatiE,

Amazon CLI

1. 18 VPC BPA X :

aws ec2 --region us-east-2 modify-vpc-block-public-access-options --internet-
gateway-block-mode block-ingress

VPC BPA REE BMFARSEF UL EE) L2 8hatiE,
2. &EH VPC BPA HUIRA :

aws ec2 --region us-east-2 describe-vpc-block-public-access-options

3.2 EERLH
SERR AT BAE BSR4,
Amazon Web Services BIE124] 4

1. WMEEFE 1 PP EREE | XK A M6 B AE IPv4 #3EE1T Ping 85, HEE
MEEWMEL.

2. WREELE 1P ERRE |, FH EC2 Instance Connect FEZZISEH] A FEHI B , REMIX
L6z 4T ping www.amazon.com @i, EEE , BITEMESI A L6 B N BB LAY
H b RUE1T ping e R HBERECHMELE,
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3. MEEAR 1P AREE , A EC2 Instance Connect EZRISEHI C FEH| D , RBMNX
L2512 1T ping www.amazon.com @S, EEE , BRI LAMNEHSI C =341 D R‘JﬁﬁflﬂJ:E’J"
#Ht 21T ping R H AR TFRE.,

Amazon CLI

1. EARXE IPv4 it 33K H6I A 29T Ping n B AR EALRE

ping 18.225.8.244

i

Pinging 18.225.8.244 with 32 bytes of data:

Request timed out.

BEE |, 21T ping i S EAMH BRER ML,
2. FEAFE IPV4 HIbEEAREHETRE

aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice

7

The authenticity of host '10.0.1.85' can't be established.
ECDSA key fingerprint is SHA256:3zo/gSss+HAZ+7eTyW10B/Ke@4IM+hadjsolLJeRTWBk.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.1.85' (ECDSA) to the list of known hosts.
A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
n "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~_ HH##H_ Amazon Linux 2023

o _HEBBEN\ o~ #H# |

RS #/ ___ https://aws.amazon.com/linux/amazon-linux-2023
~~ V~' o>

e /

T4

//

/m/!

Last login: Fri Sep 27 14:16:53 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~1$ ping www.amazon.com
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PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

FEER , BT ping B AMH BRERHPE L
3. FEALE IPv4 it EHI B 1Z1T Ping i T AR EAMRE

ping 3.18.106.198

i

Pinging 3.18.106.198 with 32 bytes of data:
Request timed out.

FEER , BT ping W AMH BRERHPE L
4. ERAFE IPv4 i EREAREHILRE

aws ec2-instance-connect ssh --instance-id i-08552a0774b5c8f72 --region us-
east-2 --connection-type eice

i

The authenticity of host '10.0.2.98 ' can't be established.

ECDSA key fingerprint is SHA256:0IjXKKyV1DthcCfIQIPIJIMUiItAOLYKRNLGTYURNFXo.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.2.98' (ECDSA) to the list of known hosts.

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:

Run "/usr/bin/dnf check-release-update" for full release and version update info

5 # ~_ H##H# Amazon Linux 2023

o _HEBBEN\ ~~ #a# |

R #/ ___  https://aws.amazon.com/linux/amazon-1linux-2023
~~ Ve~ o>

oo /

T 4

-/ /

/m/!

Last login: Fri Sep 27 14:18:16 2024 from 3.16.146.5
[ec2-user@ip-10-0-2-98 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

FER , BT ping B AMH BRERHPE L
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5. EREDEH C, HTRAETLUZIT ping B HHLE IP it , FHtiEAEMA EC2 Instance
Connect #1TiER , RBEMNIZZFINLE IP 21T ping i TR EHIERE -

aws ec2-instance-connect ssh --instance-id i-@4eca55f2a482b2c4 --region us-
east-2 --connection-type eice

M

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_0 ~\_ ###HH_ Amazon Linux 2023
~e N\_HHBBHN\  ~~ \#tt# |
R \#/ __  https://aws.amazon.com/linux/amazon-1linux-2023
~~ Ve~ o>
e /
o T4
-/ -/
—/m/"

Last login: Tue Sep 24 15:28:09 2024 from 10.0.2.86
[ec2-user@ip-10-0-3-180 ~]$ ping www.amazon.com

PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.
64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=1 ttl=248 time=1.84 ms

64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=2 ttl=248 time=1.40 ms

BEE , B17T ping BRI H BRERMPE L,
6. EEFZHI D, AT B ALUETT ping W HHAE IP st , RtiEFA EC2 Instance
Connect #1TiE# , REMNZZEHIFAE IP E1T ping i P AR EHMERE -

aws ec2-instance-connect ssh --instance-id i-@5f9e6a9cfacldba® --region us-
east-2 --connection-type eice

M

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
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n "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ ###E_ Amazon Linux 2023
~ \_HEHH ~~ \### |
G2 \#/ _  https://aws.amazon.com/linux/amazon-linux-2023
~~ V' >
e /
s o/
-/ -/
_/m/!

Last login: Fri Sep 27 16:48:38 2024 from 3.16.146.5
[ec2-user@ip-10-0-3-59 ~]1$ ping www.amazon.com

PING www.amazon.com(2600:9000:25f3:5800:7:49a5:5fd4:b121
(2600:9000:25f3:5800:7:49a5:5fd4:b121)) 56 data bytes

64 bytes from 2600:9000:25f3:5800:7:49a5:5fd4:b121
(2600:9000:25f3:5800:7:49a5:5fd4:b121): icmp_seq=14 ttl=58 time=1.47 ms

64 bytes from 2600:9000:25f3:5800:7:49a5:5fd4:b121
(2600:9000:25f3:5800:7:49a5:5fd4:b121): icmp_seq=16 ttl=58 time=1.59 ms

'\L%ii%m , ii’? |ng op ﬂﬁzlﬂ#ﬂumEﬂE%&Bﬂio

7= 4 - CIEBERRI

EAD T | B0 - MR, RFE , VPC BPA RRBEIEEHRIN M LW HRE, VPC BPA
HERR2 — R AT AR A T8 VPC RFMAER |, A HBEBREKRFH VPC BPA R 24 , HATFXR
AN AGE,. BMEKFARBH VPC BPA |, AL VPC M FM €122 VPC BPA HERRIT |, LU
R /5 F VPC BPA BHERRII A & TR E .

EATRBIF |, BATERFM A QIR , LLE R VPC BPA M HERRIAY R E .

VPC BPARACOEXESABE TN A HIRRIMERS AN EEXN REHR :
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Public subnet A

ECZ Instance A

Qutbound Inbound
traffic traffic Outbound Public subnet B

—(@)

oS

A

Internet [3ateway Inbound EC2 Instance B

traffic

O y
= ‘7/. 'ﬁ%%‘
Client J Inbound and NAT gateway

outbound traffic

initiated by instance
Egress-only )
Intemet Gateway J Ej Private subnet C
¥

EC2 Instance D EC?2 Instance C

&

Inbound and
outbound traffic
initiated by instance

4.1 HFM A BIEHERI

SERARTI LABIZHERRI, VPC BPA HER2 —Fal LA A T84 VPC S FNWER |, m T EHERRTERK
FB VPCBPA B2 , AN @ HOFME., ENEKFKEHA VPC BPA |, &AL VPC
FMFMEIZE VPC BPA BERRIN , LATA{RE A VPC BPA FHERRII A & ETRE,

Amazon Web Services EIBiE4|4

1. BHE https://console.aws.amazon.com/vpc/ I FF Amazon VPC 2 H| &,
2. EEMNSHMERS , EFRRE.
3. EFBAHFREIETFHEERT | EF0IEHERRL,
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4. EFEVPCBPALETFM A, BRIEFBOAGFFEANGD , AEEFECIZEZERIA,
5. ZEFHERITURSERNED . Bu et EERIFHERMKR T EEETEN,

BRI E B

Amazon CLI

1. EHEBRAFR@ :

aws ec2 --region us-east-2 create-vpc-block-public-access-exclusion --subnet-
id subnet-id --internet-gateway-exclusion-mode allow-bidirectional

2. BEHMPRIASAREEE-—RIE. BEEFHRIARE :

aws ec2 --region us-east-2 describe-vpc-block-public-access-exclusions --
exclusion-ids exclusion-id

2 EHEE L)
SERR AT BAE BSR4,
Amazon Web Services BIEi4] 4

1. XIE4l A B9AF IPv4 Hbiits
2. XI3EH| B HAE IPv4 #ilibiE1T Ping ﬁ%Ao BEE O RECHEMEL,

i
Y
a1
Y]
>
«
l:l
d
(o]
‘_I
I
I.H
¢l
L
C.

3. WMEXEHE1HHERRE | 5 EC2 Instance Connect SEEFIEH A , ARFIE1T ping
www.amazon.com T H. EEE , BRI BUNZES A N BB L8N HIER0E1T ping 5.

i*‘;ﬁlio

4. WMRIEFR 1 FRIE AR | £/ EC2 Instance Connect iEEEIEHI B , REMIZZEHIETT
ping www.amazon.com 85, EEER , BIEMEH B X EBRM L #2 HE RZ1T ping
T-'o IJILEE*&BH.JJ:O

5. WMEEALE 1 DA ARE |, FH EC2 Instance Connect HE#ZRISEH| C #3246 D , REMNIX
L2 HIE 1T ping www.amazon.com @S, HEEE , WA LAMES| C L6l D RTEH?EMJ:E’\J/A
Hih RIETT ping mH. ATFRE,

Amazon CLI

1. FERARXHE IPv4 it 3Kl A 29T Ping in B AR EALRE ¢
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ping 18.225.8.244

i

Pinging 18.225.8.244 with 32 bytes of data:

Reply from 18.225.8.244: bytes=32 time=51ms TTL=110
Reply from 18.225.8.244: bytes=32 time=61lms TTL=110

FEE , IE1T ping S AR H BRERBFE L,
2. EAFE IPV4 hINEBRAREHMRE

aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice

M

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~_ H##H#_ Amazon Linux 2023

~~ o RSN\~ #it4 |

~~ #t/ https://aws.amazon.com/linux/amazon-1linux-2023
~e~ Ve~ o>

~ /

~~ L _/

//

/m/!

Last login: Fri Sep 27 17:58:12 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~]$ ping www.amazon.com

PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.
64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=1 ttl=249 time=1.03 ms

64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=2 ttl=249 time=1.72 ms

FEE |, 51T ping BRI A EREREHE L,
3. EALE IPv4 it LBl B iZ1T Ping i T AR EAMRE
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ping 3.18.106.198

i

Pinging 3.18.106.198 with 32 bytes of data:
Request timed out.

FEE BT ping R AMH BRERHPE L
4. ERFE IPv4 i3It EEAREHILRE

aws ec2-instance-connect ssh --instance-id i-08552a0774b5c8f72 --region us-
east-2 --connection-type eice

M

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, # ~_ H#t## Amazon Linux 2023

~~ o RSN\~ #it4 |

~~ #t/ https://aws.amazon.com/linux/amazon-1linux-2023
~e~ Ve~ o>

e /

~ _/

_//

/m/!

Last login: Fri Sep 27 18:12:03 2024 from 3.16.146.5
[ec2-user@ip-10-0-2-98 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

BHEE , 21T ping n S RAMH BRENHE L,
5 E#EFZA C. AT RBRLETT ping W HHAE IP st , RtiEFA EC2 Instance
Connect #1TiE R , REMNIZZHIFTAE IP 21T ping P UREHERE -

aws ec2-instance-connect ssh --instance-id i-@4eca55f2a482b2c4 --region us-
east-2 --connection-type eice

Output
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A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

0 # 0 ~_ #i### Amazon Linux 2023

~ o HEREEN\ ~~ ### |

e #/ ___ https://aws.amazon.com/linux/amazon-1linux-2023
~~ V! >

o /

LT 4

//

/m/!

Last login: Tue Sep 24 15:28:09 2024 from 10.0.2.86
[ec2-user@ip-10-0-3-180 ~]1$ ping www.amazon.com

PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.
64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=1 tt1=248 time=1.84 ms

64 bytes from server-3-160-24-126.cmh68.r.cloudfront.net (18.65.233.187):
icmp_seq=2 tt1=248 time=1.40 ms

BEE | B17 ping A H BRERWPE L,
6. EEEIEH D, BT RBERLLETT ping WHHAE IP st , LB EC2 Instance
Connect #1TE R , REMNZZEFINLE IP 21T ping i TR EHIERE -

aws ec2-instance-connect ssh --instance-id i-@5f9e6a9cfacldba® --region us-
east-2 --connection-type eice

Output

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ O R Amazon Linux 2023
~e N\ ~~ \### |
559 \#/ ___ https://aws.amazon.com/linux/amazon-1inux-2023
~~ V! >
e /
~ _/
/ _/
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_/m/!
Last login: Fri Sep 27 18:00:52 2024 from 3.16.146.5
[ec2-user@ip-10-0-3-59 ~]1$ ping www.amazon.com
PING
www.amazon.com(g2600-141f-4000-059a-0000-0000-0000-3bd4.deploy.static.akamaitechnologie
(2600:141f:4000:59a::3bd4)) 56 data bytes
64 bytes from
g2600-141f-4000-059a-0000-0000-0000-3bd4.deploy.static.akamaitechnologies.com
(2600:141f:4000:59a::3bd4): icmp_seq=1 ttl=48 time=15.9 ms
64 bytes from
g2600-141f-4000-059a-0000-0000-0000-3bd4.deploy.static.akamaitechnologies.com
(2600:141f:4000:59a::3bd4): icmp_seq=2 ttl=48 time=15.8 ms

FEE , BT ping S A H ERE KRB L,

4.3 % : £ Reachability Analyzer 1iiF & #3

£ 575 % 2 1£ Reachability Analyzer FRIZHNERIMEE R , ATELAREFM A 812 7R
0, BMEALETH DT HE AR B RS LR,

B> Reachability Analyzer XA FEHEE , 55 (Reachability Analyzer Guide) A #Y
Considerations,

Amazon Web Services IR &4

1. MNEZREMERREH G FeZNMNERE , RHEMST oM.
2. EEFIHMEK. ZEEARER/LDH.
3. WAZBEIWETLF.

Amazon CLI

1. ERZBEIEZNMEEE ID TR

aws ec2 --region us-east-2 start-network-insights-analysis --network-insights-
path-id nip-id

2. RRIFHER :

aws ec2 --region us-east-2 describe-network-insights-analyses --network-
insights-analysis-ids nia-id
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RAriEmE

Amazon Virtual Private Cloud

3. Wi\ VPC_BLOCK_PUBLIC_ACCESS_ENABLED i#BAREBABEE,

7R 5 - ERHERER
EATH , BFERFRANLTRESE , ST BEMARIE VPC BPA,

® Note
EX—H5T , SEEFEREXNEXNRE O, BEEEXHEREN , FH A EHNH
O"HERRIIA AT HERE , IREEERN , ENEREAFZEEATHERE, B2, BHTK
4% BPA ARAOER , FR H O BRIV R 28 |, HEFM A I EERMM XK EHZE
VPC BPA H9PR#I , MNMIBELE T HILRE. EEFM A LEAHIRE , 4T VPC BPA

PR @R,

VPCBPARAOBRCEAEFMAKRICEANEOERN RER

SRR
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E Public subnet A
EC2 Instance A
Qutbound x Inbound
traffic trafiic Cutbound Public subnet B
traffic
) EC2 Instance B
Internet Sateway Inbound
fraffic
- v’ ()
=) b
Client Inbound and NAT gateway
outbound traffic
initiated by instance
Oq
Egress-only .
Intemet Gateway J g Frivate subnet C
L J
Inbound and EC2InstanceD  EC2 Instance C
outbound traffic
initiated by instance

5.1 FHEBRBUAVF 7 [ E R AR O

SERAN T LAE S HEBR LV 5 6]

Amazon Web Services BIEiR&| 4

1. REBEERFRE 4 POIENHRT , ARARFOERANEA,
2. EERREEX.

3. FEFHIRIURAZENTEF, VPC BPA REABMRESEH TR/ L0 T E. BAEEE
R BEBR IR T BEE B E Ko

e
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RAriEmE

Amazon CLI

1. EHEBRAV A @ :

aws ec2 --region us-east-2 modify-vpc-block-public-access-exclusion --exclusion-
id exclusion-id --internet-gateway-exclusion-mode allow-egress

VPC BPA REA R MRS EFN TRERE/L 2 #adH,
2. EHHBRIRSARFE-BAE. BEERHRIAVRE

aws ec2 --region us-east-2 describe-vpc-block-public-access-exclusion

5.2 E#ERIKHI
SERATT AE RSB,

Amazon Web Services BIEiR&| 4

1. FI3E4] A FEH B ILHE IPv4 #ibiz1T Ping 5 H. EIE , RECSHMEL,

2. WEEFE1 DM AREE |, H EC2 Instance Connect EZZISLf A F13L6I B , RFIE1T

ping www.amazon.com 55, HEE , BITEMNEH A L6 B N EBKRM L AR QE

E1T
ping wh. RECHMEL,

3. WEELE1 DA AR |, FH EC2 Instance Connect HE#ZRI3EH] C F13£46] D , REMNIX
L2532 1T ping www.amazon.com @ 5. EEE , BRI LAMNEHSI C =341 D R‘IEH?EWJ:E’\J’A
Hih RIETT ping mh. ATFRE,
Amazon CLI

1. EALXE IPv4 b3 S2HI A JE1T Ping SR B AR EA LR E

LE

ping 18.225.8.244
W

Pinging 18.225.8.244 with 32 bytes of data:
Request timed out.

SRR
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BEE , BT ping R AN B RENFEME L,
2. FRAAE IPv4 thibEEHREHWERE

aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice

M

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ O Amazon Linux 2023
~~ o NS\ ~~ \### |
~~ \#/ ___ https://aws.amazon.com/linux/amazon-1linux-2023
~e~ Ve~ o>
~ /
~~ L _/
/ _/
_/m/’

Last login: Fri Sep 27 18:09:55 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

BEE | B17 ping B ARMH B REIFHPE L,
3. FRARLE IPv4 thit X EHl B 21T Ping W R AR EALTRE -

ping 3.18.106.198

i

Pinging 3.18.106.198 with 32 bytes of data:
Request timed out.

BEE |, 1217 ping o B RKMH BREF4EMHE LE,
4. FERAE IPv4 HIHEEHREHGRE

aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice
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i

RAriEmE

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ ###H_ Amazon Linux 2023
~n \_HHH#HH\  ~~ \### |
e \#/ __  https://aws.amazon.com/linux/amazon-1linux-2023
~~ V! >
e /
ST 4
-/ _/
_/m/!

Last login: Fri Sep 27 18:09:55 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

FEE BT ping MR AMH BRERBE L,

5. E#EFZAC. AT RBERLET ping W HHAE IP st , RtiEFER EC2 Instance
Connect #1TE R , REMNZZEFINLE IP 21T ping s TR EHIERE -

aws ec2-instance-connect ssh --instance-id i-@4eca55f2a482b2c4 --region us-
east-2 --connection-type eice

i

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ ###H_ Amazon Linux 2023
~n \_HHH#HH\  ~~ \### |
e \#/ ___  https://aws.amazon.com/linux/amazon-1linux-2023
~~ V! >
e /
ST 4
-/ _/
_/m/!

Last login: Fri Sep 27 18:00:31 2024 from 3.16.146.5
[ec2-user@ip-10-0-3-180 ~]1$ ping www.amazon.com

PING www.amazon.com(2600:9000:25f3:a600:7:49a5:5fd4:b121
(2600:9000:25f3:a600:7:49a5:5fd4:b121)) 56 data bytes
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64 bytes from 2600:9000:25f3:a600:7:49a5:5fd4:b121
(2600:9000:25f3:a600:7:49a5:5fd4:b121): icmp_seq=1 ttl=58 time=1.51 ms

64 bytes from 2600:9000:25f3:a600:7:49a5:5fd4:b121
(2600:9000:25f3:a600:7:49a5:5fd4:b121): icmp_seq=2 ttl=58 time=1.49 ms

BEE , BT ping WK H B RERFEAE L,

6. E#EZRIEHI D, AT RBEEIET ping B HTHAE IP thut , BitiFEFE A EC2 Instance
Connect #1TE#E , ABEMIZEHIFTAE IP 21T ping i S UAREHILRE -

aws ec2-instance-connect ssh --instance-id i-05f9e6a9cfacldba® --region us-
east-2 --connection-type eice

i

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
n "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ ###E_ Amazon Linux 2023
~m \_HHHH ~~ \### |
G2 \#/ _  https://aws.amazon.com/linux/amazon-linux-2023
~~ V! o te>
e /
s o/
-/ -/
_/m/!

Last login: Fri Sep 27 18:13:55 2024 from 3.16.146.5

[ec2-user@ip-10-0-3-59 ~]1$ ping www.amazon.com

PING www.amazon.com(2606:2cc@::374 (2606:2cc@::374)) 56 data bytes

64 bytes from 2606:2cc@::374 (2606:2cc@::374): icmp_seq=1 ttl=58 time=1.21 ms
64 bytes from 2606:2cc0::374 (2606:2cc0::374): icmp_seq=2 ttl=58 time=1.51 ms

==

EEE | 1517 ping R I A EREREMHE LE

= 6 - 18K VPC BPA &R

EAXATH | BFERVPCBPAREILEAM , WTHRENAEIMNFEE, EXSRHD , NaEXTEAN
VPC BPA £ ILFIERE , MEBEFR 1 P —8, BRIEHEBRIIT LLG R NAT xR H O BB M
x , BNFREFHEMEL,

VPCBPAREERESESAEFM A HBRMESEANAOERNTER
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E Public subnet A
EC2 Instance A
Qutbound X Inbound
traffic trafiic Cutbound Public subnet B
traffic
) EC2 Instance B
Internet [Sateway Inbound
fraffic
L)—o X (e
—| 1
Client Inbound and NAT gateway
outbound traffic
initiated by instance
Egress-only -
Internet Gateway X @ Frivete subnett
L J
Inbound and EC2Instance D  EC2 Instance C

outbound traffic
initiated by instance

6.1 ¥ VPC BPA EX N M@ #ER

FERATILLE®R VPC BPA &=,

Amazon Web Services BIEiR&| 4

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£H| &
2. EEMSHMBERS , EFRE,
3. ERRBAHRHRNBRRE,
4. FELEFEOERANED , ARERREEI
GBI
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5. ZEERAEUNFE. VPCBPA REERMNIRASEF EEE /L2 4etE,

Amazon CLI

1. {8k VPCBPAFELEA M :

aws ec2 --region us-east-2 modify-vpc-block-public-access-options --internet-
gateway-block-mode block-bidirectional

VPC BPA iR EERNRSE#H A ae FE /LD A E .
2. &F VPCBPA BIRE :

aws ec2 --region us-east-2 describe-vpc-block-public-access-options

2 EHEE L)
SERR AT LAE 2 RS2 4,
Amazon Web Services BIBi& &

1. XIEH A F12H B NE IPv4 #iHE1T Ping 55, BHEE , RECHMEL.

2. WREEHFRE 1 HFFREVEREE , fEH EC2 Instance Connect I EI£ 4] A F13£46] B , REETT
ping www.amazon.com W, EEE , BT ENEH A HEHI B WEEBRM LN AR RIET
ping wE. MEDHMEL,

3. WREELE1 P ARE , FH EC2 Instance Connect FE#ZRISEH] C F3EH] D , RBENIX
L= 1T ping www.amazon.com B85, EEE , BTEMZEA C H3EH| D R‘JEH*HJ:E’J“
HIhRIE1T ping B8R . RECHME L,

Amazon CLI
1. EALE IPv4 it X3R4 A E1T Ping R AR EALRE -
ping 18.225.8.244
B

Pinging 18.225.8.244 with 32 bytes of data:
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Request timed out.

BEE , BT ping R AN B REFNEME L,
2. FRAE IPv4 thibEEHBEHWERE

aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice

i

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
n "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ # Amazon Linux 2023
~~ o N\_HBHBHN ~~ \### |
~~ \#/ ___ https://aws.amazon.com/linux/amazon-1linux-2023
~e~ Ve~ o>
~ /
i _/
/ _/
_/m/’

Last login: Fri Sep 27 18:17:44 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

BEE | B17 ping B ARMH B REIFHPE L,
3. FRALE IPv4 bt X EH] A Z1T Ping TR AREALTRE -

ping 3.18.106.198

i

Pinging 3.18.106.198 with 32 bytes of data:
Request timed out.

BEE , BT ping R AN B RENEMEL,
4. fERAFE IPv4 hibEEHBEHWERE
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aws ec2-instance-connect ssh --instance-id i-058db34f9a0997895 --region us-
east-2 --connection-type eice

M

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_0 ~\_ ###HH_ Amazon Linux 2023
~e \_HHBBHN\  ~~ \#tt# |
R \#/ __  https://aws.amazon.com/linux/amazon-1linux-2023
~~ Ve~ o>
e /
o T4
-/ -/
—/m/"

Last login: Fri Sep 27 18:09:55 2024 from 3.16.146.5
[ec2-user@ip-10-0-1-85 ~]$ ping www.amazon.com
PING d3ag4hukkh62yn.cloudfront.net (18.65.233.187) 56(84) bytes of data.

Ay

BEE , BT ping R AN B RENFEME L,
5 EEFZA C. AT RBRLETT ping W HHAE IP st , RtiEFA EC2 Instance
Connect #1TiE# , REMNIZZHIFTAE IP 21T ping B UREHERE -

aws ec2-instance-connect ssh --instance-id i-@4eca55f2a482b2c4 --region us-
east-2 --connection-type eice

M

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
Run "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ f Amazon Linux 2023
~~ o N\ ~~ \### |
~~ \#/ ___ https://aws.amazon.com/linux/amazon-1linux-2023
~e~ Ve~ o>
~ /
~~ L _/
/ _/
_/m/’

Last login: Fri Sep 27 18:19:45 2024 from 3.16.146.5
[ec2-user@ip-10-0-3-180 ~]$ ping www.amazon.com
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PING www.amazon.com(2600:9000:25f3:6200:7:49a5:5fd4:b121
(2600:9000:25f3:6200:7:49a5:5fd4:b121)) 56 data bytes

EEE |, 21T ping S EAMH BRERFHELE,
6. EEFEHI D, HTRBERLIET ping W REAE IP st , FtiEER EC2 Instance
Connect #1TiE# , AEMNZZHIXNAE IPZ1T ping T AREBHILRE -

aws ec2-instance-connect ssh --instance-id i-05f9e6a9cfacldba® --region us-
east-2 --connection-type eice

i

A newer release of "Amazon Linux" is available. Version 2023.5.20240916:
n "/usr/bin/dnf check-release-update" for full release and version update info

, #_ ~\_ ###E_ Amazon Linux 2023
~e \_HHHH ~~ \### |
G2 \#/ _  https://aws.amazon.com/linux/amazon-linux-2023
~~ V! o te>
e /
s o/
-/ -/
_/m/!

Last login: Fri Sep 27 18:20:58 2024 from 3.16.146.5
[ec2-user@ip-10-0-3-59 ~]1$ ping www.amazon.com

PING www.amazon.com(2600:9000:25f3:b400:7:49a5:5fd4:b121
(2600:9000:25f3:b400:7:49a5:5fd4:b121)) 56 data bytes

BEE |, 1217 ping e B AMH B E G4 LE,

g

EATH , ERBBRNESRRECIZNMBERR. FERARREE , XHATLUBREEKS F6ZrH
REFETSHFAZA,

I B& CloudFormation &R

SERCAS T LA BR 48 5 -8 Amazon CloudFormation &R 6l 2 89 &R o
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Amazon Web Services BIEiR&| 4

1. 3TF https://console.amazonaws.cn/cloudformation/ #2#|& , Mit A Amazon
CloudFormation,

2. &3 VPC BPA H##%,
3. &R,

4. FIBMBHERE  EEESHRTE  UASEREABRERDMR, 50805 5
B RSNk,

Amazon CLI

1. B} CloudFormation 4%, &7 AE 244058 Ml B HE % = e H 5T £ M BR.

aws cloudformation delete-stack --stack-name VPC-BPA-stack --region us-east-2

2. BEFHREHBRMERCSHIER.

aws cloudformation describe-stack-events --stack-name VPC-BPA-stack --region us-
east-2

{5/ CloudTrail & ERHEBRIM BR
SERR AT LAEF Amazon CloudTrail R EREEBRIUMIBR. =5 S BRBEBRTARS , & & R CloudTrail %8,
Amazon Web Services BIEB14] 4

BT https://console.amazonaws.cn/cloudtrailv2/ B9 Amazon CloudTrail ##| & F &K EIR
A > AWS::EC2::VPCBIlockPublicAccessExclusion , A LATE CloudTrail EH# A L IEXRFAEEFTE
{71 2 M BR &Y BEBR T

Amazon CLI

B LAE A lookup-events iR S EE S BRBEBRIE XS4 -

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=ResourceType, AttributeValue=AWS::EC2::VPCBlockPublicAccessExclusion

B RBIE T Ko

Y ER 534


https://console.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://console.amazonaws.cn/cloudtrailv2/

RAriEmE

BT ESRRTH B

Amazon Virtual Private Cloud

VPC NE £ &{EXKEK

UTHREXRKRE—BRESEREY , ATRERTBLEBRAER, XERESKKT

FEH 224,

BEXR , BRHUNEANZERREMT 2R 6,
« [ VPC AMFMURENARFN , BESIMNTAXFEEFMN, AJAXE Amazon XiFH —1Mg
BXEZEER,
S8 AR E& AR F 5 R IE

ZNEANRER. MENEENEBBEFL. CATHARTAESFRNARFRESTAL. &

SREE DM AT B,
FERATSANREFRDFNAH EC2 SKHIMRE,
FEAMSE ACL EF MBI EFALMEILRE, BXEZEFER

£ Amazon Identity and Access Management ( IAM ) B EBSKIE, AFPMA® K EEX VPC

FRRR
i Amazon BIRMIER, BEXEZER , BSH &M T Amazon VPC A9 Identity and Access
£A VPC R AFKIEEAZANLE VPC, FRBEMEZZOWN IP RE. BXEZEL |, HSH VPC

Management,
FERAMEZHRE 2 ERIRBIX AN VPC FRFRHNITRIANMEKIFR, BEXEZER , 55 NEiHES

D =+
Al E /0N o

5/ Amazon Network Firewall 3B i 1% A Uh # H ¥ R E R BRI EHN VPC, BEXEZEER

&2 Amazon Network Firewall 3§73,
B, ERLEENBIEILIEES Amazon EC2 54I<BkH) VPC B E. BXEZEER , H5H

WMEAr e,
£ Amazon GuardDuty & UZHKF . B8, TEMRFUK Amazon FREFHBIFEEIGH EE

{Amazon GuardDuty A #Em) ## VPC R HE,
#EZ# Amazon VPC B[R B EF N LM MIFIE,

BX VPC Z2MHNERRBEHNESR
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¥ Amazon VPC EH#t Amazon Web Services [REZ&EE1E
F

Amazon Virtual Private Cloud ( VPC ) R —IEH Amazon BRS , NS =EMZERHLZE£BT
BEMHBEMTE, RTCIEAEESS VPC, ZE TR A VPC 5EHAM Amazon BRE 2 RIFNEK
KREBEANEERERTRNLEMBRE R,

& O] LAEF Amazon PrivateLink ¥ B2 # VPC E#ZE| & Amazon RS, XHETLEIMBSH VPC
XM Amazon RE AN AREF 2 BN EIERE , NTEREREREE Amazon MERA |, &
GREETOAHEEREMN, XN THP™ENEZLLRANEAMERLNER,

EH—5N58 VPC %4 , Lo LUEA Amazon Network Firewall, 8] SAEBI I IEE B AIBRS E
NMHBHZEMERLZEER , FiE VPC NHEILtRAMAELRE, B Network Firewall S B2
B VPC Bt |, AT EE AR | RIPECHN SR BERZ ALV HRISEZTINESE,

A, BATLAE A Route 53 Resolver DNS Firewall 5§k VPC WY DNS &, EAI{EBhI ThRE B
BHENX DNS FFEMNKZES B S H VPC BIRAI BT LS , MIRHRIBANZ 2SS EREE
BITE,

MERIBF VPC AP RIREEET VPC WEFRZ B A MBS , N A A Reachability
Analyzer, Reachability Analyzer $1TREELEZN = |, IRAF AR ZF B RE S H R BEAEBA M.
LB PEHERR T BB BY T HIER Bl H £ R W L& IE 2RI R,

B HXLEXTE Amazon [RSEECH VPC £/ , BRI MNEBRABRENHMTHBRER , ATHR
B &4l 55 MR ER,

AEN

« £ Amazon PrivateLink ¥ VPC i3I R%

- {8 Amazon Network Firewall f&i£ R &R E

- {£/ Route 53 Resolver DNS Firewall f#i% DNS Ji £
« £/ Reachability Analyzer HE2 a] 3% 1t (7] &

£ Amazon PrivateLink & VPC &3 R

Amazon PrivateLink AIEEIFAE = (VPC) MK Amazon Web Services fR%5. Hfth Amazon
Web Services Ik B IRS . X1FH Amazon Web Services Marketplace BRSS LA K 23589 &R 2 6]

Amazon PrivateLink 536



Amazon Virtual Private Cloud AriEE

BIYNEGERE, BLEFEAEBRMMK, NAT i%%. Amazon Direct Connect #E#5, Amazon Site-to-
Site VPN E# , MEEEZRFS I ERBEE.

E A Amazon PrivateLink , BEZEZEHRIBRFZIIAFERNEMFHALE VPC ImR. XLEEREFH
FAEMMREED | ERRERSIERVEENA DS,

&I L8122 B Amazon PrivateLink 12t XMW EHE VPC i 2 RS |, iLEftt Amazon B BER 15 R &
B ARS . PrivateLink X#F8IZ2FE APl IR , HEHLAZ S @ EM Amazon EF AT BESHERS
XESWAEBERNIBINAE ERTU S, EHDEES RS |, HIZRFIEHRSHHRIMER AR,

5/ Amazon PrivateLink W —IEXFEX B REBEILZLHNAEERE , TEEBRMMx, NAT IREH
VPN EZEEEZRMEN, A ESHEERERSBIE Amazon MEHNEE , BB THE{LMKEN, BEHD
WiHH , #MRESBEAZEM,

TERE7RT Amazon PrivateLink B9 E L AHl, VPC BB FNAFEEZ /N EC2 24 |, X LES2HI7 A

BEEA VPC AR ER. B=1MEO VPC iR, —MN&EIR VPC imafl— MRS M VPC ik
]

/AN O
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E Amazon Web Services

Y

— G
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—@

Interface
endpaoint

@

_,._@

Resource
endpaoint

Third-party VPC

&

Service
network
endpaint

>

E VPC Lattice service network

EXEZEER , {52 Amazon PrivateLinko

£ Amazon Network Firewall f5 &M &R E

el LA{E A Amazon Network Firewall £ VPC A\ B FiEMERE, N
RERRERF KIEMARRNFMPB RS . BEXREZELR , BZH Amazon Network Firewall FF & A &

EH,

Ol LAE A LA Amazon &IR3EHRE Network Firewall,

etwork Firewall 2 —IERE.

Amazon Network Firewall
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Network Firewall ‘&R iR

B K 15 B K 8505 B K 556 SR B Y P 48 R B Ik 1T N R B BRIPHY VPCo B Ktk
BELREREHRBARET SAMENTHXMFRNOAE, EXREXLT S
RAEIRE |, HIanpsr K1k B S KEEHN Amazon By K 3 # R £ #YFRIC

o

EXEZELR |, 1§25 Amazon Network Firewall F B X 15,

B K 45 5% B B K 4 SR B T B KB Y I R MR 1T R o 1T V4045 BN I0 2 KBS
HYMI A MFE L RBEMINREPENL . BERPHNERE , BREE—1
M KRB

BXEZEE , 2@ Amazon Network Firewall B Bh A 3% KB .

H £ MNARZRENLEMNEREN —ATESFRANRE, ENRBEEDN
— &5, WAL — NS IANER MBI KIEREH, BALUENTE
REANARREREFNENNEHED. TRESAMNAETHNEH
ERF Amazon VPC R4 B2 %3k (ACL). BE A E X BRS
WANE  UEEHESNRELTXHIRERES. BERASANAET
RFEAFEELTF Amazon VPC 244,

EXMNANEZEE , 155 Amazon Network Firewall F1 Y1 4H .

I&3E R LAEE A Amazon Firewall Manager &£ ELE f1'E 3 Amazon Organizations FHYESIK 7 5 A 12
I Network Firewall ‘&R, A LATE Firewall Manager R {EAENKFEESNK RPN iE. BX
EZEE |, 55/ (Amazon WAF, Amazon Firewall Manager 1 Amazon Shield Advanced FF & A
BB’ F M Amazon Firewall Manager.

£ F§ Route 53 Resolver DNS Firewall f&1% DNS &

{5/ DNS Firewall , B LAESEH VPC XEXH N A FE R IEHAN, BB EE R GF
FRIAYIEZ HIR |, AL B E XX DNS EMIME ., BXiEFMEELE |, iS5 Route 53 fi#HTEs
DNS Bfy A 3% X8,

BATLAE A LU Amazon &IESERE DNS B A,
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https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
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DNS Bjy K 1 B3R EPUN
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ERNAEFBER , EUUNEHRTNR. IRNARFLTEERBMBAOEFIZEVORE , B UER
Reacability Analyzer k& BiHEE [ F, 4l , Reachability Analyzer AT LR BIBE AR B Z £ A B B 1]
B, BXEZER , BZH Reachability Analyzer BB,

e

SERLEBE , B LU EBIRR, BXAMEXMBRESIY A , LIEKF | MBR NAT o< H M BR f1 8
HEEE | RIETREMIER VPC, BXEZEE |, B3 the section called “MIBREH VPC,

3. MAEE 556


https://docs.amazonaws.cn/autoscaling/ec2/userguide/
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-template.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-asg-launch-template.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://docs.amazonaws.cn/vpc/latest/reachability/
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VPC # iz

Amazon E#\FAE = ( VPC ) 2 Amazon PR EMIZENERA, RE Amazon EBERFHARETH
FREFHERTE , {8 Amazon H{THRE (CLI ) FRIBMNEE VPC REAFHEARTESHNREENE
LEEN

REEEHTAMMREN VPC BB -

c BELNEFRMNERVPCRE , EFATHEN Web NEHERF
- £H NAT Mx, BEREFRMLNETRNER VPCEE K EATZENARRF

BENXLEHIR |, B T B -

- BIRZEFTEFRNEER VPC

- REBEMA NAT MXx

- BRERBERNEZE4A

- £/ Amazon CLI s S EE ML EM R HE
- 3KHE Amazon Bk P & {E Kk

UEBMNFREA B TITHE Amazon MEERIRHE.

Hi2
« FF#3&3E Amazon CLI £ Amazon VPC
« £/ Amazon CLI 8|ZEBFE FMHM NAT MxH VPC

Fr#53iE3d Amazon CLI £ Amazon VPC

AR FIESEMER Amazon B S 1T5RE ( Amazon CLI ) SIEEIFAE S (VPC ) o 55 T B IN{AR
BEOELEFRMAE TN VPC, BEEBKRMIER , HIB EC2 RHILUETENN Web RIAERF
284,

TORFAF
EFRASRZE , FRREEEUTEM :

1. Amazon CLI, WNELZE |, & Amazon CLI ZZEHERE,

FF 44383 Amazon CLI A Amazon VPC 557


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
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2. EFEAESEMEURE Amazon CLI, MREARRERZIU , HIZ1T aws configure,

3. BXRM BBy Bt &R,

4. AF1E Amazon Ik HRIZFEE VPC BIRH EA T Amazon VPC #) Identity and Access
Management,

BAZER =

AHEQNEN Amazon BRAIBEASULEENIKF=ERA, BATEXRE NAT M ( /8t 0.045 %
7T, AAEBIELALESRA ) f EC2 =41 ( t2.micro , BANEFIE/IY 0.0116 £t ) » WREHE—D
FRTERAHEFSERERER , WERALYRN 0.07 £, EEFARERMECEAR , JAZEERH
NAT SEHICE NAT Bk |, XEE TR ERERK A

EMsIREZE , IERMTEIA Amazon CLI EECEHEE.,

aws configure list

BRIZELEE Amazon THEZH, BREBAMMINXE, A FHIAEREERGE VPC BIRFE
YR BR o

aws sts get-caller-identity

WS 2E R Amazon lKF ID, AF ID M ARN , BIARIEIEE M.
217 VPC

ERRMER (VPC ) BREATE Amazon IKFRVELIM S, EAESH |, £F6I2 CIDR RH
10.0.0.0/16 #9 VPC , % CIDR $R& Z A/ 24 65536 /™ IP ik,

2l VPC

UTHSRMERN VPC , A AEDBEEHIFZ,

aws ec2 create-vpc --cidr-block 10.0.0.0/16 --tag-specifications
'ResourceType=vpc, Tags=[{Key=Name, Value=MyVPC}]'

BTHEFH VPCID, MEEEEGTHPEH. ERKED , BIGE
FA“vpc-0123456789abcdef0”ER ="l VPC ID., EFIEwmTH , BHHEHE®HRNEERK VPC ID,

B2 VPC 558
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JE P DNS X#EHMEHE

BRINMBRT , #1 VPC F4ZEA DNS f##47# DNS EHE. B RAXLEINEELE VPC H Y SSHI AT SRR AT
Bo

aws ec2 modify-vpc-attribute --vpc-id vpc-0123456789abcdef® --enable-dns-support
aws ec2 modify-vpc-attribute --vpc-id vpc-0123456789abcdef® --enable-dns-hostnames

MBERY , RESSTRTERH, VPC IS A DNS TR EHE BT
elE= Sl

FRZE VPCH IP it SEE 7B , BRI EEFRERBENRFRE, £XHo+ , S/RERITHX
PRI AA FRMMLE FRUSKI ST A%

FRELA Ay A X
B REEXESFATANTHX,

aws ec2 describe-availability-zones

EAHED , RIGEATHENTAX, B TefEREPNBER ( Hli“us-east-1a"F“us-
east-1b” )

BB E M
NEFRNATRENERMGRBN IR , 6120 Web BRS5 25,

aws ec2 create-subnet \
--vpc-id vpc-0123456789abcdefd \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=Public-Subnet-AZ1}]"'

EBTHEPHFM ID, EERHIESD , HAFF L “subnet-0123456789abcdef0" 7 88 — N B F MK R
B,

aws ec2 create-subnet \
--vpc-id vpc-0123456789abcdefd \
--cidr-block 10.0.1.0/24 \

BIEFR 559
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--availability-zone us-east-1b \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=Public-Subnet-AZ2}]"'

BTHEPNFMN ID, EAHKED , BRIDF L “subnet-0123456789abcdef1"ERN E =N B FMH R
i,

BIENETW
AEFMATAREZEMNERMGRINER , flankiEE,

aws ec2 create-subnet \
--vpc-id vpc-0123456789abcdefd \
--cidr-block 10.0.2.0/24 \
--availability-zone us-east-1la \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=Private-Subnet-AZ1}]'

EBTHMERHFM ID, EAHESD , BRA1FLL subnet-0123456789abcdefl2" 6 88 — M AE FRM R
B,

aws ec2 create-subnet \
--vpc-id vpc-0123456789abcdef@ \
--cidr-block 10.0.3.0/24 \
--availability-zone us-east-1b \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=Private-Subnet-Az2}]"'

BTHEFHNFM ID. ERHKESF , BATRFLL“subnet-0123456789abcdef3"¥EH 38 =N AAH F MY R
B,

BIOERBENFR : BN BFRAFAINRE TN, ENsHEF DI THXF,

&R : MK CIDR R , FHRREFLEINENEER, WTEFHE , BHEILBH P it bUSZ
REMERFER , ANREEEN TR AN ABREZ2AETEE,

B & B BRI 2

EAW VPC PN BEREERMERE , EFEECRAMMERNMIX, XD+ , B/ VPCRE
HERMEE,

B2 Internet W%

BEERMMX , ALK VPC MEBRKMZHRERE,

BB E Bk E R 560
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aws ec2 create-internet-gateway \
--tag-specifications 'ResourceType=internet-gateway,Tags=[{Key=Name,Value=MyIGW}]'

BTHAEPFNEBRRMX ID, EAHES , Bl L igw-0123456789abcdef0”ER R4l
& BB W o< Bt hn E VPC
RIEEBRMMKXE , AEEK IR VPC,

aws ec2 attach-internet-gateway --internet-gateway-id igw-0123456789abcdef@® --vpc-id
vpc-0123456789abcdef0

IR ME BB AR KR
7

BRHARTERE T HNEREEGETLARN (BH ). BE , hMaBTFHEEKRAR.

aws ec2 create-route-table \
--vpc-id vpc-0123456789abcdefd \
--tag-specifications 'ResourceType=route-table, Tags=[{Key=Name,Value=Public-RT}]'

BTHEFHNEHER ID. EAHES , RIFLLrtb-0123456789abcdef0”1E R N B BB RH RH,
EABERERPARIN—FIEDEBRMNM KB,

aws ec2 create-route --route-table-id rtb-0123456789abcdef®@ --destination-cidr-block
0.0.0.0/0 --gateway-id igw-0123456789abcdef@

B FRELABEHRXE,

aws ec2 associate-route-table --route-table-id rtb-0123456789abcdef®@ --subnet-id
subnet-0123456789abcdef0
aws ec2 associate-route-table --route-table-id rtb-0123456789abcdef®@ --subnet-id
subnet-0123456789abcdefl

W#E , "B THERRAR.

aws ec2 create-route-table \
--vpc-id vpc-0123456789abcdefd \
--tag-specifications 'ResourceType=route-table,Tags=[{Key=Name,Value=Private-RT}]"'

BB E Bk E R

561
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IETHEPRERAR ID, ERHESD , HAFF A rtb-0123456789abcdef1"E 1 Fa B B KA R,
LA FRELRIERKEK,

aws ec2 associate-route-table --route-table-id rtb-0123456789abcdefl --subnet-id
subnet-0123456789%abcdef2
aws ec2 associate-route-table --route-table-id rtb-0123456789abcdefl --subnet-id
subnet-0123456789abcdef3

B NAT M><

NAT RX A FFE FRAEFE SR EBRMAY HIERE , FNELEREERMHAERE, ¥T

FETHEHNHBRABHRSHRHIME , TEXREE,
2 EEE IP
B, I NAT Rx 5 EEMY P i,

aws ec2 allocate-address --domain vpc

BTREFPNDE ID. FEARKER , TA1F L “eipalloc-0123456789abcdef0”#E 7 R,
B NAT W%
FASEREYE IP EHAR—NBEFRPBIZE NAT WX,

aws ec2 create-nat-gateway \
--subnet-id subnet-0123456789abcdef® \
--allocation-id eipalloc-0123456789abcdef@ \
--tag-specifications 'ResourceType=natgateway, Tags=[{Key=Name,Value=MyNATGateway}]'

B TR NAT F3X ID. EAHED , RI1F L nat-0123456789abcdef0" ¥ R,
ZRNAT MXZTRAARRE , BASIRE,
aws ec2 wait nat-gateway-available --nat-gateway-ids nat-0123456789abcdef@

M NAT RN B
EFERABARPRIN—FIER NAT MXHEEH , LA FLAE FRFAE615 R BB,

B2 NAT WK
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aws ec2 create-route --route-table-id rtb-0123456789abcdefl --destination-cidr-block
0.0.0.0/0 --nat-gateway-id nat-0123456789abcdef0

EE  NTEFRRE , FERESMAARLE TR TAXFGE - NAT Mx |, BUBRE QHEE,

BETMIRE
REABTR , MENERFEHNRABHSEAF IP it

Ny

aws ec2 modify-subnet-attribute --subnet-id subnet-0123456789abcdef® --map-public-ip-
on-launch
aws ec2 modify-subnet-attribute --subnet-id subnet-0123456789abcdefl --map-public-ip-
on-launch

EABRENEFRAREDOROERADRTLREILE P bk, W TME M X L34,
EREA

ZRAFTHRFIRE BB KELIRHIA M HIERE, EARDH , BFN Web RSS2/ MBIEERS
SROEREA,

7 Web RS EetIELZ 24

aws ec2 create-security-group \
--group-name WebServerSG \
--description "Security group for web servers" \
--vpc-id vpc-0123456789abcdefd

BTREFPNEZEAE ID, EXRHESD , BAFLL“sg-0123456789abcdef0”¥EN Web RS BT L2 AMN
=~

AV HTTP M HTTPS J&15 B Web fRS5ER.

aws ec2 authorize-security-group-ingress --group-id sg-0123456789abcdef® --protocol tcp
--port 80 --cidr 0.0.0.0/0

aws ec2 authorize-security-group-ingress --group-id sg-0123456789abcdef® --protocol tcp
--port 443 --cidr 0.0.0.0/0

TR NTAEFRHE  BFAURERTAEBE IPEE , MARAYFRE 0.0.0.0/0 ( F4T IP it )
Elg\

el

if

=
ILE o

=t
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NBEERSRGELZEA

aws ec2 create-security-group \
--group-name DBServerSG \
--description "Security group for database servers" \
--vpc-id vpc-0123456789abcdef®

BTFHRHPHNREA ID, ERHEFR , BAVFLsg-0123456789abcdef 1" E N BIBERS L AN
=Bl

XK B Web BRS5E5H MySQL/Aurora &,

aws ec2 authorize-security-group-ingress --group-id sg-0123456789abcdefl --protocol tcp
--port 3306 --source-group sg-0123456789abcdef0

IEEERSKENREN , BRARAE Web BRFBF[LZEEPHNKRHIF sEBT RO 3306 EED HIEER

%8,
WUFRRY VPC BB
FELSEAHORERR , BRIE VPC RELBRSTHEERRE,

K& VPC

aws ec2 describe-vpcs --vpc-id vpc-0123456789abcdef0

KREFW

aws ec2 describe-subnets --filters "Name=vpc-id,Values=vpc-0123456789abcdef0"

KERBRER
aws ec2 describe-route-tables --filters "Name=vpc-id,Values=vpc-0123456789abcdef@"
KEFBRM M

aws ec2 describe-internet-gateways --filters "Name=attachment.vpc-
id,Values=vpc-0123456789abcdef0"

RiF&K VPC BLE 564
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KE NAT F>x

aws ec2 describe-nat-gateways --filter "Name=vpc-id,Values=vpc-0123456789abcdef0"
KEZEH

aws ec2 describe-security-groups --filters "Name=vpc-id,Values=vpc-0123456789abcdef0"
XEFTRMETHEX VPC BNMANFARGEE  ETERIIRNREEEER,

#hF EC2 X0

Wiz , BELYE VPC ERiRIE , AJLEE EC2 RAIKERRUMALE, BRELXETFHFED
Web RS8R , HERE FMHPEIHBIEERS .

B THR SSH MEAX

B, IERANNAL S HERTIKA

aws ec2 create-key-pair --key-name vpc-tutorial-key --query 'KeyMaterial' --output text
> vpc-tutorial-key.pem
chmod 400 vpc-tutorial-key.pem

RS RCIBFNZEAXN , AFLERHEREINEEZBRENRNIHF,
BERFE I Amazon Linux 2 AMI

BEHR A FEHIR R FT Amazon Linux 2 AMI :

aws ec2 describe-images --owners amazon \
--filters "Name=name,Values=amzn2-ami-hvm-*-x86_64-gp2" "Name=state,Values=available"

\
--query "sort_by(Images, &CreationDate)[-1].Imageld" --output text

I A HFRY AMIID, EAHER |, FATRF L “ami-0123456789abcdef0" 4 R Hl,
EABFMHEZ Web IRS 2R

& , EREFMPREZ EC2 KHIEAR Web RS 2R :

EE EC2 =4I 565
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aws ec2 run-instances \
--image-id ami-0123456789abcdef@ \
--count 1 \
--instance-type t2.micro \
--key-name vpc-tutorial-key \
--security-group-ids sg-0123456789abcdef@ \
--subnet-id subnet-0123456789abcdef® \
--associate-public-ip-address \
--user-data '#!/bin/bash
yum update -y
yum install -y httpd
systemctl start httpd
systemctl enable httpd
echo "<hl>Hello from $(hostname -f)</h1>" > /var/www/html/index.html' \
--tag-specifications 'ResourceType=instance,Tags=[{Key=Name,Value=WebServer}]"

BT EPHES 1D, EARHKES , RATREELL-0123456789abcdef0" N Web BRS5 2RSS BIRY R
B,

EREFHP R BIEERS SR
BTk, EREFMHE3) EC2 SRHIMENBIRERS S -

aws ec2 run-instances \
--image-id ami-0123456789abcdef@ \
--count 1 \
--instance-type t2.micro \
--key-name vpc-tutorial-key \
--security-group-ids sg-0123456789abcdefl \
--subnet-id subnet-0123456789abcdef2 \
--user-data '#!/bin/bash
yum update -y
yum install -y mariadb-server
systemctl start mariadb
systemctl enable mariadb' \
--tag-specifications 'ResourceType=instance,Tags=[{Key=Name,Value=DBServer}]'

BT HPRISES] ID, EAHKESF , BAVRLL-0123456789abcedef 1" #4E & AR 55 28 S I A9 7R o
HE Web RS 2%

Web RS52REHIFTHETE , EAEARELHE IP it W EFRITHR -

EE EC2 =4I 566
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aws ec2 describe-instances \
--instance-ids i-0123456789abcdef® \
--query 'Reservations[@].Instances[@].PublicIpAddress' \
--output text

Lan = f H Web BRS2RMINE IP ik, EAREED | WAFLLI203.0.113.10"H = A,
BAE , BELATE Web RIS 2RF 77T L URL : http://203.0.113.10
£/ SSH EEEIRAYSLHI

EEEED Web BR52R , BHITUTERE

ssh -i vpc-tutorial-key.pem ec2-user@203.0.113.10

EEERIBEERSSE  FELET SSH E#EE Web fRS8 , ARBERZINMFEFRSE

# Get the private IP of the database server

aws ec2 describe-instances \
--instance-ids i1-0123456789abcdefl \
--query 'Reservations[@].Instances[@].PrivateIpAddress' \
--output text

tean SR W SR E RS BRVAAE IP Hhht, EAREES |, RAVFLL10.0.2.10"E R R 6,

# First SSH to web server, then to database server
ssh -i vpc-tutorial-key.pem -A ec2-user@203.0.113.10
ssh ec2-user@l®.0.2.10

XER T BRI MERN - Web BRSSEBRAIATTIHRE , MBTEERS R REEMN VPC RERIEEL
A B HEE

UTReIE VPC Al seBRIM — LB R R B R E#RFE

CIDRRESE

MBEWEIEX CIDRREBHEIR , BHE®R VPC MFMH CIDR RTLEKFFHIE VPC HF
NEE,

B BEHEE 567
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R IR

MRBENRER , FRIEIAM AFSAEEREERENERE VPC BRAMENNIRE, BustEEMN
fn AmazonVPCFullAccess REEHAZEEGMENRHN B E KR,

RIRR

Amazon ik P 3R AT SABIER VPC, FRREMERAOBEREM T BRIARS . MREXFXLLRS
A& Amazon Support Center ERI2E R &l

7 22 S 18] T 3 0 P

RERFRN , MR ERITFRERER , Tee2BRMBIE IR, RARRSOIZINFERIRF
MERFIR , NMEKBIRRER SR FRITIHE.

5 FR

SR VPCWERE , TEBRRLERZ=ERA, REBSCIZINFHEKNIRFRRER , LEBL
A,

£1F EC2 K61

aws ec2 terminate-instances --instance-ids i-0123456789abcdef® i-0123456789abcdefl
aws ec2 wait instance-terminated --instance-ids 1-0123456789abcdef® i-0123456789abcdefl

i BR 22 4R X

aws ec2 delete-key-pair --key-name vpc-tutorial-key
rm vpc-tutorial-key.pem

R BR NAT M%<

aws ec2 delete-nat-gateway --nat-gateway-id nat-0123456789abcdef0
aws ec2 wait nat-gateway-deleted --nat-gateway-ids nat-0123456789abcdef0

RN P

aws ec2 release-address --allocation-id eipalloc-0123456789abcdef@
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aws ec2 delete-security-group --group-id sg-0123456789abcdefl
aws ec2 delete-security-group --group-id sg-0123456789abcdef@

i B B R 2%
B, EREARKEK D :

aws ec2 describe-route-tables --route-table-id rtb-0123456789abcdef®
aws ec2 describe-route-tables --route-table-id rtb-0123456789abcdefl

RIEBUHBBERE FRAYXER (<8 ID By far i F3KBRrY ID )

aws ec2 disassociate-route-table --association-id rtbassoc-0123456789abcdef0
aws ec2 disassociate-route-table --association-id rtbassoc-0123456789abcdefl
aws ec2 disassociate-route-table --association-id rtbassoc-0123456789abcdef2
aws ec2 disassociate-route-table --association-id rtbassoc-0123456789abcdef3

RIEMIBRER R

aws ec2 delete-route-table --route-table-id rtb-0123456789abcdefl
aws ec2 delete-route-table --route-table-id rtb-0123456789abcdef®

7 B FHI BR B BRI R <

aws ec2 detach-internet-gateway --internet-gateway-id igw-0123456789abcdef® --vpc-id
vpc-0123456789abcdefd
aws ec2 delete-internet-gateway --internet-gateway-id igw-0123456789abcdef®

i BR - P

aws ec2 delete-subnet --subnet-id subnet-0123456789abcdef@
aws ec2 delete-subnet --subnet-id subnet-0123456789abcdefl
aws ec2 delete-subnet --subnet-id subnet-0123456789abcdef2
aws ec2 delete-subnet --subnet-id subnet-0123456789abcdef3

fER VPC

aws ec2 delete-vpc --vpc-id vpc-0123456789abcdef0
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BAEF

YRS EHBBE T BIMAEER Amazon CLI 812 VPC, XN T4E~HE | HZRUTRENEMRE
SO

1. Z2HMN  FAWRERFINEE IPEER , MARARE 0.0.0.000 KRE.
2. BAY  EREREFRNENTARXEE NAT MX |, BUHRE QEE,

3. M4 ACL : KEMSE ACL EAREHZINFNR LR,

4.VPC RB®E : BA VPC RATREZRMOTMEREER,

5. BIFHRIC | KL EMARCKEE , UEFEEERIR,

EXMBETRELMNESZEELR |, 5 Amazon Well-Architected HEZE ] Amazon £4 HESLE,
SR

oixE , LeBES LB TFRMNLE FME VPC , ATH

1. ERBEFHIALBEFMFZE3) EC2 Kb,
HEREEER , UESINKRF 2B DERE,
REBFY A , LRSS TAEMATY B,
EFRAFMFAEE RDS #HiEEF,

S VPC XN EiERE |, LUEREHEM VPC,

RE VPN EE | U VPC EEBIA M &,

o g kA W DN

£/ Amazon CLI BIZE B FE FMH NAT MxH VPC

RYFEFFERUMAER Amazon CLI 82T AT E~ RN RS/ VPCo A TREHERERED ,
BEBRERA BT BEAN-—MNARFAEEEREN N TAXPHRERSSE. N TREREM,
REBZELR THPEEBRS R, RS ELABOERZWRFR , FBTUER NAT MXEEES
BEEM, ATRERERERD , EFEEIRNNTRAX T2 5EF NAT FX,

THRBETAHEFEENRR. It VPC ERNTARFRELENREFN, SIMNEFREITE
—/N NAT XM — N ESTR. RESFEREFRHIIET , FRBIT REABHMEL |, HiE
KRB @SR RE. RFSF|UUEH NAT MXEZFERM, RFZJ[AUFEAMX VPC HmR
HE$ZE| Amazon S3,

BRAEF 570


https://docs.amazonaws.cn/wellarchitected/latest/framework/welcome.html
https://www.amazonaws.cn/architecture/security-identity-compliance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/get-started-with-ec2-auto-scaling.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
https://docs.amazonaws.cn/vpc/latest/peering/what-is-vpc-peering.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/SetUpVPNConnections.html
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Reqgion o

Availability Zone ! @ Availability Zone

. Public subnet 5 Public subnet

@ I ﬁppllcatmn Load Bialan[:er I @

MAT gateway MAT gateway

o, . :
i |—| Private subnet : - ﬁ Private subnet [
: Aute Scaling gfou i
! Server Security group Sernver |

FTRFH

FaEHgEZH , BEE

- EREHBEE Amazon CLI , EEFGIZE VPC RIR. EC2 3k, AFIIEBENBT BENNIR,
BXRZEK Amazon CLI FHEER. , BZ R ZE N E# Amazon CLI BYFZHTIRAS.

- 2 VPC BIENEARAR , 3FFN. BAKXKMERMMX,

- BERE jq ST JSON LB, XA THM Amazon CLI i v, BXEZE jqQWER | #
2% Download jq.

- MEECBRARRAENEBRSEH , 25F -

« B 2NATAMGEMYE P it

« E 2 NAT M

. E4 14 VPC

. BHANTR

JoRGFA 571


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://stedolan.github.io/jq/download/
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- ED 1 NRARFAESESR

HEER  AHEFCENERMLLEN Amazon IKF~=4£ 2 : NAT M>x : /084 0.045 £ 7T
SAMBIFLELEA ; M P it - BEEEETHSRFGIRERIN RS , K5 EC2 KfIxERit 8/ ity
0.005 £t : RAREZFIXREMR ( AHEFHNE t3.micro X4l ) NARFABHSES | B/)HA
0.0225 £t , ¥z 2% A

22 VPC M+

B, BRI CIDR $#79 10.0.0.0/16 B VPC , i% CIDR R& Z A2t 65536 ™ IP thiit,

# Create a VPC with CIDR block 10.0.0.0/16
aws ec2 create-vpc --cidr-block 10.0.0.0/16 --tag-specifications
'ResourceType=vpc, Tags=[{Key=Name, Value=ProductionVPC}]'

ZTRENAHELTTERE

"Vpc": {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-abcdl234",
"State": "pending",
"VpcId": "vpc-abcdl234",
"OwnerId": "123456789012",
"InstanceTenancy": "default",
"Ipv6CidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [

{
"AssociationId": "vpc-cidr-assoc-abcd1234",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
"State": "associated"
}
}
1,
"IsDefault": false,
"Tags": [
{
"Key": "Name",
"Value": "ProductionVPC"
}
]
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}

B T#EFH VPC ID ( H1#0 vpc-abed1234 ) » R EREGSRERIL ID,

BETXR, SFEMEXSPHERNITRAX , A2 MRY,

# Get available Availability Zones
aws ec2 describe-availability-zones --query 'AvailabilityZones[0@:2].ZoneName' --output
text

Z TRENEHEROUTTAEAR

us-east-1la us-east-1b

ME , BIEOEANFR - BMNATASEESEN NAT X LAEFR , UEFMNATRARFRSSEN
AEFM, ™ vpc-abcd1234 H#HEBRHY VPC ID , 3/ us-east-1a M us-east-1b H Ak
FREV AT A X,

# Create public subnet in first AZ
aws ec2 create-subnet \
--vpc-id vpc-abcd1234 \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=PublicSubnetl1}]"

# Create private subnet in first AZ
aws ec2 create-subnet \
--vpc-id vpc-abcd1234 \
--cidr-block 10.0.1.0/24 \
--availability-zone us-east-la \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=PrivateSubnetl}]'

# Create public subnet in second AZ
aws ec2 create-subnet \
--vpc-id vpc-abcd1234 \
--cidr-block 10.0.2.0/24 \
--availability-zone us-east-1b \
--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=PublicSubnet2}]'

# Create private subnet in second AZ
aws ec2 create-subnet \
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--vpc-id vpc-abcd1234 \

--cidr-block 10.0.3.0/24 \

--availability-zone us-east-1b \

--tag-specifications 'ResourceType=subnet,Tags=[{Key=Name,Value=PrivateSubnet2}]'

BN SRENHEEHIZEFMID, B TXE D, UBEEREGTHEA :

« NEFM 1: subnet-abcd1234
« A8 FM 1 : subnet-abcd5678
« NEFM 2 : subnet-efghl234
« #ABEFM 2 : subnet-efgh5678

BB FEC B B B &2
EASS S, SRUREBRAMNX , LAY VPC SEBRMZEMTERS , 3#FRLHME VPC,

# Create an Internet Gateway
aws ec2 create-internet-gateway --tag-specifications 'ResourceType=internet-
gateway, Tags=[{Key=Name, Value=ProductionIGW}]'

ZHhTRENHEIEEKMMXK ID, I8 FLk ID ( Al igw-abcd1234 ) ,

FEBRMMKXHINE VPC, ¥ igw-abcd1234 B NEZFRWEBMM X ID , H4¥ vpc-abcd1234
B FEFREY VPC ID,

# Attach the Internet Gateway to the VPC
aws ec2 attach-internet-gateway --internet-gateway-id igw-abcd1234 --vpc-id vpc-
abcd1234

BETKR, ANBETFHEREFMEEEMER, & vpc-abcd1234 BH#RFKERR VPC ID,

# Create a route table for public subnets
aws ec2 create-route-table --vpc-id vpc-abcdl234 --tag-specifications
'ResourceType=route-table, Tags=[{Key=Name,Value=PublicRouteTable}]"'

# Create route table for private subnet in first AZ
aws ec2 create-route-table --vpc-id vpc-abcdl234 --tag-specifications

'ResourceType=route-table, Tags=[{Key=Name,Value=PrivateRouteTablel}]"

# Create route table for private subnet in second AZ
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aws ec2 create-route-table --vpc-id vpc-abcd1234 --tag-specifications
'ResourceType=route-table, Tags=[{Key=Name,Value=PrivateRouteTable2}]"

BT ELNAMHEEESRER ID, 1B TXEID:

- NEMHERK : rtb-abcd1234
- FAEMHEEK 1 rtb-efghl234
- AERBR2: rtb-1jkl11234

ELBRBERPAN—FZIEQERKMMXHNES , UBRAEKRMEE. & rtb-abcd1234 B EFR
HWAERERID, i igw-abcd1234 B KRN EBEMMK 1D,

# Add a route to the Internet Gateway
aws ec2 create-route --route-table-id rtb-abcdl234 --destination-cidr-block 0.0.0.0/0
--gateway-id igw-abcd1234

HFREHEZBNEERIE. [MEHEXK ID MFM ID HHRNXERH D,

# Associate public subnets with the public route table
aws ec2 associate-route-table --route-table-id rtb-abcdl1234 --subnet-id subnet-abcdl1234
aws ec2 associate-route-table --route-table-id rtb-abcdl234 --subnet-id subnet-efghl234

# Associate private subnets with their respective route tables

aws ec2 associate-route-table --route-table-id rtb-efghl234 --subnet-id subnet-abcd5678
aws ec2 associate-route-table --route-table-id rtb-ijkl1234 --subnet-id subnet-efgh5678

B2 NAT BI<

NAT RX R B FRFHSEPLER S BB H L Amazon RS , BRF IEEERM /G 3) 51X L34
AYERE, B, N NAT Mx o B P it

[

# Allocate Elastic IP for NAT Gateway in first AZ
aws ec2 allocate-address --domain vpc --tag-specifications 'ResourceType=elastic-
ip,Tags=[{Key=Name,Value=NAT1-EIP}]"'

# Allocate Elastic IP for NAT Gateway in second AZ

aws ec2 allocate-address --domain vpc --tag-specifications 'ResourceType=elastic-
ip,Tags=[{Key=Name,Value=NAT2-EIP}]"'

B TREMNHEHEZEDE 1D, 1B TFXLEID:

BIE NAT Mx 575



Amazon Virtual Private Cloud AriEE

« EIP1 78 ID : eipalloc-abcd1234
« EIP2 7 ID : eipalloc-efghl234

EBNNEFMPEIE NAT MK, FFM ID MoE ID BE#RHFKERR ID,

# Create NAT Gateway in public subnet of first Az
aws ec2 create-nat-gateway \
--subnet-id subnet-abcdl1234 \
--allocation-id eipalloc-abcd1234 \
--tag-specifications 'ResourceType=natgateway, Tags=[{Key=Name,Value=NAT-Gatewayl}]'

# Create NAT Gateway in public subnet of second AZ
aws ec2 create-nat-gateway \
--subnet-id subnet-efghl234 \
--allocation-id eipalloc-efghl234 \
--tag-specifications 'ResourceType=natgateway, Tags=[{Key=Name,Value=NAT-Gateway2}]'

AR TRENH HEEE NAT W% ID, i2 XD :

« NAT B> 1 : nat-abcd1234
« NAT > 2 : nat-efghl234

NAT FXEBE)/ Lo AEITRE, F15 NAT MXTATHE , BRERE, I NAT Wk ID BN KER
8 ID,

# Wait for NAT Gateways to be available
aws ec2 wait nat-gateway-available --nat-gateway-ids nat-abcdl1234
aws ec2 wait nat-gateway-available --nat-gateway-ids nat-efghl234

HERABEERPDIMER NAT MXHERE , LAFRE FRBARNKGIHRERM, FHEEXK ID M
NAT FI3< ID #i#93KEREY IDo

# Add route to NAT Gateway 1 in private route table 1
aws ec2 create-route \
--route-table-id rtb-efghl234 \
--destination-cidr-block 0.0.0.0/0 \
--nat-gateway-id nat-abcdl1234

# Add route to NAT Gateway 2 in private route table 2
aws ec2 create-route \
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--route-table-id rtb-ijkl11234 \
--destination-cidr-block 0.0.0.0/0 \
--nat-gateway-id nat-efghl234

A Amazon S3 ]2 VPC %=

Amazon S3 ¥ VPC ik S R FFE FRH I EHITERET NAT WKBEITi5R S3 | X Al AR K BiE&
MAAFREEFHMEMEE, ¥ vpc-abcd1234 B#ASKERA VPC ID , FHHEHA R ID ik J3LEr
8 1D,

# Get the prefix list ID for S3 in your region

S3_PREFIX_LIST_ID=$(aws ec2 describe-prefix-lists --filters "Name=prefix-

list-name,Values=com.amazonaws.$(aws configure get region).s3" --query
'PrefixLists[0@].PrefixListId' --output text)

# Create the VPC endpoint for S3
aws ec2 create-vpc-endpoint \
--vpc-id vpc-abcd1234 \
--service-name com.amazonaws.$(aws configure get region).s3 \
--route-table-ids rtb-efghl1234 rtb-ijk11234 \
--tag-specifications 'ResourceType=vpc-endpoint, Tags=[{Key=Name,Value=S3-Endpoint}]"'

ZHhTRENHEEE VPC A ID, 12Tk ID ( #l#0 vpce-abcd1234 ) o
REREH

TP T YNGR PSR LRSI AL B ISRE, AAFEEREZSA  UATRBEMMS
BIAM HTTP K&, ¥ vpc-abcd1234 iR VPC ID,

# Create security group for the load balancer
aws ec2 create-security-group \
--group-name LoadBalancerSG \
--description "Security group for the load balancer" \
--vpc-id vpc-abcd1234 \
--tag-specifications 'ResourceType=security-
group, Tags=[{Key=Name, Value=LoadBalancerSG}]'

ZHTRENEmEEEL24A ID, iI2 T ID ( HliN sg-abcd1234 ),
RFAM HTTP RERE S I9E S, ¥ sg-abcd1234 BN RN A IGEELZL4A D,

# Allow inbound HTTP traffic from anywhere
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aws ec2 authorize-security-group-ingress \
--group-id sg-abcd1234 \
--protocol tcp \
--port 80 \
--cidr 0.0.0.0/0

NNAEFRSHRUEZEE |, RAFREARDE R AMRE, FF vpc-abcd1234 E# N SLERAY
VPC ID,

# Create security group for the application servers
aws ec2 create-security-group \
--group-name AppServerSG \
--description "Security group for the application servers" \
--vpc-id vpc-abcd1234 \
--tag-specifications 'ResourceType=security-
group, Tags=[{Key=Name, Value=AppServerSG}]'

ZoTRENHEHIELZE4E ID, iI2TL ID ( flE sg-efghl234 ),

AFAL HTTP REMNABIIERL S EARANAREFRS . & sg-efghl234 BN KERHVNA
BEFRSEZL4A D, Hi¥ sg-abcd1234 B AR AT IIERELT L4 ID,

# Allow inbound HTTP traffic from the load balancer security group
aws ec2 authorize-security-group-ingress \

--group-id sg-efghl234 \

--protocol tcp \

--port 80 \

--source-group sg-abcdl234

7 EC2 :Pl6I 2 5 3 &R

BHERIERIRFNEERS , Hl AMI ID, RAIRENZ2E, B, tIE—MREXGIE
BT BV P BRI AR

cat > user-data.sh << 'EOF'

#!/bin/bash

yum update -y

yum install -y httpd

systemctl start httpd

systemctl enable httpd

echo "<hl>Hello from $(hostname -f) in $(curl -s http://169.254.169.254/1latest/meta-
data/placement/availability-zone)</h1>" > /var/www/html/index.html
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EOF

LA Base64 &3\ 1 A P BIER A 4w,

USER_DATA=$(base64 -w @ user-data.sh)

B EFEHH Amazon Linux 2 AMI ID.

# Get the latest Amazon Linux 2 AMI ID

aws ec2 describe-images --owners amazon --filters '"Name=name,Values=amzn2-ami-hvm-
*-x86_64-gp2" "Name=state,Values=available" --query 'sort_by(Images, &CreationDate)
[-1].ImageId' --output text

BIBRBEER , HPEE AMIID, EHIRE, Z2EMAPFKE, & sg-efghl234 iy SSERM N
ARFRSERLA ID, HIF $AMI_ID M $USER_DATA i A M ZBits S IREAIE,

# Create a launch template
aws ec2 create-launch-template \
--launch-template-name AppServerTemplate \
--version-description "Initial version" \
--tag-specifications 'ResourceType=launch-
template, Tags=[{Key=Name,Value=AppServerTemplate}]' \
--launch-template-data '{
"NetworkInterfaces": [{
"Devicelndex": O,
"Groups": ["sg-efghl234"],
"DeleteOnTermination": true

11,

"ImageId": "ami-abcd1234",
"InstanceType": "t3.micro",
"UserData":

"IyEvYmluL2Jhc2gKeXVtIHVwWZGFQZSAteQp5dwWdgawW5zdGFsbCAteSBodHRwZApzeXNOZW1jdGwgc3RhcnQgaHROcGQKc
+SGVsbG8gZnJvbSAkKGhvc3RuYW11IC1ImKSBpbiAkKGN1cmwgLXMgaHR@cDovLzE20S4yNTQUMTY5LFIINCI9sYXR1c3Qvbh
"TagSpecifications": [{
"ResourceType": "instance",
"Tags": [{
"Key": "Name",
"Value": "AppServer"
1]
]
} 1
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A A IS EER M B ARA

BARAFEREENDFRD , SEREHIEEMES (HlE EC2 =61 ) . ARARFRSEEL
BB#4A, N vpc-abcd1234 B N KERE VPC ID,

# Create a target group

aws elbv2 create-target-group \
--name AppTargetGroup \
--protocol HTTP \
--port 80 \
--vpc-id vpc-abcd1234 \
--target-type instance \
--health-check-protocol HTTP \
--health-check-path / \
--health-check-port traffic-port

ZwTRENHEEE BHR4E ARN, i2 Tt ARN ( fl#0 arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/AppTargetGroup/abcdl234),

EABAFMNAeZNARFREISER. 7N ID ML24E ID HERNKEFH D,

# Create a load balancer
aws elbv2 create-load-balancer \
--name ApplLoadBalancer \
--subnets subnet-abcdl1234 subnet-efghl234 \
--security-groups sg-abcdl1234 \
--tags Key=Name,Value=AppLoadBalancer

ZaFREMNHEHITEAEHITEEE ARN, 1i2 Tt ARN ( 40
arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/
AppLoadBalancer/abcd1234),

EFENBHEREAE  BRERE, ¥ arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/AppLoadBalancer/abcd1234 &#: R LBrHI A
H# 28 ARN,

# Wait for load balancer to be active
aws elbv2 wait load-balancer-available \

--load-balancer-arns arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/AppLoadBalancer/abcd1234
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RO EIFCNEMITES , LU HTTP RER X T Bird., [FRFHISHEES ARN FHFRE ARN Sin
SEBREY ARN,

# Create a listener
aws elbv2 create-listener \

--load-balancer-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/
app/AppLoadBalancer/abcd1234 \

--protocol HTTP \

--port 80 \

--default-actions Type=forward, TargetGroupArn=arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/AppTargetGroup/abcd1234

22 B3y RE

Ba ¥ 44A M —4 Amazon EC2 SRHIAMK , XRRHGIAN —NEBAUKIMBZ T RMNEE, 6lE—
/I\ﬁ}ﬂEZdJE#i#H%ﬁJMEEﬂ\ﬁ%ﬂFFE’\J Baiy 44, H%ﬂ ID # B #r48 ARN i SEBRRY ID
M ARN,

# Create an Auto Scaling group
aws autoscaling create-auto-scaling-group \
--auto-scaling-group-name AppAutoScalingGroup \
--launch-template LaunchTemplateName=AppServerTemplate,Version='$Latest' \
--min-size 2 \
--max-size 4 \
--desired-capacity 2 \
--vpc-zone-identifier "subnet-abcd5678,subnet-efgh5678" \
--target-group-arns arn:aws:elasticloadbalancing:us-east-1:123456789012:targetgroup/
AppTargetGroup/abcd1234 \
--health-check-type ELB \
--health-check-grace-period 300 \
--tags Key=Name,Value=AppServer,PropagateAtLaunch=true

AL B

Bay BEARFRPHABIETRARER , AN A BI9ER. RIMAFHBE R DNS B#H. &
I E RS ARN B9 3KEREY ARN.

# Get the DNS name of the load balancer
aws elbv2 describe-load-balancers \

--load-balancer-arns arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/AppLoadBalancer/abcd1234 \
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--query "LoadBalancers[@].DNSName" \
--output text

£/ curl BY A EBERBHNENAERF.

curl http://LoadBalancerName

MRBZRRBFHAE , NZESFRREBFRE AKX H A [E 3245069 1@ 52,
BERIR
SERAHER , BEHERFAIERRUABR=ETZR, ™A ID BN EFRERIR ID.

# Delete the Auto Scaling group

aws autoscaling delete-auto-scaling-group \
--auto-scaling-group-name AppAutoScalingGroup \
--force-delete

# Wait for the Auto Scaling group to be deleted
sleep 60

# Delete the load balancer
aws elbv2 delete-load-balancer \

--load-balancer-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/
app/AppLoadBalancer/abcdl1234

# Wait for the load balancer to be deleted
sleep 30

# Delete the target group
aws elbv2 delete-target-group \

--target-group-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:targetgroup/
AppTargetGroup/abcdl234

# Delete the launch template
aws ec2 delete-launch-template \
--launch-template-name AppServerTemplate

# Delete the NAT Gateways
aws ec2 delete-nat-gateway --nat-gateway-id nat-abcdl1234
aws ec2 delete-nat-gateway --nat-gateway-id nat-efghl234

# Wait for the NAT Gateways to be deleted
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RAriEmE

sleep 90

# Release the Elastic IPs

aws ec2 release-address --allocation-id eipalloc-abcdl1234
aws ec2 release-address --allocation-id eipalloc-efghl234

# Delete the VPC endpoint

aws ec2 delete-vpc-endpoints --vpc-endpoint-ids vpce-abcdl234

# Wait for security group dependencies to clear

sleep 30

# Delete the security groups

aws ec2 delete-security-group --group-id sg-efghl234
aws ec2 delete-security-group --group-id sg-abcdl234

# Detach the Internet Gateway

aws ec2 detach-internet-gateway --internet-gateway-id igw-abcd1234 --vpc-id vpc-

abcdl1234

# Delete the Internet Gateway

aws ec2 delete-internet-gateway --internet-gateway-id igw-abcd1234

# Delete the route tables

aws ec2 delete-route-table --route-table-id rtb-efghl234
aws ec2 delete-route-table --route-table-id rtb-ijk1l1234
aws ec2 delete-route-table --route-table-id rtb-abcdl234

# Delete the subnets

aws ec2 delete-subnet --subnet-id
aws ec2 delete-subnet --subnet-id
aws ec2 delete-subnet --subnet-id
aws ec2 delete-subnet --subnet-id

# Delete the VPC

subnet-abcd1234
subnet-efghl234
subnet-abcd5678
subnet-efgh5678

aws ec2 delete-vpc --vpc-id vpc-abcdl234

8L R

UE , BEZNBEESFEFMA NAT MXH VPC , ATEERBHRERLLTHAES ;

- VPC WEZEHIEXE
« A VPC ABEFEIEREIP RE

ICEE2 S
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