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BRI T FrREER create-security-group # authorize-security-group-ingress Amazon CLI 5% :

aws ec2 authorize-security-group-ingress \

--region us-west-2 \

--group-id $(aws ec2 create-security-group \
--group-name myname_SG_uswest2 \
--description "Security group description" \
--vpc-id vpc-12345678 \

--output text \
--region us-west-2) \
--ip-permissions \

IpProtocol=tcp, FromPort=80, ToPort=80, IpRanges="'[{CidrIp=0.0.0.0/0,Description="HTTP
from anywhere"3}]1' \

IpProtocol=tcp, FromPort=443, ToPort=443, IpRanges="'[{CidrIp=0.0.0.0/0,Description="HTTPS
from anywhere"}]' \

IpProtocol=tcp, FromPort=22, ToPort=22, IpRanges="'[{CidrIp=172.31.0.0/16,Description="SSH
from private network"}]' \

IpProtocol=tcp, FromPort=22, ToPort=22, IpRanges="'[{CidrIp=203.0.113.25/32,Description="'SSH
from public IP"}]'

XF

e --region : EEEREHPLIZE AN A XE,
« --group-id: BEATHERZRLYAN create-security-group ST SE :

« --group-name : EEMZLEANEN. FA—NEBILENENR (WENAFE ) BIR
_SG_ MEXiFHE . Hla0 , myname_SG_uswest2,

« --description: EEEWT THELLEATHRENHEIR,

e --vpc-id : EEEZ X ERIA VPC,

« --output : IBE text FEAGSHEEER.

« --region: EEEEHPUELRLAN KX, ZXENEEZN ABRNIEERNXEHHEE,

tlEZze4A 13


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-security-group.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-security-group.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/authorize-security-group-ingress.html
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« --ip-permissions : IEEEFMBZ LM AERN, AREIFHMNERTF Web RS ,
ZIRFBEZIRKEE M FH HTTP M HTTPS RE , HIEZIRETANE ( MREN LA
HEMNENCE 2 E ML ) URIEEAE IP it ( HlENRA CIDR RRENITENRMENLE
IPva H4it ) B9 SSH &,

/A Warning
HFZ<RERA , F246£H SSH MM A CidrIpEE0.0.0.0/0, X2AFMNEBREN L
WA IP kGRS SEHl, XEMLREP AT LAES —/NERETE , BERELEFHRES
ﬁz;ﬁéo

PowerShell

W AR(EFH Amazon Tools for Windows PowerShell 8lZ2 2440 | FHLSE B3R MAFREL
MEHHBIHN, AWHNASE3R/M ; EEZRFIHHRM,

EHERES , BHASFERA New-EC2SecurityGroup Fl Grant-EC2SecurityGrouplngress Amazon
Tools for Windows PowerShell S SR EIEBRZ 24 , HAMAFBEAUREN ALHAN, 2=z
TS AERUTER , EACERLYE , ARARLSARMAEIN,

ek e |

BB T AT RBEA New-EC2SecurityGroup # Grant-EC2SecurityGrouplngress Amazon Tools for
Windows PowerShell 5

Import-Module AWS.Tools.EC2
New-EC2SecurityGroup -GroupName myname_SG_uswest2 -Description 'Security group
description' -Vpcld vpc-12345678 -Region us-west-2 | °

Grant-EC2SecurityGroupIngress °

-GroupName $_ °

-Region us-west-2 °

-IpPermission @(

(New-0bject -TypeName Amazon.EC2.Model.IpPermission -Property @{
IpProtocol = 'tcp';

FromPort = 80;
ToPort = 80;
Ipv4Ranges = @(e@{CidrIp = '0.0.0.0/0'; Description = 'HTTP from

anywhere'})

D,
(New-0Object -TypeName Amazon.EC2.Model.IpPermission -Property @{

flEZE4d 14


https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2SecurityGroup.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2SecurityGroup.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
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IpProtocol = 'tcp';

FromPort = 443,

ToPort = 443;

Ipv4Ranges = @(e@{CidrIp = '0.0.0.0/0'; Description = 'HTTPS from

anywhere'})

b,
(New-0bject -TypeName Amazon.EC2.Model.IpPermission -Property @{

IpProtocol = 'tcp';

FromPort = 3389;
ToPort = 3389;
Ipv4Ranges = @(
@{CidrIp = '172.31.0.0/16'; Description = 'RDP from private
network'},
@{CidrIp = '203.0.113.25/32'; Description = 'RDP from public
IP'}
)
)
)
NTFEEA .

« -GroupName : EEMZLALANER. FA—NBZCENER (WMENAFE ) JFIR _SG_ M
XiFBEF. B0 , myname_SG_uswest2,

« -Description: EEEMTTHRELLAALTHRENER,
« -Vpcld: EEZXEHHWEIA VPC,
* -Region : EEERHEPUEZLANKXIE,

XFAEHN

« -GroupName : & $_ US| A EERIENTEA,

« -Region : BEEERHEFYUBAUANNXE, ZRENSEILTLARENXZER,

« -IpPermission : EEEERMERELAHAM AWM, RREIFAMNERTF Web RFES , %
RS ERIBZRBEMBITH HTTP M HTTPS RE , AEIRBAETAME ( MREM LB HIKEA
BMNENEE S BbE ) URIEELE IP ittt ( FI20R A CIDR RNENITENSIRNENLE
IPv4 it ) # RDP i,

tlEZze4A 15
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/A Warning

HFZ£FER , F26EH RDP #INF CidrIp #E 0.0.0.0/0, X&RTFMNEERM L
PARA IP a5 R B EHl, XEMNRFRPAILIESZ —/ DRI E |, BREEFHREF
HrR£,

BEXELZER , 50 EAT Linux 248 Amazon EC2 44,

tIEZe4
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# 12 : Amazon EC2 Linux =4I A

A AT WA A Amazon Elastic Compute Cloud (Amazon EC2), {7 #EfZ3h, EBERH
£ Linux 3KBl, KBIR Amazon =HHEINRRS SR, LA SAEMA Amazon EC2 k|2 M & & £ 3Kl
FETHBRERZSNNARRF.

SEM Amazon 25 , A LAEIS Amazon Web Services HEX 2B EE FAF A Amazon EC2,
BREEdEW 12 MARBIETER Amazon Web Services IkF° |, H BIE KB H Amazon EC2 HI & %%
EENHETE , FREAHERFIZTETMRA , RABNSBYELEREEREENZTEANED, &
N, &5 M3 30 324689 BR — ZIFF 1 R IB AR R Amazon EC2 A% | BER A LA (RAHEBHKE—M
%) , BIEEHI FRBRS B EIT R,

xHE
- MREFLFEZ Windows K4 , FSHAmazon EC2 AR (EA T Windows SE4 ) FREYELT
#FE : Amazon EC2 Windows =6 A7,

. MBHARFLEFAGSIT , B3 Amazon Command Line Interface ARSI THIE | @i
Amazon CLI £/ Amazon EC2,

AN

= o}
s

o

REMH

- ST, B3RP

o HI] 2 EEINERNH

- PR3 BEENREZEECERHER
I’ 4 BRIGAYSES

N

N
B

i
S
Y
B

iz

AP BHHIEH N Amazon EBS XiFMEH (B, BB RN EBS & ), BuEEEEFTZTHR
FSEHI AT AX |, el BAiE Amazon EC2 B EET AKX, ATAXZ&E/ Amazon Web Services X
B ANZNMEERENMNE., S LU A XKW A AERES O,
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https://www.amazonaws.cn/free/
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-using-ec2.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-using-ec2.html
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BERplet | BRBZEERAN (EAENEH ) M—1NRE4A ( TLUEL RS RIZH A G
WRE ) RRPEFINZ S, EEINENZMIE , BXTRELESIEFNEENBANNLER
o

w—e

Private Key

Availability Zone

Security group

|||||

3

' Amazon EBS [
| Y |
B |
I ]
1 ]

Root volume

FoRF M

Figz el , FRAREESEN RELUERH Amazon EC2 FHIS TR,

ST, Bon=pl

B AR IE LA T SR ATIR A Amazon Web Services Management Console B3 Linux ki, A#i2

SERBBEREZHE IR, BT SEREAMBEAENET. BEXSRETNELR , S0 €4
MEELESENE. BREDRFINEMFTANES , BSRE M.

=Rt

1. B AT MUEITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. MEC2 #Z#H&EFIERN S EFES |, EFEEHEH,
3. 1£ Name andtags ( B¥ME4FE ) T, 1 Name ( B ) i ASEHIRHIRE B R,

TR 18


https://console.amazonaws.cn/ec2/
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4.

10.

£ Application and OS Images (Amazon Machine Image) ( B AR5 FMIRERS M (Amazon
Machine Image) ) # , HU4TUA TIRE -

a. %#F Quick Start ( RIEZ3N ) , ARFE%EE Amazon Linux. X2FA FEMNEFIRVIRIERS
(0S).

b. M Amazon Machine Image (AMI) # , 1%&$F Amazon Linux 2 B HVM kR, HEFEE |, X&
AMI FRICHFEEEN R FEELE, Amazon Machine Image (AMI) 2E A E |, AESKSEH)
AR AR

(® Note

AL2023 2 Amazon Linux 2 BN RA, EXEZEER |, S HEH Amazon EC2
%A B3 AL2023,

£ Instance type ( SEHIZEE ) T |, M Instance type ( SEHIZEE ) FIRAF | BATLUR IEHIEHIIE R
WHEE, %EF t2.micro ZHIRE | XR2RIAMER THIER, t2.micro XHIXBEFERRE
BEM4, EREMH t2.micro WXEF , BRI MERRBZERZE TAHMW t3.micro EHl. BXE
Z{ER , 5 ®Amazon Web Services PEX R HREE,

£ Key pair (login) ( 48X (&%) ) T , X¥TF Key pair name ( X B ) , EBFEFHRE
BRI Z4AXY .

/A Warning

TRE#%# Proceed without a key pair (Not recommended) ( 7% 8 43T V18R T k4
(FHE) ). WREBEINZFZEBAN , MAEERERZEH,

£ Network settings ( 4&IRE ) 5538 , 1%32 Edit ( %% ) o« X T Security group name ( £ 4
B , BNBFIRSAHEUNEHERTRZEA, FRAUTTIR , BUUEALRSA , HEHRT
PUEBRERENENZSA -

a. 1%3#F Select existing security group ( EENELZ LA ) .

b. M Common security groups ( BAZZE ) & , NIIEZSAFNRFPEFRENZ LA,
NFENRFNEMEERE , REMIAER,

EE Summary (BE ) ARPENEFEENREE | HBERZEFRFE |, % Launch instance ( 3
=B )

BIATHLULEHNEB WG ERE3N, EF View all instances ( EBEFTESEAI ) LARABIAR
HHREEZEFHE,

B I = b 19


https://docs.amazonaws.cn/linux/al2023/ug/ec2.html#launch-from-ec2-console
https://docs.amazonaws.cn/linux/al2023/ug/ec2.html#launch-from-ec2-console
https://www.amazonaws.cn/free/
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1. EXRPIREL , BUUEFREHINRS. BIEHIRFRENNE., Bai=fFint , %A
RAEN pending, EHIEE , HIREBZERN running , FELWE—/N2%E DNS &
#. ( H1E Public IPv4 DNS ( A% IPv4 DNS ) FIE e , k24 L A8 BEF
(@
TFF Public IPv4 DNS ( 2478 IPv4 DNS ) , SR/E%32 Confirm ( BiA ) o

12. ARERER/LOMAE , KOS RERFILEEEIT, REENNVIREED TRERE ; &1
UERSREIPERTRES.

HRR 2 EEBIERISRHA

BILMAETLUEZREM Linux 3£6l, BXEZER , BSFEZEEEMN Linux SE46),

/A Important
BRIFCERDEFINEREE . pem XHHWEAN AR A TFNEITEN#IT SSH TRINES
A, BNETEEEDKA, MRETEEEZND , FSEEEXFREERT, IREH
Bh,

FR 3 REEENRBREEEHBR

MREEAN Amazon EFTFE 2 MNAEXRBHEBREEFERARSE , MR LAEA Amazon EC2 , ik
EXNEMNRA, BSVBREENEREEFERAER , UBLEKESNER, MRBHEREERS
NEEEBRTENE AN RERNE,

(® Note

MREKAN Amazon BEFEE 12 1MNE |, IIRTBRHEEREEFEASZNG , ABEETINTE
BEHERH EC2 BEEHIE,

ERFENEREEEREMR

1. ESMERT , &&F EC2 EHEMR.
2. RE(ELAW )EC2RBRERFIE,

HPR 2 1 EEIEHIES 20
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EC2 Free Tier info

Offers for all AWS Regions.

3 EC2 free tier offers in use

End of month forecast
/A 2 offers forecasted to exceed free tier limit.

Exceeds free tier
/A 1 offers exceeded and is now pay-as-you-go pricing.

View Global ECZ resources

Offer usage (monthly)

Windows EC2 Instances
A 120_..-’0_

662 hours remaining

Linux ECZ Instances

100%
A\ Offer limit reached

Storage space on EBS

B85%
4.59 GE remaining

View all AWS Free Tier offers [

3. HEEC2HBREBFEF , EFLNRBREEMERAER , WA :

- EEEFEANECZRAEERSTH , FEUATES .
o ARIN - BERE K MREXZLTWERAER , FAFTERA.
- BHAREE - HEBESRALCEBEHEREERS , HECE~E 7M.

- ERSEARABR (BA ) ThH , EELEM Linux KHBI, Windows E6IF EBS FHEZEMNERE
Mo WHETHERREXACEANBEERREERBIFSHLE, MREE 100% , BEFEE
Nt —LBNERANEA.

SR 3 REEHRREBEABER 21
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® Note

REHBUE-IKFIZE , T2ETXEFR. T3 , £ARRIEET2KNER,
T =8 R EH =Ko

4. ABRFEEZER , BHRAEEEFERAREECBEHEREERIEAEBZERSTER
FEY R IR

« BRUMABIEREFINEE , FRIRZAENT —NIR,

ERELTEHMXERRHETNREETERANAR , BEEC2RAREE T EFILEIEEES
ERKEC2 BR , UHTFF EC2 2 MB, BXEZEE , S HAmazon EC2 £ FMHAE,

5. EfEEC2 #BEEHIEKIIA Amazon Web Services PEX R BEE T HEEFTHE Amazon
Web Services W ERFEAER , HiEBREFFTE Amazon Web Services FEXZREE RF
BXEZEER , ES5H (Amazon lKEFAF#ER) FHER Amazon Web Services FEX ®#FHE
£,

SR 4 BERIERI KA

HEEBTRATHRCENEHE , MBIRIEZROHRITER. MREBRZEHMNENHHKTESH
1, BEREEIR,

/A Important
8 1E SEOI T A Mtk M BRIR B Fo B8 L SEPIfE EHEEERISKA

MRB B — N FFE Amazon Web Services FEXEHREE A, WRPHIHRS—BERR
shutting down = terminated , iaFIE=4EBH, A TEFTERANER TRESF A
RER , BUBNEELZSES , AREREBABHE. BXEZER , BSRELIEIEHE
i,

BLIFENSS , FHITUTERE
1. ESMESRSD , BEXE, EXMIFIRPIEEREKAE,
2. MORIERROPRES, LKA,
3. HRGRTEWIAR , EHRLIE,

FI] A4 BREHEH 22


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-free-tier.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-free-tier.html
https://www.amazonaws.cn/free/
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Amazon EC2 X F &L ILIERLH|, BHIKHIELLEZE , ERNERMFEERHELTR , AR

ZRBREIMER. EFEACNEFEERPRBREL LKA,

JRE SRR

I=

HRBlfE , EUREESHATH L4
THRMAER Run T HZEEELMN EC2 £6l, BXEZELR , 155 H Amazon Systems

Manager Fi F#8RF# Amazon Systems Manager Run Command,

BELE CloudWatch BIRAUELHNFAERHAREENOZRAHEHN, BXELEL , FEH
Amazon Billing AP EEFHERER Amazon R REEFEAEN.

NI EBS %, BEXEZEER , 3K €& Amazon EBS % # ¥ Amazon EBS &£ 2326,
Z% LAMP H#tk, BXEZER , S/ Amazon Linux 2 EZ% LAMP,
THRRBIIERIET, BXESER , BS MMM EED,

REBXREFILBENEN. BXRESEL , SR AFN TEASRECEFIZEEE,

23


https://docs.amazonaws.cn/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/tracking-free-tier-usage.html

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

Amazon EC2 W {E3Li%

NEAREEMHFA Amazon EC2 W{LE | BB ITU T HRESRE,

ZeM

- RUENENEAERIIESHIREEMN IAM BRLESER , LLEEX Amazon RIEM API B9 i5E]
R, BXEZEE , H5H (IAM AFERE) FHEIE IAM policyo.

« NEEANUKTHENAN, BXEZER , BERLZEENN,

- EHEI, EFNRF O LVBRERENNARER. BXEH AL2023 WEZER , HSH
{AL2023 User Guide) #HY Updating AL2023, BxE# Amazon Linux 2 3 Amazon Linux AMI
WEZELR , BZH Amazon EC2 AAF#ER ( AT Linux 241 ) REVEE Linux K61 4.

« £ Amazon Inspector ATLLB3) X I H 33 Amazon EC2 KRB FEHRHRBMZNFE R
B, BXEZEE |, i3 Amazon Inspector i F15R,

- BEZEHKESBNEZLIE , A Amazon Security Hub #4451 Amazon EC2 &R, B
8 Security Hub WEZEE |, HS 1 (Amazon Security Hub FAF#§®) $# Amazon Elastic
Compute Cloud ##4,

i

« TERBRRZFRENEERAME., EONRENTE, AXESER  BSARREFMHE.

- NRERZGEENBIES BIFEALIMH Amazon EBS B, BREFEBENBSATELMIL LEFR
H. BXRESZER , FERAXRML LR RERE,

« EREHSEHITT AN KAIFHEREFEGNSE, HEE , SEEFEL, KERLLEHEFN , RE2
BEREFEERPIFEPNBIE. WRGXGIFERATHREEFE  FRAREHAE—IEREERTH
S5 NMBREE.

« Xt EBS BHMRRHITINE, BXESZER , HZ[Amazon EBS %,

REERE
s FRASSGIRBENEENLERREMZRIEHETEEN Amazon BiR. BXEZER , H55H L6l
A AP HAE F 712 Amazon EC2 &R,

« BEFLM Amazon EC2 W BEIFRH, EEMFRAIITXERESRES, BXxEZEER |, HS
¥ Amazon EC2 Service Quotas.

24


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/linux/al2023/ug/updating.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/managing-software.html
https://docs.amazonaws.cn/inspector/latest/user/what-is-inspector.html
https://docs.amazonaws.cn/securityhub/latest/userguide/ec2-controls.html
https://docs.amazonaws.cn/securityhub/latest/userguide/ec2-controls.html
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« f£ Amazon Trusted Advisor £ EEH Amazon }hE AR EEAETERF X, RERETHAMMN
MERSILZEREANAERERBY, BXEZEL , HZH (Amazon Web Services Support A
F¥8R) B R Amazon Trusted Advisore

#2HNRE

- £/ Amazon EBS REBEMZMEN EBS & , HNEREHIGIZE Amazon Machine Image (AMI)
DERFEEUEN BN RKEFINER. EXBBTRILEFEARFIH Amazon RENEZE
B , 2 Amazon Backup #l Amazon Data Lifecycle Manager,

- BENTAXBENARFHRBAEYS , HEHHE HIBIE.

- RITEHWRARR , MEEXFIEFHSHNLENS IP bt 0 E. BXEZER , HZFHAmazon
EC2 354l IP Sk,

- BEMNWMNELY, BXEZEE , 5SRKE Amazon EC2,

- BRECERFAEREERR, XTERBRER , B UFIHEMEZEOSFE M IP ik M mE &
BRfl, BXRELELS , BESRABMENEZED, N TEIBRAR , BRI LEA Amazon EC2 Auto
Scalingo BXEZEE , 55 H Amazon EC2 Auto Scaling AP 1§,

o EEMHRE B SEHIF] Amazon EBS BHIERE |, LUAERK IEREFEFERS

Bx

« X¥F IPv4 M IPv6 , N AEFNERFNE (TTL) EIRERN 255, MREAE/DWNE , MFE TTL
ENAEFREEMIREPIHNXEE , NS BEH R & vl R &,

25


https://docs.amazonaws.cn/awssupport/latest/user/trusted-advisor.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/whatisbackup.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/
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¥ Amazon EC2 5 Amazon SDK &4 H

Amazon BT R TEE (SDK ) ERATUZERREREES. SMRATRIESEREME AP, RBBR
PIFIXHE , EFRAREBEBRMN AR ERESHRENARERF,

SDK 344

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for .NET

Amazon SDK for PHP

Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

EATF SAP ABAP B9 Amazon SDK

BX4SET Amazon EC2 Rl , S EA THEH Amazon B4EF AT ES ( SDK) B9 Amazon
EC2 AR R,

26


https://docs.amazonaws.cn/sdk-for-java
https://docs.amazonaws.cn/sdk-for-javascript
https://docs.amazonaws.cn/sdk-for-net
https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/pythonsdk
https://docs.amazonaws.cn/sdk-for-ruby
https://docs.amazonaws.cn/sdk-for-sapabap
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£ Console-to-Code N ZH 4 S EEL KR

Console-to-Code B Bi2HE Amazon EC2 WFi¥EhR , JRE X ET L. NERATEERI ( #5
RIMALE ) Xig,

BREEARET —FARKCER RN AREN S| SXER, NRFEANEVNEZERINER , WEEE
FHA Bz, Console-to-Code £ Amazon EC2 #4IA M —ITheE , R ARBIEFBER B311L

%3, Console-to-Code RIZZRENIEHIARE , BEBRINEFNRESH. e , HEAAERRNAIE
BE , U EERNEMIZEEINREE (1aC) X , AEERITHIRERHRBEN, BALUFHABAE
—NESR , HNEH#TEEN , AMETCTATENBEEERRHINLE,

f£ A Console-to-Code R E(EAENT A,

THERN

Console-to-Code AILAFBIEF R ER BaL R , TR

1. B EERE S P RITRE , SINEZIRE , HERBRAFAEE,
2. Console-to-Code RIERENABERF , SFRFH A RHNAMBMINRENRESH.

3. BAILLAREXE B LM AP HITHERE, IERETURERRFERRAR (EHKHR ) RE, 17T
AR BT IX P A SR B AY R4

4. Console-to-Code BT ER Bt 1R e BI4CES ( 1aC ) #&3X ( BI70 TypeScript ) £ KB,
5 A LESIRBUEELANRBAAIERER , AU THRBUBTHE,

6. BBfE , AILLHRBAFENLHEAN —IMER. ZEERARBASENER , MESHBIFRMES
MAARESNRR. EEEAENRD , LECTATENEARGINE. XRBRAIFHE
ZJa , BRI B 3 LA R E A AR

B < {A1E Amazon EC2 #4|& F{E A Console-to-Code BiB8 , &2 Console-to-Codes

BR 7

U {F A Console-to-Code B} , EEEFLAT A,

ITHERR 27
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X R XA
AR RERER (HERIMLE ) KeliRft,
X FHABER

Console-to-Code B HI8ES A T HIRBENEREM AR (1aC)

+ CDK Java

« CDK Python

» CDK TypeScript

+ CloudFormation JSON
+ CloudFormation YAML

RERIRE

« HEISE  REEIHAQEHRAXINRET2ERECRKNVRERP, TAREEZINLFFR
1THYER 1R,
o XERRRIF : BIETEEBRARE A | IERHRERER

- RENRE | ERNRERBETITRFENILERFRER. E—MERTFRITHREES —ME
LW IEKVBRERP A AN,

EERRER

T&RYIHHHEB T Console-to-Code &I AFHEIZFIBIERTHIENT,

N ik
B AT AT RAE PR RO 5 & T
B’E API #&4E,

%A BAEI%A,

« EREEE - AKRGIE. ST ERAR AP RHE,

XEHNXE 28
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PR DU
« RiE - ARERFFEERBIEN API RE ( BEREPME Describe* #
) o
CLI &% BRFFPITHRENEAEE , SHSBANE.

Creation time RATIRER RS A,

Console-to-Code

BEBLLUTRULEE |, £ Amazon EC2 #2%|& A {#F Console-to-Code 4 KA,

ESEXESBRNZIE , FSE UEZE : £ Amazon EC2 #24&l& F{#EFH Console-to-Code 4 1%
B,

E# A Console-to-Code £ X3

-

ITAXERIB(FE LM ILE) XA Amazon EC2 #&I& : hitps://console.aws.amazon.com/
ec2/home?region=us-east-1,

(® Note

Console-to-Code &t TS A4S , B oI EXEREI(FHFRLMILEN) XERE, RABEL
XM ITHRES 2R,

2. EAEHAUEARNNRREE, S, EREGEEENSI6ANERAFEMEE.

Console-to-Code £ i FKEMITHEMNRE,
3. EEMEMSEESF , % Console-to-Code,
4. TEEIERKBRERP K EFCIEEKNRE , HBEEIFML ARERNRBHIRE,

- ERABRTER , BBENZH & NERRFHFELER, SETHEAN  BEELER.
- ERARBETHIIR , BRERE. TERFEIRRIRERITRIE.

Console-to-Code 29


https://console.amazonaws.cn/ec2/home?region=us-east-1
https://console.amazonaws.cn/ec2/home?region=us-east-1
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® Note
REFRSHESSFRRNTHERE, EXEZER , BSARENERE,

5. EHRENHARRBHNENMREZLNGE,

® Note
—RAERRZ 5 MR

6. EFEER {code} RiBIRH.,

BHERERERIAN EREENRBEEN, BEES —HRBRKRA | FEEREZINEX.

7. EEEABTE  EREFUEHEEFRTERERANNAE  HEEFTHUTHERAENX
.

8. FRBAEEMREERBHN—ITER, EFEZAENNAD , EECN TR TENEECRAREMN
£,

(® Note
MREBERRBERNEFERERE , FORMNREHEXNASHBRE (FSATHEHH
F9) ., Amazon Web Services Support ToiE N BE R BE B E LB X TR
A5,

9. (Hit) FEEBERLIWERT , LLEIFREA] Console-to-Code RERATAE), MREERE
BEOT , MATBUERRMEARIE , SAE RN it AR5 BUE B 41 3ty ISR 55 B,
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MEZIE : £ Amazon EC2 ###|& H{#H Console-to-Code 4 R

EC2 Dashboard X
EC2 Global View
Events

Console-to-Code New

¥ Instances X
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations New

| EC2 Global view [ || (O] || C ‘

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

Auto Scaling Groups

Elastic IPs

Key pairs

Placement groups

Snapshots

Account attributes

Default VPC [2
vpc-92304aeb

Settings

Data protection and security
Zones

EC2 Serial Console

Default credit specification

Console experiments

¥ Images
AMIs

AMI Catalog

4

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security

Launch instance

To get started, launch an Amazon EC2 instance, which is
a virtual server in the cloud.

Migrate a server [

Naote: Your instances will launch in the US East

Security Groups

Clocsis in,

Service health

AWS Health Dashboard [2 || C ‘

Region
US East (N. Virginia)

Zones
Zone name Zone ID
us-east-1a usel-az2

Explore AWS

Save up to 90% on ECZ with Spot Instances

Optimize price-performance by combining EC2
purchase options in a single EC2 ASG. Learn
more [2

Amazon GuardDuty Malware Protection

GuardDuty now provides agentless malware
detection in Amazon EC2Z & EC2 container
workloads. Learn more [

Enable Best Price-Performance with AWS
Graviton2

AWS Graviton2 powered EC2 instances enable

Console-to-Code
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=17 Linux B9 Amazon EC2 S£45|#Y #8 < 252

LTS B RNIENE T MEERIZTT Linux B9 EC2 LI TE NES. Amazon 2T Amazon
Linux 2023, Amazon Linux 2 #1 Amazon Linux AMl, BXEZEEL , 5% Amazon Linux
2023, Amazon Linux 2 # Amazon Linux AMl, BXMINEIE , 5SS Amazon HFIMA LR =,

@® Note
Bx AL2023 ##2 , 53 (Amazon Linux 2023 User Guide) FH Tutorials,

g

« Z%& LAMP

» BitiE SSL/TLS

« ¥£% WordPress 8%

Z ¥ LAMP

AT ITEMNHENA T WAE Amazon EC2 K| L %% H PHP H MariaDB B Apache Web BR%S
2

(® Note

Bx AL2023 LAMP ##8 , i <Amazon Linux 2023 User Guide) H# Tutorial: Install a
LAMP server on AL2023,

T LAMP %%
e £ Amazon Linux 2 %% LAMP

* £ Amazon Linux %% LAMP



https://www.amazonaws.cn/linux/amazon-linux-2023/
https://www.amazonaws.cn/linux/amazon-linux-2023/
https://www.amazonaws.cn/amazon-linux-2/
https://www.amazonaws.cn/amazon-linux-ami/
https://www.amazonaws.cn/training/intro_series/
https://docs.amazonaws.cn/linux/al2023/ug/tutorials-al2023.html
https://docs.amazonaws.cn/linux/al2023/ug/ec2-lamp-amazon-linux-2023.html
https://docs.amazonaws.cn/linux/al2023/ug/ec2-lamp-amazon-linux-2023.html
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£ Amazon Linux 2 E&% LAMP

BEATSR , B LONH PHP Al MariaDB ( —MNHEXIF XM MySQL 7% ) X## Apache Web
BRS5 38 ( BRI LAMP Web ARS5885% LAMP #1% ) REZIEH Amazon Linux 2 K61 £, BRI BAEE
RS HEREEBSMELTFENBEEFEFNEERITRERENDZS PHP HARRF.

/A Important
MBEEAEEMAITIR (5120 Ubuntu SRALHE L Linux ) £i&E LAMP Web BRE85 |
N AHEFEES. XF Amazon Linux AMI , 52 £ Amazon Linux %% LAMP, XF
Ubuntu , 25T Ubuntu & X3X#4 : ApacheMySQLPHP, BXxHAt X HRA , S 5045
E T iZMRAH 301,

&I : A Automation TR AT

E£ A Amazon Systems Manager Automation T A2 T ESZ TR A HE , H1=1T AmazonDocs-
Install ALAMPServer-AL2 Automation X%,

£
R LAMP RS 88
: Wik LAMP BRSS 88
 BRBEERSHENEZS
. (A3%) &% phpMyAdmin

Qe
A
W IN =

S |3

AN N
=58

P
e,
»

i
H/
[

HI 1 ER LAMP RS5ER
FORFA

- AHERELZLMEA Amazon Linux 2 B3I BB AM Internet 15 EH/27F DNS EHHFHEHl, B
REZER , FZRASE 1 . Bk, BEMTEELZEHE , LMEAW SSH (%O 22), HTTP (i
O 80) M HTTPS (30 443) E#, BXXEXRZHNELZER , BSH HEH Linux EHIRA

« UTERMLE Amazon Linux 2 LA E#T PHP ARA ( HF1H php8.2) . MREITRIEAZ
BREDFTRN PHP RARF 2K PHP RARRF , MINKEHS phps.2 WHRAM,
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% LAMP fR55 88

1. EEIER X6,

2. NAREWAERESBL THEFIRES | BNENZFIMITRERGERH. KIETREE/LDH
Ryt , EAFTBREBAERINZTLERNRBIEES

-y PR EEH TR RN, MREFEELENREEN , WA B EEZET,

[ec2-user ~]$ sudo yum update -y

3. ZX mariadbl@.5 Amazon Linux Extras F#E , LAIREY MariaDB 2R 8N & ARAE .

[ec2-user ~]$ sudo amazon-linux-extras install mariadb10.5

MREBWKEER sudo: amazon-linux-extras: command not found HI4EiIR , MR REH
LR & Amazon Linux 2 AMI —#2/83h ( B ¥FE RIS A Amazon Linux AMI ) o AT LA 5L
TS &EE Amazon Linux #JARZS,

cat /etc/system-release

4. %% php8.2 Amazon Linux Extras 7 & , AIREUER T Amazon Linux 2 By PHP 2 F 20 &
AR

[ec2-user ~]$ sudo amazon-linux-extras install php8.2

5. DELHXPILTHEIORE , BAIBLRE Apache Web RS 25. MariaDB 1 PHP ##-3. £F
yum ZEa S F 8 2R SN R BN ATE R R B

[ec2-user ~]$ sudo yum install -y httpd

BANERAATHTEEXEREF S HRRE

yum info package_name

6. Jazh Apache Web BR%585.

[ec2-user ~]$ sudo systemctl start httpd

7. fEH systemctl S ELE Apache Web fR% 88 , HHEBXRREBIR B,
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[ec2-user ~]$ sudo systemctl enable httpd

B BT ZETU T SRIE httpd 2ERE2EA

[ec2-user ~]$ sudo systemctl is-enabled httpd

8. MRMEEARXBEM , BRMEZEMAN UL FSEAEHIHN AL HTTP (%O 80) Ei#E, BRINER
T, B HB B R RS Hi% B launch-wizard-N T2 4, ABE—% AW SSH EZNM
i,
a. BELATMUEFTFF Amazon EC2 %A : https://console.aws.amazon.com/ec2/o
b. %$F Instances HiEFEHIEH,
c. ERLEIMFL , EFAUAN, EBRFEATHM

Port range Protocol Source
22 tcp 0.0.0.0/0
/A Warning

£/ 0.0.0.0/0 AIARVFFRA IPv4 #ukfE /A SSH B EERISEHl, XENIREH
PR —/PEREE , BEREEFHREFHATRE, BEFHEF , BURUEE IP i
HE B 3tk 1k 38 B 5 B] S8R9 2

d. GERZLAMNEE, FH QZS2AFNAN PHERE , FMEAUTENHTALZEMRAN

* Type : HTTP

- i : TCP

* Port Range : 80
+ Source : Custom

9. MiAEH Web RS8R, £ Web XK+ , BALKLHIMNE DNS Hitt (RAHE IP i), 40
R /var/www/html FEBAR , BRZESEE Apache MiXTIH, &R0 LAEH Amazon EC2
EIAIREEHIRI 22 DNS (5 Public DNS (2448 DNS) 3 ; t1R 54 FRREURS | Bk
Show/Hide Columns (& 7/B#5) ( A5 IREFR ) Hi%&#E Public DNS (28 DNS) )

WIS LA REETSEATHN 80 LMW HTTP REMNHN, BEXxEZEL , FSEAOLL4AE
AHFEL
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/A Important

WMREFERAT R Amazon Linux , J”JJ‘T*EI“”%EE?—%J:EEEFEKi FEEAFIX LT

B, AXNAEERAENESEFER , BSHERTHED B,

Test Page

This page is used to test the proper operation of the Apache HTTF server after it has been installed. If you
can read this page, it means that the Apache HTTF server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that You may now add content to the directory svar /www

the website you just visited is either experiencing /heml/. Note that until you do so, people visiting

problems, or is undergoing routine maintenance. your website will see this page, and not your
content. To prevent this page from ever being used,

If you would like to let the administrators of this follow the instructions in the file setc/httpdscont.d

website know that you've seen this page instead of fwelcome.conf.

the page you expected, you should send them

e-mail. In general, mail sent to the name You are free to use the image below on web sites

"webmaster" and directed to the website's domain powered by the Apache HTTP Server:

should reach the appropriate person.

For example, if you experienced problems while
visiting www.example.com, you should send e-mail
to "webmaster@example.com".

2.4

APACH

Apache httpd IR XHRFER I Apache XHHIB B FRH B FH ., Amazon Linux Apache X #41R B

A /var/www/html , RINBER TIHABRBFAAE,

EARW ec2-user WFIRELL B FHIXH , XTEREFMBERMNR. LA XN TUTEHKLE
%, EAHKESD | A ec2-user HME apache & , FF /var/www B FWFFENE T apache

A, ANZAEEBEANR,
B AR

1. FEWAF X218 ec2-user) %1% apache,

[ec2-user ~]$ sudo usermod -a -G apache ec2-user

2. SEREBEHRBFLLEAEGE , ARRIEERNKRTRK.

Amazon Linux 2
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a. BH (FAexitnTHXALRKED ) -

[ec2-user ~]$ exit

b. ERWIEMREEN apache AWAKR , FEIFERISM , RAESTUTHT

[ec2-user ~]$ groups
ec2-user adm wheel apache systemd-journal

3. F /var/www RERNBNHAFRENEHRZT apache 4,

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. EFMABARBRUARKREARKFEFRLENAID, FER /var/www X EF B FH B FNR.

[ec2-user ~]$ sudo chmod 2775 /var/www && find /var/www -type d -exec sudo chmod
2775 {} \;

5. ERAMABANR , HEHBER /var/www R EF B FHXHNR -

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {} \;

X# | ec2-user (M apache AMEMAIARKAR) AR, MBRM4mE Apache XHHAR B FH I
%, AFERIAS , MEBEASREE PHP NAERF.

RIFIEH Web BRSS 88 (RIiE)
BT HTTP iKY Web RFBFBANERETEWHNBFERMER TS, SEEA Web K aREE
HTTP BRS5 85T , N TAETHREA URL, EEBRHINITARURERIWEM HTML RNAR (S-E

B, GRETENERE LNEANEESR, RIPEHN Web RE B[N RESZERERE HTTPS (HTTP
Secure) X#F , B FEH SSL/TLS MBRF EHEBIEE,

BEXRERSFLBH HTTPS WELR |, 55 £ Amazon Linux 2 EHL&E SSL/TLS,

FHIR 2 : Mt LAMP IRS538

WRRFR/EREIHIET , EXHRBRIRELER , W ec2-user WP MIZBEBTE /var/www/html B
% (AIM Internet 15 8]) 812 PHP 34,

Amazon Linux 2 37



Amazon Elastic Compute Cloud

AFiEE (ERAT Linux =41 )

M ZH LAMP BRS587

1. *& Apache X#1R B FKH 62— PHP X4,

[ec2-user ~]$ echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

LR BETIZM O, WRHI“Permission denied (FR#IEL ) HEIR , BEIRLTH , BEHE
¥, BUREUVETE R B XHR FELE/E HENR,

2. 1 Web X3+ , RALERIRIGIZNXAHH URL. b URL 23RHIAYAA DNS it , FEER

B Hlon -

http://my.public.dns.amazonaws.com/phpinfo.php

BRNZLER PHP EERE :

php

System Linux ip-172-31-22-15.us-west-2.compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:49 UTC
2017 x86_B64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fete

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fete/php.d

Additional .ini files parsed

fetc/php.d/20-bz2.ini, /ete/php.di20-calendar.ini, fete/php.df20-ctype.ini, /etc/php.d/20-curl.ini, fete/php.df20-exif.ini,
fetc/php.di20-fileinfo.ini, fete/php.df20-ftp.ini, fete/php.di20-gettext.ini, fetciphp.df20-iconv.ini, fetc/php.d/20-json.ini,
fete/php.d/i20-mysqgind.ini, fetciphp.d/20-pdo.ini, fete/php.df20-phar.ini, /ete/php.df20-sockets. ni, fetc/php.d/20-
sqlited.ini, /ete/php.d/20-tokenizer.ini, fete/php.di30-mysaqli.ini, fete/php.df30-pdo_mysgl.ini, fete/php.df30-
pdo_sqlite.ini

PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718

Zend Extension Build API3201TOT1BNTS

PHP Extension Build

API20170718,NTS

MBEABFNAHE , FRIELE—FPFPERSEBCIE /var/www/html/phpinfo.php X,
BREAUERU TGS RIIBERLRETHMESLENEFE.

[ec2-user ~]$ sudo yum list installed httpd mariadb-server php-mysqlnd

MR PR EEMALENREFS , B sudo yum install package i ZEEl. BiF
UETE php7.2 G SHEEHZ AT lamp-mariadb10.2-php7.2 Hl amazon-linux-extras

Extras,

Amazon Linux 2
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3. MIBR phpinfo.php X#., REWEEAERER , BEHTEZE2ER , TAGHEAEE Internet,

[ec2-user ~]$ rm /var/www/html/phpinfo.php

W& |, BRZB T —PNWEETER LAMP Web fRS528. MREFRBRME Apache R B 5 (u
T /var/www/html) , EBRIZEEW BRI SSHIR N H DNS kP B EZAR,

S| 3 BREEERSSNLE

MariaDB [R5 BINL R R M E ST INEE , XEWEXN TN EMF L BREREE , EXTF=RERS
2%, MNEZERSMIERIXLEThEE, mysql_secure_installation &% A 5| SR EBEZBHBIBRZEFNTR
£Ihee, BEMESETITEME A MariaDB RS 38 , RINBEBEWMITHS R,

{R3* MariaDB R85
1. B3) MariaDB R 88,

[ec2-user ~]$ sudo systemctl start mariadb

2. 1217 mysql_secure_installation.
[ec2-user ~]$ sudo mysql_secure_installation

a. HERTE, BARKSNED,

i %A%Eﬁﬁg\ﬁgo ﬁi)\'%?ﬂ? ﬁﬂﬁ?fﬁﬁiﬁlﬁr&_{ﬂo B‘i Enter,

i. BAYREZRDB K ARRAFALELEBR, EXUBLZ2FENESER | BHR
https://identitysafe.norton.com/password-generator/, HRFH BB EEEREMNE,

RE MariaDB REBNERFPBEENZELRER. EEWERLERTEFRXIIKNA
BFEN , SEEAUNZNARFBBEERS AR |, H# R ERRKSHITREERE
EELUIRAE,

b. #AYMBRESAFKS
c. BAYEAZERER,
d. S#AY MERNRBIEE,
e. BAYEMMELNRRHRIFENER,
3. (i) MREBFITEIENERA MariaDB fRS588 , BElLT. BUNEZEENBREFNZ 3.
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[ec2-user ~]$ sudo systemctl stop mariadb

4. (Wik) MREFHEFRZEA MariaDB BRS5EEE3 , BFRAUTH S,

[ec2-user ~]$ sudo systemctl enable mariadb

SR 4 (A1) £%FE phpMyAdmin

phpMyAdmin 2 —fETF Web WEIEEEETE , AT EC2 k6| LEFMEE MySQL HiE
. RBTRSBIRME , E28 Amazon Linux E£4) E2ZMEE phpMyAdmin,

/A Important

BRIEERTE Apache F/EA T SSL/TLS , BNEATAEIEMEA phpMyAdmin 18 LAMP RS
2 ; MREFEA phpMyAdmin , iﬁﬂﬁi&ﬁﬁ““ﬁm&ﬂ*ﬂﬂﬂﬂ?&ﬁﬁ%iﬁiﬁii&i_ﬁ Internet
B, BRARAREEHNEZEL2EI , BSHEAEF phpMyAdmin Z3, BXRTE EC2 £fl LR
 Web BRSBEN—MREE , BZH & Amazon Linux 2 EALE SSL/TLS,

""UH:

Z< phpMyAdmin
1. REMENKRBI,

[ec2-user ~]$ sudo yum install php-mbstring php-xml -y
2. EF Apache,

[ec2-user ~]$ sudo systemctl restart httpd
3. EB php-fpm,

[ec2-user ~]$ sudo systemctl restart php-fpm

4. BMEMLTF /var/www/html B9 Apache X #41R,

[ec2-user ~]$ cd /var/www/html

5. M https://www.phpmyadmin.net/downloads £ &# phpMyAdmin ZiﬁlﬂiE’J/ﬁEA#@o ENXH
BEETHIENES , FEHEZETEELE woet 5, WARRHIF AR
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[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz

6. FEAUTHSEIE phpMyAdmin XHERFHEFSENIHAF,

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1

7. MIBR phpMyAdmin-latest-all-languages.tar.gz tarballo

[ec2-user html]$ rm phpMyAdmin-latest-all-languages.tar.gz

8. (Wik) MR MySQL RS AKRE1T , BB E.

[ec2-user ~]$ sudo systemctl start mariadb

9. 7E Web M2 | A phpMyAdmin R%H# URL, It URL 23HI#/A7% DNS i (A% IP
Modt) , FEERMIMEZEE ZHNEM. Hlu

http://my.public.dns.amazonaws.com/phpMyAdmin

& R11Z 4 EE phpMyAdmin BEFTE :
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php
Welcome to phpMyAdmin

Language

English j

Login &
Username:
root

Password:

Go

10. ERZETIRIZEN root AF &M MySQL BHBEEFE phpMyAdmin Z%,

BHNRENERTEE  RARTRERAER, RMNBUEERFIOEEEXH , MTAR :

a. EMNRIWEENXHGFE , BEALZEANXEARESRCIE—NIXH , REF
config.sample.inc.php WA EHIBZXHH,

b. 8% config.inc.php B phpMyAdmin B FZH R XHRERN index.php o

c. BXREMEMIRE ,
B,

AXEA phpMyAdmin BIE R |

ES R phpMyAdmin &35 BARY 2 F 1R E M A B8 20 AP B U T B2 it

&2 phpMyAdmin A8/,

Amazon Linux 2
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HUE BERR

AEDRM T BREIRER LAMP IRS52201 AJAEIE 2RV R IR RV 1L
RIEER Web R EEED BN IRS 25

PATUTREUEEREN Apache Web FRG a2 & EEEIT A AL,
* Web BRSSEBREHIZITH ?

B LBRIE T TSR httpd REEEA
[ec2-user ~]$ sudo systemctl is-enabled httpd

R httpd HERIZIT , FEEER LAMP RS 28 P HIRRI IR,
- BXBREEELER?

WFKANRSART AL AFMRD 80 LK HTTP REHNAN, FXESES  BSHARLLF
AN,

RIEMERA HTTPS EEFEMN RS 5
PATUA TR ELLEE Apache Web FRZ 2R BB E N X HTTPS,
- Web RFHEHERSIER ?

4% Apache 5 , RS 834X HTTP REHRTEE, EXF HTTPS , BHERSSHFLBA TLS #
% SSLiEH. BXEE , 52 £ Amazon Linux 2 EEE SSL/TLS,

- BXEBREEELER?

&=
&=

WIFSEPIN LA ERTSERTHEND 443 LB HTTPS RENMN, BXEZER  FoEELs
4R AR

MxER

BRI E BB EFIHIE Web RS 85 LR % WordPress BENEZEER |, BSREUT X -

« £/ WinSCP X #H &5 E &Y Linux SLHI
« £/ SCP &/ vt & E Linux K4
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e & Amazon Linux 2 F3£% WordPress {@%

BXRAHETERANDTNRENESESE , FSHAUATRR

» Apache Web BgRZ525 : http://httpd.apache.org/
+ MariaDB & ERSS85 : https://mariadb.org/
« PHP 4&#EiE S : http:/php.net/

« chmod @5% : https://en.wikipedia.org/wiki/Chmod

« chown #3% : https://en.wikipedia.org/wiki/Chown

BREM Web RERDEHEHR TN EBBEBRILENMNEZEE |, 1§50 Amazon Route 53 FF & A
SIEREAH A g H R EH T B E Amazon Route 53,

£ Amazon Linux &% LAMP

BEUTSE , BLUN R PHP 1 MySQL B9 Apache Web fR$88 (BET#R A LAMP Web BR$S 8550
LAMP #1%) Z&REEH Amazon Linux 354 £, 0] LU A Itk AR 55 83 SR 1 B B2 25 I uh =R 3R B X BB
FEHRHERNITRERIENZZS PHP NARRF.

/A Important

MBHEEREEMARITAR ( H120 Ubuntu SRLLHE ML Linux ) £iRE LAMP Web RS ES |
NAHEBTRES. XTF Amazon Linux 2 , S 7E Amazon Linux 2 E %% LAMP, XF
Ubuntu , 25T Ubuntu &t X X #4 : ApacheMySQLPHP, BXxHA X FHRA , ES 5045
E T ZhRAH 3T,

&N : 8 Automation TR ANHIE

E{# A Amazon Systems Manager Automation M AU TESZSERAHE , B1=21T AmazonDocs-
Install ALAMPServer-AL Automation X 44,

ar

£

Nil

B 1: % LAMP RS 88
B2 i Lamp RS2
B3 BRBEERSS=NZS

N

Nil
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« FH] 4 . (%) ZE phpMyAdmin
- MEHERR

« HXER

HB 1 ER LAMP RS 85

FRFM

AHEBRELESLMHEHA Amazon Linux AMI B3I EBAM Internet IFBIH/A%E DNS EFHHFEH, B
XEZER , BERASE 1 BEEfl, BESTEELSA , IMEARF SSH (%M 22), HTTP (% H
80) # HTTPS (¥iw O 443) iE#E, ARXLEERZHNEZELR , BSR AEH Linux SEHIRNA R

| o

o

f£ A Amazon Linux AMI Z%& /837 LAMP Web fR% 25

EEEER 26,

-

2. NAREWAERGEZHBL TEIRES , BUNENZFIMITRERGERH. KIETREER/LDH

RyBtiE , BAFBERGRERINZEEFTNRBEES,
-y BIMEZREMNNRREIN, MREFEERRNOEER , WA A2 BIZIET,

[ec2-user ~]$ sudo yum update -y

3. BHRGILFRIRSE , B LLR % Apache Web RS85. MySQL # PHP #48,

/A Important
—ENARFURERSUTEUNRERETRE, EREX
LAMP N ARFRE5ERE. NREMAE , EAgeEE

ERHach , TRELN
ZERBEAHE, BXEZE
B, FSH RAERNEBSH LSTHNAEFRESMREN PHP A REMEKET

i

%

£/ yum install a5 A @ B R 2N 4 SR B A X R L.

[ec2-user ~]$ sudo yum install -y httpd24 php72 mysql57-server php72-mysqlnd
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MEBELBW R 44IR No package package-name available , MIFRRIEHISEHIARER Amazon
Linux AMI B3 ( WTREER AR E Amazon Linux 2 ) . BAILAERA LT a5 SEE Amazon Linux
MRS,

cat /etc/system-release

4. J33h Apache Web BRSE5.

[ec2-user ~]$ sudo service httpd start
Starting httpd: [ OK 1]

5. {#/ chkconfig i~ EL® Apache Web k% 2% , EHEBAREBIINBD.

[ec2-user ~]$ sudo chkconfig httpd on

L&A chkeonfig 7% /8 ABRS AT , Zan B A REEAHEIAER,
BRI LBEETU T RIE httpd BEEEA -

[ec2-user ~]$ chkconfig --list httpd
httpd Q:off l:off 2:on 3:on 4:on 5:on 6:0ff

EXE | httpd BEETETHS 2. 3. 4 M58 on ( XREBHFEFEW )

6. WREEARXHEM , BARMELZEANAGFSEHZFA AL HTTP (3w 0 80) iERE. BIANER
T, B EBEE R R SE iR B launch-wizard-N 224, ABE—% AW SSH EZNM
mj,

a. BELATMuEFTFF Amazon EC2 £l A& : https://console.aws.amazon.com/ec2/.
b. & Instances HiEFBHIZHI,
c. HELZEGEMFL, EFAEAN, BRFIATHAN

Port range Protocol Source
22 tcp 0.0.0.0/0
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/A Warning

£/H 0.0.0.0/0 Al RVFFRE IPv4 bt £ SSH 15 RIEHES], XEMATFEH A
PR —/PEREE , BEREEFHREFHATRE. BEFHEF , BUREE IP i
b 55 3 1t 56 B U5 9] SR B SR 4B

d. ERZEAMNEE, £ QZ2ARNAN FREE  ANEFUTEAFAKZEMAN

« Type : HTTP
« Y : TCP
* Port Range : 80

« Source : Custom

7. MREH Web BRSF5E5. £ Web XS4 , BALBHEHIEAE DNS itk (RAE IP shit), A
LA A Amazon EC2 # 4l & RERSE Y 22 DNS sk, #R /var/www/html F&ERE , &
BiiZ£EE Apache MATTH, FHRARMEXEBRERE , FHNABRFETRELNIMHINLE
DNS thiit s |, MR EREARNIRTE.

RIIpINLZLEEREERTFIKA 80 LA HTTP REMMN, EXEZEE , BSEANLL4H
A INFL o

MREFERANT R Amazon Linux , MR AREEEESLH) BB XIEF e IFX LERE, BRUW
MEEMHANIBENEZEER , BSRER TR ED B ST,

Apache httpd IR XHRFER N Apache XHIB B FRH EFH, Amazon Linux Apache X #41R B
A /var/www/html , RINBER TIHABRBFAAE,

[ec2-user ~]$ 1s -1 /var/www
total 16
drwxr-xr-x 2 root root 4096 Jul 12 01:00 cgi-bin
root root 4096 Aug 7 00:02 error
root root 4096 Jan 6 2012 html
root root 4096 Aug 7 00:02 icons

root root 4096 Aug 7 21:17 noindex

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

N NN NN

drwxr-xr-x

EARY ec2-user WFIRELL B R XY , XTUEREFERNMNE. EETA XN TUTEHLE
%, EAHKESD | A ec2-user HME apache & , F /var/www B FWFFENE T apache
B, HRNZEABEBANR.
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B AR

1. FEHNAF (XBfE ec2-user) HiMZE apache,

[ec2-user ~]$ sudo usermod -a -G apache ec2-user

2. REBHBEHEFZLUEEHAE  RERIESHK R R%,
a. 1BH (EA exit mTRKXALKED ) :

[ec2-user ~]$% exit
b. ERIIERAEN apache AWRA , BEMEZIEY , RAESTUTHS

[ec2-user ~]$ groups
ec2-user wheel apache

3. ¥ /var/www REABZHNAMBENEHZ apache 4,

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. BEFRMABANRUKIZEEARFERZRLENAID, HFEXH /var/www X EF B FH B FZAR,

[ec2-user ~]$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {3} \;

5. ERMABANR , HEHAMER /var/wew REF B FHXHEHENR :

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {3} \;

X#¥ , ec2-user (F apache AREMARFKRARZ) TR, MIBRFY4REE Apache 4R B FH X
%, ATERMAS , MESWIES PHP NARRF.

(Frik) R 1&H Web RS 25

IZ1T HTTP YE Web RFBANERER BBV HBERELZE RS, HEEA Web 3K 25ERE
HTTP AR 286 , Xt F&IG R URL, ZBEWHMITABRTUR ERIWEM HTML RN E (BREE
B, GRETENERE LNEAULEESD, RIPEHN Web REB[HNHESBELRE HTTPS (HTTP
Secure) X , ©F A SSL/TLS MZERP EHEIE.

BXRERSZELBH HTTPS WEER |, 52 £ Amazon Linux EELE SSL/TLS,
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PR 2 MR Lamp BRSSES

MRBFEBEBECLREHZT, BEXHNBRREER , N ec2-user IKF NiZBEBIE /var/www/html B
% (AIM Internet 15 18]) 812 PHP X4,

M ZH LAMP Web ARS5 8%

1. 1E Apache X#1R B FKH €& —1 PHP X4,

[ec2-user ~]$ echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

LR BETIZM O, WRHI“Permission denied (FR#IEL ) HEIR , BEIR TN , BEHE
F, DREVEE $B 1 EE LAMP RS 88 PEENEHANR,

2. 1E Web X2+ , RALERIRIGIZNXHHH URL, kb URL 23XHIAYAA DNS it |, FEER
A HrH. fln -

http://my.public.dns.amazonaws.com/phpinfo.php

BRIZAES PHP EETH :

php

System Linux ip-172-31-22-15.us-west-2.compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:49 UTC
2017 xB6_64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fete

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fete/php.d

Additional .ini files parsed fete/php.d/i20-bz2.ini, Jetc/php.di20-calendar.ini, fetc/php.df20-ctype.ini, /etciphp.d/20-curl.ini, /etc/php.df20-exif.ini,

fetc/php.di20-fileinfo.ini, fete/php.df20-ftp.ini, fete/php.di20-gettext.ini, fetciphp.df20-iconv.ini, fetc/php.d/20-json.ini,
fete/php.d/i20-mysqgind.ini, fetciphp.d/20-pdo.ini, fete/php.df20-phar.ini, /ete/php.df20-sockets. ni, fetc/php.d/20-
sqlited.inl, fete/php.df20-tokenizer.ini, fete/php.df30-mysaqli.ini, fete/php.df30-pdo_mysglini, fetc/php.d/f30-

pdo_saite.ini
PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718

Zend Extension Build API320170718,NTS
PHP Extension Build API20170718,NTS

MBEABFNAHE , FRIEL—PFHERSEBCIE /var/www/html/phpinfo.php X,
FBRTUERAUTHTRIICEARETAHALENERFS. EF-5PHNEFETRETZESI R
Ll U TN
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[ec2-user ~]$ sudo yum list installed httpd24 php72 mysql57-server php72-mysqlnd
Loaded plugins: priorities, update-motd, upgrade-helper
Installed Packages

httpd24.x86_64 2.4.25-1.68.amznl @amzn-
updates
mysql56-server.x86_64 5.6.35-1.23.amznl @amzn-
updates
php70.x86_64 7.0.14-1.20.amznl @amzn-
updates
php70-mysqlnd.x86_64 7.0.14-1.20.amznl @amzn-
updates

mRHE PRI EEMALENEFE , B sudo yum install package i B ZEE 1o
3. MER phpinfo.php X#f. REWEETHRER , EHTZEER , TAFHAEE Internet,

[ec2-user ~]$ rm /var/www/html/phpinfo.php

SR 3 BREEFERSHENZ S

MySQL RS EBRNMINZRIEMESTINEE , XEhEex TN L EBREREE , EXF=RRS
8%, MNEZRARMIKRIXLETHEE, mysql_secure_installation @R A 5| SR ER BB HBIBRLZEFNTR
2IEE, BIEETITEFEA MySQL RS , RN BEHITHRISE,

BREEFRSSRNZ S

1. Bz MysSaL BR% .,

[ec2-user ~]$ sudo service mysqld start
Initializing MySQL database:

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !

Starting mysqld: [ OK ]

2. 1&4T mysql_secure_installation,

[ec2-user ~]$ sudo mysql_secure_installation
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a. HERTE, BARKSNED,

i BASREE. RABRT , BEKFXBEREZD, & Enter,

i. BAYRERB K AERAFAIALZLEBR, EXUIBZ2FENEZER , BHNR
https://identitysafe.norton.com/password-generator/, HRFIHRBEEKERESNE,

RIE MySQL REBXRRIFBFEENRERNERE, EENERRZERIEERINNAE
FFEt , EBEEAUNZNRAERFOZBEFRSAF,  ARRERARKSIITREEEE
HEBUARRE,

b. BAYMRESAFKF,
c. BAYZEAHZERER,
d. BAY BERMHBIEE,
e. BAYEFMBELREIHAREENER.
3. (k) MREFITEUAMEA MySQL RS , BELE. BAUUEZSENBRXERE.

[ec2-user ~]$ sudo service mysqld stop
Stopping mysqld: [ oK 1]

4. (Wik) MREFLE/RBHHT MySQL REEHEBD , FRAUTHS,
[ec2-user ~]$ sudo chkconfig mysqld on
E , BRIZAT —NIHEETEMN LAMP Web RS 85. MREFABANINE Apache 4R H F (I
F /var/www/html) , #RIZEEE £ R EHIRINF DNS it FEEZA R,
FPR 4 : (A[iE) &% phpMyAdmin
Z % phpMyAdmin

hpMyAdmin  —FhE T Web WEIEEEE TR , AT EC2 K| LEF M4 MySQL HiE
E., ZBBTRSBREE , £8H Amazon Linux E46| EZEHMEE phpMyAdmin,
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/A Important
BRIERTE Apache F/E A T SSL/TLS , BNEATFEWEEA phpMyAdmin 5\ LAMP BRSS
25 MREER phpMyAdmin , BNHIBEEEE R ZR N EGBEN T EZ £ HES Internet
i, BRAFAEXAREERNZSEN , FSHARF phpMyAdmin £,

(® Note

Amazon Linux BB RE YA X PHP 7 SMEF M phpMyAdmin B3I L%, RHENEM
i F zh Z % phpMyAdmin,

1. fEF SSH & FI&/ EC2 =241,
2. ZREMEMNMAREIN,

[ec2-user ~]$ sudo yum install php72-mbstring.x86_64 -y

3. EJ3 Apache,

[ec2-user ~]$ sudo service httpd restart
Stopping httpd:
Starting httpd:

m

0K 1]
oK 1]

[ |

4. SMEBEMLTF /var/www/html B9 Apache X448,

[ec2-user ~]$ ed /var/www/html
[ec2-user html]$

5. M https://www.phpmyadmin.net/downloads i£3F &# phpMyAdmin K{THREVRERH 2. EFXH
EETHIENEAE , BEHFEEIFEEYEE woet 6, WARBI PR

[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz

6. FALUTHSEIE phpMyAdmin XHERHFEFTIRNIIE G,

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1
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7. MIBR phpMyAdmin-latest-all-languages.tar.gz tarballo

[ec2-user html]$ rm phpMyAdmin-latest-all-languages.tar.gz

8. (Wik) MR MySQL RS #|ARE1T , BB E.

[ec2-user ~]$ sudo service mysqld start
Starting mysqld: [ oK 1]

9. 1£ Web R+ , A phpMyAdmin 3K URL. Lt URL 23XHBIR/NHE DNS Hiik (HAFE IP
thit) , FEERINELREEZNER. Hla:

http://my.public.dns.amazonaws.com/phpMyAdmin

& RI1Z2EE phpMyAdmin EFRH :

php
Welcome to phpMyAdmin

Language

English :J

Login &

Username:
raot

Password:

Go
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10. EREETIRIZEN root AF &M MySQL BHBEEFE phpMyAdmin Z%,

FHRENERITRE  RETERAER. ERE phpMyAdmin , ETUEHIBRES
t. EARERHAREESRFREE,

BxEH phpMyAdmin BER , BZH phpMyAdmin AFiERE.

R HERR
Ao RM T HREIREF LAMP IR RN TR B M E N BB E L.
RITEEA Web 3 58 2mE R EAV RS 270
HITUTREUEEREN Apache Web FRE SR B EEZTRA T LB,
« Web [RFREHEZITH ?

A BB E AT T A S RIE httpd 2B BRA -

[ec2-user ~]$ chkconfig --list httpd
httpd 0:off l:off 2:on 3:on 4:on 5:on 6:0ff

HEXE |, httpd BT E1THH) 2, 3. 4 M5 on ( XREFLEFIH ) -

MR hitpd HEAKIZTT , FEELR 1 ER LAMP REFHEIRHIT IR,
- BXEREERELER?

BIEIRPINLZLAREIEA TR 80 LK HTTP REMNMN, EXEZEE , BSHELLEF
i[RI

BREBNBRSH LETHNRAERFRESHELERN PHP AR EMBRFETRE

AHBEBWRERIHIRAK Apache HTTP Server, PHP 1 MySQL., EZ%FH it LAMP NARFZ
B, FREHERUBHIACINSELENIERS. URTIBEFRAN PHP , WAL (HFER£
Z2) BREIRBNZZHHRE, BETUHITRE PHP WEANRA , ED AR D RAMEM
B, BXRIMANRENZSNMNRA PHP piEFH-BENGEIMNER , BZH Amazon Linux AMI
2016.09 & 17U 8,

oA fE 4%
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AHEENLURRELE RIFNE , FEUTRL LAMP BFE

 httpd24
* php56
* mysql55-server

* php56-mysqlnd

MREEEBAHETANBURR T ZRTNRAE , EAHE T EHF N T X LR 2 M E AR

[ec2-user ~]$ sudo yum remove -y httpd24 php72 mysql57-server php72-mysqlnd perl-DBD-
MySQL57

HR , Z2RBRHE
[ec2-user ~]$ sudo yum install -y httpd24 php56 mysql55-server php56-mysqlnd
MRELFREAREBIINE | SABEMER B E 4SRRI

[ec2-user ~]$ sudo yum remove -y httpd24 php56 mysql55-server php56-mysqlnd perl-DBD-
MySQL56

WE |, BA MR FOR T R F R SH2,
fAREH
BRE XL BB R BIHIE Web BRS5E5 %% WordPress BENWEZEE |, SR T XM -

« R WinSCP X 4 5 B& Linux SE41
« £/ SCP & mfS 3£ 3 Linux SE4)
« 1€ Amazon Linux 2 3% WordPress %

BREAHEPEANGTHRENESELR , BSRUTHR :

« Apache Web BRZ588 : http://httpd.apache.org/
- MySQL BIEERSES : http://www.mysql.com/
- PHP 4w#EiE S : http://php.net/
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« chmod @4 : https://en.wikipedia.org/wiki/Chmod

« chown @3 % : https://en.wikipedia.org/wiki/Chown

BREM Web REB[DEBE TN EBBEBRILENMNEZEE |, 15 Amazon Route 53 FF & A
RIEEE PN 6 EE M 75 H & EH1FEE Amazon Route 53,

BlE SSL/TLS

KB G ENHENLE T WAE Amazon EC2 324l LiE4TH Web BRS28 LBtiE SSL/TLS,

@ Note

Bk AL2023 SSL/TLS ##E , i55 % (Amazon Linux 2023 User Guide) H Y Tutorial:
Configure SSL/TLS on AL2023,

5 SSL/TLS BiB &
e 1 Amazon Linux 2 E&E SSL/TLS
e £ Amazon Linux LB@E& SSL/TLS

£ Amazon Linux 2 E&gi&E SSL/TLS

ZEEEFRIMERMEZSM (SSL/TLS) AI1E Web RSS2 Web & F ik 2 B 81 —NNZi@EE |, LBy
IEBREEEERSEPHBT. AEENBUMEEE Amazon Linux 2 #l Apache Web RE525#7 EC2
SEBI EF AT SSLTLS X #H. AEBBRELAREAATHIIERE, WRBIELEMFEA Elastic Load
Balancing , AT LAi%4%{# Sk B Amazon Certificate Manager BIEH £ 18159 #85 L& SSL #0
o

BTAEERR , Web iIZEEMMAN SSL, B Web 3 Ha5{H%3F SSL, BEAE T —KRMX TLS
BEXRGZE R, BIMERT , Amazon Linux 2 F¥EZAIERAK SSL RS SRR XS, Z2HE
AR TLS 1.0 FRE, TLS1.0 M TLS 1.1 EF 2021 F3 AERFH. AHENEBEEXRBH TLS
1.2 19385, TLS1.3 F 2018 FEM , REXHNEAKE TLS E ( A#¥EFH OpenSSL ) Bl T 7E
Amazon Linux 2 A, FFiRAIE 2023 F£6 A 28 HZ ol %#F TLS 1.2 FESHEA, BXREH
WINFFRENEZESR , 185 RFC 7568 F RFC 8446,

EXRHREF , FIA Web tNEEFRA TLS,.
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/A Important

X LS FEER T Amazon Linux 2, EIMEBREEMNFH Amazon EC2 £HIFF A, MMREZIR
REEZETTAEZER EC2 3£ , HEIZITIHARZA Amazon Linux 2 BYS241 , M AREFHFEHH — L
HRUEFRES. T Amazon Linux AMI , iS5 7£ Amazon Linux EFiE SSL/TLS., X F
Ubuntu , iES LA T+ X324 : Open SSL on Ubuntu, &% Red Hat Enterprise Linux BJ{S
B, BZHLT : ZE& Apache HTTP Web fr5F 88, BXEMERARAE , TS HBE T ZRAE
PG =

@ Note

HE , LIE A LAEREA T Amazon Nitro Enclaves B9 Amazon Certificate Manager (ACM)
X2—" Enclave NARF , A #E&&EN Amazon Nitro Enclaves A8 MFAHE SSL/TLS ik
F 51 Amazon EC2 36l £iZ4THY Web M AR F MRS 28— E M. Nitro Enclaves & —
Il Amazon EC2 Th&E , I MBIZRE N ITEREU R N2 i B SERBROKE , sl
SSL/TLS iEBMFBEH,

FEA T Nitro Enclaves B ACM 5321T# Amazon EC2 Linux SE4I EBY nginx &R |, LAt
BIEZH. 2 XIEPNAEZRHAUAREBIERBET,

EFA5E AT Nitro Enclaves B ACM , 250{E A JE A T Enclave B9 Linux SE4,
BXEZELR |, 5219 Amazon Nitro Enclaves A F iR F R 142 Amazon Nitro

Enclaves ? #5& A T Nitro Enclaves By Amazon Certificate Manager.

P
. RREM

- SR1: ERSFLEATLS
. S 2 FEM CA BRWIESD
- FR3: NANBNMVLREEE

- WEHEER

TR AF
EFBARRZE , BERATSR :

« B3 EBS X#FM Amazon Linux 2 324, BXEZER , BSRALE 1 . BaEHbl,
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c REZSAUARTFERNROIEZ LT TCP in O EHES

« SSH (i A 22)

« HTTP (¥ A 80)

« HTTPS (4% H 443)

BEXEZEE , BSENEMN Linux EHBZNAWERE,
« &% Apache Web RS585. BXRD PR |, ESHEHIE | /£ Amazon Linux 2 EZ % LAMP Web R
Faro NFEE hitpd BREMKBII , Xtk 7] LAZREH & PHP A MariaDB Y 1% 81,

« EAZIFBIEMY |, TLS N RAEMIRKE (PKI) KB TEE R45% (DNS), B A EC2 EHIIEE
NHRY | BEERN Web RFEM—NER |, SEZFUEEBAEILL BN Amazon EC2 £ 4,
AENRZE=HEEMM DNS HE RS KINITIULIRE | BRI LAEA Amazon Route 53 1Tt
1E,

T ERSELBHA TLS
&I : A Automation TR AR

E & A Amazon Systems Manager Automation T AU TEFSTERAHE , H1=1T Automation X
D

ZERIES BT Amazon Linux 2 FERABEEHFIEHIEE TLS TR,

(® Note

BERIEBXNTNARAEZN , EXNTEFTR. UREFBZRIEBLLTTE Internet , &
MR T ER2BIRLES.

ERSFERLBA TLS

1. EEIEHNEHIHBEIA Apache EFEIZTT,

[ec2-user ~]$ sudo systemctl is-enabled httpd

WMRRENERRBA", WE3N Apache HRERENBRXBRE—EE.

[ec2-user ~]$ sudo systemctl start httpd &% sudo systemctl enable httpd
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2. NAREWAERESBL THEFIRS | BNENZFIMITRERGERH, KIETREERE/LDH
Ryt , EAFTBREBAERINZTLERNRBIEES

® Note
-y M EZEEMN TR RIEIA, MREFEELTENREEN , N AT LB ZED,

[ec2-user ~]$ sudo yum update -y

3. IE , BHEPIREFH |, BL%E Apache 3R mod_ss1 LURM TLS X,

[ec2-user ~]$ sudo yum install -y mod_ssl

B EGIMEEBTUT XN, AIFERAXLE X HEE L2 RS 8 H 01U AT -

+ /etc/httpd/conf.d/ssl.conf
mod_ss| WELE X, ©EE— LI5S LUER Apache EMAERIUTEE | MZEFAIE
B, EATH TLS MPIUARAUA R EEZ W IR ZR,

« /etc/pki/tls/certs/make-dummy-cert
ATHRSSH[ENERKBZR X509 IEPBMABHHANWEAE, ENXREERIRE Apache B

£A TLS , ZUEBRIFFEFAN. BT TRESHIER , Rt , FRELEFHEFRERZIE
B MREEFHRRRERZIES , NFE Web M RBRPALES.

4. BT BEA E BN MBHA TR,

[ec2-user ~]$ cd /etc/pki/tls/certs
sudo ./make-dummy-cexrt localhost.crt

X&TE /etc/pki/tls/certs/ BRHER — N localhost.crt. BENXHEE /
etc/httpd/conf.d/ssl.conf ## SSLCertificateFile I EHRIAETE

ZXHEBEEERIEBURIEBHIERN. Apache ERIEBHMEHAXA PEM X , AP a&
Base64 4B H9 ASCII F£F , 3 A“BEGIN"FM“END"fTAERR K , LA T R RBIAT R0

MIIEvgIBADANBgkghkiGOw@BAQEFAASCBKgwggSkAGEAAOIBAQD2KKX,/8Zk94mlq
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3gQMZF9ZN66Ls19+3tHAgQ5Fpo9KIDhzLjO0CI8ulPTcGmAah5kEitCEcOwzmNeo
BC1OwYR6GOrGaKtK9Dn7CuljvubtUysVyQoMVPQ971deakHWeRMiEIFXg6kZZ0Ovr
GvwnKoMh3D1K44D9dX7IDua2PlYx5+eroA+1Lqf32ZSaA00bBIMIYTHigwbHMZoT

56tE7THVH7VvOEf4/iU0sIrEzaMalOmgkmY1A70qQGQKBgBF3H1gNRNHuyMcPODFs
27hDzPDinrquSEvozZIggkDM1h2irTiipJ/GhkvTpoQlv@fK/VXw8vSgeaBuhwlvsS
LXUSHvYqOU604FgD3nAyBOhI®PBE13r1HjUvbjT7moH+RhnNz6eqqdscCS@9VtRAO
4QQvAgOa8UheYeoXLdWcHalLP

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTALQt
MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
DBBTb211T3InYW5pemF@aWOuMR8wHQYDVQQLDBZTb211T3InYW5pemF@aWOuYWxV
bml1@MRkwFwYDVQQDDBBpcCOxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z51RUE/XzxRLBZ0OoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMz0OvDedRE jNKAvk4ws6FQ
CuIljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vrGvwnKoMh3D1K44D9d1U3

WanXWehT6FiSZvB4sTEXXIN2jdw8g+sHGnZ8zCO0sclknYhHrCVD2vnBl1ZJKSZvak
3ZazhBxtQSukFMONWPP2a@DMMFGYUHOd@BQE8sBIxg==

NHEENTREBERRNTRMHERN , XYERELMW, fltn, RE ssl.conf XHFHMAXES
ERAMEENEN , BRMATHER®BENRN cert.crt, cert.pem RAEMEMHA,

® Note
EERLECH BENHFERIIA TLS Xt , FRAREIIRA PEM BX.

5. FALERANXARESEES (W vim = nano ) AIBAF BHITHF /etc/httpd/conf.d/
ssl.conf XHHERELUTIT, ENBZERALEBEIERHR. MREXTK T —F2H%E
SEREIZIT , Apache RS L ER3.

SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

6. EJ3 Apache,

[ec2-user ~]$ sudo systemctl restart httpd
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@® Note
H{R TCP i O 443 £481 EC2 SE4| LR A RIA |, Wz BiFmd,

7. BUE , 59 Apache Web FRSSS2RIEN i O 443 % HTTPS (€4 HTTP), BEIS4&M EC2 =
BIEY 1P st T L REFE SHIR https:// —RH AN URL =Rt Ht 170,

HTEEEEAALENTAGENERERIUS] , AEENNERATR2ER—RIIZLE
Ho PUXLEBEEHREERIER,

RERIN Apache WA TEFTIT , XEWRELCKNERS R LEE TLS, EXLER[RNERS IR
EfZ @M PR BIEREH S ME,

(® Note
ATHEHEQFREEBIESRS | LTI —1T1E CALERIED , RHIEBNET
mnE , mMEELAFRIEERENUIIFEE,

SR 2 FREX CA EHEMIIUEH
&R LAE R LA T I 23REL CA £RUEH ¢

« N\RAEZRPERIUERBZEER (CSR)
« ¥ CSR EBXRAUHMANI (CA)

« RENE AW ENIUEH

- BL& Apache LAfEREH

MNBHBEE , BER TLS X.509 EHIEHE CALRIEPRLHERE, —HEZANXIETHRE
|, MFHRFEEE. CAEE , EFRRBFEMRIEPZE , ELRIEEHAEN. 81 Web 38515
BE—NCARFIIR , NEBRENMEEEXLE CARRNITIHIRE, X500 EBEEITE—NSENTLE
REBHHANNNNEZAN—NUANBARESZAEFZHXEKN CANWEER, HNHER[ET HTTPS
EEE Web RS8R , RSN RMIEPUAERN KEREHTE CA TR, MRLEBAMTIIR

t, RUBEIHEMATEIBAARN—RIIEEHE , WX EREFESRSEFHE —MOENBHEE
E#bnﬁﬁﬁo
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HTRIEBERFERAAD | EPEEFERFERA , HEENHHE=R, —& CA R RREEMF I
B, HPFRESBEEN CA Z Let's Encrypt BB |, ZI B & X FUBLIBENELITIEN BN L. BX
£/ Let's Encrypt iIE B EZER , S HIKE Certbot,

MR EITERMB R IRS , Amazon Certificate Manager & — PN T 48 HIE R,

THUERMER A, M 2010 EFH | BAEATLEAEY RSA B4 E A 2048 88/ 54
(M8 ) AN | SIEMGSTR—BERH 3] 2030 £, Amazon Linux 2 1 OpenSSL 4 R EBIAER X
N 2048 1 , KBEAT CA KR, EUTERS , WETHEUHANAREMRT — 1 Tks
B Gl BARAENRGERFEMBELN SR,

/A Important
BRIFGIHBEMITIEER DNS i , BN , HXRIRE CA LR FHIEPHXLEHBAFEA

JREN CA EBHIEH
1. EEIEHNEGIHSME /etc/pkitis/private/, X217 TLS WIRSHLEXZHANBE R, MREH
BEANENENFAER CSR, BHEISE 3,

2. (W) ERFHLBER, TER—ERHAEETRS . FAEXRNZHABTRTEN Web RS
2=, BEelXRELNEENMREFHRTE.

« RO 1: BIEERIA RSA EHEH, EHHIXH custom. key B —1 2048 {1 RSA B E4H,

[ec2-user ~]$ sudo openssl genrsa -out custom.key

« "2 QIEEAEREHRNETKE RSA B, £HAXH custom.key B —1 4096 1
RSA B EA,

[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

- Rl 3: QIEEEZRBRIFH 4096 L INFH RSA F4H. £REIXH custom.key 2—NEFE
H AES-128 1L N/ 4096 i RSA FABF4H,
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https://eff-certbot.readthedocs.io/en/stable/install.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-overview.html
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
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/A Important

NEZEAHTNZAERLLYE  ERTNENBATESD , &8 T NBZH R
STEEN B . BHEERALZEHAN , BLTEY SSH EHREMZB (L — T4
R “abcde12345” ) ,

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

« 7l 4 A RSA BB AIERHA. RSA MBRAEANKE , RAELBFRANKNETHED
REHETER, AT, TR TLS SR EA I RSA BBNEHR. EXNEFRIINZ LT,
ETHREMEZNBFZZENFHED , HEERER.

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey

ZRN—NEA prime256v1 ( OpenSSL X#FH“ar & ML” ) B9 256 (U E &AL EHH, RIE
NIST , Hin#Z5aE ST 2048 { RSA 4.

(@ Note
FHIFFE CANETHE AN FAN BRI SN RSA ZHANZIFRBIEE.

FHRAFTFNALAEZAEASERVNAMENRMIR FIEE=R. 4=, REAMAEENZIE
ARBR). ar R T RBIFT R

[ec2-user ~]$ sudo chown root:root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

ERBETERATER,
-IW------- root root custom.key

EREHBERENERG , ATEL6IE CSR,
3. FALEENZALE CSR, TEMNRBEIERT custom. key.
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FFIERE (ERAT Linux 246))

Amazon Elastic Compute Cloud

[ec2-user ~]$ sudo openssl req -new -key custom.key -out csr.pem

OpenSSL FHTH — I EE , HREREBAATRIETNERE, W TFEARPZFHRIUEHNENIES
3% , B Common Name A FRE ZEREB R Al ik F ER .

B iR Al
ExR/tXE AREFV©BXWANFE ISOEE., S (=%H)
p
MHE B HAOAREMRENEN. BT ERSE Washington
=
FIFAE 3t F5 WAL FRERLE |, Blans T, Seattle
ALOZFR HAOREEEM. BOBBEAHREM. Example Corporation
HAOEBI]A TAWALREER (WRA). TBIEBI]
p
Ny E Etﬁ,%‘ﬁ'%"i‘%téﬁﬁ?’f“l‘iﬂfﬁﬁqﬂﬂﬁ Web  www.example.com
it SELCE, BE , XRTFAEHNEHRNE
ZH 1A KK A www.example.com I
WalE. EFEABEESRIER BT DNS FiTH
MR, NABATEIATEENA. CAXE
HERAESHIES  XEIFREIERAEN
( flt0 *.example.com ).
B8, HiB 44 it AR5 2R B3 ARV B F R A ib it someone@example.com
Ht

/5 , OpenSSL FRREMATENRAZED., HEBMEMT CSR MES CA ZRANES ,
Rt #FE7E CA RENBRUEEZEBUREMIIETFTER, TIELFABNER. CSRREAEBIF
W BR 55 2R 4R 1E

R csr.pem BERNLAERH. BN LERANBFTIZA UK EH AN THIE.
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4. T CSRIER4A CA, XBECREENARESRTIIF CSR XHHTFABEFIE Web RIEF, It
B, BOREEERH—ARZANAETERZHBH (SAN) UREREP L, R www.example.com
2N F%& , Nl example.com FE—NMRHFMW SAN , R2Z2F R, ERUENIHFNREAXFENR
MR —4 , EUER— /SR EBIRNERE, MREMN CA Web RIEARVFIZIESRE , 51 SAN 5
EHPBELAB. — X CALBEmITELAS.

HENFERREGHAEST , BFRE - EH CA ZJBRFENNIER. A, REATESERETHF
EIEH XM, ZXHEBETR CA NEEEMENEMIES,

® Note

IEHY CA AR XN B AB R E SR XM, ERHED , BNREA PEM X
RUER XM, WEXBES (BEFER ) RE .pemH .crt XHY RE. IRETHATE
EEABNXM , FEAXEREESRTTXEXS , AER —NMEE - PRSI UTHEHH
1TIT IR HYIREY 3L

B RN T HEBNTS R

- - - -END CERTIFICATE - - - - -
BRI E S HIT LN XX |, MR,

[ec2-user certs]$ openssl x509 -in certificate.crt -text
RIFXETREBEEREXHH. BAEREEN .p7b. .p7c BRUXHT BRAEAK X4,

5. fFETRY CA ERUEBNEMFABEEFRME /etc/pki/tls/certs BFRF,

(® Note
BN SR ESHIES L& F EC2 KAl , ERKEE. KRNI ERERNBITENN
EC2 6| LT FF — AN XA ERR (HIA , vi, nano HiBEXR ) , RAFEXHE 2 HEHIH
MW XHAE. £ EC2 SHHl ERITIX LRER |, LFEEMR [sudo] R, X , —BEHHE
FAIRBRFERZEFE , BRI EER, BiFNMMEE  TEEEHRBRRINEMZRE
TRAEFASAERAR.
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M /etc/pki/tls/certs BFEHNE , REXHAENR., AFNRRERESSEREHN
Amazon Linux 2 BRIAMPR ( FREERNR. HARNE, XE@AMEENREVEANR ) T, )
TREERTEFRANTS,

[ec2-user certs]$ sudo chown root:root custom.crt
[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1s -al custom.crt

XERTRERNTER,

-TW--=-=-==-- root root custom.crt

RENES XN RAFT4 (FIEE=R, =1, FEEATUEA, A7FLURE, EMAEGAE
) ATROIERTEEANGT.

[ec2-user certs]$ sudo chown root:root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt

XERTNERRTER.

-rw-r--r-- root root intermediate.crt

6. FATFEIE CSR WABZHAMIE /etc/pki/tls/private/ B FH,

® Note

TBEIZMAENAENRHA LET EC2 £l , BERERE. RARNIEREASITEN
M EC2 6 EFF — NN AYgmESR (HIM0 , vi. nano RiBEAX ) , REEXHEZEE
FH I XHERAR, £ EC2 KA LHITXERERT , BFER [sudo] KR, X#&¥ , —B
BEMANREERER D , BN EER, BENMRE , TEEEFHABRMNEMZS
ROTHUEFASRERAR.

M /etc/pki/tls/private BZRAE , FRAUTHSRIEX4FMEN., AANXBRRERESES
ERHH Amazon Linux 2 BIAKIR (IHEE=RAF. 4=, XNEHRAFEBEENZEVEANR )
T,
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[ec2-user private]$ sudo chown root:root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
[ec2-user private]$ 1ls -al custom.key

XERTRERNTER

-IW------- root root custom.key

7. YRE /etc/httpd/conf.d/ssl.conf LA BRIZHYFTUEF M 2340 ST

a. 7£ Apache By SSLCertificateFile T H 1Rt CA SR X HIEPHBERNXHS -

SSLCertificateFile /etc/pki/tls/certs/custom.crt

b. MWMRBKE—NFRENERXH (L RFIFA intermediate.crt ) , &M Apache #Y
SSLCACertificateFile ETRMHEBEMIHE !

SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

(@ Note

—L CAFEVIERMPEEREEHBENIHF , NIFBEEFEH
SSLCACertificateFile IE®., BEIREHN CA RHEMHA,

c. 7E Apache B9 SSLCertificateKeyFile IS HIRHAERANBEMNHERE ( EZRH
7 custom.key ) :

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

8. R1F /etc/httpd/conf.d/ssl.conf HEJF Apache,

[ec2-user ~]$ sudo systemctl restart httpd

9. BIENIEER URL =B ATHA https:// BIRMNEE RN AEN RS 2R, LAY 27 AEY
HTTPS fn&cis WE A 27 £ 55 iR
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2 SCID W U e Y T

£ TLS AIRERARTTRTE , MU EKRRZ 2, EAELRS (HIE0 Qualys SSL Labs , RS
ANENZL2RENTREENEE DN ) TERMMTIRAE, REER  SWUIREBIZHZEZI N
W, BENEZEBNHRNEZBREBCRINLZEEE, BXESEE , HSH Qualys ALK ERRE

/A Important

KEN AN RS HNLZEHIEER, PEREFRUERSB-ENZERAINBEEKR. H
TEUNZEXRSTHMETCURMEEMF ALY , At ERZ2HFEXN T REFNRSRE
BRI BAT AP,

f£ Qualys SSL Labs ¥R £ , £ www.example.com R ARZH/HW T LREFE. I H
&, BRREIEERNITER (MAEF) MERNEFEAEFE. TRELETEESE Amazon Linux 2 £HY
#RIA Apache Bl EHRIHIRE AR BRIA Certbot iEBHIHAI R &

=R B
EF 100%
NS ZE 95%
BRI 70%
R EL Y 90%

SRR EEEREEEARER  BHAREIFC TILNEENRE (EHLRFEERRFSL )

X XFRELERREREH RCA B, BREMAEEZNHFER D, RC4 Z—HAT IR TLS TR
RYRIERRD , CHAXMEBREE - LETERS. RFECERIEAZZFIERN KR BN , NEAZE
LT

X ZHIH TLS fRA&R, ZEEXHFTLS1.0( EFEAH ) MTLS1.1 (BEEHEA ) - M 2018 £t , N
WEMA TLS 1.2,
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X TREXFEIREN. DRIREER—MERNE , EEAMNLMEERAREN G S ERHET
&, XERE , EXEP , WHELEMBE HTTPS BT |, BMEMIAE Web RSB KHARER
o

4 1F TLS B B HERFkEH
1. BENARRBEI[FITF /etc/httpd/conf.d/ssl.conf BEXH , HELTTHIF K8 A AL
AREZIT,
#SSLProtocol all -SSLv3

2. AMETES:

#SSLProtocol all -SSLv3
SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSvl.2

ZIETENEM SSL IRAS 2 M 3 BAK TLS iRZA 1.0 M 1.1, I , RSB[ELEZEER TLS
1.2 BAREMIUSE iR A NFRER, ETHPNTRKXFEEE B AREEERN RS
SRECER AR

(® Note
BA T NEEA TLS 1.0 # 1.1 hx AT FRLE —/NER S T B AY Web 53] 58 85 15 B ARRY R 34

BRI BEEIIF

1. £ /etc/httpd/conf.d/ssl.conf BEEX#HH , HEI'E@E SSLCipherSuite IETWERSD ,
HEZERBTOIF LB A REREZIT,

#SSLCipherSuite HIGH:MEDIUM:!aNULL:!MD5

2. BEEANEEEHS  HEEEBIMFUAREFEAOTREEABETLENEB, LLERN
SSLCipherSuite S ET Morzilla SSL BiE A KM , ZEREBSRERS SR/ LESTWEE
HUEH TLSBE. (AXEZEEL , H2H Mozila WERARRZEM/RFHRTLS, ) &
%, BEFEAU TSR M EHFEE Apache Fl OpenSSL WS,

[ec2-user ~]$ yum list installed | grep httpd
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[ec2-user ~]$ yum list installed | grep openssl

Flan | MRIREKE SR Apache 2.4.34 1 OpenSSL 1.0.2 , BIPFEBMAB LK. MEE
HEBRUMAREMER | X —% SSLCipherSuite #% , RRZESHR KLY B
MERATFARZENNESR, NRENHHTIZFNREE , N AEHFRER I EFDEEE,

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-
ECDSA-CHACHA20-POLY1305:
ECDHE-RSA-CHACHA20@-POLY1305:ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-
SHA256:
ECDHE-ECDSA-AES256-SHA384 : ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE -
RSA-AES128-SHA256

REMRBEMHFBITE ECDHE , B & Elliptic Curve Diffie-Hellman Ephemeral W4 E ., RiE
ephemeral R RAEIRZEYE, BEAR , XEBBFRXHEF RC4,

BWEAFRAZBHNAEBYER MARKBTRETTANRIAEREEES.
HERWNIESEFIE /etc/httpd/conf.d/ssl.conf H,

(® Note

AR A ERIEREESTERNILIT , BEEHE /etc/httpd/conf.d/ssl.conf Bt ,
ZESHINT—1TH , HEZBEMZBARE—NES (XZHE ).

3. Ba, BEBERATITHKN 4 REUEX ZITHER
#SSLHonorCipherOrder on

ZETRFRSH/ALCAFBRSNER , 8 (EE~HP ) IFAREENED. BAL
ETE , BEHREERIATFNZLMERENFDZAZHELSERSNELE,

EEREXANIREG , FERRTE /etc/httpd/conf.d/ssl.conf HE#E3) Apache,

R Qualys SSL Labs EERMRE , HFIEHEE RC4 mAMNEMES , F AREN TR

BEAiF A
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UE$ 100%
NS Z 100%
B 90%
R 90%

TERIREH OpenSSL B , 5| AFTRYZREE H M BRXT IH BB X35, £ EC2 Amazon Linux 2 SRR %
B# , XJEKE OpenSSL WZ2NE , HEEFRERYFNHTEZLRENRE

PR HEBR
o BRIEF M AZEIY , BN Apache Web RS T 2B 3
MBEBLETZFBRFHNBHAERSHEZR , XEMBTH.

BRI LN ZAPRBRINZMBBER, RRERANEFRFEE-IHA custom. key WMBHNFLE
RSA Z4f , # Bt ZE4] LB R abcde12345 , NIXY EC2 KAIZITUA T an = AT E ML BRI K
NERRRAR

[ec2-user ~]$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user private]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom. key.nocrypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root:root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo systemctl restart httpd

Apache EB A N iZT 2R T ERMARB,
« FR1E1Z1T sudo yum install -y mod_ss| BT E] T £5iR.

£ SSL ZEMENEFEN , EUE2FIEUTRBERLEIR,

Error: httpd24-tools conflicts with httpd-tools-2.2.34-1.16.amznl.x86_64
Error: httpd24 conflicts with httpd-2.2.34-1.16.amznl.x86_64
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XEEEWREEHN EC2 263%H121T Amazon Linux 2, B ZIFMEH Amazon Linux 2 AMI
eI A KA,

£ Amazon Linux EBE SSL/TLS

ZL2EBFR/MERERSM (SSL/TLS) AT Web RSSE5H Web FFim B SIE— N MZREE , M
L BEEARATEPEG T, REENEWNAEESR Amazon Linux AMI 1 Apache Web RS 25HY
EC2 SE6l EFahRmxt SSL/TLS X iF, AHERELKREANEIIER. WRAEZMEA Elastic
Load Balancing , M AJ LLERE AR B Amazon Certificate Manager BIIEB1E 19 # 28 LB & SSL
HE.

MTFAEERR , Web iIZEEMMA SSL, B Web B H%x3F SSL, BEAET—AHMX TLS
ERSERT, BIMERT , Amazon Linux AMI NZAFMERA SSL HIRS B[R E, ZEHE
AR TLS 1.0 FRE, TLS1.0MTLS 1.1 EF 2021 £ 3 AERFH. AHBNETEEXBH TLS
1.2 WS, TLS1.3 T 2018 FEM , REXFNBRHIKE TLS FE ( &A% R OpenSSL ) ENAlE
Amazon Linux 2 R{EMA, B mAME 2023 F£6 A 28 BRI TLS 1.2 ESRA, BXEH
WINBEFRENEZEER , S H RFC 7568 M RFC 8446,

EAHED , FIAAX Web IZEEFA TLS.

/A Important
XLt #23E A F Amazon Linux AMI, IRE=HXEFHi ) BEHKHI EiRE LAMP Web AR
S, MAHEFHN —LEIBAEFREESHE. XTF Amazon Linux 2 , iHZFFE Amazon Linux
2 EALE SSL/TLS. XF Ubuntu , EZ R AT+ X324 : Open SSL on Ubuntu, B3 Red
Hat Enterprise Linux WER , EZ R LT : 1%& Apache HTTP Web fEH 85, BRHAM KM
K, BSRSE T IZRA Y,

® Note

HEF , BE T LAEREA T Amazon Nitro Enclaves # Amazon Certificate Manager (ACM)
X2— Enclave BIAERF , AIfEZEE Amazon Nitro Enclaves F2A B #MFAH SSL/TLS i
F 57 Amazon EC2 K6l LiZ4TH) Web N AR F MRS —#EE M. Nitro Enclaves &—
I Amazon EC2 Theg , AIMAGIEREMNITEREURF ML LA ESERBROEIE , i
SSL/TLS it FHMAEZEH,
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& AT Nitro Enclaves B9 ACM 532177 Amazon EC2 Linux 354 £ nginx £& A , LA
BIEZH. 2 XIEPANAEZHAUAREBIERET,

EFA5E AT Nitro Enclaves B ACM , 255 {E A E A T Enclave B9 Linux 4,
BXEZ{EE , 551 Amazon Nitro Enclaves A F8EH R 14 2 Amazon Nitro

Enclaves ? f5& A T Nitro Enclaves By Amazon Certificate Manager.

P
. RREH

- SR ERSHFLEATLS
+ S 2 FE CA BRMIES
- I3 NRANBILRZEBEE

.« BEBERR

TEIRFAF
EFBAHRRZE , BERATSR :

£/ Amazon Linux AMI 53 EBS X#F5HRfl. BXEZEE , BSRLSER 1 Bk,
c BERLAUATENEFIEZLT TCP w0 LAIER !

« SSH (%O 22)

« HTTP (#%E 80)

- HTTPS (3% M 443)

BXEZER , BESENEN Linux RO IERE,
+ &% Apache Web fRFE5. BXxoF iR , HSHAHIE | 7 Amazon Linux EZ% LAMP Web RS
2o NEE http24 I RHEMBII ; ATLAZRES K PHP Rl MySQL #9i%8H,

« RATIRBIFIIER YL |, TLS A EZ4AEMRE (PKI) KB T & R4 (DNS), EFE A EC2 LHlitE
NHERY | BWEER Web REEFM—NMEE |, & FI BB HILLER Amazon EC2 £Hl,
AENRZE=FEEMA DNS TE RS KMITIEIRE | Al BAEA Amazon Route 53 4TIt iR
1E,

S| ERSBLEATLS

&I : A Automation TR AR
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ZE & A Amazon Systems Manager M AU TEF TR ARHIE |, B121T Automation X,

ZE RIS ETHKIE Amazon Linux EEA BEERFIEPREE TLS IR,

® Note

BZXRZIEPXNTFIRARAE#ESH , EXTFE=FTR, MREBFEZZIERLLTFE Internet , N
BN ERRE R EE,

ERSERLEBA TLS

1. EEIENEHIHBIA Apache EEFEIZTT,

[ec2-user ~]$ sudo service httpd status

MAEME |, B3 Apache,

[ec2-user ~]$ sudo service httpd start

2. NAREWAERGEZHBL TEIRS , BUNENZFIMITRERGEH. KIETRER/LDH
RBtiE , BAFBERGRERINZEERTNRBEES,

(® Note
-y BARKEHMNTRREIN, MREHFLEELRAREEH , N A2 IZET,

[ec2-user ~]$ sudo yum update -y

3. HE , BIEHIREFE |, HL%E Apache 3R mod_ss1 BURM TLS X :

[ec2-user ~]$ sudo yum install -y mod_ssl

CHRBIMAEER LT XM |, AT ERAXENHE B R £ RS 1B U AT
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https://console.amazonaws.cn/systems-manager/documents/AWSDocs-Configure-SSL-TLS-AL/
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/etc/httpd/conf.d/ssl.conf

mod_ss| WEE X, BEa8E&—E 4SS "UIER Apache EALERUTEE | MEZAMIE
B, EAFH TLS HIURAU R BEEZ N INBEZD,

/etc/pki/tls/private/localhost.key

£+ Amazon EC2 EHIHY Bh4E KK 2048 1 RSA FAE R4, ELEHIA |, OpenSSL EEA
WZAERBEBEZENIES , BHAFEARFRAERTEPBZRZIER (CSR) LUERAIERBMA
¥ (CA).

/etc/pki/tls/cexrts/localhost.crt

HMNRSH[ENNEIERNEZSE X509 iEH, BENXREEWIEE Apache SUfEA TLS
ZIEPRIFEERAN,

.key F .crt X#398 PEM X , Eh a2 X Baseb4 {miBH ASCII F5F , ¥}
FA“BEGIN’FI“END”1THERXR , 0 FHEHM B R IUEH REIFTT

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTAiLOt
MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
DBBTb211T3InYW5pemF@aW9uMR8wHQYDVQQLDBZTb211T3InYW5pemF@aWOuYWxV
bm1@MRkwFwYDVQQDDBBpcCOXxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z51RUE/XzxRLBZ0OoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMz0OvDedRE jNKAvk4ws6FQ
WanXWehT6FiSZvB4sTEXXIN2jdw8g+sHGnZ8zC0sclknYhHrCVD2vnB1ZJKSZvak
3ZazhBxtQSukFMONWPP22a@DMMFGYUHOdOBQE8sBIxg==

XHENT RBBERRATRMEERN , WHEEKEF N ; RE cert.crt XHFHEXESERME
BIMNERH , BALUFIERGE RN cert.pem, ssl.conf EAMEMIXHERE,

(@ Note
EEALZECHBENXHERIRIN TLS 3 #et , ERARENRA PEM &K,

4. EJ3 Apache,

[ec2-user ~]$ sudo service httpd restart
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5. HUE , #9 Apache Web FR5- 58RI T i 0 443 3% HTTPS (€2 HTTP), B FIEM EC2
By 1P bt L REFHE SHIR https:// — B AN K] URL ERRIE#H# T, AT
BEECABSENTUGEENEPEZIUR , ENNKEETRESER—RILLES,

P LB EHAMEEREILR . MREIA Apache NHTEITIF , XEREEE KD ERS R LE
B TLS, EMRBRMNBS R 2AERMNAERENEBRZLBNET .

ATHLERBREFEINEERFR  EFERN—NES , ZUEBFNATMNE , mBEERT LT
RiFENERFIBEES®D.

S 2 JREL CA LZMIEH
T LU A BTN 23R EN CA S RiEH -

« NRAEFHPERIUERZEFER (CSR)
« ¥ CSR EBRAUHMANI (CA)

« RENE AW ENIUEH

« BL& Apache SAERIE$

MMEAEE , BER TLS X.509 ETHIERE CAZRIEFTLMEE. —EZBNXIIETHRE

H , MIEHRFZEE ; CARiE , ERARFERRLES 28 , ELRIFENAENR. 1 Web 352515
Be—1N CANSIK , NRR[BHMBEEXLE CA RMITIEME, X509 EFETEITE —NESENLE
BRS|[EBEAXN RN LXEBAN —MANMBLSRAEFZLABTEARKN CANER, LHHHE[EL HTTPS
BT Web RS8R, RSEIPFHEHIEBUEN KRR EHAE CA IR, MRXFBALTIE
L, HEIHAEMBAEEFAAKN —RIEETRR , W3 ERF SRS [DE —MRENBLREE
EFH N TE.

ATRIEFERFERAAD , EPBEERFERA , BNk HE=R, —& CA RHREEMBHIE
B, HPREBIEMN CA E Let's Encrypt BB , ZM B FIEBUBINKITIENENL. BX
£ Let's Encrypt IR EZFER , I§SFIKRE Certbot,

MBEEITERHEBFL RIS , Amazon Certificate Manager  — N R RYIEEE,

FNIEPHEMEEH, B 2017 Fi2 , BUTFT L BEEINIY RSA BEEA 2048 UM H/NEH (B
) K/, EERFXEER 2030 £, OpenSSL £ Amazon Linux # 4 Y BRIA R B/ R 2048
L, ERENENEIEBRNFHERT CALENIESR, TANETEETEBENFHANARNE
KEE , i, EERARRBBIFEATEME S EZHNTE,
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https://letsencrypt.org/
https://eff-certbot.readthedocs.io/en/stable/install.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-overview.html
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.4.2.pdf
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BRIFEGIMBTMHFLER DNS 5 , BN , HXRIKEL CA LR FHIEPHXLEHBATEM.

FREL CA £ EZWiIEH
1. EZREH LB H S ME /etc/pkiltls/private/, XRFMER T TLS WIRFSSH[AEFHANWE . W
BIRFZLEFERAUMEENZBPERER CSR, BRELSRE 3.

2. (W) ERFHLBER, TEAR—ERAEETRS . FAEXRNZHERAT Web Br525 , B
EMNXEZ£NERXNNBERHRTE,.

« RO 1: BIEERIA RSA EHEH, EHHIXH custom. key B —1 2048 {1 RSA B E4,

[ec2-user ~]$ sudo openssl genrsa -out custom.key

« "2 QIEEAEREHRNETKE RSA B, £ H custom.key B —1 4096 1
RSA B EH.

[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

- Rl 3 : QIEEEZRIBRIFH 4096 L INZFH RSA Z4H. £REIH custom.key 2—NEMF
A AES-128 Z1B %M 4096 {2 RSA FABE %4H,

/A Important
NEZEA/TNERAERL M , EATNENBAFTERD , RIKB T = 2HAR
SEEATE. FHEEALZRAN , MLAEY SSH ERREZD (£ L—FFA
HJy“abcde12345” )

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

« 1Pl 4 ERE RSA BB EIER. RSA MFAERENEKE , RAELXEBRANKNETHEN
REHHTR, T, AN TLS ¢IZEMAIE RSA ZEBHNER. EXNRSFRIINTEMAT
ETHRMENBFZZENFHED , TEERER.

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey

23RN —MER prime256v1 ( OpenSSL XHFHY“an & M%” ) Ky 256 (UM E ML FLERHA, BIE
NIST , EinZ8ErE T 2048 f RSA &4,
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http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_part1_rev3_general.pdf
http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_part1_rev3_general.pdf
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® Note
HIEFE CA X ETHE & ZAN IR B 53 RSA BN X ERAIMEE.

FHEAFNLEZNEASERFNAMERANNR FIEE=-R. 4=-R. NEGQMEENRIVE
ARPR), BRWT :

[ec2-user ~]$ sudo chown root.root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

R HRIERATE

-IW------- root root custom.key

EORABMERENZAS , WELEIE CSR.
3. EAZMEEZRHCE CSR; THNWRAEIFER custom. key :

[ec2-user ~]$ sudo openssl req -new -key custom.key -out csr.pem

OpenSSL fHTH — MW FE , HETEBAATRPIETNER . N TEANKLIGEUEH EVIES
X% , B Common Name LLAKIFTE FERE R I FER,

B iR Tl
ExR/MXE AREFGBXWHENFER ISORBE, Us (=%H)
p
MHE B HAFREMNHEN B, LEHRTAFERASE Washington
B,
P tth & TR BHELRFRERE |, i, Seattle
HABR HAOAWEESM. BONRBHREM. Example Corporation
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FFIERE (ERAT Linux 246))

B iR

ALERI A FAWARER (MRAB).

i

NGRS WEXREEFER PR AR KER[PH Web

it TELE, BE , XRFUAENEHAE
FHE L HFKX A www. example.com 1ER
WElE. EEABXSRIEH BT DNS fFiTH
Mg, AABTEEREBEENAE. CAKER
HBEAESHIED , XEITFPEZERFEN
( 53N *, example.com ),

B3, - BB 44 3t AR S5 25 B T G Y BB F R AR 3 ko
1t

=~

RBIERT]

www.example.com

someone@example.com

&5 , OpenSSL R ERM A ALENRIAFL, LEBLUERT CSR MEE CA 2ANES ,
HibFETE CA RUNARMEZEBUREMIIEFTR, TEXTAENER. CSRAAEBILE

e BR 35 2R 4R 1E

RN X csr.pem BERNLNERH,. BN LAEFRHANEFIR R EH AN THIE

4. TF CSRIER4 CA, XBESREEXARESTIHIF CSR XHHTFANBEFIE Web RIEF, It
B, BUREEERH-ARZANAETEZHABH (SAN) UREREP L, 1R www.example.com
2N FA%& , Nl example.com FE2—NRHFHW SAN , R R, ERUENIHTEFNRBAXFEN A
MIEA— , EUEE—/NEBEHRRNWERE, MREH CA Web RIEARFIZIERE , 51 SAN 5

RPLENAE, ~ L CA2ATETELASE.

HEENFERREGHEST , BFRE - H CAZXBHFENIER. A, REATELERETHF

EIEH XM, ZXHBETR CA NEEEMENEMIES,

@ Note

B0 CA AIRE 2N EHTRAE , REZSHEAN XS, W TAHE , BRZREA
PEM #&RAIEBXH , WIEXNBEBES EFEL) 58 .pem = .crt T BB, WREFR
BEEFERABANY , FANKNRESRITHAXEXH , HERTE—INHZANMEEUTH

SKHYIRBY STAF
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BZXHENEBUTER
- - - -END CERTIFICATE - - - - -
& T AN T PR R m 4T £ 324
[ec2-user certs]$ openssl x509 -in certificate.crt -text
BIIXETREETRENHD, BARALENRN .p7b. .p7c ERLUNXHT BAEM K
5. K CA LRIEBMEMPENERKE /etc/pki/tls/certs BHFEF,

® Note

TBEIZMAENEENRH LEF EC2 £l , BERERE. KRARNITEREASITEN
M EC2 £ EHF —NXARRESR (HIM0 , vi. nano RiEEX ) , RAEEXFEZEE
FHKMEXHAR. £ EC2 K6l LHITIXLERER |, BFEER [sudo] R, X, —B
BEMNRERERE , SR ES, BEFE/NMMRE , FEEEF AR NEMTS
ROTHEUEFASRERAR.

M /etc/pki/tls/certs BXAF , FRAUTHSRIEXHMEN., AMNBREEREES
ERH# Amazon Linux BIAKR (#HEE=RBAFF. =8, XERHREEMNZEVEANR ) T
[T

[ec2-user certs]$ sudo chown root.root custom.crt
[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1s -al custom.crt

LR TR ERATEE

-IrwW------- root root custom.crt

RENER XA RA T (FIEE=R, A=1R., AAEETNUEA, ATRW, EAAGHER
Hy)o ﬁ'%ﬂﬂ? .
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[ec2-user certs]$ sudo chown root.root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt

LiRar R ERA TS

-rw-r--r-- root root intermediate.crt

6. MREFEHEENZRHACNEEHN CSR MALERWENUES |, iEM /etc/pki/tls/private/
BXHHBRIEGSE DR , RAEEZEXRPLEHESR,

® Note

BEMAEAMLEEN R LER EC2 4, BHRERE. HRESNAERESBITEN
N EC2 Kf| L BITFF — AN XAYgwESR (W vi. nano, IBEAXF )  REEXHEZHE
FHKME AR, HE EC2 KO ERITXLEERER | BMFEER [sudo] R, X#F, —
BEREMNREEERE , LR EIEER, EFNMRE , FTEEEHRABTRNIEM
ZRNTIRAEAEXNERRE,

M /etc/pki/tls/private BRAI , REXHAEN, ANNBERERESSERFIN
Amazon Linux BRIANER ( fHEZ=IRAF. 4=, NEMQHEEENREF/EANRE ) T, o5
wmE

[ec2-user private]$ sudo chown root.root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
[ec2-user private]$ 1s -al custom.key

LR RERATEE

-IW------- root root custom.key
7. Y% /etc/httpd/conf.d/ssl.conf LA BRIGHYFTIEH F B 4A X4

a. 7t Apache #y SSLCertificateFile T H R CA LR EHIEPHWBEMNXHEFS -

SSLCertificateFile /etc/pki/tls/certs/custom.crt
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b. WMREBWE—ANPEEERH (LRHIFHR intermediate.crt ) , B Apache £
SSLCACertificateFile ETIRMHEBEMIHE -

SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

® Note

—L CARENEBMFRIELASE —IXHH , EFBFELRETT. FEBL
Y CA RRERHEH,

c. 1E Apache B9 SSLCertificateKeyFile T HIRHELERANRENIHE

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

8. {R&7F /etc/httpd/conf.d/ssl.conf H#EF Apache,

[ec2-user ~]$ sudo service httpd restart

9. BEENNEER URL =B ATA https:// BARRNEE RN RGN RS 2R, ERVR K 2[NEY
HTTPS tnE N T E A 27~ £ iR

SB 3 MNHNBILREEE

ETLS IREALNTFRAE , MMRHESSFRLeM, FATELRS (B0 Qualys SSL Labs , RS

AXNEHLLRERITRBENELES N ) IBRMBITIRE, BELR , SUUREBIRFZEZHH
W, BENZEBNERNBEREBILRINZLEE, EXEZEE , B35 Qualys lIAALAXNEKTH
a8

/A Important
KEEMIAX RSHNLZEMFEER, PERBERURESBTENRERANKBEEX. H
TEUNZ2XRLTM B ARNBEMFTXER , AtEBRLLEFEN T RIFNVRSHRE
BRUERLAADH,

£ Qualys SSL Labs W=t , F www.example.com X BARSHNTLRET B, AFDH/E |
KRB RTR MABF) MERWIFAEE. EABREEERREEARNER , BiFHRE
WRE T ULANEBER R, a0
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https://www.ssllabs.com/ssltest/analyze.html
https://github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide
https://github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide
https://www.ssllabs.com/ssltest/analyze.html
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X XERELERXEHRFER RC4 EiB, BEERNBEENEFR L. RC4 2—FATINE TLS BITER
WIRERZRS , EAXRBEBEE-Y™ERS. RIELEXRIELAIFEMRNKES , &0 , NERAZR
i,

X ZHFIHTLS AR, ZEEXFTLS1.0( EFMA )M TLS1.1 (BFER ) . M 2018 £FtH , NE
WA TLS 1.2,

AIE TLS BLE

1. EXREBI[PITF /etc/httpd/conf.d/ssl.conf BEXH , HEUTHMNTHTFLE
AN SRR X LT

#SSLProtocol all -SSLv3
#SSLProxyProtocol all -SSLv3

2. AMUTES

SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSvl.2
SSLProxyProtocol -SSLv2 -SSLv3 -TLSvl -TLSv1l.1l +TLSv1.2

XEETENEZER SSLARA 2 M 3, MUK TLS irAS 1.0 M 1.1, TIE , RS[ELESSER
TLS 1.2 BRI &F P i 2 R MEEE, BRI KNXFAEFTEBEHAAREER
SERIER,

® Note
LAt NEA TLS 1.0 M 1.1 AR AJ PR L —/NEB 0 L B Y Web 33 53 85 175 1R SR B9 R 5 o

LT omad: EREEIES

1. HBEESXH /etc/httpd/conf.d/ssl.conf , HEIBEATFEE SSLCipherSuite #
SSLProxyCipherSuite By 2 X RBENRHINE 5 o

#SSLCipherSuite HIGH:MEDIUM: !aNULL: !MD5
#SSLProxyCipherSuite HIGH:MEDIUM: !aNULL: !MD5

REFENFZ , ARCNTEHMILTES !
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http://www.imperva.com/docs/hii_attacking_ssl_when_using_rc4.pdf
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® Note
ARG EFEFETERAILT, EXFANMNETHARE—TLEBBENRZRATEE

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384 : ECDHE -
ECDSA-CHACHA20@-POLY1305:
ECDHE-RSA-CHACHA20@-POLY1305:ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE-ECDSA-AES256-SHA384:
ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE-RSA-AES128-SHA256:AES: !
aNULL: !eNULL:!'EXPORT: !DES:

IRC4:IMD5: ! PSK: 'aECDH: 'EDH-DSS-DES-CBC3-SHA: 'EDH-RSA-DES-CBC3-SHA: | KRB5-DES-CBC3-
SHA

SSLProxyCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-

SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305:

ECDHE-RSA-CHACHA20-POLY130@5: ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE-ECDSA-AES256-SHA384:
ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE-RSA-AES128-SHA256: AES: !
aNULL: !eNULL:!EXPORT: !DES:

'RC4: !MD5: ! PSK: !aECDH: ' EDH-DSS-DES-CBC3-SHA: ! EDH-RSA-DES-CBC3-SHA: | KRB5-DES-CBC3-

SHA

XEZE R OpenSSL FEKNZRIFFWMIRN FE, RFUTIVERRIX LR AN HEITH
FF:

o XA BIRZR MY 85

+ Strength

* Speed

« BBV TEBRIIZE
« RTFNEBNVTHELNZEDZH

SRFBW BT EHF ECDHE ( &R Elliptic Curve Diffie-Hellman Ephemeral ) ; ephemeral &
RERREME, I, RC4 HENLTRELENZBHRNLEREL.

BUGEAZBNABIIER  MAKBTAEFTTANRAEREEES, LEFHEBIIRI
RRZARNIIR— ; Hla , EBAIERFLEMLFIR NIRRT AR [ BTRE .
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MREMITREHFRIBNE I , WAL DES-CBC3-SHA ZHBEHF.

3t OpenSSL MEAXEF NI AT ZEHARAIBEE, £ EC2 Amazon Linux RHIHRIFHH , XE
kB OpenSSL WZE N , HEERRBRYFNHFZERENRE .

2. BIMBRYBUEXN A TITHOER
#SSLHonorCipherOrder on
ZTRERSRACERESRED , BF (ELRAH) XFEMREENZL, SALES
B, REHREERRIATHRZEMRENBE I REYSELTE2NEE,
3. EJF Apache, WIRMETE Qualys SSL Labs EEBEXRNRE , N&%kH RC4 ®RABHEE.
PR HEBR

BRIER M AR , BNFEM Apache Web [RE BT 2B 3
MRBZRETZEBRFONBNIAERSH[EZEH , XRFTHTH.

BRI LN Z AP RBRINZMBBER, RRERANEFRFEE-IHA custom. key WMBHNFILE
RSA #4f , 7 Bt B4 LB R abcde12345 , NIXY EC2 KAIZITUA T an & AT E UL BRI K
NERRAR

[ec2-user ~]$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user privatel]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom. key.nocrypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root.root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo sexrvice httpd restart

Apache B /3 3 Bt R iZ A 2 IR R IGR B,

FE& WordPress &

AT DEWNHENE T {I7E Amazon EC2 £ L 2%, BB FEH WordPress 8%,

& WordPress 8% 85


https://www.openssl.org/
https://www.ssllabs.com/ssltest/analyze.html
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® Note

B X AL2023 WordPress ##2 , 555 (Amazon Linux 2023 User Guide) ## Tutorial:
Host a WordPress blog on AL2023,

$¥ WordPress BEIEEE
« 1€ Amazon Linux 2 38 WordPress %

£ Amazon Linux 2 L& WordPress &

AT S BRISGHS B IRIE Amazon Linux 2 356l E &3, BLEFMRI WordPress &, REERRIFH
Amazon EC2 AI'1¥#E , RN B A LT 2B FFEE & WordPress & H Web IR 28 |, XXERFE
ERSKHEHFTR—NRBEMN AR,

EBAREHFBRUEBHANEHNRFSFLEF LT . I TFAFES Web RS FEREEEREMNEEL
WordPress Z%&3ki% , Amazon CloudFormation fRE 4 &S24 A LEERIE A [TH WordPress 1R,
BXEZEE , i3 Amazon CloudFormation AFEREFHAI], MREESHFFER WordPress
BEHEEE Windows 34l £ | 359 Amazon EC2 Windows 3£ f P 5 R R B £ 8 H) Amazon

EC2 Windows 3£ E#8%E WordPress %, MRABEEFT/BREENSTAMBRLR , H5

¥ Amazon Elastic Beanstalk 7F & A R i8R EE & 7] A WordPress M ik,

/A Important

XL FEEA T Amazon Linux 2, BXEMEARANELEE , BSRAHEEAXH, &
EPHRZTSEX Ubuntu SRHIHTIER. BXE Ubuntu 34| 2% WordPress FI#Bf |, iF
27 Ubuntu M A4H# WordPress, & LAfEA CodeDeploy % Amazon Linux, macOS
Unix 2% EEREES .

F&B

. EREH

« T WordPress

- HB) | RENE DNS EMALEE RS HBNIEETRE
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https://docs.amazonaws.cn/linux/al2023/ug/hosting-wordpress-aml-2023.html
https://docs.amazonaws.cn/linux/al2023/ug/hosting-wordpress-aml-2023.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/EC2Win_CreateWordPressBlog.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/EC2Win_CreateWordPressBlog.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/php-hawordpress-tutorial.html
https://help.ubuntu.com/community/WordPress
https://docs.amazonaws.cn/codedeploy/latest/userguide/tutorials-wordpress-launch-instance.html
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FRFM

LR RIZ B D ERTE Amazon Linux %% LAMP ( A F Amazon Linux 2 #9 £ Amazon Linux

2 F%%E LAMP ) FWFIESBIEE 7 —/ Amazon Linux 2 241 , EhEE%# PHP MEERE

( MySQL = MariaDB ) I ZhEEIEE R Web fRF53R. AHBEENATERHERLAUAV HTTP
HTTPS REMZER , URATHEMRN Web RSB EWIRE XA IR LANSER, BXRRMAN T EL
SHNER , BZHE mE2 AN,

SR ZUB WSS IP #ut (EIP) SR IER THEE WordPress R R SKHIRER, XRFEHLEERISZHIRY
28 DNS it ERMAPMIEN TR, MREE - THB|BTEREATENESR  NUERZHEEHN
DNS g% , fEEISMEER EIP it (MNFHE , BHRREHWEREMRE), BTUART— EIP it
BEEREETHXRGIEXREK. BXRXEZER , FSREM P #bil,

MREHEBELRREEE , N AFEA Route 53 JEM —MI B HIGEHSEHFIM EIP it SEHIEE X
Bk, BXEZEE , 5% Amazon Route 53 FF A A RIEREHAIFE A Amazon Route 53 JFAHEF o

=% WordPress
&I : A Automation TR AR

E & A Amazon Systems Manager Automation A2 TEFTERAHIE |, 151517 Automation 3L
(=B

EEREES , RETEH WordPress ZERH .

TEHEE WordPress R332

1. A wget 5 FTEHERFH WordPress 2% &, U THTHRAXSTHRIRA
[ec2-user ~]$ wget https://wordpress.org/latest.tar.gz

2. BEABHERRES, REMNHREEEIEBRN wordpress BIXHRK,

[ec2-user ~]$ tar -xzf latest.tar.gz

R L% WordPress SIERBIEE R MBUEE

£33 WordPress REFHER , HINBFEFINEEXENA/ITE, KEEFPEUEZACHESR
BEE | AR - MENREZBEENEE A REERFIZBEENAF.

1. BIBEFRSSR.
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[ec2-user ~]$ sudo systemctl start mariadb

2. Blroot AFSMEFBEERS R ERERTHBMALHEIERE root B3 , ©WRESEHN
root REFRBFE ; WREHARGENBBEERSHFNE , cEEARRZEM,

MRBERGENBREFERSSFMNE |, WARRITIIRE, BXESER , B8 &P
MariaDB fgZ585 ( Amazon Linux 2),

[ec2-user ~]$ mysql -u root -p

3. NER MySQL #iEFECIZA - MED, LI WordPress NS FHE A X LEESEN MySQL
BEBEE.

BRAECHWEAFUERRE, BIEENZEHEALSSZH (), EAXNHHETENGS.
BXUEBEREZHMEZEL | BHZ http://www.pctools.com/guides/password/, iENEEFEH
NERDE , HERTYZBREELZENNE,

MANUTHT  UBRE-—NRAFBENED,

CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';

4. BIBHERE. NBEERH-IMPEEUHNHERERFR , flW wordpress-db,

(® Note

LT THBEFEEMRINIRASHAREIS. EERE L, k515 () BBELX
T Tab BN LS, ATERFERSIS , EREMNATEEREESENHEAAMHNIEE
PN, PIIEFR,

CREATE DATABASE ‘wordpress-db’;

5. X&ZEIBIZER WordPress AP &R FEBIEEN TS 1HRINIR,

GRANT ALL PRIVILEGES ON ‘wordpress-db’.* TO "wordpress-user"@"localhost";

6. RIFBIEENRUESZEHFRAEE R,

FLUSH PRIVILEGES;
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7. 1BH mysql BEF .

exit

B2 M4 wp-config.php X4

WordPress ZEX#H#RBEE N wp-config-sample.php W RHIEEX ., EALTERF , BEEH
WX HHBITRELESENEGEE,

1. $¥ wp-config-sample.php XHEHIHN—1NE 7N wp-config.php BIXHf. XEFEMSBNETHN
REXHHNRENTHEEXHFREREENRD

[ec2-user ~]$ cp wordpress/wp-config-sample.php wordpress/wp-config.php

2. ABERMXAEmES (20 nano = vim ) 4% wp-config.php XHH i AER TENRZEN
B, MREBEEANXARRES , nano LREESVFEEA,

[ec2-user ~]$ nano wordpress/wp-config.php

a. ZEHEN DB_NAME MI{TH I database_name_here B NIETE Step 4 W) N &%
WordPress S| 2 54E FE A P EIEE P2 BEES .

define('DB_NAME', 'wordpress-db');

b. Z#E X DB_USER KITHIF username_here BN EE Step 3 B Z % WordPress #
EREEAFABERE D2 BEERF,

define('DB_USER', 'wordpress-user');

c. EHTEN DB_PASSWORD HI1THF password_here BN IRTE Step 3 M9 N &%
WordPress S22 53EE AP NBERE Del2AEE,

define('DB_PASSWORD', 'your_strong_password');

d. &, BN Authentication Unique Keys and Salts B9—F7, XL KEY 1 SALT &
7 WordPress AP # R A 1T EHL L #5858 Cookie R T MER. EmMS=Z , A
KWRENERFERN L RELZ S, I https://api.wordpress.org/secret-key/1.1/salt/ FEHL4E
R—AFAE , BALLNXERAESHHMEEE wp-config. php X, EXEMXAE
PUuTTY 4% , I ARRESRE/M AN |, HE PUTTY KA HRE EERF.

Amazon Linux 2 89


https://api.wordpress.org/secret-key/1.1/salt/

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

BXZEBRPMNEZEL |, BHE https://wordpress.org/support/article/editing-wp-config-
php/#security-keys,

® Note
UTERABER ; E2NEAATERITREE,

define('AUTH_KEY', ' #U$S+[RXNS8:b r-L O(WU_+ c+WFkI~c]Jo]-bHw+)/
Aj[wTwSiZ<Qb[mghEXcRh-");

define('SECURE_AUTH_KEY', 'Zsz._P=1/|y.Lq)XjlkwS1y5NI76E6EJ.AVOpCKZZB, *~*r ?
60P$eJT@; +(ndLg');

define( 'LOGGED_IN_KEY', 'julqgwre3V*+8f_zOWf?{L1GsQ]Ye@2Ih”,8x>)Y [, (*[Iw]Pi
+LG#A4R?7N YB3');

define( 'NONCE_KEY', 'P(g62HeZxEes [LnI*i=H, [XwK9I&[2s[:?ON}VIM%?;v2v]v+;
+79eXUahg@: :Cj');

define( 'AUTH_SALT"', "C$DpBAHF[IK: ?{ql ‘sRVa: {:7yShy(9A@5wg+ JIVb1fks_-

Bx*M4(qc[Qg%IT!h'");
define('SECURE_AUTH_SALT', 'd!uRu#}+q#{f$Z?Z9uFPG.${+S{n~1M&%@~glL>U>NV<zpD-@2-
Es7Q10-bp28EKv');

define('LOGGED_IN_SALT', ', j{00P*owZf)kVD+FVLn-~ >.[Y%Ug4#I"*LVd9QeZ"&XmK |
e(76miC+&W&+"0P/");
define( 'NONCE_SALT', '-97r*V/cgxLmp?Zy4zUU4r99QQ_rGs2LTd%P; |

_eltS)8_B/,.6[=UK<J_y9?IWG"');

e. FREMHHBRHXAKRIER.

¥ WordPress X% %% Apache XHERB X T

- DUE , BEMETREXHR., AIBT MySQL BEEMAF HBENLT WordPress BB X
#, BALRERFHFENZREXHEHE Web FRFEFXAB B F , WETLUEITRERA
TERERE, XEXHNVERRTEREE WordPress BETF Web RS ESHIEFRBEE %
(#5130 , my.public.dns.amazonaws.com) ERMNFREZTHENT B FRRXH4F (4]

w , my.public.dns.amazonaws.com/blog) H,

«  MWMRFE WordPress EX B E R TIZ1T , IBEH| wordpress X B EXHAR (EF-2EB
FARF), MR :

[ec2-user ~]$ cp -r wordpress/* /vaxr/www/html/
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WMR%HE WordPress EX R EF THEME FHIET , AR ZER , AERXHEH

B, EHRHIF , WordPress M E F blog &1T :

[ec2-user ~]$ mkdir /var/www/html/blog
[ec2-user ~]$ cp -r wordpress/* /vaxr/www/html/blog/

/A Important

HTFZ2RHA , MREFRTELEH AR T NI , BB 1E Apache Web ARS8

(httpd)o FREXHBIE| Apache XHEIRBE F TG , WordPress Z&EMAFARZRYT |, W
& Apache Web ;5851217 , KB LR B HREBEENNRE. ELIE Apache Web R
K87, W AT sudo systemctl stop httpd, MRBENVFHER T —NEER  MFAEELIE

Apache Web R85,

FLiF WordPress i permalink

WordPress permalink EZE{#F Apache .htaccess XHFREEEIE , BRIAMBER T XEXH1E
Amazon Linux E4FERRS. FEAREER R Apache XEBE B XA FIEES,

1.

2.

FEAEERNXARmES (W0 vim 2 nano ) 7 httpd.conf X#. MRZEERNXAEE
25, nano KB EEHFEFER,

[ec2-user ~]$ sudo vim /etc/httpd/conf/httpd.conf

K E|LL <Directory "/var/www/html"> FkHIEB5D

<Directory "/var/www/html">
#
Possible values for the Options directive are "None", "All",
or any combination of:
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

Note that "MultiViews" must be named *explicitly* --- "Options All"
doesn't give it to you.

The Options directive is both complicated and important. Please see
http://httpd.apache.org/docs/2.4/mod/core.html#options
for more information.

HOH HF O OB OH O O OB R
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#
Options Indexes FollowSymLinks

#

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOverride None

#
# Controls who can get stuff from this server.
#
Require all granted
</Directory>

3. ‘EULHESHFE AllowOverride None 72 RiEE AllowOverride All,

(® Note
WX HHEZA AllowOverride 17 ; BHMAREX <Directory "/var/www/html">
B0 R HITT,

AllowOverride ALl

4. REXHFREXARmER.

£ Amazon Linux 2 &% PHP B 4B E

PHP ¥ GD EATZEUE G, NREFEERNBEENHERSG , BTERLE. BLENW
phpMyAdmin iR AJEEFE E N EMNIFERERA (HlE 7.2 ) -

FERALT a5 Amazon Linux 2 L &% PHP BF.4BE. Hla , REE LR LAMP ¥k E
M amazon-linux-extras % 7 php7.2 , Miten &% 7.2 IREY PHP B 4B &,

[ec2-user ~]$ sudo yum install php-gd

ERIELTRNRE , BEANUATHS
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[ec2-user ~]$ sudo yum list installed php-gd

THR R
php-gd.x86_64 7.2.30-1.amzn2 @amzn2extra-php7.2

&8 Apache Web RS 85 H9 SXHR

WordPress I E LT FATHEEESR EAE XS Apache X#41R B FH B ANR (51403813 “Administration
(BE)RE LEEREE), MREMRITIHERE , BRAATEREXRFNR (£ LAMP Web 5525
HEPEERNEMNER),

1. F /var/www RERABNWXHFIENIIRF apache AF,

[ec2-user ~]$ sudo chown -R apache /var/www

2. F /var/www RERNBHAFFENR T apache 4,

[ec2-user ~]$ sudo chgrp -R apache /var/www

3. EH /var/www REFHFZWBEZNER , ARIMABAREREERRKFEFZLENA ID,

[ec2-user ~]$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {} \;

4. BEFAMEHR /var/www K EHF B FZHERER,

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0644 {} \;

(@ Note

MRIEEFITE R WordPress A1E FTP fRS588 , MFEEREXEN Group (4 ) BRENER
WARE, HEF B steps and security settings in WordPress ( WordPress H #2515
MELIRE ) RFERIX —FIE,

5. EJ3 Apache Web BR%588 , LA TR EK

[ec2-user ~]$ sudo systemctl restart httpd
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f£ A Amazon Linux 2 11T WordPress &7

BB MR ITFRLE WordPress, B EANSDTERTRERS., LIEBFNHSERTF Amazon Linux
2o

1. fEH systemctl W HHER httpd MBEERSEBRREBS N B,

[ec2-user ~]$ sudo systemctl enable httpd && sudo systemctl enable mariadb

2. WUEBEERSRREEEET,

[ec2-user ~]$ sudo systemctl status mariadb

MRBFEERS KRBT , BRI,

[ec2-user ~]$ sudo systemctl start mariadb

3. WIF&EE Apache Web fRZ588 (httpd) EEEETT

[ec2-user ~]$ sudo systemctl status httpd

R httpd RF KRBT , HE.

[ec2-user ~]$ sudo systemctl start httpd

4. 1£ Web 254 |, 8 AR WordPress & # URL ( B354l .248 DNS Hutit |, si& Zibit 5 IR
blog X#* ), #BMNIZALAFE] WordPress T34, ## WordPress Z&RFIFENEE. &
B %% WordPress Tl T3, BXEZEE |, 1SR WordPress Rk ISR 5 : 12172 %<
7,

BELR
ENLEH WordPress &G , BZEEEHMHEEE
FREENER

MRBE—NSEH EC2 24|89 EIP it XBXMiEE |, N FENBEERENFERZEEMAT R EC2
/N8 DNS ttitit, BXEZEER |, 5% WordPress Wi R E M s URL,

BELNER
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FBA RSN EBERENEATRNEZINE ST , ANoENREREEEMILBER. B2 , B8
ZRUBARESES , NTISBEELXENENMEER, BABNWEESHRRETAEELEmE 20T ,
N IEH LB 62 — % Amazon Machine Image (AMI) , SAEE Z 3352 v HIUE A [E] At |, S8E 7]

DERENER. BXEZER , BSHUELBSH AMI,
BmEE

WRIEH WordPress BETBISXRIHALEEETZITERISEME , BEEUTSRER ;

- WGl BREEZR. BXEZER , HSHAmazon EBS ##S,
« JF8H MySQL BIEERSIE| Amazon RDS LRI A RS BRIY BIheE,

125 BB & AY R 45 M AR

MEHELNBEERSIHRZAFHRE , 1H2Z 8 Amazon Global Accelerator, Global Accelerator
BIXEAFEFIHIRES Amazon LiE1TH WordPress M ARF Z BN EBRMFREMRE , #EHEMR
{KZER . Global Accelerator £/ Amazon £3kMNEFREBE R EIEEE F imixITH Amazon XiEH IE
BTN ARFART o

T B >< WordPress WEZEE

B X WordPress FW{EE , 5 http://codex.wordpress.org/ £#Y WordPress Codex #5Bh X #4,
BANLZE#THEFBRNESZER , BHE https://wordpress.org/support/article/how-to-install-
wordpress/#common-installation-problems. BXMFAIEER WordPress BEERLHNEE , BHRE
https://wordpress.org/support/article/hardening-wordpress/. < M EEE WordPress BERIF &K
FHEER |, IBEZE https://wordpress.org/support/article/updating-wordpress/o

By | OB DNS BEMREE RS HERNEETRER

EfEFAEN EC2 EHIA/NFE DNS ik B3 BB &K WordPress B, MRZBELEHERES , NF
DNS thitff X £ Bk (BRIFE 53814 IP it HXEk) , F BENBEFF2BET , ENENEESI
RATABEFENI (NEDEL S —> EC2 SKHIAvHbiE) LAY EIR, https://wordpress.org/support/
article/changing-the-site-url/ F#E3E T B X 1% BB A E 2 ¥ 415 B M JLS AT BERY fR R 75 2R,

MREE WordPress TR K E T SLEE , BULUFERAUTIRRELNER K ZIBEEATERT
WordPress B wp-cli 885 1T .

5 wp-cli B &M WordPress ¥ URL

1. fEM SSHEHEIER EC2 R4,
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2.

B TERSEHIRY 1B 2 URL MR URL, ZZ T WordPress 2 /5 , |IHit = URL ATRERIERY
EC2 =4/ F DNS £ Fr. Hibs URL 281 EC2 =4I Y4B/ FE DNS Z#r, MMREBFRHEE
[H¥E = URL B4 , N @EUATHSER curl REEKE.

[ec2-user ~]$ curl localhost | grep wp-content

ERIZATER H P B BN 6918 /0 8 DNS B#M95I A , AR (A& URL BLBET) |

<script type='text/javascript' src='http://ec2-52-8-139-223.us-
west-1.compute.amazonaws.com/wp-content/themes/twentyfifteen/js/functions.js?
ver=20150330'></script>

FEAL TS T wp-clis

[ec2-user ~]$ curl -0 https://raw.githubusercontent.com/wp-cli/builds/gh-pages/
phar/wp-cli.pharx

FRAUTHSE WordPress ZEFHERHE#RIHIL S URL, BER EC2 =HIMIAM < URL M
vt = URL MEZRE WordPress ZEMEER (BE R /var/www/html = /var/www/html/
blog)o

[ec2-user ~]$ php wp-cli.phar search-replace ‘old_site_url' 'new_site_url' --path=/
path/to/wordpress/installation --skip-columns=guid

£ Web X588 H , B AEH WordPress BEMFHIE R URL URIFE S REBREEET. &
) , #¥&Z R https://wordpress.org/support/article/changing-the-site-url/ # https://wordpress.org/
support/article/how-to-install-wordpress/#common-installation-problems A 7 8 E Z{E 2.
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S #hAL2e & ( AMI)

Amazon Machine Image ( AMI ) H Amazon BN IFMLEFRE , EERUEEIERFIMENE
B, ER#EpInt , BATUEE (AMl), EEEEFHREENZNEGIE , BAUMNEAN AMI B3)
ZALHl, EEEFRMNEBRSHFIRT , BATLAEREM AMI B350,

AMI BFELTAEA :

« —A=Z4 Amazon Elastic Block Store (Amazon EBS) R ; X FHEFIF#E XN AMI , BF—
MRTSES (Hlw, BERS, NARFRSHBNNARERF ) BESVENR.

o EHRTLER AMI E313EHI8Y Amazon MK B FHFH

s BIERIRERS | BEESRGIE N EM TN S,

Amazon Machine Image ( AMI ) &
< £/ AMI

- BIEEBEH AMI

« WX, HEFNEHE AMI

o SEREEY AMI

« AL2023 M Amazon Linux 2

« AMI KR

* Linux AMI EEMEER

« BEIER

o B Linux AMI

- H=Z AMI

< 4% AMI

- AMI AH

- Fh#E EBS XEFH AMI EEER
+ f£F Amazon EventBridge %1% AMI =4
. THAMIKEEE

* Amazon Linux

- AP RENRK
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« BEE Amazon Linux 2 MATE S HIE#E
« AMI PRER

fEA AMI

TERESET AMI £ EH, IEMER - AMI 25, EUREATEHERM6. (NR AMI FHE
EREER TR, WEHATUM AMI B313R6l, ) BRI UER— Amazon X EH AMI, t 7]
LURF AMI EFI1Z E Atk Amazon X, TEEFEZEEN AMI B, ATBURFEIESH.

launch——»
i Instance
create —l-' register—>»
EBS snapshot AMI A1
{or ternplate copy »
if instance store
backed)
AMI #2
deregcter

B RS BRI AMI, IETTBUE 3R Amazon REEH AMI I XRAE AMI, AXES
F8 . BSHAAMI REMEHR Linux AMI,

M AMI BEIEHIE |, B LLEREENZRG], EEBENIMZE , 80 LUGAE B E A H RS 25 3R
AR, BXE3). EEMNFEASSFNEESR , B35 iE . Amazon EC2 Linux 3261 AT,

BIEEBCSH AMI

A DNIEN AMI FEBISR6I. BESOZSRAE (Hlan , HSRA ELEZHMS ) | REFHEREN
BESENBEN AMI. MiZFHBEX AMI BRI SFEEECIE AMI FHREM B E LT

KHEINRFHIRZEELE AMI FIEBHNERE. KHIKIESE R Amazon Elastic Block Store (Amazon
EBS) BRXEHI 7L, AXRRZBNESER , 58S HAmazon EC2 EHIRS.

« EB|%# Amazon EBS-backed AMI , i5Z#4)%E —/NH Amazon EBS X #H Linux AMl,
- EREBHXEHIFEMEIZIFN AMI , BSRE 62 B E6F# 50 Linux AMI,

WA AR AMI 2 BEBENIRE | DUHEBES AMI #{THEMNERE, BXEZER | HSRFIE
Amazon EC2 &R,

R AMI 98
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WX, HEMHE AMI

Bl AMI 25 , BAIHERIME , IEREETREAT , LA USEERN Amazon IKF 5l &ki#
THE, BRUERATENBEEL AMI, UMAHXER, MRER-LEHENES , FRHER
HEzE, A%, AN AMINEETUAREE, AXUOMEIZNERARE AMINER , FZARE
AMl,

BAILUME=AME AMI , BIEEH Red Hat EHANRS SR AMI, BETLUBIE AMI FHIFHE H
ELHM Amazon EC2 AAF ., BXMEHHE AMINEZEER |, SR HE AMI,

EEHER AMI

A% AMI 2fa , AILUEHE, E8H AMI 2f5 , @BREFERTRIFRM. M AMI BaHIEXH
TEEH, BXESELR , BSRIEHEN AMI,

AL2023 1 Amazon Linux 2

B#H Amazon Linux MRZ< AL2023 3t Amazon EC2 1T T 41t , F HA R FRIZ A4S Amazon EC2
AP, AL2023 MThaE4S M BIERTMNN XA AR, MEBEEFRMNKEXE,

Bx AL2023 ThEesS R AL2023 AMI WEZER | F5H -

« AL2023 Zhag
. FHREEH AL2023

Amazon Linux 2 A[RHIEE, T2 NS HEMNNITINE | SEH T Amazon EC2 LEITH N AR,
A% Amazon Linux 2 EOL Z##MEE , 1S 8 Amazon Linux 2 & LB & #FZ,

(® Note

Amazon Linux AMI F 2023 £ 12 A 31 BE&RE£ AR , H¥8 2024 £1 A 1 HEFLE
BRI ML EHRHEIRIEE. B> Amazon Linux AMI A BEA IEMEP ZIENESE
B, BZREEXEXT Amazon Linux AMI £ BHLX LN EHHS. BRINBWEBNNAR
A% R AL2023 , HHP I EEE 2028 FH KX,
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AMI K H

AUETUTHEEREFERN AMI

- K (BSEXEHTARX)
. BIERG

. 2843 (32 1R 64 i)
]

. BIRE M

B

AMI B EBEEERHFAIRBERTAM, BaFAT2 AT,

B R DU

nE WEEMAE Amazon K& F BT,

E 3 WEEOSE Amazon Ik, Bl SiEAERT] (OU ) BFEFT,
(S5 WEERE AMI R 31T,

Amazon 1 Amazon EC2 # XE#H T AKEWN A AMI, BEXEZELRE , BSHELZ AMl, FEART
LURE AMI IREE, BXEZER | BESRTE AMI,

R 170
A AMI 3132 % B Amazon EBS XH53 m S AIT7 s X i,

« Amazon EBS-backed AMI — )\ AMI /3 i B9S2 Bl f9 1R 1% & R M Amazon EBS REEBIZEH Amazon
Elastic Block Store ( Amazon EBS ) %,

* Amazon LB IFH AMI - M AMI B Z SR IR R iz & RBYSE —NFMEE Amazon S3 HRYER
Hx Bl 2 T SR A SR F 5B o

EXEZEER |, 5 Amazon EC2 EHIES,
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FFIERE (ERAT Linux 246))

TREETEAMMREN AMI N EEX 5,

FHIE

SE51 8N J3 B Bt [

RIRZH KR

RIRES

BIEFAM

5%

AMI B2 /#8458

FIERES

Amazon EBS-backed AMI

BETE 1 2

64 TiB**

EBS %

RINBERT |, SRBILL 1L B BR
B, *BMNBRT , EXRHILLE
&, EHEM EBS B LR BIE
RTFHE,

KOIFLIEE | KAIRE, K
B. RAM #EMAFBENATE
o

EBNKBIER. EBS BEEAN
X AMI 77659 EBS R 5%,

£ % —an /A

A LA FEIEIRES . BESEHI4Z 1k
RE1T , BEHLHREE Amazon
EBS &

B Amazon =117 =8 AMI

BETE 5 2

10 GiB

KBS

EE LB 7S £ BIRNESL A
MEwEAHNRE.

KplFERE , XOEERRBRES

LW,

BEE RN LB A LLRE Amazon
S3 F1EfE AMI {15k,

FERENER AMI TR

FABFEIERS ; ZHEHEESTT
RELLE

*BRIAERT , EBS 88 M DeleteOnTermination FREIRE N true. BRIUNABERIFELUES
EALECZERENESR , BSANREEERNRE,

** {X %% i02 EBS Block Express, BXEZELE , HZFAL IOPS SSD ( io2 ) Block Express

B,

RiREFE
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HE AMI VIR IE R K H

EREHAHEE AMI BRIRZHER

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/.
2. ESMBHKT , &EE AMIs (AMI) |, %EE AMI,
3. £ Details ( ¥4E R ) W FH R ZE Root Device Type ( BIRBER ) WE , TR :

« ebs - iX2H EBS X#&H AMI,
« instance store - XEHEHIFEFE I AMI,

FRAGSITRE AMI NRIRE R

B LEAULTE—TS. AXAXETSITRENESZEER |, 5 157 Amazon EC2,

 describe-images ( Amazon CLI )

» Get-EC2Image (Amazon Tools for Windows PowerShell)

FIERE
B MEEERRIREDN EBS BHXH , BEFEFLERRIRZ RO FRBHIXEH,

FIHBELSSHEHFELLZET (EHWIRALHE running K stopping BE stopped), =1EHISEHI
REBE Amazon EBS # , IR EFH 3. FILEELIETE ; BEEEFBI —PELK IS,
KA EEXHEESENBRZNZFTEEL , FIUENBEAEEETEALADL L, BXREHHZIET
BEAREBRRETURITHERIENEZER , BTSH ELAE 3 EHEH,

AUABRE i M5 A1

EAESNIEHSENRRENXF B EETANSGESE (REESRIX , HABUUEREEHK
&) . BULUBIMIN—NHZ A EBS BEERSSHIRIMFAEFHE, MRKHIHBERLIL | K5
RS LNFIERELD2NER. AXESEE  FSREMFEESNBEL G EY,

B A Amazon EBS #EARIRZHIKGIE 3K N EBS B, ZBHHME - HFEREENBIIRD, X
TRZSHKRHIRE | BA EBS BEFENRBRRBFNRVERNBER T TEBXRFESE, G AERRME
FIRERFPNINKOIFESHNERE EBS B, BEXESZER , BHARKEBMRE,
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BEEtE

M Amazon EBS-backed AMI 5 Z K SEHILL M SE I 765 SR AMI BEIRISEHIE 308 1R. 2B SEH
TFiE S AMI B SEBIRY |, B Amazon S3 R ZRFTA ERF T BEEA1ZS5HI, A Amazon
EBS-backed AMI B , (REMNRBRHRZEFHKFIFMFN DR , REEIAERAZEG. B2, £/
EBS BN B RBHRFEMNRBHIRRF RS BRAMBIEPHNX —PREFEARNZTHRAE
18, HBEFLENERBHRF , EHRTRESS , BHAEHRSEFM#E EBS B,

AMI B2

E OB ARSI F M R Linux AMI, 4T A Amazon EC2 AMI T B &K L4 £ 6125k B R4l
) AMI,

AMI BIZX F B Amazon EBS X #H AMI RiLEB S B %, CreateImage APl R4EBIZE Amazon
EBS-backed AMI # 7 E A, Amazon Web Services Management Console & — MR AELL &
MERZITHRBIHRCIE AMI, BXEZER , HSHEIE—1H Amazon EBS Z#H# Linux AMI,

0 r] [ S8 Uk B

WMREFERBRFIFREREZIZFEN AMI, BFENKLHIERMIE Amazon S3 REfE AMI F52, R
I&EA B Amazon EBS X#H AMI, IERENKPIER, EBS EMNFHEMEA. U EBS RERFEX7F
f& AMI 15,

MREFERAH Amazon EC2 EHIE#E TN AMI , ¥EBXBENUARFTE—N AMI & | FiE 2 B #B
BEHEES AMI B Amazon S3 F, Hit , 8NMNBEX AMI 776 S AZEEZ AMI WEE XD, Xt
F Amazon EBS-backed AMI , HEGXEENUARIE AMI B | FRERERAET. Hik , B2E
BENKH AMI E# SAZELEERBENH AMI B0 EZ |, NTIERIE AMI F#E25R A,

HHEHR EBS BENRRBFNNSIELE , EEFBNXRGERNSRE ; BR , BNFENEEHELRE
—BEEHXAE , RNESWBKE - 2HNERRH. —282E , RINUREERNYHRISE.
Bl , MREEIT—DEH 20 BEFLEKS , RIFER-BESHRETEA, IREST K35
40 %, BAVFUER 3 2 40 RMERATER. BRI EHNEFRSZTRENEDHURIMER , HIE
— 2%, BESRfIL TRERSHEERBEZICHENL,

Linux AMI EE#l{r.3E R

Linux Y2 S5 41 25 R R E A A AP EE UMLK B 2 — « FEEHUME (PV) SR E AL (HVM), ML
HVM AMI 2RI EEZXFIETEMNNEFI AR , URENEESEARERESHT R (CPU, MEMEME)
K E AR,
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P 187 (EAT Linux 3361 )
NIRGREMERE , BUGERIEN KA ERBH — R KFIREM HVM AMI, B X =5 —RKH
RENEZEE |, FS0 Amazon EC2 SLHIRE, MREEREH L—RXPIRBEABBREAR |, B
ST REREMN ERELHIRE,

Amazon Elastic Compute Cloud

TEFHRER HVM # PV AMI,

£EE PV
iR BHELDHN AMIBE—4A7TE  ¥EIYL AMIs EHE R PV-
EEVLEEH , BEHMITIRE  GRUB KB MEEF
BREFEZFNEBHIEFRK B, ZNEEFFHRED
BE. BEELMLERTTL. B, AEXBREGSEN N
BEEELN LETRERSE  menu.lst XHEFEENA
MAHTEMAER (WREER ®. ¥ELRETUESEH
MEHEEIT—#), Amazon HEXEELCHEIHELELE
EC2 ENNRETEBUEMES,I 17, UF , ¥ELULREERF
RENIBORABEREEH . ZER TR T HYM K
%, B2 H T EA4ESYLE I
{LHY ThEEIE AR LA HVM AMI
AEAEELMLIREERF
BREET HE, HX PV-
GRUB R E 7 Amazon EC2 &
WEABINEZER , S
F AP RENAZ.
SHEHTE 2. B¥EMMLEFITRE , B, BT ER SR ES

B ¢ RE AN P AL BT AR AR R
Hy BIRRGRENRSE LW
KEE#, BX Amazon EC2
RE A/ CPU ERULY BHY

EZEER , BHSH Intel Mt £
MEFREIMEE R, BHE
AL AMI 3 EF| A 1873 Bk
GPU &3, EFIESKRSA

T AMEH GPU 8% |, B1E

REFEEREB 1 A AN E 4
& ; HVM E b 124X i [a)

VB, flanigse sy GPU
A,

EEses
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EERME PV

o« BXEZEER , iHZMLinux
RV RB B M Linux MEITE

KB,
SR SRBIZE R U —RHOFTERFIREHY UTLE—REFRELXFPY
£ HVM AMI, AMI : C1, C3. M1, M3, M2
MT1, JF—REFIRBERE
# PV AMI,
XX FiE X # % HVM 324, TAKE (FRE) ., LAXE
(Fing ) . WARKE (&
B). B (EZZRE). K
M (BRZ ), BEM (FER
% ). US East (N. Virginia).
EZEEIP (MFERILILEE )
MEEAES (HEBX )
maER EREHI A describe-images fEM#EHIA = describe-images

WERIEAM WEBYLERR SSRIE AMI HWEBLERZ

BEREN hvme BXEZE  BE2REN paravirtual .

£, BZHEER Linux AMI, BEXEZER , BSHRER
Linux AMl,

B ELL LR ELY

B, ¥ERCEFIEF#ERNNSRESTENERER TEAELNESI , RAEMNALR /0 £
REEEERF , NTTBRELNENEERHNTE , IEGEDNEFISTRXEESRRNE
DES, W, FEMUESIEFTHTRARDNESI , BT EBERFELMLREFETH
RERGDMHULBIEMNREFHMME /0 TERMRELS ., SBXERGFELDYIRDERF LAFE
L, BEEDESHIAIUREEFEMMLEFIEEE EE TR,

BEEN

BEZE , EBTHE M HREARNBLFEANRERGENITEE T FaNRFERMARE,
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£ Amazon EC2 ¥ , XEFRFHEARHNAMRAEE : H—WF BEMHED ( UEFI ) MES
BIOS,

AMI ER[RER BB R XS

AMI ATLEB U TE—BHERXNSHE : uefi, legacy-bios = uefi-preferred. AMI FEH1E
XSHERTET, W TFATEHERNSEN AMI, NIXLE AMI /Z 3 9= E A SSFIZEE W EBRINE 3
BEXE

AMI B EASHE AR

AMI B ER S8 E Amazon EC2 RHfES , ERARIXRIINEEABHEHER. HRIRASHK
REN vefi BY , EC2 =A% UEFI LEZIRH, MRBERGAREE N X1 UEFI, NKBIZ3)
RER M.

UEFI Preferred BEIEER S

A LAE A vefi-preferred BaIEXNS A E R X 3F UEFI F{& 4 BIOS 19 AMI, HEaERXS
BURE RN uefi-preferred H EXHIEHE LTI UEFI Bt |, SZHIATE UEFI £EB3). MEXZFIERFX
¥ UEFI , 2fl&E1£45 BIOS £E3.

/A Warning

UEFI Z£ B sh &0 eeUCER T UEFI L B3#kHl, fF uefi-preferred AMI BaIHE
NEHET X UEFI BEFIRBLEFERN , SEHIFLAMES BIOS B3 , 2 UEFI #x
Ihee, MNREMKBT UEFI MRTIEEMATAY , B AMI BIERNSHIREN vefi,

SEHIZER N ERIAB SRR

 Graviton £ R : UEFI

* Intel 1 AMD {2 H : £4 BIOS
UEFI £3Z1T Intel 1 AMD SE45I35 8

Most Intel and AMD instance types AJEAfE UEFI fMIH= BIOS Liz1T. EfH UEFI , HFUEER B3
BRSHIREB N vefi B uefi-preferred 8 AMI, TE AMI FEEWIRIERSGSAEE N ZIF
UEFI,

BEEAER
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Amazon Elastic Compute Cloud

AFiEE (ERAT Linux =41 )

B3 KB

BE AMI BB EASE
BESSPIRBEXENEFIEN

BESSHIM B ER
BERERSGNEHER
RE AMI B FER
UEFI Z &

Bz L6l

&R LATE UEFI 5424t BIOS Bai X T B 3135461,

£

Bl
EBER

£ UEFI £S5 RHIRER

PR
£ Local Zones, Wavelength Zones # , & {#H Amazon Outposts BI1ER T , T UEFI B3,
AEEDM

BRI EEE AT B

- XFIWBEHEREA AMINEE, EFISNRERSMNFIRERE , MTEFAR

AMI boot mode +
operating system
boot mode
configuration

- o

—————————————————————————

Instance type
boot mode
support

Launch instance

L ———

LLLLI

Instance
boot mode

B3 4
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TRET , ROINEHEX ( AERNEFEHEAIIRT ) B AMI BNEFHEXSE (51
5l). AMI P EEHRERSENEHIRAERE (F 25 ) MKPIRENEHEAZF (F35 ) #
BRE.

AMI BEEERS BRERSGEHIRAER  KPRBEBEHEAX  ERHEHEHEN

= B

UEFI UEFI UEFI UEFI

#£%; BIOS #£%; BIOS #£%; BIOS #%; BIOS
UEFI Preferred UEFI UEFI UEFI
UEFI Preferred UEFI UEFI f4% 4 BIOS UEFI
UEFI Preferred #£%; BIOS #£%; BIOS #£%; BIOS
UEFI Preferred &4 BIOS UEFI f4% 4 BIOS #£%; BIOS
REERHER - UEFI UEFI UEFI
ARM

KREEBHER -x86 154 BIOS UEFI M4& 4 BIOS f£4: BIOS

- RINBHER :
- Graviton SEfIZE& : UEFI
« Intel §1 AMD EfHI2£H : /£4 BIOS
- BRT 1.4 BIOS 4\, X5 UEFI #9 Intel 1 AMD =3 & .

- FIBET Amazon Nitro System ¥IZHISEA] , FHISEHIBRA  BRHLE
f5l, DL1, G4ad, P4, u-3tb1, u-6tb1, u-9tb1, u-12tb1, u-18tb1, u-24tb1 F VT1

BEERERXEHZE UEFI /Y Linux AT ASKHIKE

A AR SEHIZRE R Amazon Web Services X1 &, EEFERENMXF P XiF UEFI AT ASEHIRE
BEEA® --region S describe-instance-types it . MRERE --region S , MAEFERF
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FERAMIAXE, SIF --filters SHAFLERBERE N X1 UEFI BEHIERE | HI¥E - -query
SR ESEERER InstanceType H{E.

Amazon CLI

$ aws ec2 describe-instance-types --filters Name=suppoxrted-boot-mode,Values=uefi --
query "InstanceTypes[*].[InstanceType]" --output text | sort

al.2xlarge
al.4xlarge
al.large
al.medium
al.metal
al.xlarge
c5.12xlarge

PowerShell

PS C:\> Get-EC2InstanceType |

Where-Object {$_.SupportedBootModes -Contains "uefi"} |
Sort-Object InstanceType |

Format-Table InstanceType -GroupBy CurrentGeneration

~

CurrentGeneration: False

InstanceType
al.2xlarge
al.4xlarge
al.large
al.medium
al.metal
al.xlarge

CurrentGeneration: True

InstanceType
c5.12x1large
c5.18x1large
c5.24x1large
c5.2xlarge
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c5.4xlarge
c5.9xlarge

EREXR UEFI Z2 B A EREXBHREIFEZ AMEZEMN Linux 7] FASKHIER

Bal, RULKHIF X UEFI Z£ B FEZAMETE, FA LRRBIATRE describe-instance-types

e, Bi@i3SE Name=bare-metal,Values=false f&iEZ4TEiE HEVEH,

Amazon CLI

$ aws ec2 describe-instance-types --filters Name=supported-boot-mode,Values=uefi
Name=bare-metal,Values=false --query "InstanceTypes[*].[InstanceType]" --output
text | sort

al.2xlarge
al.4xlarge
al.large
al.medium

PowerShell

PS C:\> Get-EC2InstanceType |
Where-Object { °
$_.SupportedBootModes -Contains "uefi" -and
$_.BareMetal -eq $False
YL
Soxt-Object InstanceType |
Format-Table InstanceType, SupportedBootModes, BareMetal,
@{Name="SupportedArchitectures"”;
Expression={$_.ProcessorInfo.SupportedArchitectures}}

~

InstanceType SupportedBootModes BareMetal SupportedArchitectures
al.2xlarge {uefi} False armé64
al.4xlarge {uefi} False arm64
al.large {uefi} False armé64
al.medium {uefi} False armé64
al.xlarge {uefi} False armé64
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c5.12xlarge {legacy-bios, uefi} False x86_64
c5.18xlarge {legacy-bios, uefi} False x86_64

£ UEFI £ B3 HIM ER
E1f UEFI B X TEZEA | SikiB X UEFI BISEHIZER | RS UEFI BB AMI FIIRER

&, MTFIR:

e Esid]

BHXAIN , $AEELR UEF| RPIXD, AXESEL  WEHBERHRR S B0 S5 HE
e
AMI

BERGIR , HTUEER UEFI BLER AMI, AMI TR T A RXNHTEHRE :

- BRERSG - AMI FEBENRERGESLIEENER UEFI ; BN , KHIBEHFEAK. BEXESE
B FZHBERERENESHER,

« AMI BEIERXSH - AMI WEHEXSBMSMIRERN uefi H uefi-preferred. HBXEZE
B EZRBE AMINEIERS .

Amazon XA E T Graviton BYEHIZE BB HEE N EH UEFI B9 Linux AMI, EEHAM UEFI 58
BIZER FEA Linux , AEE AMI,

BXRZXIEH Windows AMI , 25 (GERA T Windows =48 Amazon EC2 AP IER) M £
UEFI L EFRHINER,
HE AMI B ERSH

AMI BEERSHR LT, AMI AILEBEUTE—BSHEXSHE : vefi, legacy-bios 5
uefi-preferred,

R AMIRERHERSH. R AMIRERHERSE , M AMI /5 31 #9355 62 F 326 2 B 9 BRTA
& , 1 Graviton L uefi , #1E Intel M1 AMD EHIEH FEA legacy-bios,

Console
HWE AMI NEERSE ( BHE )

1. B AT MUEITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
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2. HESMBEKRTP , &R AMI, ARBEE AMI,
3. REBIERNFE,

- {B uefi &R AMI X UEFI,
- {B uefi-preferred &k~ AMI B8t X #F UEFI 424t BIOS.,
- WRZEE, M\ AMI BB HYEFIFFE RS FIKEE R IAE,

ERHEHINEE AMI W EHERSH (2HE )

FERENEAESEEHRMIN , BELEE AM WSRIRESHERNFER, BEXEZEL , 55
7 B AR FIRIER S E 8 (Amazon Machine Image).

Amazon CLI

HE AMI B a1 E XS (Amazon CLI)

£ A describe-images #EHBWE AMI BBz E X,

$ aws ec2 describe-images --region us-east-1 --image-id ami-0Oabcdef1234567890

{
"Images": [
{
1,
"EnaSupport": true,
"Hypervisor": '"xen",
"ImageOwnerAlias": "amazon",

"Name": "UEFI_Boot_Mode_Enabled-Windows_Server-2016-English-Full-
Base-2020.09.30",

"RootDeviceName": "/dev/sdal",
"RootDeviceType": "ebs",
"SriovNetSupport": "simple",
"VirtualizationType": "hvm",
"BootMode":
"uefi"
}
]
}
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@M BootMode FERERR AMI FIEIER, B uefi &R AMI X#F UEFI, {H uefi-
preferred &R AMI B8t 3z3F UEFI fM4£E4E BIOS, MREEE , M AMI 3 3 B9 S5 4 K41
KA ERINE,

PowerShell

HBE AMI BB 1E X SE ( Tools for PowerShell )

£ Get-EC2Image Cmdlet #E AMI BV S ER,

PS C:\> Get-EC2Image -Region us-east-1 -ImageId ami-Oabcdef1234567890 | Format-List
Name, BootMode, TpmSupport

Name : TPM-Windows_Server-2016-English-Full-Base-2023.05.10

BootMode . uefi
TpmSupport : v2.0

i HH A BootMode FERER R AMI B HIER, B uefi RR AMI X3#F UEFIl, B uefi-
preferred &7 AMI B8} 323 UEFI fME 4 BIOS, MREEE , M AMI 3 S B9 SSBI4546E A 241
AR ERIAE,

BEXFIXEABETFNEHER

& A LAE A Amazon CLI =% Tools for PowerShell ESSFIZE R M B eER.

BEXFRBTHENZHIER

U LERU TR ZEBRESHARBETFNEHER,

Amazon CLI

O] LAE A describe-instance-types i T HAEXRPIX BT FNEHER, BIBE --query &
W, BuLEEmE. FELRGI , Sk AURE X 5 SE X,

T RAIER m5.2x1large X$F UEFI M4 4: BIOS BaiER,

aws ec2 describe-instance-types --region us-east-1 --instance-types m5.2xlarge --
query "InstanceTypes[*].SupportedBootModes"

FHRsa H -
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"legacy-bios",
"uefi"

LTFRHIER t2.xlarge XX £ 4 BIOS,

aws ec2 describe-instance-types --region us-east-1 --instance-types t2.xlarge --
query "InstanceTypes[*].SupportedBootModes"

FRHRs H -

"legacy-bios"

PowerShell

& LAME R Get-EC2InstanceType ( Tools for PowerShell ) B EE IR B L FH B ER,

LTRRHIER m5.2xlarge X UEFI M{& 4t BIOS B,

Get-EC2InstanceType -Region us-east-1 -InstanceType m5.2xlarge | Format-List
InstanceType, SuppoxrtedBootModes

FERs

InstanceType : m5.2xlarge
SupportedBootModes : {legacy-bios, uefi}

TR RBIER t2.x1large XX £ 4 BIOS,

Get-EC2InstanceType -Region us-east-1 -InstanceType t2.xlarge | Format-List
InstanceType, SupportedBootModes

KHIXRBRFHER
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FAs

InstanceType : t2.xlarge
SupportedBootModes : {legacy-bios}

BEXRGNEIHEN

KBIN B RN ST Amazon EC2 2H AFHEHEXFERH , BE Amazon CLI F#Y

currentInstanceBootMode ¥ & R,
Bkt , EREXNSHNERBIZEGIFAN AMI NEEXNSHNERE , TR :

« BEHERSEN vefi B AMI 26812 currentInstanceBootMode % uefi BISEHI,

- BEXSHN legacy-bios B AMI 2812 currentInstanceBootMode 2% legacy-
bios KISEHI,

o MBEXHIKETEE UEFI, NEHERXSER uefi-preferred B9 AMI 2812
currentInstanceBootMode ¥ RN uefi KISEHI ; BFNFRIZE currentInstanceBootMode
S¥H legacy-bios BISEH,

s SREBRYERXNSHEN AMI 282 SH{ERN currentInstanceBootMode BISRHI |, ZEHURTF
AMI 2292 ARM & 2 x86 , AR EHIEB T FMAF 3 EN. Graviton EHISKE FHWERIABHER
N uefi , M Intel ;1 AMD SEHIZER EMERINBZIER A legacy-bios,

Console
HWERFINEHER (BHE )

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/.
2. TESMBEED , & Instances (ZEHl) , RFEFEHEHI,
3. HEEFAGEERIMFL K REBIEXNFE,

Amazon CLI
HESBIR S NHE (Amazon CLI)

£/ describe-instances S HHEESRHINEHER. L& ER T RIEXFIHN AMI HE K
o

EHIBhER 115


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-instances.html
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$ aws ec2 describe-instances --region us-east-1 --instance-ids i-1234567890abcdef0

{
"Reservations": [
{
"Groups": [1],
"Instances": [
{
"AmiLaunchIndex": 0,
"Imageld": "ami-0e2063e7f6dc3bee8",
"InstanceId": "i-1234567890Qabcdef0",
"InstanceType": "m5.2xlarge",
},
"BootMode": "uefi",
"CurrentInstanceBootMode": "uefi"
}

1,

"OwnerId": "1234567890",

"ReservationId": "r-1234567890abcdef@"

}
]
}
PowerShell

BEXRGINBER ( Tools for PowerShell )

£/ Get-EC2Image Cmdlet FEXHIMZHERX . FETHEER T AIZEFH AMI B E3hE
o

Get-EC2Image (Amazon Tools for Windows PowerShell)

(Get-EC2Instance -Instanceld i-1234567890abcdef®).Instances | Format-List BootMode,
CurrentInstanceBootMode, InstanceType, Imageld

BootMode : uefi
CurrentInstanceBootMode : uefi

InstanceType : chba.large

Imageld : ami-0265446f88eb4021b

ERES , LTSRN BIHEARIT T HR
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« BootMode - AT RIZEEHIH AMI VB3 E,
« CurrentInstanceBootMode - AT BaIRHIM BN ER.

BERFRENEIEN

AMI BB R K IEF Amazon EC2 ERBMESIRAREZ KA. BEEFXRFNRERERE
UEFI , FEBd SSH EHFIKH,

Y/

BLER

EWEXFRERSNEHEN

1. fEH SSH #E$#Z| Linux =4,
2. EBEERERGHNEIER K FZRAUTE—BRE

« BT TR,
[ec2-user ~]$ sudo /usr/sbin/efibootmgr
£ UEF| B3R T /5 35 89 SE 50 49 T A 4

BootCurrent: 0001

Timeout: @ seconds

BootOrder: 0000,0001

Boot0@00* UiApp

Boot@0@1* UEFI Amazon Elastic Block Store vol-xyz

« BITUTHHURIE /sys/firmware/efi BR2ABFE. NEHXEHIFER UEFI Bahet , sLB
RISBE, MREBFRFEE , ZeHHRE Legacy BIOS Boot Detected,

[ec2-user ~]$ [ -d /sys/firmware/efi ] && echo "UEFI Boot Detected" || echo
"Legacy BIOS Boot Detected"

# UEFI B30T /3 30 89 3K IR T H

UEFI Boot Detected

#2458 BIOS Ban#E = T /5 3 B SL5I Y T A 4l 1

Legacy BIOS Boot Detected
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« BITUTHSURIE EFl EREIE dnesg BHTF,

[ec2-user ~]$ dmesg | grep -i "EFI"

# UEF| B30T /3 30 89 3K IR T3 H

[ 0.000000] efi: Getting EFI parameters from FDT:
[ 0.000000] efi: EFI v2.70 by EDK II

RE AMI HEER

£ F register-image WS RIE AMI &, T4F AMI W EZERi&EE R vuefi, legacy-bios = uefi-
preferred,

4 AMI BEEHIRERN vefi-preferred Bt , SKHIFROTHXEZ

« X FREIEY ¥ UEFI M4E 48 BIOS WISEHISRE ( Hla m5.1arge ) , SEHIEE UEFI B3h.
o WFMNZFFEL BIOS HISEFIZER (a0 més.large ) , L@ /L4 BIOS B3h.

(® Note

MR AMI BHERIZE RN uefi-preferred , MR ERZMMTIFFET B3I UEFI FES
BIOS Wy IhAE,

/A Warning

UEFI Z2 331 &% 2 WWEE{GER F7£ UEFI LE3IMEHl, FF uefi-preferred AMI B3h1E
NS HETXFF UEFI EBIRBESFEAR |, SEFIRFEAES BIOS B3 , HEMA UEFI %
Thee, MREMKBT UEFI MARTIEEN AT A , B AMI BIEXSHIRE N vefi,

ENMENE TS BIOS MEHIFIRN UEFI , SUFIEMNE T UEFI WRPI#R1£4% BIOS , BE
PATUTER : 8%, SREHINBSNRERSUXIBEENZIER, RE , QB ZENRE, &
J& , /A register-image LA REBIZE AMI,
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R A ann

BT AR create-image I HIRE AMI BB ZER, £/ create-image , AMI AJ A4k F I AMI
B EC2 EBIMEEER, Hlin , MBEMES BIOS LiE1TH EC2 S2HI61ZE AMI |, I AMI BEHE R
ELEN legacy-bios. MRMNET AMI ( BEHERNIRE N uefi-preferred ) FEaHH EC2 K46
B AMI, MIFelE AMI Bl Xt fFRE N uefi-preferreds

/A Warning

RE AMI BHEASHFLAIFRERSEENEENB RN, EAEHTIESRZ
Bl , BE AN KON ENRERSHTEINER , AXFETEENEHEAE ; &
W, £ERE AMI T EER. IENERARBETRERSEN. BXESEE  FSRRER
SERY F At

RiE AMI B /S8 (Amazon CLI)

1. XWXRHANBNMBRERGHTEINEHR  UXEHBELEENESHIRXED . IENEARBETER
RGN, BXEZEER , BSARERSN TR,

® Note
MRFRITHSER , AMIFTEER.

2. EBEKSFINS ID, iEM A describe-instances 8 H ., BFET—SHOIZHBHRE,

aws ec2 describe-instances --region us-east-1 --instance-ids i-1234567890@abcdef0

A%

"BlockDeviceMappings": [

{
"DeviceName": "/dev/sdal",
"Ebs": {
"AttachTime": "",
"DeleteOnTermination": true,
"Status": "attached",
"VolumeId": "vol-1234567890abcdefo"
}
}

RE AMI BEHE 119


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-image.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-image.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-instances.html

Amazon Elastic Compute Cloud

FFIERE (ERAT Linux 246))

3. EQELBMIRE B create-snapshot 5w, A L—5HK% ID,

aws ec2 create-snapshot --region us-east-1 --volume-id vol-1234567890abcdef® --
description "add text"

TR
{
"Description": "add text",
"Encrypted": false,
"OwnerId": "123",
"Progress": "",

"SnapshotId": "snap-01234567890@abcdef",
"StartTime": "",
"State": "pending",

"VolumeId":

"vol-1234567890abcdef0",

"VolumeSize": 30,

uTagSu.

[}

4. FEAEL—FTHHPHREID,

5. FERMYBIREN completed & , #EMITTF—F, BEEWRRBHRE ,

snapshots

151 describe-

aws ec2 describe-snapshots --region us-east-1 --snapshot-ids snap-01234567890abcdef

s

"Snapshots": [

{

"Description": "This is my snapshot",
"Encrypted": false,

"VolumeId": "vol-049df61146c4d7901",
"State'": "completed"”,

"VolumeSize": 8,

"StartTime": "2019-02-28T21:28:32.000Z",
"Progress": "100%",

"OwnerId": "012345678910",
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"SnapshotId": "snap-0123456789Qabcdef",

6. EBIEIH AMI , FEMA register-image i H, FRAEENESETIZTHIRE ID,

- ERBFHENXIREN UEFI, B --boot-mode SEIRMEIG T H N uefi IEENE.

aws ec2 register-image \
--region us-east-1 \
--description "add description" \
--name "add name" \
--block-device-mappings "DeviceName=/dev/
sdal, Ebs={SnapshotId=snap-01234567890abcdef,DeleteOnTermination=true}" \
--architecture x86_64 \
--root-device-name /dev/sdal \
--virtualization-type hvm \
--ena-support \
--boot-mode uefi

- ENEHERNIREN uefi-preferred , B --boot-mode SR MEIGE S HAF vefi-
preferred EENE.

aws ec2 register-image \
--region us-east-1 \
--description "add description" \
--name "add name" \
--block-device-mappings "DeviceName=/dev/
sdal, Ebs={SnapshotId=snap-01234567890abcdef,DeleteOnTermination=true}" \
--architecture x86_64 \
--root-device-name /dev/sdal \
--virtualization-type hvm \
--ena-support \
--boot-mode uefi-preferred

TSR el

{

"ImageId": "ami-new_ami_123"

}

7. ERIEHOIEN AM BREEALEL-IHEENBHIERX | FHEA describe-images %,
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aws ec2 describe-images --region us-east-1 --image-id ami-new_ami_123

oA
{
"Images": [
{

"Architecture": "x86_64",
"CreationDate": "2021-01-06T14:31:04.000Z2",

"ImageId": "ami-new_ami_123",
"ImageLocation": "",
"BootMode": "uefi"

]

}

8. EAMIEMN AMI B31#FEH,

MR AMI BzhERX R vefi = legacy-bios , MM AMI BIBHSZBIFFEENEIER S AMI
HRE. MR AMI BEHERX A vefi-preferred , MESRPIERE LI UEFI HBERT , EHEEN
UEFI B35 ; &N , SRHIFE %45 BIOS B3l. BXEZER , BSREEEI,

9. ERNHFRFIREEEMBHIBoES |, F#EH describe-instances T,

UEFI &

HEBHRPEEBHENIREN UEFI B, AT ECIRRETHE. UEFI MSHIBRERZTTUER
ZREFMKFH UEFI B &,

B MBREFNRERSER UEFI ZEXREERHRES Y. SNATRERGEERITIRHEL
RE (BIMEFINF ) REE UEFI REBIHNER,

/A Warning
AILUE S RSE B EM A ( AR AT BETE SRl LT EMERY ) |, REENERS L6/
GetlnstanceUefiData APl BV A B LU E, BETRNBBEHE ( flnZEBH AT
PER ) 1F651E UEFI TEEM T,
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UEFI ZE2#F A%

« T 2022 F5 A 10 A2 BIaaI8RH] , UEFI TELEE S HF IR ERER,

s WFTE2022F 5 8 11 B2 EBaEHl , Fri2HEZ KM UEFI ZEFEESMNELL/B ot
1%%0

« RUKBIFLEROUE LB REPRE UEFI SEZAMEEE,

& Linux AMI

BERplzal , DTUEBREMNPBEHIN AMI, AT eeE =6, %EZF AMIE , X TFEFFIE
Bl , TREREERUTER :

- Xig - AMI ID &84 Amazon K& =2 —M,

- BIERS

28K : 32 1 (1386). 64 i (x86_64) B 64 i ARM (arm64)

RiIRE XA : Amazon EBS =L fI 126k

R (Bl , Amazon Web Services)

Habg# ( Hlan , SQL Server)

MBEBEEHK Windows AMI , 2% Amazon EC2 AFERE (5&H T Windows 354 ) REy&E K
Windows AMI,

MREEER AL2023 AMI , iFZ[F (AL2023 User Guide) HHY Get started with AL2023,

MREEEK Ubuntu AMI , FS AR EC2 AMI E1LER.

MRAFBLEER RedHat AMI , FZH RHEL FiRENE,

B Linux AMI &

« f£H Amazon EC2 & &k Linux AMI

« fH Amazon CLI & AMI

« £/ Systems Manager & & #THI Amazon Linux AMI
+ {£f Systems Manager & # AMI
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£ Amazon EC2 #&#| & & # Linux AMI

A LAfE A Amazon EC2 4l & & Linux AMIl, EAUAEEABEIEHImS B EHIet M AMI 51
FHFITIER , BRI LAEA Images ( % ) REIEFFE AT AN AMI R 1T#83%, AMIID B8N
Amazon XiZih &2 M —HY,

FERAB X[ S EHK Linux AMI

1. B LT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. MN&E  EREGEEFEIXFNXE, STNEROSRENEMAXE K EEELEF LM
=18

3. MEflaEtimiRs , BEE3HRH,

4. ( F#E#EA ) £ Application and OS Images (Amazon Machine Image) ( B A2 F FIRIER SR
& (Amazon Machine Image) ) T , #%# Quick Start ( REFZ ) , BB ER TEHINBRIERS
(0S) , AAJE#E Amazon Machine Image (AMI) 7 , \FIRAFIER—NERN AMl, WREEEF
FAEEFEHK AMI , 5% Browser more AMIs ( FIEEZ AMI ) LUK ZEH AMI B %, BX
EZER ﬁélﬂﬁﬁﬁzr‘ MR ERZ R (Amazon Machine Image).

( IR FIA ) £ Quick Start ( RIFEF ) ) W~ L , MNIIRFIEFE—NEAN AMI, IMREZ
BEEINEMFEHN AMI, F%E My AMIs ( B AMI ) . Amazon Web Services Marketplace 5%
Community AMIs ( 8 AMI ) I FREHRHAM AMI, BXEZER , BRI R 1 EF
Amazon Machine Image (AMI),

£/ AMI WEEH Linux AMI

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. MN&E  ERGEEFEIXFNXE, STNEROSRENEMXE K EEELEF LML
=18

3. HESMERKF , &FE AMis,

4. (W) EABEFGENBRED , FETH AMI JIRBERENNEEFFSENIREN
AMI, a0 | E5|H Amazon REMFTE Linux AMI , 5% Publicimages ( 28B1& ) . RiE
FERABRETH — SR P E RN AMI SIRABE

1% Search (#% ) & , AEMNEEF %R Owner alias (BEERR ) , REkE = EH ,
& /R1%#R{E amazon, Euui?a: Search ( % ) ZLUESE Platform (&) , AREER = &8
&, RAEMNRENIIRFPIEFRRIERS,
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5 (P ) EFEETEMN , LEREZ SRNRGEY , SR IRERE, HFE , AUMNIIKRPER
AMI , ARS1E Details ( #HEE ) EMFHEFHE M,

6. %EFE AMI ZH , BHIACRERHFMEXIFEEH Amazon EBS XIEFH THRILLERNEM , X+
PEE, BXESZELR , BSRAEREZFEM,

7. EMNEAMI B —ANEH], HRFHES , AREEMNREES LN, BXREREFAEBIIE
BINEZER , FSH ERAMBEN=HRSEa%EM. MRESBEEZFIEERA , BT
AMI ID AR,

BXRER AL2023 AMI WEZEE. , 5@ (AL2023 User Guide) H Y Get started with AL2023,

£ Amazon CLI & AMI

B LAEAE B T Amazon EC2 9 Amazon CLI 7% , BMRXFIHFEEERM Linux AMI, EEIFE
BERWHAMI 2fg , BXEID, WMERAEXRBHEF, BEXEZEEL |, ESHE Amazon Command
Line Interface A F BT B 31461,

describe-images i B X FHIES T, Hlwn , FH --owners S E RH Amazon HEN LA AMI,

aws ec2 describe-images --owners self amazon

BT BURF AT SR SR AR N2 £ — M an & AERE R Amazon EBS X##Y AMI,

--filters "Name=root-device-type,Values=ebs"

/A Important

£ describe-images T T EBE - -owners FFIZFREZIHE BN INRNFTERE , TieFTE
R,

£ Systems Manager & & ##Y Amazon Linux AMI

Amazon EC2 3 Amazon 4£# /.0 F AMI 12 T Amazon Systems Manager 2SS 8 , A LES
RHITERIX LS, Hln , EC2 REMSE /aws/service/ami-amazon-1linux-latest/
amzn2-ami-hvm-x86_64-gp2 EAMMEXEHHFETH , H BBRLEESAEXEH Amazon Linux 2
AMI B9 R FT AR Ao

E & A Amazon Systems Manager E&HTHY AL2023 AMI , ST iaEH AL2023,

£ Amazon CLI & AMI 125


https://docs.amazonaws.cn/linux/al2023/ug/get-started.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-ec2-launch.html#launching-instances
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-images.html
https://docs.amazonaws.cn/linux/al2023/ug/get-started.html

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

EUTEBEDEM Amazon EC2 AMI NES K -

/aws/service/ami-amazon-linux-latest

B LB ZEITELT Amazon CLI fs S &E & X8l Amazon XiZHFFA Linux AMI 951K,

aws ssm get-parameters-by-path --path /aws/service/ami-amazon-linux-latest --query
"Parameters[].Name"

FERAESBEEH
AR RHIES EC2 RN AESE , A &F Amazon Linux 2 AMI JZ31 m5. x1arge £4l,

EEDTHIEESEH , BEALTIE®. : resolve:ssm:public-parameter , E# resolve:ssm
RIS , public-parameter RABSHMEREMER.

EARRGIH | FEHE --count Ml --security-group 8. XF --count , BRIAR 1. MBEEIA
VPC MBIAREA , NFFEAEN.

aws ec2 run-instances

--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-
gp2

--instance-type m5.xlarge

--key-name MyKeyPair

BXEMAEER , H55H (Amazon Systems Manager AF1ER) FHNER LGS , URFEH
Amazon Systems Manager S F# E & A Amazon Linux AMI ID,

£/ Systems Manager & # AMI

ERFIAPER EC2 BaRflmSBohEFIE |, LA LINFIRFIER AMI, AT BLUER [ AMI ID
#) Amazon Systems Manager Z¥, MREFEA BN LRBEEH , WA LIEE Systems Manager
SHMA = AMI D,

Systems Manager Z¥ & FEXHRMEX , B A LAE Systems Manager Parameter Store H 8l2i%
®/{EXf, Parameter Store IRt T — MNP RE#MKNNAREFEEBEH#HTHBIL. BXEZER , S
%] Amazon Systems Manager A F{g®F #Y Amazon Systems Manager Parameter Store,

B m@ AMI ID WS BT , FTRANBUIEREIEEN aws:ec2:image, EENBIFERE THREA
ESERSHEt , HSBEAERN AMI ID #1TRIE, BXEZEER , i5ZH Amazon Systems Manager
BFfERE®X Amazon Machine Image ID B R4E S,
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Systems Manager S &

- Afl

- RR

- [R&

« f£f Systems Manager 233 31 34l

R4

L& {EH Systems Manager Z¥#5[@ AMI ID & , B AP ER 1 SE6In T A FE B e R IERE
AMI, Systems Manager Z#& 7] LA {L B a1 {L R BB R 44,

AP ERERE

MREBEFEEFEAEE AMI BIEHIH BiZ AMI EEERH , RIONBIUEERA % Systems Manager
SHREK AMI, ERAFILE Systems Manager S8 0 BREHHKFH AMI F313£461,

flan , WAELPTRELEMNANE—INFREN AMI , EPFEEEFHRERENNARFENE

Fo B , BERBFEASTRAN AMI B213E6l, RBERAFERARTRA , B elEiEEE

¥ AMI ID B9 Systems Manager S8 ( 20 golden-ami ) o EBXBIEFMRAHN AMI B | BEEFH
SEHE AMIID B , AEEBLEQRH AMlL, ERAFPFTEETHXY AMI WERESH , RAiilE
IREPREEFE M ERY Systems Manager 23, RIEH AMI (£ Systems Manager Z 3 Al it 415
R\ bIE R EWH AMI KB 313546,

fa b B B L L 4Edn

MREERABHCRBEHEH , MATLIEE Systems Manager Z# M+ = AMI ID, TR T iR
Y AMI, A BLNERXSHFE AMIID B , AEEEB&H AMl, 8REGIEFREN AMI B, HR
FRERCIAZSHNENLRB. SHEMELCT B4R B TRESERS.

(® Note
HIRE N Systems Manager ZEIE@H AMI ID B , [EFEIZ{THYSEBIFRZ &0,

X PR

R B FHRHIE S MR AMI ID # Systems Manager % , W A7
fF ssm:DescribeParameters Fl ssm:GetParameters #INZE IAM policy
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H, ssm:DescribeParameters @& FRAFEFMIEF Systems Manager ZHHI
PR, ssm:GetParameters M&RF IAM FAF# 3 Systems Manager SE{EINPR, &% 0] LR #l
45 E Systems Manager ZHHIHENR. BXEZER , HSHEMEA EC2 Bai=flE S,

BR 51

AMI Al Systems Manager 28R E T XiH. EBEXEEAMEEBR Systems Manager ZHEW , HHE
BAMXEG 62 EGHERHE Systems Manager S8 ( I8 |, golden-ami ) » EENXFGH | F
Systems Manager Z#35 [@1% X E#H AMI,

{# F Systems Manager S¥3 353241

B LAE AR E A Amazon CLI B313E6l, B LAIEEIE M AMI ID #9 Amazon Systems Manager
S, MAREE AMI D,

New console
£ A Systems Manager Z8 & Linux AMI ( #F& )

1. BT MuLITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. NS EREEEPBHRFANXE, SULUEREERRENTIAXE , TEESEHL
ORITAT8

MEEH B EFERF |, &FEE K6,

£ Application and OS Images (Amazon Machine Image) [ T2 FIRER K HE B ( Amazon
HLBSER1& )] T , #%4% Browse more AMIs (5% E Ak AMI )

5. EEEREEMHETLIRMA , AFIEE Search by Systems Manager parameter ( #& Systems
Manager 288 % ) .

6. XITF Systems Manager 3 (Systems Manager ) , TEFE—1SE. HRN AMI ID FE
RE Currently resolves to ( ZHeifHH ) TH.

7. EBRER, 5E AMIID TEH AMI HERESIRA,
8. MIIFRAPIERE AMI , REEFER,

BXEARFXRFINSEHRFNESEE , BSH EAFEID LS B3 EH6.

Old console

£ Systems Manager Z# & Linux AMI ( ###5 )

1. B AT MuEITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
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2. MN&E  ERGEEFEIXFNXE, STNERASRENEMAXE K TFELESL
M,

3. MERIGEHIERT , EREHEH.

4. i%&# Search by Systems Manager parameter (3 Systems Manager 28 X) (M FA L
Ao

5. ¥TF Systems Manager 3 (Systems Manager ) , TEFE—1NSE. HNN AMI ID FE
RE Currently resolves to (ZHIfEHTR) KI5,

6. EFEER, 5 AMIID EEHN AMIFEREFIRSP,
7. MIIRAPERE AMI, REEFREE,

BxEABHEMESM AMI BEIEHINEZEL , B2 &R 1 %E#F Amazon Machine Image
(AMI),

£/ Amazon Systems Manager 2+ 2 AMI ID /53534 (Amazon CLI)
LARRBIER Systems Manager 28 golden-ami /83 m5.xlarge k4, ZS#igm@ AMI D,

EERPHIEESE , BEALTIER. : resolve:ssm:/parameter-name , E# resolve:ssm

EFERIR |, parameter-name 2R —SHEH. BIE , SHEMX I KNE, REESHEER
LN —Eort  SHREBEHRIEEFEHARFML , FlI0 , /amis/production/golden-ami, MRS

BIARBREHN—H5 , BUUEBERFHL,

FEARREIF | B --count M --security-group 3. XTF --count , BikH 1, MEBRIA
VPC MERIANLE4H , NREAE.

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami
--instance-type m5.xlarge

FE A ERAE Amazon Systems Manager S35 313£ 4] (Amazon CLI)

Systems Manager 2 EBRAXF, SERNBNERF I B — M —HNIRES, BAIRR
resolve:ssm:parameter-name:version WX SIASHMIMRAE , H¥ version 2K —hRAK
5o BIAMBERT |, RIEEEMAET RSB HIRA,

LUF ROIE RS BBV ARA 2,
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EARRGIH | R --count M --security-group 8. XF --count , BRIAERN 1. MRE
BERIAN VPC MEIAR LA , NFEAEN.

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami:2
--instance-type m5.xlarge

5/ Amazon REN L ESEE £

Amazon EC2 73 Amazon 1=£# 22 AMI 12 Systems Manager 2 BS8., #lt , A ESE /aws/
service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2 EFFE XiF &0 B , H HRLKEEZ
Xig & Amazon Linux 2 AMI B &3R4 o

aws ec2 run-instances
--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-

gp2
--instance-type m5.xlarge

HZ AMI

HE AMI BFRARBEHFATHEMBARERN AMl, EFHERA Amazon EC2 , REENFEZ —
REAHKE AMI, BELNFIRERENALG , AERNMEEXAET., BETUIZECSH AMI 5
b ARE,

FEAHEZ AMI EBTHRIBXE. Amazon NRIEEf Amazon EC2 AFHEM AMI W B ML 4
%, Bt , BN ZBLEHMEAERELAZEEECHBREPOHBNOARRE —HLELEZ AMI, X
HERITEHWINERE, BRIMNBVUENTERR (LS RIFNIRHEE ) JRELAMI,

ZSUL VRN s

£ Amazon EC2 #4l& 7 | ¥ Amazon AT K IEHN Amazon §EUEEEN AR AMI Frid &
KRIFHY IR RS,

B A LA describe-images Amazon CLI i BFRIRR BN RIFWREEN 2 H AMI, Amazon
SERIENESERFREN ALMGEFT —N3EHEESE , anazon I aws-marketplace, £ CLI
BWHEF , N ImageOwnerAlias ERXEME, HEAFPTENE AMI FAAE. XELAURME
KB Amazon HELTKRIEN S EKFHET AMI,
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ERAEERIEHRERE | EAIIE Amazon Web Services Marketplace E3EMRASES, &
EME , EAILLFE Amazon Web Services Marketplace L5 H&H AMI, BXEZER |, H5
% {Amazon Web Services Marketplace 255 FHLUES SR RERAFMET AMI 7= &,

HE AMI £&

- ERAE AMI

- FAMIBRAH

s SRERIFHARAILTHELZE AMI

« 54%E Amazon lKF HE AMI

« BUBEES K Amazon Web Services lEF 1 Z AMI
- FABE

« HE Linux AMI i55 EN

NREEETHRBXREMERNER
- BXREIE AMIBER | 5 SIZEHIF4 IFH Linux AMI 613 Amazon EBS X9 Linux
AMlo

« BXTE Amazon Web Services Marketplace FH¥2, X{MEFNARFNES , 3 Amazon
Web Services Marketplace X #4,

ExRHEE AMI
A LAE A Amazon EC2 BHI ARG TITERRE AMI,

AMI 2— M XEMEER. EERH q-AMI( NERFE ) i, BDAEHRZH AMI HE—XE #1718
R, EF AMI e HEMXEER | Bz AMI E83ZKiE , AERHTHREZE, BXEZELE , F5
18 & &) AMI,
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FREFHEEREZENTAE AMI

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/.
2. ESMBERKF , EF AMIs,

3. EFEATEERFMTP |, %F Private images., [ HEESEXLZNME AMI, EHALENER | 7]
%% Search ( 3R ) EHEAE L PRUMNTFESMIED,

EREFEERAZNLA AMI

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/.
2. ESMBERKF , EF AMIs,

3. EE—AIEEZRMETF |, % Publicimages, EM{LRHIER |, Wik$E Search (R ) FE& , HE
PS5 rh iR A T SRR T

£ A4 & &K Amazon BIHEF N7 AMI

1. BELATMuITHF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.
2. ESMBERKF , EF AMIs,

3. ‘EE—AIFIESFZMH | %#F Public images.
4

1£1% Search ( R ) FB& , AEMNE RHFELIET A %IE Owner alias ( FTEERIR ) , BER
=, ARAFIEE amazon BMXE R Amazon B2 R,

ERREFEERRBELIRIENRUEFHHZNE AMI

BN LA T Mut3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMBE®KF , %EF AMI Catalog (AMI B ) .

EFEEX AMI,

Verified provider ( £33 KiIFHRMRE ) FRZRTK B Amazon LT KIS EUKFR AMI,

A 0N~

B HEZ AMI (Amazon CLI)

£/ describe-images @5 % (Amazon CLI) AT BA%|H AMI, ATBURZSIRSEERENFIEMN AMI KE
WML T RBIFRRo
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T~ BIHEFRE LA AMI
SRS AMI | SEEEENFE AR AV,

aws ec2 describe-images --executable-users all

T EAERBHETIIL AMI
AT SFILE HAE LK BDETH AMI, RFIETELREHOEM AMI,

aws ec2 describe-images --executable-users self

R FIHESRIENREEHEN AMI

UTHSRIHELIRIENZEEHEEN AMl,, 20 RIFFNRMER ( Amazon AT KU SRR )
HEN L AMI EE—MNHIZHEE , eHEKF,FERPETRN amazon & aws-marketplace, X
AHERNERRBLZSRIINEHREN AMl,, EMAFTEXNE AMI EABE,

aws ec2 describe-images \
--owners amazon aws-marketplace \
--query 'Images[*].[ImageId]' \
--output text

| FIHK S RAEN AMI

T4 5 HIEE Amazon Web Services Ik #HEH AMI,

aws ec2 describe-images --owners 123456789012

T~ EREESREHTEE AMI BSEE

ERDERKN AMI HE | BEAFEFAER I HERNEBR AMI KB, Hlan, /8T iRiE R4 7 )
RE R EBS X#H AMI,

--filters "Name=root-device-type,Values=ebs"

FEAEEZE AMI

ERARE AMI 28, BHRTATSRUBIVEEMZERIEATE =N EHNRFRTAIFENT
[, FRXBURNBBHEEAAAFE=SHNNEEZEER. EF AMI £ Linux K1ThREY XA
UTHEXRESRETEMNER.
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NTHARETLETEPERNENXRGNTER , RNBWESHFA SSH KEHAFE N2 ERE
NITFORZ , ERVERIBR T TR BINFEIEHFEINE DA LAER SSH & REM K6,

1. WIAHERAEMARZBENNAE SSH B4, ZXHHHH—RANRERATE AMI WEH, B
T HER authorized_keys X4 :

[ec2-user ~]$ sudo find / -name "authorized_keys" -print -exec cat {3} \;

2. NEAFPZAETEZEBNEMRIE, 7 sshd_configPermitRootLogin X#H &% 1T, &0
TFIR :

PermitRootLogin without-password
RE , BUUEZERAURAF S HEFRGIMTIEE
PermitRootLogin No

E 3 sshd %,

3. RERBHAMEMAFREERENXS, EFBRAFNRNAFANER. BERSBIEEM
RENK = T

4. REITFFRO U IAEREERAMNSTOTE NEENRERS.
5. ELTRENZEESR , NHBRNEREXHHER rsyslog . Bl :

[ec2-user ~]$ sudo rm /etc/rsyslog.conf
[ec2-user ~]$ sudo service rsyslog restart

6. WIFFTE cron ELLHEEM,

MREBEMTIANAGFEEZEXRHW AR AMI |, KR Amazon Z£HR/. BEXEZEE |, ESH
Amazon &,

F AMI &R H
A LUE [ AT B Amazon Web Services I £ ZRATFFIER AMI,

MREEME L NTFHZEN AMI, TS A LE AMI I AFF 1A, X A AR IEEAATF AMI V=R
MTE BT B IERE RN H R AMI BIENEFEEER. I8 BARLATFHRALZBESR
RIFRHEW AMIL; EMHARRTT AR,
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ENAVFREKS ERER AMI B313%46] , HSH 55 E Amazon IKFHE AMI.

£
« 5 Amazon IKFHE AMI ( A FFHE )
o BRLERTFFIHRIZR AMI

R AMIRA LR ZE , FERUATER,

. AN - BE/ AMIERLNE |, B8 Amazon Web Services Ik %73 A AMI,

- Xl - AMI B—FXEM R R, HEHZE AMIE , NEREBELEHZZ AMI HXEER. Z46£ AMI
REPEEMXEMER  HHZ AM EFFZXEHETHRE, BXESZER  FSHAES AMI.

« FIERTFHRE - BERTFHE AMI, HAE AMI RFTFHENSANMXEZEAELE AMI B ATFIER. KFF
HE AMI 5, B LEHGABEL AMI B9 RFEEIEE |, MR IE# — S RTTHZER AMI.

« BE AMI TERANH - MREW AMI BEUTAMZ— , WTEFERA QL (BETF AMI
545%E Amazon Web Services IKF° Ik H=E ) -

« NES
« MEERRER
- FmiHE

- BEMEBRBRE - EEGSELE AMI FOEBRHRBHKSE B3R HE Lnux AMIEESEN FRERS
EBRBTUTERR AR,

- HA-HEHE AMIE , AR RENZ AMI BIEHI, AT ERER, REREXEE. BR , &
b1 ERER AMI BB SEBIfE | A AT AN E B 3h RIS BI 612 AMI,

- BEFA-BRIANBRAT , AIEAE AMINFERABHERENE AMI RIEZBHEE 2 £, B LUEHA
BERENRETHRE, EEUEFARY , IGFABEARXRE - , BX4TEI T AMI 5457E
Amazon Web Services Ik X ZRGEHIZENFT,

. Nk3 _ M4 Amazon Web Services Ik FEHEH AMI Ba1E6int |, BEENTK. EH AMI B3
SSEIE K PR e 1B S 2B 2%
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5MA Amazon IKFHZE AMI ( AFFHE )

FAM BARNTE , eFEEHENEX AMI A |, BN EC2 BHI& LM SMEFH AMI B
FHRIAE L AMI, REECERESEBHERGINIARZ AMI, FEE , FEMNAMIRENNAZE ,
A[BEEE E — SR E Community AMIs 3 & & 'RiZ AMI,

Console
£ AMI &AL A
1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. ESMERT , EEFE AMIL

3. MIRFBIEBIEN AMI , REIEER Actions ( #4E ) . Edit AMI permissions ( 4% AMI X
BR ) o

4. EAMI ATRET , EZEX/TT,
5. ERERFER.

Amazon CLI

B AMI #3B —/* launchPermission B , AT & A FHL Amazon Web Services Ik
(BREPEEEKFEAN ) FAZ AMI B313%H6l, B3 &R AMI B 1launchPermission B , 1]
LURFiZ AMI &R 3 (X4 [ FTA Amazon Web Services Ik £ FBNR ) |, SIMCFEEEE
EH Amazon Web Services Ik HE,

ALAEER AMI B3I RTRIK 7 B B R APOR NS BRIK 7 ID. R AMI IRAAE |, BHERE all
B, N"ANEXZFFATEMAIEE

& AMI &R A

1. fM modify-image-attribute S A LA all ARMNEIFEE AMI B9 launchPermission %%
o, TR

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Add=[{Group=all}]"

2. ERIE AMI WER , B describe-image-attribute 5%,

aws ec2 describe-image-attribute \
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--image-id ami-0@abcdef1234567890 \
--attribute launchPermission

3. (W& ) EEREAMIRARE , EMNEBHFRIPHIER all A, EEE , AMINAEER
=}

(
KEARHUT , AEFRZB TR,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Remove=[{Group=all}]"

BE LE N FF 5 R EY AMI

TR AT SN AMI, B SUS FAILEATF U AMI e, HRBEEKFRAEA  BCRE
EBNFERLEANFFHE AMI B9 Amazon Web Services X8 B A ILIRE,

BRBEIEAFIHBE , EAF AMI R AT B2 B3HELE, B2, MRESLXELTT AMI,
CATRREFELATFIRS.

MBEENFHEZ AMI, WEEBRAEIEAFHE. REERE , REXREEHS AR LEATF G
IhEE , MABFLEE A AT HEEH AMI,

BRI IAM RRIBRENEBERAFT , IFERBHRAFTEAREABRLE AMI BIRFFHRE,

ES]

- BARE

- FRER IAM X R

« BRAMBLERFFIE AMI

« ZAMELERTTTHE AMI

- BF AMI VR IE AR B RPRES

HRINRE
BIESNIKFEFKFERMEKRF  URERETRAELH AMI |, BRIAS AREZAME LA F AR AMI
®’iE, TRYIETHRINRE :

Amazon Tk F° “BH IE AN FF 1R AMI"ERIAIR B

S5 P ERH
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Amazon Tk 7 “BELE 2N FF iR AMIPERIANIR B
22 H
SZAENH AMI I A K 1

B—1HZANA AMI I BIK -

WMRENIKFE 2023 F£7 B 15 BHXRHZERBE PSR AMI, BBABNMEZRBEEHATA AMI
RARE , RED2NENKFRRNERABLEL2FEE AMI,

/Y 1AM R
BEEMAMBLERTFER AMI 2hEE , BAAREUT IAM R :

* EnableImageBlockPublicAccess
* DisableImageBlockPublicAccess

* GetImageBlockPublicAccessState

B A LIEAF IR AMI

B IEANTFREZEN AMI, FEKS RS BB LLEATFFE AMI, SBAREEZHEIEEAFTFREEZ AMIBE
A Amazon Web Services Xig 38 AR IE A FFH R AMl, HIREBEZXE LT AMI, BITRREFLF
RZS

Console
FEiIEXE P B AR EATFHE AMI

1. BIELLTMuLFTFF Amazon EC2 ###]& : https://console.aws.amazon.com/ec2/.
ESME (LNTRBME ) &, SFEABELEQFHR AMI B XE,

MR REREHENR , WESMEHEPIEE EC2 26 EHR.
ERFEET , ARBEERFNZE,

FEFELEAFIHR AMI T |, ERFEE,

IR AT HEEIRE , RAEEERERF,

2
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FFIERE (ERAT Linux 246))

Amazon Elastic Compute Cloud

@® Note
AP| RZUREFEE 10 P8 REEWNIRE, EULHE , BEEAIRTFFHNLOFHRE, API
EREER , ZENEIERXNCHEIEFHARKS,

Amazon CLI
FEiI8EXE P B AR AT R AMI

£/ enable-image-block-public-access it HIEEE R A L AT IAE AMI X, 3FF --
image-block-public-access-state ¥ , #E#EE block-new-sharing.

aws ec2 enable-image-block-public-access \
--region us-east-1 \
--image-block-public-access-state block-new-sharing

A%

"ImageBlockPublicAccessState": "block-new-sharing"

(® Note
APl ZRZAREFE 10 D kBB IRE, ELLHIE , IREIZ1T get-image-block-public-
access-state iy , MIFRFE unblocked, 2 APl ZREERE , WAFH block-

new-sharing.

EZHPELEAF IR AMI

EAUYLZKFHANAFRATFHREEN AMI, BEKFPRAINZABILEATFIHR, EEATFLATFHE AMI
B Amazon Web Services X3 & | &&E A FBE LE A FF 5 1R] AMI,
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Console
EREEXEEZEAMELELAFIFR AMI

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESME (L TRERENS ) &, BEZARBLEXTFIHE AMIBXE,
WMRREREGER , WESMELDIERE EC2 £HIEHR,

ERFEMET , ERBERFNZE,

FERRLEANFFIHR AMI T, ERER,

FEBRBELEFTY A TFHESIEE , AEEFRERN.

RARBTEIAR , A confirm , AEEBRAGFLTFHE,

N o o bk 0w Db~

(® Note

APl RZAREEE 10 D REEIRE, FIHE , E/FASHEIEFN AT H
. API EREEE , ZENEIESINEAFTNLOHAKE,

Amazon CLI
EIEEXFZAMEIEAFIER AMI

£ A disable-image-block-public-access = H I8 EEZ A M LN FFiAE AMI B9 X1,

aws ec2 disable-image-block-public-access --region us-east-1

TSR el

"ImageBlockPublicAccessState": "unblocked"

@ Note
APl RZAIRERE 10 8RB B IRE. ELHE , WRBIZIT get-image-block-public-
access-state @5 , MM@AIF R block-new-sharing., ¥ APl EREERE , WANEH
unblocked,

FAMIER LA 140


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/ec2/disable-image-block-public-access.html
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BE AMI AYPE LR H 7 EPIRZS

EEELNKFHRREELELNFHRE AMI, B LAEF AMI BIFRLEAFIHRPRES. BUREBNHE
THREAMELE AMI AF HE/ Amazon Web Services Xigj R EF ILIRA,

Console

EFEEXEH AMI BIPE LEATFIHRPRFS

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. ESME (LTEREMS) B, EFEEF AMI E AT A EPRSH X,
3. MRREREZEHER , WESMBEKPIEEF EC2 2HEHR,
4. ERFEMT , ERBERFNZL,
5. HEMELEXFFFERAMI T, ERAFIHRFER. BENEHELEHTNATFHEREATFHH LT
=,
Amazon CLI

FREVFE E X AMI BIBE Lk A FFiF BR S

£/ get-image-block-public-access-state s F 5 EZIREX AMI BIPE LE A FF i8] RASH X,

aws ec2 get-image-block-public-access-state --region us-east-1

A% — 7 block-new-sharing = unblocked,

"ImageBlockPublicAccessState": "block-new-sharing"

ER%ERWHALAEBIIHRE AMI

Amazon Organizations & —HKF EERS , ALLEFZ Amazon Web Services Ik B4 2 & 4]
BAEREENALT, RTEBERSEE AMI 24 | BE AU SE 2l sS4l ZB7 (OU)
/\? AMIo

HOREENEATESNEDEELEMN Amazon Web Services I BISE{R, A U2 EHHR
GRREALDKF |, FRBRENE , HHEALEVRETHLRT. SNKFEHATUEZEFNER
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#root
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Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

B, WALBERREHNEFR -1 OU B, BXEZER , HZ6 (Amazon AFIER) hitps:/
docs.amazonaws.cn/organizations/latest/userguide/orgs_gettlng -started_concepts.htmI$#y Amazon
Organizations Organizations R1& M B2

HiEEMIm OU £E AMI BY , FrE FIKFEB AT LAGRIZ AMI, fln , F FES , AMI ETR/E OU #
Z (HHBFE10WELET) . REREZINE OU THEMNAA OU Mk, ( AT 2 AMELETR)

EE LA R AMI, AAFHKF M OU ERELZANIKS ( BEF 3R ) ZBHEZ AMI BIER ,

HREMNT2E AMI HZH OU WFRIKF,

Organization
root

AMI U ; U
| |

] 1 ]|
08 g 3 P8

EA::.-::nunt ou ou ' Account

|

A A Al |
Os| [Fo Ool| |

Account  Account Account |

EEEM
EEHELLHEAW IR THE AMI B |, HEE LTSI,

- FIAEN - BEEHEZ AMI, K Amazon Web Services Ik~ %F3HAE AMI,
« HERF - AMI HEBMUSEMAELS OU £E AMI, BFEMNFTREEKAKNELRN OU,

EXRE—RXEHTURE AMI WERAEZEEE |, 55/ Amazon EC2 JREFREHE,

s X - BLEHZRAFENXWIRZ ( MEUJ[IEIJ AMI FIFRE ) o HE AMI E-.I- SEHAZ AMI HEHAE
ou EFE’J Amazon Web Services Ik FWEMA AT EER AR EXHIRE,
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« ARN B3 - T HIEERI R OU it , FHARMEAEBN ARN X, MRRIEE ID, Flm ,
RIBMIBE 0-123example = ou-1234-5example , & HI4EIR,

IETA ARN &= :
« {2l ARN : arn:aws:organizations::account-id:organization/organization-id

* OUARN : arn:aws:organizations::account-id:ou/organization-id/ou-id

Hep .

« account-id 12 (VEEBKS , 0 123456789012, MRBLTHMEEERIKS , B0 LUHERE
WAL ERTERER ARN , HAFEBEEEKS. BXEZEE , BSHEKRELARN,

« organization-id 1) ID , fI#0 o-123example,

e ou-id B MERITID , #lM0 ou-1234-5example,

BEX ARN BERXWEZEE , HSH IAM AR FH Amazon BIREEF(ARN),

- NBRMZEL - B AR ZHRMBMMNBREBZIFH AMI,

- MERBLAEAEFRERNZHANE. ELEHLZHEAERIA Amazon TERNZHAMBHIRE
XEFW AML, BEXEZEER , TSR HEZE Amazon EBS R,

- MREHEHAMBRBIEN AMI, MAAAFDILS OU FAATNRRBHNEFEERR
., BXREZER , BESHEAFSWH OU FH KMS &4,

- Xifi - AMI 2 —f XM ER, HEHRZ AMIE , NEREEERZZ AMIHXEFER, E6£ AMI
EBEHMXEMER  BFZ AMI EFZZXKEHBTHRE, BXEZELE , BSRES AV,

- - HEHAZ AMIE, AP RENZ AMI B3I, T ERBR, REREKEH. B2, &
I EFAEE AMI BEIEBIE |, AT AME B 31 SE 61612 AMI,

o Mk — MHA Amazon Web Services K FHEH AMI BaiS2flat |, BEENH, FH AMI B3
SR PR e B SR SE BT 3R,

AEFSIH OU A KMS Z4A
MBREHASHMBFRBEIZIEN AMI, NERAAFLLR OU £ B FIMZEREBA Amazon KMS keys.

£/ aws:PrincipalOrgID # aws:PrincipalOrgPaths Z4A ML HIERNWELAN
Amazon Organizations R E5REFHERFH TR, ZEATURAF. IAM A6, BREAFH
Amazon Web Services Ik~ HRAF . EREER , LLRHZEA TR IERE R Amazon Organizations
RIEECUARS OU MK RR. BXESRAKMEER , %28 (AM BFER) https/
docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-
principalorgid# aws:PrincipalOrglD Hl aws:PrincipalOrgPaths,
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BXREFEE , 20 (Amazon Key Management Service FF R A R 35R) MHEZ KMS ZAHM A
THEKFHPHAFER KMS &4,

EmEdl s OU RFEA KMS BHAMWNR |, BEZHRBAMUTIED.

"Sid": "Allow access for organization root",
"Effect": "Allow",
"Principal": "*",
"Action": [
"kms :Describe*",
"kms:List*",
"kms:Get*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-123example"

EBZ OU #£= KMS 4 , W aT LAE R SR T ROIAY KBS

"Sid": "Allow access for specific OUs and their descendants",
"Effect": "Allow",
"Principal": "*",
"Action": [
"kms:Describe*",
"kms:List*",
"kms:Get*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
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"StringEquals": {
"aws:PrincipalOrgID": "o-123example"

},
"ForAnyValue:StringlLike": {
"aws:PrincipalOrgPaths": [
"o0-123example/r-abl2/ou-abl2-33333333/*",
"o-123example/r-abl2/ou-abl2-22222222/*"

HE AMI

& LAEF Amazon EC2 #2#|& 3 Amazon CLI 54l 8 OU #Z AMI,
HZ AMI (24518 )

FEREFA SIS OU HE AMI

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. ESMERTF , EF AMI,

3. TEFIRFPIEREH AMI , RE1EF Actions, ARFiEF Edit AMI Permissions,

4. £ AMI availability ( AMI AT 1% ) & , 1&3#F Private (3.8 )
5

£ Shared organizations/OUs ( &= 1ll/OU ) 3 , 1%$F Add organization/OU ARN ( s hndell/
OUARN ) ,

6. XtTF Organization/OU ARN ( 2Ml/OU ARN ) , RAZEEZH = AMI B9l ARN 5 OU ARN ,
SRJRIEEE Share AMI ( £E AMI ) . FEE , BHLAEETE ARN , MARXZ ID.

EEZ40 D OU £E1t AMI, FESIR , ERLRMTAES LUK OU,

(® Note

BARAEERTHE AMI X Z AMI 5| BH Amazon EBS B, REHLZE AMI XS | &
S Bz R EHIR MG RIFTE| B Amazon EBS RREEMNRLAER ., A , BHRSEEH
ZHFX AMI 5| HHVIREBINZH KMS 4. BXEZELR | SR AFLF OU FH
KMS %48,

7. TERE , #£#F Save changes (RIFEEX).
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8. (W) EEFLEHE AMIHNEBAT OU , BESIFRFPIERL AMI , RfF%EFE Permissions ( X
BR ) &I+ |, R0 TR31E Shared organizations/OUs ( #E4/OU ) , EEHREEBHEZM
AMI , BZREHRHEZE AMI,

—_—

# = AMI (Amazon CLI)

£ A modify-image-attribute @54 ( Amazon CLI ) = AMI,

£/ Amazon CLI 51l 2= AMI

modify-image-attribute i S EIBELHLR R FIBE AMI NEHINR, FIFE , BLIEETE ARN ,
X2 ID,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission
"Add=[{0rganizationArn=arn:aws:organizations::123456789012:0rganization/
o0-123example}]"

f£A Amazon CLI 5 OU #Z AMI

modify-image-attribute R EIEE OU BFIEE AMI WEZFT, FEE , BULAEETEARN , M
T2 ID,

aws ec2 modify-image-attribute \
--image-id ami-0abcdef1234567890 \
--launch-permission
"Add=[{0rganizationalUnitArn=arn:aws:organizations::123456789012:0u/o0-123example/
ou-1234-5example}]"

(® Note
BARAFEERTHE AMI T = AMI 5| K Amazon EBS R, REHZ AMI XS | REH
I AEHIREHRIFTFSI A Amazon EBS IREHRRAER S, 73 , FHXIFEAZATX
AMI 5| AR R INZREY KMS 4, BXEZEER , BSRATFRWH OU A KMS %4,

—e

EFIEH=Z AMI

B A LA Amazon EC2 #8445 Amazon CLI E1E54IE OU = AMI,
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FIEHRHEZ AMI (2EHIE )

EREFEFLEERIE OU £= AMI

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMBERF , EF AMI,

3. EFIRAFIEREH AMI, REEE Actions, RFER Edit AMI Permissions.

4

#£ Shared organizations/OUs ( #Z4W/0OU ) T , R EELEHE AMI LS OU , RFIEEF
Remove selected ( MilBRFTIE ) o

SERJE , 1%# Save changes (IR EEX).

6. (Hi&)ERIANEZESFELSAILT OU HE AMI, BEFIRPIERFL AMI, RFERF
Permissions ( IR ) &I+ , RAJ5E TR3 2| Shared organizations/OUs ( £Zl/OU )

o

£ L= AMI (Amazon CLI)

& A modify-image-attribute =} reset-image-attribute 384 (Amazon CLI) £ £ Z AMI,

£ Amazon CLI E1E 54 S, OU = AMI

modify-image-attribute S8 T MIEE W A MIBRIEE AMI EZH1TF A, B3R , BYLTIEE ARN,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission
"Remove=[{0rganizationArn=arn:aws:organizations::123456789012:0rganization/
0-123example}]"

£ Amazon CLI Bt 5FFELHL. OU F Amazon Web Services Ik £ = AMI

reset-image-attribute A T MIBE AMI FBBRFFIEARMERNBINE, HFEFE , AMIWHEEKRLER
BEHEFT , AR ZZasE,

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission
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https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/reset-image-attribute.html

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

® Note

ﬂﬂﬁfﬁ%ﬁﬁﬂﬂﬂﬂﬁﬂlﬁ)* E’JFZ;JJI‘F—HE’FJJ:A; AMI Amazon EC2 H is‘tlﬁlﬁklﬂlé},@o 8
AM' ’{Tf'éﬂiﬁg)\KF/\?o

BEFHLE AMI B F OU

BRI LAEF Amazon EC2 ##|A = Amazon CLI IR EZSHLM LM OU HRET AMI,
EEHE AMI LA OU (#24H& )

ERESERAEFEEWERLMN OU HET AMI

1. B AT MuLITFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/,
2. ESmMBERT , EE AMIL,

3. EHIRAFIEZREH AMI, 1E£$E Permissions ( 1XPR ) &I+ , AEE TR E Shared
organizations/OUs ( #£Z{l/OU )

EEREEHAEN AMI, BSHEREE AMI,

BEEHE AMI 942 A OU (Amazon CLI)

& LAE A describe-image-attribute @54 ( Amazon CLI ) #l launchPermission B , REZEE
uﬂﬂtbkﬂ”\ﬂ] OU /\? jﬁE’J AMI

ERELMER Amazon CLI EBFLRI A OU HET AMI

describe-image-attribute T IEIRIEE AMI B launchPermission Bt , H RESHAZZ AMIHY
HLAF OU,

aws ec2 describe-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

& 2 7 451
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https://console.amazonaws.cn/ec2/
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"Imageld": "ami-Q@abcdefl1234567890",
"LaunchPermissions": [

{
"OrganizationalUnitArn": "arn:aws:organizations::111122223333:0ou/
0-123example/ou-1234-5example"
}
]
}
FREX ARN

A M ET] ARN B8 12 BN ERKS, IRETNEEEKS , SRR il E7]
BEREUE M KSH) ARN. HELT R |, 123456789012 REEKS.

EIRE ARN 281 , BB E R MR R, AT REIKERAE T HEXR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:Describe*"
1,
"Resource": "*"
}
]
}

FREVE LAY ARN

{# /A describe-organization S HMiZEN 'Organization.Arn' B --query SEL{UREI AR
ARN,

aws organizations describe-organization --query 'Organization.Arn'

e 52 7 451

"arn:aws:organizations::123456789012:0rganization/o-123example"

FRERZ b BB T8 ARN
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/A describe-organizational-unit @5 4% , ¥ OU ID , RE¥ --query SHiRE R
'OrganizationalUnit.Arn' , BA{X ’ililiﬂmib_ ARN,

aws organizations describe-organizational-unit --organizational-unit-
id ou-1234-5example --query 'OrganizationalUnit.Arn'

W& 52 7R 451

"arn:aws:organizations::123456789012:0u/0-123example/ou-1234-5example"

54 %F Amazon KPP HZE AMI

BAUERE AMIERAHHERT , 54E Amazon Web Services Ik £ AMI, BEENRE
Amazon Web Services K 1D,

Amazon Web Services K/ ID 2 — 12 U BF ( W0 012345678901 ) , AT ME—#51R Amazon
Web Services Ik, BXEZEE |, i55H (Amazon Account Management SZ358) F Y
Viewing Amazon Web Services K7 identifiers.

EEEM
EE4%E Amazon Web Services Ik 1= AMI & |, FZ R LA TEI,

« AN - BEEHE AMI, BH Amazon Web Services I %A AMI,
s HERH - BEXE—XGRHUAHREZE AMI WERAKEEE | ES5 5 Amazon EC2 R BRE,

° *’T‘% - aux%/i/\?%?ii%&%% ( ijl];EtU AMI E’ﬂﬂ_‘% ) [) /\? AM' H-.I- EE/\?— AMI EI‘J1£@
Amazon Web Services K 97 AR AP E XAIRE,

© NEMBHA - SR K ZE B ARINZE M INERBIEFH AMI,

o INERIR BB A0 fE KMS BEAINER, B ERLZHFEAERIA Amazon TERFHA MBI IREB X IER
AMl, BXEZEER |, HSREHE = Amazon EBS REE,

- MREBHEHMBRBZEFN AMI, WAH /2T Amazon Web Services Ik~ EFHFH?)JHE%"H& ﬁEI’J
KMS %41, o Elﬁlﬁﬁﬁﬁﬁ@?%aﬁ%%ﬂi& THNZ et /B 3) Auto Scaling SEHIFT BN REAKEE |
2% {Amazon EC2 Auto Scaling AAF#E®) FHINESBERN Amazon KMS key K#,

- X - AMI XM RF, MREHE AMI, NEREEZXEER, EE AMI EBEHMEX
HEA Bz AMI EREZXKEHRTHE, AXESZER , BSHES AMI.
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- A -HEHAE AMIE , BFRENZ AMI BEH, AT ERER, HEREXEH. B2, #
e E R IEE AMI B313K61/E | A1 AT AME KBl IZ AMI,

- EHHRE AMI- MRS —NKFRWAFEEHLE AMI, U AFE @R T Z:F AMI 59768
BEER, BXEZER , BSABEKFEH,.

Tk# — L H M Amazon Web Services K/ EREH AMI BaIEflet , BEFEM2R, FH AMI B3
SEAI 9 K P 5 N B4R B B9 SE B 3R

= AMI (254 )
FERRHERTFERETFY

-_—

BN LA T M4 3TFF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.

ESME®RT |, &7 AMI,
EHRPIEFREN AMI , RE1%EIE Actions, RJ/F1%E1F Edit AMI Permissions.
‘EIE,

£ Shared accounts ( £EKF ) T , #%&# Add account ID (7K~ ID )

XFF Amazon Web Services Il ID , i AZESHEHEZ AMI 9 Amazon Web Services I ID
%Fﬁj:% Shal’e AM' ( /\? AM' ) o

o g A W DN

EEZKPHZN AM, FEERIRS M6, EXLRMTRELIKS 1D,

@ Note

BARAEERTHE AMI TTHE AMI 5| K Amazon EBS R, REHZ AMI XS ; R4
Bzh N SkHIREHE TS| A Amazon EBS Rﬁﬁﬁﬁmﬁuﬁ%wo Tﬂ BRIEEHLT
BAFx AMI 5| AR IREBINZWATE KMS %41, BXxEZEER |, HS5HE L= Amazon EBS

7. TER/E , %£#F Save changes ( REEX ) .
8. (W) EEEFESEHHLE AMI A Amazon Web Services F'KF' ID BEIKRFIEREZ AMI,

ARE1EE Permissions ( ;XBR ) I+, EEHREELHLEZN AMI , BSHRERLZ AMI,

H#Z AMI (Amazon CLI)

£ F modify-image-attribute @54 ( Amazon CLI ) X AMI , 2L ROIFFRo
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ERFEXABRFHTH

LT e a8 E Amazon Web Services IKF B FI8E AMI B RR. FELATREIF | FR4E AMI

ID BN BRI AMIID , 3§ account-id BN 12 1 Amazon Web Services K ID,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Add=[{UserId=account-id}]"

® Note

BAEERTHE AMI TTHE AMI 5| K Amazon EBS R, REHZ AMI XS ; REH
B RN EHIRE GBI FFS| A Amazon EBS TJ&E@E’HXFELX{EFZbO Y, BEIEERETAT

AMI 5|V IRBINZ A FRE KMS 41, BXEZEER |, 55 HE= Amazon EBS HRE,

S BRIK P B B B VF AT

LT a5 MIEE Amazon Web Services Ik REERIEE AMI BB ER, EULTROIF | KRG

AMI ID B R BB AMI ID , H5F account-id H¥R 12 {Z Amazon Web Services I F ID,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Remove=[{UsexId=account-id}]1"

EMIBRPTA R BB VA

LTt MNEE AMI FRIBRFIEABMEXE A, BEE , AMINHEEERLEERHIFT,

WARZZaTEm, EUATRES | FRE AMIID B3 EME AMI 1D,

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

SH 588 Amazon Web Services Ik £ Z AMI

BRI AR INE AMI IS RBR |, ATLA 545 7E Amazon Web Services Ik = Amazon Machine

Image ( AMI ) , IR B E&E Amazon Web Services IkF? #= AMI METEBEENKFAHE
Z AMI, AT BRI K A AMI BB IR P BB RR. BRI LB IE9T cancel-image-launch-

BUBSZI K H=Z AMI

152
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permission Amazon CLI s S # TIXTURKE., FEIZTHWSE , FMNEE AMI BB R P BRE
#9 Amazon Web Services Ik,

flgn , BRI NUBUES MK RE AMI, UREEAESEXZENREARESFRAN AMI B 31 E5IH
AR, HEBUEESEMNIKFEE AMI H‘I , CRTBHIE EC2 BHIAMNEM AMI 5IkF |, bF 4
HIME describe-images K% H

8

+ B

- BUHSBHIKS T AMI
- EREHSHZH AMI

R 751

o IRTDRFEEY K P M S Amazon Web Services K £ Z 8 AMI BB R H B,
o IBREEMN AMI FIBHIRBEF K ABKREBHWIKS . AMI EETUBREENKFEE AMI,

« AMI 2—F X% R, #£iE1T cancel-image-launch-permission & , A¥EE AMI FREH
Xig, JEGSHIEEXSE , &EEH AWS_DEFAULT_REGION BT E,

« KA Amazon CLI ¥ SDK X#FM AMI BV B IRFBERENIKF ., EC2 #2514 BRI A XIS LR
.

HUH SN IKF = AMI

(® Note

ELBUHS MK REZE AMI 5§ , BETEBCEIZRE, EEFHREX AMI BiHRIRE , AMI
?ﬁﬁ%%éﬁ*lﬁﬁ'—‘?fﬁﬂ’]iﬁ)ﬁ/\;o

Amazon CLI
BUE 54889 Amazon Web Services Ik £ Z AMI

£ F cancel-image-launch-permission @5 #1EE AMI ID,

aws ec2 cancel-image-launch-permission \
--image-id ami-0123456789example \
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--region us-east-1

T 5 i

"Return": true

PowerShell
EE 6 Amazon Tools for PowerShell 58 Amazon Web Services Ik £ Z AMI

{# /A Stop-EC2ImagelaunchPermission &% H#1EE AMI ID,

Stop-EC2ImageLaunchPermission °
-Imageld ami-0123456789%example °
-Region us-east-1

A%

True

EREKRKFEEZN AMI
ZEEHKE Amazon Web Services Ik £Z8 AMI , TSR EHRHEZ AMI,
FEAPZL

MRIECIET RNHE AMI , HEHM Amazon Web Services Ik £E 7 AMI, A BLGI2 — PN HEK
AR ERER AMI A A FMMEIEBCHIKF PR — R4, XRHAE AMI 5| AR —HE £
FE, BBERMEE , AP TR EREREN AMI BIA £,

==

FEE , B0 AMI BTRARA , BNBAESEENHREPENAFRREE,
NIEH AMI BIEZHE

1. BA-—NHEUTEEMN URL, E region RGN AMI IEEHXHE

https://console.aws.amazon.com/ec2/v2/home?
region=region#lLaunchInstanceWizard:ami=ami_id



https://docs.amazonaws.cn/powershell/latest/reference/index.html
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fFlan |tk URL NEEFRER ( FBFRIMILEP ) us-east-1 KKK ami-Oabcdef1234567890
AMI E 3134

https://console.aws.amazon.com/ec2/v2/home?region=us-
east-1#LaunchInstanceWizard:ami=ami-@abcdef1234567890

N

s R A MEREREAEN AMI AR

3. EfAHL , FARHSEIUNEEFHMMIENNKERF, Ba@SITIT , Bt AMI E#iE
Eo

HZE Linux AMI IS RN

ERL T EMAS/ DN REEF RS SR AMI A5,

/A Important

EAZLERHTRFRTEN. BHFANEEHNEE AMI, ANEAZRTESBEEHR
BIENIVE,

Bx

« EEA AMI TEZEix H#t 7 E#
s NERAFERAETEBNERER
« BERAFMARTE

« MIBR SSH EHZ4AXT

- RENFEAZUL

« ZF sshd DNS & ( ik )

- RKIF B2

IR} Amazon Web Services Marketplace #% AMI , i5Z % Amazon Web Services Marketplace 32
REETHEE AMI WRESE , UTHESEN, REMNSERK,

BEXRZEHEAMMWESZEE , BSRAUTXE :

* How To Share and Use Public AMIs in A Secure Manner
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https://docs.amazonaws.cn/marketplace/latest/userguide/best-practices-for-building-your-amis.html
https://www.amazonaws.cn/articles/0155828273219400
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» Public AMI Publishing: Hardening and Clean-up Requirements

EEMA AMI TE 281X AT E#

ST F 2Pl FM# XN AMI, BIUER AMI £ TEHFMEEH Amazon EC2 AMI BIEZT E | RigBEFEAIXLE

TE, 1 Tiﬁ{%gﬂ:@ﬂﬁ,\; AMI B9 AMI B & AMI TR,

$FF Amazon Linux 2 , &% aws-amitools-ec2 B#48 , HEAUTHSE AMI TERMNE
PATH., XF Amazon Linux AMI , BRIAER T B &% aws-amitools-ec2 BF .

[ec2-user ~]$ sudo yum install -y aws-amitools-ec2 && export PATH=$PATH:/opt/aws/bin
> [etc/profile.d/aws-amitools-ec2.sh && . /etc/profile.d/aws-amitools-ec2.sh

EANTHEHRAMI TR :
[ec2-user ~]$ sudo yum upgrade -y aws-amitools-ec2

WNFHEMRITR , FRAREHEERHN AMI TE,

NBRAFEAETHENTERR

AR AMI ERABENREBR —MRRAIAANRNLZENR, BEETHFES - RBREERHD

44 v ARV A BA T SRz Ao

EfRLERE , ENRAFZAETEENZEEESR,
NEAFZEAETEBHNZEERESR
1. BAXFiREHEE[ITIF /etc/ssh/sshd_config XHHEHKIUTT

#PermitRootLogin yes
2. FHTEHRN :

PermitRootLogin without-password

BENRITRTERERZTT OpenSSH , WEEXHHEAIRRESTE. HiERME , F&EHN

FAR o

H#Z Linux AMI IS RN

156
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= K 1t 4R 15 8]

EEALE AMIE , REMEZREAERERER, Mt , BRERICEESTHRMIHF R HU T

T .

[ec2-user ~]$ sudo passwd -1 root

® Note
ZmPTEM sudo BEMA,

fiBR SSH EH AN

MRETRHEZIRE LA AMI B AMI, BERIBR /etc/ssh HHIA SSH EHHEAXN . XL{E6E SSH
EBAEREZN AMI B EFIaT4E KA ALK SSH BN , NMRSZ &M HRE P ARG T8
38

MERR G L FEMN LT ATABRHAN .

ssh_host_dsa_key

» ssh_host_dsa_key.pub

* ssh_host_key

» ssh_host_key.pub

» ssh_host_rsa_key

» ssh_host_rsa_key.pub

» ssh_host_ecdsa_key

« ssh_host_ecdsa_key.pub

» ssh_host_ed25519_key

» ssh_host_ed25519_key.pub

BRERANT &Rt MI BRI A XL,

[ec2-user ~]$ sudo shred -u /etc/ssh/*_key /etc/ssh/*_key.pub

H#Z Linux AMI IS RN 17
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/A Warning

ZEMBRZATE ( Hl0 shred ) ATEEFR M BREFE#E T RPENXHH B EIAR, XHHERHE
BIATRER B B SRS (‘2 Amazon Linux ZRiA extd), REE, &7, RAID Mk EE
BIBMN. BEXEZELR , 5K shred &

/A Important

MRESIENERN LA AMI RRIBRIIA SSH EHEAX , BTN HITHERZIE LB HEMFT
BETEN AMI RGN EFFEEEZERAK, EENRRBERE , RN AMIFRIEAFA
B

RENETHEL
BE AMI B ERAZEBHITERE , B4RRAFERS —lHE &,

Amazon EC2 RFAFERIRFINIEELA-AAERHAEXN B, @ RunInstances API AARHE
BNEPENENE (IBIHTITAPI TR ) |, 2A%4 ( Amazon EC2 £ E CreateKeyPair =
ImportKeyPair WG ERS S LR BN FRAI M ER )BT 6 X KFI T HIFH HTTP EiH L5l
N

Ei@E SSH &% |, 81 AMI X EB KR ZZAEHFZEMMNE /Toot/.ssh/
authorized_keys (8 AMI HEAEHMAFKFHERFR), AR UEARAXBHEN AMI #I5E
Bl , A ETEERZENER T HTERESE,

BZRITHR ( ‘@¥E Amazon Linux  Ubuntu ) A cloud-init HRHEBHNEENAFBALEE
AR, MBENEITRTIZHE cloud-init , WATLUFUTREFMERKFZHIA (10 Jetc/
rc.local ) , UERBEERINARAFEEN LB FEHA,

® Note
LT RGIF | IP ik http://169.254.169.254/ REEEA it | NMZKH B,

IMDSv2

if [ ! -d /root/.ssh ] ; then

HE Linux AMI I8 RN 158
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mkdir -p /root/.ssh
chmod 700 /root/.ssh
fi
# Fetch public key using HTTP
TOKEN="curl -X PUT "http://169.254.169.254/1latest/api/token" -H "X-aws-ec2-metadata-
token-ttl-seconds: 21600"" \
&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/1latest/meta-
data/public-keys/@/openssh-key > /tmp/my-key
if [ $? -eq @ ] ; then
cat /tmp/my-key >> /root/.ssh/authorized_keys
chmod 700 /root/.ssh/authorized_keys
rm /tmp/my-key
fi

IMDSv1

if [ ! -d /root/.ssh ] ; then
mkdir -p /root/.ssh
chmod 700 /root/.ssh
fi
# Fetch public key using HTTP
curl http://169.254.169.254/1latest/meta-data/public-keys/@/openssh-key > /tmp/my-key
if [ $? -eq 0 1 ; then
cat /tmp/my-key >> /root/.ssh/authorized_keys
chmod 700 /root/.ssh/authorized_keys
m /tmp/my-key
fi

X—RERTEMAF, ; TERFHERSIN root AR,

(® Note

BRIEL AMI F TG EFBAIESHNFTANEL. EHLEZRART S , BYIER (B
IER) authorized_keys XS bt X HHERRE EFWLI 2 Ao

2/ sshd DNS & ( 1% )

2/ sshd DNS R ESTEHR IR sshd T2, B2 , W1ER DNS BHTKM , SSH HERXNARE
Mo MBREAREM sshd KZE , DNS BT A KME LM LEFI BN &R,

H#Z Linux AMI IS RN 159
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E#MH sshd DNS &

1. B FRERITFF /etc/ssh/sshd_config XHEHEKTIT :
#UseDNS yes
2. FTEHN :

UseDNS no

® Note

HIEHRITRARBHNIERIZIT OpenSSH , B ENHHNEHRSTRE, HFERML , FEH
FAR o

(3l = =

BIITEWERBBBREIRGERELSHLZNEM AMI £, BIHE AMI 89 7 7] 82884 E R 40
AMI FEEB1TIEA AMI, BfE ERIEE B ERE - ERZWEZAN T2 XK :

pu]

« BRIVEBWX --exclude directory i ec2-bundle-vol &I , kS @S EFEERLEH
DENNBEENFMEEXNTFER, E4ME , EHEYMEG , SFBRFAERFAEN SSH A8/
BHZ4AI M SSH authorized_keys X#. Amazon 208 AMI &FHEM#KE /root/.ssh (X TF
RAF ) #M /home/user_name/.ssh/ ( NTFEHRAF ) ., EXREZEE , S Rec2-bundle-

volo

o SAEMRMGEIMBR Shell B i1ER. MREER— AMI FZXZHMMY 1% |, Shell BEFHE S
FEEWRZH. AT REISAMMNEF AT EA e BEITHRE—PET

[ec2-user ~]$ shred -u ~/.*history

/A Warning

Ll EBE RN shred BREIE AL HER,

HEE , bash ERHNSFHFXENTLIEREARE, NREFEH BR
~/.bash_history FEXHEBHNEG , REEHER , B LM ~/.bash_history BEE
FMAZEEE L —AEHEETHMET T,

HE Linux AMI I8 RN 160
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Bash MAWHMEF tHRFHEILRKEA#E | FEEMERH M BRIBEBRT X ER R4
MR E o

- BAEEETHRGIZELNAEERTN X509 IEH, FLERBAMTIEUAREMGIERLRERRF
WAL E (ANSKHIFE)o

145 AMI

88 AMI RATBAMFF R A RLETERE AMI,

Amazon EC2 & Amazon Web Services Marketplace £/ , EF X AR sEBEERE AMI I E b
Amazon EC2 A WER#E A R I LBl 55

Amazon Web Services Marketplace & —MNELEE , BRI M B MWEE Amazon LEITHHG , &
FERARE 3 EC2 SEHIH AMl, Amazon Web Services Marketplace AMI 2 R &35 ( FKXAR
TE) , BB EECHERER™ M. BX Amazon Web Services Marketplace WEZER | i
2% Amazon Web Services Marketplace M,

NS5 AMI BBl 5 MEMEM AMI BE1REIN A XEE. THEETAASH. KO60BRE AMI BEE
RENFTRUREX Web IREHIIRAESE AT (B0 , £ Amazon EC2 3217 m1.small SEHISERIY /N
2R ) KK, TUREFEINHMBR. 5% AMI HEETURIARESERZNLR AMI BEIEE
=4,

/A Important

Amazon DevPay T B2 HIWRRH=mM. Amazon Web Services Marketplace ZL7E =&
B Amazon HERGMBRSNE—BFREFFEAR. BXUWAM Amazon Web Services
Marketplace ZPEMEERHMNER , 5SS Amazon Marketplace . Amazon Web
Services Marketplace % #F3% Amazon EBS X #F# AMI,

H33x

. HEMSRK AMI

- ERAFZE AMI

- WERAF5E AMI

« REEHIN=mAREB
- ERAMHEXE

1428 AMI 61


https://www.amazonaws.cn/marketplace
https://www.amazonaws.cn/marketplace/partners/management-tour
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- NTAZHEF AMI kS

- BEEZH Amazon Web Services Marketplace 17T 5

HE &8 AMI

] LAE A Amazon Web Services Marketplace 8§ AMIl, Amazon Web Services Marketplace $2fit
HOABFFHWYER, tkH , Amazon Web Services Marketplace &% # Amazon Ih&E , 21 Amazon

EBS-backed AMI, T &5 3545l F0 3= 4 B 2461

B {a1E Amazon Web Services Marketplace F iH& AMI B{E . , i5Z [ 1E Amazon Marketplace

Gil=e]
EHAE AMI

B MAETERATHEWSEN AMI, Hla0 | &efAEHR Amazon Web Services
Marketplace, Amazon EC2 #HlBHwT1T. T XA R B L AIRERENT BT FE AMI,

EAEFH A ERMA SR AMI
EREFHEERMNE AMI

1. B AT MuEITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMBEHKP , &EFE AMis,

3. WFE-NFERH , EELAETWRE,

4

f£“Search” ( #3& ) £ , #%$% Owner alias ( FTEE BB ) , Bk =, REIEE aws-
marketplace,

5. MREHME=RARE , &R Product code ( =mR18 ) , BikE =, RAEWAT@RAB,

£ Amazon Web Services Marketplace Z#{3%% AMI
£ Amazon Web Services Marketplace & # 1J%% AMI

1. $TFF Amazon Web Services Marketplace,

2. HEBZRFRYMARERENEYN K AREEEREE (BHAR).

3. E#R—SHMELRCE , FEA-—TRIINFEERL.

4. BN EBERAES RIRBHITIRIC | AMI HSoftware as a Service.

HEEK AMI
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£/ Amazon CLI &% {F%& AMI

B LAE A LT describe-images (Amazon CLI) & 142t AMI,

aws ec2 describe-images
--owners aws-marketplace

arSREEREN AMI W REFAFE , S/ AMI =@ AB, describe-images K% H S
E—1MNATERABNEE , TR :

"ProductCodes": [

{
"ProductCodeId": "product_code",
"ProductCodeType": "marketplace"

1,
MREHEmAE , TURFRABFESER, LRAEREFEESmABRNSH AMI

aws ec2 describe-images
--owners aws-marketplace \
--filters "Name=product-code,Values=product_code" \
--query "soxrt_by(Images, &CreationDate)[-1].[ImageId]"

MR A+ 5% AMI
B GSEM (WE) 158 AMI | RIS B % AMI B 31541,

BEBRT , 1% AMINSZESFSREREME AMI WHEXER , SEEMEURMEM L 4EEE, 5148
i, BEASEBRREBEFE Amazon , RAF AT UME AMI,

fE A 2% & W3R 28 AMI

A LAEA Amazon EC2 BaimSMEF% AMl, BXxEZEE |, i5S M /E 3 Amazon Web Services
Marketplace SE4i,

A Amazon Web Services Marketplace iJ {7 i

E A Amazon Web Services Marketplace , %1 H Amazon ik, EM Amazon Web Services
Marketplace ™= BB 326 , HTCEMLAER Amazon EC2 RS |, 3 BT FIM A B 5 268y 7=
o AIENE AR TE Amazon Web Services Marketplace F1iT 7~ @& :
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« Amazon Web Services Marketplace F3h : % 7] LUfiE Fl — 2 2B B Th 8L R /3 2 T B 2 AY R4 o

« Amazon EC2 BaIa% : B NEEMNOSEZ AMI HEZR6l, EXEZEE , BSHED
Amazon Web Services Marketplace 3£,

IREUE By 7= m A4S

AT LASE A 35450 o BB 4 3R 3R MY Amazon Web Services Marketplace &= @8, BEXRZTEIENE
ZEE , BEH b6 BENA P BE.

ERFT MR, FEANTHS :

IMDSv2

[ec2-user ~]$ TOKEN='curl -X PUT "http://169.254.169.254/latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600"" \

&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/1latest/meta-
data/product-codes

IMDSvA1

[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/product-codes

WMREHEEFmAE , M Amazon EC2 FHRE™ BB,

(AN E RS

Amazon EC2 B EF XK AR AR BH ( RE AMI ) Rt #F., FEAARATUGIREEMER
MXEFFm. EEMXE"mNEES , FRARSNERHTnAE  S4FZABEEECH
AMI REREER, X#F , FFRA R BBERIAEHN KRB BREIFHNR, A, BEBEREEZT M
KBt , BRIT RN RIEEN> mERAZRMAR,

/A Important
TERFZESmATMESXS, BEBRAT K L£FERIBFTBRAEENNBMNRE,

EFFRABEZN AMI HXxE , BEANUNTHS2— , 9P , ami_id  AMI 8 ID , product_code
ErEmRE

IRECE IR ™= R 164
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» modify-image-attribute (Amazon CLI)

aws ec2 modify-image-attribute --image-id ami_id --product-codes "product_code"

+ Edit-EC2ImageAttribute (Amazon Tools for Windows PowerShell)

PS C:\> Edit-EC2ImageAttribute -Imageld ami_id -ProductCode product_code

BT RRBEME | BT E SRR M.
FHEMZE AMI BYIK &
EENE AR, RAWRE —H B FopeE | BRAEENH T XA RERETANBANS IR AMI s

WERAFRBRESFBER. XMNKESEWNEN Amazon EC2 IKE R0 FFH ., AXEZEER |, H5H
Amazon Web Services Marketplace ERIER P HI 7= Mt 5,

EEIRA Amazon Web Services Marketplace 1] 5

#£ Amazon Web Services Marketplace Mt £ | AR EITHFEMAEE , EFHNENERER |
EBITHSE,

KREITHFEHAEE

1. &3 Amazon Web Services Marketplace,

i%£$# Your Marketplace Account,

2
3. 1%&# Manage your software subscriptions,
4

2FIHYEEAAEITRE, %# Usage Instructions AEFFE A~ RIS ER |, flin , BT EEDE
THESEBIN AR B

HUE Amazon Web Services Marketplace 17 [7]
1. BRELLETMNTRETHARERE,

a. BELATMUFTFF Amazon EC2 8% & : https://console.aws.amazon.com/ec2/o
b. ESMBERSP , EFEXH,

c. IEBHMRBIESH , REMIXIER Instance state ( EHPIRZ ) . Terminate instance ( & 1E3R
Bl ) o

HRAZT A 7k T


https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2ImageAttribute.html
https://docs.amazonaws.cn/marketplace/latest/buyerguide/buyer-paying-for-products.html
https://www.amazonaws.cn/marketplace
https://console.amazonaws.cn/ec2/
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d. HRSGERREWEIAR | ERLILE,

2. &% Amazon Web Services Marketplace , #%# Your Marketplace Account ( #&#J Marketplace
K ) , REIEE Manage your software subscriptions ( EIEENEEITHE ) o

3. i&# Cancel subscription. £ REFIAEGH,

® Note

BCETITRZE , BFLEBMNZ AMI BRI EAR6l, EBXFERZ AMI, BFERE
Amazon Web Services Marketplace M4 £ 2iEid Amazon EC2 #H &R EzIMSE
FiTHEE,

AMI B &R

BEHGZECH AMI FANERTES, FOMNEY , ESERFRAIBCHEMR N L,

K&

« BIE AMI

- B AMI

- E5 AMI

- £/ S3 FEAER AMI
- £ AMI

- Zf AMI

- 313 AMI RER

o SEHEE AMI

o MNEIKRIEIRE AMI
B3t EBS X#&H AMI £ a5 B H

Bl AMI

B A LA BI22 Amazon EBS X## Linux AMI FISE6I 126 23589 AMI,

£}

AMI EH] 166
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« B2 —/NFH Amazon EBS X/ Linux AMI
o B HBEHIFM TN Linux AMI

AxWae1E Windows AMI HEER. |, FZ 502 B8 E X Windows AMI,

B ZE —1NE Amazon EBS X 3#FHY Linux AMI

E 6| Amazon EBS XM Linux AMI , iE@EE M Amazon EBS X#FMIAE Linux AMI /3 31 H9 3541
Fa# 1T, XA LAREM Amazon Web Services Marketplace 3k 188 AMI, &£ H Amazon Server
Migration Service 8 VM Import/Export 8128 AMI SE T LG B EREA4 AMI, BRIEZNEEBRE
NEBIE | SIEFHEMIN AMI , AERBHIEFXLEBE LA F =6,

TR EEA T HINZH Amazon Elastic Block Store (Amazon EBS) % ( 2184 ) X#&M Amazon
EC2 L6l , BiEA FRIMES,

T B3RP IR AMIs B AMI B2 E BB LR, BX Amazon EBS X #F#Y LA M SL Al 1748 X
FHOEPI 2R ER |, AR MABESFINBRZRENER , TSN BRZFE, BXUESME
fi IR Linux AMI E R, B S H 032 B SL O 7 STFH Linux AMI,

BX B2 Amazon EBS X ## Windows AMI IS & , S W Amazon EC2 AFER (ERAT
Windows 3=l ) F#Y 812 Amazon EBS ## Windows AMI,

£I2Z Amazon EBS-backed AMI By 8Ed

LUTERER T MZEITHH EC2 241612 Amazon EBS-backed AMI BY7%E : MNIIE AMI FF#8 , B3
2B, BESMAZSES , MIZEGIRIZESTT AMI , HRABZE AMI BISE6], BHRHNBFELUTHERBH
WEITHE,

AMI #1 EC2 instance #1 AMI #2 EC2 instance #2
———————————— .
| |
= EBS d— | e EBS — \ EBS F
: root dils :_ Launch Create ! root s {__Launch root
| volume ' | instance volume image | volume ' | instance volume
: snapshot #1 : #1 : snapshot #2 | #2
N\ y N ’
1 2 3 4 5 6 7

1-AMI #1 : NIREW AMI FF 14

ERELCTEECIEN AMI BWIME AMIL, XA LR EM Amazon Web Services Marketplace k5
B AMI, #&{EH Amazon Server Migration Service B VM Import/Export 8128 AMI S4& 7 LA R
WM EAM AMI, BFBRTFEESHFRBE L AMI,
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Creating_EBSbacked_WinAMI.html
https://www.amazonaws.cn/server-migration-service/
https://www.amazonaws.cn/server-migration-service/
https://docs.amazonaws.cn/vm-import/latest/userguide/what-is-vmimport.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/Creating_EBSbacked_WinAMI.html
https://www.amazonaws.cn/server-migration-service/
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R | EBS BRAIRER #1 &R AMI H Amazon EBS-backed AMI , # EEXEEMEEFZFEEL
REEH,

2 - \NIE AMI BE13E41

BLE AMI I ERMNEHEERF AMI EREE AMI B3IR6] | AR BEEXZES (EEFU I R
R). RlE, BFUE-NESAENTHE AMI ( EBFR 4 KRR ) o

3-EC2 =4l #1 : HE NS4
EEIEHEFHBEENERNE#ITEEN. EBHH AMI HEEXEHE NI,

A UAT BB SR BHIRAT AT ERE |, BB EZES -
- RERHNNARER
- EHIBE
o BRI BR IS B ST RO XS A4 B B A3 1T R e BB SR 4R 58 /S B B (A
- MitnEM EBS %
4 - Bl EBR

HIEMNEHIF 6122 AMI BF , Amazon EC2 SEIMTSEHIAY IR B 612 AMI, SRR 62T 72 K5
LHERREFELARE-BIRE. NREBEEEFLTES AMI RIZR— 3RS , WAL
& Amazon EC2 THTEEMEF KA, —LEXHRE (Hla XFS) AILURS MR FES) , FIbek
TERRANER T ZE I EZRER.

£ AMI 812337325 |, Amazon EC2 £ 612 &35 8918 & A1 M i B & L6 9 1E T H b EBS BHIIR
B, X8 AMI HBIBRREBE , BEEX([RBHOER., NMREEEAMINEISSHIHYE3H#1T T 0
2 NE AMI RE&EX#E Amazon EBS &Sl E R IE 3.

BESHAND , JRFE/LDHF TR AMI SIZTE (BRI 24 /M), EAIERSRIILGIE
BHRR , ARBEUE AMI GLESN. X , ¢ AMI R AFZ/ P AEERR , AtlET
EERFER (RRUEZNENERESRE), AXESFEE , HS M2 Amazon EBS R,

5- AMI #2 : 3 AMI

ZERTRE , BEEANKGFINBRSLIZNT AMI MRR (RE#2 ) . MRBRTRRZFEZ
S, BEEEBIRINT KB EFEBR EBS £, NH AMI HREFRZRFETSXLEENER

Amazon EC2 B3z M AMI,
6 — \¥T AMI 5124

R LAE R #T AMI B 3326

Bl AMI 168
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7 -EC2 36 #2 : #H3LHI

HIEERF AMI B33 HIRS , Amazon EC2 &fE RN EHIMN RS 0IEH EBS B, MREHEH
TE RPN T KB F#E B EBS £ |, MFH AMI WRFFREMRFIEXLBNER , HAE
M#F AMI B SSPINREFEFRZRFEDTEXLEENER. FRPNRFBFRBFRFPIEEN
KBIFEERME , TE2EATEE AMI WXRBINKEIFFEETNEMAHE, EBS BLHHES

BARE, BXEZEERE , TEHARKZRS,

HEMH EBS X1 AMI SIE#TRAFlet |, Rz EMNBICEREREMHFINL EBS 7 , R BR
HBALEF, BREZEER , BZR%EE Amazon EBS %,

MBI 812 Linux AMI
AT LAE A Amazon Web Services Management Console San 17812 AMI,
Console

I AMI

1. B LLTMuLFTFF Amazon EC2 #2&l& : https://console.aws.amazon.com/ec2/.
2. ESMERT , EFEXH,

3. EBEMNFSIE AMI B354 , AREIEE Actions ( #4E ) . Image and templates ( BRIGEFIHE
# ) . Create image ( BIZEBR& ) .

® Tip
WMRIZETL TFREARS , NRBAEHEHTRHE Amazon EBS X #FHIEH,

4. 7f Create image ( R/ ) MEL , BEENUTEER :

a. XTF Image name ( BRIGHEFR ) , BRARGHE - , &% 127 M7
b. XF Image description ( BREIER ) |, W AR AEHER , &% 255 NFHR.
c. XF Noreboot ( FEF ) , ERE Enable (B ) EEELTFERRES (BRIN) |, IH
Hiks,
- MRFRTERHEA , Amazon EC2 BIE# AMI i , 2ERF KA , MEHR AT ELRIE
R F BRSBTS IRE |, BHRRSH — .
- MRAFTEREFEEH , W Amazon EC2 Bl AMI BF , RE& <A E B,
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https://console.amazonaws.cn/ec2/
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/A Warning

MR EEFEB R No reboot ( RER ) &I , MIRANTTERIEPR O ZREH AR
SR,

d. Instance volumes ( 26I%E ) - BAISMERIRS , H A ME M Amazon EBS F3: 6l 776k
& K WMTIAAR:
i. WRBEE—ITHEN.
- EEHREBHAD , BE Size (RY) v AFTENE,

- WRiEFE Delete on Termination (4% LEASHHIER) , M 2R 1E M AMI BIE R SEHI
Bt SR EBS &, fREUHESRE Delete on Termination (& LEEHHIER) | M 244
LIEKHIRY , F2MBR EBS B. BEXELEER , BSHAXMIL ERREBHE,

i. ZERIEBS % , Hi%F Add New Volume ( RINFE ) (XFERM—NHFHIT) o X
THERE  &E EBS , AEETHNFTER, ZEMHH AMI B3hiHled , #SE
BLEHBMMENZKA, BLFRXCHAERESE, BLAERETRENS.

ii. BERINEPIFRS  ESH HELIFEERNE AMI. HBMHEY AMI 3 353545
i, XEFANE 2 BFDNRCHER XESTISEMN AMI FRE THZE1TEAIN
KO TS LRBIE,

e. HERHFBIE AMI B} | % Create image ( SIZEB& )
5. BEHRGIE AMIREFHEHRDS , BIRITUTRE

a. HESMBERKT , EHFE AM,
b. REFMHIREN Owned by me ( RABEW ) , RAREIRPERERN AMI,

&4 , R T pending , B0 H#HMEERK available,
6. (Hk)EEEENH AMI BIEMRE | FHRITUTERE
a. LEBTZHREL—-SERPEIH AMIID,

b. ESMERF , BERR.

c. fFIHIEFRMHREFN Owned by me ( BIEH ) , ARSTE Description ( #iR ) S EKE
B AMI ID B HRER,

ML AMI B335 BT , Amazon EC2 AR EBOIEHERIZE S,
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Amazon CLI

BUUERATE—®T. BXRXXERTTREANESER , 558 15H Amazon EC2.

+ create-image (Amazon CLlI)

* New-EC2Image (Amazon Tools for Windows PowerShell)

MBRER B Linux AMI

MBEBEZHINBIRZESHREE | MATLAER Amazon Web Services Management Console e 51T
MR BB 612 AMI,

Console

MIRER B AMI

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMERP , EFRE

3. EBEMNPRAIZE AMI IRERHEE Actions ( #1E ) . Create image from snapshot ( MIRER 6122
AR ) o

4. EMNRBREIBMETE L , FEEUATEES :

a. XTF Image name ( R&EEW ) , BRABBRHERMER N,
b. XJF Description ( iR ) , HmABGNEEHER,

c. XF Architecture ( 3814 ) , FEFRBENM ., X TF 32 L1£#F i386 , X T 64 (i1EF
x86_64 , X F 64 £ ARM 1£# arm64 , E XN T 64 12 macOS ##F x86_64,

d. X7F Rootdevice name ( IRIFFEWN ) , FWAZATREREBNEREN. BXESZE
B | HZHLinux E4]_E#YIZE Ao

e. XIF Virtualization type ( EEVMEEE ) | FEEFEML AMI BRI EHEEANELLE
B, BREZEER , B S FLinux AMI ELMELERE,

f. (NEATHEELL )X T Kernel ID (A% ID) , EBRENRIERGEAK,. MREFE
ANRXEANRERERR , FERSRAESFIMENANK ID. MRETHE , FEAR
AR,

9. (PUEATHELML ) XF RAM disk ID ( RAM B ID ) , iHkBEGH RAM B3,
MREBERT —MREARZ , WEARESEEETE IR ZARNBHEFNENMEE
RAM ##&,

B2 AMI 171



https://docs.amazonaws.cn/cli/latest/reference/ec2/create-image.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Image.html
https://console.amazonaws.cn/ec2/
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h. WFEHEX , EERGHBEIER , IEEFFERABRINE , UEEFERL AMI Z313E4]
i, EQUZRFIRBESHENZHIERNZ. BXEZER , BSHIEE AMI WE3E
30

i. (A& ) £ Block device mappings ( REFIZZHE ) BoH , BEENREHIMEECH
5,

XNTENES , BABEEA/D, KB, HEBE, KIERBERVTHUARMEBRS. T
BE , ERPTFREDTREBORD. XMTERE , BRINEENBRAE SSD gp3.

j.  HERHFOIE AMI B |, %&# Create image ( BIZEBRE ) ,

Amazon CLI
FEATBITMNRELIE AMI

B UERALTE—TT. BEXAXEGSITRANEZEELR |, 5250 158 Amazon EC2,

* register-image (Amazon CLI)

* Register-EC2Image (Amazon Tools for Windows PowerShell)

MEBIER AMI B 313551
BT BANES LA SRR IR B2 B AMI B B)SE I,
M AMI B354

1. BT MuEITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. ESMERF , ERETIERE AMI,

3. NMMERMRENEHAEN , AEEREN AMIL

4, EEBEI AMI B 3h L6,
5

XGRS PEIRMNERIEEAENE, AXESEER , BSAEARE31K6[0 /305K
B,

B2 i KB 77 6 I HY Linux AMI

BEBFHRHIIEER AMIRERIRBEBHKE
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https://docs.amazonaws.cn/cli/latest/reference/ec2/register-image.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Register-EC2Image.html
https://console.amazonaws.cn/ec2/

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

02 B KB f7 6 IFY Linux AMI, BB M BBl R IE Linux AMI 3 35 8 SR BITT #a
17, BELREHCHTEAENEXKAzfE , FRBBHEIMH AMI, BRILMERZ AMI B ERXLE
B E JIRAY K5 o

/A Important
REUTERMIRBZFHEAFESERNRIREZ : C1. C3, D2. G2, 12, M1, M2, M3, R3
M X1,

HTF Amazon EBS-backed AMI B9 AMI BI2Z3EEFITRE. BX Amazon EBS 3 i%#Y K45 F = 6 F4%
TEAXRFZBRPER , URNMABAEEFHIREZRENESZER , ESRBEEZFE, IREEE
#12 Amazon EBS X## Linux AMI , 52612 —/NH Amazon EBS X 3#FH Linux AMI,

e SRAITE A S0 AMI (0B ERITRRER
TE S T MR TR HTAIGIR AM HTR.

launch
_unﬂtance-'
di l' %
AMI #1 Instance #1
— .
upload [ register __launch
[ bundle _ibUMIE ' image > instance >
volume
root volume )
+ bundle bundle AML #2 Instance #2
in 53 bucket
Host computer
e
root wolume
Host computer

B, NRUTEEQEN AMI B AMI B31E6], EBRILUEZRBHEFH#ITEEL. RELNSE
BREHFRGIE , B UBHE. TRRASLIEZTE/LoHNENE, ZIBTE2E , £253 -1
@, ZWHHRGESE (image.manifest.xml) AR BEREERN XM (image . part .xx) Ao
BTR, i8££ 2 Amazon S3 E6& 1 , REEMEH AMI,

(® Note

ER AR EHDSFI1F@E KM Linux AMI B9 S3 17681 , XARNZE#@ER ACL, &
N , Amazon EC2 ML EEELHHNREIRE ACL, NMREWBIREEBEEREEEEE

B AMI 173
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ERBIMITH S NRAMABLIRE , WXFFEER , AN ACL EER. AXESEER , B
BIEA S3 WRAARIEHE LB RVABN.

HIRERF AMI BaIEHIR | I SERE E£F Amazon S3 LR L6612 BE, Amazon S3
FIRSERNEEZERSEERNKF~4L%A  BE2NEBR. BXEZER , HSRFEHEN
AMI,

MRBRTRIREE I, BEBEPIRMKHIFRS , WHFH AM WREFRZRETEXLEENE
B, FABENFH AMI BFIRRPINREFREFRF BT TEXLEENERS. BREZER  BEHAR
REBRE,

FRFA
HIRFTTERATES T RESIR AMI

- ZEAMIIE, BXEZER , HSRIEE AMI TE,
« %% Amazon CLl, BXEZEER |, HS T HIZE Amazon Command Line Interface,

- FHREEERTHSMN S3 F#Mm , HELNERBEEA ACL, BXEE ACLHNESZER | 17

i EE ACL,

- E{FH Amazon Web Services Management Consoletl2 S3 7648 , i53TFF Amazon S3 ###l&
( #z#ik R https://console.aws.amazon.com/s3/ ) , RFER I BEZ#ER.

- EfEM Amazon CLI 812 S3 76 #% , HEM mb 5. WREREN AMI TEMAN 1.5.18
BREGERAE , MER LA ec2-upload-bundle R BIR S3 Fi#E. BEXESER , S
Bec2-upload-bundle,

- BREWEEN Amazon Ik ID, BXEZELR , 55 Amazon KR EESEERTHNEE

Amazon Web Services i B 1%

- BREP|EZIELER Amazon CLI, BXEZEE |, 551 (Amazon Account Management &
&) HH Amazon KPP H{EREE,

« FREHEE X509 IEBUARMEBENFAEERH,

- MREFEQRE X509 IEH , FEREEL LI, X509 IEBMABLERARTNBENBEREN
AMI,

- [FFE (dt3X )] A $EC2_AMITOOL_HOME/etc/ec2/amitools/cert-ec2-cn-
north-1.pem iE$,

 [Amazon GovCloud ( 2E % ) ] 5/ $EC2_AMITOOL_HOME/etc/ec2/amitools/cert-
ec2-gov.pem iE$,
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https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/cli/latest/reference/s3/mb.html
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o EEREWN XHAHNEHRTEEN, Hll0, EURERGENNARER. E65E. BBRIGE X4
K&K Linux BL&E.

5

mf

- REAMITE

o B EHITEM S Amazon Linux SE6I81E AMI

- B SEHIFM IFH Ubuntu SEHIGIE AMI

o FIEBIfFE IR AMI F ¥ Amazon EBS-backed AMI

"E AMI TE

““Tﬁﬁ] AMI T EQIEMEELPIFREZFHFHN Linux AMIs, EfFAXETE | SBH4E Linux EHl E=R
*ell. AMI TEAMERN RPM 2 |, T3 RPM B Linux RIThREM .zip XA X

£/ RPM & AMI T &
1. FREHN Linux XITHRNEFSZEES (W0 yum) % Ruby, Hi10 :

[ec2-user ~]$ sudo yum install -y ruby

2. £ wget = curl ETETH RPM X #, fimn :

[ec2-user ~]$ wget https://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.noarch.xpm

3. FAUTHSRIE RPM XH4HNEE :

[ec2-user ~]$ rpm -K ec2-ami-tools.noarch.rpm

RS RIERIZXHER SHA1 1 MD5 BFEER OK. MBZHHIETRXEREFEE NOT 0K , i
fﬁ)ﬂm‘ﬁ% BEZHRIFRL SHA1 F1 MD5 B & 1E

[ec2-user ~]$ rpm -Kv ec2-ami-tools.noarch.xrpm

ARG, FENXHRIPRE SHAT H MD5 B HEELLTLRRIEN AMI TERFHERITHER , B
AR ERME

- #rk SHA1 : a1f662d6f25f69871104e6a62187fa4df508f880
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+ MD5 : 9faff05258064e2f7909b66142de6782

MR IEH SR FRL SHA1 F1 MD5 B EESZKRIEN AMI TEWRFEMETE |, FHET—5,
4. FERALUTHSEE RPM:

[ec2-user ~]$ sudo yum install ec2-ami-tools.noarch.rpm

5. ff ec2-ami-tools-version Ta W IF AR AMI TE %

[ec2-user ~]$ ec2-ami-tools-version

(® Note

MR BB — Mg 4EIR |, Hla“cannot load such file -- ec2/amitools/version
(LoadError)"(FoiE Mg kb3 X4 -- ec2/amitools/version (LoadError)) , E5EK T —H R
T AMI TEREN{ZERME RUBYLIB 8RR,

6. (L) WRLEL—SHRETER, NEEN AMI TENZENMERINEEL RUBYLIB B
7,
a. BITUTHSUBREERNNERRE,
[ec2-user ~]$ rpm -qil ec2-ami-tools | grep ec2/amitools/version

/usr/lib/ruby/site_ruby/ec2/amitools/version.zrb
/usr/1lib64/ruby/site_ruby/ec2/amitools/version.rb

FEERBIF | ARITNEE RPN ERIHMNTF /usr/1lib/Tuby/site_ruby M /usr/
lib64/ruby/site_xruby,

b. FLE—SWERMBIER RUBYLIB BEH,

[ec2-user ~]$ expoxrt RUBYLIB=$RUBYLIB:/usr/lib/ruby/site_xruby:/usxr/1ib64/xuby/
site_ruby

c. fEHA ec2-ami-tools-version Tn T WIEE AMI TE &%,

[ec2-user ~]$ ec2-ami-tools-version
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£/ zip XHiRE AMI TR

1. EREM Linux RITHRNEFZEERLE Ruby FBEESR , 5120 apt-get, HlL0

[ec2-user ~]$ sudo apt-get update -y && sudo apt-get install -y ruby unzip

2. fEM wget & curl 2T ETE zip 3. #la0

[ec2-user ~]$ wget https://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.zip

3. FUXHMERIESENELZEBR, W /usr/local/ec2,

[ec2-user ~]1$ sudo mkdir -p /usr/local/ec2
$ sudo unzip ec2-ami-tools.zip -d /usr/local/ec2

BEE |, zip MHEEXHRX ec2-ami-tools-x.x.x , Hf x.x.x ETEWNRAS ( Hli0 , ec2-
ami-tools-1.5.7),

4. ¥4 EC2_AMITOOL_HOME HREZTERENTEMN LB XK. Hl :

[ec2-user ~]$ expoxrt EC2_AMITOOL_HOME=/usr/local/ec2/ec2-ami-tools-x.x.x

5. FIEFMEEH PATH IMETE, B0 :

[ec2-user ~]$ export PATH=$EC2_AMITOOL_HOME/bin:$PATH

6. IBALUEA ec2-ami-tools-version IS WIF R AMI TERE,

[ec2-user ~]$ ec2-ami-tools-version

EELEIULSH

AMI TEFHRELEGSEELZ RIS (BN X509 iEH), BAAGIELES , REFHE £
Amazon, il , WA LAERE=FTE (Hla0 OpenSSL) &I,

BIELERIEPH

1. RFEFNEE OpenSSL,

2. f{#£H openssl genrsa R AIERERY , HERHRER .pem X#H. BRINEWEAE 2048
=% 4096 1 RSA %4A,
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openssl genrsa 2048 > private-key.pem

3. f£H openssl req 4 RRIEP,

openssl req -new -x509 -nodes -sha256 -days 365 -key private-key.pem -outform PEM -

out certificate.pem

EFE$ L& F Amazon , A upload-signing-certificate i85,

aws iam upload-signing-certificate --user-name user-name --certificate-body
file://path/to/certificate.pem

EHHAFPHWIES , B list-signing-certificates &85 :

aws iam list-signing-certificates --user-name user-name

ENAFEAREFBAZRKRIEPD , HEA update-signing-certificate # 4w, TS AIZAIEP :

aws iam update-signing-certificate --certificate-id OFHPLP4ZULTHYPMSYEX704BEXAMPLE --
status Inactive --user-name user-name

EMIBRIE |, B delete-signing-certificate &89 :

aws iam delete-signing-certificate --user-name user-name --certificate-
id OFHPLP4ZULTHYPMSYEX704BEXAMPLE

B KPS FFRISS B 61 AMI

T 5SS RA T MEBI 7768 L350 26 0 B SL 6768 = AMI, EFFR 28l , BEFHFERERSE
.

=

i SE45 176 X 3FH9 Amazon Linux SE46I612 AMI

i S5 174 3R Ubuntu SE4I612 AMI

By
By

BIE AMI
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BT L1764 35/ Amazon Linux SE4I612 AMI

¥ BB Amazon Linux 2616122 AMl, A TSR AT ER FiZTEHM Linux Z{TAREISE
fl, BXREFET Ubuntu IR |, SR @13 247465 2358 Ubuntu SEHIBIE AMI,

HERZER AMI TE (IXBR HVM 3£41)

1. AMI ZTEFEES GRUB Legacy , TREEHE3) . FAUTHSRE GRUB :

[ec2-user ~]$ sudo yum install -y grub

2. FRAUTHSRESIXEERERFE :

[ec2-user ~]$ sudo yum install -y gdisk kpartx parted

B 217 6% X 3FH Amazon Linux SE6I 812 AMI

EE IS R RIRAETH B o R SR P RY B R FZ A

EUATRBIp | BEMrpatrBRNEBCHER,

1. NEWNEIE LA ZENEE, BRIEAXEZIEBRIGEN Amazon EC2 F #ETHEIE/ AMI,

a. HEENXRGIERNFTUECZIENB R , MR :

[ec2-user ~]$ mkdir /tmp/cert

X E AR T] A B2 Y BR & b BEBR B RV FEALE

b. FARELESITE (W scp) ¥ X.509 U HFX RIHFAE BEAMEW T ENE HIZISLF L1y /
tmp/cert B, AT -i my-private-key.pem s SR scp it R EHT&ET SSH %
EILFINFERR , MR X509 SAEHH. Hiw:

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem /
path/to/cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cexrt/
pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem 100% 717 0.7KB/s  00:00
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 685 0.7KB/s  00:00
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Amazon Elastic Compute Cloud
A BFXERANARN MG , MAGAUEX R RERFHFIERNES , HEENEEHE /
tmp/cert HFEVF X4,

2. BEMNEHEFIAZBEZEIT ec2-bundle-vol i F , HER W TLUE L2 2] Amazon S3, EF XI5
E -e BUHRATE#EENEIINE R, RABERT , BNIBRTIETREEESHRER
X, XEXHTIE *.sw, *.swo. *.swp, *.pem, *.priv, *id_rsa*. *id_dsa*
*.gpg. *.jks. */.ssh/authorized_keys #l */.bash_history. BEEEREIXLEH ,
BEA --no-filter &M, EVEHPIO XK , BEA --include &I,

/A Important
RIAMBERT , AMI A BRERTIREN /tmp BRXRPUBLYEFMMEZNXHES,
MREE /tmp PRBERBHN I AREZRRFEBES , WEEMFEA -d /path/to/
bundle/storage EWIEE RN BN ERFHEEH, FLEZFI2XTE /mnt = /media/
ephemeral® FEZETUFEAN G FM , BERT L0, EZEFMEZFH Amazon
Elastic Block Store ( Amazon EBS ) % LA 124 45,

a. BRARMUBAF 51217 ec2- bundle vol i Re MFAREDTS , BRI LAEA sudo ZREUEFH
PR , EREXMERT , BRIIZETT sudo -E su MREBIHETE,

[ec2-user ~]$ sudo -E su

BAEE , £ bash BAF TUEFEREANBAF , HEEZEABTSEBRIRERE , RRE
I ELLTF root Shell A :

[root ec2-user]#

b. ZERIZ AMI 48 , FWM FFIRIZ1T ec2-bundle-vol @5

[root ec2-user]# ec2-bundle-vol -k /tmp/cert/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -c /tmp/cert/cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -u 123456789012 -r x86_64 -e /tmp/cert --

partition gpt
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® Note

FFHE (L= ) # Amazon GovCloud ( EEFEP ) XiF , i&F A --ec2cert &
B REERZHEEILES,

BIERGTREZFE/ LD HetE. ZHTTHE , B8 /tmp GERRIN) BERL B2 R4
(image.manifest.xml AR %A image.part.xx X#4),

c. MrootShell lBH.

[root ec2-user]# exit

3. (Wik) ERMESEHIEMS |, B image.manifest. xml XHH R EN AMI FRIEREFIR
ZWEs, BXxEZEL | BSERIEEME,

a. B image.manifest.xml XHHE

[ec2-user ~]$ sudo cp /tmp/image.manifest.xml /tmp/image.manifest.xml.bak

b. EFRE image.manifest.xml XHWHERX , FEES THIEMNRE,

[ec2-user ~]$ sudo xmllint --format /tmp/image.manifest.xml.bak > /tmp/
image.manifest.xml

c. MFANAYESRE image.manifest. xml FHRFBEFEREZEME, UTROIERT
ephemerall EHIFEBH—MFH%KEB.

(@ Note
BXRBEBRMXHFFIR , S Hec2-bundle-vol,

<block_device_mapping>
<mapping>
<virtual>ami</virtual>
<device>sda</device>
</mapping>
<mapping>
<virtual>ephemeral@</virtual>
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<device>sdb</device>
</mapping>
<mapping>
<virtual>ephemerall</virtual>
<device>sdc</device>
</mapping>
<mapping>
<virtual>root</virtual>
<device>/dev/sdal</device>
</mapping>
</block_device_mapping>

d. R image.manifest.xml X#HIBH X KRB
4. EFRYP L& E Amazon S3 , W T FIRIZ{T ec2-upload-bundle &5

[ec2-user ~]$ ec2-upload-bundle -b my-s3-bucket/bundle_folder/bundle_name -m /tmp/
image.manifest.xml -a your_access_key_id -s your_secret_access_key

/A Important

E1EUS East (N. Virginia) Z SN X1 AF5E M AMI, N ATIEET - -region IRTIHY B #r
XM B R XS+ EFENFEEREN T E B ARXEF I Z M —F6 @A,

5. (Wi ) AL 422 Amazon S3 2/ , BAILMEALT /tmp S RHBSMES L8 rm B %
Rl BR

[ec2-user ~]$ sudo rm /tmp/image.manifest.xml /tmp/image.part.* /tmp/image

/A Important

WRIBTE -d /path/to/bundle/storage RfERM Step 2 TIEE T HEE , EHEAZ
KR, MA = /tmp,

6. EEMEWN AMI, FRTFIRIZTT register-image i H

[ec2-user ~]$ aws ec2 register-image --image-location my-s3-
bucket/bundle_folder/bundle_name/image.manifest.xml --name AMI_name --
virtualization-type hvm
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/A Important
WMREFH A ec2-upload-bundle SR TFHEE T EMXE , Fhizw T BRIEEZXH,

B L P74 B Ubuntu K461 AMI

RN B WMAEREHIEESERNBRENER T M Ubuntu Linux SEHI61E AMl, A TERBAIEERE
BT ZTHM Linux XITARAISES, BXEETF Amazon Linux BiERE |, 1§58 833 S 176 3510
Amazon Linux SE48]2 AMI.

HERZER AMI TE (IXBR HVM 3£41)

AMI TEFEEE GRUB Legacy , Tl E#E3. 7~ , Ubuntu BEE N EA GRUB 2, 4K ER
WEPIREFERAES GRUB , MRRER , BEEZEHEEE.

HVM QI EBLE S XTI E | LUME AMI TERLEE I,

1. GRUB Legacy ( x4~ 0.9x HERIRAE ) BMLEHEENIH L, ®ERZS GRUB BREFE , #
REFERRE,

a. RELH GRUB TEM,

ubuntu:~$ grub-install --version
grub-install (GRUB) 1.99-21ubuntu3.10

HiZRBlP , GRUB lRAE T 0.9x , R ESMLEELS GRUB, &M 1TStep 1.b, MR
&4t GRUB BF%# , &I LABEE|Step 2,

b. FANTHSREE grub BF .

ubuntu:~$ sudo apt-get install -y grub
2. ERALNRITRNAHGIEERZEATIXEERHS.

« gdisk ( WRHBERELERITIRPAGEE RN gptfdisk )
* kpartx
* parted
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ERANUTHS.

ubuntu:~$ sudo apt-get install -y gdisk kpartx parted

3. RELZNXRFINARSH.

ubuntu:~$ cat /proc/cmdline
BOOT_IMAGE=/boot/vmlinuz-3.2.0-54-virtual root=UUID=4f392932-ed93-4f8f-
aee7-72bc5bb6cadd ro console=ttyS@ xen_emul_unplug=unnecessary

BEEARMBRIZZSHZENIED : ro, console=ttySo M
xen_emul_unplug=unnecessary. ZHETAIBEBEFTTRE,

4. KE /boot/grub/menu.lst AR ZEE,

ubuntu:~$ grep ~kernel /boot/grub/menu.lst

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro console=hvc@
kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro single

kernel /boot/memtest86+.bin

EEE , console ZHUEM hvcd MAFR ttySo , HAHD
xen_emul_unplug=unnecessary ¥, @ , B ETAIEB MR E.

5. FALERANXAEESS (W /boot/grub/menu.lst 5 vim ) %38 nano X4 , AERIEH A

FFEMBENSHRMEE S E Fo

title Ubuntu 12.04.3 LTS, kernel 3.2.0-54-virtual

root (hd0)

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs
ro console=ttyS0O xen_emul_unplug=unnecessary

initrd /boot/initrd.img-3.2.0-54-virtual

title Ubuntu 12.04.3 LTS, kernel 3.2.0-54-virtual (recovery mode)
root (hd0)

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro
single console=ttyS0 xen_emul_unplug=unnecessary

initrd /boot/initrd.img-3.2.0-54-virtual

title Ubuntu 12.04.3 LTS, memtest86+

root (hd0)
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kernel /boot/memtest86+.bin

6. RWIIEHNAKZBEAERBESEBSH.

ubuntu:~$ grep ~kernel /boot/grub/menu.lst

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro console=ttyS0Q
xen_emul_unplug=unnecessary

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro single
console=ttyS0® xen_emul_unplug=unnecessary

kernel /boot/memtest86+.bin

7. [GERBT Ubuntu 14.04 RESRA] M Ubuntu 14.04 34 , S£H11E4% X389 Ubuntu AMI
GPT 2 XRMEHTE /boot/efi FHIEI EFl 9 X, ec2-bundle-vol T LELI SIS 2
X , AEEEN EFI 2 XH /etc/fstab ZBHFMER , MM TFIR.

LABEL=cloudimg-rootfs / extsd defaults 00
#LABEL=UEFI /boot/efi vfat defaults Q00
/dev/xvdb /mnt auto defaults, nobootwait, comment=cloudconfig 0 2

i3 2Bt 2350 Ubuntu SSBI 81 AMI
LI RRRIR A R SR R B SRR

EUTRBIS | SEA st B RN EE D NER,

1. HERETE LA TENRA, RNERAXESTRIRAGEHN Amazon EC2 F AL AMI,

a. EENXRFILANFICERNER, WTAR :

ubuntu:~$ mkdir /tmp/cert

IX 68 58 ] LA B 22 A9 BR AR P BEBR IR B9 FEAE

b. FAZRLEFIE (W scp) FHEM X509 IERBFIEZHANEHNITENEFBEEH L /
tmp/cert B, AT -i my-private-key.pem a5 H K scp it IR EHT&ET SSH %
BEIZHNAERE , M2 X.509 FAEE4. Hln

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem /
path/to/cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cexrt/
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pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem 100% 717 0.7KB/s 00:00
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 685 0.7KB/s 00:00

A BFXERANARY , MAGAUEXREERPHFIERNRS , HEERNEREHE /
tmp/cert TS,

2. BEMEHEFINIZIT ec2-bundle-vol 7 , EZ WL BIAE L% Amazon S3, BEF 4R
E -e IR T EH SN EIENE . RIABEAT , MASETS B THEISHBER
B3, XEXTHEIE *.sw, *.swo, *.swp, *.pem, *.priv, *id_rsa*, *id_dsa*
*.gpg. *.jks. */.ssh/authorized_keys #l */.bash_history, BEEEFREXLEH ,
BEA --no-filter W, EQFEHDP IS X4 , BEA --include &I,

/A Important
HKIAERT , AMI HSERBERTIREHN /tmp B XFRIBANERMMBH XHES
MREE /tmp PXBEBH ] AREZRREZMEIBH , WEEER -d /path/to/
bundle/storage EBIEEFRNMNERFHE S, FLEXF2E /mnt X /media/
ephemeralQ FEHREAUFEANIGINF6 , ST UARIE, EEMEZF Amazon
Elastic Block Store ( Amazon EBS ) & LA 124 #H48,

a. BATUBAF 5191217 ec2-bundle-vol 55, N FAZBraw , B LUER sudo JREURF
IR , BEREXMERT , BRIZE1T sudo -E su LREHETE,

ubuntu:~$ sudo -E su

BAE , £ bash BRAT TUEEEHRANBAF , HEEAFTSEERIRERE , RRE
MIELLTF root Shell # :

root@ubuntu:#

b. ZE6IE AMI S , BT FIREIT ec2-bundle-vol B85

root@ubuntu:# ec2-bundle-vol -k /tmp/cext/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -c /tmp/cert/cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -u your_aws_account_id -r x86_64 -e /tmp/
cext --partition gpt
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/A Important

3 F Ubuntu 14.04 R ESRAK HVM 3E6] , BN --partition mbr #REZIE
BRBENIES ; BN, HEEN AMI T2E3.

BIBEMEAREZEE/ LDt E. ZWmPTRE , B tmp BEXST SR
(image.manifest.xml AR %A image.part.xx X#).

c. MrootShell IBH.

root@ubuntu:# exit

3. (&) ERMELXLAIFMS | B image.manifest.xml XHHAEH AMI HEREFIR
EME, BXESER , BSARIEZME,

a. Bl image.manifest.xml XHHEZ M.

ubuntu:~$ sudo cp /tmp/image.manifest.xml /tmp/image.manifest.xml.bak

b. EFRE image.manifest.xml XHWEX A FEES THIRMNERE,

ubuntu:~$ sudo xmllint --format /tmp/image.manifest.xml.bak > /tmp/
image.manifest.xml

c. HERAXAYEIEHE image.manifest.xml FHRFEFIREME, UTRHAERT
ephemerall RBIFEBH—IF%B.

<block_device_mapping>

<mapping>
<virtual>ami</virtual>
<device>sda</device>

</mapping>

<mapping>
<virtual>ephemeral®</virtual>
<device>sdb</device>

</mapping>

<mapping>
<virtual>ephemerall</virtual>
<device>sdc</device>

</mapping>
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<mapping>
<virtual>root</virtual>
<device>/dev/sdal</device>
</mapping>
</block_device_mapping>

d. 1R image.manifest.xml X#HIBH X KRB
4. EFRYP L& E Amazon S3 , M T FIRIZ{T ec2-upload-bundle &5

ubuntu:~$ ec2-upload-bundle -b my-s3-bucket/bundle_folder/bundle_name -m /tmp/
image.manifest.xml -a your_access_key_id -s your_secret_access_key

/A Important
MR EFTETEUS East (N. Virginia) Z /A X A EM AMI |, M AFEETH - -region &
DK EARXEN B RXE P EFENFREERENTEBRXEF LI E M —FH Mm%
£

5. (W& ) ML 422 Amazon S3 2/ , BAILMEALT /tmp S RHASMES L8 rm B %
Rl BR

ubuntu:~$ sudo rm /tmp/image.manifest.xml /tmp/image.part.* /tmp/image

/A Important
WMREE -d /path/to/bundle/storage RIEE T H A Step 2 ETHHER , BET
EEAZEE , mMAZ /tmp.

6. EEMER AMI , FIRLLTFIRIE1T register-image Amazon CLI #5%

ubuntu:~$ aws ec2 register-image --image-location my-s3-
bucket/bundle_folder/bundle_name/image.manifest.xml --name AMI_name --
virtualization-type hvm

/A Important
MRIESEHIN ec2-upload-bundle B HHEE TEMKE , BHZHTHRIEEZXE,
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7. [MUGEATF Ubuntu 14.04 RESRA] £ /etc/fstab FEUEX EFI £ BRER ; &N , Bz
THRBIFER.

FF 2174 3589 AMI 339 Amazon EBS-backed AMI

BA UGB A B SE 6 74% 28 Linux AMI 239 Amazon EBS X8 Linux AMI.

/A Important

BT E LI 1F6E ZFFH Windows AMI ##:5 Amazon EBS X 3#F#) Windows AMI , B 7%
ERRIETHERN AML,

SR B 176 ST AMI 3:#29 Amazon EBS-backed AMI
1. M Amazon EBS-backed AMI B3 Amazon Linux 324, BXEZER | ESHEERFTEHEM @
S E3%6l, Amazon Linux EHIFIKZ%E T Amazon CLI 1 AMI TE,

2. LEZATEXRAFEMEZEN AMI HESRISEHIH X.509 FAEHH, BAMEALZFBBREREEM
Amazon EC2 FREiA R I&HY AMI,

a. TEEAIRHIERN X509 MAFHG BRI BFR , MTAHAR :

[ec2-user ~]$ mkdir /tmp/cext

b. FHAZE£EHITE (10 /tmp/certscp) fFHEH X.509 FAHE ZEANEH 1T EHE H 2 &4
FH) BFo UTHSHW my-private-key SHREATIES SSH EEFXFINAER
%Ho @Uﬂﬂ .

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cext/
pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem 100% 717 0.7KB/s  00:00

3. EEMEZELUUMEM Amazon CLI, BXEZER , BEHEEHAX.

a. (¥%E) NEM Amazon HRIER. WEBANSETHRENNEEE,

[ec2-user ~]$ expoxrt AWS_ACCESS_KEY_ID=your access_key_id
[ec2-user ~]$ expoxrt AWS_SECRET_ACCESS_KEY=your_secret_access_key
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[ec2-user ~]$ expoxrt AWS_SESSION_TOKEN=your session_token

b. REH Amazon FRZHPAMILEFHIRENETE,

[ec2-user ~]$ expoxrt AWS_ACCESS_KEY_ID=your_access_key_id
[ec2-user ~]$ expoxrt AWS_SECRET_ACCESS_KEY=your_secret_access_key

4. JF AMI & Amazon Elastic Block Store (Amazon EBS) %,

a. f#H create-volume S ELHNZFIMENE —TEAXHEIEZ EBS &, B TomombE+dH
% 1D,

/A Important
Itk EBS BF N T RIAKHIFHRE

[ec2-user ~]$ aws ec2 create-volume --size 10 --region us-west-2 --
availability-zone us-west-2b

b. M attach-volume S 1ZEM NZE| Amazon EBS Z#FHI54l,

[ec2-user ~]$ aws ec2 attach-volume --volume-id volume_id --instance-
id instance_id --device /dev/sdb --region us-west-2

5. BIEATMEPIHRK,

[ec2-user ~]$ mkdir /tmp/bundle

6. fEA /tmp/bundle W IFHEHIFMHZIFN AMI BIHEE T E ec2-download-bundle,

[ec2-user ~]$ ec2-download-bundle -b my-s3-bucket/bundle_folder/bundle_name -m
image.manifest.xml -a $AWS_ACCESS_KEY_ID -s $AWS_SECRET_ACCESS_KEY --privatekey /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -d /tmp/bundle

7. {EH ec2-unbundle 5% MRS E T E RS X4

a. B REINWE 4K,

[ec2-user ~]$ cd /tmp/bundle/
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b. &1T ec2-unbundle B8 %,

[ec2-user bundle]$ ec2-unbundle -m image.manifest.xml --privatekey /path/to/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem

8. XM ARIMLPHIIRRE HIZHT EBS B

[ec2-user bundlel]$ sudo dd if=/tmp/bundle/image of=/dev/sdb bs=1M

9. BNAERMHLHF D XHBE,

[ec2-user bundle]$ sudo partprobe /dev/sdbl

10. JIHREFRBUAERBZRBNIREZ R

[ec2-user bundlel$ 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
/dev/sda 202:0 0 8G 0 disk

##/dev/sdal 202:1 0 8G 0 part /

/dev/sdb 202:80 © 106G 0 disk

##/dev/sdbl 202:81 @ 10G 0 part

FEHRRGIF , EREN D X2 /dev/sdbl , BENEZBMABREAMTE. NRENERD X
MERHRIRZRLT /dev/sdb (RERE D XEEEFE).

11. 7% EBS BRIBEH RFA R LS

[ec2-user bundle]$ sudo mkdir /mnt/ebs
[ec2-user bundle]$ sudo mount /dev/sdbl /mnt/ebs

12. FREBERNXAYRES (W /etc/fstab 2 vim ) £ EBS % L3TFF nano X , ASHIBRSEHI
F6 (lmet ) BWAMESRHE. BN EBS B&KEHTE /mnt/ebs £ |, AT fstab XM T /mnt/
ebs/etc/fstab &b,

[ec2-user bundle]$ sudo nano /mnt/ebs/etc/fstab

#

LABEL=/ / extsd defaults,noatime 1 1
tmpfs /dev/shm tmpfs defaults 0 0
devpts /dev/pts devpts gid=5,mode=620 0 0
sysfs /sys sysfs defaults 0 0
proc /proc proc defaults 0 0
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Amazon Elastic Compute Cloud
/dev/sdb /media/ephemeral®
2

auto defaults, comment=cloudconfig

EARHIR , M#BR&E—1T.
13. \RBIFE M2 BEiZS.

[ec2-user bundle]$ sudo umount /mnt/ebs
[ec2-user bundle]$ aws ec2 detach-volume --volume-id volume_id --region us-west-2

14. BT PARRMET EBS B2 AMI,
a. BIEX EBS BHRE,

[ec2-user bundle]$ aws ec2 create-snapshot --region us-west-2 --description

"your_snapshot_description" --volume-id volume_id

b. REMRBEETE.

[ec2-user bundle]$ aws ec2 describe-snapshots --region us-west-2 --snapshot-
id snapshot_id

FA aki MHFRRERR AMI EERAEEREN, EEVLER NN ZBE (describe-
images)o X FLLZE , BFEELHIFMRIFHWELE AMI A AMI 1D,

C.

[ec2-user bundle]$ aws ec2 describe-images --region us-west-2 --image-id ami-id
--output text

IMAGES x86_64 amazon/amzn-ami-pv-2013.09.2.x86_64-s3 ami-8ef297be amazon
available public machine aki-fc8fllcc instance-store paravirtual xen

ERBIG | 2BEMR x86_64 , NZMEK ID B aki-fc8fllcc, EUTHBRPFHIXLE,

ME FEGSHHEEZESE ari ID , B2 TiZ ID.
A% EBS BWIRER ID Ml L — R ERMNETMEH AMI, RFI—aSmEyHT ari
ID , @B --ramdisk-id ari_id MHEBEEREHSH.

[ec2-user bundle]$ aws ec2 register-image --region us-west-2 --
name your_new_ami_name --block-device-mappings DeviceName=device-

name ,Ebs={SnapshotId=snapshot_id} --virtualization-type paravirtual --
architecture x86_64 --kernel-id aki-fc8fllcc --root-device-name device-name

15. (RI&E) MR T BT LM AMI B313RBlzf5 |, AT BARIBR 9 i3 72 62289 EBS B
192
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aws ec2 delete-volume --volume-id volume_id

AMI TESZE

R

Ch

A LAER AMI TE SR BRMEE LA FM FMN Linux AMl, EREIX
IE

=<0

BSEIRE AMI

BXBEZBENEZEL | 219 (Amazon Account Management $&35/) H# Amazon Ik &
EXNEN

A
Ap

PN
eT)

ec2-ami-tools-version

ec2-bundle-image

ec2-bundle-vol

ec2-delete-bundle

ec2-download-bundle

ec2-migrate-manifest

ec2-unbundle

ec2-upload-bundle
AMI TERE AL

ec2-ami-tools-version

1
]

55

m
R AMI T EW R,

o

ec2-ami-tools-version

i
R
X

14

H
KMEE.
B

RS ERFTA AMI TEMBRAKER.
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[ec2-user ~]$ ec2-ami-tools-version
1.5.2 20071010

ec2-bundle-image

EPU

B BRI R IRE R SRR G O B 3K B f7 48 X FFRY Linux AML,
B

ec2-bundle-image -c path -k path -u account -i path [-d path] [--ec2cert
path] [-xr architecture] [--productcodes codel,code2,...] [-B mapping] [-p
prefix]

Options
-c, --cert BE
AFH PEM 48 RSA A8 ZF{EUE X,

-k, --privatekey B#&

1EM PEM 418 RSA BHANHHBEE, SFEEEELZABTILRAS  Hit , FHEREFERS
BT, BER , TREELEN Amazon K HFEMZZER

-u, --user JKF

AF® Amazon IKF ID (FEEHITH).
-i, --image B#&

EE SRS RGA R R,

-d, --destination &

BERHFEEHSHE .
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ZRIAE : /tmp

--ec2cert BE

AT mEZREF £ Amazon EC2 X.509 A B ZREIEAERE,

us-gov-west-1 M cn-north-1 XEFEAERIALBEBAFIL , MAEZIETEEZIEHH
BB, ZIEPHEERRE AMI TEMNZESEZMRFE. XTF Amazon Linux , iEBHMF /opt/aws/
amitools/ec2/etc/ec2/amitools/, MRLFFHKE RPM = ZIP XHH AMI TERERET &
B AMI TE & | NEEHF $EC2_AMITOOL_HOME/etc/ec2/amitools/,

WEE  XPR us-gov-west-1 # cn-north-1 XiF,

-r, --arch &%
RGN, MREFEGHTLRMEN  MSELHEFBIRREE ALY,
BEM{E : 1386 | x86_64

--productcodescode1,code2,...
FESE AR B B N B BRAK BV = K58 |, AE SR,

-B, --block-device-mapping BR§}
ENRFEFRZ B AMI BSZBAFH AN (MRESRFRBEZHFIEENIRE).
EERENNESSRIIR , SMEREUEN  SNMERMNNREE . ELBMTEE -
« ami — RBIFMBEINRGRERE
« root — ABMBEINBXHRERE

- swap — EHIFEFNRRIEE
« ephemeralN — % N NEflEES

-p, --prefix prefix

WEBEY AMI STHFRY ST BT R o
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A - REXXHFN B, Bl , MRBREEEEN /var/spool/my-image/version-2/

debian.img , MFRIABIZ A debian.img,

VE B

--kernel kernel_id

BEEK. A register-image iR B R #o

--ramdisk ramdisk_id

B2k, H register-image i% & RAM #i& (BFE

fi
RS S RN RMRSIRSER.
Bl

=),

It R B A B ER S 44 R P B Z BV IRAE R SRR B 2 ISR RY AMI

[ec2-user ~]$ ec2-bundle-image -k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -c cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -u 111122223333 -i image.img -d bundled/ -r x86_64

Please specify a value for arch [i386]:
Bundling image file...

Splitting bundled/image.gz.crypt...
Created image.part.00

Created image.part.0l

Created image.part.02

Created image.part.03

Created image.part.04

Created image.part.05

Created image.part.06

Created image.part.Q7

Created image.part.08

Created image.part.9

Created image.part.10

Created image.part.1l1

Created image.part.12

Created image.part.13
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Created image.part.l4

Generating digests for each part...
Digests generated.

Creating bundle manifest...
ec2-bundle-image complete.

ec2-bundle-vol

3

5

BENKOIRIRFEHNRIARITER. MNEMERRIELPIF4H IFE Linux AMI,
Amazon EC2 = HMSEHIM A~ mAE, AKIRE. RAM #E iR ENREFIREMES,

HIAMERT , BB IETRTERRBEEN Y. XEXHIE

*.sw, *.swo., *.swp., *.pem, *.priv, *id_rsa*, *id_dsa* *.gpg. *.jks., */.ssh/
authorized_keys # */.bash_history, BEGEMEXLEXH , EFEMH --no-filter EW, E
BIFEDPE D X, BEEMA --include E,

BREZER , BSRLIE B KFIF S5 Linux AMI,

B

ec2-bundle-vol -c path -k path -u account [-d path] [--ec2cext path] [-

r architecture] [--productcodes codel,code2,...] [-B mapping] [--all] [-e
directoryl,directory2,...] [-i filel,file2,...] [--no-filtex] [-p prefix]
[-s size] [--[no-]inhexit] [-v volume] [-P type] [-S script] [--fstab path]
[--generate-fstab] [--grub-config path]

Options
-c, --cert B
AP ® PEM 4518 RSA KN B LA FZIE X,

-k, --privatekey &
FAFH PEM 4R1E RSA B M BE,
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-u, --user K/
BAF# Amazon IKF ID (FEEHITH).

-d, --destination destination
ERHDIZEH B R,
ERIAE . /tmp

--ec2cert BE
AT InZREGEE R Amazon EC2 X.509 2N F B4R IR IR R,

us-gov-west-1 M cn-north-1 XEFEAERIALBEBAFTIL , MAEZIETEEZIEBH
R, ZIEPHEBEER AMI TENRERZEMR. X¥TF Amazon Linux , iIEBTF /opt/aws/
amitools/ec2/etc/ec2/amitools/, MRLZFKE RPM = ZIP XHH AMI TERERET &
B AMI TE & | NWREEHF $EC2_AMITOOL_HOME/etc/ec2/amitools/,

WEE  XPBR us-gov-west-1 # cn-north-1 XiF,
-r, --arch %3

BRI, MRETEDTT LREHARY , WSEHET Bt iR RERERMY,
BMME : 1386 | x86_64

--productcodescode1,code?,...
XM AT B RGN mAE |, AESKIT.

-B, --block-device-mapping Bt§}

ESGREFIRZE M AMI KB LT AN (MRERFIRBTFEENIRE).

EERENNESSRIIK , SMERELEN , BNMERHANNIRZ RN, ELBHEHE
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« ami — RBIFAERINRXMHREIRE
« root — AR BEINRIXMHFREIRE
« swap — RBIFFBEEINRRIRE
- ephemeralN — % N NEfI 7S

-a, --all

BAFMEER , SIFEZREERN XK RE LW E R,
-e, --exclude directory1,directory2,...

ENBEMREDBERRAVAX B R BENXANFIR, WSHBEE --all T, EEHERE , BELt
SHHHN B XN F B ZHTLEERE.

-i, --include file1file2,...

EERPREFEENNHNIIR, BABEENXAHARIESHBEE , TEENSM AMI HEE
BRo

--no-filter
MEEE , WRNTFTL2RAXGTEEEEHBEEMEEMN AMI HEER,

-p, --prefix prefix
HW4RRY AMI STHBY ST B AT R o
ZRIAE : image

-s, --size size

TR ARSI AN | BUMB (1024 * 1024 £35) R f1, |AK/N A 10240 MB,
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FMINE : 10240

--[no-J]inherit

B /Tﬁyi‘fg‘{%
@], NHESRRF R

-v, --volume {&f
ENFCIZ R R B ESILENT BEE
RIAE  BEZF ()

-P, --partition type

S B 4RSI ST EAE (BRIA D 4R7K),

WREBA --inherit EXRHITBTEARTH

BETRHEREREESNERD XK, MRFEESXRRE , NKAERABHNRREFRE LERA/
KA (NMEEH), BNERIAR gpto
BEME : mbr |gpt |none
-S, --script BIA&
FEWBIZITHBE AR, ZMARTEIRE NS, DBHEHR

--fstab &

ERS B RGP AT fstab KIBRE, MRKREE ,

--generate-fstab
£/ Amazon EC2 ) fstab 485,

Amazon EC2 R4 /etc/fstab,
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--grub-config

FHESZRE R Z A GRUB BB XA ERE, BINMERT |, ec2-bundle-vol it R BRI

t17E /boot/grub/menu.lst = /boot/grub/grub.conf, ZEMALLRIEER FH GRUB
BEXHHNER , NREFMZXHUBERIAME (BFHE).

--kernel kernel_id

B8R, R register-image & B N #,

--ramdiskramdisk_id

Bk, EH register-image i% & RAM #i#& (EEE),

i
R P AY B ERAR S AR E B o
Bl

LRGBS N AR REHITESR. MEMLER IZBHH AMI.

[ec2-user ~]$ ec2-bundle-vol -d /mnt -k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -c
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -u 111122223333 -r x86_64
Copying / into the image file /mnt/image...

Excluding:
sys
dev/shm
proc
dev/pts
proc/sys/fs/binfmt_misc
dev
media
mnt
proc
sys
tmp/image
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mnt/img-mnt
1+0 records in
1+Q records out
mke2fs 1.38 (30-Jun-2005)
warning: 256 blocks unused.

Splitting /mnt/image.gz.crypt...
Created image.part.00
Created image.part.0l
Created image.part.02
Created image.part.03

Created image.part.22

Created image.part.23

Generating digests for each part...
Digests generated.

Creating bundle manifest...
Bundle Volume complete.

ec2-delete-bundle

PN

M Amazon S3 & I ERIEER B, MBRBHE , BREMMENE AMI B 3EH6,
BE

ec2-delete-bundle -b bucket -a access_key_id -s secret_access_key [-t
token] [--url url] [--region region] [--sigv version] [-m path] [-p prefix]
[--cleax] [--retry] [-y]

Options
-b, --bucket @
BDEWHE AMI B9 Amazon S3 FHBH AR , FIRANERN L2 RBH B R A&

-a, --access-key access_key_id
Amazon i EIZ4A 1D,
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-s, --secret-key secret_access_key
Amazon B & E1 %4 .
-t, --delegation-token token

&2 Amazon HRHNEZRLTE. BAXEZEER , BEREA RN ZEXiT,

5 RYEERA G ZEFIEN R AEN,

2RI\ : AWS_DELEGATION_TOKEN IMEZEWE (BEEIRE).
--regionXiF

EEERSBHRFEANXE,
ZRiA{E : us-east-1

HFE  BEALBRE 4 NAFE
--sigVhRA

WNiERFTEBNEFANZEERAE,
BRE: 2|4
AIAE : 4
-m, --manifestpath
BENANBRE,
MHE  BUTIEE --prefix B --manifest,

-p, --prefix prefix

WYY AMI XHBRIR. FIRHUTENR. Fla , MREIRR image.img , FEA -p

image.img MA =& -p imageo

WAEE  BATISTE - -prefix = --manifest,

--clear

il BR 45 & 09 #1458 2 fS M Bk Amazon S3 448 (B ).
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--retry

EFrE Amazon S3 BHIREEFER , BMNRERZEIR.

-y, --yes

B BREMBRRINEENR yes,

i
Amazon EC2 & RIRAH B LA 38 R BT 12 49 B R TR Ao
T~

L RBIM Amazon S3 il BRIELHE,

[ec2-user ~]$ ec2-delete-bundle -b DOC-EXAMPLE-BUCKET1 -a
s your_secret_access_key

Deleting files:

DOC-EXAMPLE-BUCKET1/

image.manifest.xml

DOC-EXAMPLE-BUCKET1/

image.part.00

DOC-EXAMPLE-BUCKET1/

image.part.0l

DOC-EXAMPLE-BUCKET1/

image.part.02

DOC-EXAMPLE-BUCKET1/

image.part.03

DOC-EXAMPLE-BUCKET1/

image.part.04

DOC-EXAMPLE-BUCKET1/

image.part.05
DOC-EXAMPLE-BUCKET1/image.part.06
Continue? [y/n]

y

Deleted DOC-EXAMPLE-BUCKET1/image.manifest.xml
Deleted DOC-EXAMPLE-BUCKET1/image.part.Q0

your_access_key_id -
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Deleted
Deleted
Deleted
Deleted
Deleted
Deleted

DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.

DOC-EXAMPLE-BUCKET1/image
DOC-EXAMPLE-BUCKET1/image

ec2-delete-bundle complete.

ec2-download-bundle

iR

M Amazon S3 1Ffi T #I8E R SLHI 76 TR Linux AMIs.

B

part
part
part

.part
.part
DOC-EXAMPLE-BUCKET1/image.

part

.01
.02
.03
.04
.05
.06

ec2-download-bundle -b bucket -a access_key_id -s secret_access_key -k path

[--url url] [--region region] [--sigv version] [-m file] [-p prefix] [-d

directory] [--retry]

Options

-b, --bucket i@

WYEFR1ER Amazon S3 FERM AN , FIRALEAY L5 FRAYERE AT R

=
=

-a, --access-key access_key_id

Amazon 5 A %48 1D,

=
=

-s, --secret-key secret_access_key

Amazon M1 7] 248,

-k, --privatekey B

ATHRZBTENLEEN.

=
=
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--uxl url

Amazon S3 g% URL,

ZRIAE : https://s3.amazonaws.com/

--region region
EERRZEEPEANXE,
ZRIAE : us-east-1

R BERAEAMRAE 4 N HKFE

--sigv version

X ERFITER R EEABER R

BME: 2|4
ERIAE : 4

-m, --manifest file

BREXFNEBR (THBE). RINBUES

-p, --prefix prefix
H4RRY AMI STHFBY XA B AT R o
ZRIAE : image

-d, --directory directory

REFTHHNBEHNE R, ZBRLAFE.

A SR THE Fo

i ('m) E&rﬁﬁg& ('p)o
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BERB
--retry

£FiE Amazon S3 RIREBER |, BMNRERZRIX.

MHE B

L
MERMERTRIRZT N BRIRSHEE.

~l

e RBI6IE bundled B ( £ Linux mkdir a5 ) M DOC-EXAMPLE-BUCKET1 Amazon S3 1%

BTG,

[ec2-user ~]1$ mkdir bundled
[ec2-user ~]$ ec2-download-bundle -b DOC-EXAMPLE-BUCKET1/bundles/bundle_name

-m image.manifest.xml -a your_access_key_id -s your_secret_access_key -k pk-

HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -d mybundle

Downloading manifest image.manifest.xml from DOC-EXAMPLE-BUCKET1 to mybundle/

image.manifest.xml ...

Downloading part image.part.00 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name
mybundle/image.part.00 ...

Downloaded image.part.0@ from DOC-EXAMPLE-BUCKETI1

Downloading part image.part.@1 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name
mybundle/image.part.01 ...

Downloaded image.part.@1l from DOC-EXAMPLE-BUCKET1

Downloading part image.part.02 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name
mybundle/image.part.02 ...

Downloaded image.part.02 from DOC-EXAMPLE-BUCKETI1

Downloading part image.part.03 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name
mybundle/image.part.03 ...

Downloaded image.part.@3 from DOC-EXAMPLE-BUCKET1

Downloading part image.part.@4 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name
mybundle/image.part.04 ...

Downloaded image.part.@4 from DOC-EXAMPLE-BUCKETI1

Downloading part image.part.@5 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name
mybundle/image.part.05 ...

Downloaded image.part.@5 from DOC-EXAMPLE-BUCKET1

Downloading part image.part.06 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name
mybundle/image.part.06 ...

to

to

to

to

to

to

to
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Downloaded image.part.06 from DOC-EXAMPLE-BUCKET1

ec2-migrate-manifest

BN

& R SE B F 6 M Linux AMI ( #lEn , HiE+H, A% RAM #E ) UEAZEHBXE,
Bk

ec2-migrate-manifest -c path -k path -m path {(-a access_key_id -
s secret_access_key --region region) | (--no-mapping)} [--ec2cert
ec2_cert_path] [--kexrnel kernel-id] [--ramdisk ramdisk_id]

Options
-c, --cert B£

FIF# PEM 4%18 RSA N E AKX,
-k, --privatekey BE#&

AP # PEM 418 RSA B4 XHHIBRE.

--manifest B&#&

BN,

-a, --access-key access_key_id
Amazon A Z4A ID,

5 . BEMABIRFNAE,

-s, --secret-key secret_access_key
Amazon M1 R 248,

W5 . BEMBIRFNAE,
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--region region
EERF XM HERN X,

5 BEABIRFNLE.

--no-mapping
Z AN RAM BE 8 B 3h IR g,

TBHIE , Amazon EC2 &2 XA RAM # & Bk A B #r X158 E W &%
RAM # &, BRIERM T --no-mapping ¥ , BN ec2-migrate-bundle fEAJREEF
DescribeRegions Ml DescribelImages EEHNIT B BIBRET,

ME  BETRERATEIMEMN -a, -s M --region &I , NMHE,

--ec2cert BE
BT nz3mEE RN Amazon EC2 X.509 A H 47 MR R,

us-gov-west-1 Ml cn-north-1 XEFEAFRNAEFHAELE , DA ZIETIEEZIERH
B, ZIEPHEERE AMI TENZESEMRF. XF Amazon Linux , iEBMF /opt/aws/
amitools/ec2/etc/ec2/amitools/, MREFHRKE ZIP XHH AMI TEZREKE RE AMI T
B, WEEHTF $EC2_AMITOOL_HOME/etc/ec2/amitools/.

WEE : XPR us-gov-west-1 # cn-north-1 XiF,

--kernel kernel id

EERENAEE ID,

/A Important
BINBWEER PV-GRUB MARMZM RAM &, EXEZER , BSRAAMRHNNK
o

--ramdisk ramdisk id

fI%EEH RAM BEH ID,
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/A Important
BINEWEFER PV-GRUB MARNKIN RAM &, BXEZEE , BZRASRHENA
o

i
R RGPS 12 B B AR S HIRSTE B
~l

LR BIAF my-ami.manifest.xml EEHPIEEN AMI NEE S HIZIRN.

[ec2-user ~]$ ec2-migrate-manifest --manifest my-ami.manifest.xml
--cert cert-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO.pem --privatekey pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO0.pem --region eu-west-1

Backing up manifest...
Successfully migrated my-ami.manifest.xml It is now suitable for use in eu-west-1.

ec2-unbundle

BN

MIEFFEZIFH Linux AMI EF eI 23840,
&

ec2-unbundle -k path -m path [-s source_directory] [-d
destination_directory]

Options
-k, --privatekey &
&8 PEM 4753 RSA Z4A XX HHIER R,
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-m, --manifest &

LR,

-s, --source source_directory
TERLN B F,
A HE A .

-d, --destination destination_directory
& AMI RS RIAY B %, BFRB RBTNIFHE

2RiA - HETE Fo

Bl

Bt Linux 1 UNIX REIARSE image .manifest.xml XHFIEEMN AMI,

[ec2-user ~]$ mkdir unbundled

$ ec2-unbundle -m mybundle/image.manifest.xml -k pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -s mybundle -d unbundled
$ 1s -1 unbundled

total 1025008
-rw-r--r-- 1 root root 1048578048 Aug 25 23:46 image.img

i HH
HEREREAIES N REVREHEE,
ec2-upload-bundle

DU

TFEBIAZHE L 40 Linux AMI B9 J845_E 23] Amazon S3 , H1E SR A9T & L 1% BAR R 15 1 124152

(ACL). BXREZEE , BEH I Z A A7 ZFR Linux AMI,
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® Note

R R E BB F6E ZFFH Linux AMI B9 S3 76548 , BTN ZF#BEA ACL. &
M, Amazon EC2 HEEEE LBV R EIRE ACL, MREHN B FEBERFERAEA
FERGIIMITH S WRAABLIRE , WXFTEER , BN ACL EEM. AXESEER , B

BIEEA S3 WRATALIZEH E LR RAAER,

Bk

ec2-upload-bundle -b bucket -a access_key_id -s secret_access_key [-t
token] -m path [--uxl url] [--region region] [--sigv version] [--acl acl]

[-d directory] [--part part] [--retry] [--skipmanifest]
Options

-b, --bucket FHEAE

BT 88 Amazon S3 FHBNEM , BRIEN T RNERENNR. NMRE#HEBELE
£, NeE—N (EEEEIHTA). i, NREEFETFEEE AMI TERAR 1518 HES

MRA | Mtk SR E#HEIRE ACL,

-a, --access-key access_key._id
&/ Amazon 5 81Z248 1D,
-s, --secret-key secret_access_key

&1 Amazon B &5 1E %4A .

-t, --delegation-token token

ZiE 2| Amazon ERHNERXTHE. AXESEE , BEREA RN Z£KIL,

5 RYERA RN R EFIEN R SFEN,

2R\ : AWS_DELEGATION_TOKEN IMEZEMNE (BEIRE).
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-m, --manifest B
BEXMHNER, FENARERBIEFREN  TUEEERPHE RPHREL,

--uxrl url

28K, BEA --region &I , BRIFEHFHBBEREHZE EU LE (BT R eu-west-1), --
location Fric B ¥ E Z 45 E 1L & PR HI#Y fE — IR 1R,

Amazon S3 & ix T RIS URL,
ZRIAE : https://s3.amazonaws.com/

--region region

BREFREAP N B IR S3 FHEMEEANXE.

- MRFHEJ/FEFE , CEEXEREERXE , WNZITENIBLTNERSINFMENE (£ us-east-1
F)o

- MRFHEBIEFE, MESEETRXE , NZzTENEEEX S EZFERE,

- MRFHEBEE , MEBRBEERE , NZTEMEAFEBNNVE,

- MRFHEBEE , ARBEE us-east-1 AXE , WZTEFEAFRBNEGRUEMTSE
MEARRER , FANESEAIA N TE .

c MRFHEBFE  HFECEEEFHEBNXGRMUEFTTNXE ( Fus-east-1) , MZITEF
REFIR Ho

MBBNEEFEHBREE EU LB (TR eu-west-1) , BHXA --location #rid. --location
FRio =18 E 1% 45 E i & PR 5l B9 i — IR R

ZRiAE : us-east-1

T BERAEAMRAE 4 N HBFE

--sigv version
XERITER N EEANSERA,

BEWE: 2|4
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HiAE : 4

--acl acl
TRLPHY RR 15 B 15 ) 122 16 51 2R SRR
BHME : public-read | aws-exec-read
BRIAE : aws-exec-read
-d, --directory directory
TEWMHH AMI B B .
BN GRBRENHNE R (B -mED),
--part part

T L REENBRRABESR, fl, --part 04,

--retry
EFTHE Amazon S3 SBiREEmIER , BNMNRERZ X,
RHE B
--skipmanifest
ThEER,
MHE B
--location {u&

Bk, BEMA --region &I , BRIFFBHFHEFHEBEHZE EU LE (BF R eu-west-1), --
location #ri2 R¥EIZ45 E L& PR HI AY 1 — R,

B#5 Amazon S3 FRBIMNERS, NREHEBEE  MEEENVESFEBNXEGRULER
F,ZTEMRERE. NRFHEEFE , MERAEEENLE K NZTEFEATFHBNLE,
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NRERHBTEE

, T

R

P4\

BEETNE , WZTEFEREENECIRFEE. IRFERETEFE , &
RBEEENE , NZTEFEBEVERHNFENTE (£ us-east-1 H),

BN WRIBE --region, MFNEBRENZEEX T, WRKIEE --region, MERIAR
us-east-1,

i

Amazon EC2 & RIR

Bl

IRBI E4E image.manifest.xml ;&8 FTiEERVIELE,

¥

Y\

BBE R EEIRAM ERIRES,

[ec2-user ~]$ ec2-upload-bundle -b DOC-EXAMPLE-BUCKET1/bundles/bundle_name -m

image.manifest.xml -a your_access_key_id -s your_secret_access_key

Creating bucket...

Uploading bundled image parts to the S3 bucket DOC-EXAMPLE-BUCKET1 ...
.00
.01
.02
.03
.04
.05
.06
.07
.08
.09

Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded

image.
image.
image.
image.
image.
image.
image.
image.
image.
image.
image.
image.
image.
image.
image.

part
part
part
part
part
part
part
part
part
part

part.
part.
part.
part.
part.

10
11
12
13
14

Uploading manifest ...
Uploaded manifest.

Bundle upload completed.

AMI TERE FEI

RZBE AM TEEZ LTRSS,
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--help, -h

TREBHE

--version

B RARA RN FEH,

--manual

ERFIHEA
--batch

Bt BERET , FTETRRER T

--debug

T RN B EHRATRERBBNES

&k AMI

Al L g — A B BRI Amazon Machine Image ( AMI ) B , flin AMI R EZEM, B
=, AMI AR ( —HBIBHIE ) TEBNR. EERAM RS , ZICIEFH AMI,

/A Important
BTEB W E EBS XIFHN AMI IR ( Z#HHEHE )  ANIBEXENETNRERT AR
B, TSRS RENOIFMIE (B S3XF) BVAMI AR ( Z#HEBHE )  BARRE
XL, MREET RS BEHEH KK,

AXRAMEHRH AMI B , 28 (Amazon EC2 APl %) ®# ModifylmageAttribute

LT EERMEERFEH Amazon EC2 #8%|& F Amazon CLI SR1E2K AMI J& #1488 -
e 35 AMI R A

o« EEEMAWHALLLTHLE AMI

« 54%7F Amazon Ik HE AMI

- FRANBESE
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- BE AMI

& AMI

BT LATE Amazon XiEi A 285 X 18 & ] Amazon Machine Image (AMI), T 5L & & Amazon EBS-
backed AMI RSPl 50 AMI, BRI EFEIHMBREHN AMI , AEEFIZLEPERMER
Do BULUEFRIEHZLREN AMI,

SHRE AMI FERSTEEEREMIAFH AMI ( RIFH2REFR AMI) . B AMI EEZHKE— AMI
ID, BALLEHEEHER AMI , XFE&X BFr AMI FEEARE, R2H R

% F Amazon EBS-backed AMI , BN X HRBFEHZTLHREMIN BHRRE, WREF AMI
EHFFHXE , WIRBRZTEN (IFEE ) BIF. MEEMBRNZNZ G RBSCFEMBEFH KMS
4, NIRBRETE (FEE ) Blf. FEN AMI EFRELERZHRBHIEEEIT.

AFS

- XESM

- BAE

- AT EHISSHIFM# BN AMI KR

« 5% AMI

- ELFAEN AM EFIRE

- BEXEEH

- BKSEH

« INEMEH

AEEEIM

o SBALAER IAM policy B FE1E4 A S5 AMI FIRBR. 7 CopyImage BEIEEHN RRRNPRIX
EATH AMl, BREERFR AMI EEERRRENR,.

« Amazon A& F3HF A Amazon S3 EAERBIF AT MR AMI EFIEIFT AMl, EFBRERRZE ,
B AI LU B 311 AT A Amazon S3 X BR B2 A T #EY AMI,

o BAREEFKMERE AMI AP EXH AMI #7E, FREFHRERE (FIERN aws: ) MHHA
Amazon Web Services M B i A P E UARZ,

- EHIMNE—NIKFHEB Amazon Web Services Marketplace AMI R % CopyImage 1k,
MR, REEE RS —NIKF S %l Amazon Web Services Marketplace AMI , N AT T
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B BEE —A2 K H#£ = Amazon Web Services Marketplace AMI , REE S — Nk EH
Amazon Web Services Marketplace AMI 331 EC2 324, AfE , BRI LAMER CreateImage BIEM
SEHIRIE AMI, Y AMI RE T FFE Amazon Web Services Marketplace X3, #EE , kIE
t3E A FEESHEEM Amazon Web Services Marketplace AMI iR BIER AMI, & < 812 M L4
Bl AMINEZEER |, B3 H 01— H Amazon EBS X ## Linux AMI,

DN

E5 AMURBEMEAM. EEWRBIMEF#MBREERR, MREEHH EBS XEFH AMI, NEMHE
ftt EBS REHNFFLTERA,

T E 53261768 S5 R AMI BYAUER

ESFIHAXHIEFE#EZEFN AMI, AP ZEFB LT Amazon S3 X
PR : s3:CreateBucket, s3:GetBucketAcl., s3:ListAl1MyBuckets, s3:GetObject, s3:PutObj
M s3:PutObjectAcl,

T ROIREE RIFRAPREENEERTH AMURES ZIEEN XE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::*"
]
},
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::ami-source-bucket/*"
]
.
{

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:GetBucketAcl",
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"s3:PutObjectAcl",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amis-for-123456789012-in-us-east-1*"
]

}

EEK AMIJR1EE A Amazon Resource Name (ARN) , #1518 https://console.aws.amazon.com/
ec2/ , ¥TFF Amazon EC2 #£#l& , ESMBE K HIEEFE AMIs (AMI) , RFTE Source (R) FIH K E %77
&R B Mo

® Note

NEAFPERER6ESZEN AMI EFR 2 NXER |, FEE s3:CreateBucket PR,
EziE , SERAEEZXETMEN Amazon S3 FEBREESNEREF T ZXBNAAE
AMls,

£ % AMI

&AL E R Amazon Web Services Management Console, Amazon Command Line Interface S %
TES, & Amazon EC2 API ( =& # X% CopyImage 1 ) EHl AMI,

FRFAM

BIZESIREL Amazon EBS REBZ 1M AMI, EEE | A LIER Amazon EC2 #1518 % Amazon
REANEZT AMI, BXEZEER , 58 812 — 1A Amazon EBS Z#&FH Linux AMIFIZEHR AMI,

Console
& AMI
1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.
2. MEHESHES  EEIE AM WX,
3. ESMBERT , EREBHREMN AMI LLE RXEH a4t &AM AMIs 5K,
4. EBREEFIN AMI, RRERBIEEMES AMI,
5. % Copy AMI ( £4%] AMI ) WL , EEUTER :
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a. AMI copy name ( AMI BIZRBFE ) : 31 AMI B F5. B EZBMHEERERSER
RABRMNEERER AMI HiFER T REEZER
b. Description ( #i& ) : BIAMER T , WA ITIER AMI WHEXEE , LELREX D B AR
o BRI R EE R UIHER,
c. Destination Region ( B4RsX#E ) : EHAES AMI WXHEH, BXEZER , BERAEBEX
e,

d. Copytags ( EFIHRL )  EAMRERETEES AMI HIERAF/ELN AMI FRE, F&

SHRSGHRZ (IR A aws: ) MEEM Amazon Web Services Ik Fi &y A = E Xk
=

X0

e. Encrypt EBS snapshots of AMI copy ( 1% AMI BIZ<f) EBS 1RIR ) : B EEET
MEZEERRE , AEATRNBANCAIHTER MR, WREZHRIANE , Encrypt
EBS snapshots of AMI copy ( 1% AMI EIZA#) EBS R ) EEEL TEFRES , BEF
BRo BEXEZEE , BSRMNEMES,

f. KMSkey (KMS %47 ) : AT MEBHFRREH KMS Z4H,

g. HZHFES AMIE, EEREH AMIL

¥ AMI 9028 RS 2 Pending, HIRAN Available B , AMI EHIRET K.

Amazon CLI
EH Amazon CLI SRE 4| AMI

A copy-image TR E & AMI, BAGIEERM B R X8, EAILAER --source-region
SBEERXE., BUUER --region ZRHIIMETEREBRXE, BXEZEE , ESHE
iE Amazon i ST RH,

EEFIEEMNEBRRER |, BRTIEEXLETMASE . --encrypted M --kms-key-id,

BxRHlES , 55H (Amazon CLI 853 #) & copy-image THI R,

PowerShell

5 A Tools for Windows PowerShell €& & AMI

&A[EH Copy-EC2Ilmage e v & &l AMI, BAIIEERMBFHRXE, ERIAER -
SourceRegion ZHIEERXE, LA LA -Region Z¥ =K Set-AwSDefaultRegion wH
EEBRXE., BXEZER , BSHIEE Amazon XiF,

EEFIEEMNE BARRBR , BATIEEXEHFHASE . -Encrypted # -KmsKeyIdo
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https://docs.amazonaws.cn/cli/latest/reference/ec2/copy-image.html
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ZE1IEES R AMI B H3814E

AT LAE A Amazon Web Services Management Console S & 1TRE L F B AMI E 51,
Console
FEREE A EIE AMI EFIRME

BN LT ML ITHF Amazon EC2 ##lA : hitps://console.aws.amazon.com/ec2/o
MNEmES |, NXEEFESFPIEFEBRXE,

ESMERT , &F AMIs,

EREFELESHIN AMI, RF1EF Actions ( ##1F ) A Deregister AMI ( BUEEM AMI ) o
HREEREHIAE |, %$F Deregister AMI ( BUEEM AMI )

o b w0 bd =

Command line
FERGSITELE AMI SHR4E

BUUERATE—2T. BXRXXERTTREANESER , 558 15H Amazon EC2.

 deregister-image (Amazon CLI)

» Unregister-EC2Image ( Amazon Tools for Windows PowerShell )

5 X 13 5
BERRBABSE S AMI EEUTHS .

« —HH2XHF  BIIH AMI N IMXEEHES —MXE , ERUREMEE AMI E£FE/Y X
R —HAKA.

- AR RRAF AL , EHTUERRIRITNEERBRENERNERNARERF.

- MR BALEE S RENNABRFUARKIBELIEAFNNARFHNXRBAGRRES R, B
AR A XS ERThEE |, fltn , SSBIKBHH M Amazon BES.

- SRR ER L Amazon KFRITMEEN BEFAES TR,

TEHETERAMI, EFRNVXEHREFHFEN AMIs UERNEMFREI EC2 EHlZBMIXR. M
AMI FEEIRBIRT | ZEHIML T AMI FRESIXEH. MREEIUR AMI , HFEHEBIRXEFE AMIs
ERBXEER , BATORIRE AMI EXE H 2 B ARXEH.
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FFIERE (ERAT Linux 246))

-~
P

AMIL #1

¢ launch instance

v

EEC? instance #1

Region £1

_____________________

opy imag:

—copy imageie

AML #2

launch instance

v

EC2 instance #2

Region #2

AML #3

launch instance

v

EC2 instance #3

,  Region #3

FEE RS 6F N AMI 8513 —MNXER , BN E SR XN AMIs 812 — Amazon
S3 Ffki. EHFZXBNAMEXRGIF#EIFBN AMIs FHEZFEREY. FHEEEHMEFUTH
% : amis-for-account-in-region-hash, |30 : amis-for-123456789012-in-us-east-2-

yhjmxvp6,

FREM

HEH AMI 281 , BAFTHREFR AMI NABRUASERBNXEPIZT, FlH, ENEHREMEHK
Eﬁﬁ?&?ﬁ%:ﬂﬁwﬂ’ﬂﬁ'ﬁﬁrmﬁﬁﬁ EEESN R R, &N, NEREKE LB AMI F 3
KRG NMERRXEFNFR , XA mIEEMEA,

B 51

- BFRXEREIR 100 MH A AMI B,
- BITEREELL (PV) AMI E5IFFEHE PV AMI BXE, BXEZER

LKA,

BEZELinux AMI E#L

Bk 2

B LS E M Amazon IKF HZE AMI, £Z AMI T8I AMI WFFEN,. HMETHWIKFEESZFXEH
NE®TZER, BXEZER , FSRESE Amazon IKF H=Z AMI,

MREEFEESENKFHEZN AMI U"J‘S%‘SE’JWKFEFE’J B¥s AMI IFRE&E. /R AMI NFIEEEE
¥ {$#5E Amazon EBS 3 Amazon S3 £ %A , BFEEXFEHRXEHH B AMI BN FE# A,

IR PR
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EENS —NEKFPEFISERLZRN AMI, R AMI A &L T 838 255 AMI B9 7746 1 IR BUX PR

7% R<BXH EBS B ( AT Amazon EBS-backed AMI ) S<BkH S3 1248 ( A FRbilttE X

B AMI) , INRHAZ AMI FEMZERE , AEEMTNRANEZRZE NI FH, BXRARFREN
BRIEZELE , T EBS R , HSH H= Amazon EBS RER , 3 F S3 Ff#E , S H (Amazon
Simple Storage Service AAF ™) HH Amazon S3 FH) Identity and Access Management,

® Note
EEEH AMI RERE | BLAEER AMI B Z 311X R.

hnz & &

TRERTEM AMI EHZENNELE, RETVUSHIRMBRERERMNBZIRR , ERTESH
DnZR iR BE SR A B AR IR R BR

= PN B35
1 RINER B R 0 ZE =
2 b2 =
3 RNz 2z =

4 & B AR INE a
(® Note

£ CopyImage #/EHIE MNZGER T Amazon EBS-backed AMI, BF ) SEHIfE 6 3589 AMI
BT IRER |, FREAT RE(E F & ik BB 2 2R AS

RANBRT (BIREEMNZESHNER ) FEH AMI HE2DREARSHEFRBRMNBRS. EHRMNEZ
REEZHFR AMIRFER T 2ME, HARNZRNBIRRE, NRR AMI ZMBREZEF  WEHEFE
B —EH48E Amazon KMS ZAMZAVAE B AR RIB. ERMIABRT , EFISMREZEEFH AMI xR
BEESN B RRBHRURNEZERS.
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MREBEEH AMI WERFEENNMEZESH , INSEKSOARBNZREFTMNE. AT RAETA
CopyImage BRERMEMBZESHIAE N B R AMI B INZIRSH — N IEERIAR B,

FARIMBHR AMI 5202 B 5 AMI

EXMBERT , ARMNBEIREZZFN AMI 28 H FF MZRREBH AMI, CopyImage BRIEFER
AIMEZESH (BRE—ABFFREEZH ) BA. At , RREOMBREZETL , XHEER AMIH
SERRBEFHBEHENBEBRBXRE , EEABENFRRAHITNE, ERN AMI |, BRLS=ERE
WIEGE A | AR ME— AMI BRI EAISEHIRN T A,

(® Note
BRBIANZER AMI HFFEREH Encrypted SHIRE N true EHFHBHRE,

source AR Copy of source Al
__________ ‘-.1.. __________'\-\
— | CopyImage ~_i_n I
J— | 1

| . |
EBS ‘ [ Parameters: ERS |
| N | 1
| (root) | * Encrypted I (root) I
| snapshot : » * KmskeylD : shapshot :
| | [optional) [ !
SN s N\ 4

(optional)

RiE Encrypted S amEB RGN EMRR, MRERIEE KnsKeyId S8 , 2FEARIAEFRE
ERARMBIREE,

BXEHEMBREH AMIs WESEE , WSMINES EBS XM AMI LA HEA,
fEM S3 FREMEER AMI

& T LU Amazon Machine Image (AMI) 4% Amazon S3 &, & AMI E#IF) % —1 S3 174#
W, RN S FRBEERTE. BIFEA S3 FHBFENER AMI |, BRI LUF AMI M— Amazon
PREHBE - DX, Hln , NERIL S XZE Amazon GovCloud (US) 2 X, #3& AT BUEE [ AMI
FHE7E S3 MR N HABFHEI,
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SR S3 FEFIER AMI 89 AP  CreateStoreImageTask, DescribeStoreImageTasks
# CreateRestoreImageTasko

CopyImage R#EH T Amazon 7 XA EH AMI 89 APl, B2 , CopyImage o3& AMI £5!
B%E—1Np X,

Bx Amazon 7 XWEE , S IAM AFER® Amazon &R A FR(ARN) I H LB #4,

/A Warning

£ Amazon 2 X8 Amazon Xz BBz #iE , FREESTMAEEAZENMIZSESR |, a8F
EFRRFEMEANBAEANBIEREZER,

EL

- AR

- AMI FF RIS R AP #9 T {E/F 32
* R

© BAE

. RIFEH AMI

. £/ S3 FHFER AMI FIIXER
- A AMI FEFIE R API

- £/ S3 FHISHERE

15 F 3= 451

FEREENER AP ST T 84E -
o F AMI \—" Amazon 7 XE#F % —1 Amazon 27X
o &l¥E AMI R EIA

£ AMI M—/ Amazon 2 XEHIE S —1 Amazon 7 X

BEFEA S3 FHMFEHMNEER AMI, B LUF AMI M— Amazon 2 XEHIE S — N2 X , M
— Amazon KBS HIF 5 — MK, BEUATRAEIH , L0 AMI NEE L 5 XEFIE Amazon
GovCloud (US) #'X , £HRM us-east-2 KifiE#I%| us-gov-east-1 Xig,

FEMZER AMI 225


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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B AMI NP7 XEHES M2 X , FHRITUATIER

« M CreateStoreImageTask & AMI FEE S eI XEAK S3 FEEH. ELREIF , S3 F6#
BT us-east-2 F, BXRPlGT , BSH & AMI FEE S3 FEET.

- £/ DescribeStoreImageTasks MiRFMESHHE, FEFERE , NRGE S3 FHEFEHT
M. Bxrfles , BSHE HR AMI FRESHHE,

- FRLERNEFNEEN AMINREHFHITBERD XFH S3 7B, ZLRE+S , S3FHEENLT

us-gov-east-1 f,

® Note

BAT8N? XHEFEERER Amazon FiE , FLFTEET SSWNEN— N2 XEZEEHES —

N X, B XEH S3WNRHNIBFERXHNITICTBE 2N, RIMNREBUTEFTEE

ARG, BEXTERAFTERLERNEFTE.

- EBESPXEHE— AMI, EFISEAREIFERE TR NEFEB TEXNREIFRE
FEH (Bl , EC2 KpIHEIEAREBIN ) , RAEMNFREN LEXNRE B IREFER. N Fix
SRS , EX 2 XEA Amazon &,

- EXYFERANFER , BERFALA - ANEEBBANWNARERF ( ATsEER S3 2B T M L
) o

« fM CreateRestoreImageTask ME#rD XHHY S3 FHMEER AMI, FELLRBIH |, S3 FiEHE
fIF us-gov-east-1 ., BXTRHlwS , FHSH M S3 FEFEER AMI,

- BENFEREHRSMANT RN TAN AMI #HTERRERERESHHE, BE 0 BT ERR
BRSRIS MR ATE R AMI I IRIBHHEE S .

FE AMI B FF RS EI A

BRI LUBEE N AMI FEE S3 FRBTFANHUBEREILR, AXRAGT , HSH & AMI FME4E S3
FHEET

AMI #3128 S3 A EANTRD , FiE AMI T#iE ( FEERZEER ) BMENEFE AMI W —B2B
BREB. AMI BIEFENFHEREN -2 HTES. BT AMI S ETRUNERVEE , Btk S3 &
NRR DN, NTRERAE , B UERAEFEEN S3 FHEE. BXEZEL , B3/ Amazon S3
F%EF Amazon S3 EMN

AM| FEFE R API By T/ERE
EFH S3 F@MER AMI , BEALT API ;
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https://www.amazonaws.cn/s3/storage-classes/
https://www.amazonaws.cn/s3/storage-classes/
https://www.amazonaws.cn/s3/pricing/
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« CreateStoreImageTask — ff AMI £f&7E S3 =@

« DescribeStoreImageTasks — 2fit AMI FHEESHIHE

« CreateRestoreImageTask — M S3 ZEREIEIR AMI

APl ) THEREE

» CreateStorelmageTask

» DescribeStorelmageTasks

» CreateRestorelmageTask

CreateStorelmageTask

CreateStorelmageTask APl 5 AMI fER BN RIZMEIE S3 FE @,

API Bl —MES , N\ AMI RERBHIEIFAARE , REER S3 2R LEFHEF#E S3XR
Fo APIIREX AMI (WFRE AN | BRASHIEXEREN AMI THIELAK AMI R EHFFE EBS
R, RAERellTes S3 ANENMXNRP, BFEREN LERBN —S2HTESR , LR S3 hE
FHZERIE , Fit S3 AR AT RN T AMI R AR/NEH,

WMREAL API WK BT LE AMI FREBIRE | M&REE].

S3 HHXIRAEY ID 5 AMI K948[E , B A .bin FEB. U THIEEERN S3 XWR LR S3 THFERE
i : AMI B85, AMI #5R, AMIGERTBER. AMI BB E K SR FE IR EV R RB.

SEREFAENRBEEBRT AMI KD, EXBRTESOHMESFTERHRTT , RRESFSEEHR.
&R LUES 8 A DescribeStorelmageTasks APl SRIBERIESHIHE

FRIEEE#HITH AMI B R/DNEMBRSIHN MK, 600 GB Y EBS IREHIE. #H— IS QIRF/HIE
% BT EERTHESETRS. fl, R[N EEFMRBEIER 100 GB B AMI M5 —MR
RRIIEN 200 GB 1Y AMI, MPFHER Z—MER , EAIEERITWEEN 300GB , ETRH, ER ,
MR Y[ EEFEAVEADS AMI IRBHIEHR 800 GB , MEFEFTHRZA , HLELHE —FRIMES,

DescribeStorelmageTasks

DescribeStorelmageTasks AP #iid AMI FEEESHHE, BAUEREE AMI WES, MRKREE
AMI , NSRBI £ 31 KNG BB FHREESHN D IR,

HFEN AMIES , MESERES R InProgress, Completed 2 Failed, X FESH
InProgress , MN&FEHITHEE "I B D LE,
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E55 & I 1) 89 B BB 3 H o

Bal, REEEFE L NANES.
CreateRestorelmageTask

CreateRestorelmageTask APl B3I —/MES , ZES M EBIEA CreateStorelmageTask &R 812
B S3 W HRIEE AMI,

WATEFRES N XE AT ASRITE#ESHXEAR , A RE,

ENPEFR AMI HRE S3 FHEBAT TIERNITEFRESNEEXEH. AMIRFHE L X HE
o

AMI BERETHEER , flInEFEH AMI BEXNAEHR, ERNREFREMRE, BN ZKS
EZXEBFH AMI A0ME—, MRARRBHEEN , WHFH AMI RENEHRERE AMI NEHMER. AMI
RBELXFEREFERNF AMI 1D,

SR AMIERESFIENNEBURT AMI KD, EEBRRTEZLDHMESEEHRT , RAESE
EHER . EBALUETI IR AMI (describe-images) SE EBS 1RE& (describe-snapshots) REEFFEFH
HE, MBASKK , AMI FIRBHEE KBRS,

FRIEEE#ITH AMI B R/NEFBREI N SNKTH EBS REBEIE 300 GB ( R\EEREH KN ) . #
—SNESCIRFREL  EFEERTHESETRE

BR 5

- EFfE AMI, &K Amazon Web Services i P AP EZ AMI R ERBHFIER , & iz AMI &
HRBUNEZESEHKSHE, MR AM RLFHRE | MTTEFHE,

- ERAIXL API RBEFFMH EBS XFH AMI,

- TXEFEERL (PV) AML,

- TAFEH AMI YR/ (E4ET ) BRFI% 5,000 GB.

- FRERGERAVERER : 600 GB MY TFME TIE ( RIBEIE ) EE#HITH,

« EFRBEGIERWIRE - 300 GB MIER T (IREBEIE ) EEHITH,

- EFERESHNEENER , FEBIRRE , RITEED IAM ZERASAERHEIRER | &0 EFER
BERaXMK.

« BRETER— S3 FREFETUE AMI IS EIA.

- TFHETE S3 FEMPH AMI TR EAEFLR AMI ID #HITRR, BAUEA AMI 5] & REMX TS
Mo

FHEMNER AMI 228
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Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

« B, XXEMEH Amazon Command Line Interface, Amazon 74 T B4 %] Amazon EC2 API 17
EFER APl, BT H Amazon EC2 #2245 7 FE R AMI,

o%:N
£ S3 FHAZER AMI BF , BEERNFENIER APl EFRANKRS URBIEEH . APl {EH S3

# EBS Direct API ( HHiX% API ERIPEA LG RIRBHE ) . BEXEZEL , H25H Amazon S3 E
M Amazon EBS E .

RIPIEHY AMI

EEAFERENER APl , S3 FHEBN AMI AXFN TR —XEH, FSHHER S3 FHEREEFREVNER
EMRREF AMIAR , HARRE AMI NKRMRBEFEETS  Z2EFRETE. MREEHD
X—R , BUAEERAXE APl, BERAAVXN S3 FERBETATT R, RIMEWHEFE AMI# S3
FREBERARSSREMNE  BFRLFER,

BXRUOMAN S3 FRBRESIANZLRENEFR , FEFATZ2EH .

« FHIEXT Amazon S3 12N H 1A

* IR& Amazon S3 FEBHNERIAR S SRiRNEBEITH

« B4 Amazon Config #M| s3-bucket-ssl-requests-only , REF A A S3 1FEFERRE 2
- BH Amazon S3 R e E HEIDR

H AMI REBEHIE S3 W HRAT , FEY TLS HEEFIKIE, EAIEAMBREEFE AMI, E2RE
KUF N EFRREN — BB D HATHRE

f£A S3 F TR AMI BFBR
ME AW IAM E4IGE A Amazon S3 REERER AMI , N EE[EBFRENR,
UT REIEMAIEAT IAM ERARTEEANERISEENFEIRE.

EeSh S8 T BB @) AR TR G R4 E R BRAY 1AM policy, M THES RHIKE , §5H
C(IAM B $E@) H#Y Amazon FIRH G R EHE,

(® Note

MEHE AMI FIREBEMNZ , REKFBRIAB A T INZRIEE | B8 IAM TR XTMEEERA
KMS ZfAN R, BXEZELR |, EZEAmazon KMS keys RN R,
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FFIERE (ERAT Linux 246))

"Version": "2012-

"Statement": [

{
"Effect":
"Action":

10-17",

"Allow",
L

"s3:DeleteObject",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject",
"s3:PutObjectTagging",
"s3:AbortMultipartUpload",

"ebs:
"ebs:
"ebs:
"ebs:
"ebs:
"ebs:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

ec2:

1,

CompleteSnapshot",
GetSnapshotBlock",
ListChangedBlocks",
ListSnapshotBlocks",
PutSnapshotBlock",
StartSnapshot",
CreateStoreImageTask",
DescribeStoreImageTasks",
CreateRestoreImageTask",
GetEbsEncryptionByDefault",
DescribeTags",
CreateTags"

"Resource": "*"

£/ AMI 776 Mk R

ES]

API

- & AMI Ff7E S3 FREMRTF

- HE AMI FREESHHE

- M S3 FEEEE AMI

& AMI ZfE £ S3 FHE T

% AMI (Amazon CLI)

FEMZER AMI
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£ H create-store-image-task ii 5. EE AMIH ID AR EFEHFFMH AMI B9 S3 FHEFEN B o

aws ec2 create-store-image-task \
--image-id ami-1234567890abcdef® \
--bucket myamibucket

T 5l

{
"ObjectKey": "ami-1234567890abcdef@.bin"

}

iR AMI FFEESHHE
iR AMI F#ESRI#H E (Amazon CLI)

5 describe-store-image-tasks

aws ec2 describe-store-image-tasks

A%

"AmiId": "ami-1234567890abcdef",

"Bucket": "myamibucket",
"ProgressPercentage": 17,

"S30bjectKey": "ami-1234567890abcdef®.bin",
"StoreTaskState": "InProgress",
"StoreTaskFailureReason": null,
"TaskStartTime": "2021-01-01T01:01:01.001Z"

M S3 FiEHEIE R AMI

1& & AMI (Amazon CLI)

£ create-restore-image-task 5. EAXRE S30bjectKey HHH Bucket M describe-
store-image-tasks W1E , FIEE AMI BN RELUREF AMI EFIFIH S3 FHBH AN, BT
NEFRE AMI EEEEB#. BN ZKFEZXEFH AMI 51—,
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® Note
& REY AMI FF3R1E — N8 AMI D,

aws ec2 create-restore-image-task \
--object-key ami-1234567890abcdef®.bin \
--bucket myamibucket \
--name "New AMI Name"

T 5 el H

{
"Imageld": "ami-Qeab20fe36f83ela8"

}

£/ S3 AV TR
AT LUEE AT A XAEF R AIRE AMI B8 A SO BE AR

« £ S3 M AMI B, ATBURXAFBRERNBEERERRT. ERAR , RENBREEFER\BANRS
I, REFRERNNE N F#E AMI MERHNREA T, TEOXNREEIRE AP 18R KI8T
o

« ERE AMI B, BTXNRBASHAR , ATLUFRERMEN REER T X,

£ A Amazon CLI 1 SDK & , ] LAfE B X H R4,
R EEAENIRE AMI (Amazon CLI) B 68 F ST R 2

LR RBIE SR AMI 2687 S3 i, AR XM INEIERAEN. R, % RFEIM S31RE AMI,
RXHBREMEENRES B,

1. 17 AMlc X¥F --bucket , EFMBEMEEEXHBRE , IR :

aws ec2 create-store-image-task \
--image-id ami-1234567890abcdef® \
--bucket myamibucket/pathl/path2

A%
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{
"ObjectKey": "pathl/path2/ami-1234567890abcdef®.bin"

}

2. MRE AMl, T --object-key , EEEL—FHRHNE , EPFIHEXHBER,

aws ec2 create-restore-image-task \
--object-key pathl/path2/ami-1234567890abcdef@.bin \
--bucket myamibucket \
--name "New AMI Name"

HFHA AMI

BAILAAFRA AMI, BAFRBZ AMI ESEIERRFER. BEREN AMIEBERRFABE , &RH AMI
A E, B0, BARELFATBIFHEN N AMI , HECHWRFTRATRHN AMI, BRIAERT ,
EFRAKN AMI F2ERE AMI FIRF |, BFIEFAFERSEHN AMI, B2 , IERAFMEZIRS (W
BN H#EHRA Auto Scaling A ) TUERIEEH ID RELFEACTHFAN AMI, EMIBR AMI LAMEFEH F
MRS FTEFER |, BAMEUEEM

AMI FRJE :
« XXF AMI BF , EEAK AMI F&ERTE Describelmages APl S | BRIEFBIEER ID HERH

MERCFEAN AMI, AMI 88 H AL E Describelmages AP BRAHRESESHFAHN AMI,

« XXF AMI AP, EFEAN AMI T3EBE EC2 #2451 A3 Tk, Hln , EFEAN AMI F2HIER
FEHIESH AMI B FZF, AMI BEBEATHEE EC2 IR AFEINSHFAMN AMI,

« XTFAMI AP, IREMESF AR AMI B ID, MATLUER API, CLIFATEQAREERESR
A8 AMI F 3136,

- BEIRS ( WEsEARF Auto Scaling 4 ) ATSABRE S| AEF A AMI,
- FEABEHFRN AMI B31# EC2 IHIFLZRME , WhFE, BRIMEHE,

BRI FRARBENLA AMI,

&% ] LAl 2 Amazon Data Lifecycle Manager EBS 358 AMI KB , LLE3N{L EBS XiFH AMI B9
FH. BXxXEZER , BZHEI AM £ FH,
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® Note
BINERT , MIEARA AMINFZABHRENE AMI QIZBHENHF, B SHFABH
RENBTHF, EEUEFHBE , SiNFABERRE—BHE , Z4MBINE AMI 5H5E
Amazon K HERFHZNIE,

F&:

- BAE

- [R&

- A AMI

- HREFAK AMI
- BUEFHA AMI

o%:N

LIBHEH AMI B, TEMBRZ AMI. AMI B ZEMMBLE R AMI FREBS R, BEE L TSIREHE
B, AMI 8 & X IUE N BUE T A BR AMI,

PR 1l

- THH AMI, BXTE AMI VIREE.

#A AMI
WA LESRE B NN BFA AMI, BS02 AMI #8E T BT,
Console

EREBHFR AMI

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.
2. EEMNSMI[BPESE AMI,

3. MIEEiERE Owned by me ( BHFEW )

4

EEVER AMI , SRR Actions ( #4E ) . Manage AMI Deprecation ( B2 AMI A ) . &
AILUEEZ AN AMI, —XMERZN AMIRER—FA B,

FH AMI 234
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5. i&#¥ Enable (B ) 81 , AW AF A BHMETE,

FRABHMHERAIMNLGTEHE 10 F , ELAFAMI R, HERNBOIRZAR 2 F, £F
el E— I ER B .

6. ‘&R

Amazon CLI
EREBHERA AMI

£ enable-image-deprecation a5 5. ¥E AMI #9 ID AR FH AMI 9 B B et A, InRisELUR
NENHE , Amazon EC2 £ UE R ARIRIEHN 28

deprecate-at W ERRIMN LB BEIRE 10 F , EAE AMI BRI, GEN LRAIBCIEZAE 2
F, BREEE—IMIENEH,

aws ec2 enable-image-deprecation \
--image-id ami-1234567890abcdef® \
--deprecate-at "2021-10-15T13:17:12.000Z"

T 5 el H

{

"Return": "true"

}

Ny 9=F~1: N1
LastLaunchedTime 2— 1 \EE& , IERELXER AMI B4R RE. RIERBATE3IE
BIKy AMI ATREREF AT

(® Note

- EERA AMI B34t , FERABRIRESE 24 MIEYIER,
« lastLaunchedTime #IEM 2017 & 4 BFHHBAI A,
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Console
BE AMI B9 LR B 3hETE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. EEMNSMmIBIFPEEF AMI,

3. MIEEEZ %R Owned by me ( BHFEW ) .

4

%R AMI, REKE Last launched time ( LXE3NATE ) FE [ AMI 5N EIRESRS |
ZF BT Details ( ¥AFER ) MIMFHER], WFEERT LXER AMI B335 4I8 B HA
MestE .

Amazon CLI
BE AMI B9 LR B 3hETE

1&1T describe-image-attribute 85 HIEE --attribute lastLaunchedTime, &H4ME AMI

MABES RIS T,

aws ec2 describe-image-attribute \
--image-id ami-1234567890example \
--attribute lastLaunchedTime

ke

"LastLaunchedTime": {
"Value": "2022-02-10T02:03:18Z"

}
"ImageId": "ami-1234567890example",

RS F R AMI

ERIEE AMI BYF A B EIMeTE , RERFABHXAE AMI #1TiRiE, &t UERM Amazon
CLI SRR EFAKME AMI (BIEEHFABH ) .
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Console

EE AMINFABH

1.

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.

2. EENSMEPIERE AMIs , RFEFHEN AMI,

3. &% Depreation time ( FANRE ) FE [MIREFR T AMI SZHNEIRE , NZFRMT
Details ( ¥AE R ) W F], ZFERNI R AMI WHEH BEMtE, MRZFEHNZE , KR
ZAMI REHA,

&% A HHFFE AMI

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,

2. HEEMSMmIZFHIESE AMI,

3. MIEEEHIEE Owned by me ( BB ) = Private images ( AEMRE ) (LA EMRBGEREE
I E R AMI SURIZHAE R AMI )

4., HEEZREPMA Deprecation time (i AF AT HIN Deprecation time ( F AT E ) 7
%ER )  REEFEE/FUKR BHEAFATE,

Amazon CLI

HI&FEH describe-images HE , ERAFEERE AMI AR E AMI BEEMEMMTRE,

- MBHEZ AM AP :

BRIANERT , HEER describe -images S HERATE AMI B, FETHESERAZENERH
AMI A HIIEL RS, XRRANBRIAMERN --no-include-deprecated. EREERFBHEL
FHKH AMI , BARIETE --include-deprecated SH,

- MRERE AMIFEE :

LWIRFEH describe-images S RFTE AMI & |, BRENFIE AMI ( BB EFAN AMI)
LB REL RSP, BTLEE --include-deprecated 8. A , BFREEEIFER --no-
include-deprecated MNERHHEREFE R AMI,

MR AMI #F A , DeprecationTime FERFERELE RS,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-images.html
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® Note

EFAN AMI 2EFH BBELEN AMI, NREESRFHBBMRENFRHYBH , U
AMI & RFFF o

E#HRPAE AMI RHEEFMEEHFAN AMI

£ describe-images R HIEE --include-deprecated S8 , LEL R BIEIEEFTENFT
BEFAWN AML,

aws ec2 describe-images \
--region us-east-1 \
--owners 123456example
--include-deprecated

iR AMI 895 A B

£ A describe-images @5 H1EE AMI B9 ID,

BEE , MREFEEE --no-include-deprecated 5 AMIID , N &ELRFBIREIEHFAN
AMI,

aws ec2 describe-images \
--region us-east-1 \
--image-ids ami-1234567890EXAMPLE

A%

DeprecationTime ZERETF AMIRENEFANABH, MR AMIKRERNESFH , U
DeprecationTime FERALERERELERH,

{
"Images": [
{
"VirtualizationType": "hvm",
"Description": "Provided by Red Hat, Inc.",
"PlatformDetails": "Red Hat Enterprise Linux",
"EnaSupport": true,
"Hypervisor": '"xen",
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"State": "available",

"SriovNetSupport": "simple",

"ImageId": "ami-1234567890QEXAMPLE",
"DeprecationTime": "2021-05-10T13:17:12.000Z"

"UsageOperation": "RunInstances:0010",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/sdal",
"Ebs": {

"SnapshotId": "snap-111222333444aaabb",
"DeleteOnTermination": true,
"VolumeType": '"gp2",

"VolumeSize": 10,

"Encrypted": false

iF
"Architecture": "x86_64",
"Imagelocation": "123456789012/RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-

GP2EN
"RootDeviceType": "ebs",
"OwnerId": "123456789012",
"RootDeviceName": "/dev/sdal",
"CreationDate": "2019-05-10T13:17:12.000Z",
"Public": true,
"ImageType": "machine",
"Name": "RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-GP2"
}
]
}
BUEF A AMI

B LABUERE A AMI, BNl BR Deprecation time ( FARE ) FE (##1& ) , M describe-images
#H (Amazon CLI) ik DeprecationTime £, E4ME AMI AEE T EEHTHITE,

Console
BUEER AMI

1. BT MuLITHF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. EEMSMIBI[PERE AMI,
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https://console.amazonaws.cn/ec2/
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3. MIEEZ %R Owned by me ( BHFEW )

4. EEERL AMI, FASSE$R Actions ( #1E ) . Manage AMI Deprecation ( B2 AMI £ ) . &
ALUERZA AMI, —RMEBUEXN 21 AMI WF .

5. BUHIE™ Enable ( B ) 814 , AF%EE Save (R7TF) o

Amazon CLI
BUEHEHR AMI

£ disable-image-deprecation S5 #¥EE AMI B9 1D,

aws ec2 disable-image-deprecation \
--image-id ami-1234567890abcdef®

TSR el

{

"Return": "true"

}

=R AMI

BRBER AMI, U ERGEHERATRIED, BT ENCEAN AMI BRIFEHl, BUUAEFRE
REZAN AMI, EETBXA TR,

/A Warning
ZH AMI 2BREMBRE IR,

4 AMI WA e

o AMI FPIRBSLE XN disabled,

« TEAZEEAN AMI, R AMI ALXAMERFAGHAEY , M&FERABE. WRE Amazon
Web Services IK/~, AARARLNHAEZT AMI, METIREZLREERAN AMI,

- RIANBERT , EEAKN AMI R4 HINFE Describelmages AP AR,
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- ZRAN AMI T2ERRARENERHFHARHERHTE R, EEREERN AMI, BEAHSEANBREZ
# B ik SR,

. BREAI AV TTE EC2 BHAREEATRARY. A0, SR AMI T2 HIE RSP
BISE AMI B R | SIREHERN B T2 E R,

- BIRS (WMBEHERMBTY BA ) TUAKESIAEERAN AMI. NEERR AMI KiEHY 545K
PlEs AN , RURNEBWEHMSHERMBZ T BE |, E£HREIATHN AMI

- ZEIERABEHEZERAN AMI B3IH EC2 RHIFSZ R &M , afblElE, BHFEHZ 3.
- TEMBREEZEAN AMI XEHRE. ZiHMBRXEKVIRBES HH snapshot is currently

in use i,

EFZHA AMI B :

o AMI FPIRASFEHN available , T AF B34,
« AMI ATAHE,

o £ AMI 2 AR R EXNEHB A REH Amazon Web Services K, HAMAL BV FLEHIER
FKEBIHREINE , BAULBAEENHE AMI,

BEZERARENLA AMI,
F&

- BA

. BREZH

- FTEHN IAM X R

- A AMI

- HREZAN AMI

- EXTERAEEARAN AMI

RA

MIEEE AMI B, SEMIBRZ AMI, 2158 AMI 2 EBS-backed AMI , MIBEEHLEH AMI 9 EBS #
BAT%R, MREBRGIE AMI, WA BELARBREEFERE,. BEXESER , BSHRAY
Amazon EBS R, MMREFTEREBULE AMI RERE | N AREUEEMAE R AMI F 1 BRAE B R R
BXEZER , HSEBRAmMazon EBS-backed AMl,

Z=H AMI 241
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FRFM

EXARNEHEA AMI, BLTR AMI WFTE &

FTER 1AM R
EXANEHREA AMI, BARFIBEUT IAM R :

* ec2:DisableImage

* ec2:EnablelImage

2R AMI

A LAE A EC2 #2%|& 3% Amazon Command Line Interface ( Amazon CLI ) 2/ AMI, BAM2
AMI B E T BEITIHL LR,

Console
EEZH AMI

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

2. EEMSMBRKT , &EE AMIL,
3. MIEERH %R Owned by me ( BRIBEW )
4. BEEAMI, REEGERBENZR AMI, SR ERERZN AMI, —HSHEHER,
5. HEEZHAMIBOS | EEEZH AMI,
Amazon CLI
EZH AMI

£ disable-image WS H5E AMI B9 1D,

aws ec2 disable-image --image-id ami-1234567890abcdef®

A%

{

"Return": "true"
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}

HIREZAN AMI
ALl EC2 B 4l& =K EAH Amazon CLI EFE2Z A/ AMI,

BRAMZE AMIFTEESTEEEECEZAN AMI, HTEZAN AMI B AFE , AL UREFTEME
EZ K MEENEHITER,

Console
EEEFCEEAN AV

1. BELATMuITHF Amazon EC2 #&l& : https://console.aws.amazon.com/ec2/.
2. EEMSMBERKT , EE AMIL,
3. Mg EFEeZEANRE,

Amazon Machine Images (AMIS) info

Disabled images & | |Cl Find AMI by attribute or tag

Owned by me
v | AMIname v | AMIID

Private images

Public images

Disabled images

Amazon CLI

RINBERT , 1R describe-images TR ARFTE AMI K, EZ2AN AMI FEEIELER
F, XREANBIAMERN --no-include-disabled, EELRFBIEEEZERAN AMI , BARIEE
--include-disabled &,

EEMRE AMI N 2EFAEEZAN AMI

£/ describe-images S HIEE --include-disabled % , UK ZREZHAM AMI AR FIE
Hit AMI, & , #§%E --owners self , BUMERKEREHEH AMI,

aws ec2 describe-images \
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--region us-east-1 \
--owners self
--include-disabled

MBSRIEETEZAN AMIB ID , BRIEE --include-disabled , M4 R RHREFER B2

R AMI,

aws ec2 describe-images \
--region us-east-1 \
--image-ids ami-1234567890EXAMPLE

ERREEAR AMI

J§E --filters Name=state,Values=disabled., &HMIEE --include-disabled , &

N2 EEEIR.

aws ec2 describe-images \
--include-disabled \
--filters Name=state,Values=disabled

s

State FERIE R AMI FIRAS, disabled RR AMI BE#EHA,

{
"Images": [
{
"VirtualizationType": "hvm",
"Description": "Provided by Red Hat, Inc.",
"PlatformDetails": "Red Hat Enterprise Linux",
"EnaSupport": true,
"Hypervisor": '"xen",
"State": "disabled",
"SriovNetSupport": "simple",

"ImageId": "ami-1234567890QEXAMPLE",
"DeprecationTime": "2023-05-10T13:17:12.000Z"

"UsageOperation": "RunInstances:0010",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/sdal",
"Ebs": {

"SnapshotId": "snap-111222333444aaabb"

2=/ AMI
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"DeleteOnTermination": true,
"VolumeType": '"gp2",
"VolumeSize": 10,
"Encrypted": false

iF
"Architecture": "x86_64",
"Imagelocation": "123456789012/RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-

GP2EN
"RootDeviceType": "ebs",
"OwnerId": "123456789012",
"RootDeviceName": "/dev/sdal",
"CreationDate": "2019-05-10T13:17:12.000Z",
"Public": false,
"ImageType": "machine",
"Name": "RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-GP2"

}
]
}
B EACERN AVI

BAUEHEACEZERAMN AMl, BX4RE AMI BEEF e ITIHERE,
Console
EEFHESACERAN AMI

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. EEMSMERS , &EF AML,

3. M= EFEERANRE,
4
5

®EAMI, REHORIERIEE. BA AMlL, S UERERZN AMI,, —HFEEFHRES A,
EBRRAMIBOY , EEEH.

Amazon CLI
EEFEHAECERAN AMI

£/ enable-image s 5 HIEE AMI B9 ID,

Z=H AMI 245


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/ec2/enable-image.html

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

aws ec2 enable-image --image-id ami-1234567890abcdef®

oA 4

{

"Return": "true"

}

A AMI R ER

A B E B 22 A EBS-backed AMI REREYIRIB, X A AR B @R ESROERADETERHREN
AMI XV ERERAS. BXEZEE , HS T4 Amazon EBS R,

BA”E AMI XERRVIR R

1. ZHA AML,
2. JAERE.

AM| EHEH BEHXBRBEIFJRER |, BT EEH1Z AMI,
EFACHMRBIREECSEZAN AMI LUEFER

1. REE AMI BN FATE EFRRE,
2. BAAMI,

EHEE AMI
BAREAMI 25 , TEUEHE. 28 AMI 25 , EEEREATRHEM.

TR AMI B, FLZREN AMI SIEREASFIECIE AMI E 2 F A EMRIR, XL
FRBHFREAAFRENE=EFERATA. Hit , BRL EEE R STREASE B BRI R R,

AT &R AMI W RREURF ERH Amazon EBS X RHEXHIF#H:E. BXESEFEE , BSHEE
AMI FARIR 2R H,
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« &BRAmazon EBS-backed AMI
o BERRESRHITFEME IR AMI
« FREBBATE

T EEW

N2

HUHEM AMI BSFEZ R TEI
« BREECHIMARE TEKSFRAER AMI,

o IBTEBUEEME Amazon EC2 £/ Amazon Backup FRESEER AMl, MR iZEA Amazon

Backup MiBR&E B X EFHEBMNMER. BXEZEER , i55% Amazon Backup FF XA R IERF

HY I BR 2 42 o

& BAmazon EBS-backed AMI

F£5X #Amazon EBS-backed AMI Bt , T2 EIFE AMI IETRFAZFINS0IBRIIRE, XLEREA

FREFEFHETRA, RHit, IREATIERR | BOFERIBR.

TEER T i&BRAmazon EBS-backed AMI BT 32,

=

=1 (=) =1 =
& |G /@ 5}

Deregister
the AMI

NN
NN N
AMI

\ EC2 Instance / \ EC2 Instance

\

EBS snapshot of EBS snapshot of EBS snapshot of EBS snapshot of
root volume data volume root volume data volume

»

/

Your AMI, its snapshots, and an
instance launched from the AMI

A LA TEMESZ — T 5355 Amazon EBS-backed AMlo

Delete the
snapshots

>

B

EC2 Instance

-/

When you are finished with

the instance, you can
terminate it

AR AMI
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Console
& BRAmazon EBS-backed AMI

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. JEH AMI

a. HESMERKF , &E AMis,

b. HEFEISREF , EERBENUILEATA AMI, EEZFEEANBRGEIS| HEZRAR/
AMl,

c. EEREBUHIME AMI, iIZTEM ID- XBBTEHET —TRHPKRIIEM BRI R,

d. %% Actions ( #4E ) . Deregister AMI ( BUEEM AMI ) » HRERTEHIAR , EF
Deregister AMI ( BUEEM AMI )

(@ Note
RHATRER/LD S RMNIIRPHERZ AMI. £#F Refresh BURIFTIRZS .
3. MKRTBFTENRR

a. ESMBERP , EFERE,
b. EEFEMBRAYMRER ( £ Description B &EHK E—HHH AMIID)

c. 1%3#%F Actions ( #4E ) . Delete snapshot ( iIERIRFR ) » HRFRRFIFITHEHIAN , EF
Delete ( #ilBR ) o

4. (i) K1EEHI
IR AMI BFRISEHI ML 1k R A,

a. TESMBERD , & Instances ( £l ) , RABEEFREL LA,
b. MREREHIRE, KIERHl, YRERTEEIAN , EFLL,

Amazon CLI
FHIE BT S EBRAMazon EBS-backed AMI
1. S8 AMI

£ deregister-image 58 AMI :
EHEH AMI 248



https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/ec2/deregister-image.html

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

aws ec2 deregister-image --image-id ami-12345678

2. MBRTBEEEMRR

£ A delete-snapshot s SR T B EEZHRER -

aws ec2 delete-snapshot --snapshot-id snap-1234567890abcdef@
3. LZIESRB (AMiE )

WMREFERHTMN AMI BEIRISEH] |, N AT LAEE terminate-instances fn 4% L% 3244 :

aws ec2 terminate-instances --instance-ids i-12345678

PowerShell
BHIRBELUT S B EBRAMazon EBS-backed AMI
1. X8 AMI

{# A Unregister-EC2Image cmdlet 355 AMI :

Unregister-EC2Image -Imageld ami-12345678
2. MBRTBREENRR

& A Remove-EC2Snapshot cmdlet BT B EEHIRER -

Remove-EC2Snapshot -Snapshotld snap-12345678
3. KES (AR )

WMRIEFERATN AMI BBIRISEH] |, BT LAE A Remove-EC2Instance cmdlet £ 1E %324 -

Remove-EC2Instance -Instanceld i-12345678
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78 BR B SR 7 M I RY AMI

EHEAN BRI IEFN AMI Y, FLZREECIRZ AMI B £ Amazon S3 X fF, XEX
RS AE Amazon S3 X IEFAEATRA. Fit , MREEATXLENXH | NBEREAT,

T B BB BR R SR 17 0 SIS RY AMI VR

0

Bundle in §3
bucket

Bl

A

Bundle in §3
bucket

v

AMI

B

EC2 Instance

Deregister
the AMI

Your AMI, its bundle in Amazon
$3, and an instance launched

from the AMI

B BRE SE I 7 SR AMI

1. £ deregister-image S EUEEM AMI , ZITFIRo

|

EC2 Instance

aws ec2 deregister-image --image-id ami_id

2. f#H ec2-delete-bundle (AMI TE

S3 bucket
-
Delete the
bundle
EC2 Instance

When you are finished with
them, delete the S3 bucket
and terminate the instance

WM BR Amazon S3 FHRSE , LT IR

ec2-delete-bundle -b myawsbucket/myami -a your_access_key_id -
s your_secret_access_key -p image

3. (W& ) MREEATMN AMI BaIRIES , M AT LAEA terminate-instances an S48 L3R4l , fn

T Ro

aws ec2 terminate-instances --instance-ids instance_id

AR AMI
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4. (WiE ) NBREME R L& BE Amazon S3 F6ERE |, W BT LA BRiZ1E 5. EMIBR
Amazon S3 Fi&#8 , FEHFF Amazon S3 5| A |, R FHE , BiE# Actions , AFIERE

Delete,

LIRB BB

LastLaunchedTime 2 —/\EE& , IERELXER AMI B4R RE. RIERBATE3NE
By AMI FTREREXHBE A,

® Note

« EMFER AMI BERAIE |, FABERIRESE 24 PRWEER,
« lastlLaunchedTime #IEM 2017 £ 4 BFHBITH,

Console
EF AMI By )R B o atE

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.

2. EEMSMIBI[BFIERE AMI,

3. MIEERLH %R Owned by me ( BRIBEW )

4. &£F AMI, RERE Last launched time ( LIXEEIETE ) FE [ AMI ZUHNERERS |

ZFERFTE Details (FMAEE ) M FHER], WFRERT LXER AMI B31E46I6 B A
FOast A

Amazon CLI
BE AMI B9 LR B3 ETE

1517 describe-image-attribute S8 H H#EE --attribute lastlLaunchedTime. &2 AMI

MABET RIITIHS .

aws ec2 describe-image-attribute \
--image-id ami-1234567890example \
--attribute lastLaunchedTime

%
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{
"LastLaunchedTime": {
"Value": "2022-02-10T02:03:18Z2"
1,
"ImageId": "ami-1234567890example",
}
MEILREEIRE AMI

Bl vh R — TR IR E Thae , XFFEEREIMIEREY Amazon EBS fRERM EBS XK AMI, A E
Wevhest , GNSRBIRMMIER , EUA TR RIS ERVRY R ERARERR | /5 K A BRI

ERRREMIY 280 , BTN E K IEE R R, MEWIEERFRE | BEFCR M = Uk o
BR , A MREAKS PEMZRENEMR RN —HERALTR, MRREBHIHERFRER , U
BRRFNERIEP K AR, FEFBITATIRE.

Bl 38 Y AMI A&7 SN TR,

BXEZEERE , BSALE WL,

F&

« EAEKRIEFE AMI BIER

- BEFOREFH AMI
« MEIKRIEE R AMI

55 F [E U U AR Y AMI B9 AR

MRNERT , AP TREARBRESE AMI, EAFAFPERARXERR , 8452 IAM policy , AR
FREABERFEM AP BENNR, CIRXKE , KAEAENAF. ARNEARFNNR,

EEENMEEWIEFH AMI, AFXAEF A TR
* ec2:ListImagesInRecycleBin

* ec2:RestoreImageFromRecycleBin
EEEOWIEF AMI 7R | AR EEUATHIANR,

 ec2:CreateTags

MEIKIERE AMI 252
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* ec2:DeleteTags

EFARKESIE , AFEE ec2:DescribeTags R,

LU 2 1AM policy =~ 6l, EfF@fFEEl5HFM ec2:DescribeTags MR , Uk AT EBHRZH
ec2:CreateTags M ec2:DeleteTags MR, MRAFAFELRINR , L7 SAMRBE A5 E M BR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ListImagesInRecycleBin",
"ec2:RestoreImageFromRecycleBin"

1,

"Resource": "*"

},
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags"
1)
"Resource": "arn:aws:ec2:Region::image/*"
}
]
}

BERHEBANR , EHENRAS, AR

- BEHMREEE IAM RIEENAF
HERERATEARSRIENAR, R (AM AFER) FHE=S5HRHUFEERSE (ka5
RIRUE ) AV BRRE1TIRAE,

- IAM AP :
- BIZAFAIBUEEN AR, R (AM AFER) B 1AM A - 62 A SR AR TERE,

o (FHEER ) FRBEERMNIAFSCRAFANIAFEA, BR (AM AFER) fEA
PR (2E 8 ) R RBARITRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon Elastic Compute Cloud AFER (EAT Linux 341 )

BXEAQBEFRENRNESESR , w2 H £A DU FERZ RN RER.
ERERIEFE AMI

MR AMI LT EREF , WREEEZ AMINERER , 85

« AMI FYB#5, FEARMME— 1D,
« AMI B BR H B A B ek B9 B HA B i
- REMZIHA B MR, b, RESKAMER AMI

B ERANATER G EZEFZRKRIEFH AMI,
Recycle Bin console
EAZEFHEEEOREPHERER AMI

1. FTFEIREEZEEIA ( #3E : console.aws.amazon.com/rbin/home/ ) o
2. HESMBEED , % Recycle Bin ( BIYIL ) .

3. ZERBIETHIERKUEFNWIERR,. EEERE AMI WFEAER , BEREPERAE
AMI , ARF1%# Actions ( #1E ) . View details ( EFFMAER )

Amazon CLI
£/ Amazon CLI & & B Y 3t 7 #Y E Ml BR AMI

f£H list-images-in-recycle-bin Amazon CLI i 5. EEFHRE AMI , BEGHHEIE --image-
id ETHIEEEEEN AMI B ID, EENMERFP , BRZSALUEE 20 1 ID,

ESELQRMPINATE AMI, BEEE --image-id ET, MREEN --max-items IEEE , &
STERIASTFIRE 1000 MH, EXEZEER |, i85 (Amazon EC2 API &) RE 5D 1,

$ aws ec2 list-images-in-recycle-bin --image-id ami_id
Bl , AT HHRERKEH AMI ami-01234567890abcdef KIMEXIE R

$ aws ec2 list-images-in-recycle-bin --image-id ami-01234567890abcdef

i HH R
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https://docs.amazonaws.cn/cli/latest/reference/ec2/list-images-in-recycle-bin.html
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{
"Images": [
{
"Imageld": "ami-0f740206c743d75df",
"Name": "My AL2 AMI",
"Description": "My Amazon Linux 2 AMI",
"RecycleBinEnterTime": "2021-11-26T21:04:50+00:00",
"RecycleBinExitTime": "2022-03-06T21:04:50+00:00"
}
]
}
/A Important
MREBRF AT HEIR , BAIEFEEEH Amazon CLI A&, BXEZER , HSHETE
mo IR,
aws.exe: error: argument operation: Invalid choice, valid choices are: ...
MEIRIEE R AMI

3 AMI EEURSE AT, ETRUEMGREAE. BEMAZ AMI, BLALERE, MEIRIEEER
AMI BY |, iZ AMI MLEDATRHE A, EIBE R EBIBR. ER AMI f7 , &7 SURE R K- HEME A AMI
—HERE

B SERUTHEZ —NEIREEE R AMI,
Recycle Bin console
2 A2 H A& MEURIEE R AMI

1. $TFFEIRIEIREIE ( #B3E : console.aws.amazon.com/rbin/home/ ) o

2. ESMBHKT , % Recycle Bin ( ELY )

3. ZRRIHTHAEOWERHRAERR. EREEFRN AMI, A/51%F Recover (1RE ) ,
4. RERTE, %R Recover (&R ),
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Amazon CLI
£/ Amazon CLI MBI E R E M BREY AMI

£ H restore-image-from-recycle-bin Amazon CLI &%, ¥ F --image-id , IEEFXRE AMI £
IDo

$ aws ec2 restore-image-from-recycle-bin --image-id ami_id

Flan |, LT e AMI ami-01234567890abcdef MEIRMEFIER,

$ aws ec2 restore-image-from-recycle-bin --image-id ami-01234567890@abcdef

wmERIE , NREEMH S

/A Important
WMREWBATHEIR , BUREEEH Amazon CLI [rREF. BXEZEE , BZHATE
IR,

aws.exe: error: argument operation: Invalid choice, valid choices are: ...

Bzt EBS XM AMI £ as B H

&R LAE A Amazon Data Lifecycle Manager Sk Bz 8lE, RE. E%. FAMBUEEM Amazon
EBS-backed AMI R HZ HREB. BXREZEL , 15 Amazon Data Lifecycle Manager,

FEZSs EBS XEFEMN AMI £6EH

H Amazon EBS REB X AMI AT LARIA Amazon EBS #1233, 7] LURFERIE TR 24 09 1R BR hn 22 3 B hn
2| AMI, EBISEFIMEFIMGR |, BA LSS EBS e NBEXE., EEM T Amazon KMS BFFE
Xigd , IR EXLEREFERAMNZS.

M AMIs R INE EBS B/ EC2 KAIMAXNEHRMKBFIME. S5, MKRINE EBS RIEZFH
AMI HEFEHIRY | BRIER TR HFHEL REWEME,

5 EBS &4l , AIEABIA Amazon KMS key RIEEENEFFEERAMNZ AMI hVIRB, EFFE
BRT , BELIEE FEAPTIE KMS 247 BIRER.
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w IR RERR AMI ATLLES Amazon IKFHE, AXEZEER , BZHHEE AV,

“[FNFZES EBS XIFM AMI &8 FERHAXETE
- BIEHIZE
- REBEFIZS

BERplin R

Amazon EC2 34| 2&1d Amazon Web Services Management Console =& B {#H Amazon EC2
API = CLI , £/ RunInstances REURBEREFREMFARENSHE AMI FEFIN. BXH
FEREZMFNEZSFER , BSHBIEREZES ., HXET Amazon CLI 2 HIBIER R Z A R
Bl , BZRED. SIHML L EC2 K41,

MEFREASRMNBRSH , BEBIMERLT , RunInstances BEAEM AMI BYRIRBHIE R EBS %
RHRIFIX LR B A MRS, MRBAMRIANE , N AMI f ( TIRFERAINZE 2 RMNZHIRE )
BEBNFIESHBMNE, MRERINBRATHRSAME |, NZFERE AMI B IIZIRA

BEATEES , FRETRENFBS RN ERSHAMOMEBRS. Bt , SRUERILLTFITH -
BT EENE SR

« RKMBRBELERNRMES , BRIFCHERANBRATEAME , BAFMEFHIEZNAESEHFME.
- BRBHMBERRVIERNERAER KMS B NZENS.

- BARBENNERR (Fl, EEHZET AMI ) 21 FRB/HER Amazon IKF BIERIA KMS A 0%
BB,

AUBESRENZSHEBEZRIAT . TASHEHE Encrypted M KmsKeyId, {Xi&E&E Encrypted
SHLBIUTER -

BEi%E& Encrypted , B RIEE KmsKeyId FHEYSRBIE 31T H

o RINZBRBLEREBHEHN Amazon 1K HIERIA KMS B4 INZEH EBS .
- BRENNERBLERZIBHAR KMS Z47 B EBS B, ( BHREWR , Encrypted Z8%HE
o )

- BRPEVMZRE (B, EEEAET AMI ) £ FEZHEH Amazon Ik EIERIA KMS ZR4A INZRHY
£, (MR , Encrypted S¥REEE, )
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MREEZE Encrypted M KmsKeyId % , AT MBREEEIERIA KMS FEH. 2FXIUT
TR -

ERTi%E Encrypted 1 KmsKeyId #9545

« RINBRBSEREHBIEE KMS %4 &R EBS 5.
< INERREFENARERFES KMS 248 1% , MREREE KMS B m## EBS 5.

RR KmsKeyId B2 EREZE Encrypted ZHLSHHE R,

LTS R EERIERIAINBZS B AMI FE3IEHI REl. EATENMET |, BE4
RunInstances BENSHLSBEFRARBERENIBRMBRESLEE,

BXRERZEFEN AMI BEIRPINEER |, FSH B350,
ERIHIRFNES

EZRGIF , ERARMNERRBZFHFN AMI 317 % EBS B#Y EC2 R4,

Al ECZ instance

__________ <, N
| RunInstances | = 4

I A

: EES all 7 Parameters: N ERS —
: (root) N *  Encrypted (roat)

| shapshot * KmsKeylD volume

|

tional
- ) [optional) \ Y,

el

¥

{optional)

{XfEA Encrypted SBMWE R BN ZZHIFHSBTINE, BH KmsKeyId SRR AEN . MRKRIE
E KMS %48 ID , £ H Amazon IKFERIA KMS Z4ANESE., EFAERAENTE KMS Z40 %
& | BIRM KmsKeyId S,

ERFITIEHREFMMZSE

EiZnRpl , ERMBRREZIFN AMI B31H B HHT KMS B4 tNZ#/ EBS H# EC2 £,
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AFiEE (ERAT Linux =41 )

EBS
(root)
snapshot

RunInstanceaes

Parameters:
&  Encrypted
*  KmskeylD

ECZ instance

rn:u:ut
w:llum g

L J

\El

F{E-Encrypted to
provided CRK

MREHA AMI EREHMZSH , WEKBKHERHSRRBMEERN KMS 24 mBENSE, MR
AMI REMMAHREMARHEHE , BEKRREHMNBS L, MBI KMS F4H
MRBEFAARENFRSE , WaBHEE KMS B X ERITHNE.

rERZH

EX—ENERNREF  2EASMRE (2

BSHNEF MBS EC2 Kb,

SEPERSNEBHMBRS

EBS #1
(root)
snap shot

I

r

ERS #2
(data)

snap shot

RunInstances

Parameters:

EC? Instance

XSS HE(T I

5 EE HEWMERES ) I AMI BEH AN

I

EBS #1
(root)
volume

® FEncrypted #1
»  KmskeylD#1
s  Encrypted #2
»  KmsKeylD&RZ

[ —

= =
ChAK &1 ChAK &2

v

EBS #1
(data)

volume

~

—
Re-encrypted to

provided CIME #2

Encrypted to
provided CRK #1

EXMERT , &7 RunInstances BERFEATENMNRRBOMESH. £EEMETRANNES
e, TREREHE AMI, ERXAIFHERE.
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BR G & 7 =

AiEE Amazon Web Services Management Console 2& B 1# £ Amazon EC2 API =% CLI , £/
CopyImage #&4EE & Amazon EC2 AMI,

MRAEAERNMESH , ERINBERT , CopyImage RESEEH AMI HYRRBERIFIX LR R
HIAEMERS, EhAEH AMI, BEHET REMNES BRI EXBE EBS R 8 S A 8V i 2R
Do EHit , 2MEFILLTITH :

EHTIEENEZE SR

« RMBRBLEFANZ —NRMBRE , RIFCERNBERATBANE , BAFTEF I ENIREBET
g,

- BRBENMZERBLEFINERER KMS 247 NEIRE,

. BRPBHMBRE (FlE0 , EEHLZT AMI ) 2EHINHEH Amazon 1K #YERIA KMS Z4A 2
YRR,

ALBIRENZSHBEUNLFIBERIATHN. TASHEHE Encrypted M KmsKeyId, RIZRE
Encrypted ZHRBEUTER .
Bi%E Encrypted , {ERIEE KmsKeyId BRI E FIBRBRITH

- RMFRBSEFHEH Amazon ik F K BRIN KMS Z4A INZ K HRER,

- MBREBLEFINHEMER KMS 24 MZENRE, (BRI , Encrypted ZHKEFE, )

- BARPENMZRE (B, EEHET AMI ) 25 H R HER Amazon IKF HIERIA KMS Z4A NZEH
&, (MR , Encrypted SEEEEIH, )

B EARE Encrypted M KmsKeyId S8, AIMLAMBREEEZT A REEN KMS Z4, 23
ARITH -
B8R E Encrypted 1 KmsKeyId BF 89 & HIBR&ITH

« RMBRBLEHNHBIEE KMS Z4 MBZARR,
« MBRBLEFNREAFE KMS B t1ZE |, MEEMAEE KMS Z4 ENRR.

R KmsKeyId {B%BEARE Encrypted ZH2EBHR.

T80 RZEERIERAMBSHES AMI, FEERMEZRSH A,

REE H7 = 260
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BXREREGEHENUE , HSH 5 AMI
& FIE R R R 2R R N2

EXMERT , ARMZBRREZZN AMI 2 EHEH MBRIRRE AMI, CopyImage BAEREM
ANNEBESH ((BR-INEFRERS ) BA. Bit , RREVMEBRSRERZY , XHE B AMI H
ERRBEFHERBENRREXR  BEAEENZARITNE. ERN AMI B | BEHL=ERE
R A, AR ME— AMI BE VRSB R A

® Note
B REIAINE B4R/ AMI TR RIEE Encrypted ZHIREN true EFHEBENMR,

source Al Copy of source AMI
__________ ‘-.1'. __________'\-\
—— | CopyImage w_i_n I
A— | 1

| . |
EES ‘ | Parameters: EBS 1
| ) | 1
| (roat) | * Encrypted | (root] I
| snapshot : » ® KmskeylD | snapshot :
| | [optional) [ !
S # A s

(optional)

Ri& Encrypted ZHASMBHEFIHNEMREB, MRERIBE KmsKeyId S8, 2FERARINEF T
EEZARMBIREEIA,

@ Note
B UEHTESMBNRE , F2ME SN RBEINEZRS,

£/ Amazon EventBridge Y£1% AMI S

% Amazon Machine Image ( AMI ) RIS K 4EE VAT , Amazon EC2 fF4 B &% E| Amazon
EventBridge ( BABI#RA Amazon CloudWatch Events ) B4, &R LAERH Amazon EventBridge #
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T FHE ROX LB, BEMEIX—& , B LUE EventBridge F I B L IRELARNEHHN, |
o] A2 EventBridge FLN , LA AMI SIS RBMAIR TR , ASEEA Amazon SNS FF L@ R A
3R B F R E A,

H AMI #H A LA T EMNRASE , Amazon EC2 4 K EH -

« available
« failed
» deregistered

* disabled

TRIET AMIHEEMN AMI AJ8EFZEHRS. BRFP , ERTAMENBREZITH AMI AIEFEARS.

AMI #1E available failed deregistered disabled
Copylmage = =
Createlmage = =
CreateRes = =

torelmageTask

Deregisterlmage

fim

Disablelmage

i

Enablelmage E

Registerlmage = X ¥

EHRREREDERK.

F&

- AMI B4

- 812 Amazon EventBridge # N

EVERS 262
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AMI =4

F1E T EC2 AMI State Change B4 :

» available
 failed

* deregistered

» disabled

EHLL JSON X EIEEIZRIAK EventBridge B4 54,
EHPHUTFEUTATORARIRENTN
"source": "aws.ec2"

5K B Amazon EC2 HWEH,
"detail-type": "EC2 AMI State Change"

RBBHE .
"detail": { "ImageId": "ami-0123456789example", "State": "available", }

REUTEE :
« AMI ID - N REBEREREFE AMI,
« AMI B9IRAS (available, failed. deregistered =% disabled ),

available

LAF 2 Amazon EC2 £ AMI T
CreateImage. CopyImage. RegisterImage., CreateRestoreImageTask 3 EnableImage

BERIIE#E A available IR FTE R EHH =B,
"State": "available" REBBRERII.
"version": "0Q",

"id": "example-9f07-51db-246b-d8b8441bcdf0@",
"detail-type": "EC2 AMI State Change",
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"source": "aws.ec2",
"account": "0@12345678901",
"time": "yyyy-mm-ddThh:mm:sszZ",
"region": "us-east-1",
"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789example"],
"detail": {
"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example",
"State": "available",
"ErrorMessage": ""

failed

LR & Amazon EC2 £ AMI F CreateImage, CopylImage, RegisterImage =
CreateRestoreImageTask BEXMGEH A failed RS FTE KB B4 RHBI,

UTFEREHREXER :

- "State": "failed" - IETRIBEEXM,
« "ErrorMessage": "" - RHBREIMHNIER,

{
"version": "Q",
"id": "example-9f07-51db-246b-d8b8441bcdf0",
"detail-type": "EC2 AMI State Change",
"source": "aws.ec2",
"account": "012345678901",
"time": "yyyy-mm-ddThh:mm:ssz",
"region": "us-east-1",
"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789example"],
"detail": {
"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example",
"State": "failed",
"ErrorMessage": "Description of failure"
}
}
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deregistered

LU 2 Amazon EC2 7£ AMI F DeregisterImage #ERINEH A deregistered RS FTERK
WEHFN =G, MRBEIK , WFR2EREAEH. BT DeregisterImage RREIFSIRME , FEAHK
BEE AR AE 4% 3T BN AN BE

"State": "deregistered" %*XBi DeregisterImage BIER I,

"version": "Q",
"id": "example-9f07-51db-246b-d8b8441bcdf0@",
"detail-type": "EC2 AMI State Change",
"source": "aws.ec2",
"account": "012345678901",
"time": "yyyy-mm-ddThh:mm:ssz",
"region": "us-east-1",
"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789example"],
"detail": {
"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example",
"State": "deregistered",
"ErrorMessage": ""

disabled

AR 2 Amazon EC2 £ AMI F DisableImage BERKIIEH A disabled RS FTERNEHN T
fil, MBIREXRM , WFRLEREMEH., BT DisableImage REFIRME , FEBERRREH S EIAN
e,

"State": "disabled" %" DisableImage B®{ER I,

"version": "Q",

"id": "example-9f07-51db-246b-d8b8441bcdf0",

"detail-type": "EC2 AMI State Change",

"source": "aws.ec2",

"account": "0@12345678901",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",

"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789example"],
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"detail": {
"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example”,
"State": "disabled",
"ErrorMessage": ""

#/2 Amazon EventBridge # 1|

&7 A8 Amazon EventBridge #M , LAfEE 2 EventBridge Y E S5 N & #9 3= 448 =0 FCEL A = 4 B
EXENERE, HEHEER , EventBridge 2B XX FIEER B 41 A AR N & E LAY

EHEXECIERNSEHESHENE Y. SHENCERFEESH,
R AMIRESERESHCEAN G | BAUUEEHESNFIEUTER :
"source": "aws.ec2”

RBIK B Amazon EC2 HWE4,
"detail-type": "EC2 AMI State Change"

RBSEHE .
"detail": { "ImageId": "ami-0123456789example", "State": "available", }

RBHNLTEER :
« AMI ID - i1 REEERERIEE AMI,

« AMI BIRZS (available, failed, deregistered = disabled ) .

R~ : 812 EventBridge HLN| LA & 3% 8 A

THEHHWRBEIR 2 EventBridge MM , SABEFEEM AMI F£CreateImage BIEM TR EAT
available BY AKX FHRH, XAHERBIHEXBL,

2% EventBridge MM 271 , AT N BFHRHE. BERBIHIXBHIZE Amazon SNS &,
E A% EventBridge MM BATE AMI B2 H 4 TF available RS ZIXEA

1. $TFLTF https://console.aws.amazon.com/events/ ) Amazon EventBridge 2% & .
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2. %&$% Create rule (BIZMN),
3. WFEXHNMFEAER , BHITUTRE :

a. HAHNE Name (B #5) F“Description (FR)” ( AL ) -

MNFrEER—XEHH S —MHANME -SHE% EVEHRER.

b. XF Eventbus (BHEL ) , i default ( BRIA ) o« HEKF FHED Amazon BREER
—NE4R , TRASRIZEEEBKFPIRIANEHEL,

c. XIF Rule type ( MMIZKA ) | #%$F Rule with an event pattern ( ESEHERHIHN ) .
d. ii?%jt_io
4. XFF Build event pattern ( WEEHER ) , ITUTERE :

a. XITF Eventsource ( EHIR ) , % Amazon EH DX EventBridge S1EXHE 4,

b. XF Eventpattern ( BH4ERX ) , ERRHIF , BFEEUATEHERXUATE AMI 3 A
available IRZASAT4ERKKFEM EC2 AMI State Change B :

{
"source": ["aws.ec2"],
"detail-type": ["EC2 AMI State Change"],
"detail": {"State": ["available"]}

}

ERNEHESR | BLUET %R Event pattern form ( B4 ER XK ) FHER  EETIE
## Custom pattern (JSON editor) ( BEX#ER ( JSON HmiER ) ) EEZLBZHWER , 1T
= -

. EfEARRIESHERN  BHRITUTESE
A. %$F Event pattern form ( EHEREK ) .
¥ F Event source ( EHIR ) , %£$F Amazon services ( fRS ) »

B
C. XF Amazon BR% , #%# EC2,
D. XF Eventtype (E#3KH ) , i£#¥ EC2 AMI State Change ( EC2 AMI IR E

=)o
E. ERAENER , Hi&EF Edit pattern ( RBER ) |, REHITESACEE RHISHE
o

i. BEEEEENEAER  BHRITUTERRE:
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A. %$% Custom pattern (JSON editor) ( BE X=X ( JSON w2 ) )
B. 7 Eventpattern ( E#&ER ) H , N ROFIMBHER,
c. EET—F,
5. XTF Select target(s) ( EFEB ¥R ) , BHITUATERE :

a. XTF Targettypes ( B#RZEHE ) |, #%$F Amazon service ( RS ) -

b. XF Select a target ( EZFBEFr ) , 4% SNS topic ( SNS £ ) LAEEH K £ 0 KX B FHP
#., EEIBIHEBEH,
c. XITF Topic (&) , ERIAEEXE. ZEHEFEZEMFEA Amazon SNS #2H| & €& Amazon
SNS &, BXEZEE , iS5 Amazon Simple Notification Service 7F & A R i8R HI
F Amazon SNS #1TR AREXN A (A2P) B E&RIX,
d. ( Ali& ) £ Additional settings ( HftiRE ) T , BUUERREHMRE, BXESER,
B2 (Amazon EventBridge AAF{Em) PRI CIEX SHEH R MA Amazon EventBridge
AN (FLE16)
e. ﬁj:%-lt_io
6. (A& )XNTF Tags (L) , BUUERQANSE - MRS MRE | REEE Next ( T—
F),
7. 37F Review and create ( EFESRIE ) , ITUUTIRE !

a. BEFANNFAGRARBITENHEITE R,
b. &#F MM,

BAXEZER | 5219 (Amazon EventBridge A #/E) FHUTER :

« Amazon EventBridge &4

« Amazon EventBridge E4F18 =,

« Amazon EventBridge #1I

B alE Lambda BEHIZ4T Lambda BIEXHY EventBridge MM #HFE , EZH (Amazon
Lambda FFE A RIEEE) HFEHIE : £/H EventBridge 123 Amazon EC2 SEHIEVIRFS,
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T AMI IKEER

BERblet , BFSLDBHRRE (AMI) AIHER |, ENXBERRERGEF NN, BETH
BERFHEBIRHERER AMI AR Amazon KB WKL , B UAERXNRERSEFEMKELESE
B ERIEMERFEIZNEXRGZBMITIEE , REWKTARE KO,

THRXTRAMRE AMI AHBEBEEREFES B ERN AMI BHEANRA

o WNFEMEKH, BALEERA AMI Platform details (FAFMAER) KB IAKT FENELHIZEF
AMl,

- MK 8Y Reserved Instance BY , 7] SAFA{RIEF RS | AMI Platform details (FRFAEE) BVIRYE
REF A ( Platform [FFA]) -

BEXEHIENNEZEER |, S Amazon EC2 E,

B

- AMI IKEERFE

- ERAMI KENMEAFARES
- BWUFMKE F/Y AMI 52 H

AMI Ik 245 B F B
ST FEHR GBS AMI KB HIKEE S
FAEMER

5 AMI KR REBXEBEHNFEARFMEE. B0, Red Hat Enterprise Linuxo

FERERIRE
Amazon EC2 EHIMBRELUR 5 AMI RERHIK 25, a0 , RunInstances: 0010, Usage
operation (£ A1ERERME) XYM TF Amazon AT EAERRS (CUR) M Amazon # B 5k API Y

lineitem/Operation %,

& LATE Amazon EC2 ##| ARSI AMI ME LEFXLEFE , RETE describe-images B Get-
EC2Image i HREIMNIGN P EFIXLFER,

TR AMI Tk 269
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TIBSE - BF AR DN ERIBIRERE

TRIEHT - EFEFAEENEABRREER , XEELEERE Amazon EC2 ##I A HSEHIZ AMI
REL , $& 8 /RTEH describe-images 5 Get-EC2Image IR E A I B,

FREAEE

Linux/UNIX

Red Hat BYOL Linux

Red Hat Enterprise Linux

Red Hat Enterprise Linux with HA

XA SQL Server #7/ERRF HA B Red Hat
Enterprise Linux

X F SQL Server 1l kix#1 HA # Red Hat
Enterprise Linux

XA SQL Server #7/ERRH Red Hat Enterprise
Linux

X A SQL Server Web B9 Red Hat Enterprise
Linux

X A SQL Server 1)l iR#Y Red Hat Enterprise
Linux

SQL Server Enterprise

AR

Runlnstances

Runinstances:00g0

Runlnstances:0010

Runlnstances:1010

Runlnstances:1014

Runlnstances:1110

Runlnstances:0014

Runlnstances:0210

Runlnstances:0110

Runlnstances:0100

AMI Tk & = By
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FRERAREE

SQL Server Standard

SQL Server Web

SUSE Linux

Ubuntu Pro

Windows

Windows BYOL

£/ SQL Server Enterprise # Windows *

f£ /8 SQL Server Standard B Windows *

f£ /A SQL Server Web £ Windows *

EREREME

Runlnstances:0004

Runlnstances:0200

Runinstances:000g

Runinstances:0g00

Runlinstances:0002

Runlnstances:0800

Runlinstances:0102

Runlnstances:0006

Runlinstances:0202

* MRFEMNREFGFAES AMI KBX |, T Platform details (FRFAER) FERFETAE.

*IRBEESETENEEE] , N Amazon BRAMEAERRE LH lineitem/Operation AlRE
545 8 Usage operation (SERAERIRIE) EF R, #la0 , #0R lineitem/Operation E7R
RunInstances:0010:SV006 , M &R Amazon EC2 I[E# VPC XiF #6 A EELRZ ( #5EL )

iZ1T Red Hat Enterprise Linux /& L 4)/Nad o

B, AMI K2 M ERFAER

£ Amazon EC2 ###| &/ , AT B AMI TUE = Instances (3E4l) TEEE AMI K2 E S, EhariL

5/ Amazon CLI Si3EH| T HIERSZERIKEESE,

T5FER AT AR BH IR IO IE K FRY AMI B

I AMI KEEFR
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. TAEAES

- ERABRRAE

« AMI'ID

B AMI KR EE (HEE )
HIRBEU TS BT Amazon EC2 Z4lAHEE AMI KB EER -
M AMI THER AMI IKEEE

1. B AT MuLiTFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. HESMERF , EEAMI, REEE AMI

3. £ Details (IF4AE8) it £ £ , £E Platform details (F & ¥ 415 E) M Usage operation (£
BRRE) WE,

M Instances (3£6l) TEZER AMI IKEEFE

1. BELATRuITH Amazon EC2 ##&1& : https://console.aws.amazon.com/ec2/o
2. TESMBE®RD | EHF Instances (EHl) , RFEFE -6,

3. 1f Details ((FE R) T+ ( IR EEAN R AR RARIZEH S , WA Description (#iR) &I
+ ) B, & Platform details (FAFMELR) A Usage operation (B RIEE) HE.

B AMI Ik & (S (Amazon CLI)

EfEH Amazon CLI & AMI IKEE R |, BEEHE AMI ID, MREFENE AMI ID , NA]LASEA
describe-instances S M SEHIFRELZ AMI 1D,

Eix AMI ID

R AR EESEH) ID |, WA LA{E A describe-instances iS5 3REXSEHIEY AMI D,

aws ec2 describe-instances --instance-ids i-123456789abcdel23

T |, 7 Imageld FERFIEET AMI D,

..."Instances": [
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{

"AmiLaunchIndex": 0,
"ImageId": "ami-0123456789EXAMPLE",
"Instanceld": "i-123456789abcdel23",

]

B AMI IkEEE

MREHE AMI ID , MATEAER describe-images aaH5IREL AMI F & FERBERIREFHAE L,

$ aws ec2 describe-images --image-ids ami-0123456789EXAMPLE

LT RAIHEERT PlatformDetails # UsageOperation FE., FEULtRAI

f | ami-0123456789EXAMPLE ¥ A 2 Red Hat Enterprise Linux , SERAERIREMIK R
& RunInstances:0010,

"Images": [

{

GP2",

"VirtualizationType": "hvm",

"Description": "Provided by Red Hat, Inc.

"Hypervisor": "xen",
"EnaSupport": true,
"SriovNetSupport": "simple",
"ImageId": "ami-0123456789EXAMPLE",
"State": "available",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/sdal",
"Ebs": {

"SnapshotId": "snap-111222333444aaabb",

"DeleteOnTermination":
"VolumeType": '"gp2",
"VolumeSize": 10,
"Encrypted": false

15
"Architecture": "x86_64",

n
’

"ImagelLocation": "123456789012/RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-

I AMI KEEFR
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"RootDeviceType": "ebs",

"OwnerId": "123456789012",

"PlatformDetails": "Red Hat Enterprise Linux",
"UsageOperation": "RunInstances:0010",
"RootDeviceName": "/dev/sdal",

"CreationDate": "2019-05-10T13:17:12.000Z",

"Public": true,

"ImageType": "machine",

"Name": "RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-GP2"

WUENK S FRY AMI 32 H

NEREFFETRINER | BRI Amazon BEANMERABRHRE (CUR) FEANKEIKI K E(E
ENEEATREIEAFIR AMI REHI K255 TE.

ERIFKEFEE |, BE CUR FHREIZH| ID HKRE lineitem/Operation FIFRMIMER{E, Z{EMNM
5 AMI X BkHY Usage operation (£ 18 R 1&4E) BB TE,

flan , AMI ami-0123456789EXAMPLE EBEUTIKEFER :

* Platform details (& #4415 2) = Red Hat Enterprise Linux

- Usage operation (£ A15R#4) = RunInstances: 0010

MREERIL AMI B3 T EKH |, EAILAE CUR R EISEHI ID AR E 1lineitem/Operation HIFHY
MMNE, EXNMIFA |, ENZ2 RunInstances: 0010,

Amazon Linux

Amazon Linux B Amazon Web Services (Amazon) 12ft, © EE Amazon EC2 LiZ{THR AREF
RHERE, Z2ASHENHRITRE, It , ©ESEILEEBES Amazon BRERNEFS , B8
BHEREIEMFZELN Amazon EXRTE, Amazon Hi=fT Amazon Linux §9F7TE =12 54
NELMMEFEH., FZE CentOS (RELKITHR) EF XM AREFTE Amazon Linux £151T,

Bx
« Amazon Linux 7] At
o E$#Z| Amazon Linux SE4451
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« 1A% Amazon Linux BR{&

« Amazon Linux 2 AMI Bz

« Amazon FH{TILE

- BEFOF#E

+ Extras FE (Amazon Linux 2)

« Amazon Linux 2 X8 R#%

- HRIRREEBURRSEER

* cloud-init

- 1J%) Amazon Linuxi@#l

« EREBIHLAH#IZIT Amazon Linux 2
+ Amazon Linux 2 EHI R ERHEXH

Amazon Linux o] A

Amazon 24 AL2023. Amazon Linux 2 1 Amazon Linux AMl, WMREEMHA Linux X{TRTIRBE
Amazon Linux , BIZIETRE AL2023,

(® Note

Amazon Linux AMI T 2023 £ 12 A 31 BEREEMAR , #¥8 2024 £1 B 1 BiEfEL
BRI AL EHRHEIRIEE. BH>* Amazon Linux AMI A BEA IEMEP ZIENESE
B HZHEEXEXT Amazon Linux AMI £ BIHAK NS HHS. BRINBWESNAR
FHERE AL2023 , HF B EEBEE 2028 FHKBRE,

Fx Amazon Linux WEZEER |, i53% AL2023. Amazon Linux 2 fl Amazon Linux AMl,

A% Amazon Linux 258 , 2% (Amazon Elastic Container Registry Fi A 1§8) ## Amazon
Linux & 28R 1%,

%] Amazon Linux 3=

BRIANER T , Amazon Linux T #Zf24E Secure Shell (SSH ) . ko , ZEBRIECER |, UPHLLE
7 (brute-force) BB W, E1E Amazon Linux E6I E/F A SSH &5 , B IIESEHIE shath Higft
RN, BEMTIEERTRIEFINEZ AL AY SSH G, BRINMERT , ME—AILAER SSH #
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https://www.amazonaws.cn/amazon-linux-2/
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/amazon_linux_container_image.html
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TIEFEBFNMK, R ec2-user ; KA EHEE sudo 135, MBLESHAZEBEERE , HI5 , Heei
BETFREZBAFMHEBRF

1R8] Amazon Linux B

BINREGHISATRAITHE—M /etc/image-id X, KNHBEEXRENIUTEE.

- image_name, image_version. image_arch — Amazon Al THERGHNEE FFHE,
« image_stamp - BREGCIE HA[E FEA 4 pORY —NHE— B9 + S B FI{E,

« image_date - BEOIZER UTC BYiE , KA YYYYMMDDhhmmss &%,

- recipe_name, recipe_id - Amazon A THEBEHNIER S HE A ID.

Amazon Linux @& /etc/system-release X , ATREESFI S ZENMA, WIXHER yum
BITEH , B system-release RPM Package Manager ( RPM ) #9—38 %,

Amazon Linux &2 £381& Common Platform Enumeration ( CPE ) #1388 /etc/system-release
HIHLES W iEhRAS ; ES M /etc/system-release-cpe,

Amazon Linux 2

LA 2380 Amazon Linux 2 fRZA<#Y /etc/image-id Rl

[ec2-user ~]$ cat /etc/image-id

image_name="amzn2-ami-hvm"

image_version="2"

image_arch="x86_64"
image_file="amzn2-ami-hvm-2.0.20180810-x86_64.xfs.gpt"
image_stamp="8008-2abd"

image_date="20180811020321"

recipe_name="amzn2 ami"
recipe_id="c652686a-2415-9819-65fb-4dee-9792-289d-1e2846bd"

BAT 2280 Amazon Linux 2 fRAH /etc/system-release Rl

[ec2-user ~]$ cat /etc/system-release
Amazon Linux 2

AT & Amazon Linux 2 B9 /etc/os-release R,

188l Amazon Linux AR5 276
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[ec2-user ~]$ cat /etc/os-release
NAME="Amazon Linux"

VERSION="2"

ID="amzn"

ID_LIKE="centos rhel fedora"
VERSION_ID="2"

PRETTY_NAME="Amazon Linux 2"
ANSI_COLOR="0Q; 33"
CPE_NAME="cpe:2.3:0:amazon:amazon_linux:2"
HOME_URL="https://amazonlinux.com/"

Amazon Linux AMI

LAUR 2281 Amazon Linux AMI fRAH) /etc/image-id Rl

[ec2-user ~]$ cat /etc/image-id

image_name="amzn-ami-hvm"

image_version="2018.03"

image_arch="x86_64"
image_file="amzn-ami-hvm-2018.03.0.20180811-x86_64.ext4.gpt"
image_stamp="cc81-f2f3"

image_date="20180811012746"

recipe_name="amzn ami"
recipe_id="5b283820-dc60-a7ea-d436-39fa-439f-02ea-5c802dbd"

AR 2 281 Amazon Linux AMI &Y /etc/system-release R,

[ec2-user ~]$ cat /etc/system-release
Amazon Linux AMI release 2018.03

Amazon Linux 2 AMI Bzh#E =

Amazon Linux 2 AMI J&BiRERBIIERNS . M Amazon Linux 2 AMI 3 31 #Y S5 451538 18 325128 7 19 2R
INBHEXE. BXEZER , BSREHEN,

Amazon i H{TITE

Amazon Command Line Interface (Amazon CLI) 2—#FRITE , siigt—HNRE , UEETD
1T Shell B EA S E Amazon Web Services #1TRX B, BXEZEE , 5% Amazon Command
Line Interface AP IEREF I+ 4 2 Amazon Command Line Interface ? o

Amazon Linux 2 AMI BEh#E 277
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Amazon Linux 2 # Amazon Linux AMI Bf1% % 7 Amazon CLI fRZ 1, Amazon Linux, AL2023 #Y
MATRA DL T Amazon CLI BRZA 2, X< AL2023 L{#EH Amazon CLINEZER |, T5H
{AL2023 User Guide) HH Get started with AL2023,

BFar#E

S B3E AT Amazon Linux 2 1 Amazon Linux AMIl, B3x AL2023 WEZEER. |, 551 (AL2023
User Guide) A H#Y Managing packages and operating system updates,

Amazon Linux 2 #1 Amazon Linux AMI § £ 58 Amazon EC2 Amazon XiBFIEENELIEFEE
MELSER, XEE#HEEMEXEFREM  AIERA yum EFTE#HTHR.,. B3ESIMNXEREE
FHE 6 BINUURELBEN , T EMHEELRH T,

® Note

Amazon Linux AMI F 2023 £ 12 A 31 B RE£ AR , #¥8 2024 £1 A 1 BEFELL
BRI ML EHRRERIEE. X Amazon Linux AMI £ EHA IEMEP ZIENESE
B, BSHEENEXT Amazon Linux AMI £ BABL LN EFHS. RINBUEGNBARE
FHEE AL2023 , HAPIEEE 2028 FHEHZ .

MREFTEREVINBIESEENLI , WA AERAZHET Amazon Linux 2 AMI B3 #1356, WRE
FEREBXFINBIEIAENT , MATLIEE Amazon Linux BF S FEELF XL, XEFHEE
BEMEENENEFS, ERIERNXEERNAREESTHRGF, BEHRRARTE , BIR
By AMI M EE e MM M.

(® Note
EELZEERMIGRMNER TE EC2 R4l LEFNLZERHS , TSR WIEZE BN
Bl B9 1% )% T fEIZ4T Amazon Linux. Amazon Linux 2 3% AL2023 Y Amazon EC2 3£/l E &5
yum HEZERHFS ?

EREEFD, BEAUATSHS :
[ec2-user ~]$ sudo yum install package

WMREEXZIM Amazon Linux TEESEBEENNARR |, B LIEEE Amazon Linux 3E4] E 2 ZM A
. Amazon Linux £ RPM fl yum #{TREFSERE , XURERRERFINARFREEEN S E. &
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NZEEAEERINNFR Amazon Linux F#E K BEERREELREENAER , RAGTSNARER
EREH LT, S0 BN MIX N AREF RIS Amazon Linux <41,

ENNARERF EEBIEREZITH Amazon Linux 3546, EE A scp = sftp , RBET & FRFRKE B M
AR, BELMERANE cloud-init BF2HH PACKAGE_SETUP ##4E , EX6IEaet , EENHA
BF. BXxEZEER , i§5Fcloud-inite

REEH

REEHBELIRERFAFEEERM  MEHEN AMI Z2EHE Amazon Linux Z2H0FR EH, BX
Amazon Z£ RN EZELE  RBREZ LB |, FHE Amazon =L L,

Amazon Linux #l Amazon Linux 2 BEE R EB N THMEZEXRBREELZLEH. KEERTZHE
ANZEH,

£ AL2023 # |, kB E S Amazon Linux AMI #l Amazon Linux 2 fBLEEEZE R, Bx AL2023 £ F
FWEZEER , iB55R (AL2023 User Guide) Y Security updates and features,

BINBVUEAERYRHNENAGHITHXENEN. fli , BUEFEERINNAMBENR ( TR
RRLZLEH ) , IFTHEENEMHRNAERATERENERH. XFEALT cloud-init iR E it
17125l : repo_upgrade., 7 cloud-init BEEF BRE R T WS %1% EISE BRI A 10 A 7 B 3k
MIRIE :

#cloud-config
repo_upgrade: security

repo_upgrade B ATEEEM T AR :
critical

RRAARTRNRBREEEH.

important

BARTERHRBENEEZERSERH,

medium

RRARTRNRE, EENPEREEN,

low

MAMBATEENEZLERH , @FERERTEMNRZEER.

BFaFEHE 279
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https://www.amazonaws.cn/security/
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security

NMMA Amazon FRic N EZ 2 EHWHAEXBREEFH,
bugfix
N Amazon PRiCHRIBIEIEMNEFH ., RIBEER—ABRANERH , EF 3L EHFMNHRN &R
Hi/NRIARIE EEFH,
all
NMRALEIERER (F1eEH).

none

S 51 5 20 B 7 B AE AT B o

repo_upgrade HBMINEER R LM, EURERR , MREBREAFBEPEEHME , ERIAER
T , Amazon Linux 2 EB S NHITHNAEERERFBNLE AR, Amazon Linux E2FEA /
etc/motd XM HEBEZNTHEFNHE K BAERCLZEEFENETMNEH, ELXRXLEERH , &
FEEHKH| Ei=1T sudo yum upgrade,

FEERE

*F Amazon Linux Fl Amazon Linux 2 , AMI 2¢/22 AMI R HERFE2NRE , EZ2EHRN. £
MARITESERE AMI & | BEETHZENEF SN NRHTHARA, EIRE Amazon Linux 2 1
EMAARFSE , B1E1T yum update -y,

XF AL2023 , FE#FEBLE S Amazon Linux AMI 1 Amazon Linux 2 #HEEtBR E ., Bx AL2023 F
HENEZEER  BSREEBREFENBRIERSEN,

AL2023 2 BIMVRAREEE N FERMEER , LA Amazon Linux X EBIRAERIIER , X B
RNRI KM, EANRERE , BRINEBWEN AMI EFARFTHN AMI, FEZ3IER BRRA (4]0
2017.09 ) B9 Amazon Linux AMl,

Amazon Linux EEZRAZBFZHFmMB AR , FlaFZEFM Amazon Linux FiibF R E Amazon
Linux 2 iM Amazon Linux 2 Fitt A& FI AL2023, BEXEZEE |, 15 Amazon Linux 7] f %,

1£ Amazon Linux £ A B a3 e 49iE

LOESEABI NS ETEERERRIIER. lock-on-launch IHEESBIELRRSEH |, FEHAUEWRE
EEMAH AMI WE T, 28615k | @A LAE 3 2017.09 AMI |, EE{NEWETF 2018.03 AMI XY
BH , BEEREHERFTBEE 2018.03 AMI H 1k,
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/A Important

MRERTRINMEDREH BIER T ENHESFRENFHEERE , WEFKKIEERE
o BERWVRFRBHRA , BLAER R AMI , SR I8 B AR F 6 ESF L E N
AMl,

EEMEHITERB B ERE , FERAEZEER cloud-init WA TAFBIREE 3L IhEE

#cloud-config
repo_releasever: 2017.09

RUARHIBUEE S8 AMI RRA

1. Y% /etc/yum.conf,
2. X releasever=latest,

3. EEBRETF , iEE1T yum clean all,

Extras BE (Amazon Linux 2)

A Amazon Linux 2 , & A LAfEF Extras FEREENEH L2 ENBAEFNBEEH.
MATE, BUURRFTBNEISERASZEEF A RFRARNRAE L.

SR

fir
II"*

EIHTANEE , BEAUTSHS

[ec2-user ~]$ amazon-linux-extras list

ERRETBHAREEREFSNBRMRAUBRES , FEAUTHS

[ec2-user ~]$ sudo amazon-linux-extras install topic

ERRTBAREEEFSNBERKTUBRIBEYS  EEANUTH S

[ec2-user ~]$ sudo amazon-linux-extras install topic=version topic=version

ERRRMNEBHRENEFE , BEAUTHS

Extras B (Amazon Linux 2) 281
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[ec2-user ~]$ sudo yum remove $(yum list installed | grep amzn2extra-topic | awk
'{ print $1 }')

(® Note
Z T A RMBREN Extra IBIIMEZENEF o

EZAFEHME yum BEFQEERTEBREFS , BEAUTSH T :

[ec2-user ~]1$ sudo amazon-linux-extras disable topic

/A Important
ZHTERATERAF. IRAEBREAZGT , TRLSEEFIREMPR,

Amazon Linux 2 X3 A%
R AR

B &I , Amazon Linux 2 ( AL2 ) AMI AT F AR 4.14 1 5.10 , BRIARRA N 5.10, BE AT BUE R
REANEEES AL2 ERRZARE 5.15 R EFE , ARE 515 REEEN B I TREERMARLE
W EREFARPIREZTEARCH , FEE AL2 LR 5.15 IR EFTHEER RS, MREFEELat
BT, RINBWEN AL2 AMI ER# 5.10 £6E M,

AL2023 AMI IR AZMA 6.1, BXEZEE |, 55 (AL2023 User Guide) HHY AL2023 Kernel
changes from Amazon Linux 2,

N1 5.15 RRYETZhAE

« ETHEMNELYL (KVM ) NEBRIAFERAFHE x86 TDP MMU , 35107 AMD SVM 5 &1 , B
FEXMEFERH KVM x86 MMU RBHELLESHHITHERTTT B,
« OverlayFS 5 71488 , TLHEE 7] AL BB A T 2 /M 1N/[E 2 /noatime & R & 1,

« N EXT4 %7 FHOMLILRMSOE | HlanEri8 7 £ 38 orphan_file ThaE , LUHBRAMEHITEM, X
1 BRFIFF DISCARD TR H JBD2 1R &LEM RSN , LAASB) DISCARD 1THEEWNIRE , MA
2P 1E JBD2 3% KThread.
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« R XFS AWM THOMLALFI S | HlIESA CPU BALEDHITAI 4% B ZHMIEReT B #t &2
I RBUE , URBRARKEUBHRRSAERETHIEEHAIMERE,

- B iF DAMON , HERN TN FERFMEEED TR EIE TR R G ZESR,

4% 5.15 R &l

« R LustreFSx ( ERMEE) .
« FAXRFAREEHER

N# 5.15 IR

BAILERAULTHSMNEBRNR 4.14 B9 Amazon Linux 2 AMI f1EER# 5.10 B9 AL2 AMI AR EIA
#5.15 :

1. £ amazon-linux-extras BB kernel-5.15 ¥ , REEFHN L LERNR 5.15,

sudo amazon-linux-extras install kernel-5.15

2. FRAEBRENNXK 5.15 EFBIIEN.

sudo reboot

3. RERGABMA

uname -r

XEREEE

£ Amazon Linux 2 AMI BFREIFLE R 2T , Amazon Linux 2 ( 4.14, 5.10 1 5.15) Lo AWNFE
Linux RZ&ES 2 X,

KEHER X
Amazon Linux 2 kernel version Kernel live patching supported
4.14 Yes
5.10 Yes

Amazon Linux 2 X #H A% 283
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5.15 No

HRIRERG A URMSEEE

AT BAEA Amazon Linux FIRHMNITE  EFREEXRM LZENREEHWER , RESEER. &9
LAEE Amazon Linux IEL R BEREFTEN LT RGN RREZT. RAERELERENRR
HaWEH , HE A yumdownloader --source i R EBIEEZETHESIhEEFR, Bl

[ec2-user ~]$ yumdownloader --source bash

BRI AR RPM #ATRRESE | H AT MEARE RPM TEEFRM#TSE, TRARZGE , ZHRHE
SR EEM.

cloud-init

cloud-init #2722 H Canonical WENFFRMARER , BTERITERE ( #li0 Amazon EC2 ) H 5]
£ Linux %, Amazon Linux ‘@& cloud-init ¥ BE XA, A cloud-init ¥ BE XA , &A L5
ERGIB st RINITHIRIE, BaRfirt |, BAILUES AP HEFEEFEENRESZZEE cloud-init,
XEWE , BULEER AMI BT 2 ERARS , AEBZIN#HTAIANEE. Amazon Linux & fEH
cloud-init R#1T ec2-user Ik P I # R ELE o

BEXREZEER , 15 cloud-init X4,

Amazon Linux A #E /etc/cloud/cloud.cfg.d l /etc/cloud/cloud.cfg A EIH cloud-
init 4, BAILUE /etc/cloud/cloud.cfg.d HEIE B2 # cloud-init JAESHF. LB ZRFWFFE
X9 H cloud-init 5B ©A1RZFFEINF# TR , A XHREERHEE 2/ XHHNE,

cloud-init B2 7 2fF £ /5 3 B XY SR ATIXEE (AR Efth) BREEES :

- RERIAXFHRE,

BEENE,

FRAT A A P BEE,

£ ENFAE SSH E4A.

- FMAFMWLAE SSH %4 E .ssh/authorized_keys , AMEFEFZMEE,
EREREUHITEFRSEE,

AR BUIRMSEE R 284


http://cloudinit.readthedocs.org/en/latest/
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- AERPFBEPEXLREEERE.

- MITERAPEERRINAFEA,

- REKOIEES (WRER).

« BMINMBERT , ephemeral KHIFHBEIKE /media/ephemerald (MREFEZETEEFHH
XHRG ; BUFFLRE),

« MNBERT , FERREE[XBNAMAERRSE ((UEAT ml.small M cl.medium EHIKHE),
« SEEBMERLT cloud-init IETEZRMINKAIFRELE

#cloud-config
mounts:
- [ ephemeralo ]

BXENTENESRE | BSH cloud-init TRFRZLE,

- EXHIFHE , FERAXE TRIM BSE6IE#S |, Bit , B4R XEESHRHTSXMER
1t , REFTEEREN. AXESEFEERE , BSRXLEFES TRIM X5, BTN ERFNER
disk_setup BIRXMNEH KNP FEBH T XMBRIL. BREZER , HZH cloud-init X4

MWREIZIRE.
X R BRERR

cloud-init B2 AT AL E 2 A5 A A P 809E

« Gzip
- MRAFPBERZLT gzip EHEH |, cloud-init TEEREIE , HFHTELLE,
« MIME ZE5ARH

- R MIME SBHNBRXH , LTUEESHERER, N, CTUSERS RENANS
REXD, NRSBHINTRLAHRRRLELBHRR | W cloud-int TR EHE 5 P
.

+ Base64 f£15

« MEAFPHIELZMEA basebd FHIEH |, cloud-init FRECEHESSHBENHEIEEP—TRSTL
BFOBUERAMTES, NMRCEHELENEE  NaBBEuE | AT EYLE, RF
g2 , ©REEMIRE base64 iE,

- AP BB

o FF3L N #! B Content-Type: text/x-shellscripte.
cloud-init 285
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« ZBIAH /etc/init.d/cloud-init-user-scripts HELEHIRFET, BEESER
HEENEHRE AIRTOREBRER).

- BENH
o FFkA #include = Content-Type: text/x-include-url,

- KABR—IMNEEXH. ZXHEE—1PURLIIK , BT—1 URL, REQEMENURL , &
NESES AR ERIE. M\ URL SRERBVARAIEMA gzip #ITESR. KA MIME 7 R E
I N,

- mEEHE

« JF3kA #cloud-config = Content-Type: text/cloud-configs

- WRBRRSREHE, ETHEIBNEERINTIRRG , FEFRM
« Upstart )l ( Amazon Linux 2 LR # )

« FF3kR #upstart-job = Content-Type: text/upstart-job.
o LWRNBEME /etc/init FH—PXHE | upstart FRABTN SRS HM upstart ElLEE.
+ Cloud Boothook
« FF3LB #cloud-boothook = Content-Type: text/cloud-boothooks
« LA N boothook #iE., EFME /var/lib/cloud TR —NXHFHLMELEIT,
« XRHEEAAM hook. HFTARAIZEIT—IXAYHLHl. boothook A7 H TR EE, EHIMREE

INSTANCE_ID #8&3£4l ID, AI{EMA T ENRIEM —A —NEHI7 A —XEK boothook #iE.
1T ¥ Amazon Linuxi& &l

EIRFF Amazon Linux AMI £ #9EH |, Al A Amazon SNS T,

BXRITI AL2023 BRIMER , 5 (AL2023 User Guide) H#Y Receiving notifications on new
updates.

(® Note

Amazon Linux AMI F 2023 £ 12 A 31 B REE AR , #4985 2024 £1 A 1 BiEEL
BREMRZLEFRREIRIEE . BX Amazon Linux AMI £ap B HIL IE NP XIEMESE
B, FSHBEXEXT Amazon Linux AMI £ BAHPLXIENEFHD. BNBIUUEFNARE
FAHEE AL2023 , HFP T EEE 2028 FHKBZE,
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iT % Amazon Linux &4l

1. B LT MuEiTFF Amazon SNS # %A : https://console.aws.amazon.com/sns/v3/home,

2. MRFTE A JESMEFRXEERNXERE (FERILILE ) . LFUEFEITFIR SNS BA
£ B2 B AT A X 3o

ESMBEEF , f)R%E$F Subscriptions # Create subscription,
4. XF Create subscription XiE4E , #UITLATR/E -

a. [Amazon Linux 2] 3 F £ ARN , E&IH XM ELT Amazon Resource Name
(ARN) : arn:aws:sns:us-east-1:137112412989:amazon-linux-2-ami-
updates,

b. [Amazon Linux] 3 FE& ARN , E &I H*M LT Amazon Resource Name
(ARN) : arn:aws:sns:us-east-1:137112412989:amazon-linux-ami-updates,

c. XTFhil , & B-FERM,
d. XWTFwK , AT AREWE Y B TRt
e. IEEGIRITH.

5 BFHWREI—HEBITH Amazon BA - T FEEINHHEINB FERE, ST BEFIRYE , REEEF
Confirm subscription LAFE R 1T ¥

BHRHHH AMI Y, BNBLAERETNITRERSBH, ETEABRRXEELN , FEART
TREECHEIT R,

BUE T ¥ Amazon Linux @41

1. B LT MuEITFF Amazon SNS #%|& : https://console.aws.amazon.com/sns/v3/home,

2. MRFE, TESMETHXBERANEZER (FFRLILE ) . XAEALIE SNS BANX
o

3. ESMERTP  EFRITHE , EERITH , RAEEFRENBBRITHE.,

4. HRERTHITHIAR , %R Delete ( MR ) -

Amazon Linux AMI SNS B E &R

SNS EE R UM TP Ro

"description": "Validates output from AMI Release SNS message",

iT 5 Amazon Linuxi&4%1 287
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"type": "object",
"properties": {
"vi": {
"type": "object",
"properties": {
"ReleaseVersion": {
"description": "Major release (ex. 2018.03)",
"type": "string"
},
"ImageVersion": {
"description": "Full release (ex. 2018.03.0.20180412)",
"type": "string"
},
"ReleaseNotes": {
"description": "Human-readable string with extra information",
"type": "string"
},
"Regions": {
"type": "object",
"description": "Each key will be a region name (ex. us-east-1)",
"additionalProperties": {
"type": "array",
"items": {
"type": "object",
"properties": {
"Name": {
"description": "AMI Name (ex. amzn-ami-
hvm-2018.03.0.20180412-x86_64-gp2)",
"type": "string"

I
"Imageld": {
"description": "AMI Name (ex.ami-467ca739)",
"type": "string"
}
},
"required": [
"Name",
"ImageId"
]

}I

"required": [
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"ReleaseVersion",
"ImageVersion",
"ReleaseNotes",
"Regions"
]
}
},
"required": [
ny1n
]
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B2 seed.iso BaE

1. BIEZ—1NE AN seedconfig WFTXHRHSMBZ MK,
2. BJZ meta-data BB XH-

a. PIEL N meta-data W4,
b. FEHABEILRIEESITI meta-data X4, HHMUTAHE,

local-hostname: vm_hostname
# eth® is the default network interface enabled in the image. You can configure
static network settings with an entry like the following.
network-interfaces: |
auto etho
iface eth@ inet static
address 192.168.1.10
network 192.168.1.0
netmask 255.255.255.0
broadcast 192.168.1.255
gateway 192.168.1.254

¥ vm_hostname B P IEIEEREHN VM EHB , HEREEREMEZIRE.
c. RIFEHXM meta-data BBEX 4.

AR meta-data BEEXH ( AFIEE VM £#H1¥E (amazonlinux.onprem) . EEERIAN
Z#EO (etho) HAMENMBRBIETEHS IP ik ) |, S H =6 Seed.iso 3.

3. BIE user-data BEX .

a. BIEBE RN user-data WS4,
b. FEHABEIEREESITIT user-data X4 , A HMUTAHAE,

#cloud-config
#vim:syntax=yaml
users:
# A user by the name ‘ec2-user’ is created in the image by default.
- default
chpasswd:
list: |
ec2-user:plain_text_password
# In the above line, do not add any spaces after 'ec2-user:'.
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$ plain_text_password B RIERERIA ec2-user AFKFEBRHZRB,

c. (HE)BANERT , VM 8RBT , cloud-init BBRNAMNBZRE. RIMATHE , WU
Ik cloud-init #ER BRI EHMNAMEIRE , HREEREHHENANMNERE,

# NOTE: Cloud-init applies network settings on every boot by default. To retain
network settings
# from first boot, add the following ‘write_files’ section:
write_files:
- path: /etc/cloud/cloud.cfg.d/80_disable_network_after_firstboot.cfg
content: |
# Disable network configuration after first boot
network:
config: disabled

d. ®RIEHXM user-data B& 4,

AN tZEMAFR K HiEEREFRNG., BHANREART. BXSZERESHNESER | 55
FiERSE, BXRUB=ANEMAFP FANERIA user-data AFKFIEEBEE N ZBWRE] ec2-
user X# , BZ R R Seed