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5, Ei¥ T #& Amazon SQS A%l | ESREFF 1A A Amazon SQS #r/ERNFIFNFF 44 Amazon
SQS FIFO BA %,

FRIEBA B FIFO RA %
TRHEIFLE - ARSI FE APl R4E SEHE - MREEAHLE |, W FIFO
( SendMessage . ReceiveMessage B RABIZFEAN APl 157% ( SendMessa
DeleteMessage ) B®JLFEMBRIXH APl  geBatch . ReceiveMessage T
Ao DeleteMessageBatch ) #&#¥&% 3000

s s E et Ganye FFBe D 3000 MESRR 300 K AP
ESRGE-HBEDEE-R, BRREE @ srpmesas 10 REEH— I HALE

20 L AN e . EREREES  BETZBER, EFE

BAS T - BEARTRETAT R Ry ARLEOERT  FIFORIADET API 5

B IR A5 3 7% ( SendMessage . ReceiveMessage &
DeleteMessage ) B¥W&HZ X 300 /™ API
EHA.

RALE — IR - BB AR E — IR FF R B E F
BREZARETH. FRRESHS|AZIAGIH

o

U ZES:) 10


https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
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FRARER

PRIERA S

HEHEREEN , FEALNMNIENARERFZ
B & IAEE | Bl

« IXRNAFBERNEBEERRETHFHIE ik
AP ERREER NI FEERE e EE R
.

c MESOTBAZSANTHEEFTR  REXRER
AFRIFER,

« FOEE D HEAER —SAE T RIERINEIHK
FEENZI%E,

FIFO RA %]

Fet RS - AR AREDE B RIS MR
FFo

HEANIRFEER , BEALNIENARERF
ZIERIEYE , Flan

- BREE\BVINFSITAFEANG S,

- BEREBNIRFZENMREEREREBN
7= miig.

« BEZREEMKS 2SS INIRE

12 Amazon SQS Fr/ERA S H K iXE B

X2 Amazon SQS BIZEFRHERABIN 5%,

IS (Z=H B )

SETLAER Amazon SQS 12| & BIZIRER S, &R A NERASIB MR Z AN A IRERHMIAE.

/A Important

2022 £ 8 A 17 B , BIAIRS 2[R INE (SSE) B A T FrE Amazon SQS BA %,
BODERSIBHFRMDAZHER (PI) HEAMYLZ/BREFEE. 7% Amazon Web Services
ERET LA B BA B B R |, BIEMK 2 F CloudWatch B &, BABIBIMHTES A TAERBRBEIE.

IR RS
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#12Z Amazon SQS #5/HERA S

1.
2.
3.

7.

BN LA T ML 3TH Amazon SQS ##& : https://console.aws.amazon.com/sgs/e
RIS,
XNFERE , BRIARENFRERASIZER,

® Note
BIERASIfE T EE A FISRE,

1 ABAZIBY B R0
(AL ) BEHAEARIEESHIREMINME, EEET , EULAUTSHRERNE :

a. XITAIRMEEER , WASENRMEMN, STEM 0 ¥E 12 Iet, RIAER 30 B
b. XTHEREH , MAFENRAMEN, STEM 1 28F 14 X, RIAMER 4 Ko
c. XFAERIER , WAKENREMEN, STEM 0 MWE 15 2%, BIAER 0¥,

d. WFHRAEEXRD, MA—ME. SEEM 1KB F| 256 KB, RRINENA 256 KB,

e. EEUCEBEMHMAT  BA—ME. BEMOBE 20, RIMEN 0B , x2RBEHR
W, EAFEEHLRERLHA.

( Ak ) BN HE KR, HRIREENL T ALGRASINKS, ARNAR. HRKEEENLTH
P E LA A AR (120 SendMessage, ReceiveMessage = DeleteMessage ) . ERIAZKEE
R A VFRASIPR B & KX FMFEWOE B

BEEIGRERE , EITUTREZ—

o EEBREAR  EEiEATAMBAYIEEEE A RIERTUMBATIZBCEE . B A ERENRENER
B , H1ERE JSON HAR AT R KA B SR EE

- ERER , BEEEH JSON HHEEKE, XATFEEESN IR (KF, BFRFZAR ) ATBURIT
H—4H B E IRE,

MNFEHERZ A TR  FEBRBEH. MNATEMAER - : 23 AW, EAFISEIPIEL, &

E#AFIET |, 3 Amazon BIREB# (ARN) EEEZZ 10 MR I FIR,

HKRIAMBER T , Amazon SQS RERERFSHBIHME, EEBRBNZEFRARBREMA Amazon SQS #

ERSB[HENET  FRANE. BXNBRARENEZER , HSHER SQS F£EW INZ R4

HBA I ER B AR SS 223w %R (SSE) ( #2414 ) M BASIE B RS E253m N%R (SSE) (#2415 ) -

B ZERA T 12
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® Note

JBH SSE ja , X in#ZBAFIME R SendMessage Fl ReceiveMessage & RF#HIE
“#, Amazon SQS L HEXKREBVUFAEFAERBFER, WMREE M@ Amazon SQS RAS
KIEEZER , FHREH SSE,

9. (Wit)EMRENIIRENBERTERBNEE  EEFFES.
10. ( Tit ) EARIIFIGS | BRITHFS,
11. 3% RFAF], Amazon SQS BIEBA 538 R B AIE 8 T E.

Amazon SQS 2T BN REHEBEXRFAIINES . HTF Amazon SQS 2—ioHAXNKSE , Kk
BHAERIITE LEE RAFIZE , B ELBERBRMMEER,

k ;é /|_,\
BIZBSIfE , BRI BAEZA S REHE R

1. BEENSMERT , EEAS. ERRFIFIRS , EFNIK G2,
2. MEFH | EERIEMEBYOES.

E#HE 2B RREMEBCEERH,
X FHEIEX , AR XA,

4. XFHRAHERS , BRILARERER M ABHEREV, 0, WA 60 HEED, BXEZER,
#ES W Amazon SQS H B iTHI &5,
5. i%# Send message ( £EHE ) o

REHBRE , ZHRERET—FAWER, EREFRAER  EFEREREEENER.

£72 Amazon SQS FIFO BABI H &% E B
X275 Amazon SQS 812 FIFO BAFI 3%,
B ZERA S

SETLAER Amazon SQS 2| & 612 FIFO FASI, %I A BRI B2 AN AT A IR ERAEIA
H,
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/A Important

2022 £ 8 A 17 B , BRIABRS SR (SSE) M A TFrE Amazon SQS BA%l,
BADERSIBHFRMDIAZHER (PI) HEAMYLZ/BREE. 7% Amazon Web Services
ERET LATA B BA B B R |, BIEMK 2 F CloudWatch B &, BABIBIHTES A TAE RBBEIE.

#12Z Amazon SQS FIFQ BA %l

1. BNLATMUITH Amazon SQS ##|A& : https://console.aws.amazon.com/sqgs/e
2. IRZFHIERATI,
3. XNFRE , BINRENRARIIKE, EQIZE FIFO RAFI , F1EEF FIFO,

® Note
BIERASIfE T EE A FISRE,

4. HABFIH BT
FIFO BAFIBFMSILL .fifo BRER. BRIt A 80 NEFHBGIBHEF . EREIIREN
FIFO , B IR ERYBHRRBNIZBRE R,

5. ("t ) ZBHANNIEESERERINME, EEET , BUUAUATSEREHE :

a. XTAIAMER , MASENRMEMY, SEEM 0 ¥WE 12 et BRIAMER 30 B
b. XNTHEREH , MAFENEAMEMN. SEEM 1 283 14 X, BRIAMER 4 X
c. NTFAREMER , WARFERBEMEN, SEEM 0 WE 15 58, BRIAMEN 0¥,

d. XWFERAHEEKRN, WA—ME, SEEM 1 KB F 256 KB, ERIAEN 256 KB.

e. EEUCHBEHMEE  HA—ME. SEMOBE 20 B, BRIMEN 0B , XLRBE
. EAFEEBLRBRLH,

. XTFFIFOMS , #BEETFRENESHENSR  UEAETRAENEERENSR. RAER
T, iR B FREARS.

g. (Hik)ZEiUEFIFORIERAESHNELEUEEMRIIFREMBZYES , FEREERAEERL
E FIFO,

>

EF LA SFHEEDT ( EERERERCEM FIFO FHEPRS ) EX R FIFORRIIEHA
SAEHEMENIZE, IRERXFEASEHLE FIFO FTEMNEMZE , NIRIIEEFTESE
BIEERA S 14
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W, EERERBRENAERT. BXEZER , FSHE FIFOINSFEHEN 5EEMEXx
HYFCER -
6. (AE)ENILRIRMK, HREBELTAAARNSINEKS, ARNAE. HERBEEXTHA
PRI LAiG RIBVIRME ( Bl SendMessage, ReceiveMessage =i DeleteMessage ) » BRIAZKES
X AFBASIFTE & ZIEFEBUE S,

BEENGRRE , THRITUATREZ—

o EEBEAR  EEiEALAMBAYIEEEE L RIERTUMBAIHZBCER . BHARIBEENERCIESR
B , H1ERE JSON HARA S R KA A B 2R EE
- ERER , BEEEN JSON HHEKE, XATFEEESN TR (KF, AFPRAR® ) AT
B —4A B E L IRE,
7. WNTFEHFESHAYTRE , FEBER. MATRIFIEE— 2R, KASIHEEIEL, &
FRBAFIRT | 32 Amazon BIRB R (ARN) IEEHRZ 10 NRAFIH TR,
8. EIABERT , Amazon SQS RMHIEERSF[WMNEE, BEEFEMBRAXREHEZA Amazon SQS
ERS[/HENET  FRANZ., BXNBRARENEZER , HSHER SQS F£EW INZ 4
HBAHIER B AR SS 220w N %R (SSE) ( #2414 ) M BASIE B RS E250% N%R (SSE) (#2#H1A ) -

(® Note

B SSE J& , M NZERAFIMER SendMessage #l ReceiveMessage & RF#HIE
“#, Amazon SQS Z2REXREBWUAEFEAEZFER, MREEE Amazon SQS A5
KIZERBER , BHRER SSE.

9. (TWit)EBNEENIRENERTERBNEE  EEFFEEMI.
10. (T ) BARIIFIGE , ERFHE.
11. HIZBIEBASI, Amazon SQS BIEEAFIH SR SR EMELTE.

Amazon SQS 2 EEBNREHEBERHBAIMNELS ., BT Amazon SQS B—iomRNRE , FIbE
BHAEERSITTE EERAFIZE , B BRIRMIVEER

BIERASIE , BRI EIZASIRIEES , ARERMBIERES . BRRASIZKES | S83E 7] A 4R EEARA S
BEIRE,

RIEHE

BIZBAISE |, SR BAEZBA B R IETH B

RIEHE 15
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1. EENSHERS , EFEAT. ERRFIZIRSD | EZFRIKIGIZHRAS,
2. MERfED | EFREFMBUCEER.
BEHAESE RREMBERCEETTH,
NFHEEIEX , #AHERXE,
4. IFx#LH (FIFO) G , MAKEEA ID. BEXEZELR , S M FIFO #£iXiBE,
5. (®E ) XTF FIFO BAFI , e blm ACEEEEHIEMBR ID., WRERNRIIEATETHRENE
SEHEMER , WFAEEZHEEEKREMER ID. BXEZER , H3 0 FIFO £EBE,
6. FIFORAIIFXFEANEREMNITEIEE. BXEZER , 35N Amazon SQS JEEitAIES.
7. i%&# Send message ( £EEE ) o
RIFHERE , BHAQER—RAIER, EREFHAGE , ETEXEREEENER.
KIEHE 16
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&I Amazon SQS FA %l

ARENBMAEER Amazon SQS 2 H|AEERAFIFEE | MH B — 5% Amazon SQS,

TR

EFHRZE , BEK IZE Amazon SQS FH S E,

T 2 Amazon SQS 24| &

I EFHE , NSMEBTPEES] , LERRFIRE, AIITEREEXENXETABETINGE
Bo

Queues (2) | (& || Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in Content-based
N 'y T v Created v E ti v
ame b reate available v flight v ML Ll deduplication v

6/27/2022, 13:03:08

MyTestQueue Standard EDT a 1] Disabled
testFifo1.fifo FIFO Eé?r?'ﬁ()l’_z, 13:03:47 a 0 Disabled Disabled

B BASINRE ERAFIREMERAFIBEHMER . RESTRBE—B TRt X 5 ¥5 ARSI Tt
% (FIFO) BA%l,

HERAFIRES , MM ETUNBRFIMAITRE, ERIUEAREASIBHRZLANED , REEEEXAS
MATHVRAE

Queues (2) | C H Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in . Content-based
A v v v
Same YRS e available v flight v ERCVPECH deduplication v
6/27/2022, 13:03:08
(=] MyTestQueue Standard E:)T ! ' 0 0 Disabled
6/27/2022, 13:03:41
testFifo1.fifo FIFO E{)T ! 0 0 Disabled Disabled

BB LUEEIIER , XFITHARIINFAEENE,. FAEENEHIE ST TEARRAE, 1t
A, BEBLARFAERH D THANETF2— , AEFHMEEFAESNRE,

TR 17
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MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messa ges |

Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled [ https://sqs.us-east-1.amazonaws.com

/269704527654/MyTestQueue
> More

Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks

REERATI ( ZH )

A LAE A Amazon SQS 2§ A REBEMBASIEBESER ( BAFISEEIRRA ) SAR AN BRBA ZI4S1E
"% Amazon SQS BA% ( #BHIA )

1. #TFF Amazon S3 I A KIBASI A,

2. EE-RI, REEERE.

3. (M%) EBMET , EFIINEES K.

4. (W) EEHFIGEEE , HET R TS5 JSON K,

5. (W% ) EEMIEEIIEFED A TER , BRI EHE) LR,
6

7

8

9

(k) EEHEMBRNE , BRI M,

(A& ) E=A, EMSBMBRIEENS ( AW EBRRTERENHEE ) , FERITEERS,
(A& ) ZARM, ERMBRRASIMIRE | BRITIRE,

ERRF

#Hl & < E RS I 4AE B HE,

BIRFBIRS S (2HE )

B RIEER G , B AERARERER . HEMIIERERN BT EEEEREBLEEE, M
NEEERZENHEXHEHRE (HZ10% ),

YmEERASY 18
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® Note
8T Amazon SQS B—HHHRRSE , EHKEERO M TLEATERERE REMEL
EXHERT , BEFETERURREN L, RENREFNER  CURSEFAER
EER SN E e N

Amazon SQS ENERFHEB BT 2EIMERE , UBERRINBEBOES (Hlm , EHAETEE
MRS EMITERE ) . EMRENER , BL4AREATHINEERIERHLE T ZHERNEIRE
Ro AR, BHAWF—FER , AR e EMER.

® Note
M Amazon SQS ZFIAWEEREE , BFARXVEERREN TR , MEEXZEVCEE.

BXRATERARERERHN AP ETINEZEE , 1558 Amazon SQS APl ZE 15,
BRAMEREE (E2FE )
1. B AT MuEITFF Amazon SQS # & & : https://console.aws.amazon.com/sgs/o
2. HESMBEERTF , EFE Queues (BAF).
3. HEPRAFITAME , &#FEEAF,
4. EERIEMBYOES.
Queues () (G [ ] [ omiee ||| sendond rceive messages || 2cvioms ~ | DTN

Q 1 &
Messages Messages in . Content-based
N A T Created E t
ame B reate available flight Ll deduplication
6/27/2022, 13:03:08
[+ MyTestQueue Standard EéT ! ! 0 0 Disabled
6/27/2022,13:.03:41
testFifo1.fifo FIFO EéT ! 0 0 Disabled Disabled

BEHAE2EREMBEBOERTHE,
5. EREHHEE,
Amazon SQS FRE MBS FREE . EUBCHEE IS MR HE K E R AV IFEEAHE,

AN BROE 2 19
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HERPEREEBEENIIR. NTEFKHEE , JIR&2ERER ID. KIABH., KR
o

6. EMRER , FEAREMRAER , REEERER.

7. EBIBREEXEES , EEMER.

FINBA SR Z=

ERZHBERT , EUUERKEARBENIRENE, ERDBIEAT , BERIIGHEEHRE ,
"‘m—lﬁ'é%ﬂ&?ékeﬂl‘]}" 3 REGELIZ SR N ZBCERSENEEE T RIENERN, NTFNTE
a0 1aT e LA RA 51 0%

BIABRFIZE (2% A )

1. MELEFBERIEEREER,

BN LA T ML 3TF Amazon SQS # &l & : https://console.aws.amazon.com/sgs/e

ESMBEET , %EEF Queues (BAF),

ERAFITIE | BT,

EREEET R,

EEENRRNE LA , ERRFTFSZLNE Tk, NTHXEG | EEFEEHRIF. SR
WEIRRE N 1 2,

7. MELUTAUTRM :

o g A w N

- IERAHEMN KBIE
A EENABHE
WHEHNABHE

HEeNEBER/LDHE 0 B |, BRAFIRNZE,

BiARAFI 2 A N Z ( Amazon CLI , Amazon API )

1. FHLEFIESIREREHEE,
2. BEEZTUTHS2Z2—:

* Amazon CLI: get-queue-attributes

HIABNBI N 2= 20


https://console.amazonaws.cn/sqs/
https://docs.amazonaws.cn/cli/latest/reference/get-queue-attributes.html
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FRARER

3

* Amazon API: GetQueueAttributes
LT E R IEF:

» ApproximateNumberOfMessagesDelayed
« ApproximateNumberOfMessagesNotVisible

» ApproximateNumberOfMessagesVisible

HeNeWBRLDHH 0 &, BRFINZ,

MR EMK B Amazon CloudWatch #E#r , FRAEXEBISNFTHRER , REBERZAINZE, BxX
CloudWatch EEHNEZELR , HZHEIL ¥ SQS KA A CloudWatch 847,

il B BA 51l

MRIEFBEM Amazon SQS FAFI , F BEFUITIEH th R M ZEAS , BUCRERIER.

® Tip

MREBEMBRAS 2 BIRIERASIR BN ZE , BSRBEIABGI N 2=,

ST LAMIBREA S , BMEE RN ZE, EMERRASIFEVER , EFMBRAIIAS | EEREAS.

MIBREA B (32414 )

1.

o o A w N

B AT ML $TF Amazon SQS ###l& : https://console.aws.amazon.com/sgs/o
ESMBERKP , %F Queues (RAFI),

FERRFITAE L, R ERABAT,

R BR o

EMBRRA I EAEF |, B A delete BABEIAMIBR,

i%# Delete ( MIBR).

i BXBA % (Amazon CLIAmazon API)

B LER LT 8852 — I ERBA S -

T BRRA 5

21


https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://console.amazonaws.cn/sqs/
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* Amazon CLI: aws sqgs delete-queue

* Amazon API: DeleteQueue

M Amazon SQS BAFIHRFRREER (ZHE )

WMERAIEMER Amazon SQS A% , EFEEMEREASIMHAAIEELR , AIERABRAS, HEMRIES
ZEEOOY. RINBWEFF60Y , TiLEHBAFIAY K/,

/A Important
HBEREASIRY |, TR BRI EM P ERAYE R

BBREASI (2%lA )

1. B AT MuEITFF Amazon SQS # & A : https://console.aws.amazon.com/sgs/o
ESMERP | EERT,

FERSITIE L, EFREFERAIBAS,

FERED | EEBR.

TEBEBRRASISTIEE S |, A purge FHiEZFERR , UHEIAER.

o > e DN

FREHEBRMBAFIRERR, 25525 REIAEIRE,

Amazon SQS A'TNELES

D, BEVR TS , AFMMARIE, BBRAMBIERES , AR WMAREREAS] , BAERER AT
B1E

o EffiRx Lambda B , SR EE R\ 5 L& Amazon Lambda BHE ( #2F1E ) o

o THEMAEERAS , B1E SSE MHE M4,

- THRINMAKETERMEANER.

- THRWMMN VPC £i%HE.

« ERE Amazon SQS HITHEEFIZRH , ESH Amazon SQS BAFIZE R FE AR Amazon SQS 4,

- EERBEBTERDFA Amazon SQS KENFEREM |, S Amazon SQS Y FRESKE.

SEBRBAS 22


https://docs.amazonaws.cn/cli/latest/reference/sqs/delete-queue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://console.amazonaws.cn/sqs/
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o MEHP —PMEREFF AT ESH Amazon Amazon SQS Rl , HlEIF X EEE. Amazon SDK for

Java 2.x
« ETHAB>X Amazon SQS Amazon CLI G HER , S HAmazon CLI i 55 &,
« ET# Amazon SQS & , S H Amazon Simple Queue Service APl| &,
« ETHRMMLURESRE Amazon SQS RE |, BSRFER APl, RANKBIE K HEEFAARS

o

Java

JavaScript
PHP
Python

Ruby
Windows # .NET

« £ XJ Amazon SQS RABIH 1T E LA P EE 2 7 B aAE B R AR E R
o ELLMED P T # AR MG B S ERIE
o ¥4 7 & Amazon SQS TEFRFMKRE :

ELES 23


https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/cli/latest/reference/sqs/index.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://www.amazonaws.cn/code/Amazon-SQS?browse=1
https://www.amazonaws.cn/java/
https://www.amazonaws.cn/javascript/
https://www.amazonaws.cn/php/
https://www.amazonaws.cn/python/
https://www.amazonaws.cn/ruby/
https://www.amazonaws.cn/net/
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F 46 H Amazon SQS FrAERA I

Amazon SQS K ERIARAFIEK B iRk, FRERSINEA APl R4E

( SendMessage, ReceiveMessage B DeleteMessage ) ¥ X FEIA LR API BA. rERA
5% #F at-least-once JHEAZIE, BR , HATHREATEFERELENSES MNEN , BREE—
FHEHENSMNEIERTRINFZIE, FERSISREAED#HTHER , RIE TEHRBABURHE KXW 03
1T1&i%,

FE#HIA SendMessage ZHl , Amazon SQS @ —FEENRTFHESANTAHAK (A2) ., HTFHEHEE
AEHESNTAXS , REEA—NMIEN. NERATAXBERT2EEETEHR,

BxumfERA Amazon SQS EHIACIEZMEERAFINGEE , BSRLIENS (#ZH 5 ) . BX Java
HRB , iESEAmazon SQS Java SDK R4,

B UERZBERTERARAERRS ( RENARFEBLES RBEMTRINFRRAES ) | 4
-

BERAPERNEERSA TGS E - LB AEBEE A AN BB &8,
C BESHBASITHEES S - LEABEHERITHFR,

C BB HAEH — SAE - Y ERMAREENSARE,

B SRS NESR | B2 HE.

BREAMERIINRESE , BZ M X Amazon SQS #r/EH FIFO BASIHY 1,

HEHEF

ERII2REBRIFHEBINF , B8R —FEENSNBIEATRINFEE, MRREERREZIT
FF, BWEERA FIFO (S Eh ) RSl , IEEZFEEPRNEFEE , AEERIERENEERH
HFo

j%t-least-once %

Amazon SQS £ % AR E LEMEBNER | URATRABTAL, ERIUERT , Lo
BEMBHEN | FEEERANRARSBTERTA.

HEHEF 24
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MRHIXMER , WA ATARS 2R LAES RN 2EIER | 3 BEERBUER R e BIRR
BIZEEEL, FNARFRIUTHNEE NARR (ZRLER—EEN , EMNFRZRTFTREME ) .

Amazon SQS RAFIF1E EFRIREF

LB D T BARER FIFO BASIBARIRRF, XEFR R AR P EERHRERENTITHEE,
£

« Amazon SQS ¥r/HRA BBV FRIZ T

Amazon SQS ¥R\ FIBYPRIR AT
BEXUTHIAFHNEZEE |, B2 Amazon Simple Queue Service APl %,
RA % & ¥ A URL

EOZFRIBASIET |, AN Amazon IKF M X E4E EME—BIBAFI & #Ro Amazon SQS AR EIEZR
BRAFI D E —NE RS URL MPRRAF , AR B 2SI ZHMEM Amazon SQS A, BLHEE
XSBAFIINAT R AERT |, ERRERAERA S URL,

BT 2% MyQueue KIBABIAYRASI URL , ZBASIEH AWS IKSH 123456789012 KA FATAA.

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue

BRI LUBE B HMEA B A BT K S BN 7S | UREA XK REATIN URL, BXEZEE , F50

ListQueues,

HE ID

BRHEEBIWE —MNRESEMEL ID, Z ID B Amazon SQS 7 SendMessage MR iR El4
7, WARRAFATIREER, HE ID HRAKENRN 100 NERF.

B AW

BHWRIRBAIIFDERR , MW ZHEENERTR, LORERBCEENRERXEK , BER
RETER, EMREEREICES TS | BLARBERIN (MARERID) . Hitt , B&M%E
KLEBWCHE , AT EMERE (ETREEBRARIIF , REEHMAAT ) . BRIMWEAKE
7 1024 NFFF,

A AE SRR AT 25


https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
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/A Important
MESRBREREL , ISXEBRZEEN , ZHLRESTFEANBER IR, EFRMRZHE

B, S4FRESIIRIINERIR (BN, TREENRIZER ) -
UTRERAIWO RS (B=%%D# ).

MbZj6wDW1li+JvwwlaBV+3dcjk2YW2vA3+STFF1jTM8tJJg6HRGEPYSasuWXPIB+Cw
Lj1FjgXUv1luSjlgUPAWVE6FU/WeR4mq20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
auMZc8ZRv37sIW2iJKg3MOMFx1YvV11A2x/KSbkJ10=

[

TRIE T SFRAERSIMEXAE .

BREH EEPU

HEIRBA S BABIRYRRIA ( &/ ) BN 0 ¥ &AEN 15 TH,

51| i B9 RA 5 8/ ListQueues 3R 1000 1NBAFY,
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Amazon SQS T2 Bz tZIEEAF]. HAECIZES , RS REeFERERET. BXREIZ
LLRYESEERASIRI UL | BSFEIER S (2FH 5 )

FIFO BABIRISEASRASI o5 A2 FIFO BAB, A% , BRtRABIIEY SEASBA Bl th X R A7 AEBA B,
Bl B BIN | W LA BFLERAS,
HIEFIREIEEMF (254 )

1. BT MUEITFF Amazon SQS & A : https://console.aws.amazon.com/sgs/o
ESMBERKT |, %# Queues (BAF).

BN B IR R IRE

RN EIFEEAINH D , REEER A

R ESZIFRA SR I B SEERASIH Amazon FIRAE T (ARN).

EiEHBERERIIEER S 2 8l AT AR E , BREABEBORBREN — M T 1 8 1000 2
[2): =

7. BERREERIE , EERF,

o g k~ w0 b

RESIE , EHELXERRIINFAFEENE, FHAFERE , FEERFETIF2E RIS
FIHY & REBWOR B FEISAS] ARN.
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https://console.amazonaws.cn/sqs/
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BB SEISBA S ERTIXB)

BRI BB SEERA S E RS |, R ERRNEENRBIEREAII B O ARG, BXRIEENIIE
MEBNESEE , BESRREEBHIEERS,

AU EIRESIE B SEERASIERTIX B (API)

SERBAMER AT APl RIFEC B SESAPI E R RS

API #24E iR

StartMessageMoveTask BHRSES , WEENEEN RSB EE
EH B RS,

ListMessageMoveTasks REGSERAITHRINEERIES (&S
101 ) o

CancelMessageMoveTask BUHEEEWEEBHIES. REEIIRS

NIEREBITE , FREBUHHEE B3,

ABERESIE B SEERAFIER B (#2FHE )

1. B AT MuLiTFF Amazon SQS # & & : https://console.aws.amazon.com/sgs/o

2. ESMBHF , %R Queues (BAF),

3. ®EECHEENILEPATIRIBAFIE R,

4. EFEFFH DLQ EF T3,

5. EEHMEIHMET , T HEBEHR , MITUTE—#BE:
ERHREHEI B EIRASI | B R EFES) FNRAS,

ENERENERI B HMBAS , BEFEHEEENLEIR. AR5, WMAIEBRAIIH
Amazon FIRE&FF (ARN).

(® Note

BEX BRI SRS IEERASIRI R B ITE, B0 , 2RIEFERASIR FIFO BA5I , Y
BE X BARBASI B 452 FIFO BASI,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://console.amazonaws.cn/sqs/
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6. HEEZRFNRET , EHELT—MEMR

- REMAL - BB EXEEREFRRINEEIER.

- BEMBZARE - FREENBYRAEEEREHNRNFEERIIER . THNRRERHEY
500 %&IEE..

- BUMNBEMBAREE"WR/MEF I , ARIDRAIF2BEEER. EXE , BHEME
ENBREEE , $EE2ERASIEVRE,

7. BEEZEEAINEMEIG , BEEFRIIES.

/A Important

Amazon SQS X IF1EFFH S MILISBA 5 o EH I 3h B FF i NS SUE B0
SEESIEH W ESHZ A LUETT 36 Ef. Amazon SQS XFZFNMKF&Z 100 NE
R BRI ES

ENRHIEZSLEBREH ., M messageID M enqueueTime £ D ELAEFH I H
=

B8N0

8. MREEUVHHEEMEINMES , BEMRINFEMAFEERRNEL , E&FEIUE DLQ EFR, BUEEHE
BITROHEEFRRIE , AAIEERNBEHBS) B RS E B &R R E E B ARSI,

9 FEAS BA 5l B 57 3K 3 i i BA B AX PR

SR LB 0] SR B AN A PR SR %2 F A = 0 B 45 TE SEAS A SR BRI A PR . SEAS BA B E#T IX 3 Al FB A9 & AR AX
BRI :

RNMUR HFER APl 5%

FF 44 ERTIRE B )
AINFEERAFIEY sqs:StartMessageMoveTask . sqgs:Recei
veMessage . sqgs:DeleteMessage #l sqs:GetQueueAttrib
utes . MRIEEMIIHEHRIFRAINLI N (FH SSE A5 ) |, ME
TEFACH T INEERNEM KMS Z4A/ kms :Decrypt o

AINE#RBASIEY sqs:SendMessage . MR B#RRAFIEMNE , MAEFEE
kms:GenerateDataKey #l kms:Decrypt o

BL B SERRA S E R 61



Amazon Simple Queue Service FRARIER

R/NMUR HFER APl 5%

BUE#ITHHIEE - ~
EE ) AINFEERAFIE sqs:CancelMessageMoveTask ., sqs:Recei

veMessage . sqgs:DeleteMessage #l sqs:GetQueueAttrib
utes . MRIFEENIIEMNE ( tBFHAN SSE RS ) , MEFE
kms:Decrypt o

LHEBHRES -

AINFEEBAFIM sqs:ListMessageMoveTasks %l sqs:GetQu
eueAttributes .

FIFBAFIXS ( HAFEEBAFIATIREAS] ) BLENFR

{8 BA T 25 BREC I 5815 BA 51 EE 33X 30 By SR AR AN R -

1. &% Amazon Web Services Management Console , ARG ES AT MiLITH IAM 24
& : https://console.aws.amazon.com/iam/.

2. ESHEHKS  HEHK,
3. GIEEAMTAURNER  HELRMACHES AM AR REE :

sqs:StartMessageMoveTask
sqgs:CancelMessageMoveTask
sqs:ListMessageMoveTasks
sqs:ListDeadlLetterSourceQueues
sqgs:ReceiveMessage
sqs:DeleteMessage
sqs:GetQueueAttributes

SEASRASIH Resource ARN ( 4l
0, “arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DL@Q_name>"") o

sgs:SendMessage

B#rBAFIHY Resource ARN ( 30 | “arn: aws: sgs: < _region>: < _accountid>: < DestQueue

_name>"") , DestQueue DestQueue

kms:Decrypt - RIFHEZRIZE

. km<°Gpnpraprafapr
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
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- BRATMZRERERRATIEEH KMS tnZ 2408 Resource ARN (
i, “arn:aws:kms:<region>:<accountId>:key/<keyId_used to encrypt the

message body>") .

- ATEHR)ERBAFIE KMS iz 20 8EIR ARN (451
0, “arn:aws:kms:<region>:<accountId>:key/<keyId_used for the destination
queue>") o

AR IVES D e

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqgs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sgs:GetQueueAttributes"

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
.
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"
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ERFEMZRASIRT ( FAIEERAZIRIREAS] ) ECEX R

ER LT ZEARMEBRNARETTEFIEERENR | FrERNRENRIE : NFEERRFIFE, Hil
BRAFREUE M , SAK 160 IR BA B R IA R 1o

1. &% Amazon Web Services Management Console , fA/EEI A T MiLFTF 1AM 12 4]
A : https://console.aws.amazon.com/iam/,

2. ESHEKT  HEEK.
3. GIREEUTRENER  HGEMNIGHES IAM AR REE

sgs:StartMessageMoveTask

sqgs:CancelMessageMoveTask

sqs:ListMessageMoveTasks

sqs:ReceiveMessage

sqs:DeleteMessage

sqgs:GetQueueAttributes

SEISBA%IHY Resource ARN ( 4l
i, “arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>")

sgs:SendMessage

##### Resource ARN####”arn: aws: sqgs:

DestQueue

_name>"##DestQueue DestQueue

IEEE R IVES PR

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

]I

sgs:
"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:

StartMessageMoveTask",
CancelMessageMoveTask",
ListMessageMoveTasks",
ReceiveMessage",
DeleteMessage",
GetQueueAttributes"

< _region>: < _accountid>: <

BL B SERRA S E R
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
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"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"

.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}

CloudTrail E#1# Amazon SQS FE{SRA % (DLQ) EFT I HINRER

2023 £ 6 A 8 H , Amazon SQS #H T3&ERA T Amazon SDK #l Amazon Command Line Interface
(CLI) ¥3E1SRA%I (DLQ) EF 3N, IhEER R B3 Amazon 844 DLQ EF R4, MRE
ZHEERH Amazon BHAEFRIIFEEAIPEE , MAEELZ U TERNRW

o FEEBABIEFHIESIM CloudTrail EHEH
o BT IAEBAYIEFH XS HIR PR

CloudTrail B4 2

2023 £ 10 A 15 B , Amazon SQS #2#|& LR E Y EFHIESIA CloudTrail EF BT R EZAL,
MREERXL CloudTrail B ERE TEHR , M AAALENEH#ITER. UTE DLQ EFEIAH
CloudTrail E4& % :

E—NEHEBR WEHEWN

CreateMoveTask StartMessageMoveTask

CancelMoveTask CancelMessageMoveTask
EFTR

#£ SDK A CLI fix&<# , Amazon SQS A E#1 7 DLQ E#EFIAIRAFINIR , LEF L EHKESRK, &
R TASIM R B E I3 DLQ HFRIEE.

1. ETERENNER ( E#H DLQ APl #81E)
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2. ¥£% Amazon SQS F IR
3. 5/ sqs:* BE AR K B

/A Important

EFAEAT SDK 5 CLI 8y DLQ EffiRzs) , FEEEFS L&z —HIEE M DLQ EF
IX 3 X PR SR B

MRER DLQ EF WA FINR S LR iED 2 —FIEE , MERAIIE 2023 £ 8 A 31 HZ B EHE
IR, NIIFEREE 2023 £ 8 A 31 B , BHNKF REEZR 2 EAE DLQ EF R K X £ HE
£ Amazon #Hl A2 LEENNREHREINEL . Fl , BRIREE us-east-1 H eu-west-1 FEBE“NK F~
A’ £ 2023 % 6 A 8 HZHI , “MKF A’ATFIE us-east-1 B Amazon £#|& L EFHENHEE |, B1E
eu-west-1 FHI&E, £2023 F6 A8 HE 2023 F8 A 31 HzHE , MR K/, A’HRENRE LR
E— &R EE , N RBETE us-east-1 REAZEKIEE Amazon BHlA LEHEZEE , MAREE eu-
west-1 REFHEBIE LS.

/A Important

WRE 2023 £ 8 A 31 HZ/EEH DLQ EF T INREH P —MNETIAFTE |, &K K- [
FToEBMEA Amazon #2518 EFH W) DLQ E R

B2 , MREE 2023 F 8 AHIEITE Amazon 12#|& EFERA T DLQ EFMIEIN4SAE , MBI
RIFXLL®EI 2 —7 2023 £ 10 A 15 B 28I K AFER.

BXEZER , S Mthe section called “briR Z E TR K EE,

LT R84 DLQ EFEETAIRAFINR R~HGl, £ARSERmMNE (SSE) IR , FEMMB
Amazon KMS Z4A R

ET#&EF

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"sqs:ReceiveMessage",
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sqgs:DeleteMessage",
"sqs:GetQueueAttributes",
"sqs:StartMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqgs:CancelMessageMoveTask"

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}
REXRM

UTRERBESFENERNR

« AmazonSQSFullAccess - BIELA T REBATIEFBAES : TR, BUEFSIH,
« AmazonSQSReadOnlyAccess - 2t RiEHENR , HIEFI L EENIIEH R TS

CloudTrail EFH N RER
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Step 1

Add permissions

Add permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job

functions. Learn more [
Step 2

Review

Permissions options

(O Add user to group
Add user to an existing group, or
create a new group. We

() Copy permissions
Copy all group memberships,
attached managed policies, inline
policies, and any existing
permissions boundaries from an
existing user.

recommend using groups to
manage user permissions by job
function.

© Attach policies directly
Attach a managed policy directly
to a user. As a best practice, we
recommend attaching policies to a
group instead. Then, add the user
to the appropriate group.

Permissions policies (1/1051)

‘ (&} ‘ ‘ Create policy [
Q, AmazonsQs X ‘ 2 matches 1 @
-] Policy name [3 A | Type A4 | Attached entities v
] AmazonSQSFullAccess managed 0
] 0] AmazonSQSReadOnly... managed 0

£ sqs* BERFHY A PR SR BE

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "*"

PRIR 32 S0 Y SRR

MREFEANREFITEER (CMP) , WA LAEH Amazon CloudTrail 1 IAM RFRIRZ A B R E#H

S B SR

CloudTrail EH M PRE R
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® Note
MREEAM R AmazonSQSFullAccess #l AmazonSQSReadOnlyAccess , N J3E R EUH
_ﬂ}ﬁgﬂzo

1. &% Amazon CloudTrail 4|4,
2. HEEHFHLICERTHNEREMET , FRATAXEEESHENH. ARE R CreateMoveTask,

3. EREH4  fIFFHAEENH. EEHIEKED , M userIdentity ARN F# 3 UserName 5
RoleName,

4. EBFI IAM 2H A,

s WFAF , EBAF, BYE—FHIRIRE UserName B A F.
- WFAR , ERA®, B L —FHFREH RoleName EEHF,

5. EHFMAGEETNHEHMNNERED , EF Action FRIZRA sqs: WAME X , REF Resource FE
X7 Amazon SQS BAFIHI K BE .

Amazon SQS 7] L4

LR FEWGHLER B SIRE R |, SHEFREEZASIFR, Amazon SQS T2 BFIMIERESR.
HT Amazon SQS BZ4ARRE , Bt , TERIEEAEXGRWEES (flan , BT EERERHT
ERENRAREFER ) . Rt , EAEEZERANLEESESTMBAG P HIERZHE S

ReceiveMessage ReceiveMessage

Request RecelveMessage ReceiveMessage Request
Reqgueast Regueast

Visibility Timeout (in seconds)

Time

Message not Message not
returmed returned '

Message returned Message returned

WEERE , BRI EMREERSIR, AR EREBXRLEHES , Amazon SQSRE T AL
PEEERT |, IX2 Amazon SQS B L PR fiE A B B UAAL 0K SRV BT R B, SH SR RIA AT IR 14 A 30

A AR A 69
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¥, RENEN OR, HRKABER 12 /Met, BXREARFSEENITREERBNES , FSHEE

BAZISE (288 ) .

® Note
X FHRAERS , AT BT ERIEFSBUBCEER X, BXEZEEL |, 55 Hi%t-least-once

FIFO RAFIR TRl EHFEAEZ RS RER !

- WMRABERNE SendMessage BREXMK , NI LAREZEMEAMERENESES BIER R
ID B ARIEZR. BRRVIEEEESHERBREFEEH 2 ZEDKE —IXEHIA , WZRER
BRAFEENIREF , tTFAR5IAEEHE,

- MRFHERMEI ReceiveMessage BIEXRM , NAIREZEFEAHERNERKIERE R
ID EiXZXR. BREFEAEEATLEENBB I ZDRE—REIA , MZREXTFEHE
=N: 0] )=

- HERWETFEEEA IDWEER , BRIFEFCHIRIZEERZEEZRNAL , FUFLBIRE
BEHE—HE4AH D HHEE,

FA

- EHEPEE

- RE AR

- FoUEE M AL E AT
o LIEEE R LB

FRAPER
Amazon SQS JHE B = EARRE :

1. BIZERIEFIRAG,
2. fEREMBAFI P
3. MBAF A BR

HEHEHRGEEREZIAIIEEREHAMRIPEZR (IERS 1M 228 ) 2FE, 2FHEEN
N, FRIVERHRERARS . HH S B EME MG P ERE ERMEAFIF B ( BIEIRES 2
M3I3zE)zhE, 2FHEEANERT, FRaTERRERRRH.

fRRFEE
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/A Important
EATHERTHENEASTRBENFRERTX.

XN FRSBIRERD ( BURTAIIREBNEERE ) , RETLAE KLY 120000 FERMPER (£AE
EMBAFIF W, B ARMAIIRRER ) . MREEFEAELAFHEELED , N Amazon SQS 2R
[ OverLimit #iREE. MREFEAKLH , I Amazon SQS FIREMEMEEIRER. NEHRIAF L
B, BRZELEE B S EMBASI IR, ZE A MARGEESHAIINBE. ERERS
Bl , FIRRXZEFIER,

XF FIFO BA%I , &Z AT LAE 20000 &M FHEE ( FHE ST FEZY |, 1818 R MBS A il
BR) o MBREERMELS , Amazon SQS FARLIREEMEEIRHE R,

/A Important

fEH FIFO BABIRY , tNRER MBI E O 2 /ANREIER , Il DeleteMessage BEF X
Mo MMEFAMENR OR , MMATIEEERENRE —ZWPRFEMBR , TNZEEFHMN
NHBF. X2 MaxNumberOfMessages Z¥AT 1 BIER T , §3 Amazon SQS £
ReceiveMessage BEHRE— MNP IEEEHE . BXREZLIFE , 152 H Amazon SQS
FIFO API fy T{EJRE,

% & A 14 6 B

AR M Amazon SQS IRENEE MR, EXEMEIER , FAETULENRRES. B

2 NMREAEENREEZHAK , H EENWRESEEUNHERE R a3 ZE A
DeleteMessage BE , M EMEAEFUUEFIZEEHEBRBKRZER, MREXEE RER
BW—R , NER 6 & R 7E T 0 M4 4 B A (8] U BRZOE 2.

&4 Amazon SQS FAFIEER 30 BHIRA AT A EEIIRE, BN BMAIIERRLIRE, BF ,
18RI A AR B R B Dy SR Y B AR AR PR AL BB0H B T M BA B R i BR OB S PR BV B KT o ESN | TERROH
BEt, ZRAURNEEMERREFHRN AT RN MEREXENAIINEN, BXEZER  F
SRR ETE B0 R REKXEK,

NRETHELEEEFESKNE , FAENEAZRECIERLNES  BEDNB TR (Fl0
20%)  RE ( REEHNERAENELEIZER ) , RANES TR EERERK 2 5484,
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https://console.amazonaws.cn/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
https://www.amazonaws.cn/blogs/developer/how-the-amazon-sqs-fifo-api-works/
https://www.amazonaws.cn/blogs/developer/how-the-amazon-sqs-fifo-api-works/
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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/A Important
B AT LA M Amazon SQS Y E| ReceiveMessage &REFH#E 12 /at, ZEK T O
RALEE 12 MW RKE,
WA, BERETT R R ANE R R EAT AT AR E N ReceiveMessage HRE a1t AT 25
JEHVEER 12 /et (BN 43200 # ) . fila0 , NREKEI—REE |, HUEBETLE
ChangeMessageVisibility ¥ , & VisibilityTimeout i& &3} 43200 # , LLU&E
12 /PR AE , WiZEERATELAM, B2 , BRIFET ReceiveMessage BREBEEFME
MO BN EEFEERIEMNER , BNMER 43195 BXNMELEZER. IRENERAEE
=B 12 /het , IBE R Step Functions,

B oUH B /Y o] It A

LR EIR BRASIRYE B AT R B IZE RN, BASIN T BN T RERE ( flin , BAseEELEM
BIEEE ) . A@IEA ChangeMessageVisibility BEREFHWBRERAERELEENT
W,

Bign | anREASIRIRRIAEEHESR 60 ¥, EEEYBUERE 15 ¥et , BRET
ChangeMessageVisibility WA HF VisibilityTimeout &7 10 ¥ , NiX 10 BMNE#H 1T
ChangeMessageVisibility @AMFHItE, At , BERVERTAEENGF 108 (£ 25
¥R, EaES A B SR IEE RS R B A e S B IR,

(® Note

VR HIRR B2 A ChangeMessageVisibility REREM. I , FHE AT HABRI A
BT HEMNESEER., ChangeMessageVisibility T& K S M EEZWNEELERATIH
BT,

& 1 5 B 1O T JL M AR

WEIKBENRIINESZERR | BAIEL R |, BKER LB EFRIBRIZER. Amazon SQS 7
WELIERNEHEN AT AMEN, XFEZEENRETNEMAHZEIRTAF BEAATAE,

ZE% A ReceiveMessage FAILHEMN AT AT , 1A ChangeMessageVisibility ¥
VisibilityTimeout iZER 0 #,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
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Amazon SQS iEiR RA 5l

HERRAFI AR AER & REFUERHER /LS |, Sl , HENERENAEFEEE SN EIRLE
HER . MREGIEIERAT] , MAESZBEASIWAEE S EER BRI ERE BT, BAZIRIERIA
(&) EBHN OR. RAEN 15 78, AXEAZEFEEELENINEE , BSHAEENSIZHK
(£#HE).

(® Note
X THRERRS , BASIERIRER T BN — Bt iREF SRS EBRE SRV
B,

XF FIFO BRI , ERAFIZERIREFIEY , ERIRELFEASIHEBHHEEBNER,

HERRAFISRELT AL R , BAXAHSFEHESERAEERENRRRRATEREER. —&EZH
MXBET : X TFHRS , SHEEBERRINEIRASIET AT ; mxt T REEs , HRIABEMN
BASIGERfE = RHRA . TEUEA T RS A IAEEAR 2 R X R,

SendMessage ReceiveMessage ReceiveMessage
Request ReceiveMessage Request ReceiveMessage Request

Request Request

isibility Timeout
(in seconds)

Delay Seconds

Time

Message not Message not
returnead returned '.

Message added to

I turned i ad
queue essage ratum essage returmne

ERNEFEHEMAREMNAINRELR ( AW N ) |, EEAEEITIIEEU A Amazon SQS £ A
JHETATE8H) DelaySeconds {H , A2 EAIEIEBASIH DelaySeconds fH.

Amazon SQS I BsfRA 51l

£ H request-response EEIEEEXET | I@atBASI A HS B AT B FF AR FEBBHR A, BALAE
RGN EF iRt REEHE, 2FXE, ANAEFEENIRREAS,

ERRS RS MENAG (EZFNRERELRNEARFEES ) BREE £ Amazon SQS
A, SEERSNMERAFINREREN  XRESENNARFAERIN APIER , XAESH
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https://github.com/awslabs/amazon-sqs-java-temporary-queues-client

Amazon Simple Queue Service FRARIER

FHE, LIRS ARBERN , FFinBE3ERIGREAS , BNEERS AP ink 2R B T2 K H
R,

BUTR RGeS BA IR S

- ENIRIBELERIRENBRBERE,
o B M BR IS B A IR 27 £ A R A,

« Ef15#S (&8 ) Amazon SQS FAFI APl F# &, XEWREREMEYCEBAVIE R 7 LUH X E
HABA B 2B M ERWOE B .

£
. EHIEAZ
. BREESKEER (EBBAF )
. FOIHE  REBRER
. EEP
. RS S
. ERREAZ]

FE #LBA 3

RELLBA B R WG Bt BA B 2 P iim I R A AN b BB 45 4 R ARBA B L SR AT DA 2 MER 8 B AR & H A
Amazon SQS BA%5l, AXRESXEK , BTZREBEREENAIITEEFEAHERNESE D,

(® Note
« BIREASIRERNBZBCEENERE R IGNBIESE. EMRASITN Amazon SQS
A APLEA , R T &7 E AR

. TPS BMERT B EHAFIFHWAFERLNS, BXELEL , #SHSEERXNE
.

AmazonSQSVirtualQueuesClient BEEFEKEM TN SELRIIEXRBEEN ZF. ECIZEL
RABI |, &4 fEH HostQueueURL BB CreateQueue API i21E, LEMIEEIRERLIATINIL
BRI,
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FE#IBAS] URL KA TH .

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue#MyVirtualQueueName

BIEEEE RS URL LA SendMessage = SendMessageBatch API ERT |, IS BSRA 5% F i
RATUATIRE -

1. REUEHIRAFI B R

2. TFEIRAFIBFERNTALNEEBE R ITH N,

3. REEEIEHEAG,

HOBERXERR , EALEREENAS , FREX R EEE R EIHE B 2OEFE LA,

LMEHBEEILBAS URL LA ReceiveMessage APl R1ERT | IGESRASIZ F iR E A FHIEE A |
BEEFALEMEREETELAGIF, (LIRS LTF Buffered Asynchronous Client H1HY S 8.7
EURME - 2 AP BRET LU EERMEIRZ 10 NERIBAS, ) MIBRE BARASIRERT AE R A
Amazon SQS & & W1ER T B BRET 2 im 8 IR o

AmazonSQSTemporaryQueuesClient KB FECIEZMNFIER T AREBATIF, BiES
BaiEAMEENRATIEMY , HEUNEENBS, XERINBEHREARRNTEREBINR ( BRINE
M T __RequesterClientQueues_ ) , ZBIZFEBAFIFRIR N IGEIRASI, XEBEFIKTH
HTHEBER , TRILBIZEFMBIBRAZINIMENRE, BEFIHEBIE AmazonSQSRequester
AmazonSQSResponder #0 , A AFRA S Z BN EEE,

15 3R-ME RH SRR (EELLEAS )
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B, ATBEABANMAHEELIZE Amazon SQS BAFI |, IIfs B RA B2 7 i S i 48 61 22 R BR 25 /N Ifs B BA
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' '
SendMessage ( ] i
"MyQueue#MyVirtualQueued", i : - s”ﬁ’ ( :
"Hello world!") R ’ yQueue* , !
: Lot | I "Hello world!", 1
Hello world! : "VirtualQueueName" = !
LU 1 " |
Virtual Queue Client : MyVirtualQueueh") 1
' alls —
: SendMessage ( / :
I "MyQueue" , Host Queue 1
SendMessage ( i ,....--Ir"""" "What's up?", MyQueue 1
—"MyQueue#MyVirtualQueueB"  w- —_— I "VirtualQueueName" = Hello world! ~ What's up? :
"What's up?") I ,  "MyVirtualQueueB") !
'
What's up? : |
'
Virtual Queue Client L~ .17, ~ [, I
Amazon SQS
[]LJLJ
Hello world! Dl | |4
ReceiveMessage (
"MyQueue#MyVirtualQueueA") Virtual Queue
ou MyQueuegMyVirtualQueueA 2
ReceiveMessage ( Dispatch
"MyQueue#MyVirtualQueueB") > bl | |d Thread
’ | Virtual Queue
( MyQueue#MyVirtualQueueB

Virtual Queue Client

REIGE  REBRER

LT REIZERERT WM A AmazonSQSRequester # AmazonSQSResponder #EORLEAFH
BEFEKR,

EX-IRN

public class LoginClient {

// Specify the Amazon SQS queue to which to send requests.
private final String requestQueueUrl;

// Use the AmazonSQSRequester interface to create

// a temporary queue for each response.

private final AmazonSQSRequester sqsRequester =
AmazonSQSRequesterClientBuilder.defaultClient();

LoginClient(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;

AR AEBEBEFER 76



Amazon Simple Queue Service FRARIER

}

// Send a login request.
public String login(String body) throws TimeoutException {
SendMessageRequest request = new SendMessageRequest()
.withMessageBody(body)
.withQueueUrl(requestQueueUrl);

// If no response is received, in 20 seconds,

// trigger the TimeoutException.

Message reply = sqsRequester.sendMessageAndGetResponse(request,
20, TimeUnit.SECONDS);

return reply.getBody();

[a

FIEFFERFMTUATERE

B —MMEEtAS

FEETEAZIRY URL 4E R B INZE R
RIEHER.

A I Bt A 51452 s D 2

) B e B BA 5

IR =08 2

o a0 A~ wh =

¥ AR 55 2R v

DT RABRIEEMERAET —MNERE , ENBNEHERAIZASHEA handleLoginRequest()
FiE. WA, BRIREA T doLogin() Fik.

public class LoginServer {

// Specify the Amazon SQS queue to poll for login requests.
private final String requestQueueUrl;

// Use the AmazonSQSResponder interface to take care

// of sending responses to the correct response destination.

private final AmazonSQSResponder sqsResponder =
AmazonSQSResponderClientBuilder.defaultClient();
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LoginServer(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;

}

// Process login requests from the client.
public void handlelLoginRequest(Message message) {

// Process the login and return a serialized result.
String response = doLogin(message.getBody());

// Extract the URL of the temporary queue from the message attribute

// and send the response to the temporary queue.

sgsResponder.sendResponseMessage(MessageContent.fromMessage(message),
new MessageContent(response));

75 BREA B

AR Amazon SQS EIWELIRASIERAMERNEFER , NARFTATEZERNNIITF RN , ©
RAMA shutdown() A&, LEALAER AmazonSQSRequester # MO/ shutdown() Fi%.

GBS BA B P im ik Rt T — M 5 ESNOH RISV EARAS . W TFE—RFEIR (RIABERTH 5 2
) #IAPLERAREANBAS , FFiwEER TagQueue APIHRMERFRIZMHAEERRIBA S,

® Note
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EB&EMER ListQueues M ListTags APII&4E , UIREEBFEHRENRNVFTERS , HHBRESD
EHHRAEEREIRCHAEAST, XH K MR- NEFHATE2XA , IEMESIREFIREZERXHT
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Amazon SQS jHE 1885

HBITR SR AT SN RINBAS PR ESREENB TR, fl , MRERENERFTE - 45
WEYITETER |, MZSEBERRSIFAYET 45 WAXNEAET TR, HENRIA (&) EBEN OB, &K
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® Note
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5 Amazon SQS ZEIRRA % E#Y4E{T DelaySeconds {Eo

BN S# SQS EventBridge # #4177/ Amazon Pipes

Amazon Pip EventBridge es /R 5 B frE XK, Pipes B EEXFMIRM B #5228 point-to-pointi

£, AZESREBMT B, EventBridge BEIRE T —MSERTENAX , LS I
SQS BA%| 5 Step Functions, Amazon SQS #1 API Gateway EAmazonfkss LA K Salesforce EE =%
HUENRSS (SaaS) M AR FIEREZER,

BREEE , HRERR , MWL , EXAEY T, RAEASHREEREBE R

£ Amazon SQS BAFIMFMEERE L , BUUEEFEAZAIMERNRENEE, EXE |, &6
A

- Jazh EventBridge BHI A LEFEEBFHAFE.
« J23) EventBridge 13 & LI 2 LABA FI 9 R #T &8
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2. IEZFERAFI,
3. TEBAFIFMEENEL , EEEventBridge BT+,
“EventBridge B&" XU <22 HaBE N FEAPTERASIERN RN FIEEEN IR , B

SHEERES 79


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-pipes-sqs.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-pipes-sqs.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-pipes.html
https://console.amazonaws.cn/sqs/#/queues

Amazon Simple Queue Service FRARER
- BEEEW
- HERE
- EEBR
« ERIEHEEHIRIE
4, EEESEEFAGEIVNERHEE (WNEE) .

- TEHAXREENESZEFMAER -

ventBridge 12 #| & # Pipe ¥AEETNH,

%&£’ Amazon SQS BAFIEREZRIEE,

X Ezh EventBrldge ZEEH BlE2EE TTHE , i Amazon SQS AFIEEENEER, BXE
%55 , 2 (Amazon EventBridge FFJF'?aﬁ) F 813 EventBridge B8,

/A Important

Amazon SQS BASIFHYHEE THENEEIRI , RAEELETEFMGIFRER , Tit
ZHERBELTUNZEER BN MASKATE. BN NEEEEN ERARKS
ERRIRRS | FHEERE.

ERY B P um B ML 5 2 5] 22 17 4% AR S5 E B K& Amazon SQS H

0N

BRI LAERSER T Java B Amazon SQS ¥ B EFIREMEA T Python MWL S # SQS §BEFiRE
REBEARBEE, XX TFHFEM 256 KB E 2 GB W AEEEAEESINER. XHMNESEEATR
ER T DBHEEEE RS EERED |, HEEMM Amazon S3 R 5| A &% E| Amazon SQS BAF,

® Note
Amazon SQS ¥ B & FisESIKERASIF FIFO BASIZHA

BEEHE 80


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-pipes-create.html

Amazon Simple Queue Service FRARIER

=3
- {#F Java fl Amazon S3 EE AR 5% SQS JHE
« £/ Python 1 Amazon S3 EE AE W ¥ SQS HE

£ Java 1 Amazon S3 BIE KE T S SQS HE

RiE , BAILERER T Java B Amazon SQS ¥ B & im A FL 5 # #2476 Bk 55 (Amazon S3)
Service RE IR K H I 7h (5 8 BA FI R S5 (Amazon SQS) Simple Queue Service JHE . XX FHEM
256 KB | 2 GB W REUEE AR EA. ZENEEAEREER Amazon S3 F#E , AHITER
f&#9 Amazon S3 MR 5| ARE R XX S# SQS BAF,

B LMERAERT Java B Amazon SQS ¥ BEE P IRERITUTERE

EEHERIREAFME Amazon S3 & 2{RIEE X/NET 256 KB B 7 Amazon S3 H,
RIEG|AFEE S3 FRBPHENMEHENRIER
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LR ROIERMN R Amazon Java FATEQG, EZEMEEFATES , 55 Amazon SDK for
Java F R A GIEREPHIEE Amazon SDK for Java.

BITRFIRB A |, BEEZRHN Amazon Fif, BXEZEER |, 52/ (Amazon SDK for Java FF &
ARIERE) BPRIEE Amazon SR A XH,

EH T Java By SDK F3EF F Java B9 Amazon SQS § BE B FimFEEEf A J2SE Development Kit
8.0 HE FHhRA,

(® Note

B LB ERAT Java B9 Amazon SQS ¥ BEEFimE |, {XFIA Amazon S3 5Amazon
SDK for Java SR E¥ Amazon SQS JHE., BT %A Amazon CLI, Amazon SQS 4l
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Amazons& i F Java B9 SDK 1.x 7”4l : fERAII i S3 BB KH W S SQS jHE

LR Amazoni& A F Java By SDK 2.x RAIBIE T —NEFBENA Amazon S3 M , FHARMT —%
SWAEAN , ATE 14 REXKARBRI R, ©E2BIE—NEA MyQueue BIBAF FH [61ZRA 5 &%k
—REMHE SIEMBPEKRNEY 256 KB BEHER. &5 , KBSRFZHEE |, IREZEENHE
KELE , HMBRZER., BAIIMFHEMAE,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
import com.amazon.sqs.javamessaging.ExtendedClientConfiguration;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.*;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.*;

import org.joda.time.DateTime;

import org.joda.time.format.DateTimeFormat;

import java.util.Arrays;
import java.util.list;
import java.util.UUID;

public class SQSExtendedClientExample {
// Create an Amazon S3 bucket with a random name.

private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());
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public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the Amazon SDK for Java Developer Guide.
*/

final AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final BucketLifecycleConfiguration.Rule expirationRule =
new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
final BucketLifecycleConfiguration lifecycleConfig =
new BucketlLifecycleConfiguration().withRules(expirationRule);

// Create the bucket and allow message objects to be stored in the bucket.

s3.createBucket(S3_BUCKET_NAME);
s3.setBucketLifecycleConfiguration(S3_BUCKET_NAME, lifecycleConfig);
System.out.println("Bucket created and configured.");

/*
* Set the Amazon SQS extended client configuration with large payload
* support enabled.
*/
final ExtendedClientConfiguration extendedClientConfig =
new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, S3_BUCKET_NAME);

final AmazonSQS sqgsExtended =
new AmazonSQSExtendedClient(AmazonSQSClientBuilder
.defaultClient(), extendedClientConfig);

/*
* Create a long string of characters for the message object which will
* be stored in the bucket.
*/

int stringlLength = 300000;

char[] chars = new char[stringlLength];
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Arrays.fill(chars, 'x');
final String mylLongString = new String(chars);

// Create a message queue for this example.
final String QueueName = "MyQueue" + UUID.randomUUID().toString();
final CreateQueueRequest createQueueRequest =
new CreateQueueRequest(QueueName);
final String myQueueUrl = sqsExtended
.createQueue(createQueueRequest).getQueuelrl();
System.out.println("Queue created.");

// Send the message.
final SendMessageRequest myMessageRequest =

new SendMessageRequest(myQueueUrl, mylLongString);
sqsExtended.sendMessage(myMessageRequest);
System.out.println("Sent the message.");

// Receive the message.

final ReceiveMessageRequest receiveMessageRequest =
new ReceiveMessageRequest(myQueueUrl);

List<Message> messages = sqsExtended
.receiveMessage(receiveMessageRequest).getMessages();

// Print information about the message.
for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.getMessageld());
System.out.println(" Receipt handle: " + message.getReceiptHandle());
System.out.println(" Message body (first 5 characters): "
+ message.getBody().substring(@, 5));

// Delete the message, the queue, and the bucket.

final String messageReceiptHandle = messages.get(Q).getReceiptHandle();

sqsExtended.deleteMessage(new DeleteMessageRequest(myQueueUrl,
messageReceiptHandle));

System.out.println("Deleted the message.");

sqsExtended.deleteQueue(new DeleteQueueRequest(myQueuelrl));
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");
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private static void deleteBucketAndAllContents(AmazonS3 client) {
ObjectListing objectlListing = client.listObjects(S3_BUCKET_NAME);

while (true) {
for (S30bjectSummary objectSummary : objectlListing
.getObjectSummaries()) {
client.deleteObject(S3_BUCKET_NAME, objectSummary.getKey());

if (objectListing.isTruncated()) {

objectListing = client.listNextBatchOfObjects(objectListing);
} else {

break;

final VersionlListing list = client.listVersions(
new ListVersionsRequest().withBucketName(S3_BUCKET_NAME));

for (S3VersionSummary s : list.getVersionSummaries()) {

client.deleteVersion(S3_BUCKET_NAME, s.getKey(), s.getVersionId());

client.deleteBucket(S3_BUCKET_NAME);

Amazons& T Java B9 SDK 2.x ;-4 : fEFAIE i S3 BEIE KB D SQS JHE

LARAmazoni& AT Java B9 SDK 2.x RAIBIE T —NEFBENA Amazon S3 ZiEM , HARMT —%
S HmBABAN , AFE 14 KEXABBRIFIR, ©ELEE—NE R MyQueue BIBAFIH [1ZBA B %%
—RTFHE S EEFEPE KRBT 256 KB BIREHLES. &5 , KBARRZEE , REZEENME
KELE , HMBRZER, BAIIRMFHME,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
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*

https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

import
import

/**

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
com.amazon.sqs.javamessaging.ExtendedClientConfiguration;

org.joda
org.joda

software.
software.
software.
.amazon.awssdk.services.s3.model.DeleteBucketRequest;
software.
software.
software.
software.
software.
.amazon.awssdk.services.s3.model.ListObjectVersionsRequest;
software.
software.
software.
software.
software.

software

software

software

software

.time.DateTime;
.time.format.DateTimeFormat;

amazon.awssdk.services.s3.S3Client;
amazon.awssdk.services.s3.model.BucketLifecycleConfiguration;
amazon.awssdk.services.s3.model.CreateBucketRequest;

amazon.awssdk.services.s3.model.DeleteObjectRequest;
amazon.awssdk.services.s3.model.ExpirationStatus;
amazon.awssdk.services.s3.model.LifecycleExpiration;
amazon.awssdk.services.s3.model.LifecycleRule;
amazon.awssdk.services.s3.model.LifecycleRuleFilter;

amazon.awssdk.services.s3.model.ListObjectVersionsResponse;
amazon.awssdk.services.s3.model.ListObjectsV2Request;
amazon.awssdk.services.s3.model.ListObjectsV2Response;
amazon.awssdk.services.s3.model.PutBucketLifecycleConfigurationRequest;
amazon.awssdk.services.sqs.SqsClient;

.amazon.awssdk.services.sqgs.model.CreateQueueRequest;
software.
software.
software.
software.
software.
.amazon.awssdk.services.sqs.model.ReceiveMessageResponse;
software.

amazon.awssdk.services.sqs.model.CreateQueueResponse;
amazon.awssdk.services.sqs.model.DeleteMessageRequest;
amazon.awssdk.services.sqs.model.DeleteQueueRequest;
amazon.awssdk.services.sqs.model.Message;
amazon.awssdk.services.sqs.model.ReceiveMessageRequest;

amazon.awssdk.services.sqs.model.SendMessageRequest;

java.util.Arrays;
java.util.List;
java.util.UUID;

* Examples of using Amazon SQS Extended Client Library for Java 2.x
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*
*/
public class SqsExtendedClientExamples {
// Create an Amazon S3 bucket with a random name.
private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());

public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final S3Client s3 = S3Client.create();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final LifecycleRule lifeCycleRule = LifecycleRule.buildex()
.expiration(LifecycleExpiration.builder().days(14).build())
.filter(LifecycleRuleFilter.builder().prefix("").build())
.status(ExpirationStatus.ENABLED)
.build();
final BucketLifecycleConfiguration lifecycleConfig =
BucketLifecycleConfiguration.buildex()
.rules(lifeCycleRule)
.build();

// Create the bucket and configure it
s3.createBucket(CreateBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

s3.putBucketLifecycleConfiguration(PutBucketLifecycleConfigurationRequest.builder()
.bucket(S3_BUCKET_NAME)
.lifecycleConfiguration(lifecycleConfig)
.build());
System.out.println("Bucket created and configured.");

// Set the Amazon SQS extended client configuration with large payload support
enabled

final ExtendedClientConfiguration extendedClientConfig = new
ExtendedClientConfiguration().withPayloadSupportEnabled(s3, S3_BUCKET_NAME);
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final SqgsClient sqsExtended = new
AmazonSQSExtendedClient(SgsClient.builder().build(), extendedClientConfig);

// Create a long string of characters for the message object
int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String mylLongString = new String(chars);

// Create a message queue for this example

final String queueName = "MyQueue-" + UUID.randomUUID();

final CreateQueueResponse createQueueResponse =
sqsExtended.createQueue(CreateQueueRequest.builder().queueName(queueName).build());

final String myQueueUrl = createQueueResponse.queuelUrl();

System.out.println("Queue created.");

// Send the message

final SendMessageRequest sendMessageRequest = SendMessageRequest.builder()
.queueUrl(myQueueUrl)
.messageBody(myLongString)
.build();

sqsExtended.sendMessage(sendMessageRequest);

System.out.println("Sent the message.");

// Receive the message

final ReceiveMessageResponse receiveMessageResponse =
sqsExtended.receiveMessage(ReceiveMessageRequest.builder().queueUrl(myQueueUrl).build());

List<Message> messages = receiveMessageResponse.messages();

// Print information about the message
for (Message message : messages) {
System.out.println("\nMessage received.");

System.out.println(" ID: " + message.messageld());

System.out.println(" Receipt handle: " + message.receiptHandle());

System.out.println(" Message body (first 5 characters): " +
message.body().substring(@, 5));

}

// Delete the message, the queue, and the bucket
final String messageReceiptHandle = messages.get(Q).receiptHandle();

sqsExtended.deleteMessage(DeleteMessageRequest.builder().queuelUrl(myQueuelUrl).receiptHandle(me
System.out.println("Deleted the message.");
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sqsExtended.deleteQueue(DeleteQueueRequest.builder().queueUrl(myQueueUrl).build());
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

private static void deleteBucketAndAllContents(S3Client client) {
ListObjectsV2Response listObjectsResponse =
client.listObjectsV2(ListObjectsV2Request.builder().bucket(S3_BUCKET_NAME).build());
listObjectsResponse.contents().forEach(object -> {

client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(object.key()).bui
1);

ListObjectVersionsResponse listVersionsResponse =
client.listObjectVersions(ListObjectVersionsRequest.builder().bucket(S3_BUCKET_NAME).build());

listVersionsResponse.versions().forEach(version -> {
client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(version.key()).ve

1)

client.deleteBucket(DeleteBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

BRI LA A Apache Maven JI&#Y Java T B B EFMIE Amazon SQS ¥ EBEFFim , LAl LA CHE
SDK. M SDK FiEEZRENAREFPEANSMER,

<properties>
<aws-java-sdk.version>2.20.153</aws-java-sdk.version>
</properties>

<dependencies>
<dependency>
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<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-extended-client-lib</artifactId>
<version>2.0.4</version>

</dependency>

<dependency>
<groupId>joda-time</groupIld>
<artifactId>joda-time</artifactId>
<version>2.12.6</version>
</dependency>
</dependencies>

{8 Python 1 Amazon S3 BB A& L# SQS JHE

B LAE A E A T Python B S & E A SRS Y B & P im EE ML B 2h B SR Z A IR S SR B 18 K B
Amazon SQS HE., XX TFHEM 256 KB T 2 GB W AEEEAEEIER. ZENHEEASFEEFE
Amazon S3 ZE#@ , HEFEEFMEM Amazon S3 R AMEE RIEZITL Z# SQS BASI,

BRI LAERERAT Python MY BB IRERMITATERE

BEEAMARRBAFMHE Amazon S3 H1 | ERREBFRAHANET 256 KB B F £ S3 H
RiE—%5| M Amazon S3 FEFEHFHEN L NNEHENRIVER

* M Amazon S3 f7f# #f 12 AR R AY AT R

* M Amazon S3 7 1 = il BR A8 Bz Y AT R

FRFZMHF

LT R2EBERT Python B Amazon SQS ¥ E & ik FEM ST REH -
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- BEAMLEZIENAmazon K. EelZEAmazontk” , ESME|AmazonE R , RFERE IEAmazon
k. RBIEARITRE, AXIEBNER , BSHAEIL,

« AmazonBHF AT ES : AT LW REIFEH Amazon Python SDK Boto3, EZZEMRERHTF X
TET, BZHAERT Python It KAmazon T EBF & EIEEPHER T Python B9FF ZAmazon
TEIXHY

« Python 3.x ( RESMA ) . pip

« SEAT Python W 5% SQS § BEF iR , I PyPI k5

(® Note

REMFEHAmazonE AT Python WHHEF AT EG , BFeeERAIT D% SQS Python I BEF
WEBEN # S3 EEI L% SQS JHE . AmazonfEA CLI, L5 SQS ##l&., TS
SQS HTTP API R E M HTF A TE ST EHITIHIRME, Amazon

B & H B 174
Amazon SQS ¥ BEFIwFERALU T EEBEMXRE E Amazon S3 jHEFiEIEIN

« large_payload_support: AT F# X EHE M Amazon S3 1F& & & .

 always_through_s3: f1RTrue , NFFEE S & EM#ETE Amazon S3 1, IR EFalse , M/MF
256 KB KB BT &5 Rl s3 FfikiE. BRIAEN False,

« use_legacy_attribute : MR RTrue , NMMBEXHAHHEEER BRRZEEEH
(SQSLargePayloadSize) , M2 H MR EEEBE M (ExtendedPayloadSize).

FEHRERT Python WY BEFIREEE KE Amazon SQS JEHE

LR RBIERBEN B I8 — 1 Amazon S3 FiE. AfE , ELQEIEZ— 1ML NM Amazon SQS A
5| , MyQueuetEZBASIRIE — &R FME S3 FEEH EES 256 KB HEE. &fE , KBAKRRZHE
B REZHEMAXREER , ARBRZEE. BAIIMFERE,

import boto3
import sqs_extended_client

#Set the Amazon SQS extended client configuration with large payload.
sqs_extended_client = boto3.client("sqgs", region_name="us-east-1")
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sqs_extended_client.large_payload_support = "S3_BUCKET_NAME"
sqs_extended_client.use_legacy_attribute = False

# Create an SQS message queue for this example. Then, extract the queue URL.
queue = sqgs_extended_client.create_queue(

QueueName = "MyQueue"

)

queue_url = sqs_extended_client.get_queue_url(
QueueName = "MyQueue"

)['QueueUrl']

# Create the S3 bucket and allow message objects to be stored in the bucket.
sqs_extended_client.s3_client.create_bucket(Bucket=sqs_extended_client.large_payload_support)

# Sending a large message
small_message = "s"
large_message = small_message * 300000 # Shall cross the limit of 256 KB

send_message_response = sqs_extended_client.send_message(
QueueUrl=queue_url,
MessageBody=large_message

)

assert send_message_response['ResponseMetadata’]J['HTTPStatusCode'] == 200

# Receiving the large message
receive_message_response = sqs_extended_client.receive_message(
QueueUrl=queue_url,
MessageAttributeNames=["'All"']
)
assert receive_message_response[ 'Messages'][@]['Body'] == large_message
receipt_handle = receive_message_response[ 'Messages'][0@]['ReceiptHandle']

# Deleting the large message
# Set to True for deleting the payload from S3
sqs_extended_client.delete_payload_from_s3 = True
delete_message_response = sqs_extended_client.delete_message(
QueueUrl=queue_url,
ReceiptHandle=receipt_handle

assert delete_message_response[ 'ResponseMetadata']['HTTPStatusCode'] == 200
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# Deleting the queue
delete_queue_response = sqs_extended_client.delete_queue(
QueueUrl=queue_url

assert delete_queue_response['ResponseMetadata’]['HTTPStatusCode'] == 200
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Bl & Amazon SQS RA% ( #=HIH )

£ Amazon SQS #Z#| A& BEMEE Amazon Simple Queue Service (Amazon SQS) BA FI FN4F1E .
BRI AR RS AR E MRS IR IR IR 2 KWL | FIEERATI S ERBASIRERER , HERE
fih & 255K ¥ A Amazon Lambda B %K.

£

« Amazon SQS ETE MM FRI#EH (ABAC)

- BEMIZE (255 )

- BEHEERE (2FE)

- £/ SQS EEM IR EA N BAFIE B ARS5 2xm A% (SSE) (#2#H& )

« RBAFIEEARS AR im I3 (SSE) (#2#& )

« 1 Amazon SQS RAIIEL B A D EFEE (EHE )

» 3 Amazon SQS BAFIiT#] Amazon SNS & ( £#A )

. BLERASI A& Amazon Lambda BIEK (2H1& )

- RETERMAEE (2FE)

Amazon SQS ETE MR AR 2 H| (ABAC)

ft 42 ABAC ?

ETEMNAEES (ABAC) R —MEMIRE , AREATH INEIA R Amazon BIRMFRERE U
R, ABAC RIEEMNERMBAMRZNHRIES  BESEFERENETACHNRBEINEZEN
B, HEPRIUTMIHEREEE, HX ABACHEZFAEE , 52 (IAM AFERE) FHH4LRE
Amazon ABAC,

Amazon SQS % # ABAC , RFZEIES Amazon SQS BAFIX BRI FRE M Bl & Sk &% Amazon
SQS BASIRYF R R, Amazon SQS #/3 F ABAC WHRE M 38 K H4E BN IAM 446 H Amazon
SQS A%l , MAEREREREE RN,

{&Bh ABAC , o] LAEAPRE N Amazon SQS BAFIELE IAM G R B | XBBITFEYT BXE
EIE, BAUFERARNESENMNLESABHNIREE IAM FRZEANMMURER , M AL ES RN ER
AT ERE R B, IR T BA[E IAM ERHM INFRE LA I2 ABAC KB, BT LAE ABAC KRR IT RERTT
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BAN IAM AP A€ LFRES Amazon SQS BAFIFRE ILEL AT 2 1F Amazon SQS #1E, Ei¥4H T ##
Amazon FEIFRIE |, ES I Amazon FRICE SR Amazon SQS A2 B FRZ,

® Note
ABAC for Amazon SQS B 82 EFERA Amazon SQS #J Amazon Bl Xig#EH | BT
TERBRA

- WAMK (BERE)
- WAHK (BRAE)
. WM ( BEHES )

. EOM (Rt )

RN+ ARIZTE Amazon SQS #{EH ABAC ?
LA 27 Amazon SQS F i/ ABAC By —LE#r4b -

« ABAC for Amazon SQS BEEEVHINREKIE, BLENTE T/ERECETERIE, B LIERE
BT 2RI ERFERFE | XU BRIETF .

 f£/ ABAC tREY KERME, HFRECEIBHHEL iricH , FREFLE AR FHAR
YRR o

o £/ IAM R RKBRHFIRBE . EALNA IAM THEIERE | AEATINRRFENE IAM £
RS TR ERENTLRINR, XAUFEBEEDIRTRFERNENIE,

- RIRERELRIZNEIR. LAILUETEE Amazon CloudTrail FHAFBHEERBEESEN S 4.

FH

- Amazon SQS ¥y ABAC &#48

o« TAEEFIHFRIE

- B2 IAM A7 Amazon SQS FA %
o WIAETE AT E] 4% 5l

Amazon SQS #J ABAC &4

SET] LA R BT S R SR A2 U B BUR A
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FRARER

ABAC &4 P

[

REERE

aws : ResourceTag Amazon SQS A%l L {XBR IAM policy

AR (RAIE) 5
B IRE (A
) FREEARE

aws : RequestTag Amazon SQS BAFI%E  BABISKEEFN IAM SRR

BRI R (2
FE ) S0
& (RAME ) THRE
BRE

aws : TagKeys BRI ERER
& Y PR S B T

U7 E] 4 H Ry PR

RABIRBEF] IAM SRR

Amazon SQS &4k

Amazon SQS BAFI'E
TREEE

TagQueue,

UntagQueue,
CreateQueue

TagQueue,

UntagQueue,
CreateQueue

AT 2 aalE AR &t T 4R sl R R, 1% IAM REERR & IAM A P REEH N BREEBERRFE
( 8 : environment , 1§ : production ) BIFTEBAFIRITAIE Amazon SQS #1E. EXEZER , 5
R ARSHWE T E M REFI A Amazon Organizations,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment":
}
}
}
]
}
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B2 IAM B FF Amazon SQS BA %l

LA R4 88 7 an{al 8 FH Amazon Web Services Management Console 1 Amazon CloudFormation
212 ABAC FBERIZHIXT Amazon SQS WM,

f£ A Amazon Web Services Management Console

Bz 1AM B/

1. &3 Amazon Web Services Management Console , A EA L TRHLITFF IAM #2HI& : hitps:/

console.aws.amazon.com/iam/,
MNEMSMERFEERERF,

IEBEARMAR |, RRERP&XAEPRH AR
EERGRES - REHRE , RAREET—F: R,
%% Next:Tags (F—%: #5%),

TR IMA environment , FHRZEHRMA betao
EET—H: 578, RREEQERAF,

EHEEZS D MBBERRBAFFEFREELZEVE,

© N o o b~ w0 N

w0 IAM A PR

1. EHRECIEN IAM AP,
2. EBRANIMABREE,
3. f& JSON &I+ L , #0E LT KR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAccessForSameResTag",
"Effect": "Allow",
"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage",
"sqs:DeleteMessage"
1,
"Resource": "*",
"Condition": {

#2 |IAM B # Amazon SQS BA %l
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"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "AllowAccessForSameReqTag",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",
"sgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

4. EBREREERMK.
5. EEIEXMK,

£ Amazon CloudFormation

£ LA R Rl Amazon CloudFormation 4R £ 2k B NELKBEF] Amazon SQS BAFIEY IAM AP -

AWSTemplateFormatVersion: "2010-09-09"

#1722 |AM B 7 # Amazon SQS BAFI 98
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Description: "CloudFormation template to create IAM user with custom inline policy"

"2012-10-17",

"Statement": [

"Sid": "AllowAccessForSameResTag",
"Effect": "Allow",
"Action": [

"sqgs:SendMessage",

"sqs:ReceiveMessage",

"sqs:DeleteMessage"
1,
"Resource":
"Condition": {

"StringEquals": {

"aws:ResourceTag/environment": "${aws:PrincipalTag/

g n
’

"Sid": "AllowAccessForSameReqTag",
"Effect": "Allow",
"Action": [

"sqgs:CreateQueue",

"sqgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"
1,
"Resource":
"Condition": {

"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/

"
’

Resources:
IAMPolicy:
Type: "Amazon::IAM::Policy"
Properties:
PolicyDocument:
{
"Version":
{
environment}"
},
{
environment}"
I
{

"Sid": "DenyAccessForProd",

#2 |IAM B # Amazon SQS BA %l
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"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/stage":

Users:
- "testUser"
PolicyName: tagQueuePolicy

IAMUser:
Type: "AWS::IAM::User"
Properties:
Path: "/"
UserName: "testUser"
Tags:

Key: "environment"
Value: "beta"

A it B T I 1 Y T (] 22
AT RGIRR T T4 Amazon SQS FMRLETF BRI H 2,

E—MBAS  RIRERIRENKE , FREERENES

Z1T It Amazon CLI 3 &R IS , FHRERIRENME  IREERENES. WX

Amazon CLI , AT AR BH T EYL N EAMELE % CLI,

Ilprodll

e ]

aws sqgs create-queue --queue-name prodQueue —region us-east-1 —tags "environment=prod"

SR ESRB Amazon SQS iR M AccessDenied fRiR

An error occurred (AccessDenied) when calling the CreateQueue operation: Access to the

resource <queueUrl> is denied.

WiAE T B T5 A2
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XEEN IAM BFHNFEEES CreateQueue APl AR £ WIREFRTE, EidE , B[ IAM A
FRAT—MRE , HERE RN environment , EIRE RN beta.

BIE—NBASI | FHRLRIREANIFE |, FRLEREN N
Z1TIE CLI tn kM 0IZRAS , FHRERIREN environment , FREEIREN beta

aws sqs create-queue --queue-name betaQueue —region us-east-1 —tags "environment=beta"
BB -RHE , BIASIERNEIE , TR,

{

"QueueUrl": "<queueUrl>"

}

1] BA 51 % 35555 B

21Tt CLI fnm LA mBA B & 255 B o

aws sqgs send-message --queue-url <queueUrl> --message-body testMessage

I Rz & & R H B B R Ih&E X E Amazon SQS BA%l, 1AM AR A FEEH A beta FREHRATI A IX
SEE, R S3E MD50fMessageBody FEEEE K Messageld,

{
"MD50fMessageBody": "<MD50fMessageBody>",
"MessageId": "<MessageId>"

}

RENFISH (252 )
BIESRHENTIE , TEBATSH

. TL&EHT MBAF (A—NEAE ) WEKEEXNEMEEARERTRNEKE, HXHFSE ,
SR A R,

REBIISH o
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® Note

FEAEHAEET NGB R ERSTMEEENERE, ERELZHZFHEENER
BfiE , AERE A — Amazon SDK,

« JHEREH - Amazon SQS REBERFIFHEENBEKE, BRIABRT , I EEREM

Ko BALBEIINREERERS 14 Ro MXFR , BZHESREH,

« {BIXHEIR - Amazon SQS EEEERMBIBASIKEE Z IS EERAETE,. MXFRE , HSHEIE

HEIR.

« RACHBRD - WBASIWZRATHER KD, RERE , TSHEIEE XD,
« EWOHEBFFrIE - Amazon SQS HR I INEIZKERESHFEHEZNTHNREKINE. BXES

52 , & Amazon SQS BRI K,

- BRETHRENESEBIEMER - Amazon SQS ATUREHEEX B IRZESEHEMER ID. BXE

ZEL ,BS N FHEH Amazon SQS FIFO BA %,

- BASERE FIFO- BT HASIFAEEEASELE, BEREMETMSFERER ( EELUENR R

SEEM FIFO M ERE ) EXAN FIFORIIEASEHEMENRE. BXEZFER , BEH
FIFO RASIM B EM BN S SR EH

- BT VR - E LHPLEIRBA S T U LA SR MESESRASI. BXRESER , 55 M Amazon

SQS FEfERAS,

NAEFIBEERRSISE (258 )

2

~

BN LA T ML 3TH Amazon SQS ##& : https://console.aws.amazon.com/sgs/e
ESMERKT , EZF Queues (RAF). EFSIHERRE.

RAFEE D

XTI AR | AR R B, SBEAN 0 WE 12 /Mat. BINMER 30 ¥,
NFHERER , MAFENBANEL. BEN 1 7HE 14 R, BRINMERN 4 Ko

SFHOREAG] | RO B e WA —ME. SBEN 020 B, RNEN 0B , X&REER
#, EAEEEBLEERLA.

NFARIEER  WMAFENEMEN, SEEH 0 WE 15 28, BIAMERN OV,
NFJRAHEKRND , WA—ME. SEEN 1 KB £ 256 KB, BRIAEN 256 KB,
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9. XTFFIFOBNS , EBREAETHEANEEHERBRASAETHBRNEERERR. BRRIAMER
T, ZRELATERARS

10. ( W& ) Eik FIFO MEUEH%EEB’J%&%LXEEMEUﬂhﬂiiz%u?%u&i‘ég  FEEEASEHE
FIFO,

R IR RED ( ESRERRSEEMN FIFO FHERS ) ENR FIFORIIEAESR
HEMENIRE, MREXEASELE FIFO IENEMIRE , NASIEEEHELEN  EEHN
ERBREAEHIT. BXREZEER , BTSSR FIFOIINEFELEMN 5HEHEXAEER

1. XTEHED TR , FEREA. MNATERIAPERE : AW (RN ) . BAIIZEIPIE
4, EFEEATIE , B Amazon BIREBF (ARN) IEERZ 10 MR SR SR,

12. BEZIISHE , ZERE.

=i FRE (1ZEFHE )
SIEBABIRY | LR L A R

HRREEEN T AL ESINKS . ARNAR, HRKEEEN T AP LGRS E (Hlm
SendMessage, ReceiveMessage 3 DeleteMessage ) o BRIAZRBGX R UFBAFIFNE & ZE MK
HE

HOEASIRE A ER (254 )

BN LA T ML 3TH Amazon SQS # & : https://console.aws.amazon.com/sgs/e

ESMERT , EFE,

LR B H LR RE.

R 15 B R E

ERAEPRBHEREIED. BXFRRBEINESER , 1§38 Amazon SQS FEY &4 A
HAEE,

6. BEEZTHEERKRE , EER7F.

o > o bh =

fiEM SQS HEM MEZ A N BAFIE B IR S5 2xim % (SSE) ( 24
L
=)

B T BRI\ Amazon SQS EERRS R MNE (SSE) WA , Amazon SQS & SSE (SSE-SQS) i /i
FECEBENIEERSH|IHMNE , LAEA SQS F&E N ZA KRR Bid SR 5 &5 B BUREIE.
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£/ SSE-SQS , £LXF RN EENEEZ , B LF B RN BEN AT INZEEHIE, SSE-SQS Atk E
M MBE  AEPEREERONBEAMNEEER , MEAFHANTZA.

SSE-SQS f#H 256 I &R INFIRAH (AES-256) MMZ R EAHIE. —B Amazon SQS IEH
B | SSE AN HE#HITINE, Amazon SQS UMBRFEREMEE , REESHEHERAZABNERE
NF&FEBR,

(® Note

« RN SSE RTURE T HEE M Z B MY ER T &1 RSBt F B

 Amazon SQS AWEXMAFMABSIMNE, Hit , <MH KMS-SSE ~4« B35 A SQS-SSE,
WMREFHLEERN KMS-SSE [5/2 A SQS-SSE , M ATEE RPN MEHER.

5 BAFIELE SSE-SQS M (#2414 )

(@ Note

HKIANBERT , A HTTP ( 3E TLS ) i S BIZEME#BASIE R < /5 A SSE-SQS Mm%, A
HTTPS = Signature Version 4 % R 812 Amazon SQS A% B —fh L2 £ HEXKK,

1. BEUTMUITHF Amazon SQS ##l A& : hitps://console.aws.amazon.com/sgs/o
ESMERKT |, % Queues (RAF).

LRSI, REERRE

RIFINE,

NF RS |HME , EFEBA (BRIN) .

o & 0N

(® Note

JBH SSE jg , X in#ZBAFIKE R SendMessage Fl ReceiveMessage & RF#HIE
#8, Amazon SQS L2 HEXKREBVUAFAEFAERBER, WMREE @ Amazon SQS RAS
KIZEZBER , FHREH SSE,

6. & Amazon SQS 4R (SSE-SQS). ERALLETM TS 4EFHNTA,
7. ERRRE.
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NEASIEL ERRSS BRim N2 (SSE) ( 2BH & )

AT RFAGIEEFHEIE , Amazon SQS FRIAN FIE # I ZHBA SIS A RS 2R N2
(SSE)s Amazon SQS 5 Amazon Web Services Key Management Service (Amazon Web Services
KMS) &£/ , A TEEBRSEFIHMNE (SSE) B KMS %41, BXEM SSEMER , BSRESNE,

B EAERATIN KMS BIAXMERZAEEK , AP BEMBENEAZAIINEENNR, BXE
B, BEAEHEE,

MRETZE KMS ZEANPAEE , RELZRNKFIZE kms: ListAliases # kms:DescribeKey
PR, MBTTETE Amazon SQS #2#H| A LEFE X KMS BEAMER. ER KMS ZANEEERT
BIXERNR. BXEZEER , BSAEHEE,

Bl EE BN | EALEE SSE-KMS,
HUEBASIE B SSE-KMS ( #2414 )

1. B LT MuLFTFF Amazon SQS ##|A : https://console.aws.amazon.com/sgs/e
2. ESMBEED , %EF Queues (BAFI),

3. EEBS, REERRE.

4. RITMZE,

5. WTFRS|RMNE , EFBA (BRN).

® Note

JBH SSE Jg , X in#ZBAFIKE R SendMessage Fl ReceiveMessage & R[#HIE
“#8, Amazon SQS L HEXKREBUFAEFAERER, WMREE @ Amazon SQS RAS
KIEEZER , FHREH SSE,

6. 1%£$® Amazon Key Management Service %40 (SSE-KMS),
EHIE2E R KMS B4 ER,. KM KMS %47 ARN,
7. RBAFIEE KMS Z4 ID. BXEZELR , B2 XBRE,

a. ERIERER KMS Z4A5I1Z %,
b. BRIAZ4ARE Amazon SQS B Amazon Web Services 3£ KMS 240, EFEHLZR4 |, FM
KMS 45 RFIERE,
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c. EFEAHE Amazon Web Services Ik~ Y BE X KMS 248 , M KMS ZH 5| RPEFZ
%4, BXROEBEN KMS B4R , 52 (Amazon Web Services Key Management
Service FF R AR EE) RPHBIEZ,
d EFEAFTEIRPHBEEN KMS ZAH¥K B Hi Amazon Web Services Ik # B E XL KMS
24, FEBRm A KMS Z4A518 |, HA KMS 248 Amazon BIREBF (ARN),
8. (Wit)XWNTFHEZHAERARAY , BE—IMNT 1 287 24 Ptz BENE. BRIAMERN S5 78, B
REZER , BN THEEZAEREH,
9. BEES SSE-KMS 5 , &BRRF.

79 Amazon SQS RAHIELER A D BIRE ( 12HE )

&I LAE Amazon SQS AT IR AN 2 BL AR SR B B A L MARIRIX LERA S|, BXEZER |, 55N
Amazon SQS KA D BERZ,

ERFINEMELTEL , FiSET £ 8 RAFINFE,
BlE R EAFIN | BT NAIIEERE,
HOERFIRERS (2454 )

1. BILATMuEFTFF Amazon SQS # &l A& : hitps://console.aws.amazon.com/sgs/o
2. TESMBEETP , % Queues (BAF),

3. IEEBAIIFEREE

4, RFPERZE D

5. . B ERRASIFRE ¢

a. EARMARE , FRBEMIFFE , WARNE , REEERMHIRE,
b. EEHMHIRE , FEXHBNE.
c. EMRHEL , HRFREXZDHMER.

6. BEZXIER , BERT.

71 Amazon SQS BAFIiT ¥ Amazon SNS £ ( #4185 )

BRI EAR — 1 FHZ 4 Amazon SQS BAFIT ¥ Amazon Simple Notification Service (Amazon SNS) E
B, HEEERMEEBA , Amazon SNS FaENEITHESIAELES . Amazon SQS BT

ARSI EE BFRE 106
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FFMPTE L ENNPR. B Amazon SNS BWEZEE , iHZ [ Amazon Simple Notification Service Ff
RARIEERB LR Amazon SNS ?

3 Amazon SQS BASIIT ] SNS E&At , Amazon SNS & H HTTPS 58 B3 & 2 Amazon SQS.
B X Amazon SNS AT INZEH Amazon SQS BAFIMEE. |, i5Z R Amazon FREHELE KMS X
R

/A Important

Amazon SQS XEFEFNMHRIKEZRZ 20 ™MEA, iTE Amazon SNS B LR INIXHE —ME
a, BYLHENSBEBRIT R KK,

HBAFIITE SNS T (#2514 )

1. B AT MuEITFF Amazon SQS # & & : https://console.aws.amazon.com/sgs/o
ESMEBRSD , BRI,

MEBABIBIRAF | EFEITEI SNS EAIRAF,

M Actions ( #84E ) & , i%# Subscribe to Amazon SNS topic ( 1T Amazon SNS =& ) ,
MIEET AT LEBAFIEY Amazon SNS ERAE £ | ERERAFIH SNS £/,

o A 0N

MRZFHEDRY|H SNS 3 |, FikFH A Amazon SNS =& ARN , REHMAETEH Amazon
BIRABF (ARN),

6. ‘&R

7. ERIHTHER , BANEEE , AREEETHRAZNIINES. BXEZER , HSH
Amazon Simple Notification Service FF & A A IERHH Amazon SNS JEE &,

R IEH Amazon SQS BAFIF] SNS FEBEFREH Amazon Web Services Ik A |, N EBRFA & 44
MEBINTHE, BXEZEE |, 55 Amazon Simple Notification Service Ff & A A IEE P KT IAT
[
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BLiERA I LA &% Amazon Lambda B ( #2518 )

& LAE A Amazon Lambda BE4LE Amazon SQS BAFIHHIE S, Lambda 3 if1BA %I H 518 A &
) Lambda ¥ , EPF BT ENIEENEHS, NELHERKERELESHIZR , BRI T

REBNZEDRENCEER LEENBNNAE. X—FANREIERT Lambda &R E

2 B AL 22 B 8] B B PR TR A T E i

AR E B —NRASIME N S8R Lambda BAETT AL IR /Y H B R SEEBA S,

—AN Lambda EE AT AL EER B ZANBAFIEY IR ( WENBASIERA — 4 Lambda EHIR ) o &R LAERA
BHZA Lambda BE¥HIE —RAF,

M REFIZBAFI S Lambda BB AEXEX |, {B Lambda TR MEE , BfF kms :Decrypt RERHFNE
&K Lambda TR &,

EELITRH
o BHIRAFIF] Lambda BB F B — Amazon Xig,

BX5EHE Lambda BHBMEER |, 5 (Amazon Lambda F XA R IEE)Y YT Amazon Lambda
FF Amazon SQS.

FRF M

ERE Lambda B AR SR , BLTURRUTER !

- MREBFERAAF , NIEH Amazon SQS BEXTBIFEA TR :
* lambda:CreateEventSourceMapping
+ lambda:ListEventSourceMappings
+ lambda:ListFunctions
« Lambda i {THAEXIIIFEA TR :
* sgs:DeleteMessage
* sqgs:GetQueueAttributes
* sgs:ReceiveMessage
o WMREFMZBAFIE Lambda BIEHEREL |, i54F kms :Decrypt XBRFIZE| Lambda HITAEH,
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EXEZEER ,BHS N EE Amazon SQS FH 5 B A BRELA

BLEBA SIS AR Lambda BEHE ( #2F1& )

1. B LT MuEiTFF Amazon SQS # & A : https://console.aws.amazon.com/sgs/e
2. ESMBEET , %EF Queues (BAF),

3. HEMIITTEL , ERERBHISG,
4
5

EBAFITIE L |, i%£$F Lambda it & 25& T+,
£ Lambda fit X85 W E L , i%£#F Lambda fit X 88,

MRIKRFPKEEEERN Lambda il &85 , HEFEEE Lambda AL A ES. A Lambda E#K
B Amazon BIREZ (ARN) , ERAERR. REEERE.

6. EEFF. BEHEXRFEE , AFERAINFEAEENMH.

EiIFHAEETEL , Lambda il & 28& I+ F /R Lambda B KR HIRAS . Lambda HEBIARLNFEE 1
759 B 18] S BA 51 < Bk o

7. ERITIREMNER  FOEHIIAIEEE |, REE Lambda B4 AP EEMAMN Lambda &
B,

BB AN (B )

JFFRAEBRTIF FIFO A% , BRI B E R SELEWLTEEE (e EE. wEZEKE. S8R
B ). BXEZEE , S HAmazon SQS JHEE .

HHEAERMEREEREEAG (2F 8 )

1. B LA T MuLITFF Amazon SQS ##| A : https://console.aws.amazon.com/sgs/o
2. ESMERP ‘R

3. TERANSITIE , EFERAS,

4., EFRRIENBEVCEE.

5. MAEREEMSH.

a. HEBMXAKESR , BARS 256 N FRFAYMHE— B R,
b. WTEMRE 6 BERFRHHR, BFH=HH,

c. (WiEt)WMABENHIERE, i, LR byte, int 5 float ENBFHAEL
BiERE,
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d. HEEXASEF , HAHEEME,

Message attributes - Optional Info

String v

Add new attribute

6. EFMEAMEBEISENE  FEREMNFEE,

Message attributes - Optional Info

string ¥

| Add new attribute ‘

7. BAIERFHEEZ AR SRR ME,

8. EMEREM , HEFEMER. ERBRE-—NEME , BXRAEEEM.

9. ERFEMANESERZRE , BRRZFEHEE. REHEE , BHE2E R —&FRAWER. EEFHR
XEREHEWHEBEMENGE , BEREFFARE. EETH , UXHERFEAE RN EE,
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£}

£33 Amazon SQS ¥r/EF FIFO BAFIHI I
TH R{ESSR T E B EE A Amazon SQS BIEKAH & Mk aIEHE B,

F

X Amazon SQS #rAEFN FIFO BABIAY 2RI
3t Amazon SQS FIFO BA I E b 2%

2

# A Amazon SQS H &

B&{K Amazon SQS R A

M Amazon SQS #rA&ERASIE E FIFO RASI

£ Amazon SQS JHE

T 5N ATES By & 2 Amazon SQS &t EE R

F
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REtALEE R

B EREE R
REKEH
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RT— B EEAE
SKEHEiE K- By R 5

KEtabEEE A

AREERRERRTENNARFRES KIERLGENMBERES. Sl , MRENERARFLE—
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BREF—MENBEKNN AT EERXZRLEEE, HE , IRENNARFLE-FEEFTERR
108, BRIl EB8REN 28 , WEREERAENELEESN  Z—MAESRRIES

5 B
/HEe~o

ERRAETVHNRALEESE  BEATIIRKEz—
- MREHE (HEAUSEMMGLT ) LEEEFAFNNE , WFPESN TR S8R ERKELEHER
FENRKEBEHARBRES. BXESEE , FSHAEE I HEN,

« MREFHELFHEFTES KA , BAENERERZQERNES  BHENSB T REER (5
m2a%) , R ( REENERAENELEZEER ) , RAUUSS TR EENIER 2 28,

/A Important

B AT LA M Amazon SQS Yt E) ReceiveMessage ERAETH#E 12 /e, ZEKTI 4
BRTLEE 12 MR AE,

B EBATRETT AR AN E B ERT AT [E R B 7 ReceiveMessage ERE 3N 1TATER

R R 12 /et (BN 43200 % ) . Bl RSB —FEE |, HFUEBET LR
ChangeMessageVisibility M , ¥ VisibilityTimeout &ENR 43200 # , LLigE
12 PR AE , WiZHERTESAN, ER , BRIEET ReceiveMessage BERHEEM
EMAA RN ZRAFERAENER  SNER 43195 WX MESEFER. MRENFER
EFEES 12 /et , 5FEREA Step Functions,

LB ESREE IR

EREBEREIR  BEATYREZ — -

o MREMEH Amazon SDK , MIBEZUEEFEABIERXMNEREE, BEXEZER , 55H
{Amazon Web Services —f#Z %) H B Amazon FHEIZEiXFIEHEIE,

o WMRBKFEH Amazon SDK $JAEHTEIRMEIR , MERKBEMELS, BTk B Amazon SQS
HEEIREERER T Eid ReceiveMessage BIEZHI , NAGTER (i, 200 B ) o XTI/~
H+HHRI%E RH ReceiveMessage WELFEA , NATEKMNEE6TE ( Fl0 400 ¥ ) .

REKH

3 ReceiveMessage API IREMZFFBE AT 0 1, KEWER. HFEKEASERERN 208, K
REBELEBRZEMNAYEE ( ReceiveMessage RINEBHEE AN ) FERBNZMA (SHET
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RERIESEW/F ) , HBEIREMER Amazon SQS HIRA, BXEZEE |, 55 EAmazon SQS &
BB,

ERREEEELE  BEAUTRRE

- ERZSEERT , B LU ReceiveMessage FEMENREN 20 ¥, MR 20 WX BN ARERF
FiRAEK , MAREREW ReceiveMessage FF8tE (&2 1% ) . WWRFHFEMA Amazon SDK
148 Amazon SQS , 2& £ Amazon SDK BLE N EBRENEFATE , N AT aEAHE K Amazon
SQS & , FEEAWTRBIEEKNERIN KR AFEARENEFNE,

« MRENZAARIIERERLE , WNESNBAIERA—NEE , MARNFIERIIFEREN &R, MR
NENBAIIERA—NERE , ZFONARF B ESASPREETAMNGEXLES ; NREHE
NEBRRBWZSNBAG , NAESBNARFES S (&K 20 % ) ZEEA AE RSN TZE
WEBEMASIFR AT AER,

/A Important

NiER HTTP £4i% , ¥R ReceiveMessage ERH HTTP Mo R AT EE
WaitTimeSeconds Z¥E K. EXEZE LR , S ReceiveMessage,

HRBRZREE
EMRFABETELENER , AZREEHR CloudWatch f847 , FEEIEEFAS,
- BRI EREEABEERAYE , EFNRII KRB ESEE@RIFEERS,

« ERAXENIFBRDEEBAR/NEELATFEREE ( TERELEZLERNHEELR ) BLE,

- ERAY|FRBEFHHE RS ApproximateAge0fOldestMessage CloudWatch #E#rkE |, A
NESRHEFAEBANBAESFENE. BEXRGSAI B TEEEERALLERNA LEIRER.

RIESEIERA 5K B 1

NFHERRT , SEENE M RIRARTHERBARNESE. FEEBERETIR , AR EER
¥T%E, ApproximateAgeOfOldestMessage EHREREEMNBARENS , MAREERIK
EREtE. fla , RIE—FEEERBAIIPEZT 1 X, ARSI BEREG. MRIEFBATIHR
BHEIN 4 X, MERYSE 3 REMIEERFIHMBER , B ApproximateAgeOfOldestMessage 79 3
Ko Hit , RESNERBLFILEIINRERE N LERBBA N R EE K,
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X F FIFO RA%I , HHEBEIFEESIET , ABRREELXE
B, ApproximateAgeOfOldestMessage fE#RIERE BB EIZEAS, £ LERE—RHA
o HETE 4 RIEMIEERASIRMIBR , B ApproximateAgeOfOldestMessage 7 4 X,

BRF — A E B E

BT Amazon SQS R— 1Mo WX R4 , Hik , BIEEM ReceiveMessage APl 153% 8 A A ZhiR [El B
Amazon SQS FEEMRIENERE , FAEHRAREFTQKREIER. EXTERT , Amazon SQS 8
BRFRNELERE—X , MEFEAEMNRKES 2N, ATEXEBERTAF2BEZHRAEHEE ,
H BN BRI RENTIN R AKIZRBERERN 1.

SRHE R R0 R R4
KHEE R-MRFERRFAA (RPC) RAN | HiENTHRESRR

- BEONENEE CIZEERS. MRESHTASNMIZECREES , E£RAXE ID HEEMEN
B & M5 23E K

« FEILBEHZEENS, XTRSSHEIEERIHN S —MIEERBAEE

BXREABNIFEFHSEER-MEEANESEE |, FS5H BR-BADEEKWERER (ELIBA
).

F&{K Amazon SQS X7~

LA B 3 SR B T A5 BY AR B AK AR AN 5 I FA BfY B9 7 B AR BR AR SR L1 B et Y B R
REALIEH SR 1E
ERERA , TR R SR H SR E

« BXA, BRABEBEE  HESE —BREEHRZSFHENEE TR EEN |, B6H Amazon SQS
AL IE API 1k,

- ENEFRETSERMOERES |, BFKELHE5Amazon SDK for Java BEMIRY &b 74 %
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@ Note
Amazon SQS &FFH & iw B Bl T < #F FIFO BA%l,
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FRESINHER

- KRWEEEBEHETARILEM Amazon SQS BAFIHERER.

- ERRKMER Amazon SQS B A2 H R 4> 22 BA T Y ZR U B ( N IR BEMETHE B8
ReceiveMessage R{EMIMRBIXE ) , BRAKRA, BXEZHELR , iS5 H Amazon SQS
K8,

- ZRGERAEESREBERNSIMELENRE |, BRI LER.
- ERSBERT , KRARTERA.
- BERWSVELREEE , BIER K Amazon SQS BAFIH ZE,
- EFENYENEA ReceiveMessage B RN NARFHNESR | EFEAERIA,
- BRAMNITHREKERER.

M Amazon SQS #r/ERFIFE ZE FIFO BA %I

MRERNBREZIRE DelaySeconds ¥ , WA BERHESREREHEKHERA ID KB
FIFO RA%1,

BXEZEER , BSEMRAERIIEE FIFO B,

% Amazon SQS FIFO BAFIR H b2

TIRERRIABDEREMEAEEESHERR ID AEE4L ID. BXEZER , 53 H Amazon
Simple Queue Service APl ZZ ) SendMessage f SendMessageBatch &1k,

£}

- f£/ Amazon SQS JBEEEEHIEMER ID
- £/ Amazon SQSJEE4 ID

- f£/ Amazon SQS EWERZ ID

£/ Amazon SQS JHEEES HIEMBR ID

HEEEREMR ID RATHERFERRITESREN RO T, MREAIEETHEREEEE
EBIEMER ID AER |, WA EABRERESHEMER ID RIAM BRI EKIES , BFR2HES
N ESBIERERERR &L A,
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® Note
Amazon SQS 442 R ERE EEE IEMIBR ID , BIEEH SHIEWABIRR 2 5t 2 ik,

RECHEEESEHEMER ID
BIEERAE FHER THRENSRHREHSESBIEMER D 4

« Amazon SQS XM AN K- T EMHEEEENXNE RIEHEE,
« Amazon SQS 4N AN HE—IMBANEMEE., EEEBHTRINERIEEE,
« Amazon SQS KM AEBEEMARNAETRE (Hl , BEEEEEXFNERITHRTRE ) WELEH

JBNO

NE—aIEE/EREREE R ESBIER R

MREBE—WURBENE-—NEAEABRBSHBRE—N (ANEEEXPEIERETHAEFE
2 1D) , FEREZERK :

- ARFIGHETHARNEEREMR (EXHENMEAH—NIEX ) . SIREZEEESHIEN
B& ID,

- REFEAELENSNFEREBEMEBERERSE ID , BRFEM | IHXEATUERBINITEKR-Zi
F5,

« BRFSTHHEE FIFO AP MIRF , Rt o Ei R IAHERFR.

X PRIk E 7 |RRT IR

FIFO BABIRMESHEN RS EEA MM, ERITNARFN , NBREUEZENEREGIERS
i 40 B B ) 45 FR T Y 1RO T REAT IR E

- RIEESMTEAIINESHIEMERER. Amazon SQS WEEHREMRERRN 5 24, FESHK
M BRAT (B B PRI HA /S E i SendMessage R ATgEFEERNHEESIARRGIF, Hltn , EHPH
BHREFAZHNFREENEE ., MREREZWEIAG —BRERIXEFNNEEE  WEEH
REBFNRNEEZZHEXBERTEFEEEN,

- FRAELTNERTRNMERN  UENEUAEEN SR ol T ELEERHNRREZRE, SAEdT
WM ChangeMessageVisibility BRFERKAEE SN ATNMER, B2 , MEATR M4BT
B, HttEAET LA RLGEEE  MNMSRZRAEERE. EREXMER , BEEIEEEAS
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K032 A DL 4 7 A

EREBREMEE , BFUAEENEEN AT Amazon FF & TEGIKEEN, XEATEERLARE
®iPEA ReceiveMessage APl 1,

£/ Amazon SQS JEE4A ID

MessageGroupld REEHEHEE THEESANIEE, BTRE—HEAENERREXN T HEAN™E
IRFENEE (B2, BTTAEEESANEETRSTRIAFLE )

REZIMEFEEA

EXHE - FIFORRIIGTHZNMNEFERA , BERAEEA IDE (flWM, SAMRAFNSERE ). &
BERT , ZMEREATLELS  E8NMAFNSERIER FIFO AXAAE,

® Note
MRBETENESHKESA DAEEATR , NEMERETLEEGHEESL ID WEE.

BREZCEE/EAERETFLEEEN

EELENMERLIFEEENERT , FEEERSMIRENERENRETRELEESEHE |
BIRENANEBREEER —ME—RIES4A ID,

® Note

EWERT , HHEREET, BR , BARIDESNIRF,
FESZMIBENERAENEMERHLENTEFEEESHENXK (MR ITELEER
AMBENARLEREE , HEEEREBNEMTELETAR ).

BREAMEIEEA IDHERERE

XF FIFO BA%I , 2 AT EAE 20000 &ERHPHEE ( FEHAE S MBI ER |, 18 1 R MBA S5 i

BR ) o MNRBEFBLEE , Amazon SQS HALREMEMEEIREE. FIFO RAFIANKEE 2 FEEELL
BEGHAESA, XENES  NMREEENMNEEAPRETHESE  WERDERARENEE 2R | &
wfﬁ)ﬂﬁﬂﬂﬁ%éﬂqﬂﬁfiil_ BiZRA SIS B .
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® Note

ERMERDEE4A D WEENRETRERRATEAELERILE -FERERN. HELE
RIBATRE R TR B AR RIB LR E KA FEER .

EBERRUARREAEZHEE , HEUEHELEN EAHEEESA ID WEMEENLE | FE
RIRESEIE RS R B

BREELSIFEEERHERNESA D

EREREFEFHARENRIINARELAZ BEERHEEERA D AEREMBEE |, HRREEN
AFIFEEERAARAEERA ID,

£ Amazon SQS #WiER=1s ID
EWERZR ID RATX ReceiveMessage A3 TE S BIEM BRI SR,

ESBIT R TEEM Amazon SQS Z A7 4 & £ B FUAY AT B P 45 R T i) |, S{ESRER R R HRERE
RZH D, FEFTRTESRFEAUFEARBNZERERER ID #ITER,
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Amazon SQS Java SDK R4l

&7 LA Fl Amazon SDK for Java ## 5 Amazon Simple Queue Service (Amazon SQS) fE
Amazon [RFREH Java NAEF. ELXEMIRE SDK , FZH (Amazon SDK for Java 2.x FFR A
RIEME) PWITREA,

BHREZR Amazon SQS BAFIRER B , FlananmelZRASIHAZIEHEE |, ESE (Amazon SDK for
Java2x FFR ARIERE) FHIER Amazon SQS JEER %,

AEEFHROIR T Hfts Amazon SQS HE , HIMEES BIKME (SSE). MASBIRENH LR
f.

2

. /RIS ERME (SSE)

© NAIIREIRE

. REBBREE

A RS 25w &8 (SSE)

& 0] LA FH Amazon SDK for Java [@ Amazon SQS BAFI7R MRS 85 % N2 (SSE). TNBASIERAE

F Amazon Key Management Service (Amazon KMS) KMS Z4A4E BB INZRZ4E, RFRE
Amazon & KMS ZH AT Amazon SQS. BXfEM SSE M KMS ZHACNESER , FSHE
A&,

a1 B0 BA 578 i SSE

EHIMEFIBEARSSEIHNE |, H#FE A SetQueueAttributes FIEIRE KmsMasterKeyId &
.,

LA REBRABIF Amazon KMS keyi& i Amazon 1£& KMS %47 , BT Amazon SQS., ZRHliEe
F Amazon KMS keyE A B HIIRE N 140 ¥

EZETRARBZE , BRREIRE T Amazon £, EXEZEL , i3 Amazon SDK for Java
2X FEARIEEHRMIZE Amazon EREFFF & X5,

// Create an SqgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();
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// Get the URL of your queue.
String myQueueName = "my queue";
GetQueueUrlResponse getQueueUrlResponse =

sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(myQueueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the Amazon managed
KMS key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Create the SetQueueAttributesRequest.

SetQueueAttributesRequest set_attrs_request = SetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributes(attributes)
.build();

sgsClient.setQueueAttributes(set_attrs_request);

HNEAFIZEA SSE

ERNUENINZRARSH/IHMNE , BEH SetQueueAttributes A fF KmsMasterKeyId BHi&
BRNZEFREH,

/A Important
null XF KmsMasterkKeyId R EM{E,

£ SSE #IZRA5

EEGIERASINE A SSE , B KmsMasterKeyId BHRME CreateQueue APl 5%/,

UTRBIEERBRAT SSE W1ER T RIZFHRAS . BAFIRF Amazon & KMS #4A T Amazon SQS,
ZRBIE SN Amazon KMS keyE FHEHIIRE RN 160 B,
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EZETRARBZE , BERREIRE T Amazon £, EXEZEEL , i3 Amazon SDK for Java
2X FEARIEEHRMIZE Amazon EREFFF & XiF,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the Amazon managed
KMS key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Add the attributes to the CreateQueueRequest.
CreateQueueRequest createQueueRequest =
CreateQueueRequest.builder()
.queueName(queueName)
.attributes(attributes)
.build();
sgsClient.createQueue(createQueueRequest);

K% SSE B
BXHRERIIBEHENEE , i55H Amazon Simple Queue Service APl & fiY =4,

ERFRIBEIIN KMS %40 ID BIBEZAERER , 1517 GetQueueAttributes HEHKE
KmsMasterKeyId fl KmsDataKeyReusePeriodSeconds {Eo

A BAFIEL EPRE

5/ cost-allocation ¥r& 3 #5 Bh4H 4R F#51R Amazon SQS BA %I, LA T 7R 453E /= 20 4al {8 F§ Amazon SDK
for Java KRB ENFL, BXEZEE , 5 HAmazon SQS A D BIRE,

EZETRARBZE , TEREIRE T Amazon £, EXEZEER |, 1§55 Amazon SDK for Java
2X FEARIBETRMIZE Amazon EEMNFT A X,

5l HFRE
EDHRAYIMFRE |, BEA ListQueueTags FiZo
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// Create an SgsClient for the specified region.
SgsClient sqgsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create the ListQueueTagsRequest.
final ListQueueTagsRequest listQueueTagsRequest =

ListQueueTagsRequest.builder().queuelUrl(queuelrl).build();

// Retrieve the list of queue tags and print them.
final ListQueueTagsResponse listQueueTagsResponse =
sqsClient.listQueueTags(listQueueTagsRequest);
System.out.println(String.format("ListQueueTags: \tTags for queue %s are %s.\n",
queueName, listQueueTagsResponse.tags() ));

IS B TR
ENBSIRNINHEFIRZE , BEA TagQueue ik,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Build a hashmap of the tags.

final HashMap<String, String> addedTags = new HashMap<>();
addedTags.put("Team", "Development");
addedTags.put("Priority", "Beta");
addedTags.put("Accounting ID", "456def");

//Create the TagQueueRequest and add them to the queue.
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final TagQueueRequest tagQueueRequest = TagQueueRequest.builder()
.queueUrl(queuelrl)
.tags(addedTags)
.build();

sqsClient.tagQueue(tagQueueRequest);

il BRAR 2

EMBAFIFBIBR—NRZMRZ |, B UntagQueue k. AT REIFMIER Accounting ID 4R
%

SYadleY

// Create the UntagQueueRequest.

final UntagQueueRequest untagQueueRequest = UntagQueueRequest.builder()
.queueUrl(queueUlrl)
.tagKeys("Accounting ID")
.build();

// Remove the tag from this queue.
sgsClient.untagQueue(untagQueueRequest);

RiEZHEBM

BULAEREEEY  EEHERERERTEE (RS, wEBEZERKE. SEFRAF ). BX
EZER |, 55 Amazon SQS HEE 4,

EZTRARB 2 , FRREIRE T Amazon EfE. BXEZELR , i35 Amazon SDK for Java
2X FEAREEFHEE Amazon EFFFF £ X,

EXEH

ENHEENEM , BRMER MessageAttributeValue BIBPXEWLUTRB. BEXESZELR
BZSR EEBMAH M EEBMHREXRR .

Amazon SDK for Java B/ ITEEEEXFEEBMREN , FHNES Amazon SQS REIHHIEH T
R, BXEZER , 25 Amazon SDK for Java 2x F XA RIER ; BXHEMERIES , H5HIT
EHEEMH MD5 HERE,
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String

WRBIEN String B , EEBFH Name , EH Jane,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put('"Name", new MessageAttributeValue()
.withDataType("String")

.withStringValue("Jane"));

Number

BERBIE X Number B , EE# AccurateWeight , % 230.000000000000000001

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccurateWeight", new MessageAttributeValue()
.withDataType("Number")

.withStringValue("230.000000000000000001"));

Binary

WRBIE Y Binary B , E&#H ByteArray , EARDBAILH 10 A,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ByteArray", new MessageAttributeValue()
.withDataType("Binary")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

String (custom)

WROIENBEXNEM String.Employeeld , EEZ 7 Employeeld, 8 ABC123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("Employeeld", new MessageAttributeValue()
.withDataType("String.EmployeelId")

.withStringValue("ABC123456"));

Number (custom)

LREBIENBEMNEM Number . AccountId , EZ# A AccountId, {EHN 000123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();

EXEM
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messageAttributes.put("AccountId", new MessageAttributeValue()
.withDataType("Number.AccountId")
.withStringValue("000123456"));

(@ Note
BATFEAKIERE N Number , ReceiveMessage FiELIRE 123456,

Binary (custom)

WREIEN BENEM Binary.JPEG , HE#HR Applicationlcon , BRARHBILH 10 FH
B,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();

messageAttributes.put("ApplicationIcon", new MessageAttributeValue()
.withDataType("Binary.JPEG")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

RIEHBRBRMENES
WRBITEREHE B BB R ME SendMessageRequest A,

// Send a message with an attribute.

final SendMessageRequest sendMessageRequest = new SendMessageRequest();
sendMessageRequest.withMessageBody("This is my message text.");
sendMessageRequest.withQueueUrl(myQueueUrl);
sendMessageRequest.withMessageAttributes(messageAttributes);
sgs.sendMessage(sendMessageRequest);

/A Important
MBREERIAF &t £ (FIFO) BAFI , R sendMessage HEERMEEA ID 2G5
1T
MR EFEH SendMessageBatch A3EMIE SendMessage , MAFIEER AL B ELEEN
SHEEM,
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A JMS 1 Amazon SQS

Amazon SQS Java Messaging Library &35& A F Amazon SQS # Java Message Service (JMS)

BO 6 ATESEEELER IMS MR ARERFRHRIA Amazon SQS. FIALED , MRBHEEERED
A Amazon SQS AE JMS R#ERF. £44& A Amazon SDK for Java 5 Amazon SQS Java
Messaging Library , BRI BLBI2 JMS EZMSEUR S Amazon SQS BA %Iz B WA H B 1Y 812 &
ERE,

BB FE XA YE JMS 1.1 AUERIBASPERIRR (IMS RN RER ) ; ZEXFHXAR, FRHNRHES
B2 &£ E| Amazon SQS A%, EXFRIRFSEWH R

AR JMS 1.1 HISEM Amazon SQS Java Messaging Library 3iERER , SR FH JMS 1.1
X HEH Amazon SQS F L [E &,

FH

- ERZH

« Amazon SQS Java Messaging Library Al’]

« ¥ Amazon SQS Java Message Service (JMS) & ix 5 H M Amazon SQS EF ixE & H
- EBRATAM Java Rl - EEFEA JMS 5 Amazon SQS #r/ERA 5

o XFEH JMS 1.1 K5

SoRFZM
EFFB 2, BATHREATRREY
« ERAT Java By SDK

AESAMTRNSXFERAT Java iy SDK BEHFEMEH .
o TEHLEERT Java B9 SDK,
- {#/ Maven 3XEX Amazon SQS Java Messaging Library,

(@ Note

EAT Java B9 SDK RN — MBI EER,
EAT Java B9 SDK MEATF Java B9 Amazon SQS T BEEFFIHEEEZEMFH J2SE
Development Kit 8.0 B &R,
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http://docs.oracle.com/javaee/6/api/javax/jms/package-summary.html
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BXTEEAT Java ) SDKWER , BSRER T Java B SDK,
« Amazon SQS Java Messaging Library

MR AREH Maven , M AJURF amazon-sqs-java-messaging-1lib.jar BFE%RMNE Java £
BEHR, BXTHRZENEER , 25 Amazon SQS Java Messaging Library,

(® Note

Amazon SQS Java Messaging Library ‘@3&EX Maven F Spring Framework %%,
B < Maven, Spring Framework 1 Amazon SQS Java Messaging Library B R
Bl , ESFEER A AR Java ”H) - EEEA JMS 5 Amazon SQS FRERA S,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-messaging-lib</artifactId>
<version>1.0.4</version>
<type>jar</type>

</dependency>

« Amazon SQS BA %l

&R T Amazon SQS B Amazon Web Services Management Console, CreateQueue API 5
Amazon SQS Java Messaging Library F‘@EH % Amazon SQS & FFiw , fIEBAS,

- BxEA Amazon Web Services Management Console={ CreateQueue API £/ F Amazon
SQS WIRAFINER , BSRBIZERAY,

« BxfEH Amazon SQS Java Messaging Library B9 & , &5 fAmazon SQS Java Messaging
Library Aie

Amazon SQS Java Messaging Library A|’]

EFRESEA Java Message Service (JMS) & Amazon SQS , EEAATHHRBRE, UTEHD
NAWMABIE IMS EZEMSFUAR M EIEFZBCE R,

Amazon SQS Java Messaging Library F8& 7 #%&# Amazon SQS BEF RN R , ZNRSRERR
#1£ Amazon SQS A%, MRRAFIFEFE , BEFRIHFUEE,
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& JMS E#

1.

BIEBEETI H3iZ I @A createConnection A%,

// Create a new connection factory with all defaults (credentials and region) set
automatically
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.defaultClient()
)i

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SQSConnection X javax.jms.Connection #ITTH Bo. BRT JMS FRifEiE

BFH %, SQSConnection BRMEM—LT5E | HliN getAmazonSQSClient
getWrappedAmazonSQSClient, XFHM A EL ALEBHITREIEE JMS HSEHHWERIRE ,
BNl #FHBAF, FF , getWrappedAmazonSQSClient J53AF R4 M Bl E##E A/ Amazon
SQS EFmMHERE, ZBERFREFRPNEBINRERTHN IMSException , ML A
B IMSException RENIMNERBELEFERAZFE.

& LAMERA M getAmazonSQSClient # getWrappedAmazonSQSClient iR [E /Y Z F i X 3K
RATREBEE IMS FEH N EERME (e , ATLAAIE Amazon SQS A5l ) o

MREDENRBEE IMS E , MINFEA getWrappedAmazonSQSClient :

o MRIEFEH getWrappedAmazonSQSClient , MREINEFIHN RAFIEREHEER JMS
7%

- WMREMEA getAmazonSQSClient , MXERERF2ERH Amazon SQS &,

#1172 Amazon SQS BA %I
BENEFPHENRHFREREBFE Amazon SQS BA%I,

WRAIIFREFE , BRWHECIEE. MEIEFE , Wix )J ERRBREEfE. BXESZEE , 550
TextMessageSender.java "I “IRIBEE QBT — T,

BIEFRIERA S

// Get the wrapped client
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AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an SQS queue named MyQueue, if it doesn't already exist
if (!client.queueExists("MyQueue")) {
client.createQueue("MyQueue");

B2 FIFO RA%I

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an Amazon SQS FIFO queue named MyQueue.fifo, if it doesn't already exist
if (!client.queueExists("MyQueue.fifo")) {
Map<String, String> attributes = new HashMap<String, String>();
attributes.put("FifoQueue", "true");
attributes.put("ContentBasedDeduplication", "true");
client.createQueue(new
CreateQueueRequest().withQueueName("MyQueue.fifo").withAttributes(attributes));

}

(® Note

FIFO BABIB AT . fifo FRLER.
B> ContentBasedDeduplication BMMWEZEER , SR E— X,

R RIEHR

1. HEZEMEM Amazon SQS RAFIER AR |, NelZE—NEH AUTO_ACKNOWLEDGE #EXHIEE
£ JMS &%,

// Create the nontransacted session with AUTO_ACKNOWLEDGE mode
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

2. ATHEBRIIREXAHER |, FalE— IMS BRFIFRRNE S el &,

// Create a queue identity and specify the queue name to the session
Queue queue = session.createQueue('"MyQueue");

// Create a producer for the 'MyQueue'
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MessageProducer producer = session.createProducer(queue);
3. BIBXAHEHFERIZZFIG,
I%\

- EORARRSIREHEE BT RETMTHMBSH.

// Create the text message
TextMessage message = session.createTextMessage('"Hello World!");

// Send the message
producer.send(message);
System.out.println("JIMS Message " + message.getIMSMessageID());

- EM FIFORIIRIZER , YTREHEEA ID, LA REEEEEHEMRR ID. BXEZS
E8 , FERXERIE,

// Create the text message
TextMessage message = session.createTextMessage('"Hello World!");

// Set the message group ID
message.setStringProperty("IMSXGroupID", "Default");

// You can also set a custom message deduplication ID

// message.setStringProperty("JIMS_SQS_DeduplicationId", "hello");

// Here, it's not needed because content-based deduplication is enabled for the
queue

// Send the message
producer.send(message);
System.out.println("JMS Message " + message.getJIMSMessageID());

System.out.println("JIMS Message Sequence Number " +
message.getStringProperty("JIMS_SQS_SequenceNumber"));

BEZ:30 1)
1. BEKCEE  THR-MFGR-—NMERE  AEEA start 5k,
BB THEZAA start Fik. ToF , AETATFRBYNE , BEERRALS A

// Create a consumer for the 'MyQueue'
MessageConsumer consumer = session.createConsumer(queue);
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// Start receiving incoming messages
connection.start();

2. HEBFRA 1 DEHNBERTNZEAEEA receive 5%, RERERIIEERR,
- WEIRBIRERRFIRVGERE , WAGRDERNAR.

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {

System.out.println("Received: " + ((TextMessage) receivedMessage).getText());

« EWEIREA FIFORRFIKEES , BRI G REENARNEMSET FIFOREERM |, Hlan
SEHEA ID, HEESHBERER ID MFHE, BXEZELE , BSHXERIE,

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
System.out.println("Group id: " +
receivedMessage.getStringProperty("IMSXGroupID"));

System.out.println("Message deduplication id: " +
receivedMessage.getStringProperty("JIMS_SQS_DeduplicationId"));

System.out.println("Message sequence number: " +
receivedMessage.getStringProperty("JIMS_SQS_SequenceNumber"));

}

3. XHMEENZE,

// Close the connection (and the session).
connection.close();

MHEEERUTUTAR

JMS Message ID:8example-588b-44e5-bbcf-d81l6example2
Received: Hello World!
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(@ Note
I&TLAE A Spring Framework #11{LIX £33 R,
BXxHMER , BSH SpringExampleConfiguration.xml, SpringExample.java,
LA ExampleConfiguration. javadBs H#Y ExampleCommon. java F SEFRAI AR Java
=l £EEA IMS 5 Amazon SQS #RAERASI Ay E B BHFEFF 3L,

AXREEMBZBBRIWTERY , 5350 TextMessageSender.java # SyncMessageReceiver.javas
FEEWVCER

£ Amazon SQS Java Messaging Library A TR RAIFR | SHEKIEE MyQueue H R E I,

LU R B9 48 o i@ IS s T 25 S S R WUR B

1. SEHE Messagelistener $#0,

class MylListener implements Messagelistener {

@Override
public void onMessage(Message message) {
try {
// Cast the received message as TextMessage and print the text to
screen.
System.out.println("Received: " + ((TextMessage) message).getText());
} catch (JMSException e) {
e.printStackTrace();

}

FWEEERS , M onMessage #£MOK Messagelistener &, M KWERSIGF | WHR
FEHEFHXR,

2. X receive KMELHIEEFEAEERKWE K MARXNEAELNEA MyListener AiE, E
LELEF-PH,

// Create a consumer for the 'MyQueue'.
MessageConsumer consumer = session.createConsumer(queue);
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// Instantiate and set the message listener for the consumer.
consumer.setMessagelListener(new MylListener());

// Start receiving incoming messages.
connection.start();

// Wait for 1 second. The listener onMessage() method is invoked when a message is
received.
Thread.sleep(1000);

HRPB®E Amazon SQS Java Messaging Library Al T RBIFHSERER. BEXxFSEAENTER
| , 2 #AsyncMessageReceiver. java® ) SEFRA AW Java R4l S5E&EA JIMS 5 Amazon
SQS FRARS,

L RPIE R S LT ARRALL

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

EAE P REAER

Amazon SQS Java Messaging Library AT RABIEA AUTO_ACKNOWLEDGE &= , ZEX 2 B3
BIARBINERER ( LS NERM Amazon SQS BAFIHRHIEREER ) o

1. ERHEHELNETEFEABINEE  MAMEIEESR CLIENT_ACKNOWLEDGE XXM £1E,

// Create the non-transacted session with CLIENT_ACKNOWLEDGE mode.
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

2. WEPEER , ERHEE , REEABIAES.

// Cast the received message as TextMessage and print the text to screen. Also
acknowledge the message.
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
receivedMessage.acknowledge();
System.out.println("Acknowledged: " + message.getJMSMessageID());
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® Note
EHERXT , SWIAEREEN , teRABAEZEEZHWIINAEEE, i,
RKF 10 F£EE , M{REEIASE 10 FEHE (REBCEENINEF ) , RAEEXWINLRRAT
BIFHEER

HRPB®E Amazon SQS Java Messaging Library A T REIFHSERER., BXEEEFIREIAMER
WESERENTERSG , 52 /SyncMessageReceiverClientAcknowledge. java® iy LR A
A Java R~ E£&EH JMS 5 Amazon SQS ¥rAER B,

B RGIE B R S LT RA R

JMS Message ID:4example-aa@e-403f-b6df-5e@2example5s
Received: Hello World!
Acknowledged: ID:4example-aaQe-403f-b6df-5e@2example5s

EREFREINER

EEM CLIENT_ACKNOWLEDGE # 8 , FMBEZIRIAES R BIANEEZBREINFEEE.,. BXE
ZER  FSRERAEP mEIAMER,

Amazon SQS Java Messaging Library {2t 5 —##8IAE X, Z£H UNORDERED_ACKNOWLEDGE
B, ERHEAAEREXBARIINFIEER , TEHENBERRFNM, At , EFEH
UNORDERED_ACKNOWLEDGE # =X 6l 41E,

// Create the non-transacted session with UNORDERED_ACKNOWLEDGE mode.
Session session = connection.createSession(false, SQSSession.UNORDERED_ACKNOWLEDGE);

HRPRE AT RENMEXROPHNDSRER. HXEH UNORDERED_ACKNOWLEDGE X #YE
SHERAENTE RS , H5H SyncMessageReceiverUnorderedAcknowledge. javao

LE R B R S LT ARRAEL

JMS Message ID:dexample-73ad-4adb-bc6c-4357example?
Received: Hello World!
Acknowledged: ID:dexample-73ad-4adb-bc6c-4357example?
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¥ Amazon SQS Java Message Service (JMS) & F i 5 H At
Amazon SQS EFinBt & A

El&fEH Amazon SQS Java Message Service (JMS) &5 Amazon SDK , 2% Amazon SQS 8
B R/NBREIN 256 KB, T , BALAEFHE Amazon SQS FFiH6IE JMS BRIEREF. Hla , Tl
R JMS BEFHSERT Java B Amazon SQS ¥ EBEEFiRERAIZSEX Amazon S3 FHER
718 (HKAN 2GB) W5 A Amazon SQS EHE., BXEZELR | S &R Java #l Amazon S3

EEABTL#H SQS HE.

LT Java KRB REIFAT BREFFRECE IMS RHEERF

AmazonS3 s3 = new AmazonS3Client(credentials);
Region s3Region = Region.getRegion(Regions.US_WEST_2);
s3.setRegion(s3Region);

// Set the Amazon S3 bucket name, and set a lifecycle rule on the bucket to

// permanently delete objects a certain number of days after each object's creation
date.

// Next, create the bucket, and enable message objects to be stored in the bucket.
BucketLifecycleConfiguration.Rule expirationRule = new
BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");

BucketLifecycleConfiguration lifecycleConfig = new
BucketLifecycleConfiguration().withRules(expirationRule);

s3.createBucket(s3BucketName);
s3.setBucketLifecycleConfiguration(s3BucketName, lifecycleConfig);
System.out.println("Bucket created and configured.");

// Set the SQS extended client configuration with large payload support enabled.
ExtendedClientConfiguration extendedClientConfig = new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, s3BucketName);

AmazonSQS sqsExtended = new AmazonSQSExtendedClient(new AmazonSQSClient(credentials),
extendedClientConfig);

Region sqsRegion = Region.getRegion(Regions.US_WEST_2);
sqsExtended.setRegion(sqsRegion);

LR Java KBS REIFQIZEZET

// Create the connection factory using the environment variable credential provider.
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// Pass the configured Amazon SQS Extended Client to the IMS connection factory.
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(

new ProviderConfiguration(),

sqsExtended

);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SEFRAT A Java =™l EEEA JMS 5 Amazon SQS #RAERA S

LA 88 R 51354 BA In{al 45 & F Java Message Service (JMS) 5 Amazon SQS #r/#B\5, BxEMA
FIFO BASINEZELR , B2 HAIE FIFO \F, BFXRFEEMEZEYEE. (FEBAFIF FIFO
ABIM R ZZBCEE 2B, B2 , FIFORRIIFHEEEEEZE M, )

ExampleConfiguration.java

AR Java SDK v 1.x REBRAIRIE T AT EAM Java RAIWRKIAAFIBFR, XEMEIE,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*/

public class ExampleConfiguration {
public static final String DEFAULT_QUEUE_NAME = "SQSJMSClientExampleQueue";

public static final Region DEFAULT_REGION = Region.getRegion(Regions.US_EAST_2);

private static String getParameter( String args[], int i ) {
if( i + 1 >= args.length ) {
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throw new IllegalArgumentException( "Missing parameter for " + args[i] );

}

return args[i+1];

/**

* Parse the command line and return the resulting config. If the config parsing

fails
* print the error and the usage message and then call System.exit
*
* @param app the app to use when printing the usage string
* @param args the command line arguments
* @return the parsed config
*/
public static ExampleConfiguration parseConfig(String app, String args[]) {
try {
return new ExampleConfiguration(args);
} catch (IllegalArgumentException e) {
System.err.println( "ERROR: " + e.getMessage() );
System.err.println();

System.err.println( "Usage: " + app + " [--queue <queue>] [--region
<region>] [--credentials <credentials>] ");

System.err.println( " or" );

System.err.println( " "+ app + " <spring.xml>" );

System.exit(-1);
return null;

private ExampleConfiguration(String args[]) {
for( int i = @; i < args.length; ++i ) {
String arg = args[i];
if( arg.equals( "--queue" ) ) {
setQueueName(getParameter(args, i));
i++;
} else if( arg.equals( "--region" ) ) {
String regionName = getParameter(args, i);
try {
setRegion(Region.getRegion(Regions.fromName(regionName)));
} catch( IllegalArgumentException e ) {
throw new IllegalArgumentException( "Unrecognized region " +

regionName );

i++

ExampleConfiguration.java
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} else if( arg.equals( "--credentials" ) ) {
String credsFile = getParameter(args, i);
try {
setCredentialsProvider( new
PropertiesFileCredentialsProvider(credsFile) );
} catch (AmazonClientException e) {
throw new IllegalArgumentException("Error reading credentials from
" + credsFile, e );

}
i++;

} else {
throw new IllegalArgumentException("Unrecognized option " + arg);

private String queueName = DEFAULT_QUEUE_NAME;

private Region region = DEFAULT_REGION;

private AWSCredentialsProvider credentialsProvider = new
DefaultAWSCredentialsProviderChain();

public String getQueueName() {
return queueName;

public void setQueueName(String queueName) {
this.queueName = queueName;

public Region getRegion() {
return region;

public void setRegion(Region region) {
this.region = region;

public AWSCredentialsProvider getCredentialsProvider() {
return credentialsProvider;

public void setCredentialsProvider(AWSCredentialsProvider credentialsProvider) {
// Make sure they're usable first
credentialsProvider.getCredentials();
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this.credentialsProvider = credentialsProvider;

TextMessageSender.java

LR Java R RAIGIEXATHECIEE,

*

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

*/

public class TextMessageSender {

public static void main(String args[]) throws IMSException {
ExampleConfiguration config =

ExampleConfiguration.parseConfig("TextMessageSender", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
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ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
MessageProducer producer =

session.createProducer( session.createQueue( config.getQueueName() ) );

sendMessages(session, producer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void sendMessages( Session session, MessageProducer producer ) {
BufferedReader inputReader = new BufferedReader(
new InputStreamReader( System.in, Charset.defaultCharset() ) );

try {
String input;
while( true ) {
System.out.print( "Enter message to send (leave empty to exit): " );
input = inputReader.readlLine();
if( input == null || input.equals("" ) ) break;

TextMessage message = session.createTextMessage(input);
producer.send(message);
System.out.println( "Send message " + message.getIMSMessageID() );
}
} catch (EOFException e) {
// Just return on EOF
} catch (IOException e) {

System.err.println( "Failed reading input: " + e.getMessage() );
} catch (JMSException e) {
System.err.println( "Failed sending message: " + e.getMessage() );

e.printStackTrace();

SyncMessageReceiver.java

LT Java REBRAIGIZRLSHEEERE.
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* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class SyncMessageReceiver {

public static void main(String args[]) throws IMSException {
ExampleConfiguration config =

ExampleConfiguration.parseConfig("SyncMessageReceiver", args);

ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

connection.start();
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receiveMessages(session, consumer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {

try {

while( true ) {

}

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message " + message.getIMSMessageID() );

} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();

AsyncMessageReceiver.java

LT Java KRB RAIGIERLSHEERE.

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
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* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
*

*/

public class AsyncMessageReceiver {

public static void main(String args[]) throws IMSException, InterruptedException {

ExampleConfiguration config =
ExampleConfiguration.parseConfig("AsyncMessageReceiver", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session

Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

MessageConsumer consumer =
session.createConsumer( session.createQueue( config.getQueueName() ) );

// No messages are processed until this is called
connection.start();

ReceiverCallback callback = new ReceiverCallback();
consumer.setMessagelistener( callback );

callback.waitForOneMinuteOfSilence();
System.out.println( "Returning after one minute of silence" );

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

AsyncMessageReceiver.java

143



Amazon Simple Queue Service FRARIER

}

private static class ReceiverCallback implements MessagelListener {
// Used to listen for message silence
private volatile long timeOfLastMessage = System.nanoTime();

public void waitForOneMinuteOfSilence() throws InterruptedException {
for(;;) {
long timeSincelLastMessage = System.nanoTime() - timeOflLastMessage;
long remainingTillOneMinuteOfSilence =
TimeUnit.MINUTES.toNanos(1l) - timeSincelastMessage;
if( remainingTillOneMinuteOfSilence < 0 ) {

break;
}
TimeUnit.NANOSECONDS.sleep(remainingTillOneMinuteOfSilence);
}
}
@Override
public void onMessage(Message message) {
try {

ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " +
message.getIMSMessageID() );
timeOfLastMessage = System.nanoTime();
} catch (JMSException e) {
System.err.println( "Error processing message: " + e.getMessage() );
e.printStackTrace();

SyncMessageReceiverClientAcknowledge.java
BT Java KB RAIGIZEEEFiRBNEXNESERAE.

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*
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* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**
* An example class to demonstrate the behavior of CLIENT_ACKNOWLEDGE mode for received
messages. This example
* complements the example given in {@link SyncMessageReceiverUnorderedAcknowledge} for
UNORDERED_ACKNOWLEDGE mode.
*
* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages
* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to
* receive another message is made. It's shown that no message is returned for this
attempt since in CLIENT_ACKNOWLEDGE mode,
* as expected, all the messages prior to the acknowledged messages are also
acknowledged.
*
* This ISN'T the behavior for UNORDERED_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverUnorderedAcknowledge}
* for an example.
*/

public class SyncMessageReceiverClientAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverClientAcknowledge", args);

// Setup logging for the example
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ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with client acknowledge mode
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));
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// Attempt to receive another message and acknowledge it. This results in
receiving no messages since

// we have acknowledged the second message. Although we didn't explicitly
acknowledge the first message,

// in the CLIENT_ACKNOWLEDGE mode, all the messages received prior to the
explicitly acknowledged message

// are also acknowledged. Therefore, we have implicitly acknowledged the first
message.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer

* @param session Session

* @param messageText Text for the message to be sent

* @throws JIMSException

*/

private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {

// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
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Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SyncMessageReceiverUnorderedAcknowledge.java

BT Java KB REIGIZEREFBINMEXNESERE.

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**
* An example class to demonstrate the behavior of UNORDERED_ACKNOWLEDGE mode for
received messages. This example
* complements the example given in {@link SyncMessageReceiverClientAcknowledge} for
CLIENT_ACKNOWLEDGE mode.

*
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* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to

* receive another message is made. It's shown that the first message received in the
prior attempt is returned again

* for the second attempt. In UNORDERED_ACKNOWLEDGE mode, all the messages must be
explicitly acknowledged no matter what

* the order they're received.

*

* This ISN'T the behavior for CLIENT_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverClientAcknowledge}

* for an example.

*/

public class SyncMessageReceiverUnorderedAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverUnorderedAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with unordered acknowledge mode
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Session session = connection.createSession(false,
SQSSession.UNORDERED_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in
receiving the first message since

// we have acknowledged only the second message. In the UNORDERED_ACKNOWLEDGE
mode, all the messages must

// be explicitly acknowledged.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically

connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer
* @param session Session
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* @param messageText Text for the message to be sent
* @throws JIMSException
*/
private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SpringExampleConfiguration.xml

BLR XML 88 =l 2 SpringExample.java B9 Bean Bt & 3 4,
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<l--

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

<?xml version="1.0" encoding="UTF-8"7?>
<beans
xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xsi:schemalLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/
schema/beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/util http://www.springframework.org/
schema/util/spring-util-3.0.xsd

LES

<bean id="CredentialsProviderBean"
class="com.amazonaws.auth.DefaultAWSCredentialsProviderChain"/>

<bean id="ClientBuilder" class='"com.amazonaws.services.sqs.AmazonSQSClientBuilder"
factory-method="standard">
<property name="region" value="us-east-2"/>
<property name="credentials" ref="CredentialsProviderBean"/>
</bean>

<bean id="ProviderConfiguration"
class="com.amazon.sqs.javamessaging.ProviderConfiguration">
<property name="numberOfMessagesToPrefetch" value="5"/>
</bean>
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<bean id="ConnectionFactory"
class="com.amazon.sqs.javamessaging.SQSConnectionFactory">
<constructor-arg ref="ProviderConfiguration" />
<constructor-arg ref="ClientBuilder" />
</bean>

<bean id="Connection" class="javax.jms.Connection"
factory-bean="ConnectionFactory"
factory-method="createConnection"
init-method="start"
destroy-method="close" />

<bean id="QueueName" class="java.lang.String">
<constructor-arg value="SQSIMSClientExampleQueue"/>
</bean>
</beans>

SpringExample.java

BT Java 55 R HIfEA Bean B E X4 RN BILIERIXT R,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class SpringExample {
public static void main(String args[]) throws IMSException {
if( args.length != 1 || !args[@].endsWith(".xml")) {
System.err.println( "Usage: " + SpringExample.class.getName() + " <spring
config.xml>" );
System.exit(1);
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}

File springFile = new File( args[Q] );
if( !springFile.exists() || !springFile.canRead() ) {
System.err.println( "File " + args[@] + " doesn't exist or isn't
readable.");
System.exit(2);

ExampleCommon.setupLogging();

FileSystemXmlApplicationContext context =
new FileSystemXmlApplicationContext( "file://" +
springFile.getAbsolutePath() );

Connection connection;
try {
connection = context.getBean(Connection.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the JIMS connection to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

String queueName;
try {
queueName = context.getBean("QueueName", String.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the name of the queue to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

if( connection instanceof SQSConnection ) {
ExampleCommon.ensureQueueExists( (SQSConnection) connection, queueName );

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( queueName) );
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receiveMessages(session, consumer);

// The context can be setup to close the connection for us
context.close();
System.out.println( "Context closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message" );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );

e.printStackTrace();

ExampleCommon.java

AT Java REERHIE EEE Amazon SQS RAIIRBREE , IRFERE , UtE—, EXEET
B B A id A8,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
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* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*

*/

public class ExampleCommon {
/**
* A utility function to check the queue exists and create it if needed. For most
* use cases this is usually done by an administrator before the application is
run.
*/
public static void ensureQueueExists(SQSConnection connection, String queueName)
throws JIMSException {
AmazonSQSMessagingClientWrapper client =
connection.getWrappedAmazonSQSClient();

/**
* In most cases, you can do this with just a createQueue call, but
GetQueueUrl
* (called by queueExists) is a faster operation for the common case where the
queue
* already exists. Also many users and roles have permission to call
GetQueueUrl
* but don't have permission to call CreateQueue.
*/
if( !client.queueExists(queueName) ) {
client.createQueue( queueName );

public static void setuplLogging() {
// Setup logging
BasicConfigurator.configure();
Logger.getRootLogger().setlLevel(Level .WARN);

public static void handleMessage(Message message) throws JIMSException {
System.out.println( "Got message " + message.getIMSMessagelID() );
System.out.println( "Content: ");
if( message instanceof TextMessage ) {
TextMessage txtMessage = ( TextMessage ) message;
System.out.println( "\t" + txtMessage.getText() );
} else if( message instanceof BytesMessage ){
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BytesMessage byteMessage = ( BytesMessage ) message;

// Assume the length fits in an int - SQS only supports sizes up to 256k so
that

// should be true

byte[] bytes = new byte[(int)byteMessage.getBodyLength()];

byteMessage.readBytes(bytes);

System.out.println( "\t" + Baseb4.encodeAsString( bytes ) );

} else if( message instanceof ObjectMessage ) {
ObjectMessage objMessage = (ObjectMessage) message;
System.out.println( "\t" + objMessage.getObject() );

M JMS 1.1 S5HE

Amazon SQS Java Messaging Library XL JMS 1.1 SEHs, B Amazon SQS Java Messaging
Library XFHSEMTIBENEZER |, B3 H Amazon SQS WA &,

ENEAENO

* Connection

* ConnectionFactory
* Destination

* Session

* MessageConsumer

* MessageProducer

XIFRHERE

* ByteMessage
* ObjectMessage

 TextMessage

XEWEHEBIAER

* AUTO_ACKNOWLEDGE
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 CLIENT_ACKNOWLEDGE
« DUPS_OK_ACKNOWLEDGE
« UNORDERED_ACKNOWLEDGE

(® Note

UNORDERED_ACKNOWLEDGE XA F JMS 1.1 MG, WERKXEBITF Amazon SQS A iF
JMS EFIRERBEINER,

JMS E BV PRE M T E I 1
KIEHEB
ERXHEN , BN SRR RBATIRAAEE -

« JIMSXGroupID ( X¥F FIFO RAFIRMAFEN , X FHR/EBFIRT R )
« JMS_SQS_DeduplicationId ( XF FIFO BABIRAIER |, X FARHEBFIZR T AT )

HRIZHEEIE , Amazon SQS FHEBFREBLEREATIRAMEY

* JMSMessageID
« JIMS_SQS_SequenceNumber ( fEMAF FIFO BASI )

BEUCEE
EEYCEER , Amazon SQS M ABFKEERENTRLMEN -

» JMSDestination

¢ JMSMessagelD

* JMSRedelivered

+ JMSXDeliveryCount

« JMSXGroupID ( fGERTF FIFO BA% )

« JMS_SQS_DeduplicationId ( &R F FIFO BA%I )
« JMS_SQS_SequenceNumber ( fGERF FIFO BA%I )
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Amazon SQS #iE

&) LAGE A AT R AV IR IR R Amazon SQS BV4FAEF THEE,

FB

- B2 Amazon SQS BA%! (Amazon CloudFormation)

« ##E : M Amazon Virtual Private Cloud ¥538 B & 3% %] Amazon SQS FA %I

212 Amazon SQS BA%| (Amazon CloudFormation)

& A LAE F Amazon CloudFormation #2151 JSON ( 2% YAML ) #4812 Amazon SQS BA%I,
fHX1¥1E , 1555 Amazon CloudFormation i F 18R Y Amazon CloudFormation &4l
AWS: :SQS: :Queue AR,

f£ A Amazon CloudFormation |2 Amazon SQS BA %I,

1. FFLLT JSON REBEHIZEIZ A MyQueue. json I, EQIEFRHERT , 5ER FifoQueue
M ContentBasedDeduplication Bf. EXETHERNEEBERBRNESEE , HSHN
QIE_;KO

(@ Note
FIFO BABIB AT . fifo FRLER.

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Properties": {
"QueueName": "MyQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": true
1,
"Type": "AWS::SQS: :Queue"
}
1Y
"Outputs": {
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-sqs-queue.html
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"QueueName": {

"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
},
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

& 3% Amazon CloudFormation #Z2#I5 , RGEF QI EHK,

FEEEEREMR L | &R EEERHE |, EREH MyQueue. json X, RFEET—%.
EEEHFMAFEETAE L , NHERBFHREA MyQueue , RARRET—F,

R E L , EEBT—%,

£ Review WHE L , %# Create

2 T

Amazon CloudFormation 7 #28|2 MyQueue #4# , #}E R CREATE_IN_PROGRESS I®#&, £
3BTRS , Amazon CloudFormation .2 78 CREATE_COMPLETE IR%S,

Filter: Active Showing 1 stack
Stack Name Created Time Status Description
v MyQueue 2017-02-20 11:39:47 UTC-0800 CREATE_COMPLETE

7. (Mk ) ZEERAFIEIEF, URL M ARN , BBV EBR , RBHET - LR Outputs B

VAN
o

#2 Amazon SQS BA%l (Amazon CloudFormation) 160
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#FZE : M Amazon Virtual Private Cloud 58 B &% Z| Amazon SQS
Nl

EAYED , B THRUOMABTLZEMNET AMNETEHER XKIEE Amazon SQS A%, EMEZEIE—NE
€ Amazon EC2 =418 VPC, iZ=f@3# 0 VPC i SEREE| Amazon SQS |, EMEREE M H
BEX MM iR |, & LAUEEE Amazon EC2 K 3¥5E B 21X E) Amazon SQS A%, BEXEZ{F
B , % Amazon SQS By Amazon Virtual Private Cloud % &0

/A Important

o A BERF Amazon Virtual Private Cloud & HTTPS Amazon SQS s —iEFEH.

« LF Amazon SQS ELE M Amazon VPC KiEEER | %03 AFAE DNS Hig
sqs.us-east-2.amazonaws.com #3315 E i o

« 745 DNS T #F & & iw = |, I queue.amazonaws . com 5 us-
east-2.queue.amazonaws . Coms

- S 1 812 Amazon EC2 ZHX

« S8R 2 . 8lE Amazon &R

- ST 3 WIAEK EC2 EHIF AT LN FF iR

- ST 4 . 7 Amazon SQS ]2 Amazon VPC ¥ &
« S 5 : [ Amazon SQS BAFI &% HE

B 1 : 8l Amazon EC2 Z4AXY

FMAZRBEX |, B LUERES Amazon EC2 3£6l, E2E5—1MNETNEZENERZREENLAEZHN—
AT Mz EBNIE R,

1. &% Amazon EC2 2%l &,

2. ESMERELTNNEMZELHT , EBRZHHX,
3. EESIEZHAN,
4

EOEZAXNITEFEF , X TFBAXNEN , WA SQS-VPCE-Tutorial-Key-Pair HiEiF 4]
=

W VPC REHE. =


https://console.amazonaws.cn/ec2/
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5. BHRKERLBH THRIAEHHA M SQS-VPCE-Tutorial-Key-Pair. pem,

/A Important
FUXHRFELZEMVE. EC2 F2BRNE—BANEMK . pem X,

6. EAY SSH ZEFWMEZEIEMN EC2 L6l , B REMEBANHNNR , MEREENAFREN
BREUZ XA, Hlan -

chmod 400 SQS-VPCE-Tutorial-Key-Pair.pem

FH2 2 - 4|7 Amazon ‘BB

EEBXEMERMIZRE , B4 ER Amazon CloudFormation 4k , &2 A T 6122 H Amazon
EC2 3=4]%1 Amazon SQS BA%IZ Amazon RRA KK HERNER,

RYRAVHERBEUTHIR -

« VPC MXEXBWMERE , BIEFN, 24, Internet Mk FEEH K,
« £ VPC FMH Z31# Amazon EC2 £ 4
« Amazon SQS A%l

1. T#EHBHRNSQS-VPCE-Tutorial-CloudFormation.yaml#Amazon CloudFormationt&4x
GitHub,

2. %3 Amazon CloudFormation 4l &,
3. EERGIEMK,

4, TEERBEMRTEL , fOXIEFFERL£4£E Amazon S3, SQS-VPCE-SQS-Tutorial-
CloudFormation.yaml X#FT—%,

5. HEEEWAGSERES , AT TRE

a. XWFHKRBH , WA SQS-VPCE-Tutorial-Stacke
b. XF KeyName , iFi%£#F SQS-vpce-Tutorial-Key-p air,
c. HEENext(T—%),

6. EEMIEL , EBT—%,

S 2 : 812 Amazon BIR 162


https://github.com/aws-samples/amazon-sqs-samples/blob/master/templates/SQS-VPCE-Tutorial-CloudFormation.yaml
https://console.amazonaws.cn/cloudformation/
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7. HE‘EF WHEH B | IR R FAIAIXAmazonCloudFormation ATRELRIEHEEHEMN B
EI‘J 1AM ﬁjﬁo , %Eﬁ** ﬁIJE o

Amazon CloudFormation FF#a €I H+ , HE R CREATE_IN_PROGRESS &, EHERETRK
J& , Amazon CloudFormation ¥Z R CREATE_COMPLETE A%,

FIR 3 WIAEH EC2 SZHIF A A FF 1A 8]

& H) Amazon CloudFormation #4R#E VPC R /E318& N SQS-VPCE-Tutorial-EC2- Instance £

EC2 £fl, It EC2 RHIFARFHILHE , HATERHEHELIET Amazon SQS, ERIFX—=2 |, &
RIUEERNZRS] , 2IRERFABRS , ARSI HE XX E Amazon SQS.

1. 3% Amazon EC2 12&l&,

ESMER FEHT | &R,

i%# SQS-VPCE-Tutorial-EC2Instance,

£ #1208 DNS (IPv4) THIEHL R , B0 ec2-203-0-113-0.us-west-2.compute.amazonaws.com,

NBEEBZa I ENZANMWE FZH |, FHAUTHSERERISSS | 6l :

o & w0 DN

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

6. ZHMEZINEFML/ES , Hlw:

ping amazon.com

IEONFRHERAY BRAE | EREE R KM,
7. %3 Amazon SQS #4l&

8. MBAFIFIERAH | % H Amazon CloudFormation 4R ( #li VPCE-SQS-Tutorial-Stack-
CFQueue-1ABCDEFGH2IJK ) Bl EIBAZ,

9. HEHFMEERD , E# URL , Bt | https://sqs.us-east-2.amazonaws.com/123456789012/,
10. MI&H EC2 =4l , 2 FEAUTHTEIZATILZMAHEE |, Hl -

aws sqs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."
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https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/sqs/
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IEMFRHIR BRAF |, REZ KMo

/A Important
MfE , &7 Amazon SQS B2 VPC in /B , BRI REZ R R,

S 4 . 7 Amazon SQS £1# Amazon VPC % R

B VPC £ R Amazon SQS , BM4MEN —/NEO VPC iR, ARG , ATUER VPC
B EC2 £ Amazon SQS APl, X AT EHE XIEZEl Amazon MEFRBIRAGI , M EFEE N
Internet,

@ Note
EC2 S=4l{hF %1 El Internet LRI E M Amazon BRS R &

1. &3% Amazon VPC #1848,

ESMFEL L | ERHR

pri=Jui = A J=N

EolBim_ELE , X TRSEH , &% Amazon SQS MRS B o

LN

(® Note
MRS5S B E S8 Amazon XM, a0, MREBUFRERE (BE=BEM ) , MRS S

#7 com.amazonaws.us -east-2.sqs.

5. XF VPC , 1%£# SQS-VPCE-Tutorial-VPC,
6. XNFFM , EBRBEFM ID @8 SQS-VPCE-Tutorial-Subnet B+,

7. NTZE24d , aBEFELZE2E  ARERBFEHEABZFTE SQS VPCE Tutorial Security Group FI &
24,

8. EEUBWR.

flE8#EO VPC mRHERE ID, #li0 vpce-0ab1cdef2ghi3j456k.
9. EFEXH,

S 4 . Amazon SQS €2 Amazon VPC ¥ & 164


https://console.amazonaws.cn/vpc/
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Amazon VPC &l & &£3TFim S 1 Ho

Amazon VPC FaBIBIR R , HE RFUERS, EHIETKE , Amazon VPC FE R BRE.

18 5 : [@ Amazon SQS FAFI KX E R

IMEZK VPC 8 Amazon SQS Wik , WA LUEEEEH EC2 54| H[H B KX EEHIRA S,

1. EFEEIEN EC2 324, Hltn -

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

2. EFZEHMERAUTRTEZAIERRER , i

aws sqgs send-message --region us-east-2 --endpoint-url https://sqgs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

REZHAY , FENEREEIENH MD5 MENELS D, fian :

{
"MD50fMessageBody": "albcd2ef3g45hi678j90k1lmnl2p34qr5",
"MessageId": "12345a67-8901-2345-bc67-d890123e45fg"

}

A X 7£H Amazon CloudFormation 4R £ &9 BA 51| R U A BRE BV E S ( Bl , VPCE-SQS-
Tutorial-Stack-CFQueue-1ABCDEFGH2IJK ) , BESREZEWRMBIBREE (#24EH 4 ),

BXRBRBARNES , BSAUATHE .

« {Amazon VPC AiF1E@) T MM VPC s

T BRRA 5

« GEAT Linux 32618 Amazon EC2 A #5RE) HHIL LA

« {Amazon VPC AiF#Em) H MR VPC

«  {Amazon CloudFormation i #§R) H#YEIT Amazon CloudFormation ¥ & il BritEix
« ERT Linux £6I#9 Amazon EC2 AF1ER) FHIMIBRZHAX
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https://docs.amazonaws.cn/vpc/latest/userguide/delete-vpc-endpoint.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html#delete-key-pair
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¥ Amazon SQS RA\Fi# 1T Bah{b M A B HEE

LB DR T BXX Amazon SQS BASI# 1T BE{L M B B HEERE SR

FH
« {8 Amazon EventBridge Bz Amazon ARZ Y@ &1 %1% 2 Amazon SQS
« £ Amazon X-Ray #EZ& Amazon Simple Queue Service BA 5ll[a] &

£ Amazon EventBridge B3I Amazon AR5 BB £ & A |
Amazon SQS
& O] LAE A Amazon EventBridge BZI#{T Amazon REH BN REEH |, SIS AREF T A4

RIBH B FRER. Amazon IRST PRI BT F Lt Z % 2 EventBridge, & AR E &) £ MM KIE
NERENEH , AETEESHTEANRRITH EHLERE.

EventBridge A& EEW JSON BXEHNZFBE R , Fla0 Amazon SQS #r&FR FIFO BASl, &
KREZEE , 2 Amazon EventBridge FiFF$§EH M Amazon EventBridge B #%o

{5 Amazon X-Ray & Amazon Simple Queue Service BA %l &) &

Amazon X-Ray WEBXNARFATRS ERNOEKIE , HOiLEEFEMNIFIEEIE A E R 1E R [H) A3
TN S, N TEAHBRENTENARFNER , B UEEERNMENFMAESE , UEREN
NMAREFEX TE Amazon BIR., MRS, BIEEM HTTP Web API TR AR FMAE R,

E@EiT Amazon SQS %% Amazon X-Ray BRERFRL |, BRI LAHIT R HiREZ— -
« £/ X-Amzn-Trace-Id BERX,

« {1/ AWSTraceHeader HER&E M,

EREEXBIRMIERNVEIE | B4MEH Amazon X-Ray SDK ¥ AmazonSQS &P g7/ M .

BAILAE A Amazon X-Ray ##IAEE S Amazon SQS LA K B FAREFFTAE MRS & BEEHBRE,
R UERRFEEFER , fINFHERNHER, BXESER , i§2H Amazon X-Ray FF K
ARIEEHH Amazon SQS # Amazon X-Ray.

/A EventBridge B34t EE A 166


https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-concepts.html#xray-concepts-tracingheader
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/index.html
https://docs.amazonaws.cn/sdk-for-java/latest/reference/index.html?com/amazonaws/services/sqs/AmazonSQSClient.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-services-sqs.html
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Amazon SQS A LT M

AT RMEAEX Amazon SQS Z£ ., BHRIUEMIFHEEHIEAKE Amazon SQS H R KHEIESWEER.

£

- BERF

« Amazon SQS FH F A ML R EE
« Amazon SQS F /Y BRI F ML
« Amazon SQS WA MR

« Amazon SQS FHIRE ThEE

« Amazon SQS FHEMIRERZ LM
- Amazon SQS Z£REXE

BRI

2 Amazon 2R FERFER T S 2SI RS P BIFEBRT . MARERFTR Amazon , ATRR
PIEITAARNBN S RERZEN Amazon Web Services =, BATEP N IESEHEMBN LHRNE
B4, R RTEFERR Amazon Web Services L 2B BEMEEES ., BEABERALANESE
B, BSRBERLENTEE,

HTFHBERPEN , RNBIUERH Amazon Web Services i ZE H A Amazon IAM Identity

Center 5} Amazon Identity and Access Management (IAM) i BN AP, X5 , MNP RRERE

THIERRAENNR. BNEBWWEELUT AR EHIE

s NENKFERZESHRIE (MFA ),

- A SSL/TLS 5 &RREE, Amazon HATEREA TLS 1.2, BIWAEA TLS 1.3,

- FARE API A FE3) B & Amazon CloudTrailo

- £ Amazon MEM AT RUAREPWFTEBRINL L4 Amazon Web Services.

- FASREEZLIRS ( HlI0 Amazon Macie ) , EEBIF A MR F4ETE Amazon S3 FEYBUR
BiE.

« MREE Amazon BE W HITRED AP #HTHRREFEELT FIPS 140-2 RIEMNMEER | E6EH

FIPSima. BXTHAMN FIPS mRWEZER |, SR (EBKFHPEELEIRE ( FIPS ) 5 140-2
B o

BiRR 57


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq
https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
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BATRZIB SN ENZREERBRBER ( WEEFHN B FIRHFibit ) RARSHBHERNXEFE
(WMBMFER ) . XEELREAEFE. APl 4T AT ES Amazon Web Services £/ Amazon
SQS HEMEMHFF % T EE Amazon CLIENER. Amazon A FEMWIREH BAKRN N AEERH
MANTAHRESRTECATIURIVHBEE, MREOATRSI[IRERL | BB IUETERLE it
FEEEIERRBIEXNZRS M ER,

T2 RAHEX Amazon SQS HFEFERFHEE.
£
- BIEME
- BB RERARE

Ek}

I =

BREARPIBEREESR ( ATEMEFF Amazon SQS B ) ML FES ( FMETE Amazon SQS HIEH L
WELE Lt ) HIRIRPBIE. BUERALLEETE (SSL) IFFmMBRFEHPHEE. BRiA
18R T , Amazon SQS AR E INZ K7 BB MM, BALIER Amazon SQS ERFEEREFRH
BREPOHNMEXHREZANEHITNE , NMERFPESHE, L5# SQS BIUER SSE ki1t
BEME,

F&
- BANE
BAE

R

It

B
i

E% BN jJu '%_fhu\

EBIRS 2R N (SSE) , B AR AMEZNSIN AN ERBEKIE, SSE £H SQS BN MER
A (SSE-SQS) 1t (SSE-KMS) R EENZARRIFATIFEEMNAR. Amazon Key Management
Service HXEHAEE SSE M58 Amazon Web Services Management Console , 2R THE :

. % BAFIELE SSE-SQS (#2414 )
. 3BAFIALE SSE-KMS (#2514 )

B fEH Amazon SDK for Java ( B4
K CreateQueue, SetQueueAttributesHlGetQueueAttributest®{E ) B¥E SSE MEE , i
B LA T R~

il
*

AR IE 168


https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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- FRARSESHINE (SSE)
- EE KMS X BR Amazon Web Services

— B Amazon SQS W EEE , SSE MaXHEHRITNE, XLEHEHEUMBEAEMW , NHEEKES
BIERER , Amazon SQS F AN HEHERHITHRER,

/A Important
HXI/BR T SSE MM FTEEREBLMER HTTPS # Signature Version 4.
A LAfEF Amazon Security Token Service AssumeRolei&fE@ Amazon SQS %1% & FI#Y
Amazon [RF M E L IIEES SSE % 7B , (BLUER THrERS :

+ Auto Scaling £ & A HAEH
» Amazon Lambda 3E{SFA 5l

BREMBRSSMERSINFAENER , FSH 71 Amazon FRSEE KMS R MARSS L
=

Amazon KMS %%, SETAMNEANSHHELES  RETT BRI SHNZHAETERS, HBE
Amazon SQS 5—RfE AR Amazon KMS |, % E B HIENHIREZFAELENEH SR HEEE
_Eﬁﬁ%o

5/ Amazon KMS EE LT 4k :

« WAL BTRIEMEE Amazon KMS keys,

o WA LAEERERTF Amazon SQS B9 Amazon & KMS 40 |, ZZ X F &K # i X 58 2 M
_Elgo

« Amazon KMS T 2R A A B &R E S MEZEM RN EREER,

BXEZER |, 55 Amazon Key Management Service FF & A R IERH KT L2 Amazon Key
Management Service ?

AR IE 169


https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.amazonaws.cn/lambda/latest/dg/dlq.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
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. KBAIE

EEE

SSE ##3¥ Amazon SQS BAFI A EYIE B IE ST IR
SSE A"X AT B HRATINE

« BABITHAE ( BABIBRAMEME )

- SHETEIE (JHE ID. HRABENEMY)
- ZEASIHEIR

HEHEHRTMBENEENENRERNNREZTNAFTAA, BA SSE &, WMERIINESR
SendMessage #l ReceiveMessage ERFHIEL, Amazon SQS T2 REXRKREBVUTEXAESR
BER, WMREAE Amazon SQS AFIZIEERER , FHEMARZEA SSE. XF4&MH Amazon SQS #
IEEIhEE -

- RSB ABNFIINE & K% E B X H#ITINE, Amazon SQS T MBEREREE..

o EAMEBREERRFMBRES , IEESZRAHESINME,

FEEBERENIFHMEMNE

* 3R Amazon SQS F—FEEMNMEZRRA I B ERMBFAITEET] , WiZH B RFREFMEBRES.
* 3R Amazon SQS F—FEEMNARMBNIRASIBEMZATEESG] , WiZHBRAREFRMNEZIR

N

BhNo

KERE

UTFRBREBEEBTEEL M T # SSE HITheE, BX1FMILEA , 55 Amazon Simple Queue
Service APl &#,

BIEZA
T INZ Amazon SQS JEE RN BHZ4A (DEK).

BEXREZELR , 2 (Amazon Encryption SDK FF A A R38R # (Amazon Key Management
Service FR AR 1EE) NETEZEA.
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#data-keys
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HEZAEREY

HEBXREMZE , Amazon SQS I EEFEABBERHARMNBREZEENRERKE , A&
fZ. Amazon KMS —AMN&RRBEIEHR , AT 608 (1 58 ) M 86400 ¥ (24 /Nt ) ZH. B
IMEN 300 (55048 ). BXEZER , PR T BEEZAEABRN,

(® Note
F— M EHRBER Amazon KMS , Amazon SQS S EFNHIED |, BT
EEFEIERE,
KMS %48 ID

BE K P S B S A Amazon £E KMS B4 BE X KMS M 5IE. 518 ARN, Z4 ID
&40 ARN, &2 Amazon SQS HJ Amazon & KMS ZAM BB 1% Ralias/aws/sqs , B
Flan | BENX KMS Z4AMBI B AT LR, alias/MyAliasiEAILARIAX L KMS Z4A R Amazon
SQS RAFIHRHEE..

(@ Note
BEUATHE :
. MBEHEAIBEBTEN KMS 240 , Amazon SQS JFE AT L% SQS A Amazon &
KMS %4,

- EXREARBAIIEELDLE SQS B9 Amazon £& KMS Z4ARt , Amazon KMS &
RLS# SQS A2 Amazon 1£E KMS %43, Amazon Web Services Management
Console

- ®F, BAXBAT SSE WIBFIEFASendMessagesSendMessageBatchig#ERT
Amazon KMS £ Amazon SQS 2 Amazon & KMS 4,

B LB KMS 241, EXREIMMAFER KMS BN R |, HERES Amazon KMS A1 “&
FREZA HFrRCreateKey Amazon KMS BERFTIT KMS ZEANFEARR. BXEZE

B , #3® (Amazon Key Management Service F X A RIEEE) i KMS Z4AMEIEZ4H, B
x KMS Z4ARIRBANEZ Rl , 2 Amazon Key Management Service APl &&KeyldH#,
AXREHR KMS Z4MRATHEER | 1§21 (Amazon Key Management Service FF & A RE/) &
MZERE ID A ARN,

BRI —


https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateKey.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html#API_DescribeKey_RequestParameters
https://docs.amazonaws.cn/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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/A Important
EAFEEXAHFINEA Amazon KMS, BEXEZER , B K EEHKAE Amazon KMS H

Amazon Key Management Service .

(EE2pIES

MEZENBIEN Z 2SR BURT AR IR 2 ZBENBIEZH. Amazon SQS EA KMS %
MNHBFZARITNE , RAENZNREZHENBENEE —BEFME. XHER KMS BHINE %R
aki): 0N 0n X WS REE DI

AXRHENMBZNESZELR , 125 Amazon Encryption SDK FF & A R I8R5 115,

RHEE

Amazon SQS & Amazon Key Management Service (KMS) £/ , A T EE RS 25w M3 (SSE) 1Y
KMS %48, BX SSE GEMBZAEEEN , BZHBEASINE. Amazon SQS £A KMS Z4ARKIE
MRFATMENBRZEENBEZR. UTHIRAMABEXRE Amazon SQS BREHEH KMS Z4AH
BIEZHNEER.

FH

- BL&E Amazon KMS R
- THRBRERAEARY

- fEE KA Amazon KMS

« Amazon KMS %5i%

Bti& Amazon KMS R

BN KMS Z4AEHME —NRBEABEEK, 535 |, BFLEEBH Amazon SQS #Y Amazon IE£E KMS %
FANFREARRE, It KMS RANBERER/ZKF, ( IRZNXEEHA Amazon SQS ) HFFE 468 A i
RA %1l B9 1 BR o

NFEFEEN KMS 247 , BXTEEZABE , LEFNSIBAIICIRENMERERMNE. 1
b, ZNREENEAEEEN KMS ZHBRPWAFT . B Amazon KMS IR EZFER |, §5
%] Amazon Key Management Service 7F & A & #§m P #IAmazon KMS IR FEES Amazon KMS
APl RS ZE,

Lz = 172


https://www.amazonaws.cn/kms/pricing
https://docs.amazonaws.cn/encryption-sdk/latest/developer-guide/how-it-works.html#envelope-encryption
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys
https://docs.amazonaws.cn/kms/latest/developerguide/control-access-overview.html#kms-resources-operations
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
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mE , B AEDELS AN IAM REEPIEEFMENNIR , MiXLF AUl ZRMERMEEE.
BXEZEER , 55H (Amazon Key Management Service FF A A A5 HHN IAM FrEH T
Amazon KMS,

® Note

BARETLIEE SBR[ Amazon SQS XiEFIEW |, 1B Amazon KMS EE7E IAM &R
B&Resourcedpo FEAAG B 4 EXIFMH KMS ZHIEE ARN,

A Amazon IREELE KMS X R

BJLI Amazon RS FZEYHEMHIR , ATLA[M Amazon SQS BAFI RIZEH ., BEAFXLEHRERH IR
5, BmAMBEEFIEEN KMS 24 |, HEZARBEPRINRRIAEAFTE Amazon KMS B9 API 15
Eo HITUT T BRKREENR,

1. RIBEFHEEN KMS 2. BXEZEE , 2 (Amazon Key Management Service 7F & A
RIERE) PFHAIEEH,

2. ERH Amazon RS EHFRMEMAkKms :GenerateDataKey# kms :Decrypt APl 5% |, 51
KMS AR ARMETEA,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Principal": {
"Service": "service.amazonaws.com"

b

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*"

1]

HERREIR RS BRNEHRNRSEH. SHREFEATRS .
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https://docs.amazonaws.cn/kms/latest/developerguide/iam-policies.html
https://docs.amazonaws.cn/kms/latest/developerguide/iam-policies.html
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
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EHIR BRS5 A

I 5% CloudWatch S&zf events.amazonaws.com
Amazon S3 S4B s3.amazonaws.com
Amazon SNS F 1] 7] SNS.amazonaws.com

3. A KMS Z4H ARN ELEIHE SSE BASI,
4. BEEFREHRMZAIAEG ARN,

NEEEEE KMS IR

LREZHERAERSHR | 8/2& TXAA SendMessage = SendMessageBatch Bt th & fl & X

kms:GenerateDataKey fl kms:Decrypt WM. Xt kms:Decrypt WRAREFEAFBERAZ
ARIEENTEEMY, Rk, EEXTER KMS Z4M kms : GenerateDataKey Hl kms:Decrypt
PR

FUTEARMECQREN IAM KEEF, BiSE , WRATRMEA SR IRER EHEA ARN B,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}, {
"Effect": "Allow",
"Action": [
"sgs:SendMessage"
1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
]
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.amazonaws.cn/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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NERELE KMS )R

LURERPAEABBEIHN , FHET — XA ReceiveMessage Ffth &% 3 kms :Decrypt B9
WA, UMEEFEAFBEZACIRIETHTEME, Rt , £AFXI AT MEEERSHESNE
il KMS Z4A#4E kms:Decrypt IR, MRBAFIFEHIEENSI , NERELELRMERRFINZEIRAS
FOE BT KMS 2488 kms :Decrypt IR, FUTEARMEIEREN IAM KrEF, FidE
NEEABIRABA BB RE A EFH ARN .

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
by
"Effect": "Allow",
"Action": [
"sqs:ReceiveMessage"
1)
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
1]

1 KMS & RECIE N RFENRERT

MBRABMFKIBAFHEMENAmazon RS EEE |, EBAILMER aws :SourceArn 5
aws:SourceAccount €RFHFEUBIEHIVEERERZ, EFAXLERH4R  FHERENEM
HH IR Amazon BIRE R (ARN), MREFREHE R RN ARN , B aws: SourceAccount,

L KMS ZHABEF , AT, 111122223333 HENRSHHFERREA KMS 31T Decrypt
M GenerateDataKey &4F , XL {ETE Amazon SQS £/ SSE iR X £,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": '"<replaceable>service</replaceable>.amazonaws.com"

}I
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"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

15

"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:service::111122223333:resource"

A3 A SSE #9 Amazon SQS BAFIEY |, AT BRS X #F aws : SourceArn :

* Amazon SNS

« Amazon S3

« CloudWatch 5&3f

« Amazon Lambda

+ CodeBuild

+ Amazon Connect Customer Profiles
* Amazon Auto Scaling

* Amazon Chime

THRBERAERRY

BIEZAE A ERE Y Amazon SQS EAHRRERANRKIFE R, YHBEZAERAARLER
Bf , Amazon SQS 24K — NN EEZH. BEEUTEXRNER BN AN,

- RENESFRABTURSERSM | B2SHEZIWIRITHEIE Amazon KMS , XAgERF=EEEHR
BREENER.

- REATHMENBENBREZARLMERFN , EARARMNENATHREZANRAEIR,

- HEWREBFRPERBLE RN , T—XRiAMASendMessagezSendMessageBatchiB&E & fit
AKX Amazon KMS GenerateDataKey 3 ARV A A LUREGT I BIEZ 4R, LAk | ETF3K
XtSendMessage MKy A A EBReceiveMessagefFAt KX WY A Amazon KMS Decrypt , SABIEEK
EZANTEYE K AGBEERE.
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- Z¥ A ( Amazon Web Services IKF° AP ) THEREZH (HE—ZREARENEHERLSRK
BH—MNEERE ). Fit , XXHiBHAE Amazon KMS 2#HIEZ4AEE & A HAE 6 A M — 4%
EMNEH -

HE KA Amazon KMS

RT N KA H ELF i1 7 FRIEH Amazon K% | IRE[REEE T #2 Amazon SQS A &K KMS %419
S,

(® Note
REUTAXNTWULERE T BT KA , EEAT Amazon SQS K75 4G , SKERARASH
BEES,

BITES A API ERE (R) , FERAUTLAR :
R=(B/D)* (2*P+C(C)

BRIKEFEH (LAWAEN )
DRUFEHHEABHN (UBNEMN ),

P R &K%ZZE| Amazon SQS BASIM R EHRHNEE,

C =M Amazon SQS FAFIEIREYER EHIE.

/A Important
BE , (EFTHAFENRARERAZANFE. AXESREE BT BEREEHERRE
8,

MRLEENERAEEFTRNAST , WEAE M,

DTR—ERFEITE, BXEBNENEE , S H Amazon Key Management Service o

A~ ITE 2 ANEEAF 1 ABAFIEY Amazon KMS API B3

L RBIBRTE -
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- lkEEHN1A1H-31H(2678400% ),

- WERAERBHIREN S5 78 (3008 ) .

« B 1B,

« B 1AGEEEM A NMERES,

(2,678,400 / 300) * (2 * 1 + 1) = 26,784

A2 HESANEFENMERAE UK 2 MBASIE Amazon KMS API 8 RIRE

L RGIBRE -

WEEEH 2 A1 8-28 B (2419200 % ) .
BEZHAERARIREN 24 /et (864008 ) o
B 2 BRI,

FE—MNRASIE 3 MNIEEEF 1 NMEREM,
EZ/NBASIE 5 NIEEMRM 2 MEAEE,

(2,419,200 / 86,400 * (2 * 3 + 1)) + (2,419,200 / 86,400 * (2 * 5 + 2)) = 532

Amazon KMS £&i%

HIRMEA Amazon SQS BT Amazon KMS |, ATRESIEZIEE IR, A TS Z IR 1% T 0] BERY B FE= BE BR 7
RER,

« E N Amazon KMS £i%

« Amazon KMS Decrypt £5i%

« Amazon KMS GenerateDataKey 4&i=

HEEM S RERIL KT

Amazon SQS K Amazon Virtual Private Cloud (Amazon VPC) iz R 2 VPC ARIZB K | X AVFE
#£%) Amazon SQS, VPC fF& R HZ) Amazon SQS H MM HEE VPC, UTEoREFRER
VPC i K812 VPC %SRBI E 2o
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FB
« Amazon SQS #Y Amazon Virtual Private Cloud i &

« 7 Amazon SQS 2 Amazon VPC i R R

Amazon SQS #Y Amazon Virtual Private Cloud i &

WMREFE R Amazon VPC & Amazon HIR , M AT LAEEH VPC ML S# SQS 2 HETER, &
AT LA A It 30 H B & % B Amazon SQS BA%I , MEEE /LK Internets

Amazon VPC R FEEBRENELIMEFEE Amazon BiR. ATUAER VPC B4EHMEIRE | fi
WP #uSEE. FM. BRARMMEMNK, X VPCHWEZEELR |, 5 Amazon VPC FAFIER,

Ef¥ VPC E#E| Amazon SQS , BUMEEN —NMED VPC R |, &im R ALY VPC E#ZE
Hh Amazon BRS. ZinSIiEM T 2 Amazon SQS WA, A BHERE , TEEKEMMK, N
it i (NAT) SEHIR VPN E3E, BXEZER , HSRAERFPNHIE | M Amazon Virtual
Private Cloud 8 2 &% %] Amazon SQS RAFIFMRHI 5 . MRFEXRE VPC ims , MIELGE |,
& {Amazon VPC AIF#E®) FH#E D VPC ins (Amazon PrivateLink)

/A Important

o A BERF Amazon Virtual Private Cloud & HTTPS Amazon SQS s —iEFEH.

« Y Amazon SQS BB A M Amazon VPC Ki%H R , &S FAAFAE DNS FHi%
sqs.us-east-2.amazonaws.com &3 15 E ik &

« #A\B DNS T &£ Gim R |, Hl4 queue.amazonaws . com B us-
east-2.queue.amazonaws . Como

7 Amazon SQS 612 Amazon VPC i = 5K B
LA LA Amazon SQS B2 Amazon VPC i KB  HiZFKBPIEEUTHER :

o AHITIRENES,
« ARATRVERAE,
o AN HEHHITRENE IR,

BXREZER , H5H (Amazon VPC RIFHERE) IR VPC ik S 26X AR S5 #9175 7]
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BLF VPC i SR BE RBIEE AR P MyUser BB &% E| Amazon SQS BA% MyQueue,

{
"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
1]
}
AR BB HIELE

« Hfh Amazon SQS API #4E , #fl#l sqs:CreateQueue H sqs:DeleteQueue,
- Hib=iRXERZ VPC i BB A RN,
« MyUser FEEREZEREH Amazon SQS BA %,

(® Note

ZRAF AR M VPC AZBERH M Amazon SQS API #E., BXEZEER |, SR =4l
5: MRFERA VPC ks |, MIEL I,

Amazon SQS H ) B 4 M5B &

Amazon Identity and Access Management ( IAM ) 2 —1 Amazon Web Service , AT KB EE R &
212 HIX Amazon BIRRE R, 1AM B3 REFETUBEE FHRIE (FF ) IREEN (EAN
PR ) KA Amazon SQS HR. IAM B2 —ILFEH/NFEAEIAI £ AR Amazon Web Service,

2

wn{al £ A Amazon Identity and Access Management (IAM) E&7E Amazon SQS FHITHYIRET R

RS AP - NREFEA Amazon SQS BRERERES , MENEE RN ERUMENEIEFNNR,
BEE B EAE S Amazon SQS BIERFTERES , BAEZSEFHNNR, THRNAEERENEEEIT
BEEERBEREESNNE, MRETE1HE Amazon SQS FREHE , HZHAmazon Simple Queue
Service &4 M iA BN REHEIEE.
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REEER - MRBELTAREE Amazon SQS BRI , BATEEX Amazon SQS EB T £ 15 E#
R, AR EREENIRS AR5 RIBL Amazon SQS HEMBR. ARE , B4TE IAM EER
BERBERUEFUABRSAFHNRE. BEFZINELNERUTH IAM WEXRES., BEMATHENL
T UEHF IAM 5 Amazon SQS ¥ B A , & HAmazon Simple Queue Service 25 IAM £ &
Ao

IAM BEER - MRER IAM BEER , NugEEETHRAEXNMNEEREIAEEX Amazon SQS W8]
MERMFAER ., EEFHTE IAM R{EHK Amazon SQS ET SN E KA | FSHERFES

£ & 02 1T & IR AIE

SHWIFEFEHA S HEITEESE Amazon A%, BA4EHRN Amazon Web Services I PR AF. IAM
APRZREBEN 2K IAM Ae##1TH 48U ( &RE Amazon ) .

MRELmES KGR Amazon , Ul Amazon FRERHFF XTI EST (SDK ) MagHITHRME (CLI)
DEERENEEANZESRXNEBENER. WREFER Amazon TE |, MAMBITHERER,
BEXRERAEENSZEBTEEERNESER , 25 (IAM AFER) FHZEE Amazon AP iE
Ko

ZTRERMARESHRIESE , SHMUTRFERHETEZ2EE. HM, Amazon BNEERAZESHR
if (MFA) RREKFHN T2, ETHESZEERE , BH2H (AM AFERE) #M £ Amazon F A
ZEFHRIE (MFA),

Amazon Web Services W~ 18 H

B2 Amazon Web Services Ik Bt , RFEANR — DMK HFFTHE Amazon Web Services F1 JR
HEZTESH RN EZE M. LEBFA Amazon Web Services Ik R A |, A EQI K BT
PR FER it MZ BB R, ARBZEM. BAUBNWETEFARAFPRITEERES. RYFR
RAPEIE , AERAXEEIERRTIRAFTURITHNES. BXEREURAFPSHEINEISHE
Bk , HZH (AM AFER) PRNEERAFEIENES.

oS- g7

ERRESXRR , ERAXAF (BEEEEELATTRNENAR ) £6EAKESSARIEMNS HIRMERE
F, LAEA IR EIER 71/ Amazon Web Services,

ReEFmEkELILAFBER. NESHIEMER. Amazon Directory Service, BWAF , TE{T
FERET 5 0RIEHMNEIERA B Amazon Web Services AP, YEB4 5415 E Amazon Web
Services KR, i 1iBEAE , MAGIREINEIL,

ERBHENEHRE Y
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IAM B P FA

IAM F 7~ 2 Amazon Web Services It~ AXNEMNARINARFEFRENRN — NS0, ETREN
BRT , BEAKREIE  MARRESKHZIL (WEBNEEER ) WIAMAF, B2, W0
REF-ERENEAGRFERIZTIUELR IAM AP , BWERRTEHA. BXEZEERE , FF5
59 IAM B $ER) PN TEERHTENERY R ERRR TR EH.

IAM AR —NMEE—4A IAM AFNE R, BTEFERAENEHEFRK, B UAFERAAR—XERZN
BAFRIEENR. MEEXERAF , FRATUERMERRFNR, flin , BaEEE -8R
IAMAdmins B4R , AR ZA R FRUEE IAM &R,

AFRF5AaeTE. AFE—tS5EMMARZNAREFXE MAEELEECHNEANAD K. AFE
BXAWKBPEL K MALERHIGNEILE,. ETHREZER | BHSHE (IAM AFER) PN 6IE
IAM AP (MARAE ),

IAM A&

IAM £ &2 Amazon Web Services Ik FEGRENRNE M. ©RLTF IAM AR , BEEBEAR
KRB, BOLUBE AR | £ Amazon Web Services Management Console B4k IAM &
B, B LLRA Amazon CLI 5 Amazon APl #ESFEABEN NIt REE, BXEAABNS
ENESEER , B2H (IAM AFER) PHEA IAM B,

BAIREIER IAM SEeELTHERTRER !

- BERAPR - EARE S NS ENR , FOUEACHANAECENNR, HREFOHITH ORI
i, ZEOREARERBRARRTHALAGE LHNER. AXRERSFNRIENACGHNES , BHEH
(IAM BiFEr) PN E=F S RREFERAE,

- I58t IAM AR - IAM AR AT IAM B8 |, LERRESHNBEESHTENR,

- BFFE - SUUER IAM BEUATFTFRKS FHENA (TEESE ) HREHIKS PR T
R BERRTFERKFFENENEELSN, ER , X TFTEL Amazon Web Services , A LA R
BEZMNEER (MARERAARENERE )., ETHATERFFRNAGHNETRRNEKRKZ
BRE5 , 528 (AM AFER) B) IAM Be5E TR ENEBEMNRE,

« BARSHIE] - L Amazon Web Servicesff il H'© Amazon Web Services R HIZhEE, flan | HEE
EANBRESPHTEAN |, ZBSEEASE Amazon EC2 FIz{TR AR FEHE Amazon S3 F1FME XY
R, R eaEALHBARNEANNR, FARSAGHMERRSHE<ARRNITIERE,

- BEBRIKXE  HEER IAM AP S A®E Amazon FHRITERER |, BRFHEARN 4, ERELE
RS, BABRSHIT—MRE , KRERBEFRRSHE S —MRE. FAS EAZEIEA
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Amazon Web Service BIfR , £41EKH Amazon Web Service , B FERS A HIER,. RE
ERSWEIFEEZESH M Amazon Web Services R BRRXEFRETRMWIERR , T 2K H FAS B
Ko EXFERT , BLRMEBFRITEXAMRENNIR. BXxAEH FAS BRIV ERIFAGFE |
BERERLRSE,

- BREAE - RFALRRSKREEENIKS PHITREM D IR IAM A€, IAM EE R AT
£ IAM oI, BRABBRRSACR, BXESER , 528 (AM AFER) PHCED
Amazon Web ServiceZRIXFEH A E,

« BSHEXAE - BSHEXAEES Amazon Web Service Bt —f S AR, RS TSR
RERKTIREN AR, BRSHEXACRE RELZH Amazon Web Services Ik F |, HFHIZIRSEH
B, AMEBEBRATUUEEFEETREEERSHEXBEHNR,

« 1£ Amazon EC2 LIE{THRARER - B LAEA IAM ABEEE EC2 £l LiE1TH & Amazon
CLI =X Amazon API &R B AREF I IGET EIE, XELETFE EC2 RAIFE#IBR A, BN
Amazon &5 HE4 EC2 RHIHEEXNZEHINMENARFTA , &0 LARIE — N iS4 #
SHIERES ., XFEBXHIEAE® , HE EC2 XM LETHEFEBREBIGREL, AXES
E8 , 58 (IAM BFiEfE) i ER IAM B Amazon EC2 £l Ez1TH N AREF T
BR.o

ETHREFER IAM BEER IAM AP |, 25 (IAM BFPER) FRaet el IAM &6 (mAER
P

£ F SR E I 1 ]

BRI BRI N EM R Amazon HBHEIR , LAES Amazon FHITFR, KEERZ Amazon FRY

WK, EESHREREXEKN , REEXLTCIHNNR, £x4 (AR, RAFSAGLE ) AHiE
ReEt , Amazon FiPHIX LR, REPHUNRBEERATERIELER, KSEHEKEETE Amazon F
%7 JSON X, BX JSON FRMNHENWEHMNABTNESER , E5H (IAM AFERE) BW

JSON REEHBEN o

IR A LAEA Amazon JSON SREEREEWARBRTLANE, MR , WA EAET U L5
BHATIRE | UREMLAZHAHTHIT.

MIANBERT , AFMARXENR, ERTFRAPNAERFEHITRENNER , IAM EER T2
IAM K&, EERABFANARARRTINIAM Xl , REAFRAUKASE,

IAM REEE IRENNR , TR FEFERAMR A EZHITRE. Hl0, BRIRE—N AP iam:GetRole
BRENKKE, EEZFERHNAF UM Amazon Web Services Management Console, Amazon CLI
= Amazon AP| SRELA&E &,
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ET 508K

ETEMNNRBETMMEEZH (W IAM AR, AFASAR ) B9 JSON R RREE A, XLREE
EHERFNA SR EMPSEA T BERRTHBERE, ETHRNMEZET HOMRE  FSH
(IAM R F$5r) @Y 812 IAM KEE

ETHMNRBEAUSH —SHXNARKERIEENRE. NREBEERARNAR, 486,
BN KL 2 7] LA hnEAmazon Web Services IKF R ZANAF, ANBBNIRIREE, FTERE
‘B Amazon TERBMEFRERKE. E7THNMAEREXNRBENANKRE 2 AHTER 558
(AM BFiEm) P EREXN TSN ER 2 B #H1TIER,

ETHRAV K

ETRIFHRE MR FRAY JSON RN, BETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE ., EXFETHRVRBHRS T , RSEE R JLMER EINRZHI 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT. BUFEETRENREPEEEE, THRTUSEKS. AP, A, REA/FH Amazon

Web Services,

ETRFHNRE RN TIZRS FHRNBKERE, EFREETRFENRBEHEARE IAM B Amazon 3£
R,

HEEFIF]R (ACL)

mEEHE IR (ACL ) 2HHEEHE (KFKA. AFZAR ) BREAREK, ACLEETHRRNE
BEREL , REEAA A JSON KM,

Amazon S3, Amazon WAF #1 Amazon VPC X5 ACL FWIRE ~"6l., BETHEX ACL HNES{E
£ , BZ# (Amazon Simple Storage Service JF X AR 1ERE) WG EZEFIF|FR (ACL ) #K,

HREgRE

Amazon X#FFISNEY, TAERRRERE, XERBRBTLLREEE ARNRBERER TR AN
PR

« RRLA - BRURR—NEHDEE , BT REET MR TN IAM £ (IAM AR A
&) BFHNRANR, BAUNTERENRLR. SEEZRNREXECET H 0K R ENRD
RHIRE, £ Principal ZRFEEAFRBECHNETHRIVREAIZNRL RS, F—TURE
FHEXELFEZ AT, BANRLANESEE |, H2H (IAM AFERE) PRI IAM SKSEAYY
PRIZ 5,
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- IRFEHIZERE (SCP ) — SCP 2 JSON KB |, 38E THLRHHAL R (OU ) £ Amazon
Organizations F & AR, Amazon Organizations FRE AU HMEFEBEN D LHEN S
A Amazon Web Services i K-, MRELHLARNSHA THRBEEE , M ATXNEESH 2B~ N AR
SR FIREL (SCP ) ., SCP PRI G MK~ 2k (BIFS A Amazon Web Services IKFRAF )
HRBR, A% Organizations M SCP WEZE L , 5@ (Amazon Organizations A #EE) FH
SCP TR,

- 2FERE - 2ERREAEUREFRANACTKREAF RGN ENENSBEAZN S HREKRE,
HRAFENNREAFSACHET SN RENSERBEAIRE, NREIURBEETRRNE
B, T—IERBPNIENIELFEEZAT. BXEZER , E52H (AM AFER) FH2EX
B o

ZARERRE

HZANKBNRENA T —MERE , £ BEREMERFEUER, ET# Amazon WAIHEERE
BREMEBEBNIZBATFER , BSH (IAM AFER) R ITEEE,

&1 Amazon SQS =AY [A] I R BE IR

4 Amazon RiREITE D Amazon Web Services i FRE |, B3 1 8] & IR AV PR A PR K RS 31T
EE, KWRPEBERATLUME IAM B4 ( AP, AMAE ) MINRRERE | ELRS (21 Amazon SQS)
3% 35 (0] B2 TR BT AN AN PR SR BE o

(® Note

KREER (REEARF ) REEEENRNAF. BXEZER , B3R (AM AFE
B i 1AM R{ESSE,

ERFNRN , BEEEWBLEAFRENR , REXNWLFRONR | ARE VI IX LR ITHL
BB 1E,

£}

« Amazon Simple Queue Service BRI E
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Amazon Simple Queue Service &R ME/E
£ Amazon SQS H , lE—HRIERS, ERXES , AIEA Amazon BIREZ T (ARN) FRiRSKEE N A
FNREF, UTHRREEEZ KM — ARN :

TR ARN #&3

RA 5 arn:aws:sqs: region:account_i
d :queue_name

AT 2RASIEY ARN #&H 7RG

- EEERT (HBXHEMN ) XiFH , BT Amazon Ik 123456789012 Y& 71 my_queue FIRAFIHY
ARN :

arn:aws:sqs:us-east-2:123456789012:my_queue

- Amazon SQS XEFENEBNTREXFEA AN my_queue BIBFIEY ARN :

arn:aws:sqs:*:123456789012:my_queue

o £H ? 3 * ERRAYIBRBERA ARN, ELL T RAIH , ARN EERIZRA my_prefix_ BIFTEBRA
5 -

arn:aws:sqs:*:123456789012:my_prefix_*

WA GetQueueAttributes BRIETLUIRERIIERAFIAY ARN {B. QueueArn BHAIEENIRAFIAY
ARN, EX ARN WEZEE |, BSHE (AM AF#ERE) K IAM ARN,

Amazon SQS R FAERAFIF RN —HigHE, BXEZEE , 55 M Amazon SQS API IR : i
EMERSE,

TBRBERAENR

Amazon Web Services lKF X EZKF TRIZMWRBEEEMAEN , MERHBRRAENARRE, B
EmME , BRMEERNBRREBERKTEMRIENEMEE (AIBRKS, AP IAM AR ) B
Amazon Web Services Ik, AT RHIEEE T S TERE -
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- WMRFEA Amazon Web Services i F BV R IK F EIEK 82 Amazon SQS BA%I , M Amazon Web
Services Ik B2 IZARWFATEE ( £ Amazon SQS A , HIRFZ Amazon SQS A% )

« IR Amazon Web Services ik HOIZAF |, AN EZFAIZAFIAR , NiZ A -~ BDaf 62 BA
5, B2 , ZAFFE/H Amazon Web Services Ik 2 LA SRR FIE &

« ISR 7E Amazon Web Services K F I 2K IAM A€ EH 4|2 Amazon SQS BABIRIXER , MIAE
RAZACNEMAZBITAIERS, ZABFEN Amazon Web Services Tk /7 =2 Itk BA 51 8 TR 19 P
B5E,

EEXN AR T

PURRBEHIR TR FAMSTNR, T —T 9714 6 B R KBS A A A&,

(® Note
A S 04a £ Amazon SQS SEEIRMEA 1AM, iXEREMER IAM BESHiFHAER., Bx
SSEMN IAM XH | FSRE IAM AFERFPNTAE IAM? . X IAM KB EMiKBHNE
B, #EZHR (IAM AF1ErE) A Amazon IAM KBS ZE,

HEnZ 1AM SR ERHERET 54 R (IAM K ) |, BNFEREBHEET AR KK,
ETBMHKEEE (1AM KEEFR Amazon SQS KL )

AEEmRARNB AP RFIER Amazon SQS BAFIEIAR : £ Amazon SQS KREER SR IAM
KRG, BUUERTE—REAIXFRNRARNREHNBAAHAR, EASEERT , FAE—
REGEEEIRBHERBNE R, Hlan |, BT ARITUATIRME -

« FRRREEFIORIK S PR P RA - ZEE AR T2 Amazon SQS BAFIBIIRER | X R K #E
By nEI A PSR P AR AV

o (G PRRBEF INEI EH A Amazon Web Services IKF AR AP - E@AF R T 6|2 Amazon SQS RA
FIEIRL PR |, 7 Amazon SQS X PR K BE Bt tn B E 4 Amazon Web Services Ik R E A,

FEIK P A BRANBERL A T UL T R4E

» AddPermission

 CancelMessageMoveTask

* CreateQueue

 DeleteQueue
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 ListMessageMoveTask

 ListQueues

* ListQueueTags

* RemovePermission

 SetQueueAttributes

 StartMessageMoveTask

« TagQueue

* UntagQueue

o FRREREHMNEAE (RFEKFNER) - ERFERKFNE , BHET S 08N R KB INE
IAM &, 510 , Amazon Web Services lKF° A EE R AT BIE—EE , L[ Amazon Web
Services K B ( @ Amazon RS ) - FEKFNIE , TR :

- K ABEERGE-NIAMAE  RABEZAGHINRTHEBRKS A FRRNRRER,
- K/ AEERBFKS BARANEBERANZACHNEAN A S IEERE,

- K BEERA@MKS, B FHEAAFERRAZBEHNR. XFAWKS B PHAF IR
I A REIRA S,

(® Note

MBEEGEIN Amazon BEBRFARAZBEHONE , NEERBEFNEARBAI R
Amazon RS E 14,

BXREAR IAMZERNRNESER , 20 IAM AR ERERRNIERNREE,

RE Amazon SQS £/ IAM i , ECHEECHNRBEMEN, ELXBASIER Amazon SQS
REE , LUEEWL Amazon Ik IHBE L FRNZBA SR, EAIIEEHERBMEHE (Fl , &H4=2
MRFERETF 2010 F£12 A 31 B , BIRXRFEH SendMessage Hl ReceiveMessage FIPR ) . &
ALUAERFRRWISERIERLEAN Amazon SQS BEFIRMN FE, WRHEE Amazon SQS K H
BE * LL“AFFTE Amazon SQS B, NEKE A AT ER FEPRITRBERE,

THERHEAT7XLER Amazon SQS REFRERIEFEN — MRS, ZXKAT
queue_xyz , #} HIE Amazon K 1 1 Amazon IKF 2 2 F X5 T2 BA 5l 55 B £ A o IR BV IR MERI X
PR o
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ZERBEPH R RIS EN 123456789012 /queue_xyz , Hh 123456789012 2HA LT
KK 7~ B9 Amazon K 1D,

SQS Policy on queue_xyz

Allow who:

account 1
account 2

Actions: *

Resource:
123456789012/queue_xyz

BEE IAM LA A7 Ml Amazon BHRE M (ARN) BE2RI# L | SQS RALET —LEF{L. AT REHR
MREHR T XLEEA,

S0QS Policy on queue_xyz

Allow who:

account 1
account 2

o User Bob " )
-1 1 In ur owm account
User Susan ¥

9—-— Actions: *

Resource:

e —l arnaws:sqs:" 12345678901 2/quene_xyz

1
BXBTAKSFAFEFRRNES , WSH (AM FFIEE) RHRE  £8 AV A6

Amazon K P Z ks R AR o
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(2
» ARWBETEDT R, BXAFNEBENSIE  H2MAmazon SQS API IR : BENEES
%,

(3
A LAE A Amazon BIREM (ARN) EERIR , X2E IAM REEPIEERRNIRERE, BX
Amazon SQS BAFI#Y ARN #XHEE |, iEZ 5 Amazon Simple Queue Service &R MR E

Flan | BIEEE PR Amazon SQS KB , #48 Amazon K~ 1 5 Amazon Ik 2 £ EIEWEAA
EATLAG R queue_xyz. WAL, BECH Amazon IKF (ID F 123456789012 ) YA F Bob
Susan 8] A58 iZRA 5,

E#HH IAM 281 , Amazon SQS £ Bz E NI A E R FX XA SN T2 26 XR ( BiGRZ
RABIHR AT B ATBERY Amazon SQS #1E ) . ITE |, BRIECIEEZEFEA Amazon Z2FEiE , BN EIRER
FABEEHN., WREAENCIERIINAF HEXNIZENBIIRITEMRE  EXTIBEFEREM
Amazon SQS 2 ERNPR,

TEE—/NREIER | ZEXBAFRAFERA Amazon SQS ##4 , BRENEZEMNIIBRANEF
7788 bob_queue_ KIBAFIEF

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:bob_queue_*"
1]
}

BXREZER  H5H (AM AFER) FREEES Amazon SQS BaEAMKREH (A/, A
ﬂ ? o

BEERKITER  BF. BR. BRANEHK

X F & Amazon Simple Queue Service iR , ZBRFWMENL —ARE. IR FXERENN
BR , Amazon SQS E X —4 AT LATE B P35 E RV R 1E,
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® Note

WIT—N RETRFESNMRENNR, ERTFEHERFENNRE , BhASARRARFZIEL
X HHATRER B IR

UTREEARAREETE

 Resource ( &R ) - FERBEF , LA LUERA Amazon BIRE R (ARN) #RiR 5K EE B 269 &R

o BE- BULIERBREXBZIMREA T RIEL N R RIRME, Bl , sqs:CreateQueue MR AW
B F#.4T Amazon Simple Queue Service CreateQueue 1,

s MR —BULEEHAFPBEREEERE (TUREATFHIEL ) MR, MREEEEXARFNE
RE T RIABR |, MIBRRIEL TR, ST BATEELE N RRNGE |, XETHERAFPTEBEZER ,
ENEEHMRREIR T T IHRNRNER T L2k,

s FE-EETHHONER (IAMKE ) P, T REHNAFRBRA TR, W TFETERNOERE
BRI EEEERNRHIAF. KPP, REIEMEE (CEATETRRNERE ) .

EFM T ## Amazon SQS KB EMNER | FSHE (IAM AFERE) AH Amazon IAM RS ZE,

B XFrE Amazon Simple Queue Service BER HFA R RHNKE , S H Amazon SQS API R :
BRENRERESE,

Amazon Simple Queue Service A5 IAM & & FH

EEA IAM B3 Amazon SQS WG RINR 2 81 , BRZ T WL IAM B4 7] B F Amazon SQS,

Al 5 Amazon Simple Queue Service £&& A/ IAM 4H1E

IAM 4%F1E Amazon SQS X
ET SRR =
BT R IRE R =
REERIE =
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IAM 4%F1E Amazon SQS % #
REHEHR (BETRS ) =

ACL &

ABAC ( REEHPIIIRE ) i

BRIFESE (FAS) =

BEAE =

REMEXHE &

E AT ## Amazon SQS FEH M Amazon RS WMAIERZEH IAM BE—iER |, F3H (IAM BF
) BME IAM —R2FEHK Amazon RS,

5[] 28 il

mEEFIFIR (ACL ) EHIBLEE (KFARA, AFSAG ) ARLARKR. ACL SETHIRAEK
BEREL , REEMTEEA JSON R,

Amazon S3, Amazon WAF H1 Amazon VPC 2% # ACL BWIRS R~ Hl. ET#HAE>X ACL WEZ{E
B | 2 (Amazon Simple Storage Service F X A R 1ER) HEIG A2 EI5IR (ACL) 8K,

(® Note

FiE Amazon Web Services Ik~ BRI EAEKFS THAFRTNE , BEFX—QREE, &
AR R FEEEX Amazon BIRATHER , MAEEERHMAR. BXEABKS, HRA
BE ,FZH IAM AFEmTNERBKS HE,

BX Amazon SQS BEEXNKEEPENANBNKHENESFAEE , FSHBEELKEN
BR il

Amazon SQS ETF BRI KRS

XFET 508K

fm
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ETHMNRBEIAMMEISH (WIAM AR, APASAER ) B JSON NRRAE I, XL KR
BHEIAFNA A EMMPELG T LR RHITHLERE, ETHNACNEETSHNER , B3
CIAM A FP$Er) HRYAIZEE IAM policy,

B IAM ET S H0KE | S LUSE R TFRELRENTRUR R IFRELEREENRE. &
TEEETEONREREETE , BN CERTEMMNWAFHA®, BT HAE JSON K E
ANFERE , FZH (IAM AFEmRE) $# IAM JSON K TES A,

Amazon EMR E T & 3 1Y 5K & R~ 451

EEE Amazon SQS ET BRI RS , FSREERIESEER,

Amazon SQS N E F &R KL
YEETRRNKRE B

ETRIFHREE MR JSON KX, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FEMERE., EXFETHRNRBHRS T , RSEER JMER CINREHII 4 E R
BRI E. NTHEERMIMKEHOER , REEE IS EEA AN 2R RNTHREREAREF LSRN
THIT, BLTEETRFENRBREEEER, TETUSEKS, AP, A€, BKRSFAFH Amazon

Web Services,.

ESABEKFER , ERLUNENKS S EMKS PH IAM SEEERNE T RRN RPN EX,
FEK,ERFINBETRRENREBARELGEXRRIEN—¥ME. SEENTRELTAREN
Amazon Web Services Il S, MEEKSFH IAM BB REXARFEEEE (AFRHAE )
HIRATFREINR, tiTBEIHET SO KRB MEIEEURFNR, B2, IRETHERNKEEDE
—NEFP PR EERRFIHRNER , WFAFEFANETEONERRK, BXEZER , H5H (AM A
FiEm) 8 IAM AESETRENEBEATRE,

Amazon SQS KK REIR/E

X RIEERE =

EIE R A LAER Amazon JSON SREEREEHARBRTARNE, BREHR , WA EET U4 LH
BHATRIE | UREMFLAZHTHT.
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JSON REEHY Action TR A A TERKP AVIEL G RINVRE, REREEESHXEKD
Amazon APl R4ER B . B—LEHISMER | PIIRBIE AP HRER{URNRRE, EF - LREFE
ERBPMITSNRE, XL INRER I EXRE,

H R T L EREUR FHITREBRENRR,

E&EF Amazon SQS BREMNFIK , BSRBRFENSEHFH Amazon Simple Queue Service E XK
R

Amazon SQS R R RFEERFRIEFEALTEIR :

sgs
EERaMEAPEESTURE  BERAESFHElRT.
"Action": [
"sqgs:actionl",

""'sqs:action2"

]

EEE Amazon SQS ET BRI R , FSREERIESEER,

Amazon SQS KRB E IR

X FF R G B R =

EER W LAER Amazon JSON REERIEEER MG ARRT, HHREH , BNEE AT AR
B PATIRE | AREMALZH THIT.

Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXTEBE Resource :|
NotResource T, EANBEXE , BHFERH Amazon BEE# (ARN ) BEARR. N TXEFHE
BRER (MR BRRNER ) WIRE , B ARITIERE,

X FAXFRRRNROERE (WIHERE) | EEABEM () ENEANATHERR.

"Resource": "*"
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EEF Amazon SQS BIFREKEKH ARN IR , BZHERFERNSZE R Amazon Simple Queue
Service EMXWRIE, BT BB UEMLREFIEESNEIRMN ARN , i5ZH Amazon Simple
Queue Service E X RIR,

EEFE Amazon SQS ET BRI RA | BSHRERESEE,

Amazon SQS KRB 4R

XEFRBETRSHRIERM R =

EIE R A LAER Amazon JSON SKEEREEWBARBRTLARNE, BEREHR , WA EET L5
BHATRIE | UREMFAZHAHTHT.

£ Condition Jt¥k (= Condition R ) # , BWAILUEE B TERMFZMH. Condition TERAIE
W, BAGEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
HMTE,

MBHE—MEGHIEEZ Condition THE , HEEL/ Condition TEHIBEZNEH , N
Amazon 2% AND EE I EEl]l. MRBERNENZGRIEEZ/ME , Il Amazon #HZ% OR
BERITEEE. ERFIBEINNR 81 LTH BFIENSEE,

LA UERRESGNERASUFTE, fln, REEFER IAM AFE5IC IAM AP, 8F R HE
BFiHRERHNE, BXEZEL , 555 (IAM BAFIER) B8 IAM FTE | TENFZ,

Amazon XELRFHRBANBFETRSWZMR, EEEFE Amazon £RF4E , ESH (IAM A
FIEE)Y B/ Amazon £ B5&H T8,

E&EEF Amazon SQS £HRMNIIFK , BSHRSENSE R Amazon Simple Queue Service Y%
HE. BETHRETUNBLERENTREARZER , HZ5 Amazon Simple Queue Service E XK &
e

EEE Amazon SQS E T BRI R | FSRERERIESEER,

Amazon SQS #H Y ACL

X ACL

7|

Amazon Simple Queue Service A5 IAM & & 195


https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies

Amazon Simple Queue Service FRARIER

EEFIFIR (ACL ) EHIMLEHAE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BERL , REEMAER JSON KB HEER,

ABAC 5 Amazon SQS

Sei% ABAC (BN ) 5

ETEMEOHRMNRES (ABAC ) R—MEPRE , ZRBETEMEREUNR, £ Amazon F , X
LRMEMNIRE, B LURREMNE IAM R4 ( R SAR ) LUKk Amazon B, FRICKEMEIR
= ABAC WE—H, ARRFIRIT ABAC Rl , LEEZHRMRE 5T 15 R RS TE A o
(=

ABAC EREE KNI FEFHERR , HERBERTFSEUNITR T AT UHRHEFE.

EETHREEH R, EEMA aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R BERBNZH T ZPRMEFZIER,

MRENMRSN TENRARREBIGAEX=ARMGE  WNTZRS , ZEAR. IRENRSX
N T RBRREZFAEX=ZAZAHE , WZENTD.

BEX ABAC WEZEER , E#S5H (IAM AFIER) P A2 ABAC? EEFIRE ABAC TRV
2, BESH IAM BFER) FMNERETEMEMNHEMRES ( ABAC) o

fFimptEUE A F Amazon SQS

Xl B A AE =

H L Amazon Web Services FEEA IR EIEE FZN T EEE TE, BXEZEL , 2% Amazon Web
Services 5 EIEERSER , TSR (IAM AFEE)Y RHIEA IAM B9 Amazon Web Services,

WMRIERGEHA R B MZE AR EEFXE Amazon Web Services Management Console , £
AEeEiE, fln , YBERAR LRI S SEF (SSO ) #1151\ Amazon B |, ZEEFECIRIG
RHEIE, YEBUAFEREREHE K RERARK 28 CIRGREIE. BXRABNES
BE , B2 (AM BAFER) RPHTBRIIAE (EHE ).

O] LAEF Amazon CLI 2#& Amazon AP| 812G EIE, Zf5 , &0 LU X L im A EAE i 7]
Amazon, Amazon EWEFHBERIGHFTIE , MAREAKBERNER. BXEZER , F5H IAM
Y IS Bt 2 2 AEAIE,
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I 5 SQS MR E&E

X FERIBE21E (FAS) =

LER IAM AP A BT Amazon FIRITIRIER |, BRFEA N EH, FRELRSH |, BAESR
T—NMRE , ARUBREEREMERES P B S —MRIE. FAS A XA Amazon Web Service B9

R , £& %KM Amazon Web Service , A FERFZFAHER. REERSKEIFEESH 1 Amazon
Web Services RBRREF RETHFREIT , Tk FAS HR. EXMERT , BLMEFHITIX
AMRENNR, BXxAKH FAS BRNWKRBIFAER , BSRAEL TR SE,

Amazon SQS HWIRFZ A&

XERSAE =

BEABEER-—TRSAA. RRENITIREN IAM A, IAM BB R AT LE IAM F 6|2, S
RIRS AR, BXEZER , H5H (AM BF#EE) 8812 M Amazon Web Service Z RN BR #Y £
&,

/A Warning

B WRS AR AT 8E 2R Amazon SQS MIIhEE, X2 Amazon SQS BEHEXIES R F
RERSAG,

Amazon SQS HREZHEXxAE

XEFRFHEXBE -

RS XA ER—fES Amazon Web Servicel B X RS AR, RFZFUTUBEFRRENTRENAE,
REZMEXxBEE REEB Amazon Web Services Ik A |, HHIZBRFZHEE, IAMBEEBRAUEEFEET
BERE RS XA BKNNR,

BARUZFEERSAXBEHNFAGE , FSREL S IAM EEEAR Amazon i, ERPE
BRSHEXRACIHTEE Yes RS, AREHEUAERTZBRSNBSAXA B,
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Amazon ¥ E XM Amazon SQS E#

E@AF, ANgeR~NNR , EACKRERKMAL , €8 Amazon RERBER £, SIEMNVER
REAMFENRG AM ERERRRBEEZNEMEZ LR, BEWRZEA , B0 SERERMNH Amazon
RERE, XEXBESENEARS , JELEN Amazon S HFERA. Hx Amazon REXRKHNE
ZER , FZH (AM AF1ER) $H Amazon FEE XK,

Amazon fRF A T4 FMEH Amazon HEX K, BT EE R Amazon HEEXKEBEFHNER. R
S{B/R4ME Amazon EERERMBANPRUSZ HISF M. WEXEFLEMMMKENFTESH (B
P, @FAe ), SEWBTEIFRETAN , REHFETELEH Amazon REXEK, ST
M Amazon FEEREE P HIBRR , Bt R EHF B IREHNIENE,

AN, Amazon X HFE S IRSH TEEREERMFEE N KB, 20 , ReadOnlyAccess Amazon &
REEREIXIFTE Amazon RS M ERH RIRF RN, YRS BFISAN , Amazon &R FIRER
FRAMAENR, BXxTEIRERBMNIIRMER , FSH (AM AFEmR) PrER T T/EREE
# Amazon$t & K B o

AmazonitE F B : AmazonSQS FullAccess

O] LAYE AmazonSQSFullAccess FKE&HMItNE] Amazon SQS B, KRR FAFREEIHRE
Amazon SQS IR R,

EEFEHERBHNR , 55 (AmazonEEXRKSE) FullAccessHH AmazonSQS,
Amazon¥tEEKEE : AmazonSQS ReadOnlyAccess

B E] LASF AmazonSQSReadOnlyAccess REEHI INE] Amazon SQS F13. LLFREER F A FX Amazon
SQS # 1T RITIGE AR

ETFHRBHONR , 558 (AmazonFEEEX#SE) ReadOnlyAccessHH) AmazonSQS.,
Amazon FEEFREEH Amazon SQS E#
BEEHX Amazon SQS #J Amazon EERBHNEHRWFAEFE ( WRESFAHRERXLEER ), AXlt
REEXRMNBEIRR , EiTH Amazon SQS XAif Hi2FRE LM RSS Ko

B iR H

20236 A9H
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B HiR =p:
AmazonSQS ReadOnlyA Amazon SQS T — N
ccess £, AT ESIHEERASIT

BFHEERIHES (&% 10
N)o WEEE ListMessa
geMoveTasks APl X
BXo

Amazon Simple Queue Service &3 17 [AIX R L fEHEE

WA UERLTER , BEZHNEEEFER Amazon SQS H IAM B AT EEB 2K E LA &,
=30l

o BRFENIE Amazon SQS 1T

o RELBINIT iam : PassRole

« BRFLEARFEM Amazon Web Services K A A 17 1] FRHI Amazon SQS &R

TR IE Amazon SQS HHITIRE
MREWE —NMER |, BHELPIITEMEE |, N AMEFKREE LR FERITIZIRE,

% mateojackson AP EHEARFEETEEREN my-example-widget REHNFMES , BF
HEREH sqs:GetWidget BRI , R REUT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sqs:GetWidget on resource: my-example-widget

FEHBERT , Mateo VSRS X MEFH AR T HMEH sqs: GetWidget BAETEIR my-example-widget
TR

MBEREEEE | FBER Amazon BHEER, CHNETERZEHERETN A,
KRR AT iam : PassRole

MRBRE|—NEIR |, EBRETINIT iam: PassRole BE , MAMERRBEUAFEGABEIES
Amazon SQS,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
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B L Amazon Web Services RIFHINEACEBREZES , MTARUEFBRSACEBRIZHEXAR,
A, BAREERAEEREDRSHNR,

=& N marymajor KV IAM AR 2 E ARG A& Amazon SQS H#ITRER , 2K ENTREIEE
%o BR , RELMEFRSACHRFHNRT AIMITILEE, Mary FTEBRAGBRZIE RSN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXABERT , XMEH Mary BYREE S b 4T iam: PassRole #4E,
MBRETER) BB R Amazon EE R, CFHNEER SIRHEFEITIN A,
K FAE AR ERH Amazon Web Services T BUSNEY A5 R FK B Amazon SQS &R

ZAOBE—-1MAE , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &0
UEEH#HESEY , AURAZAR, NTXHFETRRNRERTREFIIR (ACL ) RS , &7
LAGE AIX LE SR B B A R R T 53 S8 B SR AY T3 R Ao

ETHREZER , BZRAUATHRE :
« ETH Amazon SQS 2B X XL |, S HAmazon Simple Queue Service I 5 IAM & &

EH.

« ETHEIMARNIERER Amazon Web Services Ik R EIRIBHIGRINER |, F25H (IAM AP
B FHREEERN S — Amazon Web Services Il EY 1AM A P 12415 AR,

- ETHIMARNZE =T Amazon Web Services Ik REZWERFRNIHENER |, F2H (IAM BFfE
) FHRNE=HEEM Amazon Web Services M 124175 AR,

- ETHRIMEBES BHBEASRIERAHENIR , F5H (IAM AFERE) AL SN E PRI
B ( BRBRERIE ) BEFRIE,

c ETHRERAACHNETERNERITEKFERENES | B8 IAM AFRERESHN IAM A6
SETRENEBREARE,

%5 Amazon SQS Bt & A

AEFREET HOHRERP , EXLERFF , KEEERAALE IAM 54 ( A/, ANAG ) M
DA PR B
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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/A Important
BMNBWEEEFBEUATNEEER , XLETHHHE T EE Amazon Simple Queue Service
BRIFRRBRHEAB AL, BXESEL , HS M B Amazon SQS F# i A X BREE
R,

Bk ListQueues %, , FTE Amazon SQS BEHEZFERRENR. BXEZER | 5L
Amazon SQS API X [R : BIEMBRSE,

£}

- f£/ Amazon SQS 1 IAM KB

- 5/ Amazon SQS 2% & FTE R

« Amazon EMR E T & 17 # K #& 7= 5l

-« Amazon SQS K ## E A< R

- FEENEKSES Amazon SQS R EREBESEHAHER

£/ Amazon SQS # IAM KB

AENAEMHARNEAFRTIEE Amazon SQS BRI : /A Amazon SQS KERSEFMEA 1AM
RKBRE, BUUFERETFEE—ESHERS, ELERBLBERT , TieKA LRBFP A |, AL
BRREHENER,

Flan | TERERTEME IAM KR Amazon SQS F#, ReceiveMessage IAM REEFEAR T
Amazon lKF & R queue_xyz BIBAFIHIT Amazon SQS H SendMessage #F , H BiZKEEE K
HnE A Bob # Susan ( Bob 1 Susan B8 1Z K PFTIRAIBR ) o 1tk Amazon SQS ZKEEiE[E Bob
# Susan #FXIE —BAF# 1T ReceiveMessage # SendMessage R/ERIIIR.
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1AM Policy 5QSs Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage, SendMessage is equivalent to User Susan
Resource: Actions:
arn:aws:sqs:" 123456 TA8012:queue_xyz ReceiveMessage, SendMessage
Resource:
User User arn:aws:sqs: " 123456789012 :quene_xyz
Bob Susan
queue_xyz
@ Note
WREIERT ATRENEERE, SUUEZLERE-—REPIEERERYE , HRERAENSE
R

IAM #1 Amazon SQS <z BHE —MEEXH] : Amazon SQS KRS A FERE M Amazon K/
EFE , m IAM U R,

BRLETREMAGZEER LRARMREREZELENNR, AT ROIBRXAHRERSEZIATHE
ZE1TH .

o EE—ANRHIF | Bob A IAM RKEEMER T HKFH Amazon SQS K. |AM ZKEE @ H K
F&ETFI queue_xyz $1T ReceiveMessage BRENNIR , M Amazon SQS K& m H K~ &% F Xt
B —BAFIHIT SendMessage BIEMNIE. TEHEHRTX—B=,
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1AM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage Actions:
SendMessage

Resource:

arn:aws:sgs: " 123456789012 .quens_xyz
Resource:

arn:aws:sqs:":123456788012:quane_xyz

User |
Bob
queue_xyz

IR Bob A queue_xyz K% ReceiveMessage &K , M| IAM KBS R FHMITIZIRE. R Bob
[ queue_xyz K% SendMessage R , | Amazon SQS FEF A FHITIZIRIE,

s EEZ/NRHIF , Bob MAMI queue_xyz BITFEINR , H kA L EM BR 3T ZBA S B P E 15 1]
PR, RETEMNFEZRAM—NERE , ELMIHENZASINFIERE. LEBRLBZISARNERE ,
HREX deny IHAEBE allow. BXFRIIMEZEENELER , BSREEENLEKES Amazon
SQS HRIEKESHEEA. TEHERTX—B=,

IAM Policy 5QS Policy
Allow Allow who:
Actions: L
ReceiveMessage Actions:
SendMessage

Resource:
arnaws:sqs;" 123456789012 quele_xyz
Resource:

User am:aws:sgs 1 23456780012 queue_xyz
Bob IAM Policy

Deny
queue_xyz
Actions: * Overrides
the other
Resource: policies

arnaws:sqs" 12345678001 2:quene_xyz

AT LA[E Amazon SQS KBS HIRIN—&REINED |, IE4 Bob SAMEM A X IFMEZRASI, AiN—%
IAM ZKREIE4E Bob 1510 1ZA It EERHEMN MR, BHXF K Amazon SQS REFRIRM R RHE |
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&5 H Amazon SQS FHEHWEARTRHl, BXR4%E Amazon SQS KENEZELR , HSHANEENL
KBS Amazon SQS FRIFKIESESFE R,

£ Amazon SQS 4| & FrEM R

F LA Amazon SQS #HI AW AR XMEFERAF K Amazon Web Services ik~ £/ Amazon
SQS A R/NMIPBRE, Hlan , AR SMEFEA ListQueues RIEMNPRF BETIHRAY] , HE HM
BB CreateQueue BEMNRETELIER S, EFF Amazon SQS RAFIIT #ZEl Amazon SNS E
B, WBRT Amazon SQS XRZ I , #HI B X FEEE X Amazon SNS BRIERNER.

MRGBLEAFNRENREN =K 1AM KB, XTI T % IAM RENAF |, 258 JeTER
M ERIETT.

NFREEIFAAH Amazon CLI 2 Amazon SQS BENAF , BLERNHIREHBEEZEHI AR,
Amazon EMR E T & 519 K 8§ R f

KINERT , ARHAGSELIERIEHN Amazon SQS BRI R, f1teTc A Amazon Web
Services Management Console, Amazon Command Line Interface ( Amazon CLI ) 2t Amazon API
WITES. ERTRPNMERFRHITRENNR , IAM EE A AR IAM X, A5, EEAT
DmAenmIAM X, FBEAFATURARE,

ETHROMAERXLRAG JSON KEXHLIEET IAM BN ERE , 55 (IAM AFIERE) Hi 6
2 IAM KB,

BX Amazon SQS EXHRENEREABENWFMES , SESHEFXREN ARN KX |, ESRKRS
BiXSEHH Amazon Simple Queue Service HigE, FRMEZ4E,

@ Note

1£3 Amazon EC2 Auto Scaling BLE4 B HiE#NT | BLERE R EEXIEZE Amazon
SQS BA%l, BXREZER , TSR GEAT Linux £HI8 Amazon EC2 B 1ER) HHY
Amazon EC2 Auto Scaling 4 B B4,

E3-
- REEHREXRE
« £/ Amazon SQS Z&l&
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonsqs.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/lifecycle-hooks.html
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- ATAFEREMITESHRR

- RFAFIZEAS

- AR FREMHZENIIBEEE

« AVFETE R IREGA 518 RBAN
« AUESERFERBERIIZEER

g s
ETSANEMAERMARTTUR, HARMBREIKhH Amazon SQS FR. XERIETE

£{# Amazon Web Services IKF A A, SIZRmEET 5O REE | HEE T EN R

* Amazon HERBEREARENRIFTAN] - BEFHEAFNTERER TR , BEMH Amazon
RERBRANTFZERNERAZRR TR, BT Amazon Web Services K = Fp % BIiX L2 SR BE
BUGBYE N BETENNAZ RN Amazon EFEERBERE—SRINR. BREZER , #F
Zi (IAM FF#ER) F# Amazon HE KBS TFERRER Amazon FEE XM,

« NASENR - EER IAM KBIRERRE , HRETFRITESHAENNR, Nt , EATLEXL
EREFG T AUNBERFRHRITHRE , SR NRENRFA. BXEM IAM NARBRNESE
B, BZH (AM BFERE) F8 JAM 8y KB ER.

« £ 1AM KBS A B S — 5 BRI T5 R A PR — S8BT LA 3R B 78 B0 £ 43R PR I 33 R R R RO 1
B, Blan , WA UREREXHRISELMMER SSL KIEFIEER. WRBEIL4EE Amazon Web
Service ( #l# Amazon CloudFormation ) fEFABRSGRYE , BE A UAERARERE FXNRFREENTH
IR, BXEZEELE , H2H (IAM AFEmM) T8 IAM JSON B TE : &,

 f£/ IAM Access Analyzer BiF & EY IAM REE , LUBERNEHNZ £ MR IhEEM - IAM Access
Analyzer 2KIEFH REMIA B R , UBERKBERAS IAM REIES (JSON) M IAM REKEK, IAM
Access Analyzer 12 100 ZTERBREN AIRENEN , BB THELL BB KK, BX
FZER , BESHE (IAM AF#Er) FH IAM Access Analyzer SREERIIE

- BEEZESHRIE (MFA) - MREFTILHIH R EREH Amazon Web Services /= #5 IAM A
HIBRAF , BEA MFARKRSREM, EEETRA API BERFE MFA |, i1 MFA 475 NE &
WEREEF, BXEZEER , B2H (IAM AFEmRM) PFHEES MFA RIFEY AP G,

BX IAMHHREIENESESR , 20 (IAM AFER) #1 IAM F R HEXE,

£/ Amazon SQS =4l &

E /A Amazon Simple Queue Service 2#l& |, BARMER —AREHNNIR, XL RS TFES
HEE B RXER Amazon Web Services I 1 Amazon SQS BRMFMAEE ., WRGELLNEN
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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BENBREACENETSONERR , N THMT ZREBENZE (AFRSAR ) , B8N AR
EEZE1T,

N FRFERA Amazon CLI 5 Amazon API WAF , BEFENHEHRBRMUFZEEHFHSNERE, Ak, RA
FiFRSEZRMITH AP BEHETE Y RE,

NERAFNAGRDPAT ML Amazon SQS 24 & , EEfF Amazon
AmazonSQSReadOnlyAccess Amazon SQS EERMEH MEILE, BEXEZER , B (IAM A
FiEFE) $RY AP RIRER,

ATRAFERMWIE SR

ZRBINER T B e KRS AW IAM BFRFEEMMNBIEAF BN ABRKRIEMITEN R, It
KEOEEEH S LR MIREDEUGHREA X EA Amazon CLI 2t Amazon API FrEE B IXBR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",

jiam:ListUsers"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Resource": "*"

SAVFR P RIS

FEULTRBIF |, A1 Bob BIR T —RKE , AFMIHRIFTAE Amazon SQS B , BERXEBTFE#a
BRAXAEZRHSE alice_queue_ BIBAFI,

Amazon SQS T4 B3R Y SIEZER FERZAFINNE, FHit , BRT IAM KB
CreateQueue #B4E , B1E 4T [E Bob EXIFFFEHFTAE Amazon SQS EREM R,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:alice_queue_*"
1]
}

RFFREBHENRIIBEHES

FEUTREF , BRONAFEARBET —NE , HMMT —FKKEE , AFZ4AER Amazon SQS
SendMessage &1E , BR{XRFE F4E Amazon Web Services ik H& 5 MyCompanyQueue #Y
RA S,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:MyCompanyQueue"
]
}

BRI LAER * ( AR SendMessage ) BEARFITHZRAFIMITU T RENN
PR : ChangeMessageVisibility, DeleteMessage, GetQueueAttributes, GetQueueUrl, Recei
F SendMessage,
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® Note

B8R * TEHMAPRERBHEATFEINR , B Amazon SQS & E RIX LR, Hlm , 7
DA R T * M SendMessage PR , BIfE * @& SendMessage B IGEINIR ,
2k,

LB ST B BRAX PR B th & . MR EMARRE * PR, MIFRMER SendMessage

BERAE AEEETERREAAN—Y) IR, HR , ZBERTEER , ENEETE

BEX SendMessage R, ERAFEHE T ReceiveMessage IR , EERM
ReceiveMessage TR , AEHIBR * R,

SRVFEE R IREBASIB KB

EUTROIF  BITABEBARBRT —NH |, HMINT —5KFKrE , AFZEAXE TEE Amazon ik
PRFTAERFIER Amazon SQS GetQueueAttributes #4E,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:GetQueueAttributes",
"Resource": "*"
1]
}

AW EENFEREENIIREHES

O] LAE A Amazon SQS KEEDE IAM REE TR MES . MREEMKFEIEE Amazon Web Services ik
P, XA Amazon SQS KEEE#E, BR , SERFELARHTEE Amazon Z2EIENEAAF
A ZAAFIREE S, MEFTENABEAFRINARFRFIHRNER , MATEINFL TR
AP BENEFESENE , £H IAM EB M A2 Amazon SQS FHE,

RRBIFFHATATERE

1. BIE—1% WidgetCo KRGS EMRHEL TR DA,

2. NEENHFARHPEERFENRNBEAFINARFCIEAS,

3. W APAME 4,

4. HEH-ZEE , MAFZAXE R SendMessage KBTI IT WidgetPartnerQueue 1,
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:WidgetPartnerQueue"
1]
}

Amazon SQS K &R E ARG
AP E R T EN Amazon SQS F B =G FBE

ERESNRBEHRINZASN , EAZRFHERIEZRBENRR, &4 , AFRENRF AT EEES S
FIATIERE. ERPERBEMMBIA /S, ARIEA S REEEES A PRITERERE,

® Note

BWEARMIERED : —MIEHFHEORATRFNR , Z— M HRRECOATEARFE
iE & 5 Amazon Web Services Management Console , SAETE [&] A P 1% 5 1 FR A 38 11 3X £ 4%
PR o

A~ 1 @m—4 Amazon Web Services T 12 F — IR

LA RABIZRBE ] Amazon Web Services I8 111122223333 PN EEBFRZ (BXHEMN ) KiEs
B 444455556666/queuel HIBAFIRY SendMessage R,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
},
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:us-east-2:444455556666:queuel"
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]

R~ 2 : @m— Amazon Web Services i 12 F H DA R

AT I B& @) Amazon Web Services IKF& 111122223333 B FXN BN 444455556666/
queuel WBAFIHY SendMessage Fl ReceiveMessage fXPR.

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{

"Sid":"Queuel_Send_Receive",

"Effect": "Allow",

"Principal": {

"AWS": [
"111122223333"
]

.

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:*:444455556666:queuel”

]

T~ 3 mEHEA Amazon Web Services T F 12 T Fr B R

AR RAIRBE R BN T REHY Amazon Web Services IKFP 5 (1111122223333 Ml 444455556666 ) &
FREERE (BZBM ) KEHER 123456789012/queuel BIBAFIER Amazon SQS AFHE
T R Fr B R AERI A BR

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
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"444455556666"

1,
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

3]

w4 AABHNRAFRERTERKS R

LA RIS BE 5] Amazon Web Services IKF 5 111122223333 THY rolel M usernamel BFIIE
ERIP (BXEM ) XiZHhE R 123456789012/queuel BIBAFIEA Amazon SQS A FHZE RN
FrEIRERNEK P R,

SN AR BERN A T AT 8R4 -

 AddPermission

* CancelMessageMoveTask

* CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

« RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

* TagQueue
* UntagQueue

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
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"AWS": [
"arn:aws:iam::111122223333:role/rolel",
"arn:aws:iam::111122223333:user/usernamel"

1,
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

]

w5 MR RT TR
LT RBIKBEFRERAR (BERAF ) 8BFNEN 111122223333 /queuel KIRAFIHY

ReceiveMessage PR,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel"

1]

}

w6 - AR R PR T AR E RH R

UTRBIKRBARERF (EB|RAF ) ®BFXEHN 111122223333 /queuel KIBAFIH
ReceiveMessage f R , B HEMEEXPRTF 2009 F£ 1 A 31 BHFF 12:00 ZTF 4 3:00 HiE,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage_TimelLimit",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:ReceiveMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {
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"DateGreaterThan" : {
"aws:CurrentTime":"2009-01-31T12:00Z2"

I
"DateLessThan" : {
"aws:CurrentTime":"2009-01-31T15:00Z"

}

]

=l 7 : @ CIDRSEE R ATE AP R FATENIR

LR RAIKRBEEMERF (EZRAF ) 8FXAN 111122223333 /queuel KIRAFIER AT AR ZHFR
B TREMY Amazon SQS BREMNR , EXRHFRIBERMARXRETF 192.0.2.0/24 CIDR SEH

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_AllActions_AllowlistIP",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"
}

]

I 8 : A°[E CIDR SE B M A/~ 89 72 VF 5 SR M FE LR 5 RAXR
LT R R BB M BIERL

- E—/NEAM 192.0.2.0/24 CIDRSEHE (192.0.2.188 BR4h ) AMNFFERF (EBBAF ) BT
WN#E 7 111122223333/quevel HBAFIERA SendMessage BRIERINBR,

« FE-/EAPEL 12.148.72.0/23 CIDRSEEARNMMERAF (BEZAF ) £HZBAS,
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"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_SendMessage_IPLimit",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:SendMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"

I

"NotIpAddress" : {
"aws:Sourcelp":"192.0.2.188/32"

}

3 {
"Sid":"Queuel_AnonymousAccess_AllActions_IPLimit_Deny",
"Effect": "Deny",

"Principal": "*",

"Action": "sqgs:*",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"12.148.72.0/23"

3]

FEENEKS Amazon SQS R KKESHAFER

R EFHLERIRIE Amazon Web Services Ik~ ID ME AR ( a0 SendMessage =
ReceiveMessage FIRPR ) o1 Amazon SQS FRIMNIR , MIEFREEHCHEKE, BULUREH
Amazon SQS AddPermission #4E,

MEEEEHTEEARNSEYS (Hl , FREBEWEERFEREW IP it ) KEXIEL R AR GFIHFA
NEEBHTHRE Amazon SQS KM HEA Amazon SQS SetQueueAttributes BEFMH H4£3Z|
Amazon &%,

FB
« Amazon SQS if a2 #2213
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html

Amazon Simple Queue Service FERARER
« Amazon SQS i A FI4L B TERE

Amazon SQS 5 RIRKIE S X EHE

Amazon SQS % FIKIIE S HEEHE

Amazon SQS HRIKRIESE P EXELMMINEL ZBHXR

B E R R PR

B E X Amazon SQS % [FI R E1E S =51

Amazon SQS 7 [A]#Z= &I ZE#)

TERNET Amazon SQS &RV IH AR,

Service
You o
Resource A Resource B Resource C
Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester «_\_\*ﬂ
Inceming )
requests e Evaluation Code
Requester
Requester

&, RIRFAE,

BH IR , B E7E Amazon lREH ( fla0 , Amazon SQS BAFI ) .
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3
R, WBRFNHMERNBNINRRREMR K. Amazon BRFSREMT — API TAXR ELENE
HRM,

o
%R & FHEAIE Amazon RS 1E ARER.

o
5 P KA E S 1A K80, XR—4ATE Amazon BRSSP REARIEE A A9 SR BT 42 ARV B R#ATITEHRE
REAFZERELAARNKE,

Amazon SQS 5 REHI B TERRE

[

TERNE T EH Amazon SQS 17 A K EEE S B 1TIH RIZ I — R TERTE.

You write a policy You add the policy Someone requests
— to the system L @ o use your resource

(L) (2] ©

The service The sarvica
determines the evaluates the The service
—-

applicable policies —® policies returns the result

(4] 5] ©

(1]
BRIEHRAFTI4RE —/ Amazon SQS K,

(2]
B KRE £ E Amazon, Amazon FRESIRM—NAR LA KEE API, B0, #6H Amazon SQS
SetQueueAttributes BEXRNIFE Amazon SQS BA % L2 K EE,

€
R AB%EK A Amazon SQS BABIBY#R.

4]
Amazon SQS ¥ & FTE T AR Amazon SQS F B H R EML KT A,
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o
Amazon SQS XX LEREEHTITME , WERS L VFERE EA LB,

(6
BIEFRITEE R , Amazon SQS [HiEREFIRE Access denied HEiRBEE |, HEHELIBZFR,

Amazon SQS 5 B K& 1E S X B
ZRTREER , BXIEE JSON M—EX e,
AT
FStatementi® 1 MR Btallowk 4R
B’
R BENRAUMITHES , BERX Amazon HiER.
BRiINEL
B AV S EXIEL REM Statement BIER,

Condition

EXUANEARMREAES, RENKAESEH, oA P i,
MR

878 — M Policy®y StatementFE ITHHAENREINE R, BREEREIE QN AT LUEE deny = allow
B, EXBITEHPRAE=FENER : IAEL, A IFMERIEL,
EIEL

FfStatementi®g N R BfdenyWE R,
BRE]

Amazon SQS A¥R#E Policy MERBIRLR L IFEABEBRNIRE,
A&

HEPolicy MM BRBEFREBRHAF, . XMhE (REX ) BEERRBEE. Amazon TAW
Amazon SQS AP AN FTHENRIREIERKRE,

RIE U5 F RS E R 4
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http://json.org/
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YFA]

£ A ConditionF Z24A fo i SRIE4E XY %2 IR &Y 17 [R] B9 BE =20
Policy

KLY —RASRIFOEBEH,
Policy A Policy A

Statement 1 Statement 1
is equivalent to

Staterment 2 Policy B

Statement 2

Amazon SQS FRXBHERB R FHAF BRI EIRANR,
F K
W I VF AT F Policy A F o
iR
EAERFER R
Statement
BAMURHERIER , LFERIESHRE , (FAE KM Policy XN —B5 .
BRE
RREBEERERNAR.

Amazon SQS 17 A K E1E S 1T EH2 8

FEITMEHAE , Amazon SQS BEN R FERELFRMAEUNNEARENER, THEBERES
ANEEFN

C ERINBRT |, BIELTAA KL AR RER,
. Rl BEREERIAES,
. BRIES FEEEEAL.
. ERIHEHIF A REE,
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FRARER

THEiFRT Amazon SQS AL AR IF B FERIRE.,

Decision
o starts at
“Deny"
(default deny)

:

Evaluate all

9 applicable

policies

l

9 Is there an
explicit deny?

e Is there an allow?

No

Y

Final decision =
6 “‘Deny”
{default deny)

BRI IR — P RINEL

-

Final decision = "Deny"
{explicit deny)

Final decision = “Allow”

WATRBITEER TIERNATERE (BERR, T4, BENRKML ) . FUTRRDITMERBENIFH T

BE,
&

PITRBITRNATERNERELES, AMERTRBRZXIT -1, B2REELREK , BIIE

ST

A R
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0
MERBHRIENELES , BARTRBFITHREATERNEAAFES. BERTRBRKIT
—, HRBRERFREK , BIMIRTK ( RESFERELEZIER ) .

o
MRARIEMAWES , BAKLREFRIEL (RNRBEENELIAY , TR EA N -
A4 ) .

Amazon SQS 15 R KA E T FENIEL I IAEL Z AR KRR

MR Amazon SQS FHAEZNATIER , WZERLSH RINEL, Hln , MRAFBERER
Amazon SQS FXPR , BN A TZA P —KEE £ A DynamoDB , NiZiER4SH default-
deny,

MRREHBZEAPNENRY , MZBERNERAMINEL, WRBETETPHABRE , AR
BREPTENE , ZERNERTERNATHENEL, FRNMRREIEEENMLERBZEN
KHHER , BATEXMER TRIAERABRINEL, flan , R EEIEREERNNER, BEET
KA1, REBERTFERE TN , BIEZHER, TEHAT Amazon SQS XK,

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

WRAFNEERHER , BAFKHAEBELRE (ZFERTRKEBEMN ) , WZBFERHERE R, B
=, MRAPMNERNRHER , MARGERBE , ZERNRINGRNBINEL, BT REERE
A2, EXNELRBEEINNER  IHERRENEREL, THIREEUEA T IZKE,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica

MRAFMEHRMNEHER , BAFKHELHE , WZFRNWERNERIEL,
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RINELFNERNELCHENXFIREE , RIATFAUUBSNEETHEEBEREE. Hl0, K& B AF
£2010F 6 A1 BEEMER, TEERTHILERRKERE A1 MK A2 #THASHNER.

Scenario 1

Scenario 2

Reguest arrives from Antarctica on Reqguest armives from Antarctica on

June 1, 2010 June 1, 2010
I Policy Evaluation I Policy Evaluation
Policy A1 Policy A2
‘ Effect = Allow ‘ Effact = Deny

if request is NOT from Antarctica

Condition;
if request is from Antarctica

‘ Condition;

OR OR
Policy B Policy B
‘ Effect = Allow Effect = Allow
Condition: Condition:

if request comes in on June 1, 2010

I Result

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

if request comes in on Junea 1, 2010

I Result

Policy A1 Result:  Default Deny
OR  Policy B Result:  Allow

Final Result: Allow

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Final Result: Deny
|

HEZR1P, KA NERNMNEL KB BHNERAMAT , RAZKREAF 201066 A1 8
FEANER, KB REMNAFERFERRK A WRIAELER , Bt , FRREAW.

EZm2H , K B2NERNENEL , KM BWERN AW, WK A2 RHENEXELI[FESM
KB RHEB AW, AIZFERSBIEL,
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B E SR BRI PR

B IK P 7 EY
SN AR BERN A T AT 8 4E -

* AddPermission

* CancelMessageMoveTask

* CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

¢ RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

e

Amazon SQS Bl R X #F IAM F o] AZRHENER FE, EXEZEE |, i3 M Amazon SQS API
BIR : BEMTRSE,

B E X Amazon SQS i 7 K B&iE S Rl
LT REIZEEH Amazon SQS i [E Kk,
R A=K TR

LA R Amazon SQS % B Amazon Web Services I~ 111122223333 #F PR , RiFM
Amazon Web Services Ik 444455556666 AR queue2 FREFMBUWER,

"Version": "2012-10-17",
"Id": "UseCasel",
"Statement" : [{
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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"Sid": 1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

]I

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2"

]

w2 =B MK R TFNR

LLF 7RI Amazon SQS KB AR F—EZ 4 Amazon Web Services Ik 12 4% & B 18] BR X 17 18] 48 /Y Tk
PRrRERBAS, EXVERBHEIFER SetQueueAttributes BEFHE E{£Z] Amazon SQS
A AddPermission BAETR AR E R FBAFI 5 0] 4% BR B 48 %E B (6] BR 1

"Version": "2012-10-17",
"Id": "UseCase2",
"Statement" : [{

"Sid": "1",

"Effect": "Allow",

"Principal": {

"AWS": [
"111122223333",
"444455556666"

]

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DatelLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
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]

TPl 3 : J¥KB Amazon EC2 LMY ERIZF R

LUR 7R Amazon SQS FKEEXY K B Amazon EC2 A ER R FIHRINR, L REIBRERE 2 @ 5
—NHEZENEKFRTFNEROIRE : ©RFAEERSIE 2009 £6 A 30 BH4HF 12 /& (UTC) Z&T ,
FimE 1P WSEERFIE 203.0.113.0/24, AL EREBENERIFFEH SetQueueAttributes B
fFH £ %] Amazon SQS , BN AddPermission BER A FER FRASIHRNRETIEE IP ik R
il o

"Version": "2012-10-17",
"Id": "UseCase3",
"Statement" : [{
"Sid":. "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
I
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DateLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
},
"IpAddress": {
"AWS:Sourcelp": "203.0.113.0/24"
}

]

Rl 4 EELFEIKS TG

AR Rl Amazon SQS REEIE4E 45 E Amazon Web Services ik JIBAFIEI [, bk RGIARTERHI
1: H—NEKFEZFRRRORE . ©E43EE Amazon Web Services i~ Bi5E, BS4ERBIE
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
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B HAEH SetQueueAttributes BMEMH E4£%F| Amazon SQS , AN AddPermission B#ERR
YFIE4 XTI RA BB G R AR ( E R AR FXIBABIB THRINER ) -

"Version": "2012-10-17",
"Id": "UseCase4",
"Statement" : [{
"Sid": "1",
"Effect": "Deny",
"Principal": {
"AWS": [
"111122223333"
]
},
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue"

]

~Bl5: MRAENRE VPC e |, MIE4 1R

AT "5l Amazon SQS FKEEPRHIXT queuel KIGREIMR : 111122223333 Reg@EE VPC iw s ID
vpce-la2b3cad ( £/ aws:sourceVpce £HIEE ) 1T SendMessage M ReceiveMessage #
B, BXEZER , BS M Amazon SQS B9 Amazon Virtual Private Cloud i &0

(@ Note

« aws:sourceVpce ZHFFE VPC in LA R ARN , MRAFE VPC im K 1D

o BB ES ZMEAFIELFTE Amazon SQS B (sqs:*) , IBREATRE , LUFFR
BRERFIZIEE VPC wR. B2 , EXRBFHRNAEERE ( BIEERBATIRAR
FHNERRE ) XNBEERBPENNRIE VPC mRiT , XU IEAFUEEBR
RA 54X BR

"Version": "2012-10-17",
"Id": "UseCase5",
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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"Statement": [{
"Sid": "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"

1,

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,
"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel"”

"Sid": "2",

"Effect": "Deny",

"Principal": "*",

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,
"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel”,
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

}

FimetZ 2 EUEA T Amazon SQS

BRTGIEZEETZ2EENAFZA | IAMEARFEBEAMAFEFIRNRSET  ANAEZEFST
LA B4R Amazon RS FRIR, B LLEE A Amazon Web Services Il I, #85& ] BARE
REHI&HE Amazon Web Services IKFIAF (BREFHRAF ) #TEE, i, BLIBHNBETH R
Amazon BREMNAEFEATEANAF

BO AR LR g et Z 2 EUEX Amazon SQS X HiEK. APl EL&FAXEEITIITEXAENSHEE ,
LUMEX RN ERFITHE ORI, MBREFERASHNEIELEER , N Amazon S3 £IELLER,
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® Note
EFBEE T ISR BEK,

TR
1. A IAM eI IF R £ &I

. m2DE
. HREH D
. BEHAEH

2. BAKNBAES D AZLHMEESETHR,

3. EARNREHAES (MTRLASHREHHES ) MAHEN AP HREE.

@ Note
ERXREZLENENA API BERE , BFEAIRRHRIZE ID (MAREECHIBERZEHAID) |,
HETEZEDE, BXMNENEZEEIEN IAM XEFENEZEE |, E5H (AM AFER) H
RT3 Amazon IRV IS S 5 1R AXBR o

FEAIG L2 EZULAA Amazon SQS &if] AP| i

1. fEA Amazon Identity and Access Management RGN Z £ T, BXEZER , HSH
(AM AF#Em) PRBIE IR Z2EIEERN IAM AP B A RER,.

IAM £IRE—NMNEE£THE, —MNABZES ID M—NEHEES,

2. FAKRGEZA ID((MARELECHIHRIZES D) £RER , HETEZEDM, ARG
RFRHHA (MAREECHRBIHRESH ) FiEREE,

3. BRXEFEAKMIBRZE ID MZeSHEENERNFERE,

LA 745015 BB el 8 A i B 2 £ ZAE XY Amazon SQS ER# 1T E M RIE, AUTHPARAMS R4S FER
RTF APl B RHNZEEZ, BXEZEE , i3/ Amazon Web Services —figZZHFHZE Amazon
API &K,

https://sqs.us-east-2.amazonaws.com/

A K 227


https://docs.amazonaws.cn/IAM/latest/UserGuide/TokenBasedAuth.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html
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?Action=CreateQueue

&DefaultVisibilityTimeout=40

&QueueName=MyQueue

QAttribute.l.Name=VisibilityTimeout
&Attribute.l.Value=40
QExpires=2020-12-18T22%3A52%3A43PST
&SecurityToken=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Version=2012-11-05

&AUTHPARAMS

AR RGIGER T I R &IERE T SendMessageBatch #ELXEFHFREE,

https://sqs.us-east-2.amazonaws.com/

?Action=SendMessageBatch
&SendMessageBatchRequestEntry.1l.Id=test_msg_001
&SendMessageBatchRequestEntry.1l.MessageBody=test%20message%20body%201
&SendMessageBatchRequestEntry.2.Id=test_msg_002
&SendMessageBatchRequestEntry.2.MessageBody=test%20message%20body%202
&SendMessageBatchRequestEntry.2.DelaySeconds=60
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
&AWSAccessKeyId=AKIAI44QH8DHBEXAMPLE

&Version=2012-11-05

&AUTHPARAMS

£ F KR Amazon SQS FKEEF Amazon KMS Z4ABUREE X 1% Amazon SQS BA 5 #Y 1/ (7] X BR

IEALAE A Amazon SQS &Y & Amazon Key Management Service (KMS) & B #Y IR 55 85 i 11 2%
(SSE) TN AR 2 BRI BUEBLHIE. BI S5 Amazon SQS # Amazon KMS HER , BRI LIEFE
E{RH Amazon SQS KA LUK R B EH M Amazon BIRHE4A

%A Amazon RS AT BAFE [ Amazon SQS KIAEHNWEHR. EFESHIREES G EMNZR Amazon
SQS A%l , BZFEFHAEFEE Amazon KMS Z4ABE S, AR5 , FAZRABREATRSERMR
T Amazon KMS API 5%, ZBRSEFEEX 17 B3 1T F 0 RIEA AR F BEERA S R EEH, EALL
£ Amazon SQS KEEREIMX— B , ZRKEE—METRERENERE , 7T TEHIX Amazon SQS
RA I R H R H 17 18

LUTETRHEEXRNMIET Amazon SQS KEEF Amazon KMS ZZ4A BRI HIX4 f1%8 Amazon SQS A
SR R BREVE B . ZAHE R A BV SR BRI &5 B 8 S I & R AUBR 6
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https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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AIEEENETETERNENOMAMER aws : SourceArn, aws:SourceAccount H
aws:PrincipalOrgID £/F IAM &4 £ T SXEER#EREE R E R &,

£

« BIKR Amazon SQS BHHABE

« ZEERSIH Amazon SQS KHiEA

- BEERSEERERZ

« {8 IAM Access Analyzer Z & FEIK /7 i 7] X fR

R
EAREES  BITHFRNENB-NERLERARS , LHA AR EZABERM Amazon SQS BASIE

B&o LLBER EE1§JZZITI'IFJ?/T\O

¥

Amazon KMS Amazon Lambda

Consumer

@E Producer

Amazon SNS

Amazon EC2

>

ﬁ

Amazon Fargate

Dead-letter Queue

FERGIH | SHERIEER Amazon Simple Notification Service (SNS) £ |, ZEBEE N FH
EBRHEERNMNE Amazon SQS BAFl, HEFEAER —WITERS , fl0 Amazon Lambda &

. Amazon Elastic Compute Cloud (EC2) 32§ Amazon Fargate B85, R , HEM Amazon
SQS RAFIE B H A MAYE B ZIEFIFEERS (DLQ)e XN TFREMABRFREREERAIIES
A, @F DLQ ATERERFEANER , MATHAEBEAMNER, EAEFTEFENNBRERS ,
£ F Lambda FE]%‘&%#%HE*%&HET?—%E Amazon SQS RAF|FHEE., MEEEFEAEMNTELF
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalorgid
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/sns/latest/dg/welcome.html
https://docs.amazonaws.cn/lambda/latest/dg/welcome.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/concepts.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
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Bx= (VPC) # , MIAEEHEEMW DenyReceivingIfNotThroughVPCE REEEA A IFEREE
BEWRFIEZSE VPC L,

(® Note

AIEFRXURBEANTERNESEREN IAM R, ERE&EERRE |, EE2MEARMNEEH
Amazon SQS FKE&E, Amazon KMS B HE ., RIEERTRME < MMEIZE Amazon SQS
RA = Amazon KMS Z4A/Yi5 B8R, BX a2 X LR RN | 52 e1E Amazon SQS

RA I F0 6122 22 4R
AIEEHE MK Amazon SQS KA HEEEERAXFMEBHTER Amazon SQS
RA %1,

B{EMPE Amazon SQS 4R E

EARTFR | BRI BA TN Amazon SQS RAFINE F FEE R4 E Amazon KMS ARFTE R &K
PR, BERXLEANPR | &R LU’ 5 R A PR PR i J9 AN PR B #R354E | [l RERIENPR. ZPABERLMEBE
TEKIER , RIPFEI U T ARIFMIERXLEFR :

[ Amazon KMS B4R FEE G X R

o BFX A TTHIEN RIEHRIR

« 3% Amazon SNS KMS X Amazon SNS [a] BA 5l & 77 i B R BR

- RIFFEHAEBRZERBIIEHE

B Amazon KMS B4 FEE R NR

E B2 Amazon KMS Z4H , BEE RN A TEHE Amazon KMS Z4HHY IAM A& 1E# Amazon KMS
EEAMNR, XLEERNRELT AllowKeyAdminPermissions REGEAHRHITTE L, [©
Amazon KMS ZABUER AN B AR |, EH SN <admin-role ARN> Bl T E 2 Amazon KMS
4. BEE Amazon KMS 43 ( IR ERMAEZ ) B IAM BAEE Amazon BIRBF (ARN), XA L
REHBEEN IAM A€ |, A LLE Amazon Organizations REALANEE R AE,

"Sid": "AllowKeyAdminPermissions",
"Effect": "Allow",
"Principal": {
"AWS": [
"<admin-role ARN>"
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://www.amazonaws.cn/organizations/
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_accounts_access.html
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]

.

"Action": [
"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

1,

"Resource": "*"

® Note

#£ Amazon KMS ZABERH |, Resource TEMEFEN * , KRR IX Amazon KMS &
87, B5 (*) BTFRRB4ABEN NZEIE Amazon KMS %4,

RT3 2R TR R E AR

EmHEM IAM AR FNERATBIEN R IXFENR , B8 AllowReadAccessToKeyMetaData
BARMBEHNZRARES, HlI , LU TiEIRFET HKF REIFTA Amazon KMS Z4A LAt & it
LR AR F Amazon RA PN ZHATBIEN RIBHRINER. Bt , KFEPHEMA IAM ZHERAEZHET
SHONRBEGUTEARIEONER , AT LLERIZATEHIE - kms:Describe*, kms:Get*

kms:List*, #{RIF <account-ID> Bt RHIEEHCOHWEE.

{
"Sid": "AllowReadAcesssToKeyMetaData",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :<accountID>:root"
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},

"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"

1,

"Resource": "*"

£ F Amazon SNS KMS X Amazon SNS [al BA 5l & 77 i BRI R

ERIFEM Amazon SNS =B @ MNZEHK Amazon SQS AFIAFEE |, BF A11owSNSToSendToSQS
FEHAEARMEENZRABEES, iEA42EF Amazon SNS £ Amazon KMS Z4A [ Amazon
SNS BABI A AR, #RIF <account-ID> HiHEBEHEHWEE,

® Note
EAHH Condition £FR#I{XFEE — Amazon M~ F{E A Amazon SNS RS IR

"Sid": "AllowSNSToSendToSQS",
"Effect": "Allow",
"Principal": {
"Service": [
"'sns.amazonaws.com"
]

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
}
}
}
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AW EREREREAIINEES

LA AllowConsumersToReceiveFromTheQueue &A@ Amazon SQS EEFE A& T TR M
# Amazon SQS BAF| W EIAYE BFTERINPR. MiINREEE QAT |, & <consumer's runtime role
ARN> B EEFEREN IAM E1TRA® ARN,

{

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": [
"<consumer's execution role ARN>"

]
}I
"Action": [
"kms:Decrypt"
1,

"Resource": "*"

}

BRIK R Amazon SQS KB

AL SET MAIER PRI A R 61 RENR Amazon SQS BAFIZEE ( 170 , A Amazon
SNS Z| Amazon SQS ) » EXKFKEE EEEIESHEM Deny M Allow BARFEIEEAH

B, Allow BEALEBREEREZARFIHRINER. Deny & T By L E /ALK 15 8 Amazon
SQS BAF , FEIBTHF B FRSEABERRTE R SR M4 Z I

Amazon SQS KEEBELUTE , BAVETEXN EBT T HAHEL

 BR#l Amazon SQS EIENXIR

- BREIIEEHLM Amazon SQS BAFIERME

- EfFEAERF Amazon SQS IR

 SEHEAR P INE

- FHEAHRSINEEN Amazon SNS £/
(A% ) FOEEERRFINEE VPC iR

FE4) Amazon SQS EIEX R

LA RestrictAdminQueueActions KRB AIF Amazon SQS BEENRREHINXE TEA TR
A%, BERAFIEAmERMEZH IAM A€, BRI <placeholder values> BMAEBCHWE
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B. IBERATEE Amazon SQS BAFIK IAM £ ARN , AKX N EH Amazon SQS &I X R K 4E4A]

EERAEMN ARN,

"Sid": "RestrictAdminQueueActions",
"Effect": "Deny",
"Principal": {
"AWS'": A
.
"Action": [
"sqs:AddPermission",
"sqgs:DeleteQueue",
"sgs:RemovePermission",
"sqgs:SetQueueAttributes"”
1,
"Resource": "<SQS Queue ARN>",
"Condition": {
"StringNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::<account-id>:role/<deployment-role-name>",
"<admin-role ARN>"

FR&IE ELH LK Amazon SQS BAFIIR 4

EHBBRI AR Amazon SQS BIRTWEIAEBIER ( B Amazon HLEHNFEMEIFE ) , BEAUTE
A, WBEALRHIMEIE Condition FIEEMHLTFE Amazon SQS BAF, BRFF <SQS queue
ARN> &7 i TE82 Amazon SQS BAFIEY IAM BE&H ARN ; fF <org-id> B REMHELALR D,

"Sid": "DenyQueueActionsOutsideOrg",
"Effect": "Deny",
"Principal": {
"AWS'" A
},
"Action": [
"sqgs:AddPermission",
"sqs:ChangeMessageVisibility",
"sqgs:DeleteQueue",
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"sgs:RemovePermission",
"sqs:SetQueueAttributes"”,
"sqs:ReceiveMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgID": [
"<org-id>"
]
}
}
}

6] F & % F Amazon SQS X R

EREWSRE Amazon SQS AFIHEE. , BREEMEEFEABZRHELENNR. UTRBEAL2EEE
ERNFERERFEARKEB Amazon SQS BAFIEE EFTENR. F1ZiE R MEIEH Amazon SQS
REER |, HSMN <consumer's IAM runtime role ARN> Bt ANERAEEAN IAMEZTHRAR
B9 ARN ; R <SQS queue ARN> E#) A T&FE Amazon SQS BAFIRY IAM B &K ARN.

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": "<consumer's IAM execution role ARN>"
3,
"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sgs:ReceiveMessage"

]I

"Resource": "<S@S queue ARN>"

Epy it SRR B Amazon SQS BASIRIEE. , 154 DenyOtherConsumersFromReceiving
BAAME Amazon SQS BAFIEKEH ., WiIEAXRFEENRELEENEAERER , TATFHA
EAERR , AEMENN S HRRLBTFHIFENR , bRk, BWR[F <SQS queue ARN> F

<consumer’s runtime role ARN> BB EBAZWELR.,
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"Sid": "DenyOtherConsumersFromReceiving",

"Effect": "Deny",

"Principal": {
"AWS": A

1,

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:ReceiveMessage"

1,

"Resource": "<S@S queue ARN>",

"Condition": {
"StringNotLike": {

"aws:PrincipalARN": "<consumer's execution role ARN>"

3K e A% H P hn &

BAR DenyUnsecureTransport RESEQARFIFEAENNEEFEHALLEE (TLS EE ) REME
W3k B Amazon SQS BAFIKIEE . TRFT <SQS queue ARN> By AT EBE Amazon SQS BAFIHY

IAM B8 ARN,

"Sid": "DenyUnsecureTransport",
"Effect": "Deny",
"Principal": {
"AWS™ . MM
I
"Action": [
"sgs:ReceiveMessage",
"sgs:SendMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
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E B MR E RS EMN Amazon SNS £

LA AllowSNSToSendToTheQueue KB A R IFIEER Amazon SNS B[ Amazon SQS BAFI
RIFHEE . WRE <SQS queue ARN> B AT EE Amazon SQS BAFIK IAM A &K ARN ; fF
<SNS topic ARN> Ei#:J} Amazon SNS & ARN,

"Sid": "AllowSNSToSendToTheQueue",
"Effect": "Allow",
"Principal": {

"Service": "sns.amazonaws.com"
.
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {

"ArnLike": {

"aws:SourceArn": "<SNS topic ARN>"

LR DenyAllProducersExceptSNSFromSending JRESEARIEHEMAIZEE LI AEER, F
<SQS queue ARN> ] <SNS topic ARN> Bt HNEZBECWEER.

{
"Sid": "DenyAllProducersExceptSNSFromSending",
"Effect": "Deny",
"Principal": {
TAWS': MM
},
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "<SNS topic ARN>"
}
}
}
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( ik ) ROEREWRFINBE VPC IwR

ERHMRE4FER VPC | Jﬁﬁ,\\\ivtl_/ﬁ,m , BT
SEEBKRBEFTEM VPC i

R

P{AN

R, BN LE AR IEEEER FEEURBRASIH

# Amazon SQS BAFIREE PR ML FREGE R, BR
SR ¥ <SQS queue

ARN> &7 Fi T &% Amazon SQS BAFIHY IAM B &H ARN ; ¥ <vpce_id> ¥ VPC k& 1D

"Sid":
"Effect": "Deny",
"Principal": "*",

[
"sgs:ReceiveMessage"

]I

"Resource":

"Action":

"<SQS queue ARN>",
{
"StringNotEquals":
"aws:sourceVpce"
}
}
}

"Condition":
{

: "<vpce id>"

FEERASIEY Amazon SQS KRE&IE Q)

FMUTEREED (BEET ID F71R ) AmE

RestrictAdminQueueActions

DenyQueueActionsOutsideOrg

DenyOtherConsumersFromReceiving

DenyUnsecureTransport

BR TR ERRMEE QA ME DLQ TR KBRS

HHE |, MT AR,

(BN

AN

RIA

2| I_l\

"DenyReceivingIfNotThroughVPCE",

Ry DLQ F R SREg AR

AllowConsumersToReceiveFromTheQueue

BRI —2%1E4A , SABR&IE Amazon SQS RASI1E
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BR#I[E Amazon SQS BA & HiH &

ERFIE — K~ REETH B Amazon SQS BAF |, FE7E DLQ BAFISREE R MLL T
DenyAnyProducersExceptSQS REEIEA, WIBAFRHEABMRFTBENY K BAEEE
EOIZEEFIZHZE DLQ , Ft#E 812 DLQ Bt L A8 Amazon SQS ARN, MIREBEERF
(5] A% BR PR 1 9 X — 4 Amazon SQS BA%I , B FE R 52 A &8 Amazon SQS JRBASIHY ARN &2k
Condition #HY aws:SourceArn,

{
"Sid": "DenyAnyProducersExceptSQS",
"Effect": "Deny",
"Principal": {
TAWS': MM
},
"Action": "sgs:SendMessage",
"Resource": "<SQS DLQ ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "arn:aws:sqs:<region>:<account-id>:*"
}
}
}

/A Important

AP E XK Amazon SQS BAFIZKEE TR 2% sqs: PurgeQueue RERHIEEN IAM A6
RZNBE, sqs:PurgeQueue BRIEAFEMBER Amazon SQS BAFIFHFTEHEE, &t
LMERA IR ETSCEERR | MEAEER Amazon SQS A, B NARFER , £ LUSKR
Amazon SQS BAFIAMIBRAT8EERIRAVE R . NN AR , B LUEN Amazon SQS RAF
REREHEE , RAREHRAEFREZaDERSILERTITIR. ZFTAR R IR ER &I E A
Ae , RENEZE Amazon SQS BRI ATRERAEL A G, BFENFUNRFINISEE
TFEOHHRED , TEEFBREAS,

Br3e s R S5 IR B F &

BERERIER-NMREFEE , XRERITRENRNXETRLIEEEENRIKERITZRE, K
THEXMER , MRENKFPNFRREHRE=S (HABEKF, ) SHEM Amazon BRS ( N EBER
5 ) WIEEMAXER , W Amazon 2RHATRIP GRSV TR, AT 59 RKIEE @ 7] LA B EBh B 5 AR
SRBERERE,
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— MRS (RS ) BAS —TRS ( FIBNERS)E , e K EBRSEL., TURNMNBARS

DERAENRN S —NEF R ERETRE , SNZBRSFTREHRNR. 7 THBBBIRE , &KX
FENWE TR RAEKEEAMER aws : SourceArn, aws:SourceAccount M aws:PrincipalOrgID
2F 1AM &4 LT8R, X2FRSHENNRRRFIE Amazon Organizations FE4EERIR. 1FEMK
FPRASELLR,

# /8 I1AM Access Analyzer & & Bk /= 15 8] f R

AT LAE A Amazon IAM Access Analyzer & # i Amazon SQS BABIZE B M Amazon KMS Z34A
B , H#1E Amazon SQS BA%I= Amazon KMS Z4A 1R F A PS4k 1/ B A PR AT IR BB 2, 1AM Access
Analyzer BEIFRRBEHAPN F RN EEEXEZANIELZNEKS . KEFXKETUREERH
IAM Access Analyzer B4#§E ) Amazon Organizations RI#Y Amazon i SiH 42,

IAM Access Analyzer fE i E T2 B EXR DM Amazon MEHE T RIFWER , BESHAIBES
HEWER. N TEENEEXBARLZNERNETNES , Access Analyzer BBIRER —NAEL
R, AELERSEEXRHANBRARZGRNBRRFINASEANEL . ZAUEFRELR , UH
EiZFRNRRZITNNEFERSE , ERITVANFRNEHFELZEXK . N TFEAENHGE , BE
ESYMNERARITIES. BHX Amazon IAM Access Analyzer HI{AFRIRRT & Amazon BRI E
NHENESER , BSRLEEXE,

A% Amazon IAM Access Analyzer B Z{E 8 , 59 Amazon IAM Access Analyzer X 44,

Amazon SQS API R [R : BEMRFESE

FiRE HRES MEBEETHME IAM FHNNRERR , AIERATRIENSE, JIRTES
A Amazon Simple Queue Service e, BAR FIEERITIRHX MIRIEURE TR FRERN
Amazon &R

EXRHN Action ZERBPIEERME | HERMEH Resource ZFRIPIEBERRE, BEiETRIE, BE B
EZ2BIfEA sqs: BIZR ( B0, sqs:CreateQueue ) .

BH , Amazon SQS X IAM FIREN £ BEE T8,

Amazon Simple Queue Service AP| Fig#EFTE /IR

AddPermission

1 . sqs:AddPermission

WK . arn:aws:sqs:region:account_id:queue_name
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ChangeMessageVisibility

1€ . sqs:ChangeMessageVisibility

WIR : arn:aws:sqs:region:account_id:queue_name

ChangeMessageVisibilityBatch

1 . sqs:ChangeMessageVisibilityBatch

DN . . .
R : arn:aws:sqs:region:account_id:queue_name

CreateQueue

#1E . sqs:CreateQueue

®IR . arn:aws:sqs:region:account_id:

DeleteMessage

¥ 1E . sqs:DeleteMessage

®IR - arn:aws:sqs:region:account_id:

DeleteMessageBatch

1€ . sqs:DeleteMessageBatch

®iR - arn:aws:sqs:region:account_id:

DeleteQueue

#1E : sqs:DeleteQueue

WK : arn:aws:sqs:region:account_id:

GetQueueAttributes

#¥1E . sqs:GetQueueAttributes

®IR - arn:aws:sqs:region:account_id:

GetQueueUrl

#B’{E : sqs:GetQueueUrl

®IR - arn:aws:sqs:region:account_id:

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name

A R
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ListDeadLetterSourceQueues

#{E : sqs:ListDeadlLetterSourceQueues

®IR - arn:aws:sqs:region:account_id:queue_name

ListQueues

##4E : sqs:ListQueues

iR - arn:aws:sqs:region:account_id:

ListQueueTags

#B1E : sqs:ListQueueTags

WIR : arn:aws:sqs:region:account_id:

PurgeQueue
#1E . sqs:PurgeQueue

®IR - arn:aws:sqs:region:account_id:

ReceiveMessage

#B1E . sqs:ReceiveMessage

®iR - arn:aws:sqs:region:account_id:

RemovePermission

#1E : sqs:RemovePermission

WK : arn:aws:sqs:region:account_id:

SendMessage# SendMessageBatch

1 . sqs:SendMessage

®IR - arn:aws:sqs:region:account_id:

SetQueueAttributes

¥1E . sqs:SetQueueAttributes

iR - arn:aws:sqs:region:account_id:

TagQueue

1€ : sqs:TagQueue

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_PurgeQueue.html
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html

Amazon Simple Queue Service FRARIER

®IR - arn:aws:sqs:region:account_id:queue_name
UntagQueue
1€ . sqgs:UntagQueue

WK . arn:aws:sqs:region:account_id:queue_name

Amazon SQS 1y BE&E 10 F M s

EB R A XIT Amazon SQS A T AKRIEFZMLEMESR.,

B
« {5/ Amazon CloudTrail i23 Amazon SQS API i§
- fFRALET T SQS RA% CloudWatch

£ Amazon CloudTrail i23% Amazon SQS API A

5 Amazon SQS £ K Amazon CloudTrail , ATiEZXkBAF. S8HRSHILLE SQS
. Amazon CloudTrail IR 5L & # SQS #r/ERAFIH FIFO BAFIFEXH API AREREH , BEE
S SE SQS #HlALEMREURESAATSE SQS API BURREAFRLENRE,

I 5% SQS E BT CloudTrail

CloudTrail & 8IE2Amazonik F BT ERIAL T B IRTS. HXIFH Amazon SQS EHEZI K 4R
SFHEHEHMMAmazonfk% CloudTrail B —EBIERESHHLIERP. BAUEEF, BEMNT
#} Amazon IKF VSR EH. BXEZER , 28 (Amazon CloudTrail B 1ER) FHVER
CloudTrail EHH L icZREEZESEH.

T FABASIEEIEE (20 ) B Amazon SQS APl AddPermission #IAENEBEH |, H
B CloudTrail BRiA&:F & FKIRAS. Amazon SQS API 27 Amazon SQS A% L ITH K ER
£ , SendMessagefflINEIHE N BIESH , FEERFEAFIER TR, CloudTrail

£/ CloudTrail WWEZIMEE , HALLREIME Amazon SQS API 2 HMVIEEER, HREM IP b

W AR IERE B BT A, MREEE CloudTrail BRER , M AT LUF CloudTrailE#iF&£ i E

Amazon S3 & , 3 7% 4F4£1£ 2 Amazon CloudWatch Logs FlAmazonEventBridge, R k&
EIRER , M REETE CloudTrail BHENEHFEEEESHNEHALIERK. BEXEZEER , BEH
{Amazon CloudTrail HF#R) https://docs.amazonaws.cn/awscloudtrail/latest/userguide/m B9 € 2

EREREEIAR
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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PHEEED CloudTrail

Amazon SQS SFLLT APl BEIRFZNBEIBEMS

 AddPermission

e CreateQueue

 CancelMessageMoveTask

* DeleteQueue

* ListMessageMoveTasks

* PurgeQueue

¢ RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

A ZFLLT Amazon SQS API #4T CloudTrail BEi2% :

* GetQueueAttributes
* GetQueueUrl

* ListDeadLetterSourceQueues

* ListQueueTags

* ListQueues

R BIEEH CloudTrail

BESHARHEXERRLIEFRPRITHRRRENEE , Hl20@ Amazon SQS BASI RZIESHMNH 2
W Amazon SQS JEHE., BIEEHEEBRIAERT CloudTrall TR ABEESN, BRI LAER APl 7
SQS BA%IE ABIEEH CloudTrail API BERAFIER. BXREZEE , 525 (Amazon CloudTrail
RAFERE) FNIEEBREEN.

& CloudTrailBh , A AEA S RBHIERIZIRATEICFMICFKHL Amazon SQS API 5E3,
Eig%k Amazon SQS BIEEH , BXNBIERIRFEE AWS: :SQS: :Queue, RETRE , &
ALBSERZICRNEERTESH (HIaEEA eventName TIEEEKRIBER SendMessage =
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_PurgeQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_StartlMessageMoveTask.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListDeadLetterSourceQueues.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
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#)RK#E—FPABRBFICKEIEN, BXREZEL |, 209 (Amazon CloudTrail APl %) Fi

AdvancedEventSelector,

Amazon SQS #HiIEEH -

* SendMessage

* SendMessageBatch

« ReceiveMessage

* DeleteMessage

 DeleteMessageBatch

 ChangeMessageVisibility

 ChangeMessageVisibilityBatch

ERBBEBEHNFUEIAZR, BXEZEER , 55 HAmazon CloudTrail Ef41.

R~ LD # SQS #Y CloudTrail BIEE4
UTRHIERT XM API B CloudTrail HE%B
AddPermission

LLTRBIERT AddPermission APl @A/ CloudTrail BE% B,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"

},

"eventTime": "2018-06-28T22:23:467Z",

"eventSource": "sqgs.amazonaws.com'",

"eventName": "AddPermission",

"awsRegion": "us-east-2",
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"sourceIPAddress": "203.0.113.0",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; r1v:24.0) Gecko/20100101

Firefox/24.0",
"requestParameters": {

"actions": [
"SendMessage"

1,

"AWSAccountIds": [
"123456789012"

1,

"label": "MylLabel",

"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"

1,

"responseElements": null,

"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb210@9fa"

CreateQueue

LUTRBIERT CreateQueue APl @A/ CloudTrail B&% 8,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alejandro",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alejandro"

},

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": "sqs.amazonaws.com",

"eventName": "CreateQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0)
Firefox/24.0",

"requestParameters": {

Gecko/20100101
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"queueName": "MyQueue"

.
"responseElements": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

DeleteQueue

LUTRBIERT DeleteQueue APl @AY CloudTrail B&E%E,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Carlos",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Carlos"

b

"eventTime": "2018-06-28T22:23:467",

"eventSource": '"sqs.amazonaws.com",

"eventName": "DeleteQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.2",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; 1v:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.

"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"
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RemovePermission

LLTRBIETRT RemovePermission APl AR CloudTrail BE%H.

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Jane",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Jane"

},

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": "sqs.amazonaws.com'",

"eventName": "RemovePermission",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.3",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"label": "label",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

SetQueueAttributes

UTREIERT LLTHRZAR CloudTrail BE%BSetQueueAttributes :

"Records": [

{
"eventVersion": "1.06",
"userIdentity": {
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"type": "IAMUser",

"principalId": "AKIAI44QH8DHBEXAMPLE",

arn": "arn:aws:iam::123456789012:user/Maria",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Maria"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "sqs.amazonaws.com'",
"eventName": "SetQueueAttributes",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.4",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",

"requestParameters": {

"attributes": {

"VisibilityTimeout": "100"
.
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"

iy
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",

"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

4 W% SQS CloudTrail WEIESH
LT R4S ETF Amazon SQS & CloudTrail B4 APl WEH RG]

SendMessage

LARRBIERT CloudTrail BIEIEEHSendMessage,

{

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName"
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",

’
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"

.

"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2023-11-07T23:59:117",
"eventSource": "sqs.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",

"messageDeduplicationId": "MsgDedupIdSdklael958f2-bbe8-4442-83e7-4916e3b035aa",
"messageGroupId": "MsgGroupIdSdkl6"

.

"responseElements": {

"mD50fMessageBody": "9a4e3f7a614d9dd9f8722092dbdal7a2",
"mD50fMessageSystemAttributes": "f88f0587f951b7f5551f18ae699¢c3a9d",
"messageld": "93bb6e2d-1090-416c-81b0-31eblfaa8cd8",
"sequenceNumber": "18881790870905840128"

.

"requestID": "c4584600-fe8a-5aa3-a5ba-1bc42f@55fae",

"eventID": "98c735d8-70e0-4644-9432-b6ced4d791b1",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,
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"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

SendMessageBatch

R RBIERT CloudTrail BIE#ESESendMessageBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
.
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2023-11-07T23:59:057",
"eventSource": "sqgs.amazonaws.com",
"eventName": "SendMessageBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",
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"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"delaySeconds": 0,
"entries": [

{
"id": "@",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",
"messageAttributes": [
{
"name": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"messageDeduplicationId": "MsgDedupIdSdk1027092b6-b6f6-41af-a084-e72d572a6d4b",
"messageGroupId": "MsgGroupIdSdki2"
}
1,

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"
.
"responseElements": {
"successful": [
{
"id": "Q",
"messageld": "9048ab28-e38d-46da-b9fe-f70b3873f888",
"mD50fMessageBody": "@fla575a56eb5cf5072a8dedc585d2dd",
"mD50fMessageAttributes": "6eld6d5d774a05efe9df5eb000639db7",
"sequenceNumber": "18881790869375471872",
"mD50fMessageSystemAttributes": "6f540b6e375dcdalaad2d4aaff28ebf8"

]
.
"requestID": "b5a386a4-2d4a-5de3-9910-db60fcc368ee",
"eventID": "20f5ecbe-2b0b-4d0b-a6f7-365bc94c4cab”,
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue",
"type": "AWS::SQS::Queue"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
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"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ReceiveMessage

LTRRBIERT CloudTrail WEIESEHReceiveMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:59:24Z",
"eventSource": '"sqs.amazonaws.com",
"eventName": "ReceiveMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",
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"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"maxNumberOfMessages": 10

},

"responseElements": null,

"requestID": "8b4d4643-8f49-52cd-a6e8-1b875ed54b99",

"eventID": "f3f23ab7-b0as4-4b71-afc0-141209c49206",

"readOnly": true,

"resources": [

{

"accountId": "123456789012",

"type'": "AWS::SQS::Queue",

"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

DeleteMessage

LRRBIERT CloudTrail BIE#ESE4DeleteMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {

12 API @A CloudTrail

254



Amazon Simple Queue Service FRARIER

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:58:427",
"eventSource": "sqs.amazonaws.com'",
"eventName": "DeleteMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"receiptHandle": "AQEBfgYUKTy3dyOAewC4wI31QZEB30UDuv8M8FWhObnr31qRsFBiZ57mmx01/
dWfdlvGgDW7sRSry6HHXxWrNfHItQMUHtWX3a/vEjJ6sWC/5Mf361/B2HBLCT2zG0/
IZTywxFmUT4HUudWKcGpuZb/Kcl3Fom6hYU8PxxzPxLOKPtFwrVU+G2Spvf/
Tbuyj27h5+AkNxfaAhu/dnvXnAJcDJErGsITjSS1i6iRzFq+jg6K5Fw6T578QIZcx/
ZLaCyohmj2Ha00ktwhbqQc4j+2gKSTfxrACgXCubDe5bCtwgtGdhMEh4DtVIQh88qGUCaofQ3t/
eRBIVIFJIIa61JCVNWSBqOtELEIfxaHpSvo@clIEecKDt1IJ08Cij3eulLFMIzmUot24IViZt8ntKVAZ6KBL1LedrV1Xx0OhNVc
WGQjfbqz3iBS1T1AD1zIKT7ICIA+edgaYIp0Zwa="",

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"

},

"responseElements": null,

"requestID": "fbd23ff4-al07-536d-8fcb-623070754bc0",

"eventID": "9951fed7-365f-4046-bc71-e5bf@65a9b47",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
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"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

DeleteMessageBatch

AT RBIERT CloudTrail E#ESE#DeleteMessageBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:59:24Z",
"eventSource": '"sqs.amazonaws.com",
"eventName": "DeleteMessageBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",
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"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"entries": [
{

"id": "Q",

"receiptHandle": "AQEBefxM104zyZGF87DehbRbmri91lw2W7mMdDOGrBjQa8e/
hpb4RbXHPZ9tLBV1eECbChQIE5NtaDuoZhZPOkTy@eN46EYRR4JXDZE3ALKkbPIXImASF2fUuTrXx8aeCoCA3I3woNg3fXXA
h1LS94tjAZqV2krc4BaC2pYgjyHWcWO19HWIVET/bjNMIeZoQwOM5Y
+09vHPfewz5QGr5SKpDo7uE7Umyk5n5CIZvenlefp/
mrwtaCIb9M7cCQUYcZm2ZmZDnI09XpGTAi3m2dQ@OM83pnNh@nvDfpkHpoa+hX1TrUmxCupCWHIwWASHF]110/
CCJsodMNFthLBA9S57dkBZCsw41G8jAmgQOMkvZOUL5mg@0FQQd1lYrw@zvthjCgiwdzn@yXoMzxIZMBxkY14E4nVVZ7N5XE
h80Rk2C7gByzg2kYJQOLNUVLIFT8DQE28IZppEC9k1lvrdR/BWiPT7asc="

}
]
.
"responseElements": {
"successful": [

{
"id": "@"
}
1,
"failed": []
.

"requestID": "fe423091-5642-5ba5-9256-6d5587de52f1",
"eventID": "88c8020d-d769-4985-8ecb-ee®b59acc418",
"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"
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}

ChangeMessageVisibility

R RBIERT CloudTrail BIE#ESEFChangeMessageVisibility,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-11-07T23:59:247",
"eventSource": "sqs.amazonaws.com",
"eventName": "ChangeMessageVisibility",

"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",

"receiptHandle": "AQEBy+2qnmQQVxcXrEwN7t6dXkjGAllr5DuSpGlvHx9s/vwbwp+RIr3dD6VRv1sU/
1teIulKHBs6DEIR7KL+JI3mACTB+RRpR1IWP1guiCdLKNKSVpdhkSBDDVvkRHfycTHjuszGIebGdl+tYYjPrlz
+DSePmpty@EdhqtorWlxAcOXf@GZbt@FtkbRFK3ql51ETIHgthBCABoxuOCNVMEL1Zz91rYQOm50Y30Z5Y0ZvQ/
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coPHY1+9HhNV/A6Fs+/d6mVx9v6TomTh5L03wXqt jABbOgkGftclQh/tIBAxqY/S8YGI0KtY4NDPOSQBtYF/
vCCsCq9+5fiUfiYyvtdHS1wP9AyRotenCGrUKaRFiRhxDm1D6up@UaBs2d8wgHdKFf/5mENTdeqrXQdZfwkFazW1a8ifwIn
+HzhfA9EJcdgWSS72WCMaerydsCxaX+E@8B2ubL60iafMYW4gKOGIRXYZ0+eeXKWy4TxkReW3j7k=",
"visibilityTimeout": 1272

},

"responseElements": null,

"requestID": "6fbefbde-55d9-5640-98d1-a61a84457f14",

"eventID": "72275c61-bfc0-4606-934b-a6b7397aef20",

"readOnly": false,

"resources": [

{

"accountId": "123456789012",

"type'": "AWS::SQS::Queue",

"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ChangeMessageVisibilityBatch

R RBIERT CloudTrail BIE#EE#HChangeMessageVisibilityBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName"
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T723:59:017",
"eventSource": "sqs.amazonaws.com'",
"eventName": "ChangeMessageVisibilityBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"visibilityTimeout": 0,
"entries": [
{
"id": "@",
"receiptHandle":
"AQEB2M5cVYg5gs1hWME6537hdjcaPnOYPASMOW460TTbODzPle631yPWm8qxd401hDj/
B4ntTMnsgBTa95t14tNx7Vn96jKI5rIoZ7iI8 TRmkT1caKodKIPs8wOyndZq50c2FPQxtyH+2L3UHf/
abV3szqVWXOLZR4PwX8zZkWVQGNCNNY2q21GCG586F8QwvrOFYoXNwB8ymd1lt77el1PDPknqlIlo3JFuzkEsndkkETy4fV1Qc
15PHX17nXxaC+DURV1IMPXOuSFACGmWgAoyk50HKwGOjLQgpySL/
TcnQXClvFgq8kNXGwyVzJIsbwHpOHxI70ce69vaD6DaWFP75d3hx+PJeG9pauQCKzVP3skt3Hw/
zDC7YfKcALD3aCwMmeNDwT3w@BUG6XZdG51YhtFtTQYV7YuS3i/
Jh3HShGbtm@7IKOEFiPkxv2+XNaAX3gFEpbng6zamTanfyMXCIIiglAEqiyWHQ="",
"visibilityTimeout": 2271
}
1,
"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"

1,

"responseElements": {

"successful": [
{
"id": "@"

]
iy
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"requestID": "d49ab65f-9dc7-54b8-875c-eb9b4c42988b",
"eventID": "calbc8c2-c4ba-4eb5-a54c-e650a10266d4",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"
}
}
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JavaScript ) ML S ¥ SQS ARFEF 2 AFH 1TEE. Amazon SQS AP| #EM HTTP i53Kk$#ES2 JSON 1%
NE M A 1T Amazon SQS BE , HFHITALA JSON R KiEE SDK B i, 5 Amazon
B , Amazon JSON EE P iR RSRZBAEHBBELSFEREES,

« Amazon JSON thi¥ % 2 Amazon SQS E xRS Z AN F N,
- REF[TFEMRAE Amazon SQS BRIEFTAMNRIEIES , BT 8EE M Amazon JSON i,

« Amazon JSON MY TE Amazon SQS B Fim MRS Z BIEAF L (I REKRS JSON &R )
MRFHME ( FF JSON BRER AR ) o

& X Amazon SQS FfEA Amazon JSON MU EZEER |, {555 Amazon SQS Amazon JSON
WE A&,
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
https://www.amazonaws.cn/tools/#sdk
https://docs.amazonaws.cn/cli/latest/reference/sqs/index.html
https://docs.amazonaws.cn/powershell/latest/reference/
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Amazon JSON HiUE A FIEEM Amazon SDK A, EEFEAREES T SDK liAF %4 B
H , #HZ/ (Amazon SDK M1 TESZEERE) FI Amazon SDK F T ERAZFFIK,

£

+ f£A Amazon JSON ik HiE# APl IER
« £/ Amazon ERHIEK HER API FR

o XNERETHHEUE

+ Amazon SQS #tA R E

£/ Amazon JSON ik iE# APl 53R

AT, £ 7 #EA{AH93E Amazon SQS iw R , K POST &R UK R IE R,

(® Note

RZBBIESTRE I Amazon JSON i, BRXZIRFEESTHRNTEIR , FS
¥ Amazon SQS API F{EA/ Amazon JSON Y ZIFMLEES 2,

F&

« HERHS

« B POST iEK

. &% Amazon SQS JSON API M i

+ Amazon SQS Amazon JSON Y& I 8] &

AR =)
AT EH Amazon SQS BA% , EATME—NKR. BX Amazon SQS IwmRNEER |, H5H

Amazon Web Services —fi§& & E@L/{—FAE :

< KRR
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https://docs.amazonaws.cn/sdkref/latest/guide/version-support-matrix.html
https://docs.amazonaws.cn/general/latest/gr/rande.html#sqs_region
https://docs.amazonaws.cn/general/latest/gr/sqs-service
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1 Amazon SQS iwRERIMI K, Hl , MREFANE R MyQueue BIBAG] , He—/NBA

FIEFLIET S sqs.us-east-2.amazonaws.com , B — M BASIEBLIEHFET S sqs.eu-
west-2.amazonaws.com , X NBASIF 2 EHEEAEIE.

BAF 2 — MR Hi 62 BA 5118 3R 89 5 {89 R Bl

POST / HTTP/1.1

Host: sqgs.us-west-2.amazonaws.com
X-Amz-Target: AmazonSQS.CreateQueue
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueName" : "MyQueue",
"Attributes": {
"VisibilityTimeout": "40@"
b
"tags": {
"QueueType": "Production"
}
}
(® Note

RABI B #ABASI URL Ko K/NE,
AUTHPARAMS HIEHIBURT APl ERNER, BXEZEER |, S Amazon Web Services
— R SEHRWZE Amazon API iE3K,

B H POST &R
Amazon SQS POST i&F3RE HTTP B RN EXHUREMNER KEXERNSE.

LU 2Y X-Amz-Target i% &R AmazonSQS. <operationName> 9 HTTP #r3k LA ¥ Content-
Type i% &N application/x-amz-json-1.0 B HTTP #r3k89 =B,

POST / HTTP/1.1
Host: sqgs.<region>.<domain>
X-Amz-Target: AmazonSQS.SendMessage

24 POST #R 279
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X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueUrl": "https://sqs.<region>.<domain>/<awsAccountId>/<queueName>/",
"MessageBody": "This is a test message",

bt HTTP POST & RfFH B &K% E Amazon SQS BA%l,

(® Note

HTTP #53k X-Amz-Target #l Content-Type ¥R HFEI,
RIFZE IR HTTP IRAS |, 88 HTTP B mATaE 2@ HTTP ERIBMEMINE .

f# %% Amazon SQS JSON API g &7

I RIREERET , Amazon SQS £IREZEERERN JSON BELEW, EXEZEL , FESH
Amazon Simple Queue Service APl & H &R EM Amazon SQS Amazon JSON tHILE N [\ &,

ju]

£
 BXZHHY JSON Wi RiZE
- JSON £iRMm R

FXZhEY JSON I R 45

MRBFERRI , MEMBTERN x-amzn-RequestId , EPEEHRNERA M —FRRRF (UUID) MUK
HAM MM FE, Hlin , BLF CreateQueue MBI EE Queuelrl FE , FEX B EFTEIZERASI
Y URL,

HTTP/1.1 200 OK
x-amzn-RequestId: <requestId>
Content-Length: <PayloadSizeBytes>
Date: <Date>
Content-Type: application/x-amz-json-1.0
{
"QueueUrl":"https://sqs.us-east-1.amazonaws.com/111122223333/MyQueue"

A% Amazon SQS JSON API g 5z 280
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}

JSON £51% o 7 45 #3
MEBERKM , N Amazon SQS IREEMAL , @IE HTTP #R3LF E 3

£ HTTP #53kH |, x-amzn-RequestId @& iFKH UUID, x-amzn-query-error @8M&EE :
BIRRE | URBERRUERERRERERAEH R,

FENMRNIEXH , "__type" RRHEMEBIRFHAFE , Message UAENERIERERE R
LA 2 JSON #R Y £8iR M B Rl

HTTP/1.1 400 Bad Request

x-amzn-RequestId: 66916324-67ca-54bb-a410-3f567a7a0571
Xx-amzn-query-error: AWS.SimpleQueueService.NonExistentQueue;Sender
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

{

__type": "com.amazonaws.sqs#QueueDoesNotExist",
"message": "The specified queue does not exist."

Amazon SQS Amazon JSON i & I 8] &
B X1 Amazon SQS #fEH Amazon JSON i HIE W (A&,
ft Z 2 Amazon JSON Y , ©E5IER Amazon SQS API iFRF KB @RE ?

JSON RERMREZE#TEENR NEANEZINEESFE2—, L5# SQS #A JSON X
BS1E S Amazon DK & i ( #I30 Java, Python, Golang % JavaScript ) M 5 # SQS fRFHR2

B #ITIEIS. Amazon SQS API #R4ER HTTP 55K#3% JSON XXM A. RE2HIT Amazon SQS
BE , REFHITHIERILL JSON R RISk Z4%4 SDK B K. 5 Amazon EifjfELt , JSON £
BEFmNRSSEZBNBEEHIEARERES,

« Amazon SQS Amazon JSON X724 Amazon SQS EF imf RSS2 Z E M F 1T,

« RFB[BTAEMALIZE Amazon SQS BRIEFTANREIES , (B TEEEMA Amazon JSON

« Amazon SQS Amazon JSON MY £ Amazon SQS FF imMRFZ e 2 BIEAFHL (R RELRR
JSON #=R ) MR FFE ( FF JSON BRERANR ) o

Amazon SQS Amazon JSON M E W &) & 281
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WA FF 4 4 A& B T Amazon SQS 9 Amazon JSON i ?

EFAERARITARAH Amazon SDK , LUEE iRith4£5% Amazon SQS EHE , iHFFER Amazon SDK

AREEERATAEMEERE, BiFd T SDK F/ g

BFSRTRPNER 5,

T 2FATF Amazon SQS API B Amazon JSON i &1E S KM SDK MxAFI5R :

i

5

C++

Golang 1.x

Golang 2.x

Java 1.x

Java 2.x

JavaScript v2.x

JavaScript v3.x

NET

SDK & FimiFigE

aws/ aws-sdk-cpp

aws/ aws-sdk-go

aws/ 2 aws-sdk-go-v

aws/ aws-sdk-java

aws/ 2 aws-sdk-java-v

FTEK SDK B iR

v1.47.7

v1.28.0

1.12.585

2.21.19

aws/ aws-sdk-js

aws/ 3 aws-sdk-js-v

aws/ aws-sdk-net

v2.1492.0

v3.447.0

3.7.681.0

BE

EHATC++®H
Amazon SDK

EATF Go B9 Amazon
AAIES

EHAT GoV2 Y
Amazon SDK

EAT Java B9
Amazon F X TES

EAT Java B9
Amazon F X TES

JavaScript on
Amazon

JavaScript on
Amazon

ERAT NETH
Amazon SDK

Amazon SQS Amazon JSON M E ML [ &
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https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-cpp/releases/tag/1.11.198
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https://www.amazonaws.cn/sdk-for-cpp/
https://github.com/aws/aws-sdk-go
https://github.com/aws/aws-sdk-go/releases/tag/v1.47.7
https://www.amazonaws.cn/sdk-for-go/
https://www.amazonaws.cn/sdk-for-go/
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go-v2/blob/release-2023-11-09/service/sqs/CHANGELOG.md#v1270-2023-11-09
https://aws.github.io/aws-sdk-go-v2/docs/
https://aws.github.io/aws-sdk-go-v2/docs/
https://github.com/aws/aws-sdk-java
https://github.com/aws/aws-sdk-java/releases/tag/1.12.585
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-java/
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.21.19
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-java/
https://github.com/aws/aws-sdk-js
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.1492.0
https://www.amazonaws.cn/developer/language/javascript/
https://www.amazonaws.cn/developer/language/javascript/
https://github.com/aws/aws-sdk-js-v3
https://github.com/aws/aws-sdk-js-v3/releases/tag/v3.447.0
https://www.amazonaws.cn/developer/language/javascript/
https://www.amazonaws.cn/developer/language/javascript/
https://github.com/aws/aws-sdk-net
https://github.com/aws/aws-sdk-net/releases/tag/3.7.681.0
https://www.amazonaws.cn/sdk-for-net/
https://www.amazonaws.cn/sdk-for-net/
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ES SDK & Fim 7 i# B FRERY SDK B imhk  18F
2/
PHP aws/ aws-sdk-php 3.285.2 ERAT PHP B
Amazon SDK
Python-boto3 boto/boto3 1.28.82 BT Python B
Amazon SDK (Boto3)
Python-botocore boto/botocore 1.31.82 & AT Python #9
Amazon SDK (Boto3)
awscli Amazon CLI 1.29.82 Amazon TR E
Ruby aws/ aws-sdk-ruby 1.67.0 BT Ruby £

Amazon SDK

NEK Amazon SQS TEME/F A JSON AT AXKE ?

MREFER Amazon SDK B ENSKHES B E L& ik Amazon SDK WAHEREERET
Amazon &£ ( LA EET XML ) BWIEH Amazon SQS #1TXH , M T AES Amazon JSON X
A, MRBEEFMEA , 55 Amazon Support Bk R,

WMRE KR FERAZRHM Amazon SDK , BEEWFFRBRITRFZEF JSON |, ZELHD?

B SDK FRAE RN HRIFTAREZENRE, BEXESZERE , BSRNATRERERT
Amazon SQS #J Amazon JSON ¥ ? » H{AFF IR EAEA T Amazon SQS B Amazon JSON i
W ? H5IHE Amazon SDK iRZ<#E Amazon SQS API F &£/ JSON BEMN. MRER Amazon
SDK B R Sl hRAs , MIEH Amazon SQS AP ¥ A Amazon £if,

Amazon SQS AP| A/ Amazon JSON il X HRLEES 2

Amazon SQS X% Amazon SDK 2AFFAJ A (GA) WAMBIEE &M, BEl , BI1F X% Kotlin, Rust 5
Swift. ZEF¥HA THHEMEBES TN , BSHATE Amazon E#HITHENIE,
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https://github.com/aws/aws-sdk-php
https://github.com/aws/aws-sdk-php/releases/tag/3.285.2
https://www.amazonaws.cn/sdk-for-php/
https://www.amazonaws.cn/sdk-for-php/
https://github.com/boto/boto3
https://github.com/boto/boto3/releases/tag/1.28.82
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-python/
https://github.com/boto/botocore/
https://github.com/boto/botocore/releases/tag/1.31.82
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-python/
https://github.com/aws/aws-cli
https://github.com/aws/aws-cli/releases/tag/1.29.82
https://www.amazonaws.cn/cli/
https://github.com/aws/aws-sdk-ruby
https://rubygems.org/gems/aws-sdk-sqs/versions/1.67.0
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/developer/tools/
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Amazon SQS AP| {E R Amazon JSON 178 3% 127 R LE X 15 ?

Amazon SQS E#E# Amazon SQS BIFTE Amazon XiF X Amazon JSON 141,

MR AHRBNIEERN Amazon SDK R4S , £ Amazon SQS R £ Amazon JSON i
B, O] LAHR 1S IR LE HEIR & 2

5 Amazon EHAELE , Amazon JSON M BE RN N FIMLERFIL T EREES, 1B
=X} 5 KB HE M E M AmazonttgEMli |, SEA T Amazon SQS £ JSON 1% A end-to-end & B.4b
BHER WA %A 23% , AR MARFEEF W CPU MIREFEAE,

Amazon EfIHPNSEFAL ?

RiG4& M4 T3 Amazon ERHIN . RESF Amazon SDK [RANE B R RINATFAERER T
Amazon SQS B Amazon JSON 1% ? A%l H Y iR AR 2 SARIAEART S BT AR AR | S8 % ] LAR 42 655 AR
Amazon &,

EWRE AT LA B < Amazon JSON i EZEE ?

&ET] LATE Smithy XA4H9 Amazon JSON 1.0 X K EIFEX JSON MU EZER, BXFEH
Amazon JSON YA Amazon SQS API iFRNEZEE |, BHZREA Amazon JSON 11k H &6
APl &3K,

£ Amazon EWHILK HEH APl FX
BEATH , SR THOAEE Amazon SQS 1R , K it GET M POST ER UK MARIERL,

£}

- MERS

- B GETH#EX

- i POST &K

- ¥ Amazon SQS XML API a5

m i— j#-lﬁ AN}

AT EA Amazon SQS A% , BATRIE— PR R. BX Amazon SQS IR EE |, ESH
Amazon Web Services —fkSZFHWUTRE :

- KRR
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https://docs.amazonaws.cn/general/latest/gr/sqs-service.html
https://smithy.io/2.0/aws/protocols/aws-json-1_0-protocol.html
https://docs.amazonaws.cn/general/latest/gr/rande.html#sqs_region
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« Amazon Simple Queue Service U = F ELET

ﬁ/\ Amazon SQS i [RE R, Hla0 , MEEFHANE R MyQueue KIS , i —NBASI EFixm
& sgs.us-east-2.amazonaws.com , 5 —MRASIEBIRK sqs.eu-west-2.amazonaws.com,

XA S48 B ZE MR
AT B —/ME H 812 5 E R Im LBV R B

https://sqs.eu-west-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Version=2012-11-05

&AUTHPARAMS

(® Note

RAIZ #FRA %I URL K9 K/NE,
AUTHPARAMS NERIEURT API BRINE R, BXEZEE |, i85 H Amazon Web Services
— R SEHRWZE Amazon APl E3K,

BH GET &R
Amazon SQS GET #ERMWEHWR —NURL , EFREEUTED :

« R - ERBERBENKROER (BAFIAFM URL ) , Flf0 : https://sqgs.us-
east—2.amazonaws.com/123456789@12/MyQueue

° *i{lﬁ - EXTJ. /\\\;h??%**{lﬁo Jﬁ/\\\giﬁg{/ﬁZlﬁlmlﬁlﬁ (?) ﬁutn : ?
Action=SendMessage&MessageBody—Your02®Message02®Text

« S - HAERSH. FESHUNS &) 2 , #1100 : &Version=2012-11-05&AUTHPARAMS

LT 2— GET &R RH |, ZiER[E Amazon SQS BAF| & 1E—&KHE,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue
?Action=SendMessage&MessageBody=Your%20message%20text
&Version=2012-11-05

&AUTHPARAMS

R GET BR 285
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_Operations.html
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@® Note
RABI B #ABASI] URL Ko K/NE,
HH GET #K2 URL , Rt B AMNFIESHER 1T URL %8B, BT URL AR AGFFERZ
%, AL ENERFE URL HRIEB R %207, ROIMERID&EHIT URL &G , L ESR
35

{2 POST &R
Amazon SQS POST #3R#E HTTP #RI EXFURENFRRAENS M,

THER -/ Content-Type ®RIEAN application/x-www-form-urlencoded B HTTP #r3k#Y
il

POST /123456789012/MyQueue HTTP/1.1
Host: sqgs.us-east-2.amazonaws.com
Content-Type: application/x-www-form-urlencoded

ZFRKEER — form-urlencoded GET #3R |, &R @ Amazon SQS A XiE—KHE., &S
LS (&) 2R,

Action=SendMessage
&MessageBody=Your+Message+Text
&Expires=2020-10-15T12%3A00%3A00Z
&Version=2012-11-05

&AUTHPARAMS

(® Note

{X Content-Type HTTP $RLk B4 FEM . AUTHPARAMS Xt F GET ER=2HEH.
REFEEFHRH HTTP A , B0 HTTP B Im A EER [ HTTP i\ RF E AL,

% Amazon SQS XML API I Bz

TElE R IR VETE RET , Amazon SQS 2IREIZEFERE RN XML BIELEH, BXELELR , F5H
Amazon Simple Queue Service APl & F i &Rk,
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https://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/
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F&
o FXIHEY XML M 74549
o XML £51% M0 B 45

BRIhEY XML e 57 45 43

RERELTD , N3N R T 3R RF SAR AR e & H M i £ Response ( 4

i , ActionNameResponse),
HWRTESEUTFRE:

« ActionNameResult - @& —MEETBRIENTE, Bl , CreateQueueResult TEEE
QueuelUrl &% , FEXIEFMBIZENSIM URL,

- ResponseMetadata - ‘@& RequestId , F& X E@E1ERIVE A —+R2AF (UUID),

BAT 2 XML A& CH9 5 2h Wi B2 89 =431

<CreateQueueResponse
xmlns=https://sqs.us-east-2.amazonaws.com/doc/2012-11-05/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:type=CreateQueueResponse>
<CreateQueueResult>
<QueueUrl>https://sqs.us-east-2.amazonaws.com/770098461991/queue2</Queuelrl>
</CreateQueueResult>
<ResponseMetadata>
<RequestId>cb919c0@a-9bce-4afe-9b48-9bdf2412bb67</RequestId>
</ResponseMetadata>
</CreateQueueResponse>

XML 485 Mo B 45 73

WMRFERFTRI , U Amazon SQS FHLIRE FENGR TH ErrorResponse, ktRIE—HN
Error TEM— Requestld TE,

Error TEEEUTFTE

- Type - EEHRREIEBERREREAEHR.
7|_

« Code - EERIRFEH,

f#% Amazon SQS XML API M Rz 287
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* Message - L AR NIEEHEIRE R
« Detail - ( Ali& ) HEAXRBRNWHEMIEHAEFE.

RequestId tEBEERM UUID,

THEHR XML B89 #E1R0E 5 H R 5

<ErrorResponse>
<Error>
<Type>Sender</Type>
<Code>InvalidParameterValue</Code>
<Message>
Value (quename_nonalpha) for parameter QueueName is invalid.
Must be an alphanumeric String of 1 to 80 in length.
</Message>
</Error>
<RequestId>42d59b56-7407-4cka-bedf-4c88daeea257</RequestId>
</ErrorResponse>

XJ 1B R 1T B 5 R

FHRIERATRAMBIEREBERNEEANIE. EHHRIENE - E , Amazon FRIEA
BENBOURCRERBZEMER Amazon (BXEZER , BSHE 1 & . 6812 Amazon Web

Services IKF 1 IAM AAF7 ) o #ETX , Amazon HIZBUT S RIRE -

1. BIEE (RHAN) RBLENKIE.

2. PIBREMMERE (EWH ) REFRMEIL.

3. HAEFEAILEPRRIIMNEERTRETIZER.
4. FHIAUTHERZ— :

- MREHGRIEKD , EAERLEZIER.
- MRSFHRIERY , ERAEFELFRAREHEIR.

&
« {5 HMAC-SHA Y E & 5 418 IF T2
- £1 352 REBAFPWIER

FER# AT H BRI
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- 5 2% : KB Amazon K B

£ HMAC-SHA NEXR B/ IIFITE
fEFAZEf AP i5E Amazon SQS B , AAMIBM LA T ISR E R # 1T H B RAE :

« FATFHRIREH Amazon Web Services K #9 Amazon 158248 ID , Amazon R EREHKEMN
MG R B4R

- FRZHRRFRZAITESHN HVMAC-SHA EREE ( BB EZRHER—NDNREEF Amazon
MEMNHEZWE ; HXIFHE , HS RFC2104 ) » Amazon FATEG WA BEENE B , W0
RIEEY HTTP R HTTPS RRXEMWER , X MEBNERHERPIE—INEE,

1. RELERS 4 XRFH, BXRESZEE , FSREA Java IELHEH,

(® Note

Amazon SQS X #F Signature Version 4 , ZhRZAFH L SABIRY AR AR AT IR AW St W E T
SHA256 HZ £ MHMAE, BIZEMEH Amazon SQS WA ATEFAS , BfEM Signature

Version 4,
2. XWiERZLB MUK Base64 /B, TERAI Java RIBIFITEIRE -

package amazon.webservices.common;

// Define common routines for encoding data in Amazon requests.
public class Encoding {

/* Perform base64 encoding of input bytes.
* rawData is the array of bytes to be encoded.
* return is the baseb4-encoded string representation of rawData.
*/
public static String EncodeBase64(byte[] rawData) {
return Base64.encodeBytes(rawData);

}

o FERM AB (RBHEARTE ) o EFERBPEANRABYAIRE dateTime FR , HEETEH B H
LR /MEt, o8 AR, Fli0 2007-01-31T23:59:59Z, REEGEREER , B2 WEERAD
At et ( WRESAPRAERTE ) I XBEHIZXNR,

] HMAC-SHA WE KR FH RIS 289


http://www.faqs.org/rfcs/rfc2104.html
https://www.amazonaws.cn/code/
https://docs.amazonaws.cn/general/latest/gr/signature-v4-examples.html#signature-v4-examples-java
http://www.w3.org/TR/xmlschema-2/#dateTime
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(@ Note
BREHRSEMNEREER, NREEN AR (MAR2IHRE ) |, WEREEEENN
B E 15 8Bz H ( MRERETEIZE L Amazon RS 88 LAY HBIATE R 15 28 A
£, W Amazon F&4EER )
MRFEH NET, WARBEESTFEENEZR ( BRI ARETRAREBEENFRETR
E). EXfERT , NFHEEREFTET 1 EMWH dateTime MR,

%185 REAPHER

LT 2 S A HVMAC-SHA EF3R&E & X Amazon ER#H 1T H R K IFR AR ITHERE.

Request

Create a request:
o AccessKeyld =

Action = ...
Timestamp = ...
Parametard =

Create an e
String based on
HEIAL-SHA request contents

signature: + *

Your Secret Access Key

wlalrLitn FEMUIKTMDENG/
bP=RACYzEXAMPLEKEY

HMAC
Calculation
and
Encoding

Your Signature

Send the request 9 Request

and signature to

AWS: Accessieyld = ...
Action = .

Timestamp =
Parametard = #

Your Signatura

1. HMBREXIEXZE Amazon HiER.
2. (ERSHREBHABAITERAN AN ERITB (HMAC-SHA) 58,
3. EBERTIELZMEMNIFEZ ID, REFIERKIELS Amazon,

8189 REAFKHER 290
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% 2 49 : KB Amazon KI5

Amazon TE W BB FF R A T IR,

Retrieve your Request Get Access Get Secret Your Secret Access Key
Key ID A K
2ecljﬁ Access o Accesskeyld = L‘- M woalrXUtnFEMIIKTMDENG/
s Action = bPXRACYZEXAMPLEKEY
Timesiamp = .
Parameterd = ...
Your Signature
Create an
macsia (@) Srnapaseson
signature: w HMAC Signature
—|— Calculation * Calculatedby
and -
Your Secret Access Key Encoding e
wlalrXUn FEMIKTMDENGYS
bBPxRACYzEXAMPLEKEY
Compare the two Slignature N R —
signatures: Colculsted by, e - Yes: Request is authenticated

Mo: Request fails authentication

1. Amazon EF 17 R 248 ID REBHRMEZR G R ZR4A,

2. BREATUHESERRPRENERMARNEE , Amazon AJRIEE REFEMW R T R BHEK
EH

3. FHIAUTERZ—:

o MR Amazon £ BENZ R ELEBFERHPEKIENLEZMETHE , Amazon AR BERREEH,
o WRHEREM , N Amazon FHREFERFRELEIR,

/1

Amazon SQS #tak B iR

BERORATETEMRERLEZIE 10 RER | AIERNUTRE

* SendMessageBatch

% 2 49 : KB Amazon KT R 291
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 DeleteMessageBatch

« ChangeMessageVisibilityBatch

B LAE A &I APl 23X Amazon SQS #tALE R /ER Amazon SDK X #t AL B IhEE,

® Note
BER A SendMessageBatch WA RIEWFIEEEMN EX/PNTEEBT 262144 77 (256
KB)o

BITEERNIEEH X SendMessageBatch, DeleteMessageBatch

B ChangeMessageVisibilityBatch BIXPR, TEIREH XY

SendMessage, DeleteMessage B ChangeMessageVisibility B RAY , FHLIREEH
F X L5 5% VR T X B2 R b4k 28 iR A< Y AR o

Amazon SQS 1§l & T it EBIRE,

£}
- BREFIREFNIE R E
« MAKEY BNBEHLERESEHE

B RAE PSP ANE Rt 32

Amazon SDK for Java ‘@¥E A i8] Amazon SQS #J AmazonSQSBufferedAsyncClient. L& %
AFBERFEATFHEARETEENERLLE - SNEFHRXENERSHETES , ARERRL
BiER K% E Amazon SQS,

EPREARZAWES 10 MERHNXLEFERER —MLEBEREE , NTEADER Amazon
SQS WA FH B KX FER. AmazonSQSBufferedAsyncClient £EHELSMNRLSBH, #t
EFERANEKLANZHEENTREEUHE, BXEZEE , BSRAAKEY BIIRERLERE

SEHE,

BT AmazonSQSBufferedAsyncClient 3EHEE AmazonSQSAsyncClient HHEMED , EtM
AmazonSQSAsyncClient E®Z| AmazonSQSBufferedAsyncClient BEREEXNIEREHIT
PVEWENR,
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® Note
Amazon SQS EH RIS EFim B Bl F % FIFO B\,

FA
£ AmazonSQSBufferedAsyncClient
 EE AmazonSQSBufferedAsyncClient

{5 AmazonSQSBufferedAsyncClient

EFHB2H , BEMRIZE Amazon SQS T,

/A Important
Amazon SDK for Java 2.x H#]5 AmazonSQSBufferedAsyncClient FFHRE,

AT AR F AmazonSQSAsyncClient SIZE#THY AmazonSQSBufferedAsyncClient , f5ln :

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync);

R HHY AmazonSQSBufferedAsyncClient 2/& , A LMERA TN ZMNERELIEE Amazon
SQS ( MBEEH AmazonSQSAsyncClient Fr#y A% ) |, 4l :

final CreateQueueRequest createRequest = new
CreateQueueRequest().withQueueName("MyQueue");

final CreateQueueResult res = bufferedSqgs.createQueue(createRequest);

final SendMessageRequest request = new SendMessageRequest();

final String body = "Your message text" + System.currentTimeMillis();
request.setMessageBody( body );
request.setQueuelrl(res.getQueuelrl());
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final Future<SendMessageResult> sendResult = bufferedSqs.sendMessageAsync(request);

final ReceiveMessageRequest receiveRq = new ReceiveMessageRequest()
.withMaxNumberOfMessages(1)
.withQueueUrl(queueUrl);

final ReceiveMessageResult rx = bufferedSqs.receiveMessage(receiveRq);

Bl & AmazonSQSBufferedAsyncClient

AmazonSQSBufferedAsyncClient MflE T EA T AZSHEARGIMRE, BAl#H—SEE
AmazonSQSBufferedAsyncClient , fif0 :

1. FRAXENEESHERBLIE QueueBufferConfig EHIEHI,
2. fHZEHIRMLA AmazonSQSBufferedAsyncClient ¥&E B

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

final QueueBufferConfig config = new QueueBufferConfig()
.withMaxInflightReceiveBatches(5)

.withMaxDoneReceiveBatches(15);

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync, config);

QueueBufferConfig ELiE Sk

W] AMINE EEPU
longPoll true

R longPoll ®iE
A true , AmazonSQS

BufferedAsyncClient

L2EFEAEENZSHER KR

o
longPollWaitTimeou 20 ® . o

, ReceiveMessage WHTE
fRS5EE LR EUFFEEER
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4

maxBatchOpenMs

AIAE

200 EW

DU
RN B R R AT E ( LARD R
Bly),

(® Note

MRZERKEH , Wik
RETEEM.

RHBRASHEME—EXE
REFHEERTHAEN
ARBKEE (LERAE

i),

RENNESK , WHTSE
TEFR BRI HEAL BRI D
(R, #tEFNEXER
HREFERMEME ) o

MBFUBSKEEN 0, MR
REGERTLEGHAER |
T R B P AL 2,
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S8 HKIAE iR
maxBatchSize it 10 MNEKR

FE—MERA— R THAE
HEENRARE, ZREM
K, WITERBERAAEAVHRE

IR R A
(® Note
Amazon SQS RFH
BRAXEAEH 10 ME
Ko

maxBatchSizeBytes 256 KB
EFiwmZiR [ Amazon SQS

RIEHH SRR B R A KD
(ARFFHREM)

(® Note

Amazon SQS RiFH
B AX{ERN 256 KB,
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S HINE R
maxDoneReceiveBatc 10 Mitt4ab
hes AmazonSQSBufferedA

syncClient FEEFIHME
MEFE A EB A B & AR

=
Eo

RENEBS , WA#HEZE
S EWERM A2 E A
Amazon SQS (182 , FEAY
HEHZ  MEEESEAXS
EFEHNEREK , NS
CAIN AT B TH ) .

(@ Note

0 RRFTEHE ETREUR
ERWER |, B R 8
BEEM.

maxInflightOutboun 5 Mitab 38

dBatches a] LA[E) B4k 38 1Y B AOE BR HH U

HALEHE,

REMNEYS , &k Hubita
HEHEREEMRBIR (ZRTHA
EER , f5la0 CPU w3 ) |, ¥
B AmazonSQSBufferedA
syncClient f{EFAMNLER
Bz,
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S AIAE DU

maxInflightReceive 10 Mit4b 32

Batches A] LA[E) B 4b 2 BV B AT BRIZ U

HALEHE,

RENESS , TERKRER
MEE ( ZRTHAMAER ,
a0 CPU =3 ) , #R
AmazonSQSBufferedA
syncClient f{EFAMNLER
%,

(@ Note

0 RRFTEHE ETREUR
ERWER |, B R 8
BEEM.

visibilityTimeoutS -1

MRESBIRENIEE (T
B) , Wit iRER TR EE
B 78 = 6 R BV H B AR FE Y
BAZ EiRE Ry A L AT o

econds

® Note
-1 RRHAFIE R
NRE,
TR A BE R E
% 0.
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MAKFET RAMBREHAERRSETLE

Amazon SQS BAFI AT LAETMEE SN ERLE, EXFHERITNEE | TSRS HEMERNE L,

EXNSEHE , B4IUKTY RESBQBENERE (FMESQIEENERE )
£

- HEE¥ R

- BEHAE

o B-RENHLEFERNER Java RE

ey B

HT&@iE HTTP & R-1a M K5 B Amazon SQS , Bt , EREER ( /5 3hE R 8000 B2 8 /Y
BfEER ) RRFGATUNESE —EEMNARL - KERINEFLE, flm , WRMET Amazon EC2
BY% P i 2 B — XA #Y Amazon SQS WEEREYESF190 20 EY , NEY R —EEMNA R —KBR
FWJRAFLEFITH 50 TPS,

KEYT B S REIEIEERIEE ( AH SendMessage B3R ) MEAE ( £H ReceiveMessage H
DeleteMessage HR ) WEE , URSENAINERLE, AAUBEL=MAFXETKETE :

- WIS NEFIRNELERE
- RINEZEF IR
- WINBNEFRNLEREAFNESE S K

EAMEZSEFiRE , EA LU HASIETENL MR, S, IRFEFHBERG K FHE
B SEHE,

(® Note

BITKEY EBE , XK Amazon SQS BEFIREEEBEEILERE , UXFRIXE
RABWIRBHHLEERBENERENKRE. Hl, RINBERT , Amazon SDK for Java
AmazonSQSClient EMEFIHZL4E 50 5 Amazon SQS HiER, ERIEEZHH L
BIEEMFERE , NAFEE AmazonSQSClientBuilder &R EARFWEIEEMFEHHEL
ERNRAHBE , film:

final AmazonSQS sqsClient = AmazonSQSClientBuilder.standard()
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.withClientConfiguration(new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount))
.build();

FF AmazonSQSAsyncClient , BRAABERE ZBHNEETH,
WRBIGER T Java v.1.x0

BRAEREALE

#4332 A EERSHBXERREPRITESHIHE (U , SEEIEAN

SendMessageBatch B REXZEZ K HEER ) o Amazon SQS #tAEBIRIEEHE

SendMessageBatch, DeleteMessageBatch ] ChangeMessageVisibilityBatch, BEFRE
SO EERFEAENER TRARALARE | B LERA Amazon SQS EHRE %,

@ Note

BT ReceiveMessage —RAIBALE 10 FEE , HM)EE ReceiveMessageBatch #
.

N ESE —MABERFHZSZEEZ A D EGERENERNE , MTAREZE—EHE (4
# , SendMessage XK ) WEANERRE, ATE8ATREERBLRPTESIHE , At , #HAEEKR
ALESMFEALENEE  \MESFHE,

AR EE R RESEANRREHRELRE , IENLE. EENBERVBE L RIMAERERA
FHHEED, BLER Amazon SQS #tABRE—IRMERIE, BRSMBERZIE 10 ZES. BT
Amazon SQS #FERWTE , Bt , #tALIE AT LA KIRE RGN BA

HABLNENNARETR-LEERM (HW , EHNABRFSIERBERERETRERE , EF
MR AL BB KN B EFFEN ) , BR , A BEATERTHARALREN :
- BHNARFEENBEREXRRZES , @it , ERAEMRFTLRK,

- HEERAZEMAIIFBTRIVER , XEFERXHERMUETERFINBANRIESIRER
[,
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/A Important

BERLAL BRI BEE RN T |, S B FERB ALK, RHMALEFERE , REARES
FHERBAM , AELENEHXEE.

B —BRENMLEFROBENR Java R4
FRFM

fF aws-java-sdk-sqgs.jar. aws-java-sdk-ec2.jar # commons-logging.jar BFE7HM
3| Java EREERES, LUTREIEBET Maven T B pom. xml 34 #YIX Lk #i o5 &K

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-sqs</artifactId>
<version>LATEST</version>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-ec2</artifactId>
<version>LATEST</version>
</dependency>
<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>LATEST</version>
</dependency>
</dependencies>

SimpleProducerConsumer.java

BF Java KB RAIRRE— M RIENEIRE-EREERX. TLKEQERARECIRENERAELE , X
ELESERENRRLE 1KBER., WRHI2FRHE—REFRNCIBENERE Uk T
REFRNCIBENERE.

/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
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* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import

/**

com.
com.
com.
com.
com.
org.
org.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

.ClientConfiguration;

services.sqs.AmazonSQS;
services.sqs.AmazonSQSClientBuilder;
services.sqgs.model.*;

apache.commons.logging.Log;
apache.commons.logging.LogFactory;

java.math.BigInteger;

java.util.Arraylist;

java.util.List;

java.util.Random;

java.util.Scanner;
java.util.concurrent.TimeUnit;
java.util.concurrent.atomic.AtomicBoolean;
java.util.concurrent.atomic.AtomicInteger;

* Start a specified number of producer and consumer threads, and produce-consume

* for the least of the specified duration and 1 hour. Some messages can be left
* in the queue because producers and consumers might not be in exact balance.

*/

public class SimpleProducerConsumer {

// The maximum runtime of the program.
private final static int MAX_RUNTIME_MINUTES = 60;
private final static Log log = LogFactory.getLog(SimpleProducerConsumer.class);

public static void main(String[] args) throws InterruptedException {

final Scanner input = new Scanner(System.in);

System.out.print("Enter the queue name: ");
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final String queueName = input.nextLine();

System.out.print("Enter the number of producers: ");
final int producerCount = input.nextInt();

System.out.print("Enter the number of consumers: ");
final int consumerCount = input.nextInt();

System.out.print("Enter the number of messages per batch: ");
final int batchSize = input.nextInt();

System.out.print("Enter the message size in bytes: ");
final int messageSizeByte = input.nextInt();

System.out.print("Enter the run time in minutes: ");
final int runTimeMinutes = input.nextInt();

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see Creating
* Service Clients in the Amazon SDK for Java Developer Guide.
*/
final ClientConfiguration clientConfiguration = new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount);

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(clientConfiguration)
.build();

final String queueUrl = sgsClient
.getQueuelUrl(new GetQueueUrlRequest(queueName)).getQueuelUrl();

// The flag used to stop producer, consumer, and monitor threads.
final AtomicBoolean stop = new AtomicBoolean(false);

// Start the producers.
final AtomicInteger producedCount = new AtomicInteger();
final Thread[] producers = new Thread[producerCount];
for (int i = @; i < producerCount; i++) {
if (batchSize == 1) {
producers[i] = new Producer(sgsClient, queueUrl, messageSizeByte,
producedCount, stop);
} else {
producers[i] = new BatchProducer(sqsClient, queueUrl, batchSize,
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messageSizeByte, producedCount,
stop);
}

producers[i].start();

// Start the consumers.
final AtomicInteger consumedCount = new AtomicInteger();
final Thread[] consumers = new Thread[consumerCount];
for (int i = @; i < consumerCount; i++) {
if (batchSize == 1) {
consumers[i] = new Consumer(sqgsClient, queueUrl, consumedCount,
stop);
} else {
consumers[i] = new BatchConsumer(sqsClient, queueUrl, batchSize,
consumedCount, stop);

}

consumers[i].start();

// Start the monitor thread.
final Thread monitor = new Monitor(producedCount, consumedCount, stop);
monitor.start();

// Wait for the specified amount of time then stop.

Thread.sleep(TimeUnit.MINUTES.toMillis(Math.min(runTimeMinutes,
MAX_RUNTIME_MINUTES)));

stop.set(true);

// Join all threads.
for (int i = @; i < producerCount; i++) {
producers[i].join();

for (int 1 = @0; i < consumerCount; i++) {
consumers[i].join();

monitor.interrupt();
monitor.join();

private static String makeRandomString(int sizeByte) {
final byte[] bs = new byte[(int) Math.ceil(sizeByte * 5 / 8)];
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new Random().nextBytes(bs);
bs[0] = (byte) ((bs[0] | 64) & 127);
return new BigInteger(bs).toString(32);

/**
* The producer thread uses {@code SendMessage}
* to send messages until it is stopped.
*/
private static class Producer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

Producer(AmazonSQS sqgsQueueBuffer, String queueUrl, int messageSizeByte,
AtomicInteger producedCount, AtomicBoolean stop) {
this.sqsClient = sqsQueueBuffer;
this.queueUrl = queueUrl;
this.producedCount = producedCount;
this.stop = stop;
this.theMessage = makeRandomString(messageSizeByte);

/*
* The producedCount object tracks the number of messages produced by
* all producer threads. If there is an error, the program exits the
* run() method.

*/
public void run() {
try {
while (!stop.get()) {
sgsClient.sendMessage(new SendMessageRequest(queuelrl,
theMessage));
producedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/

log.error("Producer: " + e.getMessage());

System.exit(1l);
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}

/**
* The producer thread uses {@code SendMessageBatch}
* to send messages until it is stopped.
*/
private static class BatchProducer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

BatchProducer(AmazonSQS sqsQueueBuffer, String queueUrl, int batchSize,

int messageSizeByte, AtomicInteger producedCount,
AtomicBoolean stop) {

this.sqsClient = sqsQueueBuffer;

this.queueUrl = queueUrl;

this.batchSize = batchSize;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);

public void run() {
try {
while (!stop.get()) {
final SendMessageBatchRequest batchRequest =
new SendMessageBatchRequest().withQueueUrl(queueUrl);

final List<SendMessageBatchRequestEntry> entries =
new ArraylList<SendMessageBatchRequestEntry>();
for (int i = 0; i < batchSize; i++)
entries.add(new SendMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withMessageBody(theMessage));
batchRequest.setEntries(entries);

final SendMessageBatchResult batchResult =
sqsClient.sendMessageBatch(batchRequest);
producedCount.addAndGet (batchResult.getSuccessful().size());
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/*
* Because SendMessageBatch can return successfully, but
* individual batch items fail, retry the failed batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
log.warn("Producer: retrying sending
+ batchResult.getFailed().size() + " messages");
for (int i = @, n = batchResult.getFailed().size();
i<n; i++) {
sqsClient.sendMessage(new
SendMessageRequest(queueUrl, theMessage));
producedCount.incrementAndGet();

}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchProducer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {e@code DeleteMessage}
* to consume messages until it is stopped.
*/
private static class Consumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

Consumer(AmazonSQS sqgsClient, String queueUrl, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.sqsClient = sqgsClient;
this.queueUrl = queueUrl;
this.consumedCount = consumedCount;
this.stop = stop;
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* Each consumer thread receives and deletes messages until the main

* thread stops the consumer thread. The consumedCount object tracks the
* number of messages that are consumed by all consumer threads, and the
* count is logged periodically.

*/
public void run() {
try {
while (!stop.get()) {
try {
final ReceiveMessageResult result = sqsClient
.receiveMessage(new
ReceiveMessageRequest(queuelrl));
if (!result.getMessages().isEmpty()) {
final Message m = result.getMessages().get(0);
sgsClient.deleteMessage(new
DeleteMessageRequest(queueUrl,
m.getReceiptHandle()));
consumedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
log.error(e.getMessage());
}
}
} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("Consumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code
* DeleteMessageBatch} to consume messages until it is stopped.
*/
private static class BatchConsumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
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final int batchSize;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

BatchConsumer(AmazonSQS sqgsClient, String queueUrl, int batchSize,
AtomicInteger consumedCount, AtomicBoolean stop) {
this.sqsClient = sgsClient;
this.queueUrl = queueUrl;
this.batchSize = batchSize;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
final ReceiveMessageResult result = sqgsClient
.receiveMessage(new ReceiveMessageRequest(queueUrl)
.withMaxNumberOfMessages(batchSize));

if (!result.getMessages().isEmpty()) {
final List<Message> messages = result.getMessages();
final DeleteMessageBatchRequest batchRequest =
new DeleteMessageBatchRequest()
.withQueueUrl(queueUrl);

final List<DeleteMessageBatchRequestEntry> entries =
new ArraylList<DeleteMessageBatchRequestEntry>();
for (int i = @, n = messages.size(); i < n; i++)
entries.add(new DeleteMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withReceiptHandle(messages.get(i)
.getReceiptHandle()));
batchRequest.setEntries(entries);

final DeleteMessageBatchResult batchResult = sqsClient
.deleteMessageBatch(batchRequest);
consumedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because DeleteMessageBatch can return successfully,
* but individual batch items fail, retry the failed
* batch items.

*/
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if (!batchResult.getFailed().isEmpty()) {
final int n = batchResult.getFailed().size();
log.warn("Producer: retrying deleting " + n
+ " messages");
for (BatchResultErrorEntry e : batchResult
.getFailed()) {

sgsClient.deleteMessage(
new DeleteMessageRequest(queueUlrl,
messages.get(Integer
.parselnt(e.getId()))
.getReceiptHandle()));

consumedCount.incrementAndGet();

}
}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchConsumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* This thread prints every second the number of messages produced and
* consumed so far.
*/
private static class Monitor extends Thread {
private final AtomicInteger producedCount;
private final AtomicInteger consumedCount;
private final AtomicBoolean stop;

Monitor(AtomicInteger producedCount, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.producedCount = producedCount;
this.consumedCount = consumedCount;
this.stop = stop;
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public void run() {
try {
while (!stop.get()) {
Thread.sleep(1000);
log.info("produced messages = " + producedCount.get()
+ ", consumed messages = " + consumedCount.get());

}
} catch (InterruptedException e) {

// Allow the thread to exit.

W TR ITEAT P 02 B FE AT

Amazon SQS £ X &I, FUWHMBBRKEE B ERBEEIR, B LUESRAFI KEETFHE
BiF CloudWatch &l & 58] LR PR K HAbiE PR,

(@ Note
IEZE , XEERRZSATRERLR 15 78T M.
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