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EZ{EE , 5 CloudWatch HE AT,
A, REMANRER ZFLF T BIERSFRA 2 (IMDSV2 ) ., MRE/ RS 2R
imdsv2 , M ABFEARMVGE—RKEMmMFA2ERIA CloudWatch By Logs R,
AETHHEREBFNBERARIBH CloudWatch Logs K3,

EIEFEIZ1TH EC2 Linux =4 EELE R IBH CloudWatch B ERE

B LATEI A EC2 =4I| LA CloudWatch A EREBLZEEFEKRELZEMEE CloudWatch H ERE,
ZETHRE , BEEINEFREOEELEREMAEZNBER. RELBIAEERD , A REBZTR

S, BEREEZERE N,

BRTERAREZA , BZEALUMER CloudWatch HZE SDK 5,Amazon CLIE & APl &4 CloudWatch
BEHIE, Amazon CLI EEEEATEIGSITEMAKMEIE,. CloudWatch Logs SDK HRiEEE
BEMNNAERFAMHERESIWEECHNEERRGRARER.

S 1 : 7 CloudWatch BEEBE&EH IAM BEEHF

CloudWatch BEREXE IAM A€MAF, MBEHIHEE - N52ZXEKN IAM At |, FHES
S THEN IAM policy, MMREEAKET IAM BERDEAES , WA LEFLELSERFFER IAM &I |, 67
LAEZRGI08 IAM BAf, EXEZER , BFSREE IAM A6 inE =46,

A CloudWatch B EBEZEH IAM A AP

1. BEUTRUITH IAM #2E1A : https://console.aws.amazon.com/iam/o
2. ESMBE®KD , %£F Roles (A ),
3. BNEFRAGENRERAR (FERPENSZHNEIEE).

R[] : EIZITH EC2 Linux S5l ERFERE 8
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4. {HKIXiE$F Attach Policies ( By inZE & ) 0 Create Policy ( BRI KR ) o

T =R R RRET R HRE Do
5. & JSON &I+ , RFRALLT JSON SRHE A YA,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,

"Resource": [

" n

]
}
]
}
6. TTH/E , %&#F Review policy ( EE X ) . RRRBIIERFFHRETMEEE IR,

7. 7E Review Policy ( EFXH ) WL , NEAIEMEKEEEBA Name ( 7 ) M Description (i
BH) (AliE) . EEXRE Summary (HBE ) LEFLNRERFHONR. RfF , %R Create
policy ( BIEXKEE ) LURIFEM T1E,

8. XMNWEEMFRE A , RFREZEAEH Add permissions ( IR ) TWHE, #%E#F
Refresh ( lFT ) , AREIEFEH R SO ELM B SR H,

9. &% Attach Policy ( M iNZERE ) -
S 2 I8 Amazon EC2 £ EZ&EMELE CloudWatch B&

Z % CloudWatch HEEREHNIELEAMTE , EABRTENLS# EC2 EHETH 2 I S #h
Linux, Ubuntu, CentOS i:Z24I18, EHERTERAI LA Linux lRAXAEHWTE,

EIMA Amazon Linux =46 L ZZEMBEE CloudWatch BE&

M Amazon Linux AMI 2014.09 %4 , CloudWatch BERE S awslogs &2 —i#2 L RPM Z 2K 2
N, RFHIARZAH Amazon Linux ATEUEE A sudo yum update -y S EHESEHIKTE
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awslogs &, B awslogs B EBR%E N RPM MAZFEA CloudWatch BEZERF , BHK
BIRT LA E Bk BN S BEFMANT , AmazonMEEFHEHLE Logs KE, CloudWatch

/A Warning

MREZEEA Python MIALZENRE , FAEMA RPM T 5 EEFH CloudWatch B&
KRB, XHEMITESSHEERB , ML CloudWatch Logs BN EH B ERIEE
CloudWatch,

1. %E#3Z| Amazon Linux 3E6l, BEXEZER , HSFERT Linux =4I Amazon EC2 B $g
R RO E B SR R SR

BXREEONBENEZFER , BSHERT Linux XA Amazon EC2 A 8™ F M HEFRIEESL A
YRS

2. EIFEM Amazon Linux REIAERHF S EEEDIERRHE Lo

sudo yum update -y

3. Z¥ awslogs H#HE. X2 Amazon Linux 3£l L &% awslogs B HETS %,

sudo yum install -y awslogs
4. YR%E /etc/awslogs/awslogs.conf XHUREEZERZFNBEE. BXFEEHUXHENEZER
2| CloudWatch Logs RIS Z,

5. BINERT , /etc/awslogs/awscli.conf $§[@ us-east-1 Xig, B AEHET HAMX T |
B YR%E awscli.conf XHHIEEIZXE,

6. J33) awslogs fRSSo

sudo service awslogs start

MR LIZITHI R Amazon Linux 2 , EERAUTH SB35 awslogs,

sudo systemctl start awslogsd

7. (W& )#®E /var/log/awslogs.log XHH REEERBH RS HIZRKMNER,
8. (W) ZBRREBHINZETUTHTLUES awslogs RS-

R[] : EIZITH EC2 Linux S5l ERFERE 10
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sudo chkconfig awslogs on

MRFIZITHIR Amazon Linux 2 , BEBXRSGEHREAUTGSBIZRES.

sudo systemctl enable awslogsd.service

9. E'ftiﬂ _/_ -EQH-.“ET.U: —_“’)\E CloudWatch ?ﬁﬁub‘ﬁgﬁﬁﬁu}gﬂ’] H o ﬂ*ﬂ E /u\l)lbo

EXEZEER , B2 EF45EF HER CloudWatch HEIE,

ZEIMA Ubuntu ARS8, CentOS A MESEHI E L2 EMEE CloudWatch BE

RS E AR RZ1T Ubuntu ARSSES. CentOS = Red Hat B9 AMI |, BEEA LT S BRI LAYSSH £ F5h
#% CloudWatch BERE,

1. EEIEN EC2 X6, BXEZFEELE , BZHERT Linux XAIH Amazon EC2 AFIEEHHIE
EIER KB,

BREENBNESZEER , BSRERT Linux 2489 Amazon EC2 B F#5R & B HEBRE #2554
E’gﬁﬁio

2. FEABRNEDZ —EZ1T L CloudWatch ogs REBREREF. BUUEEM Internet iI51T , tBAILAT
;X FHIMIIEIT

(® Note

WMRIZITH R CentOS 6.x, Red Hat 6.x 5 Ubuntu 12.04 , EERAENHNLS R THAET
BHNREREF. SERGEFAXZIFEEMNEERMZE Logs X3, CloudWatch

(® Note
f£ Ubuntu A , EETUTH S ZAE1T apt-get update,

BE#EM Internet B1T , BEFEAUT T HIRBRRRE

BRIEAIT : FEIZ1TH EC2 Linux 2] E 2 ERE 11


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html

Amazon CloudWatch B & AriEE

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python ./awslogs-agent-setup.py --region us-east-1

MR ERBTTRER , BEHUATHS

sudo python3 ./awslogs-agent-setup.py --region us-east-1

ETHARUETE , FEAUTRSHRRERRE

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/
AgentDependencies.tar.gz -0

tar xvf AgentDependencies.tar.gz -C /tmp/

sudo python ./awslogs-agent-setup.py --region us-east-1 --dependency-path /tmp/
AgentDependencies

YREJLUBIS 8 E us-east-1, us-west-1, us-west-2, ap-southeast-1. ap-northeast-2, ap-
southeast-1. ap-southeast-2, ap-northeast-1. eu-central-1, eu-west-1 = sa-east-1 XX %
% CloudWatch BEKRE,

(® Note

B X awslogs-agent-setup W AIIRAFRAT LI RNEZER |, S
CHANGELOG.txt,

CloudWatch Logs REZEEFERESEFRERLLEEE, BB , EEENEEZLNHN
BEXARERBEEEN, BRERIFUTER.
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= iR

Amazonif B Z4A ID WMRER IAM A& | FiR Entero BN |, Fi AR Amazonis 71 %

£ 1D,

AmazonM#E IR HE  WRFEA IAM AR | HIR Enter, BN , &% A B Amazon W H
8] 25 4H

RIAX B ¥ Entero BRINXITH us-east-2, BAILUFEIRE N us-east-1

. us-west-1, us-west-2, ap-south-1, ap-northeast-2, ap-sout
heast-1, ap-southeast-2, ap-northeast-1, eu-central-1, eu-
west-1 = sa-east-1,

NG B R B ZE B3 71 Enter,

EFENBAEXHNE SERREBEBENNHNLE, REEFRNERHERE

&7 Wo

BiR BEEER BEANEN. REEFHINEREBEEBNEN

B EERBE MINBERT , IRENEH. RREFRANEREENEHEL

B[R] B4 = EEEREBSXAHERANNRBNER, ERAELTEERS
EFA: 0F ;520

B IE BIEN LE TN, REN start_of_file WJ:{%?&E}'C#EFE’\JFE’EW

B, B®EN end_of file FX L& HKITE A EIE,

ERXESRE , REEFRQURAEREEERES —MNAEXS. XTFENAEXHY , EFHA
BTEERMIRE, MR SEHEMERENA 353'1141 HLERBFRTREHMAER | HiEE
N(E). BXREREXHHIHNRENESZER , H3MH CloudWatch Logs KEZE,

(® Note
PXFREZN A SRRBEREEEDBER,

3. EREET—EREEG , ATEFE CloudWatch 2% & & 20122/ A R4A M B ER.
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BXREBEER | FSR &F %A 2 HER CloudWatch HEBE,

PRIFEAI] : BIRTE EC2 Linux X4 L Z&EMBELE CloudWatch HERE

® Tip
AP EIE CloudWatch B Logs REEENFEF A, RIBZIBWEATAKERE
FMIEFRHHTS — CloudWatch K, AL , BRIBA CloudWatch BEREEE Python 3.3 HE
BRA , RINBERT , FEREATSZRENN EC2 =6l £, HX% — CloudWatch REHNE
ZER , HZREEN CloudWatch #,
ATHHERI 2 FNEEARIBMN CloudWatch Logs XE,

BB EC2 Linux 356l E Z% & IHAY CloudWatch B &

&I LAE Al Amazon EC2 A #4E ( Amazon EC2 I —TiZhEE , A FERBIEIRSEIEBAIEBLE

il ) EiZEH| L Z2&EMBEE CloudWatch BERE, EWN CloudWatch BERBLZEXNEEFESLESA

Amazon EC2 , &R LAEREZVE ( 120 Amazon S3 17 ) PIRMAEE X .
FXEFREZN A SRRBEROEEENBER,
FRFZMH

SR THAAMA A SENBASRNREREXX . RR—IMXANH , HABREZRE B EXXHUR
BERXEXH AR BERANBER. REEALEEXHHITHRERT EEEPERNAERE
fro ARREEEXHPHNRENESZER , 2 M CloudWatch Logs RESE,

LT 2FA T Amazon Linux 2 85— 7RG EL & 3245

[general]
state_file = /var/lib/awslogs/state/agent-state

[/var/log/messages]

file = /var/log/messages
log_group_name = /var/log/messages
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

LT 2EHTF Ubuntu B9 —NREIMCEEL B ST

BEAIT : BEIETFE EC2 Linux 24 2 ERE
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[general]
state_file = /var/awslogs/state/agent-state

[/var/log/syslog]

file = /var/log/syslog
log_group_name = /var/log/syslog
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

BRESZN IAM #&

1. 38X https://console.aws.amazon.com/iam/ ITF IAM 2 H| &,
2. HESMBEHET , %Z Policies ( KB ) FCreate Policy ( BIZEREE ) .

3. 1£ Create Policy ( BIZ23€# ) TWE L , X Create Your Own Policy ( BIZ2Z B DA RRE ) 1%
Select (& ), AXCIEBAENEMNEZEL , HSHEAT Linux X6l Amazon EC2 A
P H Amazon EC2 IAM policy,

4. 71E Review Policy ( EFXHE ) WE L , 7 Policy Name ( REEE ) B AR o
5. XIF Policy Document ( SREE3CHY ) , *EMELATSRRE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreatelogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
1,
{

"Effect": "Allow",
"Action": [

"s3:GetObject"
15

"Resource": [

BEAIT : BEIETFE EC2 Linux 24 2 ERE 15
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"arn:aws:s3:::myawsbucket/*"

}

%% Create Policy ( BIEXRHE ) .

ESMERKT , %$F Roles ( A2 ) F Create New Role ( RIBE# AL )

£ Set Role Name (iR EAGAH ) NHL , BRAACEN , RAE%EE NextStep ( T—F ) »
£ Select Role Type ( EFA@EE ) 4 , EF Amazon EC2 EH) Select ( £ ) o

10. 7£ Attach Policy ( Bt NSRES ) MEMNRFEF , MRIXIERFR Policy Type ( KE&KE ) 1 Customer
Managed ( EFEE ) -

1. RFELIZEM IAM policy , ARAE1E$E Next Step ( F—F )
12. 4% Create role ( BIBRA® ),

© © N ©

BEXAFPNEBNESER , F5H IAM AFPERPH IAM AR MEHUKREE IAM policy.

B #2435 A CloudWatch B&E

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. i&# Launch Instance ( BE13EH )

BREZEER |, HSREAT Linux E4I89 Amazon EC2 R F i8R H R B 31 =41,

3. £ Step 1: Choose an Amazon Machine Image (AMI) ( &% 1 : i&3#F Amazon Machine Image
(AMI) ) TTE £ , R EF3IH Linux EHIEE | R/F7E Step 2: Choose an Instance Type ( &
B2 EBEHIZER ) WHELE |, % Next: Configure Instance Details ( T —2% : Bt B3 Hi¥ 1S
E)o

4R Amazon Machine Image (AMI) @& T cloud-init, Amazon Linux AMI & 3i&FF Ubuntu
M RHEL 9 AMI E8%& cloud-init , {8 Amazon Web Services Marketplace F#J CentOS FH b
AMI TTEEREE cloud-init,

4. 7£ Step 3: Configure Instance Details ( ¥ 3 : BLEXHIFHMAER ) WHL , 7 1AM role ( IAM
AE ) RFRELEN IAM A,

5. 7 Advanced Details ( SRIFHFEE ) T , AT E| User data ( AFHEE ) BWEH. A
f, BN -c RTINEER N ENREERE XN EREIZHA

#!/bin/bash

BEAIT : BEIETFE EC2 Linux 24 2 ERE 16
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curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

chmod +x ./awslogs-agent-setup.py

./awslogs-agent-setup.py -n -r us-east-1 -c s3://DOC-EXAMPLE-BUCKET1/my-config-file

6. XNERFIFITEMEMER , REBIKE , AFIEE Launch (B3I )
7. REZT—REERE , £RNiZ4%E CloudWatch & & &SI EM B EAM B EiFo

BXREZER , B5H &8 XX E BEMW CloudWatch HESIE,

PIEAT : AEFIE1T Windows Server 2016 B9 Amazon EC2 =455 A
CloudWatch B &K [ CloudWatch B & &% B &

® Tip
CIoudWatch BRE—NFNE—KRE | AL EC2 SRAIFA 1 RS 25 W E B S MIEFR. BANE
WIRE AR S — CloudWatch R, BEXEZEE , i85 ® CloudWatch HE AT
ATHHERIBOHENBERARIBH CloudWatch Logs L E,

AIFIZ4T Windows Server 2016 B9 Amazon EC2 S= I A IBRY CloudWatch BEAL
¥ [@ CloudWatch HE %1% B &

ié'i—fl«lﬁﬁﬁ %75 %1217 Windows Server 2016 BFYEHlgER% 1 H £ &% CloudWatch BH&. LI
EPE’J*FB%{EFH Systems Manager Run Command., BXHEAMAEAEZNEE , S M@ Amazon X
EAE, SHFMMEEITEER CloudWatch,

HR

« FEURBIEE X4

« BLE JSON XA T CloudWatch

» 7 Systems Manager 812 IAM &

« IF Systems Manager 58 R FZ 4

« BIF Internet I B X PR

« £ Systems Manager 2178 % /8 A CloudWatch B &

BIEAIT : £ Windows Server 2016 £l # A CloudWatch B 17
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TERBIEENHF

FFAT RBISTH T EH BB ITEH - AWS.EC2.Windows.CloudWatch. jsons

fti& JSON X AT CloudWatch

T LA CloudWatch B EEEXHFIRELNERRKBEELZTIWME AL, SIBEXHHIEEELN
ERNSRETREEE 0 pHIERMNBFETH. TRES—RE , BULUEMEXGHLEEFH
LB & S,

B

« £ 1: B CloudWatch B&

« SB] 2 : BLEIRE CloudWatch

- PR3 MEBBEFENEKIE
. : BB R

N
\ QA Y
A\ \%\a A\
(@) SN w

: R¥F JSON I &

Q‘FI'
B

$8 1 : B A CloudWatch B&

1£ JSON XHHITRER , 4§ IsEnabled M “false” &R “true” :

"IsEnabled": true,

S$] 2 : BELEIRE CloudWatch

BESIE, XiF, AEABMMBELERDRE M, XEEFIEEBF A EBIEXEE Lo CloudWatch
gs. ENMERN BERELZBTRANME , BAIUREAN ID HMEEHE— ID ( Hlzn
“CloudWatchLogs2” # CloudWatchLogs “3” ) AR R E X g #) EttE 50 .

Bl B iR B LR B S BIE REE CloudWatch BE

1. 7£ JSON X#H , #ZF) CloudWatchLogs %

"Id": "CloudWatchLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
"Parameters": {
"AccessKey": "",

BIEAIT : £ Windows Server 2016 £l # A CloudWatch B 18
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"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

iy

& AccessKey M SecretKey FREZ, BFEA IAM SEEERKIL,
XF Region , BAEMER KX BERENXE ( Hl0 us-east-2),
XF LogGroup , BALHWHEHANEN. LBEMETRE BHENBEA CloudWatchERF L.

F LogStream , BABRBER. LBEMRERAE CloudWatch ##H &K “BEA" > R RE
t,

o & 0N

WMBMER {instance_id} , MERIANBERT , BERBHRIZEZHH=4] ID,

MR EIEEN BEREBHIETERE |, Lo CloudWatch gs 2 BEZ N ERIBZE . BALMERXF
FRFER, MENETE {instance_id}. {hostname} M {ip_address} HRENIWAEESENLH
EREB o

PRI BEERENBE
A LU B EEIE,. Windows B4IRER (ETW) BIEMH A4 B E8E £ 3% F) CloudWatch B &,
& Windows N AREFEH B EEE AXIEZ CloudWatch BE&

1. 7£ JSON X#+ |, % ApplicationEventLog # %

"Id": "ApplicationEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

}I
2. XTF Levels , BEELERERRE, AUEENATEZ—

« 1-REEHERHER
« 2-REEBBEEHEE

RIEAIT : £ Windows Server 2016 3EHIF £/ CloudWatch B& 19



RAriEmE

ERHEE (1)

—NaE 3 NMNLEEHER

I
= I:| lﬁ %\ (2) $u1l=|/|_,\/ B (ll-) E’J{Eo

Amazon CloudWatch BH&

- 4-REEEEHER
£, NaeSME E!E’J“ﬁ,w filgn

AR E A A —
£HE (2) WE. —MEE TP LEBRHE (1),

Il_'\

2l CloudWatch B
Vi

N&4£ BEREL]
£ JSON X #H |, # % SecurityEventLog £B%

1.

"SecurityEventLog",
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"

{
"Id":
"FullName":
"Parameters": {
"LogName": "Security'
"Levels": "7"

}I
F Levels , BA 7 AEEFBHEE,

2.
‘kf'%xa}b%#f’ H /u\ﬁjﬁk KIJ CloudWatch H&
f£ JSON X ## , ¥ % SystemEventLog %

1.
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"

"SystemEventLog

{
IlIdIl:
"FullName":
"Parameters": {
"LogName": "System"
"Levels": "7"
}
},
EBEELEAEERXRE, JUEEUATEZ—

2. XNF Levels
« 1-NEEREREE,
« 2-REBREBEHEE,

& AT : & Windows Server 2016 3£l CloudWatch H&
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« 4-RNEEFEEHEE

BRFIXEEASE—E , LSESHRENER, HlU, —NEE 3N N LEABRES 1) NE

Il.o\

HFHE (2 WE, —METANMLEHRER (1), BEHEE (2 MEEHE (4) BE.

FEMERNWEH B EHITEXIEZF CloudWatch BE&
1. £ JSON X | Fin#FE s, BNED S4ME— NI Id,

"Id": "Id-name",

"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "Log-name",
"Levels": "7"

},

2. XWFId, BRAELEAWBLENAR (620 WwindowsBackup )
3. XTF LogName , HRAZELEZHNBEN B BALURN TS RKE AENER.

a. IAEHESFS.
b. HESMBEHT , & Applications and Services Logs ( NFARRFMEZEE ) o

c. SMBNZBEZE , RF%EE Actions ( #R1¥E ) . Properties (B ) .
4. XTF Levels , EEELAMWHEEXRE, AIEEUTEZ— :

e 1- 'fX_I:’H%"E BE/E /Brho
c 2-NEREEHE,
« 4-XREEEFEEHEHE,

CTUFRERALE £ NBRSRRUHAL, B, 1023 P LERRHE ) HE

/Ch

EHE (2 WE, — M2 7TMNELEHRER (1), BEHEE (2) MEEHEE (4) NE,
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fF Windows B EH IR EREIE X IZF CloudWatch B &

ETW ( Windows E#RER ) BEHESREFMY BFRCFNG  HNARFEARE. 81 ETW #H
AUEFHNELAT ERLKENSEFEERZH. SMI2EBEF - MREEUAR-IHSMERAE.

1. 7£ JSON X#H |, #RE ETW H 5

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

}I

2. XTF LogName , HRAE L&A BEMNEWR,
3. XTF Levels, EEELRZWEERE, AAUBEEUATEZ—

« 1-NEERIRBE.
® 2 - 12.]:4:5%%5%/%\0
« 4-REEBEEHEER.

BRXEEASE—E , LESSMREMNER. {ﬁJZZD —MNEE 3INLERRES (1) ME
THE (2) WE. — M8 7N NEEBREER (1), BEHE (2 MERHEE (4) WE,

FMEENAE (FAETFXARNBAEXXH ) KiEE CloudWatch Logs

1. 7£ JSON X ¥ |, #ZF| CustomLogs ZB7

"Id": "CustomlLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",
"Filter": "",
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"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

}I

2. ¥F LogDirectoryPath , A BEIELH LM E6EERE,

3. XTF TimestampFormat , BRAZBFEANVNEEBER, BXIENENEZER , ESH
MSDN t# B & X B BRI B B 48 X F £F R E /0,

/A Important
BREBZXGMAEBNBEITHALEGNAS , BNRABESAE -2

4. XF Encoding, BAESEHN S HRD ( 5140 UTF-8 ) o BXXZEFEWENYIE , 55 MSDN
Lt # Encoding £E#,

(® Note
ERARBER , MARETRE.

5. (W% )XTF Filter , BABEEHTNER. FHSHBREZANGEMEXH. BXIENE
WEZEE |, FSE MSDN EMFileSystemWatcherFilter & 1 &,

6. (A% ) XTF CultureName , BARFKZNBEBHHWXE, MR CultureName HZE , MEERIA
NI& Windows KB HFIFAEAMNMEREXEBNE. BXEZES , 5% MSDN L-miTHERE
&K Language tag ¥,

@ Note
AX#EE div, div-MV., hu # hu-HU,

7. (W& ) XF TimeZoneKind , #A Local 5 UTC, AIBLRESHUE AEREBHTEE
NXEENEHNXELR. MRLSHEZE , A HENNABTIENXEL , I “ CloudWatch
BE RN AN X, IRNEABESTENXEE , WRAKILSH,

8. (Hi&)XT LineCount , FEFRKFEATHLRR BEXM. Hlan, IS BEXHHEBILTFHE
BIRARK. B A 5, RESRENAEXHFFRAR BT =TT IR, & IS BEXHH | 58
=N BHNNES , ETERLARIENBABE SN CEHRETREN. Akt , BENEEEL—1T
SKER B S BIEAERN B X HATHE— B S0R 5.
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IS B EHIEAXIEZE CloudWatch B&

1. £ JSON X#F |, %) IISLog E5 .

"Id": "IISLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

iy

2. XF LogDirectoryPath , AN RN QFMHE IS BEPIEMN XX ( HlE0 C:\inetpub
\logs\LogFiles\W3SVCn) .

(® Note
X3 #F W3C BEER. 328 IS, NCSA MBE XK,

3. XF TimestampFormat , FRBAEFHNNBAEEN, EXIFNENESZER , SR
MSDN E#9 8 E Y B EFefE &R F/AFEET,

4. XNF Encoding , BAEFERHN X444 (a1 UTF-8) . BXZFNENEZER , BSH
MSDN E#) Encoding 3 E#,

® Note
ERRBEN , MTRERE M.

5. (W& )XNTF Filter , BRABEBMHEIER. FUHSHBREZQUERAMEXH. BXXENE
MWEZER , 55K MSDN EHFileSystemWatcherFilter J& 14 E &,

6. (A% )X F CultureName , BALRFZMNBEENXH, MR CultureName JZE , NI EEKIA
NI& Windows RIS FIAMERAMNMERXIEBME. BXxXFHFNENEZEER , H5H MSDN £~
BITHEFHRRED Language tag Fl,
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@ Note
AX#EE div. div-MV. hu F hu-HU,

7. (W& )XTF TimeZoneKind , #iA Local = UTC, AR BELSHAEHBERBABFLFREE
FXESNEHINXER, MRKSHEZE , HEENHEEFSERXER , Il “ CloudWatch
BE RIANEHANX, IRNEAEHEEITERNXER , MR LLESH,

8. (A& )XTF LineCount , FEFRLFRBRATHRLNRG AEXH, Fltn , 1S BEXHHEBJLFHE
BMFRk, BRI A 5, RESEE A E XA T U#HTIRA. £ IS BEXHH , £
STHEHANEE , EREBRARIENBABEAEXSFZEARTRN. At , BNEBEEL—1T
S2BR B AR LUEXY B &S0 1T HE— 38 8UR B,

SR 4 RERERS

BRBIELBE Flows o PMLMEENNN BIR. fln, BEFEENBE, ETW BEMRLEH
FE &A% CloudWatch B , & (CustomLogs, ETW, SystemEventLog),CloudWatchLogs A iNZE]
ZFlowsEB 4o

/A Warning

ARIMERSFRFE LR, Flan , RERMNTHWEERSR , BXGRBHUE |, WRPRFR
R REHHRMA L

BAFE - NEEXGREFSNEIR. flin , ENNARRBEREFEE CloudwatchLogs %
REMHFHENTR B , H¥F ApplicationEventlLog, (CloudWatchLogs,CloudWatchLogs2)
WHNZE Flows #%

B B TR AR 2 I

1. £ AWS.EC2.Windows.CloudWatch.json X#& , #Zl Flows %

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter,PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudwWatchLogs2",
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"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"
]
}

2. XTF Flows , A"MELANSHEIEXRRE (I ApplicationEventLog ) REB#R ( i
CloudwWatchLogs ) »

HP 5 : xf7 JSON AE

W , LETHEE JSON Xt REFZXMH , RXHAABTHEEE - MEOPHXXERERP. &£
XS EEENS RS  FEEAXEXHRR.

A Systems Manager 812 IAM £

£ & fE A Systems Manager Run Command B , EERFIFIUR IAM A&, ZAEME Systems
Manager BEB X KB ITIRIE, BXEZER , i5Z @ Amazon Systems Manager AP iEEH AL E
Systems Manager W Z £ A, BXIE IAM SEHMEIMNEXFNES , BSHEERT Windows
S2BIHY) Amazon EC2 AAF1ERM RV IAM & &M EISEHI,

I Systems Manager B9 50 R &4

£ A Systems Manager BT R EES CloudWatch BEMNER 28 , BFRITENEFREEFH LK
RER, BEXEZEEL |, 2% Amazon Systems Manager fi P IEEFH) Systems Manager 9 53R
.

ISUF Internet i B4R

&89 Amazon EC2 Windows BRZ585 355 R 4E & SE 6 400 B A H vk B Bk W i 7] A PR = BE [ & % B &
EHHFE CloudWatch, BXUMAELE BB G RNBRHNEZEL |, 55 Amazon VPC FAFIEREH
BB M,

£/ Systems Manager 1217 /8 A CloudWatch B&

Run Command 2B IRFTEEXFIRE, B LUIEE — Systems Manager X#% , EEE— &35
B, RRE—NEZSNEFLRITE D, EHLH SSMARBARUEGSHIREESNEERA,

f£/H Run Command El& 5 CloudWatch HERIER

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. 15[ https://console.aws.amazon.com/systems-manager/ , 7 SSM ###l &,
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3. TESMEEP , #%F Run Command,

4. %3 Runacommand ( ET—M0H ) o
5. XFaHX , iHik#E AWS-ConfigureCloudWatch,
6

XNFB¥R3Rfl , FIEBRES CloudWatch H U\*EJZE’J%{@J MREFEHHIRPARERIZA , NATEE
KX Run Command BLBEHl, BXEZER |, HSEEA T Windows EHI8 Amazon EC2
FFERK Systems Manager B9 50 R &4

7. XTF Status (7 ) , %$F Enabled (EEH ) -
8. XtF Properties (B ) , BEFIHKMEEZHESHOIEN JSON WA,
9. EEFREEFEHERE Run (E1T).

HATLLTR2FEE Amazon EC2 B#| AP HHHITE
ERFAFEEDTH L

1. ﬁj:%_/rﬁ%o

2. & Output (fH ) &I+,

3. 1&## View Output ( EFHH ) . P FREHNENERBIIMITHER,

PIEALT : AEFIZETT Windows Server 2012 1 Windows Server 2008 &Y
Amazon EC2 3£4im B & k3% CloudWatch B &

® Tip
CloudWatch 83— MNET G —RIE |, ATUUM EC2 SEHI A #h IR SS25 Ut B E M IEHR. RIE
WIRE AR F S — CloudWatch X, BXEZELR |, 155 CloudWatch HE AT,
ATHNERIHNAEARIBH CloudWatch Logs ﬂ.ii

A= 1T Windows Server 2012 F1 Windows Server 2008 #J Amazon EC2 3=4l[@ B &
k& 3% CloudWatch H&

FERLLT S BRFEIZST Windows Server 2012 F1 Windows Server 2008 BISEHlgE% S A B & E R
CloudWatch H&,
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RAriEmE

TERBIEENHF

FFLAT R JSSON X THEIEHITENL : AWS.EC2.Windows.CloudWatch.json, BFHEFES

PR Ym 1% 3 A o

Bt & JSON X#HA T CloudWatch

&AL CloudWatch B3 # JSON B ENHHIEELANERERBAEZERIEZME L, IR HH
EEENEFNIETREER 30 7 HHERMETRTR. TRIEES—RG , BT UERASRH L

ESFEALREENH,

HRR

- $%, 1. BH CloudWatch HE&
- S8 2 BEIRE CloudWatch
- SRI: MEERENHKE

- R4 BERERS

FB, 1 : BHA CloudWatch A&

1£ JSON X HHITRER , ¥ IsEnabled Ky“false” &R “true” :

"IsEnabled": true,

S 2 BEi%E CloudWatch

EEXIE, X8, BSEEHRNBETRGAZR,. XEXFIEBR B SHITERZEE Lo CloudWatch

gs. ENMERN BERELAZBTRANME , BAIAREAN ID HMEEHE— ID ( Hlan
“CloudWatchLogs2” # CloudWatchLogs “3” ) AR R EXiZ# EttE 0.

Bl B iR B LR B SBIE REE CloudWatch BE

1. £ JSON X#H |, % CloudwatchLogs 5,

"Id": "CloudWatchLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"AccessKey":

AT : £ Windows Server 2012 Hl Windows Server 2008 325 £ £ CloudWatch H#&

28
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"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

iy

& AccessKey M SecretKey FREZ, BFEA IAM SEEERKIL,
XF Region , BAEMER KX BERENXE ( Hl0 us-east-2),
XF LogGroup , BALHWHEHANEN. LBEMETRE BHENBEA CloudWatchERF L.

F LogStream , BABRBER. LBEMRERAE CloudWatch ##H &K “BEA" > R RE
t,

o & 0N

WMBMER {instance_id} , MERIANBERT , BERBHRIZEZHH=4] ID,

MR EIEEN BEREBHIETERE |, Lo CloudWatch gs 2 BEZ N ERIBZE . BALMERXF
FRFER, MENETE {instance_id}. {hostname} M {ip_address} HRENIWAEESENLH
EREB o

PRI BEERENBE
A LU B EEIE,. Windows B4IRER (ETW) BIEMH A4 B E8E £ 3% F) CloudWatch B &,
& Windows N AREFEH B EEE AXIEZ CloudWatch BE&

1. 7£ JSON X#+ |, % ApplicationEventLog # %

"Id": "ApplicationEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

}I
2. XTF Levels , BEELERERRE, AUEENATEZ—

« 1-REEHERHER
« 2-REEBBEEHEE
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RAriEmE

ERHEE (1)

—NaE 3 NMNLEEHER

I
= I:| lﬁ %\ (2) $u1l=|/|_,\/ B (ll-) E’J{Eo

Amazon CloudWatch BH&

- 4-REEEEHER
£, NaeSME E!E’J“ﬁ,w filgn

AR E A A —
£HE (2) WE. —MEE TP LEBRHE (1),

Il_'\

2l CloudWatch B
Vi

N&4£ BEREL]
£ JSON X #H |, # % SecurityEventLog £B%

1.

"SecurityEventLog",
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"

{
"Id":
"FullName":
"Parameters": {
"LogName": "Security'
"Levels": "7"

}I
F Levels , BA 7 AEEFBHEE,

2.
‘kf'%xa}b%#f’ H /u\ﬁjﬁk KIJ CloudWatch H&
f£ JSON X ## , ¥ % SystemEventLog %

1.
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"

"SystemEventLog

{
IlIdIl:
"FullName":
"Parameters": {
"LogName": "System"
"Levels": "7"
}
},
EBEELEAEERXRE, JUEEUATEZ—

2. XNF Levels
« 1-NEEREREE,
« 2-REBREBEHEE,
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« 4-RNEEFEEHEE

BRFIXEEASE—E , LSESHRENER, HlU, —NEE 3N N LEABRES 1) NE

Il.o\

HFHE (2 WE, —METANMLEHRER (1), BEHEE (2 MEEHE (4) BE.

FEMERNWEH B EHITEXIEZF CloudWatch BE&
1. £ JSON X | Fin#FE s, BNED S4ME— NI Id,

"Id": "Id-name",

"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "Log-name",
"Levels": "7"

},

2. XWFId, BRAELEAWBLENAR (620 WwindowsBackup )
3. XTF LogName , HRAZELEZHNBEN B BALURN TS RKE AENER.

a. IAEHESFS.
b. HESMBEHT , & Applications and Services Logs ( NFARRFMEZEE ) o

c. SMBNZBEZE , RF%EE Actions ( #R1¥E ) . Properties (B ) .
4. XTF Levels , EEELAMWHEEXRE, AIEEUTEZ— :

e 1- 'fX_I:’H%"E BE/E /Brho
c 2-NEREEHE,
« 4-XREEEFEEHEHE,

CTUFRERALE £ NBRSRRUHAL, B, 1023 P LERRHE ) HE

/Ch

EHE (2 WE, — M2 7TMNELEHRER (1), BEHEE (2) MEEHEE (4) NE,
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fF Windows B EH IR EREIE X IZF CloudWatch B &

ETW ( Windows E#RER ) BEHESREFMY BFRCFNG  HNARFEARE. 81 ETW #H
AUEFHNELAT ERLKENSEFEERZH. SMI2EBEF - MREEUAR-IHSMERAE.

1. 7£ JSON X#H |, #RE ETW H 5

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

}I

2. XTF LogName , HRAE L&A BEMNEWR,
3. XTF Levels, EEELRZWEERE, AAUBEEUATEZ—

« 1-NEERIRBE.
® 2 - 12.]:4:5%%5%/%\0
« 4-REEBEEHEER.

BRXEEASE—E , LESSMREMNER. {ﬁJZZD —MNEE 3INLERRES (1) ME
THE (2) WE. — M8 7N NEEBREER (1), BEHE (2 MERHEE (4) WE,

FMEENAE (FAETFXARNBAEXXH ) KiEE CloudWatch Logs

1. 7£ JSON X ¥ |, #ZF| CustomLogs ZB7

"Id": "CustomlLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",
"Filter": "",
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"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

}I

2. ¥F LogDirectoryPath , A BEIELH LM E6EERE,

3. XTF TimestampFormat , BRAZBFEANVNEEBER, BXIENENEZER , ESH
MSDN t# B & X B BRI B B 48 X F £F R E /0,

/A Important
BREBZXGMAEBNBEITHALEGNAS , BNRABESAE -2

4. FF Encoding , BRAEFANXHREDE (HlI0 UTF-8) . BXZENENEZEER |, BESH
MSDN E#) Encoding 3£ E#,

(® Note
ERARBER , MARETRE.

5. (W% )XTF Filter , BABEEHTNER. FHSHBREZANGEMEXH. BXIENE
WEZEE |, FSE MSDN EMFileSystemWatcherFilter & 1 &,

6. (A% ) XTF CultureName , BARFKZNBEBHHWXE, MR CultureName HZE , MEERIA
A& Windows RIS AFIEAMNMERKENVE. BXXENENESZEES , B3 MSDN £~
BT EBHREMN Language tag ¥,

@ Note
AX#EE div, div-MV., hu # hu-HU,

7. (W& ) XF TimeZoneKind , #A Local 5 UTC, AIBLRESHUE AEREBHTEE
NXEENEHNXELR. MRLSHEZE , A HENNABTIENXEL , I “ CloudWatch
BE RN AN X, IRNEABESTENXEE , WRAKILSH,

8. (Hi&)XT LineCount , FEFRKFEATHLRR BEXM. Hlan, IS BEXHHEBILTFHE
BIRARK. B A 5, RESRENAEXHFFRAR BT =TT IR, & IS BEXHH | 58
=N BHNNES , ETERLARIENBABE SN CEHRETREN. Akt , BENEEEL—1T
SKER B S BIEAERN B X HATHE— B S0R 5.
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IS B EHIEAXIEZE CloudWatch B&

1. £ JSON X#F |, %) IISLog E5 .

"Id": "IISLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

iy

2. XF LogDirectoryPath , AN RN QFMHE IS BEPIEMN XX ( HlE0 C:\inetpub
\logs\LogFiles\W3SVCn) .

(® Note
X3 #F W3C BEER. 328 IS, NCSA MBE XK,

3. XF TimestampFormat , FRBAEFHNNBAEEN, EXIFNENESZER , SR
MSDN E#9 8 E Y B EFefE &R F/AFEET,

4. XNF Encoding , BAEFERHN X444 (a1 UTF-8) . BXZFNENEZER , BSH
MSDN E#) Encoding 3 E#,

® Note
ERRBEN , MTRERE M.

5. (W& )XNTF Filter , BRABEBMHEIER. FUHSHBREZQUERAMEXH. BXXENE
MWEZER , 55K MSDN EHFileSystemWatcherFilter J& 14 E &,

6. (A% )X F CultureName , BALRFZMNBEENXH, MR CultureName JZE , NI EEKIA
NI& Windows RIS FIAMERAMNMERXIEBME. BXxXFHFNENEZEER , H5H MSDN £~
BITHEFHRRED Language tag Fl,
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http://msdn.microsoft.com/en-us/library/system.text.encoding.aspx
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@ Note
AX#EE div. div-MV. hu F hu-HU,

7. (W& )XTF TimeZoneKind , #iA Local = UTC, AR BELSHAEHBERBABFLFREE
FXESNEHINXER, MRKSHEZE , HEENHEEFSERXER , Il “ CloudWatch
BE RIANEHANX, IRNEAEHEEITERNXER , MR LLESH,

8. (A& )XTF LineCount , FEFRLFRBRATHRLNRG AEXH, Fltn , 1S BEXHHEBJLFHE
BMFRk, BRI A 5, RESEE A E XA T U#HTIRA. £ IS BEXHH , £
STHEHANEE , EREBRARIENBABEAEXSFZEARTRN. At , BNEBEEL—1T
S2BR B AR LUEXY B &S0 1T HE— 38 8UR B,

SR 4 RERERS

BRBIELBE Flows o PMLMEENNN BIR. fln, BEFEENBE, ETW BEMRLEH
FE &A% CloudWatch B , & (CustomLogs, ETW, SystemEventLog),CloudWatchLogs A iNZE]
ZFlowsEB 4o

/A Warning

ARIMERSFRFE LR, Flan , RERMNTHWEERSR , BXGRBHUE |, WRPRFR
R REHHRMA L

BAFE - NEEXGREFSNEIR. flin , ENNARRBEREFEE CloudwatchLogs %
REMHFHENTR B , H¥F ApplicationEventlLog, (CloudWatchLogs,CloudWatchLogs2)
WHNZE Flows #%

B B TR AR 2 I

1. £ AWS.EC2.Windows.CloudWatch.json X#& , #Zl Flows %

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter,PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudwWatchLogs2",
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"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"
]
}

2. XF Flows , AIELEHNESFEIEXRE (Hln ApplicationEventlLog ) REB#r ( Hla0
CloudWatchLogs ) »

I , BETHKmE JSON X, BRERENSRTFATE,
B izRE

E Y1217 Windows Server 2012 8 Windows Server 2008 B Amazon EC2 34l H & &%
CloudWatch B , 5 A ec2Config BR% (. EC2Config.exe)EBHIEHIR EH EC2Config 4.0
RESHRAFEEAUSEARERE, BXxEARHRAN EC2Config WEZEER , BZH CEAT
Windows 32|89 CloudWatchYE 5 EC2 A F$ERI) HHY “(FF ec2Config 3.x T E FMRAH1THEE”

CloudWatch £/ ec2Config 4.x #{TH &

1. RESENSENEREN AWS.EC2.Windows.CloudWatch. json XK &mIB, AXEFEFE
BOM By UTF-8 4Rf3. AREIFXHRIFETE Windows Server 2008 - 2012 R2 3£ 4] LU R TR
A : C:\Program Files\Amazon\SSM\Plugins\awsCloudWatch\,

2. A Windows FRF 2 HIERHEA LT PowerShell s S BaIHEF /B3N SSM K
(AmazonSSMAgent.exe) :

PS C:\> Restart-Service AmazonSSMAgent

SSMREEHBE , CaRMBEBEXHHE B LI ITER. CloudWatch 1R EE kA th i (&
XHEFHNSHAIZE , NHMEHEE SSM Agent SREEREKR, BEEAH| LK CloudWatch £
B, HEEHIsEnabledE R EXHfalse N EREFEEREXHF,

BIE AT : £ Amazon OpsWorks#l Chef Z% CloudWatch BERE

BRI LAZ % CloudWatch B AR H 5 =75 K% Amazon OpsWorks Iz EMZEM Bt TEM
Chef Bl BER. Chef ERBA" (REMN‘RA ATETENPLENEERMG ) MHEBAH" (BA
MES ) RITHEBNREBIEIS. BEXESEER , 1557 Chef,

THERK Chef B 77 RIS RAMAER EC2 KpHPKE—PMAEX, BAHERBEMAERETE ,
RPN ENBRERSREN. BRRSNMNAEXM  BFEY BES , LRSI EEANMBE

be
Nlbo
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SE1 . AEEENEA

B FMHELFM#E S, Amazon OpsWorks X3 Git #l Subversion , A LLfE Amazon S3 1%
A3, Amazon OpsWorks A 1R H i B P E i E I 9 X SR B B F s EMNE #1177 H A,
AT RAIBRIZIREAFE R logs. install.rb BBEATZRERAENRE, CloudWatch fREEAI A TEHRIE T
£ (CloudWatchLogs-Cookbooks.zip).

BBEISUTRB, BN metadata.rb I -

#metadata.rb

name 'logs'
version '0.0.1"'

#12 CloudWatch BE&EEE X4 :

#config.rb

template "/tmp/cwlogs.cfg" do
cookbook "logs"
source "cwlogs.cfg.erb"
owner "root"
group "root"
mode 0644

end

TEHLE CloudWatch BERIE -

# install.rb

directory "/opt/aws/cloudwatch" do
recursive true
end

remote_file "/opt/aws/cloudwatch/awslogs-agent-setup.py" do

source "https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py"

mode "@755"
end

execute "Install CloudWatch Logs agent" do
command "/opt/aws/cloudwatch/awslogs-agent-setup.py -n -r region -c /tmp/cwlogs.cfg"
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RAriEmE

not_if { system "pgrep -f aws-logs-agent-setup" }

end

(® Note

ELENROS  FRUATE—RABER4# : us-east-1, us-west-1, us-west-2, ap-
south-1, ap-northeast-2, ap-southeast-1. ap-southeast-2, ap-northeast-1, eu-

central-1. eu-west-1 = sa-east-1,

MRREBELZELRW , HRELAR python-dev BFEERE, MRRLE ,

ERAERE

sudo apt-get -y install python-dev

BEAUNTSHS , RE

LEBEL S A cwlogs.cfg.erb BRI AF , WA REZXFAEETRENE , MEXN L HFiEK AR,

BXRZXLEEMNEZEER , 2 CloudWatch Logs REZE,

[general]

# Path to the AWSLogs agent's state file. Agent uses this file to maintain

# client side state across its executions.
state_file = /var/awslogs/state/agent-state

## Each log file is defined in its own section. The section name doesn't

## matter as long as its unique within this file.

#
#[kern.log]
#

## Path of log file for the agent to monitor and upload.

#

#file = /var/log/kern.log

#

## Name of the destination log group.
#

#log_group_name = kern.log

#

## Name of the destination log stream.

#
#log_stream_name = {instance_id}
#

BIEAIT : A Amazon OpsWorks Z2 R IE
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## Format specifier for timestamp parsing.
#

#tdatetime_format = %b %d %H:%M:%S

#

#

[<%= node[:opsworks][:stack][:name] %>]

datetime_format = [%Y-%m-%d %H:%M:%S]

log_group_name = <%= node[:opsworks][:stack][:name].gsub("' ','_') %>
file = <%= node[:cwlogs][:logfile] %>

log_stream_name = <%= node[:opsworks][:instance][:hostname] %>

ZEMRES 5| AHREENEE JSON FHHNEMREHREHREENE. cwlogs AR
default.rb B30 (logs/attributes/default.rb) EX A FIEEEICFZN XHHE M.

default[:cwlogs][:logfile] = '/var/log/aws/opsworks/opsworks-agent.statistics.log'

SR 2 : 82 Amazon OpsWorks HEi%

$TFFAmazon OpsWorks3#2#l& |, Mt https://console.aws.amazon.com/opsworks/o
f£EOpsWorks 2 HIER L , &R RN L8122 Amazon OpsWorks#4%

1£ Add stack ( Atk ) BB L |, %48 Chef 11 stack ( Chef 11 3% ) 6

¥} F Stack name ( #®RBEH ) , BA—NEWR.

¥ F Use custom Chef Cookbooks ( EEA BENX Chef HEAF ) , EE Yes (R ) »

¥t F Repository type ( FEEXE ) , BREEANEEEFERE, MREFEH LRRA |, FiEEFE
Http Archive ( Http 1H#4 )

7. ¥7F Repository URL ( FFE URL ) , AR TE#IESRIPIBZNGBRNFEE. R
EFEH LRRA , B#H A https://s3.amazonaws.com/aws-cloudwatch/downloads/
CloudWatchLogs-Cookbooks.zip,

1% Add Stack ( AR ) B2 MK,

o g k~ w0 DN =

©

SB]3 T REN IAM B&
EJ¥ CloudWatch BHEB F &K Amazon OpsWorks3kfl | IBEET REHNSFIERAN IAM B,

1. 38X https://console.aws.amazon.com/iam/ ITF IAM 2 H| &,

2. TESMBEES , E$F Policies ( Kk ) FCreate Policy ( IZ2FKEE ) .
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3. £ Create Policy ( BIZ23 1 ) TWE L# Create Your Own Policy ( SI2EEC R ) T, &
Select (& ), AXBGIEBAENEMNEZEL , HSHEAT Linux X4l Amazon EC2 A
FEREFH Amazon EC2 IAM policy.

4. 7£ Review Policy ( E& % ) WE L , A Policy Name ( REEE ) AR B TR
5. ¥F Policy Document ( SREEX#Y ) , #MELATREE -

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}

6. i&#E Create Policy ( BIEXRHE ) .

7. ESMERKT , EF Roles ( A ) , RABFERNETERET , 7 Role Name ( BEEH ) EEF
Amazon OpsWorks i ERBEFIABN AR, EHRIZES , TUBEHKRERANAE (RiA
AR aws-opsworks-ec2-role, )

® Note
EREABEN , MAREFEEE.

8. 1f Permissions ( &XBR ) £ B FH Managed Policies ( JEE KB ) T , E£$F Attach Policy ( M Nz
B ) o

9. £ Attach Policy ( MiINZREE ) REIMIRIRE ( Filter ( FHIESM ) # Search (XK ) B ) & | ik
% Policy Type ( KB H ) 1 Customer Managed Policies ( ZFEE X ) -

10. X¥FCustomer Managed Policies ( BRI ) , XFEE LEOIZER IAM policy , RFEE
Attach Policy ( i nZERE ) o
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BXRAPNERBNEZESR , B5H IAM AFERTH IAM A AR EE IAM policy.

S 4 RNINE

1. $TFAmazon OpsWorks#Z#Hl|& , Wity https://console.aws.amazon.com/opsworks/o
ESMERF , &# Layers (F ) o

ERBREERF , &EFE—NE , REEER Add layer ( FIE ) o

EOpsWorksitTi+ £ , X F “‘BEEE" , EF BENX

3¥F Name ( % ) M Short name ( BE# ) FB& , RARNKBMMERS , AFEE Add
layer ( IR ) o

6. Recipes (7 ) %I Custom Chef Recipes ( EEMX Chef Bit 5 ) THEZ /MR - Setup (18
iE ). Configure ( BliE ) . Deploy ( 82 ) . Undeploy ( BUEZBE ) M Shutdown ( < ) , X
LEFRBX R F Amazon OpsWorks 4B B4, Amazon OpsWorks 15 1T BREL 5 B9 S5 &
WARNIXEXEIARIXLEEN,

o & w0 DN

(® Note

MR ERFRBART N |, ¥E7E Custom Chef Recipes ( BEMX Chef Bits ) T , i
edit ( gﬁ;ﬁ ) )

7. 1E Setup (iR& ) EH A logs::config, logs:install , % + FERFMBIFIERSD , REIRER
Save ( R7F ) o

EHlFEsh2E , Amazon OpsWorks ENfE b EIBANFTE6 iz THEL S o

SR 5 ARG

BREZEHMAEERS . REERFEF - EXPFMIEHBHEN.

1. $TFAmazon OpsWorks#ZE#l & , Wik 7y https://console.aws.amazon.com/opsworks/o
2. TESMBEKF , &EF Instances ( KB ) , RFELEETIERF + Instance (+ 36l ) .
3. EZRINEGE , RFIEE Add Instance ( RMNZEH ) , BUFZEFFMNEE,

4. TEIZITHY Actions ( #4E ) BIFR |, B start (/B30 ) LABBIZEHI,
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RAriEmE

Amazon OpsWorks/Z I ##Y EC2 K| H EliE CloudWatch HE. FEXHIREE , HRESEXRH
Bk o

|6 : EFENAEE

RIEBZT—ERETEG , BR1Z4 7 CloudWatch =4 A P EXFHAEMN A EHFM B ETR,

BXESELR , B2 E5 4% HEM CloudWatch B &SR,

{4 CloudWatch B EREBIRAS

EAUTIREREER EC2 X6l £ CloudWatch B EAERIRES.
REREBRS

1. EEIEH EC2 K6l, BXRESZEE , BSHERT Linux XM Amazon EC2 R e RIE
B2 ERE B,

BXREERNBNEZER
#Y PR

2. EWPEREOT , BAUTHS

 BSFESEAT Linux 2689 Amazon EC2 B F 1R Y HERR & 8252451

sudo service awslogs status

MBSZEITHR Amazon Linux 2 , B AUTHS

7/

sudo service awslogsd status

3. RE /var/log/awslogs.log XA R EFEZEMEEIR, BEH D CloudWatch B &R E[H&,

B3 CloudWatch BERE

WMRER EC2 324 LAY CloudWatch B EREBERREREENED , ESFLTRE , MATLE
RUTEEEFHRIE,

B E

1. EEIEN EC2 Lfl, BXEZELR

BESPEA T Linux 66 Amazon EC2 AF ISR HHIE
B IEBH =4,

% CloudWatch B ERIERA
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BXREEONBENEZFER , BSHERT Linux XK Amazon EC2 A 1EmM F M HERRIEESL A
YRS

2. EMTRTREAOR, BAUTHT .

sudo service awslogs start
MREIZITHI R Amazon Linux 2 , EEALUTHS :

sudo service awslogsd start

{£ 1k CloudWatch BERE
FEALUTERESRM EC2 4]k CloudWatch fZ1E Logs {3,
LR

1. EEIEH EC2 K6, BXEZEER , BSHERT Linux XAl Amazon EC2 AP BRI HIE
B EH SR,

BEXEENENESEE , BZMAERA T Linux X468 Amazon EC2 AP 18 E Y HERRIE 555
Y=

2. EmTRTEOR, BAUTHS .

sudo service awslogs stop

/

MRBIZITHE Amazon Linux 2 , BEAUTHS :

sudo service awslogsd stop

RIZE A : Amazon CloudFormation B FH A CloudWatch B

N

Amazon CloudFormation x# LA JSON #& XA FMFNEAmazon®iR. I ENR R SIEREB T
AmazonBRESEN—NETHITERE , H A TR HEXEE HlAmazon &R,
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Amazon CloudWatch B& AFiEm
£ Amazon CloudFormation fl i EAmazonft , A] LA AR E A Amazon BRI ENR, LA T RHAI
E—PMERAREE , SB - NAEARM—/MEVRFIEEE | TSI 404 NEH |, HFF T HAIEER
HEA,

"WebServerLogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"RetentionInDays": 7

iy

"4Q4MetricFilter": {
"Type": "AWS::Logs::MetricFilter",
"Properties": {
"LogGroupName": {
"Ref": "WebServerLogGroup"
},
"FilterPattern": "[ip, identity, user_id, timestamp, request, status_code =
4Q4, size, ...]",
"MetricTransformations": [

{
"MetricValue": "1",
"MetricNamespace": "test/404s",
"MetricName": "test40@4Count”

}

XE—NEKRG, EALAERREEFEN CloudWatch HEEFEAmazon CloudFormation, B>
EiRRGINEZER | iFZHAmazon CloudFormation FPI§R S # Amazon CloudWatch B E#E 4R
FEB. BAABERANEZEER | 25 Amazon CloudFormation AP IEE R FF A EH Amazon

CloudFormation,

RIE AT : Amazon CloudFormationf FFF #46EH CloudWatch B & 44
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£ Amazon SDK HF{EF CloudWatch B

Amazon BT R TEE (SDK ) ERATUZERREREES. SMRATRIESEREME AP, RBBR

PIFIXHE , EFRAREBEBRMN AR ERESHRENARERF,

SDK 344

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for Kotlin

Amazon SDK for .NET

Amazon SDK for PHP

Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

Amazon SDK for Rust

Amazon SDK for Swift

BEXR¥EET CloudWatch BEMWRAI , S H Amazon SDK B CloudWatch H EB XS R4,
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A “BENLRE 947 CloudWatch B EZhiE

CloudWatch Logs Insights &89 7 Amazon Logs F AR B A RE R M2 EH CloudWatch H
FHE. SBUNUBTEANSHEES N MAIRERE, MREAEB , LATLAERA CloudWatch
Logs Insights KiIRBIEEREHRKIESHBENEERF.

CloudWatch Logs Insights @fF—f & THENERES , HP 85 - LH2{EINEERANT D,
CloudWatch Logs Insights {2t RHIEW, oHER, EWENTRMAZFEREI , UBBEAT.
TEIERS KL E R B Amazon RS A &,

CloudWatch Logs Insights & B3 &3 Amazon Route 53, Amazon LambdaAmazon CloudTrail, #I
Amazon VPC EAmazonfi &K BERNFE , UREML JSON KR RKEBEEHNNARFSEE
EXBE,

& LAME A Lo CloudWatch gs Insights # 3R 2018 £ 11 B 5 B2 /F 4% % Logs B CloudWatch
HEHE,

MREBFHKFIRE N CloudWatch B - AT ERMEUEIRIK =, T A] BARY &% W 12 0k 7= 5 B B R Ik P
F# CloudWatch BHEHIETT Logs Insights Eifl, BAILLEIT—NENH , TN TFAEKFAFHZAH
AEA, BXEZEL , 50 CloudWatch BIK B 4,

BAMERATUERNES 50 NEEH, MREWAKRE 60 7HNTHK , NalErt, EWERET7 RAT
Ao

AR EFEQENEN. XTUUBHEEZTENSITERNER , MEFEBRBEZTE/REBERC
#Zefl.

CloudWatch Logs Insights EHBEE RN HRFEEWETH. BXEZEL , 55 Amazon
CloudWatch E#'.

/A Important
MREHMEZRLE T R VFER Web 37 |, MEB T AR CloudWatch 2] &Y
CloudWatch Logs Insights #4. &AILUEN API £/ CloudWatch BEN#&EiHIhEE, X
E%{EE , 121 Amazon CloudWatch A& APl 2% StartQueryF#,
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SEHNBENEINFTE

HiE  BTHESUREIER

HiE  FARESHBEITEN

HiE  ETERRAEFRSENATILHNER
R ETEAEEFS IR ER
CloudWatch HENBERIEE

EEEH AR BERE

RIEHEFFHZ1T L CloudWatch ogs Insights Zif]

REIER

HEWMMEEFERRS HERER
EEEREETHERNRERTELIERK

X IFRY B S MR DAY F B

CloudWatch Logs Insights X AR BEXE, XF&IiEE Amazon Logs FIE 5 CloudWatch B
CloudWatch & , Logs Insights BB ERAENREFE :

@nessage BERBARBAN AEEH . XERETHHImessageF B&InputLogevent,

@timestamp @& AESHM timestamp FERHP B4 EH . XEFTHWtimestamp=F
EXInputLogevent,

@ingestionTime@#& L CloudWatch ogs W% B EZEHHIATE,

@logStl‘eam @%Eﬂ H /U\$1¢I‘7§1’u FHEERNEM. H lu\lJILEFﬁ 54 HERE HJ&*EER-J- HE&
BT A

@log & account-id:log-group-name FEXH BEARRT . EERNSNBEHR |, XATEER
THEREEHETHANBSAEEER.

(<28

CloudWatch Logs Insights EHEE R F BRI LIEA @ &5,

NTHZBEKLE , CloudWatch BEELBH AN ATFEENAEFR, XEBAHRAFRUOTR
FiRo

3 F# A Logs Insights %&ﬁﬂkﬂﬂ’]—?—ﬁiﬂ’]ﬁﬂﬂ EL'JH’J CloudWatch A& , A LAfEFparse®<
RE O 2N FERUATZER, BXESEE , 5 H CloudWatch BENEEIRIFE,
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RAriEmE

MRENN AEFZERNBFLERFFL , CloudWatch M| Logs Insights £ & RZFE , HEFF
ke M— NN FER, Fltn , MR AEFERBMN eexample.com , MK FERBAMERNR

@@example.com,

BERHE

Amazon VPC
=+

70N

Route 53 &

Lambda B&E

CloudTrail B&

JSON #%XH H

-+

70N

Hith BHE5RE

RO BAEFER

@timestamp , @logStream , @message, accountId , endTime,
interfaceld , logStatus , startTime , version, action, bytes
dstAddr, dstPort, packets, protocol, srcAddr, srcPort

@timestamp , @logStream , @message, edgelLocation , hostZonel
d , protocol, queryName , queryTimestamp , queryType ,
resolverlIp , responseCode , version

@timestamp , @logStream , @message, @requestId , @duration,
@billedDuration , @type, @maxMemoryUsed , @memorySize

IR Lambda BETEE X-Ray IRER ID , MRBEESEUTFE
EY : @exrayTraceld # exraySegmentId .

CloudWatch Logs Insights £ B3 £3 Lambda BEF W AEFE |, BEX

BNMNEEEHPNE—MRAR JSON F . R Lambda BEE#HIEZ D
JSON F B , O] LIfEF parse MM HIENMALEFR. BXEZFELE | B
2% JSON BEFRHFER,

BXEZEE , 50 JSON BEHHFER.

@timestamp , @ingestionTime , @logStream , @message, @log.

JSON BEHRHFER

f& B CloudWatch Logs Insights , A A fEA RS KT JSON FE&, AT EE— 1Tl JSON B4

MRBHE , B&

5l - JSON S

B R A fE KRR AT JSON FER.

JSON BEHHFE
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"eventVersion": "1.0",
"userIdentity": {

"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn: aws: iam: : 123456789012:

"accessKeyId": "EXAMPLE_KEY_ID",

"accountId": "123456789012",

"userName": "Alice"
1,
"eventTime": "2014-03-06T21: 22: 54Z",
"eventSource": "ec2.amazonaws.com",
"eventName": "StartInstances",
"awsRegion": "us-east-2",
"sourceIPAddress": "205.251.233.176",
"userAgent": "ec2-api-toolsl.6.12.2",
"requestParameters": {

"instancesSet": {

"items": [
{

"instanceId": "i-abcdel23"

.
"responseElements": {
"instancesSet": {
"items": [
{
"instanceId": "i-abcdel23",
"currentState": {
"code": 0,
"name": "pending"
},
"previousState": {
"code": 80,
"name": "stopped"

user/Alice",

JSON BEHHFE
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ZRBl JSSON EHEE—1E N userIdentity XN R, userIdentity @E—1NEN type BF
B, EFARKRTERT type WE , i5EMA userIdentity.type,

ZRfl JSON EHEBEZIMEE , BlIRFIMEFREMMNENIIR, EXRT
requestParameters.instancesSet AE—/IEM instanceld & , FEH
requestParameters.instancesSet.items.0.instanceld, MBEFE instancelD Z &K
BT 0 REFER items WEMNNLE. TEHNTAZTE—MBLFE , &R RAOMGE JSON BE
HHERE JSON FE.,

=l B

fields @timestamp, @message
| filter requestParameters.instancesSet.items.Q.instanceId="i-abcdel23"
| sort @timestamp desc

WRBERERMEBANRERRES filter MTEESER , AFRHEHE JSON FE instanceld B9
B, ZEHFEFEIE instanceld WEZET "i-abcdel23" WHEE , A RESSIEEENTERZAS
#,

® Note

CloudWatch Logs Insights &2 A] LAM JSON HEAFIREL 200 M HEEHFER. XN TFARIZE
FNFER , B LUER parse WEMNEEFBRPNRARBRNZIASHPRIXEFTE, B
KiZparsem THEZELR , 5 H Amazon CloudWatch A F SR N ERIEE,

HRE BTSSR RAER

LA T #A2 a] BBV S FF 1A £ Log CloudWatch s Insights, #&E1TREIER , RAREENMISRHER
ETE.

EZ{TEH , BV LXEBEPEM T CloudWatch BE, MREELE[EA CloudWatch B
HEEBKRIEETH ,.,\éﬂﬂl HER , WA AF®RERT . WREFEAE LW Amazon CloudTrail Amazon
Route 53 &% Amazon VPC 2K RS , B EX LRI H ulejJJﬁl BE , MAEEELHE

CloudWatch B, B[ Logs &% CloudWatch BEHNEZELR , H2 0 CloudWatch B&E AT,

L CloudWatch ogs Insights FEHEBEALIRE —HAXE BEEHNFER , BELAREX HEEHRITH
BERERHMBRENLER, AHBERT —1MNEH , ZEHREEZHN B ESHIIR,
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& 17T R E

11T L CloudWatch ogs Insights ;R4 Zif

1.
2.

$TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,

ESMBERF , &F Logs ( BE ) , ARFEE Logs Insights ( BEEEE ) o

£ Logs Insights ( AEXAE ) TH , ERREESRIS—MNRINER , ©HERE 20 MRIAWBEESE
#.

£ Select log group(s) ( EFEAELA ) ETHXED , EREERN —IRZMNAEL,

RIX R CloudWatch BIK~ AT MERPEAYMEIRIK | N o] BUETRIK - MU 20K P iR HSE, &
ANEW AL ENERRBFRERIKSE AR,

AR B EABT. K/ ID KA FRERE BEL.

YBEBREEAR , CloudWatch Logs Insights 2 BN ZAPHEREZR, EEFXLEER
FMNFE , HEBRUEA LAY Fields ( & ) X%,

4. (W% ) SEATEERIERSEFRESTHNEER,
A LGERR 5 B 30 2 HAVER ; 1. 3 M 12 DEtEFR ; EBE XA ESEE,
5. %&#FE Run (E1T) AEBLEL R,
EAHKES , £ RBIE 20 MRIERMNG BESH4,
CloudWatch BEE R —BN BN AEAP BFESHNEER, ZX5FRETRAEAPEERMA
ESEE RN B mER , MR ERRFERNES,
6. EEFRENAXZESBHNMETFR , BERESSHEMN=AFE T ER.
BRBIER

EAHED , BREURAIERUE R 50 MEFH BEEH

MR REBIT E—HE |, BUAET, AHEFHTI —HEEROMLE,

BT REIER 51
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® Note

L CloudWatch ogs Insights 2 EH —ERGIEBFEAheadHtail R B limit, XL
TUEHFAHCERA linit, EEAWAMEERPEA 1linit MIE head = tail,

&2 “ CloudWatch HEL#E REIEH
1. HEEHHREBED , F20 EXH 50 , REIERE Run (IE17) -

ETHERANLER, RRERIANEEENBTATERBHEE , WMEFSIE 50 MEE
.

2. (Hik) BAUREECENER, BERFLIER , BiLE Save (R1F) . BXESEER , S
% R1ZHEFHi21T L CloudWatch ogs Insights Zifl,

R 68 a5 = A I BRI & 1)

FYBRUANAEENRBRFINEARTERRNESR. EXAHEF , ERETRRNBESHFH
ENFREELE-—NMNERANER

MREEHRSTHENHE , BUNET, THEFTHETI—HERERNVLE,
REE S A INE R — &

1. BEERENFR. BEEEIE 15 28R CloudWatch BEEFERETAF I SN BEEHHR
NENFRERFER , URBNMNZREAEXEATEAFNESL , FEETEAMNHNF R,

EEEREASEHPEENFR , BERZITEMNNER.
awsRegion FRAIGEQE RELNBATEHF , EARRT EEFHNES, X TEAHENERE
7, BAVEA awsRegion ERTRIEFE , BMRZFERAAA , NEALAERAEMFER,

2. EERRERET , HHARBIE 50 2f5 , AERK Enter,

3. EWTL, BEEA | (BLFH ) M—NZH, L CloudWatch ogs Insights Zif] iy 5 2440 A
BEFHIR.

4. %A filter awsRegion="us-east-1",

5. &EEIEIT,.

hERHRET , IEFEREMELSRTER 50 MRS R

TG w SRR RHIER 52
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MEERFEFRNFEHRSERER , WETRHEEENFTRENHTENL, IRFEEHRETEHE
FRHBFFR , WATMEFBREMIERARSISZR (), fli0 "error-code ="102",

VAR EISFHATESRFRRFZHNFZREN , BFEATE, BHRASSESIS ()
o

CloudWatch Logs Insights @ 2@ AN ERINEE , SESIIFTURNENRER, BHEMNSRIHZEN
X, BXESEL , H20 CloudWatch HEMBEEIRIEE.

HiE  EFARSHBETEN

BB stats MR EARSHEAGEAEHMERBNS . EX#HEF , BT 1MNEWm
T, ZaTHITESEEEFBNZRASZTHNHE, ST REREEZRN— MRS MESTA
HEITH, EXREAEBNWEZEE | 521 Amazon L CloudWatch ogs A 8B LS MR 1EM R
o

ERARSEBEITEN

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESMBHKDP , % Logs ( AE ) , AE%ER Logs Insights ( BETEZER )
3. 7 Selectlog group(s) ( B HELA ) ETHEESD , ERETHHN IS HEA,

WRIX R CloudWatch EBIK/~ AT MERPEAYIEIRIK | N o] BUETRIK P MR 42K P iR S E, &
NEAFUERERRETEKSE B E,

B B EABT. K/ ID KA RERE BEL.

LBERE AEAR , CloudWatch Logs Insights 2 BRI ZAFHHEFER, EEEFEXLEER
FMFER  BRBAEALAK Fields ( FE ) X&,

4. HEERRBES[THREEREER , ARRANUTHS :
stats count(*) by fieldName

5. f£H Fields ( 7R ) REPERINFERER fieldName,

FEREBRNTRHEMNA LA , 7R Logs Insights 7E&# CloudWatch BEAHFRMBINFEE X
NFEH,
6. EFERun (1B1T) UEFERWER,
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EHERLETETATEENH S LRNERMAURBEE LR —MERSMES AN B,

HE  BTEMRBSFRSANTRILNER

HIETNEREM stats RBRARZKER IS N ZERNERDAFMRERERE |, SR SE
RZEHE., HE, TEFICERAREREETER. XUHBEERRLN B ERvEH AL,

ETERH T

1. 3$TF CloudWatch #Z#|& , LA https://console.aws.amazon.com/cloudwatch/,

2. ESMBHKP , & Logs ( AL ) , AFERE Logs Insights ( BETAER )

3. 7 Selectlog group(s) (EFEBEH ) ETHEESF | EREETAN— MRS MEEL,

RIX R CloudWatch EBIK AT MERMEAYEIRIK | N AT BAFETRIK - MG 42K P iR H S E, &
ANEH TR ERREREKSR B E.

WALV BEAER,. P ID RIKFAREIE A EA,
4. HEEBEERT , BIRITAE , AEWMALLT stats BEHIERE Run query ( EZ1TEH ) -

stats count(*) by @logStream
| limit 100

NTENMAER , ERERBSAFHVESEHRE. ERERHEN 100 17,
5. %&$® Visualization (RI#1{t) &I+,
6. &R Line (&R ) ZaMIETk , RB%ER Bar (KRR ) -

LR HASEE , AR ERESERENBERNEFLEE,

HIE | BITERESE FH ALY E S

HBETEM bin() HERNEENERNER#TIENE RN , BAINERTLE, HEBER
B, HERRFEEKREEER, IR TEERRUF A EEHMEN RZLAEE TR,

EITEWHITANL

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
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2. ESMBERP , &E Logs ( AE ) , AFERE Logs Insights ( BETEASR ) .
3. 7 Selectlog group(s) (I EFEBAEH ) ETHEEF | EEETAN— MRS MNEEL,

WMRIXZ CloudWatch BB AT ML ER MR USRIk~ | M AT LATERIK P MEEk A PR A EA, &
ANERTLERERAREFTEKFHEE.
BRI LR AEAER. K/ ID KK RZEFEBEA,

4, HEEHRBED  BIBRYFTAE , RAERALT stats B Hi%ZE Run query ( E1TE#H ) .

stats count(*) by bin(30s)

Z£RETR Logs £E 30 WAHAWEIN BEL D CloudWatch BEEHIEE,
5. i&#% Visualization (AJ#l{b) £+,

SGRETHTEE, BYRIAZEE, HERIEESERE , FERFPELE LARE Line (1L
. ) JﬂE’J H'J?ko

CloudWatch BEN &8 %

f& B CloudWatch Logs Insights , BRI AEAERE S RERNENAETH, ERFEXFTEIEEM
ZE , SEETRTENHY. ERMEREEUARENRER, CIBEELSNERNGTTNER. AT
BERH () pEGT. CIEEEEINER, ARFENT ®) 2RER.

(@ Note

CloudWatch Logs Insights 2 BaI K TR B EXENFE , HERN @ FRFLNFE.
BXAXEFZERNEZELR , 5 Amazon CloudWatch AP EREHRHNZFHN BEM XN F
B

CloudWatch BENBERTS

AE D BIEXIFH L CloudWatch ogs Insights i@ FI R,

EREE 55
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® Note

HIEARTDPHMERGIERBTEATENBESHE, XTPHROIERAEERTUAFERAX
¥ Lo CloudWatch gs Insights I S RENLEH, BAREFERNLLER , #HS5EE
EHNRNEE, BXESRAER , HSH R~OIEHR,

* display
£/ display BEERALERPE TR —IPHSEMEFR,
™l ER—NFR

ZRBABEERT —NERRA , HEABEFT BTN enessage REBIEUBIZ IGET FER
loggingType # loggingMessage. ZERIFIRE loggingType KI{EHN ERROR ( % ) BIFT
EBESEH, display BEHERFRE TR loggingMessage H{E,

fields @message

| parse emessage "[*] *" as loggingType, loggingMessage
| filter loggingType = "ERROR"

| display loggingMessage

® Tip
EEWHRREA display — X, MBREBEEWRHZRER display , WEHERALERHE
BREA display S HIEENFER,

 fields
£ fields EEHERHPETRBEFER,
M ERBEFER

ZRBFBRERT —NMNEARY , H$RE 20 NAESHHEZRFEREN]. ERERFER
@timestamp  @message V{E,

fields @timestamp, @message
| sort @timestamp desc
| 1limit 20
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® Tip
HIBTAEEH display B, EEALGTS. fields XFEATERAFRENCETEER
FR 58 FB B9 37 =2 BR Y 1 [ B B AN IR 1

 filter
A filter KBME—NHSMFHFTEH BESH,
T~ R ANRGTEE B ESS

ZRBARBRERT —NERATRE , BfHRE range WEXT 3000 WATE BEEH. ZERFER
BR&IJ 20 NAEEH |, Hik etimestamp MEFT B ESHHITHF

fields @timestamp, @message
| filter (range>3000)

| sort @timestamp desc

| 1imit 20

T~ R ZANRMTER A ESH
BRI LEARXET and M or AEZNEH,

ZREBEBRERT —NEARY , R E range BEKXTF 3000 2% accountId HEST
123456789012 Hy B & B4, ZEMFERREN 20 MEEBH |, H#E etimestamp MEFXTH
EEHHITHR.

fields @timestamp, @message

| filter (range>3000 and accountId=123456789012)
| sort @timestamp desc

| 1limit 20

* stats

£/ stats ItEHA BEFRENRESITHRE.

* sort

£/ sort AR (asc) HEF (desc) RFERBESH,

+ limit
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5 1limit EELFLEEHNREN B ESHE.

* parse

£/ parse N\BEEFERPRERDBEH CIEATNEERFLENIGEN FR, parse XFHERABE M
IENZRIZAY glob R,

&R BAE A IEN RIKX A EATHRERY JSON F B
R RATERER JSON FE

ZRBFEERT AR EERIEFREFEWN JSON HESH,
{'fieldsA': 'logs', 'fieldsB': [{'fA': 'al'}, {'fA': 'a2'}]}

ZRBABRERT —MHEENRAEXNER , HFRE fieldsA M fieldsB WEN IR INETF
E¥ f1d # array.

parse @message "'fieldsA': '*', 'fieldsB': ['*']" as fld, array

Edr 8 A HEREA

BESENRER —REH parse it , TUAFEACH BN HERATERN BRI FEF, 1BENRN parse

@message (?<Name>pattern)..

THEHREGER VPC R BE LW —NMEIRAN ENI £EEEIEZ A “NetworkInterface’MIFE&H,

parse @message /(?<NetworkInterface>eni-.*?) / display e@timestamp, NetworkInterface

* unmask

£/ unmask ETRHATHEERPEBEMERTS>NENBESHNMERNS. EfALG®S , 40|
B & logs:Unmask bR,

BRASEATFEFERIPNESER , 20 BIREF R BURBR B ESHIE,
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® Note

JSON HEEHERIMIBFWEF. Bl , FXEFEM glob RiEXNRMEHTHRER JSON
FBR, BRERNTE BEE4FRETET 200 #9 JSON BEEH. BITHRERN JSON F
Bet , BN AERPHENRER , E£HE JSON BESHRIEITE,

EAERGTHIER

ERTFEAPHENBEFER (2ER e 5. A% () MEFBEFZHUNNER ) BERSIS
B ()P, flmn, BEFE foo-bar #AMIEEKRE|ISH (‘foo-bar’), HAECBEEFH (-) , X2
IFFRBRFFH.

AILAEA display R ETREEERNERPEIN —NHESZSNMNFR, display W SNRETEERE
WFER, MRENERNBTEZ display T, WEALRNELEREERL display B HFIEE
- NREZNFE,

WAL fields iR EXRBF as BLEHER , AAEFERAEHIASHFNFEANEHN T FE,
ffltn , fields ispresent as isRes FRIE—NE RN isRes WIRAFE , HEZIENFRIEE
HWHHEHRBSPER,

isRes WEZTF 0= 1, E4BURT resolverArn EFEXNNFE, MBLNEHEESZAN
fields &% , B2 display % , WL ERE fields i THEENFIEFER,

gV e ol QU TR B 5wz

HIERHIFERAENRER, EUUERARTERZER (=, 1=, <, <=, >, >=) G REEHF
(and, or # not ) .

B UERARRET in RN HEERABREHAREREPN TR, EREREFH TR , FHZBEARK
FEinZF. BUUEAREER not 5 in BEEM. EUMNCIEEN , ENIER in REFRRF
HRECERETNFASH, XEFEANRTEFRS, i, TENRBRERERT —1MNEHR , ©FEH
in REFE logGroup BB FRH example_group WFERAEH,

fields @timestamp, @message
| filter logGroup in ["example_group"]

R LMERXBFEE like M not like UAMLE FF/F &, LA UERENRERNEER =~ KT
Bl FF&&E. BEMEA like M not like EEFFRFHE , BHEELEN FFRHREFEELSSHNE
SH, BAFENRERXNERS 1like M not like BEER. EFAENREXNEENTE FF
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R BHNEELEMNTZRHREEERMIH, TANRIZEZANARBER , elIB RENMEESF
A filter S EE FE/FH,

Rl i FF AR
AR RBIRIRE f1 €& #1i7 Exception WEZRAEH. FIE=ZANREBX 2 K NE,
F—NROIER like TER FE/HFSE,

fields f1, f2, 3
| filter f1 like "Exception"

BoANRBIER 1ike MEMKREXNEXLE FF R &

fields f1, f2, 3
| filter f1 like /Exception/

B=ANROIER ENREXTE FFRF R,

fields f1, f2, f3
| filter f1 =~ /Exception/

| EREE A E T F A&

FBAUERAARES () FAENREXNPWBEFRTE FF/RE. EUATREAF , ERRE f1 18
BELUAFAS ServicelLog FFLH EEIN,

fields f1, f2, f3
| filter f1 like /Servicelog./

FBAUEARKS (%) ZEREERS , LBE—MNRERAJESHERINREER, fw, UTE
WIFIRE 1 WEFNAFRE Servicelog FLAHBEBIEF RS Servicelog KTEIN,

fields f1, f2, f3
| filter f1 like /Servicelog.*/

AJRERY LI Al AR A LA T AR

* ServicelLogSampleApilLogGroup
* SampleApilLogGroupServicelog
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R MIEECIR AR BRRR T F AT 5B

THHNRIFER—1ER , ©FRE f1 T2 EH1 Exception HZEMRAEH. WRHIXS KN
B,

fields f1, f2, 3
| filter f1 not like "Exception"

| ERTX D KNBEHEAE FF R &

BAILAMERA like MEMKREXCBEFX D K NENFFERFR, ELRECREN FFRFRIREU TS
(7))o TEHHNRFANER—NER , ©FFRE f1 8& %17 Exception 5 exception B ZNFAEH,

fields f1, f2, f3
| filter f1 like /(?i)Exception/

EEBRER A

HEESNENER. EANEESR ASFRIVFERNIGER ZRPIERE, FAXEF as 7
ASFRAEREHRINE, TUEERFEASN IS, TREATHSHERSS !

e fields
* parse
* sort

* stats

LTRENERT A RZEE R ENEN,
=~

BHHE fields BEFEERB,

fields @timestamp, @message, accountId as ID
| sort @timestamp desc
| 1limit 20

BWRIREFE @timestamp, @message M accountld WE, FRZERFHF BRI 20
MNo accountId WEERIH ID THIH,

R~

EEWTERR A 61



Amazon CloudWatch B & AriEE

ERTE sort M stats B HHFEEIE.

stats count(*) by duration as time
| sort time desc

EWITEFE duration HIMEBEEAFRRE , RREZEEBRFNER#ITHEF, duration W{ETEH!
£ time T%IH.,

EEARERER

CloudWatch BENFEZFEERHHN T, FAREFER #) 2REE. BUMFEAZIRABERNRX
BERAPITT,

~ '
BITATERR | SRKEE 1T,

fields @timestamp, @message, accountId

# | filter accountId not like "7983124201998"
| sort @timestamp desc

| limit 20

X ENEEMEK
CloudWatch Logs Insights X3 L T #EFIhEE,
EREZER

ERZEEZIHERRREFENSHBHELRELR. # filter M fields WP EAEREEH
HEAFREMRENSH.

B’4E DU
a+b hn
a-b )z
a*b 5
a/b BR

EEWPERIR 62
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RAriEmE

R’

v
i

BHRIZES and. or Ml not.

(@ Note

DU
(2~ 3&E@E8)

RFHER (10 % 3EE 1)

{X1£iR Bl TRUE = FALSE B BT ERAHmRZER,

HREER

HREEEZIFMEBREREENSH , AREHRELER. & filter W TFEALREEHFEA

EHARBH S,

HEZE

U

Equal

Not equal
Less than
Greater than
PFRET
RTFHET

HEZEEIBEBRERBEENSBHELARES R, # filter M fields SR EABESZEH

REAFHMRENSH.

XEBIZEMEE
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RAriEmE

® HFREA
abs(a: number) number
ceil(a: number) number
floor(a: number) number
greatest(a: number
number, ...numbers:

number([])

least(a: number
number, ...numbers:

numbexr[])

log(a: number) number
sqgrt(a: number) number
H B At (8] B 3K

DU
“xiE

BAR LR (KT a WENS
NEEEY )

SAETR (MT a BWENS
REW )

iR B & /ME

B ARX
A

£ fields Ml filter o HEA AN ARKHASHEAEREMERENSH, FAXERBNFERR
EERBMERCERBFER. FRASFE—IHENRER , mXROH , h RRDE, #ln, 10m R
10 2% , 1h B 1/, TRESTWEERTSHREANTE BB EREYIR, ZXRIWETENEE

MERRE  HAIEXNESNIHBHHER,

® Tip

ECIBZERGSN , BuFEAR A ERER[EREEHNPREIER, Fln , BAL0UEE 5 7
30 P EFAVRTEI IR ; 1. 3 A 12 /hetEIRE ; SE BENESEE. BELARESE A2 A

HY B 18] ER o

XEBIZEMEE
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RAriEmE

B ER

bin(period: Period)

datefloor(timestamp:

Timestamp, period:
Period)

dateceil(timestamp

: Timestamp, period:

Period)

ERRE

Timestamp

Timestamp

Timestamp

DU

¥ etimestamp HEME TR AEIEEH T E
B, AFEM., HlE , bin(5m) ¥ etimestam
p WEMNERAZREN 5 55,

BALUERAECRENEAFNZNIAEREDSH
—#H, AT REREZNINFERE,

filter @message like /Exception/
| stats count(*) as exceptionCount
by bin(1lh)
| sort exceptionCount desc

bin BEXHFEUTHBEEMNMNEE, X TARES
EENFRANENMNANEE , XEHERMEHRFER,
X#E , hr # hrs BRI LUEE DRI,

* millisecond ms msec
* second s sec

* minute mmin

* hour h hr

* dayd

* week w

* month mo mon

* quarter qqtr
* yearyyr

ot (B B BT 235 E RV BRI B .
i , datefloor(@timestamp, 1h) F
@timestamp HIFTEEEZE/DETESR.

FfEE R LS AZIBENRBE , AEEBR,
f5lan | dateceil(@timestamp, 1h) F
@timestamp HIPFFEEEMZE /DTSR,

XEBIZEMEE
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[ETE HRIEH iR

fromMillis(fieldNa Timestamp i A FERERERNE Unix LTSRN ER A
me: number) FHEHFZR N EB.

toMillis(fieldName: number FEGREFRPEIVNEEEZRARE
Timestamp) B Unix LTUAREDBH BT, §

i, toMillis(@timestamp) REASEIE,
2022-01-14T13:18:031.000-08:00 L3
#H 1642195111000 .

@ Note
B &l , CloudWatch Logs Insights T X i A AL A=A E B B E

E IR

# fields M filter HTHEAEARBAFEREEMERENSH

B SRR HiR
ispresent(fieldName: LogField) WmRE MRFERFE , WIRE true
coalesce(fieldName: LogField IRE 5| FRHPHE—NIE null B
LogField, ...fieldNames: LogField[
1)

IP b 11t 7 5F 88 B 3K

7 filter M fields HHEMA IP it FRBHBOHHFHAERMEBNSH

B GRERH iR
isValidIp(fieldName: WmIRE MRFZERREMM IPv4 5 IPv6 it |, NIRE
string) true,
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RAriEmE

B ER

isValidIpV4(fieldN
ame: string)

isValidIpVe(fieldN
ame: string)

isIpInSubnet(field
Name: string, subnet:
string)

isIpv4InSubnet(fie
ldName: string,
subnet: string)

isIpv6InSubnet(fie
ldName: string,
subnet: string)

SUIREEHK

WRE

WRE

DU

MBFEREEMM IPv4 bt | NHRE true,

MRFEREEMA IPv6 bt , NIRE true,

MRFERIEEN v4 R v6 FRPERE IPv4
= IPv6 Hedk | MIRE true, FBEFMES , &
R CIDR R3% (60 192.0.2.0/24 =
2001:db8::/32 ) , HE#H 192.0.2.0 =H

2001:db8:: & CIDR 3K =,

MRFEREEEN v4 FTRFEXRH IPv4 its
ik, MBERE true. BEFMA |, EFEA CIDR
RRZE (HIIN192.0.2.0/24 ) , Heh
192.0.2.0 = CIDR RS,

WRFEREIEEN v6 TR B IPv6 s
dk, MRME true. FEEFMES , HEA CIDR
TNk (a0 2001:db8:: /32 ) , HA
2001:db8:: = CIDR #RHER.

# stats T FEARSEBHHERELEEENS .

B

avg(fieldName:
NumericLogField)

count()

count(fieldName:
LogField)

number

DU

BEENFERAENFEE.

HERAEEHNEE, count() (=
count(*) ) NERREMNMESHIHITITE,
M count(fieldName) XNEEFIEEFZRSB
MRV PR B 18 3 1T 1T 8

XEBIZEMEE
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RAriEmE

B ER

count_distinct(fie
1dName: LogField)

max(fieldName:
LogField)

min(fieldName:
LogField)

pct(fieldName:
LogFieldValue,

percent: number)

stddev(fieldName:
NumericlLogField)

sum(fieldName:
NumericlLogField)

ST ERSEHHK

ERRE

number

LogFieldV
alue

LogFieldV
alue

LogFieldV
alue

number

number

DU

BREFERAE—ENRE, IRFEREFEERE
SNER (B ZMH—{E ) , W count_dis
tinct }i@m@/\E A ﬁ-'ﬂéuﬁo

FRIERN BEP I BEFERNENRKE,

FrERMN BEP I B EFBRNENR/IME.

PEBIE REMEERIESE PR
B, #l , pct(@duration, 95) IRME
@duration fH,b 95% B9 @duration {EET
{E , 5% WES TIE.

EENFRPENTERE,

EENFRHDENEM,

# stats R FEMARRESHIGHREAEEERENSH,

earliest(fieldName:

LogField)

latest(fieldName:
LogField)

sortsFirst(fieldNa
me: LogField)

LogField

LogField

LogField

#

r%;

}‘AE-\L’E]EI‘J H /u\q:l 8 ﬁﬁiiﬂ-}lﬁ]%m H /u\$1q:
fieldName HIE.

MNEHWBEFEGFBRNBEBN B EEHRE
fieldName HI{E,

REEERHNHEHPHESE —VH fieldName
M1E,

XEBIZEMEE
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RAriEmE

B ER

sortsLast(fieldName:

LogField)

FRBEH

ERRE

LogField

DU

BREIEERANBEREERE— LA
fieldName HI{E.

# fields M filter ® T HEAFHFEHBUHHHAERLEREENSH.

B ER

isempty(fieldName: string)

isblank(fieldName: string)

concat(str: string,

string[])

ltrim(str:

ltrim(str:

string)

rtrim(str:

rtrim(str:

string)

string)

string, trimChars:

string)

string, trimChars:

...strings:

ERRE

DU

MRFERARNEFHF ,
NRE 1,

MRFERRRNAEFHRE
FREEEHK, WIERE 1,

EEFRR,

MREBXEE=NSH,
CARRERF AR EM Rz
Ko MREBBEE-AF
RESH , eRTamRz
¥ R , EaM str &
MM ER trimChars HHY
F/ FlE, 1trim("xy

ZxyfooxyzZ","xyZ") FHiR

| "fooxyZ",

MREBRBEE=-NSH,
CRRERF AR ANz

Ko MREBBEE=-AF

RESH , SRT2MER

=ik, MR , EQM str

LMMER trimChars F
o, Bl rtrim("xy

XEBIZEMEE
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RAriEmE

B ER

trim(str: string)

trim(str: string, trimChars:
string)

strlen(str: string)

toupper(str: string)
tolower(str: string)

substr(str: string, startIndex:
number)

substr(str: string, startIndex:
number, length: number)

ERRE

number

FRE
FRE
FRE

iR
ZfooxyxyzZ","xyZ") FHR
[l "xyZfoo",

MREBEEE=-INSH ,
E R R 5 A 2R R S Y 22
B, MREBBEE=-NF
RBSH , ST 2MBR
i, R , EaM str
MisM ER trimChars =
%, H  trim("xyZ
xyfooxyxyZ",b"xyzZ")
FHiRE "foo",

IR[E] Unicode BB R FRF
HEKE,

RNEFERH{NKE,
NENERENDE,

BRENBHBESHIEENES
AFFERENFFRE,
MRZEBEFE-INSH ,
CEEERENFFREN
KE., #lf |, substr("x
yZfooxyZ",3, 3) HRE
"foo'",

XEBIZEMEE

70



Amazon CloudWatch B & AriEE

B HRIEH iR
replace(fieldName: string, FRFE ¥ fieldName: string
searchValue: string, replaceVa HIWFRFE searchValue
lue: string) BN replaceValue o

flan | ¥ replace(l
ogGroup, "smoke_tes
t","Smoke") ¥EBERAE
# , HhFE logGroup 28
FRFEE smoke_test |, H
FHFRSE Smoke BiiZE,

strcontains(str: string, searchVal number R str @& searchVal
ue: string) ue , MERE 1, BNRE 0,

EEESR TR ST

B ERAZEE. TERAHFERNEREZETHCREG R IRE A EHIEHHIERX, CloudWatch
Logs Insights AEAZstatsEHBM — P RENINREEBNERAERARLER. EXEZER 1B
27 Aggregation Functions in the Stats Command.

FEBLEERHAIUERETER, IREHMER bin() B, H—NFERNBIEMEANT{LHTY
A BT EERLZRFMEERRE,

U

o AIHALE A F 5 AE

o OLIEFEDEN BELHRE

EESIA: N2 ¢
w5 TALER F AR A TRENER :

- BEHETE—NRZIREET. BXEZELR , S H Aggregation Functions in the Stats
Command,

- WEWEM bin() BHBE-— M FERIBIED EHo.
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XEERTUERITELE. HEBERE., FEEMFE.

5l
BXRTEMNHIE , 5 the section called “Z4iZ : 1z 1T KT8 F S ALY E )7,

LTREZERTHEFSATHRICHN REIER,

LTERRER myfieldl FERNFHENTIL (B85 7HIR-IMER ) . BN ESBER
—NESHHAERN myfieldl ENFHENRE,

stats avg(myfieldl) by bin(5m)

LTEAREFRFREX=ZTMENTHRL (5 7HEE—IMEER ). BTERIEREGEEOT
£/ bin() FFADAFE , RILERT A1,

stats avg(myfieldl), min(myfield2), max(myfield3) by bin(5m)

M AESmRE RS

MEEHRESAEZBEEETER bin() EE , WA LERZFER, B2 , XMERLEERTEL
RHEERAE, BXxXEBEHRBPNEZELR |, BES@the section called “AI ML IZFER 9 HR HE
B,

AL RF RS EN B S8R

BRI AERA stats BRI REIREEBNERAEREZTE,. EXESER , H2H
Aggregation Functions in the Stats Command,

EEFAMIL , FETEM, HETFK , %# Visualization ( ATMAL ) & |, %R Line (ITEE ) &
BB , RE%ERE Bar (RFER ) . EXRERF , AMILERFIAZZ 100 MN&F.

=l

BEXZEMNHIZ , 5 Wthe section called “#i2 : ETERRAEFZERDEN TN EIR", LUTIP
P BEEZEATRFERAMCH RFIER,

LT VPC RBEEAHNENB iRttt , ERBIRIEMERNFEFTH

stats avg(bytes) by dstAddr
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BETUERBNERETESNIFENER, flW, AT VPC RESEAHNENBirtbit |, &
BB REAMERNFEFTRMERAF T

stats avg(bytes), max(bytes) by dstAddr

LUTERANESNERERER Amazon Route 53 B AEHNHE.

stats count(*) by queryType

REHEFHIZ1T L CloudWatch ogs Insights Z1if]

YRENE  JURERE , MEREBRETENRN. EWHUAXHRERRE , UBBEREEFR
Do BNKSEANXEAILMREFZIE 1000 ME,

BEREEHR , BH4MBEFIESR logs:PutQueryDefinition NEN AR, EEECREFEANS
®, B4 MBEFZEEE logs:DescribeQueryDefinitions BN AE,

RIFEN

1. #TFF CloudWatch #H|A& , ik https://console.aws.amazon.com/cloudwatch/.
2. TESMBERKF , EF Logs ( BE ) , AFEE Logs Insights ( BFEIEAZR )

3. EEhRESRT, IEEN,

4. ERERE.

MREERE R 4, WEEEHN L CloudWatch ogs #HIAKFIRIT. At , FHMITUATIR
£ -
a. ESMERP , EFATLH,
b. i%&# Try the new design ( iIZAHFIRIT) .
c. HESMBEHP , % Insights (B ) , AFRERHEENE 3 &,
5. WAZHBER.

6. (Tik)EBREREEHNMHR, %% Create new ( HE ) UBIBXXHR, MRCIEH K
F, WA BAE X HRBFRFERARL () FRRENLXMGREN, Flan , B4R folder-
level-1/folder-level-2 26| —/1EH folder-level-1 WINHK XK , HEZIHR
FElEE —NEN folder-level-2 PIX#k, EHRTFTHE folder-level-2 #,

7. (%) EREHHBESAHERA,
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8. ‘BRI

® Tip
B LAMEA PutQueryDefinition AREMNERMEXXHR, ERNREFNEBVEIHX,
BEAERT () EFMENE BB MM EFIENXHXEF . <folder-name>/<query-
name>, BRLBRENEZFER , HSHPutQueryDefinition,

EITREFNER

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. TESMBE®ED , % Logs ( BE ) , REIEE Logs Insights ( BEBE ) .

3. &AM , %EF Queries ( B )

4. M Saved queries ( ERENEN ) IIRFEFENER, CETREERARESRT,
5. BERE1T.

REEREFEHANFIRAE

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. TESMBE®ED , EF Logs ( BE ) , REIEE Logs Insights ( BEBE ) .

3. &EAM , %E#F Queries ( B )

4. M Saved queries ( ERTENEN ) IIRFEFENER, CETREERARESRT.
5. EHEH, IREBEEZZTERRELZMNIE , FiER Run query ( E1TEH ) -
6. HERFREFRARE , E£F Actions (B4 ). Saveas ( BEHN ).

7. BWABBEBER.

8. (Hikt)EBREBEREEZHNIHR, £R Create new ( FTE ) MLBIEXH R, MEBIEHH

X, AT AEXHREBHRAEARLL (/) FRRELSHREN, Sl | G5B FH XX folder-
level-1/folder-level-2 2812 —1NEH folder-level-1 IR XHFX , HEZHEFX
eSS —18 N folder-level-2 Y%, EifJfR7FTE folder-level-2 A,

9. (Wit ) EXEANBEATERNA,
10. EERE

EffprRER , BAREFEEHR logs:DeleteQueryDefinition NRHW AR,
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WEIMBRERFNER

$TFF CloudWatch #Z#|& , Mt https://console.aws.amazon.com/cloudwatch/s
ESMBERF , &F Logs ( BE ) , ARFEE Logs Insights ( BEEEE )

EAM | % Queries (£ ) o

M Saved queries ( ERTFHEN ) JIRPERENER, CEREEREERET.
%% Actions (1€ ) . Edit ( 47%8 ) = Actions ( #84E ) . Delete ( #IBR ) .

o & 0 bdh =

ROIE S

AT A ETECloudWatch EHAHRETH—RNEANERG IR, BEXNMAETEAGTHE
B , 2 Amazon L CloudWatch ogs AAFIEMPHHE | ST R THER,

EAEN
B 25 MRITAINE BESEH,

fields @timestamp, e@message | sort e@timestamp desc | limit 25

RN REHRENTIR.

filter @message like /Exception/
| stats count(*) as exceptionCount by bin(1h)
| sort exceptionCount desc

REHFEFEN BSEHHTIR,

fields @message | filter e@message not like /Exception/

Lambda BEMZEH

BEBHEENAEFE,

filter @type = "REPORT"
| stats max(@memorySize / 1000 / 1000) as provisonedMemoryMB,
min(e@maxMemoryUsed / 1000 / 1000) as smallestMemoryRequestMB,
avg(e@maxMemoryUsed / 1000 / 1000) as avgMemoryUsedMB,
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RAriEmE

max (@maxMemoryUsed / 1000 / 1000) as maxMemoryUsedMB,
provisonedMemoryMB - maxMemoryUsedMB as overProvisionedMB

BIEHEIRHRE,

filter @type = "REPORT" |
stats avg(eduration), max(@duration), min(@duration) by bin(5m)

Amazon VPC 7 B ENES

ERB IR 15 MERIE W

stats sum(packets) as packetsTransferred by srcAddr, dstAddr
| sort packetsTransferred desc
| 1limit 15

ERAEFNEERFTRRZH 15 MEH.

filter isIpv4InSubnet(srcAddr, "192.0.2.0/24")
| stats sum(bytes) as bytesTransferred by dstAddr
| sort bytesTransferred desc
| limit 15

ERMEA UDP ER BURER DAY IP ik,

filter protocol=17 | stats count(*) by srcAddr

IR ER A ER B RIS FAY IP ek,

filter logStatus="SKIPDATA"
| stats count(*) by bin(lh) as t
| sort t

Route 53 HEHZEA

ERFPEHNERRENIERED .

RIER

76
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stats count(*) by queryType, bin(1lh)

EXREBRSIFRHAY 10 1 DNS #HEF.

stats count(*) as numRequests by resolverIp
| sort numRequests desc
| limit 10

B RS B8R REESTAL DNS B RMEHN FEEKRIE R,
filter responseCode="SERVFAIL" | stats count(*) by queryName

£ B CloudTrail &

ERBURS. EHEEMAmazonXEH BERE K.

stats count(*) by eventSource, eventName, awsRegion

BHLEAMmazonXEF E B EZ LR Amazon EC2 £#l,

filter (eventName="StartInstances" or eventName="StopInstances") and awsRegion="us-
east-2"

ERFEN IAM AP AmazonXiE,., AP &M ARN,

filter eventName="CreateUser"
| fields awsRegion, requestParameters.userName, responseElements.user.arn

B EHAA APl UpdateTrail HEEFEMNIEEH,

filter eventName="UpdateTrail" and ispresent(errorCode)
| stats count(*) by errorCode, errorMessage

BEHRMEA TLS 1.0 = 1.1 WEERE

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]
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RAriEmE

| stats count(*) as numOutdatedTlsCalls by userIdentity.accountId, recipientAccountId,

eventSource, eventName, awsRegion, tlsDetails.tlsVersion, tlsDetails.cipherSuite,
userAgent

| sort eventSource, eventName, awsRegion, tlsDetails.tlsVersion

BHMFEH TLS 1.0 K 1.1 WRZ AR

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]

| stats count(*) as numOutdatedTlsCalls by eventSource
| sort numOutdatedTlsCalls desc

NAT WX &

MRERIMAmazonlKEHFHNFEASTEEKFE , A LEA L CloudWatch ogs Insights SkRE R HEH
HANTEE, BXUTEABRTNESZEER , HZH Amazon SR XFRE T MFAERHN VPC H
REET NAT XN EEREFEAT ?

ERBET NAT MXRERERZ KR,

@ Note

EUTERGSF , F "xxxx" BN NAT MxHFE IP, RFH VPC CIDR SEEMBIH AN
JLFTTER "y.y"

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc

| 1limit 10

FTE NAT Rk At H SR B R E

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.') or (srcAddr like 'xxx.xx.xx.xx'
and dstAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| limit 10
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WE VPC HLPIRE G 2#1T EEM TN ERM B 7.

NF L&

filter (srcAddr like 'x.x.x.x' and dstAddr not like 'y.y.')
| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc

| 1limit 10

NF T

filter (dstAddr like 'x.x.x.x' and srcAddr not like 'y.y.')
| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc

| 1limit 10

&if Apache FRFESEE

EAILAE R “ CloudWatch BEML#E” k&) Apache RFEEHE. BXUTEWNESZER , TSR
Amazon=iZzEEXR{EE LW A CloudWatch B EML##®{t Apache RS E8 HE.

RISMEXNFER , WELETENARFR /admin BERFEE TR BSNEERE.

fields @timestamp, remoteIP, request, status, filename| sort @timestamp desc
| filter filename="/var/www/html/admin"
| 1limit 20

EFIRANRED 200" ( 3D ) ERBRIETHIE— GET iEREE.

fields @timestamp, remoteIP, method, status

| filter status="200" and referrer= http://34.250.27.141/ and method= "GET"
| stats count_distinct(remoteIP) as UniqueVisits

| 1limit 10

B, Apache RS EH B3I 11X E,

fields @timestamp, function, process, message

| filter message like "resuming normal operations"
| sort @timestamp desc

| 1limit 20
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fE AT A T BV B

£ glob RIZEXRKM B EFE emessage REUGHTFE @user. @method # @latency , X F
@method M euser WEMNKE—AEIREFIFHER,

parse @message "user=*, method:*, latency := *" as @user,
e@method, e@latency | stats avg(elatency) by @method,
@user

FERAENREXNRKMAEFE @message REUGE FE @user2, @method2 Ml @latency2 , X TF
@method2 M euser2 WEME—HESIREFIHER,

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency := (?<latency2>.*?)/ | stats avg(latency2) by emethod2,
@user2

REEIEEFE loggingTime, loggingType # loggingMessage , ik @& ERROR = INFO
FREVAETRER , AERXETEE ERROR FHFENEHM loggingMessage M loggingType F
&,

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO"]
| DISPLAY loggingMessage, loggingType = "ERROR" as isError

FEWF IR EARR S HE WS R
ZTERG , BN ERRME CloudWatch L RIRZRFLE RE FIZI B MR

ANEEFERNERXESS NS EFERARSXEFHEHRBFNZET. XETRHITTAZNHXR
L CloudWatch ogs Insights & LBR ( 30 1) o

HEWLE RPN INE 2 E R

1. FJFF CloudWatch ##|& , Wit H https://console.aws.amazon.com/cloudwatch/,
2. ESMBE®KD , %F Logs ( BE ) , RFIEEF Logs Insights ( BETEZER ) .

3. ERE—NEZANBEAHETEN,

4. i%&# Add to dashboard ( FINEIZREIER ) -

FERA MR ERRS EENER %


https://console.amazonaws.cn/cloudwatch/
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5. EBREEEAR , REFEER Create new ( FE ) WEIHE ROIEREIER
EREATERNSE RN/ NEIHRE,

AN B TR,

1%£$% Add to dashboard ( ZIIEIEHEIENR ) -

© N o

HERNEREHFHWRNE THENS

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESMBERP , &E Logs ( AE ) , AFERE Logs Insights ( BETEAZR ) .

3. ER-NMHSANBEIAHETEN,

4. 1%$F Exportresults (SFHER ) , RAREEFFENIED

BEEEEETHEAREARLIZR
A EE Y EERTHERNR ARENEWH LR,

HRETHERASRZEAMEZEFIEHRNER, SMNKF REERR#H T 30 4 CloudWatch Logs
Insights &if] , BIERMEMLTRARAE R,

EELNRIEERAHLIZE

1. 3$TF CloudWatch #2#|& , ML A https://console.aws.amazon.com/cloudwatch/,
2. HESMBEHRKP , %&FE Logs ( AL ) , AFERE Logs Insights ( BETEAZER )

3. WMRZEFEAMRE CloudWatch BHERFIEWFAZIT , TEEFLIER. NREFANZIRRIT , B
1%£$E Actions ( #4E ) . View query history for this account ( EF LK ERFTLIERK ) -

P ERRIEERNIR, ERBLEREERNHERE Run (B17 ) , BARESTHEHPREM—
MNEH,

EYRA” T, “CloudWatch BE” ERYBI EEZTHAAEEANHITE,
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EFH E 70N E.*” E oA Ib

BERRAZRE—NRN—RIBEEH, Logs PENEIMH CloudWatch BEFRM K —NEIMEH

Bio

EliéH%—éﬂF'—\ﬁﬁﬂﬁ‘é’a’ﬁﬁ BEMpREHRENBER. BUUAELBEAHEE@SAPKA
uﬂllu:_b;ﬁao RT.I-E.I-EH:_ éE.E’JH/L: l)ll.- 5&@5&%“0

ERARE D FRITEAE B EAN B ER.

£ Log CloudWatch s 632 H &4

LR BB (Amazon CloudWatch BEAF1EFE) a1JLT AP BRIE Amazon CloudWatch EC2 34| £
REAEREN | FEZEIERTEZEEEE, B aLlERE7E CloudWatch #5414 R alZ AEA,

Bl R XA

1.  FTFF CloudWatch #&|& , Wik hitps://console.aws.amazon.com/cloudwatch/o
2. ESMERF  EEREAT4H,

3. ERRE, AREREBREA,

4. WMABZANEN , RAGERIEBREAL,

® Tip
B LB S B # F B9 Favorites and recents ( WK M RIA 10 ) K2 W B EA UK IE
HIERFER. £ Recently visited ( ZIEHM ) 5H |, HESEREEEEERRENBEETLA L ,
REEBRZULNERRS,

MBEEREE BEA

CloudWatch BE£ BahEWR B Z MNAmazonfRS 8 B EEH, BB UERUTAEZ2 —FHAM
CloudWatch HESE#&IXE Logs :

 CloudWatch ¥ — £t — CloudWatch X 7] LURHE#R A H E KX B CloudWatch B, BXRZE
FEEA CloudWatch REMEE |, 55 (L 5% CloudWatch P18 ) FHIEA CloudWatch 1%
2 M Amazon EC2 K5I FN 23k fR 55 85 W EE s 45 F1 B &,
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« Amazon CLI— fFp#it#9 B EZE #rput-log-events L& E CloudWatch B
- LU4mFEF I — PutLogEventsAPI EREEMR LUmiZ 5 SV ALY B &S 4 L& % CloudWatch HE,

EEFKXEDBEM CloudWatch B &R

&I LA stream-by-stream B3E B ERIELIEE] Logs B B EFIER CloudWatch &F MRz 5
CloudWatch BE#IE, BAILEEEEEN ASHFENRESEE,

EREREHE

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
ESMERSD , EEBETA,

XF Log Groups ( BEA ) , B HEALAUEE BER.

EREASRSF , GREERN B SANER.

MBERINEKF , RBEEFHETRNE .

EFRRAEBENERFR , FRITTIREZ—

o o > Wb

- ERFTRANBEEN  FERZATEHZLNE X,
- ERFTAAESEAHUAEXNEIERAEREN , FHEAEEMIRLFIER Text

- EFEASES  FEEBRFRTRAMENERMESMS. BXESEE , M EAME
FHEM B EE O ET.

- EEEREEANNEEEN BEHE  BEERMMASKMAZD  EEAHMEZHEX, B
EEBHMEESEE |, i51#F Absolute (2% ) o BRBETENN D HER, PR, RBEE
# , FiE#E Relative (43 ) o EATLUE UTC MM X 2 B 14k

{5 F T ik SR A R TV I 3R B R B

AJEAERA TRk R AFMERIEE BRATHE, 4 TM%I%?’EEIFE@HEFE’JFEEHFEM , AT BAE A
Amazon CLI #REBEHER. BREBREITHR , MLIBREFFFXIBENE -, FEEATERR
BT —HFEIHEER, NRXEREAEAER , JUSKSEER,

BRLIIRERE WM ESEERRFEZRCEE. SAUMNRAEETTE , BERNB BRTEMAL ,
SR A 4R 35 B [R)SE B AR RL BT BSE B A B B & RSB B &,

R T VBTN B SR EREZEER ZEHEN A E.
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MREEFHKFZREN CloudWatch E%‘F‘KF AT IR IR IK P, U AT BAE R AN R % 5 1% e FR K = o< Bk
EI‘JIJ?\JI]KF':FEI‘J HlU\$1q:o ﬁ*ggﬂz B %Elﬁ—.l CloudWatch E":TD]KF —.I-X)L,/)n\lj kil-o

AR ERRAERHE
EUERRHAERAREERENASRAE.

EREHSERAR

$TFF CloudWatch #Z#|& , Mt 7 https://console.aws.amazon.com/cloudwatch/s
ESMBERSD , EEAEL

tF Log Groups , R BEEZERNAERN A EHN A,

XtF Log Streams , IEFEEIZ R BERNE o

£ Logevents ( BESEH ) T , MAEZEANBERMHEEE,

o~ o bh =

EREH A ERENTESEENRAE BER

$TFF CloudWatch #Z#|& , Mt https://console.aws.amazon.com/cloudwatch/s
ESMBERSD , EEAEL

tF Log Groups , R BEEZE RN AERN A EHNBE,

%42 Search log group ( BERHBEAH ) .

WNTF Log events ( HESEH ) |, FikFAHNNESEE , RE@AREREEZE,

o k~ 0 bh =

£/ Amazon CLI # & B E%E
BRI LAEA Amazon CLI B RFEREIBERMHNWBALEERE
A Amazon CLI # & A E%H

EWSRRAL , BT filter-log-events i, £ --filter-pattern HERREHINIEENTE
ERHER | HEH --log-stream-names FERRBRE N IEEMN BER.

aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--filter-pattern VALID METRIC_FILTER_PATTERN]

£/ Amazon CLI # R LERESEE AN BHE5KE

EoSRIRFL |, BT Tilter-log-events@i s :
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aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--start-time 1482197400000] [--end-
time 1482217558365] [--filter-pattern VALID_METRIC_FILTER_PATTERN]

MERERZEBR
BN A W R HEREN BERE,
IR I AR R4 4 5 B 75

1.  3$TF CloudWatch #2#|& , MR https://console.aws.amazon.com/cloudwatch/.

2. TESMBEED | % Dashboards ( ZHIER ) -

3. EFEEEER.

4. TEPNEHLE | EIR View logs BIFR , REIEER View logs in this time range. MRFEZMEIRTE

EEH  BMFIRFPER -, MREEZERHESRG , BHIXRPAUALUE RHEE | HikE
More metric filters , R ERRIE RIBRTFIESZM,

MEREE A&

1. 3$TF CloudWatch #Z#|& , MR https://console.aws.amazon.com/cloudwatch/,
ESMBEEP |, EF Metrics ( 3845 ) -

# All metrics ( FTETER ) BIF ELWERFEP , BABRNER , A5 Enter,
MEBRERPER —NRNZMEFR.

%R Actions (#4E ) . Viewlogs (BEEHE ) . MBREEZ/MEREESRY , BMNIIRDERER—
N MRBEZRERHEESRY , BHIKRPIUUE RHEE | Fi%E More metric filters , AAFi%k
R RIERIEIERG,

o M b

R HEER
BRI AK
WREREABATERE  BRULBERKA AT TR, TRSEREE , THURTUTRE

« WMREEA Amazon CLI, W] LURHE RR I N UE REREBAY B SR, Flan , R BEELAE 1000
MNEER , EERFEERE=ANCHEXNATR , WA LEEA Amazon CLI FHHERRH N{RE R
*E}_\_ H é’ﬂ':F' EIJQB /\ H 700 lJILo
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- FAERE. EANENSEEER , MR BRVBFEENNMREREE.

FHHEPH CloudWatch B EHIERZEA

BRUABERT , BEBELXRBAEFMEE CloudWatch BEH, ER , KAUEBEEZEERSEPFHEBE
BAEZKETE. AT RET = alfR 8 2R B RY T E B R 450 BR o ,.,\_IL)\I‘LH'J‘EﬂiﬁAEIMéHE’JEIM
REH.

(® Note

L AEEHREREBRER , CloudWatch Logs T EIMERE(]. LLEBEEE 72 Mt
2 ﬂﬂ'JI‘?EI B4, BEMDBIBER TR EEKAE,

ENE  MRFAFTEHEXNEFEKNREHRE , MZAXABTEEIHEERR LR
ﬂﬂ'JIi?\E’J BEEH K NEIIFREAHE K XEAEEHEZSTE 72 MetSE *B‘iﬂﬂllll?o =is
RAKAMBRBERE  BHEEEAREERBENVRENRE , ESL—MREBLERRF 72 )
R, ESEHACHBRREN BESH,

ERASEREYIRE

1. FTFF CloudWatch ##|& , Mt 7 https://console.aws.amazon.com/cloudwatch/,

2. ESMERF  EEAEAH,

3. RIEZEHMWAETA,

4. TEiZAXRLAK Expire Events After Sl |, EFHFREHIRE , B0 Never Expire,

5. 1f Edit Retention ( REBREH ) 7 , 7 Retention (REBH ) EF AEREHE , AFIEE
Ok (HE ) .

£ Amazon BEH$R1E CloudWatch BHE4A

B BN T BREUREN R 2B 4L ETE Amazon Logs 812/ CloudWatch BEH, rER
R BEATEVHREX, FAREREEE Amazon FRMALKE (BEKEKE ) N —FhEHE
BEINAR.
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® Note

B A] LAE RS R IZFIFT CloudWatch B &R R FRINIR , SEEEAMBE IR, AT AEA
A FE\B%EZIEHT?E“J:%% , At E B SAR B2 BERIGE . BxERRSREIR
NEZER , FSHEERRZIESX Amazon Web Services &RV FE o

AES

- BXIZENERAR

£ AR IRERA A

HRE R

- {#/ Amazon CLI #Fid HE4A

£/ BE API #8512 CloudWatch HE A

BRI EAR LR

& a LA Bl Amazon CLIZK B CloudWatch & API SRR A FES :

- 012 AERARBmERFNRE,
- EIAE BEERMIRZ,

- Y BEANRZ,

- M BEABIBRIFZ,

O LAERAREN BEARITHE, i, EBALURAR, FIEERHRENelHITSE, BHTFEEX
BMIEWENE RS USZ—ABENKIRBRENBFIEETR, Hl , BALAE L —ARZ
REBEREMEENXBRNABRFREAEH, UTILMRZERA -

- B - MBEBH

- IEE B

« A% AENR

- NARF: NARFEWN

« INE &£
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£ AR IR R X AN

BRI AEAREX Amazon AT RMBRER. HERRENATAmazonE R ( BEAEA ) /Y,
EHAmazon A7 B R S BIE RS L SN EARMA AR, BaligBER KW SEER ( FlagAR
mi, NARFEMEEE ) WEE , MEEBSHEREIZSHHAER,. BXELZEEL , 5 Amazon
Billing AP MY B E XK £ R & A NE D EiFE,

PR PR

LUT BRBIE R THRE

ERRE

« BNHEEANRARIFERN 50,
- RERVNEX D KNE,
- TEEARFRE DR B EANRL,

IR

« FIMERLTEME -, NRERNDFEEFCHEANE  WENFTITISREEZNTREN,

o FREETRBEL aws: FFk , AN L EICR TS LA Amazon . Amazon GRS G LA T4
FLWIPRZ | BIET RELR 5 M BRIX LEAR

- REENKELTNT 1 M 128 4 Unicode FRFZH o

o ERMMETELUTESR : Unicode FB, BF, ZHEAMUTERFRF:_ . / = + - @
PREER

- BRZEENEKEXTNT 0 F 255 4 Unicode FRFZ[El,

- REEAURZE, B, eMNSAIEUTFER : Unicode FB., BF. ZERIUTEERKRT
ﬁﬁ . / =+ - @

£ Amazon CLI #rid BE4

&R LAERA Amazon CLI RN, FIHAMIBRIRE . BXRRH , FSFEU T
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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create-log-group

Sl AEA, EFLLARECE B AR MIRE,

tag-resource

HIEE CloudWatch B Logs BIR D Bl —NHZMrZ ( BEX ) o

list-tags-for-resource

S5 CloudWatch B & & BEXRBKRIIFE,

untag-resource

MIEEH L CloudWatch ogs BRFBBR—IMNHRZMEL,

£/ HE API $ri2 CloudWatch HEA

SETLAER CloudWatch B& API RN, BIHMBERIRE, AXRA , ESHEUT X

CreatelLogGroup

B2 AERA, B LILRE 62 B SA R AR,

TagResource

N #EE CloudWatch By Logs BRIRD B —PNHZ MR ( BEXT )

ListTagsForResource

£ RE CloudWatch B E&RRXENIFE,

UntagResource

MIBEM L CloudWatch ogs BRFBER—NRZMRZ,

£ A% HEF K CloudWatch B EE#E Amazon Key
Management Service

=k H?&Eﬁé L 7£ CloudWatch HEHRNZE, BIANERT , CloudWatch Logs X4 &3S B E4E £ A AR
WNE, WA, BT LAER Amazon Key Management Service #1TiX — %, MMRXEEM , N
EFH Amazon KMS BEF REERZHH TN, FARAFTEANRLEEERAEEFEENERT , BXF
5 ARAMXE , EARARFESAER Amazon KMS N,

f# A B& API $5i2 CloudWatch A &4 89


https://docs.amazonaws.cn/cli/latest/reference/logs/create-log-group.html
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https://docs.amazonaws.cn/cli/latest/reference/logs/list-tags-for-resource.html
https://docs.amazonaws.cn/cli/latest/reference/logs/untag-log-group.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_TagResource.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_ListTagsForResource.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_UntagLogGroup.html
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/A Important

CloudWatch BEMELZFHFME LT3, £Akms :EncryptionContext:aws:logs:arnfkE
NEP  FABEAN ARN ENZZANE. IRENASLEERATFREXNEHME
HELFERBARFEENKCANAZARER , NS BE—MNEFRERER |, &%
£A7E IAM policy P BE—N&t. BXEZELR |, BZH Amazon KMS ZEFMNE LT3,

MEFREABHERSAXKE , ZATEAMEFIRINBBERRERAZZHNE, XEHEE
BONMMREPABUMNERXEFM, CloudWatch BB ABFERXERERN , BEMINERITHR,
CloudWatch 8 ER N IER , BESBLMERF - EEBRHANNR.

MREEEBREFRAERAESEEANRE |, Logs FEMA CloudWatch CloudWatch HEERIAINER
FENFERIRNBFEHTNE, 2T REERANENMERENEAZ A REZAHITME,
CloudWatch R EEFREZANXREKE , AERNATLUREZEKYE , B CloudWatch HE{IAT
D#E5|HiZz%ER, B2, IRBHABREHER , M CloudWatch Logs T EREUER ZZA MEN
H&o

/A Important

CloudWatch B ERXXFERNMNEFEFREZR . FAEAEXNHRERAN B EA PR BIEEITI0
#, AXREZREE , BEREANBMENMER.

PR 75l

s ERITTISHR , BRREFLUTIR : kms:CreateKey, kms:GetKeyPolicy
kms : PutKeyPolicy,

- FEASAEAXRBKRFERIEE  KREURETELDHTE , LHBRFEFEER.

o WREHCH CloudWatch BEXN XERZHAN G RINBEIMERXBENEFRERA , MLEZBRE
CloudWatch BERBINZEHIE,

« IBTTEMEM CloudWatch 2% &R EFFRERAS HEEAXEK.

S8 1 02 Amazon KMS B & X 3 4A

WMERE Amazon KMS BEFEBRHZH , BEANTUEZA®S
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https://docs.amazonaws.cn/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.amazonaws.cn/cli/latest/reference/kms/create-key.html
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aws kms create-key

HwHEERHANEA ID M Amazon Resource Name (ARN), THEIRRHIHAH :

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e4@chb0d29f59",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

]

S 2 REFFEEABRHANNR

KRIMERT , FTE Amazon KMS EF REAZHHUINALERH, REREMEETLUERAEXRNER
MFEZHE, BR , AREEEVLEZHANHRANERFEMAFNRERE, BIHPR , B0 E
CloudWatchfRF = &R FEARANNIE, LIRS EEA XTI T F#EZHBERE Amazon XA,

FERBREME , BINBUEFRANER RGN NERTEEEDN Amazon K3 A EE,

B% , policy.jsonfEA LA T get-key-policyin B RFE F T EZ AR BRIAKEL

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

EXARRBESRPHIT policy.json X , RAENATEAZ—FFRMEANHT D, EAESHNE
BASHEADR. XLEGMFEA Condition % ki858 Amazon KMS RN Z £ M. BXEZE
B &2 Amazon KMS Z4A M NER £ T3,

SR 2 REFFREABHANNR 91


https://docs.amazonaws.cn/cli/latest/reference/kms/get-key-policy.html
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ARBIFH Condition B N AREINEN BEH ARN,

{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"
1Y
"Action": "kms:*",
"Resource": "*"
1,
{

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
}I
"Action": [
"kms :Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms :GenerateDataKey*",
"kms :Describe*"
]I
"Resource": "*",
"Condition": {
"ArnEquals": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:log-group:log-group-name"

}

ATABITEY Condition 243 Amazon KMS B4AM A TRS] | RAIEEK S s R REe |
8% 40 T A F LM B B4

"Version": "2012-10-17",
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RAriEmE

"Id": "key-default-1",
"Statement": [

{
}I
{
id:*"
}
]
3

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::Your_account_ID:root"
.
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
}I
"Action": [
"kms:Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :Describe*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {

"kms:EncryptionContext:aws:logs:arn":

85 , AL Fput-key-policy @5 78 TN E 5 R BE -

"arn:aws:logs:region:account-

aws kms put-key-policy --key-id key-id --policy-name default --policy file://

policy.json

S| 3 FESAEEFREENEHREK

AEGEASENSEREFEEARHE REAXK,

HR 3 HATAEREFREXNBAXEK
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https://docs.amazonaws.cn/cli/latest/reference/kms/put-key-policy.html
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EEEREARTEXRREFLRER , BFEA L T describe-log-groupsin s :

aws logs describe-log-groups --log-group-name-prefix "log-group-name-prefix"

WMRHEEE kmsKeyId FEB , N BEAR 5127 EREFTA MK A RXEK,
EoZ A SAMREFEEXNERAEEXEK

BEULT ARER create-log-group @5 :

aws logs create-log-group --log-group-name my-log-group --kms-key-id "key-arn"

HEFREEXARHEDNSR BERAXEK

BREULT AR EMA associate-kms-key % :

aws logs associate-kms-key --log-group-name my-log-group --kms-key-id "key-arn"

SB 4 BRELZAE CMK B9<Ek
ERUES BEAEXBENEFREZANXRE , B AL Tdisassociate-kms-keyin s :

aws logs disassociate-kms-key --log-group-name my-log-group

Amazon KMS Z4HfMinz; =T~

7 7 58 Amazon Key Management ServiceZ A f % A EHMW L £ , Lo CloudWatch gs BI1E H
FH ARN ERME LT —E2 , ATMEEHNALERE. B LTXR—HRAENNINE S HR
THHREAREXN, BIMZE LT, BALAEA IAM policy F&iZAmazonlik 7= M B 745 3k BR H x4
Amazon KMS Z4AM TG RINR. BXEZEE , B2 EMNE L TXH IAM JSON ErITE : &

BINBWENESMNEN B SEAERTRANEFREXNER,

MREBURIMENBEA , NEFERATSEAESINEANERTZESANMBTAEERNESR , #F
BR TS BRIRE,

FNENESERRNERAENELREATH , IR T RERLESFEEXNZARMIZASE

1. BWAUTHTUERZASHENLFEA ARN

aws logs describe-log-groups
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https://docs.amazonaws.cn/cli/latest/reference/logs/describe-log-groups.html
https://docs.amazonaws.cn/cli/latest/reference/logs/create-log-group.html
https://docs.amazonaws.cn/cli/latest/reference/logs/associate-kms-key.html
https://docs.amazonaws.cn/cli/latest/reference/logs/disassociate-kms-key.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon CloudWatch B & AriEE

RHIEUTIT, 2% ARN, BFEEIR 7 PEHTE.

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef"

2. WAUT®TUCIRHNESEEXEN

aws kms create-key

3. WALT@THHEANERZE policy. json X :

aws kms get-key-policy --key-id new-key-id --policy-name default --output text > ./
policy.json

4. FRANXAEARERITH policy. json FEIFREEFIM Condition KX :

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::ACCOUNT-ID:root"
},
"Action": "kms:*",
"Resource": "*"
.
{

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
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iF
"Resource": "*",
"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn":
"arn:aws:logs:REGION:ACCOUNT-ID:1log-
group:LOG-GROUP-NAME"
}

5. MALTRTUHEMNRBEAMIFHNEFEEAEN

aws kms put-key-policy --key-id new-key-ARN --policy-name default --policy file://
policy.json

6. MANTHTIURRESBEAEXE

aws logs associate-kms-key --log-group-name my-log-group --kms-key-id new-key-ARN

CloudWatch Logs HLFE 5 A #7 % 43 X3 Fir B fT B R 1T &
7. TR, NMBOBRAMEER Decrypt ZAMABEEMNR, BE , @A TSR RIARE

aws kms get-key-policy --key-id old-key-ARN --policy-name default --output text
> ./policy.json

8. FRANAEESRITIF policy.json HM Action FIRFMERFTEME , 1B kms:Decrypt* BRIk

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::Your_account_ID:root"
Iy
"Action": "kms:*",
"Resource'": "*"
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3,
{
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
1,
"Action": [
"kms:Decrypt*"
1,
"Resource": "*"
}

}
9. BALT®SLLHEMMNRERMNE BN

aws kms put-key-policy --key-id old-key-ARN --policy-name default --policy file://
policy.json

BT B i RS B R 3P BRURAY B R

B LAE A CloudWatch B E&H BIERT REESKABIRY Logs BN BUBEIE, XLERBEATLEFER
HERBRN BEEE. WRENBEABRABERY , WRIAMBERT , SRBSEMMERERREE
CE BB ETE. A logs:Unmask IAM X PRIV A AI LAE & R R R RY 2038 SA 1T IR,

/A Important

FHBHREA BSAN SMTRF B, REXRRP KR | FRRRE 25 E
AE| BB BB

CloudWatch B E##ERIF RGN AR CE ML Z I EERQNBRBIE, ERFRENZRR
NAEHBEFRIAY, XEFRTURNFSERMNiXHAEHBBIERE , I BVSHE. PASH
SENMZRPBREEE. WTELERENGEE , RNUEERTREKRI EHBHRERELNELERREF,

RN B 5 &R RN BIERA T TN BUREIE CloudWatch Bt , iR H —MER, X
ZLogEventsWithFindings¥g#x , ©7 AWS/ Logs tn B =B h k%, EAILAER L ISARREIE
CloudWatch 1R , tt I AE B RMNUKRRPRFE AR, BEFRPREVERSLENER , 2%
B, B> CloudWatch BHEAEEIMIEIRMIE 215 2 CloudWatch , SR CloudWatch $g#ri 1T

i,

B RS B (R AP U B S BUE 97
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BONREHRERAGHSRITATRNBERENBRALSE , SIERFS. Amazon WETRIZHANE
REERF XN RSE, EBBERP RN  ZAUGEEENERXERRARITEL R
AREE A& | FER N B SR B i REUE

CloudWatch HEEIE R A] LAE A £ B BIEFR IR R LA T 38 51 A9 BURERR -

FE , HlFAE ZHA R Amazon 317 7 47
- MEEER, SIWERFS
« NMAEMBEE (PI) , fINERHBRRLLRLSE
- ZRPBERFE (PH) , flnRERRFETREISHE
« REZFMRE , Bl 1P #buk s MAC et

BRETURFNBERBENFAER  FSH S0 MR WBIERE,

Bx
. THRBRERARPER
s HARBIFERY K ?
- BERPERIZHEA AL ?
- BEARTP KA JSON BM
- RESIEAH JSON B
- REIZAREN JSON BH
« AEFHMBBRERPER
- BRla
* Amazon CLI
. BIERPERBIEE
- BEEXRRBROEE
- BIHERERE
- MENBHBEERTEFIHRAEERAIKIELS Amazon KMS RF N F#ERE
s BU R HEIERR
+ CloudWatch IE FBBHEXRENEEREFIRA

. 1= -LIE

FUFBRE R B W EEIRREF ARN
o REPRAR
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- REBFEXRBHBERIRE ARN
- MEER
- MEBEXBHBERIREF ARN
- ZRPBEREE (PHI)
« ZRFPEEEE (PHI, Protected Health Information) 3E 35 B 49 B IEAR IR AT ARN
s MAEMBEE (PI)
- BRHRRIISHXEF
- EREHBIUESHXET
- PREBHXEF
s ARANRFSHNSESHKRET
« NABHBEE (P, Personally Identifiable Information) # ¥ 3E#R 12 AF ARN

T BRI R B

)

- AR BURRY K 2

- BERFHMRAT AL ?
- BB HRBIRRY R

T ARBBERT KB, ?

CloudWatch HEfEA#HFERP REERZARMNHBHEE | URNFRF X LELHIEmZREEVRE.
BERRMNBOHBEHE , BEALER AR, CloudWatch EZEHIERY , AEFEANKZFINERX
PeEosRAQ M BUBE IR, EXNHRINWBERRFREURE , B UELFITMESHIRAIEE. MAXL
BRIE , BULUEREKRE (FAKE ) WHRIKIE | AEESR A ESEHH FRBRARE,

BRRPREXAGTLAEM?
MTERTR , BE R RS TEUATTE

o XAYTRARR AL RESEEE S
s —AEXNFUHMESHIRBBRENTED
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8 Lo CloudWatch gs A EA RBEE X — M AFERT REE. BEFRFPRETUE—IHSMELHE
S0R5E , EREE-IFIHEM,

AR R KBEAY JSON B 1%
HBREARFREFEUTELARBEERA TR

« Name ( &% ) - FKEEBE o

« Description ( #iR ) (Fi%)- KE& IR,

« Version ( lRA ) — REEE S MRA, ZETARZAH 2021-06-01,
- Statement (14 ) - EEHERF RERIENTIIIR.

{
"Name": "CloudWatchLogs-PersonalInformation-Protection",
"Description": "Protect basic types of sensitive data",
"Version": "2021-06-01",
"Statement": [
]

}

KEE R JSON B

REEE AR EBFERPRENRN £T

. Sid ( Wik ) - BEARIRA,
« Dataldentifier— Amazon SNS =ENIFENBRBEIE, Fl , R, HiHBIESH,

o BRAE-EEBE, AR “Fit W BUEMRR". CloudWatch B EER BB IMITFEN ST LR
.

"Statement": [
{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/Address"

]I
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"Operation": {
"Audit": {
"FindingsDestination": {3}
}
}
.

REEIE TR JSON Bt
REIEAREUTHRERTEREZ—

s Wit - ERHHBERREEZNBERA T A BEBIRMNERBRE. TENFZRFELEI L CloudWatch ogs &
# 2] AWS/Logs & ZE Al Y LogEventsWithFindings$E#F. CloudWatch& o] LA X L8R I R B
R

BRERBENTRA , H2H FHERKRE.

X CloudWatch BEXIZZIMNIEFRMNE Z{E B CloudWatch , i§Z{# A CloudWatch ¥EfRi#E1TIA

v'a
Lo

« EHMIRG - ERPM BFTIERAER T BRERBEE,

7 B EA SRR R RS
B LA CloudWatch B &12#| A B Amazon CLITE T 0l 2 BRI KM R Bk BUREIE

RN BN BSED B - M RERTFRE, SMMERPRESTUNSHRENERETER. &
MERRPRBALITE —REKIED,

ES}
- BHE

 Amazon CLI

rHE
£ Rz H & el B BIR R K

1.  FTFF CloudWatch ##|& , Wik hitps://console.aws.amazon.com/cloudwatch/o
2. ESMERP  KKEFBENAEH,
3. EFHEFANBEM.

IR R R 101
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4. %$F Actions ( 3#84E ) . Create data protection policy ( BIZZIIFRIF KL ) .

5. X7F Data identifiers ( BB IREF ) , EREEN ATAPFRNFROBIFERE, B UEERE
EFREAUERFIFENIRRR,

BUEUER SN B SBEN LS AXNBERAR. ERSHRBEHBETESSBRR.

BXREFALURFHIBFERENFAER , F2H S MR HBIRERE,

6. (k) ABREFFHKERREIN-—AHZURS, BESEETFFITERRIEIEAX LR
5%, BAENBRBIERE 0N F K.

7. %% Activate data protection ( BUEBTERY ) .

Amazon CLI
£/ Amazon CLI B2 ZIFRIP K

1. EANAYRIESRGESB N DataProtectionPolicy. json BIRBEX . BXRERHIBELINEER ,
BSHAUTE S

2. BWAUTHS :

aws logs put-data-protection-policy --log-group-identifier "my-log-group" --policy-
document file:///Path/DataProtectionPolicy.json --region us-west-2

BRI REEE A

LRBIE A TF Amazon CLI d5 9 API I£/ER JSON BUB R FRE e | ZFERATLEFH A JSON
>

o B—MRUIDE Dataldentifer BAFMTH Audit BIER Operation B
ft, Dataldentifer AN HERBNBBEIERE, BEXTHARINESEER , HSHRAETL
R BIEERE,

FETH Audit B4EMW Operation BHFEERIBELKIET, It Audit BEXAITE—N
FindingsDestination X®R., B LUEEFEAZ FindingsDestination WRIIHEN T4
BREREIN—NHEZNEIR. MBLEIEEBETLH. Amazon Kinesis Data Firehose i S3 f@%
Bir , XEBRMINELREE. BXFIHERRENTA , 28 FiIHE RS,

o BEZMRUIMEE Dataldentifer BAFTH Deidentify BIEW Operation /&
. Dataldentifer AMMERKIEE —MRFH Dataldentifer AT LI,
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RAriEmE

#A Deidentify R4EH Operation BHXRLRRBBENEMY , EXATE
"MaskConfig": {3} R, "MaskConfig": {} XRMAMHAZE,

BAT 25 K 58, F BR 4 b 31t 1 55 B 285 B 3 BR Y BB AR 3 SR B = B

{
"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{

"Sid": "audit-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Audit": {
"FindingsDestination": {
"CloudwWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
I
"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"
},
"s3": {
"Bucket": "EXISTING_BUCKET"
}
}
}
}
I
{

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Deidentify": {
"MaskConfig": {3}
}
}
WIR R R
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}

BEE KRRV

EEEREBRNEE , APM4MES logs:Unmask R, EALNBENAFTESUTARERR
R B EIE
- EFEAERPHEMHT , 1%#F Display (£ ) . Unmask ( BUERK ) »

- FAS%E unmask (@message) @S HI L CloudWatch ogs Insights &ifl, LT REIEWE RFP K
FRH 20 NEHEESEH

fields @timestamp, @message, unmask(@message)
| sort @timestamp desc
| limit 20

A X CloudWatch Logs Insights Sf TV EZER , HS M CloudWatch HEN R ERIEE.
* ¥ GetLogEvents® FilterLogEventsiz B &5unmaskS#—iEEH,

ZCloudWatchLogsFullAccess KB @FE1ogs : UnmaskiX PR, EREEE IAM KEEH P R
logs:Unmask CloudWatchLogsFullAccess , &R A@MZAFMMBEX IAM K&, BEXEZEER ,
BEEEAP MR (BFHE ).

HITERRE

WMREF CloudWatch B EHBEBARP FITREZENTFITREE A CloudWatch H7&, Amazon S3
= Kinesis Data Firehose , MXL X MIREELL T RHIZELL, CloudWatch BES A BN ST ESBEREK
BHWBEESEHEA— ﬁ?if)ﬁﬁ

"auditTimestamp": "2023-01-23T21:11:20Z",
"resourceArn": "arn:aws:logs:us-west-2:111122223333:1og-group:/aws/lambda/
MyLogGroup:*",
"dataldentifiers": [
{

"name": "EmailAddress",
"count": 2,
"detections": [
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Amazon CloudWatch B & AriEE

{
"start": 13,
"end": 26
.
{
"start": 30,
"end": 43
}
]
}
]
}
BREFNFERAT :

+ resourceArn FRERRINBBIHEN HEL,

- dataldentifiers NRERBEXEBEEFITH —MBBHEENLILERNER.
« name FERIFALIT O RENBBEBIERE,

« count FRETRILRBRBHIEE BESHHHIAMNRE

« start M end FEREZEFHIHTHRETRBESEHPBRXEITNBBRBENNLE,

BENRAERTE— N AEBHPRIFNE T NIRE, F— B FoiHibut M\ B EBHH
FE13NER/RFE |, B 26 NFERHFER., FZ/NBEFEBAaE MEE 30 NERFEISE 43 NFERF. BIEL
HESHEWRNBFHHit | LogEventsWithFindings /R EH RiEE— | ERZEHRITES
EHERHBENBEEHNEE , M 2BRBEN HIUXE.

FMENZABERATRTFITAESE RAIMEAIELS Amazon KMS RIFIIF6E1E
B LUES B A Amazon S3 EE A B4R RS 25w N2 (SSE-S3) = KMS Z#4A 1Y IR 55 25 i N 2%

(SSE-KMS) k{R# Amazon S3 FEB@FHNEIE. BXi*1E , 52 (Amazon S3 AF1EE) HHIE
RS 2w Z R IR,

MRFFITRELRRIEE SSE-S3 RPN FHRE , WAFEHNNEE. Amazon S3 L IN#Z
o

MRFFITRELERKEE SSE-KMS RIFWFMEMR , NEAXNEREFBEXTEERRANETHRR
R, UHRAEERRBKSAUEALKN S3 Fi#f. AXx5 SSE-KMS —EEANMEZRARKBNES
f§8 , 5 H Amazon L CloudWatch ogs F F#§RAmazon S3HH,
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Amazon CloudWatch B& ArfEm
BRI MR RV BIERE

AT AEEREAURP N BEREUAR EEHBEREAXNERTEENESR.

3 FRERBWHBRBIKIE , CloudWatch Logs Data Protection 213 #HHIBEHHIAHNREBE |, HRNEHKED
ZRBFHFILRICEHEDT, MRXBFIEZERK , U CloudWatch BEHFERIPF 2B EERD =K
FEETHE () EFR (-) MAREEWKRBFTEMH, EELERT , CloudWatch Logs E&Y
BRREEXEFURRAKBFTHERETAL,
Bx
+ CloudWatch 12 B BEHIER BN ERERREF
AN
FEHERBE N EERAR ARN

o REWAR

- REBERBEHBEFERRT ARN
- MSEER

s MEBREERBWEBIERIRE ARN
- ZERPEEFE (PHI)

« ZRIPEEE L (PHI, Protected Health Information) #iE3E # By B IEARIZAF ARN
- DABHBER (PI)

ERMRIRFSHXET

- BEREPIEEHNXEF

- FPRSBHXEF

s AHRANRFSNSESHREF

« DMABFHBEE (P, Personally Identifiable Information) B9 #5345 IRAF ARN

CloudWatch 12 FEUBHIEXRBE W EPHIEIRRET

T&RFIHET CloudWatch BERIAE AR EHRFEIRRARMBNZIE, 8E. WS, BEFANZSRPE
BRER (PHI) B9KE, RTYRERENBIE 2/ | XEHIETE ﬂ_ﬂ,ﬁ%/l\kﬁfﬁ{n L (PII, Personally
|dentifiable Information) #9544,

BES Mt XTEXH 2 XIFHPRIRA
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FRIRSF el
Address MA
AwsSecretKey AT
CreditCardExpiration W %5
CreditCardNumber 55
CreditCardSecurityCode W5
EmailAddress MA
IpAddress MA
LatLong MA
Name MA
OpenSshPrivateKey EiE
PgpPrivateKey AT
PkcsPrivateKey AT
PuttyPrivateKey FEiE
VehicleIdentificationNumber MA

XX BBEIRMRFLANBERRGTEN , ARREFRR , ZREEWMNFER (1SO 3166-1 alpha-2 ) X
B, 5l , DriversLicense-US.

XEBNRIRA , BAEERNF N E RS XA

FRIREF e ExR/tXFES
BankAccountNumber %5 DE. ES. FR. GB. IT
CepCode MA BR
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¥R 1] ER/MXES
Cnpj MA BR
CpfCode NA BR
DriversLicense N AT, AU, BE,
BG. CA. CY,
CZ. DE, DK, EE., ES. FI.
FR. GB. GR,
HR., HU, IE, IT, LT. LU,
LV. MT., NL,
PL. PT. RO, SE. SI, SK.
us
DrugEnforcementAge 2B xE
ncyNumber
ElectoralRolINumber N A GB
HealthInsuranceCardNumber RE EU
HealthinsuranceClaimNumber {2 x£H
HealthinsuranceNumber RE FR
HealthcareProcedureCode B x£H
IndividualTaxldentification N xHE
Number
InseeCode N FR
MedicareBeneficiaryNumber 2B xE
NationalDrugCode 2B xE
NationalldentificationNumber N A DE. ES. IT
NationallnsuranceNumber N A GB
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RAriEmE

FRIRF
NationalProviderld
NhsNumber
NieNumber
NifNumber

PassportNumber

PermanentResidenceNumber
PersonalHealthNumber

PhoneNumber

PostalCode

RgNumber
SociallnsuranceNumber
Ssn

Taxld

ZipCode

AN

CloudWatch B & #ERY AT AR B LT RN ER,

K3
9=
e
™A
™A

™A

A

A

A
A
A
™A
A

™A

B 3R/ X M1E

[

xE
GB
ES
ES

CA. DE. ES.
FR., GB. IT. US

CA
CA

BR. DE. ES.
FR., GB. IT. US

CA

BR

CA

ES. US

DE. ES, FR, GB

xE
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BiERR BURFRRE ID FIEXB=F ESEYE
X
Amazon#4 % 15 8] 2348 AwsSecretKey aws_secret_access_ =0

key , credentials ,
secret access key,
secret key, set-awscr

edential

OpenSSH FAE %4 OpenSSHPr 7 g
ivateKey

PGP FAE %4 PgpPrivateKey 7 B

Pkcs FAB #4A PkcsPriva 7 i
teKey

PuTTY FAE Z4A PuttyPriv 7c =B
ateKey

FUFBRE L B BEIRREF ARN

TR 7 EASURIN B BIRR Y R P BTFEFRRRFR Amazon BIRE R (ARN),

FEUEBIERIREF ARN
arn:aws:dataprotection::aws:data-identifier/AwsSecretKey
arn:aws:dataprotection::aws:data-identifier/OpenSshPrivateKey
arn:aws:dataprotection::aws:data-identifier/PgpPrivateKey
arn:aws:dataprotection::aws:data-identifier/PkcsPrivateKey

arn:aws:dataprotection::aws:data-identifier/PuttyPrivateKey
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BEPRREF
CloudWatch BEHIERS o AR B LA T R B AR BIRIRFT

BiERH BIEAMREF ID Frmx@gs E xR
i [X
IP bk IpAddress 7 i

REBIEL BN BEFRIRAFF ARN
TRIIE T EA ORI EIE R KBS P BV BIEAR IR AT Amazon BIRAFF (ARN, Amazon Resource
Name),

REZBIEFRIREF ARN

arn:aws:dataprotection::aws:data-identifier/IpAddress

m351E R
CloudWatch B E#ERIP T AR U TRENMSFER.

MBRIZE T HFERFPREE , MFEiL CloudWatch AEAN FHNtEMNE , BEBLARBIEENHK
FEFRIRAF, bR A Countries and regions ( ERM# X ) I E BB ERB L AERERIDFE M
MFANF BRI E SR/ XD, SR X & E R i XA AER R BT

iR BUBVRIR ID EXEF ExRM FESE
X I
BITKS BankAccou ., TENXEFERTET ZEH. SIEH
ntNumber EINWERMX, EXFEA =H. &%

BE , BSAEXT EEN BEAF 34N
Keywords for bank account |, FIf F/H
numbers ( BITIKSWXRE F. & FFF
F) & = 4R
9 E fR
RATIK
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BiERRE BIEFRIRAF ID FimRx@s ExRM EES
#h X I

5 (1
BAN,
Internati
onal
Bank
Account
Numbers ) ,
BIE
E =R/
b X A%
BET
£

ERFEH A CreditCar exp d,exp m, exp vy, g
dExpirati expiration , expiry
on

BRI R Y BIERE 112
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RAriEmE

BIERR BTFESMRRF ID FrExX@gs ERM FEE
i [X I
ERFS CreditCar account number, 2 KNE
dNumber american express, K EHE
amex, bank card, card, NEE
card number, card FEX
num, cc #, ccn, check R
card, credit, credit #13
card#, dankort, debit, -1912
debit card, diners BF
club, discover, 5,
electron, japanese FIF A
card bureau, jcb, T
mastercard , mc, pan, Eid]:
payment account ERF
number, payment card £ AR
number, pcn, union pay, EFE
visa BIR :
EEE=
. Da
nkort, Din
er's
Club, Disc
over, Elec
tron,
=P H
AR
(JCB) .
s
poge SF I
Visao
UnionPay
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Amazon CloudWatch B& AriEE

HiEER AEVRREF ID MEXEF ExRM FES
b [X I
ERFRIED CreditCar card id, card g
dSecurity identification
Code code, card identific

ation number , card
security code, card
validation code
card validatio

n number , card
verification data
card verification
value, cvc, cvc2, cvy,
cvv2,elo verificat
ion code

RITKSHXEF

ERAUTREFRNARS 34 MNFRERFFRHAKNERRITKS (IBAN) , BRER/MHXABESE
T

Country KB

EE account code, account number, accountno# , accountnumber# |,
bban, code bancaire, compte bancaire, customer account id,
customer account number, customer bank account id, iban
numéro de compte

=E account code, account number, accountno# , accountnumber#
bankleitzahl , bban, customer account id, customer account
number, customer bank account id, geheimzahl , iban, kartennum
mer , kontonummer , kreditkartennummer |, sepa

=KF account code, account number, accountno# , accountnumber# |,

bban, codice bancario, conto bancario, customer account id,
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Country KB

customer account number, customer bank account id, iban
numero di conto

P ST account code, account number, accountno# , accountnumber# |,
bban, cddigo cuenta, cddigo cuenta bancaria, cuenta cliente
id, customer account ID, customer account number, customer
bank account id, iban, nimero cuenta bancaria cliente, numero
cuenta cliente

®"E account code, account number, accountno# , accountnumber# |,
bban, customer account ID, customer account number, customer
bank account id, iban, sepa

CloudWatch B ERSREATFIHNHIBR , EAFRFIHEREX LT LT E,

122000000000003, 2222405343248877, 2222990905257051, 2223007648726984,
2223577120017656,

30569309025904, 34343434343434, 3528000700000000, 3530111333300000, 3566002020360505,
36148900647913,

36700102000000, 371449635398431, 378282246310005, 378734493671000, 38520000023237,
4012888888881881,

4111111111111111, 4222222222222, 4444333322221111, 4462030000000000, 4484070000000000),
4911830000000,

4917300800000000, 4917610000000000, 4917610000000000003, 5019717010103742,
5105105105105100,

5111010030175156, 5185540810000019, 5200828282828210, 5204230080000017,
5204740009900014, 5420923878724339,

5454545454545454, 5455330760000018, 5506900490000436, 5506900490000444,
5506900510000234, 5506920809243667,

5506922400634930, 5506927427317625, 5553042241984105, 5555553753048194,
5555555555554444, 5610591081018250,

6011000990139424, 6011000400000000, 6011111111111117, 630490017740292441,
630495060000000000,

6331101999990016, 6759649826438453, 6799990100000000019, and 76009244561.

Tt 55 B AR R B BAEFR IR A ARN

TR 7 & SUR B BIER Y K& P BTFEFRRRFR Amazon BIRE R (ARN),
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Amazon CloudWatch BH& ArfEm
W 5 AR IR RF ARN
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-DE
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-ES
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-FR
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-GB
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-IT
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-US
arn:aws:dataprotection::aws:data-identifier/CreditCardExpiration
arn:aws:dataprotection::aws:data-identifier/CreditCardNumber
arn:aws:dataprotection::aws:data-identifier/CreditCardSecurityC
ode

SZRP@EFE (PHI)

CloudWatch B EHE R TR BN TRENZRIP@REE (PHI),

MRLIEE T HERPEE , MEiL CloudWatch BERAMN T HMEMNE , BEHBLAEEIEENE

MR, tbFR A Countries and regions ( ExRMHX ) FIFHNERIEER E'x' AIRTE SRR R R S B
AN F IO E R/ XA |, SN IX L E R X HENXRTF,

HiERE

=
BmE

¥ ( DEA, Drug
Enforcement Agency ) ¥} 5

BERK RS (EHIC)

BIERIRAF ID

DrugEnfor
cementAge
ncyNumber

HealthIns
uranceCar
dNumber

PRERRET

dea number, dea
registration

assicurazione
sanitaria numero,
carta assicurazione

E A
1 X

xE
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Amazon CloudWatch B& AriEE
BERA WARFRRSF ID I T k2 E R #
ih [X

numero, carte d’assuran
ce maladie , carte
européenne d'assuran
ce maladie , ceam,
ehic, ehic#, finlandeh
icnumber# |, gesundhei
tskarte , halsokort

, health card, health
card number, health
insurance card, health
insurance number,
insurance card number,
krankenversicherun
gskarte , krankenve
rsicherungsnummer ,
medical account number,
numero conto medico,
numéro d’assuran
ce maladie , numéro
de carte d’assuran
ce ,numéro de compte
medical, numero de
cuenta médica, numero
de seguro de salud,
numero de tarjeta
de seguro, sairaanho
itokortin ,sairausva
kuutuskortti
sairausvakuutusnum
ero , sjukforsdkring
nummer, sjukfdrsa
kringskort ,suomi
ehic-numero , tarjeta
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Health Service ) 518

service, NHS

Amazon CloudWatch BH& AriEE
BiERH BIEFRIRAF ID FIEEXRETF E xR
ih X
de salud, terveysko
rtti , tessera
sanitaria assicuraz
ione numero , versicher
ungsnummer
BERRRBE SRS (HICN, HealthIns health insurance claim EE
Health Insurance Claim uranceCla number, hic no, hic no.,
Number) imNumber hic number, hic#, hicn,
hicn#, hicno#
RERRIETIRGS HealthIns carte d'assuré social, EE
uranceNumber carte vitale, insurance
card
ErREERAEFREERS Healthcar current procedural =E
(HCPCS, Healthcare Common  eProcedur terminology , hcpcs,
Procedure Coding System) /X  eCode healthcare common
i procedure coding
system
BT REZHASHE (MBN, MedicareB mbi, medicare beneficia XE
Medicare Beneficiary Number) eneficiar Ty
yNumber
ExRZAmYwiS (NDC, National NationalD national drug code, ndc xH
Drug Code) rugCode
ERBEEIRBITE (NP, NationalP hipaa,n.p.i., national xE
National Provider Identifier) roviderId provider, npi
ERE@EERS ( NHS, National  NhsNumber national health HE
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Amazon CloudWatch B& AriEE

BiERH BIEFRIRAF ID FIEEXRETF E xR
ih X
MREBESH PersonalH canada healthcare JIE=-/N
ealthNumber number, msp number, care

number, phn, soins de
santé

SR REE(E S (PHI, Protected Health Information) Zi3E 35 8 gy B IEAR IR ARN
TRIETIUEZRPRERFE (PH ) BIERT R ERANBTERRAF Amazon BIRER
(ARN) .

PHI Zi#EFRIREF ARN

arn:aws:dataprotection::aws:data-identifier/DrugEnforcementAgen
cyNumber-US

arn:aws:dataprotection::aws:data-identifier/HealthcareProcedure
Code-US

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceCard
Number-EU

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceClai
mNumbexr-US

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceNumb
er-FR

arn:aws:dataprotection::aws:data-identifier/MedicareBeneficiary
Number-US

arn:aws:dataprotection::aws:data-identifier/NationalDrugCode-US

arn:aws:dataprotection::aws:data-identifier/NationalInsuranceNu
mber-GB
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PHI Z#EFR1RF ARN
arn:aws:dataprotection::aws:data-identifier/NationalProviderId-US
arn:aws:dataprotection::aws:data-identifier/NhsNumber-GB

arn:aws:dataprotection::aws:data-identifier/PersonalHealthNumber-
CA

MAEBER (PI)
CloudWatch AEBIBRP AU KRBT LB N AFBER (PII),

MRBIGE 7 HIFERPFEE |, MFEiL CloudWatch BERAN FHAMHEME , A EHBLBAHEIEENEK
EFRRAF. BLERAF Countries and regions ( ERFM#[X ) 5 E BIBEER D LA ELRERREFEM
MANFRBHER/M XA , RN XL ERNEXHNENXET,

iR BAEFRIRAF ID REXET ExRM EES
#[X 4l

H4E B DateOfBirth dob, date of birth, 1 XEFS
birthdate , birth PN
date, birthday, b-day, WA
bday B,

Bt iy
BHF
AR B
FMA
BB
H94R
B
HEHALA
]
AR zZE
%, &
AT (/
) X
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BAERE BIEFREF ID FREREF ExRM EFES
# X I
&P
(-)
a8
Cdédigo de Enderegamento  CepCode cep, cédigo de B
Postal (CEP) enderecamento
postal, codigo de
enderecamento
postal
Cadastro Nacional da Cnpj cadastro nacional B
Pessoa Juridica (CNPJ) da pessoa juridica,
cadastro nacional da
pessoa juridica, cnpj
Cadastro de Pessoas CpfCode Cadastro de pessoas ==1ic)

Fisicas (CPF)

fisicas, cadastro
de pessoas fisicas,
cadastro de pessoa
fisica, cadastro de
pessoa fisica, cpf
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Amazon CloudWatch A&

e L

B. TRAMNXBFEAT
TENERMX, BXiF
MES , FZHRATEE
¥ Drivers license identific
ation numbers ( Z 30 8
RES ) Fo

electoral
electoral
electoral
electoral
electoral

#,
number,
roll #,
roll no.,
roll

number, electoral

rollno

iR BARFRIRA ID

B EEIRR S DriversLi
cense

ERBMES Electoral
Rol1lNumber

MNAGEE AR5 Individua
1TaxIdent
icationNu
mber

B, TRAINKXBFERATHT
EHNER/MWX, BXiF4H
B8, BZREEATEEN
Individual taxpayer identific
ation numbers ( N AGF
AREF ) &

BExRM EE

X i

2 HE
R/
X. &
R F 4
R,
BEZ
Drivers
license
identific
ation
numbers
AR
vl

&Ko

RE

B,
p- =38
BE.
iz

B
pict
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Amazon CloudWatch BH& ArfEm
BiERH BAEFRRAF ID FIEEXRETF BExRM ZEES
X I
ERAEIT 5L InseeCode B. TRAMNXBFEAT ZEE
(INSEE, National Institute TENERMX, BXif
for Statistics and Economic MEES , FZHRATEE
Studies) # Keywords for national
identification numbers (
REMIESHRETF ) &Ko
ERBHIESE Nationall =, BXEAEE , BHS 'R, xXS#F
dentifica [ Z<F5 f5EH#Y Keywords B Documento
tionNumber for national identification F. &  Nacional
numbers (ERSMIESH ST de
KEF ) &Ko Identidad
(DNI)
Ral=5
( B3t
B IN
Codice
fiscale
codes ( &
KH )
MEE
-gvians
5 (&
E)o,
ERERKSE (NINO, Nationall insurance no., - ZE
National Insurance nsuranceN insurance number,
Number) umber insurance# , national

insurance number,
nationalinsurance#

,nationali
nsurancenumber
nin, nino
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Amazon CloudWatch B & AriEE
WIEERH BAEFRRA ID FTEX@ET ExRM ZEEE
i [X I
Numero de identidad de NieNumber B. TRANXBFEATET BEIS
extranjero (NIE) BENER/MX, HXxFH
R , BZRALT EHEN
Individual taxpayer identific
ation numbers ( N AZBL
AREIS ) &Ko
Numero de Identificacion NifNumber Bo TRANXBFEATET BEIS
Fiscal (NIF) BENER/MX, HXxFH
R, BZRALTEEN
Individual taxpayer identific
ation numbers ( ™ AZBL
AR5 ) &
PRES PassportN 2. TRANXBFEATT MNE
umber BIRWER/MX, EXRFH X, &
R, BZRALATEENYF B, &
BESBHNXEFTR, . B
KFI,
75 3E
i
E., %
E5]
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Amazon CloudWatch B& AriEE

HiEER AEVRREF ID MEXEF ExRM FE
b [X I
KAEBESH Permanent carte résident ngx
Residence permanent , numéro
Number carte résident

permanent , numéro
résident permanent

, permanent resident
card, permanent
resident card
number, permanent
resident no,
permanent resident
no., permanent
resident number, pr
no, pr no., pr non,
pr number, résident
permanent no.,
résident permanent
non
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BIERR BIRFRIRAF ID FIEEXRETF ExRM EEE
i [X I
BiE5g PhoneNumber B XEFEDHE B, XBiE
: cel, celular, fone, m ME EEW
residencial ., numero K., & ®R&®H
residenci H, & &51%
al . telefone H. & MZE
KF, 518,
= i TP
fto: cell, contact, fax. 5 @ m=s
number, mobile, phone, H., £ ENE
number, tel, telephone TET
. telephone number = R %
SEE
R/
XA
B, 0
Rxg
FHFT
FIEH
=,
T A5
MaE
E =R/
b X A%
B,
BB B 4w 55 PostalCode 7 Y=
Registro Geral (RG) RgNumber 2. TENXBFERATFT BEAE

ENERMEX, BxiFHE
B8, BZREATEEN
Individual taxpayer identific
ation numbers ( N AABL
ARAE ) &Ko
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BiERRE BIEFRIRAF ID FimRx@s ExRM EES
X I
#H 2R B (SIN, Social  Sociallns canadian id, numéro JIE=-/N
Insurance Number) uranceNum d'assurance
ber sociale, social

insurance number, sin

#HRESE (SSN) Ssn FEIESF - nimero 75 3E
de la seguridad 9. %
social, social E

security no.. social
security no. numero
de la seguridad
social, social
security

number, socialsec
urityno# . ssn, ssn#

%E - social
security, ss#. ssn

MHEANRBSHSES TaxId 2. TEINXBFERATF ZEEH. XaE
BENER/MX, HXxFH #EE, TIN(E
BE , BEZAEXTEEN mHMT BH) ;
Individual taxpayer identific . ®E S
ation numbers ( N AB teueriden
AREIE ) &Ko tifikatio
nsnummer (

Vi
=

H) ;
CIF ( 7

TE

)

UK
TRN, UTR ( %
E)o
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HiERE

R X 4w 85

R 25 b 31t

B, - BB 44 3t 1

TR ID

ZipCode

Address

EmailAddr
ess

e L

zip code, zipt4

ExRM
X

xE

£

xE
R B 4
LS

REX
BFH
JEME
, B4
S 72
ERity
nag
W
ith SRV
B
R BB B
YEg,
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HiERE

2IKEMN RS (GPS, Global
Positioning System) 245

TR ID

LatLong

FREXET ExRM

X

coordinate |, 1
coordinates , lat

long, latitude

longitude , location,
position

CloudWatc
h a5
SGEM
KEL
N2 A
T+
BXH

+ 3 &l
(DD)
B,
il zn
41.948614
. -87.6553
11, W
BEA
B
GPS

B FRo
Fx#F
XAE

+

G2ba)
(DDM,
Degrees
Decimal
Minutes)
i
AR
il zn
41°56.916
8'N
87°39.318
7W ,
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HiERE BAEFRRAF ID FREXET ExRM EESE
#h X I

1253
BE
¥
(DMS,
Degrees,
Minutes,
Seconds)
i
AR
il zn
41°56'55.
0104"N
87°39'19.
1196"W,

=4 Name ¥ F4n] CloudWatc
h B&

ok
Eﬁb

oWl
B, R
XL
TF/
%o
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BIERR BIRFRIRAF ID FIEEXRETF ExRM EEE
i [X I
EHIRBISE (VIN, Vehicleld Fahrgestellnummer , 1 CloudWatc
Vehicle Identification entificat niv, numarul de h B&
Number ) ionNumber identificare , Al LA
numarul seriei de pfzz
sasiu, serie sasiu, 17 4>
numer VIN, Nimero de FRIHY
Identificacdo do Fr 514
Veiculo, Numero de B HRF
Identificacién de & 1SO
Automdviles , numéro 3779
d'identification Pl
du véhicule, vehicle 3780
identification PRIERY
number, vin, VIN VIN,
numeris X LERR
HEEE
itk
£/,

BERHRARSHXET

NTRMNEHRBEHERNMRIABIE , CloudWatch Logs ER KX BFERFMHEIE, TRIHT

CloudWatch Logs IRBIVFEE R Mt XWX BF,

EzxREH X
BA R

XA

di# dl;, dl :, dino# driver licence, driver license,

driver permit, drivers lic., drivers licence,

driver's licence, drivers license, driver's license,

drivers permit, driver's permit, drivers permit

number, driving licence, driving license, driving

permit
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E SRl i X X

B2 3ih | fuhrerschein, fuhrerschein, fiihrerschein
republik 6sterreich, fuhrerschein republik
osterreich

e F Bt fuehrerschein, fuehrerschein- nr, fuehrersc

heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, fihrerschein- nr, fuhrersch
einnummer, fihrerscheinnummer, numéro
permis conduire, permis de conduire, rijbewijs,
rijpewijsnummer

R I RIIE NPeBO3HO CPEACTBO, CBMAETENCTBO 3a
yrnpaBneHne Ha MOTOPHO, CBUAETENCTBO 3a
ynpaBneHne Ha Mnc, Cymric, Wwodbopcka
KHWDKKa

JIE-N di#, dI:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit, permis de conduire

=%l vozacka dozvola
R HT adeia 08AYNoNG
Er A AE gislo licence, cislo licence fidic¢e, &islo Fidiskéh

o prukazu, ovladace lic., povoleni k jizdé,
povoleni fidiCe, fidi€i povoleni, Fidi€sky prukaz,
fidiCsky prukaz

B& kgrekort, kgrekortnummer
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B Rk ith X KB
0 AV juhi litsentsi number, juhiloa number, juhiluba,

juhiluba number

5= ajokortin numero, ajokortti, forare lic., kérkort,
korkort nummer, kuljettaja lic., permis de
conduire

E=E permis de conduire

=E fuehrerschein, fuehrerschein- nr, fuehrersc

heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, fihrerschein- nr, fuhrersch
einnummer, fuhrerscheinnummer

e oela 00rynong, adeia odigisis

& 7 # illesztéprogramok lic, jogositvany, jogsi,
licencszam, vezetd engedély, vezetdi engedély

FRZ ceadunas tiomana
ERF patente di guida, patente di guida numero,

patente guida, patente guida numero

7 fi 4 0 autovaditaja aplieciba, licences numurs,
vaditaja aplieciba, vaditaja apliecibas numurs,
vaditaja atlauja, vaditaja licences numurs,

vaditaji lic.
VA 3T vairuotojo pazymejimas
FRHRE fahrerlaubnis, flhrerschain
S EAh litenzja tas-sewqan
far= permis de conduire, rijoewijs, rijpewijsnummer
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RAriEmE

Bz X
=

aET

ZLEl

Hiig k5

Hi 7% el

[icp?i &7

X

numer licencyjny, prawo jazdy, zezwolenie na
prowadzenie

carta de conducgao, carteira de habilitagao,
carteira de motorist, carteira habilitagao,
carteira motorist, licengca conducao, licenca de
conducao, numero de licenca, numero licenca,
permissao condugao, permissao de condugao

numarul permisului de conducere, permis de
conducere

Cislo licencie, Cislo vodi¢ského preukazu,
ovladace lic., povolenia vodicov, povolenie
jazdu, povolenie na jazdu, povolenie vodica,
vodiCsky preukaz

voznisko dovoljenje

carnet conducer, el carnet de conducer,
licencia conducer, licencia de manejo,
numero carnet conducer, numero de carnet
de conducer, numero de permiso conducer,
numero de permiso de conducer, numero
licencia conducer, numero permiso conducer,
permiso conduccién, permiso conducer,
permiso de conduccién

ajokortin numero, dino# ajokortti, drivere lic.,
forare lic., korkort, kérkort nummer, korkortsn
ummer, kuljettajat lic.
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RAriEmE

Bz X

RE

xE

ERSGIESHXET

X

di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit

di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit

RNTRMNEMERBNERFMPIUEST , CloudWatch Logs ER X BFEXERFIIEEREIL, XTIE
Documento Nacional de Identidad (DNI) #RiR%F ( ®EESF ) . French National Institute for Statistics
and Economic Studies ( INSEE ) 73, BREERSMIESH , UEIEMEE ( RG, Registro Geral )

=8 (B ).

T5&%IHE T CloudWatch Logs iRFIF S EE Rt XX BT,

E xR X
i)
EE

P AL
registro geral, rg

assurance sociale, carte nationale d’identit
€, cni, code sécurité sociale, French social
security number, fssn#, insee, insurance
number, national id number, nationalid#,
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Bz X X1

numéro d'assurance, sécurité sociale, sécurité
sociale non., sécurité sociale numéro, social,
social security, social security number,
socialsecuritynumber, ss#, ssn, ssn#

=E ausweisnummer, id number, identification
number, identity number, insurance number,
personal id, personalausweis

BEARF codice fiscal, dati anagrafici, ehic, health card,
health insurance card, p. iva, partita i.v.a.,
personal data, tax code, tessera sanitaria

i} & dni, dni#, dninumero#, documento nacional de
identidad, identidad unico, identidadunico#,
insurance number, national identification
number, national identity, nationalid#, nationali
dno#, numero nacional identidad, personal
identification number, personal identity no,
unique identity number, uniqueid#

FRSBHNXET

ERNZFRBNIP RS , CloudWatch Logs ERKXBFEHBESEHEIL, TRIHBT
CloudWatch Logs R A4S EE R M it XX BF,

E xRt X KA
mEx passeport, passeport#, passport, passport#,

passportno, passportno#

EE numeéro de passeport, passeport, passeport
#, passeport #, passeportn °, passeport n °,
passeportNon, passeport non
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E R X XA
®=E ausstellungsdatum, ausstellungsort, geburtsda

tum, passport, passports, reisepass, reisepass—
nr, reisepassnummer

EXA italian passport number, numéro passeport
, huméro passeport italien, passaporto,
passaporto italiana, passaporto numero,
passport number, repubblica italiana passaport
o}

P ST espafa pasaporte, libreta pasaporte, numero
pasaporte, pasaporte, passport, passport book,
passport no, passport number, spain passport

ZE passeport #, passeport n °, passeportNon,
passeport non, passeportn °, passport #,
passport no, passport number, passport#,
passportid

=E passport, travel document

MBARBSNSESHRRETF

ATRNEHRBENATRAF B MSES | CloudWatch Logs EXRXBFEHFMHIE, TRIET
CloudWatch Logs R 3 4% E B R #th XX B T,

ExReH# X K

=i} cadastro de pessoa fisica, cadastro de pessoa
fisica, cadastro de pessoas fisicas, cadastro de
pessoas fisicas, cadastro nacional da pessoa
juridica, cadastro nacional da pessoa juridica,
cnpj, cpf

EE numéro d'identification fiscale, tax id, tax
identification number, tax number, tin, tin#
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RAriEmE

Bz X

PEEEST

xE

X

identifikationsnummer, steuer id, steueride
ntifikationsnummer, steuernummer, tax id, tax
identification number, tax number

cif, cif numero, cifnUmero#, nie, nif, nUmero
de contribuyente, numero de identidad de
extranjero, numero de identificacion fiscal,
numero de impuesto corporativo, personal tax
number, tax id, tax identification number, tax
number, tin, tin#

paye, tax id, tax id no., tax id number, tax
identification, tax identification#, tax no., tax
number, tax reference, tax#, taxid#, temporary
reference number, tin, trn, unique tax reference,
unique taxpayer reference, utr

MAPABAIRBIS (itin, i.tin.)

MNABBER (Pll, Personally Identifiable Information) Y Z#EFRIZAF ARN

TRIETEALURMEBFERF REFNNASHEE (P BIE/RREH Amazon BIREB R
(ARN ) ,

Pll B#EFRIRAF ARN

arn:aws:dataprotection:
arn:
arn:
arn:

arn:

aws

aws

aws

aws

:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

:aws:data-identifier/Address
:aws:data-identifier/CepCode-BR
:aws:data-identifier/Cnpj-BR
:aws:data-identifier/CpfCode-BR

:aws:data-identifier/DriversLicense-AT
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RAriEmE

Pll ##E xR %F ARN

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws

arn:aws

arn:aws

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

cdws:

cdWs

<dWS

cdws:

cdWws

<dwWs

cdws:

cdws

<dWS

<dwsS

cdws:

<dWS

«dWsS

cdws

< dWSs

< dWS

cdws:

. dws

. dWs

. dws

data-identifier/DriversLicense-AU
data-identifier/DriverslLicense-BE
data-identifier/DriverslLicense-BG
data-identifier/DriversLicense-CA
data-identifier/DriversLicense-CY
data-identifier/DriverslLicense-CZ
data-identifier/DriversLicense-DE
data-identifier/DriversLicense-DK
data-identifier/DriverslLicense-EE
data-identifier/DriversLicense-ES
data-identifier/DriversLicense-FI
data-identifier/DriversLicense-FR
data-identifier/DriverslLicense-GB
data-identifier/DriversLicense-GR
data-identifier/DriversLicense-HR
data-identifier/DriverslLicense-HU

data-identifier/DriversLicense-IE

:data-identifier/DriversLicense-IT
:data-identifier/DriversLicense-LT

:data-identifier/DriverslLicense-LU
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RAriEmE

Pll ##E xR %F ARN

arn:aws

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

GB

arn:aws:

arn:aws

:dataprotection:

:dataprotection:

ficationNumber-uUS

arn:aws

arn:aws

arn:aws

arn:aws

:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection::

ionNumber-DE

arn:aws

:dataprotection:

ionNumber-ES

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection::
dataprotection:
dataprotection:
dataprotection:

dataprotection:

dataprotection::

cdws:

cdWs

<dWS

cdws:

cdWws

<dwWs

aws:

cdws

<dWS

<dwsS

cdws:

aws:

cdws:

cdws:

cdws

<dWS

aws:

<dWSs

data-identifier/DriverslLicense-LV
data-identifier/DriversLicense-MT
data-identifier/DriverslLicense-NL
data-identifier/DriversLicense-PL
data-identifier/DriversLicense-PT
data-identifier/DriverslLicense-RO
data-identifier/DriversLicense-SE
data-identifier/DriversLicense-SI
data-identifier/DriverslLicense-SK
data-identifier/DriversLicense-US

data-identifier/ElectoralRollNumber-

data-identifier/EmailAddress

data-identifier/IndividualTaxIdenti

data-identifier/InseeCode-FR
data-identifier/LatlLong
data-identifier/Name

data-identifier/Nationalldentificat

data-identifier/Nationalldentificat
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Pll ##E xR %F ARN

arn:aws:dataprotection::aws:data-identifier/Nationalldentificat
ionNumber-IT

arn:aws:dataprotection::aws:data-identifier/NieNumber-ES

arn:aws:dataprotection::aws:data-identifier/NifNumber-ES

arn:aws:dataprotection::aws:data-identifier/PassportNumber-CA
arn:aws:dataprotection::aws:data-identifier/PassportNumber-DE
arn:aws:dataprotection::aws:data-identifier/PassportNumber-ES
arn:aws:dataprotection::aws:data-identifier/PassportNumber-FR
arn:aws:dataprotection::aws:data-identifier/PassportNumber-GB
arn:aws:dataprotection::aws:data-identifier/PassportNumber-IT
arn:aws:dataprotection::aws:data-identifier/PassportNumber-US

arn:aws:dataprotection::aws:data-identifier/PermanentResidenceN
umber-CA

arn:aws:dataprotection::aws:data-identifier/PhoneNumber

arn:aws:dataprotection::aws:data-identifier/PhoneNumber-BR
arn:aws:dataprotection::aws:data-identifier/PhoneNumber-DE
arn:aws:dataprotection::aws:data-identifier/PhoneNumber-ES
arn:aws:dataprotection::aws:data-identifier/PhoneNumber-FR
arn:aws:dataprotection::aws:data-identifier/PhoneNumber-GB
arn:aws:dataprotection::aws:data-identifier/PhoneNumber-IT

arn:aws:dataprotection::aws:data-identifier/PhoneNumber-US
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RAriEmE

Pll ##E+RRFF ARN

arn:

arn:

arn:

aws

aws

aws

er-CA

arn:

arn:

arn:

arn:

arn:

arn:

arn:

aws

aws

aws

aws

aws

aws

aws

:dataprotection:
:dataprotection:

:dataprotection:

:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

onNumbexr

arn:aws:dataprotection:

cdws:

cdWs

<dWS

cdWS

<dWs

cdws:

cdws:

<dWS

cdws:

cdWws

. dws

data-identifier/PostalCode-CA
data-identifier/RgNumber-BR

data-identifier/SocialInsuranceNumb

data-identifier/Ssn-ES
data-identifier/Ssn-US
data-identifier/TaxId-DE
data-identifier/TaxId-ES
data-identifier/TaxId-FR
data-identifier/TaxId-GB

data-identifier/VehicleIdentificati

:data-identifier/ZipCode-US
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E A IRIE RN B ESH 2B

BRI LUBE 68 — MRS MERIFILBR RIBRMIFEFE A CloudWatch HER B EHIE, EIRFiERE
X7 &RIEF BERE CloudWatch £ BEBBFEBHRERMNRIFMER, CloudWatch B EME X LIEIRTH
LB B EBITEHRIR N BT CloudWatch 184r , B LGB RFREER.

HES B SRR CIRIERE , RAIBLER N ZERS BEEMENV, MREEEN , FRAEEEL
BifESFMANEEEBNEN. BEERFERFNEMHER.

AEEXLERNIREERN , B UEREMAREDN CloudWatch LT HE , SR BT UHLEITE
=

/N0

® Note

REHZBEEMERNENRER , FIFEATERNE D UREITHRE, NREFEREL
RRENATURERY , WHENEFARE , ZEANESUHRETRERTR, AXES
=8, FZHE L.

THFRFHETUEBH LT XFERE, FERFRAXETEUEERENSHNERBER. MRERR
BIET 50 17 , MRFELER LN EEE TERIENE , WFR&2ERXELT,

&

- B

. MR NERIEE

- BIEIEPRIEE R

« FHISPRIEE SR

- BIBRIEFR IR IE SR

B

BMERIRIE R EMBEUA T RBITRAMK !

]
&b
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BRIAE

R A SEREDICE B SN ERPREAERFEFANE. BLFHIREN 0, BB
BRESMXHANERFEHRE THE , BILEIAFETCERIEN R RN MR ER. WRE 1
DHEBERARERERE , W2 EEMAE.

MR E DB L BB TRER M IR EN , MEENZIERDBERINE.

HE
SERHE—SELERNREX, SUUFEESBRABTERFERFURNER. BTHER
BRI — AR — 82 , AtSINBSHREIME-NRI/EN , BB IZERE—F

TR,
TERFHRN
Xt CloudWatch B ENIMA@EREESN BESHFHBENFSHIL. flM, BEKE a2 E
. P, FRHESF, EAUEARAREERE ASRNFRTERNAR,
BB
R HE xR B SRS B M CloudWatch $EFREYBFR. BN, SEATBAK 40 28 A AV ISR

ErrorCount,
FEARn & ZE(H]

¥t CloudWatch 18+rHY B Frdn B Z21E,
BFRE

BRRDE B SN R AEERNRFE, o, MREENFEFE (W Error’) By HIUREEAT
T8, NIl —X , ZEHFEM T, IRBUECHNFT TR , EUURBERASEHAPHE
HYSERR 1 R 1.

I ik SR MR B R

(® Note

MR IEE T A WNAER Amazon Logs Insights Zif]iE § &) CloudWatch BEAME
B, BZAERIEE.
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RSB B ERRIAR A AR XASHPNFRE , A SBERRNER. SERBLERGEEF
HAEER , EREINERNITR, fla, ERLEE —MEFRFIEFAF LT ERASHH £7F ERROR
H LAY IR B

BRI ARIEF R D BB U MERE, flin , MREQET —NERTFESYE |, ZFESRBEITE T 217
ERROR EZHFAEHHHIARE , AT LAIEER N ErrorCode WEE | LEREESH1F
ERROR MR ASZEHEE , HIRBREWERRBIFIERIEE,

® Tip
NERSEENER  FHRREBEEEBNEN, NMRBEEREN , NENEXRAIBELEEN,

F&

« EABERFEACERASHINFE

« EREIRIEER A ICE FiE FM JSON FASEHFIREUE
- ERAERBERGENER D R B EE4PRIE

« NERFERHEERERE

« EAXE JSON UKD B FKASHNERR B EE
« ERAFASHPHERBINERNE

e R R AR R ZASHFPRFE

TEEFAHRAMK T ERFEFREARCEZASHTINFZENEER FATUARER, ERNEER
HFE. CAEZCENFACRMERAEN, BERFEANEEESEELNFANRKASH, R
A BAFE CloudWatch 24| & AT ERER, AT RABSMABE , XERBRER T IAELR HE
FHEATERASHPNFE,

(® Note
MEFHEAR D XPNE, FESEFRRFZFHNBEBREENFRAANGISELER (™).

| PCELE AT

THHRBRERT ENFAFEFAEXNRE  ZENEEHEHHEEZE 7R ERROR WA
FAEBH,

ERAMEFFERNTCEZASHFNFHE 145



Amazon CloudWatch B & AriEE

ERROR

TFRFHERACEZASHER , fIMATARE :

 [ERROR 400] BAD REQUEST

* [ERROR 401] UNAUTHORIZED REQUEST
 [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

Rl EE AN F

THNRBRERT SN FEAMERAEXN R, ZEXBREEFHEEZEF1E ERROR M
ARGUMENTS HWAIERASH,

ERROR ARGUMENTS
BIEFHREZAZHHEE , I THREA :
« [ERROR 419] MISSING ARGUMENTS
« [ERROR 4207 INVALID ARGUMENTS
RIAZHEXTR2REUTEZFAEZMHEE , FACITEERERHEXPIEENHNFH,
« [ERROR 400] BAD REQUEST
« [ERROR 401] UNAUTHORIZED REQUEST
I CELEANFZ AN FE
A LFERAEXCHERXCBERREBEENNZNFANZASHNFESGER, EEETENFEH
HEMS (") THMNRBABRNERFERGERN—NRA , eFIREEEHREZE %[ ERROR
5 ARGUMENTS WrTE B EE4,
?ERROR ?ARGUMENTS
AR HEXCHEZAZHES A THE

 [ERROR 400] BAD REQUEST
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 [ERROR 401] UNAUTHORIZED REQUEST
* [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

I EEREEE

THNARBRERT HFEFAEAN RS , ZEANEDEHHEE LS RFHAEIE INTERNAL SERVER
ERROR MR A S 4,

"INTERNAL SERVER ERROR"

HIEFRAERNREUTRASZSHHESE -

 [ERROR 500] INTERNAL SERVER ERROR

M BRENBERRF A

BA LA EBIERAER  ZEXREAFZAZH  HhWEEEE - EFRHEREMFIE, EEEHE
BREOFHIRERS (") FTHNRBEIERTHESXGERNNTRA  ZENREEFHEEESEFAE
ERROR H ik F1a ARGUMENTS HIFEAE 4,

ERROR -ARGUMENTS

HEFHERNBREZFASHER , fIMATARRE :

 [ERROR 400] BAD REQUEST
* [ERROR 401] UNAUTHORIZED REQUEST

HFIEZHEERTFTLBREAUTEFASTHER , ERAENEEE1E ARGUMENTS,

 [ERROR 419] MISSING ARGUMENTS
 [ERROR 420] INVALID ARGUMENTS

R SERIEE

A ARG SERERAZSHFHAEAT. TANRKBRERT HEFAEXN R , ZEXRE AT
BERAEH.
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£ BRI IR SR A LB F 1R N JSON FASHFIRIE

ERHERMHRESHERMEANEE, SR CIRERFERAUCERASHPNTFE , HF
AEBIEERNIER. SEFRERGEFAEERRN , S UEMERN TR, BRBERENER
FERESRHERPE LN FACE, B E CloudWatch 261 & R IERTFIE SR M. BB BIE
ERIRESS , UEEFFEFM JSON ZASHHPRIE. UTREAELRT EQEF/RRNBFEN
JSON i L Ry FE PR Ik R F 1B %o

R PUBF AT R R B AR IR SR A

IEA LA BB EARIRIA SR AR AILE JSON RASHFNFRE, UATREBRERTETFRBMVIERE
LS EE RO

{ PropertySelector EqualityOperator String }

RARES (") HEFRFERHEER, ETFHENERBERGLASEATIHS
- BHERESR

REAFSERAR ("$.") REDEHEFER, BEHEESEFZRRZFNE , CEIFEZH (")
MR (") Z68. FRBAIXEFNFERE. BHEESRER JSON RAEHPHETR, BT
RAULRFRBHBT. AN ERBHEESR R, BATHARE/NETHHNESRE , IR
APNE—ITRRERTRO, F-IMTRRTE 1, MURHE, SARBERS (") F. NREH
BEBREORAINR , WiERFERASAERAFTEE. 0R JSON BHIEAR (.,
WA BAMERE S RN EREFZE M.

- E5EEH

ERAUATHSZ—REFEFSEEN  ET ("=") AFET ("="). FSEEMEEFRE (true R

false ) o

. PR
FBAILANES (") RFRABEER, SSRFERFFRNTIELFS UANHMEBE N FRFHR L
MBEXRBISH, FAES (") ERNBERRITE XA,

LTRBRESERBEREN RO, R T AT AR CIEIRTEIE R4 LR JSON Fif 5771 &
ofL,

fERIEPR TGS B F A H M JSON FASEHFREUE 148



Amazon CloudWatch B & AriEE

{ $.eventType = "UpdateTrail" }

Rl BRFEEE NIRRT

IEA LA BB BRI IA SR ALE JSON RASHHINHRFE, ATRBRERT ERFETE ISR
TEIR R E R TS

{ PropertySelector NumericOperator Number }

RARES (") BERFERHEER, SRFECENERBRERGSTIEUTED
- BiEERES

REAMNSHERAR ('$.") REIELERR, BHLAERSEFIRFTZNE  CEXFEZH ()
MTX% (") 8. FHEFIXBFNZREE, BHEFEHRER JSON RASHFHET R, ET
RALRFRBHNT. AN ERMERESRE. BHATHARERBMNETHNESRE , K
PANE-IMRRERTEO, BESIMRARERTE 1, MR, RARRERES (") F. UREH
ERB[EARASINR , WEFRBERGSBEEART TR, MR JSONBHEEAR (.,
MAIAMERE S RFERER LR,

- WEZER

BALTHSL—REIRFEES KT (>"). MF (<), &F (=), FEF (1="). AFEF
(">=") FAFETF ("<="),
. WF

BEEREENS ("+") WAS (") FENBEBHERMFEHE, FHES (") FABERR
PE T

LTREBRESRE , 277 W MR LEEPRIEE SZ 4 LR JSON FiHRERFEITE,

// Metric filter with greater than symbol

{ $.bandwidth > 75 }

// Metric filter with less than symbol

{ $.latency < 50 }

// Metric filter with greater than or equal to symbol
{ $.refreshRate >= 60 }

// Metric filter with less than or equal to symbol

{ $.responseTime <= 5 }

// Metric filter with equal sign
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RAriEmE

{ $.errorCode = 400}
// Metric filter with not equal sign
{ $.errorCode != 500 }

// Metric filter with scientific notation and plus symbol

{ $.number[0] = 1le-3 }

// Metric filter with scientific notation and minus symbol

{ $.number[0] != le+3 }

LA JSON HESHHFHFiA

LT ROBERBE , XERBRETR T ERBARFNMAE JSON FASHHHFRTE,

APl . JSON FAEH

{
"eventType": "UpdateTrail",
"sourceIPAddress": "111.111.111.111",
"arrayKey": [
"value",
"another value"
1,
"objectList": [
{
"name": "a",
"id": 1
1,
{
"name": "b",
"id": 2
}
1,
"SomeObject": null,
"cluster.name": "c"
}
@ Note

WMREFERRH JSON RASHN X ROERFESRME |, MARELTHAA RS JSON H

AN

=
/N o

R B A SRRV R PR IR SR A

fERIEPR TGS B F A H M JSON FASEHFREUE
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RAriEmE

ERFEEZGESEM "eventType" A FRFE "UpdateTrail" T,
{ $.eventType = "UpdateTrail" }

R PCEC R T B R AR IR SR A

BFRGEZESEERETHSEM "sourceIPAddress" It , AN ERELESHEIER
"123.123." BIEE,

{ $.sourceIPAddress != 123.123.* }
RO BEBA D TR R IER IR IR R4
FERFEESRGSEA "arrayKey" FHITTE "value" TE,
{ $.arrayKey[0@] = "value" }
IO EEA PR RICE RV ISR IR IE R4
FEFRIFIERGSEA "objectList" RHIXIR "id": 2 TE,
{ $.objectList[1].id = 2 }
Bl : % JSON B ST R (.) LR AL R

{ $.['cluster.name'] = "c" }

R £ IS PUEL JSON B ERVIEFR IR S4

B LARIBIERIE RS , ©I1FER IS TEMCH JSON BEFNFER, ISETETULREITSE
NULL. TRUE =% FALSE B E., THERVIEFRIFESHFHRE SomeObject BI{EHR NULL B9 JSON H

o

{ $.SomeObject IS NULL }

A~ fEF NOT EXISTS Eft JSON HEMIEPRIEIE KM

SETLAGER NOT EXISTS ZEGIEBEREERMS , LURE BSBEF AR EFERR JSON BE,

THEHWIERFERGREER NOT EXISTS BREIFAEEFE SomeOtherObject # JSON BHE,

fERIEPR TGS B F A H M JSON FASEHFREUE
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{ $.SomeOtherObject NOT EXISTS }

@ Note
BRifAXiETE IS NOT F EXISTS,

EAEERANEE JSON N RHHFiA

A AR PR TR SR E 2 BBIZ EAF AND ("&&") M OR ("||") REOIBZEAANREZRMA true

MERABHNESREN, EEREAZFERAES (")) MUATSENRERF : () >8& > |lo AT
RMIEZERBER , REABRERTIMAEAEAESREXWIEIRIE IR RITE JSON N RHH
Fid,

il - JSON FF &

{
"user": {
"id": 1,
"email": "John.Stileseexample.com"
},
"users": [
{
"id": 2,
"email": "John.Doeeexample.com"
I
{
"id": 3,
"email": "Jane.Doe@example.com"
}
1,
"actions": [
"GET",
"PUT",
"DELETE"
1,
"coordinates": [
[0, 1, 2],
[4, 5, 6],
[7, 8, 9]
]
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}

APl A AND (&&) PEELHY RIXT

ERBERGIEEeRAN , ZREAKXTE "user" FH "id" (HFEHN 1) M "email" FHY
"users" ( F&FHEN "John.Doe@example.com" ) o

{ ($.user.id = 1) && ($.users[0].email = "John.Doe@example.com") }

&I A OR (||) B RER
ERBEZHESEEESRER , CE "user" B "email" ( FHEN

"John.Stileseexample.com" ),

{ $.user.email = "John.Stiles@example.com" || $.coordinates[@][1] = "nonmatch" &&
$.actions[2] = "nonmatch" }

Al A AND (&&) FIEELHRIAR

ERHERMHESTERIICEINESRER , EAZRERXE "coordinates" FHE—MHEE
ZABRAIE |, AR5 "actions" HEVE=/MRETIE,

{ ($.user.email = "John.Stileseexample.com" || $.coordinates[@][1] = "nonmatch") &&
$.actions[2] = "nonmatch" }

R fEA OR () TEEAYRIER

ERBERHFIELERICEINESRER , BRNZRERE "users" FHE—NEHETTHE ,
= "actions" A E = MRERITHE,

{ ($.user.id = 2 && $.users[@].email = "nonmatch") || $.actions[2] = "GET" }

EAERmESRENER DR B SE4PRIE

R BB ERRIASN | ZMERAREZUEZRIBHRASTHFER , ANFRIE. AT REE
EETRUZEHEIBHRASHNRBR, REFUEKRSBHFASHFZROVERIFESRMA | URIER
FEFHEMNUZEZR D B RASHZRPIRIE,

R LB D R R ASH

ERERHERFENZHE D IR B SS4HREE 153



Amazon CloudWatch B & AriEE

UTRBERERTUERIBHRASZH , EPIEEANTF
B : ip. user. username. timestamp. request. status_code fl bytes,

127.0.0.1 Prod frank [10/0ct/2000:13:25:15 -0700] "GET /index.html HTTP/1.0" 404 1534

(® Note
&S ("I MXNEIS (") 2B FZRFERANENFR,

R SEPRIER SR A

B RERFERN (ZHERFRFEUZKRDBHFIASHPNFZRANPRIE ) | FEIRHEL
FUHRES (I FBEX , AEEBHAES (") BANFR. UTERBERGETEMFER,

[ip, user, username, timestamp, request =*.html*, status_code = 4*, bytes]

UL ERREZER (>, <, = 1=, >=H<=) MES N ERERX , BT HIERFEESY
REZRMYE, EROIERFEESREF |, request T EEEA , BHESIIRNES .htnl K& , B
status_code BEBHAT , IEHTXIEREUA 4 FLWE,

MREFMEHEUEKR S BNFASHRRETNFTREE  WUNAERAEKS (..) K| AEAR®
HFER, ERSTUREZESIARTRSNFTR, UTROERHFEBSHIERFESRSE  ZHER
RN BT ROIEPR IR R S AP E RAVBT N R B F R

[..., request =*.html*, status_code = 4*, bytes]

BRI LAERZEZER AND (&8&) M OR (||) REIBZEERER, UTERBERFEEEESRE
X, ZRERXIEH status_code HEMME 404 410,

7

[ip, user, username, timestamp, request =*.html*, status_code = 404 || status_code =
410, bytes]

R R FERAE
LTRBERERTERBERENAEZR I BHRASHFZERPRINE.
{

"$bytes": "1534",
"$status_code": "404",
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"$request": "GET /index.html HTTP/1.0",
"$timestamp": "10/0ct/2000:13:25:15 -0700",
"$username": "frank",
"$user": "Prod",
"$ip": "127.0.0.1"

}

FEABEXCEREEAZR D BN FRASH RN FAE

R BME AR IR RO UER D RRVIERIEILESME , MEEBSEIRFNFE. ERAETFEEFER
B . fEA w1 RREME—DFIE |, SR w2 BUESR#E | RRTFEEFANIRF. £FiEZERE
ES ("o ATFRAIZERBE , ERTHMHEREESUZER S RNV IERFERMGESER.

R BRI PR SR
UT A2 RBHERFERHXREEPE - 2172 ERROR WEAEH.

[wl=ERROR, w2]

@ Note

Lo ZERAEATRNAZE D BOERRERGN  YAEEEFRANFEESZAET
¥ Hlan , MREGET —MEFRTRIEZM , BIREIS —NE1EN ERROR W BEEH , &
wl FHEFEEZEA w2 R

APl A AND (&&) # OR (||) P=EL 1A

BRI LAERZBIZERF AND ("&&") M OR ("||") 12 B RHMLZ RS R ERIFIESRAF. A TRz
Ko ROERFERGQIREFASEHN , HPEHHHE - E7EZE ERROR 5 WARNING,

[wl=ERROR || W1=WARNING, w2]

I M ICE T A B BR ]

BA LA BB E R D RINIEFREERY |, ZHERGLREHBR—IRZNZRNEASZH, T8
BRI FRBFIRNERES ("=") UATRBERIERTERBEREN RS , ZHEREREE —PFRF
£ ERROR #1 WARNING HFASE#,

[wl!=ERROR && wl!=WARNING, w2]
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NERTFESRAEEREIRME

BIRIEMRTFIE RGN , BUANENFEFHEXHIEEESNENRERERE. SUUEERERE
NEYF, TERRFREFRIRFF. NREREERIAE , WY EWIEFRIFIERMG RIKE TE A |
¥ CloudWatch F&IRESHIE. BIEZERN O, HBNUEEEREREE. RERANEEDTE AR
CloudWatch & #3#E , 3 CloudWatch F5 LR &S ZEFRFHIENR. CloudWatch B2 #C S MIkEE
¥rEo

HENERBERGEZIASHFRIEEDAN , E2REREEMNERN TR, MREERFESR
AR EICE I , W< CloudWatch & ZIEMRAIIMINE. Sl , EHNEEABIHRBRFICE ,
MER 1, REREEN 0, MRBERFERFES —2HANRNBRICKPEERE T EED , X
DHBEREN 2, NRERFERAESE D HARKIEMICRKPHEED , WiZo 4N RERE
B 0, MRRFEEDMAEERFEFFERBER , WERENXEEREEREREM,

R TR BIERIEIESA , FANKASHDREINVEMASRBRSERENER,. BXEZER  F
SR ERARASHDREREINERN{E,

fEFRE JSON S ZER D B FRASHRNERR M4 E

&R LAE A CloudWatch 12 %] &8 Amazon CLI B2 iEFRIFERM , URHEE JSON MELZEHK DR
M BESEHERNERNEE, EEREWEEN , fGEAT JSON M5 iYL R4EEN,
BALBERZ = NMERERN JSON MUZER DRI IERTIESRA. BREENESFERARBRANM
HEEIBEERNEER , BSAUTEHS -

« Amazon CloudWatch AAFEBHHN@@ R
« 1l - )\ Apache BEFHIREIFERHE A mazon CloudWatch BERAF IS D B4 E

/A Important

LETSWETANE , SEEENREE. I THLEEARA , FAENSERTER (Hln
IPAddress = requestID ) EERNEE,

MNFEAEHHREIRWEREZEEEIERESR, I THLEEANSIER , RBREESRGR
E—ERBRNEENEELERR 1000 MRV BF/MEX , Il Amazon AJEE AZIERHIESR
.

BHLCIRKEEE  BHEMMEER. BXESEER , B HEKSE SEERE Amazon
i

NERFEFAEEERME 156


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/ExtractBytesExample.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.htmll
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.htmll

Amazon CloudWatch B3 Tt
K HE JSON BESHNERRTEE

LT R B S #R A 1E JSON IE4RTR ISR s E 4 E AV LRD R

R - JSON RASEH

"eventType": "UpdateTrail",
"sourceIPAddress": "111.111.111.111",
"arrayKey": [
"value",
"another value"
1,
"objectList": [
{"name": "a",
"id": 1
b
{"name": "b",
"id": 2
}

(@ Note
MRIEERTH JSON FABHFN A RPIEIRIFIESRAE , W AHELTHAMATRE JSON B

=
/N o

I SEPRIEIR SR AT

B3 JSON ZAEHTEREM eventType M "sourceIPAddress" i , IEARTFE KM RGNS
FRo

{ $.eventType = "*" && $.sourcelPAddress != 123.123.* }

FEBIE JSON BRI MR , BUUEERBERHPNTABELHIEENEE. fli, BRE
eventType R4E , BEAUTAZR :

"eventType" : $.eventType
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RBIERZEEN "eventType" NEE , HEARPIFASHPLEERNERN "UpdateTrail",
ERRE AR DR B ESE4NIERRTERE

LU ROIBE#RMAE A2 D AV s if g R4 P i E4EN KB R,

R AR R R ASH

127.0.0.1 Prod frank [10/0ct/2000:13:25:15 -0700] "GET /index.html HTTP/1.0" 404 1534
T IEPRTE RS Y
[ip, server, username, timestamp, request, status_code, bytes > 1000]

HUZHEDBHORASHESHERFPEENEMFRE | EAREIARMEFEINER, fl0, B
BEERHEUZE DB RASHRERER AT ZENE,

{
"$bytes": "1534",
"$status_code": "404",

"$request": "GET /index.html HTTP/1.0",
"$timestamp": "10/0ct/2000:13:25:15 -0700",
"$username": "frank",

"$server": "Prod",

"$ip": "127.0.0.1"
}

EREBUZEE D RBAVIERTF AR |, B LUFERFIERGEPNEAFERIEENEE, N, BEiRE
server N4E | BEFERUTHAR :

"server" : $server

TOERRLRABEEN server WEE , FETHIZASHFLENEN "Prod,
EARASHFRREREMERE

BRBLBIBERBASRN  ZRERGRRBERASHPRINEFE, A2 PHEEERUT R
PIEHR T IE S A KB R 7T AR JSON A BB FER BB,

{ $.latency = * } metricValue: $.latency
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BIBEFRASH TR M ENERIEESRMS

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. EEMNSMBE®RD , %8 Logs ( BE ) , ARF%#R Log groups ( BEA )
3. &ESHeIZBEEA,

EXrAtZBEEANEER |, 525 Amazon BEAFIEETH CloudWatch B & # B2
CloudWatch A& 4,

IE$E Actions ( B1E ) , RF%E#R Create metric filter ( BIRIEFRIFERH ) o

3 F Filter Pattern ( fFit&4EX ) , @A { $.1latency = * }, RABEEE Next ( T—%F ) -
XIF Metric Name ( EEFRE# ) , B A myMetric,

3F Metric Value ( #E¥r1E ) , WA $.1latency,

( /& ) Xt F Default Value ([ REREE ) , A0, RFEE Next ( T—F ),

© N o 0 &

ENEZER O, tBWEEEREREE. RERINMEEBTEARM CloudWatch IREHIE , H#
CloudWatch BF Lt RESZFFMIEIR. CloudWatch 82 &L B IR E IR E,

9. i&#E Create metric filter ( BIEBISIRIFESM ) -

RBIFEPRIFE SR 5 RH) JSON RABHHNFIE "latency" FLh , H5F 50 WHFERHIIER

myMetric,

{

"latency": 50,
"requestType": "GET"
}

B fE PR Im 1L SR A
BTSRRI R B R T IR SR O e 5

=~

- 12 BSARIEFRIRIE SR M

« BB N EEEHHITIHE

« BB X FEEYHIURBH T I
« TPl Xt HTTP 404 REBHETITH
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https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html

Amazon CloudWatch B & AriEE
o R X HTTP 4xx REB#ITiHER
« Rl : )\ Apache BEFRIREFZERHADE4E

322 B RE N IERIFE R
EQEAEAMNERRIESRYE  BRITTIISR, EHEE—LEHESZH , ZERERATNL,
i CloudWatch 12 #l & SR PR IF L 25

$TF CloudWatch ##|& , M4k https://console.aws.amazon.com/cloudwatch/o

ESMBEKTR , %$F Logs ( BE ) , AF%E Log groups ( HEA ) -

%R ARAN BT

%3 Actions , RE1EFE Create metric filter ( BIRIBIRIFIERH ) -

X F Filter pattern ( THIERMAER ) , WA —RBERHER. BXEZEE , BSH HERMK

MEXFE,

6. (™ik) BEMREHNHESHFESR |, BE Test Pattern ( WiXERX ) T, A —DHZMHTF R
EXNBEEH., 8NMNAESHLIARRILH —1T. RITHFA T2 Log event messages ( B&
EHEE ) ERPNBEESEH.

7. &EENext ( T—%F ) , RENERFERGH AN

8. HERHMEMAEET , EESHAEZEF , MAEZEXFIBIRMN CloudWatch in B Z RN B R, MRZ
R ZEEEREE , FHRFRED Create new ( FTE )

9. XTF Metric name ( EFREH ) , AFEEIRBA B

10. X3F Metric value ( 3845 {E ) , REWERFERG EETERERGPBFTHHIUE , &
BA 1. NTEEHEHF—IMXBFNESNBESEH | LBESL 1 RIEE-MIZIER.
RNE , MATHE , fli0 $size, NTFEE size FRNENAESEH |, HIRELL size TR
WY B {E 79 18 218 INZ ¥R

1. (A& ) XF Unit (3847 ) , ERESEEMNERHNEN, MRREELMV , MEVLFRER
None,

12. (W& ) NEMBASE=EANEENENNTHE, IRFGLEESBRLERHTERGEENIER , W
TAENIXEIER D BEERRIAE,

o & 0 bd =

(@ Note
4 E{NE JSON S EAZE 8 2 FRRV IS PRIk SR P ¥ X Ho

B2 B RA M IEIR IR IR S 160
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13. 1&$F Create metric filter ( BIZBIERTFIERY ) o AUMNEMERRIECIBNIBERTFESRY, &
#Logs ( BE ) , ARFIEFE Log groups ( BELA ) » EBREHEHABIERFERENEETALANS
, REIEE Metric filters ( IBFRTEESH ) BRI+,

R X BEEHRITITR

REENBTEHEEZERENREN BESHRITITR, SURENAESARTITS , RelZE RN
EE"RNEMEE , IRREI BIERFESRG.

LT CLI R ilF |, B MyAppAccessCount 3 EVIEFRIFIEET N A T B K4 MyApp /access.log , JA
fE7£ CloudWatchap & ZE (& EventCount H 822 15#5 MyNamespace, ZifERHEEN SEMAE
HRRITE H L1 18 218 g iR,

£/ CloudWatch | & Bl2 5 PR iLas

1. 3TFF CloudWatch #Z#|& , Mt https://console.aws.amazon.com/cloudwatch/.

2. ESMERT , EFATL,

3. EERAXRANEMN.

4. %$F Actions, Create metric filter ( BIBISFRIFESM ) -

5. ¥ Filter Pattern ( i %&4# = ) A Select Log Data to Test ( B EN XM BEEIE ) RE R
6. % Next ( T—% ) , RIEXTF Filter Name ( fFiESHEF ) , B A EventCount,

7. £ Metric Details ( ¥§#riF4EE ) T , 3 Metric Namespace ( ¥R & Z=E ) B A
MyNameSpace,

8. XITF Metric Name ( #8458 % ) , A MyAppEventCount.,
9. Wi\ Metric Value ( 8%: B ) 71 1. XEBENFENEESH , T 1 £,

10. 3T Default Value ( BRIAME ) , A 0, RFIEE Next ( T—2F ) . BEMRAMETBHREEER
HI B SSHNEEBRABRERHE | B HI AN R ERIERN KSR,

11. 1%£$F Create metric filter ( BIZBIBIRTFIERH ) -
£ Amazon CLI IR IEFRIHIE M
EwTRRAL , STUTHS -

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
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--filter-name EventCount \

--filter-pattexrn " " \

--metric-transformations \

metricName=MyAppEventCount, metricNamespace=MyNamespace,metricValue=1,defaultValue=0

A UBEE R A EASASERN AL RE, ENZ2BI R ZERNBER
MyAppAccessEventCount,

£ Amazon CLI XS4 5E

EoTRRAL , BITU TSRS :

aws logs put-log-events \
--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \
timestamp=1394793518000, message="Test event 1" \
timestamp=1394793518000, message="Test event 2" \
timestamp=1394793528000, message="This message also contains an Error"

R 3 F R H IR B T

AEEHELELSLTETHNEERRE , TREXTRENKIIAMAER. Hlin , MREERE
KW, TRERESRIR , BFARIERI BENHF, EUFELRXERTHKANTHRERREBS,

EUTREIF | ST — MERMEIESRH RS Error XM, RESRIZEFFINE BHELA MyApp/
message.log. CloudWatch X F&ENEE Error WS4 , Logs 2 ErrorCount £ MyApp/message.log
A ZEE M CloudWatch BE IEHRAS —MNEER , HER 17, IR EEEAEHIEErorix
AN, MAME 0, HTE CloudWatch 12 H| & P4 HIZBIEBNER R | BSLAERBITRITRE.

BB IEARIRIESRM/E , ATBME CloudWatch 2% B R EF ZIElr. RRBEEEMNERN , FAREEE
HEMEERNERREER, BXESER , BEHEER TRAER.

5 CloudWatch 12 #l & SR PR 6L 25

1. #TFF CloudWatch #H|& , Mt A https://console.aws.amazon.com/cloudwatch/.
2. ESMERF  EEAT4H,

3. ERAXANEMN.

4. E$E Actions (324E ) . Create metric filter ( BIZISIRIFESRG ) -

5. X TF Filter pattern ( fEKHER ) , # A Error,

R X FIR M IR B AT IR 162


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
https://console.amazonaws.cn/cloudwatch/
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® Note
Filter Pattern ( AR HER ) PHMERBEHX 2 K PNE,

6. (WHE) ENHEBHFEESHES | BE Test Pattern ( WiRERX ) T, A—NHZMHE TN
EXNWBEEH, SMNAESHELANT—1TA , EARITRATE Log event messages ( A&
g'ﬁ:/ﬁzm ) *I:EF BF-‘-E H /u\gﬁ:o

7. & Next ( F—% ) , RFTE Assign metric ( P BLIE4: ) WL , X F Filter Name ( ik &M4H&
M), BA MyAppErrorCounto

8. 7& Metric Details ( IE#riF4ELE ) T , 71 Metric Namespace ( IE¥rin R ZEE ) A
MyNameSpace,

9. XTF Metric Name ( #8458 % ) , 8 A ErrorCount,

10. #1A Metric Value ( #8458 ) N 1, XEEXNTFENZEEror BESH |, ITHEL 1 £,
11. XtF Default Value ( BRIAE ) , BA O, RE&EE Next ( T—F ),

12. 1%$F Create metric filter ( BIZBIBIRIFIERH ) -

£/ Amazon CLI B2 IEIRIF RS
ERTRRTL , BTUATHS

aws logs put-metric-filter \
--log-group-name MyApp/message.log \
--filter-name MyAppErrorCount \
--filter-pattern 'Error' \
--metric-transformations \
metricName=ErrorCount, metricNamespace=MyNamespace, metricValue=1,defaultValue=0

BRI B EEE PR A S EError XN A B B4 N It 57 5K B8R .
5/ Amazon CLI X =4

Eﬁ% E/j_‘ﬁ% ) J\z )\T ap 'I'Jo /35? , *i_tlz j(/J\‘—_jo

aws logs put-log-events \
--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \
timestamp=1394793518000, message="This message contains an Exror" \
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timestamp=1394793528000, message="This message also contains an Error"

R X HTTP 404 RS EE1T 1T 4K

£/ CloudWatch B , A LAYS#2 Apache ARSSE5IRE HTTP 404 MR B RE , X2 ARKFITTHE
"I']}*ﬁ,ﬂo BOREFEEN TR , NN THRUSKRIFERTEFMERTRNME, BEABLRIERZ
R, E—NPEFIEHE URFE) HEBELUTER -

ERE IP it
RFC 1413 #$riR

* Username

« Timestamp

o FRFEURFEREY BRI
o XHERH HTTP 1o R

« BRAPEMOFZTH

*EF H /._,\'LE',iEI"J T_\QUZIUTFET_\ .

127.0.0.1 - frank [10/0ct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 404 2326

WA L EEE—IHN | R EEMRR HTTP 404 52 EH |, nTHIFR -
5 CloudWatch 2% & €2 1EPRIFIE RS

1. ¥TF CloudWatch ###|& , Wity https://console.aws.amazon.com/cloudwatch/,
2. HESMBERKF , %$F Log groups ( HEA )

3. i&#¥ Actions. Create metric filter ( BIZRIEFRIFIESFH ) o

4

3t F Filter Pattern ( JF%E&4#EX ) , A [IP, UserInfo, User, Timestamp,
RequestInfo, StatusCode=404, Bytes].

5. (WL ) BN EHFEESHES | BE Test Pattern ( WiRERX ) T, WA—NHZME TN
EXNBEEH, SMNAESBHSANT—1TA , BERRITRATE Log event messages ( B&
EHEE ) EhoRAESH,

6. %&#F Next ( T—% ) , RIEXTF Filter Nam ( Tk EE# ) , A HTTP404Errors,

7. 7TE Metric Details ( #8#5i#4HEE ) T , X F Metric Namespace ( IE¥ran & ZEH ) , A
MyNameSpace,
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8. XITF Metric Name ( ¥845& % ) , # A ApacheNotFoundExrrorCount,

9. WA Metric Value ( 845 ) H 1, XIBEXN FEAN404 ErrorS4F |, THEEL 1 BN,
10. XIF Default Value ( BRIAE ) , WA O, RFEE Next ( T—F ),

11. %&$E Create metric filter ( BIZBIBIRTFIERH ) -

£ Amazon CLI| Bl IEF¥RIFIE K4
ERTRRAGL , BTUATHS

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name HTTP4Q4Errors \
--filter-pattern '[ip, id, user, timestamp, request, status_code=404, size]' \
--metric-transformations \
metricName=ApacheNotFoundErroxCount,metricNamespace=MyNamespace,metricValue=1

LRPIRERTXFFRF , WERBES. NEISMNFRE 404, ZEAFTERN BEEHEETE
FRRERKEZATEN,

O] LAE A describe-metric-filters ii S RWIEIEFRIFIE RGN RIE, NEFXCUOTRENE L

aws logs describe-metric-filters --log-group-name MyApp/access.log

"metricFilters": [
{
"filterName": "HTTP4@4Errors",
"metricTransformations": [
{

"metricValue": "1",
"metricNamespace": "MyNamespace",
"metricName": "ApacheNotFoundErrorCount"

15
"creationTime": 1399277571078,

"filterPattern": "[ip, id, user, timestamp, request, status_code=404,
size]"
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WE , BUUFIHRH—EEHF

aws logs put-log-events \

--log-group-name MyApp/access.log --log-stream-name hostname \

--log-events \

timestamp=1394793518000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /
apache_pb.gif HTTP/1.0\" 404 2326" \

timestamp=1394793528000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /
apache_pb2.gif HTTP/1.0\" 200 2326"

HMEXLERYBEEHETRA , EBR ALY CloudWatch B HI &P B WIERKRERR
ApacheNotFoundErrorCount,

R X HTTP 4xx REEHEAITITER

MBTE A RBI—# | BFRE R EWIE Web FRSSTHF BEMEE HTTP WA RBEA. Sl , BAER
EBEFTA HTTP 400 ZWEHIR, BR , BUREAENE —MNRERBEENWIEIRIEILESAT,

ST R BUE TR WA B2 A 4515 8 B &R FTA 400 & 3) HTTP R SIH R , %15 H BARER R4
5t HTTP 404 REBH#ATIHE RAIFFE Apache 18 B EHE R,

5/ CloudWatch 4| & €I 1EPRIFIE RS

$TF CloudWatch #Z#l& , Mk https://console.aws.amazon.com/cloudwatch/,

ESMERT , EFBEE4A,

1%£$F Apache fRSE88) B LB B FRo

i%£$E Actions. Create metric filter ( BIZRIEFRIFIESRHY ) o

X F Filter pattern ( fExFKH#ER ) |, WA [ip, id, user, timestamp, request,

status_code=4*, size],

6. (ALE) ENXEBHFEESHES | BE Test Pattern ( WiRERX ) T, WA—NHZMHE TN
EXNBEEH, SNMNAESHSANT—1TA , BERRITRA TE Log event messages ( B&
EHERE ) EhoRBEEH,

7. BEENext( T—%) , REXT Filter name ( fFiERHEH ) , B A HTTP4xxErrors,

8. 71E Metric Details ( #8#5iF4ELR ) T , X F Metric namespace ( BB ZEE ) , WA
MyNameSpace,

9. XF Metric name ( IE#REH ) , A HTTP4xxErrors.

10. XF Metric Value ( #8458 ) , BA 1. XEEXNTFENMEE xx BRNWBEEH , TEU1 R

yilif

o K~ w0 Dd =
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11. XJF Default value ( BRIAE ) , A 0, RFEE Next ( T—F ),
12. %$E Create metric filter ( BIZBIEIRTFIESRH ) -

£/ Amazon CLI I {EVRIFIE &AM
EoTRRALL , BITU TSRS -

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name HTTP4xxErrors \
--filter-pattern '[ip, id, user, timestamp, request, status_code=4*, size]' \
--metric-transformations \
metricName=HTTP4xxExrors,metricNamespace=MyNamespace,metricValue=1,defaultValue=0

&R BAE put-event TE R AP AE R A T BRSO BE AN o 20 R BRBTHI AV EEIZMN |, N S 4EKF D
TEKER.

127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /~test/ HTTP/1.1" 200 3

127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:51:34 -0700] "GET /~test/index.html HTTP/1.1" 200 3

Pl M Apache HBEHRRIFERHDEEE

aut , FRASNMNEESHINEMFRERITBEREREIFEER. LRANFUOMAEIZRZEHN
LIt % & Apache Web RS 2545 WY =17 BRAV I ¥R

WREMNE B EEHH 7 NFERIEE, BRERE LN EEMNIFICHE, SR LERIHNE
metricValue FEAF R ZFRICHSIHRST,

B RBIE R R T W4 B 0 B4R S8 IE7E B B AV IS R,
£/ CloudWatch & & Sl2 5 FriFikas

1. FJFF CloudWatch ##|& , Wit 7 https://console.aws.amazon.com/cloudwatch/,
2. ESMERYP , EFATL,

3. 1%&$® Apache FRFE5H B EHH B

4. %$E Actions, Create metric filter ( BIBISFRIFESM ) o
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5. XTF Filter pattern ( fFiESH#ER ) , @A [ip, id, user, timestamp, request,
status_code, size],

6. (mik) EMREBHHEESZHEER |, B Test Pattern ( WidEX ) T, A—PHZAHTF N
BEXWAEEH. SNMNEAESHLXTINT—1TA , BARITHAATE Log event messages ( B&
EHEE ) EhoRBEEH,

7. BEENext( T—%) , REXT Filter name ( FEERHBF ) , BA size,

8. 7t Metric Details ( IEfRFHELR ) T , XTF Metric namespace ( #ERFEZEMRE ) , WA
MyNameSpace, AAXE—NFHWan B ZEE , iHEARSIEF Create new (FTE),

9. X¥TF Metric name ( #E¥RE# ) , #i A BytesTransferred

10. XIF Metric value ( 3E#51H ) , #iA $size,

11. XFF Unit ( 842 ) , %&$F Bytes ( FT ) o

12. XJF Dimension Name ( £E &% ) , A IP,

13. X¥F Dimension Value ( 4EH ) , BA $.ip , ABEZFE Next ( T—F )
14. %$E Create metric filter ( BIZBIBIRTFIERH ) -

£/ Amazon CLI BI2 ZIEFRImE R M

EaTRRFL , BTUTHT

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformation \

metricName=BytesTransferred, metricNamespace=MyNamespace, metricValue=$size

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformation \

metricName=BytesTransferred, metricNamespace=MyNamespace,metricValue=
$size,unit=Bytes,dimensions="'{EventType=$eventtype}"'

(® Note
EitsoH  ERALBREESNMEE,
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RAriEmE

aws logs put-metric-filter \

--log-group-name my-Llog-group-name \

--filter-name my-filter-name \
--filter-pattern 'my-filter-pattern' \

--metric-transformation
metricName=my-metric-name,metricNamespace=my-metric-namespace,metricValue=my-
token,unit=unit,dimensions="'{dimensionl=$dim, dimension2=$dim2,dim3=$dim3}""

\

&R BATE put-log-event & 1i& HE A LA T BRSNS e AN . 20 RAHIERBT6) P AV M IEAN | MK

AT R R,

127.
127.
127.
127.
127.
127.

S © © 0 6
S © © 0 6
R PR R R

[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:
[24/Sep/2013:

Bl i $E PR O %k SR A

&R LAS L B S A RV B SE PRI IE S o

11:
11:
11:
11:
11:
11:

49:
49:
50:
50:
50:
51:

52
52
51
51
51
34

£/ CloudWatch 2| & 51| HH {5 ¥R i 1 85

-0700]
-0700]
-0700]
-0700]
-0700]
-0700]

"GET /index.html HTTP/1.1" 404 287
"GET /index.html HTTP/1.1" 404 287
"GET /~test/ HTTP/1.1" 200 3

"GET /favicon.ico HTTP/1.1" 404 308
"GET /favicon.ico HTTP/1.1" 404 308
"GET /~test/index.html HTTP/1.1" 200 3

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESmMBE®KD , EEFEAEAH,
3. ERREHRNBEETAETIERS , £ Metric Filters ( IEFRIFIESRM ) BIFIRRFRZHEEE,

Log Groups > Filters for ( BE4A > fik st ) BR5IH 5% B EAXRKOFABERHEERR M.

£/ Amazon CLI 5l tH 8 4R i % S 44

ER SRR , =

T e -

aws logs describe-metric-filters --log-group-name MyApp/access.log

THRRHREE

P ISR T S
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"metricFilters": [

{
"filterName": "HTTP4@4Errors",
"metricTransformations": [
{
"metricValue": "1",
"metricNamespace": "MyNamespace",
"metricName": "ApacheNotFoundErrorCount"
}
1,
"creationTime": 1399277571078,
"filterPattern": "[ip, id, user, timestamp, request, status_code=404,
size]l"

) B 44 0 1k S A
%M A S A THEN A SAWE.
7 CloudWatch He# & BB 547 7 28

1. 3$TF CloudWatch ###|& , MR https://console.aws.amazon.com/cloudwatch/,

2. ESMBERKT , BEFBEEH,

3. EAZBRBEHBM Metric Filter ( IE#rImESRMY ) it , N BTHERERBERENYE.
4

£ Metric Filters ( EMFERMY ) BREH , EPERBRABEREFB MR ANNELE, AFEE
Delete ( MR ) o

LRERRFITHEIAR , % Delete ( HIBR ) o

o

£ Amazon CLI M BRIEFR T ik St
Eo TR , BITU TSRS :

aws logs delete-metric-filter --log-group-name MyApp/access.log \
--filter-name MyFiltexrName
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£ AT B SE Rt AL 22 B S 3E

B LAE AT FSRG | 3K B CloudWatch HEK B EEHHRMIRE | HNHEAmIEMRS |, Flunl
O Kinesis . Amazon Kinesis Data Firehose i , Amazon Lambda= & AT BE XA, 9=
HFEMRE, HEFABHRZEIBRCIINERSE |, 422 base6s HIBHFEMA gzip &K
HITESR,

ERFRITRBESSH , FSUERA TEREHNZERER , HlIN Kinesis Data Streams o 1T F kS
BENLTHiEZEER (ATHEERIENAMazon RN BEEH ) | UREXEER BEEHFRZE
BHER,

BNMNATABRZ REAR N EERBENITRARER A,

(® Note

MREMFBRFEETEHNER , SINRERESIATEXNRSFE (B0 HTTP 5xx ) , N
CloudWatch B &ML FiHZ XK 24 /MEt, CloudWatch M REFIRZRFAIERM IR (B
m=R ) , MEEFLZHEMZIE, AccessDeniedException ResourceNotFoundException

CloudWatch BEXRSERBEXFT HEEHEXATTRM CloudWatch %5, BXEZEER |, HFSH
Amazon CloudWatch BEIEHRMEE,

&8 a] LAE A CloudWatch HEIT F#4¥ B AR IR F 356 #h7k /& # 2] Amazon S OpenSearch ervice
£8. AXEZFEE , B2 N CloudWatch HEEIE RN & HE] Amazon OpenSearch Bz

&
B=

« fE£ CloudWatch BE1T T ER
- BENRER BT

B

FMTRMRIEFAEMBEULA T RBITRAMK :

i

ap

171


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Logs-Monitoring-CloudWatch-Metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html

Amazon CloudWatch B & AriEE

BEHEER

ERTHEMERGERBKINBEEE, LA ATANMEESEHBIITABERANAR , &5
ZIEIR A ICEC Y B SRR f BRI B B SRS HRY B AR ARSS

Tk FRME
%t CloudWatch EIFE}"'ZZEIﬂﬁFr%F%AEIFE?#EFE’J%IEE’JHF}HL LA K BR #il4% 1% 2 B #rAmazon
RENABRNFTERER. BXMBEZXUHERNBENESEER , BS5H HEREMERIEE,

B ¥ ARN

E AT ER/ B FM Kinesis Data Streams . Kinesis Data Firehose i3, Lambda B Z /Y
Amazon BIRE (ARN ) .

At ARN
—/N 1AM A€ | ©[E CloudWatch Logs B FRHBBEBHRAFIE BFRATENNR. Lambda BT FE
EWAE , BR CloudWatch BETLAM Lambda B2 & 895 Bl 32 418 B R IR B X ENNE,
P E

% B#r2 Amazon Kinesis Data Streams RAHMRE , A TN B EHREIE R BN G E. BRiNE
MT , BEBRZEER®TIHE. N TRUEEHINDE !&TMR‘IEI%?&EJ‘E?TI‘@M%‘@HO

£ CloudWatch HEIT HdE s

] BURT B iR 1E %4 5 Kinesis Data Streams, Lambda = Kinesis Data Firehose —#2{£f, &id
T RAMEZRGRETEWRSH B EFELT base64 HmiBHEM gzip A ITES.

b

- 1fl 1 : Kinesis Data Streams T 7 ik &4+

« 5l 2 : Amazon Lambda 1T 5 5% &4

« 7=l 3 : Amazon Kinesis Data Firehose 17 5 5 3% S 4

R~ 1 : Kinesis Data Streams 17T ¥ &% S 44

AT RGBT M 5% & 585 Amazon CloudTrail S48 B & 4E xB, iTFETESSFET “4B”
Amazon EE I EMWATEE3I XX 3 Kinesis Data Streams & “RootAccess” MEEBH, Fx 01

AT ARG 172
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[ CloudWatch B &E & ix2Amazon CloudTrailE M EZE R |, 5 Amazon CloudTrail HFigm
#91@ CloudWatch B & %% CloudTrail =4

® Note

ERER Rze , BiTENERBEBENS, FHERUBREEEE DM RRLEB LS,
MRERERBNDE , BEREZRE . BEXABEERGFNEZEL |, iESH Amazon
Kinesis Data Streams Z3E 57 R %l

A Kinesis Data Streams |2 17] 5 iF % &4
1. FRUATHSEIEBER R :

$ C:\> aws kinesis create-stream --stream-name "RootAccess" --shard-count 1
2. EMOESTF, BE RENTIRDS (XAUEFEE—FRIH ) . IRRYUEALLT Kinesis Data

ANy =

St reams describe-stream WG R &E, StreamDescnptlon StreamStatusM7=. W , FER
StreamDescription.streamArn {8 , AN EFEUEHNSRPFEATE

aws kinesis describe-stream --stream-name "RootAccess"

TER2REHE :

"StreamDescription": {
"StreamStatus": "ACTIVE",

"StreamName": "RootAccess",
"StreamARN": "arn:aws:kinesis:us-east-1:123456789012:stream/RootAccess",
"Shards": [

{

"ShardId": "shardId-000000000000",

"HashKeyRange": {
"EndingHashKey": "340282366920938463463374607431768211455",
"StartingHashKey": "0@"

b

"SequenceNumberRange": {
"StartingSequenceNumber":
"49551135218688818456679503831981458784591352702181572610"

7~ 1 : Kinesis Data Streams iJ [} i £ 54
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]

}

3. BlEIAM A6 , ZABFRF CloudWatch AFENBBEHALNEBHINR, HE , BEEEX
# (130 ~/TrustPolicyForCWL-Kinesis. json) REIEEEREE, FHXARRESRCIZELE
B, EER IAM B &R 2K,

LR EIE aws:SourceArn £ZRFHLETXEY , B TEEHIVEEREZ 2R, BXE
ZEE , BSR BEENRERBE.

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": { "aws:SourceArn": "arn:aws:logs:region:123456789012:*" }
}
}
}

4. {5 create-role S EIZE IAM A€  HEESERE X4, Fic TIREM Role A E , ARG
HNSBRAFLHIE

aws iam create-role --role-name CWLtoKinesisRole --assume-role-policy-document
file://~/TrustPolicyForCWL-Kinesis.json

TE;EEZFﬁItHE,\J_/I\/j__\1§IJO

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
},
"Condition": {
"StringlLike": {
"aws:SourceArn": { "arn:aws:logs:region:123456789012:*" }
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.

"RoleId": "AAOIIAH45QGAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.431Z",
"RoleName": "CWLtoKinesisRole",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:role/CWLtoKinesisRole"

5. BIEMREKMEE X CloudWatch BER AN B IK S HATHIRE, BFE , LOREXH (Bl ~/

PermissionsForCWL-Kinesis.json) RAIENRERE, FHANXARRESOIZNLEKR, BOE
A 1AM #2251 & K0 2R R,

{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:123456789012:stream/RootAccess"
}
]
}

6. MERALLTput-role-policy@n SRR S A BB -

aws iam put-role-policy --role-name CWLtoKinesisRole --policy-name Permissions-
Policy-For-CWL --policy-document file://~/PermissionsForCWL-Kinesis.json

7. EEBAT R RSBZEEIE IAM ARR |, B LAel2 CloudWatch B EIT R E%kT. 17H
1% SR AR 37 BN i SRR B BB e M ATk B B A 730 BB R -

aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RootAccess" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:kinesis:region:123456789012:stream/RootAccess" \
--role-arn "arn:aws:iam::123456789012:role/CWLtoKinesisRole"
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8. REITHIIEEE , Lo CloudWatch gs 2B ST RBENCHNEZA B ESHEZRIENE
B, BALAMEY Kinesis Data Streams 7 I&X88 , H{E£ A Kinesis Data Streams get-records
W5 IRE—£E Kinesis Data Streams ieZURIFEB R EZIRE :

aws kinesis get-shard-iterator --stream-name RootAccess --shard-id
shardId-000000000000 --shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4ANFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+rMUiFq
+p4Cn3IgvqOb5dRAQYybNdRcdzvnC35KQANoHzzahKdRGbOv4scv+3vaq+f+0IK8zM5My8ID
+g6rMo7UKWeI4+IWiK20ShQuP™"

}

aws kinesis get-records --limit 10 --shard-iterator "AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub07nkly6CDxYR1UoGHINP4m4&NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+xMUiFq
+p4Cn3IgvqOb5dRAOYyybNdRcdzvnC35KQANoHzzahKdRGbI9v4scv+3vaq+f+0IK8zM5My81ID
+g6rMo7UKWeI4+IWiK20ShOuP"

EEE , B 8EEEE Kinesis Data Streams FF8REIZIE 2 s A LA LGS,

BN EIEE—HIZEKWIER, Kinesis Data Streams 12 HEHIEE M X H Baseb4 HmiEH A
gzip BRAHRITER. LAFEALUT Unix 8P REGSITHHRBHRIE

echo -n "<Content of Data>" | base64 -d | zcat

Base64 fERD MM EBHIEHENILA JSON HEBLUTEH !

"owner": "111111111111",
"logGroup": "CloudTrail/logs",
"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [
"Destination”
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
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{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
I
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
I
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
}

LPRBIEREPHRBIEDOT ¢
owner

R#64%E R B EHIER Amazonlk 1D,
logGroup

R B AR B A B,

logStream

R B AR B ERB .

subscriptionFilters

BR1h B SR T E AT B i S 0 B MY Bl R

messageType

i EH S NEADATA_MESSAGE"%. 8, Bt , CloudWatch BEFRER K H
“CONTROL_MESSAGE” k& # Kinesis Data Streams 12% , TERATREBHREE AL,
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logEvents

RAA—HBESEHICRKNKER B EHEE, IEEREN A ESE4E—RAR,

5 2 : Amazon Lambda 1T B iFiE &4

T RBIF , EFIE— Lo CloudWatch gs 1T RIEIEES , AT B EHIE K% EEH Amazon
Lambda@%&o

(@ Note

E6IE Lambda E#z 8l , BitENERN AERIEE. FERRUIE —MEE LSRRI
pu%@ﬁiﬁﬁﬂﬁgﬂg% ) /L,\ulﬂvj‘glﬁﬂﬁ?u E;& Lambda BE%'JEOE%L: % ) 1ﬁ |Fﬂ Amazon
Lambda BR#l.

A Lambda &2 1T 7 5% % &4
1. #12 Amazon Lambda B %K,

BREBIRE Lambda ITAR. BEXEZEE , 5 H Amazon Lambda FFE A RIEEHH S
22 Bl IAM 86 (RITAB ).

2. TN AKpmERS , HRAUTHBIER RN helloWorld. js BIXH .

var z1lib = require('zlib');

exports.handler = function(input, context) {
var payload = Buffer.from(input.awslogs.data, 'base64');
zlib.gunzip(payload, function(e, result) {

if (e) {
context.fail(e);
} else {

result = JSON.parse(result.toString());
console.log("Event Data:", JSON.stringify(result, null, 2));
context.succeed();
}
18
};

3. &% helloWorld.js X# , A& helloWorld.zip RFE.
4. FRAUTHS , HPNACGREEE —SHIREMN Lambda HITAE !
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aws lambda create-function \
--function-name helloworld \
--zip-file fileb://file-path/helloWorld.zip \
--role lambda-execution-role-arn \
--handler helloWorld.handler \
--runtime nodejsl2.x

5. #& CloudWatch F Logs HITERBMNR, AU TS , FEUFKSBRANEESHIKS |, &
SNUAFRSAERNBLENATE :

aws lambda add-permission \
--function-name "helloworld" \
--statement-id "helloworld" \
--principal "logs.amazonaws.com" \
--action "lambda:InvokeFunction" \
--source-arn "arn:aws:logs:region:123456789123:1og-group:TestLambda:*" \
--source-account "123456789012"

6. EAUTHSRRITARERYS  FEUFKSFERNEECSHIKST  FESUFESABRNEL
ERNBE4A :

aws logs put-subscription-filter \
--log-group-name mylLogGroup \
--filter-name demo \
--filter-pattern "" \
--destination-arn arn:aws:lambda:region:123456789123:function:helloworld

7. (WiE) ERAEAREESE4HTNE, EHARTRRAN , SBTUATHS W —&REENBEEHE
BERABITHIRF,

EEE Lambda BB Y , FSMMZE Lambda %K , ELAL AT EAEF /aws/lambda/helloworld
R -

aws logs put-log-events --log-group-name myLogGroup --log-stream-name streaml --
log-events "[{\"timestamp\":<CURRENT TIMESTAMP MILLIS> , \"message\": \"Simple
Lambda Test\"}]"

BN ERZE—H Lambda IR, Lambda i2 XA HEIERE XA base64 48 HFEH
gzip B HITES . Lambda HEWHSEERAEBRAUTHER : { "awslogs": {"data":
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"BASE64ENCODED_GZIP_COMPRESSED DATA"} }o ZBHJLAERAUT Unix B EREGSITEH
FEHE -

echo -n "<BASEG64ENCODED_GZIP_COMPRESSED_DATA>" | base64 -d | zcat

Base64 fERD MM EBHFTEHENILA JSON HEBLUTEH !

{
"owner": "123456789012",
"logGroup": "CloudTrail",
"logStream": "123456789012_CloudTrail_us-east-1",
"subscriptionFilters": [
"Destination”
1)
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
}
]
}

LRBBEREPHRBITRNOT -
owner

R4 R B EEBTERN Amazonk F 1D,
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logGroup

Etél\ H ,._,\%ZEE’J H IL;\QE.% *l_\o

logStream

Etél\ H lu\ﬁﬁﬁlj H II.J\I)":% *l_\o

subscriptionFilters

5R 5 B E8EE B AT B iRk SR 4 B AV B K,

messageType
iR E B EADATA_MESSAGE"R 2, Brt , CloudWatch BEABEL K H
“CONTROL_MESSAGE” &) Lambda i , TEATREEHRRER AL,

logEvents

RAA—HBAESEHICRKNKER A EHEE, IEEREN A ESEHE—IRAR,

=~ 3 : Amazon Kinesis Data Firehose 1] [ &% &4

T REIF | EFRE— CloudWatch BEITH , ZITHNSEENWHERGCTENAMEEAR
FEEBHKIXZIEH Amazon Kinesis Data Firehose %, M CloudWatch A &% EZIT S # Kinesis
Data Firehose ¥R E & EA gzip 58 6 RERH#ITES , RAEFLFERE Kinesis Data Firehose 1& i
RPERAES,

® Note

£ 8% Kinesis Data Firehose i2 81 , HitEFERN BEBIEE, FHRAUEZE—NMCERE
EEM Kinesis Data Firehose . MRRTELES | N BERNZES, < Kinesis Data
Firehose B ERHIMEZEELR , 1S ¥ Amazon Kinesis Data Firehose #IEER #l,

7 Kinesis Data Firehose #1221 ¥ & &4

1. #12 Amazon Simple Storage Service (Amazon S3) Z i RINNBIUEERET R Logs IR F
fif CloudWatch . ER , MIREFRANEFERT , BHhEE 2 S,

BITUATSS , RAUFXEERNEGBERNHXE :
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aws s3api create-bucket --bucket my-bucket --create-bucket-configuration
LocationConstraint=region

THRRHREE

"Location": "/my-bucket"

}

2. flE IAM A8 , ZAENEF Amazon Kinesis Data Firehose BB AR Amazon S3 124
WEVIER

BEXEZEER |, B2 Amazon Kinesis Data Firehose FF & A RIEE M H Amazon Kinesis
Data Firehose 2 &lij 8],

B, FRANAKREI[ENH ~/TrustPolicyForFirehose. json F|BE—MEEXRK &
WTAR :

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "firehose.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

3. f#H create-role R EIE IAM B , HIEEEEXRKXH, BFIZTREMN Role.Am & , ARG
HNSBHFLHIE

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-role-policy-document file://~/TrustPolicyForxFirehose.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
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RAriEmE

},

"RoleId": "AAOIIAH450GAB4HC5F431",

"CreateDate": "2015-05-29T13:46:29.4317",

"RoleName": "FirehosetoS3Role",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:role/FirehosetoS3Role"

4. BIENXPRERBELLE X Kinesis Data Firehose Al X B MK FHITHVIRIE, B % , FRAXKREREERT

X4 ~/PermissionsForFirehose.json BN PRKHEE :

"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject" 1,

"Resource": [
"arn:aws:s3:::my-bucket",
"arn:aws:s3:::my-bucket/*" ]

5. EALT put-role-policyin H X RE I 5EA G XEK !

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name Permissions-
Policy-For-Firehose --policy-document file://~/PermissionsForFirehose.json

6. MWTFIR , 812 B4R Kinesis Data Firehose £ % , ¥ RoleARN 1 BucketARN 8 S RFE i

NECEN B BTN ARN

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \
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'{"RoleARN": "arn:aws:iam::123456789012:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::my-bucket"}'

#HEE | Kinesis Data Firehose X ATt&E5i#Y Amazon S3 W REzEA YYYY/MM/DD/HH UTC &t
BN BIR. BB EERMNEZNBEXNTRITEAMATNR. MBITHRUERLT (/) &
3R , MIFE Amazon S3 FEE P E RN XHR,

7. BWOFS, EEIRZENFIRE (XAEFE/ LD #ETE). RATEER Kinesis describe-
delivery-streamData Firehose i 5 R#& &, DeliveryStreamDescription DeliveryStreamStatus T
o WA |, EEEDeliveryStreamDescription, DeliveryStreamARN B , R ARFESEN SR

FRET

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"
{
"DeliveryStreamDescription": {
"HasMoreDestinations": false,

"VersionId": "1",
"CreateTimestamp": 1446075815.822,
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:123456789012:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",
"DeliveryStreamName": "my-delivery-stream",
"Destinations": [
{
"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
},
"RoleARN": "delivery-stream-role",
"BucketARN": "arn:aws:s3:::my-bucket",
"BufferingHints": {
"IntervalInSeconds": 300,
"SizeInMBs": 5

=l 3 : Amazon Kinesis Data Firehose iJ %% &4 184



Amazon CloudWatch B & AriEE

8. BIE IAM A6 | ZAGNIZF CloudWatch B HE R BIBHMALRH Kinesis Data Firehose 1& #i i #Y
R, B% , FRAXKREEISENXMH ~/TrustPolicyForCWL . json HFEIEEEREE

LR ZIE aws: SourceArn £RFHLETXHEY , EHTERZEMBEEREZERE, BXE
ZER , BSR BEERERTE,

"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"

}

9. fEM create-role S EIE IAM At , HIEESER . BHiZTRERN RoleAm E , AAE
HNETREPELAT T

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-xole-policy-document file://~/TrustPolicyForCWL.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"

3,
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"

}
"RoleId": "AAOIITAH450GAB4HC5F431",
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"CreateDate": "2015-05-29T13:46:29.4317",

"RoleName": "CWLtoKinesisFirehoseRole",

IlPathll: II/II’

"Arn": "arn:aws:iam::123456789012:role/CWLtoKinesisFirehoseRole"

10. BIEMNFREKEELLE X CloudWatch BHET LA IBHI K P #ITHIRIE, B, XA RESRGIEN
PR BE 3L (40 ~/PermissionsForCWL. json) :

{
"Statement": [
{
"Effect":"Allow",
"Action":["firehose:PutRecord"],
"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-
name"]
}
]
}

11. £ A put-role-policy A N an SRR B 5 A B < Bk

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-
name Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json

12. 1£ Amazon Kinesis Data Firehose &Rt FiEIRAHBEECIE IAM A2 E |, &ALl
CloudWatch 812 B &1T Rk R4, 1T RREIESKERN BN MFATE B E4AFEH Amazon
Kinesis Data Firehose & 89328t B EEIE R

aws logs put-subscription-filter \

--log-group-name "CloudTrail" \

--filter-name "Destination" \

--filter-pattern "{$.userIdentity.type = Root}" \

--destination-arn "arn:aws:firehose:region:123456789012:deliverystream/my-
delivery-stream" \

--role-arn "arn:aws:iam::123456789012:role/CWLtoKinesisFirehoseRole"

IREBITHF%RRE , CloudWatch HEASNMAESHEEN CENE A B EEHHE X EERH
Amazon Kinesis Data Firehose £ %ii. ##& Amazon Kinesis Data Firehose & #iii LR EH
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BRI ERE , BIENTFHBERTE Amazon S3 ., 2 Z2BMETEGE |, B LLUBEERELRR
Amazon S3 FEMR I B EIE.

aws s3api list-objects --bucket 'my-bucket' --prefix 'firehose/’'
{
"Contents": [
{
"LastModified": "2015-10-29T00:01:25.000Z",
"ETag": "\"al4589f8897f4089d3264d9e2d1f1610\"",
"StorageClass": "STANDARD",
"Key": "firehose/2015/10/29/00/my-delivery-stream-2015-10-29-00-01-21-
al1l88030a-62d2-49e6-b7c2-bl1fla7ba250",
"Owner": {
"DisplayName": "cloudwatch-logs",
"ID": "lec9cf700ef6bed62b19584e@b7d84ecc19237f87b5"
.
"Size": 593
.
{
"LastModified": "2015-10-29T00:35:41.000Z",
"ETag": "\"a7035b65872bb2161388ffb63ddlaec5\"",
"StorageClass": "STANDARD",
"Key": "firehose/2015/10/29/00/my-delivery-
stream-2015-10-29-00-35-40-7cc92023-7e66-49bc-9fd4-fc9819cc8ed3",
"Owner": {
"DisplayName": "cloudwatch-logs",
"ID": "lec9cf700ef6bed62b19584e@b7d84eccl19237f87b6"

},
"Size": 5752

aws s3api get-object --bucket 'my-bucket' --key 'firehose/2015/10/29/00/my-
delivery-stream-2015-10-29-00-01-21-a188030a-62d2-49e6-b7c2-b11f1a7ba250"'
testfile.gz

"AcceptRanges": "bytes",

"ContentType": "application/octet-stream",
"LastModified": "Thu, 29 Oct 2015 00:07:06 GMT",
"ContentLength": 593,
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"Metadata": {}

Amazon S3 M RAMBIEI gzip BRESE. BOLUERALT Unix iR EGSITHINEREREK
7

zcat testfile.gz

EiITRANBEKS AERFEHAE

B LLETREAmazonlk P FIE & S1E , HTEZBAmazon®IR ( #1310 Amazon Kinesis 2 Amazon
Kinesis Data Firehose it ) LW 1 B EEH ( XN BRKFHBELE") . W, ttBEEHH
FE A MEFH Kinesis Data Streams = Kinesis Data Firehose fiHiEEAMITEEN LB 2. B
E M AT IR ZANK P iMER 2 TR 45518 A

Bl ERNANEELZATREZTES BB UHRTERABCRNBRERREITH , LMEEXR A BT
BTN #HTERZ B WESKFWEKSEFT AEHTEPRLIE), TLULREX LK. FIEHR
BN RAGEEARIEERRSA | XEAFFEA Kinesis Data Streams [MIHFEM MBI ELE D
wRE,

FB

« £ Kinesis Data Streams #H{TEIKF AEHELE

« £ Kinesis Data Firehose #{TEK - B EHIELE

£ Kinesis Data Streams H{TEKF HEHEHL=E

CIREK/ITHEAE , TAEEENKSREAENRAFA. MREERL , Nk ZIRE A FRLFHIFRE
T P ) R 05 K P R B

EEKFAZASHE  £FEEV ASHELEENRERE

- AEBERIEE-NKEAREBREBERES |, Hik Lo CloudWatch gs Xl E B AR IFRHHE
BEEHRAZEEBIR. EAT2EREFFP , AEBELEE L R AEMBAMmazonlk &
111111111111,

MREFERLLUHRISNKFEREARFREBS , MATLGERE  RF DL HHPIEKS @
Wt ATK P 20% B SRR, BMRBIANBNRM4AKSIRERIRAIT FE LR

SiTANBIKS ASBELAE 188



Amazon CloudWatch B & AriEE

H AW E-RE FH % Kinesis Data Streams il B#r , 3 CloudWatch it BE B EWEEE
BWBERE, BREREERXEZEXZEEHBEREXNER, EARPERERY , HEREREK
&S R~NEMEBAmMmazonk S 999999999999,

EFFREECREEKRS RSN BSEM4 , BERIERZKEE K02 CloudWatch BEB#R. 81 B #R#8
BEUATHRTE

BFRB R

BERENERNE.
B#% ARN

EZRAEITRIR B FRAmazon® JRHY Amazon Resource Name (ARN),
A ARN

—A\ Amazon Identity and Access Management (IAM) &€ , © 8 CloudWatch Logs & T ¥ IE K
AFTIEBE R L ENR,

7 ) SR

—AN 1AM policy X4 ( XA JSON ¥ , £/ IAM policy iIB%E ) , A TEBRENNENER
HITEANAFA,

BELAN B RSN T E—AmazonXiZ K, B2 , BfriEmiAmazon BRI F AR XE, £
TED2HWREH  FIERETXENERBR2EXERE (BEEILILER ) BIEMN,
FB
- REBFHENK T
- ENUENEKFITEE

REA AV ESIK AT 5

B RIX L5 AR S BIR B B F B BT
e

- BIEE

- HW2 . (EEASLE ) SR IAM B
. RIRITERE R
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o BIFFASHR
o EEITRHMEN B PR R R

BIZ B R

/A Important
LN RPR A S REEERE B SBIEE B ERS PSR,

EARRE DS , BEBIEZWREKFBAmMazonlk~ ID 3 999999999999 |, M A E#IE & 3% & Amazonlk
PIDA 111111111111,

It R {E A RecipientStream®& Y Kinesis Data Streams AR gIZE—/NB#r , L& —4 CloudWatch &
FTHEQEBEABENAC,

B2 B45/F , CloudWatch Logs 2RI AMKF @ BRRE—FMNHER ., HiTHBIESRHEELT
SEIRASAT |, Logs 2R FIEMK ¥ CloudWatch B &= 4 &2 B 7.

B2 B R
1. EWHEAMKFH | 7£ Kinesis Data Streams FRIZ B . ERDERE T , WA

aws kinesis create-stream --stream-name "RecipientStream" --shard-count 1

2. ZF3 RERFHIRDS. RATLUERA a ws kinesis describe-stream SR &, StreamDescription
StreamStatusM 7=, 4k , FIE T StreamDescription.streamArmn W& , R A BHEELFEERSA
Logs : CloudWatch

aws kinesis describe-stream --stream-name "RecipientStream"
{
"StreamDescription": {
"StreamStatus": "ACTIVE",

"StreamName": "RecipientStream",
"StreamARN": "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream",
"Shards": [

{

"ShardId": "shardId-000000000000",
"HashKeyRange": {
"EndingHashKey": "34028236692093846346337460743176EXAMPLE",
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"StartingHashKey": "0@"
I
"SequenceNumberRange": {
"StartingSequenceNumber":
"4955113521868881845667950383198145878459135270218EXAMPLE"

EHRTREE—FIHT RUEHREL R,

3. BIE IAM A& | ZAENE CloudWatch F Logs HHERALHEBHINR. 8L , REEXR

X4 ~/ TrustPolicyFor cwl .json FEIEEERE. ERAXKRERUBLREXHE , B2EA
IAM 125 & R8I 2,

LERBEIIEIEE sourceAccountId B9 aws:SourceArn £RFMHETXES , EHTEAEH
WEBEREZRLEE, WREEERAAPETHERKS D, MEBEF B ARN BER
ARN ZFE&H, ZBEFNAASF , RFHR ARN RENMNE —RB A FWREN SRR ARN, BXE
ZER , BZH BERER BT,

"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"

},
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

}
+

"Action": "sts:AssumeRole"

}

4. fEM aws iam create-role S EIE IAM A6 | HIEEEEEREH, B2 TIREM Role.Arn
B, BN EeHEtakES CloudWatch Logs :

f£ A Kinesis Data Streams ¥ 1TEK - A EHEFEL=E 191



Amazon CloudWatch B & AriEE

aws iam create-role \
--role-name CWLtoKinesisRole \
--assume-xole-policy-document file://~/TrustPolicyFoxrCWL.json

{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Condition": {
"StringlLike": {

"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

]

}
1,
"Principal": {
"Service": "logs.amazonaws.com"
}
}
.
"RoleId": "AAOIIAH450GAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.431Z",
"RoleName": "CWLtoKinesisRole",
"Path": "/",
"Arn": "arn:aws:iam::999999999999:role/CWLtoKinesisRole"
}
}

5. BIEMRPRFMLLUE XL CloudWatch B AT LA EHIK FHUITHRLEIRIE, Bk , HAXAREEREX
¥ ~/ PermissionsFor cwl .json & 2R KK

{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:999999999999:stream/RecipientStream"
}
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}

6. fM awsiam put-role-policy 8 X REKIE S & B R1E

aws iam put-role-policy \
--role-name CWLtoKinesisRole \
--policy-name Permissions-Policy-Foxr-CWL \
--policy-document file://~/PermissionsFoxCWL.json

7. EEBLTEIREFBECCE IAM AtZ)E , BRI EI2 CloudWatch BE B 7.

a. WETBFASFTHRKXBELHNERXEK , ERARTKERCENFANTSRHINE—INTR, id
THEMEAEHIRER : DestinationArn

aws logs put-destination \
--destination-name "testDestination" \
--target-arn "arn:aws:kinesis:region:999999999999:stream/RecipientStxream" \
--role-arn "arn:aws:iam::999999999999:role/CWLtoKinesisRole"

{

"DestinationName" : "testDestination",

"RoleArn" : "arn:aws:iam::999999999999:role/CWLtoKinesisRole",

"DestinationArn" : "arn:aws:logs:us-
east-1:999999999999:destination:testDestination",

"TargetArn" : "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream"
}

b. EHRW7a TG , £ HEBEFEEREIK S PG MERE S BRXEK, HWERBEAIIEE logs:
PutSubscriptionFilter action , 3B & 4 A K~ % Fi5 A B FRE PR,

IR K% BER Amazon P BEFNR, BAERBRMUEEX—MKS , MR X4
AP RESWHRA , MRS ER WA 1D, X8, BREEQIERR , UAGTFSW
Fr Y AN P bk B AR K P &% B &

FERANXARESRVERZN ~/AccessPolicy. json X , HEETIERKIBEGZ—,

E—NROFEBEAFDWARFTE ID N 0-1234567890 BIMK 3% B E K IE TR ATK

{
"Version" : "2012-10-17",
"Statement" : [
{
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"Sid" . """,

"Effect" : "Allow",

"Principal" : "*",

"Action" : "logs:PutSubscriptionFilter",
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]

T—ARARAFAEBEBELEGEAKS (111111111111) FEERE R B BB RHATK S,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AwS™ . "111111111111"
},
"Action" : "logs:PutSubscriptionFilter",
"Resource" :
"arn:aws:logs:region:999999999999:destination:testDestination"
}
]
}

c. FEBEL—-SPEIERMHINE B FR.

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/AccessPolicy.json

AR#AR##AmazonA##A## 111111111111 ##### ARN arn: aws: logs:
region: 999999999999: Destinationation: testDestination:
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te PutSubscriptionFilterstDestination ######EMEMAF XA
PutSubscriptionFilter 1% B #9 #b i BB i5 EPIFHIEL

BEHNBRKERIEAFONR , H2H IAM AR ERPHNEARBREIEERF.

SERE , REREKFREAK R Amazon Organizations , BB FH], 2 : ({NFEFEALIAE )
Bl IAM A& PP RIEE, IREBEREENS — MK/ ETFRRMFR2FEA Organizations , N
A LABKE SRR ST HEINAT BIET FIFIER M,

FR2: (NEFEADLN ) A IAM AR

FEL—Fd  MREFEAMKS 111111111111 FAENDLR FIRRAHREELET BAR , T2
EEEMK/ 111111111111 BFNR , MERBATHNSRIRE, BN, BELKE 621795
%

ATHHSROUIEZ— IAM A6 |, ZAE CloudWatch AT AHRIR FIUE R # A MK - 25 B RE I K4
A BB IR T B iR ik SR A o

ERXEREBERFRRITEATHNS R, ZAEBMXNEETREEKRKS, S , HEAESEITHKESPIEEZA
&8 ARN, EHROIF | KIEEKFA N 111111111111,

E# A Amazon Organizations H &K~ BEITHAEFAEN IAM A€

1. BEXH /TrustPolicyForCWLSubscriptionFilter.json FEIBUTEERKE, FHX
TRESRABNER XY ; BOFEA IAM 25 &R,

{
"Statement": {

"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

2. BIBE—MEALERN IAM A6, EREZGFREN Arn # , EFEEEXRIENFEBI R EH
Z{E, ELRABIF | RAPE CWLtoSubscriptionFilterRole AEBRAIFIEIE A BB Fro

aws iam create-role \
--role-name CWLtoSubscriptionFilterRole \
--assume-role-policy-document file://~/
TrustPolicyForCWLSubscriptionFilter.json
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3. BRIEMNPRFRELLE X CloudWatch Logs B BAXT #& 89 K F= $h 1T BV IR 4E,

a. B, FRANAKRESRERRN ~/PermissionsForCWLSubscriptionFilter.json B9
14 7p 1] 2 LU TS A PR SRR

"Statement": [
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:region:111111111111:1o0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"
}
]
}

b. WMALLT@T , UGN IR R RRE SEELSR 2 HOIENBEAXEK,

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

SERE |, BRI ARG AT BT IR S o

IR T B i ik S A

EOEBERE , BEBIEZKEKS, T5HAM Amazon Ik #£ = B#: ARN (arn:aws:logs:us-
east-1:999999999999:destination:testDestination) , SAME {15 A EE 4 KXZEREH B, XEH
iy ZIEK AP EESES B ARA L& Xk B AR BT B &4, TRMESF BN A
EBIEFBMATE B SAmIEE B AR RSD.

® Note

MRBRBENMALR FITFEMERONR , WERERE PR 2 . (UEEADIE ) 812
IAM £ FelEN IAM A&/ ARN,
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FEUTRAIF , ERIEEK, PRIBITHMER MG, HFERHEE—1NEE Amazon CloudTrail E4#
# B EEXRE , SEFR AmazonZIERITHE NS R T REE EBERMBTEHLUENE R, ZBEH
WERET—MNEN “ BIR. RecipientStream

UTETHEARSRRZESDIELEAmMazon CloudTrail PR H @ CloudWatch H&E &% CloudTrail
EHPWEERTRE , HAUBRT —NIEEM CloudTrail B4 ATE, XESREBEL AFTHN
Z# A CloudTrail/logs.

aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RecipientStream" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

AEA B RSN TR —AmazonXF K, B2 , BRI EMN TR XEAHAMazonBIR |, 10
Kinesis Data Streams i

&iﬂE%%)KEEF#Um

BIBIT RS JEES/E |, Lo CloudWatch gs 2N ESHEREXNCENEZABESHERIHREERN
“ W B IR AR RecipientStream B #rFTE & AT LUEE A aws kinesis get-shard-iterator @5 53R EY

Kinesis Data Streams 7/ , A/GE A aw s kinesis get-records T $3REL— £ Kinesis Data Streams
EFRRBIERBRETXFER

aws kinesis get-shard-iterator \
--stream-name RecipientStream \
--shard-id shardId-000000000000 \
--shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4aNFUetzfL+wev
+e2P4djJg4L9wmXKvQYoE+rMUiFg+p4Cn3IgvqOb5dRAQYybNdRcdzvnC35KQANoHZzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE"

}

aws kinesis get-records \
--limit 10 \
--shard-iterator
"AAAAAAAAAAFGU/

kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]SbjIefg2ub07nkly6CDxYR1UoGHINP4m4NFUetzfL+wev
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+e2P4djIg4L9wmXKvQYoE+xMUiFq+p4Cn3IgvqOb5dRAOyybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE"

(® Note

15

70N

AJBEFE E £ Kinesis Data Streams FF i8R EI 53z 61 /L5 $hE#IZ 1T get-records i Ho

B E B8 E —4A Kinesis Data Streams i2 &M @A, Kinesis Data Streams 12 %A I EIERE £ A
gzip N E4E H X Base64 w3, B LAEALT Unix s SR EGSITHINRBEIE

echo

-n "<Content of Data>" | base64 -d | zcat

Base64 fER0 MR E B HBIEHERNILAN JSON HEBLUTEH

\"}"

\"}"

\"}"

"owner":

"111111111111",

"logGroup": "CloudTrail/logs",
"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"RecipientStream"

1,

"messageType": "DATA_MESSAGE",
"logEvents": [

{

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root
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}

HHFEEHPNRBTIENTAR

owner

Ria4 5K B EEIER Amazonlk /1D,
logGroup

[R5 B EHIER BEABR.

logStream

Etﬁ H /..,\QEEE’J H /l.,\l)ll,% *l-\o

subscriptionFilters

BR1h B SR LAY T B it S B RV B %o

messageType

BEE BN EADATA_MESSAGE R #,, 8, CloudWatch BEAgE& & H
“CONTROL_MESSAGE” &K Kinesis Data Streams it , TEZEA TR EBREE AliK,

logEvents

RRN—ABSEHIEENERBEHE. ID BERENBEEHNE—PRIRR,

FEIZ1TERME S E PR R A%

BB R MR AEN B AR RMBPBRE LB R R BENER. EANEN 5 R R X R
Eﬁ\ﬁﬁﬁ put-destination-policy @i . EUTRHIG , FELEZERMAKS 111111111111
BREAEMAERE , HEBRAKS 222222222222,

1. IRENYFI5 B#r TestDest ination <BXHISREE H 12T : AccessPolicy

aws logs describe-destinations \
--destination-name-prefix "testDestination"

{
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"Destinations": [
{
"DestinationName": "testDestination",
"RoleArn": "arn:aws:iam::999999999999:r0le/CWLtoKinesisRole",
"DestinationArn":
"arn:aws:logs:region:999999999999:destination:testDestination",
"TargetArn": "arn:aws:kinesis:region:999999999999:stream/RecipientStream",
"AccessPolicy": "{\"Version\": \"2012-10-17\", \"Statement\":
CON"Sid\": \"\", \"Effect\": \"Allow\", \"Principal\": {\"AwWS\":
\"1111112211111\"}, \"Action\": \"logs:PutSubscriptionFilter\", \"Resource\":
\"arn:aws:logs:region:999999999999:destination:testDestination\"}] }"

}

2. EIZERE , LRI EREEKF 111111111111, HFEIKF 222222222222 BF A, FIHBEK
A ~/ NewAccessPolicy .json X :

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "",
"Effect" : "Allow",
"Principal" : {
"AWS" 1 "222222222222"
}
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:region:999999999999:destination:testDestination”
}
]
}

3. i@MAPutDestinationPolicy¥ NewAccessPolicy.json 34 E X KK #E 5 B Fr<BRiE K

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/NewAccessPolicy.json

XFFRAZEAKS ID 111111111111 R BESE M. TR 222222222222 WA & QI 21T 7

=R 3=

AR K ID 222222222222 iy BESH RS M EIFF ARG B 7.
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EHNENEK /T E

MREHBEKS, BETH , ERERKSREFERFAKSRTFNR , 5 BEBER LT 5 E
B S Bl PSR FIHRENR , FREEAT PR SREE,
£}

- SR EIITRMERMN
- SR 2 EHUEH BRI R A

\

\

SR ERT R

(® Note
HESBRRN T H EASEAmazon RS H HAIESE 5 HEV RS 028 A SNEK,IT RS E
B, NRETERARAXERSH e —CIENBE , NAILRE SR 2  EFIAEHNERTGRE
B

HEREERRT |, BHHERE B RS RIS B SRR R A RE9iT R RSt LERAMT —
NIAM B8 | ZAE CloudWatch A BURIRH WUE R 4 AMK B R EU A AIK P R3E B &

FREATHNIRNEEEMNENRGEAKSTNITERE | UERADI ID REEKSITRENR,

EATHRAS ;111111111111 1222222222222 BAANKFEZ 62T ATk
999999999999 % ix HEMIT MM E M. MEMITHKERHFENT -

## Existing Subscription Filter parameter values
\ --log-group-name "my-log-group-name"
\ --filter-name "RecipientStream"
\ --filter-pattern "{$.userIdentity.type = Root}"
\ --destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

MRFEERLGAITARERGSHE , FAAUTH .

aws logs describe-subscription-filters
\ --log-group-name "my-log-group-name"
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BEEHIT AR LI REA B ID JREEK S B SR

1. BEXMH ~/TrustPolicyForCWL.json FEIZUTEERE, FRHNARERERSCIZEIRIE
# BOER IAM 2E & kb,

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

2. BIE—/MERALEEN IAM A, BRZGTREMN Arn B Arn B , BREEELRIENG
HEo R ERZE, ELREIF | BAIDPE CWLtoSubscriptionFilterRole AEBRAIFIEIZA
BB

aws iam create-role
\ --role-name CWLtoSubscriptionFilterRole
\ --assume-role-policy-document file://~/TrustPolicyForCWL.json

3. BIEMNPRFREELE X CloudWatch Logs B BAXT & B9 K F 1T RY IR 4E,

a. B%, FAXKRERERN /PermissionsForCWLSubscriptionFilter. json B
Bl LT R R RS

"Statement": [
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:region:111111111111:1lo0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"
}
]
}

b. WANT®T , LUERIGENRREREEELSR 2 FEIENEBMAXE.

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
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--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

4. WAL T@RTUERITEARERS.

aws logs put-subscription-filter
\ --log-group-name "my-log-group-name"
\ --filter-name "RecipientStream"
\ --filter-pattern "{$.userIdentity.type = Root}"
\ --destination-arn
"arn:aws:logs:region:999999999999:destination:testDestination”
\ --role-arn "arn:aws:iam::111111111111:xo0le/CWLtoSubscriptionFilterRole"

SRR 2 EFHUAENB RGN ERRE
EWMFIBAHAKF RIITEFERERE |, ATUAEFHFREATKF R B PRIGRREE,
EUTRAS |, WHEAKF 7 999999999999 , BB N testDestination,

L EFTRF R A ID N 0-1234567890 KIFTEIK - M WA A REB K. RECIE TITHARKESR
£ K 7 F S SERR @ WA A K P R0E B .

EEHBA AR P HY B ARG R R BE SAFF R 2 A 2l 1D SREUVIBR
1. ERBEAKSH  BEAXKERESRUBEBETIANER ~/AccessPolicy. json X,

{
"Version" : "2012-10-17",
"Statement" : [
{

"Sid" . "",
"Effect" : "Allow",
"Principal" : "*",
"Action" : "logs:PutSubscriptionFilter",
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]
}
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}

2. BWAUTHS , HRICIENREMMBIIE Bir,. EEMEMRUERAES D ID WiFEKREMT
=5 H4SE Amazon IKF ID WiF R KR | 5 32HE force 3,

/A Warning
MRBEEFEHRH Amazon FHIHM FRAEEAMazon RS B EIEF REXEMWBEE ,
NERTHSBE , BUINERR SHE 1 EMTRGESYE PREBEFRMEXREA
K P H BT B TSk S

aws logs put-destination-policy
\ --destination-name "testDestination"
\ --access-policy file://~/AccessPolicy.json
\ --force

£ A Kinesis Data Firehose #{TEEKF AEHIERLE

EBEKFAZASHE  £FEET ASHEREENZERE

- BEBEREE-MNBEABREIRBEFELS , Hik Lo CloudWatch gs HEE 2 AR IFRHE
ASEHREIEERR,. EXABIEREFT , BEBEREE L TN EMHAmazonlk S
111111111111,

- BEHBIEEWE-RE FZ Kinesis Data Streams il B#5 , 3 CloudWatch it BEHEEWEEE
BWBHERE, BREREEAEZEXZEEHBEREXNER, EARIERERFT , HERIEREK
# & RAEEBAmazonlk S 222222222222,

A AW RBIERY A Amazon S3 718 Kinesis Data Firehose £ #ii. A A A FEHATFENIRE
Xi% & Kinesis Data Firehose & #iific BXEZEE , 5S 12 Kinesis Data Firehose & i o

BEEAMBRAAL T E—AmazonXE R, ER , BFrER K Amazon iR A T E /Y X E,

@ Note
X — K P A8 X 4% 5 i Y Kinesis Data Firehose 1T [R5 % 544 o
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£}

- S 1 : 812 Kinesis Data Firehose & %
« B2 BIEBHR

- SR 3 BIEITAMERMG

- BIFFASHR

- EIE{TIMEREFRA A B

$9 1 : B8l2 Kinesis Data Firehose &%

/A Important

EERUTSB2E , BAFERGEZEE |, LME Kinesis Data Firehose T LA [8] & 19
Amazon S3 Ff&iE. BXEZEE , 2 Amazon Kinesis Data Firehose Ff & A R 1§
R ) A

D (TR PRMESREBEFEEE BEBTFEZREK S P

LT RAGEHEANREERS (HBSTRIEMIE ) . BFLEXKEERAERTENDBEN
E#XiE,

0 25 A4 B $58 Kinesis Data Firehose 1&#ii

1. 6% Amazon S3 Z#4E :

aws s3api create-bucket --bucket firehose-test-bucketl --create-bucket-
configuration LocationConstraint=us-east-1

2. BIZ IAM B | ZAEBFET Kinesis Data Firehose B M A F# AT R,
a. BH% 6 FRANAKREREXH ~/TrustPolicyForFirehose. json FHIRZEEERHK,

{ "Statement": { "Effect": "Allow", "Principal": { "Service":
"firehose.amazonaws.com" }, "Action": "sts:AssumeRole", "Condition":
{ "StringEquals": { "sts:Externalld":"222222222222" } } } }

b. €& IAM A& , FiEEEN eIZNEEREE .

aws iam create-role \
--role-name FirehosetoS3Role \
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--assume-role-policy-document file://~/TrustPolicyForFirehose.json

c. WWTHAHELATARRL, ETAREHMBE ARN,

"Role": {
"Path": "/",
"RoleName": "FirehosetoS3Role",
"RoleId": "AROAR3BXASEKW7K635M53",
"Arn": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"CreateDate": "2021-02-02T07:53:10+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "222222222222"

3. HWALTHT LR Kinesis Data Firehose £ #iift. my-bucket-arnfE A IEBHIZBBEE my -
role-arn#l,

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \
'{"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::firehose-test-bucketl"}"'

B AR T AT AR

"DeliveryStreamARN": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream"
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}

FHE2: CIEBR

A Important
BRPWAALSRBEEE B SHIEREREKRS P TH.

BIZ B#5/3 , CloudWatch Logs T4 A/ @ BARRIE—FMHES . HiTHEKESREEL
SESIRASHE |, Logs 2 FIRMK ¥ CloudWatch B EEH ZIXE B #ro

I B R

1. BEE, BEEEE S8 1 812 Kinesis Data Firehose &% F 2|2 # Kinesis Data Firehose
RERENIRES . EAILUE A LT 55 k4 & StreamDescription,  StreamStatus 7=,

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"

A | EESF ZDeliveryStreamDescription, DeliveryStreamARN B , R ZEEE UGN ST
REAE. TS RGIHEE

{
"DeliveryStreamDescription": {
"DeliveryStreamName": "my-delivery-stream",
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:222222222222:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",
"DeliveryStreamEncryptionConfiguration": {
"Status": "DISABLED"

3,
"DeliveryStreamType": "DirectPut",
"VersionId": "1",

"CreateTimestamp": "2021-02-01T23:59:15.567000-08:00",
"Destinations": [
{
"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
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"BufferingHints": {
"SizeInMBs": 5,
"IntervalInSeconds": 300
I
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
I
"CloudWatchLoggingOptions": {
"Enabled": false

.
"ExtendedS3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {
"SizeInMBs": 5,
"IntervalInSeconds": 300

1,
"CompressionFormat": "UNCOMPRESSED",

"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"

},
"CloudWatchLoggingOptions": {

"Enabled": false

I
"S3BackupMode": "Disabled"

1,

"HasMoreDestinations": false

ENERRAURFE-RoHT 2ERSNEDRS.

2. HERRLTEIRSEH , A1 IAM AEFKRTF CloudWatch B EFHIFEHRAER Kinesis Data
Firehose HIN PR, H%E , IREEE X ~/ TrustPolicyFor cwl .json FEIZEEREE, FHAXK
‘mERROIZR LR, BX CloudWatch HELXIRTRMNEZELR , 12 Amazon CloudWatch
Logs &K im T S MBECE

LR BIRIEE sourceAccountId B aws:SourceArn £RZHLTXHH , B TEE SN
WEERELZLRTE, MREEE—XARAPERAERKS, 1D, NZENENEFR ARN BIER
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RAriEmE

ARN ZEH, EEENEAS , SR ARN RENMNE — IR AT WEN SRR ARN. BXE

ZER , BEH EERERBRE,

"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

3. {£/ aws iam create-role A S HIE IAM B & |, FIEE LN I 2N EEFEIE I,

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-xole-policy-document file://~/TrustPolicyForCWL.json

UTREATRBIH L. 12 TRER Role.Arn B , RALFEEEREANSRIARTE,

"Role": {
"Path": "/",
"RoleName": "CWLtoKinesisFirehoseRole",
"RoleId": "AROAR3BXASEKYJYWF243H",
"Arn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",
"CreateDate": "2021-02-02T08:10:43+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"

iy

f£F Kinesis Data Firehose # {TEIK - B EKIELE
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"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

4. BIBRNPRZFRELLE X CloudWatch BER AT IREI K FHITHRLEIRVE, B , FRANAREREX
# ~/ PermissionsFor cwl .json H 82X BRKRE :

{
"Statement": [
{
"Effect":"Allow",
"Action":["firehose:*"],
"Resource":["arn:aws:firehose:region:222222222222:*"]
}
]
}

5, BREANUTHT  FHNREEEHERIEK

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-name
Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL.json

6. 7£ Kinesis Data Firehose &4 FENRSHBEEEIE IAM A2 G |, &1 LL CloudWatch
12 B & B o

a. WIRASFHRRBSENBEIRXEK , EARTHERCIENFNMN S RANE—
NER, B TERAFEPRENH BN ARN , A BFERESRHIERCERN

destination.arn.

aws logs put-destination \

--destination-name "testFirehoseDestination" \
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--target-arn "arn:aws:firehose:us-east-1:222222222222:delivexystream/my-
delivery-stream" \
--role-arn "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole"

"destination": {
"destinationName": "testFirehoseDestination",
"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream",
"roleArn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",

arn": "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"}

}

b. E—FWEMKGE , £ BEBEBRWEIKS (222222222222) H 5[ KI5 B Rk

WERIEES A EBTFEBLEEKS (111111111111 ) MR IG R B SHIFZWREK S
(222222222222 ) HHY B ¥R, BRI AERA XA mESRTIHERBA ~/ AccessPolicy .json 3

e
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . """,
"Effect" : "Allow",
"Principal" : {
"AWS" . "111111111111"
b
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"
}
]
}

c. XFOIE—RE 6 ZEBRELTHNEREEBEANRHA. LEBLTIEEAE
PutSubscriptionFilter$& e 815 6] B #5. BIKF~ A P68 A iZPutSubscriptionFilteri® /4% B
EEHRXBIBR

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \
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--access-policy file://~/AccessPolicy.json

SR 3 : GIEITRFIESA

PHRENEEKF , FRREIF R 111111111111, B, BFELEKF P RIEBITRARES . IR
fir | BEiEESRE S —1NEE Amazon CloudTrail E4H A RHXE , SUER“B”AmazonZiEHITHY

ﬁ’ﬁﬂi?ﬂﬂ’\]iﬁﬁ%ﬁ% AR B E A EMN BAR, BAXIM{AE CloudWatch B & %% Amazon CloudTrail
EHNEZFELR |, S Amazon CloudTrail P #ERH Y[ CloudWatch H#E &3 CloudTrailE44,

aws logs put-subscription-filter \
--log-group-name "aws-cloudtrail-logs-111111111111-300a971e" \

--filter-name "firehose_test" \

--filter-pattern "{$.userIdentity.type = AssumedRole}" \

--destination-arn "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination”

HEA MBS TR —AmazonXiE K, B2 , BARTREMTAREXEHNAMmazon &R |, i

Kinesis Data Firehose o

?I_L 1E%A$1q:uu.

BIZEIT R IFIL88 /5 , CloudWatch H Eéﬂ%ﬁﬁﬁ’%Liﬁ%ﬁ*ﬁﬁ L By 152 A B EFE 4 ¥ &l Kinesis Data
Firehose & #iii. BIE Kinesis Data Firehose £ #iii L iIREM A ZE R AR , BIENFAHRE REEN
Amazon S3 FiEEHR, 23 E2BHREGE , BRI LEEKE Amazon S3 FEMEEKREIEEHEHRE, E

KREFER , TRANUTHS

aws s3api list-objects --bucket 'firehose-test-bucketl'

R THE RS TREREL

"Contents": [
{

"Key": "2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba",
"LastModified": "2021-02-02T09:00:26+00:00",

"ETag": "\"EXAMPLEa817fb88fc770b81c8f990d\"",
"Size": 198,
"StorageClass": "STANDARD",
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"Owner": {
"DisplayName": "firehose+2test",
"ID": "EXAMPLE27fd05889c665d2636218451970ef79400e3d2aecca3adbl1930042e0"

RE , BULBIRANUTHT , NMEEBPREBENR. & key WEEBRNEEL - TR
FHE,

aws s3api get-object --bucket 'firehose-test-bucketl' --key '2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba'’ testfile.gz

Amazon S3 I RAMNEIEI gzip BRXEMR. BAEAUTHIZ—REGSITPIHNRAEIE

Linux :

zcat testfile.gz

macOS :

zcat <testfile.gz

HZITRHE R B PR R R AR

BB M NELBENBRPRINIMBRAELIEZENER. BALURERL
#yPutDestinationPolicyl @ EEFM G RIKBESER. EUT RGP |, FE L2 BRI IK S
1M1 1111111 BREFE M EESRIE , HEE K, 333333333333,

1. IRENY B 5 B#r TestDest ination <BXHISREE H 12T : AccessPolicy

aws logs describe-destinations \
--destination-name-prefix "testFirehoseDestination"

"destinations": [
{
"destinationName": "testFirehoseDestination",
"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream",
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"roleArn": "arn:aws:iam:: 222222222222:role/CWLtoKinesisFirehoseRole",
"accessPolicy": "{\n \"Version\" : \"2012-10-17\",\n \"Statement

\" : [\n {\n \"Sid\" : \"\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : {\n \"AWS\" : \"111111111111 \"\n },\n \"Action
\" : \"logs:PutSubscriptionFilter\",\n \"Resource\" : \"arn:aws:logs:us-

east-1:222222222222:destination:testFirehoseDestination\"\n N\n  I\n}\n\n",
"arn": "arn:aws:logs:us-east-1:

222222222222 :destination:testFirehoseDestination”,
"creationTime": 1612256124430

2. EIZERE , MR EREEKF 111111111111 , F BIKF 333333333333 28 . FIBEK
A ~/ NewAccessPolicy .json X :

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AWS" : "333333333333 "
},
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"
}
]
}

3. FEALUTH S NewAccessPolicy.json X4 E LM K& S B FrAEX<BX

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \

--access-policy file://~/NewAccessPolicy.json

XERSRLZERKS ID 111111111111 FAY BEEH, EKF 333333333333 WATE &I &ZIT
ik fe , MK 1D 333333333333 Y HEEH RS M ENFF a7 [ B #r.
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AR RBEGE

BERERER-IMREMEE , DFTEFRENITRRNSAAESBEERESNRNXERITZ
BRI, £ Amazon 1, BERFELTRLSIEREEFERNE, — MRS (AARS ) BAS —TURS
(#ERARS)N , TR REBRSELN. TRMBRARS , FAENRAEEMEER T ZRSF
MALFEREHTRAIN S —NEFNEFRETERE. APLEXFER , Amazon REAIH BRI FR
BSHHBEHTE , MXLERSPHRS AR RIKS P EE IR,

RIMNBWERREREPFEHaws : SourceArngaws : SourceAccount £ B4 £ T X 40 KR 18 #%
¥ CloudWatch HEMRSEE , MERBIEE A Kinesis Data Streams H Kinesis Data Firehoses

aws :SourceArn BV {EAIURF PR &I R RIEEBE AFZRITBHKS

SR ERERBSERNAERMEM aws :SourceArn £2BE£HF L TXENE RN TE ARN, IR
BIRAERBENTE ARN REZBEEESNIRR , BEATHEBERA (*) ¥ aws: SourceAmnn £/ LT X
SHERERR ARN WAREED. Hlan |, arn:aws:servicename: :123456789012: *,

XM RE A T&RF1HA CloudWatch HERMNER , UERBIEE A Kinesis Data Streams # Kinesis
Data €32 B #% FirehoseZ % 2 : €l B#: , HE R T WAIEA a SourceArn ws: £RFMH4 ETXEH
SRESBYBR 1L B ELRY &I F R 7R
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Amazonf B & & 2 CloudWatch B EH RS

AR AmazonfR& 4% B & &M 2l CloudWatch B&., BEXIXERFRIEANAENEE , BSREENX
ER
B S5 X4
Amazon API Gateway 1£ CloudWatch API Gateway Fi&i& APl H&
&
Amazon Aurora MySQL I ¥ Aurora MySQL H & & 46 ZIT 5 i#

CloudWatch B&E

Amazon Chime CloudWatch Amazon Chime B B &
Amazon CloudHSM 1532 Amazon BHEF B Amazon CloudHSM& it

CloudWatch B&E

Amazon CloudTrail £/ Amazon CloudTrail H FE ¥ CloudWatch
BEXH4

Amazon CodeBuild TR EFEFHNMERSE

Amazon Cognito #8228 CloudWatch & IAM B

Amazon Connect 18 F M2 Amazon Connect

Amazon DataSync AR B & E4& DataSync Bl Amazon

CloudWatch B&4A

Amazon Elastic Beanstalk ¥ Elastic Bean CloudWatch stalk 53 5% H &
— 2

Amazon Elastic Container Service EARR/EHIFFEA CloudWatch B&E

Amazon Elastic Kubernetes Service Amazon Elastic Kubernetes Service #Z&|E 4k A
FioF

ElastiCache i& A F Redis #J Amazon HE4E
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https://docs.amazonaws.cn/codebuild/latest/userguide/getting-started-build-log-console.html
https://docs.amazonaws.cn/cognito/latest/developerguide/cognito-user-pools-using-import-tool-cli-cloudwatch-iam-role.html
https://docs.amazonaws.cn/connect/latest/adminguide/logging-and-monitoring.html
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https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/AWSHowTo.cloudwatchlogs.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/AWSHowTo.cloudwatchlogs.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.amazonaws.cn/eks/latest/userguide/control-plane-logs.html
https://docs.amazonaws.cn/eks/latest/userguide/control-plane-logs.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/Log_Delivery.html

Amazon CloudWatch BH&

RAriEmE

BR S5

Amazon Fargate
Amazon Glue
Amazon loT

Amazon Lambda

Amazon Macie

Amazon Managed Streaming for Apache Kafka

Amazon MQ

Amazon Network Firewall

Amazon OpsWorks

Amazon Relational Database Service

Amazon Robomaker

Amazon Route 53

Amazon SageMaker

Amazon Simple Notification Service
Amazon Step Functions
Amazon Storage Gateway

Amazon B8 iF i 8] £ fR

XY
£/ awslogs A &R IEF

Amazon Glue 1)\ H9iE £ H R0 F

1T M 2

£/ CloudWatch B&

W EA TR AR Amazon CloudWatch B&
Amazon Lambda

f£ A Amazon CloudWatch B &R HREIEX
MES

BE&iER

¥ Amazon MQ BLE R [ 5 HE K 1 — ik B
S ME#ZHE CloudWatch

18 F 3k B Amazon Network Firewall B &7 &

{8 B35 Amazon OpsWorksH#4# 89 Amazon
CloudWatch B &

£ PostgreSQL HE &4 | H&E CloudWatch

Amazon RoboMakerfy & FE 41 CloudWatch
ROS i &

Amazon Route 53 1y B E 12 Kk 1z

55 A 5 i#hid I 5 ¥ SageMaker SE3)

CloudWatch

#&%F CloudWatch B&

/8 B ZF3# 1T CloudWatch B&id%

1 12 SR HY XA PR

E'H_L'LIEEIJ-LHIEJ E oA
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/using_awslogs.html
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https://docs.amazonaws.cn/iot/latest/developerguide/cloud-watch-logs.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.amazonaws.cn/macie/latest/user/discovery-jobs-monitor-cw-logs.html
https://docs.amazonaws.cn/macie/latest/user/discovery-jobs-monitor-cw-logs.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-logging.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/security-logging-monitoring-configure-cloudwatch
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/security-logging-monitoring-configure-cloudwatch
https://docs.amazonaws.cn/network-firewall/latest/developerguide/firewall-logging.html
https://docs.amazonaws.cn/opsworks/latest/userguide/monitoring-cloudwatch-logs.html
https://docs.amazonaws.cn/opsworks/latest/userguide/monitoring-cloudwatch-logs.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.PostgreSQL.html#USER_LogAccess.PostgreSQL.PublishtoCloudWatchLogs
https://www.amazonaws.cn/blogs/opensource/robomaker-cloudwatch-ros-nodes-offline-support/
https://www.amazonaws.cn/blogs/opensource/robomaker-cloudwatch-ros-nodes-offline-support/
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/logging-monitoring.html
https://docs.amazonaws.cn/sagemaker/latest/dg/logging-cloudwatch.html
https://docs.amazonaws.cn/sagemaker/latest/dg/logging-cloudwatch.html
https://docs.amazonaws.cn/sns/latest/dg/sms_stats_cloudwatch.html#sns-viewing-cloudwatch-logs
https://docs.amazonaws.cn/step-functions/latest/dg/cw-logs.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/monitoring-file-gateway.html
https://docs.amazonaws.cn/verified-access/latest/ug/access-logs.html
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iy 3

Amazon VPC VPC i BE
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B RS EAmazon RS B EiDH

BRTZHRFNEMBELMBE , BEEEAmMazonfkSF 7 LUF CloudWatch A EE A EL S fE &£
F# RS RIS Kinesis Data Firehose, MMIREFN HENETEERREEP —TRZS P EF L E
BE , BBABTTUEM L E K AEN RS FeBEEAIEE Amazon S3 & Kinesis Data Firehose |,
MEEFARE,

BNfE B R E# A& W F Amazon S3 = Kinesis Data Firehose , I&~=4£%H. BXEZELE , TS
Amazon P ricing A “B&” £+ LY “4E BE” CloudWatch ,

PR

Hp—Amazon ki FERAEREMIZENERELEE A CIoudWatch #&. Amazon S3 = Kinesis
Data Firehose, EF A T&RF I HWAMazonRS , HEBELXEBEAE IR , BATLEFHENR
AP EHER,

eS| AR R FAmazon LB A B & KIE. AmazonAI AERE H AR B B IX LR | £t
ALERE BRIER 2B BT X LERR,

WMRERER D HPHENAEERRE BEREFERILAmazon BEREX BN NRRFRER , 3
AREAFRENAPSTER—ENNR , UATEEAR. NF , EAUBTORTRERRE , X
'LQEH/L,\ \E’JFHFIEJETFEEﬂBA%*XBEO

TRILOETEALATHEENBERER BEB .

HERH CloudWatch ~ Amazon S3 Kinesis Data
Logs Firehose

Amazon AP| Gateway 1717 H & v

Amazon Chime &R EER BERM SIPJEHE v

HE

CloudFront: iR B & v

CloudWatch ERRIFHEHBE 7 v

Amazon ElastiCache for Redis A& v v

Amazon Global Accelerator it H& v
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https://docs.amazonaws.cn/apigateway/latest/developerguide/set-up-logging.html
https://docs.amazonaws.cn/chime/latest/ag/monitoring-cloudwatch.html#cw-logs
https://docs.amazonaws.cn/chime/latest/ag/monitoring-cloudwatch.html#cw-logs
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently-datastorage.html#CloudWatch-Evidently-datastorage-logformat
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/Log_Delivery.html
https://docs.amazonaws.cn/global-accelerator/latest/dg/monitoring-global-accelerator.flow-logs.html

Amazon CloudWatch A& ArfEm
AEERH CloudWatch Amazon S3 Kinesis Data
Logs Firehose

Amazon MSK X H& v v v
Amazon MSK Connect A& v v v
Amazon MRy A& BE v v v
Network Load Balancer i7[8] H#& v

Amazon Route 53 Resolver &if] H&E v v v

I &% SageMaker J&3) v

I & SageMaker & T3E3) v

EC2 Spot S ##E R X4 v

Amazon Step Functions ik TYERMFRET/E v

Storage Gateway ® it HEFME TR BE v

Amazon Virtual Private Cloud & B & v 4
Amazon VPC Lattice 1718 H & v v v
Amazon WAF B& v v v

UTEE2RETENMNBIMNESHHAEE.

ZfoE;EtU H /L:\EIJ CloudWatch E oA

/A Important

EFUTHRDH B EEEIZE RN XEZ Lo CloudWatch gs Bt , tIRFEE | ALl Amazont|E
RERSEWAEN AEAXBKNRIRER, REFERAT K EFFHARES.

KEE BEK CloudWatch A&
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https://docs.amazonaws.cn/msk/latest/developerguide/msk-logging.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-connect-logging.html
https://docs.amazonaws.cn/network-firewall/latest/developerguide/firewall-logging.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver-query-logs-choosing-target-resource.html
https://docs.amazonaws.cn/sagemaker/latest/dg/logging-cloudwatch.html
https://docs.amazonaws.cn/sagemaker/latest/dg/workteam-private-tracking.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/spot-data-feeds.html
https://docs.amazonaws.cn/step-functions/latest/dg/cw-logs.html
https://docs.amazonaws.cn/step-functions/latest/dg/cw-logs.html
https://docs.amazonaws.cn/storagegateway/latest/userguide/monitoring-file-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/flow-logs-s3.html
https://docs.amazonaws.cn/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.amazonaws.cn/waf/latest/developerguide/logging-destinations.html
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UG E—TRPHHWEERTBLIZEET Log CloudWatch s B |, AXFE :

AP IR
N TREBIRE B XM Logs KIXfEMILE CloudWatch B |, A6 B A LA T PRIV IK /& %o

* logs:CreatelLogDelivery
* logs:PutResourcePolicy
* logs:DescribeResourcePolicies

* logs:DescribelogGroups

MPXEXRBHAEPNEMN—MERET BEFHEA CloudWatch BEA , WERERRE—BEA
KEEB—RKIEKAFE , BRAEEZlogs: CreateLogbDelivery X PRENT,

B A4 M 3R SR

BUWBENBESAXTNEFTTERENRNERRE, WRAEALTEEREXRE , FERERE
BRMWAFHAIZAE AR logs: PutResourcePolicylogs:DescribeResourcePolicies.,
Mlogs:DescribelogGroupsiXR , M & T 15 B E K% E| CloudWatch Logs Bt , Amazone B
R H I TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite20150319",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
3,
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:us-east-1:0123456789:1og-group:my-log-group:log-stream:*"
1,

"Condition": {

K3% % BEH CloudWatch B & 591
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"StringEquals": {
"aws:SourceAccount": ["0123456789"]

iy
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

NRBLEAEERFERRE , BZEBFTEEL— I ERPRNIET , HEREAFIZFRHNA
PXEEHEER logs:PutResourcePolicy, logs:DescribeResourcePolicies

logs:DescribelogGroups X[R , MZiE ARG NE B EHNEREREH,
/u\éﬂ ﬁ/ﬁ%mﬁklj\ BE%UIE%E@

XERFMBPERRRBERIHEDHEREBENENBELA , HH CloudWatch B &3 R HE R HI
5120 /F?‘ﬁo ‘{Vf'H/u\ ;EK'U(;HM HE’}]E&%—I béﬁEIJJttBEﬁ%IJo

NTEBXFER , CloudWatch Logs £ XiE BENRSAAIEANRRREBH KD, HER

T B KEEIEIR 5120 NERHA/DNBRAEIRT , CloudWatch B A& BRI EZRE K ERKEE/aws/
vendedlogs/*HEH. ZfF , BUUTFHBFEFML /aws/vendedlogs/ FFkHY B EHEN X LR
ST RN BEN B HRo

KiEZE| Amazon S3 WA E

/A Important

LA THRPH AEEBIEE N X%EE Amazon S3 B , AmazonLBlEHE X SEK B E
#) S3 EREFEXBNEREKRE (WEE ) , HEFIEAT  EFFMAEE,

LT RN AELIEET Amazon S3 Bt |, ATEH :

« CloudFront 5B B&EMR R 1B BE. CloudFront EAMNNBRERSHHIRIWEMRSTE. B
REZELR , BSREERHE R ZICFEMIGR B EX4MENNR,

« Amazon EC2 Spot SEHIEIER

« Amazon Global Accelerator i B &

Ki%ZF| Amazon S3 W AE 222


https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html#AccessLogsBucketAndFileOwnership

Amazon CloudWatch B & AriEE

« Amazon Managed Streaming for Apache Kafka X3 A&
« Network Load Balancer 5 [7] B &
« Amazon Network Firewall B&

« Amazon Virtual Private Cloud # H &

H#E R M E Amazon S3 K SRR EGEENNEF#E T, 85 7 FEEENFREFZ—1
RZNHEENXH,

HEE X AEKRIEE Amazon S3 k@Rt , KixH ,U\E’Jﬂli%élﬂ%ﬁﬁ%ﬁﬁﬁ%ﬁ% LA 4R B AR
RIEFE T RPN F#E. Rt , EEQ Amazon S3 FHEBAEE , ELTNERBRSHEHRCIE
R EH B AT,

AR
BREBREF/OFXERE ATHNE M BERIESR Amazon S3 , BB FEFU TR K
Fo

* logs:CreatelLogDelivery
* S3:GetBucketPolicy
* S3:PutBucketPolicy

MBHAPEM—FEBW AL CH A AT Amazon S3 Fi#EHE , ERENEPEZ—HATEEERE—
FiEM , BREE logs:CreatelLogbDelivery MR,

S3 7 1 B IR R BE

BEWAEN S3 EHREXMEEESRENRNRRERE. NMRE#HBIINFERRRE , mMAIRER
FIERWARXNFMAEESR S3:GetBucketPolicy M S3:PutBucketPolicy ®[R , AL H &R
£ B & KEZ Amazon S3 B , Amazon& BEh W HBIZ LT KK,

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",

Ki%ZF| Amazon S3 W AE 223
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"Principal": {

"Service": "delivery.logs.amazonaws.com"
},

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::my-bucket",

"Condition": {
"StringEquals": {
"aws:SourceAccount": ["0123456789"]
},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

}

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Service": "delivery.logs.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/account-ID/*",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": ["0123456789"]
},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]

EZBIRED , 3TF aws:SourceAccount , BHEEMN AEEEENLFHEBHIIKS, ID Jk, T
aws:SourceArn , i5¥ arn:aws:logs:source-region:source-account-id:* BRNIBEEEK
HERZRIE ARN %3k,

MRAFEBEERRERR , EZRKBFTEEL— I EBPARNEA , FEREAFTIEEKNAFP N 76
#EE S3:GetBucketPolicy # S3:PutBucketPolicy PR , MiZiE AR M MBI F# B RERR

&
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® Note

HEFERT , R KM delivery.logs.amazonaws.com & F s3:ListBucket ffR , 7]
BESTE Amazon CloudTrail A& E| AccessDenied %, FE% CloudTrail HEH HIX L
IR | BAAERFs3: ListBucketiPR , delivery.logs.amazonaws.com# B 4ME
SEINHNEERREHIRENS3:GetBucketAcIXRFE R ConditionS ., N AHER
N, JLAE$#ES AWSLogDeliveryAclCheck E#i 8 “Action”: [“s3:GetBucketAcl”,
“s3:ListBucket”] , MA2RIE —/NTH Statement

Amazon S3 17 ##8 AR &5 25 im I 2

BAI LB B A Amazon S3 EE R %4A (SSE-S3) MY AR 23w tN# 2} Amazon Key Management
Service F1Zf# Amazon KMS %4 (SSE-KMS) KBRS 28w tN 2 KR HF Amazon S3 Z & R EIE,
BEXEZER , B2AEARSHIRMNBRFEE.

WR%EEF SSE-S3 , A EEFMAWEE, Amazon S3 LB INFEZFE,

/A Warning

WRIEFE SSE-KMS , NATERAFEFREANER , RAKGRFAXZEFEM Amazon £EXE
Ho WMREFEM Amazon HEZAREME , MSUAFAREBEREHEBE

HIEFEREFEER Amazon KMS Z4 , B EEAEMBMENEEEEFEEXN BN
Amazon Resource Name (ARN), EXIFUTABZFMEZEFREXNZANZHARE ( T2 S3 17
MW EMERRE ) b, MEAERERKSATEA S3 F##,

MR%EEFE SSE-KMS , MIAAFEAZFREERNER , EALFHSEFXZHFEA Amazon TERXH, H
BEAEFEEN Amazon KMS 4Rt , B ERS AFEEENEREERFRERNZH N Amazon
Resource Name (ARN), ZXFFUTHARRMBEZFRERNZANZARR (T2 S3 EHAENT
EMERE ) P, LERLEERRKSANUEA S3 F&#.

"Sid": "Allow Logs Delivery to use the key",
"Effect": "Allow",
"Principal": {

"Service": [ "delivery.logs.amazonaws.com" ]

}I
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"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": ["0123456789"]

I
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:0123456789:*"]
}
}

¥ F aws:SourceAccount , IHIEEN A EEZEF L EFHEBHIIKS, ID 5k, NTF
aws:SourceArn , i5¥ arn:aws:logs:source-region:source-account-id:* BRI EEK
HERRIE ARN %X,

% 3% % Kinesis Data Firehose 89 B &
MET—ZBoHRF I HH B EXE K% E Kinesis Data Firehose Bt , 232 &A :
AP XER

EEREBEEE X LR FEDNE—F B ELXEER Kinesis Data Firehose , S4B FEF L
TEERIKF .

* logs:CreatelLogDelivery
* firehose:TagDeliveryStream

» iam:CreateServicelinkedRole

MR EAPEM—Fh BEEH K E R Kinesis Data Firehose , BiR BN E P S —f B Kt £ XF Kinesis
Data Firehose , 8RR FE logs:CreateLogDelivery #l firehose:TagDeliveryStream X
PRo

ATHRERY IAM A6

&% % Kinesis Data Firehose #J B & 226



Amazon CloudWatch B & AriEE

HF Kinesis Data Firehose T {ERAREKR , Amazonf§iX & H Rk & v &% 2 Kinesis Data
Firehose BRI & A IAM B, Amazont|ZH& 5 AWSServiceRoleForLogDelivery B IRGSHEX AR,
AR XA BIELL TR,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"

]I

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}

},
"Effect": "Allow"

WHRFZHEAXAELNE LogDeliveryEnabled #3¥i&8E N true BIFTE Kinesis Data Firehose 1% i
RFFNR, HEIRE HFICEKE , Amazon& T HARKIRHLS B AR EH 7o

RS HRAEEES RV delivery.logs.amazonaws.com REZFEARKRAFMERSHKAAR
WEEER, ZEETRBOTAT

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
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Bh LS AR SSR B TS

BREERERER-—NMRZEMEE , DFEFRENTNRNSAAESIBEERESNRNXERITZ
BRIE, 7 Amazon | BERFELTRLKSFBREFEFERNE, — MRS (FAKRS ) RS —TURS
(WRARS)E , AR REBRS KN, TURNBARS , ERAENRUEEMER FZRST
MBHRRRH G AN S —NEFNERETERE. APHEXHER , Amazon REAIFHEBEFRIFAA
BRESHBIENTE , MXLERS PRIRS EEFRT RIS YRR

RMNBWERREPFEHaws : SourceArnfMaws : SourceAccount £ &M £ T X Z4ARERE
CloudWatch BE# Amazon S3 @A K B EWRFZ R FHNXE, MEERABRINERFZHLTXR , &
B —REIEQPRFEAR , aws:SourceAccount {EH aws:SourceArn {EH YK F L4205 A A8 [=] &Y ik
F 1D,

aws :SourceArn HWESTAE4E R BHEHN Amazon AR ARN,

BSEEERERBASZERN A ERMEA aws :SourceArn £B&HF L TR ERINTE ARN,
RRMERFRNTE ARN , REBFEEEBESMNER , B X ARN KA EHTEEERF (*) 1
aws:SourceArn £ & E T X&H%,

KRBT PHNFERIE R T AE A aws : SourceArn H aws:SourceAccount £B& ML T HR
Hh, UREEEREBEANBELI,

CloudWatch 12 &Amazonit & F BB E T

BE BiIZRSFHBIBE CloudWatch B&EAMazonEERMBE XA EEHMNFAEE ., BREBEX
LR EE A BBIRER |, iHiT 1 “ CloudWatch BEM A FiEFR” ME LK RSS feed,

BX iR H &
AWSServiceRoleForL CloudWatch HEE®R T 2021 £7 A 15 H
ogDelivery REHXAEEKE- SAWSServiceRoleForL
B E K ogDelivery R %5 8% A B < Bk

# 1AM REEHRINPR. AN

BT :

e firehose:ResourceT
ag/LogDeliveryEnab
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BEX iR A Hf
led": "true" %H

BEFE WA aws:Resou

rceTag/LogDelivery
Enabled": "true" o

CloudWatch B E SRR ER CloudWatch BEFFIRIRERE 2021 £ 6 A 10 H
B Amazonft & RS E X,
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5 BEBIES HE Amazon S3

M HSHEMBEALS HE Amazon S3 1 , REEAKBERETEELENSH , SUREHAZIH
UER

EATAT A TR E

- ¥ BEHIES HFEST Amazon Key Management Service ( Amazon KMS ) 1% S3 8
- FHEBESHIEEHA SSHRYEBEFRBHMN S3 1

ERRSHHEE  SXTRE—- N TEESHNBEEIEN S3 F#iF. SrLlNE S M X E1E#
EIEH S3 @ |, HE N Amazon S3 £ EHHNI L B Z 4 SMIERE S H B X
BRI LS HBIfER AES-256 5 SSE-KMS 1% # S3 1FiE .
AFZNEEEAHZANEEENBESESSHER -1 S3 FHET. EoAENSHESHBEERIE ,
BOLIEE—NIR , LEAEMESHII R Amazon S3 8814,

(® Note
THRSNFHXAFH A EBERETETHENGEF. ETUER Linux XAEFN S H

WA EFERBIEHITHER. 600, UTEZABRFS SN ENXMGRPAE gz XHPHEH4H
THEF

find . -exec zcat {} + | sed -r 's/~A[0-9]+/\x0&/' | sort -z
UTEARFR SN ZNFXHRFN.gz XHHITHERF

find ./*/ -type f -exec zcat {} + | sed -r 's/~[0-9]+/\x0&/' | sort -z

sk, R T AER EA stdout S B FEEF BN A HBI EEERHE S — M XHRITRE

ARMETEBERSE 12 MIFEAT S, SHESE 24 MIEEN, NESHESRN  HE
B S HIT S MR FSE .

X BEBBEBHNES 24 , F20 £8 “BENE 2947 CloudWatch B EEIE s 6 17 #LaT4k
B HEHE.
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AR
o EAEFB A B EBES EZE Amazon S3
« £ Amazon CLI ¥ B E##ES £ 2l Amazon S3

A
B
Fhzal , BRENTSHES .
HEHEBR

ESHASXBHASEANEH. ZATATHNATHESSEEEEN S3 &,
M (BEE )

HIERNETEZ , RRE 1970 £ 1 A 1 B 00:00:00 UTC LUk ER ., BEASZETEZERE
WrE B EEHHLHSH,

Z (A1)

PIENESEE , &8 1970 £ 1 A 1 H 00:00:00 UTC LR EZEW . AERAR L EIZEIRE
M E BSSEHE2MS H,

B PR e i 18

ESHESXEN S3 BN AN, F@#FEATSHIEE B SA T B EHE.

ERINEEE
kRN, REMAESHN R Amazon S3 #EIR. X BB THEENFHEH IRRELT XX
RYE LR 5,

FERES &N B ERES EE Amazon S3

EUTRAEIA | BEATSE CloudWatch &I & 458 N H Amazon Log CloudWatch s HE&H A AEIFR
BHIES Hmy-1log-group® & FH#I Amazon S3 F#Emy-exported-logs,

X BEBIES HEIH Amazon KMS tNE#R S3 1.

]
&b
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FIR 1 . 812 Amazon S3 1

RINBWEERAE RN Logs BIEKEAM CloudWatch 1, ER , MREFAINEEFMHE , FHESE 2
8

(@ Note

S3 FRMLMEESHN AEHENMTE —IXEH, CloudWatch B EF X FHHES HE
Htb XAy S3 Fi o

B2 S3 i

1. $T7F Amazon S3 #£#|& , MR : https://console.aws.amazon.com/s3/o

2. WRFE, TUEAXE. MSEMiEF , EFEBN CloudWatch BEFERN X1,
3. i%3#% Create Bucket ( BIRZ6EHE ) -

4. XtTF Bucket Name ( FHEBEN ) , MATFEBEHNEN.

5 XNTFRXiF , EFEH CloudWatch BHEBIBEFTEN XS,

6. EFE6IE,

FIR 2 REHENR
EESLHE S FRIESHAES , BFEEHE AmazonS3ReadOnlyAccess IAM A& FMEL TR :

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks
* logs:DescribelLogStreams

* logs:DescribelogGroups

ERHEBANR , EHENRAS, AHAEFNNR
- BEHOREEE IAM RIEENAF

YERERATEARESRINAE, BR (AM AFER) FHE=S5HRHUFEIESE (ka5
RIRIUE ) AV BRRETIRAE,

S 1 : 82 Amazon S3 1FE @ 232
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- IAM AP :
- SIEENAFAURANAE, BR (AM AFERE) 93 IAM A /2 A SRR TERE.

« (FHEER ) FRBEZMMNIAFIRASRNIAFEL. 2R (AM AFER) FEA
PAMRER (258 ) PR ITRE,

HP 3 & S3MLRENR

MINBERT , PR S3 WA RMRLBN, RERMEE (IR T #HH Amazon Web Services ik
P B RRRESENEANR. A , RIFEE W LUEEBEE 45 7 5% 8 5K @ E 3R A
FREFIHFRNR.

YHIMREBEREN , BB M EVERNFHRENFERBNIR , IFASFERBSRS HEZ
T,

/A Important
RNTHESHE SIHFEMNMRS , RMNIAEERSEEA P EZEHES HE S3 HARKS, S
o
LR RHIF | aws:SourceAccount ZEFKF ID WIRLRAFATUMNER T AEHRIES
HE| S3 FEMHIKF, . aws:SourceArn AR IEEHITHIRENRIR, WARRBIFFR , &
AU ERHINSEN ARA | tha] LR EE AT
BUWERLTELE SSHENKFHKS, ID, UATER—KFRNSH.

1% & Amazon S3 Ff# i@ L IR

1. 7£ Amazon S3 #£#HlAH , EBREREE 1 SHIENEER.
2. 1%$% Permissions ( fXPR ) . Bucket policy ( MR ) o

3. 1£ Bucket Policy Editor ( #REEmERT ) P , AT R, & my-exported-logs EXH S3
FRBNEN. BFLEEEBRNXEWmS , 110 Principal ( £ A ) B us-west-1,

"Version": "2012-10-17",
"Statement": [
{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
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RAriEmE

"Resource": "arn:aws:s3:::my-exported-logs",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
I
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
},
{
"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
},
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
}

B3 £ SIMERENR

234



Amazon CloudWatch B & AriEE

}

4. &% Save , FHENIANINAYRIEIZE N FHEME LR LRI, R CloudWatch B & B &
HESHIEW S3 FHMl. FREBRAFENMESHANRATTENR.

/A Warning

MRDEFFEBEMMT —PRSN KB, BRIMNZKREER CloudWatch BE TG RITPR =
B, BINBUBSTHERNNRE  BRENESHRFEENAS

(A ) HE 4 . SFHEIEM SSE-KMS & #Y

RYIGES H D) FE ARS8 ET Amazon KMS keys 11K S3 #get , FEEHTHS TR, XTNH
# A SSE-KMS,

S HEIEA SSE-KMS IZHE

1. M https://console.aws.amazon.com/kms ¥TF Amazon KMS ##l &,
2. EE X Amazon Web Services X1 , A TE A L AKXk ES,
3. EEMNSMmEES | % Customer managed keys ( EFEER ) -

%% Create Key ( BIB%4 )
4. FF Key type (BFAEKH) , 1£F Symmetric (FFFR).

5. XF Keyusage ( Z¥AF% ) , i&#F Encrypt and decrypt ( INZFEZ ) |, RFIEE Next ( T—
F)o

6. 7 Add labels ( IR ) T , MABANISE , ARMERIAREL (7L ) o RBREET—F,

7. 7& Key administrators ( Z4AEERA ) T , RFEATUEBERZAMAR , RFEEFE Next ( T—
F)o

8. 7t Define key usage permissions ( EXZEAFEANRE ) T , THITEMERIHIERE Next ( T —
F)o

9. KWERE , AFERE Finish ( T ) -

10. JR[E Customer managed keys ( BEFEEZ4A ) WH , EFERIN 0122 20098 o

11. 1%&# Key policy ( Z4AKEE ) BT+ , A/FEF Switch to policy view ( TIHREIKBEMAE ) .
12. 7£ Key policy ( Z4A%E ) o , EF Edit (5BHE ) -

(i) S 4 . SHBEA SSE-KMS MHHI 235
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13. MUTEARNBBARKEDSR, WITHRER |, ¥ Region BN AENXIE |, £
account-ARN B NHE KMS ZHMIKFH ARN,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*"
b
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "account-ARN"
b
"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",
"kms:ScheduleKeyDeletion*",
"kms:Decrypt"
1,
"Resource": "*"
}
]
}
14. EERREFER.
15. $TF Amazon S3 #&l& , MUt : https://console.aws.amazon.com/s3/,
16. REZE S 1 I S3 FEE R OlBMNBHEEREN.
17. ERBEM®EIF, RAJF , 7 Default Encryption ( BRIAIIER ) T , &% Edit ( &% ) -
(TN ) S 4 SHEIERA SSE-KMS MZEHHH 236
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18. 1E Server-side Encryption ( R 2w N%E ) T , %$F Enable (B ) »

19. £ Encryption type (I1ZX &) T , Fi%£$E Amazon Key Management Service key (SSE-KMS)
(Amazon Key Management Service #4A(SSE-KMS)).

20. 1%$® Choose from your Amazon KMS keys ( NZ4AFIEE ) , AR RIEAENZHA,
21. 3F Bucket Key ( #8240 ) , i%£3F Enable ( B ) »
22. EEREREENR,

T]5: QESHEES
EASERA  SBuBRSHASUENBSEFSEHA L,
£ CloudWatch # | & FH#E S HZEl Amazon S3

W B 2 REHENR FETR | A R%HNRRER,

$TF CloudWatch ##|#& , PitH https://console.aws.amazon.com/cloudwatch/o
ESMERTD , EFBEE4L,

£ Log Groups ( HFE4A ) BB L , ERAFRALAMNENR,

1%£$F Actions ( #4E ) . Export data to Amazon S3 ( FF##ES HE Amazon S3) .

£ Export data to Amazon S3 ( ¥##ES HZ) Amazon S3 ) REH Define data export ( & X EiE
EHYT,EHFrom (M) #MTo ( E) REESHNBIENESEE.

7. MRBEABESZSNEER , EAURH-NAERNR , FETHEHBERENFER. &F
Advanced ( &4 ) , RGN Stream prefix ( FRETR) A B SR 14

8. 1£ Choose S3 bucket ( £$F S3# ) T , %£EE S3 WxBKAK

9. XF S3 bucket name ( S3 @B ) , iE# S3 W\,

10. X¥F S3 Bucket prefix ( S3 FHEHIR ) , MAEFHEBRBEPIEETNBYERNFZFE,
11. 1%&$F Export ( §H ) , FAEHES HE Amazon S3,

12. EEFESHE Amazon S3 B BEBIEHIRE , BMIKIERE Actions ( #4E ) . View all exports
to Amazon S3 ( EF S HE| Amazon S3 WFIEHNA ) »

o a0 A w N~

£ Amazon CL| ¥ B E#IES HF| Amazon S3

FEUTRGIG |, BERSHESHER K CloudWatch BE AEAFHFTEHIES Hmy-1log-
group®|& A M Amazon S3 F#EMmy-exported-logs, RHIBELZRERET —NEAN my-log-
group KW AEKH,

SE|5: QESHES 237


https://console.amazonaws.cn/cloudwatch/

Amazon CloudWatch B & AriEE

X599 B EKIES HEIH Amazon KMS MK S3 .
S 1 812 S3 7R

BRINEBUEERE RN Logs BIEK1FM# CloudWatch 1@, ER , MR EFERAINEEMEE , EHhEFE 2
50

@ Note

S3 FRMLMERESHA ASBENMNTE —IXEH, CloudWatch BEFZFHFHHES HE
HABXHA S3 FiE#,

£/ Amazon CLI #|2 S3 #@

ETRRTL |, BT create-bucket 8% , EF LocationConstraint REEFNEEHESH
R X,

aws s3api create-bucket --bucket my-exported-logs --create-bucket-configuration
LocationConstraint=us-east-2

THERRAHE .
{
"Location": "/my-exported-logs"
}

SR 2 REGENR
EESHE S5 FRBESHAES , BEEHE AmazonS3ReadOnlyAccess IAM A& F L TR :

* logs:CreateExportTask

* logs:CancelExportTask

* logs:DescribeExportTasks
* logs:DescribelLogStreams

* logs:DescribelogGroups

ERHEBANR , EHENRAS, AHAEFMNNR
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- BYSHREBE AM FRENAF

UEEATHORERINAR, BR (AMAFER) FAE=F 5 REFECIEAE (Kes
RIIUE ) K BAREITHRAE.

« IAM AP :
- BIEENAFAURANAR, BR (AM AFERE) B3 IAM A el2 A SRR TERE.

« (THEEER ) FRBEEZMMIAFSRRASRNIASHL. ER (AM AFER) FEA
PAIER (2E &8 ) R ITRAE,

HP 3 & SIHLIRENR

MINBERT , B S3 MANRMELBN, RARMEE (CIRTFHBNIKS ) seB BRI FHER
HEEWEAXNR,. T8 , B#RAEETUEEBE RE R XK EEGTRERMNA SR FHRNR,

/A Important

RNTFESHI SI/HEMES , RIMNEERGBIEEAFTATHIES H T S3 R 5
=

LA RHIF | aws:SourceAccount ZEFKF ID WIRLRAFATUMNER T AEHRIES
HE| S3 FEMHIKF, . aws:SourceArn AR IEEHITHIRENRIR, WARRBIFFR , &
ALUNEBHINEEN A EE |, e UEREER R

BT TIERNE SSWAKFHWIK, ID, AATFER—KFARS H,

£ S3 H LiIREMNR

1. BIE—1E R policy.json WXHHFMUATIHEIKE |, ¥ my-exported-logs B AR
B S3 FREBHNEBH , H Principal EXNELEFEFZHRFESHINXENHS , HlH0 us-
west-1, FAXAmBRUOIZIL KX, F2EH IAM 2£H &,

"Version": "2012-10-17",
"Statement": [
{
"Action": "s3:GetBucketAcl",
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs",
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"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",

]
},
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]
}
}
I
{
"Action": "s3:PutObject" ,
"Effect": "Allow",
"Resource": "arn:aws:s3:::my-exported-logs/*",
"Principal": { "Service": "logs.Region.amazonaws.com" },
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": [
"AccountIdl",
"AccountId2",
]
I
"ArnLike": {

"aws:SourceArn": [
"arn:aws:logs:Region:AccountIdl:log-group:*",
"arn:aws:logs:Region:AccountId2:log-group:*",

]

}
}
}

B3 £ SIMERENR
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2. fEMAput-bucket-policyfn T £F & NI NI 7 M B SR BE IR BN I AERBAY U7 [0) KMk, LSRR foiF
CloudWatch B &R B E##ES HEER S3 . FREATENXNAAESHAINKREETS
R

aws s3api put-bucket-policy --bucket my-exported-logs --policy file://policy.json

/A Warning

MRDEFHEBEMMT —PRSNEREE , BRIMNZKREER CloudWatch BE TG R PR =
B, BINBUSTHERNNRE , BRENESHRFEENAS

(Tik ) SW 4 SHEEA SSE-KMS MBI

RNELESHBERARSFIRET Amazon KMS keys INZE#R S3 Y , FHZERITELI TR, XMME
¥ SSE-KMS,

S HEBIEMR SSE-KMS tERIHE

1. FRAXAEARERCIESZN key_policy.json BIXXH |, FHRMUAT I E KRS, ANINKEER | 31T
UTEHXR :

* ¥ Region BN BEMNXIE,
« fF account-ARN B NHFE KMS ZAMNKFH ARN,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CWL Service Principal usage",
"Effect": "Allow",
"Principal": {
"Service": "logs.Region.amazonaws.com"
.
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"
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}I
{

"Sid": "Enable IAM User Permissions",

"Effect": "Allow",

"Principal": {

"AWS": "account-ARN"

},

"Action": [
"kms:GetKeyPolicy*",
"kms:PutKeyPolicy*",
"kms:DescribeKey*",
"kms:CreateAlias*",

"kms:ScheduleKeyDeletion*",

"kms:Decrypt"
1,

"Resource": "*"

2. BWAUT &% :

aws kms create-key --policy file://key_policy

THEHRL ST R

"KeyMetadata": {
"AWSAccountId": "account_id",
"KeyId": "key_id",

"Arn": "arn:aws:kms:us-east-2:account_id:key/key_id",

"CreationDate": "time",
"Enabled": true,
"Description": "",

"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"Origin": "AWS_KMS",
"KeyManager": "CUSTOMER",

.json

"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",

"KeySpec": "SYMMETRIC_DEFAULT",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

1,

(FiE ) ST 4 SHEIER SSE-KMS MR
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"MultiRegion": false

3. FRANAKEESRLIERZN bucketencryption.json WXH , HREIEUTAHR.

{
"Rules": [
{
"ApplyServerSideEncryptionByDefault": {
"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "{KMS Key ARN}"
3,
"BucketKeyEnabled": true
}
]
}

4. WMALTE@T , & bucket-name BEMRANLER BES HIINBHI B,

aws s3api put-bucket-encryption --bucket bucket-name --server-side-encryption-
configuration file://bucketencryption.json

MRZGBTREREER , WZIEES,

S5 CIESHES

FEANTHRTRIRSHES. tIBE , SHESURFE/LR IR EFETR , EEABRTE
SHEBEARDN,

5/ Amazon CLI H##ES HZE Amazon S3,

1. WPE2: REGENR Bk , EARBHRRER,
2. EWHSERRABL , AU Fcreate-export-taskis S 12 S HES.

aws logs create-export-task --profile CWLExportUser --task-name "my-log-
group-09-10-2015" --log-group-name "my-log-group" --from 1441490400000 --

to 1441494000000 --destination "my-exported-logs" --destination-prefix "export-
task-output"

THRRHHEH,
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"taskId": "cda45419-90ea-4db5-9833-aade86253e66"

TB6: HASHEES
VEBRSHESE , BRI LREUES W Y EPRES,
£/ Amazon CLI #d & HESH

EamSRIRFLL |, AL Tdescribe-export-tasksiif o

aws logs --profile CWLExportUser describe-export-tasks --task-id
"cda45419-90ea-4db5-9833-aade86253e66"

THRRHHEH,

"exportTasks": [
{
"destination": "my-exported-logs",
"destinationPrefix": "export-task-output",
"executionInfo": {
"creationTime": 1441495400000
.
"from": 1441490400000,
"logGroupName": "my-log-group",
"status": {
"code": "RUNNING",
"message": "Started Successfully"
.
"taskId": "cda45419-90ea-4db5-9833-aade86253e66",
"taskName": "my-log-group-09-10-2015",
"tTo": 1441494000000
1]

BO A =FFREMW SR EA describe-export-tasks % :

- AR - BREIZNRARNIRFS LR S HES.
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- FEIRES ID-RFILEREE IDHSHES (DRF ).
« RIAESRES - L EREERSH S HES

Flan  FERUA T SHEE FAILED IRES

aws logs --profile CWLExportUser describe-export-tasks --status-code "FAILED"

THERRAHE
{
"exportTasks": [
{
"destination": "my-exported-logs",
"destinationPrefix": "export-task-output",
"executionInfo": {
"completionTime": 1441498600000
"creationTime": 1441495400000
1,
"from": 1441490400000,
"logGroupName": "my-log-group",
"status": {
"code": "FAILED",
"message": "FAILED"
1,
"taskId": "cda45419-90ea-4db5-9833-aade86253e66",
"taskName": "my-log-group-09-10-2015",
"to": 1441494000000
1]

FTR7: BUESEBEES
O LLUBUEAL T PENDING = RUNNING RS S HES
£ Amazon CLI BEUBS HESH

EHPRRAL , R T cancel-export-taskis

aws logs --profile CWLExportUser cancel-export-task --task-id "cda45419-90ea-4db5-9833-

aade86253e66"

ST BUESHES
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& A LAfE Fdescribe-export-tasks i S RIEES 2 E E R IHEUH.
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¥ CloudWatch Logs #i#& 7 =\ 1% %#i £] Amazon OpenSearch
Service

&AL CloudWatch Logs A& ELE R ES CloudWatch Logs 1T R4 H Uk 2 49 B 38 2 157 =X 4% S 2
Amazon OpenSearch Service £8H, BXEZER , HSHAEA T SR E B EHIE.

BREANEZHNBAERIEE , BAFENHBRERBRINHXNTRA, BEXEZELR |, HSH
Lambda BRET &,

@ Note

5 K& CloudWatch Logs #IEFR N &% B OpenSearch Service AJRE£F4A S BNERA R, K
T WIETE Amazon Billing and Cost Management 24l A F 8| EFE, BXEZEL |, 5
%3833 Amazon Budgets &R A,

FRFAF

BEEH % BIE— OpenSearch Service i , AEF 8Tt ILIRE, ZFULULEE LB IHRINE
= VPC HRINR , BEERTEENERZEFERAENRARE, 2FETEFEERE OpenSearch
Service HIRE , ARBEFHFANENRFEESAETLE, BXOEENRE  BESHAWE
OpenSearch Service 13,

< OpenSearch Service WEZEER , ZH (Amazon OpenSearch Service 7F & A 35
) https://docs.amazonaws.cn/opensearch-service/latest/developerguide/o

& BEAITEE OpenSearch Service
AT LUBIY CloudWatch #2 &) & 4% A R4 1T ¥ 2] OpenSearch Service,
£ B EAIT R E OpenSearch Service

1. BELATRutiTH CloudWatch #2H|& : https://console.aws.amazon.com/cloudwatch/s
2. HESMBEHP , %8 Log groups ( BHEA )

3. EEBEHEFANABER.
4

1%3% Actions ( #4E ) . Subscription filters ( T [E%1%&2% ) . Create Amazon OpenSearch
Service subscription filter ( #12 Amazon OpenSearch Service i f S ) o
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5. GERRERNEHILLIKSEREAIKS PR,

« MREEFRTRIKS , FERELE-—SHERBRNIE,
o MRBEFRTHMKS |, HiRAE ARN MiFS.

6. XIF Lambda IAM Execution Role ( Lambda IAM 1 {T&® ) , Fi%#F Lambda EHITX
OpenSearch YA AR R EAK IAM B,

IRIEER IAM BEXTRENATER !

s BEEGEXRRZRFMSMESR lambda.amazonaws . com,
- EXATAELLTERE

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"es:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:es:region:account-id:domain/target-domain-name/
xn
}
]
}

- MR B #R OpenSearch Service ZEH VPC HEINER |, NiZAGAMEKHINT
AWSLambdaVPCAccessExecutionRole KB, It Amazon &R K[ Lambda B FiHR
EF VPC WiXBR , \T#{R Lambda 888 E A VPC HHY OpenSearch & iwT Ko
7. XF Log format ( BERKX ) , BEFEAEER,
8. XITF Subscription filter pattern ( TR FEFHER ) , BAEELN BEEHFERNFHRIE
Ro XABERAVGEEENHIZELIEE OpenSearch £8, BXFZER , FSEERAB LSRG
M B EE 4RI BB
9. (A& ) XTF Select log data to test ( EFREMHXW BELRE ) , BEE—IPAER , RAEEE
Test pattern ( WIHERN ) , MBIABRFEERESR2REZHENE R,
10. 3%&$F Start streaming ( FRFNAEH ) -

fF B EHITHZ OpenSearch Service -
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£ Amazon SDK Y CloudWatch B &I R4l

AT RBRAIESRT WHF CloudWatch HEESAmazonH 4 X EH (SDK) BEEFEH.
BRERERNAEAREERSRBEHRBTIE,
= RS RBIRIEFEZ D Amazon Web Services TER RN AREF.

BX Amazon SDK FF & A R IER MR RO TEEIXK , 5SE £ Amazon SDK #{#EH
CloudWatch BH&, AEBESEERAINEEURERLAN SDK lRAWIFHAE L,

RERN]

- {5/ Amazon SDK X CloudWatch HERITH R
+ fF Amazon SDK ¥fAmazon KMS%4A 5 CloudWatch B &4 <Bk
£/ Amazon SDK BUHE CloudWatch BES HES
 f£/ Amazon SDK #% CloudWatch H&E4A
 f£H Amazon SDK #i# CloudWatch HER
+ f5F Amazon SDK &% CloudWatch HET RIS iEES
 fH Amazon SDK #|# CloudWatch B&ES HES
« f£H Amazon SDK #ilBR CloudWatch B4
+ £ Amazon SDK il Bk CloudWatch B 1T RS jE 85
 fF Amazon SDK iR CloudWatch B E{T RIS iEES
+ {4 Amazon SDK #if CloudWatch BES HES

 f£A Amazon SDK ##i& CloudWatch H&4

+ f£f Amazon SDK #J CloudWatch HEH RS =4I

- EATXNSEHEA Lambda B

£/ Amazon SDK 3 CloudWatch A& ITHIER/E

LT RBREETR T A A Amazon B4 F X TE S ITEA CloudWatch HERE, XEFHFZIEH
CloudWatch Logs API , T#TE B IMZ1T,. BNRAIEHETE —/NEMAEER GitHub , BRI A EEH K
EIJE?@&WELTKEFuﬁ%ﬂa_ﬁﬁﬁfm’mﬂﬂo

LT RENRETEZREANRE,. WEXEYEK , 55 Amazon CloudWatch HE APl &,
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Rl

£/ Amazon SDK ¥§Amazon KMSZ4A 5 CloudWatch H & 4H Bk
 f£/ Amazon SDK EUE CloudWatch B&ES HES

 f£/ Amazon SDK #% CloudWatch H&E4A

 f£/ Amazon SDK #I# CloudWatch A&

+ f£f Amazon SDK #% CloudWatch H#&EiT RIS E S

+ f£/ Amazon SDK #% CloudWatch B&ES HES

« fH Amazon SDK #ilBR CloudWatch A4

 f£/ Amazon SDK il Bk CloudWatch BT RIS E S

+ f£f Amazon SDK ##iR CloudWatch H#&EIT RIS E S

+ f£/ Amazon SDK ##if CloudWatch BES HES

+ f£/ Amazon SDK ##iR CloudWatch H#&E4A

£ Amazon SDK fFAmazon KMSZ4A & CloudWatch B & 4H <Bk
LT RBREE R T A Amazon KMSZ4A S5 A CloudWatch B EAHRER.
NET

Amazon SDK for .NET

(® Note

BB EZHXEE GitHub, £ Amazon KB RHIFMEPREXRTERG , 7N MHE
TIRENETT.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to associate an AWS Key Management Service (AWS KMS) key with
/// an Amazon CloudWatch Logs log group. The example was created using the
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/// AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class AssociateKmsKey

{

public static async Task Main()

{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();

string kmsKeyId = "arn:aws:kms:us-west-2:<account-
number>:key/7c9eccc2-38cb-4c4f-9db3-766ee8dd3ads";
string groupName = "cloudwatchlogs-example-loggroup";

var request = new AssociateKmsKeyRequest

{
KmsKeyId = kmsKeyId,
LogGroupName = groupName,

i
var response = await client.AssociateKmsKeyAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.O0K)
{
Console.WriteLine($"Successfully associated KMS key ID:
{kmsKeyId} with log group: {groupName}.");
}
else
{
Console.WriteLine("Could not make the association between:
{kmsKeyId} and {groupName}.");
}

« HX API HViFMEER |, 23 Amazon SDK for NETAPI £ # AssociateKmsKeyH Y,

BX Amazon SDK FF & A R IERAMRE RO TESIXK , 5S R £ Amazon SDK
CloudWatch BH&, AZEBESIEEXAITNEELUREXRLETH SDK MRARFHAE L.
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£ Amazon SDK BUB CloudWatch HE S HES

LTFRBREERINMESEM B CloudWatch HES HES

NET

Amazon SDK for .NET

® Note
RBEEZHREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MMM
TIREMETT.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to cancel an Amazon CloudWatch Logs export task. The example
/// uses the AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class CancelExportTask
{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();
string taskId = "exampleTaskId";

var request = new CancelExportTaskRequest

{
TaskId = taskId,

};

var response = await client.CancelExportTaskAsync(request);
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if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{

Console.WriteLine($"{taskId} successfully canceled.");
}
else
{

Console.WriteLine($"{taskId} could not be canceled.");
}

- BX APl NiFHE L , ES 8 Amazon SDK for .NETAPI £ CancelExportTask H#Y,

A} Amazon SDK FF & A RIEE MR REIK ERIIK , S £ Amazon SDK F A
CloudWatch H&. ZAERRBEBXRANNEEUREXLAR SDK iAW FHESR

£ Amazon SDK €7 CloudWatch HEA

LUTRBREERT W22 FHA CloudWatch HEHEA,
NET

Amazon SDK for .NET

® Note
RBEEZHEREL GitHub, % Amazon IS RGIfFMEEFERTERH , T MMM
TIRENETT.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to create an Amazon CloudWatch Logs log group. The example
/// was created using the AWS SDK for .NET version 3.7 and .NET Core 5.0.

/// </summary>
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public class CreatelLogGroup

{

public static async Task Main()

{

// This client object will be associated with the same AWS Region

// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.

var client = new AmazonCloudWatchLogsClient();

string logGroupName = "cloudwatchlogs-example-loggroup";

var request = new CreatelLogGroupRequest

{

LogGroupName = logGroupName,

};
var response = await client.CreatelLogGroupAsync(request);
if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{

Console.WritelLine($"Successfully create log group with ID:

{logGroupName}.");

}

else

{

Console.WriteLine("Could not create log group.");

« BX API HNiFEER , 2 Amazon SDK for .NETAPI £#Z CreateLogGroupH #,

JavaScript

EATF JavaScript (v3) WHHGF AT ES

(® Note

EBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 HEMM®H
TIREMIZIT,

BIEBEEA
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import { CreatelLogGroupCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new CreatelLogGroupCommand({
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
)8

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
};

export default run();

- BX API BViF4HEER , B2 Amazon SDK for JavaScriptAPl 22 CreateLogGroup® Y,

BX Amazon SDK FF & A R IERMAE RO TEYIXK , 5SR £ Amazon SDK #{#EH
CloudWatch BH&., AEBESEERAINEERUREXRTAH SDK lRAMIFHAE L,

£ Amazon SDK €% CloudWatch HER
DTFRBRGERT ACIZFH Lo CloudWatch gs B &fit.
NET

Amazon SDK for .NET

® Note
HBEELHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FMOMmH
TREMNIZTT.
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using System;
using System.Threading.Tasks;
using Amazon.CloudWatchLogs;
using Amazon.CloudWatchLogs.Model;
/// <summary>
/// Shows how to create an Amazon CloudWatch Logs stream for a CloudWatch
/// log group. The example was created using the AWS SDK for .NET version
/// 3.7 and .NET Core 5.0.
/// </summary>
public class CreatelLogStream
{
public static async Task Main()
{
// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a
// different AWS Region, pass it as a parameter to the client
// constructor.
var client = new AmazonCloudWatchLogsClient();
string logGroupName = "cloudwatchlogs-example-loggroup";
string logStreamName = "cloudwatchlogs-example-logstream";
var request = new CreatelLogStreamRequest
{
LogGroupName = logGroupName,
LogStreamName = logStreamName,
};
var response = await client.CreatelLogStreamAsync(request);
if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
Console.WriteLine($"{logStreamName} successfully created for
{logGroupName}.");
}
else
{
Console.WriteLine("Could not create stream.");
}
}
}
« BX API Hi#4E 5 , 219 Amazon SDK for .NETAP| £ # CreateLogStream 1 #9,
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BX Amazon SDK FF & A R IER MR RO TEYIXK , i5SH £ Amazon SDK #{EH
CloudWatch H&. REBESTIEEXAINERUREXRLETH SDK RARFHE L.

£/ Amazon SDK 2 CloudWatch B&iTEdEES

LTRRBREIERT {612 Amazon L CloudWatch ogs 1T R ik k4o

C++

SDK for C++

(® Note

BB ELZHREER GitHub, £ Amazon KB RIFMEE PERTERE , THEOMH
TIREMIZIT.

BB,

#include <aws/core/Aws.h>

#include <aws/logs/CloudWatchLogsClient.h>

#include <aws/logs/model/PutSubscriptionFilterRequest.h>
#include <aws/core/utils/Outcome.h>

#include <iostream>

IR T P iR ik SR Ao

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :PutSubscriptionFilterRequest request;
request.SetFilterName(filter_name);
request.SetFilterPattern(filter_pattern);
request.SetLogGroupName(log_group);
request.SetDestinationArn(dest_arn);

auto outcome = cwl.PutSubscriptionFilter(request);

if (!outcome.IsSuccess())

{
std::cout << "Failed to create CloudWatch logs subscription filter "
<< filter_name << ": " << outcome.GetError().GetMessage() <<
std::endl;
}
else
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{

std::cout << "Successfully created CloudWatch logs subscription " <<
"filter " << filter_name << std::endl;

- BHX APl NiFEAE L , ES @ Amazon SDK for C++API $Z&PutSubscriptionFilter  #

Java

SDK for Java 2.x

@ Note

EBEZMXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T8 A
TIREMIZIT.

public static void putSubFilters(CloudWatchLogsClient cwl,
String filter,
String pattern,
String logGroup,
String functionArn) {

try {
PutSubscriptionFilterRequest request =

PutSubscriptionFilterRequest.builder()
.filterName(filter)
.filterPattern(pattern)
.logGroupName(logGroup)
.destinationArn(functionAzrn)
.build();

cwl.putSubscriptionFilter(request);
System.out.printf(
"Successfully created CloudWatch logs subscription filter

filter);

} catch (CloudWatchLogsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
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System.exit(1);

« BX API HiF4E S |, 12 Amazon SDK for Java 2.xAP| £#PutSubscriptionFilter Y,

JavaScript

EA T JavaScript (v3) WEHF AT ER

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE , T #EOAH

TIREMIZIT.

import { PutSubscriptionFilterCommand } from "@aws-sdk/client-cloudwatch-logs";

import { client } from "../libs/client.js";

const run = async () => {
const command = new PutSubscriptionFilterCommand({
// An ARN of a same-account Kinesis stream, Kinesis Firehose
// delivery stream, or Lambda function.
// https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
SubscriptionFilters.html
destinationArn: process.env.CLOUDWATCH_LOGS_DESTINATION_ARN,

// A name for the filter.
filterName: process.env.CLOUDWATCH_LOGS_FILTER_NAME,

// A filter pattern for subscribing to a filtered stream of log events.

// https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
FilterAndPatternSyntax.html

filterPattern: process.env.CLOUDWATCH_LOGS_FILTER_PATTERN,

// The name of the log group. Messages in this group matching the filter
pattern

// will be sent to the destination ARN.

logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,

1)
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try {
return await client.send(command);
} catch (err) {
console.error(err);
}
};

export default run();

« BX API HiF4E S , 1§29 Amazon SDK for JavaScriptAP| £# PutSubscriptionFilters

;8
ERTF JavaScript (v2) WEHGF AT ES

@ Note

EBEZMEXEE GitHub, £ Amazon KB RHIFEERERSTERE , T8N

TIREMIZIT.

// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudwWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'3});

var params = {
destinationArn: 'LAMBDA_FUNCTION_ARN',
filterName: 'FILTER_NAME',
filterPattern: 'ERROR',
logGroupName: 'LOG_GROUP',

};

cwl.putSubscriptionFilter(params, function(err, data) {
if (err) {
console.log("Error", err);
} else {
console.log("Success", data);
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1)

« BXEZELR |, B35 Amazon SDK for JavaScript FF & A A 5/,
« BX API HVi#4EERE , 2 Amazon SDK for JavaScriptAPl 2# PutSubscriptionFilter ¥

BX Amazon SDK FF & A R IERMAMAE RO TEIIXK , 5S R £ Amazon SDK
CloudWatch H&E, REFETFEEXRANEEUAREXRLEH SDK RAWIFAE R,

£/ Amazon SDK 2 CloudWatch BE S HESH

LTRIBROERT A6 ZFH CloudWatch BES HES .

NET

Amazon SDK for .NET

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T MM
TIREMIZIT.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to create an Export Task to export the contents of the Amazon
/// CloudWatch Logs to the specified Amazon Simple Storage Service (Amazon

/// bucket. The example was created with the AWS SDK for .NET version 3.7 and
/// .NET Core 5.0.

/// </summary>
public class CreateExportTask

{

public static async Task Main()
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{

// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a

// different AWS Region, pass it as a parameter to the client

// constructor.

var client = new AmazonCloudWatchLogsClient();

string taskName = "export-task-example";
string logGroupName = "cloudwatchlogs-example-loggroup";
string destination = "doc-example-bucket";

var fromTime = 1437584472382;
var toTime = 1437584472833;

var request = new CreateExportTaskRequest

{
From = fromTime,
To = toTime,
TaskName = taskName,
LogGroupName = logGroupName,
Destination = destination,
I

var response = await client.CreateExportTaskAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)
{
Console.WriteLine($"The task, {taskName} with ID: " +
$"{response.TaskId} has been created
successfully.");

}

« BX API Hi#4E 5 |, i1 Amazon SDK for .NETAPI 22 CreateExportTaskF#Y,

BX Amazon SDK FF & A R IER MR RO TEIIXK , 5SS R £ Amazon SDK #{EH
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NET

Amazon SDK for .NET

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE , T #EOAH
TIREMIZIT.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Uses the Amazon CloudWatch Logs Service to delete an existing
/// CloudWatch Logs log group. The example was created using the
/// AWS SDK for .NET version 3.7 and .NET Core 5.0.
/// </summary>
public class DeletelLogGroup
{
public static async Task Main()
{
var client = new AmazonCloudWatchLogsClient();
string logGroupName = "cloudwatchlogs-example-loggroup";

var request = new DeletelLogGroupRequest

{

LogGroupName = logGroupName,

i
var response = await client.DeletelogGroupAsync(request);

if (response.HttpStatusCode == System.Net.HttpStatusCode.OK)

{
Console.WriteLine($"Successfully deleted CloudwWatch log group,

{logGroupName}.");
}
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« BX API HiFMEER , 2 Amazon SDK for NETAPI $#DeleteLogGroupH Y,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(@ Note

BEBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMMH
TIREMIZIT.

import { DeletelLogGroupCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new DeletelLogGroupCommand({
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,

1)

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
};

export default run();

- BX API HiF4ELE , 5 Amazon SDK for JavaScriptAP| 2 DeleteLogGroupH Y,
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£ 8 Amazon SDK il & CloudWatch H&E1T [F3TE RS

LR RBREIERT tn{afl Bk Amazon Lo CloudWatch gs 1T iR 6%k Sk 4o
C++

SDK for C++

(® Note

EBEZHKEE GitHub, 1 Amazon I ROIFMHE PERTEREG , T H#EM(H
TIREMIZIT.

BEFENLH,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/logs/CloudWatchLogsClient.h>

#include <aws/logs/model/DeleteSubscriptionFilterRequest.h>
#include <iostream>

I BR LT B8 S Sk SR A o

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :DeleteSubscriptionFilterRequest request;
request.SetFilterName(filter_name);
request.SetLogGroupName(log_group);

auto outcome = cwl.DeleteSubscriptionFilter(request);
if (loutcome.IsSuccess()) {
std::cout << "Failed to delete CloudWatch log subscription filter "
<< filter_name << ": " << outcome.GetError().GetMessage() <<
std::endl;
} else {
std::cout << "Successfully deleted CloudWatch logs subscription " <<
"filter " << filter_name << std::endl;
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« X API Hi#4E S , 1§29 Amazon SDK for C++API| & DeleteSubscriptionFilter 1 # .

Java

SDK for Java 2.x

(® Note
EBEZMEREE GitHub, # Amazon KB RHIFHEFERTERS , THMMH
TIREMIZT,.

public static void deleteSubFilter(CloudWatchLogsClient logs, String filter,
String logGroup) {

try {
DeleteSubscriptionFilterRequest request =
DeleteSubscriptionFilterRequest.builder()
.filterName(filter)
.logGroupName(logGroup)
.build();

logs.deleteSubscriptionFilter(request);
System.out.printf("Successfully deleted CloudWatch logs subscription
filter %s", filter);

} catch (CloudWatchException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

- Bx API NiFEAE LR , ES 8 Amazon SDK for Java 2.xAPI £ DeleteSubscriptionFilter s
Mo
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
EBEZMXER GitHubo # Amazon AR BIFEEFEFERTREMRG , T O
TIRENETT.

import { DeleteSubscriptionFilterCommand } from "@aws-sdk/client-cloudwatch-
logs";
import { client } from "../libs/client.js";

const run = async () => {
const command = new DeleteSubscriptionFilterCommand({
// The name of the filter.
filterName: process.env.CLOUDWATCH_LOGS_FILTER_NAME,
// The name of the log group.
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
18

try {

return await client.send(command);
} catch (err) {

console.error(err);

}
¥

export default run();

- BX API HiF4EE , 1§23 Amazon SDK for JavaScriptAP| &
#DeleteSubscriptionFilter 1 #y,

EATF JavaScript (v2) WHHGHF AT ES

(® Note
EHEZHXRFEEL GitHub, 7 Amazon KB R EITFEEPERTERA , TN
TIRENETT.
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// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudwWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'3});

var params = {
filterName: 'FILTER',
logGroupName: 'LOG_GROUP'
1

cwl.deleteSubscriptionFilter(params, function(err, data) {
if (err) {
console.log("Error", err);
} else {
console.log("Success", data);
}
1)

- BXREZELR , 2 Amazon SDK for JavaScript FF & A R ER

- BX API HiF4EE , 259 Amazon SDK for JavaScriptAP| &
#DeleteSubscriptionFilter 1 #9,

Kotlin

SDK for Kotlin

(® Note
XREA TR RPEFENTARIT X, AR ATREE Ko

(® Note
EBEZHXREL GitHub, 7 Amazon KB R EITFEEPERTERA , TN
TIRENETT.
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suspend fun deleteSubFilter(filter: String?, logGroup: String?) {

val request = DeleteSubscriptionFilterRequest {
filterName = filter
logGroupName = logGroup

}

CloudwWatchLogsClient { region = "us-west-2" }.use { logs ->
logs.deleteSubscriptionFilter(request)
println("Successfully deleted CloudWatch logs subscription filter named
$filter")
}

- BXx API BiFHE R , i3 U5&E M DeleteSubscriptionFilterF K otlin 8 Amazon SDK API 2
Z,

BX Amazon SDK FF & A R IERMAMARE RO TESIXK | iESR £ Amazon SDK M
CloudWatch B, AEBIEBEEXATINEEUREX LB SDK AW FMEER,

£ Amazon SDK & CloudWatch BT RS iE RS
TR RFIERT IR Amazon CloudWatch Logs F148 B 1T 5 7 1% 544 o
C++

SDK for C++

® Note

EBEEZHXEL GitHub, £ Amazon KB RHIFEMEE HERSTE R |, 7B {ast
TIREMETT,

BRI,

#include <aws/core/Aws.h>
#include <aws/core/utils/Outcome.h>
#include <aws/logs/CloudWatchLogsClient.h>
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#include <aws/logs/model/DescribeSubscriptionFiltersRequest.h>
#include <aws/logs/model/DescribeSubscriptionFiltersResult.h>
#include <iostream>
#include <iomanip>

B 1T B B s R o

Aws: :CloudWatchLogs: :CloudWatchLogsClient cwl;

Aws: :CloudWatchLogs: :Model: :DescribeSubscriptionFiltersRequest request;
request.SetLogGroupName(log_group);

request.SetLimit(1);

bool done = false;
bool header = false;
while (!done) {
auto outcome = cwl.DescribeSubscriptionFilters(
request);
if ('outcome.IsSuccess()) {
std::cout << "Failed to describe CloudWatch subscription filters

<< "for log group " << log_group << ": " <<
outcome.GetError().GetMessage() << std::endl;
break;

if (!header) {
std::cout << std::left << std::setw(32) << "Name" <<
std::setw(64) << "FilterPattern" << std::setw(64) <<
"DestinationArn" << std::endl;
header = true;

const auto &filters = outcome.GetResult().GetSubscriptionFilters();
for (const auto &filter : filters) {
std::cout << std::left << std::setw(32) <<
filter.GetFilterName() << std::setw(64) <<
filter.GetFilterPattern() << std::setw(64) <<
filter.GetDestinationArn() << std::endl;

const auto &next_token = outcome.GetResult().GetNextToken();
request.SetNextToken(next_token);
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done = next_token.empty();

« BX API BViEEER , 2 Amazon SDK for C++AP| 32 DescribeSubscriptionFilters &

HYo

Java

SDK for Java 2.x

® Note
BB EZHEXREER GitHub, £ Amazon KB REIFHEPERTERG , T HFMOMAH
TREMNIZTT.

public static void describeFilters(CloudWatchLogsClient logs, String
logGroup) {

try {
boolean done = false;
String newToken = null;

while(!done) {
DescribeSubscriptionFiltersResponse response;
if (newToken == null) {
DescribeSubscriptionFiltersRequest request =
DescribeSubscriptionFiltersRequest.builder()
.logGroupName(logGroup)
limit(1).build();

response = logs.describeSubscriptionFilters(request);

} else {
DescribeSubscriptionFiltersRequest request =
DescribeSubscriptionFiltersRequest.builder()
.nextToken(newToken)
.logGroupName(logGroup)
limit(1).build();
response = logs.describeSubscriptionFilters(request);
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RAriEmE

for(SubscriptionFilter filter : response.subscriptionFilters()) {

System.out.printf("Retrieved filter with name %s, " +

"pattern %s " + "and destination arn %s",
filter.filterName(),
filter.filterPattern(),
filter.destinationArn());

}
if(response.nextToken() == null) {
done = true;
} else {
newToken = response.nextToken();
}

} catch (CloudWatchException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}
System.out.printf("Done");

« BX API NiFHEER |, 3% Amazon SDK for Java 2.xAP| &
# DescribeSubscriptionFilters 1 #J,

JavaScript

EATF JavaScript (v3) WEGF AT ES

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFEERERTERE | T ENAH

~—

TRENZT,

import { DescribeSubscriptionFiltersCommand } from "@aws-sdk/client-cloudwatch-

logs";
import { client } from "../libs/client.js";
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const run = async () => {
// This will return a list of all subscription filters in your account
// matching the log group name.
const command = new DescribeSubscriptionFiltersCommand({
logGroupName: process.env.CLOUDWATCH_LOGS_LOG_GROUP,
limit: 1,
1}

try {
return await client.send(command);
} catch (err) {
console.error(err);
}
i

export default run();

- BX API iF4EE , 125 Amazon SDK for JavaScriptAP| &
#DescribeSubscriptionFilters 1Y ,

EATF JavaScript (v2) WEGEF AT ES

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTER , THMMH
TRENZT,

// Load the AWS SDK for Node.js

var AWS = require('aws-sdk');

// Set the region
AWS.config.update({region: 'REGION'});

// Create the CloudWatchLogs service object
var cwl = new AWS.CloudWatchLogs({apiVersion: '2014-03-28'});

var params = {
logGroupName: 'GROUP_NAME',
limit: 5

i
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cwl.describeSubscriptionFilters(params, function(err, data) {
if (err) {
console.log("Error", err);
} else {
console.log("Success", data.subscriptionFilters);

}
1)

- BXEZELR , 2 Amazon SDK for JavaScript 7 &% A A {5/

- B APl W45 2 , iHZ ¥ Amazon SDK for JavaScriptAPl &
#DescribeSubscriptionFilters 1 #Y

Kotlin

SDK for Kotlin

(® Note
X REA TR RPREENTARIT . AR ATREE Ko

® Note

EBEZHKEE GitHub, 1 Amazon I RHIFHEERERTERE , T ENAH

TRENZT,

suspend fun describeFilters(logGroup: String) {
val request = DescribeSubscriptionFiltersRequest {

logGroupName = logGroup
limit = 1

CloudWatchLogsClient { region = "us-west-2" }.use { cwlClient ->

val response = cwlClient.describeSubscriptionFilters(request)

response.subscriptionFilters?.forEach { filter ->

println("Retrieved filter with name ${filter.filterName} pattern

${filter.filterPattern} and destination ${filter.destinationArn}")
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}

« BX API Hi¥4E S |, 12 1935&E A DescribeSubscriptionFiltersF K otlin & Amazon SDK API
BSE,

BX Amazon SDK FE A R IEREAMARE RO TESIEK | ESR £ Amazon SDK F{#EH
CloudWatch H Dho Z'KEEHEJE@?EH*A|—JEIJ1I:| J’/{&E*%ﬁu EIJ SDK H&mmliémﬁzvuso

£/ Amazon SDK iR CloudWatch BE S HES
LT RBREE R T AR CloudWatch B &S HES
NET

Amazon SDK for .NET

(@ Note

EEEZHEXELR GitHub, £ Amazon KB ROIF#EEFERTERG , THENM@H
TREMETT

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/// <summary>
/// Shows how to retrieve a list of information about Amazon CloudWatch
/// Logs export tasks. The example was created using the AWS SDK for .NET
/// version 3.7 and .NET Core 5.0.
/// </summary>
public class DescribeExportTasks
{
public static async Task Main()

{
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// This client object will be associated with the same AWS Region
// as the default user on this system. If you need to use a

// different AWS Region, pass it as a parameter to the client

// constructor.

var client = new AmazonCloudWatchLogsClient();

var request = new DescribeExportTasksRequest

{
Limit = 5,
};

var response = new DescribeExportTasksResponse();

do

{
response = await client.DescribeExportTasksAsync(request);
response.ExportTasks.ForEach(t =>

{

Console.WriteLine($"{t.TaskName} with ID: {t.TaskId} has
status: {t.Status}");

1)
}

while (response.NextToken is not null);

- BX API HiFMEER , 25 Amazon SDK for NETAPI & #DescribeExportTasks F#,

A} Amazon SDK FF R A R IEEMAR REIKERIIK , HZH £ Amazon SDK F A
CloudWatch H&. ZAERERBEBRATNNEEUREX LR SDK iAW FHESR

£ Amazon SDK #§iR CloudWatch H&4A

UTRBREERT WAHER CloudWatch HEA,

B
=
jui|
o
%

276


https://docs.amazonaws.cn/goto/DotNetSDKV3/logs-2014-03-28/DescribeExportTasks

Amazon CloudWatch BH&

RAriEmE

NET

Amazon SDK for .NET

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE , T #EOAH
TIREMIZIT.

using System;

using System.Threading.Tasks;
using Amazon.CloudWatchLogs;

using Amazon.CloudWatchLogs.Model;

/17
/17
/17
/17
/17

{

<summary>
Retrieves information about existing Amazon CloudWatch Logs log groups

and displays the information on the console. The example was created

using the AWS SDK for .NET version 3.7 and .NET Core 5.0.
</summary>
public class DescribelogGroups

public static async Task Main()

{

// Creates a CloudWatch Logs client using the default
// user. If you need to work with resources in another
// AWS Region than the one defined for the default user,

// pass the AWS Region as a parameter to the client constructor.

var client = new AmazonCloudWatchLogsClient();

var request = new DescribelogGroupsRequest

{
Limit = 5,

};
var response = await client.DescribelogGroupsAsync(request);

if (response.LogGroups.Count > Q)

{
do

{

B
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response.LogGroups.ForEach(lg =>
{
Console.WriteLine($"{1g.LogGroupName} is associated with
the key: {lg.KmsKeyId}.");
Console.WriteLine($"Created on:
{lg.CreationTime.Date.Date}");
Console.WriteLine($"Date for this group will be stored
for: {lg.RetentionInDays} days.\n");
1);
}

while (response.NextToken is not null);

« BX API HiF4ELS , 1219 Amazon SDK for .NETAPI 2 #DescribelLogGroupsH #Y,

JavaScript

& AT JavaScript (v3) WEHEF AT ES

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERS , T HEOAH
TIREMIZIT.

import { DescribelLogGroupsCommand } from "@aws-sdk/client-cloudwatch-logs";
import { client } from "../libs/client.js";

const run = async () => {
// This command will return a list of all log groups in your account.
const command = new DescribelogGroupsCommand({});

try {

return await client.send(command);
} catch (err) {

console.error(err);
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i

export default run();

« BX API Hi¥4E S |, 1§29 Amazon SDK for JavaScriptAP| 2% DescribeLogGroups
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B RS 2R im N E A,

MREFEEEATMENBAR B LENZES , BEAXE Amazon Key Management Service 1%
FE® (CMK), BEXEZEER , BSRFEAMEZEBEFH CloudWatch HZEEIE Amazon Key
Management Serviceo

& 5 o &

CloudWatch Logs X3 1% % P F B2 A iw Elim i%; . CloudWatch Logs BRFZE RS 25w N2 247
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Amazon CloudWatch B & &4 315 7 & I

1A Amazon CloudWatch Logs EE&ZIFAmazonS BEXT IRME R ITE L RIE, XEZIESLTER
iR Amazon B REVINR |, Al REXREH = EIRE CloudWatch B EEE, U TETIFEANE T W
Al E A Amazon Identity and Access Management(IAM) #1 CloudWatch B & , 83 #2 &l o] LU [E) ‘&’
FERRFIENER

- BRI
« R

SR

ERHEBANR , EHENRAS, ARAEFMNNR

- BESMEHEE IAM RREERAS
YEERATEOREGRIENAR, BR (AM AFER) FHE=SS5HRUBUERE (ka5
RIIUE ) BHBAREITIRE.

< IAM AP :
- QBRENAFAURANASE, BR (AM AFERE) F3 IAM A el2 A e n AR TERE.

« (THEER ) FRBEZNNIASICFEAFAMNEAFEFE, 2R (AM AFER) A
PAMRER (258 ) PR TR,

U7 [ 422 1

BRI DR B BBV IULRBIEENER , BRREERENR , BNEFTECIERSF CloudWatch H
SERF. flm, BLARBCIEB TR, 0E B TANKITEABREANR.

UTETNAMAERE CloudWatch BEMNNR, HINEUEFTFAIEZBR,

« EEEH L CloudWatch ogs R 8] £ BR By B iR
s WEEFEAETEMHHER (1AM KB ) CloudWatch
+ CloudWatch B & RS &
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EIREH L CloudWatch ogs %R i 7] £ BR Ay 81 3R

ERHEBFANR , ERENAF, AHHEFMNR

- BYSHREBE AM FARENAF
UEEATHOHRERINAR, BR (AM AFER) FAE=F 5 REECIEAE (eSS
RIIUE ) B BARETHRAE.

- IAM AP :
- HIEENAFAURANAR, BR (AM AFERE) F3 IAM A o2 A SRR BERTRE.

« (FHEEER ) FRBEEZMMNIAFSRASRNIASFEL. 2R (AM AFER) a8
PR (#2518 ) PR ITRE,

T

- CloudWatch 12 & RHRIE

- THRRBMER

- EEXN BRI

- BERBTE B XEMNEHE
- ERBPEERYE

CloudWatch 12 F &R ME/E

£ CloudWatch BEH , TERRERZBEA,. BERMEFR. CloudWatch BEFRXFFRR (AT=E
RRHEAMEIR) o

XEREN T RFEEEEHXEKA M — Amazon Resource Name (ARN) , Il R &R,

BRI ARN &=,
HE&4 FERAUTHEREE, FZABDEERN

& describe-log-groups CLI @ #
DescribeLogGroupsAPI IREIF N A, *

arn:aws:logs:region:account-id :log-grou
p:log_group_name
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RiIRER ARN &=

arn:aws:logs:region:account-id :log-grou

*

p:log_group_name :

H&ER arn: aws: logs: ##### ID#####]10
g_group_name_log-stream# Log-
stream-name

B E arn:aws:logs:region:account-id :destinat
ion:destination_name

BX ARN WEZER , 5[ IAM BFEEFM ARN, B CloudWatch B& ARN HEE |, &S
B H Amazon FIREZF (ARN), Amazon Web Services —fif5 £ 8 X ® & CloudWatch B &K K
BB, BSRXNBEFERET B HHKRE (IAM KB ) CloudWatch o

CloudWatch B&EM T —4A A CloudWatch B E & RIIEE, BXTRBRENTIR  FSHE
CloudWatch BEN RS #E,

TR IRPRAER

Amazon KPR EZKS TRIZNAREAMAN K MERLUBRRENARRE, BAMS , BRAE
ERNARUBBERBTHORIENZILAZLSE (BIRIKS, AP IAM B8 ) fAmazonlkF. AT
AR T ER TERE

- MRFBFEAKFPHEKFEIECNZEBETE , NEHNAmazonk P # =2 CloudWatch B & ENFATAE
%, Amazon

« WMREEAmMazonk - P IZAF HmZ AP #F 22 CloudWatch B EEIRAIAR |, NiZ A F Al A
#12 CloudWatch BE®RR. B2 , ZAFFIENENAmazonik 7 #48 CloudWatch B E& R

o MREEAmMazonlk P ol E A2 CloudWatch AEEFRNNEN IAM &€& |, N{EAEEHIBEEZ
A AT LLEI2 CloudWatch BERR. ZACFENERNAmMazonk F#8 CloudWatch B &
HIRo

BIEX R IRAY 7 )

PRRMEMEE LB RIPLERR, T —T 970 E G BN R KT HY 7] &,
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® Note

A iHLE CIoudWatch BEETXHEA IAM, XEFREHREX IAM RSWFHAEE. B
%mﬁm IAM 3% |, iE5SH IAM AFPERTRHNTALE IAM? . X IAM KEIEEMIAEANE
BSH IAM mF'iaﬁﬂPE’J IAM KBS,

HEnZ IAM BN EBRMAET S ONERE (1AM X8 ) | INSHRNREHIET RROERE,
CIoudWatch EIFES'ZT—irET%ﬁE’J%ﬁ%ﬁET RRHNEBE R  XERBKATERABK,ITHE. X
EZER | ESRA S1TTRNEKF BERELS,

FA
- AEARBRF Contributor Insights
- ETHRRNKRE

H &L XPRF Contributor Insights

Contributor Insights &—I1 CloudWatch ZhgE , ©EEEB 2K E B SENBIEH EE REE
BENNERES, SANEEEXE N MEE, MEnmE SRREFERBERNER. BXEZE
B, 3 EH Contributor Insights 2047 & E IR

HEmAF R Fcloudwatch: PutInsightRuleMcloudwatch:GetInsightRuleReportiX R
i, ZAF AL — N ANR TS B EF K CloudWatch FRIBEA , RAREELE R, £RTLEE
XL HFEHEHNTBERE. BROIOFXENREFESETHBENRF.

E T RIRAY KBS

CloudWatch AEZ#4 X B E T RIFENREE | B RIXLRKE Ak
T, BXEZER , H5H 0/EZB 5. ALEA PutDestinationAPI 812 B #Y i |,
A LAEF AP PutDestinationl @ B B9t RN R RERE, T RHEIF , AFKF ID
N 111122223333 5 — M Amazonlk PR E BEHITHEE B4R arn:aws:logs:us-
east-1:123456789012:destination:testDestination,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid"
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"Effect" : "Allow",
"Principal" : {
"AWS'" : "111122223333"
.
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-east-1:123456789012:destination:testDestination"

}
]
}

EEXRBITE  BF, MRNEH

3 F 8 CloudWatch Logs &R , ZIRSEEN 7 —4A APl BE. R TRFIXL APl REMNNR ,
CloudWatch BEE X 7 —H T ERBHIEENIRE, K& AP BETEEZESMRIEMNNRT EER
1T APl #2846, BXEREM API BENEZER |, S A CloudWatch 12 F & RMEME M CloudWatch
HEXRZE,

UTRERWRIEITE :

« IR - & Amazon Resource Name (ARN) RAFIRKEB AN EIR. BXEZER |, BSH
CloudWatch 2 & &R FERE,

s BE-BUUFERAREXBFINREATHIELN RIRIRIE, flE0 , logs.DescribelogGroups
BPR A F 1T DescribelogGroups & EH A PR,

s MR-ATEEAFBEREFERENHOME (TUARATHIEL ) . MREEEXRT (AT )X
BIRAIGRIAPR |, MIBRNIELEF R, B A ENIELX EFENER | XHERTEERM P T EHRZE
R, BMEAEEMERRERET 7 RN ENER T2 att,

s EE-HFEET SRR (IAM KR ) F , [N TRENAFERA A, X TETRROEE ,
B EEERESNRMARS, KA, RESHMZE (NEATETRRWER ), CloudWatch
HEXFHN BN ET RIROEE,

BX IAM RBEEMNTENESER , F5H (IAM AFERE) 8 Amazon IAM REESZ,

BXxERFIE L CloudWatch ogs APl REREERANTRAERKE , iHSHECloudWatch HEN RS
£,

ERBEPEESN

LR TR | AIEA T R EEE B RIEENERBEME LR FAM. Bl , BTREH ERBEVESR
EHMENA. AXEARBESEERMFNESZER , H5H (AM AFiERE) PREME,
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ERREH , BOLEATMENNEREFE, EXENMmazon RE XN £ T XK K Amazondt
B REERYIR | BESHEAmazon RS IRIE, TIRMFMHEUKRAmazons {54 £ T 3,

(® Note

&) LAGE PR RIZHIFT CloudWatch BERRENIFRNIR , SIEEEAMBESR. AT BEEA
MEBERZEEFEEDEXR , RtE BEARFZFHX BERNGE. BRERRSZES R
NEZER |, FSRFERFRZEFX Amazon Web Services &RV FIE o

NEEFEAETSMDHRE (IAM KB ) CloudWatch

REFRETETHHNRBEN RG]  AXERED  KOEERTHNE IAM &4 (B : AF, 43
At ) MR KREE.

/A Important
BNEBEWEEDRNTBHEEE | X
SWET, AXESFEER , BSH

LT FER T EE CloudWatch B &R 1 a1 4% PR 49 B 24}
EIRIZH L CloudWatch ogs &R i 8] £ FR B9 8E R

AEBEEUTHEAE :

« £/ CloudWatch 24| & FrERI R
« Amazon CloudWatch BEMNIEE ( FEN ) K
B ERRFRE R

THRRXRRBEARE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
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]I

"Resource": [

"arn:aws:logs:*:*:*"

ARBEF-—MEA , ZBIRTFTREZBSANMBER. FEHLEIBATRMIIHEX BERNF
15 BRI PR

Resource EERWBER () XRA—MEA , ZIBART 7T XMEM B FARIT
logs:CreatelLogGroup., logs:CreatelLogStream, logs:PutLogEvents A
logs:DescribelLogStreams REMNIR. EFURRRFEISEBEL , EEAFEIR ARN F
WIBERF (*) BRABEAERLA ARN, BX IAM policy BAREHINEZER , BSH IAM AFE
BEHH IAM policy TtE5|H. BXERFE L CloudWatch ogs REMNFIEK | ESFCloudWatch H&
NEZE,

f£ 8 CloudWatch #2&l & Fr =R IR

E A CloudWatch #Z#l& 8 CloudWatch B |, ZB P 4088 —4A 1T B P iR EAmazonlk
P EMMAmazon B RN RENE. EE CloudWatch 4|4 F# H CloudWatch B& |, &4 AE L
T ARSS BV PR -

+ CloudWatch

« CloudWatch B7&
« OpenSearch fR%
+ I1AM

* Kinesis

* Lambda

* Amazon S3

MR L A ENBIENRE N ™=K 1AM policy , X FHi AN T iZ IAM policy BN |, 12

FAFGTERMBPEREZET. NERXLEAFPATUFER CloudWatch ##15 , B E

HCloudWatchReadOnlyAccess?E”“%ﬂl%WjJﬂﬂ ZRAF , e Amazon CloudWatch H &R
B (EN ) K,

3t F4XiE A Amazon CLIE CloudWatch B& API AP |, BLERNHREHEIZRE AR,
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RAriEmE

1 F FAEMA CloudWatch #2414 B B SITHAAS | AR A BN 2 RURY -

- =IE : getMetricData

» cloudwatch:listMetrics

- BE:

- BE

- BE

- BE
- BE
- BE

- BE

- BE

cancelExportTask

. createExportTask

- BE:

createLogGroup

. createLogStream
- BE
- A& :

- BE:

deleteLogGroup
deleteLogStream

deleteMetricFilter

: deleteQueryDefinition
. deleteRetentionPolicy
: deleteSubscriptionFilter

- BE:

describeExportTasks

: describeLogGroups
- BE

- BE

describeLogStreams

describeMetricFilters

: describeQueryDefinitions

* logs:describeQueries

- BE
- BE

- BE

- BE
- BE

: describeSubscriptionFilters
: filterLogEvents

- BE:

getLogEvents

: getLogGroup=FE&
- BE
- A& :

- BE:

getLogRecord
getQueryResults
putMetricFilter

: putQueryDefinition
. putRetentionPolicy

* logs:startQuery

* logs:stopQuery
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RAriEmE

- B7E : putSubscriptionFilter

« BE : testMetricFilter

NTEREREFHEREEZBTITEANARS , EFEUATNR :

« & : describeElasticsearchDomain
« & : listDomainNames

- IR : attachRolePolicy

+ iam:createRole

* iam:getPolicy

« &R : getPolicyVersion

+ iam:getRole

- iam: listAttachedRole B(&

+ iam:listRoles

+ kinesis:describeStreams

* kinesis:listStreams

* lambda:addPermission

+ lambda:createFunction

+ lambda: getFunctionConfiguration
* lambda:listAliases

+ lambda:listFunctions

« lambda: listVersionsBy BEI#

* lambda:removePermission

» s3:listBuckets

Amazon CloudWatch BEEE ( FEN ) K

Amazon BT 24t Amazon IR EIBHIE T IAM FREFEEFSEARFNER, HEFKRTRT

FTHEARMNLENR , At , BAUEEZRAERFTEBENRN T BXESZEE,

AFiERE) F/ Amazon I£E KR,

AN AmazonfE & R EE4$E T CloudWatch B

AR EMNEIK S FRAFNAS

BHZHE IAM

FRETHHHREE (1AM REE )
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« CloudWatchLogsFullAccess— ¥t CloudWatch B &R T2 5 RIXBR,
« CloudWatchLogsReadOnlyAccess— & F Xt CloudWatch B &K R 515 [E AR,

CloudWatchLogsFullAccess

ZCloudWatchLogsFullAccess KB & T XI CloudWatch HEME£GRINER. ©2
¥Eoam:ListSinksHloam:ListAttachedLinksiXPR , Rt BEHRBEPW AR JUAEREH &
CloudWatch Ik AIMEM P EFRKFSRZNEIE, AZWT .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:*",
"oam:ListSinks"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
]
}

CloudWatchLogsReadOnlyAccess

#ZCloudWatchLogsReadOnlyAccess R B &2 T Xf CloudWatch BEM RiRIAENR,. 2
fEoam:ListSinksiXR , EULIHA L RREHI A - AT SAE AR HI B CloudWatch BSIK = AT SR h &
BERKFHEZENHE, ABWT :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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RAriEmE

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:List*",
"logs:StartQuery",
"logs:StopQuery",
"logs:TestMetricFilter",
"logs:FilterLogEvents",
"oam:ListSinks"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"oam:ListAttachedLinks"
1,

"Resource": "arn:aws:oam:*:*:sink/*"

CloudWatchLogsCrossAccountSharingConfiguration

ZCloudWatchLogsCrossAccountSharingConfiguration R B 1% F 8112, EBMEFRATEKF 2
B # = CloudWatch B E&IRH Observability Access Manager $51ZH R, EXEZELR , B

¥ CloudWatch ¥k F~ o] 0 224,

ABWT :

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:Link",
"oam:ListLinks"

]I

"Resource": "*"

"Effect": "Allow",

E

2
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RAriEmE

"Action": [

"oam:DeletelLink",

oam:GetLink",

"oam:TagResource"

]I

"Resource": "arn:aws:oam:*:*:link/*"

"Effect": "Allow",

"Action": [

oam:CreatelLink",

"oam:UpdatelLink"

]I

"Resource": [

"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

CloudWatch i F&Amazonit & XN EH

EEFBIZRSFHRIEER CloudWatch HEAmazonFEERBEE R AKX LEEHNFMEE . BERBEX
L TUEE R B3h1RER | {H1TH “ CloudWatch BEX#4F £12%” WH L# RSS feed.

B

CloudWatchLogsCros
sAccountSharingConfiguration

- R R W

iR

CloudWatch Logs #1017

— TR , EREBEE
H#Z CloudWatch BHEAK
CloudWatch #5 F= o] ¥l 22 14
g,

METMEZER , B85
] CloudWatch E&0K F= =] M 22
{3

B

2022 £11 B 27 H

2022 £11 B 27 H
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RAriEmE

EK

CloudWatchLogsFullAccess —
EH T AR

CloudWatchLogsRead
OnlyAccess — E$ T A K&

B EE R R

ARETLABIE B DAY B Y IAM ERELLEF CloudWatch

iR H HA
CloudWatch i2 2R MK

X PR CloudWatchLogsFull
Access,

I T oam:ListS

inks Foam:ListA
ttachedLinks MR , LAE
BRI A P AR
#| & 1 CloudWatch Bk /= ]
NEEPEFRKFHEENE
.

2022 £ 11 A 27 H
CloudWatch i2 % &7 n#y

X BR CloudWatchLogsRead
OnlyAccess,.

HlT oam:ListS

inks Foam:ListA
ttachedLinks MR , LAE
PELREN A - AT AERE
#|& ¥ CloudWatch Ek F~ o]
MEMHPEFRKFSHLEZNE
.

SBRENRRAINR, BUFXEFENR

REEM MBI FEXLERRIVA A

, BO] LA B R F & CloudWatch B ARENREY AP R R, XLEREELEH
AmazonE 4 FF & T E @At Amazon CLIYEA

EAF

CloudWatch BE API,

T~

o ™1 REELTIE CloudWatch B&E
o 1P 2: X CloudWatch H&

‘fT/\l;‘J'-LE":T.I
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RAriEmE

« RPI3: AWHER—NHEA

w1 RFFE£15E CloudWatch B&

AR R BE A A P AR FR A CloudWatch Logs #1E.

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"logs:*"
]I
"Effect": "Allow",
"Resource": "*"
}

R~ 2 0 RN CloudWatch B &3 1T R (8]

AmazonfZt 7 L3 CloudWatch HEEIE# 17 R i1 A A9 CloudWatchLogsReadOnlyAccess K B o

ZERBIE U TR,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:List*",
"logs:StartQuery",
"logs:StopQuery",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

1,

"Effect": "Allow",

"Resource": "*"
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7.]__\1@] 3: JLL\,"LLFiEr'ﬂ_/I\Hn_,\Zﬂ

UTERBATAFPE-NMEEN BEEAPERNEABTEH

/A Important

Resource ??EP H/u\éﬂ%ﬁxgm %%E’g ; J«X?El/fﬁ%”ﬁiﬁﬁﬁ ?ﬁtH/U\éEEFE'JFﬁﬁH/M
o MRERE :* , WABHEHMITIZRE,

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:PutLogEvents",
"logs:GetLogEvents"

1,
"Effect": "Allow",
"Resource": "arn:aws:logs:us-west-2:123456789012:1og-group:SampleLogGroupName:*"

}

FERAFRISH 1AM policy £ B HRH R BB 1738 &l

FBHLIAFRRTFRELEAFZANHENR , FRZIEMMBEEEMARLA, Ak, HRICEHN BEA
HERA S AXLFRIZH 1AM policy, EFIRENATHEA , BEFEEMEAE logs:TagResource =
logs:TagLogGroup PR, XBEEATHECEAFARNAESEHRE , EATHRES KRS,

BEXIFICHEAMESZER 2% £ Amazon HERFRIE CloudWatch HEA,

EFRiCHEAR |, B AFRF IAM policy MX A FIFR EERERICHBAEA, Hln , ATE
BEAE AR T Team FREBEN Green BB ELHBHRIRER,

"Version": "2012-10-17",
"Statement": [
{
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"Action": [
"logs:*"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/Team": "Green"

}

BREA IAM policy IHAMNEZEE , BHZSH 1AM AP 18R PR A KB 515 H o

CloudWatch B EX RS &

FiRE AR MEBEETERE IAM SHNNRER (ETSMNERE ) i, IUERATRIER
B¥E, Z&K5HE T E CloudWatch 4 Logs APl RELAR SR ] LA B IR FHATIZIRER PR AY HH B
B, BTERBEM Action FERPIEEIXLRAE, X TFiZResourceFE , BULIEERLRAR AERN
ARN , B AT BUEE * X KRFTE CloudWatch AE# R,

& A LATE CloudWatch B &SRB H A Amazon-wide £ EFRREZHF. BHX Amazon SEEHNEMN T
EHXK , BFSH IAM APERTH Amazon £ B IAM &4 08,

(® Note

ERETERE , BE API BEBHRZEIEA logs: BI%. fi
W : logs:CreateLogGrouplogs:CreateLogStream, Zlogs:* (EATFHAE “
CloudWatch B&” #24E ) -

CloudWatch i 3% AP| i/EFREFF BRI R

CloudWatch id % API Ry {E FREEMBR ( APl 24E )

CancelExportTask logs:CancelExportTask

FEIHRGESHEEZITHSHES
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RAriEmE

CloudWatch id % API RyiR/E

CreateExportTask

CreateLogGroup

CreatelLogStream

DeleteDestination

DeletelLogGroup

DeleteLogStream

DeleteMetricFilter

DeleteQueryDefinition

DeleteResourcePolicy

FRBIR ( APl #1E)
logs:CreateExportTask

M BEAHS HF Amazon S3 & EFT
%O

logs:CreatelLogGroup
FECEFHBEET4A,
logs:CreatelLogStream
EEEAZAPEIEFTN BER.
logs:DeleteDestination
FEMBRBE B PR N EZERRA LT HE LR,
logs:DeletelogGroup

FEMRR B SEANEXRKNFEBEEHS,
logs:DeletelLogStream

FEMIBR B ERMATE XK FH B ESEMH
logs:DeleteMetricFilter

FEMRE B SARBKRN R THLRR.
logs:DeleteQueryDefinition
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[
{
"timestamp": 1533854071310,
"message": "VPC Connection Test"
}
]

RIBMEMA put-log-events MR RIEBEEA

aws logs put-log-events --log-group-name LogGroupName --log-stream-
name LogStreamName --log-events file://JSONFileName
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RIEEET.
R HIXTIREY CloudWatch B& VPC 417 RV 15 18]
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{
"Statement": [

{
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"Sid": "PutOnly",

"Principal": "*",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Effect": "Allow",

"Resource": "*"
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* DeletelLogStream
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» DeleteSubscriptionFilter
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https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DeleteLogStream.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DeleteMetricFilter.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DeleteRetentionPolicy.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DeleteSubscriptionFilter.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutDestination.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutDestinationPolicy.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutMetricFilter.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutRetentionPolicy.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutSubscriptionFilter.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_StartQuery.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_StopQuery.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_TestMetricFilter.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDestinations.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DescribeExportTasks.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogGroups.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DescribeLogStreams.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DescribeMetricFilters.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DescribeQueries.html
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» DescribeResourcePolicies

» DescribeSubscriptionFilters

 FilterLogEvents

» GetLogEvents

» GetLogGroupFields

» GetLogRecord

» GetQueryResults

BIMNEHBATREBESERERBFRNARERE. BHEETHEBEHEUTRR !

- BREFARAFPEZIIZER IAM AFPEIEAXHW,
- BREFAACKEEKSEHMAFNIENZEEIERXHN,
- EREEHHEE Amazon BRE A H.

BXEZER |, B2 CloudTrail userldentity T3,

T BEEXH%E

RER—MEE , A TNE4ENBEXMHEEZIERIEEN Amazon S3 #. CloudTrail BEX 4 S
B NESIMNEERKE, NEHRTREEMAEN—NMER , BFBEEXRMBERNERME. BEN B
BHE, ERSBESEMEL. CloudTrail BEXHTRLAR AP BRANER#EKRRE , BikefllfTa
BREMFEINFE o

LTBEEXHEEERENAFAAT CloudWatch Logs CreateExportTask #4E,

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/someuser",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "someuser"
},
"eventTime": "2016-02-08T06:35:142",
"eventSource": "logs.amazonaws.com",
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https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_DescribeSubscriptionFilters.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_FilterLogEvents.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_GetLogEvents.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_GetLogGroupFields.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_GetLogRecord.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_GetQueryResults.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventName": "CreateExportTask",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-ruby2/2.0.0.rc4 ruby/1.9.3 x86_64-1linux Seahorse/0.1.0",
"requestParameters": {
"destination": "yourdestination",
"logGroupName": "yourloggroup",
"to": 123456789012,
"from": 0,
"taskName": "yourtask"
},
"responseElements": {
"taskId": "15e5e534-9548-44ab-a221-64d9d2b27b9b"
I
"requestID": "lcd74clc-ce2e-12e6-99a9-8dbb26bd0d6c9",
"eventID": "fd@72859-bd7c-4865-9e76-8e364e89307c",
"eventType": "AwsApiCall",
"apiVersion": "20140328",
"recipientAccountId": "123456789012"
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CloudWatch Logs XIS #&

/A Important

WSEZERTEFRAWEKIB CloudWatch Logs R, WRZEEMA Instance Metadata Service
Version 2 (IMDSv2) , W 47 FA#TEIS — CloudWatch {32, BMERKRMER IMDSv2 |, Al
PBZIEB N ISE RTINS — CloudWatch KB , MARKIANW BERE, BXBFHNE—RE
WEZELR , HSHEMEA CloudWatch KXEM Amazon EC2 SEHI 14 #h R 55 85 o W EEf5 45 A1 B
BHXMEKIB CloudWatch Logs REITZESE—RKENEE , FSRET @S 62 CloudWatch
REB B X

CloudWatch Logs fCE 1Rt —F M Amazon EC2 3= 41I4F H EEIE &K% F CloudWatch Logs BY Bzi{t
FRe ZRESEUATAY :

o —ANF BEBIEHIET CloudWatch Logs 9 Amazon CLI .
o —NBEHELUFEHIEHIEZR CloudWatch Logs BIBIZAS ( SFH#FE ) o
« —MARZTFHFREFBREZEZEITH cron 1R,

REE B HF

CloudWatch Logs XEEEL & X4 #R CloudWatch Logs RIEBFFEMES B, REBHE B [general]
—THEMGEATHRAERESARNEBERAERE. [logstream] — T3 & SOFAS i S % 3% B2 B AR AT
PDENEE. BALUEZA [logstream] T , ERB—TWEMREZEEXHHEXAME— , W0
[logstream1]. [logstream2] &%, [logstream] B B E 4% —THIEHEE L B EXH4IHRRA,

[general]

state_file = value

logging_config_file = value
use_gzip_http_content_encoding = [true | false]

[logstreaml]

log_group_name = value
log_stream_name = value
datetime_format = value
time_zone = [LOCAL|UTC]
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file = value

file_fingerprint_lines = integer | integer-integer
multi_line_start_pattern = regex | {datetime_format}
initial_position = [start_of_file | end_of_file]
encoding = [ascii|utf_8]..]

buffer_duration = integer

batch_count =

batch_size

=1

[logstream2]

state_file

integer
nteger

BEERSXHHFHLE,
logging_config_file

(Wi ) EERBEAFTCREEXHNNLE, IRERERLEEREARCRKEEXH , RE

AN awslogs.conf, MRFEAMARLZERE | BRIAXHNER /var/awslogs/etc/
awslogs.conf , lNREHA rpm ZERE , BRIAXHAER /etc/awslogs/awslogs.conf,
SR A Python B X (https://docs.python.org/2/library/logging.config.htmi#logging-

config-fileformat), AJEEMEEUTHMHN BFIERKERF,

cwlogs.
cwlogs.
cwlogs.
cwlogs.
cwlogs.
cwlogs.
cwlogs.

push

push.
push.
push.
push.
push.
push.

reader
publisher
event
batch
stream
watcher

REMIAMEN INFO , AT ROIDLFHERE MR A ENRIEZN WARNING,

[loggers]
keys=root, cwlogs, reader, publisher

[handle

rs]

keys=consoleHandler

[formatters]
keys=simpleFormatter
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[logger_root]
level=INFO
handlers=consoleHandler

[logger_cwlogs]
level=INFO
handlers=consoleHandler
qualname=cwlogs.push
propagate=0

[logger_reader]
level=WARNING
handlers=consoleHandler
qualname=cwlogs.push.reader
propagate=0

[logger_publisher]
level=WARNING
handlers=consoleHandler
gualname=cwlogs.push.publisher
propagate=0

[handler_consoleHandler]
class=logging.StreamHandler
level=INFO
formatter=simpleFormatter
args=(sys.stderr, )

[formatter_simpleFormatter]
format=%(asctime)s - %(name)s - %(levelname)s - %(process)d - %(threadName)s -
%(message)s

use_gzip_http_content_encoding

FIRE R true ( BAINE ) B , B A gzip http R BB RGELE N A KEE CloudWatch Logs.
XA LARRME CPU EAZX | B2 NetworkOut , FREEKR AR, EEMAZINEE , IHTE CloudWatch
Logs R HL B XK [general] 7 555 use_gzip_http_content_encoding = false , AFEEH B3
RE,

(® Note
% & RTE awscli-cwlogs MRAS 1.3.3 ME ShRAF AT A,
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log_group_name

EEBHRBEE, REXERATEL , WU%@Z#J@UE MNETL, BEABMHKETNT 1M
512 NFRZE. AFHNF/RFEE a2z, A-Z, 0-9, “"( FXRI&K ). " (EFH). " ( ERML)
M (AR) o

log_stream_name

EEBRBER. BUUEAXFFRELTENNEE ({instance_id}. {hostname},
{ip_address} ) , IXAEMNAESRKRENLBEREN. WREEERER , M8z 0EZ—NEE

o

datetime_format

EBEMAIMN BERIE AR, EBATREBEESHMNERER. ﬁﬂiﬂi?%{ datetime_format ,
N YpietE A TFENBEEH. MRIEMHM datetime_format EX FTAEBFEELR , NIFEH
NEEBR BTN R A EE4NNEE, NEFEEUTNBEERSEME | NEAYTE.

THEYHET EN datetime_format 18, & AILAER Python datetime.strptime() XFWFTE
datetime_format {58, RXRBE (%z) bZX$F ( BME Python 3.2 ZBINRAEH R ZHFHE ) |,
[+ JHHMM , FHFEF (1) BXEZER , TS K stritime() # strptime() 77,

%y : F4 , AFEERN+RFBRFRT , FTSRARELHKF. 00,01, ..., 99

%Y : 4 , A+ #HEBFEARRESERRELHEF. W0 1970, 1988, 2001, 2013
%b: Afr , EAXERENEEEMFEN. Jan, Feb...Dec (en_US) ;

%B : A7, FAXEERENTEAMERN. January , February...December (en_US) ;
%m: A, EANEERN THHBFER. 01,02, ..., 12

%d : ABFHER  FAUEERN THEBFERX, 01,02, ..., 31

%H : /NEF (24 /NS ) ERUEERN THESIHRFERX, 00,01, ..., 23

%l : /NEE (12 /0ESE ) ERANUFERN RSB FER. 01,02, ..., 12

%p : KiFRBEPERTF AM 5 PM R RFER.

%M : 78 ERANSERNTH#HEBFERER. 00,01, ..., 59

%S : ¥, FRAUZTERN THFBFRN. 00,01, ..., 59
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%f: B, EELERUAFERN THBZKFHE R, 000000, ..., 999999

%z : UTC R%& , XA +HHMM & -HHMM 3. +0000, -0400, +1030
TPIER

Syslog: '%b %d %H:%M:%S', e.g. Jan 23 20:59:29

Log4j: '%d %b %Y %H:%M:%S', e.g. 24 Jan 2014 05:00:00

IS08601: '%Y-%m-%dT%H:%M:%S%z', e.g. 2014-02-20T05:20:20+0000

time_zone

EERATZE4MEBNNX, XFNHMNMER UTC f LOCAL, ZRIAERN LOCAL , MR LEETF
datetime_format H#ERTES X | NIRF{E R L 2R INE

file

FEEEEHIER CloudWatch Logs B BE 4, File TS E — MEEXHHZA

X (ERBESR , W /var/log/system.log* ) o BIFXHERETE , RERHXHS

2 H#E3£ F CloudWatch Logs. BATEWEERBEE TS ER — KB — K534 (40
access_log.2014-06-01-01, access_log.2014-06-01-02 & ) MARZMNEHHW XK (W0
access_log_80 #l access_log_443 ) . EEEZ/MREN MY , BEEEXHFERM—NEER
%8, US—HAEXHEITEANAER. TXEESRXH.

file_fingerprint_lines
EERTIRAINHNTERE. ARER—IMRFIRMNAENEDBORF , 017, “2-5" A

BEE1", AE—TRATITEREY. BRIFEMBEETHATA , ENIEXF2KEF CloudWatch
Logs.

multi_line_start_pattern

EBEEATRIBSEEFALNER, BFREEBASERCENITURSER T ITE 9 F [/ L
TTAEK. BRERNENREX D {datetime_format}. A {datetime_format} &t , NIEE
datetime_format &1, ERIAENNMs]” , R EZRFZRTF LN EMITH2FEL—NMNAEER
R, AFBRFHBEEEE,

initial_position

& E ML FF IR EEUERIE ( start_of file Bk end_of_file ) o BRIALE R start_of file. X% HERS:
BERFERSNTLERAT,
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4wig

EEAENXMHNRE , UEEBEREZX 4. BIARIBH utf_8, Python codecs.decode() XiFH 4w
Ba LA fERA,

/A Warning
EERRNAEBARSEBEEX , RATEBRBNFRSHAEMFFER.

LTR—EENRS :

ascii, big5, big5hkscs, cp@37, cp424, cp437, cp500, cp720, cp737,
cp775, cp850, cp852, cp855, cp856, cp857, cp858, cp860, cp86l1l, cp862,
cp863, cp864, cp865, cp866, cp869, cp874, cp875, cp932, cp949, cp950,
cplo06, cpld26, cplls@d, cpl250, cpl251, cpl252, cpl253, cpl254, cpl255,
cpl256, cpl257, cpl258, euc_jp, euc_jis_2004, euc_jisx@213, euc_kr,
gb2312, gbk, gbl18030, hz, is02022_jp, is02022_jp_1, iso02022_jp_2,
1s02022_jp_2004, 1s02022_jp_3, 1s02022_jp_ext, 1s02022_kr, latin_1,
1s08859_2, iso8859_3, iso8859 4, iso8859_5, iso8859_6, iso8859_7,
is08859_8, iso08859_9, iso08859_10, iso8859_13, iso8859_14, iso8859_15,
iso08859_16, johab, koi8_r, koi8_u, mac_cyrillic, mac_greek, mac_iceland,
mac_latin2, mac_roman, mac_turkish, ptcpl54, shift_jis, shift_jis_2004,
shift_jisx@213, utf_32, utf_32_be, utf_32_le, utf_16, utf_16_be,
utf_16_le, utf_7, utf_8, utf_8_sig

buffer_duration

EERSEAHELENREEER, &/IMEXN 5000ms , FIAEH 5000ms.,

batch_count

EEMLEFNAESEHNRAE (HFAR 10000 ) . BRIAER 10000,

batch_size
EFEMLEBEFHNAESEHNERAKRD (LAETREN , &RAN 1048576 F17 ) . BRIAER
1048576 FT, HWARXPWITEARE UTF-8 BXWAMTEEHEE 2NN ERKXRENEEEHM 26

FI,
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+ A\
e

£ CloudWatch Logs R E HTTP X E

BT A4S A CloudWatch Logs KB 5 HTTP R,

(® Note

£ awslogs-agent-setup.py k7 1.3.8 RESMAF ZIF HTTP R E,

&4 CloudWatch Logs K5 HTTP R IE

1. BROTTIREZ—

a.

b.

3 F#H L LER CloudWatch Logs R | BEEITUTHS :

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python awslogs-agent-setup.py --region us-east-1 --http-proxy http://your/
proxy --https-proxy http://your/proxy --no-proxy 169.254.169.254

R T HEE EC2 24 EX Amazon EC2 TEIBRE MG |, & # A --no-proxy
169.254.169.254 ( BN ) « BXEZEER , BSFEM T Linux EHIH Amazon EC2 A F#8
5 Y S o SR A A P R

£ http-proxy Hl https-proxy WEH , BIEETE URL,

3F CloudWatch Logs RIEEHILE L% |, 1E4w1E /var/awslogs/etc/proxy.conf , SR G R INERY
RIE -

HTTP_PROXY=
HTTPS_PROXY=
NO_PROXY=

2. EMBEHREBEUEEREMR

LUES

sudo service awslogs restart

BERAKE Amazon Linux 2 , HEAUTHSEHRBHRE ;
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sudo service awslogsd restart

%|4 CloudWatch Logs X B & X 4

W RIEIEFEFF awslogs-agent-setup.py M7 1.3.8 HE FERAE awscli-cwlogs 1.3.3 LEERAELEE
£/ , TLUEI 7E /var/awslogs/etc/config/ B R RIBIARBEXH |, M FHAMA GRS AZRA
B TREREE, £ CloudWatch Logs KEEzNET , FEXLEFANEEX 4P I EMEREE.
[general] T A B BB M A EBLE X (/var/awslogs/etc/awslogs.conf) FE X , F BTE /var/
awslogs/etc/config/ % El BRI ER 7B & 34 4% 2B

MRERZEH rpm ZEHNRIE , L& E Ivar/awslogs/etc/configl B F , NI AT LAER /etc/awslogs/
config/ B K&,

EFNEHREUEEREN

sudo service awslogs restart

MRIEFERAMNE Amazon Linux 2 , HEALTHSEFSIINRE ;

sudo service awslogsd restart

CloudWatch Logs XIE & I (8] &
KSR TN TR IR 2

AT AR IR AL

- ABFEENNEAEXSmE , RAEEFNERKRNZEAEXH, Flan, /varllog/syslog.log E
&8 R Ivar/log/syslog.log.1. R /var/log/syslog.log.1 N\ EXEBEREEE , WEGE RN /
var/log/syslog.log.2,

- ERIEBIRNGEEERESBEXH. FlI0 , /varllog/syslog.log & &%l /var/log/syslog.log.1 , 28
W7 /var/log/syslog.log. XMIER T AIBELBHEEL , AN EEEFR X XHRRIE,

- FASIEXHHEENERERBIRHT . Sl | /varllog/syslog.log.2014-01-01 HARE |, F
8% /var/log/syslog.log.2014-01-02,
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XHWEN (R ID) RBEINEERENXHNRE —THITRFLEBITESIN, EBSMT
R, WJEAEA file_fingerprint_lines £, =X #4#TREN  FIXGNZEFNS , IBXHTRIE
AR REFET A E OB SR ER S #EE # 30

AT TE R AE A Y R MRS AR AN Y AR EE 2

MREFRIEEM ALK T CloudWatch Logs X3 , M A LAEA /var/awslogs/bin/awslogs-
version.sh KR EZFEANEMBMRENRE, ST OIREARAEREFERH R, RE
A yum £%& T CloudWatch Logs X3 , A LA{E A “yum info awslogs”#1“yum info aws-cli-plugin-
cloudwatch-logs”>k#: & CloudWatch Logs B F1 4B AR A,

A& E MR BESEH 2

BEEHEERNEY  SHRENNRRE  URERATHEE. RIABERT , U=
BFERALNEATHREL - IMATERER (WREE) , ATRFNETER. EE
ZWITH , ATLAMER multi_line_start_pattern , 518 = FLE BRI 1TEBFF 13T HY B FE B

B A LR EN R X R S {datetime_format)’, il , MRENMBFHEHENE—TH
BEALTF2014-01-02T13:13:01Z"KI B [EI B , W multi_line_start_pattern B BAi% & 9 “\d{4}-
\d{2}-\d{2}T\d{2}:\d{2}:\d{2}Z", EfRIMLECE , ATLAFEIEE datetime_format IETIRYIEIR T &£
F“{datetime_format}’ X &, X FR—NRHl , 1R datetime_format % & N “%Y-%m-%dT%H:%M:
%S%z” , M| multi_line_start_pattern B LA{X{X 2“{datetime_format}”,

R KIZH datetime_format , NFFH IRt E A TEMNAEEH. MRREMA datetime_format XY
FAERFHELY , NERANEBRIBTNERILI A SEGHNNERE, MRTEELUGINEES
# NERNFINE, YASEHEEIYFREHR L —MEESEHNTER , 2icF—NEEHE
B,

NEBATRRBESEAMERER , At , IREEEHERNERX , WARTERRBESEH,
£ R IRAVIER.
A ESE MMt 2

HRUTEERMGE , KRR EFHBERRS

1. NRIME—NBESHEK |, RBBEZ T buffer_duration,

2. RN BESEH/NT batch_size , ERMNFH B EEH4N 28 H batch_size,

3. BESH4MBESIXEF batch_count,

4. A BN AESHNREEETEY 24 /et , BRMF B ESHLE L 24 /DNETHIR S,
FAREARESHBSH BB EZE. BESHRHMIR 2

781 PutLogEvents BREMNRF , FxE , LT RBE TS BT B SE 45 H#X,
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® Note
L PEI BIERT , CloudWatch Logs REALAEEAEFEA—FK

n|||,|%’

ME B EEHMHKRPIEE 256 KB, MPFELBE B EEH.

. MR BESHHEERTARK 2 /et , MBS BESEH.

. MRBESHNNEEBRETIE 14 X, WY BESH4,

MEEMBAEEHNEFENEES BEANREH , MBS BN IR,

MRHEA PutLogEvents BEXRFN —#t BEEHTRIBEES 24 /M , W PutLogEvents &
R R M

FLERELSHBEZXR/EEZXRBDE?

o K~ w0 Ddhd =

RERBSXHATAR , BN ERETURKEREXHRHE]R |, MR 4, CloudWatch Logs IR A LAM
CELNETEE) , FREHE B ERIE,
B BB R EENHFE B EXHE[E—NBERD ?

FXFEREZN A SRIBEREEENBER
RIZFATRLE API ( IR AR B LRERINE IAM %H%':F ) ?

CloudWatch Logs fX¥EFEE CreatelLogGroup, CreateLogStream, DescribelogStreams
M PutLogEvents g1, MREFEAZHNNRIE , MFFE DescribelogStreams. ESH
T IAM SR #E R 6

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
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]
}

FATFHE CloudWatch Logs REBFSIZAEAR BAER. RUAHIEREERCEZALSANMABE

w2

TEEH IAM RBgHR | SR BRI Z A EIAITUAT#4E : DescribelLogStreams
PutLogEvents,

E?ﬁﬁ’?ﬁﬁﬁﬂ’] CreatelLogGroup # CreatelLogStream IR 28l , FHARUESEREEHN
HEAFMBER. MRBAERERE CreateLogGroup M CreateLogStream N[R , BFEE
E/b\ﬁULEIJ H /u\éﬂ EPﬁ'JL H /u\l)ll..o

EHRTHEHFRNENLEETHLERE ?

REZFEHENMNTF /var/log/awslogs-agent-setup.log , REBHFEMNTF /var/log/
awslogs.log.
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RAriEmE

£ CloudWatch ¥g5#ri 17532

CloudWatch Logs &4 ¥# 2] Amazon CloudWatch &% —X1E¥r.

CloudWatch Logs #E#%

AWS/Logs & Z= 8 BIELL T B R,

1R

CallCount

DeliveryErrors

DeliveryT
hrottling

iR
MK P RATHVIEE APl RIERVEE.

CallCount 2 CloudWatch Logs RFZEAEIEHR. BEXEZER , &
2 ®CloudWatch Logs BRS 1B R IR

BREE . K, ®RR. RS, XkH
BREITHIE - Sum
BT

E IR X BT 8 B #58F , CloudWatch Logs W EI EEiRH H EEH
WHE, MRBFRFEE—NMAERER , MRFHIFEFIXTEIHARS
FE (W HTTP 5xx ) , M CloudWatch Logs F&k4E B i 4% f 38 24 /)
it MREBIREFBFAIEIREEIR ( HI20 AccessDeniedException =
ResourceNotFoundException ) , M| CloudWatch Logs &= iR
iR &R,

BEMYEE : LogGroupName, DestinationType, FilterName
BREITEIAE : Sum
By Xk

EFBIEE A BT 5 B #7687 , CloudWatch Logs E N Em#RHIH B &
HHBE,

MRBFRRFEE - NAEHER , IRFIRESLTEHRSRE (W
HTTP 5xx ) , M| CloudWatch Logs FF&k4E B it & K38 24 e,

CloudWatch Logs &#r
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RAriEmE

1R

EMFParsin
gErrors

EMFValida
tionErrors

ik
MREREFT A EIRLEIR (H0 AccessDeniedException =

ResourceNotFoundException ) , Il CloudWatch Logs A& %1
B &R,

BM4E : LogGroupName, DestinationType, FilterName
BREITEIE - Sum
By Xk
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