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T A& Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) & Amazon £ E RS EEIMRES , ©X2. A
¥ EBEAS. Amazon ECR XEHMEEM#EE , HEBEA Amazon IAM BNE T HIRHNR. X8 |, 1§
E A Amazon EC2 SKBI A BATh B8N B s 7 BE RIS, ERIAERAEIE CLI #ix, REMER
Docker Bt{&, Open Container Itistry (OCI) BR{&F] OCI B4

(® Note

Amazon ECR B X F A HABMGEFEME, BEXEZEE , 5% Amazon ECR Public BF
RPN ALE Amazon ECR Public.

Amazon BEEREZHRTE GitHub L4 E LA ERER. ZRE&EEESEXEBRI/ENER , AR
B Amazon EFRREHEEERBE, BEXEZEER , i55H Amazon BeRigL%E,

Amazon ECR W4 4

Amazon ECR 81U T A :
AR

EATHAEA Amazon kPR ME T —/ Amazon ECR RAEEM K ; B UEEMRBEIE—A
RENFMHE , HEHDFAE Docker BR1&, Open Container Initiative ( OCI ) BR{&F] OCI 3RAE
. BXEZEER , 5 FAmazon ECR FAEEM &,

BT

BB P IRAIVERN Amazon A5 Amazon ECR FAEEMERHATH MWL , R/EFeEHIEMIRE
BRG, BEXEZEE , BSRALEIMERE BRI,

Tr#

Amazon ECR Zf#EFE 3 E 2K Docker . Open Container Initiative (OCI) &£ H OCI F&AH
. BXEZER , HZHAmazon ECR A\ B F &,

T ik R SR W

BU B FEEREREFANFREREFHABTNTER. BXEZER , BERHLERHER
B
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BR

BA LA FAE E A IR A&, XLEMEAUEFEARSEFAMER | o AE Amazon
ECS £ E X Amazon EKS Pod MSEHRER, BXxEZEE |, 558 & Amazon ECR & &5
Amazon ECS &4/ # 5% Amazon ECR M &5 Amazon EKS &4,

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- S APRREMTEEEHEFREGNEGAR, SUUENSBEEAREHRGHIMAN, &a7LL
ENANR AR EEENERTI R, BXEZEL , 550 £anAPRK,

- MERABAEBTIRAIBEBMEPN M RE. ENEEEBUTUREENEHEREE, XATBREAEE
HIXBEHEENENTREG, AE , fULRRRGHENER, AXEZEE , BSREGENE,

- BXEMEKFEFESTUERMBEMREREETETENNVE, CEENIMRRE , AETFESN
Xigi, BXEZEL , FSRLETMERIZE.

- BEFEIMANEMTHEFE Amazon ECRIIMEBFREFLEIMRPNEEENT . FREFR
ERHLI A , Amazon ECR R EHITA R £ F MR , LA{R Amazon ECR FAEEMRAPEFHREGEH
BIRS. BXESZER , BSRAERESFEIGIN,

WAl FF 38 Amazon ECR

E#FF Amazon ECR , A% & LLZ % Amazon Command Line Interface 1 Dockero BEXE 1S
B, &5 X Amazon ECR #1Ti%E # ¥ Amazon ECR 5 Amazon CLI && 1 H.

Amazon ECR E#t

£/ Amazon ECR , B RERNFHEFFEENEBUEE U RMNBRGH X NEIFHE RN EEN R, BX
EZEE |, 5/ Amazon ECR E#ls
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% Amazon ECR #{Tik &

MREBEM Amazon H EEEH Amazon Elastic Container Service (Amazon ECS) 8 Amazon
Elastic Kubernetes Service (Amazon EKS) , MIEE A Amazon ECR BIEERR, XFiIRS
MIRE AL , ©F Amazon ECR BXERFHT B, E& A Amazon CLI 5 Amazon ECR
B, RATEBEFERARA Amazon CLI , EXH&#HH Amazon ECR 88, 18R 1E Amazon CLI
FIZRBEE X Amazon ECR ThEEMI X Hs , AT BAARBISEHMIRE. R THESZER , iSH http./

aws.amazon.com/cli/

REUTESEHRRE , MEERFEARREGEEE Amazon ECR, MIREETRATE[ALER , 7
ARSI L SRR A BB IMIT T — 5o

SEF Amazon Web Services Ik 2

MR BIA & B Amazon Web Services IKF |, HEERA T T ERBIE—1,
¥ Amazon Web Services i F°

1. #T7F https://portal.aws.amazon.com/billing/signup.
2. EBERSLNHBAHRITERE,

FEME , R —ERE , ERXEARERERA —TRIESE,

HIZFM Amazon Web Services Ik Bt , REF2BIE —4 Amazon Web Services i F 18 F
Fo BAFERGEZEKS PHFTE Amazon Web Services fIR R, EARERESR , BHE
BRAPSEEEHRNE , HERERARAFPRITEERAL HRNEBENES,

EMERERSG , Amazon REERIE—HE NS FERH, EEMR , ST LUBIHZE hitps:/
aws.amazon.com/ FiEBRERMWIKFREE Y EINIKF R HEBEHIKF

£ 1AM A F

JEM Amazon Web Services Ik J& , BRAZESHRIE (MFA) RFEHNEEBRAF, BXiHA , HS
F <IAM AR FHR IAM AP BRER MFA 8% (A& ).

ERFHMAFHRIERN Amazon Web Services Ik RIREHNER |, E6I2E IAM BF. BT HRIPEHN
IAM P | 58 A MFA H#{XE IAM AR BFRITESMENNR,
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BXREYUENRYF IAM AFNEZER , 30 (AM BFERE) PHUATER !

o EH Amazon Web Services I /= H 417 IAM A 7
o EAT Amazon &R 6] & IE
« EF IAM B 31K RS R

& 1AM AP API 7 2015-09-21 4


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
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F#5iET Amazon Web Services Management Console
Amazon ECR

JEId £ Amazon ECR 2% & H |27 %E , A Amazon ECR. Amazon ECR ##|& A A5 &
BERITRIEE - N EFHRENTRE.

Fiaz ol , HREES T Xt Amazon ECR #1Ti%E RSB,

IR BRI

EiEE R EFM Amazon ECR A Docker 5 Open Container Initiative (OCl) B ttb T, HIETIXE
Amazon ECR F#IASIRENR AT , BRIEEFERENEMRMUE , LS HFRGHEIETHMIES
MM E R BN AR £ 6

1. FFLTF https://console.aws.amazon.com/ecr/ B Amazon ECR ###15&,

2. EBEF®RER.

3. XITF Visibility settings ( T ALHIRE ) , FiEEFE Private ( A% ) o

4. XF Repository name ( FEEEZWN ) , BEEFEEN B,
5

MNTFHREATN , AREFHEENFETEMRE, BERT UEIREN 706 EFE M I SRER
X, BREZEE , F5MH GHIEEATE M,

6. NTHERH  ERFEENRGHERE, BEENEHEENBTRENFEERESREERRK
NEFREGHE  SNFEFIEIREHME,

/A Important
EFAEFRELIREREGANE , AXFEIMREIREREGLK. AXESZER
BFSARGAM.

7. XF KMS encryption ( KMS tn# ) ,iEEFE S EA Amazon Key Management Service RS H 17
&y Amazon KMS ZHA# TIRSERIRNE ., BXUUMENEZER , BSREDNE,

8. EEBIEBEFM#E,
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F2E, PRICFHEIE Docker BR{R

EOSNE D F , B4 Docker CLI FricHI B AR bR (LM Dockerfile FAEZHM B —NEM R
FIERAYBR{S , 5170 Docker Hub) , fAJ5 AR ICHYBR G #Eix 2| Amazon ECR Efff k. BX M Docker
CLINEZ ML R , FS AT Amazon ECR 5 Amazon CLI &£& A,

1.
2.

EREUNENTFHEE  HEREFHEGSUETTRGHEIFFHEENTR,

ETERGS , kT BESELRE QP EAES AN B SRE X EMREIE Docker & IHH &
B LS RE—NE 12 MR ERNENSIE,

(Alik) WMREE BLLEBRHEIEMN Dockerfile , BAFEHERNEHTICER. EXWEOPERAK
B #2428 docker build 835, HELSEH Dockerfile i TR — B F A,

BT EE A P H docker tag SRR IE B L IR E O H5RHF Amazon ECR JEMER URI FETHY 176%
EMRCE R, LEFHADTRIZENESREET £E— S M Dockerfile FEBRMN, MREKES
Dockerfile B M , 1B repository:latest NE—PNEHIEHR N EHEN A HERNES
ID REBRA M.

B ELIRE O P A docker push I RFGHIRICH BRI FHE

EFEXH,
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¥ Amazon ECR 5 Amazon CLI &4 H

LTS BGESEBTRE R EMA Docker CLI 1 Amazon CLI & 284 G # % FIFAE Amazon ECR £
HEFFENS R,

BEXUHATEE Amazon BRNEMTENESZELR | BETFEM Amazon FXTES, IDEITEE
1 Windows PowerShell G5 1T LR | &2 http://aws.amazon.com/tools/,

TR

Fia 2zl , FREREETHI Amazon ECR #1Ti&EF WL,

MR IR R LEFZH Amazon CLI Fl Docker H B R ERFHER , BERAUTLIBRRLZEXFHANILE,
%% Amazon CLI

BRI LAER Amazon B RTIE | EHSTHAHG T RINIT Amazon ECR FE it Amazon £,
SR AL kFEER, FEHE, 9T IEHIEREERTHERNIT Amazon ESHEIZA,

EXt Amazon ECR f£f Amazon CLI , BREZHRAK Amazon CLI, BXEE , H5H (Amazon
Command Line Interface FAF#§R) F B %% Amazon Command Line Interface,

#Z % Docker

Docker EEA T ZFREMRIERS , BIEASEHIN Linux 2 &AR (20 Ubuntu) EZE MacOS H
Windows, BXIAEEEMNIRIERS L L% Docker WEZER |, {54 %I Docker Z%E3ER,

BERER T R RGN A Docker. MREEFEMEM Amazon EC2 , M ATE 3 Amazon Linux 2023
SE 45l 3 %2 %% Docker SAFFEAEERA

WRIBE L% Docker , BBEIZZE 1 : 812 Docker E&o

f£ A Amazon Linux 2023 AMI £ Amazon EC2 3:4 %% Docker

1. fEASIIR Amazon Linux 2023 AMI Ba13E8l, BEXEZEER |, BSHEER T Linux I8
Amazon EC2 A g+ Z 31 =61,

2. EREIEM 2, BXRXEZER , HSREAT Linux 246189 Amazon EC2 AFIER P HIEEE
B8 Linux 3241,
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3. EHMXHl LERENEFENEFIBER.

sudo yum update -y

4., ZTERERHH Docker Community Edition F2F .

sudo yum install docker

5. JB3) Docker BRE

sudo service docker start

6. ¥¥ ec2-user HINE| docker A , AMEZEEBINIT Docker i1 , MEEMEA sudo.

sudo usermod -a -G docker ec2-user

7. Bi  BEHBFUUEIHE docker AR, EWLAKRMALFIA SSH KiwE A HENKIRE R
HEINEEISM , TRX—TR. SR SSH 2 EFEFMERA docker AR,

8. I®IF ec2-user BBBEIEIRE sudo W1E R TI=1T Docker i

docker info

(® Note

EREBERT , BUEEENBIRH , BUERN ec2-user #1518 Docker #EFH
BEFHONR, IREFIUATHR , BZHESENEHE

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

S 1 8l% Docker & &

EXRSERG | EE0IEMEE Web N ARRFR Docker & , HIEAH# R L5k Amazon EC2 32451 £
[lid: 3

SR 1 812 Docker &% API R4 2015-09-21 8
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BIZEE £ Web M AREFH Docker & &%

1. BIEEN Dockerfile WX #., Dockerfile @ —NEEXH |, AT AT Docker BEEHNEXRER
UREZENIELURERIE EETHRAE. BX Dockerfile WEZEER |, H#E Dockerfile &
=

touch Dockerfile

2. REENINGIZERN Dockerfile ¥ HFMUTAHE,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

Itk Dockerfile £ Amazon ECR Public L3 £EE# Amazon Linux 2 A BB, RUN IESEHTE
7, ZE-LEERT Web BREB[NEHEI , ARG Hello World!”” ABRE A Web RS 8389 34 1R
B3, EXPOSE #sSERB/LAFIHO 80, CMD 365 /B3 Web BRSS 88,

3. M8 Dockerfile 4 5 Docker &,

(@ Note
Docker fy LA A RER B LA T an 5 £ Dockerfile SEREEAE , AR FT 7R BV AR BE
%

SR 1 812 Docker &% API R4 2015-09-21 9


https://docs.docker.com/engine/reference/builder/
https://docs.docker.com/engine/reference/builder/
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docker build -t hello-world .

4. FIHERREZ

dockexr images --filter reference=hello-world

w
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. SITHHENESR. -p 80:80 kIR LATFHIHA 80 ME R EHRE LWIKA 80, Ax
docker run WEZ{EE |, i§% 2l Docker IZ175 %,

dockexr run -t -i -p 80:80 hello-world

® Note
3k B Apache Web RS2 HENE RELIREOR, BRI LLZBK‘Could not

FLN

reliably determine the fully qualified domain name”EE.

6. 3FTFF KBS HIEMIEEIZST Docker HIEELEHN BB IRS 8.
- MBHEFEHAME EC2 26l , XFE2IRSEZH Public DNS & , IWESE A T&id SSH HEERISE
FlEy bt EE . HREFIMNEZ A R FIKD 80 LMW ALRE.,
o WMREIEFEARMIZIT Docker , ANFERAYN K BFIE M http://localhost/s

o WMRKIETE Windows = Mac ITE L EEH docker-machine , & docker-machine ip 5
SEHKIEE Docker B VirtualBox VM B9 IP it |, 3 machine-name Bt RN B EEFERAN
Docker 1T &K & o

docker-machine ip machine-name

&R & B — N & R“Hello World!"E @) MTT.

S 1 8% Docker E& AP BA 2015-09-21 10


https://docs.docker.com/engine/reference/run/
http://localhost/
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7. B A Ctrl + ¢ K451k Docker BE5.

FRR 2 AENERINEMREUES 5

LZHEHEE Amazon CLI f7 , BERIAEM R IUE Docker CLI B9 B3, iXBE—3K |, docker fip$ 7] LUE L
Amazon ECR #IX 12BN . Amazon CLI 2 get-login-password @5 %K &1t & 0 RIET 2.

EF A get-login-password £ X Amazon ECR &R E Docker , i&121T aws ecr get-login-
password TR, FF MBI T EEEL docker login iR , FE AWS BERAFE , HEEENH#
THMHRIEAY Amazon ECR itk URI, BIRNZANEMRBTEHRIE , MAREXNBIEMRE

EiZwT.

/A Important
MRBEWSNER , FLEREFRIFZFMRARN Amazon CLI, BEXEZEE , 555 (Amazon

Command Line Interface AF ) FHZ%E Amazon Command Line Interface,

 get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

» Get-ECRLoginCommand (Amazon Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

SR 3 BRI E

DELCHE THIEE Amazon ECR HWER , EX4MBIB—NERERREE. EARGG | BolE
—ANE#N hello-repository WFM#E , e HH#IX hello-world:latest BBRIXE, Edl
BE#HE  BETUTHS

aws ecr create-repository \
--repository-name hello-repository \
--region region

SR 2 AEHNRIAEMRRIES 5 API iR 2015-09-21 11
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SR 4 #IXE BT Amazon ECR

MELEA IR RGE £ —3F 5 P OIER Amazon ECR i E. &R docker CLI #x&H K , {EMUM
AR —ERERFASREETE

- REKERAH docker : 1.7
- B2 docker login Bi& Amazon ECR X T,
« Amazon ECR 7t E#F 1 B AP B mZ 76 FE#IEN R,

ERRIXEEREZMET  DGEGHETSEKFNRINIMRPHOURNEFEED,
FRICE B HHEIE R Amazon ECR

1. JHEBERERNES , LRI EFRICMIEENES.

dockex images

w
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. WMICERBHEEINFEE.

docker tag hello-woxrld:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHK

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository

i

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
a6785352b25c: Pushed

SR 4 #XBEBZF) Amazon ECR API i Zs 2015-09-21 12
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0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e@912606fcald5775bb0636EXAMPLE
size: 6774

I 5 M Amazon ECR 12H&E &

EHIEEBE Amazon ECR FE#ER , AT UMNEMMERINZE &, WFEH docker CLI IREVER |, B
MAERU TN RGBT REEEFER -

- REZICRAH docker : 1.7
- B A docker login Eti& Amazon ECR R Tk,
- Amazon ECR FH#EFEBA P ENZEMERINR,

ERBXELEREHE , RGN ESR. EM Amazon ECR REURHBIER |, BiETUTHS :

dockex pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

i

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

SR 6 : MIRR&

MEBTBEE—NEHEPHENESR , W LUER batch-delete-image SIS EMIBR. iR
B5 , BUTISECHENTFEE , AEEHEBM imageTag = imageDigest B, ST R ER
hello-repository F#EFHREIRZN latest HERK.

aws ecr batch-delete-image \
--repository-name hello-repository \

S 5 : M Amazon ECR 12E4E & API iRZ< 2015-09-21 13
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--image-ids imageTag=latest \
--region region

SR T MIBRTFAEE

NMRETBFEBNFRETNMERE , BUURREEE, BRABRT , ETENRESRENTF
& ; BR , --force fRiCAWILERAE. ZENBRESRENFREE REFHMBERE) , FZTUT

AL
AP o

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

SE|7 : MIBRTFE#EE API iRZ< 2015-09-21 14
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Amazon ECR FAB E MR

Amazon ECR A\ EEMEKRBELSETHAEAT BNEUREERSRESR. EUEALREIMKREEH
Docker A& Open Container Initiative(OCl) &M HARN B REBEEE. 81 Amazon IKF
M ERERENFAE Amazon ECR Ffftk. BX Amazon ECR X2 EIMERMNELEE , BSH
Amazon Elastic Container Registry Public B A EEM R,

MEEMRBE

. BHRERELEITMERMN URL N https://aws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.Cnho

- MRERT , ZHKF AUERMEAREEIMERFNFEE. ARFEHERA Amazon ECR AP
R PR = BEMFA B 1768 EE P HEX IR AN & . Amazon ECR 2 T 2 MNEE R RIZ G TR R BIHY
RAFPipE, BXEZEL , 2 M Amazon Elastic Container Registry T 5143 HI KB =10

o BRABA Docker B IR FIEMRINFE , LAEEA docker push F docker pull 655X ZFAH E A
RPN EERERTHZENEZENGEGRE, EXESER , BZRLEEMRESHRIL,

- BN AFGRRERFEERBNAEEEEMNZES, BXERERBRNESER , BSHL
BEEHEEXRR.

- BEEREMEIMERNES  REIMKRPNEREATUEECHAEEMRPHXE 2REH#ITE
#l, HAI B R MNKF#HITES ., BXESER , 20 AEREEH.

MREMRE ORI

A LAE A Amazon Web Services Management Console, Amazon CLI 5 Amazon 7% T E&3k 4|2

MEBANERME. LAUERAXERENEGNTELERE , N5 ERPRESR. XEEFHRFEHR
¥rE Amazon BB RIESE. REEFARLTLER Amazon ECR API #AFZEEER , BEERT
gefE£ A Docker CLI 45 EE S #Y Dockerf o

Docker CLI RX#FAA IAM BHRKIEHE, DR ITEMESE , LUE Amazon ECR AT LAXY Docker
HEA FNIRENE R # 1T B AR T,

BINREUTETEANRRIMRE BRI %

EMRELE API iRZ< 2015-09-21 15
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Amazon ECR AriEE

£/ Amazon ECR EiF#BIfEF

Amazon ECR 1 T Docker il #HBIEF , X ES7E Amazon ECR H#EMIENBE RN ERZ T
FBEFA Docker Fif, BXZEMBESLSE , 15518 Amazon ECR Docker FiF i BIFEF o

@® Note
B #I , Amazon ECR Docker ‘ZiIEBIF A X 5% EHHRIE (MFA),

ER RN S hE

BENTHENNREESATRRSHRIETHEN IAM ZRANNRSEEMETEER. SH0RIESHEATH
FEE 1AM ZREAERIBE BEREHN 12 /MeTH4E Amazon ECR EfftRk., ERERNGE |, B4
JER GetAuthorizationToken APl #E R ZBERAF B AWS MEBEBH basebd HmBIRNT .

% Amazon CLI get-login-password @i Al LB RMB D RN G ERELILIRE | REET

LU 5 8 4£ 3% 2 docker login a3t 1T B HKIE,

£/ CLI  Amazon ECR F# B X &R ¥ iF Docker

E M get-login-password £ X} Amazon ECR JEM R UE Docker , #1217 aws ecr get-login-
password @, B M RIESEEIEL docker login S5 A , FHE AWS AERF R |, HiEEEEN Hit
TH AR Amazon ECR Et&R URl, MIRXNZSAEMRH#ITEHRIE , ML N EBNEMERE

¢ -REAE

/A Important

MRIKZEE IR , BLEREHRINSZHRAER Amazon CLI, EXEZEE |, 52 (Amazon
Command Line Interface FAF#§R) F B %% Amazon Command Line Interface,

 get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

» Get-ECRLoginCommand (Amazon Tools for Windows PowerShell)

£ Amazon ECR EiF B2 F API iRZ< 2015-09-21 16


https://github.com/awslabs/amazon-ecr-credential-helper
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
https://docs.amazonaws.cn/cli/latest/reference/ecr/get-login-password.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR AriEE

(Get-ECRLoginCommand).Passwoxrd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API 5551

Amazon ECR X% Docker jfift5t HTTP APl, 12 , HF Amazon ECR B TR AEEME , Hit&EH4
MABN HTTP BEREBHEHBRNSE., ELUBEERA curl B -H ETURAMN HTTP AR | LEE
B get-authorization-token Amazon CLI a3 12 AV RIS

5/ Amazon ECR HTTP API| 31T &0

1. {#F Amazon CLI KEBNSTHEHGHEENRELTE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authoxrizationToken')

2. E[MO AP #{TEHRIE , AFF $TOKEN ZE4&B | curl S -H &, 4l LTHSL5
i Amazon ECR F#EFRNEGIRL, BXEZEE , i85 Docker itk HTTP APl EX
4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BRIBE— (T R) RBITHRHRITAAEXLRRE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}

i HTTP API S8 API iiRZA 2015-09-21 17


https://docs.docker.com/registry/spec/api/
https://docs.docker.com/registry/spec/api/

Amazon ECR AFiEmE
AEIFMKRRE

Amazon ECR EAFA R EMBREFEMRPHIEEINE. NEIMXBEDNEELFTIMRRE, &
A LAMERAFLEEMRIRERE B T8,

« SEMERRR IR RAURER AR EHNETEINE. SXESELE , BSHAEIMREN
i

. BIFIREAN - SR EAN A T Amazon ECR A EME R EERE LR MERNBE, &%
FLEL  BERAEAEFEIAN.

. EHEE - EHEERTRHEMERE Amazon KEE , FREKSEH, BXTSEL B
sHLEEGES.

. TEREEE IR — 1768 B OIEEAR A T X Amazon ECR R R E0I R 74 BN E R AR I8
B, i, BREFENBERNERE, BXESEL  BSHTECHENEER.

- AREE_RABRT , HENEMESAEAEE, SULERRRAKINE  ZIERL e
PREWARES  THERERSASRESORE. AXESEL | #2REGAE,

B EMRNR

Amazon ECR FEMRREELE EMERR BB Amazon E4HFTFNR, XENBRATHENE G
M EEFZRER 5 R X RSEE .

Amazon ECR R EFAEEMBRE BB FIRITATINR. MR ESEMRKBERIN T EAHAbERME |, W

REHR.

« ecr:ReplicateImage - MEMIKF, ( HFAFEIME ) BFREGGEHH I EEIMRAONE, X
XATEBEK-EH,

« ecr:BatchImportUpstreamImage - RN RZNABEGHHGES AR BN EEME.

« ecr:CreateRepository - RFEMEEMERPOIEFEENNIR, WRZMEIMRPEARE
ERATHR#SHEGIEBFTREGNFEE , WEEHNR,

(® Note

SRTLR ecr: * RERMBLBEMRNRRE | BHRESKERIIURIEELE R R ZhEEARI
FENBERE , MAREABRN.

EMRIRE AP BA 2015-09-21 18



Amazon ECR AriEE

£

- REMLBEMRIREE
o MIBRFLE T MR ANR TS A
« HEEMREHRE

IREMBEMRNREH

BRI ER U TS RA NN EFEMROREREE, ERALUNBNEMRPMSNREFH, BXRH
KB, SR LEEMEBRE RO,

F&
- REEMREFNIR
- REEMREFRIR

FREMREHRR

FEIK P REESRBEHA T [ Amazon EAR TR |, RVPRFM#EMNFEMREHZEREMREK, FiR
BRT , EAREBCHEMRFEEEXAES, MRERTFEMKSHIATEFIEMRANR ,
MAFEETMREMK,

SER R KRB AR F ecr:ReplicateImage APl BREMNR, It APl 2 —/AWEP Amazon ECR API ,
AEXERKF 2B EFHER, BIETEIRTF ecr:CreateRepository PR , ZXBR /2 1F Amazon
ECR EZHEMRPOIETFHE WREEENTEE). WRAKRREM ecr:CreateRepository X
R, MABREIMEPFHCEERERESVHEBNFEE, NRMEDRTH , EFRFEK. £
kM H CreateRepository 5 Replicatelmage API & {E& £ & 'RTE CloudTrail H,

Efi EE FIH N RKEE (Amazon Web Services Management Console)
ERFEEMEREE S FINPRKRE (Amazon Web Services Management Console)

1. FTFALTF https://console.aws.amazon.com/ecr/ # Amazon ECR 2% &,

2. MEMisrd | SR XU EEMRER,

3. TESMBEEH , £$F Private registry ( FABEM IR ) . Registry permissions ( SEMZRAER ) o
4. £ Registry permissions ( EMRNR ) RE L , %#F Generate statement ( £KIEA ) »

5. FERAXRMENGFTRATTRUE LEKBEER,

REEMRNREA API| BA 2015-09-21 19
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Amazon ECR

RAriEmE

a. XF Policy type ( KE&ZEEA! ) , 1%#F Cross account policy ( BIKFRE& ) -
b. XFFHID, WAM—MNER ID, FRIEFMERE LAE Sid,

c. NTKS, 6 WMAERGERTNRNSNMNKSHKS D, SEESNKS ID &, HBREMNNE

=l
6. BIAMAKRKERAIS AEEEIMRNRREFH,
7. WINEKBFERG , EERINE KLU RER T IEAEM R,

EfEE HINNRERE (Amazon CLI)
NEABEEMREEBENPRKEE (Amazon CLI)
1. BIEBE RN registry_policy.json WXHHERIMERRKIERLE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

2. fEFRBE A BIEIEM KRR

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. REEWINEIMRER,

RE M RNR A

AP BA 2015-09-21 20
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aws ecr get-registry-policy \
--region us-west-2

IREMREFRINR

Amazon ECR FAEEMERNRAT A FRES IAM EAEERAHIEEFENNRTE. 2R IAM policy %
F IAM AR S FEMRNBRRBER TR , N 1AM policy £ 5%,

EHEAEEMRAONRRE (Amazon Web Services Management Console)

1. ¥TFALTF https://console.aws.amazon.com/ecr/ B Amazon ECR ##1&,

2. MN&mEd | aREEEDEELEEMRNRIEFTHNXE,

3. ESMBEEH , £ Private registry ( FABEMER ) . Registry permissions ( SEMZRAER ) .
4. 7f Registry permissions ( EMRNIR ) WE L , %#F Generate statement ( £KEA ) »

5. NTECENBNMNEFRINRERBES , BRITUTERE,

a. XF Policy type ( KBEKE ) | #Ei%# Pull through cache policy ( #EEF K ) .
b. ¥ F Statementid (iE@ ID) , NHEEEFIEDRBIZHBR,

c. XF IAM entities (IAM 34K ) | EEEGESEXBINWAF,, 45AE,

d. XIF Repository namespace ( FEEMEZEE ) , ERESKREXHKHNHEEEZEAN,

e. XF Repository names ( FEEEY ) , EEENAANNFEEEREZN . flm , MRE
#87£ Amazon ECR Public L3%E Amazon Linux Z#E , F#EBZHEFN amazonlinux.

il B FA S 33 At = AX BR 75 BA
& 7] LA A BA T SR BROE M R PR B IR R B FF ER
T BRFAE SE AR R AV BR K BE (Amazon Web Services Management Console)

1. $TFALTF https://console.aws.amazon.com/ecr/ BJ Amazon ECR 12#1&,
2. MN&iEd | RS EEDPEETMRNRREA X,

3. ESMERP , EFIME

4, EEMKRAEL , EBEENAEEIMEK , REEENR,

5. EABEMRNRTMEL |, EEMER.

1 BRSE AR FRAX PR 75 BE API iR Zs 2015-09-21 21


https://console.amazonaws.cn/ecr/
https://console.amazonaws.cn/ecr/

Amazon ECR

RAriEmE

6. EMRREIMREMBIARE L | EFHIBRERE,

i BRFAE SE A R AV AN PR 2 BE (Amazon CLI)
1. BIBREMREEE,

aws ecr delete-registry-policy \
--region us-west-2

2. RREWIAIMRER,

aws ecr get-registry-policy \
--region us-west-2

FARE M R R B R

UTREIERT EATEFEIAFX Amazon ECR EM &R AT EZ N RAEMRNREREF A,

(® Note

ESANTRAIF , MBENEREMRNPBEBPMER ecr:CreateRepository &4 , EHlMN

REURERE, BR , ERYES , £FEEEKS FIZEFHEAMNFHEE,

M RERK SRR F SRR EEE

"Version":"2012-10-17",
"Statement": [

{

"Sid":"ReplicationAccessCrossAccount",

"Effect":"Allow",
"Principal":{

"AWS":"arn:aws:iam: :source_account_id:root"

},

"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"

TERFER SRR R
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RAriEmE

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

R RESANKST

"Version":"2012-10-17",

"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal”:{

"AWS":"arn:aws:iam: :source_account_id:root"

3,

"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal”:{

"AWS":"arn:aws:iam: :source_account_id:root"

3,

"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

{
"Statement": [
{
3y
{
}
]
}

TERFER SRR R
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™ RFRKFRRA P EHTHBIR prod- WATBEF#EE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :source_account_id:root"
b
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1))
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"
]
}
]
}

SEA R R BE R API iRZ< 2015-09-21 24
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Amazon ECR FAB 1ZfFE

Amazon Elastic Container Registry (Amazon ECR) 12T APl i#ERBIZE, WKiE MM BREGEMR
B, HIRENRUAEEE TG A FME. BALLE Amazon ECR #H AN FHED I RITHRENER
YE, Amazon ECR 35 Docker CLI £ , R E LU EBGMNIT KM EHIE B FHE , FREG

£

- REEHESS

- DIENEF#E

- EENEEHEFARE
- RELEF#EE

- MR EFEE

- RBEERERE

- IRCEF#E

IR FEER=

« MABRT , ZHNKF A EBRMEARINEMERFOFHEE
(aws_account_id.dkr.ecr.region.amazonaws.com), {82 , AFEHENRTERA
Amazon ECR API| HM\ZMZE E P HEIEZRIZEERE B, Amazon ECR £ 7 ZNMNEEREERZFH T
BRNNWAFIFR, BXEZELR , 3R Amazon Elastic Container Registry EF & 13 HI KB R
il

- BEAFBERERAN B FHEERBOTRHFEE, AXESER  BEALBFHEERRK,

- FHRESMUZIFEGEZE , EUERATEZR>EHBEUNFEE. §l, RS HBERE
BEREMT , BIBA A JLAERA team-a as &z , HIBA B JLAEA team-b tn A Z=H., X8 , 84
HAEHBEECH BN web-app WEEK , BNMNEGFLUENGAEZREFF L, XHEETER~E T
F1ER TR ERSANER ERXLEHE G, FHAR A WHEHE team-a/web-app , FIRA B WEBHE
team-b/web-app.

- BRNRBUUAEHCHEMRPEXSNEKS SR EMGFwE, SULNESEIMRIREFEE
EHEBEERNTIHEAE. AXESEFEER , BZH LEEMRIRE,

FHES= API fRZ 2015-09-21 25
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IENEFHEE

BN AR BRHEBIEFMEE Amazon ECR FER ., BRBUTHZRUEA Amazon Web Services
Management Console B|ZFAEZ#EFE. BXFEH Amazon CLI SIBFRENS R , TSR T} 3 .
BIRFHEE,

BRI FM#E (Amazon Web Services Management Console)

1

2
3.
4

o

10.

11.

M https://console.aws.amazon.com/ecr/repositories ¥ FF Amazon ECR #1154,
MM s | SRR SR 176 EN X,
ESMBERD , ERERE,

£ Repositories ( Ff&FE ) WHE L , %3 Private ( #AF ) U+ , AF1EFE Create

repository ( BIEBFME ) -

XtF Visibility settings ( AIRMIRE ) , HRIE2%&F Private (FAF ) o

NTFFHESSR , MATFEENE—BX., FTHEESHRAUBITERE (B0 nginx-web-app).
®E , UUEHEMN LEGEZRRGFEHEES ARSI S (0 project-a/nginx-web-
app)o

(® Note

FREBMEZAUNEE 256 NFEH. EMSTUFEIFL  ARRRETENEFE, ¥
F., EFN. THEMERML, FPFEANEFRF, WFRILIRERL,

NTFHREATN , ARFHEENFRETENRE, BERTUEIMENFMELMEIEESRER
X, BREZER , BERREBRETEN,

XF Scanon push ( #IEREHE ) , REZUTUEFRHERNNEMPABEERERE , E&E
SEREEAEIMREINECHERE. EIEREEIMRAINEEAEEE , BULUS AiEEE
HRIELRAHE  AEUATEERRBLEFERENTTESRYE. EXEZER , FZHEEAE.
FF KMS 1% | B2 EH Amazon Key Management Service B A EMEEFNEBRNE, M
RIERT , B KMS %5 , Amazon ECR &A% &34 aws/ecr # Amazon HERE4
(KMS #4f), HEEROIEG A KMS MENFEEN , FEENK, RelZitZEH. BEXESZE
B, BN B3 NE,

UE A KMS EZet , EREFEFMFRE (BR) LUEBRBECH KMS B4, iZ KMS BRAMSMSE
BHREE—NMXEHR, EFELE Amazon KMS Z4 S El Amazon KMS ##& , N\REIEZBESH
%40,

ERBNBFHEE,

BB Z6EE AP BA 2015-09-21 26
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Amazon ECR AriEE

12. (L) BERGENFEE , AEREEHERTUERTHRBHEIFFEENTS R, EFMATH

IR RGEERDEEE  BSRAEEES.

=
oS

EENREREFHAE

ail

BIBEFEHER , B LLE Amazon Web Services Management Console & & S 176 EMH < iFAE

B

- FREPEETBERK

- EEREFEFERNESMMEEEINEAEE  SESIMEANAPIN SHA BE
« NEHEEATEENTEHRER

- FRERBTERECXERIVEDNIEFAN

- FHRENMNZRE

(® Note

M Docker MRZs 1.9 g , FEFEGHIEZE V2 lRAH Docker JEMf TR 281 , Docker B F w4
EREBRNDE. dockerimages i T HE RARERNEBR KD, Hik , Fi24E , Docker
A[gE £ IR E b Amazon Web Services Management Console H T RE K& &,

B EFMES B (Amazon Web Services Management Console)

1. M https://console.aws.amazon.com/ecr/repositories ¥ Amazon ECR #£#| &
2. M&mEd  EROSETENTFHEENRXE,

3. ESMERTP , ERFHE
4
5

£ Repositories ( 1Ff#E ) WHE L , i&#%F Private ( 38 ) XU+ , ARERBREEENEM®E,

=S

EEEEFAGEEREL , ZBHARIAN Images (5% ) B, FASMELEEHMEFEMHEME

XES.
% Summary ( BE ) EFEMEFAEEHNEZEM#ENITTHREIE.

%% Images ( RfR ) AEBSHFHEFHREHEXNES . EEFRRGERNWESFEE B

ERRENE, AXESER , BEAEEEGFHAGE.

MREERBFRNEBXERE , BULLUARER RN FRELMNE , REEERR, BXE

ZiEE , B MR&ER.

EEFHEFAGE API| BXA 2015-09-21 2
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BEENRUERERATHFRENTRERK, AXESZER BN LEFREXRRK,

EREGMANKBUEREERATERENEGEHRBEAN, HAEATEFLEREAREHIE
iBFk, BXEZFER , B5H Lo AHERK,

EERENEREATERENTBERL,

RELEEMRE

AURENEFREUAERHEGREAEENEGAERE.
‘mEETFHEFE ( Amazon Web Services Management Console )

1. M https://console.aws.amazon.com/ecr/repositories ¥TFF Amazon ECR ##l &,

2. MNemEd | REFETEEHEBNFEENXIE,

3. ESMmERT , ERFHEE.

4. 7 Repositories ( 124 ) WE L , & Private ( 08 ) &I~ , AREBRERENEEE , 3
%32 Edit (RE ) .

5. WFHRZIFTH  EREFHENGRIITEMHRE, BEETUENEN TR ELHLEBRZREEIR
X, BXESEER , BZREGHREAEM,

6. XITF Image scan settings ( REIABIRE ) , RELAUEFEER N EMPABEIEERER
B, EREXEREEAEEIMKRAINEERAREE., BIEAFEEMKRBINEERERE , BTN
FEREBPARSELRAE  AENATEERHBEEEENTERG. BXEZEER , B5HAE
B,

7. XF Encryption settings ( INFRE ) , WFBRXHEEF , I EEENNZ REETE#EELUES
B2 ETEEN,

8. LEEFREFUEMFMERE,

il BR 3078 74

MREEECFERATE , BUUBRE. ZHEE Amazon Web Services Management Console Hifll Bk
FRER , ZEEERIENFTEEG LT EBIER ; LWRETERE.

HiBRTFf%EE ( Amazon Web Services Management Console )

1. M https://console.aws.amazon.com/ecr/repositories $TFF Amazon ECR ###l A&,

2. MEMmiEd | GRS MR FEEFENXE,

RETEAEE API iR 2015-09-21 28
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Amazon ECR AriEE

3. HESMERT , AREEFHEE,

4. 1E Repositories ( Ff#E ) WHE L |, &#%F Private ( FAF ) &+ , AREEEMBRNE®EE |, HF
%32 Delete ( MIBR ) o

5. TEMIER repository name BOH , Wil 2 A MMIBRFTIEFME , AEEZMER,

/A Important
IETE 7 B VP R &t 24U BR

FARE 170 FE R B

Amazon ECR E A& T HIRHN R RZHX FHENTR. ETHRFRNNRILETIEERBTRE
HEN AFSAS  URXEAFHAGAUNZE#ERTHRE, MABRT , XOEZFHEFEN
Amazon K BRI R 7 FE. 8T LR A 5% B ST SR 78 VR X S8 B0 174 e 9 LA AR

FH

- FHEEXKS IAM policy
- REMNEEFMERKFH
- MBRFAE F4 ER IG5 BA
- EFHEXRKTRA

F i EXR S |AM policy

Amazon ECR #Zfi# B K& = |IAM policy B —EB% , XL REE T A TR &I £ Amazon ECR Zi#FE
#1718, 1AM policy BE B F N A3 Amazon ECR REHINR , B 7] A F 1513345 ERIREH
HEl,

EFREENMNSERAFSACATNEHERTHIRER |, FEMNER Amazon ECR Z4& FE R IAM
policy., MRBIFMEREATEMNAFLPRACHITEMREEBET IAM policy 14 HINITZIRIE
(RRIIR) , MFFEL ZigE, AFPRACREENL FHERKS IAM policy 2 —REBRITEMREN
W, MAEERNERIXHNRERIRERITZRENTF,

/A Important

Amazon ECR ERA P BET IAM policy I ecr:GetAuthorizationToken API , &
JEFREFTEM R 1T B B RAL H MEE Amazon ECR FE EHIX RIBEBEEZEE B, Amazon
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ECR Rt ZNMNEE IAM policy , AT RFHFTEARANTHAFHERE ; BEXEZEL , E5H
Amazon Elastic Container Registry & F & 4 5K B R 41,

R MERARXF AN REERE 2 — RIZHIXN BRI FREENTR |, AT REIH AR,

BERBIERT —4 Amazon ECR 7 FERE , ZRBAENSEAFHRFRERFHEREANS
B

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
"ecr:DescribeImages"”,
"ecr:DescribeRepositories"
]
}
]
}

HRBIERT —4 IAM policy , ZRBAKUE LEAMERNEL , FERERARRSENRKTERE
NEFEHE (HEMFENTE ARN I8E). BX Amazon Resource Name (ARN) BXWEZEE | 5
5 7R

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowDescribeRepoImage",
"Effect": "Allow",
"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"”
1,
"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]
}
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i%

B RH 7 R RS = B

& T LUEE LA T S B 1E Amazon Web Services Management Console 51 [6] 17 B 378 il i (5] SR B 75 B
BRI BN FHEERMS N REFH, BXTOIKRE , B50H AEERERK T,

/A Important

Amazon ECR EXRA B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BT REFTEM R 1T B B RALH MEE Amazon ECR F EH X RIBEIEEE B, Amazon
ECR Rt ZMNEE IAM Kig , ATEFTEEN THAFER ; BXEZER , H5H
Amazon Elastic Container Registry & T & 15 8 R B =l

RIEFEE R

o & DN

© © N o

M https://console.aws.amazon.com/ecr/repositories TF Amazon ECR %15,
MNEiEd | EREEENHRERKFHNFEENXSE,

ESMERTD , ERE®E.

EEMEENEL , ERENHRERBEANTEE , LEBERENRNS,
MNEEESGIRUBNSMERT  BENR, &E.

(® Note
MRERBINRIET , FHESL T FHRERERIKRAB G,

FERENRINE L, EFERINFEH,
NTFEREHN , MAFHANBR,
NTFHR , ERERBEAFENERRATERBBEL,

MNTEREA , ERREFHANAZNEE. BXRXEZEE , 55H IAM AP EREFH Amazon
JSON REETLE : EHEA.

« B ZFRANATARELYE BRI Amazon B , TERERENA (Y) E&E.

c NTRFZFZEKA , BERSZEABT (BN ecs.amazonaws . com) LU 7 B8 57 A 2435 & B9 AR
%o
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« XF Amazon IK/= ID , #EE — Amazon IKS (0 , 111122223333) LANFHENAEEE
Amazon kP, AIERES S RHIIREESNK, .

/A Important
R TR K S0US At 2 FE ERBOXE , SNUFREHR,

o XIF IAM KKk, & Amazon K TN AERNBEHAF,

(® Note

Xt F Amazon Web Services Management Console R EH B F X IFHNRE XN FMER
B , SBATLAfE R set-repository-policy Amazon CLI #54 B Itk 5K B .

10. NFBE , NBEMD API BRIENFIRPIERN YN AR FBERN Amazon ECR API #1EMSEE .
1. TRE , EBRRFRERE,
12. WERMIWEBNEEERBES U PR,

) BRFA TS 17 fik o % e 7 B

NMRTBHFER—IMNENREFANRAEFEE  ETUBERE.
) BR 1 P SR B 7S B

1. M https://console.aws.amazon.com/ecr/repositories ¥TFF Amazon ECR ##l &,
MERES | &R EMNHE A BRI R B 76 B R X,

ESMERD , ERTFEE.

EEFEEREL , EEENEPRIBRREE S AN FEE.

ESMERF , EENR, &

ERENRIELE | EERHER.

I
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FATE 17 PR SR B TR 4D

/A Important
L TUE E R E R R R EER A T Amazon ECR A B E, MREES IAM 4L
BER  XEFHEERBNELELEEIE , BRIFFTER , & Amazon ECR FHEFEREN &
Ho BXRUMMREFHERBNESEE  FERRENEFMERKEH,

Amazon ECR Zfi#FE K& Z |IAM policy 1 —EB7 , X LIRS T A T2 HIX £ Amazon ECR Zi#E
BIiE R, IAM policy B & f T K £33 B4 Amazon ECR BREHIAN R |, B th 7] A F iR 41X 43 & FIR M
HE. BXEZER , BZHFMEXRES |IAM policy.

LU fr i BE SR BE R BIE 7R 7 A A T2 %3¢ Amazon ECR B 76 FEE R 15 RN BRAY A PR = BA .

/A Important

Amazon ECR EXRA B NEE IAM policy A ecr:GetAuthorizationToken API , &
BT REFTEM R 1T B B R H MEE Amazon ECR F EH X RIBEIEEE B, Amazon
ECR Rt ZMNEE IAM policy , ATEFHFERAN THAFERE ; EXEZER , E5H
Amazon Elastic Container Registry & T & 15 {9 5K B =l

™ RE—DISAN AR
LUT il B SR B R VF — DS A B P [0 f7 i B HEE R 7 B R BUAR (R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"

]

},
"Action": [

"ecr:BatchGetImage",
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ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:GetDownloadUrlForLayer",
"ecr:InitiatelayerUpload",

ecr:PutImage",
"ecr:UploadLayerPart"

R RV EARRK
LAUT 1 R SR B R VP E K P IS R &R

/A Important
R THRNIKF BHUS At 27 EERBHXE , SNFRESEIR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

1,

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

]

}
]
}

UTEEERB AT BAFPNEER (pull-user-1 Mpull-user-2) , HAEMAFEEHTS
B9 5 RIAXBR ( admin-user ) o
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® Note

3¥F Amazon Web Services Management Console MBI A X FHNRE XN IFHEFR | &
A LAE A set-repository-policy Amazon CLI #5453 Sz FB L SR B .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

]

},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
I
{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
I
"Action": [
"ecr:*"
]
}
]
}

T~ ERFRE
LT ERBIELAAKS PHAAER P RIRER.

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
}

R BREIFTAETE IP ik i 15 [ A PR

LU RBIELE mEAA A 2572 AR T 3R B 45 1 #4150 Bl B9 77 BE B B AT 4218 Amazon ECR #®4ERIX
PR o

WP HRAEBEARTH Internet THUARZ 4 (IPv4) IP #b4ESEES 54.240.143. %,

Condition R{EMH NotIpAddress &4 aws:Sourcelp &4 (X2 Amazon SEEMZHRE).
BXAXEZHBNEZEER , ESH Amazon £F5M4 X8, aws:sourcelp IPv4 EFERFRE
CIDR £, BXEZEL , ES2H IAM AFEREFH P bt X4 EE 5,

{
"Version": "2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}
}
}
]
}
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A~ foiF Amazon RS

LA 7468 FEE SR B& AL 1 Amazon CodeBuild 15 B 5iZ RS E R FTER Amazon ECR APl ##14E, FEAUT
TRBIRt | BRIZAER aws:SourceArn M aws :SourceAccount 54458 3K R E WRLL %R v] LAE X
R, BEXREZEE , 2% Amazon CodeBuild AF1ERF# H T CodeBuild #) Amazon ECR 7R
Bl

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
},
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"

.

"StringEquals":{
"aws:SourceAccount":"123456789012"

}

B FHRE

RN T EBEEEEBEHN Amazon ECR M E , BAILLEERET Amazon BREMREMNERANEBNEEED
A TEHE, XETNE Amazon BRI R R[N ERZ,

BXRIFENEERAIR

LR RN Amazon BIRDEHIRIC. BMILHBAE NEAR , XHENSHEEBHEE L,
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RE AR S MINE (PIAR. AAERNINE) X Amazon BiR#ITH R, XELFEBIFSER
BRFNREA - S URES BEL T RVFEPRRIABGER R, a0, EAILLIAKS B Amazon
ECR FEENL —ARSURB B ERERINFRENARTE

BNBUERRIT-ARRENTRNFER. £ -AEENTRER  EERFNEMER. &)
BRI IR PRI M B R

PREX Amazon ECRIFAEMENZEN , N BRFHFEHTEN. B, REF2EHTEELN
BRo B LMERRENBANE , E AR R A RNVIRE, EARIRENERNZHNFRS
BRTFEFERNEE, MREFMOIRENESZES LAERENERR  FNERSERIRE,
WRMBERAR , BRI AR B MR,

A LA Amazon Web Services Management Console, Amazon CLI 1 Amazon ECR API &b 5
P

2o

MR IEAE AR R Amazon Identity and Access Management (IAM) , Tl 8] LAz 4] Amazon K = /1 iy R L&
AFRREE, REIMBRIRZMNR,

LR IRINFRE
BRI AFRICETRI SR I B K Amazon ECR 12,

WMREEABRE Amazon ECR 28| & |, MAILE QR RFNNENARE |, IENESMERLE
RPREERTN B TR AL,

WMREFERANE Amazon ECR API. Amazon CLI 5 Amazon FX T EA |, N LAfEA
CreateRepository APl #1ELH tags SN EMENARE , EA TagResource API g1E
WNRERBNANGE, EXEZER , HSH TagResource,

A, MRTEEFRECIRABNARE , WREHERFRENRIRE. IHTHRUETERE
ME@EE  IRATOEF#EE , URBREMAHREBNIZRINCHFEE. BLEIZNINCEFE
B, BT REEFREFENREEITHELFRICHIZA,

PR PR
TEREATHRENERRH :

. BIMNERENRARER - 50
- XFBNFHRE , BIMERBLARKE—H , BMIZRIEE —ME
- BRAREKE - 128 4 Unicode F%F (KA UTF-8 =)

AR API 7% 2015-09-21 38


https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_TagResource.html

Amazon ECR ArfEm
- BRREKE -256 1 Unicode F%F (XA UTF-8 =)
- MREAHRIEERXHNZ ARSI RERFER , BIESHECRSIENATFEANFZRHERE. BEAL
WEANFHEE A UTF-8 BXRTNFE, BFNZER , URATFERF (+-=._ 1/ @o
- RERNEX D KPNE,
s BAEXNREBEMSA aws: IR ; ©RE M Amazon FH. BT ERBESMERTIHIIKROITZER
o ERNTBNRZERTIT AT NRRNIRSIR S,

PRIC T IR SAE T 1T 5%

&7 Amazon ECR FERMARSHERANMEAXRBEREANKEEEERADEIEEEHL,
EXEZEER , i3 Amazon ECR HEHR %,

NMFEEFHRRFNEAE , FEREAHERERENRRALENIKEFE, Flm , B LU ER N
ARFEUBAFELNRRNGRE , REALAKEER  LEFER MRS PHER ZNAREFE X
T, ARRETENENRATERENESER , 55 Amazon Biling A FERFH A ERE D
Bk &

(® Note
MREEBRAME , WAL 24 M EEE S ANBIE.

BY S A ERARE

BIE A Amazon ECR #£#l& |, LA EE SEHMN KB N FEEXRBKNITZ,

HB1E Amazon ECR 2| AhERBEFEEN , TBIESMERPERFEREERL.
BSR4 FME (Amazon Web Services Management Console)

1. FFLTF https://console.aws.amazon.com/ecr/ B Amazon ECR ###15,
MNEfEd | EREFEANXSE,

ESMERTD , ERE®E.

EFEEIAEL  EPERICHEEES LN EERE,

MREFEED | ERFHEERE,

EFE#EERSTEL , EERNFE, FNFL,

o g A~ W D
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7. HERBEHEESRETEL , A8MEEERNE , REERRT.

EMNENRREPMERFRZ (Amazon Web Services Management Console)

$TFFLTF https://console.aws.amazon.com/ecr/ B9 Amazon ECR ##14&,
MNEfEd | EREFEANXE,

ERFEEREL , EPENFRBRREN 76 EZS LN SIEE,

MBREXSES | ERERERE,

EREERETELE , EREE.

EREEREFRENEL  EFERROSMIEX MR , AEEERT.

2 e

&) Amazon CLI = API FRIRE
FERAUTaSRM, EHF. 5EMBRERRIRE, MR T R,

Amazon ECR &RFriE X

x5 Amazon CLI API 1€
WNHEE —NHEZ MR, tag-resource TagResource
I BR — DN Z MR, untag-resource UntagResource

AT RGERIAER Amazon CLI BIEIRZ,
1 FRCMEEEE
LT Stric B EEE,

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=stack,Value=dev

w2 ERS MRS B TR E
LT Riic BT EE,

aws ecr tag-resource \
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Amazon ECR

RAriEmE

--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \

--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

R 3 BUBARCHL B 17t
AT e I BRILE 6 AR

aws ecr untag-resource \

--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \

--tag-keys tag_key

R4 B R R ARE
AT 855 5 i S 38 174 B R BR VAR

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name

R~ 5 : BIBEFE#EEHNARS
LT TRIZ— 18N test-repo WEHEHRFMENR team. ENR devs WHEZ,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs
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FH R

Amazon Elastic Container Registry (Amazon ECR) £ FA B 74 B 776 Docker &, Open
Container Initiative (OCI) &1&# OC| REWH, BRI LAEA Docker CLI 2 H ik % - im M 708 FE HEIE
MZEE R

=

£

i

EE
- LEH
BEEBEMAES
&
- ERAEERIN

- BIRES

- EFANBRGRINRE

- EEBEHF

- EmEHERK

- BEHBRSAEM

- BHAM

- BREHEFERK

¥ Amazon ECR M5 Amazon ECS £ & H
* % Amazon ECR B 5 Amazon EKS &M

« Amazon Linux BREE4

B

}

R

k

it

Hi
9

IR R &

I&TT LUK Docker 8518, &£ %K Open Container Initiative (OCI) 81§ LA K 38 B 09 9 48 HE XX B IR O FL
BEEE. UTEIXNXLERNBHITTIHER,

Amazon ECR Bt 7T -5 % , BIEENAAEMRREPEEEFRE , FEEEH I HMF
fEE, SEHSEMRPHENXENTEKS, BXESEE , BEH LEIMRRE.
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- HERBEN IAM R

o ¥E3X Docker &%

- EESERMEG

- #3% Helm Chart

[

HIERBRATER IAM R

Amazon ECR EXRAFEBUTHRIEHEER. BREFHR/IENRESRER , B LUFX LR
FRBEM/D RS EREE  WAURTFREFMENNIR. AR XSBTERENGE , aHEXER
& Amazon ECR SEMR#ITH B RIE, Amazon ECR EH#ZMNEE IAM policy , E R RRK B2 4l
RAFiERE ; BXEZEEL , B2 % Amazon Elastic Container Registry EF & 14 # R B =4l

ELF 1AM policy RFH#HIEBEAIRHNR , MARBEE Y ERBEEFEEF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

1,

"Resource": "*"

LT 1AM policy R FHREMERSHEEIBEFREMENNR, SITFFHEEFEREENTEHN

Amazon Resource Name (ARN),

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"
1,
{

"Effect": "Allow",

"Action": "ecr:GetAuthorizationToken",

"Resource": "*"
}

HE3% Docker 818

& LAME A docker push S S ARG #IXE) Amazon ECR #ZfE. Amazon ECR &G I2 FH#E
ERATZEMEBRM Docker FRIIFK, BEIXRPS|IANEBNEEBLINCLEHERENERE,
BEXEZER , F5H HIESENES.

#3% Docker 4182 Amazon ECR 12 E

EHIEEBRZE , Amazon ECR B EMLMFE. BXEZEER |, S the section called “BlEF &
E,

1. MEmEHEEEBRMN Amazon ECR EMERIIE Docker BB F 19, SN EINEMRIKSE
BT  SHERER 12 ht. BXEZER , SR A EIMEREHRIL,

EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password 3. {5 & 0K 1iE
ThEMRIE 4 docker login e B R , FHE AWS AERFE , AEEENH#THEMHRIEN Amazon
ECR Atk URl, MR ZAEMER#ITHHARIE , MXTENBNEMRESE ZW T,

/A Important

MRIKBEE R , FLEREHINRFARAER Amazon CLl, EXxEZEE |, {55 HAmazon
Command Line Interface {F#8r) A %% Amazon Command Line Interface,

#£3% Docker & API iR 2015-09-21 44
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aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecxr.region.amazonaws.com

2. MREBERWIMRTDZELHRGERE  HURE. BXESRL  HSH LGSR
.

3. RAEHEMNAUEHEB. 1517 docker images R IHEREHNARER.

dockex images

EERWGSHET | TEUBE repository: tag EHER ID RBESK.
4. BEEFEMAK Amazon ECR EMtR. FHEMNTEEGHRSEMASHICENE K. TMRERX

R aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn., FZEEZBMNEENE

BUBNERE -, MREBEGRE , BITHBRERERN latest,

LT RBIER ID e9ae3c220b23 ¥ER aws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.cn/my-repository:tag RFriEAK & &,

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:tag

5. {# docker push S S HEIXER -

docker push aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-repository:tag

6. (FiE) BIYEE Step 4 M Step 5, MEBNAFEAHE MRS H X LEFRZHIEE Amazon ECR,

HXEZRMRE

Amazon ECR X OIEMHEERA T SR MEBRK Docker FHIIKR, FRIIRRBEIEE - HZHN
BEEMNUENRERIIR, XSBBERT , BRIRENEHEERIEREERTAREBRERSHELL
REOEN., BRIRTRLFIN, BXEZES , HSH Docker 5 H,

/A Important
&89 Docker CLI SFT B R¥ Thae = sefE AL ZheE, BXRFMESR , BSHEKINEE.
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FHBEY|RA UG EM Amazon ECR & {&—#1E Amazon ECS 55 E X 5 Amazon EKS Pod M3t F 18
E=l 51 A,

A LAER AT S BREIZ Docker 58 5 R A FH#EIXE] Amazon ECR Fi#F, B4MEREBREED
IEHVTFMEEE | FBETE Docker BRI 5| M. AXRIMAHIERENESR , FSH #iE Docker Hfo

f$ 2 289 Docker 15 H#E £ Z| Amazon ECR FEE

EHIEEBR A , Amazon ECR B EMLMFE. BXEZEER |, BHSH the section called “BI 7 4#
B

1. BE@[E#EREEBRN Amazon ECR JEMRIE Docker B FmH & 5. LA BNEMERIKSE
BNTHE , SHREXBN 12 /0. BXEZER  BSH AEIMRS ORI,

E3t Amazon ECR SEMRREIE Docker , #Ei21T aws ecr get-login-password @5, N & KIE
ThE{EIE 4 docker login TR , JSE AWS BERAF A , HEEENEH#THHRIEN Amazon
ECR FfF &k URl, MRX SAEMKRFITHMRIE , WAAENBNEMKREEZT T

/A Important

MRIKZEE R , BLEREHIZIARAR Amazon CLI, EXEZEE |, i5ZHAmazon
Command Line Interface {F#8F) I Z % Amazon Command Line Interface,

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

2. JEFHEFHRESR , BINEERE,

aws ecr describe-images --repository-name my-repository

3. Bl Docker /B8 %%k, manifest create T RIUGIANEGRRBEEETENEMEES , H
EAREIEFE,

docker manifest create aws_account_id.dkr.ecx.cn-north-1.amazonaws.com.cn/my-
repository aws_account_id.dkx.ecx.cn-north-1.amazonaws.com.cn/my-
repository:image_one_tag aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:image_two

4. (W) 42%F Docker BRFIR, XELEBBHINERIRPEIANBIERBEENANDNFE,
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dockexr manifest inspect aws_account_id.dkx.ecx.cn-north-1.amazonaws.com.cn/my-
repository

5. Ff Docker j& % 5 R #IX B EH Amazon ECR Zf .

docker manifest push aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository

#3% Helm Chart

Amazon ECR X #5f# Open Container Initiative (OCI) ¥4 #IA RN FEE, EERILIEE , BEH
LAR B4 Helm Chart #3% %] Amazon ECR,

B XTE Amazon EKS Hf£EH Amazon ECR ¥#£&H Helm Chart WEZE LR |, ES 1 FFH Amazon
EKS £ IEE T Amazon ECR L# Helm Chart,

$F Helm Chart #3i%X %] Amazon ECR Zf4E

1. ZEREHRAH Helm Bk, XELTREFEA Helm R 3.8.2 (B, EXEZEE , BS
%] Z % Helms,

2. BRBUTSESENR Helm Charte BEXEZER , S Helm X84 - All,

a. BIBEN helm-test-chart B Helm Chart #/&5Bk templates B ZHAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. 7templatesX 3k ConfigMap H8IE,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello Woxrld"
EOF

3. TEE%k. NI EEEHIE Helm Chart R EANITSERNXHE.
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cd ../..
helm package helm-test-chart

ok

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. BIEfFHEEUFM Helm Chart, FEFENBMNSIER 2 F 8612 Helm Chart B £ 89 & #RIT
Bl. AXEZER , BEN QIBNEFEE,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. WEm@EHIX Helm Chart B9 Amazon ECR ¥R IE Docker HF %M B4, SO =N M
RREBENSHE  SEREMNER 12/ et, BXEZER , BHSH AEITMEREHRIL,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecx.cn-north-1.amazonaws.com.cn

6. £/ helm push @S H#i% Helm Chart, #iH N /@1E Amazon ECR Zfi#&E URI 1 SHA fE,

helm push helm-test-chart-0.1.0.tgz oci://aws_account_id.dkr.ecx.cn-
north-1.amazonaws.com.cn/

7. ¥ERER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

S, BiF artifactMediaType S¥HIEREBHIFIHRE,

"imageDetails": [
{

"registryId": "aws_account_id",
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"repositoryName": "helm-test-chart",

"imageDigest":
"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",

"imageTags": [

"90.1.0"

1,

"imageSizeInBytes": 1620,

"imagePushedAt": "2021-09-23T11:39:30-05:00",

"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",

"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (Wik)ABEXxHEHMIE  FELE Helm configmap HFFAE A Amazon EKS, BEXEZELR |, H5
L 5 Amazon EKS Z&#EEE Amazon ECR £ Helm Chart,

TERR

Amazon ECR 5 Amazon Signer ££5% , N #ERH T — MW BREGHTIEN AR, BAUFERE
BNLEFRELETERERET,

EEEIM
£ Amazon ECR X B RFE LA TEI,

- FREPEHENSRITASINFRENSAEEGHBENRSRHA. BXEZER , 55 M Amazon
ECR BRSEL#.

« ¥£{#MH Amazon ECR £ AR , {E{A{F OC| HBEE ST H MR OCI HF&ZE S| Ry N|IR4E
#IF S B Amazon ECR £ 24 PERTABIBRZE B RS 5| BN EAZ A,

FRFAF
EEFRZ B, BFBRUT RREM

« BREHEERHMAEN Amazon CLl, BEXEZEE , H5% (Amazon Command Line Interface F
Figm) R RESEFHRHRAH Amazon CLI,

« &% Notation CLI 1 Notation 9 Amazon Signer #&tf. BEXEZEL , S H (Amazon Signer 7
EARER) PRNBREGHTZBNRRES.
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« LEFME Amazon ECR RERFREFNRHREREG. AXESZER  F50 #HEXEE.

N Notary BF inll & & 9 1iE

FE £ Notafication CLI BIBZXE 25l , XMEBRBEE % , FHEE® @ Amazon ECR #1TH 4%
iE. MREERE Notation B imYE —EH &% T Docker , ABA Notation fFE A&7 Docker &
FimERNAER B MBRIEA %, Docker login # logout #nHfF A iF Notation sign M verify &5
FEAMRBMNEILE , HEETLRMXT Notation #H1THHBRIE. BXEE Notary & it 1T H 3 RIER
H4AEER , i5ZH Notary Project X EARFS OCI B EMFRIITH DKL

MR & B FE R Docker S EAM{FE A Docker EIEWITE |, BBARANIEWFEA Amazon ECR Docker &
IEBFERN BN E L FME, BXNALENEE Amazon ECR ZilBIFNEZELE |, 5 Amazon
ECR Docker ZEIEBIF,

LERR

AUERAATSREBEZRR[REAMFNTR , LR FHEE Amazon ECR B FMEE
F, Notation fE I EXNBEEHITER.

EXEZME

1. {EH Notation-0CI-SHA384-ECDSA £H ¥ A8l Amazon Signer SBBLE X . BRI LUERE
M fEA --signature-validity-period Z¥IEEX ARG XH . ATLAEA DAYS, MONTHS
X YEARS IEEME. WMRKRIEEEXRE , NIFEHABRIAE 135 MNH,

aws signer put-signing-profile --profile-name ecr_signing_profile --platform-id
Notation-0CI-SHA384-ECDSA

® Note
FEREEXFEMNIFFRBFFRNTL (L) .

2. WREFEEVEBRINEMTEIT Notation FEFImF MR, AT RHIEEA Amazon CLI R#E Amazon
ECR FAB M RXT Notation CLI #1T H B KIE,

aws ecr get-login-password --region region | notation login --username AWS --
password-stdin 111122223333.dkr.ecr.region.amazonaws.com
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3. f£A Notation CLI BEHTER , A BEAFHEESNN SHA BEEERR. XFEIELERH
FE#EEIEELEZNRBFTEN Amazon ECR AR FEE

EUT R | BANEE curl® SHA BENFME
Esha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE Y BR{& # 1TX
Bo

notation

sign 111122223333.dkr.ecr.region.amazonaws.com/
curl@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE --plugin
"com.amazonaws.signer.notation.plugin" --id "arn:aws:signer:region:111122223333:/
signing-profiles/ecrSigningProfileName"

L H 5 T A 1t 36 1F AR {5

£ Amazon Signer #1 Notation X ASREBHTERE , LREBARYRN K & 7] LUB i1 2% F B iE
ZREBH KRN TEM,

SR TS BRELER Notation RiIFHRBEEEE K.
ERITES

1. RECAGEFHEHTRIL. MREMEA Amazon Signer #HH Notation WLEERF , M B3
REFEFMAERRIERRITHRE.

2. REBGUTHRERLUNEERE REFESHUATRIEGNEREEXHNER.

"version":"1.0",
"trustPolicies":[

{

"name":"aws-signer-tp",
"registryScopes":[

nin

1,

"signatureVerification":{
"level":"strict"

},

"trustStores":[
"signingAuthority:aws-signer-ts"

1,
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"trustedIdentities":[
"arn:aws:signer:region:111122223333:/signing-
profiles/ecr_signing_profile",
"arn:aws:signer:region:111122223333:/signing-
profiles/ecr_signing_profile2"
]
}
}

3. FEBES A Notation #,

$ notation policy import mypolicy.json

i

Existing trust policy configuration found, do you
want to overwrite it? [y/N] y

Trust policy configuration imported successfully.

4. WIEEHR  HFEEAFEESHN SHA BEEEL R,

$ notation verify 111122223333.dkr.ecr.region.amazonaws.com/curl@SHA256_digest

i

Successfully verified signature for 111122223333.dkr.ecr.us-
west-2.amazonaws.com/curl@SHA256_digest

il B % &

HIRMEA Notation CLI BIZMHEEZZR , £ ALTEEH Amazon ECR FE#FEH S| OClI BB E

5lo Amazon ECR API| Rz #EIBR OCI REREIFTs| A MHRES , AT RSB XEHEH T
&I,

o (HE) ETLIER ORAS CLI filBr#4 , ORAS AL B R 53R 5| 4 F F Ml BR.

« IBTILAE A Amazon ECR AP s34 4 Mk OCI &5 , AEMBRSI BG4 | flnEL,
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£/ ORAS EFimifl Br&E & ME S| AR MHRT , ORAS 2BHE OClI H5%E 5|, ORAS FEAEMRER
5 BR IS KRB B, REBIERERE, ATLAEMA oras manifest delete o9 , US| AZ &4
MWE5|l, BXRENEE ORAS EFIHNESER , 55 H ORAS XHEHMLE,

A AER LA T Rl e I BR A

oras manifest
delete 111122223333.dkr.ecr.region.amazonaws.com/
repository_name@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE

EERBEFAGSE

FEGHEBFEMHER , W BE Amazon Web Services Management Console W &E&HEE ., FraiE
WIFEMEENT :

- 5% URI

- BEHIFZ

o KRR R

- BFRERR

- AERES

. BRAYARN (B MIB R E )

R FI 176 FE RV B )

- EHRE

BEEREBIFMEER (Amazon Web Services Management Console)

-

M https://console.aws.amazon.com/ecr/repositories ¥ FF Amazon ECR &l &,
MNEmES | EREBERGAEFREENXE,

ESMERD , ERTFHEE.

EEMEENERL , EREESENERE.

EFM#E : repository_nameTNH L , EREEFFHAFTENER.

o & DN
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RS &

MR FHEIZIT Amazon ECR F ] Docker €15 , ATLAfEA docker pull 5 S FH B A IRE,
A LUMEREEREITMEBHSEH M Amazon K B EMRIITILIEE, EE Amazon ECS X EN
f{EH Amazon ECR &1%& , 55 . ¥ Amazon ECR M55 Amazon ECS &4 H

/A Important

Amazon ECR ER AP BEET IAM policy I ecr:GetAuthorizationToken API , &
BFREXEMRFTE HBIEHMNEZ Amazon ECR FEHAREREEHE K. Amazon
ECR £#ZMNEE IAM policy , ERREBNEFHAFIHE ; BEXREZEE , S Amazon
Elastic Container Registry &F & 131 K B& R4l

M Amazon ECR 77f& FE$#2EX Docker £ &

1. &K Docker BFFim BB EM P IREE BRI Amazon ECR EMftR. SAEXNBNEMKRIRE
BRSE  SHEEXER 12 /08Y. BEXEZEER , B5HE AEIMEFHRIE,

2. (Wi%) IRBI EREME S,
«  TJLAME aws ecr describe-repositories @5 5l HEM R PRI IF 6 FE

aws ecr describe-repositories

ERREEMEREE—NE R amazonlinux WIEMEE,
- A LUEA aws ecr describe-images PR E#HERHER -

aws ecr describe-images --repository-name amazonlinux

ER R FE#EESTIREL latest M 2016.09 &GS , HEBEGHEER
sha256:fl1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807,

3. fEM docker pull iSRG K. RHREBEMKEIXNN registry/repository[:tag] ERIRE
BE , A registry/repository[@digest] SAMERBWEREL

dockexr pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest
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/A Important
MREWE| repository-url not found: does not exist or no pull
access iR | A BEEE [ Amazon ECR BiE&H Docker Bk, BXxEZELE | iF
S0 B EMERFHRIL,

EREFRIAN

BEEFREHN | Ea LU B EMERNANBES Amazon ECR 3AEEMERRBE LS. Amazon ECR B &l
TERAUT EFEEMRABEFRIFEN,

« Docker Hub, %% Azure Z8EMEN GitHub BREMR ( FEFHRIL )
 Amazon ECR Public, Kubernetes & zrBREEM KM Quay ( FEEFHRILE )

NFEESHRIEMN EHEMER | EBATEL Amazon Secrets Manager B4 Z & iE. BIY Amazon
ECR Z£#l& , BRI BN N BNET F BRI L EM R OIZE Secrets Manager %48, BXEHA
Secrets Manager 2|5 €12 Secrets Manager AN EZER , S H L Amazon Secrets Manager
RIS LR EREERIL,

N EREMRGEEEFREANG , RFEEA Amazon ECR #83EM&k URI MiZ LMtk F iR ENR
BEIA, AJE , Amazon ECR 28|E—/NFiF , ERBEEMRFEFZRE. ERERIEFRE
B , Amazon ECR 2R E LiFEMtR , ERERERMMANMRE , FAZHEDE 24 PR EHF—IXFA
BiEMR

Amazon ECR BEX#FF MG ZEMR ( B el THRKME ) o X#HHTE , N Amazon ECR ERERE
REANAREENFEHEERENREEN , #8241, SMERBESEHEDI AN,
RATHHFRESSEERTE, ERUUEEREF#EFERENEE , SFETRFENHRRE, 7
EXTM, MBENERFHRE, FERFURERTHRENEFEFLIRMRANA , MBS FHEEFER
EREMEMS EZRNFREIBEEATE, EXESER , TSN EEFREEER.

R EFRIEESESEM

£/ Amazon ECR @F&EEH NN , NZEUTHR.

« UTXEAXFEZFRIAN,
- FE (dt= ) (cn-north-1)
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- HE (TE ) (cn-northwest-1)
« Amazon GovCloud ( £EZ B ) (us-gov-east-1)
« Amazon GovCloud ( ZE&EZP ) (us-gov-west-1)
 Amazon Lambda A X FHEAZFRIMMUM Amazon ECR REUAE =M &,

- MRGEARNEFRNESR , BXRENEGI TEEF Amazon ECR FIPS RFLimTT R, BEZ , &£
F Amazon ECR FIPS FR& A& imT s a] LAAL B[R 4512 HY,

« HEX Amazon ECR FAEEM R URI REVE FHVARGAT |, BRGIZEXH Amazon IP it F3h, X1
LU RS IREVR 41T A L5 M R TS ie 1R EURELET

« HBXI Amazon ECR #AEEME URI REUEFHIMEET , Amazon ECR £4& 24 MR E—IR L
BEEE  LURIITEFNREEETNEHEE, MR FEIMRPERFTHBRE , Amazon ECR £
ZREHEFHREG, LHitSBETEFESENRE R

« MR Amazon ECR HFEMERTEMN L EMREHTMEG , HEMEK SR , WRENLRDE
BEFENBRE,

- ERIBEEE LHEMREIEN Secrets Manager Z4ARY , ZABHMLAER ecr-
pullthroughcache/ 81, ZAEXLIERFTREGN LT A8 09 K - F X145,

- HEAEFRIANERZERESRN  BREIKRFNEEIRPEIANENEGHLMWIETZ
Amazon ECR EfEH, MRERBBEEESERE  NLUEASEREXBENEGRESRE , M
TREBRYRXBEWIRERIZEINER,

« Amazon ECR A RE <M IAM A , 5 Amazon ECR 1£2MFTEMNNIR , LB ERKE. BE
AT SRR Secrets Manager 47 , MR A KREHIEZFHRE, RFHEX IAM BEEQEERRT
REMANE B2, BEXEZER , 850 ATEFREINM Amazon ECR REHEK AR,

« RIABRT , BIREFBREHN IAM EHEEFBETHE IAM policy BFHINR, ZTLAER Amazon
ECR AAEEMRNBREEH —FRE IAM EEWINRBE. BXEZER , 550N FHEMEN
BRo

- FREFRENIERCIZEN Amazon ECR Z#4ES{E{HE t Amazon ECR F# EZ BIREX %,
YEFMBEFEMEINE , IS FMERITE,

« ¥ Amazon ECR AR EFRERRECEFEMEEN | RIEFECENEEELEENR , TN
UTBRINEENNATFE#EE, BuAERE#HELERENR , €Y Amazon ECR KRB EIE MW 6K
EMNANIRE, BXEZER , F5 1 EEF#ENEER,

« MREFREZM - B , RLAE, JHEE.
- % - ERABRIA AES256 NZR,
- BHENR - 2 , TRATAEFEMEENRKRE,

- SRR - SRR , TRNAEMESERE,
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- RENRE - ERK , TNAFEAREFRE,

- ERAZFRIANN F4#ERSRAREREREM , KRB LE Amazon ECR £ 8 [E 855 E E RTHR
&

- ERERAEBEEANNERGHN K CEEBFEBRNNEH, it , MREEF Amazon ECR B
BERNFEAED VPC LifT A , Amazon PrivateLinkl| EERRE — XN WMESBFTEBRMNKH.
— M A ERER— VPC ARIEZ—HA Internet MXMNAEFN , RAEFMAHEREMNLEFH
HBHEENEFN, GEFEANREFANNRESTEEXEM. BXEZER , H5H (Amazon
Virtual Private Cloud AP {EmE) Y =65 BHED,

FrERmy 1AM X PR

BR T R AESEMRIAT B AU AR HEA TR BRI AT FTEER Amazon ECR API R R2 5 , BEBELL
T H AR e WUE A EF RN,

« ecr:CreatePullThroughCacheRule - &R FRIBNEEFANHINE, ERELTEIET S
289 1AM policy & F o

- ecr:BatchImportUpstreamImage — BN RABEGHTGHS ABENIEEMER, TUES
FERLEEIMENRER, ET SO IAM policy 5B i FHE T &R 124 AR R BEZ F I
R, BEXEAF®ENRNESEER , HSR LEFHESRRK,

« ecr:CreateRepository - RFEMEIMERFUBERENNIR. NRGFHEFEENEMRE
TEE, WEERNER, TUESET 5D/ 1AM policy SFAR ST R AR K EL 52 F AR

 ecr:TagResource — B THIFBRLRIE Amazon RDS #iR. XEUTIER N FEZ AR
BREHBRGEASFRIEN |, ZANEGXEKNFEECIEENR , MiZEREE N @76 ERMN
BREE, HREBEXATESET S MBH 1AM policy &R F.

£ A M RNR

Amazon ECR FAEEMERNRAT A FRESEN IAM EEEHAEFZRIMNNRETEE. 2R IAM policy
RF IAM RERER 2 FiEMRNRREE IR FHR , M IAM policy {5, flan , mMRAFERT
ecr:* R , MEFTINEM KRB BN,

EQ BB EMERANRRE (Amazon Web Services Management Console)

1. ¥TF Amazon ECR ##|#& : https://console.aws.amazon.com/ect/,

2. MEmEd  aREEEFRELFEMRNRETHXE,
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3. ESMBEEH , £$F Private registry ( FABEMIER ) . Registry permissions ( JFMZRNER )

4. 7 Registry permissions ( JEMRPR ) WHE L , %% Generate statement ( £KEA ) »

5. NTFERBNEBNEFRIUNRERBIER , BRITUTRE.

a. XIF Policy type ( REEEKRE ) | iHi%# Pull through cache policy ( #EEBFREE ) .
b. ¥IF Statementid (1A ID) , NHEEEFFTARBIBHEBR

c. X{F IAM entities (IAM 324K ) | EEEGEEXRBIPNWAF,, 45AE6,

d. XITF Repository namespace ( FEMEZEH ) , ERESREXBHRNHEEZSEAN,

e. XITF Repository names ( FERR ) , BEENRAANNEFE#HEEARZR. Hlwm , MRE
#87£ Amazon ECR Public L% Amazon Linux 7 E , FEEZFHERN amazonlinuxe

EOELEEMRANERRE (Amazon CLI)
FRALT &S Amazon CLI fs 5 3KiEBX Amazon CLI 38 ERETMERNR,

1. BIEHEN ptc-registry-policy.json WA 4 K HASEEMRKBEHAST. AT RH
& FOIEFM#EH M Amazon ECR Public FHEUEBRY ecr-pull-through-cache-user X
BR , Amazon ECR Public 25 2 81 €32 i B ERE 775 WM S BRAY £ 5ER

"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
.

"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"

}

/A Important

NEEREFEGNEEETFEN I EE ecr-CreateRepository R, #la , w0
REEECZRENEGIUEURERREMA IAM E4& (FINBEERFMALZAR ) TR

2. {#Mput-registry-policy i 1% B S At R KB o
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aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

ISR £
HEGTFREREERIANE , FRITUTEESR,

- HIREFRIAN. BXEZER , FEA SIZEF RN,

- BIRFHENEER. BT FHEERNR , EH Amazon ECR EEFREURFER R RECIEMN
MEREESOREN , BREARERFN. AXESEE , BN EEF#EEFCIRER.

- THENMEAZFRIAMN. BXESZER , HEN £RAEFREIVIN,

SIEZF RN

WNTFEBEEER Amazon ECR REEMKXHPEFHNREN BN LiFIME , B4R EFREM
N, FEEHHRIEMN EHEME , BXIUL Secrets Manager ZHFEMEIUE, B LAE Amazon
ECR =% Secrets Manager 2%l & # 6l2 Secrets Manager Z4f,

EFHOBEFEIANZE |, BREEHESEYN AM KRR, BXELELE , H2L FHEN IAM X
R

EQEEFRIHN (Amazon Web Services Management Console)

T HRERIAER Amazon ECR 251 & 02 EZFREIN A Secrets Manager 40, BXAE
FA Secrets Manager 2 H| AR BZANEZE L |, HSHLL Amazon Secrets Manager % 17 Lfs
i E L,

34F Amazon ECR Public, Kubernetes A&8 &= Quay

1. 37 Amazon ECR ##|#& : https://console.aws.amazon.com/ecr/o

2. M&MEd  EREREABEIMKRRENXE,

3. ESMBEKP , % Private registry ( FABEM T ) . Pull through cache ( ZFRE ) -

4. 7£ Pull through cache configuration ( Z7F&RIEE ) WEL , %E#H Add rule ( AAN ) .
5

ELR1:BEREREL , ¥ FEMRE , BMNLEEMERMIIRPIERE Amazon ECR
Public, Kubernetes 5 Quay , AFEERET—%,
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6. EHFW2: EEBHREL , X¥TF Amazon ECR FHEERR , BEEEEFENRLEEIMERFE
HHRENEERANFEREDEZANR  REEET-—%. RUANBERT , EEXRGEZEE , Bt
ALEE B E LA ZEH .

7. EHFRWI: FRACEBRNEL  FREFRIANEE , REEFE,

8. NECENEBNEFRNESE L —FR, EXMNEIMXFHEETEZFRERIIAN,

%t F Docker Hub

$TFF Amazon ECR ##|#& : https://console.aws.amazon.com/ecr/,

MNEMmiED | ERERELTEMRREN X,

ESMBERET , % Private registry ( #AB EME ) . Pull through cache ( E1FEE ) -
£ Pull through cache configuration ( ZfFHRIEE ) WHE L , 1&F Add rule (FMAN ) o
EFR EEREFEREL , X FEMEK , %8 Docker Hub , RIGEET—F,

EXR2 . BESHRIETEL , XFLEBEEIE , BH4HEL Amazon Secrets Manager #4774
Docker Hub H) &3 IEEIE, BAIEENEER , LA LIEMA Amazon ECR 25 & QI 2%
£,

2 e i

a. EFANERS , FEABREAINE Amazon B, W TFRAEH , FA TR EZRNEH
B4 REEBRT—F. BXRHEM Secrets Manager #2#| & 8|2 Secrets Manager Z4AHNE
Z{ELR , 5 H L Amazon Secrets Manager 24 174% L 176 FEEIE .

@ Note

Amazon Web Services Management Console X & RE#EH ecr-
pullthroughcache/ BI%&#Y Secrets Manager 4, Zk SIS EFRIFHN
£ F M [ 09 K - X,

b. EOIERME , HIEFCE Amazon B4R , MITUTRE , REEET -5,

i. EBRAENP  BABREE - MEREET. BRAEMRLAEE 1-512 4 Unicode F
Fo

ii. 7£ Docker Hub AP & H |, i5#87E Docker Hub AF &,

i. 7E Docker Hub 5 R e | E#E Docker Hub 5 R 8, BX 4|2 Docker Hub
HRISENEZER , 556 Docker XHHH K Create and manage access tokens,
7. ESR3:EEEBHFRAELE , X¥F Amazon ECR M ERIER , BEEEESENRLAEEME IR
BMBRGNEFRANEREREZE , RRERT -5,
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https://console.amazonaws.cn/ecr/
https://docs.docker.com/security/for-developers/access-tokens/

Amazon ECR AFiEmE
RAMBRT , BERREZH , BRALEEAENLGEZER,

8. HEFZW4: FRHCIEBNEL A FREFRIANEE 6 AEEFCIE,

9. NECENBNEFRNESEL IR, FUMNBIMXFHCETEFRERIAN,

X F GitHub &BaREM &R

1. #JFF Amazon ECR ##|#& : https://console.aws.amazon.com/ecr/o

MNEmEF | ERERBLEEMRIREN X,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHRE ) -

£ Pull through cache configuration ( ZfFHREEE ) WHE L , 1EF Add rule (FMHN ) o
SR EBEXRR WEL , T EMK”, &F “GitHub BeEMK" , ARER “T—F7

ESR2: BESHRII TEL , NFLERKEILE , BATUF GitHub B2 RN F BRI EIE
FfEEAmazon Secrets ManagerZA/, BRI LUEEINE R , Al LAEA Amazon ECR 25|
AtIEHZR,

2

a. EFANAEZRY , BEABRERAINE Amazon B, W THABN , FA TR EFRINEH
Z4A  REEBR T —F ., BXREM Secrets Manager #24#| & #|2 Secrets Manager Z4AHE
Z{ER , 53 WL Amazon Secrets Manager 4B 176 Lz E &I

® Note

Amazon Web Services Management Console X & RE#EH ecr-
pullthroughcache/ BI4}# Secrets Manager %40, AR EEFIREFIN
£ T M [E 89 K~ X,

b. ERIEME , HEFLE Amazon B , WITUTHRIE , REERT %,
i. EBRAENP  BABAEE - MEREET. BRAENRLAEE 1-512 4 Unicode F
Fo
i. XTFGitHub BEBREMERAS,A |, FIEELR GitHub BEREMRAF B,
ii. X TGitHub BEREMRE G , FREELER GitHub BEREMRBFEITE, BXx0lE
GitHub TR TN EZER , iF3H GitHub XK EELEN AL R TR,
7. EHFW3I:EEBHRREL , X¥TF Amazon ECR F#ERR , BREEEEFENRLAEEIMERFE
HHRENEERANFEEREZE , REEET -5,
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https://console.amazonaws.cn/ecr/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens

Amazon ECR Tt
RAMBRT , BERREZH , BRALEEAENLGEZER,

8. HIR4: FRHCENEL , FREFRIANEE B AFEFCIE,

9. NECENBNEFRNESEL IR, FUMNBIMXFHCETEFRERIAN,

33 F Microsoft Azure BE8¥ &

1. #JFF Amazon ECR ##|#& : https://console.aws.amazon.com/ecr/o

MNEmEF | ERERBLEEMRIREN X,

ESMBERF , &F Private registry ( #AFEAM R ) . Pull through cache ( ZfFHRE ) -
£ Pull through cache configuration ( ZfFHREEE ) WHE L , 1EF Add rule (FMHN ) o
EHFR1 BEEREREL , HITUTRAE,

o & 0N

a. TEEMERS , HEikFEMicrosoft Azure AR EMER
b. TEEEME URL & |, FIETE Microsoft Azure BEEIMENER , REERT—%.

/A Important
BRAFEEENR  ARNREERKMLIER azurecr.io B,

6. EFR2:  HEHFMRIINEL , XFLRBEILE , 82450 Amazon Secrets Manager Z4A124%
Microsoft Azure BEEM RN EHRIUEZIE, BAILUISENE R4 , b LAEH Amazon ECR #
H & RIEFHHZA,

a. EFRANERH , FEREAYE Amazon B, X TRABH , FATHIIRERNEN
Z4  REEBRT—F, BXREMA Secrets Manager #2#| & |2 Secrets Manager 4 E
Z{ER , 55 WL Amazon Secrets Manager R4 6% L E &I

(® Note

Amazon Web Services Management Console X & RE#HEH ecr-
pullthroughcache/ BI4&#9 Secrets Manager 4. ZHES NS EFIREAN
{2 F 48 E HY K = 0 X450

b. ERIEIME , HEFLE Amazon Z4 , MITUTHRIE , REEET %,
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https://console.amazonaws.cn/ecr/

Amazon ECR A m
i. TEEAENP  BRAEREE-—TMHEREEN. BHBMSNEE 1-512 4 Unicode F
o
ii. 7E Microsoft Azure B2REMERAFEH , BIEE Microsoft Azure B EMERAF &,
iii. 7E Microsoft Azure Ba MR B TP |, iEIEE Microsoft Azure B EM&RIF R T
2, BXUMAIE Microsoft Azure REEMKRIGFRTENEZFER , HSH Microsoft
Azure XHEHPHBIETHE - 117,

7. EHFWI:EEBHFREL , XITF Amazon ECR FEERR , BEEEEFENRLEEIMERFE
WA RGN ZERANFEEREZE , REERT -5,
RAMBRT , BEXRREZNE , BALIEEAENLGFEZER,

8. HIR4: FRHCENEL K FREFRIANEE A6 AREEFCIE,

9. NECEBNBNEFRNESEL—PR, ERMNEIMXFHCETEFRERDIAN,

E0EZFRIWN (Amazon CLI)

£ H create-pull-through-cache-Amazon CLI rule #5583 Amazon ECR FAB A REIBEBEEF
N, NFEESMHRIEMN LB EME , BMHEL Secrets Manager ZAEMEIE. Bx WA
Secrets Manager 2 #l A AIBZFHANEZFE L , BS ML Amazon Secrets Manager 477k L7
FEEIE,

HXEAN XN EEMREHET RE

%F Amazon ECR Public

LU RBIA Amazon ECR AFEMRBE—NEFREAN, ©EET FHEENSR ecr-public , X
SHEASFRIFINCIEZNE NEEERHESE ecr-public/upstream-repository-name
FxE,

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

3¢ F Kubernetes BE85¥ %

AT RBIA Kubernetes 2B FMREIEZET —NEFREIN, SEE T FHENR kubernetes |, X
EHFEAEFRIFNGENESNEEESRESE kubernetes/upstream-repository-name w4
FER,
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.amazonaws.cn/cli/latest/reference/ecr/create-pull-through-cache-rule.html

Amazon ECR AriEE

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

X F Quay

T REIA Quay ABEEMREBR T —NEFRIHAN, SEETHEEENR quay , XSBEAHIE
ZFEANCBNEBNFHEBEE TGRSR quay/upstream-repository-nameo

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

%t F Docker Hub

LA "I Docker Hub MR AIE T —MNERFREFAN. BEE T FMERR docker-hub , X
ﬁﬁﬁ%ﬁhﬂyﬂmﬂﬁﬂﬂﬁ’ﬂﬁ/\ﬁﬁﬁﬁﬂiﬁ docker-hub/upstream-repository-name &5
R, BUMIEESE Docker Hub EIFH AR ST Amazon BIRABH (ARN ) ,

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-url registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

T GitHub &2k

AT RABIA GitHub BEEMKRCETEIEFAN. BEE T EMETNSR docker-hub , XS HFEA
ZFEINGENS NMEEESEAR github/upstream-repository-name 8B H R, BHM
EESEEM GitHub R EME U ZAKTE Amazon BIRBEFR (ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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33 F Microsoft Azure BE8¥ &

LA RBIA Microsoft Azure BEEEMRARBR T —MNERFREHAN, SEETERENR azure , X§
BEASFRIFNGENS NEHESRESR azure/upstream-repository-name & H R, &
IR E D E Microsoft Azure BEREMREIEMNZAMNTE Amazon BIFRBFR (ARN )

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

ISR
HEEFRIANE  BRITUTELS R,

- BIBRTFEHEARER. BT FMENEEMR , £7 Amazon ECR EEFRIURMEH R RELIEMN
MEHEEERERN , BEREREIN, BXELER , BN EEEMELNEER,

- WIFEFRINAN, ERIFEFRIFNE , Amazon ECR 45 EilIMAREILMEiERE , RifE
REETULGEEE LB EMREIER Secrets Manager 48 , AR BERRITRERI. BXEZE
B ESN RIFEFEIAN,

- FUEASERINAN, BEXEZEE , B0 FASFERIPNRIZEIRMREG,

B EF A 2 ER

170 FE 0 2R AR T BE R Amazon ECR MITEHR , TRES K ET L. EUATFMERF , BREERA
Amazon Web Services Management Console K& 2 17 fif B 61 84K

BT Amazon ECR 7 F 81244k , 5 Amazon ECR EE&FREUREHER KGRI ENFFRE
EMRER , BB EGN, FREIRBERTFNRENEFHEECEZMRANA , NNEFHESRME
REAE M )5 5 02 1 F6 R B AR,

BUT X S 3170 e B 2 AR ARG

« FE (4t ) (cn-north-1)
- HE ( TE ) (cn-northwest-1)
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* AmazonGovCloud (US-East)us-gov-east-1

* AmazonGovCloud (US-West)us-gov-west-1

7 B G 2R ARy THERE

Bt , Amazon ECR EERRZVBFNAEFHE. flW , EEXEASRFRIFNKRE R L
FEENANBRHFEEM T Amazon ECR FAE MK . & E SEMEFIREHN ICE /Y 1764 BE
BB ERET , Amazon ECR @ FEMESEARIANRE. XERINVEETREXAGEREME, FH
AES-256 MN% , AR TR REMEMEEDRE B HRE,

AR SR FREGIN TR F6EF Q&R , A E X Amazon ECR NiBEE ZFREURECIE
M FREENRANRE, SRUNFFEEEIRERTY, MBRE, FHEENR, LoEAHRREA
RIFRE,

TEETRT EEAF#EENEENRY Amazon ECR A TERE.

> =
Repository created by Template applied :E
Amazon ECR to matching repository w—

Pull through cache

_ [ Repository

L R4

Repository creation template

UTRABRFAERT 7 FRERFHENSH

Prefix

Prefix R GEMRXBNEREEGAZR R, EALTRNENIEFHEETNAAERPE X
MIRE, Bl , 814 prod FRA T prod/ FLHMBEFEE. BFE , BI4 prod/team FNA
T U prod/team/ FHIFIBEFME,

EREERNATEMRRPRXBERKUERROAAEFME , EUTUGERA ROOT ERNFTR,
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/A Important

HBRBRANARBREN /. MREIETE ecr-public AHIZR , Amazon ECR £ FEM R
ecr-public/., FEARFRIGINE , B7E 1M N 6E E MY 7764 B 51 Bt B3 E 7 764
FE B B AR AR BT %o

DU

LEEARFR T IE | BT R B 6 B EARK AR,
B A

EFEANFEEZERMmA. BET, N8 TV BIRRA
B E R A

EFEANERNFRERERS, SMERBLNEEFRERE, RANEERER (V1 , IR
BRETENE, FRERBNEDEHRERE.

BEIRETEMY

ERERCIENFREZERANREATEMRE, NRELSEH , FEMH MUTABLE BIFRIAR
B, ZREFANEBERERE. X TESEFRIURECIZNFREMERANENR , 2IEMIL
RE, XHFALBRIFEMRE , Amazon ECR AILAE#MEFRIBRE

WMRIEE IMMUTABLE |, WFf&FE RV A RBAREHFE A AL , MM LEXEREWEBE,
nZEE

ERERCIENFREZEERNNEEE,

MBEER KMS ZER | NIEEHEH Amazon KMS 1 E6H Amazon Key Management
Service ZANRF B[R MBRMNZFEENANE. HEEA Amazon KMS INZEKIER |, &AL
HERIARY Amazon £E Amazon KMS Z4A B F Amazon ECR , &I EZEEH 2 M Amazon KMS
4 (ZFHACLR ), BXEZEER , S H (Amazon Simple Storage Service FiF18r)
B4 & 5 IR S5 85w I B AN FE Amazon Key Management Service ( SSE-KMS ) 174/ Amazon
Key Management Service Z4AR 5 58,

MREER AES256 MK E | Amazon ECR F#E A EH Amazon S3 & N 240 MY R S5 8507
iz, \NmfERA AES-256 INBEEXN FHEERNRGHTNE, BEXELZEE , 2 Amazon
Simple Storage Service A 8K A X A Amazon S3 & &AM RS 25 Im I (SSE-

S3) fRIF #iE
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https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html

Amazon ECR AriEE

7 fif EEAX R

ERRRZNFREEZEN AN FREERRE. FHERBERETRRNRREFNFEENT
RIRR, ETRENNRIULETUIEERBHRFFEEN IAM AFSAR® , UARXEFFRAERT
LI 2R EE TR RME, BUABRT |, (XRQIZFEER Amazon IKF ARG RIF#E. &0 AN
RARBXAERRTFRIELH N ENFHEENEENR, AXESEFEER , B

Amazon ECR A& T HRHN N FRIZH I FEN TR, ETHRRNNRILETUIEERS S
RIFEEN ARSAE  URXEAFHAGS T U ZFEERITHERE RANBERLT , X
B ER Amazon WK BT RIEMGEE, &0 BUR A 5RAE SRR 7o VR & 3 SR Y 17 i R Y Eo At
PR

ES]

- FHEEXRKS IAM policy
- REMEFRERBEH
o WIRRFAT 7744 B SR RE 5 B
- B FHEEXRERA
Z % FE KBS S 1AM policy

Amazon ECR ##fi FE SR B& 2 |IAM policy B —&B% , XLEREEE A TEFIX £ Amazon ECR
FHEEMEEL. |IAM policy B AT B At X #A Amazon ECR BRSHIR |, B A A T4
4 E BRIRRY I R

EHEEMIERAFRACTNEMERTHREN , FENFEA Amazon ECR 74 EE KB
IAM policy, MRBIFHEREAFENMNAFRBBRITEMREEBET IAM policy 348 Hik
TIZRE (BREXR) , MFELZRE, AFRACREENLFHERDS IAM policy 2 —3k
BHRAITEMNREN ST , MAEZRN BT IX N RERIRESRITZIRENTFT,

A Important

Amazon ECR EsR A F A& IAM policy A ecr:GetAuthorizationToken
APl , RE T BEXEM R 1T H BRI H MEE Amazon ECR FEFEHERREREIESR

&, Amazon ECR 2 ZMNEE IAM policy , BF#&FERF THWHAFHME ; BXE
%Z{E 8 , 15 Amazon Elastic Container Registry T & 38 SR #& R~ 451,

EV1AIR] , OBA [N 7RI R PIT 71RAPI B 2015-09-21 68




Amazon ECR

RAriEmE

BEROIERT — Amazon ECR 7 EXRE , ZREAENSEAFHRFRERFEERN

& &,

"Version": "2012-10-17",

"Statement": [

"Sid": "ECRRepositoryPolicy",

"Effect": "Allow",

"Principal"”: {"AWS": "arn:aws:iam::account-id:user/username"},

"Action": [

"ecr:DescribeImages",

"ecr:DescribeRepositories"

BERBIERT —4 IAM policy , ZREEAISKIE L EMEN BEIR , FARERTRS BT REST

BERENFME (BHFMENTE ARN $8%E). B> Amazon Resource Name (ARN) X E

ZER , B5H BiR.

"Version": "2012-10-17",

"Statement": [

R B AR G 75 B

"Sid": "AllowDescribeRepoImage",
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"Effect": "Allow",
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A Important

Amazon ECR EsR A F & UEE IAM policy A ecr:GetAuthorizationToken
APl , RIEF BEX M RI 1T HHRIEHMNEE Amazon ECR FEHIERIEIREEE

&, Amazon ECR RMZ/MNEE IAM K& , A TRETRERN THWAFHRE ; BXE
%S5 , 25 Amazon Elastic Container Registry & F & 13 8 5K #& =4l o

R B 17 R RE 75 BR

1. M https://console.aws.amazon.com/ecr/repositories ¥ 7 Amazon ECR #£#| &
2. MN&Ed  EREEENHRERKF AN FEENXSE,

3. ESMERTP , ERFMHE,

4. HEEMEREL  ERENHREXRBMEANTFEE  LETEEENRNS.

5. MNEREEGIXRUEBNSMERP , EENR, KB

® Note
MREARBINRIAT , FRREL T EREERRIRAEH,

ERBNRITEL | EFRMAEH,

NFFEHEEN , MAFHNE .

HNFRR , MBRRBBATENEREAFERSBEIEL,

NFEREA , ERRBFANAINEE. BXEZEE , B5H 1AM AFEESRH
Amazon JSON RHEETE : EFE A,

o BWALLRHZFREMNATIEZRE BHRKRIEN Amazon P , FEREREBANA (%) &k

©|>® (N2

.
s TIRFZERKA , BERSZSZIEABT (B0 ecs.amazonaws . com) LU 75 B 57 A 245
EHRS

« XIF Amazon IKF ID , $§E— Amazon IK5S (470 , 111122223333) LUFEBANA
4 E Amazon K. ATUAERIES 2 RHIIREEZS MK,

A Important
R TRAVK - S5 AT Sl 2 F i E R X, SUFRERR,
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https://console.amazonaws.cn/ecr/repositories
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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o XFF IAM E4K | %3 Amazon IKF MM AFBHENACRS AR,

® Note

3¥F Amazon Web Services Management Console F Y B A X FHRE LT
fEERRE | BT LAME A set-repository-policy Amazon CLI #5457 It SR BE o

10. XITFHERIE , NED APIHRIER 5 R PG 2 N 2 M A K BE B HY Amazon ECR APl #1ERISE
Elo

1. BRUE  BERERERR.
12. AEFMY BN EHERREEU SR,
il BR AL TS 176 PR SR B 75 B

NMRFTBHFER— M NENRBEFARRAEFEE | ETURERE.

) BR 7 e R s 7 B

M https://console.aws.amazon.com/ecr/repositories TF Amazon ECR %15,
MEMEF | EFTEENE MRS B\ E6EN X,
ESEMERTD , ERE®EE.
ERFEEREL , EREMNERIBRR S AN
ESMERD , EENR. RiE.
6. EHRBEBNRAEL , EZRER,
FAB 170 B SR B R B

A Bl I A B

A Important

e E LN FEERK R EENAT Amazon ECR B EME., MREES IAM X
HEEER , XEFHERBEITEEELE , BRIEHTIENR , & Amazon ECR F#

EEENER. AxnARBETHEERNESCE  BoNRBAEERESRS
B,
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https://docs.amazonaws.cn/cli/latest/reference/ecr/set-repository-policy.html
https://console.amazonaws.cn/ecr/repositories

Amazon ECR AriEE

Amazon ECR Zi#FE KB = |IAM policy B —&B% , XL REEE A TEHIX £ 4 Amazon ECR
F#EMNTERE. IAM policy BE BT N AH XN &/ Amazon ECR RSHIMR , Bt o] A T4
WNEERBENHE, BXEZER , ESREEERKS IAM policy.

LA fetd BE SR BE R BI 2 7R 7 A A T2 %I3F Amazon ECR FAH 176 FE R 15 R BRAY A PR = BA o

A Important

Amazon ECR EsR A F & UEE IAM policy A ecr:GetAuthorizationToken
APl , RIEF BEXEMRI 1T HHRIEHMNEE Amazon ECR FEHIERIEIREEE

&, Amazon ECR £t Z M EE IAM policy , AT Z4IFERANTHAFHE ; BXE
%S5 , 25 Amazon Elastic Container Registry & F & 13 1 5K #& =4l o

™ RE=DESN AP
LA 174 B SR RV — DB AN B [0 174 BRI A 7 Ak R SR R o

| f
"Version": "2012-10-17",
"Statement": [
{
( "Sid": "AllowPushPull",
( "Effect": "Allow",
"Principal": {
"AWS": [
( "arn:aws:iam::account-id:user/push-pull-user-1",
[ "arn:aws:iam::account-id:user/push-pull-user-2"
]
7
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"Action": [
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}

R SRVEEARTK
LA 170 B SR S R VIS E K P HEE R 1R

/A Important
BRTNRAIK - S AT eI 2 F i E R X, SUFRERR,

{
( "Version": "2012-10-17",
[ "Statement": [
{
"Sid": "AllowCrossAccountPush",

[ "Effect": "Allow",

[ "Principal": {

"AWS": "arn:aws:iam::account-id:root"
3,

[ "Action": [

[ "ecr:BatchChecklLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",

[ "ecr:PutImage",

[ "ecr:UploadLayerPart"

]
FREEET APIiRZs 2015-09-21 73
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https://docs.amazonaws.cn/cli/latest/reference/ecr/set-repository-policy.html

Amazon ECR AriEE

"Version": "2012-10-17",

"Statement": [

"Sid": "AllowPull",

"Effect": "Allow",

"Principal": {

"AWS": [

"arn:aws:iam::account-id:user/pull-user-1",

"arn:aws:iam::account-id:user/pull-user-2"

iy

"Action": [

"ecr:BatchGetImage",

"ecr:GetDownloadUrlForLayer"

},

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
3,

1ok B SR RE R~ API 7 2015-09-21 74
"Action": [

"ecr:*"



Amazon ECR

RAriEmE

RO BREIITAFE 1P b1k 89 175 5] A PR

LU RBIIELL mE A PR TN A TR B 45 E b 1t ST B /Y 76 FE B #1742 /7 Amazon ECR #2

IR

WiEAFRHRHFHEEARTR Internet THXARZS 4 (IPv4) IP #iESEE 9 54.240.143. %,

Condition RfEMA NotIpAddress &4 aws:Sourcelp &#H# (X2 Amazon SBERY

ZHR), ARXERMENEZFER , BSH Amazon 2REH LT X8, aws:sourcelp

IPv4 EfEA#RE CIDR Rk, BXESZEER | B

ZR 1AM AP ErR PR P it R4 EE

ﬁo

"Version": "2012-10-17",

"Id": "ECRPolicyIdl",

"Statement": [

"Sid": "IPAllow",

"Effect": "Deny",

"Principal" R

"Action": "ecr:*",

"Condition": {

"NotIpAddress": {

FREER T “awsSourceipts

N4 40 4 47 241
DG . LY. L4940 . YU/ L4
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
https://docs.amazonaws.cn/codebuild/latest/userguide/sample-ecr.html
https://docs.amazonaws.cn/codebuild/latest/userguide/sample-ecr.html
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"Version":"2012-10-17",

"Statement": [

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{

"Service":"codebuild.amazonaws.com"

3,
[ "Action":[
[ "ecr:BatchGetImage",
[ "ecr:GetDownloadUrlForLayer"
[ 1,

"Condition":{

"ArnLike": {

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-name"

}I

"StringEquals":{

"aws:SourceAccount":"123456789012"
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IR 17 0| 2B AR PR AY IAM X R

IAM EHRFZERLUTRR , TREEEFHEFLERER, WXENRLIBIET HBH IAM policy
KT

« ecr:CreateRepositoryCreationTemplate — BB F M ECIRER,
+ ecr:DeleteRepositoryCreationTemplate — 2 Bk 17 6% FE B B HE AR,

« ecr:PutLifecyclePolicy - BRREIBEMAHRBIHFHNA T FHEE. NI FHERER
SEEmARREN , FHEEHNR,

« ecr:SetRepositoryPolicy - BRI BIBEFHENNIRERE., XIEFMEENEERTSFMERE
B, FEHEEWNR,

 ecr:TagResource - BT HTFERERMEE R, RIEFEECNEERTERFRIN , IFH
EHNR,

BIE 17 6 2R AR

&R LA B B2 76 6 2 AR |, B X Amazon ECR EEFRIUREHARREIEZNFREEZFEANIR
B, SIBFREFECRERS K MAENENEREDNRNARXERE, XTENZBCIBNFEES£E
CEATR

BRI 12 4% FE 8I 24 4R ( Amazon Web Services Management Console )

ITF L F https://console.aws.amazon.com/ecr/ B Amazon ECR ##15
FESMEF | ERFEEEERN I EXE,

ESMBERT , fOERAEEMR. 76 F I BZER,
EEEEFECIEERTE L , EF0EER

S| EXERTEL , X TFERFMAES , EREFENR , TERNATEENFHEEDSR
ZRIFIR , HEILF ECR EMRFHVESIR , FERNA T EZXEFEMEtEREB A E
KPR B il

o K~ 0N~

a. WMRERBENR , WENRPEECENABRNEFEETEZRINR, IR REBRANAR
EM /. Bl | 814k prod MR AT prod/ FFLWMEEME, BE |, 814k prod/team
FRIATFL prod/team/ FLWFIBEEME,

b. MWMRIEE ECRIEMERHNEZGR , NBIRFRE RN ROOT,
6. HEEMRERSD , AEMRIBET®RER , ARERET -5,
7. BEER2: AME#ECEEENEL  BECABRUENEREENANE#HERBERE.
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a.

ERBESTEMS  SEEEANKSTEREE, SXE2EL  FEHEGFETE
e

BETUEE , REFEAURESR, N TESEFRIURECIZNFEEFERNER , B
EALIRE, XA UBERIREMER , Amazon ECR A LB EFH MG,

EEAUEE , BHLRERSHEES. W FHEERETAUERERE , MRS H#HEE G
BEEGRZEFHEFEEE , REFRE ImageTagAlreadyExistsException iR
HEHEFBHRITTEMEN , XE&FWMERS , EFERERSRENTTE , MEH
AR BB R A&,

ENZERES , ERBEFEANNEZRE. BXEZEE , TERBSNE,

1%£$# AES-256 B , Amazon ECR £/ &8 Amazon Simple Storage Service £ & % %47
H RS ERImINE: , MTER AES-256 B EENBSHFEH TN, WRZFFEF-ETINE
A,

1%# Amazon KMS Bt , Amazon ECR £/ &5& Amazon Key Management

Service ( Amazon KMS ) FZ I B AN RSB mINE . A Amazon KMS INZE Iz |
& T LAME A BRIA Amazon & %48 ( FH Amazon ECR B ) , th A LUEE B S/ Amazon
KMS B (M N EFPBEXEEREH ).,

(® Note
FHEECRE , FREENMZRRELEE R,

EEEENRRT , FEEEALERNIENFEEENRANFEENRRE, S0 UERER
THXE  NEEANEARIEEFE - JSON R~bl, BEXEZER , BTERALEFRER
& o

EE#EFELEGARRES  BECALERVENFEFENANFEFLEGARRRE, &7
PUEREATARE  NEERNEARFIEE— JSON Rbl. BXEZER , BERE
o B H R B

K7 E Amazon FRER |, EMEXN BT X1 EE 56 IR R 632 19 774 B X BR e T2
7, RERET -5, AXESZRER SRR CAEFRE,

8. HLZR3: FRHACENEL  FRENFHEFVUERREENRE, ERFEETHITER.
TR ERGIE,
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I R 77 i 1 2 AR AR

ERATFEEFECIRERG  BULUEERRR. BREFEFCERERE  EEFRIURER R IZNEM
i AR A RRINRE

i BR 176 BE B 2 484X ( Amazon Web Services Management Console )

TFFLTF https://console.aws.amazon.com/ecr/ B§ Amazon ECR # %14,
ESESR |, EREMERE 176 2 EARPTEH X5,

ESMBERD , fTORERIAEEMER, 76 EFEIBER,
EREEAEERTEL | %3 EH R 76 E 0l 2 ER
ERETHRES | EEHER,

o kb w0 bd =

£ FHE F R=RE N

NEMEMRUBZEFRIANG , N THRESHRIEN EfEMR |, SrIMBRIEZAN, RF , £
FEA Amazon ECR 7 URI 2l LR | ZfRBRERE Amazon ECR BB EMERPERF

EFREREFEIANZE , FHREHEEYN IAM IR, BXESEL  H3A FEN AV X
R

RIFE PR EA N

SIZEBFRIHANG , EUURITEZANREEEET, ERIEEFRIIHANE , Amazon ECR &5
EEMREBLIMEEE  RIICEAUTNGFRSE LFEMREIERN Secrets Manager 4 , UKk
FHRIERERI,

i BRE FIREVHL N ( Amazon Web Services Management Console )
LTS BE R A Amazon ECR 24| A RIEEFIRIMAN,

1. ¥TFF Amazon ECR ##|#& : https://console.aws.amazon.com/ecr/,

2. ESMESF , EREEERIENEFREIMNXE,

3. ESMBERF , &EF Private registry ( FABEM R ) . Pull through cache ( EFRE ) -

4. EERFRIEENEL  ZRERIENEFRIAN, AF  FARETNXEHEREETFAE
J

5. EERTFREINFAFETNHEL , FABRETHREHERRIES MR, Amazon ECR FER
T4 RAVIEIE,
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6. NERINBNMNEFRIANEES ERDR,

I BRE FIREVFHL N ( Amazon CLI )

validate-pull-through-cache-Amazon CLI rule o3 A TR E Amazon ECR A EM RN EBRFM
Mo AT RHIBEA ecr-public A ZEEFIR. FZEZHRNERIENEFRIIN K ETRE.

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

FEERAF | isValid SEIERRIERERI. ME R true , MK R Amazon ECR e i 18] L A
*, HEBHRIERIN, MRA false , MRREFERTARIFLAM, failure SBIERER,

{5 FH 2% 17 4R BUAL 0 SR 42 B ¢

L:{Ta'_\{ﬁﬂi,\a'_\ﬁ{@ﬂ%ﬁ%ﬂlﬂ)ﬂﬂﬂ%%ﬂlﬂy&@ﬂ‘f%ﬁﬁE’\Jﬁ‘%iﬁ‘}z‘}o RIGTE E AP EVE AL AL EY
FRENBEER , F2H FEEFRENAE , UEEHE LN IR AR I # R LEEIR,

(® Note

LAR R AIE A Amazon Web Services Management Console FifFl B9 2R 1A Amazon ECR 24
wRZEEE, BREFEHACSEEN Amazon ECR FAEZEM#E URI,

%F Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes B85/t &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag
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Docker Hub

3¢ F Docker Hub B 77 M5 -

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

@ Note

%t F Docker Hub E SR , MBS /library 8. X FFrE Hft Docker Hub 124 |
BERE /library B,

5t F A E At Docker Hub R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub &B2REM &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure B85 &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository _name/
image_name:tag

) B 42 1 42 ERAR U

BT AMBREFREANFLEEFTH. BREFREANFEINEFENEFREIER~EEMAE
H, RSB IEFROEFTH.

EfipREZIREHN (Amazon Web Services Management Console)
i pREFIREHLN (Amazon Web Services Management Console)

1.  $TF Amazon ECR #2#|#& : https://console.aws.amazon.com/ect/,
2. ESHmES , REFETESERRNSFREFNNXE,
3. ESMBEKP , % Private registry ( FABEM I ) . Pull through cache ( ZEFRE ) -
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4. EERFREEENEL  ERERROEFREMAN , AEMRET L PEER BRI,
5. ESEMBE®RD , fRERLEEMRR., NE.

6. ( Hi%& ) 7£ Registry permissions ( EMRNIR ) TEHF , EFINEREMRNRKRBEFED, &7
LA BRAE AT 5 2 1 BREY 48 77 12 BN U B9 726 B 7p 2 22 (BRI < BR A X A RAX PR SR BE B A0,

EBRBFIREFN (Amazon CLI)

# Amazon CLI AT a5 5 BRE IR BN

« delete-pull-through-cache-#M () Amazon CLI

LA RBIBIEBRT 65 ecr-public Z6 E R R S FREN,

aws ecr delete-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

LA Amazon Secrets Manager %48 176 £ s 176 FEEIE

NEESHRIIN DBEFHEECNREFRIIINE |, BABEL Secrets Manager A7 FiE. £
Secrets Manager Z4AAIgE =4 %A, BEXEZEER , 2 HAmazon Secrets Manager ETo

UTHRS S8 7 BINAASNZHFHN LEEMHEESIE Secrets Manager 4. BRI LUERTE
Amazon ECR #Z#l &P FEAQZRFRIFN TEREXRAVEZH , M2 Secrets Manager
BEAKRCERE, BXELZELR , HSN CEEFRIN,

Docker Hub
3 Docker Hub #EiE ]2 Secrets Manager %43 ( Amazon Web Services Management Console )

1. 7E https://console.aws.amazon.com/secretsmanager/ ¥T 7 Secrets Manager &%l &
2. ERTFHEHMEBH.
3. HERFAXRBTEL , RITUTRE

a. NWTEHARE , FEFHMEARE,
b. FE®MEXIH , 53 Docker Hub FIE G EFTR/EXN . BN ERAPEFMERS 65536 1

FI,
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https://www.amazonaws.cn/secrets-manager/pricing/
https://console.amazonaws.cn/secretsmanager/

Amazon ECR

RAriEmE

i WFE-—NEMEX , IBE username H4 , 38 Docker Hub AF & N 1{E,

i. NFE-ANBMEX , IBE accessToken I , #8E Docker Hub ]S ERNE. B
XA 8% Docker Hub GRS EMNEZEER |, i5S® Docker X#HHY Create and

manage access tokens,

FFMZEZRE , RBERIAK aws/secretsmanager Amazon KMS key B , RFEET—
F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A INBZ MR

/A Important

IBAERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFNEFRAEAZEFEEIEEREHA (CMK) .

4. HEEEZHAREL  WTHUATERE:

a.

o

WA —NERMH Secret name ( 4B F5 ) M Description ( iHE ) . ZRHABHSLAETE
1-512 /N Unicode =& , #HLL ecr-pullthroughcache/ A IR,

/A Important

Amazon ECR Amazon Web Services Management Console X & '~ & ¥ F
ecr-pullthroughcache/ BI4&# Secrets Manager Z4A.

(/i) ENREH P , EENZRARFIM—NRZMEL, BXRIFCER , HSH
{Amazon Secrets Manager AP {§/) FIIHRIC Secrets Manager %4, BT EN B
ESEEMERZH , BAEeflRmE,

( ik ) ERFENR , EFRERENNBENZAS | FEREENR, EXEZ
E8 , EZ @ (Amazon Secrets Manager FA F1858) A HVE PR R BEH 0 E Secrets
Manager %4

( A% ) 7£ Replicate secret ( EFI%4 ) F , EFFHEHIZE S —1 Amazon Web
Services X1 # , Fi%£$F Replicate secret ( EFIFH ) . BAIUIMEEHHE , LAl
BILBEEH, BXEZEL , E2H (Amazon Secrets Manager FIF1ER) FHEFEHA
SHEHMBXE,

HIERE Next ( T—2F ) .
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Amazon ECR

RAriEmE

5.

( A% ) % Configure rotation ( ELEf#t ) ME L , BN A Bz HR, BHEAUIAER
BxAgh  RAEHEEFEITH., BXEZEER , 5% (Amazon Secrets Manager A Fig
) IR Secrets Manager 4, 1Bk Next ( T—F )

7 Review (%) Mt , FRENZAFMES | REIEF Store (7).

Secrets Manager fREIF|Z4A5|K. WREWHFHRET , iHi%EF Refresh ( BIFT ) &

i

GitHub Container Registry

NIREY GitHub R EMRZEUL 812 Secrets Manager 248 (Amazon Web Services Management

Console)
1.
2.
3.
a.
b.
C.
4.

£ https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager #2#|& .
R FHEAES,
EIEBRFARETE L , HITUTEE .

NTRARE | FREHMEARE,
ERMEX S , BEN GitHub FFECIEMIT. LR IERHFPFH K 65536 MNFT,

i. XNTFE-—MREMEX , EEEusername N EH , FEMN GitHUbAF BEENE.

i. WFEZANBAMEX , IEEaccessTokenHF4H |, & GitHub HRI S EEEENE.
BXBIE GitHub iR BN EZE LR |, B2 GitHub XHFMHEERELZN N AGES
5

FFMZEZRE , RBERIAK aws/secretsmanager Amazon KMS key B , ARFEET—

F, FALBHATTEFETMER, BXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A INBZ MR,

/A Important

IBAERBRIA aws/secretsmanager MBZRZR4ARME 4, Amazon ECR &
XFENMEFRAEAZEFEEIEEREHA (CMK) .

£ Configure secret ( BLEZ4A ) WHE L , FUITUATRE -

a.

WA —NERMH Secret name ( B F5 ) M Description ( i ) . ZREABHSLAETE
1-512 /N Unicode Z#&F , #HLL ecr-pullthroughcache/ A EIZR,
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/A Important

Amazon ECR Amazon Web Services Management Console X & '~ & #r £ F
ecr-pullthroughcache/ HI4&H Secrets Manager Z4R.

=3

(k) ERSH ISP, EENZRRRIM—NRZMEL, BXRIFCEKE |, HSH
{Amazon Secrets Manager I 1E/) HHIFRIC Secrets Manager 4. BT E/BR

BEEFHEREF , BREMRNE,

c. (W) ERENR, EFRFERBEFINEEZHNZRD , FERRENR. BXES
5 , 2 H (Amazon Secrets Manager FiF$8R/) A EVF RS BE I M2 Secrets
Manager 4.

d. ( "% ) 7 Replicate secret ( EFIZ4A ) 7 , EFEHEHZEI S —4 Amazon Web
Services X1 # , Fi%£$F Replicate secret ( EFIZR ) . BRI LUIMEEHIZEH , LA
ELBEEH, BXESZEL |, 21 (Amazon Secrets Manager A 38/E) FHFH4A
SHFHAMWXE,

e. BEENext( FT—% ),

( A% ) % Configure rotation ( ELE%#t ) ME L , BAINEA Bz, LHEAUIAER
BxMeh  REHEEFEITH. XxEZER , 5% (Amazon Secrets Manager B F g
) FHEHE Secrets Manager %4, HiIEE Next ( T—% ),

£ Review (1) ML , F BN ZRHIFMEER , R/FIEIF Store (77H4).

Secrets Manager IR EIE| #4051k, MREVFHFZEHARET , Bk Refresh ( BIFT ) &
.

Microsoft Azure Container Registry

A Microsoft Azure B MR ZIEBIE Secrets Manager 47 ( Amazon Web Services
Management Console )

1.
2.
3.

£ https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager ##|& .
IR FHEIEN,
EEFRBARETE L , ITUATERE

a. NWTEBHARE , FEEHMERARE,
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Amazon ECR

RAriEmE

b.

HERMEXNF , 7 Microsoft Azure FIEGIZMITR/EN . BUNEZA+TFHEERS 65536

N

FFTo

i WFE—NE/MEX , 5 username HE , IEXE Microsoft Azure BE ) FMERAF A
RE,

i. NFE-ANBMEXN , IBE accessToken % , Microsoft Azure B8 MR 5 H]
SHERE, BxUAIE Microsoft Azure RIS ENEZELR |, F3 1 Microsoft
Azure XHEFRHIBIESHE - 117,

FFMZEZRE , RBERIAK aws/secretsmanager Amazon KMS key B , AFEET—
F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A B MR

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARME R4, Amazon ECR &
XFEANEZRAEAZEFEEIEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRME :

a.

b.

WA —NERMH Secret name ( 4B F5 ) M Description ( Wi ) . ZHABHSLATE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A EIZR,

/A Important

Amazon ECR Amazon Web Services Management Console X & '~ & ¥ F
ecr-pullthroughcache/ BI4&# Secrets Manager Z4A.

(Wik ) ENREHLHP , EENZRAPRFIMN— N RZMEL, BXRIFCEKE , HSH
{Amazon Secrets Manager AP {§/) FIIFRIC Secrets Manager %4, BT EN B
SEEMERZH , BAEeflRmE,

( ik ) ERFENR , EFRERBERNNBENZAS | FEREENR, EXEZ
E8 , 2@ (Amazon Secrets Manager Fi F1888) ARV PR R BEH I E Secrets
Manager %4

( A% ) 7£ Replicate secret ( EFI%4 ) B , EFFHEHIZE S —1 Amazon Web
Services X1 # , Fi%£$F Replicate secret ( EFIFH ) . BAIUIMEEHHE , LAl
BILEEH, BXEZEL , E2H (Amazon Secrets Manager FIF1ER) FHEEHA
SHEHMWXE,

i Lt R AP kg7 2015-09-21 86


https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html

Amazon ECR AriEE
e. BHEENext(T—%),

5. (Wi ) 7£ Configure rotation ( BtE%##: ) TH L , B A Rk, BHEAUIRER
Bk  RAEHREHHEITH., AXEZER , 2R (Amazon Secrets Manager A 1§
) FHEHE Secrets Manager %4, EiEE Next ( T—% ),

6. 7E Review (F#%) ML , FZENHAFMEER , AFLE Store (7).

Secrets Manager R EIZZ4A 5k, MRENFHRBRE R |, 5iER Refresh ( RIFT ) &
H,

A B 15

MREBLERERARG , AIUNEFREFRRE. MREERERFEE , TURBRENMEEUREF
WEEG. BXEZER , B2H NG F@EE,

ERNFHMBFERENBEBRSTE BTN EEEEFELERERRR , WEEF iR EEER RGN LD
BHERE, £aAHNRKEINITHERE. BXESEE , R £ AHER,

il BREE £ (Amazon Web Services Management Console)

1. M https://console.aws.amazon.com/ecr/repositories ¥TF Amazon ECR &,
MNEMES | R EMREEGHXE,

ESMERP , ERFME,

EF#EREL RIS ERNBRNRERVEFEE.

HEFEMEE - repository_name WH L |, B EMIBRVEGEMBIE | RFIEEZEMER,
EMBRFEEXNFED , RIDEENREEENEMER , REEERER,

2L T

I BREE % (Amazon CLI)

1. JHEEETNER. THENEBNEFREREARMAXGENIIR. THRENREERNES
BREHEEE.

aws ecr list-images \
--repository-name my-repo

2. (k) BEEEERREEHXBEAERBBREGNEATEENIRE. NERPBRSE M5
£, iafRRiZHR&K.
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aws ecxr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. BREERGHEMNRFREIAFTHRENESR. TEL 5| ARGRHERNBRRGN , FGREFR
BIR S ELBMIBR.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

ERRZNER , EAMEBRPEESNEBTFEHREREE.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

BN EEANINIRE

f&Bh Docker Image Manifest V2 Schema 2 & , AJUAfEA --image-tag @i~ H put-image &I E
MR ABRGEIMIRE., THEEA Docker IR HEE GG , BT EFAMIZE, N FAEES ,
BOUAATEEFRNEGRINIEE TR M &S 0 METE,

EFMNEBRMIFZE (Amazon CLI)
£/ Amazon CLI EfF A BRI NFE

1. {#F batch-get-image i S IR EEH MR SNEGNEGRSEHNEBEA XS B, EIRA
i REH latest , FIEGFHEENRN amazonlinux NEBNEZEEBE AR N MANIFEST HIIRE

TER,

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. {#£M put-image T K --image-tag IR BHEFREEFRFL —EMEES Amazon ECR F, £
LERBIFR | BEIRER 2017. 03,
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® Note

MR --image-tag EMERM Amazon CLI \RARFAA |, BEARBIEHRE. B
XEZER | {5 Amazon Command Line Interface B IERE) T Z%E Amazon
Command Line Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. RILNHFEGIERESCHMIENRER. EUATREF , REEBIRE latest M
2017.03,

aws ecr describe-images --repository-name amazonlinux

BRBE—N (FR) RBITHRHRITEXLERE

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0
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B ANEGBANIIEZ (Amazon Tools for Windows PowerShell)

£ Amazon Tools for Windows PowerShell E#1 &G R FRE

1. {£H Get-ECRImageBatch cmdlet SREREEFHMARIMITSNEGHIER | AN ZEBREATIMEE
B, ERHIHD , 53X RN latest, FIEF#HENRN amazonlinux WEBRBEBEAKRELZE $Inmage
.,

® Note

MBIV RSE L% BT A Get-ECRImageBatch cmdlet , 55 % Amazon Tools for
Windows PowerShell FiF 3R #IiZE Amazon Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -Imageld @{ imageTag="latest"™ } -
RepositoryName amazonlinux

2. [FZEBWBEELBEAER $Manifest RETE,

$Manifest = $Image.Images[0].ImageManifest

3. f#M Write-ECRImage cmdlet #J -ImageTag TR GE L SFHIFE—EMEE Amazon ECR
B, FEIREIF  EENIRZER 2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. WIEENFTRETFERBTEMMNIENRER, EUATAED , REEBHL latest
2017 .09,

Get-ECRImage -RepositoryName amazonlinux
B E—N T R) RBITHPRITMEXLEERE .

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279%9eed@cl17bc674a7707f4256d5d497 2017.09
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IERGBES

BT LABLE Amazon ECR A B MR IFEMENE S, Amazon ECR [E#HEA T8 X ig M Bk 7
4, EfTEKFES , BRRKFXNEBEIMERNBRERE , UATFNFREIMERHJTES, BRXES
ER , BSRAEEMEMNR,

£}

- RERBEFNEEEN
- RENERGBES

- BEEEFRE

IR RBEHREIESM

FERAEEBESINREELATEM,
- REEBRESEFIZE  HERERENNBT2HES ., EREFEMNEIEENRNBEHTLES,
NE#EEBRES$I/S , Amazon ECR HR#EZFBHRFRE S,

- EHERE , BXEMKS A FEESRRFRIFETE, Amazon ECR AXIFHEE HIEE+H E 7
FE& o

« BAREEINEIMRUHTESIES , Amazon ECR 2R REVNERSE X IAM B, BREHEX IAM
ABEF Amazon ECR E#IRZEIMRPCIEEEENEFEGIENNE, EXRXEZEER
2% Amazon ECR FRAREHEXAR,

- ERTEKSES , REEMRBRLTAR F AT FEIMREFIHEEEHINR, B REVLFEMEK
RRKRBERTEREER. BXREZER , R LBEEMERNER.

« MRERLBEMRANRREE UM ERAER |, M LA 2 F 1 PR Y R (T3 17 & I 28 W] BE ST Ao

- ERTEXESES  FiZKEASEZ XIS TEMNESIREZE , RIKS R B RK P &4 506E R
AZXig, BXEZER |, H55E (Amazon Web Services —f#85£) PR EIE Amazon X1,

o FXFFE Amazon Xz B#ITEXEHE S, Al , us-west-2 FIVFEMETEZEH T cn-
north-1, B3 Amazon 2 XN EZE L , 5@ Amazon — kS EZH 1 ARN =R,

. %AﬁJiﬂﬂi%E’JE%ﬂﬁEE%%TLX’E‘% 25 NEFFEANKNKE— B4R , &ZH4HF 10 MM, SN
RZAEE 100 MEERH. AN EATEF TN IRNE RN T EEERIHAIMN

- SHEEXHESEEFRENARMELBEIMRPEFNEFEEF, BX0 , ESH =6 - £
AE#ERERAEEE XSS,
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- GREBHEIERARMITRESIRE, Hln , MBEEEETM us-west-2 B us-east-1 ARM
us-east-1 % us-east-2 WEXFHEH , M#HIEE us-west-2 HEBMNEHE us-east-1,
CIALBEHE us-east-2, ITHRMNERTEXEHMEKS S5,

s REBMEBLETRE 30 7MW ERNES , EERDHBERLT , EFTEEEE KA E,

s SEMBREFITHITEMBPIBRIZE, EFEENEFHETBEAN , TAFEIBEREAT,

o TFAEFEREE (‘245 IAM policy) MAEGABMKRBTA2WES A K MERTHNEENNWFEHEZN , T
AT EFEMIR,

- FPLEHFFHEEFRE, MRBLAT , EHTEHREMCIZNAMEFREL | RETTH, REAH
M KMS mEig EHL TERRS. TUEEFREFEEIREFERHNERAEHERE, BR , %
REMGERATREEXREHENER.

- MREFRELEATHRETEYE  ARENTSURRGEAHEBRENGESR , NIZEGFHE
#, ENESEENTE, XTRLFERARFICHER.

BREMRREES

NEANXEI I REREIMREFRE, RBUTISER , £H Amazon Web Services Management
Consoles, Amazon CLI AN EEMEREEES. EXEAEHFHNTA , BSH REEGEFT
il

MR E Hi&E (Amazon Web Services Management Console)

1. M https://console.aws.amazon.com/ecr/repositories ¥ 7 Amazon ECR #Z#| &
MNERED | ERERETIMREFRENXE,

ESMERSD , ERELEIME

EAREIMERRNELENEFSTS |, EERE.

EEFTEL , ERRMEFHA,

EEHRETEL  EEREABXEES. BEKFEFIERRE , AREET—F,
MREATEXEHES , WEREBRXKEY , ERE—IHZNEARXE , REEET %,

MRERATEKFES , WEEKSEHG  GRIMENERKSEFRE, NTERKS , @A
BFRIKF K ID AR EHBERH - IS NERXE, EREHFRKS + SUFEHAEKSEEN
EHIB R

© N o o ~ w Db
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/A Important

ERTERSES , BIRKS SEEEMRNRERE , LAFRITES . BXEZE
B, FZH REEMRNR,

9. (Wik) EAMEEFATEL , NEFAMNEE - NHSNHEEFM , RAREERN, NEESH
BRIEMXBNESIN ARG EERS R, LIRKARFEENFEERNIR, WRRFINTHEL
&M, WEHMAEFRENRR, MIFERESRARE  BET -5,

10. EFERENTFENERITEL  EFEFANEE , AEERREIAN,

EE XM KR E HIRE (Amazon CLI)

1. QERESENIMRELHNEFHANE JSON X . EHEERZALIE 10 MM, FAEMRL
RZEE 25 ME—BiF , 8MNKZEE 100 MNEERY, EEECHKFAPEREEEXES
# , FEEBCHIKS ID. BXESZRA , SR REREEFIRE

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository_ prefix_name",
"filterType": "PREFIX_MATCH"
}]
1]
}

2. flEEMERNEHEE.,

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. WAZKIEMRIRE.

aws ecr describe-registry \
--region us-west-2

BRESH API R4 2015-09-21 93



Amazon ECR AriEE

IREGEH A

LTERONERTRERGEHNELNAZR.
M BEBXEEHEEANBRXE

THERTEEMNIMRPEEEXFHESN RO, LRGIBRESWIKS ID 7 111122223333, 3
BBEEXE (MFR us-west-2) FIEELEFTE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R E R TR R E B X E S

THERTHENREMECENFREREEXSEFN TG, LREBREERNIKS, ID
7111122223333 |, BIEERXE (MAR us-west-1) PIEEHEHIEE , HEAEEH LA prod B
i,

{
"rules": [{

"destinations": [{

"region": "us-west-1",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

}]

1]
}
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Ml BEEBEXSEHEZANBRXE

RAriEmE

THERTEEMNIMRPEEEXFHESN RO, LWRGIBRESNIKS ID 7 111122223333, 3
BBEEXE (MFR us-west-1 T us-west-2) FIEELEFHERE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
iy
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R BB S

THERTREIMREEEKFEHNRG, WRENEESHE 444455556666 K us-
west-2 X1,

/A Important

ERTEKSES , BARKS SMEEEIMRNBER , UAATFHRITES. AXESRER &
SR EEMRLR

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
BLES %
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RAriEmE

M EEREPEES AN

UTERTEEIMERNZANESHANNRE, WREIEE 111122223333 kFHWES , HEZ—
M0 ENFEHIEIERAN prod WEMEEESHIE us-west-2 X , HHFHEERR test NIFHEEHIZ

us-east-2 XiF, EFIEBERZTUIE 10 MU , BMNKRZEE 25 MEFR.

{

}

]

rules": [{
"destinations": [{
"region": "us-west-2",

"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

1,
{

"destinations": [{

"region": "us-east-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}

EREHRES

NAEEMREEFEFE  BUAEEFHRENBTNEFRS. ENMNFREENEFRESTUELE

AEBIERREREBERTERARES,

KEEHMRA (Amazon Web Services Management Console)

1.

M https://console.aws.amazon.com/ecr/repositories TF Amazon ECR ##l&,

EREHRSE
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Amazon ECR Tt
2. NS | ERAENEHEMRFIFRN XHE,

ESMERTD  ERFHEEF,

EF#EREL  EREREHESHRSHFEE.

EF#EEFAEERE L , RREEHREURES IR

X TREEHRS , RIEEFRS, EAURBERBIILEHERBEES EHIRE,

2

BREEFIRZ (Amazon CLI)

« AIERANATHTREGBIEEEFREATNEFRS.

aws ecr describe-image-replication-status \
--repository-name repository_name \
--image-id imageTag=image_tag \
--region us-west-2

- TIUERAUTHTRERGREESEFRENRNEFRS,

aws ecr describe-image-replication-status \
--repository-name repository_name \
--image-id imageDigest=image_digest \
--region us-west-2

4 an J3 B SR

Amazon ECR A AR BRER TN EFHEFREENETANEENE SRS, £nmAHKEE
—HAN , HPHSNANS Amazon ECR EXL—NMEE, XRET - EERRR[EEGNLE L,

FlNBEEAPRRITHIHNESR. BHEELIIESTEABRRBEAEN S BIRAERT 24 MaFRIH,

% Amazon ECR E T A AHIREINITIRMER |, iXfF7E Amazon CloudTrail FiEFH —NEH., BX
EZER |, 55 RE A Amazon CloudTrail id 5 Amazon ECR ##41E.

o BEIRE TERE

EmEARREA—RISEZANAR , XEANBEFHEETHBLEGEIH. EZERERALEGEAH
KRR , SAFERERARERMERBINEGTARRBEANIHNGS , AEBHHNARFEE.
FEGRARRERARFEERS , ERNEREZMFERS 24 PR, % Amazon ECR ET 4
o A H R B ATIRERTY |, IX¥4E Amazon CloudTrail FiERA—1MEH. BEXEZER , BSHAER
Amazon CloudTrail i2 3% Amazon ECR 1k,
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® Note

WMREMER Amazon ECR EFIIBEBEARNXERIK IR FRENRAE , IR, £0F
HASKBE AT REQ XY B2 Z R KB VA BE AT IR, Btk , RIETF B T EHIZheE , M2
WHEE R F & EE S NN XEMK S 68— Lo B 7R

TERERTEmARRRTERRE.

All rules are
Create lifecycle | |Saveandruntest| | evauatedang | | Therlese | | geviewthe _|Apply the rules as
policy test rules 7| lifecycle policy "l images are " pprule priority 7| results of the test | ™| a lifecycle policy
marked

1. SIB—=HSANEHMAN,

RN AN F TR

£ EAHRKITERFERFREAN | HRZE NN LR

RIE Eﬁﬁ%%%ﬁﬁﬁfﬁﬁﬂ%ﬁ%ﬂm%ﬂm,#wmﬁ%¢¢mww RBIRENTH,
ERENHAER  BEMICATHHREHFSETHNER,

R IAL U B A S 0 B Y A an A S SR B

PIREMARKKE , RERERITBIRES 24 MRS,

N o g A Db

4 a5 B HA R BE 1T AL

Ao BRI S ATETEm BRI ES JSON |, IFEFFEAN |, ABBRBHN ML IR IxX L
HANNAFEEETNES, TXEFAMHBER T EmBEAPRKILEXANZE, AR, 55
15%] 4E dip /B HA SR AR B9 TR 1o

« TRANELERNMA , (FERBMETEPRAERN, TEFRERNG | FARBEIN LT RN XL
A o

BEE—FHFFAMR AL,
« EMNEIPRICE R IUE Y SRR REARL TR BRI AN R A S M.
« ANKIZFEEFRICE HRS ML ERANIRCH RS , BHARATLOFERBIN RIH,
- MNEXMBTE—HE—NIREIR.
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« LA —MNERRFIEHESR.

- WMRBHRIRSIATHE , MEREBERBELIRNBERT , ZRETEIH,

o NHITRLL IR pushed_at_time #fF , H BEBRARRENEBGERTNESR 2T H,

- SR AT LIEE tagPatternList = tagPrefixList , (BFEERATIEEX BNk
O, B2, —MNEWAPEBAIEISS NN , MR AR ERAEX a8 51%R,

« {X7E tagStatus A tagged B FBEMEA tagPatternList = tagPrefixList S,

- fEAR tagPatternList , AESBERFMESRHFLTE , DRTZMREINEE, Hl, &
R AW TG ESH R prod* |, NRFEE B FR prod FFLMEMEE | Hl20 prod, prodl =
production-teaml, E# , MRMAMNFEESRHER *prod* , NFTE BZFBE prod BWIFEMH
FE , 5130 repo-production = prod-teams

/A Important

BINFRBERZSAUMERAENEERS (* ). flm, ["*test*1*2*3",
"test*1*2*3*"] AR, M ["test*1*2*3*4*5%6"] T,

- M tagPrefixList Bt , IR tagPrefixList EFNEHHRIEEEMRGEHIRSTH |, X
NS 958 Ui

« ¥ countType  sinceImagePushed B} , FEEMFEA countUnit S,

« £ countType = imageCountMoreThan , HBE T pushed_at_time NEFEEHEF , A
FERIERFEEITHNEGEHNIH,

« £/ countType = sinceImagePushed , & pushed_at_time B FHEEXRK (ET
countNumber) WFFBERBIISTH,

& a5 /B B R BE AR AR

EEFREXRZAITEEGERRBANS. UTREWABKKE JSON EEER. BXE®E
HIRMR G |, BSH L EHRME RE

"rules": [

"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
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"tagPatternlList": list<string>,
"tagPrefixList": list<string>,

"countType": "imageCountMoreThan"|"sinceImagePushed",
"countUnit": "string",
"countNumber": integer
},
"action": {
"type": "expire"
}

6 A B W S

£ REBER S HAT LA -
25

. AN R

- BERS

. FEERIIE

. i

. i

- i

A 4L 75

rulePriority
KH . B
BE 2

RENARUVBIF , MEBIS, LERN 1 WERBBERBRANFEELENA , LERF 2 BIAN
RTF—MRA , K, SEEEMEREHRRBERINANE |, SF00 SN FNE T — N
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rulePriority B, B2 , ERBEHPHNEANZE , BEFAFEINF. EF tagStatus B any B
HMAMEFHRAM rulePriority EH BHREH T,

L
description
K FHEHB

7|

(RIIE) $R A ap B HA SR G R AL I Y IR

RS

tagStatus
KA . FHEH
WEEMMNEGAPRBEANRENERIEENRS, AEIHNETTIE tagged, untagged
=® any, MREIEE any , MIFMEEGHLBECIITEAN, MRIEE tagged , EBAIEE
tagPrefixList B, MRIEE untagged , AN EBE tagPrefixList,

REER IR

tagPatternList
A : list[string]
MBI : tagStatus RENEFRIZ"ERIEE tagPrefixList &Y , 24AEM

NERICHRGABEGEERER  REXKRIEMEH tagPatternList RIFEEETHNHRZ,
BUTEENES BN TS SEES (* ) WEREHRIERXIIR , MERBERIIRNTERE
HIRMEIRME, Hl | RIRMEIRIESH prod, prodl, prod2 % , M AT LAEARZERFIR prod*
RIEEFIAEX LG, MRIBEZSIMEIE , MNERESMEREENRSNER.
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/A Important

BN FRERZSAUMERAL MBS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,

RERRYIFK

tagPrefixList
KA . list[string]
MBI : tagStatus RENEFRIE"ERIEE tagPatternList B , RA4IEI
NESZIEET "tagStatus": "tagged" {BRIERE tagPatternList BIF A, BUMIEE
EES0RANRGIRZRIIR , UERBHIIRNITEDEAHRBIRE, Sl , WRENEEGER
i8R prod. prodl, prod2 & , M LAFERAIREHIR prod UEEFMEXLERE, MREEZA
R MMUEREEMEEERSENER,

e

countType
KA . FRFEH
EEENATHEEITHRE,

MR countType i&EN imageCountMoreThan , ZE A LAIEE countNumber BABIE — /N
n, AFREFHEERPFENEGHERS, MR countType IREN sinceImagePushed , &
EALUEE countUnit M countNumber , BUEEFMERFENE BRI E RS,

T fi
countUnit
KR . ZFH
ME 2, NFH countType IREN sincelmagePushed At
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BEITHEN days ERARTEIEN |, BRELZL , IBIEE countNumber RRKEK,

HETE countType A sinceImagePushed BRI FBEIEE ; MRAEE countType REMHEMER
EBEITHA N , FAEEIR.
1T
countNumber
KR . B
EETTHHE, TESINENEER (0 TRATEZHNE).

MEBEMFEAE countType 2 imageCountMoreThan , MiZBENEFLEEEHETRENEGN R
ABE, MEMFEAH countType & sinceImagePushed , NZEN RGN HKERBR,

B’1E
type
KE . PH®

EERERE, XEFWERN expire,

Bl A4 dp B HA SR B T 08

AR ARRBEMERE T ENRERERRK I EEANRGEFEERLMN G E, L ERRRE
RIFA B\ f7 6 BE 2 B AT T HOA Y B —Fh R ERER. T HERIETRIE R 04 0 22 A4 an B S SR e 731 08

BIBE B AR IE (Amazon Web Services Management Console)

1. M https://console.aws.amazon.com/ecr/repositories ¥TFf Amazon ECR ##|&
2. MNemEd | RFIEEXNHRTE W BRI NF6ENXE,
3. ESMBEKRTHIAEEMRT | EEEMREE.
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4, HEIEFHEENEHLERE-NFEE A REEARETIREREREAHRKE,

5., BERFRMENEGARRBIEL , EREEMNAAN, I,

6. ABMIHEGEARRBANEEATHFAGE.

a. NFANRER , MAZANRERNES. RUEEFRE T 4 on /8 5 R BEH N &9 B2 IR
FFo

b. XNTFMUIER , A ZEam B REH N YA,

c. NTRREREA , EFEMHRIC (BEFTE ). EfRiC ( IIRTE ) . RFIEZHER,

d. MRRERDERNRERIC (BEFTE ) K MNTEEATERATENFE , BRI LIE
EHFEBEA (*) WREGIRZSIR , MERBENEGARRBERITERE, 610, RIREN
BR&FRICH prod, prodl, prod2 & , M A LMERE prod* KX AEX LRGEHITIRME, W
REEZIMME , MMEREEMBEEERENER,

/A Important
BN FRERZSAUMERAENBES (* ). fl, ["*test*1*2*3",
"test*1*2*3*"] AW , M ["test*1*2*3*4*5*6"] T,

e. WMRRERDEENRERIE (REE )  WNTEEATIHRCENITE , BAUEE—
MREFFETR | LWERBEENE DB FEHBNITIRE,

f. NFERFZH , EFENEERRESCREREITHEY , RAEEE—ME

g. 1%# Save (&RE) .

7. BEEE 57 SUCIEHEMNE L BRI,

8. EETHEGAHRBMN , HERKREHEITMR,

9. EMAEMEAHANNERTER TS , EEEWEAHRBETIEN 0,

10. WRNMKERFE , BEBRNANERARRBUEESEEANNEGERRK., NAE®
FHREE K SEMNERIE 24 NTHTH.

1. WREXNMKLERTHRE , AUMBR— RSN HEFEARAN , QIR -NHZAIHANRERE
1, ARBEENH. MENFNHEFEBRUNERNEGERRENA , WA NFREEE
FEF,

B2 4 n /3 HA SR A%

4 o BRI RS 0|2 - AR EREANFERERGIHHAN, UTEFERIFAIZEREH
g, QIREDEMERE , SXENERSE 24 PRI H.
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/A Important

REXKEUEEGEAHRBENL  UBRIEGAPRBEANZRDNEEFETH. BXE
ZER , BRI BE R A RBENL,

BB 4EHEA R (Amazon Web Services Management Console)

{5 P2 5 & 0 22 4 o5 B HA SR RE

1.

o o k~ w DN

7.

M https://console.aws.amazon.com/ecr/repositories 3T FF Amazon ECR #1154,
MSEF | SRS EXNH IR 4 o B H RN F 6 E 0 X,
ESMBEEPNIEIMERT , EBEWE,

EAEERERNE LER—NMERE  AREARETHSIRERE G E LR,
EZERENEREARREIEL | EREAN,
WMAEDEAHREANA AT EHRES,

a.

f.

g.

NTFAMEER , WAZANE LR RS, RN TFORE T 4 a5 F H R BEI N K B2 IR
FFo

N TR | v A% a0 B R B AN A A
X FERBIRES | REEHRE (BEMFTE ). BFFic (REE ) . KFEHER.

MRBRGRSERARERIE (BRACE ) , UNTEEATEERAFCTEMNRE , B LS
EFEERS (*) WREIRZIR , UWERBEENESRASERRIITIRE, 6l RIZEN
BRRFRIEHN prod. prodl, prod2 & , MALAERE prod* KX FAAEIX LRGN ITIRME, W0
REEZIME , WUEEREEMBEERSHNESR.

/A Important

BMNFRERZSAUMERAENBEERS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] T,

MRRERTEENRESRE (IRTE ) , WX THEEATIREENIFE , B UEE—
NRGIRZFI TR |, LUERIEEM AL 5 B B RS IRTIR A,

NFEEZA | EFEEMNEERGURIREITBET , RBEE—ME.
ii?% Save ( 1%T7‘ ) o

EEST5-7 LoIZEMEREHRBEAN,
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B4 A B KB (Amazon CLI)

£/ Amazon CLI #1245 B HA SR s
1. FKEENHGIRE S E R F 0 ER B

aws ecr describe-repositories
2. BIEEN policy.json WA H A HPIeEmBAREBNANE, BXEmARRERE ,
BHS A £ AR R,
3. BREEFHESNHSIAENEWERRE JSON XHREIELEmEARRE,

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

A an A A SR g 9 TR
ATRRESERE  HPERTER.

F&

- REGRGERHRMEL

- REGGITHIRIL

- RES NG L

« RPN APGEIE S IRE
- BEABRE

RIFR GAE R B PRIFE

DUTREVERT — MR E AR EL |, ZKEEH prod* B tagPatternList XKHRER
LA prod kMRS H BFERNEEY 14 RAWBEGESTH,

{

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
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RAriEmE

"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

I

"action": {
"type": "expire"

REFEGREITRIFR

LR ROVERT — MR AR ARRKEE , ZRBEFNRE — N RIF ARG H ERT R E bR G

"description": "Keep only one untagged image, expire all others",

g\HO
{
"rules": [
{
"rulePriority": 1,
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
}
]
}

RIE 2PN Tk

LT ROEEGRERREPERSZAN . LR T — AN RO E M 4L or B R AR E RV

B,
R~ A

FHERR

£ an AR R B
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RAriEmE

- BB A, FRZHIR : ["beta-1", "prod-1"] , SH#EE : 10 K8l

- B/ B, I3XHK : ["beta-2", "prod-2" , BH#EIX : 9 KAl
- 8% C, IRZIHIRK : ['beta-3"], SHE : 8 XAl

4 EH SRR SO
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],

"countType": "imageCountMoreThan",
"countNumber": 1
1Y
"action": {
"type": "expire"
}
1Y
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}

it E RN ZER

« AN FRATEBR prod RENHER. ENZMNZRENERITHERICESR  EXRT—IHED

HEE&ER. ©FRE ARICHATH.

£ an AR R B
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« AN 2 FRATHEBIR beta RENHER. ENZMNZENRERITHEIFICESR , EXRT—IHED
HMEE&ER. ©HRE A NE&BIRCAIH, B2, AN 1 EfRERE A, IREE&BEYH ,
MEBRAN 1, BBk,

- R BHRASTH

=61 B
XEHENRANE | ERNEERINF 2 ERARTER,
FRENE -

« B&A, FFZHEK : ["beta-1", "prod-1"] , SH#EZE : 10 X#]
- B1% B, IFXY|K : ['beta-2", "prod-2"] , BHERE : 9 KAl
- 8% C, IRZIIRK : ['beta-3"], BH#E : 8 KAl

4 n B HA R B UK
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},

"action": {
"type": "expire"

}

"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
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I
"action": {
"type": "expire"

}

Lt AR IZER
« AN 1 FRRTEEBR beta MEWER. CRNEZMNEENEETBINCER , ERIRT-—IRED
HEE&ER. ETAEIME=ITEE , FRER A NRK B R AT H,.

« AN 2 FRRHHEBR prod REMNHER. ENEZMNEENRBITHEIFICESR , ERRT—IHED
HEERERR, EARBIEMRE , RAMBTHEEELEAN 1 #7712 , R A FricHMSR
&

- R HEHBAFNBEIH.

EEANHNRIFESDIRE

UTFROFENANFHNSMRERRIEE T EREAYPRE T L EHREHRT —NROFEENEHRE
HASRRE AR 45 RAV LA o

R~ A
EEAMNN EEESMIEEAN | RELTEREH HAREE N TE,
FHRERNE

. BRA  FRET
. BB, FED
& C, HED
&D , FEF
BAE . RES
. BERF, LR

[i—2

& : ["alpha-1"] , BH#% : 12 X8I

& : ['beta-1"] , BHEE : 11 X5l

% : ["alpha-2", "beta-2"] , BH#EE : 10 K&l
% : ["alpha-3"] , D% : 4 K3

% : ['beta-3"] , D% : 3 KAl

% : ['alpha-4", "beta-4"] , BH#EIE : 2 XHI

—_—

S

S

—_—

[—2

"rules": [
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{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
.
"action": {
"type": "expire"
}
}
]
}

Lt A RENZER

« AN 1 ATIRAFRICARIR alpha Mbeta WK, EAINEIHRGK CMF, EMZFCEITERXR
M&ES B C FELEML,

- 58 RGECETH.

= B

LT ROIGEBAFRET RIS/,

FREAR

. BR A, FRZY|K : ["alpha-1", "beta-1", "gamma-1"] , B#EE

- B/ B, /3L H|K : ["alpha-2", "beta-2"] , B HEE : 9 KE]
« B, C, FrZ%Ik : ["alpha-3", "beta-3", "gamma-2"] , E#i% : 8 X8I

"rules":

{

L

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",

10 X&i

£ an AR R B
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"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"

}

Lt EHRENZER

« AN 1 ATFIRAFRIEERIR alpha Mbeta HBRK, EAUBRIMANRR. ENZNKREHNER
FEtricR R ETRT I HELHTEES,. ©RER D REHTH,

- ER HGEHBANBEIH.

fEEARE

LTSRS ROEEEETRAMERFNIEREG. WARMT —NROFEEMNE R EHRK
AR 45 REVIEEA

=~ A
THERTNATHRERANERRE —MIGHEME EOR G YR £ o B RKIE %,
FREANR

- BB A, LYK : ["alpha-1"] , BHEE : 4 X0
« B& B, HRZH|K : ["beta-1"] , OHEE : 3 KHi
- BB C, LR [, BHE 2 XAl

« BB/ D, FrZFIK : ["alpha-2"] , BHEE - 1 XKE]

"rules": [

"rulePriority": 1,
"description": "Rule 1",
"selection": {
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RAriEmE

"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
I
"action": {
"type": "expire"

}

LA AR ZER

« AN FRRFIERSG. EAMBEIRE A, B, CH D, ENZESHEGZANAMERMRET

H. EFEB/RA. BHCHRicHIH,
- ZR HBA BMCEIH.

~fl B
LU RGIGER T RIFT A AN B & 7 — SR B Y A o B A SR
FRERNE

« B&A, FRZHK : ["alpha-1", "beta-1"] , BH#IX : 4 X70
BH B, HREFIK [, S#* : 3 XAl

« 8% C, HZHRK : ["alpha-2"], BHEE : 2 KAl

« BB D, HRZHK : ["git hash"] , BHEE : 1 XAl

- BB E, XK |, BHE 1 X

{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha"],
"countType": "imageCountMoreThan",
"countNumber": 1
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I
"action": {
Iltypell: Ilexpirell

"rulePriority": 2,
"description": "Rule 2",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1

I

"action": {
"type": "expire"

}

"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"

It AR IZER

« AN FRRATEEBR alpha RENER. BIRIERA M C. ENZRERMEGHRERERIT
BRI, ERERARIEATH.
o AW 2 FRIRKRIRIEHIER. ETNIRBIHEG B M E, ENZFEEE —XNEGIFCHITH, ©
MERE& B RS ATH,
« M 3HFIRMEERES. TIRBIKEHRA. B. C. DME, ERNZREBHEGHRAREGFIEHIL
B, BR , EXERIERHB A, B, CRE, ANENHARERESHMMIAL, ©FHEE D IRH

T,

EaEE R e
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. BB A BHMDERH,

RIS AEMN

B ERERBENFSHRITEM , UL BEMREHRE., N FHERE TFAIERZE , IR
ﬁ“\%ﬁt?ﬁLi/\%"@mEﬁKEﬁ{%ﬁqﬂ B1FE |, iR [E ImageTagAlreadyExistsException 4§
Ro HIFHEFBIRER LM, EMMAERS , ETENEERSERBENFTATE , MGEHAR
ZHERNTE,

£ Amazon Web Services Management Console #1 Amazon CLI T& | & A LAfE #1746 EERY I 2 3R
EREENANEFREFERERGHRENTEYE, XTEHESR , HZH QELEFEE M KiEF
BEME,

BREER T RSN FMRE
ERAATHT —IREERTAIERENTREGEFEEF,

 create-repository (Amazon CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

* New-ECRRepository (Amazon Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

EMNAFHEENREBIFZTEMRE

FEANTR T - EMNAFRENREIRETEMRE.

 put-image-tag-mutability (Amazon CLI)

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

 write-ecr () ImageTagMutability Amazon Tools for Windows PowerShell
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Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

R

Amazon ECR REH#ER B TR BRRERPNRGEFE. RESLTHAMRKE,

. 5B —Amazon ECR 5 Amazon Inspector £ AR AT BN E#EN BaELEE., AR
ARG RAFERERENERESEIRE. HHMFHREN , HEERLEH , Amazon
Inspector & & Hi —1MNE4 EventBridge ki@,

« EXRP#E—Amazon ECR EAFFIR Clair B FHNE LR EMEE (CVE) BiEE, BIERAE ,
B LU ERE N EHENERE , B RITFEE | ™ Amazon ECR 2RMHRAEE RS
o

{5 FH ik SR A

AAREEFMREEREBGHEMEE , EUUEERHEMAFME | WA USERERGRREFFEEFELDHET
Elo

£ A basic ( £ ) et , BULUEERMEAEFARTHE , UEEFHLEFREERENEHIE
MEGHTRERH, N TEATFESERDHENEEHFERANFREE , BHIREN manual ( F
) FHEMR | XBWESHF AR REITHE,

£/ enhanced ( #%8 ) FH#N , EAURNMEAENEEZRE S EERESRY. FAFFESERA
HREFGNFHEERGSEZEAAE, NREEREBRPBA N HEEABNEEZRES AIEE 7THES

%, HER—EFHEEFEZSANFEIESHE , W Amazon ECR £ ST M EMES T HEFESH |
R R HEIE R EE R

EEMERNRE  REBEFNREARMFCE IS LMAERGNAMBEFREERN. TREFRF (*) NF
BERHTEEAFEERR  BREFREETEREEEENTNENXSANFH. TREH/T R,
HAEEERREKRFH LR, mMIRERFEEENH LEE,
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prod repo-prod prod-repo repo-prod- prodrepo
repo
- @ @ @ @ @
R R R R =
E @ @ ® ® ®
- @ ® @ ® @
5 z £ z =
- @ @ @ @ @
b3 b3 b3 R b=
o ® ® @ ® @
£
« @R
« EXEH
B8 3

Amazon ECR #5813 25 Amazon Inspector (W& , ENEHNASFEGEMREIHA, Fo2P0E
AEMBREEERERENERESIRE. B LA Amazon ECR 1 Amazon Inspector E %
EEAME R, BX Amazon Inspector WEZER. , 1S H Amazon Inspector AR5 EA
Amazon Inspector 3 IE AR E %

EBYIEB T , BRI RREWLEFEEHRTANELAHE  KEWLEFRETHENDH, It
BRFET IR BAHEIRIERMF K.
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https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html
https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html
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HEARNERSEM

/5 Amazon ECR AR NERUTRE,
- FEALLINEETR S UWEL Amazon ECR HEIS\ %% , 1B2 Amazon Inspector & WEU BRIV TR
BXEZEER |, 55/ Amazon Inspector EHTo
o UTXEAXEFHEREAM
o FZ ( FIBXEE ) (me-central-1)
« IARMX (BEHE) (ap-south-2)
- LBY (Bh4%X) (il-central-1)
« WAMKX (2/RA ) (ap-southeast-4)
« BXM ( BIESF ) (eu-south-2)

« Amazon Inspector TIFRBIFEIRERS. RINTEIIRK , 1S5 Amazon Inspector i P15+
B STV IR E R S - Amazon ECR 1,

« Amazon Inspector SEARSEHEX IAM A& , ZAGRM T HFEHERMEEAEPMENNERE, HF
BEMKRITSEEITEE , Amazon Inspector 2 B3I 8IZRFHEX IAM €, BEXEZER , BS
% Amazon Inspector A PP F ARSI A € AT Amazon Inspector.

o MBRAIEEMIRAIBTT S EBAMET , Amazon Inspector FHXARFE B G HEIX BRI BIRBIE % 30 X
A #EIXF Amazon ECR HBR G, RGNS ® N SCAN_ELIGIBILITY_EXPIRED, N8
BEELLE Amazon Inspector X LLARG | NI NG H B H X B ENFMHE.

- FREBRBEFEMIET Amazon ECR WATERGHLERENFENBNFEAE. RANERT ,
BartEhEmEAY, igEREN Amazon Inspector I AREEB. EXESEL , 3N EX
1858 3 R R A i

« R Amazon ECR FARZEMKRITE 7THEBEHE , WA R EREMIERABMFSHHIHIL
FUNFBEFERE, TRHSEAMESFANEAFRERER off AHHE  FAF2HEAH, T
XBERERAEBITFHEE, BXRESEE , FSN EAMESRMt,

- MREEHHEABINEERF P BIEETHESRY , HER—FHERFESSNFIERYE , W Amazon
ECR fEHIMTZEMENELABMESRY , MARKEARKESR Y
- BRERAEE , YEMENTBINELX4ETL EventBridge B , Amazon ECR £[ &% — 15

¥, EventBridge H{IHBPABMTHARBIE, EHMFERABGITHELE RS , Amazon Inspector &K
HEH,
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ATEH 1AM R

Amazon ECR #5813 % E Amazon Inspector fRFHEx IAM € , BERSANEHAERIEHE
B IAM E4AERGERE#EPTEMN Amazon Inspector APl, RFAEEMERF S E®BITHET , Amazon
Inspector & Bz Amazon Inspector BRF#3x IAM B, BXEZEE , 55 H Amazon
Inspector A P18/ PRV IR <A & AT Amazon Inspector,

AR 1AM policy &% F /5 BFIEAEREPABENNR. ©3E Amazon Inspector &2 RS 4H%< IAM
BEMENNR , URIFEMAEBRABNKLRAEE RPTER Amazon Inspector API X R,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"
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{5 A 18 58 1

F /38583 ( Amazon Web Services Management Console )
AFIEEMERFF 8B ( Amazon Web Services Management Console )
PHEEEESNMNXENFATEMRRBIE L.

1. M https://console.aws.amazon.com/ecr/repositories 3T FF Amazon ECR #2#14&,
2. MNemEd  RFEENHREABEEHNXIEH,

3. ESMBEKD , &R Private registry ( #ABEMEK ) . Scanning ( 8 ) -

4

# Scanning configuration ( A EE ) WEH , 7 Scan type ( FA#ERE ) %$F Enhanced
scanning ( {533 ) .

5 (A& ) BIAMERT , Enhanced scanning ( #8381 ) & FEPRSE , MEFEEBRENE
SR, BRI LUEEEUHIERF Continuously scan all repositories ( ELIWFIEFM@EE ) Sk
EXEXRRAAREE, AE , EUNGMEFHERENEHENTAE , WA NELRE
MFEENPFEEE R MW RBFIERG, RBHBRERMER , B LUERE Preview repository
matches ( FUE 74 BE TEE ) AR UESE Atk PRV RLE 748 B 5 LV TR E SR T EL

/A Important

RABENNFEFRMREREES MR EFHEESN. TEER (*) ATHER
HEFRERR , BENSKEREFRESHPHNEIHZSIZR.

6. EERE
7. ELEFRERAENBIMNXBHEEXESR,
F /51858348 ( Amazon CLI )

fEFALLT Amazon CLI 5 53&3¥ Amazon CLI AEMAEEMEBF S8BT, EALMER rules X
RIEERWIEIESRM

* put-registry-scanning-configuration (Amazon CLI)

LT REGAENREEMERFABEERE. BRIABRT , RKEEE rules , Amazon ECR &
FHERBIRE NN FIEEEE#TIREEE,

aws ecr put-registry-scanning-configuration \
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https://docs.amazonaws.cn/cli/latest/reference/ecr/put-registry-scanning-configuration.html
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--scan-type ENHANCED \
--region us-east-2

LU RGN BB EMRIT B EEAB A EERMEERS. TOIHNREBERAINBHP
WA prod BFRE i BT /B =&,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFiltexrs" : [{"filter":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

T RERANENBBEEMERTEERBARAEES N AEHERMS . ROIPRNRERERERN S
MAPHHE prod WATEF@EETBHFEAME , FAXNMEHAF#ET B REMEEHEHE,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexs" : [{"filtexr":"prod","filtexrType" :
"WILDCARD"}], "scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFiltexs" :
[{"filtex":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

BB R s et i

Amazon Inspector X FEEFE LB EFMENTLERE., BIAMBRT , HEH Amazon ECR FAF
EMRF S 1858 | Amazon Inspector [RE £ FE N BENFMEE | EZIM BRI G REE A 18RS
. TTLAEA Amazon Inspector i% &%l Amazon Inspector 33 B GAVIFLLRT R, WTRAEEFLER
EREWER (EIL) . 180 XF 30 X, HF#HENPEFLNEEIN , ZYHAERER , o
£ /R SCAN_ELIGIBILITY_EXPIRED WK, BXREZEL , 25 Amazon Inspector AP 15
B EHR Amazon ECR B3 EFH AL A,

FougmiaEFsatmgE

1. $TF Amazon Inspector ¥ #|& , Mt https://console.aws.amazon.com/inspector/v2/home,
2. TEEMSHH , BFf Settings (RE ) , RFEE General (B ) -

3. £ Settings ( ®i& ) TWE LAY ECR re-scan duration ( ECR EFHEIFLERE ) T , BB —ME
B , AAEiEHE Save (RE ) -
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EventBridge 4

BRERBEEE , YFEEENREMER LT EventBridge &Y , Amazon ECR @B &% —1MNE4,
EventBridge HAIBRAWMTRURGIE, EFMIXMBEGRIFHEL RN , Amazon Inspector £ % HE
.

TR ERERREREN

JEMRTEEERAHEE  SFE TREAMNRREE RN , Amazon ECR FRENATEH, X
SREECENFRE, EEEXEHEENDHEME  REEFE 7 HBEHE TR 174 B el 2 S
BRIRG. BEXESER , BSL E6HHE.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
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"scan-type": "ENHANCED"
}
}

MR BREENESF (BEEAHE )

FEMRITFBEARREE , BRBREEETRE , Amazon Inspector 2 KX T EH, finding-
severity-counts SEHLURE = EMRFINE (MREFHE). Fln , MREGFSEFEM CRITICAL
RANER , MFLREEFEMAXBITH. BXEZEL , HSN BEEHE,

SHERX

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

R

"version": "Q",

"id": "739c0d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},

"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",

"image-tags": [
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"latest"

REPEERENOSEH (BEEAH)

FEMRFFERETEE , £, FEHIXAMGIEL RAT , Amazon Inspector 2 KX T E
H, BXEZER , BFSNA EaEAM,

EHREN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]

R

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd@f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {
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"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

},

"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
.
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": "NVD",
"version": "2.0"
.
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": "NVD",
"version": "3.1"
}

]I

"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [

{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
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"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"
}
]
I
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
I
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"
}
I
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",
"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"
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}

RREEHBERS

ALK R EXATERNREEEAENARER, AHESRREELRBNKE (CVE) BFEFEFELT
H R LAY B RO

BARAHRERENELRENHERMAEE , FESH FERGEERE,

KREBGPEER (Amazon Web Services Management Console)
B33 Amazon Web Services Management Consoleff i LA T Z B REBRIAWLE R,

M https://console.aws.amazon.com/ecr/repositories ¥TF Amazon ECR ##H| &,
MNEiEd | EFRENEEEREN X,

ESMERT , EFRFEE.

EEMENRL SR ERERRERNEGNERE,

£ Images ( 5 ) WEM Vulnerabilities ( & ) T , NERZHABEE RN EBIEF See
findings ( EEHHAEE ) -

6. Z&EF Findings (4R ) i1, Name ( &% ) 5 HJEIE B F=21E @ Amazon Inspector 12 & B 6%
B, fzEHed , BUUEFEZFAEE.

o b w0 Dd =

KEREGPEE R (Amazon CLI)

&3t Amazon CLI S5 AT Amazon CLI i i REBGHAMLER. LALUEMA imageTag R
imageDigest IEEH K/ , XFEE A LAFEA list-images CLI a5 HIKEL

+ describe-image-scan-findings (Amazon CLI)

T RBIERBERZ.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

LT RBIERRERE.

aws ecr describe-image-scan-findings \

R API R4S 2015-09-21 127


https://console.amazonaws.cn/ecr/repositories
https://docs.amazonaws.cn/cli/latest/reference/ecr/list-images.html
https://docs.amazonaws.cn/cli/latest/reference/ecr/describe-image-scan-findings.html

Amazon ECR AriEE

--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

EARDHE

Amazon ECR RREEARRE | ZXRBEAFIR Clair IE PN ERRBMNIKE (CVE) BEE. &
AEIMREERERRDERE | &7 R E 760 ERERA IS EF WL FM#EFEREN XN
FE WA URITFEME. Amazon ECR Bt THHEERNIIR, N TENBHEG , TUE 24 /hat
A —IX. Amazon ECR EAFFIR Clair Bl B W E LR EMEKE (CVE) BiEE , ARMPEAINE
RNFR. BALEEARERURNAXEERENTREGNLZLUNER. BX Clar WES(E
B, B HALH Clair, GitHub

Amazon ECR R L2 EURHA CVE M™EM (RTH) , BNBRIEABRREITED RS
(CVSS) 49, CVSS ¥4 AT TIRE NVD iR EM TR, BEXEZER , BSHE NVD ®E™EM

FAERPERN , B UEERIEMESEHTAE , WEEEBEEMERENEHEETESN

HITEGAE., X TEATHESHEMFERHNEMEE , BFREN manual ( F31 ) AHEMRE , XE
REMSMFHARARTEEHRTAE, IUARSIMNESGRELATANESGHABER. BRAETK

J& , Amazon ECR £[@1I D i# % 3% — 4 CloudWatch =4 EventBridge ( LBIFAAEH ), BEXES
8 , 20 Amazon ECR =4 #l EventBridge.

ARAHRERENELRBEVHERFAEE , BESHR FEREEERE,

ERNREREREK , N THERURE , RINBUESASEAZSNRERSRAE, REMNEECR ,
EFFHNRERSRTBERMNTHTEN , MAEWSERT , TBAENRAHFNLE LG, It
A, HERENRERENFEIFRERN , —EHEBLNENNE2RPHIBRAENLZLNE
M, —BEoRAEHMBNEN R , Amazon ECR AR BXFRAMEREFERE. Amazon
ECR N EFEFNEERETLNEMRAELRBNNATREAES.

BRIERS TS
Alpine Linux (Alpine) 3.19
Alpine Linux (Alpine) 3.18
Alpine Linux (Alpine) 3.17
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RAriEmE

BRIERS

Alpine Linux (Alpine)
Amazon Linux 2 (AL2)

I 55%h Linux 2023 (AL2023)
CentOS Linux (CentOS)
Debian ARZ58% (Bookworm)
Debian fg558% (Bullseye)
Debian fkS58% (Buster)
Oracle Linux (Oracle)
Oracle Linux (Oracle)
Oracle Linux (Oracle)
Ubuntu ( R )

Ubuntu (Jammy)

Ubuntu (Focal)

Ubuntu (Bionic)

Ubuntu (Xenial)

Ubuntu (Trusty)

ERERRE

[ES

3.16

AL2
AL2023

7

12

11

10

9

8

7

23.04

22.04 (LTS)
20.024 (LTS)
18.04 (ESM)
16.04 (ESM)

14.04 (ESM)

BMIAMBERT , Amazon ECR EFrEREEMR EEAEARH, Fit , BRFELER TREIMR LN
AHERE , SNFSERERGHE, GUUAERATSIRBIERETER T EXAQHAEHERIARS L

EX—PMHZSNEHE,

EXRH
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REABEEMERIFZEARIFTHE ( Amazon Web Services Management Console )

AEEEES KN AEEMERR D E Lo

1. M https://console.aws.amazon.com/ecr/repositories ¥TFF Amazon ECR &,
2. MNemESd  ZEENHREABEEHNXIEH,

3. ESMBEKD , &R Private registry ( FABEMEK ) . Scanning ( 8 ) -

4

# Scanning configuration ( 3 EE ) WEH , 7 Scan type ( AR E ) % Basic
scanning ( 243 ) .

5. BUANBAT , ENABEEHESRENFHHRME, SUNEREBTEEEENEHBHEERERTE
HENPAHE, BRUNFEFRERR N FREREREEHNAHE. BXESER , F50 EAF
i

FHHAERER

HEEAREFREFAREENEENAHENGEGRN , TUFHFREGEH, SRABTE—RNER.
LR BFENHEHEENEAHE (WEEE ) URE[AFIHEE,

BXRAHREBNELRBENHEERMEE , FSH FERGEERE,

FHRFHAHEES (BFA)
#Eid Amazon Web Services Management Console fEF A T S B B F S EBH M.

1. M https://console.aws.amazon.com/ecr/repositories ¥ 7 Amazon ECR &l &,
2. NeEd | 2REIEEEENXE,

3. ESMERTP , ERFHE

4., HEEHEENEL , EREEARNRENEMRE,

5. ERBNEL , EREAENSESG , AEEFAH.

FaFahiaE & B, (Amazon CLI)

FRALLT Amazon CLI s R B BB FaAHE. EAILER imageTag = imageDigest IEEE
B, XFEEAUGBEA list-images CLI B IREL

+ start-image-scan (Amazon CLI)
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T RBIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

UTROIERRERE,

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash --
region us-east-2

FaFhA#EE B (Amazon Tools for Windows PowerShell)

£ LLT Amazon Tools for Windows PowerShell ss S Bz &N Fzh A8, Bl LUER

ImageId_ImageTag = ImageId_ImageDigest EEHKR , XHEHAILUEA Get-ECRImage CLI
DA
an S 3R B

 get-ecr () ImageScanFinding Amazon Tools for Windows PowerShell

LT ROIE R R EIRE,

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-east-2
-Force

LT RBIERBRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -Region us-
east-2 -Force

RREEHBEERS

LA R ERXTERNEGRENAREER. ARERBEELRENIKRE (CVE) BEERTEMT
H R IV R AR

BARAHRERENELRBEVHERAEE , FESH FEREEERE,

RERBHGHABEER (BHE)

#&)3 Amazon Web Services Management Consoleff A TS BREREGIELE R,
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1. M https://console.aws.amazon.com/ecr/repositories ¥ Amazon ECR ###l &,
MNP | ERECEFMEN X,

ESMERD , ERTFHEE,

EF#EEREL , ERISEARRRERNEGNFEE,
ERGENHNFEIT  ERERZHAWERNEGNIFHAES.

o M w0 b

REREGPAHELE R (Amazon CLI)

JEid Amazon CLI LT Amazon CLI i TR FREBGAELE R, B LEA imageTag
imageDigest IEEH K/ , XFEE A LAFEA list-images CLI 5 HIKEL

« describe-image-scan-findings (Amazon CLI)

LT ROIE R R EIRE,

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

UTROIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

BREGPEER (Amazon Tools for Windows PowerShell)

£ A LLT Amazon Tools for Windows PowerShell if S REGIAEER, B lER

ImageId_ImageTag = Imageld_ImageDigest EEHK , XHEH A LUEM Get-ECRImage CLI
T IRE,

» get-ecr () ImageScanFinding Amazon Tools for Windows PowerShell

T RBIERBERZ.

Get-ECRImageScanFinding -RepositoxryName name -Imageld_ImageTag tag_name -Region us-
east-2

UTROIERBRERE,
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Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

AR ERN

Amazon ECR ZX#EFUTRBEB/BERR -

« Docker Image Manifest V2 Schema 1 (5 Docker iRZ 1.9 MIE RIRAE S FEH)
« Docker Image Manifest V2 Schema 2 (5 Docker iRZ 1.10 MEFHRAE S M)
« Open Container Initiative (OCI) #58 (v1.0 F1E SR A)

¥¥ Docker Image Manifest V2 Schema 2 X iF AT iR LA ThE

- EBNEMREEAZSMIRE,

« XEEM Windows BEsEB. BREZEE , 5% Amazon Elastic Container Service FF X A &
MR WindowsH & # 31X 2| Amazon ECR,

Amazon ECR &5 $ 1

#£ Amazon ECR FEIXMIBEUR KRS , MR 2R 512 E i (620 Docker) & 5iE MRkt TBE AR
EPum T #ERNEERXURER TREENEMRIEKR —H.

£ 5 Docker fRZA 1.9 RE |BIRA R E G #IXZE] Amazon ECR K, B&E RN FEFEMH R Docker
Image Manifest V2 Schema 1, £ Docker ARZ 1.10 T E FT AR A4 5 #ix E| Amazon ECR BY
HH BRI EEM® R Docker Image Manifest V2 Schema 2,

£ M Amazon ECR ZrZREVEBRAT , Amazon ECR HREFHEFEMETNESETERN. XH
ERREBEHRZRNN , TFHIRE, MRFFIRTERMFENESFERN , U Amazon ECR £
FREBFLRMNBEFIHREBEBNEN, G0, 2R Docker 1.9 BEFIHIERNEGERFHERX R
Docker Image Manifest V2 Schema 2 , 84 Amazon ECR LA Docker Image Manifest V2 Schema 1
KABEZEFER, TRNA T EFRSRIVE B Amazon ECR X#EFH AT AR ¢
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Amazon ECR

RAriEmE

&P im iR R

V2 Schema 1

V2 Schema 2

OCl

/A Important

#£H7 V2 Schema 1 #
% ZE ECR

THEHIR

T AR  BEFm
FE5R%E| V2 Schema
1

7o A R ¥R

#£5 V2 Schema 2 #t
*ZF ECR

2 # N V2 Schema
1

THHR

2R OCI

&% OCI #3%x%F ECR

2 ¥H# N V2 Schema
1

2N V2 Schema

MRZFFHERIMESR , MEETANKR, BNEFIRAMA T 76 E Amazon ECR RIVE
BEERKRN, WRETE Docker 1.9 HE |IHMRAKZF 7 i L R E 1K Docker Image Manifest

V2 Schema 2 &% , WEZREESR, BXEZER | 1B

o

2 Docker X R EMERE

LRGP |, WRZEFEERRE —HFB , Amazon ECR 2R EGFLRRN B A imeeBEREN

B BEREIAI.

¥ Amazon ECR B &5 Amazon ECS &&EH

B LAMEA Amazon ECR A B R EXREERR/EGNMH , L8 Amazon ECS 15
AR MAFIREUX L E &I, It , Amazon ECS = Fargate BEs B XM B 1T
ecr:BatchGetImage, ecr:GetDownloadUrlForlLayer = ecr:GetAuthorizationToken

API & BRI PR

FrER 1AM R

TRERTEHEHRBEFHAN IAM A€ |, ZABRNENESM Amazon ECR FAE 7 FEIREURH
TFIERINBR. Amazon ECS Rt BIEFIENENIEE IAM KBE,

¥ Amazon ECR B {5 Amazon ECS &4 16/
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Amazon ECR

RAriEmE

BaRE

Amazon EC2 3:4l -

Amazon ECS

Fargate £#9 Amazon ECS

S\EZRSE4) E#Y Amazon ECS

/A Important

IAM & &

FEAREXEN IAM AL | %
A’ S5EME Amazon ECS

S 81 Amazon EC2 3=I#
xEk, BXEZER , BES

%] Amazon Elastic Container
Service FF& A RIEE A S
%4 1AM £,

&1 Amazon ECS £%
E X H 5| HNES AT IAM
At., BXEZEER , B

%] Amazon Elastic Container
Service F R A RIEEEFHES
BT IAM B,

FERARSERG IAM A6 |, %A
& 553 M2 Amazon ECS £ &
B 7S it FR 55 S8 SRR LML (VM)
MXE, BXEZER , B
¥ Amazon Elastic Container
Service F A AR IEETHN B
25l Amazon ECS £,

Amazon % IAM policy

AmazonEC2Container
ServiceforEC2Role

BXEZER , SN
Amazon Elastic Container
Service FF R AR IEREF
B AmazonEC2Container
ServiceforEC2Role

AmazonECSTaskExecu
tionRolePolicy

BEXEZER , F2H
Amazon Elastic Container
Service F A ARIEEFH
AmazonECSTaskExecu
tionRolePolicy,

AmazonEC2Container
ServiceforEC2Role

BEXEZER , BEZH
Amazon Elastic Container
Service FF R AR IEmMEF
B AmazonEC2Container
ServiceforEC2Role,

Amazon & |IAM policy B2 AR A AT EXLAMNANMIE, EXTBERT , XLEEM
Amazon ECR A B 7 FERREUT FEHN RENR,

"Version":
"Statement": [
{

"2012-10-17",

FRrER IAM R
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"Effect": "Allow",
"Action": [

ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

£ Amazon ECS S E M HEE Amazon ECR &%

812 Amazon ECS 5 E UK , AT LUEETE Amazon ECR A EHEFREN TSR R. £
FEEFENH , BRI EH Amazon ECR B&FEHATEMN registry/repository:tag g, #l
4 : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

UTESEXRBEREERTATEERE Amazon ECS 5 E X H# Amazon ECR HEE M B IRMRE&
HYIE o

"family": "task-definition-name",

"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

}
]I

$¥ Amazon ECR M{& 5 Amazon EKS &&fEH

B0 LU Amazon ECR M55 Amazon EKS &6 , BEEFRE LT EREH,
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Amazon ECR AFiEm
s WFEFERTAIBITEENT S LIEEH Amazon EKS T{Ef gk , HMIBR Amazon EKS

Worker 7 & IAM A€ ( NodeInstanceRole ) » Amazon EKS Worker ¥1 & IAM A& %I E A
T3ERF Amazon ECR # IAM policy X PR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

® Note

WMREMER Amazon EKS Al THH eksctl 5 Amazon CloudFormation ikl £ T
ETRE  NFRERT , XE IAM R BRENATFENIET S IAM A6,

« X F7E Amazon Fargate LB/ Amazon EKS T{Efg; , B4 TEH Fargate 284 ( Pod )
TAE | ZABNEN Pod 2 7 M\FAHE Amazon ECR F#EHRIEGINER, BXEZEE
B S0 Fargate Pod U 1THA &,

« M Amazon ECR 5| &R , WA ARG EATER registry/repository:tag tif. i
i, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

£ Amazon EKS Z#EIEE 7 Amazon ECR LE£# Helm Chart

&1E Amazon ECR ARIEER Helm Chart A AR FEERH Amazon EKS £&8 L, UTHTRERTIX—

/AN O

FRFM

FFRERZE , FRRESTHA TSR,
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« REZIFRAEAMN Helm Bk, XESBREMFEH Helm k24 3.9.0 /REMN. BAXEZELR | FS
¥ Z % Helm,

s BELVEBEITEN LT Amazon CLIBIMRAS 1.23.95 2.6.3, BXEZELR , HSHAZED
E# Amazon CLI W& IRA,

« &BEF Helm Chart #IXBI|/&H Amazon ECR Fi§E., BXEZEER |, i5S R #IE Helm Chart,

« LEBE kubectl LAEMA Amazon EKS, BXEZ{EE , 155 Amazon EKS AAFEEHH A
Amazon EKS BIE kubeconfig., MREFHMUTHTHI , WAL EEBERE.

kubectl get svc

$¥ Amazon ECR & # Helm Chart 2% %] Amazon EKS &£&

1. @& Helm Chart 89 Amazon ECR M RIBIEEH Helm B, SN ENEIMBREE
e, SRESERN 12 M, BXEZER , FSRAEIMEREHRIL,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. REER, ® helm-test-chart BMANENFEE , FH R/ 0.1.0 BRHF Helm BRVFZ,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

W tH A A0 R AR

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. RIIERZE,

helm list -n default
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R

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (W& ) EFECLER Helm A%k ConfigMap,

kubectl describe configmap helm-test-chart-configmap

5. STHE , BRILAMEE DB EBRE RRA

helm uninstall ecr-chart-demo

Amazon Linux &4

2 Amazon Linux RS E G EHEAHES Amazon Linux AMI REERN A 4EMEE . ¥R Docker
THEABNERESR , A RAEEAKREHR, MMREHE Amazon EC2 F4X R AR FERH Amazon
Linux AMI , B8] LAfE 8 Amazon Linux BB G EN N ARFERRR L.

Al LAE AR FF & IR B Amazon Linux BEs5E1& , RS A Amazon ECS BN AREFHIEF
Amazon. BEXxEZ{EE , {55 & Amazon ECR M5 Amazon ECS &4,

Amazon Linux B8R BTE M Docker Hub ERA A, AR Amazon 7 & A 5121z AJ 3R 84X Amazon
Linux BB B&H X,

M Docker Hub $£EY Amazon Linux BS54

1. £/ docker pull @ F1RE Amazon Linux BEE %K.

dockex pull amazonlinux

2. (FIE) EXRMEITEESR.

docker run -it amazonlinux:latest /bin/bash
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Amazon ECR AriEE

Amazon Elastic Container Registry HVZ £ M4

Amazon T D EN=ZE M, EN Amazon BF , BENERABEARSREZHRBBECUWHNERMET
EWBBEROMMERETZ R,

Z2£ MR Amazon MENHBERE. TEHRBENREHRNZNLZEENZPHNR SN

« ZHEEM - Amazon AR RFE Amazon =HIZ1T Amazon FREEMIZE. Amazon &M@ R1R
B ERANERS . ERNAMmazonEAEITRIN—22 , FEZSFFRANEHNANEIELZSH
HEXME, ETHERT Amazon ECR NEAMITR , S REAMITXSEE N Amazon RS

- THHPZE2YH . BRREBREERH Amazon RFAE, BAEFENHMRARNAE , STEBIENHK
B, NTEIMNERUNERNEEEN,

B AEFEBIE T R A 1E £ Amazon ECR R AFEHREEN., U TEE A MMEE Amazon
ECR UEIMEN R MNERN B IR. b2 THNMERHEM Amazon ARS LAHE By & 5 = R
Amazon ECR %R,

FH

@A T Amazon Elastic Container Registry 89 Identity and Access Management

« Amazon ECR FHEERYF

« Amazon Elastic Container Registry B & # 4£3%E

« Amazon Elastic Registry PR ERIREL £ %

i& T Amazon Elastic Container Registry BY Identity and Access
Management

Amazon Identity and Access Management ( IAM ) 2 —I1 Amazon Web Service , IR B EE R &
£ i1 HEX Amazon BIRVEF. IAM B3 REFETUEE FHRIE (FF ) RN ( EENR )
£/ Amazon ECR &R, IAM 2 —IEFEZH /2t BN A £ AK Amazon Web Service,

E&

- BX

- FRASMHTEHRIE

- FRAREERER
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Amazon ECR AriEE

« Amazon Elastic Container Registry #1fi15 IAM £ & & F

« &M T Amazon Elastic Container Registry # Amazon £ & F#
« Xf Amazon ECR ERABRFSHEXHE

- BHIUBRSEEERE

+ Amazon Elastic Container Registry & T & 1 9 5K #& R~ 51

- FRAETHREHNHIEES

+ 3EZ& Amazon Elastic Container Registry B & 17 11/ 8] % FR [&] &

AR

Amazon Identity and Access Management (IAM) B34 F 5 =X B #2 a] LAE Amazon ECR F#HUITHVIRIE
M %o

RSP - NREFERA Amazon ECR RERERILE , ZNEER AN EIRUMENEIENNE, K
BIEERAES Amazon ECR WEERFTER T/ , BAEEEFNNIR, 7HMAERGRNBEET
BEEERBEREESHNE, MRETE15E Amazon ECR FRIIHEE , EZ M HEE Amazon Elastic
Container Registry K9 & 13 17 [7] £X BR (0] & o,

REEER - MREELTAREE Amazon ECR BIR , BA8EX Amazon ECR EF T2 1784

R, BERTRELHNIRS AP RMFREBL Amazon ECR WEEFER. RE , B47mE IAM B2 R 1R
REBERUEUBESHAFHONR, BEFZNHELNERUATH IAM WEXES, ETHEXENLAT
W{AF IAM 5 Amazon ECR #EFEAMNEZE L , HSfAmazon Elastic Container Registry 211a[5
IAM £ &R,

AM EER -MBELRE IAMBEELR , BUeFE TR NTEEREILEEX Amazon ECR i E#Y
FHEE. EEFEAE IAM FEHAK Amazon ECR ETF R KEE R , 2% Amazon Elastic
Container Registry E T 54 RBE =B,

£ & 21T B IR AIE

BB 2FER S M EIEES Amazon B A%, BUTHEHR Amazon Web Services IR AP . 1AM
APgBEES K IAM &3 TEHRIE ( ZFRE Amazon ) .

MRELmIES KGR Amazon , Tl Amazon FRERHFF XTI ES (SDK ) MasH1THME (CLI)
DEERENEIEUAMZRLSRZBENER, NREFEM Amazon TE , N AABETHERER,
BEXRERAEENSZBTESEERNEZER , H5H (IAM AFER) FHZEE Amazon AP i
Ko
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TieERMMEHRIESE , BEESERHATCEZSELR, HlM , Amazon BIUEAFERAZESHE
i (MFA) REEKFHNZEM, ETHEZER , H21 (AM BFERE) 8 £ Amazon H{EH
ZEHHRIE (MFA) ,

Amazon Web Services Ik 1R~

£12 Amazon Web Services Ik 8% , Sx ¥ AR — N K S B ATE Amazon Web Services F %R
WEZTEHRINBRHNEZRE M. LEBFAN Amazon Web Services Ik R |, B E6I K B Fr
HﬂE’J%%ﬁB#i&iﬂ:%ﬂ?ﬁﬂ’*% EARBZE M. BAUBNEFECARAFPHITEEES. RPHFR
RAPEIE , HERAXEEIERNTNRAFATURITHES. EXFEURAFSHEZINESHTE
ik, HZH (AM AFER) PREERAFKIENES

IAM A M4

IAM A F7 @ Amazon Web Services IKFF AXNEMAARNARFEERENRN —NS 4, EARE
BRT , BWERAIGHREIL K MARAREEKHEE (NFBMNHEEH )N IAM AR, B2, W
REE-EEENERZSEERYEIIUR IAM AP , BUERRIFRIZE, AXESES ua%}
i <IAM FFiEm) PN TEEKHEIENERAZSERRRIERIZH,

IAM AR—NMEE—4H IAM AP SR, EFEERANSHER. BUUERAR—REASZSD
RAFEERR, IREXEAF , FREATUERMMEERFNR, fl, EWUgEEF 12N
IAMAdmins FY4E , R IZARTFNRUERE IAM iR,

RPREAeTE. AFE—5ENMARINARFXE  MAGSHEILFTECNEMAADIK. AFE
BRANKHEILE L MAGRHRNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM A&

IAM £ &2 Amazon Web Services IKF? FEBRENRNE M. ©RLTF IAM AR , BEEBEAR
FxB, BUUBIERAE , £ Amazon Web Services Management Console 1 4k IAM £
B, A LLAA Amazon CLI 2 Amazon APl 2{ESiERA B EX NI D RER, BXERAAGNHNS
ZHEZER , B2H (AM AFEmR) PWEA IAM B,

BEHIGEIEN IAM BRELATERLTERER :

REAFHR - ERBRES0IENR , FIRAGHNABGENNR, HRESHHTHHRIE
i, ZEOREARERBRARRTHLAGE LHNER. AXRERSHFNRIENACGNES , BHEH
(AM RF$Em) RN E =SS RHEERE,

. I@Et IAM AFPRR - IAM AFSARA S’ IAM A€ , LENREHNBEETSHTRENR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/root-user-tasks.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html

Amazon ECR AriEE

- BIKFFE - EaUFER IAM BEUATTRKFHPNENA (IEEL ) HEEHIKS PR
R BERRTFERFFENENEESN, B2 , X THEL Amazon Web Services , A LA R
BREEMMEER (MAEFERAACGEINEE ). ETHATERKFERNACNETRRNREZ
ENZE5 , 525 (AM AFER) B IAM BE5ETRRENEREATE,

- BRFER - FEL& Amazon Web ServicesfEF H € Amazon Web ServicesIZhEE, Fli , HEE
ENMNRSH#TEAR | ZRESEE AT Amazon EC2 Hiz{TR AfEF S 1E Amazon S3 R 1EE X
R, RFTELEAXEAANEHENNR, FRAKRSACSHERARSHEXACRIITIEE,

- BRXBHEAE  YEER IAM AR RARE Amazon RRITIRER | SFEM N 4K, FREL
fREEY , BRAIBESMIT—NMEE , KRERSEFTARSHEH S —MRE. FAS EREHKREA
Amazon Web Service B PR , &£&1ERE Amazon Web Service , B T RS AHER, RE
ERSWEFEEZESH M Amazon Web Services R BERRXEFRETRWIERR , T 2K H FAS B
Ko EXFBERT , BLRMEBFRITEXAMRENNIR. BXxKH FAS BRIV ERIFAFE ,
BERERLRSE,

- RFAL - RFACRBRSAREEENIK, PHRITREM S KB IAM A€, 1AM B G A
£ IAM FRIE, BRNBIBRBESACR, BEXESZER , 528 (AM AFER) FHCED
Amazon Web ServiceZ RINFRH A,

« BSHEXAE - BSHEXAEES Amazon Web Service Bt —f S AR, BES T IRNA
RERVTIREN AR, BRSHEXACRE RELH Amazon Web Services Ik H |, HFHIZIRSEH
B, AMEBRATUUEEFEETREEERSHEXAEHNR,

- £ Amazon EC2 L E{THIN AR - B LAEA IAM AREEE EC2 24l Liz1TH X Amazon
CLI 2% Amazon APl BRI R AR F G EIE, X% TE EC2 RHlhF#inEEH. BF
Amazon A 54 EC2 SRAIHFEHI ZEHINFERARF A , &0 BA8IE — /N 2S48
SHREXH. ROBEEXHBEEE , HE EC2 4l LzTHREFEBREBIGNEL, BXES
EE , EZH (IAM BFERE) RIER IAM A5 Amazon EC2 =] EZ1TH N AREF R TN
BR o

BETHECER IAM AGER IAM AR , H2H (AM BFfEE) FRAEeZE IAM B8 (MAEA
F)o

e F SR = 1 ]

BRI ER B EM NE Amazon S EIR , SRS Amazon FEYIF R, RKEERE Amazon HFH

WK EEFHRRFHEXEKEN , REELECINHNR. €4 (AP, BRAFIARAE ) AHiE
Ket , Amazon FiPHIXLEREE, REPHUNRBEERATFERELER, KSEHEKEEE Amazon F
ZiE79 JSON X1, Bx JSON KX HNEHMNHNENESER , 52H (IAM BAFER) 1

JSON ZREEHLY o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon ECR AriEE

EE R W LAEM Amazon JSON REEREEERNBRMTARR, wHEH , BN EETUNAFLR
BHATRE | UREMLAZRAETHIT.

RABRT , AFNARKRANR, ERTFAPNAERFENTRENKR , IAM EER T2
IAM K, EERABEAUEAGTMJIAM K , REAFRATUKASE,

IAM REEE LIBRENNR , TXFEFERABR G EZHITRE. Fl0 , BRIRE -V iam:GetRole
BRENKEE, EH1ZKBEHAP LM Amazon Web Services Management Console, Amazon CLI
= Amazon APl SRELA&RE S,

ET BRI RS

ETEMHHNRBEEAUMMESS (W0 IAM AP, AFPASAE ) B9 JSON PR XY, XLEREL
BHAFMARTEMIPRAE T XL RRTHLRE, ETHRNMEET SRR , ES55H
CIAM B FPER) Y BIE IAM KB,

ETHSHNRBEITUH —SHXNARKRFERIEENRE, NRREEZERAENAF, 4884,
FE KL 2 T LAKE tnEAmazon Web Services IKF AR ZARAF., AN BB KEE, EERE
B Amazon HERBMEBEFHERK, ETHENAEEREXNRBENNBR KK 2 BHTERE  E358
(AM AFER) PRERER RSN RRE 2 B3 Tk F,

E T RIFRAYREE

ETRIFH R MR FRAY JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVRBHRS T , RSEE R JLMER EINREHISHE R
BREVEE . N THEERM MR TIR , REEE IS EE A SN 2R RINTREREAREF LSRN
THIT, BXTEETHRFENRBHIEEEH. TETULEKS, AF. A€, KRS/ Amazon

Web Services,

ETHROKRE RN T ZRSFHNKEKE, EFREETHRNREPERARE IAM B Amazon 1E
B R,

HREgRE

Amazon X#FHISNEY, TAERRRERE, XERKERBTLLREEE ARNRBERER THHRAN
PR,

« RRLA - BRURR—NEHDEE , BT REETHHARM TN IAM X5 (IAM AR A
&) BFHNRANR, BAUNTERENRLR. SEEZRNREXECET H 0K R ENRD
RHIRE, & Principal ZFRFEEAFRACHNETHRIVREAIZINRL ARG F—TURE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon ECR AriEE

PHERELFEEZRT. AANRULANESZER , BE5H (AM AFERE) P IAM SSER
PRIZ o

- FRSEFIZKRE (SCP ) - SCP 2 JSON KB , IEE THLAHHALLH /I ( OU ) £ Amazon
Organizations FHI B AR, Amazon Organizations R TR D AMEFEBRZHNTULRENZ
A Amazon Web Services Ik Ik, MMRAEHLARNSHTRBEIEE , N AINEE £ MK~ KN A R
S1REREE (SCP ) . SCP BRHIK A, 3K ( BFES A Amazon Web Services IKFEAF )
B PBR, A< Organizations 1 SCP WEZEE , 5@ (Amazon Organizations A ¥E/E) FH
SCP WI{ERE,

- DEEM - 2ERBELAEUREFANBERKEAT BIGN 2FMENSBEEN B REK,
ZROFENNRRAFRACHNET HONRBNSERBRE, NREATLUREETHRER
B, E—URBPNENIELFEEAN. BXEZER , H5H (AM AFERE) PHLER

B,

S REERE

HENMRBEWRBEEA T —NERE , ERORREMERNENER, ETH Amazon NIEEE
BREMERBERENBREAFER , H20H (AM AFErR) PRRETEZE,

Amazon Elastic Container Registry I 5 |IAM &4 5

EEH IAM EEX Amazon ECR Wi RXBR 2 8 , BR1Z T #EHRLE IAM ZhEER] FiF Amazon ECR,
E AT ## Amazon ECR M E M Amazon BRE A5 IAM —#ER |, F35H (AM BFREE) &
N5 IAM —E £ A Amazon RS

£}

« Amazon ECR E T B3I K%
« Amazon ECR E T & RHI KK
- EF Amazon ECR #ZHEX
- Amazon ECR IAM €&

Amazon ECR ET & I K1

B IAM ET S H0KRE , B0 LUSE R FSRIELNRENTRUR R SRIELRENZ
#fo Amazon ECR XIFEFEMERIE. BEMFZMR. ETHE JSON RBERERANMELE , BEH
C(IAM AIF#E®E) HHY IAM JSON KB TESE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html

Amazon ECR AriEE

BRI

EE R W LAEM Amazon JSON REEREEERNBRMTARR, wREH , BN EETUNG LR
BHATRE | UREMFLAZAETHIT.

JSON FBEHY Action TEWA A FERE D A FRIEL L RINVIRE, REIREBE SHXEKN
Amazon AP| ##ERI&. B—EHIMNER , FlaREIRE AP BIENXENXRRE, EBF—LBRESE
ERBEPRMITZSMNEME, XEMINRERNETERE,

HREEF 2 ERFEUR FHATREIRERIRR,

Amazon ECR Y RESIRMEERERIEMEAUTER : ecr:o HlW0 , ERFEAEA Amazon ECR

CreateRepository API ##{ERIZE Amazon ECR MR , RN ecr:CreateRepository
BEAANEERED, REBEAMMEE Action = NotAction JtH., Amazon ECR EXT—4H B2
HUIRME | LUBRE A LAERZRSHITHES.

EESENMEAPEESIRE  BEAEZSHENRT , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

B AERBESR (*) BESMRME, 0, BEIEELLEE Describe FFLMFTERE , @BUT
B’BE -

"Action": "ecr:Describe*"

E&EF Amazon ECR ##1EN %Ik , 1S IAM AAFEEH# Amazon Elastic Container Registry B
B, BIRMEZHR.

IR
EER W LAER Amazon JSON REERIEEER NG ARRT, UHREHR , BNEE AT AR
R PATIRE | AREMALZH THIT.

Resource JSON KB TEZIEEEQHNAREN —IPHZ IR, BAXHEE Resource |
NotResource T, ENBESE , FHEAHE Amazon BEE# (ARN ) BERR. W TFXEEE
BRER (MR BRRNR ) WIRE , B ARIT IR E,

HFRLBRRIAURM R ( MBIHIRME ) | BEABRY (*) BREANATHERR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html

Amazon ECR AriEE

"Resource": "*"

Amazon ECR F#ERREAF LT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

Bx ARN XMW EZEE |, S Amazon BIFEAF (ARN) F Amazon RS o5& ZE1H o

fln , EEEFEAHFEE us-east-1 XFHH my-repo FE , BEALT ARN :

"Resource'": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
EEERTREKSFHFAAEEMRE  BEABES (%)

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
EEEMEAPEESIRR , BEAES DR ARN.

"Resource": [
"resourcel",
"resource2"

E&EE Amazon ECR #REE K H ARN H5I%k , F5ZH IAM AP 8 H Amazon Elastic
Container Registry EX W HE R, BT fFET LEAMLIRIEREESNRIRM ARN , ESH Amazon
Elastic Container Registry & Y B2 4E.

ES e

EE R W LAEM Amazon JSON REEREEERNBRMTARR, w2 dH , BN EETUANF LR
BRHATERE , UREMFARHETRIT.

f£ Condition jt¥& ( =2 Condition 3k ) A , BAIUEEBEAE MBI %M, Condition TER AL
W, BUCIREAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MRE—MEGHIBEESZ N Condition THE , REE/ Condition TEFRIBEZNEFH , N
Amazon EHZ % AND ZEiFEEl]. MREERNENZHFREIEEZME , W Amazon EFIZ%E OR
BERIFERE. ERTFIBAHNRZ B ATH BT ENSE,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

Amazon ECR AriEE

AL EEERGNERASUNTEE. fltn, IBEER IAM AP &5RIE IAM AP, 8T A H
BFHERFONR, BXEZLELR , 28 (AM BAFEE) 98 IAM ZBTE  TENHE,

Amazon XEBERFMAENBETRSNZMAE. BEERMAE Amazon £/RFHRE , 55H (IAM A
FIE®) HH Amazon £ /&M £ T8,

Amazon ECR EX TEHOCW—HZXHR K EXBEA—LE2REZHHE. EEEMEA Amazon £R&H
B BEZE (AM BF1EE) /8 Amazon £ FB%&H4 LT X#,

K% Amazon ECR ##/E# % aws:ResourceTag M ecr:ResourceTag &#@., BEXESZE
B, #F20 EAETHRENTRES,

E&EF Amazon ECR &4 #1%%k , iS5 IAM AFEBEH M Amazon Elastic Container Registry &
N EHRE, BETHRETUNBERENTREASZHER , B3 Amazon Elastic Container Registry
EXHERE.

Bl

E&EE Amazon ECR ET BB W REEH RHI , 2 Amazon Elastic Container Registry EF 513 H#)
K i,

Amazon ECR & T &R KBS

ETHRFEHREEZE JSON KEEXH , BIEE TEEZ X ARE Amazon ECR &R LRITHIRIENU KR
EHAZHTTIT,. Amazon ECR X#F4t3 Amazon ECR F#ENE TR RNWARER, ETRR
NERBEATEETAROEMKFRFEANR, St FEHET RRENKREEL LY Amazon RS
18428 Amazon ECR Z% .

ESABK/ER , SR LCHEANKSSHEMKS P IAM KXEEENE T RFHNRBEHHETEA,
HEKSZEARBETRRNRBIARBILGFEXRRIFN —¥ME, HYERANARVLTTEH
AmazonliK = B | MR FEFE AN TRV G RNER. BEFET 5009 KEEH IR KA SR
FRR, BER , MRETHFENRBEEAR - MK PNEERTHRRR , WFFEFNNET SO
Kb, AXEZER , BHZH (AM AFERE) 1AM AeSETRFENRBEEMTE.

Amazon ECR BRSMNF—MREWE T HRVKRE (FAR[RE ) |, XFREHNBFRE. X
NERBENBLEEZREASRE (K, AP, AENKRSSGRAF ) AINEF#EFE LTRE. ETHEN
fRETHRRNRBEMMEFEE | BSELE FHEERR,

Amazon Elastic Container Registry 215 IAM &4 A API fRZR 2015-09-21 148


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon ECR AriEE

@® Note
£ Amazon ECR T2 RS | KM ITE Sid Xi#F IAM policy FRFA X H b ME I,

=~

EEFE Amazon ECR ETRRNKEWN RA , S AAEF@ERERG

EF Amazon ECR &R £

B LR R AN E] Amazon ECR BIR , B R ERPRFLZEL Amazon ECR, EE THREEH
A, EEAMEMA ecr:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
KUBERBNZETEPRUFEEFER. BXIFIE Amazon ECR BRWEZEEL |, 5 iricihE
FHEE

EEFETHONRE (ATREFDR LAFERBIN ZFHRNTR ) BRI, FSREAETHRE
A9 15 [R] 422 %1 o

Amazon ECR IAM & &
IAM £ & 2 Amazonllk F /B 5 4% E AR Ay K4,
FFIE Bt EIE A F Amazon ECR

ALAEAERHEIEH TR FNRIIES , 2R IAM B2 REKS A€, £ LLEA Amazon
STS API #4E ( #lAssumeRole & GetFederationToken ) LAZRERIf B &2 2 4Z i,

Amazon ECR Z#fE F Im i FE ik o
REMExAE

ARS5 5% A & e FAmazon lRS5 A R H A AR ST PR IR AR RIETAERE. RFEXABERE IAM K
P, HRZERESE. IAM BEAAUEEETRERERSEXACHNR,

Amazon ECR X#EFRFHXACR, BXEZELR , 520 X Amazon ECR EARSHEXEE.

&P F Amazon Elastic Container Registry #J Amazon £ & & &

Amazon ECR Rt 7T — &3 E X , B LUF eI T IAM B F s Amazon EC2 3£4l, EBhXLE
KEE , BAIX Amazon ECR BIREH APl REMNH RN R T FARER B ES], B LlERERN FIiX LR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon ECR AriEE

B, A AMEREMEN BITURREBNER, AXRXERBETRINEN APIRENESER B
Z[%] Amazon Elastic Container Registry AP1 & 121,

£

» AmazonEC2ContainerRegistryFullAccess

« AmazonEC2ContainerRegistryPowerUser

» AmazonEC2ContainerRegistryReadOnly
AWSECRPUllIThroughCache_ServiceRolePolicy
ECRReplicationServiceRolePolicy

Amazon £ E XM Amazon ECR BE#

AmazonEC2ContainerRegistryFullAccess
IEA LU AmazonEC2ContainerRegistryFullAccess SKREEHIMNE] IAM B 17,

BUUERALEERBENER , BEENEFAEREBZH IAM policy, Hltn , BAUBIER—ME
B, T HAFRACRUTELEERR HENER , LAEE Amazon ECR BfEM. &8I Amazon ECR
Ao ARG BUNEEEMETFRENEGARERE, EwEAHKRBEELH/ENR CloudTrail E
k& . Amazon ECR & Amazon CloudTrail 5 , E it E A LAE#EE Amazon ECR 12§ & & RE
WA AR EH, AmazonEC2ContainerRegistryFullAccess & IAM policy@ & {eit bt 1T
N cloudtrail:LookupEvents X FR,

RRFAE R
R B E U TR

« ecr - AT EFATLIFBE A Amazon ECR APl
« cloudtrail— AFZEFEAZEIKHA CloudTrailfEiR Y EIEEH 5 Amazon CloudTrail Insights B4,

AmazonEC2ContainerRegistryFullAccess REEI T PR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecr:*",
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Amazon ECR AriEE

"cloudtrail:LookupEvents"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}

AmazonEC2ContainerRegistryPowerUser
&AL AmazonEC2ContainerRegistryPowerUser REEKIIE] IAM B 14

HRBERTEENR , U IAM AFRERF#EF , BEFAFENNRFEESEXNA T F#EN
RBE SR

RERFAE R
LR EE TR -

« ecr - AR ERABEBMABEAFRE  UREREREHRRE, ERATSEBRTHREEERENX
R A T el1n £ AR NR,

AmazonEC2ContainerRegistryPowerUser KRB T AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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Amazon ECR

RAriEmE

ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages"”,
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

AmazonEC2ContainerRegistryReadOnly

&AL AmazonEC2ContainerRegistryReadOnly SKEEHI AN IAM & 15,

LEERBE R F Amazon ECR BRI R, XBFEIHEMEREPRERNIIGE, ©ESEER Docker

CLI M Amazon ECR REVR &K ZhEE,

RERFAE R

LR EE TR !

« ecr- AUERARNFHEEREZSBNE AR,

AmazonEC2ContainerRegistryReadOnly EEU T PR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

&R T Amazon ECR B9 Amazon & &
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ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages"”,
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

]I

"Resource": "*"

AWSECRPullThroughCache_ServiceRolePolicy

BT BERF AWSECRPullThroughCache_ServiceRolePolicy &/ IAM policy i iNZEIEH IAM
K, WEREEMMEIRSHEXAR , ZABAY Amazon ECR BN ZFREMIERNEGHEEIEFME
FE. BXEZEER , B2 ATEFRIA Amazon ECR RSHEXAE,

ECRReplicationServiceRolePolicy

BT HENF ECRReplicationServiceRolePolicy &/ IAM policy K tNEIEEY IAM SE4K, LB AN
FIIRSHEX A B REE L 1F Amazon ECR RKREMITIRIE, BXEZER , S X Amazon ECR
FERARSHEXAE,

Amazon £ E KR Amazon ECR E

EEHAX Amazon ECR ( EMNEFTHBREREHMERLUR ) B Amazon HERBEHMBEAER. BX
HEEXRMBFRT , HITH Amazon ECR XA L2k E LK RSS iR

B iR =P
AWSECRPUlIThroughC Amazon ECR 37X BR 7% 0 2023 11 A 15 H
ache_ServiceRolePolicy — ¥ F| AWSECRPullThroughC

MERBAEFH ache_ServiceRolePo
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Amazon ECR

RAriEmE

EK

AWSECRPUullThroughC
ache_ServiceRolePolicy - T

B

ECR ReplicationService
RolePolicy — #BUE

AmazonEC2 Container
RegistryFullAccess-E ¥ ¥ &
BR

AmazonEC2 Container
RegistryReadOnly-E # I A
®

iR

licy KRB, XENRAW
Amazon ECR # % Secrets
Manager ZHAMMEZAR. =
FRAZFRIANKREFTEE
FHRIER MR P RAR
Bet , EELRNR,

Amazon ECR 70 T ¥R BE
RS TR TR
# AWSServiceRoleForE
CRPullThroughCache
BRSMERBEEX,

Amazon ECR 07T #5%K

B, LRESATEHThEE
B AWSServiceRoleForE
CRReplication MRE#HEX

AERX.

Amazon ECR 74X BR 7 o0
F| AmazonEC2Container
RegistryFullAccess
K, XENRATFEIEAL
# Amazon ECR RE XA
&,

Amazon ECR & #14X BR 7 i
F| AmazonEC2Container
RegistryReadOnly X
B, ZREE A TR ARRE
AR, JWHRSUARE
REGNEABER.

B

2021 11 A 29 H

202012 A4 H

2020 12 A4 8

2019 12 A 10 H

&R T Amazon ECR B9 Amazon & &
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Amazon ECR

RAriEmE

EK

AmazonEC2 Container
RegistryPowerUser-E A
BUR

AmazonEC2 Container
RegistryFullAccess-E I &
BUR

AmazonEC2 Container
RegistryReadOnly-E # I A K
x

AmazonEC2 Container
RegistryPowerUser-E#H A
BUR

Al 5% EC2 Container
RegistryReadOnly-#T B &

DU

Amazon ECR F# R 1N
F| AmazonEC2Container
RegistryPowerUser K
g, XLEANPR AR FEIE AR
S EERE, JHBRSUR
EREGHAEE R,

Amazon ECR F# R 7 1N
F| AmazonEC2Container
RegistryFullAccess
K, XENRATFERER
EEEHE CloudTrail #HIRHY
Amazon CloudTrail Insights &

o

Amazon ECR F#T R 0
F| AmazonEC2Container
RegistryReadOnly X
B, XLENRAFELARER
Amazon ECR &1&.

Amazon ECR 34X BR 7 o0
F| AmazonEC2Container
RegistryPowerUser X
B, XLNRAFEFEABER
Amazon ECR &%,

Amazon ECR FMIT — MK
B , FiF @ Amazon ECR #
F RIENBR, X LR BIET
HiFEEREPREEIINEE,
Ti1E2BFEE A Docker CLI M
Amazon ECR ZEUEBHITh

Lk
Beo

B

2019 % 12 A 10 H

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H

&R T Amazon ECR B9 Amazon & &
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Amazon ECR AriEE

B iR H HA
I &3 EC2 Container Amazon ECR AT —W#HEKX 2015%F 12 A 21 H

RegistryPowerUser-# BUR B ZERBEBETEENR , M
mATAFRERE®EE , BEF
SRt AT BR A7 A B S BB ch

BT 15 FEE Y SR B ST A
L &3 EC2 Container Amazon ECR R0 7 #5K &, 2015 % 12 A 21 B
RegistryFullAccess-#7 B R REFEF Amazon ECR KI5
2 RIRR,.
Amazon ECR 8 IR ERE K Amazon ECR FFi4 IR iR H 2021 %6 A 24 H
Amazon EE RN E X,

5 Amazon ECR EA RS HAAE

Amazon Elastic Container Registry (Amazon ECR) £/ Amazon Identity and Access Management
(IAM) FRSHEX A URHEAEFINZFRIIERENNR, RSHEXAEE —MIRREREY IAM
A’ , ©5 Amazon ECR Ef##fXx. BRESHEXABH Amazon ECR IEN . EBEZREZHALE
AMRNEFNEFRECHERENFERR. NEIMKREEEFHEFRNZE , RE2BHCIER
SHEXAC, BXESER , B3N AEIMREE,

REEXAEALEERMEEY Amazon ECR RESEHMEFRN. XEEN , £AZAE , 5
T RBFHRMAALENNR, Amazon ECR EXHRFHAXBEHNIR , RFESHEX , BNRE
Amazon ECR MK AZAE, EXNNRBEEERBNRREE . T e ZNRR MM NEMEM
HAth IAM SE4K,

AEXAZAIMRLENEFREFRICE , FTEMBRENNRZHEXAR, XULBREFTSTEH
il Bk Amazon ECR XX £ IhREFT ERIR R

BRXFRSHERAGNEMESNES , TSRS IAM BE M Amazon IRS5. ELLEEERE
L, ERERSHAXBCITEARENRS. ERREEFTZRFNRSEXA B EE,

F3

« Amazon ECR REZ X &6 Y X

« AT E4I# Amazon ECR BREHEXAE

« AT EFEIM Amazon ECR REHEXAE®
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR AriEE

Amazon ECR fREHEXx A BTN X

Amazon ECR £ Amazon ECR REMWAMEXE X FEARSZHERXAE®, HX Amazon ECR X1
ARAMHNESZER |, BSHE Amazon XiFF i =

AT E 4| Amazon ECR RESHEx<AE®
Amazon ECR B R F < AR

Amazon ECR f# & 3 AWSServiceRoleForECRReplication— f2iF Amazon ECR ¥ %Nk /= & #il iR
B RZSERAE,

AWSServiceRoleForECRReplication [RFHEXABEEUATRFZIRAANZAL :

 replication.ecr.amazonaws.com

LAF ECRReplicationServiceRolePolicy AGBIXPREEL o 1F Amazon ECR M RREAUTE
(=

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1)
"Resource": "*"
}
]
}
@® Note

ReplicateImage & Amazon ECR AT E#INNE API , TeEEEFA,

HABENR , AV IAM R4 (AF, ARBE ) IR, RESIRERBESHXAR. BXESE
B, B2 IAM AP ERPR RS HEXA SRR,
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https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon ECR AriEE

A Amazon ECR 8|2 RESHKAE

LTEFHOIE Amazon ECR FRFHEX AR, L& Amazon Web Services Management
Console, Amazon CLI, = Amazon APl FEMREEEFIRER , Amazon ECR F R ELIR RS
HxAe,

MRERERT WERSHXABGREFTEBRVET , WA LEARRNREEENKSFEFR RIS
B, YERNEMKREESEFREN , Amazon ECR FEXNERIERFHEXAE,

A Amazon ECR RERSZHEXAER

Amazon ECR F 2 F3h4m%E AWSServiceRoleForECRReplication FREH#Hx A E, ERIERSZHEX
ARE , BELEERACHEN , RN UREESHASI AZAG, T3, BUUFER IAM KES
BHHE, BXESZELR , H2H (AM AFERE) PHRERSHEXAR®,

A Amazon ECR MIBRIRSZHKAE

MRTBFECAENFTERSHAXACNBLEIRS , BUEHNRZA®, INEMIBERMED R
EREFNRERAEE, B , BLAXHBRENXFHAIMREFEE , FeeFIMERRSHEX S
1=

(@ Note

MREZHEMERAIR , T Amazon ECR BRFMEEAAE , MREBRRETRLAN. WRE
EXMER , BEF/LoW  REER,

fiBRE &Y Amazon ECR &R AWSServiceRoleForECRReplication

1. $TFLTF https://console.aws.amazon.com/ecr/ B9 Amazon ECR 12#1&,

2. M&MmES | ERENHRESFEEN X,

3. ESMmERP  EEIEEME.

4. 1£ Private registry ( #AF XM ) WE LK Replication configuration ( EFIEE ) #4o , E#F
Edit ( %% ) «

5. EMBRFIESHMN , FikF Delete all ( £ZPMIER ) o HWSBREEHIA,

£/ IAM Fa RIS EXAE

£/ IAM #2%|5 , Bl Amazon CLI 3% Amazon API 3kl Bk AWSServiceRoleForECRReplication fg%
HxAt, BXEZEE , 582NL (AM BFER) MRS HEXA R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR AriEE

AT EFEHA Amazon ECR REHEXAE

Amazon ECR # A& H RS < A & AWSServiceRoleForECRPullThroughCache , Z & & /i
Amazon ECR R FRZEHITREUZTHEFRIURE. EXEFRIMNEZER , FSREASFRER
A

Amazon ECR HI RS XA ENIR
AWSServiceRoleForECRPullThroughCache R SHEX A BEEUTRESRRAAZAE,

* pullthroughcache.ecr.amazonaws.com

RERFHER

AWSECRPullThroughCache_ServiceRolePolicy X PRk B& H in 2 AR 55 4H
KAGB, LIEERKIRN Amazon ECR UIT T, BXEZER , SR
AWSECRPullThroughCache_ServiceRolePolicy,

« ecr — o Amazon ECR JREFRGHE BB EM#E,

« secretsmanager:GetSecretValue - f2¥ Amazon ECR fR&# % Amazon Secrets Manager
BHRNNEAR. HEAZFRIMVNEMEIMRPEFZTESHRIEN LT RRPOREGR
FEWENER. BNBRLGER T ecr-pullthroughcache/ BB RN H4A.

AWSECRPullThroughCache_ServiceRolePolicy KBTI T JSON,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ECR",

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"
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Amazon ECR AriEE

"Sid": "SecretsManager",
"Effect": "Allow",
"Action": [

"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

W ﬁﬁﬁﬂgﬂﬁﬂ A IAM R (AR, AiAe ) tIE, FEIRBRBRSHEXAG, AXESE
, B2 (IAM R FiErE) PR ERSEXABNR,

A Amazon ECR BIZRSHEXAR

TEFHRNEFRICIE Amazon ECR FREMEX AR, ZHBE Amazon Web Services Management
Console, Amazon CLI 5 Amazon API R ARG FM R EGIZEFIREF NI , Amazon ECR R &4
BRFMEXAE,

MRIEMBRT RS HEXACAEFTEFTRCET , WAL EAHEBNREETENK, RERCIZLA
&, HENLBEIMRCBEZFRIANG , MRBRSHERAREFFE , I Amazon ECR HHNEH
REBZAG.

A Amazon ECR RERSHEXAER

Amazon ECR R R ¥ F3h4REEAWSServiceRoleForECRPullThroughCache RS Hx A, ERIERS
HXARR K SRLTEEUAENEN , ANAEESHNAS|IAZAR, ERUUFER IAM HEH
BiR, BXEZEE , B2 (AM BAFIERE) FHRERSEXAR,

A Amazon ECR MIBRIRSZHKAE

MRTBEECEAENZTERSAXACNFLEIRS , BUERHKRZAR, IHERIBERMED R
BREFHNRERAXE, BR2 , ELALEMREMNKXHFEMREFRIAN , FeeFHMERKRSHE
xAE,
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Amazon ECR AriEE

® Note

MREZHEMERAIR , T Amazon ECR RS MEEAAE , NREBRRETRLAN. WRE
EXHER  BEF/LOH , REER.

EMiBr AWSServiceRoleForECRPullThroughCache IR # < & & FT A # Amazon ECR &R

1. FJFF Amazon ECR ##|#& : https://console.aws.amazon.com/ecr/o

2. M&MmER | ERABREZFRIFNAAENXE,

3. ESMmERKF , EFAEEMEK

4. 1£ Private registry ( #AB XM ) TWE L/ Pull through cache configuration ( BFREEE ) 3P
o, & Edit (4H58E) .

5. NFEAUBNEBNERFREFN , EFZAN , RE%EEF Delete rule ( MIBRAN ) .

£/ IAM FaHIBRIRSHEX B E

8 IAM #2414 | Bl Amazon CLI 5% Amazon API &l B&
AWSServiceRoleForECRPullThroughCache lRFHEX BB, EXELZER , H5 A (IAM AFE
) FHMBRIRSEXAE,

B \E S AR S5 IR B LI

BEEERER-IMREMEE , DFTEFRENITRRNSAAELBEEFESNRNXERITZ
B, £ Amazon F , BERSELTRSSBRFRERZE. — MRS (BARKS ) BAS —TRS
(#MARARS)E , TRRESREBRSEL, TURABRARS , ERAENRAEREMBIER T ZEST
MALFEREBHTRAIN S —NEFNEFREITERE. APLEXFER , Amazon REAIHBERIPFR
BSHHENTE , MX LRSS PHRS EARBERRTRIKS P EE IR

BNMNBNERBREREBPER aws : SourceArn 5 aws : SourceAccount £R&FHF L TIXE , LR
#| Amazon ECR N EMRSRENERIHENRE, MRERFEF - NMNREEBRS G RIMEXE
B aws:SourceArn, MREEARFZIKF PN E MR ESBRS FERREMRXRE  BEH

aws :SourceAccounte

e ERERBERERN A ERFER aws:SourceArn £B&H LT XRBMER
M52 ARN, NREFEHERBENTE ARN , REEEEEZSNER , HHX ARN
RABOEATEERTERF (* ) B aws:SourceArn £/ E T XEHG%#. 6

W, arn:aws:servicename:region:123456789012: *,
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https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon ECR AriEE

R aws:SourceArn EFSEMKF, ID , 0 Amazon S3 74 ARN , BUTFEARILBEREL
T 3248 3R BR &I BR o

aws:SourceArn KY{E4 N ResourceDescriptions

LA RHIE RE0{A[7E Amazon ECR 2 E A aws : SourceArn Hl aws:SourceAccount £F%
# R XK 2 1F Amazon CodeBuild 1717 51Z RS E R FTER Amazon ECR APHRE |, BIRTBALEE
ERERE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
},
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Condition":{
"ArnLike":{

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"

},

"StringEquals":{
"aws:SourceAccount":"123456789012"

}

Amazon Elastic Container Registry &F & 38 5K #& R4

RINMERT , AFMNAGZELIESREH Amazon ECR BIRIPR, 1T EMEMA Amazon Web
Services Management Console. Amazon Command Line Interface ( Amazon CLI ) 5 Amazon AP
WITES. ERTFRAPNMERFHRTRENKR , IAM EERATUSIE IAM KiE, RE, EEAT
LageimAM K , AERFATRKASE,
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Amazon ECR AriEE

ETRMAERXLRG JSON REXHGIEET IAM KK |, 55 (IAM BFiERE) #/ 6
£ IAM policy.

BX Amazon ECR EXWBREMARKENFMER , SREBMHRRREN ARN BX |, BZHARS
BiSEHH Amazon Elastic Container Registry BYig4E, FRMEHR,

BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 91 &
JSON JET+ L 632 KK

£

- RMREXE

- £/ Amazon ECR ###l&

- ATAFEEHAIE SR

- 5A—4 Amazon ECR Ff& &

REERIEREK

ETHENNRBBEEENART AR, 15RSMEREK S FE) Amazon ECR B, XELRETRE
£ Amazon Web Services I = AE A, SIEHRBE T HDAVREES | HEMR THENMEW

« Amazon TERBREORZENBFITA] - EFREAAFMIEARR TR , HFEH Amazon
RERBRAFZELFERZERFNR, EALLTE Amazon Web Services Tk F° A1 3% B iX L 5K #E
BUBEENRETENNAZEN Amazon EFEERBERHE —SRINE. BXEZEE , F
S (IAM BF#ERE) B # Amazon EE R THEIRAER Amazon FEE K,

- NMARENER - EFER IAM RKBRENRE , HNERFHRITESFIENNERE. At , BaENX
ERERGTUIUNBERBFRRITHERE , SR NRENRIFTT, EXER IAM BMANRNESE
B, B2 (IAM AFErE) R IAM F YR B IR

o FA 1AM KBS B S — S BRI T5 R AR — S8 AT LA [6 5 B 78 10 S 44 SR PR 45 3 RV RV R R B9 1
B, Blan , WA UREREXHRISESLMER SSL KIEFIEER. WMRBEI4SE Amazon Web
Service ( f5l#1 Amazon CloudFormation ) SRS #RME | BIEATUEAZRGRZE FXRSEENT
IR, BXEZEELE , H2H (IAM AFEmM) T8 IAM JSON B TE : &,

* £ IAM Access Analyzer BIEEHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2B UEFT R MM AR , SUBRKBAS IAM KIEIES (JSON) M IAM HEREK, IAM
Access Analyzer 121t 100 ZTRBKEM ATRIENEN , BB THEZR L BINEEMBNREE, BX
EZEE , 558 (IAM BF#EE) $ 8 IAM Access Analyzer RBEIF,

ET 5 R R API R4 2015-09-21 163


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/ecr.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html

Amazon ECR AriEE

- FEZEHHRIUE (MFA) - IREMLEHIZEERER Amazon Web Services Ik #1748 IAM B F
HIBAF , FEHA MFARESZ M. BEETAA API BENEZE MFA |, BF MFA &4 NE &
MR, BXEZER  HF2H (AM AFERE) FWEES MFA &RFH API 5E),

BX IAMHHREIENESELR , 20 (IAM AFER) #1 IAM F R HEXE,

5/ Amazon ECR #2414

E /"] Amazon Elastic Container Registry #2#1& |, BUMEE —HHREWNIR, X LR LT A TR
FIHFEEFEKRE Amazon IKF HH9 Amazon ECR BRIFMES. NMRGUEBLLENRENRER
FROETSONRE  NTHMNTZEBHE (AFRZSAR )  BRAREERMBEREET.

ERFRXESSAMATUER Amazon ECR ##18 |, B
AmazonEC2ContainerRegistryReadOnly Amazon FEEREEMI MNBXLELK, BXEZER |, &
2 1AM A FEmEP R AP AR -

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

1,

"Resource": "*"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon ECR AriEE

NFREZEA Amazon CLI 2 Amazon API NP , TENERHREEZEH AN, Hk , AT
PRI EEZEHMITH API EVEM T R IRE,

ARFRAFEEMITE SR

ZRBIER T BRI KRS LAY IAM AR EEMMBIEAF SN ABRKEMITENRE, It
KEOFEEEH S EERMRESEURESARNEA Amazon CLI 2t Amazon API FREE RN BR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Amazon ECR AFEE
A —4 Amazon ECR 12

FE It 7R 45l R
HYEX PR, &

, WIRENIEN Amazon IKF WA P EFHEIEAF — Amazon ECR & my-repo

EFEATAFHEE, REMIIHER.

"Version":"2012-10-17",
"Statement": [

{

"Sid":"ListImagesInRepository",
"Effect":"Allow",
"Action":[

"ecr:ListImages"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[
"ecr:GetAuthorizationToken"

1,

"Resource":"*"

"Sid":"ManageRepositoryContents",
"Effect":"Allow",
"Action":[

ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012

ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",

:repository/my-repo"
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}

£ A E TR TR

Amazon ECR CreateRepository APl R{ER T ERECIRFHENIEENRE. BXEZER , BSA T
LB FHEE.

EFAFEBEARFRBAINICERER AP XENEACERRNIRE (6
I, ecr:CreateRepository ) . MRERRCIZBZEMEDIEE 7THZ , Il Amazon &3
ecr:CreateRepository BEMITHANENR , URIUEAF 2B EZ BRI,

&I LB IAM policy RERAE THREMILRIES. ROIWT,

UTEBNXATRAFRERESNEFRIEN key=environment, value=dev,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
.
{

"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

}

FERAETHRZIN G RIEG API| R 2015-09-21 167



Amazon ECR

RAriEmE

UTRBEAFRAFHRIAEFEE ( BRIEXLEFMERIZH key=environment, value=prod ) .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ecr:*",
"Resource": "*"
3,
{
"Effect": "Deny",
"Action": "ecr:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"
}
}
}
]
}

HEZE Amazon Elastic Container Registry #9 & 47 F 177 (5] % R (@] 2

ALERLLTER , UHEBEZINEEE LR Amazon ECR M 1AM B AT REIE 2KV % L [R) &

£

« BFEMNIE Amazon ECR FHITIRIE

- EFEBIHT iam : PassRole

« BFLAFEL Amazon Web Services i LAAA B A 7B FKEY Amazon ECR &R

K FTAIE Amazon ECR H1TigE

MREWRERER , RALTPITEMRIE | WELFER RIS ST RAT RRE.
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X mateojackson IAM AP ZRAFERAEHEHAEETEXREM my-example-widget BRIENIFHAEFE. |
BRMEEN ecr:GetWidget RET , 2K ELT RAIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFKER , LAFMER ecr:GetWidget BIETHE my-

example-widget &R,
MBHREETHE  BEHE Amazon TER, SHEER RISMHEREITHA,
E LRI IT iam : PassRole

MR BB —MEIR , RIPBELHNIIT iam: PassRole 1 , MAMEFRBEUAR T BT ACIEIES
Amazon ECR,

BL Amazon Web Services RFRNAAREZEEZRS , MARUEHBRSACTBRSHAXAL,
A, BYTEEFAGEEDRS VR,

LR marymajor B9 IAM A P 2R E A% A7 Amazon ECR RITIRIER , 2K £ LT REI4EE
%o BER , REXMEERFACHRTFHNRT THITIHIRIE, Mary FTEERAGRIEZRFHIN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BAEFH Mary B KB L F 1T iam: PassRole #&1E,
MBHREEHE  EB R Amazon TEB R, SHEER 2EMEZETH A,
K FEARITFERH Amazon Web Services M BUSNE A5 RIFK B Amazon ECR &R

FabtlE—1ae  WEEMKFPHAFFEELANARTUERZABRIGRIEHRIR, &7
LEEHESREY , AURAZAR, N TXEHEETRRNRERTREFFIR (ACL ) RS , &7
LAfE X LE SR B [a) A 3R 3% T X3 8B B R A9 15 R A%

ETHRESZER , BZRAUATREA :

- E T Amazon ECR BEXIFIXLINEE , S H Amazon Elastic Container Registry #0115 IAM 45
&fEHA
= o
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« BTSN EMER Amazon Web Services Ik AR FRRIZHEIGRINR |, E5H <IAM BFig
B FHRNEEEN S — Amazon Web Services k= FE IAM B 2415 RIAR.

« BTN =7 Amazon Web Services Ik REEHERENHRINE , HSH IAM B
B P RE=FEEM Amazon Web Services M~ 12415 B E,

- ETHRIMABES BHBEARIERAHBNIR , 55H (IAM AFEE) AL TN E PRI
B ( BHRBEERIE ) BEFRINR,

c ETHEAACNETERNKRBETERKFERCENEZS , 555 IAM BAFERTHN IAM A6
SEETFHRRNEBREMNRE,

Amazon ECR H W # BRI

Amazon £ 1E#&E = & B F Amazon Elastic Container Service I EIERY . WiZEX BFR

iR | Amazon iR ETFTE Amazon Web Services = £ EKEMIRE, BAREPNEETHE
AR LR AR, BIEAREFERN Amazon Web Services NZ 2B BMEEES. BXH
ERIANEZER , BSHABIERLE L R-E,

HFHEERPEH , RINEVEMRI Amazon Web Services i ZE H# H Amazon IAM Identity

Center 5 Amazon Identity and Access Management ( IAM ) RE&EANAF, X# , 8MNAFRRE

BITHIERRAMENNR. BRIDERWEES AT AR EIE

- WEANKFERSES BRI (MFA).

« f£/ SSL/TLS & Amazon BF#HITERE. BMNEREM TLS 1.2, BWEH TLS 1.3,

« f£A Amazon CloudTrail iRi& API M A&z A &id %

« {# /8 Amazon MNZER5 FLK Amazon Web Services FEIFTEBRIN R £ 324,

- EASRREERLRS (B0 Amazon Macie ) , EBBI T RILFMRI F4EE Amazon S3 AR
A

- MRLEBIGSTRER API 7 F Amazon REEL FIPS 140-2 RIEM NZER | EFEH

FIPSimR. BXTHAN FIPS mRWESZEER |, BHSR (EBKFHEELERE (FIPS) 5 140-2
) o

BARZIB NS ENZEERBRBES ( WETFN B Fi bt ) AARZSHBEHERNXEFE
(WMEBHRFER) ., XBEYBEIEHA. APl Amazon CLI 5 Amazon SDK £ Amazon ECS =
Hth Amazon Web Servicesit, EATEMNHREHERBAXEAFEH i ANTARERTESA
FiHH#RIZH AL, MREEABRSFIEEMUE , RIVBUBWEFTEERN U P I EFEIEE B RRIE
M iZBRS RV IE KR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq
https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/

Amazon ECR AriEE

F&
- BANE

BN

Amazon ECR H& 5 F#1E Amazon ECR EIEM Amazon S3 F#EF., BIAERT , Amazon

ECR EFEH Amazon S3 REMEZZAMNRSHRMME , MR AES-256 tNZEE AN BSEEE
BTN, ITFFELXEEATS , BF2SZAKRETERA. BXEZELR |, 52 Amazon Simple
Storage Service A F iR E BN Amazon S3 £ &\ INZ F A RS 230w i1 %% (SSE-S3) 4RI &k
.

EFEE#IEE Amazon ECR F#EMNNZ | B LUNRSE S[iENZREEM#E Amazon Key
Management Service (Amazon KMS) H#y KMS Z4R4EE M. £A Amazon KMS Z#H#Es |, &
ATLAEF R ER B/ Amazon EE X %4 ( HH Amazon ECR B ) , iEEEEHCH KMS 4] ( #
NEFEENEH ), BXEZER , B3 H Amazon Simple Storage Service AF ISR FERE
Amazon KMS (SSE-KMS) #1771/ KMS 40 #Y BR 55 25 Uik 1 B2 4R 37 BK 3 o

8/ Amazon ECR FEHAE — I NEEE , ZEEEIEFHENTTRE. BUNESNMFH#E
LEATRNNEREE, BXEZEE  FSH QIBLBEFEE

B2 3 A Amazon KMS INZFEEER , KMS Z4 A T NBEFEEENRNS. I , Amazon ECR &
0 KMS 489 Amazon KMS #Z4#X , E# Amazon ECR Zf# FEE R BRI E T Ao

LUTRBEM T X Amazon ECR #1115 Amazon KMS ERUNMB MR RZHEN S ERIBRRE
1. BIBFEER , Amazon ECR @ &i%DescribeKeyil A , Amazon KMS A3 iE M4 2R 1N 2% B &
FEEMN KMS RN T2 & IREF (ARN),

2. Amazon ECR [ &% T MW/ CreateGrantiEsSRAmazon KMS |, ERfE KMS 248 E 02 £ |, LAY
Amazon ECR £ A I Z A MZ MBEZEIRE,

3. HIEBGE , RE LMK HGenerateDataKeyigRAmazon KMS |, IEEA T NEZEBGEMBFEHN
KMS #4H,

4. Amazon KMS £ — MV BIEZS , £AEEN KMS BANERTME , AREMBHRER
, LEERBEABENREEE —BIFM#.

5. #EIAGEBET , Decrypt IR KIEE] Amazon KMS , EIATEE 20 BIE =4
6. Amazon KMS S#Z INZHNWHEIERR , RARNHEZNEIEZR £EZE Amazon S3,
7. BEZHATERNEREZII XN ERTHE,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateGrant.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html

Amazon ECR AriEE

8. MIBRTEMEETS , Amazon ECR £ [a K% H MRetireGranti®R , E3R{EAmazon KMS A 1 % 17 4% E I
BRI,

EEEIN
¥ Amazon KMS 11225 Amazon ECR &£& A , NEZRBUTES,

- WMREMEA KMS IFE0IE Amazon ECR & , F BKIEE KMS E4A , Il Amazon ECR ik 1E
MTHERATEEE aws/ecr B Amazon HEXEH. BXLIRE A KMS MENF#EER , £&
(Y I 7= FR A2 i KMS 248,

o HIEFG KMS MEZESBEHCH KMS AL S FERAN , BRSNS ZNEFEEELTRER —MXEH,

« Amazon ECR K RZCIBZNRINT N, MREMEIRT Amazon ECR FEAMKF # Amazon
KMS Z4AR R , M Amazon ECR A TAE LR, MBHIEEFEENTRESR , LT EERR
XEEGNEBITHER, HEEE Amazon ECR #iXA , UM ENE R, ER4ASTHRIMNE , N
RIfIBRFMEEE , M RHE ZRIN. MERE#ER , Amazon ECR 2R REERARN.

- £/ Amazon KMS Zfiar=4HNTA. BXEZEE , & [@Amazon Key Management
Service EHto

FrEERY 1AM X PR

I MERER Amazon KMS #1TBRS5 87 im I HY Amazon ECR fF#ERT |, ATRMIAREUR T A IE
EERANEE KMS B4,

/8 Amazon ECR By Amazon 3£ & X248 BFTEM IAM R

FIgERT , B3 Amazon ECR Z#E /S A Amazon KMS 112 |, BRIEE KMS 248 , mMEFEH
Amazon ECR #J Amazon £ EXE4H. XM Amazon ECR # Amazon & KMS B4 iR 17 4% B
B, AN REEENZIEA A LUE A Amazon KMS 11&, B2 , MIBREMEER IAM EHE A %
MEH kms:RetireGrant R, XAIEEFEAEOIETMEED A ME Amazon KMS ZRII RN,

AR 7RI 1AM policy FIEN REXRBORMEIAF |, SARA - EEHRE ANBENFEEmFENRE
R, ATLERRRSYIEER T IMHF#EN KMS B,

"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [

{
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https://docs.amazonaws.cn/kms/latest/APIReference/API_RetireGrant.html
https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/kms/pricing/

Amazon ECR AriEE

"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [

"kms:RetireGrant"

]I

"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

EREFEERANAREN 1AM KR

ERBFERAEFREZHB A Amazon KMS BN FHER , I TRREHENAFRAR , X8
B KMS ZAFKEEH 1AM policy BIR PR

BIEACH KMS Bt , BRI LEAREREZARE Amazon KMS ¢ |, B AILUEE B 2 %A
B, NBREFEEZANATHRKFAEEEE , KMS ZHANEARBNATK-RAFWAE
Amazon KMS #4E. AILLEZARBEFMANNERSRR , EEDNERAFRTFEE KMS E4A
MR, EARY KMS Z4ANA TIRE Amazon ECR MER , B LAY kms: ViaService £ HHS
E—#&EM, ecr.<region>.amazonaws.com

LT ROIBERA A KMS B2 5 RNRA Amazon IKF (BAF ) « BXILRHIZHARE
EZEE |, 55 @Amazon Key Management Service FF & A R IEEH M /211517 Amazon Ik P 3 /3 B

|AM policy,

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action": "kms:*",
"Resource": "*"
}
]
}
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https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
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Amazon ECR AriEE

BIBREFE#EN IAM BF. IAM A€ Amazon IKF A MEHR

kms:CreateGrant, kms:RetireGrant #l kms:DescribeKey fXPRUA K A EHR Amazon ECR X
PR o

(® Note

kms:RetireGrant REEXFURME|CIZEFMEENAFRABR IAM policy

i, kms:CreateGrant fl kms:DescribeKey fPRAILURINE] KMS 240 K 240 KBS R A
BEEENAFRARKN IAM policy F. B Amazon KMS RXERIAI TENEZER |, FS
[FAmazon Key Management Service 7F & A R 35EHF#I Amazon KMS API fR : BRIEFF IR
&%,

AT R4 IAM policy ATYER MEBXRBSRMEIAF |, LIBRAF GRS ANMZNE#EFMENRIE
R, HESTHFEENBREEE. AUAERRRSBIEER T MEFMEERN Amazon KMS key.

"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

BIRFMER , RFAFERSEP5E KMS Z4

£/ Amazon ECR #2#| & a2 Fr , BAIUR TR , RAFAFERRERENZN T XEH
HHEFEER KMS ZH#, BT IAM policy RHOIER T ARG B85 H KMS 243 & Fr FE #I X
PR o
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https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR AriEE

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"

1,

"Resource": "*"

1532 Amazon ECR & Amazon KMS BV &R

& A LAE A Amazon CloudTrail IRER Amazon ECR K &R & [ Amazon KMS XEHiER, BEHH
CloudTrail BEXBS8EMHE L TXH4E , ETFiR50.

Amazon ECR & £ T

MEZEETY R-AESERFNBRENREN, EERPIESNE LT XAMBZEHSERN , Amazon
KMS BAin# 50 Mm% E T XREZMEZENRE. ERBRE , B450EF AMEBRME LT3

X BB RGenerateDataKey M A ZERF , Amazon KMSAmazon ECR £ 28 H N & FEXT 89 i
RETX , ATFHRE#ENEEFERAN Amazon S3 F#iE. WA T REIFIR. BTl , BE
HAEHWME L TX2RBMEMR,

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

B LAERAMNE E T XEFITIEEMBE ( Fl20H Amazon CloudWatch Logs ) H iR BliX L& &3¢
£, HEARBABRRPHENZEHE. Amazon CloudTrail

Amazon ECR INZ L TX@EWm N B H—EX,

« aws:s3:arn - F—NEM - EXIRIREFEEE, B2 aws:s3:arn. B Amazon S3 FEEH
Amazon Resource Name (ARN),
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https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR AriEE

"aws:s3:arn": "ARN of an Amazon S3 bucket"

flan , MREF#EFH ARN 2 arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df ,
g £ T CHIEUAT I,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713¢c75b6Td6d318740e70327aaa3ed5d09eef33fc3df"

- aws:ecr:arn — E=NEH - EXNRIREHEEMN Amazon Resource Name (ARN), &=
aws:ecr:arn. ERF#ERN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

Bl | IR FER ARN  arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , l# £ T HEFELLTX,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

&R E

ERAEE A BR Amazon ECR Z#ER |, MIRE#ECSKIMIER , {8 Amazon ECR F3EFER A MNE
FHEE KMS Z4ARENR , BRI THIREE,

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

B RIEE | A LLEBE R EMEERN Amazon KMS #Z1%,
EFHEHAEMEEN Amazon KMS #/X

1. FIHATEEERN Amazon KMS ZHMEN. key-id EEEELMNEF S RBINERP, B
ALERA list-keys @RS H Amazon EEABRHA MKF HEEXBANEFEE KMS &
o

aws kms list-grants \
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--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

i H3¥E EncryptionContextSubset LAK 7 EHR Amazon Resource Name (ARN), X A]
ATHRERMIZATINBPB NN LBEEFANTEN. Grantld BFET—FSHERARNEE
Ho

2. FRMMEFEEDE Amazon KMS ZHN NN, FHEBERNGrantId L —SaH PR
R 1D,

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry 896 M t£1&iF

ET7HEEA Amazon Web ServiceRBERESAMITXEER |, F5H MM ITRSEE RGN
Amazon Web Services , AR ERERNMNBHEAMITR. BEXREMREELR , HSHAmazon Web
ServicesE M 1T %l.

O] LAEF Amazon Artifact FEE=Z S FitikE. BXEZEE |, S, £ Amazon Artifact F
HiRS,

&£ A Amazon Web Services IS M TERUR TFHREFEN BB, RLRANEMNEBERARERNE

BZEM. Amazon RELUTRIFRAEBNHFZEAM

- ZEMEEAMPREAITER - XEFBEEITCTEMWEESI , HIEMHTHE Amazon LI
ZEUFNENERNEINEERENSER,

« Amazon EMMER - bl SFMAERES TELEA T EWTLRE,

« Amazon Config FF & A R ¥gm B A AN F{E %R - 1t Amazon Config B S5 1T & H 7R L& Xt
MESRER, TAEEAERRNERFER.

« Amazon Security Hub - It Amazon Web Service &2t Amazon FRZERSHWEEN

B, Security Hub B Z£EH1TEEH Amazon BRAREEREFELZ ST FREMERESE
B, BXEZIXERSREFNSIR , FSH Security Hub 2F1Z%E,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
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https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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Amazon ECR AriEE

Amazon Elastic Registry RV ERMIEEZ &M

BN —IEE R IRS , Amazon Elastic Container Registry 3 Amazon £ NELZ & RP, BX
Amazon £ RF UK Amazon AIRIFEMIZHENER , BHSH Amazon z22., EERRBEMZRE
ZEREZRIRITEN Amazon 355 |, HSH (Z£ M Amazon Well-Architected Framework) A
B E R iR R

EOJLABEF Amazon KB APl B RBE M4 iA R Amazon ECR., BEFRM4MEZEFHUTHE :

- RRERSMMDIL (TLS ) RIMNEREA TLS 1.2, BWEA TLS 1.3,

- EERLMAERE (PFS) WHRWWEH , N DHE ( 8T Diffie-Hellman ) 2 ECDHE ( I B4 & 4
% Diffie-Hellman ) « XZHINNR RS ( W Java7 REBRA ) BIRFXLEER,

Lo, HAERFRIZES ID M5 IAM EEXBRAORZ TR BARNBERHFTEE, HE , EUUER
Amazon Security Token Service ( Amazon STS ) £RIGAfZ £ EIERITEFERH#ITER,

& LAMAE IR &4 B 8 F X & API #24E |, {8 Amazon ECR A EE TR RIS RIFER , Hdabd
BEETRIP bt fyPR&l, BERLUER Amazon ECR KBSk #224I5k B 45 E Amazon Virtual Private
Cloud (Amazon VPC) &ixT S =45 E VPC MiFEl, BX L | XEE 77 Amazon MEHRXMNEE
VPC Z45E Amazon ECR BIEMMEHR. BXEZEER , S M Amazon ECR 0 VPC LT
& () Amazon PrivateLinko

Amazon ECR # 0 VPC £&ix T K () Amazon PrivateLink

& LA Amazon ECR BRB R £ NO VPC Kin T R E VPC WE RN, VPC KimT SH
—IHE AR T F Amazon PrivateLink , ZFERFEEREBBEIIE IP it FAZ G R Amazon ECR
APIl, Amazon PrivateLink J$#&# VPC #1 Amazon ECR Z BIIFIEME R ERFI BT LMK, BF
EEBMMx, NAT &ZHEBFLEMX,

£ < Amazon PrivateLink fl VPC i R EZE L |, 55 Amazon VPC AP EREHH VPC Ha.
Amazon ECR VPC & T R ESEIM
£ Amazon ECR BLE VPC Kim T R 28 , HEEUTEM :

o E AR Amazon EC2 324 LEEH Amazon ECR E& M Amazon ECR HiIEHFAE G , FHF
& 419 Amazon ECS €|2#0 VPC KigTT R, BXEZEER , 2% Amazon Elastic Container
Service F& A RERBFRED VPC %4 (Amazon PrivateLink).
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Amazon ECR AriEE

/A Important
£ Fargate L EEH Amazon ECS ST FE Amazon ECS #0 VPC KimT Ko

o £/ Linux £BRA 1.3.0 RERRAE Fargate LHEEH Amazon ECS FEREE
com.amazonaws.region.ecr.dkr Amazon ECR VPC £ i = Amazon S3 Mx&imT = , Bidf
ALk IhEE,

o M Linux FAMA 1.4.0 ERRAE Fargate LB Amazon ECS ESEE
com.amazonaws.region ecr.dkr Hl com.amazonaws.region.ecr.api Amazon ECR VPC xR A

X Amazon S3 Wkix = , T REFI L ThEE,

- £/ Windows AR 1.0.0 HERIRATE Fargate LHEE M Amazon ECS FFEE
com.amazonaws.region.ecr.dkr 1 com.amazonaws.region.ecr.api Amazon ECR VPC ix < 2L

X Amazon S3 Wkim = , FEEFI AL ThEE,

« M Amazon ECR 1ZENA 5 B8 Amazon ECS 155 ( £ Fargate L& ) U@ @ HEESHE
ST IAM AEFNEHE | RENEESEANEE VPC MRS FERAN VPC LinT KB FE,
BXEZEE , B2 Amazon Elastic Container Service ﬁﬁkﬁ?‘éﬁﬂlﬂﬂ’ﬂﬁﬁﬂz ‘H%III Lin TR
2H Amazon ECR & 1&H) Fargate £ B A% IAM R,

- B Fargate £ Amazon ECS & EZ A HE CloudWatch VPC i1 = 8EM Amazon
ECR EHY@%% fgi XLEZEHREFEHawslogs HERZEFME CloudWatch HEERZAFEFER. B
XEZEE L 812 CloudWatch H&# A

 FiNE VPC i R LA KM A VFIw D 443 £ B VPC WEAE FMBE NEE,

* VPC I R B AXFHEXFHIER, WREITXIE Amazon ECR & iH API B A /E — X+ 42
VPC &iwm T Ko

* VPC i ] B BIFX#F Amazon ECR 2B 7 F. ERERAEZFRIANFLAEREREERES VPC
wmRN TR -XENLEFEED, BXESER , FEN £AZFREIIN,

« VPC AT 5% Amazon & Amazon Route 53 124#) DNS, HIREFEFH B/ DNS
AILAERSE DNS k. BEXEZEE |, 155 Amazon VPC AIFEREHH DHCP %I,

- MRENARIZEES Amazon S3 WWIIEERE , WIERI Amazon S3 Mxim REt , HEEUESE
SO, ERAUPN  EoE—NMER Amazon S3 MXxis Al VPC , ARG Amazon ECS &
R HERBRTIBEIZEH VPC,

- HIREEHR ET?—?EHS&MW'HEHS& =5 et , MREZF Amazon ECR BEL& &2 Amazon PrivateLink fif
AEOVPCARTR , BEEXEE— VPC HBIE—#HH NAT WX AEFN , REFHEHEK
M FrE HILRENLE TREB T NAT WX | FEFRIURELEE I, FENBERIENTEE
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Amazon ECR AriEE

WiEE, BXxEZELR , 55 Amazon Virtual Private Cloud AFIEEHRNZ S - NFAE FWiF [
BB,

Windows K& FEEWM

ETF Windows BERXRENREHRBEZIFAIERSIMELZS KNEH4, FIRERT , HEF Windows

BEB/HIEE] Amazon ECR FER , 38X EMHNERHHE  RACTIEMANABE. S04
H Microsoft 12 #8¢ , M Microsoft Azure EfIZER R RADE, Rt , EFERIFEEB M Azure F
REUXLATE , BRT AR VPC KT R2H , EFEERTHML R,

M 120F Windows & & #3% Z] Amazon ECR B, ATLUE {# A Docker SFHF#HEF R --allow-
nondistributable-artifacts #ridBELTH. BRAE , IFE&RF R E#IXE Amazon
ECR , NifEX LLE M T LU VPC LT =M Amazon ECR 2 , M EHIIA IR Azure,

/A Important

£/ --allow-nondistributable-artifacts #RiEFSBEBRIEEST Windows B E
SBHRFTIERFAN NS  BFEEAH Windows ABRUHAHRRE=FEHF %X, LA TFELH
CHIRERFEA,

E1£ Docker Z% /5 A LARIE |, BAFUE N Docker S HFRELE XX |, IRIFEM Docker % |
ZBELE & E A BL7E Docker Engine Z0 T IREH BHIET KA HPEE , LAl UBE EiEREE C:
\ProgramData\docker\config\daemon. json XHE &,

LT RAEREN RS, FEERNEFGERIEAIIEPNF#E URD

{
"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"
]
}

{28 Docker SFHHERE MG , BANEZRHEERZINEFHZ 3 Docker FHFHE, BRI
HMERTHEIENEREE K BINEEXITEEEER,

(® Note

Windows RN ERZERER. FEAXFSHEKHEERE , F1E Amazon ECR I X £
BENEFERAS. HTXERRE , RAVE VU8 E R IR #5226t 8 M 45521708 5L
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Amazon ECR AriEE

AR ERA bR, Hltn , £ Amazon ECR FESEZ /5 , mcr.microsoft.com/windows/
servercore &N KR/ NAN 1.7 GiB,

A Amazon ECR €12 VPC KixT &

E 3 Amazon ECR fRE 812 VPC KimT R , EEH Amazon VPC AFERmHA N EZOKXiFT 2

=

1£ Amazon EC2 3£l L £E 8 Amazon ECS EFEEE Amazon ECR 4w 2% Amazon S3 x4

P e = ol
uﬁﬁ -Ij AN\ O

ERAFARAE 1.4.0 HESKRAE Fargate EFEEH Amazon ECS 5 FEE Amazon ECR VPC £
5% T = Amazon S3 MK LR Ko

FAFAEMA 1.3.0 HERRAE Fargate LEE M Amazon ECS S5 REE
cn.com.amazonaws.cn-northwest-1.ecr.dkr Amazon ECR VPC KT =l Amazon S3 WX K imTr

/AN O

® Note
HEKET RNIRFEXRE,

cn.com.amazonaws.cn-northwest-1.ecr.dkr

b 48 Ui

-+
R

7 =T Docker Registry APl, ##l push F pull iX##) Docker & F i an 5 £ At & i

ERIELARET S, B4EAFAE DNS £H8. Nt , BHERKRECIE VPC KigT =8t , £
Amazon VPC ##l& #ik i3 AF%E DNS ZFr &I,

cn.com.amazonaws.cn-northwest-1.ecr.api

&R S T X4 Amazon ECR APl #A1THY A A . APl #4E ( 20 DescribeImages
CreateRepository ) HEIHLIHT Ko

BB RIFT S r , BRI LUEIR S FFAE DNS 4B, E6I2 VPC Kin¥ &t , B VPC
BHEHIEFERAME DNS &% , IR ARIRE. MREN VPC KinTi /3 AFAHE DNS £
£, BHFRKITEIH Amazon CLI EFBIHZ A , LEEERF X TE I Amazon CLI B
FIEELHT R URL,
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https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint

Amazon ECR AriEE

MREFAFE DNS EHZHERH 2019 F£1 A 24 BRZBIR AW I KX I EE Amazon CLI iR
A, MATEA --endpoint-url ZHEEEOLFE TR, ATTRAERTLET K URL BI#&
o

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

MREFRRA VPC LinT S FAFAHE DNS £HE , WAFER --endpoint-url S¥HEERED
KIHTT KK VPC LIHTT R IDe U TFRHIERT AW R URL &,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

B2 Amazon S3 M<K T =

3 F M Amazon ECR 1REUFABHEBH Amazon ECS 55 , 8491 Amazon S3 812 M < L ik =

HBIEM X LimTT R, AR Amazon ECR £H Amazon S3 XE#ENEBRE. HBEM Amazon

ECR THEEMBE , ©A1&495 R Amazon ECR FeEREVRBIE L , AA/S Amazon S3 FEE T ERRE
BE. LTREE81 Docker BBEH Amazon S3 F &K Amazon Resource Name (ARN),

arn:aws:s3:::prod-region-starport-layer-bucket/*

ﬁﬁﬁ Amazon VPC AFIERP MBI EM XL inT 232N Amazon ECR 812 LA T Amazon S3 Wk
W R, EEIBKIRT 2 , BESREN VPC EFREBHRK,

com.amazonaws.region.s3

Amazon S3 Mk & im T 2 EMA 1AM policy XAERR I RS TF R, AIAERAST LA ENER
B, BANEETS IAM e HAi IAM AP REEPRENEMARGMAER TR, MREF
Amazon S3 174 #8177 R X PR BR %7 ) Amazon ECR FTEHKIENRER , #E2 1 Amazon ECR By
Amazon S3 FE R EXR

Amazon ECR #J Amazon S3 F# R ENE

Amazon S3 MK im T S EMA 1AM policy XK RFIX BRFHI A E. EX ¥ Amazon ECR #Y
Amazon S3 FHMRIENR , BHENLIRTT KLEIE IAM policy SXHSET , FRHIX Amazon ECR Y
Amazon S3 174 #8177 R R

#0 VPC %R (Amazon PrivateLink) API fRZ 2015-09-21 182
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Amazon ECR AriEE

TRIEART Amazon ECR FrEH Amazon S3 Z KB R .

Y R

arn:aws:s3:::prod- region-starport REHEXNBEESA Docker BEEH Amazon S3

-layer-bucket/* EERBI T RMR. &R~ Amazon ECR X#&H
_ Amazon X XIFIRREF , FlNZERED (B

arn:aws-cn:s3:::prod- region- %4 ) KB us-east-2 o

starport-layer-bucket/*

5l
BAR R~ 515 B8 20 2 X4 Amazon ECR #2#4EFTER Amazon S3 F& @Y 15 R IXUBR .

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

#7 CloudWatch B &

£/ Fargate B3I E K Amazon ECS TS5 EEE 82 com.amazonaws , XEESEREE BB
M%<t VPC , EIAt{E Aawslogs CloudWatch H &R ZIEFE AEXKIEZAEFEE. regi@@ on .logs
EOREW VPC LinT R, CloudWatch BEXEZEE , % H Amazon CloudWatch Logs A F 15
BRI CloudWatch HEES#0O VPC KinT AEEEA

7 Amazon ECR VPC i = 8K imT S KK

VPC i RREE 2 —F IAM BREM , SEIBRIS RR [N FERNERR. MREEQNERLRT
KEPRIIIRES , Amazon 2N EMIN—NRINKE | ZREATFNBRFHTELTHR. KRIKBEFLXE
i:ﬁ%ﬁﬁ?%%:ﬁﬂﬁ*ﬁmﬂ’]%ﬂlﬁo X2 —MRIMARE | AT REMNRRPXEERSHITN
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Amazon ECR AriEE

5, iR SARA JSON BRBE, BXERES , H2H (Amazon VPC A 15m) HiEA
VPC i SR I BB 25 40 15 AR R

RIMNBWERNE - IAM BRERE , FFZFBERMHINZEIFHES Amazon ECR VPC KimT K.

THERHT Amazon ECR Bis SRR, HREEIFISE IAM BEM Amazon ECR FiIZENE K.

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Effect": "Allow",
"Resource": "*"
}]
}

T TRV £8 3 T R B R 51 B LE MR BR 18 E RO 17 68 o o

{
"Statement": [{
"Sid": "AllowAll",
"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
3,
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]
}
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Amazon ECR AriEE

THEHNL T QKB RGFIENFA AN ROIAS S — D REEH,

{

"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"

}I

"Sid": "PreventDelete",

"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
},
{

"Sid": "AllowPull",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::1234567890:role/role_name"

},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}
&K Amazon ECR #9 VPC U7 RUR B

BN LA T Mt 3TF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e

ESEMERD , ERRR.

MR % HE N Amazon ECR €| VPC KixT = , 2 1 Amazon ECR #|& VPC LimT Ko
ERERRBEAIMEIR Amazon ECRVPC KT R, RAREREN TEH 5 PEFRETF,
IR YRR R BE A X RGBT E R,

ERREFURTERE,

I o
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Amazon ECR AriEE

/\?%l_.l

BELEEEEEZN FRPAE, #IR, SRR VPC imR. ER , BAESEAZEN FRHPE
A VPC #m &,

#0 VPC %R (Amazon PrivateLink) API fRZ 2015-09-21 186



Amazon ECR AriEE

Amazon ECR l&5#E

& A LAEFH Amazon CloudWatch 328K Amazon ECRAPI , it TET M Amazon ECR WE R
&, HNBELEN ZENIEFRNNER. XERITHES2RERA , WMERHRFHLESHEFH
T % APl 2, Amazon ECR EMRBIESE — 2 ¥t BN B3 &£ F CloudWatch, B CloudWatch
MWEZER , H5 R Amazon CloudWatch A F {5/,

Amazon ECR £ T API BERAtER , XEERERA TR, EEMHENFEGRIURE,

B2 R REF Amazon ECR M&H Amazon fERGT RN A HEME, THENMENEELSH., BINTEWE
MAK Amazon R RWARFWELZHE  UEERREREIANS JBE. T8, £#7%8
42 Amazon ECR Z 81 , &R HIE —MERITRIHAE TR P EETFIRE :
- BEANRHAL?
« BFEIRTPLERIR ?
W 283X 5 IR A9 33 R 40 4] 2
R ER LR TR 2
- WRFTHITRERES?
o« IR IRETRIE & ?

f,l B

T—% , BIEFTENAMFTREARIZLH TUEME , EENRRHEITIEE Amazon ECR HaEHNE
o YR Amazon ECR BY , FEAEMEKE , UEFEBESHOEEREH#HITHR , BELEERE
MEREXMMERE , HRITHREBN S %,
£
« AL Service Quotas HIREEHR
« Amazon ECR A £1E#x
« Amazon ECR AER&E
« Amazon ECR FH#EER
« Amazon ECR E## EventBridge
- f#F Amazon CloudTrail id % Amazon ECR &
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Amazon ECR

RAriEmE

AT {14t Service Quotas FH1i& B Z1R

A EAEA CloudWatch #Z#H & AILIRSES , AEEFLHAESRSEIANLRER. ETNRERE
|/, AmEESEECE AT [ RSB AL

TP BR S5 LA 5 i 4 1 0 1R B B3R

1.
2.
3.

1518 https://console.aws.amazon.com/cloudwatch/ 3TF CloudWatch 2 #l5&
ESMBERP , EFEERF.
ErFEEIRETFL  RBAE , ABEEZE Amazon BiR,

XN ERRS A EIBRN IR,
EHPEP - MERZIIHNEIEE,
ZERREREZ Amazon RN YHBIAE.
ENRSEFFMBIBR , BHITUTERE

a. 1%&#% Graphed metrics ( 28R ) EIF,

b. ERBMFHRIAN, MNEXRERFIH, RREMTH , BFAFET , WA
SERVICE_QUOTA(m1),

X EERPRN—NFIT , FERERFRRINTRN RS EH

ELRFIBOENEREELNLEGTHE , BANMFHRIAEXHERZHE SERVICE_QUOTA XRiA

R MWFHFHHMREX , 5 H m1/60/SERVICE_QUOTA(m1)*100,
(i) BiRE—NER , WEERARSOEIM @EBLEBH | ERITUATRE

a. 7£ m1/60/SERVICE_QUOTA(m1)*100 1T EHYIR/ET , EBREHREIF. ZEFFRZRGE—

Re,

XRERERIZTE,

b. EZHGT K BREEBERBENBS , HI9Y Expression! RIRERKF. EZFT , #HiA 80,

XFAE—NER , TAEESEEMN 80% B, ZBIRHH A ALARM R,
C. iijaxF-F_io

d. TETF—WL, %&F— Amazon SNS TBHBIE—NFHEB, HERHE A ALARM RS,

éﬁﬁti%ﬂﬁﬁﬁ%ﬂo %Eﬁ?%T_io
e. BEF—ILE, MABRNEHNER K REEET -5,
f. EELBRER.

AWML Service Quotas HiR B &R
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https://console.amazonaws.cn/cloudwatch/

Amazon ECR AriEE

Amazon ECR HE1E#Fr

B LAE A CloudWatch AEIEIRRIZBEK A RREABRA AT, FRHXLLIEFRTE CloudWatch
KAMEHEMR - YRS A E,

Amazon ECR A 1455 Amazon REBEH X M, BRI LEREER , LEAEZLRSEFRN EEL
HER, BXx Amazon ECR RINRFZEHFNEZER , 15 Amazon ECR RFELH

Amazon ECR £ Amazon/Usage #%& ZE B & # LA N $8 4R

1EiR DU
CallCount MENIKF A APIHRERIRE, BRMAEERKXBRNEEE
Mo

IERSERANSITEIER SUM , RTRENNERRRBMAE R
EWENE,

LLT4ERT#{tH Amazon ECR X1 A EIEHR,

HE iR
Service FEZAERH Amazon REEFR. X F Amazon ECR AEH

PR, WW4EERER ECR.

Type EEREHR/ARER, B , Amazon ECR AEBIFHNH—&
X&{Ejg APIo
Resource FHEZTHRERENIERE, BEl , Amazon ECR £ REHFXT

AP I2/ERY APl HENEE.,

» GetAuthorizationToken

+ BatchCheckLayerAvailability
* InitiateLayerUpload

* UploadLayerPart

» CompleteLayerUpload

* Putlmage
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Amazon ECR AriEE

$KE iR
» BatchGetlmage

» GetDownloadUrlForLayer

Class AR R RIRAVZE, Amazon ECR BRI ERAE4LEE,

Amazon ECR FAERE

Amazon 2 7 #57 Cost Explorer WRFHRETE , ZTE L& 54 Amazon ECR & IREY B4

ﬁ%o

£ Cost Explorer EE AN K ANER R, BAUEFZH 13 MNANKE | AMNEEZETR=A
BATEEFENEA, BLUEMA Cost Explorer BB B X Z—ErAAE Amazon BRERSHNEAN
B, BEEEH —SEANAEUAREE TR T THRENRANEE, &7 s EHIEN AT EE
B , #ERXSRAEENERIE.

BAMAEREPNITERIEE REMEB Amazon ECR #EENAE. BXEZEE , B5H fridH
RAE T IR

Bx B Amazon RANAERENWEZELR |, 155 H Amazon Billing A F 185 B9 Amazon 5% 4 Fl

RERE.

Amazon ECR =& E S PR

Amazon ECR 317 FE R BT #h 3545 £ 3% F Amazon CloudWatch, Amazon ECR 1EfRIIEALL 1 &
& 81 B B 3 X 3% E| CloudWatch, B3 CloudWatch WEZEE |, i55 % Amazon CloudWatch
{5,

FR

- B CloudWatch %5
- AAENNEE

- &F Amazon ECR JE#%

/8 A CloudWatch ¥g#x

Amazon ECR B3I ZEFI B F @ ENFRERER. TENTEAFHSR,
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Amazon ECR ArfEm
Al AR E

AT EB2 5 7T Amazon ECR %1% %] Amazon CloudWatch BSR4 E,

Amazon ECR 1E#5
Amazon ECR 2t 7 AJ f T a2 7 fE EE RV 3545 87T LU EHTERIT B
AWS/ECR 3 & Z= R 'ZIELL T #E#7.
RepositoryPullCount
I 170 FE R R BRI EBUR B
B4 E : RepositoryName,
BRSUHE . F9E. &/ME. EXE. SRS, SBEANSITHERRN.
By B,

Amazon ECR fE#riV4EE
Amazon ECR 1E#R A AWS/ECR i & Z R H MU T L EN ISR,
RepositoryName

Bb4E B IR I SN 5 E 7 FE P AR B R R IE RV B

&Z& Amazon ECR E#r

BRI LAE I CloudWatch #2#|& % & Amazon ECR Zf&FEE#R. CloudWatch ##I 8= TRMAH A
HEMWERE o

£ CloudWatch 2%l & &%& Amazon ECR 18#5

Amazon ECR FER# R AEY CloudWatch 2#HIAEE. Z2H A1 MH T HK Amazon ECR B
HANE , ZUUREBCHEREFNE. BXREZFEL , 25 Amazon CloudWatch AF 5.

£ CloudWatch # 4| & R &EEF ISR

1. BELATRutiTH CloudWatch #2H|& : https://console.aws.amazon.com/cloudwatch/s
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://console.amazonaws.cn/cloudwatch/

Amazon ECR ArfEm
2. BEEMSHH , HKR%EER Metrics ( 38¥5 ) . All metrics ( FTEEHR ) -

3. 7£ Browse ( X% ) &I FH Amazon Namespaces ( @& ZH ) T , i&# ECR,

4, HBREEENIEN. FHEEBRKEENRN ECR > Repository Metrics ( ECR > 5 EIEHR ) o

Amazon ECR E4#l EventBridge

& ] LAE A Amazon EventBridge B EIHITER Amazon RS H BN REEH , SIS ARET
AMEES R IRER. Amazon RS Y EHRHE FLaHZ f 2| EventBridge. & A4 B & MM K
BEREXEINEN , ACSREESHEEANSRITHENLERE, ATRFALNREIIE

« FFEHRME CloudWatch Logs FHI BE4A

- M Amazon Lambda B ¥

A Amazon EC2 Run Command

- FEHFP LT Amazon Kinesis Data Streams

« BUE Amazon Step Functions RZSHL

- JBH Amazon SNS /=, Amazon SQS A5l

BXEZER |, iHS Amazon EventBridge A F R # Amazon EventBridge Al

€ B Amazon ECR Ky RHIZE4
AT 2% B8 Amazon ECR W R"HIEH. RERXRBIREHEHL,
EXEREGHEENEN

BIMRGHIETRE  RREUTEMH. BXESEE , BSHHEE Docker Hko

"version": "Q",

"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-11-16T0@1:54:34Z",

"region": "us-west-2",

"resources": [],
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Amazon ECR AriEE

"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"action-type": "PUSH",

"image-tag": "latest"

ZERIRENSH

ZHEFRIUREN  RREUATENS. AXESEE , BEREAEZFRIFN,

"version": "0Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:48Z",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",
"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

EXKEGRENSH (EXEH )

NAMEKERAEARAHEE , I8N EGARTAEN , RKEUTEH, finding-severity-counts
SHORE"ERRINE (WREE), flm , MREGTEEEM CRITICAL RIMLER , MF2
BREMEFXBIHH. BEXESZER , BSRAELRTH,
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® Note
BXEAEBAME Amazon Inspector K HWEHHIFAEE. , HSH EventBridge S,

{

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:48Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"image-tags": []

}

}

BERTEBHABNARNEEENEM (HEREAH )

JEMREREREAHERE SRR TEBEAMNRREE RN , Amazon ECR FRIENATEH, X
BREELENNEEE, EEERNFRERENDEME  REEER 7T HBEAHIIENFM#ET 6
FHBREGENE, BXESERE , HERARGEHE.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",
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"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",

"repositories": [{
"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"

},

{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,
"resource-type": "REPOSITORY",

"scan-type": "ENHANCED"
}
}

BEMBRAY S
BEBRE R REUTESH, BXRESZEE , HSH HIBRESK,

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",

:repository/repository-1",

:repository/repository-2",

:repository/repository-3",
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"image-digest":
"sha256:7f5b2640fe6fb4f46592dfd3410c4a79dac4189e4782432e0378abcd1234",

"action-type": "DELETE",

"image-tag": "latest"
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Amazon ECR AriEE

® Note

RESEEY | XERFABCHITERXILLE, 7 CloudTrail BENH |, FiE % B MBHEBE#E
B—1T. WA, ZRBIBRTF —4 Amazon ECR % B . TESEBRRY CloudTrail BEX#HF , X
HZ Amazon RSB MEH,

N

]

- Tl BIEFHERE

« =¥l : 812 Amazon ECR 7% FERIH Amazon KMS CreateGrant AP| 4
- T EEHERE

- TP EEIREURIE

- ™l BREGERRIE

R BIRFME R

THHRBFIERT — CloudTrail B&SRKE |, %% BT CreateRepository &1,

"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"eventTime": "2018-07-11T22:17:437",

"eventSource": "ecr.amazonaws.com",

"eventName": "CreateRepository",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "console.amazonaws.com",

"requestParameters": {
"repositoryName": "testrepo"

.

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy

"requestID": "cb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [

{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

TPl : 813 Amazon ECR 12 ERTHY Amazon KMS CreateGrant AP #&4E

THEHRBFERT — CloudTrail BE%E |, Z% BT IEE A KMS %8 Amazon ECR &
f& EEBTHY Amazon KMS CreateGrant #4E. X T ERE A KMS MBI ZNESMNMFEE | BRZHE
CloudTrail F&ZIFH 4 CreateGrant H&%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {

"sessionIssuer": {

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com"
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

1,
"responseElements": {
"grantId": "3636af9adfeelacch67b83941087dcd45e7fadcse74ff0103bb338422b50553"
1,
"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
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"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-
b589-18464af7758a"
}

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R BEHEERE

THHWRBERT — CloudTrail BESKE , Z&BHANRER PutImage BIEHIAE K,

@ Note

MHEEEBE |, B7E CloudTrail B EAE AT AE Z
InitiateLayerUpload, UploadLayerPart #l CompletelLayerUpload 5|,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
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"userAgent": "console.amazonaws.com",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \'"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
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\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}"
.
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",
"imageTag": "latest"

}

}

},

"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139¢cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R REREURE

THEHNRFIERT — CloudTrail BE%EB |, Z%&BHBANREA BatchGetImage BERINERK.

@ Note

HRNEGN , MR HEERS , 812 CloudTrail B EHEREE
GetDownloadUrlForLayer 5|,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
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arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:147Z"

}

}
},
"eventTime": "2019-04-15T17:23:20Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
I
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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{E , Amazon ECR £1[a CloudTrail X% MNE#H, 5 , Amazon ECR AENMNEBRHRZ S
€ 100 MrZ,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
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"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
},
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@cs5",
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e0352chf9561e050427bat",
"tagStatus": "Tagged",
"tagList": [
"centos"
1,
"pushedAt": 1584042842000
},

"rulePriority": 1
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%, ETHEZEE CloudTrail, @FWAREFBEMEKR BEXXH , HZHAmazon CloudTrail A/~
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£/ Docker 1.10 & A ERRA AT R A BB E E4&

Docker B&HEAK , REBRN T EEEMER, Dockerfile WE—1TESSIEFHE. HFEH
Docker 1.10 & A ERRAES | Docker ZEERIATE IR T &1 £ ZE Amazon ECR Y [E) B #EiA R AT &
MR, NTh4aE L&etiE.

ERBR/NERFEHK

&3 Docker Hub 2 BRING % , AIREBE NN ABRFIAIEENRZ KB, BFERFEREM
ATE Docker #t X BIE H 4 MR/ NER , HEA Docker &/ Scratch BEWEEBCHELRE
B, BXEZELR |, FS 1 Docker XTI EZERE G,

FREEE XKD KRB AR Dockerfile

Docker EFE , AIMEHERE, MEMNRE—XHEZRS , E—E L&EEMAER , N Docker
FERAESERA K MAEFHEE, B2, BEBMKB A ENNE, RELXEER , I Docker
TREFRFZE , t2EFRFZEZEHIMNMEE.

NTREBEEFMIE Dockerfile HFEXT LARFAFAEIE , A& B F LaHR RN E SRR KEAK
B A Dockerfile, REH B RV MRBI (21N AEFHVRAE) BERAMER,

HEPTUBRT LB 74
EEHREZNFBXAENZEN—BoRE , MEZEEREREPHEMER, ERUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EARRGH | FE—NHNE-D RUN i SEIBNEIZER targz XHREFIEBENR. BMFESE
9N RUN @5 EMIBR tar.gz X4, XM IREREE -  WREMNIZETES , LARREL
Docker BG&HF TR EE T L EMN X4,

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz
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REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]*$/\1/p")
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RNENLBSXHHNERIAX S, BETTLEER Amazon BT A TEA#TABMREXE., A%
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£ Amazon ECR B}3@3d Docker fp 54 E45 iR
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BROT,

F&

« M\ Amazon ECR Ff%FEIREVEGAT , HIEEIR : “Filesystem Verification Failed” (34 RS E kW)
5,“404: Image Not Found”(404 : R &)

« M Amazon ECR REVE SR} , HI4EIR : “Filesystem Layer Verification Failed” (3 &5 0 BERIiE
KK

« WIXBIEFEHEEREI HTTP 403 45125 “no basic auth credentials”((& 8 E M KU EIF) (iR

M Amazon ECR FEFEREE S , HIEEIR ; “Filesystem Verification
Failed” (3 RS kM) 5“404: Image Not Found”(404 : T EIER)

£ Docker 1.9 RE S RAHFEH docker pull i8S M Amazon ECR Fi FEIREVE BT |, ATeE2 W EI4E
ix Filesystem verification failed. MREAMNR 1.9 ZHTH Docker MixZ< , I AT sE YL B 55 1R
4Q04: Image not found.
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EER Y XEH Amazon S3 RE L inT REAFEE R,

MR EEST HTTP XEE A Docker , AJLAXY Docker HITHMHWKIERE, BXxEZER |, 55
Docker X HTTP R,

M Amazon ECR 2EVE &R , HI4EEIR - “Filesystem Layer Verification
Failed” (X R & 70 =R LK)

B AIREEFE A image image-name not found i G IREVER &Y U E £ 1R docker pull, MR E
Docker B& , THELFE S THEHERLUNEIR !

filesystem layer verification failed for digest sha256:2b96f...
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B, XETFHTarB. BEXNMERNEZER , T M aws ecr get-login-password 4 tH#J Docker
BEXm , MBREIMERSEHW https:// AR, WMTARATH HTTPS 55 R Docker & F
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dockexr login -u AWS -p <password> <aws_account_id>.dkxr.ecxr.<region>.amazonaws.com
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BRENREINER 20 NES (TPS), AiFEIE 200 TPS HWRIE, EHIMXE , 4K SWE —
NA[1Ff# 23k 200 & GetAuthorizationToken DM E#F, XLER D LUEH 20 SAERE 4
7. MEBWEMEE 200 KFR5 , MAEZIMEBH 200 4 GetAuthorizationToken APl EFH (1
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HTTP 403 : “User [arn] is not authorized to perform [operation]’(F /7 [arn]
SREMIT [operation] FITXER)

=&Y Amazon ECR H{TRMERT , BRI BIBL TR

$ aws ecr get-login-password
A client error (AccessDeniedException) occurred when calling the GetAuthorizationToken
operation:
User: arn:aws:iam::account-number:user/username is not authorized to perform:
ecr:GetAuthorizationToken on resource: *

XKRTEWAFZEIREFEA Amazon ECR IR , i EXLENRIZEFEH, LEHIEX Amazon
ECR #1TR{ERY , BRIURBERTFTAF BRI ZFHENNIR, BXGIEMNEIE Amazon ECR X FREY
EZEER |, 5 5&H T Amazon Elastic Container Registry B Identity and Access Management,

HTTP 404 : “Repository Does Not Exist’ (12 ET1FE) fHix

MREIETE T YATFFEIEM Docker Hub ZEFE |, Docker Hub & Bh 8B 1F6&E. {BFE A Amazon
ECRE , fiFMELTECEANENCE, XM LEENCIEHFHE Bl , BTHRASR), 8
ARRAIMEFNEHERBIEEINLLTHRER, BXUIBEEMENESHFEE , FSH Amazon
ECR FAE EiE E.
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- BHRINERESFEAMRE Amazon CLI B 2 , ARIEH RS BT Amazon CLI KA 1 B9H 3RRx
K, BREZER | FSRELEDREH Amazon CLI B FFTHRA,

 FHINERBSFERAEMELENEN Amazon CLIBITTERE. BXEZER , FSHLERETH
Amazon CLI W& IRA,

. FWEIAEE Amazon CLI S SiEEZERIER,
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BHEZE , SEEH Amazon ECR SAEEMERPUBEQHEL LREGNTFHE. BXME
IAM R EZEE , BHSH BN 1AM &R,

AT R UL ERAY R B,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"
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&F ecr:BatchImportUpstreamImage XPR{E 27 Amazon ECR FAEEMERF LI B EEERT
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Error response from daemon: manifest for 111122223333.dkr.ecr.us-

east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

403 Forbidden when pulling from a Docker Hub repository

MARIEH Docker B 5B Docker Hub & FEFPIRENAY , BAMEFEA URI FEE /
library/. #l#l , aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
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