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R EINEFANAR

BXEZEER , 555 Amazon Outposts HLEEH

RESER
BxfEMA S3 on Outposts WEZEE , ESHUTEE :

* iRE Outpost
« Amazon S3 on Outposts & Amazon S3 EAR[E ?

« FFHEER Amazon S3 on Outposts
« S3 on Outposts HY M 4%
 {#H S3 on Outposts 1Zf# i@
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https://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
https://www.amazonaws.cn/tools/
https://www.amazonaws.cn/tools/
https://www.amazonaws.cn/outposts/rack/pricing/
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» {#F S3 on Outposts I &K

+ S3 on Outposts YL £ M

« & S3 on Outposts 171if

+ {8 Amazon S3 on Outposts #1TF &
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% & Outpost

EFREA Amazon S3 on Outposts , BFEELMREHIEEE Amazon S3 AEMH Outpost.
BXITH Outpost M S3 BEMETMMEE. , EZ [ Amazon Outposts, ERE Outposts ZH ER
HEH S3AE , AJBEA ListOutpostsWithS3 API A, BXMIELUKRE T # S3 on Outposts 5
Amazon S3 MR EZ4L , 1§ H Amazon S3 on Outposts 5 Amazon S3 BIFR[E ?

BXEZEERE , BEAUTEE,

£

« 1TM%T Outpost

1T 19 %7 Outpost

MREBFEEITMESR S3 BEMH Outpost , EZH Amazon Outposts HLZEEM LA T #EE A T Amazon
Elastic Compute Cloud (Amazon EC2), Amazon Elastic Block Store (Amazon EBS) 1 Amazon S3
A LD,

EERER , BB (Amazon Outposts AAF#ER) A 12 Outpost AT Outpost BEHR WS EREE
(=

T3 Outpost API fR78 2006-03-01 9


https://www.amazonaws.cn/outposts
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://www.amazonaws.cn/outposts/pricing/
https://docs.amazonaws.cn/outposts/latest/userguide/order-outpost-capacity.html

Amazon S3 on Outposts AriEE

Amazon S3 on Outposts & Amazon S3 BAR[E ?

Amazon S3 on Outposts [E#&# A #th Amazon Outposts SMEREFT RFZM. #F£H S3 on Outposts , A
BENBEREFEAMNARZEFINL , BHEHEAGIE, BIETENTZINMEESER, ATEA
Amazon S3 API #1ZhgE , S3 on Outposts AILAR#FME. RI. #Rid. REFMZHIXT Outposts i
BEE |, R Amazon EMiIZEYT BEIBHAHIZHE , UIREB—BHESHEE,

B>k S3 on Outposts I ZANESER , BSRAUT E&E,
FB

 S3 on Outposts M3B

« S3 on Outposts Z#FH) API 24E

« S3 on Outposts z3FH Amazon S3 Amazon CLI &5

« S3 on Outposts XK Amazon S3 Zh&E
« S3 on Outposts M4 ER

S3 on Outposts #3E

« Outposts FEMHITR AKX/ 50 TB,

- &4 Amazon Web Services ik~ BY& K Outpost FEHEEH 100,

« Outpost 77 R REFE A AR KR ML IRET LQEHITIHRE,

« 8/ Outposts FEMAI R AKIHE LA 10,

- AR SR EEHY K/MBREIHR 20 KB.

« Outpost #iE & AT LA Amazon Resource Access Manager £ Amazon Organizations R E B RA

LRE T ERR, EEIHR Outpost BIFTAE K %45 Amazon Organizations FHIFTE &K T
E_éﬂéﬂmo

» S3on Outposts FRBHEEKFHRARERBPAENRNATEE.
« R A S3 on Outposts F& @A B MK, AT A FEBIITIEE,

. WRADBREE Amazon S3 —H.

« %&£ S3 on Outposts LK FTE X REFMEIE OUTPOSTS FiEERF.

- RERERBRT , F#E OUTPOSTS RPN AAX REBMEMEAR Amazon S3 FEEX INEFHH
(SSE-S3) HYBRSS SRR I B H 1T Il Bt AT ABAEERERER T RHEAINERA (SSE-C) KR
SRR IR B RIF N R

Mg API hiz7s 2006-03-01 10
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- MEXARBHZEEERN Outpost LFENR , APl 2 RERETERE (ICE).

S3 on Outposts X#EFH API ##1E

B X S3 on Outposts XY API B4EM 5K , S FAmazon S3 on Outposts API ##1E,

S3 on Outposts X1FH Amazon S3 Amazon CLI #5 5

Amazon S3 on Outposts B #13Z3F L Amazon S3 Amazon CLI &85, BXEZEER , SR
{Amazon CLI Command Reference) H# Available Commands,

« cp. mv M sync , ERE— Outposts FFEEH , WEEAMINES Outposts B,
+ 1s
* presign

e Irm

S3 on Outposts FZ#FH Amazon S3 IhEE

Amazon S3 on Outposts B I X#FLLT Amazon S3 e, BEFACIINEME LG ERIEL,

- BRHBER

- 5 EIREIFIZ&R (ACL)

. BERZBLE (CORS)

- S3HMERKE

- S3BHERE

- BERBIAERBINE

- RNEFHERE

« ZERIE (MFA) MR

- S3 AR (BRT NRBERANELLRTHRE 2B EEUH)
- S3MNRBEMERE

- NRPERE

- B Amazon Key Management Service ( Amazon KMS ) Z4AH RS 253w I %F ( SSE-KMS )
- S3 EflatEES (S3 RTC)
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https://docs.amazonaws.cn/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.amazonaws.cn/cli/latest/reference/s3/ls.html
https://docs.amazonaws.cn/cli/latest/reference/s3/presign.html
https://docs.amazonaws.cn/cli/latest/reference/s3/rm.html
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« Amazon CloudWatch i&R1E#%
- EfRELE

 Transfer Acceleration

- S3EHBEH

- RIEHNREER

+ S3 Select

« Amazon Lambda B4

« Server access logging (BRF 5140 B Fid %)
« HTTP POST &R

« SOAP

- MEiER

S3 on Outposts MK ER

- EFEREAZE S3 on Outposts TFRI R , EBATEIE S3 on Outposts Kiw T RHBITEHE, ATR
#I3E AT S3 on Outposts K&K & -

« Outpost EBIEA Virtual Private Cloud (VPC) #AI LB — N REMWA KT R , 81 Outpost &%
A LAE 100 MR IHT Ko

o ALLRZNMAERBRFBE —LiwT Ko
- RERLKIET SRMEIE CIDR RTELLT CIDR SEE /M FZERIAK VPC & :
* 10.0.0.0/8
» 172.16.0.0/12
* 192.168.0.0/16
- REEMNEETESE CIDR RH VPC F 8122 E| Outpost B L IwmT Mo
« REBEMFXTRHY Outposts TR A BB LimT Mo
- ATRIBART SN FRAAITEEA IP bk , LAt S3 on Outposts A

- MREEEEZEFHER IP sttt (ColP it ) , MEXETEHA IP #hik , LAt S3 on Outposts &
Ao

« 84 VPC &4 Outpost REERIZE — P KiIFT 2o

) £ BR 51 AP WA 2006-03-01 12
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F 154 FA Amazon S3 on Outposts

B EH Amazon S3 on Outposts , BRI LA1E Amazon Outposts L6812 S3 1 , HEAMHNEE

A BIEHE, RiBFELAENBEEENVNAEFENFHENREXNR. S3 on Outposts 12t 7
—NETEY 77 2L S3 Outposts (OUTPOSTS) ; &K A Amazon S3 API , 3 B A T7 Amazon
Outposts EHZMER RS B2 AIFAT R FHEIE. LB Virtual Private Cloud ( VPC ) f&
A A S ik REES Outposts @I TIEE. B LRTE Amazon S3 FH —#7E Outpost # LFH
HEK APl FThee , SIEHRIKEE, MBFIRIS. B LUEE Amazon Web Services Management
Console, Amazon Command Line Interface (Amazon CLI), Amazon SDK = REST API £/ S3 on
Outposts.

B3 Amazon S3 on Outposts , &R LU&TE Amazon S3 £ —# 7 Amazon Outposts £ Amazon
S3 API FTheE , MW REM. HEKEE, MEFEFMFRIE, BX S3 on Outposts KEER |, HSRTALRE
Amazon S3 on Outposts ?

FA
- @3 Amazon Web Services Management ConsoleFF 44 {5 F
- J&X Amazon CLI Fi& A T Java ) SDK F#aE A

iE3d Amazon Web Services Management ConsoleFF 15 A

B\BII £ Amazon S3 on Outposts , A LL#E Amazon Outposts L8| S3# , HEXMHEE

A BIEFE, N FELENBETENNARFENFENRZEINR, S3 on Outposts 12fit 7
—NETHY 7 2K S3 Outposts (OUTPOSTS) ; % F R EMA Amazon S3 API , 3} HA T4 Amazon
Outposts FHZMER RSB ZBF AR FHEIE. LB Virtual Private Cloud ( VPC ) f&
A A S ik REES Outposts M@ TIEE. BRI Amazon S3 FH —#7E Outpost ¥ LFEH
MEK API FThee , DB RIKE, MEBEMIRIS, BALUEN Amazon Web Services Management
Console, Amazon Command Line Interface (Amazon CLI), Amazon SDK = REST API £/ S3 on
Outposts, BXEZER , HZ M1 4= Amazon S3 on Outposts ?

EBEIEFIAFHBER S3 on Outposts , FEZHE T EB, EBET Amazon CLI AR F Java B
Amazon SDK FF¥ER |, 2B Amazon CLI #iEH T Java B9 SDK FFiaE A,

F&
- BIEEFHEE. BTRANKR

. BESR
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SIRFEM. HE KRS

UTFRRBNA T M{AFE S3 on Outposts HEIRE —NMFEME, ERAZH G IERFEEN , KETLLa
B—NARRUREZF#BRBENER , MERAT UM AT R EFEEPFEN R

1.

5.
6.

& ZFAmazon Web Services Management Console , A/FEN A T MWiut3THF Amazon S3 24|
A : https://console.aws.amazon.com/s3/,

ELEMSHIBEHF , %42 Outposts buckets ( Outposts FZEHE ) -
%3282 Outposts FAEHE,
¥ F Bucket name ( EEWERR ) F , MAFEIHE RS (DNS) iENFHEBE .

FHERBEMVIURRZUTER !

« 7£ Amazon Web Services Ik, Outpost LA & Outpost Fiif& 8 Amazon Web Services X5 A
TRFGME— 1,

- KER 3-63 1MNFEH

- TEEKREF.

- LUNEFRHHFET XL

DREERE  ELEBEREEN. AXNBFHEBNER , 55H (Amazon S3 A #E
M) PHEAFEER BN,

/A Important
BREFERENPIESBRRAGCE  NKS, FRBEHN2ETEEOFERBTFHINR
M URL H,

XiF Outpost , EFRERE T MAY Outpost.

£ Bucket Versioning ( #RZA32%] ) T , F S3 on Outposts #HY S3 RAFZFIRSIRE N LA T ik
Wiz — :

- Disable (A ) ( RERE ) - BRERREZFIRES

* Enable (/BM ) - AEHAIIRIE A S3 MRAIES], 78 H0 2 BV A X RESHRF U2 ME — AV AR AR
IDo

BX S3RAEFNEZEE , S H N S3 on Outposts HEE S3 A2,

BB, HE SRS API iR 2006-03-01 14


https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucketnamingrules.html
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7.

10.

11.

12.

13.

14.

( 7T ) A INEE Outposts F & #@ X B E{T optional tags ( FIIERE ) , BAILAEARSRER
PRI E U E AN | EANERD BRI E RN T,

RERBEERT , F7E Outposts ﬁﬁﬁ'?ﬂ’ﬂﬁﬁﬁi‘l%%ﬂﬁﬁﬁ B4 Amazon S3 £ E X & #4A
(SSE-S3) MRS ERIR B H TFME. BHANRABEEREAEEEFRENMERR (SSE-C) 1
Bk 55 25 i 10 25 R 17 X KR EE&UJH&?E*“ BAEER REST API, Amazon Command Line
Interface (Amazon CLI) = Amazon #HF AT ES,

£ Outposts access point settings ( Outposts F A RiZE ) Zho , WAV B LB T

S3 on Outposts 178 L AIE{LXT S3 on Outposts PR EHBEN ANERFEHREE, HRIS
2 Ft n 2 Outposts ERMNERENEZRER , BAUERAXEFHERBINT S3XNREE, BXE
ZER, BSH EAL.

T XIHA Outpost WK H |, AR BHRLTME—  HFESEALRFFFRME,

3tk Amazon S3 on Outposts 178 =ik # VPC,

WMREEE VPC , i1k Create VPC (BIEZ VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRFIELNLER (VPC) EAR.

B33 Virtual Private Cloud (VPC) , & LA Amazon ‘BRIRB oI FIRE LM ERME R, XN EHL
MEEEEEESHBTEFOPSITHEREMEMEEL , HANERUEAN T REM IR BN

# Amazon

( XFIME VPC AL ) HimRiEFE Endpoint subnet ( iIwmRFM ) o

M= EH VPC WY IP HuSEE., MRLZEMENTM |, iH1EE Create subnet ( I F
Iﬂ ) « BXREZER , BZH S3 on Outposts B ML,

( XFIAE VPC ATE ) FimRiEE Endpoint security group ( IR ZE4A ) o

Z2AFTYE VPC WERBLALE , RS AR H I RE
( X¥FIMAE VPC R ik ) iE£$F Endpoint access type ( SmRiFRIZER ) -

* Private (A% ) - E5 VPC —&&fEH,
« Customerowned IP ( BEFHAEN IP) - EEX#HHENZHINEAAEN IP B—EFEA,

( ®Ti%& ) 83 Outpost access point policy ( Outpost 18] K ) . EEIAL B ERGESH
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 F 1% B 1o

%3282 Outposts FAEHE,

BIRFRR. R MRS API R4 2006-03-01 15


https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-security-groups.html
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® Note

B2 Outpost iIm RH HEZHFHUMER , RZAREEFEE 5 7R, EREHMTFHEE
RE |, HIEER View details ( EFFHAEE ) -

RELR

3¥F Amazon S3 on Outposts , X REIEIRLF M TE Outpost £, % Amazon &% Outpost HLERET
EHBIERRETE Outpost B |, SUREBBEEEER, EHXNRKZFLXEFEH Outpost ,

1 R7E Amazon Web Services X3 1, HF Amazon Web Services Management Console ¥t & 1E

XigA , BLREFEREH A LEREE Outpost FHIX R, BER , B LAEA REST API, Amazon

Command Line Interface (Amazon CLI) #1 Amazon SDK B3 7R = EEMEEBII R,

#12 S3 on Outposts FMEHE., WRIKRFWmRZE , B LUEER Amazon CLI & F Java B SDK
FHNREEZZNEFEE, BXEZEE , BFSH HX R E4£E| S3 on Outposts Fi# 1.

BiE Amazon CLI fM5& A T Java B9 SDK FF R 6EA

B35 Amazon S3 on Outposts , A LATE Amazon Outposts E 8|2 S3 1 , HEARBHEE

R BIELR, FibBFELBENBEEZNNARFBELFENREREN R, S3 on Outposts 1=t T
—/NETHY 62K S3 Outposts (OUTPOSTS) ; ix## k2 A Amazon S3 API , ¥ EF T Amazon
Outposts L ZMER RS B2 AFAT R FHEIE. LB Virtual Private Cloud ( VPC ) f&
A A KK SEES Outposts W 1TEE ., &R LMKTE Amazon S3 i —# 7 Outpost i LEH
MR APl FIThee , SIEHRIKEE, MBEFIRIC. BILUEE Amazon Web Services Management
Console. Amazon Command Line Interface (Amazon CLI), Amazon SDK =z REST API £/ S3 on
Outpostse BXEZEE , S H 142 Amazon S3 on Outposts ?

EFREA S3 on Outposts , BATBIBREHENE., HRKAMER. RF , BAUNNR A EFH
Mo LA RIS Run{a@E Amazon CLI F3&MA T Java B SDK FF#fEA S3 on Outposts, EiET 1%
HAFHRER , 55 MET Amazon Web Services Management ConsoleFF {5 {E F o

FH

- S| DIEEHE

- SR 2 BBHRIL

- SR3:HERS

o SB]A4: FXNREEEF S3 on Outposts F i i
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ST BIRFMEN

BAT Amazon CLI #iEFF Java #9 SDK RHI.E R a0{a €2 S3 on Outposts &,

Amazon CLI
Example

LA R4IfEF Amazon CLI 812 S3 on Outposts Z &M (s3-outposts:CreateBucket), Eiz
TS , FF user input placeholders B RNEEHCHESR.,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java
Example

LT REIERERT Java B9 SDK #12 S3 on Outposts 1# &1 (s3-
outposts:CreateBucket),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {
CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());
CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);

System.out.printf("CreateBucket Response: %s%n", respCreateBucket.toString());

return respCreateBucket.getBucketArn();

FE|2: HERBAR

Ei5| Amazon S3 on Outposts FEE , BAMEIEBFE BT R R, XL RFIEROMAEEHA Amazon
CLI MiEATF Java 9 SDK BIZ 1 A Ko

SB: BEEERSE AP WA 2006-03-01 17
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TR AT E{L3T Amazon S3 R HERFEEN AABEHEHEEE, HE K2 MBI EEFBN AW
Eimm , WAL IX ‘ﬂsﬁ-ﬁ%ﬁ?ﬂﬁ Amazon S3 S R4 ( & GetObject M PutObject ) . XIF

S3 on Outposts , &AM AEE i8] 21518 Outposts FEBFHEAN R, HRIANZEFEEUENRSF
ks

Amazon CLI

Example

AR Amazon CLI 7”518 Outposts FEBAIBIBRIR. BTG S , BF user input
placeholders B NEBEHNER.

aws s3control create-access-point --account-id 123456789012
--name example-outposts-access-point --bucket "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

SDK for Java

Example

LTERT Java BEHFF & TEERHIR Outpost FEEAIR T ER. EFEAURAE , BN user
input placeholders B HEBEHER,

import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)

.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);
System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();
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5551% 3 ﬁIJ Elﬁ PASNY

ERiEREEHE Amazon S3 on Outposts T E & , A EIE S3 on Outposts imR[RHBHTEHE. 1
TOBRS , BEETHRSH®EELT Outposts IEWE’LEE%JE?% Outposts EEYEA Virtual
Private Cloud (VPC) # A LAE — M REHNIRSR ., BXRmREFNEZEE , SR S3 on Outposts M
KER, BUBRLE—NHK , FHEVE Outposts BHHRITX RIFE, E%E%EE , B H WK

X L RBIE TR AN 6 Amazon CLI fMEMA T Java Y SDK g2k 2. BXCIENMERRRMENN
RN EZELR , 25 S3 on Outposts i = IR,

Amazon CLI
Example

LA™ Amazon CLI RAIER VPC BRI RIZKE |, 7 Outpost Bl iwN, VPC REBEFM, BE1T
&5, B user input placeholders Bt HEEECHER,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0d1

LA™ Amazon CLI REIEREFAER IP kit ( ColP i ) i5RIEE R Outpost BB imR. Eia
TH@$ , B user input placeholders Bt HIEEHEHEER.

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

SDK for Java

Example

LTREATF Java WEEF A TESREIA Outpost Bl EiwR. EEMALRA , 1 user input
placeholders B#¥NEBEHER.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
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.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOQutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId('"sg-abl9e0di")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type

is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =

s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +

createEndpointResult.getEndpointArn());
}

PS4 W RE4EE S3 on Outposts F 1@

ELERR , BSEENR E4£F S3 on Outposts Z &,

SB 4 JXRREAZ S3 on Outposts 1Z14iE 1 API iRZ 2006-03-01 20
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S3 on Outposts HI M4

&R LA A Amazon S3 on Outposts N EERHKIET R, BFELBNBBEBEFENNARFEFER
KA R, AT T HR S3 on Outposts BIMEER,

£

- EEMKTEZER

« if1A] S3 on Outposts 1Z& EAIX K

- BIKFoEMMKED

M 515 R SR B

BT LA VPC RERER A 1th P 48 15 18] S3 on Outposts, @ FE 7R R MK iRT EES
Outposts FAEREFTIES, HEREE Amazon R VPC # S3 on Outposts 1741 2 6]
RERE, QIBARET KN , BUFFLRET [LIAMEEBIEERN Private (XN T VPC BH ) =
CustomerOwnedIp ( X FEFIHER IP H#sibit [ColP ] ) o

« Private (X F VPC iH ) - MIREBFIEELRIZEE | S3 on Outposts FFERIAEA Private,
F Private iHAIZEHE | VPC FMEHIETELE IP #1715 Outpost FHRFEHITES., EATLL
M VPC WfEMA S3 on Outposts, XFhE R Y im 2 7] LUBE E#E VPC MR KGR, BXE
Z{ER |, 155 ® (Amazon Outposts FAF 1SR = HY A 3 o< B FH 3% 6

« CustomerOwnedIp ( 5 F ColP ith ) - tNRERERIAER Private HRIER HikF
CustomerOwnedIp , MIARIERE IP tbutSEE, ERISUBS 1A RIEEMNA M EF VPC HEH
S3 on Outposts, A8 VPC K Outposts B S3 B , A A it W< i T AF PR IR =

18] S3 on Outposts 1718 FI Xt &

Ei508 S3 on Outposts FHMAN R , BUITUHR AT R -

- VPC HifR =
- [@— VPC W& mT R

-« 2 Outpost 5 Amazon Web Services Xi#Z BRI Ez)iEE. BRINAFERN Outpost iEEEEIX 15
WEZER , 3 AmazonOutposts FAF 1§ FHE HZ] Outpost Amazon XiF,

prik =g EZ Sy gt API R4 2006-03-01 21


https://docs.amazonaws.cn/outposts/latest/userguide/routing.html#direct-vpc-routing
https://docs.amazonaws.cn/outposts/latest/userguide/how-outposts-works.html#region-connectivity
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Bx14E S3 on Outposts P FEHEWANRNEZE L , BSHEH S3 on Outposts 17 1i# 1 F 1 F
S3 on Outposts FF KR,

5 U 7 558 1o P 44 43

S3 on Outposts L ixET R 2 EHEY Amazon Resource Name (ARN) & & &R, SIBIXLELIFT R
J& , Amazon Outposts 2IREZNEIKFEMEMEZIE O, S3 on Outposts BB MM KO SHM
M &EOMLL , BE— M5 : S3 on Outposts R EEMK F @ MM E#E O 5 Amazon EC2 SKHI#H < Bk,

S3 on Outposts H & R4t ( DNS ) Bid Bk /3% 4 W 4538 O XHE Rt 1T A8 FE# . S3 on Outposts £
BB Amazonlik BBk P MR & O |, © M Amazon EC2 %1 & 1 Network interfaces (M
KED) BRPESF,

SHFAEA ColP stimRIZEE LU =, S3 on Outposts FFMELER ColP iR o il IP it HHEE
B K 7 3 1 PR 4% 42 O AR < Bk o

RS TK Fo M T 48 4 D BRI 52 API iR 2006-03-01 22
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£/ S3 on Outposts 1Ffi& i@

WX E A Amazon S3 on Outposts , A LAFE Amazon Outposts L8132 S3 7 , HEARM N
FEXRMBELE., FEHELENBETZONARFEAE#ENMLENR, S3 on Outposts
1247 — NI TEAE 2 S3 Outposts (OUTPOSTS) ; X7z A Amazon S3 AP, ¥ AAT#E
Amazon Outposts EHZNMRBEFRSR/ZBAFATRIBFEBIE. EAIURE Amazon S3 F—#7E
Outpost Ff&# L EAMEK API FMZheE , SF/IFEKRE, MBEMFIC. BXESER , FSHTLE

Amazon S3 on Outposts ?

#3834 Virtual Private Cloud (VPC) {Eﬁﬁlﬁllﬂ)’—i Lim T REES Outpost FEBHITEE, EifE
S3 on Outposts FREBIXNR , BLMEER VPC HWiFRIRME— VPC WARTR. BXEZEER
25 S3 on Outposts Y M4,

FrER

£ S3 on Outposts A , FE BB X T Outposts EME—HY , H BEFEE Outpost FTE X1EH Amazon
Web Services XiF %8 , Amazon Web Services i ID, Outpost ID MAFIRBEMINE#EER
o

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

BXEZEER , 55 S3 on Outposts &R ARN,

EAR

Amazon S3 on Outposts X #fF 4 Virtual Private Cloud (VPC) ## A = 4ER 517 Outposts T 1 1Y i
_jj_:_r—ﬁo

A KA B L3 Amazon S3 IV HEHREEN AHERB AR EE, HRILUEMNEFHENHE N
Bime fﬁ“\—IJ«)\{Eﬁﬁm‘tbﬁ-ﬁ%ﬁ?ﬂfT Amazon S3 X R4 ( & GetObject M PutObject ) . XF
S3 on Outposts , LA AE 15 18] =158 Outposts FEBFHEAN R, HRIANZEFEEUENRF
ik,

LUTRRBIERAT S3 on Outposts 1518 =K ARN #=. 15E = ARN 2#E Outpost FiiE X1E
Amazon Web Services XiF £, Amazon Web Services Ik ID, Outpost ID Fif[E 2 & #o

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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Vi R

EJFEREEHEE S3 on Outposts THRIR , BAF A2 S3 on Outposts Lim T [RHFHITEE. f&B) S3
on Outposts &L imT1 & , B LUF VPC FAREEF B Outpost 774, S3 on Outposts KixT K2
$EM@ S3 on Outposts FEFBHWA O KWE G —RIBEFRREF (URI) . EMNRKETE. TRNSE
A/ VPC A,

Outpost EH S Virtual Private Cloud (VPC) #8a] LAE —PMNREXHIAL T R , 8 Outpost & Z AT HA
B 100 MR R, BUMOIEBIXLELIHET R, TEEVE Outpost FREBH TR RIFIE, BlEIXL
KigT LIEBEE A FHERBRIRIETE S3 # S3 on Outposts F T4E | i API B FMITHMEE,

S3 on Outposts EKY API #4E

EEE Outpost 748 APl #4E , S3 on Outposts FHEE — N5 Amazon S3 L ii T KR E K FIHL
W R, XMNRIFT AR s3-outposts.region.amazonaws . coms

ZEfE A Amazon S3 API 4 |, B MER EHEM ARN B |, N EEBNN R

LT, BAME API EEFEE ARN , BAME Amazon S3 8EB B EER 243 Amazon

S3 (s3-control.region.amazonaws.com) & 24X S3 on Outposts (s3-
outposts.region.amazonaws.com). B3 ARN &3 , AAE S3 ATLUE Y XBFEERIER,

T AR R ZIEE] Amazon S3 ##IFH |, bt SDK #SM ARN FRIZERAH , HEE— N ER

3k x-amz-outpost-id , H outpost-id {EIRENE ARN, ARN FHRF A TE/BEREH

F| S3 on Outposts KIFTT RAZ B FERIITER., LITHERTFEH s3control BFmAEMNAT
B API &1k,

T&%IE T AT Amazon S3 on Outposts 93 & API R4ER EMEX F Amazon S3 W E Ko

API S3 on Outposts ZHE
CreateBucket E#EEE# A ARN , Outpost ID
ListRegionalBuckets Outpost ID

DeleteBucket FHEBEHN ARN
DeleteBucketLifecy FEMEMN ARN
cleConfiguration

i g=y API iR 2006-03-01 24



Amazon S3 on Outposts

RAriEmE

API

GetBucketLifecycle
Configuration

PutBucketLifecycle
Configuration

GetBucketPolicy
PutBucketPolicy
DeleteBucketPolicy
GetBucketTagging
PutBucketTagging
DeleteBucketTagging
CreateAccessPoint
DeleteAccessPoint
GetAccessPoint
GetAccessPoint

ListAccessPoints

PutAccessPointPolicy
GetAccessPointPolicy

DeleteAccessPointPolicy

S3 on Outposts S#HE

FHEMEBHN ARN

FHEMEBHN ARN

FEBEHHR ARN
FEBEHH ARN
FEWEFHR ARN
FEBEHHR ARN
FEBEHH ARN
FEMEFHR ARN
HRREMA ARN
HEK/EHHA ARN
HEKREHA ARN
HRREMA ARN
HE KREFA ARN
HEKRE#HA ARN
R REMA ARN
HRREMA ARN

2|2 FEE S3 on Outposts 1FiE 1@

BHXBIEMEE S3 on Outposts FREBHNEZFES |

BESHEUTE-E,

BIEFMETE S3 on Outposts ZiE &
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#]72 S3 on Outposts 1Fi& 1@

B33 # A Amazon S3 on Outposts , A LLFE Amazon Outposts L8122 S3 1 , HEXRMHANEE

A BIEFFE, NBELENBEIENNARFENFHENRZENR, S3 on Outposts 12t 7
—/NETHY 2K S3 Outposts (OUTPOSTS) ; 7K A Amazon S3 API , 3 BT Amazon
Outposts L ZMEBEFRFBRZAIFAT R FHEEIE. LB Virtual Private Cloud ( VPC ) f&
A A S Mim RIEES Outposts @I ITIEE. BRI Amazon S3 i+ —#7E Outpost L FEH
FHEIRY API F1ZTheE , DIETFRIKRE, MBMIRIC. ZAILUEE Amazon Web Services Management
Console. Amazon Command Line Interface (Amazon CLI), Amazon SDK =% REST API £/ S3 on
Outposts, BXEZEE. , S 142 Amazon S3 on Outposts ?

(® Note
BB FEFH Amazon Web Services ik B X7 MR , LM — AT @ ERIRENK
F. FWmERBLEREM , &0 Outpost, ¥, RIAMBHMFRINZE, HRKRESERT
7B f7 6% A8 P X R #Y Virtual Private Cloud (VPC) Mlif B SIREEUA R A TtHE. BEXEZE
B, %28 S3 on Outposts M3T.
MR EEBE— M |, iZHEEH Amazon PrivateLink B3 EIAFAE = ( VPC ) Hf93E 0 VPC
mREHBENEQLERHRE , B2 HER T S3 on Outposts B Amazon PrivateLink,

LAR RIS R an{aEFH Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) # & F Java B9 Amazon SDK €% S3 on Outposts Ffi&#.

£/ S3 #&HlA

1. EFZF|Amazon Web Services Management Console , A& AT Mt FTF Amazon S3 24l
A : https://console.aws.amazon.com/s3/,

2. HEEMSMBEES , E# Outposts buckets ( Outposts 1FEHE ) o
3. %&$EBIZ Outposts FEH.
4. T Bucket name ( FHEER ) B , MAFEEHA RS (DNS) R ENZMHEEE .

EEBEHLMBEUTER ;

* 7£ Amazon Web Services Ik, Outpost BA & Outpost Fiif& B Amazon Web Services X1z A
RIFMHE— 4,

- KEN 3-631MF/.
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://console.amazonaws.cn/s3/

Amazon S3 on Outposts AriEE
- TEEREFH,
- UWNEFRBHHFITL,

DREHERE  ELEBEREEN. AXNBFHEBNER , 55K (Amazon S3 A #E
M) PHEAFEER BN,

/A Important
BREFERENPIESBRAGCE  OKS, FRBEHN2ETEEOFERTFHANR
M URL H,

5. XTF Outpost , EFRERE T MAY Outpost,

6. 1E Bucket Versioning ( #iRA#2%] ) T , & S3 on Outposts FHY S3 lAZE RS IRE N A T ik
Wiz — :
- Disable (A ) ( RERE ) - BREFRREEFIRES

* Enable (B ) - AEHAIRIE A S3 MRAIES], 78 H0 2BV A X RESHRF U2 ME — AV AR AR
IDo

BX S3RAEBEHMNEZEE , 1S H N S3 on Outposts HEE S3 A2,

7. ( ®iE ) ARINEE Outposts 77 fif < Bx Y E1 optional tags ( AEFRZ ) . BRI AEARERIR
PRI E U B AN |, EANE D BERSARE RN,

REREBERT , FHE7E Outposts FEMHPM AT BN REPEA EH Amazon S3 EEX NZEZ4A
(SSE-S3) MRS ERIR B H TFME. B ANRABEREAEEEFRENMEZRR (SSE-C) 1
RE [ IHMNBREE TR, EEQMBRRE | E4MEH REST API, Amazon Command Line
Interface (Amazon CLI) = Amazon #HF AT E S,

8. £ Outposts access point settings ( Outposts 7RI RIRE ) 5 , WA ERE o

S3 on Outposts 178 R AIE{LXT S3 on Outposts PR EHBEN ANERFEHREE, HRIS
Mt nZEl Outposts FRBH EMEMNBIHR , BAIUEAXLEEFEBINIT S3 NREE. BXE
ZEE  BEH EAL
T XIHA Outpost WK H , AR BHRAAME— , HFSEALIRFFFRME,

9. Atk Amazon S3 on Outposts A Rik#E VPC,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-points-restrictions-limitations.html

Amazon S3 on Outposts AriEE

WMREEE VPC , i1k Create VPC (BIE VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRFIELNLER (VPC) EAR.

B33 Virtual Private Cloud (VPC) , & LAfF Amazon ‘BRIRB oI FIRE LM ERME R, XN EHL
MEEEEEESHBTBEFOPSITHEREMNEMEEL , HANERUEAN T BREM IR BN

#Amazon

10. (X FIME VPC A&k ) JiwRikFE Endpoint subnet ( IwKFM ) o
FR2EN VPC WM IP itSBE, MREZEMENFM |, 51EF Create subnet ( BIEF
M) BXEZEE , 2 M S3 on Outposts KIM 4,

1. (FFIE VPC RTNE ) FifmRi%EERE Endpoint security group ( ImREE4AH ) -

LZEERY VPC WEB\T A& |, RS A LM ERE,
12. (XFIE VPC RTE ) i Endpoint access type ( iR ipRIFEE )

* Private (A% ) - E5 VPC —&&fEH,
« Customerowned IP ( BEFHAEN IP) - EEX#HHENZHINEABEN IP B—EFEA,

13. ( A% ) #&§E Outpost access point policy ( Outpost 5 [H] RFHE ) . BHALBEIFERIFR AN
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 F 1% B #ho

14. %3Z 812 Outposts F M.

® Note

812 Outpost i RIH EZHFHUMER , RZAREFEE 5 7 HWE. EREHMFHEE
RE |, HIEER View details ( EFFHAEE ) -

f£ A Amazon CLI
Example

LA RI#EF Amazon CLI 812 S3 on Outposts Z &M (s3-outposts:CreateBucket), Eiz{Tlt
WS, M user input placeholders Bt HIEHCHWEER,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904
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FEAERT Java B Amazon BEF AT ES

Example

AR RBIERER T Java B9 SDK 82 S3 on Outposts 218 (s3-outposts:CreateBucket),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {

CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());

CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);
System.out.printf("CreateBucket Response: %s

[J

%n", respCreateBucket.toString());

return respCreateBucket.getBucketArn();

9 S3 on Outposts TFERE R IMIFE

&A1 LAH Amazon S3 on Outposts R INFRE |, SBRERE AN B 01 B 4 K 7768 A F H bR
o

@ Note
B2 7MY Amazon Web Services Ik HIB MM , th R — T B XHIRENIKS .

£/ S3 #HA

1. & %Z|Amazon Web Services Management Console , fA/FE LA T Mt FF Amazon S3 2 #l
A& : https://console.aws.amazon.com/s3/,

2. EEMNSHBE®KD , %&# Outposts buckets ( Outposts #& ) o
R B BIREHERZM Outposts o
4. ERBMETF,
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Amazon S3 on Outposts AriEE
5. 7 Tags (#%) T , %&# Edit (&EH ) -
6. I1%£3F Add new tag ( RINFIIFE ) , AR A Key (8 ) MA%ER Value (B ) o

WINEEEE Outposts 7 MRBRIEAHRE , URERE AT H I B AR H AR,
7. i&#% Save changes (REEX )

£ Amazon CLI

AR Amazon CLI ROIMER MBI XK P IEERSH JSON XY (tagging. json) B EMA T

S3 on Outposts Zf#E i@, BFERALLRA , HFEN user input placeholder B REBEHE
=

/AN O

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging. json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

LA Amazon CLI REIEZN G SITRFRZEEMA T S3 on Outposts 7.

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

BEXUGENESER |, 528 (Amazon CLI &) F# put-bucket-tagging.

FERFE#HBEEEEX Amazon S3 on Outposts 1ZA& AT 8]

EFiERRIE2E T ®IRA Amazon Identity and Access Management (IAM) SKB& | & 7] LAE F iZ SR B [
FREBEREDPHNKEBETFHENE. JAEFEBIREE TR EFHEBRK, MM FEEHNRE
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ATERBARERAENEEBTAEN R, FRBRBHXNREIN 20KB. BXREZEER , E5H
T2 i 18 SR S o

B L BRI SREEX Amazon S3 on Outposts ZEEHFR, BEXEZELE , BSEUT
£

£}

« 9 Amazon S3 on Outposts 77 fif 1 7 I 2R 4 55 17 1 1 5% BE

« &&F Amazon S3 on Outposts 171 K #

« B Amazon S3 on Outposts 1748 5 B

- FREBERTH

79 Amazon S3 on Outposts 17 i# ¥ 7 N 2 4w 8 17 if I 5% B&

EHEEERE2E T REMN Amazon Identity and Access Management (IAM) R Eg |, & 0] LAE R iZ R BE [0
FRBEREDPHNKEBEFHENE. AEFEBREE TN R EFHEBRK, N FEEHNRE
AT FEBAEERENEERPAENR. FHRBERBHANRFHN 20KB, BEXEZER |, HSH
R

LT EBE RIMAEEA Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) % i& A F Java B9 Amazon SDK E#7 Amazon S3 on Outposts 17# 1 5K B .

£/ S3 #FlA

BB N m BT R

1. &%Z| Amazon Web Services Management Console , RGBS T MutTHF Amazon S3 24|
A& : https://console.aws.amazon.com/s3/,

EEMSMBEESF |, % Outposts buckets ( Outposts 1FEHE ) o

EREZEREEHNRA Outposts F# .

EFENRIET

£ Outposts bucket policy ( Outposts FFfEHEKREE ) 27 , ERIENEEN KR , FEF Edit (4
B/),

o bk~ w0 D

M , BWAILURINZRYR%E S3 on Outposts FERKREE, BXEZEL , HSH £/ S3on
Outposts 1% & IAM,
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f£ A Amazon CLI

LA Amazon CLI 7R f5l#E Outpost 77 #8 L ik & K EE .

1. FUTFHEERBEREL JSON XHF, EARRHIHR , XHamE R policyl. json. § user
input placeholders B AEECHWEER,

"Version":"2012-10-17",

"Id":"testBucketPolicy",

"Statement": [

{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

},

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

2. fF JSON M #ER put-bucket-policy CLI S —H0IRR, BEiafT®w , B user
input placeholders B HEBEHER,

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl. json

FEAERT Java B Amazon BHEF AT ES

AR SDK for Java "5l 7E Outpost Z &8 £ BB KB .

import com.amazonaws.services.s3control.model.*;

public void putBucketPolicy(String bucketArn) {
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String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",
\"Statement\": [{\"Sid\":\"st1\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"3}]1}";

PutBucketPolicyRequest reqPutBucketPolicy new PutBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)

.withPolicy(policy);

PutBucketPolicyResult respPutBucketPolicy
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

# & Amazon S3 on Outposts 171 1 5k B

FEBERRE2E T REMN Amazon Identity and Access Management (IAM) 5K B& | #& 0] LUE B iZ 5K BE @)
FRBREDPHREBEFTHENE. AEFEBEEET RS FHEBXREK, NS FEBHNRE
RATEHEBAEERENFEBIAEN R, FHEERBNKX/DNRFIN 20KB, BXELZER , HZH
R

PAT @15 B3 an el £ A Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) 2% i& A F Java B9 Amazon SDK &%& Amazon S3 on Outposts 171 5K B .

f£A S3 #FA
O 2 2 4 18 17 47 SR B

1. & %% Amazon Web Services Management Console , A /E&ES A T Mt $TF Amazon S3 24|
A& : https://console.aws.amazon.com/s3/,

EEMSMBEESF |, % Outposts buckets ( Outposts 1FEHE ) o

EREERBEHMNPREA Outposts FEH.

i%£$% Permissions %3,

# Outposts bucket policy ( Outposts FE @K ) 887 , BAUEENENEFERRE. BXE
ZER , F2 5 #H S3 on Outposts R & IAM,

o & 0N
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f£ A Amazon CLI

LA Amazon CLI 7RBIZRER Outposts FE BRI REE, BTG S , B user input
placeholders B NEBEHNEER.

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FERAERT Java B9 Amazon HEF AT ES

LT ER T Java 97 & TEGRHI7 Outpost F & FIREUKEE -

import com.amazonaws.services.s3control.model.*;
public void getBucketPolicy(String bucketArn) {
GetBucketPolicyRequest reqGetBucketPolicy = new GetBucketPolicyRequest()

.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

I BR Amazon S3 on Outposts 174 1 K B

FHBREEET ®IRH Amazon Identity and Access Management (IAM) KRB | & 7] LAE R iZ K #E [6)
EHRBREPFNRBFHRNE. REFHBIREET UK EFMMIE, MMEFEBINRE
ATE#EBREERENEEBIIENR. FEBRBHANEFN 20KB, EXEZER , EEZH
EFERERE,

LT EEE R A Amazon Web Services Management ConsoleZ, Amazon Command Line
Interface (Amazon CLI) && Amazon S3 on Outposts 1% 8K B

T BR 17 i 4 SR API iz Zs 2006-03-01 34



Amazon S3 on Outposts AriEE

£/ S3 #HlA

I B 77 A48 SR g

1. B TMuEITHF Simple Storage Service ( Amazon S3 ) ##l|#& : https:/
console.aws.amazon.com/s3/.

ELEMSHIBEHF , %42 Outposts buckets ( Outposts ZEHE ) -
EREERBEHMNPREA Outposts FHEH.

%42 Permissions %3,

£ Outposts bucket policy ( Outposts Z &KL ) TpHH , 1%£3F Delete ( MIBR ) o
A BRIRAE

2

f£ A Amazon CLI

AR R AIEA Amazon CLI #ilBR S3 on Outposts 77 # %K BE (s3-outposts:DeleteBucket), Eiz
TS , B user input placeholders BN EEHCHES,

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

7R R B R

£ S3 on Outposts HFEE , BATLURI* T S3 on Outposts AN R IFR , XF , LEEEE
UNRWAFPFREH R EN]. BEZTUHIESEEYNRNELS & AR AP FRZR S3on
Outposts &iRo

EFI B3R T S3 on Outposts RIS BB FEARPIN RHl, BN XL , BEEN user
input placeholders BN EECHWER (HIMEEBERN) .

ERFHIELX AN REINR , ATLE AmazonBRE T ( ARN ) MEAERERBEERF (* ). Hl
o, R SAERIN BRI AL ET REGERINRAMNFE , FlH0 . html,

A< Amazon ldentity and Access Management ( IAM ) REEBEENEZELE , HSREH S3 on
Outposts % & IAM,
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® Note

5/ Amazon S3 # &l &M ix s3outposts IXPREY , BATMZR TR EMENEHENE , W
s3outposts:createendpoint. s3outposts:listendpoints &%,

AT OB EFERREENEMER
« BX1ELIE S3 on Outposts WK BT A] LAEAKY IAM policy #E, REMEZHRENIIEK , FSH

Actions, resources, and condition keys for Amazon S3 on Outposts.

- BXBIE S3 on Outposts FKEEWIER , 5SS H 7 Amazon S3 on Outposts F R N 4R E 714 @
Rt

ES]

« ETHEE IP it EEX Amazon S3 on Outposts #8178 1 fR

ETHEE IP it EEX Amazon S3 on Outposts #7581 BR

FERRIE2E T #JRH Amazon Identity and Access Management (IAM) SKB& | & 7] LAfE F iZ SR BE 0]
FHEBEREDPHNRBETFHENE. AEFEBIREE TR ETHEERK, HNEFHEEHNRE
ATE#EBAEERENFEBIIEN R, FTHERBENX/NREIN 20KB, BXELEFELR , FEH
R

PREI4E IP b hkAY U5 | AR

LUTRRBIHELFRA A P X8 E R B X RINATEM S3 on Outposts #1E , BRIFFERKBIEEERN IP it
SEE.

@ Note
FERBIXIFE IP thut BTG R AR , SHUAEBIREWLE VPC iwR. VPC IR IP thut g/ EE IP
et ATLATA A S3 on Outposts . BN , MREHNRIEIELFIE R ESEELNRNER
T Xt S3 on Outposts #f 7 #IXF KINITEA s3outposts BIE , M ATEES K K3 1% AR 177 18] X
BR o

I HH Condition BAWEARLH IP R 4 (I1Pv4 ) IP #3S8ER 192.0.2.0/24,
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Condition $RfEMA NotIpAddress &4 aws:Sourcelp &H4# (X2 Amazon SBEMNEH
#), aws:Sourcelp ZHEREATLE IP hitBH. BXZHENWEZELR |, 1S Actions,
resources, and condition keys for S3 on Outposts. aws:SourceIp IPv4 EERAFRHE CIDR RRE,
BXEZEERE , H20 (IAM AFiERE) $##/ IAM JSON KB TESE,

/A Warning

R S3 on Outposts K2 81 |, ML RFIFE 192.0.2.0/24 IP it SEE B A ESE
NEARFNE, &N , BN kEFRBENEED.

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": [
"arn:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME"
"arn:aws:aws:s3-outposts:region:111122223333:0outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET"
1,
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"
}

RIS A2 IPv4 F IPV6 s

EEFHBER IPv6 st e | BiVEFEREN IPv6 hiSBEI A RIIEMN IPv4 SEEREFALNFIER
B XA B T BRIX LSRRG 7 R 35 B IPV6 R REE T W,
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LA S3 on Outposts REIEREE B IMAER IPv4 # IPv6 i SEEIREBSALHNFIEE R IP it
Hh, ZRPIFERS AREXN RGP it 192.0.2.1 F 2001 :DB8:1234:5678: :1 ByiFE |, BT
iyt 203.0.113.1 M 2001 :DB8:1234:5678:ABCD: : 1 WIiFA,

aws:Sourcelp R4 RBREATLE IP thut58E, aws:Sourcelp B9 IPv6 EXAIEAFRER CIDR
BRo TTF IPv6 , BANZIGER :: RROSEE (B0, 2001:DB8:1234:5678::/64 ) BXES
B8, 1BEZH (IAM AFIER) 9K IP it R EEH

/A Warning

FEEALE S3 on Outposts KBS Z I , FFELRAIRHY IP b SEEBHR N ESENFERRGHN
B, &N , Bk EHEEEBEED

"Id": "S30utpostsPolicyId2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET",
"arn:aws:aws:s3-outposts:region:111122223333:0outpost/OUTPOSTS -
ID/bucket/DOC-EXAMPLE-BUCKET/*"
1,
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: :/64"
]
},
"NotIpAddress": {
"aws:Sourcelp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"
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}

5l Amazon S3 on Outposts T7&1H

B35 Amazon S3 on Outposts , A LATE Amazon Outposts 8|2 S3 1 , HEABHNEE

A BIEFFE, NBELENBETENNARFENFHENRZENR, S3 on Outposts #2fit 7
—/NFTHY 2K S3 Outposts (OUTPOSTS) ; 72K A Amazon S3 API , 3 EF T Amazon
Outposts L ZMEBEFRFBZAFAT R FHEEIE. LB Virtual Private Cloud ( VPC ) f&£
A KMk RERES Outposts @I TIEBE. BRI Amazon S3 FH —#7E Outpost 1 LFH
HEK APl FIhee , SIEHRIKEE, MBFIRIC. BALUEE Amazon Web Services Management
Console. Amazon Command Line Interface (Amazon CLI), Amazon SDK =% REST API £/ S3 on
Outposts, BEXEZER , SR L2 Amazon S3 on Outposts ?

BXEH S3 on Outposts P EHEBNEZER , SR A S3 on Outposts F .

AR RBIN BT tfa £ Amazon Web Services Management Console, Amazon CLI 1 & B F Java
#) Amazon SDK iR [E S3 on Outposts 12 i@ 5l K.

£/ S3 #HA

1. B AT MuLiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o
2. EEMSMBEHESF , % Outposts buckets ( Outposts # ) o
3. 1E Outposts buckets ( Outposts #Zf#&# ) T , &&F S3 on Outposts FEEH 5k,

£ Amazon CLI

BAF Amazon CLI RIZRER Outpost R IFfE @SR, EFEAL S , BFEA user input
placeholder B NEACHEE. BXUBTHNESESR , ESH (Amazon CLI ZE) H# list-
regional-buckets,

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904
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FEAERT Java B Amazon SDK

AR EATF Java B9 SDK RHIZREX Outpost HEVZ#ERSIR. BXEZER , HSH (Amazon
Simple Storage Service APl &) HH ListRegionalBuckets,

import com.amazonaws.services.s3control.model.*;

public void listRegionalBuckets() {

ListRegionalBucketsRequest reqlListBuckets = new ListRegionalBucketsRequest()
.withAccountId(AccountId)
.withOutpostId(OutpostId);

ListRegionalBucketsResult resplListBuckets
s3ControlClient.listRegionalBuckets(regListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());

{8 Amazon CLI FI5&AF Java B9 SDK 3REX S3 on Outposts 17
M

&3 £ Amazon S3 on Outposts , & A LAE Amazon Outposts LRI S3 1 , HELAMHEE

A EIEIGE, RibBELBENBFEFENNAEFBONFEHEMNREN R, S3 on Outposts 124 T
—NETHI 7 2K S3 Outposts (OUTPOSTS) ; % F &R £ M Amazon S3 API , 3 HA T4 Amazon
Outposts FHZMEZNMRF R ZBIFA TR FEHIE. L@ Virtual Private Cloud ( VPC ) &
A A KMk EES Outposts B 1TIEE. &R LUMETE Amazon S3 i —# 7 Outpost & LEHA
FHEIRY API F1ZTheE , DIETFRIKRE, MMBMIRIC. ERLUEE Amazon Web Services Management
Console. Amazon Command Line Interface (Amazon CLI), Amazon SDK =% REST API £/ S3 on
Outposts, BXEZER , HZ M1 4= Amazon S3 on Outposts ?

LT REIERT WM H Amazon CLI f EAF Java B Amazon SDK 3REX S3 on Outposts 618,

@ Note
L #&3@E T Amazon CLI 5 Amazon SDK f#/H Amazon S3 on Outposts B |, & A LUiR
Outpost HYi5 Al R ARN kKRB EF#EEEN. RIS ARN RAUTER , ¥ region &
Outpost JA/& B X 13y Amazon Web Services XiF G :

SREQIF M A8 API hiz7s 2006-03-01 40


https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_ListRegionalBuckets.html

Amazon S3 on Outposts AriEE

arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point
A< S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIAE R ARN,

£ Amazon CLI

AR S3 on Outposts ~HIEA Amazon CLI SREVFE# . EFALS S , B8 user input
placeholder B AEBHCHNER, BXUGTHWESER |, i55H (Amazon CLI &) HH get-
bucket,

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

FEAEAT Java B9 Amazon SDK

AR S3 on Outposts ;~I{EAEA T Java B SDK SKEVZ#E. BEXEZELR , 28 (Amazon
Simple Storage Service APl £#&) H# GetBucket,

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {
GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)

.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n', respGetBucket.toString());

f B Amazon S3 on Outposts 1741

B35 Amazon S3 on Outposts , A LATE Amazon Outposts 8|2 S3 1 , HEARBHEE
A BIEFFE, NBELENBETENNARFBEWNFHENRZENR, S3 on Outposts 12t T
—NETHY 72K S3 Outposts (OUTPOSTS) ; i E3E £ A Amazon S3 API , 3 B T4 Amazon
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Outposts FHZMER RSB ZBFATLRMFHEIE. LB Virtual Private Cloud ( VPC ) f&

A#EA S Mis RIEES Outposts BB ITIEE. B LURTE Amazon S3 FH —# 7 Outpost #F LFEH
MR API FThee | SF/HRKEE, MBMIRIS, BATLUEN Amazon Web Services Management
Console, Amazon Command Line Interface (Amazon CLI), Amazon SDK = REST API £/ S3 on
Outposts, BXEZER , HZ M1 4= Amazon S3 on Outposts ?

BXERA S3 on Outposts P ERBNESEE , S FEA S3 on Outposts FiE .

BRI FMAEHY Amazon Web Services Ik B ZFM#AE , L2 —TIUARBREHNIK,,

@ Note
« Outposts 17 #8400 h 28 = et 1T BR o
Amazon S3 12 #| & T X #F S3 on Outposts X R, EMIBR S3 on Outposts F XY

K , WA LA{EH Amazon CLI., Amazon ¥i#4FF &£ T Eas REST AP,

. 'Td_:ﬂﬂlJIZ? Outposts FENZR , HAERBRIZFME BT Outposts THE R, BXEZE
B, BEZH MBREAR,

- FEBERRETEIRE.

AT R BIE R A Amazon Web Services Management Console®l Amazon Command Line
Interface (Amazon CLI) filB& S3 on Outposts Ff# .

£/ S3 #HA

1. & FZE|Amazon Web Services Management Console , fA/5#3d LA T M1t FF Amazon S3 2 4i
A : https://console.aws.amazon.com/s3/,

2. EEMNSMBEEF , % Outposts buckets ( Outposts FEHE ) o

3. EREMRNFER , A/G1ERE Delete ( MIBR ) -

4. WIAMIBRIRAE,

f£ /A Amazon CLI

LAUR R 5IE A Amazon CLI Bk S3 on Outposts 77f##8 (s3-outposts:DeleteBucket), EizfTlt
WS, BF user input placeholders Bt HIEHCHWEER.
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aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

£/ Amazon S3 on Outposts 8] &

=58 Amazon S3 on Outposts F#HE , B4 B2 FELE 7 H Ko

R R AT E{EXT Amazon S3 RV HERFEEN AAEHREHEEE, HES2MMEIFEEBN TGS N
Fime fi"\—IJ«J\{EFHm‘H‘T?{%ﬁm{T Amazon S3 SR ( W GetObject M PutObject ) o XF
S3 on Outposts , LA AEE A 5B =I5B Outposts FHBHFHNEMAN R, HRIRNIZEFEUENRT
ik,

(@ Note
B% Outposts Fi&#HY Amazon Web Services i EZFM#ME , L RME—TI N E DB A
7] S I 7 o

LUTRERD N B A el 2R EE S3 on Outposts 1F4&E @AY H 1A M.
FH

« 8% S3 on Outposts i8] &

« JIEHY S3 on Outposts A& 177 17 = 5 A A8 =X B &

- BEEEXGAARENER

- & Amazon S3 on Outposts 17 7] = K 51| &

- MIBRBEAR

o NIRRT A SR B

« & S3 on Outposts 18] =K

#12 S3 on Outposts A &

E 5| Amazon S3 on Outposts F&#E , BAUMBIEFEE 77 R Ko

R /ALY Amazon S3 FHHEHIFEEMN AMERE LRI EE. BRI/ MBI FEBEIHEM
Fims , WA LU X L Z A4 A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
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S3 on Outposts , &HE AR [R5 R Outposts FEBHPHNEMN R, BRKNIZFHEMENRXT
ko

AR R R an{aEFH Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) # & A F Java #9 Amazon SDK 1% S3 on Outposts 78] &

® Note

2% Outposts F# Y Amazon Web Services Ik~ B ZFMHNE , b2 —TTURHE SR
8] S T 7 o

£/ S3 #HlA

JEN LA M 3T Amazon S3 # %A : https://console.aws.amazon.com/s3/.
EEMSHMBEHESP , %$F Outposts buckets ( Outposts ZE#E ) o

R ERHAIE Outposts 178 KHY Outposts 77 i o

1%3% Outposts Al RIETT

£ Outposts access points ( Outposts GIRIR ) B85 H , & Create Outposts access point ( 1
# Outposts THEI K ) -

6. 7E Outposts access point settings ( Outposts HRIRIRE ) F , WATHRKNBER , REEEH
[ & HY Virtual Private Cloud (VPC).

7. WMRERNHESRIMNEKE | B Outposts access point policy ( Outposts 18] S EE#E ) 2B P4
AKBE,

o k~ w0 bh =

BEXEZER , BZH £/ S3 on Outposts 1ZE IAM,

f£ A Amazon CLI

Example

LA Amazon CLI 7RI Outposts FEBAIRGR R, BEETHGS , B user input
placeholders B AEBEHNER.

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345
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FEAERT Java B Amazon BEF AT ES

Example

LTERT Java BWEHFF & TE@RHIR Outpost i ERIRHE R. EFEAURAE , BN user
input placeholders Bt HEBECHER,

import com.amazonaws.services.s3control.model.*;

public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)
.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);
System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();

NIEH S3 on Outposts G B [E AR 5B

¥tF S3 on Outposts , R4 EFH#E A =15 R Outposts FEE P AT R, BXREBAFHESR
BIEASE , S3 on Outposts B BHER —NMEARB B, I FEMABIBEEIRIRIE |, BE AL

FEAKFRARE , MARAEA ARN, Fla0 |, &0 LU R S5 RMITH RERE | Hla
PUT. GET. LIST &, BXXLERENIIK , FSHATEEXNRH Amazon S3 API 1k,

UTRRBIERTER my-access-point KA B RHI ARN Fi5E KLEIB

« JHE & ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

« HERBIE —my-access-po-o00lac5d28a6a232904e8xz5w8ijx1qgz1bp3i3kuseld--op-s3

BX ARN WEZEER |, 53E (Amazon Web Services —fi§&#£) @ Amazon ‘&RAM
!ARN!C
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BXVBRRINENESER , BEHANUATERE !

F&

- HRRRE

* 7£ S3 on Outposts X RIFEFREA R K 51H
- BRI

| KB A

A KR BE 2EE S3 on Outposts BN TR ZERFLIEN. HEEIEE KK , S3 on Outposts
SERER—NPEEERNFRIRBB. HERB]BHFEEM S3 on Outposts HEMMFTEER , &
FEUATES -

access point name prefix-metadata--op-s3

® Note

--op-s3 ERARERTIHFRANE , RIMNBNWEFAEREATHRIBRSLEH. X S3on
Outposts BB HANMWEZER , FHSEER S3 on Outposts Zi# .

BERFERBAE
LT RHIERT A E A AmazonS3 2 & & F Amazon CLI &, iF R K 51H.
Example : £ Amazon S3 ZHlAHPERHAEHIH R R 51HE

EEHAEPOIEBRRE , M Access Points ( T5RIR ) FI13REY Access Point alias ( 75 E 2518 )
S IRE A B R BB

EHEARBE

1. BB TMUEITFF Simple Storage Service ( Amazon S3 ) ##l#& : https:/
console.aws.amazon.com/s3/,

2. EEMSMBEMRKS , & Outposts access points ( Outposts THFIR ) o
3. ESHFRRBE , BWMITUTREZ—

« £ Access Points ( TAER ) FI5RH , EFH R KB HREDRETIR , AGFI1EE Copy Access
Point alias ( E#FRI KA ) o
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. FHIRBIEAREBH. AFE , 7 Outposts access point overview ( Outposts B 2R ) T , &
G R R 5B

Example : EF Amazon CLI B2 A = H 12 W 57 & 3 17 18] 2 51 B

LUREX create-access-point 8 H Amazon CLI ;RGIEIZ 5 A 2 FHIR B B 354 B HY 1 8] = 5]
B, BEBETUS®GT , BN user input placeholders Bt HEBCWER,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kusel®d--op-s3"

Example : £ Amazon CLI 3REU5 A 2 BB

flan | LAREX get-access-point S H Amazon CLI RAIREX FIEEMNHFR/MNES. 1E
BEEFEHHANE. BafTlhhes , B user input placeholders B RHEECHWEER.,

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"

.

"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true

iy
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
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"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : f£H Amazon CLI 5l 5 1R RUAE R G A [ 3 B

flan | LLTRA% list-access-points @5 Amazon CLI RAIFIE X FIEEN R SNES, It
SEBREFRANE. BETles , 58 user input placeholders B HNIEEHCHEELR,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01ac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{

"Name": "example-outposts-access-point",

"NetworkOrigin": "Vpc",

"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"

3,

"Bucket": "example-outposts-bucket",

"AccessPointArn": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",

"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

£ S3 on Outposts X RIBIEH £ F 17 8 /L5 B
KABEKN , BUUERABRLSSE K MEENRKBEHITAEENR,

It Amazon CLI RIE R T £%F S3 on Outposts #HY get-object #|E., WRBIERAERRBIEE
H --bucket BB , MAERTEMN RIS ARN,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

"AcceptRanges": "bytes",
"LastModified": "2020-01-08T722:16:28+00:00",
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"ContentLength": 910,

"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",

"ContentType": "text/rtf",

"Metadata": {}

BR 75

- BERTEEENS
« TEEBRKLERER, BHRHEADB,

o BAEENIFR R B)AE AT S3 on Outposts EH|ERIEME, B S3 on Outposts 12 H|ERIEEL 5
&=, BZRATERF®EMN Amazon S3 2§l AP,

« 3&TBERATF Amazon Identity and Access Management ( IAM ) RB&H,

EERXBRIREENER

TR ] A B L3 Amazon S3 FHEHIEEN AHELE L REE, HRSIZMMNEFHENGSE N
Binm , BAUERAXLEFEBHIT Amazon S3 X RIEIE ( &0 GetObject M PutObject ) » XF
S3 on Outposts , EAFEE 158 21518 Outposts FEFF AN R, FHERRXIFELUENRT
ik,

BATF =B B anfa 2 - Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) # 5&F F Java #9 Amazon SDK 3R [E S3 on Outposts i REEEE.

£/ S3 Al A

1. B AT MuLiTFF Amazon S3 #2#I& : https://console.aws.amazon.com/s3/o

2. EENSMBE®KS , %E# Outposts access points ( Outposts THEIR ) o

3. ERETFHEEFMEEM Outposts THEI K.

4. 1£ Outposts access point overview ( Outposts FRIRELR ) T , EFHR SEBIFAE L.

f£ A Amazon CLI

LA Amazon CLI R I3REX Outpost FEMA AR K. ¥ user input placeholders BRNER
EE@{E/%\O
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aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FEAERT Java ¥ Amazon BEF AT ES

TERT Java WEHF & TEBRHIS Outpost F i HEIRERTG B o

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {

GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

# & Amazon S3 on Outposts 77 7] KI5l &

A ]A B {L3T Amazon S3 FVHEHEEN A ERBE L EEE, HRKEMNEFHENGSEN
Bime fﬁ“\_ﬂf)\{iﬁﬁm‘tbﬁ-ﬁ%ﬁ?ﬂﬁ Amazon S3 S R4 ( & GetObject M PutObject ) . XF
S3 on Outposts , &AM AE 1518 21518 Outposts FEBFHEMAN R, HRIANZEFEEUENRST
ks

BT B B8 anqal £ A Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) #l & F Java ¥ Amazon SDK iR[E S3 on Outposts 178 = 53K

£/ S3 2H A

1. BT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. EEMNSHBE®KD , &8 Outposts access points ( Outposts TR ) o
3. 1£ Outposts access points ( Outposts HER ) T , EF LK S3 on Outposts 17\ K5,
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f£ A Amazon CLI

LR Amazon CLI =% i Outposts B IBA R, BE{T®T , B user input
placeholders B NEBEEHER.

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FEHRAERT Java B Amazon BEF AT ES

AR SDK for Java =I5l Outposts ZiEREATIEEA Ko

import com.amazonaws.services.s3control.model.*;

public void listAccessPoints(String bucketArn) {

ListAccessPointsRequest reqlListAPs
.withAccountId(AccountId)
.withBucket(bucketArn);

new ListAccessPointsRequest()

ListAccessPointsResult respListAPs = s3ControlClient.listAccessPoints(reqlListAPs);
System.out.printf("ListAccessPoints Response: %s%n", resplListAPs.toString());

M BR A R

i E R A L3 Amazon S3 FI R EHBEN AMERFE FEEE, HRILZM MBI FEBHEE M
FimR fi”ﬁTMﬁFﬁm*“ﬁ-ﬁ%‘ﬁ?ﬂﬁ Amazon S3 X RIEE ( 10 GetObject M PutObject ) » HF

S3 on Outposts , &4 A G E K15 A Outposts PRI AN R, HRKNEIHFEUENKT
i.lto

LA RGIE R[5 Amazon Web Services Management Console#l Amazon Command Line
Interface (Amazon CLI) ffl BR ik 7] &2,

£/ S3 #2H A

1. BB TMUEITFF Simple Storage Service ( Amazon S3 ) ##l#& : https:/
console.aws.amazon.com/s3/,

2. EEMSMEEH , % Outposts access points ( Outposts TFIRIR ) -
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3. 1£ Outposts access points ( Outposts B & ) T , 1EZFZMBREY Outposts THE Ko
4. & Delete,
5. TIAMIBRERE,

f£ A Amazon CLI

BAF Amazon CLI RBIMIBR Outposts iR K. BT @ T , N user input placeholders &
BmAEEESHER.

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

N DN Y 58 177 8] LR B

BRI REEFRENNBRMMLIES] , Amazon S3 on Outposts FHENN A FEBE Z iR <% HEEMA
B3R, ﬁ/\?&)\ EFISEEEENEALKE , ZEREM NI EEFHENEEERKESER. 8
XEZEE , BEHE BEAL

AR EBEE T a6 Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) F5&A F Java B9 Amazon SDK R iN= 48 EM S3 on Outposts 17 SR
B o

£/ S3 24l A&

BN AT MUt 3TH Amazon S3 &I : hitps://console.aws.amazon.com/s3/o
EEMSMEHEA | 1% Outposts buckets ( Outposts M ) o
ERERNHREH R SEKEEH Outposts 4,

1%£$8 Outposts R SIETF,

£ Outposts access points ( Outposts HA R ) o H , ERERBEHRENLTR L , AEEE
Edit policy ( 4miB2REE ) -

6. 1£ Outposts access point policy ( Outposts 178 SUEREE ) Fo FRMBmERE, BEXEZE
B, 55 H £/ S3 on Outposts % & IAM,

o kb w0 Dd =

il

{58 Amazon CLI

LLF Amazon CLI ;RI1E Outposts 758 = £ KB K B
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1. FUTHRAKERESR JSON XHF, EARTRHHS , XHaBE N appolicyl. json, fF user
input placeholders B AEECHWEER,

"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
1,

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point

}

2. f¥ JSON M #ER put-access-point-policy CLI i SH—E0RR. F user input
placeholders B#¥NEBEHER.

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:Ss3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json

FEAERT Java ¥ Amazon BHEF AT ES

LAF SDK for Java Rl #E Outposts A = LB KL,

import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

II\II}]}II;
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PutAccessPointPolicyRequest reqPutAccessPointPolicy
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)
.withPolicy(policy);

new

PutAccessPointPolicyResult respPutAccessPointPolicy
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);

o Il

System.out.printf("PutAccessPointPolicy Response: %s%n
respPutAccessPointPolicy.toString());

printWriter.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

& & S3 on Outposts 170 R KB

HRREEFRNNRERMMEIZES , Amazon 83 on Outposts FEAINA FBER Z AR KA S EM
BER, BMEARBFSEBENIEAREKRE , ZRBSRNAKEEEBNEEBRBESER. &
REZER B #AS

BXEH S3 on Outposts PR RN EZEER , FSHEEA S3 on Outposts F .

BATR =B B8 anqal £ A Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) #l & F Java #9 Amazon SDK &EE #&#) S3 on Outposts 17 8] = KB

£/ S3 24l A&

1. B AT MuLITFF Amazon S3 ##lE : https://console.aws.amazon.com/s3/o

2. EENSMBE®KS , %E# Outposts access points ( Outposts THEIR ) o
3. EREEFHRKER Outposts iHE) Ko

4. 7£ Permissions ( R ) I+ £ , EF S3 on Outposts 7] A FK B
5. ERBIHRQRE , BSAANHREET R SKE,

{58 Amazon CLI

LA Amazon CLI 7RBIZRER Outposts A LK, BT ®wS , 8% user input
placeholders B NEBEHER.
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aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FEAERT Java ¥ Amazon BEF AT ES

LA SDK for Java 5|3k EX Outposts A SR B,

import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy
GetAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

new

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);
System.out.printf("GetAccessPointPolicy Response: %s%n",

respGetAccessPointPolicy.toString());
printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

£/ Amazon S3 on Outposts i K

EXiEREE B E Amazon S3 on Outposts T E) & |, EAMEIEHELE S3 on Outposts IiwmR. T 8l
Bing , BEECHRSHEELT Outposts F X EREE Outposts E B Virtual Private
Cloud (VPC) HAUE NP KRENIHR. BERGREFNESZELR |, 55 S3 on Outposts BEES
Ro BRATOIE—MNiwR , FEEVFE Outposts M H AT R, E%E%hm S o

BRERE , EABMEA RS ZERR T Fin SRS, MRER Outposts L FELIRES , ©FEE
CREATE_FAILED, &AL ERS HHRERE ﬂﬂuﬁ%m,\“ , FEEEMERERGRIRE. AXRHM
HRABWIIR  BERTX. AXEZEER , F2H K.

ERRKR API k7 2006-03-01 55



Amazon S3 on Outposts AriEE

API Status AMRERE R HE - KMERR

CreateEnd Create_ Fa  OutpostNotReachable BT 5#&8 Outposts x X1Z K IR 12

point iled EECHT BT ENBIRS, BFR
BEENEE , HiRkES , REER,

CreateEnd Create_Fa InternalError ATRIEIR , TEUNBES. HHER

point iled im R EF R,

DeleteEnd Delete_Fa  OutpostNotReachable BT 5&8 Outposts £ XiZi Y IR S E1Z

point iled EECWT , BT ERRER. RE
EE ARER,

DeleteEnd Delete_Fa InternalError HTRIMER , TEMBRER. BE

point iled o

BXEMA S3 on Outposts P EMBNESZEE , FZF £ S3 on Outposts FiE .

TESZIHDNE T A Z2RMNEE S3 on Outposts B =
3]

« 7£ Outpost E 81 i% =

« &&F Amazon S3 on Outposts i & 5 &K

« MiB* Amazon S3 on Outposts 4w &

£ Outpost LBl IR <

ENiEREE B2 Amazon S3 on Outposts 158 & , B4F 612 S3 on Outposts iR HHITEHE. H
TRIBES  SEEFEARSHEEEIET Outposts EXIBRYEIKERE, Outposts EHIEA Virtual
Private Cloud (VPC) BRI B — M REBEHHER. BXELABEINESLER , ESH S3 on Outposts M
KER, BYUMBE—NRR , FTEEE Outposts BHRITHRIRE. BXEZEE , ESH H.

PR

BXREUBRAFIENRBENEZEER , 555 S3 on Outposts n &I R

L IBBIE I 2B, S3 on Outposts EATEZEK Amazon Web Services Ik R 8|2 — MNRZHKXAE,
BXEZER , BHSR HRSMEXRBEAT Amazon S3 on Outposts.
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AR RIS R an{aEFH Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) 1 & A F Java B Amazon SDK 1% S3 on Outposts ¥ =

£/ S3 Al A

1. & FZF|Amazon Web Services Management Console , fA/5#3d LA T M1t FF Amazon S3 #24i
A : https://console.aws.amazon.com/s3/,

ELEMSHIBEEF , %$F Outposts access points ( Outposts THE & ) o
1%£$# Outposts endpoints ( Outposts i & ) ED .

1£$# Create Outposts endpoint ( 812 Outposts IR ) o

£ Outpost T , i%£$F Outpost LATEH EBIZ b iR =

EVPC T , BBE—NMEERERIBEHBHFES Outposts w2 VPC,

2 R

i3 Virtual Private Cloud (VPC) B LA Amazon BIRBHEIBRE LN EUME S, XANER
MEEEREBCHBEPOPEITHEEMNEREARL , AN ERUEANTT BEMRENRL

#Amazon

MRE&E VPC |, Bk Create VPC (BI VPC ) . BXEZEE , HSH (Amazon S3 AF
) PHLERFZELFAEER (VPC) WEAR,

7. %$® Create Outposts endpoint ( £12 Outposts iR ) o

£ Amazon CLI
Example

LA™ Amazon CLI RHIER VPC ®BIRIARIZEE | 71 Outpost BlBIw R, VPC IREBFM, BTt
w5, B user input placeholders Bt HEECHWEER,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0d1

LR Amazon CLI REIEAZFFHER IP ikt ( ColP b ) i5RIZEE A Outpost Bl IKSR ., BE{T
&S, B8 user input placeholders Bt AEEHEHNER,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567
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FEAERT Java B Amazon SDK

Example

LARERF Java #9 SDK R4I7 Outpost BlEiw K. BEFEAL A , BF user input
placeholders B NEBEHNER.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30QutpostsClientBuilder
.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId("sg-abl9e0di")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =

s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +

createEndpointResult.getEndpointArn());
}

# & Amazon S3 on Outposts i 25K

EiEREE B E Amazon S3 on Outposts TR & , BABEIE S3 on Outposts IR HFHITHE. I
TEIRBER , BEEFEHRSHEEE T Z Outposts £ XA EERIERE, Outposts LHEA Virtual
Private Cloud (VPC) BT AE — M xBimR. BXWmRARFNESZEE , S5 S3 on Outposts M
KER, BUBRLE—NHK , FEEWF Outposts MHMITHRIRE, EXEZFERE , BEHE Hso

LR RBIERT A Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) 1 & A F Java 9 Amazon SDK JR[E S3 on Outposts i & B ¥ %Ko

£/ S3 #2HA

1. BT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
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2. TEEMSME®KS |, %# Outposts access points ( Outposts FHIE R ) o

3. Tj‘: Outposts access points ( Outposts GRIR ) T L , %$F Outposts endpoints ( Outposts i
AN ) ﬁlﬁ_i:o

4. 7E Outposts endpoints ( Outposts IS ) T , B LAEF S3 on Outposts i KLY FI &,

{5 B Amazon CLI

LN Amazon CLI RHI5H T SE#I K F < BB Amazon Outposts BRI iR R. XM THNESZE
£, 21 (Amazon CLI &) ## list-endpoints.

aws s3outposts list-endpoints

FEAERT Java B Amazon SDK

LUREATF Java B9 SDK RHI%H Outpost ik R. BXEZEE , H5H (Amazon Simple
Storage Service API 2% ) H i ListEndpoints.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

fl Bk Amazon S3 on Outposts %11 &=

Eﬁ%tﬁﬂﬁﬁﬂ ZJ Amazon S3 on Outposts T E] & , A EIE S3 on Outposts R HFHTHE, I
TRRER , BEEFARSEEELE Outposts EIZHE’LEE%JEEO Outposts LI Virtual
Private Cloud (VPC) %‘BEJJ«XE—A*H*E’JJHE,\“O BExim[ARFAMNEZEER , i5Z S3 on Outposts M
BER, BUPBIE—NFKR , THEEHFE Outposts MHMITHRIRE, BXESER , H5H Ko
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AR RIS R an{aEFH Amazon Web Services Management Console, Amazon Command Line
Interface (Amazon CLI) # & A F Java #9 Amazon SDK il Bk S3 on Outposts i1 =

£/ S3 2H A&

1. B AT MutiTFF Amazon S3 ##l& : https://console.aws.amazon.com/s3/o
2. EENSMBE®KS , %E# Outposts access points ( Outposts THEIR ) o

3. 7E Outposts access points ( Outposts B R ) T L , #%#F Outposts endpoints ( Outposts i
1§\ ) iilji";o

4. 7£ Outposts endpoints ( Outposts Lix TR ) T , EFEMBRHVALET K , AFIEF Delete ( il
BR)o

£ Amazon CLI

BAR Amazon CLI 7RBIMIBR Outpost W IHT R BT T , B user input
placeholders B NEBEHER.

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

FERAERT Java B9 Amazon B F AT EA

UTERT Java WEHF £ TESRHILHER Outpost AR TT K. BEFERALRE , &F user
input placeholders Bt HEBECHER.

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30QutpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);

String[] resourceParts = endpointArn.getResource().getResource().split("/");

String endpointId = resourceParts[resourceParts.length - 1];

DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()
.withEndpointId(endpointId)

i
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.withOutpostId(outpostId);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");
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f#F S3 on Outposts FT &

B33 A Amazon S3 on Outposts , A LLFE Amazon Outposts L8122 S3 1 , HEXRMHANEE

A BIEFE, NBELENBETENNARFENFHENRZENR, S3 on Outposts #2fit 7
—/NFTHY 2K S3 Outposts (OUTPOSTS) ; KA Amazon S3 API , 3 BT Amazon
Outposts L ZMEE MRS B2 AFATT R FHEEIE. LB Virtual Private Cloud ( VPC ) f&£
A KMk REES Outposts @I TIEE. BRI Amazon S3 FH —#7E Outpost # LFEH
FHERY API F1ZTheE , DIETFRIKRE, MEBMIRIC. ZALUEE Amazon Web Services Management
Console, Amazon Command Line Interface (Amazon CLI), Amazon SDK =% REST API £/ S3 on
Outposts.

&2 Amazon S3 on Outposts FFE P ER K, BINNREEEE—NFEEF. BXIERT
8] R BETG1A] Outpost FEMANEMANR. HEANRBERERN , ATAERHE K Amazon &
REM (ARN) RiFAIK[BNBE. BXHRRINBENEZELR , HSHENER S3 on Outposts #8177 &
FEARRAE.

AR RBIERT S3 on Outposts h R SH ARN &= , HA@3E Outpost FT/E XK Amazon Web
Services Xig {78, Amazon Web Services Ik~ ID, Outpost ID FiFH 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A2 S3 on Outposts ARN WEZEE , 55 R S3 on Outposts BIAEJRE ARN,

R ARN EALL TR , EHEHE Outpost JHEHI Amazon Web Services X135, Amazon Web
Services Ik ID, Outpost ID, FEBBFHAMITRE -

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

X¥F Amazon S3 on Outposts , X REIFEHRL 7 7E Outpost £, 2 Amazon &3 Outpost HL3EET ,
B BIERRETE Outpost AR , SUREBIBEEEER, BHNRKEZFLXEFEH Outpost ,
R4 Amazon Web Services X3 1, BT Amazon Web Services Management Console & 1
XigA , BLEFERES A LEREE Outpost FHIXI R, ER , WA LAEA REST API, Amazon
Command Line Interface (Amazon CLI) #1 Amazon SDK B3 iR = EEMEEBII R,

&
« MR KR E4EEF S3 on Outposts 1741
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- £/ &R T Java B Amazon SDK &%l Amazon S3 on Outposts 17 # 5 B X

« M Amazon S3 on Outposts 17 3K B R

+ HIH Amazon S3 on Outposts 17 i I X 5

+ MIBR Amazon S3 on Outposts 174 i 1 HI X 5

+ {# HeadBucket #E R B 1F7E S3 on Outposts B UAR B R B E G ENR,

- FAEAT Java ¥ SDK MITHIEE S B L%

« {EAEMA T S3 on Outposts BFIEE URL

« Amazon S3 on Outposts 5741 Amazon EMR on Outposts

- BERASHRIUET

FFxt & E4£ F S3 on Outposts 1Fi& 1@

&2 Amazon S3 on Outposts FFEE R ERE, BINNREEEE —NEEEF. BXTERT
B R BETH B Outpost FEM PN R, HEATRIEZERERTST , WLAERHR R Amazon &
BREM (ARN) RiFAIK[BBE. BEXHRRINBENEZEFELR , BSRENER S3 on Outposts #8177 =
FEABKAE.

LT RHBIERT S3 on Outposts 51A 2B ARN 3 , HAEFE Outpost FIE X18H Amazon Web
Services Xig {8, Amazon Web Services Ik~ ID. Outpost ID FiFH 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A% S3 on Outposts ARN WEZEER , 555 S3 on Outposts HIAE R ARN,

X¥F Amazon S3 on Outposts , X REIEIRLF M TE Outpost £, & Amazon &3 Outpost FLERAT |
BB REE Outpost A |, LUFERHIBHEBEER, B RKEFTSEFEH Outpost ,
1 R7E Amazon Web Services X3 1, HTF Amazon Web Services Management Console ¥t & 1E
XK , BEEFEREF A LEREE Outpost FIITIR, B2 , B LAEA REST API, Amazon
Command Line Interface (Amazon CLI) #] Amazon SDK B 56 K EZFMEEI R,

BLF Amazon CLI #5& A F Java B9 Amazon SDK 7R3 /R an{al@ i3 £ A 15 18] )R XY R E4& E| S3 on
Outposts FEE .
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Amazon CLI
Example

LAR R BIEA Amazon CLI ¥ —/NB 7 sample-object.xml BIFI RMEE S3 on Outposts Ffi
¥ (s3-outposts:PutObject). EfAL® T , HFE user input placeholder H#H
ZEHEWER. BAXUEBTHNESZEER , 2 (Amazon CLI &%) H# put-object,

aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java
Example

LT RBIERERT Java B9 SDK [ S3 on Outposts FEBEHEXN R, EFALRS , HFEAN
user input placeholder Bt HEECHEER,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ObjectMetadata;
import com.amazonaws.services.s3.model.PutObjectRequest;

import java.io.File;

public class PutObject {
public static void main(String[] args) {
String accessPointArn = "*** access point ARN ***";
String stringObjKeyName = "*** String object key name ***";
String fileObjKeyName = "*#*#* File object key name ***";
String fileName = "*** Path to file to upload ***";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-qguide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
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.build();

// Upload a text string as a new object.
s3Client.putObject(accessPointArn, stringObjKeyName, "Uploaded String
Object");

// Upload a file as a new object with ContentType and title specified.
PutObjectRequest request = new PutObjectRequest(accessPointAzrn,
fileObjKeyName, new File(fileName));

ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("plain/text");
metadata.addUserMetadata("title", "someTitle");
request.setMetadata(metadata);
s3Client.putObject(request);

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

£ &R T Java B9 Amazon SDK £ &l Amazon S3 on Outposts 1%
B P RIXI R

FFRZ Amazon S3 on Outposts FEEH EM KK, BNMNNRPEFEE—NEFHEER. BXLAERT
B R BETH B Outpost FEW PN R, HEATRIZERERES , WLAERHR R Amazon &
BB (ARN) RiFAIK[BBE. BXHRRINBENEZELR , BSHENER S3 on Outposts #17[7 =
FEABKAE.

TR RBIERT S3 on Outposts 7R SH ARN &= , HA33E Outpost Fi/E XEH Amazon Web
Services Xig {78, Amazon Web Services Ik ID, Outpost ID FiFH 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

B> S3 on Outposts ARN WEZER , 5SS R S3 on Outposts B &R ARN,
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X F Amazon S3 on Outposts , X REIFEHRL 7 7E Outpost £, = Amazon &% Outpost Hl3EET ,
B BIERRETE Outpost AR , SUREBIBEEEER, BHNRKEZFLXEFEMN Outpost ,

1 R7E Amazon Web Services X138 1, HF Amazon Web Services Management Console £t &1

XA , BEEFERES A LA EE Outpost PR, E- , B LUAEA REST API, Amazon

Command Line Interface (Amazon CLI) #1 Amazon SDK B3 iR = EEMEEBII R,

LT RIS R ER EAT Java B9 Amazon SDK £ 4% S3 on Outposts 1F 1 I X KR,
FEAERT Java B Amazon SDK

B S3 on Outposts RGIEAER T Java B SDK F— M REFFIRE — N EFEHEBPHFIR, BMF
BRG] , FFF user input placeholders B NEEHCHELR,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** gccess point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "*#** Destination object key ***";
try {

// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
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// couldn't parse the response from Amazon S3.
e.printStackTrace();

M Amazon S3 on Outposts T FEIRELKT R

&2 Amazon S3 on Outposts FFE P ER K, BINNREEEE—NFEEF. BXERT
7] LT BET5 A Outpost FEBHANEMI R, HEAXNRBERERT , ATLIERHE R Amazon &
BREM (ARN) RiFAIK[BBE. BXHRRINBENEZELR , BSRENER S3 on Outposts #17[7 =
FEARRAE.

AR RABIERT S3 on Outposts 1B RE ARN &= , HA3IE Outpost Fi/E XiEH Amazon Web
Services Xig {878, Amazon Web Services Ik~ ID, Outpost ID G R 2E# :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A2 S3 on Outposts ARN WEZER , 55 R S3 on Outposts BI &R ARN,

¥¥F Amazon S3 on Outposts , X REIEIR L F ML Outpost £, % Amazon &% Outpost HLERET
B BIEFREE Outpost A | LUFERHBHBER, B RKEFTSEFEH Outpost ,
B 7E Amazon Web Services Xi3 ., BT Amazon Web Services Management Console £ &1E
XA , BEEERESE LAHEE Outpost FHINI R, B2 , BRI LA REST API, Amazon
Command Line Interface (Amazon CLI) #1 Amazon SDK B3 7R = EEMEEI R,

THEHREEROMAAEEHR Amazon Command Line Interface (Amazon CLI) F5& B F Java 89 Amazon
SDK T# ( 3RE ) WK,

£ Amazon CLI

LU RBIEA Amazon CLI M S3 on Outposts ##f&# (s3-outposts:GetObject) FREL—NE R
sample-object.xml X R, BEFEALGS , BEEN user input placeholder B HEH
CHER. BXUEGTTHESZEER , 521 (Amazon CLI &%) H# get-object,

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml
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FEAERT Java B Amazon SDK

LR S3 on Outposts RGIEAER T Java B9 SDK SREAN R, BEFEALTRA , HFHEBA user input
placeholder B REBCMER. BEXEZELR , 5% Amazon Simple Storage Service APl &
ZHH GetObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "*** gccess point ARN ***";
String key = "*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
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GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(@, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and

print the object's content.

ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");

GetObjectRequest getObjectRequestHeaderOverride = new

GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

} finally {

// To ensure that the network connection doesn't remain open, close any

open input streams.

if (fullObject != null) {

fullObject.close();

}

if (objectPortion != null) {

objectPortion.close();

}

if (headerOverrideObject != null) {

headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
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while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();

5l Amazon S3 on Outposts 174 1@ HI XT &R

&2 Amazon S3 on Outposts FFEHIEMEE, BINNRBERFRE—NFEHET. BLAERTH
8] R BET5 A Outpost FEBA N EMAIR. HEAXNRBERERT , ATLERHE R Amazon &
BEM (ARN) HHRK[BE. BEXHRIKINBENEZFELR , BSHNER S3 on Outposts HFiF AR
FEARRAE.

T RBIERT S3 on Outposts 7R SH ARN &3 , HA33FE Outpost Fi/E XEH Amazon Web
Services Xig {78, Amazon Web Services Ik~ ID. Outpost ID FiFH 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A< S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIE R ARN,

(@ Note
¥tF Amazon S3 on Outposts , X REIE L ZE1E Outpost £, Z Amazon &3 Outpost #l
et , BNBIERREE Outpost B , SUREZRIBFBHBEER, BN KZF2BITFEN
Outpost , 81 Amazon Web Services Xi# ., HF Amazon Web Services Management
Console REHEXE W , B EFEAESE A LEAHEE Outpost FHIFI R, B2 , B LAEH
REST API, Amazon Command Line Interface (Amazon CLI) 1 Amazon SDK B i# R R £
ERMEERR,

AR RBIE Ran{aEH Amazon CLI F13EF F Java B9 Amazon SDK % H S3 on Outposts 11 #Y
POE 8

£ Amazon CLI

AT R AIERA Amazon CLI 5l S3 on Outposts Zfi#E (s3-outposts:ListObjectsV2) RIS
R, EFEALGS , BEFEN user input placeholder B HIEHOCHNEE., BEXEHTINES
E8 , B2 (Amazon CLI &) HH list-objects-v2,
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aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

(® Note

J&@id Amazon SDK fF It #E5 Amazon S3 on Outposts & AR , AT

BE LT REFER Outposts 1) = ARN KEBEF#EW A : arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-0Outposts-Access-Point, B3 S3 on Outposts ARN FWE %15
B , i3 S3 on Outposts B %R ARN,

FEARERT Java B Amazon SDK

AT S3 on Outposts R"EIEFAERTF Java B9 SDK FIHBEHHIN R, BFERA LR, HFEA user
input placeholder B AEBEEHWEER.,

/A Important
bERBIfE R ListObjectsV2 , iIX2 ListObjects APl BREMNRIARA . HATE AL LLAET
EH APl BRERTNARFFR. A TRIAMGERE , Amazon S3 HE L AP BRIERYE
B AR AR

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have Amazon credentials set up per:
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// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()

ListObjectsV2Request req = new
ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);

ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {

System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());

}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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B Amazon S3 on Outposts 171 I X &

JF &2 Amazon S3 on Outposts F 7 W ER K, BIMNNREEEE—NFEEF. BXTERT
B R BET5 A Outpost FE WA NEMI R, HEAXNRBERERT , ATLERHE R Amazon &
BB (ARN) RiFAIK[BBE. BEXHRR[INBENEZELR , BSHENER S3 on Outposts #1/[A =
FEARBRAE.

TR RBIERT S3 on Outposts 7R SH ARN &= , HA33E Outpost Fi/E XEH Amazon Web
Services Xig {78, Amazon Web Services Ik~ ID, Outpost ID FiFE 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A< S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIE R ARN,

X F Amazon S3 on Outposts , X REIFEHRL 7 7E Outpost £, 2 Amazon &% Outpost HL3EET ,
BB R B 7E Outpost A |, LUBZHEREEER, BN RKEFTLXEIEH Outpost

B R 1E Amazon Web Services Xi3 1, BT Amazon Web Services Management Console &£

XA , BREEREGE LAHEE Outpost PN R, B2 , BALAEA REST API, Amazon

Command Line Interface (Amazon CLI) 1 Amazon SDK & i 7] R L £ BB R,

AR RIS R an{aE FH Amazon Command Line Interface (Amazon CLI) #i&FH F Java B Amazon
SDK M S3 on Outposts F i #EM BRENHZ NI R,

£ Amazon CLI

AR RBIE RN M S3 on Outposts 1Z& @HIBRE N RZ IR,

delete-object

LAR RBIERA Amazon CLI M S3 on Outposts 48 (s3-outposts:DeleteObject) Mgk —1
#H sample-object.xml WX R, EFEAMGS , HFHE user input placeholder &
BANEECHER. BXRUTTHNESER , B5H (Amazon CLI &) HH delete-object.

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

I BRXS &R API iz Zs 2006-03-01 73


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/delete-object.html

Amazon S3 on Outposts AriEE

delete-objects

AR =I5 Amazon CLI M S3 on Outposts Zfi&#8 (s3-outposts:DeleteObject) MiBRA
N sample-object.xml Ml testl.text WAMNNR, EFALGS , BFEN user input
placeholder HEMNEBCHER. BEXUEGTHNESZEER |, H5H (Amazon CLI £&) FH
delete-objects,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json

{
"Objects": [
{
"Key": "testl.txt"
1,
{
"Key": "sample-object.xml"
}
1,
"Quiet": false
}

EHAERT Java B Amazon SDK

AR RIS 7RI M S3 on Outposts EEBHIBRENRZ IR,

DeleteObject

LR S3 on Outposts RIEAER T Java B9 SDK BIBREF#EHHNR. EFEAHLRE , BiE
7E Outpost KI5 [A 2 ARN MER RO RNEZEHAEH. BXREZFEE , 2 Amazon Simple
Storage Service API ZZ /1) DeleteObject.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
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public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";
String keyName = "*** key name ****";
try {

// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

DeleteObjects

LAF S3 on Outposts ;REIERZEA T Java B SDK BE#EBE LERTR , RAEHBRN R, EFEAL
Bl , IEIEE Outpost BiAE R ARN, BXEZEE. , 152 (Amazon Simple Storage Service
APl %) H ) DeleteObjects,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectsRequest;

import com.amazonaws.services.s3.model.DeleteObjectsRequest.KeyVersion;
import com.amazonaws.services.s3.model.DeleteObjectsResult;

import java.util.Arraylist;

public class DeleteObjects {
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public static void main(String[] args) {
String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload three sample objects.

Arraylist<KeyVersion> keys = new Arraylist<KeyVersion>();

for (int 1 = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "

to be deleted.");

keys.add(new KeyVersion(keyName));

}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();
System.out.println(successfulDeletes + " objects successfully
deleted.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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}

£ HeadBucket #8E R & 171 S3 on Outposts FEBURERE
B F/1HRNPR,

I & =2 Amazon S3 on Outposts R EE N ERSEE, BINNREEFE—NEHEES. BXAFERT
8] R BET5 A Outpost FEBANEMTR. HEAXNRBERERI , ATLAERHE K Amazon &
BEM (ARN) RiFAI BB, BXARRINBENEZER , BSRENER S3 on Outposts 17 &
FEAENAE.

AR RBIERT S3 on Outposts 7R SH ARN &3 , HA33FE Outpost Fi/E XEH Amazon Web
Services Xig {78, Amazon Web Services Ik ID, Outpost ID FiFE 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A% S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts K %R ARN,

® Note

X F Amazon S3 on Outposts , X REIEHR L 7 7E Outpost £, = Amazon &% Outpost #l
et , BB RETE Outpost ARy , BUBEZHIEHBEER, EHNRKEFLETTEN
Outpost , 81 Amazon Web Services XiF #, HF Amazon Web Services Management
Console FEREXEHA , B EFEAEHE LEAHEE Outpost FHIX R, EZ , B LEA
REST API, Amazon Command Line Interface (Amazon CLI) 1 Amazon SDK @& 1R = L
FEFEEN R,

LA Amazon Command Line Interface (Amazon CLI) 1 5& /A F Java # Amazon SDK R4l & 7= an{a
5 Fl HeadBucket AP| #24E¥E Amazon S3 on Outposts FEERE B EEARBEBE NG RZEFEMH
. BXEZER , 52 (Amazon Simple Storage Service APl %) H#J HeadBucket,

£ Amazon CLI

AR S3 on Outposts Amazon CLI R E RAEH head-bucket i T HEFHBRESEEURSE
REEENHEZFEE. EFERALGS , B8 user input placeholder B AEBECWE
B, BEXUBSHNESZER , 25 (Amazon CLI %) ) head-bucket,
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aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FEAEAT Java B9 Amazon SDK

AT S3 on Outposts Rl E RMNABEF#BEREFEUREREENLRZFHE. EFEALKT
5 , EE Outpost KI1FE = ARN, BXEZEE |, H5 (Amazon Simple Storage Service APl &
#) ® HeadBucket,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN **#*";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointArn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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FEHAERT Java ) SDK TR EE 5 R 1%

5/ Amazon S3 on Outposts , & B LATE Amazon Outposts BIR L8132 S3 FEW , HERMAE
EXRBETR, FHRELENBEREZNNARFFERILENR, S EY Amazon Web
Services Management Console. Amazon Command Line Interface (Amazon CLI), Amazon SDK
REST API £/ S3 on Outposts. BEXEZELR , 25 T4 = Amazon S3 on Outposts ?

AR RIS R4S A S3 on Outposts M i& A F Java B Amazon SDK RHITHRIEE S B £1%.
£}

« %&£ S3 on Outposts FREBPHRITN RN DR L4Z

« BSR4 |, £ S3 on Outposts S & I K E XY R

« 1£ S3 on Outposts F# & #F H 51| H X R 2 Ex

« K% S3 on Outposts FEMP EEHITH DB ALK

1£ S3 on Outposts FEBHRITN RN D ER L&

LA S3 on Outposts RHIMEAEAT Java B SDK B3, LENZTRNRIFEBHIRLEE, B
FERLRE , BFEAD user input placeholder B HIEEHCHWER. BXEZELR , H51
{Amazon Simple Storage Service i #g§m) FHFEH D B LA BRELET R,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "*#** Target object key ***";

try {
// This code expects that you have Amazon credentials set up per:
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// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;
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// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

Bid 5B L |, £ S3 on Outposts FEBEHEHI KRN R

THE# S3 on Outposts RBIEAERTF Java B9 SDK EHE#BEFHINR, EFEALKRS , BEENH
user input placeholder ¥ RIEBECHEL,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;
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public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
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.withUploadId(initResult.getUploadId())

.withFirstByte(bytePosition)

.withLastByte(lastByte)

.withPartNumber(partNum++);
copyResponses.add(s3Client.copyPart(copyRequest));
bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

#£ S3 on Outposts F &+ 5l H X RV 7 &

LR S3 on Outposts ~IEAEATF Java ) SDK 5| B FEEBEHFRI RO DR, BEFEALRE , BEE
N user input placeholder Bt HIEHCHEE,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.lList;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String keyName = "*** Key name ***";
String uploadId = "*** Upload ID ***",;

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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}

¥ % S3 on Outposts FiEE P EEF TR 2 B L& IR

LA S3 on Outposts 7= BA 2n4al i f 5E A T Java B9 SDK M Outposts 7B RIEEF TR R
FENHIR, EFERALRY , E884 user input placeholder B AEEHEHELR,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;

import com.amazonaws.services.s3.model.MultipartUploadListing;

import java.util.list;

public class ListMultipartUploads {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointAzn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
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} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

F &R T S3 on Outposts ITFIZH URL

ER T Outpost A1t 774 XY R AV FRES U5 R PR T A B 7 A8 2R B, IE T BMEATIE R URL, fEBh
MEAR URL , FRFEBHIIMEE , BUNUSLELILER (VPC) FHPMARAERR , IE@MER
F RSB ER RERR,

5 Amazon SDK = Amazon Command Line Interface ( Amazon CLI ) 8I2fiZ& URL i , &
Z URL EENMNSENREXERK, S TNBETERBENFHNEREFHMES URL BYBRAETER
NER , BENFHNEREATR 1, HREKTR 7 K. REWESE URL & , VPC FEIN A TTBUIALT
A URL FWVIRME , AR RRBZEEA /. URL ZEAHEB R FSIH , FEER.

PR&ITIER URL Zhee

MER URL MZIREZ IR TR AP HRRARS, MER URL XM ER—MFIEBTH , MFEHME
X URL MARTTHRIRR. Hit , RNBWEEL R EA.

Amazon £Z A 4 ( Sigv4 )

£ Amazon EEMA 4 ( SigV4 ) MFZH URL BRI 1T HHIAER EREHITHEN

IR, BANEFEBRENLTRSREBREARZGR, Sl , BaUSIE—MEA s3-
outposts:signatureAge RUMFMHMEEKEE , MEMAEENFEREET 10 248087 , ELXS
example-outpost-bucket F##E X REVET Amazon S3 on Outposts X H URL iR, EfE
ALt RB | B user input placeholders Bt REECHEELR,

{
"Version": "2012-10-17",
"Statement": [

{
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"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",

"Effect": "Deny",

"Principal": {"AWS":'"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

Al
"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}

BXRECALZEMAE 4 WMEE URL BREITHMIANLER , TRATREERITHEETINRG RN
RPIRBERFIR | HSH Amazon EERA 4 ( SigV4 ) SHINERER R,

P 45 3% 42 PR

MEEFAZE URL WEAFFTA S3 on Outposts THRIRENISENMERE , B LUREERE
ABENERZNER, EXARAAN IAM EEEERS , BUUERET 54K Amazon Identity
and Access Management ( IAM ) R ( BITNAF, ARNACRKE ) . EXS S3 on Outposts HIRIRE
BR& , EAIERAETRIFEHRE (HlW , FEENHR KR )

X IAM EAKEMERERGE , ERXAEXEFIEINAFSNEENMERHIER, N EEETEA
KREBREE , ERNZARNFAIEERBPLTARBIEENME, XLERBBERTHER URL B
:IR%/B 8

BERAN IAM £ BRGERTIHANER, MBEFERFEAT S3 on Outposts W ABIRS |, iBF
F aws:Sourcelp, MREFEHAFEATF S3 on Outposts B VPC ix = , A aws:SourceVpc 5
aws:SourceVpce,

AR 1AM policy B AIER EMXMNIEENMESEE T El. AmazonfE A tL R E AR , FTAE 1B EB4
MFKBEIZEE. XBEEAEREAT S3 on Outposts BZE R URL MWER. EFEALLLRAE |, BF
user input placeholders B#HEEHCHELR,

{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
IlActionll: II*II’
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"Resource": "*",

"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}

}

BXEMA aws:SourceIP Amazon £ /&M FXT S3 on Outposts Z &K 175 7] FRE 45 E M 458
B ROIE#BRE , 2R £ S3 on Outposts Z & 1AM,

WAL B2 E A URL

EEBRZERIENEMAZRATLUCIETNLR URL, BEME VPC PRIAFRIIBITRIXI R |, A5 H
BHTMZLER URL FRE T HVRENRN ACZEZMZLER URL,

B UEATEHNZIECIEMZESE URL :

« 1AM EHIELE XM - BT K 6 et

« Amazon Security Token Service — fEF K AKIE ( fl20 , Amazon Web Services Ik~ R AP =% IAM
AFNEIL ) £85 , BREZK 36 /I t,

« IAM FiF7 - £/ Amazon £E A 4 i , BREBZREK 7 X,

EORARHRK 7 RWFLS URL , FEXNAEANT RITESER IAM AFEIE (15RZES
MUEFL ) . ARBEMH Amazon EEMA 4 EEFZLE URL,

(® Note

- MRZEHEAIGH THEEETHMLER URL, Nt URL FETEIHRTH , BIEEERE
B RY 2V HIRS A1 €132 T 1% URL,

- BTMZER URL FEEFRZ URL WAEM AR T5E S3 on Outposts i FEHIINER , 3]
BWEBZERPEl]. BXARPHMESE URLWEZER , B0 REMEE URL IhEE,

S3 on Outposts IR EFRZLE URL B ZIHA B HAF 6 (6] ?

£ H HTTP #&3REF , S3 on Outposts 2R EZXE URL WEIE B EiMetE,. i , REFIHNIFE
FIHNE 2 AR TRENAKE XY , IFEETHIRPES B E , Tt a%kE#HT. BUORE
BT  EEFRERREESISNEEEHRTHRETE , WTEFELEK.
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BXREAMER URL AZERLENRNWESER , FSRANTER,

EH
- FAMZE URL HERR
o EEFZER URL LU R E4£F] S3 on Outposts 771t 1

EAMZEE URL HEXR

ERFX Outpost At 7 X RV RES 15 R AN R T A B A RS | WA BMERTALR URL, EBD
MER URL , FHNERENAEE A LAUSZRELNRLES (VPC) FPMARERR , HERER
T EARSMIER RERER,

£ Amazon SDK 5 Amazon Command Line Interface ( Amazon CLI ) 8|2#Z & URL & , &5
% URL EEMNEEMIREXRR, ZETTLUENEF B E L FHEt B KRR FXNMER URL BYPRAT 754
R, BENFHNEREATRN 1, FEKTR 7 K. REWMESR URL &} , VPC FHN AT BIALT
A URL HWiRE , MEMIITRRRHBZEEAF . URL EERHEIB B2 , TEEX.

RIS URL i , MARMENEZ2FRIE , REEELTAR

* 1% Amazon S3 on Outposts 7&K — N F Rl R Amazon FIRER (ARN )
. —IXTRE

« —MNHTTPAE (GET AT FHEXR)

« —NEIH B HAIET

MEE URL NEEENERHNER. BN , B4AEDH BB ERXZBBE31% URL 7
VravERE, M AN EIR 2/, BUUAZRERATLER URL. REEFEAIRNTHEIRT
MEA URL , Mtk URL FET RIS |, BI6E &S A E KAy 2 B atiE €3 7 1% URL.

ELAMER (VPC) FARGRMESR URL AP TATRNR, Flin, MREEHHER —BRA
M, FEARANREGNALE , EUUBTERTALEEN URL REEMA S A ZWIN, ATHES URL
FEFEZ URL WEM AR TR S3 on Outposts FEBHNR , BINBWEZERP XL URL,
BRAEPMLESR URLNESFAER  F5H RETMLEE URL HhEe.

EAARZ2FUNEMABATAGIEMLES URL, ELAHABAEMITESR URL FTE THVRIENIR
BAREIZMEE URL, BXEZER , B5H A EIETEE URL,
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&R LA Amazon SDK Hl Amazon CLI £ & ® URL A= S3 on Outposts 17 # FHI X Ko
BXEZER , ESRUT R,

f£ A Amazon SDK

SETLAER Amazon SDK AR AT SRR A HM AR TIZE R URL , SUEMAIT AT AR R R,

(® Note
£/ Amazon SDK £KFIZE#H URL & , FiE® URL AV K IR E N el /i 7 Ro

Java
Example

AT RAIER —IMMER URL , BRI HREMSHMA |, UEAIRI IR E S3 on Outposts
FHBEOXNR, BXEZEER | 558 F/AEAT S3 on Outposts HIFIEE URL, EfF AR
) , ™ user input placeholders Bt HEEHCHER,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.HttpMethod;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GeneratePresignedUrlRequest;

import java.io.IOException;
import java.net.URL;
import java.time.Instant;

public class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String accessPointArn = "*** access point ARN *#**";
String objectKey = "*#** object key ***";

try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
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.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =
new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
.NET
Example

AT RAIER —IMMER URL , BRI ACHREMBSHMA |, UMEAMIRI A ZE S3 on Outposts
BN R. BXEZEL , 85 £AEAT S3 on Outposts FIZEH URL, BEFERALLR
) , ™ user input placeholders Bt HEEHCHEER,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;
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namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**%* access point ARN #***";
private const string objectKey = "#*** object key ***";

// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()

{

s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);

}

static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
};
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)

{

Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);

}

catch (Exception e)

{

Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

}

return urlString;

HEWR API k7 2006-03-01 92



Amazon S3 on Outposts AriEE

}

Python

£ &M T Python (Boto3) #9 SDK £ FiEE URL LAREFIR, il , 5 Boto3 & F ik Al
generate_presigned_url BEEAER — M AFE GET HRMTALH URL,

import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod="'get_object',
Params={'Bucket': "'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

BXxfERAEAT Python (Boto3) ) SDK £XFiZ& URL WEZEE , E2 5 (Amazon SDK for
Python (Boto) API &) H#) Python,

f£ A Amazon CLI

LA 7”45 Amazon CLI 5 5F 8 — S3 on Outposts FERBERK — NRZH URL, BEFEA LR,
$f user input placeholders B NEEHCHER,

(® Note
£/ Amazon CLI £ FiZ®& URL B , X & URL R KIISeTE AN BIE 8 7 Ko

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

BEXEZEE , 5250 (Amazon CLI i HSE) HH presign,

ERZER URL BURFXT R E4£ F S3 on Outposts Z 18

ERFX Outpost At 7 XY RV RES 5 R AR A B AR | WA MERTALR URL, 58D
MER URL , FHNERENAEE A LAUSZRELNRLES (VPC) FPMARERR , HERER
T EARSMIER RERER,

©

5 Amazon SDK = Amazon Command Line Interface ( Amazon CLI ) 8I2fiZ& URL i , &
Z URL EENMSENREXEK. SETETER B E LBt ERZEFNMLEE URL HIBRET ]
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R, BEXFHNAKEAN 1Y, GFKARN 7 R, HEFMZLE URL &Y, VPC BN AR BHAT
BRATE URL REVRME , EMEITRRRBEERAF . URL BEEE Bt F2EH , TEER.

BIEMER URL it , XTREENLZEREILE , AEEEUATRE

* 1% Amazon S3 on Outposts T7f& ## — N Rl R Amazon FIRE R ( ARN )
« —IXIRE

« —/NHTP 53 (PUT AT EAXNR)

- —NEIHA B HAFIAT (Al

& E URL REEENEMHANER,. I , BUAEZIE B EMtEEEZ B 30i% URL /2
WHiRE, ERERBMEREZR , BAUZXERATHZE URL, MR EEFEA NS EAIZEMR
Z#& URL , Mtk URL SRS ARt S HR | BNGERIZZA URL RO ZIHART B S R th 2 2tk

MRMLEZ URL AFHIREBRSANTERER (Hlna R EE ) |, MARERBEEGHEHIMES R,
R S3 on Outposts ZHFEARENETHN URL BHENTR , BFEXEFHIR,

ERAMER (VPC) FENIAETES URL AP T LEAXNR, Hla, VPC FERIFETHIELESR URL
WAFP TN R EEBERNFEF. BTMER URLFE VPC FERGETZESE URL BEMAF
TR S3 on Outposts FEMAINIR , BINBNUEHZERP XL URL, BXRFMEE URLWE
LZHAEER , BFSH RHEITMEE URL Thek.

EAAEREZ2FUNEMARBA UG ETRLEE URL, ELABRPBENITMES URL PTETHVERENR
HARRBIZMEE URL, BXEZER , B5H A LEIETMEE URL,

& Amazon SDK 3 S3 on Outposts X RIEELE RZE URL
Java
SDK for Java 2.x

LRBUER T AER — ML RE URL , AMEERENBIAATENR EAFEA S3on
Outposts F#EH. BEXESZEEL , 2 H FHEA T S3 on Outposts BFEE URL,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointArn)
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.key(keyName)
.contentType("text/plain")
.build();

PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);

String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to: " +myURL);
System.out.println("Which HTTP method must be used when uploading a
file: " +
presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");

out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();
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RAriEmE

Python

SDK for Python (Boto3)

L RBIE R T an4a] 4 X BT £ BR E B [B] N 1T 4N S3 on Outposts BEMNTIZL R URL, BXE
ZEE , BSR FEHAERT S3 on Outposts & E URL, BFAZ URL AHER |, EEH

Requests BF 8.

import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,

expires_in):

Generate a presigned S3 on Outposts URL that can be used to perform an

action.

:param s3_client: A Boto3 Amazon S3 client.

:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.

:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(

EEXIR
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"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'*88)

parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Qutposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3"')
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")
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if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)

print('-'#*88)

if __name__ == '__main__"':
usage_demo()

Amazon S3 on Outposts 54 # Amazon EMR on Outposts

Amazon EMR 22— MIERXEH T A , AIH{LE Amazon LiZ{T ABIEMEZSR ( 10 Apache Hadoop
Apache Spark ) 4B S ArEE2RENRE. BEFERAXEELEMMBEXOTTRIE |, S LB
Fo BB BEBANLSERT/ERAE. Amazon EMR i& /] A thBh & i K B BEE FHRBIEBA/BH
H'E Amazon BIEEMEMBIEE , H#%3F Amazon S3 on Outposts, BEXEZEEL |, i55H (Amazon
EMR EE#8) F# Amazon EMR on Outposts,

¥¥F Amazon S3 on Outposts , Amazon EMR £/ 7.0.0 R FF 8% Apache Hadoop S3A iE#
25, RHIMRAH Amazon EMR A% #4# S3 on Outposts , B A% # EMR X4 R4 (EMRFS ) o

ZXEFNNARR
Amazon EMR & Amazon S3 on Outposts &8 FRA X FUTRAREF :

» Hadoop
* Spark

* Hue

* Hive

+ Sqoop
* Pig

* Hudi

* Flink

EXEZEER , 521 (Amazon EMR [RZANIERE) o
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B MBEE Amazon S3 on Outposts 1

Amazon EMR ¥ &M F Java B9 Amazon SDK & Amazon S3 on Outposts 45& fif i SR 7 4& A LR
MimHEBIE, &8 Amazon EMR HEX 4 F#ERIEENXE Amazon S3 LB , MA A FM#TE
Outpost £, BEXEZELR , H2H (Amazon EMR EE#®) H#H Amazon EMR Bi&,

77 H/E Amazon S3 Hl DNS WWER |, S3 on Outposts EAWBREFNBRME, BXESEEL , &
28 8l2 S3 on Outposts Z .

£ Amazon EMR R 7.0.0 RESHRAF | BATLLF Amazon EMR & S3 on Outposts #1 S3A X 4
REEEMER,

FRFM

S3 on Outposts X PR — ZH & B2 Amazon EMR SR E XX 4FRT , B A BXIEE S3 on Outposts
#9 Amazon Identity and Access Management ( IAM ) @& ZEiE, S3 on Outposts EHBHCHH R EH
s3-outposts*, BXFEALBEZENRHIKE , 2 FEH S3 on Outposts ZE 1AM,

S3A E#EES - ENER EMR £EE E H 15 R Amazon S3 on Outposts R RIE , BHHAER
Apache Hadoop S3A #2858, EFAZEEZSS , BHEMAME S3URI #BEA s3a AR, MREFEX
¥, BULEERAT EMR £EH XA RSEZI , LUME S3 URI ATLAE S3A E#EIBLEEFER.

ENYHRAXRNEEBNES S3A EERLESHER , BN EMR EBMER fs.file_scheme.impl
fs.AbstractFileSystem.file_scheme.impl BEEREM , HF file_scheme NN FEBER
S3URI Z£#, EFRALTRA , B¥F user input placeholders B HEEHCWERE, fln B
BEfEA s3 ARMN S3URI IXHREXRI , BEEUATEREEREM

[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]

EFH S3A, B fs.file_scheme.impl ELEBMIRE R
org.apache.hadoop.fs.s3a.S3AFileSystem , #¥F
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fs.AbstractFileSystem.file_scheme.impl BMIZE R
org.apache.hadoop.fs.s3a.S3A,

Flan | MREEHEEEE s3a://bucket/... , BN fs.s3a.impl B
Mi&EHN org.apache.hadoop.fs.s3a.S3AFileSystem , RGN
fs.AbstractFileSystem.s3a.impl B 1iXEN org.apache.hadoop.fs.s3a.S3A,

FF 44 Amazon EMR & Amazon S3 on Outposts &4 i
UTEBNET AT E4F Amazon EMR 5 Amazon S3 on Outposts &4 f# .
&

- BIENFERRE

- BIEMEELR

- BRESR

IR RR B

EBIZE A Amazon S3 on Outposts B EMR 8281 , BAFBIE — IAM policy LA inE % &
M Amazon EC2 SEfIELE X, %KAM EHFME S3 on Outposts #EA R Amazon BHRE R

( ARN ) B9fXBR, B3<H S3 on Outposts £l IAM policy WEZEE |, SR A S3 on Outposts
®E IAM,

LT ROIFE RMMARFAAIENNRER, QIEKEE , SR MNBEHTEIE EMR S8 HSHIE
BEXHAE | W the section called “BIENELEEE o PR, EFEALTRH , % user input
placeholders B AEBEHNER.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:0utpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"
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BB MEEER
EBIE1E S3 on Outposts FIz1T Spark BWEE , BHEEHAPFTERATE R,
B2 1E S3 on Outposts FIE1T Spark HYEEEE

1. BELAT8E#4TH Amazon EMR #Z#|A& : https://console.aws.amazon.com/elasticmapreduce/,
2. EEMSMBERS , EREEH,
3. EEFCIEEEH,

4. XF Amazon EMR R | Bk emr-7.0.0 RE SR,

5. WTRAEFESE , BikE Spark RER. AF , ERECSEEHINEMECE NN
RERF.

6. ZEJFH Amazon S3 on Outposts , iEHALHEBEIRE.
TEIEEIRE

EFEAUTRAEEIRE , BN user input placeholders Bt HEBCWER.

[
{
"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"

"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
},
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",

"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
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1,
"Properties": {3}
},
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {3}
},
{
"Classification": "spark-defaults",

"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-
corretto.x86_64",
"spark.sqgl.sources.fastS3PartitionDiscovery.enabled": "false"

}
}

7. TEBRMEBD A, EFEH Amazon Outposts HlER LWEBIFAE R (VPC ) MFM, HX Amazon
EMR on Outposts WEZER , 55K (Amazon EMR BIE#Er) H# Amazon Outposts £ Y
EMR £&.

8. 7 Amazon EMR By EC2 SKAIEEM &l , IBMMN T B2 I 02 B UREHAY IAM B,
9. BMERRNEHFHRE A6 ARREECIEEE,

B EBLR

TRERT SABE , LAREIREN S3 on Outposts 5 Amazon EMR &&# AR ERR ERIXLHE
ENSHIEENE,
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RAriEmE

S

fs.s3a.aw
s.credent
ials.provider

fs.s3a.co
mmitter.name

fs.s3a.se
lect.enabled

JAVA_HOME

MINE

MERIEE , S3AH
EXEEPERES
Outposts & #riY
S3.

file

TRUE

/usr/lib/jvm/
java-8

S3 on Outposts HY 424
=E

S3 on Outposts &@HY
EAR ARN

magic

FALSE

/usr/lib/jvm/
java-1l-amazon
-corretto
.x86_64

TRIERT Spark BLiE , ARFEIRER S3 on Outposts 5 Amazon EMR

BENSHEENE.

5

spark.sql
.sources.
fastS3Par
titionDis

covery.enabled

spark.exe
cutorEnv.
JAVA_HOME

INE

TRUE

/usr/lib/jvm/
java-8

S3 on Outposts K 4%
=E

FALSE

/usr/lib/jvm/
java-1l-amazon

L

Amazon S3 on
Outposts Z#FF4
Virtual Private Cloud
(VPC) A RENIH
i8] Outposts 1ZfEAEHY
ME—H X

Magic I XZEF= S3
on Outposts M —#
WRRXERF.

Outposts EARX#F S3
Select,

S3A £HY S3 on
Outposts FE Java h
K11,

EEERANERNENXLE

i BH

S3 on Outposts 3%
FRED X,

S3A EH S3on
Outposts FE Java ik
& 11,
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S ZRINE S3 on Outposts Y44 L
EE
-corretto
. X86_64%

FEE

N2

L I&JF Amazon EMR 5 S3 on Outposts BERKA , BEERUATILE :

Amazon EMR fRZK 7.0.0 RESMAZ % Amazon S3 on Outposts.

FF S3 on Outposts 5 Amazon EMR & AR EE S3A &S, RE S3A EF5 S3on

Outposts XX EFTERIIAE, Bx S3A EER[RENER , BSREREM

« Amazon S3 on Outposts ¥ F Amazon EMR {X % #FX A Amazon S3 £ E X ZHAM RS 25w N
(SSE-S3) . BEXEZEE , S M the section called “BIEMNE",

« Amazon S3 on Outposts T S3A FileOutputCommitter #1TE A, 7E S3 on Outposts #@ L
£ A S3A FileOutputCommitter #1TEARXSHELA T 41 : InvalidStorageClass : RIEENF@ETL
o

« Amazon EMR Serverless 5 Amazon EMR on EKS F3# Amazon S3 on Outposts.

« Amazon EMR HE&EM#E LR X1 Amazon S3 LB , MR A#1FM# £ S3 on Outposts 1§
H,

BN HRIEET

S3 on Outposts AJ#E Outposts HlE L L& FE A EFFHRIEMBRNBIE. ZEFAX(HTNEMNE
R, BIBRZEIR Amazon Web Services K FiR1TIE, XAEH HBRMEERT RO TEM, 58 S3
on Outposts R B RIEFRINEFINEE , LA LUIIRE S Outposts M Amazon Web Services X1 2
[B] B9 $EHER To ok Y — BRAESR o

IR K H S3 on Outposts APl iKY , SHRIENRNHBESHZLHET. AR , EENEETH
FHELL S3 WK APl ERFTH BRI, EFEALSERA 4A ( SigV4A ) WNiER#HTZHRT , S3on
Outposts R EZFHHBRIEMBREIE. EFRMFMEAE S3 on Outposts BrFH I Outposts £, HE&E
A S3API R , EaRLRIF. EFEME , Outposts E R EM T XA MEBZZ,
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2 Outpost #E$#ZF Amazon Web Services XiFA , EFNERBEHF KN 10 28, HEKE S3on
Outposts APl EREt , BRI RFE , UBRFEAZHER, R Outpost & Amazon Web Services
XM FiEE , WEFHERB&RER 12 /ht,

BRESNNSHRIIER

S3 on Outposts 24t E A Sigvda EEHTEEMNER , BIEEHMRIENTNHBE. EXES
£8 , B2 (Amazon Identity and Access Management A FF185) FHIX Amazon API &R i
TEHB, ERFMRAK Amazon SDK FI2{ T SigV4A Bk, B LU fk$t Amazon 2 HiE TR
( CRT) FERIRELE,

BEEFEARIREE Amazon SDK H ZEZHIRAH CRT, Flm , BRI LUERIZIT pip install
awscrt £/ Boto3 KIRENERFARAH CRT,

S3 on Outposts TLE XA Sigv4 EZHHITEEMER , EESHRIEFMBTNEIE.
IUF SigV4A X5

&R LA A Amazon CloudTrail SREIE R A 2 A SigV4A XNiER#HITTER. BHXH S3on
Outposts &% & CloudTrail WEZEE , HZ R Amazon CloudTrail HEY 2 S3 on Outposts,

BLiE CloudTrail f& , 8 LAfE CloudTrail B&EM SignatureVersion FERARKRIERE R EXiER#
T7Z8, £ SigV4A #1T T EBMERK SignatureVersion ik EHN Amazon4-ECDSA-
P256-SHA256, f£H SigV4 #1T 7T EEMERM SignatureVersion fFiZEN Amazons-HMAC-
SHA256,
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S3 on Outposts FHZ £ M

Amazon T D EMERZEM., NTHEXNZL2UBEBBNWALNER , RINTETEAEST2HNHE
FEHROMMER, 4E5 Amazon NEF |, B AT UNXEHREFEFPONMEREZ L,

Z2MR Amazon MENHRRE. TEHEENREERNCZHNLZEENEINREMN

- TR EMH——Amazon TR E Amazon Web Services = Hiz1T Amazon Web Services RS
WERMIEHE, Amazon ERETZLFEANES. F=AFZAEHNZNBIERINHZEHNER
%, ¥EN Amazon @M RN —E2. E 7T #FEA T Amazon S3 on Outposts FIEF TR |, &
SRESAMEITRSEE AN Amazon RS,

- THNZEM - BHTEHREEAN Amazon Web Services RS RE. BEFENHETRENR ,
SBIELHBRENBBSE, SLARNERURERNEE LN,

Db TSR RS B I8 T SR AN 7E6E A S3 on Outposts Bf M AR REERN, UTEFERT AEE S3
on Outposts SISEIBH R MM AN B IR, BIEL T BI{A A H b Amazon Web Services BR%
DA#S B SR M 2 4R 3P S3 on Outposts &R,

£

« f£f S3 on Outposts & & IAM

« S3 on Outposts A B9 ¥ & 127

« S3 on Outposts By Amazon PrivateLink

« Amazon ZEZMA 4 ( SigV4 ) EMIANESER KSR

« S&HAF Amazon S3 on Outposts BJ Amazon & X K
- FREMHEXAEHT Amazon S3 on Outposts

£ S3 on Outposts XE IAM

Amazon Identity and Access Management ( IAM ) 2 —1 Amazon Web Services fRS , AT LLEBIE
B RZEEEX Amazon BIRVIGR, 1AM BEZEFETUES SFHRIE (&% ) MRERN

( EBNR ) REEA Amazon S3 on Outposts B, 1AM B —IELFET/N AR FEAK Amazon
Web Services RS, BRIAMERT , AP S3 on Outposts BIRMBEZENR, ERFX S3on
Outposts &R API IREMTHRINIR , B LER IAM BIZAF ., A=A & HH R,

ERHEBANR , EHENRAS, AHAEFNNR
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- BYSHREBE AM FRENAF

EERATEORERIENAR, BR (AM AFER) PHYE=FS0REECIEAS (KE
S ) AR TR,
- IAM AP :
- SIEENAFATUEENAE, BR (AM AFERE) F3 IAM A o2 A SRR TERE.
« (FHEEER ) FRBEZMMIAFIRASRNEAFE, BR (IAM AFER) RERA~
ANIIRR (#EHE ) AR B TR,

BRET IAM B EIERESL , S3 on Outposts R X FHWAIFA UK. FHEFEREN R SKEZ
Ffp0Z] S3 on Outposts BIRME T &R KB

- FHREBREATHRMNIFZES , ERERETHTEATFIIELN FRBNFEBEPNRBIER,
- MBARKERTHMNBBERER , RFRELNEE KB FER,

HiE LR AT SHIZIKE S3 on Outposts BN FHBREESER. EFENAREFSAF 8
BEid FE N S3 on Outposts 18 R iF R FEA S3 on Outposts BHHIFIR , HH LFXBENFERBEEF LA
YFiZiER,

BEBARKEPIFENRHEMCEATESZEARXKHNER, Hlan, wRFFEA TR QM0 EA
B, WEEERTR[QUKERAFRIELEEN ZBRHNER, B2 , NAZFHEEREIRE 5
SAWRELERENZFHBIEL ZTH R KRR HBER,

£ IAM policy SRE T REMREE D , BAIUEXEATHIELH S3 on Outposts #E, S3 on

Outposts REX M F45EM S3 on Outposts API #&4E, S3 on Outposts B{EMFEA s3-outposts: @
ZEE B, ¥t Amazon Web Services XiFH# Amazon S3 on Outposts # % APl & HEVER , A

K3t Outpost ERIXTR APl i 2 K HEVER , #NEA IAM #1THMIAEHBIE s3-outposts: @
Z° B BT R 1T RN . EEA S3 on Outposts , FEERM IAM AP HE X s3-outposts: IAM @
Z2 (A X H 1T RN,

EXEZEER , 25 (REENSZE) B8 Amazon S3 on Outposts HIRIE. HIRMEHFR,

® Note

 S3 on Outposts T X #Fif A= HI %R (ACL),

* S3on Outposts MINFEFRBABTEMNXNRAEE , UAEPBERFEBNAEETHAE
L U5 1R S BRY Ro
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+ S3on Outposts FH& B A“S3 EIENEHH" , UHBBEEANRNTFT2EELTHRNR.

B S3 on Outposts RE IAMHNEZER , BSRUTEH,
E&
« S3 on Outposts FREEHY E 4K

« S3 on Outposts B &R ARN

S3 on Outposts K 7R 515K B
S3 on Outposts ¥ 5B BR
S3 on Outposts B RFHEKXAE

S3 on Outposts FKE&HY FE K

BIEE T RRHEBE AR TIT S3 on Outposts F ARG R BREY |, BABER Principal THRX
BEABERNZERPITENMNRESEZENARBRNAREF. 3T S3 on Outposts Kk , AT LAEA
THEH—DNEE

« —/ Amazon Web Services
- IAM AP

- 1AM B

- iAE4  BIEMEM Condition TRFHFESEERENBE IP SEEN KB PIEEBERF (*) K
BE

/A Important
#&J55EH S3 on Outposts WRETE * TRPEABESRF (Principal ) BB , BRIEIZFKEE
REBE—NFHEPEERENIFE IP i SEE /Y Condition. WRHEIBEITHRAER S3on
Outposts WAL LFFIAE. BXRRH , S S3 on Outposts B I ZEEE

BX Principal TEMNESZEE , TSR (IAM BAF#EE) #H Amazon JSON KR TE :
Principals
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Amazon S3 on Outposts

RAriEmE

S3 on Outposts B &R ARN

S3 on Outposts BJ Amazon FIRE T (ARN) BR 7&%& Outpost IHE K Amazon Web Services X
##. Amazon Web Services It ID FIBFREBZA I , BB E Outpost ID. Eif[R] Outposts 77 A& 1 H Xt
KAMNEMNNITERE , BXAEATRPE TR —F ARN #&3X,

ARN F#y partition R —4 Amazon Web Services Xig, &/ Amazon Web Services ik~ £
ERFBRA—1MI X, ATRXHENSKX :

« aws — Amazon Web Services X1

* aws-us-gov — Amazon GovCloud (US) Xig

T%RERT S3 on Outposts ARN # =,

Amazon S3 on Outposts ARN

F6EM ARN

A = ARN

&R ARN

ARN #&3%

arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id /
bucket/bucket_name

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoint_name

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id /

gt

arn:aws:s3-outpo
sts: us-west-2

1123456789012
outpost/ op-0lacsd
28a6a232904 /
bucket/amzn-s3-demo-
bucketl

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lac5d

28a6a232904 /accesspo

int/ access-point-

name

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904 /

S3 on Outposts #J ARN
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RAriEmE

Amazon S3 on Outposts ARN

S3 on Outposts 178 =X &
ARN ( FESRBERER )

S3 on Outposts ARN

ARN #& 3%

bucket/bucket_name /
object/object_key

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoi

nt_name /
object/object_key

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id

S3 on Outposts B 751K B

Example

=~

bucket/amzn-s3-demo-
bucketl /object/m
yobject

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lacsd

28a6a232904 /accesspo

int/ access-point-

name/object/myobject

arn:aws:s3-outpo
sts: us-west-2
1123456789012
outpost/ op-0lacsd
28a6a232904

: B Amazon Web Services ik 7 FE £ #7 S3 on Outposts K B

AT F MR BEfF F — > Amazon Web Services Ik P E 4R F X E A S3 on Outposts 77 fi# #1777
BRR. EFMAIX—MKE , 5% user input placeholders B AEEEHEE.

"Version":"2012-10-17",

"Id":"ExampleBucketPolicyl",

"Statement": [
{

"Sid":"statementl",

"Effect":"Allow",
"Principal":{

"AWS":"123456789012"

+,

"Action":"s3-outposts:*",

S3 on Outposts K 7= 5 &
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"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

Example : SERABEAEMA (*) MFHEFHFRSEERENESEE IP #utSEE /Y S3 on Outposts 5K B

TR EABERAEM (*) M aws:Sourcelp £HFHRSEERENFEN IP thuuE, B
X —f@%KME , BfF user input placeholders Bt HEEHCHWEER,

"Version": "2012-10-17",
"Id": "ExampleBucketPolicy2",
"Statement": [
{
"Sid": "statementl",
"Effect": "Allow",
"Principal": { "AwS" : "*" 3},
"Action":"s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp": "192.0.2.0/24"
},
"NotIpAddress" : {
"aws:Sourcelp": "198.51.100.0/24"

S3 on Outposts ¥ = KX BR

S3 on Outposts FE IAM FEE SR , KEE S3 on Outposts s LR,
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® Note

- NXTHEAZFAEN IP ittt (ColP it ) IFRIRENIER , BEXLINEFFER ColP e
IP it BYARBR |, a0 E&RPATIR,

« X F A Amazon Resource Access Manager 1518 S3 on Outposts BV HREMKF | XEHE
KRHPHAFRTEEAZFMELEHEECHIRR. IRAERKFFHNAFEEEECH
we , M HZMKF AIIE Outpost LRIBZBCHWFN, BEXEZEE |, BZ 1 the section
called “¥t = S3 on Outposts”,

T&RETRT S3on Outposts w2 AHRXE IAM PR,

BE IAM PR
CreateEndpoint s3-outposts:CreateEndpoint

ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

S(TJF{EFHZIH&%F'TH%E’J |P ik ( ColP )
HREAENIES , NEZUTEIE :

s3-outposts:CreateEndpoint
ec2:DescribeCoipPools
ec2:GetCoipPoolUsage

ec2:AllocateAddress
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R’ IAM X BR

ec2:AssociateAddress
ec2:DescribeAddresses

ec2:DescribelocalGatewayRou
teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface

ec2:DescribeNetworkInterfaces

NTERARE AR IP it ( ColP i)
WRRENGHR , FEEUTHIMUR

s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

® Note
BRI LAE A 1AM policy RV B RAR SR E N FR,

S3 on Outposts HWRFZHEXBE

S3 on Outposts A IAM BSHXABRRECIE—LENEREFE, BXEZEE , B850 HRSHEx
A BT Amazon S3 on Outposts,
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S3 on Outposts A EIEINZ

FEEREERT , F#E Amazon S3 on Outposts FHIFFEHIEEFE A Amazon S3 EE R MEH
A (SSE-S3) MRS ESIm MBI TN, BEXREZELR , 551 (Amazon S3 AFIER) FHHEHAE
B Amazon S3 EXNZHAWRFERWMNE ( SSE-S3)

ERBUERERT R RENINZERAN RS/ ImMNEZ (SSE-C). EEM SSE-C , BEXNR AP
FRPEEMZZR, RE[EMBLNBNRBBEMFENBENRTBE. EXEZER , FEH
(Amazon S3 AiF{ERE) FHEAESEF RENEHN RS SHIRIMNE,

(@ Note

S3 on Outposts F % # Amazon Key Management Service (Amazon KMS) 2248 #Y BR 55 85 i
Nz (SSE-KMS),

S3 on Outposts BY Amazon PrivateLink

S3 on Outposts X Amazon PrivateLink , FEBIEERNTAMEFHNFIAEIRS , BHIT S3 on
Outposts FEMNEZEERILR, X , ERAEAEURAER (VPC ) RWFAE IP #hik , F{LAER
M EZEFIH XS Outposts I REFMINITEEIEME, £H Amazon PrivateLink , TEERALE IP ks
RERS 2R,

B[ Amazon PrivateLink FiF Amazon S3 on Outposts , A A EEFAE = ( VPC ) FFiE
El#20 VPC W= , BAiFIR] S3 on Outposts i@ EE Mk R EE APl, BEEMETHAME (VPN) =R
Amazon Direct Connect , AIEZENIZBE VPC AN ARFIHRIED VPC IwR. ERILE
3 Amazon PrivateLink 17 R4 # % L EE APl Amazon PrivateLink R X5 3E /& % API g4 | 4l
GET. PUT ML APl, XEREBLET S3 on Outposts i R MIZEA BB ZEH, BEXES
{£8 , B2 S3 on Outposts M 4%,

BEORRB—IMHSIEEMEED EN) KK , XEEORMN VPC FHFROBEHNFARE IP #hit.
[ S3 on Outposts A3 O iw /A HEE KRG B3 BB E Amazon M4 LAY S3 on Outposts 1 ik <
EIE APl, #ZEALUEY Amazon Direct Connect 3 Amazon Virtual Private Network (Amazon VPN)
MR EPEBNARFFFR VPC AEORR. BXUAN VPC EXRNEEENEZSER |, 55
Amazon Direct Connect A 7 #£F M Amazon Site-to-Site VPN A F 1™,

0% 28T Amazon R FEBITE Amazon PrivateLink B H Xt S3 on Outposts #Mix S EIE APl &Y
BEXR , AT
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/VPC_VPN.html
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Amazon Web Services cloud Customer premises

Qutpost

o B @ —— b

S3 on Outposts bucket Amazon PrivateLink Interface VPC endpoint S3 on Outposts
management and for 83 on Outposts
endpoint management
APls

BXREORAW—MRELR , 520 Amazon PrivateLink ¥ H#I3Z 0 VPC i & (Amazon
PrivateLink).

£l

- BRFEIFFBRME

18 S3 on Outposts 12 M i &

FEHT7A i DNS Bl &

5 S3 on Outposts €] VPC % &

79 S3 on Outposts BIZEWFEEEEH VPC it 2 R B

PR %I M R BR 1%

L2833 Amazon PrivateLink 158 S3 on Outposts ##lix S B2 API & |, 55&H VPC BR&l, BXE
%{ER , 55 ® Amazon PrivateLink 357 # §Y12 O is & M F PR #I LA K% Amazon PrivateLink B,

ok ., Amazon PrivateLink A X#EHUTHEA :

« XEBKIPEBLAEIRE (FIPS) ina
+ S3 on Outposts FdE &% API, #ilan | GET, PUT FELIITR API #24E,
- #A%5 DNS

PRI R R API M7 2006-03-01 115


https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-limits-endpoints.html
https://www.amazonaws.cn/compliance/fips/
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518 S3 on Outposts 1 O i &

E{F A Amazon PrivatelLink 758 S3 on Outposts BHix R EE AP| , BUREFNARFUERAEE
F i =K DNS &#r. BIZEENOKAR , Amazon PrivateLink &4 R F f43 E T % 2 #9 S3 on Outposts
%*’J’_\ . lXiEjz *uﬁ_l-ﬁﬁlzo

« X135 DNS &% - ZiEM—# VPC = ID, BREFRIRAF. Amazon Web Services X
B # vpce.amazonaws.com , ¥l vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com.

- AJAX DNS &% - BIEME—H VPC in < ID, AJAKX, BRSFHRRRF. Amazon Web Services Xig
H vpce.amazonaws.com , Hl#0 vpce-1a2b3c4d-5e6f-us-east-1la.s3-outposts.us-
east-1.vpce.amazonaws.com, MRENEMFEE THIAX , MATAEALIET, Fl , &7
FFAT A X DNS 2 #5 A T ik b 12 il = P AR X35 BB 4% J B A

/A Important

S3 on Outposts #EOix R EMNE DNS H#FHT KM, S3 on Outposts FX#FHFAHE DNS, F
--endpoint-url ZHATHER MK LEE AP,

Amazon CLI| R4l

£/ --region M --endpoint-url 2% , BT S3 on Outposts FE Ok LG EMEE MR /LE R
API,

Example : fEAmS URL 5IHHEH S3 2% API B94#

FEUTRHIF , HXiH us-east-1, VPC iR URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com MIKF |D 111122223333 B N HENHEE.

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

Amazon SDK R4l

5 SDK EFEIRFRA , RENEFIHEERNFEABS URL 158 S3 on Outposts #2 O =AY S3 12
% AP,

177 S3 on Outposts Ok A API hZs 2006-03-01 116
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SDK for Python (Boto3)
Example : RS URL i5[8] S3 ##4 AP

EUTREIF | XS us-east-1 M VPC = URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com B AERMEE,

control_client = session.client(

service_name="'s3control’',

region_name="'us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

BXEZEER , ESH (Boto3 FRXARER) FHIERT Amazon S3 B Amazon PrivateLinks

SDK for Java 2.x
Example : EA#w SR URL 7[R S3 #2244 AP

FELLTRHIF | & VPC iR URL vpce-1a2b3c4d-5e6f.s3-outposts. us-
east-1.vpce.amazonaws.com MXIF Region.US_EAST_1 B NHERKHEE.

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
.build()

EXEZER , EH5H (EAT Java B9 Amazon SDK APl %) &f§ S3ControlClient,

B A # DNS &

FAEET iR S8 DNS B iFRSEA T S3 on Outposts BEE MK A EE APl EORK S , £F
HEFAM DNS BEFREF. B LAFEARE2LE S3 on Outposts DNS 1Z#Y1E O ix KL FAE IP it
W4EE T ik 29 DNS & #5o

A S3 on Outposts Bl VPC im =

E 7 S3 on Outposts 1 VPC # O , i5S [ (Amazon PrivateLink 1§58) FH 812 VPC K.

BE#H A DNS B & API hzZ 2006-03-01 117


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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79 S3 on Outposts BRI KRB VPC s SR B

I&EI LA VPC i s M N A F 124133 S3 on Outposts BY 1 8] By ik 3R #E . #&3E A] LATE S3 on Outposts
R AR aws:sourceVpce ZHRBREMEE VPC i 2GRS ENE. £H VPC k2 FKE
IEA LA X S3 on Outposts FHEE API s R B API Bi5E, EHABKE , S L3RFI33 S3 on
Outposts BEE APl BWiFRl, BR , BT EMEMA aws:sourceVpce BEXY S3 on Outposts HIFT R ig
ER I,

S3 on Outposts B IHRIKEEIEELTEE. :

- RUFEIEL EIRIER Amazon Identity and Access Management (IAM) E 4%,
- RTFRIELR S3 BEHIRE,
- RFTIEL HIRER S3 on Outposts R

UTREIERTREN BRIV IA RN RE, X< VPC EENESZER |, 2R Amazon BE$H
Amazon Virtual Private Cloud JE# 14 1£I B Network-to-VPC connectivity options ( MM & Z] VPC
RYE ML ) o

/A Important

o HEBMATFHRY VPC % SN A RAIKEER |, B gE T = A E XS R 7 B RBR. #8H
BREPREIMEIHENRE VPC I RMVIER , MIXAESMHEIEBIRMNAAEERE, AXxnAEElt
BBHELR , HSARNBERIEEHEIRN VPC 5 VPC ik ID, Amazon Web Services X
¥ AR O0AR S E RS BETH AN 2 o

- EEAUTROIEER 2 , 58 VPC iR ID BN ESENERARFINE, BN , &%
ToE R RIS R

. MBEHERBBRATFMNEE VPC 52 151E S3 on Outposts 1 , ©NZABEIEHA1FRZ
W, AREHEERTFTRFEEEEN VPC k.

F
« R : BREIM VPC i 23 45 EREHY I 18]
« 751 - 7£ S3 on Outposts KRB FIELMNIFE VPC i K7 18]

BIE VPC i = SRR H AR SR RE API hzZ 2006-03-01 118


https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://www.amazonaws.cn/premiumsupport/knowledge-center/s3-regain-access/
https://www.amazonaws.cn/premiumsupport/knowledge-center/s3-regain-access/
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R BREIM VPC s KXY ERRI 157

&) BABI 2 — i SUR B SN AT 1A R 45 E B S3 on Outposts . LA T KB F GetBucketPolicy ##4E
B B AR PR F example-outpost-bucket, BFERILEKR | BN ROEZEHRNEECHE

"Version": "2012-10-17",
"Id": "Policyl1415115909151",
"Statement": [
{ "Sid": "Access-to-specific-bucket-only",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket"

}

Bl - 7£ S3 on Outposts FFFEBE P IELE MIFE VPC Ui K17 A

AR S3 on Outposts HRBEIELEIS vpce-1a2b3c4d VPC iR if B example-outpost-bucket
¥ L GetBucketPolicy,

aws:sourceVpce ZHEERK , THE VPC iim [LRIEH Amazon BIEBM (ARN) , REERK
ID. EfFALER  BEHRGAEBRINEEEHE.

"Version": "2012-10-17",
"Id": "Policyl1415115909152",
"Statement": [

{

"Sid": "Deny-access-to-specific-VPCE",

"Principal”: {"AWS":"111122223333"},

"Action": "s3-outposts:GetBucketPolicy",

"Effect": "Deny",

"Resource": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket",

"Condition": {

"StringEquals": {"aws:sourceVpce": "vpce-la2b3c4d"}

BIE VPC i = SRR H AR SR RE API hzZ 2006-03-01 119
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}

Amazon ZEZ A 4 ( Sigv4 ) BMIANLEERRIGE

TRETRTE Amazon £EMA 4 ( SigV4 ) FMIAEEXHNZMGRE  BUUNXERGRAT
Amazon S3 on Outposts, ZRAIEFHBERERRMXLERYE , LEEEAZHERAE 4 FHER# T
FHIAERRERITHENTN. BXTOIKE , F20H FASZEMAE 4 BRNEZH BN FHEE
KRG, BREAZLBRAE 4 FHERBITEMININESZEL , 25 (Amazon Simple Storage

Service APl £&) HHIERI F 45 IAIE ( Amazon ERRAE4)

ez ): Ok iR
s3-outpos S3 on Outposts XIFZMHHFMINESZE. BEREEZANBERERAIFENS
ts:authType PINERE , BRI AERA L RS 4E, flan , Be]LUE A R A2 R

AREFEBERGMIANERFER HTTP Authorization #rk,
BWME

REST-HEADER

REST-QUERY-STRING

s3-outpos FLEZRECEISMINENERPWERE (ULERDRENMN)
ts:signatur

eAge JJ:t%{q:{X;E% ?Tﬁg% URLO

EEERET 4T SEFZANERUARER 7 R, Bt , LENERHE
AR 7R, BXEZELE , $Z5H (Amazon Simple Storage Service
API 2Z) HH) LR EREN. BUUSERALEZGH —SRELSEENR
5,

T PIE: 600000

s3-outposts:x- BOERALZHRERLIEERPRSIBENNE,

amz-content-
sha256

LB 4 ( Sigv4 ) FrgeE API fR4s 2006-03-01 120


https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro

Amazon S3 on Outposts AriEE

ERARNR iRk
FEAZEMRAE 4 8¢, FEH Authorization #RAKER K BEEXR
ZLEZITESRIM x-amz-content-sha256 #rk , AENEHEIRE
RNEFEAE

BRI EFERARIE P EA LR RKRIEL L REARERNERAH
Bign

- LML Authorization #RAXER#ITHMIAL , ERNERR
BHITSEN LEE, BXEZEL , 209 (Amazon Simple Storage
Service AP| 2&) PRELNXRPERERAR.

- BEEAMES URL B L2, MZEE URL 14 H —> UNSIGNED_
PAYLOAD . BXxEZEE , i55H (Amazon Simple Storage Service
APl 2&) PHIIERHEITHMINEM S BINES .

BEH{E : UNSIGNED-PAYLOAD

EAEBZE R 4 BRAKMARAYF6E 88 KB R A
EMFEALTRE , ™ user input placeholders Bt RHEECHEER,
Example : s3-outposts:signatureAge

DT E#BRBRSELENEFEENEET 10 2 H#etELX example-outpost-bucket FXIRAY S3
on Outposts FiZ# URL &K,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",
"Effect": "Deny",
"Principal": {"AWS":'"444455556666"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 10
’

ERAEEERA 4 BXROFMHENFERRE RO API fz7s 2006-03-01 121


https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.amazonaws.cn/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html

Amazon S3 on Outposts AriEE

"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}

Example : s3-outposts:authType

AR 7R AW ER Authorization FrkHTER G MIAEMNER, FAMZAEAMN URL &
REPFFEIEL , EAMES URL FRAEHASBCREHMERNSHINLEEE. BXEZER , ES3H
{Amazon Simple Storage Service AP| &) H 53 I\IEF

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 1
’

"Condition": {
"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"

Example : s3-outposts:x-amz-content-sha256

DT E#BRIELEMNTEASZEERNARN L , SINFEAMZEE URLW EE, BXESER
2% (Amazon Simple Storage Service APl %) H 35 R 1T 5 4 IAER B3 1INE T o

"Version": "2012-10-17",

ERAEEERA 4 BXROFMHENFERRE RO API hz7s 2006-03-01 122


https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.amazonaws.cn/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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"Statement": [

{
"Sid": "Deny uploads with unsigned payloads.",

"Effect": "Deny",

"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/
K1

"Condition": {

"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"
}

&P T Amazon S3 on Outposts B Amazon £ & = 5K

Amazon EE XX EH Amazon BIEZMEEMWILIT K, Amazon TER KK EENTFZE LR G
RENER , LELSTUFBAIAF. A8 ENR,

FigfE , Amazon REX KB AT 2N EHNRBEEAZRR TRENR , AN ATHRAE Amazon
EREM. RMNBUVEBETIEXEBETENERZSNES TEXRBERE -SRI NR,

BT EE N Amazon TEXNEHPENLWNR, MR Amazon EFE Amazon FEER KR E X
HIR , MEHFSEMZ R IMBEINFIE AR (AP, AFAG ). HEHH Amazon Web
Services RS BEIHEFH AP RETHTME RS , Amazon B WEEE T Amazon E£E XK,

BXREZEER , F5H (IAM BFiERE) HH Amazon FEEX KK,

Amazon E£E XK : AWSS30nOutpostsServiceRolePolicy
ER RS AKX A AWSServiceRoleForS30n0utposts BI—&8% , REBNIGE M &R,

EEFNRFRBRHNR , H5H AWSS30n0utpostsServiceRolePolicy,

Amazon FE£E X KEEHY S3 on Outposts EH#

&E B S3 on Outposts FFIRRERE HIARK , BXUIRSH Amazon EEXN KN EHMANIFAER.

Amazon & KB API WA 2006-03-01 123


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon S3 on Outposts AriEE

B iR B
S3 on Outposts A i1 Y S3 on Outposts #i1Y 2023 10 A 3 H
AWSS30n0utpostsSer AWSS30n0utpostsSer
viceRolePolicy viceRolePolicy 4EX
BRSSHEX< A AWSServic
eRoleForS30n0utpos
ts WN—%2 , eHBBEE
R &R R o

S3 on Outposts FFERERERER  S3 on Outposts Fr R ERE 2023 £ 10 A 3 H
Amazon FEE X KB E R,

TR HX A BT Amazon S3 on Outposts

Amazon S3 on Outposts 8 Amazon Identity and Access Management ( IAM ) lREHEXAE, RS
HXAER -5 S3 on Outposts EEREREVIRFFEEH IAM A€, BRFHEXAEH S3 on Outposts
MENL , EERSAXREEAE T Amazon REFIENFIENR.

RS Hx A it B FE R iR E S3 on Outposts , A RERAFERMSENNE, S3 on
Outposts EXHBEFHXBEBHWNIR , BRIESAEX , BMIRE S3 on Outposts AILMKAZBEE, E
XN R BIFBEEERIENRRRE |, AR T REM N EMEAI E Ath IAM 2RI PR SR BE o

REEEAMBREXRERE , BFERBRBRSEXAE, XFHRFEH S3 on Outposts BIR , FHE
T & ToE A il BR XS 68 R 69 175 7] A BR o

BXXERSHEXAGHEMRSINES , F3H5 IAM BEESEMAS Amazon BRSS , HERRSHEX
ABITETARNERS. ERRNEE  EFZRSHBRSHEXABIH,

S3 on Outposts I RFZ K< A BN IR

S3 on Outposts A& AWSServiceRoleForS30nOutposts I RS < A @ RBEIREEMER
B

AWSServiceRoleForS30nOutposts RESHEXRABEEUATRERAZAE

* s3-outposts.amazonaws.com

FERESHEXAR API fR4s 2006-03-01 124


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon S3 on Outposts AriEE

BN AWSS30n0utpostsServiceRolePolicy WA BINRKE L1 S3 on Outposts X8 E RIR T
BT R4E -

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
"ec2:DescribeAddresses",
"ec2:DescribelocalGatewayRouteTableVpcAssociations"
1,

"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": [

"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

S3 on Outposts KRS HH< A R AP WA 2006-03-01 125
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}I

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

1,

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

"Effect": "Allow",
"Action": [

"ec2:AllocateAddress"
1,
"Resource": [

"arn:aws:ec2:*:*:elastic-ip/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"”

},
"Sid": "CreateTagsForAllocateIpAddress"

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkInterfacePermission",

"ec2:DeleteNetworkInterface",

ec2:DeleteNetworkInterfacePermission",

"ec2:DisassociateAddress",

ec2:ReleaseAddress",

"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/CreatedBy": "S3 On Outposts"

S3 on Outposts KRS HH< A R API W8 2006-03-01 126



Amazon S3 on Outposts AriEE

}I

"Sid": "ReleaseVpcResources"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"
]
}
.
"Sid": "CreateTags"

HMEEMR , LA IAM K& (A6 ) 2l2, REIMRESHEXAR, AXESZER , BZH
C(IAM FF$ERE) i ARSSHE X A BRUR,

A S3 on Outposts BIERRSHERAE

BEEFHEERSHERAR, HEBE Amazon Web Services Management Console, Amazon CLI
= Amazon API % S3 on Outposts iR B! , S3 on Outposts 2N RRERFZHEXBE,

MBEEBBRZBESHEAXAE , RAEEEFEE , SALEAERGREEKFAFPEHUBLAR®, H&B
@12 S3 on Outposts %= AF , S3 on Outposts 2B X N EBGIERZHEXAE,

A LAEA IAM 25|57 S3 on Outposts A EGIGIZERFZHEXRHE, £ Amazon CLI 5 Amazon
APl & | 5 s3-outposts.amazonaws.com RFEBMEERZHEXAR, BEXEZER , H5H
C(AM AFIER) RWVERIERSHE<AE, NREMBRT HERESHEXAR  AIUFERARENSERR

BIE/E,
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/m%8 S3 on Outposts RS X AR

S3 on Outposts R iF &4 AWSServiceRoleForS30nOutposts FREHX AR, XBEARN
EZ2% , ARTRETRNEASIAiZAG, 7Y , BUUER IAM REACHIEE, BXELER
BHZH (IAM AFERE) PNREERSHEXAE,

fHIB& S3 on Outposts HARZAEX AR

NMRTBEECAENZTERSAXACHNFLERERS , RNEBWERBRZAC. XHERKBRKED
BEERNEFHREASKME, B, #AEBRBSHAXAGHNER , REFTEFIMERE.

(® Note

R 72 2R B M BR AR JRAT S3 on Outposts RFEEEAZAE , NBIERBRETESLIK, R
REXFER , BEF/LoHEER.

fil Bk AWSServiceRoleForS30nOutposts A& FA K S3 on Outposts iR

1. 7E48#9 Amazon Web Services ik P R B FTH Amazon Web Services X1Ziffl Bk S3 on Outposts i
o

/AN 0

2. A IAM BIERERSHEXAE,

/8 1AM #2414 , Bl Amazon CLI 5% Amazon API &l B&
AWSServiceRoleForS30nOutposts fREMHEXxAR. BXEZFELE , BZH (AM AFIE
) PHBIBRRSEXAE,

S3 on Outposts fRFHX B EH Z X HFXE

S3 on Outposts X IFEIRERSZ XA RBFTAE Amazon Web Services KigiFFERiZKRE. BXEZ
f§8 , B35 S3 on Outposts [X i3 i 5.0
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B S3 on Outposts 17

B35 Amazon S3 on Outposts , A LATE Amazon Outposts 8|2 S3 1 , HEARMBHEE
ABIEHE, FipBBEBLENBEEENNARFBEMNEFE#ENKLEIEITR. S3 on Outposts 1t T
—/NETHY 6 2K S3 Outposts (OUTPOSTS) ; ix## 2 HA Amazon S3 API , 3 BT Amazon
Outposts L ZMERE MRS B2 A AR FHEEIE. LB Virtual Private Cloud ( VPC ) f&
A A S MiEEES Outposts TS, &R LUMKTE Amazon S3 i —# 7 Outpost i LEH
HEK APl FThee , SIEHRIKEE, MBFIRIC. BALUBEE Amazon Web Services Management
Console, Amazon Command Line Interface (Amazon CLI), Amazon SDK = REST API £/ S3 on
Outpostse BXEZEE , S H 142 Amazon S3 on Outposts ?

BXEEHEZ Amazon S3 on Outposts FHREBENEZER , BSRAUTEE,
FH

« 73 S3 on Outposts HWEE S3 RAEF

« 9 Amazon S3 on Outposts ERIZMEBR L HEHERE

« &%l S3 on Outposts HIXI R

« @I FE A Amazon RAM # = S3 on Outposts

« {# S3 on Outposts K E i Amazon Web Services IR

A S3 on Outposts WMEE S3 Mx A2 Fl

BRRE , S3RAEFHEFXN KRN SN TRBAREFRE —MER. T Outpost MHFHBZNX
R, EABEA S3 RAEHIHEERRE . REFERESMRAE., S3 ARG/ BIEM A
BOARENNAEFREFIRE,

Amazon S3 on Outposts # 28 = f R AR HIRE -

« Unversioned ( A2 MAEE ) - MBRENREN LBRARE ST S3 AZH |, NELFARZRAEZE
FIRES , HFETIRE S3 lABEHIRE. BX S BAEFENWEZEER , ES S3 on Outposts #
BB S3 MRAEH,

« Enabled (BB ) - AEHPHXNRBA S3 lxAI2Hl, FINEIREH I XS R EDRF U EIMHE— 5 R A

ID. BAMAEHNEFETFERTFHOXNRAMRAE ID Anull, MREHHMGREBSIOXLE ( SHEM
Hfth ) XK , 6120 PutObject , WX RAFFIRGME —HIARZS 1D,
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* Suspended ( EfF ) - PN RELF S3 RAEE, EERAZEERMNEBBH AN REHFR
EIRRA ID null. BXEZEE |, EZH (Amazon S3 AiFER) HHEXRIAME S EFRAE
Y o

FEXY S3 on Outposts F/E A S3 rAEZEHfE , ERHEEZREEFZIRAZHRS. B2, BILEE
MRA#E &, BX S3 MAEBEHNEZEER , ESH S3 on Outposts EEE S3 frRAZHo

HNFRPNEBINER , BHE - NHAURERARBNEZTNA LIS TR, I TREFERAE ,
BRSO S3 A ANANEE N EELFRAEEENRREIH. EXEZEE , BSHE
Amazon S3 on Outposts WFEIZMEE 4+ B HEE.

LA 7RI SR an{aE A Amazon Web Services Management Console #1 Amazon Command Line
Interface ( Amazon CLI ) 3¥#1E S3 on Outposts #/8 AR E FRAES, EQRESHT S3 MRAZEH
1 , S 612E S3 on Outposts FHE o

® Note

BIZEZENH Amazon Web Services Ik B ZEZ#HNE , b2 — A ERIRENIK
F. FHBEBLEREM , W0 Outpost, #£L, RINMEMFRKIRE. HRS[IRESEAT
V5 [B) 126 4 P X3 9 Virtual Private Cloud (VPC) 5 R RURBE AR Hih thiEg. BXEZE
£ , &2 S3 on Outposts M3B .

£/ S3 #H A
YREBARRY S3 IRAZHIRE

1. & FZE|Amazon Web Services Management Console , A/5#d LA T M1t FF Amazon S3 2 4i
A : https://console.aws.amazon.com/s3/,

EEMSMBEESF |, % Outposts buckets ( Outposts 1 ) -
EEEREF A S3 lRAEHIH Outposts o

EERE R,

EFERREEZEST | FEERRE.

BIEREATEDZ— , REE S3 RAZRHEIRE :

2L T

- EEY{F S3RAEEIHF L OEIHX RMA , HiEHE Suspend (EF ) .
- E5A S3RARHFHARFEINRNSNITEEZE |, 151£F Enable (BA ) -
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7. i&# Save changes (RTFEX )

£ Amazon CLI

ZE# A Amazon CLI B A EF S3 MA1ZH , 5 A put-bucket-versioning &% , AT
ROIFTR. BERAXLERY , &8 user input placeholder B AEEHEHELR,

BXEZER , 521 (Amazon CLI %) H# put-bucket-versioning.

Example : B S3 fxA<#=Hl

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example : &1 S3 fxA<zHl

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended

3 Amazon S3 on Outposts S| ZME R4 o A HIE =

BT LAER S3 £ dn A RIE{t Amazon S3 on Outposts N EBRE, BRI CIBEGAHEMAN | EX
REZBC TSR IAREAIRNK . BAUCE, EA. ZEAIMBREWEERIN,

Ax SIAEMAYMMNEZEELR |, 2597 Amazon S3 on Outposts #8822 H & 1 4 an B HiEL B

(® Note

BRI A Amazon Web Services IkFIEZAF , AERH—TAI A QIE, B, ZAIMEKRE
T EAEM N AR .

EQEFMEE S3 on Outposts MW EGEAHEE , BFSRUT 8,
E&A
« {#H Amazon Web Services Management Console | 2 1 & 2 4 ap & Ei M NI
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« fE£A Amazon CLI F5&EAF Java Y SDK gl BN EE Lo /EHE 2

£ Amazon Web Services Management Console | 2 &2 £ & FHH N

BT LAE R S3 £ an ALt Amazon S3 on Outposts N E#BRE, BRI LGIBREGAHEMN | B
KREZBC T HHEEIAREER, BALGIE, BA. Z2RAIMERESEEHN,

BX SIAEMAHNEZELR |, 2197 Amazon S3 on Outposts R EFEE A oA HEE,

® Note
B2 A Amazon Web Services lkF B ZE , HERK—TILISE, SH. ZERAIAMBBRE
T A HAH N A K o

E A Amazon Web Services Management Console 3 S3 on Outposts S| FEBEEmEAHMN |
BSHEUTE-E,

£

- BIBEmAHN

- BREwASHN

- wBEEGAHHN

o MBRAEan A HIAL

o2 4 a5 A AL

1. &FEF|Amazon Web Services Management Console , A/FIEi LA T Mt 3THF Amazon S3 124l
A& : https://console.aws.amazon.com/s3/,

EEMSMEHKA | 1% Outposts buckets ( Outposts #F ) -
ERERNHBEWABRMNE Outposts H.

1% Management ( B ) &I+ , AA/F%$F Create Lifecycle rule ( RI24EwEEHMN ) o
73 Lifecycle rule name ( £ A BB ) WA —NME

£ Rule scope ( AEEE ) T , &EUATEIZ— :

o a0k~ W DN

- NFTEREZEERESRY | H%RR Limit the scope of this rule using one or more filters ( f&f
A—ANRENEEFERBLEANBEE ) . R, RMBIBIEERE. HREITRKD,
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- EFERANSATFRIORERR , HiEE Apply to all objects in the bucket ( Bz ZI# F B AT
BRR)

7. 1 Lifecycle rule actions ( £ EHMNIRE ) T , EBLUA TR Z — :

- Expire current versions of objects ( X RV HBIARAZ NTH ) - X T /8 AMRAEHNE , S3
on Outposts £RIMPIERFFIE , N KRB NIEHBIRAR. W FAEA S3 RAZEFHME , S3
on Outposts 27K X Ml BRI &Ko

« Permanently delete noncurrent versions of objects ( 7K AMiIBRFT RHIIEL BIARAS ) — S3 on
Outposts 7K A il BRXY SR EY IE 24 BT AR Ao

« Delete expired object delete markers or incomplete multipart uploads ( i B #3 &9 il BR AR 12 5%
RFERM P B L& ) — S3 on Outposts 7k X Ml BRiT A 69 i BRAF iC SR AR TR Y 20 B £ 4%

MREFEANRIFZRFEWEARANATE , WFEEF Delete expired object delete
markers ( il BRI BRH93F RIBR#RIE ) o HNERIRIEIF Expire current object versions ( {5 24 &
FRRAITE ) |, thF X% Delete expired object delete markers (il &3S HA #Y 35 SR BR AR
i2)o

® Note
ETRPOTEERGTER THBRIFICHARTRN DR L4,

8. MRIE%EE T Expire current versions of objects ( Y FIARAKFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBRX RAWIEHBIRA ) , FREFEAHINRNFER
PREC E ALt % B o

9. MWMERME%EIE T Delete expired object delete markers ( il B3I HARY 33 R BRARIE ) , EWIAMBRS
HARO XS SR BRFRIC |, i§1%4% Delete expired object delete markers ( il B3z B89 X M BRFRIC ) o

10. 1£ Timeline Summary ( REILMHE ) T , EFEENEFAHAN , RF1EF Create rule ( BIZEM
o

B A4 B EHN

BRREZEABESEBAN

1. BELATMUEITFF Simple Storage Service ( Amazon S3 ) ##I& : https:/
console.aws.amazon.com/s3/,

2. EEMSMEREH , % Outposts buckets ( Outposts #F ) o
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3. ERENHBARNZAEGABMNME Outposts Mo

4. % Management ( B ) T+ , AT Lifecycle rule ( £ AHHN ) TRBEESHAREH
AR

5. ¥TF Action (#&4E ) , i%&# Enable or disable rule ( BRARZAMN ) .

miEE AN

1. BELATMUEITFF Simple Storage Service ( Amazon S3 ) ##I& : https:/
console.aws.amazon.com/s3/,

EEMSMEHKF | 1% Outposts buckets ( Outposts #F ) -
EEERNEREEGEAHMNAE Outposts #.

1% Management ( B3 ) &I+ , ARGEREHRENE GBI,

( it ) E# Lifecycle rule name ( Ean EEHNZ 5 ) H{ES

£ Rule scope ( MINEE ) T , REZFERETE :

o o b~ w0 DN

- RFTEREZEERESRY | H%RR Limit the scope of this rule using one or more filters ( f&f
A—ANRENEEFERBLEANBEE ) . R, RIMBIBTFERGE. HREITRKD,

- EFEANSAFREPHRERR , HiEE Apply to all objects in the bucket ( Bz ZI# F B9 AT
BXRR)

7. 7 Lifecycle rule actions ( £ EAEIMMIERME ) T , BT EIIZ — -

- Expire current versions of objects ( fFX R HRMRARALH ) - X T /8 AMRAKZEFINME , S3
on Outposts 27 MMPIERFRIE , HENRRBENIEHBRAR, N TFFER S3 IRAZEH M , S3
on Outposts £ 7K A MR &Ko

« Permanently delete noncurrent versions of objects ( 7K AMIBRXS REVIEL FTARZA ) — S3 on
Outposts 7K A Ml BRX R B9 IE ZH BIAR Ao

- Delete expired object delete markers or incomplete multipart uploads ( il BRI H3 &9 i Br#R 12 =
R E E4& ) — S3 on Outposts 7K A M BRI HA 49 i BRFR 12 2 R TE KAV 90 ER £ 1%

MREFEANRIRE R £ BN WSEE , MFEIER Delete expired object delete
markers ( il BRI BRI A9 XS SRMIBRFRIZ ) o HNRIRIEER Expire current object versions ( i 24 81
FRMRATE ) |, thTEIER Delete expired object delete markers ( il &3S 2 89 33 R M BR ¥R
i),
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® Note
ETRPTEERGTER THBRIFICHARTRN DR E4E,

8. MIRIE%EE T Expire current versions of objects ( Y FIARAKFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBRN RAWIEHBIRA ) , FREFEAHINREELR
B AU i % B o

9. MWMERMEEIE T Delete expired object delete markers ( il BRI HARY 33 R BRARIE ) , EWIAMBRS
HAR XS SR BRFRIC |, %42 Delete expired object delete markers ( il B3z B89 X KM BRFRIC )

10. EERE

il B 4E 5 /B HAHA I

1. BB TFMUEITFF Simple Storage Service ( Amazon S3 ) ##l#& : https:/
console.aws.amazon.com/s3/,

2. EEMSMEEH , % Outposts buckets ( Outposts #F ) o

3. ERERNHEMEBREGAMNE Outposts #.

4. % Management ( B ) &T+ , AAJF Lifecycle rule ( £apAHMN ) T , EFEMBRAMN
i,

5. &% Delete ( MiIBR ) o

A Amazon CLI f5EH T Java B9 SDK tlEZMEB L EAHER 2

BRI LAE A S3 £ e ALt Amazon S3 on Outposts W EBRE, BRI GIREREAHMAN | EX
RIEZA T HRERFTRATRNK . SANGIE. BHA. ZERRBIBREGBHAN,

BAX S3AEMAYMNEZELR |, 23597 Amazon S3 on Outposts RIS 4+ A HIEE,

(® Note

BIZEMH Amazon Web Services lF B ZE , HERHE—TLGIE, BH. ZAIMBRE
T EAEM N AR o
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RAriEmE

E A Amazon Command Line Interface ( Amazon CLI ) # &M F Java #9 Amazon SDK €| FE

e S3 on Outposts W EWEAMEE , HSFEUT RO,
FH

- W& (PUT) £ ANERE

« 3REX ( GET ) S3 on Outposts #& _E# 4 B Hifl B

Mg (PUT) £ A& E

Amazon CLI

LR Amazon CLI 7Rf5|7E Outposts # LB L A B EREE. LIRES

BRICRIR

(myprefix) WAIBXRR , HEREE 10 XKESH., EFALTRS , EFE user input

placeholder B NEBEHER.

1. FEGAHBEERBRFTE JSON X 4R, ERTRAEP , XHawE N lifecyclel. json,

{
"Rules": [
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
},
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreatexrThan": 1000,
"ObjectSizelessThan": 5000
}
1,

"Status": "Enabled",
"Expiration": {
"Days": 10

£ Amazon CLI #5EFF Java 9 SDK
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2. fF JSON X##EHRput-bucket-lifecycle-configuration CLI i FH — o ER. E
FRALGS , BFEN user input placeholder BMHNIEHCWER, BXIHENE
ZEE , B2 (Amazon CLI &) Y put-bucket-lifecycle-configuration.

aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel.json

SDK for Java

LARER T Java B SDK RHITE Outposts B EMEEwmBAHEE. HEmEAREEEEESFC
B8R (nyprefix) WAIBXR , HERZEE 10 XESH. EFERLRS , HFE8A user input
placeholder BB NEBECHER. BXREZEER , 152 H (Amazon Simple Storage Service
APl 22&) H# PutBucketLifecycleConfiguration,

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2").withValue("mytagkey2");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix'")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)

£ Amazon CLI #5EFF Java 9 SDK API WA 2006-03-01 137


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/put-bucket-lifecycle-configuration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html

Amazon S3 on Outposts AriEE

.withExpiration(lifecycleExpiration)
withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketlLifecycle
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

new

PutBucketLifecycleConfigurationResult respPutBucketlLifecycle
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketLifecycle.toString());

JREY ( GET ) S3 on Outposts # L # £ & A HiEl B
Amazon CLI

LAF Amazon CLI ;RHIFREY Outposts f@ LM A EHIEE. EFALGS , BEE1 user
input placeholder B NEBCHNER. AXUGBTHNESZER , 52K (Amazon CLI &
Z) HH get-bucket-lifecycle-configuration,

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

ATERTF Java B9 SDK RHIZREX Outposts VA AHEE, BXxEZEL |, H5H (Amazon
Simple Storage Service APl 2% ) H# GetBucketLifecycleConfiguration,

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle = new
GetBucketLifecycleConfigurationRequest()
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RAriEmE

£ %l S3 on Outposts HIXI R

.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle =

s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());

}

f&Bh Amazon Outposts £H) S3 &4l , BT LA Amazon S3 on Outposts B & H EFRE# Outposts
Z B R TER — Outpost LB B3I EH| S3 FWR, BALUEA Outposts £ S3 E#l , EMEER
T EH Outposts HE R RHIIK - BIBHWZ NGRS |, UABBHEHIBIEEER, Outposts EHY S3
SHEPTHEREENEAEHERASUBR A WBELAZ, IREEBRREFASREETSMEE , T
LAfE A Outposts L# S3 EFIkBIEREFTE THBEBHNRWEIAR , RHBEXROIZERE, FREFAR
X D,

Outposts L) S3 EFIE A FMNIERMBL , UEEBZBANREFNRS., BABEER Amazon
CloudWatch , B BREFEFNFTH, FEFNRESURFERENEGHEZBNEHERRKERE
FHE, ERBELHMYUTEEE RS , E0JLUZE Amazon EventBridge BUZENAE X E HIX R K MK E

H, BETHEZER , BEH EEENEH,

£

2l

SHEE

Outposts F# S3 S HIHEK
EHHALARE?

TEHFTLAR?

Outposts E# S3 E#H|FZHFHAL ?

REE
EELENESF

£ #) S3 on Outposts KIFT R
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EFEE

S3 on Outposts SA XML B FEEFIEE. £EFIEE XML XHH , BFEE— Amazon Identity
and Access Management (IAM) B&LLKE — N Z NN,

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>

</Rule>
<Rule>

</Rule>

</ReplicationConfiguration>

S3 on Outposts TTEERELZTFANERTEFHNR. EEAEEFREFRIEEN IAM SE[E S3 on
Outposts & FPR. S3 on Outposts K ALL IAM BEURREEFHN R, EFHBREF B, BH4ME
IAM BERFAIEMNNR, BX S3 on Outposts HIXLEMNRNWESEER , BSHGIE IAM B,

EUT 7SN EFEEFRRIN—PRN

- BHELEEHMANR.

- BHRLEFNRFE. BIEMAMNFRN—DFERGE , THRANKRFR. EEZERAF , BEX
KBEUR, HEHN-_ENASSIMREDENAANBINRFE.

MREBEHEMNRTE , FEEHRET NS NAN, E8MANG , EE-PERTRANRFE
RIS AF, fBlan , SEATREIERE TREIABN tax/ W document/ WEHNR, EHIIX—K , BFE
ANIIFAANAR , —MRNIETE tax/ BEIRMILESRMS , 5 —MEE document/ BETR,

A% S3 on Outposts EFIEEMEFMNNESZEE , H2H (Amazon Simple Storage Service API
£ #) I ReplicationConfigurations

Outposts L#Y S3 & HIRIEK

EHBTIER :

- B#F Outpost CIDR SBE AMIEIR Outpost FRFTRHXE, BXEZER , BZH QIEEFIFNE
FREM
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- FRANBERRLAEEE A S3 AR, AXRRAZEHNESEELE , S5 J S3 on Outposts
EIE S3 MRAEH,

« Amazon S3 on Outposts A ERRK KRBT RNEREFZ B -, XERSELMOIE—MR
SA® , SUEF GET # PUT IXPRZERL S3 on Outposts.

1. BERIBRS AR , B4FHBHFEEN GET NRM B Ry PUT R,

2. EHIBRE AU REIRSA S3 on Outposts , LM EE BB AR IAM & ( AFHA
5 ) 11T iam:CreateRole # iam:PassRole B, RE , BAF IAM XA ERS AR,
E{F S3 on Outposts KFREBRALLRSAE , HF GET M PUT XPRZE ML S3 on Outposts , &
BMRNZABDESENEERNREERRE, B S3 on Outposts FIXLENRHNEZER |, BS
FElE IAM A6, BRAUBRSACGNESER , BSRLUERSAE,

EHTARAE?
FEEREERT , S3 on Outposts 28 HILLTRE :

- PMEFEEZEEIREIN R,

« NEXNREBAHANKRTEHE,. BT THEMBEREHZRNRNELR , S HE Outposts
FBRA T Amazon S3 BIAE k(a0 Bt BV & BIIR TS

- NEHRE (WRE) .

T BRI AEXS & IR EB M E 00

MRENBEEEBPBRNR , MEBIAER T 2WMITUATRE !

- WMREKHH DELETE B RMAIEEFRIA ID , S3 on Outposts &5 M BRk¥RiZ. S3 on Outposts
[T A RAL IR Z M BRARIE -
- EEIZRBEBERT , S3 on Outposts 1~ & Hil BrFRIC .

- BR , BAILURRIBRARICE SN MEISERE TARICHAN . BxUNMEEHEES S AR RIRCEH
MEZES  BSREA S3 24 A,
« WREIE DELETE HRFPEE —MNEMERAIX KRARA ID , S3 on Outposts 2 FEIRAE A 7K A M ERiZ 3
KBA, ER , EXNSFRRBEEFDBEIRET. RYFR , EF2NEFFERDHERE XK
ARA, EAT 9 AT B LR B RR R
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FEHIFTARNE?

FEEREERT , S3 on Outposts FEHILLTRE :

« BEEBPENS —NEFIANFMERRHNR, i, RREEENESF , FTEBARR , &
&8 B RE#H. UERREFME —NEHEE , HPFHEE B IR , MF#E C RBHF. XM
BRT , FM B PERNTFHE A PRRNVEITHXNRT2EFIEFHE C.

- RE#BTPEEHIEMBEMHUNR, flin, MREENEEFEEFEXE /T, N S3on
Outposts T 2BXEFIF R,

- FRAEEEFRENMNEZZANERSRHME ( SSE-C ) RN R,

- WNEFHEBRAFERRHITHER.

Pl MREESXEBAREEHQRFERFIMBARE , NXEERXFLNATERFER. It
RS UEREN BT ESTENEE.

- B4 EAHMEERITIERE.

il , MREREEE LB AEwEAREEHGESHRE , S3 on Outposts & 79 IR H #Y i B X
ROIEBIBRARIE , EFFXERIEEH T ERE. MREBFEEXNRFEBNBEIREEENAEEN
S EAHEE , EXNXANMFEEEAMRNETASRE. EXETATRENESER , B5H
79 Amazon S3 on Outposts HAIEMEBE AP E,

Outposts EHY S3 EFIFTZIFMH XL ?
S3 on Outposts BRIF XL T S3 EHIThEE,

« S3 Replication Time Control ( S3 RTC ) » #3% % S3 RTC , B} Outposts LH S3 EHlHHIFT R
REBIEHARMMLE ( AibMx ) L, BXAHENINEZER |, SH (Amazon Outposts
RPIEm) PR M,

- ERTFHBRMEN S3 EH,
REEH

® Note
HALEHEHRPELREEFHANZARFENT R, RAEY , Amazon S3 on
Outposts TAEIHHXEHTR. BEFEEHREZMGIZNNR , BAER
CopyObject API BERENERIZIEA—MEF. EFXNRE , EMNERTFERAF TR,
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SHEENNATEN. BXEFXNRNFHAER , FSHEEA EHT Java B Amazon SDK
&%l Amazon S3 on Outposts 7Ff& PRI RF (Amazon Simple Storage Service APl 2
Z) H i CopyObject.

=3 A Outposts £ S3 &4l , B EHHU R MEEHIR Outposts ¥, EFIFNIETR S3 on
Outposts IHBIEENARXEFHNR, EEFMANUF , BXARHUATAHAR

« J& Outposts iEAR - BHE S3 on Outposts M E FIFT RIWMEEV A R Amazon BIRB
(ARN) BEARGIB. BXFEABEARINBNESER , 5SS S3 on Outposts HEALFEH
Y R

- ESFINNR - BRI LS HJR Outposts BHANAIENRINKRFE, BEEREFRHE—NEEA
BAHE—ANRZINNRFE |, AIRIRFE

flan | MREEESEFHN R EFEZHIRRN Tax/ BIIR , M S3 on Outposts X E & A
Tax/docl = Tax/doc2 ZEHWNR, BETEFEER Legal/doc3 BIXN R, MREERTIEER
B —MNRZMRZ |, N S3 on Outposts X EHI EE S ER N BNITENT R,

« B#F Outposts 1@ — &% £ S3 on Outposts TR REFI BRI ARN HIEARLFBIB,
&Rl LA A REST APl Amazon SDK, Amazon Command Line Interface ( Amazon CLI )
Amazon S3 #2H| B EEFIH N,

S3 on Outposts ERM T API BEXRZFREEFHNAN, BEXEZELR , HZH (Amazon Simple
Storage Service APl &) R T E® :

« PutBucketReplication

» GetBucketReplication

» DeleteBucketReplication

E&
- BIESFIFNE EREH
« 7£ Outposts 82 & HIFM N

B E MM o RF A

£
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- EEEHIRA B4R Outpost FM
- B IAM AE

EEER IR B FR Outpost +M

EFE HREET A # M MIR Outpost /&5 F) B #x Outpost , BATURI—RFEEHKREM L, &4
THEARWNTEFFEEEE (CIDR ) WELEEZEE R, N TENEAR , BREGE—RIE
.

REEENELSSREMTE , EABRT EEASXKEKH Outposts ik KRRV F BRI, kS BT E 3
BRFE (EAT Amazon Outposts WEZERFAE R [VPCI B H ) REFHEWN IP ( A EHZE
PR 1P Hudkt [ColP ] ) .

HI® 1 . EHIR Outposts i = # CIDR SEE
ERSREARLXKNRIESA CIDRSEE

1. & FZE|Amazon Web Services Management Console , fA/5#3d LA T M1t FF Amazon S3 #24i
A : https://console.aws.amazon.com/s3/,

EEMSIBEHF , %$F Outposts buckets ( Outposts ) -

£ Outposts #3IFH , REFEEATEFHN IR,

1%£$F Outposts A KRR , RN ENESIFNERFERE Outposts EA Ko
1%£$% Outposts ¥m R0

SHFMID HAELSE S5 PEA,

BT E#KIR Outposts i # CIDR SEE M 5 EBUR T B MR AV TG R K E,

N o g bk~ DN

£ Outposts i ABLIEER 2 , ERHRKE,

- MRFRXBHIFE , FEHTEAEHRERES (CIDR ) EUAEDSE 6 PEMA.
- MRFRXRBIEZFHEN IP, BRITUATERE !
1. EFRIEFREN IPv4 tE , BERAEIEHE D,
2. ¥TF Amazon Outposts &l & (https://console.aws.amazon.com/outposts/).
3. EEMBERS , EFRAHMXERAR.
4. EFREHIR Outpost BIA i MK BB ID B,

5. ERAERERT |, & ColP MM+, FEZBEHH ColP it ID WEMEEIBRE
o
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6. Xy TIEECHY ColP it , EHIERYIR Outposts ¥s REVMEM CIDR E , AMEELER 6 REA.

$B 2 . EFH B Fr Outposts K F M ID # CIDR S8 E

EERSAFBEARXEKNBRE LK FM ID M CIDR B |, HREIR 1 FNHER FIRH#ITER

£, AENAXLE FSERPFIR Outposts i R E X B 45 Outposts iR &%l H#5 Outposts Ui =Y
FMIDE , MEESE 6 FFEH., E%|IB+r Outposts iim =i CIDR B , AMEESE 5 FFH,

S 3 : EEHIR Outpost BIA#E < 1D
EHIR Outpost YA 3% 1D

1. 3TFF Amazon Outposts ###l#& (https://console.aws.amazon.com/outposts/).
2. EEMNSMERP  EFFHMX,

3. EAXR##MXTEL , HREEZEATEFIBIR Outpost B Outpost 1D,

4. EHJR Outpost WA MM X ID B , MEEDER 5 PEA.

BXAHMAMWEZELR , HSH (Amazon Outposts FFIER) H YA H# <,
PR 4 . EF B ¥r Outpost By A # R >< ID

EER B Outpost WARHMX ID , HEBIR 3 FNMHEEFIREE , TRAZAREKRER
Outpost B Outpost ID, &I E#x Outpost BIA#M< ID B , LMEELE 6 HERA,

S5 iREMIR Outpost FME B ¥x Outpost F M #YE 2
MIR Outpost M iZE# 2| B 47 Outpost M

1. &% %] Amazon Web Services Management Console ¥ $TF VPC #2#|& , MitR : https://
console.aws.amazon.com/vpc/o

2. EEMNSMBEERS , £ Subnets,

3. EEZTEYD  MALESRE 1 PERIAIR Outposts IR FM ID, EREFTENFN ID BF
M,

4, DNFEENFRIE |, EFZFRHNEHRRE,

5. EEELRERARNTEL , RFRE , RAEERRERHB,

6. HEHREHRBTEL , EBRFMEH,

7. EBRT , WAZLESZR 2 PREIR B Outposts i <K CIDR SBE
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8. BT , i&#F Outpost AKX | REMABELSE 3 FHRF AR Outpost BY A B >< 1D,

9. %4% Save changes ( RFEH ) .

10. BREBPRSHIED,

SR 6 : iREM B #R Outpost FMEIJR Outpost F M #YE 2

1. &ZE| Amazon Web Services Management Console 3T 7 VPC ###l& , Mk} : https:/
console.aws.amazon.com/vpc/e

2. EEMNSMEKS , £ Subnets,

3. HEBREYF , MALESE 2 PHREIM B R Outposts iKUK FM ID, EFEFTENFH ID K
FM,

4, WTFEBRNFMNEE |, EFZFRHEHKRE

5. EESLAERARNAEL  GERBRE, REERRERA,

6. HEHFRBERBREL , EFHMEH,

7. EBERT K WAZELSE 1 PHIEIMIR Outposts iKY CIDR SEE

8. TEBFRT , #%# Outpost &AMk , REWMALBESE 4 b2/ B #5 Outpost KA MR X ID,

9. i&# Save changes (REEX ) .

10. R HAVRENEDD.

EEREAL[LNBFREASN CIDR MEEE 5 , 4982 Amazon Identity and Access
Management ( IAM ) A,

tE IAM A&

RERERRT , B S3 on Outposts BIR (. NRMEXFHER ) H2AEN , RERRAEE
AT LA B M R EY B R S3 on Outposts FHEENRF BEMIR Outposts HIEEBFAEHN R, BEICIE—
NAM EFAE K AREEFREREEZAR , BFXLENR,

LD N AEERERAENRENRER, RTELKRHELE IAM BENSSHA, BXESE
B , & 1 Outposts LRIEZEHIFMN., BX IAM BENESER , E5H (AM AFERE) 91
IAM B,

« UTROGIERT —MEERRE , BEHE DI S3 on Outposts FRIRA TR A L A BK RS 4.

{
"Version":"2012-10-17",
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"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
1,
"Action":"sts:AssumeRole"
}

s UTRBIERT —NERIEE , RFEHPAAEGRTFRAKRENITEHTSHNER, 2 S3on
Outposts KAt B ER , CHEELELRBPIEENNR. EfFAX X , BN user input
placeholders B ANEBCHER. BREGEIBERNIFEMN B F5 Outpost Y Outpost ID AR IRF
B #5 Outposts HHIE R FRFEA LB FFo

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"
1,
"Resource":[
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
.
{
"Effect":"Allow",

"Action": [
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"
1,
"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
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]

R R EER F UL T RERN R -

+ s3-outposts:GetObjectVersionForReplication - BFFFATEN RNITIRENNR ,
LA fe¥F S3 on Outposts FREVS BN RKEXAV A EX RARA .

« s3-outposts:GetObjectVersionTagging — ¥ X SOURCE-OUTPOSTS-BUCKET #& ( J&#8 )
A RAT LR ERV X PR /2 1F S3 on Outposts SRE RIFS A TER, BEXEZER |, ES
% 9 S3 on Outposts F#ERIMITE ., R S3 on Outposts FFUNER , ©FEFHNRMAE
FNRIFL,

« s3-outposts:ReplicateObject l s3-outposts:ReplicateDelete — &3
DESTINATION-OUTPOSTS-BUCKET #8 ( B#5:#8 ) FIIFT AR RINITIX LR EMI PR /o S3 on
Outposts 33 R S Ml Br#Rr12 S #12 B #5 Outposts . BXBIBRIFICHEER | BESH BIBRE/ER
SHRERMEmE,

(® Note

« ¥t DESTINATION-OUTPOSTS-BUCKET %% ( B#5#8 ) $h1T s3-
outposts:ReplicateObject REMNREAFEFFNRIFEL, Hitt , EEFTERX
B FIT s3-outposts:ReplicateTags EEMNIR,

- WFEMWFES , B#R Outposts M IHEELNEHEMMERE , URTX
DESTINATION-OUTPOSTS-BUCKET 31T s3-outposts:ReplicateObject /M
PR, s3-outposts:ReplicateObject BIEAHF S3 on Outposts FFIT RFXS KR
X £ /%I B #5 Otposts #,

A X S3 on Outposts ®EMFIFE , HS I S3 on Outposts E XL EVIRE,

/A Important

#E IAM B EH Amazon Web Services Ik ZAHEHEHE IAM B &R FHIRENNIR,
flan | REIR Outposts BEEH S — Amazon Web Services lKFHAERN N R, XN R
BELTBIHEEEANEASKE , @A IAM B&1 Amazon Web Services K & R %
FHAEMNNPR, &N , S3 on Outposts FoiETHRIX LT &K |, B X LEXT RV E FIF KMo
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WM ENRRERESHEBHE<, NREERFNESHEE , M4ME S3 on
Outposts & F H MR,

1£JR # B #% Outposts #@H T EH Amazon Web Services i P #i48 BF 12 F R

4R F B #% Outposts @HT R IK AR , B#¥r Outposts HEVIAE & L5 XS B bri@ EFAE KB
MBEALKE, XERELIEIR Outposts WHWABEEN IAM RFZ AR FHITEFIRENR , &0
UTREROIFTR , BUEFRERK. EUATRERAE|IP , DESTINATION-OUTPOSTS-BUCKET 28
g, BEFEAXERKERG , B user input placeholders Bt HIEHCHWEER,

MREFHAE IAMRZAE , BNACKRREN role/service-role/ , LA T KRB RBIFT
To BXEZELR , B3 (IAM AF#EmE) 8 IAM ARN,

"Version":"2012-10-17",
"Id":"PolicyForDestinationBucket",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

b

"Action":[
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1))

"Resource": [
"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"
]
}

{
"Version":"2012-10-17",
"Id":"PolicyForDestinationAccessPoint",
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"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

I

"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1,

"Resource" :[

"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/
object/*"

]
}

(@ Note
IR Outposts AR REERL |, FEEUTEM .
W RIR Outposts ##E & [ S3 on Outposts TFHIT s3-
outposts:GetObjectVersionTagging # s3-outposts:ReplicateTags RIEMNIRE
REFNKIFE (B IAM A& ) , Il Amazon S3 FEFHHRLEURNR, HX IAM HEHE
B, B2 8E IAM B,

£ Outposts L 8IZE & HH N

Outposts EH S3 E#I 2B HATRE Amazon Outposts FHEEZN. REEHN R, EFIRELN
JR Outposts FARF AN RIMFTIREFHE FIZEI B4R Outposts . BEXEZEE , 8SH £4l S3
on Outposts BIXI &Ko

® Note
FFreEHEIREEHHN Z 7 FE TR Outposts AR, #AIEHR , S3 on Outposts
FUEPHARXEFHN R, EEFEEFREZAIENNR , BULUER CopyObject API #2
EFENEHEE—MIF. EFXNRE , EMNERPETHINR , EFEEFRNATE
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fle BXREHFNRVIFAER , FSFHSEH EA T Java B Amazon SDK &l Amazon S3 on
Outposts FEEFH I RHM (Amazon Simple Storage Service APl &%) H#) CopyObject,

EEE A , FEMIR Outposts RMEFIFN, EFHNE L EEFIHR Outposts X RIFE
fitt B B XY REY B #5 Outposts . BHUBIE—ZHAN , AEFERBINFENRIEERERSE
BIEMN/H—PNRZPITNRIFZENTIRFE, BFr Outposts #5 IR Outposts #& 7] LU F [E — Outpost
o, A B FARER Outpost H,

FtF S3 on Outposts EHIFN | EATIRMEIR Outposts HHIEEA 2 Amazon BIREZF (ARN ) B
¥R Outposts #HEA R ARN , MR 2R B #5 Outposts & o

RIS EEMIEREI T RIRAS ID , S3 on Outposts 7R Outposts 1M BRIZIT KRRA, BT
i BR#R4E 2 % Z) B #% Outposts #@H, AFEW , ©TF2MB 5 Outposts 1l BrE — 3T KRR A, 1kt
177 AT B LT A BR B

HIERFEHIANARE Outposts F/E , RERERA TREAEFMAN , FZANELZFEFECEIULE
TR R EER,

FEMRBIF | R FFRER Outposts £ BHIE— Amazon Web Services Ik F #18 F9REH B #x
Outposts HiIREE #l. ME T £A Amazon S3 #&E#Hl&. Amazon Command Line Interface (Amazon
CLIl) A% EA T Java B¥§ Amazon SDK # &M F .NET 8 Amazon SDK Ky R=fl, BXEKF
Outposts £#Y S3 EFINRHNELR , BFSHTEIRH B #5 Outposts BT EH Amazon Web Services
K 7 388 B R F AR

ARIZE S3 on Outposts EFIFN K KRFZM |, FSHLIE S BIFNAEY STRFEA,
£/ S3 #HlA

34 B #% Amazon S3 on Outposts & F &R Outposts R EH Outpost HEf , BIRBUTSREEE
HIF

20 B #5 Outposts # 5 R Outposts W TR/ , £ B #7 Outposts FARINFRREE , M
fE @R Outposts #k BV HE &R F @ B #5 Outposts # & &I REVINER

Bl EHMN

1. &FEF|Amazon Web Services Management Console , A/FIEid LA T Mt 3TFF Amazon S3 124l
A& : https://console.aws.amazon.com/s3/,

2. 1£ Outposts WFIxRF , RRERAERBNESE M.
3. “REREEGRIF , A NRAIBEHANIY , AEEFLNES HHN,
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4.

EEHANBHRT , MARNPBFUARBEBEERAAN, ZEHREXED , HECEFERALL
gﬁ%uﬁ_ﬁgo

ERAT , EBRAEREREBRATATEFRES. EBANANNELREFCEILAFFBIE,
MREELEEBAZAN |, HEREEA,

ERERT , ANBREERERET EFEEENANNENAMBEAN, ESNRBEEZNES
HNESEE AT , S3 on Outposts EAX L A RERBERFR, REREBERT , AN K
SHERAIMBEFHEREF, BHFHEKR , RELHES,

EFAANMLER , FEREAMNE , NEFFMIRPEEANER , ERRIE , REERE
B/ LR

ERET , BB E U TEIIRES HR

- EEHEME , BPREBNRAZBPHNAE MR

- EFUATAAERENARNEFR  FREER RSN RIEFARBILANNEE. E7TN
A ERRINIRE,

- ZEEFIMEERHBNENXNR , BFENKX FTANEPRATR. EANRKKERHEFESIR
FRABHUMEEZRE (HIM, pictures ) FFAMABEN R

MEEMANBRIINHRER , WAER / ( ERHL ) EARE—1NFEF (5
W, pictures/ ).

- ZEEHERE - IMRZMMEENREENFAERNR , FEERNGE , RAEEEDBAREN.
EANE —1MRE , FEEZERE. BXNREENEZER , B2 1 S3 on Outposts 17
ERRIIRE .

EiHEIEH S3 on Outposts BB TES , BERBARBMNT , BB —NMEZEZREROEA
&

/AN O

FEBHRT , &EFEFE S3 on Outposts [ H A& HI3T KA B4R Outposts HHIEA R ARN, B#R
Outposts #AILA IR Outposts B THEIHAEH Amazon Web Services i #,

MR B E5IR Outposts AT FREMIKS H |, #24791E B #5 Outposts BRI REL , SUE R
J& Outposts ik~ A ER TN REHZ B FF Outposts MHHNR. BEXEZEL , S
%) 72 H B #% Outposts #HFEH Amazon Web Services & 38 B R TR,

@ Note

IR RIS B #5 Outposts #8/5 AMRAES , BFRIETSEABRFEHZREANES, EEF
It 3240 AT X 4R S P MR AN 42 o
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10. ®iE Amazon Identity and Access Management ( IAM ) BR$ A , S3 on Outposts I AKX A ZA

11.

BURREEFNR,
ERE IAM AG , BE IAM BB THRITUTHREZ—
« Zit S3on Outposts N EHIEECIEFH IAM B€ , FEENAE IAM AEHIERF , Rk

RO A, S8REZANG , Fh 1AM ALK — M EEEZEAFERMN B4R Outposts KT
BT REE, BNEERIEFAR,

o BULUERFEAIEN IAM A6, EXHERT , BYXJUEE —NAILUR T S3 on Outposts &4

ENRUH#ITEFNAC, MRLABZXERT S3 on Outposts %KY X R K EEEH S HIM
-, e R R M

ZRRIEAG , BEEMNIE IAM BEHEE  AGNTRXEFEEAR, BHALE
EmA IAM A€ ARN , REHA IAM A€K Amazon BFRAZF (ARN) ,

/A Important
LG EFHMNFIE S3 on Outposts #ET , BAFEH iam: CreateRole
iam:PassRole M PRF eS8l ZEFMEi%E [ S3 on Outposts FFE HINRH IAM B, X
BEZEER , BZH (AM AFiEmE) PHOAS R FRABEIELS Amazon Web Services
AR & B RUBR

REZREERT , Outposts MHMFIEX RITMER, BX S3 on Outposts IEFEMWEZER |, B
£ % S3 on Outposts FHHTEMNE ., ReeEHIFEAEHR Amazon S3 TER ZAM RS 2[R N2

( SSE-S3 ) #ITIMEMF R, FXFEHIFEHAEE Amazon Key Management Service ( Amazon

KMS ) AR ARS BRum INZE ( SSE-KMS ) SEAF F IR RY N Z Z AR BRSS 8Rim % ( SSE-C )
FATINEZ I Ro

12. REFTE , TREEHMNE B E F LT LD

- MREAEEHEEFSA S3 on Outposts EHIIEIR , BRFEHIEIR. BXESZER , F5H

EREHEREEEE,

- MREEESHEEF S ABBRIRICES , FiEE Delete marker replication (HIBRFRIZE #l). B

REZRER , BFSH BIREENEFREEFAZE,

« MREBHXNBEAFHNTHBFEEREFIDENR , FRREISNMERESLS, BXEZER , FEH

£ Outposts £/Z A 7 Amazon S3 BIZAE k@ 5 B B & SRS

13. BEKRF , HEFQEMAN,
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HEREFEAN G , B ARE. BA. ZAIMBRENAN, ERITXLEERE , FH IR Outposts
BWERIETF , @ TRIFEFANE D , ERENAN , REEFRBEAN.

f£ A Amazon CLI

Z A Amazon CLI #£iRF B ¥7 Outposts #HE — Amazon Web Services Ik P HBRREEH |
WATATRAE

« BIZJRA B 45 Outposts ¥,

o XTXFANMEE AMRAES

 BIZ [ S3 on Outposts &% FEHIX R XRH IAM A,

- FEFEEFRIER Outposts WH

ERUFENIRE , EXNE#ITMIE,
4R H B #& Outposts FHE — Amazon Web Services Ik /B i1iR B &

1. N Amazon CLI REFZUR EXH, ELRFIF , BIMEABENXHBFH acctA, BXRREREIE
BESXHWEES |, F23 (Amazon Command Line Interface A ERE) P& BB 3G,

/A Important

ATRITHBRENEEXHSNEELENNR, fln , EEHEES , ATIEE S3
on Outposts X AR IAM RS AR, NYEMEANEEXHESR iam:CreateRole
M iam:PassRole IPRAEY , BF sEITIHIRE, BEXEZER , 525 (IAM AFE
E) FREAF R T EAGELIELS Amazon Web Services HE,(&EIJ$X|ZEO MRESFERAEE
AR EREREXY , PREENHNEERITREESHLENR,

2. BIBE—NREMEE , HNESARAEES, LT create-bucket i SHEEZEERIB ( 385 RN
tEB ) (us-east-1) XiEHBIE—/ SOURCE-OUTPOSTS-BUCKET @, EfAILGS , BF
user input placeholders B#REECHEELR,

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

AR put-bucket-versioning @i S F SOURCE-OUTPOSTS-BUCKET ¥iJ/3 FAMRA 2%, EfE
RIt&$ , B user input placeholders Bt HIEEHCHER,
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aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA

3. BIBE—NEREERS, ANEBAMRKES, T create-bucket # R EXERT (BENX
M) (us-west-2 ) Xigih & —4 DESTINATION-OUTPOSTS-BUCKET ¥, BERALTS |
™ user input placeholders Bt HEBCWEER,

® Note
E1£R N B #5 Outposts #1Z F @ — Amazon Web Services Ik FEHEES FIEE |, {5
AR—wREENX 4. WRHIER acctA. EERMEBTRE Amazon Web Services i
FHENNEHEEH TN  EEENEMIEETRNEE X4,

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

BAF put-bucket-versioning &85 ¥F DESTINATION-OUTPOSTS-BUCKET 8 /3 Fl kR As 12
#l, BEFEALGS , B user input placeholders Bt HIEEHCHEER.

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

4. BIEIAM RS AR, BEESHIEED  FURSAGKRMNE SOURCE-OUTPOSTS-BUCKET 1@
i, S3on Outposts KA BBLURREEHTR, 2AILTROE IAM AR

a. BIE-—NIAMBE,

i. SHIUTEEER, FREREIR B ITEN LYFEFZRHP -8R s3-on-
outposts-role-trust-policy.json B3 f. L3 REE@ S3 on Outposts BRSE E &
BFRAZBRSASHNR,

"Version":"2012-10-17",
"Statement": [
{
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"Effect":"Allow",
"Principal":{

"Service":"s3-outposts.amazonaws.com"

iy

"Action":"sts:AssumeRole"

i. BITUTHSLUEA®, F user input placeholders B RHEECHEER.,

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. FRXRKEEMMEIBS AL,

i EFIATIRER , ANERFEIRN B ITEN L LFEFRP—1E RN s3-on-
outposts-role-permissions-policy.json BX#. HWEREEFIIEF S3on
Outposts FWFIX RIGERNNR, EFEAX— KB , 1B user input placeholders
BRNEEaCEmER.

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"
1,
"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-
OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
3,
{
"Effect":"Allow",

"Action": [
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"

1,
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"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]

i. BITUTHSUCIEREHGEMMBEIAR®, F user input placeholders BN
ZEEHNEER.

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. FE4IEBHRMNEl SOURCE-OUTPOSTS-BUCKET f&,

a. RE S3on Outposts APl EREFHIELEX A XML 3L , 18 Amazon CLI E3R&ELL JSON #%
NIEEEFEE, FUT JSON REFITHTEN LA B FH—NE R replication. json
X, BEFERANGS , 58 user input placeholders Bt AEEHENER,

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },

"Filter" : { "Prefix": "Tax"},

"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -

ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
}

b. ZE{TULT put-bucket-replication as G LU EHIE B R MNE)R Outposts fH., EFEA
WS , 5% user input placeholders Bt HEEHENER,
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aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication.json --profile acctA

c. ERREHEE , EMFEM get-bucket-replication %%, EFEALGT , TN user
input placeholders Bt HEBECHER,

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

6. % Amazon S3 2| & HNHZRE

a. & %ZF|Amazon Web Services Management Console , /5@ LA T Mt T FF Amazon S3
#|#A& : https://console.aws.amazon.com/s3/,

b. 1E SOURCE-OUTPOSTS-BUCKET Zf&fs , BIZ—NB 7 Tax BISTHRK,
c. FRBIFIRAFINE SOURCE-OUTPOSTS-BUCKET 1@+ M Tax XX,
d. 71E DESTINATION-OUTPOSTS-BUCKET T+ , WIALLTJ/LE :

« S3 on Outposts E#] T X R,

® Note

S3on Outposts EFRNRAAENNEERRTHNRK D, BEXRNAEFEEFHRESH
ER , BZRRNEFREEL.

- ENRHBMHETFH  EFRSRENEE (FHFRFIEETR ) .

EEIENEH

AHT S48 S3 on Outposts E AR EHMEHIEE LRI, MIHEEFRSURNMAHEEEF T, F
IROLEFRENEE , BSREEEH,

=3

- FREFIEREIEHE

- RNEFIRSER
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- NEFHITRBHEE
- ¥ EventBridge Al F Outposts t#J S3 &l

EHESEREREEE

Outposts L S3 EFINEHIEEPHEFIAMURM T HFMNIER. FAERER , EUUETRER
FEHNFTH, EFERNEFINSFLENRER , U5 28N RRBEERERNEE, 77 HEH
BB EEE , FE T LARE Amazon EventBridge SRIZWAE XS #l Kk MHEH,

B RE%IE#RE , Outposts £HY S3 & HI&F LA T 1E¥R & #1 2| Amazon CloudWatch :
s FEFNFTH-AEEFHANNFEFITNRNEFTTE

- EHEER - NTAENEFAN , EHEFEES TRENRAY .
- FEFNRE-AEEFANNEFEFNRENKE, BRESEXR. BRRIEHRZE,

(® Note

Outposts L S3 EHlIEIRN XS CloudWatch BE L EREER, BXELELE B
¥ CloudWatch Eto

o

REEFHRSER

EFPRAS T AR BI 2B E Amazon S3 on Outposts IEEE FIHIFT RV LTRSS, BRI RIE SRR
iR[E PENDING, COMPLETED, ={ FAILED., &IAHIE HIAZRFIRE REPLICA,

B FRSER

EEHZREF , BE—NMNER (NEmMEES ) M—NEFRH ( S3 on Outposts [ REHEH
), HEBERXEFPHONR (FH GetObject ) I RITEIE ( £/ HeadObject ) AF , S3on
Outposts JFFEM R FIRE x-amz-replication-status ¥xk , MFFFR :

o MEERFEHAMIIR , S3 on Outposts FFIREl x-amz-replication-status #rk ( WRFER
PN REFSERZLT) .

Bl | RREEEHBEEPIEE T XN RIS TaxDocs , LAER S3 on Outposts X & &I E HET RN
TaxDocs X R, BEENWEFHBEINBRNEAXNR ( Hl20 TaxDocs/documentl. pdf ) &
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5, WTEEUBEFHINBHXNRIENR , S3 on Outposts RREIENREFRENUATEZ—H
x-amz-replication-status #53k : PENDING, COMPLETED =% FAILED,

® Note

MRELENRENREFIEIW , ELRLEERES, EXNEHFLENR. HTRDEHA
BNRRROBENREFET , NRFERA FAILED RB., N FIGeTHEE ( Hlin , RS
= Outpost FATA ) , EFMRATSEEA FAILED , M2REF PENDING, 1E&RIKE B
J& , S3 on Outposts FHFEE & FiIX LI R,

o HERBEFEHNITIRE , MBRERFHFIRE S3 on Outposts BIZHI A , S3 on Outposts &IR
EfEH REPLICA BY x-amz-replication-status #53k,

(@ Note

EMNERTEFNREFE\EIREBRENRZE  FREZNKNVEFRS , MBREES T &N
Ko

£ Outposts E/Z A T Amazon S3 BlAE kB H it & HIR A

HEWEHAMNE AT S3 on Outposts BIARIERE LA |, BIARAEEIRSE REPLICA SAKIRES, MR

THREEREEEFSRED |, BIAM x-amz-replication-status #R3kFIRE PENDING, IR E
FEUBS T EEFH THE , BIARNIRLNIEE FAILED, MRETFHEF THIE , NEIANIRLFIEE
{& REPLICA,

X & HH 1T R B HEE

MBELEESS<E , IREIARKRHIE B Fr Amazon S3 on Outposts @ |, iBHFERA U T RIBEHE
RTAWEHIEE R,

« S3 on Outposts EFIXNRAFFN R BIEBRTZMNEE , BIERHM B F5 Outposts ZBIHIEEE , AR
KK

B ERMRNE RS, RN RNWEFIIRARN PENDING , R’ S3 on Outpost & KTKE
#Hl, MERNKOESIRASRN FAILED , NN EXNFRBRENEHIEE,

- EEBMLNEFIERES , RIUEUTILR
- BFRNEAEAR Amazon BIREZF (ARN ) RIEBEH.

EEENESF API hzZ 2006-03-01 160



Amazon S3 on Outposts AriEE

- BEABREDEH, flon, MRANRERENEFEEGIR Tax HXNIR , WXEFEE Tax/
documentl = Tax/document2 EREZEHN R, T2EFEERE L document3 BXTR,

« REBRAEN Enabled,
o BB BEEEM—ME L EFERAE, FAFEMNB R\ 4ME 23 A RAES,

- MR BHMEE S — Amazon Web Services IkF#HH |, BRIIMEAEERANBEFEIRE T AF
FREEEEEFHNRNEER., X6, ESHEEREH B #5 Outposts #EH R EH Amazon Web
Services Ik P B R TR,

« MRNREARAHAEBEFRED , ATHRATERKMAILESH :

- IRFRFNENRES —MNEHEEFEIZENEIZ , S3 on Outposts FTLEHIZNR. il ,
MRERENE A 248 B BEIM C EHIEE , M S3 on Outposts T fF# B FHINREIARE
H2H Co

RGN A PN REFZE B ME C, BETANEFIANFNEREFEERES M
Bn. Hlmn, HFEME A LeIBREERHAN , Eh-FANEEEFFBE/REB, Z—FANE
EEHE B 48 Co

- FEREHAEETLAEEM Amazon Web Services Ik RF EEINIRINER. BRIABRT , B@AE
EXNTHAK A EZANSEENR,. EHRENEHRBAEENEEFHRANBRHXNR, JiE
REHEZ , RBPHAEE L E E A Amazon Web Services Ik 1% FA &4 b 8 B3 RAR |
M ERE I X X R E X 17 B RR

- BREEFEHESR , BFMT —IMANUEFEERERTNNRFE. EXTERT , BLAE
BRI DESENRZEEMNE , LUME S3 on Outposts S5 HK, MREBEVETR , RiEmEZN
AXRAFIFRZ |, S3 on Outposts FARELEHITT R,

- MERMKRBELHNUTE—REHRNEFNFZE , NEHITFEK :
TS

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

BAR -

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"
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o HWRFTEEFFHE#R Outposts B , Amazon EventBridge AISLUBHIR, BXEZEE |, HSH
¥ EventBridge FiF Outposts E# S3 & #l,

¥ EventBridge AT Outposts £#) S3 &4l

Amazon S3 on Outposts B5 Amazon EventBridge £/ , ## /A s3-outposts & ZE
|6, EventBridge @ —fERFB|EHELERS , BUUERACHNARFEX B ZTKRNBIERE
¥, BXEZER , 5 H Amazon EventBridge A F i8R HI 142 Amazon EventBridge ? o

RTHRBBEREMESEERE , BT LLZE Amazon EventBridge RiEWE X & Hl K WEHHE X,
EXRAEHIFH B #5 Outposts BI1ER T , EventBridge AT LB HIE, BXEEEHIHXT KRH L FNIR
SHEZER , BSRAEFRSER,

34 Outposts B EXEFKLEEHET |, S3 on Outposts B O] LUFEH %% E| EventBridge, 5H it E
AR , BLEEFERMNEMELE, B JLAEA EventBridge ANFEHERAZHME R, BH
EventBridge /& , S3 on Outposts £ A T EE 4 X% E| EventBridge,

gL Fid) i BF A ZE (A
Operation EFHNANTREFH E LK. BX s3-outposts
FailedRep Outposts £H S3 E#HI K KIREE K E

lication ZER , BZ R EventBridge £F

Outposts E#Y S3 EFIELMIER,

£ EventBridge && Outposts L S3 E &k WER

THRIET Outposts LH S3 EHAMERE ., &7 LUF EventBridge # N EL & 93833 Amazon Simple
Queue Service ( Amazon SQS ) . Amazon Simple Notification Service ( Amazon SNS ) . Amazon

Lambda 2 Amazon CloudWatch Logs X fMIEFEAMER. BXxfFXLRIRAT EventBridge FiE

NENEZEER  BZRNETREREN XA T EventBridge,

SHXWREER iR

AssumeRoleNotPermitted S3 on Outposts TERAEEFIEREFIEE
B Amazon Identity and Access Managemen
t (1AM ) B,
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SHAMER iR

DstBucketNotFound S3 on Outposts H A EEEHBEEHIEER B
o

DstBucketUnversioned ARTE Outposts B ¥rtl L5 FAMRAZE S, EfE
A Outposts £#Y S3 EHIKREFITR , HMFE
B #48 LS ARRA R &,

DstDelObjNotPermitted S3 on Outposts To3E& M R4S &I 2 B #5

o £XI B R s3-outposts:Replic
ateDelete IXPRAJREHRK,

DstMultipartCompleteNotPermitted S3 on Outposts FTo3ETE B #5748 H 5E BT REY
TR, HXNBRFMEMBI s3-outpos
ts:ReplicateObject R BR AT BER 2K .

DstMultipartInitNotPermitted S3 on Outposts Toi& /2 s K B E1%
FERME. #X BRFEMEMBI s3-outpos
ts:ReplicateObject R AT BB TR K o

DstMultipartPartUploadNotPe S3 on Outposts o3 B infZ &M+ L&D
rmitted B EEXNR, X BIRFHMA s3-outpos
ts:ReplicateObject R AT RETR K o

DstOutOfCapacity B9 B #r Outpost B S3 FHBETRE , FTA
S3 on Outposts Fo7EE #F it Outpost.

DstPutObjNotPermitted S3 on Outposts ToEF I RE HIE B #1548,
Xt B #RFE# MR s3-outposts:Replic
ateObject IXPRAJEEHRK,

DstPutTaggingNotPermitted S3 on Outposts ToEFXN RIF L E FI 2| B 45
Wo &4 B#R#8H s3-outposts:Replic
ateObject IXPRATREBR K,

DstVersionNotFound S3 on Outposts To3:71E B ¥riE F R BIFF BRI XY
KIRA , NTITCEE B2 AR TR
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SHRMER iR

SrcBucketReplicationConfigMissing S3 on Outposts H SR Outposts @< Ex
MIEARNEHIERE,

SrcGetObjNotPermitted S3 on Outposts o3& 177 [A] R4 A HY X &k

BITES, FXRFHEN s3-outpos
ts:GetObjectVersionForRepli
cation MXPRATREBR K.

SrcGetTaggingNotPermitted S3 on Outposts o3& 17 AR B X RIRE
EE. HXFEMA s3-outposts:GetObj
ectVersionTagging PR ATREHR %,

SrcHeadObjectNotPermitted S3 on Outposts ToEMIRIER RX RITEK
. HITRMM s3-outposts:GetObj
ectVersionForReplication  #XRT

BETR K o
SrcObjectNotEligible WNRIFFEEFRYE. NRJENKIFZEEE
B E I,

BRPEEHFRBENESER  FSRUTER !

. B IAM A&t
« NEFFHITRBHE

£ CloudWatch ¥3# EventBridge

R 1TIE$E | Amazon EventBridge 5 Amazon CloudWatch #5M . EventBridge £ Bz &2 4

@ CloudWatch KiX1EFR. XLEIEHR BN AN SHHARANE A B im0 . ZHHMNE
EventBridge F21T8 , FAASZANXERWTE B 5. BRI T A XES CloudWatch 12
EventBridge TR,

« BT LA CloudWatch 323 &I I 4 s 32 EventBridge FI Ry AT A EventBridge Efr. ARiE , BRLEA
CloudWatch Zh&E ( a0 CloudWatch & ) WRELERZEETE., NRXEERRIEEEEDE
EWEENRE , SRFUEE FH 7T LUAE B it K EUE 1
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« A LAFF Amazon CloudWatch Logs i% &R EventBridge MNK B ¥r. A/ , EventBridge 8| A&
% , M CloudWatch Logs HEHFHXEERENBERE. BXEZER , iHSH EventBridge
CloudWatch Logs.

AKX EventBridge B XA MEHEHNESZEE , BSRUTER

- EHEHRIEHAIEERS
 1Z#4 EventBridge 4

B3 Amazon RAM %= S3 on Outposts

Amazon S3 on Outposts X # & £ Amazon Resource Access Manager (Amazon RAM) & — /N>
WHHZSNKFHE S3 B8, £8) S3 on Outposts £ = |, AL AR FE b AFEEH Outpost £ #1722
MEEFHEE. wLAAERE R,

R EBERNAE A Amazon RAM 548 Amazon i FE 2 —“N Amazon Web Services ik~ #=
S3 on Outposts < &R

FoRFM
« Outpost #15 & Ik 7 £ Amazon Organizations FEE T — N, EXEZEL , EZSE Amazon

Organizations A FiEE R BIZE B,

o ZWBFEEEEZHE S3 on Outposts ZEHR Amazon Web Services ik, BEXEZEE | &
2 Amazon Organizations Al PR+ Y@ Amazon Web Services K~ K ix#iE

s FERBEHZFWUTEIZ —, DTUEERE -NEIR ( Subnets ( M ) =X Outposts ) , AEixR
AHIGE, wRERMEER , LUEILIR S3 on Outposts 17 iE I EHE,

AT 1 R 2

S3 on Outposts S3 on Outposts

AFAFPEZR Outposts MiFR K LAIEFMH ATFAFEER Outposts iR R L BIEFE
B, NSRBI EFERE, B, NSRBI EFERE,

M Outposts
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IEIN 1 RN 2
FF P E A&/ Virtual Private Cloud (VPC) RFAFEE S3 ZER KM Amazon
BB F R RERE IR R Outposts BHIAEE T, EATFRAFERESN

Outposts 82 F M H el 2% <o

1. {FER#%E Outpost B Amazon Web Services Ik 7 & X Z| Amazon Web Services Management
Console , ARE$TF Amazon RAM #2#|#& |, #ik R https://console.aws.amazon.com/ram/home,

2. WWRIEBTE Amazon RAM #J5 5 Amazon Organizations £Z., BXxEZEL | HSH
Amazon RAM A F#EH 1 Amazon Organizations F /5 R REHLE,

3. FEAKRFHAPIIET 1 FET 2 IBEFRERLE. WREBEZ S3 on Outposts BIR , BERE
HEMRIRH Amazon BREF (ARN), EFARS , BHEEM FML Outposts,

BRIACIBRFERENEHES , HS5 Amazon RAM AP EEHRH I ERELZE,

4. #BEZHZHIRE Amazon Web Services K~ TRENIZEEB A S3 on Outposts T, RIFE
ERRRAPBRBWRET , @K AR REUTES

IR 1 IR 2
Outpost ID Outpost ID
VPC ID

+M ID

Z24A 1D

@ Note

AP AL EH Amazon RAM ##|&. Amazon Command Line Interface (Amazon
CLI), Amazon SDK = REST API A2 S I =% IR, AP LR get-resource-shares
CLI ﬁi EE@{l]E’meﬁﬁ J;T\/\?-o
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LBl

EEES -/ KFHE S3 on Outposts BIRJG , iZKF AT AEE Outpost N EFEHERAN R, IR
BHZT Subnets (M ) BIR , BAZKF A UEAZBENER, UTREERT AP0
Amazon CLI EERHZ X &5 R G 58 Outpost Bzl

Example : B2

AR RBIFE Outpost op-01ac5d28a6a232904 EBIEE N amzn-s3-demo-bucketl HFM#ER. &
FRLGSZE , BHIENERARGNEA user input placeholder Bt AEENE,

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904

EXHBTHNEZEL , 5 (Amazon CLI i H5E) B M create-buckets

Example : SIZ1HE R

LAUR RBIER T R A REISERIE Outpost LRIEBFRIN, EFEALGRZE , BT EHERRG
XL yser input placeholder fEF Amazon Web Services Xig {X53 &i HE S ES

BH {8

T/ 1D 111122223333

AR B example-outpost-access-point
Outpost ID op-0lac5d28a6a232904

Outpost 7Z &M & amzn-s3-demo-bucketl

VPC ID vpc-1la2b3c4d5e6f7g8h9

(® Note

K ID SHMNAMERZEBIAEEMN Amazon Web Services K/~ ID , BEIRZA -,

aws s3control create-access-point --account-id 111122223333 --name example-outpost-
access-point \
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--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/
bucket/amzn-s3-demo-bucketl \
--vpc-configuration Vpcld=vpc-la2b3c4d5e6f7g8h9

BXEGOTNESER , 2558 (Amazon CLI %) FH create-access-point o
Example : EEXSR

AR R BI8IS Amazon Ik 111122223333 $1BH Outpost op-01ac5d28a6a232904 LHYihIA]
R example-outpost-access-point , X my_image. jpg NAFP AR X HRE LEFIR
N images/my_image. jpg IR, EFEALTTZE , BHNENEARGINXLE user input
placeholder {EH Amazon Web Services Xif X &N ESHE,

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point \

--body my_image.jpg --key images/my_image. jpg

BEXUGPHESEL , B30 (Amazon CLI &) #H# put-objects

@ Note

MBRBRESBARKERRERREMAL , NER VPC A BEHEIRS.
ERERAFEREZRS , BEH Ilst shared- endpomts Amazon CLI s, MEEBEHEZIR
K, H5 Outpost HEEGHEAE -1, BXEZER , HZH (Amazon Simple Storage
Service APl &) Hiy ListSharedEndpointso

Example : SIS

LT RBIERER Outpost LRIBIRR ., EFEALGS2E , B XN ZHNERZRHHE Outpost ID, F
M ID MZ44E ID B user input placeholder EHBRNEEANE,

® Note

REERFRHLXZHIE Outposts FIRET , 7 AT AMAT L IR4E,

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --
security-group-id XXXXXXX
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BEXUBIHNESZEESR |, i55H (Amazon CLI &) HH create-endpoint,

£ S3 on Outposts B E At Amazon Web Services RS

£ I8 Amazon Outposts A5z {THY H b Amazon Web Services BRZ t 7] LAfE F§ Amazon S3 on
Outposts &, £ Amazon CloudWatch # , S30utposts @& ZE.E R S3 on Outposts FIZfEREHY
FAMEERR |, BIX LR EIEEM Amazon Web Services REHFERER. EEEH it Amazon Web
Services R AR S3 on Outposts BE , HESETRIWEE,

Amazon Web iR THREZS

Services RS

Amazon S3 FTIEE#EMEA S3 on Outposts BVIEREEEREMNIKFF  B5SHER
7% CloudWatch 1E¥F.

Amazon Elastic ¥ F Amazon EBS on Outposts , & 0] LAi%$#R Amazon THRES

Block Store Outpost fERREB B Wit , FH R HEFAMTE S3 on Outpost

( Amazon EBS)  Z<ih,

Amazon BRI LAE R Amazon RDS At & 134F RDS &0 F M 1E THRES

Relationa Outpost Zx 1,

| Database

Service (Amazon

RDS)
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5 #2 S3 on Outposts

B33 # A Amazon S3 on Outposts , A LLTE Amazon Outposts L8122 S3 1 , HEXRMHNEE

A BIEHE, RiBFELENBEZZENVNARFENEHEIREXNR. S3 on Outposts it 7
—/NFTHY 2K S3 Outposts (OUTPOSTS) ; 7K A Amazon S3 API , 3 BT Amazon
Outposts L ZMEBEFRFBRZAIFATT R FHEEIE. LB Virtual Private Cloud ( VPC ) f&£
A A S Min RIEES Outposts @I ITIEE. BRI Amazon S3 FH —#7E Outpost L FEH
FHERY API F1ZTheE , DIETFRIKRE, MBMIRIC. ZALUEE Amazon Web Services Management
Console. Amazon Command Line Interface (Amazon CLI), Amazon SDK =% REST API £/ S3 on
Outpostse BXEZFEE. , S 142 Amazon S3 on Outposts ?

BX%# Amazon S3 on Outposts FREBENEZFER , BSHAUTEE,

F&

- f£H Amazon CloudWatch 15#5 & S3 on Outposts BE

 {#H Amazon CloudWatch Events U S3 on Outposts 4 i& 41
 {£ /A Amazon CloudTrail H&¥ 2 S3 on Outposts

£ Amazon CloudWatch 842 &E ¥ S3 on Outposts BE

NEBHEIE Outpost LWEE S3 BE , RIMNEBWESIZE CloudWatch 2R , EE#EANBRBIEE
BER [EE K HIBR. B< S3 on Outposts B CloudWatch ¥R EZEL | 55 @ CloudWatch
1815, MREBEBHNZEELEM Outpost LFHNR , APHFFREREFRERE (ICE). ERNZE
B , BB EA A B NBIEMERE CloudWatch £ , & FEREGEARSPRBEN RS,
HIEM BREUE < BT R EEIE |, B BAE A Amazon DataSync 8 3#EM Amazon S3 on Outposts @
& #E] Amazon Web Services X H# S3 . HXEA DataSync WEZEER , 525 (Amazon
DataSync FAFF#EF) HH Amazon DataSync A[ 7,

CloudWatch 3§#%x

S30utposts @ f Z2[E‘2$E Amazon S3 on Outposts FHV A T i8#R. BRI UG RLERMN ETE S3
on Outposts ZFH#, BERATHRNETAFTHURFMENKWEKR/D, FIEEEMER S3 HWERER
BFESHIKFEXPIEIR. BEER S3 ( HlE17E Outpost £ 17 Amazon Elastic Block Store it
RE& =L Amazon Relational Database Service &3 ) RH# S3 BE , EF SR ERIK HXIERR
., B Amazon EBS AKithRIBMWEZFEE , i55H Outposts LH) Amazon EBS FKithiRIE, EEFH
&8 Amazon EBS B AR |, &1/ 1R https://console.aws.amazon.com/costmanagement/o
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® Note

S3 on Outposts XX FLTER , MAXZFHAM Amazon S3 EFr.
BT S3 on Outposts EEEERERS , At HMNBWECIE CloudWatch H& , A EEFME
FARBIISEREN SR LB,

1R
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KESHANMNSEHIRE
WEE, BxumEHAES
EVNESER , BZHE
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S3 on Outposts, {XFRE#EE
A S3,

S3 on Outposts, {XFREEAE
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A%, EAF Outposts L
S3 &4,
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£ Amazon CloudWatch Events #U S3 on Outposts ZE4FiE 4

I&TILAE A CloudWatch Events J9{E{a Amazon S3 on Outposts API B4 SIZZHN|, SIEMNIET | &
A LUERIEE FRE X/ CloudWatch BFRIRBEH , @3E Amazon Simple Queue Service ( Amazon
SQS ) . Amazon Simple Notification Service ( Amazon SNS ) 1 Amazon Lambda, BXxEZER ,
%25 (Amazon CloudWatch Events AP 1ER) FHIAILMER CloudWatch Events B #:H) Amazon
R 5z, BikFEBIRIRS LS S3 on Outposts & EA , S (Amazon CloudWatch Events A
F1gr) R Amazon CloudTrail 8% Amazon API & B CloudWatch Events N,

(® Note
X¥F S3 on Outposts N RIEE , AEFRE ( TERTEEHIEEFESR ) BLENEZEW CloudTrail
KIEH Amazon APl AR EH4N , XESEHSSERENAN, BXREZER , FSH
{Amazon CloudTrail AF#EmE) FHFEA CloudTrail HEI 4,

Example

LAR 2 DeleteObject BEMRAMN, EFEALLREIHA , B amzn-s3-demo-bucketl B
# S3 on Outposts HEHI & Ffo

"source": [
"aws.s3-outposts"
1,
"detail-type": [
"Amazon API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"
1,
"eventName": [
"DeleteObject"
1,
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl"
]
}
}

Amazon CloudWatch Events API K7 2006-03-01 172


https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/create-event-selectors-for-a-trail.html

Amazon S3 on Outposts AriEE

}

£ Amazon CloudTrail B&¥%# S3 on Outposts

Amazon S3 on Outposts 5 Amazon CloudTrail £/ , & =7 S3 on Outposts FIRHEHAF, AR
Amazon Web Services lRG T REUREMIZZRHRS . B LA Amazon CloudTrail 3REX<F S3
on Outposts R BN FERURNRKREFERNELR , XEFRSEFITMIZFER S3 on Outposts B
H5ED,

ENPRE Outposts W 4FE Outposts HHI5I5RE A CloudTrail BIEEH , EAMIE CloudTrail F5F
Ol R IR, B3 CloudTrail BEXHRENEZELR , 2 S3 on Outposts AEXHEE,

Ak S3 on Outposts B CloudTrail BHIESHMTEIIXK , HZ (Amazon S3 AAFIERM) HHY
CloudTrail ) Amazon S3 BIEE 4.

® Note

« H{EXEREN Amazon CloudTrail Z3EE 4 Outposts HAIBEFEAHEKE, BBELE DA
R , UEELEEFRITAEXHEE R 2 EERRBRX L BEX M. XEMTLUR
4> Amazon Athena ABNERZTTNHEE., BXEZEE , 55 ¥ Amazon S3 on
Outposts HFRIEMER L mEAHEE.

o BXU{a&EH CloudTrail BEMRH , i5Z R Amazon KEIEBEXEFEFH Amazon
CloudTrail #1 Amazon Athena 2 #T&Z 4. SMEMBIEEF .

79 S3 on Outposts WHEIXN RJZ A CloudTrail HEiZF

BRI LAE A Amazon S3 2 #| A BLE Amazon CloudTrail BRERR12% Amazon S3 on Outposts
BMPNROBIESEH. CloudTrail ZFidH S3 on Outposts I RE B API 4 , Hlan
GetObject, DeleteObject # PutObject, XEEHHINBESH.

FEEREERT , CloudTrail REFIERBEEZH, B2, TANRERENICRKEIEERN S3 on
Outposts TZ BRI HIREH , Si2F Amazon Web Services I FFTH S3 on Outposts 17 KI5
BEH,

CloudTrail "&£ CloudTrail A i RPEZKIESH. e , HIEMAE S3 on Outposts HH
Bl AP IREEBSIEFE CloudTrall EH4HAEIERF, BXRUWMAER CloudTrail BEMNEZEFEE |, &
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2% Amazon FiRA 0 L8 EH Amazon CloudWatch Logs ik 4 A Amazon Athena Z1if]
CloudTrail H#&o

EfRERERUIZFEE/ S3 on Outposts W BIES 4 , B LAEA Amazon CloudTrail #& &

3 Amazon S3 ##l A, MREBERERIFIZEER Amazon Web Services ik HFfA S3 on
Outposts WY BIEEH , £/ CloudTrail BHELERMN. BXEMA CloudTrail #Hl S E ERERAIE
3 S3 on Outposts BIBEHMEE , 155 (Amazon CloudTrail BF{ER) FHEIESH,

/A Important
BERBESHNKREENER, EXEZER , B3 Amazon CloudTrail Efft.

AR S E R In{aE A Amazon S3 #2#| A ELE CloudTrail BRERRiE5 S3 on Outposts HBHIEIESE
.

® Note

B2 A Amazon Web Services lkF B ZE , HERK — LB EE XIZF Amazon
CloudTrail 8 S3 on Outposts ZIBEHHIKF o

79 S3 on Outposts WHHIXI KRB A CloudTrail ZiiEE4H A RICF

1. &FEF|Amazon Web Services Management Console , A/FIE LA T Mt 3THF Amazon S3 124l
A& : https://console.aws.amazon.com/s3/,

EEMSIMBEHF , %$F Outposts buckets ( Outposts 1 ) o
EEEFE A CloudTrail iIBREBIEEHH Outposts FEY B Fro
EEREM.

#£ Amazon CloudTrail BIEEHE 0+ , EFE CloudTrail FEE.

o ~ @b

Amazon CloudTrail 3#2&] & F3TFF,

BAILABIZEFH CloudTraill REREAMNEBRE , AEREEZEEREHPIZFEH S3 on Outposts E
=4,

6. 7E CloudTrail ##|AMWEGIERTE L , ERIERE,

7. EHFR1VEBRREREMNEL , RERENEN  GRATERERIRAEN S3 , EERMENE
AHEMIRE , REEET—F,
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8. EHRM2AFATEHANEHNEMHRET , ARHESH.

FNFHIESHER | % S3 Outposts, EET—F,

(® Note

« %79 S3 on Outposts BIZRERME ERFEEHARICFRKAR , XMEBRBEHRTFESHE

B,

- WREMEA CloudTrail ##I& , BEXN THIES M4 AIERE S3 Outposts, B M{A7E
CloudTrail & & eIZRERNELR , ESH Amazon CloudTrail AFERHHNEA
ZHEECIEMEFRIER, XU CloudTrail %A FEE S3 on Outposts FHE
EHAERIEEKNEER , H25 (Amazon CloudTrail BF1ER) H#YIE3 Amazon S3
NROBIEBEH.

- WMREMFEH Amazon Command Line Interface ( Amazon CLI ) 2 Amazon SDK ,
¥ resources.type FEIRE N AWS: :S30utposts: :0bject. AR
£/ Amazon CLI i3 S3 on Outposts BIEEHNEZER , HSHE (Amazon
CloudTrail AF#E8) FHYIZ3 S3 on Outposts =4,

« MREFEHA CloudTrail #Z4lA = Amazon S3 24l AEEENEERUIESE S3 on
Outposts W BIESH , Amazon S3 ZHAFERE N ZME AN REH A EKiEFRK.

9. EHRWIEFNCIRNE L , EFELRENRERENASENH, RF , RREIERRE,

79 S3 on Outposts AKX REA CloudTrail HESH AEKIZE

1. & %Z| Amazon Web Services Management Console , fAEES AT Mt THF CloudTrail 1
A : https://console.aws.amazon.com/cloudtrail,

EEMNSMERSD | ERRER,

R BB A Fi2% S3 on Outposts I EH K IREEE Fro
EREFENFAEEREL , EBELANFLIER.
EREEEROXEES |, EREEFELEIESE,

o ~ 0D

Amazon S3 on Outposts Amazon CloudTrail B &EX 4% B

Amazon S3 on Outposts B E# A[EIT Amazon CloudTrail 324, bk | ik AT DUE R 4 19
Amazon CloudTrail P BIESHE A AFIER.
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BREE—MEE , TATEEMHENBFEXHEEBRIEENXEMN S3 FEMEH., Outposts 7k
fEHY CloudTrail BEBFE— ¥ FER edgeDeviceDetails , ZFRATIRBIEEFHEBAEMN
Outpost,

Hit B EFERBIEERWIRIE., BRENBBPHetELAKRIERSE, CloudTrail BENXHTE2HA APl A
ANERFH#HKERE BT 2REAREIRFE R

THEHNRFIERT — CloudTrail B&%EB , %% BHH T s3-outposts £H PutObject #4E.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
},
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"Xx-amz-server-side-encryption": "Aes256",
"Content-Encoding": "gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
},
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"responseElements": {

"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/

bPXRTiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
},
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",

"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/

bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "©2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
1,

"eventCategory": "Data"

Amazon S3 on Outposts Amazon CloudTrail B &3 45 E

API hzZ 2006-03-01 177



Amazon S3 on Outposts AriEE

}

Amazon S3 on Outposts Amazon CloudTrail B &3 45 E API W7 2006-03-01 178



Amazon S3 on Outposts AriEE

£/ Amazon S3 on Outposts B {TH .k

B\BII £ Amazon S3 on Outposts , A LA#E Amazon Outposts L8| S3 1 , A EAMHNEE

A BIEHE, RiBFELENBEEENNAEFENEFHEIREXNR. S3 on Outposts H2fit 7

— NV FF & 2L S3 Outposts (OUTPOSTS) ; ixfZ &2 FE A Amazon S3 API, 3 B AT 7 Amazon
Outposts FHZMER RS SBZBFATLRMFHEIE. LB Virtual Private Cloud ( VPC ) f&
A#EA S Mis RIEES Outposts BB ITIEE. B LUBRTE Amazon S3 FH —#7E Outpost #F LFEH
MR API FZhee | SFBHRKEE, MBEMIRIS, BAILUEN Amazon Web Services Management
Console, Amazon Command Line Interface (Amazon CLI), Amazon SDK = REST API £/ S3 on
Outposts, BXEZER , HZ M1t 4= Amazon S3 on Outposts ?

LT EBIRMEA XA S3 on Outposts #HITHF EXWEER.
e}

« % #F S3 on Outposts AY XI5

« Amazon S3 on Outposts AP #4E

- EAERT Java B9 SDK 3 S3 on Outposts &l & S3 2 #I5& F i
« @33 IPv6 @ S3 on Outposts & HiER

3% S3 on Outposts HY X 15

BLF Amazon Web Services X133 #F S3 on Outposts,

- XERZ (FHEFRLMILE ) (us-east-1)
« XERZ (HEZBM ) (us-east-2)

- ZERZ ( MRERELILE ) (us-west-1)
- XEEI (BBRM ) (us-west-2)

« IEM ( FER ) (af-south-1)

« AKX (KDL ) ( ap-sourtheast-3 )
« WAMKX (&3 ) (ap-south-1)

- WA#KX ( AFR ) (ap-northeast-3)

« WAM#X ( H7R ) (ap-northeast-2)

« WAHX ( #HNE ) (ap-southeast-1)

« WAM#X (Z&fE ) (ap-southeast-2)

T X API fR4s 2006-03-01 179



Amazon S3 on Outposts RAriEmE
« WAMKX (ZRR ) (ap-northeast-1)

o MEKX ( FEB) (ca-central-1)

o BM#X (7£==%E ) (eu-central-1)

o BMX ( B/RZ ) (eu-west-1)

o BRM (123 ) (eu-west-2)

M (K= ) (eu-south-1)

o BN (B2 ) (eu-west-3)

o BN X ( BTEE/RE ) (eu-north-1)

- &% (Fh4EX ) (il-central-1)

« R ( B ) (me-south-1)

- mEMN(FZRF ) (sa-east-1)

« Amazon GovCloud ( E£EZ &P ) (us-gov-east-1)
« Amazon GovCloud ( EE#EZP ) (us-gov-west-1)

X
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AREBHH T BT LAE Amazon S3 on Outposts —#2 £ A K Amazon S3, Amazon S3 Control #
Amazon S3 on Outposts API ##4E,

&

- ATEENRI Amazon S3 API 124E

- ATEBEEMMA Amazon S3 #% AP

- ATEREIKSH S3 on Outposts API 4k

HATEENSRH Amazon S3 API #1E

S3 on Outposts E#EEA 5 Amazon S3 MHEIMIXI R API #&1E, EUABEER AR K= 8EH R Outpost
FHBPHNEMXNR. R API S S3 on Outposts & AR |, BEERME Outposts 177
K Amazon BREBF (ARN ) RiFEKBE. BXBRK[INENEZEER |, BHSHE N ER S3 on
Outposts HiH R S EABBIE

Amazon S3 on Outposts XL FAmazon S3 API #24E :

» AbortMultipartUpload
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_AbortMultipartUpload.html
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RAriEmE

» CompleteMultipartUpload

» CopyObject
* CreateMultipartUpload

+ DeleteObject
» DeleteObijects

» DeleteObjectTagging
+ GetObject

* GetObjectTagging

» HeadBucket

+ HeadObject
» ListMultipartUploads

+ ListObjects

* ListObjectsV2

* ListObjectVersions
 ListParts

+ PutObject
» PutObjectTagging

» UploadPart
» UploadPartCopy

BT EEE#EI Amazon S3 #2#] AP
S3 on Outposts XFFUT A TAEFE WA Amazon S3 2l API B1E,

* CreateAccessPoint

* CreateBucket

* DeleteAccessPoint

» DeleteAccessPointPolicy

* DeleteBucket

» DeleteBucketLifecycleConfiguration

* DeleteBucketPolicy

» DeleteBucketReplication

ATERF#E Amazon S3 24 API
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_CopyObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_DeleteObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_GetObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_HeadBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_HeadObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListObjects.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListParts.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPart.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
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» DeleteBucketTagging

* GetAccessPoint

» GetAccessPointPolicy

* GetBucket

» GetBucketLifecycleConfiguration

+ GetBucketPolicy

+ GetBucketReplication

* GetBucketTagging

* GetBucketVersioning

» ListAccessPoints

» ListRegionalBuckets

» PutAccessPointPolicy

» PutBucketLifecycleConfiguration

» PutBucketPolicy

» PutBucketReplication

» PutBucketTagging

» PutBucketVersioning

AT &8 iw<# S3 on Outposts API #4E
S3 on Outposts XFLAT AT EELIRT KA Amazon S3 on Outposts API &1k,

» CreateEndpoint

» DeleteEndpoint

» ListEndpoints
* ListOutpostsWithS3
» ListSharedEndpoints

FERERAT Java B9 SDK A S3 on Outposts Eti& S3 #2415 i

LR RBIER &R TF Java B9 Amazon SDK 3 Amazon S3 on Outposts Bt @ Amazon S3 2 #I1&
i, BEMALLRA , HFED user input placeholder Bt HEEHOHWIER,
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

B IPv6 [ S3 on Outposts & H1FK

Amazon S3 on Outposts 1 S3 on Outposts XXtk im R FFEEA IPv6 = IPv4 i@ S3 on Outposts
MR HIER, €8) S3 on Outposts X IPv6 By , ATEUE IPv6 M4 fEA S3 on Outposts API 13
[ 048R VE 48 BA R 42 ) ED AR B TR o

(® Note
X IPv6 M4 E#Y S3 on Outposts X SIRYE ( FlEN PutObject =X GetObject ) o

B IPv6 M 45151 S3 on Outposts FEISMAZE, BX S3 on Outposts EZER , iS5 S3 on
Outposts EH.

F&

« IPv6 Al

o EAXUERRSIBY IPve M4 A& HiEK
« 1E IAM KB EA IPv6 ik

o AR P Mk FRAM

« ¥ IPv6 5 Amazon PrivateLink & &
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://www.amazonaws.cn/outposts/rack/pricing/
https://www.amazonaws.cn/outposts/rack/pricing/

Amazon S3 on Outposts AriEE

« f£/ S3 on Outposts Mtk i =

IPv6 Al]

EBE IPv6 [8 S3 on Outposts #& HEXR , BATERANMERIKT R, T — T B {6 A R L%
T AEE IPve XK HER,

THEREZ1EHES IPv6 148 S3 on Outposts @2 BTN EZFZEIMN :

o FEFEBAE S RNR S SR IFER IPV6,

- BEEREERBABBFRBBERMIEZ X , UEHT IPv6 Hldl, BXEZELR , 55H £/H S3
on Outposts M ik = o

- WRIETE Amazon ldentity and Access Management ( IAM ) A F5RBE= S3 on Outposts 1K B H
ERR IP #p sk ik |, WA E TR BE LA 2 4R IPv6 it SEE

® Note

WERUGER T¥ IPv6 M4&H S3 on Outposts HIREMZEIERER. FIFE IPve M
£ # Amazon S3 on Outposts 3 RIg4E.

- MREA IPv6 , BREERTHR BEXMH IPve & IP bk, AP A F 24 S3 on Outposts
BEXGHWNEIE, MAMRKGHITERN , WMETHIES 5T IPve HXNIERE IP ik, RF,
FHAITE, MANMRGFEBBEN IPv6 EXMWIZRE IP thit,

£ A X R i ROB IPv6 M 48 & Hi 1R 5K

E&EE IPv6 £/ S3 on Outposts API A& H1ER , LB Amazon CLI 2 Amazon SDK A
HRmR. TREBEBET IPve HiUER IPv4 #MiETR S3 on Outposts , Amazon S3 2| API 3 1EH
S3 on Outposts APl I2EM THEAXEBE2HEEMN, BIFEE , IPv6 MEAFRXIF S3 on Outposts X i
{E ( #170 PutObject B GetObject ) o

MR Amazon Command Line Interface ( Amazon CLI ) 1 Amazon SDK , A S H SRS UE
WAMHER IR R BRI B XM EEENHRIE[ISENBEE S3 on Outposts i Ko

BAILUBE A TE—FR |, FFRAXNHERESET IPv6 158 S3 on Outposts #f :

« Amazon CLI , S FEM Amazon CLI {5 H Xtk i
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html

Amazon S3 on Outposts AriEE

« HX Amazon FATEG , H2 M Amazon SDK £ S3 on Outposts M % i .o

£ IAM KEEFRER IPv6 it

EZEHFERA IPv6 tHiLiF R S3 on Outposts W2 81 , iHHAA T IP ik iFEER IAM AP RS S3 on
Outposts #EKEE D EH N TIE IPv6 ST B, MRREH IP ik ik K LAUELL IR IPv6 it |, NITE
ZiAEH IPve et , EBARER T ETG R S3 on Outposts 4.

% IP #hutBY IAM policy £/ IP #hit £FZE R, TERY S3 on Outposts MREEEI A IP ik
SUHZER  BEATN IPv4 LR IPSBER 54.240.143.%, SBEZIMFTE IP #ik% S3 on
Outposts # ( DOC-EXAMPLE-BUCKET ) KVis R E4kiE4, BTFIE IPv6 it #HE R IFEE 25 ,
LR RE PR IE IPV6 tbik iR DOC-EXAMPLE-BUCKET,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": "arn:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

& A LU S3 on Outposts HREEHY Condition TEE KN B RV IPv4 (54.240.143.0/24 )
IPv6 ( 2001:DB8:1234:5678::/64 ) #hitSBE , ML T REIFTR, B SAERA RBIFATREAERESE
HEY Condition REREH IAM A P MEE R,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

]

£ IAM EKE A IPv6 it API M7 2006-03-01 185


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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}

R IPv6 28l , BAFXER IP #hit %R 1T IPve it SEE R AT A X 1AM P F 176 45 K Rk
HATER . BUEERERN IPv6 iSTE IR IIAH IPv4 it So B R EFHIEH IAM K, BXE
B R VFEE IPv6 M IPv4 # 1T R FMERE RG] , BSRRESE P it ey 7 RER.

& A LATE https://console.aws.amazon.com/iam/ LA IAM 2 EIAEE IAM AP KR, B IAM 1
EZER | B5H IAM AFEE, BX4%HE S3 on Outposts HERIEIEE , ES N Amazon S3 on
Outposts 77 fi# ¥ 78 N X 4r 5517 1 A8 R BK o

Mz 1P ik A M

MEREBFERAR R Linux 5 Unix 325K macOS X £ & , M A LUK EES IPve X XX i 2 B9 5 18],
filan |, ENRES IPv6 5 Amazon S3 on Outposts i mHYERE | BEMH dig &% :

dig s3-outposts.us-west-2.api.aws AAAA +short

WMREERETES IPv6 MENNHEKIFER , U dig v wFHREEEER IPv6 hut, i
dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a9:1460:159f :ebce
2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e0@4:817

¥F IPv6 5 Amazon PrivateLink &£ & #

S3 on Outposts X #X Amazon PrivateLink BR$5 #iwm [UERA IPv6 1. BT Amazon PrivateLink

X # IPve il , BRI SUEY IPv6e & , Nt HEFAEEERIEZE VPC W IRS %

K. Amazon PrivateLink for S3 on Outposts X} IPv6 B X & /o 1 #&F Amazon PrivateLink 53Utk
mRERK. BXU{AIS Amazon PrivateLink /3 IPv6 5% , 558 Expedite your IPv6 adoption
with Amazon PrivateLink services and endpoints.

(® Note

BN IP kSRR IPv4 BH R IPV6 , 5518 (Amazon PrivateLink User Guide) A
B Modify the supported IP address type.
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://www.amazonaws.cn/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://www.amazonaws.cn/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://docs.amazonaws.cn/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
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¥ IPv6 5 Amazon PrivateLink & & & H

MR EF Amazon PrivateLink 5 IPv6 & A |, NAMEIE IPve Mk VPC EOwRKR. BAXW
i FH Amazon Web Services Management Consolet|# VPC i S — %% , ES 1 (Amazon
PrivateLink User Guide) ##J Access an Amazon service using an interface VPC endpoint.

Amazon Web Services Management Console
FEAUTERE R ZIERES S3 on Outposts B0 VPC kKo

1. &3FZE| Amazon Web Services Management Console ¥3TFF VPC ###l& , Mk : hitps:/
console.aws.amazon.com/vpc/e

ESMERSD , ERRR.

T IR R

M FRRSES | %&HF Amazon BRS

N FRRES B, %$#F S3 on Outposts fRF ( com.amazonaws.us-east-1.s3-outposts ) .
F VPC , FBEEMFHE S3 on Outposts #Y VPC,

FHFFH , ¥ FEMNTHAXERE—NEFMHEE S3 on Outposts BIF M, BT EME—1]F
XApPERESNFH,. W TEERENENTFR , SRE- I FHNHESMEED, RIAMBERT , F
FM IP bt SEE AR IP it D EAIRRMNEEO, ERNRAMNEZOEE P it | HikFEiE
E IP bt , REHAFMithutSEE S IPv6 i,

8. XTF IP #hhb3RE | EFENHR. BEER IPv4 T IPv6 it D4R iIn RN EED ., RIAMAIEL
EFMEESE IPv4 F IPv6 tbiSBE AT , XD,

9. XTZ£4A K AREE VPC ImKNRKMEEOXRBKNEZEH, MNBERT , MALZ£4E
VPC #}EX,

10. X FREE , TEBRTEHENRUATFFREEHESE VPC i RXFIE R BEHITIERE. &
N, E3ZFBESCRMI VPC in UK R |, 2RI H EAHEN VPC i#‘ﬁ)‘—"d‘fﬁﬁ#ﬁﬂ ERY L
BRo ZETRERS X5 VPC IS RN ATA. EXEZER , 2 H Endpoint policies.

1. (W& ) BERMMRE |, HEF Add new tag ( ANMFHRE ) , RAEWAZFENENE,
12. EEAIERKR

N o a kM Db

Example — S3 on Outposts 5K EE

E R S3 on Outposts 5 VPC s Rt TR E , A LLEH M S3 on Outposts K& , MR :
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https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html

Amazon S3 on Outposts AriEE

"Statement": [

{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
Amazon CLI
@ Note

EHEEHN VPC iwmR LB A IPve MLE |, 2418 S3 on Outposts Y
SupportedIpAddressType FiEZHIRE IPV6,

LA RGIEER create-vpc-endpoint i S RIEF MR ZE O K S,

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

1R#E Amazon PrivateLink BRFELE , # RN IR LIEEABERESLH VPC n AIRFRMARmES |
RETER. BXEZER , B5H <<Amazon PrivateLink User Guide) HH#J Accept and reject
endpoint connection requests,

U\T/T\@HEFH modify-vpc-endpoint @ fFHXER IPv4 B9 VPC i S EH A N IR R, XUk
i =& Bt S F R IPv4 L IPVv6 R4,

aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \

¥F IPv6 5 Amazon PrivateLink && & A API iz 2006-03-01 188


https://docs.amazonaws.cn/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
https://docs.amazonaws.cn/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
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--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

BX WA Amazon PrivateLink /5 A IPv6 MEMEZE R , 1S # Expedite your IPv6 adoption
with Amazon PrivatelLink services and endpoints,

£ S3 on Outposts M e i =

S3 on Outposts Xtk im R X 3FiE1T IPv6 # IPv4 [ S3 on Outposts F& HEVER . AT B fE
F S3 on Outposts X% i o

E&
« S3 on Outposts M HE# ik =

« M Amazon CLI i F RUHER i =
+ M Amazon SDK £ S3 on Outposts Ik i &

S3 on Outposts I HE4L i =

LR E X AR U R & H1E3KET , S3 on Outposts #8 URL #4728 IPv6 = IPv4 i, &< ifl@Es
IPv6 i8] S3 on Outposts W EZELR , ESHE IPv6 [ S3 on Outposts & H1EKo

EBRI XK S3 on Outposts ¥, EFEARARERNHRBM. S3 on Outposts R FXFHMN
HRWRBN , XEKRE , EXNEBMFEEXE,

NFRHERBREERXN FIPRR , BEAUATHEAE !

s3-outposts-fips.region.api.aws

FFXNHEKLIEFIPS IR , BEAUTHBRAE

s3-outposts.region.api.aws

(® Note
S3 on Outposts X FELFEEH RN iK KB Ho

FERA MR IR R API hzZs 2006-03-01 189


https://www.amazonaws.cn/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://www.amazonaws.cn/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
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M Amazon CLI i A XX HEdk i

AR A T a RO iF R & HiERH Amazon CLI 85 RHl. BHXIRE Amazon CLI HiEEA | 55
%3833 Amazon CLI & A T Java By SDK FFaE Ao

#£ Amazon Config X# RV ELE X S EEE use_dualstack_endpoint &N true , NTfF
s3 # s3api Amazon CLI 8 X HEYFTE Amazon S3 53R & E B 238 E XS MR im S, BRI
EREXHETTHRMEA --region EIIEE X,

B Amazon CLI EAXU#ERK Im [BT , {XN3Z$F path —riitﬁé‘to HEREXHHIRERFUF A
ERBMEEEVNRBTERE URL . BXEZER , 52 (Amazon CLI BF¥ERE) T

s3outposts.

Ei@E Amazon CLI ANk S , H¥F --endpoint-url 285 http://
s3.dualstack.region.amazonaws.com 5 https://s3-outposts-fips.region.api.aws
i = —#2 F F{E s3control = s3outposts o

Flan -

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

M Amazon SDK £/ S3 on Outposts XXMtk i =
ARTRM — LRG|, N BW{AIER Amazon SDK K17 R XX % Ik =0
Amazon SDK for Java 2. xX 4k i s Rl

LT REIERT XA Amazon SDK for Java 2.x €12 S3 on Outposts & FisAT , 1A {E
S3ControlClient # S30utpostsClient ZRK/Z AN KR . HXHN Amazon S3 on Outposts
BIERMNIR BN Java ROIKIEE | S 508ET Amazon CLI FEA T Java B SDK FFEAE A,

Example — 812 /5 A XUtk % S8 S3ControlClient 3£

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;
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https://docs.amazonaws.cn/cli/latest/reference/s3outposts/
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public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.buildexr()

.accountId(accountId)

.outpostId(navyId)

.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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RAriEmE

}

Example - €2 5 AXHk im LB S30utpostsClient

import
import
import
import
import
import
import

public

com.amazonaws.AmazonServiceException;
com.amazonaws .SdkClientException;

software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.regions.Region;

awssdk.services.s3outposts
awssdk.services.s3outposts
awssdk.services.s3outposts
awssdk.services.s3outposts

class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

client

try {

.S30utpostsClient;
.model.ListEndpointsRequest;
.model.ListEndpointsResponse;
.model.S30utpostsException;

// Create an S30utpostsClient with dual-stack endpoints enabled.
S30utpostsClient s30utpostsClient = S30utpostsClient.builder()

.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =
ListEndpointsRequest.builder().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();

}

catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
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// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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java.net.preferIPv6Addresses=true
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