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* remove user user_name from groups

* delete user_name. delete group_name. delete role_name, delete policy_name
= delete identity_provider_name

* manage access keys user_name

* manage signing certificates user_name
* users

* manage MFA for user_name

* manage password for user_name

* create role

+ password policy

 edit trust policy for role role_name

* show policy document for role role_name
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« attach policy to role_name

+ create managed policy

* create user

* create group

« attach policy to group_name

+ attach entities to policy_name

* detach entities from policy_name

£ Amazon CloudFormation 12 Amazon Identity and Access
Management &R

Amazon Identity and Access Management 5 Amazon CloudFormation £/ , F&E R —RS , W
ByIE3Y Amazon BRFHFTEBMNEE , XHERFRLRIUNERYENERERRSEMIZK, &7

DB —MERREIRFTEMN TS Amazon BIR [BlaninRIZ4A, 4. AR, ZAIREXH. £ER
KEE, OIDC R{tE, WEKXK., A€, AGKE., SAML &, RFH[IEH. RSHEXAR. AR
(UAREAFRMAF ). APRBRMEI MFA R%%] , A/ Amazon CloudFormation 33 #2701 &
Bt B X L R o

R A Amazon CloudFormation , M AJAEE A SN EIRKREERELRN IAM BRHABR—H
. R ER—R , RIGEZA Amazon Web Services Ik P X 18 & i £ E B H &R

IAM 1 Amazon CloudFormation &1k

EMEMEE IAM FMMEXRSHEIR , BU4M T #H Amazon CloudFormation ., #i:2 JSON
YAML #ENE AR, X LR I IR B EFE Amazon CloudFormation ik P iEELHY R IR. R
BFEE JSON = YAML , AJBAFE Amazon CloudFormation Designer B9#5Bh T~ FF 24 5E F§ Amazon
CloudFormation ##k, BEXEZEL , i52H (Amazon CloudFormation /) FHHT LR
Amazon CloudFormation Designer ? ,

IAM X #7 Amazon CloudFormation F |25 R 2540, A, ARRE, EZFIERENXH. FEXE

B, OIDC _ft#E., WEKRE, AG. AGKE, SAML ZRHE. RFHFIEH. RSEXAER,. AF
(UAREEFMAF ). AFRBEAMEL MFA R&%. BXEZEE , 8% IAM HIRH JSON

YAML ##xR4] , 25 (Amazon CloudFormation FiFF$E8) H#Y Amazon Identity and Access

Management resource type reference,

BB UEE Sl 2 RARR G ZMEX TR , fliAeMEE KK,
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
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T 2% < Amazon CloudFormation W E Z{EE

= 7 ##H% Amazon CloudFormation WEZEE | HSEUTEIR :

 Amazon CloudFormation

« Amazon CloudFormation FA 5/

* Amazon CloudFormation API Reference

« Amazon CloudFormation S8 ST REAFIER

£ Amazon CloudShell 5 Amazon Identity and Access
Management & & &

Amazon CloudShell 2 —MNEZE R & IR EEENINT , B EREMAmazon Web
Services Management Console 831 €. &R LAEA B 2R ARY Shell ( Bash, PowerShell 5 Z
shell ) , 3 Amazon &S5 ( ‘23%% Amazon Identity and Access Management ) 21T Amazon CLI 65

To BAFTHHREGTITIR | BIAERUILRE.

&AL M Amazon Web Services Management Console /B3 Amazon CloudShell , Fi F&FiE 44
# Amazon EIEFEFHEY Shell 2EFEFATA, BEXFX Amazon CloudShell A F i 17T & 1756
iE , EEAIEE A Amazon CLI ARZR 2 ( 1 Shell WitEIRFEHTZE ) 5 IAM & Amazon [RE#H TR
=R SO ANT -2

FXEX Amazon CloudShell B9 IAM X R

£ A Amazon Identity and Access Management IRt G RIEERIRE , EE R TUE IAM AR FI)
BR , SEEBEH 518 Amazon CloudShell £ FFRE Y ThEE

EEREMAFETHRNE , FRENSZRE T Amazon EE XK., Amazon EEXNEKE 2H
Amazon BIZMEEHIRT KR, AILUFLLTERTF CloudShell B9 Amazon FEE XN KK IR IAM &
% :

« AWSCloudShellFullAccess : #F#H Amazon CloudShell IR , A EEXNFIETREN L
T E AR

MBEERE IAM AP A LUE A Amazon CloudShell TR /ESTE |, AL
AWSCloudShellFullAccess HEXN KB ANERCIZFEANE LK, B4 7 #F0{IRRF A -

T f# 5% Amazon CloudFormation HJ & Z{E 5. 29


https://www.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://docs.amazonaws.cn/cloudshell/latest/userguide/working-with-cloudshell.html#launch-options
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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A #E CloudShell R ERAKIERE , 525 (Amazon CloudShell BF#E/) F8 FH IAM policy EE
Amazon CloudShell i R X BRA A E R

£ Amazon CloudShell 5 IAM &

M Amazon Web Services Management Console /&3 Amazon CloudShell 5 , &R LA ENFF 1R {E A
WHTRES IAM #TRE,

(® Note

1£ Amazon CloudShell /A Amazon CLI Bt , TETHRLEFAMEMLERR. I, BTFE
£ 7 Shell F## T T BHRIE , AEEH#TRHARA I LELRE I,

f£/ Amazon CloudShell #8122 IAM 4 3 5F IAM B PR mziZ4A

LT RBIEA CloudShell 12T —N IAM 4 |, @IZARMT —NIAM AP , AGRIEHTRENK
b

1. 7E£ Amazon Web Services Management Console A , & A LU RS i AR 40 T 51 °] AR TSk
B3 CloudShell :

« %3 CloudShell B#5.
. BEEEZREDE A cloudshell” , R/F1%$F CloudShell 1&I,

2. E6IE IAM4A , B CloudShell i BITHM AN TR, ELAF , BT ZEATER
east_coast :

aws iam create-group --group-name east_coast

MRFARY , S RITHERKERSHOMWA , HHEATHEL

{
"Group": {
"Path": "/",
"GroupName": "east_coast",

"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T21:02:21+00:00"
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https://docs.amazonaws.cn/cloudshell/latest/userguide/sec-auth-with-identities.html
https://docs.amazonaws.cn/cloudshell/latest/userguide/sec-auth-with-identities.html
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3. ENRAFAMNE

ek op|

A east_coast , FAF AR johndoe :

aws iam add-user-to-group --group-name east_coast --user-name johndoe

4. ERITERAFRBERZAY  BEAUATHTHIEEAS, EUAIF , RNUEERA

east_coast :

aws iam get-group --group-name east_coast

MRFAKS , BT

TRETRKERSHMEA , HHEU TR

{
"Users": [
{
"Path": "/",
"UserName": "johndoe",
"UserId": "AIDAYBDBW4IBXGEXAMPLE",
"Arn": "arn:aws:iam::552108220995:user/johndoe",
"CreateDate": "2023-09-11T20:43:14+00:00",
"PasswordLastUsed": "2023-09-11T20:59:14+00:00"
}
1)
"Group": {
"Path": "/",
"GroupName": "east_coast",
"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T21:02:21+00:00"
}

, BEANATS S, AEEARBNAS R, Eibld  RITFZAHE

f£F Amazon CloudShell 5 IAM X &

31
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 IAM B Amazon F AT EAGiR&EFEH

Amazon A AT EE (SDK) EATEHZERARREES. BN RAETF AT EIEIRM AP, RBR
BIFIXRS  EHFEXAREBERN M UEERESHENAER,

SDK X #4

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for .NET

Amazon SDK for PHP

Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

FEATF SAP ABAP B9 Amazon SDK

BXBET IAM BIRHG , FZH £H Amazon 7 & TE IR 1AM K3 =6,

£ Amazon SDK 32
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Hi/izE IAM

/A Important

IAM SEEERBWEEBERAXAFAERE S RIRUEENERE 5 010U = 82468 A Im 8 i 5 ]
Amazon , MARERAEEKBHEIEN IAM R,

Amazon Identity and Access Management (IAM) B LA#S B I8 22 £ #h32 #I%F Amazon Web Services
(Amazon) FEH MK = Z R E . IAM A U ERN B ZETRIENE, EFRBEIDEMER 1AM,
A IAM T &F=EE A2 A,

A IAM AFPNACESHRMATRIKS PERERNNR, fla, B EE Amazon HAZBEER
il BZAWNIERFER IAM , HEETLUEEH Amazon IAM Identity Center £ Amazon A 612 A
F. REFHRACENH IAM ARG EFAENRR. BX IAM Identity Center WEZEE | S
% {Amazon IAM Identity Center A #8R) Y 1+ 42 IAM Identity Center ? ,

® Note
IAM EEZ# Amazon F=REK. BXxX#E IAMHERSHIIER | ESHE £H IAM B9Amazon
e

E3-

- JEM Amazon Web Services JiK F°

- R¥ IAM A

- ERRERRITFH

- IAM BB L

- & Amazon Web Services I F° ID RE51&

SEAF Amazon Web Services ik 2

MR IE% B Amazon Web Services Ik |, EERU T HTERFKBIE—,

SEM Amazon Web Services i/~ 33
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EEMAmazon Web Services i~

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBR®ELMNHBAHITERE.

FEMET , FHER —BHE  EREARERENA - MRS,

JEMAmazon Web Services IR |, REF 4Bl Amazon Web Services iIkFRAF. BAFE
B RIZ K P F B FFE Amazon Web ServicesHI'RiR. EN—fLZ e RESXR  ENEEAF Y
BEEEIHENE , HBERERARAFRITEERA B RINBENES,

AmazonFMERERE , @R E—HEIABFEH, EAHREE T LB # ZE https:/
aws.amazon.com/ FEBRBENKFREF LGN KB HEERKF,

£ 1AM A

JEMAmazon Web Services I g , BRAZESHRIE (MFA) RV EEBAF., XA , E5H
IAM AR R 1 IAM AP B RER MFA &% (BH& ).

ERFHMAF R Amazon Web Services Ik F &IRIIER |, 58I IAM BF, 7 TR IAM B
F, BB A MFA #{XE IAM AP BRFHRITESFTERNR,

BXREUENRY IAM AFNEZER , B30 (AM BFER) PHUATEE !

« EAmazon Web Services = 1617 IAM A F~
o EATAmazon &R RIEE
« EF IAM B K R BE R A1

HEERENRVFA

ERRENRTFTR IAM REXKERNEN, SENRTFTHHEIZRTHAFRITERES AERR
R, MARTFEMNR, REN , FERNAFRENRRTAT, RAFNERR A HAFRERN
R, MAERESFSTREEXENR, E£F3 Amazon MIHAEMRSFE , RIEIETE 1AM Identity
Center FEDGIEZ—NERRENRBAF , LEETRNZRPEM. ERLER IAM policy RE
YERBEFG THAUNBERFEHRITHRE , RAEEARENRNIKSEZIXLER R,

MEEFERE R IAM Identity Center , EZEMER IAM Identity Center IXREERNF B, ETHRESZE
B, #ZH <IAM Identity Center A 1EFE) H#Y Create a permission seto

R 1AM B 34


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/accounts/latest/reference/root-user-tasks.html
https://www.amazonaws.cn/
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtocreatepermissionset.html
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MERERAEH IAM Identity Center , NiEFER IAM BRI FEN IAM EEAE YRR, ETHRESE
B, BZH 6E AV A&,

IAM A& F] IAM Identity Center tXPREFAIFEAE T T/EEIEER Amazon FEE R, BRXLRER
FREBEVEMEER , BFSHE THEREEMN Amazon FEE KB,

/A Important
BEicfE , Amazon EFERBAIBE T 2N ECNREERATZERTFRENRETT , EAEi]A#H
T8 Amazon BEFER. RER , BINEBIUEER IAM Access Analyzer 1R#E7E Amazon
CloudTrail 12 ZMIERDESN KERFENRRIE, BEXREERNEZFER , HSH IAM
Access Analyzer SRR 4 Ko

IAM B8 75 3%

BEILAE A Amazon 2 &1& . Amazon iR {THRE , EMEX SDK FEBEINARFED (AP1) kK&
B IAM, E#TREN , BEREXEWLES ZURITHNAZHERRBAF,

3 Ji]
« Amazon 4|45

« Amazon @S {TSHRME (CLI) MEH4EF AT ES ( SDK)

Amazon 12§ &

Amazon EERFIAER—MK Web MARRF , HhaSH5| A7 S A TEE Amazon BIR/Y IR 125l
B. BXBEN , BLFIREHAEEN, BIEHAETTANFRISNMNRSES S , AR TA -
TRIAIT Amazon HXESAHENERE. BXEBEHERETUEAMERSMNARR , BDRTEEN
THEHLE Amazon BiR. BAUBERKASE, NN EREBHEXNEBENALARRRIKEBIERNEDKRE
BENBR, X FIRIZ Amazon IKF , RAFH IAM BB A AREEXN RO HEINER. XF Amazon
Organizations , EEKF X EZLEE A AREEX B IRV GER.

MR EITRILEAEHA Amazon BIER&| &K EE Amazon &R , RNBWENAFPBEEIREHEIE |, L
B RELZEEE, KRAAGW IAM AP, BRE&H P 1AM Identity Center Y A F B G AT EIIE |
m IAM AP MBAFHE K&, RAFKIERMEX Amazon Web Services ik P25 RIXER |
i E 4 A P 3 A B R IE IR A3 IAM policy BAHY IR A 15 R A PR o

TEIZEEHK Amazon Web Services Management Console AF 2B RN BEFZMALR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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- IAM AFFIBAFEE Amazon &3 URL ( https://signin.aws.amazon.com ) &%, BxR2ZE ,
X L5 F = AT BT B 0K P AR 2 ARSI R Y B R o

M EFRR AP 8B b ut MR D F e SMBR A B & 5.

BRI AE Amazon Web Services IKFP S35, IAM PR & IAM AR ZBFEL IAM AR
5HEF,

BNBUEREFTERKHRIENSERBR (FIMATERER ) TEAK/ PR IAM AP , AN
MRAFAT EERAFZIENES.

ANFERA , Amazon B T H ¥ K2 Cookie it1E IAM AFZHNKFER, TXAFPEE
Amazon Web Services Management Console HH{EAI TTEAET , ## & XA cookie FAFEEM
ZINk P B R TH

ERAEEMEBHESA , UL NEXEEHESFER,
« IAM Identity Center A ERAHA LB ENIEE Amazon HE[1 &K, BFE , XEAF TG
BEGFRNKFASENARR. MRERBRIENKS , WA EREEEESFPERANNRE,

« £5 Amazon Web Services Il P XEBE AL E D REBPEENBESAFPERABEXX W HFRTF
2%, BREAP K Amazon BREEUR T HA L LRI K,

(® Note
AIERBAF. IAM AP # 1AM Identity Center FEYF @3 Amazon B2 E 5B RIE
( MFA ) BiE &4 /5 = 8E3R1EX Amazon BIRMI TG RANR , NigEREM. BA MFA &,
BB MBS B MFA 8% F e R,

EFMATHETIEBAFPNAEZEREZEHA , 55 (Amazon B2FAFIEE) K EF Amazon EE

ZHa.

Amazon TR S{THRME (CLI ) MEHEF A TESE (SDK)

IAM Identity Center 1 IAM I 1E8Y CLI Si4E5% SDK AN AR HEEED (APl ) #TSORIE
B, R EATRN A EREIEHEIE,

FUENEEREVTAENE (HN, REFAFEZE, &k Amazon BEEX# ) REGTITL
EXFANSH, FELERETHMLE,

Amazon S {THRE (CLI ) MBRHEFAXTES (SDK) 36
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IAM Identity Center 1 IAM #1244 T AT AF CLI = SDK #9158 %40, |IAM Identity Center 57 %47 =
AL BRI , B AFERAXMIARZSR , MAR5 IAM AP XBRWKEHEZA.

E# A CLI 5% SDK XE ¥ Amazon Web Services M~ , &8 LLTE X S 25 A Amazon

CloudShell, INR&EFEA CloudShell k5217 CLI 2% SDK @5 %, M AME LB FEFH A 751E Amazon
BRANREUR T EREZEHANERANEIE. BRESNELR K BAES XM CLI REE
Amazon Web Services IK/° B & M.

NFNARETXR , B LU CLI = SDK TEIENITEN L , AEMNB TR R Docker B O %
Fo EXMERT , EBAILAE CLI A SDK N ARRFHEE S PRIEMFREIE. BalESTE
B A RE BN AR EEDRINR | EAEURTIRE R ] #8915 B SR,

- £ Amazon JREH T AR ABF BRI , HEN G ERFEH IAM Identity Center F1IAM Roles
Anywhere

« X Amazon SREREZEITHRE , #HENSORIESZRFER IAM & FH IAM Identity Center &
iE,

mREEARZ IAM Identity Center , T B] UM IR RN PRERY Amazon 48] [T/ 16 TUIREUE HIE
iF, XEZIEERENENRE , TR, MREFEHALREIE |, HEEF Amazon [P JE | i&
£ Amazon Web Services Ik~ , REEFRZNEE, REGHSITRREBHRNRUAEFTH T UERE
FRIHES CLI i5A] Amazon BIRHIET, EXXLEHFENESZEE , i5ZH <IAM Identity Center
BFERE) B IREUH RIS B A, X EEIEE £ N ARSI & #E A FHRE R R,

EMNBWEBLIFRIER Amazon FIREHEH < B3 RIFTH IAM Identity Center Zilf, MMRESE
IAM Identity Center FELE T AP FRPRE , WA LAEA aws configure sso i SRFEABTITE
&, XFHEYTRAAHEEANESIEIANEFRERENNGP, BXEENHERENESEER | B

28 (Amazon T RITHRERRA 2 AFER) F8 FH aws configure sso OIS EERNEEX

,

(® Note
WZRENAEFEAS IAM AP SRAFXEKOKPLAZER. £dAZEI , ERANED
SRERERARPZEILE. €8 KEGTARANEALR , ATMRRFABIEINEAERE
iE , Blzn IAM Identity Center £kl IAM B, BIRNKBE , BEMERTEEIZER.

ETHMAEXEE CLINESZER , 51 (Amazon #STREMRA 2 AFERE) P RESETH
HTARZASH) Amazon CLI , AR {Amazon S S{TREAFEE) #H BHKUEM TR &EiE

Amazon S {THRE (CLI ) MBRHEFAXTES (SDK) 37


https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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ETHAEXEE SDKWESZEER , 55K (Amazon SDK 1T ESZEHr) Y IAM Identity Center
SHEIE , A% (Amazon SDK MITESZE#Em) FH IAM Roles Anywhere,

8 Amazon Web Services I/~ ID R EHFIH

KR IAM BPERAEKFBIZ RIS, ID B9 Web URL &%, HIREEE URL , Amazon BFER
H2ERSEEM Amazon Web Services Il BB =HKF 1D,

MREFHEB KK, ID HHIE

- RELWNRR/ALIETK, MREZHBRT , NARFEELREHRRIMET,

« MREDHE Amazon CLI SREHER MK FEULR Amazon SDK |, 8] LAAER B 324 3R BUR Y ik
F 1D,

- HREIEHNALEIRERRKFFIEE , Amazon TEBAFEEKF 1D,

® Tip
EE Web MIERJWHPANENKFEZRHGUERPL  NEPIZEFFHRAZR URL, BT
EAMEX RN FERIRICABLEINEE , RAZIESHREET ALY KER[RLFTNE
B XEEELSTHERNEZNHEMNIENE,

£}
EEFEM Amazon Web Services K 1D

- XTKF A

- SIZ. MIBRFIFIH Amazon Web Services Ik &

B ERH Amazon Web Services I/~ ID
WA LAMER LT A EEEF LM Amazon Web Services K B9~ 1D,
FERAEHEEZFENIKF, ID

REEVAFRE | TUESTRN AR EEFEFEFTENKS ID. MREESRATENAE
NZeFIERT AR,

58 Amazon Web Services I/~ ID R EBI& 38
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RPRE UL
BA A EALANSMES  RBENAFE KRB

BZeRKil. KSEREKFHRAG TH.

IAM A EALANSHES  RBENAFR  REE
BZeRKil. KSEREKSFE TH.

BENAE EELANSME &R XF , AREEXE
Rl BYFIERN 12 NKFS (D) FERE
Support Center ( Z#FH ) SMEK T,

£ Amazon CLI &EFZHMK/ ID

FEALUTHSEFTEMAF ID. %P ID MAF ARN :

« aws sts get-caller-identity

fEA API EFEHNKF ID

FRAUT API EFZMWAF ID. K/ ID FAF ARN :

» GetCallerldentity

XTIk 58

MREHLEBLRTEN URL BEENATEN ( IEMEFIRRAR ) MAREH Amazon Web
Services Ik ID , MATABIEBR—NKF BB, AT TBXF Amazon Web Services Ik B & 1S
B HIHATFRIESZH API B14E,

FBHERIE URL it BRIAERIOT -

https://Your_Account_ID.signin.aws.amazon.com/console/

RN IER Amazon Web Services Ik ID 67 — 4 Amazon Web Services I 3l& , BB FR
H URL 3t &KL T 7R 61,

KT BIHE 39


https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html
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https://Your_Account_Alias.signin.aws.amazon.com/console/

EREW

« #&H9 Amazon Web Services IKFF REEE— 1 5lE. MR NEH Amazon IKF BIZFHABIE , # 5l
BNBERAENE , BREINEH URL FEM,

s P BBSBIMRBEHFE., NEFZBIEFRH. BX Amazon IKFXAEHRFHZHENESER | &
27 IAM 1 Amazon STS Fi#,

« P BIBMHARIELTEME D XABIFTE Amazon Web Services 7= 2 —H & Fro

22X B—4H Amazon XiF, 84 Amazon IKFHERERN —IMN9 X,

UTRXFNDTKX :

* aws - Amazon X

« aws-cn - HEXI

+ aws-us-gov - Amazon GovCloud (US) X1}

B, MIBRFF|H Amazon Web Services K 318

IETLAE A Amazon Web Services Management Console, |AM API SR an 5178 O 122 sl R IE 8
Amazon Web Services K~ 38

(® Note
KEABFREZD , EMRERERABARNERNE URL F, BZEKS RS SEM
WRIE S,

#12 Amazon Web Services I 3I& G , @& Amazon Web Services K/~ 1D FIFEA URL
bR ARE W , ATLAER,

SIEHEEKR,T A (EFE)
& A LATE Amazon Web Services Management Console 812, 4% MM BRIK 514 o

© B/IMUE
ENTTISE , ELAEHEALT IAM BUR :

Bz, MIRFSIE Amazon Web Services T/~ 3114 40
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e ijam:ListAccountAliases

e iam:CreateAccountAlias

BB BRBIKS BB (EFE )

1. &3k Amazon Web Services Management Console , ARG AT MuLITF 1AM $#2&1& : hitps:/
console.aws.amazon.com/iam/,

2. ESMERT , EFEEER
3. % Amazon IKF&ERZ , HEIKFBIR , REEFE, MRFNECHFE , WEE Edit (RE ) -
4. EXNEES K WABRATIENER , REERRFER.

(@ Note

I — IR AR — 1 58 5488 Amazon Web Services K™ #xEk. MREQIEFAIE , Mk
BB Bl & A BR | 5 SE BB & RERAVE T URL RN

BB 5% (2414 )

& T LAM Amazon Web Services Management Console =l Br Itk /= 51 & o

® =PMUR
ERITIINSER , BXUREDLEFLT IAM R :
e iam:ListAccountAliases

e iam:CreateAccountAlias

e iam:DeleteAccountAlias

BB S5 (24A )

1. &3F Amazon Web Services Management Console , AEEA LT MuULITFF 1AM $#2H|& : https:/
console.aws.amazon.com/iam/,

2. ESMERT , EFEHER
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3. fEAmazonlk 4 |, 0K /BB S0 A9 BR

® Note

EIKFME—EF URL ETENIKFS ID. REFT2EEREIEEZEIRER URL V=

212, MERFZIEBIE (Amazon CLI)

@ Note
EFEANUTSRS , BXRAEDEFUT IAM KR :

e iam:ListAccountAliases
« iam:CreateAccountAlias

e jam:DeleteAccountAlias

E 3 Amazon Web Services Management Console & &R H URL 8I2 514 |

e aws iam create-account-alias

E M Amazon Web Services I/ ID BIg , FETATHS :

e aws iam delete-account-alias

E & RIEM Amazon Web Services I ID B |, HETATHD :

e aws iam list-account-aliases

Example Bl & H

EE RIER Amazon Web Services IKF ID 3% , HETUA TS

$ aws iam list-account-aliases

{

"AccountAliases": [
"myaccountalias"”

o
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]

|
N

EH Amazon Web Services Management Console X815 & , BETUTHS :

$ aws iam create-account-alias \
--account-alias myaliasname

MR , W SR EE TR,

E MR Amazon Web Services IKF° ID 518 , HFia{TU T H T,

$ aws iam delete-account-alias \
--account-alias myaliasname

MR, s SF = EE MM
2. MERFZIEHBIE (Amazon API)

@ Note
BEEMAUT API RF |, 2R EDHBLT 1AM XR :

e jam:ListAccountAliases
« iam:CreateAccountAlias

e jam:DeleteAccountAlias

E ;1 Amazon Web Services Management Console &3X T H URL 812515 |, AU TERE !

» CreateAccountAlias

E Mk Amazon Web Services Ik ID BB , FEATERE :

* DeleteAccountAlias

E T RIER Amazon Web Services 1K ID 318 |, HIRAUTRE :

* ListAccountAliases
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IAM Al]

R A AEHFZFF AR Amazon Identity and Access Management ( 1AM ) , &2 0EIEE A Amazon
Web Services Management Console 8lZZ & &, B MK,

Amazon Identity and Access Management 2 #2#IAmazon Web Services ik /= ik 7 12 4L #9 — T Ih
gE , TEFNNEER., REEW IAM AP EREM Amazon 7= @it F 2%k, BXHEfBAmazon™RE
MEE , BFSRLSHERBEENT,

(® Note

XEXHEENSE IAM RS, BETHNMAER Amazon AR FER SRS KBREENZS
BHE—AMBZERE , BSRAATERB DO,

AEN

- BIREH

- BIEEBHNE—IAM AF
- BIBEHNE—1NAE

- BIEZRE— |IAM policy
- UmEF RGN

BIIR SRt
Fazal , BRREZETK FHIZE IAM AR, A EFHSEZIETENEERAKS .
BIELHE— IAM AF

IAM A 7 & Amazon Web Services KF AN ENMA RN ARFEERFENRN—NEH. TLUNA
FPAABHSHBRBENAS,

(® Note

FREEHERE , RNBUEES S HRSKRIEMIECIE IAM A P REBAXS BFIRAY 5 RN
BR. ETHWEERMEM IAM AFNEERR , FS0 AE6E IAM A, (ME[S ).
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N TILEREBLE AM AFHEE  AYEFESHEEATESBRN IAM AF M4,

BEENE - IAM AF
1. &R {(Amazon B2XFAF M) PRW{AEFK Amazon Pl |, 1B A PR BLERME RN EFS

o
2. HEEHASEFTIE , &F 1AM RS
3. ESMERT , ZER/,  RBERFFNAF

@ Note

MREZ AT IAM Identity Center , I Amazon Web Services Management Console &
ER—%IEE | RESRKIEFE IAM Identity Center B AP HIHRINER, EARHRES |, &
BRI IAM B F ZI1EEH 1AM Identity Center SZIEFR A AR £ o

4. N FHAFH , A EmergencyAccess, BMHAREBETEEK,

5. i%&#[M Amazon Web Services Management Console 12417 R4 PR — [ 550 W EEE | REIL
BERAECIE IAM AR,

6. HEEHAZBBT , BEAFERNFD,

7. BRAPMGAETRERMNCERZD (HEE ) ZUNERE, BTZIAM AFRTERBR ,
REEZEENEERASRERDG , NEFTERNREHERD,

8. EREMNBNELMWNRZMT , EFFAFRMEE, RE , ERAFET , ERER4A,
9. HHERAFATNEEMAFAZIT , #iA EmergencyAccessGroup, RE , EXREKT ,

1% AdministratorAccess.
10. EERSIBAFAE , RERENRAM@E,
M. ERAFAT |, ERE 28 8/2H EmexrgencyAccessGroup &,
12. ®&FT—F , HAEFBHAURTE,

13. AEENEIENE L , EFEMNEFHAFNAFAKAREIIR, NREEERIFHRE  FHik
BeBRAF,

14, EREZFBRHEL , BT csv XHURFEEAFPEIEEER (EE URL, AFBEFZEE )
B .csv X4,

15. REHXH , LEELEERSE IAM BEERGFABE S HREERER,

W IAM AP EREASSRD, ERAFENEENEERFFAES. ERHET , §HAFHN ARN
EFFBIEIR. FF ARN R B XA P, BEET - MEREFEM,
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BEENE—IAG

IAM B &R —MEEEENKERTFNRENLZELER. IAMAEE IAM AFE-EHM0zL. e
AFSREANRREN IS , XERBREZSHE Amazon RAIHITMAAIMITHRE, B2,
ABEREULFTECHNEMARA , MARHE—EEMARXEK. I, AREEXRENIMERBREIEL
(MBEHBEER ) . Mk, SERASEN , EaNEREAe2ENRNZERE, ERASET
LFBYIEESE IAM BERE, SAUERAABHRITUTRE

- BETEAZREHFSAT Identity Center R FARERF , £H Amazon IAM Identity Center 3R i8]
Amazon Web Services Management Console,

+ [ Amazon BREZRAREHITIRENR,
« RF1E Amazon EC2 =4l Lz TR B AR F R 15 R Hi& W Amazon BiR,
« [AE At Amazon Web Services M/ &7 E R,

(@ Note

&T LAE A Amazon Identity and Access Management Roles Anywhere , HitE & 3 F
HER. A IAM Roles Anywhere EREERTERNE Amazon AFETH IEHHEEK
HEIE, BXEZEER , 555 (Amazon ldentity and Access Management Roles Anywhere
AP 4 LR Amazon Identity and Access Management Roles Anywhere ? o

IAM Identity Center M1 E  Amazon RF LB NHEEREFCEAR, MREEANZ IAM AP, 81
BWEAEAE  HAFEERRNAA, XFELEHRIHREIGRR , mMIERBNR,

BESETREEABLIRN Amazon Web Services Management Console B S SR AR E TR
BHEURTERN IAM AP, Amazon RS , EREKEAFUEAR, NEAKESHHEHLANREM
%t Amazon Web Services IkF° FEMFR, MRENBFEEN (HIUNERBEREREFR ) ¢/ IAM
AP, IR FXLE IAM ARFRABBHNRIR , XL IAM AFRBABESGAF,

FHERED | B[ eIZE—NH EmergencyAccess IAM B F iR SupportUser 1R FRIN AR, FFHA
LI RRET , fF IAM AP RY ARN S FIZIBIREHR,

N IAM AFeIg—1Ae

1. R (Amazon BFAFIERM) FMHIMAEFE Amazon Ak , BIEAFPRBERERNNEFE
=
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2

3
4.
5
6

10.

11.

EREHAETRE , %£F 1AM RS,

£ IAM 2HENSMERTD , KERAENEAE,

i%4% Amazon Web Services ik B&@3EH,

EEFRAEREPHAERERET | REEENEEERK,

EEENEERRBsH K EFEELEEERR. XRRRNATZACHKRE, BEEAREEOHR
BREMEERR

1. &R STS Fgfed , EERLABE,

2. EARMEMRSE | EFERM, FMERE ORI,

FEEGRET | &EF IAM AP,
£ ARN T, [FEE SR IAM AR ARN R 28I 4R

IR ER,
3. WIEEEXRMPM Principal ITHEREESLIEEMN ARN :

"Principal": { "AWS": "arn:aws:iam::123456789012:user/username" }
BARBBITIRPERNEAZEES. HRAENES , AREET -5,

FEARRRF | ERBENANNRRESWEIRE, EABED , HITFIERE SupportUser {EF
Kig, RlE , BUUEAZASREENHERE Amazon Web Services Ik BXHYEE , HEHA
Amazon I <5 RA|. Bal , RNFITERENRL R,

jij:¥-|:_$o

ERBW, EFHUESD  THUATIRE :

- TAGEN , mMARTHRRALAGHWAF , 1 SupportUserRole,
- EERD  ARZACGNTHAR,

M T Eftt Amazon BIRAESIAZAG , AGMIBTERLERESCEN,
priz=gnlbe PRI

tIZgeR  SREZACGHNARREZAGER. BANBIUTHAAAZABESR !

- AEEE . mAFREEE , UEAFHASEEMEFHAFEEM Switch Role ( IRAE ) I
Ho
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« KPP IDRBE : ABVAFREEAGIZIHURK, ID SRKF 3B, AFBEREE Switch
Role MH , AEFHRMEMEE,

- 9 &®5EE(E B S EmergencyAccess Al F&EIE— R R1E,

BXREAEE , TS AL REES.

B2 &R/ E — 4 IAM policy

£ 1AM policy KinE IAM &4 ( AP, AFPASHAE ) H Amazon BR. KEEEAmazonF XK ;
E SRR EFRAREKER | REEEXLETINER,

BB IERIEE — 4 IAM policy

1. B (Amazon BFAFIER) PHUMAER Amazon AR | {RIEA PR B ER BN EFS
2o

2. EEHAEXIIE , &E IAM RS,

3. ESEMBE®D , EEF Policies (KB).

WNRIX 2R E X% Policies , & &R Welcome to Managed Policies TN H. &EFARER.
%% Create policy (BRI XKHE).

ERBREMINELE  ERRE ARERSAER,

ESARKBEONEREKRBIES | B A power LLE/NKRIEIIR, EF PowerUserAccess K&,
RS AR, ZEEE I RE JSON EIFH,

EET—%,

EEEHCETEL , ¥ TREAH , A PowerUserExamplePolicy, X TR , A

Allows full access to all services except those for user management, A

&, RO RM MR X RS,

© © N o g &

BOLVRZRE MBI ENAE , AR AZAENAFRESIZREHERXWINE, PowerUserAccess
KEEBERTEFAARREHENE,

URER TG

MR AFEERE Amazon Web Services Management Console 25 Amazon X E , NEERERH
AR, BFmEN G RINPRAY A EBUR T 5B Amazon A FEE .
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« GRETE IAM Identity Center P EEH 1 |

Command Line Interface EE— /MR BEXH R BT E,
- WMREAE IAM BF , Il Amazon API #1 Amazon Command Line Interface EE15R1 %348, AIBEM

&, flRIme I
THEAK.

EORAPRTREANGRMNR ,

B BERER TR
PR ?
ABEH

( £ 1AM Identity Center &
BHAF)

IAM

IAM

, R —ME R4 D,

FRBLTETZ —

BAY

£ A E HEIELEX Amazon
CLI 5 Amazon AP| H4RT2=
BR ( EEHBFEA Amazon
SDK ) o

A EHEIELSER Amazon
CLI 5 Amazon API H4RT2
B3R (B FEA Amazon
BHHATEGZ),

FAKHEIELSEXN Amazon
CLI 5 Amazon API H4RT2=
B3R ( EEEHBFEA Amazon
SDK ) o

(THEEREM)

— ARG RFAM—MERE

N Amazon APl EE—MEEXH , ™ Amazon

T EI L £

PN

BRI HLEME AR A
HATERAE -

« ¥F Amazon CLI , iF&
B {(Amazon IAM Identity
Center AAF1E/) HIREA
F CLIB R IAM ABE
UEFP R B TR
« XtF Amazon API , BHZR
{Amazon SDK fiTE&ZE

E®) & SSO ZEiEF A
HITRE,
BB IE e EUE A F Amazon

IR AR TR

RREE IAM AP B RER
AP YA ITIRE

Bemigm s m
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Amazon Identity and Access Management Y & £ & {E3Kik
MEAZREG

Amazon Identity and Access Management (IAM) 2t T EZFA XX ECHLZEKBNEEE RN
RERLIEE, UTHREIERRE—MEN  HTIRRZTENLZLMRER, XLEFEIRAETEERH
WIRER T HEENIMEER , BHHEANEANZREEmM 2B 6,

EMIAM SREUG AW , FERX—LENETHRBVUARESR, TRXMIENSEZZ—2 7 B0
ERBRARPESMER IAM FE M Amazon BRS

£

« IAM PR 2 HEKE

« B9 Amazon Web Services K/ BRI P &{EXE

« 1AM Ky A 2261

IAM RV Z £ RIEREK

¥ Follow us on Twitter

Amazon Identity and Access Management S{E3RBR 2 F 2022 £ 7 A 14 BE#,

N T HBHIEHR Amazon BIRINEZ L , iBE1E Amazon Identity and Access Management ( IAM ) BY3X
LR EREK,

£

s ERAXRAFPERAFE SN RERNEKES S AR U 826 AIRet ik 758 Amazon
s ERXRIEHEEAES IAM A IGEHERIER Amazon

- FEZEHFHEIUL (MFA)

s NTRERPEENAS , NEFENEMIERIZEH

- BRESEXEURFIEA

o NASERRTFA

« Amazon EERM R FEZRSENRIFATA]

« {EH IAM Access Analyzer 1R 3E 177 171 5E 3 4 BR B {RAX PR 3R &
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- EHEEABRREANAS., A, R, RBAEU

« £/ IAM policy F By 43t — 2 BR 117 (B X BR

« {EF IAM Acess Analyzer IiE X3 &R Y 23 2 F B MK 7 12 HL

« {#H IAM Access Analyzer BE & IAM policy , ATRIF TN Z S MThae
- BSANKFEBIIFAIBF LG

- FATIIREKSAERNREE

ERARAFEATES D RHENERE 5 0 RIES 886 F 88 EUE TR

Amazon

AKRP , B IARED , BRNAEFNAR, BEA, FRAR, BEANERE. NS5 H
5 BETH B2 Amazon IMBERNARF. ENEALABANAKRAFEHAIRTIEH. AXAFBA
URIEE 2 MELLR 5&EH Amazon BIRXEMAIAF . tAAILIET Web RMEER, FFmNAR
F. B RARFIXRERw ST IERTIRAE.

BEREWALAFERR Amazon FHERIGERHESR, BUUFERAEGREEEFRURABZRN S
X, FAEKAFPREX Amazon Web Services Ik BERETHRINIR , XEEFRAGRZEIE. X TE
PG ERRER | BATBWAEEA Amazon IAM Identity Center ( IAM Identity Center ) SR & I X &0k
F Y1 B AR PR EA B X e ik = R B A AN R . B AT LAGE A IAM Identity Center EXBENAFF4 , &
MATE B IRAEETE IAM Identity Center FRAF SHHHREINR. BEXESELR , H5H (Amazon
IAM Identity Center A 1EF) H Y+ AR Amazon IAM Identity Center,

Ex AENEZER , BSRACRKENEZ,
ERTIEASHERES IAM A IEETIEFH1EE Amazon

THEABR—RIFERENRE , eiTRERLNME , INARFSEHREIE. ZNIEARTEESE
NMARRF., BEIEMNAH , eEES M T HER Amazon Web Services ZIEER , Hila0E RiZEE
. XEFHIBIFZTELN Amazon IRE ( HlE0 Amazon EC2 =4l Amazon Lambda E# ) iz
TR ENL.

BEAUNFEEFRNENASTAGERITTEN TG, ERNTENFORTHENR , EAIUAFER
IAM A&, IAM AEEERENNRATELEATEACLEN RN Z2 IR E Amazon
WL Lo, BE AR BNT Amazon A BEEHEEHN Amazon SMEWITEN. XIF

£ Amazon AZEITHITEN , LA LUEA Amazon Identity and Access Management Roles
Anywhere, X BAEBNEZEFER , BSHIAM A€, BXUNFAFERAEE Amazon Web Services i
P ERERRNIFER |, B2 IAM #iE £/ IAM BEZEHEE Amazon K/~ Y175 B &R,
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FEZESMRIE (MFA)

BBV G RE Amazon BRHAEAFMITEARER IAM A€ |, EMIIERIERER, 8
2, MRENKFPEE IAM AFRSRBRAR , EEFEA MFA RRRE X2, BAMFAR , AFE
HET —HUERSHRIETAWMNES. SMTAPHEEMERERNORNRTRERIRASE
W. BXEZELR | HSE Amazon FERZEHHRKIE (MFA).

R EAEF IAM Identity Center KX A FI P HHTER I AISE | N4 E0 S HBERE T 1AM Identity
Center B1317f#%. Amazon Managed Microsoft AD 2 AD Connector B , A LA IAM Identity
Center MFA IhgE. BX IAM Identity Center F 8 MFA WEZER , S H (Amazon IAM Identity
Center AF#EmM) FHNZESHRIL,

NTRERYZUENAS | N1EFErS ERT7H 245

ETERHERT , RNBWEAIENET ALY IBALSKHET. EXNTEELEREHE
RRAKBEIEN AM BP07E | RNBUERENEHFNES , HIMER TAATERN, R
MBWAA LRER IAM BREL REL hEFNBRITISM, EXELEL , BSHEF S
4.

£ Amazon F , E-ERENEAZRFETE IAM AFNKBRIE. SoERZREE

« TERERA IAM BN TEAE - BUUMNEERFR Amazon WNEEITIEAE. ERENAZS
o, BTEER IAM AGRMIEEHEIE |, 6120 WordPress 4, EIXEERT |, BEHAZIEAE
8 1AM B P85 R 243X Amazon 31T B B RIE,

« £=7% Amazon Ff i - IREEEEAN T EARXFEHE IAM Identity Center , 207 % Amazon
ERENE=7 Amazon EF inRHNE , HEA IAM AP KB RIZHR.

« Amazon CodeCommit 18] — 2R IR EEFEH CodeCommit R1FM RHREE , MATLAERAES SSH
FHRRS B EZIERN IAM A3 CodeCommit 1T EME S MR, FRANEWERT £ IAM
Identity Center PV P #HITEBE S HRIE2S , BHRITILEME, 1AM Identity Center PR 2
18K A TRAAE P EE BB Amazon Web Services Ik oM ARFHAR . EETEE IAM
APNERTRT AP ERE CodeCommit 7 ERNR , WA LAELE git-remote-codecommit 3&
BAIE, X IAM Hl CodeCommit WEZER , i5SH ¥ IAM 5 CodeCommit && A : Git &
ifE, SSH Z4A#] Amazon 750 % 4H. BXBELE git-remote-codecommit SR TEMEZEE. |, 55
% {Amazon CodeCommit FIF{Em) P HEESEFLHREILN Amazon CodeCommit 771& &,

» Amazon Keyspaces (for Apache Cassandra) access ( Amazon Keyspaces ( Apache Cassandra
RA ) HE ) - EETEMEA IAM Identity Center FEIRAFIERT , 0 F MK Cassandra &
MHWERN , BUUEAEERSEIERIEN IAM A [ Amazon Keyspaces # 1T &3 KRIE, |AM

FEZSEHMHRWIE (MFA) 52


https://docs.amazonaws.cn/singlesignon/latest/userguide/enable-mfa.html
https://docs.amazonaws.cn/codecommit/latest/userguide/temporary-access.html#temporary-access-configure-credentials

Amazon Identity and Access Management ArfEm

Identity Center FHY A~ G R TRAE P EZEF RIER Amazon Web Services i =M AE
FRAR., &ETLER IR EILER S Amazon Keyspaces, BEXEZEE |, 55 (Amazon
Keyspaces ( Apache Cassandra & ) F R ARAEmM) FHEA RN FILEESIEAR IAM S
SigV4 #E#9 Amazon Keyspaces.

BRESZEXRUARTFRAFEIL

£ 812 Amazon Web Services Ik B , £ 0I2BAFEIUE , LAZF Amazon Web Services
Management Console, BE&RIPFEMBRBENMNAEE—HRPENERAFEIL, EEFH T EN{ARF
My BEBAPHE | B35 &/ Amazon Web Services I BIE A P H{ESLE,

Bz A AR X BRVF 7]

A IAM policy REMREY , FNRFHITESHAENTR. Mt , BABUEERESRHAE T AT
MNEEZRNATHERE , BN RENRFT, ERRTFEARIERAZRAFANRE , B NER
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ERFREAPMIERSEETRE , E#EH Amazon HEEBRAGSENEHAZSE TR, &7
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B ERRENRTT. BXEZELR , BSREA LRGN ES ML Amazon FEIR,

£/ |IAM policy A #Y A3t — 25 BR &l 5 A A PR

RO LR ERBBAEMPRGTER, XH , BRAURFNRENERIGRINIE , BFREEH
FERBERESRE. 6l , BUALURERBRERIBEEXIMER SSL KEFIEER. BAUFEH
ZUREFXNRFBRENHENR , ERR2RCI2BERI4SEN Amazon Web Service £ARKY , Hi40
Amazon CloudFormation. EXEZELR , iHZSHIAM JSON EIE T : Condition.

f#H IAM Acess Analyzer 3&iE X % R 89 2 # F Bk P~ 17 Y

£ Amazon FREFAHRFIEKSFEIF T 28, RMNBWERITISEZTEZNEIFRINR, BAUEAR
IAM Access Analyzer REBIETRE MO N ZLIHRREENLNXNEKRKSFR, BlBSEE
IAM Access Analyzer £ BRI 4 RR TR IRE, XELRAABERIEFRILTAEFHRERT THE
BB EIABR . Heoh , FTEEHF N H MM AR AT | 448 0] LAFE 3 4% 50 0 22 58 0 175 18] 422 &) =2 B 36 F 58 Sy 3%
R. IAM Access Analyzer R 2 EBRSZ TN EREE  AANATL/RIBEKRK-AFRNRRERS
R, BXEZER , BSHER IAM Access Analyzer API #4758 £ PR o
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« IBTWHKFAY Amazon Web Services IKF 4R+ , AERILEHEREA. EAHEHR , RIVFHE
RRBIKS 111122223333, BHRIREMAZKSH , BREBRNENNHKS .

814 BUEN N Amazon K/ K 2 HIERY 1AM 7R AXLBR

Tl ES | BFLURAF &5 EFNE Amazon Web Services Ik |, ZFXIKEE B IAM iF
ERR. HERFKBFEENHENRER |, F&AE IAM AP FMA G E Amazon Billing and Cost
Management ##l5, WIEEHFTLET IAM AFRMAGNXERHATREMNAENRE , MRAZRATF
A A IX L IAM policy A ERRN IAM AFSA R,

® Note

MR A Amazon Organizations 12 Amazon Web Services i/~ , MG EIAS AR IK2EER
9 1AM 75 (B A BR

BUE IAM AP A3 Biling and Cost Management 321 & #9 1 8] 4% BR

1. FAZNBRAFEIE (28T A2 Amazon K #Y B F BB 4 i it K1 2885 ) F Amazon Web

Services Management Console.
2. HSMEH  HEKSAEH , REREKS,
3. MTERITHE, EFRE IAM AFPMAENKEESEFRNERS , RAREREE.

4. &9 Activate IAM Access ( #UE IAM 15 RIXBR ) E%&4ELUBUERT Billing and Cost Management
TUE Y 177 (8] A BR

5. HREH.

ZRAALETHE IAM AF/ASHkEE R RREME.
HERRRI T — S , LM 1AM policy LB AR SR IBL X 15 20K 2 T BER T .
£2% NS MA

BRBRAFA , BN Amazon IKF REMEM S G, A TRENKEESNHRNR , RINGET
Hip 540 , M o] BAE & 575 R K 45 B RER.

F1E  BUEXNME Amazon K Ik 2 53ER IAM 5 R PR 66


https://console.amazonaws.cn/billing/home#/account

Amazon Identity and Access Management ArfEm
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1.

2.

10.
11.
12.

%32 Root user ( RAF ) H i ALK Amazon Web Services Il B FEB4Fibit | AKFREE
BHEF IAM 258, BT —RL , WALHNED,

(® Note
ERBAP , BEEERIUIAM AFRBEHREXAH, NMREEE IAM AR EHE
RNH , FERZIEKBMENERABRAFPBEFIEESR,. ERIIBAFPEHER
FHEHELE) , SR (Amazon EX AFERE) RWLUBAF 5% &% Amazon Web

Services Management Console.

ESMERS  GRAF , REEFERIAF.

(@ Note

WMREFZ AT IAM Identity Center , ) Amazon Web Services Management Console &
ER—%IRE | R REKHFE IAM Identity Center P EBE A F WA RNR, EXAHKES ,
BACIZN IAM AFPRA T EFI WAREXNKEFSENIHRENER, WREE IAM Identity
Center HEIETHF , MR IAM Identity Center T A2 1AM , ¥ Billing X PR & 2 &t
BIXLAFHE,

XF Username ( AF A ) , #iA pcandella, BMTEETEEK.

%32 @ F 1R E Amazon Web Services Management Console il [RI#XBR — £ 350 1Y &% 4E | R
BIEBRBREAE IAM AP,

EEEHAEFET AR ERNED,

BRAFZETRERMNCIEMBRDY (#EF ) SUNERE , AREET -5, BT IAM A
FRTMNR  HERMNSTHREBUERIESERER,

FIRENRAE ERRREIT |, BRASAMEA, Re , ERAFET , GEGIEA,

EREAFATE ENAFARZHST | WA BillingGroup, A5 , ENREKRET |, &R
Amazon &R TEERBE K BE Billing.

EERSEBEAFE , RENEENBRTE.
ERFAT , EEFE0EMN BillingGroup W EIELE,
EBRT—% , # AEEHAET@E.
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13. EREFERNHEL , BB TH csv XHEUREFEIEAFPERELR (EHE URL, AFRFEHNZEE )
B .csv X4,

RIFL T |, LUEEE L IAM B &% % Amazon Kf&#
14, &ERIRE AP 5%
15. HITTENBREESERTTE , I Terry Whitlock SI2FHF , HAZFAFGIRA,

a. ‘EE3ILZH , WTHAFAE, @A twhitlock,

b. EE8LH , W FHFAR , HA SupportGroup, RFENPREKEET , ¥ Amazon £E
N TEERBER B SupportUser,

BU L ERFHEHIRPREFTN IAM AR, AMNA€, XTERUBNESNIE , BUGEBREHRUE
BEHEMAEE., HEBEFHAFPFMAEEN , #HA 28R pcandella BN RFEE T 5 HAY Billing BA
% twhitlock BYIXPRZEEE T 5l Ay SupportUser,

AXEAFMERG IAM A F #5151 Amazon Billing and Cost Management REMEZER | SR
{Amazon Biling AF#EmM) FH FETSHHEE (1AM policy ) AT Amazon Billing.

% 3% SIEAELIIZEF Amazon Billing 2 &1 4 1 R AR

BRMERAERERET IAM AP BRKEZGEANNR, AGRERS TUEZENERN G E
iE, EAHES , ATUSWIINFER , FEAF twhitlock BEEER , AR REARIGEIK
BER.

1. %4% Root user ( IRAF ) HH ALK Amazon Web Services Ik BFoB4Fittt |, Ak BE &
BHhEF IAM 258, BT —RL , WALNED,

(® Note
ERBAP , BEEERIUIAM AFRBEHREXAH, NMREEE IAM AR EHE
XAH , FERZNAKSMENERRRAFEFHEERK, ERUBAFEHER
FHEHEED , 5R (Amazon EF AFERE) RWLUEAF 54 &% Amazon Web

Services Management Console,

2. ESMBERT  EBRAF , AREREEFEAFEMAEEMN twhitlock AF, & twhitlock A
F# ARN & 5255 MG 4R

3. ESMERT , ARAG K AGERUEAG,
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4. HEBRUERMRIEL , 2REENEERKE  REEFBEFITEEUTRE :

« 7 STS A INEE - BIAB%EE AssumeRoles

o ANINES - ERRMUERRMEETERE, N FTEMRRE | EEFE IAM RS, R/EHE ARN H
KBS 16 TP EHBIBIMEARAY twhitlock A HY ARN, REEERMERE,

5. %EBT—% , UEERMNRITE,
6. TENRREEFIEZZMGET |, 1% BillingAmazon £ & X TEERBER R Billing.

7. EBRT—F , Ueiged. RENCENE. EACENT , A TempBillingAccess , &G
HERAEAR,

RELBHNEZACGEHE, EEACGUETEXZACHEAFGE., BCTRER,HPHUTE
8

- REKSERFEMBRIAN 1/, BEERE , KA ZACHAFSREEERK PR,
MERAFEREFERZACNE , WXAMEFHRAER, BAlREAGUEREKIFENRHE,
AEEN R KA FFEMBIAN 12 M,

- BHAPIRACNERE, GUNERIEE  SHERRASEESERBEDRINN EEH A
Fo BULNESEXRRETFHPERNERERFERE.

4% MR MK A2 H B /YT R AR

BMNBUEDNHAAFHFBEFRMNATRNR , AETHEAFTRRENER. BIUATSR , €4
AR - B ZREFHEANREFATE.

E AP AN st A P 2 e LA 5t K 22 17 [R] A BR
1. A Amazon IiK/° ID K/ BIE. &/ IAM AP BNZERERE IAM 255,

@ Note

RNEELRN , AmazonE R T EFE A MK ES Cookie IB1EEMH IAM AR B FKFES, 0
REZa NHMAF SRR , BEETEKIH Sign-in to a different account ( ExE|
Hak ) UREEZRTAE, Fitd , BB AZEHFSEIEKS IAM AR EERR
ERY Amazon IKF ID K 51E .
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a. B\ pcandella A/ &3 % % Amazon Web Services 1K/
b. S M L |, % pcandella@111122223333 , ARG LR M B =4I E AR,
c. NMTNHEHERTRANZRA , LBREEZLE IR,

7o 13 Rl A R

a. 2 twhitlock FF &5 %& 3% Amazon Web Services ik
b. ESHEE L | I twhitlock@111122223333 , /5 212K & 2 SR,
c. XFFER—FEE | BEHAEENE, KEHIEFRTM,

TR A & LR A B AR

a. LA twhitlock A F &% 3% Amazon Web Services Ik f°
b. MR | %32 twhitlock@111122223333 , REEERAS,

XEFHTAYRACRNEH. ERUTHREEREE :
« MK/ -111122223333
- At - TempBillingAccess

EETRAE

SR T LAE RS & il A B RS ERIRMEN URL , RITFTIRABRTE,
c. iXBt#E%| A E R Amazon Billing #4#IEHR , SMENE R
TempBillingAccess@111122223333,

W=

MELBEZERT [ IAM AFE# Amazon Billing #4#| A 15 MR RATEN S R, Eit
THPKEEEAENER, INE , BUUSEHEEFREPERLIZE,

RSP

BX Amazon Biling AAF#E®™ RPHMEXER , BZHANTRR :
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- HETFEMHHEE (IAM policy ) HF Amazon Billing
« E# Amazon Billing #9182 &l

BX IAM AiF1ER FHEXER  BSRUTHIR :

- REXMSHNHKER
. 1% IAM B P51 Amazon Web Services Management Console

- FFREEHIANE IAM BF4A

IAM #12 : £ IAM A ZE 1% Amazon K By 175 B AR

AHBHESENAERAGRERNEZMENTRE Amazon Web Services Ik ( Production F1
Development ) FHRRNIHENR, BFES—KFFHNAFRPRKE—NKFFHNER, BEAXRA
XREBKFER , BELAFEEENKFFLEEN IAM AR, A, BRTFSN—NKFEHHE
B —NKF , BIA 5 R E Amazon Web Services i RV RIR. BEARRE , &5 7 H MMM
Amazon Web Services Management Console, Amazon CLI 1 API R{EA AR,

@ Note

IAM BENETRFNREREEN D XABKS ZRGRNR, fl, RESEIRE aws 2
XOyEETEE ( MABERILILE ) PE—PKS . B aws-cn ZREFE (4R ) -
MKF . EFEATE (db3] ) BIKF F Amazon S3 E T HIRRI KR , RKAFIE aws K
P2 R P B9 15 R AR BR

EAREFER |, Production ( 47 ) KR EEXNNARERF. FAARFMRA R EA Development ( FF
)KFENBHNANARFHNDE. E8NKFH , BFNAEFEEFHE Amazon S3 Fi#
W, BEE Development ( FF A& ) P HH IAM AF |, ZIkFPFEHD IAM A4 : Developer

H Tester, BANAFASHAF AT Development IKF TR |, gEHEZKFRNER. B
B, FFRARAIER Production (47 ) P HEESINARER. FAAANXENARFFHE
%7 productionapp B9 Amazon S3 F&#EH.

EXRHRERN , LFHEBEUTHE :

« Development ik~ ( AIEIKF ) FEEH X A Production ( 47~ ) KFHFHBEACHWARF,
« Production ( £7= ) K/ ( AIEKF ) FREH H R4S E Amazon S3 FERHN AR,
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* Production ( #£7= ) Ik~ # productionapp #Ff& .

F & A B AILAE Amazon Web Services Management Console #EF1% & & 158 Production ( 47 )
M H productionapp FiEM. AR ATLAERAEN ZAGRENIGR FIEHTT FHRIEN
APl BAXRG B ZEF#ER. NHARRSEZHERAZAE , BaXM.

WIERBEE=AEELIR

Production Account Development Account

Account ID: 999999999999

STEP 2

Account ID; 111111111111

STEP 1

—

UpdateApp.
IAM Role

Deveopment ID
111111111111

LI
producticnapp

Create Grant Test
role access access
EEFKPHRERE

B, BEHA Amazon Web Services Management Console £ Production ( £57= ) Ik (ID &
999999999999 ) 1 Development ( FF & ) I/ (ID & 111111111111 ) Z AR EE, TET 0
B8 7 UpdateApp B9 IAM B &R, HZEES/EN , & Development ( FF & ) P ENLRA
FEEXRNE , HEE—MURER , ATFZEMEAFEH productionapp F# .

6 £ & &R T 7 FRR

EARTF |, BHENR IAM AP AKRE , UEIEL DR A R 15B) UpdateApp A, XFERT ,
A Testers B PowerUser RN PR , HAVLIBAH deny ( B4 ) HERZARHINE,

Bt A e i T B AR

BE , ULAAXARNE@ER UpdateApp BB EH Production ( 27 ) Ik~ i
productionapp Ff. BT BUMEY Amazon #&H &, Amazon CLI Hl APl iG[E A&,
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FRF M

FYERELCHEZEFUAT I

« BOLUMERNFHENEIRM Amazon Web Services K , — MK Development IKF , B — /MUK
Production I

 Development (& ) KPFHWAFPMAFANENREESXWOT -

User BAF4E PR

David FEAR AMNAF AR ZHER Development ( FF& )
F ) Amazon Web Services Management Console.

Jane M= A 5
« BFFEET Production ( 47 ) K/ RRIBEAMAFRSRAF A,

« £ Production ( £7= ) i 812 Amazon S3 Fi#if. EAMESF , B LUFHEHMR
ProductionApp , EHT S3 FRBEMMLAL/EK— , BXAFEAEEHMEEMNEFER.

EEFKPFOEAR

o] LA S — A Amazon Web Services I FREY A FiG R E it Amazon Web Services ik FEVE
Re Ak, BRE—IAE K ZAGENTULUARECHWARURCOIRECHAFRFHONER,

EHENX—FF , L/1E Production ( £7 ) KPR OIEAE , 7 Development ( FF & ) IKF 18
ENZEEESE. A REIEXBEHWNR , RE productionapp FHEBHIRENRE. FAAR
EREBHERZACHNIR , BEEX productionapp F#@HITIRE,

ERIBABZH , BEE Development Amazon Web Services Ik B9 ID, &4 Amazon Web
Services ik HHERHE DB ME—IKF ID FRIREF

3R EY Development Amazon Web Services Ik ID

1. LA Development ( FF % ) Ik & & 5 3 & 5% Amazon Web Services Management Console F7£
https://console.aws.amazon.com/iam/ L3TFF IAM 2 #1& .

2. ESWEES | fORERR Support ( X% ) M Support Center ( AL ) o BAHFEFEMN 12 LK
5 (ID) f#E/R7E Support Center ( X#FH 0 ) SMBEERF. N TFARXFHNER , SR FKS
ID 111111111111 T Development ( FF & ) kP, B , MREENRXPERERALEERE , W
R fEFEREIKF 1D,
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£ 1T H Development ( FF R ) KPR AN E~KFPOIZAE

1. LA Production ( 47 ) lKF &8 [ 5 9% 5% Amazon Web Services Management Console #3TFF
IAM 2#| &,

2. BIEAGCH , ARFENACHENRNEERK, SAENENSRPFILRBEHMNEEE,

BREREHI productionapp FEBHIRENRE, RE Amazon 24t 7 —%% Amazon S3
EREE , EIXERBEHRBEHEITEAD Amazon S3 FHEBHNIREHRNEKR, BUUEECHWETE
SRR,

ESMERTPERERE  AFEECIRRKE,

3. %$F JSON &I+ , AFEHILAT JSON KBS RP M XA, FZXARME JSON XAEH |
HIFRIR ARN (arn:aws:s3:: :productionapp) Bt h 5&H Amazon S3 EEMEXS R E S
&R ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

:]I

"Resource": "arn:aws:s3:::productionapp"

"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"
1,

"Resource": "arn:aws:s3:::productionapp/*"

EEFKFPREAE 74



Amazon Identity and Access Management ArfEm

}

ListAllMyBuckets BEESEFIHEBES S HRIEMNIERR HEMBEN £
FREBHNBR, ListBucket XEARFAF MK productionapp FEEHPAIXY
R, GetObject, PutObject, DeleteObject MERAFAFEE. EH MM
productionapp F#BEFHANE,

4. MREBBPIISEFERNEMLZEES. HRUEAES , AREE Next (T—F ),

® Note
A LARER £ AT (LA JSON B RE TRz Bl Y], T , MREHTERHEAMN
LRBEISRTIERET —F | IAM ATRE BB ER KBS X ATl b mESRETRL. B
REZELE , FERAEERKESM,

5, EEEHMEREL , A read-write-app-bucket ERNFBET. EFENRIEZE FHIN
PR , REEFRCIEREURFENITHE,

MRBRERERERKIIRD,
6. HESMBERKF , %3F Roles , A/Fi%k$F Create role,
7. %32 Amazon Web Services Ik S@EE,
8. XIF AccountID (IKF ID) , 8 A Development ( FF& ) i/ IDo

AHFZE X Development ( FF &K ) P EARAIKS ID 111111111111, BRERABERHK S
ID, MBFEALHNK, ID, 0111111111111 , IAM R EF AR,

WE , BFRYERNE ID REBRAFHEEZESHRIE (MFA) RATEEZAR, FXLEETR
BREPRS, BXEZEE |, BHSHE Amazon FEAZE S HKIUE (MFA),

9. i%&# Next: Permissions X B 5 A& @ X<BWNER,

10. EHIBZ B BIER I REE S EIE4E,

® 'R
¥} F Filter , %£3F Customer managed X1 5I&k## TiFE , FHRATEECEBNKE, X
23 Amazon BIEZMRE , ERZ K I EEENRE,

RBIRET—F,
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11. (W& ) ABRENEXMINGEREARRNITHEE, BXE IAM A EAGENESER | 5
i #ric IAM BR,

12. ("% ) XF Description ( i ) |, WAFAGHEIR,

13. REAE®SR , 1% Create role,

UpdateApp ABEREABIIKRH,

WM7E |, BHAFIREZ A K Amazon Resource Name (ARN) , iIX 2 A @R K —iriR, HEEXR
Developer fl Tester AHYREERT , ZFIEEAEHN ARN R FHIELNE.

w{a3RELA F UpdateApp 9 ARN

1. #EIAM ZFHENEMERT , EF Roles,
2. EABIRKRD , %F UpdateApp B,
3. HEHFAFEBEEN Summary (FHE) o+ , £ Role ARN (A€ ARN) &,

Production ik P B~ ID =2 999999999999 | H It &t ARN =&
arn:aws:iam::999999999999:role/UpdateApp. HRFNEM Production Ik IR ESKH
Amazon Web Services IkF 1D,

WM7E , BEE I Production 1 Development Ik 2 BIBEER R, EEITE Production Ik~
B2 —NE BRI Development I FFRIR A AEESE , NIETIX — Ko B AT BAE X IIRE
UpdateApp AEH A F A 1T BRLEER/E,

BTR , S3XLA AR,
[ A & 3% T 17 (B X R

IFE , Testers F Developers A4 AKX 5 ZB A NAR , 1441869 B BMlis Development ( FF
X)KFHAPNARF. FRAUTXESERAINEBEULATFREAR,

&2 Developers A P74 LA Ao iF A4 140 #: 2| UpdateApp B

1. LA Development ( F & ) KPP EBER FHEZR , 7T IAM 2H A&,
2. 1%3$% Usergroups ( A4 ) , AFi&#R Developers,

3. iFiE$E Permissions ( &R ) &I+ , ARF%EE Add permissions ( FINXPR ) , #EFEE$ZF Create
inline policy ( BIEMEXEKRE ) o
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4. EIEEE JSON LI+,

5. BIUATEREES , AEFREFKFHH AssumeRole B&NIT UpdateApp BIE. FBRHEE
Resource JTtEHH PRODUCTION-ACCOUNT-ID Bt Production M /= 9 S=Br Amazon Web
Services K IDo

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

Allow MR IR AT Developers A RIEFKF H A UpdateApp B, ZidiGHEZA G EM
FRARESRK I,

6. it#¥EReview policy (BEEXRHE ) o
7. ®AEZ , W0 allow-assume-S3-role-in-production,
8. %% Create policy ( BIEXKHE ) o

ERZERER | JETEERNTUTER., B2 , MREMEA PowerUserAccess , NI FLE4H AT 5L
BB AE, UTIENFWME Testers AR "Deny" R , LARMIIEERAAR, R
EHRERTEENEE , BT ERNZNRE, "Deny" HRAUBMBERENE S, HUEE
MERF, NYBEEEFNEZENFER "Deny" R,

EESONR A G P ALE4 BT UpdateApp AR

1. %# User groups ( A4 ) , RIFER Testers,

2. i5iI%E$E Permissions ( &XBR ) &IF , ARF%EE Add permissions ( FRINIXPR ) , $FEEEFF Create
inline policy ( BIZEMEREKRE ) o

3. HIEER JSON m+,

4. ANINAT REABGLIEL T AssumeRole AEMITH UpdateApp B1E., BRI Resource Tt

FEhH PRODUCTION-ACCOUNT-ID E R Production K~ BISEFR Amazon Web Services ik 2
1D,

{
"Version": "2012-10-17",
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"Statement": {
"Effect": "Deny",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

Deny MR ERIEL Testers AIAE A=K P H UpdateApp B, FMERTFREIZA KNI
ARBRIRE—FIELIFRER.

5. i%#EReview policy ( EEXRE ) o
6. ®AZH , i1 deny-assume-S3-role-in-production,
7. i&#E Create policy ( BIEXREE ) o

Developers AP AIMERTHNNIR , AIAERLE~KF FH UpdateApp B, Testers AFHERFEE
£/ UpdateApp B,

BTk, 8997 #HF X AR David 2{ai% 8 Production i 89 productionapp Zf##. David &
LLM Amazon Web Services Management Console, Amazon CLI 2} Amazon API 17 R & 1

B R A &N 7 E AR

EREHENANSRE , BFEE - N LERFX Production (47 ) 1K~ F 8 RE 15 B AR BRHY
Af, B FE Development (R ) WRHFE—NAFPA , ZEAFHWAFPATUERAZAC, PR
L3S M Amazon Web Services Management Console, Amazon CLI 1 Amazon API £1# Ei%
AT

/A Important

ABEYEUIAM AFSBRE8 AP SRR EN , FTEYRAR, B4, MRB3 Amazon
EC2 kfIkizTRARF , NNARF BT RFEEXHAEBEA®, LA Amazon Web
Services IKF R AF BREXELEHREAR,

tliAe (2FE)

R David FEE Amazon Web Services Management Console 1 BA Production ( 47 ) 35
RIE, AT SO A Switch Role ( VI B E ) X, IEEWKS ID HAIBUAREBEER ,
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R R &I EYIMR A ZABATFHINR. AE , B EFH &R productionapp &
¥, BRFEFEA Production ( 47 ) PFREMEAEIR. = David FAAER , WL EFERAEE
Development ( FF & ) KFHWERAFNE. XA , — RN —ANREEB EK.

/A Important

£ Amazon Web Services Management Console Yt B ERA T A EE Externalld
WF. flan , BRESFEKFHOHRNBRFE=S , HENPREKEMN Condition TEFE
3R Externalld. EMBERT , BE=HFReEBEIFEA Amazon API S a5 F1T T &7 REH K
Fo. B=AFeeERAEHE , RRTTEEIRM Externalld B, BEXUFRNESER , iF
2] Amazon T2 BEPH WAEMME=FRFX Amazon FIREY 75 BT EASER ID Fa0
] j53 FA%t Amazon Web Services Management Console BJ 0K I~ 17 H,

David AIBAE A IAM RRER PTG E# A Switch Role ( t1A€® ) I :

David WWEIHEE F iR — M | ZEEEEE — /M E XA “Switch Role” ( Y1 AR ) BLE.
ZEEETE Create role S HRE—N LHEBEKF A EH Role Summary MH LIRMLAEER, %EF
Z 8N 5| S David 3 ABEE Account ID ( K/~ ID ) A Role name ( &£ ) FERY Switch
Role ( t1#: A ) WH, David RFEi%#E Switch Role ( 1AL ),

- EERTQBTBE TR ZEE , MRREKS ID SHARENE. EYRAE , David B0

FHMAXEE, UTHSRMYEFITHA,

mAEEse

1.

David £ A HE i F Development ( FF & ) AFAFREMAFEFRE Amazon Web Services
Management Console,

HIEREEABS R FHHFRERIENEE. Z2% David Bk¥% ZE Switch Role ( 1 BE€ ) T
m, HhBEETK” ID KB NEREHEE.

—HRE—
David E Sz EiEFH R [Identity ( 10 ) 8], AFIEEF Switch Roles ( tIRBE ),

MRIXZ David BIREN XA R =1 5 [H“Switch Role (I A& RE , Nt E EEFAHE
Switch Role (YA€) WH. LtREREHEEXTRACNFAGERF ATLAE Amazon Web Services
K EERRNEMEES . David AJUEF I E LK Switch Role ( Yl A ) FEESEALLTTE
WERDSR,
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3. ETX, ATHREIMAE , David BDAFHBAEF=KS ID 5 (999999999999) MABHEM
(UpdateApp).

Bb4h | David A8 M X ET IAM LT ERSHACRMEXNE. FTRERREER | b
Display Name ( & R& R ) XAHEFEA PRODUCTION , HiEBRLA @ED , RFERE Switch
Role ( I At ),

4. David BI#E AT U@ Amazon S3 #8414 £ H Amazon S3 17648 , SEH UpdateApp AEER
BR 9 B A 47T 52 R o

5. SERKJE , David AIIREIREFRIRE, Ntk , 1R LLUEE S EE £ PRODUCTION BB E R %
# , ARJ51%$F Back to David @ 111111111111 ( iRE David @ 111111111111 )

6. ¥ David FAEYRAGHESHE IR Identity ( B0 ) ¥, t4FF 2 PRODUCTION %
BMELXWNE, ALUERZZEZERAR  TEEHHAKS ID NBEEWR.

A& (Amazon CLI)

R David FE7E Production ( £7 ) RPN ST LI , AT LAER Amazon CLI #Elix —
Ro 1217 aws sts assume-role R H%LEAE ARN URINZACGNIGRZLEIE, RE , b
ERETEREEXLET | #F/54M Amazon CLI S REBERIZACRNRRRIT. 24 David £
AN , T EER A A M1E Development ( FF X ) KPR HFHSHRAFNR , RAR—BEBRE—A
BRA Mo

FEE , FETRZANTEBRARTS , TREHEA. FREHNXGRTENESERR,
mEEse

1. David 3T AGTSRAFED , BT THSHEIA Amazon CLI BFIKIEFE T/E :

aws help

(® Note

David BV BRIASREFE A BT David f S RIBHBRINEE X FH aws configure A
F&EiE. BXEZEER , H2H (Amazon Command Line Interface AP #5/) FHEE
Amazon Command Line Interface,
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2. fBIETUTHSHBACYRIERE , L2 Production ( 47 ) I/ i UpdateApp &
B, MMNBIEZACHNEERALIKREBT AR ARN, ZHFEEELRE—INLERH , BNk
BEAXAEERZER.

aws sts assume-role --role-arn "arn:aws:iam::999999999999:role/UpdateApp" --role-
session-name "David-ProdUpdate"

ARJE David EmEFERUTHEA :

"Credentials": {

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",

"SessionToken": "AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIJIx9tQqNMBEXAMPLE
CvSRyhQFW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDOOEXAMPLEmM] 4wxS0Q4L /
UZEXAMPLECihzFB51TYLt0o9dyBgSDy
EXAMPLE9S/
g7QRUhZp4bgbEXAMPLENWGPY0j59pFA41NKCIkVgkREXAMPLEj1zxQ7y52gekeVEXAMPLEDiB9ST3Uuysg
SKAEXAMPLE1TVastUlA@SKFEXAMPLEiywCC/Cs8EXAMPLEpZgOs+6hz4AP4KEXAMPLERDASP
+4eZScEXAMPLEsnf87e
NhyDHq6ikBQ=="",

"Expiration": "2014-12-11T23:08:07Z",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE"

}
3. David f£%i B “Credentials” ( Fif ) o P EE T HAIFAIEEN =2,

* AccessKeylId
* SecretAccessKey

* SessionToken

David FEEE Amazon CLI I/ , LEFENBAPEAXLES . EXEREIEERES EZNE
B, HSHEE Amazon Command Line Interface, BT EEMEA aws configure % , BRE
TEHRBRLESE, B2, BUFHNHFEERAZEBEXH P, ATXLERZHEENREN
IGEHEIE , FEMAMEESN G SITEEREPFR&EEN,

4. ATE=ENMERMEAE | David FLE—SWRESTHMUEREUT B, BUREFESNTIHMY
WEEREXARERD , UBRQFCEHHPHRTEE, BIELLREHER , FHHERR
BTSN, ERNN SRR ENKFFRER,
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® Note

UTREIERT Windows SMERWGT , Hf‘set’ R OIEMRTEMN BT, £ Linux =
MacOS it &E#l L , /‘é‘\HEﬁIHﬂ“export’ﬁﬁ“o ZRBINEREB DX T =R TE K.
BXREMAERT Windows Powershell W TEMFMER , HSH IRE IAM A€ (Tools
for Windows PowerShell)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeY]js1M2FUIgIJIx9tQqNMBEXAMPLECVS
Ryh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYT4nDOOEXAMPLEmM]4wxSQ4L/
UZEXAMPLECihzFB51TYLto9dyBgSDyEXA

MPLEKEY9/

g7QRUhZp4bgbEXAMPLENWGPY0j59pFA41NKCIkVgkREXAMPLEj1zxQ7y52gekeVEXAMPLEDiB9ST3UusKd
EXAMPLE1TVastU1AQ@SKFEXAMPLEiywCC/Cs8EXAMPLEpZgOs+6hz4AP4KEXAMPLERDASP
+4eZScEXAMPLENhykxiHen

DHg6ikBQ==

e, LA TAERSHEXEEIIRENAENNBETIZIT. X David ME M2 UpdateApp A
&,

5. B1TiZ@m T Production IKF R E IR, TELLRGIF | David EAUTHSYIHE S3 F#EHN
AR

aws s3 1s s3://productionapp

ERN Amazon S3 FHBEEMEERM —K , MIUELESEEHEEEENKS, ID. EiFRIHib
Amazon REMEIR , S HIZRESH Amazon CLI X8, THESIAERBEFEFERANGSNE
%o

£ AssumeRole (Amazon API)

¥ David EEBEIRBREH Production ( 4£57= ) KPR |, #1417 AssumeRole AR IEE
UpdateApp A, %EARE IEEHEIE | 7] LA X LEIETE Production (47 ) K A
# productionapp Ff# ., FRHIXLLZEIE , David ATLLAMA APl LAE# productionapp &
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W. 182 , BIfEMFE Development ( F & ) KFFHESRAFNR , X EZBIFA API KiG(E
Production ( %7 ) K/ PR EAT EH M5 R,

mAEEAE

1. David £ AssumeRole I NABRFH—NRIBAA. AL HIEE UpdateApp
ARN : arn:aws:iam::999999999999:role/UpdateApp.

AssumeRole HAREINE RBEIEATEULARK AccessKeyId #l SecretAccessKey, BiEE
$E— Expiration KA , A REEMAZE ( BRELTERFHEL )

2. David EAFBLIGERFHERIEA s3:PutObject A% productionapp E#ER. i1 REIEE
7 AuthParams SHZi%E4A APl . BT IR A®EIERE productionapp FH#EHNIRE
R, A £k P E A E iR ERSEIEL,

BRRBRE (£ Python) , SR E| IAM £ (Amazon API),
MR E IR

- BEXIAM AFPNESZEE , BZH IAM 56 (AF, Ar4ENAe ) PRAFM4A,

- BX Amazon S3 ZEBEMNEZEER , 5ZH Amazon Simple Storage Service AFIEREF N CIEF
fEAR,

- ETHREEERHECANKS (ZEENRLIIKS ) PHEEREENEABLENAG  FSHEMTAL

x= |IAM Access Analyzer ? .

HE

BEATHEBEWK, AP FRIHEE, BREBT —1MAeEE—IMNKFZRBYEEXRR , AAET
SEEEATLURITHLERE, RS, BERTARBEIRFIHLE IAM ARTRGRZAR, &
£ | Development ( FF & ) P EIFF R A B AT SAE A I@EHEUEFA 4 Production ( 47 ) lKF R
productionapp FEf# @,

IAM #72 : SlZENMMENE —NEFIEERE

EAZRES | #B4F#F A Amazon Web Services Management Console Sl —MNEF EHEA K | RE
FHZ K RE M ANEIZ Amazon Web Services IKF? Y —/N IAM AR, BRIBM KR AT EE RIRNR
B 1AM izt A PP E $2 & % Amazon Web Services Management Console,
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THEREEE=ANELRIR

SR 1 BIERRE

AMINERT |, IAM AFRBRRRMATEMRE, REZEW R |, tIIFET R Amazon EEE
HE , ETEERETHRE. 2R, ZUBR-MATFEAKMHAF BRI ZEFNENE
FRERE,

SR 2 MK

FEBMMBALE | BAPRRSERBAXOFAHIRR, ERSBP | BT RBH
A
S 3 WA HIERE

B tnEREgJE |, BN AT BUZ A P & 0 B F P R g

TERFAF
BRTARERTHSR , ELXREEEUTAR :

- A[ER IAM BFBEHEFZEEEEENRMN Amazon Web Services I,
o ROBBEWMTREEHAR R FEHMN IAM BF -

AP &% i R
PolicyUser <F> <F>

S BB

EZLTBRD , BB —NMAFEAMMAF ( 28 1AM IR RiEiFEXER ) &F Amazon Web
Services Management Console HY & F 1T & KB,

DR RN Dok
1. ERAZEAEEANBRNIKS  BIUTHiEFRE IAM 248 : hitps:/

console.aws.amazon.com/iam/,
2. ESMBEHET , %Z Policies (KE).
3. ENABERD , EEREIEKE,
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RAriEmE

4. E&#F JSON LI , RIFEFILLT JSON REE AR A, FZXAKNEE] JSON XAEF,

"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Action": [
"iam:GenerateCredentialReport",
"iam:Get*",
"iam:List*"
1,
"Resource": "*"
1]
}

5. MREHBBIUISERERNENLZELES

(® Note

IET LARERTE AT 1L A1 JSON 4miEESSIE TN+ 2 | i, A3 ,
IAM TJBE & i 22 S8 BY SR A& 45 4 LA X9 ]
BESFFAREREN,

URIBERIE I+ kR Review policy ( EEFHE ) |
ML mEeRH TR, BXEZER,

. FREEAES

, RIEIERE Next (T—F )

MREHTERRETML

6. EEFEHAUERNMEL , # A UsersReadOnlyAccessToIAMConsole fERN KRB, EEFEMN

EBEBETHNR , RAEEFCEREUREENTHE,

HERERBIIRPETRHERE , FEERFHINZEKE,

HUR 2 M HORRE
BETR | LRI oI SRk AN ESM i 1AM AP
BE BRI A

1. 7 IAM ZHENSMBEKP , T Policies ( KB ) -

2. HEXRBIRMIBWIERES , FFHRE A UsersReadOnlyAccesstoIAMConsole B

EIRH RS

I, RF , EHRFERF UsersReadOnlyAccessTolAMConsole 3538 #Y 8 1% 1240

3. iHIEFE Actions ( B1E ) R4 , AFIEF Attach (¥ )
4. 1 IAM E{FH | EFRETUSAFIER P

B P
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5. EERER , FFHEEA PolicyUser EZZAFHEIRETN, RF , EHhFIRPZASZULH
o

6. & Attach policy ( Bif E3REE ) 6

BENRBEESE IAM AR , XERENEZAFER IAM 2§ &0 LG RNR.

HIR 3 WA P 15 RIAER

NFARHE , RMNBWEUENHAF FHEFRKN G ERR , AEE T AP TERENER.
58 PRI = A P B SR BA 3t i [R] AR BR

1. A% PolicyUser ik A BN U TRt BRI IAM #2414 : https:/

console.aws.amazon.com/iam/,
2. WEREFHENZANATNEAZHACNEFNAFLRE, BEE |, PolicyUser AJLE REIE , BFLE
BIBRIERIE IAM HIE,

< 22 R
AXERE BSHANATER :

- BRERMENKER
« 3%l IAM B 518 Amazon Web Services Management Console

HE

i, CERIEXREENMNEFESEEREAENAES R, Bt , & ERN K~ Z % IAM
#HE , T HEAP TRRENER,

IAM #18 : RIEFRZE N IFB Amazon BRI R

ETEMMNIAMEIES (ABAC) B —M&RINER , ZEXBETEMRE N, £ Amazon F | iX&F
HEH A IRL, & _IJ«Mﬂ‘Tv&I?ﬁjJD Z IAM &R (23 IAM B ( AFRFIAE ) ) LR Amazon &
Ro BAINENEE  XEERFEAGIFHFERBREBEETENFEQER FNR. =& 6EARSE I
Amazon R FEIET , AHEE X Amazon KEEH TRD ESCREIMEA M BRIV B, ABAC KB
tEf2 %t Amazon REEEMRIE , FEEFELI LS N LM EIR. BX ABAC REMBX FAEKEER
RBNEZEL , BSEMTLRERT Amazon 5 ABAC ?,
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@ Note
BATA BN EREEE —/ME, Amazon Security Token Service A X ZELEFEREZ,

FR

o HEHR

. BREH

- FHA . QIENRAF,

. 812 ABAC KB
R3:.HEAE

L R B 2 4R

- SR5: NHAEFRH

- SR6:NATT REME

o ST A E R M BR 2 A
« Summary

« HXAIR

- IAM %12 : ¥ SAML £FHRZ AT ABAC

[BX
g

NG
S
N

Nil

NG
QEl
R
D

“FI'

HIEBR

AHBHBANAMNE —PMARTFEEETHHRZIN IAM A6 A61FEEATEFRZ /TR RN iZ
KEE, HE4EM@ Amazon K HERE |, FREFERENRBEIAERSEERZRFEMNIR, RN
RFAFREESREEELEEN Amazon R,

M=

R &R —FRHEA N Example Corporation AR BMNFRXAREE , ANtER—BEKRFEN IAME
BR, £8% IAM AP, AENXBENCENEE, SFERRALHTAIBMARERIEAKR
BB IFRHFENRR. BEFE— I HARKEMT BRKRE,

FIEFEFE A Amazon BIRREN IAM B & EHIRZER N ZF ABAC REEH RS LR KR (M
Amazon Secrets Manager 7148 ) « ET7THEBLERSZHETHRENEN , BSHAEA IAM #)Amazon
RS. BT MBULEREPERABLREERERERARBMNRSHBRENERR , HSH Amazon REH
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BE, BIRMEM4RE. ZAUNET SAML W EHRUEFS Web SO RERFHITEE , HLEF
LtkiB4 Amazon, HEM R THLKRE FHE Amazon Frt , HEMHFRNAZ Amazon HFTEEIH

Eth, RiE , BUUER ABAC RAWFELETXEBEMHMNR. ET# SAML RREHHHNLFE
RESXRHENTEZL , ESHEIAM HE : fF SAML £iE#HRZ AT ABAC,

BN TRRMRERIEFABARK R 2 Pegasus 5 Unicorn BB, EaJLLERLT 3 NERFHIIE FHRAAR
XE :

« access-project = peg ( XF Pegasus T B )
« access-project =uni ( XF Unicorn I8 )
« access-team=-eng ( X¥FIFEHPA )

- access-team=qas ( ¥ TRERIEAR )

A, kR EE cost-center RADEARLUEABEEN Amazon lk# k&, BXEZER | i/
2% {(Amazon Billing and Cost Management I #588) HHVE R A 2 BRE,

EEREHE

- RIMFEAIAM AFRPKIE#HTER , AERAHEANRMNIMEN IAM A A€, MRZNAFHEER
CHEHRE  NETLHIRERSFMRIEUARATRIESRE IAMAFNBERLITRASZR, BXE
ZER |, BFSHEIAM #HiE : ¥ SAML 21FFZH T ABAC,

- FrmEASHNE— K. REREALFIIELIRF,

- RTABGIRMNER , BriRR R T4FRARNREMMNIINATEAGHN AR, XFBRAT
B EUERREHITES, EEATEEECANBIRN ARN RER R,

- ATALIEIEARBRENRIER , it A M,
« R T O] BASEHT AN BR 2L B A AT B A 8 & IR

« IAM EERALUNFTERMFAE, AT AIZMRICHN IAM AR UAFHRENNAS,
EERATERRB RIS E HEAKR

EAHRES  BEFEENER , FicMEBE AR  HERERANBAGUATFHHEAMANITR. £K
RS AT AN EARE U B MERFEIRICH R IREHIT Create, Read, Update # Delete i
7], LEIRBEIE Fo 1 3 62 F (& — B RAARIC Y R 1T I8 B Read 17,

FRF M

ENTAHEPINIR  BLAEERZUTHRE .
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Amazon Identity and Access Management ArfEm

AERRAF EHREZNETEENRAN Amazon Web Services Ko

- BR 12K ID(ATESR I PEIEAE ),

E{FH Amazon Web Services Management ConsoleZE# Amazon i FF ID & , BEA L AN SR
£ _Ei%$E Support (23%F) , R/F%#R Support Center (X#&FH ). KPS (ID) FERELMMPNSME
B,

Services ~

—

Support Center X

Account number: 123412341234

 {KI7E Amazon Web Services Management Console F 8|2 M 4R%E IAM A, SEFKE, {8

=, MREFERBHEBLUEIRE IAM EETE , FHRAHERUNEERERT D SR,

S RIBWEA S

ATHINE , FRIRENERCAEBTEERENAEH IAM A/, X AIEEE R Ht it 0] A9 E BA
ANEZRAF, ERICAPER , 283 REHRANRKAAERBAE, MRMFRE—NE MERR
RITE, WEEFERZAGNEERET,

1.

B LLT &7 access-assume-role WEFIEEXRE, BXA/E JSON KBENESZEE , S
17812 IAM policy.

ABAC EH : K AE{T ABAC A€ , BRIRRAFNASKRZEE

UTERBAAFPEENKSPFRAEAHE access- BEMFERNAR, ELNEASHAFHER
KBE ., BARMRAFORIFEAE,

EFEALRE B ROIREFHRME SRR ERNENKSES.

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "TutorialAssumeRole",
"Effect": "Allow",
"Action": "sts:AssumeRole",
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"Resource": "arn:aws:iam::account-ID-without-hyphens:role/access-*",
"Condition": {
"StringEquals": {

"iam:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",

"iam:ResourceTag/access-team": "${aws:PrincipalTag/access-
team}",

"iam:ResourceTag/cost-center": "${aws:PrincipalTag/cost-
center}"

}
}
}
]

}

ENAHETRBIXRERF , BULUEREHINE —MNAHFENEFPRNEZE, BXRXESZE
B BSR4 IAM BFARM £ IAM B A7 mA MR A .
2. BIEUT IAM BF |, Mih0 access-assume-role WPRFEM, W{RIEF[AFEMHEX Amazon

Web Services Management Console B A RIR , RERMATIRE, BXRAUIEMRICHASH
BZER , BSEE IAM AR (BEE ).

ABAC AF
P& RAFmRER RAPREE
access-Arnav-peg-e access-project peg
ng
access-team eng
cost-center 987654
access-Mary-peg-qas access-project peg
access-team gas
cost-center 987654
access-Saanvi-uni- access-project uni
eng
access-team eng
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RF & RAPiREi RAPiREE
cost-center 123456

access-Carlos-uni- access-project uni

gas
access-team gas
cost-center 123456

S 2 8|22 ABAC K

BIELLTH N access-same-project-team WK, BFEUENTRPFLEBIMNEACR, B
XAI2 JSON FHHEZER , SR LIE IAM policy,.

BXRAHNAHBRRARWERE  FSHANATRE

o FEEIAM EHHFITH G IE

« Amazon EC2 : A AGREFRNEEH ETEIHREF LA EFFricH EC2 K41
EC2 : ET ALK E AR RIFERE 3 R F 1L SE 4

EC2 : ETHZEXRE 3 HRIFLLEH

IAM : KAEERERENAE

ABAC KB : REE MRS BT RIRE LELAT A | Secrets Manager 3R

UTRBATEAGE, R, FENRRER , ERREFEASEHHEBEN R/ EX RS LER
Ro HEMBIERTIRRT , MTURM access-project. access-team M cost-center FEURE
FHMNRECEE, ZREE AL FRINATIER Name 5 OwnedBy 7%,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllActionsSecretsManagerSameProjectSameTeam",
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
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"StringEquals": {

"aws:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",
"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:ResourceTag/cost-center": "${aws:PrincipalTag/cost-center}"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"access-project",
"access-team",
"cost-center",
"Name",
"OwnedBy"
]
},
"StringEqualsIfExists": {
"aws:RequestTag/access-project": "${aws:PrincipalTag/access-project}",
"aws:RequestTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:RequestTag/cost-center": "${aws:PrincipalTag/cost-center}"
}
}
I
{
"Sid": "AllResourcesSecretsManagerNoTags",
"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword",
"secretsmanager:ListSecrets"
1,
"Resource": "*"
},
{
"Sid": "ReadSecretsManagerSameTeam",

"Effect": "Allow",
"Action": [
"secretsmanager:Describe*",
"secretsmanager:Get*",
"secretsmanager:List*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}"
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}

I

{
"Sid": "DenyUntagSecretsManagerReservedTags",
"Effect": "Deny",
"Action": "secretsmanager:UntagResource",
"Resource": "*",
"Condition": {

"ForAnyValue:StringlLike": {
"aws:TagKeys": "access-*"
}

}

1,

{
"Sid": "DenyPermissionsManagement",
"Effect": "Deny",
"Action": "secretsmanager:*Policy",
"Resource": "*"

}

]
}
LR EMER ?

« AllActionsSecretsManagerSameProjectSameTeam iEA A iF X A A MR ERNIT I IRSHY
FrERE , BRRRRFRRES EMHMIREE, BIR "Action": "secretsmanager:*" 7N
FIZKRBE |, KBEIFTE Secrets Manager 8K B, R Secrets Manager 7 il—/N#THY APl 84E |
NETFRFZBRERMEER. ZEAEA=ZNFHERERE ABAC, REME=MNREIRE true B
ARFZER,

- IRABRLEGEEEENRESE , A BHESFTANRSTE |, NIHEaNE - NR4SRIEE
truec N FAEENIRERAZRFRFERICHERE | LLRIRE false. E T FRLILIRT AT HHLLER
Y€ , 125 Amazon Secrets Manager FVIR{E. RIBMEZHE., LLEIEAX Secret (FBHA) &
TREBMITHIRIERF secretsmanager:ResourceTag/tag-key &M, FL Secrets
Manager BERZIFZARER | ©FF GetRandomPassword M ListSecrets, EAMBIEE
BRI S BERFIX EBRE,

- MRBERPEZNEMIZBBISEEEIRT , MWEZANRERMFRE true, BIFF
ForAllValues # StringEquals &R ZERFEESEARMNITILRE, MREERERY—H
BOTFE , WRMHRE true. N TFAARFEBFEBRPEEFRER Get* B1E , /AT ZRE, MR
BEREBGEVRPEENIFZE , WRHEE false, BERFEZBHNEMIERYSBMEZIIRN
— MR ERLEE, BXELZEL , FZRZELTE.
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« EUTERT , BZANRAHRFIEE true : BRIIFEENRE ; MIBE=ZIMREMEE ; LS
FHRMREELE, MRFRFPFEZRE | MR WIRE true, KBTI TREZERFFH
... IfExists, MREXFZROBREPHRAREZZEMARE | EFSBNETEE |, NZRG

iR [E] false,

« AllResourcesSecretsManagerNoTags EEA A GetRandomPassword M ListSecrets #
£, ME—MEATAFXFIERKE.

- MREAERFEHERBMN access-team FRERFIrIEEH , M| ReadSecretsManagerSameTeam &4
AT RRFEMAE, TIRTEB RAEFOFEZWM |, #ARFIERE,

- DenyUntagSecretsManagerReservedTags B HAIIEL M Secrets Manager F il R &
Bl“access-"FF AV EBREME R, XEARZA TGN FRATAE , K ERX ErR T g 2 M
BRAX PR

 DenyPermissionsManagement IBEAIEL LRI GIE. HBIHMBR Secrets Manager WE T RIRH
REg, XLRRET A TERNEANNR,

/A Important
LR E A — MR R ARSI FT B R/E |, (ERRELNREIIRIE, ELRENBREM
Hip AR EHHITZRENKRIE, XARKTEBNER. FASEREK , EXBATZE
NIRRT ERAEREL, BN , ATENRENIIR , RNBER TRHELTREZRRE

FR3I:CUEAE

BIZLT IAM B H KM NEE E—SFE|E M access-same-project-team K, HXEIE IAM
BENEZER , F2H tlEMm IAM AFRFZERNENAE, MREFEEAKESOMAZE IAM AP
At , S0 IAM 51 . F SAML £iERZAT ABAC,

ABAC A®&
1B BB ABENR ABIRE AR
I B Pegasus access-peg-enginee access-pr AT IEMEEWAE IRRR
I ring oject = DR I FEE Pegasus T2
peg BIRo
access-te
am =eng

SW|3: QlEAE 94



Amazon Identity and Access Management

RAriEmE

B %K BAEEH

B Pegasus access-peg-quality-

RERIE assurance

I B Unicorn
I ring

access-uni-enginee

In B Unicorn
FRERIE

access-uni-quality-
assurance

AERE

cost-
center =
987654

access-pr
oject =
Peg

access-te
am =gas

cost-
center =
987654

access-pr
oject =
uni

access-te
am =eng

cost-
center =
123456

access-pr
oject =
uni

access-te
am = qas

cost-
center =
123456

y= Rk puN

A QA HRNEEFIE QA
TRARIENMEEFE
Pegasus QA &R

A IRIMEINE IRRR
DR BIZFMEE Unicorn TE
TR

A QA HARNEEFIE QA
REUARBEBNEEME
Unicorn QA &R,

SW|3: QlEAE
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HIR 4 Wit 2 =

MmEACHNRREREATR IANERE, NECAEIME, HARRMBAPOFRIC LA X E .
BEII7E Secrets Manager FLLAF B E SR, RALEBNAGFNIXED , BINEHWRRZRTMET

.

A BT RN T HRARRENHH

1.

EENENRRFEEOFR , MUEBGAFRSHER , UEREE IAMBEFAF. AGFKE,
FRANKRLES O EIHA X BEEFRE TR, L , LA access-Arnav-peg-eng IAM
AP 52 RHITIT Secrets Manager ##1& , #isik : https://console.aws.amazon.com/
secretsmanager/,

=id Y0¥ %) access-uni-engineering A,

BIRVELRM , B access-project Hl cost-center #¥{EE access-Arnav-peg-eng A
F# access-uni-engineering A& FITE,

A X7 Amazon Web Services Management Console F{lit B BNEZEL |, HSH YR A6
(ZHE) .
tN#:ZE] access-peg-engineering A,

FERUTEEFEENZH. ETHRNAEMEES , i5SH Amazon Secrets Manager A F3EEF
MBI EARZRA,

/A Important

Secrets Manager 2 & RiEEE , FHEEENREAE Secrets Manager BB & FERANHE
f Amazon RS, a0 , B4 Amazon RDS BIEE &L |, B4 A MR RDS 3£
f5l., RDS £ & M Amazon Redshift ££8f, BRI ZEIXLIRE , RAKSEEERAARHE
PR IX 45 E Amazon RS

1. 7 Select secret type (EIF AR A) 5 |, % Other type of secrets (HMERH M),
ERANXEES | WA test-access-key #l test-access-secret,

2. 4 Secret name (BB ) FERHE A test-access-peg-eng,
3. NTFTRAMTFRMIRESHES , AEFTHIT N,

4. %% Store (178) A= HBERH, HFEEAME , HIRE 2 BI# Secrets Manager 2§l & 7T
H, AFERATRPN T —IMRZE, ATFFERARE—IHRZE , HEERINAERA,
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RAriEmE

test-access-peg-eng HEH ABAC iZ4HE

daccess-

project

REE

(%)

uni

PEg

PEg

Peg

PEg

dCccess-

team *R

L=

(%)

eng

gas

eng

eng

eng

cost-
center

REE

(%)

987654

987654

123456

987654

987654

HAppr

owher =
Jane

Name =
Jane

HTH

214 , A access-project
HEESAGH peg BEFEE,

B34 , KR access-project
hEESABHN peg EFEE,

234 , KN access-team IRZ
BES5AEMN eng BEFREH,

234 AH cost-center #HRZ
ES5AEK 987654 EARITE,

B4 | RN KRBT AT
X owner , BMFFIB =AFIERZ
HEEHEHESACHELTE LR
ik,

ERAV , BAFRB=IHERE
HEFEEHESAENEEE.

A, RFEBERER Name R
=

<5V flo)

5. EHFHXNUTENALIGRZEEERTENI =1 TR, FHIENFETSH | MiAEAE
A—ARDIIRE, TIERE, FANIRENTRNIREE, RE , EARENRZCEZERL
THREMBHBENR.

HPR 4 NAIEESA
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ABAC ABMIRE

RF&# y=R= R BHAW BPARE

access-Mary- access-pe test-access- access-project

peg-qgas g-quality- peg-qgas = peg
assurance

access-team
gas

cost-center

987654
access-Saanvi- access-uni- test-access- access-project
uni-eng engineering uni-eng =uni

access-team
eng

cost-center

123456
access-Carlos- access-un test-access- access-project
uni-qgas i-quality- uni-qgas = uni

assurance

access-team
gas

cost-center
123456

SR 5 NiAEEHH

ZEHRmMESNACHEBATATIEERICEHAKRBMNAERSA , MAEHIE T, BIE
Secrets Manager F Uiz R /Y A & 5K ¥ A SRR PR IZ T H T 146,

WHEBFTRHTHHARIRENFH

1. BATHEANIAM AFRSHEF
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e access-Arnav-peg-eng
* access-Mary-peg-qas
* access-Saanvi-uni-eng

* access-Carlos-uni-qgas

2. YIRIICENSE

* access-peg-engineering
* access-peg-quality-assurance
* access-uni-engineering

* access-uni-quality-assurance

A X7 Amazon Web Services Management Console F{lft BN EZE R , FSEIRIAE
(BHE)

3. EEMSMERD , ERFLEMRUBRTXR , RFERF Secrets (B4).

4., FTREZHTNAGNM  BUERPEIFMENINBH. XWMEER , BREN access-
same-project-team KRB R TFXNFIE R IRINIT secretsmanager:ListSecrets &4E.

5. ERHEHAP—NEBHANEN.

6. EFfNFAGENEL , FNABGKENHELARTHEENHNE. FENAREMELNE
AERMHETHER. RENEZEF—HBREBM , M| access-team FREEH, MREIIFEE ,
17 B R AR HE 4

BNAGH ABAC BHEEFTH

BBEWR BB AT R
access-peg-enginee test-access-peg-eng 2R
ring
test-access-peg-qas 24
test-access-uni-eng 2R
test-access-uni-qas 24
access-peg-quality- test-access-peg-eng 214
assurance \
test-access-peg-qgas 2R
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BBEEWR BB THA9T R
test-access-uni-eng 214
test-access-uni-qas 2 AT

access-uni-enginee test-access-peg-eng 2R

ring
test-access-peg-qas 214
test-access-uni-eng gAY
test-access-uni-qas 2iE4

access-uni-quality- test-access-peg-eng 24

assurance ‘
test-access-peg-qgas 27
test-access-uni-eng 214
test-access-uni-qgas 2R

7. MNREMEHEZ ST , &#F Secrets (BH) WEEMEATIR, EATEANAECES IR
SRRNIAIERERERTERNENR,

SE6: MATT B

EETAENIHHES (RBAC) LEAETEMEMNIAMIZES (ABAC) WEERRARAIY B, HEW
NFIE Amazon RINFTAINE . HARSR AR , BEEEH ABAC B BKEE, Hla0 , fRi% Example
Company EFERBI—MNMXSF A Centaur IFTIIE . —N& W Saanvi Sarkar #Y TRJTfF A Centaur
WIRMEE A6 BIZIEMIES ST Unicorn BB, Saanvi BN EE Peg B ITE, A, FEE
BT/LE&IREIF , EAE$E Nikhil Jayashankar , /X35 Centaur T B,

@ Amazon AN HiETI B

1. LLIAM BERAES , ARBE LA TMULITH IAM #2414 : https://console.aws.amazon.com/
iam/,

2. EENSMBERKT , & Roles (B8 ) , REARMEB RN access-cen-engineering B IAM £
., ¥ access-same-project-team NNRREEM MBI B EHRMUT BEIFEL :

SR 6 WA BM 100
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* access-project =cen

* access-team=eng

e cost-center =101010

EEMSMERP , BEERS

wI—NE A access-Nikhil-cen-eng WHTAF , HMfINE RN access-assume-role WK
B, RERMUTAFHE,

* access-project = cen

* access-team=eng

* cost-center =101010

ERAZER 4 NHACIERAMIERS  NHEFRHFNIR, A5 —MHNRREOH , Wi
Nikhil 2& BRI Centaur TEZAF ARBRERNMBLEEN.

EENEBRSMEZNENKTEEOSF , EFEMAF access-Saanvi-uni-eng.
£ Permissions (1XBR) &I+ L , MIBR access-assume-role X PR K&,

AL TR A access-assume-specific-roles BIABKKREE, B FRNEBEAME A
EZER , FERNAFRACHRANBKER (2H8 ).

ABAC Xl : REABEASR

Bt 3R BE foiF Saanvi XA Pegasus 5 Centaur MEM TEA®, BT IAM FXEFZERE , Bt
BXECELBENEK, TEEFR access-project = peg M access-project = cen #¥rid
Saanvi A, 4\, Amazon BINEE T RN EXAMELE, BXEZER , HFSHRE IAM

H Amazon STS FH THRICHAN, Mk , BLAFHEEHTURANFENEE,

BEFEALRE R ROIREPORE SN XARER N ENKFER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "TutorialAssumeSpecificRoles",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam: :account-ID-without-hyphens:role/access-peg-
engineering",
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"arn:aws:iam::account-ID-without-hyphens:role/access-cen-
engineering"
]
}

}

9. HEALZE4 : NHGEBZAMIES  NHAEERHPHEE. £S5 —IMHER[EOH , BIA
Saanvi AIMKAR AN AR, REMRERRREACHRINTE . HARMRARFOCIEE
He WA, BN ERAXIEANARNAERN ( 2R LRIIZNESR ) NiIFAEER.

SR 7 - I T T A BR 27 4R

MiinE BB access-same-project-team KR AT A TEFHMMBIBREMIRICETE . EHRARMBA
RO EH. BIITE Secrets Manager MR 8K & &R IA G R IETH T4E,

= 7 AN BR T A A A Fr B RS B4R
1. UTHENIAMBPREHES

* access-Arnav-peg-eng
* access-Mary-peg-qas

* access-Saanvi-uni-eng
* access-Carlos-uni-qgas
* access-Nikhil-cen-eng

2. YIRIICENSE

* access-peg-engineering
* access-peg-quality-assurance
* access-uni-engineering
* access-peg-quality-assurance

* access-cen-engineering

A X7 Amazon Web Services Management Console F{lft BN EZEL , FSEKRIAE
(EHE) .

3. NFENAL  BZEHEFZARER , ARZHBBRUATEHR, BXESZELR , 55 H Amazon
Secrets Manager f F 155 B E S 2 48 M BR A A R 2 4R o
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BNA®N ABAC ZiAEFAMERITH

AEEN HHBW TRRITH
access-peg-enginee test-access-peg-eng 2R
ring

test-access-uni-eng 214

test-access-uni-qas 214
access-peg-quality- test-access-peg-qgas 27
assurance

test-access-uni-eng 24
access-uni-enginee test-access-uni-eng 2 AT
ring

test-access-uni-qas 24
access-peg-quality- test-access-uni-qas 27
assurance

Summary

BOEERITERFRERATETEMENIGRES (ABAC) FFENIES R, BB T HRIMAE XFRIEEK
B%, BEMNZREMATEAMER, BEIZHBH—/NN Secrets Manager 58 il SE i 1% 5% B& Y 3R
B, S&ETHRE , ERMFHTE MAKZ AT , ABAC AR B, it , BAIUERNAGZRF
IAM 2% & |, H4KIMA7E Amazon FRF#REHTF ABAC,

@ Note
FERME RN ATFERERG THITRE, IREETRANKENATERE
ITRRRAAFSAE , WAETFRERSNEERIE. flo, MREEEH
AdministratorAccessAmazon HERMOAFRFELEENR , X LRBERRHZ
HR, BXESRENKENNABENRNELEL , FERBERAITERIELIKF AN

#R.
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IR
X T IR

BXREER , BEHAUTHR :

« HAREAT Amazon #J ABAC ?

« Amazon £RB&H L TXEH

- Bl IAM AP (#5&)

- BIEE IAM ARZERNENAE

« FRi2 IAM BIR

« ERRZEEREIX Amazon IR 7]

- YRIAE (BFHE)

« IAM 312 : ¥ SAML 2iF#ZFHF ABAC

ET7HBROTSEEKFHPNRE | BSEEHTRSEE TEREF Amazon CloudWatch Events ¥512
Amazon BIRIIREE Ko

IAM 32 : ’F SAML £iEFZHTF ABAC

ETREMENIGRES (ABAC ) B—HEDRE  ZRBEETEMERENR, & Amazon |, XERE
MRMAIRE, EALURFER NS IAM R (2% IAME4E ( AFFMAE ) ) UKk Amazon B#iR. &
KA T @ Amazon R HERE |, SSMER N EAH BIEHRE.

BHAUERABCEIREEMAFRREZELSENRS, RE , BAIENER  XERBERRSZYS
BARBEETENFLOEHR TR, HEEARSEGX Amazon BIRVIAMEE , AIEXX Amazon
REH TR BRI A MERAIE K, ABAC KIELLES: Amazon SREEEMRE , FEEE
BHHBN RN RIR, BX ABAC REENTREAXRBANABNESZEE , BSRMATLEEAT
Amazon B9 ABAC ? ,

MREHNATERAET SAML W EHIREREF (IdP) BEATAF &4, WAL Amazon F
SAML BH#TANE G RZES, BESERABDOIMRARF, AFEFEp4at, #HI9EMNME o2&
£, HENXEEMHERNQERSEEN , TUREXLESFRLEEIT Amazon #9177 B R

EH@EY SAML BHEBRLAAFEIHRTHR ABAC HiZ | /K IAM #i2 : BIEFZE LiFHE
Amazon FIRIIDRE FINESURA TP N AN EL,

TR

EHITH SAML 2FREHAT ABAC ISR | BATER AT &M -
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« WETF SAML #9 IdP WIAEIRIR , BEEDP AU EZERRERHANHAAF,
- BEBLUEEEEANENAFSHER,

« {KI7E Amazon Web Services Management Console F 8|2 M 4w%E IAM B, AEHKE, {8
2, MRBEERESHEBLMEIRE IAM BENRE |, B ABAC HRRHNEREREEFT DS HH,

« £ IAM FiREE T SAML Y IdP WA K, EEFEMESEURIEREM IAM XREERE | B5H
£/ AssumeRoleWithSAML 1% & iERZ,

S elBNEA P

\|

B S 1 ARNRAS RRE. BTAEREERENS G FEEENR TR IAM A,

\|

SB 2 0|2 ABAC FKHBE

R SR 2 . 02 ABAC XK R EE IAM F OIS EMNEE KK,

]R3 EMEE SAML &

71 SAML £ ABAC #iERT , BATRAITHANSTRKCEAES, EE SAML IdP FJ/5A Amazon
Web Services Management Console 7RI R, BEXEZER , BSRIER 3 tIEAE,

HUR 3A : Bl SAML B &

B —/MEME SAML SR IRMUEFMNELSR 1 PLIEH test-session-tags AFHRAE., ABAC
BECEHEETEACKENEMAG, HTEM SAML IIP £22ERE  AkREE—1NAE,
ETHRUOMACEET SAML AR  BSHMEAT SAML2.0 ME S BRIV AE (ZHE ).

FFHBHENRN access-session-tags. ff access-same-project-team NRFEH MBI HE,
REABEERBREAUTRE, BEXNMAREAGHNEEXINEMLER , BSRIEHAE (HH
).

DT ABEEREATEN SAML B 1RMUZEFH test-session-tags AFRRAZAR, ERKA
AN , X TEE = NMEENSEIRE, sts:TagSession BIERAFEZELTBIRSFISEN,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowSamlIdentityAssumeRole",
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"Effect": "Allow",
"Action": [
"sts:AssumeRoleWithSAML",
"sts:TagSession"
1,
"Principal": {"Federated":"arn:aws:iam::123456789012:saml-
provider/ExampleCorpProvider"},
"Condition": {

"StringlLike": {
"aws:RequestTag/cost-center": "*",
"aws:RequestTag/access-project": "*",
"aws:RequestTag/access-team": [

"eng",
"gas"

1,
"StringEquals": {"SAML:aud": "https://signin.aws.amazon.com/saml"}

AllowSamlIdentityAssumeRole & fiF TR EFRUEERAK K 2 EMNTRAEIL T 1P 55 5 19 Bk
AK'J Amazon RS AL E B, ExampleCorpProvider SAML 2B E IAM FEN, EEBRAEBLR

RE SAML Wi S MUBIZE =N MENRERS, MS TUERETANGRE , EXAFEX=ME, F
BHEMRLESE cost-center access-project FREWEIE, B2 , access-team BHE
MHAEE eng 5 qas , MERN T IR FERIEENFHN S5,

R 3B : BLE SAML IdP

ElE &Y SAML IdP J«Xﬁ cost-center, access-project # access-team BMHERN S FERZE
B, BXEZER , BSHMEMA AssumeRoleWithSAML %% £ EIRE,

ERXEEMENFIRELE | BE SAML ISP EEUTTE,

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:cost-center">
<AttributeValue>987654</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-project">
<AttributeValue>peg</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-team">
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<AttributeValue>eng</AttributeValue>
</Attribute>

SR 3C : BREH AR

HNERE S SAML AP B REHEHRMRR. BAXESELR , BSHEME SAML 2.0 BRE S A #E

518 Amazon Web Services Management Console,

SR 4 N6 ZZA

£/ access-session-tags ABKE &% Amazon Web Services Management Console™
BXEZER , B SAML 2.0 Bx& 54 AP 8% 5 7] Amazon Web Services Management
Console, RFIRBIAA TR 4 NiHCIEZH QIEZRP. FATEHN SAML 54, ZEANEMLE
ABAC HEFIETRHIFELE, BXEZER , BZRALS R 4 . WEHSEZH,

SR 5 NiAEEHH

BRBIRS . NHAEEZATNHAEREL-TPEIBNER, EHTERRN SAML 54, Z56H
B 5 ABAC HiZH 15 RAVFREILHL,

S 6 WAy EH

BBIER 6 MiA A BEPNHEANR AT B, BRTIERE , EAEET SAML & IdP F 7510
BEUTEMNHES

 cost-center = 101010
* access-project = cen

* access-team = eng

SR 7 - W E R MM R A

BB 7 - WA E R AM ERER A PR U E R MBI BR R, ERATREMN SAML 540, ZSOHNEM
5 ABAC #iE B RAVFREILEL,

/A Important

iR ERIBN T BE ZAUB R L2 A, BX Secrets Manager FEMWFHER , HSH
Amazon Secrets Manager o
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S
ZREERDTEREA SAML 2EFRENRFREH TIREEFRENAELSR.

(@ Note
FERME RN ATERERG THITRE, IREHETFRANKENATERE
ITRRRAAFSAE , WAETFRERSINEERIE. flo, MREEH
AdministratorAccessAmazon FEXROAFRTELEENE , X LR 2R HZ
HR. BXESRENKENNABENRNELEL , FZHABERAITERIELIKS N

WR,

IAM #1& : RIFAFEBRHEEIEM MFA RE

FBALATAFEZLEIEINHLIEEECNZESHRIE (MFA ) REFMNEIE, BULUER
Amazon Web Services Management Console s A P ELEEIE ( HRIZH. B, LRIEHM SSH &
BEZH ). HRIEATEFTENEIL , UERBEHA MFAE®, XEAFBERDHNRASZH , FIkE
BAFPHEEN, X—EFRRAOTEBIIEREN., AHEEENFNAZIXLERERE , MAEEN
EEATRAE,

RHYRNRAMAARFAFER Amazon BRS , FEUBRENRTAFERA MFA 2FH1ER. WMRKE
A MFA R&8 % , MAFZERREMBRS

L THEREEE=ZNELSRK,
SR 1 BIEREELGES MFA B %

PIREFEERRKIURILRDE IAM BELNNAERE, XEFARAFEREFILIRE L
FERECHFRIEAEER MFA RS, BXTAZNENESRESR , FSRIAM AFNAEHREC
R (BHE ).

SR 2 FFREE OB SR H A A
SIR—-MAFA , £EA MFA 258, ZANKAEB/AAE Amazon EC2 REN T2 HRINR,

EMENEA,E , EKMNE R AmazonEC2FullAccess B Amazon EERINEL R 1 b2
HEFIEERE,

S 3 MR ER AT B RARR

AR BHESR , BWIEX Amazon EC2 (WiF R 2E#HEL , ERZAFSIE MFAREZ R LE,
2B, AP UERZIEZHITER,
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FRFAF
BRTAHRTHSR , ELXREEEUATAR

- AEN IAM AF 5 HEFEEEEENRA Amazon Web Services Ko

- BESHE1NRBEPRBANKS, ID S,
EERENKS ID B | BERERZHN S L | %% Support , AFi%$F Support Center, &7
LATEZTTER Support E# T HREIEMNIKS 1D,

o Bl (ETHEN ) MFARE., FIDO 2 Z4ARE TEAMN MFA &%,

o —MERAKAHNE IAM AP, TR

B~ BIEMNE B Ak~
ARl Hiu 2 T i;f%m H i3858
g m
PUERS R4 AEE - & 20 [ itk A P 48 Ff hn
MFAUser Ak , ARDEZFE  EC2MFA MFAUser FA R IR FAEAT
o PR o

SR 1 BIRREE LR MFA 3%

BEUE—NIAMBFLEEERK B IAM AFPEEHEAEEIEN MFA REMENRS | ZEKKIE
4 H AP B PR

1. UNEEEEAZIENAF BHEF Amazon BEBEF|A, BIE IAM REXE | F28H Amazon
Web Services ik PR P EIEE %K,

/A Important
IAM S{ERERBWEERRARAFERES S REENIRE & 010U 8868 i it FEIE

A Amazon , A 2EAEEKHEIEN IAM AR,

2. 1AE : https://console.aws.amazon.com/iam/ , 3T IAM #2#| &,

3. ESMBE®D , %1 Policies (3KBE) , R/FI%IFE Create policy (BIZEKEE).
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4. & JSON &I+ , REEHLLT JSON KX RIXA : Amazon : RFEA MFA TS 5
Ky IAM AR ‘22K irnE Lt EEH SN, .

5. MZEEEMIEE JSON XAEHR, MARBRIESEFERNEMNRLES, FRUAEANES
RERET—F,

(@ Note

&7 ARE B 12 AT 1L 4w B35 A JSON &Lz E Yk, BER , L EXMEE NotAction Tt
Z, ZARETREERPRZ X, W THEK B Visual editor £+ LRFEE
—NBH, RE JSON LAgkSEab 32 It 5RBE o

IR BI SR BE A SO A P2 7 B X & % Amazon Web Services Management Console B9 [ &

EEEBE, RMNBUESEFAFBRRHAEERB 2T EOMI1R TR,

6. EEBEAVEREL , A Force_MFA ENRMEN. W TREHER , EREXHEA This
policy allows users to manage their own passwords and MFA devices but
nothing else unless they authenticate with MFA. , &R LIEE B RRZBER
AMBEFERRERK, EEENRBRETHNR , ARERUIERKURFENITE,

MERERBIIRPETRHERE , FEESFHINZEKE,

SR 2 RRBEH B A A
TR, CFAN KRNI IAM AP E | FEAZASETE MFA R HR,

1. ESMBEETP , #%8F Usergroups ( AF4A ),

2. EEREPEA EC2MFA , AFEIIRFPIEFRHEERN (MARIEPEIXE).
3. FEENRETF , EBFINNR , AEEZH IR,
4

£ Attach permission policies to EC2MFA group ( S RFREEMtNE EC2MFA 4 ) WE L , &
REFEA EC2Full, AJF , P HIRF AmazonEC2FullAccess EMEIkIE, ETREFENE
Ko

5. EEREFPEA Force , RBEEFHRA Force_ MFA ZIHEIERIE,
6. IERHMIINKRE,
SR 3 MR IEEY AP R 15 R AR

EAHENX—BoH , BUNHAF SFHERARIERBESERTHE.
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1.

4.

FEAL—BrPIELALEHNEE , LA MFAUser & & F&EM Amazon Web Services IkF. £
URL : https://<alias or account ID number>.signin.aws.amazon.com/console

1%£3$% EC2 #TFF Amazon EC2 #£#l& , Wikt A& BRITEMIRENER,
EALANSMEDR , %&F MFAUser AP ®& |, ARFIEIF Security credentials ( Z£&iE )

Account 1D: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

MERM— MFARE, EZESHRIE (MFA) BoF |, EBR S BE MFA RR,

® Note
ATRES MBI ARBEMNIT iam:DeleteVirtualMFADevice HEEiR. MBEEMNALHIF
MEE MFA BRI BEZAFPHBUE T ZERE , AR EXTER. BHE | &
REHMEEAXTHBRAFAENRIEEL MFA &%, BXESZER , B2RKREE
B PR#1T : iam:DeleteVirtualMFADevice.

FMNFARHRE , BIEA—DEL (BETHHEH) MFA &%, flin , FH1EH Google Authenticator
MRARRRF. 1% Authenticator app ( S RIEBNARF ) , RAEEEH Next ( FT—F ) o

IAM FERHEREL MFA RZNEERFE , 2 QR ABEKE, LEFREEREEZANRT
B, ERTAXE QR RBHIRE LNFHRE A,

I ENEY MFA NAERF. (AXAMAFEREEL MFA RBHNNARFHNIIR , BSHE

ELMFA NRAERF, ) MREL MFA NABRFXESANKF (ZMNEL MFA 1R%) , HREMEN
HIET LA BRI K (FTEVE L MFA 188,

HUR 3 0 MIRIEEY A B9 1 R AR 111


https://www.amazonaws.cn/iam/details/mfa/#Virtual_MFA_Applications
https://www.amazonaws.cn/iam/details/mfa/#Virtual_MFA_Applications
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7. WE MFARRARFREXE QRARB , ARRITUATREZ—

- E@MEH , 1% Show QR code (£ QR X13), FALNAREFIEHE QR K13, Hlm , &7
R RGLBIRHERE LT Scan code WL , REFEAIRZNIRGLHE AT,

« 7£ Setup device ( IREBI®R%E ) MSH , %£$#F Show secretkey ( ETRAEZRH ) , REELEMN
MFA BRI AREFFRALERH,

SERIRER , B MFA B2 AFRER —XEHE,

8. 7E Set up device ( IREI®E ) @S Enter the code from your authenticator app. ( B A & 435
EEERARFANARB, )EP , BAELY MFARE EYFIE RN — R EZEB, %8 Register
MFA (SEf MFA )

/A Important
ERARB 2 FILRERENER, MREEXRRBEFFREEBEFRRER , MFA RE
FRIERAFXE , B MFA RZ2TES ., XRANETHIEHN —XMEET (TOTP) RIR
A H, XMERT , BUUREHFRLSER

EE MFA ZZ2IEEZ TS Amazon —EEH,

9. MEHIAEH , ASTEHLL MFAUser B10% %, LA Amazon £ REAZFEHAEH MFA £
B/, WEZRBE , BERBEBAEF , AFEE Submit,

10. 132 EC2 LAHIRITHF Amazon EC2 #B#A. EFE , XREUUBIMERFGE , HETLINITAT
ENEMRE, MRENZAFSOHRETMEMBIESS , WLSFRETRHREELHNER. S
HI L RBMRERR R |, ARKFE PRI @ Amazon EC2 1% F i 8] X R

R FIR
BXESEL  BEANTEIE :

« £ Amazon R EAZESMHKEIE (MFA)
« 3 Amazon ¥V B A MFA 8%
o fEH MFA RZIHREN IAM BFTH

FXFR =
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IAM &3 (AP, RP4ANAR )

® Tip
&% Amazon FHEZIE A ? BHEAREGEEBHNERTE L,

« ZELL Amazon Web Services IKFRFAF (IKFHEE ) WE R ER , BERAEELE
Amazon Web Services Ik 8% B Y EIE,

- ELLIAM AR S HEF , BEALNKSEE R RHELS SR T2 Amazon BEIE,

- EFEAZH IAM Identity Center A B4 &% , 1B AR AIE IAM Identity Center A 7 &Y
AIE BN IR H e, F R4 i 1k 9 B R M,

EIREUEA IAM Identity Center AP B XFERIAR) , 1§28 (Amazon Bx AFERE) 7
9 & % Amazon T,

BREFZHE , F21 (Amazon X AFEE) FH0{10%E S Amazon.

(® Note

MREBEEFERZF , BAEFALTNE LK Feedback ( 1% ) §8i%, BRANRIBERH
Amazon XH4HE AWK EIE , MA2H Amazon Support ZBITHREBIE, & , Bk TE R
B9 Contact Us ( BXREA] ) 8582, EIXE |, BRI R FREE | UBBEREMENIE.

Amazon Web Services Ik FARAF KA NEERERF AT LIE IAM 514, IAM 41243 Amazon
Web Services I/~ KV RIFR. IAM AFEREN —IMRETEEN IAM AFNES, IAM HHRK
AEAPRERIEAR , X SHHTRIE , RAERHRFHE Amazon FHRITRENNER, 840
IAM SR EAUE MRS NREMEXRERK, REBERF, AEIAFPEARATUEFAENZLGT
FTHPLE Amazon FIRHITHRLE R 4E,

Amazon Web Services lk~ 1B A

HIRE X BIZE Amazon Web Services Ik it |, SR¥EHMNE — NN K A Amazon Web
ServicesHIRRHBEZTLHRINBENERE M, LLEHBFA Amazon Web Services ikFIRAF |, £
BRI TN S T I ZBER , TREZS 5.
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https://docs.amazonaws.cn/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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/A Important
BABRWETEEABRAFHITEERES. RPFRAFZIE , AEAXEKIERIITER
FRILMITHES. BEXFTELURAFSNERNEISNZEIR , F5H FERASFIUE
HES -

IAM B

IAM F /7 & Amazon Web Services IKF AN ENMA AINABRFERRBREXRN —MEH. ET
At , RESEBRWEAKNEIE , MARZEFKHEIE (MEBMBRZH ) B IAM AP, Eel
BipRZAcE , HAERR KBABRZEANERSE. MRENEARMNIFEERBRZESR , B
BULERTENEMBRZRH, BXEZEE  BERAXNTEERHATIUENAL , NEFZHAEH TR
%4, B IAM A7 NE Amazon Web Services /= , 28 £& K Amazon Web Services IKF
FoIE IAM B,

(® Note
ERNREHRESE , RNBWEEL S ORESBRIEMIECE IAM A 7 RSN 3R 15 R

BRo ETHMEERMEM IAM AFNEERR , FS0 A2 IAM A, (ME[S ).

IAM P4

IAM AR —NMEE—H IAM AP BB, BTEERARTESR. BUFERAR—XIERZN
BAFRIEENR. MEEXERAF , FAHATUERMHERAFNR, 6l , BagE—18R
IAMPublishers B4 , HEZARF XA IEAFBEEETENNRER,

IAM &€&

IAM £ &2 Amazon Web Services Ik FEGRENRNE M. ©RLT IAM AR , BEERBEAR
SREXRBK, BULBSAE , £ Amazon Web Services Management Console I EEE IAM
A, B LAA Amazon CLI 5 Amazon AP RERFERABEEXMit LR A AR, EXxERAARS
ENEZER , BSH £/ IAM A,

BB IGREUER IAM BBELTER TER
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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- BERAPER - ERQRESHIENR , FIRAGHNARENNR, YRKEFHHTHORIE
i, Z5OREAGHEXRABRRTHLAECELHNR. AXREEFHRINBENES , F5H
(AM BFiERE) FAE= S 5 HhRRHEBCIEAE,

o g8t IAM AFPRR - IAM AFRABTRA IAM A8 |, LEHRESHNIBEESHTENR,

- BIKFFE - S UFER IAM BEUATFTRKFPNENA ( IEEL ) HEEHIKS PR
R BERRTFEKRFFENENEESN., B2 , X THEL Amazon Web Services , A LR
HMEEMMEER (MAEERAAGENEE ). ETHEKFHENNACHNETRRANREZEH
=%, BZE IAM PR B 7RG

SRS 51 - L Amazon Web Servicesfi i Eftf Amazon Web Services P RI4S1E. N |, HIEE
EARSHHTAAR |, ZRSEESE Amazon EC2 HZ1TR AR F I Amazon S3 R IEMEXT
R, RFZELEALXHBARANEANNR, FAKRSACHEMERRSHE<AERRIITIERE,

o EMEMNER - HEER IAM AP SHABE Amazon FRITERER |, BN T4, FHELR
S, BAIRESWMIT—MNMEE , ABHBRETHMBRSZPEH S —MeE. FAS EREHREA
Amazon Web Service B FR , &£&1ERE Amazon Web Service , B T RS AHER. RE
ERSWEIEZESHM Amazon Web Services E :ﬁﬁﬁs&ﬁ?ﬁ'&%ﬁkﬂ’]m Ket , T2k FAS &
Ko EXFBERT , BLREBFRITEXAMRENNIR. BXx&KH FAS BRENHNBERIFE , B
R FRSE,

- BREAE - RZACRRSAREELNIK, PHTREMEBEN IAM A€, IAM EE G AL
£ IAM eI, ERMBREBES AR, BEXEZEER , 55H (AM AFER) P6IE[D
Amazon Web Service ZRIXFEN A E,

BESHEXAE - BSHEXAEES Amazon Web Service Bt —f S AR, BESTUEBEER
RERHTIREN AR, BRSHEXACRE RELH Amazon Web Services Ik H |, HFHIZIRSEH
B, AMEBRATUUEEFEETREEERSHEXBEHNR,

« £ Amazon EC2 L E{THIN AR - B LAEA IAM AREEE EC2 24l Liz1TH X Amazon
CLI =% Amazon API &RV R AREF I IGEEIE, XEEFE EC2 RAIFEFEMIFRNZHH, B
Amazon A5 4 EC2 SRAIHFEHIN ZEHINFERARF A |, &0 BA8IE — /N2 S= 4618
SHREXH. ROBEEXHBELEE , HE EC2 4l LEZTHREFEBREBIGNEL, BXES
EE , EZH (IAM BFERE) RIER IAM A5 Amazon EC2 3= EZ1TH N AREF R TN
BR o

IAM HR B9 I B 4

FERNEESE , XAKBAPNTEASRSER RN FEILE. KRNETEEERT IAM A6 |, BB HAH
Bo BABAERNRELARE IAM A7 RBIEF= A IEEHEUE, XA LRy IEBAAMITIRHIR Z ML
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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FAFHITNES. BRFIEN —NMFLRSERENNEREAEISH. BN RHRXETIENER
o

A {E A 1AM Identity Center AP ?

BIZEWUFE AEKAF A IAM Identity Center 158 Amazon &R, IAM Identity Center #£54 IAM A
F 5415 Amazon BRAHEHBHENHZE. |IAM Identity Center 124 :

- —ARLEHNES

o« 1HEEAN Amazon ALK K

- EERINEHIE F MRS

o ImBEtEAE

- ZEHMHRIE (MFA)

- HIXLIRAFABEE MFA BB

« X MFA R 1TE = LAY HIHAT

- B —%FZ|FTE Amazon Web Services ik &ZiX

EXEZEER , 525 (Amazon IAM Identity Center FiF15E8) H#Y{ 42 IAM Identity Centero

et el IAM AR (MAERA’ )

BNBUERERSAFAXIENAMPER IAM AP, B ERZREE !

« TEERA IAM BN TEAE - BRUMNEEFFR Amazon WNEEITIEMAE. ERENAZS
b, BIEEA IAM AR HISetEIE | Hl0 WordPress 4. BEXEERAT , HEAZIENS
8 1AM A P KEi5 R 243 Amazon #1T B BRI,

« £=7% Amazon F/im : MMIREEAN T EFRXEFHE IAM Identity Center , HlZ1AR1E Amazon L
REME =7 Amazon EF i AN , HEA IAM AP KEBIERZA,

« Amazon CodeCommit 58] — A RIEIFFEFH CodeCommit RIFME B AT , M LAERAEAR SSH
AR RS S EEZIER IAM A3 CodeCommit #ITEMEE S BRI, RIMNBWERT £ IAM
Identity Center PR P #HITEB S HRIEZSN , BHRITIEMAE. 1AM Identity Center PR =2
I8 A TRAAE P EE BB/ Amazon Web Services Ik oM ARFHAR . EETEE IAM
AFMERTRTAFHRE CodeCommit FEFERIIR , BRI LAELE git-remote-codecommit 38
AIE, X IAM Hl CodeCommit WEZER , S & IAM 5 CodeCommit EE M : Git &

At £ 1AM Identity Center A ? 116
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iE, SSH Z4A#] Amazon 158 %4H, BXELE git-remote-codecommit AT EMNESZER |, B
% {Amazon CodeCommit AAF$ER) HFWIEEF EE R EIER Amazon CodeCommit F4i# &,

» Amazon Keyspaces (for Apache Cassandra) access ( Amazon Keyspaces ( Apache Cassandra
RE ) BR ) - EETEMER IAM Identity Center FEIAFPHER T , K FMiL Cassandra &
MWEW , BUUFERAEERSEEZIEN IAM AF [ Amazon Keyspaces 31T &4 K1iE, IAM
Identity Center FHY A~ A/ R TR EZE T RIER Amazon Web Services i =M AE
FRAR., EETLER IR EIER S Amazon Keyspaces, BEXEZEL |, 55 (Amazon
Keyspaces ( Apache Cassandra & ) F R ARAEmM) FHEA RN FILEESIEAR IAM S
SigV4 FE#9 Amazon Keyspaces.

« R2i50E  TEAR S HIRAE | BH4HIE Amazon Web Services Ik R TIRENE R, SIE2E
295E IAM BRI R SR M ITRIN—0. RINBWEAZSEFHRIUE ( MFA ) &2 R
Z2 AP &I,

etz IAM B (MAZAF)
EUTERTRZE IAM BE :

18 E 6|2 —/NME Amazon Elastic Compute Cloud (Amazon EC2) k4l L 2T N AR , ZMNARF
@ Amazon £ HE K.

BEZCE IAM AFRPHNZAFPFNEIIRELZNARER , O TEEZNARFRARAZILE. Mk ,
BIZEKINE EC2 KA IAM AEKESEFl LZTHNARFRERNZEEIE, YNAERFHE
Amazon FEAXLEEIER |, EUURITHNEAENRE R IFNMERIE, EX1FHAEER |, BS
i £/ 1AM A& [E Amazon EC2 26l Li=iTH R AR FEF IR,

BERESZE—NMNNRARERR , ZNARBFEFVLZE1T , HE Amazon HERK,

BCE IAM ARHAZNARF K ZAFPWIGRZES. MR , BEASOGRMERER (W0 Login
with Amazon, Amazon Cognito, Facebook 3 Google ) B A 8 & 17 H [ 1Z A F BT E| 1AM
A, NARFUEAACRIERZSEIE , XEZIEREMINEZAGHNREPIEENNIR,
BXEZER , BSATIAR :
« Amazon Cognito fi 1§
« XF Web BtE BRI
BRARHPHWAFPERLREPHTHEARIE , FEEBFEA Amazon MAXEFHFER-H , BFEAR
¥ F F B Amazon B 1TBAE BRI,

TEME IAM AR, ERNNL SHRERN Amazon 2B EBEBEX R, BALUETHHA KN
1TUERE -

At 1AM B (MARAF ) 117


https://docs.amazonaws.cn/codecommit/latest/userguide/temporary-access.html#temporary-access-configure-credentials
https://docs.amazonaws.cn/keyspaces/latest/devguide/access.credentials.html#temporary.credentials.IAM
https://docs.amazonaws.cn/keyspaces/latest/devguide/access.credentials.html#temporary.credentials.IAM
https://docs.amazonaws.cn/cognito/latest/developerguide/cognito-identity.html
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- MREBRBNEHMRES SAML 2.0 #B , MAZEELTNFHNRES Amazon ZBEILEE
BEXEZER , BZHAXTET SAML 2.0 WEKE H A KIE,

- RIEAEARDLPNAFSOEGRN IAM AEUKRIEMIGE Amazon Z2FIUER B ELRE
RS5ER. BXEZER  FEAEEENLS BRERY TR Amazon ZH &,

kB Amazon Web Services IKF R FEIES IAM AP &EUE

BAFPRKFHIEE , 27812 Amazon Web Services Ik BT 812K, HMEHMWAF (23 1AM
FA % Amazon IAM Identity Center A ) HIKFHIRAFREE A I, FIE Amazon AF#ER
ZE& &Ik,

BA P EIE

KFRHREENZEATT2BRIKFFNAERR. BFXEFEA IAM policy EIELRA X G IR
HREIRR, B RBEMERA Amazon Organizations BRS5 12 FZEEE ( SCP ) SR PR &R & K F BB A R
H it , AR DIEIE IAM Identity Center FOIEZ—MNEFEEANRWAF , LAT BE Amazon {E
F. RAEZERFRAFLEIL , MEAXEZIERPITEELCURAFRSHRFZNIOBKF RS EE
£, BXRXEFISNIIR , BoR FEERAFEIENES. BT BT IAM Identity Center 1ig
ERTHECRNERER , 528 (IAM Identity Center A #5R) HH Getting started,

|IAM & iE

IAM A P RIE1E Amazon FEIEH — MK, KREAZ IAM AF 5 Amazon BR#HITREN AR
RS, XLEAFREH Amazon Web Services Ik~ E B4 E B E RIS 10, flan , &AL
B2 IAM AP H @ HEFZFE IAM Identity Center R oI B RN R. IAM AP HEEKHARKI |, EBhiX
LAZF a] LUEIS Amazon Web Services Management Consoleif i8] Amazon , S8 Amazon CLI =
Amazon APl LI HF R iGR. B IAM AP {a%& % Amazon Web Services Management Console
WiEMADEES , HSHE (Amazon BFHFIERE) HH Sign in to the Amazon Web Services
Management Console as an IAM user,

BE  RMNEBUEERLE IAM AR , ENHEEAFENEBERAEIE. MNRAXABFAERM
Amazon B fERIGEEIE, BRIMIEARAFEASHRAE  BERA IAM BN AFXUBE S0
1A Amazon Web Services IkF° |, XFFIR MBI EIE, AAFEEHRERHENER , RNEBERA
IAM Identity Center k& EEXT &K 7 #9175 7] A R X L 0K = R VAL PR . S& AT LAEA IAM Identity Center &
BEWAFR SR , IEMNSE S HIREEEE IAM Identity Center FRAF BB BRINER. BXES
85 , 2 <IAM Identity Center A #Em) HH# What is IAM Identity Center,

B Amazon Web Services Tk 4R 1AM A 118


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_type-auth.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/signin/latest/userguide/introduction-to-iam-user-sign-in-tutorial.html
https://docs.amazonaws.cn/signin/latest/userguide/introduction-to-iam-user-sign-in-tutorial.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
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Amazon Web Services K~ 48 A

HIZE IR BIE Amazon Web Services (Amazon) Ik B , JENEANZ —MXIKS R E Amazon AR
SHNRBEEZTLHRNBHNEREZERSH, LEBHNAmazonkKFRAF | FHECIEK - FTA
BB FER it R RSB R, B RBZ 17

/A Important
BABWETEFHABAFPRXKNITEERERS , HEBEEH Amazon Web Services K #I4E
FPRRESXE, RPFEAPEIL | AEAXEEERPITREBERF TR ITHNES. BXE
ERUBAFSHEINESHZEIEX , BSR FERAFEIENES,

/A Important

EIEMTEXSE , RERAFNES. fEAFERE IAM AR |, 2812 Amazon K8
20

UTEBHFHANE T SRAFEINEERES,

(F)

« NEK Amazon Web Services WP ARAF B AEL MFA & (265 )
« 3 Amazon Web Services Ik R 5 A& TOTP T ( £BHA )
« 3 Amazon Web Services Ik {8 PS5 A FIDO 24 ( B&l5 )
« EXAmazon Web Services Ik 1R F° %15

- BEBEASEBESHNRASEE

- BIERAF YR 4R

- MBRAR A P #9175 18] 25 4R

- FERAFFUENES

- BFERAF &

- BXER

Amazon Web Services Ik iR~ 119
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NIRKY Amazon Web Services IKF R A B AR MFA &% ( 2515 )

&ALAE A Amazon Web Services Management Console I AFEREMBHAEL MFA®RE. EX
Amazon Web Services Ik B MFA &% , 825 ARAF KIS % Amazon,

HNENBAFER MFA 28] , BREESNKSIRENBRRER , SABERET LATR] B FHR 4 ithuk M e
EEWE, MREN MFARBEER, WENTEIE, "‘%Tuﬁi‘iﬁﬁﬁﬁfﬂ’]EE%H&W:%I]EE%%EE&B&
RN H0 , ERNRAFER, BETHRNAEAXEEANGHRIEIRNRZESR , H5H & MFA 8%
BARBEFELTHE , ZELDL?.

BEMNSRAEL MFA RZUATENBRAS (2FE)

1. BT Amazon Web Services Management Console.

2. ESMEAN  EFEENKF B, RF%ER Security Credentials ( Z£FiE ) . WBXE , &
## Continue to Security Credentials ( #&EFERAZ &I ) -

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. 7& Multi-Factor Authentication (MFA) [ZE FAKRIE (MFA ) ] EBo 7 |, 1E#F Assign MFA
device ( 7B MFA %% ) -

4. HEESH , BAREEN , ARGFORIIER[NARRF , REEET -5,
IAM FERHAEREL MFA REZENEERFR , 2% QR RBEE. LEFXEMEZREZRHNRT
ER, ERATAXE QR ABHNRELNFIHE A,

5. HRF LITFTEH MFA RRAERF.

A Amazon Web Services IR B AREEL MFA 8% (#2414 ) 120
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MREL MFA NARFXFSNEL MFA RBHIKS |, HRFMENAETU G2 EL MFA
REFHKS .

6. ERENARER , RNENSZREANARFAE QR KB, MRETLERENRE , WA F3H
BAREBFEE. IAM £ 4B NLEEE A SEN Amazon Web Services Ik~ <Bx , T8
RATHEHMKS, B2 , MREXEXNREE MFA RZWIHRIN , TAEHFEA TSI EHKFEE
H MFA 18% o

- ZFEA QR KBEEREL MFA Z% , BERSH , %#HF Show QR code (£~ QR X53), A
B, BRNARFHERBEAE, flin, SrEEEEARRGLRRREREHEKFA&EBESD
T, RAEFERERENEGLEE QR KR8,

« 7£ Setup device ( IREiZ%E ) BMSH , %£$F Show secretkey ( ETRFAEREH ) , RBRELEN
MFA NARFPRALEER.

/A Important
WNo4BEIIEFREZAHTRLED , IBRRNENKFEAZE MFA R&., E5%
A LA[a Amazon Web Services IR A A 1AM AP EM 8 & HBI M MFA KEF
BAEM MFA i8%, B MFA RBATEEZRATAA (Hla0, MREKXTEIEL MFA
RENEEFI ) . WRREXTER , HELLETSEHM MFA RZKHMEIAFH
BRTERKF , BEELEBEY MERAFAS MFA 8% &% , NEFTEEFEMNK
P, SRR BTRRE S RS UARBRX ZK 7 8 MFA R,

RETTIRERANBRTE
7. *EMESH MFA code 1 ( MFA X3 1) #EF , B AE# MFA iR % LSRR R —RERE. BF

%30 % , MERBERFN —IXMRB, ABTE MFA code 2 (MFA K78 2) EFEBAE=/N—KX
B, %32 Add MFA (R0 MFA ) .

/A Important
ERARB2BLRERENFER,. MREXRBESFFRRNEFRERER , MFA RES
BIWERFXRE , B MFA RBLEEDS . XREANETHRIBEIN —XMERE (TOTP) RIR
A H, XMERT , BUUREHFRLSER

&K Amazon Web Services KPR B AR MFA 8% (#2H1& ) 121


https://www.amazonaws.cn/iam/features/mfa/
https://support.aws.amazon.com/#/contacts/aws-mfa-support
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RECHEZME , 7 Amazon LEH., BHXTE Amazon Web Services Management Console £ i 3
MFA ER , B20 £ MFA BZ T REH 1AM B R H,

73 Amazon Web Services Ik RAF B RAEH TOTP Tk ( #2H& )

& I BEM Amazon Web Services Management Console 1R F Bt & /3 A Sk MFA &% , M8
M Amazon CLI 5 Amazon API Bt E 13 A,

MBEN MFA RZEKR, WESLTEZEEEZT , ZNATUEAERAN S HRITIRRZER, MRE
THEEA MFA IRZ 25 , WA LAERA RS- —2IEME B Fap 4B iF RSN & 0 RkHTE
Fo NEMNBAFBA MFA 28l , BREZHNIKFIRENBKRREL , UHERER LA B 1 Hf 4 bt
MBFSBE, ETHUIAEHAEBEANEORIIFARZESR , BSHE MFA RZBREAHEFEIETHE  ZEL
7?7, BEEMILINEE , iEBRAmazon Web Services Support,

® Note
BB TENXA , flinfER MFA BZMNPERENFHRIREHE, T, ei1R

R THEININEE. EE—HBAT , MRELEEAERS ORI R R U R YK 6B F 0l 4 i
WMBIFSH , FE Amazon Web Services Support Bx R EUE R EH MFA iR E.

NRAFEA MFA 8% (B%15)

1. %4% Root user ( IRAF ) HH ALK Amazon Web Services Ik B-FoB4Fittt | LAk BEE
BHEF IAM 258, BT —RL , WALHNED,

® Note
ERBARF , BT EEXEL IAM BFRFERERTH. MEZFIUIAMBAFREHE
FNHE , TR ZAEKDBMENERARAFE FIHESR, EREUABAFSHER
FHEKEE , SR (Amazon EX AFERE) RWLURAF 54 %% Amazon Web

Services Management Console,

2. TESMEMNANERENIKFER , RE%ERR Security credentials ( Z£&iE ) . MEXKE | EF
Continue to Security Credentials ( #4EFRZ £ &FiE ) -

51 Amazon Web Services IKF° RAF/ZAEM TOTP S8 (#4& ) 122


https://console.amazonaws.cn/support/home#/
https://www.amazonaws.cn/forms/aws-mfa-support
https://console.amazonaws.cn/iam/
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Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. BF Multi-factor authentication (MFA) (ZERIE) 45
4. & Assign MFA device ( 2B MFA %% ) -

5. E@ESH , B A Device name (RERF ) , %£$F Hardware TOTP token ( E# TOTP &1 )
RIGIEE Next ( T—25 ) .

6. 1£ Serial Number (FF515) 4 , B AE MFA RZEEKENFYIS,

7. 7T MFAcode 1 (MFA /X8 1) 9 , i A MFA IRZ2E "N AU HEB, £EERRFZ EEARA
RE R o

\ ez s

8. HERERIFHAREFR 30 , RFHE MFA code 2 (MFA {55 2) EHBAE =N RUBEB, £F
EERRRZEENRERE RE = MRB,

9. 1%#F Add MFA ( i MFA ) » MFA %% I 25 Amazon Web Services K~ #HX<EX,

/A Important
HEERSORIERBEMARRENER, NIRERRBESEFRENATRERE
R, MFARBLEIIERAFXEK , B MFA RETERS . XRERANE TR BN —IREER
15 (TOTP) RIRETM. XHERT , BANEHMEIEZ.
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TREARAFPEILERE , BXTEA MFA RZ LRI,

71 Amazon Web Services Ik~ BRAF B A FIDO Z& %4\ (#2418 )

& I BEM Amazon Web Services Management Console AR F B E S AR MFA &% , M8
M Amazon CLI 5 Amazon API Bt E 13 A,

MR FIDO R£F4AEKR, WERTEEETE , BN EASEMEIR — Amazon Web Services Ik
FIRAF W% —& MFAREER, MREEMT —4& MFARE , BAUFEAHMSHIRAIEESR
Fo ETHRNAFERASANSMRIIRNZESR , B2HE MFFA REEBEASIEFELTHE  ZELAD?. B
2R LLIhEE , BB R Amazon Web Services Supporte

NIBAF B FIDO %47 (#3448 )

1. %4% Root user ( IRAF ) HH ALK Amazon Web Services Ik B-FoB4Fittt |, LAk BEE
BHEF IAM 258, BT —RIL , WALHNED,

® Note
ERBARF , BT EEFZEL IAM BFRFERERTH. MEEZFIUIAMBAFREHE
FNHE , TR ZAEKDBMENERARRAFEFIHESR, EREUABAFSHER
FHEAELE , SR (Amazon EX AFERE) RRLURAF 54 %% Amazon Web

Services Management Console,

2. HESMEMNEN , EFEHKF B, AFIER Security Credentials ( Z2FEiE ) . MAXE
1%£$% Continue to Security Credentials ( #&EFERLZEFIE ) -
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Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. BF Multi-factor authentication (MFA) (ZERIE) 45
4. & Assign MFA device ( 2B MFA %% ) -

5 E@MSH , 8 A Device name (REBH ) , 1T Security Key ( B2 %4 ) , RBFERE
Next ( -F_i ) o

6. i FIDO Z£ZH\AITEHH USB i Ho

7. =i FIDO £ %48,

FIDO Z&ZAUEMLE , AT Amazon., FREABRAFZIEERA , BLARXELER FIDO &
BHRUTREFZIRE,

BXX FIDO Z&ZARBRTHELBRNFES , S FIDO R RAMEHER,
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& tAmazon Web Services K /7 18 F{ P 2845

BRI RAZEFUHKFNE , BB FERH4ibat BB, BE T LUERE Amazon B FIHE LM

Forgot password? R & E RN Z1E,

EERBEAFL B |, B491L Amazon Web Services IR B F , MIEN IAM AR SHEF, B
THRUNMEECASICNEAFREE | 58 EEE AR SMNER P ZB,

ARFIENERD |, FTHLERUTHRESRE :

. EHEUED.
. FEREEE | BN LAME AT E I
. FREH Amazon G EAELR I EERIHE,

- TEFRABRSHINZE, EBRBEIE secret, password, amazon, 123456 %, HER
BREAFERPNERE, #E, BFERE4ubu st URMIRE H BN AE R

Amazon Web Services Management Console

NBRAFERED

@ /MR
ERIT TSR, BARELEFLT IAM R :
o BRAIMEL Amazon Web Services IKFRAF BHE R , XNFAEEH M Amazon

Identity and Access Management ( IAM ) X PR, &FEEL IAM AP A€ F I 1TiX L
SR,

1. EAER Amazon Web Services i /= 8 F BB 4 1t 31k F1 2388 LAAmazon Web Services Tk F~ 18 A
FeHaER, L FHEER Amazon Web Services Management Consoleo

2. EBRHAENALA , EBRENKFEHRIIKS , REIEEFE Account (TKF )
3. ERFIHLNKFIRES , &R EE. HTZELER , RESRTEENRIES 5,

FEUREB 126


https://console.amazonaws.cn/iam/home?#security_credential
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html

Amazon Identity and Access Management ArfEm

® Note

MREXBEIREET , WARRRNEHIEAKFRAFFHET. U IAM A
FABSHERN , ELEBRKTRE,

4. HEEHEKFRENEBNZDT , EREE,
5. EEMEMRE L  EELHED, MBEDNBANHEDFER,

/A Important
BEVER—NEEBE, ERBTEN IAM AR RETKFEBERRE  BiXKBTE
RATENBRAF.

Amazon ERIEH R HE AT RME

- KEXRED 8AINFEH , &F 128 N FR/o

« DMELBEUTEHREG=HNAE . KEFH., NEFE, BF ,UR'@#5% &
<001 =85

- TBE5EH Amazon Web Services Ik F° & #1 e B8 T BB 44 b 1k A5 [F o

® Note

Amazon FLHEHBEFI RN R IIE, HP—HNIRHHRNENKSKHEENRZ SN
BERrE, R Amazon AR TENKS , MAFKE LARZE R, R Amazon i
RAFERIKS , W Amazon FLEEHIHITHLREE, ERMNEZIBIEEFLIERS ,
DUERERZEHNEE,

6. ERFEEFER.

Amazon CL| or Amazon SDK

Amazon CLI 23k BE{—F Amazon B APl BREFF X FIES . BREEFEA Amazon Web
Services Management Console}fl {T LSS,
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EEEARRTHRAFHE

HIREIXBIZE Amazon Web Services ik B |, RIBMH T B FHR (i ut 1B, XE2EH Amazon
Web Services IKFRAFEIE, MRESIERAFEL , ATEM Amazon Web Services Management
Console EE#HE,

EELNBRAPER

1. EREH Amazon Web Services Ik~ B F iR 4t ik AT SR A P B B 9 & % ZE Amazon Web
Services Management Console , #A/G1%#E Next ( F—F ) o

® Note

MREBFER IAM B FEIEE 2 Amazon Web Services Management Console , 1 24

JOEH  AETHEERAFLER. NIREZFIRETEKF,N IAM AFRERIE , HEF
T HEEZBMIIEAY Sign in using root account credentials ( EARKFEIEES ) , WA

E | FRESHIKS B ol Fik R Next (T —25) KiFE Root user sign in (1RA F

BF) H.

2. 1%&3#%F Forgot your password?,

® Note
MRER IAM AR, MEMA A, SieBB 2 2 ERTRAFPKS. £FEFE
BREERBE,

3. RMEZKFRERAVE FERFiut, AJE , 5 CAPTCHA XA FHi&# Continue.

4. RESEH Amazon Web Services Ik~ #H3<Ex kY B FERHHBFE P B XK B Amazon Web
Services BB, ZETHRHREBLL @verify.signin.aws &REMbH, REBE TR AIIE
SHTRE, WREBERF P RERNE T , BREUMIBHF MR, WRETET BB FHB
f , EZH (Amazon BF AFERE) PHE LA EE Amazon K #Y B F R4
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IR P 8y E 2

/A Warning
BABWETENEBRAFLTRZEAN,. BT REL2BESEZRAS , MEASEEFTLEHR
TIXEFS , BEERMBIEFRE Amazon Web Services Management Console R1T1R A
FES. ERIBFRIZFEHZE , HIAERRE KBHRZRHENEREZ,

BRI LARABRAFGIRBIG R B4 |, SUEE T BUE Amazon Command Line Interface ( Amazon CLI ) R {#
ARAPEIEETRS , REARAFEZIENEA Amazon SDK £/ AP BE , BRI FTETUXH
., HEEBEBAR , BLFHRIZES ID MRFFRIFHUEN —INE, ERIBHBRRHANIE
B, Amazon RAFEEFEM TR —IRIFEBANRZ T RIZABD. WRERTHIEXTHERE
8, NaTiRRIF R 240 |, AERIEHMW AR ZH. BOLERESE. Amazon CLI 2 Amazon API
BRAFBRZES,

MEIZNBRIZARSNERE , XEWE , LA UERBRIZEHARRIT CLI M APIBR, £&ZH
BARAF 2 BEmNMEEZH,

FRAEANTEZER, —BRRBHALTIEENRES , WEEFERT APLEA. IBEFHEHAMDN
it AGHRS, SR AT A2 EREEZER. FF , SERRTRZAN , BRERKAMBRAET
EIRE

Amazon Web Services Management Console

#12Z Amazon Web Services M /18 B F° 891/ [7] 4

® &PMR
BERIT TSR, BLHEDLEFLT IAM KR :

o BAIMEL Amazon Web Services IKFRAF FHER , XFFAFEHM Amazon
Identity and Access Management ( IAM ) X PR, BFEE IAM AR S AR S G ITIXE
FIR,

1. ERAEH Amazon Web Services i /= B8, 4 1t 31t 1 2553 LA Amazon Web Services Ik~ 1R A
FEHES , L FHRER Amazon Web Services Management Consoles

2. HEEHAENALARRENKSENIKS , REERZEEIL,
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3.

£ Access keys ( 15240 ) B0 |, %8R Create access key ( 1B iFRZ4E ) » IMRILEIRN
A, NHEBAERAENERZRADEIRGABE. BLNEEBBR—AANEWHRZEH , R
EXREABHNEN., BXELZER , F2H IAM I REEH,
ERAFPHRZANEBERARIE L  EFEHEXZLEN. EHREIRE , BEPZREEE , A
BiEFEAIRIL R4,

ERRBEFAREL , FERENIHRIZA ID,

ERERBRHRZATHET , AENNKREOEFHRZER ID MAERE , HEEREE
Ht U E, SR LUERETE .csv X , IR THR —NENR rootkey.csv X #H , Hep
BEHRZA ID MAEBH, FEXHL2RFEEMIE.

EBRTER, MRETBEEZHAZY , BIMNBWENHEREE , SB5ELZERNEEA , Uk
FEAATEHER,

Amazon CLI & SDKs

BIZRA 78915 R 2 1A
(® Note

ELRAF BMETUTHSR AP RE , BUREERE—NERWNHRZHAX, MR
IR EEMIG R4 |, B A Amazon Web Services Management Console 8125 —/Nij
R4, REATLNE — MR ZAFHNEIES Amazon CLI £66H , NBIEE =4
77 5] 25 £A =k A BR 177 9] 28 4R o

* Amazon CLI : aws iam create-access-key

Example

$ aws iam create-access-key
{
"AccessKey": {
"UserName": "MyUserName",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2021-04-08T19:30:16+00:00"
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« Amazon API : (IAM APl %) H i CreateAccessKey,

) B AR R P B 175 7] 23 45

BT BEE R Amazon Web Services Management Console, Amazon CLI 2% Amazon API il BR4R F /=
T E&4R.

Amazon Web Services Management Console

i BRAR A P B9 15 1R 22 4R

@ =&MBR
ERITTRINLR , BUMELEFLT IAM R :
o BAIEL Amazon Web Services IEFF RAF B &% , X FAEEH M Amazon

Identity and Access Management ( IAM ) X PR, BTEL IAM AR RA R S HIITIXLE
SR,

1. ERAER Amazon Web Services MK~ E8F #f 44 ih 1t F1 2555 LAAmazon Web Services It 1R F
FE@ES , L FBER Amazon Web Services Management Consoleo

2. EEFENALARRENKSENIKS  AEERLZIL.
3. HEWREMAHBILG  EEREMERNFREFSR , RARERETEEMER,

® Note
BHA MERBREZSR , MAREEKAMER, X BERTUSRERE , MELHE
BEWESA ID M EEH. BALTIEFIRAER , E[%E Amazon API EFRF A%
AN ZHEBLRY , FHRESRIKIELEEIR,

4. TEMER <BEZSR ID>XEES  EREFER , MABRES ID UBAERERER , REEEH
BRo
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Amazon CLI| & SDKs

I BR AR FA 7= 89 15 7] 22 4R

® &/IMIBR
ERITTRHILRER , BUREDLEFLT IAM R :
o BXIMEL Amazon Web Services Il F RAF B M &K , XFAEEHM Amazon

Identity and Access Management ( IAM ) X PR, &FEEL IAM AR S A F G TIXE
FIR,

* Amazon CLI : aws iam delete-access-key

Example

$ aws iam delete-access-key \
--access-key-id AKIAIOSFODNN7EXAMPLE

WMRKY , kBT AE=EE MR,

« Amazon API : DeleteAccessKey

FERAFPRIENES

BATEWETE Amazon IAM Identity Center FELEEE A , UARNIT B BES M A E Amazon &
Ro A, BABEUKFHNEAF &HERNTEENIT T IES.

£%

- EREANIKFIRE, XTEKFER, BFER4ibut, RAFEBNRAFFRZEH, HttkFigE
( BIIERRAE R, AREMREFHA Amazon Web Services X5 ) FEER AP &I,

- RE IAM AP R, tRME—# IAM EEAZHNBET BCHNR , BUERRAFFHEFRK
IR R IR X L RUR

« BUE 1AM XITK 2 MR A E B2 G & W IE RN R,

- EERBEBRSKE, BEF aws-portal:ViewBilling fXRH IAM A P AT AEEFE M T Amazon FUNEY 18

BEHREAE , BEFEEEEMTEH Amazon Inc = Amazon Internet Services Private Limited ( AISPL )
HIBER AR,
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« 5[l Amazon Web Services I/,

BEXEZER , BSHAUTER :

o WA Amazon Web Services Ik P LA EM AR 2,

o KRB Amazon Web Services IKF° ?

« R IHA Amazon Web Services i F°
« BIEME A Marketplace # At =5,
 BLiE Amazon S3 FH#EILE A MFA ( ZEFHRIE) .
o RIS BRG SIE4 AT 4K Amazon Simple Queue Service ( Amazon SQS ) HIRE
o RERMBRGFLIEL A EAH Amazon Simple Storage Service ( Amazon S3 ) & E o
« XM Amazon GovCloud (US).
- [ Amazon Web Services Support 3K Amazon GovCloud (US) ik 7 18 F 7 5 [0 247

« % Amazon Key Management Service AT B A ERE , LBEAF &4 8 R Amazon Web
Services Support ¥ 7] LA [E1Z B4R

PEER A/ B
FRLLANEE BB THES Amazon Web Services Ik F 18 i FP <89 @] &,
EUKRFIRAFBHBRRE , BLZHITMHES TRNES

MBLLBAF B RERK BT ETRES , NSRS AT8ER Amazon Organizations FENALD
MR, MRBETXMER , HEALEERFERARSIEFIKER (SCP ) R&l TEMK IR , MAT
ERF (BERAF ) BaZFRE, BXEZELR , B2 M Amazon Organizations AP BRI R
SEEIRE,

=12 T 3R Amazon Web Services Ik~ HIE R - 258

MBLHEEZBAFPFHBELRFEEIEZ T Amazon Web Services IS |, N A UEBRB, SN FHAE
AT 612 Amazon Web Services IR B FoR bt | FH B X RBERGEIZEFHEKF, BXES
ER K BFSREBEELARBESHNIEAFR B,

R EAFE K Amazon Web Services M F° By &8 F B4

#12Z Amazon Web Services Ik B , BSIRAE FHi4F bt F1ZREE, XL Amazon Web Services
KPEEAF WEILE, NRERTTHETEWAN B FERH it 581 Amazon Web Services I < Bk | FiE
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FM @signin.aws = @verify.signin.aws RFEBRELA P A2 A T 812 Amazon Web Services
T 7= 9 BB, Wi 44 ttb 31k RO HR 45

MBEBHABEE TRt , BREBHEBEFEYE |, FE A HFERAUTERI Z —REX B FHHrH
B PR :

« MRCHBZE TR EAE , MR SURE CHIBRAY B FaRAFb st SE | BRI LY B FlR 4K
RE EHIR , ZHERFHRROEZEBHRS [P T B FENE TR U Fr AR FREE
E B E 5 — B FEpF it

« WRKS EWBEFERA IR TEN AR FHARE |, RNBWEKRR IT REEER, BB
RE H B IR EHIRG B T EBHRY T RIAUR

MR MATEEFREN Amazon Web Services Ik, A LAE BEREBA] R BIR1E T FEI,
MAXRER

UTXERBRTAXERRAFHNESESR.

- MEFEZERERNTRIPEH Amazon Web Services Ik AR E PR RIR ?
- H{AIBIE EventBridge E4MN , EEBRNBASBAFARBARE ?

- Y5 Amazon Web Services Ik AR JE3h X HBA

- B IAMBRAFED

IAM A/
/A Important
IAM SEZERBVEEERAXRAFERAS SO REPMNEKSE S ORI g6 A Ifa EIETS H

Amazon , MA2EAEEKHIAZIEN IAM AR,

Amazon Identity and Access Management ( IAM ) A 24 Amazon FARIZHEE, IAM AR RR
/A IAM AP 5 Amazon B AKAF R TR, Amazon VAP SREEHAMEIL,

B EHERAMNREMN IAM B 5 Amazon Web Services WFPIRAF HFARE—RBE, BXEAFPFNES
{E8 , ¥ Amazon Web Services iR A,
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Amazon W{AIFRIE IAM B F

HEE IAM AFE, IAM REUTXET EZRRBZAF

« ZIAM AFH“Z1EE8H , XREHECIE IAM AFEEN B , 1 Richard & Anaya. /&
Amazon Web Services Management Console# & FiX £ & #fo

- IAM BP9 Amazon BIREF (ARN ) . HEBEFEZEEFTE Amazon HE—4RIR IAM AT, ATBL
/8 ARN, iz | &l LAEA ARN 7 Amazon S3 Z# 8 IAM policy 1 IAM B IEE R
Principal. IAM AF#Y ARN TEEEUTFUTAZR :

arn:aws:iam: :account-ID-without-hyphens:user/Richard

« |AM AP —FRRRF. XNTEZEA API, Tools for Windows PowerShell 2 Amazon CLI €12 IAM
AFPEHREL ID ; #H &R F2E R ID,

AXXERASHESEL | BSHIAM 404G,
IAM F P Ff&EUE

LA LVEE AR ARG E Amazon , E4ABURT IAM B P EIE

- BEHARE  IAM AR TRAZFZBURZRERSTE , 20 Amazon Web Services Management
Console. ZA IAM AFWZEE (#HAFR ) AR LEAFREAEEZEIEZEF Amazon Web
Services Management Console, X T 2BE MBI IR , B A2 1EABEN AR =G

=

- R - BT UERESFRXEA Amazon, B2 , HF IAM AP SIBIGRZAZE , EFEER
BFLe2WBREZE. BXRXEZELR |, 52 (Amazon Web Services —fix5E) iy K i5A
FHNIESTHERSER, MRZIAM AFRFEEERNHEES , el NSEREERHANTF
B3 Amazon CLI, Tools for Windows PowerShell, Amazon API , 2 Amazon Console Mobile
Application #1754,

« 5 CodeCommit &K SSH %4 : WA F M@ CodeCommit # 1T & 43 UE A KA OpenSSH #%
XK SSH K EEH,

- RFEH|IUED : B AT EEL Amazon FRF#H T HBRIUER SSUTLS i, HAMNBWEEA
Amazon Certificate Manager (ACM) K&, EEMPBBENRSF|IED. REYEMLTE ACM
FXEFHXFHPEF HTTPS &, TRFER IAM. ET# ACM XEHENEAX , H5H
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Amazon F+RIR 1AM A F 135


https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html#alternatives-to-long-term-access-keys
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html#alternatives-to-long-term-access-keys
https://docs.amazonaws.cn/general/latest/gr/acm.html

Amazon Identity and Access Management ArfEm

B LLUERRESEN IAM AFNEILE,. HEEMH Amazon Web Services Management Console 3k
B 1AM BFE , XIERZEDFTE N REAEBERFRZEH. BRIAMERT , A Amazon CLI 5
Amazon AP| BI2H 25 IAM AP S BEAXBENEILE, BXTRFBEERARGIN IAM AP I EIESE

A,

U LAERALTETSREEZE, HRZBANZSESHRIE (MFA ) 8% -

- B8 IAM AP ZE, SIBMEHAFIHIR Amazon Web Services Management Consolef %43,
REZLREEF SRR N EBERYE. ATAFERHEB,

- B IAM AFWIERZHE, tENEHRATELSRRES NG RKS PEERNTRZESR.

« NIAM AFBERZESEMRRIE (MFA) . ERARESRE , RINBWEERKFRHITE IAM AP
TZ2ESHRRIE (MFA) ., £ MFA , AP ATERHFDEXNNSMIER : g5, ilREETH
FEG—oMNEIE (BBRRIHEEZH ) . i, 2 REEEH R LA EREFISFRER
RN ARFERN IR BEZRE,

o BHRAREANZBIEZH, HEEKPREKF TR IAM AP ZE R RIZ4ANEAAERT
LB R R Amazon BR. E2HEXER , TR TBEERB MR B340 55 E MR,

s TEHEBKFHEIERS, B ERMTHIEEKF A IAM AP REEMNEIERS (2%
|, FRZAH MFARE ) BEILERSE. X TZEMHRZHRE  SEREFERZSAGER T HHE
;NG EZH.

IAM P F1XBR

AMINER T , £FEY IAM A PFRBHITEMRENTIR. AANTRITIEM Amazon BRAES T EE
Amazon #iR. RAEM IAM AFNEBETITRMESMNEF 2ENR. ERAURINMHFSEE
HEMR , MXERFERTTEREN Amazon BIF , EECIRZNMEERHM IAM AR, BERSHER
T, ZFLEREAFHNR , FEHIABRHE R TEPMENES ( Amazon #B4E ) MR K,

RAE—NE N Diego WA, HIEBIE IAM FF Diego B, BRI LN H 62 2250 H M INAR | LUEE
HEEW B 3h4$E Amazon EC2 EHIEA R M Amazon RDS BiEFEF R RIEE (GET) 8. Bx0{ael
BRAFPHABRTAFYREENNENERE , B2 HEEH Amazon Web Services IKF FAIE IAM A
Fo BXRUMENAEAFHNRENILRE , BSHENIAM AFRHNR, BXOMESAFNEBS
HRZHANTRE , FSRE Amazon P EEAFZEMNEE IAM AFRBERZR,

SR T LAY 1AM R PRI BRI R, MIRIL AR —TSRIIEE , AILLEER Amazon & K
KREBRHETHOHREEAE IAM AFSABRTHRANR. BRRERENAENESER , BS
BIIAM Y SREE R NER. o
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IAM R P F0K

B IAM AF 85— Amazon Web Services Ik ( B{X—1 ) X<B. BT IAM AF 2EZHN
Amazon Web Services IKF FENH , Rt FAEE[L Amazon IRBERRERN. |IAM BFEENIKF &
HATEYEM Amazon SESI = £ B BT AZBHNIKF,

Amazon K H IAM BRI EM KPR ERWN, BEXEZEE |, i5ZRIAM F Amazon STS B,

ERBRS KR IAM B

IAM AP 2 IAM A EEHEXEIEFNNRNER. IAM AR TR R—MNASEA AN EIED
Amazon RHERNWBEARF. XBEERBTIRSK,, MREEFEENAREFRTEA IAM AR
WEHEIL , F7EENHRIZARAZHRARZFKB, £H Amazon FF X T ESH Amazon
Command Line Interface , AIMEE A BEREFRIZ , XERTLAREREEREY, BXESZHE
B, 2 (Amazon Web Services —fi§&¥E) i EHEE IAM AR EEZEH. B, EARESE
B, BuERIRNZSER (1AM A6 ) REKBiIHRRA.

28 Amazon Web Services K/~ a2 IAM F
W Follow us on Twitter

/A Important
IAM SERERBWELRERARAFERES S D REENIKRE 5 401U 8268/ I ot EUE 5 3]

Amazon , MA2EAEEKEAZIEN IAM AR,

@ Note
MELRERILTHERANBEEIREXTR & API BEEUELRHMIL L5 Amazon 7=
@ , i Product Advertising API 5.0 32 #%,
MREZM IAM BHEERZAEPY , ENKSATETSE IAM AR (BIEEREER) . B
% EAAEL Amazon Web Services KFIRAF 65 % , LA AMEARNEIEERK, BT
BAEXIXYE IAM BHNEZER , HSH IAM 54 (AP, AFEANAe ).

BIEAFHEZAFESHITIFEESHIBRIEUATSER

1. 7£ Amazon Web Services Management Console, Amazon CLI, Tools for Windows PowerShell #
HAEA Amazon APl BEBIEZAF ., MREIE Amazon Web Services Management Console #8
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2.

4.

BAP , IEREZNEZEILESE 1 DPR 4, MBEBUREARNVNERF, |, W4T D B

TLERBANTSRER,

REAFPFIENHEER AP CIREIL :

- BRARHAEHRE - Wik WRAFFER Amazon Web Services Management Console , &
NAFCEZRE, ERAFNEFEEHETRLERAFERERFEMEEZEF Amazon Web
Services Management Console, X FTRBENMATNNIE , B A2 LMBIIERBENABTE
BHAE.

® Tip
BNOEAFREENEIE, flm, X FNEEET Amazon Web Services Management
Console#{TIHBIMAF , B2 0IE R4,

CEBIRAPANE - HSNM AR RERITIREESHINR, & B RREEE

EMNEAFRRE TR B2, RMNBWERAFRALRFED M I0RX LAY RESREEN
PR S AT BAME AR SEKRRFIA A AT AR BHNIR , BEXTEM.

(Al ) B IR ERE AP AT HYE. BXE IAM REARENESEFER , F5H R IAM
B

. AAFRELENERES. FREREBUARAFEEFRAXEZIINKSERNEAEH S

URL, BXEZELR , HSHEIAM A A& 5 Amazon,

(W) NAFPREZERIE (MFA), MFA ERAFESIREF Amazon Web Services

Management Consolef} &8 2  — X A K53,

(E) AR TEERECHRERUEMTHNR. FBUNREST , AFRENREEACHE

iE, ) BXEZER , BZRAT IAM AR EREHCSHEBE,

BEXRUEZAPNEENNRNESR , ESME IAM FIRTERNR,

F&

- B IAM AP (BHE)

- B2 IAM P (Amazon CLI)
- B2 IAM A (Amazon API)

I IAM AP (2%18)

&I LAE A Amazon Web Services Management Console #12 IAM A,
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I 1AM B (238 )

1. BB (Amazon BFZAFIERE) P NMIEFE Amazon Fiil |, BIERAFPEREEFEMNNE T
=

2. HEBEHIAEETIM@E , EF IAM RS,

3. ESMBERT  RERF , ABREBRAINNAF,

4. EEEAFFAEENETWAFEAGETHNAFES , WAFRAFHNER. X2 Amazon B
BEB

® Note

Amazon K H IAM BRI BEMKPRERN. BXEZEE , HZSHIAM ] Amazon
STS Biidl. AFBAIMUR—ING&ZH 64 NFR, BFEFNUTEZHFHENEAES : IS (+),
E5 (=), ES (), 9K (). atFF (@). FX& () EFHF (-)o K/ PHERAUIME
—o BMAXDKNE, Hltn , BREECIER N TESTUSER H testuser WAMNAF, &
REFERAAFERGEEHEN ARN —H2et , ARFEXS2KNE, ERHEFREES

ERAFPEN (SN EERRIES ) , ARBEFXS KRDNE,

5. %4 [@ Amazon Web Services Management Console 2t PG ENPR - Al |, XFRFHAFE
B Amazon Web Services Management Console & FZiif,

RECHWEEREBEEOEARKEFHSBRMNR, EIMNBWIETE IAM Identity Center M3E IAM
RIS

- EYREITE IAM Identity Center RRIEZAF , BERES AP OPIEERF,

Wi RS A IAM Identity Center , &R ZIETURFH AZH & FHIRS WE , LEERZRK
F. BRUBEFWFAFE , 526 (Amazon IAM Identity Center Fi F1E/) H#Y htips:/
docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html,

Wi E /3 A 1AM Identity Center , &R ZEDTURF# A 1AM Identity Center 15 E A F ¥ 4
SETH. BXxUEFNIFEAEER , 53R (Amazon IAM Identity Center B 5E) HHY
https://docs.amazonaws.cn/singlesignon/latest/userguide/addusers.html,

« WMIETTEMER IAM Identity Center , iHE R RAGE IAM P HFEAEMITHERF.

a. XTEFEED , FRETIRT— :
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- BRERNED - AFRRE - TEIERNZD , ZEBHE KT ZERKE, EHIK
EEBNEE , BANEEHTHEB,

- BEXNEE - ORAF2REEERRANED,

b. (A& ) RAERERFMSRETRERNQENZD (HE) | LBREFHHASEERE RN
ERHEER,

® Note
MREBABATATHAFPEXREZBKS BHEERKIZE , NEEETFTRITEMER
£, BN , ©LB3FE RN IAMUserChangePassword B Amazon £ & K rEHf 0 Z|
AR, ZRBERFHINEREZBHNE,

6. iij:¥-|:_$o
7. ERENRIEL , EELEQZAFPSERBRHEN. ERETI=EDz— :

- FAFAMEAE - REFERAFIEICEANREBH —IRNSNE | HFEFZL
Bo IAM FEREKF PRAREHM NN KRB FIR, SRAMERE- IS MARE , FEiL
RO BARGEHA, BEXEZRFER , BSHEXR IAM AFHRR,

« EHNR - R ZEMTHRERAFNAMAEARRATE, MIMNTEERK, |MAXABRREN
REMAIBNRRLAREHEHAT . IAMFEREKSPHAFNSIR, BREERRERR
APHERSZAEEN—MRAF

- EEMNEKE - ERZETAIEEEKS FH Amazon EEAERBNEFEEER KK
R, FEEMMNENZA SRR IEF IR , ST AR M ERET R H QIR R, B
KXEZER , FEAYELIE IAM policy FIIEZ IR 4, BIERMKE , KA ZED+HIREE RiE
BRI, BURFSRBERMENZ A .

® Tip
BRATEEN RIS MNBIE K AEERAFPRAENEANRKR .

8. (Wit)RENELA. XR—MELRIEE.

ARRLRAESD , REEFERARRLRAZEFZABERR, 1AM FERENIKS FHE Amazon
REXRBMNESREERBNIR, ERER TR AR , SRR 6 R EE LT IR 58
RIRHOIZF KM, AXESREE , FSRTRELIE IAM policy LR 4, HEBIRREEG
KAZOET -+ FREF SR RRET -+ |, UERERTRRL AR KK,
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https://console.amazonaws.cn/iam/home?#/account_settings
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/IAMUserChangePassword
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9. ﬁj:% -F - i o

10. (A& ) EERNOERE EWRET |, ERFIFIRE | B UREX BT S hnsr 5k @ A P
AMTEE, BXE IAM REARENESER , F2H 718 IAM FiR.

1. EFELLNEHMHELEE, MRECHEREFHRE | FEFCEAS,,
12. EREZEBTEL , KNS ELRA PR

- ERFEBEINERNEEAFLEN , MEFHIZRLES,
« EETH csv, FAFNBERELETHN csv X, IFHEREIZ2UE.
13. EEBFHHERUH. ENXRBBEEFIRFTAAER-—OER , BAUAXNERH#ITEENLH
R*rGERAF. BFHERRSESMNFNUTEAGE
- AFER
- IKFEFRUEMN URL, EAUTRA, MALEBHIKS ID SHIKF 514

https://Amazon-account-ID or alias.signin.aws.amazon.com/console

/A Important
RFN#EER SFEERNWE FREFH, EAAFRKZEDBN  LAFESEMELAANR
/8

14. NRAFEHEHER  FHH T2 AV A0 BEEE,

£l2 IAM A (Amazon CLI)

&) LAfE A Amazon CLI 812 1AM A,
#12 IAM A (Amazon CLI)

1. BIEBAF,

* aws iam create-user

2. (W) mAFRMN Amazon Web Services Management ConsolefJi5 RN PR, XEEHE,
R [E A PP IR R K P B R T URL,

» aws iam create-login-profile
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https://docs.amazonaws.cn/cli/latest/reference/iam/create-user.html
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3. (Hit) mAFREEETR, XEEHREH.

* aws iam create-access-key

* Tools for Windows PowerShell : New-IAMAccessKey
* |IAM API : CreateAccessKey

/A Important

XREEERTHRRFRZANE—NS  BXAEAFEHLER | wiIFEEH
Amazon APl, SAFWHIFRZH ID MIRZHRZRAREEZENME, TREDER
fa , BT ENRIX LR B HZ,

4. FZRAPAME-—ANHENE, SEENANEERTEAFRTIE AR ERE M IR,

« aws iam add-user-to-group

5. (A& ) MAFKINKE  WRERTEZAFHNR, 5 BRUEESHRA S RINE -4
FEVZAM KA (AR ERG A/ KK ) REEA SRR,

« aws iam attach-user-policy

6. (W& )BIMMZEREOAFFNMEENEYE. EXEZER , FSHEE IAM AF (Amazon
CLI = Amazon API ) B9%rZ,

7. (") RAPRFNRUEBEECHNEZEEIL, AEXESZER , 5 HAmazon : RFFEH
MFA ER S HRIEN IAM AR E 2B HA L EERSHNEIL. .

£12 IAM B (Amazon API)

&7 LAE A Amazon API 812 IAM A,
M (Amazon API) &2 IAM B /&

1. BIEAF,

* CreateUser

2. (WE) mAFREEX Amazon Web Services Management Consolefyi5 [RIfXR, XEERB,
AR B A PR ISR K & S TH URL,

» CreatelLoginProfile

3. (Wk) mAFRHERER. XFELAESR.
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https://docs.amazonaws.cn/cli/latest/reference/iam/create-access-key.html
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» CreateAccessKey

/A Important

XREEEHTHMEDRZRANE—Hl2  B4AEAFRERES , A1 EER
Amazon APl, FRFH#FHERES ID MBBLRZARFEZENLSE, TRILSER
&, BBETEGRXLERR T RFEH,

4. RZAPARME—AMRZANE, SREENANEFATEAFRTE SRR M IR,

» AddUserToGroup

5. (Wit ) mAFKMNKE  WREATEZAFINRR, 2 BWEETRAFRNE -1
FEZA M IR (MR REZRMF M INRE ) REEAF R,

» AttachUserPolicy

6. (W& )BIMMREREAAFTMEELEYE. BXEZELR , FSHEE IAM AF (Amazon
CLI 5} Amazon APl ) BI#RrZ,

7. (") RAPRFNRUEBECHNEZSEIL, AXEZEER , 5 MAmazon : R1FFEH
MFA ER S MHRIEN IAM AFREY2EITHALEEREHE ﬁEo o

%) IAM A F 518 Amazon Web Services Management Console

BEERERE IAM A& Amazon Web Services Management Console &3 %] Amazon Web
Services K AT LATA B EH Amazon BiR. A THIRERT EARN IAM A @ Amazon Web
Services Management Console 17 [R1#&#) Amazon Web Services K &R Ui AN, BT, &5
H T IAM AP AEE Amazon M4 15 B E At Amazon IK P ZhaEm .

® Note
A IAM T2~ EEm5%A,

XEXIHAE : Amazon Web Services Management Console

18R EE B Amazon Web Services Management Console B &1 IAM AP 81— &1E, AF
BEEEAT IAM B Amazon Web Services i B FZRE G EZZEFHE, BXHRAEZAENES

BHA BREHA e


https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_AddUserToGroup.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_AttachUserPolicy.html
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B8 , 521 (Amazon BF AFEmM) PHNFIER Amazon, BX0IEZEBNER , B2H &
Amazon FEE A #18,

& LUBIS I BR 1AM B PP 89 2355 kB LE E 15 /] Amazon Web Services Management Console, iX
] LARE LE b 471458 B H B R A E & 5% Amazon Web Services Management Console, X A&ttt
IEIRBR , B RSP IERIEENARHEEF A, NRZAFEEERNHEES , ei1¥
oz 2 4E A H R IEE Amazon CLI, Tools for Windows PowerShell, Amazon APl , 8 Amazon
Console Mobile Application #1751,

&9 Amazon BIR ( 5130 Amazon EC2 3£4l, Amazon S3 @< )

BNGERE IAM AFEERE , hHEREFHRIEN Amazon BRIRR, LHE6IE IAM AFeT
ZAPBRINSBEEANE. BEERN IAM AFRPRFAENNR , EFZNEHKMER, IREETFS
FEAMBRBERNTHEESH IAM AP, XL IAM AR2EBEZE—N. RAEFNEDE
BiZd, BXREE IAM AFRNANEES , BSE IAM B4 (AP, ARFENAR ), BXxFEAK
BRRBEFTHEER , 55H ER T Amazon &R Access Management,

Amazon FF X1tz

FEMRAE A EIE Amazon FF &£ 1Lz LM, FBEE Amazon F XLz LR M RIEASKITFICH A A
FERMINN AR B HITIRIE, YAFPYIXE Amazon 03z E & MEE | FIBRZA AW AR EF
BREE i, RAZA P A LAIE Amazon 23z H 5 iZ B

&K Amazon Web Services Ik lkE2MFEHIBRER

ORI A F 17 1A &89 Amazon Web Services IF IKEMERBIRER. BXEZEE | HSH
Amazon Billing A F~ 15 # B9 2 533 K 215 289 175 R PR

##) Amazon Web Services Ik~ N AR BHE R

AP ARIEH Amazon Web Services Ik MPABEHMEER,

##) Amazon Web Services W/ £ 4EiF

A PR RIEE Amazon Web Services K £4£ &1,

(@ Note
IAM policy #H|15E R 2 ORE, Hlan , LA BN AFREBBLER Amazon Web
Services Management Console, ZAF ( RiZAFPFIBEHWEAA ) WERBFIEHFHAS T
£ Amazon Web Services Management Console RIITHIIRME, =HE , BRI AFRH
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Amazon 15 [A] 24 LA Amazon # 1T APl B A, XLLREEFIES A o LUE N 6 HiX L5 R 2
FABITE PRI BIEESE P im v] LA A L i1,

IAM A F an{a] & % Amazon

ELLIAM AF 1 519 & % 2| Amazon Web Services Management Console , B 7 {8 i F & T %55
S, BEMBEEHKS ID K BB, BENEBREEG A PCIEEN IAM AP, tiINZE
ZUOERETEREL , HPSRENAFPENKSEXTEN URL , AEEMIKS ID KA 51HE,

https://My_AWS_Account_ID.signin.aws.amazon.com/console/

® #B%
B Web MMBHRNANKS ERAEIRAE | BREHERE R FHRACHOKS 0
% URL. TEMA Web MMBHHEME  ENEEHMLRERT URL,

BOAUEATEARRERER , REFIHRBALENIKS ID HKFFE

https://console.aws.amazon.com/

RFERA , Amazon BRI EME AN K Cookie iE IAM AFRBEMKFEE, FAXAFEE
Amazon Web Services Management Console FH{EAI R ERT , 25 & X EMA cookie AFEEM@E
K 2R T E,.

B RABETHRBNERE REMMEEN 1AM AP SR REFIEEN Amazon BiR. EEREHEFEL
£, BAMBERNRINTEHERITWIRE (HWFEFBIZE Amazon BIR ) . BXEZER , HEH
& AT Amazon #RHI Access Management # IAM EF &5 KB R B,

(® Note
MERLUWIMEE—NERRE , BAEFEQE L S &K (SSO) ET, SSO [AFREYY
&K Amazon Web Services Management Console B EIXPR , MAERM{1EE IAM A
F&1#. SSO U LFERAF L MBRENHLNMIEN Amazon, BEXEZEE , BZH £8
ENX S RIEEB IR Amazon ##H &,
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1 CloudTrail i ZFEBEFIFHEE

WMRIE A CloudTrail FEFZFBHICFINENEES |, BEE T CloudTrail A REMLLIZFEE
#,

- MRENAPERERIREE  IRESRBEAERSEHEREXERXSE , FeMNEEQR£H
FXABRLRET R HlM, TRHAEFTAXFXE , Fitt , REZFFELT URL :

https://alias.signin.aws.amazon.com/console

BEWEEBEFIM https://us-east-2.signin.aws.amazon.com XHH Xig B FLiKT
K|, NS HZXE BER=4% —/N X CloudTrail BESKE

%5—%ME , Amazon S3 2H| BT FEXE , Bit , MREZFRFLLT URL

https://alias.signin.aws.amazon.com/console/s3

Amazon 2FEBEEME L BEFRLET A https://signin.aws.amazon.com , NIF~=£—1
£ 8 CloudTrail B&% B,

« BULERERRUM T URL BEZERIEARENERHAEER , RFEDERBEXFMIEL

y'ﬁﬁ-l-', W\ :

https://alias.signin.aws.amazon.com/console?region=ap-southeast-1

Amazon FEREEME| ap-southeast-1 XFERARHT AHFZXIFHH =4 —4 CloudTrail B
HEEH.

&KX CloudTrail #1 IAM WEZEE |, ESEMER CloudTrail id3% IAM =4,

MEAFEEREXNFRREREOKS, , WAIAASMAFSIZEBRIZFAX (HRZA ID MRH
B ). BR , ERAFCEBRFRAZH K REEZEEZL2NERSZE. BXEZER | HFSH
{Amazon Web Services —f#ZZ) i KHIHRIBARIEZTMMER AR,

A MFA &% RER IAM B2 X TTH

BETZESHEIE ( MFA ) REVAFAIERE MFA %% &% Amazon Web Services
Management Console. EAAFBIAHEBRRZEIEE , Amazon FREAFHNKFUETEZAFREEE
MFA, U TEBNATRAFEFTEEA MFA RIIATRE .
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£

- EERATZAN MFA RENER
- £/ FIDO Z&RAEH

- EAEL MFA IR 2K

- EREH TOTP THEER

EERATZN MFA RENESR

R A~ LA Amazon Web Services Ik~ B AP IAM A P B & 4 & & Amazon Web Services
Management Console , BRZKFBHA T 2 MFA &% , N{IREBEEFEA—4& MFA RZEI T &
Fo AFERAFZBEHITEMRIEE , M TLUEREFERA B MFA ERXBERTR S HRIE, A
B, RESRRAFPFERMITERMRZRERIITEHRIE,

£/ FIDO & RHAFF

WR MFA RRPSAERN , I2ERE—IMEFRAH, AFFERT FIDO Z£EH,

® Note

Google Chrome AP RE#FH HE O P HEMRZESR Verify your identity with
amazon.com ( J&id amazon.com BiIFZHN &1 ) WA AL, ZRFELEREBHAT,

EH# MFAR&FE , FIDO 22 FATEEL. MR FIDO X2 F4AELHRRN , EERATUER
To. BRXEZEER , BSHAER MFA &% (12HA ).

BXR X Amazon FrXiEHY WebAuthn 1 FIDO SRR AN KBERNER , 85H £H FIDO &%
PRSI RRE.

ERAEL MFA iR 2%

MR MFA RAPLIERN , N2ERS—IMEFRTHE. £ MFA code (MFA fX8) &9 , A7 &40
WA MFA ERREFRENBFRE,

MR MFA REBIEF , WA F A LR Amazon Web Services Management Console, MR IE
B, WAFATAEAREMERBER,

R MFA REARERTRS, MRAFPZRZXEH L EZ R Amazon Web Services Management
Console , REFRTAAFBFZEM MFAR%E, AFAURBREE LWRREFZEMN MFARE, BX
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WA & B Amazon Web Services IKF FRISREKXAFNIRZNEE |, BS R EFMETELFEHF
MFA %%,

EREH TOTP THEZER

WR MFA RRPSAERD , IKE RS —NMERAE, £ MFA code ( MFA %8 ) 9 , AP &40
WA TOTP TEEHHBFRE,

R MFA REBIEH , WA F o LLis[E Amazon Web Services Management Console, MNRABARIE
¥, MAFPAUEAREERABER,

BH TOTP SHEAIgE2TRL . MRAFZHZREHMEZEZ R Amazon Web Services Management
Console , R FRTAFES MFA SHERE, AR TURERE LWRRES MFA SERE. BX
W{AIE R K Amazon Web Services Ik RRIFKEXAFPWRENEE. , BSH EMETEUAES
MFA 8% o

=1 1AM AP

(@ Note

ERBESE , BNBUEERAXAFREATE SO REBRFNIRES B HRIES (L6 A Iga
EUEG R Amazon, MMREEF/HRESEK , WLTEEE IAM AFRNA, Bk, ZRAFN4EAR
£ Amazon AZBHITEEMN , H HEB RS FH15E Amazon BiF. BREFHEXRE L
AP BF. Web S71REF. Amazon Identity Service WAF , SERIMERES & B IRIE
HEEIER A Amazon RFHAF . RESNFERESHREARMENNE, MREFHANZ
Amazon |IAM Identity Center , 2@ (Amazon IAM Identity Center A F18R) HHEE IAM
Identity Center FHI 515 , T #EXTE IAM Identity Center R eI~ MANER.

Toa=RHEHZH T EREE Amazon Web Services Ik~ B8 IAM B, &0 LS &/ K
FERAFEFTHN IAM BF , A B EAFFENMERFA, BUEGEREN IAM AF K
7, MRZFEANRKESEHMAZE IAM BF , AT BAM Amazon Ik kR IAM BF |, S{ERZA
Fo

BRAM, EXSMER IAM AFHREERBNESELR , 25 EXIAM AFPBRR. BXHN IAM
BAFREBRNBRRBNELR B3 SIMAMBIER IAM B4R, %% IAM policy 1 MiIER IAM policy.
ERABRESRE , FEAREXREMTENKELR, Amazon REX KB THA T HERZEARHIREH
R, itk , Amazon REXB AT 2N ENBEFAZIBTFRENRET , BRI 4mE
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Amazon EFEH., Eitt , BRINBVUBSEN R ETENEAZENEREBAFTRERD T, X
EZEER , B HAmazonFEE R, BRXENBEESHEFEN Amazon TERBHNESEER | &
27 T4EERRERY Amazon £ & KB,

B 7 REXRIE IAM policy WEZE L , S5 KilF IAM policy.

® Tip
IAM Access Analyzer RIAZ #TIEH IAM B EEANRSIIRE , RAREREUEHANEH
Kig, MASMNERNERE , TUARNZRBHEINESHREP, XTHREROIEAER
FIIENNER, BXRBERNEZEL |, HS50 IAM Access Analyzer KB4 o

BEXEE IAM AFRZENEE , B2H B2 IAM AFNEB,

- BH 1AM AP
- EmE IAM AR
. HiBR IAM AP
- ZH 1AM A

EERAFHR

EMERAFzE , BREEEKRENRSEIED . XFEEEE , RALETERBREACHESE (D
ABRNARERF ) NiEENR,. BXEFELRGRANEENESEE |, BSRMEA LG RNE SR
Amazon IR,

Gl 1AM A/~

A LURE IAM B P 5I#E 289 Amazon Web Services K 43 E IAM B AS | A5 HBFFRBENAT
EHFP4A, BXAVNEHAFPMEENNRNEER , BSEIGA IAM TRTENINE.

BT - R PR A P

« Amazon Web Services Management Console : S &R , % Users (AF). EHIEETRE
Amazon Web Services M~ FHI A~
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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 Amazon CLI : aws iam list-users

« Amazon API : ListUsers

FIHSERAFEARRNAR

« Amazon Web Services Management Console : ES M BE&H , Fi%#E Groups (4 ) , EBAF4A
B, RF%TE Users ( BF ) T+,

» Amazon CLI : aws iam get-group

* Amazon API : GetGroup

JIHAF B E AP 4A

« Amazon Web Services Management Console : FE S BE#EF , %£4F Users , EERF B, RE
i%£$E Groups &I+,

* Amazon CLI : aws iam list-groups-for-user

« Amazon API : ListGroupsForUser

EmE IAM A

EFWAFPNBHEERE , 4JER Amazon CLI, Tools for Windows PowerShell 5 Amazon APl,
BHERSEATEGZRAFNED, BXATAFPEGEMEENNRNER , HSEIAR IAM &
TRFTERIR,

HEERAFBREEN , REUTER

- NATRPNARERAFASBRELER.
- RAFRAFBNAFREERRNAF A,
- AFME— ID RETE, BXE— IDHESEER , H5H E A/

s HRZAFPARIEA (MZAFRFRFHEANE ) WERSACKEEY B EMUAFERTHEFZHE
&, Bl , Amazon SQS FREME FRAFIAIFKEEE Amazon S3 FEAE T REN RSB E
¥, AERFEHAER,

IAM T EHEFRZAF WA RFENRBEUAEATASAHBEE ; LTHEFHERH. FlW, Rig@
R Richard MY —1MRE , ZRBEZAFIEREACNZ2REI, MREE RN Richard
E®BN Rich , WEBEAEFTEE M LR RIRMILL :

EEMAF 150


https://docs.amazonaws.cn/cli/latest/reference/iam/list-users.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListUsers.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/cli/latest/reference/iam/get-group.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetGroup.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/cli/latest/reference/iam/list-groups-for-user.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListGroupsForUser.html
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arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Richard

) A
arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Rich
MRAEEAFNRE , ME2REXTER ; EEATEENRIURRZAF- ERAMEE,

EwgRAS

* Amazon CLI : aws iam update-user

 Amazon API : UpdateUser

R IAM B

MR IAM AFEBEEFEAT , M MNER Amazon Web Services I FIRiZAF . MMRiZHF T
B, NAEARFRENE , MA2MW EH IAM B FRmREE MK P R,

£
- HIBR IAM B (#H& )
- HiIER IAM A7 (Amazon CLI)

fiBR IAM P (#2H1& )
/8 Amazon Web Services Management Console Bk IAM AR |, IAM S BESIMBRUTEE :

- AF

- BAAPERARE — BRI , ZAFRMEREM IAM A - 4E F Bk

« EMEZAHFRERNED

« BT iZAFEMTR A

« AR ZRAFFHAMARNRER (BIAFARREATRFNEBAZZN )

(@ Note
HEMBRA A, IAM SBERHEI0EA O EMEE R , BT 2MBREERE,
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https://docs.amazonaws.cn/cli/latest/reference/iam/update-user.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateUser.html
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« fE{AREXHY MFA %%

BBk 1AM A (244 )

1. &3FAmazon Web Services Management Console , fA/F&Eid LA T ML F IAM #2HIA : htips:/
console.aws.amazon.com/iam/,

2. ESMERT , &FE Users (AF) , REEHEMBRNAF SN EIRRE,
3. HEREATNE , EEMERA /.
4. HEEINTEES , EXFRAZRTFRARAS R UBIARERAF . & Delete ( BIER ) o

fiBx IAM AP (Amazon CLI)

5 Amazon Web Services Management Console @ , £/ Amazon CLI fiBRAF8Y , BATF 3h
BRI MBI ZAFHNIE ., LEBERTXNRE,

MER K 1 ER A P (Amazon CLI)
1. BRBRAFNEE (NRAFER).

aws iam delete-login-profile

2. EMEBRAFHNBRZRSA (WRBAFER),

aws iam list-access-keys ( ATFHEAFHIERIZ4S ) M aws iam delete-access-
key
3. EMBRAFPNZEIER, FE , HEHRELEIER , FIEKEHEX , TERE.

aws iam list-signing-certificates (AFHHAFNERIES ) # aws iam
delete-signing-certificate

4. EMERBAFHY SSH AEH (WMRAFER ),

aws iam list-ssh-public-keys ( AFHIHAFH SSH AE%E4 ) # aws iam delete-
ssh-public-key

5. BEMBERAFE Git Fil,

aws iam list-service-specific-credentials ( BFHHAFH Git &Zif ) M aws iam
delete-service-specific-credential

6. FAAFNZESHRIL (MFA) REZ (WRAFESR),
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https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-login-profile.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-access-keys.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-signing-certificates.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-signing-certificate.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-signing-certificate.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-ssh-public-keys.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-ssh-public-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-ssh-public-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-service-specific-credentials.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-service-specific-credential.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-service-specific-credential.html
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aws iam list-mfa-devices ( AFHHAFH MFA&®& ). aws iam deactivate-mfa-
device ( A FEHIEE ) M aws iam delete-virtual-mfa-device ( FF 7k AMIBREE #A
MFA &% )

7. EMERA S8 ABR KB

aws iam list-user-policies ( ATFHEHAFWMNELZERE ) M aws iam delete-user-
policy ( AATMIBRRRE )

8. I EHHINEIA BRI E K.

aws iam list-attached-user-policies ( AFHIEHMMBEIAFWEEREE ) M aws iam
detach-user-policy ( BF O EXE )

9. EMEMAFATRMERAS.

aws iam list-groups-for-user ( ATFHHAFMBENWAFYA ) M aws iam remove-
user-from-group

10. BEMBRAF,

aws iam delete-user

=H 1AM AF

WRIAM AFERBREHRLNT , BUZEGHER, ZUREH IAM AFEIE |, BHARMLEH#
1T Amazon iF[dl,

EFEARAP , HOEA MR I LIEL Z A R Amazon, ERAILAERIREZA PR R,
LA R & 7T LAKE R F 7= BASE 48 EL 15 (8] AV 4B 48 SRS A N R Bl
LTRBEFIERREIRE, S BRZ RS seRE A7 i h R R,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "*'",
"Resource": "*"

}
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https://docs.amazonaws.cn/cli/latest/reference/iam/list-mfa-devices.html
https://docs.amazonaws.cn/cli/latest/reference/iam/deactivate-mfa-device.html
https://docs.amazonaws.cn/cli/latest/reference/iam/deactivate-mfa-device.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-virtual-mfa-device.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-user-policies.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-user-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-user-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-attached-user-policies.html
https://docs.amazonaws.cn/cli/latest/reference/iam/detach-user-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/detach-user-policy.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-groups-for-user.html
https://docs.amazonaws.cn/cli/latest/reference/iam/remove-user-from-group.html
https://docs.amazonaws.cn/cli/latest/reference/iam/remove-user-from-group.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-user.html
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}

LUTRRBaES— &M, BISEIE 2024 F 12 A 24 BB L 11:59 (UTC ) B4 , #F 2025 £ 2 A
28 AL 11:59 (UTC ) KLk,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
IlActionll: II*II’
"Resource": "*",

"Condition": {
"DateGreaterThan": {"aws:CurrentTime": "2024-12-24T23:59:597"},
"DateLessThan": {"aws:CurrentTime": "2025-02-28T23:59:597"}
}

SR IAM A P RYUBR

& 0] LU & Amazon Web Services IKF Y IAM AFWINER , FEREXAFPNARKRAARE. &
HIMEAFHONR, EENBAFHMNKERIRENRDL R, R ZEFHAFTUEENRANR, X
PRiz 52— S % Amazon IhEE,

BXREEIAFHINRAENNRNER , F2H 1 H 1AM B IRFTERR,

£

- EEAFEN

- ETAFWREDES) & KRR

- MAPRMRR (2BFEE )

- BERAFPHRR (24E )

« MAFRBRRRER (A )

« NAFBBRRAR (#2FE )

s N A0 BR A P B9 AXBR ( Amazon CLI 3% Amazon API )
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EERFTE

EERAFPHNERZE , FNEEERIENBRSRINES. XEEEE , RALTERBREACSH 44
(MNABNARER ) WiFRNE, BEXEFLRFEANEENESZEER | ESREA LXIGRNERML
{t, Amazon FHI PR,

ETHFRERES & R

Bt , BHELE IAM A (AFRSAR ) RTEEEZTENNR. ABBELCRTFHNER , &7

DAARIESE MR iA B TESN £ B 1AM policy. |AM 5 [E] 7 #Tee 2 EF &K Amazon CloudTrail HEH4E K —
MNEBRER , HP2eXAEEEACERNEANNIR, SN ERAERNEZEERANRNIEE SR
B, REREMME IAM 2k, X¥  BNERTFAFPSACSRHEFEARALIPH Amazon FiR#H 1T

REMENNR, ETHREZEL , H5H ETHEE ERERK,

R PR IR (2414 )
IAM 12 7 =fb 555K @ A PRI PR SR B -

- RAPRMBA - EAPRN —MKR. REZANKBFH WA/,

- EHTBRAFHNE - EFFFAEAKR RS, MMAEERRE, RBRRBEUREAFNEAIARE
B

- EENRAFHIKE - EEANRFMINEERE. AAEEENR , BHREHMEE K REERAS
DR IVEZEL: )

/A Important
MRAFEERRILFR , MIERN A AN R e R A R VPR

B A P AS DNE A KA A R
FMRAPAMEALIENERAF,
BT A P A B A SR @ A P A A R

1. &% Amazon Web Services Management Console , # 5 https://console.aws.amazon.com/iam/
17 IAM #2F &,

2. HESMBERD , kB Users( AF ),
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https://console.amazonaws.cn/iam/
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3.

~

ERFH AW Groups IR EFEAFPNYIAK R RE, MAEXLE | FEIZHRUT SRR ZIR
BAFP&RS
1. ERANNERLS , BRBRRERFS

(% )e
2. £ Manage Columns XJiEHEH | i£#F Groups 5ll, (i) BRI LUERAHFEEAFP RSP ETR

I EAT H PR EIEAE
3. %#% Close REI I A F 5I&K.,

Groups JIEERAFFIBMNA. ZIGRZIERNMNENEER. WRAFREAZESNENRK
A, MRAERFAFENMNE (RFBINFHF ) K HESSHMARABEHOKRE, flo , mMRAFE
FHA, AB, ACHAD, NZFEREEE Group A, Group B + 2 more, EBEERAFFIEAN
BE , AL @A &R Group count 51,

BIEREEHENRENAF N E .

EiE$E Permissions I , ARG Add permissions, i%£3# Add user to group.
EREFLEAPMANS NN NN EIEE, SIRETRTENMNMNWEHRURABPERNZEARRA
[EIR B ERRE,

(\ik ) BRT NIRBA D TERIFZI | EE T LLERR Create group RE X 4H,

a. HEFETFF , WTRAFER , BAEHHTHEBN.

® Note

Amazon K H 1AM BRHBEN K/ NRERN. BXEZER , BSHEIAM 7
Amazon STS Ei&ll, ABEMUTURKZZH 128 MNFR., BFEFMUTEHEKMNELS
s+, &5 (=), 25 (). 92 (). at&F5 (@) FEFH (1) K P BFRAM
H— BHFAXDKNE, fln, BFeE|EE N TESTGROUP H testgroup HIFH A
4,

b. EHREEMMBANIFEERAIN N —PNRSNEIRE, EEFLUBT % Create policy
REEIMNIEE R, MRBIXHEMY , BEIEFTHREZGFRE S HER[ETFHE
A ; i%$% Refresh , RARERFREVFEMMBIENE. BREZEE , FSHLE IAM
policy,

c. ®“EGIEZRAFA,

d. EBEIFHEDF , RIFENATIR, RG1EPEIVRER R EIEE.
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8. BERT—% 6 UEFBEAMIAFPNEARRBRKIIERK, AEIEE Add permissions,

EEME A A P& SR AR
SRR BIFEAS,
BT ME A 7 & SR PR SR @ A P s S0 A BR

1. &3FAmazon Web Services Management Console , AAGEEE LA TMULITFH IAM #2&]& : https://
console.aws.amazon.com/iam/,

2. TESMBERPIER Users , EREEERENBRNAFNET , ABFIER Permissions £,

3. EEARMNE , AEEBENIEAFEHNR, JIRETRT AR UK EERK G BEFMH R K
B, MRARKEHTEIRTEESRE—TH , BLUER and n more §8#, WMITIHLIRESHT
FEBR BRI+ |, AT LAEE F M (Permissions &I +) F4A (Groups &I +) HWEEIIR,

4. ERERESHHENRBRHWAFZSHINRIEZRD,
5. &ERT—% , LEFENAFMBNENRIIFR. AFIEEFE Add permissions,

B E R SRS B 02 A 7 SRS O AX BR
B pnERmg S ENRMMA
M (B B D04 SR SR [ A 7 AN AR AR

1. & %Amazon Web Services Management Console , RGBS T MULITFH IAM #2&1E& : https:/
console.aws.amazon.com/iam/,

2. TESMBEERPIER Users , EREBEERENRRNAFNEI , ARFIER Permissions £,

3. EEBERMNR , REEREZH MIE K,

4, EPEZREMMBIAFNEEREAN NN —PNRZNEEE, BEALUETE#E Create policy 3k
BIEFWIEERE, NMRBXHEMY , BEAEFNRE cERE R XK EMFHE D, EF
Refresh (R#T) , REIEPHREXN NN EEELUFZREBHNBEZNAF, BXEZEERE 85
17812 IAM policy.

5. EBRT—% , LEFEMMBAFHNEREIIR, AEIEE Add permissions,

AR IRENRRD SR

RERRLRALIEZWAFT.
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AR IRENRRD SR

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
7 1AM #2#H &,

ESMBEKT , &F Users ( AF ),

FEREERHNRL AN AFHE T,

1%4E Permissions Wl ~, MBAKE , FTIANRLAES , AEERRENRLR,
ERERA TR RVER,

ERIRED R,

o o A~ w DN

ERAHFINR (2FE )
IAM RV EER U T AR ERSRFRERENR :

- RENRERE - RmIEASABKRE, APNEANRBRRE  SyEIEZNINER /- MNAK E A
FHRERKE., RAFEANRILA , WERHKNNRT R AER R RD R R AT
YA BR o

- EANRLR - EXAERFHRRL SRR, XA KRG A ATUEANHZEANR,

YriE R INE A P AV PR SR G

BEUNREIAIEMmAF,

REAFHEMINEE R

1. &% Amazon Web Services Management Console , # & https://console.aws.amazon.com/iam/

I 1AM 251 &

ESMBERKT , &F Users ( AF ).

FEREEXENREBNAFNE T,

1%4% Permissions Ul ~, MANKE , FTFNREKRETD .
g2

FRRERENRBNEMAEFTERZIRBENFARGE . FARRBREALAFUERLRER
% 7T BE 2 S0 B i B A SRk

FRENRETMFAERTRBER THONR, REERRERE.,
7. RBIZRBABREARERIIZEN, BXESEE , HSRE%E IAM policy .

o M w0 b

o
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Amazon Identity and Access Management ArfEm

8. LRERXRE K EEREEE 6 ABRREREEXR.

EQ A PRI RIL SR

FUNRIZASIBIEMAF,

FUATIREAR BN RL R AR

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
I 1AM #2515,

ESMBERKT , &F Users ( AF ).

BFEREERANRLANAFNER.

1%# Permissions W<, WMALE | TIANRLAT S , RAREREILR,

ERE R T NERG G R,

EFRIREL S,

2

MR P I BRAR BR SR BE (2%l S )

MIRRERE I BI I A

O 1AM B P AR

1. &% Amazon Web Services Management Console , # & https://console.aws.amazon.com/iam/
7 1AM 2§ &,

ESMERT , & Users ( FAF ),

FEFRERBRENRLFNAFHNE R,

B i£$E Permissions &I+,

MREBSBRIAFEHREENE , FEEFXREXTHAFP MAREZER | RS BERZEMH BRI
i BRER BE -

o & w0 DN

- MRZKBERAKRABETER , WEFERER , NAPBBRZAF. HicE , TEENE R
SR, WRENAPHBRENAS , ZRAFRRENHESAR A BRIZWIFRE R
5 E AR

- MRZRBREZMMENZAFOEERE , WERRER , NZAFPIEIZER. XTSW
2R B A B 5% SR B T B2 B 02 AV AT L A 3K 4
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« WMRIZRBEEABBMANER , MEE X TM IAM FRIBRIZER, EREMNE A RERER
REEZAFFEE,

MAF BRI RIS ( 2%8 )
MR AR BR3E 57 &2 STENS WA A 7
M £ IR AR BR i 57

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
17 1AM 251 &,

ESMERT , & Users ( FAF ),

HE R M R E ARG B A P B .

Hi%F Permissions U+, MAXKE , FTHANRLRAE D , AEEFEMERL R,
EERMIBRIA R | L INEERBRNRL R,

o M 0N

DN AN BR A = B9 AXBR ( Amazon CLI 5 Amazon API )

ELURTE AN INSMIBRIR |, EATURIMNA R R EHE, M0 BT E RS & N NS BR B3R
B, BXEZEE , BSEUTESE -

« £ 1AM B PR FR A 0 A BR A 2
o AIFIMER IAM 5 51X R

£ Amazon RFEEBE A #13

BRI LEKFHPERE IAM AFNEE, IAM AFREERBE T 8E5R Amazon Web Services
Management Console. ¥ Amazon CLI, Tools for Windows PowerShell, Amazon SDK = API ,
AP ZEZBE USRS X EE Amazon BIR, EIXLEIRET , BAILUEERAN IAM AR S E 16 EZ
o BR , RMNBENLEAZEREAEMERLNHRZRERG . BXEZEER , 52 FHAmazon

Z&Fil,

H%
« R IAM B PR BN 258 K1
- B IAM AR
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Amazon Identity and Access Management ArfEm

- A IAM AR EXE SR
« IAM AP I E R EC NG

A IAM AP REKF ZBR

& 0] LATE Amazon Web Services Ik Ei%iE B E X ZBEKE , MEEELN IAM AR ZBHNE RN
ERMAEFIRHRE, MRKREEENEBERE , U IAM AP ZBAMNETSERIA Amazon Z1E K,
BXEZEL  FSREENFEERIED,

ES ]
< RERDEBEAAN
< REFD R PTRANR

« RARERE

s BENEBERIED

ZO R (2HE )
(Amazon CLI)
(Amazon API)

RIEZ R AR AN

IAM ZH8 KB 5& A T Amazon Web Services IKF R P B R IAM AFGRIZE . MREZBY
5, IAM B PR T EE S Amazon Web Services Management Console |, 1B A] LA 4E {5 F§ H i 7] %%
o

PR ERFRLREE , ASHEBRBRESEAF TRAEREFBNEXE, B2 , —EREFNILA
K. Bl

s ERNKENFRAABERTER , REQELNAFP T AEREZBNEFERZIZE, TR H
FEXRHENEZD , EXEEBRFEENEHNHEERRE,

- RERBEMN , BRPALAER, fln , BELEFHBERPIZERN 00 K. EXHERT , X
TNEZBEAGREY 90 XWATE IAM AP , HEEMIH, XEAFSXRE T RERNERH
R,

EZREENERABAEBE , BELTERYHERE RYUERFAF, ATHEBEZSM , RINE
WIS 3R B R B 5 Multi-Factor Authentication (MFA) #4&. BX MFANESER , E5W &
Amazon REAZE B RIE (MFA)
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R 2D 5K B B P 3R RV AR

BB BNRAAY IAM K (AFRAR ) EEREEBEKF FEERE, &0 LLE IAM policy &
BELT R RIEIRE
 iam:GetAccountPasswordPolicy - R iFSE{h2E & HIKF # 5Z53 5R R

- iam:DeleteAccountPasswordPolicy - A VFSRAMIBREIK P /Y B E BB R HRE T RIAE
R

« iam:UpdateAccountPasswordPolicy - RFEERNEKF Q| ERE R EE L FHE K

UTREATEENRERK - BERENTSHENR, BT HNMAERZRG JSON K162
IAM policy , 2, the section called “f# A JSON 4miEz5 B2 K AL

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "FullAccessPasswordPolicy",

"Effect": "Allow",

"Action": [
"iam:GetAccountPasswordPolicy",
"iam:DeleteAccountPasswordPolicy",
"iam:UpdateAccountPasswordPolicy"

1,

"Resource": "*"

}
]
}

BXIAM BFERHCHEBRERRNESR , B30 27T IAM A EREH SN ED,

ERINZTE R
MBEEBRAKRREBENFEER , U IAM BFZBA0HERIA Amazon BB K,
ERINZERIEE B ITUTRYE -

ZBREREN 8 INFHN , REN 128 MFHF
« ELPEBUAT=ZHFHRENES : KB, ME, 87, URFFEIBFFZHF (! e # $ % & *
()y_+-=01{}1")
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- 588 Amazon Web Services I & #iel B F BB 4 b it R [F]
o BIKATH

ERBYER L H A
NKFEEBE X RGREE |, ATIEEL T &4

- BRRNMKE - BUUEERY 6 M FRARS 128 MNFRF.

« Password strength ( B8R E ) - BRI SLER U TE—SEERE L IAM AFZBEE .
E-NKEBHTFE (A-Z)

FE-—NMNERNTZEE (az)

EE—IMF
FE-MFEFEBFFRHF! e $5~&* () _+-=[14{13}1"

« Turn on password expiration ( ST ZEBEH ) - BULUERHIEE IAM AR ZBEEEHNE N -
ED 1 RXMFZ 1095 X, Hlw , MREIEEM IS EN 90 X , WEVEEMAERAF. ¥T%
BT 90 RWAF , BEdaa Rzt At , XAIREFHL, BEH 75-80 RWAFSRBIEXE
i3 HiH9 Amazon Web Services Management Console B4, IAM AP AT LABER B ARG (NG
R ) . ZENEXMMNAFRENZBNETE, IAM AFPRENREE —NMEREB.

« Password expiration requires administrator reset ( ZIBIHEEEEREE ) - LB ILET AR
It IAM AP RS /R B Amazon Web Services Management Console E# B 2 &1,
EBRIIRTZ B, BHIAEH Amazon Web Services Ik EEZSNEZXEEBNRNAR , UE
B IAM PR #1E, BA iam:UpdatelLoginProfile NN EBRATWEE IAM AF#EB. &8
iam:ChangePassword SXPRFESNFRIZHN IAM AR UERESREER IAM AP EHIA R
B, MRBRUESIEE  ZBEITHN IAM AR A EREHBE , AT EETE Amazon Web
Services Management Console.

« Allow users to change their own password ( A 1FRAFERE NG ) - B LK F P HFT
BIAM AFENECHEBE, XEAPBRATUNIGREAFH iam: ChangePassword BREF
iam:GetAccountPasswordPolicy #&fE. WWEMTSFNERBHMMBBNAF. HR , IAM
NAFERAFRHEEKFRINER, RE , BAULIATS,AFEEECHNEB, ALHEEBERLER
., BXFEARBKRFMEATUERZBNESEE , BSREAT IAM AFEXRE SN EB,

- Prevent password reuse ( L ZBEEFEA ) - B LML IAM AFREEFERAEEHRENTIEB,
FBALEERD 1 N RZ 24 N REEEN T BB,

S
£

S
/

S
/

G I R R
&\
)

S
3
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RAriEmE

REZBRE (2F8)

#& T £ Amazon Web Services Management Console #12, XMk B E L BB KK,

Bl EE U RBER (2 )

1.

o 0 A w DN

&3 Amazon Web Services Management Console , RSB AT MULITH 1AM 24 &
console.aws.amazon.com/iam/,

ESmBEERD , ERKFIRE,

£ Password policy ( 1B % ) EB5 , &#F Edit (HE ) -

1%£$F Custom ( BENX ) AEABENLFE K,
EREZENATHBREBHIED | RF1EE Save changes (RFEX ) o
BT %$F Set custom (IREBENX ) RFALEREBENFBRE,

TR SBER (25 )

1.

o > oD

& Amazon Web Services Management Console , RSB AT MULITH 1AM $#2E A&
console.aws.amazon.com/iam/,

ESmBEERD , ERK/FIRE,

£ Password policy ( 1B %KE ) Zb5 , EF Edit (HFE ) -
RREBENATEBREED , AFIER Save changes ( REFEEXN ) -
B IEFE Set custom (REBENX ) KEAEEREEHENZE KK,

M BR B E LRGSR ((12%A )

1.

o &> oD

&ZF Amazon Web Services Management Console , ARG AT MULITH 1AM 2&H &
console.aws.amazon.com/iam/,

ESMERTR , EEKFIRE,
1t Password policy ( 1B %R ) 882 , & Edit (&RE ) .

. https://

. https://

> https://

3R IAM default ( IAM BRIA ) LAMIBR B E N BRiBKREE | RfF1%E$R Save changes (R EEX ) -

BT IEFE Set default (REERIAE ) KFIABERE IAM BRIAFBREE,

REZ TSRS (Amazon CLI)

A LLE A Amazon Command Line Interface i B 2R 15 FK B,

EEARD
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B3 Amazon CLI B B E XK~ 218 K1

BITAT8S

- QIEREXNBENFEWEEKE - aws iam update-account-password-policy

- BEZWBER : aws iam get-account-password-policy

- MIBREENFBEKER : aws iam delete-account-password-policy

REHEEKE (Amazon API)

A BAE A Amazon API R ER IR B 2585 K Bk
Bid Amazon AP B3 B E K /2 58 R #E
AL T#RE

- BIERENEAENFZBERE  UpdateAccountPasswordPolicy
- BEFERIBEM  GetAccountPasswordPolicy

- MIBRBEENFGE : DeleteAccountPasswordPolicy

EIE |IAM AF 1

JBid Amazon Web Services Management Console £/ Amazon % JRE IAM AP %M EB BB T8
BF, BUGIE, ERSMEREHN Amazon kP H 1AM AR,

MAFSEEBRE , ZAF AERESHNKS SR URL EF Amazon Web Services Management
Console , B1ITFFI7R :

https://12-digit-Amazon-account-ID or alias.signin.aws.amazon.com/console

A< IAM B & F Amazon Web Services Management Console WE Z{EE |, 1§25 (Amazon
B% AFERE) PHIN{TE R Amazon,

EERAFEECHER , EREFEENRST B EEN Amazon BIR, BRIABERT , AFRENR.
ABEFRAFAENVA , ZURAFIAFENFASERE. BXEUBAFPNANEE , F5H
IAM &4 (AP, AFEANAE ), BXEARBRREFITNEE , B5H Ed IAM AR,
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AEAFRTFHENNNE , ATEXHEENEB, EXESER , BFZHAT IAM AFRFERED
B, BXAFPMMERKSEZTENER , B5H (Amazon % AFIERE) RHVIEER

Amazon,

£

- BIE. FXESMER IAM AR RE (854 )

- BIZE, EXIHMBR IAM %5 (Amazon CLI)
- BIEE. FEXSMER IAM A F %% (Amazon API)

B2, EREMER IAM BFRHB (B4HE)
BT LLEA Amazon Web Services Management Console B IAM F F Y #15,

HAFEAENARLSFAIBEERR Amazon i |, BFS4HRIFAFPFERANEIEHBREXLEEIEIRE
WER, BEERT  METBEESIE , TNEMBR, SRATVEEREEILEZIENSEE], &
ELNEUXEELR  LEZINAFPTBHEEH RN

7 IAM B PRINER (12 A )

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
TF IAM #2H &

ESMBEKT , &F Users ( AF ).
BERERNHABZBHAF A
REREZEEIRTF , ARERFEERXTEEZRAEHEHRNE,

#£ Manage console access ( EE#2H A 5F ) B, X¥F Console access ( #E#H &R ) |, &
Enable ( BA ) (MREREF), MREZAZEHAERE , WELEHD,

6. XITF Setpassword (IREZHWE) , EFLLL IAM EREFEE IR EENLES !

o M e N

- Eil IAM ERFE |, 5% Autogenerated password ( BRI R HE ) o
EHEEENE |, HiEE Custom password ( BENZE ) , REBAFE,

(® Note
BRI Z B LRSI 89 25 K

7. BERAFERZNOENZD  BERASSAE TRAZRMNOEMEZD, RFIEE Apply ( X
Ao
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/A Important

MBIEBFAFMSAETAEBEZRNGEFZREEDR  FRARBFESEZENERNR. &
XEZER , BSEAT IAM AFRPEXRE SN ZE,

8. WMREFRZETREMFRD , BERFSEBNEETLRREETR. XELCRVEEED , UEER

FHITHE,
/A Important
HTZ2RRE , ERREZIREETEHRIZED |, BEATURENIEHED,

B IAM AP RVE (#2315 )

1. &% Amazon Web Services Management Console , # & https://console.aws.amazon.com/iam/
17 1AM 251 &,

ESMBERKT , &F Users ( AF )

FRBEEEIXHZBHAFHE .

REZEFILRT+ , RAERFH AR TEREERFEHRNR,

#£ Manage console access ( EXE#ZHI&15R ) H , X TF Console access ( #HlAHE ) , EH
Enable ( B ) (MMREKRED), MREAZEFEFR , WEERB,

6. XIF Setpassword (IR E#FE) , EFLLL IAM AR BEERUEEENLEBD

o A 0N

- Eit IAM £ERZG , %R Autogenerated password ( BSHERKPIEE )
- BEOIEATENHE , HikER Custom password ( HENEL ) , REBARB,

® Note
WMRYFRETKFNEDER | NEGENEBLNFEZRKE,

7. HERAPEZRRMNCEHRED , RERAFSAAE T REZNIEFTRE, AFIEE Apply ( X
Ao
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/A Important

ﬂﬂ%ﬁ%ﬁﬁ?%&ﬁi’ﬁ:-ﬂﬂ RN CIEFFEED , BRAAFEEEFENERNIR, B
XEZER , BSEAT IAM AFRFERECWEZE,

8. MREBRZETREREE , FHEEZFHAFENEFEPLERE R, XELEBEFEN , WMESH
Fﬁ’f-.r/\?—o

/A Important
HTZ2RRA , EERZLTREETTEL RZED |, BETLENCIEZHED,

MR (A ) IAM AFPHEDB (#2515 )

1. &% Amazon Web Services Management Console , # & https://console.aws.amazon.com/iam/
177 IAM 25 &

ESMBERKT , &F Users ( AF )

FEEENBRHEZBN A NE T

REZEFILRT+ , RAERFH AR TEREERFEHRNR,

¥F Console access , #%£$F Disable , R/F1EF Applyo

o A 0N

/A Important

B A LB I BR 1AM A P B9 288 5k PR LE HL 35 [R] Amazon Web Services Management
Console, X# ] LA 1 fib {18 A & REIEZ R Amazon Web Services Management
Console, XTFLFERAIHNNIR , bR LPEIEAIERETHNAGHEEFE, NRZA
FEEEHRNBERNA , iR EEERH A FET Amazon CLI, Tools for Windows
PowerShell, Amazon APl , 2t Amazon Console Mobile Application #1715 8],

B2, FoMIER IAM AP 28 (Amazon CLI)

Al LA{E A Amazon CLI API &3 IAM B2,
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B2 % (Amazon CLI)

1. (") Eﬁ?ﬁﬁﬁ?‘ BEZB | HETHES  aws iam get-login-profile
2. ESIBRZB , BEETH®S : aws iam create-login-profile

FERAFHZEE (Amazon CLI)

1. (W) EWBEAFRAERE , HETHhaHS : aws iam get-login-profile
2. EFEURE , HE1T® P : aws iam update-login-profile

MiEx ( 28 ) BFHERE (Amazon CLI)

1. (7t ) EWBEAFRAERE , HETHhaHS : aws iam get-login-profile
2. (&) Eﬁmtmﬁﬁﬁ&.ﬂﬂ’]ﬁ'ﬂﬁ? BT : aws iam get-user
3. EBRZEG |, HE1TH@ S : aws iam delete-login-profile

/A Important

EMBRAFWNZERE , AP EBERZE Amazon Web Services Management Console, #13R
ZAFEEERWILR S , eSS LE/ERH A FEE Amazon CLIL Tools for Windows
PowerShell 2 Amazon AP| BEZ i A# 1715 R, 7EEA Amazon CLI, Tools for Windows
PowerShell 5 Amazon APl M#&#) Amazon Web Services Ik~ Sl BR B 7 B, S840 & EH
HRERBRER, BXELZELR , S FHMBER IAM AF (Amazon CLI).

B2, ERZHMBIER IAM AP (Amazon API)
A LAE R Amazon APl B2 IAM AF &1,
BIE % (Amazon API)

1. (W) ZEBERAFERERE , BEAIERE : GetLoginProfile
2. ECIBZEB , FREALERE : CreateLoginProfile

FERAF MR (Amazon API)
1. (&) BEWMEAFRREEB , BAAIRE - GetLoginProfile
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2. EEREB , BFAMAMEKRE : UpdateLoginProfile

MiER ( 28 ) AP (Amazon API)

1. (W) EBERAFRAERE , HiET® T : GetLoginProfile
2. (W) ERELXEASBHME , HETHHS  GetUser
3. EMRERB , BEfTlaH : DeleteLoginProfile

/A Important

EMBRAFWZEREE , AP EBERE Amazon Web Services Management Console, 1%
ZAFEEERWILR RS , eSS LE/ERH A FEE Amazon CLI, Tools for Windows
PowerShell 2 Amazon AP| BEZ i A #1715 R, 7£EEA Amazon CLI, Tools for Windows
PowerShell 5 Amazon API MI&# Amazon Web Services Ik = R F B | B4 M &
HRERBRER, BXELZEELE , S FEMBER IAM AF (Amazon CLI).

A 1AM B B EH SR ED

(® Note

EEREBUNAFRERESOREBE XN REREREDG, EAREXRE , BRAXA
FEAHESHRUBNIRE S ORIESEEA IR EIE iR Amazon,

ETLAE 1AM A 8T o EH B F & 5 Amazon Web Services Management Console #2273 #9#
R, EAIABE AT A N2 —RMITUIRE

- ATKFHHME IAM AFRERBEENEB,

« RAVIEEN IAM AFERECSHEL, FRERT , EEMAAHEAE RS ARERERDAYT
1, FEA IAM policy REFELRAFRFRR. XA EATXEAFEXEBCH BB TENE
fbTAE , Bl B S IBEZER,
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/A Important
BINBWEREBENHIDER , ER IAM A 21258510,

REFE IAM AFERACHED

1. B FAmazon Web Services Management Console , RGBT LA TMuLITH IAM #2FI& : https://
console.aws.amazon.com/iam/,

ESMBEEF , B Account settings ( IKFIRE ) -

1t Password policy ( 1B %8 ) 885 , &% Edit (&RE ) .

i%$E Custom ( HEX ) UAEABENEB X,

%3 Allow users to change their own password ( RFAFEHRERDB ) , RFER Save

changes (RTFEH ) . XEKFPFHMEAFPRTLMRIBRIEAFH iam: ChangePassword
ERAEF iam:GetAccountPasswordPolicy 4k,

6. MAFRHAEXERFBALLTYR | IAM A NAERE S %D,

o k~ @b

BEXRUHAXRENAKFANZBER (SFEATMERAFERXRBESHE ) B9 Amazon CLI, Tools for
Windows PowerShell ] APl s IS8 , BHSH I8 BZBEEE (Amazon CLI),

RVFIEEN IAM AP ERE SR HDG

1. &3FAmazon Web Services Management Console , fA/F&E LA T ML FF IAM 25 : https://
console.aws.amazon.com/iam/,
2. ESMBHKP , B Account settings ( IKFIRIE ) o

3. 7t Password policy ( BB KR ) o+ , BWRRIEEFE Allow users to change their own
password ( AFRAFERHEHREE ), WREEPHERE  FEAFHEUTERHFE, (BESH
J:_/|\ijﬁo )

4. BIBAVTERHEHBENAF (MRZIEEXENAR ). BXEFEAER , BSH E£H
Amazon Web Services K/ HeIEE IAM A

5. (Wik) AAUERECEBHNAFGE IAMA  REFLEL—SBINAFRINIZE, ExiF
WMER , FSH EE IAM AP 4,

6. NTIRMIERZH, BXEZER , HSHERE IAM policy,

{
"Version": "2012-10-17",

EEHH 7
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"Statement": [

{
"Effect": "Allow",
"Action": "iam:GetAccountPasswordPolicy",
"Resource": "*"

.

{
"Effect": "Allow",
"Action": "iam:ChangePassword",
"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

}

]

WERBERF X ChangePassword #REM T RINPR |, X1EA A MEH A, Amazon CLI, Tools for
Windows PowerShell 2 API (X E 1B 2 HB, BER T GetAccountPasswordPolicy #
ERIERIMNER , XALAFPEE SN EERE, AR SEHNESTEETE Change password ( B
WEE ) THLEEFKFEBERRE. AFXPREMRYNEBRBUABRENGNEBHTESERBN
ER,

7. BAFREEXEXRZEBHIUTREA | IAM AFNAERE SNEB,

BREZER
AXREERIENESEE , BEANUATER :

- AT IAM AFERECEHNERD
« £ Amazon HEE A EB

« A IAM AP REKS. BB KRR
« &1 |AM policy

« IAM AP ERE S HED

IAM AP I E B SN EB

MREEHREBEREC IAM AFZBHIRR , W AT LAEA Amazon Web Services Management
Console FHVHFER ESTR IR, ZE T LAER Amazon CLI 2 Amazon API,

T8
. FIERR
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« IAM AP ERE SRR (2HE5 )
- IAM AP S E R E S W& ( Amazon CLI 3k Amazon API )

FREER

EZREECH IAM AP ERER |, BAMEELUTREFHNER : Amazon : 21F IAM AP EWN‘Z £
FIPMH EERE SR A%B,

IAM AP A E B S HNER (#HE8 )
LTREEBNET IAM B m{aE A Amazon Web Services Management Console B B 2 &1,
FREECH IAM AR HE (#H8)

1. £/ Amazon K/ ID SIKF 51& . &/ IAM AP BB ERE IAM 255,

® Note

RFERA , Amazon F T H X K85 Cookie iBEZRH IAM AR BZFKFEE.
RECHUHEMAFR SMER , BEFRTEKIH Sign-in to a different account ( & x|
Htk ) BURE BRI E. Fit4 , BB AEZESEHSEIEKS IAM AFREER
E/H Amazon K ID SIK - 518 .

EFREL Amazon Web Services il ID |, HBREER,
2. EELANSHER  ERENAFE , RFIERE Security credentials ( £ 4&iE ) .
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Account ID: 123456789012

Account
Organization

Service Quotas

Billing Dashboard

Switch role

3. 7 Amazon IAM EIEETF L |, EFREHRZE,

4. XF Current password (HEIZB) , FRALHNHEEE, £ New password (¥%#3) F Confirm
new password (HIAFTEE) EFR AT EBE, RREBREHEB,

@ Note
MBBLARFEK ZBRENER, BXESEFEE , HSHN IAM A REKSZGE
B

IAM F PP anfAlE 2 B 2 B %53 ( Amazon CLI 5 Amazon API )
UTERBNET IAM AP {a{EH Amazon CLI 5 Amazon API B EH 2 MR,
EFEHECH IAM ZE , FERAUTHS

* Amazon CLI: aws iam change-password

* Amazon API : ChangePassword

EIE |IAM B85 R124A

¥ Follow us on Twitter
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/A Important

R - HERE , FEAKRNZEEIE (510 IAM B8 ) M3EIEERZRASFKHAEIL,
Eﬁﬂﬂlﬁllﬂ&.’f’ﬂiﬁu , BIANERE KB RRANEREE.

R 242 IAM P 5 Amazon Web Services Ik PR P KEEIE, SRR A B RAZIBXN
Amazon CLI 2 Amazon APl FV4RFE2ER ( BESEA Amazon FATET ), BXEZER | FS
KL 2 Amazon API iE3K,

HRZAETEFWE D : HRIZ4E ID (5120 AKIAIOSFODNN7EXAMPLE ) M &5 R 248 (B4
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . &40 [E 66815 RI %347 ID MR 0] %
AT ERNITH B RIE,

LB BGRFAXE | FiEEZES ID IRFRHRAFAREE—INTEMNE, R RFHNEEL
EEH‘I—IFE MRBERTRHBRIGEZLE |, WA R R 2P H QBTN R ZH. BXEZFAE
B SREBELELRFRSTH Amazon L5 B ZR40,

BMAF&RZAERNMIRER,

/A Important

ZEERENHREH, BTEQREENGR{TRENR , AMERRN T HBY R EE K5
RRBARIT, MREXFEM , TRRSEE AR BRI KA HRRR,

UTEBEFHANET SHRBABINERES

£
ERLRIZAMENNR
EBFEEA (BHE)

- EEHRE4 (Amazon CLI)
BB RIFE A (Amazon API)
- EFHIE &

- R FEBEH

- WitGRIZES
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B U7 0] 2 A i FE RV AN R

(@ Note

iam:TagUser R A TARMMGBEE T RIZBAWRN TENR. BXEZEL , B5H 51 IAM
AR

ERNEACH IAM AR RES , ELAREFUTREFHNR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateOwnAccessKeys",
"Effect": "Allow",
"Action": [
"iam:CreateAccessKey",
"iam:GetUser",
"iam:ListAccessKeys",
"iam:TagUser"
iE
"Resource": "arn:aws:iam::*:user/${aws:usernamel}"
}
]
}

NEECH IAM AP ERLRIES , BANEFUTRBEPAINR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ManageOwnAccessKeys",
"Effect": "Allow",
"Action": [
"iam:CreateAccessKey",
iam:DeleteAccessKey",

"iam:GetAccessKeylLastUsed",

iam:GetUser",

iam:ListAccessKeys",
iam:UpdateAccessKey",
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"iam:TagUser"
1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

EEBRIESA (2F5)

& T LAE A Amazon Web Services Management Console B2 IAM A F #9517 2248,
B2, BRSBMBREBSHIHRIZEA (2HA)

1. £ Amazon Ik/ ID HIKFAIE. EH IAM AP EMBBERE IAM 2515,

(@ Note

NFERA , AmazonE F I HE FX ¥ 8§ Cookie iBEZH IAM AR BHIKFEE. M
RECHUHEMAFR SMER , BEFRTEKIH Sign-in to a different account ( & x|
Hak P ) URE X B RAE. Flti , BB AZEHFSEIEKS IAM AR EZRR
E/ Amazon K ID K~ 518

EIREL Amazon Web Services I/ ID , BB REE R,
2. ERELANSMED  ERENAFSE , REIERF Security credentials ( 22 &1L ) o

HRES =
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Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

@ Note
Z2EIE{XHE @ Amazon Web Services IKFRAF £, IAM AR TUNSMERERE
R 240
1. &EBAF,

2. T Users ( AF ) ke |, &#F IAM AFHIBE R
3. 1%&#F Security Credentials (R£UE$) &I+, EHBFHAT , EEFQNEIHBEZER,

BTUTRAEZ— -

IR A

1. EBFAZABS  ERURFARE. NEEELERIGARA  WLRDSRER | BLR%E
BB — MRS |, RET ORI RS,

2. 1E Access key best practices & alternatives ( G RIZEAREIRMERSGZE ) THL , BEEE
WABIAT A A B R F A B KR RIZAN EMIED, IREEEENAFANAZTEREE
£, H%ER Other ( Hft ) , RAFEE Next (T—F ) o
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3. (") AHRFRARERERIFCE. XLREN IAM ARRNGRSR/EN. XEBTEUE
FRRMEF A EZH. REFPIRERFRIZER ID. RIEIREANBEENHEZHARR, TR
J& , i%&# Create access key ( BIZZiFRIZ4A ) o

4. 7f Retrieve access keys ( ZRH R4 ) WE L , %#F Show ( 7 ) RETRAFNMRFRER

AMME , % Download .csv file ( T& .csv X ) » XRERERZFRBHANE -, &
MEHEBARTFTEREMNER , 5% Done (MK ) »

FRn R %A

« 1E Access keys ( TFIRIZ4A ) o H , REEEAMNEL | &3] Actions ( B1E ) , RBERE
Deactivate ( £/ ) » HRERTEHIAR |, i51%#R Deactivate (FF ) . SEANIFRIBHANS
Tt AL BN R ZEABRF.

BE T R 2 4R

«  7£ Access keys ( THEIZ4R ) BB , IREIEBUERIE4LR | 1&$F Actions ( B1F ) , RFERF
Activate ( BUE ) o

WERT B EEN TR E A

«  1E Access keys ( TFIRIZ4A ) BoH , REEMBRM LR | 1&#F Actions ( B1E ) , RFERE
Delete ( #IBR ) o LB FEFAIULEA %L Deactivate (ZH ) , REHINMIBR, BRIMNBUEIEKXKA
BRI R ZA BRI Z BB ZEAREEFREER.

I, EEMREM IAM AFNIGRIESA (2HE )

1. &3 Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
TFF 1AM 251 A&,

2. ESMERT , ZERF.

3. EREEEHIGRZRANAFNEN , AE1EE Security credentials (Z£&iE) £,

4. 71E Access keys (TFIRIZ4R) 8807 , ATATEERE

- ERIBRIER  BEFUEBEESR. MRRHMESER  MXTERBRIAETZEARH—1,
RIETRERIEFT B4, 1 Access key best practices & alternatives ( R B4 REZBRNE
KRAEZE) AL , EEHESBNBERGE, ERENAGIT B HEEE %2 KR
REANHEHMET, MRSHELNAGMAZTERRIZ |, i5i&EF Other ( Hfh ) , RFERF

17 254 179


https://console.amazonaws.cn/iam/

Amazon Identity and Access Management ArfEm

Next ( T—2 ) . 1 Retrieve access keys ( ZR 5B Z4A ) WE L , %#HF Show ( 7R ) KE
THAFHRZLRZANE. EFFRIZE ID IRZRHEZEANL .csv MFEXRFIUHEN L
WREMNE , FHiEE Download .csv file ( T .csv X ) . NAFRIEHRIZHAR | BRIk
BT, BEAXATENRS , HFEER L ENFERA L ZHAI,

- EERAFEDNIHEZEA , Bk Actions (BR1E ) , AEE$E Deactivate ( £H ) -
« BBCEIEESIFRIZ |, %R Actions (B ) |, RFEER Activate ( BUE ) -
- EMIRENIAEZR , FIEF Actions ( BIE ) , R/F%EE Delete ( HIBR ) » RBXIEEPHE

B % Deactivate ( £/ ) , AEHIAMBER. Amazon B ERITIIBEZH , £ERZZREH
NiXEC_REBEETRBMFER. A Amazon Web Services Management Console B} , 45L& AR
8, REFTERRE.

B IAM R RV IR B (2= S )

1. &3 Amazon Web Services Management Console , 8 & https://console.aws.amazon.com/iam/
7 IAM 23 & .

2. ESMERT , ZERF.

3. EEMHAFNEN , RARERLZEEIEETIF, £ Access keys ( THRIZ4A ) BB , BFEFEHA
F Ry R 240 L8 R BN Z A RVIRES.

(® Note
REAFMNEEZSR ID 2R, MREHRZAIREERARRRE

B Z/ 1AM B #0T55548 1D (244 )

1. &3 Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
7 1AM 251 &

2. ESMERP  EERAF,
3. WEXE  ABNTRUATSEREKE Access key ID FIRMBIAF KR :

a.

b.

C.

EEAMHRLERS , ERRERRK

(% )o
£ Manage columns (B3 %l) A | &R Z4A D,

i%4% Close IREIEI A 5%,

7[R 22 4H
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4. HEH4E ID FIEREMHRZE D, FRERS ; fim0 , 23478207027842073230762374023
GE3N) B 22093740239670237024843420327 (F5E3h).

BRI R R ZEREENEHEE—NERNMIRZHNAFRNIERZES, X TEEHRZEHANA
F, %% &R None,

® Note
REAFNHRIZS ID RSRIRN ., MEFERAREEUEZARLRE,

BN IAM A EBERENTLRIRS (#£68)

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
17 1AM 251 &,

2. ESMERT , BERAF,

3. HEEREYF , BARMBEERNAFNIBERZES ID.

4. WMBLE , TEITRATIERRS Access key ID FIRMEIAF &R -

a. ERAEMMHERLA , EFEERR

(% )o
b. % Manage columns (B®E%l) /| &5 E %48 1D,
c. 1&# Close BREIAFSIZR , AWIAFE LN AFAEREENTHE A,

EIR1F R %4 (Amazon CLI)

EM Amazon CLI B IAM AP AR |, BETUTH D,

« BIZEIFRIZ4A: aws iam create-access-key

s EHWBCEWEER4A : aws iam update-access-key
- BIHAFBRIZBANSER: aws iam list-access-keys
- BMERKIAMFERGRZARE: aws iam get-access-key-last-used

« MIBRIGEZR4A: aws iam delete-access-key

BREH ey


https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/cli/latest/reference/iam/create-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/update-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/list-access-keys.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-access-key-last-used.html
https://docs.amazonaws.cn/cli/latest/reference/iam/delete-access-key.html
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EIE 5B %40 (Amazon API)

ZEM Amazon APl B2 IAM BF W ERIZR | BiRAUTRE,

« BB EF4A: CreateAccessKey

- FERYBUEHRE - UpdateAccessKey

- JIHAPIERIZEANSER: ListAccessKeys

- BMERIEMEA LR ZBHARNE: GetAccessKeylLastUsed
fHIBRi5 R 234R: DeleteAccessKey

B R [F Z 4R

R -—DZeREXE , BWEEFENER IAM AFERZEA , SR TN SERN, BRELL
EMRH IAM AP A LAEH B S5 RZER.

BxrufamE IAM ARRFEITENGRZANFEAEFER , BSHE Amazon : £F IAM AFREZEE
P ELEEECHNEE, FRZEHAN SSH A EH, BETERERBNATENK, , UEXR
FiE IAM AP EREFREFR , ANESLAPITIX —RENIRER, BXEZER , HSHEN IAMAF
BB R R .

£}

- B IAM AP BRI %A (BHE )
o EFARZE (Amazon CLI)

- EFHEEH (Amazon API)

B IAM BRI ZSR (2HE )

EA L@ Amazon Web Services Management Console E #7177 (8] 2840
RPN ARFHER TER IAM AFHERZBA (2BHE)

1. HE-NMHRBANDLTESRESE , IBE-NMHRIZESR.

a. &3 Amazon Web Services Management Console , # i https://console.aws.amazon.com/
iam/ TFF 1AM & &

b. ESMEREF , BERF.
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https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteAccessKey.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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c. EEMHAFNER , RARERRTEEIUETF,

d. EiHRBHAIS , EE0EFRIZ4, £ Access key best practices & alternatives ( 57 2
ARESBRANMENRAE ) TEL , &8 Other (Hfth ) , RFEER Next (T—F ) o

e. (W) IREHRZPNERRZE , U@ IAM APRIRESR/EXN. XEBTEUEIRR
MEHFRFEH. HRIFHEBER AL ID. MEERENEEENHRZHABR. TK
J& , i%&# Create access key ( BIZiFRIZ4A ) o

f. 1E Retrieve access keys ( RZRILFZ4A ) WE L |, &% Show ( 271 ) KERAFPWMER
B Z4ARY{E , Zik#R Download .csv file ( TE .csv XM ) » XRERTFHZ G ZPHIME—
&, FRBHEBARFEZSMNER , E%E Done (K ) -

NAFPARIGRZEAN , RIABRT , BHANLETENRS , HFEETULEERALLZEHAX,
et , APEAERMNEREA.
EHFTE N ARRN I ELE R E 2,
BYEERENIHBFLM Lastused ( LXER ) EEXRBEE—NMIRBHARENEEH. —
MAEERER/LX , AGRERFRZBASEHER , RAEBRE,
BIf# Lastused ( LIRfEA ) EEETIEBHAMNKRERAT , BIMERBWETE B RE — M5
B %40, MR , IE3F Actions ( BR1E ) , AAF %R Deactivate ( £ ) UERE —MNARIZEH,

REAFAFERSA , UHASHNARERFATNEETE, et , EADEEAWRT B ZEANN
ARFNMIERELTHE  BANENFTEEEX Amazon BFRHNHENR, MRELIILENA
BFHTE , AIEREFRBEE —NMIEEH, REREE Step 3 FH FE# UL S FAEF LAEA#
HYE 4.

EES-BREANBRFENARFNTELCERE  TLMBE— e -

a. &3 Amazon Web Services Management Console , 8 hitps://console.aws.amazon.com/
iam/ T IAM #2515,

b. HESMERKP , EEMH,.
c. EEMBMAFNEN  ARERREFILETF,

d. EEMEREVIGE AR Access keys ( THIRIZE4A ) o |, 1E£3F Actions ( B1E ) , RE&EE
Delete ( #ilBR ) o B EEAF AL Deactivate (£ ) , REHIAMER,

BEFEZENIMBRN T RIZRS (ZEHE)

1.

2.

&% Amazon Web Services Management Console , 8 & https://console.aws.amazon.com/iam/
7 1AM 2§ &,

HESMERTR , EEAF.
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3

MEXE | BRI TEERST Access key age FIRMBIAF RS -

a. ERAMNNRLA , B RERR

(i Yo
b. 7E Manage columns (E®E %) A , 1%£$F Access key age (158 243 £ A HAR),
c. %&$R Close REIZIAF 3R,

Access key age I E REEWESFRIZHAENEESLTN R, SRR ALERRBET]
EEEZEMSMERGEBANAF. XTREHEOBAVAF |, Z5E R None,

EFiAE =S ( Amazon CLI )

#20] LLEI3T Amazon Command Line Interface #1158 374A,

EARHMRARFNER TEMHERZR ( Amazon CLI )

1.

HE—NHRBADL TEDRESE , QIBE-ANHRBRH , FEERNER TRLETEIRES.

BITATHS :

 aws iam create-access-key

et , ARHEAERANFR S,
EFMENARERFMIT BRI R,
BYERAUTHS  BEE—MIRRBEREMESER :

« aws iam get-access-key-last-used

—MEEREFRILX , REREBGTRBAREHER  RAEBHE,

BIEL R Step 3 IERIBBARBKER , BINNERUEFELNMRE - MR ZER. MBI
Tas , FE-NMEAZARVRSERN Inactive :

 aws iam update-access-key

REERAFNHEZA , LRINEHRNARFINEETHE, e, EAPHEERAE R 240N
ARFNIESELTHE , BRI TBEEX Amazon BRI ENR, MRELIENA
BERTE , \PFHERSRE Active UEFBEE —MRIEH. AFEREF S Step 2 H#
BT M R AR 5 LAGE P ETRY 23 4A

EEFE-BENRALBRENABFNIEYEEHE , BLUBEBI U THSMHERE —NERIZE
£ -
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https://docs.amazonaws.cn/cli/latest/reference/iam/create-access-key.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-access-key-last-used.html
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« aws iam delete-access-key

BE#IARIZ4E ( Amazon API )
BT LAE A Amazon API SRE #7175 8 % 4A o
EAPMRARRFNER TEMHERZ4R ( Amazon API )

1. HE-NBRBHNLTEDRSEH , QEZF-MEEESR  EEEMNER TRETEIRS.
A LT RAE

* CreateAccessKey

et , APEAER NG R ZH
2. EFFENAREEMNIELFERATNIGRZE,
3. BUEANTERE BEE—NMIOZAREMESLR :

* GetAccessKeylastUsed

—MEEREFR/ILX , REREBGTRBAREHER  RAEBHE,

4. BMEFR Step 3 ETRIABPAARKEAR , RIMNBEBWEFTETBIMERE - MR ZEHR. mI2IEAN
THRE , BE-NMLRBHPRSERN Inactive :

» UpdateAccessKey

5 REAFHIARIZRL , LEIAEHNARFAIUERE T/E, Bet | B 7E 6E A #8415 81 23 4R /Y B2
AEFMNIEGEFELETHE , BRI TEEEX Amazon BIRGRINR, MRE LI
BFEIIE , PPRERASYRE Active UEMBEE —NARIEH, REREBFER Step 2 3
BN AR LAE R 24,

6. EESF—RNBUBARMENAEBFENIELSCETG , BAUESARUTERE , BRE—NH
B 224 -

* DeleteAccessKey

R4 77 [0 22 4R

REENH R ZANTAAGSEHEEHEEN Amazon BIFRHENRE . HiL , Amazon £ HRP
BHLRZAHBRASRNNBEFTEER |, BhZHmitt,

T E &4 185


https://docs.amazonaws.cn/cli/latest/reference/iam/delete-access-key.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.amazonaws.cn/IAM/latest/APIReference/API_DeleteAccessKey.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
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BITELT &1 UIREVE Bh T8RP 5 R B HBE S

® Note
RALANREBERNRBEARSEAEBTNTENERTE. ARENENEERE—E
u,

BER ( RAERK ) Amazon Web Services ik 7 48 F 7 17 8] 22 4A

RPN NREREZ2—RTH Amazon Web Services IR PR EF R Z4F. BRIESAEFR
BAPRARZA (XHERRLN ) , SNBWFAEERIBAFIHEZ. MAE Amazon IAM Identity
Center FRIE—NEBAFPRRNITEAEEERMES. BXUWMIE IAM Identity Center FRIEZEEAFH
E8 , 2 (IAM Identity Center FFF$E/E) HM

NREELABRFNBAFLHRZH , BWERITUTRE - RIELHENRARERF FER 175 RZHH
ME (WRE ) , RREA IAM AR HRZAERBAFTEEZER. cRBEAABRRAF TR
Zi. BRUNAENRTRBRANESRFEE , FSR EFHREH

FRIRRRZEEIE (IAM B ) REKIBHE R4

EHZERT , BATFTEXKTIHNKYHRIZHE (0 IAM AP HRIESR ) . Mk, EALL6E
IAM BEHEKIRNRZEEIE, BNRSIUEBITFHEZR ID MBEHRFR , UE—NMERIERM
BN Z ST,

KB FAESEFHREIGFEER , s IAM BFRBRAFHERNERZS, B2, 8
IAM & &3RER A If Bt 2 £ & UE A Amazon Security Token Service B B ThaENEER B AN, &l
BIOMRET , SEA IR T &I T BB R IR A XUBS

EUTEERRTER IAM SEMIG 22 EiE .

« #&7E Amazon EC2 3k#l Liz1T— R ATEF = Amazon CLI B4, EFEZEENBREF D ER
B, BZRBEATHCE - FpRIFBAEREENARER. FHRBHARAINAREFD., LNAR
FEMEMRREREHR. MR, BEL—INENNARFEFELNREN IAM A6 |, H6EH EC2 &
/337 Amazon Elastic Compute Cloud (Amazon EC2) =fil, HTIHIREST IAM AE&5 Amazon
EC2 SEfiltHxEk, FAXMMEE , EALNAEFRRIGN Z2EIE , AEBEEA RN LU RRE
F X EA Amazon., Amazon F#4FF & T E3F Amazon Command Line Interface (Amazon CLI) 7]
L BZREBASHIEIER,
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. EEEEFERSFENE. E£6 AV SRS 2 HNEE , RS ERSET RN KSR
RGETERS, BXESEL , HSEIAM B2 : £ IAM SBEEE Amazon IKF 115 14L
R

- BRE-NBINAER. BORGTRABARANARR , IERRAMNZEZME ERRT,
MM fEA Amazon Cognito EEB RN ARFHNAF S0, MRS LLEETEER Login with
Amazon, Facebook, Google S{EfI5 OpenlD Connect ( OIDC ) BN SR IREBHITHAF HH
Wik, AR , BRI LAERA Amazon Cognito FiFRRHEF K EE RN ARESF AT [ Amazon XK HiER
R AN

- BFHEM Amazon HITHRE FHRIEARAL T SAML 2.0, MREFAENHLEFSZIF SAML
20 WERRERRF , BHRHEFEENFER SAML, ZAIER SAML 5 Amazon Rk & #15%
EER , ARB—AHIGRRZLIER, AXEZELR , HSHXTET SAML 2.0 WEE FHRIE,

« BFE[ Amazon HITHRE SO RIIARALRELR GO FME. NRAFTUEALRBRITE
BRIE , BARE — A a5 A T 15 E Amazon BENIGRNZ2FIENNAREF. BXE
ZiEE , FoREAEN S HREREB LR Amazon 2515,

® Note

BRAEENR Amazon EC2 RHIEEFEBLRES NG Amazon BRI N ARFESER? W
BR  EEHAEC2H IAM £,

EHERE IAM A5 R #4H

WM RIS T 7] 248 F BE LA 4mA2 5 1A [F] Amazon , MBI IAM AFHIERIZESR , ANEAF
RTFEENNR,

HEEL T TFHERERFE BRI IAM AP 15 RIZH

- BOEENHEBARASENRE, FA Amazon SDK M Amazon i TITLE | B UG RIZ4A K
EERUE , NI AXREERBERBH,

EUTE—NETHELRZS :

« Amazon EIEX . Amazon FF X T ESF Amazon CLI Bz {E B F# 7 Amazon EiF X4+
HEILE,

8] 24 187


https://www.amazonaws.cn/cognito/
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https://www.amazonaws.cn/tools/#sdk
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BXRHEA Amazon IEBNHWEER , BSREHF XTI EINHE, 7~52HE : Amazon SDK for
Java F X AR IEEHHIZE Amazon EIFF XA & Amazon Command Line Interface A 18
PP B E AU S

EZf#5EHA T Amazon SDK for .NET #1 Amazon Tools for Windows PowerShell FYEiE |, ZiE
£/ SDK Store, BXEZER , S (Amazon SDK for NET F A ARER) HHIFEH SDK
o

- MRZE, AZHEFRE L RRAFHREE K MARRSGEHERE,

BEXFERANETEFHEILINESEER , 2R (Amazon Command Line Interface F F 15
M) RANHRETE,

s WARENARFERTEMNIARIZRA, XERUER R ZRAMEREENRREABEENNAEFNTG
BIZ4H. NARNNARFIRETERIGRIZ4E S E Amazon CloudTrail B E XA F £ R ER
%B., BIMEE , BuULERMEEBNNARFRIT T B ENRE,

- ERENEFHRRH, MRFEHRBMEENXE  FERHRBAADEBRNHEREHR. B
KXEMER , FSH EX R EH

- MIBRARBERNIFRIZR. WREMNAFEFTRAS , BEMERERN IAM AF |, WEZRFPTEB
HRIBHNER. BERE EXERARZAMNEIE , BEA GetAccessKeyLastUsed API ( Amazon
CLI &89 : aws iam get-access-key-last-used),

- FRIBNEIEHFIRBEBN API REREZESHRIE. FIA IAM policy , JLAEEAF T
R API #8245, ERLEBRT , BWERAFEA Amazon MFA #THHRIE , RigT R
FHRTHIBRNERE , NMREZE£M, W, BB R FAF T Amazon EC2
RunInstances, DescribeInstances # StopInstances REMNKEE, {BET8E%H LR &K
AHEIRYE (0 TerminateInstances ) , H##EERAFS REEEA Amazon MFA & # 1T & M RIE
BHTZRE. BXREZERE , BEHEES MFA RIFH API 5(HE,

5/ Amazon FIR)Z4AF R BN ARERF

B LAERA Amazon Bz N ARG R —4AERA Amazon BREMIhAE, ZBIRAREF A B
BENERZIFEHFRN, NETHEEZEENTHNARF , 5 Amazon Console Mobile

Application,

U UERAEHABRER G R RARKEINARERF, FARESE , TEWEARAFPHRZA.
&, REBIERRZ LEAZBREYIRA B , BINBZIBWEENFERABINAEFCE—INETN
IAM AP REE Amazon BB, MBENBIIRZEKRT , LA LR IAM AP HRIRE,

T E &4 188


https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/setup-credentials.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-files.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/sdk-store.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/sdk-store.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-envvars.html
https://www.amazonaws.cn/cloudtrail/
https://docs.amazonaws.cn/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.amazonaws.cn/cli/latest/reference/iam/get-access-key-last-used.html
https://www.amazonaws.cn/console/mobile/
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ERBRZHAER (BINRAERF)

1. EBER LITHZNARR.

2. MREXREE—REREZRMEH , HiXE Add an identity (R INE17) , AREIEE Access keys
(BRI EH),
MREEFEAEMEHEF , HERKERIRHIERE Switch identity (Y1 & 17). RF%ER Signin
as a different identity (ARt H 45 F) , AF1EEF Access keys (1B Z4A).

3. %t Access keys (15 RIZ4A) WE L# ABHER.

« Access key ID (iFR1Z40 ID) - i AEH AR Z4H ID,
« Secret access key (WE 1 RIZ4A) — B AR MRS B ZER.

- ldentity name (B3 &%) - AN EBINABRFPFERNEGER. LEMTFESEN
IAM Fﬁ}ﬁ%_ﬁo

« ldentity PIN (513 PIN) - |2 REEFNERANMNAZBIREEE (PIN)

@ Note

WREN Amazon BHNARFER TEMRIIER , REFRREEREBELIEIR
A ( T3E PIN ) #HATRIUE, MREVIRFRY , RETEIRERERA PIN,

4. &$E Verify and add keys (3®iEFHFMNZE4R).

WE , ERUTAER B NARRF R —HIEERN TR,

HXRER
UTEBRME T HEXRIRE Amazon SDK H Amazon CLI LAMER BRI Z4ANIES -

* Amazon SDK for Java 7T & A RIEFEEHHYIRE Amazon FUEH X5

* Amazon SDK for NET FFR A RIEEFEIEA SDK Store

 Amazon SDK for PHP FF X A R EEH RN SDK =R AL FEUF

« Boto 3 ( Amazon SDK for Python ) 3 #4s (i &

« Amazon Tools for Windows PowerShell /i P {ERFHI £ Amazon i
« Amazon Command Line Interface f /= 357 # BV B & A US4
 Amazon SDK for NET FF X A RIEEFEHRHEA IAM £ &% FiHRNER

T E &4 189



https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/setup-credentials.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/sdk-store.html
https://docs.amazonaws.cn/aws-sdk-php/v2/guide/credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#configuration
https://docs.amazonaws.cn/powershell/latest/userguide/specifying-your-aws-credentials.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-files.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/net-dg-hosm.html
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« 1£ Amazon SDK for Java 2.x F:8 Amazon EC2 Eii& IAM &

BT 15 17 %A

BRI UERBHPESE Amazon FRIZHR , MEEBRARERKE TEHEENK,, BALUERA aws sts
get-access-key-info Amazon CLI @59 GetAccessKeyInfo Amazon AP & 1E4& 3% 15 17 % 4R
ID,

Amazon CLI 1 Amazon API #/EIR [E 57 2 A FT/E B Amazon Web Services Ik B ID, LA AKIA
FrLMin R 24 ID 2 IAM AP s Amazon Web Services IR A MK HIZIE, LA ASTA FFLHi5
[R1%4A ID 2 /A Amazon STS RESIEZMIGREIE, MEMNFHIKFETE , WEATURAFNE
BEFHAEFEWRAFHEZHA. AT, "‘—IUJEHY EIFRE LT BEA 1AM AR RAXLEEA,
ETHBEERT ASIA TRIZBAMIGETEIE , HEF CloudTrail BEHH Amazon STS B,

RNTZRELEN , B LLEF Amazon CloudTrail HEM T ##E7E Amazon RHRITIRIEN AR, BT
ERACEERBPMER sts:Sourceldentity &#H@ , LERAFPERABEBREES B, HlW0,

BHLER IAM AFEEECHAFRBENRRS G, XA LAE B A E WA/ E Amazon FiAT
TEAWNIRE, BXEZEE , 2 Msts:Sourceldentity,

ZBRETERERBANRES. BRATRLTEDRE, IEHRSHEMBRRE IBES FHHA TR
BHATRENNR, REMBRAY TR ZA T ERSIBREZATFEHIR

BEELREXRFESH Amazon FiE K15 8] B24A

/A Important

&% Amazon FHEEI R ? FHRREANSESEAFEEN Amazon BFRTH, MRE

5= Amazon Web Services IKFRAF (IKFHAEE ) , MAUEREEGE Amazon Web
Services K7 BT IR BRI EIEE K Amazon, SIRER IAM AP |, MENIK S EE A 7l A @&
RMEATES Amazon WEI, REEEERIE , BTAEFHLTE LM RIBREE
A iZFTH Amazon XHHIRA ( TIE Amazon Web Services Support ) #U, #/& , 7 Contact
Us ( BXKREA ) TUE LiE#F Still unable to log into your Amazon account ( AT EEF K
F) , REEFE - AN FED,

EEEFUEL , B0 AR TR RUBAFNSHEFR , SH ALK, ID K IAM A
BOEF, ERECEEAFREATNERTEHLREZRD, BXESFER , B5HEFE Amazon

Web Services Management Console,
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/java-dg-roles.html
https://docs.amazonaws.cn/cli/latest/reference/sts/get-access-key-info.html
https://docs.amazonaws.cn/cli/latest/reference/sts/get-access-key-info.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetAccessKeyInfo.html
https://docs.amazonaws.cn/signin/latest/userguide/console-sign-in-tutorials.html
https://www.amazonaws.cn/contact-us/
https://www.amazonaws.cn/contact-us/
https://docs.amazonaws.cn/signin/latest/userguide/console-sign-in-tutorials.html
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MREHELEENERAEELEBERRSIETRBRFREBNR , BLE N IAMBEREN]. £ , BT
ERUTEEEEEA] :

« Amazon Web Services Ik RA - B8 - MR ESIZCRAF B , AL Amazon Web Services
Management Console EE®1, BXFHAEER , FSRAETET X HMthe section called “EEE
AREBESHNRAFBE,

« Amazon Web Services Ik 7R %340 — MMRIERICKF AR 4R |, ATLAQIEFMN AR |, TER
AMABHEZA. MREZRERANERE , TURBRXERA, BEXFMAEE , BSH CIERAF
By 1519 2240 F 0 I BRAR A P B9 15 1R BR 4R o

« IAMAFPZRE - NREE IAMAF , HASETRE , EXAEREEAEELNZRE, ETHE
B RINMERENZRE | HSEEE IAM AFHEZE,

- IAM B ERIZSA - MRER IAM AP, ARSI THRES , ERFEFNHRER. ORER
REZECHIEEESR  WANEEEGTRRHE (EFHE ) ARIEXEFNLRZANGEA. 0
RIEKBAENNR , MAREREERERERZH, MREDEAIBRH , BERENEER
THIERIBZ. ETHERRWAERENHTRENR , FSREE IAM AFOTERZSR.

£ Amazon H{ERAZE HHKIE (MFA)

W Follow us on Twitter

RigEEEH | RINBWWEEE Multi-Factor Authentication (MFA) A& BIRH® Amazon &R, &aLL
73 Amazon Web Services iR A 1 IAM AP B A MFA., HZRBRAFERA MFA R , XR&%
MRAFEILE. WEHH IAM AFREEECHNEIINTEEHR , #ES /N NEHEEECH MFAE
B, &% A LM Amazon Web Services IKF#RAF M 1AM AP 8 & HEIXisH MFA KB F
EHEN MFA 8%, BXXEN MFARENESZEER , H5H H42 MFA? . T A MFA R
% , RE—A MFA & ZBEI T LUZ A P & 17 & % Amazon Web Services Management Console S@d
Amazon CLI BIE&1iF,

(® Note

BRINBUEERENHAZEAFEVR Amazon BHERIGRHEIE, BEBFEERIER Amazon
IAM Identity Center ? &R LA IAM Identity Center SEFREE XS % Amazon Web Services
TP WIERERER , HRAFRES MFA RPN ERBFIFENE , TIN—NMzEFEE S
BLEVFTEMK . f&Bb IAM Identity Center , S8R BAFE IAM Identity Center R BIZEZFIEE A/
56, AIEBMEEIVEN SAML 2.0 REFHRHEE. BXEZESR , 55 (Amazon
IAM Identity Center AP #8®) HEI{T 4= IAM Identity Center ? o

ZEHHRIE (MFA) 191


https://twitter.com/AWSSecurityInfo
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ft 4% MFA?

MFA 82 T R4 , EREERAFLEIHE Amazon MEHBSEE , RTEENBRRZREILIZN , B E
B Amazon X MFA #l&IE R M — 54 8IE, Amazon X#EFT % MFA K&,

FIDO &%
FIDO INIEWREH#HZERARE =T REBREH.

FIDO BxBB4 4 — 95 FIDO MBHRABMNMALZ FIDO NI~ R HIR, FIDO SHRIFHRAET A
A, TRIBANPRENEFHARIE , LEAFBEMEZS, FIDO Z2FHAIFEFEAZAN
B FERENZEZHAN IAM AR, BXEH FIDO Z2RENESELR , 53R FIDO 2%
REAMESZEL , B5SH BA FIDO £ %8 (EFHE ).

Rl MFA %%

EEFRHMERE LETHEMYBRENENSHRIISZNARRF.

ENSORIIRNARFRAETHEN —RERD (TOTP) 8% , AXBFENMRZLNZAT
W, #EFRE , AP4AES —MNIT EBARBZRZNARND. 7ESLEAFHENEL MFA
REVHNEME—W, APTENS —PMEFREN MFA RBZRBEARBRETEHRIE. AT
L MFA AT ET RN BIIRE BT , Bt , AT ERMES FIDO R HRHAMEN R
2450,

BB AEESSEAMIHERZSEAIANFEREL MFA 8%, BXTRERL MFA 2%
W—EIZXENARFNIIR , B35 Multi-Factor Authentication, B x{#H Amazon & & & #l
MFA R & MER | B2 E A ELL Multi-Factor Authentication (MFA) %% ( #%158 ) o

B4 TOTP S48

— R DAE T af R A — R MRS ( TOTP ) EE N EfAE R AN BRF RV EHIREZ,

EERN , APSAES — NI LBARBZRENERRBE, 7EEAFNES MFA REZX
MEHE—N. APTENE - TRAPNRBFREARBRATEHRIE. AXRZIXEFES MFA RE
WNEE K BZRZESHRIUL, BXMEMR Amazon REEH TOTP TN , 23R EEEH
BEH TOTP ShE (2HE ) .

BB WEER FIDO R ZARNEBEML TOTP RE., FIDO X2 HAEFLESM, AHKHN
ZNEWRER] , ARXFELERFLEASZD IAMAFIRAS , NMEBRZ S,
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® Note

ETF SMS 5 EH MFA — Amazon EL IEXNERFEZEFHRIE (MFA ) BXiF. RITEIAE
EFERAETERFN MFAN IAM AFNEFPTBREIUTERSZZ2—  FIDO Z2 %4, E#l
(ETHMH ) MFARZHEHN MFA 5%, BB EKSPHEE2EERE MFA RENH
Fo Ak, BEE IAM 2448 , NSMBERPERAF , REEXRN MFA SR EHREHR SMS
AP,

£

« 7 Amazon #FWAFE A MFA iR%

« BE MFA fPIRS

- EFRSELNFES MFA RE

- £ MFA1B&

« B MFARBEBERSEFLETIE , ZELL?
- BES MFA R¥FH API 58]

« RBIKEH  ERZERIEEREU

A Amazon REYEF/E A MFA 8%

ATEE MFA WSREURTEEAN MFA IRZRE,

FA

- B MFAZEN—BRIR

3 AE#L Multi-Factor Authentication (MFA) i&% ( #&l4 )
- B FIDO Z£ &4 (##HE)

o FESAEH TOTP T ( £FHE)

- SRAMNEEEL MFA %% ( Amazon CLI 8 Amazon API )

BH MFAREWN—RSER

UTERRZNE T MAREMER MFA |, FHEHE THEXESNEE,

ZEEHRWIE (MFA)
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© &%
& th T LA & f40i% i& Amazon ZE &/ RIE ( MFA ) #l Amazon FiE 1R BEiX — HiEWAM |
TﬁE%{E/@\O

1. 3REL MFA 8% , T HH& %2 —, BHEZTLLAE Amazon Web Services IR F = IAM
APBHALUTEREFE-HENW 8 & MFA 8%,
« Bl MFARZE®E RFC 6238 , —MEFTHMHEN TOTP ( EFaEMN — X MHRID ) EENE4

NMARF. BUUEFNSHEMEZE LZRZNARRFR, BXTAEEL MFA 2N -2
NARFEMSIER , 35 Multi-Factor Authentication,

- BA Amazon ZENEER FIDO Z£ %4, FIDO BxEB4H — 15 FIDO MEHRBNAEL
FIDO AUEF= m kY55

. ESHRUEEROETEAN MFA RS | HINSIEE. XESXE Amazon Web
Services I —REM. BXESEL  BSMIESAEE TOTP S48 (254 ) . BREE
FIBAS Amazon B2 HEMK— S TSI, ST RESESIRNERNILEEH.
MEASRI R SRR T IAM, HERBEEM | SAEE TS — REHE MFA &
& : OTP $85 OTP £+F.

2. B MFA &%,
e ERIHEH TOTP S — B alLAEH Amazon CLI i85 = Amazon API 24X IAM AR BHRE
L MFA &% . #BFIE#FER Amazon CLI. Amazon API, Tools for Windows PowerShell = {E{a

Htar 51T TEH Amazon Web Services IKF AP BA MFA &%, & , AEEA Amazon
Web Services Management Console AR F B A MFA 8%,

- FIDO Z£%4A - #iE FIDO Z2HEHAMNBAF M IAM A R8EM Amazon Web Services
Management Console /5 A , M3EM Amazon CLI 2 Amazon API 5 A

BXBERASMERN MFA RENER , BN TRE :
« E#l MFA 8% : BB E#L Multi-Factor Authentication (MFA) &% ( #2414 )
. FIDO R4 %40 : B FIDO Z2 %40 (12414 )
- B4 TOTP Sk . EERSAEH TOTP T8 (#4515 )
3. BA%ZA MFARE (#E)

o RIMNBWERESLH Amazon Web Services 1K F 3 Amazon Web Services kPR AP # 1AM
APBERAZA MFA 8%, XA LUESEIE S Amazon Web Services Ik~ FRZ 21 |, BN S
WPRAF ( #120 Amazon Web Services I FEEF ) WiHREE,
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« BE&Z A LA Amazon Web Services lKF#RAF M IAM AP EM 8 & B M MFA £
HEEHEN MFARE, IMSZE MFAREZEG , RE—& MFA RZBEIAUNZAFNEHESR
Amazon Web Services Management Console Zi#3d Amazon CLI 8l 4E, IAM AP X40iE A
NEK MFA REZHITHHRIE , AETEEARNZAEM MFA &%,

- R MFARZEER, WEHLZEFR , BUUFERAER MFA &K — B 15R Amazon Web
Services K , M EHIT Amazon Web Services Il IREREF. R MFA RZFERIHE
RLFHRRRIZIR & 5 AR BR IAM ERHCER,

- BIEAZMNMFA , EEBENVE L7 BEHTEZESLNA T A UERAETELHH MFA 5
Amazon , BN ELHEER T2 A HALENMEHFREZ YRR,

- BEHR IAM EEFEATHAN MFA R , BEA—IMHIZMNMFARFEAETE , ANEREMN
MIEBNE (HINMREFESRRIE ) REYWE MFARE , URERONTRNEFE,

4. EBBEFRTE Amazon BIREER MFA &%, BEEUTILR :

« FIDO Z£ %4 - Ei5d Amazon ML , BRAZKNEIE , ARELNB RN KT FIDO Z&F
£,

« Bl MFA 8% MEH MFA 8% - EifE] Amazon M , BEEIRZFH MFA KRB R EH A
FAMEB,

EHEE MFA R H API B1E , BFEEUTER :

« MFA %3

* MFA IRZRPRASRF ( MEIRBHVIRFFFISH Amazon FE XK ELIRZH ARN )
- BAFREIES D MAFHREEHR

@ EEEM
« BTEN FIDO ZEZ4AK MFA {5 B/&i%4 Amazon STS AP #2ERE RISt ZiiE,
« &% EA Amazon CLI #55 = Amazon APl #{ER/E A FIDO £ £ %4,
o BANRIREE IAM MFA &% T REMEF AHE Y B o

EXEZEER , ESH F/H MFA & iFREH 1AM ZEZTTHE,

B AR ¥\ Multi-Factor Authentication (MFA) i&% ( 244 )

A LU F SR E MR % R E L Multi-Factor Authentication (MFA) &%, Hit , HLEME RFC
6238 MBHMARF , X2—HETIHEN TOTP (ETFRAEIN —XMHERD ) i, XENARFE
BARLERE SR RIEARE, BHTEM MFA ATRRERZ2MNBIRE LT, Ait , BT AR M
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5 FIDO 22 ZHMEEN LS5, RMNBUEESFHEAWKL ERNSFEFRAIEAEREM MFA

o

REBBEL MFA RARFXFCESNERMIRE , NI ATFEEZA Amazon Web Services ik F
RAFPFFERAERNNARERF. BHKZ T ELE Amazon Web Services IR F # 1AM B FEA 8
AU MFA REFEHEH MFARE, M2 A MFARERE , RE—& MFARZEITTLLiZ
B B %% Amazon Web Services Management Console &3 Amazon CLI 81 &iE, Eil
AMZEN MFA 8% . NTHARIESENARR , BRINECBVUEEXENABRFTEATRASELS
fE , LB REIREEASRIF S BRI ARFIT & EXT 0K 875 R

BXREFUERANEL MFA NARFNSIR  B2RZESHKIUE, Amazon EEA~ERMUEH OTP
MEEEL MFA RLARERF.

e

- FERE

- FIAM AP ERERL MFARE (2H& )

- BREY MFARZ

FREER

EEBLZHN IAM AFWEL MFAR% |, BAMEELTREEFHINPR : Amazon : AFER MFA 5T
REHWIEN IAM AFER2EIPTHLIEEECON MFA 8%, o

N IAM AP B AR MFA 8% ( 258 )

& A 1E Amazon Web Services Management Console £ 1AM &K~ Ry IAM AR BRME
BED MFA 8%, SRLUARSHME IAM TR ( 3EEDN MFA 8% ) , BURRI, AL MBI
XEREMNIGR, REEMEA Amazon CLI 2 Amazon API Bt |, FEEFRICERL MFA 8% . EFH
Amazon CLI 5} Amazon API B RFEE MFA &% , H5R B AMEEERL MFA %% ( Amazon CLI
= Amazon APl ) . Bx4riE IAM BEMEZEE | 82 51 IAM &R,

® Note

BBIRBINFREERAFREL MFA BRGNS RNRAEERE MFA, i, &0
REANEAEERFINLESTHEL MFA RBNAFEE MFA. EXMERT , B4AERE
REFNFRERZAS. Fit , EugBitAFREENERMMNACHEN MFA &%, Fit

BRT , BBARTRAFRITLEN IAM BEMEHNR, BXRESEEUARRFXLENRY
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IAM policy "l , 25 IAM ##2 . ATAFEEEEIEN MFA iRE MRHGIZERE Amazon :
AFEA MFA TR SARIEN IAM AFER2FEINMHEEEHS MW MFA 8%,

N IAM AR B AEI MFA 8% (258 )

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
7 IAM #2H &

2. TESMBEKRT , & Users ( AF ),

3. T Users ( AF) 5lke |, %&#F IAM AFBE R

4. %3 Security Credentials (Z£iE$) I+, 7 Multi-factor authentication (MFA) [Z% E & 3K iE
( MFA ) ] 282 , #%# Assign MFA device ( 2B MFA i%% )

5. EESH , BAREEN  AESORILERNARRF , RREET—F,

IAM RERAEREL MFA RZFNEERFES , 2% QR RBEE., LEFERMZREEZHNRT
B, ERATAXE QR RBHRE LN FaE A

6. FITENEL MFA NRARERF. AXTATREEN MFA RBENNARFNIIR , BSHRZES
BRI,
MREL MFA NARFXFZNEN MFA RZBEIKS |, {HEFANAIETUA G T EL MFA
REFHKS .
7. TAE MFARRRBRFREEXEF QRAB , REHRITUTHREZ—
- EESH , &E Show QR K53 (7R QR K18) , AREAZNARFAH QR 1B, fim , &
AHERBR G ERSIEER LT Scan code WiET , REEARZHNFELARILKB,

o FE@MSH , 1%#F Show secretkey ( ERFERL ) , AREELHN MFA NABRFHRBARER
£,

TRBRER , EEl MFA RESFIRER —RXEHE,

8. HFREBEIRFZNHFH MFA KB 11D , BAEL MFA ZZHEIE RN —IXMRB, BHFE 30
¥, UERZFERFN X EHB, ARETE MFA code 2 (MFA {18 2) EFRBAE N —IX MR
B, &3 Add MFA (35h0 MFA ) ,
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/A Important
ERARB2BLRERENFER, MREXRBESFFRRNESRERER , MFA RES
BIIERFXE , B MFA RETERS . XERERNE TR BN —IREEB (TOTP) RIR
A H, XMERT , BUUREHFELSER

Rl MFA RZ2IE S ERZ TS Amazon —EEA 7. BHX%E Amazon Web Services Management
Console L MFA M{EE , BZ [ A MFA IRZ 15 FIEH IAM EF A EH,

BREL MFA 2%

88 % A LA M Amazon Web Services IR A A 1AM B FJEM 8 A U250 MFA EEEEA
S MFARR, MRAFEXERIELTEMNEREESHRE K SX4NEFHIBERE, RE , B
RAFRMERE,

- ZEAYAEHEM IAM AP XENRE | B2H E8 MFA 1'%,

- ERHAM IAM APRMBREL MFARE , BRB LR 7 IAM AR EAEL MFA 12% (24
B ) IEPNSRETESE,

« EA Amazon Web Services Ik~ R A PR IMBREL MFA 8% |, 11RBR HEH Amazon Web
Services IKFARAF BRAEL MFA &% (35 A ) IBFHNISBRIRE,

B FIDO Z£ %4 (#£HA& )

FIDO Z&ZHAR—MZESMHRIE (MFA) B% , TATRFEN Amazon BiR. &5 FIDO £
FHRBAZEITEN LW USB O , AEAEEE RN RARAZEHR. BAR , ZHIARTHA
TEHAZeTRERFTRE. NREEF FIDO Z2EAATHMRS , ©fE —1 Amazon X
MELE (flan , SRE Yubico B YubiKey 5 Series ) , BB A UFHEATF Amazon, &0 , MREHE
Amazon HfEFEE MFA B WebAuthn , BEEWX FIDO 2%, AXABIUWXREER , B
FZESHRIL.

FIDO2 RAME M WIErE , #ERN FIDO U2F T B , ET LA G R MBRRHEAEERINEZ S

. FIDO2 FH W3C Web & RIEHSE ( WebAuthn API ) 1 FIDO BxBEZ& ik B & 3 10 i S5 iYL
(CTAP , —fNARFEMIN ) A, CTAP XEFEFIRRTEA (XN KRZRBERSE ) EABEH
WISz BHITEES. HEHE Amazon FEAZ FIDO INEW B HRRIEEEA |, FIDO 22 R4 0l2
{GEATF Amazon WETI RN, BX , MALKNEIL, HIRRE , 25 FIDO Z2F4 , XA
Amazon X HH B HKIIFiE. BETHEEX FIDO2 i ENEZES , H3® FIDO2 T E,
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B &% A LA [ Amazon Web Services Ik~ #BAFF IAM AP EM 8 &I MFA KB FEA
A1 MFARE, IMZA MFARER , RE—A MFARZEAIATLLZAF K 54 &5 Amazon Web
Services Management Console &Y Amazon CLI 8| &iE, BUCEMZ N MFA &%, fili0 , &7
LUEMAE B HRRIEEE , b UEMREEYEZSNENZL2FH. WRELTEFEANEFHBRIE
=, NAUEASEMNRERA. NTEARIESFNARR , BNEBWEEXENARFYEAR
ZFMHELUEE , LR REE RN H 210U 28R AR B K £33 0K B 17 [ AR

® Note
RNBUEEREBHAEAFEVE Amazon BHERIGREIE, ENEFTURE—NFHER
RS 5102 Amazond |, FEAHEMSEIERN MFA BE#H TS MR, 7T EEX Amazon
MiFEAMLERARE , RITEWEMER IAM Identity Center, BXESEL. |, B2 IAM
Identity Center User Guide ( {IAM Identity Center AF#8R) ) o

F&:

- FIEER

- NEBECSHW IAM AF B FIDO 2% (#H8)
- REMIAM AP B FIDO 2 %40 (#2414 )

- i FIDO £2 %4

- £ FIDO Z2HANZIIEHE

PR

ENEEHCH IAM AP EE FIDO 22 %4 |, FNRIFS MFA BXNBRRE , BLTHEFUTHRE
PRIRR

(® Note

ARN ERBASE , THTETREIMEBMRRIERFEANIN. BINESHFEH U2F , RILbFrE#H
AR E A WebAuthn,

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "AllowManageOwnUserMFA",

"Effect": "Allow",

"Action": [
"iam:DeactivateMFADevice",

"iam:EnableMFADevice",

"iam:GetUser",

"iam:ListMFADevices",

iam:ResyncMFADevice"

1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "DenyAllExceptListedIfNoMFA",
"Effect": "Deny",
"NotAction": [

iam:EnableMFADevice",

iam:GetUser",

jam:ListMFADevices",
"iam:ResyncMFADevice"
1,
"Resource": "*",
"Condition": {

"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

[

NEBCH IAM AP B A FIDO £ %4\ ( 24HA )

/R O

CN/

1BEM Amazon Web Services Management Console RZEZH IAM AP B A FIDO Z£ % , M
SBEM Amazon CLI 5 Amazon APl E H.

(@ Note
EEF FIDO £ F A2l , BATEENIEEZ YR RNR,
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® Note

B RIERE Google Chrome 3% & O R HEMRIESR Verify your identity with amazon.com ( &
I amazon.com BiIFZEN F4 ) WA Ak, BREFEQHLE AT,

NEECHW IAM AFE A FIDO Z2 %4\ (#2H& )
1. £ Amazon K/ ID Sk BB, BH IAM AFBE BB ERE IAM 258,

® Note

RFERA , AmazonE F T HE X K85 Cookie iBEZRH IAM AFBZFKFEE.
REZLHMAF S 6B , BEFEREKIH Sign-in to a different account ( &% E|
Htk ) BUREF BRI E, Fit4 , BB AEZESEHSEIEKS IAM AFREZRR
E/H Amazon K ID SIK - 518 .

EFREL Amazon Web Services i ID |, EBREER,
2. ERELANSMED  EEENAFSE , REIERF Security credentials ( 22 &1L ) o

Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. 1 Amazon IAM FiEETI RN ZEFHBRIE ( MFA ) 329 , EHFE DB MFA 8%,
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4. E@ESH , B A Device name (I REB ) , & Security Key ( T2 %4 ) , REER
Next ( -F_i ) o

5. ¥ FIDO Z&£ZRMAA/AITENH USB IwA.

6. RKRifi FIDO 22 %,

FIDO Z£ZAIERE , WA TF Amazon, BXTE Amazon Web Services Management Console £
£ MFA RS , 55 £/ MFA IRZ 1/ RER IAM B R TTH.

NEAM IAM AFEA FIDO £ Z4A (#£H& )

& BEM Amazon Web Services Management Console  Efh IAM AF S FIDO Z£ %47 , MAHE
M Amazon CLI 5 Amazon API 3 .

NEAM IAM AFEH FIDO Z2 %4 ( #£%8 )

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
7 1AM 2§ &,

2. ESMBERF , BEAS

3. ERERNHERA MFAKWAFPHER.

4. % Security Credentials (Z£iE$) I+, £ Multi-factor authentication (MFA) [ & & 4 3 1iE
( MFA ) 1 Z2# , %42 Assign MFA device ( 2B MFA i&%& ) .

5. E@MSH , 8 A Device name (REBH ) , 1T Security Key ( B2 %4 ) , RBFERE
Next ( -F_i ) )

6. } FIDO Z£ZHM\AITEHH USB iwHo
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7. RKRif FIDO 22 %,

FIDO Z£ZAIERE , AT Amazon, BXTE Amazon Web Services Management Console £
£ MFA RS , 55 £/ MFA IRZ 1/ RER IAM B R TTH.

B FIDO 2 %4

& — X B % 0] LA[E Amazon Web Services IKFRAF M IAM AP 2B 8 & H 8l XA MFA KA F
EHEWM MFARE., MRAFPEAXFIDO B RIISEHELETERNEREEHRTER , XN EEFEHI
H FIDO 5 WiIERs. AT , BRI LURN AP RINET MFA 8%,

- EFEAZHEE IAM AP XERRRE |, B5H A MFA 2%,

« EHIAM AFRIMEFK FIDO Z£ %4 , BZH N EE2H IAM AFE A FIDO ££ %4 (124l
a).

WMRETRFEEH FIDO Z2E4A , NS AFMMEL MFA RESEH TOTP T, AXUA ,
BSAUATET 22— :

« B HER Multi-Factor Authentication (MFA) &% ( #2418 )
- EESHAEG TOTP o/ (24A)

£/ FIDO Z&RANZIXEFEHE

B BN FEASET X EFNEE |, ¥ FIDO2 Z2FHEERN IAM NZESHRKIE (MFA) Bk, X3
F& 1AM X #FH FIDO2 8% KX #F FIDO2 WX %88, 7EEM FIDO2 &R 28l , FHIAEERAN R RN
FRAHI B FIRIER L (OS ) » HXNBEETRMNIESR. BHRIIEFBVNRERRE K LIRS
TENITRH. MREMIZRE TR RS ESEM A | Moy LAt 68 F H AR 95 85 % Ao

ZEHHRIE (MFA) 203


https://www.amazonaws.cn/iam/features/mfa/

Amazon Identity and Access Management ArfEm

Amazon X FIDO2 &%

IAM X ¥ FIDO2 ££18% , IXERZANET USB, IEF s NFC ERZIENIRE, BINFAXELAEE
P ISUERS , W TouchIlD, FacelD % Windows Hello,

® Note

Amazon EEHRIEHITEN LA YIE USB ix O LARIEER FIDO2 8%, FIDO2 Z£ZAF
TREL, ZEREZEINEINTREER,

FIDO BxB24k — 135 FIDO AERAM A FIDO2 = mky 5K,
X FIDO2 HY %8

FIDO2 Z2IRZEBERTE Web FRE|/HIZIT , BURT EAMRNKRNRERSGHS, UTRRFHAX
¥R FIDO2 2% .

macOS Windows 10 Linux iOS 14.5+ Android 7+
10.15+

Chrome = = = = =

Safari = A ) = e

4% = = = = &

Firefox = = B = =

(@ Note

HETZFF FIDO2 MY K% Firefox IRABRINER FTA LB A, BXE Firefox )3 A
FIDO2 ¥ 8E |, 521 FIDO £ 4 Z4A M HERR,

EifM T AT FIDO2 AL’ (10 YubiKey ) B3I %85 | 1§25 Operating system and web
browser support for FIDO2 and U2F,
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5 2R

Amazon X2 RE X ¥ FIDO2 W %88, Amazon N #EFER#EHMHRKA FIDO2 Hmds i, H&
M ERIEHS FIDO2 fRERRE , XARSSH FIDO2 22 EH~EBNER,

EXFAUNBRENLAEFERTNES  BSARTERARY FIDO Z2 4,

REIAE

BAVXIEEM FIDO R H4AREIREUM 2 Bl 518 % #HCRYIAIE |, Blin FIPS BUEA FIDO TAES 5,
M FIDO Alliance Metadata Service ( MDS ) JREUE R IAUE, MREH FIDO L FHAMNINERES IR
AEET , WFLEIRMAERZRSEF, EEMERNIANEER , BEOEMEE , LREEHH
ANEE S

Amazon R ZAMEEREL T INEERBEERNZHEFZE , M FIDO MDS 3R15 :
FIPS-140-2. FIPS-140-3 # FIDO NEH B, EAILURIE EEINELBAAR R , 7£H IAM policy 15
ERESHRIIRNEM. EXRXEZER , BSH THEHINKE,

R %F INIE R BE R

BTRBIERATFERN MFA RZIEM FIPS IAIER ROIREE,

£

- A1 AAVEEAES FIPS-140-2 L2 IAEREE

- Ml 2 . SVPEMHES FIPS-140-2 L2 & FIDO L1 IMEHIRE

« A6l 3 . AVFEMER FIPS-140-2 L2 5 FIPS-140-3 L2 AR &%

s ARG 4 AWEEEN FIPS-140-2 L2 INEH Z#FEM MFA K E ( HlELL & 5 1RUE S R TE 4
TOTP ) WiRZ XM

BB 1. RAVEEMER FIPS-140-2 L2 AR &

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"
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}
}
},
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-2-certification": "L2"
}
}
}

Al 2 . RAVFEMES FIPS-140-2 L2 1 FIDO L1 IAIEM IR %

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:RegisterSecurityKey" : "Create"
}
}
b
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-2-certification": "L2",
"iam:FIDO-certification": "L1"
}
}
}
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]

A3 AVFEMES FIPS-140-2 L2 =% FIPS-140-3 L2 TAIEMYIR &

"Activate",

"Activate",

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey" "Create"

}

}
b
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey"
"iam:FIDO-FIPS-140-2-certification": "L2"

}

}
},
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey"
"iam:FIDO-FIPS-140-3-certification”: "L2"

}

}
}
]
}
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ERARS 4 : AW EBET FIPS-140-2 L2 AUEH X HM MFA KB ( fIanE & 4 10 IE R MEH
TOTP ) BYiRZ EM

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey": "Create"

}

}
.
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"StringEquals": {
"iam:RegisterSecurityKey": "Activate",
"iam:FIPS-140-2-certification": "L2"

}

}
1,
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {

"Null": {

"iam:RegisterSecurityKey": "true"

}

}
}
]
}
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Amazon CLI #1 Amazon API

Amazon X #F{XFE Amazon Web Services Management Console F{#f FIDO2 Z£ %4, £
Amazon CLI 1 Amazon APl FF % #FH MFA £/ FIDO2 Z2 %4 , A X BFERAZREL B4R
MFA R B APl B1E,

Ht ®IR

« AX%* Amazon M FIDO2 £ RHMNESELR , F5H EA FIDO Z2Z4H (#2448 ).
« AXF Amazon 13X FIDO2 2 ZARTHELBRNFEYEE , B30 FIDO &= RHMEHFER,
« BX FIDO2 X#HM—MITWER , S FIDO2 I H,

FHEEAEG TOTP S (EHE)

B4 TOTP THEUETRBEN —XEEB (TOTP ) EENEMER —PMAUBFAE, EEFIRE
B, AP ZAEHIRFENZRZRBATRNB, 7EBEAFHNESN MFA RZEBLTIME—R ; B
THEORIR , EMNRAPTENS —PMAFRNRBZBREANRE, MFA RBREEKFIAFHE,

B TOTP HhEM FIDO Z2 ZA MR EWENMERE . B4 MFA RZLELEZF Amazon Bt
£ TOTP WIEBRRBIES M. WERRFFEFHSEM , AEEENEERTREZTEERURE
Amazon E¥fEY ., FIDO Z2ZFHAXRALHAMBEEAR , FEEH  HAFWRHLTEN SHRIER
2., BRIMNEBWHER FIDO 2% , RERNURZPEBIRANENERT , E TOTP RENERS
BRAR, 4, FIDO Z&HATUER —BIRE LIZESZAN IAM AFERAF , NMIgEERP K
FREFENEAME. BXXIFAPRERENARNMEESE , ESRZEFHRIT,

&AL Amazon Web Services Management Console, @ 1TE IAM APl 8 IAM AR Z A&
# TOTP S, EH Amazon Web Services Ik PR A/ B A MFA &% , 523 Amazon Web
Services Ik RAFERAEH TOTP S (&) .

&8 % A LA[@ Amazon Web Services IKFRAF M 1AM AFEM 8 & LAl Zi5H MFA KB FEH
B8 MFA ®RE&, EMZ A MFAREE , RE—A MFA RZENATLLZA 1Y 54 &% Amazon Web
Services Management Console Zi&i3 Amazon CLI 8| &1,

/A Important

EINEBNUEHAAFPBRZA MFA 8%, LUETE MFA i8%& & KR ToE 1 9] B BE9S B EE 15 R I8 HY
K,
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® Note

MBBEMGSITER MFA 8% , 5 aws iam enable-mfa-device., MMEFEH IAM

APl S MFA i%% , i A EnableMFADevice #E.

e

- FENR

- HEEEN IAM AFREREHS TOTP S (#§H8&)
- NEMIAM B EREH TOTP S (12414 )

- BIRYIE MFA 8%

P R A BR
ERNLACTH IAM A EEEN TOTP T , BRI 5 MFA FXHBRIRE
B R B AXBR

{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowManageOwnUserMFA",

"Effect": "Allow",

"Action": [
"iam:DeactivateMFADevice",
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",
"iam:ResyncMFADevice"

1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "DenyAllExceptListedIfNoMFA",

"Effect": "Deny",

"NotAction": [
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",

R MERUTR
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"iam:ResyncMFADevice"

1,
"Resource": "arn:aws:iam::*:user/${aws:usernamel}",
"Condition": {
"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

}

NEBCH IAM AFEREMS TOTP o (24158 )

& T LM Amazon Web Services Management Console /2 & BH 2 HEH TOTP &5,

(@ Note
ERREMS TOTP THZHE , B4R BEX RZ N WIE T FIRER,

REECH IAM AR SREH TOTP T ( £#HE&)
1. {EMH Amazon I ID SKF BB, £ IAM AP ZMZEEFE IAM 24 &,

(@ Note

NFERA , AmazonE F T H X %85 Cookie iIBEZH IAM AR BEFIKFEE. M
RECHUHEMAFR SMER , BEFRTEKIH Sign-in to a different account ( & x|
HakF ) URE X B RAE. Flti , BB AZEHFSEIEKS IAM AR EZRR
E/ Amazon K ID K~ 515

EIREL Amazon Web Services Ik ID , BB REE R,
2. ERLANSMES  ERENAFSE , REIER Security credentials ( 22 &1L ) o
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Account ID: 123456789012

IAM user: User1

Account
Organization
Service Quotas

Billing Dashboard

Switch role

3. 1 Amazon IAM FiEETI RN ZEFHBRIE ( MFA ) 329 , EHFE DB MFA 8%,

4. FEMESH , 8 A Device name (REBH ) , %3F Hardware TOTP token ( B# TOTP T )
RBIEE Next (T—% ) o

5. BARBFIS, FHSEBENTRENEH,

6. 7 MFA code 1 (MFA %8 1) E# , A MFA RBE TN AU HEE, £EEERREZ EENZEA
RE R o

\ e s

7. ERERIFHARIER 30 ¥ , REE MFA code 2 (MFA 15 2) EHBAE =N ARUBEB, £F
ERERRRE EENREARERE = RD,

8. & Add MFA (R0 MFA ) o

/A Important
EEREHRIERBRMLERENFER, MRERKBESFFRRMAETRRE
R, MFA RZF2EIIERAFXE , B MFA RZBTERS . XRRNE TR —RIEE
1B (TOTP) RR&EE M. XMFERT , BALUEME L 2%,
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RECHEZME , 7 Amazon LEH., BHXTE Amazon Web Services Management Console £ i 3
MFA ER , B20 £ MFA BZ T REH 1AM B R H,

JEAb IAM B E &Y TOTP T hE (4§18 )

& A LALM Amazon Web Services Management Console 1 Efth IAM A F 5 B4 TOTP S,

S EAb IAM B 5 A& TOTP whE (818 )

1.

&% Amazon Web Services Management Console , 8 https://console.aws.amazon.com/iam/
TFF 1AM 251 &,

ESMERTR , EEAS.
ERENHEER MFA AP RE .

%32 Security Credentials (Z£iE$) &I+, £ Multi-factor authentication (MFA) [Z E & {331
( MFA ) 1 ZB9H , %$# Assign MFA device ( 2B MFA i%% ) -

EmESH , 8 A Device name (1IR& B ) , £ Hardware TOTP token ( B4 TOTP &k ) |,
ARFIEEF Next ( T—% ) °

BARZFIS, FISEENTRENEH,

£ MFA code 1 (MFA K85 1) B , A MFA IRZ2 ERHAUHRE. EEERRZEANZHE
RE R o

{8 s

FIRZ RIFERZE(R 30 ¥ , A/51E MFA code 2 (MFA X175 2) EREAE =N BRE. BF
ERERRRE EENREARERE = RD,

B3 Add MFA (540 MFA ) .

/A Important
AR HRIERBEIZARRENER. MRERKBEFSFRENRSRERE
R, MFA RZ2RIERFXEK , B MFA RBLERS . XRENETHRIEIN—XMHE
@ (TOTP) RR&NM, ZHERT , BTUEHES EE,

REZECDHEZME , ITE Amazon EfEMA. BXTE Amazon Web Services Management Console tf§
MFA IS L. , B0 /A MFA B& RN IAM B FRAE.
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BHRYE MFA 2%

& — R & Z 0] LA &H) Amazon Web Services IKF R, # IAM AP 5B 8 & L8l MFA £
HEZEHEHW MFAEZ, MRAFEXRRBZIETEMNRRZSESRE , B4 AERAIBRZ. A

5 , BRI BLN AP ARINETIR % o

- EERYTIERAPXEKNIER , ESREA MFA 8%,

- EXIAM APAMBERAEYS TOTP o8 , FREATINEBIVIRE N EM IAM AR EAE
f TOTP Tk (2Fl& ) PSR TERE,

« E7 Amazon Web Services lKFRAF ARMERAEHS TOTP v , FRBEATFNEBI Y
72 3 Amazon Web Services Ik RS A4 TOTP Sk (#2414 ) TSR TIRME,

BRMEREL MFA %% ( Amazon CLI 2} Amazon API )

BRI LAE A Amazon CLI a5 53 Amazon API #&4EHR IAM AP B AR MFA 8%, B EER
Amazon CLI, Amazon API, Tools for Windows PowerShell S {EA H @17 T E 5 Amazon Web
Services IKFHRAF BA MFA &%, A& , AEAEA Amazon Web Services Management Console
RIRAF B MFA &%,

LM Amazon Web Services Management Console/8 i MFA 8 &6, BH A &R EBRITEAS

I, WMRHBA Amazon CLI, Tools for Windows PowerShell 2 Amazon API Bl ZE %% , %M
RIEBMIREFaRTIXLESER, Fln, EQREL MFA &% , BX4MEIE IAM WK, SABRIR
FREY QR RBAK., AR , EXAEFZERIFHEE IAM APXEK, BXEZHAEE , S

% New-IAMVirtualMFADevice B Examples ( ="l ) 35, N TFYEIRE , BAUBRL GRS R | B

BERSZRZEANEERAF XK,

BRI LR KT INE] IAM BIR ( BFEEL MFA 8% ) , BUREI, AAFZEHXERFENHR, RE
E B Amazon CLI 5 Amazon API B , FEEMRIZE L MFA 8%,

£/ SDK = CLI & IAM AP AT U@ @A EnableMFADevice R/ A EM MFA &% , th AT LUE

A DeactivateMFADevice REEAIMEBEWN MFA &%, ERIINITIIRE , AR S4B L FR
GetSessionToken HEA—MINEK MFA RZFRR MFA K18, LiAAFASREIGNZE&EIE ,

REFTAILMERXLEEITNEE MFA SHRIEHN AP BERTZEL, BXRAERMEGLE |, F55H
GetSessionToken- A AEHREH AR I Bt ik,

 IAM 8 E LR & KRR REL MFA 2%
XEBTREEATRZSGTHRBFISHIRE ARN.

* Amazon CLI: aws iam create-virtual-mfa-device
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« Amazon APl : CreateVirtualMFADevice

BHE MFA 8% , LMETE Amazon EEH

XERTRHIRES Amazon B , AREEAFXEK, NRRFRELRE , WFHELIREN ARN A
EFIIE,

/A Important
EERSHRIERBREINREIENER. IRERKBEFHFRRABEFIREIER , MFA R
EF2EWERFXE , 8 MFA RZELZRS . XRRNET RN —XERE (TOTP) RR
M, MRREXMER , TUERATEN BN TERBLS RS

* Amazon CLI: aws iam enable-mfa-device

» Amazon API : EnableMFADevice

FRKRE

EAXLEGTAIEREEAFHNXRAFERRE, IRREZEMRE , WRFELMRZHN ARN AE
5. &I BR AR 1 1R & SR

* Amazon CLI: aws iam deactivate-mfa-device

* Amazon API : DeactivateMFADevice

DI REHL MFA IR %3R4
ERA LT 855 5 HE L MFA R & 3548,

* Amazon CLI: aws iam list-virtual-mfa-devices

* Amazon APl : ListVirtualMFADevices

EPRCEL MFA 2%

FRXERHSRIFIZEL MFA %%,

* Amazon CLI: aws iam tag-mfa-device

* Amazon API : TagMFADevice
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ENEL MFA 2% 5 HifRE

£ AIX L 5 H T2 E M MFA RZ PR

* Amazon CLI: aws iam list-mfa-device-tags

* Amazon API : ListMFADeviceTags

EHCHERL MFA BB WFRZ
155 F 3 Lo a5 T BR B A0 B R #L MFA 8 B HIPRE

* Amazon CLI: aws iam untag-mfa-device

* Amazon API : UntagMFADevice

EXEY MFA 8%

MRRBEERNRBRE Amazon #2 , NFEAXLEHGT. MRRZREMNRE , MIFELREZN
ARN RERF3I5,

* Amazon CLI: aws iam resync-mfa-device

* Amazon API : ResyncMFADevice

ER IAM FREREHL MFA R & K&
HHUHIRE SR P RIXREKE |, 7B BRI & K4,

e Amazon CLI: aws iam delete-virtual-mfa-device

 Amazon API ;: DeleteVirtualMFADevice

MEERFTEERE THENEL MFA 8%

B, REEL MFARARBRFNWAFERELR, ERIALEEEIE. EXMBERT , BREEBET
ﬁﬁ'w‘tﬁo ZRAFSIEEERARR , TENEREHA. BXEZER | 55HR & MFA I8&ELXHE
T, ZEALD?,

KE MFA IR

5/ IAM #2551 E Amazon Web Services IKF A F = IAM AFREB R T AMH MFA &R,
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KRERAFN MFA RS

1.

F A EH IR P I & 5 Amazon Web Services Management Console , /51833 AT M 13T FF
IAM #2#1& : https://console.amazonaws.cn/iam/.

EHLANSHEDR , ERENARE , RFIERF Security credentials ( 22 &1 ) .

£ Multi-Factor Authentication (MFA) TZ& MFA REEAXRCEZA., WREKRBIE MFA |, &
SRR I RERS

(A o

MRENKFBEA MFA | BSRAUTEN 2—

« K Amazon Web Services IKF A BRAER MFA &% (B A )
3 Amazon Web Services IkF° RAF S A FIDO Z2 &4 (BFH5)
« 3 Amazon Web Services Ik~ BRAF S AE4 TOTP T (255 )

BE IAM AP MFA RES

1.
2.
3.

£ https://console.amazonaws.cn/iam/ $TFF 1AM =& &,
ESMERKT , &8 Users (AF ),
MEXE , FEIERATSERFST MFASIFMEIAF RS

a. ERAMMNEKRLR , EFEEER
(% )o
b. % Manage Columns # | £ MFA,
c. (&) BBRAFLEEAFRTERNEMIFRER EIEAE,
d. 1%# Close REIZEIAF5I&,

MFA FI& 5% MFA RZHEARR. MRAFZRELTENRESHN MFA RE |, BFIAFE
A~ None (F). WRAFBAT MFARE , Il MFA S EREAMRERE , HitLE
Virtual ( EE#0 ) . Security key ( €€ %48 ) . Hardware ( %8 ) = SMS ( %15 ) »

(® Note

Amazon EL LN EEZESHRIE (MFA) WX, BINBWWRAEERAETEEHN MFA
M IAM AFNEFRIIITEREZZ2— B (ETH4 ) MFA 8%, FIDO Z£ &
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AREL MFA BE, BUNBAEKFPRAEEIEERE MFA RENAF, it | FHI
IAM 2H1E , NGMERFPIEERS , RBERN MFASIRERESR SMS A,

5. EBEFBHXAFPH MFARZNHMER , FEARERERE MFARSHAFNER , REERE
Security credentials £,

6. WMRAFZKBELTENRSH MFA &% , BHATERT MFA &%, EZESHRIE
(MFA ) #8455 E MFA 8% SRS Amazon R Z £, MRAFEAT MFA BE , I
Multi-factor authentication (MFA) [ZEFHRKIE ( MFA ) | S92 E REXXEFZNEMES
- REEWN
- RBRE
« REFWIRRT , SINYERRNREFISHELIRZH Amazon Y ARN
o R RIEIRE

EMBRBEFELIRR , FERIRLEZ DLW EERA , R51%ER Remove ( Bk ) = Resync ( EE
$),

EXBEAMFANEZEER  BSRAUTEY :

- BAER Multi-Factor Authentication (MFA) 8% ( 32#l4 )
- BHFIDO Z£ %4\ ( £BFH )

- FHEBABEETOTP S8 (#£4&)

ENESZELNEH MFA 7%

BT LAE R Amazon EFE S E EAMTEH Multi-Factor Authentication (MFA) 8%, MREZRFEHN
REARBY , WHSEBAFNEZZHXY , IAM 2R REEFRLSRE.

(® Note

FIDO Z&£ZHAFRE L. WR FIDO Z£HAZRIMRAL , B LRHEER. AXEFEREM
MFA iR Z2REM A , HSREREM IAM A/ R MFA 8% (#2518 ) .

ER Amazon BEE R , BRI UEMELEN 1AM AP EZEZRSHWEMRMELH MFA 8%,
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WREH Amazon Web Services IR MFAREZE TR T/E , aJAMERA IAM B4 A EFHFRLS ZEE
(ERERXRERESHEAXN ), MRETLTERNHERRLSIRE , WA EEERUERBKHAEHRREKZ
BE, BXMBENESZELR , F3H FH MFA & M 7 Amazon 8 AF B A MFA &%,

£

- IENR

- EFRSELFESE MFA 8% (JAM 25& )
- ENRZELFEHSE MFA 8% (Amazon CLI)

 EFRELSELFEH MFA 8% (Amazon API)

PR

ENEEHEH IAM AFEFRSELSHEY MFA &% | BXREBUTRBHNR, KRBT ATE
BIRHEFEARE.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowlListActions",
"Effect": "Allow",
"Action": [
"iam:ListVirtualMFADevices"
1,
"Resource": "*"
},
{
"Sid": "AllowUserToViewAndManageTheirOwnUserMFA",
"Effect": "Allow",
"Action": [
"iam:ListMFADevices",
"iam:ResyncMFADevice"
1,
"Resource": "arn:aws:iam::*:user/${aws:username}"
I
{

"Sid": "BlockAllExceptListedIfNoMFA",
"Effect": "Deny",
"NotAction": [

"iam:ListMFADevices",
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"iam:ListVirtualMFADevices",
"iam:ResyncMFADevice"

1,
"Resource": "*",
"Condition": {
"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

}

ENfRLEUFNES MFA 2% (1AM 2H5 )

B LR IAM 258 EFES R EFEYS MFA 7%

EFNESEES IAM AFPFENSESH MFA i8R% (12%8)

1. £ Amazon Ik/ ID K AIE. EH IAM AP EMBBEFRE IAM 255,

(@ Note

RFERIA , Amazon® F T HEFE X ¥ 25 Cookie iBE2H IAM AFZHIKFEE. W
REZUHMAFSHAER , HIEFERHEIESAR Sign-in to a different account ( &R E|
HMk/ ) BUREEEFAME, Fitd , B AZERSEFEKS IAM AR ERR
E/H Amazon K ID Sk P 518 .

EJREL Amazon Web Services lF ID |, FBRREE R,
2. EELANShES  ERENAFR , RE%ERE Security credentials ( R£&iE ) .
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Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. 1 Amazon IAM EiEETIFHZEFHRIE ( MFA ) o | &8 MFA IR R ZD M REZRY |
REERBEFRED,

4. ORI E ERIRFERBFH MUBEA MFA code 1 (MFA X% 1) 1 MFA code 2 (MFA X% 2)
., REEE Resync ( EFREY ) .

/A Important

AR ZRILERERENER, MREERNE  ARFETREERAFRERER , I
FREFERAR , EXFLRZFMATES, XREANEToIEN—RERD (TOTP) R
ReETH,

EMELS EAib IAM AP NELSEHS MFA g% (#2515 )

1. &3 Amazon Web Services Management Console , AEE AL TMuLITFF 1AM ###1& : hitps:/
console.aws.amazon.com/iam/,

2. ESMBE®D , %F Users , RAFERHE MFA RERFEEFRSHAFHNE MR,

3. “EZ2FILETIF, EZESMHRIE (MFA) ZoH |, EF MFARBSZHNERIZE , AEE
BREHED,

4. HISEE L RIFE RO NMBEE A MFA code 1 (MFA 45 1) 1 MFA code 2 (MFA X8 2)

o, REIEE Resync (EFRY ) o
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/A Important
ERABZFILERERENER, MREEXNRD , REFFTREMNEFERER , N
BFREFERAR , BEXRFLRZFMATES, XRENETIEN—RERD (TOTP) R
RETH o

EEFNEFESENBAF MFA (2§58 )

1.

#£ Amazon Web Services Sign In With Authentication Device ( Yl ¥ =R F & R IUR &
&%) REL , %4 Having problems with your authentication device? ( & 1iFi& & HI )
B ? ) Click here ( Riilk4k ) o

@ Note
HTEAEITRNIA , FINER MFA BRAMEREN S HRITREHRE. T, ©

RHE T R IR,

£ Re-Sync With Our Servers (SIRFB[EFH D) o , HOXFFR R LRI F 4K B
MR A MFA code 1 (MFA £ 1) 1 MFA code 2 (MFA {R%3 2) f1, AR5 Re-sync
authentication device,

WAKE  FERBALNER K REERESR. RABREAEN MFA RETHEF,

ERREEFESEGRAS MFA 2% (254 )

1.

2.

i%# Root user ( BB ) H# AL Amazon Web Services Ik BF o4t | UK RESE
BHER IAM 255, EF—RL, AZHER,

(® Note
ERBAP , BEEERINIAM AFRBEHREXAH, NMREER IAM AR EHE
RIUH , FEBRZTHKBMENERARAFBEFIEESR,. ERIIBAFPEHER
FHEMWEBY , 55 (Amazon Bx AFIER) FWLUEAF 5% EF Amazon Web

Services Management Console,

ESMENANERENIKFBF , ARAEIERE Security credentials ( Z£ &I ) . MEME | &R
Continue to Security Credentials ( #&EFERAZEEIE ) o
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Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. RBFRELHK Multi-factor authentication (MFA) (ZE & IIE) %5,
4. EFRIREFZDHBEERE , REIERE Resync ( EFIEE ) -

5. £ Resync MFA device ( ETREZ MFA 8% ) XiFEEDR , fOOER LRIAF £ R ANMEE
# A MFA code 1 ( MFA 1873 1) 1 MFA code 2 ( MFA X% 2 ) 1, AR/Fi%# Resync ( EFfE
F)o

/A Important

AR 2B ERERERNER, MRERABESFEREMNEFRERER , MFARES
BUERFXE , B MFA RZFTLERS ., XRRNETHREN—XEZD (TOTP) BIR
2T H.

EFRSELFMEHS MFA €% (Amazon CLI)
B LAM Amazon CLI EFRELZ ELLFEHS MFA &%,
EMES IAM AP ESHEHS MFA 8% (Amazon CLI)

EmHRRFL , X% aws iam resync-mfa-device 9 :

« FEEHL MFA &% : Fi& %K Amazon Resource Name (ARN) ¥EE R F 35,
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aws iam resync-mfa-device --user-name Richard --serial-number
arn:aws:iam: :123456789012:mfa/RichardsMFA --authentication-codel 123456 --
authentication-code2 987654

- B MFARE  FEARZINFISEENFIS, BARBEEMR. HlW , BTN Amazon
MR gemalto ThE, EMNFIISEERONFE , RREMNEF,

aws iam resync-mfa-device --user-name Richard --serial-number ABCD12345678 --
authentication-codel 123456 --authentication-code2 987654

/A Important

ERARB 2B ERERERNER, MREERAE  REFETREABEFERIER , WEX
HERK , RARBRRHRSTH.

EFRSELFMEHSH MFA €% (Amazon API)

IAM E—MUTEIZE AP M. EXHERT , BWERTELMEHF MFA iR& P T5[RLL AP
HRANKR, RE , ETHAPIHERARETE , XHEENRAFTRAREEEENRBLSHRE,

EHFELS IAM AR ELHEHS MFA 8% (Amazon API)

&% ResyncMFADevice 53K,

FH MFA &%

MBEBEFRAZSEFHRIE (MFA) REZER IAM AP EZMBEEE | BTE5EE R BKRUIREHE
B,

EREER  BREAEM IAM AFNRE. LBREATFAFTER MFA 2%, 1R MFAREZE
EHRFRBFENATH , BLUFRERNGRBRER, B , RMNBUWERRNIAFBEAFMER. B
T B E E MFA %% |, i3/ the section called “/F B MFA 1&& 7,
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(@ Note
W REFE A API 5 Amazon CLI M Amazon Web Services i~ FIERA P | &4 545 B
BRAFKH MFA 8%, SERBRBAFHSIEFHITHER, EXBBRAFNEZER , B5H
EE IAM AP,

£

- £/ MFAR% (Hl&)

- £A MFA ig%& (Amazon CLI)
- £/ MFA i & (Amazon API)

FA MFA 8% (#2#HE )

EREAM IAM AP MFA & & (12514 )

1. &% Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
7 1AM #2#H &,

ESMERS , BEAF,

EEAAFHN MFA 8% | BERENRRE MFA WAFHER,

ERZEEIEET+,

EZEHMHRIE (MFA) T, EF MFA REZUHEERE | EEMER , AEEREBIER.

o A 0N

FEEDM Amazon AIBRIZIZ R, ZIRBFAEATERZRRRIUFER , ERCEMREHE
Amazon B = Amazon Web Services W 1R A~ FH< Bk,

BUHEBUE Amazon Web Services KR A F 89 MFA 8% ( #2415 )

1. %4% Root user ( IRAF ) HH ALK Amazon Web Services Ik BFoB4Fittt | LAk BEE
BHEF IAM 258, BT —RL , WALHNED,

® Note

FERBRAF , BREZFRIIAM AFSHERIAE. RESINIAM BFS5HZ
ENE , FERFZUEKSHINERRAS B FHEER, BRESBRASFHER
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FHEKEE , SR (Amazon EX A1) RILUBRAF B4 %% Amazon Web

Services Management Console,

2. TESMENEAENEZRENKS, EF , RE%ER Security credentials ( Z£%FiE ) . MBEXE | EF
Continue to Security Credentials ( #4EFRZ £ &I ) .

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. 7 Multi-factor authentication (MFA) [ZE HARIE (MFA ) | o+ , EREEAN MFA RE 5
MR RIERZEE |, AEIEE Remove ( MIER ) -

4. EEBE.

Amazon Web Services Ik B9 MFA ZRZEEH. RESEA Amazon Web Services Ik #85x
BXAY B, FHB BB 58 F B o3k B Amazon Web Services BITEIABRYF . 1% B F B4 [0 #&3B 40 Amazon
Web Services ZERIE (MFA) 25 A, B4R B @amazon.com & @aws.amazon. com.

%M MFA &% (Amazon CLI)

£/ 1AM AP #9 MFA i& % (Amazon CLI)

e EITUT®H$ : aws iam deactivate-mfa-device
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£ MFA %% (Amazon API)

=H IAM A F# MFA i&% (Amazon API)

- AR/ : DeactivateMFADevice

A MFARBBEADELETE , ZELD?

BEM MFA RZWELF TOTP THEUFIETIER , BEANLEZEREHEE Amazon FiR , NATEER
5 Amazon NEIS ARG, BXREDSEL MFA REZHEHS MFA RENEER , BZREHNE DT ER
MEEH MFA R%. FIDO Z£EATEL,

IREH Amazon Web Services IKFIRAF ZESHRIE (MFA ) REEX, MRAHETLEIE , &
AR EX K B IE R BR. IAM AR SAMSEEARR |, TeEERER,

/A Important
RINBWERN IAM AFBREZA MFA &% |, UBRTE MFA 8% E RS TC5E 75 0 B BE 5 442
BRGNS, BHZ A LL[E Amazon Web Services IKF AP 1AM AFREM 8 AYaTX
B/ MFA 2EEEHEM MFA RS,

MERAF AP MFA 2%

R IEE Amazon Web Services IKF IR ZE5HRIE ( MFA ) 5% EXK, MRAHTLEEET
£, BAILAEA B XM EIR — Amazon Web Services IkFRAF % —& MFA I8& &%, MMRERH
FRERT—& MFARE , BUUFEREMSHRIESE, XEKE , URETEFER MFA REE
F, BRI LMERANKS —REMNEFHENTERRADLEFSBRIIEN S HRIITESE,

EARAFERERNSHNRIEREZZF 20 , BAMEER 157 SIEHYKF RERAY B FoR 4 bk A =
ERRABRESH, IREFEZEENTERRARESE , EUULEEEE R L RIMNERN IAM A
FEOMIERAFSHER, BEXEFKFEREENHEMYA , FSH (Amazon Biling A5
M) FRRERRES. MRELTRLRE FHENEZERRARESHE , W4HER Amazon Web

Services Supporte
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/A Important

BNBUETHEFSBRAF XKW E F Ut MK REFSH , WERDITEKRS. &
XEZEER | 25 (Amazon Account Management 2E#5/) FH E# Amazon Web
Services P EEBKR R A,

FRERNEHRIERZE/ERN Amazon Web Services T 1R P& %

1. 1%$% Root user ( IRAF ) H i ALK Amazon Web Services Il B Fif#Fitiut , AKFHEE
B &% Amazon Web Services Management Console, £ F— £ |, #i AR BB,

2. EFEHMBIAEL  LEEATEHRIEN MFA 5, AREET 5.

(® Note

AR ERENR A , Fla0 Sign in using MFA ( £ MFA &% ) . Troubleshoot your
authentication device ( XJ & 3% UF 18 & 2t 1T PEBERR ) = Troubleshoot MFA ( X MFA
HATHESERR ) , BHEHINEESMEE. IREXLFEAERFORIIRZRIFEHNIKSBF
BRI E BB R ABIESH , 5 Amazon Web Services Support B3R L {E 1819
MFA %% o

3. REFEEFEMAN MFARE | SFFITENTME , BR MFA RIESFERTINIIEER. £FEH
RIENERSESBRIERE L |, &% MFA RIBHE,

4. WMRFE  FERBAGHER , REERE Signin.
5, EEFMNRIERFABHENENEABRSFORIRNZZRNBs+ , BREABRKAREZR,

6. EAEKFNRIRNZZZFNEL , BYRIESFHRA U TRIKS B ORI , AFEERIERIE
B F BB

7. REEHEMN Amazon Web Services Ik REXHI B FHR# B TK B Amazon Web
Services ( recover-mfa-no-reply@verify.signin.aws ) BYBR4E, 2B B FHR 435 S 3 1TIRE,

MBEEEEKF P ERZETEH |, BRELIROBH AR |, SHEIRE FX K85 H%#E Resend
the email,

8. HEWIFFIEBFitEtbitg , B UMERITERNKIFNED. ERITIZNTIERIALESH
EiE$E Call me now ( SLEIFEALE )

9. EWUT Amazon ITREVEIE , EWEIRRE , EFVEE L AM Amazon MIEIREBH 6 LIS
B\,

ZEHHRIE (MFA) 228


https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-contact-primary.html
https://console.amazonaws.cn/
https://www.amazonaws.cn/forms/aws-mfa-support

Amazon Identity and Access Management ArfEm

MR & EEER Amazon ITRIVEE |, HiERE Signin (BR) LBXEXZIZHAHEFF R, =
E  BESRZESHRIE (MFA) BEZEXLXDLEFEARRIFA R IREESED,

10. ERIEFBHNBFESEE , BRI LUET % Sign in to the console EFZE|EHIKF,
1. T—FSHEURTEERN MFA F9EH -

o WFEE MFARE , BMNENZRREDPRBRKS, . ARE , % ZE Amazon Security Credentials T
EHMBRIBA MFA BEUR RS2 , REEAIE NN,

« XF FIDO £ %40 , % ZE Amazon Security Credentials ( Z£ &I ) REHEAIH FIDO
RAREEEA— I HEHR.

- WTHEM TOTP T , BRRAEFZFRUBUBYEEERERRE., BUUSREEAZRN
BHBRIERRER , BERERKREFRZNIL. ELRAEHNWES MFAREZ/G , HHEZE Amazon
ZE&EIETEHFMERIBH MFA BHEZREAREHRE -,

® Note
TR ERSFEEN MFA REBRNMEERENREZ, S0, R FIDO T2 ZHH
R, BITET — NN EBA , WA SIERREL MFA SEH TOTP ©hE , EEIWREIH
FIDO &£ %4,

/A Important
WMREH MFA REEXRFIWE  EEAHGIHRIRNZZZHAEIER MFARREE , BEX
EBHWIRAFPZE , UhREETIRT SARIEEZHAARECHEELN LTI ZRE, BXESZE
B |, iZ % Amazon Account Management & 158 Y & 2 Amazon Web Services [k /7 18
AP N#E8,

& IAM AP MFA &%

MRER IAM AP, BENRZFEAFFELTIE  WTEBTRE, E4AEEERBKR , TR
&R, AlF , BUUEBAFHIRZ
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5 IAM R FPIREVE X MFA RZ R A BY

1. BEKR Amazon EERFEAMN GRS IAM AFHAFENMBENAXAR. EERASIER
MFA iR%& (M1F A MFA RZHRATR) , AEERES &R,

2. TFT—FZHEURTHEERAN MFA FKE .

o WFEE MFARE , BMNENRBDRIBRKS. A5, BAELNRE , 5 AEL Multi-
Factor Authentication (MFA) &% ( #2#14 ) Brmk,

- XF FIDO Z2 %4 , BEHREB=-FRUFEEPHEFRIEE, YEBKIFH FIDO Z2FHT
BEHEHBA , W 5H FIDO 2R\ (BFl& ) FAR,

« WFEH TOTP Tk , BHRRE=ZFARUBUBHEBESERER. ELREFHFNYIE MFA
REE , EEAIRE , MEERSAES TOTP S5 ( #4l5 ) k.

® Note
TYRFERDBER MFA RZBRNERRENRE. ERSATUAF 8 aERLAEHN
MFA 2%, I, 1R FIDO ZERAMN , LT T —DHHEZH , WA SAERER
MFA B¢ TOTP w2 , EZ|WERIRT FIDO Z&# 4,

3. WMREH MFAIRZERTHE , FEEXRZD , U REESELNENRIRERIETEHE
BURMNZB, EXEZELE , BSHEE IAM AFHEE,

BB MFA RIFEY APl iG[A]

A IAM policy , AT BAEEER P AT A AL APl B1E, E—L£BRT , BUEFELAERAF BT
Amazon ZEHMRIE (MFA) #ITHMORIE , RS RFBMNPITEIBRNERE  MMRERE
38

fBlgn | e REIA o A P #1T Amazon EC2 RunInstances, DescribeInstances
StopInstances BRIEMRRE, BETRERLERFILIAMIRIE ( W TerminateInstances ) , HH
RAF REEEMEA Amazon MFA R &# 1T B O RIE R TiZEE,

ES

=

%
2

at

at
A A

: BIK P ZREY MFA R
L HEIIKF A APIRYETL R AY MFA 4RY

ZEHHBIE (MFA) 230



Amazon Identity and Access Management ArfEm

- FR  BEETRFR R TR MFA RY

B

&5

b APl 24ER 101 MFA RP S TES

1. EBR NS MNAFPEE Amazon MFA R% , REAPEERHER MFA SHRIERN AP iER. 1
Amazon R AP S A MFA 8% N E T HERE.

2. EBRNAFREEE Condition TEMEKE , URERAFERAEMERA Amazon MFA 8 &#H 1T H
PRI UE,

3. AFAAXIE MFA 2% Amazon STSAssumeRole 5 GetSessionToken fJ APl #{E2 — , B4RE
RT MFARFIG R, MEEFR. BRAPIESHAPXRBENRBNREZRAN , URIZREBER
K ETEE —RMER (TOTP). BE—BRT , AFSHSMEHK/EARE Amazon & i EhiF
REY I At R 2K,

(® Note

NERSZIFIRRLEIER |, ZRESH AP BREN MFA RIFF TR, BXXEREH5
£, B AEA IR Z2ZU 5 1E] Amazon,

MRFTNKM , Amazon FHRE“FRIHIEL EEIRELE ( SEMKRBREGE —# ) . BTFRAZ MFA
R API KBE , Bt , MREAFERRBERN MFA FHRIEMNER T REER APIHRE , N
Amazon fF1E4E F 17 B KBS RIS ER APl RE, IR APl REBERN I REBERERIEEN AR TE
B2, LB, AP S4AER MFA RBFAERFISERFTNIGHNZLEIE , B3 MFA E
1T B 0 RIE,

# MFA %&##) IAM policy
T MFA S 449 5K B 7T Bt N B LA TR I

« XF IAM AFERA :
« Amazon S3 Zf#. Amazon SQS BA%IZ{ Amazon SNS FBE R IR
- AHAFEEN IAM ABNEERE

A EAREHN MFA REREUTEMY :
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« Existence ( &M ) - IRRARKRIEIAFRBEFERA MFARITEHRIE , BRE
aws:MultiFactorAuthPresent Z4A7E Bool RUARE N True, XEHAFFAEHEIURUIE
B, FeFZE, KBEIE , flnipEze  TaEtE,

« Duration (354261 1H) - IRERFLEE MFA SORIEENIEENBEARFIHRNR , EEARES
LB aws:MultiFactorAuthAge ZAMNEB RS EAE ( 10 3600 ¥ ) #HITHER. FEE ,
MRAKFEA MFA |, ] aws:MultiFactorAuthAge 8F2E R,

LUTRENEEAT IAM BENEEERRE , ZRXBIE—N MFAZH , ATNHREFE MFA 565%
iE, FALLKEE , Principal JTEFIEEM Amazon Web Services Ik HEIAF ( ¥ ACCOUNT-B-
ID B A BEUH Amazon Web Services I ID ) BEB AR ALK AR, B2 , EAFPRIE
EEA MFA #TEHRRIENER T EBETAE,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

BX MFANEZHRBNESER , HSWAmazon £REFH ETXHHA, BFFHEZEFNATRE
FHBRREFENRHEER .

1£ GetSessionToken #l AssumeRole 2 [B&#F

Amazon STS 2 TH /S API ##4E , JAF 4% MFA (58 : GetSessionToken #
AssumeRole, AF AR APl BERREUGH Z2EiE , BURTFXBAUTHBN AR,

iF GetSessionToken AATLUTHE :

- @A AE Amazon Web Services Ik~ AV EIREY APl #84E |, ZIKF SR HERN IAM AP R,
EEE , KB GetSessionToken ERH G ZEIE R R MFA 5B B EEZULE R Bt 8E]
i@ IAM F1 Amazon STS API #&4E., BT GetSessionToken IREIMIGEHEIETEE MFA S8 , Eit
B R ERZEILAX HWEAN APl EEHH MFA,

- FRIZETRRASE MFA RN KBAIRFPN AR,

GetSessionToken REEEMFEH MFA RIEAF B4, BTREMEFRKBERIZE B MU RE,
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f AssumeRole ATFUTHE :

- AAHEMEREZHTRE Amazon Web Services Ik VIR APl ##1E, API BATRTZEEM
IAM =X Amazon STS APIl, i#EE , BRI IHR , EANEAFBEAGRESIINIT MFA. H
AssumeRole IREIMIGETEIERG MFA EESEELTXH , HBLEREEN APl BREHN
MFA, XM EEXTER GetSessionToken RFINZE T & RN KB RT M ERNHENER,

A B NEEEXNAIIXESRERNIEFEAESE,
BXRZ MFA RIFH APl RN ER

T2 AP RER MFA RFBIA TN ST HIFEREER :

« MFARPNELEAIERZEEIRME , MZELESTER AssumeRole B GetSessionToken
REL,

ToE G2 MFA 123 89 API 151815 Amazon Web Services IKF AP EITERESEH.
- TEFZ MFA RHFH API HE 5 U2F 2+ RAESFER.

« ¥ MFA 8% 5 Amazon RS E&FE AR, %}fﬁﬁ?é/—\%ﬁﬁﬁFﬁJ‘ﬁEizﬁéiﬁﬁ C Ei , XERPTE
7 E 32 MFA #2418 Amazon &R, (BT —1MER, )

IR et EIERY E A Amazon STS AP BREFX# MFA, XIF AssumeRoleWithWebIdentity
F AssumeRoleWithSAML , AFBEAIBREREFHITEMRIE , B Amazon T EHEIZIRM
BFRBEE MFA, 3T GetFederationToken , MFA X —EEE54E AP HEXE,

- E# , KEBELE (IAM BFRFRZAMNBEAFHRIZR) ) TEATEZ MFA RFH AP HRE , BR
AR,

« AN ALAERE MFA EE/MER TV A AssumeRole M GetSessionToken., EUERT , &
EANEE IR ZE &I, EXEREIENSFEETERER MFA # 1T HRRIENAF,

« EBE APIREN MFA RI |, A MFA REFINEIKEE, REEXNEE
aws:MultiFactorAuthPresent &M @LEIFER MFA, N TEKFER , ACHNEEREEN
MBEFHRE,

- MREARFHEM Amazon Web Services IKF THRIZKF P ERR , WENRRLZEMHEBRTZEE
WP (B—N K, MARENKS, ) WEE, BIEELREFSESESHRIER , 2N, &
NEIZEL MFA BRENZEERS PHEARREF AT UNE MFA RE |, USRZACHEERE
WiZH s, EATFHEHMIKSHKRFRSAAHITSEFBRIEN Amazon BIRZE , BRBERZE
EK E’JFﬁﬁ%éﬂERiEﬁﬁz?—ﬂﬁo flan , ZEEKS NRXATHENZETE B RBUR API 2
&, flan MFA R EEE APl B,
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- WRRBEE MFA &M, WENATHERT , FELER : AP R#T MFA SORIEFAFRMET
TR MFA iR ZFRIARF TR TOTP,

BR : BKFZIRE MFA &R

HEEARF , BHREFHRNELS S —KFHH IAM AP, BriiRR1ZAF EEA Amazon MFA ]
BEHRTHORILE. AXEKSERNESES  FERAERENHRE.

RREE—ANKS A (REFHRTRNVEEKS ) A% IAM BF Anaya , A EERANR, #tH
E@k/ B ( ZEEKS ) FWAFS Richard BFHRMN , EFLHR Richard HIEEZARZEIEE
A MFA #1751,

1. EEEKF A # , Anaya BI2—18 7 CrossAccountRole # IAM B |, HFZABNET
RPN EHIREANKST B WK ID, WEEREEE T Amazon STS AssumeRole BRI
BR. Anaya EBESERERI MFA &4 | ST ROIBFTR,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

2. Anaya EZAEHRRMN—MURER , MEEATFZAGKNITHIERIE. BB MFA RFHNAEK
PREBE ST MEMACKNREREEEN. UTROIEET Anaya RINEIACHEKE ; ZFKBA
FHEHEZACHAPXKS A YR Books H4T4EMI Amazon DynamoDB ##4E. LREEE 21T
dynamodb:ListTables # , LIREREERH A PHITRIEMLEN.,

® Note

ZNREE A EE MFA &, TH# MFA SRIEMATREAFEETNEFLAER
EE, £AFEGRLKARTE , RF#TH—IH MFARE,

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "TableActions",
"Effect": "Allow",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:*:ACCOUNT-A-ID:table/Books"
.
{
"Sid": "ListTables",
"Effect": "Allow",
"Action": "dynamodb:ListTables",
"Resource": "*"
}

}

. EREAEKF, BH , EEAWREEA Amazon MFA IRZELE IAM AF Richard , # BiZAF
MEIREZW ID, R%E ID ZF5E ( MRREMH MFA 8% ) HiRER ARN ( IR R EHLL MFA 18
&)o

4. £ B EEANUTREM MEIAF Richard ( RiZBFAFTENA ) , ZXBATFZAFE
F AssumeRole #&E, BHRHFIREE Anaya £ 1 THOIENARH ARN, X , ZXETEE
MFA &,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["sts:AssumeRole"],
"Resource": ["arn:aws:iam::ACCOUNT-A-ID:role/CrossAccountRole"]
1]
}

5. £ B # , Richard ( 2 Richard EfEiZ{TH R AREF ) A AssumeRole, API HAZEER
FAEH ARN (arn:aws:iam: :ACCOUNT-A-ID:role/CrossAccountRole), MFA Z&H ID
F Richard MHE &% HIREVAY X 8] TOTP,

2 Richard A AssumeRole Bt , Amazon NEEMEEMEERNNEIL , 2 MFA Bk, 1R
BIXHMWIE , Richard I ETAE  HETWEEAALNIGR EIERNNYIKS A 87 Books B
RIMITIET DynamoDB #4E,

BXEHA AssumeRole WEFWRA , ESREHA MFA B4 %UEE A AssumeRole,
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FE . YEKF® APIIRETH R MFA &3

EEBFEF |, BNBRRXYE Amazon Web Services Ik FHIHF 2 H Amazon MFA R&#1TH
16 5 BETH R BUR AP 21E,

BEEHEEKRS A, EP G- HEEFEH EC2 XA RAR, BEBFXARTUAERSEA , B
f1R3K\ ec2:StopInstances B ec2:TerminateInstances BEMNNIE, BHFLERAF/LNZ
EEAPRITXE IR ERURE | BLEF MFA R R INZ) X L8R Amazon EC2 B/ERI R
B,

FEHAFED , AF Sofia @R EERAFZ—. AP Anaya 2lKF A FNEER,

1. Anaya R 2 A Amazon MFA & Z Bl & Sofia , 3 B Sofia MIBZIZEZH ID, &% ID 2F3F
( MRIEH MFARE ) HIREM ARN (MR REM MFA & ) .

2. Anaya B2 —/NE 7 EC2-Admins BV HF A F Sofia RINEZAF,

3. Anaya ¥ LA T REEEIINE] EC2-Admins . LEREEIRFHAF A Amazon EC2 StopInstances
M TerminateInstances BEMNIR , BriRRZAF E2FEA MFA #1THHRKIE,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:StopInstances",
"ec2:TerminateInstances"

]I

"Resource": ["*"],
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}]
}

® Note
EFLREER , ARLALEH , RAEEMEZR,

MR A Sofia FEFIEHL 1L Amazon EC2 =61, Nk ( K EFEZTHNARERF ) ATEA
GetSessionToken, Lt API #{E{5i%E MFA &% H ID # Sofia NHIZZIRENA &1 TOTP,
5. AAF Sofia ( 2% Sofia EEFERAKNNARERF ) FHH GetSessionToken R AM @ atEIE KA A

Amazon EC2 StopInstances = TerminateInstances &k,
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BEXBAH GetSessionToken WREFHRY| , FSRAXREEMN FH MFA B 4K UEEH

GetSessionToken,

BR  ARETRRNVREENF RN MFA R

EHFRP , EBR S3 7M. SQS BAFIE SNS TBNAEE. E5ERRIRIEFENIEM Amazon
Web Services M ARV EMAF S #H Amazon MFA iR &# 1T 5 HKIE,

WARNABT —MEEEK, MFA RPN EE , TEAFPEEEAR, EHERT , BROUEBEMN
TE=A4A&4GrtARIER : AFRE£ERA MFA #ITEHBRIUE, 88 M GetSessionToken FREUGET L2
FBEZRREBEETNK, P,

BRIZBEKR, A RHEIE—/ S3 FiEw, BHFLMILINTRE Amazon Web Services Il ARV F R
FX U FE#E AN GRIR | EFREXERAFEM#EH MFA #1TE BRI,

HHFRF , AP Anaya ZIKF A FEVEE R, A Nikhil 2K C H#EY IAM AP,

1. EMK P A # , Anaya Bl —1E 7 Account-A-bucket WEFEM# .

2. Anaya [ ZFHERBRINFEBRE. ZREATFKS A, IKF B RKF C FRMBERFITEERS
B #) Amazon S3 PutObject 1 DeleteObject &, ZEXHETE MFA &4,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {"AwWS": [
"ACCOUNT-A-ID",
"ACCOUNT-B-ID",
"ACCOUNT-C-ID"
13,
"Action": [
"s3:PutObject",
"s3:DeleteObject"
iF
"Resource": ["arn:aws:s3:::ACCOUNT-A-BUCKET-NAME/*"],
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
1]
}
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(@ Note
Amazon S3 (X ) 3 RIK I RIIRE“MFA HBIBR"ThEE, 1EFIEBEMEBAREIIRSH |
Al /3 A Amazon S3 MFA Delete Zh#E, Amazon S3 MFA Delete SHRETERA T IAM B F |
BRI T MFA R E9 APl 510, BIGE IAM AP EEHIBRE#EHNER , BEFH
Amazon S3 MFA Delete ZhgERt , BT EHITHIBR. B < Amazon S3 MFA Delete ZhEERYEE
ZER , 5ZH MFA Delete,

3. &k CHh , EERBRECSHEA Amazon MFA &&ZEE A Nikhil , FBiZAFMNEIREH ID,
’E IDRFYS (RREH MFA i%8% ) HIZZH ARN ( MR E2EHL MFAEE ) .

4. £ C H , Nikhil ( it EFRIZSTHNARERF ) fFBA GetSessionToken, LLFABIE MFA 1%
%8 ID =% ARN BAK Nikhil ME &% B IREVEY X 8] TOTP,

5. Nikhil ( St EEFERANMARRF ) £/ GetSessionToken IREI# I A ZEIEE A Amazon S3
PutObject BELAR X L2 F] Account-A-bucket,

BXHA GetSessionToken WEFHRG , BSRAHAEEN £H MFA B4 %UEE A

GetSessionToken,

® Note

EMHERT , AssumeRole REIWIGIEIERATH. REAF TLIRME MFA S E3KEE
At  {B AssumeRole REIMIGEIZEIEFRETE MFAEE, EENEETEHEREPH
MFA &4,

R - ERASZERIEFEREIL

AT R BE 048 A GetSessionToken ¥ AssumeRole B{EH{ZiE MFA RIS, TEF
X PRENAT A A GetSessionToken , {B&MHIAE R IFEEA AssumeRole HKEE, FEE , IREIM
FIEFRA T I EKF RAFTE S3 FiEiE.

A MFA BpiFAA GetSessionToken

AT RHI58E 7 an{ali@ A GetSessionToken 3H{&i% MFA B RI{EE, AGEA
GetSessionToken BR/EIREI K AT &£ K IER I H K R EIFTE S3 FiE @,

MANELZITHARBWAF (AFPMENYS ) WREEM T RE MG FIENNR. X T RAEIKE
Z R A A A 2 FER Amazon S3 ListBuckets BENIR,
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UTRBROVER T MAZRELESR Amazon STS WLETHE , AFEATHITEE MFA TENERS
B1E,

CLI

Amazon CLI
EIRE IAM B8 — A S HEITE

LA get-session-token KRR TRAAN IAM SN —ABHEILE, £ERNEIER
ATFRBERZSEFHRIE (MFA) BiER, ZIEEER 15 24 ETH.

aws sts get-session-token \
--duration-seconds 900 \
--serial-number "YourMFADeviceSerialNumber" \
--token-code 123456

i

"Credentials": {

"AccessKeyId": "ASIAIOSFODNN7EXAMPLE",

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYzEXAMPLEKEY",

"SessionToken": "AQOEXAMPLEH4aoAHOgNCAPyJxz4B1CFFXWNE1OPTgk5TthT
+FvwgnKwRcOIfrRh3c/LTo6UDdyIwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuW]0gQs8IZZalv2BXIa2R401gkBNO9bkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zgx37wnOE49mR]1/+0tkIKGO7fAE",

"Expiration": "2020-05-19T18:06:10+00:00"

BEXEZEER , E55 (Amazon IAM BFERE) RPRERIGE 24 EiT,
« X APl FHEE , 5 (Amazon CLI i H5E) F#) GetSessionToken,
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Python

SDK for Python (Boto3)

@ Note
EE GitHub , THEZE L. & Amazon KB RAIFEERERTE RG] , THERNM
HATIRENE T,

B £iE MFA SHEIRISESE , RAEFERATSESIEKF S Amazon S3 Z# .

def list_buckets_with_session_token_with_mfa(mfa_serial_number, mfa_totp,
sts_client):

Gets a session token with MFA credentials and uses the temporary session
credentials to list Amazon S3 buckets.

Requires an MFA device serial number and token.

:param mfa_serial_number: The serial number of the MFA device. For a virtual

MFA
device, this is an Amazon Resource Name (ARN).
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.

if mfa_serial_number is not None:
response = sts_client.get_session_token(
SerialNumber=mfa_serial_number, TokenCode=mfa_totp
)
else:
response = sts_client.get_session_token()
temp_credentials = response["Credentials"]

s3_resource = boto3.resource(
"s3",
aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Buckets for the account:")
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for bucket in s3_resource.buckets.all():
print(bucket.name)

- BX APl #4E L , i5® (Amazon SDK for Python (Boto3) APl &) HH
GetSessionToken,

£/ MFA B/ BUEAH AssumeRole

THEMREEEE T MA[EA AssumeRole HEiE MFA SR RIEEE., REHEH AssumeRole IRERY
I Bt Z £ UE B 5| H K~ REYFTE Amazon S3 F# M.

BRUFTRNESER , FEALE  BIKSZRHN MFA &I,

LLTRBEREERT AR AESE Amazon STS WA E,
NET

Amazon SDK for .NET

(@ Note
£ GitHub L EBEEZHNE. ERTERY| , THRUMATE Amazon K18 R G774 E
TIREMNETT.

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace AssumeRoleExample
{

class AssumeRole

{

/// <summary>
/// This example shows how to use the AWS Security Token

/// Service (AWS STS) to assume an IAM role.
///
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/// NOTE: It is important that the role that will be assumed has a

/// trust relationship with the account that will assume the role.

///

/// Before you run the example, you need to create the role you want to

/// assume and have it trust the IAM account that will assume that role.

///

/// See https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create.html

/// for help in working with roles.

/// </summary>

private static readonly RegionEndpoint REGION = RegionEndpoint.USWest2;

static async Task Main()
{
// Create the SecurityToken client and then display the identity of
the
// default user.
var roleArnToAssume = "arn:aws:iam::123456789012:role/
testAssumeRole";

var client = new
Amazon.SecurityToken.AmazonSecurityTokenServiceClient(REGION);

// Get and display the information about the identity of the default
user.

var callerIdRequest = new GetCallerIdentityRequest();

var caller = await client.GetCallerIdentityAsync(callerIdRequest);

Console.WriteLine($"Original Caller: {caller.Arn}");

// Create the request to use with the AssumeRoleAsync call.
var assumeRoleReq = new AssumeRoleRequest()

{
DurationSeconds = 1600,
RoleSessionName = "Sessionl",
RoleArn = roleArnToAssume

};

var assumeRoleRes = await client.AssumeRoleAsync(assumeRoleReq);

// Now create a new client based on the credentials of the caller
assuming the role.

var client2 = new AmazonSecurityTokenServiceClient(credentials:
assumeRoleRes.Credentials);
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// Get and display information about the caller that has assumed the
defined role.

var caller2 = await client2.GetCallerIdentityAsync(callerIdRequest);

Console.WriteLine($"AssumedRole Caller: {caller2.Arn}");

« BX API#4EE |, 3 (Amazon SDK for .NET APl &) i AssumeRole,

Bash

Amazon CLI X% Bash Bz

® Note
EBE GitHub , TBREZEE, £ Amazon KB RAEIFEEEDERTE RG] , 7804
HITIREFMIZIT,

HHAHHAHH SRR HH SRR SRR SRR SRR SRR SRR HH SRR SRR G HH G HH SRR G HHGHH SRR SR H G R RS HH SRR HH SR SH
# function iecho
#
# This function enables the script to display the specified text only if
# the global variable $VERBOSE is set to true.
HHARH AR HBHHBHHBHHBRHBHHBHHBHHBHHBHHBHH G HH B HH B HH B HH B HH B HH R HH B HH B HH G R BB HH SR B R HHSH
function iecho() {

if [[ $VERBOSE == true ]]; then

echo "$@"
fi

HHHHHHHHH SRR RS SRR RS RS H RS RS H SRR RS SRR RS RS T R HH
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HHHHHHHHH SRR RS HH RS RS H RS R RS R H SRR RS SRR SRR RS TS T H
function errecho() {

printf "%s\n" "$*" 1>&2
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HUH U H A H S H SRR H SRS H B H SRR H A S S F B H SRR H A S SR H A H SRR H S S SR H A H SRS S SR RS S
# function sts_assume_role

#

# This function assumes a role in the AWS account and returns the temporary
# credentials.

#

# Parameters:

# -n role_session_name -- The name of the session.
# -r role_arn -- The ARN of the role to assume.

#

# Returns:

# [access_key_id, secret_access_key, session_token]
# And:

# @ - If successful.

# 1 - If an error occurred.

Eedigigigideidipigogidodig g goda oo gogiFediiggede i gogiFediiggifedi o fogsFedigiggifeiF g fogsFediiggifeiF g fogiFedipig g F oo g gidi g
function sts_assume_role() {

local role_session_name role_arn response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function sts_assume_role"
echo "Assumes a role in the AWS account and returns the temporary

credentials:"
echo " -n role_session_name -- The name of the session."
echo " -r role_arn -- The ARN of the role to assume."
echo ""

}

while getopts n:r:h option; do
case "${option}" in
n) role_session_name=${0OPTARG} ;;
r) role_arn=${OPTARG} ;;

h)
usage
return 0
\?)
ech o"Invalid parameter"
usage
return 1

a4
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esac
done

response=$(aws sts assume-role \
--role-session-name "$role_session_name" \
--role-arn "$role_arn" \
--output text \
--query "Credentials.[AccessKeyId, SecretAccessKey, SessionToken]")

local error_code=${?}

if [[ $error_code -ne @ ]]; then
aws_cli_error_log $error_code
errecho "ERROR: AWS reports create-role operation failed.\n$response"
return 1

fi

echo "$response"

return 0

« Bx API F4EE |, 52 (Amazon CLI Command Reference) H#J AssumeRole,

C++
SDK for C++
(® Note
EE GitHub , TREZER. ERZTERA , 2 WAE Amazon K18 R F 6 E
BHTRENZIT.

bool AwsDoc::STS::assumeRole(const Aws::String &roleArn,
const Aws::String &roleSessionName,
const Aws::String &externalld,
Aws: :Auth: :AWSCredentials &credentials,
const Aws::Client::ClientConfiguration
&clientConfig) {
Aws: :STS::STSClient sts(clientConfig);
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Aws:

sts_
sts_
sts_

const Aws::STS::Model::AssumeRoleOutcome outcome = sts.AssumeRole(sts_req);

:STS: :Model: :AssumeRoleRequest sts_req;

req.SetRoleArn(roleArn);
req.SetRoleSessionName(roleSessionName);
req.SetExternalId(externalld);

if (!outcome.IsSuccess()) {

std::cerr << "Error assuming IAM role. " <<
outcome.GetError().GetMessage() << std::endl;

}

else {
std::cout << "Credentials successfully retrieved." << std::endl;
const Aws::STS::Model: :AssumeRoleResult result = outcome.GetResult();
const Aws::STS::Model::Credentials &temp_credentials =

result.GetCredentials();

// Store temporary credentials in return argument.
// Note: The credentials object returned by assumeRole differs
// from the AWSCredentials object used in most situations.
credentials.SetAWSAccessKeyId(temp_credentials.GetAccessKeyId());
credentials.SetAWSSecretKey(temp_credentials.GetSecretAccessKey());
credentials.SetSessionToken(temp_credentials.GetSessionToken());

}

return outcome.IsSuccess();

« Bx API F4EE |, 53 (Amazon SDK for C++ APl &) ff§ AssumeRoles

CLI

Amazon CLI

ERAAB

LR assume-role i B E IAM A€ s3-access-example B —AEHEIL,

aws sts

assume-role \

--role-arn arn:aws:iam::123456789012:role/xaccounts3access \
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--role-session-name s3-access-example

L7l e
{
"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:s3-access-example",
"Arn": "arn:aws:sts::123456789012:assumed-role/xaccounts3access/s3-
access-example"
},

"Credentials": {
"SecretAccessKey": "9drTJvcXLB89EXAMPLELB8923FB892xMFI",
"SessionToken": "AQoXdzELDDY//////////
wEaoAK1wvxJY12r2IrDFT2IvAzTCn3zHoZ7YNtpiQLFOMgZye/
gwjzP2iEXAMPLEbw/m3hsj8VBTkPORGvIr9jM5sgP+w9IZWZnU+LWhmg
+a5fDi20TGUYcdg9uexQ4mtCHIHTi4citgqZTgco40Yqr4lIlo4V2b2Dyauk@eYFNebHtY1FVgAU]
+7Indz3LUQaTWk1IWKIjHmmMCIoTkyYp/k7kUG7moeEYKSitwQIibGjn+nyzM

+Pt0oA3685ixzvOR715rjQiQYEQ@Llfloeie3bDiNHNcmzosRM6SFiPzSvp6h/32xQuZsjcypmwsPSDtTPYcs@+YN/8E

IcrxSpnWEXAMPLEXSDFTAQAM6D19zR0OtXoybnlrZIwML1IMilKcgo50ytwU=",
"Expiration": "2016-03-15T00:05:07Z",
"AccessKeyId": "ASIAJEXAMPLEXEG2JICEA"

ZaTHAHIERRER,. REERANSETE , BUUEREIIXN Amazon #1754 K
i,

EFH Amazon CLI , N LLREEAERXBNTRAEE X4, FHAEESXHE , Amazon CLI
AR assume-role F N EEBEIE, EXEZEE , HZ5H (Amazon CLI AAF1ERE) FWE
Amazon CLI R{ER IAM A,

« BX APl FHEER , F3E (Amazon CLI Command Reference) F# AssumeRole,

Java

SDK for Java 2.x

(® Note
EE GitHub , TBEZEE., £ Amazon KB REIFEEEFERTERG , 7804
HITIREMIZ1T,
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sts.StsClient;

import software.amazon.awssdk.services.sts.model.AssumeRoleRequest;
import software.amazon.awssdk.services.sts.model.StsException;
import software.amazon.awssdk.services.sts.model.AssumeRoleResponse;
import software.amazon.awssdk.services.sts.model.Credentials;
import java.time.Instant;

import java.time.Zoneld;

import java.time.format.DateTimeFormatter;

import java.time.format.FormatStyle;

import java.util.lLocale;

*

*

To make this code example work, create a Role that you want to assume.
Then define a Trust Relationship in the AWS Console. You can use this as an
example:

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {

"AWS": "<Specify the ARN of your IAM user you are using in this code
example>"

1,

"Action": "sts:AssumeRole"
}

]

}

For more information, see "Editing the Trust Relationship for an Existing
Role" in the AWS Directory Service guide.

Also, set up your development environment, including your credentials.

For information, see this documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html
*/

public class AssumeRole {

public static void main(String[] args) {
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final String usage = """

Usage:
<roleArn> <roleSessionName>\s

Where:
roleArn - The Amazon Resource Name (ARN) of the role to
assume (for example, rn:aws:iam::000008047983:role/s3role).\s
roleSessionName - An identifier for the assumed role session
(for example, mysession).\s

min,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String roleArn = args[0];
String roleSessionName = args[1l];
Region region = Region.US_EAST_1;
StsClient stsClient = StsClient.builder()
.region(region)
.build();

assumeGivenRole(stsClient, roleArn, roleSessionName);
stsClient.close();

public static void assumeGivenRole(StsClient stsClient, String roleArn,
String roleSessionName) {

try {
AssumeRoleRequest roleRequest = AssumeRoleRequest.builder()
.roleArn(roleArn)
.roleSessionName(roleSessionName)
.build();

AssumeRoleResponse roleResponse = stsClient.assumeRole(roleRequest);
Credentials myCreds = roleResponse.credentials();

// Display the time when the temp creds expire.
Instant exTime = myCreds.expiration();

String tokenInfo = myCreds.sessionToken();

// Convert the Instant to readable date.
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DateTimeFormatter formatter =
DateTimeFormatter.oflLocalizedDateTime(FormatStyle.SHORT)
.withLocale(Locale.US)
.withZone(Zoneld.systemDefault());

formatter.format(exTime);
System.out.println("The token " + tokenInfo + " expires on " +
exTime);

} catch (StsException e) {

System.err.println(e.getMessage());
System.exit(1l);

« Bx API F4EE |, 53 (Amazon SDK for Java 2.x APl &%) d ) AssumeRole,

JavaScript

SDK for JavaScript (v3)

® Note

EBE GitHub , THREZER. ERZTERM , THMAIE Amazon 55 7 57 FE
HATIREMIZIT.

NBEF IR,

import { STSClient } from "eaws-sdk/client-sts";

// Set the AWS Region.

const REGION = "us-east-1";

// Create an AWS STS service client object.

export const client = new STSClient({ region: REGION });

KA IAM A,

import { AssumeRoleCommand } from "@aws-sdk/client-sts";
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import { client } from "../libs/client.js";

export const main = async () => {
try {
// Returns a set of temporary security credentials that you can use to
// access Amazon Web Services resources that you might not normally
// have access to.
const command = new AssumeRoleCommand({
// The Amazon Resource Name (ARN) of the role to assume.
RoleArn: "ROLE_ARN",
// An identifier for the assumed role session.
RoleSessionName: "sessionl",
// The duration, in seconds, of the role session. The value specified
// can range from 900 seconds (15 minutes) up to the maximum session
// duration set for the role.
DurationSeconds: 900,
18
const response = await client.send(command);
console.log(response);
} catch (err) {
console.error(err);

};

« X API #AEER |, 58 (Amazon SDK for JavaScript APl %) H#) AssumeRole,
SDK for JavaScript (v2)

(® Note
EE GitHub , THEZFEE, EXRTERH , THUNFE Amazon £853 7 617 # &
HTIREMNET.

// Load the AWS SDK for Node.js

const AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

var roleToAssume = {
RoleArn: "arn:aws:iam::123456789012:role/RoleName",
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RoleSessionName: "sessionl",
DurationSeconds: 900,
};

var roleCreds;

// Create the STS service object
var sts = new AWS.STS({ apiVersion: "2011-06-15" });

//Assume Role
sts.assumeRole(roleToAssume, function (err, data) {
if (err) console.log(err, err.stack);
else {
roleCreds = {
accessKeyId: data.Credentials.AccessKeyId,
secretAccessKey: data.Credentials.SecretAccessKey,
sessionToken: data.Credentials.SessionToken,
};
stsGetCallerIdentity(roleCreds);
}
18

//Get Arn of current identity

function stsGetCallerIdentity(creds) {
var stsParams = { credentials: creds };
// Create STS service object
var sts = new AWS.STS(stsParams);

sts.getCallerIdentity({}, function (err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data.Azrn);
}
1)

-« X API #AEER |, 558 (Amazon SDK for JavaScript APl &) H#) AssumeRole,
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Python

SDK for Python (Boto3)

@ Note
EE GitHub , THEZE L. & Amazon KB RAIFEERERTE RG] , THERNM
HATIRENE T,

RAFE MFA THERY IAM A& 3 A IG5 S UE 5 B2 0K 89 Amazon S3 7648,

def list_buckets_from_assumed_role_with_mfa(
assume_role_arn, session_name, mfa_serial_number, mfa_totp, sts_client

Assumes a role from another account and uses the temporary credentials from
that role to list the Amazon S3 buckets that are owned by the other account.
Requires an MFA device serial number and token.

The assumed role must grant permission to list the buckets in the other
account.

:param assume_role_arn: The Amazon Resource Name (ARN) of the role that
grants access to list the other account's buckets.
:param session_name: The name of the STS session.
:param mfa_serial_number: The serial number of the MFA device. For a virtual
MFA
device, this is an ARN.
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.
response = sts_client.assume_role(
RoleArn=assume_role_arn,
RoleSessionName=session_name,
SerialNumber=mfa_serial_number,
TokenCode=mfa_totp,
)
temp_credentials = response["Credentials"]
print(f"Assumed role {assume_role_arn} and got temporary credentials.")

s3_resource = boto3.resource(
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IIS3II ,

aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Listing buckets for the assumed role's account:")
for bucket in s3_resource.buckets.all():
print(bucket.name)

- BX API#AEER , H5H (Amazon SDK for Python ( Boto3 ) APl &) H i
AssumeRole,

Ruby

EH T Ruby 9 SDK

(@ Note
EF GitHub , THEZE R, & Amazon KB RAIFEERERTERSE , THENM
HATRENE T,

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.
#
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# @param role_arn [String] The ARN of the role that is assumed when these
credentials
# are used.
# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to
assume the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: '"create-use-assume-role-scenario"
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

« X API#AEE |, H259 (Amazon SDK for Ruby APl £#) H#J AssumeRole,

Rust

EA T Rust B9 SDK

(® Note

EE GitHub , TBREZEE., & Amazon KB REIFEERERTERA , THEMM
HATIRENIET.

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
.build()
.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;

let client = Client::new(&local_config);
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let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {1,
e.user_id().unwrap_or_default());
println!("Account: {1,
e.account().unwrap_or_default());
println!("Azrn g {}", e.arn().unwrap_or_default());
}

Err(e) => println!("{:?}", e),

« BX API#4EE |, 2 (Amazon SDK for Rust APl &) iy AssumeRole,

Swift

SDK for Swift

(® Note
XRFAMAR SDK B FAR R XA, AN JASRERT AT RESE Ko

(® Note

EBE GitHub , TBREZELR., £ Amazon KB REIFEESERTERG , 7804
HITIREMZ1T,

public func assumeRole(role: IAMClientTypes.Role, sessionName: String)
async throws -> STSClientTypes.Credentials {

let input = AssumeRoleInput(
roleArn: role.arn,
roleSessionName: sessionName

)

do {
let output = try await stsClient.assumeRole(input: input)
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guard let credentials = output.credentials else {
throw ServiceHandlerError.authError

}

return credentials
} catch {
throw error

}

o BX APIFHEER |, H3E (Amazon SDK for Swift APl %) iy AssumeRole,

B AR BV FIE

NS EH Amazon Web Services Ik R £ , BRIBRFAFER IAM AF&EIE ( BNZEB G
), BN, YAPFEFENALKTEEEFR Amazon &, EHE AP AE AN EIEH BRI L
FUETBEN. BEBRAT , MRFBEBEESI , THHEHBIR, ZHREATENREEXEEIEMCIEY
ile BEDPNZERZBREAHEAZEA , EATHNAFTBEERHRNRE,

SR, REA XMATUARZHER  EEEEEEENBRAXATHEIL.
B R B 25D

& T LAE A Amazon Web Services Management ConsoleE& AIF W EZBFERAEE. NREZEREN
B, WEAERRHATREEERENAFP LAERAEZFAZBHNEEENEILRE, B1E
AT BAM Amazon CLI 2 IAM API 5 [E{E B

TR E AN TE (2 A)

1. &3 Amazon Web Services Management Console , # i https://console.aws.amazon.com/iam/
ITF IAM 251 &,

2. ESMBEHRP , %&FE Users (AF ).

3. WMEHE , FHHF Console last sign-in IR MBIA RS

a. ERAMNHRLR  EFREEF
(ﬂ
b. FEERFAIMIF | mFEREE LXER.
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c. EFREWIA, REIZAFIR,

4. Console last sign-in ( ##l& LXERNE ) JIERAF LXBIESEEF Amazon FWAH, &
ALUMAZEEERBESEENARAREAZEEZTNAF. XTNAREABBEXNAS , %5
£ 7R Never, None RIXRBEZBHWAF . &IEARERANED ATEEE S MM BRI,

/A Important
HTRSEIE , EXERABENEERSEM 2018 £ 5 A 3 H 22:50 ( KFFatHE ) 2
2018 £ 5 A 23 H 14:08 ( AFFutiE ) 2 BN ZBFERH. XM IAM #HEHRER
By EREF AR IAM FEUERE A AR GetUser API 2YEIREIM EIXREA BB B H, 0
RAFPEZEZHNNERNER , MIREHN EREAZRBHBEBHRAFE 20186 5 A 3 H
ZHRE—REZNBH, XFE 2018 £5 A 23 B 14:08 ( KFFTE ) 2EFEFZHNA
P, FmREIR LR ERZBR B BARTIR,
WMREMER LRERAZBHERRIRBIREAZI LU EMIBR ( 0MIBRET X 90 XK
REFRE Amazon WAF ) , BIE AR TMARERIUMA 2018 F£5 A 23 HZ/EMH
B, & , MRENAFERBRIZEAUSRES XER Amazon , ME TS H LIXER
HRIZANGEE , RANEPNTE B A ER TR,

BE THEIEREERREANED (24 5)

1. & ZFAmazon Web Services Management Console , RGBT MUEITFH IAM $#2&| & : https://
console.aws.amazon.com/iam/,
2. ESMERKT , EEEIERE.

3. 1%4% Download Report AT 8B status_reports_<date>T<time>.csv WiEF 2 FEE
(CSV) X, FRIBTEEEFHHH Tz —H password_last_used %l :

o N/A-BAERIREZBHRAF,
« no_information - B £ 2014 &£ 10 A 20 B IAM FF A RERZBERERLURAFERAEZENA
Fo
BRAKEHKFEB (Amazon CLI)
BITUTHTERRERANERD :

« aws iam list-users REIAF%I%K , 8MNAFY%E —/ PasswordlLastUsed {H, MEHRD I
B, MAFPKRKEBZRIERE IAM £ 2014 F 10 A 20 BF R IRERZ 1 E AR LSRR EABDE,
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