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ft 42 Amazon Certificate Manager ?

Amazon Certificate Manager (ACM) AR 8|2, FREMEITRFENMLENNARZFNAXLNIAE
SSL/TLS X.509 iE B MZHANE XM, Amazon BRI LEZEET ACM ZRIEP , IEEIFE=H
ERSA ACM BEERSGEH , NEK Amazon [RFRMIUEB, ACM IEHAURFE—HE, ZMFE
HE, BEFEIAXEHNAS, ACM BERFIEBAURFERBEN FiF. BHAUSHAZEN
ACM iE$ , Amazon FAF CA AMEEAE PKI T b 5 A

® Note

ACM HTEEINIT Web REBEH. MRESEET D7 EC2 Ll LiREM IR L RS
2 NMUTHRESEMALIHA : £ Amaz on Linux 2023 SSL/TLS E#{TEE.

F&
- XEHNXHE

- BYZEH Amazon Certificate Manager

« Amazon Certificate Manager #=:

« BFh Amazon iIEPREFZESENWER ?

XX

ACM IPv6 fE/aH i s F 3% IPv4 R, 15R Amazon Web Services —fi85# 1 # Amazon X 15 i
KR8 Amazon XigiF&RAEE ACM #9 XiF AT A 4.

ACM HViIEPE FREMRR. BEEZ/XE FQDNs R fEA#H ELB WHEE T 2B EER (FQDN)
H—HIEP , BAARED Amazon KIFHRBERSAILEH. XF ACM BEMNIER , XEKRSEESLNE
FRIESNXEWIERFHNENER. ETRESXEZBEHIESR,

E7£ Amazon LfEH ACM iE+$ CloudFront , A4 AEEERD ( FHFELILE ) HXBEFERF AZ
EH, WXEHEDERXBEN ACM IEHRF CloudFront B X B R Zo BB ENFIEEMNE,

XEHNXE fRZ< 1.0 1


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
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B E M Amazon Certificate Manager

FEREEERN SSL/TLS iEPEEZIEIN 2L A Amazon Certificate Manager. ERERNNIZITHIEER
NMARFmMEIZHN Amazon BRMA %R, BXx&FHH ACM ENEER , FSH Amazon Mk L Amazon
Certificate Manager RS EHN T M,

Amazon Certificate Manager #&:

AR R P A BLE M E XL Amazon Certificate Manager.
£

« ACM iE$

+ ACM Root CAs

« ENHEAMNER

o EPBMERAK

« ERBERAERE

- A

 DNER RN E

- T2REERE (FQDN)

s BXAERBIL (HTTP)
. NERAEMIER (PKI)
- Z2EEFE (SSL)

« £% HTTPS

« SSL RSB E/ILEH

o NHEFNER

« BREZREMHI (TLS)
- B
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https://www.amazonaws.cn/certificate-manager/pricing/
https://www.amazonaws.cn/certificate-manager/pricing/
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(AFER)

ACM iE$

ACM £ X.509 iR 3 iEH, BMEBERBEN 131MA (395X ) , #AEBEUTT R.

/A Important

ERAR - BEEFEMIESRERIEFHMEIM (CA)
BRBARRE - XEFRIEATEFIERNAERAXNMN ABTER,
FERARARN - IFRFN B SR ELBFHNILES,
- BHER - EXEILEBPRANLBTEZHANRR,

FREACEA - BERZRAERY REENABRATAEERALBZHN — 1RSI RR.

B 2025 £ 6 A 11 Bi#2 , Amazon Certificate Manager FBM KX #HH “TLS Web B ix &

RRUE” (ClientAuth) ¥ BB RE (EKU) RIES |, LARFE R 25 MG iE BRI ER,

ACM R BYUE+5 Y 48 LA ELT LA T 7R 4l

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

CRL 7B R - EHEAIEHEPIRE CRL EEMLE,

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
a2:
43
08:

ba:

4c

94

Cca

20:
26:

ab6:
:e9:
of:
:0a:
ef:
73:

8a:

ea

ab6:
b2:
2c:
f8:

aa:91:
:26:04:
85:41:
dd:7f:

07 :5a

a6:d7:

Ob:
d5:
6b:
co:
:eb:
22:

63:
31:
8e:
57:
1f:
c2:

e8:

54

a3:
53:
dl:
4f

08:
:f5:
cl:
Ob:
25:
4f

de:
ec:
c8:
9f:
24
86:

Ca

cb:
co:
b4:

4a

72:

:e7:
be:
3f:
70:
:81:
Qe:

CN=example.com

59:
af:
1c:
78:
ab:
11:

a4:
27:
ac:
d5:
d5:
95:

ACM iE$

k7 1.0 3
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Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
d4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:
17:
94

8a

03:
L4
as:
8e:
12:

03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:
3a
c9:

655

d5:
86:
3f:
a2:
50:
19:
01:
75:
37:

:55:

b7:

37

3f:
7c:
co:
44
6a
4b:
83:
42:
8e:
36:
fe:

ff:
36:
96:
72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

18:
65:
e2:
6f:
42:
c6:
16:
f0:
6a
60:
9e:

(0x10001)

ab6:
6f:
02:
8a
f5:
33:
f6:
od:

:6d:

5b:
2a

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

ob:
2e:
94

:8a:

fa:
90:
40:
54:
99:
dé6:

:f6:

fb

fa

ab:
bb:
29:
c5:
Oc:
3e:
8d:

4f
65:
81:
9.
cc:

36:
82:
64:
al:
1lc:
97:
39:
16:
0a
od:
f3:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

:cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
d5:

c5:
73:
f0o:
3.
9a
8c:
21:
ed:

:8d:

b4:
42:

:7a

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

4f
1f:
3a
ee:

od:
be:
9a
7d:
06:
bb:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

78:
c7:

:df:

34

74

di:
1la

78:

a3:
94 :

3a

as:
98:

42:
3b:
69:
6b:
d4:
ee:
f8:
fc:
04:
10:
27:

bc:
95:
e0:
47:
1d:
eb:

172
:8f:

94:
of:
ac:
3e:

51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1c:
36:
0b:
42:
c3:

ACM iE$
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ACM Root CAs

ACM MR BN H A IRSRAAEBWEERBLLT Amazon RE K : CAs

A D PWER EEE
CN=Amazon Root CA 1,0=Amazon,C=US 2048 fiZ RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 fZ RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM Fr il & iE 5 K9 BRIAEE4E N CN=Amazon Root CA 1,0=Amazon,C=US , X#E# T 2048 L #Y
RSA R4, HiRREUMNIRER. FrERERHE Starfield Services Root Certificate Authority i
PRRER,

BREZEER , i3 Amazon Trust Serviceso

T4 33,

BZHEEE,

SEX PR N

ENMMERRDTFNMEANE , EEATENEERZ LEXNZANBNRZNT. Bz -2
BEH  BEUX509 v3iIEBRERREM. TN EARMERN , U2 HFXFM#. X509 EHFA
P, UTENREMTR (EHEE) NS HRERNEER.

ACM iEH & X.509 SSL/TLS if$H , AFRENMNILHN S HOMALNIFMAEEREINEIPHEIENL
£, ACM EHEH Amazon KMS key RMEZEFAEH,. BEXEZER , BSH I PARERHANZ M,

ACM Root CAs WA 1.0 5


https://www.amazontrust.com/repository/

Amazon iE B EEES CRPER)
1E - 9 & #1454

IEBMAEI (CA) B— MR BRFIEBAIRE, Bl L, FEINBFIERBRBEET 1SO X.509 #R
#, CAMAELEZNHRFILES , ATHINIBEREN SO ZSOHEIELPIENLER
o CABERSEEIERBHE,

UEBZERERE

AT BB RS EAZ MM CA FAKKR SSLTLS iIEF , HLERRERERFRN ENEE TR L HIUEFIC
FELEPEREREF, HREFHIZFK, REBRAT2WILFK, RCENIEBBEEXEN KR ERE

%o

BHEZAE , MARIANEHEFALEERNNIESR, BUUAERILPERERSKELERE,

£ Amazon CA RIGRE B M AR NFFEEMN SSUTLS iEPF 28l , EAFZIIRRERINEL = MEH
ERHERS S, XERZBJFIERBRMBENBHREES , HEECLEWIEREE (SCT) REZ
Amazon CA, AJ5 , CA 2% SCT RAZRERH , NEP#HTEE , HFHHMREE, XEMEED
FEEHEAM X509 ¥ EH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

EHZERAE BT ERRELFRNEITIEBA BIHITH , BRIFLERRE. AREREBENESE
B, BZALERERHIERHEREHEIER.

IEBMA NG hR4< 1.0 6


https://crt.sh/
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BaRE

HA RS (DNS) BiE#EE Internet FRABEMENITENREME RN SESHAXTER

%o DNS TER T HXAE R (4 aws . amazon. com) A EF IP (Internet i) it (FE0
111.122.133.144), 73 , 5K DNS BEFEIEXREHMARNIZ R, w0 , BT ACM , &
AUEANBREREERIEPRBIEIACHERATUEFHENE., BXEZEER , H5H Amazon
Certificate Manager DNS il .

=&

HER—NXAFRSE (FlE www. example. com) , (B HE R4S (DNS) il IP hut, TEH
s (BIREBM) £/ IP it AR XAER, BEHANARIBHTAEREHNK

TLD

RALNRERENLE (TLD), EARHAE .com, .net, .edu. EFELEFR UK IEMAILERRY
TLD NERFXEMNAEE , IMWEER/MBXKB. TFEHE .uk (RE). .ru (BE). .fr (&
E). EAEZR/MEXABE , BESIA TLD B ZRRREWRIRUEM SR RE, 0, .co.uk
TLD #PRiR R E A Al dall o

TR 33

MEBESEREEAEE LB, ¥ TESExR/HXABENEE , MAFHISKEINRL (WR
B), AFRREMEANERE, MBS FE (BSRUTE%E). £ www.example.com F , T
R EZ AN example.com, 1 www.example.co.uk # , TR BT A example.co.uk, &
FHARRKEBNR (apex) WEMBZFBFHE base, bare, root, root apex, zone apex &,

T

FEHBNVTAEEZH , FAARKENAEEREMEE2R. REANFEHER www , BRAFE
AEEEH. FTHBBUUESZIMRE. Hlin , £ jake.dog.animals.example.com A , FiEK
XA jake, dog # animals,

BRI
FHEFEAE,
FQDN

ZLREHE (FQDN) 2EA FEEZETIME DR Internet Wit EN, MG EMERATE DNS &
Mo BTN , aws.amazon.com £FMA T Amazon Web Services B FQDN, FQDN 83F—E 2T

HERSE A 1.07



Amazon iE P EEE CAPiEm)

BHFrEE, i , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] &7 FQDN B —#%#& =,

PQDN

AEEREWFHBHREDB D BREESE (PQDN) , € X FHHE, B [subdomain;.subdomain,.] X#
HWEFFE PQDN , XEFE N T ERERST,

DN A =

NERREBBFENEEHILE. BEFRELIEAREFRARE. ANBHOBRBEEEVN AL, T
RERBAXNE, MENBFEEENN B, FFRERSHFEACEEN HTTPS INEEREEM
#H. BEREN T HANARIERRANE (N ) MFBXERE RGN (#F ) Y step-by-
stepIiE, EMEIFEZIEF , EEREAZH, BHTUARLERARLEER.

SE2REEEZ (FQDN)
BFZEEA,
X AREmPI (HTTP)

BXALRPN (HTTP) R ENGFEEENEMR, ER—MNABRMYL , TUKIAEHRERNEH
R, HTTP AR Im-BRSB|EATEIT , HF Web RIRF[BE T M Web RS BF[HFERTRVEFFS
iio EN—FMTRAMDI , HTTP 2L BEEMNER , MARELEMNBERFNER

£ ACM BEH | R SSL/TLS IEBRI A BAER HTTP #ATHRIE, WEBE R ACM RIEEER
HTTP #RUAKIEEAT AN, RSI[AES EFEALXLER | XRA 7N RE,

S8 74 DNS RiFHiEBFRRE , ACM BEF T EEEM ACM Mk HTTP RiEMiEH, MRz
R, XEIEPRE CloudFront EEN AR EIMANEEN., BEFALER ACM RER, WM
EHEIXLITR |, BRVNMEE ACM Mz BHNERFRLAE, CloudFront

BARAHTTP I ZER , EEEIENRE , eUAXTEAEmEBIE. N TXUARLEE , £
HTTPS (HTTP &% ) , Bf£A SSL/TLS MW HBTEHITNE ., BXRXLLBEENESER  FEH %X
% HTTPS,

NEZEAEMIZRE (PKI)

NEZAEMIRE (PK) B— 1 MHRE, RANKBEARNRE , TSXWBI L HANEHITREBEBRE.
£ ACM IRER | PKI ERFIERNM L, EENRIEFEFEREEZNEA. PKIEA-—XNMNBER

DR A0 R 2 M4 1.0 8
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H 2R EANLBEANEMBEERZNLEER. ZRENTRNBFZREHITLEHBEEH. &
FEENF ORI,

ACM R T PKI LD RBAMF, EXRHIEBBTANM (CA), — 1M AMEHE=TS , ARMRHFIE
B, FLEBRAREINFARNALAFERMA, ACM KR X509 IEH , HFIERXIMF, ELERHANILE
PEVPNER. EELBILEPHNBENERERY , 8FfR. £HNRHE. N THRIEBERNEE
t , ACM X HZMRIEEA AN ITE , fl0 DNS BiEHM HTTP Rk,

BEFA PKI, ACM XiFZEM HTTPS &, HFLELE LUK Amazon FRMNARFHIMEZEBEE.
ZEMIREN T4 BT Internet FRHBIENIZYE, TEMNEXUEREE, HX ACM Ak
I PKI WEZEE. |, i3/ Amazon Certificate Manager iE$ Al 7o

RIEH

RPN (CA) BEFRET —IMNOREHT , 2o REWEESNHMHN , Ef]ZF CAs HH
BEMNRFRR, FRHETE CAs HERXZHITIAE CAs , ANTISIRIEHEE, L TRREHWNIBAY
CAMNHR CA”, MAEBHRNRIER, HIEPBERELEEMN,

Z2EEFRE (SSL)

ZEEERTRE (SSL) MttEREM (TLS) RESITENMERHEBELZEMNMBEDNIN. TLS B
SSL WEétE, ©AEER X.509 IEHX RS |/FITH DRI, XFNDIERXZ P ik SRS 2R Z [H
AT InZX WA KA 2 B 4E R IR X R B AR AT A

L% HTTPS

HTTPS &R HTTP over SSL/TLS , — NI EXEX KBRS [ FNEZLFNN HTTP, A
B HTTP &R0 72 35 W 48 KL 2 BT BB 1T B, HTTPS &4 7 HTTP iMXEETFTXFR, 3EX
M X509 MEBMMEREAR, HTTPS WIELFRZ , FNZELLEBATRREEE (OSI) EE A
W HTTP NARFETAMTCP £HE LA, Z2EHEAZSEEFE (SSL) M EBEREREMH
(TLS) %o

SSL BRSF et
HTTPS B4 B EMRS SEHRN S BT S HRIE. RS BELR X500 v3 BELH , AFHE

PHNLNEEAPERELNEAE, SSUTLS L FHIEHMAIM (CA) 5 , BERSH/E .
AR, 2. EREESF,

RIEPH hR4<1.09



Amazon iEHEHE R (RrtEm)
X3 PR R D0

M MR ERE - BARNENRBRR TR, BESAETHBAME,
FRERZEMEDR (TLS)

ESHLLEETE (SSL).

(ElEs

ZEit Web X RBREEMUENFH , SR RH[LATEBRIEMLRIES. T , JEF[RNEEHNCA
RIEF WO BIUEH, MAIEBTRIAM (CA) NAEE =T FRIEZMIEE &40 H @M ZER R AE
BNHFILER, BE , NERTURERFEEURIEMEN S M, WREIEKD , JRHFLEIE
P E R — M BIEER.

i Amazon iEPRFZEESENER ?
Amazon % SEBIEE X 509 I BHESERTH M ER. HEREFZEERGBS.

1. Amazon Certificate Manager (ACM)-tLRSEA FEEMA TLS XL LML EF, ACM
UEFiE Elastic Load Balancing, Amazon CloudFront, Amazon API Gateway M HE fth 5 5
Amazon [REEE. WESFELHNNAR—IMEEAERENRENHENIE, ACM EBEY Bh4E1T
SHIERETZL2EE, KRSEFHERTE.

2. Amazon $AF CA - LIRS EA T1E Amazon =HHBAEZHAEM ZMR (PKI) WL ES |, FEH
HOARNEBFAABER. 5 Amazon 48 CA , B LIEIR B WIERMAENK (CA) BIREW |, HE
REMALES , ATXARS. HEN. NARRF. RS, BSSENHEMREFHTIORIE. TEE
Internet LERAFAE CA IR, BXEZEE , 8ZH Amazon #8 CA (AFEM)

(® Note
Amazon FAFIEBMENE EARMTEX AT A,

X RERAR I W< 1.0 10


https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html

Amazon iE P EEE CAPiEm)

Amazon Certificate Manager iE$ A|]

ACM AIEELNE. RAENSANILES, P TRTEEERMEFIABMNEIREIRZLBERE, BANE
EM ACM BRAFEFELES (“ACMIER”) |, HAISABRE=ZSMENLFEEIER, LXFEZL
BifP, EMELWAAIE PKI, BE LA AL B Private Certificate Authority (CA) &K ACM iE$
FH Amazon A5 CAMTEE, CA RN TENKF A+ |, LAt EMKF EERRE,

@ Note
N3t ACM iEHB AT BARFEE#E| Nitro Enclave By Amazon EC2 35l £, B RIS HAHE
E$ , SMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I 53k EC2 3K
fil L& BT Web IRSEEMELR , S FAZIE : £ Amazon Linux 2 EZ % LAMP W4 IRSS
BREHE  FRATDE Linux AMI 2% LAMP MZR% 5.

(® Note
RHANBFAE CAEEBWIEBTRIEA TARER , EERSTERFInEEFEPREXEILR
Po

EFEMAUES , 5% Amazon B HI & HEhttps://console.aws.amazon.com/acm/ZR ] FF
ACM ##l&, MRERNFBRME , EiEIF Get Started ( FFHEERA ) o BN , BELMNSHMEE CAs
ik Certificate Manager FAE

&

« RERNEH Amazon Certificate Manager

®E N A Amazon Certificate Manager

£/ Amazon Certificate Manager (ACM) , &R LAR Amazon BEF AR F N AREFEENEE
SSL/TLS iEH., BRI LAER ACM BIBZHS AU , RAEMAEE, E4MERAHEM Amazon RS
EPEPBRENMILEHBAERF. BXE5 ACM EBRHRSHESESR , SR 5 ACM £ERHES.
LTEFTNRESEH ACM ZHEERITHS R,

£}

RE WS 1.0 11


https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.amazonaws.cn/acm/home

Amazon iE P EEE CAPiEm)

« EMIREL Amazon Web Services ik F
- R¥F IAM A/

« JEM ACM #9355

« (A% ) BLE CAA iEx

SEMEREL Amazon Web Services K

MR EZAE Amazon Web Services IKF? |, IBETERA T T RKGIE -1
EJEM Amazon Web Services i F°

1. $TF https://portal.aws.amazon.com/billing/E A
2. ZRBRELMNHBARE,

R , REIBEERRIERS  EREABERENA —INRIES,

WM AESEMAET Amazon Web Services I |, B & 8172 Amazon Web Services IKFIEAF —1. 18
APERGHEZK P R ATE Amazon Web Services IR FI'&iR, (ENRERSSR AR
PEEBHRNE , HERFERABAFPRITEER AL HRNRENES,

Amazon EMEEBTER G BB LA —HEIAE T4, EATLABER §1F https://aws.amazon.com/F
EFERNKS , EE YK EN HEBEENKS,

&% IAM B/

JEME Amazon Web Services Ik , FFE ZEHHRIE (MFA) , RFPEHNEERAF. AXRHB |, S
F <IAM FF#ER) FK  IAM AP BAER MFA 8% (2518 ),

E R EAMA P RER Amazon Web Services IKF &R |, iBH6IZ IAM AP . I TRIPEN IAM B
P, iEB A MFA #XE IAM AP EFRITESFTEN R,

EXRGIEMNRT IAM AFNEZER | 52 (IAM BFER) FMUTES :
o TE{REY IAM FAFP A 61Z Amazon Web Services ik F°

« SEHT Amazon &IRHY I 0] X R & 12

« EF IAM B8 KBE R

SEMEREY Amazon Web Services Ik MR 1.0 12


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html

Amazon iE P EEE CAPiEm)
EM ACM ByiE &

T2MREFHE (FQDN) & Internet EVALRRMANKE —EHRHESTEHRE IR ET BE , flW
.com T .org. WMREEEEEMESE , MATLUEN Amazon Route 53 i % H g ll 53 Aft v £ A
—NFE, BE , EUNEIDEMEOMLE |, FR—NMEE. BEIMEERXE—IAENERE (5
M—FHWF ) , R SLMBITEIT,

BXfEH Amazon Route 53 FMHH BN EZEE , H S Amazon Route 53 FF R A RIERMHP A
Amazon Route 53 JEAHEE o

( "Ik ) BliE CAA 1%

CAA IBRIEE R FHLIEB WA (CAs) NEHFEB MRS, 825 ACM —EEMAY CAA iB
FEPTHLEEAENEEMRERE HIEIR CAs o CAA BRFEEBRBALNIERMRIIEEN
Z2EXR , IRt EREMEENER,

ACM HFiIEHERLBFRIEFZ/E , MERERBFE CAA ILFRLHAR ACM BEB N W RIEH. B
B CAA iEFEEAEHN,

ELE CAA iZkA , AL TE :
flags

EE ACM BEXF tag FEWE, FHLERENRN 0,

FR

B3

tag FERATLAALTEZ —, BEE , iodef FEXE I C#ZRE,
issue
8 RIBTE value FERPIEEMN ACM CA EH TR N IENE R FEMAIESR,

issuewild

JERETE value FEPIEEN ACM CA BRI N A SR T MK BRAES, BREALS
EATRERTFHRAMETE. W8, DREHYER HTTP BiE , WL EEFFER
E HTTP REF X HBR AL, X FBEALS 38 DNS R FHARIE.

=]
LFERNETURT tag FERNVE. BX4AAES (") HiLERFEEX,

EHE A MRS 1.0 13


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
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¥ tag 79 issue Bt

value ZEREE CA BB, LFERAREAE Amazon CA BUAK CANER. BR , MRHE
BIEEUTMEA Amazon 2—H CAA iE3 CAs , | ACM LZ[ENEEZ R FEBMEIED :

* amazon.com
* amazontrust.com
» awstrust.com

- amazonaws.com
value FEREANEESS () , ERTNAVEM CA N ENFHFEMKIED, MREEED
FMEREZTBEENRENMENIMKOILES , EEALFR,

¥ tag =& issuewild B}
value FE 5 tag 71 issue MR , AR EER FTBE ISR,

LIFETEE ACM CA EH issuewild CAA iBFEA , ACM TEEM A BE LB, MEERE
issuewild , {BXIF ACM B — issue CAA I8 , Il ACM AT LA &K BEFiE+H.

Example CAA i &Rl

EUT RO, BEREBWNEE , ABRIEREKE (CAA), flags FERRIAL N 0, tags FERALLE issue
= issuewild, TIRFERN issue BB value FERHPEA CA RFB|HEE , I CAA iBFRIEREE
ENRZBF[EBATFMKRIEERWIER, MREE value ZERFHEAD B, Il CAA BRI RAAN

fEf7] CA MAKIE+H., CAA iIBZMWEER DNS ZE-E M F,

/A Important

MR R HTTP RiE 5 —#2 6 H CloudFront , NI FTLER & issuewild i , AR HTTP &
AXEERFED, N TEERSFLH , HKH DNS =8 FapEFRIiE,

Domain Record type Flags Tag Value
example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value
example.com. CAA 0 issue "amazon.com"

( ik ) BE CAA id% MRS 1.0 14



Amazon i &2 S5

(AFER)

Domain

example.

Domain

example.

Domain

example.

Domain

example.

com.

com.

com.

com

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Flags

Flags

Flags

Flags

Tag

Tag

Tag

Tag

Value
issue

Value
issue

Value
issue

Value
issue

"amazontrust.com"

"awstrust.com"

"amazonaws.com"

BXUARMNFHE K DNS EZNEZELR | EE5EH DNS 2Em# 52, Route 53 X1F CAA id%,
W8 Route 53 2&EH) DNS 1247 , F5H CAA B UTHRERCEBIZENESZEE,

(A% ) BE CAA Bk

MRA< 1.0 15


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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Amazon Certificate Manager 23 #iF

BRABIERG , MU BiE Amazon Certificate Manager A8 U IS AN FAHRKIEEFTE
o

N8 ACM iEHE1E X.509 #rAE , FEBLUTRE :

- B XAERFSE DNS WEBEN. BEXEZEE , B5H 831,

s BiE XN TNE  EBREBRAEEMLMRZ 2048 £ RSA, 256 i ECDSA = 384 { ECDSA,
- B BNMEPNERN 1I3MA (395 K) .

« &i] : ACM 2% 11 MABERHAFHEITLXFIEH,

® Note
vt ACM EF ] LA 275 3E#E Nitro Enclave B9 Amazon EC2 324 £, B S HA AR

UE$ , SMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I Sk EC2 3K
Bl £i%BIRII Web REESMIE R , FSHEKIE | £ Amazon Linux 2 E&% LAMP MRS

B HE  FATIF Linux AMI 2% LAMP W& ARS8,

EERALUER ACM U ZHABREFZL AR MAMRIMIES, XEREBARBNEH, BIEFE
R BUEBERERNEMBEEREMES, MREFRIEBEIRE , FSREELEHBFRAD,

EFEAFRELE PKI WL Amazon #AF CA |, 12 H 1 Amazon Certificate Manager i RFAFIUE
o

F&
» Amazon Certificate Manager 72 £ iF 3 B9 434 F BR )
+ 7£ Amazon Certificate Manager® &R A GIiE$H

+ Amazon Certificate Manager Al § H By A HiE P

« 1iF Amazon Certificate Manager A8 iE $ #13 Fr B X

W< 1.0 16


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-conditions.html

Amazon iE P EEE CAPiEm)

Amazon Certificate Manager 2 £ ilF 5 B9 451 1 R 1

ACM RENABIEFEEUATHR/RMRS . XE[GERT ACM REMIES, XERFIMBRE AT
ERTEARIES,

RN RAREFEE

‘G¥E Google Chrome, Microsoft Edge. Mozilla Firefox #1 Apple Safari £ R FTE £ B 3519
S ACM iE$, B TLS E#EEIFEA ACM IEBW KRBT |, HHE[/LE RBEEIF. Java tHIEE
ACM iE$,

BRI IREE

B ACM BB ABIUEFHEM Amazon Trust Services 3R1BH |, X2 Amazon BN ABIEPH
M A (CA)e Amazon 18 CAs 1 F| 4 B Starfield G2 HBIEBMEIE — G2 KRR X H, Starfield
R7E Android ( B&H Gingerbread i ) #1i0S ( FRA& 4.1 A k£ ) EZF{SE. Amazon BE
i0OS 11 A EZBEF. XHKES. MARERFHE OSes & Amazon = Starfield 18 B ZIFEF ACM
NHIEB,

ACM B BRIFIEHRE ( RSA 5t ECDSA ) B4l ELHY i) CASSKAKIE P [0 5 P iR HF S Ui
KFUEH, ATXMEENIER , ACM FRAHE CA R,

BRI (DV)
ACM iEBASIFHIEIE , REEIRFITB ., BHi5 ACM IEPR , XFERAFTEE EEN AR EEZ

. BATLAEA B FERESL DNS kKRIUEFTEN. BEXEZEELE , S HMAmazon Certificate
Manager B FHB 43 flAmazon Certificate Manager DNS R1iiF,

HTTP ¥1iE

EMERTHAH TLS iEHBET , ACM XiFiEiE CloudFront HTTPIUE# T AT B NIEUE. L%
R HTTP EEMRIEBAFAAN , HIRMHELIT DNS BiEM B3 £E1T. HTTP Kif B sl REEE
& “ CloudFront 2" ThEER 1T,

HTTP EEM

STF HTTP iE , ACM 24 T RedirectFrom Mt RedirectTo Mit, EAIIREM
RedirectFrom Z| RedirectTo W EE [ F BEUERAIE A #I#X, RedirectFromURL @FEL TR
iERY1E , MRedirectTo#E[M CloudFront EAti&EH ACM 2HINNE  EhZsH—HNEITS
W&,

45 MEFBR MRA< 1.0 17


https://www.amazontrust.com/repository/
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca

Amazon iE P EEE CAPiEm)

M. EE

HEMERSEEN ACM FHIEHTE ManagedBy ZRRE R ZBREN B, W FER HTTP K
IERYIE$ CloudFront , It FEE R “CLOUDFRONT’, X LEiFH RAEE I A CloudFront,
#ZManagedBy F B H Bl #£ DescribeCertificate M ListCertificates APIs, ACM 124 & KL H 75 2 M iF
MESTEL,

ManagedBy FERS“AI AT BMEMEEHF. X TF CloudFrontfe EiE$ , BT LB H i Amazon
RS RINEFH A%, B REEET CloudFront AP X LT PR EEZ R R —RER,

HE MR CA B
N T RER MNP ERMIZHE , Amazon ATLAK1EFE CA , BFRBTEH, XETHF

L2¥MEF, BXEZEE , ES I "Amazon introduces dynamic intermediate certificate
authorities" ( Amazon 5| AZh 2 EHEBMANM ) o

R Amazon £ 1E4R CA |, N EZEENRARMITIETE, Amazon FERAFME AN G EBEA
Amazon &/ Amazon Health Dashboard , ‘@fE XX B FHEFNBEREREFLE,

FA T 18UEH 9 B K38 175 1R AX R

ERHENRASFIERMER OCSP M CRLs RRIEMAS RHEER. REEFHAEATREZEERIN
YA = ge fiE X LA R 3 AE A o

ERLLT URL BEAFREAKIRZ BHERE
+ OCSP

http://ocsp.?????.amazontrust.com

http://crl.*.amazontrust.com/*.crl
ES (N RKXK—ANBSANFEEEZFE , A5 ) ARENFREFZFHR , BHEFIC #) KRBT
BEAEE
EPARITIEEELZMZRA KR D, ACM Z#FLLT RSA fl ECDSA N EZHEE -
« RSA 1024 {i (RSA_1024)
« RSA 2048 {i (RSA_2048)*

45 MEFBR MRA< 1.0 18


https://www.amazonaws.cn/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://www.amazonaws.cn/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/

Amazon iE P EEE CAPiEm)

- RSA 3072 fI (RSA_3072)

- RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*
« ECDSA 384 {i (EC_secp384rl)*
- ECDSA 521 i (EC_secp521rl)

ACM THERIFE RS (*) MEAE RIS, EREANERTFSANIES,

(® Note

Xt F B Amazon #,8 CA CA Z&MFAE PKIIEH , EEEE K5 ( RSA 5 ECDSA ) #%
M5 CA WEAELRFIMEITHE.

ECDSA ZHALLEREFR LM RSA ZHRAED , TENEXRES , BAFMENEEFF m#iF
ECDSA, ltiReh4w B NIST , Lk T RSA fl ECDSA A K/ ( My ARy ) URBRZERLM

.

HBREENZAN RS

ZEBE RSA Z 4 K/ ECDSA K/
128 3072 256
192 7680 384
256 15360 521

RLBEN2WE , EWBMBRIENBNRES, Fit0 , 3072 7 RSA Z4AF 256 12 ECDSA
FARE A LUER TR 2128 m sk &,

BRIAREENFEY , FSHEPH Amazon BEXE (I EMER ECDSA IEH) o Amazon

Certificate Manager

/A Important

ERBREZFMNATFHIENELNZARNNETERR, SHEBERARIEBRSAZE IAMER
ACM MEFZH, BEXEFEHAFEE , BSRESNRESHXXH :

45 MEFBR MRS 1.0 19


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html

Amazon iE P EEE CAPiEm)

« HX ELB , 528 App lication 1 #EFH HTTPS {5,
+ B CloudFrontfS & , 5S R SSL/TLS il F 213,

RESITNARE

ACM B ACM IEPMEITHNME, BT AU BERIIPEEHEIR. PHEHISHmS I
ZHl. BXREZEER , SR FHIEEIEPH LT Amazon Certificate Managero
ZNG B

BN ACM IERXAEDBIE—NTLREFSE (FQDN) , BT BIEHMMEN. 5l

M , www.example.com BYiE$ th AT LLEHE www. example . net, X t5ER FHE ( HIEENSE
HRE ) o B LI www.example.com ERIEH HIIE example.com. BXEZEE |, HSH
Amazon Certificate Manager 2 iE$,

punycode

MFGH BT 5 ERLIEE B XM Punycode ER :
1. Bl“<character><character>--"#& =\, Fr L 1918 B S M5 “xn--"— B,
2. Blxn--"FF k91 B th A R B M EBRLIE B .

Punycode =4l

HA W HWE AT BE

£H1 M

2

example.com & rE v T & LL“<character><character>--"FF sk

A A
a--exampl & FE v F & LL“<character><character>--"FF sk
e.com A H
abc--exam & FE v F & LL“<character><character>--"FF sk
ple.com H A
XN--Xyz.com X = v BERNERR LR ( #EHTHE.com )
Xn--examp = & X FREMNER LA
le.com

45 MEFBR MRS 1.0 20


https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492

Amazon iE P EEE CAPiEm)

HA . P HWE AT #BE
£H1 M
2

ab--examp B B X AT “xn--"FF 3k

le.com
B%E

ACM iIEBHBEREAN 131N A (395K ) o

BRAAR

ACM AW HEEFHEAES () ROBBEMILES , ZIERATURFE —MIFHNSNER, B

| * . example.com A LR www.example.com Fl images.example.coms

EBERMFIERES , 25 (*) XA TEHBENREMN , MARFRE —NFERH. F

m, *. example.com &R login.example.com ] test.example.com , BRI
test.login.example.com, W4, *.example.com VR FiF , M AR RE R
(example.com), ZAILIBRIEEZMEAE ( a0 example.com Al *.example.com ) AFEEK
HFHBFIESR,

/A Important

WRIEAFEH CloudFront , EEE HTTP RiIEA X FBEFFIER, N FEELFES , BAME
FA DNS WiF s B FRpH R IE, K12 DNS Bif , R A EXFEHHEITIER,

£ Amazon Certificate Manager/® &R A B iE$

AT LA ACM #2#I & 5 API BBiE Amazon Certificate Manager A8 iE#H, Amazon CLISR A LURIX &
EHEERIER—EAFEH , Amazon Web Services fRS t A LU E S H BAE A EZBE A Amazon Web

Services =o
UTRARERT ANBUERNTSELATIER 2BEHXS,
NEIUEP

SR T ELB CloudFront, Amazon 1 Amazon API Gateway Amazon Web Services RS &
ACM 2N EiEH, BXEZEER , H5H 5 ACM ERH RS,
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® Note
TAESHE 2025 F 6 A 17 HZ i 8IEH ACM X FIEH.

ASHARIES

]S HEY 2 HIEF A Amazon Web Services fRSy SEBIEBEEEA , LA SEIER Amazon
Web Services =fEfl. BXEZEE , S HAmazon Certificate Manager AIS HH A HIEHNE
ACM ERHI RS . BB ACM A BIERHBRATSHINEE , TRESHABIES.

LUTERZ e ERE, SHMBELR ACMIES,
£

- EREFHEERLBIES

« A CLI BRAFIUEH

FHEGHARBERLNGIES
B3R ACM AFIES (H5A )

1. %% Amazon EIEI2 %A HEhttps://console.aws.amazon.com/acm/ZR F3TF ACM #2#| &,

EFE RIS,
2. 7E£ Domain names ( 3% ) #42 , BALHEHS,

IO LMER T2 REE®R (FQDN) ( Hlil www.example.com ) , REBRE B RIMSEB ( Hln
example.com) , BRAINEREMVEFRES (*) FABRFREFR —SFHHHZ NN
B flan , * . example.com AJLA{RY corp.example.com #] images.example.com, &
LA B S /RTE ACM IEH /Y Subject ( £& ) FE M Subject Alternative Name ( =B E R B
wm) B9,

BERBEFILERN , ES (*) DU TEHENREMNVE , mMERBERP —NFBRH. Bl

m , *.example.com AJLA{RH login.example.com Fl test.example.com , BT BRI
test.login.example.com., BiEFE , *.example.com R} example.com By FiF , M
FRPBEFHBTN I (example.com) EFINRIF=F , TSR T —IMTR,

EREFAERABIES R 1.0 22


https://console.amazonaws.cn/acm/home
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@® Note
R RFC 5280 BR |, B BEPMANE S ( BAREBRANAL” ) NEKETEET
64 N\NFET (FRF) , BFA8. BR , B (ET—%9 ) BHNE/NEELETTERS
# (SAN) W KE &S Wik 253 N\ L FT,

- ERMEMEB , E%EER Add another name to this certificate (BILIEBFMNE —NEH) |, R
FEXFEFRAEZN. XX TRMNRFAREHMAE ( Hl10 example.com ) X EHFiF ( i
u *.example.com ) IEEHF A,

3. MREGEACM JSHAFIUS , BEFEREASHEDN., SNEBHEERNIAEEAHE
Amazon Web Services ZAMEAT. BXEZEELE , i5ZH Amazon Certificate Manager A §
N HAE P,

4. 7f Validation method ( iE5 % ) 8B , BIBEHITE Ei%E$F DNS validation -
recommended ( DNS RiiF — #% ) = Email validation ( B FHBFRIIE ) o

(® Note

WMRE T AR DNS BLE |, BifE A DNS HRIEmM A 2B FaR4RiE, Ax T8 Fap4
iF , DNS RiFBEZ L, ESAmazon Certificate Manager DNS K1,

ACM EMRIERZH , 2RIEERBRARRFIEBERPIEE . B0 UEA R FERARIER
DNS ¥iE,

a. MWMRIEFEH TR , I ACM &fFIIFE Fhp4 XX B BT B FRPIEENIT . MRIE
ETRIESE , W ACM &t iz se FHp4 X EZRIEE, BXBFHMERIEINESEER ,
&2 #Amazon Certificate Manager B F #4310,
b. R DNS KBiE , MR FF ACM REN BB IEFKEAEN DNS BiE, HX DNS KiEH
BEZEE , FS @ Amazon Certificate Manager DNS il ,
5. EEPEEHsF  EE-REE.
6. £ Tags (/¥ ) REHL , BYLUEERIERRMTE., RE2REX , AERBIFLL Amazon
TR THEIE. BX ACM iRZS R IR AR B X MAECIZIEBFEEHRINFEN A | &

2 #ri2 Amazon Certificate Manager &R

SERARIREG |, % Request (18K )

EREFAERABIES R 1.0 23


https://datatracker.ietf.org/doc/html/rfc5280
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7. REEXRRE, 2HAMRELERSIEK , EPL2ERBEXRMEBNES.

FEETE RS | IEBHRATER Pending validation ( FEFRIE ) , BRIFERBEBEBRETIEHE
REMPFEAFEMRERRSHFERIM, ACM EEZRIERIE 72 /Mot , REEIT, MRS

HRASETRHA Failed ( B4 ) = Validation timed out ( JiEBAT ) , MIMIBRER , E1E DNS ¥
UESE FHRHRIERA , REER. MRBIUERD , MEBAPRSFHEER Issued ( EMK ) »

® Note

REFENFIRFFHER , BEERNIEBAEAIRVETL, EAURKTAENHRE=
AERERIATF, EEFTAERA EARTTRDRE S TEH,

A CLI BRLABIES
ST LEA request-certificate W HERFHAE ACM IEH, KRIEHFER EER DNS

M EMAIL ( BBFERHF ) » BEAEER TIE(ER RSA_2048 ( MR KRPABWEHRSE , NRBRIA
& ). EC_prime256v1 Fl EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED, Export=ENABLED

oS EH A EIEPE M Amazon Resource Name (ARN)

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

Amazon Certificate Manager 7] § H 8y HAiE B

Amazon Certificate Manager Al A HIE B A FEBEEMH S EE, SEMERE SSL/TLS iEH
‘B3 Amazon EC2 32, BREMAMEH., LITEER ACM MAMNAHIERT BEISEKNEE 2
Amazon Web Services RS , AR UERZFIENERBEIHHIES,

fEA CLI B RAFIESH M7 1.0 24


https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
https://docs.amazonaws.cn/acm/latest/userguide/dns-validation.html
https://docs.amazonaws.cn/acm/latest/userguide/dns-validation.html
https://docs.amazonaws.cn/acm/latest/userguide/email-validation.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
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L

LTRBEBRT ACM AISHAFIEBHIMRS

- FYLIERERE : €£F ACM EHEEMBRRNIES,
« ERUWAIEP ;- EEER AT E AT R M EA LS.

- BIEI] : ACM 2Bz BUEBEI] , AEMEPERFBENBHE, EXELZER , EZ2HA L
O#% ACM B EventBridge ¥

« AR RENEUENTSHAFIERNRE.
« ROFERFE : HEMXIFINE SSL/TLS IE P RSHFINAREF LERIES.

ACM T & H QB IEH Y TERE
ST AREER T ACM T§ HABIESH TR :

1. B ACM N MR E A § HiEH,

2. X DNS =8 FHp IR UER I I A B X

3. SHIEH., HEBHAMIEBE,

4. FEBHEBINEHNRSH[BNAEF

5. ACM EEEIT , AEAMLL AN RIEEA,

IEEEI

LUTREMACM IS HABILERNNELEEEN, AXESER , BEH HHNHFERT Amazon

Certificate Manager,

- ERAZENFENEEEFRRFSHOLEESR.
- MRENRZPME | FER ACM WIEHE L.
- WEBEITWIEHR , FXRRELANBARRIYE.

BRR 75
LT 2— L ACM iEF R4 -

- WEBHBEHRHBR 13MNA (395 K)

Ly MRS 1.0 25
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« ACM FE 11 NARBEKITIER, ACM FEITRNERHI A HAET 60 REIHAVIEH,
« BUAMEBSHIEPHNHBBIRE,

EM

FERLZAEBRN TS H AL SSUTLS IEREEXAF#/NFTA. Amazon Certificate Managerf < & #TH
ACM EMME R , B2 ¥ Amazon Mk _E#Amazon Certificate Manager BRSS EH W HE .

RfEXRE
AT 2R ACM IEFA Y — L B ERE: -

« TP G , BRIZMENFFHRER,
o MiXHAZREITIERHEITBRE,
 {#/ Amazon EventBridge /R R K IBE R E,

& 1 Amazon Certificate Manager 2 #iE$

UTERNEISETHRNAE ACM BFEIAEHRSH ACM XFIEFH., HE , BRI UFEMAexport-
certificate Amazon CLI 5 ExportCertificateAPI ##4E.

(® Note
FTESHTE 2025 F 6 A 17 BZBI8IEH ACM KF/IEH,

SHAFIES (#24A)

1. &% Amazon Web Services BEZF|H HITFF ACM #2#|A , Wik, https://
console.aws.amazon.com/acm/

2. EFRFIHIES , REEPESHNIERHNEIRE.

qE , BALERIER, FIERREAGERRTEF , &FESH,
3. ERBEZRE, RAEEFESH,

4. BWMAFABUNLBEANTD,
5. SEWLATREEHIEPH XM

EM W7 1.0 26


https://www.amazonaws.cn//certificate-manager/pricing/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://docs.amazonaws.cn//acm/latest/APIReference/API_ExportCertificate.html
https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/
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® Note

£ ACM BHIEF |, BEBSH pem iEB X, BRI pem XHHIRA B — T SX4&
X, Bl ppke BXEZEER |, HSEM re:Post X E,

S HAFIUEH (Amazon CLI)

fEAexport-certificate Amazon CLI @855 ExportCertificateAP| S HA B IR FFAL, =
TR, ELTEERE. ITRERLM , BEEAXHRERNEREEFREXHY , AFET
REXHRRBEZBEE. XETUBLEZBFEERSHLEERY , AHLELBAEBREMBAT
&8,

(@ Note
BEZEBHXHABUTRLEFER, SN TARMEZB XM

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

BUR RBIS a8 H RS jq AERA PEM 3.

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X% base64 HwIBH PEM BXIEH , £ BEERENMNENFAERA , W TEBEE TG R

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNool1V+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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https://repost.aws/knowledge-center/ec2-ppk-pem-conversion
https://docs.amazonaws.cn/cli/latest/reference/acm/export-certificate.html
https://docs.amazonaws.cn//acm/latest/APIReference/API_ExportCertificate.html
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOVigIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4U1
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADKkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EFMARRRHIIXY B8 > EXEAM N EENREF , NMERMTHS

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

A ACM iE B4R Kubernetes TIEE

A LA AT S Amazon Certificate Manager H#YA HiE$ 5 Kubernetes Amazon #2288 (ACK) —
R , O ACM FHI A H TLS iIEBME H S HEIEE Kubernetes TEAF, XTERFRLEL R
I 5% Elastic Kubernetes Service (Amazon EKS) Pod V&£ , H1E&H Kubernetes A A4 1E
TLS, EFAMER , HSFERT Kubernetes B9 ACM #2#185, GitHub

Amazon & F Kubernetes B2 #1285 (ACK) ¥ B T Kubernetes API , fEEEERF F R4 Kubernetes
BHEREEEIR Amazon . ACM #J ACK FRS 12 HI251E 8 H Kubernetes TEREFR IR B3 LAV IEP
SR AHEE, HIRE Kubernetes FHIE ACM iEB IR | ACK RAIBFSMITUTIR®E ;

1. B ACM #ERIE$H , ACM &4 RIEPBZHKER (CSR).
2. EEERBIFTERIAKR ACM MK,

&3 Kubernetes TYEf & MRS 1.0 28


https://github.com/aws-controllers-k8s/acm-controller
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3. MRIEE T ZexportToFE , NS HEMAREHMAHA HFEEMEELIEERN Kubernetes %4
H,

4. MRIBET ZexportToRFRHABIEBHFESLEITRNG , NaERHaERALITNIERER
Kubernetes %4A

NFETWIEPEEZIHRIEF , ACM FEEMAIUEH, EAILAEAIERF Amazon Route 53 #
ACK RS2 IS BN ITE XA B3 812 FIER DNS B 5B 18 %,

U5 5 A 1R BT

B LB A T LR A H0F ACM iEB 5 Kubernetes BREER :

EKS cluster

&3 Kubernetes TYERE; MR 1.0 29


https://docs.amazonaws.cn//acm/latest/userguide/dns-validation.html
https://github.com/aws-controllers-k8s/route53-controller
https://github.com/aws-controllers-k8s/route53-controller
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1. AFEHRLLE (FSH) B3 ACK MAKIEH , HEHATAIE Amazon figia#as L& 1E
TLS, IEBIRE7E ACM B | F#H Loa Amazon d Balancer #4185 Bz A, XA EZFEESH
iE$,

2. AO%LE (ERASH ) : M ACM SHIEHHNHEFME Kubernetes Z4AHF |, MEEAORHL LE
TLS, XS AT LAEETE Kubernetes TERE P FERIEH.

(® Note
BEXEZLFILEBWAS , BSHIEBEESFHEMHEF Kubernetes Amazon & A CA iE#25,

SoREH

EZR$E ACM B ACK RS2 HIZI 28l , BHEREZUTERE -
« — Kubernetes £&,

« Helm B2%& %,

« kubectl BEBENSERFBE.
« eksctlZ&MA T EKS LEE pod &4 <Bk,

7 ACM £3& ACK RS2 525
£/ Helm £ #REY Amazon EKS &P %3 ACM Ky ACK BRS5 1225,

1. W ACK #ZHIsR eI e & Z2iHl,

$ kubectl create namespace ack-system --dry-run=client -o yaml | kubectl apply -f -

2. H ACK #4235 812 pod BB <Bk, CLUSTER_NAMEE RN BN EBREGIONE I FEH Amazon
X1,

$ eksctl create podidentityassociation --cluster CLUSTER_NAME --region REGION \
--namespace ack-system \
--create-service-account \
--service-account-name ack-acm-controller \
--permission-policy-arns arn:aws:iam::aws:policy/
AWSCertificateManagerFullAccess

&3 Kubernetes TYEf & MRS 1.0 30


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.1/guide/ingress/cert_discovery/
https://docs.amazonaws.cn//privateca/latest/userguide/PcaKubernetes-concepts.html
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3. &% Amazon ECR N 35EM R,

$ aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws

4. 73 ACM Z%& ACK RS HIBS. BHRREGIONNYRFITE Amazon By [X,

$ helm install -n ack-system ack-acm-controller oci://public.ecr.aws/
aws-controllers-k8s/acm-chart --set serviceAccount.create=false --set
serviceAccount.name=ack-acm-controller --set aws.region=REGION

5. WiFEHIREEEEET.

$ kubectl get pods -n ack-system

BXBRBIOXREKNESZESR , B5H Amazon EKS AAFIEEHH EKS BS54,
A~ EADLLLLE TLS

T REE RIS H ACM IEB HEMAETE Kubernetes A DR BILIE TLS. LLEE6IZE ACM iE
F , HESHE Kubernetes %48 , HELE — Ingress BIRAEAZIEHL L TLS,

EARBIH

- BIBFMPARNTFHSHEMIEP (exported-cert-secret)
« ACKIERRIRE ACM FREMNBEMIES , ARFHESHE|lexported-cert-secretZH,
* Ingress ®IR5|A , exported-cert-secret A& 1IE&Z ARER TLS,

${HOSTNAME} B &Ry & Bk,

apiVersion: vl
kind: Secret
type: kubernetes.io/tls
metadata:
name: exported-cert-secret
namespace: demo-app
data:
tls.crt: ""
tls.key: ""

&3 Kubernetes TYEf & MR 1.0 31


https://docs.amazonaws.cn//eks/latest/userguide/pod-identities.html
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apiVersion: acm.services.k8s.aws/vlalphal
kind: Certificate
metadata:
name: exportable-public-cert
namespace: demo-app
spec:
domainName: ${HOSTNAME}
options:
certificateTransparencylLoggingPreference: ENABLED
exportTo:
namespace: demo-app
name: exported-cert-secret
key: tls.crt
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-traefik
namespace: demo-app
spec:
tls:
- hosts:
- ${HOSTNAME}
secretName: exported-cert-secret
ingressClassName: traefik

rules:
- host: ${HOSTNAME}
http:
paths:
- path: /
pathType: Prefix
backend:

service:
name: whoami

port:
number: 80

HBE , ACM K ACK RSEHIBFSCBEIEBIUMPEGAR , SIWET, X ACM LiTiEBAT |, #2HIES
LERAFIEBEHN S exported-cert-secret ecret , NTHARIEN Ingress ToFEFzh T B AT 4h4E

ERBRAES,

&3 Kubernetes TYEf & MR 1.0 32
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P44 Amazon Certificate Manager 22 #if$

BT LAMER ACM 4| A5 API #2/ER 87 Amazon Certificate Manager $ B A HiE$H., Amazon
CLI

/A Warning
EPEmHEE , BRTEEEEAZLER. RHEIEPRKAEN.

FAREERHIS  WETRALNEERA L BARERR, SHIBHESHRES, TUER
ATERE :

. RiEE

- NEBXREEX

» Superseded

. BB

ETHRESZER , F2H (LR ERRSFUEBITEAS ) M (LI EERS) -

Amazon REFHR R EIES BHBRS | ELIEHRESHI (OCSP) MIEH mEEFIR. A OCSP,
EF P un i A EWSRENREPRS IR B HBIEEF. OCSP B TiEH F IR AN RIEES.

EBE
UTRBHERZHHEREMR :

- BHRERHZHISHNIES,

s BRRERELASHN AT, MREFTEBFEXEIES |, WA EM R,

« MREFBFEEZLES , WNRBERES , MARBHIESR,

- EPRHETERLREN, CERFENAEENIBREXKIEREHFHBH. ARNs
« ERRERKAMN. BXERREFENIELHEEREM.

« PHIEBRKAREE 24 PHFTREN

S

\|

o0
>
8y [aYay

REIEH (2H5)
LTERFEISETHMNABE ACM AFIEBHMBIUEH,

MAHIEF W7 1.0 33


https://www.amazontrust.com/repository/sa-1.3.pdf
https://www.amazontrust.com/repository/
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1. &3k Amazon Web Services B2 & HFTFF ACM #2H & , BN, https:/
console.aws.amazon.com/acm/

2. ERIIHIES , AT ERENILPHYEIRE.

- WEF, BULERILER., BERFAEETET , EERHE.
. RBRESRE  RELEERH,
4. FHIA-—IXEE  BLAEEPREBHEERER , A revoke , RFEFEBH.

R EHIEH (Amazon CLI)

fEArevoke-certificate Amazon CLI i85 = RevokeCertificateAP| IR 4 ACM NEHFA
BiEP. BB AR list-certificates M EREFIFHH ARN,

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning
EREAEHEE  BFLEEEERZIER. RHEILBRKAMEN,

THER revoke-certificate iS4 Wt L,

arn:aws:acm:us-east-1:111122223333:certificate/12345678-1234-1234-1234

BEBEITEH

Amazon Certificate Manager & B ] 5 i 192 HiE 51 Amazon EventBridge , & 0] LAEL & B 3 i P4
IS4,

1. 1&E& Amazon EventBridge EN AGIIEBLEITHER. BXEZEL , 2 Amazon
EventBridge ¥t ACM By %,

2. tIEE3L , LEEZITRLBIEREHE, BXESRES , 2/ EventBridge £ ACM 1 [a]iF
D REITH.

3. EE& EventBridge EHURBELEMEITHEE XK.

BEBEITEN R 1.0 34


https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/
https://docs.amazonaws.cn//cli/latest/reference/acm-pca/revoke-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RevokeCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
https://docs.amazonaws.cn//acm/latest/userguide/cloudwatch-events.html
https://docs.amazonaws.cn//acm/latest/userguide/cloudwatch-events.html

Amazon iE B EEES CRPER)
R B ZE 1T UE

B LB ACM #4lE . £iTiIFR I APl E/EL1T ACM 2B FMFAEIEFH Amazon
CLl, RenewCertificatefRREELIT 2 IS HIES,

/A Important

Zi] ACM AISHAFIEHE , BFEXNTNTA. BXRHW ACM EMNMER , FSH
Amazon M4 E & Amazon Certificate Manager IR EN R H,

ST (2Fa)
UTHRFEI S8 T BUARHILT ACM AFERRILFIES,

1. E3%k Amazon Web Services B2 H & HFTFF ACM #2H & , BN, https:/
console.aws.amazon.com/acm/

2. ERIIHIES , RAEEFERITHIEPYEIRE.

o« HE , BULARIER, FEBEFEAESETES , EERLEIT,
BBREZIRE | RBEEEREIT,
FHN—NEE |, BANEEHPRA renew , REFIEREIT,

£TiE$ (Amazon CLI)

fEfrenew-certificate Amazon CLI i35 = RenewCertificateAPl BELIT ACM NERFAE
WH, BALUET AR list-certificates MHRBFILHH ARN, renew-certificate mH
TR 31 0@ {7,

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012

I&iF Amazon Certificate Manager 278 iE 3 Ay 13 Ff & X

£ Amazon IEHM AN (CA) BEM I B M 3k Ml & UEF LABI , Amazon Certificate Manager (ACM) 44
MEBNEHEL A URFBERPIEENAEEE. EHRFILEBN , BULNERBEIIEHE RS (DNS)
RUE, BFHBHRIEEE HTTP 1k SKiE BE &MY PR B R

RIS ATE R4 1.0 35


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RenewCertificate.html
https://www.amazonaws.cn//certificate-manager/pricing/
https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RenewCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
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® Note

RIEMUER T ACM SAMN AFEFEILER. ACM ALRIES ANIERHHEAE CA LHWIEH
RYBFT AN, ACM FTTERIE Amazon VPC B EXHEMEMMEHATNER. AXES
R , F2H SEIEHRIERE,

BAZWAEER DNS RiIEM AR B FHARIE , RERWT

- WREFEH Amazon Route 53 BIEEH/AH DNS icF , N EEET ACM EFEMIZHE,
s RENPEEFERAP , HEFBIEFKREFEE , ACM A& EHHEE1T DNS BRiFAVIEH,

- BERFEHARIENIESFEESREEIITRETRREIT. ACM 2EFIHIF 45 R MRIAEKITE
Ho XEBAFAEINZENENERAEER MU PN —IRS N, BRAPIE—gE |, S8
BEUUERZEEIENET. RIEFMASIENER , ACM 25k EBMEE ARN WEITIEH,

MRIETTERBIER DNS BIEEE | M A7 E F B HR 4RI IE

HTTP ®BiF5ERA F 5 CloudFront —fRERMIER, kb EER HTTP EE O KIEREMAEN , Higd
F L F DNS WiF B B Eh 48T,

@ Note

FOZRARFERHRIENIER/E , BT ETREIER DNS M HEHATRIE. E6EMH DNS
iE , BWERIZIES , RE0IE—MER DNS RIERHIEH.

F&

« Amazon Certificate Manager DNS 3 1iF

« Amazon Certificate Manager 5 F #4430 iIF
« Amazon Certificate Manager HTTP & iiF

Amazon Certificate Manager DNS I iF

WA KL (DNS) REZEDIMEZHRIRH B RS, DNS REFLE — NI EEEN IR BERE.
WMRIERE DNS BiE , ACM 2R —FHZHFNBIEHK , REERLTRMB L EHEE, XEIERS
BE-AME—NREX , B TR ZEEE RN,
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® Note

FOIZRA B FERHFRIERIERE , BT EZREIER DNS W HE#THIE, EfEM DNS &
iE , EMERIZIES , RiE6IE—MER DNS RIERFIE+.

flan , AR F example.com BiFERIUEPHIEE www.example.com FEMEBF , Il ACM H &4
BREZHBILR,. BRIEFBRTANENFENKS RN , S EBMAE. E=REMAmazonFH 5l
% , ACM ERZBENEITIEDR, HBIERIAFRNE DNS BEER—R. REUERBEEFERT ,
HABBIERREEFEE , ACM B BEITIER,

/A Important
MR IEAEH Amazon Route 53 EEEHI/NFE DNS i85 |, BEREH DNS 1247 7 #7 R

g, MRLUXAHREA DNS BIEEAVNER | W ATUE A B FER 30T,

TEEERIE , REFBRBRNAETE , ERALURNEHTLRESB (FQDN) BHEFIE ACM iE
F, HBMER , BULCIEEEHREBENERIES , RERBETEAFEHMIES, BHTFHBICRKEIE
SRERTFEMAmazonXEH | BALUESNMNXBHREHCIZMBRNIER, B1E 7 SR M BRAIE
Fo

&0 BUB IS MIE B 5% B B9 Amazon AR 5 Ml BRAIE 45 2038 33 i BR Bl B iC KR F I B3h4R1T. MREH DNS
REET R Route 53 , BB RIZME T AR BRIZR, 2R Route 53 2EMIRMER , S Route
53 ARXAREEFHRBRERIIRE. BXREIEPLITNESER , BSRFHNREEERET
Amazon Certificate Manager,

(® Note

WIER71E DNS BB EEEF ANMA LM B IERK , WA B IEREBITFRY. NREFEEKD
g, RANBWER B FHLRIE,

ACM 5l & 12 KM TERE

(® Note
RE5ER T AERA Route 53 4ENH DNS RHEHE .
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Amazon i &2 S5

(AFER)

WMRIETEM Route 53 /7 DNS =247 , WEE (BEEIMN Y ) F31F ACM REMN BB ICFKH
AFREBHNBEED, AR EXATSHEN , SRFEANEFSOINHMENERETHENRR.
X T ACM |, XL R A VIR BT AR IE MY B 3hiEH41T,

TRERTANMEABNROBBIEFK. BRICEMVERBV-EFENA TRIEEHE AR

i, ACM BIZNFRHHEENEEE example. com SIRZNFRHEME, BN , BN IEKRBEHMICR

EF2EEMNERAE .

B A iC F R B

B

*.example.com

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

IEFRAM

_x1.example.com,

_x1.example.com,

_X3.www.exam

ple.com,

_x5.host.exa

mple.com,

_x7.subdomai

n.example.com,

_x9.host.sub

domain.example.com

(o]

IGESIE

_x2.acm-validations.a
WSo

_x2.acm-validations.a
WS,

_x4.acm-validations.a
WSo

_x6.acm-validations.a
WSo

_x8.acm-validations.a
WS,

_x10.acm-vali
dations.aws,.

TRI% (L) 2/al xN ERHA ACM ERHKFENFRFH, Hla,

_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICRKETRER

R
LD

DNS i
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_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

AT [E— DNS g,

(@ Note
B DNS BEBF R HENS FTHLNIZIRRE | S5 HHEE DNS BIFEE,

LHEBFRIUEB HIEE DNS BiERT , ACM 2REUTEXNFIZBIEREES.
A IEREBW BRRX  BBRE
ﬂ
example. _a79865eb4cd1a6ab990a45779b  HlHR i _424c7224e9b0146f9a8808af95
om 4e0b96.example.com, x 5727d0.acm-validations.aws,
HEREUEHXEM FQDN, i2FEMRME ALK, AFEREXNNE. EREAFEREXNNE.

A JRAE DNS 2457 A T 740 DNS 12K Web REMNMENFRPBMAMBRX=ME (HRE. XA
MAMIERE ) . REBXNTIEREN (HRREWN ) FRHLEAXNATHEE, ERERBRT , £8
ERHELEMTRHNBNFZHE, HtREB2 8 FERHNIERANEAZNS , XBHKE (EX
RIH ) R REA

_a79865eb4cd1a6ab990a45779b4e@b96

NEHTRY, MRELFETX—A , ¥HALREBWITREH (HIM . example.com) , BHIR
R RAREM TR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
ERXMERLT , RIPRAK. Bt , ENZRHRENAESHREFHEN R ARE,
®E DNS Wi

LeE T AR UM A BIEBEE N EA DNS BiE,
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FE12H & FiRiE DNS KikE

® Note

LERRIEEELXEDCNET —MEH , HEREELIEIERH Amazon KIFH I, MRE
ZHTARHAHABINEREARE B LERDITHRHE |, BB ESHRDEIEHIIE
B, EBINEEE T ERHXE,

1. B ELATMuLITFHF ACM #H| A& : hitps://console.aws.amazon.com/acm/.

2. HFIEBHRF , FEBREEENIRD N Pending validation ( E&FRIE ) HIEPHY Certificate
ID (IEH ID) o LLBPRFFTFUERRYFHE R TE.

3. 1£ Domains (& ) 7 , TE FIFEINIEZ— :

a. ("% ) f£EA Route 53 TR,

MEHZUTEYE , WAERESH Create records in Route 53 ( £ Route 53 8|22 )
%4 -

- &M Route 53 5 DNS 21,

- BENEAH Route 53 F£EM X1,

« &9 FQDN 8 R Z KL,

® Note
WM RIEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F 8| ZE 123 ) &k
LKREEA , HSHE ACM 4l A 8 R“Create record in Route 53” ( £ Route 53
eIl ) B,

%42 Create records in Route 53 ( 7£ Route 53 H8IZi2% ) , A/F%$R Create records ( £l
Bid% ) . LB TIF Certificate status ( MEPIRES ) TWHEH , MSEEFIRE Successfully
created DNS records ( B Ih 1% DNS id% ) o

IRHIFE P A BE & 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,
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® Tip
BT ELURIEARER ACM 7£ Route 53 R EHZIBIEENIZR, BE |, B LM
Route 53 & i —“> Amazon CLI 2 API i@ LA#E Route 53 DNS $iEEF 67212
Fo BX Route 53 BREMEZEER , BZRFEARRIEEE,

b. (Wi ) MRLEEE A Route 53 9 DNS 24175 , MIA%FK K CNAME 58 , FFHF
INEEE DNS BiEED, EFIPHNFAEETEL , fUUBESIFAER 2 — R THHiER
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEN DNS BiE
BEo

« & , 1&#F Exportto CSV ( HHEICSV ) . ERNXHFNEEFTEFHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E LT TEFRE RFRESAIME DNS 24t
HBIEE, MRESFE , HSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM RRFUEFHRBE LA Validation
timed out ( WIEHEA ) . SBMERNKTRERREREM ACM £ EKIIER DNS BB, =
FRRWRID |, BLAEEE DB ICKHAFERFIWIES,

Amazon Certificate Manager 5 F B 438 iF

Amazon Certificate Manager (ACM) A HINEHBE R AT IR HERPIBEENFIEE , AE
Amazon IE B E M (CA) FEEN MM AIE B, BAILAEH B 7R DNS TR, AREHT
1L B FHRHIRIE,

MREEREFERAHRIENESI R |, FSREEE R TR UERY R,

B, F BRI UE R TR R I8

NTFEMNE , ACM TR E FEHFREIATENEARSGE Fiffriba. WREFLEHN
B ZEERX LR TR, WA CHENEREEENRIES. B &/ a0 EF 75
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HEX , HELERN e FEZENERAEL FHREtutE, Hla | RiZFEF example.com IEE R
subdomain.example.com ¥ , M AT RER W EI— 3 &K IXZE admin@example.com K B FHR 4,

« administrator@your_domain_name
* hostmaster@your_domain_name
+ postmaster@your_domain_name
» webmaster@your_domain_name

« admin@your_domain_name

ZFASRAEZEN AN , YTERXLEEFH4F I SNRIEHEE, EIEHIHA 45 X, ACM
Mo £ [0)3X L5 31 R IR B0 UIE B8 F B AR SASRATAE B

XNTFER ACMAPI 5 CLI WZEIERER , #THFHARIISSHEMERNEBLRE-—HEF
BR¢F , BMEZERFESHASN FE, SRFEFTERIESNENETEHREES , RE ACM = 82l
RiEF

LSRR BIAMEIR

MREF A waw FESBERF (*) FLNFBZFER ACMEF , N ACM FFH BRFF LB www

RES , HNBHFHAERETERE I, XEint RN 2EEAE P RIRI 2 80 @AM

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 140 , MRE

7 www.example.com &R ACM iE$ , N &8 F R 45F &% F admin@example.com T2
admin@www.example.com, [E# , MREH * test.example.com FER ACM iE$ , N B FHB4FR[F &%
F| admin@test.example.com. HRHE N EE #buk#Y4H K XELL

/A Important

ACM FBXIFHNEBHEITH WHOIS B FERHIRIE, MAXIFEARS L, BXRFME
B, FEHBENE.,

AEBEM
WEBUTAX B FHERIENEEEMR,

« BEFEENEEREAFIEMA TIER FERF it T BB BT EB A IRIE, REE FERMF AT R
EAREENNIEEE N,
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« RIUFGERT ACM MR R FEFEIEFH. ACM F2RIES ARNIERREFLE CA EENIEFHAIE
FRBEN. ACM TTERIE Amazon VPC EREXHEMEMBBEHFINER. BEXESER | i
SR BFEUEBRIUERIH,

- ERIRRARFEARIENIERE , BT EVREIER DNS WM EATRIE, EEMA DNS BiE |, i§
WERIZIES |, RiF 62 —MER DNS RIERFIE+.

UEHd B M 4T

ACM IEHH BN 1318 (395 K ) o HITUERFEBREAMBENITRE, ACM KEIEHEIHA 45
RITWE 0 EZE R B F b b it RO EIT B A, ZBASTE —MEE , SAEE TR T REE
BT, RUEATAESIHAYEE , ACM 25K EBHE ARN REITIEH,

(A ) EH A RWIT B T4

BSHRBIFEFHEHRTE - T, BUUERTHELRER, BR  BTHEIEFENRIIET
HR ¢ AT BE A SRR A TR IR BRI AL AP EX , R THESE 72 MtEEIEH. HRERKER
RiGe FERHHTHEERE , B REFREE FEbM, BXRUWAERRERIEBFHENER , F
SREMARIER IR FHR¢

HXREFEEGRITENFAEET | HSEHHEEE TR RB A X Amazon Certificate Manager
[B] 1T R HEE SRS o

E 313 1T Amazon Certificate Manager B 7 BB 443 i

B FHRAERRIEN ACM IEHBREBEAEE TR, LEARGETHRARITEHM R TaE
FEE RN TEHRTF BRI ORATE. N THHES EHBTHERE , KB RNERNE
7 R T T o 7 5 B0 AR LA TR 52 R I T SRR AT R M0 T

3O BB F BB AR AR

Wirs FERHFRAL TN, REETHFZRHENANRNERNBET EERIENENE.
WIEFIER

B8, F R A AR AR ST

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
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Verify that the following domain, Amazon Web Services account ID, and certificate
identifier correspond
to a request from you or someone in your organization.

Domain: fgdn

Amazon Web Services account ID: account_id
Amazon Web Services Region name: region_name
Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazonaws.cn/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

BRIk HAmazonFTBRIEBER , RINBWEANEAERTSN SR ASNENER. £A
2020 £ 11 A2 BIRITAVEE BTN E /MR , TR EXNERHATUTENR !

- BYEHETITREE SR Certificate request for domain name’MF
“"Certificate approval for domain name”,

« PIE , Amazon account ID EERNAHRITSRIEFH.

« Certificate Identifier MELETTEEMIEPH ARN MAREERN , flw , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-41f51-954a-298ee44ff369 M4
7= 3b4d78e1-0882-41f51-954a-298ee44ff369,

« IFPHLE URL HI7EEBE acm-certificates.amazonaws.cn MA 2
certificates.amazon.com,

- BESRHIERHE URLITANSFRENETEHAERA, HERA div BEHIER approve-
button M4 =& approval_button,

« FMERNIEBANLITIEPNRIDEEEBHEEN B FERH4ER,
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WiE TERRE

AT REEXRZLBFERHRIENIEFHNEIT THEREMEXESR.

« ACM ZH A ESFIERBERN , 2SRRI B FERHFRIEREEFTRAFIERBNIEENZE KU
H. SREEFSERIESNENBFERHE , A5 ACM TEMRILER, BEXEZEER , BSHAKEAS
FER I UF I AT B 1,

« XIFEMA ACMAPI  CLI IZFHIEBER , RITEFHARIESSHEENERNEH2RIE—HE

FHR4 , EMEZERFPEEHMEN FE. SRFEFERIESNMENE FHRAES , RE ACM
BEMRUE S o

MREET ACM BH A EHAZNEIEPHE TR |, NiZ B Fhp4~ &IE S RBIERER
RIEEMRIESE , MRRIEERIE , NN AEBIFTERWIE, ZilEidH 53 WIS Ik B 7P

# WAL BREHIED  EEEATRIINEIE, StafAEH APl, SDK = CLI RiFH
ResendValidationEmail , # £ ValidationDomain %, {ER , ResendValidationEmail
BRPEENKRIESMNATZERA , T2fRFEERB Amazon BIREF (ARN ) FELA TRk
I UE R FHR 4, MR EFEBE RIBIES BB P RIS TR E R R UL B Fop 4t |, ZB25FH

ResendValidationEmail,

® Note

£ 2020 F 11 Azal , FPRAFRIETRE , ACM iR — 4 B o & F A FEAiIEH,
{58 A L B () 52 TR 1T B9 OE SR AT 2R Y B P BOE B8 F BB I TR BRI E Ko

- £ ACM API = CLI , B LR SIS S B iE RN AT B RIE B Fof 4 ZIX BTN, £ API#
A RequestCertificate #4E#) DomainValidationOptions S k#EE ValidationDomain
#{E , ©= DomainValidationOption Z£H MK G, £ CLI # , £ request-certificate ar HHY --
domain-validation-options ¥4 ValidationDomain BY{E,

Amazon Certificate Manager HTTP ¥ iE

X AEEPI (HTTP) RELEM EH#HTHRIEBENEM DI, HERN CloudFront £ A KIEPIERF
HTTP ®iEet , ACM &K A SR UE BB B . ACM & CloudFront thME , HERHE—4
BEMN URL ME—MGHE , &8 LM% URL SR A FHRLE S, HSETIERENZEEEEG
N, FEIFTE CloudFront MR iREMNEHNEE ACM ZEHINNENEER , BALLEHABE S HeE
HESRTH EHARE , NIRRT EN., ACM F CloudFront Z B HXFTCEEE R B TIEBME R
B, RERH CloudFront 2Bt
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
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/A Important

HTTP BiEA X @BEAFIHIEP ( Hl0 *.example.com ) » N FEERFEP , S A DNS &
i 5 B8 F BB I8 A o

flan |, NREAFER CloudFront example.com R MBZFH www.example . com B 3EiE SRiE

F , W ACM RERMHFA URL #1T HTTP Bif, SA#EE—/ redirectFrom URL F1—

N redirectTo URL , TREWEHFM Amazon ik 812, redirectFrom URL REEERER

7 ( 5130 http://example.com/.well-known/pki-validation/example.txt ) LHYEE

£, redirectTo URL #§[@ CloudFront AR FE M —RIESHEN ACM £HlVE, BRFRE
XEFER—XENT, HEPMAYEZREIEEWFHFTENE , ©¥M redirectFrom URL HiE
K34 , CloudFront 2 HEEEME redirectTo URL , NI AFHRIKIESHE., RE CloudFront
FEFERIES , HEEEOMAEE , ACM B2 BaLITIEF,

{# /8 CloudFront R T2 REHAZ (FQDN) iRE HTTP Riff5 , RE HTTP EEBIAREE , BR AT
1% FQDN ERFAK ACM P , MAMESERIITRE, XEREZTUCIEESHEEEN SR
P RELRBETEFENIEPL, BT HTTP RIFSEEA T CloudFront 8] BRI {EA Amazon X5
d, BANESNXEPFEFRCRERNOIER. REEERMLE TENRS , BT R M ERAIE
B, MEAEFEIHTERIESRE,

EFEIEEZHET HTTP BIEMIED , BERMNERF, SR LUFEBMNEEXEMN CloudFront 2 Bl #%
B, AT LAMIBR N RIEMIRE M HTTP EEME., MREMEA CloudFront LA KB D XML (CDN)
= Web RSB REBEER , FEFMNEXETHRNABREER. WREMEA CloudFront REEE
Em, AU BEEHP»ENEEXRBREED. AXREILEREZITNESER , BSHTHNEEILED
#£1] Amazon Certificate Manager, iH12{¥ , FIEBFEIT LS BUEBIH | EREH HTTPS i
E I,

ACM By HTTP EE @M TE/RE

(® Note
A2 ER TR CloudFront #ITHARIHEA ACM #4T SSL/TLS IEPFEENEF,

£ ACM # CloudFront R{EH HTTP RiERT , BEERE HTTP EEM, XLEEM A F ACM KiF
BRI EMMAEN , LEH#THRIEPMANBFENBEIET. EEOEHN IERERNEE ENEE
URL #8@ CloudFront Rt ZR R F M — R UF S AR ACM EHIHNE,
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(AFER)

TRERTHBNEERERE R, BIEE , HTTP RIEFZFEERFE ( F/20 *.example.com ) o &
MBENWEEOE-EERZEENATRIEEAFMEN.

HTTP EE [ & R4l

A

example.com

www.examp
le.com

host.exam
ple.com

subdomain
.example.
com

host.subd
omain.exa
mple.com

EEX@A

http://example.com
/.well-known/pki-v
alidation/ x2.txt

http://www.example
.com/.well-known/p

ki-validation/ x3.

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

txt

EE@ME

https://validation
. region.acm-
validations.a

ws/ y2/.well-kn
own/pki-validation
/ x2.txt

https://validation
. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn

R

HTTP IR
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=& BEEm@AB BEEM@ME AR
own/pki-validation
/ x6.txt

MHAFE N EM ACM ZHIWEFH yN ER ACM LRI ME—RIARF, Hla,

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

KRERNWEEMH URL, XERWEEBE URL AJRER

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d2646601fa951d5.txt

AT E—-RiIEiEF,

@ Note
WMRIEH Web lRFSHHIAR D AMEFIXFHEEERR LIREEER , FSHHE HTTP I
UE A&

HEFRIUEBHEE HTTP BiErS , ACM 2BHUTHRANEEQFER :

YN

S EEM@ME

https://validation.region.acm-validations.a
ws/a424c7224e9b [.well-known/pki-validation
la79865eb4cd1a6ab990a45779b4

e0b96 .txt

example.com
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A EE@ME

HERSUERXEKN FODN, EEMHREH LN URL , ACM REEPERRIEXH. EENERHE
ERERIQUE M HHY ACM #21] URL,

WEERE Web IR 355 CloudFront 28 , LU ERMNEEE B URL EEMQEIEZEEMZE URL, 1RE
W EEO WY S EEURTZH Web IRF 2R CloudFront B, BAREELIREIER , AATF
ACM BB B AN H M A LT BVIEH,

iZiE HTTP iF
E9% BT CloudFront 97238 SSL/TLS iEHEf , ACM A HTTP WIEREUEEM IS AN, L2
NAWMFELAEIEPEENFER HTTP Bil,

EiRH A PIRE HTTP Kik

(® Note

WERRIZFEELES CloudFront B3R T —MEPH , H BB EECIZIUEPHA Amazon XiZR
T, HTTP 1iE R 8E1&5T CloudFront 43 Bt F° ThEEIR (i,

1. BEILLTMuLITF ACM #ZH|A : https://console.aws.amazon.com/acm/,

2. FIEBHRF , FEBREEEBENIRAD N Pending validation ( S RIE ) HIEPHY Certificate
ID (iEH D) o WENSTFERNEAELRE,

3. ®EE#HIH , BUNEINIERBERFEIMENEEQENEEREE,
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4. NFENE , REMNEEBH URL BIEEME URL B HTTP EEM., &R LUESE CloudFront 4
BB IT IR,

5. @& CloudFront & , LUFERMNEEM B URLEEREIEEMZE URL, iRELEEEMN S E
BURF & H CloudFront Bt &,

6. REEEMRE , ACM 2Bx=HBIEENEMEN, X—IBENZS 30 24,

MR ACM EREEREERERHN 72 NMTALERIEESA , ACM SR IEFHIRAERH Validation
timed out ( WIEHEA ) . SBMERNKZARERRERKYIRE HTTP EEM, BEFERIFED , &
HMEEE EE MR G IR RITRIESR,

/A Important

ABRRIERE  FHAREENBNENNASEEQNEMNENABHELE., MRBREZ ,
ES AR HTTP Wi [ &,

® Note

E DNS RiEFEMR , B EURESFNER ACM HHQIEREHW HTTP EEM., BATE
i CloudFront D BLiR ER EXLEE [,

B HTTP RIEN THESRNESES , S ACM ) HTTP BE@M THEFE,
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Amazon Certificate Manager Y FAFIEP

MREFRFFRIE Amazon 348 CA IZHNIEFLE CA , Il Amazon Certificate Manager ( ACM ) A
DERBEHEEHNFAEZAEM R (PKI ) AEAMNIES. CA AR TENK,F , b sERHEHM
KFREEAE, BXOUEBMBLEPTMANMENEE , ESHEUELT LML,

RINERT , FAE CAEENLEBTZEME , ACM FXEN XL PHTEMERXNNRIE, Hit , &
ERYMRDER , FEPREIECELANET S RETFEP,

FAE ACM iEFIEE X.509 trfE , HEBLUTRH :

- B XAERANS DNS WEBER. BXESEER , B2H 85,
- BOE  XNTmE  EPRERAEEMSIR 2048 L RSA, 256 i ECDSA = 384 i ECDSA,

(® Note
EENZHREERY (RSA = ECDSA ) 45 CA BRAMNE LR FICH .,

- BNE  SMNEPNERAN 13MA (395 X ) o EFNAEIEFRTURAUEP A SR B B L5
THERNWIERPERBE , ENAERFRFEK
« &i] : ACM £ 11 MRABEEHBHEITRF/IEH,

ATEBLRRIFEPHNAELERTRNEZHA SRS
o AEBPR N EPIRS SN TEEK

@ Note
SERFAZEENERRE , BFAE CA LENIEBFEERIL.

£

- £/ Amazon A CA £8 ACM FABIEPHEH
« £ Amazon Certificate Manager F &R FAEIEH

- 5 Amazon Certificate Manager FAG iUE$

MR 1.0 51


https://docs.amazonaws.cn/privateca/latest/userguide/create-CA.html

Amazon iE P EEE CAPiEm)

£/ Amazon }AF5 CA £E ACM A BILPRIFK4

ELUTHEERT , o LAMER Amazon FAF CA X ACM IEBHTE S :

« B—JKF : £F CA MMA K Amazon Certificate Manager ( ACM ) iE$H{Z F[E— Amazon Ik F°
#,

EGHRAKFMAFEEIT , Amazon FAF5 CA EE G A0 [E ACM BREEAHIFZFEIE, REMHIH
B PR, XA Amazon FAF CA API #4E CreatePermission 2 Amazon CLI i35 create-
permission SRMKY, KFHBEEFXENRSBELEATMRILERN IAM AP, AAE,

o BIKF : &4 CA MM AH ACM iEBATFAE Amazon o H | 7 B E [@EPATEN K2 T3
CA By 5| R

EREABEKFMA LT , Amazon FAF CA B2 A MMM Amazon A CA API #4E PutPolicy
2% Amazon CLI @8 put-policy , JFEFEIRMREEM NEZ CA. ZREEIEEH MK, F RFX CA
HITERBRINELR, BEXEZER , BZHRGNETRRENEEAT ACM Private CA,

BKFAREER ACM REBRFREKAE (SLR) , UEERNEHE PCA KB#HITRRE. ACM EM
RE—MEFR BB SLR,

ACM AIRERRTE , EXERELENIKSPREFE SLR. MRFFER iam:GetRole NRE
WIRFEKFH ACM SLR , M8 SLR EFaBREHRET. MRRTBARE , ALY HE
Ik EE R REEER T iam:GetRole HE] ACM BIIXR , SNEFEMNIKF 5 ACM EE XK
AwSCertificateManagerFullAccess kB,

BREZER , FSRAERSHEXARHT ACM,

/A Important

&MY ACM IEBBMED 5 ZZHFH Amazon BRSKEX , RAETEERAFIEIT. HX ACM XK
MRBRNES , SR 5 ACM EXAI RS .
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£ Amazon Certificate Manager 53R E L

BERWVBILES (ZHE )

1.

EFAmazonEBEH A HiBEI LT RULITHF ACM ###|& : hitps://console.aws.amazon.com/

acm/home,

EFRERIEH,
£ Request certificate ( 1E3RiE$ ) WHE L , 1%£$F Request a private certificate ( BERFABFIESH )
M Next ( T—% ) &L,

£ Certificate authority details ( EEBM ARV FMEE ) To , & Certificate authority ( IEPH 1M
N ) ¥ REEBREF—PTTANTAE CA, IR CAEBMNS—IMKFHEZH , I ARN B
BEIEFMERESR.

WEPEE REX CANIFMAER , UBBHERIF &R T EWI CA :
- HEE -

- KR

« ~A#& (CN)

. A4 (0)

- {LAERT (OU)

- Bx/tXEFE (C)

o MHE

. FREHBR

£ Domain names ( #% ) 7 , BALZWIEE, B LAERTEREEE (FQDN) ( Hl40
www.example.com ) , HERFAB R MK/ R ( Hl0 example.com ) ., FHIE A LAERKZEN
NEFRAES (*) ENERARRFR—HPIHZSNELEM. Fl0, *.example.com AL
R4 corp.example.com F images.example.com, BEERFEZHFFERTE ACM IEHH
Subject ( £ ) FEH Subject Alternative Name ( TBERB# ) ¥ B+,

@ Note

BERBEMEBE , 25 (*) YT TEHENKREMLE , mMBERERF —NFEE5.
fFlgn | *.example.com AJLA{R# login.example.com ] test.example.com,
{EFBERY test.login.example.com, FiEEE , *.example.com R
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example.com 9 i3 , MARPBRIFHRTARE (example.com). EFINRIP =& , TS
I

;& , % Add another name to this certificate ( EJLIEPRRMB —NEFHR) , RBFEEX
AEFEABR. XX TFRNEIEFRERINRE (620 example.com ) R EHFi5 ( flm
* example.com) EEEA.

5. HEEHEESI S , aFE-—HEX,

BXREEERELNEER , BFSH Amazon BEXE (W{a1£ Amazon Certificate Manager F
LM ECDSA EH) o

6. £ Tags (#:% ) HoH , B LLERRIEBRINTE, HRI2EEXY , AERRFLA L Amazon
BROTHE. BXx ACM HRZESHMHIRARE X NAECIZIEBERIERRNFENHEA |, i§
21 #ri2 Amazon Certificate Manager &R

7. 7 Certificate renewal permissions ( IEBLEITIR ) &85 , WIAEXIEBLITNRNBEA, XL
R A EFEITEAE CAZLENAE PKIIEP, BEXEZER , BSRNRESHEXARH
+ ACM,

8. RMFBEMLEFLES , %#F Request (1R ) . BHEIAFREERYIEK , BUUEEDEETIE
$o

(® Note

BEFEENFIRFFHNER  BEERNIEPAEAIRVETR, EAURTAENNERE=
AFRERIATF, EEFAER A EAR DR 2 TER,

BERFBIES (CLI)

£ A request-certificate S8 $1E ACM FRIERFAFIEF.

(@ Note

HBBERH Amazon F48 CA H1#Y CA EHEMAA PKIIEBA |, HENERZEEE (RSAH
ECDSA ) 4915 CA WA B ZANE ELRTE,

aws acm request-certificate \

ERFBIUEH (CLI) M7 1.0 54


https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.amazonaws.cn/acm/latest/userguide/acm-slr.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-slr.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html

Amazon iE P EEE CAPiEm)

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

ban o % HHETAA B LB A Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZBHERT , ACM 2EEBREALE CA A FRSXEKAR (SLR) MMM EMKS. SLR
AT BEFIEITEMRNARIFILER, ERE SLR BEHFE , ALAUTHTER IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMRFHE SLR , s TH H AR EUN TR ¢

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOOQ0OBBBBBBB",

"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServ1ceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:4172",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

},
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
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"Region":"ap-southeast-1"
}
}
}

WMRERD SLR , EERFBESKEAEH T ACM,

& 1 Amazon Certificate Manager A& iE$

B LLS H Amazon FAB CA KW AGIER , LEFRE PKI RERWEFANESFEA, SHAXHS
SifH, UEPHEMNBZNIAER, WXHSNELLFE. BX Amazon A8 CANEZER | 5
¥ Amazon FAEIEPM AN FAFIER,

@ Note
T RH ACM MEERSGAM , BHTES HAREEESRHAETH.

e
. SHEETES (254 )
. SHAEES (CLI)

SHABIUES (Z2HE )

1. BFAmazonBEEEH A HET A TMuLITFF ACM #2#|A : https://console.aws.amazon.com/
acm/home,

1%$% Certificate Manager.
ERES HOIEPEERE,
EESH,
BAFEANLEBRANED,

o b~ 0N

(® Note
BIREMIEERN , BASMEAR A $ H % ZHWEM ASCIl FH.

6. i%3#F Generate PEM Encodingo
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(AFER)

7.
8.

EFRTTKo

SHFEIEP (CLI)

£ R export-certificate W HFHABIUEPMNIAERH, BT, BX0H
3

BEHESSHEIIRA | H55ILESR A BB LA S HHE,

® Note

BEREBEBHNNHEABUTRLENERE, SW UM T ARG ERG M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RO S ERER jq AMERA PEM .

[Windows/Linux]
$ aws acm export-certificate \

ERBVHES, IERENNZZAEHERNEFD , ENFNIEE Export to a file o

B, "TREZR:E
, BEAXHRERNFEDEEFEREXHS RGBT RUXHRERZBZIE, XFTURHILER

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PxrivateKey)"'

XL base64 HwIBHY PEM BXiIEH , R RERHENMBENAEEL , W T EOEEREIFT .

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMTcx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAQGCSqGSIb3DQEBAQUA

8UNFQvNool1lVtICL4cwWOdLOkxpwkkKWtcEKQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYJIKoZIhvcNAQELBQAw
EZERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ

1=
=T

HFABIE (CLI)

MR 1.0 57


https://docs.amazonaws.cn/cli/latest/reference/acm/export-certificate.html

Amazon iE P EEE CAPiEm)

NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwWQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHgqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]F1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

BENMEARTREEXHA , BN > EERMME LAV REF , ANTTERMTER,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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FHE$HS A Amazon Certificate Manager

BX 7 B1& Amazon Certificate Manager (ACM) 1248 SSL/TLS iEH4 , BIE A LS AEAIBIRBHY
AmazoniE$, BUREERTHRENRERSRE  ZEMNE=ZHFIEBMANE (CA) FREGED , HNEH
ACM M AWIEBFeEFHEENNARFHEER,

BRI UNS ARES A FEMAS ACM £ Amazon R . £SANIERS ACM REMIEBH T
FRMEE , RE—1EEHIN : ACM T2 RS ANLERRHEEELT,

EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B USGALFHWIEH, THUSAS
NEEHEEEWIER , BXIFEENS A,

/A Important

BEEMFTUERS ANITEENISHARA TIPSR AEITIER, S LAERA Amazon
CloudWatch Events & AREBEG RN ZXBH , NTEILRHES. BEXEZER | 1§
&7 AL S# EventBridge.

ACM FFIEIEPRRXEMER , BFEESANIES, EEFE—EHATFFRE Amazon X3
F#) Elastic Load Balancing fa#391#88 , B4 ITIEBSARELERHPEATCHENEH, EX
Amazon E{#EMAE$ CloudFront , BATRESGAZERD (HERLILE ) X, BXEZER
B XN XE,

AXMAFEBSAZ ACM HIES | BSHNTEE, NREENS THAE  B2H IHS
£

. S A ACM iEHH SRR M

. ERABANSAKR

. EHSALED
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S A ACM iEH W FEIRF M

EfNBZAE SSLTLSIERE S A ACM , AAEIREIEPREFA, EES AHIEAMazon iEPH MK
# (CA) EEWIEP , BEXNBFILEPWAERANMLERH, BHUEP ATUH B A A R Fr
BEME

NTHRESANIES , XTEEMZEEMZRAKRD. ACM XEFUTEE (FS5HN APIEH) -

- RSA 1024 {i (RSA_1024)

« RSA 2048 i (RSA_2048)

- RSA 3072 i (RSA_3072)

- RSA 4096 {i (RSA_4096)

- ECDSA 256 fi (EC_prime256v1)
« ECDSA 384 {i (EC_secp384rl)
« ECDSA 521 i (EC_secp521rl)

SHEEBUATHEAER :

« ACM ERBRFSNAFFEXFNEZNZH X NESEERBFEXE, Hlm, CloudFront {XZ# 1024
fI RSA., 2048 . RSA, 3072 {i RSA, 4096 {1 RSA # Elliptic Prime Curve 256 {u24f , ™
Application Load Balancer X ¥ ACM RIEMNFIEE £, BXFHAEE , FSHEFEANRSFHIX
=

o UEP AR SSL/TLS X.509 IR 3 i, EHAMBELERH. MUNWTLREEFS (FQDN) = IP
it AR BEX KM ENE R,

- MEPALHERHENAEZHELSE , LA HMA CANERAZLE, EXTERVERH |, %
AEZATBEE 5KB (5,120 ¥ ) , HESMAME,

- WMRIEFH CAZR , ARLEFRREMIEDE , NiZEXHRA PEM Hig,

c IBESANSUMEZERN, FIEPNERPHF B2 RER2E , TES AUEH, NotBefore i
FPZROEERHNTHBEY , NotAfter FEREESERENLE R AE,

- EEWNMAILERME (IEH, REFANEPLEE ) XA PEM B, L% DER RENMELSEH
BiR, BXEZEREURTRA , ESH L PANZRANS AKN,

o BT (EHFHSA ) B, MBREFSANERFEEYT B , WFEZEHRM KeyUsage =
ExtendedKeyUsage ¥ R,
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BISh - EZBIMIES ExtendedKeyUsage #Lt | BOUEHF S ARV B IR S P RIEMNIESH, X7
LLER T MZEAL |, BHEPMEVEFTBRRFS Chrome REEFERM [ ClientAuth EKU 3 & iE
+,

/A Important
NREFEFF RS HRIETIEE , MAMBTREEMEIE , B ACM RAXEFEIREI L
S ANIES,

« Amazon CloudFormation FX#ZFFiEH S A ACM,

UEBMEZHNF ABN

ACM ERE 8IS AIEH, IEREMAERE (WA ) |, FUPEM BN ESNMNA4HITHB. PEM
L& Privacy Enhanced Mail, PEM X ERA TR RIED, EHER, EHENEH, PEM B X
HHRBETREERE .pem, EXHIERFIER,

® Note
Amazon T2 HE A THRMAE PEM XHREMIEBEXNIARF. LT REKETERA XA
BERETRRERE, NMREFERITEERMNES (HIMBRRSERARIZNES ) |, B
LAE SRR TR TR (@0 OpenSSL ) o

THHNRENETESANXHEER, NIREENXHHEEREHAXEAN , BEAXREERFEAN]
TR (FHFA ). EE  MRERBEE PEM XHEFNEAZR , REQESTHRE
AN —ANRBANZER , WAEH, IERERBERHRLH.

Example 1. PEM w3 AYiE
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Example 2. PEM 4w %3 Y 5 4%

—MEFEITE —NRZMEH. BAUERAXARESR. Windows B copy @R E Linux B cat i
SRR R X EERED, EPXTRINFEE  FE8MNEBHERZALG —MER. NESARE
R, BREEFRIR. UATREASE=Z/MIES , BEENIEIRETREEEESRELNIES,

/A Important
AEMEFHEHFEPEF.

Example 3. PEM 43 75 B4R

X.509 fRA 3 IERBEANERAEE, EOE X509 ik BHIUEHERN , FERECNELT-LNEEHHA
X3 B HAE AN EEMBRU KD, XPREARETLEPRFRP, BLARERERKNLEEH.
ESALEBHNEELREZER. THHBAMNE. TENRANE - RSARBEEH.

THHNREINE - PEM mIBNHEEHELEZH. BESURBANAR , TRTE2ESHR. W
REBBZHIR , ACM £ES AT EF LA L2 A 5 A IR
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SONTE

BATLAER, = ACM API FAZRIRBIIER ( BE=ZHFEERSEAFIRMENIIS ) A ACM,
Amazon Web Services EIE#2#l4A Amazon CLILAT B &R R T {6 A Amazon Web Services
EEEHA F Amazon CLl, MIEM A BELIREUE BN ER A EREENEE 2R, Amazon

/A Important
BERNZEREELIUAE A ACM IEPH FREH

FA
- SA(EHE)
« & A (Amazon CLI)

SA (E2FE)

LT 7R 50% BR 20 BB Amazon Web Services BIRIE4| A S AEPH,

1. fEhttps://console.aws.amazon.com/acm/ZX T ACM #2#l &, MREREHXEH ACM |, BE
# Amazon Certificate Manager /7@ , H1EFH T A Get started ( FFRER ) &E4H,

2. EES AUH,

3. HATUUTRE -

a. XITF Certificate body , #iWEES AK PEM wEBiEH, BRI ----- BEGIN
CERTIFICATE----- FFLHEL ----- END CERTIFICATE----- ==

b. XtT Certificate private key ( IEFFERHR ) , HGIEHH PEM HFIBH R NBHLEEH,
BRI ----- BEGIN PRIVATE KEY----- FrLHBL ----- END PRIVATE KEY----- gk
=38

c. (™) ¥ F Certificate chain GEH4E) , ¥ PEM 42 HYE P 4%,

4. (FE) E@SAWNIERRINGRE |, FEFEFREL, FEEN Amazon BIRZEMIRIE. B MRE
HILEEXHN—MNE M—NEE. BUUERREREERRNEREREN Amazon KA,

5. &EES A,
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£ A (Amazon CLI)

LA 74505 BA #n{a] 4 F§ Amazon Command Line Interface (Amazon CLI) & AMEH, ROIBEUTE
I :

« PEM REBHIEFHFMEER N Certificate. pem B,
« PEM RIEBHIEPEFMER RN CertificateChain. pem BIXHH,
« PEM REBHARINBIERAFHEER N PrivateKey . pem B XHH,

EFEAUTRA , BRXGEERNECECHXHE  AE-—NEETHPRAMENS S, NERTH
&, LTFREEE TRITHNS RO ZEHE.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate A HAIITER , MFFRE S AKIEHH Amazon Resource Name
(ARN),

ENSAULS

MRESEANTIEPHGESEM Amazon BREXE , MO EIEBBP 2 EHS AZIES |, FRHR
ZBIRBIEPH Amazon RS XEt, X5 ACM £F K Amazon REMWEZEER |, S5 ACM £/
RS -

EMMS AR, EAUTRE :

o« W LURINSMIBRIBIE
o BTFBEMRIEBPRIFFEES.

« WRFRBSAWIEFHHIFHE Key Usage ( BHAE ) ¥R , W LURMIBYT RE , B8RRI
By RE.

- MRFWBG AWIEPHFE Extended Key Usage ( T RZFRE ) R , BN RE ,
BFREMEBRNENYT RE,

FlA\  BU U BREF REMRIET BRARZ, XUENTLNZEY , BNERMEAVEFTBERRT
& Chrome BRREFERM M ClientAuth EKU SAIEH,

& X (Amazon CLI) MR 1.0 64
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
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/A Important
NREFEZEF RS HRIETIEE , MAMBTREEMEIE , B ACM RAXEFEREI L
S ANIUES,

« BIARBEMANTERER,
o BRREEMS AULHETNATRITE,

F&
- ENSA (EHE)
- EHS A (Amazon CLI)

BEFSA (EHSE)
LU R 45135 BF 7041 A Amazon Web Services BB 4| 8 EH S AEP,

1. #Ehttps://console.aws.amazon.com/acm/ZR 3T FF ACM #2H| &,

2. EBRIBAEEHRS ANIESH,

3. FTFEBIIFEME BB H %R Reimport certificate %24, MRBEE Bk FIEP B EZLHIEFR
RS |, iB1E$F Actions £ L Reimport certificate,

4. XtTF Certificate body , 5 PEM 4m#5H x4 SKAKIEF
Xt F Certificate private key , #ilE SUEHAEHEAXIKN PEM HRIEBHARINBIEZEA,

(ATi%) X F Certificate chain (EF %) , 6 PEM $RIBHIEHEE, I BB EREFELTIES
WA — AN ZMEBURIBIER. MRESANERREITIEN , WFFEIEHEE,
7. EFEFXRENIIPHNER. MEREEHIR , HiEE Reimport,

E#HS A (Amazon CLI)

LA 7RI BA N4l F§ Amazon Command Line Interface (Amazon CLI) ES AP, REBEUT
£ -

« PEM mEBHIEPRFMEER N Certificate. pem B,
« PEM REBHIEPEFMEER RN CertificateChain. pem XX HH,
( IXPRFABIUES ) PEM wmIBHIRMEFAE HEAFMHER N PrivateKey. pem B X HH,
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- BEBEEHS ANIEFR ARN,

(AFER)

EEAUTRA , ERXHER ARN BN EACHXHETN ARN |, HE—NELTHREAMEMNS
To NEETHER , AT REAEE THRITHNS RN,

® Note
EEHSAUSH , BYLTIEEIEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

R import-certificate HAIITEMR , NRHREUEHBH Amazon Resource Name (ARN),
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U EE

BaILAER ACM #4l& 3K Amazon CLI SREEIK P HEP,

« JIHIEY BF ACM EEMIES, ERNIIREBEAXREMIBHNHERES.
- BEF P HAGEE EFEMEFNEFHRES.
o HBRIES RFEMIEEIK S P BER. B BRAVIE P AT sE S FE M BR /= A9 22 i) A EHERFE B R AP

5| EERYIEP Amazon Certificate Manager

BRI LAE A ACM #2515 3 Amazon CLI 5l ACM EEMIEH, EHAE—IMREPRSAUSIH
500 MEF , CLI &Z ATBASIH 1000 MIEF.
fE Rz H & 5 HE+H

1. 3TF ACM ##Hl& , Wit 7, https://console.aws.amazon.com/acm/
2. BEFRIUERIRPIHNER. BALUEALE LANTBINESTIER,. SMEPLE—1T, RABRT
NEMEBETRUTS :

« Domain Name ( 5% ) - iIEBHZTEREEHS (FQDN).

« Type (K& ) - iFPHER, TAEMNEEFE : Amazon issued ( Amazon B4% ) | Private ( 28 ) |
Imported ( ES A )

. Status (IRFA ) - EBIRE. ATREMEEFE : Pending validation ( Z#&FRIE ) | Issued ( EMXL ) |
Inactive ( 3E5E3) ) | Expired ( B3 HA ) | Revoked ( E /4% ) | Failed ( M ) | Validation timed
out ( WiIEHAT )

« FEMEA? —ACMIEBRESEM ELB 23 M Amazon lRFE3NXEKiER, CloudFrontE R LA2
No = Yes.

* Renewal eligibility ( 1T 84 ) - HEBIREEHE , ACM REAINABZHEITIEH, AREHN
{7 : Eligible ( B4 ) | Ineligible (ZBRIE ) o BXERAN , FSH PHEEEBHLEIT

Amazon Certificate Manager,

BYRERFH A LANREREN , EAMAENNEHLERNIEIRHE. EERTBRABTHRITAR
UREREMESFR. UTHRFERAA :

- Additional domain names ( Ei#% ) - EPHFIEN —NHZMHE ( FBEHREH)
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Amazon EHEEE Gl o

« Requested at ( FE3KREtE ) — ACM & RIEFRIATE,

* Issued at ( MARTE ) - MAMEBHRTE, HESMERTF Amazon MAWIES , FERA TS AN
Ef,

* Not before ( TR F ) — IEBEHKZBIHIRTE,

* Not after ( T8 T ) - B AIZFIEB LR,

« Revoked at ( mEEATE ) - X TERBWIES , XRIEMRENE,

- Name tag ( BFHRZ ) — BLIEF LB Name HIREWE ( MREEXENRE ) .

 Renewal status ( ZiTIRE ) - IEBBERETHRS. AEEBEREITN , kFBFTR2ETHE
H{E. TEEME R : Pending automatic renewal ( ¥ B314£1T ) | Pending validation ( #$31E ) |
Success ( KX ) | Failure ( M )

(® Note
MEPRESNEXAREFTERIR S REEN. MRESFE , MIEBERSKE 72 PEE
B, FEMSFAMNKTIREET R REIT SR,

Page size ( WE KX/ ) BIATIEE T EMNMEFIATNH LIREIMWIEBHE,

BXTHIIERBEFEAEENEZELR , i8S &F Amazon Certificate Manager iEFi£15,

E| HERYIEP | B EH Amazon CLI

# /A list-certificates @55 ACM BEIEH , MU T RAIFTR

$ aws acm list-certificates --max-items 10

BHERERLTTXHER

{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
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1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",

"NotAfter": "2032-06-11T23:42:49+00:00",

"CreatedAt": "2022-08-25T19:28:05.531000+00:00",

"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...

FigERT , RIREEHE keyTypes RSA_1024 5 RSA_2048 #EEL B —NEEHMIEH, EEE
BEFNEMIES  AINETHIERSIEATREZRV K/ PWIES |, BRM --includes S8, B
TRBIFTR. FIALSE , BA LS ER LR LMK R

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

& & Amazon Certificate Manager i 115

AT LAE A ACM 2 HI 5551 Amazon CLI A X ERIUEH HY# A TR,
EEFEFEFLEBEFAER

1. $TF ACM #24%| & https://console.aws.amazon.com/acm/SA B RIGMIE S, BRI LERAAELANRT
& 58 % TE B,

2. EERAHEBHFATHE , BERILES ID. WEPFITARE , EHERUATEER

o EPRES
« Identifier ( #RIRFF ) — IEBHY 32 F +AH HIME— PR IRFF
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« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID &=
# Amazon Resource Name (ARN)

« Type (K& ) - iR ACM IEBHEEXKF, AEEMNESR : Amazon Issued ( Amazon 2
MK ) |Private (A8 ) |Imported ( A ) o« BXEZEE , 1S Amazon Certificate
Manager 2 #iF P = i 5 A Amazon Certificate Manager,

o Status ((IRF ) — IEBRES. ATEEMEBFE : Pending validation ( FFRIE ) | Issued ( B
MA ) | Inactive ( IESESN ) | Expired ( 2338 ) | Revoked ( 2545 ) | Failed ( X ) |
Validation timed out ( 3 iE#EAT )

» Detailed status ( F4RAS ) - MRS AEHH B HAM 6 [E]
. 15
« Domain (i ) - IEBPHIELREFH A (FQDN),

« Status (RA ) - HERIUPRZ. ATEEM{ESETE : Pending validation ( FFRKIE ) |
Revoked ( Em4%H ) | Failed ( %1 ) | Validation timed out ( B®iEHET ) | Success ( K Ih )

- FHER
- EEMEA? - EBRESAmazon £FARFXE , ATREMNESR : Yes (=2 ) INo (&)
« Domain name ( #%& ) - IE BT LREHS (FQDN),
« Managed by ( BE¥E# ) - FrRfEHA ACM EXEiEF ) Amazon BRF
« Number of additional names ( Hftt B E ) - BN HERHNF B
« Serial number ( F5I& ) - iEBM 16 ZH+REHFIHS
- Public key info ( A EZBRFEERE ) - EREAXNHMBEE L
- Signature algorithm ( EHHE % ) - BTFERH#HTEBNMBEZE,
 Can be used with ( AIAAT ) - TFEFXLESHWIEBH ACM ERRS IR
« Requested at ( iE3RATE ) — MR ERE B HF A8
* Issued at ( MAATE ) - MAEK BEARETE ( MRERH )
* Imported at ( S ARE ) - S AW BEIFEtE ( WREAH )
« Not before ( A8 F ) - iE BB RHIKFF 246 6]
* Not after ( F¥F ) - WEP#YZ/HA H HAFIAT A,
 Renewal eligibility ( ££1] & 4& ) — WRERV{E RN : Eligible ( &1 ) | Ineligible ( X B&HE ) -
BXRBERAN , FSH PHFEEIUEHEIT Amazon Certificate Manager,
 Renewal status ( ZiTIRE ) - WEHIE ﬂ?%‘éﬂ'ﬂ’ﬂk Yo /\ﬁ"fj_:lﬁ RERTHY JH:—T—EQZ“::\J_/T\#

BEE. agEM{E RN - Pending automa

HE RS ) | Success ( B2 ) | Failure ( KK ) o
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® Note

NIEFRSNERAERFER PR FREN. MRBIFRZ , MIEPHFERSKE 72 )
BN, ARSAMNKTFREEMRFEITIE,

- CA-%¥% CAW ARN
- IR
.- B2
- B
- Validation state ( BUEIRAS ) - MRER , TEEMENR -
« Pending ( Ei2 ) - BERRBIE , BEKRZEK.
« Validation timed out ( BiE#EAT ) - BFRNVWIESEAT , BEERALEEZIER,
« None (%) - iEBATHE PKIRBEZE , FHEERIL,

EEEITIPFMEES , BFH Amazon CLI

ER R d escribe- certi Amazon CLI fice ERIEBFAEE , WA THIR ;

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

WEIRERLTTXHEES :

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
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"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

1,
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
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"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"

il Bk R B B AYE 4 Amazon Certificate Manager

BT LAER ACM #2183 Amazon CLI BIBRIES, MIBRFRIEERZKA —HM. IEREMREIELE
B W B R o

/A Important
« BTEBIBREZEREAME Amazon RS ERAR ACM iE+, EMREEFEANIES , BUME
IBRIEHRER, XRERAMERRSHIZH A CLI TR,

-« MIERAFBIEBMRAN (CA) MAKIEBX CARERME, LFREN CAXNER , B
MiBRiZ CA Nk, BXREZEE , HZH (Amazon RBIEBMARN AFERE) FHHIMIER
MBS,

58 A 422 11 & R BRAE 5

1. #JFF ACM #2H|& , MukR, https://console.aws.amazon.com/acm/
2. TEIERIIKAF , &R ACMIEBN N EEE , RiF1EF Delete ( BIER ) o

(® Note

BEFENFIRFFHNER  BEERNIEBAEAIKVETR, EAURKRTAENNERE=
AERERF, EERLERA EARYTTERN LS ITNES.

EBRIES , A Amazon CLI

] BRAIE B MR 1.0 73
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£ H delete-certificate A SHIERIES , MU THTAT :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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R FEE UL EEIT Amazon Certificate Manager

ACM REL Sk SSL/TLS MAKIEPRMBIEELIT, XEWKE ACM FEHEITEMNIEDR (WRERE
FI DNS Wi ) , B EFES BN EEREL FHB4ER, N TFLAEMFAE ACMIEH |, FHiRHixL
i

B EET , BERERUTILR

- MR SHf Amazon RS ( #I4 ELB =% CloudFront ) <Bk , & & &K,
- MREREMRFELRETESEN , WFEERML

- MMRERBIAA ACM RequestCertificate APl MARESH , E RS H M Amazon BRER<ELHY
ABEIES , NFEERHET

- MRTRBIZEEEFEMRAESH , RERSHM Amazon RFKEMALBIES , NFEH
.

- MREEBIIEA Amazon FAH CA IssueCertificate APl A WFBIES , WA FEEK,
- MRRSAMIUESD , WFRFEEH.
- MRETH , MRFEERHEF

WA | EATR BT SEFRCEE B XM Punycode ER :

1. Ll“<character><character>--"#& =\, 7 L 1915 B S M 5 “xn--"— B,
2. Blxn--"FF k9 B th A —R B I EBRLIE B .

Punycode /=4l

& HWE ORmE AW &E
1 &4
2
examplecom & A& v F & LL“<character><character>--"FF sk
A A
a--exampl TiE TE v 7 2 Bl“<character><character>--"F 5k
e.com A A
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=& B B W  BE
&1 &4

2
abc--exam & T E v 72 Bl“<character><character>--"Ff 3
ple.com A H
XN--XyZz.com X = v BERNERRLEE ( #EHTHE.com )
Xn--examp = ) X FRERNEFRLEA
le.com
ab--examp B B X RATFUEL“xn--"FF 3k
le.com

% ACM &ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, A , ACM iEH 2 Xigtk
RRo MREBEZA Amazon KFHBE —NMHABMIESH |, MEMEPE AL LT,

£

o 1] ACM RNBIEH

« FAHIUEPHLITF Amazon Certificate Manager

- REUPHEITIRES

1] ACM NEIEH

EMESEENANFEEIESRE , Amazon Certificate Manager EEZIIBABEC RIBAFAE SR, X7
LUEE DNS KiF s FERAFRIFM AR 1T. HIEBFEELITH , ACM &FERAZZaERNHERES
EREMBIUECHAMENR, UTEEEATEITIEEZTER THIENG,

T

o Z2TiE3Y DNS WiFfyiE

o SATEA B FHR IRV IS
o £iTEN HTTP KIF/YIE
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TS DNS B UFAYE

T HRAFEA DNS BUEMAR ACM iE+H , REZITRZELB3LH,

TS HARI 60 K , ACM @R EUTEITHRHE :

« ZUL$H B AT EA Amazon BREE M.

« ACM 12V FrB 24 FE DNS CNAME i85k ( BMNE—WEBZABH— ) BEEATUELI A H
DNS A8l

MRBRERXERNSE , ACM FINAEEZ EBETRIEAZITIES,

MR ACM ELITHR T A B RIFEE , M4 KX Amazon Health EventBridge =41 Amazon =
#, XEEMHFESHI 45K, 30K, 15K, 7R, 3XM1 REx#E, BXRESZELE , H2H 1LY
#X ACM #9 EventBridge X%,

21T A BB F BRI UE RY 35

ACM IEHH BN 1318 (395 K ) o HITUERFEBREAMBERNITRE, ACM KEIEHEHA 45
RITIRE S 2R KA B FER A bt RIEEITBA, ZBALEE —MEE , S E TR &Iz
BT, RIUEATESIHREE , ACM 25X BB E ARN REITIEH,

MR ACM ELITHRIT Z B RIEEE , M4 %X Amazon Health EventBridge ZE4#1 Amazon =
o XLEEFESHFT45 X, 30K, 15K, 7K., 3XRM1 XKk, BEXESEL , 30 LT
#%t ACM BY EventBridge #F.

BXREUFBFHMNEZELR |, 1S Amazon Certificate Manager B FHBFRIE,

ETHNAEEAXEER IR FERHE , ESH B3)# 1T Amazon Certificate Manager & F BB 456
iF,

B 3T R0 6 E BB, T B 44

FEHRBFIERRRBBEE R FHHFRIE (B3 Amazon Certificate Manager BB F B 4FIGIE ) |, &7
LAEF Amazon Certificate Manager API 53K ACM [E48 % 3% — £ B F4&1TiE 8915 B W 58 F a4
BNEUTHER THATICERE

« BHBAER ACM iEHAE AR B B FERAFIRE,
« BRNEPNEITTRENEEFRIE. AXBELEPNEITTRENEE , BERRBIERHNEITRS,

DNS iF Y5 MRA< 1.0 77
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o BRIRBIHFEERE ACM FIEPBLIT RIEM R IR0 UE B F R4

ENRIUEE FEMME LA B EEREIERERPHROEENFETRAE , JELER ACM API #
#IResendValidationEmaili®4E Amazon CLI, = Amazon SDKs., ACM &8 FEfEXIZZIIEENE
s, A LUBE £ X8 X8 Amazon CLI Amazon CloudShell 5 45 F 317 [8]3%] S 28 I Y o

HR ACM EFRIEFI IR FHRHF (12FE )

1. EZRH I Frhttps://console.aws.amazon.com/acm/E Amazon Certificate Manager#llo
2. EBRFEERIFMIERHIES ID,
3. %$® Resend validation email ( E# XX W UL B FEBH ) o

B3R ACM EF KA FHRIE B FH 4 (ACM API)

£ ACM API| AR fE A iZResendValidationEmailig e, EXFERT , FRIEPEH ARN, EEFFHRIF
BV LA R BB B A RUT e IE BT ER RIS, AT RGIEBR I Amazon CLIAITIZIRE, bR
FlaEmITRLAME TR,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

ZiT@ET HTTP KiERYE

ACM A & #)&3d CloudFront HTTP 3&1E 4 & K9 124t B s B LT,
FELHABT 60 K , ACM &R LU TNEIT&M4 -

« ZUEHERIEREERA CloudFront,

- MIBLEN HTTP RIEEFREAHRFASEMHNS.
MRBRXLERYE , ACM FINAEHE EBITRIUEHAZITIES,

MR ACM ELITHELEBIRIUEA , W& &% Amazon Health EventBridge 41 Amazon &
o XLEEAFESHFT 45 X, 30K, 15K, 7K. 3XKM1 KRk, BEXESEL , 30 IS
#X ACM #J EventBridge 5.

HTTP ®iFA1E MR 1.078
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https://console.amazonaws.cn/acm/home
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RNEREIIET] |, B RedirectFrom NEMWARNBSIUEBHE NI RedirectTo MEW AN A
PCEL,

FAIUEB LT T Amazon Certificate Manager

MR BHFE CA XER ACM iE+H Amazon FAH CA BRERHEITRELT, ELFREME ACMIEH
TRE , %A PKIWIERFFERIE, YERAEFFMKEEFEXPLFAMAR CAILEREY , Ba
BMEE.

® Note
REMFEH ACM 24| A5 ACM API B9 RequestCertificate IERBRIEP T HFAHLELITR
##, Amazon #.8 CA {8 Amazon FAF CA API JissueCertificate R EEIZEM X IE P H
ACM B,

LHIEENILERIETR 60 XZHRT , ACM 2 BHZ LT, XBEFHSHMELZENIUES (Hlwn , £X
WHBROR ), B BALARER A ACM APl B RenewCertificate IR ERR&ILEIT. AXBHILITH
Java KIRBI | BESHE LITIER,

Zilg , ERHEIRSHEXNBOT IR

- MFIEHE ACM SRS KB , MFNEHR/RBRIBIES , MAFTAN T RE,

- MRIUAEPBFE ACM £FRFKEK , UEEEFRESTESHALTREEITWIES, SAUFH
1TIXLEIRME |, B AT BATE Amazon BYAmazon Health#5 B T 4TiX L1 4E EventBridge , Amazon
Lambdafl iR, BXEZEE , H5H B3 S HELITRIEH,

Bz S HESITRIES

UTEBREET —NMROBRGE , BTHE ACM £&iTHA PKIIERR B3 S HXEIEH, thRHAIRM
ACM R GHIEBREMEER ; ShE , EPM4ALRREHBIRRE L.

EREFE B3 S HIEH

1. 1B ( Amazon Lambda F X EIERE) PP R , CIENEE—MNIH ACM S H API 8y Lambda
B

a. BlE—1 Lambda E¥,
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https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
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b. NEMNEHBOIZE - Lambda FITAEHRMUATEERE. ZRBEATEHHRPHRBED
A ACM API BYExportCertificate}® R RLEITHIE B FFAEH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource':"*"
}
]
}

£ Amazon FEIZE#H NI EventBridge , AT ACM BTHRREH , HERNE Lambda BEAT
HARAZEH. ACM BXRZREITIUERBIEBSEA Amazon Health B, BXRXLEBRNESE
B , #5519 £/ Personal Health Dashboard (PHD) 8 &R %S

WA T EHFEXREEAN,

"source":[
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
.

"resources":[
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"arn:aws:acm:region:account:certificate/certificate_ID"

}
3. BUEBMARELFHREUERRTEUEITLE.

MiAFAE PKIIEBHFEE XL

B A LAEA ACM API 5 Amazon CLI Fahllif ACM EELIT TERENEE, BXIXBM , Bl
BWIANEHIEBGES IR E ACM B314E1T,

(® Note
& RN H Amazon 48 CASLA M-S HAVIEB LT,

LB T EEIRE APIRES CLI 5 rt , ACM &R EITIEP. WREITKI , ACM AEHE
BiEH A AP WE P ERNIERTHE, MRIEPE ACM ERBRFSHEXE , NAMBHIEPD , H
£ Amazon Events 4 K £E 1T CloudWatch Bk, MREITRK , ACM iR B iR H B KB MK
B, (&AM describe-certificate W S EFLFES. ) MRIEBFREIENRSHEN , &
MAFERESEHFHFHZEEREL,

/A Important

EEA ACM ££1] Amazon 348 CA IE+ , BU5EE ACM BRS TR F 1T LR ERINR
BEXEZER , FZRAMEBEIT R ELE ACM,

FHMRIUEBLIT (Amazon CLI)

1. {#H renew-certificate iIEPEIT S HNLBIED,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. ARE , A describe-certificate e P HIAEEMZIEPWELITFAEE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID
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FENHUEFH LT (ACM API)

KixRenewCertificatei®R , 38 EBLITWIEILEPH ARN, ARG A iZDescribeCertificatei/E
BWINERBHNEIT#FAERCEF.

REUHHEIDRS

HEZHETUERR , ACM 2 IEBFMEEFRME Renewal status ( ZITIRD ) FRFER. BRI
£/ Amazon Certificate Manager #2#|&. ACM API Amazon CLI, = Amazon Health Dashboard 3k
KE ACM IEBHLEITIRS. MREEHEH A Amazon CLI, 5 ACM API , NEITRATUAR TES
HE PN TJEERPRAE 2 —. MR A Amazon Health Dashboard , tt & E RELHE,

EFERIERIT

ACM EEZRBIRIFEPPNEE. BXEZELR , BESHE L1 ET DNS RiFfiE, TEH —
FHigE,

FEWIE

ACM ZEBFRIFUEBHPH—IHSMAR . BATRMITHERBERIEXEEHE , FUTELET
EP. MREFAXEBERNRBEFERHFRIE , FEKR ACM KXW B Fibd | IRRiZB FHp4
PEERITRIE. RZAEANRE DNS Bil , HRELHR DNS EREFEABIERNHEEA
o

B Zh
EBFHNMEEEHEERIE , B ACMEI] TiEH., EFEH—FTRE
R

EPEH 2B - MRS MEERRIE , Fitk ACM RETUEH, BRI BB RMAVIES,

MRIEHSHAM Amazon RS ( HlI0 ELB 5 ) xB , B ZIEPELSARLEXREITEESH
CloudFront , MiZiE BB HEEEEIT,

(® Note

MEIVRASHERAREEFZR IS RER. MREBEZ , WEITHERSE 72 PlEE
i, FESTMNAFTHREESRITERE. BXRABHFERL , 1ﬁ/lﬂ}3F§u't:Fnﬁ RiE &
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F&

« RERS (BHA)

- REIRZE (API)

- REIREA (CLI)

- {#£ Personal Health Dashboard (PHD) ¥ &R

RERS (B E)
TENIRNAOAER ACM 24 ARE ACM IEBIEITRE.

1.  TEZRHITFhttps://console.aws.amazon.com/acm/E Amazon Certificate Manager#ilo

2. RBFFE$H , EFHEMEER.

3. £ Details #87 & Renewal status ( LiTIRE ) » WREEFERDS , %8 ACM RFF A LLiE
EHREELITIRE.

*AE'H(/LA (API)
B ERWMAEADescribeCertificate B ER EIRSH Java R~ , ESREERIES,

KREIRFA (CLI)

THEN RN FMEER Amazon Command Line Interface (Amazon CLI) 82 ACM iEB£E1T IR

o

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EMRH | FEE RenewalStatus FERAME, WREXEEFE RenewalStatus FE , 8 ACM
RIFBIEPIEELITIRE,

& F Personal Health Dashboard (PHD) #& &R

ACM 3 Hig] 60 R&ZRBHELITER ACM iEH. MR ACM TZEBHEITENIES , eoBEIP
FEESR 45 K, 30 X, 15K, 7 X, 3 XM 1 RABRAEPEITEHEAN , EHNEEEXET
3, Amazon Health Dashboard Amazon Health Dashboard & Amazon Health RS —Z 9. EF
FTERE , FNKFPESSMRIENEARFEHAIUEET, BXEZER |, iS5 Amazon Health
AFE=E.
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® Note

ACM FHELEITEHBAEA PHD HELHPNENSEH, EMBHNBLBSZI—MNEA , E
BT RN A L,

E 4 Amazon Health Dashboard , EHITLA T #R4E :

&% Amazon Health Dashboard at https://phd.aws.amazon.com/phd/home#/,
1% Event log,

33 F Filter by tags or attributes , 4% Service.

1%3% Certificate Manager.

R A

¥t F Event category , %&# Scheduled Change,

R A

N o g~ w0 Dbdhd =

{§ A Personal Health Dashboard (PHD) # &R % M7 1.0 84
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¥rid Amazon Certificate Manager &R

HRERETE ACM IEB D ENRE, SMZETE—NME N—1ME. EALUEA Amazon
Certificate Manager ###|&. Amazon Command Line Interface (Amazon CLI) 2, ACM API &7 10,
BEESMIBR ACM IEBHIRE, BAILUEERERE ACM 2 AR ERHRZ,

WO LA BB EERNERNBEUIRE, Hlan | &\ LAEA Environment = Prod =
Environment = Beta #rZEXRAZN ACM iE B RMIFZLUBEZN ACM IEBEESHIFE, LT
REEBANANEMEBENFSFRZH R

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

HAth Amazon BREZHRFMRL, Hit , BUUER-—HZSEATRNERAERXLERFTER
FR. Bl , EWATLUFHRZ (Bl Website = example.com ) B4 ACME$, Higiig@EzsURk
AT example.com Pk E M &E R,

&
« RERHF
- BEEHRZ

R PR
HFEEAT ACM EHIRENERRS

« 8/ ACM IE B R AFEHZ 50,

- MEENFERAKER 127 MNFE/

- MEENFRAKER 255 MNF/.

- FEENEX D KNE,

- RE aws: BIZRLAAE Amazon £/ ; BTEFN, FEIMBRERI aws: FLHHFL, B aws:
FANBFRER T ABNRRNIFEBR S,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o
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« ACM iEBFRZT HJ#E Amazon Web Services BIE#E#H| & B Resource Groups H#r< 4w 585 P F
A

BXxAmazontricYEN —RE R |, FSEFRicAmazon & iR,

BEIRE

EAILAE A Amazon BIE12 %14, Amazon Command Line Interface 5 Amazon Certificate Manager

API 7810, 4mEE R BRAR o

BENRE (2HE)

&R LAE A Amazon Web Services EEZH & FN. MRSRERE, BB UEH P ERIRE,
s INFRE

£ ACM £ 51 58T A TERFMIRZ,

B R IFRE (EFIA)

1. &3 Amazon Web Services B & HFTF Amazon Certificate Manager 2§ & (https:/
console.aws.amazon.com/acm/home),

ERENERMRSIEPEZHET L,
EFAEEBERT , TR E Tags,
%42 Edit #1 Add Tag.
BAGSHRNE,

EERF

o o K~ W D

i BRAR
FE 58 ACM 125 & 83T LA T T R2MI R AR S
BIBRIRE (2414)

1. &3k Amazon Web Services E¥#2H| & H+TF Amazon Certificate Manager #2&|& (https:/
console.aws.amazon.com/acm/home).

2. ERERFREARERIESZRIFXL.
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https://www.amazonaws.cn/blogs/aws/resource-groups-and-tagging/
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3. EWAFRE®RT , @TRHE Tags.
4. HRHRE.

5. MEREMBRMTEZEMN X,

6. MERERE

IR

£/ ACM £ 8 BE U TEBEERZ,

BB (A )

1.

&% Amazon Web Services EE#2HIA HITFF Amazon Certificate Manager ##1& (https:/
console.aws.amazon.com/acm/home).

2. ERBRRBENIEHLZNETL.

3. HERFAFEERT , BTIR3IE Tags.
4. EERREE

5. BREEXNWIRENBIRE,

6. EEFRF

5B RIRE

£ ACM 2| & P E A UL T I REE S FERRE,

1515 8RR (I24A)

1.

& F Amazon Web Services BB H| & HTIF Amazon Certificate Manager %l & (https://
console.aws.amazon.com/acm/home),

BEEEEHE A LANKRER

&
Rk FIEEE R AFIKFRZE,

LR ERESFERIVIREF R EIRE,

BEIEIRE (CLI)

A
BS

AT EBELT S a0 E A Amazon CLI # 0, 5il A BRIR

EEFRE (CLI) M7 1.0 87
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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https://docs.amazonaws.cn/cli/latest/reference/acm/add-tags-to-certificate.html
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5 ACM SEmRHY RS

Amazon Certificate Manager X #F#HRK B ZH Amazon R . EREENFER ACM IEBHFAAE Amazon
B CAEPEELZEEENMIL Amazon NARF L.

® Note
vt ACM EF ] LA 275 E#E] Nitro Enclave B9 Amazon EC2 324 £, B S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I Sk EC2 3K
Bl £i%BIRII Web REESME R , FSHEKIE : £ Amazon Linux 2 E&% LAMP MRS

BEEHHE  FATIF Linux AMI 2% LAMP W& ARS8,

ACM IEBZ LTRSS 28 -
ELB

ELB 2B ZNEANAEFRESBEEZ Ama EC2 zon £4l. ELRMNETFEERE
Bl , HEREEFNHKBISITEENES , EEESTTAEENESRENIE, ELB 2BE~AARE
Bay BREBERLGERE D, BXABHIENEZELR , i5S 5 Elastic Load Balancing FiF #8/.

BE , I 7TEISSL/TLS, load balancers require that SSL/TLSIEBIREZLAR , NREEAH
#7285 % Amazon EC2 3l £, ACM 5 ELB £/ , Al E g 19#88 L8 ACM iEH, BHxX
EZER |, 55 R B6I2 Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —BIM & RS , EBEINE KL G MEZRFEHNAR , NREFKLA
FoEABNBESNTATHEE, YRAAFBEREERNANERN CloudFront , iZ A F IS4
HEZERREMNLEE S, XETUBRIATEUARESERANS. NRABZHIN T ZEEN
& , M|3ZB) CloudFront X1{f, MRABRLHFAEZLGNE , MSFENEECHENRLEADRK
BB Amazon S3 T2 Web RS89 CloudFront €%, HXE %{E 8 CloudFront , i§5 %
{Amazon CloudFront F X &$5r) o

EJ@EISSL/TLS, CloudFront requires that SSL/TLSIE BRI Z AR |, 5L CloudFront
DENBEZIFHOANBTR L. ACM BEE5EM , CloudFront AEEXITIR EEFE ACM iEH,
CloudFront B XEZEE , FSRIREL SSL/TLS iE$,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
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® Note
EF¥ ACM iEf5—EEH CloudFront , BAMEEERI ( BERLILE ) hXFAFERSH
AZIEF,

Amazon Elastic Kubernetes Service

Amazon Elastic Kubernetes Service  —I$EE Kubernetes RS , TELRZE. BIENEIBECH
Kubernetes 12| & B AT R M= 1T Kubernetes Amazon . XTI 5i# EKS WEZELE |, i55MH
T 5% E lastic Kubernetes Service A F1E®E,

YRATLAE R ACM FI5&E A F Kubernetes B9 Amazon 124188 (ACK) , E4REY Kubernetes TEf &k
MEFMSH TLS iE$, XTERFEEEB R Amazon EKS B HEEH Kubernetes A Ot
FHI9EES 4L IE TLS, Amazon ACM £ BFIEITIEH , ACK BB FEALITHIEBERERN

Kubernetes 4. BXEZEE , B85 £H ACM iEBRF Kubernetes TEMEK,

Amazon Cognito

Amazon Cognito &K Web MBI NARFRHES MR, RNANAFEE, AR AUERAEN
Amazon Web Services Ik R EFEEFR , A LUBNE =7 ( HliFacebook, Tz, AWM
FER ) EF, B Amazon Cognito WEZELE , 55 (Amazon Cognito FF & A RIEF) o

L I&JF Cognito A Fthlit & 7 £ Amazon CloudFront {X¥28% , CloudFront ATLLi% & ACM iEH
KREFEENE, AXTERT , EEE , DERBRIEBSHIXEX , CloudFront 5= B E i
BRo

Amazon Elastic Beanstalk

Elastic Beanstalk AJ# B R E Rin BN EENAREF Amazon , MAXELEITIXEN ARE
FFHYERLZR¥, Amazon Elastic Beanstalk f#{E T BEEE M., BRAF LHNARERF |, Elastic
Beanstalk ¥ B BEXREME., NFHEE. FEASTRAKIENIEIFHMEFS. Elastic
Beanstalk f£ /] Elastic Load Balancing IR 8|2 M #15#85F, BX Elastic Beanstalk WEZFEE. ,
%25 Amazon Elastic Beanstalk FF X A R {5/,

EERRIUESPD |, B IE Elastic Beanstalk ### AP A EHNNARFEEMAFOESR. EXESZE
B , {52 & & Elastic Beanstalk MR/ A E 5 # 8 LLL I HTTPS,

Amazon App Runner

App Runner @ —11 Amazon % , ERMHA T —MiRE, MRERELFIENLR , IFREREHSE
BREEIBE Amazon =AY BEREZ2MW Web MNARF. BLEZIHBAR, REEFH
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MitERS  SFEEMNENFATEMNEE Amazon &R, BHX App Runner WEZEE | 35
Amazon App Runner FF & A R 38/,

LI HENIE B E App Runner BRSS X< BXAET , App Runner 2 NE86I2 B TR EIEA RN
EH, ENEEFE#EE ACM B, EB5ENRSBUEXEKS RS HEMBREL XA , App Runner &
SHRRIXLEEH, BASREIHNIT , EEFBTANREBEMESR. BXEZER , HSH
Amazon App Runner FF & A R ERHHIEEE App Runner fRFH B E LEHF .

Amazon API Gateway

BEEBRZNERMNYEM (IoT) WARE , 8l APIs TR THRBENSEHRRAERENIERE
BHRBEE. AmazonETLAEH AP| Gateway K&, 43, SR EN APls, F API
EREE APl Gateway f7 , BA LR E HEHE BN ENIFR,. BEREBAENEE , BUHR
fit SSL/TLS i, EAILAER ACM £KHRF AIE+H. B Amazon API Gateway WEZELR
#HZ 1 (Amazon AP| Gateway FFZ A RIEFE)

Amazon Nitro "k ith

Amazon Nitro Enclaves & —I S# EC2 IhEE , AFENL S Fl 0| ZRENRITINE |, 7
NER£X, EC2Enclave ItV Y, BILHWANSEZRHNELN. EINXRESIEZFNZ SR
EETEE, BlISEFAMEM,. REXHEIATEKN, AFLEEY SSH # A Enclave , 3
BREFINHRE, NABRFIAF (SERAFPREER ) TEFRIZ Enclave HERRYEHE A N A
BF.

EC2 i#E#2 3] Nitro Enclaves FIE4I% 3 ACM iEH, BXREZEE |, 55 A T Nitro Enclaves #J
Amazon Certificate Manager,

(® Note
BB ACM iEP 5KiE#EZ Nitro Enclave B EC2 24548 5% Bk,

Amazon CloudFormation

Amazon CloudFormation #5 By &2 % B T # Web Services HR. BA LI —MEIRE
EFAM Amazon BIRHEMNR |, Hli0 ELB =} APl Gateway. A5 , Amazon CloudFormation ¥
NARNETMENBREXLER R, ELEFLMAUBRNEE Amazon BiR , B FFEFEEMLRIR
fiK®i F 4 ; Amazon CloudFormation AT BALEFRA XL, ACM IEBENERFREMR , XE
BRk7& © Amazon CloudFormation AT EAESR ACM iE$ |, EA[LURHIX LE B 5 Amazon RS —i2
FANBRAZEEE, i, BULLUEENFZ Amazon BRI H#HITE T ACMIiEH. Amazon
CloudFormation
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https://docs.amazonaws.cn/apprunner/latest/dg/
https://docs.amazonaws.cn/apprunner/latest/dg/manage-custom-domains.html
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B XM —H%{E B CloudFormation , 2% {Amazon CloudFormation A #E/) . BXAXEN
ACM &IREIE E CloudFormation , 2 RAWS::CertificateManager::Certificates

& BhiR LAY 58 K B 3h{LZh 8E Amazon CloudFormation , R ZBIEHIEHEE , X FH Amazon
kP REM, RMNBWEERBUTHEMN ACM HF{EXE, Amazon CloudFormation

@ Note

R EE A ACM iE$H |, M Amazon CloudFormation #4%$5{#3F Amazon
CloudFormation C REATE_IN_ PROGRESS R#&S. £t —F H#ERIRIENHER |, B
BIRBIEPRITE TG PIEBERERNL, BXEZER , BSRERECNE. EF DM
BREZRBEHELEREIE,

Amazon Amplify

Amplify — AT THEN TEFMINEE , £Elm Web MBI £ A REBRERMMERE
B2 AREF. Amazon Amplify 3T2ERTIARS : Amplify Hosting 1 Amplify Studio. Amplify
Hosting IRt TE T gt W TR , A TREFEIEN 2R TIRSE Web MARERF. Amplify
Studio 2 —MEMMWFF L£HE |, LA BH £ Web MBI NARFHEIZE. A Studio
A— AR EAHERIR ready-to-use AP R H , SIBNAREFRIR , AREREEEE &, A
X Amplify WEZEE |, 5 (Amazon Amplify AFERE) -

MEBFEENREZIINARRF , Amplify 25 & M E — ACM iEB KRR Z1,
I &% OpenSearch fRSS

Amazon S OpenSearch ervice 2 —MEXRMAHEIZ , AT HESH. ENNARFEENS S
RoWERGl, BEXEZEER , H2H (ILS# OpenSearch REFKXEERE) o

BRI E B E LR T S8 OpenSearch RS EFRT , ATLAEA ACM 1 <BXH#Y Application
Load Balancer Bt EiE .

Amazon Network Firewall

Amazon Network Firewall 2 —TEE RS , AL BRI NFIE Amazon RIVFAE SEPEBEARM &
R¥ (VPCs)e BXEZER , HS 1 Amazon Network Firewall FF & A A IEFE,

Network Firewall B5 X 3&E5 ACM &5 , A T#1T TLS &, WMRETHE Network Firewall #
TLS ®E , MAZEE ACM iEH , EXEI B AER SSL/TLS REHTHRENMEHRNE, BX
Network Firewall #fiJ5 ACM BL&EA# 1T TLS REMEE , S (Amazon Network Firewall
FEAARIER) /0 “F/H SSLUTLS EE TLS RERBENIEPNER",
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/
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https://docs.amazonaws.cn/acm/latest/userguide/acm-limits.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
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Z 4™ Amazon Certificate Manager

=Z4E Amazon REFZE, N Amazon BF , BAIUSRTENFEASHZsHRBAALNE
SR T A 2 Y B AR O TN 4R 2R K,

ZERNTHEEE Amazon HZRE. TERXEENREERAZHLZEENETHNR SN

« TEZE — Amazon AFERIFE Amazon =HIZ1T Amazon IREZHEMZEH, Amazon &N ERH
AUZEERANERS. EAIN—2 , FE=ZAFIHHEHN RN IERNZE2HNER M. ETHER
& Mit X Amazon Certificate Manager , S FZAHIT XK 2 89X 2 89 BE A B RS

« DIRBEE-EWREHEERR Amazon [RSRE. BEFBENHMEARNT , SHEEN BRIV
. BRANERURERNEREMR.

AR A EBY IR T #R1E A Amazon Certificate Manager (ACM) B 3{AI R 0 B REEE, AT EH
B I{ATEL B ACM USRI Z & MRS M B AR, BEFET @A H At Amazon fRSK#5 B &
W MFRT S ACM BIR,

£l

- B EIERI Amazon Certificate Manager

« S&M T |dentity and Access Managem Amazon Certificate Manager

- ¥t 7E Amazon Certificate Manager
« Amazon Certificate Managerf HY Eft &£ gL =4

- REXEK

B3RP Amazon Certificate Manager

7 Amazon 2 ETEEEEA T P HBIERI Amazon Certificate Manager, 17548 & Frit

Amazon , ARRFETAERNTNEIKEMZEH Amazon Web Services =, ZBRAREFNIEEE L
HuEH ENRBENES, SEATEFERR Amazon Web Services RS WEZ 2B EMEBRES.
BEXRBERLNEZELR , BSREUERILE N [,

HTFHBERPEN , RONBIUERF Amazon Web Services i EiE H A Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) 8B M A B P, X , 8MNHFPRRKRE
TEHIERRMENNIR, EEWWEES AT AR HIE
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Amazon iFH&EEES CRPER)
- NBNKFERAZSESHBRIE (MFA) .
« AT SSL/TLS &5 Amazon BRBE. HINERFER TLS 1.2, BiIUEA TLS 1.3,

- EARE API M1 FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £ Amazon INZBRFRUKREFWFAEERIAZ 24 Amazon Web Services B

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
iR

o WMRIBE Amazon B G SITRER APl #TH R EEZRT FIPS 140-3 RiIFMINZFER | EFEH
FIPS it R, BXTHAMN FIPS HRNEZEER , B5H (EEKRIPEELERAL (FIPS ) 5 140-3
FRD

BB NEEESIBRER (NEEFNE T4t ) RANGEIEERRA KT
(MEBMRFE ) . XITIEE Amazon Web Services IR% EAZEHA. API 5 ACM S HMAEE
Bfo Amazon CLI Amazon SDKsTERA TEMANRZH BEB AN AF R M AN EMABESRTESA
FiHRF UM BT, MREMASPRSF[RAMU |, BRBWEFTEEMNI P BEEIUEE BRKUEX Z
AR5 BV E R,

PR RHAN LTSN

WIRER N HIFF RS, Amazon Certificate Manager (ACM) &4 B — public/private key pairo ¥
FEANIUES , BAERBAN. LEZHEFRAIEBH—FH 5. ACM FHIEBREMEMNFAEA , H
£ Amazon Key Management Service (Amazon KMS) R&BIRIFFatH. ZEENTHESF RO TR
N

1. BREEAN Amazon XiFHERS AIERER , ACM 2812 —151F R aw s/acm Amazon KMS key
MITEILER, bt KMS ZHEED Amazon IKF FED Amazon XiEi & 2 M —#,

2. ACM fER Itk KMS IZIEHMFLE R, ACM REFEMBRNLERH , MA SRR 75
MEZH. ACM EAMEIRN KMS Z4ARMEBEFE Amazon K H4EE Amazon XEHRAIEIEFHR
T

3. FiEH X F 5 Amazon Certificate Managerfe BB IR BT , ACM &£FHE B MMBHN B RHLIE
BIRS . FEBIEBT —MEN Amazon KMS |, RFIRSEH KMS Z4AMBIEBIFALR. BXRIBX
WEZE LR |, F51 Amazon Key Management Service FF X A R IEEHF M EH TN, HX ACM X
BHRSNESZER , 858 5 ACM ERHES.
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® Note

& T LA B 3 62 K Amazon KMS 1%, MR TEARER BRI ER , WakEEK
RS HY ACM ZhEE,

4. ERRSER KMS ZHARBERIEER. AR, ZRSERERMERN (AXE) REBHRAEY
EHEFREBNRZLBEEE (SSL/TLS £1&).

5. HIEHEEMRFBUEXREKE |, 5] 3 PRIBNBELFRER . XBEWRE , ZRSTBRLUER
KMS ZARBEZIESNILBE RN

i& A F Identity and Access Managem Amazon Certificate Manager

Amazon Identity and Access Management (IAM) Amazon Web Services fR% A HBIEE QA 24 i
H3X+ Amazon BRIV IAEINR. IAM EE AEHE AT B FHRIE (&%) NIRNX ( EENER ) FH
ACM BRI AR. ZLAEH IAM Amazon Web Services BRS , TEXNFHNER,

£

- B

- FASOGHITHHRIE

- FARKEEH

+ 4@ Amazon Certificate Manager & |IAM & i F
o EF 5K EM R Amazon Certificate Manager
- ACM API IR : BIEEMBRFSE

+ Amazon BYFEE KB Amazon Certificate Manager
- FRHRE ACMEEER

- J¥ERSHEXAE (SLR) 5 ACM £&FH

« X Amazon Certificate Manager 5 1 #1573 1T EE HERR

2 AR
& 53X Amazon Identity and Access Management (IAM) REHN AGEM R

s REAF - MREBTEFRITIEE , BREERBIENR (S EX Amazon Certificate Manager &
0 7 6] 1T BB HERR )
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- REEER - WEAF HENRHFRINRIER ( ESH W Amazon Certificate Manager 5 IAM
BEfER)

- IAM BB R - RERATEEHRNBERNEE (BESRET 55K R Amazon Certificate
Manager )

£ 50T S0 WIUE

SPBIFRE Amazon EASHEILREMN AR, B4HMEL IAM AP 54317548 IUE Amazon Web
Services IKFRAF , REBLEF IAM A€#H1TH BRI,

N FHEIGME , Amazon 24 SDK # CLI KX ER#ITNBZLR. BXEZELR | HSH (AM AF
B8 HMERT APl ERBIAmMazon LB 4,

Amazon Web Services = root FiF°

#1228+ Amazon Web Services Ik, B 42HE —1H& R Amazon Web Services Ik root Fi 7 i &
5% , 2B B AT LA RIFTE &R Amazon Web Services RS MER. RITBIBWTEFHAR
BAP#THEERES. BXZTERAFRZIENES , 555 (IAM BAFER) YHNEERE AP EIENE

Fo

oS- g7

ERARESRE , ERXRAXAFERAS S HRREENES BB RIESTEE Amazon Web Services IRS
IS BHE B AT IH ],

KEEHREXRBENTIE R, Web BRREEAI AP Amazon Directory Service , 5% Amazon
Web Services RS fEAR B S HRNERRTHRNAF, KESHRATRHIGHZIENAE,
IAM AP F84A

IAM AF B ENMARABINAERFEERENRN —1NE45, BWFEAIGREIE , MIEEFKIAEILE
BIAM BF., BXEZEE , BSH IAM AFRERETNERALAFPFERASHRESNEE B HRIE
= 8 Amazon & ImBTIE B3 175 8]

IAM EiEE—4A IAM A, ETERNMN ABRAFHITNREER, AXESEE , H2H (AM A
FIEmE) B/ IAM AP A 46,
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IAM B

IAM AEREERENRNER , TREREIE. SUBINAFYERE IAM A6 (BFE ) =
@M Amazon CLI = Amazon APl RERRABE., EXEZEE , BZH (IAM AFiEm) By
EABHNEE.

IAM e TIREAFIER. ke IAM BFRIR, BKFHR, BRSHRNAKRE Amazon EiE1TH
MARFHFEER. EC2CEXESZER , H2H (IAM BFERE) FH 1AM FEVEEIKS R IR

£ F SR E IR 1 ]

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon s RIFERZEHE PR HRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON X
BRI

EERAEARE , BYEXLBANEEAUNM LATRUREMFAKAETHITRE , REEEBFRGRMT
ARE,

MANBERT , ARMARRENR, IAM EER 62 IAM XREFRERZAGH , REAFATUK
AEFE, IAM REEEXRR , MAZEREER BT ERNITERE,

ET BRI REE

ETHNNRBEEMMBSH (AF., ANAR ) B JSON NREM A, XEREIZHSHATE
T AZH T MLERFRNITHLRE. ETHROFAURETSHNEE , B2/ (AM AFERE) F
MEAT-ERHRBEYLBEX IAM KR,

ETHEMNIRBEALURARKKRE ( EZRAZNENFHP ) AEERE (OIS HHHIRLE
i) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFERE) PHERERKRSE
MR B < R AT o

E T RIFRAYREE

ETHRAYREEZ M NEF IR JSON KX, P2 IAM ABEERKEMN Amazon S3 171
K, EXRHETRRNEBARST  BRSEERATUEACIREFNBERFNLR. BBME
E T RIRAYREE P IEEE K,

ETERNEBEENTZRSFHWARER, ZTEEETERNEEFFER IAM AH Amazon £E
REE
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Hi R

Amazon XIFHMRMRR  XERBREATLLIREEE NN RBRBER TAIRANR !

« NRLR - REETHONRBALURT IAM ZENEARR. BXESZELE , 20 (IAM A/
EE) P IAM EER PR .

- IRSEFIFKRE (SCPs)-EHFIEEHL A LN B KK ANPR Amazon Organizations. BXEZ(E
B , %25 (Amazon Organizations i {5R) FHY IR 12 EIREE,

o BIRIEHREE (RCPs)-ZEEKFARBENHZRATANRKR. BEXEZELR , H5H (Amazon
Organizations FAFEmM) I EIFEZEHIFKE (RCPs).

- RERE -EANACIBRSAFCRGNSER , FASHBEENSRER, BXELER  BS
7 <IAM AFEE) PRLIEER,

S RBERE

HAZNRBEMRBENA T —MERE , ERNNREMERNEIER, BT HRELSR SRR
A Amazon BERE AVWER , HSH IAM AFEEHHNRBITEEE,

Al Amazon Certificate Manager 5 |IAM Bt & H

EEH IAM BT ACM BYIA R Z 81 , BR1% T EHRLE IAM ThEERT - F ACM,

B A ELE AR IAM ZhEE Amazon Certificate Manager

IAM Zh &g ACM X #
EF SRR =
EFRRH R B
RERIE =
R TR =
REEHGR (BETERS) =
ACLs B
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IAM Zh &g ACM X #
ABAC ( BRI ) =
e B 4R =
EARR =
REAE &
REXEKAE =

E2H T ## ACM FEM Amazon FRSIMAISKZE IAM DEEE S A , ESH IAM AFERTHNE
IAM Bt & £ F #9 Amazon RS

ACM HVE T B8V KB
XEFEETHONKRE : 2

ETEHNRBETMMEZH (0 IAM AP, AFASAER ) B9 JSON FRRREE A, XL R
BERHAFNASEMAMESE TN BERFRITHLERE, BETHRNMCTEZETSHNRE , SR
(AM FiFiEE) FNEATMEEAERKE L BE X IAM RIR,

BEMERA IAM ET 50K , BUEE R TRIELNRENTRUR A TFHIELBRENRSE. B
THERIFE JSON REEREAMAETE , H2H (IAM AF#ErE) FH IAM JSON KB TEEI Ao

ACM B & T 5 1789 R R Al

EEFEACMETEONERN RO , F2H ET 50K T4 Amazon Certificate Manager,
ACM R E TR KB

XFETRHRRORE : &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRNRBIRS T , REFEER TMERENREHXSE
BROTE X FEEPHMNREENRIR , RKEEESUSE EE T XN ZFRHATHLEREARETAL
FHETHIT, BLTEETHRRENRBHEETR, ERATNSEKS, AF, A, BaAFEH

Amazon Web Services BRSS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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ESABK/ER , SR UHEANKSSHEMBKS R IAM XEEEAETRRNRBEHNEME. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

ACM YR RBEIR1E
TRERIRE: 2

B R W LAER Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATLN T ATIRR
1THRE | UREFLAFHFTNIT.

JSON REEH Action TEMAAATERKT AT RIEL L RNRE, EXRBPISHREARTR
ITRERRERVR,

EEFH ACMBENIIER , BZ2H (RFBENXSZE) HH Amazon Certificate Manager & KR 1E.

ACM H Y RERIRETEIRERBIER LT RIAR -

acm

BEEENMEYPEESTURE , BEMAESFHENRTT,.

"Action": [
"acm:actionl",
"acm:action2"

]

EEE ACM ETHHNERANRE , SR ET 5B EK =B Amazon Certificate Manager,

ACM MY R BE &R
TRHEBRRE 2

IR A LAER Amazon JSON SREEREEWARBRMT L, HHRY , BN EETUN AR IFER
1THRE | UREMFLAFHTNIT.

Resource JSON R TEIEEEMENAREN —IPHZ AR, FAZRESXE , HFEHAE Amazon
FRET (ARN) EEERR. NWTFAZEFERBERNBENIRE , BEABERAS () BRBOMNATHMER
Ro
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"Resource": "*"

EEEF ACM RREBKHETIEK ARNs , iS5 (BREENSZE) Amazon Certificate ManagerH & X
WER. BETHRUUEBLREFREESNERMN ARN |, iS5 Amazon Certificate ManagerE MK
B’1E.

EEFEACMETEMNERN RS , H5R ET 50K K T4 Amazon Certificate Manager.
ACM KV R BE 4 22 4A
SHBETRSHVRBEERGR . 2

EIE R W LAEA Amazon JSON REEREEERNIARMT L. BRRY , WA EMAATB T LATIRK
1THRE , UREMALAFZHTHT,

Condition TEEEFE MR REELWIRERT. BALGIRBERZEZEN (Fl0, FFTH
T ) BEARER , MERBPHFASERPNVEMETE, EEERA Amazon £RFM4E |, S
59 IAM Al FiEE R Amazon £ B %M £ T XEHA.

BX ACM ZH4ZAMFIK , HSHE (REFERNSE) FH Amazon Certificate Manager B & EZ 4,
ETHAUEAZHRNBRENTR , ESHHEELHIERIE Amazon Certificate Manager,

EEEFACM ETHHNRBEHNRA , B8 ET 5O ERTH] Amazon Certificate Manager,

ACLs £ ACM A
¥ ACLs : &

REFIFIR (ACLs) 2HMLERFEA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETCMFEEA JSON REE KN,

ABAC LK ACM
X#F ABAC ( REEFIIRE ) @ 2

ET RN BEARRES (ABAC ) B ENER | ZRMETHHFENEERE URR. L
SR ME IAM 4 Amazon 3R , BRI ABAC BB AESIEANFES AR LIRS
LB T R

EETHREEHER , BFEZFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERBHNZHTEPFREFRZIER
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
NTHDFRREISMBEX=ZM4E , MZENTD.

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NEEZES] (ABAC ) .

Pt EIE A F ACM
TGRS : 2

I BHIE BRI Amazon BRIREHEHIHRNE , A ERELEAKES AR ACKHBEICIEN,
Amazon BWZBHSERIGFHER K MAREAKBHIHRZH. EXESELRE , B5H (IAM AFE
MY B/ IAM Gt L2 EIEMEA IAM B8Amazon Web Services RS

ACM Ky E5 BR S5 E AR
XERRBASE (FAS) @ 2

HERIGESTE (FAS) B AR Amazon Web Services fRSS , Bl L Amazon Web
Services fRS B T IHERS A EHBERWVIER, BXEH FAS ERNEKREEERE , BSRERLELE,

ACM iR A
TRBSAR &

BREAEEH-—TURSEE. KRREHITREN IAM A, IAM EE R ATLE IAM P22, SakFm
RIS AR, BXEZER , BHSH (AM AF1ER) FMAI2E [ Amazon Web Services IR 55 Z kI
BRHAG,

/A Warning
ERRSHEHNRITELKA ACM ZhEE, X2 ACM REHEXIESH T RERSAE.

ACM BRSSHEXAE
XBRSKREKAR : 2

REME*AEE—MEEIINRES AT, Amazon Web Services BRE RS TR AR TR EHITIRIEN
At, BRSHEAXABEIELNF Amazon Web Services i, ABRABRSEAAE. IAM EERAIUE
EETREERSXEKABNNR,
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BXRUBRFEERSHERAGHEAEE , FSHEES IAM EEEHABAmazon BRS5. ERPE
BERSHEXARIPEE Yes WK, RREREEUETZRSHRSHERARBNHE,

BT 5 AR RG] Amazon Certificate Manager

RIAVERT , BRFANAEEERESRIENR ACM BRHNRE, ERFHAFPNERBFRRITRENN
R, IAM B R A L8122 IAM K,

BET7RUNAERXL RG] JSON REXHGIEET IAM HHNERE |, 56 (IAM BFiERE) P8l
2 IAM KB (258 ) .

BXRACM EXHBRENMFRER (2FEEHRREXENEN ) WiFAGE , H2H (RFENSE)
Amazon Certificate Managerdf (iR 1E. HRMZ4HZH. ARNs

E&

- RESEREK

- £/ ACM 2§l &

- AFAFERMITESHRR
« BIHUES

« BEXRIUEH

- BRI

« FAUF

 MIBRIEH

REERIEREK

ETEMNEBBEEMNAZSTLUCIE, HRIMEREKF R ACM BIR, XEIRETRESHE
Amazon Web Services lKF =4 KA, SIEHNRERET SRR , HERUTIERMEI :

- FaEA Amazon RERBHEROAKENRNE — EFBEOAFMIEARKR TR , EEARITF
ZELAGIRTINENAMmazon TEX, SIIERNRAFRTTH Amazon Web Services Ik,
BB E X R FAFIE Amazon B RE R KHE —PRINR, BXEZER , HS
7 <IAM AF8r) HE Amazon F£E RS TEEREERAmazon FEE K.

- MASENRR : F£EA IAM REEZEBNRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNBERFRNITWRE , tHRNRERREFT, BXRER IAM NAXRBRHNESZE
B, #EZHE (AM AFiEr) FH IAM F YR BE TR .
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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« fEF IAM SREE BSR4 3 — S PR FI T R AXBR : 48 0] LA 6 3R BE 7S NS4 SR BR I X R AE R BB BV 7)o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY | Tl th AT BASE AR R SR 1R T 30 AR S5 R 4E RV 17 (14X PR Amazon Web Services RS , a1 Amazon
CloudFormation, BXEZEL , 5 (IAM AF1ERE) K IAM JSON FHTE : &,

M IAM Access Analyzer BiEZH) IAM KB | SUAKRNEH LS HEMINEENY  IAM Access
Analyzer 2KIEF REEMIM B KR , LUBERRERAS IAM KEIES (JSON ) M IAM HESE
B, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBBEFEELS BINEEMREN
Kig, BXEZER , H5H (AM AFEM) A IAM Access Analyzer BiE KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik IEHIZEEE IAM AFRSHBAF | 5
A MFALREREM. BEERAA AP BENFEE MFA , B MFA R4 FMEIBHER S, Bx
BEZEERE , BEZH (AM AFEmRE) FEAR MFA RF API 15[,

BEXIAM AN RERBRIESZELR | ESHR (AM AFERE) F IAM AR Z £ HESRE,

£/ ACM &l &

E i} A Amazon Certificate Manager #2#|& |, BUAFE —HRIENR, X LEERPRAM A& T H
EEFHXE Amazon Web Services Ik H ACM RIFEHNFMAER. MRBIBLEXFENRENREN™
BOETHHNER , X THRMTZREANEZE (ARRAR ) , BHANLEEMBEREET.

3 F1XE A Amazon CLI 2 Amazon API WA , BLENHIRERKEKIZ4F AR, Rk , RAFIA
B S HZ=H TR API 24EHTE YR 4E,

NERAFPMARMATUER ACM 255 , EEff ACM AWSCertificateManagerReadOnly
Amazon EERBEMMEIEE, BXRESEELE , H2H (AM BFERE) P8P RINRER,

ARFAFEEMHINE SR

ZORBIAER T B RS | LAY IAM APRPEEMMNBERAF SO RNENIEE RN R, LR
AiEfEE4lS L EA Amazon CLI 2 Amazon API LU4RT2 5 = 52 B L IR ERI AL BR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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Amazon i &2 S5

(AFER)

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Bl HE P
AT SR fo ¥ A P2 B A PR Ol P2 AR A ACM T

:usernamel}"]

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
ET 5 ORI
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(AFER)

® Note
ACM iE B EE BN REFEEE R ELB # CloudFront #2&l& .,

1B RIEP
KT MRS AP ER ACM AT S M AHEIES,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"
1,
"Resource": [
mgn
1,
"Condition": {
"StringEquals": {
"acm:Expoxt": "ENABLED"
}
}
}
]
}
¥ ZRILP
DTERBEATRAFREIFE ACM IEH,
JSON
{
"Version":"2012-10-17",
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"Statement": {
"Effect": "Allow",
"Action": "acm:GetCertificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
S ANIEH
UTHRBATRAFS AL,
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCextificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
I BRAIE 35
LU SR B Ao FA P I BR4S E ACM E$,
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate”,
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
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ACM API R R : BEMRFESZE

FRBNREZTMME IAM AFRRACKHTHEEFHMNEANREKE , AUERATRIENSE, XF
# 5 — %I H T H4 Amazon Certificate Manager AP| 4, &I LAERIEE Action TEHIEER
B, MRMIPFREMANER -

A BAESERY ACM SREEFRGEA IAM policy TERKREFRM, AXTRIIK , HZH IAM A EREH
RV A A

(® Note
EETERE , BHE AP REBHZBIER acm: BIR (4

4 , acm:RequestCertificate),

ACM API #REFN R

ACM API &1k

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

REMBPR (APl R1E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

Resources ( %R )

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_GetAccountConfiguration.html

Amazon i &2 S5

(AFER)

ACM API #

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

HERR (APl #1E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

Resources ( %R )

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G4

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ImportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html

Amazon iE P EEE CAPiEm)

ACM API ##4E PEMRR (APl 1E) Resources ( &R )
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

Amazon HIIEE F B Amazon Certificate Manager

Amazon EEXHBERVENETIENIE I KM Amazon, Amazon FEEXBERE N FZE L AGIEM
PR, MEZRTUFBRAIAF, ANAEDENER,

HigfE , Amazon HERB AT AN EHNEEAMNRTFRENBRNR , BN EMNAAE Amazon
ERER. RNBUVESEHRE TEARMNE S EEERERE -SRI NR,

BT EE R Amazon FEEFRBEHEN N, R Amazon E#H Amazon IEERBEHE LHIER |, N
EHaEMZREBAMABENMIEERASS (AP, AFA® )., Amazon REFREERBIIHH API
A RS 7] LAE A T Amazon Web Services RS B9 API #24ERTE T Amazon £ E XK.

BXREZEER , 5 MAmazon (IAM AFIEE) FHRERE,

AWSCertificateManagerReadOnly
IR RMEXT ACM LB RIRGR ; EAFAFHER, JIHFMELER ACM EH,

EEBEHAPEFRI Amazon TE X , i3 ZE hitps://console.aws.amazon.com/iam/home#
policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

BRRBFHESH JSON & , i§SHAWSCertificateManagerReadOnly.

AWSCertificateManagerFullAccess
LERBERM T XA E ACM BERMB R T LT E,

EEEFAFEFI Amazon HE KB , i3 ZE https://console.aws.amazon.com/iam/home#
policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

BXRERFMERH JSON F&K , BSRAWSCertificateManagerFullAccess,
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https://docs.amazonaws.cn/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
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ACM 3} Amazon & KK E#H

EREHZBRSTHRREXEEHRAR ACM Amazon REXRMEFTHNFMAES . EREEXLUTHEHER
R B3R , iE1TH ACM XA 218 % WHE LAY RSS iR

2 iR A Hj

WwhT GetAccoun AWSCertificateMana 2021 £ 3 A3 H

tConfiguration X gerReadOnly REZH

%) AWSCertificateMana E2E1A GetAccoun

gerReadOnly K#, tConfiguration APl
ERI PR o

ACM FrI8IRERE K ACM FF 4R ER Amazon ¥£& 2021 £3 A3 H
RREME X,

M&E4RE5 ACM £E5&EH

Amazon Certificate Manager £/ Amazon Identity and Access Management (IAM) &4 %% 47 BR X3 iE
PERBTFE. £/ IAM policy SRS HIZKEE ( SCP ) KM , BUUSIBRAFSALHENKN
IERER,

@ Note

£ ACM 485 Amazon £ F& 4 BHEE Saws :PrincipalArn , fli0#t —SREIXT 4G E
RAFP3AalRE,

XFFH ACM &4

ACM API BER X HH &4
i X#H ACM APl 24E  Type iR
acm:Valid RequestCertificate FRE f&K#E ACM K iE /5 LT
ationMethod (DNS , EMAIL , HTTP %&i&sK
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html

Amazon iE P EEE CAPiEm)

ES LR ZIEM ACM API B4E  Type DU

acm:DomainNames RequestCertificate ArrayOfString f&#E ACM BRI
A ik

acm:KeyAl RequestCertificate TR iK#E ACM Z4AE LA

gorithm KN FFIETE R

acm:Certi RequestCertificate FrFE fK4#E ACM iEFiFEEHE

ficateTra ( ENABLED , DISABLEI H&EiZHEIEIFFIE

nsparency B3R

Logging

acm:Certi RequestCertificate AT Ik & ACM &R P HYIE

ficateAut i & ANA F IR R

hority

w1 BREBIIRUETT A

AT KRB R BB F BRI R SRIBL FTRYIEPHER |, B
F arn:aws:iam: :123456789012:role/AllowedEmailValidation A% HERERI.

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod" :"EMAIL"
}I
"ArnNotLike": {
"aws:PrincipalAxn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html
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w2 : FRIEBEAE
WU KM R4 AL BB A B H ACM EBER.

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringLike": {
"acm:DomainNames": [
"${*}.*"
]

I3 PBREIEPE
AT RBEIELEIE * . amazonaws . com &5 BB IEMIET ACM iEFHiER

JSON

"Version":"2012-10-17",
"Statement":{
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"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

}

ZRBEUUE -SRENBENFH. EBERRXATHFZTSMNMBEED —INREEHR TENER,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com",
"developer.amazonaws.com"]

}
}

=4 REIFHEE

AR KRB ERASKHR4 StringNotLike RN A ECDSA 384 i (EC_secp384rl) HAFEEE
REES,
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JSON

"Version":"2012-10-17",

"Statement":{

"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"

TR ERZMHES Stringlike MBEAF * PLEIRFE LEE ACM AR EERME(T RSA B A EERYHTIE
P

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
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(AFER)

B 5 : PR IIE S 5 A A
U R R A ERRENABIEBIANM ( PCA ) ARN BRFIEFHFER,

JSON

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CextificateAuthority":" arn:aws:acm-
pca:region:account:cextificate-authority/CA_ID"
}
}
}
}

HRBEFEA acm:CertificateAuthority &HRAN /2 ¥F Amazon Trust Services MK By AFFEEIE

PBHFER, FHEBMAEHA ARN REHN false GEFHLERH PCA WABIEHIER,

JSON
{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"
}
}
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}

RS HEXA® (SLR) 5 ACM &4

Amazon Certificate Manager /8 Amazon Identity and Access Management (IAM) AR5 48 % & €5 3
ENE—1MNKFBEHABEEITIAE CA MAMIAEIER, Amazon Resource Access ManagerfR%5 48
XAE (SLR) —REIZEFHEE ACM RSH IAM B, SLRs H ACMMIEN , 8RR ZBRFRKRERA
Hh Amazon BRFFIEFIE R,

SLR A[it B ERMHIZE ACM , AAEBEEFHRMAENNRENAH#HITEASENIERLER, ACM
ENH SLR AR , BRIEBHEN , BNMRE ACM FJUBEZAR., EMXHNRBRSIFESEFER TR
PRIZEE , T BANPRERBE T REFS I BMEAT E fh IAM 34K,

BRZFNEHMRSZNESR SLRs , F5H5 IAM B & EAAAmazon RS , H##E “REHEXRAR" 5
RERRE ‘B RS, EETHEEN Yes TUEFZRSFH SLR X,

ACM #J SLR #XFR
ACM fEF & Amazon Certificate Manager BRSS B &K SLR.

S AWSService RoleForCertificateManager LR S TR FRIEBEZA R -

* acm.amazonaws.com

A ENRER T ACM X5 E IR TR TR4E

« B1E : 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

BB ENR AV IAM 3K (Blan , AP, AR ) tlE., REIMER SLR. BXEZEER
ESH (IAM AFEE) FRIRS KB A BNIR.

/A Important

ACM TRESIRTE , ELEBELNIKF P REFHE SLR, MRFEMR iam:GetRole PR
EHEBETEIKFH ACM SLR , MERIZE SLR BT a2BAHIER. MBRRBRAEXE , LK
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon iE P EEE CAPiEm)

REWK S EERATREEERT iam:GetRole 1HE ACM KX R , REFEMNIKF 5 ACM
HE R AWSCertificateManagerFullAccess X<k,

A ACM ## SLR

TEFIHIE ACM FEHAM SLR, L& H Amazon Web Services BIE124|&. 3 Amazon AP i
& ACM iE$# 8+ Amazon CLI , ACM 28 X RIERIZE SLR , LMELRAHLEMNE —NKF8I2FE CA
Amazon RAM (X FBEMIEH,

MRIEWEEEN ACM TEBELNKS, FREFHE SLR , W ATRE B WK & BRI K R IR T Fr & 8V 1%
R, Amazon #AF CA XF LM IERE SLR , BMAATLUMKIES , B ACM R EBHEITIE
B, EFEBRZEE, BXEZFER , $Z5H ACM RFEXEKAE (SLR) A&,

/A Important

MREHEFERMLABTIFHN RN MRS FERENRAE | b SLR ATLAHIE SR IKS H.
B\, WREH 2017 F 1 A 1 BF X ACM RF 2RI ERZMES SLRs , BA ACM &7
290K P o B 28 1% AWSServiceRoleForCertificateManager B2, ETHESEER , BSHAEK
BY IAM KPR LT A 6,

MEEMERLE SLR , RAEZFEBEXRAERE , WAUEAUTE—HZE .
- EIAM EBHIEF , EFEAE, AIEAE. Certificate
Manager , CertificateManagerServiceRolePolicyf# 1% F I 8IZZ#H A,

« f#/ IAM API CreateServiceLinkedRoleZ A R #9 Amazon CLI @5 create-service-linked-role , f
Facm.amazonaws.comfRE & FreliE —4 SLR,

BREZER , F5H (AM AFER) PHEERSHEXAE,

4% ACM By SLR

ACM T R iF 1844 AWSServiceRoleForCertificateManager [RE XA, ELIE SLR g , %
ZERZACHEN , ENTREETEANEASIAZAR, T3, B LUEA IAM FEACNIREA,
BEXEZER , B2 (IAM AFER) FREERSXKAE,

FERESHEXAR MRZ< 1.0 118


https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-service-linked-role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon i &2 S5

(AFER)

fIER ACM 8 SLR

8B E T~ EEM R AWSServiceRoleForCertificateManager # R ##l, B2 , AL IAM 24
A. Amazon CLI 2 Amazon AP FiffirAe, BEXEZER , 28 (IAM AFERE) FHMBR

RS REEA T,
ACM X #rY X1 SLRs

ACM X% SLRs 7 E T2t ACM M Amazon 8 CAMFIEKER. BXESEER |, FF
5 Amazon X5 /i R o
X145 #5 XEFRIR ACM H X 5
EERZ (FFRILMILE ) us-east-1 =
EZERIB ( BXEM ) us-east-2 Jt
XEFES (LmFERIL ) us-west-1 =
ZEFEIB (HEXMN ) us-west-2 A
TA#X (&3X) ap-south-1 .
LWAH#X ( KR ) ap-northeast-3 =
Asia Pacific (Seoul) ap-northeast-2 =
Y0 A X (703 ) ap-southeast-1 =
WA#X (ZFE ) ap-southeast-2 =
WA#X (FRR) ap-northeast-1 =
NEKX ( BE) ca-central-1 =
M X (EZX%RE ) eu-central-1 =
B ( 7RERE ) eu-central-2 =
BN X ( ZR= ) eu-west-1 =
RRoMib X (23K ) eu-west-2 =
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/rande.html

Amazon EHEEE Gl
X5 #5 X #RiR ACM
BoM (B2 eu-west-3 =
EEM ( EZRTD) sa-east-1 =
RE (dE3) cn-north-1 =
FE (TE) cn-northwest-1 B
Amazon GovCloud ( ZEEZP ) us-gov-west-1 =
Amazon GovCloud ( EEZRZB ) K us-gov-east-1 =

¥t Amazon Certificate Manager 5 13 F1j [8) 3# 17 5 B& HE BR

ERLTEEAHEBEZHNIEEEER ACM H 1AM B AT 8EIE Z Y H WL F1&

£

« RENIE ACM FIITIRIE
« RENIE ACM FEHFIES
- EFEBIT iam : PassRole

o R AFRIUINE A Amazon Web Services K iR FERH ACM &R

BERE ACM TR E

MREBREHRRET , BRETRMITENRE | W STEH R AR VFRITZERF,

% mateojackson IAM AR ZREAREHAEETEEXEM my-example-widget BRNIFHEFER ,

BRWMEEN acm: GetWidget RRAT , 2K LT RHOIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

acm:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFMER , LAFER acm: GetWidget BAETHE my-

example-widget &Ko

MREGEEHY , ERREWN Amazon EE R, FNEERR

EHEREIUEA A

HEHEE
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RELNE ACM HERFIES

MB BTN SR |, MRS ACM B PKI BE R DREMN , BFLLEEMIRATERIES,

3 IAM AFPZHRBd RS S , FAHALKEEREEN DENY FOETERIERE , 2 HIA T ROIE
Ro
User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate

on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXMERLT  NARFESEERRENKBNAXBRREHRER, & , FEENBRUAALFIERIE
PBo

R LRI AT iam : PassRole

WMREBRE|—NEIR | RIETHEINIT iam:PassRole B , MSMEHERBUAFEGHBIMEIRLS
ACM,

BL Amazon Web Services fiS5 R ERIAABERESIZRS  MARIEFNRSACIRSHE
XA®, Nt , BLAERNABEEERSHINER.

LN marymajor B IAM AP ZREAEH A E ACM RRITIREN , 2REUT RFIHIR, B
2, BRE4MEERSHCHBRFHNRST AIHITILEE, Mary FEENAREZEEIRIZHNE.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEF Mary FISRBE LA R P -EIAIT 1am: PassRole #B1E,
MBEEEHE |, FHRREN Amazon BER, FNEERRRUEREIN A,
REARFRUINE A Amazon Web Services IKF 1B IR ACM &R

LAt -1Ae , MEAEMKSPNAFREALNNARTUERZABRKRIL RGN TR, &7
BIEERESEEY , AURAAR, X TXHETRIFARESRTEZEH IR (ACLs) WARSS , BT
150 R 3 L5 SR B 1) AAT1 3R T 1 8] S8 Y BHR VAR BR

ETREZEERE , BBANUTRE

« BT ACM BEXFXLINEE |, S M 1 Amazon Certificate Manager 5 IAM Ei & H
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Amazon iFHE S CAPFER)

o BT @A MEIT AR IR AR Amazon Web Services I |, 2R IAM AP 1EE+
B &3 AE Amazon Web Services Tk 95— IAM A P 12215 0 XR .

« BETHEINMAMEE=FEREN SN AR IFRIMNE Amazon Web Services Ik |, 25 IAM B F 18
M EE=HREFRMNER. Amazon Web Services K F~

s ETHRIMTBESBHIRESRIEREFRNIE , 55 (IAM BAFER) AR NZL TSNS HRIUER
AP ( BRBRERIE ) REHENR,

- ETHREA/ACNETRARNRBETEKSHRZENES , HS5H (AM AFER) B8 IAM
R B B8 K = B R 5 ] o

#ME1E Amazon Certificate Manager

Amazon £ EREMZ iR E % Amazon Web Services Xif AT X#E#, Amazon Web Services X
B RESIMNERENBENTAX , XETAXBEIRER, SEHENSETRIMEERE, F

AUAX , #aL LRIt FMREETRAXZE LTt B SN AREBHONARFNBEE. 5£5H0
BAEZABEPOEMZEMEL , TAXEEEENWAAY, RESINTT B,

BX Amazon XIBFRAAXWEZEER |, 55 HAmazon £ R EMEHE,

Amazon Certificate Managerf I ERt £ R £ 4

ER —IFEE RS Amazon Certificate Manager , % Amazon £EMEZ LRI, BHX Amazon &
2 RS AR 2] Amazon R ERMIREMNEE. , 2 HAmazon 222, EFAEMRELZLHRE

SKERSKIR T/ Amazon 385 | 52 S Amazon ecurity Pillar Well-Architected Fram ework FREYE
AR AR

&R LAER Amazon EXHY AP ERBEEME1HR ACM, BFRSAXZFUTRAR

« BREREMEMD (TLS ) o HMNERFEM TLS 1.2, BIWUER TLS 1.3,

. BEA=LHEIRE (PFS ) WHBEH |, #Ii0 DHE ( IR Diffie-Hellman ) 2 ECDHE ( a4 Bl g
% Diffie-Hellman ) « KZEHIRRES (W Java7 RESRAE ) BRFXLEEK,

RT3 ACM HY4mIE 17 [ R

WMERAFEE Amazon ASBHITRE , NEEHZTFHRIPR Amazon Web Services BB FHI &
Amazon APIs 1 Amazon Command Line Interface EE 150 %48, TIREMVIE |, BIZIREHELL | ZEUE
H— MR ID., — MR H R ZAN— M REILARBIPENZ S SEARK,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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EORAFRTREAGAMNR , HREFA TR —,

WA EERER HEN =) R

BR ?

IAM FEREHIEREEX Amazon KB IAM AFERHHFIE
CLI K mIEHER Amazon BHE$F 5 Amazon BRELS fE
APIs ( E#Z A Amazon AR BARETIRE,
SDKs ) o

IAM ( FHESER ) 7R (AM AFfEmR) AEE

FAKBIEPEEX Amazon  |AM fA P #9157 2248 F A9 15 BA
CLI 8 4m# 215K Amazon HITERE,

APIs ( E¥3£ A Amazon

SDKs ) o

R{EREk

RERBRE WU EEE R MEA Amazon Certificate Manager (Amazon Certificate Manager) %
Wo ATHREXRKETHREZHR ACM BEFHNERELK,

FR

- KT RFIRE

* Amazon CloudFormation

- BEMNEEFMH

- EBEE

o HEIE

o AP0 ERIEA

o ERIBRHIEHERAEHEFILR
« FF/8 Amazon CloudTrail

K 7= 4% 7 B S

BNERBPFERAKFRAIBE |, KIEHH ] LAEK PR3 EEEER, F4E~IESENRMFFLIES
DHNERERBNKF, P, MRTEFEAKFREE , MBS EREPIEL kms : CreateGrant
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BEXRRINBFEACHHENR, XSREKSPAUMNER#HITERINEENHAE, BXREN
WEER , BFEENRIE |, 2 (Amazon Key Management Service FF X A R1ER) F K Grants in
Amazon KMS,

MREREERFMANEFI T A RRHIkms : CreateGrantRIKF A , MAILEA k ms:
EncryptionContext &4 Z4ABRHIkms : CreateGrantBFEIER, I arn:aws:acmIEBERNR , HEE
ERFIA ARN H{E. U T ROIKBEESZEFEFRABSENIES , BEAGTFFERAEMIESR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}

Amazon CloudFormation

Amazon CloudFormation #& ] LA A Bl 22 R S EFE A K Amazon BIRVEIR, Amazon
CloudFormation &5 & HE B ME BiX L EIR. Amazon CloudFormation T LAEL B ACM KR
B , f5]30 Elastic Load Balancing CloudFront, Amazon 1 Amazon AP| Gateway, BXEZEE , &
SR 5 ACM £R KRS .

R EMER Amazon CloudFormation IR GBI Z MM ERZ N NRIAE | BAVEBWNETRTERNETNHE
BIR SR ACM IEH, XEBLREERENIEPER. EXELEE , BSH B, ik,
BE—NMEETERATNSNAAEEENEERFER, fli , MREANEREESmMRNEEE
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S8 ACMIEH <version>.service.example.com , BN BEENBEFIEH, <*>
.service.example.com

/A Important
MREBFERANRITS% CloudFront 2B |, EEE HTTP RiEFA X FEEFFILEP, £ Amazon
CloudFormation #ix @& BE L LA F Amazon B CloudFront , 24414 DNS ¥ uF s
BFHRERUr, FATE WA DNS Bif LI3RE B3I 4E1] ThAs.

£ Amazon CloudFormation B F8IZN X BN ER T S S BE LS,
HEMEEEM

NTHREZ ACM IERRPWIESAIERE , RIMNEBUCE Amazon RBEEEN B ENEEFME

F, Amazon RIEEMANMAIURRTRINZRARENE L, Starfield Services Root Certificate
Authority - G2 22— MRIBWIR , BHMLTEETINRIBNEEFRNET/RHRE. BIBEPE root
CAs , BREBHRRNARFHNRAREML,

uE$ B E

EBEE (Brf#ME SSL BE) R— 1 ER , TENAEFREAREERRIREEN , AR FZ
FHEESHE X509 ERHABEZAMIFERRREHREK, Hit , ZNARFERAMERSET SSL/
TLS MEH4EKIE, HAK SSL RIESEFREU 48 (MBIEBFANM (CA) IEBEME CAIEH
(WRA)) PFHER. WA, CERERREHRIBZEENESR. EHWNAERF KN EESIZRE
EARIES BUE R ZIES (MIFRIEPREFNEMEMILED) ZEEF. ENABEFFRAIREF , &
AHZERENNEPNLBRARMZNARERF. NE , NRARERF A E B S E LR 0E
PHEH

/A Warning
BUZHNARFRTEE ACM iE$H, I S#M AU FHEEIUEFHET] Amazon
Certificate ManagerZIBiZ &l , ACM £ Bah£&iTiX % SSL/TLS if B, A TLEITIEH , ACM &
ERFNAE-RERAN. MREHWRARFEE ACM IS , HEEFEAFN LB EHRKI
SATUER , NN AR F AR A E RIS E,

MREREBEILES , WA TRIUST2MHE SN AR FEESENE
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- FEECSWIERSAE ACM , ARFENNARFEEE S ANIER. ACM FALERXBHLKITSA
HIEH,

- MRBEAVRLABIES , WNENNARFEERIRME A Amazon Riff, MREFEANZ
ABIUES , WFENNAREFEEES CA WBRIES,

1336 UF

£ Amazon IEBM AN (CA) NENM M AU 28 , Amazon Certificate Manager (ACM) 2470
W R R B RESEFBEBRPIEENFIEE. SRR BE FH4R DNS TR, BXEZE
£ , 21 Amazon Certificate Manager DNS I&1iF 1 Amazon Certificate Manager B 7 #B 401

AN DS A BR 12 #
BFTHEEINE ACM ERTFMAMBAE. MARBERTEBITINFEIROFIS. flm, MR

EREENMER , AEFRERNENMEE |, WAAFRSEANMEBOFILER, SEAHRILED &, &
MANERPWFIESBERIEMAR , SE 2N FRAEFRIESHEE.

MREMABFERAHERIE , N T8N, E&ZHKE 8 HRILE T4 , FEELAE 72 M2 A
EDRFEHEP 1 HERAMITERE. Sl , MRBRESENMEENILES , BHRZFRE 40 BRIEEF
BR4F , FEELIE 72 PR CAEDRFE D 5 HHTERE. BRLRBERTEHBBENEN , FH
B FER SR IE PR AP B TEE th 28 i,

MR DNS WiE |, M AN FERIUEA FQDN @BIEEE A —5H DNS idF, ACM «@&
REBUENILR , AEHEERAREFEUBAERBTEMMZIERK. MNZICKEFRERER AT
iz, EREMNRAF , IRFEREESEMIBNIES |, NAFEEAS DNS idxk. BUEREMRE
Fi DNS RiiE,

R HIEFIZERE A EIER

/A Important
T KB R RER HIE B EAE B FIC T , SR UERER AT R PR B 15 B B FHE 48
EIFNAHRFIMBFLIETRNBEFHRINMNAMERK. A, EBHTF2EEELRIUEBREE
(SCT)e REXMIEPH CA FEENF SCT BRAEIEHRF,

B IE WA 1.0 126


https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/

Amazon iE P EEE CAPiEm)

B 2018 £ 4 A 30 A2 , Google Chrome FBEERIEREIEREREAEPH N SSL/TLS it
$, Eik, M 2018 F 4 A 24 B2 , Amazon CA E'Jﬂl“ﬁ:x’]‘ MNMABE AERRAAEFIEBRME
iT. EB—Bigk , ELEMR. EXEZEE , B2H L HEHRERE,

HEFERIEPREITERR , 2EFHITEATILR , BEATUEERRHE, IFEMNELRRIENZR
ENBALNEEER, FlM , BRABENSHB OB ENREERBERABNENEES , BUFF2L
Fro BHN, BRRICFIE O] BE LM B8 R BY SR A A0 BY 7 78 F P 35 B9 B #Ro

ERERFIERMERBREERAEICR , BFEMFERIEP Amazon CLI @5 E, RequestCertificateAPI &
EfoptionsS ., MREWIEHRTE 2018 F£4 A 24 HZHIMAW , HELBHRLITHREKRIZR
ZUE$ , W AT BASE A update-certificate-options @i # 2% UpdateCertificateOptionsAPI R #EIERIB H

B 751

- BEEAEAZEFEERARNERERE A FILF,

« FEPHAZITH (BETLERIHE 60 X ) 7, BEREERXAZTEFRS. ERBSERKMET
SERBEIRHES.

EH—BigRk , BLEMNBSHRER. EZNE[QUERBREHFREER, MREEFERIEPAEREL
ARiLE , RAEEREHERER , WENIERRARWISE , BERIRITERNIE. NREHFBIEHBHKIL
EMEx , RINEBWERFE —NHRIES,

AR RAIEERE R T B SRETHIE 8t 20{al £ A request-certificate a2 AIEHERE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

Ras S HEIERH ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREBEFLED , HETHFEREEITIERIRFEIERER TR |, 56 Hupdate-certificate-optionsfito It
ﬁj'ﬂ T ﬁlE”Eo

aws acm update-certificate-options \
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Amazon iE P EEE CAPiEm)

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \
--options CertificateTransparencylLoggingPreference=DISABLED

FF B Amazon CloudTrail

EFFBER ACM 281 , IFF /3 CloudTrail H&EI8E, CloudTrail & F&@ET K R K # Amazon
APl Amazon AR R IEFE ( BFEES Amazon EEB#ZHIA. . MESHKSIH Amazon Web Services
BATHY API AR ) RSB EE, Amazon SDKs Amazon Command Line Interfacef&i& 7] LR
BBLAFFKS~EAT ACM APIs, & HMFIAR IP tthuk AR W& £ B RtE, BRI SAER API
CloudTrall £ EINARFHR , N ENALBHOERIER , RERRWRES , UREHERE A NAFE
MK CloudTrail B%3IheE, BXEZER , BSHOIERE. ¥%%F CloudTrail 5—E# A Amazon
Certificate Manager SAZ & ACM RVEM R IR BR1EHo
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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¥ #2123 Amazon Certificate Manager

B4 Amazon SRS RO EM, TTAMMYENEEAKE D, Amazon Certificate
Manager &M iZM Amazon R F RFTAE D WEKEHIE , UEE LN S JHRMER AT AE R i
X EH# TR

LTEBNBTHAT ACM B Amazon =BT &,
F&
- A S# EventBridge

« CloudTrail 5—i&f# H Amazon Certificate Manager
« XM CloudWatch 3E#%

£ I &% EventBridge

EAILAE A Amazon EventBridge ( 8187 CloudWatch Events ) 281 Amazon RS B3t , B3
MR RGEEH , flONARFIAERBRERER. KESE ACM EEAH Amazon RESHEHIL
S SERT #4535 2] Amazon EventBridge » BRI SAEAEH4RALA B¥5 , @3F Amazon Lambda BRZK,
Amazon Batch #Ell, Amazon SNS 8 &, BXEZELR , BSH T LRI S# EventBridge ?

F&:
- WE5#3 ACM B EventBridge X #F
- EventBridge £ ACM # [ &b & #1730

I # %4 ACM B9 EventBridge 3%
AEZHH H R T Amazon EventBridge 21589 ACM #HXxE 4,
“ACM iE$ BN 2 HR" S 4

ACM FMIEHIHAET 45 RKFFME , AFMBEBERWIEDR (A8, RENSAWIEDS ) BERREIHE
., TTLAER ACM API B9PutAccountConfigurationig #E3k 5 e bt B (] o

ACM £ HEMEKNFERANIELANBHE] , ERANLEPRECIH M ERTMRAETS
AACM , DR R EHH. BREZSELR , FERENSAILSL. BUUERATHEHRREBINL
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https://docs.amazonaws.cn/eventbridge/latest/userguide/
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Gl o))
DUFFIEBE#FH S A ACM. BXAEA B31{LE R Amazon Lambda , 58 EventBridge £ ACM A
B S & 21T 30

ACM IEHEIH R EHER U TSN,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration"
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",

"resources": [

arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"
}

‘ACM LB ETH"SEH

(® Note
“EHESHEHTERTSANIES,

B AT S, EEEKS B ACM RN AB RGBT et B 1R EE,

ACMiEBESHEHERUTEN,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [

XEFNES
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"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
“ACM iE+$ 7] F"7&E 30
BEPAMITHES  UEERENAE AT IERAZRENKEBH, ZBHFEMLR. £ITNE
AWK, NFRBLESH , —BEETR , NRATEZFRESTEGHIFFEEN,
ACMIEBATASHERUTEN,
{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
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“ACM It B EEL&ITRIFEEH

® Note
‘FERTERRITRIFEHATEATSANILES,

ERTLMITLES , MEELTARDEFRESTREITIEBNKREIRE. flo, WREFFMTHE
Ik ACM £ATIEHHY CAA 1235 , N ACM R 45 REHZITT KM R A UENH, MREFRE
EEM@#R4E , W ACM £ 30 X, 15 X, 3 XM 1 RABARZ LT , IFEFF - REURE. iEH
BHREBFBREABE], BRETZRBLERE 1S

ACM IEBEFEBRITRESHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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“ACM if$ B B4 S

BEF AT S, EEEKF P ACM AN ABHFAFILS HH I ERE,

(® Note
HEERH S HMIES, T3EBS revoke-certificate RS AKIES,

ACMIEHERESEHEBUTEN,

{
"version": "Q",
"id". "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"Exportable": TRUE | FALSE
}
}

Amazon BRESH

Amazon RELNFEEITFMAH ACM IEBERZITRAEMH, BXRETERNEE , BSHATHNE

EUEHLE1]T Amazon Certificate Manager,

W

REQEMMHIER TEBSTRREM

« RS 2BHAF IR,

« WNEFSATERBERTERNET, XUREKREFTE]LLTEFHRAPNGEE (A TEIEFH
HHRATRIERNIES ) |, REBRENMER. SIEHABLEUTEARERBRH -, XERB
TENFALT , HERATHik,
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« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBEL1T. B HmEINIHE )
« CAA_CHECK_FAILURE ( CAA RERM )
« AWS_ACM_RENEWAL_FAILURE ( FHFA%E CA LR MIEH )

ETRREHEENTEME, ELREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24K,

-~

"source":[
"aws.health"

1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

1,
"eventTypeCategory":[
"scheduledChange"

1)
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]

EventBridge £ ACM R [l & #h & #2173

B AR FEIX LEEH 12 Amazon EventBridge BN , F /A Amazon EventBridge 2 & B B 2
SN EENEE, ATEMEEE Amazon EventBridge #NF = 4 BV IRER RAIREF o

£}

- @3 Amazon SNS MR ZE4

- £/ Lambda B3k MRS 4

&3t Amazon SNS o R B4

AT EMAEE Amazon SNS , LAEEH ACM £RETIRIREHIRENEBA.
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SERA T 2 SRELE N R

#12 Amazon EventBridge # 0| 3 i & & 4

1. BIRILS# EventBridge MM, BEXEZEER , BSROIEN EH4 ML R MEY Amazon
EventBridge M,

a. £ Amazon EventBridge ##i| & & https://console.aws.amazon.com/events/ , S EH4 >

MUTE , REEFNEAN,
b. FEGIZEMNITTME L , £$F Event Pattern ( BEH4E ) .
c. XNFRFEM , NEEAHERE Health ( BITIRR ) »
d. FFEHERE | %# Specific Health events ( FEZTIRRAEH ) -
e. 1&#F Specific service(s) ( HEMRS ) , REMNXEHIEE ACM,
f.  1%&$® Specific event type category(s) ( FESBHEERKF ) , AFEEF accountNotification,
g. Ii&# Any event type code ( EASEHERHKRB ),
h. i%&# Any resource ( {EAI&RIR ) -
i. EEAEAMBERESD  MESHREN JSON ERX, WREIER Amazon BESH &9

PHER,
{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

BAERB R 1.0 135
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule.html
https://console.amazonaws.cn/events/
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2.

BoE R,

FEBHRES , BRLMNEFZ AL EE A SN SE40 RS P 1TEEF |, Hla0 Amazon Simple
Notification Service (SNS) , BRI SLi#%$R Lambda ERECS EH4HEE T B E LW AT HITRE, Bx
Amazon Lambda 2B RHBI , B H £H Lambda BEEIm RN =4,

5/ Lambda B ¥H R =4

I3 258 R Amazon Lambda 204 A 723 & #h ¥ Ut EventBridge, {8 F L & #h 5] 2 @ &1 AR SS (SNS)
Simple Notification Service | Ei@8 & LA K a0l @ H & @ EL R Amazon Security Hub CSPM , Mif
NEBRRNZ AR TN,

®& Lambda M IAM B &

1.

B % B E Amazon Identity and Access Management (IAM) & &3 E X Lambda EIERFT BRI
R, B tLZEMHESREK , EUNRFHETHEEAAZEHE , HRHIRFZAFHE. T
BWEETEAFPKS FIETAZH Amazon #E , AEHFEEEEAKF, TiE1T,

1 https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,

£/ JSON KM 4miERR IR UL TR E LA R, REEBCHHEXHN Amazon K #1E.
BXEZEE , FSHE JSON LT F L 6 K.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl"”,

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
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https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor

Amazon i &2 S5

(AFER)

},
{

3. tIE IAM B e+ aEH MR, AX6E IAM SEMHTMKRKNESR |
PIEAE (2F8 ).

"Resource": [

"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/
handle-expiring-certificates:*"

1

"Sid": "LambdaCertificateExpiryPolicy3",

"Effect": "Allow",

"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsFoxCertificate"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy5",

"Effect": "Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicyé6",
"Effect": "Allow",

"Action": "cloudwatch:ListMetrics",
"Resource": "*"

FZH N Amazon RS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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4. 3TF Amazon Lambda #2#1& , k9 https://console.aws.amazon.com/lambdal/,

5. /% Lambda ¥, EXEZEL , FSRHEHAZES AGIE Lambda B, TRA TSR -

a. ESIBREBTELEL , i%&# Author from scratch ( MK FF IR RIE ) &I LA B2 I,
b. EEBEBMFERFAEE—NTEM , FlI handle-expiring-certificates “"o
c. 1 Runtime ( 12170t ) SIRAF |, EF“Python 3.8",

d. B Change default execution role ( EXBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEA® ) JIRPEREBETVUNENAL,
f. EERAEBREH.
g. 7 Function code ( BB ) T , A TR,

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone
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utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azrn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
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sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',
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'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
.
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( M8 & ) T , &% Edit ( &%E ) FTERRFMUTEE,

. ( Hi% ) EXPIRY_DAYS
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BEAZERPSHBEH B EZRE ( K¥ ) . WEREERIAR 45 X , BERAUEERE
MX1{&.
( AT ) SNS_TOPIC_ARN

$&E Amazon SNS B9 ARN, BL arn: aws: sns::: B NIRETEM ARN, <region>
<account-number> <topic-name>

« (A% ) SECURITY_HUB_REGION
EF R X Amazon Security Hub CSPM F1EE. MRRIFELEI , N EHEEEST

#9 Lambda BEH X8, MR ZEHESNMNXEFET , WAESESENME LR EEREE
BAXIEHH Security Hub CSPM,

i. 7 Basic settings ( EFZE ) T , & Timeout ( B ) RERN 30 ¥,
j.  TERMEIRER , 1%&$#F Deploy ( ZBE ) -

A2 VS LAFT IR E A UL B R 5 3R

it

TRAT
B 3h &3S B s F ER A E A

it

T ARG , H&S Amazon EventBridge KEEFNET , FA1H 80 B E RV IE B IR 4 — 38 F i

., FIRERT , ACM BREMLNEESHA 45 KREENEHNIERSI X —NEH, (LRBERA
LAER ACM API B PutAccountConfiguration EEE N, ) XEBEH#HPHNE N AtR LU REX
W BB IRE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub CSPM

1. Bl Lambda B HEENR. ( BT - FHSH RE Lambda EHEH IAM B ),
2. A Lambda EBIEA T XX EHNFRHE SNS £B, BXEZELR | 5S4 6E Amazon SNS
3. NEMBMEBHAITREE SNS £8, EXREZEER , BZ M1 E Amazon SNS F i/,
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4. BIBRATR% Lambda BRI Di# EventBridge MM, BXEZEL , HSHGIENEHMEH
& Bify Amazon EventBridge #i1,

#£ Amazon EventBridge ##%|#& /1 https://console.aws.amazon.com/events/ , SZEEH4 > M
NRE , AFEFRCENAN, EERSEM. BSHXRERM Lambda ¥, EEHEXM A HERR
B, REE TR

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERROIEHT2E RN Lambda #HPUXFRIEH -

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

B

—BEFBEERIBEERETMEE , FEXEEMRZEBENMERET , UBRZLRBEMUEHNE
AT -
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Amazon EHEEE Gl
- IAM KBHNAE

+ Lambda B

+ CloudWatch SEZ#HLM

+ CloudWatch 5 Lambda ><Bx#y B &

+ SNS F&

CloudTrail 5—# £ A Amazon Certificate Manager

Amazon Certificate Manager 5 Amazon CloudTrail—BURFEK , ZRFSBEAF. AR Amazon
BRS1E ACM HITHIIREMIZ R, CloudTrail RIAMER T , BH Amazon IKFE/E A, CloudTrail
& ACM B API A RBRAEH , BIERE ACM ZFHAHEAMI ACM AP BRENRBEHR. R
REERE , WA LAY CloudTrail B4E4& M E Amazon S3 48 , 235 ACM WS4, MR
BAMERE , BMATLIE CloudTrail EH AN “BSHHLER FEFRFNEH.

FEHKERNE R CloudTrail , BRI LUBER ACM X HHIER, ZHERMN IP ik, #AH TiER,
AR EZEERUAREMFMAEE, BXEZEL , BSREAESHHELIERES CloudTrail EH. 3
ACM I XM EMEN |, ZESE5HM Amazon BRE CloudTrall B4 —REiEZESE4HFHFiI
FH, BAULE Amazon IKFHEE, BRMNTHEHEH.

WAL, BRI A BB H M Amazon RS , LU —F 2 4L CloudTrail B &R IRENEHIE.
BEXNEZEE CloudTrail , IHSE U T4 -

+ Amazon CloudTrail AF 1§,

- PIERERER

« CloudTrail ¥ RS FIERK

« Bti& Amazon SNS J&Al CloudTrail

« BRRBZANXIEH CloudTrail B EXHMEBRFKE S MK, B CloudTrail B EX 4

£
Fi2FE® CloudTrail X1F ACM API #4E
 IBRENRFZH API FH
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(AFER)

HE&i2& 9 CloudTrail X ACM API &4k

ACM XZ#E U T REENSHIERIE CloudTrail BEXHH -
BONEHRATREBEESERERBFRNVAREGE. SOEREHT

BEUTAR :

« BEREZAEA Amazon Web Services IR F = Amazon Identity and Access Management (IAM)

APiEH %I,
- BREFEAACKERKSAFPNENZEEIEAXHN.
« HEREESHHEHM Amazon RE A% H

BEXREZELR , {2 H CloudTrail userldentity Tt

LUTE o R T X APl BRERYRBI B E.

« EEERFIFRZE (AddTagsToCertificate)

+ MIBRIE$ (DeleteCertificate)

« #RIEP (DescribeCertificate)

« S HiE$ (ExportCertificate)

« & AiE$ (ImportCertificate)

« HIEEP (ListCertificates)

o HIHIEPHIFRZ (ListTagsForCertificate)

o MIEHFHIBR#RE (RemoveTagsFromCertificate)
« IERIEP (RequestCertificate)

o B AIERIULE FHR (ResendValidationEmail)
« BWFIEP (GetCertificate)

&) B IR MFRZ (AddTagsToCertificate)

AR CloudTrail ~:5l& 7~ T A AddTagsToCertificate APl Y45 & o

{

"Records": [

{
"eventVersion":"1.04",
"userIdentity":{

ZEFHY API R1E

kR 1.0 145


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ImportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html

Amazon i &2 S5

(AFER)

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-04-06T13:53:5372",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIBRIE+ (DeleteCertificate)

BAF CloudTrail =527~ 7 /A DeleteCertificate APl BIE R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",

:certificate/

X AP B4
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:267",
"eventSource":"acm.amazonaws.com",
"eventName":"DeleteCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HRIEPH (DescribeCertificate)

LA CloudTrail R%IE 7= 7 @A DescribeCertificate APl N4 R,

(® Note

DescribeCertificatei®4E CloudTrail BEFREREXEIETEN ACMIEBHEE, &BATLL
fEA#EHA Amazon Command Line Interface. B{ DescribeCertificate APl 2B B XL BHE

JBNO

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail 75l 7~ T A ExportCertificateAPI FY45 R,

"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

15
"detail":{

:certificate/
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"eventVersion":"1.04",

"userIdentity":{
"type":"Root",
"principalId":"123456789012",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2018-05-24T15:28:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ExportCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",

"requestParameters": {
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"
iy
"responseElements": {

"certificateChain":

"privateKey":"**********"’

"certificate":

————— END CERTIFICATE-----",

"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {

"tlsVersion": "TLSv1.3",

X AP B4
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"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

}I

"sessionCredentialFromConsole": "true"

5 AE$ (ImportCertificate)

LT RBIE R T iEFEI ACM ImportCertificate API #24ER K CloudTrail B &% 8B,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
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"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

1,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

HIHiE$ (ListCertificates)

LA CloudTrail =4I 2R T A ListCertificatesAP| FI45 R,

@ Note

ListCertificatesi®4E CloudTrail BEARZEREN ACM iEH, ERLAFEHIEHAS Amazon

Command Line Interface. =X ListCertificatesAP| Z2FiFH5IFEK,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

I

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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}

5| HiE P HIFRZ (ListTagsForCertificate)

AR CloudTrail 75l 7~ T A ListTagsForCertificate APl BY45 &R,

(® Note

ListTagsForCertificateE CloudTrail B & FE RIEHIRE, BALERES A
Amazon Command Line Interface. B ListTagsForCertificateAPl EEHRZ IR,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"
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MIE F I BRPRE (RemoveTagsFromCertificate)

LR CloudTrail ;=& 7~ T A RemoveTagsFromCertificateAP| BI4E 8,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
b
"eventTime":"2016-04-06T14:10:012",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

b

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"@cfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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LA CloudTrail "IE R T A RequestCertificate APl B4 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-03-18T00:00:49Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
I
"keyAlgorithm": "RSA_2048"
I
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I
"recipientAccountId":"123456789012"
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101
Firefox/128.0",

"requestParameters": {

"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"revocationReason": "UNSPECIFIED"

.

"responseElements": {
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"certificateArn": "arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89ab-cdef-0123-456789%9abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "acm.us-east-1.amazonaws.

}I

"sessionCredentialFromConsole": "true"

B AE R B FHB4 (ResendValidationEmail)

LA CloudTrail RHIE 7R 7 B A ResendValidationEmailAPl B4R

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

b

"eventTime":"2016-03-17T23:58:25Z",

"eventSource":"acm.amazonaws.com",

"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"domain":"example.com",

com"
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b0@6-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

EAF CloudTrail REIER T A GetCertificateAPI V&R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements": {
"certificateChain":
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+
"requestID":"744dd891-ec9c-11e5-ac34-dle4dfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

},
"responseElements":{

"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

55 F A 9 E88 JE it Amazon EC2 =4

HEELS#HHEMITHE S (Amazon EC2) L6l EECE M uE sk N AR AR |, 411E A Ek 39788 FE 1% S8
fl, XATLUENE ELB ##lA 5. Amazon Command Line Interface A N RHIE R 7 X Amazon Ik
123456789012 LinuxTest L HRegisterInstancesWithLoadBalancer A E S ERHHA.

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/ALice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z"

.

"invokedBy":"signin.amazonaws.com"
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

iy
"responseElements": {
"instances":[

{

ERRSH API B A k7 1.0 161



Amazon iE P EEE CAPiEm)

"instancelId":"i-c67f4e78"

.
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

mEFBEZH
T RANEEAR T INES ACM iEBXRERNFAE LM Encrypt BA. MERE AmazonFH 1T,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

},

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext": {

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

I

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources":[
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"ARN" :"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

fRE A BN

UTREIERTATNE ACM IEBXBKNFLEFHRITHREN Decrypt HH. BERERNIBHITH
Amazon , BZRENHHKZFSEFHF. Amazon

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:282"
},
"sessionIssuer":{
"type":"Role",
"principalId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate"”,
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

iy
"eventTime":"2016-01-01T21:13:28Z2",

"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
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"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
},

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - Amazon access key
ik SecretKey - Amazon secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - Amazon region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

AT RBIEBEIn{a 8 A DeleteCertificate BIE. MRK I , MZEEBFIRE —1NZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

FEIRUEF
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packag

import
import
import
import

import
import
import
import

e com.amazonaws.samples;

com.amazonaws.services.certificatemanager

services.certificatemanager
.certificatemanager

services.

com.amazonaws.

com.amazonaws.services

com.amazonaws. certificatemanager

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the Amazon
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Sta

NotAfter:

tus: ISSUED,
NotBefore: ThuOct@510@: 14: 32PDT2017,

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type:

S HUEF

AR R"ANERINMAEA ExportCertificate B#, ZBHEBNS HBARBIERMAYA (CA) MARHNFABIE
F (PKCS#8 1R ). (LNBIUEBLILRHEACM MEERSAETEZSH., ) EEASHIEBERM
MEZH. EUTHP , ZHNEBEEERDXHFF,

IMPORTED,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.

java

amazonaws.
amazonaws.
amazonaws.
.regions.Regions;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AWSCredentials;

services.
services.

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;

.nio.channels.FileChannel;

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

ExportCertificate

WA 1.0 173


https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html

Amazon iE P EEE CAPiEm)

public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();
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// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);

String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%

AT RBERINMAIEEA GetCertificate BIEK,

packag

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the Amazon

Certi
* Man
*

* Inp
& C

€ Ccom.amazonaws. samples;

com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;
com.amazonaws.services.certificatemanager.model.GetCertificateRequest;
com.amazonaws.services.certificatemanager.model.GetCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws.services.certificatemanager.model.RequestInProgressException;

com.amazonaws .AmazonClientException;

ficate
ager service.

ut parameter:
ertificateArn - The ARN of the certificate to retrieve.
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* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {

try {

result = client.getCertificate(req);
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}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT AT AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

S AU

AR RALERIMAERA ImportCertificate BI%Ko

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(
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"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
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buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
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String arn = result.getCertificateArn();
System.out.println(azn);

B HHUE

AT RBERIMAIEEA ListCertificates BI¥,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the Amazon
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.

*

*/
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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I EA RO IR UT U TREN A H.

CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

LT UEH

AR =55 BA an{al 2 A RenewCertificate BA¥i. ZBEERIT HFAABIEBM AN (CA) MA FHiES
ExportCertificate BE S HAFABIE P, bEA , FARKBNATLITSEHNAEIEDS, EFEH ACM £
T8 Amazon A CA E$H , BAMEE ACM RZEAFREFRITHBRENNIR, BXEZER | B
SRFEBLEITRES BS ACM,

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;
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import
import
import

import
import
import
import
import

public

pub

Windo

ex);

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
WS
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);
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}

catch(InvalidArnException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HHUE PR
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Amazon Certificate

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

model.InvalidArnException;
model .ResourceNotFoundException;

function in the

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;
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* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {

result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
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throw ex;

// Display the result.
System.out.println(result);

HIE Y REFIZRUT AT AR A,

{Tags: [{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIEP i BRAR

LA 745058 BA 2N e[ F§ RemoveTagsFromCertificate BI#K,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import
com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateResult;

import com.amazonaws.services.certificatemanager.model.Tag;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
Amazon Certificate

* Manager service.
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*

* Input parameters:

& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.

ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

// Create a request object.

RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

12345678-1234-1234-1234-123456789012");

req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);
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e com.amazonaws.samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

services.
services.
services.

certificatemanager.AWSCertificateManager;
certificatemanager.model.RequestCertificateRequest;
certificatemanager.model.RequestCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
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import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
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AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()

.withRegion(Regions.US_EAST_1)

.withCredentials(new AWSStaticCredentialsProvider(credentials))

.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

RequestCertificate
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BT RIZW UL B FER

BAF 7Rl ]

package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

1

70N

g

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

services.
services.
services.

.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

15 BF ANl fE F§ ResendValidationEmail Ba%K.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the Amazon
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials =

null;

ResendValidationEmail
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try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}
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// Display the result.
System.out.println(result.toString());

BIEMN REIFGERAER IR FHEHER—INEE,
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%t Amazon Certificate Manager [ @3 1T B HEE

R A Amazon Certificate Manager BFHEEIRIA |, SR LT &,

® Note
MREEATHRRKIEHRE | BUIEFE AmazonFiRH D

£

« BB FEREZE

o BFEULB UL &

s BEERERUEBLEEITHY A
- BFEHEAREZ

- RERE

BEEUE P iER A&

MBAEWR ACM EHFBEIAE , BSEUTEA.
25

« SR

- EBBREM

R

MR ACM EBHIERTE 72 DT ARJFTRIUE , N ERGER, EEERER , BITFEEE ,
KIS , RHESIEAE |, &R Actions (181E ) , ARFIERE Delete (MR ) . RfF , EF
Actions ( #1E ) M Request a certificate ( BXRIEH ) , BRFH. BEXEZEE , S HAmazon
Certificate Manager DNS I 1iF 8;Amazon Certificate Manager B 7B #F3iF, BIVEREMSEH DNS
iE,
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MREHIERARAY , ACM MESWBLUTHIRESE 2 — , FRERBUNDSRERLRE, BT EEMR
RRAMRIEBER |, BEBRRABSRRIFEIER.

=

x
BiRHE  REAAMBKREA
BiREE FEHMRIU
HIRHE TR LG

- [HIRHE  Hi

HRHE I RBETRANEBRRA

BB RIEBAHER T B FoHRIE | B ACM BERIAFRIEERPH —NHZ MBI B FHR4
ik, EFRIED , SaLBRITTHREZ—

- BEREHEERENEWE TR, BHNENBMRSBHFLIE — M RREBFICHK (MXiER) |,
LAfE ACM HY B8 F Hif 4 AR 55 85 N0E ¥ 15 30 1IF B8 F BRAF RIS BIMV L B

TR ERES 2 —EUFHRERE ; EEFRNTEFAIUES . EFRLFAZRE , HR—NHIEH,

BxRAEEARKEIRE ACM WIFRIEB FIHENESZFEER , B5H Amazon Certificate Manager B F
BRAFIRE B RN EIRIE B FHp4F, MRBERXESBAMRZRIITTARIAHEE , BHLERLR
&4 Amazon , MERIIAT LA TRE,

HiRHE  FEHMRIE

ACM FEEHMEERLBIIERER, MBEHNITEZET Alexa 1000 58 1Y | ii#‘v?ﬂﬁ’ﬁl%%i’ﬁ?ﬂ
M. ERMHHMLEER | BEAZEPOBKR Amazon Web Services X1F, MREZEXFITN ,
£ ACM FF k1 iz:q:'ivt’fﬁ%ﬁlﬁaﬁ

® Note

BFEN Amazon BEWIEA (HlE1LL amazonaws.com, cloudfront.net
elasticbeanstalk.com & RHig &) ERIEH,
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BIREER TR AET

ERBERPH—NHENMIBELER. BE , TRANBERPVEHBT2ERNMAE. BXZEHBERIE
P, ANEERMBERFHEAHBEERIENF , HARBERPAVAEHBHE TEXNWRE. A
m, BFEERN example.invalidpublicdomain &R ACM iE# , A "invalidpublicdomain" &
BROMAE . MRERZWSRIWAMER , FHRAZER L. MREEEXFITX , EE ACM F X
WIZHR R MHEE,

BiREE  Hith

BE , MEAMERSEIERBFERFHN —PHZSANEBEIHEE RN BT, BXEFRERIES , Bt
B FAMBERPHWEAHBESRRDENF. IREHEWIHAVBCEE |, BEA S 0EBFR Amazon
Web Services X, MREEEXFITX , BFE ACM F R ICIZAREMHFTEB,

HEE UL 30 UE (7] 2

MR ACM IEBERRSHEFRIE , HHALBERESFEXIURE, NMREERLBERNERSEF
BRAFIIE |, M BTN RSAEE WAL B FHRF, XM ERIEBIFTERWENE R B Fap i
i, BXEZEER , 551 Amazon Certificate Manager BFHl4FI01F, INR%EFE DNS WiE |, N4
T ACM HIEBIEM BB IERE ALK DNS BiEE. BXEZER , 5 Amazon Certificate
Manager DNS X:iF,

/A Important
LA R CHARATUEFIERERPEIENAMEEE . MREFEB FHARIE , LR
M ENRUE SR FERfF, MRRKEI B FEM , FSRRKE WIS FEB 4, RiERE DNS
WIE , MAZH BN E IR —% CNAME 2%,

(@ Note
NE ACM iEF ] LU 275 E 82 Nitro Enclave B9 Amazon EC2 324 £, Bl S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave B Amazon EC2
Pl EREMIL Web BRFERMES , FZSHEE : 7 Amazon Linux 2 L& LAMP Web AR

SEBEHEHIE : £ H Amazon Linux AMI % LAMP Web R 25,

EWAEA DNS Wi =2 8 FHR 1T,
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MRBFRIUERR , TSEUT &,

e

« HEZE DNS K ] &

o HFEHFHRERIUENRE
o fRR HTTP Rl AR

HEZE DNS 16 iF 8] &3
MREFEH DNS RiFEBEHERRE | FSRULTIERE.

DNS HEHENE—SREAUTHRATITERLEFHN Y EPRE !

* dig — Linux, Windows

* nslookup - Linux, Windows

£

- DNS RRHtEEA TR

- DNS REtEFNMNRART IR

« GoDaddy _E#J DNS HiF K K

+ ACM #4#| & T & R“Create record in Route 53” ( £ Route 53 F8|E1EF ) &4
s BB (TZEMFE) B LM Route 53 BilF kKK

o BRI, BMARREIT KK

« VPN L&) DNS fRF a5 30iE K K

DNS B2 T X%k

MREH DNS RMHBHBULEFHBICREPEANS TRIL , BUMER ACM ZREAEBERNT

¥k , AERBEZTNENER TR, Fl0 , 7 7#HTRIE , 3B IE%E _x2.acm-
validations.aws ATE N x2.acm-validations.aws. {BER , BB IEFKB NS IMLTIEL LLR]
STRILTFA,

B LAER T RAMHNMERIES —DREIES.
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B e it =]

_<random value>.ex BB icF _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex BB 1ic K <random value>.acm-validat
ample.com. ions.aws.

DNS REERMMBRRIAERT TR

‘“’%)RT R DNS BHEm4anSRHNAIBICFERMERTR. Ht , BESHM
"J BES S BEIR, I |, “<random_value>.acm-validations.aws. fSF#3E4 |
m <random_value> .acm-validations.aws”S##EZ,

GoDaddy £ #J DNS I3iF &

BRIEEE N ACM REMBIRIERKE , BNEME Godaddy MEMEFMEERNEE T BE K DNS Bil
AIEES KM, LA .com HBARNH , KHE CNAME iBFA&MT -

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

EAI LB BT NAME (BF) FERAEBHNIAE (29K ) |, 8125 GoDaddy &K CNAME id
x, TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#|& T E R“Create record in Route 53” ( £ Route 53 #2123 ) &4

MR RIEE Amazon Route 53 ¥E &Y DNS 1217 , Amazon Certificate Manager AIBEESH R
BEXRBITENIEMEN, EELEERT , #4/AH Create record in Route 53 ( £ Route 53 8212
) RHEAREREMBTA, NIREXEXMER , FREUTAEERRE,

- X B Route 53 &K DNS 1214

- BERATREEKFER ACM H Route 53,

« BERADTE Route 53 FHEHXFHAIEIZFH IAM R,
- BREMA BRI ZIF,
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© EERAATF L.

E ( FZEMF) 5 LM Route 53 BIF KW

£ DNS RiEIREHF , ACM ELAEREXFHFERFBICTK. WREERE , Wz 72 DetEHE , R
A7 Validation timed out (R IEEE). EBFBEEAERITEFEFA DNS i , @3F Amazon VPC
AEREXHNER, FAE PKI AR ZEEEBBITEEWIES,

Amazon #3KEB Amazon 48 CA RERN LAFFTZEENERHEIE,

WUERZh , BMA LT KW

WMRIEFBMA KXY , ERGRIUE", MENFE DNS EFtFEREIEHMAAERN (CAA) iBFK&EMELE
WMEIEP. BRESEE , F56 (k) BE CAA I,

VPN E£H DNS BRE288 58 1E kK

R VPN £ E DNS fRS528 , M ACM RN ZRSH[RILUES , FREZBSH/ESTULR
FriER. EA ACM DNS BiEMAN AR IUEBERFIEKALEL 2 Internet FITHEN

HEE B BB B UE Y A R
IR BT ER AT BB E S | BSAUTIEE.

£}

o RUIKEI56 U 8B F BB 4

- BT B FERHRIFRIF A KT R
« ITIELNIRE] DNS BiF

R Z I B F HR 4

LIBM ACM BERIEP H &R B FEEHFRIUER | HREITEFHESLEZTANEREE MU, EXES
f£B , 2% Amazon Certificate Manager B FHRF 0 UE, 20 R B E UL BB FER 4B R [B)& |
BEEUTEW,

ERE TN NE

ACM 2mEERWIHE HXWIE B FifiE, MREEEUN BT ZIFIEUOX Lo FHR4E | AT LUT
ENBRIFIEEAN RIS, TESKSMtut EAFEEBER , HE2EN @ FEZENE
BAVELR FEp b, Bl , RIRSF example.com $EE N subdomain.example.com KR UFLE |
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N AT RE S W B —H %X E admin@example.com B EE FHR ., KEE ACM ZBHIAEHR IR ( HEM
CLI = APl HIRE ) W FEBMF bt FIR |, IAERNERBITBE FHENNVE, EEFIYIX ,
B ¥ ¥R A Validation not complete KIAE F15 & Z K B4R,

It 8 F BR 4 EARIC Ty SR BB 4F

BEEENLIRER G 4R REE R B T4,
GMail £ B3 X & r B Fop 31T 03K

R IEE KR GMail , 36 E 8B T EB 4 AT BE 248 B 31 9 K F Updates = Promotions I+ H,
BRRZEFHO

MREER LRESE , BNTEREFR IR FERH , i§T5R Amazon Web Services ¥ H
OHBERS, MRLEXEXFH , FROBERHE ACM FRiLiz.

R T B F B4R 30 UE AY 55 A #) 4R B B) B

EPHNE-—PNEFERAFRIEE RN ABEFERIELITERP-ERE, XTR ACM RIEFIFELHE
AL,

BRI E TR E] DNS Wik

HOIZRA B FERARIERIER)E , BTTEIREIER DNS W EFTRIE, EfEA DNS WiE , &
BRIZUEH , AR5 812 —MEA DNS BRI HEF.

R HTTP &1 a3
MREMSEH HTTP RIBEBNERI R |, BHS R TER,
HTTP REHENE—PRERAUTAARIER TN LINRE

« curl — Linux 1 Windows

« wget — Linux # Windows

F

« RedirectFrom # RedirectTo {1 & 2 [8] Y A &= A PEfig
e CloudFront it & 7 IE

« HTTP Z3E @A &

o WurEat
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RedirectFrom #1 RedirectTo {7 & 2 |8 fY A &+ T

R RedirectFrom SN AE RedirectTo th SHABFIEHE |, MIIEF LK, BRIEEHE
NG A EHEE,

CloudFront & & 1IE i

HREM CloudFront 7B E EHEENRHRIEANT. REXRFEMITHNRERESER , URSTEES
E&E.

HTTP E7E [ (7] &
NMREEANREEOMAREREREANR , FREBUTSIREIEEHEE,
RIIEEREE

1. ¥ RedirectFrom URL & &35 ME EX K28 py b a2 rh
2. TEFRREI|/ED<H |, ¥ RedirectTo URL.

3. H®EFNURLBAR , BREMNTEEE.

4. WIEEFEMREFIRE 302 RSB,

36 UF H A
MEAFERBNNEBEARTR , HTTP RIFTa LB, ERRRIEEE , BHRTA TS,
R 0 VI 8 B[]

1. BUTUTRESZ —  EEWLEEE EESZHIE

a. T ACM 24| AHEFTIRFMAEETEH. ERFICHSRIENE.
b. Y8 DescribeCertificate API BEUEFEZ NINBILIRS,
2. XNFBANSLAENE , FHIARIEIANBRE M Internet G 18,

FERENIEBEITRIEE

ACM ZEEIHRI =R BFEIT ACM LS |, MELLTERITEMBEE. MR FHIEEIEPLEIT
Amazon Certificate ManagerBEU%EH |, iHS R LT E&,
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Eik ACM BHEITTERWIEH | DTBERUAT R :

o BB HLIFE ACM ERHNETAmazon R KBk, HX ACM XEFENRRNEE , BZH 5
ACM MRS -

o XFERAEFEBHRIEAUER , ACM AIEEH BT IE B R ATHIE NN EE & 6B 7 B4 it 5 8Bk
Ro TR #9587 lB 44 41k 5 £ Amazon Certificate Manager B ¥ BB 430 A

- X FfEMA DNS BiIERIEH , EHREHN DNS BEZEEWA CNAME iE% , #l Amazon
Certificate Manager DNS R H 7R,

o XNFEEA HTTP BiIEHIEPR , FHARIZE Amazon Certificate Manager HTTP IiE TR ELE &89
BEEM,

R EFEEUEFHLEIT KK

HIEPEVEEHART (DNS 8 60 X , BFERERN 45 K, RBIERHF 60 X ) , MRIEPBHFEEEE
HE, ACM @2 HEITIEH, BAREEENTHIBRETERIZT, BXELZER , B30 FHNREE
IFP 21T Amazon Certificate Manager,

£ 3 B FER I UEIE PRV FE B UL B E&IT

ACM EHHBRHIN 131NA (395 K ) o HITUERFEREMBENITRE. ACM KEIEHEHIF 45
RITIA A FIZE R B BB FER A it RIEZITEH. ZBASTE — MR |, SAMEE TN E T ZEE
HATEIT. RIEFMASIHNER , ACM 2K EHAHME ARN BYLEITIEH,

B E AR FEERIE , T HEAERINS L F PENDING_VALIDATION RAH EE X LK
NBOR ORI

£t X DNS BRI IEBRYFEEEH LT

ACM F2ZiRAX DNS BUFMIEFH 31T TLS BiE, MR ACM FELLIT @S DNS 1 UE R iE A iE
+  NBRTAEERAHT DNS BEEF R BB IERRANBIEKF AR, IREAEXTHER , ACM £BA
BT EBTEITIER,

/A Important
&R FF IEFRY CNAME 12X A Z| DNS BiEE, BEWERERIEMEI T B MMAHIT
LEiRAE,
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B LB E ACM BHI AR RAIEPREHEEE |, REEHMW CNAME 2%k, BXEFHAER , FS
EZTHEMNE., EErLER ACM API B DescribeCertificate #4E , Sl ACM CLI F# describe-
certificate 8% , REREHNBRIEFKR. BEXESZELR , H2 M Amazon Certificate Manager DNS KilF

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Amazon |ssued No Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:f3:99:62:5b:7f:fb

Tags

Edit

Name

MIEF] B ik B FREF,

Success

Requested at 2018-03-22T22:38:52UTC
Issued at 2018-03-22T22:42:12UTC
Not before 2018-03-22T00:00:00UTC
Not after 2018-04-22T12:00:00UTC
Public key info RSA 2048-bit
Signature algorithm SHA256WITHRSA
ARN arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds
Validation state None

& < Viewing1to3of 3certificates »

£ DNS BRI H R FEEE R LT
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

BIFIEHE O UERIUEFEH CNAME 8.

MRRBKIBEE , FEHRRAZER D,

£33 HTTP BFIE$ M FE BT B AT

ACM 2R B LT HTTP RIFAIEH, MRETRK , WAERHT HTTP RiEiZFEFERE. W
REEXMER , ACM BB EZEANELITIES,

/A Important
BAEIR RedirectFrom NEMWARNBSIEBHENHM RedirectTo MEH AN A ITHE,

B LUBEE ACM 2EHATRRFIEPREESEE |, HIEH HTTP RiIEEER., BEALAER ACM
API 1y DescribeCertificate 4 , 2 ACM CLI B describe-certificate 85 , KR ZBHWES., A
XEZEL |, {2 Amazon Certificate Manager HTTP i,
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MR EBKIAFE , EHRRZZE T
T REAT T

Y IEEIEPLE1] Amazon Certificate Manager — N REEE, XERBEXLELSRELRSIUEAELE L
£, ERIEACM EFRHHWAEEEG , £ ACM REFNEH 2 B Al B R, ACM FREXVZITHIIE
PH Tt E SFHE BB R EH T HAmazon B IRAVAT B Z B T8 HIMA IR, Hik , SHEPRESWE
AR EH NN T REE REZEHIA .

HrEE A A&

O RM T EMAHKIE ACM B TR EBNIES.

F&

o IEBIARHFIERX (CAA) B
« IEHFARE

o UE[E % B

« API Gateway [A]#

o THRUEBEALXMNZELL
- ACM IREXEAE (SLR) [E&

E 45 47 & HLADIBAX (CAA) 6 2R

A LAE A CAA DNS i23xk3EE Amazon iE P A H1# (CA) AR EEEH FEMA ACM iEH,
RGEIEP M A KWE4EEIREE , £ One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiEB M A HMIAE (CAA) iR , — N ZNE
ZBAREEBIWIF] , HRELM CAADNS iiFEK, NREERIBIE ACM IERERBUREIEER , N

MHIMEFIEH CAA BFRHBRIBERIEH, CAA IBEHFH value (B ) FERUABEUTHBE T —

™

* amazon.com

* amazontrust.com
* awstrust.com

* admazonaws.com

BXO2 CAABKNESEE , F36 (At ) BE CAA IBk,
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® Note
MREFHFLEA CAARE |, NI LLERTNENEEE CAA 125,

UEF5 -5 A R

RS =FIERSA ACM AFEEEREF KB, NREFEE , FEBFBLRFHEMERBEAE
o BRI EIEUTILR

« BRBES A X 509 FRAS 3 SSL/TLS iE+Ho

- ERTUREZEN , LA HIERMEIM (CA) 8.

« WREWIEHH CAZR , MLAIERREERBEE , ZIEHEE T RHAZIRIEBTAZAR B FH B
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