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ft 42 Amazon Certificate Manager ?

Amazon Certificate Manager (ACM) AR 8|2, FREMEITRFENMLENNARZFNAXLNIAE
SSL/TLS X.509 iE B MZHANE XM, Amazon BRI LEZEET ACM ZRIEP , IEEIFE=H
ERSA ACM BEERSGEH , NEK Amazon [RFRMIUEB, ACM IEHAURFE—HE, ZMFE
HE, BEFEIAXEHNAS, ACM BERFIEBAURFERBEN FiF. BHAUSHAZEN
ACM iE$ , Amazon FAF CA AMEEAE PKI T b 5 A

® Note

ACM RERAFINIH Web REEE, MREBEL D EC2 Kfl LiRBIMT MWL RSEES
N T#HESEMRXHHEA : £ Amazon Linux 2023 L& SSL/ TLS,

F&
- XEHNXHE

- BYZEH Amazon Certificate Manager

« Amazon Certificate Manager #=:

« BFh Amazon iIEPREFZESENWER ?

XX

ACM IPv6 fE/aH i s F 3% IPv4 R, 15R Amazon Web Services —fi85# 1 # Amazon X 15 i
KR8 Amazon XigiF&RAEE ACM #9 XiF AT A 4.

ACM iR E FREMRR. BMIEPE Elastic Load Balancing —i#2 B F %1 Amazon XIE#I#H
ER£REFHE (FQDN) HE—HEFHE , MBATABNMXFHRES S AIEFH, FQDNs XFF ACM 1t
WIEH , XEREELNEHFRIESNXBENIERPNENMNIE. BT ESXEZEE TSR,

E7£ Amazon LfEH ACM iE+$ CloudFront , A4 AEEERD ( FHFELILE ) HXBEFERF AZ
EH, WXEHEDERXBEN ACM IEHRF CloudFront B X B R Zo BB ENFIEEMNE,

XEHNXE fRZ< 1.0 1
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B E M Amazon Certificate Manager

3t F4E A Amazon Certificate ManagerZE#) SSL/TLS iEH , BREEXINFNTH. BREANE
TR YL R AR AR Amazon BIRT %, BXRHRHH ACM EMEER , B2 Amazon WL £
#YAmazon Certificate Manager BRSS EN R Mo

Amazon Certificate Manager #&:

AR R P A BLE M E XL Amazon Certificate Manager.
£

« ACM iE$

+ ACM Root CAs

« ENHEAMNER

o EPBMERAK

« ERBERAERE

- A

 DNER RN E

- T2REERE (FQDN)

s BXAERBIL (HTTP)
. NERAEMIER (PKI)
- Z2EEFE (SSL)

« £% HTTPS

« SSL RSB E/ILEH

o NHEFNER

« BREZREMHI (TLS)
- B

Ef M7 1.0 2
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ACM iE$

ACM £ X.509 frZ& 3 i+, BMEBEREN 131MA (395X ) , #ARBEUTT R,

« EXRYR - BEETENIERRERIEFHH R (CA)
- BNEBRAIRAR - XFRIEATEFBIESNAREEAN NN LB ER,
- ERERARRY - IFRIESBELFBRHAMILES,

- BAFEH - EXELEBFRANLEZHN AR
- TREAER - EERZACERATREENRARATNEERALEZAN - IS AR,

N

& o

* CRL 7B R - EEAEHFIKE CRL ERHNE.

ACM &R BYIE+5 B9 48 SCASEELTF LA T 7R 4

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption

Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
az2:
43
08:
03:
b5:
ak:
05:
bc:
68:

ba:
4e:
94

ca
20

26:
96:
b6:
77:
Ch:
32:
09:

ab6:
e9:
of:
:0a:
cef:
73:
6d:
36:
96:
56:
7.
75:

8a:
:26:
85:
dd:
07:
ab6:
3f:
7c:
cO:
44
:e9:
4b:

ea

ab6:
b2:
2c:
f8:
d5:
86:
3f:
az2:
50:
19:

aa

6a

:91:
04
41:
7f:

5a

d7:
ff:
36:
96:

72

ac:

Ob:
d5:
6b:
co:
reh:
22:
18:
65:
e2:
:6f:
42:
c6:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

8a

f5:
33:

e8:
54:
as:
53:
di:
4f
Ob:
2e:
94
:8a:
4.
90:

08:
f5:
cl:
0b:
25:
4f
36:
82:
64:

al

de:
ec:
c8:
o9f:
24
86:
c5:
73:
f0:
:f3:
1lc:
97:

9a

8c:

Ca

cb:
co:
b4:

4a

72:
4f:
1f:

3a

ee:
:7a
od:

:e7:
be:
3f:
70:
:81:
Qe:
78:
c7:
:df:
34:
174
dl:

CN=example.com

59:
af:
1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:

ACM iE$

k7 1.0 3
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Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
:dé4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:

17

94

8a

03:
L4
as:
8e:
12:

02:
5a:
59:
40:
e2:
08:

f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

3e:
68:
e0:
3a
c9:

655

01:
75:
37:

:55:

b7:

37

83:
42:
8e:
36:
fe:

8d:16:f6:40:39:21:be
3e:f0:0d:54:16:ed:9a
6a:6d:99:0a
8e:60:5b:d6:0d
9e:2a:f6:f3

af:

22:

(0x10001)

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

75

ag:
b
78:
az2:
2f:
99:
a7:

98:
b8:
bc:
33:
46:
26:

9a

53:
red:
6f:
76:
76:
75:
57:
71:

c3

as:
88:
5b:
1f:
26:
:5f:
78:

90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
:dé4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:

48

0b:
a5:
:31:
89:
38:
9e:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

fb:
ab:
bb:
29:
c5:
Oc:
3e:
:8d:

fa

4f
65:
81:
9.

ccC

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
:d5:

:8d:7d
:b4:06
:42:bb

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:

86

9c:
07:
10:
c3:
97:
c5:

as:
98:
143
42:
3b:
69:
6b:
:dé4:
ee:
f8:
fc:
04:
10:
27:

3a

:1la:72:
:8f:94:
:78:0f:
:ajd:ac:
:94:3e:

ds:
ec:
ea:
ab:
b7:

46:
c6:

52:
e3:
08:
e7:
7d:
3a:
1lc:
36:
0b:
42:
c3:

ACM iE$

MR 1.0 4
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ACM Root CAs

ACM M & B~ HLHERIEPAEERBLLT Amazon BB : CAs

Al D PWER EEE
CN=Amazon Root CA 1,0=Amazon,C=US 2048 {iZ RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 1 RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM Fri & iE BB BRIASE4E R CN=Amazon Root CA 1,0=Amazon,C=US , X1E# T 2048 kY
RSA &2, HMRREUEERER . FrARAH Starfield Services Root Certificate Authority i
PRIXZEE,

BXEZEER , i35 Amazon Trust Services.
TR 4R 35

BESHEE

FIE R LR N &R

SERNMMBAETHURANE , EEATRNEERZE LAXNEZANBZNBEEZNET. BHZ—2L
BEH , BEU X509 V3 IERBFXREH, Z—IMEARLAEYR , U2 HAEFM. X509 iEHFA
P rENSEMARR (EBEE) NEOREILEENA.

ACM iE$ 2 X.509 SSL/TLS if$ , B FEMUEN SRS LNFAEEREREPHITENLER
£, ACM EHEH Amazon KMS key RIN#ZF . BXEZER , FSR EPAERENZ M,
N3l -& |2

IEBMARM (CA) B— IR BFIUEBHIKE, Bl L, FEANBFIERLRBEET I1SO X.509 #x
., CAIAELERNHRFILES , ATHANIBERAEN GO ZEOHEIERLPIENLEER
. CABRELERILES BH.

ACM Root CAs WA 1.0 5
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lﬂE:*giEEEHI*-EH/LA

R T BH LR IR AT & SR IRIAR CA M AH SSL/TLS iFP |, FLEER KB ER NENEM AN AEIEP
ERELEBBAEAEP, HEFHIER. REFATLHICTK. RIEKWIEBBESEXNKLIFPEK
HiR,

AL RE  BIBRIANENEMREERNNVIESR, EUUERILEERERZKREBT,

£ Amazon CA JEMEME A FEER SSUTLS IEF2H , EAFIERERIIED = MEHEH
EAERSE, XERSB[NEIBFNBELIEHREES , HHFECLBIWIERH AR (SCT) BREZ
Amazon CA, RJ5 , CA &¥F SCT BRAZERH , MEPHTZR , HEEMRAER, XENEHI
FRIEE M X509 R H,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

iIE:FEiEEEFFElF\Eiﬂ%%’fifﬁiﬁ?}?jﬁﬂiﬁ:ﬁﬁﬁﬁ]iﬁﬁ'ﬂ’f) , BRIFBERBE., ARERBHNESE
-lﬁé/élﬁ'—.lﬁj::% EII:H-LIE:FJJEHHJJ_ H/L,\laio

A RE

HE RS (DNS) BiEEES Internet RAEMBNITENREME RN 2 ESHARTER
%o DNS TEA THXAEE (4 aws.amazon. com) FR AT IP (Internet %) sut (F2 0
111.122.133.144), 73 , 5K DNS BEFEIEREHMARNIZ R, w0 , BT ACM , &

ERERAERE k7 1.0 6
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AUEARNBIEREERIEBHNRIEACHER AURFENME. BXEZEE , 2 Amazon
Certificate Manager & 2 &R,

=&

HER—NXEARZHFE (Bl www.example.com) , ALESIH B RS (DNS) #i# Rl IP bk, iTEA
M (BEEBKMN) F£/A IP it M AR X AL, HEHA VKRBT ERZAHE :

TLD

BRADWREMHERSSE (TLD). EARHIE .com, .net. .edu, FEFELER M XFMAITARHN
TLD NERFMXEMHNEES , XHEER/MBX KRB, R"ESTE .uk (XE). .ru (BE). .fr &
E), FAER/MXAER , BESIA TLD W -REREWRIFTEMSSAERER, Fla0, .co.uk
TLD #riREE R Bl il

TR 45

MEFEBEMEBHEH LT B, X TEEER/HBXABHEE , MAFHIERBIRE (R
B), ATHIREMSREHNEE, MEAFEFIEFE (BFESHEUATER%E). £ www.example.com A | TR
FIHM BN example.com, #E www.example.co.uk & , TREIHH BTN example.co.uk, £
FERARKRETRE (apex) WEBZFREIE base, bare, root, root apex, zone apex &,

T8

FEHBNTMREE2H , FRALEMAEE REMEE I R. REALNFHER www , BARFE
AEEEH. FTEHBBUUESZIMRE. Hln , £ jake.dog.animals.example.com A , FiEK
RA jake, dog # animals,

B
TR A,
FQDN

T£MREFE (FQDN) REA FEEZETINE SR Internet BT EH, MIFHEMERNTE DNS &
o I |, aws.amazon.com 2iEAF Amazon Web Services B9 FQDN, FQDN 2F —EZITR4
HHFrEE,. i , [subdomaini]. [subdomain,]...[subdomain,].[apex domain].[top-
level domain] & T FQDN Wy —#4& =,

PQDN

A fR4< 1.0 7
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AEZRENFHBMEI 2 REEE (PQDN) , & XFHHE, B [subdomain;.subdomain,.] X#f
HWEFFE PQDN , X2E N T EHRERE,

hnE M=

nZRRAEHFENEENTRE, BEFRELESEARERBRE. ANBNBEEBERN A, £
BERBANR, MENBEEBEMNE . EFRERSHFZEEEEN HTTPS EEHEEM
ZH. BEREN T HANARBERRANEZ (MR ) FAFHBEXFREFRIBAIK (#F ) B9 step-by-
stepIiE, EMEHBEZRIREF , EERERAER. BHIUUARRREZARLBEZR,

SE2PREEE (FQDN)
ESEEE.
X AL P (HTTP)

BXARERIIY (HTTP) R ENBFEEENEM. ER—MERABRMIN , AIURREHARE
B, HTTP EEFin-BRFB[EATEIT , P Web IRRBE TR M Web BRFBF[FERTRNEFF
Mo EA—RTRAEMIL , HTTP MULEBEMER , FTEARBEMBERPHELR.

FEACMMESRT , EMA SSLTLS iEHAT , HTTP TR FTERIE, ttEEF R ACM KIEHEMN
HTTP R UBIEEAT AR, RS AR EBIERLXLERNEEDREA 732G,

Se 7ok DNS RiIFIEPEFRE , ACM B TEEZEMN ACM ik HTTP RIEMIEH, Mk , XL
iEF 27 CloudFront BEENREH EHIMAMNEEN, BEFALUER ACM REEF, LIEMEEIXLLIF
+ BRI AH ACM Mz BINERFKLAE, CloudFront

BRHTTP # Z2ER , BEEEIENE , e UAXAEREREE. hTEXNRLEE , £H
HTTPS (HTTP &% ) , ©f£A SSUTLS M BTFEHITNE, BEXRLEBENESER , BZHZ%E
£ HTTPS.

NEERPEM IR (PKI)

NAEMIRE (PKI) 2— M ERE, BARANRBEARNRS , IXWBI ARMXH#ITRLER. &
ACMHIERT , PKIEBFIEFHNE R, EENRIPEEEXREENFA. PKI EA—XIMBEHHA
RESENLANBAMEERENLA. ZREALTNBFZZCRHITRENBEEH, BFLENSH

¥ur,

ACM R T PKI LR BAM, ERYGIEBMANM (CA), —MNAEHE=ZS , ARMRHFIE
B, FRARERHFALREFRME, ACM Fk X509 iEF , ERISHXRIMAE, ELAMEBERHE

DR A0 R 2 M4 1.0 8
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MEE. EXRLBIEPHNEMNEREY  8FLR. £1THRHE. N THRILELERNEEN , ACM
XFZMRIULEARERWEE |, fl0 DNS BiEHM HTTP Wik,

BERA PKI, ACM XFREM HTTPS E#, HFEEUK Amazon RIRMNARFHNMEBEE.
ZEMIRREN TEP BT ERMNERNBENIEZE, TEENESMHEXREE, AXx ACM (1AL
PKIWEZER , 2. Amazon Certificate Manager if$

R UEF

ERPMEANE (CA) BEFET M0 REET , 2o REWEE SN HMEHN , Ef]1ZF CAs BH
BENHNRFXR, FRHETE CAs AERXFIAL CAs , NTRIZIEF4E, L TRXEMNERH CA
MA“R CA” , MHEUEBHARIEHR". HIEHBERBLEEN,

ZEEEFE (SSL)

REERETRE (SSL) MEREREM (TLS) RES U ENMERHBERZEMNMEDR. TLS B
SSL Wa#kE, BMNMEM X.509 IEBXRSH/HTHORIE. XM NMIUEBNEFF iKERSRE
FATF 035X PR AN K4 2 1) 4% o 9 B3R B S AR R R AT TR S

=4 HTTPS

HTTPS &/~ HTTP over SSL/TLS , — M AiEEXENN R BNRSHH X FNL LXMW HTTP, I
B HTTP ¥R M0e 172 35 W 48 K 2 BT BRI 1T B, HTTPS &6 7 HTTP M EETFTXFR, IEX
FA X509 IERHMBR AR, HTTPS WIEARRZ , §MELZLEB/ATRREEE (OSI) EE
B HTTP NAEFETHEM TCP &HE LA, Z2EHEAZLERFE (SSL) i SEHELZ S M
(TLS) %

SSL AR5 BR UL+

HTTPS £S5 R ERS /LB RN RS [T HHRIUE, RSI|[IEHR X 509 v3 HIFLEH , AT RIE
PHNLNERAREDELNERE, SSL/TLS IEHRILEBMENM (CA) XEH TSRS HRNA
M. BRHIR, 2BBH. EREES.

XS PR I
SFRE A S AR —BARMENRER TR, BESHIEX R NE,
BRERZEMEDR (TLS)

FSAREEEFE (SSL).

RIEPH hR4<1.09
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=1

FEit Web X BB EEMUENFH , SR RH[LATEBRIEMLRIES. T , JRF[RNEEHNCA
RIEF WO BIUEH, MAIEBTRIA (CA) NAEE =T FRIEZMIEE &0 H @Mz ERMAE
BNHFILER, BE , IERTURERFEEURIEMEN S M, WREIEKD , JRHFLEIE
B E R — M BIEETR.

i Amazon iEPRFZEEESENER ?
Amazon % SEBIEE X 509 I BHESEMRTH ER. HEREFZEERGBS.

1. Amazon Certificate Manager (ACM)-tLRSEA FEEMA TLS ERLL MM EF, ACM
IE$ @13 Elastic Load Balancing, Amazon CloudFront, Amazon API Gateway X 5 5L
Amazon [REEE. WESFELHNNAR—IMEEAERENRENHENIE, ACM EBEY Bah4ETT
SHIERE{tT 22 EE, ERSEFEATE.

2. Amazon #AF CA—It RS E A T & Amazon iR B NMAEMZERN (PKI) FHHALRNZFRAEHY
AL EF, £H Amazon #AF CA , A LGIZ B SHIERMANM (CA) BREW , HEATMA
R, ATXNAR. HEN., NARRF. RS, RES[NHMRZH#ITEHRIE. TERE Internet
LERATAE CAFIMARIER, BXRESZEELE , HSH Amazon FAE CA (AFIER) .

(® Note
Amazon Private Certificate Authority It EZMTEXFH AT A,

&1 W7 1.0 10


https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
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Amazon Certificate Manager i

ACM EEBRNE, ENSANIES. EPTATEERN LZNENEZFEIZELERF, BUNEE
M ACM BERAFEFEUED (“‘ACMIER") , BAIRSABRBE=ZAMRKNLFEETILEH. EXFELR
E$H. EMESILKAE PKI, EBAIEAA B Private Certificate Authority (CA) £& 8 ACM iE$ |,
B Amazon A5 CA #1TEE, CA R TEMIK,F & , LAlgEmEMIKF 5EERHE,

® Note
/vt ACM EF ] LA 275 3E#E Nitro Enclave B9 Amazon EC2 324 £, B S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I Sk EC2 3K
Bl £i%BIRII Web REESME R , FSHEKIE : £ Amazon Linux 2 E&% LAMP MRS

BEEHHE  FATIF Linux AMI 2% LAMP W& ARS8,

® Note
RABFE CAXEMIERPMRERTAZEE , EEAMAER P iREEFE P RRIX LU
Ho

BRBAMAUD | BB FK Amazon BB HfEhttps://console.aws.amazon.com/acm/ZK F 3T F
ACM 24lB, MRERNERE , Hi%kF Get Started ( FFHAER ) o BN , BELEMSHEE CAs
Fi%# Certificate Manager FAE,

F&
 RiE R E A Amazon Certificate Manager

« Amazon Certificate Manager 23 &1 $

« FFAFIE$H Amazon Certificate Manager

« FiEHS A Amazon Certificate Manager

« FHEBAEEMIEP Amazon Certificate Manager
« &% Amazon Certificate Manager if Hi¥15

- MIBRAHEEAVIEFH Amazon Certificate Manager

W< 1.0 11


https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.amazonaws.cn/acm/home
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RE N EA Amazon Certificate Manager

£ Amazon Certificate Manager (ACM) , &R LR Amazon BEFEHNREF N AREFEEMNEE
SSL/TLS iEH, BRI LAER ACM BIZHS AU , REMAEE, B4MERHEM Amazon RS
EPEPBEENMILHBARERF. BXE5 ACM EBRHNRSHESESR , SR 5 ACM £ RS
LTEFTNRESEH ACM ZHEERITHS R,

FH

« JEMIREL Amazon Web Services ik F°
- &R¥F 1AM AP

. JEfMF ACM B

- (%) & CAAIER

SEMFREL Amazon Web Services K F°
MR E%HF Amazon Web Services I |, 5T T S BEKAIE—1,
R &S0 Amazon Web Services I f°

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

FEEMET , FHETBRENREIEE  EREAREREHA —MRIESE,

YIRS MET Amazon Web Services IKF , i 812 Amazon Web Services KFRAF —1. 1B
BAPAERGHEEK P PR ATE Amazon Web Services RS &R, ENRERSSE  BHAF
PEEBFRNE , FERFERARAFPRKIITEEZR AL HRNERENES,

Amazon EMEREK G EMBERIE—HEIAB FERH, BRI LABER 814 https://aws.amazon.com/F
R BOKS , EELYNIKSENHEREZNK,,

£3% IAM B/

JEME Amazon Web Services P , FEZEHHRIE (MFA) , RFENEERAF, BXiHA |, H5
i {IAM BF#ER) M R IAM AP EAER MFA &% (BH& ).

ERFEMAF I RER Amazon Web Services IKF &R |, 5612 IAM AP . A THRIPEN IAM B
P, 5B A MFA #XE IAM B FEFHRITESFIENNR,

MRAS 1.0 12

&
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https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
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BXREYUENRYF IAM AFNEZER , 30 (AM BFERE) PHUATER !

o E/REY IAM A PP 812 Amazon Web Services T f°
« EHT Amazon &R 0] X R & &
« EF IAM B0 K E R B

JE ACM RYIE A

T£MREFE (FQDN) RAELAH M AT Internet EWHE—ZFH | FERRKEEEEK , HI80. com
=®.org., MREBESEZFMEE , N ATLUEE Amazon Route 53 iF % H gl ST Mo E M — N
£, BE , BUNEIEMEAMLE , BR—NEE, HEIMEERFE—BE , fl—FFHE
RIE F LT o

B<fEH Amazon Route 53 XM EZENEZEER |, iH5 ¥ Amazon Route 53 FF R A RIS PR E A
Amazon Route 53 SEHEE

( Alik ) BLE CAA iB%

CAA iEFIEE AT BELIERFAAM (CAs) AERFEABRMRILES. tES5 ACM —BFEMM CAA L
REB T EERAENEEMRERE HIEIR CAs o CAA BERFEEBABEZNIERMRNIEEN
ZL2ER | flNRIEEREBAEENER,

ACM FIEBFERIBFTRIEE G , FEREREBHFHE CAA iEFLBR ACM BB N EWRIES. B
B CAA iEFRZEAER,

BLiE CAA iBkAY , EEAUTHE :
flags

EE ACM RE X tag FERIVE, FLEREN 0,

R

tag FERAIUANTEZ —. HEE , ZiodefFER =8l E# 2B,

issue

ERBIE value FERHPIEERN ACM CA E#HERI AN SRS FIE-M K UEH.

EAHE A MRS 1.0 13


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
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issuewild

1B RETE value FERFIEER ACM CA ERER N ENEH FEM A BEFIES. BEMFIES
ERTZEHFEREME FE, BEEE , MIREURIER HTTP BiE |, M RENTER ,
RN HTTP RIEFZIFBERFEF. X TEEAFIES , i5cA DNS S8 FH IR IE,

|

LFENERRT tag FENE. BX4AASF (") FHERFEEX.
¥ tag H issue B

value FEREE CA H & . LLFERAREEE Amazon CA B CA B Fr. BR , MRE%
BEELLTEA Amazon 22— CAA i2% CAs , | ACM LixmEMNEE R FEBMAIEP :

e amazon.com
* amazontrust.com
e awstrust.com

- amazonaws.com
value FERBAINEE DS () , IHARTNAVEMA CA NEREHFEMKIEF. MREEEN
RHMERRELTBREEANENMNEENFEMANILES , HEALFR,

¥ tag & issuewild B}
value FE5 tag 7 issue NMERE , AR CERA TEBEAFES.

LIFETEE ACM CA EHY issuewild CAA iB AT , ACM TEEM X BEFIEH, MREERE
issuewild , 18X F ACM B —~" issue CAA i23 , Il ACM T M & BHE FILEH .

Example CAA i2 &R ¥l

EUTREIF , BEREHER , RERIERERE (CAA), flags FEIRL N 0, tags FERATLAR issue
=% issuewild, TIRFERN issue BB value FERHEA CA BRFB|HNEEBN , N CAA iBRIBERERE
ENRES [ EFAFMEBERWIER, MREKE value ZERFBADE"” , Il CAA BXZIERT AW

£ CA MAKRIE+H. CAA IBZMEER DNS REmE ™R

/A Important

WMREITRIRF HTTP BiE 5 —#2 A CloudFront , M FTTER & issuewild ik , AR HTTP &
AXEBERFEDR, N TEERSFLH , HKAH DNS =8 FaEFRIiE,

( ik ) BE CAA id% MRS 1.0 14
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Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue ""amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue ",

BXWARMBIE L DNS BRNELEL | 55486 DNS 123852, Route 53 & CAA it H,
IR Route 53 2K DNS 1217 , 55 CAA B U THEXBIBIEZNESZEE,

Amazon Certificate Manager 22 2 iE$

BRAFIEBG , S KiF Amazon Certificate Manager 28 UE B g T E X RAHRKIEERE
o

N ACM IEHEE X.509 ¥R , AEBUTRE :

- B XAERANE DNS WEER. BXESZEER , F2H 88,

« Bk XNTME  EBRERAEEMLIR 2048 i RSA, 256 i ECDSA = 384 i ECDSA,
- BN SMEBHBRHN 131MA (395K) .

« 8] : ACM £ 11 MHRZHBIRITRAIES,

EERAUFER ACM 4B ABREHRARAF OAMAIIES, XEFR4ERARBIE, RIESE
R EERERBINVEMEEBMRS . MREFRIEFFEIRE , FSASEIEBERAZ,

NEUEH W7 1.0 15


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
https://docs.amazonaws.cn/acm/latest/userguide/acm-conditions.html
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EFAPRELE PKI WL Amazon #AF CA |, &1 Amazon Certificate Manager® &R FAHE
o

Amazon Certificate Manager 2 i 45 BV 45 E 7R &l

ACM REMAHIEBEFUTREMRS . XLE/GERT ACM REMIES, XEREIMREIATEET
EBRATEAMIES,

MR RARFEE

ACMIEBZEMBEERANEF[NET , STEITA KSR, 3K Edge. Mozilla Firefox F Apple
Safari, Bid TLS E#HEIFERA ACM LN R |, R/ E RSB EEF. Java BEFE ACM iE
$o

B R AR RGN

B ACM BIEHAHRIERRBLSHETRS , XET I EEN A HIEBMANN

(CA)o Amazon 1 CAs 1 E 4 | Starfield G2 RIEFHMA N — G2 RRXLEH, Starfield root £ R
£ ( EE&M Gingerbread iR ) #i0S ( A 4.1+ ) EZ2E{E, WD roots ®RZ iOS 11+ KIS
£, MKE3F. NARFRE OSes & Amazon B Starfield 18 B FIFEFE ACM A HiEH,

ACM B RIFUEH3RE ( RSA 5 ECDSA ) BEHL D ECHY P (8] CASSRAKRIEF [@ % 7 & H 1 S48 i
KFUEH, BATXMEENIERE , ACM FREMPE CAEE.

3 E WIE (DV)
ACM IE P LTI |, [RIFIRB R, BiE ACM iEPE |, ANERAFTE 18 EIZ K AT A NI HI,

B LAE A B FER S DNS RIEFTEN. BXEZER , iHZHAmazon Certificate Manager B
F BB 44 38 1F ;1 Amazon Certificate Manager 88 2SR,

HTTP it

EMRATHAH TLS iEPat , ACM X3Fi&EII CloudFront HTTPRIE# {TIEIFFE N KL, A E
A HTTP EEMKIEBEEEFMAEN , HIEBMHELT DNS RiIEMN B3H4E1T. HTTP Kif B 81 R &L
&S “ CloudFront 2 %~ ThRER 1T,

HTTP Bkit
XNF HTTP IBiE , ACM £t TRedirectFromMit MMWRedirectTollt, BHITIEEMEINE

ERedirectFrom@RedirectToF BEE RiE#EHl, RedirectFromURL 2EZ MK UFAVE |
MRedirectTofgM CloudFront Mg+ ACM 4NN E , EREEH —HNRIESE,

45 MEFBR MRA< 1.0 16


https://www.amazontrust.com/repository/
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
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M. EE

HEMRSEELN ACM REIEHEManagedByMIFE R ZBSWE R, XNTFERA HTTP 1
IERYIE$ CloudFront , b FERE R “CLOUDFRONT”, iXEiF$ REE@EE A CloudFront,
ZManagedBy Z R HH I #£ DescribeCertificate M ListCertificates APls, ACM 12 & & #5852 M if
ESTTHE L,

ZManagedByF B S “OJAT BMMEHKF. T CloudFrontitEiE$H , BIEET HAit
Amazon BRERINFTH AE. EREEET CloudFront AP X T B EELSER—EFER,
AR FN4R CA fHr

N T PRI B EMIRAE , Amazon ATRESEF S TRANER TERFHE CA. XETR(LFL
FMEF, AXESZER , BSH “Amazon 5| AZASH ENE B A",

R Amazon AR CA , IEXHRIBEERR4ER. Amazon FEAME AN G EEH
Amazon &/ Amazon Health Dashboard , ‘@E XX B FHENBERBEREFLLE,

P T 18U B9 B K35 15 (R AX R

ERHENRASFIERMER OCSP M CRLs RRIEMAS RHEER. REEFHAEATREZERN
R = gE S VRIX L2 L1,

ER LT URL BE AR KR Z B RE
+ OCSP

http://ocsp.?????.amazontrust.com

http://crl.*.amazontrust.com/*.crl
ES N RRX—NIESNFEEFFR, A5 ?) RRXENFERFFZH , BHERIC #) KREF,
RAEE
P ATIEEEEMBRBKR/D, ACM LT RSA #l ECDSA A& -

- RSA 1024 {i (RSA_1024)
- RSA 2048 {i (RSA_2048)*

45 MEFBR MRA< 1.0 17


https://www.amazonaws.cn/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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- RSA 3072 fI (RSA_3072)

- RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*
« ECDSA 384 {i (EC_secp384rl)*
- ECDSA 521 i (EC_secp521rl)

ACM AILAERIFE 25 () WEERABHES, SUEERERTSANES,

(® Note

% F B Amazon Private CA CA £ & HFhE PKIiE$H , £REE %% (RSA 5 ECDSA )
W5 CA WA ERTIMETE,

ECDSA ZHALLEREFR LM RSA ZHRAED , TENEXRES , BAFMENEEFF m#iF
ECDSA, ltiReh4w B NIST , Lk T RSA fl ECDSA A K/ ( My ARy ) URBRZERLM

.

HBREENZAN RS

ZEBE RSA Z 4 K/ ECDSA K/
128 3072 256
192 7680 384
256 15360 521

REBEN 2 WREERT , SHBNMBMENFUREAESR, HlI0, 3072 12 RSA B4AH 256
ECDSA Z4A# LU R 212 kg &,

BRIAREENFEY , FSHEPH Amazon BEXE (I EMER ECDSA IEH) o Amazon

Certificate Manager

/A Important

ERBRSRATERRIENEZNZHKR D, BEIEHBRESA IAMER ACM , Support
L2EMTE., BXEFAEE , FSRASTRSHIH :

45 MEFBR MRA< 1.0 18


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
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« X F Elastic Load Balancing , 25 Application Load Balancer #J HTTPS {¥T 25,
« B CloudFrontf§ & , 2 F X ##Y SSL/TLS i =8,

RESITNARE

ACM B ACM IEBPHEITHNEE, Ba/ZITETHLERIEPRES R, HAERIERPTIHMS
BiEN. BXEZER , BSH PR EIERLIT Amazon Certificate Manager,

2 R

BNACM IERXAEDTE —NELRENEE (FQDN) , H AU I EHMENR, Fla0 , B9
Fwww.example.comtb AJ LA E#FEwww. example.net, XtERAFHE ( KEMARESE ) .
YRATLLER i www.example.com BYIEPH |, HEE example.com. BEXEZELR , HS® Amazon
Certificate Manager 22 HiF$,

punycode
PBUE R LLT Punycode X EFRILIEZHIER :
1. Ll“<character><character>--"#& X FF L {13 & A5 “xn--"— s
2. Blxn--"FF k91 B th A R B M EBRLIE B .

Punycode =4l

HA W HWE RT EE

£H1 M

2

example.com & rE v T & LL“<character><character>--"FF sk

A A
a--exampl & FE v F & LL“<character><character>--"FF sk
e.com A H
abc--exam & FE v F & LL“<character><character>--"FF sk
ple.com H A
XN--Xyz.com X = v BERNERR LR ( #EHTHE.com )
Xn--examp = 5 X FREMNER LA
le.com

45 MEFBR MRS 1.0 19


https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://datatracker.ietf.org/doc/html/rfc3492
https://www.icann.org/resources/pages/idn-2012-02-25-en
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b4 B B REFE EFE
SH1 FH
2
ab--examp a & X AL “xn--"FF 3k
le.com
B

ACM IEBHBERMN 131MA (395K ),
TR SR

ACM AFERZFHNES (*) QIBEERFLES , MEFRE—HhHNZ =, Fi

tn, *.example.com A LARH www.example.com #l images.example. coms
EBEMLERES , B () XAV TEHENREDL , FBRBERF —NFERH,

flgn | * . example.comf®#'login.example.comfltest.example.com , {EFR
R2test.login.example.com. A , X *.example.com®iF FEA , TRIPFEH BRI

() example.com, ZAISUERIIEEZSMNEE ( HlMexample.comM ) HHEEH KR H FiHE BiFiE
F, *.example.com

/A Important

WMRIEFER CloudFront , AR HTTP RIEFAXFBEEMFILES. X TEEMIES , LH46E
Fi DNS RiEs 8 FHRAFIRIUE, FATEWN DNS BiE , RAEXFAIEITIES,

£ Amazon Certificate Managerd iR A G ik

B LA ACM 2§ & = API BBiF Amazon Certificate Manager 2B iE+, Amazon CLISE R LU X L&
WHEERIEBH—RMFEH , Amazon Web Services RS B A LU EH S H LA ERE R Amazon Web
Services =,

BUTRARER T R HIEBM AT S HA A HIES 2 B X3
NEILEH

%A T Elastic Load Balancing, Amazon 1 Amazon CloudFront API Gateway Amazon Web
Services BRF FEHN ACM A FIEH, BXEZER , 838 5 ACM MRS,

BRAFIESH W 1.0 20
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® Note
TAESHE 2025 F 6 A 17 HZ i 8IE# ACM LN HiEH,

S HBRHIESR

]S HEY 2 HIEF A Amazon Web Services fRSy SEBIEBEEEA , LA SEIER Amazon
Web Services =fEfl. AXEZEE , i§5FAmazon Certificate Manager Al S HH A HIEBHE
ACM ERH RS . BATMOIEFE ACM ARUERHF ARG HINEE , TS HABIES,

LTFETIHEMMHEE, SHMBELR ACMIES,
£

« EREHSERABIES

« A CLI B RABIUES

+ Amazon Certificate Manager A1 § H By A HiE P

« 5 Amazon Certificate Manager % #iF 3

« m 4% Amazon Certificate Manager 23 #iF$5
- MBEBEITEH
o BRBILEITIES

AR A ERAGIES
R ACM AFIESH (#2414 )

1. &3 Amazon BE##|A H Ehttps://console.aws.amazon.com/acm/ZR F 3T FF ACM &l &,

ERERIEH,
2. 1£ Domain names ( % ) #5 , BALBWEHSE,

B L ERT2REESE (FQDN) ( 4120 www.example.com ) , REFEEHBZRTMLITE ( Hil0
example.com) , BREAUEREMNEFRES (*) FNEEFREFR—BHRHZSNERIE
o Bl , *.example.com AIEARH corp.example.com # images.example.com, BEL
HEMNETE ACMIEEW “FH FEM FRAEZABW TEEH,

BRABILES R 1.0 21


https://console.amazonaws.cn/acm/home

Amazon Certification AriEE

5.

BRBEMFILERN , ES (*) DU TEHENREMNVE , mMERBERP —NFBRH. Bl

| *.example.com A LA{R#H login.example.com # test.example.com , B REERH
test.login.example.com, BiEIE , *.example.com {X{R} example.com ¥ FiF , M
FRFP R RS (example.com)o ERINRFZE , BSHAT 1IN,

(@ Note
J#R RFC 5280 BR , HUFRABMANE R (RRREN VAR ) WKEFRES
64 N \LFT (FR)  SRAR. BR , B (ET P ) RUHNEBINEETTHERS
PR (SAN) I KE & Z Wik 253 /L F i,

. ERMEMEBH , E%EER Add another name to this certificate (BILIEBFME —NEH) , R
BREXAEFEAZN, XX TRMNRPFRBEHINSE (F20 example.com ) REF ( Hl
 *.example.com ) IEEHF A,

MREGE ACM IS HNAHRIES |, FEF BERASH BT, BfRFE5% 15 RIE BN TR H E B
{£HE Amazon Web Services =, BXxEZELR , 5 H Amazon Certificate Manager 1] § H#Y
INHAE$,

£ Validation method ( Bk % ) &84 , IRIFERIFE E1EF DNS validation —

recommended ( DNS 31 — #% ) 3% Email validation ( B FHB4IE ) o

(® Note

MR T LAYR%E DNS BLE |, BifE A DNS HRIFmM A 2B FHR4RiE, A T8 Fap4
i , DNS BiEEZ £, S Amazon Certificate Manager 3% R WIE,

ACM EFRIEB 28 , 2RIEEREBRAIEHFIEBFRPIES, B UER B F oA RIUES
DNS ¥1iE,

a. MRERBFEHHERIE , N ACM & FRIFBE FHHFLEREEREFZRIPIEENT., MR
ET7TRIEE , W ACM A ZHE FHpH LA AR ZRIEE, BXBEFHHRIENESZER ,
&2 #Amazon Certificate Manager B #f 4 310E ,

b. REEMA DNS Bif , MR FF ACM REMN BB IEFEAEN DNS BLiE, < DNS RiFH
B 28 , HS @ Amazon Certificate Manager & 2SRRI,

ERHAR AR D |, R -HEE,
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https://datatracker.ietf.org/doc/html/rfc5280
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6. 7 Tags (/3% ) MEL , BAEENERRNREL, HREZREX , AMERZIMHAL Amazon

RIROTEHIE. BX ACM FRES A HI R AR B X A4 1E Q2 UE /5 [IE R IAREHHER | B
2% A Amazon Certificate Manager & ERIIFRZ.

SERGRAINPRER |, 1 Request (X ) o
7. REEXRE, 2HAMRELERSIEK , EPL2ERBEXRMEBHES.

FEEIE RS | IEBHRATER Pending validation ( FEFWIE ) , BRIFERMEBEBRETIEHE
REMAPFEAEMRERRSHFERIM. ACM EEZRIERIE 72 /Mot , REEIT, MRS

HRASETRHA Failed ( B4 ) = Validation timed out ( JiEBAT ) , MIMIBRER , E1E DNS ¥
UESE FHRHRIERB , REER. MRBIERD , MEBAPRSFHEER Issued ( EMK ) »

® Note

REFENFIRFFHER , BEERNIEBAEAIRMETL, EAURKRTAEUHERE=
AERERIATF, EEFTAER A EAR TR S TEH,

£/ CLI HRAF/IEH

FEw 1T LEA request-certificate W HERFHAE ACM iIEH, RIEHFENTTEER DNS
M EMAIL ( BBFHRF ) o HEAEEMAEE R RSA_2048 ( IR KREAFEMSE , WA ERIA
& ). EC_prime256v1 #l EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED Export=ENABLED

LS5 HEH A BIEBA Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
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https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-failed.html
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-failed.html
https://docs.amazonaws.cn/acm/latest/userguide/dns-validation.html
https://docs.amazonaws.cn/acm/latest/userguide/dns-validation.html
https://docs.amazonaws.cn/acm/latest/userguide/email-validation.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
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Amazon Certificate Manager 7] 5 H 89 2 L iE$

Amazon Certificate Manager Al I A HIE B A FEBEEMHSEE, SEMERE SSL/TLS iEH
‘B3 Amazon EC2 32, BREMAMEH., LINEER ACM MAMNAHIERT BEIEKNBEZHA
Amazon Web Services RS , AR UERZEFIZENERBEHHIES,

T
LTRBERT ACM A& H 2 HIEBAVEFAL

- FYLIERHEE : £H ACM EHhEEMBRFRNIES,
« FRWFRIES : EEENRBERNLRMERILES.

- BHEIT : ACM 2 EFLEUEBEI] , HEMIBAZHBENBHE. BXESZEE , FZHA L
5#X ACM K EventBridge .

« AN RFENECIBN TS HAHIERMNE.
- RVEFERF  EEMXINE SSL/TL S IEFH RS HRINARF LERILEH,

ACM Al & H A HUEB K THERE
LTABRERT ACM AT & HH A HIEHH THERE

1. B ACM N EA BIE A S HAVEF.

2. £/ DNS =8 FHR IR UE I IE B AR AN

3. SHIEH., HAMIEPEE,

4. FIEBHEBINEHNRSH[BNAEF

5. ACM BELIT , AEBMIEH AR RIEE.

ZEMEEEM

UTRERACM ISHNAHIERNNZLEEET, BXEZEER , HZ5H PHEIERT Amazon
Certificate Manager,

« ERARENFEMGFEHESIRET S HORA,
- MRENEBPME | FER ACM WL
» MBLITIERRN , BFRTEINBHARKRER
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BR 1

UTREL ACM IEHFRE

« EPNERERN 13DA (395 K),
« ACM &% 11 MNAREITIER, ACM FEITI’R NERIH B Hi5T 60 KEIHMESR,
. BHREBESHIFBHHBIE,

EM

FEAZRRN TS HAH SSUTLS IEREEXFE/NLEA. Amazon Certificate ManagerB <& #HY
ACM EMMER , S W Amazon M4 E#YAmazon Certificate Manager fR S5 E 4 T Ho

R ERE
LT RER ACM IEF TR —EHAERE

- WEPEITE , MABIFHREMR.
o MR HZHEITIERN BT BRE,
/A Amazon EventBridge §tr IR Wi BE B,

& H Amazon Certificate Manager 23 £ iE$

UTHRESSETHNAE ACM BHEIAHS H ACM AHIEFH, HE , BRI FEAexport-
certificate Amazon CLI 5 ExportCertificate API #&4E,

(® Note
T xS HTE 2025 F£6 A 17 B 2RI ACM AHIEH,

SHARIES (#2415 )

1. &3 Amazon Web Services Management Console #}$TH ACM #2#l& |, Mit R, https://
console.aws.amazon.com/acm/

2. EE FHIER", REEPESHVEPHNERE,

- HE , BULERIES, FIEBFAFEERTEF , EESH,
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https://www.amazonaws.cn/certificate-manager/pricing/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/

Amazon Certification FAF $57
3. &R BHBRE, ARERE “SH,

4. BAHBANLEZANEB,

5. BALATHEE FHEH X

(® Note

£ ACM ZHIEF |, B LS H pem IEB XM, BT pem XHFIRN S — T XXHFHK
3, Bli.ppke RTHEZEE | ESHIXE re: Post XE,

& A HAUFE$ (Amazon CLI)

fFHexport-certificate Amazon CLI i 52 ExportiCertificateAPI ##ES HABIEBFFH. 1=
TS, BXTEEEB, N TRER:Y , BEANMFRESIEEEEREENXMGR , AFEY
RUEXHREMRZBEET, IETURLEEBFHETSHLERERP  HHLEEBABENEMAT
EHZHE,

(@ Note
BEGRBBHNXHNEIUTERLFER, AN TAREERL M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

BUR RBIS e = H RS jq AERA PEM 3.

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -t ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X% base64 HwIBHY PEM BRIEH , £ BEEFRENMNENFAERA , M TEBEE TG R

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMTcx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA
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https://repost.aws/knowledge-center/ec2-ppk-pem-conversion
https://docs.amazonaws.cn/cli/latest/reference/acm/export-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
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RAriEmE

8UNFQvNool1V+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKkONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYJIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy

Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kx fOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

ENMAEARTREHIRIXHS

$ aws acm export-certificate \

B> EE MM MBI A EANRAIR , £ TR

--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 3g -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

P44 Amazon Certificate Manager 22 & iE$

BT LAMER ACM 4| A5 API #2/ER 87 Amazon Certificate Manager $ B A HiE$H., Amazon
CLI

BAREEERHIRUETHLANBERRDZAMEBENR, RHIEPNEERAER, JUERANUT
RE :

- REE
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« REXRREEXK

» Superseded

T

o

1kiE

ETREZEERE , F5H (UDRERBRFIERITHEN F (LIBEERS) -

Amazon REFT R EU P BEMNRS | BLIEBIRESIHIL (OCSP) MIEH RBH#HIIK, A OCSP,
&P in i A EWRENREPRS IR B HBIEE . OCSP B TiEH FIRANKIEES.

EREW
LTRBHEIEDZERERSEM

« BARRBUHE LR S HAVIES.

« BRERETASHN AR, MREFTEFEX LU |, W R EMIER.

« MREABFELS , WNHERIES , MARRHEIES,

« EFRESERSRMEN, LARRENAMERNEBREXBKIEPEHHFMBHE. ARNs
« EBRERKAMN. BLXERRERENIEPAEEEFEN.

- EFRERZSAREE 24 P REN

/

RWHIER (BHE )
UTREFEISETHRIARHE ACM 2BHAAFIES,

1. &% Amazon Web Services Management Console 3} $Tf ACM 2414 , Mt R, https:/
console.aws.amazon.com/acm/

2. EE HHIER", RFEDERHEILEHHNERE,

e HEF, BULERIES, FIIRFAEETET , ERHS.
3. %EEZRE, AR®RE “BUE,
4, FFHI—NMXMEE , BXNEEPREEBEER , i Arevoke , REF1%E#E Rev oke,

/A Warning
EH—BHBE , RTEEEERZIES. REIEBRKAMEN.
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https://www.amazontrust.com/repository/sa-1.3.pdf
https://www.amazontrust.com/repository/
https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/
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B EIEH ()Amazon CLI

fEArevoke-certificate Amazon CLI i85 = RevokeCertificateAPl 4R 4 ACM NEHRFA
BifH, B BETHRAGSFKRRIIBM ARN, list-certificates

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning
EH—BHWAHE , MAREEEAZLER. RHEILEPRKAMEN.

LT R2iZrevoke-certificate®mn S H.

arn:aws:acm:us-east-1:111122223333:certificate/12345678-1234-1234-1234

REEDZITEH

Amazon Certificate Manager & B 7] 5 i #92 #£E$ %] Amazon EventBridge , 7] SAEL & B 21 iE 4
T4,

1. i%E& Amazon EventBridge EN A IBIEBEITER. BXREZEL |, S Amazon
EventBridge ¥ ACM B %o

2. CSIEZBEMCUELITHNABIUEREEE, EXEZELR , S EventBridge £ ACM A @il &b
K173,

3. MiE EventBridge B4 UREBEEALITRIBE LMK,

AR ISR 1T IEF

B LUET ACM E4lE . £iTiIFR = APl E/ELL1T ACM 2B FFAEIEFH Amazon
CLl, RenewCertificatef@REELIT 2RI S HMIEP,
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https://docs.amazonaws.cn/cli/latest/reference/acm-pca/revoke-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RevokeCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
https://docs.amazonaws.cn/acm/latest/userguide/cloudwatch-events.html
https://docs.amazonaws.cn/acm/latest/userguide/cloudwatch-events.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RenewCertificate.html
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/A Important

Zi] ACM AIS M AHIEB , BFEEXNTNERH. BX&HN ACM ENEE , BSH
Amazon P34 E#Amazon Certificate Manager RS EN R o

SATIES (254 )
AT RRITEIS4 T RIMAESISIT ACM AB RIS,

1. &3k Amazon Web Services Management Console 3 #T7 ACM ##&I& , Mt R, https:/
console.aws.amazon.com/acm/

2. EE HHIER, RFEPESITHIEHHNERE,

e HE, LULUERIER, BIIBEAESETETP , EREIT,
3. &R EZRE REER &I,
4. FHIN—NRIEE , BAREE D Arenew , REFER 41T

ZEiTiE+ (Amazon CLI)
fEArenew-certificate Amazon CLI i35 3R RenewCertificateAPl /E4EIT ACM ANERFAE

ifH, BAUBTEAGSREZITIPRN ARN, list-certificatesrenew-certificate 8%
FEE AL,

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:cexrtificate/12345678-1234-1234-1234-123456789012

I&iF Amazon Certificate Manager A& i Y13 FT B X

FEL S EMEBMAEYE (CA) R MIEMAIUES 28 , Amazon Certificate Manager (ACM) 2475 iiE B3
BHEREHEEREFREENFIEEAE, ERFIERN , BULUERBENEE RS (DNS) KiE, #®
FHRHFIRIESR HTTP 36 SRk BA B8 Fr B X
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https://www.amazonaws.cn/certificate-manager/pricing/
https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RenewCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
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® Note
BUF{UER T ACM M EM AT EEEH. ACM FLBIES ANIEPRBEFAE CA EZWIEP
HIEPATER. ACM FZEZKIE Amazon VPC A EREXHEMEMIMBHFINEIR. BEXES
BE , BZH FEUPRIER B,

TAZWAEER DNS BiIEM AR E FHARIE , RERWMT

- WMREEH Amazon Route 53 BIEEH/AH DNS icF , N EEET ACM EFEMIZE,
s REFPEEFERAF , HEHBIERKRIEFERE , ACM B2 EH3IZE1T DNS BiFRIEH,

- BEREFHARIENIEPFESBMBEENITRESRESEIT. ACM KRR 456 RIT IR RIELEIT
B, XEBARNAEINZENENEREER BIFHN - RS Meut, BAHES —MEE
BRAE WU R G ZSEABRNET, RIUFIASIHNESS , ACM 25K EF R ARN BYZEITIE
PBo

MRETTERBH B R DNS BiEE | WM KA B FERAHRIE,

HTTP RiEERATE5—&2FERKIE+ CloudFront, A EFER HTTP EEMEKIEAFBMEN , HiR
3Ll F DNS KW B3 4817,

® Note
FEolERA B FERARIEAVIERE , BT ETREIER DNS M HEH#ITRIE, EEA DNS B
U, ERBRZUES , AEIE—MEA DNS RIFHWFTIEF,

F&

« Amazon Certificate Manager 138 RS R iE
« Amazon Certificate Manager 5 F #4430 iIF
« Amazon Certificate Manager HTTP 31iF

Amazon Certificate Manager 138 X518 F

WA KL (DNS) REZEDIMEZHRIRH B RS, DNS REFLE — NI EEEN IR BERE.
WMRIERE DNS BiE , ACM 2R —FHZHFNBIEHK , REERLTRMB L EHEE, XEIERS
BE-AME—NREX , B TR ZEEE RN,
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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® Note

FOIZRA B FERHFRIERIERE , BT EZREIER DNS W HE#THIE, EfEM DNS &
iE , EMERIZIES , RiE6IE—MER DNS RIERFIE+.

Bl , MEF example. com FiFRIEH HIEE www.example.com HEAEZF , I ACM &b
MEHNBIER, BRIEFBRLTHNEHHENKSFIEYN S EBHNE. ZER—3IHE , 5@ ACM
Rk BT BB H Amazon 5, FIBRIEFRIAFERMNEI DNS BiREF —X. REIEHEEEHA
F, HEIBIERREBELE , ACM BB EITIES,

/A Important

WMREAFEFH Amazon Route 53 BE &I /AH DNS 12% |, 5B RER DNS 12458 7 A a7
gk, MREZERBITA DNS BUEERRR |, N ABEFH B FEf 4L,

EREERIE , REFNBRERNATE , ERTUNEHNTLREES (FQDN) BHFEFHIE ACM iE
B BRRY , EUUCIREFHRSANBERILES , ERBEZTEFHMNIESH, BT CNAME
U EER TEM Amazon X , Rt @A U E SN KB EMCIRERNIESR. KETUEREH
BREVIEH

&) LUE T MIEF < BB Amazon ARSI BRiE$ 5@ 3 il BR 31 B 12 FKRZ 1L BB LT, HREH DNS
REET 2 Route 53 , BEXRIBME 7 AMIBRIZFK. 1R Route 53 2ERIRER , 5 Route
53 FEXAREEPHMBERIERE, AAEEIEREITNESER , BSRTHIEEIEREIT

Amazon Certificate Manager,

(® Note

WMREH DNS BLE 858 T AN L ER Bl CNAMEs i23% , CNAME @ik, mMRE
FEFERNEE  BRINBWUEAS IR,

ACM 3| B1EFH TIERE

(® Note
REoER T AER Route 53 4EN H DNS RHEHE .
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resource-record-sets-deleting.html
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RAriEmE

WMRIETEM Route 53 /7 DNS =247 , WEE (BEEIMN Y ) F31F ACM REMN BB ICFKH
AFREBHNBEED, AR EXATSHEN , SRFEANEFSOINHMENERETHENRR.
X T ACM |, XL R A VIR BT AR IE MY B 3hiEH41T,

TRERTANMEABNROBBIEFK. BRICEMVERBV-EFENA TRIEEHE AR

ERDP ,FEE, IR MNEREN-CRENRMEREN. XEH TN T EERFE (4l
) *.example.com , ACM A|EMNFREESENHEMELENFFREE. example.comBN , &
MNWEREHRMNEREFL2RASNIEMR.

A A e F R B

&

*.example.com

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

GRS

_ x1 .example.com,

_ x1 .example.com,

_ X3 .www.exam

ple.coms,

_ x5 .host.exa

mple.com,

_ x7 .subdomai

n.example.com,

_ X9 .host.sub

domain.example.com

o

IGESE]

_ x2 .acm-vali

dations.aws,.

_ x2 .acm-vali

dations.aws,

_ x4 .acm-vali

dations.aws,

__ X6 .acm-vali

dations.aws,

_ X8 .acm-vali

dations.aws,

_ x10 .acm-vali

dations.aws,

TX% () 2FHXNER ACM £ R KFRFH, Hlm

_3639ac514e785e898d2646601fa951d5.example. com.

RRERMIZFKE N KERWICKETER

R

]

WAEEATAR
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_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

AT E— DNS g%,

(@ Note
WRIEHY DNS REUEAZIFHT A S TRILM A RICRKE , FSHEEE DNS BiF R,

HIBFRIULB HIEE DNS BiERt , ACM 2EHUTHRANBIBIEFREES :
& IEFRAW iEFRRK  1BRE
it

example. _a79865eb4cd1a6ab990a45779%b  HIHKiIE

o 460b96.example.com, = _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,.

HAREIEFHXEA FQDN, iEFEHE—FRRIERK , AERENNE, CRERERENNE,

& 707E DNS 1245 A T 70 DNS 123%H Web RENMBENFERPHAMBX=ME (HA&. 1BFRKH
MACRE ) . REBNTIEREN (RRAR'EBN ) FROLESFXATHE. EREBRT , £F
BERHELEMANENZTR, BtRHABF283 SN SMANEMZNEE | XEKRE (X
R ) BRNEA

_a79865eb4cd1a6ab99@a45779b4e@b96

NEHTRY, MELFETX—A , FHALREBWITREH (HIM . example.com) , BHIR
R RAREM TR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example.com.

EXMERLT  BIEFAR. Bt , BN ZEHRIAEENRHUEHENEARE,
RE DNS i

LeE D T AR A BIEBEE N EA DNS Bil,
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FE12H & FiRiE DNS KikE

® Note

LERRZEECLXNBRTELS—NEH , HEBREECIEZIERH Amazon X T, MRE
ZRITARHAHABINERFEARE  ABLCRNITHESHE |, BEEEINRDEEENIE
B, FRIAGEE T EBHXiE,

1. 3TFF ACM £#|& , Wit A, https://console.aws.amazon.com/acm/

2. HFIEBHRF , FEBREEENIRD N Pending validation ( E&FRIE ) HIEPHY Certificate
ID (IEH ID) o LLBPRFFTFUERRYFHE R TE.

3. 1£ Domains (& ) 7 , TE FIFEINIEZ— :

a. ("% ) f£EA Route 53 TR,

MEHZUTEYE , WAERESH Create records in Route 53 ( £ Route 53 8|22 )
%4 -

- &M Route 53 5 DNS 21,

- BENEAH Route 53 F£EM X1,

« &9 FQDN 8 R Z KL,

® Note

MRELFR EFEANZE Route 53 , BRRDHEA T “7£ Route 53 FRIEiER" , H5
IACM $2 4] A 7+ & 7R“Create record in Route 53” ( 7£ Route 53 822105 ) #&£H.

%% “7E Route 53 HBIRIZR" , RBER “QIEIER", WWAILFTF Certificate status ( i
PR ) WE , RAEIERIRE Successfully created DNS records ( 2 & Zh €12 DNS i
) o

IRHIFE P A BE & 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,
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® Tip
BT ELURE AR ER ACM £ Route 53 F HENBIEERIERK, BER , BRI UN
Route 53 # 1T Amazon CLI 2 API @A , £ Route 53 B DNS ¥iEEH 63212 %,
BX Route 53 BRENEZER , BZRFEARRICTKE,

b. (Wi ) MRLEEE A Route 53 /9 DNS #2415 , MIA%FK K CNAME 58 , HFHF
INEEE DNS BiEED, EFIPHNFAEETEL , fUUBESIFAER 2 — R THHiER
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEHN DNS BiE
BEo

« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFNEEFTEFHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E 10T TEFRE RSRESAIME DNS 24t
HBIEE, MRESFE , HSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHIRSE LA Validation
timed out ( WIEHEA ) . SHMERNKTRERREREM ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICKHAFERFTWIES,

Amazon Certificate Manager B F#f 438 iE

£ Amazon IEHM AN (CA) NENMEM AU 28 , Amazon Certificate Manager (ACM) 2471
BiF SRR A AR EEERDPIEENAMEE. B EAB FER44E DNS HITRIE, AEFTiTie
B, F BRI T

MREFEAEFERARIEFEEIRA |, FS R PR R T HR ARy R,

B, F B4R 36 UE MY TE R IR

NTFEMNE , ACM BLFRIFE FEHEREIATENEARSGE FEffriba. WREFLEHN
B ZEERX LR TR, WA CHENEREEENRIES. B &IN50 EF 75
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HEX , HELERN e FEZENERAEL FHREtutE, Hla | RiZFEF example.com IEE R
subdomain.example.com ¥ , M AT RER W EI— 3 &K IXZE admin@example.com K B FHR 4,

« administrator@your_domain_name
* hostmaster@your_domain_name
» postmaster@your_domain_name
« webmaster@your_domain_name

* admin@your_domain_name

ZiFASRAEZENAEN , YIERXLEEFI4F T SNRIHEE, EIEHIHE 45 X, ACM
Mo £ [0)3X L5 3 31 R KB UIE B8 F B AR SASR TR B

XNTFER ACMAPI 5 CLI WZEIERER , #THFHARIEISSHEMERNEB2RE-—HEF
BR¢F , BMEZERDESEMEN FE. SRAEFERIESMINE FHRMEEE , RF ACM FEEM
RiEFo

LI RRE I AMER

MRERNUES () FLNHBwwwHBEFES (*) BEE— ACM IiE$H , ACM &HlERBY

Swww E S5 H B EE i ut KX B FHRAF, XL AR R 7RIS B RIR B2 5 ER

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 5140 , MRE

7 www.example.com &K ACM iE$ , N 8 FHR45F &% F| admin@example.com T2
admin@www.example.com. [E# , R ENA *.test.example.com iFR ACM iEH , M &8 FHp 445 &%k
Z| admin@test.example.com. HREYE W E I #huk i 4H 5L 5 R AL

/A Important

ACM T B XFFHNERHELITH WHOIS B FHBHRIE, MAXFTEARE I, BXFRE
B BSRABENE,

EREW
FEBEUATAXEFEHARIEAEFEEM,

« BEFEENEEREAFIEMAY TER FERF it R B T EB A IRIE, RE B FERMF AT RS
EAREENINIEEE N,
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https://www.amazonaws.cn/blogs/security/aws-certificate-manager-will-discontinue-whois-lookup-for-email-validated-certificates/
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« RIUFGERT ACM MR R FEFEIEFH. ACM F2RIES ARNIERREFLE CA EENIEFHAIE
FRBEN. ACM TTERIE Amazon VPC EREXHEMEMBBEHFINER. BEXESER | i
SR BFEUEBRIUERIH,

- HRERAEFEHARIENIERE , BT EREIER DNS XY HE#TRIE. EFEMA DNS BiE , &
WERIZIES |, RiE0IE—MERA DNS RIEMFEH.

UEH IS ML 1T

ACM EHH BN 131NA (395 K ) o HITUERFEREMBENITRE. ACM KEIEHEHIF 45
RITIA A SIZE R B B FER A it REZITEH. ZBASETE — MR |, SAMEE TN AT 2R
BT, RIEFMBSIHNESR , ACM 2R EBHME ARN BILEITIEH,

(A3 ) EH R R E B TR

BHRBIFEFHEHRITE - T BUUAERTHHELRER, BR K BTHEIEFENRIIET
HR ¢ AT BE A SRR TR IR BR B AL AL AP EX , R THESE 72 Mt EEIEH,. HRERKE
R FERHHTHEERE , TAEREHFRIEE FEbM, BXRUWAEMERIEBFHENER &
SR E M RS WU B T HR

BXBEFHHFRIENFAEREB , BSRX A 1THEYEER Amazon Certificate Managerf By &
F BRI IE Y R R ER D o

B3 ®IE Amazon Certificate Manager & ¥ BB 4

BB FEMFRIER ACM IEPEE EREMAE FHRF, LKEAELH FHARIEESVDI T
EEEQER - AHNTARRMNENER, N THRBEFEALEFHERIE , XTHNEENS
7 R T L BB F iR 4R R AR EA R SE R IES 2 A4 X B9 TR

1 UF 88 F HR AR AR

Wi FERFRAUTHER, REE TSN FRABNABTNERNBET EERIENENE,
WIEFIER

B8, FBR AF AR ST

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, Amazon Web Services account ID, and certificate
identifier correspond

to a request from you or someone in your organization.
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Domain: fqgdn

Amazon Web Services account ID: account_id
Amazon Web Services Region name: region_name
Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazonaws.cn/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

WSk B RYETIRUEH S /5 Amazon , BATE WA H BERMTIRN R up-to-date BRI E AR, £
2020 £ 11 A2 BIRITAVEESBTSRME /AR , R EXNERHATMTENR !

- BFHETITINEE RN Certificate request for domain name’MA
"Certificate approval for domain name”,
« I , Amazon account ID EE R ATHFHITEREZR

« Certificate Identifier MAESLETRTEEMNIEH ARN MAREERR , fltn , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4f51-954a-298ee44ff369 mA
7= 3b4d78e1-0882-4f51-954a-298ee44ff369,

o IFFHtE URL Hl7ESE acm-certificates.amazonaws.cn MA2
certificates.amazon.com,

- B HHIERIE URL TN FHRENETSHERS. HEZRE dv WEFINER approve-
button M4 =& approval_button,

s MERMIEBANELITESNEIEDESE EEHEENE FERHFER,

ISUE TEHRTE

ATRHEXZE FERHRIEAIEBHET TEREEAXER.
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« ACM ZH A ESFIERBERN , 2SRRI B FERHFRIEREEFTRAFIERBMNIEENZEHKIUE
H. SREEFERIESNENBFERHE , A5 ACM TEMARILER, BEXEZEER , BSHAKEAS
FER I UF I AT B 1,

« X TFEMA ACMAPI  CLI IZFHIEBER , RITEFHARIESSEENERNEH2RIE—HE

FHR4 , EMEZERFPEEHMEN FE. SRFEFERIESNMENEFHRAES , RE ACM
REMURUE S

MRLE S ACM BHAEHRAANEEPNBE TG , NiZE FF LA RRATERERDE
EMRIESE , MREREERIE , WA ERFMERWE, EETEMEZERRIESR TG , &7
LUREFES |, EEERA TRIEMNEIEE, & , B LlResendValidationEmailf£ A APl, SDK
o CLI f£AValidationDomainZ#i# T A, {ER , ResendValidationEmail #ERHig
EWRIESXATZERAA , T2REFEERH Amazon FRABF ( ARN ) LA TR R
IEBFHR, BXEHFEBERRIERERARIEENEERZWRIE DB FHR4aT , FLTAA

ResendValidationEmail,

® Note

£ 2020 F 11 Azal , FPRAFRIETRE , ACM iR — 4 B o & F A FEAViIEH,
{58 A L B () 52 R 1T B9 OE SR AT 2R Y & P ROE B8 F BB I TR BRI E ko

- £ ACM API = CLI , & LARR SIS S B iE RN AT BRI B Fif 4 ZIX BTN £ APIH
A RequestCertificate #4E#) DomainValidationOptions S#k#EE ValidationDomain
#{E , ©= DomainValidationOption Z£H MK G, £ CLI # , £ request-certificate tr HHY --
domain-validation-options ¥4 ValidationDomain BY{E,

Amazon Certificate Manager HTTP ¥ 1iE

B AL (HTTP) 2EFEM EHTHIEBEHNEMMDIN. HEBRNEAMIEPREERE HTTP KiEst
CloudFront , ACM £ Xl A L M SCREIE B E AT B . ACM 5B &M CloudFront , AERMHE
URL FMME—5h8 , BMiE L% URL XA FHEXESE, kSEAERERFEENIERE. B
£ CloudFront BRI EENENIF B EERE ACM ZHWME , B LUER B S BRI E S
FHRE , NTTRIEZRHFTEN. ACM ZBIMXfP T4 5K CloudFront Bt TIERMAFRE , LH=2
3¢ F CloudFront 2 XM S .
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/A Important

HTTP BiEA X @EE A B ULP ( Hlan*.example.com ) o X FEERFESH , 4 KH DNS
IO UF SR B8 T BRI o

il , MREFEHIERexample. comFHIIEBwww. example . com¥ES i i1E #& CloudFront , ACM
SREREMEAR URLs T HTTP RIEWVIE+H, BEBITE — P redirectFromMut M —
MNredirectToMit , THEAEE M Amazon K 812, redirectFromURL BREZFER B/
Mg ( Flanhttp://example.com/.well-known/pki-validation/example.txt ) L
B2, % redirectTo URL 8@ CloudFront Bt i& 5E & 174 M — UL A ACM =& E,
BRERE-RXEEEMR, HIEPMRVNEZSHZBRIEENIFEEMENE , BFERKREMUEH X

# , redirectFrom®it£ CloudFront EE B ElredirectToMut , NI AFFRIBIESHE, REIE
FEEEAHBEHNEERDAERN , ACM H2 BH3ICloudFront Z£1T & AVIEH,

FRAANTLRETE (FQDN) iRE HTTP KiEf5 CloudFront , REMEE HTTP EER , B AT
7NiZ FQDN HiFHE M ACME+H A K MEFTEERIISE, XEREZTUCEEGHEE S WERIE
P, A LGEEERFAFEBNILPE, AT HTTP RIESSER TEA A Amazon X |, FHitt
A UEZSANXBHEHRCIEMENILP, CloudFront REEE M4 FENRES , BhaUHRE
BIBREVIES , MEFTERITRIETRE,

EFIEAFEIT HTTP RIEMIES , BAEFMIER, EAILUFHEBMESHXEH CloudFront & H
iR , AT SAMBRARIEMIRERN HTTP EEM@, WREEANE D XML (CDN) 5 Web RS 28
CloudFront REBEEEM , BEFMIINELTHOARBREED. MREERA CloudFront EIE
EEM, WAUBIEH I »ENEERBREED. BXAREUEBRITNESER , BSHTHNEE
IE$5421] Amazon Certificate Manager, Bicf¥ , FLLBZEIT A S BUERIH , MNP TSN
HTTPS K&,

ACM Ky HTTP EE [ #Y TIERE

(@ Note
&84 CloudFront SER FEARNBRFF ACM #1T SSL/TLS iE B EEBNEF,

£ ACM FA A HTTP BRiERT CloudFront , BEEIRE HTTP EEM, XEEEM AT ACM KiF
BRI EMMAEN , LEH#THRIEPMANBFENBEIET. EEOEHN IERERNEE ENEE
URL 5o 176 M — I8 E S CloudFront WEARLZEFfIH ACM &M E,
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RAriEmE

TRERTHBNEEREE R, BIEE , HTTP RIEFXFEERFE ( /a0~ .example.com ) . &
MEEBEW EERB-EEQE XA TRIESEFMER,

HTTP EE [ & & Rl

B

example.com

WwWw.examp
le.com

host.exam
ple.com

subdomain
.example.
com

EEM@A

http://example.com
/.well-known/pki-v
alidation/ x2.txt

http://www.example
.com/.well-known/p

ki-validation/ x3.

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

txt

https://validation
. region.acm-
validations.a

ws/ y2/.well-kn
own/pki-validation
/ x2.txt

https://validation
. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

R

WAEEATAR
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RAriEmE

& EEMAH
host.subd

omain.exa http://host.subdom
mple.com ain.example.com/.w

ell-known/pki-vali
dation/ x6.txt

EEM@E R

https://validation M —
. region.acm-

validations.a

ws/ y6/.well-kn
own/pki-validation

/ x6.txt

XA FHXNEM ACM 2 HR S yNER ACM £ RRIME—FRIRAF. flin

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

RRERW “EEM[AB URLs KRB “EEME) Wit AR

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d26466011a951d5.txt

LR GHERRIEIE S,

@ Note

WMRER Web REB[HABT D EAMEBIXIFHEEERR LREEER , §SH HTTP WiFH

R HE IR o

HEWRIUEBHEE HTTP RiErS , ACM 2B UTHARHEELEFR :

E#

example.com

https://validation, region.acm-validations.a
ws/ [.well-known/pki-a424c7224e9b validatio

WAEEATAR
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e EE@E

n/.txt a79865eb4cdlabab990a45779b4
edb9o6

HEREIUEHXREKAN FQDN, EEERFEZEMF LA URL , ACM FHERHFPERRIENXH, “EEM
2 RREREFRRIEM AR ACM 248 URL,

IEFHEEFF Web BRS5 855K CloudFront 2 Z MRAEL BN RERM “EEMRB” URL EEM[E URL EE
B, RELWEE YA EIRT S Web IRS 23R4 CloudFrontil &, BREEMIRELER
BAZAYF ACM BEER A P B BT LR SR IT B AVE+

RIE HTTP it

EMRBA T SSUTLS IEFHE , ACM A HTTP RiERWIF S HAT AN, CloudFrontads¥i 47
FUARFARIEREERNER HTTP Bik,

FiRE A PIRE HTTP Kik

® Note

IRRERATLEBE TS , CloudFront 3 AAIEL AIRIEHA Amazon X T
¥E. HTTP Kif REEET “CloudFront 0 A fH /" ThEE# 1T,
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1. FJFF ACM #Z#|& , Wit R . https://console.aws.amazon.com/acm/

2. HFIEBHRF , FEREEENIRD S Pending validation ( E&FR1E ) HIEPHY Certificate
ID (UEH ID) o BLBPRFFTFFUERRYFHE R TE.

EEERHD , BAURIERERPEINEBRN EEQR M EEQE" H,

4. WNFENE , IREMN EEEE WitE “EE@ME" MiUtA HTTP EE M. YRAILUERERH
CloudFront% & Bt & R EiX — Ko

5. J§Z# CloudFront D BLELE N FIERMN “EEM B URL EEME URL EEME, REMEE@A
FEEURTF&HY CloudFront BLi&,

6. REEEMRFE , ACM 2B8F=HARIEENEHEMEN, X—IEENEZZ 30 2.

MR ACM TEEFHBEREERERN 72 MRARIEES |, 1] ACM 2 FEFRESEICNRIEE
i, HIMERNEIERARRERKKRE HTTP EEM, ERELAE , BLAEEEEEMH
B f5 RIS HTIEFo

/A Important

ABRWIEFRE , FER EEQE NENARTS ‘EEOE LENNEHEEE, MREF
B, BSREHTTP Wik m) B8 R E

® Note

5 DNS WiEARRE , BT LUREARIER ACM Bt EHN HTTP EEM, BX4MET
CloudFront Z AR BRI EXLEEM,

AXHTTP RIETHRENESEL , HFSHACM 6 HTTP EE M TERE,

Y FABFIEH Amazon Certificate Manager

MREEBNG R BAENINEFAE CA Amazon FAF CA, Amazon Certificate Manager (ACM) A LAER
BHEAELWFAERMIZE (PKI) PERAMNIES, CA TRMTENIKSF , haseh k- 5E%
., BXEUERBUEBPMENENESR , BSHELTIERMANE,

BRUABERT , 3B CALENUEBTZEME , ACM AXFEN XL BH#ITERAEXANRIE, Hit , &
ERMARBERNENEZRIZTALANESEEFHEED.
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https://console.amazonaws.cn/acm/
https://docs.amazonaws.cn/privateca/latest/userguide/create-CA.html
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B ACM iE$81& X.509 #r/E , HEBLUTRE :

- B XAERANS DNS WEER. BXESEER , F2H 88,
- Bk T mE  EBRERAEEMLIR 2048 L RSA, 256 i ECDSA = 384 i ECDSA,

® Note
EEMZBE LRSI ( RSA = ECDSA ) &4 5 CA BN EERSITHE,

- BNE  SMNEPNERAN 13MA (395 X ) o EFNALEIEFRTRAUEP SR B B L5
THERNWIERPERBE , ENAERFRFEK
« &1T : ACM 2% 11 MABZHBHEITREILES,

ATEFXRRXFEFNABIERMRINEZEB FRE :

o EBMRAEPIRS BTN TEER
o WEPMANHFAE BEAR ELTR RSA 2048 = RSA 4096,

@ Note
ERFZEANLERTE , HFAAE CALENILEBFFTERIL.

HAT%F ACM FABIEBHISMH Amazon Private CA

HEUTHAMERLT Amazon 748 CA |, BRI LEAX ACM IEBHITES :

- B—JKF : X CA MM &K Amazon Certificate Manager ( ACM ) iE 4 F [E— Amazon Ik~
#,

EFASKP MK LT | Amazon FAF CA B A X4J1H ACM RSB F A2, REFMHE
IEBHINBR, X2EH Amazon A8 CA API #4ECreatePermission, Amazon CLI 5<% create-
permission TTHH ., KFHEENXENRBRIEALARTMAIERN IAM AP, 446,

- B/ R CA MPRH ACM IERA T AR Amazon I/ 5, FEIERAENKS ERERT
X$ CA Ky 1A R R
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreatePermission.html
https://docs.amazonaws.cn/cli/latest/reference/acm-pca/create-permission.html
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EZABKFE XML , Amazon #A8 CA BB R XAJUEHA Amazon FAF CA API
YEPutPolicy=lan % put-policy FFE TR K MM MNE CA.  Amazon CLIZREEISEH K = /2
T3 CARITERBRNERLR, BEXELEL , BSHAEETRRNERAT ACM Private CA,

B HREER ACM RERSKEBKA® (SLR) , LMEENE4ES PCA FHHEITRKE, ACM EM
KE—MNEBRTEZICIE SLR,

ACM TJEESETRE , EEERELNIKF P REFE SLR, MRFER iam:GetRole XRE
WERTFEKFH ACM SLR , MR SLR EFaBAEHRT. MRETBARRYE , BAERSE
WK EERTREEER T iam:GetRole ¥HE ACM IR , ENEHNK/, 5 ACM 1TE KL
AwSCertificateManagerFullAccess Xk,

BREZER , FERAERSIHEXARHT ACM,

/A Important

&MY ACM IEBBME R Amazon RS ENKEK , REFEEAFILIT. BHX ACM XFKFH
RIFAES , B5H 5 ACM SRR RS

£ Amazon Certificate Manager® &R G IEH

BERBBIULES (2F5)

1. &% Amazon BIEI2#I& HEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM 2#| &,

EFE RIS,
2. 71E Request certificate ( iERIE$H ) TWHE L , % Request a private certificate ( HRFABIES )
*ﬂ Next ( -F_jj ) J’j\é%%o

3. EIEBMEAMEAELHS  HBIBAENERE  AREE— A TRAWLEES CAs, 1
£ CA BMS—MNKF#EM , Il ARN HWEIEARFAREL.
WIS RAEX CA MFAES | USRI ERE T EHM CA ;
. A

« YA% (CN)
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. A4 (0)
« HLAERIT] (OU)
- ERMXE (C)
- MHAE
. FREHBZ R

4. 7£ Domain names ( #% ) 3% , BALHNER, BULERATEEREEA (FQDN) ( i
www.example.com ) , HERFARTMKEE ( Hl20 example.com ) . Eik A ATE R ZEM L
EfAES (*) EFNBERFAREFRE—SBHNSNELEN. Fl0, *.example.com A AR
corp.example.com Fl images.example.com, BE A BZFHFERE ACMIEHH ‘B FE&
MERAERRAEW T REY,

@ Note
BERBEFIEREN , £S5 (*) DTAUTEHENREMNVE , MERERF —NFEHEKB,
fBlgn | *.example.com AJLA{R# login.example.com ] test.example.com,
{EFBERY test.login.example.com, FiEEE , *.example.com R
example.com 9 i3 , MARP BRI RN RE (example.com). EFINRIF=EF , S
F T — NS

=;HE , i%#F Add another name to this certificate ( FIIERRMBE —NEFH ) |, REEX
FEPBAEZNR, XN TRNQIEFREHTRE (50 example.com ) R HE Fi5 ( Hil40
* example.com) IEEE R,

5. HEEHEERD , BE—REL,

BXRBHEERFELNER |, FSR B Amazon BEXE (WAFEFMER ECDSA IER) o
Amazon Certificate Manager

6. 7E Tags (/3% ) &EBEH , BULUERRERRNERL, RIE2REX , AERFMAL Amazon
BRNTHIE. BXx ACM RESHNIIRUREXMAEQNRIEREEIEERNFENIEEA | 1§
2 7 Amazon Certificate Manager Z R R IFRZ

7. 7 Certificate renewal permissions ( IERLEITIR ) B9 , WIABXRIEPLITNRNEAH, XL
WERAFBEHEITFERAFE CALENAE PKIIEH. BXEZEE , BFSRNERSIEXARH
+ ACM,

8. RMUMMBLFERFESE , EHF Request (1ER ) » BHIEFRENERIIER , BAIUEHPEFHIE
Fo
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https://docs.amazonaws.cn/acm/latest/userguide/acm-slr.html
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Amazon Certification AriEE

® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

BERFAEIES (CLI)

£ request-certificate an 57 ACM HFERFABIEH,

® Note

LYIBERH CA XBMFAE PKIEB AT Amazon Private CA |, IEENZXRE XK ( RSA =
ECDSA ) #4715 CA Z4AME LR P TE,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

e s EF G I Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZSHIFRAT , ACM 2ELBRXERAHRE CA R AFRKRSREKAE (SLR) MM EAK,, SLR
AW BFHEZITEMEANLREEHILES, ERE SIR BREFHE , IEAUTHTENR IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMREE SLR , v i HH M ELCM TR -

"Role": {
"Path":"/aws-service-role/acm.amazonaws.com/",
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"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOOQ0OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:417",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

},
"Description":"SLR for ACM Service for accessing cross-account Private CA"
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"

WRRD SLR , TEHF/ESKEHERA T ACM,

2 1 Amazon Certificate Manager FAFBIE$

B LS HAMARWIES , Amazon #AF CA UMEEFE PKI IRFHNE M A ER. SHOXHS
BUEH., ERHENMENILEER, EXHSLNRLFHE. BXNEZEER Amazon #AF CA |, &S
¥ {Amazon Private Certificate Authority A 18R

(® Note
TR H ACM RERGF AN , EHTRESHLAAGEELHELEEN.

£}
- SHAFIUD (2FE )
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- SHIBIUEH (CLI)

SHALBILES (2FE)

1. &% Amazon BIEI2 %A HEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM & &,
1% Certificate Manager,

ERES HWIE PR EEE,

EESH,

BAFEANLEZANER,

o M 0D

(® Note
BIEHBEERN , BALMERRR #. $ N % ZHWEM ASCIl FH#F,

6. 1%&# Generate PEM Encoding,
7. ZAILUFAES, IERENMBZEZRAEHIRFD , HENTMER Export to a file o
8. EFETM.

SHAFIES (CLI)
£ H export-certificate i F S HABIEBMAE R, STHSH , BLTIEEREB, A TESEE

%, BEAXHRERGEREEFHEENGD  AREYRH X RERZDEE, XFALUPLR
BE#ERSHLIERP , AP LEERAZBNEMATIRNE,

® Note
BEZEBN XA EUATALGER, SN TR ARERZRE M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LUR RBIS =5 HREE jqg UERA PEM 3.

[Windows/Linux]
$ aws acm export-certificate \
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--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PxrivateKey)"'

X &Mt base64 HwIBH PEM BRI+ , R RIERHENMBENAE R , W T HEOEEREIFT .

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNzESMTYXNTULWhcNMjAwODESMTcx
NTU1WjAXMRUwEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQVNool1lVtICL4cwWOdLOkxpwkkKWtcEKQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYJIKoZIhvcNAQELBQAw
EzERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKkONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z21/Bs8ERqqga/
61fM6iw2IJHtkW+q4WexvQSogqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkqhkiG9w@BBQOwSDANnBgkghkiGOw@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwWQBKgQQDViroIHStQgNOjR6NTUNUwWSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AQWLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWF8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwg38CEJRQILdpta8NcLKnFBwmmYs90V/VXzNuHYg==

ENMAEATREIIXM4S  BR-EEQMMEEEN R, ERATAR.

$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

> /tmp/export. txt
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FHE$H S A Amazon Certificate Manager

B} 7 #1118 Amazon Certificate Manager (ACM) 12 #) SSL/TLS iEH4 , BIEA LS ATEAZBIRBH
AmazoniE$, BUAEERTHRENRERERE : BENE=ZHIEPRFALYN (CA) FREUEP , EH
ACM M EKIEBTEEHREENNARFREER,

BA LU S AREE A TEAS ACM £ Amazon RS . £SAMNIERS ACM REMIEHBH T
FRME , RE-MEEHIHN : ACM FaREAMIEBREEELT,

EELZITSANIESR , B MMNEBEFELREFIER , REFHIFEEHFS AT ACM, LIRERF
RBIEPBIIXBLEE Amazon Resource name (ARN). B4 , B LLGALFHNIER, ALULSAS
MNEEMREENILES , EXIFHENS A,

/A Important

BREEMRUESANIIPNI S A T IR Z&EITiER, EAUEER Amazon
CloudWatch Events E& AWEBEF RN ZEBH , NELHES, BEXEZER | 1§
27 A S# EventBridge.

ACM FFIBIEPRRXEMER , BFBESANILES, BEEFE—EHATFRE Amazon X3
F ) Elastic Load Balancing fa#19#ig8 , BXMFIERSATLEEERFERACHEINKE, EE
Amazon t{#EAE$ CloudFront , BATRES AEZERT (HEFRLILE ) X, BXEZER
B N XE,

AXRMAFES S AT ACM FHEE , BSAMUTEE. NREEISAUEBRE , FSH EHS
3

+ S A ACM IEB Y S REA

« IEBHMHAN G AKR

+ SAIES

- EMSAUESH
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S A ACM IEHHY o RS

EFBLA SSLTLSIEES A ACM , AAERREIEEREFA, ES AHIEAMazon iEB MK
(CA) EXMIEH | BEMAEBRILPNAEZBENLNER, ENIEPSIFEEARETEHIHRNFIE

FtFo

NTHRESANIES , XFTEEMZEEMZRAKRD. ACM XEFUTERE (FS5HN APIEH)

- RSA 1024 i (RSA_1024)

- RSA 2048 { (RSA_2048)

- RSA 3072 i (RSA_3072)

« RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)
« ECDSA 384 {i (EC_secp384rl)
« ECDSA 521 {i# (EC_secp521rl)

SEEBUTHFAER :

« ACM EHRS R AVFREXSENEEZNBAXNNEERIRXE. 0, CloudFront {XX#F 1024
fZ RSA, 2048 {1 RSA., 3072 fZ RSA, 4096 {Z RSA # Elliptic Prime Curve 256 %48 , ™
Application Load Balancer ¥ ACM RMMNFIEE X, BXFHARE , FZHEFEANRSIHIX
=R

o UEFAIRE SSL/TLS X.509 IR 3 i, EXAMBELERH. MUENWTLREEE (FQDN) = IP
it AR BEX KM ENER.

- MEPALHEHENAEZHAELE , LA HMA CANIERALE, EXTRAVERS |, %
IEFBERBEBIE 5KB (5,120 2% ) |, HFESARME,

- MRIUAFH CAZE , HAGERRERMAIERE , NZ8EX4MXA PEM &RiB,

c MEPESANLARERN, TIEPHNERMABZORNERZG , TS AU, NotBefore iE
PFEREBEEXHNITHBEE |, NotAfter FREBESERHNL R B H,

- FENMBILERME (EH. REBHANIERE ) 19XA PEM HiB. L& DER EBHMBLXSH
BiR. BREZEREURTA , BSH IEPHMRANS AKX,

o & (EHSA ) B, MBEFSANERFEEYT R , MFEZER KeyUsage =
ExtendedKeyUsage ¥ E.

« Amazon CloudFormation T XFFEHS A ACM,
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EPRMBZLANSF AR

ACM EREHMG NIEH, IEFENLEER (W0F ) , HUPEM BXXNBNMNA 4 #HTHRIG. PEM
L&k Privacy Enhanced Mail, PEM & XZ&%E A TRRIUEH, IEBFEXR, EHENER. PEM XX
HHHEBTRER .pem, BiXHERHEER,

® Note

Amazon T TIRE PEM XH I HMIEPERXWZARF. U T REKBTER XK
HEERH TR RRE, NREBFERTEERNES (HINEBRXHENHIZMES ) |, FERH
DERAZFNFTIRIE (40 OpenSSL ) .

THHNRENETESANXHEER, IREENXHHEEREHXEAST , BEAXKREERFEA]
TR (SR ) . EE  IREIRBERE PEM XHEPNEAZR , REQESTHRE
A=A RSANER , MIED, IEHEIRBBRALH.

Example 1. PEM w2 HiE

Example 2. PEM 4w#3 Y 5 4%

—MEPETE PRSI MEH, BAIUFEAXAEREESE. Windows B copy fn R e Linux B cat a8
TRREBXHFEEEIED, ERXTIRINFEE  FE8MEBHERNIT—MESB. NESARE

I, FREEFRIED, AT REALE=/MES , EENIEPEITETSESHELNIES,
/A Important

TEFEBERTEHEEF,
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Base64-encoded certificate

Example 3. PEM 4B K H % 4A

X.509 IR 3 IEREANERAEE, EOIE X509 Ik BHIEHERN , FERECNELT-LEHH
XNEtBAERNEENMBHUKR D, XEEZARETLEPHERP, BLARERERKNLBER.
ESALBNEELEZR. THFRHANE, TENRANE - RSABBEH.

THEHRANBE - PEM RIEWHEMEILERE. BREENEZHANAR | TETEZESHR, W
RAESHIR , ACM 2ES AT E DA I Z4A 00 E %,

SAUH

B LAMERA. = ACM API FASRREMNIIEE ( BIE=FEERSREMAFEMNIES ) A ACM,
Amazon Web Services Management Console Amazon CLILA T B [E &R R T 1{a#E A Amazon
Web Services Management Console 1 Amazon CLl. MIEM A &L REGEPHEFTEARIERNTE
B2ZM. Amazon

/A Important
BEBRNEBEEXTHBE S A ACM IEFH Y ERFZ M,

SAILEB W< 1.0 56



Amazon Certification AriEE
SA(EBHE)
« A (Amazon CLI)

SA (EFE)
LA 74505 BA 20 e F§ Amazon Web Services Management Console§ AiE$,

1. 7Ehttps://console.aws.amazon.com/acm/ZRHITHF ACM £#l&A., MREREHXER ACM , FE
# Amazon Certificate Manager ¥7@8 , H&EFEH T A K Get started ( FRFER ) &,

2. EHEFAULH,
3. HITUAT#RE

a. XITF Certificate body , ¥ ES AH PEM RIBIEH. BRI ----- BEGIN
CERTIFICATE----- FFLHBL ----- END CERTIFICATE----- 2=

b. X{TF Certificate private key ( IEBREEE ) , MWIEBH PEM REHRINBILE L,
ERE ----- BEGIN PRIVATE KEY----- FFLHLL ----- END PRIVATE KEY----- g
Bo

c. (™) X F Certificate chain (GE$H4E) , ¥ PEM 413 #YE 4%,

4. (Wi ) ZE@SARERRIGRE , BREHFRLE, RERN Amazon BRDEFRIZ. BMRE
HISELN -3 %ﬂ—/\—hiﬁo TUJEFE*T\K%@,AJ@)‘JEEHEE% Amazon BN,

5. & Import (§A ).
£ A (Amazon CLI)

LU R4 BA 2 el 6§ Amazon Command Line Interface (Amazon CLI) § AEH, ROIBEUATE
I

- PEM RIEBHIEPFMHER N Certificate. pem B,
« PEM REHIEPEFMER RN CertificateChain. pem BIXHH,
« PEM REBHARINBIERPAFEHEER N PrivateKey . pem B XHH,

EFEANATRY , BRXGEERNECECHNHE , AE - DMELETHRAMNG T, NEETH
£, LT ROIEE THRITHNS REZEHE,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
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--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate KM TR , MFHRES AKIEHA Amazon Resource Name
(ARN)o

ENSAULES

MREBEATIEREHFESEM Amazon REXE , N UEERB P EHFS AZIER , FArHR
BIRBIEPE Amazon fREXEt. X5 ACM £ Amazon RENEZEER |, B5H5 ACM £/
RS o

EMSAUERR , ERAUT &R :

o« BT BURINEMIBRIBIE
o BREMREBHHREES.

« WREFBSAWNIEFRFFHE Key Usage ( BHRE ) ¥R , B LURINFRY RE , BT 8EM BRI
BNy RE.

- MBS AW FFE Extended Key Usage ( I REHRAE ) 7B , EALURMIOYT BE
B BRI BE.

. BREBAANTEEL,
. TR B S A BRI,

F&
- ENSA(EBFA)
« EFS A (Amazon CLI)

ENSA (EHE)
LA 7= 45135 B8 n{a] 55 - Amazon Web Services Management Console E#T S AEH,

1. fEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM ZH| &
2. ERYIERFEEHSANILES,

3. FTFEPBIIFEME BB H %R Reimport certificate %4, MRBEE Bk FIEP B EZLHIEFR
EIRIUER |, BT Actions & E#Y Reimport certificate.
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4. XIF Certificate body , #i PEM w15 A & SRAEIEF,

5. XIF Certificate private key , ¥t SUEH LB HEAXKN PEM RIBHRNBILEZR.

6. (Ai&) Xt F Certificate chain (UEH4%) , ¥50E PEM wEBMVIEF 4, L PSS ERMEPERITIESD
AR —ANHEMEBUARBILEF, WRESANLERLREBTOEN , UAFEEIEHE,

7. EFBEXEMILEPHNERE. WREEHIR , Hi&EF Reimport,

E#HS A (Amazon CLI)

LU R4 BA 2 el 6§ Amazon Command Line Interface (Amazon CLI) EF S AEH. REHBREUT
LI :

- PEM RIEHIEPFMHER N Certificate. pem B,
- PEM wBHIEPEFMEER N CertificateChain. pem B4,

(XERFABIUEP ) PEM BRI R INBRFIAE ZEAFMER N PrivateKey. pem B4,
- BEREENS ANIERH ARN,

EEAUTRA , ERXHER ARN BN EACHXHEN ARN |, HE—MELTHRAMEMNS
To NEETHER , UATREAEE THRITHNSZS RN,

(@ Note
EEHMSALSD , BYLTUEEILEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MR import-certificate A HEINTR , MFHRENEHH Amazon Resource Name (ARN).

5| EERYIE$P Amazon Certificate Manager

AT LAEA ACM #5153 Amazon CLI 5l iH ACM EEMIEH, EHAE—IMREPRSAUSIH
500 MIEH , CLI &Z AT L% H 1000 MIEH,
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e & 5 HIEH

1.
2.

ITFF ACM £#|& , Mt A, hitps://console.aws.amazon.com/acm/

BEFUBIRPHES. EUUAERAELANTBIKS TR, SMEBSE—17T, MABERT
NENMEFERATE

« Domain Name ( 5% ) - i BT E£BREEE (FQDN).
- Type (EH ) - iEBHRAE, TJEEMEZFE : Amazon issued ( Amazon BEMME ) | Private ( #A%F ) |

Imported ( ES A )

« Status (IR ) - IEBIRED. FEEM{EBFE : Pending validation ( FFRIE ) | Issued ( BEME ) |

Inactive ( 3E5E3 ) | Expired ( 2338 ) | Revoked ( B %4¥ ) | Failed ( M ) | Validation timed
out ( IIEHERT )

« EEMEA? —ACMIEHRESEW Elastic Load Balancing Z3£# Amazon RS 31K BE =,

CloudFrontfE AT A2 No = Yes,

- Renewal eligibility ( £&iT %4 ) - HEPI@EEIHE , ACM BB AABZEITIEH, AR

{E7 : Eligible ( H&4% ) | Ineligible (RBHEHE ) o BXEHRAN , FS0 FHNEEUEBLEIT

Amazon Certificate Manager,

BEEE2EH A LANKRERENE , ZUAMAENNHLERNIERHE, EERAABNBHRITAR
UREREMESFR. UTHRFRAA :

- Additional domain names ( Eftigi& ) - ERFITEHN —IRZNEE ( FBEHEH) -
« Requested at ( FE3KREtE ) — ACM & RIEHRIATE,
* Issued at ( MARTE ) - MAMEBHRE, HESMERTF Amazon MEAWIES , TERA TS AN

UEH,

* Not before ( FRF ) — IEBEKZBIHIRTE,

* Not after ( T8 T ) - BN BAIZFIEBER,

« Revoked at ( mEEATE ) - XN T EREWIES , X=IERENE,

- Name tag ( BFHRZ ) — BLIEP LB Name HFRZWE ( MREEXHENRE ) .

« Renewal status ( Z&iTIRA ) - IERBFERETHRS. RERBEREITN , BFRFI2ETRHE

B{E. THEEME R : Pending automatic renewal ( ¥ B314£1T ) | Pending validation ( 1$31E ) |
Success ( Hh ) | Failure ( XM ) o
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® Note

MIEPRSNERAJEFTEHR IR gEEN, WREBFE , MIEBERKE 72 PEE
i, HESTMAFTFHREE MR RELITIE

Page size ( MEKX/D ) BEETIEE T 8N EFIETTH LREWIERHE,

BXRURLERHAEENESEE
B HERIES

&2 &/ Amazon Certificate Manager if $i¥15.

& fE A Amazon CLI

£ list-certificates @85 H ACM BEMIEH , MU T RBIFFTR

$ aws acm list-certificates --max-items 10

WRIRERLTTXHEES :

"CertificateSummarylList": [

{

"CertificateArn":

"arn:aws:acm:Region:444455556666:certificate/certificate_ID",

"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [

"example.com",
"other.example.com"

]I

"HasAdditionalSubjectAlternativeNames": false,

"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"
1,
"ExtendedKeyUsages": [
"NONE"
1,
"InUse": false,
"RenewalEligibility": "INELIGIBLE",
"NotBefore":

"2022-06-14T23:42:49+00

100",

B AR
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"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T719:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"

|

FigERT , RIREIEH keyTypes RSA_1024 = RSA_2048 HEELF—NMEEHWIEH, EEF
FRENEMIES , FIOTHIERHEATREEZRUKRPIES , FRM --includes 8, WML
TROIFAR. FIALKSE , BRI LEERIESE LMK A,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

& & Amazon Certificate Manager iE $i£15

BT LAER ACM 4| A 55 Amazon CLI H B XERIEP ¥4 Tz,
ERFAFEFIIPEAER

1. $TF ACM 2% & https://console.aws.amazon.com/acm/SA B RIEHE S, BRI AERAA LANRT
& 58 % TE B,
2. EETRFEPHNFATEIE , HERFBIED ID, LEFTHFATE , HPERUTER :

o IEPRE
« Identifier ( #RIRAF ) — WEBHY 32 F 7 + 7538t I —FRIR A
« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID %=

# Amazon Resource Name (ARN)

« Type (KE ) - xR ACM IE B EE RS, AEERV{ESR : Amazon Issued ( Amazon B
MK ) |Private ( #AF ) |Imported ( A ) o« BEXREZEE , 1S H Amazon Certificate
Manager 2 #iF P = FiE$5 A Amazon Certificate Manager,

o Status (IRF ) — IEBIRS. ATREMEBFE : Pending validation ( E&FRIE ) | Issued ( B
MA ) | Inactive ( IESESN ) | Expired ( 2338 ) | Revoked ( E 548 ) | Failed ( X ) |
Validation timed out ( RiE#AT )

« Detailed status ( F4IRA ) - MA S AUEHRY B HAF 6 8]

L] iﬁ

« Domain (18 ) - IE BRI LREEE (FQDN),
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« Status (RA ) - BRIPRES. AIBEME2HE : Pending validation ( Z#FRILE ) |
Revoked ( E/m4%H ) | Failed ( 1 ) | Validation timed out ( B iE#AET ) | Success ( B Zh )

- HHAEER
o FHEMEA? - iEBREEAmazon ERRFX<E , AIREMNESE : Yes (=) INo (F)
- Domain name ( B%& ) - iIEPWZT2REZE (FQDN),
- EEE-HFIRER ACM EEIEHE Amazon RS .
« Number of additional names ( EttZHHKE ) - I PN EHBERWEFHE I
» Serial number ( F5I5 ) - iEBM 16 ZH T+ EHFYS
« Public key info ( ABZER ) - ENBHN W IR E L
« Signature algorithm ( £ &% ) - BTN IUEP#HITEBNMBEE,
* Can be used with ( AIBLAT ) - XBFEEXLESHMIEFHI ACM ERIRS FI&
- Requested at ( E3REYE ) — M A ERK B HF 686
« Issued at ( REIE ) - FAF BHEAMESE (WREA )
« Imported at ( S ARAE ) - S AR BHARE ( MRER )
* Not before ( T2 F ) — iE BB KHARYFF 158 ]
« Not after ( T¥F ) - UWEP#Y 2/ HA B HA R AT (A,

- Renewal eligibility ( £Z2iT%#% ) — AIBER{E R : Eligible ( B%# ) | Ineligible ( ZBEH ) -
BXREEAN , FSHE PWFEEIEBLIT Amazon Certificate Managers

- Renewal status ( £iTIRA ) - IERBEREITHRS. REEBERETR , kFBEFT2ERH
BEHEE, AAEM{ER : Pending automatic renewal ( & B 314E1T ) | Pending validation ( 3
iE ) | Success ( B ) | Failure ( X ) o

® Note

NIEFRESNERAERFER PR FREN. MRBIFRZ , MIEHFERSKE 72 7
BN, ARSAMNKTFREEMRFEITIE,

- CA-%% CA® ARN
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« Validation timed out ( BiE#EAT ) - BFRNVKIESEAT , BEERALEEZIER,
« None (%) - iEBATHE PKIRBEZE , FHEERIL,

EEEITIPFMEES , BFH Amazon CLI

ERPHNEREDEREPFMMER , ML THTFTR : Amazon CLI

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cexrtificate/certificate_ID

WEIRERLT TXHEES :

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
1,
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{

"Name": "DIGITAL_SIGNATURE"
+
{

"Name": "KEY_ENCIPHERMENT"
}

]I
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"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",
"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [
{
"0oIb": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
I
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

},
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"

EF EBFAER
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il B B B EB A9 UE P Amazon Certificate Manager

&R LAER ACM 2| 83 Amazon CLI IBRIE+H . MIBRFRIERAR -, IEPEMRETERLER
BRI ISR

/A Important

o BTTEMBRIEE HEM Amazon RS ERAK ACM iE+H, ERBRIEEFEAMNIER , BAFE
i BRAE F5 % BR . X REAMEKRSHIEFI A CLI TR

- MIBREBFEUEBMANF (CA) MAMWIERI CARERN, FFREN CAXNER | B
BIMIERZ CA ik, BXREZEER |, 2% (Amazon Private Certificate Authority F 7 3§
) PHBIBRFFIE,

158 F 422 151 & I BRAE 5

1. #TFF ACM #85F|& , Mt , https://console.aws.amazon.com/acm/
2. HFEIEBHIFRD , &P ACM PRI NN EERE , AFIERE Delete (MR ) o

(® Note

BREEXIIRFFHAN , EEERNIERAEFRMEATR, BAURTANNRE=
AFRERIATF, E&ETTAER A £ AR TTRDR 2 TES,

EMIBRUES , EER Amazon CLI

£ H delete-certificate v SHIBRIED , ML TSR

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID
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https://docs.amazonaws.cn/privateca/latest/userguide/PCADeleteCA.html
https://console.amazonaws.cn/acm/
https://docs.amazonaws.cn/cli/latest/reference/acm/delete-certificate.html
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R FEE UL EEIT Amazon Certificate Manager

ACM REL Sk SSL/TLS MAKIEPRMBIEELIT, XEWKE ACM FEHEITEMNIEDR (WRERE
FI DNS Wi ) , B EFES BN EEREL FHB4ER, N TFLAEMFAE ACMIEH |, FHiRHixL
i

B EET , BERERUTILR

- MR EH Amazon BRE ( #l40 Elastic Load Balancing 5 ) #85%<Ex , MI%&F4& % 4§ CloudFront.
- MREREMARLRETESEHN , WAFEEH

- MMRERBIAA ACM RequestCertificate APl MARESH , E RS H M Amazon BRER<ELHY
ABEIES , NFEERHET

- MRTRBIZEEEFEMRAESH , RERSHM Amazon RFKEMALBIES , NFEH
.

- MREEBIIEA Amazon FAH CA IssueCertificate APl A WFBIES , WA FEEK,
- MRRSAMIUESD , WFRFEEH.
- MRETH , MRFEERHEF

WA | EATR BT SEFRCEE B XM Punycode ER :

1. Ll“<character><character>--"#& =\, 7 L 1915 B S M 5 “xn--"— B,
2. Blxn--"FF k9 B th A —R B I EBRLIE B .

Punycode /=4l

& R ORE AT EE
1 &4
2
examplecom & A& v F & LL“<character><character>--"FF sk
A A
a--exampl TiE TE v 7 2 Bl“<character><character>--"F 5k
e.com H )=z
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_IssueCertificate.html
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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=& B B R  EE
&1 &4

2
abc--exam & T E v 72 Bl“<character><character>--"Ff 3
ple.com A H
XN--XyZz.com X = v BERNERRLEE ( #EHTHE.com )
Xn--examp = ) X FRERNEFRLEA
le.com
ab--examp B B X RATFUEL“xn--"FF 3k
le.com

% ACM &ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, A , ACM iEH 2 Xigtk
RRo MREBEZA Amazon KFHBE —NMHABMIESH |, MEMEPE AL LT,

£

o 1] ACM RNBIEH

« FAHIUEPHLITF Amazon Certificate Manager

- REUPHEITIRES

1] ACM NEIEH

EMESEENANFEEIESRE , Amazon Certificate Manager EEZIIBABEC RIBAFAE SR, X7
LUEE DNS KiF s FERAFRIFM AR 1T. HIEBFEELITH , ACM &FERAZZaERNHERES
EREMBIUECHAMENR, UTEEEATEITIEEZTER THIENG,

T

o Z2TiE3Y DNS WiFfyiE

o SATEA B FHR IRV IS
o STAE HTTP BiFHIZ A

NHILER R4 1.0 68
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£1] B DNS ®iERyE

XF &AL DNS BiEfAK ACM iE+ , FEZITRTL£BI1LH,
L HAET 60 K , ACM 2R ELTE&IT&RM .

« ZiE$ H Al EBEI Amazon BREZFEA

« ACM RREMN AL E DNS CNAME 1B ( BME—NEERZABH - ) BFEATUBEIT A H
DNS 1A [d],

MRBRXERMN , ACM FiANEEZ EBYRIEHZITIES,

MR ACM ELITHR T A B RIFEE , M4 KX Amazon Health EventBridge =41 Amazon =
#, XEEMHFESHI 45K, 30K, 15K, 7R, 3XM1 REx#E, BXRESZELE , H2H 1LY
#X ACM #9 EventBridge X%,

£AT £ A B8 F HR A B0 IE AV 3
ACM ERBEREN 13 M A (395 X ) o SITEBBELAAERITRIE. ACM RIETEHTIHIH 45

RITWRE S 2R B B FER A it RO BT BA, ZEASTE MR, SAE TR TR
HATEIT. RIEFAASIHMNESR , ACM 2M K EBHME ARN BYLEITIEH,

MR ACM ELITHE L EBZRIEFESE , MK KiE Amazon Health EventBridge B4 # Amazon E
o XLEBHFELHF 45K, 30K, 15K, 7K, 3XHM1 XRE, BEXEZEL , HFZH LT
#X ACM 9 EventBridge X #F.

BXREUFBFHMNEZELR |, 1S Amazon Certificate Manager B FHBFRIE,

ETHUOAUARRERFRNEER IS FERHY , 1§35 H B3 K IE Amazon Certificate Manager B F B4,

B RIE I UL B F BB 4

FERBFIERRAEBEE R FIRHFRIE (3 #Amazon Certificate Manager B F B FIGIE ) |, &7
LAfE R Amazon Certificate Manager APl 3R ACM @& &% — 5 A FE&ITIE B AV B R IE 8B F i 4,
BRNEUTHER THATIERAE

« B&AER ACM EH A E A #Y =2 BB FERAFIRE,
« BRNEPNEITTRENEEFRIE. AXBELEPNEITTRENEE , BERRBIERHNEITRS,

233 DNS KiF#yig & MR 1.0 69
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o BRIRBIHFEERE ACM FIEPBLIT RIEM R IR0 UE B F R4

ENRIUEE FEMME LA B EEREIERERPHROEENFETRAE , JELER ACM API #
HResendValidationEmaili#®4#E Amazon CLI, 5 Amazon SDKs, ACM &35 &8 FifKIXZIEEN K
s, A LUBE £ X8 X8 Amazon CLI Amazon CloudShell 5 45 F 317 [8]3%] S 28 I Y o

B3R ACM EFfRIAFHBIESR FHRH (BFE )

1. EZRH I Frhttps://console.aws.amazon.com/acm/E Amazon Certificate Manager#llo
2. EBRFEERIFMIERHIES ID,
3. %$® Resend validation email ( E# XX W UL B FEBH ) o

B3R ACM E# & 3% 55 iF 85 F B4+ (ACM API)

£ ACM API| AR fE A iZResendValidationEmailig e, EXFERT , FRIEPEH ARN, EEFFHRIF
BV LA R BB B A RUT e IE BT ER RIS, AT RGIEBR I Amazon CLIAITIZIRE, bR
FlaEmITRLAME TR,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

SFITAE HTTP BiFE A
ACM R H &L CloudFront HTTP W iEM & WL BIRE BT E LT,
EXHET 60 X , ACM 2R ELUTELITSRH

« ZIEBEHBNEBABEA CloudFront,
- MIEXEN HTTP RiFIERKEFHRIAZEMHAR,

WMRFBRRXLERMSE , ACM FIANANEE EBERIEHAZITIES,

MR ACM ELITHELEBIRIUEA , W& &% Amazon Health EventBridge 41 Amazon &
o XLEEAFESHFT 45 X, 30K, 15K, 7K. 3XKM1 KRk, BEXESEL , 30 IS
#X ACM #J EventBridge 5.

2 HTTP RIFAIE A M7 1.0 70


https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://console.amazonaws.cn/acm/home
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
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NEBRRINEL] |, FHRZRedirectFromitt RN B SIEPHE NG BRedirectToFFIENEN A
M,

FAIUEB LT T Amazon Certificate Manager

MR BHFE CA XER ACM iE+H Amazon FAH CA BRERHEITRELT, ELFREME ACMIEH
TRE , %A PKIWIERFFERIE, YERAEFFMKEEFEXPLFAMAR CAILEREY , Ba
BMEE.

® Note

REMFEH ACM 24| A5 ACM API B9 RequestCertificate IERBRIEP T HFAHLELITR
##, Amazon #.8 CA {8 Amazon FAF CA API JissueCertificate R EEIZEM X IE P H
ACM B,

LHIEENILERIETR 60 XZHRT , ACM 2 BHZ LT, XBEFHSHMELZENIUES (Hlwn , £X
WHBROR ), B BALARER A ACM APl B RenewCertificate IR ERR&ILEIT. AXBHILITH
Java KIRBI | BESHE LITIER,

Zilg , ERHEIRSHEXNBOT IR

- MFIEHE ACM SRS KB , MFNEHR/RBRIBIES , MAFTAN T RE,

- MRIUAEPBFE ACM £FRFKEK , UEEEFRESTESHALTREEITWIES, SAUFH
1TIXLEIRME |, B AT BATE Amazon BYAmazon Health#5 B T 4TiX L1 4E EventBridge , Amazon
Lambdafl iR, BXEZEE , H5H B3 S HELITRIEH,

Bz S HESITRIES

UTEBREET —NMROBRGE , BTHE ACM £&iTHA PKIIERR B3 S HXEIEH, thRHAIRM
ACM R GHIEBREMEER ; ShE , EPM4ALRREHBIRRE L.

EREFE B3 S HIEH

1. 1B ( Amazon Lambda F X EIERE) PP R , CIENEE—MNIH ACM S H API 8y Lambda
B

a. BlE—1 Lambda E¥,

RBEIUES MR 1.0 71


https://docs.amazonaws.cn/acm/latest/APIReference/API-RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_IssueCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RenewCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/health/latest/ug/
https://docs.amazonaws.cn/lambda/latest/dg/getting-started.html
https://docs.amazonaws.cn/lambda/latest/dg/getting-started.html
https://docs.amazonaws.cn/lambda/latest/dg/getting-started-create-function.html
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b. NEMNEHBOIZE - Lambda FITAEHRMUATEERE. ZRBEATEHHRPHRBED
A ACM API BYExportCertificate}® R RLEITHIE B FFAEH

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

£ Amazon FEIZE#H NI EventBridge , AT ACM BTHRREH , HERNE Lambda BEAT
HAAIZEHE. ACM BXRZZEITIEPIRIEALEA Amazon Health B4, BXXEBHNNERE
B , #5519 £/ Personal Health Dashboard (PHD) # &R %S

BRI T EHFEAREEAN,

"source":[
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
b

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"

]
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule.html
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}

3. BUEBMARELFHLREUERRTEUEITLE.

MiAFAE PKIIEBHFEE XL

B A LAEA ACM API 5 Amazon CLI F3hllif ACM EELIT TERENEE., BXIXBM , &L
BWIANEHIEBGES IR E ACM B314E1T,

(@ Note
&R BEM X E Amazon FF CATA M S HEVIEB LT,

YERER T EERE APHEESR CLI iRt , ACM £ REITIER. MRLITHKI , ACM 2EHE
Bt A AP P ERNIEPTHE, MRIEPE ACM ERBRFSHEXE , NAMBFIUEPS , H
£ Amazon Events F4 K £ 1T CloudWatch Bk, MREITRK , ACM iR E iR H B IKEAMK
B, ( EAILAEMA describe-certificate W S EFLEFES. ) MRIEBFREIENRSHBEN , &
MAFERNESEHFHFHHZEEREFEL,

/A Important

EEA ACM ££1T Amazon #28 CA IE+ , BU5EE ACM BRS EAR F 1T LR ERINR,
BEXEZER , BSAMEBEITNRD AL ACM,

FMIHIEBLIT (Amazon CLI)

1. fEA renew-certificate IEPEIT S HHWABIED,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. RE , £ describe-certificate S P HINEEMZIEPWELITIEAMEE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

Wit FEEREIT W< 1.0 73


https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/cli/latest/reference/acm/describe-certificate.html
https://docs.amazonaws.cn/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.amazonaws.cn/cli/latest/reference/acm/renew-certificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/describe-certificate.html
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FENHUEFH LT (ACM API)

KixRenewCertificatei®R , 38 EBLITWIEILEPH ARN, ARG A iZDescribeCertificatei/E
BWINERBHNEIT#FAERCEF.

REUEPHEITRS

HEZHETUERR , ACM 2 IEBFMEEFRME Renewal status ( ZITIRD ) FRFER. BRI
£/ Amazon Certificate Manager #2#|&. ACM API Amazon CLI, = Amazon Health Dashboard 3k
KE ACM IEBHLEITIRS. MREEHEH A Amazon CLI, 5 ACM API , NEITRATUAR TES
HE AN BERIRASE 2 —. HREA Amazon Health Dashboard , th& 8 RELHIES

EFERIERIT

ACM EEZRBIRIFEPPNEE. BXEZELR , BESHE L1 ET DNS RiFfiE, TEH —
FHigE,

FEWIE

ACM ZEBFRIFUEBHPH—IHSMAR . BATRMITHERBERIEXEEHE , FUTELET
EP. MREFAXEBERNRBEFERHFRIE , FEKR ACM KXW B Fibd | IRRiZB FHp4
PEERITRIE. RZAEANRE DNS Bil , HRELHR DNS EREFEABIERNHEEA
o

B
ERHPWNAEEEEERIE , B ACM &i] TiEH, THE# —FRE,
R

EPEH 2B - MRS MEERRIE , Fitk ACM RETUEH, BRI BB RMAVIES,

MRIEPEHAM Amazon BRS ( B30 Elastic Load Balancing = ) 5<Bkx CloudFront , & ZIEH BZ
A EREITRESH , MZIEBERIELEIT,

(® Note

MEIVRASHERAREEFZR IS RER. MREBEZ , WEITHERSE 72 PlEE
B, FESTMNAFHREESRITERE. AXABHERY , FSAIEIEBERAZ,

RELITRS MRA< 1.0 74


https://docs.amazonaws.cn/acm/latest/APIReference/API_RenewCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
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F&

« RERS (BHA)

- REIRZE (API)

- REIREA (CLI)

- {#£ Personal Health Dashboard (PHD) ¥ &R

RERS (B E)
TENIRNAOAER ACM 24 ARE ACM IEBIEITRE.

1.  TEZRHITFhttps://console.aws.amazon.com/acm/E Amazon Certificate Manager#ilo

2. RBFFE$H , EFHEMEER.

3. £ Details #87 & Renewal status ( LiTIRE ) » WREEFERDS , %8 ACM RFF A LLiE
EHREELITIRE.

*AE'H(/LA (API)
B ERWMAEADescribeCertificate B ER EIRSH Java R~ , ESREERIES,

KREIRFA (CLI)

THEN RN FMEER Amazon Command Line Interface (Amazon CLI) 82 ACM iEB£E1T IR

o

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EMRH | FEE RenewalStatus FERAME, WREXEEFE RenewalStatus FE , 8 ACM
RIFBIEPIEELITIRE,

& F Personal Health Dashboard (PHD) #& &R

ACM 3 Hig] 60 R&ZRBHELITER ACM iEH. MR ACM TZEBHEITENIES , eoBEIP
FEESR 45 K, 30 X, 15K, 7 X, 3 XM 1 RABRAEPEITEHEAN , EHNEEEXET
3, Amazon Health Dashboard Amazon Health Dashboard & Amazon Health RS —Z 9. EF
FTERE , FNKFPESSMRIENEARFEHAIUEET, BXEZER |, iS5 Amazon Health
AFE=E.

RERA (2H5) R 1.0 75


https://console.amazonaws.cn/acm/home
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/health/latest/ug/
https://docs.amazonaws.cn/health/latest/ug/
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® Note

ACM FHELEITEHBAEA PHD HELHPNENSEH, EMBHNBLBSZI—MNEA , E
BT RN A L,

E 4 Amazon Health Dashboard , EHITLA T #R4E :

&% Amazon Health Dashboard at https://phd.aws.amazon.com/phd/home#/,
1% Event log,

33 F Filter by tags or attributes , 4% Service.

1%3% Certificate Manager.

R A

¥t F Event category , %&# Scheduled Change,

R A

N o g~ w0 Dbdhd =

{§ A Personal Health Dashboard (PHD) # &R % M7 1.0 76


https://phd.aws.amazon.com/phd/home#/
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73 Amazon Certificate Manager &R PR

HRERETE ACM IEB D ENRE. 8MIZEHETE—NME N—1ME. EFLUERA Amazon
Certificate Manager ##|&. Amazon Command Line Interface (Amazon CLI) 2, ACM API &30,
EEDMER ACM IEBHIRE, BALUERER ACM 2558 ERWIRE,

BA L REBFEEEMERNBENFRE, Hln , EaLAEH Environment = Prod =
Environment = Beta HrZEXRNAZ/N ACM IEBRMIFLLUHEERZN ACM IEBESHIFE, T
REEBHANANEMEENIFRZH R

e Admin = Alice
* Purpose = Website
* Protocol = TLS

* Registrar = Route53

Hh Amazon BRtEZFRIC. Hit , BALLEE —HRES7BATEN R RAERXLERREEHE
Ko BN | BT LUFFRZ ( HlE0 Website = example.com) ZEI4A ACM iEH, &R URA
F example.com P34 E &R

F&
- FREBRE
 BEHRE

X PR F
UTEFAT ACMIEBRZENERES -

« BN ACM IEBH R RIRZEHE 50,

- RERBWREAKER 127 N7,

- REENRAKER 255 N F &,

- RERNEX D KNE,

 Alaws: BRFB A Amazon A ; BFTERM, REIPBREBRUAFLNIRLaws 1o LUIFF LR
Laws: it A& tags-per-resourceEL & o

s WREBHNEZSNIMRFMNBERPEARNFLELE , BicSHMRSATENATERNFRAEEMRE
Flo ESRZIRS X RIHY Y,

RE R MRA< 1.0 77
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« ACM IEBFRZEFR A AT H Res ou Amazon Web Services Management Console rce Groups FI#5ZE
RiERR.

£% Amazon FRiCBREIN —RER | FSE RN ERAFMIREE, Amazon

EERE

BT LAE A Amazon B2 4&IA . = Amazon Certificate Manager APl 7~ i0. 4R MM BRIRZ
Amazon Command Line Interface

BERX (25 )

& O] LAME A Amazon Web Services Management Console R0, MIBRSREEIRZ, &b LUAES G
£ TRRE,

AN INFRE
£ ACM 28| & 8E LTI BRIRE.
[EIEB R IPRE (BH &)

1. &% Amazon Web Services Management Console F7£ &R #$T Fhttps:/
console.aws.amazon.com/acm/E Amazon Certificate Manager#fl.

ERERNERNMESAIEPEZHET L,
EFHAEEERF , @ TRIE Tags.
22 Edit #1 Add Tag.
BANGSHERINE,

EERE

o a0 A w D

i BRAR
F ACM 24| 8B A T I ZMBRIFE,
MW@ﬁﬁg(Eﬁﬂﬁ)

1. &3 Amazon Web Services Management Console 3£ R H 3T F https:/
console.aws.amazon.com/acm/E Amazon Certificate Manager#/l.

2. ERERFREARERIESZRISXL

BEERZ MRA1.078


https://www.amazonaws.cn/blogs/aws/resource-groups-and-tagging/
https://www.amazonaws.cn/blogs/aws/resource-groups-and-tagging/
https://docs.amazonaws.cn/general/latest/gr/aws_tagging.html
https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home

Amazon Certification

RAriEmE

3. EHFMEEBERKRD , @ TRE Tags.

4. HRHRE.

5. MEREMBRMTEZEMN X,
6. MERERE

IR

£/ ACM £ 8 BE U TEBEERZ,

REINE (£2HE )

1. &% Amazon Web Services Management Console F¥ £ R H T FFhttps:/
console.aws.amazon.com/acm/E Amazon Certificate Manager#/l.

2. ERBRRBENIEHLZNETL.

3. HERFAFEERT , BTIR3IE Tags.
4. EERREE

5. BREEXNWIRENBIRE,

6. EEFRF

5B RIRE

£ ACM 2| & P E A UL T I REE S FERRE,

5 B RIS (12514)

1. &% Amazon Web Services Management Console 3 7£ 5 F13] Frhttps:/
console.aws.amazon.com/acm/3E Amazon Certificate Manager#l.

2. BEEEEFEA LANKEER

&
Rk FIEEE R AFIKFRZE,

3. EFREREIFERNIREZHEIRE,

BEIEIRE (CLI)

BSEUTEBLT B H Amazon CLIZ D

v B A ERFR

BFEIRZ (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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https://docs.amazonaws.cn/cli/latest/reference/acm/add-tags-to-certificate.html
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5 ACM SERHY RS

Amazon Certificate Manager X #FHM KM ZH Amazon R . BFEERNER ACM IEFHHFAE Amazon
B CAIEPHEEZREREZNMI Amazon FNAERF L,

® Note
233 ACM E AT AR FEE#E R Nitro Enclave B9 Amazon EC2 2l L, BB SHAE
IE , BMEFEAET Amazon EC2 SK6| EER . BXREREEE Nitro Enclave B G EC2 5%
Bl LB Web IR ESMER , ESFHIE | £ Amazon Linux 2 EZ % LAMP W& RS
BRRHE  EATD® Linux AMI 25 LAMP M & IRS 25,

ACM IEBZUUT RS X5
Elastic Load Balancing

Elastic Load Balancing £ BN EZANARFRES BRI ZMEEE EC2 £4l, sz
TAREENES , HEREENKBAISTEENES , ERSTFAEENEFIIRE N L, Elastic
Load Balancing Bz BHBERALEBREUNNEARE. EXAHBOENESER , H5H
Elastic Load Balancing FA FF /.

BE , I TEISSL/TLS, load balancers require that SSL/TLSIEBRHLZEHNE , NLEERE
B #E5E/5 3% Amazon EC2 3£l b, ACM 5 Elastic Load Balancing SERAE g9 85 58
ACMiEH, BXEZER , S BEIE Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —BIM & RS , EBEINEKL G MERFEHNAR |, NiREFKLA
FoEABNBESNTATHEE, YRAAFBEREERNANERN CloudFront , iZ A F 4%
HEZERREMNLELE S, XETUBRIATEUARESERZANS. NRABZHIN T ZEEN
& , B HE CloudFront {4, MRABRHBAEZLENE , ISHEMNEERENRLEAR
SR A Amazon S3 2@ Web RE 88 % CloudFront 3%, HXxE %= & CloudFront , EZ [
{Amazon CloudFront F £ &$5r) o

EJ@EISSL/TLS, CloudFront requires that SSL/TLSIE B LZ AR |, 5L LT CloudFront
PERBEBIZEFHABTRL, ACM EEE£R , CloudFront MEE X 1THR LEE ACM iEH,
CloudFront BXEZEER , HSHIREL SSL/TLS iEH,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
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® Note
EF¥ ACM iEf5—EEH CloudFront , BAMEEERI ( BERLILE ) hXFAFERSH
AZIEF,

Amazon Cognito

Amazon Cognito J#&H Web MBI NARFRES MR, RNNAFEE, AR AUERAEN
Amazon Web Services Ik EREFEER R , L LUEIE =7 ( HlaFacebook, M Eh, AT
FER ) BEF, X Amazon Cognito WEZELR , 25 (Amazon Cognito F X A REFE) o

L I&JF Cognito FA Fthlit & 7 £ Amazon CloudFront {X¥28% , CloudFront ATLLi% & ACM iEH
REFBEENE, EXMERT , BEE , DTERBREPRSHXRER , CloudFront ARG 3 8245 E
BRo

Amazon Elastic Beanstalk

Elastic Beanstalk A B R E R m BN EENARERF Amazon , MAXENEITIXER ARE
FHIERMZEN ., Amazon Elastic Beanstalk FR{X T EEE M, BRELENARER |, Elastic
Beanstalk ¥ Eai - BEXREME., NFHEE. FENSTRAKIENIEIFHMAEFS . Elastic
Beanstalk £/ Elastic Load Balancing fR &8I 2 /1 19#85. B Elastic Beanstalk WEZEFER
%2 Amazon Elastic Beanstalk FF X A R {5/

EEERBRIUEPR | BYAIIE Elastic Beanstalk BHlIAP N EHWNARFEEAFIGER, EXESE
B , 5B & Elastic Beanstalk MER f1 515 # 23 ALK IE HTTPS,

Amazon App Runner

App Runner @ —11 Amazon k% , BREMAT —fiRE, MRERELXFZBENAR , THFRREHE
BB EEIEE Amazon =H AT EEZ W Web NARRF. BEEZEIHEAR, REFHB
MitERS , SR EEMENFATABNEE Amazon BiR. HX App Runner WEZER , B2 R
Amazon App Runner FF & A R 38/,

LB EENE B S App Runner BRF<ExAEY , App Runner 2EAZBCIZR A TIRERIEA RN
EH. eiEHEFE#EE ACM F, EEEENRFSBUEXRKS RS EMERE L XA , App Runner &
2BBRXLEEH, BMNIBREBHNIT , BEFEBTANBEEREMILES. EXEZEERE , B5H
Amazon App Runner F R A G 3EMHHEIE App Runner lREH BEXE B
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Amazon API Gateway

BEEBIZZNERMYEN (IoT) WARE , 8l APIs TR T HRBENSEHRAERENIERE
BHXRBEE. Amazonf&AILAER APl Gateway R &, 4. KEFMERFEHN APIs, fF API
IEEE API Gateway f5 , BRI LR E B ELEHEUFECNENIGR, BEREFGENESE , B4R
& SSL/TLS iEH, EAILAER ACM £RES AEH, BX Amazon APl Gateway WEZER
B2 (Amazon APl Gateway FF X A RIER) o

Amazon Nitro "kt

Amazon Nitro Enclaves & —U &# EC2 IhEE , AFENIL Z#EFI 6| ZRENRITINE |,
NE£KX, EC2Enclave 2, BILNASEZRNELN. SIXRHSERXZFNZ A1
ERTEE, e85 ALERE. REXHRBABEN, AFFTEEY SSH # A Enclave , 3
BREFINHE, NARFIAFS (SFEBRAFPREER ) TETFRIZ Enclave PIERRYEHE M A
BF.

EC2 i#£3£2| Nitro Enclaves BI£flx3E ACM iE$H ., BEXEZEELR , HSHEA T Nitro Enclaves B9
Amazon Certificate Manager,

(® Note
B EEN ACM iEB 5 RE#ZZ| Nitro Enclave B EC2 3£ < BX,

Amazon CloudFormation

Amazon CloudFormation #5 By 22 #E R B S Web Services BiR. B0 U822 —MER
EFFM Amazon BIREVIEMNR , HI40 Elastic Load Balancing 5 APl Gateway., A& , Amazon
CloudFormation AR N ETMENEBEX LR R, BEFRIMAEMEE Amazon BIR , R
FEFER ML R FRIKH T (A ; Amazon CloudFormation A LA EBFF A XL, ACM IEB/ER
BERERIEME | XZEKEE Amazon CloudFormation B[ EAiER ACM iE$ |, E A LAUX i B 5
Amazon RE—EEAUBRAZSERE, i, BULLURENFZ Amazon BREFPEHITE T ACM
if#, Amazon CloudFormation

BX K —#%{E B CloudFormation , i55 5 {Amazon CloudFormation FIFF1E/) . BXFIXIFHN
ACM &IREVE R CloudFormation , & RAWS::CertificateManager::Certificates

& BhR L AY58 K B 301t Th 82 Amazon CloudFormation , RAZ BT EHWIEBEE , X T Amazon
MK AEME, BRINBVEERFATASEH ACM H{EXE, Amazon CloudFormation
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® Note

MREFERAGIE ACM IER , W Amazon CloudFormation #4% F R Amazon
CloudFormation C REATE_IN_ PROGRESS R#&S. £l — 5 HHERIRIEFHER |, EE
BIRBIEPRIFE TGP IRBARERNL, BXEZER , BSRARELNE. EF DM
BRIEZIBUEHELERE T,

Amazon Amplify

Amplify — AT THEN TEFMINEE , FH Web MBI XA REBIREEZMMER 1
B2 ARERF. Amazon Amplify T2EMTARS : Amplify Hosting 1 Amplify Studio, Amplify
Hosting IRt TEF gt W IR , A TREFEIPEN SR TIRSEE Web NARERF. Amplify
Studio 2 —MEMKWF KIFE , IE{LATT BN 2K Web BN ARFNAIE, #A Studio f£
F— 4 REEHHERN ready-to-use AP RE , BIBNARFER  AREREEEE—E. &
X Amplify WEZELR , S5 (Amazon Amplify AFERE)

ML B EHEZEINARRF , Amplify 24 8 FM % — ACM iE KR ZiF.
I ¥ OpenSearch BR%

Amazon S OpenSearch ervice R —MEZXRMIME|IZ , ATEEDH. EXNNARFEENSS
RoOMERG, BXREZER , 525 (ILS# OpenSearch REF X EIERE) »

BB B E B E ML IRET 2B OpenSearch BRF &R , ATLAERA ACM F<EkH Application
Load Balancer Bt EiE$,

Amazon Network Firewall

Amazon Network Firewall 2 —TEE RS , AL BRI NFIE Amazon BINVFAE SIPBEARM &
R (VPCs)o BXREZEE |, 2 ® Amazon Network Firewall FF & A R 38R

Network Firewall B5 X i&5 ACM &£5% , AT #1T TLS ®E, MREIE Network Firewall # £
TLS KE , MAMEE ACM IiEH , SUEX BT BHAER SSL/TLS REH THRZEMNEHRME, BX
Network Firewall #1115 ACM BL&EA# 1T TLS REMNEER , S H (Amazon Network Firewall
FERARIEE) Sy “FH SSL/TLS EF TLS REFREMIEPHER",
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Z 4™ Amazon Certificate Manager

=Z4E Amazon REFZE, N Amazon BF , BAIUSRTENFEASHZsHRBAALNE
SR T A 2 Y B AR O TN 4R 2R K,

ZERNTHEEE Amazon HZRE. TERXEENREFHRACZHLZEENETHNR SN .

« TEZE — Amazon AFERIFE Amazon =HIZ1T Amazon IREZHEMZEH, Amazon &N ERH
AUZEERANERS. EAIN—2 , FE=ZAFIHHEHN RN IERNZE2HNER M. ETHER
& Mit X Amazon Certificate Manager , S FZAHIT XK 2 89X 2 89 BE A B RS

« DIRBEE-EWREHEERR Amazon [RSRE. BEFBENHMEARNT , SHEEN BRIV
. BRANERURERNEREMR.

AR A EBY IR T #R1E A Amazon Certificate Manager (ACM) B 3{AI R 0 B REEE, AT EH
WEAMMEE ACM UEH LN REMEMEMAEB IR, LEF2I WAFEAEM Amazon BRSKBEE
W MFRT S ACM BIR,

£l

- B EIERI Amazon Certificate Manager

« Identity and Access Management Amazon Certificate Manager

- ¥t 7E Amazon Certificate Manager
« Amazon Certificate Managerf HY Eft &£ gL =4

- REXEK

B3RP Amazon Certificate Manager

7 Amazon 2 ETEEEEA T P HBIERI Amazon Certificate Manager, 17548 & Frit

Amazon , ARRFETAERNTNEIKEMZEH Amazon Web Services =, ZBRAREFNIEEE L
HuEH ENRBENES, SEATEFERR Amazon Web Services RS WEZ 2B EMEBRES.
BEXRBERLNEZELR , BSREUERILE N [,

HTFHBERPEN , RONBIUERF Amazon Web Services i EiE H A Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) 8B M A B P, X , 8MNHFPRRKRE
TEHIERRMENNIR, EEWWEES AT AR HIE
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- NBNKFERAZSESHBRIE (MFA) .
« AT SSL/TLS &5 Amazon BRBE. HINERFER TLS 1.2, BiIUEA TLS 1.3,

- EARE API M1 FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £ Amazon INZBRFRUKREFWFAEERIAZ 24 Amazon Web Services B

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
iR

o WMRIBE Amazon B G SITRER APl #TH R EEZRT FIPS 140-3 RiIFMINZFER | EFEH
FIPS it R, BXTHAMN FIPS HRNEZEER , B5H (EEKRIPEELERAL (FIPS ) 5 140-3
FRD

BB NEEESIBRER (NEEFNE T4t ) RANGEIEERRA KT
(MEBMRFE ) . XITIEE Amazon Web Services IR% EAZEHA. API 5 ACM S HMAEE
Bfo Amazon CLI Amazon SDKsTERA TEMANRZH BEB AN AF R M AN EMABESRTESA
FiHRF UM BT, MREMASPRSF[RAMU |, BRBWEFTEEMNI P BEEIUEE BRKUEX Z
AR5 BV E R,

PR RHAN LTSN

WIRER N HIFF RS, Amazon Certificate Manager (ACM) &4 B — public/private key pairo ¥
FEANIUES , BAERBAN. LEZHEFRAIEBH—FH 5. ACM FHIEBREMEMNFAEA , H
£ Amazon Key Management Service (Amazon KMS) R&BIRIFFatH. ZEENTHESF RO TR
N

1. BREEAN Amazon XiFHERS AIERER , ACM 2812 —151F R aw s/acm Amazon KMS key
MITEILER, bt KMS ZHEED Amazon IKF FED Amazon XiEi & 2 M —#,

2. ACM fER Itk KMS IZIEHMFLE R, ACM REFEMBRNLERH , MA SRR 75
MEZH. ACM EAMEIRN KMS Z4ARMEBEFE Amazon K H4EE Amazon XEHRAIEIEFHR
T

3. FiEH X F 5 Amazon Certificate Managerfe BB IR BT , ACM &£FHE B MMBHN B RHLIE
BIRS . FEBIEBT —MEN Amazon KMS |, RFIRSEH KMS Z4AMBIEBIFALR. BXRIBX
WEZE LR |, F51 Amazon Key Management Service FF X A R IEEHF M EH TN, HX ACM X
BHRSNESZER , 858 5 ACM ERHES.
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& T LA B 3 62 K Amazon KMS 1%, MR TEARER BRI ER , WakEEK
RS HY ACM ZhEE,

4. ERRSERA KMS ZEkMBEIEZRR. A , ZRFSEREBNBEZN (EXAX) RERHRY
EEEMEYANELEEEE (SSL/TLS 2iF),

5. HIEHEEMRFBUEXEKE |, 58] 3 PRIBNBELFRER . XBEWRE , XRS5 BRI LUER
KMS Z AR BZIE BB RN,

|ldentity and Access Management Amazon Certificate Manager

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS A EBIEE A 24 i
H34 Amazon FIREI TR R. IAM B R 25 7] DB & ORI (&R ) MR (AENR ) £A
ACM BRI AR . EAILAER IAM Amazon Web Services RS , TEZFEATA,

£}

- ERX

- ERASHHITEHREIUE

- FERARKEEE

« A Amazon Certificate Manager & |IAM & & &£ F

- ET 5HBHKEE =D Amazon Certificate Manager

« ACM API iR : RIEFNIRIRSE

+ Amazon BWFEE B Amazon Certificate Manager

- BXRHRS5ACMEEER

- FRSHEXAE (SLR) 5 ACM EEEA

« X Amazon Certificate Manager 5 13 #1573 1T EE HERR

- JIN

B EH 53X Amazon Identity and Access Management (IAM) £8Fi R E , E4AEURFIEFE ACM H
P Ey T4,
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RESAF - REA ACM RERERES , WENEBRR S NERUMENEIENNIR, HEEAE
% ACM DhRERSER TR , BAIREFETNNR, THROMEBRGRNREHTEAOEERABERES
MR BR. INRETTELR ACM FEITHEE , 52 X Amazon Certificate Manager & 15 #1177 [A] # 1T #5
PEHERR,

BREEER - MRABELTHTERE ACM &R , NETEEEE ACM WELHRNR, BEREHE
IR BRSS B PRI B HRLE ACM ThEERIEIR, RE , BX4ME IAM BERRERBERUEXRSAFH
R, BEFZREALNERUTHR IAM WERES, ETHEXENLTNMAE IAM 5 ACM #EE
FRANEZELR |, 25 W4 Amazon Certificate Manager 5 IAM B &E .

IAM EER - MIRER IAM EER , EUEFETHBEXNAREREIAEEN ACM B 15 RINFR
MEAEE. BEEETE IAM AN ACM ETHHNEKR RS , E2H ET 50K KK RA]

Amazon Certificate Manager,

£ & 01T S WU

SHRRIERE Amazon EABHEILEEFMN AR, B4 EL 1AM AF 54581248 Amazon Web
Services KPR A FE IAM B &#1THHEIE ( &3 Amazon )

MRE Amazon SLREARXTHE , Ml& Amazon REHKHFF XEH (SDK) MasH1TH#O (CLI) , BUE
FERENERNERFTNBELE, WREFHEH Amazon TE , NIAMBEELEBER, BXERHHE
ENHFEZETEBERNESER , H2H (AM AFER) A TEE APl ERMAmazon £4
MRS 4,

TiCERAMMERRIESZE , BHUREEEREHEAMZELER, HlI , Amazon BiUEFERZES K
BiE (MFA) RIEEKFNZEH, ETHEZEERE , H2H (AM AFER) HH IAM FHIAmazon
ZEHHRIL,

Amazon Web Services K F root i F°

B2 8+ Amazon Web Services ik , BEERF—NEREM , ZEAUURLHRIKSPFHMERIR
Amazon Web Services RS M&ER. B4 FH Amazon Web Services K root AP |, &6

B E AR TR it B R RN TR RZE M. BUBRNETEXARAFRITEEES.

REPFRAFPEIE , AFEAXEZIERRTNBAF T URITHES. BXREREUBRAFSHEZHN
EESWERIIEK , FSH IAM AFRERTNEEZRAFEIENES.

BRE 5%

ERRESXRR , ERAXAHF (BREEEEATRNENAF ) FASSHRHEENEKS 5 ORI
Amazon Web Services IRF & I BHIE B 1T o
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REBRRELZNDILAFBR, Web B4R, Identity C SEFMAEA Amazon Web Services
RS &S BRI N ERFTIHEMNAF, Amazon Directory Service 4Bk & & 4315 18] i+ Amazon
Web Services Ik , 1 IEAE , ABIEAIGHES,

IAM AP a4

| AM A 7 2% Amazon Web Services IKF° RN MNABRNARFEERENRN S M. FEJENE
T, RMNBWEARNELE , MAREERKBEIE (MEBMFRZESR ) W IAM AR, B,
MRBE-LEEENFERAGSEERHEITIUR IAM AP |, BWERIRIFTRZRE. BEXEZEL , F
ZF (IAM AFiEm) PN TEEKHEENAL , NEEENEHRHRZES.

IAM AR —NMEE—4H IAM AP S/, BTECERAEANEHER. BULUERAAR—RIXERZNA
FPIEENR,. IREAEAF , FHRATUERMEERAFPNER, fltn , BaAUBEE -8 INE
A | IAMAdminsH B ZEARFEE IAM FIRHR,

RPEABTE. AFE—#5ENMARRNARFREK  MAGSHELFTECNEMARA, AFE
BRKANKHRILE , MACRHKGNEILE, ETHRESES , 20 (AM AFER) #1 IAM AF
B 5 = B

IAM A&

| AM £ & RENIBEEHHENR Amazon Web Services Ik 1517, B©EMLTF IAM AF | BE54%E
ARFXRE, EEFIRETEME IAM B Amazon Web Services Management Console , &7 LA F
FPE IAM &6 (#2484 ) . SR LUBI A Amazon CLI 5 Amazon API B#E=E A B EX URL
RRAAR. BEXEAACGNAENESEER , B2H (AM AFERE) PHRRABSEN S *.

BHIRRHEILERN IAM ABELTERTRER :

- BRERAFR  ERBREEHIENR , BUEAEHNACE UNIR, YEKE5HHITEHRIE
B, ZB O NEAEHEREHEBRFHLEACGENHNE, BEXATHRSENARIINEAGNESR | &
S5 (IAM BFIER) AN E=F BHREFECEAR (KA 5HKIE ),

- IR IAM AR : IAM BFAIRSA IAM AFSEE® , LERNREHNEEESHNTRERR,

- BKFER : BALER IAM A€UATFTRRKFS R EMNA ( AIEEMA ) HRIEHIKF FHEF
Ro ABERRFEKFIHRNBENEELSR, BE , HTFELRIR Amazon Web Services g% , &
AR EZEMNEER (MTAREAACENIRE ), ETHRATERKF,FRNACNET AR
HERBEZENZER , 25 1AM BPRERSH IAM R HEIKF &R EE .

- BRI — B Amazon Web Services BRSS £ Eth Amazon Web Services RS BRSS R HITh
BE, flun | HIBERSHIRITEERN | ZRZEESE Amazon FizTR AR EC2 S Amazon
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S3 HEFEXNR. RS ARKEARHEANEZANNR, EARSASHERARSHAXABRNIT
LR 1R,

- BRERGELE (FAS) — HEEA IAM AP A BEFRITIRIER Amazon , BHEMAEZIE A
FERARLRSE , BURESBIT—MNMRE , ABUBREERMGERSHE S —MNEIE. FASEA
HAZ AR LK Amazon Web Services fRSS @ T ilEARS & HiERHER, Amazon Web
Services RFERELHBRFSWEIFEESHM Amazon Web Services fRFE RERREFBETRHVE
REt , Fo&kH FAS HR, EXMERT , BXMEERITXHIURENDNR. BXxAH FAS &
RETHYRBEFNE |, BESREEXR TR,

- RFSAE - RSAGERSAREBELNIKF RRITEREM D IREN IAM A€, IAM EIE R T
£ IAM eI, EHMBBREBES AR, BEXEZEER , 55H (AM AFER) PH6IE[D
Amazon Web Services [REZERINENAE,

s REMBEXAER-BRSHEXABE —TEEEIINERSA®, Amazon Web Services FRE RS AT A A
REBEHNITREN AR, RESHEXASEBIELN S Amazon Web Services IKF |, F BIHRSE PR
B, AMEBRATUUEEFEETREEERSHEXAEHNER,

- £ A@@ mazon LEZTHNARERF EC2 — EALEA IAM AGEEE EC2 Rl LE1TH A H
Amazon CLI 2% Amazon APl iR N AR FIGEHER, XEE EC2 KR FM LR ZAE T
B, EH EC2 EHIHE Amazon AEHFEHAIMHFENARERFER , E@FEEQE — /M MEZE
BIREHIE B X 4. EHREXHETEACHATFE EC2 (4 LETHWREFREBIGTIER, BXE
ZER , HZHE IAM AFREETHNER IAM A€ EE A mazon EC2 24l EIETHR ARER T
BR o

£ F SR E IR 17 )

& T LA Amazon &3 6 22 5K H S E K inE| Amazon F0 & RKIZE FHFRINE, FHEHH
B— MR Amazon |, ¥ E5EEHRHREREREKEN , EAENENR, Amazon EZFEA ( BF. root B
FRAGAE ) RHBERMITAXLRRE, KEFHONRBERATERIELER, KSHBREA
JSON X#4#9 Amazon FERFMEEP., Bx JSON KREXHNLEMNNEANESZEE , B8 IAM A
PR HHY JSON FEEHE

EIE R W LAEM Amazon JSON REEREEERMIBRMT L. BRRY , WA EMAATLN T LATIRK
1THRE | UREMALAFHTNIT.

RIABRT , AFNAERERR, ERTHPNARERRRTRENKR , IAM EE 7 62
IAM K, EERABETUAEAENMIAM K , BRAIURABE,
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IAM SREEE IRENNR , TXFEFERAMR G ZHITRE. 0, RIREF—NAYF iam: GetRole
RENKE, HEIZERENAFP T UM Amazon Web Services Management Console Amazon CLI,
= Amazon AP| SRELA&E &,

ET 508K

ETEHNRBETMMESZH (W IAM AP, AFASAER ) B9 JSON SRRREE A, XLREE
BERHAFNASAEMAMEA TN BLERFRITHRLERE, BETHNMCEZETSHNRE , SR
(IAM FiFfEE) FEATSEERBEN BEX IAM R,

ETEHNRBALUE -SARNARKERIEEXRE, ARRKBEERALENHS, AHAGH,
RERKEEMIARE , SULCREMMNEIFRHNZSANRA/. FEAMAE Amazon Web Services K
RERKEIE Amazon RERBNESEERK, BT HNAETERENABRE 2 RHTIERE

ESHE (AM AFERE) FHEEERES ABRER < BHETIER,

BT HRA R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MWK, EXFETHRNKRBIRS T , REFEER JMERENREHXSE
BROTE X FEEPHMNREENRIR , RKEEESUSE EE T X Z T RHATHLEREARETAL
FHETHIT, BLTEETHRENRBHREEER, ERATUNSEKS, AP, A, BeAFEH

Amazon Web Services BR%

ETHRVRERN T ZRSFHNKEKE, EFREETHRNRBEPER IAM FE Amazon £E
o

T RIZH 5 F*k (ACLs)

REFIFIR (ACLs) Z2HMERFTEA (KFKA. AFRAR ) ANBRER, ACLs SETHIRMH
REERL , RECAEEA JSON REEHEH,

Amazon S3 #l Amazon VPC 2 X FH RS ~4¥l ACLs. Amazon WAFE T#E Z{EE ACLs , 5SS
B (S REERSTF A ERRE) PRIERESISR (ACL) Bk,

HREgRE

Amazon XEFEHMAAERRRBERE, XERERBTLNREERANKBERE DGR TFHRAR
PR,

« RRLA : NRLAR-NERBE, ATREETHSORERBEALN IAM K& (1AM AFHA
2 ) BFHNRANR, BANXBRENRLR. SEERNREXEET HHHRBERENRIL R
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MR, % Principal FEEAFRACNETRRN R ZNRLR RS, F—TUREFHE
NELFEEA T, BXANRULRNEZEL , HSHIAM AFERHRH IAM EEHNRIDR,

. PR IRSIERE (SCPs)- SCPs 2 AMHA L% (T (OU) IS AR JSON E B Amazon
Organizations, Amazon Organizations & —H A T ZH &l HHEH % Amazon Web Services ik
F O ToAMNEFERENRS . MRESAALFHFTEIIRE , N ANRSEFIKEE (SCPs)
B AFENEAHAEKS . SCP RHEIKAKF PHEME (BIEED Amazon Web Services ik 18
FFSE ) BIIBR. B3 Organization SCPs s MIlWEZER , S @ (Amazon Organizations F
FIER) PRI EHIRE,

. RIRIEHIFEE (RCPs) — RCPs £ JSON X8 | B a LUERERIREK S R R RN R AT ANE ,
MEAEEFHMBEREN S NERE IAM KB, RCP RREIKAMKF P RBENNER , HUAEENE
% (BEEH ) WEBIR Amazon Web Services IKFIRAF , TIEXEEHREERE TENHLE,
A% Organizations BB %{S 5 RCPs , @1& Amazon Web Services fRS iz X #FH %% RCPs , &
Z % Amazon Organizations F = {55 iy 7R 2 5K B (RCPs).

- RERE  QERBRRIZUREAXNNACTEKSAF RGN SFRENSBEEN S RERE,
ZRLENNRREAFRACHNETEMNRBENSCERENRE, NEEILKEETRRNEK
B, F—URBHPNEXIELNBEEZAT. BXESEE , H2H IAM AFEREPHNSEERR,

S RBERE

SN REWRBEEA T —MERE , ERBRREMERNENIRE, BT RESRSHRBERER
24T Amazon BER B AFIER , S IAM AP EREP R RETEEE,

#n{a] Amazon Certificate Manager 5 |IAM B & £/

HEEA IAM EEXY ACM BYiF R AT |, ER1% T L 1AM Zhae AT AT ACM.

IBAI LA ELE A9 IAM ZhBE Amazon Certificate Manager

IAM #F1E ACM X
ET SR %m 2
BT R &
IR =
E AR =
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|IAM 43HiE ACM X #
KRR (BETHRS ) =

ACLs B

ABAC ( B HEIHRX ) i)

IR A SEUE =

F AR =
REAE &
RSHEXAE =

E2MH T H ACM MEM Amazon REWNATS KZE IAM e S EH , BSH IAM BAFRERPNE
IAM B2 & £ A 9 Amazon RS

ACM HYE T & 1789 K i
XBETHEHRE : 2

ETEHNNRBETMMESZH (N IAM AP, AFASAER ) B9 JSON R RREE A, XL R
BERHAFNASEMAMEA T BERFRITHERE, BETHNMGTEZETSHNRE , SR
(AM BFfEr) PEAESEEREERE L BENL IAM IR,

B IAM ET S H0KRE | B USE R TFRELNRENTRUR R IFRELEREFENZE. &
TEEETEONREREETE , BN CERATEMMNWAFHAE®, BT HAE JSON K E
RBmAERE , H5H (IAM BF1EE) 89 IAM JSON E# TR A,

ACM B & T 5 1789 R B Rl

EEE ACM ETHHONRBHN TR , B8 ET 5O ERTH] Amazon Certificate Manager,
ACM HE T RIRH R B
TRETRRNEXE &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRNRBIRS T , REFEER TMERENREHXSE
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FRTR . X TEEPHMNRBENRIR , RIEE SIS E FE T X ZFRIAT LR EUARETL
FHETHIT. BLAEETRENRBEFIEEEH. ZERATUNEEKS, AP, A, REAFR

Amazon Web Services IR

ESHABEK/AE , SR LCHENKFSEMKS PH IAM SEEERNETRENRBE PN ESE, &
K EARMBETRERNRBERRELEEXRRIEN —F¥ME, YERANERLEFFREMER
Amazon Web Services i , TSIk M IAM BEEREXLAEEZERASZE (AFPRAR® ) RFIHE
HRANR, 1B NET ORI MESSEURFNR, B2, NRETFRRNRBERLE -1
KEHRHNEEBETFHERNR , WIFFEFIANETEONERRE, BXEZEE , 52H (IAM AFE
) I IAM R EBIKF BRIG A,

ACM HIKBEIR1E
TRERIREE: 2

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATLN M ATIRK
1THRE | UREFLAFHFTNIT.

JSON REEHY Action TERMARTA THERBEHAVTIELTBRINRE, REBREEEEXEKN
Amazon APl R{ERB & . B—E£FISAER , FlaNKBE AP BERNRNIR BIF, £8 —LREF
BHERBHRITSNEE, XEMIRER N AXRE,

ERE P IS REURTFIITREBENR,

EEE ACM BRENTIR , B5H (RFB/NSZE) FH Amazon Certificate Manager & XA R4

ACM Ry RERFERERIER L TRIAR :

acm

EERMEUPEESTURE  BEMAESHENRT.

"Action": [
"acm:actionl",
"acm:action2"

]
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EEE ACM ETHHONRBEHN R , B8 ET 5O KR TH] Amazon Certificate Manager,

ACM IR BE &R
TRHEBRRE 2

EIE R W LAEA Amazon JSON REERIEEERNIARMT L. BRRY , WA EMAATB T LABTIRK
1TH]RE , UREMALAFZHTHT,

Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXTEBE Resource H|
NotResource T, EANREXE , EFERH Amazon BEE# (ARN ) ERR. N TXFHE
BRER (A BRRNR ) WIRE , B ARITIERE,

X TFAFRRENRAORE (NS HRE ) |, BEABES (¥ ) ENEANATHRRERF,

"Resource": "*"

EEE ACM #REEKHFI&K ARNs , S (BRFENSZE) Amazon Certificate Manager$ & X
WER. BETHBUUEBLREFREESNERMN ARN |, iS5 Amazon Certificate ManagerE XK
B4,

EEE ACM ETHHONRBHN TR , B8 ET 5O ERTH] Amazon Certificate Manager,

ACM HY R B A+ 3 4H
HBETRENEHRMAR: 2

I R A LAEA Amazon JSON REERIEEWAN BRI L, HFRY , BN EETU AR IFER
1THRE | UREMALAFHTNIT.

f£ Condition Jt¥& ( = Condition #t ) & , AT EBAERNEM. Condition TEETE
o BRAIGIEFRAXEZER (i, EFHNT ) OERHFRER | IERBTINZEEERPHNE
FTE,

MBHBE—MEAFIEEZA Condition TE , REE/ Condition TEFEZMNE , N
Amazon fEHiZ 1 AND ZE e ll. MWREHNEANZGRIEETZMME , NFERZBHEORZER
Amazon &4, EFFIEINNR BT HTHE B FTENSEME,
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EIEESGS , Bt UER SUNEE, fln, IBREEA IAM AP RHRIE IAM BFE, &6
HETFHRARRNNR BXxEZELR  F2H (AM AFER) F8 IAM REEITE : 2 g%ﬂh_m

Amazon X B2 BEFHZHANBETRESNZEZH. EEEME Amazon £RFHE , HSHR IAM
HAFREETRMAmazon £ B5& M4 LT,

BX ACM Z4ZAMYIEK , BHSR (RESENSE) FH Amazon Certificate Manager B &4 %4,
ETHAUNERAZGENRENRIR , BSHHEE N ERE Amazon Certificate Manager,

EEE ACM ETHHONRBHN A , B8 ET 5O ERTH] Amazon Certificate Manager,

ACLs £ ACM H
*# ACLs : &

TREFIFIR (ACLs) 2 HIPLERFEA (KFKA, ARRA. ) BNBRER, ACLs SETHIRM
REEREL, REEAITEM JSON KB HEER.

ABAC LLK ACM
X ABAC ( REEHINIRE ) : B X8

BHERIERES] (ABAC ) 2 —MERNER , ZEBRETEMERENNRE, £+ Amazon , XL
J="|’.{$"\7]1‘T\_Lo BRI SRS INE] IAM S2E ( AR S AE ) MiFZ Amazon BR. #RICSEMAEFIRIR
2 ABAC WE—%, RFIRIT ABAC KBS | LIE AR E S22 U5 8] 09 5 R R Z I Bl i R iR
(=

ABAC EREBKWIAAEFFEERR , HERBERTSEIUNITR T R HF .

EETHRZEEHE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ 4 TEPRUFZER,

tu%%/\ﬂﬁ%xﬂtﬁﬁ‘ﬁ;ﬁ;; EBZFAAEX=ANFM4E , WNTZERS , ZENR. ORENRSNX
X T RBRREZFRAEX=AFM4E , WiZENHD

BEXABAC WEZER , HF5H (IAM AF#ERm) FWERA ABAC BINENNRE, EEFIRE ABAC
SEROHE , BSHE (AM AFERE) PREAETEMNIFRMRZES ( ABAC) .

FimetEUE R F ACM
I A EE
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VR4 A I B E B B AT , L Amazon Web Services BB FE/EMA. BEXFEZEE , TIFHL
Amazon Web Services RS ERA FIRETIES |, HSH IAM AFEEFH A Amazon Web Services RS
SEAMBEFERANER.

MREEARAFBNEZBZANEMAZEZEZR , Il Amazon Web Services Management Console &
AR RIGHESR, B0, H& Amazon EALQ TR E LB F (SSO) giF#H THEN , ZIEL B30

BIRNEH, HEUAFSHERREFE , ARVRACGH , BX 2870 IRNEIL. BXRAR
WEZEE , B2 (IAM BFER) FHMNAFT®RE IAM A (2§HE ).

BT LAEA Amazon CLI 2 Amazon AP FohSIRBIGRHER, AR , B AR X EIREHER#ITH
B Amazon, Amazon BWEHBTEKIGHHER K MARERAKBIFRZH. BXEZER , H5H
IAM R IE Bt R4 EE,

ACM W5 AR S5 =KX R
XEERBEAE (FAS) | 2

LIRER IAM AP RABERHITIREN Amazon , BEANEREA, EAEERSH , B84
PIT—NMNRE , ARUREEHEMRSFE S —MNEE. FAS EABAZEEANNBRIK Amazon
Web Services RS & T RS & HiERMER, Amazon Web Services REREHRFKIFTES
Hh Amazon Web Services RS SR RREFRETKRIERE , F2&EH FAS iR, EXfER
T, BXREFRTXATRENNER. BXAKH FAS BRNWREEFE , BSREXTRSE,

ACM RS A
TERBESAG T

REACEH—TURESETE. KXEHITIREN IAM A€, IAMEERATTLUE IAM a2, SFn
RIS AR, BXEZER , #5H (IAM AF1ERE) FM 612 [ Amazon Web Services RS Z I
BREVA

/A Warning
EARRFACHNRATESHIR ACM HIZhEE, XY ACM REMXESHT RERS AR,

ACM RS HEX<AE

XBRSHEXAE : 2
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REBEXAERE—TMSIRS BN Amazon Web Services RERES AR, RETUKRARKREINIT
BENAE, BRSHEXAEEIEEN T Amazon Web Services | FBABRSEAAE. IAM EER
A LB ETRERERSHXARHNR,

BXUBRFEERSHERAGHEAEE , FSHEEES IAM EEEHABAmazon RS, ERPE
BERSHEXARIPEE Yes WK, RFEREEUETZRSHRSERARNHE,

BT 53R KB R~ Amazon Certificate Manager

RIAMBRT , AFNARZXECESIEH ACM BIRHNNR. 1T EFERA Amazon Web Services
Management Console, Amazon Command Line Interface (Amazon CLI) 2% Amazon API #1715,
ERTAPXNAERBERTRENNIR , IAM EEATUCIE IAM Xk, EERARGEAIUA@AERM
IAM KRB , AP A BLRA AR,

BT RNMAERXL RG] JSON REEXHEGIZET IAM BN EE |, 36 (IAM AFiERE) Pt
2 IAM KR (2F8 ) .

BXACM EXWBREMRRELE (BESHMRRRENER ) WFEAEER , 250 (REFEENSE)
Amazon Certificate ManagerP g 1E, HIRMEZHEH. ARNs

ES]

- RBSEREK

- A ACM 2#l5

- AAFERMIB KRR
« BIHUES

- FFIEH

- BRI

« SALEH

 MIBRIEH

REERIEREK

ETEONRBBEENMARDUUCE, HRISBEREKFFHN ACM &R, XLERETRELME
Amazon Web Services IKF = 4£ KA, SIERNEEE T BRI |, HERBUTIERMEI :

« FFEER Amazon HERBEHHOHKIENRNE — EFBERAFMIEARRFRE , EEART
ZE N AFR TR AmMazon TE XK., SINIERBMAF ATA Amazon Web Services K. &
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B WEE T E XX B AFIR Amazon EFHEERBRHE—SHIONR, BEXEZER |, FS
1 <IAM BF#mE) £ Amazon & = FE I THEEREER Amazon FEE 2 KB,

« NASENR : EEMA IAM REERENRE , BREFRITESENNR. Ak, EAIER
EREFRA T AUNBERFEHRITHRE , BN RERRFA. BXEM IAM NARBRNESE
B, BEZH (AM BFERE) F8 JAM 8y KEE R,

o fEF IAM SREE AR B SRR — SR FITH R AXBR : 8 0] LA[E) 58 BE A NS4SR BR XS R AE R R IR AV 17 18]
N | WA LURE RS RIEEMXTMER SSL FEFFEER, MRBREZRERETIEE Amazon
Web Services BRSSHY ( Hlz0 ) SEFAY , It AT BAGE A R4 R F X BR SR VERY 15 B AXBR Amazon
CloudFormation, BXEZELR , H2H (IAM AF1ER) FH IAM JSON FEEETTE &4,

 f£M IAM Access Analyzer BiFZRH IAM KBS | IR RN LR IhEEM — IAM Access
Analyzer KIFFH REEMIM B KR , LBRRERS IAM KEIES (JSON )  IAM HESE
B, IAM Access Analyzer 12 100 ZTURBREM ATIRENEI , UHBBEFIELS BINEMEN
K, BXREZEERE , 550 (IAM BFiERE) PRIEA IAM Access Analyzer BWIF S,

« EEZESHRIE (MFA)-TIR Amazon Web Services Il IEHNIZSEE IAM AFPSHBAF | B8
A MFALRRER:M, RETAR API RENFEE MFA , 51 MFA RERMBEHRET, X
BZER , B5H (AM AFiEm) PR MFA &RF AP G,

BX IAM FRRESSRNESER , F5H (AM AFER) F8 IAM AR R SEXEK,.

£/ ACM Z&l &

E A Amazon Certificate Manager #2#|& |, B4 E — A RIENR, X LERPRAM A FEF H
BE B XE Amazon Web Services lKF#J ACM BRIRMFMES . RVIEXXENRENRER™
BOETSHNER , XTHRMTZREANEZE (AFRRAR )  BHEaNTEEMBERET,

5t F{X A Amazon CLI 5 Amazon API (WA , BLENHIREREIZFANERE. R , RAFIA
B S HZ=H N ITH AP| 24 TR RV R4,

NERAFNACNDPATIUER ACM 2F&8 , EEN ACM AWSCertificateManagerReadOnly
Amazon EERBEHMEIEE, BXEZER , HSH (AM AFERE) F808AFPRINSER,

ARFAFEEMHINE SR

ZRBIER T BRI KRS AW IAM AR EEMMBIEAF SN ABRMITE R R, LR
‘BIEFEEHA LS FEA Amazon CLI 3 Amazon API BURTE 5 = 58 UL IR /ERI AR .

{

ET 508 RA R 1.0 99


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon Certification

RAriEmE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

B HEIEH

LTREAFRAPSIHAFKSPRAA ACM ES,

:usernamel}"]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
ET 5 ORI
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}

(@ Note

ACM iEH EE IR F AEE ‘RE Elastic Load Balancing # CloudFront 32 #1& &,

B {E UE B

LUTREEHEL R F1ER ACM A1 § HAY 23

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyACMCertificateRequest",

"Effect": "Deny",
"Action": [
"acm:RequestCertificate"

1,

"Resource": [

nin

1)
"Condition": {
"StringEquals": {
"acm:Export": "ENABLED"

KERIEH

LAUT SR B R VF A PR R4S TE ACM IEH,

"Version": "2012-10-17",
"Statement": {
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"Effect": "Allow",

"Action": "acm:GetCertificate",
"Resource": "arn:aws:acm:region:account:certificate/certificate_ID"
}
}
S AIE$

T RERTFRFS ALES,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCertificate",
"Resource": "arn:aws:acm:region:account:certificate/certificate_ID"
}
}

T BRALE H5

LAF SR B ¥ A P L BR 4G TE ACM IEH

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate",
"Resource'": "arn:aws:acm:region:account:certificate/certificate_ID"
}
}

ACM API X [R : RIEENTRSZE

FIREMNREEETMHME IAM BFRARNHEEEHMEARRER  TUAFEATRENSE, Kb
5 —55E T &4 Amazon Certificate Manager API #4E, IETLUIERBER Action TEDIEER
£, BRNIPFRHEFAANESR -

A BAESERY ACM SREEFRGEA IAM policy TERFREFRM, AXTRIIK , HSH IAM A EREH
R AT AR

ACM AP| X [R5 % WA 1.0 102
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® Note
EEERE , FE API BEBHRZBIEA acm: B4R ( Bl

i , acm:RequestCertificate ),

ACM AP| £ 4EFX R

ACM API &1

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

HERNR (APl #4E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

7R R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)
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ACM API &1

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

UpdateCertificateOptions

Amazon BI3EE K& Amazon Certificate Manager

HERR (APl #1E)

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

acm:UpdateCertific
ateOptions

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

Amazon EEXMERVENESEIE KR Amazon,. Amazon EERKEENFZE N AHIEM
R, MEZRTUFBIAF. AN86e9BNERE,

Amazon £ & F
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https://docs.amazonaws.cn/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_UpdateCertificateOptions.html
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FHiE , Amazon HERB AT NEHREMHIRFRENRNR , BACIITAHEAE Amazon
ERER, RNBUVESERETENERZSNES EEE R R — SO NR,

BT EE R Amazon EEERBPENHNER. R Amazon EH Amazon FEE KA E LK E |, 1
EHSEMZREBAMRABENMMEZERASS (AP, 4FA® ). Amazon RREFEEERB I API
R A RS 7] LAE A # Amazon Web Services RS B9 API #24E8TE £ Amazon £ E K.

BXEZEE , ESHE (AM AFIER) FM Amazon & Kk,

AWSCertificateManagerReadOnly
I RBERMET ACM IEBHRFAE ; EATAFER, JIHMNKER ACM IEH,

EERFIAPEFIN Amazon FEEKE | i3 = https://console.aws.amazon.com/iam/home#
policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

BXRRMFMESH JSON &k , S HEAWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess
L RBERM T XA ACM BRERMB RN LT E.

EEBEHAPERI Amazon TE X , i3 ZE hitps://console.aws.amazon.com/iam/home#
policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

BXRERIFMERH JSON F&k |, S RAWSCertificateManagerFullAccess,

ACM Xt Amazon & KR E

EEHZRSFHRREFXLEEHRIAR ACM Amazon HFERMEFTNEMAER . EREEXLENEHER
R B3R , iE1T M ACM X5/ £ WHE LK RSS iR,

2N HR B
WINT GetAccoun AWSCertificateMana 2021 £3 A3 H
tConfiguration X gerReadOnly RHEEI

ESEAA GetAccoun
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
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BX iR H &

3| AWSCertificateMana tConfiguration APIig

gerReadOnly KB, ERI LR

ACM FFIRERERE X ACM FFIRERER Amazon & 20213 A3H
REEMNE R,

M&EHREE5 ACM £E5&EH

Amazon Certificate Manager £/ Amazon Identity and Access Management (IAM) 2k 14 %% £A BR #II 33 E
PERMTIE. A IAM policy SRS HIZKEE ( SCP ) R HR4 , BUUCIBASALR AN
EHIER,

(® Note

F ACM £H85 Amazon £ FFHEMEE Saws :PrincipalArn , flini — 5 R HIX 45 E
ARRAamiRE,

LM ACM %44

ACM AP| B ERI R &4
e S ACMAPI R KH 1D
acm:Valid RequestCertificate FrFE fKHE ACM Wil 5 3% 7%
ationMethod (DNS,EMAIL HTTP) EER
acm:DomainNames RequestCertificate ArrayOfString f&#E ACM FERF

A ik

acm:KeyAl RequestCertificate FRER fik#g ACM B4R E EF
gorithm KRNIEIETE R
acm:Certi RequestCertificate FrRFE K& ACM IEFiEHE
ficateTra ( ENABLED , DISABLEI H 123 B LI ik
nsparency B3R
Logging
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
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RAriEmE

ES LR XIEM ACM APl 4 %R
acm:Certi RequestCertificate ARN
ficateAut

hority

A1 BREBIIRUETT A

AT SRBEE A BB F BR P IR UE T 5ERIBALRTAVE R FER , B

iR

fRIE ACM TR0l

AR AL T 1 SR

A arn:aws:iam::123456789012:role/AllowedEmailValidation &% HHERERA,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod":"EMAIL"

1,
"ArnNotLike": {

"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/

AllowedEmailValidation"]

X
}

APl 2 BE L EL AR

LAUT SR BE R4 6 A B B AL AV (RT3 ACM IEFHE R,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
ERSKER FR2s 1.0 107


https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html
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RAriEmE

"Action":"acm:RequestCertificate",

"Resource":"*",
"Condition": {
"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x} .+

B3 BREIEPE

AT ERBEIE4 IE * . amazonaws . com &5 BRI {E{AI¥T ACM iEFiER

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws
}
}
}
}

ZERBALHE - SREARBEN FH. LBRRXATEFENAHBEED — P REEHECEHFER

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",

"Action":"acm:RequestCertificate",

"Resource":"*",
"Condition": {

EAZtR
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"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]

w4 REIFHEE

AT R ERASKHR4 StringNotLike RN A A ECDSA 384 i (EC_secp384rl) HAE LS
REEH,

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"

UTREEER R M BN Stringlike MEEAF * PLERELEE ACM FREREM RSA B4R B RAVFTIE
Po

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
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R 5 BREEB MR

LR REX R VFE R R AR FIEBMAAM ( PCA ) ARN WEBIEHFR,

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

HRBEBFERA acm:CertificateAuthority &# RN ¥ Amazon Trust Services M & By AFFEEIE
PEER, FEPMEYH ARN ZE R false #EPHIESR B PCA HFABIEBER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"

ERZME hRZ 1.0 110



Amazon Certification AriEE

}

MRS HXAE (SLR) 5 ACM £4&EH

Amazon Certificate Manager £ Amazon Identity and Access Management (IAM) [ HEx< B €& EH
BB CA AXENHMK M AW BIER, Amazon Resource Access ManagerfR$5#85x
Af (SLR) BEZEHEEE ACM REH IAM B, SLRs HACMMIEN , 3R ZBRFAKRERAAR
ft2 Amazon BRSSP SRR PR E X BR,

SLR At EERA#IRE ACM , EALEEFIFIMLENNRDATRITEAZSENILERESR, ACM
ENXH SLR WRFR , BRIFESAENL , BURE ACM AJLEBFEZARG. EXHNRSIFESERIEFN
PREREE | T B PRR B REFT hE BT E Atk 1AM SR4K,

BXRXENWHMARSHES SLRs , 25 IAM B & E A Amazon RS , A& “REHEXAE" 5
RERIRE ‘B VRS, EETHEEN Yes AIUEFZRFH SLR X,

ACM HJ SLR X R
ACM fE A& H Amazon Certificate Manager fR$% A & KK SLR,

S AWSService RoleForCertificateManager LR SELA TRERIBEZA R -

¢ acm.amazonaws.com

A ENRER T ACM X5 E FIRTTA TR4E :

o BE . 81T acm-pca:IssueCertificate, acm-pca:GetCertificate

B EN R AV IAM 32K (Blan , AP, AAE ) tlE, REIMER SLR. BXEZEE
ESH (IAM AFERE) FRIRSHEX A BNR.

/A Important
ACM AIRELRTE , EXERELENKSPREFE SLR. MRFAFER iam:GetRole IR
EHERTFEKFH ACMSLR , NIESE SLR ERTeBRERTR. MRRERBRRE , LR
RIENKFEERAREEERT iam:GetRole 1A ACM MR , FFEHNK S E ACM
HE R AWSCertificateManagerFullAccess Bk,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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A ACM 82 SLR

TEFoHEIE ACM FEAM SLR, HEFEH Amazon Web Services Management Console, =
Amazon API 5% ACM iE$ 8 Amazon CLI , ACM 2B X REEIE SLR , UMELAHREN S — MK
FelZ%AE CA Amazon RAM REEBEMIEH,

MREBWEHEM ACM TEBELWK S FREEBEFEE SLR , N A gEEREENIKF RIRFAIEMISE
B PR, Amazon FAF CA XF LM IER%E SLR , BMATUMAKIES , 8 ACM LB ILLITIE
F, BIEMRZEE, BEXESELE , HSH ACM REXEAE (SLR) [,

/A Important

MREEFERALABIIFNIIENEMERS P ERENREAE , It SLR AIHRESN K F,
S5, MREHE 2017 F£ 1 A 1 BFAEZEF ACM RS2 BIE A 1ZBRSS SLRs , ML ACM &%
&Ik P o B 2% AWSServiceRoleForCertificateManager B2, ETHEZEE , SR
Y 1AM k= P HIIF A 6.

MEEMERLE SLR , RAEFEBXAERE , WAUERAUTE—FZ :
- EIAMEZHIEF  EFEAE, AIBAER. Certificate
Manager , CertificateManagerServiceRolePolicyf# fiZ A fltIZZ#HH A,

- £/ IAM API CreateServiceLinkedRoleE#8 RBi#J Amazon CLI &5 % create-service-linked-role , f&
Facm.amazonaws.comfREBAMEIE —1 SLR.

BXREZER , F5H (AM BFER) PHERSEXAE,

Y ACM B SLR

ACM 7T R #8455 AWSServiceRoleForCertificateManager RS Hx & &, ERIZE SLR G , &%
ZERZACHEN , ENTREETEANEASIAZAR, T3 , B LUEH IAM FEACNIREA,
BXEZER , H2H (AM AFER) PYWEERSHEXAE,

fiER ACM B8 SLR

1B BE T EEM R AWSServiceRoleForCertificateManager # & #8#l. B2 , BRI LAEH IAM 12§
&. Amazon CLI 8 Amazon API FIliBrE®., BXEZER , HZ A (AM AFEmR) ik
REHEXAE,

FARSHEXAE WA 1.0 112


https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-service-linked-role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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ACM X #RY X1 SLRs

ACM X% SLRs #ZEBT1Rft ACM Hl Amazon #.8 CAMFIEXER. BXEZEER | S

5 Amazon X5 Fif R
X145 & #5 X 4R ACM %%
EERI ( HFFRLMILE ) us-east-1 =
EZERIP (HmEM ) us-east-2 =
EZEFEI ( MFAERILILE ) us-west-1 =
ZEEI (HEBRM ) us-west-2 =
TA#X (&3R) ap-south-1 =
TARMX (KR ) ap-northeast-3 =
TA#X (BER) ap-northeast-2 =
0 A X (03 ) ap-southeast-1 =
TWA#X (ZEE ) ap-southeast-2 =
WA#X (FRR) ap-northeast-1 =
IEXR (I ) ca-central-1 =
BN (EZXRE) eu-central-1 =
RO ( 7RER ) eu-central-2 =
BN X ( ZB/R=) eu-west-1 =
MM X (22K ) eu-west-2 I
M (B2 eu-west-3 S
EEM ( E2RF) sa-east-1 e
FE (JER) cn-north-1 =
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https://docs.amazonaws.cn/general/latest/gr/rande.html
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X5 #5 X #RiR ACM
HE (TE) cn-northwest-1 B
Amazon GovCloud ( ZEEZP ) us-gov-west-1 =
Amazon GovCloud ( ZXEHRZ ) RE us-gov-east-1 =

%t Amazon Certificate Manager & 153 #1178 # 17 ¥ FE HEBR
FERUTEETHEBEZHFIEEESER ACM F 1AM B AT EEIE R A F W B &,

FB
o BRI ACM FIITIERIE
- RENFE ACM FEHFIES
« RFIMIAIT iam : PassRole
o BRAAFEIUINA Amazon Web Services Ik 1R FKE ACM &R

REME ACM HIITIRE
MRERBERETR | BALTARTENMRE | W LREH KA RATZIRAE.

= mateojackson IAM AP ZHAERAEREHEEFTEREM my-example-widget BIRNFHAEFE. ,
BRAEEM acm: GetWidget NRET , 2K ELUT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

HEHRBERT , BHEH mateojackson AFKIERE , LATFER acm: GetWidget &4EHE my-
example-widget &iRo

MREFERY , EHRREN Amazon EE R, ZNEERRRHUEZEIUEN A,

B TNTIE ACM HERFIES

WRAUN T AR | MRBAEH ACM 2 PKI BB R EREMN | By HBE HFDRAS T s RIEH,

3 IAM AP ZRBEdERs s  ERAREREEREREN DENY RETHERIERR , 2HIU T REIE

-Lio

WEEHERR fR4s 1.0 114
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User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXFERT , NANEEERRENKBHNAXABRIEHER. 3E , FEENBRUARFERIE
PBo

KL AT iam : PassRole

MRER S| —MEIR |, RPLEFTRINIT iam:PassRole B , MMAEHRBUA T ABILIES
ACM,

AL Amazon Web Services Bi55 RIFERAAABGEKRELZRS A MTARUEMVRSACHRSH
XAB, Mt , BLAERNABKEERSHINR.

HE N marymajor B IAM AP ZiAER RS AE ACM RRITIRIER , S RELUT RAIHR, B
=, BRSLHMEARSAEMR THNRS TMITIHEE, Mary TEBRABEKZEIRSZHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEFE Mary FISRBE LA AP B3 1T iam: PassRole #&1E,
MREBEERD , BHRREH Amazon BB R, FNEEBERRREHEREILIN A,
EEATFELIE A Amazon Web Services IKF 77 R] K ACM &R

ZALGBE—-MAE , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEHESRES , AURAAE, X TXHETHRRNRBEHIEFZEHFIK (ACLs) BARS , &ATEL
158 PR 3 L5 SR B 1) AAT1 3R T 1 8] S8 B9 BR VAR BR

ETRESZER , FZEAUATRA :

- T ACM BREXFHXEINEE , S 2047 Amazon Certificate Manager 5 1AM B &

« ETHRIMAEHNEIBARNEERENIEEPRE Amazon Web Services Ik |, &2 IAM AP+
#Y 6] #8388 Amazon Web Services K B9 5 —4 IAM A P #2E 175 R ER.

o BT MINAIMEE = HIRE SRR R RE Amazon Web Services Ik | 55 E IAM B 18
EHRRmEE=AEMHIFENER. Amazon Web Services P

WEEHERR RRZA 1.0 115


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

Amazon Certification ArfEm
- ETHROMAESSHBRSRIEREHFNER , F5H (AM AFRERE) FHRALEAI S HKIER
AP ( BRBRERIE ) REHRNER,

- ETHREA/ACNETRARNRBHTEKSHRZENES , HS50 (AM AFER) B8 IAM
B S K = BT R 15 ] o

#]M7E Amazon Certificate Manager

Amazon £ EKE MR 2 E % Amazon Web Services X1 o] i X2 #, Amazon Web Services X
B RESIMNERENBRENTAX , XEATAXBEIRER, SEHENSETRNMEERE, F

AUAX , £ LRIt MREETRAXZE Lt Bz XM AREBHONARFNBERE. 5&EH0
BAGEZANREPOEMEHNEL  TAXEEEEN AN, REMENATT BX%.

BX Amazon XM AXWEZEER |, 55 Amazon £EKEMIZHE,

Amazon Certificate Managerf I ERt £ R &4

ER —IFEE RS Amazon Certificate Manager , % Amazon £¥kMEZ MR, BX Amazon &
£ RS UK NI Amazon RIFERIRENER , FSHAmazon n2%, EEAEMRERENRE
SKEERIRITEM Amazon 3538 |, 2 S Amazon ecurity Pillar Well-Architected Fram ework FI#J £
At IR HEARY o

&R LAER Amazon EXR R AP B MR ACM. FFIRLMAIEUTAR :

- RRRREMMHIL (TLS ) . BINEREA TLS 1.2, BIWUEEA TLS 1.3,

- EERLMAERE (PFS) WHRIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & #h
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBARTBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IGEt Z & FIERNBFERFITER,

RT3 ACM HY4mIE 17 (R X BR

MRAFETE Amazon AEP#HITRE , MEFEEHREZEH AR Amazon Web Services Management
Consoles, Amazon APIs 1 Amazon Command Line Interface EEifRI1ZR4H, WEEME |, Q12 IGRTE
if |, ZEIEBR—NMNFRZEA ID. —MRZFHRZAN—NMERELARIHENZE S EAR,

EMRAPRTREAGRAMNR , HFEREATEIZ—.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/welcome.html
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WA EERERHRN B FR

BR ?

IAM FEREHIEREEX Amazon  ER IAM AP ERTHFIG
CLI K 4RFEiE R Amazon FHEB S Amazon BRESE
APIs ( B3 £ Amazon FAHRE BB RITIRE
SDKs ) o

IAM ( THEMLR ) ®=R (IAM P iEm) REE
FRAKIIEEEEN Amazon  |AM A P #9175 8] B3 48 o B9 157 BA
CLI SRHY4wEER Amazon BITIRE,
APIs ( B fEM Amazon
SDKs ) »

i NE

RERBRR LB ER MR Amazon Certificate Manager (Amazon Certificate Manager) #2
Wo UTHRERKRETRELH ACM BEFWEFRELK.,

£

- K RHIRE

« Amazon CloudFormation

- BEMNEEFMH®

- EBEE

o IO

o NS BRIE A

« EFRBREIEREHEBRZICEK
« FF/& Amazon CloudTrail

K 7= 4% 5 e B

BNERBPFERAKFRAIBE , KIEHHE I LAEK PR3 EEEER, F4E~IERENRMNFFLIES
DHNERERBNKFF, RTEFEAKFREE , MBS EREPIEL kms : CreateGrant
BEXRRBRHXNIEEARNBRNE, XLREKFPRAUFIERHTERIZEENAR, BXEN
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
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WEE , GEENARIE , H5 (Amazon Key Management Service FF X A R 36/) FH Grants in
Amazon KMS,

MREREERFMANEF T A RRSIkms : CreateGrantRIKF A , MAILEA k ms:
EncryptionContext &4 Z4ABRHIkms : CreateGrantBFEIER, I arn:aws:acmIEBERNR , HEE
ERFIF ARN H{E. U T ROIKBEESZEFEFRABENIES , BEAGTFFERAEMIESR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c0@7b197"
}
}
}
]
}

Amazon CloudFormation

Amazon CloudFormation & ] LA A Bl 22 R S EFE A K Amazon BIRVEIR, Amazon
CloudFormation &5 & HE B ME BiX L RIR. Amazon CloudFormation T LAEL B ACM KR
B , 5l30 Elastic Load Balancing CloudFront, Amazon 1 Amazon AP| Gateway, BXEZEE , B
SR 5 ACM £RHI RS

MR &E A Amazon CloudFormation 1R 6 2 Kl Bk Z 4N IR T | ﬁ'ﬂ]}iuf’d‘frgﬂ? iSHS7 S
BRI ACM IER, XEBMLIREERENILERET. EXEZER , BH5H Bifl. Mk,
BB —MNERTEATINHANFE SN EERESR, fla, ﬁﬂﬁﬁ,mjj'fﬂlﬁﬁzlﬁ?ﬁﬁﬁﬂﬁii%i
£ 6|2 ACM ik <version>.service.example.com , BHANBIEENEE LD, <

.service.example.com

Amazon CloudFormation WA 1.0 118


https://docs.amazonaws.cn/kms/latest/developerguide/grants.html
https://docs.amazonaws.cn/kms/latest/developerguide/grants.html
https://docs.amazonaws.cn/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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/A Important

MREFERANEILS% CloudFront 2B , EEE HTTP RiEFAXFEEMFILP, £ Amazon
CloudFormation &k /@& &E L A F Amazon Bt CloudFront , 24751 F DNS ¥ UF sk
B FHRAEISUE, FRATEER IS A B3I £E1T ThaEst 1T DNS Wi,

£ Amazon CloudFormation B F 8|2 AR ENERF I S BE U,
BENGEEFH

NTHREZ ACM IEPRIPFWARIRT [ERE , RIMNBUCE Amazon REERBEEENBEENLEE
FfEH, Amazon BRIFPM AN AT URTARNFEARBNME L, Starfield Services RUEP M A A
F-G2 R—1MRIBMWEBE R , BHMUTEZENNRIBNEETEEENETFnRE. BIBEMAE root
CAs , BREBRRANABRFHNRAREML,

UE [ E

EBEE (Brf#ME SSL BE) R— 1 ER , TENAREFREAREERBRIDEEEN , AR FZ
FHEZESH X509 ERRARZAMIFLEBRREMEXEK,. Rt , ZNRAEFEABERSEST SSL/
TLS IEHEEKIUF, SAR SSL RIPIEFREIEH 4 (MWRIEFR MK (CA) IEHEIMNE CA IS
(WRA)) PHER. WA, CERERREHRIBZEENEFR. LHNAERF TN EESIZRE
EARIES BUE R ZIEH (MIFRIEPHEFNEMEMILED) ZEEF. ENAEFFRAIES , &
AHZERENNEPNLBFARMZNARERF. NE , NRARERF th A E B EES LA
PHEH

/A Warning
BUZHNAEFTEE ACM iE$H, £ SEMARUESFHFEEUEHEIT Amazon
Certificate ManagerZIHi2 8] , ACM 2 Bah£EiTiX L SSL/TLS ik, A TLEITUEPH , ACM £
ERFTNLE-REZAN. IREHNNAREFEE ACMIES , HHEFERAMN LB EZHNT
ZATIER |, MNARER TR EEEEENE,

MREREBELES , MU TEIUHT2MHE SN RAREFEESENE

- FEEHCHWIERS A ACM , RAEFHENNARFEESSANILES. ACM A2ZRHBFIEKITSA
RYIEH
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« MREFEANRLXFILES , WHENNREFBEESRE AN Amazon RIEH, MREERBHZR
AMEILED , WREHNERARFEEES CA WRIES,

1336 UF

£ Amazon IEHM A (CA) NIEHI ML M AIUEPH 28 , Amazon Certificate Manager (ACM) 247
BiTRERWE RIS BEFERDIEENAEE. SO ERBEFER4R DNS HITRIF. BXELE
2 , % Amazon Certificate Manager 188 R4 % 1 Amazon Certificate Manager B FHB 4%
1

AN DS A B 13

BFEEINA ACM IEBFRMBM RIS . MAAERSESMEITIEEFIRAIIES. S, MR
EPHARMNEE , ARFTERMIEMEE |, WSAABFRSENANMEENIFILES. SEAFTEL—# &
HFNERFWAAFHBRIERAR , SFEZNRAEBRIESHES

MRERBTFEAERIE , WX TN, ERZSFRE 8 HWIEE FERH | HABLTE 72 NtZA
EDRFEHEP 1 HERMITERE. S, MRBRESENFEENILES , BHRZFKE 40 BRIEBF
BR¢F , FEEMTIE 72 P2 AEDR\ESP 5 HTIRE, BEEEHFERPHSKENEM , £/
BB FER SR IEE PR AR B TEE th 28 0,

MR K AEA DNS BiE , MARANFERIERN FQDN @mEHFEES A — %% DNS idk. ACM 2@ &
REBEUENILR , HEHEERAREEUBERBEMNIZIERK. MNZICKEFRERER AT
#izE. EREARAF , MRBERSEEMABNIES |, MAFGEASLK DNS i2xk. BUERERE
Fl DNS i,

R HIEFZERE B EIER

/A Important
Tt A KA iR ER i HIEAE A FIEF , BHVIER AR AT 8E MR B X i 7] B FHE 48
EIFNAHFIMBELET/RNBELFHRINDAMERK. A, EBRTF2ERELBIUEBREE
(SCT)e REAXMIULBH CA FBERF SCT BRAZIEHF,

B 2018 £ 4 A 30 A , Google Chrome FBEERIEREIUEREAE AFEPH 2 SSL/TLS it
., Fit , M 2018 £ 4 A 24 Bif2 , Amazon CA EFBEZLAANNE BED K AFIE LML
T, IEB—Bigxk , ELEMR. EXEZEE , BSH EHEBREHRE,
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HEFERIEPRETERN , 2EFHTETILR , BEATUERERHE, IFEMNELRRIENR
SNBANER. flm, EXRBENHABLABEENREER{EERATNENEE , BUFFE2L
Fro WA, BRRICFIE O] RE LM 58 R BY SR A A0 B 7 78 F M 35 B9 B #Ro

EERBFIERMERREEREICR , EEAERIEF Amazon CLI i8R E RequestCertlflcateAPI
EfioptionsS ¥, MREMWIETPRTE 2018 F£4 A 24 A2 AR , H BEEWEREITHRERIZK
ZAE$ , WA BAfE A update-certificate-options s 5 2% UpdateCertificateOptionsAPI #{EEZRIR H .

BR 1

i f@?%ﬁ&ﬁﬁﬁ?ﬁﬂj"?ﬁﬁjﬁﬁﬁﬁﬂﬂﬁ H/L,\laio

« HEPHAZITH (BETILERIHE 60 X ) 7, BEEEXATEFRS. ERBSERXMET
SEREHIRHER

EH—Bigk , EBLEMNBEHRER. EZNE[QERBRHFREER, MREEFERIEPFEREL
ARiLE , RAEEREHBERER , WENIERHAIRWICE , BERRITERNIE. NREHBIEHHRIL
BNk , RINBWERH —NFHRIES,

DR RGIEERERT EERFIERS @ EA request-certificate i S EAIEHERE.,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

Ras S HEIERH ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREESHUPD , HEFTHFEELKITIEPIPIHIZRT XK , i Hupdate-certificate-optionsii o Lt
wHETIREE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED
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F /B Amazon CloudTrail

EFRER ACM 28 , EF S CloudTrail BEZhEE, CloudTrail RIFEE TR ZKFH Amazon
APl Amazon A £ iER ( BIEET Amazon EEEFIE. . MESHBIE Amazon Web Services
BATH API AR ) REEENEE, Amazon SDKs Amazon Command Line Interfacef&i& 1] LLiR
AMLEAFFKSEAT ACM APIs, & HFFILAIR IP ik SUR WL & /YR, BRI SAEA API
CloudTrail R EINAREEFH , NENAL B QRIRER , RERRWIRES |, HEHEE A NFFE
MK CloudTrail BxXIEE, BXEZER , BZHCRER. %F CloudTrail 5—EfEH Amazon
Certificate Manager A& & ACM 2IEH R BI R ERiE K.
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¥ #2123 Amazon Certificate Manager

B4 Amazon SRS RO EM, TTAMMYENEEAKE D, Amazon Certificate
Manager &M iZM Amazon R F RFTAE D WEKEHIE , UEE LN S JHRMER AT AE R i
X EH# TR

LTEBNBTHAT ACM B Amazon =BT &,
F&
- A S# EventBridge

« CloudTrail 5—i&f# H Amazon Certificate Manager
« XM CloudWatch 3E#%

£ I &% EventBridge

EAILAE A Amazon EventBridge ( 8187 CloudWatch Events ) 281 Amazon RS B3t , B3
MR RGEEH , flONARFIAERBRERER. KESE ACM EEAH Amazon RESHEHIL
S SERT #4535 2] Amazon EventBridge » BRI SAEAEH4RALA B¥5 , @3F Amazon Lambda BRZK,
Amazon Batch #Ell, Amazon SNS 8 &, BXEZELR , BSH T LRI S# EventBridge ?

F&:
- WE5#3 ACM B EventBridge X #F
- EventBridge £ ACM # [ &b & #1730

I # %4 ACM B9 EventBridge 3%
AEZHH H R T Amazon EventBridge 21589 ACM #HXxE 4,
“ACM iE$ BN 2 HR" S 4

ACM FMIEHIHAET 45 RKFFME , AFMBEBERWIEDR (A8, RENSAWIEDS ) BERREIHE
., TTLAER ACM API B9PutAccountConfigurationig #E3k 5 e bt B (] o

ACM £ HEMEKNFERANIELANBHE] , ERANLEPRECIH M ERTMRAETS
AACM , DR R EHH. BREZSELR , FERENSAILSL. BUUERATHEHRREBINL
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Fir 5
DUFFIEBE#FH S A ACM. BXAEA B31{LE R Amazon Lambda , 58 EventBridge £ ACM A
B S & 21T 30

ACM IEHEIH R EHER U TSN,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration"
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",

"resources": [

arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"
}

‘ACM LB ETH"SEH

(® Note
“EHESHEHTERTSANIES,

B AT S, EEEKS B ACM RN AB RGBT et B 1R EE,

ACMiEBESHEHERUTEN,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [
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RAriEmE

"arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

}

“ACM iEH A" &3]

BEPAMITHES  UEERENAE AT IERAZRENKEBH, ZBHFEMLR. £ITNE
AR R, XFRBUL , —BECAA , MATEFFRESTENERBREMN.,
ACM iE B AT AEHER LTSN,
{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
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“ACM It B EEL&ITRIFEEH

® Note
‘FERTERRITRIFEHATEATSANILES,

ERTLMITLES , MEELTARDEFRESTREITIEBNKREIRE. flo, WREFFMTHE
Ik ACM £ATIEHHY CAA 1235 , N ACM R 45 REHZITT KM R A UENH, MREFRE
EEM@#R4E , W ACM £ 30 X, 15 X, 3 XM 1 RABARZ LT , IFEFF - REURE. iEH
BHREBFBREABE], BRETZRBLERE 1S

ACM IEBEFEBRITRESHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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ACM iE$ B REEEH
MBEMF PR ACM AERIEIERHE R , TRTLSFIES | 2B,

(® Note
ZEBE RHILERBHES ANILES,

ACMIEHEREEMHERUATEN,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

P

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:487",
"Exportable": TRUE | FALSE

}

}
ACM IEBEHEH

ERAULKETLEES  UEEEKSHERT ACM MR AL RG-S T REAML],
ACM iIEHEHEHERFUTEN,

"version": "Q",

"id". "id",

"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",
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"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"Action" : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName" : "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
"Exportable" : TRUE | FALSE

Amazon 2RS4

Amazon RELXAFELEITRMEN ACMIIEBEREZTRREY.,, BXEITEKNES , BSHTNE
EiEP 41T Amazon Certificate Manager,

RESENMBER TERSTTRLESF

« RIMEITABEHFMBIUEFRE,

- ANEFSPRTERBRIERTERDIEIT. XUREREZTELTE FIGPRERE (BTET SR FH
HHTRIENIEDR ) , IERRENER. SIB4MISUTEHRBERBIH -1, XERBLU
TENEALTT , HERATHIE,

« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBEL£1]. B HsEINIH )
« CAA_CHECK_FAILURE (CAARKZERN )
« AWS_ACM_RENEWAL_FAILURE ( HFAE CA XEZMWIEH )

ETRREHEENTEM, ELREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24K,

)

"source": [
"aws.health"

1,
"detail-type":[
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"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}

}

EventBridge 7 ACM HR[E il 5 #h & #2177 3h

BRI AR X LB 402 Amazon EventBridge M0 , ¥ A Amazon EventBridge | & B &40 E
EHR A ENIRE, RTTIRMEE Amazon EventBridge HLF ™= £ IR EN REIREF.

FB
« X Amazon SNS IR =4
« A Lambda BRI B4

X Amazon SNS MR =4

AT N EWMAEE Amazon SNS , SAIESEH ACM £ FETIRR EH R iE X ABEH,
SERC AT I 72 SR B & M RL

#]2 Amazon EventBridge N } it % R 1E

1. £l Amazon EventBridge M, BXEZELE , BSHCEXNSHME R AR Amazon
EventBridge #NI,

a. 1£ Amazon EventBridge ##|& # https://console.aws.amazon.com/events/ , S EE4 >

MUTTE , REEFCIEMN,
b. ERIZHMNTAMELE , %$F Event Pattern ( EHER ) .
c. XNFRFEMN , NFKEFIERE Health ( Z1TIRR ) -
d. FFEHERE | %&# Specific Health events ( #EZITIRAEH ) -
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e. 1&#F Specific service(s) ( HERS ) , REMNXEHIEE ACM,
f.  1%&$® Specific event type category(s) ( FESBHEERKF ) , ARFEEFE accountNotification,
g. Ii&# Any event type code ( EASEHERKB ),
h. i%&# Any resource ( fEAI&RIR ) -
i. EEAEAMBERESD  MESHREN JSON ERX, WREIER Amazon BESH &5

PR,
{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

2. BER®RRE.

EBERHD , BAUNFSAULEFERAZNSHENRSPHTERE , 20 Amazon Simple
Notification Service (SNS) , tHA[Li%$R Lambda ERECSEH4HZE T B E LW AT HITRE, Bx
Amazon Lambda SEB R B , 55 H £ H Lambda BEEIR N =4,

fEH Lambda B #0m B B4

LI F25E R Amazon Lambda @4l 52 A £ XU Bk £ W5 07 EventBridge, {58/ U &b &) 5 5@ A1 AR S5 (SNS)
Simple Notification Service SIZBHA R MM EHE XA IFEL R Amazon Security Hub , NI A EE
AFMZ LM BARE A %,

BAERB 7 1.0 130



Amazon Certification AriEE

%{& Lambda M IAM B

1. B %BE Amazon Identity and Access Management (IAM) & &3 E Y. Lambda EEFTEHI
R, BEltReMRESEK , SUUREHIEEEEARZEEE , ARFRFZAFPHNER,
BWEEEAPKS FIETAZH Amazon B , AEFEEEEAKF TiE1T,

£/ https://console.aws.amazon.com/iam/ T FF IAM 2 &1 &,

2. fER JSON HKr4mE=RQIBREUTERFE LN, REEACSHBXMN Amazon IKFEE,.
BXEZER , RS HEJSONIET + L 6 2K,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
3,
{

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:1log-group:/aws/lambda/handle-

expiring-certificates:*"

]

"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[

"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",

"acm:ListTagsForCertificate"
1,

e

"Resource":

+
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{

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

}
3. tlEIAMEeXmENMEFER. BXx02 IAM AN NERNER , HSH N Amazon BFH
REAE (EHE ).
4. FJFF Amazon Lambda ##l& , Pt A https://console.aws.amazon.com/lambdal/,

5. /% Lambda ¥, EXEZEE , FSRHEHAES AGIE Lambda B, TRA TSR :

a. HERIEEHAMELE , %# Author from scratch ( MK FF A4 ) RIS 2 B R
b. EEBEMFERPIEE—NEMH , W handle-expiring-certificates “"o
£ Runtime (1Z2178% ) 53k | 1EF“Python 3.8%

d. BJF Change default execution role ( EERIARITAER ) , ARFIEEF Use an existing
role (ERAAEAR ).,

e. M Existingrole (HEAE ) JIRPEREBETVIENAC,
f. EERCIEERE.
g. 7 Function code ( BB ) T , A TR,

o

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

BAERB R 1.0 132


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/lambda/latest/dg/getting-started-create-function.html

Amazon Certification AriEE

# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {
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'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{@3}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
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cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
},
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
)
# push any new findings to security hub
if new_findings:

try:
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response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( SMEEE ) T , i&£#% Edit (5 ) HUERRMUTEE,

. ( T@i% ) EXPIRY_DAYS
BEERXREPIHBEAN oW ERRE ( X ) . LLEBEIAN 456 X, BERNEERRE
X1E,

. ( T@i% ) SNS_TOPIC_ARN
FEE Amazon SNS B9 ARN, BL arn: aws: sns::: B NIBETEM ARN, <region>
<account-number> <topic-name>

« (A% ) SECURITY_HUB_REGION
EAFEK X Amazon Security Hub Fi§E. MRARIEELIED , NFEAEEEITH

Lambda BB XiH, MR ZEBESNMXEPET , WATEEEFAEILREBEED 2
MG HH Security Hub,

i. 7£ Basic settings ( EA&ZE ) T , ¥ Timeout (AT ) REHN 30 ¥,
j.  TERMHEIRER , 1%&$#F Deploy ( ZBE ) -
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SEREA T IS A2 AR VAR SS BATT SR 6 A UL AR IR 75 3R

B 3h 3% B s F HR A E A

FELERBIFR |, HET Amazon EventBridge XK EESIAT , HA1H S0 ENF R HMIE PR —H 8B 7B

#, FUEERT , ACM BRHMANEESHA 45 RLEFIBIMIERSI X —NEH, (LLERRIEERT
LA ACM API #9 PutAccountConfiguration BEBEN . ) XEEHFHNE—NHast R AT HE
H Bsh R 1E

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. 2l# Lambda HBHBEENRE. ( B - EZH ZE Lambda A IAM A€ ),
2. 7 Lambda BB T R IZBEHMNFRA SNS £, EXEZELR |, H5H0IE Amazon SNS
3. ANEMBRMEBHAITEE SNS =8, EXEZEE , HS1T % Amazon SNS F#,

4. BIEATAL Lambda EEEVIL D% EventBridge #lll, BXEZELR , HSREENEHMH
& Bi# Amazon EventBridge #L1,

#£ Amazon EventBridge % #& & https://console.aws.amazon.com/events/ , SZEEH4 > M
NRE , AFEFRCENAN, EERSEM. BSHXERM Lambda ¥, EEHEXM A HERR
B, REE TR

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERRBIEHT2E RN Lambda #HBUXHERNEH -
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"version": "Q",

"id": "9c95e8e4-96a4-ef3f-b739-bb6aasb193afh",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "123456789012",

"time": "2020-09-30T06:51:08Z72",

"region": "us-east-1",

"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b@49-

d0@a53682fas4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}

BE

—BETBREERIIRENEARE , RESKERRZEENFERT , UERZT2RBMUGHE
SR

IAM RN AE

Lambda B %X

CloudWatch SEzh L0

CloudWatch & Lambda X Bt# A&

SNS =&

CloudTrail 5—# £ A Amazon Certificate Manager

Amazon Certificate Manager 5 Amazon CloudTrail—IRFZERK , ZRFBHEAF. AR Amazon
BRS51E ACM HIITHVIRERIE R, CloudTrail RIAER T , &H Amazon ikF 2B . CloudTrail
¥ ACM iy APl AR AEH , BIERE ACM BH S AR ACM APl BENRBAR, MR
BEERER , WA LA FR CloudTrail 44 &% E] Amazon S3 7 , 23 ACM WEH, R
BARBEBRE , BT LUE CloudTrail #H &K “EHFHLIER PEEKRHNEH.
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EAWEMNES CloudTrail , LAILAFER ACM XK HIVER, KHBERMN IP ik, #RETHER,
AR HIERUREMBEAEFE. BEXRESER , BFEREASHFLICREEF CloudTrail S, 3
ACM R I XM EESN T |, iZEFI 25 H ML Amazon BRSS CloudTraill B4 —BIZEFESHFEIC
FH, A LE Amazon IKFHRER, BRMNTHEHSEH.

A BT BB E At Amazon BRE , LAt — 5 9 T M4 CloudTrail B &R WENSHEIE.
BXWEZ{EE CloudTrail , FSEUT XA -

+ Amazon CloudTrail FiFP#E,

- DIERESR

- CloudTrail ZEFHRFHEK

B Amazon SNS E4# CloudTrail

- BBEKRBZAXER CloudTrail B EXHMEWRE ZMKS#EY CloudTrail HEX#

EB
- BEIEFET CloudTrail 3 ACM API &1
- BFRERRSEH APIBEA

HEiE2 T CloudTrail X ACM API #4E
ACM 50550 TR J BLHBRAE CloudTrail BEX S
BAEHRARLAPLSELERERNAREE, SRELEYTEBREUTHE |

- BHXRZMEH Amazon Web Services Ik R A F 3 Amazon Identity and Access Management (IAM)
RAPIEPREN,

- BREREAACERKEAFNIRNZEFEIEAHN,

- EREEFHHEM Amazon FRE K H

BXEZER |, iS5 CloudTrail userldentity T3,

LUT R R4 7 XM API BRAERY R B B &,

« EHEEPBFMFRZ (AddTagsToCertificate)
« MIBRIES (DeleteCertificate)

X API #1E R 1.0 139


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DeleteCertificate.html

Amazon Certification

RAriEmE

RIUE$ (DescribeCertificate)
5 HiE$ (ExportCertificate)
E AUE$ (ImportCertificate)

HIHIE$ (ListCertificates)

B HAE B HFRZ (ListTagsForCertificate)

MAE$ Sl Br#rE (RemoveTagsFromCertificate)
& SRIE$ (RequestCertificate)

B ZIERIE B FH 4 (ResendValidationEmail)
¥ FRIE$P (GetCertificate)

[ R PR L (AddTagsToCertificate)

AR CloudTrail ®HIE R T A AddTagsToCertificateAPI B 45 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I,
"eventTime":"2016-04-06T13:53:53Z2",
"eventSource":"acm.amazonaws.com",

"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"
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1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
I
"responsekElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

I BRIE (DeleteCertificate)

ELF CloudTrail 7RI E 7~ T A DeleteCertificate APl FIE R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:267",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

.

"responsekElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIRIEH (DescribeCertificate)

LA CloudTrail =41 E 7~ 7 A DescribeCertificate AP BY 45 R,

(@ Note

DescribeCertificateiffE CloudTrail BEFE REXEIEEN ACM IEBHER, BATLL
fEAEHA Amazon Command Line Interface, =% DescribeCertificate APl & B XIEHBHE
B2,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:427",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

EAF CloudTrail "IE R T YA ExportCertificate APl B945 R,

"Records": [
{

"version":"Q",
"id":"0Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principallId":"123456789012",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2018-05-24T715:28:1172",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.

"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"

4"’
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1,
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

————— END CERTIFICATE-----",
"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
I
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com

iy

"sessionCredentialFromConsole": "true"

S AUE$ (ImportCertificate)

LT REIERTIEEX ACM ImportCertificate AP| #4898 AR CloudTrail BE% B,

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"Alice"

}I

"eventTime":"2016-10-04T16:01:30Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",

"awsRegion":"ap-southeast-2",

"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{

}I

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0

"certificateChain":{

iy

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
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"certificate":{

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

I
"responseElements": {
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

I

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HIHUE$ (ListCertificates)

LA CloudTrail ;R &R 78 ListCertificatesAPl &R,

(® Note

ListCertificatesi®{E CloudTrail BEAFZEREN ACM iE+H, ErJLAFEHES A Amazon
Command Line Interface. = ListCertificatesAPI Z2FiEHFIRK,

"Records": [

{

"eventVersion":"1.04",
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"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

I

"responsekElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B HiE B EFRZ (ListTagsForCertificate)

LR CloudTrail 7 5l:& 7~ T A ListTagsForCertificate APl BY45 8,

@ Note

#ZlistTagsForCertificatei®R{EH CloudTrail B EF 2B RENRE, B LIFERZEHA
Amazon Command Line Interface. =% ListTagsForCertificateAPl EEHRZX 5K,

"Records": [

{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

ML Sl BrFRE (RemoveTagsFromCertificate)

LA CloudTrail ;=& 7~ T A RemoveTagsFromCertificate APl B4 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
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east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

},
"eventTime":"2016-04-06T14:10:01Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-

"tags":[
{
"value":"Bob",
"key":"Admin"

}I

"responseElements":null,

"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",

"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B 3RIEF (RequestCertificate)

LR CloudTrail "IE 7R T A RequestCertificate APl V45 R,

"Records": [

{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam: :123456789012:user/Alice",

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice"

iy

"eventTime":"2016-03-18T00:00:497",
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"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
I
"keyAlgorithm": "RSA_2048"
I
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I
"recipientAccountId":"123456789012"

B EHIEP () RevokeCertificate

EAF CloudTrail /=412~ 7 A RevokeCertificateAPI N4 R,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0)
Firefox/128.0",
"requestParameters": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"revocationReason": "UNSPECIFIED"

iy
"responseElements": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "©1234567-89ab-cdef-0123-456789abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com

iy

"sessionCredentialFromConsole": "true"

Gecko/20100101
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}
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"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-03-17T23:58:257",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
.
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ RIUEP (GetCertificate)
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements": {
"certificateChain":

.
"requestID":"744dd891-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-01-01T21:10:36Z2",

"eventSource":"elasticloadbalancing.amazonaws.com",
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"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

.
"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

£ A T E 5% 85 )F A Amazon EC2 £4
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MAESERNEA,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/ALice"
"accountId":"123456789012",
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:522"

.

"invokedBy":"signin.amazonaws.com"
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

.
"responseElements": {
"instances":[
{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
TR
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"Records": [

{
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",

"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"acm
},
"eventTime":"2016-01-05T18:36:297",
"eventSource":"kms.amazonaws.com",
"eventName":"Encrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal",

"requestParameters":{

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext": {

"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}
iy

"responsekElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,
"resources":[

{

"ARN":"arn:aws:kms:us-

east-1:123456789012:key/87654321-4321-4321-4321-210987654321",

"accountId":"123456789012"
1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:28Z2"
1,
"sessionIssuer":{
"type":"Role",
"principalId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

.
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[

{
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"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

}
]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - Amazon access key
ik SecretKey - Amazon secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - Amazon region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.
DeleteCertificateResult result = null;
try {

result = client.deleteCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceInUseException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

FEIRUEF
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import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the Amazon
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Sta

NotAfter:

tus: ISSUED,
NotBefore: ThuOct@510@: 14: 32PDT2017,

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type:
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IMPORTED,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;
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com.

com.
com.
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java
java
java
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java

amazonaws.
amazonaws.
amazonaws.
.regions.Regions;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AWSCredentials;

services

services

services.
services.
services.

.certificatemanager.
services.

.certificatemanager.
services.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;

.nio.channels.FileChannel;

certificatemanager.

model.ExportCertificateRequest;
certificatemanager.model.ExportCertificateResult;
certificatemanager.
certificatemanager.
certificatemanager.

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();
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// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);

String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private
String private_key = result.getPrivateKey();
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/**

* This sample demonstrates how to use the GetCertificate function in the Amazon

Certi
* Man
*
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& C

€ Ccom.amazonaws. samples;

com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;
com.amazonaws.services.certificatemanager.model.GetCertificateRequest;
com.amazonaws.services.certificatemanager.model.GetCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws.services.certificatemanager.model.RequestInProgressException;

com.amazonaws .AmazonClientException;
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ut parameter:
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* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {

try {

result = client.getCertificate(req);
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}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT AT AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

SN A

AR RBEERT fAEA ImportCertificate BI%,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(
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"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
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buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

ImportCertificate WA 1.0 175



Amazon Certification AriEE

String arn = result.getCertificateArn();
System.out.println(azn);

B HHUE

AT RBIER T 20faE A ListCertificates BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the Amazon
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.

*

*/
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

LT UEH

AT RGERT {aE A RenewCertificate BI¥. ZEREEEIT HABIEBM AN (CA) WA H
BEExportCertificate BN S HW A B IE B, Lbit , FAKEKBRXALITSEHNIAEIES, EFEA ACM
£1] Amazon A CA iE$ , S 5E ACM RS AR FHIATHIBRENNIE. BEXEZER , BES
FEHEBLE TR BLS ACM,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.ValidationException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;

public class RenewCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);
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}
catch(InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (ValidationException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);
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amazonaws.

amazonaws.
amazonaws.
amazonaws.
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amazonaws.
amazonaws.
amazonaws.

Amazon Certificate

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

model.InvalidArnException;
model .ResourceNotFoundException;

function in the

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;
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* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {

result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
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throw ex;

// Display the result.
System.out.println(result);

HIE Y REFIZRUT AT AR A,

{Tags: [{Key: Purpose,Value: Test}, {Key: Short_Name,Value:

MIEP i BRAR

LAR RBIE R T 20al4# A RemoveTagsFromCertificate B,

package com.amazonaws.samples;

My_Cert}]}

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import

com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateResult;

import com.amazonaws.services.certificatemanager.model.Tag;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

Amazon Certificate
* Manager service.

RemoveTagsFromCertificate

WA 1.0 182


https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html

Amazon Certification

RAriEmE

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

’

RemoveTagsFromCertificate
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

// Create a request object.

RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

12345678-1234-1234-1234-123456789012");

req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

HRUEF

AR RGIERT {aE A RequestCertificate B,

packag
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e com.amazonaws.samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.
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com.

amazonaws.
amazonaws.
amazonaws.
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services.
services.

certificatemanager.AWSCertificateManager;
certificatemanager.model.RequestCertificateRequest;
certificatemanager.model.RequestCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
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import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
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AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}
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package com.amazonaws.samples;

import
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com.amazonaws.services.certificatemanager.model.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

services.
services.
services.

.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the Amazon
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials =

null;

ResendValidationEmail
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ex);

try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

’
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7 1.0 188



Amazon Certification AriEE

// Display the result.
System.out.println(result.toString());

BIEMN REIFGERAER IR FHEHER—INEE,
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Xt ) @ 17 U BE HEBR Amazon Certificate Manager

MR TEFE A Amazon Certificate Managerf 82 R , ES R AT E-,

® Note
MREBEARFTHRRKIEHORIE | UL B Amazon FHiRH D,

£

« BB FEREZE

o BFEULB UL &

s BEERERUEBLEEITHY A
- BFEHEAREZ

- RERE

BEEUE P iER A&

MBAEWR ACM EHFBEIAE , BSEUTEA.
25

« SR

- EBBREM

R

MR ACM EBHIERTE 72 DT ARJFTRIUE , N ERGER, EEERER , BITFEEE ,
KIS , RHESIEAE |, &R Actions (181E ) , ARFIERE Delete (MR ) . RfF , EF
Actions ( #1E ) M Request a certificate ( BRIEH ) , BIRFH. BEXEZEE , S Amazon
Certificate Manager 3% R4 K UF 5 Amazon Certificate Manager B FHB4F1RIE, BIEREMFH
DNS i,
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MREHIERARAY , ACM MESWBLUTHIRESE 2 — , FRERBUNDSRERLRE, BT EEMR
RRAMRIEBER |, BEBRRABSRRIFEIER.

=

x
BiRHE  REAAMBKREA
BiREE FEHMRIU
HIRHE TR LG

- [HIRHE  Hi

HRHE I RBETRANEBRRA

BB RIEBAHER T B FoHRIE | B ACM BERIAFRIEERPH —NHZ MBI B FHR4
ik, EFRIED , SaLBRITTHREZ—

- BEREHEERENEWE TR, BHNENBMRSBHFLIE — M RREBFICHK (MXiER) |,
LAfE ACM HY B8 F Hif 4 AR 55 85 N0E ¥ 15 30 1IF B8 F BRAF RIS BIMV L B

TR ERES 2 —EUFHRERE ; EEFRNTEFAIUES . EFRLFAZRE , HR—NHIEH,

BxRAEEARKEIRE ACM WIFRIEB FIHENESZFEER , B5H Amazon Certificate Manager B F
BRAFIRE B RN EIRIE B FHp4F, MRBERXESBAMRZRIITTARIAHEE , BHLERLR
&4 Amazon , MERIIAT LA TRE,

HiRHE  FEHMRIE

ACM FEEHMEERLBIIERER, MBEHNITEZET Alexa 1000 58 1Y | ii#‘v?ﬂﬁ’ﬁl%%i’ﬁ?ﬂ
M. ERMHHMLEER | BEAZEPOBKR Amazon Web Services X1F, MREZEXFITN ,
£ ACM FF k1 iz:q:'ivt’fﬁ%ﬁlﬁaﬁ

® Note

BFEN Amazon BEWIEA (HlE1LL amazonaws.com, cloudfront.net
elasticbeanstalk.com & RHig &) ERIEH,
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BIREER TR AET

ERBERPH—NHENMIBELER. BE , TRANBERPVEHBT2ERNMAE. BXZEHBERIE
P, ANEERMBERFHEAHBEERIENF , HARBERPAVAEHBHE TEXNWRE. A
m , BF “invalidpublicdomain” T 2B XM TRAE, , example.invalidpublicdomainRET %
BiF ACM iE$, MREBKSZKFLAMER , FHRAZEFR L. MREZKEZFITX , BE ACM FF
RILIZH R AHFES,

BiREE  Hith

BE , MEAMERSEIERBFERFHN —PHZSANEBEIHEE RN BT, BXEFRERIES , Bt
B FAMBERPHWEAHBESRRDENF. IREHEWIHAVBCEE |, BEA S 0EBFR Amazon
Web Services X, MREEEXFITX , BFE ACM F R ICIZAREMHFTEB,

HEE UL 30 UE (7] 2

MR ACM EBERRESANEFRIE , WALBERESSFEXEURE, NRBERHBERMERBF
BRFIIE |, BB RMSAE SR B FEBHF, XLEBR 4 E X R FTiERAV A & F 8B F R4t
i, BXEZEER , 551 Amazon Certificate Manager BFHl4FI01F, INR%EFE DNS WiE |, N4
T ACM HIEBIEM BB IERE ALK DNS BiEE. BXEZER , 5 Amazon Certificate
Manager B8 RE R,

/A Important
LA R CHARATUEFIERERPEIENAMEEE . MREFEB FHARIE , LR
M ENRUE SR FERfF, MRRKEI B FEM , FSRRKE WIS FEB 4, RiERE DNS
WIE , MAZH BN E IR —% CNAME 2%,

(@ Note
N3t ACM EB AT BARFEE#E| Nitro Enclave B Amazon EC2 35l £, RIS HAHE
UE$ , SMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave I 53k EC2 3K
{5l EigEI T Web BREEMER |, 5SS FZIE : £ Amazon Linux 2 EZ % LAMP M4 IRSS
BREHE  FRATDE Linux AMI 2% LAMP MZRS% 5.
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MRBFRIUERR , TSEUT &,

e

« HEZE DNS K ] &

o HEE s FHRHEIRUE Y B BT
« HTTP Wil RIS R E

HEZE DNS 16 iF 8] &3
MREFEH DNS RiFEBEHERRE | FSRULTIERE.

DNS HEHENE—SREAUTHRATITERLEFHN Y EPRE !

* dig — Linux, Windows

* nslookup - Linux, Windows

£

- DNS RRHtEEA TR

- DNS REtEFNMNRART IR

« FF/EH DNS BiF GoDaddy k¥

+ ACM #4#| & T & R“Create record in Route 53” ( £ Route 53 F8|E1EF ) &4
s BB (TZEMFE) B LM Route 53 BilF kKK

o BRI, BMARREIT KK

« VPN L&) DNS fRF a5 30iE K K

DNS B2 T X%k

MREH DNS RMHBHBULEFHBICREPEANS TRIL , BUMER ACM ZREAEBERNT

¥k , AERBEZTNENER TR, Fl0 , 7 7#HTRIE , 3B IE%E _x2.acm-
validations.aws ATE N x2.acm-validations.aws. {BER , BB IEFKB NS IMLTIEL LLR]
STRILTFA,

B LAER T RAMHNMERIES —DREIES.
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B e it =]

_<random value>.ex BB icF _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex BB 1ic K <random value>.acm-validat
ample.com. ions.aws.

DNS REERMMBRRIAERT TR

FgERT , £ DNS EHEamnEZRERANABiEREFMMET IR, it , ZESHM
AR AREASBEIR, B0, “<random_value>.acm-validations.aws.” J$#3E4 |
Mm“<random_value>.acm-validations.aws f#&EZ,

F IS #9 DNS IiF GoDaddy %M

BRIFEME N ACM REM BB IZRKIE , FNEMEB Godaddy MEAMEM EEHAYAYIFE K DNS Kk
ARER KM, BL .com HEAH , KA CNAME iBFEXUT :

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

&AL GoDaddy Ei3 Eif NAME ZERARHINAE ( BEAS ) REIBS5#BM CNAME id% , W
TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#|& T E R“Create record in Route 53” ( £ Route 53 #2123 ) &4

MR Z3%$EFE Amazon Route 53 ¥E R 2H) DNS 247 , Il Amazon Certificate Manager I A E#EEH
REURIFZENEEFENR, EREEERT , BF A M Create record in Route 53 ( 7 Route 53 #16
BigR ) R TERETHBTH, IRAEXMER , FREUTAEERERE,

-« BXB A Route 53 AR DNS =RHHE,

- BERATREEKFER ACM H Route 53,

« BERADTE Route 53 FHEHXFHAIEIZFH IAM R,
- BREMA BRI ZIF,
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© EERAATF L.

E ( FZEMF) 5 LM Route 53 BIF KW

£ DNS RiEIREHF , ACM ELAEREXFHFERFBICTK. WREERE , Wz 72 DetEHE , R
A7 Validation timed out (R IEEE). EBFBEEAERITEFEFA DNS i , @3F Amazon VPC
AEREXHNER, FAE PKI AR ZEEEBBITEEWIES,

Amazon BXBEN ZAmazon FAF CARS A LF R ZEENEREH T,

WUERZh , BMA LT KW

WMRIEFBMA KXY , ERGRIUE", MENFE DNS EFtFEREIEHMAAERN (CAA) iBFK&EMELE
WMEIEP. BRESEE , F56 (k) BE CAA I,

VPN E£H DNS BRE288 58 1E kK

R VPN £ E DNS fRS528 , M ACM RN ZRSH[RILUES , FREZBSH/ESTULR
FriER. EA ACM DNS BiEMAN AR IUEBERFIEKALEL 2 Internet FITHEN

HEE B BB B UE Y A R
IR BT ER AT BB E S | BSAUTIEE.

£}

o RUIKEI56 U 8B F BB 4

- BT B FERHRIFRIF A KT R
« ITIELNIRE] DNS BiF

R Z I B F HR 4

LIBM ACM BERIEP H &R B FEEHFRIUER | HREITEFHESLEZTANEREE MU, EXES
f£B , 2% Amazon Certificate Manager B FHRF 0 UE, 20 R B E UL BB FER 4B R [B)& |
BEEUTEW,

ERE TN NE

ACM 2mEERWIHE HXWIE B FifiE, MREEEUN BT ZIFIEUOX Lo FHR4E | AT LUT
ENBRIFIEEAN RIS, TESKSMtut EAFEEBER , HE2EN @ FEZENE
BAVELR FEp b, Bl , RIRSF example.com $EE N subdomain.example.com KR UFLE |
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N AT RE S W B —H %X E admin@example.com B EE FHR ., KEE ACM ZBHIAEHR IR ( HEM
CLI 5{ API FiR[E ) W TRttt 5% |, UBESRNERRITE FHENNE, EEFUIIEX ,
B ¥ ¥R A Validation not complete KIAE F15 & Z K B4R,

It 8 F BR 4 EARIC Ty SR BB 4F

FER SRR XK P RE BRI SR Fof .
GMail BzX} &Ry &8 FlR A 1T HE R

MRIGEESER GMail , MILUE B FERHFATRES B30 R E "B = 28 mT+
HEMERERRKRAGERES ABRLRE

¥ F M Route 53 MISEH1E , TRER T 28 ARIARY , T BEH 8 F il 4 i3k 2 RF F
whoisprivacyservice.org, contact.gandi.net = identity-protect.org B FHR#
ik, FHRGHEEME XH LM E B TR R RTRY | SUERIXE)IX L BRI Y B F iR 4 b it
{Y BB, B 44 ] % & B SR 4% 5l 1Y B R b ik o

® Note

BB R AT EHBRASS | S8 Route 53 MISZH — Loy FRFL R IS4 2 A,
Bl | Route 53 TSk R EREA ca MMM . LBABER Amazon S
DFERE R RIRS

£ Amazon 8 H &AW E 6 FHR A A B AN FEB 4R it P FE DB —NREH IS T SRR Z 4t
W FHRfE , BRATLBY ACM BiFIER T, ERRIEBERE , BRI DL FHRHibut 8
RE Amazon Web Services Management Console s B B T BB ith it B R A, TEIEHLF Pending
validation IRZSET |, AT LUET 8 §45F Validation not complete FIAE 18 & S ERFRRB I L 5IR
L#TEE, BIETLLEE ACM Request a Certificate ( RiFIEH ) BSH Step 3: Validate ( S
3 WiE ) PEYSIR, B B FER - tth bk R B FHR 4 R IA B A9 b ik

BRRZFHO

MREEFLRESE , BN EWRBIGK LB FHR4 |, EihE Amazon Web Services sz
ODHBMERM, MBEEEIFMYL , BEEREEME ACM F XL,

FA T BB - B 4 B8 UE Y 55 A #1) 45 B+ 1] B

EFHHNE—NEFEHGRIEFRNNRABEFERIELZITERP-ERE, XTE ACM BIEPFEH
AL,
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FK T E| DNS Kb

HOZRARFERHRIENIERE , BT EATREIER DNS M EHATRIE. E6H DNS KiE , EH
BRIZUEH , RiF 612 —NMEM DNS KIEAYHTIE+.

HTTP 36 iiF [a] 75 5% ¥ 7 &5
MRIEEFERA HTTP BILEBHEEEE | HFSREUTIER.,
HTTP MM ENE—SERFEAUTIEREH BN LIRS -

« curl — L inux 1 Windows

« wget — Linux #1 Window s

£l

« RedirectFrom# RedirectTo {.& < 8] &Y K & 1 TE
« CloudFrontfit 1 IE#

« HTTP EE [ 8]

- BB

RedirectFrom#] RedirectTo {7 & 2 |8 fY A A T PTiig

MR Zib SN A B EiZRedirectFromitt RSP ABREE , NRIEFF LM, RedirectToRIEPF
BNMNIWAREMERE,

CloudFrontEt &~ E#

HRIEH CloudFront RITHREEREENRHRIENE. REXKFEMITHNREREBLER , URKITHR

RECHE,

HTTP EE [ R&
NMREFEANESEETOMFREZEENET , B ERUTSRRITEHEE,
WITEEmEE

1. E#l| RedirectFrom URL F:RFE K5 Ny 2 88 A9 sth k2 rh,
2. TEFHXKEERIEI =4 , #50y RedirectTo URL,
3. LEBRHWENRNZA URLs LBRETLTE,
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4. WIFEERRERE 302 REB,

I8 UF B Bt

MRANBETHNNESEERRAR , HTTP IR BN, ERRBUEFE , FREUTSRE
.

ot 060 A 3 B R 4T SR HEBR
1. PUTUTE—RERKEPLEE S EESHFRIE

a. H{HFACMEZHAHAEFIRFMAEENE., ERFICH “SRIE” VIFE.
b. Y8 DescribeCertificate API BEUEEFEZ MNIENB LIRS,
2. WFSANSLENER  FRINRIERNZEE UM Internet 1518,

FERENIEBZITRIEE

ACM ERHIgI 22X BT ACMiE$H , MELLERNITEMRE, MENFHIEEERLEIT
Amazon Certificate ManagerBEMEE R , HSE AT E-,

HEZHIT B ERIE

il ACM BHEITEWIER | BIUHRBIATFRHE

- BRIEBRHBIEE ACM KK Amazon lRFHEXER. BX ACM XEFHNERNER , BZH 5
ACM ERHI RS o

o NTEABFERHFRIEMNIES , ACM MAMAER BT UL AT 5IE MK B A B F b4 it it 5 & Bk
Ro F2id K B FHR bt 5 £ Amazon Certificate Manager BB BB 4R 38 1E A o

« XF{EA DNS BiFHiEH , FHARERN DNS BBE S S EHA CNAME 125 , &1 Amazon
Certificate Manager H& REWIF FHR,

o X¥F HTTP BiIEWIEP , FEWARRPAREEEZEEMD. Amazon Certificate Manager HTTP ¥1iE

4 32 FE BT B BT KK

HUFBENFRIHART ( DNS 3 60 X , EEFHR4ERN 45 X , A BIUEFH R 60 X ) , MRIUEPBAFE E KR
HE, ACM 22 HEITIEH, BAREFZENTHIBRESERDIZIT, BXESZERE , 28 FHNREE
WEH4E1]T Amazon Certificate Manager,
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£t 3 B, FHR I UE IE B RV FE B UE BT

ACM IEHH BN 1318 (395 K ) o HITUERFEBREAMBENITRE, ACM KEIEHEHA 45
RITIRE S 2R B FER A bt RIEEITBA, ZBALEE —MEE , S E TR &Iz
BT, RIUEATASIHAEE , ACM 25X BB E ARN REITIEH,

BSREHEFHEFRUE |, 7 HExIRBI B F PENDING_VALIDATION RAH EE X i1
NSOR i 0RT Az

£t X DNS BRI IEBRYFEEEH LT

ACM F &A%t DNS BIERIEFHFST TLS BiE. MR ACM T ELITLEE DNS KU R UEAYIE
+ , WRTEERHA T DNS BB R B B IERIH B IERTER, MRZEXFER , ACM £BH
BTEEHEITIEH,

/A Important

&R ETRY CNAME 123%3E A E) DNS BEER ., BEWENHB MU T B uMaHT
LeiRAE,

BRI LB E ACM BHIEHRRFIEBREGEXE , HEEHHM CNAME i2%k. BXiFHAER |, ESE
TEHHE., & ER ACM API F#DescribeCertificatei#E3K ACM CLI B /Y desc ribe- certificate
W HXRKEE CNAME i2%k. BXEZEE , S Amazon Certificate Manager 8% RE KT,
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« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

MIEF] B ik B FREF,

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

£ DNS BRI H R FEEE R LT
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Amazon -
v amzn3.example.biz Issued No Ineligible
Issued

Status

Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC

Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RITUEHE O ERKIEHR CNAME 5.
WMREBRIBEFE , BERRIFH D

HTTP i B AFEEUEFHLEIT

ACM £Z R BZIEEIT HTTP RIEAIER, MREITEAM , MAEERHET HTTP RiIFIEREFERE, £
XFHERT , ACM £BHEIE BT EBFEET,

/A Important

B4R ZRedirectFrom BN AR EIEF BN EERedirect ToFT L BRI N A HE T
[T

B LUBEE ACM 2EHEAFPRFIEPRESEFERERIGEN HTTP RIEEE, BHA[LAER ACM
API 1y DescribeCertificatei®{E= ACM CLI H# desc ribe- certificate i SRR ZWEE ., EXEZ
{£8 , 28 Amazon Certificate Manager HTTP R,
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MR EBKIAFE , EHRRZZE T
T REAT T

Y IEEIEPLE1] Amazon Certificate Manager — N REEE, XERBEXLELSRELRSIUEAELE L
£, ERIEACM EFRHHWAEEEG , £ ACM REFNEH 2 B Al B R, ACM FREXVZITHIIE
Pt E SR BEREAEH Amazon BRIV A Z B A8 IR, Ht , SHEHIRESH
ERAREFEER NS REE R ERFIET,

HrEE A A&

O RM T EMAHKIE ACM B TR EBNIES.

F&

o IEBIARHFIERX (CAA) B
« IEHFARE

o UE[E % B

« API Gateway [A]#

o THRUEBEALXMNZELL
- ACM IREXEAE (SLR) [E&

E 45 47 & HLADIBAX (CAA) 6 2R

A LAE A CAA DNS i23xk3EE Amazon iE P A H1# (CA) AR EEEH FEMA ACM iEH,
RGEIEP M A KWE4EEIREE , £ One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiEB M A HMIAE (CAA) iR , — N ZNE
ZBAREEBIWIF] , HRELM CAADNS iiFEK, NREERIBIE ACM IERERBUREIEER , N

MHIMEFIEH CAA BFRHBRIBERIEH, CAA IBEHFH value (B ) FERUABEUTHBE T —

/I\ .

* amazon.com
e amazontrust.com
* awstrust.com

* admazonaws.com

BXO2 CAABKNESEE , F36 (At ) BE CAA IBk,
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® Note
MREFHFLEA CAARE |, NI LLERTNENEEE CAA 125,

UEF§ AR &

BRI E=FIEHEA ACM AFEEERBFEFKEK, NREFENE , FEELERFAMEBBAE
B B EIEUTILR

- BREES A X509 FRAS 3iEH, SSL/TLS

« EBAURBEEEN , LA RIERMAVA (CA) £5,

- WMREWIEHHE CAZLE , MAMITEPEIERE , ZIEHEATREZIDAERMAVEEE R
&

- MRAEPBAELSHRIUES , WMALUBIXERNBEREER.

o iR B LA EFIAE R —MEB,

- BOEPEUEREPITERLEMAIES,

« AP, EPHEMAERE (WE ) XEA PEM RiE, BF , PEM % H Base64 wiBHY ASCII

MASRAR, , XENARUAXTEMAITH A NEGE. EEFIHLE PEM XHFET , RERNIT
HERHEN ZXHHITEMEMER, ETUEA OpenSSL Kl LA EFRIFIEH 4,

- TRNEZENLRAERH (W7 ), (B7: URTHAEBEE , Nan®, )

- 5 ACM £ RS BAER ACM XFHNEEMBEH K, FZ 6 € Amazon Certificate Manager
RAPFiEE) N8TURSHXY , BRENIEBEBEEER,

« ERBRSXVIEBHZFAERIELS A IAMERE ACM MAMFE,
« SAREBSTE R,

s FIBIEPNFAGEBEREEFER, B2, BRIAMBERT , MREBERIEEKeyTypesifiEs
#9185 R TR A ListCertificatesAPI 5 list-cer tificates Amazon CLI 35 , M| R&RSA_10248 R
HRSA_2048iE P,

UuE 5 [ 1€ [R] &

NTEITIES , ACM ERFHNLB-LERAN, MRENNARFERILEEE ( B#A SSL
BEE ) KEE ACM iE$ , M#E Amazon ZiTIEH/E , NARF R REEIENE. Nt , B2
WA EEE ACM iE+H, MREHNAREFLAEEIES , BT TRE
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