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ft 42 Amazon Certificate Manager ?

Amazon Certificate Manager (ACM) AR 8|2, FREMEITRFENMLENNARZFNAXLNIAE
SSL/TLS X.509 iE B MZHANE XM, Amazon BRI LEZEET ACM ZRIEP , IEEIFE=H
ERSA ACM BEERSGEH , NEK Amazon [RFRMIUEB, ACM IEHAURFE—HE, ZMFE
HE, BEFEIAXEHNAS, ACM BERFIEBAURFERBEN FiF. BHAUSHAZEN
ACM iE$ , Amazon FAF CA AMEEAE PKI T b 5 A

® Note

ACM HFREEIM I webserver £, MREBET L7 EC2 K4l LR EMINEZERSES
N T#HESEMRXHHEA : £ Amazon Linux 2023 L& SSL/ TLS,

F&
- XEHNXHE

- BYZEH Amazon Certificate Manager

« Amazon Certificate Manager #=:

« BFh Amazon iIEPREFZESENWER ?

XX

%A Amazon Web Services —fi§5E ) Amazon X1k 23 Amazon X &R UEE ACM B X
b 22K 2

ACM iR E FREMRR. BMIEPE Elastic Load Balancing —i#2 B F %1 Amazon XIE#I#H
ER£REFHE (FQDN) HE—HEFHE , MBATABNMXFHRES S AIEFH, FQDNs XFF ACM 1t
WIEH , XEREELNEHFRIESNXBENIERPNENMNIE. BT ESXEZEE TSR,

E7£ Amazon LfEH ACM iE+$ CloudFront , A4 AEEERD ( FHFELILE ) HXBEFERF AZ
EH, WXEHEDERXBEN ACM IEHRF CloudFront B X B R Zo BB ENFIEEMNE,

XEHNXE fRZ< 1.0 1


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.amazonaws.cn/general/latest/gr/rande.html#acm_region
https://www.amazonaws.cn/about-aws/global-infrastructure/regional-product-services/

Amazon Certification AriEE

B E 4t Amazon Certificate Manager

Xt F £ Amazon Certificate Manager& 2 H) SSL/TLS if$H , BRFEX[FNERR, BREARNEZ
T LR N AR M Al 2R Amazon BIRF %, BXHEH ACM EMEER , 5S4 Amazon Mih E
#9Amazon Certificate Manager RS EN R Mo

Amazon Certificate Manager #=:

AT RMEPTABLEHE X Amazon Certificate Manager,
£l

« ACM iE$

+ ACM Root CAs

« IENMEIAINE

o IEPMANY

« IERFERHERE

- HERS

- BH

o INENFER

- T2REEE (FQDN)

- NERAEM IR

. LB

- REEEFRE (SSL)

s Z£ HTTPS

» SSL RS EFIED

. NHBAME

- BHREREMMN (TLS)
- B

ACM iEH

ACM H 5 X.509 A 3 iEH, BMEBERBHN 13MA (395X ) , #AEBEUTT R.

Ef M7 1.0 2
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« EXRYR - BEEZEWILES

=]
;EZ-

=
(==

UEB A LA (CA)

- BNEBRARRR - XFRINEATEBIESNAEEAN NN LB ER,
- ERERARREY - IFRIESBELFBRHAMILES,

- BHAFEA - EXEILERFRANLEEBHNAR.
- TREBAER - EERZACEATREENARATNEERALXEZAN - PRSI AR,

* CRLZER - EEAEEFPIRE CRL FRHNIE,

ACM &R BYUE+5 B9 48 LA TF LA T 7R 6

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:

ba:
4e:
94

Ca

20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:

ab6:
e9:
of:
:0a:
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:

3a

c9:

8a:
:26:
85:
dd:
Q7:
ab6:
3f:
7c:
co:
44

ea

ab6:
b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01l:
75:
37:
:55:
b7:

aa

6a

:91:
04 :
41:
7f:

5a

d7:
ff:
36:
96:
72:
:e9:
4b:
83:
42:
8e:
36:
fe:

ac:
8d:
3e:
af:
8e:
22:

0b:
d5:
6b:
co:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:

6a

60:
Ye:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

8a

f5:
33:
f6:
od:
:6d:
5b:

2a

e8:
54:
a3:
53:
dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
dé6:
:f6:

08:
f5:
cl:
ob:
25:
4f:
36:
82:
64:
al:
1lc:
97:
39:
16:

Qa

od:
f3:

de:
ec:
c8:
of .
24:
86:
c5:
73:
f0o:
3.
:7a
od:
be:
:8f:
78:
as:
94:

9a

8c:
21:
ed:
:8d:
bs4:
42:

Ca

cb:
cO:
b4:

43

72:
4f:
1f:

3a

ee:

9a

7d:
06:
bb:

:e7:
be:
3f:
70:
:81:
Qe:
78:
c7:
:df:
34:
174
di:

1la

CN=example.com

59:
af:
1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94
of:
ac:
3e:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM iE$
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Signature Algorithm:
03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04:
3.
b9:

69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

8a

03:
44
a3:
8e:
12:

CA:FALSE

08:73
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:

X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a’:
8f:

9d

cd:
7e:
41:
80:
62:

6a
3a

cl:

al

a’:
35:

ACM Root CAs

Oc:
33:
b5:
:d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
:dl:
as:

d5

4a

fb:

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1lc:
77:

sha256WithRSAEncryption
39:
74
al:
e2:
16:

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

63:
b6:
18:

11

cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

Qa

b2:
b6:
72:
167
f7:
b0:
45:
e3:
e0:
di:

43

d3:
bl:
:5b:

d4:
b8:
65:
:80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:

38

fb:
ab:
bb:
29:
c5:
Oc:
3e:
8d:

fa

4f:
65:
81:
:f9:

Se:cc:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
ds:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

as:
98:

3a

42:
3b:
69:
6b:
da:
ee:
f8:
fc:
04:
10:
27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
3a:
1lc:
36:
0b:
42:
c3:

ACM D& By N H A IRSRARIE B WEERBLLT Amazon BB : CAs

ACM Root CAs

MR 1.0 4
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A5 HEH I H &
CN=Amazon Root CA 1,0=Amazon,C=US 2048 i RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 1 RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 fi (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM FR&E BB ZRINEFEHE R CN=Amazon Root CA 1,0=Amazon,C=US , iXi2# T 2048 {1 #Y
RSA &2, HRREUMERER ., FrERAH Starfield Services Root Certificate Authority i
PERINEE,

EXEZEER |, 55 % Amazon Trust Services,

TR
#SH 55,
FEXRNHRPA IR

ERNMMBAETHURANE , EEATRNEERZE LAXNEBANBZNBEEZENES. BHZ—2A
BREH , BEU X509 v IEBERRER. Z—IRARMEEN , URre2HXFMH. X.509 iEHFHFA
P ENSEMARR EBHEE) NEOHREILETENA.

ACM iE$ 2 X.509 SSL/TLS if$ , B FEMUEN SR LNFAEEREIEPHETENLER
£, ACM EHEH Amazon KMS key RIN#ZF . BXEZER , FSR EPAERENZ M,
N3l -& |2

IEBMAR (CA) B— IR BFIUEBAIKE, Bl L, FEANBFIERLRBEET I1SO X.509 #7
#. CAMREEENHFIES , ATHINERERAENSOHRZFOHEINIRHEESNLEE
H, CAEBEZELERILES BH.

TR hR4< 1.0 5
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lﬂE:*giEEEHI*-EH/LA

R T BH LR IR AT & SR IRIAR CA M AH SSL/TLS iFP |, FLEER KB ER NENEM AN AEIEP
ERELEBBAEAEP, HEFHIER. REFATLHICTK. RIEKWIEBBESEXNKLIFPEK
HiR,

AL RE  BIBRIANENEMREERNNVIESR, EUUERILEERERZKREBT,

£ Amazon CA JEMEME A FEER SSUTLS IEF2H , EAFIERERIIED = MEHEH
EAERSE, XERSB[NEIBFNBELIEHREES , HHFECLBIWIERH AR (SCT) BREZ
Amazon CA, RJ5 , CA &¥F SCT BRAZERH , MEPHTZR , HEEMRAER, XENEHI
FRIEE M X509 R H,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

iIE:FEiEEEFFElF\Eiﬂ%%’fifﬁiﬁ?}?jﬁﬂiﬁ:ﬁﬁﬁﬁ]iﬁﬁ'ﬂ’f) , BRIFBERBE., ARERBHNESE
-lﬁé/élﬁ'—.lﬁj::% EII:H-LIE:FJJEHHJJ_ H/L,\laio

A RE

HE RS (DNS) BiEEES Internet RAEMBNITENREME RN 2 ESHARTER
%o DNS TEA THXAEE (4 aws.amazon. com) FR AT IP (Internet %) sut (F2 0
111.122.133.144), 73 , 5K DNS BEFEIEREHMARNIZ R, w0 , BT ACM , &

ERERAERE k7 1.0 6


https://crt.sh/
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AUEARNBIEREERIEBHNRIEACHER AURFENME. BXEZEE , 2 Amazon
Certificate Manager & 2 &R,

=&

HER—NXEARZHFE (Bl www.example.com) , ALESIH B RS (DNS) #i# Rl IP bk, iTEA
M (BEEBKMN) F£/A IP it M AR X AL, HEHA VKRBT ERZAHE :

TLD

BRADWREMHERSSE (TLD). EARHIE .com, .net. .edu, FEFELER M XFMAITARHN
TLD NERFMXEMHNEES , XHEER/MBX KRB, R"ESTE .uk (XE). .ru (BE). .fr &
E), FAER/MXAER , BESIA TLD W -REREWRIFTEMSSAERER, Fla0, .co.uk
TLD #riREE R Bl il

TR 45

MEFEBEMEBHEH LT B, X TEEER/HBXABHEE , MAFHIERBIRE (R
B), ATHIREMSREHNEE, MEAFEFIEFE (BFESHEUATER%E). £ www.example.com A | TR
FIHM BN example.com, #E www.example.co.uk & , TREIHH BTN example.co.uk, £
FERARKRETRE (apex) WEBZFREIE base, bare, root, root apex, zone apex &,

T8

FEHBNTMREE2H , FRALEMAEE REMEE I R. REALNFHER www , BARFE
AEEEH. FTEHBBUUESZIMRE. Hln , £ jake.dog.animals.example.com A , FiEK
RA jake, dog # animals,

B
TR A,
FQDN

T£MREFE (FQDN) REA FEEZETINE SR Internet BT EH, MIFHEMERNTE DNS &
o I |, aws.amazon.com 2iEAF Amazon Web Services B9 FQDN, FQDN 2F —EZITR4
HHFrEE,. i , [subdomaini]. [subdomain,]...[subdomain,].[apex domain].[top-
level domain] & T FQDN Wy —#4& =,

PQDN

A fR4< 1.0 7
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AEZRENFHBMEI 2 REEE (PQDN) , & XFHHE, B [subdomain;.subdomain,.] X#f
HWEFFE PQDN , X2E N T EHRERE,

JIIRE Y

NERREBFENEEHILE. BEFRELIEAREFRARIE. ANBHIRBEEEVN AL, T
RERBHAXNR, MBENBBEEENN B, B nERSREERN HTTPS iZ £/ &AM
Zi. ERENT HANAIHFERRNEBE (NF ) FHBERERIBAA (#BE ) B9 step-by-
stepdiE, EMBIFEZIEF , EEREAZRH, BHTUARLERARLEER.

TEREFR (FQDN)

BSH HE.
NERFEMIZE

NEFHEMIRE (PK) BEE, Mk, B2, 2K, €8, FENBERFIIPAENES. KHE.
AR, REE, MHENMEREAK, PKI AT ESEITENNERNE 2L E.

AU

ERFEANME (CA) BEFET —IM0REHT , 2o REWEESNHMHM , BEf]1ZF CAs FH
BENNRFRR, FRHTE CAs AERXBHITINE CAs , NTRIEBIEHEE, TRRXEHTNERRY
CAMNR CA”, MEEBHARIER . HIEPBEREZERMN,

LZEEEFRE (SSL)

REEETRE (SSL) MEREREM (TLS) RES U ENMERHBELZSMNMEDR. TLS B
SSL Wa#t#E, ENEHER X.509 IEHXRS|/IITH ORI, XFNMDPERXZF ik SRS 27 ZF
AT IBX PR BE R BRI HRZARITHE,

2% HTTPS

HTTPS %&/R HTTP over SSL/TLS , — M A EXEN KBRS [H X FENZ AW HTTP, FI
B HTTP ERME R B MK KEZ B EFHTINERE, HTTPS £4 7 HTTP IMUESE TR, IEX
MFl X.509 IE B MBH AR, HTTPS WIEFRZ , FNBELZLEBAFRREEIE (OSI) EEH
B HTTP RARFETHFMTCP ERELA, Z2EFAZLEEFTRE (SSL) MBS EHEREM
(TLS) %

DR A0 R 2 M4 1.0 8
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SSL BRSF et

HTTPS BEHS R ERS /LB RN RS /T HHRIUE, RFI[UEHR X 509 v3 HIFLEH , BT
PHHNLNEEARERLELNERE, SSL/TLS IEHAUEBMANN (CA) EEH EITESRFHENA
. BRHER., 28%EH. £REES

X #3240 &%

WHEANEE AR —BARNENRERTRE. SESEENHEANE.
RREREMEDI (TLS)

WSH 22 EETFE (SSL)

B

Eik Web X BEREENWEN S 4 , &0 M[ATEBRIUENEAIER, T3, XEFNEEHRCA
RIEH WD BIES. HHEBTALNM (CA) WAEE=HFHIEEMENFORARETEEN LS

BNHFILER, BE , NIERTURERFEEURIEMEN S M, WRBIEKD , JRHF2ELIE
P E R — M BIEER.

i Amazon iEPRFZHEESENER ?
Amazon % SEBIEE X 509 I BHESERTH M ER. HEREFZEERGBE.

1. Amazon Certificate Manager (ACM)-tLRSEA FEEMA TLS ERLLMUEM L EF~, ACM
UEFiE Elastic Load Balancing, Amazon CloudFront, Amazon API Gateway FHE fth 5 i
Amazon [REEE. WESFELHNNAR—IMEEAERENREAHENIE, ACM EBEY Bh4E1T
SHIERE{t T 22 EE, ERSEFEATE.

2. Amazon #zH CA—It R E A T & Amazon iR ENMAEMZER (PKI) FHHEALRNZFRAEHRY
®ALEF, £H Amazon #AF CA , A LGIZ B SHIERMANM (CA) BREW , HEATMA
R, ATXNAR. HEN., NARRF. RS, RES[NHMRZH#ITEFHRIE. TERE Internet
FERAFAE CAFMANIER. BXEZEL , BESH AFERM. Amazon #AF CA

(® Note
Amazon Private Certificate Authority It EMTEXFHA A A,

SSL FRS5BRIEH hR4<1.09


https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
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Amazon Certificate Manager i

ACM AIEELNE, RENSANILES, ETRTRATEERMNLIATNEFELIRLERF. EANE
EM ACM BRAFFEELESR (“ACMIER") , BAIUSABRE=ZAMAN LT EEILED, HXFEL
BifH, EMELWAIRE PKI, EE LA B Private Certificate Authority (CA) L& H# ACM iE$ |
FH Amazon A5 CA MTEE, CA RN TENKFH , halsEmEMKF EERRE,

® Note
2N ACM EP AT AR EEERE S Nitro Enclave B R eEEREZIH it Amazon EC2 24T S
BEH E, EC2 HXMEREREE Nitro Enclave I D EC2 K4 Ei&EIh T Web IR E5HY
B8 , ESRHEE . £ Amazon Linux 2 EZ%E LAMP WM& RS HE | FATS# Linux
AMI Z% LAMP MRS 85

® Note
RABFE CAXEMIERPMRERTAZEE , EEAMAER P iREEFE P RRIX LU
Ho

BRBAMAUD | BB FK Amazon BB HfEhttps://console.aws.amazon.com/acm/ZK F 3T F
ACM 24lB, MRERNERE , Hi%kF Get Started ( FFHAER ) o BN , BELEMSHEE CAs
Fi%# Certificate Manager FAE,

F&
 RiE R E A Amazon Certificate Manager

« Amazon Certificate Manager 23 &1 $

« FFAFIE$H Amazon Certificate Manager

« FiEHS A Amazon Certificate Manager

« FHEBAEEMIEP Amazon Certificate Manager
« &% Amazon Certificate Manager if Hi¥15

- MIBRAHEEAVIEFH Amazon Certificate Manager

W< 1.0 10


https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.amazonaws.cn/acm/home
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RE N EA Amazon Certificate Manager

£ Amazon Certificate Manager (ACM) , &R LR Amazon BEFEHNREF N AREFEEMNEE
SSL/TLS iEH, BRI LAER ACM BIZHS AU , REMAEE, B4MERHEM Amazon RS
EPEPBEENMILHBARERF. BXE5 ACM EBRHNRSHESESR , SR 5 ACM £ RS
LTEFTNRESEH ACM ZHEERITHS R,

FH

« JEMIREL Amazon Web Services ik F°
- &R¥F 1AM AP

. JEfMF ACM B

- (%) & CAAIER

SEMFREL Amazon Web Services K F°
MR E%HF Amazon Web Services I |, 5T T S BEKAIE—1,
M Amazon Web Services i f°

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,
EoEMet | FEDEE , EREABFEREN A —NRIED,

YIRS MET Amazon Web Services IKF , i 812 Amazon Web Services KFRAF —1. 1B
BAPAERGHEEK P PR ATE Amazon Web Services RS &R, ENRERSSE  BHAF
PEEBFRNE , FERFERARAFPRKIITEEZR AL HRNERENES,

Amazon EMEREK G EMBERIE—HEIAB FERH, BRI LABER 814 https://aws.amazon.com/F
R BOKS , EELYNIKSENHEREZNK,,

£3% IAM B/

JEME Amazon Web Services P , FEZEHHRIE (MFA) , RFENEERAF, BXiHA |, H5
i {IAM BF#ER) M R IAM AP EAER MFA &% (BH& ).

ERFEMAF I RER Amazon Web Services IKF &R |, 5612 IAM AP . A THRIPEN IAM B
P, 5B A MFA #XE IAM B FEFHRITESFIENNR,

MRS 1.0 11

&
o


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
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BXREYUENRYF IAM AFNEZER , 30 (AM BFERE) PHUATER !

o E/REY IAM A PP 812 Amazon Web Services T f°
« EAT Amazon &R 50X R & &
« EF IAM B0 EE R 5

JE ACM Ry A

T2MREFHE (FQDN) =2 Internet LWAAFI N AN —EBMHEFHEHRE NI BE |, 5

m .com = .org, WREEEEEMEE , MATLUEE Amazon Route 53 3k i % H 4t g ol 53 A e 3£ A
—NFE, BE , EUNEIDEMEOMLE , FR—NEE, BEEIMEERXE—ANENERE (H
M—FHZHE ) , RELTHITET,

BXMEMA Amazon Route 53 AMHHEMEZEE , FZH Amazon Route 53 FF R A RIEEHPHER
Amazon Route 53 JEMEE .

( "Ik ) BCiE CAA 1%

CAA EFIEE A FHELERFAAM (CAs) AERFEABPRILES. €5 ACM —BEMMN CAAIL
AR T LLE RN EEEMAER T HIEEIR CAs . CAA BRFEEERBENIERMAVITIEEN
ZL2ER | flNRIEEREBAAEENER,

ACM BIEBFERIBHTRIEE G , FEREREBHFHE CAA iEFRLBR ACM BEHB N EWRIES. B
B CAA iEFRZEAEM,

BLE CAA 1BxAY , BEANTE :

flags
EE ACM BREXH tag FEBRAVE, FMILEIRENRN 0.
FRE

tag FERAILLANTEZ—. BEE , iodef FE B 8l S 28,
issue
B RIBTE value ZERHFIEER ACM CA EWMBTENX A B E R FiFMmAUES,

issuewild

1B RETE value FERFIEER ACM CA EHRER N EMNEHH FEMABEFIES. BEMFIES
EATZERFARERE FiFll.

EHE A M7 1.0 12


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
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(=}

LFENERBRT tag FEBRNE. EXAASS (") FHERFEX,
¥ tag ¥ issue Bt

value FEREE CA H & . LLFERAAEEE Amazon CA B CA B Fr. BR , MRE%
BEELLTEA Amazon 22— CAA i2% CAs , | ACM LixmEMEE R FEBMAIEP :

« amazon.com

* amazontrust.com

» awstrust.com

* amazonaws.com

value FEREAIBE DS () , RN AVFEMA CA AEMNER FEMAILEF. MREEEN
FHRREELTIBEFENENSENIIRNIES , FEALFR.

¥ tag =& issuewild B}
value FE5 tag 79 issue MR , AR EEA TEBRERFIES.
HEETZE ACM CA BRI issuewild CAA BBt , ACM FREMAEMBE LR, MREXE
issuewild , X F ACM & — issue CAA i2% , | ACM I LA & BE RFiE+,
Example CAA i2 &Rl

EUT RO BERENEE , RAERICEKEH (CAA), flags ZFERIAL N 0, tags FERALLE issue
o} issuewild, SR FERN issue BIRTE value FERHE A CA FRFEEEF , Nl CAA IERIBETRERE
EWRES B[ EFAFMEBERWIER, MREKE value ZERFRBADE , Il CAA BFZIERTAYF

{Ef7] CA MAIE+H. CAA iEZMWEER DNS RE-E M F,

Domain Record type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"

( ik ) BE CAA id% MRA< 1.0 13
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Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue ",

BRUOMARMNSESH DNS ERHNESFER , 5541 DNS RS ZKE. Route 53 X#F CAA g%,
R Route 53 28 DNS 1M1 H , 555 CAA RAUTHEAXRGEZIEZRNESER.

Amazon Certificate Manager 2 £ iE$

BERABIURF , 490 BiF Amazon Certificate Manager A8 iE B E B Fr AN RATRRIEEFTE
o

NE ACM iEPEE X500 #r , HFEBUTRES :

- B XAERAKTE DNS WEBEN, BXEZELE , 2R 8.

o B WTME , ERIAEBAELELTZ 2048 L RSA, 256 i ECDSA = 384 {1 ECDSA.
- BN BMEBHEBRHAN 1341MA (395K ),

- BT : ACM 2% 11 MNABEHBHEZITAFILESR,

EERAWUER ACM A ABREFRL AP MARAFIES, XEFARARBNE, BIEHE
UREEBERBXINEMEEBEMRS . MREFRIEBEIRE , FSAEEIEBERAD,

EFEABRFEAE PKI BIIEHE Amazon #AE CA |, i§SREH BHIFFAHEIUEP Amazon Certificate
Manager.

Amazon Certificate Manager 2 £ iE 5 B9 4F 1 H1 PR 5

ACM RENABIUEHEAX —H0 RN S MRS, XERFUECCER T ACM RAEMIEFH, XLE
BRMREHTEFERTSABILES,

NEUEH M7 1.0 14


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
https://docs.amazonaws.cn/acm/latest/userguide/acm-conditions.html
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RN RARFEE

‘@& Google Chrome, Microsoft Internet Explorer # Microsoft Edge. Mozilla Firefox 1 Apple
Safari E AW ATE = EX K EFFEE ACM iEH, Bid SSL/TLS EZEZIFEHA ACM IE BRI IE AT
B ACM IEBHN KR AEHLRSE S b2 ER—NMEBIEIR, Java tH{EFE ACM IEH,

PR HANE RGN

983 ACM BB 2 HHEH R M Amazon Trust Services 3REH , X2 Amazon BEH NHIUEH
MAE A (CA)e Amazon 48 CAs 1 E| 4 BB 7 Starfield G2 BIEPM AV E-G2 MK IHIR B Fi1T
RXZH, Starfield 1R Android 8% EZREE , NRERAR Gingerbread JF1 , m# iOS £
MM 4.1 RAFRZEEE. i0S MARZR 11 FFIREE Amazon 1. @@ E Amazon 5 Starfield
REVHEEE. NARFIIRERZEHETM ACM KRB A KIS,

ACM EZEFMENH FRAREZAUERHRIKBE L SHELRSE CA , HRPCRBE LN HEIE
FEHPEM—1, CAsSACM RIFEFFMNIIPER ( RSA 5 ECDSA ) FEHlLDEFIE CA., BT A
CA REAERIBEREBIIEREE , Bt ACM FiRMtHE CAEE,

HIIE (DV)

ACM IEBEEZ ST, LFEH , ACM IEBNETFERMIFREE. BR ACM IEHAT
BT B SR AER AT IEHIERPIEENFIEE. & BT A B FHB4 DNS RKUE
FIER. BEXESZEEL | 2 M Amazon Certificate Manager B FHEB4F 3 1F FlAmazon Certificate
Manager 8 R& K,

& CA MR CA 7

NTREBRMENZENUBEMIZR , Amazon AT BARERTIER L IEHE CA , BERBTEAH, ME
TENEFEEEM, BXEZELR , B2 HAEEXE "Amazon introduces dynamic intermediate
certificate authorities" ( Amazon 5| AZIZHEHEBM AN ) o

77— Amazon & 1E1R CA |, M EBREENRRIITHETE, AT HETENE PR
K, Amazon S B Fr A 7 A &Y #1455k & & Amazon B F Amazon Health Dashboard , & 31E @K /=
AEZEREEFMELURBKIREREFZLHE,

FT B A KI5 15 R A
MRZFEKEEBFIBARE , MIZEPBHEBH. OCSP M CRLs RATRIFUEFREEH B HMN
PrEHLH. OCSP M CRLs RATRH REHEEMIRENS, FELEF /B XA seFZHANAN
FRefEX LA H R EEM

LTFRA URL BEMAEXTAT R FHRE. ES () BEFAR—IISNFERFZFH , @
5 () RRENFREFZN , BHIRIE #) KRBT

45 MEFBR MRA< 1.0 15


https://www.amazontrust.com/repository/
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://www.amazonaws.cn/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://www.amazonaws.cn/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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+ OCSP

http://ocsp.*.amazontrust.com
« CRL

http://crl.*.amazontrust.com/*.crl

TR

B SR EEENBEHARN. BE , ACM X#EFHELT RSA MME M FLEE E X (ECDSA) &
REREE. ACM AILERAREES () WEERBRMAFILES. SANEBNZEFEREE,

@ Note

LWIBERH CA ERMFLAE PKIiEB R Amazon Private CA |, IEEMNZ R E XX % ( RSA
= ECDSA ) %5 CA BN E E R FIHHITE .,

« RSA 1024 { (RSA_1024)

- RSA 2048 {1 (RSA_2048)*

- RSA 3072 {i (RSA_3072)

- RSA 4096 {i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*
« ECDSA 384 i (EC_secp384rl)*
- ECDSA 521 i (EC_secp521r1)

ECDSA ZHiE /) , REMNZ 25 RSA BHAMES , BUHERRES, BR , AFMBEMNEZET IR
#BZ 5 ECDSA, Tikth4m B NIST , £7R7 RSA Fl ECDSA EERRMUENTLBEUREM K
B, FREESBUMIN R,

REENBRAN LS4
REBE RSA 48 A/) ECDSA ZH X/
128 3072 256

45 MEFBR MRA< 1.0 16


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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ZEBE RSA Z 4 K/ ECDSA K/
192 7680 384
256 15360 521

ZeBEEWEMRN2NE , BEBNEMENTNREER, Hl0 , 3072 £ RSA Z4AM 256 {1
ECDSA Z4A# LU R 2128 kg &,

BXBYTEREENER , BSHATH Amazon BENE (T IFEF A ECDSA EH)

Amazon Certificate Manager

/A Important

FER , ERBESRAFREXFNEENZAXNNEERFRREK, W, XipFRIES
=S AT IAMER ACM MAEER. AXESEFEE , RS NMRSH X,

« XF Elastic Load Balancing , 2 Application Load Balancer 8 HTTPS {ii7 85
« BX{ER CloudFront , iHZF X5 SSL/TLS HFHE,

RELITNEE

ACM EEZI] ACMIEBURLEIT 2 EMEBILPHEE, BIFEIT A UREBEEERIIPESE
BiR, BEIEEMSHNEN. BXxEZER , 555 FWEEIEPLIT Amazon Certificate
Manager.

SN H

BN ACM IEPUAMEDBIE—NELREFHA (FQDN) , HBEUUEZEMFMECEHEZ. 6
m, HEHN www.example.com Bl ACM iEHET , BHATLURINE R www. example.net , R
ERXFAUEAXANEHRZ — RN REIR, EZEAE (BHRAMREBHEE) , BREH
mk, AR , FBALLHN www.example.com iF3R ACM iEH H 7R MNiEHE example.com, BXE
Z{E8R , 15/ Amazon Certificate Manager 22 #iF$,

Punycode

IR AT EEFRCE R BRI Punycode B3R :
1. Ll“<character><character>--"#& X FF L BV i3 & A5 “xn--"— s

SR A R I hR4< 1.0 17


https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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2. BUxn--"FF AR th AR B R EERMEE R

Punycode 74l

b . P . P A EE

M1 &4

2

example.com & FE v F & LA“<character><character>--"FF sk

A A
a--exampl FE FE v & LL“<character><character>--"7f sk
e.com A A
abc--exam FE TiE v & LL“<character><character>--"Jf sk
ple.com A A

XN--Xyz.com X = v BRHOERRLER ( BTN E.com)

XNn--examp = B X FRAEMNERCEE

le.com
ab--examp = = X RAIBEA “xn--"FF 3k
le.com
BN HR
Bal , ACMIERMEMARN 131MNA (395K ),
BE B

ACM AT ZEEHEFRFEAES () KBTI EBEFEMH ACM iEH |, ZIEFH TR
PE—NEPHENIER, Bl , *.example.com ATLMRF www.example.com
images.example.com,

@ Note

BREBEFIERN , 25 (*) XU TEHENREMNVE , mMERBERP —NFBRH. Bl
|, *.example.com A LA{R# login.example.com ] test.example.com , {EREE
fR# test.login.example.com, BiFEE , *.example.com {X{R#" example.com
WFE  MARPEERTNSE (example.com), B , BALUBEIEERDIBEZ /M

45 MEFBR MRA< 1.0 18
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BRBERARFPZEEHRTAR/LUSREFEOIUER, Fl0, EAL0ERATRF example.com
F *.example.com HJiEH,

R 751
LT REERT 2B,

. ACM Fi2#t5 BRI (EV) iEB R WBIE (OV) EH.

« ACM T} SSL/TLS WM AS SR H b R

o BTBEMER ACM iE B3 1T FHB4F N2,

« XF ACMiE$ , ACM BRI FAFZEBHIEEIERLIT. A, RELITFEATESAE ACM
FEYIER,

« BTERN Amazon BERER (BN EL amazonaws.com, cloudfront.net 5 elasticbeanstalk.com £
EBHEA) iERIEH,

« BFEN ACMIEB THRABERA.

s BRREEEELNTIEH#HEMITE R (Amazon EC2) Mt NARERF LZ%E ACMiIEH, BER |, &7
DN EEWIERATERERRS. EXEZEER , B5H 5 ACM £ RS

o BRIEBEREBY  BNATFZEEN ACMIEBFHEHEFEEDAMEBEAEREEF. BHE,
BRREERAEFAREREY, BUJFER Amazon CLI X ACMAPI, BXEZEL , HSH &EF
BHERERAEAELR,. BXREREREN—RER , BRI PEREHE,

£ EE /A HIUEP Amazon Certificate Manager

LT &L {afER ACM & A 5 Amazon CLI BiEAHE ACM iE$,
&

- FARFEERABIES

« R CLIERAFIER

RS A ERAEITES
Bk ACM ABIES (2414 )

1. &% Amazon BIE$2#]4 HEhttps://console.aws.amazon.com/acm/ZR F 3T FF ACM & &,

BERABIUEH MRS 1.0 19


https://console.amazonaws.cn/acm/home
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EFERIER,
2. 71E£ Domain names ( 3% ) #42 , BALHEHS,

IO LMER T2 REER (FQDN) ( Hlil www.example.com ) , REBREH B RSB ( Hln
example.com) , BRANEREMVEFERES (*) FABRFREFR —SFHHHZ NN
B flan , *. example.com AJLA{RY corp.example.com #] images.example.com, &
LA B S /RTE ACM IEH /Y Subject ( £& ) FE M Subject Alternative Name ( =B E R B
m) T B9,

BERBEFILERN , ES (*) DU TEHENREMNVE , MERBERP —NFBRH. Bl

m , *.example.com AJLA{RH login.example.com Fl test.example.com , BT BRI
test.login.example.com., BiEFE , *.example.com R} example.com By FiF , M
FRPBEFHEBTN I (example.com) EFINRIF=F , TSR T —IMTR,

® Note
NFHR RFC 5280 BR |, BT BRPMANEE ( BARAREBEA VAR ) HKETREBT
64 N\NFET (FRF) , BFAR. BR , B (ET—5+ ) EHNEINELEETTERS
# (SAN) WKE &% Ak 253 N\ FT,

ERMEAMZR |, 5% Add another name to this certificate (B ELIEBRME —NEFR) |, R
BEXAEFRBAEN. XX TRMRFFREHTAILIE (420 example.com ) R EFi5 ( 4l
* example.com) EEEH,

3. % Validation method ( %k /7% ) 884 , IRIFERITE E1EF DNS validation —
recommended ( DNS Riif — #% ) = Email validation ( B FHBHFRIIE )

(@ Note

MR R A LAYREE DNS B , BiE A DNS HRiEM A 2 8 FH4KRif, 8x T8 Fep4
I%iF , DNS BiEEZ £, ES 5 Amazon Certificate Manager 138 ZRE R,

ACM EFRIEB 28 , RRIEEREBRANRFIEBFERPHIES, B0 LR B FERARIUES
DNS i,

BRAFIESH W 1.0 20


https://datatracker.ietf.org/doc/html/rfc5280
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WMRIEF B FEHRIE , U ACM & FRIFH FRH4 A X BEHE FRIPIEENT., WREE
TRIUESE |, I ACM £ N iZ B FEpHRIATZRIEE, BXBFHERIINESEE , 5
¥ Amazon Certificate Manager B F BB 431,

WRAEEA DNS ®iE , MRAFEF ACM REMNFIBICRKEALN DNS BB, HX DNS RIIWES
{£8 , HZ M Amazon Certificate Manager B8 Z &R,

4. EEBREETG D  EFE—REE,

5. f£ Tags (/%) MEL , BAEENERRNREL, HREEREX , AERZIMHAL Amazon

RO TEHIE. BX ACM FRES A HI R AR B X A 7E Q2 UE /5 [IEFH R AR HER | B
2% 3 Amazon Certificate Manager & ERIIFRZ.

SERGRINPRE R |, 1 Request (X ) o
6. LEEXRRE , BHAMRELERSIEK , HPL2ERBEXRMEBHES.

FEETE RN | IEBHRATER Pending validation ( FEFRIE ) |, BRIFERBEBEBRETIEHE
REMPFEAEMRERRSHFERIM. ACM EEZRIERIE 72 /Mot , REEIT, WMRIEF

HRASETRHA Failed ( B4 ) = Validation timed out ( JiE&BAT ) , MIMIBRER , E1E DNS ¥
UESE FHRHRIERA , REER. MRBIERD , MEBAPRSFHER Issued ( EMK ) »

® Note

REFENFIRFFHER , BEERNIEBAEAIRVETL, EAURTAEUHNRE=
AFRERIATF, EEFTAERA EAR TR S TEH,

£/ CLI HRAF/IEH

1T LEA request-certificate I HIRRITHNLE ACM IEH, WIFHER ATIEE R DNS
M EMAIL ( BFHRF ) o HEAEEMAEE R RSA_2048 ( IR KRBAFEMSE , WA ERIA
& ). EC_prime256v1 #l EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

BRAFIESH MR 1.0 21


https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-failed.html
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-failed.html
https://docs.amazonaws.cn/acm/latest/userguide/dns-validation.html
https://docs.amazonaws.cn/acm/latest/userguide/dns-validation.html
https://docs.amazonaws.cn/acm/latest/userguide/email-validation.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
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an S EH A E IR M Amazon Resource Name (ARN),

{
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

}

I%UF Amazon Certificate Manager A B iE$ B3 & FRI A

£ Amazon IEH M A (CA) BEB B ML M AIEH AR , Amazon Certificate Manager (ACM)
MMFEENECHEL A UARFBERPIEENAEHE. ERFLEBN , BUNERBEIEHE RS
(DNS) % 55 BB, F HR 438 UE SR UE BR SRR FR B X

® Note

BIF{EARAT ACM AN AFEFEILEH, ACM F2BRIFS AKIEFRHMAFE CA EHERIUEH
RYBFT AN, ACM FTTERIE Amazon VPC B EXHEMEMMEHINER. AXES
FR , BN SEIEHRIERE,

— xRy, BATEIAER DNS RiFM AR B FHMERIE , REWMT :

- WMREFEH Amazon Route 53 BIEEH/AH DNS icF , WA EEET ACM EFEMIZHE,
« RENBFEEFEAS , HEFBRIERREFEFE , ACM B2 B3aI41T DNS BiEAiE$,

- BEEI] , B R FHARIENIESFESREENITERE. ACM 2EFIHIF 45 RIFHRIALITE
Ho XEBARAEINZENENEREER U FHN—NHS Mk, BAHES - 6% 51
BEMUR R ZEENBRME]. RIEREIHNERE , ACM 25 &% EBHE ARN WEITIEH,

MREZ BB DNS BIREERNRN , WAFEER B F BRI,

(@ Note

HOZERARFERHRIENIERE , BT ETREIER DNS XM HEHATRHIE. E6EMH DNS
i, BWERIZIES , RE0IE—MERA DNS RIERHES.

F
« Amazon Certificate Manager 138 R £ K iE
« Amazon Certificate Manager B F BB 438 1iF

WFE P A MRS 1.0 22


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones

Amazon Certification AriEE

Amazon Certificate Manager 138 X418 1E

HA KL (DNS) RIEREBIM LA R IRH B FRSS. DNS R4 — NI ELENIZRKOBIERE.
WMRIEE DNS BiE , ACM 2RE—FHZHFFNBIEHK , RELERLTMNBMWHEEF, LIRS
B E-REEX , ATIEASNZEEFEHN.

(® Note

HOIZRA B FERHRIERIERE , BT EMREIEA DNS W EHRTHRIE. EfEM DNS K
i, BWERIZIES , REQIE—MERA DNS RIERHFIEH.

Bl |, WRF example.com EHiFERIEP HIEE www.example.com FEAMBEF |, I ACM HEHIE
AEHNBIER,. BREZB2LTNENFHNKFCIEN , S 2E2HME, ZER—NHHE , @ ACM
R B &7 BHIERH Amazon 8, BIBIEFRIRAFTRMNE DNS BEEF—X. REIUEREEMLA
B, HFEFFIERRIFFE , ACM B BEITIES,

/A Important
IR EFEH Amazon Route 53 BIBERH/NH DNS i8% , FEREN DNS B4 7 #2 iR

g, MRLIXAHREA DNS BIEEAVNIR | W ATUE A B FER 30T,

EREERIE , REFNBRERMARTE , B TUNEHNTLREES (FQDN) BHiFEHIE ACM iE
B BRRY , EUUCIREFHRBANERILES , HERBZTEFHMNIES, BT CNAME I
IE 5 HSER TAEM Amazon Xi , Rt EAIMES M XKBHEHRIEMEBNIES, SETAEREH
BREVIEH

& T BUBE MIEH R ERAY Amazon BR S5 M BRAE+5 SiE3 M BR 31 & 18 R RF L B3h 41T, MRER DNS
REE TR Route 53 , BERRIZAE TR IMHRIERIZRK, R Route 53 RERRAR , 55 Route
53 FRAREEHHMBBRERICEKE, BXREUEBLERITNESRFLRE , FERHTFHNEEIUERLEIT

Amazon Certificate Manager,

(® Note

WMRIEH DNS BB e T AN LR AIE CNAMEs 125 , CNAME @i e kM. mRE
FEFRKAVEE , RIMNEWER B FHARIE,
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RAriEmE

ACM 3| & 12 Fh/Y THERE

® Note

A& ERTAEA Route 53 N H DNS REENEF.

WMRIETEM Route 53 /7 DNS #2£4% , WEE (BEEIM Y ) F31F ACM REMN BB ICFKH
AFREBHNBEED, B EXATSHEN , SRFEANEFSOINHMENEFETHENRR.
X T ACM |, XD R A VIR BT AR IE M TS B 3hiEH 41T,

TRERTANMEBNROBBIERK. BRICEMVERBV-EFENA TRIEEHE AR

15 , ACM BIZMFZRFEENHE example. com 8|ENZRFEHE,

EF2EEMNEAE .

B A iC F R A

B

*.example.com

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

IEFRAM

_ x1 .example.com,

_ x1 .example.com,

X3 .www.exam

ple.com,

x5 .host.exa

mple.com,

_ x7 .subdomai

n.example.com,

_ x9 .host.sub

domain.example.com

(o]

IGESIE

_ x2 .acm-vali
dations.aws,

_ x2 .acm-vali
dations.aws,

_ x4 .acm-vali
dations.aws,.

__ X6 .acm-vali
dations.aws,

_ x8 .acm-vali
dations.aws,

_ x10 .acm-vali
dations.aws,

BN, BEXAYIERBMMIZ T

R
LD

WAEEATAR
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TXI% () 2FHXNER ACM £ R KFRFH, Hlm

_3639ac514e785e898d2646601fa951d5.example.com.
REBERWIERE. XK IERKETER
_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

FFE— DNS g%,

(® Note
WRER DNS REBFAIFH AT TULNBIRICEE , HSHEEE DNS B [FH,

HIEFERIUEB HIEE DNS BiERT , ACM 2EHUTHRANBIBIEFREES !

6 IEFRB iEFEK  iExfE

1

example. _a79865eb4cd1a6ab990a45779b  HI&id

5727d0.acm-validations.aws,

HERSIUEBXEKA FQDN, i2FEMME RIS , AEREXNNRE, CRERAERENNE.

707 DNS 1245 A T 70 DNS 123%H8 Web RENMBENFERPHAMBX=ME (HA&. 1BFRKH
MACRE ) . REBNTIEREN (RRAR'EBN ) FROLESFXATHE. EREBRT , £F
BERHELEMANENZTR, BtRHABE2 83BN SM ANEMZEE | XEKRE (X
R ) BRNEA

_a79865eb4cd1a6ab99@a45779b4e@b96

BHEHFERP, IREFETX—8 , HAASZESHBNICEZEN (HIW .example.com) , &
KRERTBEMTAR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
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EXMERLT  BRIEFAK. Bt , BN ZEHRIBAEENRUEFHENE ARE,

RE DNS it

L ER T R MR A BIEBEE S A DNS Bik.

FE12H & FiRiE DNS Kik

® Note

LR RRZEECLNBTEL—NEH , HEBREECIEZIERH Amazon X T, MRE
ZRITARHAHABINERFEARE  ABLCRNITHESHE |, BEEEINRDEEENIE
B, FRIAGEE T EBHXiE,

1. 3TFF ACM £#|& , Wit A, https://console.aws.amazon.com/acm/

2. HFIEBHRF , FEBREEENIRD N Pending validation ( EE&FR1E ) HIEPHY Certificate
ID (IEH ID) o LLBPIFFTFUERRYFHE R TE.

3. 1£ Domains ( & ) #7 , TE FIHFEINEIEZ— :

a. ("% ) A Route 53 #HITH I,

MEHFZLUTEYE , WA ERESH Create records in Route 53 ( £ Route 53 8|22 )
4 -

- #&{E M Route 53 5 DNS 21,

- BENEAH Route 53 FEEM X1,

« &K FQDN 8 R AR,

® Note
WM RIEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F8|EiE2% ) &
HRAHEEZER , ESH ACM 255 F & R“Create record in Route 53” ( £ Route
53 FRlRIF ) &,
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%32 Create records in Route 53 ( 7£ Route 53 H8IZ1Z% ) &M , A/F%R Create
records ( BB ) . WAEISITFF Certificate status (IEBRAS ) WE , RSEBHFIRE
Successfully created DNS records ( E K612 DNS i2% )

IRHIFE B A BE S 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

® Tip
BT ELURIEARER ACM £ Route 53 F HENBIEERIERK, BR , BRI UX
Route 53 # 1T Amazon CLI 2 API @A , 7£ Route 53 B9 DNS ¥iEEH 63212 %,
BX Route 53 BRENEZER , BZRFEARRICTKE,

b. (T ) MREXEMEA Route 53 £ DNS 1247 |, N %MK FE CNAME 58 |, FFEF
I 4EH DNS BiEES., EFIPNEFASETEL , BB AN A R 2 — KT IHHig
£ -

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEN DNS BiE
BEo

« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFWEEFTEFIHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A B ICFKM TEFRE RSRESAIMNE DNS 24t
HBIEE, MRESFE , FSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHRBE LA Validation
timed out ( WIEHA ) . SBMERNKTRERREREM ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICFKHAFIERFTWIES,

Amazon Certificate Manager B F#f 438 iE
£ Amazon IEHM AN (CA) NENMLM AU 28 , Amazon Certificate Manager (ACM) 2470

WiIFRRRWESEHEBEBRPIBENAEE. SN ERBFIB4R DNS HITRIE. AEBTTL
B8 F R IR E .
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MREEREFERARIENESI R , FSREEE R TR UERY R,

B8 F W30 UE By T4 IR 32

NFEMNY , ACM HFRIF L FEGAEBUTENEARSG B Fif b, MREFLERH
B ZEERUX L E FiYE , N CREMNERBIEE N RIS, R8I &/ M5tk 8 E 4T 715
#HEXR , HEREN e FEZENERAELE TR turis, Hln , FBRiZfF example.com IEE R
subdomain.example.com K , M AT REL W EI— 3 &KIXE admin@example.com K B8 FHR 4,

» administrator@your_domain_name
* hostmaster@your_domain_name
» postmaster@your_domain_name
« webmaster@your_domain_name

« admin@your_domain_name

ZiFASHAZENAEN , XTUERX LS FIR4F TSN RIEEEE, FIEHEIME 45 X , ACM
Wb £ ] 3% L5 3th 31 2R 3K 56 IF B8, F- BB 4 AR T AE H.

X FEA ACM API 5 CLI I ZFIEHER , #ITEFHARIESSHBMERNEMRLRIE—HETF
BR¢F , BMEZERDESEMEN 7EH. SRAEFERIISMINEFHMEESR , RF ACM FEEM
RiEHo

LI 2R HISMER

MRER A waw FESBER (*) FLANFBZER ACMEF , N ACM FFH BRFF LB www

RES , ANBFHERAZER b, XEHut RN 2B W RIRI 2 81 @AM

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 140 , NRE

7 www.example.com &K ACM iE$ , N &8 FHR45F &% F| admin@example.com T2
admin@www.example.com, [E# , MREH *.test.example.com FER ACM iE$ , N B FHB4R[F &%
F| admin@test.example.com. HRHE N EE #buk#Y4H K XELL

/A Important
M 2024 F£ 6 A , ACM FHEXFHEIE WHOIS BX R ith it 3 TR A B FRRAFIRIE, X FIRAE
HYIE$ , M 2024 & 10 A2 , ACM FAL@EA WHOIS BxRith it ZIXLIT@H. ACM
SE[ATERENENEA RS Ut ZIERIFL FHR. BXEZFMER |, BSH Amazon
Certificate Manager will discontinue WHOIS lookup for email-validated certificates
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EREW

FEEUATEXBFEHARIEAEESE,

- BEZ-ANELNEPEME TEDL FER bt S sEEFH B FERA I, & EB B FER b ETR
EARERENITSEE R,

« WIFGERAT ACM XMW AFEFIER, ACM FERIFS ANIEBHHFAE CALEMNIEH E’Jiﬁﬁ
FIE®. ACM FTERKIUE Amazon VPC FAERE XA MEMMEEHFHNEIR. BXEZSER
SR HEEUEP R A/,

- EOIRRARFEARIEMNIERE , BT EVREIER DNS M EATRIE, E&£H DNS i
M ERZAEH |, AR 01E—NER DNS RIEAVETIES.

UE533 BAFN 42 1T

ACM EHHBRHIN 131NA (395 K ) o HITUEHFEREMBENITRIE. ACM KTEIEHEHIF 45
RITHRE S ZE XA B FER A it X EITT B A, ZBHMLEE —MEE | SMEE TN R L 2R
BT, RIEFAIIHMNER , ACM 2M K EBHMEE ARN BILITIEH,

(i ) EHK R B TR

BHBIFEFHEHRITE - T, EUUAERTHHELRER, BR K BTHEIEFENRIIET
HR ¢ AT BE A SRR TR IR BR B AL AL AP EX , R THESE 72 MtEEIEH. HRERKE
RiGe FERHHTHEERE , TIEREHREE FEbM, BXRUWAEMERIEBFHENER , F
SR EH RS WU B FHp 4

BXREBFEHRIENFAMRE |, FSHEX R THEDEER Amazon Certificate Managerf B HEE &,
F BRI IE BY 5] R R

E 31 iE Amazon Certificate Manager & F i 4

BT S FUHRIEN ACM EBBEBEARAET IR, LERBRDTFUARIEESNRUTHE
EEE RN TUEDAGHRNLORE. 5 TRHES EASTHRARE , AT FHEENE
7 AT E R T 4B VBRSBTS IR R THE

IO BB T ER A E AR

Wi FERFRAUTHER, REE TSN FRABNATNERNBET EERIENENE,
WEFTIEH

B8, FBR AR AR AR ST AN
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Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, Amazon Web Services account ID, and certificate
identifier correspond

to a request from you or someone in your organization.

Domain: fgdn

Amazon Web Services account ID: account_id
Amazon Web Services Region name: region_name
Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazonaws.cn/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

W EIR B HFIRUEE R /R Amazon , BAVE TR H A ERTRMN S up-to-dateE I ER, A
2020 F 11 AZBNRITAVEE BTN E S RES , TRRENERHTUTENR

. BFEHETITRUEE R~ N Certificate request for domain name’MF
=“"Certificate approval for domain name”,

« I , Amazon account ID E S RIAHFITEREFZH.

« Certificate Identifier NELERTEMWILP ARN MAREMERD , il |, HER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4151-954a-298ee44f1f369 M+
= 3b4d78e1-0882-4151-954a-298ee44ff369,

« IFPEH#LE URL MESE acm-certificates.amazonaws.cn A2
certificates.amazon.coms.

- BEREHIERAE URL FTHNEHREINETSHERE, HERY div WEFITER approve-
button M7 =& approval_button,
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s MERMIEBANKITIELNRIEESE EFEHEENE FERHER,

B THERE
AT REEXRZLBFERHRIENIEFHNEIT THEREMEXESR.

« ACM ZH A ESFIERBERN , 2FRIUE B FERHFRIEREEFTRAFIERBMNIEENZE KU
H. SREESERIESNENBFERHE , A5 ACM TEMRILER, BEXEZEER , BSHAKEAS
FER I UF I AT B 1,

« XIFEMA ACMAPI & CLI IZFHIEBER , RITEFHARIESSEENERNEHLRIE—HE
FHR4 , BMEZERFPEEHMEN FE. SREFEFERIESNMENE FHRAES , RE ACM
BEMRUE S o

MRLE S ACM BEHAEHRAXANEEBNE TG , NiZE FEFLETRRATERERDE
EMRIESE , MREREERIE , WA ERFMERWE, EETEMEZERRIESR TR , &
LUREFES |, EEER TRIEMNEIEE, & , B LlResendValidationEmailf£ A APl, SDK
o CLI f£fAValidationDomainZ#i# T A, {ER , ResendValidationEmail #ERHig
EWRIESXATZERAA , T2REFEERHM Amazon BRABF ( ARN ) LA TR K
IEBFHi, BXEHFEBERRUDRERARIEENEERKZWRIE DL FHR4aT , FLTAEA

ResendValidationEmail,

® Note

£ 2020 F 11 Azal , FPRAFRIETRE , ACM iR — 4 B o & F A FEAiIEH,
{58 A L B () (2 R 1T B9 OE SR AT 2R MY B P ROE B8 F BB I TR BRI E Ko

- £ ACM API = CLI , & LR SIS S B iE RN AT BRI B Fof 4 ZIX BTN £ APIH
A RequestCertificate #4E#) DomainValidationOptions Sk #EE ValidationDomain
#{E , ©= DomainValidationOption Z£H MK G, £ CLI # , £ request-certificate ar HHY --
domain-validation-options ¥4 ValidationDomain BY{E,

Y FAFIEH Amazon Certificate Manager

MREENF R BCIENINEFAE CA Amazon FA8F CA , Amazon Certificate Manager (ACM) A LA
FEAEENAAERMIZE (PK) FEANIER, CA TRENMNTENKS G | bR HMIKS SEH
2, BXOUBABUPTMENENEER , BSHAELBIERMEIM,
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BRINERT , AE CAEBENUEBTZEME , ACM FAXFIIX LU BHATEAERNNKIUE, Hitt , &
BERMAREER , REPREIEEALANTF IREEFETR.

FAE ACM iEFIEE X.509 trfE , HEBLUTRH :

- B XIFERAFTE DNSHWEBEH. BXESZER , BSH #3E,
B WTFME , EBIEFAEENSINE 2048 i RSA, 256 { ECDSA = 384 {i ECDSA.,

(® Note
EENZHREERY (RSA 5 ECDSA ) 45 CA ZREAMNE LR FICH .,

- BRE  BMNEBNBERPN 134NA (395 X ) o LENRBIELMRAGIESNE R B BAHEE
TERNWIEBERBH , BNEHFERFEY
« &1] : ACM 2% 11 MABZEHBHEITREIES,

ATEZXRXFEPNABIERMRNEZEB HRE :

o IEBMENEEVREDTARSEER .
o IEPBMENEFAE ZEAE ELIE RSA 2048 = RSA 4096,

(® Note
ERFZEEANERTE , HFAE CA LENIEBFEERILE.

HFXE ACM FABIUE B M Amazon Private CA
ELLTHEERT Amazon FAF CA |, BRI LUERAX ACM IEBHITES :

- B—JkF : &8 CA MM A K Amazon Certificate Manager (ACM) iE# % F & —4 Amazon Ik F°
H,

ERAEKF WAL , Amazon A8 CA BB R MHE ACM RZ X HEFoIE, REFMEIE
IERHNPR, X2 Amazon A8 CA API ##{ECreatePermission=f, Amazon CLI &5 create-
permission THH . KEHEERXENRPELEATMAIERN IAM AP, 43/ E,

- BIKF : XEW CA MMAKH ACM IERNTFRER Amazon Ik, HBIERFAENKS EHET
X CA B9 1R AXBR o
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EZABKFE XML , Amazon #A8 CA BB R XAJUEHA Amazon FAF CA API
YEPutPolicy=lan % put-policy FFE TR K MM MNE CA.  Amazon CLIZREEISEH K = /2
T3 CARITERBRNERLR, BEXELEL , BSHAEETRRNERAT ACM Private CA,

B HREER ACM RERSKEBKA® (SLR) , LMEENE4ES PCA FHHEITRKE, ACM EM
KE—MNEBRTEZICIE SLR,

ACM TJEESETRE , EEERELNIKF P REFE SLR, MRFER iam:GetRole XRE
WERTFEKFH ACM SLR , MR SLR EFaBAEHRT. MRETBARRYE , BAERSE
WK EERTREEER T iam:GetRole ¥HE ACM IR , ENEHNK/, 5 ACM 1TE KL
AwSCertificateManagerFullAccess Xk,

BREZER , FERAERSIHEXARHT ACM,

/A Important

&MY ACM IEBBME R Amazon RS ENKEK , REFEEAFILIT. BHX ACM XFKFH
RIFAES , B5H 5 ACM SRR RS

£ R ERIEFABEIEH Amazon Certificate Manager

BERBBIULES (2F5)

1.

& F Amazon BB $|& H Ehttps://console.aws.amazon.com/acm/ZK AT ACM =& &,

EFE RIS,
£ Request certificate ( iERIUE$ ) TWE L , 1% Request a private certificate ( I RFABFIUEP )
*ﬂ Next ( -F_jj ) J’j\é%%o

fERMEAEEAEL B9, L& EBMEIIT R | AERE— N TRGEIES
CAs. M CABME—NKFHEH , M ARN B H AL AHERIES.

WIS RAEX CA MFAES | USRI ERE T EHM CA ;

. A

« YA% (CN)
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_PutPolicy.html
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« 4443 (0)
« HLERT (OU)
- Ex/XE# (C)
« MNEE
- FIEHER

4. 7 Domain names (& ) #% , RABHHE, BANEATLREHRS (FQDN) (Him
www.example.com) , REREFBZRIMIIEF A ( HlI0 example.com ) . FEAIAEREM
NEBFEAES (*) ERNBERARRFE—HPHZS N ESIER. i, *.example.com AL
R4 corp.example.com #l images.example.com, BEFEMHTFERE ACM IEHH
Subject ( £ ) FERHM Subject Alternative Name ( TBEREH ) FEH.

(® Note
BERBEMLERE , 5 (*) LT TEHENKEMCE , mERERP —NFEHR5,
f5lzn |, *.example.com AILA{R#H login.example.com #1 test.example.com ,
{EFBERY test.login.example.com, FEEE , *.example.com {X{RI
example.com 71 , MAFRFPBEEBTN ST (example.com), EFIHRIF=F , ES
FT— NS

=;HE , i%#F Add another name to this certificate ( BIIERRMBE —NEFH ) |, REEX
AEFEABZR. XX TR IEFEHRNRIE (5120 example.com ) X EFi5 ( 4l
* example.com) EEEH,

5. HEHEENP  2FE-HEX,

BXBHBEREENEE |, B2 I Amazon Certificate Manager &IRAINRE,

6. 71E Tags (/3% ) &EFEH , BALUERNIERRMZL, HREZREX , AEIRBIRMEAL Amazon
TR THE. BXx ACM HRZEZSHMHRUARE X MAECIZEIEBFEIERRNFZENHEA |, 15
2% A Amazon Certificate Manager & RN IIFRZ

7. % Certificate renewal permissions ( WIEBZLEITIR ) &85 , WIAEXRIEBLITNRNBEH, XL
WERAFBEHEITFERAFE CAZEBNAE PKIIEH, BEXEZEER , BSRERSEXACH
+ ACM,

8. RMUMELFERFER, &EF Request (ER ) . BHANEREIERIER , BUUEHFEENILE
Fo
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® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

BERFAEIES (CLI)

£ request-certificate an 57 ACM HFERFABIEH,

® Note

LYIBERH CA XBMFAE PKIEB AT Amazon Private CA |, IEENZXRE XK ( RSA =
ECDSA ) #4715 CA Z4AME LR P TE,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

e s EF G I Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZSHIFRAT , ACM 2ELBRXERAHRE CA R AFRKRSREKAE (SLR) MM EAK,, SLR
AW BFHEZITEMEANLREEHILES, ERE SIR BREFHE , IEAUTHTENR IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMREE SLR , v i HH M ELCM TR -

"Role": {
"Path":"/aws-service-role/acm.amazonaws.com/",
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"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOOQ0OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:417",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

},
"Description":"SLR for ACM Service for accessing cross-account Private CA"
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"

WRRD SLR , TEHF/ESKEHERA T ACM,

2 1 Amazon Certificate Manager FAFBIE$

B LS HAMARWIES , Amazon #AF CA UMEEFE PKI IRFHNE M A ER. SHOXHS
BUEH., ERHENMENILEER, EXHSLNRLFHE. BXNEZEER Amazon #AF CA |, &S
¥ {Amazon Private Certificate Authority A 18R

(® Note
TR H ACM RERGF AN , EHTRESHLAAGEELHELEEN.

£}
- SHAFIUD (2FE )
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- SHIBIUEH (CLI)

SHALBILES (2FE)

1. &% Amazon BIEI2 %A HEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM & &,
%42 Certificate Manager.

ERES HOIEPEERE,

EESH,

AMAFBALERANED,

o bk~ w0

(@ Note
BIREMBIEERN , BASEAR A $H % ZHWEM ASCI FH.

6. %£$® Generate PEM Encodings
7. BALURHES, WEREMMERAESNTANES , HENSNIEE Export to a file .
8. IEETHK.

SHAFIEH (CLI)
£/ export-certificate P S HABIEPMNAERH. STHOR , BLAEEZRE, AITRERZS

%, BEAXHRERSEREEFHEENSHD  AREYRHXHRERZDEE, XFALUPRLR
BE#ERSHLIERP , AP LEERAZBNEMATIRNE,

(® Note
BEREBHXHEABUTRLEFER, SN TR EZB XM

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RGeS ERER jq AMERA PEM .

[Linux]
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$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

X2 base64 HwIBHY PEM BRIEH , £ BEEFHENMMNENFAERA , W TEBEZE TG R

MIIDTDCCAjSgAwIBAGIRANWUFpGA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAW
EZERMASGA1UECgwIdHIvbGIsb2wwHhcNMTkwNZESMTYxNTULWhcNMjAwODESMT cx
NTU1WjAXMRUWEwWYDVQQDDAX3d3cuc3B1ZHMuaW8wggE iMAOGCSqGSIb3DQEBAQUA

8UNFQvNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS83j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqqga/
61FM6iw2IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iJLRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiGO9w@BBQOwSDANBgkghkiGOw@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Ragd j2WH+BCO4SZWNH8kxFOC1E/GSLBCixv3v
+Lwg38CEJRQILdpta8NcLKnFBwmmVYs90V/VXzNuHYg==

ENMAEATRERIXHS , B > EECRMMNE LERAF , NTERMTER,
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$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt

FHE$H S A Amazon Certificate Manager

Bk T BBiF Amazon Certificate Manager (ACM) $2t# SSL/TLS MER4\ , BIE T LS AENIPIREN
E$H, AmazonfEHREEMITIHIRENERSIE : LEMNFE=ZHFIEBMEN (CA) FREUED , RNEMH
ACM M EKIIEBTEEHRZEHNRBARFBEER,

A U S ARIES A FEMAS ACM £ Amazon i . £SANIERS ACM REMIEBH T
FHAMEE , RE-NMEZEHII : ACM F2RSFAMIERRBHIEELT,

BEZITSANILESD , BUUMNEBR M ELREFLES , RAEFIRHEEHSAZ ACM. LIRER
RBIEPEIXEL R H Amazon Resource name (ARN), B , B A AS ALFHWIER. AIUSFAZ
MNEEMEEANIES , BEXIRHEENS A,

/A Important
BEENARERS ANIESNEE A HAEUERIT R EITIEH, LALER Amazon
CloudWatch Events 7§ ARUEBENFF R M ZEBH , MIE{LIKES. BXEZER , &
&7 AL S# EventBridge.

ACM HHFFBIE B H XU RR , BEESANIES, EFE—UEBAFTFE Amazon XiEH
Elastic Load Balancing fA#5#88 , ZX [ ZIEPSABFEANETNXE. E7E Amazon LFEH
iE$ CloudFront , BATHHSAZERT (HFRLILED ) X, BXEZEE , #5H ZEFNKX
o

BXRNAFHER S AE ACM HNER , BERNTEE., MREERSALERRE , ESH EHS
£l

« A ACM EHBHEREH

- EPHBANSAER

- SAUEH
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- ENSAUS

S A ACM IEHHY o RS

ENBZA SSLTLSIERES AT ACM F |, BATIRBIEPREMERB, ES AHIEAmazon iE$H
MAENK (CA) SEMIEH | BESLASRBIUAPNAERENLERH. CHNIIPSIERARTEHE
R FTE S,

NTFARESANILES , LABEMZEEZNBHRD. ACM IIFUTEX (ESHN API B )

- RSA 1024 {i (RSA_1024)

- RSA 2048 i (RSA_2048)

- RSA 3072 i (RSA_3072)

- RSA 4096 f (RSA_4096)

« ECDSA 256 i (EC_prime256v1)
« ECDSA 384 {i (EC_secp384rl)
« ECDSA 521 1 (EC_secp521rl)

SEEBUTHFAER :

« ACM £ RS R AFREXIFNEENZRAXNNEERRKE. Hl0, CloudFront XX 1024
fI RSA, 2048 fi RSA, 3072 {i RSA # Elliptic Prime Curve 256 %40 , ™ Application Load
Balancer Xx#f ACM REENMBEE X, BXHFMEER , BSHEFEANRSH X,

. IEHMUFE SSLITLS X.509 ARk 3 if+, SHFIENEHR. ML =LRTHEE (FQDN) 5 IP
it AR BEX KM ERER.

- IERBAUHEHENILEZRAEEE , WA HMAK CANMERRALE., EXARELERS |, Z
AEFATBES 5KB (5,120 FF ) , HESTARME,

- MRUFH CAZE , HEGERREMAIEDE , NZ8EX4MXA PEM &8,

c EPESANSARERN. BEUEPHNERPTRZAHERZE , TESAULEF. NotBefore i
FPZEREEEMHNTTHRAE |, NotAfter ZREEERHNLE R B H,

- FEENEIEBME (EH. REFHAMERE ) HIXA PEM #iB, L1&k DER BN E2SHK
HiR. BXEZERURTS , BZHA EBHNEANS AEK,

« BIT (EFSA ) EBE , IREMSANILERFRBT R , WFEZERM KeyUsage =
ExtendedKeyUsage ¥ E.
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« Amazon CloudFormation FX#ZFFEH S A ACM,

UEBMZHNFABN

ACM ERZ 8IS AIEH, IEREMAERE (MA) |, HPEM BN ESMNA4#HITHB, PEM
L& Privacy Enhanced Mail, PEM #XZE A TRAIEH, EHER, EHENEH, PEM B X
HHRBETREERE .pem, EXHIERFIER,

(® Note

Amazon FIZE A F#E PEM XHREMIEPEXNZARRF, UTREEKE T8HXAXY%R
EESH TR RIRE, NMREFTENTESENES (HINERXHENDIRINEFYS ) |, BT
DERASRFNFIRIE (40 OpenSSL ) .

THNREINETESANXHEER, NIREENXHHEEREHXEAN , BEAXRREERFEA]
TR (FSHFA) . EE  MREIRBERE PEM XHEPNEAZR , REQESTHRE
AIN—ANRBANER , WAEH, IERERBERHRLH.

Example 1. PEM 4B YL+

Example 2. PEM 4&#3 Y P 4%

—MEPEITE PRSI MEH, BAIUFEAXAEREESE. Windows B copy iR Linux B cat a8
TRREBXHFEEEIED, ERXTIRINFEE  FE8MEBHERANIT—MESB. UESARE
P, BREEFRIER. ATREASE=ZMIES , BEENIERETHEIEELRELHIES,

/A Important
TEFIEBERTEHEEF,
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Example 3. PEM 43 I FAE B 4A

X.509 frA 3 IEREANERAEE, EOIE X509 ik BHIUEBERN , FERECNELT-LEHH
XNt BAERNEEMBRAUR D, XPEZARETLEPHERP, BLARERERBKNLEER.
ESALBHEELEEZR. TEHFRHANE, TENRANTE - RSABEEH.

THEHHNREINE - PEM mENHEHELEZH. BESUBRBANARX , TRTEZESHR. W
REEBZHIR , ACM 21ES AS T2 AP bt 22 47 B RF =M BR

S AULEH

BEILAEA ., = ACM AP FGAZBIRBIIED ( BIE=AEERSEHEIEHNIIES ) FA ACM,
Amazon Web Services Management Console Amazon CLIA T EB G &R R 7 WA Amazon
Web Services Management Console #1 Amazon CLl, MIEM A HELIREUEPHREF A ELRIERENT
B2 M., Amazon

/A Important
BB B EESLIARRE 5 A ACM IEBH FoRF M.
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SA(EBHE)
« A (Amazon CLI)

SA (EFE)
LA 74505 BA 20 e F§ Amazon Web Services Management Console§ AiE$,

1. 7Ehttps://console.aws.amazon.com/acm/ZRHITHF ACM £#l&A., MREREHXER ACM , FE
# Amazon Certificate Manager ¥7@8 , H&EFEH T A K Get started ( FRFER ) &,

2. EHEFAULH,
3. HITUAT#RE

a. XITF Certificate body , ¥ ES AH PEM RIBIEH. BRI ----- BEGIN
CERTIFICATE----- FFLHBL ----- END CERTIFICATE----- 2=

b. X{TF Certificate private key ( IEBREEE ) , MWIEBH PEM REHRINBILE L,
ERE ----- BEGIN PRIVATE KEY----- FFLHLL ----- END PRIVATE KEY----- g
Bo

c. (™) X F Certificate chain (GE$H4E) , ¥ PEM 413 #YE 4%,

4. (Wi ) ZEESARERRINRE |, BEERE, HMEREDELS Amazon FRIIRE, MR
EHWMISELWN— /\%’Eﬂ]—/\—hﬁﬁo —Iuﬁﬁﬁxxﬁﬁﬂmﬁiﬁﬁiﬂﬂﬂ% Amazon B8,

5. & Import (§A ).
£ A (Amazon CLI)

LU R4 BA 2 el 6§ Amazon Command Line Interface (Amazon CLI) § AEH, ROIBEUATE
I

- PEM RIEBHIEPFMHER N Certificate. pem B,
« PEM REHIEPEFMER RN CertificateChain. pem BIXHH,
« PEM REBHARINBIERPAFEHEER N PrivateKey . pem B XHH,

EFEANATRY , BRXGEERNECECHNHE , AE - DMELETHRAMNG T, NEETH
£, LT ROIEE THRITHNS REZEHE,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
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--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate KM TR , MFHRES AKIEHA Amazon Resource Name
(ARN)o

ENSAULES

MREBEATIEREHFESEM Amazon REXE , N UEERB P EHFS AZIER , FArHR
BIRBIEPE Amazon fREXEt. X5 ACM £ Amazon RENEZEER |, B5H5 ACM £/
RS o

EMSAUERR , ERAUT &R :

o« BT BURINEMIBRIBIE
o BREMREBHHREES.

« WREFBSAWNIEFRFFHE Key Usage ( BHRE ) ¥R , B LURINFRY RE , BT 8EM BRI
BNy RE.

- MBS AW FFE Extended Key Usage ( I REHRAE ) 7B , EALURMIOYT BE
B BRI BE.

. BREBAANTEEL,
. TR B S A BRI,

F&
- ENSA(EBFA)
« EFS A (Amazon CLI)

ENSA (EHE)
LA 7= 45135 B8 n{a] 55 - Amazon Web Services Management Console E#T S AEH,

1. fEhttps://console.aws.amazon.com/acm/ZR 3T FF ACM ZH| &
2. ERYIERFEEHSANILES,

3. FTFEPBIIFEME BB H %R Reimport certificate %4, MRBEE Bk FIEP B EZLHIEFR
EIRIUER |, BT Actions & E#Y Reimport certificate.
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4. XIF Certificate body , #i PEM w15 A & SRAEIEF,

5. XIF Certificate private key , ¥t SUEH LB HEAXKN PEM RIBHRNBILEZR.

6. (Ai&) Xt F Certificate chain (UEH4%) , ¥50E PEM wEBMVIEF 4, L PSS ERMEPERITIESD
AR —ANHEMEBUARBILEF, WRESANLERLREBTOEN , UAFEEIEHE,

7. EFBEXEMILEPHNERE. WREEHIR , Hi&EF Reimport,

E#HS A (Amazon CLI)

LU R4 BA 2 el 6§ Amazon Command Line Interface (Amazon CLI) EF S AEH. REHBREUT
LI :

- PEM RIEHIEPFMHER N Certificate. pem B,
- PEM wBHIEPEFMEER N CertificateChain. pem B4,

(XERFABIUEP ) PEM BRI R INBRFIAE ZEAFMER N PrivateKey. pem B4,
- BEREENS ANIERH ARN,

EEAUTRA , ERXHER ARN BN EACHXHEN ARN |, HE—MELTHRAMEMNS
To NEETHER , UATREAEE THRITHNSZS RN,

(@ Note
EEHMSALSD , BYLTUEEILEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MR import-certificate A HEINTR , MFHRENEHH Amazon Resource Name (ARN).

5| EERYIE$P Amazon Certificate Manager

AT LAEA ACM #5153 Amazon CLI 5l iH ACM EEMIEH, EHAE—IMREPRSAUSIH
500 MIEH , CLI &Z AT L% H 1000 MIEH,
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e & 5 HIEH

1.
2.

ITFF ACM £#|& , Mt A, hitps://console.aws.amazon.com/acm/

BEFUBIRPHES. EUUAERAELANTBIKS TR, SMEBSE—17T, MABERT
NENMEFERATE

« Domain Name ( 5% ) - i BT E£BREEE (FQDN).
- Type (EH ) - iEBHRAE, TJEEMEZFE : Amazon issued ( Amazon BEMME ) | Private ( #A%F ) |

Imported ( ES A )

« Status (IR ) - IEBIRED. FEEM{EBFE : Pending validation ( FFRIE ) | Issued ( BEME ) |

Inactive ( 3E5E3 ) | Expired ( 2338 ) | Revoked ( B %4¥ ) | Failed ( M ) | Validation timed
out ( IIEHERT )

« EEMEA? —ACMIEHRESEW Elastic Load Balancing Z3£# Amazon RS 31K BE =,

CloudFrontfE AT A2 No = Yes,

- Renewal eligibility ( £&iT %4 ) - HEPI@EEIHE , ACM BB AABZEITIEH, AR

{E7 : Eligible ( H&4% ) | Ineligible (RBHEHE ) o BXEHRAN , FS0 FHNEEUEBLEIT

Amazon Certificate Manager,

BEEE2EH A LANKRERENE , ZUAMAENNHLERNIERHE, EERAABNBHRITAR
UREREMESFR. UTHRFRAA :

- Additional domain names ( Eftigi& ) - ERFITEHN —IRZNEE ( FBEHEH) -
« Requested at ( FE3KREtE ) — ACM & RIEHRIATE,
* Issued at ( MARTE ) - MAMEBHRE, HESMERTF Amazon MEAWIES , TERA TS AN

UEH,

* Not before ( FRF ) — IEBEKZBIHIRTE,

* Not after ( T8 T ) - BN BAIZFIEBER,

« Revoked at ( mEEATE ) - XN T EREWIES , X=IERENE,

- Name tag ( BFHRZ ) — BLIEP LB Name HFRZWE ( MREEXHENRE ) .

« Renewal status ( Z&iTIRA ) - IERBFERETHRS. RERBEREITN , BFRFI2ETRHE

B{E. THEEME R : Pending automatic renewal ( ¥ B314£1T ) | Pending validation ( 1$31E ) |
Success ( Hh ) | Failure ( XM ) o
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® Note

MIEPRSNERAJEFTEHR IR gEEN, WREBFE , MIEBERKE 72 PEE
i, HESTMAFTFHREE MR RELITIE

Page size ( MEKX/D ) BEETIEE T 8N EFIETTH LREWIERHE,

BXRURLERHAEENESEE
B HERIES

&2 &/ Amazon Certificate Manager if $i¥15.

& fE A Amazon CLI

£ list-certificates @85 H ACM BEMIEH , MU T RBIFFTR

$ aws acm list-certificates --max-items 10

WRIRERLTTXHEES :

"CertificateSummarylList": [

{

"CertificateArn":

"arn:aws:acm:Region:444455556666:certificate/certificate_ID",

"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [

"example.com",
"other.example.com"

]I

"HasAdditionalSubjectAlternativeNames": false,

"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"
1,
"ExtendedKeyUsages": [
"NONE"
1,
"InUse": false,
"RenewalEligibility": "INELIGIBLE",
"NotBefore":

"2022-06-14T23:42:49+00

100",

B AR
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"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T719:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"

|

FigERT , RIREIEH keyTypes RSA_1024 = RSA_2048 HEELF—NMEEHWIEH, EEF
FRENEMIES , FIOTHIERHEATREEZRUKRPIES , FRM --includes 8, WML
TROIFAR. FIALKSE , BRI LEERIESE LMK A,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

& & Amazon Certificate Manager iE $i£15

BT LAER ACM 4| A 55 Amazon CLI H B XERIEP ¥4 Tz,
ERFAFEFIIPEAER

1. $TF ACM 2% & https://console.aws.amazon.com/acm/SA B RIEHE S, BRI AERAA LANRT
& 58 % TE B,
2. EETRFEPHNFATEIE , HERFBIED ID, LEFTHFATE , HPERUTER :

o IEPRE
« Identifier ( #RIRAF ) — WEBHY 32 F 7 + 7538t I —FRIR A
« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID %=

# Amazon Resource Name (ARN)

« Type (KE ) - xR ACM IE B EE RS, AEERV{ESR : Amazon Issued ( Amazon B
MK ) |Private ( #AF ) |Imported ( A ) o« BEXREZEE , 1S H Amazon Certificate
Manager 2 #iF P = FiE$5 A Amazon Certificate Manager,

o Status (IRF ) — IEBIRS. ATREMEBFE : Pending validation ( E&FRIE ) | Issued ( B
MA ) | Inactive ( IESESN ) | Expired ( 2338 ) | Revoked ( E 548 ) | Failed ( X ) |
Validation timed out ( RiE#AT )

« Detailed status ( F4IRA ) - MA S AUEHRY B HAF 6 8]

L] iﬁ

« Domain (18 ) - IE BRI LREEE (FQDN),
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« Status (RA ) - BRIPRES. AIBEME2HE : Pending validation ( Z#FRILE ) |
Revoked ( E/m4%H ) | Failed ( 1 ) | Validation timed out ( B iE#AET ) | Success ( B Zh )

- HHAEER
o FHEMEA? - iEBREEAmazon ERRFX<E , AIREMNESE : Yes (=) INo (F)
- Domain name ( B%& ) - iIEPWZT2REZE (FQDN),
« Number of additional names ( EttZHHKE ) - I PN EHBERWEFE K
« Serial number ( F5I& ) - iEBM 16 FH+REFHFYS
« Public key info ( ABZER ) - ENBHN W IR E L
« Signature algorithm ( £ &% ) - BTN IUEP#HITEBNMBEE,
* Can be used with ( AIBLAT ) - XBFEEXLESHMIEFHI ACM ERIRS FI&
- Requested at ( E3REYE ) — M A ERK B HF 686
« Issued at ( REIE ) - FAF BHEAMESE (WREA )
« Imported at ( S ARA ) - S AR BHAMTE ( MREA )
* Not before ( T2 F ) — iE BB KHARYFF 158 ]
« Not after ( T¥F ) - UEP#Y Z/HA B HA R AT (A,

- Renewal eligibility ( £Z2iT%#% ) — AIBER{E R : Eligible ( B%# ) | Ineligible ( ZBEH ) -
BXREEAN , FSHE PWFEEIERLIT Amazon Certificate Managers

- Renewal status ( ZiTIRA ) - IERBEREITHRS. REEERETR , kFBEFT2ERH
BEHEE, AAEM{ER : Pending automatic renewal ( B 314E1T ) | Pending validation ( &
iE ) | Success ( B4 ) | Failure ( X ) o

® Note

NIEFRESNERARFER PR FRER. MRBRFRZ , MIEHFERSKE 72 )
BN, ARSAMNKTREEMRFEITIE,

- CA-%% CA® ARN

- BRE
- B
- B
- Validation state ( BUERAS ) - MRER , TEEMENR -

F=g
J 7N 77N0
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« None (%) - iEBATHE PKIRBEZE , FHEERIL,

EEEITIPFMEES , BFH Amazon CLI

FEAPEREPDERIIPEFEMDES , ML TH SR : Amazon CLI

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

PN
Ap T

RERETFTXHES :

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",

"Status": "EXPIRED",
"Options": {

"CertificateTransparencylLoggingPreference": "ENABLED"

}I

"SubjectAlternativeNames": [
"example.com",
"www.example.com"

1,

"DomainName": '"gregpe.com",

"NotBefore": 1450137600.0,

"RenewalEligibility": "INELIGIBLE",

"NotAfter": 1484481600.0,

"KeyAlgorithm": "RSA-2048",

"InUseBy": [

"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{

"Name": "DIGITAL_SIGNATURE"
Iy
{

"Name": "KEY_ENCIPHERMENT"
3

1,

"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:do

:5b",

EF EBFAER
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"Issuer": "Amazon",
"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

I
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"

il BX R B EB AV IEF Amazon Certificate Manager

B LAER ACM #2414 3 Amazon CLI Ml BRIE$

T BRAE 45
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/A Important

o BIEMBREEREM Amazon RS EAK ACM i+, EMREEFEAMNILS , B840 E
i BRAE P < B, X R2ERAEXRSHEHISTH CLI ST

o MIERBHFAFIUEBMEAM (CA) MEAWIEBX CAREEM, FFHEHN CAXNRA B
ZIMIBRZ CA ik, BXEZEE , 2 H (Amazon Private Certificate Authority F F 38
) PHBBRFAFIES,

{5 A 42215 & M BRALE

1. 37 ACM H|A& , Wit A, https://console.aws.amazon.com/acm/
2. FEIERFIKRF , &P ACMIEBN N EENE , RF1EEF Delete ( BIER ) o

@ Note

BEFEENFIRFFHNER , BEERNIEBAEARVUETR, EAURKRTANHNERE=
ATRERRF, EE R LAER A LAY TTERN LS ITNES.

EMIRRUE S , EFEA Amazon CLI

£ delete-certificate R FMIERIES , WA THHFIR :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID
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R FEE UL EEIT Amazon Certificate Manager

X ERI B Amazon AR SSL/TLS WE$H , ACM R THELKIT. XEKE ACM FEHZITER
U ( WMREEER DNS BiE ) , REEFET B @ EREBFERFELH, W TFLEMIE ACM ik
B, MEHXLERS

B EET , BERERUTILR

- MR EH Amazon BRE ( #l40 Elastic Load Balancing 5 ) #85%<Ex , MI%&F4& % 4§ CloudFront.
- MREREMARLRETESEHN , WAFEEH

- MR RESAA ACM RequestCertificateAP| & RG-S HE S H M Amazon RS KB FAEIIE
B, MFEEH.

- MRTRBIZEEEFEMRAESH , RERSHM Amazon RFKEMALBIES , NFEH
.

- MREEBIIEA Amazon FAH CA IssueCertificate APl A WFBIES , WA FEEK,
- MRRSAMIUESD , WFRFEEH.
- MRETH , MRFEERHEF

WA | EATR BT SEFRCEE B XM Punycode ER :

1. Ll“<character><character>--"#& =\, 7 L 1915 B S M 5 “xn--"— B,
2. Blxn--"FF k9 B th A —R B I EBRLIE B .

Punycode /=4l

& R ORE AT EE
1 &4
2
examplecom & A& v F & LL“<character><character>--"FF sk
A A
a--exampl TiE TE v 7 2 Bl“<character><character>--"F 5k
e.com H )=z
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A I AE AW AR
w1 FH
2
abc--exam & T E v 72 Bl“<character><character>--"Ff 3
ple.com A A

XN--XyZ.com 2 = v B ERREE (B4 ) fE.com )

XN--examp 2 " X AREMNEPFRMLEZ
le.com

ab--examp B ra X DA LA “xn--"FF 3k
le.com

% ACM &ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, A , ACM iEH 2 Xigtk
RIRo. MREEZAN Amazon KIBRER —MIABRVUES , WMEMEFH EBLIEIRELAT,

FR

« £17 ACM R EBiE$

« FABIUEPHLIT T Amazon Certificate Manager

- REEPBNEITRE

1] ACM N BiEH

EMESEENAFEEESRE , Amazon Certificate Manager EEZIIBABEC RIBAFAE SR, X7
LB DNS KiF s FERAFRIEM AR 1T, HIEBFELITH , ACM &FEAZZAHERNMERES
EREMBIUECHAMENR, UTEEHA TEITIEEZTHER T IENG.

ES]
« Z1T181d DNS KiERYE
o« ST A B F BB IR U AY 35

£17B DNS ik

T HRAEA DNS BUEMAR ACMiE+H , REZITRZELB3LH,
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IS HARI 60 K , ACM @R EUTE&ITHRHE :

- ZIEPBEBIEHFRED Amazon RS FEA.

« ACM BRI FrE 5% DNS CNAME 123k ( BMNE—EBRABH— ) BEEATUBL A H
DNS 1A

MRBRXERH , ACM FIANEEZ EBELRIEHZITIES,

MRELITHRTEEHRIEEE (Bl , BFFE CAAIER ) , ACM £K3% Amazon Health
EventBridge 4 Amazon B, XLEEMHFEIHE 45X, 30 X, 15K, 7X. 3 X1 XK
#., BXEZER , BH5H L Z#EX ACM Y EventBridge 3%,

21T A BB F BRI UE RY 33

ACM EHHBRHN 13 1MNA (395 K ) » KITUEHFEEHMBENITRIE, ACM KTEIEHEHIAF 45
RITHRE SZE KRB B FER A it X LITT B A, ZBHMLEE —MER | A E TR L ZEE
BATET . RIEAMESIHMER , ACM 25K EHFHME ARN WEITIEH,

BXREIFBHFEHMEZEER | i3/ Amazon Certificate Manager BT BB,

ETHNAAREREARNEERIEBFIR4 , BSH E31%IUE Amazon Certificate Manager BB F B4,
BB 37 &5 I8 IE B8 T BB 4

EBERIEPRI A ENEERE T B FHHRIESE ( S RAmazon Certificate Manager B FHRFIRIE )
M AT LAEF Amazon Certificate Manager AP1 3kiE5k ACM & &% A TIE 41T /Y1356 ik &8 F iR 44
BRELTER THATHIRE -

« BEAER ACM IEBEE AN 2 8B FERH4R .
« BRNEPNETTRENEEFRIE. AXBELEPNEITTRENEE , BERRBIERHNEITRES,
« BRIBBIHFEERE ACM RNIEPLET RIEH R IR EI0IE B F BB,

ENBIUFE FIM A B EEREIERERPROEENETRNE , JEAER ACM API F
MResendValidationEmaili&4#E Amazon CLI, = Amazon SDKs. ACM &35 8 Fif4XIZZIEENK
s, &aLUBEE E X3/ X 18 Amazon CLI Amazon CloudShell 5 485 F & 17 7133 S 288 U Y o

FR ACM Eft RS EHINUE B F o4 (12H &)

1. TERFITFrhttps://console.aws.amazon.com/acm/E Amazon Certificate Manager#ilo

B8, F-HR A3 IE R4 1.0 55
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2. EBRFERIEMIEBAUESP ID.
3. i%# Resend validation email ( E & IXRIEE FHBH ) -

ER ACM EF KA FH R B FHR 4 (ACM API)

£ ACM API| A fEFiZResendValidationEmaili{E, EXfERT , ZBIEHHN ARN, EEFFHRIE
IR B EE E AR ERUE R E FER AN IS, LU REEBIMER Amazon CLIAITIZIRE, LR
Bl B ERITRLAME TR,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

FBIEPHEEITF Amazon Certificate Manager

MR BNFE CA ZXER ACM iEPH Amazon FoH CA BRERHEITRELT . ELFTFREME ACMIEH
@, 8 PKIWEBRAFERIE, HEERAETIREETFEETFLRANNE CAILEHEE , Bis
BMEE.

® Note

REMEH ACM 24| A5 ACM API 8 RequestCertificate IERBRIEP T HFARLELITR
##, Amazon #,8 CA {#H Amazon FAF CA API HissueCertificate R EEIZEM X W IE P H
ACM B,

HEENEHIER 60 RIS , ACM 2 BHZREI, XBFEFISHMLEMNIES (Hlw, £X
wHIEROHP ) . B/ ATLIFERER ACM API B RenewCertificate #R4E58 HI4E1T, BRBHILEITHY
Java SRRURHGI |, ESH LITIED,

&ilg , ERHEFIRSHAXNBOT LR

« MRIEFEE ACM ERRSEFE , MFEPFHFRIFIER , MEEFHNEFBE,

o MRERBTE ACM EFFREFZ)EK , EEEFBRESESHALTEEITWIESR, BRI AFHH
ITIXLEIR4E | AT BAFE Amazon B9Amazon Health#5 Bh T #1TiX L2 4E EventBridge , Amazon
Lambdafl FFiR. BEXEZEE , B2 B SHELEITWIES
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Bz S HE&ITRIES

UTEBREET —NROBERG R , BTHE ACM £iTHA PKIIEBR B3 S HIXEIEH, RGN
ACM RS HIEBREREER ; SHE , EBM4ARKEEBINRE L

EFREFE B3 S HIEH

1. B ( Amazon Lambda FF X &) FNTE , SIEZMEE —NMNEIH ACM S H API 8 Lambda
a. BIE—1 Lambda E#,

b. RNEMEHKLIE— Lambda HITHAEHFMUTEERE, ZXBATEHRPIHRBES
A ACM API BYExportCertificatei® R RLEITHIE B FFAEH

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

1£ Amazon F8IZE# N EventBridge , AFW ACM BTIRREH , HERNE| Lambda B EkAT
BAAZEE. ACM BRZZZEITIEPIRAALEA Amazon Health B4, BXXEBHNNESRE
B , 25 £/ Personal Health Dashboard (PHD) # &R %,

BRI T EHEXREEAN,

"source": [
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
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1,

"eventTypeCategory":[
"scheduledChange"

1,

"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

]

.
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. BREBNRRG LFHRRIEBRTREITIRE.

MXFE PKIEBRFEE XL

B A LA ACM API 5 Amazon CLI F3illif ACM B LT TEFRENEE., BXXAEM , Bl
BWIAEHIEBGES BT E ACM B314E1T,

(® Note
&R gEM X EH Amazon FAF CATA MG HEVEB LT,

LEERATEERK AP HRER CLI i HA , ACM ZREITIER. MRLITHKI , ACM 2EHE
Bt A APl P E R T HE, MRIEPEE ACM ERBFHEXE , NAHMBHIES , H
£ Amazon Events 4 £ 1T CloudWatch B4, MREITRK , ACM iR E 4R H B ILKEFMK
B, (&AM describe-certificate F T EFUFER. ) MRIUEPFREIERBRFZIHER , &
MAEEFEHSEHFHHHZRERR L,

/A Important

EEA ACM ££1] Amazon #48 CA IE+ , BU5EE ACM BRS EAR F 1T L ERERIINR,
BEXEZER , BSAMEBEITNRD AL ACM,

FHMRIUEBLIT (Amazon CLI)

1. {#H renew-certificate IE BLEITSHOFBIEH,

Wit FEEREIT R4 1.0 58
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aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

2. R, A describe-certificate S HINE EFZIEPHELITEAEE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FHWAEBEIT (ACM API)

«  XiERenewCertificatei®R , I8 EELITMIBIL B ARN, RS HZDescribeCertificatei® ¥
WAL PHEIT FHAEEESERH,

REUEPHEITRS

HEZHEITIERR , ACM £EIERHFMEEFIRM Renewal status ( ZiTIRE ) BEFR. EHAIMN
£ Amazon Certificate Manager ##I1&. ACM API Amazon CLI, = Amazon Health Dashboard &
BE ACM IEBHLEITIRAS. MBEMFEAEEE Amazon CLI, = ACM APl , MZITRAFT AR TESI
HEY AN T RERPIRSE 2 —o TR EA Amazon Health Dashboard , th& & RELUKE,

FEFRIERIT

ACM EEZ=HBHRILEBFHNEE. BXRESZEE , 55H £1TET DNS BirfvE, THHE—
HERF,

FHERIE

ACM BRI B FH — I REMEE, BATIITHRBERILX LS | BUTEKIT
I, MREHIXERBERANREFERHFRIE , FHEKR ACM RIEM B FHbM | HRIZB FHp4
PR EEEIMATRIE. MRZAIEAMNZE DNS Rif , ERELHR DNS BREFEA BERBNEREA
o

FX2h

ERHPNAEEBEERIE , B ACM&I] TiEH, THF# —FRE,
R

EPTHZE - MRS MEERRIE , Btk ACM RETUEH, &AL RMAVIES.

BEZIDRES WR7< 1.0 59
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MRIFH 5 H A Amazon BRS ( #l40 Elastic Load Balancing 5 ) 3<Bk CloudFront , S{&ZiEP BHZ
EBERETREESEH , WZIEBRBEEELIT,

(® Note

NETTRSNERAJRFER IR S REEN. MRESFE , WEITHERSE 72 M-
i, FESTMNAFTHREEERITERE. AXABHERY , FSASEIEBERADZ,

£
- RERES (EHA)
« REIRS (AP))
« REIRZ (CLI)
- i Personal Health Dashboard (PHD) 1 ZIR 7

RERS (BEHE)
TEGIRAENAER ACM 2HARE ACM EHHWEITRE,

1.  TEXRHFT Fhttps://console.aws.amazon.com/acm/ZE Amazon Certificate Manager#/l.
2. RBFEH , EFHFHAEFE.

3. 7t Details &85 &1 Renewal status ( ZiTIRES ) » MREBEFEIRE |, %8 ACM RIFHALLIE
PHRELZITIRE.

R EIRAS (API)

B XE R A DescribeCertificate R ER EIREH Java Rl , ESFEERIES,

KEIRA (CLI)

THEHH RGN BWMAER Amazon Command Line Interface (Amazon CLI) 42 ACM iEFLE1T #YIR

o

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

RERA (2H5) FRA 1.0 60
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EMRAH | EFEE RenewalStatus FERFAME, WREEEFZE RenewalStatus FE , B ACM
RIFBIEBIEELITIRE,

{# F Personal Health Dashboard (PHD) & &IRZ

ACM £ HA] 60 X=X BT EMN ACM EH, R ACM BEZBHEITEWIES , EREILESH
BFHEEMm 45 K, 30K, 15K, 7R, 3 XM 1 REEXAEPEITEHEL , FANEEEXRERT

31, Amazon Health Dashboard Amazon Health Dashboard & Amazon Health RS —& 2. R

FERE , FNKFTIBEIHARIENERAAFEAINUNESE, BXEZELE , 2 Amazon Health

AFEE.

(® Note
ACM FESZZITEHBEHEA PHD RALFHENSEH. BIEAHBLKBRN—NEA , E
BT A L,

EFH Amazon Health Dashboard , EH T TIE4E :

&% Amazon Health Dashboard at https://phd.aws.amazon.com/phd/home#/,
i%£3$% Event loge

X F Filter by tags or attributes , i%£3#%¥ Service,

%% Certificate Manager,

TR A

*tF Event category , 1%# Scheduled Change,

TR A

N o o bk~ w0 D=

{§ A Personal Health Dashboard (PHD) # &R % M7 1.0 61
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73 Amazon Certificate Manager &R PR

HRERETE ACM IEB D ENRE. 8MIZEHETE—NME N—1ME. EFLUERA Amazon
Certificate Manager ##|&. Amazon Command Line Interface (Amazon CLI) 2, ACM API &30,
EEDMER ACM IEBHIRE, BALUERER ACM 2558 ERWIRE,

BA L REBFEEEMERNBENFRE, Hln , EaLAEH Environment = Prod =
Environment = Beta HrZEXRNAZ/N ACM IEBRMIFLLUHEERZN ACM IEBESHIFE, T
REEBHANANEMEENIFRZH R

e Admin = Alice
* Purpose = Website
* Protocol = TLS

* Registrar = Route53

Hh Amazon BRtEZFRIC. Hit , BALLEE —HRES7BATEN R RAERXLERREEHE
Ko BN | BT LUFFRZ ( HlE0 Website = example.com) ZEI4A ACM iEH, &R URA
F example.com P34 E &R

F&
- FREBRE
 BEHRE

X PR F
UTEFAT ACMIEBRZENERES -

« BN ACM IEBH R RIRZEHE 50,

- RERBWREAKER 127 N7,

- REENRAKER 255 N F &,

- RERNEX D KNE,

 Alaws: BRFB A Amazon A ; BFTERM, REIPBREBRUAFLNIRLaws 1o LUIFF LR
Laws: it A& tags-per-resourceEL & o

s WREBHNEZSNIMRFMNBERPEARNFLELE , BicSHMRSATENATERNFRAEEMRE
Flo ESRZIRS X RIHY Y,

RE R MR 1.0 62
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« ACM IEBFRZEFR A AT H Res ou Amazon Web Services Management Console rce Groups FI#5ZE
RiERR.

£% Amazon FRiCBREIN —RER | FSE RN ERAFMIREE, Amazon

EERE

BT LAE A Amazon B2 4&IA . = Amazon Certificate Manager APl 7~ i0. 4R MM BRIRZ
Amazon Command Line Interface

BERX (25 )

& O] LAME A Amazon Web Services Management Console R0, MIBRSREEIRZ, &b LUAES G
£ TRRE,

AN INFRE
£ ACM 28| & 8E LTI BRIRE.
[EIEB R IPRE (BH &)

1. &% Amazon Web Services Management Console F7£ &R #$T Fhttps:/
console.aws.amazon.com/acm/E Amazon Certificate Manager#fl.

ERERNERNMESAIEPEZHET L,
EFHAEEERF , @ TRIE Tags.
22 Edit #1 Add Tag.
BANGSHERINE,

EERE

o a0 A w D

i BRAR
F ACM 24| 8B A T I ZMBRIFE,
MW@ﬁﬁg(Eﬁﬂﬁ)

1. &3 Amazon Web Services Management Console 3£ R H 3T F https:/
console.aws.amazon.com/acm/E Amazon Certificate Manager#/l.

2. ERERFREARERIESZRISXL
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RAriEmE

3. EHFMEEBERKRD , @ TRE Tags.

4. HRHRE.

5. MEREMBRMTEZEMN X,
6. MERERE

IR

£/ ACM £ 8 BE U TEBEERZ,

REINE (£2HE )

1. &% Amazon Web Services Management Console F¥ £ R H T FFhttps:/
console.aws.amazon.com/acm/E Amazon Certificate Manager#/l.

2. ERBRRBENIEHLZNETL.

3. HERFAFEERT , BTIR3IE Tags.
4. EERREE

5. BREEXNWIRENBIRE,

6. EEFRF

5B RIRE

£ ACM 2| & P E A UL T I REE S FERRE,

5 B RIS (12514)

1. &% Amazon Web Services Management Console 3 7£ 5 F13] Frhttps:/
console.aws.amazon.com/acm/3E Amazon Certificate Manager#l.

2. BEEEEFEA LANKEER

&
Rk FIEEE R AFIKFRZE,

3. EFREREIFERNIREZHEIRE,

BEIEIRE (CLI)

BSEUTEBLT B H Amazon CLIZ D

v B A ERFR

BFEIRZ (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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5 ACM SERHY RS

Amazon Certificate Manager X #FHM KM ZH Amazon R . BFEERNER ACM IEFHHFAE Amazon
B CAIEPHEEZREREZNMI Amazon FNAERF L,

(® Note

/NH ACM EP AT AR B E#E S Nitro Enclave B D% EC2 2l L |, (EFRERETIH M
Amazon £4l, EC2 X7 RiE#Z Nitro Enclave I &% EC2 324 Ei&RBIH T Web BR
SBRMNELR | BSHHIE | £ Amazon Linux 2 E &% LAMP MERSEHHRE : FHT T
Linux AMI &% LAMP MRS 25,

ACM IEBZUUT RS X5
Elastic Load Balancing

Elastic Load Balancing £ BN EZANARFRES BRI ZMEEE EC2 £4l, sz
TAREENES , HEREENKBAISTEENES , ERSTFAEENEFIIRE N L, Elastic
Load Balancing Bz BHBERALEBREUNNEARE. EXAHBOENESER , H5H
Elastic Load Balancing FA FF /.

BE , I TEISSL/TLS, load balancers require that SSL/TLSIEBRHLZEHNE , NLEERE
B #E5E/5 3% Amazon EC2 3£l b, ACM 5 Elastic Load Balancing SERAE g9 85 58
ACMiEH, BXEZER , S BEIE Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —BIM & RS , EBEINEKL G MERFEHNAR |, NiREFKLA
FoEABNBESNTATHEE, YRAAFBEREERNANERN CloudFront , iZ A F 4%
HEZERREMNLELE S, XETUBRIATEUARESERZANS. NRABZHIN T ZEEN
& , B HE CloudFront {4, MRABRHBAEZLENE , ISHEMNEERENRLEAR
SR A Amazon S3 2@ Web RE 88 % CloudFront 3%, HXxE %= & CloudFront , EZ [
{Amazon CloudFront F £ &$5r) o

EJ@EISSL/TLS, CloudFront requires that SSL/TLSIE B LZ AR |, 5L LT CloudFront
PERBEBIZEFHABTRL, ACM EEE£R , CloudFront MEE X 1THR LEE ACM iEH,
CloudFront BXEZEER , HSHIREL SSL/TLS iEH,
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® Note
EF¥ ACM iEf5—EEH CloudFront , BAMEEERI ( BERLILE ) hXFAFERSH
AZIEF,

Amazon Cognito

Amazon Cognito J#&H Web MBI NARFRES MR, RNNAFEE, AR AUERAEN
Amazon Web Services Ik EREFEER R , L LUEIE =7 ( HlaFacebook, M Eh, AT
FER ) BEF, X Amazon Cognito WEZELR , 25 (Amazon Cognito F X A REFE) o

L I&JF Cognito FA Fthlit & 7 £ Amazon CloudFront {X¥28% , CloudFront ATLLi% & ACM iEH
REFBEENE, EXMERT , BEE , DTERBREPRSHXRER , CloudFront ARG 3 8245 E
BRo

Amazon Elastic Beanstalk

Elastic Beanstalk A B R E R m BN EENARERF Amazon , MAXENEITIXER ARE
FHIERMZEN ., Amazon Elastic Beanstalk FR{X T EEE M, BRELENARER |, Elastic
Beanstalk ¥ Eai - BEXREME., NFHEE. FENSTRAKIENIEIFHMAEFS . Elastic
Beanstalk £/ Elastic Load Balancing fR &8I 2 /1 19#85. B Elastic Beanstalk WEZEFER
%2 Amazon Elastic Beanstalk FF X A R {5/

EEERBRIUEPR | BYAIIE Elastic Beanstalk BHlIAP N EHWNARFEEAFIGER, EXESE
B , 5B & Elastic Beanstalk MER f1 515 # 23 ALK IE HTTPS,

Amazon App Runner

App Runner @ —11 Amazon k% , BREMAT —fiRE, MRERELXFZBENAR , THFRREHE
BB EEIEE Amazon =H AT EEZ W Web NARRF. BEEZEIHEAR, REFHB
MitERS , SR EEMENFATABNEE Amazon BiR. HX App Runner WEZER , B2 R
Amazon App Runner FF & A R 38/,

LB EENE B S App Runner BRF<ExAEY , App Runner 2EAZBCIZR A TIRERIEA RN
EH. eiEHEFE#EE ACM F, EEEENRFSBUEXRKS RS EMERE L XA , App Runner &
2BBRXLEEH, BMNIBREBHNIT , BEFEBTANBEEREMILES. EXEZEERE , B5H
Amazon App Runner F R A G 3EMHHEIE App Runner lREH BEXE B
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Amazon API Gateway

BEEBIZZNERMYEN (IoT) WARE , 8l APIs TR T HRBENSEHRAERENIERE
BHXRBEE. Amazonf&AILAER APl Gateway R &, 4. KEFMERFEHN APIs, fF API
IEEE API Gateway f5 , BRI LR E B ELEHEUFECNENIGR, BEREFGENESE , B4R
& SSL/TLS iEH, EAILAER ACM £RES AEH, BX Amazon APl Gateway WEZER
B2 (Amazon APl Gateway FF X A RIER) o

Amazon Nitro "kt

Amazon Nitro Enclaves & —U &# EC2 IhEE , AFENIL Z#EFI 6| ZRENRITINE |,
NE£KX, EC2Enclave 2, BILNASEZRNELN. SIXRHSERXZFNZ A1
ERTEE, e85 ALERE. REXHRBABEN, AFFTEEY SSH # A Enclave , 3
BREFINHE, NARFIAFS (SFEBRAFPREER ) TETFRIZ Enclave PIERRYEHE M A
BF.

EC2 i#£3£2| Nitro Enclaves BI£flx3E ACM iE$H ., BEXEZEELR , HSHEA T Nitro Enclaves B9
Amazon Certificate Manager,

(® Note
B EEN ACM iEB 5 RE#ZZ| Nitro Enclave B EC2 3£ < BX,

Amazon CloudFormation

Amazon CloudFormation #5 By 22 #E R B S Web Services BiR. B0 U822 —MER
EFFM Amazon BIREVIEMNR , HI40 Elastic Load Balancing 5 APl Gateway., A& , Amazon
CloudFormation AR N ETMENEBEX LR R, BEFRIMAEMEE Amazon BIR , R
FEFER ML R FRIKH T (A ; Amazon CloudFormation A LA EBFF A XL, ACM IEB/ER
BERERIEME | XZEKEE Amazon CloudFormation B[ EAiER ACM iE$ |, E A LAUX i B 5
Amazon RE—EEAUBRAZSERE, i, BULLURENFZ Amazon BREFPEHITE T ACM
if#, Amazon CloudFormation

BX K —#%{E B CloudFormation , i55 5 {Amazon CloudFormation FIFF1E/) . BXFIXIFHN
ACM &IREVE R CloudFormation , & RAWS::CertificateManager::Certificates

& BhR L AY58 K B 301t Th 82 Amazon CloudFormation , RAZ BT EHWIEBEE , X T Amazon
MK AEME, BRINBVEERFATASEH ACM H{EXE, Amazon CloudFormation

M7 1.0 68


https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/
https://docs.amazonaws.cn/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.amazonaws.cn/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-limits.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation

Amazon Certification AriEE

® Note

MREFERAGIE ACM IER , W Amazon CloudFormation #4% F R Amazon
CloudFormation C REATE_IN_ PROGRESS R#&S. £l — 5 HHERIRIEFHER |, EE
BIRBIEPRIFE TGP IRBARERNL, BXEZER , BSRARELNE. EF DM
BRIEZIBUEHELERE T,

Amazon Amplify

Amplify — AT THEN TEFMINEE , FH Web MBI XA REBIREEZMMER 1
B2 ARERF. Amazon Amplify T2EMTARS : Amplify Hosting 1 Amplify Studio, Amplify
Hosting IRt TEF gt W IR , A TREFEIPEN SR TIRSEE Web NARERF. Amplify
Studio 2 —MEMKWF KIFE , IE{LATT BN 2K Web BN ARFNAIE, #A Studio f£
F— 4 REEHHERN ready-to-use AP RE , BIBNARFER  AREREEEE—E. &
X Amplify WEZELR , S5 (Amazon Amplify AFERE)

ML B EHEZEINARRF , Amplify 24 8 FM % — ACM iE KR ZiF.
I ¥ OpenSearch BR%

Amazon S OpenSearch ervice R —MEZXRMIME|IZ , ATEEDH. EXNNARFEENSS
RoOMERG, BXREZER , 525 (ILS# OpenSearch REF X EIERE) »

BB B E B E ML IRET 2B OpenSearch BRF &R , ATLAERA ACM F<EkH Application
Load Balancer Bt EiE$,

Amazon Network Firewall

Amazon Network Firewall 2 —TEE RS , AL BRI NFIE Amazon BINVFAE SIPBEARM &
R (VPCs)o BXREZEE |, 2 ® Amazon Network Firewall FF & A R 38R

Network Firewall 5 A& 5 ACM 55 , AT#1T TLS RE, WMRIEE Network Firewall AR {E

B TLS &% , NIAMEE ACM iEP FREMEZR M EH INFES &P X ER SSL/TLS RE. B*
Network Firewall Z0{AI £ ACM #1T TLS 82 , {5250 (Amazon Network Firewall FF X A R 5
) FMEER SSUTLS iEHH TLS REFREER,
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Z 4™ Amazon Certificate Manager

=&Z4 Amazon EEP2E, fEN Amazon BF , BA SR T ENREASHLLHRBELANE
SRR EIE DO MM LKL,

RERNFHEAE Amazon BFRE. TEHRBEREHERNZHRZEENZPHR SN

« ZEE — Amazon ARRIFE Amazon =HIZ1T Amazon FRESHIEAM R, Amazon &7 R H
AUZEFEANES. FAN—32 , E=AFIHFEHEMNEMNBIERNLZENERE, ETHEA
& Mit %l Amazon Certificate Manager , B2 RREMITRIX] 2 8% 2 8958 B W H RS -

- RiRRE-BNRTHEFERAN Amazon RERE, BEFENHMERAR , SELHBIENBR
M, BLTNERUREANEEEN,

A A4 HE BY IR T R 1E (F F§ Amazon Certificate Manager (ACM) B MR A 9 B =EER, UTEJ
WA MBI E ACM MUSEIMEH REMMEN M BIR, BEFEI MAFEAEM Amazon RS RABEIE
iR AR M ACM BIR,

FB
- FEEIERI Amazon Certificate Manager

- &M T |dentity and Access Managem Amazon Certificate Manager

- ¥)# 1 Amazon Certificate Manager
« Amazon Certificate Managerf Y BERtE = =4

B IE{RP Amazon Certificate Manager

% Amazon 2 ETEEEE R F P HBIERI Amazon Certificate Manager, 17548 & FriR

Amazon , ARRFPETAERNTHNEIKEMZEH Amazon Web Services =, ZBAREFNIEEEL
HuE&H ENRBENES, SEATEFERR Amazon Web Services RS WEZ 2B EMEBRES.
BEXRBERLNEZER |, BSREUERILE N B,

HFHBERPEN , RNBIUERF Amazon Web Services i EE H A Amazon IAM Identity
Center 5} Amazon Identity and Access Management (IAM) i8 BN A B, X , MNP RRERE
TEHIERRMENNR, EEWWEES AT AR HIE

s NBNKFERZSESHRIE (MFA)
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- £/ SSL/TLS ERIFEE, Amazon HITERFER TLS 1.2, BiIUEA TLS 1.3,

- ERAI&E API #A F5E3I B & Amazon CloudTrail, B CloudTrail IREREIR Amazon SEZHHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« A Amazon MEFRAF RUAKRE DT ERRIAL 22 H Amazon Web Services RS

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BE

« WMREE Amazon BE G H1TRESR API #HITHRINFEELT FIPS 140-3 RIEAVIMEBEER | 6
FIPS i R. BXATAMN FIPS s EZER , B5H (ZEEKFAEELEIRE (FIPS ) % 140-3
R o

BB NEEESIBRER (NEEFNE R4t ) RANGEIEERRA KT
(MEBMRFE ) . XITIEE Amazon Web Services IR% EAZEGA. API 5 ACM S HMAEE
Bfo Amazon CLI Amazon SDKsTEA TEMHRZH BEERAXAFZ R AN EMABESRTEE2A
FiH BRI UM BE. MREMASPRSF[RAMU |, BRBWEFTEEMNU P BEEIUEE BRKUEX Z
AR5 BB K,

IE PR RANZ M

HIBER N HUEBES , Amazon Certificate Manager (ACM) 24 R A H/FBAR . N FSAWIES |, &
AERBAX. NEZANRAIERHN—Z2. ACM EEEPREHENNFIG , HEH Amazon Key
Management Service (Amazon KMS) k& B R#F A, ZEIBWIEAXWM TR !

1. BREEAD Amazon KE B EHF AERE , ACM £8/B—15I&H aw s/acm Amazon KMS key
WIEEIEH, bt KMS ZAESE Amazon K B Amazon X &2 HE—1,

2. ACM fEA Ltk KMS MZIERHFEER. ACM NFHMERNAEER , MAUE AKX FHE
LEZH. ACM FERAERBEK KMS B4R MEZHE Amazon K F4FE Amazon XiFHFAIERH
FA4A,

3. FEHXxEF 5 Amazon Certificate ManagerfE BRI BRS BT , ACM FFEB MBI B HHKIE
BIRS . PEREBT —NEN Amazon KMS |, RFREEH KMS Z4AB BRI BIFALE. BXBN
MWEZEER , 55 R Amazon Key Management Service F & A RSP FE A EN, HX ACM X
BWRSWEZER , B3R 5 ACM £RH RS

(® Note

O B E B a8 Amazon KMS R, MR A TFEMERMIERILRR |, MESKEER
RS H9 ACM ZhAE,
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4. ERRSER KMS BEARMENE RN, AT, ZRFERILERNBEZN (BEXAE) WEBHAEL
SHEFPmZ BN LZLBEFEE (SSL/TLS 21iF).

5 JEBREENBRFEUEXEKEN , PR 3 PRENRNEHEERA. XEKE , ZRSTEILUEA
KMS Z4AR T BB 4,

& A F Identity and Access Managem Amazon Certificate Manager

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS A HEBIEE A 24 i
FIXF Amazon BRHIGREINR. IAM EERAEHTES SHRIE ( BF ) MIRN (EENR ) F£AH
ACM BRMIAR. ZEALAEH IAM Amazon Web Services BRSS , TEXNFHNEA,

=

F

KH

ZAX

- FASOGHITHHRIE

- EAHRBERTR

« A Amazon Certificate Manager & |IAM & & &£ F

« EF 5K XK R Amazon Certificate Manager

« ACMAPI &R : BRIEMBRSZE

+ Amazon BV E R B& Amazon Certificate Manager

- FRHBRE ACMEEER

- FREHEAXAE (SLR) 5 ACM £E56EH

» X} Amazon Certificate Manager & 3 i 7] 3t 17t FE HEBR

Z AR
BHE A 753 Amazon Identity and Access Management (IAM) 28R E , E{AERFEE ACM H
P ey T4,

RESAF - MEFER ACM RERERES , WEHEER SN ERHEAENZIENNR. YEEAE
% ACM ThEERER TIERY , ZBAIREFREH/NR, TRUOMERLRNRESTEARAEERBERES
IRBR, ENRETETR ACM FEITHEE , iS5 3 Amazon Certificate Manager & 14 #1177 (A1 3 17 #
FEHERR.

REEER - MREBELTATEE ACM BRIR , WETEESR ACM NELFENR, EEREBHE
IV BRS R P BRI RLE ACM ThREMI R IR, ARJE , L0 1AM B R RRERUERRS A
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MR, BEFZNEALNERUTH IAM BHELXES, ETHEXENLQTWNMFAE IAM 5 ACM #BE
FANEZELR | 25 2044 Amazon Certificate Manager 5 IAM B2 &#

IAM EE R - NRER IAM EER , EURFETHAEXNAREREUEEN ACM BRI R
MEMEE. EERLATE IAM FEAKN ACM ETHSHNERKRE |, 250 ET 5 0O EB RS

Amazon Certificate Manager,
£ /A 5 0# 1T 5 0K

SHRRIERE Amazon EABHEILEEFMN AR, B4 1AM AF 54581218 Amazon Web
Services KPR A FE IAM B &#1THHEIE ( &3 Amazon ) .

MERE Amazon BURESR1FE , N4 Amazon RHEHR4F XEH (SDK) MasH1T#E0 (CLI) , BAE
FRABNERENERBITNRZEE, WREFRMEH Amazon TE | NI AMECEEBER, BXERAHE
ENFEZBTEEERNEZER , E3H (AM AFER) RHATESE APl iERMWAmazon 4
RRAR 4,

TeFEAAMSHRIESE , ERUTRFERAHEMLLER. FlW, Amazon BNEFERZEFH
iF (MFA) RIEEKFHN RS, ETHREZER | 525H (IAM BAFER) 8 IAM F#JAmazon
ZESHRIL,

Amazon Web Services &~ root FiF°

B2 8t Amazon Web Services ik , BEERF—NEREM , ZEAUUREHRIKSPFHAMERIR
Amazon Web Services RS F&ER. B4 FHH Amazon Web Services I root AP |, &6

Bk E AR E TRt MZRB R R HRRZE M. BUBRNETEXARAFRITEEES.

RPFRAFPEIE , AFEAXEZIERRTNBAF T URITHES. BXREREUBRAF SHEZHN
EESHWERIIEK , FSH IAM AFRERTNEEZRAFEIENES.

oS- g7

FERARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
Amazon Web Services IR & I B IE B #1715 7] o

REBRRELZNDILAFBER, Web B2, Identity C SEFMAEA Amazon Web Services
RS &S BRI N ERFTIHEANAF, Amazon Directory Service 4Bk & & 415 18] i+ Amazon
Web Services Ik , 1 IEAE , ABIEAMIGHIHES,
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IAM A P a4

| AM A /= 24& Amazon Web Services Ik RENNMABNARFERRENRNF 4, EAENE
BT, BNBWERAGREIE, MAREZERKMEIE (MEBMBREZEN ) B IAM AR, B2
MREE-LERENERAGRFERREILUR IAM AR |, BEWEERBEZH,. BXEZER , B
2 (IAM BFERE) PN TEERPTIENAS , NEFENEHRE R ZH,

IAM AR —NMEE—4H IAM AP S/, BTECERAEANEHER. BULUERAAR—RIERZNA
FIEENR, IREAEAF , FRATUERMNEERAFNE, fltn , BaUBEE -8 INE
A | IAMAdminsH B ZEARFEE IAM FRHR,

RrREAGTE. AFrE—i#EENMARSNARFXE K MACEELFTECHEANARA. AFE
BARANKHEILE , MACRAKNFIE. BETHRESER , H5H (AM AFERE) F1 IAM A7
B A = B

IAM B

| AM A ERENIBEFHENR Amazon Web Services i & 13, B©XRETF IAM BF , BE5HE
ARTXKE, EEAIGREE IAM A& Amazon Web Services Management Console , A BAM A
F#E IAM A6 (2FHE ) . BALUB A Amazon CLI 2 Amazon API LJ’IE‘SZ{EFH B7E N URL
kRAAR, BEXERAABNSFENEZEER , H5F (AM AFER) FRRAACKN HFZE.

BAIREIER IAM SEeELTHERTRER !

- REAFHER . EMRESHIENR , FUEACHNACGENNR. HREFHHITESORIE
i, ZEMRSAGHEXBEAERTHYAGENNNR, BEXATHRESNRINAGNHNER , 18
27 (IAM AFiEm) PFREXNE=ZF S RAMCUEAE (BREFHRIE)

- IEEt IAM AFPER - IAM AFARA IAM AFRAS® | LERNREHNBEESHNTENR,

Sk FE : BASER IAM BeUATFEKSFHEMNA (IEER ) HREHKS P SE
F. ABRRFEKRFIHARNENEESAN. B2 , W TELERIR Amazon Web Services k% , &
ATLU R EZMMERR (MAREAAREINRE )., ETHATERKF,HRNAEHNETRIR
HREEZ RINZESR , BSHE IAM AR EETH IAM FEEKF EREE.

- BIRFIAE — BL Amazon Web Services fRSS A HE ftt Amazon Web Services ARS5BRS HEYZh
g, BN , FEBERSHRITRIFER |, ZRFEEXTE Amazon FE1TNAREF EC2 HFE Amazon
SIHFHINR. RFTHELFEALLERANEZANNIR, FRAKRSAGIHEARSHEXABKINIT
LEERE,

« RRIRLTE (FAS) — HEMEA IAM AP SHABERNITERER Amazon , BN EFE A,
ERAFELRSE , BARSNIT—MRE , REUREEEMERSFE5E —MRIE, FAS £
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HAZ AR LR Amazon Web Services fRSS @ T ilEARS & HiERHIER, Amazon Web
Services RFERELHBRSFSWEIFEESHM Amazon Web Services fRFE RERREFBETRIE
Ret , Fo&kH FAS HR, EXMERT , BXMEERITXHIURENDNR. BXxAH FAS &
RETHYRBEFNE |, BESREXR TR S,

- RFAE - RSAGERRSAREBELNIKF PRITEREM D IREN IAM A€, IAM B2 R T
£ IAM B2, ERMBREBES AR, BEXEZEER , 55H (AM AFER) P6IE[D
Amazon Web Services [REZERINENAE,

s REMBEXAER-BRSHEXABE —FTEEIINERS AR, Amazon Web Services BRE RS AT AR A
REBEHNITREN AR, RESHEXASEEIELN S Amazon Web Services IKF |, F BIHRSE P
B, AMEBEBRATUUEEFEETREEERSHEXBEHNR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAEA IAM AREEE EC2 Kf| LE1TH A H
Amazon CLI 2% Amazon APl iR N AR FHIGEHER, XHE EC2 KR FME LR ZAE T
B, EH EC2 EHIHE Amazon AEHFEHAIMHFIENARERFER , E@FEE — /M MEZE
BIEBIBE X . ROIREXH B ZAE , HATE EC2 Xp LETHEFREBIGIIER. B
KREZER ,ESH IAM AFPERPHFER IAM 68 E1E A mazon EC2 K6 EETH N AREF IR
F R

£ F SR E IR 1 ]

& T LA Amazon &3 622 5K H S E K inE| Amazon F0 s & RRIZEI FHFRINE, FHEHS
B— MR Amazon |, ¥ 5EEHRREREREKEN , EAENENR, Amazon EZFEA ( BF. root B
FRAGAE ) RHBERMITAXLRRE, KEFHONRBERATERIELER, KSHBREA
JSON X#4#9 Amazon FERFEEP ., Bx JSON KREXHNLEMNNEANESZEE , B8 IAM B
PR JSON FEEHES

EIE R W LAEA Amazon JSON REEREEERMIARMT L, BB , WA EMAATLN T LABTIRK
1THRE | UREMALAFHTNIT.

RABRT , AFNAERENRR, ERTHPNARERRRTRENNR , IAM EE 7 62
IAM K, EERABETUAEAENMIAM K , BRAIURABE,

IAM SREEE IRENNR , TXFEFERAMR G EZHITRE. 0, RIREF—NAYF iam: GetRole
RENKE, HEIZEREAFTLUM Amazon Web Services Management Console Amazon CLI,
= Amazon AP| SRELA&E &,
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ET 508K

ETEHNRBETMMESZH (0 IAM A, AFASAE ) 1Y JSON SRRREE A, XLRE
EHERFMASAEMPRA TN BLERRIITHBERE, ETHRNTOERET HHRRE  FSH
(AM RF$Em) FHVEAESEERBE L EE YL IAM IR,

ETHMNRBEAUSH —SHXANARKERIEENRE., NREBEERARNAR, d/86H,
FERIIMI AR , B LUHEKMEIRHNSNAF, BHEFNAE Amazon Web Services K
REXRKDIE Amazon REXBNEFRERE., E7HRNAEEE RN ANEBRRRE 2 E#HTIER

BEZHE (IAM AFER) PR ERERK SN ER ZB#H1TER,

BT HRM R

ETRIFH R MR FRAY JSON RN, BETRIFMNRENRESE IAM ABEERKEM
Amazon S3 FEMEREE., EXFETHRNRBNRS T , REFEER JUMER EMREHXEE
FROTR . X FTEEPHMNREENRIR , RKEEESUSE EE T XN ZFRIATHLEREARETAL
FHETHIT,. BXTEETHERENRBPEEEH. ERATUNSEKS, AF, A6, KReAFEH

Amazon Web Services IR

ETHRRNEBRENM T ZRS PR R, ETREETHRNVEBEHER IAM FH Amazon £E
KB,

HEEFI5] R (ACLs)

TREFIFIR (ACLs) 2HBLERFEA (KFKA, AFRA. ) BNBRER, ACLs SETHIRM
REERL , RETCMAEEM JSON RME K,

Amazon S3 1 Amazon VPC # R XM RS R~H| ACLss Amazon WAFE T#MEZEE ACLs , &5
¥ (O R EERSTAEERE) PHIEEEH SR (ACL) #EiR,

AT

Amazon XEFEHMAAERMRBERE, XERERBULNREER AR RBERE G SR THRAN
PR

- RRLA : NRLAAR-IERBE, AT REETSORERBALN IAM K& (1AM BFHA
&) BFHNRANR, BANXERENRILR. SEEZRNREXECET HHHRBERENRILR
MRX%&E, # Principal FEEAFRAGHETHRNRBAZINRD A RS, F-TREFHE
ANELFEZ AT, ARANRLANESEE , FZHIAM BFEMFH 1AM EERRERD .
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« BREIE4IKEE (SCPs)- SCPs I8 EHMARALE (Y (OU) KB AMNPEH JSON KB Amazon
Organizations, Amazon Organizations & —U A T X &8 )l 38 H 8 2 Amazon Web Services
F O ToEANERERENRS. MRESHALFHFIETIE , N LUTRSEHIKEE (SCPs)
BT HENEMHAEKS, SCP RFIKZE MK, AHEME (BIES Amazon Web Services K 1R
PSR ) BBR. B> Organization SCPs s MIlNEZE R , 5@ (Amazon Organizations F
FiEmE) PHRSEGRE,

. BRILEIZKEE (RCPs) — RCPs 2 JSON XBg | @A LA CRREMK S PR RINS KA AR ,
MEAEEFHMBEREN S NERN IAM KB, RCP RREIKAMKF P RBENNER , HUAEENE
®? (BEEH ) WEBIR Amazon Web Services IKFIRAF , TIEXEEHEREERE TENAELE,
A% Organizations BIE %{E 5 RCPs , 21& Amazon Web Services fRS iz X #FH %% RCPs , &
2% {(Amazon Organizations FAF1EM) FHEIRZEH K (RCPs).

- RERR  QERBRRILURELFXNNACTKESAF RGN 2FERENSREEN S RER,
GRAFNNREAFRACHETIMNRBENSERBARE, NREITUKREETHERNE
B, T—IEBINIENIELF[EEZAT. BXESER , F2H IAM AFEEFHN2ERRK,

S REERE

S NRBEMRBEEA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
24T Amazon BEREB A IER , S IAM AP ER PR RETEEE,

Al Amazon Certificate Manager 5 |IAM Bt & H

EEH IAM BIEIT ACM BYIA R Z 8 , BR11% T AEHRLE IAM ThEERT T ACM,

BRI AR EE AR 1AM IhEE Amazon Certificate Manager

|IAM 43 ACM X #
EF 5 BHIRME =
ETRRN R B
RERE =
REEHR =

fim

REESRMAR (BETRS )
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IAM #$1iE ACM Zi
ACLs &

ABAC ( 5 R VTS ) 45

i SEUE =
EARR £

B A e &
BEEXA e s

E2H T ## ACM FEM Amazon BRFMAISKZE IAM DEEE &S A , ESH IAM AFERTHNE
IAM Bt & £ F #9 Amazon RS

ACM HWE T 5 31 KB
TREFEHNER: 2

ETHEHNRBETMMESZH (N IAM AF, AFASAE ) B9 JSON S RREE A, XL R
EHIRFMASREMPSRA T BERRITHBERE, ETHRNTZRET HHMRE  FSH
(AM FiFiEE) FNEATMEEARBE LB E X IAM R,

BEMERA IAM ET 50K | S LUEE R FRELARENTRUR R FRELBENZE. &
EEEETEONKBPIEETE , BATCERTEMMNNAFRAC®, ETHETE JSON KrEH £
RBFrETE , B5H (AM BFERE) S8 JAM JSON KB TE5 A,

ACM HE T 5119 R BE Rl

EEE ACM ETHHONRBHN TR , B8 ET 5 HHERTH Amazon Certificate Manager,

ACM A E T R IRAY R B
XBETHRROKE : &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRNRBIRS T , REFEER TMERENREHXSE
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FRTR . X TEEPHMNRBENRIR , RIEE SIS E FE T X ZFRIAT LR EUARETL
FHETHIT. BLAEETRENRBEFIEEEH. ZERATUNEEKS, AP, A, REAFR

Amazon Web Services IR

ESHABEK/AE , SR LCHENKFSEMKS PH IAM SEEERNETRENRBE PN ESE, &
K EARMBETRERNRBERRELEEXRRIEN —F¥ME, YERANERLEFFREMER
Amazon Web Services i , TSIk M IAM BEEREXLAEEZERASZE (AFPRAR® ) RFIHE
HRANR, 1B NET ORI MESSEURFNR, B2, NRETFRRNRBERLE -1
KEHRHNEEBETFHERNR , WIFFEFIANETEONERRE, BXEZEE , 52H (IAM AFE
) I IAM R EBIKF BRIG A,

ACM HIKBEIR1E
TRERIREE: 2

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATLN M ATIRK
1THRE | UREFLAFHFTNIT.

JSON REEHY Action TERMARTA THERBEHAVTIELTBRINRE, REBREEEEXEKN
Amazon APl R{ERB & . B—E£FISAER , FlaNKBE AP BERNRNIR BIF, £8 —LREF
BHERBHRITSNEE, XEMIRER N AXRE,

ERE P IS REURTFIITREBENR,

EEE ACM BRENTIR , B5H (RFB/NSZE) FH Amazon Certificate Manager & XA R4

ACM Ry RERFERERIER L TRIAR :

acm

EERMEUPEESTURE  BEMAESHENRT.

"Action": [
"acm:actionl",
"acm:action2"

]
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EEE ACM ETHHONRBEHN R , B8 ET 5O KR TH] Amazon Certificate Manager,

ACM IR BE &R
TRHEBRRE 2

EIE R W LAEA Amazon JSON REERIEEERNIARMT L. BRRY , WA EMAATB T LABTIRK
1TH]RE , UREMALAFZHTHT,

Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXTEBE Resource H|
NotResource T, EANREXE , EFERH Amazon BEE# (ARN ) ERR. N TXFHE
BRER (A BRRNR ) WIRE , B ARITIERE,

X TFAFRRENRAORE (NS HRE ) |, BEABES (¥ ) ENEANATHRRERF,

"Resource": "*"

EEE ACM #REEKHFI&K ARNs , S (BRFENSZE) Amazon Certificate Manager$ & X
WER. BETHBUUEBLREFREESNERMN ARN |, iS5 Amazon Certificate ManagerE XK
B4,

EEE ACM ETHHONRBHN TR , B8 ET 5O ERTH] Amazon Certificate Manager,

ACM HY R B A+ 3 4H
HBETRENEHRMAR: 2

I R A LAEA Amazon JSON REERIEEWAN BRI L, HFRY , BN EETU AR IFER
1THRE | UREMALAFHTNIT.

f£ Condition Jt¥& ( = Condition #t ) & , AT EBAERNEM. Condition TEETE
o BRAIGIEFRAXEZER (i, EFHNT ) OERHFRER | IERBTINZEEERPHNE
FTE,

MBHBE—MEAFIEEZA Condition TE , REE/ Condition TEFEZMNE , N
Amazon fEHiZ 1 AND ZE e ll. MWREHNEANZGRIEETZMME , NFERZBHEORZER
Amazon &4, EFFIEINNR BT HTHE B FTENSEME,
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EIEESGS , Bt UER SUNEE, fln, IBREEA IAM AP RHRIE IAM BFE, &6
HETFHRARRNNR BXxEZELR  F2H (AM AFER) F8 IAM REEITE : 2 g%ﬂh_m

Amazon X B2 BEFHZHANBETRESNZEZH. EEEME Amazon £RFHE , HSHR IAM
HAFREETRMAmazon £ B5& M4 LT,

BX ACM Z4ZAMYIEK , BHSR (RESENSE) FH Amazon Certificate Manager B &4 %4,
ETHAUNERAZGENRENRIR , BSHHEE N ERE Amazon Certificate Manager,

EEE ACM ETHHONRBHN A , B8 ET 5O ERTH] Amazon Certificate Manager,

ACLs £ ACM H
*# ACLs : &

TREFIFIR (ACLs) 2 HIPLERFEA (KFKA, ARRA. ) BNBRER, ACLs SETHIRM
REEREL, REEAITEM JSON KB HEER.

ABAC LLK ACM
X ABAC ( REEHINIRE ) : B X8

BYEAYTARIES] ( ABAC ) B —HMIRBURES , ZERBETEMREXNR. £H Amazon , XL&
J="I’.{$"\731‘T\_Lo &AL 1AM Kk ( AP ESAR ) MFZ Amazon IR IR, FRiCKEN TR
7= ABAC BV —2, R/FIR1IT ABAC K& , BLEE AR ST 07 B 89 BRI TR B e VR
.

ABAC EREBKWIAAEFFEERR , HERBERTSEIUNITR T R HF .

EETHRZEEHE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ 4 TEPRUFZER,

tu%%/\ﬂﬁ%xﬂtﬁﬁ‘ﬁ;ﬁ;; EBZFAAEX=ANFM4E , WNTZERS , ZENR. ORENRSNX
X T RBRREZFRAEX=AFM4E , WiZENHD

BEXABAC WEZER , HF5H (IAM AF#ERm) FWERA ABAC BINENNRE, EEFIRE ABAC
SEROHE , BSHE (AM AFERE) PREAETEMNIFRMRZES ( ABAC) .

FimetEUE R F ACM
I A EE
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VR4 A I B E B B AT , L Amazon Web Services BB FE/EMA. BEXFEZEE , TIFHL
Amazon Web Services RS ERA FIRETIES |, HSH IAM AFEEFH A Amazon Web Services RS
SEAMBEFERANER.

MREEARAFBNEZBZANEMAZEZEZR , Il Amazon Web Services Management Console &
AR RIGHESR, B0, H& Amazon EALQ TR E LB F (SSO) giF#H THEN , ZIEL B30

BIRNEH, HEUAFSHERREFE , ARVRACGH , BX 2870 IRNEIL. BXRAR
WEZEE , B2 (IAM BFER) FHMNAFT®RE IAM A (2§HE ).

BT LAEA Amazon CLI 2 Amazon AP FohSIRBIGRHER, AR , B AR X EIREHER#ITH
B Amazon, Amazon BWEHBTEKIGHHER K MARERAKBIFRZH. BXEZER , H5H
IAM R IE Bt R4 EE,

ACM W5 AR S5 =KX R
XEERBEAE (FAS) | 2

LIRER IAM AP RABERHITIREN Amazon , BEANEREA, EAEERSH , B84
PIT—NMNRE , ARUREEHEMRSFE S —MNEE. FAS EABAZEEANNBRIK Amazon
Web Services RS & T RS & HiERMER, Amazon Web Services REREHRFKIFTES
Hh Amazon Web Services RS SR RREFRETKRIERE , F2&EH FAS iR, EXfER
T, BXREFRTXATRENNER. BXAKH FAS BRNWREEFE , BSREXTRSE,

ACM RS A
TERBESAG T

REACEH—TURESETE. KXEHITIREN IAM A€, IAMEERATTLUE IAM a2, SFn
RIS AR, BXEZER , #5H (IAM AF1ERE) FM 612 [ Amazon Web Services RS Z I
BREVA

/A Warning
EARRFACHNRATESHIR ACM HIZhEE, XY ACM REMXESHT RERS AR,

ACM RS HEX<AE

XBRSHEXAE : 2
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BEEXABRE —MEEIINBRS A, Amazon Web Services RS RS T U AR KREHITIRIEN
A, RESHEXABEIESLNF Amazon Web Services i , FBRAREAAE. IAM EERAIUE
EETRERERSHEX<AGHR,

BAXRUZBFEERSAXBENFAEE , FSREYL S IAM BEEAKAmazon RS, ERPE
BIRSHEXRACIHTEE Yes IR, BRRERIUET ZRFHRSHEX BB,

HET BRI E & RG] Amazon Certificate Manager
HIABERT , AFNAEEXECRIBR ACM BRMNR, 1T EER Amazon Web Services

Management Console, Amazon Command Line Interface (Amazon CLI) 2 Amazon API #1TE%H.
ERTFRAPNMEBARPITRENNR , IAM EE A FTUGIE IAM Kk, EERABET A @AGRM
IAM K, AR AURAAE,

BT RNAERAXLRE JSON REXHGIEET IAM HHNEE |, 56 (IAM BFiEE) P8
2 IAM KB (258 ) .

BXRACM EXWHRENMBRER (IFEEHRREXENKN ) WiFAGE , F2H (RFENSE)
Amazon Certificate Managerdf (i 1E. HRMZ4HZH. ARNs

N

FA

- RE&EXEK

- £/ ACM 255

- AYAFPEEMHIIB SR
« SIHIEH

- RFUPH

« SAULES

o MIBRIEF

REERIEREK

ETEHNEBEEENMARDULUCE, HRINMBEREKSFFH ACM TR, XLERETRELE
Amazon Web Services IKF =4 KA, SIZHREE T SRR , HEEUTIERMEI :

- FaEA Amazon RERBEH ERRENRNE — EFBEAFMITEARR TR , EEART
LELAGIRTINENAMmazon EE X, SIIERMRAFR A Amazon Web Services Ik,
MBI EN E X BRI Amazon BEFRE Rk —DRINR. BXEZER , HS
7 <IAM AF#EmE) F 8 Amazon FEE X KR TEIRBEN Amazon FEE XK,
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- NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYKEE AR

o {8 1AM KRR S — S REIH IR © 4477 LA ) 58 B 7 I 540 SR BR I X 12 4E RN SR A 17 ) o
Bl | AR BRI R RIEESMER SSL AEFIEHER, NMRRSBREREBEIHE Amazon
Web Services RSSHY ( Hlt0 ) SERAAY , Mt AT BAGE A &SRB F X4 BR SR ERY 15 B AXBR Amazon
CloudFormation, AXEZ{ELR , 555 (IAM AFERE) BH IAM JSON KK TE | &4,

« £/ IAM Access Analyzer BiERRY IAM REE , UBERNEN Z £ MR IhEEM — IAM Access
Analyzer KIEHT R MNP AR , LBRKBEFS IAM KEEES (JSON ) M IAM &EXR
B2, 1AM Access Analyzer 12 100 ZTURBKRENM AIRENEI , SUBBEFIELS HINEMEN
K, BXEZEE , 520 (AM AFER) FrEA IAM Access Analyzer KiiE R B,

« EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM AFPSEBAF |, 5
A MFALRRER:M, RETAR API BENEE MFA , B MFA RERMBIEHRET, X
BZER , B5H (AM AFiEm) PR MFA &R AP G,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK,.

£/ ACM &l &

E 58 Amazon Certificate Manager 2 #l4& |, BAFIRAE —HRIENR, X LR A E T HF
EEFHKE Amazon Web Services IKF ) ACM BIRMNIFMELE . MRVIEBXAXFENRENREN™
BHETSONER , X THMTZRBHXE (AFRSAS ) |, BHEEEEEMBEEET.

3 F1X A Amazon CLI 5 Amazon API WA F |, BLEERNHIREREEZEHI AR, Bk , AAWH
B 5 22X ITH API R /EHE TR AV IR 4E,

NERAFNAGNDATAIUER ACM 258 , EEN ACM AWSCertificateManagerReadOnly
Amazon EERBEHMEIEE, BXEZER , HSH (AM AFERE) FH R8RSR,

ARFAFEEMHIE SR

ZRBINER T BB ERRE AW IAM BAFRFEEMMBIEAF SN ABRMITER R, LR
‘BIEFEESIA LS #E A Amazon CLI 2 Amazon AP| BLRTE 5 = 58 B R /ERI AR .

"Version": "2012-10-17",
"Statement": [
{
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B HHEH

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

UTRERTRAFEAPKSPRAAE ACM IEH,

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"

}

]

}

:usernamel}"]
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® Note

ACM E P FEE IR F 8EE /R E Elastic Load Balancing 1 CloudFront 2 %14 &,

KFRIEH

T REARTRAFERREIE ACM LS,

SAULS

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"
}

}

LTRBEARTFRSSALES,

T BRALE 5

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}

}

LAT SR B 2 ¥F A P I BR4ETE ACM IEH

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
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ACM API fX[R : BER R RS &

FIREMNEEETMME IAM BFSARNHEEHMBEARRER , TUAERATRENSE, KFH
B —%5H T S Amazon Certificate Manager API #4E, & LUIERBER Action TEHIEER
£, RRNIPFRUTBANESR

A BAESERY ACM SREEFRGEA IAM policy TERFREFRM, AXTRIIK , HSH IAM A EREH
Y AT AR

® Note
RIEERME , BE AP REBHZAER acm: A% (6

i , acm:RequestCertificate ),

ACM API #24EF X PR

ACM API ##4E PEMBPR (APl R1E) IR
AddTagsToCertificate acm:AddTagsToCerti arn:aws:a
ficate cm: region:account:certific

ate/ certificate_ID

DeleteCertificate acm:DeleteCertific arn:aws:a

ate cm: region:account:certific
ate/ certificate_ID

DescribeCertificate acm:DescribeCertif arn:aws:a

icate cm: region:account:certific
ate/ certificate_ID

ExportCertificate acm: ExportCertific arn:aws:a

ate cm: region:account:certific
ate/ certificate_ID

GetAccountConfiguration acm:GetAccountConf *

iguration
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ACM API #

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

HERR (APl #1E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G4

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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https://docs.amazonaws.cn/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
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ACM API #&14E HEAR (APIRE) TR
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

Amazon HIIEE F B Amazon Certificate Manager

Amazon EEFXHERVENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AGEM
PR, MEZRTUFBR AR, ANMAEDENER,

FHiCfE , Amazon HERB AT NENREM IR TFRENRNR , BACIIAHEAE Amazon
ERER, RNBUVESERETENERZSNES EERERERE — SO NIR,

BT EE N Amazon EERBPENHNER. R Amazon EH Amazon FEE KR E XK E |, N
EHAEMZRBAMABENIEERASS (AP, AFA® )., Amazon RETFREERBIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API #2/ERTE T Amazon & KB,

BXREZEE , 750 (IAM AFiER) PR Amazon FEE R,

AWSCertificateManagerReadOnly

LSRR A ACM IEHH RiETIF ; ERFRAFHERE, 5 HMKER ACM EF.

{
"Version":"2012-10-17",
"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"
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https://docs.amazonaws.cn/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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]I

"Resource":"*"

EEBREHAPEFI Amazon TE XK , i3 ZE hitps://console.aws.amazon.com/iam/home#

policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess
L RBERM T XA ACM BRAEMB RN LT E.

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [

"acm:*"

1,
"Resource":"*"

},

{

"Effect":"Allow",
"Action":"iam:CreateServicelLinkedRole",

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws

AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{

"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetRole"

]I

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws

AWSServiceRoleForCertificateManager*"

jam:GetServicelLinkedRoleDeletionStatus",

.com/

.com/
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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}
]

EEBRHAPEFI Amazon TE XK , i3 ZE hitps://console.aws.amazon.com/iam/home#
policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

ACM ¥t Amazon & R E

EEHZBRSFHRREFXLEEHRIAR ACM Amazon BFERMEFTNEMAES . EREEXLENEHEXR
R EZIRR , iE1TH ACM X5/ £ WHE LK RSS iR,

B iR H Hj

WwhlT GetAccoun AWSCertificateMana 2021 £3 A3 H

tConfiguration X gerReadOnly REZH

% AWSCertificateMana E8EAA GetAccoun

gerReadOnly K#, tConfiguration APl
ERI PR o

ACM FFHRERERE K ACM FF 4R ER Amazon & 2021 £3 A3 H
RREME X,

MERHEE ACM E£EEH

Amazon Certificate Manager £ H Amazon Identity and Access Management (IAM) & 44 2247 BR %33 iE
PBERWIGE, A IAM policy SRS EFIKEE ( SCP ) FHKHZR , BUUBIEFSHLAENK
ERER,

(@ Note

F ACM £H85 Amazon £ @& EMEE Saws :PrincipalArn , flini — R HIX 4% E
AFRAamiRE,
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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X HFHY ACM Rt

ACM AP| 2 EMLZFHRM4

S

acm:Valid
ationMethod

acm:DomainNames

acm:KeyAl
gorithm

acm:Certi
ficateTra
nsparency
Logging

acm:Certi
ficateAut
hority

A1 BREBIIRUETT A

XM ACM API #24E

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

i)

FRFE

( EMAIL , DNS)
ArrayOfString

FRE

FRE
( ENABLED , DISABLEI

ARN

AT RBE B8 7 BB I8 E A SRIEL FTRVIEPER |, B
A arn:aws:iam::123456789012:role/AllowedEmailValidation &% HHEREA,

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",

"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{

"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"

}I

b
{KIE ACM WiE 1555 T%
HEER

{3 ACM B Reh i)
Lk

{KIE ACM B4R EEA
Ko E R

{3 ACM TF- 3B E

AL 5 B 0 B
R

{RHE ACM SRR 9
BRI R
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html
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RAriEmE

"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam
AllowedEmailValidation"]
}

w2 HIEBERAE
KT SR MR i A BR A ZSNE[H ACM IEBER.

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.

B3 BREIEPE

::123456789012:ro0le/

AT RBEHE4EIE * . amazonaws . com & RHIFHEME ACM IEHiES

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition": {
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"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

ZRBEUUE-SREANBENFEH. EBRRATEPEMNMIBEED —INREEE EENFER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}

w4 REIBHEE

UTF R ERASKHERE StringNotLike RN A VA ECDSA 384 i (EC_secp384rl) BiAEEF
SKREVUE$

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
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}

:FJO
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm'":"RSA*"
}
}
}
}

R 5 BREER AR
BT R R A ERRENABIERF AN (PCA) ARN BRBIEFHFR,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

UTREEER R M Stringlike MEEAF * PLERELETE ACM FREREM RSA B4R RAVRTIE

EAZtR
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LLRBEEA acm:CertificateAuthority &# RN L1 Amazon Trust Services M &K AFFEEIE
PHER, FEBMEYE ARN REN false GEFHIERE PCA HWABIEBIER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"

}

MRS HEXAE (SLR) 5 ACM &4 EH

Amazon Certificate Manager £/ Amazon Identity and Access Management (IAM) fg 5 #E< & € /8 A
B EiTFAE CA AR ENHMKAMAWFIBEIER. Amazon Resource Access Managerf %5 #H <
A (SLR) REZHEEE ACM IRFH IAM A&, SLRs H ACM MIENX , B ZBRSAREEAH
ft2 Amazon BRSSP BT B X PR,

SLR AL EEBAHIRE ACM , RN ETEFHIRMLENNRETRITEASENILERER, ACM
ENH SLR IR |, BRIEBAENL , BENRE ACM T UEBREZAR. EXHNRBEEERBEIN
BREREE | T B PR RE BTt R E Atk 1AM SR44,

BERAZEFENEMERSMWEESR SLRs , 52 RE IAM BL&FE A Amazon fRS , HE “RSHEXEE” 3
FEERRE ‘B RS, RBRTEEEN Yes AILEFIZRFH SLR X,

ACM B9 SLR #XFR
ACM fEF & Amazon Certificate Manager fRS B @K SLR.

S AWSService RoleForCertificateManager LR S1ELA TRERIBEZA R -

¢ acm.amazonaws.com
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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A ENRER T ACM X5 E IR TR TR4E

« B1E : 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

BB BRI AV IAM 32K (Blan , AP, AAE ) tlE, REIMER SLR. BXEZEER
ESHRE (IAM AFERE) FRIRSHEX A BNR.

/A Important
ACM FREQRTE , EXEHELHNKFPREFE SLR. WRMEM iam:GetRole R
EHFERTEKTH ACM SLR , NIEAIR SLR EFA2BAHER,. MRRRBRKE |, BLE
RIEHKFEE R JAEEER T iam: GetRole 1A ACM MR , ENENK S5 ACM
FEERRE AWSCertificateManagerFullAccess XBk,

A ACM 82 SLR

TEFHHEIE ACM FEAM SLR, HEFEA Amazon Web Services Management Console, =
Amazon API fi& ACM iE$ 8 Amazon CLI , ACM B X RELIE SLR , MELAHREN S — NIk
F8l172F%E CA Amazon RAM RZEBEWIE P,

MREWEEEF ACM T EWELHNKS FREFFHE SLR , N AIEE B WRE B I MK = R IR F P ik #9132
EUN PR, Amazon #AF CA XF4PHIERE SLR , SRR UMAUES |, 8 ACM FTEB LTI
B, BRE@BRZEE, BXEZSER , 83/ ACM RS XEKAE (SLR) A&,

/A Important
MREEEA LA BTN RS R ENRE |, It SLR TR IEERIKS .
S5\, MRIEHE 2017 £ 1 B 1 BIFAXEF ACM RS 2RI E A 1ZARS SLRs , ;L ACM 2%
R K 7 5 A 2 1% AWSServiceRoleForCertificateManager £, ETHMEZELR , BSRR
B IAM Bk~ HIFT A,

WMREMERL SLR , REFEFBXRCRT , WANERAULTE—7% :

- £ IAM 2HEF | EEAE, f|EAE, Certificate
Manager , CertificateManagerServiceRolePolicy{# % F I 8IZZ#H A .

« f#/ IAM API CreateServiceLinkedRoleZ A R 9 Amazon CLI @5 create-service-linked-role , f
Facm.amazonaws.comfRE & FaliE —4 SLR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-service-linked-role.html
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BXREZEE , 750 (AM AFER) PREERSHEXAE.

Y% ACM B9 SLR

ACM T R iF 1844 AWSServiceRoleForCertificateManager [REZHX A, ELIE SLR g , %
ZERZACHEN , ENTEETEANXEASIAZAR, T3, ZALUEA IAM FEACNIREA,
BXEZER , B2 (AM AFER) FREERSHEXAE,

fER ACM B9 SLR

8B E T~ EEM B AWSServiceRoleForCertificateManager # #8#l, B2 , BaILUER IAM 324
#&. Amazon CLI 5 Amazon AP FaiffliirAE, BXEZER , F3 R (AM AFER) Mk
REHEXRAE,

ACM xZ#5HX13 SLRs

ACM X #F SLRs 7E[EIRT1R#t ACM 1 Amazon .8 CAMFMIEHXER, EXEZEL , 5
¥ Amazon X35 % o

X145 & #5 XFFRiA ACM H 2 #5
EERE (FHEFRILMILED ) us-east-1 =
ZEREB (BZEM ) us-east-2 =
EEAELR ( AEEILILE ) us-west-1 =
EZEAEI (HRERM ) us-west-2 =
WAHX (&HX) ap-south-1 =
AR X (KPR ) ap-northeast-3 =
WA#X (BR) ap-northeast-2 o
M0 A X (703 ) ap-southeast-1 =
TA#X (&R ) ap-southeast-2 =
TAHK () ap-northeast-1 £
MEX (HER) ca-central-1 =
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/rande.html
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X145 & #5 X 4R ACM X%
BN (E=ZRE) eu-central-1 =
BN ( 7nERH ) eu-central-2 =
BRMt X ( BIR= ) eu-west-1 =
RRMib X (23K ) eu-west-2 =
BM (B2 eu-west-3 =
EEM ( ERF) sa-east-1 .3
FE (JER) cn-north-1 B
HE (TE) cn-northwest-1 B
Amazon GovCloud ( EEEZB ) us-gov-west-1 =
Amazon GovCloud ( EEFRE ) KRF us-gov-east-1 =

33 Amazon Certificate Manager & 153 #117 [a] 3t 17 8 FE HEBR

EAUTEETHBELHMAESEER ACM M 1AM B ATEEBHI/Y F I [ &,
5

« BEIE ACM RIITIRIE

« BFEAE ACM FEFEIES

« RFMINIT iam : PassRole

o BREAFRIUNAHA Amazon Web Services IKF iH R K ACM &R

HERIE ACM HITIRIE
MBERBERETR | WAGEARRTENMRE | W RSREH RISV RAT IR

% mateojackson IAM AFZHERARGAEFEBXREM my-example-widget BENIFHEE. ,
BFEEEM acm: GetWidget R , @K EUT REIE IR,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFHIERE , LAFER acm: GetWidget AR my -
example-widget &R,

MRBEERB , BEBREN Amazon EE R, FNEEARREEREZIIN A,
R FTARIE ACM HEFIEP
BRI EL4EIR | MBLEEEN ACM B PKI BB R BigBAN | By L BE S IRA T ERIES,

5 IAM AFPZRBY RS S , FAHALEEREEN DENY FOETERIERE , 2HIAT ROIE
xo
User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate

on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXHMERT , NANREERRENKBHAXBRIRHER, HE , FEEEMBRUALFERILE
Po

KRR 4T iam : PassRole

RN E| —MNEIR | RIBEBTLTHINIT iam:PassRole B , WX TMEHERUA TGS A BEDRLS
ACM,

B L Amazon Web Services RS AFBNINEABEKIBRELEZES , MTIRCIEFNRSACSRSHE
XAER, Akt , BUMEEFAGEKIEIRSHNR,

HE N marymajor B IAM AP =R RS AE ACM RRITIRIER , S RELUT RAIHR, B
=, BELAERRSACMR THNRT AIHRTIEE. Mary FTESRARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREFEHD , BHRREN Amazon EE R, ENEERARRHEZRIENA,
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RAEARITFR B A Amazon Web Services K 5 R FERE ACM &R

FabtlE—1ae  UEEMKFPHAFRFEELANARTUERZABRIGRIEHRIR, &7
LEEH#EREY , AURAAE, X TXHETHRN RN FZHFIK (ACLs) KBRS , &RIE
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B BER A A PR

ETHREZER , BZRAUATHRE :

- ET7H ACM BB XIFIXLEINEE | ESH W47 Amazon Certificate Manager 5 IAM Bl & .

o BT @INAIRMEIT S AR IR AR Amazon Web Services I |, &SR IAM AP 1EE
BB & AE Amazon Web Services Tk B9 53— IAM A P 12215 10 XR .

o BTN =5 IREI SRR TR AR Amazon Web Services IKF | 55 IAM B F 18
EHHEE=HREFRMNER. Amazon Web Services i F~

s ETHIMIEN BMRBRERITREHFENER , F2H (IAM BFPERE) P ALIAIT S HEIEN
AF ( BHRBRERIE ) BEFRINER,

- ETHEAACNETRRNRBITEK,FEZBENES , E3H (AM AFER) 98 1AM
e Y B K IR 1 18] 6

#ME1E Amazon Certificate Manager

Amazon £IKEMIZERE S Amazon XM AT AXHEN, Amazon XFRMUSNMNIERENGEE
WAAKX , SETHAXEIRER, SEHENSERTRHOMERE., FATAKX , B LUEITFRE
EUAXZELH b B EMAREBNRNARFNEEE. SEENENSIZSNBEPOEMEN
it , TRAXEEESHA A, FEMENTT B,

BX Amazon XIFEFMATRAXWEZER , 55 HAmazon £IKEfM 1% HE,

Amazon Certificate Managerd Y ERt &R Z £ 4

ER —IFEE RS Amazon Certificate Manager , % Amazon £¥kMEZ MR, BX Amazon &
2RSS AR WA Amazon RiFERIRENESR , $ZMWAmazon €%, EEAEMRELZENRE
SKEERIRITEM Amazon 3538 |, 2 S Amazon ecurity Pillar Well-Architected Fram ework I &£
it IR HEAR Y o

O LAEF Amazon EX M EY AP AABEE ML AR ACM, BEFImMAMTFUTAR -

- RRERREMHIL (TLS ) . BINERER TLS 1.2, BIWUEA TLS 1.3,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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. BEEE2MAMRE (PFS ) WZBEM , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I & 4% B g
% Diffie-Hellman ) « XKZEHIRRE (WM Java7 RESRAE ) BIFXLEEN,

Lo\, HAERRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, E , BUUER
Amazon Security Token Service ( Amazon STS ) £ KGRt Z £ ZIERNERHAITESR,

RT3 ACM HY4mIE 17 (R R

MRAFETE Amazon AP ITRE , MEEHREZH R Amazon Web Services Management
Console, Amazon APIs 1 Amazon Command Line Interface EE 5 [E %40, ATREMNIE |, QI IGRTE
i, ZEUH—NMARZEL ID, —MBHEZEHAN—NMEREEANIHN LS THEAK,

EMAFRTREAGRANR , EEEATEIZ —,

WA EEREXHRN B F=

BR ?

IAM ERAEHIERZEN Amazon BB IAM AP ERPHFIE
CLI R 4wF2iER Amazon FHEPE Amazon BRE S F
APIs ( B3 £A Amazon FARAY B ATIRE
SDKs ) o

IAM ( THEMSER ) R (IAM FFiERm) $EE
FERAKEIIREEN Amazon  |AM B 7 #9717 8] 2348 FF A9 1% BF
CLI K 4RFEiE R Amazon BATERE,
APIs ( E#= A Amazon
SDKs ) o

\* hY
R1EREk
RIERBRE BB E B R EA Amazon Certificate Manager (Amazon Certificate Manager) #%
Wo ATHRERKETREZHR ACM BEFHERELE,
£
- KERBIRE
* Amazon CloudFormation
- IEBEE
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https://docs.amazonaws.cn/STS/latest/APIReference/welcome.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html

Amazon Certification AriEE
o IS BRIE A

- ERBRHIERHEAEBFRICE

« FF/8 Amazon CloudTrail

K 7 4% 5 bR s

B EREREAKSRAIREE , REHETUEKRSRIGEEER. FE~ERSUHNFRIES
DANEREFRNK,F, MRTEEAKFREE , MBS EREFIEL kms : CreateGrant
BEXRRINFEACHHENR, XSREKSPAUMNER#HITERINEENH/E, BREN
WEER , BFEENRIE |, 2 (Amazon Key Management Service FF X A R1ER) FH Grants in
Amazon KMS,

MRERBEEFANEF T AR Ekms : CreateGrantRIKF A , MATLEEA k ms:
EncryptionContext sk Z4ABR#lkms : CreateGrantiFEilfH, ™ arn:aws:acmi8ERE , HiBE
ERFIA ARN BB, U T ROIKBEELZIEFRABSENIES , BAGTFFEREMIESR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQo",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c@7b197"
}
}
}
]
}

Amazon CloudFormation

Amazon CloudFormation #& 7] LAfiE Fi )22 IR B EFE A/ Amazon EENEIR, Amazon
CloudFormation AE NGB ME B X L'ER. Amazon CloudFormation A] LAEL & ACM ZIFH A
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& , 5140 Elastic Load Balancing CloudFront, Amazon 1 Amazon API Gateway, BEXEZEE , &
28 5 ACM £ERHI RS .

MR EEA Amazon CloudFormation {RE B2 MBI R ZMMIRIRE | BNBUEFERNENHE
BIEEIME ACM IEH, IHMLSRERREHNIEIRPEST.,. EXELELE , BH2H Bil. Hx ,
BIE—MNEETEATUNENFAERENBESIR, f , MREANRXEAREIEMENEEZE
S8 ACMIE$H <version>.service.example.com , BRANCBEENBEFIEH, <*>
.service.example.comf Amazon CloudFormation A F&IZN AR BN ERF T EBEFILED,

UE [ E

B EE (Brf#rE SSL BE) R— 1M ER , IENARFREALIERRIEZEEN , FNR2F
ZENNEEEH X509 EBHABRAMIFUEBRREGEHREK, Rt , NAREFERBERSES SSL/
TLS BRI, AR SSL RIFEERFREIEFHEE (MWRIEFR MK (CA) IEHBIMNE CA ILEH
(WRA)) PR, A, CEERERREWRBDZEZNMIES, EHNARERF TR EEDIZE
EHLAES SR RMR ZIES (MIERIEBREPNEMEMILES) ZEE. ENRABFTATES , £
AUHZEREENNEPHILARARINAREF. HE , NARRF A LB RS AR
PBHEH

/A Warning

BN ARFRTEE ACM iEH. ACM £ 1T FHIEEIEHLE1] Amazon Certificate
Manager JA#£ Amazon fi& Y SSL/TLS iEF I BRI # TRITX LU, N TERITIUEF , ACM
LERFHNAE-REBRAN. MRENWNARFEE ACM it , HEEFEAFTHNAERHAR
ThERiTUES |, NN ARERF e R E RSN E,

MBEOREB LS , W FRTUGR 25 1E 660 5 TR R 1 3 159 50

- BEECHIEBSAT ACM , AEFENNARFETISALNES. ACM FL2IAHHEITSA
BAES .

- MBELEANEAEIES  WEEHRRFEEIFE TR Amazon BiEH. MEEEHNE
AAIES  WITEHN S ARFEEE CA WRIES,

1536 1

£ Amazon IEHM AN (CA) NENMEM AU 28 , Amazon Certificate Manager (ACM) 2471
RiFTRER WA T4 BEFRDIEENAER. BULEREFER4H DNS HITRIF, BXESE
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B , i%# Amazon Certificate Manager & 2SR 1iE 1 Amazon Certificate Manager 5 F B £F16
13

N DN A BR 3

BTEEINAE ACM IEBF RN BRIFAE . MARNERSEEITIREE FIROFIES, S, MR
EHEENMEE , AERERNENMEE |, WAAFRSEANMEBNFTLES, SEAFILEL &, &
HFNERFWAASBRRIERAR , SFEZNFEHEBRIESHES,

MREABFERAHERIE , N TEM, E&ZFKE 8 HRILE T4 , FEELHAE 72 M2 A
EDRFEHEP 1 HERMITERE. S, MRBRESENMEEMILES , BHRZFWE 40 HRIEBF
BR4F | FEELIE 72 PR CAEDRFED 5 HHTERE. BELRBERFEHBRENEN , FH
B FER SR IE PR AR B TEE th 2 i,

MR HAER DNS Bif |, MAFANEERILH FQDN BHRIBEEBE A —%#H DNS i2%. ACM £[E&
RIEEQEMNICE , HEBEEAREELBEREE M MZIERK, MINZIEXKEFREFHE R E
HiZziE., ERENRET  MBREREEENMNEBNILED , NLAABETS DNS i2Fk, BIUERES
F3 DNS ik,

LR HIEFZERE B EIER

/A Important
TR EA R R ER HIEBEAE B FIC T , SR UERER AT 8 PR B 5 R S H 48
EIFNAHFIMBFLETRNBEFHRINMNAMERK. A, EBHTFLERELBIUEBREE
(SCT)e REXMIUEBH CA FEENF SCT BRAEIEHRF,

M 2018 & 4 B 30 BFF#A , Google Chrome FBEEAREIEHERAEAEFIEZFHNLE SSL/TLS it
., Fit , M2018 £ 4 A 24 Bif2 , Amazon CA EFBEZLANNE BER X HE LB L
T, EB—BiEx , ELEMR. EXEZEE , BSH EHEBREHRE,

HEFREPREITUERN , 2AFHTEFTILR , BETUEREH, IFEMNELRRSEN R
EMBANEEER, HlM , BRABENHER2AFENREERRERABNENEES , BUFF2L
Fro WA, BRERICFIE AT e LM 38 5T B SR K A0 BY 7= 58 F M 35 B9 B #Ro

EERFIERNERBRHEREICE , BEMIERIES Amazon CLI S8 H E RequestCertificate AP
EfoptionsS . WMREWIEHIE 2018 F 4 A 24 HZHIM AN , H BERBBEALITHREKRIZR
ZAEPH , WA BAfE A update-certificate-options @ 2 UpdateCertificateOptionsAP| IR {EIERIR H,
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BR 1

d j@%;ﬁﬁﬁﬁ}?gﬂéu F jﬁﬁﬁﬁﬂﬂﬁﬂm\ﬂio

« HFEPHALZITH (BERLERZHE 60 X ) 7, BEEEXESEFRES. ERSERKMET
SEREIRHER

EH—BigR , ELEMNBEHPRBR. FZNEQUERBREFTEER, MREEFERIEPFEREE
BEIER , AREREHEREXR , WENIEPHFALWIEE , BERZITERNIE. MREFEIEPHRIL
Mg, BATBWER B —NFIIEH,

LT RAIEERR T EERFTOIER WMAIFER request-certificate i S EAIEHEAE.

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

Lifar 5 HETIE B A ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREBEFILED , HETHFEREEITIERPHEIZERE TR |, 56 Hupdate-certificate-optionsfito It
ﬁ'l’-'z:l}g@ﬁo

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

F /B Amazon CloudTrail

EFBER ACM 281, IEF S CloudTrail H&Ih#EE. CloudTrail @I KK # Amazon
APl Amazon AL iEF ( BIEET Amazon EEEZEFIE. . MESHIK Amazon Web Services
HITH AP AR ) RIEIREMELE, Amazon SDKs Amazon Command Line Interface&3& o] LAiR
BIBLERAF MK EA T ACM APIs, & HIFILEIR IP tthaik SAR /LR £ Kyt E . SR SABER AP
CloudTrail £ EINARFH , WENELBHCRRE , RERFHVWRES | HERFIEER OAF B
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MK CloudTrail BxIEE, BXEZER , BZHCRER. %F CloudTrail 5—EfEH Amazon
Certificate Manager A& & ACM RIEH R BI R ER1E K.
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¥ #2123 Amazon Certificate Manager

B4 Amazon SRS RO EM, TTAMMYENEEAKE D, Amazon Certificate
Manager &M iZM Amazon R F RFTAE D WEKEHIE , UEE LN S JHRMER AT AE R i
#HATER .

UTEENETHT ACM B Amazon %IRRT E,

£

« A S EventBridge

« CloudTrail 5—i&f# H Amazon Certificate Manager
« XM CloudWatch 3E#%

£ I &% EventBridge

EAILAE A Amazon EventBridge ( 8187 CloudWatch Events ) 281 Amazon IR B3t , ¥ B3hi
MREEH , flNARFTAMEEES T RERER, XKESTE ACM EAH Amazon IRFSWEHJLFE
At 4% 35 2] Amazon EventBridge » Al SAERAEH4A1 L B 5 , B3 Amazon Lambda %K. Amazon
Batch {Fil., Amazon SNS B %, BEXEZEER , ST LRI S# EventBridge ?

F
- WE5#3 ACM B EventBridge X #F
- EventBridge £ ACM A FA I T i#h fi & 3R 1

I # %4 ACM B9 EventBridge 3%
AEZHH H R T Amazon EventBridge 21589 ACM #HXxE 4,
“ACM iE$ BN 2 HR" S 4

ACM FMIEHIHAET 45 RKFFME , AFMBEBERWIEDR (A8, RENSAWIEDS ) BERREIHE
., TTLAER ACM API B9PutAccountConfigurationig #E3k 5 e bt B (] o

ACM £ HEMEKNFERANIELANBHE] , ERANLEPRECIH M ERTMRAETS
AACM , DR R EHH. BREZSELR , FERENSAILSL. BUUERATHEHRREBINL
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DUFFIEBE#FH S A ACM. BXAEA B31{LE R Amazon Lambda , 58 EventBridge £ ACM A
£ AL O b i R IR AE

ACM IEHEIH R EHER U TSN,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "account",

"time": "2020-09-30T06:51:08Z",

"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

‘ACM LB ETH"SEH

(® Note
“EHESHEHTERTSANIES,

ERAEFTHES , LUEEEKSF ACM AN A ERILEILH S e R E,
ACMiEBESHEHERUTEN,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
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"arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

}

“ACM iEH A" &3]

BEPAMITHES  UEERENAE AT IERAZRENKEBH, ZBHFEMLR. £ITNE
AR R, XFRBUL , —BECAA , MATEFFRESTENERBREMN.,
ACM iE B AT AEHER LTSN,
{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
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“ACM It B EEL&ITRIFEEH

® Note
‘FERTERRITRIFEHATEATSANILES,

ERTLMITLES , MEELTARDEFRESTREITIEBNKREIRE. flo, WREFFMTHE
Ik ACM £ATIEHHY CAA 1235 , N ACM R 45 REHZITT KM R A UENH, MREFRE
EEM@#R4E , W ACM £ 30 X, 15 X, 3 XM 1 RABARZ LT , IFEFF - REURE. iEH
BHREBFBREABE], BRETZRBLERE 1S

ACM IEBEFEBRITRESHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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Amazon BRESH

Amazon RESNFEEITRMEN ACM IEBERSITRAEN. BRETHKRNES , BTN

EUFP 41T Amazon Certificate Manager,

REQEMMHIER TEBSTRRES

« RHEIT LA BHAFIERR,

« WNFEFAATERBERTERNET, XUREKREFTEILLEFIRAPNEE (A TEIEFHR
HHRATRIENIES ) , REBRENMER. SIEHABLSUTEARERBRH -, XERB
TENFALT , HER Tk,

« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBLiT. S HsENIHE )
« CAA_CHECK_FAILURE (CAAKELRM )
« AWS_ACM_RENEWAL_FAILURE ( HHFAE CA XRMIEH )

BETRREHEENTEM, EILREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24 K.

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1)
"detail":{
"service":[
"ACM"
1)
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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EventBridge £ ACM H £ L 5 #h it & R 1E

BRI AR X LB 402 Amazon EventBridge M0 , #£/H Amazon EventBridge 1l & Et &40 E
EHTRENRE, RNTIRMEEE Amazon EventBridge #MF [ Itk 7= &£ IR ER ROIERF .

FB
« 33 Amazon SNS M E4
« {# Lambda BN =4

X Amazon SNS MR E#

AF A UMEELE Amazon SNS |, BIEE X ACM EREITIRR B4R E XA BA,
SERSA T IS R Sk B e AL,

#12 Amazon EventBridge N 3 fil & ¢ 4E

1. BIE Amazon EventBridge MM, BEXEZEE , BSHECIEXN S ML R N Amazon
EventBridge M,

a. £ Amazon EventBridge #4#| & m https://console.aws.amazon.com/events/ , S EE4 >

MMNAE , REEFEAN,

b. EBIZEHMNIAMEL , %$F Event Pattern ( EE4ER ) .
c. XNTFRFEM , NFEEAFIERE Health (E1THRIR ) »
d. FFEHERE | %# Specific Health events ( HEZITIRAEH ) -
e. 1%&# Specific service(s) ( HERS ) , REMNFEEFIEE ACM,
f. &% Specific event type category(s) ( S EBHEREKH] ) , RFEF accountNotification.
g. 1&# Any event type code ( FEHRERB ),
h. i%&# Any resource ( {EAI&RIR ) -
. AEEHEAMKHRESRT  AWSHREHM JSON EX, WRHIFER Amazon BES4H H9
PRER,
{
"source": [
"aws.health"
1,
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2.

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
B E®RE,

FEBHRED , BN FZ AT EERASNSHNRS P#HTESE , Hla0 Amazon Simple
Notification Service (SNS) , th AT LLi%E$E Lambda BRI EHE BB B EX W ATHITRB, H*
Amazon Lambda XM RHI , SR A Lambda EEIMR E 4,

/8 Lambda B ¥R 5 B4

LI F2E R Amazon Lambda 204l £ F £ XU &%k £ W5 07 EventBridge, £/ I & #h & 5 @ A1 AR S5 (SNS)
Simple Notification Service |22 BEH AR tfAl @ H & A FELE R Amazon Security Hub , M\ &1
S %2 B AR L AT 4%

1’ E Lambda A IAM B

1.

B 5B & Amazon Identity and Access Management (IAM) & &3 E X Lambda EEFTEHI
R, BEltReMRESEK , SUUREHIEEHEEARZEEE , ARFRFZAFPHNER,
BWEEEAPKS FIETAZH Amazon B , AEHFEEEEAKS TiE1T,

£ https://console.aws.amazon.com/iam/ 3T FF IAM 2#| &,

£/ JSON i 4miEas 02 U TRRPIE LAY KEE, REEE S XM Amazon K #15,
BEXEZER , S HEJSONIET + L 6 2K,

"Version":"2012-10-17",
"Statement": [
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{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
},
{

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:1log-group:/aws/lambda/handle-

expiring-certificates:*"

]
I
{
"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"
1,
"Resource":"*"
},
{
"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",
"Resource":"*"
},
{

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

]I

"Resource":"*"
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},

{
"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

}

}
3. HIE IAM AEXEHEMMFRE, GX0ZE IAM A NEBNESR , HSA Amazon RS
BEAE (BFHE).
4. 3TF Amazon Lambda ###1& , Mtk https://console.aws.amazon.com/lambdal/,

5. BIE Lambda B¥l. BEXEZEE , BSHFEAEH S 4/22 Lambda HE, TRUATEER :

a. ESIREHBIEL , %&# Author from scratch ( MK FFEARIE ) LI BB E.
b. EEBEBMFERAEE—NEM , FlI0 handle-expiring-certificates “"s
# Runtime (12178 ) ZIRF |, 1EFE“Python 3.8%

d. B Change default execution role ( EBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEAE ) JIRPEREBETVUNENAL,
f. 1%£$® Create function (B E ).
g. % Function code ( BREXE ) T, AL TR,

o

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,

modify,
# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to
# permit persons to whom the Software is furnished to do so.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
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# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3

import os

from datetime import datetime, timedelta, timezone
B oo m oo o e

# setup global data

B oo m oo o e

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within '
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ') !

# this call is publishing to SH

+ str(expiry_days)
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result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,

"CreatedAt": event['time'],
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"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
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else:
sh_region_local = os.environ['SECURITY_HUB_REGION']

return sh_region_local
# quick function to trim off right side of a string

def right(value, count):
# To get right part of string, use negative first index in slice.

return value[-count:]
£ Environment variables ( }M5%E& ) T , 1&#% Edit (/8 ) HTERFINUTEER,
. 1pv: ) EXPIRY_DAYS

BERSLEPIHBEA BV EZIE ( RE¥) . LEHBERINN 45 X, BEFLUEEARE
X{E,

. (% ) SNS_TOPIC_ARN

FEXE Amazon SNS B9 ARN. 2L arn: aws: sns::: IR TER ARN, <region>
<account-number> <topic-name>

« (A% ) SECURITY_HUB_REGION
FEAFEH X1 Amazon Security Hub FRI§E. MRARIEELEDT , NFEAEEZEITH

Lambda BB XiE, MR ZEBESIMXEHIZEIT , WATEEERABILHEH SRS
M Security Hub,

£ Basic settings ( EZRE ) T , & Timeout ( #EAt ) RE N 30 ¥,
EEINE , 1%£$F Deploy ( 2B& )

THRPNESUFTRERLERG R

B3 RES B B F iR @ A

FELRBIF , ZEiE Amazon EventBridge K&5EZIE , BTN EHEHEIHAIE PR — 3 8B FHf
H, FEBERT , ACM BEXHMANEEIHA 45 RFFEMENIERSI X —NEMH. (WEBEET
LAER ACM API B PutAccountConfiguration EEE X, ) XEBEH#HHPHNE — Ntk AT REX

) B R

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #

BRERH
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Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. #lZ Lambda HBHBEENRE. ( EXHK - BEZH ZE Lambda A IAM A€ ),

2. H Lambda RHIZBA T RIXBHMFRA SNS £, EXEZEER |, 52 01E Amazon SNS
e

3. NERNMBIAITRE SNS £8, BEXEZEER , i5ZRITE Amazon SNS Fi#,

4. SIEATAA Lambda BRI S #: EventBridge |, BEXEZER , BSRAENS4MHEH
& RI#) Amazon EventBridge #L1,

£ Amazon EventBridge 2| & A https://console.aws.amazon.com/events/ , SIMZEH > #
NTTHE , AREFRLNEAN, EERSEH., BHEEM Lambda B, EEHEXNTKERES
BRI TRE -

{
"source": [
"aws.acm"
1)
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERRBIEHT2E RN Lambda #BUXHERNEH -

"version": "Q",

"id": "9c95e8e4-96a4-ef3f-b739-b6aa5bl93afb",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "123456789012",

"time": "2020-09-30T06:51:08Z",

"region": "us-east-1",

"resources": [

"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-

d0a53682fasb"

1,

"detail": {
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"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

}
}

g

—BETBRERIIRENEARE , RESKENRZEENFERT , MERZT2RBEMUGHE
SR

- IAM REERBE

« Lambda B

« CloudWatch SEzh# M

« CloudWatch 5 Lambda ><Bx#) B &

« SNS =&

CloudTrail 5—# £ Amazon Certificate Manager

Amazon Certificate Manager 5 Amazon CloudTrail—IRFSERK , ZRFEBHAF. AR Amazon
BRS1E ACM HITHVIREMIZ R, CloudTrail RIMER T , H Amazon IKF E/EH. CloudTrail
F ACM 09 API ARHIR A EH , SEXRB ACM ZH AN ERAMT ACM APl RENRIBIEAH. R
BEERE , MA LA CloudTrail E4FL & HE] Amazon S3 7 , 23 ACM HWEH., R
BARBEBRE , BT LUE CloudTrail #H &K “EHFHLIER PEERHNEH.

R WERNE R CloudTrail , BRI LIAER ACM X HHER, ZHERK IP that, #EH TiER,
At EHERAREMBIFEMAER, BXRELZELR  BSREAEHTHELIZFEES CloudTrail 24, 34
ACM M XN BT |, ZEHESEHM Amazon RS CloudTrail B4 —R2iEZRESHH$ I
FH, BAILAE Amazon IKFHEE, BRMTHEHEH.

LA\ | A LABLE EHftt Amazon RS , LAt —F o FLL 2 CloudTrail B & WENSEHIIE,
EXNEZEE CloudTrail , IHSE AT T4 -

« Amazon CloudTrail BF1ERE,
o B RIEELA
« CloudTrail Z##BRSS FEERK
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o EWKBZANNXE/ CloudTrail B EHFMEWSR B Z4NKF B CloudTrail B &34

BtiE Amazon SNS E#1 CloudTrail

ES ]

ACM XL T REEREHIERKTE CloudTrail BEX 4 -
BONEHRAXERBBEEEXRERBERNARER, BHEEEBHTEBEUTAE

HEi2% % CloudTrail X# ACM API #
IERERRSH API E A

H&EIZxA CloudTrail X3% ACM API ##

« EREMFEH Amazon Web Services ik R F P = Amazon Identity and Access Management (IAM)

- FREEAACERKEAFNIENRZERIERHN.

BXREZES

RPFIEBR HAY,

ERESEHEM Amazon RS . H

DT80 RE T XM AP BRENRHIBF.

6] B R IIFRE (AddTagsToCertificate)

IBRIE$ (DeleteCertificate)

HIRIEP (DescribeCertificate)

5 HiE$ (ExportCertificate)

S AlE$ (ImportCertificate)

5 HiEP (ListCertificates)

5 HAE B HIFRZ (ListTagsForCertificate)

MIE$ F il BR#rZE (RemoveTagsFromCertificate)

#2H CloudTrail userldentity T,

B SRIEP (RequestCertificate)
BHAERIE B 74 (ResendValidationEmail)
¥ FRIEP (GetCertificate)
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[E]iE B R IPRE (AddTagsToCertificate)

AR CloudTrail ~5lE 7~ T A AddTagsToCertificateAPl 945 R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
1,
"eventTime":"2016-04-06T13:53:53Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcbha98-7654-3210-fedc-ba9876543210"
1,
"responseElements'":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

:certificate/

X AP B4
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IBRIE# (DeleteCertificate)

BAT CloudTrail =~ &~ 7B DeleteCertificate APl Y45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

1,

"eventTime":"2016-03-18T00:00:26Z2",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcha98-7654-3210-fedc-ba9876543210"

1,

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRIEH (DescribeCertificate)

LA CloudTrail R6IE 7= 7 @A DescribeCertificate APl N4 R,

:certificate/
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® Note

DescribeCertificatei®4E CloudTrail BEFREREXEIETEN ACMIEBHEER, EBATLL
fEAE4]A Amazon Command Line Interface. =X DescribeCertificateAP| Z2& B XIEPHE

B8N0

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
.
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

BAF CloudTrail R"IE R T A ExportCertificate APl B945 R,
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"Records": [

{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",

"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8
"requestParameters":{
"passphrase": {
"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42

1,

botocore/1.10.

4"’

X AP B4

WA 1.0 127



Amazon Certification AriEE

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":10,
"capacity":10,
"address":0

I

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcbha98-7654-3210-fedc-ba9876543210"

1,
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

iy
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

5 AEH (ImportCertificate)

LR RBIE R T iEFKI ACM ImportCertificate API #24ERY 8 K CloudTrail B &% 8B,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"Alice"

iy

"eventTime":"2016-10-04T16:01:30Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",

"awsRegion":"ap-southeast-2",

"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{

iy

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0

"certificateChain":{

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,

X AP B4

WA 1.0 129



Amazon Certification AriEE

"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

},
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HIHHiE$ (ListCertificates)

LU CloudTrail R¥IE R 7 A ListCertificatesAP| FI45 R,

@ Note

ListCertificatesi®4E CloudTrail BEFREREHN ACM iEH, ERLAFEHIEHA Amazon
Command Line Interface. =X ListCertificatesAP| Z2FIFH 5K,
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:437",

"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIHAEPIIFRE (ListTagsForCertificate)

AR CloudTrail ;~:lE 7~ T A ListTagsForCertificateAPl B4 &R,

(@ Note

ListTagsForCertificatel®4E CloudTrail B &R ERIEMIRE, BULERESHEA
Amazon Command Line Interface, = ListTagsForCertificateAP| BEERZ 5K,
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

1,
"eventTime":"2016-04-06T13:30:112",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
1,
"responseElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181beb6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

MIE+ i BRPRZE (RemoveTagsFromCertificate)

AR CloudTrail ;=& 7~ T A RemoveTagsFromCertificateAP| B4 8,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",

ZEFHY API R1E

7 1.0 132


https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html

Amazon Certification

RAriEmE

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T14:10:0172",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

I

"responsekElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ERIE$H (RequestCertificate)

AR CloudTrail ~5lE& 7~ T A RequestCertificateAPI BY45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:497",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"subjectAlternativeNames": [

"example.net"

1,

"domainName":"example.com",

"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
1,
{
"domainName" :"example.net",
"validationDomain":"example.net"
}

1,

"idempotencyToken":"8186023d89681c3ad5"
},
"responseElements":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B RIERIE B FEB4F (ResendValidationEmail)

LA CloudTrail RHIE = 7 B A ResendValidationEmailAPl B4R

"Records": [
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{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-17T23:58:257",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

BAF CloudTrail RBIER T A GetCertificateAPI V&R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
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"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":{
"certificateChain":

},
"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ICFRERARSHY API 8 A

O] LAEF B # CloudTrail 5 ACM £ IRS X HEY API B, BXxERANEZEER CloudTrail , &
2 {(Amazon CloudTrail AFEE) « AT REIERT TERWBEWER  BEHAERTFERTFME
ACM iE$PH) Amazon &R,

N

FH;
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ACM iE B FTEIERN Amazon &R,

£

- BIEAFITESR

- FERAEESEEM Amazon EC2 L4
. MELEED

- BRELEED

BIB AT E RS

LT RBIERE R Alice B IAM BFPX} CreateLoadBalancer EEM AR, MEYEEHENEHE
TestLinuxDefault , MEB{MITEE—RER ACM LB IR,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
1,
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"

]I
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"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

.
"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

£ A T F 5% 85 )F A Amazon EC2 E4

HEET M ITETR (Amazon EC2) 3Kl LR EM G N AR FEY |, ALE 85 88 B %Sk
fil, XALAEE Elastic Load Balancing # % & 2 Amazon Command Line Interface3R5EK . AT =45l
£ RT3 Amazon Ik 123456789012 LinuxTest E&RegisterInstancesWithLoadBalancer
MAESERNAA,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

}I
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"invokedBy":"signin.amazonaws.com"
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

.
"responseElements": {
"instances":[
{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
IEFLE HH

T RAIREA AT INES ACM iEBRERNFAE LM Encrypt BA. IMERE AmazonFHiT,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"acm
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iy
"eventTime":"2016-01-05T18:36:29Z2",
"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext": {

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

.

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

fRE A B

UTFREIERTATNE ACM IEBXERNFAEFHHRITHREN Decrypt A, BERERNIBITH
Amazon , BRENHHAKZEFT2EFF. Amazon

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
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"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:28Z2"

},

"sessionIssuer":{

"type":"Role",

"principalId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

I
"eventTime":"2016-01-01T21:13:28Z2",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
I
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - Amazon access key
ik SecretKey - Amazon secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - Amazon region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

BURRBIER T (A A DeleteCertificate BI#. MR , M ZEHBFEE —MZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.
DeleteCertificateResult result = null;
try {

result = client.deleteCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceInUseException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

FEIRUEF

AT RHIER T 20{a £ A DescribeCertificate BI#,

packag

import
import
import
import

import
import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

DescribeCertificate

WA 1.0 147


https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html

Amazon Certification AriEE

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the Amazon
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Sta

NotAfter:

tus: ISSUED,
NotBefore: ThuOct@510@: 14: 32PDT2017,

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type:

S HUEF
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IMPORTED,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
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import
import

import
import
import

import
import
import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.

java

amazonaws.
amazonaws.
amazonaws.
.regions.Regions;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AWSCredentials;

services

services

services.
services.
services.

.certificatemanager.
services.

.certificatemanager.
services.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;

.nio.channels.FileChannel;

certificatemanager.

model.ExportCertificateRequest;
certificatemanager.model.ExportCertificateResult;
certificatemanager.
certificatemanager.
certificatemanager.

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();
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// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);

String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%
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com.amazonaws.services.certificatemanager.AWSCertificateManager;
com.amazonaws.services.certificatemanager.model.GetCertificateRequest;
com.amazonaws.services.certificatemanager.model.GetCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.AWSCredentials;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws.services.certificatemanager.model.RequestInProgressException;

com.amazonaws .AmazonClientException;
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* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {

try {

result = client.getCertificate(req);
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}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT AT AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

SN A

AR RBEERT fAEA ImportCertificate BI%,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(
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"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
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buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
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String arn = result.getCertificateArn();
System.out.println(azn);

B HHUE

AT RBIER T 20faE A ListCertificates BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the Amazon
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.

*

*/
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

LT UEH

AT RGERT {aE A RenewCertificate BI¥. ZEREEEIT HABIEBM AN (CA) WA H
BEExportCertificate BN S HW A B IE B, Lbit , FAKEKBRXALITSEHNIAEIES, EFEA ACM
£1] Amazon A CA iE$ , S 5E ACM RS AR FHIATHIBRENNIE. BEXEZER , BES
FEHEBLE TR BLS ACM,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.ValidationException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;

public class RenewCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);
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}
catch(InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (ValidationException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

B HHUE PR
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

i —

TR

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

T WA {E ListTagsForCertificate BI#},

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Amazon Certificate

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

model.InvalidArnException;
model .ResourceNotFoundException;

function in the

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;
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* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {

result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
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throw ex;

// Display the result.
System.out.println(result);

HIE Y REFIZRUT AT AR A,

{Tags: [{Key: Purpose,Value: Test}, {Key: Short_Name,Value:

MIEP i BRAR

LAR RBIE R T 20al4# A RemoveTagsFromCertificate B,

package com.amazonaws.samples;

My_Cert}]}

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import

com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateResult;

import com.amazonaws.services.certificatemanager.model.Tag;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

Amazon Certificate
* Manager service.

RemoveTagsFromCertificate
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*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

’
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

// Create a request object.

RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

12345678-1234-1234-1234-123456789012");

req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

HRUEF

AR RGIERT {aE A RequestCertificate B,

packag

import
import
import
import

import

e com.amazonaws.samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

services.
services.
services.

certificatemanager.AWSCertificateManager;
certificatemanager.model.RequestCertificateRequest;
certificatemanager.model.RequestCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
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import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
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AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
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com.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

services.
services.
services.

.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the Amazon
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials =

null;

ResendValidationEmail
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ex);

try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

’
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// Display the result.
System.out.println(result.toString());
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ERBERFPH—PRZNMNEELEN. BE , ERANBERPHVFEEFRERNME . BX=EERIE
P, ANEERMBERFHEAHBEERIENF , HARBERPAMEHBHE TERXNWRE. A
m , #&F5ER example.invalidpublicdomain &3k ACM iE$ , &R “invalidpublicdomain”f 2 & 3 B9 TR
Rig, MEEKZWBBEIMER , BBREAZED O, MREBZEXZFITR , BF ACM FRIBIZHR X
mEFER,

HIRHE  Hft

BE, KAMERRSFEERPERPH—ANHSMEE EAHBHR RN HI, BRZHBERIES , @
BEXBMBERPNEAHBEE RGN F. WREAZIKWBHWABOEE | BEAZFHOLEBKR Amazon
Web Services X#¥, MBEZRBEXFITY , BHE ACM F R IIEPRMHES,

PE & UE 5 56 UF 7] B

WME ACM IEPERRSHEFRIE , HALBERESHFEXIURE, MREERBEBERMERFHF
HRHFIRE , MBHRINARSAEERIE B FHRH, XLEH M2 K% FTiE RIS E A B il it
i, BXEZEER , 551 Amazon Certificate Manager BFHB4FIE1F, INR%EFE DNS WAE |, N2
M ACM NIEBIBM B IEKE ALK DNS BiEE. BXEZEER , i35 Amazon Certificate
Manager 8 R& K,

/A Important
BB R CHARATUEFIERERPIENAMEEE ., MREFBEFHARIE , LR
IS NMINRIUE S FHb4r, MRRKBNBFERMG , FSH KRR S FEP4F, aNRiEE DNS
WAUE , N &AF R B M E — 5 CNAME 2%,

@ Note
N3 ACM EP A LA R EERE S Nitro Enclave I S EC2 324l £ | (ERRELR B HAb
Amazon 3£4l, EC2 Hx1EREREET Nitro Enclave WL 5 ¥ EC2 K4l Ei%EIT Web AR
SEBEMER |, HS IR : £ Amazon Linux 2 &% LAMP MEIRSESR#IE : AL D%
Linux AMI Z%& LAMP W& RS 85,

EWAEA DNS Wi =2 8 FHR 1T,
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https://console.amazonaws.cn/support/home
https://forums.aws.csdn.net/forum.jspa?forumID=206
https://console.amazonaws.cn/support/home
https://forums.aws.csdn.net/forum.jspa?forumID=206
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
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MRBFRIUERR , TSEUT &,

E3-
« HEE DNS Kif A3
o« HEE B 7 BB I8 UE B9 [R)

HEZE DNS 16 iF 8] &3
MREFEH DNS RiFEBEHERRE | FSRULTIERE.

DNS HEHENE—SREAUATHRATITELEFHNHEPRE !

* dig — Linux, Windows

* nslookup - Linux, Windows

¢ whois — Linux, Windows

£

- DNS RRHtEEA TR

- DNS REtEFNMNRART IR

« FF/EH DNS BiF GoDaddy k¥

+ ACM #4#| & T & R“Create record in Route 53” ( £ Route 53 F8|E1EF ) &4
s BB (TZEMFE) B LM Route 53 BilF kKK

o BRI, BMARREIT KK

« VPN L&) DNS fRF a5 30iE K K

DNS B2 T X%k

MREH DNS RMHBHBULEFHBICREPEANS TRIL , BUMER ACM ZREAEBERNT

¥k , AERBEZTNENER TR, Fl0 , 7 7#HTRIE , 3B IE%E _x2.acm-
validations.aws ATE N x2.acm-validations.aws. {BER , BB IEFKB NS IMLTIEL LLR]
STRILTFA,

B LAER T RAMHNMERIES —DREIES.
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https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
https://linux.die.net/man/1/nslookup
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/nslookup
https://linux.die.net/man/1/whois
https://docs.microsoft.com/en-us/sysinternals/downloads/whois
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B e it =]

_<random value>.ex BB icF _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex BB 1ic K <random value>.acm-validat
ample.com. ions.aws.

DNS REERMMBRRIAERT TR

FgERT , £ DNS EHEamnEZRERANABiEREFMMET IR, it , ZESHM
AR AREASBEIR, B0, “<random_value>.acm-validations.aws.” J$#3E4 |
Mm“<random_value>.acm-validations.aws f#&EZ,

F IS #9 DNS IiF GoDaddy %M

BRIFEME N ACM REM BB IZRKIE , FNEMEB Godaddy MEAMEM EEHAYAYIFE K DNS Kk
ARER KM, BL .com HEAH , KA CNAME iBFEXUT :

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

&AL GoDaddy Ei3 Eif NAME ZERARHINAE ( BEAS ) REIBS5#BM CNAME id% , W
TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#|& T E R“Create record in Route 53” ( £ Route 53 #2123 ) &4

MR Z3%$EFE Amazon Route 53 ¥E R 2H) DNS 247 , Il Amazon Certificate Manager I A E#EEH
REURIFZENEEFENR, EREEERT , BF A M Create record in Route 53 ( 7 Route 53 #16
BigR ) R TERETHBTH, IRAEXMER , FREUTAEERERE,

-« BXB A Route 53 AR DNS =RHHE,

- BERATREEKFER ACM H Route 53,

« BERADTE Route 53 FHEHXFHAIEIZFH IAM R,
- BREMA BRI ZIF,
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© EERAATF L.

E ( FZEMF) 5 LM Route 53 BIF KW

£ DNS RiEIREHF , ACM ELAEREXFHFERFBICTK. WREERE , Wz 72 DetEHE , R
A7 Validation timed out (R IEEE). EBFBEEAERITEFEFA DNS i , @3F Amazon VPC
AEREXHNER, FAE PKI AR ZEEEBBITEEWIES,

Amazon BXBEN ZAmazon FAF CARS A LF R ZEENEREH T,

WUERZh , BMA LT KW

WMRIEFBMA KXY , ERGRIUE", MENFE DNS EFtFEREIEHMAAERN (CAA) iBFK&EMELE
WMEIEP. BRESEE , F56 (k) BE CAA I,

VPN E£H DNS BRE288 58 1E kK

R VPN £ E DNS fRS528 , M ACM RN ZRSH[RILUES , FREZBSH/ESTULR
FriER. EA ACM DNS BiEMAN AR IUEBERFIEKALEL 2 Internet FITHEN

HEE B BB B UE Y A R
IR BT ER AT BB E S | BSAUTIEE.

£}

o RUIKEI56 U 8B F BB 4

- BT B FERHRIFRIF A KT R
« ITIELNIRE] DNS BiF

R Z I B F HR 4

LIBM ACM BERIEP H &R B FEEHFRIUER | HREITEFHESLEZTANEREE MU, EXES
f£B , 2% Amazon Certificate Manager B FHRF 0 UE, 20 R B E UL BB FER 4B R [B)& |
BEEUTEW,

ERE TN NE

ACM 2mEERWIHE HXWIE B FifiE, MREEEUN BT ZIFIEUOX Lo FHR4E | AT LUT
ENBRIFIEEAN RIS, TESKSMtut EAFEEBER , HE2EN @ FEZENE
BAVELR FEp b, Bl , RIRSF example.com $EE N subdomain.example.com KR UFLE |
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
https://www.amazonaws.cn/certificate-manager/private-certificate-authority/
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N AT RE S W B —H %X E admin@example.com B EE FHR ., KEE ACM ZBHIAEHR IR ( HEM
CLI 5{ API FiR[E ) W TRttt 5% |, UBESRNERRITE FHENNE, EEFUIIEX ,
B ¥ ¥R A Validation not complete KIAE F15 & Z K B4R,

It 8 F BR 4 EARIC Ty SR BB 4F

FER SRR XK P RE BRI SR Fof .
GMail BzX} &Ry &8 FlR A 1T HE R

WMRIGEEMEM GMail , MISUER FERHFATRES B3h 20 36 E] “BH#H” (B BIFH,
HEMERERRKRAGERES ABRLRE

¥ F M Route 53 MISEH1E , TRER T 28 ARIARY , T BEH 8 F il 4 i3k 2 RF F
whoisprivacyservice.org, contact.gandi.net = identity-protect.org B FHR#
ik, FHRGHEEME XH LM E B TR R RTRY | SUERIXE)IX L BRI Y B F iR 4 b it
{Y BB, B 44 ] % & B SR 4% 5l 1Y B R b ik o

® Note
BB R AT EHBRASS | S8 Route 53 MISZH — Loy FRFL R IS4 2 A,
Bl , Route 53 TR MARERERA ca MRBHBARF . EBHABER Amazon i
DHEREABILRY

FEIRH Amazon T E B F B4R & 3% BB N\ F R 4t ik AR B9 2 > — AN stk H B TA SR AT UK E
Z g R FERE |, BETALUEN ACM BRIEH, ERIIEBERE , BRI L FH4
# 3t & JRIE Amazon Web Services Management Console B B8 T BB itb it B R A, TEIEBLTF
Pending validation JRZSEY , 27 L& 8 &545F Validation not complete HIHE 13 & SR #RK
EFLIIRUABITESR, BIETLLEE ACM Request a Certificate ( FRiFIES ) [SH Step 3:
Validate ( P8R 3 : WE ) FEFIR, 5l HEY B T HR 4 st it = fF 88 F iR 45 &0k B RS it

BRARZIFH O

MREEFLRESE , BN EWRBIGK LB FHR4 |, EihE Amazon Web Services sz
ODHBMERM, MBEEEIFMYL , BEEREEME ACM F XL,

FA T BB - B 4 B8 UE Y 55 A #1) 45 B+ 1] B

EFHHNE—NEFEHGRIEFRNNRABEFERIELZITERP-ERE, XTE ACM BIEPFEH
AL,
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T E TR E] DNS Wik

HOIEZRA B FERARIERIERE , BTTEIREIER DNS N EFRTHIE, EfEA DNS WiE , EH
BRIZUEH , A5 812 —MEA DNS BIERFEF.

FERENIEBZITRIEE

ACM ZEEIHRI =R BFEIT ACM LS |, MELALTERITEMBEE. MR FHIEEIEPLEIT
Amazon Certificate ManagerBEU%E[ |, iHS R LT E&,

HEZ AT B ERIIE

il ACM BHKITEWIES | HIUBR BT RHE

- BRIERHBIEE ACM EKH Amazon lRFHEXER. BX ACM XEFHNERNES , B3R 5
ACM SR RS .

o NTEABFERHFRIEMNIES , ACM MAMAER BT UL F AT SIE MK E I A B F b4 ith it 5 & Ex
Ro it K B F R bk 5 FEAmazon Certificate Manager BB BB 4R 38 1E A o

« XIFEHA DNS BIFMIES , BFHRER DNS BB TS EFHM CNAME 123 , 3 Amazon
Certificate Manager E& ZZRIF PR,

R EFEEUEPHLEIT KK

HIEPEVG R HART (DNS 8 60 X , BFEREN 45 K, RBIEB R 60 X ) , MRIEPHFEEEE
M, ACM @2 HEITIEH, BAEENTHXBRETERIEIT, BXELZER , 20 AHNREE
WEP£E1] Amazon Certificate Manager,

3T BB FHR I UE BV EIE B LT

ACM EHHBRHIN 131MNA (395 K ) o HITUEHFEREMBENITRE. ACM KEIEHEHIF 45
RITIRE FIZE R B B FEp A it RIEZITEH. ZBALTE — MR |, SMEE TN A T REE
BATEIT. RIEFAASIHMNESR , ACM 2M K EBHME ARN BYLEITIEH,

BSRER S FEAHRIUE |, THEAXIE5ELZHAF PENDING_VALIDATION MAHEE X LG R
ESFERY 38T,

LT 7 1.0 180
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£tX4 DNS B UEUEBAYFEEUEH LT

ACM F &A%t DNS BIERIEFHHST TLS BiE. MR ACM T EL&ITLET DNS WU R UEAYIE
+ , WRATEERMA T DNS BEEF R B B IERIH B IERTER, MRRZEXTER , ACM 2BEH
BTEEHEITIEH,

/A Important

18R FF IEFRY CNAME 12X A Z| DNS BiEE, BEWERER MBI T H#MNMEHIT
LEiRAE,

BRI LUBEE ACM BHI SRR EPRHEEZE |, KEEHH CNAME i2%k, BXEFEAER , BSE
TEHHNE., SE7 LR ACM API i DescribeCertificatei&¥EZK ACM CLI H /Y desc ribe- certificate
WRXRKEE CNAME iB%k, BXEZEER , 55 H Amazon Certificate Manager 3% RZ il

« < Viewing1to3of 3certificates > »

Name ~ Domain name « Additional names Status ~ Type ~ Inuse? « Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example biz Issued Amazon |ssued No Ineligible I
Status
Status  Issued
Detailed status The certificate was issued at 2018-03-22T722:42:12UTC
Domain Validation status
amzn3.example.biz Success
. Export DNS configuration to a file You can export all of the CNAME records to a file
Details
Type Amazon |ssued Requested at 2018-03-22T722:38:52UTC
Inuse? No Issued at  2018-03-22T22:42:12UTC
Domain name amzn3.example.biz Not before 2018-03-22T00:00:00UTC
Number of additional names 0 Not after 2018-04-22T12:00:00UTC
Identifier 1faedec1-6db6-4d3d-967a-eecS5e53ecd4s Public key infe RSA 2048-bit
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:f3:99:62:5b:7f:fb Signature algorithm SHAZ56WITHRSA
ARN arn:aws:acm:us-
west-2:1409489014 14 certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdd5
Validation state None
Tags
Edit
Name

« ¢ Viewing1to 3 of 3 certificates > »

MEEFI & FPIERE B AREH
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https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/describe-certificate.html
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RITIEFHE M UERIEHH CNAME 8.
MRFEBEKIBFE , FRRAIEH Do
T RRLRIT T Ay

FEFEEIE P L] Amazon Certificate Manager@ — 1PN HE I, XERBEXESRALITENELE LR
4, ERIEACMIERPHPWAIEEARRE , £ ACM REFTEB Z B AT aE 2B IR, ACM ZRENERIT BYiE
Pyt 8] SHE B EBE R FE A T Amazon RIRAIAT A 2 B AT gE HIEAER . Hit , MUEFHRESH
ERAREEER NN T REE RERFIAES,

HrEE A A&

AEDRET EMRAREIE ACM IEB XN EENIES

EF&
« PR HFIER (CAA) [RIFR

H i [R)& 7 1.0 182


https://console.amazonaws.cn/support
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« IEBHFARR

o UEPEE BIE

« API Gateway [a] &

o THRUEBENARMAZELL

« ACM IREZX}ExAE (SLR) B

UEP MR AR (CAA) [FZ

A LAE A CAA DNS i23Rk3IEE Amazon iE P WA HLH (CA) AR EHEEH FEMA ACM iEH,
RIGEIE P M AW R4 IREE , 7R One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiE B M A HHIAE (CAA) iR , — N ZNE
ZAREEBELRIE] , BRELEH CAADNS 2%, MREERINBIE ACM IEBFRFWTNLEIR | N

HIREFIRH CAA IBRHBRIBERIER. CAA IBEKHH value (B ) FERUMETELLTHBEFH —

/I\ .

* amazon.com
e amazontrust.com
* awstrust.com

* admazonaws.com

BXOZE CAABKNESEE , F3M ((Alik ) BE CAA iIB5k,

@ Note
MREFFLRBA CAARE |, WA SUEERNERHEE CAA iIEF,

UE 5§ AR &

BRLFEE=FIEHSA ACM FAFEEERBEFKEK, NREFEE , FEELERFAMEBBEAE
B BRI EIEUTILR

- BRBES A X.509 RA< 3 SSL/TLS iE+,
c ERANREEEN , LA MHIEBMANY (CA) TE,
« MREHIERH CAZE , MAFIEFEIEPEE | ZIEH8E A RASRIEPS TR YR B FA9E

4
%o
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https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate-format.html
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- MRBIEBFELRIUEDR , WXAAXFEXNTEREEH,

o« EERNEMNEREFARAEZ AR —MEB,

- BOEPRIEBEFTERLEMHIES,

« AP, EPHEMAERE (WA ) XX A PEM RKE, BF , PEM % H Base64 wiBHY ASCII

MARAR , REXARUANTEMNTMITHALXNER, EEHFIHLE PEM X£Hat , REHRMIT
HERHN ZXHHITEMEMER, ETUEEA OpenSSL Wil LA EFRIUFIEH 4,

s FENBENAEER (WF ). (BT UReEEBET, Wam®., )

« 5 ACM SRS BAER ACM XEFNEEMBEHK D, i§Z6 € Amazon Certificate Manager
RAFER) NMBIRSHXE  BRIENILEHEBEEER,

s EFRBRSNIEPHZFAERIERS A IAM &2 ACM MEFRFE.

o S ARERBIE M,

- IBIEPHNFAGEEBETRERFHEF. BR , MIAMERT , WRELERIEEKeyTypesiFitsk
HH91ER T A ListCertificatesAPI 8 list-cer tificates Amazon CLI 55> , M| R £RSA_1024 8 7R
Z{RSA_2048iEH,

Uk & 7€ 8] 73

NTEITIES , ACM 2ERFNLAB-LEBRAN ., MRENVNARFERILFEEE ( BIHN SSL
BEE ) REE ACMEH , ME Amazon iTIEH/E , NABRFARTEAEZIENE, it , RNE
WEAFEEE ACM i+, MREHNAREFLMAETEIES , BT TRE

- BEECHWIEBSAZ ACM , RARFHENNARFEESSANIES, ACM FRAHX S ARIESH
RYFEELIT,

- MREEANRLFIES , WRENNARERFEESFRFE AN Amazon RIEH, MREEANZ
MBS , NFEHNNARFEEES CA NBRIES,

API| Gateway [A] &

HIRTEBDLEMLH APl i 28T , APl Gateway 27 &% & CloudFront 7'Bt. % CloudFront 2 Et/H
API Gateway FiE , MARALHNIKFFIE. ZoESEEEBE API RATEAN ACM iEH. EMBR
HBEH AT ACM BIEREHIUIES | B4 BR S ZUEF<BkH APl Gateway B E X,

SRR X APl LinT /BT , APl Gateway X RZELIE — 1 Application Load Balancer (ALB). %
AR EET A API Gateway FTE , R AN, % ALB SAEZITE API BPTEAR ACM iE+H, ZE
BRYPTE H 1T ACM MIBRERIIES | BAMM R S5 ZUEHX<BRRY API Gateway B E iH.
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/cli/latest/reference/acm/list-certificates.html
https://www.amazontrust.com/repository/
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TRERBINRBESZEAT

MREEKIFF ACM IEFREERRSKE , BUEBEFLTHE , ARERBRSTRIRESER , WERET
RERARSSEA ACM IEBAFBRNNRRE T Bk

570 | Elastic Load Balancing (ELB) EZE %X R Amazon KMS key , REFEEMFIE BIVFAR, It
NEREHETRRNRER T , HEER S ELB RERET ACM G A% KR, MR ELB XA ZNR
T , MPFE T RS0 P Z A KM,

EFERA , EEMA Amazon KMS #H A EF LN BRPRA , Bt A https://console.amazonaws.cn/
kms, #HTTE'JT ez —:

- MRBINHEBERTFEXNRSHNR , BHEERRFHEHE  BUEIERSRSHNXEK , REE
MR E. XHEFNAETRERENER  HREFTHEN
s MREIANAERT ACM IR E# 4 , BEBLR Amazon Web Services ¥ h https://

console.aws.amazon.com/support/ ome#/,

ACM BR% % Bt/ & (SLR) 658

HEMRBFLE CALEHABHEMKS EEHENIERN , ACM 2EBREANZHRERSHEXA
& (SLR) , AZERA SO EET Amazon 8 CA AR RIRBEHEITRE, MRENHLE CA MR
BiE$ , MAFE SLR , ACM FEENEEHHEITZIES,

ACM WEELIRTRIE | ERAWEEHN K HREFE SLR. MRFEH iam:GetRole MIRE
WIRTFEKFH ACM SLR , M8 SLR EFaBREHRET. MRRTBAKRE , BALGHE
MK EE R ABEREERT iam:GetRole HE ACM X IR , S EFEMNIKSF 5 ACM 1£&E KBk
AwSCertificateManagerFullAccess kB,

BREZER  BH5H (AM AFER) FRRSHEXABNR,

WERE
Amazon Certificate Manager i S AR T ZRHERMAK. EXENINRENERE , BRI T X,
ABIUEBFELE

2K EEITH Amazon FAF CAMAKMFE PKIERE |, ATEESHIU T RE,
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https://console.amazonaws.cn/kms
https://console.amazonaws.cn/kms
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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RAriEmE

® Note

Amazon FAF CA AXEFHE (4tR ) XEFMHE ( TE ) XiF,

ACM HER

PCA_ACCESS_DENIED

PCA_INVALID_DURATION

PCA_INVALID_STATE

R

B CARERT ACM PR, iX&ft& Amazon
#.8 CA AccessDeniedException %MK
=R

EfRERA |, FFEAZ Amazon FAF CA
CreatePermissioni#{E[M ACM RS 4% F 24
ERNBR,

EROVIEBHNERES TMANFAE CANE
MHE, iX4f1% Amazon AF CA Validatio
nException KKK,

ERRIFE , FREH CAILED (BAESW
BRI ) o

HAANFAE CA R TFHITIERKN ACM #1E
FIEENEBERES, X&A1& Amazon A8 CA
InvalidStateException %MK,

BRINT G ERR IR R

o MR CA KRB N CREATING , BEFCIEER
TR , RIFR%E CAIES,

o R CA HIRA S PENDING_CERTIFICAT
E ,BXECAISE,

- W18 CAHIRZA N DISABLED , HFHEHEH N
ACTIVE RZo

o R CA KIRAN DELETED , iR HZEE,

o IR CA KRN EXPIRED , BZEHIEH

MFIEPRELE
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreatePermission.html
https://docs.amazonaws.cn/privateca/latest/userguide/PCACertInstall.html
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RAriEmE

ACM HER

PCA_LIMIT_EXCEEDED

PCA_REQUEST_FAILED

PCA_RESOURCE_NOT_FOUND

SLR_NOT_FOUND

AR
« R CA WIRASAN FAILED , MG T E AR R |A]
B, B % Amazon Web Services X,

B CABRREIMARS., XflAR Amazon FA
£ CALimitExceededException %kM4E
B, EREFEALASBZE , BEREELNE
Ko

WMRBERPMAFEE , BBHKER Amazon Web
Services ¥ LERIZSEH,

MERRGEHEE. X4A1& Amazon FAF CA
RequestFailedException %kMAK®B, &
SEEFERANEBI2E , BEEHEEZNER,

MRERMAEFE , BB R Amazon Web
Services X,

B CA EBUK AR, X&ft&k Amazon FAH
CA ResourceNotFoundException %Mt
B, WIFTREFEATEBHN ARN, IRKIFK
W, BR/TEFERAL CA,

BRI EE | ERIER CA.

ATEITHNTS —NKFPHFE CA KR
WIEH , ACM ERIEBRENKS, EEFRS
KERAG (SLR), MRFEEHE KR
SLR , &2 ;3 ACM 872 SLR,

MFIEPRELE
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PR &M
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