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ft 4 & Amazon Certificate Manager ?

Amazon Certificate Manager (ACM) 43 62, F#EMEIT B RFE SSL/TLS X.509 iEHMEAH
SEBRE , XEAPNBAATRFPENAmazonMEFNARER, BUNEEEY ACM LXIES |, 5
EBINE=AUBLEA ACM EERSGH , FEKAmazonRFRMHEIESH. ACM iEF AJ LR £ —
HE., ZNMEEEE, BREAEIXEHNAS. ACM BEFER AR TREBEN FiEl. BiET
LS B Amazon A8 CA £H M ACM iE$H , BMEEREE PKI R HEMMEFEA.

® Note

ACM HAE&EINI webserver fEFA., MREAETE Amazon EC2 £4| LiRBM YN EZ 2 RS
85, UTHEBESEMKIHE : £ Amazon Linux 2023 L& SSL/TLS,

ACM IRE_REBEERK ?
Amazon A BIEE X509 iE PN EFFEETHENGRI, RBRREBEEERNVES.

1. Amazon Certificate Manager (ACM) - LIRS HEFEZEMEA TLS BR Web FEZR MBI E
o ACM IE$iB3 Elastic Load Balancing, Amazon CloudFront, Amazon API Gateway X
& Amazon RS #HTHE. KEFREINNAR—IFEAERENTL /XML, ACM EBE
S EHEITIHIERELTLZLEE, MRSEFERTE,

B

&l

ACM i P4H1E

X EFHXE

5 Amazon Certificate Manager £ 5% B IR S5

R34 L T MEFERIR

API R B #0

RIEXE

Amazon Certificate Manager E#

ACM REREEERK? MR 1.0 1


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
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ACM i 43k

ACM REMNAF/IEH EF/IX —T RATRE — L4 1E.

(® Note
XERBEMGERT ACM REMIEH, SMNARTERTESAZ ACM HHEF,

B R AR RGN

@I ACM FREM A HIEFH M Amazon Trust Services 3R18# , X2 Amazon EEH A HIEH
M AZ ¥ (CA)e Amazon Root CA 1 E| 4 B% 7 Starfield G2 Root Certificate Authority - G2 K &
HIRRX X EH, Starfield B Android & L ZFEE , NRERAH Gingerbread 718 , M
i0OS ENM 4.1 RAFBZEEE, i0S MIRA 11 FFEREE Amazon B, FAEE Amazon =
Starfield BRIV K. NARFIREREEHFHETMN ACM FREHN A HIES,

ACM [ % 90 & B9 M 2R 4L i SEARAE B 1Y 2 AR B Amazon Trust Services 18 CA , BE Z 4 H g
CA FREYEM— M EE, ACM BIEFRFEMIEHRE ( RSA =5 ECDSA ) BN 2 EHE CA, HTFHH
B CA REERERBRENIEREN , Btk ACM FE#tHE CAEE,

RN RARFEE

‘@FE Google Chrome, Microsoft Internet Explorer 1 Microsoft Edge., Mozilla Firefox 1 Apple

Safari £ AW FTE EEX W EFFEE ACM iEH, Bid SSL/TLS EEZEFIFERA ACM IEHBAI L =BT

B ACM IEBH R B EHLRSER U =P E R —NESER. Java H{5FE ACM iEH,
HiE CA F1R CA ##

RNTREBEERNRFWNIEBEMIZRE , Amazon AJLABERTIERL IEAE CA , BARBTEA, X

TERNEFEEE N, BXREZFELR , BSHIEEXE "Amazon introduces dynamic intermediate
certificate authorities" ( Amazon 5| A HEEBM AV ) -

77— Amazon & 1E1R CA |, I EBRBENRARMITHETE, ATHETENEZ IR
X , Amazon FERAFFE A AALEIESE Amazon &7 , &% Amazon Health Dashboard. [E7k
FEEREE FHHUARFNARRBREFZE,

T mEERIB K515 RIAX
MRARSAFEBABANE , MIZEPRFHEBHE. OCSP M CRL RATRIFEHREEHBHEN

PR, OCSP M CRL AT X mEERNIRENS . FEEEFH AEAREZFHIAMAN
I REEX LA B R EER

ACM iEF45E WA 1.0 2


https://www.amazontrust.com/repository/
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
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DTRRGURL BEAEXTATRIFHERE, BF () BEFRR—NIZAFEUFEFH , A
5 (?) RRENFEBEFFR , BHERIC @) URKREF.
« OCSP

http://crl.*.amazontrust.com/*.crl

WMBREFEE CRL X , MEfM URL XA THER : http://

HIIE (DV)

ACM IEBREZTHRKIUE, R , ACM IEBHEFRFRXIMAE B, FHR ACM IEHAET , &
AL B SR AT AR RE R P EENFREE. SSUEE &R 8 FER4Fs DNS KIIEFrA
R BXRESZEE , FS0 B FHLRUE M DNS B,

B

BEl , ACMIEPHNERHN 13 1A (395K ).

RESITNEE
ACM BEELZIT ACM IEBUREIT e FMBIUEHNERE, BT AU ERERIEPEES
R, HEIIHMSBNEN. BXEZER , BSHACM L BRI EELIT,

ZNEE

FNACM IEPXSAELBRE—NTLREHS (FQDN) , H AEUEZEMFNMECEHE, 5
o, HIBAN www.example.com 812 ACM iEBAET |, BHATLURIIEF www.example.net , R
EEFAUFEAXANEMZ RSN RBIR, EZEAE (RN TREESERE) , BREH
mt, HFER , B LR www.example.com 1E3K ACM iEHH RN E example.com, BEXE
ZEE , BERAEBERLFIES,

BRARR

ACM ATZEEEHRFEAES () KEUETSBEFEMH ACM iEH |, ZIEPH LR
PRI—NMEFRNZ IR, BN, *.example.com AT EAMRH www.example.com
images.example.com,

ACM iEF45E M7 1.0 3
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® Note

BERBEMFILERER , ES (*) DU TEHENREMNVE , mMERBERP —NFEBRH. B
m , *.example.com AJLA{R} login.example.com ] test.example.com , {E &
R¥ test.login.example.com, HBiFEE , *.example.com {X{R# example.com
BT, MARPEERTSE (example.com), B2 , BO LB EFERFPIBEESNE
EBRBERARFPEHIMALERE FIHBER, flan , BALERA TR example.com
F *.example.com BYIE$,

ZHEE

P BB EEEMBAKRD. BEI , ACM XHFELT RSA MEE & B FEHZE X (ECDSA) &
BEAEE. ACM AILERREES () WEEBRMAIILES. SANERBRNIEFEREE,

(® Note

WMARER B Amazon Private CA By CA EEMWFE PKIIEBE |, IBENZSBREELE
( RSA 3 ECDSA ) #4415 CA MR A B4 & LT,

« RSA 1024 { (RSA_1024)

« RSA 2048 fi (RSA_2048)*

« RSA 3072 fi (RSA_3072)

« RSA 4096 fi (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*

- ECDSA 384 {1 (EC_secp384rl)*

« ECDSA 521 {i (EC_secp521rl)

ECDSA Z4AE /N , RN T LM E RSA ZAHY , EHERXRES. BR , HEMENEREF i

#x3F ECDSA, TRHHKE NIST, E/RT RSA F1 ECDSA EERRMNLLBEURZR AN
W4, FMTEEHYLUN N RN,

REEZNZHNLZ 2
LZEBE RSA Z K/ ECDSA &8 K/

128 3072 256

ACM iEF45E WA 1.0 4


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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ZEBE RSA Z 4 K/ ECDSA K/
192 7680 384
256 15360 512

RLBEWIEMRN 2 NE , SHBMBMENFENRBAESR, Hlin, 3072 12 RSA B4AH 256
ECDSA Z4A# LU R 2128 kg &,

BXRBEHELEBREENER , HSH Amazon BEXE (WF7£ Amazon Certificate Manager H11F
fEMEHA ECDSA IE$H) o

/A Important
FER , ERBESRAFHEXFNEENZAXNNEERFRREK, W, X EFRIES
BS AR IAM &R ACM MAMER. BXEZER , BERAEMRSH XH,

+ XF Elastic Load Balancing , 55 Application Load Balancer £ HTTPS {425,
« XF CloudFront , & Z X 5H SSL/TLS tHAZHE,

Punycode

MR BT 5 E R E B XM Punycode ER :
1. Ll“<character><character>--"# X FF L By 18 B LM 5 “xn--"— B,
2. Blxn--"FF kIR B th AR B R EFRLIR A

Punycode R4l

HH i i Bn EE
M1 & K
2
example.com & rE T =& LL“<character><character>--"JF 3k
A A
a--exampl & & v =& LL“<character><character>--"7f sk
e.com A R

ACM iEF45E M7 1.05


https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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& B B g2n EE
SH1 FH i

2
abc--exam & & v AR Ll“<character><character>--"FF 3k
ple.com A H
XN--XyZ.com = = v B ERREE (B4 ) fE.com )
Xn--examp = B X FRERNEFRLEA
le.com
ab--examp = = X RAZR LA “xn--"FF 2k
le.com

7E

BEEUTILR

. ACM T2t BIiE (EV) if B R WBIE (OV) EH.

« ACM T SSL/TLS A SN R E A SR BIE R

- BAEEMER ACM IEH 3 1T B FHBH N,

« WF ACMiIE$ , ACM BRIFTAFEZRBREEETIERET. WA, RELITFERATES AT
ACM HHIEH,

« BFERN Amazon ERER (Bl amazonaws.com, cloudfront.net = elasticbeanstalk.com
ZRNIEE) ERIEE.

- BTEN ACM LR T EHIEZRA.

« & EETE Amazon Elastic Compute Cloud (Amazon EC2) Mt s M AR F LE#EZ%E ACM

EH, B2, BUlGECHIEPATEARERRS. BXREZER , SRS Amazon
Certificate Manager £ RS -

SIFRY X

%18 Amazon Web Services — %5 #£ ) Amazon XiF i S8 Amazon X &R LLEEF ACM X
e A,

XEHNXE IR# 1.0 6


https://docs.amazonaws.cn/general/latest/gr/rande.html#acm_region
https://www.amazonaws.cn/about-aws/global-infrastructure/regional-product-services/
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ACM HHiIEPE FREMERE. ZEERNZMAmazonXFHHEHN TLREES (FQDN) 5 FQDN
$H¥FEH A T Elastic Load Balancing , B4 ABNMNXFHBERHS A —MIEF, T ACM RREMIE
P, FEREELNERRIEBNMNBHIERFAENEE . EFEERXEZREFES,

E 7 Amazon CloudFront AfEF ACM iE$ |, FRREBEZERI ( FHFRLILE ) KiFAER (=
EXN) ZiER, XigHSEA CloudFront B ELXEKE ACM IEBF P BB N ZIEE ENFIE
BE,

5 Amazon Certificate Manager £ RS

Amazon Certificate Manager X #F# Amazon [RFHBRM L, BT EEZEEE T Amazon BRI R
ARER ERE ACM IEHHFE Amazon A8 CA iEH.

(® Note

NE ACM IEP AT AR ZEFEE# S Nitro Enclave B9 Amazon EC2 32| £ | (ERAERE D H b
Amazon EC2 3£l £, BXxEREEZR Nitro Enclave B Amazon EC2 324 Li&E T Web
IREEMER , BSHHEE . /£ Amazon Linux 2 E 2% LAMP Web [REESBHEHKE : £H

Amazon Linux AMI Z% LAMP Web fR5 28

ACM IEFHZ LTRSS 5% -
A

Elastic Load Balancing & AWM AR FRE Bz 7B E 2 Amazon EC2 £6l, ©aNE1T
FEERES , AEREEHRBHBETEENSG , EEETFAEENEZHIRE RN LL, Elastic
Load Balancing Bzl BHBERULEBREUNNEARE. BXAHEENEZER , HSH
Elastic Load Balancing FiFF 1§/,

BE , N TET SSLTLS RHtRL£ANE , ABBHRLEREATHEE LR /Fi Amazon EC2
5l £ %% SSL/TLS if#, ACM 5 Elastic Load Balancing £ 5% A TE A $ 19 #1285 £ Z58 ACM i
. BXEZEER , HSHAAIE Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —I1 Web BRSS , AINEERII G S MEERAR , NNz SMES
Web AB D EAKRBAFNIEE, KA IEREERLET CloudFront BN AR , XA
REERHKEERNIGE R, XFEAMUBRIATENAREMELZANES. MRARTEHELS

SRS fR4< 1.0 7


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-application-load-balancer.html
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iR E |, CloudFront I EMEENE. MRABRB I ARELLME KR L , CloudFront FMNEEHEENR
A A RIRE Amazon S3 FEMEH Web IRESEB|FHREANR, B CloudFront WEZEER | iF
2% Amazon CloudFront FF X A B 15,

F 7@ SSL/TLS Rt L £ KA |, CloudFront 2Z 3R 7E CloudFront Z B SREHABR LR
SSL/TLS if$¥., ACM 5 CloudFront £ LA CloudFront 9Bt 2828 ACM iEH, BXEZE
B, 5SS HIREL SSL/TLS iEP,

(® Note
E7 CloudFront £ ACM iE$ , FRRGEXERS ( HAFRLILE ) KEPIFERK
SAZIUEH,

Amazon Cognito

Amazon Cognito J#&H Web MBI NARFRUSHARIE. BNNAFEE, &
AP A A Amazon Web Services Ik FIFEZES R , WA UBIE =7 ( Hlw0
Facebook, Amazon, Google = Apple ) 3., B> Amazon Cognito WEZEE , H5
¥ {Amazon Cognito F & ARIERM)

\

L I&JF Cognito A Bt B £ Amazon CloudFront {X¥28} , CloudFront ATRELE ACM iE$
REPEENENEZS, EXHERT , TEE , XAEMBRIESRE CloudFront B9<Bk , RIET#E
FE IR,

Amazon Elastic Beanstalk

Elastic Beanstalk A/ #B1&EAmazon=FHEMNEENARESF , MEFTHEOETXENARERFN
Emig ., Amazon Elastic Beanstalk AJfREEBEE R, BRFELFEBAREF , Elastic Beanstalk
FEHNEBEEXBTEME. AFHRYE. y¥EMETRREZENEBEMEE, Elastic Beanstalk

£ A Elastic Load Balancing R8I A 15# 85, B X Elastic Beanstak WEZEE , T5H
Amazon Elastic Beanstalk ¥ & A R 1§/,

EEERBRIUEPS | B Elastic Beanstalk BHlIAR N EWNARFEEAFESER, EXESE
B , 5B & Elastic Beanstalk MER f1 515 # 23 ALK IE HTTPS,

Amazon App Runner

App Runner 2 —IAmazonfkss , ERH T —fRE, MEELFERNER , NERBIES
BHREEPETAMazon=F AT BRELZ LM Web MARF. EXAEEZIHER, REEFEH

SRS hR4< 1.0 8


https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.amazonaws.cn/cognito/latest/developerguide/
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/configuring-https-elb.html
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WItE RS , Bt FEE 7 NI EME EAmazon@ R, B> App Runner NEZEE | 5K
Amazon App Runner FF & A R 38/,

LI HENIE B E App Runner BRSS X< BXAET , App Runner 2 NE86I2 B TR EIEA RN
EH, ENEEFE#EE ACM B, EB5ENRSBUEXEKS RS HEMBREL XA , App Runner &
SHRRIXLEEH, BASREIHNIT , EEFBTANREBEMESR. BXEZER , HSH
Amazon App Runner FF & A R ERHHIEEE App Runner fRFH B E LEHF .

Amazon API Gateway

BERNRENERFMYERM (IoT) WXE , QIZTATIHREENS Amazon LHWERRERE
B APl B AREIE, BULER APl Gateway X%, 43, KWEMRPEN AP, F API ZfE
2| APl Gateway & , A LUZE B ENEA AR ENIAE, BREBENESE , BL4TIRM
SSL/TLS iE . ZAILAER ACM £H S AIEH. HX Amazon APl Gateway WEZEER. , 85
@ {Amazon API Gateway FF & A R¥EE) o

Amazon Nitro Enclaves

Amazon Nitro Enclaves & —1 Amazon EC2 Ih&E , © R &M Amazon EC2 Sl RE N H
T35 , /4 Enclave, Enclave IRV, BILHWASEZRHNEL. SIIRESREH)
NZERMEEZETEE, SIEERFAMEHE. REXNFRIBAIBEMN, AP TEET SSH 3 A
Enclave , #F BRXEHIWHERE, NARFIAF, (SBERAFHEER ) TiE1HMZ Enclave AED
WBEMNNARERF.

2 F) Nitro Enclaves # EC2 =4I ACM iEH, BXEZEE |, 5SS AT Nitro Enclaves #
Amazon Certificate Manager,

(® Note
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BT HRA R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM

Amazon S3 FHMERE., EXFETHRNRBHRS T , RSEER JLMER CINREHII 4 E R
BREVEE. N THEERMIMKBEATR , RIEEEEE RN ZERNTHEREUREMF AR
BT, BXTEETRFENREPEETH. TARATUNESEKS, AP, A, KeS0RAFRH

Amazon Web Services,

ETRFHNRE RN TIZRSFHRNBKER, STREETRFENRBEHEARE IAM B Amazon 3
R,

HEEFIF|R (ACL)

mEEFIFIR (ACL) ZHMLEA (KFKRA. AFRA® ) ARBAERKR. ACL 5ETHIRAYRE
KL, REENFER JSON KB,

Amazon S3, Amazon WAF #1 Amazon VPC X5 ACL FWIRZ =" 6l. ETHEX ACL HNES{E
B | 2  Amazon Simple Storage Service FF X A R {5 HEY A2 5K (ACL) B,

HREgRE

Amazon XI#FFIRY, TAERRNRERE, XERKRBTLLIREER ANKBEREQERTFHHEKR
R

« RRILA - NRLRR—NERDEE , AT REET DR TN IAM £4E (IAM AP EA
2 ) BFHNHERANR, BANXBRENRLR. SEERNREXEET HHHRERENRD
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RHIRE, &£ Principal PEEAFHALHETRRNRBEFZINRLRRH F—-TUREHH
EXELF/BEAT. BXNRIANESZER , F2H (AM BFERE) 98 IAM SEHR R
5o

- RS 1EHIZKERE (SCP) - SCP & JSON B |, I5E THLA AL H {7 (OU) £ Amazon Organizations
P& ANBR. Amazon Organizations fRS AT A DA MEFEE LN B FAEN Z Amazon Web
Services IKF® K7, MRELALRNER TAERE , WA XHEE 2 ERK ™ B2 A AR 5545 HI SR B
(SCP), SCP FR#Im &M~ stk (BiESE Amazon Web Services IR ) IR, BX
Organizations 1 SCP HWEZE L , 5/ (Amazon Organizations FF ¥R F#Y SCP B T4E
BE,

- AERE - AERRELATCURREFXNACGRKEAF MR AFEMERSBUE RN S RE
B, ERCFENNREAFIASHETINNRBANXERBHRE, KREAURBE T HRIRN
K, F—MRBPNENIELFEEAT. BXEZELR , 550 (AM AFER) FHLER
B& o

S RBERE

SN RBEWRBENA T —NERE , ERORREMERNENERE, ETH Amazon NIEEE
BREMERBRAENREAFER , H260H (IAM AFEmR) PRERETEZE,

Amazon Certificate Manager f1fAl5 |IAM @ T4

R IAM EEX ACM BI5RIZ AT , A% T #EWLE IAM ZIsE T AT ACM,

BAI LS Amazon Certificate Manager &8l £ 1AM 454E

IAM 4HiE ACM X #
EF SRR =
HFHRH R B
RERIE =
REERR =
REEHGR (BETERS) =
ACL &
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IAM 4F1E ACM X
ABAC ( REEHPHIIRE ) B
EHIE =
BEAE =
RFZAEXAE =

EARHT# ACM FE M Amazon RF IS RZH IAM THEEEESER |, E55 (AM AFER) &+
BEH IAM 8 Amazon RS .

ACM HWE T 5 YRR

XEFET B HRE =

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RURRH I, XLRK
EHAFNASAEMAMESE TN BLERFNITHLERE, BETHRNTUERETSHNKRE , 5K
(IAM FF#ERE) RV EIE IAM K,

BEMER IAM ET S MR | S0 LUEE R FRELAVRENTRUR R FRELEBENZS. &
EEEETEONKBPIEETE , EATCERTEMMNNAFRRA®, BT HAE JSON KREEH £
RBSFrETE , H5HE (AM BF$ER) S8 JAM JSON KB TE5 A,

ACM B E T B 1789 K Rl

EEEACM ET BN KREENRH , SR EF T Amazon Certificate Manager BV & T 5 17 HY R B
o

ACM R E T R IRAY R B

XFETRRNKREE, )
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ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM AGEEREM

Amazon S3 FEREKE, EXHETARNKBHNRES T , RSEEATUERCIREFHNBFER
FREVGE. X THEERM IR FIR |, REE LI E 4 A A Z R RNATHLERER M AR
HTHIT, EAFEETRHROREPEEEH. THRALUBEKRS. AP, A, BSSHAFEH

Amazon Web Services,

ESABEKFER , B LUHENKF S EMIKS PH IAM SEEERNE T RIRN RPN EML,
FEKFERIMBETRRNEBAIAZREUGEXRRIEN —¥ME. HEENTRELTFREN
Amazon Web Services i HEt , NEEKFHH IAM BERAEXIRTFEASE (AFRAR ) X
FRIGRINR, B FET S AR MESSAUR TR, B2, IRETRRN KRG
—NEKF RN EERRTFIHENR , WFEEFANETIRNER, BXELER , 72H (IAM A
Fim) #8 IAM AESETR RN R EATRRE.

ACM HISRBEIR1E

X RIEIRE =

EER W LAER Amazon JSON REERIEEER NG ARR, HREHR , BNEE AT AR
R PATIRE | IREALZRHTIIT.

JSON KHEHY Action TEMATATERMPAVFTIELILRNRE, RBREBEEXREKN
Amazon APl R{ERB & . B—EFISABER , FlaUKBTE AP BERNNRNIR BIF, £8 - LREF
BHERBHRITSNEE, XL IRER N AXRE,

EREP IS REURFRITHXBENRR,

EEE ACM BRENTIR , B5H (RFBNSZE) FH Amazon Certificate Manager & XAV R4
ACM YR B IRETEREBIER LT RIAR -

acm

BEEENMEYPEESTURE , BEMAESFHENRT.

"Action": [
"acm:actionl",
"acm:action2"

]
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EEE ACM ETHHNERA RS , i5S5HR &R T Amazon Certificate Manager FY & T & 4 19 5K i
Al

ACM IR BE &R

XEFRBEAR =

B R A LAER Amazon JSON SKEERIEEEHARBRHTLARNR, BEEHR , WA AL LR
B WATRE | BUREAARSE THAT.

Resource JSON X TREEEMHNAREN —INHZ /MR, BAXMNEE Resource T
NotResource t¥E., EANREXE |, BHFERAHE Amazon BEEM (ARN)IBERR. N FXFHENE
R (MABRBERNR ) BVgE | BRI IRITIIEE,

NTFAZFFRENRWRE (W HERE ) | BEABERMS EREINRATRER T,

"Resource": "*"

EEE ACMHBRBREERHE ARN W5k , B2 (RFEXSE) BB Amazon Certificate
Manager EXHHEIR. BT RETUERBLRIEFIEETNEIREMN ARN , i5Z Amazon Certificate
Manager & X BRE

EEE ACM ET BRI RE , 1558 ER T Amazon Certificate Manager B E T & 4 H) 5K B
Al

ACM By SR B SR 2 4A

XEBRBETRSH R RM R =

IR A LAER Amazon JSON SREEREEWARNBRMTARNE, BEEHR , WA EETUF L5
BHATIRE | UREMFLAZHAETHT.

f£ Condition jt¥& ( = Condition 3t ) # , AT EBAERMNEM. Condition TEETE
W, BUGIRERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREEERPHE
HMTE,
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MREE—MEAPEES A Condition & , HEEN Condition TEPEESME , N
Amazon fE 2% AND iZEIHEEA]. MRENENFHRIEESZME , N Amazon EMAE%E OR iz
BRIP4, ERTFEUINNRZALTREARBNRME,

EEESRM4N , KU AUERSMEEE, fll0 , RAEEMER IAM BFRE5RE IAM AR, B4
NEBFHEREANR. EXEZELRE , H5H (AM AFER) F8 IAM policy Tk : ZEFIR

4
X,

Amazon XEFE£RBFHFBNBFETRENZHE. EEEMEAE Amazon £R&FHE , 53R (IAM A
FIEE)Y B/ Amazon £ B%&H T8,

BX ACM ZU4ZAMFIK , FZH (RSFENSZE) B8 Amazon Certificate Manager B &4 %40,
ETRET A BLREMRREA KGR | 535 Amazon Certificate Manager & Y BV IR 1E,

EEEFACM ETEMRHERN RS , BHSHR EHT Amazon Certificate Manager B E T 5 17 HY SR B
o

ACM Ay ACL

X ¥ ACL a

mEEHE IR (ACL) 2HMEEMHE (KFAKA. AFSAR ) AREARKF, ACL EETHRNKE
RO, REENTHEM JSON KK,

ABAC LK ACM

S5 ABAC ( B HIHTRE ) 4

ETREMENIERES (ABAC) B —HIRHURE , ZREETEMERE R, & Amazon /|, X
BHMAREL, ERSUHREMINE IAM K& ( AFHAE ) URkAmazon&iR. FRERENTIRZ
ABAC W% —%. REIRIT ABAC R , UEEHANIREEMATZ 5 RN FRRECE A R
.

ABAC EREEKWIAEFEERR , HERBERLEEMUNITR T A URHEF B,

EETHREEHER , BFEZMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBANZHTEPREFRZIER,
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
XN T RBRREZFRAEX=AZMARE , WiZENTD

BX ABAC WEZEE,EZH (IAM AIFiEE) PR L R ABAC? . EEFIRIE ABAC TR
2, SR (AM BFER) PERAETEMAYTERZES] (ABAC).

FiEetEIEA T ACM

X FFim et ik =

FH 6 Amazon Web ServicesE B FEA IR EILRFN T EEE IE. AXEZELR |, 2% Amazon
Web ServicesSIErEIER&ER |, 555 IAM BFiERE) M EH IAM B Amazon Web
Services,

MR IEAR R AP A M A E 75 5E% % E Amazon Web Services Management Console , MU
RIERHEIE, flin , HEFERARATNEQIESR (SSO ) gl EAmazonit , ZHREFN s tl2 et
Fif, HEBURAFBREREHE , ARVRACH , BELBIVNRIGHNEILE. EXURACHES
B8 , B2 (AM AiFiEm) F1 URIAE (EHE ).

BRI LAE A Amazon CLI 2t#& Amazon API BIZIGETEIE, /5 , &0 LA X L im A FEiIE i R
Amazon, AmazonZWEHSEKIGHZEILE , MAREAKPHRIEHR. BEXEZEE , E5H 1AM
PR ISR R 2 EIE,

ACM BV 5 AR SS EMEMNR

XEFHRRIE2E (FAS) =

LINER IAM AR R A BEAmazon R RITIRIER |, BREM N 4, ERAELRSH , B
T— N gRE  HBREABETRBRSZHEZ S — M. FAS FREAHEA Amazon Web Service #
R , £& %KM Amazon Web Service , [ FERFAHBER. REERSKEIFEESH A Amazon
Web Services RRREFBETTRIERE , T2KH FAS HR, EXFERT , BLMEFHITX
ANRIEMNBR, BX A FAS BHRMMBERIEE , BSRELXHEL1E,

ACM NS AT

XERSAE

7|

Amazon Certificate Manager #{A 5 IAM #}E T4 WA 1.0 27


https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html

Amazon Certificate Manager ArfEm

BESABGRHA-TBRESKAA. RRERTEREN IAM £, IAM EE R AU IAM F 42, EFm
RIS AR, BXEZEER , H5H (AM BF#EE) 1 8122 [ Amazon Web Service ZRIXFRHY
A,

/A Warning
ERRFSHEHNRITELKA ACM ZhEE, X2 ACM REHEXIESH T RERSAE.

ACM RS HEX<AE

XERFHEXBE =

REEXRAEBR—FS Amazon Web Service HXMRERZ AR, BREATURARKRERTIRENA
B, BRESHEXARE RESLN Amazon Web Services IKF 1 |, FHIZEBESEE., IAM EEBRALLEE
BEFREERE RS R ABHINR,

BXREUBFEERSHERACHFAGE , FSHAEES IAM EEEHABAmazonfiss. ERPERR
SHXABSIFTEE Yes #ik, ERREEUEFZRSHVERSHEXA B,

i&FF Amazon Certificate Manager B & T & 15 89 35K B TR 451
RIABERT , ARFNAEELREIER ACM BRINR, i1t EMER Amazon Web Services

Management Console, Amazon Command Line Interface (Amazon CLI) % Amazon API 3 1TES
ERTFRAPNMEZRPITRENNR , IAM B A A A2 1AM policy, EE ARG @MAERM
IAM policy , RAERAFPRAUKARE,

ETHRINAERIXL RS JSON REEXHUBET IAM AKX , 2/ (AM AFER) B 6
# |AM policy,

BXACM EXWREMRRELENFMER , BREEHRREXEN ARN KX , B2H (RSEXS
#) ®# Amazon Certificate Manager BV IR1E., BRMFZHZ4,

ES}

- RERRESKE

- £/ ACM 2%l &

- AFAFEREMITESHRR
o BIHUES
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- RERIEH
« SAUH
« MIBRIEH

REERIEREK

ETEMNEBBEEMNAZRSTLUCIE, HRIMEREK SR ACM BIR, XEIRETRESEE
Amazon Web Services I F=E KA, SIEHRERET SRR |, HE/EUT ENFEI

« Amazon RER KB R ERRENRTFITA] - EFHERAFMIEARR FNR , FFEH Amazon
REXARBRATZELEAGER TR L LE Amazon Web Services ik 7 R 3% FliX £ 5K
B, BB ENBETENERZEMN Amazon BEFEEREBRE—SRIONBE, BEXEZE
B, BZH (AM AF1ERE) P8 Amazon FEE KR 5 T/EEREER Amazon EE Kk,

o NMASENBR - EFE A IAM policy RENRAE , ENRFRITESAENNR. Ak, BAIBEX
ERERHET U EFRRNTHIRE , SHWNRENRRTT, BXER IAM NANXRHESE
B, iEZH (IAM AAF1EmE) P19 1AM PR R AR,

« 5 IAM policy A B &t — 25 BR &5 R A PR — #48 AT LA [0 38 BE 7R H0 5% 44 SR BR I3 R VE R 2R B9 15
|, flan , WA URERERERIEEMLTMER SSL KEFTBHER. MREBIENEML ( Amazon
Web Servicef5l#l Amazon CloudFormation ) £ RS IRME , LR LUEARHRZTE T I RSIREN
HENR, BEXEZEER , E5H (IAM AFIERE) P/ IAM JSON K TE | &4,

« f£E/ IAM Access Analyzer BIEf&EY IAM policy , LABBRINPRAY 2 £ M FIHEEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUEERRBERS 1AM policy FEE (JSON) F 1AM F{ESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHERS BEEMEN
K, BXEZER , HZSH (AM AFER) P/ IAM Acess Analyzer FKEEKIIE,

- FEZSEHHRIE (MFA) - IRIEFTA K137 R ERIEH Amazon Web Services ik 48 1AM A
FRAF , EER MFARREREM, HREHEEMA API BERFEE MFA | 58 MFA 4R MEIE
WP, BXEZER , F2H (AM AFER) P BRES MFA RIFH API 5[4,

BEXIAM FHREXIENESZEER , 5ZHR (IAM AFERE) BH IAM A Z 2 &ESKE,

/A ACM Z4& &

E1{f A Amazon Certificate Manager ##|& , B4 TFE —HRIEHNR, XLNPRAM AT ESH
MEFHXEH Amazon Web Services Ik F ) ACM BRIVFMES . MREELLFENRENR
BAFBNETHHONER , XTHMTZREBOZE (AFRAE )  BHASEEEMBEREZ
7o
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NFREZEA Amazon CLI 2 Amazon API NP , TENERHREEZEH AN, Hk , AT
R SEZHMITH AP REMECTE N RE,

NERAFNAGMDAER ACM 24 & |, BEREY ACM AWSCertificateManagerReadOnly
Amazon EEREARMEIZE, BXREZEE , HSH IAM AP SR RN PR MRER,

ARFAFEEMIIE SR

ZORGIER T BRI EKRE | LAY IAM AFEERNIERAF SRR ABKNITERK, LEKE
EERT A EERIRESEZEUREES X EH Amazon CLI 2 Amazon APl FTERIRER,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Hl| HHE
DUTERBATAFIEAFKF RIS ACM iEH,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
]
}

@ Note

ACM i EE PR F AEFE Elastic Load Balancing # CloudFront 2 %14 F & 7Ro
¥ FRAE$

UTXREATFHAFPRERSE ACMIES,

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:GetCertificate",
"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

SIS

UTRBEARFRFSAES,

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
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"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

T BRALE 5

LAUF SR B 2 VF A P BR4STE ACM IEH

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

ACM API B[R : BIEMBRIRZSE

EREMEEEAHRME IAM AFRPSBENHEHMBEANRRER  IUEATRENSE, ZXK
H 5 —%|F B H T E4 Amazon Certificate Manager AP| ##4E, SR LAIERIEH Action TEHIEE
BE. RROIFRUEAANESR

A LAFESRRY ACM SRR AER IAM policy TTERRRERM, BAXRTRIIR , FS5H IAM A EEF
Yo A R

(® Note
EIETERE | BEAPIBEZBH2BER acm: 5148 (Bl , acm:RequestCertificate)s

ACM API BR4EFIXBR

ACM API &1 DHERPR (APl 81E) TR
AddTagsToCertificate acm:AddTagsToCerti arn:aws:a
ficate cm: region:account:certific

ate/ certificate_ID
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ACM API #

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

HERR (APl #1E)

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm: ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

or

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*
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RAriEmE

ACM API #&1E AEHIR (AP #4E )
RemoveTagsFromCertificate acm:RemoveTagsFrom
Certificate
RequestCertificate acm:RequestCertifi
cate
ResendValidationEmail acm:ResendValidati
onEmail
UpdateCertificateOptions acm:UpdateCertific
ateOptions

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

or

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

Amazons& A F Amazon Certificate Manager B #E & 5K B&

Amazon TERXKEEZH Amazon SIEZMEBEIMI KM, Amazon TFEX KK EENTFZENRAYH

RURR , MEETUTFHRNAF, ANARDERR,

EiEE , Amazon RERX KRB AT 2N ENEBEFRAGERFRENE , BEREM#mME Amazon
BEFRFEA. BIMNEBEVEIENRSETENEARENE - BB AR KH — LD NR,

BT EE N Amazon EEFREHE VKN, MR Amazon EHE Amazon FEE X KB E LAY
IR, MEHSTMZREMMMENMEEES S (AP, AFAE ) . HFHH Amazon Web Service
BISFH API B2ERTATNERSE , Amazon A AJEEE #H Amazon FEE XK,

BXREZEE , BHZHE (IAM AFERE) K Amazon FEE XK,

Amazon £ & F
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWSCertificateManagerReadOnly
I RBERMET ACM IEBHRFEHE ; EATAFER, JIHMNKLER ACM IEH,

{
"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"

1,

"Resource":"*"

EREEHAEFEFAMazonEE R , I ZE https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

LERBERMA T X PTE ACM BREMA RN TEIE R,

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action":[

"acm:*"

1,
"Resource":"*"

I

{

"Effect":"Allow",

"Action":"iam:CreateServicelLinkedRole",

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com

}

"Effect":"Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelinkedRoleDeletionStatus",
"iam:GetRole"

]I

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"

}
]

EEEHAEFEFAMazonEE R , B ZE https://console.aws.amazon.com/iam/home#policies/

arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

ACM JtAmazonit E RIS E

BEEBHX ACM BHAmazonEERBEFMNFAEE (MNZBRSFHBRREFEXLEET SRR ) . BEREFX
MEERWAFRT , 1T ACM X147 £125% RE LK RSS K,

B 15 BA =p:

®hnT X AWSCertificateMana AWSCertificateMana 2021 £3 A3 H

gerReadOnly KE&HY gerReadOnly REEE

GetAccountConfigur E3EWHA GetAccoun

ation %%, tConfiguration API#
YERI IR

ACM FF 14 IR BR 8 X ACM FFiRRERAmazonfEER 2021 £3 A 3 H
A& B B Ko
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https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
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£ ACM R EERFAZEH

Amazon Certificate Manager /8 Amazon Identity and Access Management ( IAM ) & 442248 SR BR %
U IE R TR PR A IAM policy SLARSIEHIKEE ( SCP ) FINKHZE , B LBIE/FS4A
LN BV E P E K

® Note

& ACM £##4H 5 Amazon £ FFM4E4 ( HIW0 aws:PrincipalArn ) &6 , N#t—%
FRERFNBEAFRAE,

X ACM &4
ACM AP| 2 EMZIFHR M4

e e S ACM APl 24 %R iR

acm:Valid RequestCertificate FRIER ficiE ACM KilE 75 75 5

ationMethod ( EMAIL , DNS) EER

acm:DomainNames  RequestCertificate FREBMA &k #E ACM ER Ay 1
A ik

acm:KeyAl RequestCertificate TR fik#E ACM ZEAE EF

gorithm AN A= P

acm:Certi RequestCertificate FRFE f#E ACM UEFEHE

ficateTra ( ENABLED , DISABLEI H&1C3 B iEIHE

nsparency B3R

Logging

acm:Certi RequestCertificate ARN f&#E ACM &R P HYIE

ficateAut = AUR AL A I I 1 K

hority
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
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A1 BR&IIRUETT A

AR SRR BB F BB A IR IE 7 A SRIEL FTAVIEBER |, (B
A arn:aws:iam::123456789012:role/AllowedEmailValidation A® X HHEREIN.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
},
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]

}

R 2 : PRI EE AT

BUT SR BE R4 6 A B B A AV RT3 ACM IEFHHE R,

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.
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}

B3 BREIEPE

AT ERBEIE4 IE * . amazonaws . com &5 BRI E{AI¥T ACM iEPiFR

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

ZERBALHE - SREANFEN FEH. LBERRXATHFENGHEED —MRHEHECEENER.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}
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R4 BRBIZAEE

TR ERASZHEA StringNotLike KX A FEA ECDSA 384 {£ (EC_secp384rl) HAEEIE
REGIEH,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}

UTREEER M Stringlike MEEAF * PLERELEE ACM R EREM RSA ZEARRAYFTIE
PBo

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
}
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R 5 : FRENEB IR

BUF REEX R VFE R RENAFIER MK ( PCA ) ARN WFRBIEFHFER,

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

HRBEFERA acm:CertificateAuthority &HRAN /2 ¥F Amazon Trust Services MK By A FFEEIE
BHER, FEBMEVE ARN REN false 8EFHIERE PCA HWABIEBIER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"
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RS HXAE® (SLR) AT ACM

Amazon Certificate Manager £/ Amazon Identity and Access Management (IAM) fRZ5 < A &S
ARE ACM IEBR EZEIT, RSHEXABR—ME ACM RFEEMAXHN IAM A€, SLR H ACM
MENL , HEEZRSRKERAHMAMmazon RFFAEN — IR,

SLR AL EEBAHIRE ACM , RA BT EFHIRMLBENNREATRHITEASENILERLER, ACM
ENH SLR IR |, BRIEBAENL , BENRE ACM T EBEREZAR. EXHNNRBEEERBEIN
PREREE , AR REMMEMEMEE IAM SRR KES

BXXFEF SLR WEMIRSHWEER , S5 IAM BE&fEAAmazoniRS , HEHK Service-Linked
Role ( BRSSHEXBE ) FIFN Yes ( B ) HIRS . EEHFHEEN Yes T AERZRSH SLR X4,

ACM B SLR #XFR
ACM fEF & Amazon Certificate Manager fRSS &K SLR.

AWSServiceRoleForCertificateManager SLR EEULTREUIEBEZAE :

¢ acm.amazonaws.com

A BNREMK LT ACM XHEE FIRTA TRE :

o BE : AT acm-pca:IssueCertificate, acm-pca:GetCertificate

EAMBCEN R A IAM 24K (Bltn , A, A/ ) b2, mEDIMER SLR. BXESEE
BFSH IAM A P iEE e RS < A B RUR,

/A Important
ACM AIRELR T , EXERELNKTPREFE SLR. MRFAFEHR iam:GetRole R
EEBETEKFH ACMSLR , NIEAIE SLR EFAeBREHRER. MRRBRERKE | BAE
RENIKFEE R REEERE T iam: GetRole 7R ACM BIXPR , HREFFEM K E ACM
FEERRE AWSCertificateManagerFullAccess XBk,

A ACM 82 SLR

TEFoHEIE ACM FEHAM SLR, H&EFEH Amazon Web Services Management Console, Amazon
CLI 2% Amazon API il & ACM iEH At , ACM @EZBEIXIEEFEFE CA MIEPXEARNNELE SLR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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MREWEEEIE TR ACM TEWELHNKS, EREFE SLR , WA ggEREEHIK S 5 KR F
Amazon #A8 CA FIRHVIEREU R, XFLMHIERE SLR , BMHATUMKIES |, B ACM FLEBS
ZATUEH |, BEREBRZEE, BXREZEER , BSHACM RFXEKAE (SLR) A&,

/A Important
MREGEEALACIIFNENEMRS PEMEMRE , ik SLR AT HIAEENIKS P,
e, REE 2017 F£1 A 1 B ( MELEITF#A$EF SLR ) ABIESER ACM BRSS , ) ACM
S IEE KK P 7 82 AWSServiceRoleForCertificateManager £, ETHEZES , 5
FEN IAMKFRHAFAE,

MBEMERLE SLR , RAEFEBXARE , WA ERAUTE—FZE .
- £ IAM ZH| &/ | %2 Role ( A% ). Createrole ( 8| Af ). Certificate Manager , LA —
AN TF CertificateManagerServiceRolePolicy ARSI FH A&,

- 5 IAM API CreateServiceLinkedRole S8R9 Amazon CLI 5 $5 create-service-linked-role , 8
Z—/1EH acm.amazonaws.com REZEZFH SLR.

BREZEER , F5H (AM BAFER) i IZRSHEXEE,

Y\ ACM B9 SLR

ACM T R iF184m%E AWSServiceRoleForCertificateManager [REHEX AT, ELIE SLR LG , %
ZERZACHNEN , RATEETRNEASIAZA®, ERAUUFER IAM RES®UHE, BXE
ZEE , BSA IAM AFEEHTRNREERSHExAE,

fIER ACM 8 SLR

18— IR T EEMI R AWSServiceRoleForCertificateManager SLR, 182 , & LAMER 1AM $24)
B&. Amazon CLI 2 Amazon APl FfliRiZAE. BXEZER , SN 1AM A F 5 &9l BR AR
SHXABE,

ACM SLR K% X1

ACM Xz ERTIRE ACM 1 Amazon #48 CA WATERIBHER SLR, BEXEZELR |, H5H
Amazon Xig LK iwmT Ro
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https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-service-linked-role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/rande.html
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X5 & R X #RiA ACM ¥
EERS (FFRILMILER ) us-east-1 =
US East (Ohio) us-east-2 =
XEFEE (mFRERIL ) us-west-1 =
ZEFEIB (HBEXIM ) us-west-2 Jt
AKX (&HX) ap-south-1 =
TARMX (KR ) ap-northeast-3 =
WAHX (ER) ap-northeast-2 =
0 A X (703 ) ap-southeast-1 =
Asia Pacific (Sydney) ap-southeast-2 =
TWA#X (FRR) ap-northeast-1 =
Canada (Central) ca-central-1 =
oM (EZXRE) eu-central-1 =
Europe (Ireland) eu-west-1 =
RO (123) eu-west-2 =
RM (B2 ) eu-west-3 =
South America (S&o Paulo) sa-east-1 =
RE (JER) cn-north-1 B
FE (TE) cn-northwest-1 B
Amazon GovCloud ( EEFEZ] ) us-gov-west-1 =
Amazon GovCloud (US-East) East us-gov-east-1 =
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¥t Amazon Certificate Manager 5 13 #1/ [7] 3 17 # BE BE BR

R TEEAHPELHNEEELR ACM M 1AM B 7T 2B 2 /Y H WL A&

FH

« BREE ACM FIITIRIE

- RENFE ACM FEHFIEFH

- EFEIIT iam:PassRole

- RFELE AR Amazon Web Services I IR AL R EKE ACM &FIR

HERIE ACM HIITIRIE
MBERE —MER | RAGEARRTENMRE | W R2RER R AW EHRIT IR,

X mateojackson IAM AR ZRAFERAEHAEFTEXREM my-example-widget RIFNIFHAEFE. |
BARMEREN acm: GetWidget RET , X ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKER , LAFER acm: GetWidget BAETHE my-

example-widget &R,

MREFERHY , FHRREN Amazon BEER, EEAROEREZTZEEN A,

BTIE ACM R ERFIEH

MR AR E 4RI | NEBAEN ACM = PKI BERASEBEAN |, BHIERE LIRS FiERIESR,

3 IAM AP ZRBETERS s  EAREREEREKEN DENY RIETHERIERR , 2HIUA T REI4E

xo

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXMERT , NANREERRENKBHNAXABRIEHER, HE , FEEMBRUAFERILE
Po
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T3 1T iam:PassRole

RN E| —MEIR | RIBEBTLTHINIT iam:PassRole B , WX TMEHERUA TGS A BEDRLS
ACM,

B L Amazon Web Services A FENNEAREZETZERS , MARCUEFTRSACIKRSHEKA
&, At , BUMEERAEEEBRSHNR,

L& N marymajor B IAM AP =i ER RS AE ACM RRITIRIER , S RELUT RAIEHR, B
=, BELAERRSACHRTHNRT AIHRTIEE. Mary TESRARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB I1T iam: PassRole #&1E,
MRIGEEHE , FHRREN Amazon BE R, BEAEREREERZEILIN A,
EHEARFFEAR Amazon Web Services IKF AN ATF R B ACM BIR

BALUBE— N EE | SUEEAIK oh iy B SRR A LA A R T LU B %A R A AN AR, &8
MIEEREBER , TUARAZSE, XTXEETRRNERRTRR5IR ACL) MBS , £7
BARE PR i H S 1 A R 15T 1219 B R A9 V5 P04

ETREZEERE , BSANUTRE

« ETH ACM EEXIFXLETHEE , B2 Amazon Certificate Manager Z1{a 5 |AM 1 [E T4,

o ETHIMARNIEREH Amazon Web Services Ik FHVERIREHENR , F2H (IAM BFfE
B PR REEEN S — Amazon Web Services Ik i IAM F P12 45 R ARE,

« BTN =75 Amazon Web Services i F =S ERRNHRINIR |, 58 <IAM AFiE
B P RE=FEEM Amazon Web Services M 2 12415 B E,

s ETHIMIBNES BHRITREFENER |, F2H (IAM BFREE) WAL SIS HEIEN
AP (BRE&FHRIE ) BEHIFEINR,

- ETHEAACNETRRNRBHTEKFFEZBENES , E5H (AM AFER) 8 1AM
AGEETRENEREMNRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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Amazon Certificate Manager = &9 #BE 1k & &t

AmazonZ IR E 1% B ScAmazon XM 7] A X #22 ., AmazonXFRM SN EYE L BB
AKX, XETAXBEIEREK, FHESAENREESNNGEEE —E, FIATAX , &R LUZITH
BREETARzELS Wi BRI REERBONARFNREERE. SEENENRSMNEEFOEM
WAL TAXEEESN AN, FEENTYT B,

EX Amazon KM ATAXHNEZEE , 1§55 Amazon £EREMIZHE,

Amazon Certificate Manager RV EMREZ &M

ER —THEERIRS , Amazon Certificate Manager % Amazon €M &L 2 &P, HXx Amazon &
2 REZ UK Amazon AR EMBHWER , i5SE Amazon =2 %, ERBEMIRERZ S HKES
BiZiHEH Amazon M8 | 5SS (X £ X Amazon Well-Architected Framework) H B Eft1% 7
R

& AE Al Amazon R i HY APl B M4 15F ACM. BFWAMZIEUATREA !

- BRREREMEMHIL (TLS) BANEREH TLS 1.2, BIUEA TLS 1.3,

- BEERLHARE (PFS) WEWEM , 6l DHE ( 8T Diffie-Hellman ) 2% ECDHE ( I a4 E gk
Diffie-Hellman ) « KZHIMKRE (W Java7 RESRAE ) HBXHFXLEE,

o, HAERFRIZES ID M5 IAM EEXBRAORZ TR BARNBERHIITEL, HE , EUUER
Amazon Security Token Service ( Amazon STS ) £ K IffT Z £ EIERNERH#ITER,

RT3 ACM K 4RIz 7 B AR

MR A FEEE Amazon Web Services Management ConsoleZ 745 Amazon X B , N EEHRER
A BR. Amazon APl 1 Amazon Command Line Interface EE 15 R 4A, TREME , IR IGRTE
iE , ZEIEBR—NMAR %4 ID, — I WRIBRZRAN —MEREIL AN BN L2 T EA K

EMAPRTREAGRAMNR , SEEA TRz —.

AN EERERN R B R
fR ?
IAM FEREHEIESEX Amazon  ER (IAM AFER) $Hia
CLI 2% Amazon APl 42 BHEIE A F Amazon BREHRH
W BA TR E,
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https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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RAriEmE

B BERER TR
BR ?

BAY

BR ( EEEHFEA Amazon
SDK) ,

PN

IAM ( FHEEFER ) =R (IAM FFER) vEE
FAKBPEIEEEX Amazon  |AM A F #1757 2248 A9 15 BR
CLI 2 Amazon API KY4RTE HATERAE,
BR ( EEEHFEA Amazon
SDK ) »
ER{ESRER

RERBRE—LEW , WJHEBREA MM Amazon Certificate Manager (Amazon Certificate
Manager), A THRESXKETXRE X5 ACM BEFHEFRELRK,

FH

* Amazon CloudFormation

- IEPEE

o HEHIE

o NSRRI BRIE A

- EFRRHIEREHAERLRIER

« & Amazon CloudTrail,

Amazon CloudFormation

FIA Amazon CloudFormation , & A LA — MER KB R EE A Amazon®R. BE/E , Amazon
CloudFormation ¥ 77 #& 7 & M B B iX L %R, Amazon CloudFormation AJ LA & FiE ACM XIFH 'R
R , $lin Elastic Load Balancing, Amazon CloudFront #1 Amazon API Gateway, BXxEZEE , &
25 Amazon Certificate Manager £ & KBRS o

WREE A Amazon CloudFormation HRIR S Z FMBIBRZ NNHARE | BWETERNSNNEQ B E I
9 ACM IEH, XHHPLREERENIELEDN. BEXEZEELE , BERAET. HR , I —MNEET
BRTNXNFAEEENEERFER, fli , MBRENIABREASRETILNEHEES0E ACMIES
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
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(0 <version>.service.example.com) , MK EX <*>.service.example.com BIE &

MNEERFIEH., £ Amazon CloudFormation A RaIZNXFENER PSS BELFIER,
UuE 4 & E

EBEE (FE#E SSL BIE) R— 1 EE , AENARFFEALIERRIEREEN , AN
ZENNEESH X509 IEBHABERAMFIEBRREHREK, Bt , NAEFERBEERSS SSL/
TLS BRI, AR SSL RIUFEERFREIEFHEE (MRIEFRMAY (CA) IEHEIMNE CA ILEH
(WRA)) PFHZER. WA, CERERREHEBZEEZNAIES. EHNAREF XN EESZRE
EARES BUE R ZIES (MIFRIEPHEFNEMHEMILED) ZEE. ENABRFFRAIEF , &
ARZEENMNIEPRABEZARNEINRAERF. HE , NARRF A BUE 8 IREZ S E LA NIE
BHEHR

/A Warning

BUEHNRARFTEE ACM iEH, ACM 21T ACM IEBEVFEE LT BAFE Amazon K
Y SSL/TLS iEFHE BRI ITEIT X LB, 7 TEITIES , ACM 2ERKHH L B-LEEH
Mo MRENNARFEE ACMIEH , HEECEAFTNLABEEAKRDEITIES , WEAERF
A RETTRIE R B,

MBEOREB LS , W TR TG 25 1E 660 B TR R 1 5 159 )

- BEECHIEBSAT ACM , AENENNARFETISALNIES. ACM FLSIABEHEITSA
HAES

- WMBELEANEAEIES  WEHNRRFEEIFE TR Amazon BifH, MEEEHNE
FAES | NG M ARFEEE CA KRS,

1536 1

Amazon Certificate Manager (ACM) A4 & HIN G E R AT LA ERFIEENRESE , RE
Amazon IEP AN (CA) FREN MIEMAIEF, EAILAEH B Fh#3L DNS TR, BXES
£5 , F2S 5 DNS KiF M B FapHRITE,
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N DN A BRI

BTEEIA ACM iEBF RN RIS . MARERSEMEITIREE FIROFIES, S, MR
EREENMER , AEFRERNENMEE |, WAAFERSEANMEBOTLER, SEARILED &, &
MANERPWFIESBARIEMAR , SE 2N FRAEFRIESHEE.

MREMABFERAHERIE , N T8N, E&ZHKE 8 HRIFE T4 , FEELAE 72 M2 A
EDRFEHEP 1 HERAIMITERE. Sl , MRBRESEMNEENILES , BRZFRE 40 BRIELEF
BR4F , FEELBIE 72 PRCAEDRFE D 5 HHTERE. BRLRBERTEHBBENEN , £H
B FER SR IE PR AP B TEE th 28 i,

SR EF DNS WiE |, M AN FERIUEA FQDN @BIEEE A —5H DNS idF, ACM «@&
REBUENILR , HEHEERAREFEUBAERBTEMMZIERK. MNZICKEFRERER AT
iz, EREMNRAF , IRFERESEMIBWNIES |, WAFEEAS DNS idxk. BUEREMRE
Fi DNS RiiE,

R HIEFIZERE A EIER

/A Important

TGS REA TR AEIR HE BIEAE B E1g 5 , SRV IEHER Al e M #AE10 B X 15 [B] B AFFE H 48
EFNAHFMBELETRNELHHDARLERK. A , EPRTF2E2 2 LR IEBE RS
(SCT)e REXRMULBH CA FEENRF SCT BRARIEHH,

M 2018 £ 4 B 30 HFF % , Google Chrome T BEERFEIERERAERAEPIEFKHLE SSL/TLS iE
., EHIt , \2018 £ 4 A 24 B2 , Amazon CA EFBEZLPFHNAE B ER X MATA FLP ML
T, IEB—BIER , ELEMER. BEXEZER , FSHIEPEREHE,

HEFERIEPRETERN , 2EFHTETILR , BEATUERERE, IFEMNELRRIENR
SNBANER. flm, EXRBENFALZ OB ENRETERBERATMNENESE , FUFF2L
Fro BHN, BRRICFIE O] RE LM 58 R BY SR A A0 BY 7 78 F M U5 B9 B #Ro

EEFRIEPIEFREERAE BEHIER , BEHEMA request-certificate Amazon CLI @5 % H# options
S ¥ E RequestCertificate APl #4E, MREMIEHRIE 2018 F 4 A 24 BZRIMAW , HEELHFEL
BRELITIBFRIEFETE , WALLARA update-certificate-options 8 8 UpdateCertificateOptions
AP| BRAELLUE IR H,
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BR 1

- BEEEAZFHEERRNERERE AFTILF,

« HIEBRHEALITH (BEELERSHE 60 X ) &, BLEEXRASTEFRES. ERSERLIMER
SEREIREE.

EH—BigR , ELEMNBEHPRBR. FZNEQUERBREFTEER, MREEFERIEPFEREE
BEIER , AREREHEREXR , WENIEPHFALWIEE , BERZITERNIE. MREFEIEPHRIL
Mg, BATBWER B —NFIIEH,

LT RAIEERR T EERFTOIER WMAIFER request-certificate i S EAIEHEAE.

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

Lifar 5 HETIE B A ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MRBEE—MER , HEEFRFLBELITCHIERE |, EM#EA update-certificate-options 5. tban
STRIREE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

/& F§ Amazon CloudTrailo

EFFIREER ACM 281 , 5588 A CloudTrail B&EiE%. A CloudTrail , & LABS# 3R K F #Y
Amazon API A £ idFREZER Amazon EE , BIEET Amazon EXEZEHIE. Amazon FF &
T E&. Amazon Command Line Interface AR E &R Amazon Web Services H1THI APl B,
R ABERLRFMKS @A T ACM AP, X HERAIR IP it AR R ERAEE, &ALE
A API ¥ CloudTrail EREIN AR, RENDLLEHCERE, RERENRSNEHEERZH

/8 F Amazon CloudTrail, MRS 1.0 51


https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/update-certificate-options.html

Amazon Certificate Manager ArfEm

F1<F CloudTrail BEIEEMN AR, EXEZEL , HSHEOIERE, ¥3 B4 Amazon Certificate
Manager —i#2f#H CloudTrail AZEH ACM BIER RHIRERIE R,
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@8

f& B Amazon Certificate Manager (ACM) , BRI AR EF Amazon FIM L RN AEFMEMEE SSL/
TLS iE$. EAILAER ACM BIBHS AIEH , AFMUERE, B4 EAHAMM Amazon IRSIFIE
FHMERNECAMLERNARF. X5 ACM EEHNBRFHNESEER , 1525 5 Amazon Certificate
Manager £ EF. ATETNEEFEH ACM ZEIFEERITHZ R,

£
o A Amazon Web Services ik F°
- ®R¥F 1AM A/
- EMERE
(A% ) AEEE B F R
( 3% ) L& CAA iBxk

SEM Amazon Web Services K /=
MR IBIE % B Amazon Web Services IKFF |, BERA T TEREKBIE—1,
¥ Amazon Web Services K =

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBR®ELHNHBAHITERE.

FOEMET , FHER —BEE  EREARERENA - NS,

H IR FM Amazon Web Services Ik Bt , REF2BIE — Amazon Web Services i F 18 A
Fo. BRAFPAENGEZIKS HHFTE Amazon Web Services MR R, ENLZERESER , BHE
BRAFPFEEBRHRANE , HBEREARAFPHITEERAL HRINEHNES.

EMERETERSG , Amazon R EER LA —HBINBFERY., EEMAMR , BEHALUBREE https://
aws.amazon.com/ HiEBRBHN KA REFELHINWK A EIHEBEZNIKS,

&3 IAM B

JEM Amazon Web Services Ik f& , BRAZESHRIE (MFA) RFENEEAF. BXRHA , HS
E <IAM BF#ERE) F/M N IAM AR EHAEL MFA &% (#2454 ).
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ERFHMAFHRIER Amazon Web Services Ik PR RIINER |, F8I1E IAM BF. A THRIPEHN
IAM BF |, BB A MFA #{XE IAM AP EFRITESFENNR,

BXENRF IAM APFNEZER , F55 (IAM BFERE) 9HUTES :
o E&H Amazon Web Services = 62 IAM A

« EAT Amazon &R 6] EIE

« EF IAM B 1R BE R A1

EAHE A

Z2£REFHE (FQDN) 2 Internet LHWELARMANE—EHRHEFERE PRI ES |, 6
0 .com = .org. WMREEZEEMITE , M A LUEE Amazon Route 53 3§ iF 2 H Al S A isE
M- EE. BE , BUUKIEMEHAMNE |, B R—NEE, EHEEER WHOIS IBEERH
FQDN 2B T A, METH , TMEBEERILET BATRENMEXER , HOEIRMREUEM A
EHHNL, IMEBESRE —MRENRER , Sl —FHHE , X2 LI HB#HITLEIT,

BxfEA Amazon Route 53 SEHBI BN ESE L |, S0 Amazon Route 53 FF A A RIERF M FEA
Amazon Route 53 JEHZ A .

(A% ) NEEE ST

(® Note

R 24 &6 A BB F BB AH IR UE SR 75 B IS A S AT AR BE B ER P IEER FQDN ( T2£REES )
B, TREHITUT IR, ACM EFRIEPH 2B BEREWIUEFFENEIZHIR, BRI EREF
ERFIRUESE DNS Mif. BXEBFHARIENESEE |, FSH B FERAFRIE,

WMRET LAYm%E DNS ELE |, EIWAEA DNS BRI T 2 B FERHIRIE, MREM DNS &
i, MEFERNEEEESR T4, BX DNS RIINEZFER , i§SHDNS K,

£ SRR MR M B RV ER R A b i 53R KB SEME SFERR A B F#B 4k 1k 78 1 E WHOIS %K
BES , AR—DHS N ERHFRSRAINE DNS RS 27AVER4F 3328 (MX) 1E3KF, WREER B FHR
HHIRUE , ACM 8B FERAFRIEFIBRR AU AR B MX B RN ENEAEE . £8R01E
EH, EITIEPRFRITORIUELRLFAT , ACM & ZRE/N\HKIER FERfr. BRIERFH4EZ S
THAGRAEEIEEARILE ACMIEBNUHE, BXEZEE , SR BRI, MREN
Wirs FERHFEEER , FSRGFE B THFRULAYFE,
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WHOIS #3E &

WHOIS HiEES2 EHEBHHRRAES. N TRIEEHSH  ACM &K% — 5 & FHEAS WHOIS
R T = b, BUTIRANE RS BRATF 1054 2% BIUEH bk 0 68 T HB AT e X BB E
SR S T B AR

. EEAE

. BARBRA

. EEBRA

MX 12 3%

HEOEMEEY | SRR 2 RRAVER 3R BT (MX) iIEFRIEFIEE RS (DNS) RS aEF. MX 2%
ETRBLERS SREZEHNBAERHS. ZICRTEXTLRESE (FQDN)o BRI TR FE1E KiE
PBo

fFlan | mREFERHEZEHE R abe.xyz.example.com ERIEH , ACM FEH EZIRERKIZ FEHA MX
BFK. MBIEEINZIZHE , ACM FH4EFT xyz.example.com 1T MX &, MR FLEHKEZI

% , ACM FF43X example.com 1T MX &, MRLEFKFZIERK , HEXRE MX 18 , ACM ik
BAEBRIEPBHORAE (AFHH abc.xyz.example.com), A , ACM EEHFENUATEANER
REEE it & A B F R4

» administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name

« webmaster@your_domain_name

* admin@your_domain_name

® Tip
BA L BEEMNBIDEE RIZRIME., MREFEH ResendValidationEmailAPI ##4ESiresend-
validation-emailAmazon CLIFE 5 , MAmazonT# 1T MX &, Kk , SRHEEWEMEE M
HENBIFSNEZF , B Amazon & F IR T 5 8B F o4 &% B 15 M A 28/ £ A
=,
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T EANRZEFIE. APIER Amazon CLI , ACM IR IUE R FERMF A sIE I HN BN E
Ateut, B2 , RBEEER RS AFERIERE , Amazon F 2T MX £,

MRAWBIUE B FERH |, BSH RPWERIEB FE THEBXTRENRREARBERG ENEE,

( Ak ) BdiE CAA g3

A DUE R ETAEN IR (CAA) DNS i23% , BUEE /L F Amazon Certificate Manager (ACM) 5
BN FIEMAIER, BIFHZE , ACM 2RERESFE CAA BRUBRECTUREMEIUESR,
MBEEBTFERBA CAARE , NALLUERT A ENEEE CAA i2%,

CAA BREBUTHEFR .
flags

BE ACM BEXF tag FERHE, FILERENRN 0,
&

tag FERAILAALTEZ —, BEE , iodef FEX BRI E# ZRE,

issue

ETRIBTE value FERHIEER ACM CA EWBR N EREE FEMA LS

issuewild

6 RIBTE value FERFPIEEN ACM CA EREA N I ER T ML BRI, BRETH
ERT AR TER A T

FBRNERRT tag FERHIE. B4TASIS (") FILEREX,
% tag 79 issue B}
value ZBEE CA HEM. LLFERAEETE Amazon CA BAAK CAKER. BER , RE%
BHEEULTHEAN Amazon CA 2—H CAA 1Bk , ACM FEER BRI FEMAIUES :
« amazon.com
« amazontrust.com
» awstrust.com

* admazonaws.com

( It ) BLiE CAA W< 1.0 56
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RAriEmE

value FEREANEESS () , ERTNAEM CA N ENFHFEMKIED, MREEED
FHRREETBEFENENMEENIMRVILES , FEALFR,

% tag & issuewild B

value &5 tag 7 issue VMR , R

CERTREMLES,

HEETEE ACM CA EH issuewild CAA 123KEt , ACM REEM R EABEMAFILER, WRKRE

issuewild , 18X F ACM B —~ issue CAA i2% , Il ACM T A X EEFIEH .

Example CAA i2 &Rl

EUTREIF  BERENEE , RAERICEKEH (CAA), flags ZERIAL N 0, tags FERTLLR issue

5 issuewild, WMRFER issue B
ENRZBF[EW/RATFMEEBERNIER, IR
{£47] CA MAIEH, CAA ICFEMEERE DNS REEm R,

Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

com.

com.

com.

com.

com.

com

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Flags

0

Flags

Flags

Flags

Flags

Flags

IR

AN

Tag

Tag

Tag

Tag

Tag

Tag

R

/CN

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

"SomeCA.com"

"amazon.com"

"amazontrust.com"

"awstrust.com"

"amazonaws.com"

£ value FERPEA CA RS/ BF , N CAA IBRIEREHRE
¥t value ZEHPRBASE" , M CAA IERIE R RIF

BRUOMARMSES DNS EFRHNESFER , T 541 DNS UMK, Route 53 X#F CAA iB%,
I8 DNS 1RH#m

R Route 53

BFSHE CAA AN THEEXRGBIERNESRF R,

( A% ) BLE CAA
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A A& IR UE

ACM IEB A A T Internet REANPMEFEULZLBERF. BAUEEMN ACM BRAFEFEIESH
(“ACMiIE$") , BAASABRBE=ZAMRKNLFEELEH. EXBFELRILEH, EMEL LRI
PKI , A LAS % B Private Certificate Authority (CA) £&# ACM iE$ , 3 H Amazon 5 CA #1T
B, CAARNTENK, P , hagEMKF EEHLE,

® Note

NE ACM IEP AT AR EFEE# S Nitro Enclave B Amazon EC2 32| £ | (B RRERE D H b
Amazon EC2 £ £, BxTEREEZT Nitro Enclave # Amazon EC2 =4l LigEIH I Web
BESBNER , HSHEHEE | &£ Amazon Linux 2 E&% LAMP Web RS EHIE £ H

Amazon Linux AMI &% LAMP Web RS 25

® Note

RANBAALE CAZENIERMRBERTAZEE , EEAMSTETF RETFE T RRXLIE
PBo

EFHRMARIULES , EEFKAmazonEREZFIEHAMNUTREITIF ACM #25F|& : hitps://
console.aws.amazon.com/acm/home, MRERNBANE , FiEF Get Started ( FHRER ) » BN,
BEEN S M E P EF Certificate Manager = Private CAs,

£

- BRAFIUES

- RIFEMER

- JIHE ACM EEMIEH
- IR ACM UE$

- HiBR ACM E IR AYIEF

- RE ACMIiE$H
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\E / \ > >
BERABIES

LT &7 e tER ACM #H A5 Amazon CLI RiFRAH ACM iEF, BERABIURF , BM;
TR RIEEFI X RATRBE R —NMERF

NE ACM iEPEE X500 #r8 , HEBUTREH :

B KAERTFS DNS WEEEMN. BXEZEE , B5H HE.

B XTFmE | iEPARBEFAELLIME 2048 L RSA, 256 £ ECDSA =% 384 {1 ECDSA,
BRHE  MEBHEREN 1318 (395K )6

Zi] : ACM 2% M NABRZERBAFIEITRFIES,

MREFRIEBEREE , FSREEEIEHFREH,

(® Note
EERALUEA ACM ZMARABRKRHFAR 7 AR AIIES, XEFERHAEBX I,
BOAUEJ7 7R AR S5 18 3R A0 < B9 EL AR M HE AN PR A o

(® Note
BRIEBIEFEH SN AT ZEEN ACM IEBFEHICREELH MEBEAEREES,
Bl , BTrEFEREHANREFIRE, BHMEA Amazon CLI 5 ACM APl, EXEZEER
BSR EREHIEREPREREICRK. BXREAEEEN—REL , FSRIEPERER L,

£}
- ERARHEERLBIED
« £/ CLIERAFIUED

fE RS A B ROEIES
Bk ACM AEIEH (2414 )

1. BEFAmazonBEEZFH A H MU TMEITH ACM #8#lA& : https://console.aws.amazon.com/acm/
home,
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EFRERIUES,
2. 71E£ Domain names ( 3% ) #42 , BALHEHS,

IO LMER T2 REER (FQDN) ( Hlil www.example.com ) , REBREH B RSB ( Hln
example.com) , BRANEREMVEFERES (*) FABRFREFR —SFHHHZ NN
B flan , *. example.com AJLA{RY corp.example.com #] images.example.com, &
LA B S /RTE ACM IEH /Y Subject ( £& ) FE M Subject Alternative Name ( =B E R B
m) T B9,

BERBEFILERN , ES (*) DU TEHENREMNVE , MERBERP —NFBRH. Bl

m , *.example.com AJLA{RH login.example.com Fl test.example.com , BT BRI
test.login.example.com., BiEFE , *.example.com R} example.com By FiF , M
FRPBEFHEBTN I (example.com) EFINRIF=F , TSR T —IMTR,

® Note
NFHR RFC 5280 BR |, BT BRPMANEE ( BARAREBEA VAR ) HKETREBT
64 N\NFET (FRF) , BFAR. BR , B (ET—5+ ) EHNEINELEETTERS
# (SAN) WKE &% Ak 253 N\ FT,

ERMEAMZR |, 5% Add another name to this certificate (B ELIEBRME —NEFR) |, R
BEXAEFRBAEN. XX TRMRFFREHTAILIE (420 example.com ) R EFi5 ( 4l
* example.com) EEEH,

3. % Validation method ( %k /7% ) 884 , IRIFERITE E1EF DNS validation —
recommended ( DNS Riif — #% ) = Email validation ( B FHBHFRIIE )

(@ Note

WMREA LA YmEE DNS BLiE , B DNS SR A2 B FH A RIE, M3 T8 Fup4
I , DNS BiIEEZMLE . BESHDNS Kil,

ACM EFRIEB 28 , RRIEEREBRANRFIEBFERPHIES, B0 LR B FERARIUES
DNS i,
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WRIEIFBEFHERIE , NN TE—MAE , ACM #HANFWIF B FHi 4 &% &£ WHOIS $iEE
FEMN=AKZAMUMNFZTZANERAREEE U, BHRBARARRSIEE B AR — 6 Fif
%, BXESZER , HSH = FEERIT,

MR DNS Bif , M REF ACM R2EMBIBICZEALEN DNS BB, X DNS RIINE S
8 , HSHEDNS K,

4. 7f Key algorithm ( Z4A&E% ) 3o+ , ER=RARAEZZz—

- RSA 2048 ( ZtiA )
- ECDSA P 256
- ECDSA P 384

BXHBHEERELNER , BSHA BHEZE M Amazon BE X E A Amazon Certificate
Manager ¥4 F4EFH ECDSA iE$,

5. £ Tags (/%) MEL , BAEERNERRNGEL, HREERREX , AERIRMHELAMazon
FRHNTTHIE. BXx ACM RESHM I RURBEX MAEQRIEBEEIERRNFENREA | 1§
25 #r1ic Amazon Certificate Manager if .

SERGRINPRE R |, 1 Request (X ) o
6. LEEXRE , BHAMRELERSIEK , HPL2ERBEXMEBNES.

FEETE RS | IEBHRATER Pending validation ( FEFRIE ) , BRIFERBEBEBRETIEHE
REMPFEAEMRERRSHFERIM. ACM EEZRIERIE 72 /Mot , REEIT, WMRIEF

HRASETRHA Failed ( B4 ) = Validation timed out ( JiEABAT ) , MMIBRER , E1E DNS ¥
UESE FHRHRIERB , REER. MRBIERD , MEBAPRSFHEER Issued ( EMK ) »

® Note

REFENFIRFFHER , LEERNIEBAEAIRVETL, EAURKTAEUHRE=
AERERIATF, EEFTAERA EAR TR S TEH,
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£ CLI BRABIULES

1T LEA request-certificate W HERFHAE ACM iEH, WIFFERTTEER DNS
M EMAIL ( BBFHRHF ) . BEAEER WIE(E R RSA 2048 ( IR KRPFBHEMRS I, MR BRIA
& ). EC_prime256v1 #l EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

S5 HEH A BIEBA Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

B UE AT A X

£ Amazon IEHM AN (CA) BEH R HI M B4 M & UEF LABT , Amazon Certificate Manager (ACM) 44
MAEBNERESL A AR BERPIEENAEEE. ERFIERN , BULNERBETEE RS (DNS)
36 IF 2%, B8, 7 iR 44 38 11E SRAE BR IR BV PR B Ao

(@ Note

WIFERTF ACM AN AT EFEER. ACM FERIFSAWITIEHHAFAE CAZEWIEH
HIEFr AR, ACM FTERIE Amazon VPC Ao E R EX HEMEMIAIEEHFNER, BXES
E8 , FSH HEEIE PRI A,

—fRSRE , AT DNS BiFM AR B FHMERIEE , REWMT :

- WREHFEH Amazon Route 53 BIEEH/AH DNS icF , MR EEET ACM EFEMIZHE,
s RENPEEFERAP , HEHBIEFKREFEE , ACM A& EHHEETT DNS BiFAIEH,

o EBET , BEXEFHERIINEIPEESREERITIRIE. ACM 2TERHAF 45 KRB A ELEITE
H, XEBMNLIXEIEN WHOIS B NEZ AN NEREE A b, BHNHhEE —/NEE
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BREE WU R G ZSEABRNET, RIUFIASIHNESS , ACM 25K EF R ARN BYZEITIE
PBo

MREK B YmBIER DNS BIREER RN , WAHEER B F BRI,

® Note
FERIEXA B FEREGIIENIER G , BT EVIREIER DNS N H#AITRIE,

F &
DNS KiE

B 7 R I
DNS iE

HARE (DNS) BRIEEBIM LA R IRH B FARSS. DNS R4 — NI EVENIZRKOBIERE.
WMRIEE DNS BiE , ACM 2RE—FHZHFNBIEHK , RELERLFTRNBWHEEF, LIRS
B E-WREEX , ATIEASNZEEFEHN.

® Note
FERIERXA B FERGIIENIERG , BT EVIREIFER DNS N H#AITRIE,

flan |, INRA example.com FiERIEP HIEE www.example.com FEMEBZFH , Il ACM HI&E
BRZHNBRILFRK. BRERBRETHAENHMNKSLIEN , S EBHANE. ERERAmazoniFH K 5l
& , ACM ERZIFBEHNEITIES. ABIEFKIAFRME DNS BHEEHR—R. REUERBEEFERT
HERBIBRREBEFE , ACM e BIEITIES,

/A Important

WMREMEH Amazon Route 53 BB /AH DNS 125 |, 5B RER DNS 1247 T A 0{a5R
ik, MREEKEREEA DNS BURENER |, N AFEEF B FHR 4 RIE,
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CREERIE , ABFBRERNARE , ERATUNENTLIRESSE (FQDN) BIEFH MY ACM iE
B EMEY , EAULGEZEFHRSRNBRIED K ERBEZTEFENILER, AT3IRICRKREIE
THEERTEAAmazonXEH , B NRESANXEHEHMCIRBRMNIES, 2587 E R EM BRAVIE
PBo

&) LLUE T MILE P < BX 9 Amazon BR &5 Ml BRAE B =B S M BR Bl B iD XK E L BBIEE1T, MRER DNS
REET R Route 53 , BB RIZHR 7 M BRIZFK. MR Route 53 2EMIRER , 55 Route
53 A EXAREETHMEBRERICEE, BXEEILEREITNESZER , BSHEACM IEPHIEELEIT,

(® Note

WR71E DNS BB EEEF ANMA LM B IERK , WA B IERBITFRAY. NREFEEKMD
g, RAVBWGER B T HAFRIE,

ACM 3B icxkH T/EREE

(® Note
REoER T AERA Route 53 4ENH DNS RHEHE .

WMRIEF R Route 53 #F3 DNS 12#4t7 , MFEE ( BEBEI MY ) F31F ACM REMN B A I2RA
ABRHENBEES, AELEKATSHEN , SRENEHNSANHNHNERE T BIENER.
NTF ACM , XEBRAFHREA AR IEN TS B 3IEHEIT,

TRERTANMEBNROBBIERK. BRICEMEFRBV-EFENA TRIEEE AR

1 , ACM BIZMNFRHEENHEE example. com SN FAFHEME, BN , BN IEFBEMMIZR
ERREPNE =28 - RN

Bl B iexRHl
A IBREBWN 1B&E put 4
*.example.com _x1.example.com, _x2.acm-validations.a  #8[&

WSo
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RAriEmE

&

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

IR SR

_x1.example.com,

_X3.www.exam

ple.com,

_x5.host.exa

mple.com,

_x7.subdomai

n.example.com,

~x9.host.sub

domain.example.com

o

IGESIE

_x2.acm-validations.a
WSo

_x4.acm-validations.a
WSo

_x6.acm-validations.a
WSo

_x8.acm-validations.a
WSo

_x10.acm-vali
dations.aws,

TXI% (_) 2/l xN E=2H ACM £ KENFFE, Fla,

_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICKETRER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

AT E— DNS g%,

(® Note

WMRIERY DNS RUBAIXIFHANS THXN A BRICFKE , TS MHHEE DNS KBif F&,

AR

HIBFERIUEB HIEE DNS BiEet , ACM 2REUTRANBIZIZREES

DNS i
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& IEFRAM iEFKRK  1BRE
ﬂ

example. _a79865eb4cd1a6ab990a45779%b BB

o 460b96.example.com, = _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,.

HAEREIEHXEA FQDN, iEFEME—FRRIER , AERENNE, CRERERENNE,

YJRAE DNS 3447 F TR0 DNS i2RH Web REWARZE MR AFEX=ME (B8, BRE
HAIERE ) . BEENTIEREH (R EH ) TENLELSRHTHEE, EXEERT 48
TiRf AR RNEATESR, SAIREEA BHHEE H MBI AN EAHE | RERE (A
Rl ) 15 AR A

_a79865eb4cd1a6ab990as45779b4e@b96

BEMFEP, IREHETEX—R , HAASTEHBANIEREN (W0 .example.com) , M &
KERTBEM AR

_a79865eb4cd1ab6ab990a45779b4e@b96.example. com.example.com.

EXFERT , RIEFAM, Bt , ERZZRARENAEENRAFHEN AR,

XE DNS Rk

(® Note

HEBRREECLUNEEDS —MNEH |, FEABEECIRIESH Amazon XKFTE, MRE=R
HEFEABTIEREARRE , RELCKBITFEFE  BREEIRFFIEGHILES ,
FRIAGEE T EBXE,

1. BILATMuLITF ACM #ZH|A : https://console.aws.amazon.com/acm/.
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2. HFIEBHRF , FEREEENIRD N Pending validation ( E&FR1E ) HIEPHY Certificate
ID (UEH ID) o LLBPRFFTFFUERRYFME R TNE.

3. 1£ Domains (& ) 7 , TE FIFNIIEZ— :

a. ("% ) A Route 53 #ITR I,

MEHZLUTEYE , WA ERESH Create records in Route 53 ( £ Route 53 8|22 )
4 -

. #&{E M Route 53 5 DNS 21,

- BZENEAH Route 53 TEMXiF,

« &9 FQDN 8 R Z SR,

® Note
MR IEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F8|EiE2% ) &
HRAHEEZER , ESH ACM 2|5 F 8 R“Create record in Route 53” ( £ Route
53 RAIEEIZE ) R4,

%32 Create records in Route 53 ( 7£ Route 53 HR8IZIZ% ) IBRH , A/F%R Create
records ( BB ) . WA ITFF Certificate status (IEBRA ) WE , RSEBHIRE
Successfully created DNS records ( 2K 612 DNS i2% )

IRHIFE P A BE S 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

® Tip
BT ELURIE AR ER ACM 7£ Route 53 R EZIBIEENIZR. BE |, B LM
Route 53 & tH —“> Amazon CLI 2 API i@ LA#E Route 53 DNS $iEEF 67212
Fo BX Route 53 BREMEZEER , BZRFEARRIEEE,

b. (Wi ) MRLEEE A Route 53 49 DNS #2415 , MIA%FK K CNAME 58 , FFHF
INEEE DNS BiEED, EFIPHNFAEETEL , fUUBESIF AR 2 — R THHiR
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEHN DNS BiE
BEo
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« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFNEEFTEFHINE DNS #HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E LT TEFRE RRESRME DNS 24t
HBIEE, MRESFE , FSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHRBE RN Validation
timed out ( WIEHEA ) . SBMERNKTRERRERER ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICKHAFERFTWIES,

B, F- R 430 UE

Amazon Certificate Manager (ACM) A& INERE R AT AR ERDIEENFESE , AR
Amazon iIE B &Y (CA) FEEANMEMAIE S, B LAEHE FHRA S DNS $TRIE. AEZid
ICEH FEBEIIE, B DNS RiIEM{EER , HSEDNS Bilf,

FEBEUTEXBFEH4RIEAEESE,

« BFEENELEREHIEMAT TER TRt T B B FEBI0IE, REE FER U AII R
EAEENTISEE R,

- RIUFSGERT ACM R R FFEFEIEFH. ACM F2RBIES ARNIEFRREMLE CA EENIEFHAIE
FRIBEM. ACM TERIE Amazon VPC B EXSEARMMEFHINER, BXESRER | #F
SR FEIEBRIEFRE,

- EOIERXABFERHRIENIERE , BT DR EIER DNS XN H#TRIE,

ACMIEBHAERIER 1318 (395 K ) . ELIT , BENEFH4RITINIEIRETEGREERTE
fE, ACM TE3HiET 45 RIF A EIZAY WHOIS ERFE it M ENE AEE QA it A X LITEH, BHS
BE—NEEE  BREA TR EZERURNET, RIFFEIHNERS , ACM 2MA EEHE
ARN MYLEITIEH,

MREFEAEFERARIEFEEIRA |, FS R PSSR TR KUY R &,

ACM e F o4 £3%E| WHOIS HIEFES S HM 3 MNEERAMU , LREAEBIMEEENZZ 54MNE
ARG, tHMEIR , W TFEBERFEENENEBNETIZAEBN , FEAEKZ/\HEFB4,
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Bl , MREMEE—NMIE , EHESFHRINHE IR, BERHTRIE , BYLTE 72 PRAXEN
HEFHERHN —HRTERE AREEE=1EHE , EHEZSFRE 24 HEFifdr, ERTRIE , &
IRIE 72 PRI ANXE R FHAEPNEDS=ZHE T4 (BENBNEBHRXI N —HE T4 ) #HITER
.

B FHR R & IE ] WHOIS B L T =ANESEMBR R Attt

o EUEME
« BRERRA
- BEERRAA

® Note

EMNEAZWERENEREPHNANEARS I, M WHOIS RREXREEHTA
5. WHOIS ERINERRIE ( £F 5% ) , B2 REARN T EBEKBIMRFEZENER,

/A Important

M 2024 £ 6 B2 , ACM FAXEFHET WHOIS Bk Ritb it ¥ {TH AV B FREHIIE, X TFIMA
iE$ , M 2024 F£ 10 A& , ACM FA <@ B/ WHOIS BR R it KX LT @A, ACM
SHE@ATERENENEA RS Ut ZIERIFE FHR4. BXEZEMER , HSHAmazon
Certificate Managerf${= 1k WHOIS 2 i) &8 F BB 4 I iF iE P

MBEFERAEH S ERIES , ACM FIT MX EHR U E ML RS FEZ BN SN B TR |, F A
FHREVE NG , EXELFMEREZTUATENEARG U, WMREEA RequestCertificate API
= i5KiEFAmazon CLIGE S , ACM R&IT MX Eifl, BN B o4 XX FEE DomainName &
¥R 1E ValidationDomain AIESHHEENEHEN. BXEZEE , B5H MX 2R,

* administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
« webmaster@your_domain_name

* admin@your_domain_name
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BX ACM MAHE SR IBA B FER It ESER |, B5H (Wit ) NEEE S TR,

LI RRE I AMER

MREF A waw HESBERF (*) FLHNFBER ACMEFH , Il ACM fFl BRFF

L wew RES | NEFHEREINEE U, B EEHE R RIS 8 E RN

admin@. administrator@. hostmaster@. postmaster@ 1 webmaster@ 4 KX L E R b, 4l
m, IREH www.example.com FER ACM iE$ , N B FEB 4 &% F) admin@example.com MF 2
admin@www.example.com., E# , MRER *.test.example.com FER ACM iE$ , N B FopH~ &%
E| admin@test.example.com, HRHFE N EE b ik #Y4H K HXFEEL

® Note

BRI EF R E TN RE (0 example. com) WEEMHI , MARKXER FiF (0
test.example.com) FWEE#hHE, Hik , ETE RequestCertificate APl 2% i& 3K ilE - Amazon
CLIgs S H#EEValidationDomainit M, MBEFEREEHABERIES , BRIE T EEH LI
gE,

BNEFR A EB 4 BB A A B — N EE TR st | B th AR B MBS IR — S B4 |, AMERIE
ZaE H A RIEF .

UEFIS M LR 1T

ACMiEBHERH N 13 MR (395 X ) . ELI] , BEYBEFHARIENIEPEEZRREERITE
fE. ACM =L HART 45 RIF R MAIHAY WHOIS ERFE bt M A NE AEE R bt RIAZITEH, BHAF
BE— R SRAE TN IZERIBNET, RIEMASIHNERE , ACM 25k EHHEE
ARN RYEEITIES,

BEXEZREL  BSH LENE T HBIE,
(Wi ) BERTAERAESRF

BHRIFEFHEHRETE - S, BUUERTHELLER, BR K BTHEIEFTENRIIET
HR ¢ AT BE AL SRR TR IR BR A AL P EXR , R THESE 72 MtEEIEH, HRERKER
Fia e FERF R THREEEH , AIBIEREMR KX B B4,

BXREFERAHRIENFAERE , B2 5H R ESEER A HEE B 7l 40 UE i B &2 o
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® Note

LUTEEMUERT ACM BEHMIES , AR EHABE FEREHRIENIES, FAH PKIERHES A
2| ACM R IE B AFEERILE FofF. BHx DNS BRIIMWEER , 55 FEDNS Kilf,

£ A2 H & EM RS WL B 78R4

1. B FAmazonBEEE A H MU TRLEITH ACM #2414 : https://console.aws.amazon.com/acm/
home,

2. TEIEPHRD | FEBRERIEMNIEBM Certificate ID (U ID ) » LIREFITIFiFMS

1§\Jﬁ\ﬁo

jilll

® Note

REFENFIRFFHER , BEERNIEBAEAIRVETL, EAURKTENHRE=
AERERIATF, EEFTAER A EAR TR 2 TEH,

3. 1 Domains ( 38 ) % , i%£# Resend validation email ( E XX RIEE FEb4 ) |, EFEEN

TERIEME , RAEIERE Resend ( EFKIE ) » WATNIZLE TR Successfully resent validation
emails ( 2RI EH R IE WL B FERH ) H#1E,

EfEH Amazon CLI E# &AW F &8 F o4

#0] LA Fresend-validation-email 5 E 7 & 3% &8, F #F 4

$ aws acm resend-validation-email --certificate-arn
arn:aws:acm:region:account:certificate/certificate_ID --domain www.example.com --
validation-domain example.com

@ Note

Zresend-validation-email i S {GE A F &£ A B T4 RIEHN ACM iEH, XTFESAZE
ACM HYiEBHRMEHR ACM EENFBIESH , FEERIL,
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HIH e ACM EIERYIEH

AT LAEA ACM #2515 3 Amazon CLI 5l ACM EEMIEH., EHAEE-—IMREFRSAUSIH
500 MIEH , CLI &Z AT L% H 1000 MIEH,

{52 F 2 51 & 51 i

1. BELATMHUITFF ACM #Z#lA : https://console.aws.amazon.com/acm/o

2. EFIERFIRPHER. BUUEREGLANTBYN RS TUES, SMEPLSE—1T , RABRLT
NEBMEBERATS

« Domain Name ( 5% ) - iIEBHZT2REEHSE (FQDN).

« Type (K& ) - iFHHER, TAEMNEEFE : Amazon issued ( Amazon B % ) | Private ( 08 ) |
Imported ( ES A )

. Status (IRA ) - EBRE. ATREMNEREFE : Pending validation ( E#&FRIE ) | Issued ( EMXL ) |
Inactive ( 3E5E3) ) | Expired ( B3 Hi ) | Revoked ( E /4% ) | Failed ( M ) | Validation timed
out ( WiIEHAT )

« EEMSERA? —ACMiEPHRESE Elastic Load Balancing Z £ AmazonRE £ X< BE R,
CloudFrontf&E AT LA No = Yes.

* Renewal eligibility ( £&iT %4 ) — HEPIEESIEET , ACM RETLBHZITUE B, AsENE
7 : Eligible ( B®&# ) | Ineligible (ZERE ) « BXEEAN , S ACM IEPHFEELIT,

BEEREFEAELANNERERS , EUNEENTHLERNIERHE, BEEETHATHRITAR

URERHEMERFR, ATAEFERAA :

« Additional domain names ( Ei5% ) - iIPHFBEN —NPHSZNMHE ( TBEHEHR) .

- Requested at ( iF3RATE ) - ACM BERIEHHIATE,

« Issued at ( MARTE] ) — MAIEBEETE, LERMERT Amazon MEKIES , FEATSAH
EB,

* Not before ( F8F ) — EHTEHZETHIETE,

* Not after ( 78T ) - EZNAIZFIER XK.

- Revoked at ( mEEETE ) - W TFERHENIES , X2IERHENHE,

« Name tag ( BF#HRZ ) — BLIEP LB Name HFRZWE ( MEFEEXENRE ) .
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« Renewal status ( Z&iTIRA ) - IERBFERETHRS. RERBEREITN , BFRFI2ETRHE
BE. ATEEMER : Pending automatic renewal ( B 314£1T ) | Pending validation ( #3321 ) |
Success ( K h ) | Failure ( XM ) o

@ Note
MIEPRRSHERXAREEZR PN T RER. MRESBEE , MIEBERSKE 72 Ped/EE
B, FESHAMNKTTIREE TR R SR,

Page size ( WEKX/D ) BEETUIEE T 8N EFIETNH L REWIERHE,
BEXAALEPEFAGENESEE , B5H Hif ACM iEH,

E A Amazon CLI FI|HiEH

fEH list-certificates AR5 ACM BIEMEH , WA T RAIFTR :

$ aws acm list-certificates --max-items 10

WEIRERAT TXHEES :

{
"CertificateSummarylList": [
{
"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,
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"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",

"NotAfter": "2032-06-11T23:42:49+00:00",

"CreatedAt": "2022-08-25T19:28:05.531000+00:00",

"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...

FigERT , RIREEA keyTypes RSA_1024 = RSA_2048 H EELE—NEEHWIEH, BEEF
FRENEMIES , FINTHIERHEATREEZRLKRPIES , FRH --includes S8, WL
TROIFAR. FIAKSE , BA LB ERIEERE MK R

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

R ACM iIE$
Ba LA ACM $24] A& 3K Amazon CLI 5l BB < IE BB iF 4 T 2hdE.
ERFAPEFIIPEAER

1. BX https://console.aws.amazon.com/acm/ 7 ACM #£&l& , UEREWIEH, B MERAR
AR TR 2 iE$H,

2. EETFHIEBNFATHE , HRFIUEP ID, EPRITARE , ARERUTER .

o EPRE
« Identifier ( #RIRFF ) — IEBHY 32 F T AHHIME—FRIRAF

« ARN - arn:aws:acm:region:account:certificate/certificate_ID ¥I\H
Amazon Resource Name (ARN)

- Type (EH ) - #xiR ACM IE P EEXES|, TJEERESR : Amazon Issued ( Amazon Bl
& ) |Private ( #4%F ) [Imported ( S A ) « BEXEZER , BZREBERLAFUEPTFIERSA
F) Amazon Certificate Manager #,

o Status ((RRF ) — EBRE. ATBEM{ERFE : Pending validation ( FFRIE ) | Issued ( B
WA ) | Inactive ( 3E7EBN ) | Expired ( 2338 ) | Revoked ( 245 ) | Failed ( KW ) |
Validation timed out ( IiE#EAT )

- Detailed status ( H4RA ) - MA T AUEHHY B HA 6 8]

. 5
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« Domain ( i ) - iE PR T L£REEE (FQDN),

Status ( RA ) - BEIPIRTS. AIEERV{ESIE : Pending validation ( K ) |
Revoked ( E/m4H ) | Failed ( k¥ ) | Validation timed out ( 3iE#8AT ) | Success ( B )

- HAER

IR

« FEMEA? - iEBREEAmazonER RS KB , ATRERVESR : Yes (= ) INo (&)
- Domain name ( B%& ) - iIEPWZT2REZE (FQDN),

« Number of additional names ( EttZHHKE ) - I PN EHBERWEFHE I

» Serial number ( F5I5 ) - iEBM 16 ZH T+ EHFYS

« Public key info ( ABZER ) - ENBHN W IR E L

« Signature algorithm ( £ &% ) - BTN IUEP#HITEBNMBEE,

« Can be used with ( AIAT ) - XFEFXESHIIUEHH ACM ERARS FI&K

- Requested at ( E3REYE ) — M A ERK B HF 686

« Issued at ( REIE ) - FAF BHEAMESE (WREA )

« Imported at ( S ARAE ) - S AR BHARE ( MRER )

« Not before ( A8 F ) — iE BB REW T 158 6]

« Not after ( T¥F ) - UWEP#Y 2/ HA B HA R AT (A,

- Renewal eligibility ( £Z2iT%#% ) — AIBER{E R : Eligible ( B%# ) | Ineligible ( ZBEH ) -

BXRABAN , wSH ACM IEFHEELIT,

« Renewal status ( &iTIRA ) - IERBEREITHRS. RERBERLITRN , WFRI2ETRHF

BEHEE, AAEM{ER : Pending automatic renewal ( & B 314E1T ) | Pending validation ( 3
iE ) | Success ( B ) | Failure ( X ) o

® Note

MIEPRSNEXARFEB NS BEEN, MRERFRB , WIEBFERSE 72 /D
BN, ARSAMNKTFREEMRFEITIE,

- CA-%% CA® ARN

- BRE
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« Validation timed out ( BiE#EAT ) - BFRNVKIESEAT , BEERALEEZIER,
« None (%) - iEBATHE PKIRBEZE , FHEERIL,

EFEH Amazon CLI EFIEPFMER

5/ Amazon CLI ) describe-certificate & RIFBIFMEE. , A THEFAR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:region:account:cextificate/certificate_ID

WEIRERLT TXHEES :

"Certificate": {

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
1,
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [
{
"Name": "DIGITAL_SIGNATURE"
1,

{
"Name": "KEY_ENCIPHERMENT"

]I

IR
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"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",
"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [
{
"0oIb": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
I
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

},
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"

IR
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i BR ACM EEHYUE

O] LAEF ACM #2 &&= Amazon CLI Ml BRUE$,

/A Important

o BIEMBRIEFE A HE AL Amazon IRSEMAEY ACM IE$H, EMBREEMFEAMES |, BATE
FHIBRIE H5 < Bk, XRERMEXRSFHEFIAD CLI T,

- MIBRAFABUEBM AN (CA) MEAKIERI CAZRERIE, LFREN CAXNEA , B
BIMBRiZ CA N1k, BEXEZER , ESH (Amazon Private Certificate Authority F 735
M) FHBBRAEIES,

58 i 422 %1 & R BRAE 5

1. BELLTMuLITH ACM &4 : hitps://console.aws.amazon.com/acm/o
2. HFIEBHIFRP , &FH ACMIIEPEX N EIERE , AF1EEF Delete (MR ) o

@ Note

BEFEENFIRFFHER  BEERNIEBAEAIRVUETR, LAURKRTANHERE=
AEKRERIRF, EEFTAERA EAR TR K S TES,

EFEH Amazon CLI filBRIE

£/ delete-certificate ap S MIERIEP , WA T HHFIR :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:region:account:certificate/certificate_ID

Z% ACM i+

B EBEEEE TAmazonI ML N AREFFER ACM ZEAFIUEP, BUAEHRAES ACM ERH
BE2—. BREZER , 5 5 Amazon Certificate Manager &R RS o

Amazon A CA FH CA X EBHATHEMFAE PKIH ACMIES , TUSHEHAFHLZEELEEEE
MR EMARSE L, XEEBELE Internet EFRZEE,
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ACM IE B FEE LT

X ER H Amazon SR RY SSL/TLS iE$ , ACM R# THELIT. XEWE ACM K B LT &R/Y
U ( aRIEEER DNS RilE ) |, REEEO S B @B RIA B FERHER. X TLEMFMLE ACM iE
P, WMRERHXLERS

B EET , BEERUTILR

- MREE5HMAmazonRS ( I Elastic Load Balancing = CloudFront ) <Bx , M fFF& &4
- MREREMABLRETESHN , WFEERML,

- MRERSAMIES , WFRRHFEFHE

- MRELH , WFFEERH

o, ERIR R AT EER{CEE B XN Punycode R :

1. Ll“<character><character>--"#& =\, 7 L 19 15, B S M5 “xn--"— B,
2. Blxn--"FF kIR B th AR B R EFRLIR A

Punycode =4l

HA W W g EE

M1 FH  F

2

example.com & FE v T & LL“<character><character>--"FF sk

A A
a--exampl & FE v F & LL“<character><character>--"FF sk
e.com A H
abc--exam & FE v F & LL“<character><character>--"FF sk
ple.com H A
XN--Xyz.com = = v BERNERR LB ( #EHTHE.com )
Xn--examp = 5 X FREMNERES
le.com
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A W HWRE  BA EE
M1 FH  F
2
ab--examp B B X AT “xn--"FF 3k

le.com

M ACM LEiTIEPRT |, WEPH Amazon Resource Name (ARN) ®R#EFRZE, b4 , ACM iE+H 2 Xig it
HiR. MREEZMAmazonXFH EFHE —HBMNIES , WAREIMEITZMESR,

A

B
o BITNFEENILES
s REBIUFPWEITIRS

ST WIS ERVIES

EMEFRERNNLAFEEIEBE , Amazon Certificate Manager 2ERGIFA A 2EHHAEE . XA
B DNS KiF s B FHHRIEM A RH# T, HIEBFELITR , ACM AR ZRERNMERE S
REMBIUEBHAENR. UTEBEATEITIEEZTER THIENSG,

&
« Z1T81d DNS KiERYE
o STEI B F B4 K UE AY 15

£1T383d DNS RiEHY 5
% FBAMESA DNS BIEMK K ACM iEH , REKITREL BIHLH.
IR 60 X , ACM 2B LU TFEITHM -

o ZIEP LB EBAmMazon REERAH,

« ACM 12V FrE &4 E DNS CNAME 12k ( BMNE—WEBZABH— ) BEEATUEI A H
DNS A8l

MRBRERXERNSE , ACM FINAEZ EBETRIEAZEITIES,
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4 ACM ELITHRITTE BN MU ( i , BT FE CAA IR ) , RK* Amazon Health E4F]
Amazon EventBridge B#f, XEEHFETHERI 45 K, 30 X, 15 K. 7 XK. 3 XM 1 XKiE, Bx
¥F2EELE , HSEAmazon EventBridge X ACM B2,

£ TN BT ER I IERY 15

ACM IEBHIBERHN 13 1A (395 X ) . BLI] , BER FHARIENIEPFEZREENTE
¥E. ACM =3 I 45 RFF M@K WHOIS ERFE it M AN E A EE R it KX LT B, BHH
aBe—MEE  HRAETUERZERUENE], RIEMASHAEE , ACM 2K EFHEE
ARN BYEEITIEH,

BXWIE S PN ESES , ESHE T 4RI,
ETHROAUGERAREERIES TG  ESREH LB FHERIE .
18 SRR AIE B F BR 4

ENCNARBRRA LTI (ESH (k) HhEREB T ) , SFLERM Amazon
Certificate Manager # & & 2 ACM API 3RiER ACM [E 8 & AIE B LT M0 IE B8 F o4 WRITE LA
TERTHATIERE

« BERYER ACM Bt £ 2 B FHRARIE,
« BENEPNEITTRENEFRIE. BXBELEFPNEITRSNESR , BERREBIERHNEITKES
o BRIRBIHFERE ACM FIEPBLEIT RIEH R IR UE B F R4

HR ACM EFRIEFI IR FER¢F (12FE )

1. FTFFLTF Amazon Certificate Managerhttps://console.aws.amazon.com/acm/home K #2#l &,
2. EBRZFERIERIEBHIUES ID,
3. #%$® Resend validation email ( E# XX WU B FEBH ) o

B3R ACM EF KA FHRIE B FHR 4 (ACM API)

£ ACM API A {E ResendValidationEmail ., EXMERT , ZIBIEPH ARN, EEFHEIUEH
UK EEEHEPERUGRUE SR IR E . LUT RO MR Amazon CLI HUITIZIRIE. MR
FlEaEmITRFAME TR,

$ aws acm resend-validation-email \
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--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

*ﬁglﬁ% EIJ .L-.I- 'lj( 7N

HIBZHEITUERE , ACM 2 IEHFHE S FRM Renewal status ( £ITIRES ) BEFER. B
{# /8 Amazon Certificate Manager ###|&. ACM API, Amazon CLI % Amazon Health Dashboard 3k
KE ACM IEBHEITIRS. MREFEHAZRFIA. Amazon CLI 5 ACM APl , MEITRATLLEE TSI
AN TRERRASEZ — WERFEA Amazon Health Dashboard , th& & RELCHE,

FEFEHEIT

ACM EEZRBIRIFEPFNEE. BXEZER , HSRLELIES DNS BUFiviE, LTEH
FHigE,

FERWIE

ACM ZEBFHWIEELFH —IPRSNEE, ‘S,IZ\‘WM'_HE?EE?{’EBﬁiEJ‘Z‘Eﬁ% , BT EET
U, MREFIOXERBERANREFERHRIE , FEKR ACM RIEM B FHRH | HRIZB FER4
R EEERNITRIE. MR ZEIEANRZ DNS BiE , BREUHELR DNS iERkFEHA BIEBHEREA
o

FX2h

FPHRWAEEEZHEERIE , B ACM £&i] TiEH., TE#—FH1BE,
Failed

EPTHZE - MRS MEBRKIE , Btk ACM RETUEH, BRI LB RMAVIES.

MR EMEBSHMAmMazon kS ( HI40 Elastic Load Balancing % CloudFront ) XBkx , SREEEM A
N EREIT2REE#HTSEH , WEHFSLITHZRML

@ Note

NEITTRSNERARFEZBNE S BEEN . MRERRF , WEITFERSE 72 PEEE
B, FESTMNAFHREERITERE. AXRABHERY , FSAIEILEBERFAZ,
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- RERES (EHA)

- RERZS (API)

- REIRZA (CLI)

- £ Personal Health Dashboard (PHD) # &IR 7

RERA (EFHE)
TENIRANZMAEA ACM 2H ARE ACM EBHEITRS,

1. #TF{ZTF Amazon Certificate Managerhttps://console.aws.amazon.com/acm/home Ky #2&|&
2. BIFLH K EFHEHAEE.

3. £ Details #87 F&E# Renewal status ( LiTIRE ) » WREZEFERE , %8 ACM RFF A LiE
%E’\Jﬁ%ﬁﬂﬂ&o

KREIRS (API)
BXRNABUAER DescribeCertificate #BEREIRSH Java RfI , HSEERIES,
KEIRZS (CLI)

THEHH RGN BWMMAEER Amazon Command Line Interface (Amazon CLI) 42 ACM EP 21T #YIR

o

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EMRH | EHEE RenewalStatus FERFAME, WRE&EEFE RenewalStatus FE , B ACM
RIFBIEBIEELITIRE,

£ Personal Health Dashboard (PHD) & ZIAZS

ACM fEX Hi) 60 X=X BT EMN ACM IEH, IR ACM T EBHEITEMNIES , eLEDH
*TJ 45 X, 30 XK. 15 X, 7 X, 3 X# 1 K@ Amazon Health Dashboard ﬂiuft%&ﬂ%#iﬁ%ﬂ :
%ﬂzmﬁim?ﬂﬁiiﬁd’ﬁo Amazon Health Dashboard 2 Amazon Health [REH —220. EXAEER
, BNIKFRES S RRIENTEARAFRSANUESE, EXESZER , BEH Amazon Health 15
@o
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® Note
ACM FHEZZEITTEHBHAEA PHD RHEILHNENEY, BINEBANHLXBEGH—NEA |, B
BT Zh N Lk,

E 4 Amazon Health Dashboard , EHITLA T #R4E :

&% Amazon Health Dashboard , P1tR https://phd.aws.amazon.com/phd/home#/o
1% Event log,

33 F Filter by tags or attributes , 4% Service.

1%3% Certificate Manager.

i%$F Apply ( A ) o

¥t F Event category , %&# Scheduled Change,

%% Apply ( A ) o

N o g~ w0 Dbdhd =

{§ A Personal Health Dashboard (PHD) # &R % M7 1.0 84
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B3 t B FER AT

B B PRI IER ACM ERBH BEEMMEE TR, LBABE B TR T2l T4
FEER— N THUEHRTHERRN RS, HTHYRAERRTHERT , AT ROERNE
T T W e T MR A O AR LA 52 B TE N R A5 R B9 TR

U6 VIE B8, F BB A4 AR AR

WIERFHERAUTHER. RESTHFHENNERSRNBET EERENDHE,
56 F 39 UF $5

e A AR SO

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, Amazon Web Services account ID, and certificate
identifier correspond

to a request from you or someone in your organization.

Domain: fgdn

Amazon Web Services account ID: account_id
Amazon Web Services Region name: region_name
Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazonaws.cn/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services
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—BEWEIR B AmazonRU T RIEEE |, RIS E BERT RN SH N SN ER, £
2020 F 11 A2 BIRITAVHE BTN EAMER , JREEXNERHATUTENR :

- BFEHETITRNEE RN Certificate request for domain name’MF

“"Certificate approval for domain name”.

7 , Amazon account ID #EE REARTHITEHIEFZR.

« Certificate Identifier MELERTEMNILP ARN MAREERD , fln |, HER

arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-41f51-954a-298ee44f1f369 M+
= 3b4d78e1-0882-4151-954a-298ee44ff369,

WFPE#tAHE URL BIEAE acm-certificates.amazonaws.cn MAE
certificates.amazon.com,

BEEHIERE URL TN EHKREIEISHERE, #EZRD div WEFIER approve-
button M4 =& approval_button,

s MERMIEBANELTIEPNEIEDESEEEHEENE FERHFEN,

W THERE

ATRHEXRZ D FEHRIEAEBRHE] THEREMEAXER.

ACM #ZHI B4 B ZFHUEHIERN , EQFRIEE FHAREICHRINE -—NIE MX iEFAE,
BREEFTERIESMIANEFERY , AR ACM TEEMKIED, BXEZELR , HSHEAETH
IR A Yo

£/ ACM API 5 CLI X ZHIEHE R TR FEMARIE , S BFIRER T B FoR 4R E B TR
BNENTFEH, SREFEFERIESMNEFHAESR , AR ACM FBEFURIUEH,

® Note

£ 2020 F 11 Azal , FPRAFRIETRE , ACM iR — 4 B oH& & E A FEAViIEH,
{58 F L B 1) 2 BT iR 1T BV OH B B AT 2R B B P ROE B B TR IR UE TR RZR E ko

£ ACM API = CLI , & 0] LAR& 48 ZE BIE R FT B KL B F o4 2 X B NwE. 7 APl A
£ RequestCertificate #4E#) DomainValidationOptions S#k#EE ValidationDomain
f{E , ©= DomainValidationOption KB MK G . £ CLI & , £/ request-certificate T8 HHY --
domain-validation-options Z##EE ValidationDomain M {E,
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FFE B S A E| Amazon Certificate Manager &

BX 7 53R Amazon Certificate Manager (ACM) 32#9 SSL/TLS iE$ , & A LAS A& Amazon 44
IRIRENEV LR, B REERTIRENRERRETIE : BENE=FIEBM LY (CA) JREUESH , HEMH
ACM M AWIEBFeEFHEENNARFHEER,

B SUS AL A FEMS ACM £ Amazon fES. S ARNIEHE ACM REMWIEHH T
FRMEE , RE—1EEHIN : ACM T2 RS ANLERRHEEELT,

EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B USGALFHWIEH, THUSAS
NEEHEEEWIER , BXIFEENS A,

/A Important

BEENARERS ANIERNE P ARATIERS P 2KITIER. ERLUERFEA Amazon
CloudWatch Events &5 AR IE BT Bt KX BHRELILES. BXEZEER | S
B fE A Amazon EventBridge.

ACM HHFIEILPHERXEAMRER , BFEESANILER, EEFE—EPHATARE Amazon XigiH
B Elastic Load Balancing 71 819#i8% , B4 IR S ARECERHEFFERACHEINXE., EFES
BT Amazon CloudFront , BAFFEPSAZERT ( FEFRLIED ) XiF, BXEZEER , S
) 2 e X,

EXMAHESS AT ACM FHES  BSHNTEE., NREBNS EHAME , #$58 LHS
FB;

. B AEBM RRESH

. ERABANGARR

. EFSALED
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S AUEFRY CIRFAF

ENBZA SSLTLSIERSAE ACM F |, BATRBIEPRESERE. EES AHIE Amazon it
FMEYH (CA) RIS |, BEXNBFEPBNAEZHANLERH. BWIEREXIHERERETEH
R FrE &4,

NTARESANILES , YTUEEMBZEEEZMBHA KRN, ACM XFUTEE (FESFH API B )

RSA 1024 {i (RSA_1024)

- RSA 2048 i (RSA_2048)

RSA 3072 i (RSA_3072)

- RSA 4096 fi (RSA_4096)

ECDSA 256 {1 (EC_prime256v1)

« ECDSA 384 {i (EC_secp384rl)

ECDSA 521 i (EC_secp521rl)

SEEBUTHFAER :

« ACM EARF X ATFREXFNEEZNBHRNNERTIRKXEK, #l , CloudFront X3Z# 1024 {u

RSA. 2048 {1z RSA # Elliptic Prime Curve 256 {%4f , T Application Load Balancer X #F ACM
RENFIEEZ, BXFMAEER , BHSHEFERANRSH R,

o IEPBMAAR SSL/TLS X.509 fxA 3 ifH, E4MITELEFRH. MHLHWELREHE (FQDN) = IP

et AR BRRBENES

« EBALHSHANLERAEER WA HMER CANLARALR, ELIRELEEN , %

AEZATERT 5KB (5,120 £ ) |, FEMSFFRME,

- MRIEFH CAZR , FRLEFRREMIEDE , NiZESHRA PEM &l

EBESANSTRER . HFIEBNERATHRAHERZE , BEFAULEFH. NotBefore iE
PFRESBERHNITH A |, NotAfter FERISHEHHNLERBH,

FENAALERME (EH. REFHMILEPEE ) XA PEM B, £t DER FBHMBLSH
HiR, AXESZERURTA , EEH LB NEHBN S AKN,

ZiT (EFSA ) EBH , REFMSAWERFEET R , WFEZERM KeyUsage =
ExtendedKeyUsage ¥ E.

Amazon CloudFormation X [iEH S A ACM,

FORFM W7 1.0 88
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UEBMEZHNF ABN

ACM BREB MG NIEH, IEPHENLERE (WF ) , HUPEM BN ENMAGHTHRE. PEM
X%k Privacy Enhanced Mail, PEM RXZE A TRRILEH., EBFEXR, EBENZEH. PEM &KX
HHBAETRER pem, BXHIEREER,

(® Note

AmazonT Rt A T 1F PEM XHHEMIUE PR XNZARF. U T ROIEBTER XA HE
FBHTEERE, WREFERTEERXNES ( HlMEEEXHRNRIREES ) |, BER AL
FEARENFIRIE (40 OpenSSL )

THHNREINETESANXHEER, NIREENHHEEREHXEAN , BEAXREERFEAN]
TR (SR ). EE  MREIRBERE PEM XHEPNEAZR , REQESTHRE
AIN—NHBANER , WAEH, IERERBERHRLH.

Example 1. PEM w83 9iE

Example 2. PEM 4&#3 YL P 4%

—MEPEITE—NPRZMEH, BUIUFEAXARESE. Windows B copy anH = Linux B cat a8
TRREBXHFEEEIED, EBXTIRINFEE  FESMEBHERNIT—MEPB. NESARE

I, FREEFRILER, AT REASE=/MES , BENIEHEEIEESHEDHIES,
/A Important

FTEFEPERZTEFHEEP,

Base64-encoded certificate
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Example 3. PEM BB ER (NRIABILEH )

X.509 WA 3 IERBEANERAEE, EOE X509 iEBRIEBIEFRN , EEREVNENE-LNER4
At AMERANEEZMBHANVNKR D, NERAREBEILEPHERF, BUNEEREXBKNILEZRR,
ESANIERREERERH. TEEFHANE, TEANRBNE— RSA LEZEHA.

THEHNREINE - PEM RIBNHEEHLLEZHA. RECUEBHANAGX , TRTEZESHR. W
REBZHIR , ACM &S AT TE A L2240 5RF AL BR

SAUF

& 7] LAfE FA Amazon Web Services Management Console, Amazon CLI 8 ACM API fF M S\ B3R ER #Y
EH (BHE=ZSEERSEHEREHEAES ) A ACM. UTEBEENEWMER Amazon Web
Services Management Console 1 Amazon CLI, M3EAmazon &k i HFREUE BN EF A EAIEREA T
BEZA.

/A Important
BERNEREELTRR SAUEBH FRFE
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- A (EBHE)
« § A (Amazon CLI)

SA(E2FHAE)
AT 745135 B3 an el 8§ Amazon Web Services Management Console § AiE$,

1. MUATIEBITH ACM ##lA : https://console.aws.amazon.com/acm/home, MR E XER
ACM , IE&EF Amazon Certificate Manager #5&8 , HEFEHE T HH Get started ( FFEBERA ) &
.

2. %3 Import a certificates
3. WMITUT#H%E:

a. XITF Certificate body , ¥ ES AK PEM wEBiEH, BN ----- BEGIN
CERTIFICATE----- FFLHEL ----- END CERTIFICATE----- 2=

b. X{TF Certificate private key ( IEBREEE ) , MMIEBH PEM wEBHRINBLEHL,
BRI ----- BEGIN PRIVATE KEY----- FFLHBL ----- END PRIVATE KEY----- 3
=18

c. (™) X TF Certificate chain (iEH4%) , %5 PEM w8 HYiE 4%,
4. %# Review and import.
£ Review and import ( ZEEHSA ) THEL , REERNEXIEPHTHE , LBREFTEEN
HIEE, XEFERTIE
 Domains - HIERRIFMNTLRERE (FQDN) By 5 &
- Expires in — MBI HA BT REK
Public key info - A FE£RBAXN W MEE X
« Signature algorithm - A FRIBIEBLXEZMMBEE %
« Can be used with - XFLES ANIEBREN ACM ERSHSIEK

MR —YIIEH |, HEE Import (A ),

5 A (Amazon CLI)

LU R BA anfal 5/ Amazon Command Line Interface (Amazon CLI) § AEH, ROIBEUATE
I :
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- PEM RIBHIEPFMHEER N Certificate. pem B,

« PEM RIEHIEPEFMER RN CertificateChain. pem BIXHH,

« PEM RIEBHARINBIEBHEFEHER N PrivateKey . pem B XHH,

EFEAUTRA , BRXGEERNECECHXHR  AE—NMELTHPRAMENSS. NERTH
&, UATREIEE THRITHNSZ RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate AT , MIFIRE S ABEHA Amazon Resource Name
(ARN)o

BENSAULS

MREFZEFGA—MEBHFZIEBSHEM Amazon REXE , WA EZIEREBANEERSA ,
Ea R RIBUEP R Amazon fRFXxER. BX 5 ACM £IAmazon RSN ESEE , FEHR 5

Amazon Certificate Manager 5 &K RS o

EMSAUERR , ERAUT &R :

o BT BURINEMIBRIBIE
o BREMRIEBPHIFREES.

« MREFHBSAWIEFHFFHE Key Usage ( BHAE ) ¥R , W LURMIY RE , BT 8EM BRI
BHT RE,

. MBS AWIEHHIFE Extended Key Usage ( " BEAME ) 'R , BALURFHOT BE |
BTSRRI BT RE.

- BRRBENRNFEER,
« BARREEHSALBNNARFFRE,

FA
- EFSA (BHE)
« EHS A (Amazon CLI)
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EEA (BHE)

LA 7= 4535 B8 2n{a] 55 F§ Amazon Web Services Management Console E# S AE$,

1. MUATIEITH ACM #4&lA : https://console.aws.amazon.com/acm/home,
2. EBRFIRFAEEHS ANIES,

3. IIFEPBMIFEME BB H %R Reimport certificate %4, MRBE BBk FIEP B EZLHIEFR
U |, iB1E$F Actions £ # L Reimport certificate,

4. XIF Certificate body , ¥k PEM 4m#5 M SR & SSAKIE P,

5. XITF Certificate private key , #ilE SUEH LB HEAXKN PEM RIBH R NBILEZA.

6. (Hi&) X TF Certificate chain (IE$4%) , ¥ PEM GmISHVIE P4, EPEITESFME PR RITIES
AN —ANRZSMEBUARRBRIES, MRESANILERBREITOEN , WARFEEIEHE.

7. 1% Review and import,

8. EBEFBAXREMIEPHNEER. WREEHEIR , BiEEF Reimport,

BE#HS A (Amazon CLI)

LU R4 BA ana] 6§ Amazon Command Line Interface (Amazon CLI) EF S AEH. REUBREUT
£IN :

- PEM RIBHIEPFMHER N Certificate. pem B,
« PEM {RIBHIIEBEEFMER N CertificateChain. pem B4,

( IXPRFABIUEF ) PEM RIBHIRMBEFAE R FMHER N PrivateKey. pem BIXHH,
- BEFESHS ANIERLH ARN,

EEAUT RS, BFX4EM ARN BN EHCHNXHEEM ARN | HE—MELTHRAMR G
T NEETHE , UATRAESE THRITHNZSRNZER,

@ Note

EBHMSALSD , BYTIEEILEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
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--private-key fileb://PrivateKey.pem \
--certificate-
arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MR import-certificate AT , MHRENEHH Amazon Resource Name (ARN).

BEHS A (Amazon CLI) MR 1.0 94


https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html

Amazon Certificate Manager ArfEm

S B UH

B LS H Amazon A8 CA KRB , SEFE PKI RHFNEMVEER. SHHXHSE
BB, ERHENMENIAEER. EXHSLNRL7FH. X Amazon FAE CANEZER |, S
¥ Amazon Private Certificate Authority i FF#88,

® Note
TRESHATEENIERHIHMEER,

hY

F&H

HAAVEIES (254 )
HFAEIES (CLI)

=
<7
=
<7

SHARIES (#ZHE )

1. EFAmazonBIBZEH & HiE T AT MutiTFF ACM ##| A : https://console.aws.amazon.com/
acm/home,

1£$% Certificate Manager.
ERES HNIEBEEE,
%3 Export (S H ) o
WAFEIALBEZANED,

o & w0 DN

(® Note
BIEEMIEERN , BASMEAR A $ H % ZHWEM ASCIl FH.

6. 1% Generate PEM Encoding,
7. BULURAES, EREMMZEZAEFBRNFS |, HERSNERE Export to a file o
8. EETM.
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£ H export-certificate i S HMBIEBMIIAE R, STHSH , EXTIEERB, N TESEE
#, EEAXMRESNEBEEFHEXSY  ARBIRMARIEMZBEIE, XEAUBLER
BEEEGDSALIERESD , HPHIEEEREAZENH A S RHD,

@ Note
BEGRBBHN XA EIUTERILFER, BTN TARERL M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RO S ERER jq AENA PEM .

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PxrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

XL base64 HwIBH PEM BXIEH , R REPHENMBENFAEE , W T EMOEEREIFT R

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQvNool1lV+tICL4cwWOdLOkxpwkkKWtcEKQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]F1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

BENEARTRLEXHA , BN > EERRMMNE LEARAF , NITERDTER,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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¥ri2 Amazon Certificate Manager iE

HRERETE ACM IEB D ENRE, SMZETE—NME N—1ME. EALUEA Amazon
Certificate Manager ###|&. Amazon Command Line Interface (Amazon CLI) 2, ACM API &7 10,
BEESMIBR ACM IEBHIRE, BAILUEERERE ACM 2 AR ERHRZ,

WO LA BB EERNERNBEUIRE, Hlan | &\ LAEA Environment = Prod =
Environment = Beta #rZEXRAZN ACM iE B RMIFZLUBEZN ACM IEBEESHIFE, LT
REEBANANEMEBENFSFRZH R

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

HAth Amazon BREZHRFMRL, Hit , BUUER-—HZSEATRNERAERXLERFTER
FR. Bl , EWATLUFHRZ (Bl Website = example.com ) B4 ACME$, Higiig@EzsURk
AT example.com Pk E M &E R,

&
« RERHF
- BEEHRZ

R PR
HFEEAT ACM EHIRENERRS

« 8/ ACM IE B R AFEHZ 50,

- MEENFERAKER 127 MNFE/

- MEENFRAKER 255 MNF/.

- FEENEX D KNE,

- RE aws: BIZRLAAE Amazon £/ ; BTEFN, FEIMBRERI aws: FLHHFL, B aws:
FANBFRER T ABNRRNIFEBR S,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o
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« ACM iEBFrZF I £ Amazon Web Services Management Console B Resource Groups H#r% 4
HERPEA,

BXRAmazontFiZAEMN —RIEER , S EricAmazon &R,

EERE

EAILAE A Amazon B2 #IA, Amazon Command Line Interface 5 Amazon Certificate Manager

AP RN, 4mEEFIMIBRIRZ
EERX (EBFHE)

& T LAME A Amazon Web Services Management Console 71, MIBRBEHEEIRES, BHAILIESIFE
N 72

AN INAR
£/ ACM 24| & BT L TR BRI,
EIEF R IIAREE (I3 &)

1. &3 Amazon Web Services Management Console 73T Amazon Certificate Manager 2% &
(https://console.aws.amazon.com/acm/home),

ERENHFMRENIEREHEL,
EHRMEEERT , @ TR E Tags.
%1% Edit 71 Add Tag.
BAGEHENE.

1£$® Save (R%E ) o

o a0 A w D

i BRAR 25
£/ ACM 251 &8 A T I M BRIRE
I BRIRE (2% A)

1. &% Amazon Web Services Management Console 3 $TFF Amazon Certificate Manager 2% &
(https://console.aws.amazon.com/acm/home),

2. ERERFREARERIESZRISXL
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3. EHFMEEBERKRD , @ TRE Tags.

4. BEBRIRE.

5. EEREMERIIRZEZH Xo
6. ﬁj:% Save ( 1%# ) °
RIBIRE

£/ ACM £ 8 BE U TEBEERZ,
WERE (2% A)

1. &3 Amazon Web Services Management Console #3TF Amazon Certificate Manager &% &
(https://console.aws.amazon.com/acm/home),

2. EBRERBOIERZENEL,

3. HEHHAEEERD , @ TR E Tags.
4. EERE.

5. BREEANHREHNRIE,

6. %3 Save (RTF) .
EHHERIFE

7 ACM 1241 & i 5 LU T3R5 B R AR
5 B RIS (B4A)

1. &3 Amazon Web Services Management Console 73T Amazon Certificate Manager 2§ &
(https://console.aws.amazon.com/acm/home),

2. BEEEEFEA LANKEER

&
Rk FIEEE R AFIKFRZE,

3. EFREREIFERNIREZHEIRE,

BEIEIRE (CLI)

BSEUTEBL T # N4 HA Amazon CLI 7N, 5 H M BRFRZ,
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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Y597 #0 B #F12 % Amazon Certificate Manager

¥ 2 21%3#F Amazon Certificate Manager &/ Amazon R AR T HME., TALMMENEES
Ho ZBRIM Amazon BRFRNFTEIES IWEKEHIE , UEERA RN HINN 2 S8E,
UTEBENATAHE ACM BLEEANAmazon=E#E T E,

FH

- {#8 Amazon EventBridge

- Bt& Amazon Certificate Manager —# £ CloudTrail
« X#H CloudWatch #E#x

£/ Amazon EventBridge

EALAE A Amazon EventBridge ( BLBI#R A CloudWatch Events ) B3I TER Amazon IR H B3
MR RGEEH , Gl ARFIAERBESEERER. Amazon RS ( 23E ACM ) R EHIEFK

B ith4% i 2| Amazon EventBridge. &R AEAS4A1R BFR , B3 Amazon Lambda B ¥, Amazon

Batch £55. Amazon SNS TBURFZHMBR. BXEZELE , S HFor more information, see
1+ 4 & Amazon EventBridge ?

EH
+ Amazon EventBridge X ACM H) x5
« f£/H ACM H#) Amazon EventBridge fill X &4k

Amazon EventBridge X} ACM By X #F
ARERAFIH H R T Amazon EventBridge X358 ACM HHAREH,

“ACM iE 4 BN B H" =44

ACM FMIEPTEART 45 KT8 , AFTEERWIER (2FE. REFNSANIES ) BARESHE
., LeaTE A LAER ACM API B9 PutAccountConfiguration RVERE X,

ACM £ HEMEANFERGNIEBENBIET , ESANIEPEEESH A ETMAHEH
SAACM , LBREETH, BXESERE , BSRENSAILES, BALFERASHEHREER
HLLUFIEREH S A ACM, B A Amazon Lambda SEF B E{LEIRHI |, ESHEH ACM HHY
Amazon EventBridge fifl X #24E,
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RAriEmE

ACM iIEH BB S ERUTE M.

"version": "Q@",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:082",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

“ACM il $ B33 H" =4

FEF AT S, EEEKS S ACM AN AE RGBT et i H 1R EE,

ACM iEFESHEHEBUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

XEFNES
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"Exported" : TRUE | FALSE

“ACM iEH °] A& 3h

ERALMTLES  MEERENLAEILTIERERZRERNBIBELN, ZEHFERLR. £ITNS
AR, XTRBIER , —BEAR , NAFTEFFRESSEFHBEIEMN.

ACM iEH AT HEHERBUTEN,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "RE-IMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

“ACM It B EE&ITRIFEEH

ERALMITLES , MEELTAXRMEFREST REITIEBNKREIRE. S, IREFFMTE
Ik ACM £ATIEHHY CAA 123F , N ACM REZIHAT 45 REHZITAMN LA HESF, MREFRE
EEf#R4AE , W ACM FF7£ 30 R, 15 R, 3 XM 1 RABRZHAEIT , HEEFF /- REURE, EH
BHHIERTBRERBET. SRET=EHZB2RE —INEH
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ACM IEHEERITREEHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION"
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}

AmazonizE TR EH

REFNFEETRMAN ACM IEFHEKAMazonBITIRIREHN. BXRETHRNES , HFSHACM iE

PHREELT.
REENMBER TERSTRLESF
« RWEIT2NBHAFIEHR,

« AEFSRTRRESTTRRDE], XAURERKEFTERTE FIR4PREEE (A TED R FHE
HRETRIERIES ) , EBREMER, SN SHAHLEUATEARBERBHH -1 XLERBL

TENERALQTT , HERTHIE,
« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBE£1]. B HmEINIH )

XEFNES
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« CAA_CHECK_FAILURE (CAARKELRM )
« AWS_ACM_RENEWAL_FAILURE ( A CA £EMIEH )

EITRREHEENTEM, EHRAIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 245,

)

"source": [
"aws.health"

1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

1,
"eventTypeCategory": [
"scheduledChange"

1,
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]

£ ACM 1 #y Amazon EventBridge fit X i1

BRI LETXEEH6IE Amazon EventBridge NI , 3£ /A Amazon EventBridge 2%l & B E 4 N £
EHRITHIRE, ATIRMETEE Amazon EventBridge N A4 BBV IR ER RAITE,

]

« @3d Amazon SNS M4

« £ Lambda B¥ R B4

®3E Amazon SNS Mg & =4
AT N B U{AELE Amazon SNS |, AFEE Y ACM £z TR B4 £ZiE X AE A,

SERA T IS R SR AL B B R,
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#12 Amazon EventBridge # 0| 3 i & & 4

1. #J# Amazon EventBridge #1lll, BXxEZEE , 5 # Creating Amazon EventBridge rules
that react to events ( BI2X E4EH R MK Amazon EventBridge N ) o

a. 1£ Amazon EventBridge ##|& ( {LE& : https://console.aws.amazon.com/events/ ) 1 , S

F|Events ( B ) > Rules ( #N ) TWHE , AR/F1%E$F Create rule ( BIZHN ) .
b. ERIZHMNTTIEL , %£$F Event Pattern ( EHER )
c. XNFRFEMH , NEEAHERE Health ( BITIRR ) »
d. FFEHERE | %# Specific Health events ( FEZTIRRAEH ) -
e. 1&#F Specific service(s) ( HERS ) , REMNXEHIEE ACM,
f.  1%&$® Specific event type category(s) ( FESBHEERKF ) , ARFEEF accountNotification,
g. Ii&# Any event type code ( EASEHERHKRB ),
h. i%&# Any resource ( {EAI&RIR ) -

i. EBAEATRRESRT , BUES4REH JSON ER. tRHAIER Amazonz TR EH
o PHRR,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]

}

2. BER®RRE.
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FEBRED , BAUMNEFS A AER NS4RS F#HTIER | §l20 Amazon Simple
Notification Service (SNS) , th AT LLi%£$¥ Lambda BRI EHEZ B B EX W ATHITRB, HX
Amazon Lambda SEB R B , S H £H Lambda BEEIR NS4,

/8 Lambda B ¥ 51 B4

IS R E R WAl Amazon Lambda {514t Amazon EventBridge, {8 Amazon Simple Notification
Service (SNS) tIZEH , HFLE R LM E Amazon Security Hub , A EE R ML S HAIRE T AL,

®& Lambda M IAM B &

1. B%BE Amazon Identity and Access Management (IAM) & & H E Y. Lambda EREFTF BRI
R, BldltReMRESEK , SAUAREHIEEHEEARZEEYR , ARFRFZAFPHNER, ©
BWEEZEEAFPKS TETAZHAmazonEE  BHEFEEEBEAKS, TE1T,

B LA TR ITF IAM #2%|A& : https://console.aws.amazon.com/iam/o

2. fE£R JSON KE&4mEERCIRE U T ERFE XK, REEHSHXEMAmazonK i 415
B. BXESZEE , FSHE JSON LT + L 6 K.

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
1,
{

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

expiring-certificates:*"
]
1,
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RAriEmE

{

3. Bl IAM B e HEM M RE. BXeIZ IAM SeMHRBNER

"Sid":"LambdaCertificateExpiryPolicy3",

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

]I

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",

"Action":"cloudwatch:ListMetrics",
"Resource":"*"

EAG (EFHE).

4. FTFF Amazon Lambda ##l4& , 3 : https://console.aws.amazon.com/lambdal/,

5. fl# Lambda ¥, EXEZEE , FSRHEHAES ABIE Lambda B, TRA TR :

a. HERIEEHAMEL , i%# Author from scratch ( M FF A4 ) TSI 2 B R

HZE N AmazonfR %

BRERH
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b. % Function name ( EE# ) FERPEE—NEF , W handle-expiring-certificates”,
c. £ Runtime ( =178} ) BT , 1EF“Python 3.8%

d. B Change default execution role ( EBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (BEAE ) JIRFPEREETNUENAE,
f.  %&$F Create function ( IR ) .
g. 7 Function code ( BB ) T , A TR,

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
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today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate
if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {
'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{@}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
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# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation': {

'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id

}
},

'Resources': [
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{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}

1,
'"Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( SMEEE ) T , i&£3#% Edit (5 ) HUERRMUTEE,

. ( H#% ) EXPIRY_DAYS

BEAF TIPS BA M EZNE (R ) . LEHKERIAN 45 X, BEALIEERE
X1{&.
. ( Hi% ) SNS_TOPIC_ARN
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FETE Amazon SNS B9 ARN. LA arn:aws:sns:<##>:<####> <##t#> BN EBEHTEHY
ARN,

( Ali% ) SECURITY_HUB_REGION

ETREM X E— Amazon Security Hub, Z1RRIEELEI , NEH EEZITH
Lambda BB XiH, MR ZHBESNIXEHET , WAEEEFMAEILRESEED 2
ANX A E Security Hubo

i. 7£ Basic settings ( EA&ZE ) T , F Timeout ( AT ) REHN 30 .
j. TERMHEIRER , 1%£$F Deploy ( ZBE ) -

I P VIESS AT A 6E A L AR IR 77 2=

=it

TR T

it

B3 R AT R & F HR 4B A

FEb Rl | FRAVEET Amazon EventBridge 5| X E 48t , A ENENE S HMIEPIRHE— /N8B T#B
#, FIRERT , ACM BREMENEENHA 45 KREENENIERSI X —NEH, (ERBERA
LAEF ACM API B9 PutAccountConfiquration BEEEN., ) XEEHFNE—NEHLfhK L
TRERH BohIRE -

ACM raises Amazon EventBridge event #

>>>>>>> events
Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. B Lambda HBHEENR. ( BT - FSH RE Lambda BEHEH IAM B ),
2. 7 Lambda IR A T XX BHMFRA SNS £, EXEZEELR |, 5812 Amazon SNS
3. NERXMBIAITRE SNS £8, BEXEZEER |, i5ZRITE Amazon SNS Fi,

4. #)# Amazon EventBridge N LA fit& Lambda B¥, BXEZEE , i55H Creating Amazon
EventBridge rules that react to events ( 81X E44EH K MH Amazon EventBridge FLM ) o
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£ Amazon EventBridge #2#|& ( L& : https://console.aws.amazon.com/events/ ) F , Sn
FlEvents ( =4 ) > Rules ( #iM| ) TUE , R/F%$R Create rule ( RIEHN ) ., IBERS B, =
H A Lambda EH¥. EEHEXNTERESRT , BUEUATRE .

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERRBIEHT2E RN Lambda #BUXHERNEH -

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aasb193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z2",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d@a53682fasb"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

BE

—BfTFBEERIBEERTMEE , ZREXREMRZEENMERL , WBRZLRBMUEHNE
N -

. |IAM KEEFAE
« Lambda B %X
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« CloudWatch Events #0
« 5 Lambda <BX# CloudWatch Logs
« SNS £H

Bt & Amazon Certificate Manager —# £ CloudTrail

Amazon Certificate Manager 5 Amazon CloudTrail £/ , F& 2% ACM Fi2EAF,. AR
Amazon JREFIHITIRENRS . B AmazonikF EEIA4E A CloudTrail, CloudTrail S AE 4/
R IEIR ACM FFE API B |, @¥EkKE ACM 2H & AR R ACM AP BRENKRE AR,
REMEBRERICS , MR LA CloudTrail EHIFL4515 ] Amazon S3 7764 ( 21 ACM WEH )
MRERBERER , MHAIE CloudTrail %A HH Event history ( BHEIER ) PEEENS
#.

£ F CloudTrail WEKHEE , B LIAER ACM A THAER, AHERN IP ik, MALHE
BR, BROKENBEUAREMFAGFE. BEXEZER , HSHEEA CloudTrall SHHELIEREF
=, HACM RAEZXIFNSMHESN |, ZEFIERIAE CloudTrail EH4H |, HE5HtAmazonfk
SEH—RRTFEEHNLIERP, BULUE Amazon KR HEEF, BRMTHREHEH.

A, BAUEBEEAMazonRS |, #—F DA CloudTrail B E P URE N E4EIEH KBTS,
BX CloudTrail WEZEE , BSREUTXH -

 Amazon CloudTrail AP ¥§R.

- BIERERBLRK

» CloudTrail XFHRFZMER

* 3 CloudTrail Biti& Amazon SNS J&Al

« MZAN XK CloudTrail B EXHMMZANIK UK CloudTrail B A H

B
+ CloudTrail BEiZFZH XA ACM API #24E
- BRERKRSH API BH

CloudTrail BERIZRKH X FH ACM API ##4E

ACM XA T 84EIERN CloudTrail BEX PS4 -
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BIMNEHHATREBESEXRERBFRNAREGR. BHEETHEBEHEUTRE

« BERZ2EMA Amazon Web Services Ik R A 7 &2 Amazon Identity and Access Management
(IAM) AP &EIER HB.

s BREFEAACKERKESHAFNRNZLZEIEREMN,

- HREETHHET Amazon RE A H

BHREZER , iS5 CloudTrail userldentity T3,

LUTEa RS T N AP BRERREI B E.

« EEERRIFRZE (AddTagsToCertificate)

+ MIBRIE$ (DeleteCertificate)

+ IRIE$ (DescribeCertificate)

« S HiE$ (ExportCertificate)

« & AE$ (ImportCertificate)

+ HIHIE$ (ListCertificates)

o HIHIFPHIFRZ (ListTagsForCertificate)

« MIE$HFHIBRPRE (RemoveTagsFromCertificate)
+ E3RIE$ (RequestCertificate)

o B ARIERIULE FHRH (ResendValidationEmail)
« RFRIEP (GetCertificate)

[|]iE B R IFRE (AddTagsToCertificate)

LA CloudTrail =HIE R AddTagsToCertificate APl 945 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-04-06T13:53:5372",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIBRIE+ (DeleteCertificate)

BAF CloudTrail ;R E RAA DeleteCertificate APl FIEE R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

:certificate/

X AP B4
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"userName" :"Alice"

I

"eventTime":"2016-03-18T00:00:267",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HRIEPH (DescribeCertificate)

LA CloudTrail -1 E RAA DescribeCertificate APl IR,

(® Note

DescribeCertificate 4EH CloudTrail BEFLE RBEXEIEEN ACM IEPHEE.
WAl LAMER4]E . Amazon Command Line Interface 3% DescribeCertificate APl & & &<
%E@{E/%\O

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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"userName" :"Alice"

I

"eventTime":"2016-03-18T00:00:427",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcba98-7654-3210-fedc-ba9876543210"

I

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail 7 5]:& R8 A ExportCertificate API BY45 R,

"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",

:certificate/

X AP B4
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"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",

"requestParameters":{
"passphrase": {

"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0

}I

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

iy

"responseElements": {
"certificateChain":

X AP B4
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base64 certificate

"privateKey":"**********"’

"certificate":

.
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

S AUE$ (ImportCertificate)

LUTRRBIE R TIEFEX ACM ImportCertificate API #4E8Yi8 A CloudTrail B&% H.

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-10-04T16:01:30Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
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}I

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":1674,
"capacity":1674,
"address":0

"certificateChain":{

iy

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0

"certificate":{

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

X AP B4
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}

I
"responseElements": {

"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

I
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

HIHUIE$ (ListCertificates)

BAF CloudTrail =452 R ListCertificates APl N4 R,

(® Note

ListCertificates #4EH CloudTrail BEFRLERER ACM iEH, &7 LUEEHEE
&. Amazon Command Line Interface 2§ ListCertificates APl &2&iEH 5K,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00: 437",

"eventSource":"acm.amazonaws.com",

"eventName":"ListCertificates",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"maxItems" :1000,
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"certificateStatuses":[
"ISSUED"

I

"responsekElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5| B P HIFRZ (ListTagsForCertificate)

AR CloudTrail ;=& ~iEHA ListTagsForCertificate APl 9458,

@ Note

ListTagsForCertificate %M CloudTrail BER L EREHIRZ, B0 LUEHEE
&. Amazon Command Line Interface B ListTagsForCertificate API RE&IRZ 5K,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
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"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

ML Sl BrFRE (RemoveTagsFromCertificate)

LA CloudTrail ;=& ~i8H RemoveTagsFromCertificate APl BI4E R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T14:10:012",

"eventSource":"acm.amazonaws.com",

"eventName":"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
"tags":[
{

’

"value":"Bob",
"key":"Admin"
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},

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"Qcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B 3RIE$ (RequestCertificate)

AR CloudTrail ~51E R RequestCertificate APl V45 R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-03-18T00:00:497",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"subjectAlternativeNames": [
"example.net"
1,
"domainName":"example.com",
"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
I
{
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"domainName":"example.net",
"validationDomain":"example.net"

1,

"idempotencyToken":"8186023d89681c3ad5"
I
"responseElements": {

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B AE R B FHB4 (ResendValidationEmail)

LAF CloudTrail =41 & R H ResendValidationEmail APl By45 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

b

"eventTime":"2016-03-17T23:58:25Z",

"eventSource":"acm.amazonaws.com",

"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"domain":"example.com",

X AP B4
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b0@6-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

ELF CloudTrail /R Z R H GetCertificate APl FI45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements": {
"certificateChain":
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+
"requestID":"744dd891-ec9c-11e5-ac34-dle4dfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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TestLinuxDefault , MEBMWEE2EA ACM IEB AR,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

},
"responseElements":{

"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

£ A T E 5% 85 )F A Amazon EC2 K4

LIRIEFE A Amazon Elastic Compute Cloud (Amazon EC2) 324 LB Mt s B AR FFRT |, g
HEEF MM T RZSEHI, X LAEIY Elastic Load Balancing # %14 5 Amazon Command Line
Interface REM . AT REIETRTI Amazon Ik~ 123456789012 L EIF#EF LinuxTest Ky

RegisterInstancesWithLoadBalancer KiEHA.

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/ALice",

"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"Alice",
"sessionContext": {
"attributes":{

"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:527"

}I

"invokedBy":"signin.amazonaws.com"

}I

"eventTime":"2016-01-01T21:11:457",

"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"loadBalancerName":"LinuxTest",
"instances": [
{
"instanceId":"i-c67f4e78"

1,
"responseElements":{
"instances": [
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{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
IEFLE

AT RAIREA AT INZS ACM iEBRERNFAE LM Encrypt A, INERE Amazon Fi1T,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}
},
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
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"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

R B B

LTRAERTRATHNE ACM IEBXERNABHHAITHEZR Decrypt WH. BERE Amazon F
;1T , AFEBEBENZHLT2EIT Amazon,

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

I,
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
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"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"

}
iy

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;

/**

* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - Amazon access key
SecretKey - Amazon secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - Amazon region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

AT RBIEBE anfa 8 A DeleteCertificate BIE. MRK I , MZEEBFIRE —1PMZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**
* This sample demonstrates how to use the DeleteCertificate function in the Amazon
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to delete.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result

sult

null;

client.deleteCertificate(req);

catch (InvalidArnException ex)

Iow ex;

catch (ResourceInUseException ex)

Iow ex;

catch (ResourceNotFoundException ex)

try {
Ie
}
{
th
}
{
th
}
{
th
}

Iow ex;

// Display the result.
System.out.println(result);

R UEF

LA R 4135 88 f04a] 5 A DescribeCertificate BIZK,

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import
import
import

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
.auth.AWSStaticCredentialsProvider;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

services

services.
services.
services.

.certificatemanager.AWSCertificateManagerClientBuilder;

certificatemanager.AWSCertificateManager;
certificatemanager.model.DescribeCertificateRequest;
certificatemanager.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;

auth.AWSCredentials;
regions.Regions;

services.
services.

certificatemanager.model.InvalidArnException;
certificatemanager.model.ResourceNotFoundException;

.AmazonClientException;

DescribeCertificate
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/**

* This sample demonstrates how to use the DescribeCertificate function in the Amazon
Certificate
* Manager service.

*

* Input parameter:

*

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.

DescribeCertificateRequest req = new DescribeCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{

DescribeCertificate
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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Type:

S HUEF

LA R BIE R a{A 58 A ExportCertificate B#l. ZBEERFS HBAFMBIUEBMAYE (CA) MRNIEILE
B (PKCS#8 R ). (LAFUBLILEHACM MEXRSAETZESH, ) EESSHIEREMN
REZH. EHROGD , ZANEBFHEELRL X4,

package com.amazonaws.samples;

IMPORTED,

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain

= result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%

BT =451

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the Amazon

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

i —

TR

wn{al{E f GetCertificate B,

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/

regions.Regions;

services.
services.

services

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

certificatemanager
certificatemanager

.certificatemanager
services.

certificatemanager

auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

GetCertificate
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT U T AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

S AU

AR RALERIMAEA ImportCertificate BI%Ko

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

ImportCertificate
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);

ImportCertificate
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package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

* This sample demonstrates how to use the ListCertificates function in the Amazon
Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.
k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

B EN RO EIZRUTUTREN A H.
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

ZATUEH
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import

import
import
import
import
import

public

com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

’

RenewCertificate
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HIEBIRE

AT =455 B8 an{a] 55 A ListTagsForCertificate BI¥,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

.services

services.
services

services.

services.
services.

certificatemanager.
.certificatemanager.
.certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

* This sample demonstrates how to use the ListTagsForCertificate function in the
Amazon Certificate
* Manager service.

*

* Input parameter:

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

’

ListTagsForCertificate
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// Display the result.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIE T 1 BRER 25
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager

import

com.amazonaws.services.certificatemanager.model.
import com. certificatemanager.

import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.

AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;

.model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
Amazon Certificate
* Manager service.

*

* Input parameters:

RemoveTagsFromCertificate
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& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.
ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

BRIED

AT =455 B an{a] 55 . RequestCertificate BIE

package com.amazonaws.samples;
import services.
import
import
import

com.amazonaws.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B E R RO OZRUT U T AT A .

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the Amazon
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}

B E AR ERAIER IS FHGHE R —NEE,
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B R HEBR

MR TEFE A Amazon Certificate Manager BHBE| BB |, SR U T EZ,

(® Note
MREERTRARZRFEWRA , BIUETH R AmazonHIAH D,

e

« HEEIEPERAE

o BEEIEBRIUE A

- FEREIEPLITHRA
- BEEHMEE

- REFE

PEEUE 515 3K 8] A
WMREFER ACM EBENERRA |, HFSZEUTE-Z,

ES]
« EBFREE
« EEBFEREK

UE 515 3K & A

WMEX ACM IEBERTE 72 NTRRIHTIRIE , N ERNGEN, EEERER , BHFERHEE ,
KRENEPMICR , BEHEERE |, %% Actions (R1E ) , AFIEIR Delete (MR ) » RE |, EF
Actions ( #1E ) M Request a certificate ( BRIEH ) , BRFH. BEXEZEEL , S H DNS KiF
o BB FERFRIE, BIVEREMSEA DNS Bilf,

UEHER KW

MREHFERRY , ACM MELWIUTHIRER 2 — , FREBUNSRERLRE, BT EZEMH
RRXRMEVEBER , FEFRBDBERIFHIER.
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£
OB S  XBAARNBREA
FixoHE FEEHMBUE
AiRHE TR LA
BiREE  Hith

HRHEE  RBAHBKRA

EBERIEPBEHER T B FERAHRIE |, B ACM TEKRE A TRILE RPN — NS EA A B F o4
#hit, EFRIEE , EATLAT IR EZ—

- BREB-NERRVEFERMFIE | Zibit B WHOIS REZICBEEXIERFERFHVEBHRITIRAE
WHOIS &AM, BE , Sr BT EEM ERITIERE,

- BRENZBEERENZWE T, SAVENBFRSI/HSAE — MR IERK (MXERK)
LAE ACM #Y B8 F R 4 AR 55 258 AN IE R 36 1E 28 F R R IX BIV LB

TR ERES 2 —EA#RERR ; EEFRNTEAIUES . EBERLRABE , HR—NHIEH,

BRMABHERKERE ACM WERIEEFHANESER , F5H (k) AEIERESFHi4 3 K
WU FER . MRBERXESRAMZRIITTARRAER | BRUEBERREL Amazon ,
BEBRANAT R TRE,

HRHE  FEHMRIE

ACM FEHMESRAEMRIEBER, WRENZHEET Alexa 1000 52M 5 , X FF AR ERIEE
., ERHLHMSBEER , BEALZEPOER Amazon Web Services Support, MRE& A Z#Fit
X, BE ACM F RICIZH R AFIEE,

(® Note

BToER Amazon EREA (HlE1EL amazonaws.com, cloudfront.net =,
elasticbeanstalk.com £ B MiHR) & RIEH,

HRHEE TR LFE

ERFERPH—IRSNEHEEN. BE , IREANERPVFRBTRRARNARE, BRZRFRIE
P, AREEAMBERFHEAHBEHRRENF , ABRERPVFEHRHEE T ARNRE, 5
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m , &I 3EH example.invalidpublicdomain &3k ACM iE$ , & “invalidpublicdomain”7~ 2 8 3 #Y i

i, MREHEWIWAMER , THRRAZIFH L. MRLKBEXEFITY , §E ACM A RIBRIZHRER
mEEE,

HIRHE - Hit

BE  MAMERRSELERERPH - MRS NMNEEHAHBERNEIN, BRZRBERIES , @At
FIEAMBERPWEABHEERRESNF. MRERERFLABCER |, FEAZIEHOBKER Amazon
Web Services Support, IIRZE&EE X #F1TX , FE ACM FRIBIZH R MFTiEE,

HEE UL 30 UE [7) 2

MR ACM IEBERRENFFHRIE , WAL BEREFSERIURE, WREER H B RETIERE B 7B
HIUE , NEHBERNARATAEE R IR FERH . XL ERXBEMA WHOIS BRR Atk AR Fir
BEROBHEMEAE FERFibit, BXEZSEERE , BSRE FEHRIE, R%ERF DNS BiE , N
A ACM HEBIEH BB 12 KEALR DNS BiEE. BXEZEER , FZHDNS Rif,

/A Important
BB B BRI UARFERERPIENAEEHE ., WREFBFERHFRIE , BFK
BN KU B FEf 4. MR B FERH , FSHEARWEG U B FER£F. INR1%ERE DNS
IOUE , W AGH B M IE — % CNAME 2%,

(® Note
NE ACM IEP AT AR ZEFEE# S Nitro Enclave B9 Amazon EC2 32| £ | (B RAERE DN H b
Amazon EC2 3£ £, BxTEREEZT Nitro Enclave 8 Amazon EC2 =4l L& B I Web
BESBWER , HSHEEEE | &£ Amazon Linux 2 E&% LAMP Web RSB EHIE £ H
Amazon Linux AMI &% LAMP Web RS 5.

B E A DNS BiE i A = B FHB AR,
WRIBE DNS BiER&E |, HSZEUTEE,
£

« HEZE DNS KilF [a] &

o PEEE FHBHFIUERY A
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HEZ DNS K [a) &3

WREMSEH DNS BiFE B8RRI |, FS R TER,

® Tip
DNS REHENE—LTRERAUTAHARIER TGN LINRE

* dig — Linux, Windows

* nslookup - Linux, Windows

¢ whois — Linux, Windows

FH

- DNS RREtEE A TRk

- DNS REEEFNIINRINER IR

+ GoDaddy E#Y DNS Kl XK

+ ACM ##|& T & R“Create record in Route 53” ( £ Route 53 F8I183% ) R4
- FAE (TZEFE) LM Route 53 BilF XK

« VPN E#Y DNS RS52R50 U X K

« DNS Wi , {BHARHET KK

DNS RHEREM T X%

MREH DNS REE B EFNBRIEREPEANS TRL , BLUMIER ACM BHENERNHT

Xk , HERBZTHEHER TRIESE, Fl0, 3 T7THITRIE , AFHRIERKE _x2.acm-
validations.aws A/ x2.acm-validations.aws. B2 , BB IZFBHSEMLMBLLLE]
S TRI&LTFH,

B LAER T RAMHNMERIES D REIES.

A e il =]
_<random value>.ex AAic _<random value>.acm-validat
ample.com, ions.aws,
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2% Eogiil =]
_<random value>.ex BB icx <random value>.acm-validations.aws.
ample.com,

DNS R EHE RN IR R

FRERT , HL DNS EtmamBIEHAIBIEREFNEBOS. Rt , ZESZHM
"J ARE2 S B4R, Hla0 |, “<random_value>.acm-validations.aws. S |

Mm“<random_value>.acm-validations.aws f#KiEZ
GoDaddy /Y DNS RiF kK

l‘?é‘li,mﬂkﬂﬁl ACM RN BIEKE , BNEME Godaddy ME tEMERH IRV IH AR DNS KiE
ARER KM, BL .com HEAH , KA CNAME iBFEXUT :

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com.
VALUE: _cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

WA LUEN BRTNAME (B ZBARBHTRAE (2958 ) , 815 GoDaddy #&A# CNAME id
*, TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u
VALUE: _cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#| & 7T £ R“Create record in Route 53” ( £ Route 53 F&|&#18% ) %4

IR IRER Amazon Route 53 fER &K DNS 1247 , Amazon Certificate Manager AIABE#EZESHE R
EXRRIEENFHFAENR. ERELEERT , #HlAH Create record in Route 53 ( # Route 53 H8I21i2
X)) RUETRERRTHATH, MRAEXMER , BREUTAREERER,

- % B Route 53 fEN &I DNS 1247,

- BEATREKF R ACM # Route 53,

« IR IE Route 53 BEM X H I IZREH IAM PR,

- FBREMABRIEZE,

o ZEARA LTI,
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E ( FZEMF) 5 LM Route 53 BIF KK

7£ DNS BRiIEEF , ACM ELEREXFHFE R B IR, WREERE , WE 72 DMt /FHE , R
A Validation timed out (RiEEE). EFeEFEATRIEEFAE A DNS i , @3F Amazon VPC
AEREXHHRIR, FAE PKI AT ZEEERETEEWIER,

Amazon #3LEiE Amazon #A8 CA RE R LNFFAZEEMNERE I,

VPN E£H DNS BRS851E KW

W VPN £ ZE| DNS RSKE5 , T ACM T XN ZRSB[REILES , BREZBRSF/REEAUL
FFifEl, £H ACM DNS BiFM AN ABIEPEREGFIZEZALUETLE Internet 3 1T

DNS iR Zh |, B & HEEIT KW

WMRIERMALXY , ERGSGRIUE", MEEE DNS EFtEREIEHMANRN (CAA) iBFK&EMELE
MEIER, BRESZEE , F5M (7ik ) BE CAA IEF,

HEE BT EB AR I UERY (B] 3

WREFEA B FERARIFIEBENEE R & |, FS U TERE.

£l

o FRUREIIIE B FHR 4

- BRETFEN B T4

- BENEKRAGE

« IEBLIT

« WHOIS Rl

« AT HFHHERIENZFAMNBNAER
- HFE 10 TRRIHAY R

« BRI EVI#E] DNS KiF

R Z I E BB F ER 4

HIEM ACM 1B RIEH HIEF B FERAFIRIER | FHIRIEER FERHF 2 KRIEE WHOIS HIEEN=MERRA
WUt IR ANERER I, AXRESZEE , TSR ETEARI, NREEEWIIE S FHRHFrTIEE
R, FEREUATEN
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BB FHRFAVE

16 F B8 FEB A & X B WHOIS A5 BB R A et AR I E A E R tit, B FHHETFEREE
Amazon lkFFIEE , RIFZFIEE BIENEBKR AT WHOIS 5, wEE ACM ZBHEFE

I~ (EMCLI = API FIR[E ) WEFER PR , MBRESNERRITE FHRENNE, BEE
FFXK , BB EHFFRAE Validation not complete FIHE #i3 & I B 7.

It 8, F BR 4 EARIC Ty SR BB 4F

BFER R ARER XK P RE R R R FEf 4.
GMail & B3 Xt &R #Y 8B F B3 1T 5 3

MR EEFAR R GMail , NJIEIE BB F B4 AT BE 24 B 31 0 3 E Updates = Promotions &I+ A,
HEMERERERAGEREEARLRY

EREEERT , WHOIS RWyigiEMtE. BARAANMEERRATERRXLQFF , At Amazon Foi%
SR, SANETREERFENEMEERERNE WHOIS H 5| HEHN B FiiHitur , RE
HIEMBEEMEBZFIET, BUEFSECFENEIMRPEZHITER. EHMBERT , #HEKR
ANEE TR AN RFF it (Flin , &3 WhoisGuard = PrivacyGuard 12893t 1it),

¥ F M Route 53 MISEH1E , TRER T 28 ARIARY , T BEK B F il 43k 2 RFF
whoisprivacyservice.org, contact.gandi.net = identity-protect.org B FHR#
ik, FRRERVECEM F M4 ERCEME B FER R EFTHY | DUE R A BIX LE RRAAY B8 F R 4 it 31k
HY BB, B 44 ] % & B SR 4% 5l 1Y BB TR 4 b ik

(® Note
ENEFIE R AT ENBERAEGE |, £i8BY Route 53 M ERY — LEs i BRFARIF 5 4B B,
510 | Route 53 ToEREFAEA .ca MBI RFART . BATEXR Amazon Z#H
O HBERZEABRRT,

MRTEET WHOIS SREBENFHN B FIHEFRRAAGE , KFFAEEIBRRNARRWE KEE
BRRAGENBFHE BN ENESFEEENBERRET —IMHSNERAEEDI (BEE
BRI B BIEMN L admin@. administrator@. hostmaster@. webmaster@ H postmaster@
Ki9EK) WEBFHfE, BXNENTEEBRFHENESER , BSRENE FER4RFRMARN
X ERE Ak ) NiEElE R TR R, MREFEAMZE Amazon WorkMail , S
Amazon WorkMail B R ERHPWERAAF,
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fE12 1 Amazon Y536 BB F BB 4 & 3% B 69\ B T iR 4 b hik AR B9 > — Ntk H B A SR A BAKREY
Z AR FER S , BERLUEE ACM ERIEH, ERIIEHBERE , BRI B FHR4
#i ik & JR¥E Amazon Web Services Management Console F#Y B F R4ttt 5| R b, FEIEPH 4L
F Pending validation IRZSEY , &R LUEI 8 H4RF Validation not complete BYAE H35 % 55 1Y AR
REFIIRUFTES, BETLLEE ACM Request a Certificate ( FBiFIER ) B[S H Step 3:
Validate ( Z%R 3 : WiF ) FESIR, 5 H AV B F R4tttk 205 68 F R 44 & 0% B B9 ik o

MX 12 R RS EC B R iR

MX iEFZEHE RS (DNS) BIEEFMNFIRICEK , ©ANEEEE - MRS MEZ B 7 HR4-aVBp 4+
ARS5ER. MR MX IERRAREEHIR , WEREFEFMAREE EFEAHRIEPEENENER
REEE MU FHNEAT—1 . FEERANEEHFRN MX12F , REZHAEH KL D FHRFHE
R,

® Note
Bel , BUELEHF -/, ARBEREMRE B FER4REREHIESH,

(® Note
ESEI MX iBRB KB , AT LAMER RequestCertificate API 5 request-certificate Amazon
CLI s #H ValidationDomain & IIEE ACM EfFIUF 8B FHRH A AR IE A, MR
&ERA APl 2 Amazon CLI , Amazon A2 1T MX &,

B R D

MREEE LRESE , BNHTERBIFEIEE o4 |, Fi51E Amazon Web Services Support H
DHUEBRM, MBEEEIFHY , BEEERHE ACM F XL,

B & IX | FIEY B F R4

MBEBFEREEHAH N FIHBH (W sub.test.example.com) ERIEH , I ACM &

HITHE , BEE sub.test.example.com BBFE MX i85k, MRFEFE , MIKERE
test.example.com, KItFEH  EZEAMIH example.com, MRKET MX idF , NiER[NE

It , AERIFBE FHAFLAZEEFENERAER b, Hla , RFKET test.example.com By MX
%, W e FHp#FfF &% 2 admin@test.example.com, administrator@test.example.com LA K& B8, F Hf
HRIFPIEENEMER b, MREEAFEPERKE MX 25K, B FHRFRIEDERI R
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HERIERN FE. BROMARESFERH AR ACM a4 32 DNS 1 WHOIS HiEERN£EITiL ,
FSH (ALE ) NIEEE B TR,

& A LAE A RequestCertificate APl 2 request-certificate Amazon CLI s 5 H#) ValidationDomain
EWRIEE ACM M UL B FHRFRIXZINIFE , MAERESE. MREEA API = Amazon
CLI , Amazon F&fT MX &,

R B RAER

HEZHQBFLERN , 2RE-NERRE, ELEEMEALEE WHOIS JIRPBEBRERAGER.
HAEME AR EX S T it BRI (RAE) ik, SRR IEEEITEMERR A it 5
WIE UE B8 F R o

BEREREYS | FERARENEKRAAGEE WHOIS RRLATTHY , & , MREN WHOIS 5IRERF
ZEFERAF b |, MR A E D) AL it R ER A R AR R B E SRV BB F B 4F b ik, WHOIS IRE TR
B, RESNIEBERERER , BRATLLEREHRRERIES FEBH. ACM FHITHHE WHOIS/MX
BRI B F B R X B BT A TF B9 8B F iRt ht

UEFH LT

MREEFRINEH I WHOIS EREATT , AERXZERENEFERENY , BAELZHEITIES
B, ACM R ER RERVEMBR A, ACM 230 IE B FHR M RIEFIXLEERR Attt , IREASR
B MX BRI ENE L EE i, FEFRILFER , FHERATTERN WHOIS EEHAEHRKERIE
B FER . ACM FHAITHTEY WHOIS/MX E 35+ 38 E 88 F i 48 20X B B BUAE BV 2 T RV BR R A B8 F- i
3,

WHOIS R #

At , BMESREET ZNRIF S FERAIER , ACM BT EEB R WHOIS BRS25, IEFHE Amazon
HEB. ERRW , Amazon FaiEE WHOIS BRSES , tBFoiAPELE WHOIS BRGS 2R &, tnREIBE bt
| , i1 Amazon Web Services Support F/10 81 —NRFILLS SRR E,

R T 2B F B4R 30 UE AY 45 A # 4R B B) B

EPHE-—PNBEFERHFRIEERNNBABEFERIELITERP -ERE, XTRE ACM RIEFIFELHE
RAVIESE,

BEE 10 TNAUERY [H) &

10 MEHE P BARBNEFI i, Bl , BEMRTLER WHOIS BEEHRENLABER., Tt
BRERAERERSNEBALRY , B2k, MRERABLRY , FMETELKESSH WHOIS farth
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PERKER , EXMECERTEEMEMSF. MR WHOIS FEVEMETRE , I ACM FTiEmE I
T EAEMERR A tth 31k & X 56 F 68 F HB 4,

- HWEME
- BRERRA
- EEERRA

B2 , ACM WS FIRUF B FHR M ZX B U T ANER RSt , HA your_domain RIEFKAFERIE
PERBANES , M .io RIMEE,

* administrator@your_domain.io
* hostmaster@your_domain.io
* postmaster@your_domain.io
« webmaster@your_domain.io

* admin@your_domain.io

EEW .10 SRR , FTHREAEAT LRANEFHEKF 22— MRZRERA , EF2KIIRIE
BFERE , FET2EEH AR ACM EH,

(® Note
BIEA DNS RifM AR B FHHRIE. BXEZEER , HSHEDNS Kik,

HIETIHE] DNS Wik

EOIERA B FERHRIEMNIERE , BT ENREIER DNS X H#TRIE,

FEREUBZITRIE B

ACM ZEEHR 2= BT ACM iE$ | UELEFMITEMEE, WRNACM IEBHHEELITA
EMEER , FSEHUTEZ,

HERFTEIIHEIE

E1ik ACM BHEITEMIES | IR T RN
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o BNIEBXIANEG ACM £ ETAmazonkFxEk. Bx ACM XEHNRRNER , HZHE 5
Amazon Certificate Manager 5 B RS -

o WFEABEFERERIEMNIES , ACM HIEER B UEH F A HI S MR EE R 8 F R4 i it 5 &R Ex
Ro MK B F R bt 5 7 B8 FBR A IRIEA,

« X T DNS BUERYIEH |, BEHREH DNS BESD S EHA CNAME 123K , W DNS K iF H AR
R,

R EFEEUEPHLEIT KK

HIEHENF Rt (DNS 7 60 X , BFHR4FN 45 X, ABIUEHH 60 X ) , MRIEFHRHFEEEIT
HE, ACM = HEITIEH, BARFERTHERBRESIRERDIET. AXESZER , HBZHACM LS
HEELT

3 BB FHR IR IEUE BV B UL B 41T

ACM EHHBRHN 13418 (395K ) o BEI] , BERE FEAHRIINIERFEHRABTENTR
Y. ACM TEid 85T 45 RIFAM@IBAEY WHOIS ERFE st M ENE A EE At KIXELITEH, BAH
B R SRAE TN ZERIBNET, RIEMASIHNERE , ACM 25k EGHEE
ARN HIZRITE$,

BSRER S FEREHRIE |, THEAXIE5ELZHAF PENDING_VALIDATION RAHEE X LG R
NBOK = 0RA:)

£tX4 DNS B IEUEBAYFEEUEH LT

ACM T &A%t DNS BIERIEFHHST TLS BiE, MR ACM T EL&ITHEE DNS Wi RIUEAYIE
+, WRATEERHA T DNS BEF R B B IERHH B IERTER, MRRZEXFER , ACM 2BH
BTEEHEITIEH,

/A Important

&R FF IEFRY CNAME 12X A Z| DNS iz, BEWERERIEMEI T H#MEHIT
LEiRAE,

BALUBEE ACM Z£H 8RB ERREEZE |, HFEHH CNAME i2%k. BXEFAEE , S
EZTHNE. L& LEHR ACM APl B DescribeCertificate #4E , 2 ACM CLI H /Y describe-
certificate ip 5 , REEHBIERK. BXEZEER , HSHEDNS ¥if,
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RAriEmE

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

MIEF] B ik B FREF,

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

A IBIEBEUERLET KK
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RITIEFHE M UERIEHH CNAME 8.
MRFEBEKIBFE , FRRAIEH Do
T RRLRIT T Ay

ACMIEPHHRELZITR—IMRILE, TEREXESRIASUEESZRE, ERIE ACM EFHHH
FIEEAEE , £ ACM REGFIEH 2B ATRE 2B IR, ACM FRERLR T HYIE Y BY [A] SR+ 2R B B 6
AE B Amazon® REY B E 2 B AT RE B IMBANEIR . Ht , FEPRESHNEXRARFZHR NS REE TR
EEEAH,

HrEE A A&

R RM T EMRFRIUE ACM IERT X EBHIES.

EF&
« PR HFIER (CAA) [RIFR
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Amazon Certificate Manager RAFEmE
« IEBHFARR

o UEPEE BIE

« API Gateway [a] &

o THRUEBENARMAZELL

« ACM IREZX}ExAE (SLR) B

UEP MR AR (CAA) [FZ

A LAE A CAA DNS i23Rk3IEE Amazon iE P WA HLH (CA) AR EHEEH FEMA ACM iEH,
RIGEIE P M AW R4 IREE , 7R One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiE B M A HHIAE (CAA) iR , — N ZNE
ZAREEBELRIE] , BRELEH CAADNS 2%, MREERINBIE ACM IEBFRFWTNLEIR | N

HIREFIRH CAA IBRHBRIBERIER. CAA IBEKHH value (B ) FERUMETELLTHBEFH —

/I\ .

* amazon.com
e amazontrust.com
* awstrust.com

* admazonaws.com

BXOZE CAABKNESEE , F3M ((Alik ) BE CAA iIB5k,

@ Note
MREFFLRBA CAARE |, WA SUEERNERHEE CAA iIEF,

UE 5§ AR &

BRLFEE=FIEHSA ACM FAFEEERBEFKEK, NREFEE , FEELERFAMEBBEAE
B BRI EIEUTILR

- BRBES A X.509 RA< 3 SSL/TLS iE+,
c ERANREEEN , LA MHIEBMANY (CA) TE,
« MREHIERH CAZE , MAFIEFEIEPEE | ZIEH8E A RASRIEPS TR YR B FA9E

4
%o
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- MBAEBAESRIUES , WMAUBIERNBEREEH,

o iR MNP H LA E FIAE T —MEB,

- BOEPEUEREPITERLEMAIES,

- IER, EPEMNAERS (WE ) XX A PEM HB. BE , PEM % H Base64 Hi3H ASCI

MASRAR, , XENARUAXTEMAMITHANEGE. EEFIH L PEM XAFET , AERNIT
HERHEN ZXHHITEMEMER. ETUEEA OpenSSL Kl LA EFRIFIEH 4,

- TRNEZENARAERH (W7 ), (B7: URTHAEBEE , Nan®, )

- 5 ACM £ RS BAER ACM XEFNEEMBA KD, HZ5 (Amazon Certificate Manager
RAPFiEE) RETURSHXY , BRIEPESER TH,

« ERBRSHEBHZIFTREILERS A IAM ER ACM MAEFTRE,

« SAFEBATER.

- MBILEPNFAESBERERHEF, BEMRIBRT , MRFA ListCertificates API 5

list-certificates Amazon CLI i %5 , {BRIEE keyTypes FiEF4H , MR ER RSA_1024 =
RSA_2048 iEH,

UE 5 [ 1 [B] &

NTEITIES , ACM BTN L B-LERAN, MRENNARFER IEBEE (BRI SSL
BEE ) REE ACMiEH , MEAmazonEiTIERfE , NAREF AT REZEIEE. Hit , BE
WA EEE ACM i+, MRERNAREFSAEEIES , BT TRE

- BEEHCHWIERSAZACM , RAEFHENNARFEESSANIES. ACM FTRAAHX S ARIES
K IEELRIT.

- MREEANRLFIES , WRENNARERFEESFRE TR Amazon RIEH, MREEANRE
MBS , WHEHNAZFEEES CA WRIES,

AP| Gateway 8] &

LIREBIDZMLH APl LinTT =B , APl Gateway fF A #&i&E CloudFront 2'Bt. CloudFront 2 EtH
AP| Gateway M A RENKFHE. ZoEHEDZE API FTERAN ACM iEH. EMEREEH
¥ ACM M BRIGEVIES |, BT BR S IZAUE P X ERAY APl Gateway B E X3,

SRR X APl LinT /BT , APl Gateway X RZELIE — 1 Application Load Balancer (ALB). %
AR EET A API Gateway FTE , R AN, % ALB SAEZITE API BPTEAR ACM iE+H, ZE
BRYPTE H 1T ACM MIBRERIIES | BAMM R S5 ZUEHX<BRRY API Gateway B E iH.
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TRERBINRBESZEAT

MREEKIFF ACM IEFREERRSKE , BUEBEFLTHE , ARERBRSTRIRESER , WERET
RERARSSEA ACM IEBAFBRNNRRE T Bk

f540 |, Elastic Load Balancing (ELB) FEXBRF 8EXS Amazon KMS key #1THZ , mE Ik X &k
RIEPHNAEZH. ENEHRETERNRERRT , YEMIEPE ELB XEBEt ACM fF 5 A 1Z K8,
MR ELB REFNZNRHRF , NHE T RZ B ZRIEB ZHIT KK,

EEPEZAB , BEAMNT https://console.amazonaws.cn/kms B Amazon KMS 25| &K B Z
PURTS. AT T HIREZ — -

- MRBANNERERFERBRSHNR , BHEERRSHEGE  BUBLEBSRSHXE , RARE
FXERE, XFEFNAETERNERE | HREMVERN,

« MBHEZINFERERT ACM BWRR , HET LT it Bk 3R Amazon Web Services Support : https://
console.aws.amazon.com/support/home#/,

ACM BR% % Bt/ & (SLR) 658

HEMRES —NMNEKFEEHZNIE CA LEMIEHN , ACM 2EBREANZHRESRS XEK
AR (SLR) , ENEHE Amazon #8 CA ETHRNHFRIRBEHITRE, MREMNHLE CA MR
BiE$ , MAFE SLR , ACM FEENEEHHEITZIES,

ACM WEELIRTRIE | ERAWEEHN K HREFE SLR. MRFEH iam:GetRole MIRE
WIRTFEKFH ACM SLR , M8 SLR EFaBREHRET. MRRTBAKRE , BALGHE
MK EE R ABEREERT iam:GetRole HE ACM X IR , S EFEMNIKSF 5 ACM 1£&E KBk
AwSCertificateManagerFullAccess kB,

BXREZER  B5H IAM AP EEPRIRSHEX A BNR,

WERE
Amazon Certificate Manager i S AIBEH F/ILNREEMAK. BEXENINRENERE , B3R T X,
ABIUEBFELE

B2EIRXEEITH Amazon FAF CA MAMNFE PKIIEBE |, AR HBIATRE,

BINHEE < 1.0 182


https://console.amazonaws.cn/kms
https://docs.amazonaws.cn/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
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RAriEmE

® Note

FE (IR ) XREMNHRE ( TE ) KiEFXF Amazon 348 CA.

ACM HER

PCA_ACCESS_DENIED

PCA_INVALID_DURATION

PCA_INVALID_STATE

R

B CARERT ACM PR, iXIFA1& Amazon
#.8 CA AccessDeniedException #EX
=R

EEMRWEBE , FFEHA Amazon FAF CA
CreatePermission /€@ ACM RS E44% F 24

EHNR,

EROVIEBHNERES TMANFAE CANE
ME, XA & Amazon FAF CA Validatio
nException #BEL,

ERRIFE , FREH CAILED (BAESW
BRI ) o

HAANFAE CA R TFHITIERKN ACM #1E
FIER EFIRAS, XFAtLA Amazon FAF CA
InvalidStateException ERB,

BRINT G ERR IR R

o MR CA KRB N CREATING , BEFCIEER
TR , RIFR%E CAIES,

o R CA HIRA S PENDING_CERTIFICAT
E ,BXECAISE,

- W18 CAHIRZA N DISABLED , HFHEHEH N
ACTIVE RZo

o R CA KIRAN DELETED , iR HZEE,

o IR CA KRN EXPIRED , BZEHIEH

MFIEPRELE
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ACM HER

PCA_LIMIT_EXCEEDED

PCA_REQUEST_FAILED

PCA_RESOURCE_NOT_FOUND

SLR_NOT_FOUND

ERE
- WNER CA KRS H FAILED , METEmERA
B | BEBER Amazon Web Services Support.

B CABREIMARM, XFALA Amazon FA
£ CALimitExceededException #ER

B, EREFEALASBZE , BEREELNE
Ko

MRFRPAEE , HER Amazon Web
Services Support AERIE S EH,

MBHRSEHEE. XFALR Amazon FAF CA
RequestFailedException #ERE, £
SEEFERANEBI2E , BEEHEEZNER,

MRERDAEE , BEEHKR Amazon Web
Services Support.

B CA EBUK AR, XFft & Amazon FAH
CA ResourceNotFoundException #ER
B, WIFTREFEATEBHN ARN, IRKIFK
W, BR/TEFERAL CA,

BRI EE | ERIER CA.

ATEITHNTS —NKFPHFE CA KR
WIEH , ACM ERIEBRENKS, EEFRS
KERAG (SLR), MRFEEHE KR
SLR , &2 ;3 ACM 872 SLR,

MFIEPRELE
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A

¥4 T Amazon Certificate Manager FT AL 28 E Lo

T8

« ACM iE$H

« ACM 1§ CA

- MAE

. JERIFREREA MR

. EREAE

. BB A

- HERS

. HE

. PRI

. =4BEHE (FQDN)
. NEERA RGN

. REEEFE (SSL)
« &£ HTTPS

. SSL BRSSP

. MFEA MR

. EHEZS MM (TLS)
- 5

ACM i+

ACM 4B X.509 fRZA 3 iEH, BMEBBERMAN 131NA (395X ) , HEBEUTT R,

« EXROR - BEETENIESRERIERMEAM (CA)
« BRBRARRA - XFRIEATEFIERNLERAXNNNLBTEH,
< FEEARAR - R ESRELRTERANILES,
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RAriEmE

- BAFEA - EXEILERFRANLERHNA
- TREAGER - EERZACERATBEENRARATNEERALEZAN - IS AR,

i 38

* CRLAER - EEAEEFIRE CRL FEENNE,

ACM 7R Y UEH5 BY 45 STA KL T AT R

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

ba:
4e:
94:
:0a
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:

Ca

20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:

73

Exponent:

X509v3 extensions:

a6:
e9:
of:

3a

c9:

8a:
:26:
85:
dd:
Q7:
a6:
3f:
7c:
co:
44

ea

ab6:
:b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37:
:55:
b7:

65537

aa

6a

:91:
04:
41:
7f:

5a

d7:
ff:
36:
96:
72:
:e9:
4b:
83:
42:
8e:
36:
fe:

ac:
8d:
3e:
af:
8e:
22:

0b:
d5:
6b:
cO:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:

6a

60:
Ye:

8a

2a

(0x10001)

X509v3 Basic Constraints:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

f5:
33:
f6:
od:
:6d:
5b:

e8:
54
as:

53

dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
dé6:
:f6:

08:
f5:
cl:
:0b:
25:
4f:
36:
82:
64:
al:
1c:
97:
39:
16:

Qa

od:
f3:

de:
ec:
c8:
of:
24:
86:
c5:
73:
fo:
3.
:7a
od:
be:
:8f:
78:
as:
94:

9a

8c:
21:
ed:
:8d:
bs4:
42:

Ca

cb:
cO:
b4:

4a

72:
4f:
1f:

3a
ee

9a

7d:
06:
bb:

:e7:
bLe:
3f:
70:
:81:
Qe:
78:
c7:
:df:
134
174
di:

1la

CN=example.com

59:
af:
1c:

78

ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94
of:
ac:
3e:

ak:
27:
ac:
:d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM iE$
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RAriEmE

Signature Algorithm:
69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

ACM 1R CA

H ACM MK AN B L ERFIEBMNELT Amazon 18 CARRBEEE :

8a

03:
44
a3:
8e:
12:

A7 B

CA:FALSE

X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage:
Digital Signature,
X509v3 Extended Key Usage:
TLS Web Server Authentication,
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04
3.
b9:

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a
3a

cl:
al:
a7:
35:

Qc:
33:
b5:
da:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
dl:
as:

d5

fb:

4a

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1c:
77:

critical

Key Encipherment

TLS Web Client Authentication

sha256WithRSAEncryption

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

39:
74

al

e2:
16:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
:5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

Qa

CN=Amazon Root CA 1,0=Amazon,C=US

CN=Amazon Root CA 2,0=Amazon,C=US

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

43

d3:
bl:
:5b:

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

fb:
ab:
bb:
29:
c5:
Qc:
3e:
8d:

fa

4f:
65:
81:
f9:
cc:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:

ccC

b7:
ds:
6f:
62:
2c:

mEEE

2048 {1 RSA (RSA_2048)

4096 {2 RSA (RSA_4096)

48:
ao:
2f:
c9:
40:
68:
45:
86:
:9c:
07:
10:
c3:
97:
c5:

as:
98:

3a

42:
3b:
69:
6b:
da:

ee

f8:
fc:
04 :
10:
27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
:3a:
1lc:
36:
ob:
42:
c3:

ACM #& CA
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A5 B nEE A
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM FRM K LB K ERINSIER N CN=Amazon Root CA 1,0=Amazon,C=US , iX1EMH# T 2048 {u Ky
RSA 22, HiRREUMNRER. FrERERHE Starfield Services Root Certificate Authority i
PRIZER,

EXEZEER , 2 Amazon Trust Services,

T 4% 33

BFSAEE

SEXIFRER AR I

SERNMMBARAETHURANE , EEATRNEERZE LAXNEZANBZNBEEZNES. BHZ—R2A
BEH , BEU X509 V3 IERBFXREH, Z—IMEARLAER , LxemAFM. X509 iEHFA
P ENSEMRR (EBHEE) NEOHRESLEENA.

ACM iE$ 2 X.509 SSL/TLS if$ , B FEMUEN SRS LNFAEEREREPHETENLER
%A, ACM fEH Amazon KMS key INZIEZRH, BXREZEE , BSH EPILERFAN TS,
UuE P i & AL

IEBMARM (CA) B— IR BFIEBAIKE, Bl L, FEANBFIERLRBEET I1SO X.509 #7
#o CAMREEENHFIES , ATHINERERAEN SO ZFOHEINIRHEESNLEE
. CAEBRZESERILESBH.

UEHERAE R E

AT B LEERIR AR SR RERH CA SARY SSL/TLS WEH , REFKRRERNENIMEAN AFILEH
ERELEPEAEREFR, HEFRIERK, WEBHT2WICFRK. RCERNIEPEESENRRPEK

HiRo
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FBAEERE , MARIANEHNEMZEERBNNILESR, BUUERAERERERSRKREBE,

#£ Amazon CA NIEMEMAR AFEEMN SSLUTLS iEH 28l , ESRERRREED =/NMEHIEHR
EHSRSHE. SERSFFERMMIELXBHREES , AHCERNIERAER (SCT) EEE
Amazon CA, RJa , CA £FF SCT BRARERH , WEBHTER , FAREMRELE, XEMEEZ
FEHM X509 ¥ EBH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

EHEARE ARCFRELFERIEITIEB B#RITH , BRIFLEREBE. BRERBRENESE
B, HZRAGEEERHITPERE BEIER,

BB RE

A RS (DNS) BiEEET Internet RABERENITENREME RN ESHFRTER

£, DNS FER TR XAE R (M aws.amazon.com) #iAEE IP (Internet tHI) it (FE4N
111.122.133.144)s A3 , K DNS BIEFESSREHMARNIERK, a0 , BE ACM , EATLL
FANBREREBERIPNRIIECHERTUREHEN Y., BXELEL , HSH DNS Kiff,

i

HER—NXEZHFE (I www.example.com) , ALESIH B RS (DNS) & IP bk, TEA
M (BIEEBKMN) A IP it AR X AL, HEAUIS BN TRERSHK !

HE RS < 1.0 189


https://crt.sh/

Amazon Certificate Manager ArfEm

TLD

BADHREMETRIE (TLD). FRRHIE .com, .net. .edu, ERLEER M XEMAISZMAER
TLD NERFMXEHNEE , XHEER/MBX B, "O1EE uk (EE)., .ru (BE). .fr
E), FAER/MXAER , BESIA TLD N _REREFIRFIREMEMAESR, Flt0, .co.uk
TLD #RiREE R Al 2l .

TR

MEHESREMEEAEE LB, ¥ TESER/HXABENEE , MAFISKBIRL (WR
B), AFRREMERANEE, MBS FE (FSRUTEE). £ www.example.com F , T
RIFH BN example.com, £ www.example.co.uk # , TRRFHBAFN example.co.uk, &
FRARKRETE (apex) WE B FEIE base, bare, root, root apex, zone apex &,

T8

FEHANVTAEE 2 , FAURENAEEREMEE 2R, REANFEHER www , BRAFE
AEEEM. FTHALTUESZINRE. B0, £ jake.dog.animals.example.com A , FiFfK
XA jake, dog F animals,

BRI A
TR A,
FQDN

T£PREHZ (FQDN) REA T EEZETMER Internet it E, MU EMERNTE DNS &
o I |, aws.amazon.com 23i&AF Amazon Web Services By FQDN, FQDN 23F—E 2T
HHFrEE, Hli , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] X% T FQDN B —f&#&=.

PQDN

AELRENTAFESDREFHSE (PQDN) , &L THE, B [subdomain,.subdomain,.] X#
HWEFFE PQDN , X2E N T EHRERE,

p=ii)

{52 AR BV A R BB E AL IS TRo SEMAVE S B BBk W & AR M B F b ik 55 B A4 (ICANN) 1A
iE, W, R —EMEEMERNMNARARTEY TLD HiEFE., SEHFHABN |, THRIFE
B ERRIESL MM TLD EMEZENY, EMEBNE S EEE. EH TLD BEEARENEER®
F WHOIS, #1#& 8% UM R 75 IR
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H%E 0 fif 22

EZERREHBFENEZENTRE, BRFRELSEARERBHE. RNBNBEEEMN A, T
RERBANR, MENBEEBEMNE . FEFnERSHFEEEEN HTTPS & EHEEM
ZHH. BAREN T HANARBERRAZ (NF ) MFEXEREFRIBAIR (#F ) B9 step-by-
stepIiE, EMEHBEEIREF , EERERAER. BHUUARLRBEZARLBEZR,

TEREFHE (FQDN)

BZHEEE,
NEZREM IR

NEFAEMIRE (PK) BEE, Mk, B2, 2K, €8, FENBERFIIPAENES. KHE.
AR, REE, MHENMEREAK. PKI AIESEREITENMNERNE2EE.

RUEF

ERHMANNE (CA) BENLT—NEESNHAM CA (XL CA ZHBBEN T RFXR) WRIREN
Fo FEHME CABHER CANE , XFHOIRIEHEE. LTRREWINER CA #HN R CA”, MEIE
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