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. W{AFFEEEA Amazon MQ ?

 {{AE Amazon MQ RERIR ?

Amazon MQ Ih&g
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Amazon MQ FE&RY 1T X4 4 B R X E BRI AT E S MARA T Ho

BEATAREEZ4 A CloudWatch

Amazon MQ EE T 5 # &R, CloudWatch , At BRI A EFE M DT BHILRL ARSI ISFR. BATLL
B Amazon MQ #2#|&. ##l CloudWatch &, T 1TH APl EF M2 WiElR. BR2BIKREH
#3%F| CloudWatch &% %h,

etk

Amazon MQ AIXIEAMERTPHESRENE, SAENEZEMER SSL, HRINRAIRFIE Amazon
VPC WA B IR R, BEoh , A LAEA Amazon Identity and Access Management (IAM) SR3% &l IAM
AFMAESEE Amazon MQ B EHYIRE,
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B XE#HiEE S (CRDR) AVFFFEENERSNERERSEF T EIA Amazon KEHEIARKE, B
@ Amazon MQ APl R HARMEBER , YRR AERANEIAEAE , MYMNERERFNEE
REAE,

WAIF B E A Amazon MQ ?

EF B A ActiveMQ on Amazon MQ |, iIHEF A T304 :

o Al : BIEHIERE ActiveMQ K IB
+ the section called “ZpE{LIE”
» ActiveMQ # 72

« the section called “Amazon MQ for ActiveMQ E{E35i%”

EF B4 H RabbitMQ on Amazon MQ , HTEE LT IXH :

o Al : Bl HEHE RabbitMQ

« the section called “EBE RabbitMQ X IE”

+ the section called “RabbitMQ ##2”

« the section called “Amazon MQ for RabbitMQ &{E3Eik”

ET#HIL S MQ REST APIs , 2RI 5i# M Q REST APl 2%,

ET7HBIT L% MQ Amazon CLI 8% , 52 R (®dHS5#E) F#H Amazon MQ, Amazon CLI

w1l /@ Amazon MQ B4t & 4% ?

BB FH S SN R B, ERIERAMNNY KBER EME TEMRMER RS , Al EAT
E SN RERBRE,

EB R Amazon MQ HIBA , A Amazon MQ 1£1z,
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MIMFETEA TSR , R EEEA Amazon MQ,
£

- BB AREH

- £25  plERAFHIREUER Amazon iE$

- SR 3 AEATRBRBIMFER

- RESR

FE|A . RREH

SEFIRER Amazon Web Services Tk

WMREEHE Amazon Web Services Ik , IHERKA TS ERRBIE—1,
3% 511 Amazon Web Services I/

1. $TF https://portal.aws.amazon.com/billing/7E A
2. EBERELHHBARE.

EEME , FHETEE  EREARERERA —IMRIESE,

LM ARSEMAET Amazon Web Services I |, & 8122 Amazon Web Services lKFIEAF —1. 1B
AP AERIARNZK P PR FTE Amazon Web Services RS MER. ENRELZELE , AR
PEEBHRANE , HERERABAFPRPTEER A HRNRENES,

Amazon ISR TERE S B KIE—HEIAE FER 4, BT LARER R https://aws.amazon.com/FF
R BOKS , EEEYNIKSENHEERZNKS,

£3% IAM B/

JEME Amazon Web Services I , BB ZESMRIE (MFA) , RPENEBRAF. BXii#H , B
SR (IAM BFiERE) F8 F IAM AF B AER MFA &% (2EH &)

ERAFHMAFH &R Amazon Web Services IKF BIR |, 612 IAM AP, A T7THRPESN IAM A
P, BB A MFA #XE IAM AP BEFHITESFTENR,

B BREMN 3
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BXREYUENRYF IAM AFNEZER , 30 (AM BFERE) PHUATER !

o E/REY IAM A PP 812 Amazon Web Services T f°
« EHT Amazon &R 0] X R & &
« EF IAM B0 K E R B

% 2 3% QI2A P HIREUER Amazon iE$

MRAFETE Amazon AP ITRE , MEEHREZ LR Amazon Web Services Management
Console, Amazon APIs 1 Amazon Command Line Interface EE 15 0] %47, TJEEMIIE |, RIEIGRTE
i, ZEIMEH—NMNGRZE ID, —MRBHEAZAN—NMNEREEANEHNZLSEAK,

EMAPRTREAGRAMNR , HREA TR —.

BN P EEREER LRI B B

BR 2

IAM EREHIERZEN Amazon BB IAM AP ERPHFIE
CLI RV 4wF2iER Amazon BHEP S Amazon BRES
APIs ( B3 £H Amazon ARV AR ITIRE,
SDKs ) o

IAM ( FHEER ) R (IAM FFiER) PEE
FRAKIIEEEEN Amazon  |AM A P #9175 8] B3 48 o B9 15 BA
CLI RV 4wI2iER Amazon BITRE,
APIs ( B fEMA Amazon
SDKs ) o

SR 3 NERATROINRIBMEER

DUTHEERT NAFEAESLS#H MQ £4 A& , Amazon Web Services Management Console B
R miE B REESER T ActiveMQ I S# MQ F3E AT RabbitMQ BT S# MQ K42/,
E A ActiveMQ Java REIMREB |, BAMERE Java iIRHERF XTI ESHRIRBHT - LEEFR,

EIE T LAE A Amazon MQ RES T APl UREEFRBEMEEBLL A , A%, Amazon SDKs
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Al I HIERE ActiveMQ KEE

RIE B1=1T7E Amazon MQ L EERERE, © = Amazon MQ BWEARER, REEHIZE
(m5,t3) MK/ (large,micro) WA SR A ARERFIZKE ( Hliimg.m5.1large ) » BXESZ(E
B, B2 1+ 4K Amazon MQ for ActiveMQ X ?

B2 ActiveMQ 38

F-NMERFENL Amazon MQ EF R EIZENE. LT REIHEANMERIRERLLRHE,

Amazon Web Services Management Console

1. %% Amazon MQ #Z#1&,
2. 1f Select broker engine ((EF X E 5|2Z) WE L , %#F Apache ActiveMQ,

3. 7 Select deployment and storage (£ %8& M {7 f#) I E Y Deployment mode and storage type
(MEEXNFHERE) 8 , ITUTRE

a. 1%$® Deployment mode (ZBEBHE ) ( HI40 Active/standby broker (£31/& BARE) ) . BXE
ZER , i3 Amazon MQ for ActiveMQ R IEEH ZBB LT,

- BXLHIRER—NMNTARFHN—NMEBARK, REBESENNHARER LK Amazon EBS 5
Amazon EFS F#&#TEE. BXEZEE , B &£ 1 : Amazon MQ B 3EHI4%
H,

- BURAENEDH/ZRAREARNTETAXHHRMEAR , AARNEE, XLERE
5ZMNMARERFUK Amazon EFS #1TRIZEFE. BEXEZEE , BSH EM 2 AT
S o AR Amazon MQ £31/% ARIE,

b. i%$¥ Storage type (FERE) (FlIMEBS ) . BXEZFEE , HSH Storage,

® Note
Amazon EBS £ RN A XA EHEIE , BT XFF ActiveMQ E3h/% AEBERN.

C. iijaxF-F_io
4. 7 Configure settings (BLE1XE) W HH Details ((FAER) o , ITUTERE !

a. %A Broker name (fR¥ER&FF)o

B2 ActiveMQ K3 6


https://console.amazonaws.cn/amazon-mq/
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/A Important

BOERBEBHPRIMNMNASHER (PI) REMNBZRBBER. REBEEHRAHE
2 Amazon Bg%5 (‘@35 B CloudWatch & ) hiE, REBMTES A TRAERBESK
EO

@ Note
EHMRERS , BETUREATHEA :

- BLE
e CloudWatch B&
« FAATGIE]

- GEAEFEO

b. 1&# Broker instance type (fREESEHIZER) ( 20 mg.m5.large ) « BXREZELR |, S H
Broker instance types.

5. 1& ActiveMQ Web Console access (ActiveMQ Web 2 &l & 15 R]) #2 , 324 Username (AFR)
H Password (88). A TREEATREAFBNEE

- AFBRRESFRRTEFN. BU%, IR, TRILMBRL (-._~)o
N1R2AZEH, BEEL4NE—FF , HEFTHEZES, BSHES (=),

/A Important

BOERBAFZEDRMNMNASHEER (PI) SEMYIZRBRBES., REAFETEHE
f& Amazon BRES15E , ©23F CloudWatch B&. RERAFETES A TAERBBHIE.

6. EIFIE,
% Amazon MQ B2 ERIER , 28 7R Creation in progress (IE1E81E) RS,
BIBRERAFTE 15 28,

RIS ENRIET , Amazon MQ £ &R Running (IEFEi21T) R

B2 ActiveMQ K3 7
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7. %$% MyBroker,

f£i%MyBroker WE/ Connect Zf% , I8 FIEMAZ LM ActiveMQ W TT 32 & & Mk | Fil4n

https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:8162

5, FIE FTERENL RPN L R T Ko T2 OpenWire LT QEVRHI

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
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Al B FiESE RabbitMQ LI

RE BE1THE Amazon MQ LEHEREIRE, ©R Amazon MQ FWEARMER, RKELHIE
(m5,t3) MK/ (large,micro) WAESERMH N REZFIERE (0 , mq.m5.1arge ) « BEXREZE
B, #E5E 42 Amazon MQ for RabbitMQ {3 ? .

81— RabbitMQ 242 &

E-NMIERENRL Amazon MQ EF R EIERE, UTRAIGEBIAERABZELRZLHE.
Amazon Web Services Management Console

BIBRESE , HEF RabbitMQ WHERE | LUIREE S RabbitMQ 2427 Amazon MQ &1ERT &R K
FREMIESMENRAREMEREEHE RN EIL,

1. %% Amazon MQ #Z#l1&,
2. 7t Select broker engine ((EFRIE5|Z) WA L , i&£#F RabbitMQ , R/FEE Next (T —2F).

3. 1f Select deployment mode ((E#FEPEE ) TWHE L , 1% Deployment mode (FEBEX) , HlL0
Cluster deployment (SE8EE) , AF1EE Next (T —F).

« BHIREH{T Network Load Balancer (NLB) EHEH — M AR —NMEBAK. RIE
Al 580 N AR F M Amazon EBS B #TEE. BXEZELR |, BHSH &I 1 : Amazon
MQ for RabbitMQ # 32,
- 50 AR RabbitMQ £ & ZBE £ Network Load Balancer /G EH =4 RabbitMQ XIET =
HENZEIE BN TRESAINTARK (AZ) 2RAHXEZAF, BRI HARNRS. BXRES
E8 |, FSH &I 2 : Amazon MQ for RabbitMQ &2,
4. 71 Configure settings (BB 1RE) T HEHK Details ((FHER) Fo , MITUTHEAE :

a. %A Broker name (fREEB#F).

/A Important

BOERBEBHPRIMNMNASHER (PI) REMNBZRBBER, REBEEHRAHE
2 Amazon Bg%s (‘235 B CloudWatch & ) 58, REBHTES A TRAERBES
EO

b. 1%£$F Broker instance type ((REEEHIFEHE) ( flal mg.m5.large ) « BEXEZER |, ESH
Broker instance types.

B — 1 RabbitMQ &4 7 9


https://console.amazonaws.cn/amazon-mq/
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5. £ Configure settings (ELEIRE) T HAY RabbitMQ access (RabbitMQ i517]) £ , 124
Username (FAF° &) # Password (%), A TREERTFTREEFEXEIL

- AFBERRGEFERFFR. BVL. AMTRE (-._) . LEFTSIEMMEEL
(~) F%&. Amazon MQ ZiL /A guest ERAF &,
- BEULMEDLH 12/0NFH , BEEL4NMNE—FH , HEFBIEES., ESHES (=),

/A Important

BOEREBAFPZERRMNMASHER (PI) REMIZHBREE ., Hitt Amazon RS
( 2% CloudWatch BE ) AILALGRAZLANAFE. RBRAFETESHTAERER
Bz

@ Note
£ HMIRE By , BEATUREEATAR :

- BEE

« CloudWatch BH7&
- FERHE

- KEANEFED

6. ﬁj:%-lt_*)"zo
7. 71 Review and create (B MEIE) TE L , B UEEENERHBREEENE#THE.
8. i%&$® Create broker (BI2KIE),

% Amazon MQ |2 EN K2R , £ R Creation in progress (IEEFE8I2) R
BIBRERAFZE 15 D4,

BRI ZENRIER , Amazon MQ £E 7R Running (EEIZE1T) R3S,
9. i%&4% MyBroker,

fEMyBrokerTUH LH) Connect Zp4 , it FIERMAZLREHY RabbitMQ M T2 41 & Mtk , 4l -

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0n.aws
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B, BIETEREN secure-AMQP KixT mo L TFR— amgps LixT K E R IITEFiK O
5671 By =B,

amqps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0on.aws:5671

Bl — RabbitMQ £42% 11


https://www.rabbitmq.com/connections.html
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EIE Amazon MQ £IE

BIBRLLHE , BUUNEEMER Amazon MQ £LENTRIA 4.
£}

« %E$#Z| Amazon MQ

« 4 Amazon MQ R B 5| R A

« 4 Amazon MQ fREESEHIE R

« Amazon MQ for ActiveMQ TZfig £ &
- EEFE Amazon MQ REE

« itXl Amazon MQ IR 43 B B

« g Amazon MQ {3

« Bk Amazon MQ {38

« Amazon MQ fREIRZS

A Amazon MQ iR A INFR

EZEZE Amazon MQ
B EARSAET R MREBELRET SMNEM Amazon RS ZE#EEZ] Amazon MQ,

H E Jﬂﬁ AN}

TS MQ ARSS APl SER A T ERERE ¢

i) EETTE
mqg.region.amazonaws.com IPv4
mq.region.api.aws Mk (IPv4 F IPV6 )
mqg-fips.region.amazonaws.com FIPS R & IPv4
mq-fips.region.api.aws X B FIPS

HEHZ Amazon MQ 12



Amazon MQ FEANGIER

A==

Amazon MQ REFERUTERESE -

13 EESE
brokerId.mq.region.amazonaws.com IPv4
brokerId.mq.region.on.aws Mix (IPv4 F 1Pv6 )
(@ Note
FEAT ActiveMQ KEHIT S MQ F
XENKo

SFEAX% (IPv4 fl ) LigT KiEEE Amazon MQ IPv6

Nk R ERT 23 IPv4 F1 IPVv6 FRE, HEBEMRLKIET R A HIERR , KigT R URL 28478 IPv4
IPv6 siitbiit, BXXNiLM FIPS M EZELR |, 55 SDK S EHEM,

Amazon MQ X HFXEMRAKFE TR , XEREELNELIHT LBMPIEE Amazon X, XNikin
REMERUTHRAYE M. region.api.amazonwebservices.com.cn. fl#l , cn-north-1 X
BRI HER I S B FA = mg.cn-north-1.api.amazonwebservices.com.cno

Amazon MQ X#FHXEN KL RET R , XERSELAELIRT LSBMPIEE Amazon X, ik
HRBMHERUATHRYEMg. region.api.aws. Bl | eu-west-1 KM XUHEKIFRLBFH2

mqg.eu-west-1.api.aws.

Bx Amazon MQ KixT RN TESIXK |, 55 HAmazon — kS &,
£ Connect & Amazon MQ Amazon PrivateLink

Amazon PrivateLinkAmazon MQ API BV & ixT & , X IPv4 3 IPveiRItER\FAE = (VPCs)
Amazon MQ APl ZBINFAEERE K MASNENREREL LKL EERMN,

REHR 13


https://docs.amazonaws.cn/sdkref/latest/guide/feature-endpoints.html
https://docs.amazonaws.cn/general/latest/gr/amazon-mq.html
https://docs.amazonaws.cn/vpc/latest/privatelink/what-is-privatelink.html

Amazon MQ FEANGIER

® Note

PrivateLink Support fGEA F Amazon MQ APl KT R , FEATRELET 2. XU
BRHRNEZIRBEINEZELR , S H Configuring a private Amazon MQ broker,

EF A58 Amazon MQ API PrivateLink , %4 EEEEENSE VPC 12— ED
VPC &im T K. 8l VPC Kig T K8t , HEAMRS B Fcom. amazonaws . region.mqsk

J.IJ.|-|+

com.amazonaws.region.mq-fips FIPS & ix¥7 5

H&EH CL Amazon | 3 SDK A Amazon MQ B , AFIEELiHT = URL FeEEANKRE A -
;o mq.region.api.aws mq-fips.region.api.aws PrivateLink BT Amazon MQ FXiF4
EBANERIAE B, amazonaws.comBXBEZEER , HZH SDK SEEEHHNLF FIPS i K.

BAR CLI RBIER T afai@d Amazon MQ VPC Aim T R AT A#KX ( e ) #XH., describe-
broker-engine-type

AWS_USE_DUALSTACK=true aws mq describe-broker-engine-types --region ap-southeast-2

BEXECL HEELRET SRWEHMSZE , S HE CLI FEHLET 5 Amazon
R LAMER VPC RiFT RURBBEA XN VPC KT RN ENR, BXESELR , BSREA
Uiy 1 2R B 328 4RI 3 VPC i R B 1]

H Amazon MQ R IE 5| Z R

Amazon MQ S EMNATA XA E 5| ERBREMMBONESIBRE, FHSIBREIEREHT,
HIREEMERESI R H,

Amazon MQ RIEE U MRAZH IR ASEERN X.Y.Z, £ Amazon MQ KT A | X RRFE/R
K, Y RRRERE , ZR®RRATRES, AREHRMPEE .

« FEMAAR - HEESIBMASERITRE, Fla0, M 1.0 RARE 2.0 RN EEZRA AR,

« REMAAR - RERESIZBREASERRRE, Fli0, M 1.5 RARE 1.6 iR REBRAFA
Ko

B LR FRRREARI T I EXBNEBRATRERS. BABIRERET
HJa , Amazon MQ £ FREHRE JS'Z?%E’S%%)T?I\TWMKO X TR AR BIZARA 3.13 RESRAE

T 51 ZERRA 14


https://docs.amazonaws.cn/VPC/latest/privatelink/create-interface-endpoint.html
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https://docs.amazonaws.cn/sdkref/latest/guide/feature-endpoints.html
https://docs.amazonaws.cn/cli/v1/userguide/cli-configure-endpoints.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
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BRE | Amazon MQ &TE4Y I BN ERAREFXHORIITIRE, LaRERANZHL L
it . Amazon MQ & FREARE T —MNRERE, FHAEHREFRAETHNLEPHEBRRE
EEFEIRELERE.

UTFEBENBUAFHARKESIZBRAE , LR NAHEBFREBREFAR,
F&

o FIHAREIZERAE

- BIARRESIZRA

FAFREI B

EFPRAENSIZBRAAR B EEZRAZXEMAE , B LLER Amazon Web Services
Management Console Amazon CLI, % Amazon MQ API,

Amazon Web Services Management Console
ERRREHNSIZIRA , FAEHA Amazon Web Services Management Console

1. &% Amazon MQ ##l A&,

2. EEMSMEREF , %% Brokers (RIE) , REMNIIRPEREBEARHNE,

3. EREFMAFER L, EF Edit (%RE).

4. 1£ Specifications ($1#&) T , X F Broker engine version ({R 25| A) , M THIFIR ik B H AR
x5,

R FIMEEIPH%EE Schedule modifications (it X8 2k).

6. 7& Schedule broker modifications (it XIXE&ck) WE L , XF When to apply modifications (]
RRAER) T, ERATEDZ—,

o

o MREHLE Amazon MQ £ — PNt R4 BT ERSTERMAFL , i51ER After the next reboot
(FIREFBZIE),

« MREBAUBEFRBHREHARSIERA , 51£F Immediately (ILED)o

/A Important
BRHREBEERHATELRS., WTEHRE  SRKEBEER , —RAFE-IMHR
2 FEHRES.

FHAREIZERE 15
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7. & Apply (RIA) BATERCR A E o

Amazon CLI
EARRNRERSIZBRRA | E6 A Amazon CLI

1. M update-broker CLI e S HIEEN TSE , MRHFIFTR.

« --broker-id - Amazon MQ FIREBEKWE— ID, BELE
WK ARN 4T ID, flg0 , 44T ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
R ID ¥4 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - RES|IZBEEAHLKINRES,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (W% ) WREEIEARSIZMAE , EFEM reboot-broker CLI in & EFT B s B K E,

aws mqg reboot-broker --broker-id broker-id

MREFBEFEINEBENUENAER , Amazon MQ FHET — M XIEF BT BRAARKE,

/A Important
BEXHRBEERMETELRS. X TEHRE , HREERN , —RAFT-IPIRL
TEIRE

Amazon MQ API
5/ Amazon MQ APl AHRER 5| Z iR

1. {#H UpdateBroker AP| #4E, 187 broker-id RN ESH . U T ROIMBRENRELE us-
west-2 X, BXTHN Amazon MQ IR EZEE |, 55 (Amazon Web Services —
sE) Fi Amazon MQ % S M FEH

PUT /v1/brokers/broker-id HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

FHAREIZERE 16


https://docs.amazonaws.cn/cli/latest/reference/mq/update-broker.html
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Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

FEERAFHFEH engineVersion IEEEARFWREBEHRES,

{
"engineVersion": "engine-version-number"
}
2. (WE) MREBIEARSIZRA , BEEA RebootBrokerAPI IR EEZEWRIE, broker-

idIEENBESH.

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEFHBHIREMUENAER , Amazon MQ FE T —MRIEF R BRAARRE,

/A Important
BRHRBEERHLTELRS, WTHEHRE  SRBEER , —RAF MR
FEIRE.

B3 A RRE 5| B A

BUUERFIREEERCIERENBEEHIREREAAR , EREBEIMERXREBEIZTURZES . EBE
MEREBHNEIIRBREAAL , B LAEH Amazon Web Services Management Console Amazon
CLI, 2 Amazon MQ API,

Amazon Web Services Management Console
EBEENARERAALR , EFEH Amazon Web Services Management Console

1. &3 Amazon MQ 4|5 .
2. BEEMSMEES , %£4R Brokers (RE) , RAEMNIRAPEREBEARPRE,
3. EREBHFEAFEERL , &F Edit (RE).

B3 AR E S| ZRRA 17


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
https://console.amazonaws.cn/amazon-mq/
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4. 7£ Maintenance (43*) /1 , %3 Enable automatic minor version upgrades (/3 f B 31X EhR A F
K)o

@ Note
WRIERE TIZET , MEFHITIEMER

5. ERNEKIZFIEE Save (RTE)o

Amazon CLI

EBNBCEBRERAFAL Amazon CLI , EFE A update-broker CLI i S HIEEA TS,

« --broker-id - Amazon MQ FREBERWIE— ID, BALE
TR ARN 4T ID. i, LEELLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
RE ID f¥H b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

« --auto-minor-version-upgrade — BUE B R BRAFFET,

aws mqg update-broker --broker-id broker-id --auto-minor-version-upgrade

® Note
MEEEHA ActiveMQ REN BN XBRAAL , EFEASE, --no-auto-minor-

version-upgrade

Amazon MQ API

EBEY Amazon MQ APl BUE B3R ERAHLY , iHFEH AP UpdateBrokerl #4E, 3E7E broker-
id EABRES . UTROIBERETE us-west-2 XK, BXTAK Amazon MQ i s EZE
B , %% (Amazon Web Services —fi&5Z) HH Amazon MQ I = F PR E,

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

Bah A RRESI B 18
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FERBERAZPH autoMinorVersionUpgrade B MRBIE B R BRAAR,

{

"autoMinorVersionUpgrade": "true"

}

MREBNENREERBHRBREAAR , BEFRERAE PR

IE"autoMinorVersionUpgrade": "false'",

H4% Amazon MQ RSS2 R

REXAIZE (m5,t3) MA/N (largemicro) WA SR NRIEZHIZXE ( HlIimg.m5.1arge ) o &
BXFIRE , XMERSZMREMRNER

- BRI E

- RIEWHEE

- REERFFHER

« TRHEB

HR AR AE 5t L PR R B A /MO AR SR ISR (mq . t3 . micro)e S FAEF= R BIRGE P B RIBA
5, BEHE. NETHEENTRES  BRNBWEARANKESHIRA (nqg.m5.1large &I
Y,

MBHEBEMEERT  REBMNNRFETBnicroR £~ HE | RINBWEARDE KK LHIER
( BIMFEllarge ) o EAREHEFIZEE |, B LEA Amazon Web Services Management Console
Amazon CLI, = Amazon MQ API,

Amazon Web Services Management Console

EFEAARINE RMEHFIEE Amazon Web Services Management Console , IEHITA TIRE :

1. &% Amazon MQ ##l &

2. EEMSMBEKSF , 1&#F Brokers (KE) , REMNIRFEREEARHNKE,
3. EREBFAFENL , &F Edit (&RHE).

4. TEMET , T Broker SRHIRE | N T RFPIEFRITHSEHIKE,

5. EREKR , EFITRMESR.

FHRKBISRE 19


https://console.amazonaws.cn/amazon-mq/

Amazon MQ FEANGIER

6. 1E Schedule broker modifications (it XX € R) WE L , X¥F When to apply modifications (A
R AR T, ERUATETZ—,

« MREFEL Amazon MQ E T —MIEFRHBERNTRAR , HTiEE TREBE
« MREBERREHMEAFARKFIRE | HEEIUA,

/A Important
BRHREBEERHLTELRS, WTEHRE  SRKEBEER , —RAFE-IMHR
2 FEHRES.

7. & Apply (RA) BATER R A E R

Amazon CLI
EARREHEHFIZEE | FFEH Amazon CLI
1. A m odify-broker CLI S S HIEEUN TS , WRBIFT R

« --broker-id - Amazon MQ HRIBLERKIHE— 1D,
« --host-instance-type - RESIZBEHRARENRES,

aws mq modify-broker --broker-id broker-id --host-instance-type instance-type

2. (W% ) WMREBIENAREFIKE | EEA reboo t-broker CLI v H BB B RE,

aws mqg reboot-broker --broker-id broker-id

MREFBEFHBHREMUENAER , Amazon MQ FHE T —MRILEF R BRAARKE,

/A Important
EXPIREEERNATELRS. X TEHAE , SREERM , —RAFT-IT R4
TEIRES.

FHRKBISRE 20


https://docs.amazonaws.cn/cli/latest/reference/mq/update-broker.html
https://docs.amazonaws.cn/cli/latest/reference/mq/reboot-broker.html

Amazon MQ

FRARER

Amazon MQ API

/8 Amazon MQ API H X3 1 S22 8L

1.

£/ ModifyBroker API #4€, 87 broker-id fFARBES . UT REMBRENRETE us-west-

Xigrd, BXA AN Amazon MQ ims R EZEER |, 558 (Amazon Web Services —fix5
Y i) Amazon MQ i S FPRE,

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

host-instance-typeEERARPEAREERBEEARIINEHIRE,

{

"host-instance-type": "host-instance-type"

}

( Wik ) RGBS BNFA LRSI ZMRA |, F A RebootBrokerAP| R EEZEHWARIE, broker-
idIEEENBESH,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEFBINREBENYENAER , Amazon MQ FET —MXIEF I BEAARKE,

/A Important
BRGIRBEERMNATELRS. XTERAE , SREBERN , - RRAFE-IMTRL
TEIRES.

2

FHRKBISRE
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Amazon MQ for ActiveMQ ZfERH

Amazon MQ for ActiveMQ ¥ Amazon Elastic File System ( EFS ) 1 Amazon Elastic Block
Store (EBS ) » BRIAERT , ActiveMQ KRE A Amazon EFS #{TREBE#, EFNABESATAK
WEFAMMEFIhEE , HFEA Amazon EFS, EXARIERMSELE , A Amazon EBS,

/A Important
« RHAERF Amazon EBS 5 mq.m5 RIEEFIEBRIIESFER,
- REZAULUERNRERFIRE K BECNEBREBEZELEERNEBEFMHER,
« Amazon EBS EEANAAXAEFIHKE , EFXF ActiveMQ E£3/& AHEEN,

FHERECZEANER

TREEHR T ActiveMQ RER A TE. Amazon EFS fl Amazon EBS FEE R Z AN ER.

FERR Persistence 51 158 AR 2= 451 BNEREY  &F
HERASH BRI 18
BRAHE (1KB
HE )
RiFH IEFAM - BREHRNM 5000 y
- EBEERH
- TR

=
Amazon EBS BFrEEm -« REXK 500 BATHK (AZ)
o {TEALLTE N2
Amazon EFS BFEH SRS 80 BZNEIAR AZs

NEFHEFREHSENERNZESNELE, BR A EXFBRIREBEFSIHE , HRELE
Ko

T 22
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Amazon EFS WiRITEBRENMAYL , TAESNAHRITES , AZs LB IEH TEMEMALHEY
HEES R AX T AENEEmSBNBIEE K. Amazon EBS A&t EHE#TMHIL , HAES
MNRAXPESM RS BRHITES

BLiEFAB Amazon MQ {38

MARLBAFREELAFTFHENR , T ENEH VPC AEHEITIHRE, EEREMNEREZH , BEEEE
X VPCsTFRMZLHPUTER -
* VPCs

. REHFMHARLABRATFE— VPC #,

o YBRGEAFMARERN , BARELTIXRESLN VPC FEEMN IP #hit, XEE%XH Amazon MQ
HiR MmN P it | TERITEMARE,

- T

- MRFRMUTHEVPC A, Wiz VPC XECIERENRE - MK A,

« WMRREHRTFH , NFERRIN VPC AN TN,

- RE-BOIZ , R EEREAN T,

« NTEHRENETA/ZARE , FRLTNTFAENTAXH,

- WTEXPIRE , EUUEEEFEAN T , A BREFER-—IMNTAXR IR,
- BE&4H

« MBEREHRZEE , WFHERARIN VPC PRRIANRZEA,

- BB, ERRENTH/ZRAREELFEE-1R24 (H0, Mkz24 ),

(® Note
2 #t RabbitMQ RERFERAFMH L LA,

- RE—BOE  REEFREANTSE. ARG PATUER,

EHEEFAZLL A Amazon Web Services Management Console

ERBMARLA , BHAEHCEFHEZL A Amazon Web Services Management Console, &
B, ERERER S , ERELNLXLEMERE |, EHRTUTERE

BERAZLZA 23


https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/getting-started-activemq.html
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1.

NIENERL NIERFZFENR. EEETFARE , ATLAEA IPv4 IPv6, Xtk (IPv4 H
IPv6 ) » BXEZER , S Connecting to Amazon MQ,

TR, BRERAMRIAVPC, FRMEZEE  REEFEFINAR VPC, FRNEZLHE, MRET
BEARARIE VPC, FHHREH , MLAGIE - VPC, FRHREAEETLE
RE,

(® Note
NTFRAREBEFE , EELEFEFROFE IP REHEE, REQEE L EER
VPC ZipT R, FERBRAERAME TN IP KRB, MRBERAE IPRE | W256
B EHARE,

(® Note
EAT ActiveMQ W% MQ FEA VPC KixT &, HEBE XA ActiveMQ RIB
B , Amazon MQ £7 VPC HELE — MM EED (END, Z2AMETE ENI |, AJ{it
NHEFFIARZAER,

WRIAR RN FF AR Y Amazon MQ 38 Web 414

HBXAL LN LT HRIRE | SIEZLL AR Amazon IKF ID AT LB RIFAANZ L, WRXAT
RERLRFAIHEME |, MATHIT TSRS se15 AR Web #2515,

1.
2.

A2 Linux EC2 Xflpublic-vpc ( XERERLNE IP)

ERIIEM VPCBHERSBLER , 155 EC2 RHlEUsshifiE , RAEEATEREN URI
Hcurl®m$.

EENITEN L, FRENIAXHEENLE EC23R6IM IP ihil 0l22&EE EC2 SKfIRYsshBE
iEo 15“;1[1 .

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

EENITEN LB R KBRS
ZEREEFU , flanFoxyProxyE &R ITEH L.
ERUTREBEBENAERF R

R AR AT AFFIFRIE Amazon MQ RIE Web #2414

24


https://getfoxyproxy.org/

Amazon MQ F % AR IEE
« WFRERE | HHEE SOCKS5,
« XF IP sk, DNS BEMAIRSI|/EM , BEE localhost,
- WFiHO , FIEE 8080,
- MIBREAIRBR URL X,
« XF URL #3 , IBEE *.mq. *.amazonaws.com*

o WFEREEA  FHEE HTTP(S).

EEBERAREEFRS , EUAEENITEN LIFE Web £HA T,

/A Important

MREANRAENRE  NTWEELFRRE VPC HEER IP i, XL P itk B
Amazon MQ E % i RabbitMQ , TTEF{TE/E,

it Xl Amazon MQ R IERY4E 3 B ER

4P RTER , Amazon MQ SEHXEEAENES, RERSHEIZRMGHITET . Sl , MREE
T REXBIRE |, Amazon MQ FET —MIHEF R BEAN BN ER. EFNFERERKTE
AR, BEERT HEEREZENERE, BEERESNTAKX (AZ) BEEASTRAMNAER
BB | TURKRE MM D4 B ERA A EHLETE .

Amazon MQ for ActiveMQ R E21/ZAEHE , AKX STA%. £EX3/ZFAEXT , Amazon MQ
—RABIT—PNEFNEFIRE , ELE—MRBRFTA. A, BETJLUFRERNZLET TR D8
#—REMA, Amazon MQ for RabbitMQ R EEEE , UL ST HME. EEEFHHLEF , Amazon MQ
BIBRARBEDANMNETTR , BRARN — M RIITEFRE

EXSEZNER , AIREFNRZEERANEEN BT —X. BT —MIUBNEFRRTH
Bl , BHRZREFBAENEF IR, REBEFRNEERE , Amazon MQ 2EBRH , A LE
T—MEFRBRHRAERFEITR, BERBLEFNRNT2ZEAENTAM,

EARZCEHEN TR , B LUEER Amazon Web Services Management Console Amazon CLI, =
Amazon MQ API,

TR E LR 25
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5 ZHE R L4 1Bt Amazon Web Services Management Console

EFBILCEHET I , B Amazon Web Services Management Console

1. %&ZF Amazon MQ ##I &,

2. EEMSMBERKF , 1% Brokers (RIE) , REMNIIRPERLEARHRE,
3. EREFMAFENL , %EF Edit (RE).

4. 7 Maintenance (4#) T , 1T T84,

a. XF Startday (F#HB ) , NTHRIFIKRFPEFERJL , 40 Sunday ( EHIH )

b. XIF Starttime ( FFIAEtE ) , EFRELBERN T —MEBLEFP BTN —XPH/ et o8
15“&[] 12:00,

(® Note
Start time (FF#RETE) EBRA UTC+0 BFX#ITELE

5. ETKR, ERIVEBNR. RAREETRERERUN. ERETAERRFUNEMEINEN , ML
FEMRINE, ERMERINERRE,

6. EREFMEETNE LM Maintenance widnow ( EH TR ) T, RIIREERTHOEEITR.

ERZBER L rE4 4 i ER Amazon CLI
EZRBALALEHLENE |, A Amazon CLI

1. f£H update-broker CLI ti S HIEEU TS , MRHBIFF R

« --broker-id - Amazon MQ FIREBERWHE— ID, BELE
WK ARN 4T ID, flg0 , 44T ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
R 1D ¥4 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --maintenance-window-start-time - WENLTEHWHIRENESEAEF R BINRNS
o
- DayOfWeek — EHJ1. , AL TiB% : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY

« TimeOfDay - BY[E , XA 24 /et

TR E LR 26


https://console.amazonaws.cn/amazon-mq/
https://docs.amazonaws.cn/cli/latest/reference/mq/update-broker.html
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« TimeZone — ( A& ) BfX , AR AERMXAHHH UTC RBEHEN. BRIAREN
UTCo,

aws mqg update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

2. (®& ) £ describe-broker CLI i 5 REIF4EF TR 2 S ERIDEHo

aws mq describe-broker --broker-id broker-id

8 Amazon MQ API it &I 4 4 5 B}
£/ Amazon MQ AP| 328 I8 4 3 i B}

1. fEM UpdateBroker AP| #4E, $§7E broker-id ENBESH. U T ROABERETRE us-
west-2 X, BXAHMN Amazon MQ irs R EZEER , 5@ (Amazon Web Services —
sE) 9 Amazon MQ i S FPRE

PUT /v1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EERAFEFFERFER maintenanceWindowStartTime S8 Ml WeeklyStartTime ®IRE
B,

{
"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles"”,
"timeOfDay": "13:00"
}
}

2. (A% ) £A DescribeBrokerAPl BREKIE £ TR R EER U ERM. broker-id#IEENBE
8.
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https://docs.amazonaws.cn/cli/latest/reference/mq/reboot-broker.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.amazonaws.cn/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
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GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

E S Amazon MQ {18

ENRENAFTERE  BTNESNE,

@® Note
WMRIEH ActiveMQ RETLEZME , B UEFREBEUMNHRERSIRE .,

LA RGIE RN E A Amazon Web Services Management ConsoleE /& Amazon MQ I,

EHF Amazon MQ RE | FRITUTIRE :

1. &3 Amazon MQ ##lA&,
2. MELAFRS  EFENLLEHEBR ( HlE MyBroker ) o
3. 7TEMyBrokerTWH L , &R #E K EFRE,

/A Important
BXPIRERFEESFLTRIVRS. SEAERTA , E-RREEF—IMTR

4. 7£ Reboot broker XiFH#EH , 1% Reboot,
ER—TMEBEXRAZTES 98, MRERSHEXRHKRNERHERIRTERSHWAE LHT , N
ERNEREEEFE KMETE,

i B& Amazon MQ I

MBEAFEATLH MQ 248 (U FEMITEFANNRAERAE ) , WREMERTEMN
Amazon MQ F il BRABRE R A, Amazon

ERRE 28


https://console.amazonaws.cn/amazon-mq/

Amazon MQ

FRARER

LAR RBERIMAE A Amazon Web Services Management Consolefffl BRICEE

B8 Amazon MQ I

1. B3 Amazon MQ ##| 5.
2. MZLmEFRe | MREHNLLHE (510 MyBroker ) , SRFLEZRMIBR,
3. TEMIERFMyBroker ? JHiEERH , BA |, deleteRFTEE ‘B

MERRIEBRAFTE 5 54

Amazon MQ REBIRAS

REHIIRRERES 7R, TRIIHT Amazon MQ RIEEEVIRES.

7HA API iR

BIE XK CREATION_FAILED TR EAE,

EE0IE CREATION_IN_PROGRESS B 8 [E7E SR,

IE7E M BR DELETION_IN_PROGRESS B A IEE IR,

EEER REBOOT_IN_PROGRESS BRI EEERRE,

Running RUNNING RIEBALUE T,

FREUKRIRE CRITICAL_ACTION_RE REIEEZIT , BLTRHRLR
QUIRED A, BEVHMTERE. B

I JE B 255 0 51 2 35 4

EFRERR | RSB #ER

[] &8 A9 5 B8R o

A Amazon MQ & BERNINIRZE

EAAHFMBEN Amazon MQ BIRUABITRADE , B LURMA TR EREREE B B T
L, XEZHETFZRENAEERH, SUERAKARD BEIRERKERE Amazon IK#E | LUk BRIE

M Amazon MQ 1S3

29


https://console.amazonaws.cn/amazon-mq/

Amazon MQ

FRARER

HEWRASH, Nt , HEMREITERERANEN Amazon IKFIKE, BXESER , 55

% {Amazon Biling AF#Em) P REAERE DR S.

Flan | BRI LUR IR R Amazon MQ &R R A F LM ARNRE :

IR

Brokerl

Broker2

Broker3

ied

Cost Center
Stack

Cost Center
Stack

Cost Center

Stack

(=]

34567
Production
34567
Production
12345

Development

EEARIE T REE UL LR MATHERESHRME S ARE — KRR |, B ERTE KA D BERERIC

THEXBRE,

£ Amazon MQ 12§ & FRMFRZ

B A TSB , BALE Amazon MQ 41 2 s s 5 E1E 61 R0 SRR IR

1. M Create a broker (BIZ2XE) WEF , %FF Additional settings (Hft1iRE).

£ Tags (F7%X) TH , 1%#F Add tag (RIFRZ),

BWA Key (8) # Value (1) X,

2
3
4. (ED& ) i&$F Add tag (RINFRE) BAEMERINS MRE.
5

%% Create broker (8/2XIE),

EREERERFIRE | FHITUATRE

1. M Create configuration (RI2EE) WEH , i%#F Advanced (§4%).

2. 7E Create configuration (8|2 & &) I E LK Tags (FrZ) T , % Add tag (R IIFRZ).

3. HA Key (8) M Value ({8) X,

1£ Amazon MQ $## & R IR IRE

30


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

Amazon MQ FERARER
4. ("W ) %EF Add tag (R INRE) LEEER NS MR,
5. %% Create configuration (B1Z2E &),

ANINFRE T |, B LAME Amazon MQ BHIAHEE. RENMBRERNIRES, SIETLEER REST API
EERBFENIRE, BXEZEE |, i85 Amazon MQ REST API &%,

1£ Amazon MQ #41 & PR IRE 31


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-tag.html

Amazon MQ FEANGIER

£ Amazon MQ for ActiveMQ

FA Amazon MQ , IUBMFEREESENFZRNITENE/ R RLUIEEERE, BAILUFE
. Amazon MQ REST API = #|Z Amazon Web Services Management Console, EEHMMIREZ L
Ao Amazon Command Line Interface

Amazon MQ for ActiveMQ RIBAIERN B SGIRIBR /2 AREHRTHE, N TFXHHI2E
N , Amazon MQ BE TRE#EHRERREHS A,

@ Note

Amazon MQ £/ Apache KahaDB fE N EEEFM#, T XEEMBIEFM , 0 JDBC A
LevelDB,

ERBAGRENRE | FERMEA ActiveMQ XIFHNEMRIEES ABEL N ATHBEABER TLS :

. AMQP

. MQTT

- MQTT &3R T WebSocket
+ OpenWire

« STOMP

« Kz —1¥R WebSocket

ET#HIL S MQ REST APIs , B2 R 5# M Q REST APl 2%,

Amazon MQ for ActiveMQ X I8

A2 Amazon MQ for ActiveMQ 1RIE ?

RIE B1Z1TE Amazon MQ EHEERERIE, ©= Amazon MQ WERHER, RERHIE
(m5,t3) MK/ (largemicro) WAESERF AREEHIZERE ( HlEmg.m5.1arge ) o BXREZ(E
B, %2 # Broker instance types,

« BRHIRER-NMNTARFHN—NMEBAR,. REBESENNHARER LR Amazon EBS 5 Amazon
EFS I &HITEE.

Amazon MQ for ActiveMQ X 32


http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

s FH/EZARBAFNTEATAXFHNFENMMEBAR , BBEA TR . XERBSENNARFUR
Amazon EFS #TEZEE.

BEXEZEER , 2 Amazon MQ for ActiveMQ KIEHI ZBE £,

BRI LR A B3R EMRAF R IATE Apache K RIS B FRERAE B3 ARBIFRERSE. B3
ARELEFRBEARE , ZEFHRERAER/L. JLR (24 DEHER ) MEFX ( BRIAR UTC ) E X

BXRUBNEERENER , BSRAUATRE .

o Al : S HIEE ActiveMQ I8
- KB

* Broker statuses

REFNER W

ERBAGREHRE | FERMEA ActiveMQ XFHNEMRHEES ABI N ATHIEABER TLS :

- AMQP

. MQTT

- MQTT £3R T WebSocket
* OpenWire

+ STOMP

« Kz —1% WebSocket

Attributes

ActiveMQ REEBFJLNEM |, Hlu0 -

« & (MyBroker)
+ ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

 ActiveMQ Web ###|& URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mg.us-east-2.amazonaws.com:8162)
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html

Amazon MQ FEANGIER

BXEZEE , 555 Apache ActiveMQ XHHHY Web #2# A,

/A Important

MREIEENRNME T B ETE activemg-webconsole A | BT E[EA ActiveMQ
Web #&14& , RRZAKRIKEENE Amazon MQ REBRFZHERZWRBZREREE,

« HRPWLIRTR:

« amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:5671

 mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

® Note

X2 — OpenWire 5 R0

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

BEXEZEE , 5501 Apache ActiveMQ X4 K il B 1% 5l

(® Note

SNTFEA/ZARE , Amazon MQ 4 TH A ActiveMQ Web URLs #4l& , B—XxRE—|
URL & F5EZNIRES. B , Amazon MQ ABNERIDPNEE—FNLETR , BN HR
H—NRIET 2 TEIRS. -1 M -2 FBRRRITRX,

BRAREEMENTEIR , 25 (Amazon MQ REST API 2&) FHUTRHE :

« REST #24E ID : Broker

RE 34


http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html

Amazon MQ FEARIERE
« REST #4E ID : Brokers
« REST #4E ID : Broker Reboot

KERF

ActiveMQ B F 2EEB 17 ActiveMQ REWRAFIFMEEN AN ARERF, BULLHAFRENESR
EMNPR, Hilan | @Al AR ERFiGE ActiveMQ Web #2#| A,

AR—MEMIRE, BUUNAFRSEA , HAABRERE, EIBAEERSER S EBHRR,

/A Important
NAFHTERTSUEFEINATAS. ENAER , YMERFT - 4PRFEFES N
B,

BXAFMANEES , 555 Apache ActiveMQ XRHFHILLTES -
© BR

- BRURHI

BXRoZ. mENMER ActiveMQ BFHNER , BZRAUTARE :

« BlE ActiveMQ RIEAF

» Users

AFREM
EXAPFEMNTEIER , 558 (Amazon MQ REST API &) U THRE :

« REST &4 ID : User
« REST #4E ID : Users

Amazon MQ for ActiveMQ {3 Y 3B 2 1% I

Amazon MQ R IBIZ 8 Sc | M ERFZBBIE T,

User 35


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-users.html

Amazon MQ FRARIER

EI 1 : Amazon MQ B SE 548 I8

BHIREBEE-NTAXFH—MMEBARK. KESEMNNARERUK Amazon EBS &% Amazon EFS
EEBHITERE., Amazon EFS ZEEEBNEZ N THARXURFMHIFERBHES KA AE
MATAM (AZs)o Amazon EBS 4 MRERFMSHEHEH T TIMILHREFH, BXEHEEITNE
%ER , 12 Storage,

TEHEAT —NEXHIRE  HPasEZ/ AZsKAIEHIK Amazon EFS 7%,

! Amazon Web Services Cloud

=)

Client ; Amazon MQ ! EFS Volume
- Broker i
us-west-2a !

TEUAER Amazon EBS R ELHIRBEEENATAXPE SRS R/FIITES

! Amazon Web Services Cloud

—=

Client Amazon MQ EBS Volume
i Broker

us-west-2a

...................................................................

R 2 - TSRS AMR Amazon MQ E£31/& ARE

FH/EAREBEAFNTETHARTHNHENIMMEBLAR , BN TR, SERBELENNARFUR
Amazon EFS #1T[E% &S, Amazon EFS Z# & EE BB N TARXTREEBERRERESR
BT AR T A (AZs)e BXEZEE , S Storage,

BRpIRE 36
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BE , EAHREBRIE - MEXGL T ERS , RAREXFNL THEARS, REHF-PME
KO MM ESRIEERTEYT , M Amazon MQ FETE R —BRESA = gefEIEERPF LIRSS, X2
FETIRR RFNEAXAIL T EDRSHTHREZEABRE, YLEBREN , HEEBNE/LY
H,

SNFER/ZANRE , Amazon MQ E# THA ActiveMQ Web URLs #4l1& , E—XRE—1 URL &
FEHIRES. E#E , Amazon MQ A BNEEMUREHRFNRETR , BEBABNPRE-MMETR
T EHRS. -1 F -2 FRRTIARN . WTFLEHULHETR , EARATNARFERAYERE
BREREEITE LT R

TERHBET —NMNEH/ZBARE , HAmazon EFSE#EZSIMMEZBEE], AZs

! Amazon Web Services Cloud

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client

EFS Volume

Amazon MQ !
Broker us-west-2b |

Amazon MQ {CEE W £&

Amazon MQ % # ActiveMQ X IE M & IhBE,

REMNEHS N EEIRKGNRERE/ZFAREBEAR, CIZREMZTUIRES S MMEKGIH
A, RERDMAEFE,

REE ML 37


http://activemq.apache.org/failover-transport-reference.html
http://activemq.apache.org/failover-transport-reference.html
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240 AW G B AEERN ?

ZLBAMERBIEAMNGEERT —NELAEEI S —IMELBEREUN, MEEESFEEN-
REHE - MENRFES. MEEEREREREPREENERNIRNITERE, W TIENTEE,
HEMMN-MMEBERE S —ME, XTRIEE , HEERMEZRARBEER.

MRMEEZSBEBRINT , NHE A M Broker2 # & % Brok er 1, il , U TFERERE PRI

T NetworkConnector &8 :

BRUEREMEPRMNERAFEN TN TERE, EAEFELDS —MUESIANTEE , LAERE
SR RFE M, NTEENTMAARITEE Amazon MQ RERENI S IR BREM.

RIEM L AL B TSR 2

EZFERE AEBEIMNETHREB , REAXAFABRNER K RETMEtRENERE—
¥, BRBERE AW <networkConnector> BEEFRMEZD K MANELAEREA L|E—1
EREB LHNS— NAFEEMHREENAF, (XEAFPRAZEHERAFEMEZEBENIE B —HHA
F ). HEIE <networkConnector> BLEHIEE userName BHR , Amazon MQ FEZE/TRR B3
WINZEL,

/A Important

B2 A <networkConnector> $8E password B, RIMNTENEREBRENXHFEHESH
XEB , AAXLEZBE Amazon MQ ZHIEF AR, BXEZEER , i3 H Configure
Network Connectors for Your Broker,

X

EREE Amazon KIFHREME , FEXLEXFHERRE , ARHXERENRKSE B M EEE
o

2P RPN S ul b (: v 38
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FRARER

Brokerd

EREGE R —FHNREMSE , EA LU networkConnectors 5k B NZI Broker1 1 Broker4 Ry

BLER , U5 AXERENLERLIRT Ko

Broker1 By M 4KIEIESS

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>

5 X 35
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</networkConnectors>

Broker2 By W &IiEH#ERT -

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 By 4KIELESS

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)" />
</networkConnectors>

BB EMEEREITNITHERE

BR T ELi& networkConnector stk , Bk AT MABEL B ZRH IR transportConnector ETUAE A3h
DHEER , UREMNREFRNSEHRREEEHRFEHIELE,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

FEARHIH | updateClusterClients l rebalanceClusterClients #i&EN true, EXM
BRT , REcnBFHREMZFHRENIIR , MEZFHEEEMREMARBERIXLEREBELR
T,

A kT

« updateClusterClients: MEFFimfZiE2EXREHRHIFNEFHNERNER.
« rebalanceClusterClients: ¥ & Fine B F RN 2 IR P 45 Y 351X Lo 38 BB 37 T 1,
« updateClusterClientsOnRemove: EEREETREMNEN , ENEFHBHAIMER,

A BT ERRH T SRR 40



Amazon MQ FEANGIER

%% & updateClusterClients A true i , EF IR A UERE RN EZIINEREPNENE,

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

HENWALrEREN , BFREIMSE URIs FITBLLANSIR, MREEIRERM , ©A U
M EHEEMARENAEZ—

BXHERBNEZER , B5H Active MQ X A THEHEBH KKK,

ERATF ActiveMQ REZHIKB T TE MQ

REXBIZE (m5,t3) MK/ (large,micro) WAEHEHRM A RELFIZER ( flaing.m5.1large ), T
RIHE T ActiveMQ RIEBA AT Sz MQ REKHIFKE,

ERFIERBLIETEFZH , Amazon MQ 2EAD7E 90 RN AHBA, RIMNBWEEZ end-of-support
B Z e SN R EARBIFTHSEFIZER | SRy 1k HIER AR,

/A Important
BT HBETE 2025 £ 3 A 17 B XRt2.microsimg.m4.large 2 FBIEZR L A,

SR B VCPU M7 (GiB) e 1 Amazon MQ
KiEX#E

mq.t3.mic 2 1 Wih EFS

IO

mg.m5.lar 2 8 47 EFS =% EBS

ge

mq.m5.xla 4 16 t EFS 5 EBS

rge

mqg.m5.2x1 8 32 47 EFS =% EBS

arge



http://activemq.apache.org/failover-transport-reference.html#FailoverTransportReference-Broker-sideOptionsforFailover

Amazon MQ FEANGIER

LR B vCPU HN7F (GiB) HEMEA ER Amazon MQ
KL

mq.m5. 4x1 16 64 47 EFS = EBS

arge

BARELEIRFINESEE  BEHEEEBRNREXFIRBEUINSGEFLE,

Amazon MQ for ActiveMQ X IBf &

BEHRTEEM ActiveMQ REMFTBERE ( XA XML #3X , ELTF ActiveMQ B activemq.xml
X)), BRANECERE , AGUERE, 25, EUUNEENA T — NS ME,

/A Important
NEEXTERFXVNEANAERE, ENRAESR , UAFFT —EFPRIEFEER
B,

R BEE A DeleteConfiguration API fIBRELE. BXEZEE |, 5 H Amazon MQ
API ZEHWNALE,

Attributes
REREERF/LIEY , HI0

« B (MyConfiguration)
+ ID (c-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
BEXBEEBEMMNTEIIR , ESH (Amazon MQ REST APl &) HRHTHE :

- REST #4E ID : Configuration
« REST #4E ID : Configurations

BXBEZITRMENTEIIR , BSHANUTRE .

REEE 42


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html
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« REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

f# /A Spring XML BELi& X4

£/ Spring XML X#KEE ActiveMQ X3, EAIUEESH ActiveMQ REMNEZHE , WFE X
BHr, BAREM, ROCGKBMEMS. Amazon MQ BHIHFP-—EERETE , MNFERNERE. BAlF
REFHMEEEDT , el EAENMNE,

£ Amazon MQ XML 2 FIEE T £ EZXFHNE BRI : B AERA LT EEE T 82 IFRME zip
Mo

* amazon-mqg-active-mg-5.18.4.xsd.zip

 amazon-mg-active-mq-5.17.6.xsd.zip

* amazon-mg-active-mq-5.16.7.xsd.zip

 amazon-mg-active-mg-5.15.16.xsd.zip

A AE A X R KRR UENB R ENEE N 4. Amazon MQ & A FEBEE L& XML XX HRIZHE
B, & LS XML XHE , Amazon MQ £ BEI RIFBRMNIBFEMBIBREXRIMELNEESHK.

(@ Note

L REEARENIRSE. Amazon MQ SNENEESEEIE Spring RIEX, TEMTE
S| TEME %,

#1Z Amazon MQ for ActiveMQ R T &

BB T EEMN ActiveMQ REMFTBRE ( XA XML #3X , ELTF ActiveMQ B activemq.xml
X)), BRANECERE , RAGUERE, 25, EUNEENAT NS MNME, B LA
RASELTFNBANALRE,

LA R BIE R an{aE A Amazon Web Services Management Console 12 5§ Amazon MQ X E &
=
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/A Important

A BEfE A DeleteConfiguration API BIBRELE. BXEZEE. , 2 Amazon MQ
APl ZEHWNALE,

SIEHMVEE
BOEFNAERE , aABEENEE,

1. %% Amazon MQ 4|5,
2. &EEM , BIASHMER , AFERE Configurations (ELE).

Amazon MQ

Brokers

£ Configurations (Eti&) TWE L , % Create configuration (BIE2EE).

4. 7 Create configuration ( 8|2 #E ) TWEH LK Details ( FHELE ) o+ , # A Configuration
name ( BBEAF: ) ( Bl MyConfiguration ) Hi%&#® Broker engine ( fRE 5|2 ) R,

(@ Note

ZE T #AX Amazon MQ for ActiveMQ X #FH ActiveMQ 5| ZMRAHNEZFER , 5 Hthe
section called “fRAEE”,

5. ZEMIREE.

BT B EE1T
PIERERES  SECAREBITREERRE.
1. MEEIXRPEEMyConfiguration,

@ Note
AT Amazon MQ BIRE B N IREIRE —MEEEZT,
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fFZMyConfigurationWE L , FE RENFEEMBITRERNRIESI ZRBMARA (Hlan0
Apache ActiveMQ 5.15.16 ) .

2. f& Configuration details &I+ £ , @& REEEITS. ERM XML FXHWREERE,

(® Note
REINERERNE—MHHEEZT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. #%#% Edit configuration (4R ELE) H X XML BE#H1TE R
4. EBRREF.

Save revision (fR7FE1T) JHEEHI,
5 (Hi# )ZEBE A description of the changes in this revision,

6. EEFRF.
HerFERENHET.

/A Important

Amazon MQ ZHI A B RELEMRBFELINBLNEES K. EXEZEEMANT
B XML S ¥ TR IR , i3 5Amazon MQ Broker Configuration Parameters,
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MEESITRAERE

BITERESR , TR EE ST iR A BRI,
1. FEEM , BFSMER , AE%ERE Brokers (RE),

Amazon MQ

Configurations

2. NELAFERAP | EFENIRELE (Hla0 MyBroker ) , REERRE.
3. 1& “YmiE MyBroker” MHM ‘FE” #8500 , EREENSITR , RAEEEF TSR,

4. 7f Schedule broker modifications (1T XIXIE1E k) BB , 1E#E R 7 During the next scheduled
maintenance window (T~ —/MtXI4E 5 B ERHA[A]) I£ 2 Immediately (3ZB) RS,

/A Important
BRHRBEERHLTELRS, WTEHRE  SREBEEN , —RAF-IMHRL
TEIRE.

5. EEMNMA.

ICHVEC BAETT R FE TE RV B i) B A B SRV AR R

Y% Amazon MQ for ActiveMQ BB 1£1T ik

MEESITHREAZNRER  SUREENHATHEE. BRUATHARBEEEZ TR,

1. &% Amazon MQ ##l&,

2. MELAFERAP , REBEHOZRELHE (a0 MyBroker ) , ABEERRE

3. 71EMyBroker M Lt , %&$#F “UmiE’",

4. 71t “Y4m%E MyBroker” MHK ‘BME" &% , EF—NEREMN —MEITR , AGERERE.
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5.

® Note
MRIFFBEQNBREMEREE , BN ST Amazon MQ BIZERIER B GIEE —NEE S
To

f£iZMyBrokerWH L , FEREEFEANNRIESIEBRBEFARA (20 Apache ActiveMQ
5.15.8 )

£ Configuration details &+ £ , @R REEEITS. #ERM XML HXHREBERE.

(® Note
REINEERNE—MHHEERT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

1%#% Edit configuration (4REEEE) H X XML ELE#H1TE R,
EERTF

Save revision (fR7FE1T) JHEEHI,
( Al ) 388 A description of the changes in this revision,

ERRF

HerFERENHET.
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/A Important

Amazon MQ BHIA LB BREEWREELINZELNEESH. BXEZEENAT
B XML SRR , 2 Amazon MQ Broker Configuration Parameters,

Amazon MQ BLEH AT TE

THER Amazon MQ BEEF A FH TR IFAIIR, BXREZER |, 1S H Apache ActiveMQ X4
7 XML EiE,

&

abortSlowAckConsumerStrategy (BH)
abortSlowConsumerStrategy (Ei%)
authorizationEntry (EBM)
authorizationMap (FE&TTH)
authorizationPlugin (F£&H)

broker (B | FE&TH)

cachedMessageGroupMapFactory (BH)

compositeQueue (B | FEETTE)

compositeTopic (B | FEETH)

constantPendingMessagelLimitStrategy (BH)
discarding (EM%)

discardingDLQBrokerPlugin (E)
fileCursor

fileDurableSubscriberCursor
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TE

fileQueueCursor

filteredDestination (E1%)
fixedCountSubscriptionRecoveryPolicy (B1E)
fixedSizedSubscriptionRecoveryPolicy (BH)
forcePersistencyModeBrokerPlugin (BH)
individualDeadLetterStrategy (B1%)
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (BH)
mirroredQueue (EBM)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (BM)
oldestMessageWithLowestPriorityEvictionStrategy (%)

policyEntry (BY | FEEXH)

policyMap (FEERE)
prefetchRatePendingMessagelLimitStrategy (B1E)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (B1E)
queue (E1%)

redeliveryPlugin (B | FEE&TH)

RFW TR 49
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&

redeliveryPolicy (EM%)

redeliveryPolicyMap (F5&H)
retainedMessageSubscriptionRecoveryPolicy (FEERER)
roundRobinDispatchPolicy

sharedDeadlLetterStrateqy (B | FEETH)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor  (EM)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry  (BM%)
tempQueue (E1)

tempTopic (EM)
timedSubscriptionRecoveryPolicy (B1%E)
timeStampingBrokerPlugin (E1M%)

topic (BM)

transportConnector (E)
uniquePropertyMessageEvictionStrategy (BM)

virtualDestinationInterceptor (F&&HK)
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FRARER

TE

virtualTopic (EBM)
vmCursor
vmDurableCursor

vmQueueCursor

Amazon MQ BLER RIFH TEREEMH

TH=Z Amazon MQ BEEF AT TEZRHEBEMNIFAIIR, BXEZEE , i5SH Apache
ActiveMQ X H XML BLiE,

THE B 1%
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers

maxSlowCount

RFHEM
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FRARER

TE

authorizationEntry

broker

B

maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic

write

advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed

monitorConnectionSplits

RFHEM
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TE B

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority
timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues

useVirtualDestSubs
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FRARER

TE

cachedMessageGroupMapFactory

compositeQueue

compositeTopic

conditionalNetworkBridgeFilterFactory

B
useVirtualDestSubsOnCreation
useVirtualTopics
cacheSize
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit

replayDelay
replayWhenNoConsumers

selectorAware

© EUTRARZHHE
Apache ActiveMQ 5.16.x

RFHEM
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& &
constantPendingMessagelLimit limit
Strategy
discarding deadLetterQueue
enableAudit
expiration
maxAuditDepth

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy

maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

RFHEM

55



Amazon MQ FEANGIER

TE B
forcePersistencyModeBrokerPlugin persistenceFlag
individualDeadLetterStrategy destinationPerDurableSubscriber

enableAudit

expiration

maxAuditDepth

maxProducersToAudit
processExpired
processNonPersistent
queuePrefix
queueSuffix
topicPrefix
topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
messageGroupHashBucketFactory bucketCount
cacheSize
mirroredQueue copyMessage
postfix
prefix

oldestMessageEvictionStrategy evictExpiredMessagesHighWat
ermark
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TE B
oldestMessageWithLowestPrio evictExpiredMessagesHighWat
rityEvictionStrategy ermark
policyEntry advisoryForConsumed

advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC

inactiveTimoutBeforeGC

RFHEM

57



Amazon MQ

FRARER

TE

B
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl
queue
queueBrowserPrefetch

queuePrefetch

RFHEM
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TE B
reduceMemoryFootprint
sendAdvisoryIfNoConsumers
sendFailIfNoSpace
sendFailIfNoSpaceAfterTimeout

® EUATHMAEPZEZE
Apache ActiveMQ 5.16.4 R E SR

sendDuplicateFromStoreToDLQ

storeUsageHighWaterMark

strictOrderDispatch

tempQueue

tempTopic

timeBeforeDispatchStarts

topic

topicPrefetch

useCache

useConsumerPriority
usePrefetchExtension

prefetchRatePendingMessagel multiplier
imitStrategy
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TE B

queryBasedSubscriptionRecov query

eryPolicy

queue DLQ
physicalName

redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded

redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration

RFHEM

60



Amazon MQ

FRARER

TE

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

&

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
immediatePriorityDispatch
useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration

futureOnly

RFHEM
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& &
processNetworkMessages
ttlCeiling
topic DLQ
physicalName
transportConnector .
name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend
local
dropOnResourcelLimit
name

postfix

prefix
selectorAware

setOriginalDestination

RFHEM
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TE B

transactedSend

Amazon MQ R tEE M

THRXTEEMHWIEMEEA, EXEZEE , BSH Apache ActiveMQ XHEHH XML B &,

R

broker R— 1 R&EETE,
Attributes
networkConnectionStart& %

EZEMNBERHAATFHMMERNES , A <networkConnectionStartAsync> #5&, %47
ZETMEBCANTEFHTEINGEE (GREBIRSD ),

ZRIAME : false

RIELE

<broker networkConnectorStartAsync="false"/>

Amazon MQ BLER RIFMTE, FEEREREFTE

THR Amazon MQ BEEFR ATH TR, FEERRZREFRENFAIIR. EXEZEER , BE5H
Apache ActiveMQ X#HH XML B &,

& FEERE FE

authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry
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Amazon MQ FERARER
& FEERE FrE
defaultEntry authorizationEntry
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations queue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin
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FRARER

TE FEERHE

systemUsage

transportConnector

compositeQueue forwardTo

compositeTopic forwardTo

policyEntry deadLetterStrategy

FRE

statisticsBrokerPl
ugin

timeStampingBroker
Plugin

systemUsage

name
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination

discarding

65
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TE FEERHE FuE

individualDeadLett
erStrategy

sharedDeadLetterSt
rategy

destination queue
tempQueue
tempTopic
topic

dispatchPolicy priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFiltexrDisp
atchPolicy

messageEvictionStr oldestMessageEvict
ategy ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy
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messageGroupMapFac
tory

pendingDurableSubs
criberPolicy

pendingMessagelimi
tStrategy

pendingQueuePolicy

pendingSubscriberP
olicy

FRE

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory

simpleMessageGroup
MapFactory

fileDurableSubscri
berCursor

storeDurableSubscr
iberCursor

vmDurableCursor

constantPendingMes
sageLimitStrategy

prefetchRatePendin
gMessageLimitStrat

egy
fileQueueCursor
storeCursor
vmQueueCursor
fileCursor

vmCursor
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FRARER

TE

timedSubscriptionR
ecoveryPolicy

policyMap

redeliveryPlugin

redeliveryPolicyMap

slowConsumerStrategy

subscriptionRecove
ryPolicy

defaultEntry
policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

FRE

abortSlowAckConsum
erStrategy

abortSlowConsumerS
trategy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

policyEntry
policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy

RUHNES
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TE FEERHE FuE

retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy

olicy
fixedSizedSubscrip

tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue queue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic
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Amazon MQ F &R M

THRFTEEMMNFMARE., BEXEZEELR , 5 Apache ActiveMQ XRAFAH XML BLE,
&

« authorizationEntry

* networkConnector

» kahaDB

» systemUsage

authorizationEntry

authorizationEntry £ authorizationEntries & & TEMN I,
Attributes
admin|read|write

RF—ARFINRER. BXREZER , B5H BARERNRE,

MBEFBIEEN BN T EETE activemg-webconsole A | BF LA ActiveMQ Web 124l
B, BRZARRERNE Amazon MQ KB RIXEERFU KRB ZRERNER.

ZRIAE : null

IR E

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
queue=">"/>
<authorizationEntry admin="admins,activemqg-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
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</authorizationPlugin>

(® Note

ActiveMQ on Amazon MQ ## activemq-webconsole AMEFTER Y| EZTH EER
BR. ZHEFHAERFEHEEERHRNER,.

networkConnector

networkConnector & networkConnectors ¥E4TEN FI,
i

e Attributes

o RYIEE

Attributes

conduitSubscriptions

EEREMNEPNRNBEEREFITIENR-BHRNSNMEAER I —NMEAE, flwn, R
conduitSubscriptions REN true , HERNEAEEZEEINRIE B HNBFRFFER , NIKEB
LETERE A WRGERFITHASHENMNEEITRAD , MERE—NEERIAMNE A BREIR

(@ Note

f¥ conduitSubscriptions IREN true AILUE D IRMERE, E- , FALLEMERTEE
B ERENEEATSEE  HAUREREERTSEATEBNTR (0, 3F IMS
HEERBIFAETHA)

ZRIAE : tTue
duplex

BEREBEMEZHINEEZERSATERNERAER, fln, MRREAEENIELXTUESKREBW
EE WEERBEMNREBEAZRKINREB, B2, IRRE A CZRRE BHNIERE , IIAREB T
UHEEABNRE AMEERE <networkConnector>,
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2RiA{E : false

BFR

IR W 4% P BT TR RY B o
ZRIAE : bridge

uri

REMEHHNME (RSNME ) 2 - WAL RIPNULIRT

ZiAE : null
username

RENEHFHNREXENAFE,
ZRIAE : null

RIS

@ Note
MAEH networkConnector REMNKREMERN , HUESREBXENAFHNHB,

BERNMMEANREMS

ERHBEES  AMEEEERENED, MEEZESFENBEMRconnector_1_to_2 , KEERANA
F & 2myCommonUser , E#E2duplex , OpenWire iR URI fIEI& Istatic: ,i%zT\ﬂ:iEZIEﬂT?-
£ one-to-oneif #,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

BXEZEER |, 15 Configure Network Connectors for Your Broker,
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BEZNMEHREMS

EUHEBEEYS , SMEEEERENES, MEEESFNEMRconnector_1_to_2 , KEEAW
AF&AR , E#R myCommonUserduplex , 255K OpenWirels R FI TR LUIES 5 F@ URIs F 8
Zmasterslave: , RAREZHEEFEEHREEBEE, MEIRENHEERBRT2EIN , EME
BEZ R RE 4k 4L,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(® Note

BANBWENMEZRIEEA masterslave: B, ZBIRESEHAM static:failover:
()?randomize=false&maxReconnectAttempts=0 &% R,

(® Note
bt XML BLER S VFE R 22

kahaDB
kahaDB 2 persistenceAdapter FE&TEMN T,
Attributes

concurrentStoreAndDispatchQueues

EERBNIIEAHRFRENT K. BXREZER , FE5H NEBEREAENNSIZERH 276
%ﬂ I)ﬁo

ZRIAE : tTue
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cleanupOnStop

@ EATHRAPZRE
Apache ActiveMQ 15.16.x & E S R4

MREA |, WRAERBELHHTARERRFEE | ATIREAER, 7600 ADHIRE D BEE
HEENELT  REREEEHEA.

ZRIAE : true
journalDiskSyncle] f&

£ journalDiskSyncStrategy=periodic WERT , FITHERZ I EEIR (E®). BXiF4H
§8 , 2 Apache ActiveMQ kahaDB X 14,

EIAE : 1000

journalDiskSync ik #&

@ EUTHREPZRE
Apache ActiveMQ 15.14.x & E @A

BEMERLS K, BXFMES , S Apache ActiveMQ kahaDB X%,

ZRIAE : always

® Note

ActiveMQ 3ZH4HLTE B IE 1 LR F #5420t journalDiskSyncInterval , EERIAER 1
¥, BIERATUESZAR , BRESHEE. BHEEER.

preallocationStrategy

BREEFEMBSXA4N , ABZHMSBEBEXHNEN. BXFHEFEE , HSH Apache
ActiveMQ kahaDB 3714,

ZRIAE : sparse_file
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B E

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage 2 systemUsage FEERNEN T, ZRnRBHIRBERERUEREE ZBIFEAN
BAZHRE, BXEZEEL , HSH Apache ActiveMQ X4 Y B2 SR Ho

FrE
memoryUsage

memoryUsage & systemUsage FTEMNFUl, ZEEERNFFEAER. FH memoryUsage A
DRIREEFEANATE  IREETUSR RS TEENERERL. BXEZER , 51 Apache
ActiveMQ X5 FR Y2,

FrE

memoryUsage = memoryUsage FtEMN FIl,
B

percentOfJvmHeap

NFO(B)ET0(E) ZENEE,

BMINME : 70

Attributes

sendFaillfNoSpace

BEEXBTAZREINERT send() FERBNEM, BRIAENR false , ZELMEL send() B3,
ZEZRTH. BXESZEER , BSH Apache ActiveMQ XHEH I,
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2RIAE : false

sendFaillfNoSpaceAfterTimeout
ZRIAE : null
ROIEE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>

<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">

<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

Amazon MQ for ActiveMQ R 5 X 15 3 iE & &

Amazon MQ for ActiveMQ 12 E X iEE & (CRDR) Zhat , AP HENERBNERERS EH
FEIAXBA B AKIE, Amazon B[ Amazon MQ API & HABEERER , Yaigl&KEREA R
FREAE MYNEREBERENIETIREAE,

T 5 X i3 2 dE & 8 £ R 5l A=
FANAREREBAEARE | UESRENE KN ERER 58 ST EAR Amazon KEHEIARK
B, IXAE-NARNEPEARE (HHERE ) AR BOKSH—NTROIHEARE
(HHEIARE ) AR,

TEHSA T HXEFHEIRRENEXKGHH ERBERFSEFNBIENATE,
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us-west-2

VPC-xyz

! Replication
_ Traffic

..........................................................................................................................

FRENBFIAREBERSEXSHERERRTR, MREXFFNEREBHIARE , WTLAERE 31
RYAVER  FHPKEPNEFARERANERE, R, UV EREXNEIARNRE , MAETH
BIARERANENRE, ARUBTARENBARENGRA , FSHEE Amazon MQ BXEHHIEE
A,

(® Note

GERT X312 ANRE,
FERT RGBS,

2132 Amazon MQ 5 XiZi # iz & I E

FERBERXAKIESS (CRDR) , BALBEEE , £H /N AWS Kifi# i Amazon MQ for ActiveMQ
SHEREZR M, SN EREBEENETREH N ZREQYERIAR , 4R SERFHNERE
MEIARIE, R, BALER Amazon MQ Promote API BEFRIAREBREANERELE G, X
FREMNBIEARENESER , BZRATEXSHESE SN ERENERLE,

LT BRH#ER T A A Amazon MQ EE 25 I ENE BRI AKE,

ES}
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- KREH

« Z|1 (k)  BIEFHNERE
- ST 2 QBN BRENEAR

FRF M

EFABXEBESHITEE , EUMERHEFUT RREH

o R BXEHIEE &1 88 E B FAmazon MQ for ActiveMQ X3 5.17.6 R E = R,
s X WX FEXEBIEES BRI (#HZBMN ). XERIP (FSRIMIEE ), XE

EER (BENM ), ZEES (LmREEL ) .

o RHIXH  BEXEHEEHIGERA TREES KD mg.m5.1large RE XMIE,
- HMEBRY  BXEHEEFHNERATHEBTZWAXMNES/ZARE,
« KBRS : BRENREIRSH Running HEREGE AR IE,

FEA (k) RIEFHERE

BIERTRY EAE

1.

2
3.
4

3% Amazon MQ ##lA .
£ Amazon MQ #ZHI 5 “RE"TTH L , EFNERIE,
£ Select broker engine ((EFRIE5|Z) WE L , 1£#F Apache ActiveMQ.

# Select deployment and storage (%% &B& #17f#) I E#Y Deployment mode and storage type
(MEEXANFHERE) B0 , ITUTRE

FNFEBES , EEETH/ZFANRE, TH/RAREBEAFNTEATARHEE N TRNAHN
REARK, XEREBSENNARFLLE Amazon EFS #1TEILSEE. BXxEZER |, H5
¥ Amazon MQ for ActiveMQ 1% 38 B9 ZF 2 3%£ 17

ﬁ?¥-|:_$o
£ Configure settings (Bt E1i%E) TUHEHAY Details (FHAE L) Fo , MITUATRE -

a. %A Broker name ((REB ).
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/A Important

BOERBEBHPRIMNMNASHER (PI) REMNBZRBBER. REBEEHRAHE
2 Amazon Bg%5 (‘@35 B CloudWatch & ) hiE, REBMTES A TRAERBESK
EO

b. 1%&# Broker instance type (fREEEHIZER) ( 20 mg.m5.large ) « BXREZELR | BSH
Broker instance types.

7. 1E ActiveMQ Web Console access (ActiveMQ Web & &1517]) E2 , 121 Username (AAFR)
H Password (18). A TREEATREAFBNEE

- AFBRREsFZRRTEFN. BU%, IR, TRILMBRL (-._~)o
« BBYUMEDN 1240FH  BEEL 4N E—F/ , HEFBEEES, ESHES (=),

/A Important

BOEREBAFEDRMNMASHEER (PI) SEMIZHBRBES., REAFETEHE
fo Amazon BRSS151A |, 24F CloudWatch BE&, RERAFEFES A TAERBRBKIE,

TETREH GG FEEIA Amazon MQ EEREXFHREIACE, SETUEFNEN CRDR
A RPO RS, EXM‘CRDR A&"M'RPO RAS , HEFAERA LANKRER. RE
EERMAE L , XA CRDR A& RPO R

SR 2 B ARENEIA

1. 7 Amazon MQ ZFIaM“RIE'TEH L , EFCIEERKE,

2. EEBEIREREL , 2EFEAE CRDR ZRENNERE, REERT %,

3. EEERARERNEL , FATHNRLERFAIXRXE,

4. HEEIAREM ActiveMQ 2HIEAFISH , RHBIAKEZFERAFNRAFENED, ATRE
ERTREAFENZES
- AFBARESEFERFFH. BNL. AR, THEFERL (-._~).
« BRAREDH 12A0FHF, BEELL4NMNE—FH , HEFTBIEES., BSHES (=),
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/A Important

BOEREBEAFEDRMNMNASHEER (PI) SEMYIZHBRBES., REAFETHE
fb Amazon BR8] , A3 CloudWatch B&. RERAFEFAESATIERBBKIE,

5. ERTEREZAMESANKBENAS B, REHHEAERBNHAREN DA
ENEB. WTRHUEATREASENEE
. BFERRASTERTTA. BUL. AR, TURMRRL (-._~).
. BBLAESR 12T ARED 4 M- FHATRAEES, FERES (=),

/A Important

BOERBAFPERFIMMAESHER (PI) REANBZHBRBES. REAFRTHAE
f Amazon BR8] , B3 CloudWatch B&., RIEAFEZTESHATIAERBUREKIE,

BETMEMRE, REERT—%,
6. EEEHUENEL K EFRIARENEAGE. AR5, ERBEARRE,
7. BETXR,EBERE, XUFESEIARE, EXEEREMNHA , iHZHRebooting a Broker,

BXAN ActiveMQ REEEHMIRENEZER |, HSE A : 0122 HIEE ActiveMQ K2
i BR Amazon MQ ¥ X g ¥ iE & Sl E

EMREBEXHBIEE S (CRDR ) REHEA , BAEBUREX , RARERNRE, LT U HANMA
£/ Amazon EEZHI EEUEEN HEMBHRE,

1. ARENEL , EREFUEEXK CRDR RIE , AREERERE.

2. EHFEEFFINREBRENE L , EFEUHEXNKE,

3. EHHBEODBMA HIN LUHIAGH®RR, REEZEUEEMNE,
4

BETX, ERECHENNERE, FUNEREARE, EXERKREMNRHA , S Rebooting
a Broker, EREBERFG , AMIEBHANECEEXIRE |, AT aikR. ERBREHNRE | B5
¥ Deleting a broker,
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BRI AR EZ N Amazon MQ BIARERANEREAE

HEBEFREARERANEIRESCH , TUBHRFRMEE. ARBRRER , TREBELER
NEIRREAE,

HRELEZRE —BEM TR WA, HHRBEBRETHRN , TURIEAEL THERRS, B
B, EEVAEE-BMENER , TRRSHIRMEBRTERTES REZNAY, ERABIARLE
[, XA MCEFLL T HEIVRS. THRESRIEURTHAXEAE TR X EE M £,

RBFEBRLLAERTRAEMAR — B, HMBRAETHEY , FRAIERELTHBARS. B KM
B, ISMRIERIAREAM AN EFRRERTERS , TESHFEMNEHREATRIIEREKRE
KAFES, RRFEBHRIBERERT R G EXEHNETRR , B REURT KR ML,

THEEAT -k |, EXMElRF | HEFRINERERBRESELS N , IMEHBTEZIEF IRE
B, fitdEF , EREN VPC FRNEFRERFEERTHRALTERER —SRRTZIL , #EE
REERNER, SEHAIERAFNREBERIEEPRSEH |, BIRRIEN VPC RN EF iR EE
BEIEARE  EEXRMEBRETK , FARIFARERANERE,

. VPC-abc i : §VPC-xyz

'oﬁo\ R;eplicatios'l
an':f' ‘ P Traffic |

Primary Broker Replica Broker

Demotion in Progress Lo Lo Promotion in Progress

EC2 Broker Client

............................................................

TEHATYIREIEZHEHNRERS, RASFARKEIACRANEIREACH EEESEFRERE,
AR M ER R EAENRE,
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.............................................................

us-east-1
VPC-abc
o o {0 pod
/ 1 3 H
IO 3 hatie
ovo : . : :
x Replica Broker Primary Broker
P P 1
34@ | : | @7
EC2 Broker Client EC2 Broker Client

....................................................................................................................................

..........................................................................................................................

EREH A RARARKE

EFEARFRBEBKEABANE | FE Amazon MQ ZHI &P HITU TSR,

(® Note
BEEEETRE LB NRFRBER.

1. IRIBARERERE, FRERP , RRERANETAENA[TRIFRE,
2. EREFHAFEREL , PUTUTRE

1. EERFARA

2. HEBHEOR , ERRIIKER,
3. HEXAEFEAEINUABEIAENIER,
4. EFHIA

BaR#HEBE  RERSEXNEERTREAER. ANEBTHE , ‘RE' THNBNESCHEESR
TAEE,
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® Note
REGZEFARENEHRE. T8 2 FENEAERH.

Amazon AR Y 5 X 15 38 & Sl #r CloudWatch

Amazon MQ for ActiveMQ BEXIBHIEEHITheERME T A TH P TREMNBRNRENATEME, ATAMEM
MEENIER, EEHERED , HXETHNEIAREBEMNEIX BN IR EBRZWRSSFIOHIE, MEX
X ERBHAKE , WATLBEL S NRBEARER , SHRBXEPWEIARREBRA N ERE,
B X1E Amazon RHEFISIRMIEER CloudWatch , SR 15 RIS % MQ & CloudWatch #8475,

CRDR H & &
LA T Bt B 5k T anait &% Amazon CloudWatch Bk FIfiE4R, HEES 43R AR MEE,

o HEIWMESE ( TCO) : HuihREl,

- DIEEE (TC) : EREEEHIBAS LEIEZSH4MERE, EERENEARE LIFTA,
o XAIBYE (TD) : BHEHIRNARIARENBE. REERELATA,

- RLEERTE (TP) : BIARERINGCESHNBRR. XESIRKELTH,

- WIARTE (TA) : EREFIDIBIANSHNBER, REERELETH.

58 CRDR #E#r it E N/ BHFE B BE CloudWatch

FIABER T , Amazon MQ & RENRER AR, BB 5B Amazon CloudWatch &&=
£/ CloudWatch API REF RN ALEIBIR. UTIEHRN T 7 # CRDR REMEFIF IR/ LN ER
HEERER :

5 MQ #E#5 CloudWatch f#H CRDR HWEHR

TotalReplicationlLag FRELEZEFE—NARAINE
HH TA 1 TC Z B A {4 1T A
=18

ReplicationlLag Bl ARE ERE—NREIAS
HH TP 1 TC Z K {1t ad
=18
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I 55 MQ $8#%5 CloudWatch £/ CRDR W R K

PrimaryWaitTime FRELEE-IMENEH
# TCO M TC Z &K f& it
=118

ReplicaWaitTime BEARELRE—MCENS
69 TCO # TP Z[E K& it Ad
=118

QueueSize FRE LEHIASIP REIAR
EHEH.

TotalReplicationLag M ReplicationLag IR EREMBEIRRE ZRNIERE S, XFHNER
BRI AFAITEREEH#HITHIRE RN EBRIEMENITE,

PrimaryWaitTime Fl ReplicaWaitTime AIATHESEFILBEF EERENFEMEE, MRIIER
MERFSER , NTREXASFHIIECERAZEF. ATRESX, REEMNREBKEFEE , 7
RELSHEHEE,

ActiveMQ #2

LT #REN A MM G AEREET ActiveMQ R, EMERA ActiveMQ Java RIS |, BAMRE Java
PRAERRIT R T E G H N RIB# T - LE K,

£

- BIBMAEE Amazon MQ KE ML

« ff Java N AREFEESIERN Amazon MQ K E

« ¥ ActiveMQ X325 LDAP £

« B 3: (A ) Connect 2 Amazon Lambda B %k

« BIE ActiveMQ RIEFF

.« % ActiveMQ RIZFF

« IR ActiveMQ RIEFF

« ¥ Java Message Service ( JMS ) 5 ActiveMQ Bt & F KB R
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html
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BIZME E Amazon MQ X IE M &

REMEHS N ENEINELGRERED)/ZAREBEAR. EAHEF , BF T B0 RRME
WEEAIRAE - M EERNMENRERE,

BRBEBMENFARERFS  BSHUTRE :

« Amazon MQ R EE M &
o FTAFE SR R 4%

* networkConnector

* networkConnectionStart##

o ActiveMQ 3% A Y4 EE [ 4%

EAI AE A Amazon MQ ##&| & 812 Amazon MQ REMN S, RALKAUITFHRHTUEXHNME ,
FRA BB ARAEE 15 5.

F&

. EREH

c SR ATREZENRE

« PR 2 AENREEREMKIERESR

ZIR

EI\

FRFH
ERBRENE , BUAMEZ AT R :
s ANESNERETEZIRSHRE (EEAHEHRWHEN MyBrokerl M MyBroker2 ) . HXAIE

REMEZER , BSEAI] : 212 HIEREE ActiveMQ £,

XA NMNMEBLIT TR — VPC AL TXHERS, VPCsEXEZEER VPCs , BZHMTLE
Amazon VPC ? &£ Amazon VPC AFIEEHMMT AR VPC WEEHIE ? £ (I S% VPC WEHIER
M) A,

/A Important

MRLEEERIAVPC, FRBELEH , NS ECEEN]. BREZELR | ESH
{Amazon VPC AF{Er) FHLUTAR :

BIEMEEREML 85


http://activemq.apache.org/networks-of-brokers.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
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« BIERRIA VPC
- BIERIATH
- FREEEZSA

s FARAPXRAEMNMERFEEHARNEREILE. AXUBAFNESER , B5A &E ActiveMQ

REAF,

® Note

¥ LDAP S RIESREMKEKE , FEARIZAFBEAER ActiveMQ K3 |, 1) LDAP
AP &EE,

LT RBIEAMNESSOIRE, B, BUUAEAEZ/ZAREFINERERANAERIEREN

o

B AWREZENRE

IRRER , XTATFENZRANRE,

1.

£ Amazon MQ %15 £ |, 5 MyBroker2 T “FHER” oM “Z£ MM T |, BEENE
SHNEWR
H, 4

R LRER EC2 EEIERM ‘224" WH.,
MNELAF|&RP | ERENRELA,

FEREESD , 1% Inbound (AYL) , RFEFE Edit (%RE).
TESRE A MEHNHEEF |, 59 OpenWire L IHT7 SR INA N o

a. IEFBFRF,
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. T “WwWOEE" A, A OpenWire i (61617),
d. BHRITUTREZ—
- MREELERFIFRGSE IP it | XF Source (J]) , F¥F Custom (BEN) EE , ARE

WAENE P ik MyBrokerl , REMA /32, (X2RF IP it FRNAME CIDR B
). AXESER , BEARENEKED,
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https://docs.amazonaws.cn/vpc/latest/userguide/default-vpc.html#create-default-vpc
https://docs.amazonaws.cn/vpc/latest/userguide/default-vpc.html#create-default-subnet
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#CreatingSecurityGroups
https://console.amazonaws.cn/amazon-mq/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html

Amazon MQ

FRARER

e.

T2

® Tip

EK R MyBrokerl B9 IP #uit , {7 Amazon MQ #2#|& £ |, ERREBEHBZHRH

S/ F Details (IFAE L) 22

- MREFMEREBEHRZILEN , HEETHREH VPC , NIXFF Source (JR) , iH¥F Custom (B

EX)EE , RAERBRAERBHRZEARN ID,

(® Note
NTFRBERE , BL4TER P ik FRFITIF

EERRF

BV RIEIE AT AR AR,

NI REERE MK IEESR

EATREZHNRES , KRN ER - MEEENKEESR,

1. B E MyBrokerl WEEEIT,

a.

b.

1£ MyBroker1 Tt , & HmiE.
£ “4m%E MyBroker 1" MEK ‘B&E” I , EF “EF",

FoeETREMEANNRES|ZRABFRA (Hla , Apache ActiveMQ 5.15.0 )

£ Configuration details I~ £ , *E REEEITS. #HEM XML BXHREBERE.
1%£$% Edit configuration (REEE).

EEE XK , BUEER <networkConnectors> A HBELUTEE

« WEEEERN name,

- WMANREHREM ActiveMQ Web #Z#l&username,
« FH duplex £,

- BWITUTHREZ—

- MRLEFRBEZTENHIRE , FEEMAstatic: GBILF OpenWire
Rurio. MyBroker245um :

E

»
=k
<

)

BIEMEEREML
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MRLEFGRIP[EZIEDN/ZARE , EEAFEUATERSHN
ANMEBurif¥static+failoverf&##l OpenWire & imH Ko ?
randomize=false&maxReconnectAttempts=0%40 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>
</networkConnectors>

(® Note
FEIE ActiveMQ AP EFEIL,

f. B‘EFRE

g. £ Save revision (R1FMEIT) IiERES , 8 A Add network of brokers connector
for MyBroker2,

h. i&# Save (fkf7) ARFEERFIET,
2. Ym%E MyBrokerl LU ESFTHE BB RENMEINA.

a. 1£ MyBroker1 TT Lt , &R %wE,
b. & “4w%E MyBroker 1" WEMW “B&" 885 , 1&#F “ItXKME3,

c. £ Schedule broker modifications (it X/{CEEEH) o A |, 1% Immediately (3LED) M A&
%o

d. EENA.

MyBrokerl RE#HE3 , MEASNAZNEEEIT.
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A%k

BB

ot BRENE,

5

REMER , TUBIERMERERRNAE,

/A Important

H{REiR O 8162 ( AT ActiveMQ Web #2F1& ) Min M 61617 ( A TR ) MyBrokerl bR
REFAXE AR ITTENN AER, OpenWire
B EERHEZSAIRE  UATCIEENEREEZIREME,

£ Amazon MQ # & & £ , §ME Connections (E#E) &84 , id R E MyBrokerl 9 ActiveMQ
Web 12§l & L iHT Ko

S BRE MyBrokerl B9 ActiveMQ Web ##IA& .

ERTRFEACERE , HIEE Network (R4),

£ Network Bridges ( M#% ) 284 & , MyBroker2 B & # M 1it 5 #E Remote Broker ( T2
) # Remote Address ( i &iﬂziﬂ: ) Bld,

M AT LA RICE MyBroker2 MITEHE , SIZ—NMERE, Hla0 :

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

£ A EEEIM OpenWire LiwT1 KMyBroker2 3 FF 24 5 F BA I B9 3H EMyQueue,
MR LLG AR IR MyBrokerl WitEHE |, SIB— N RIBEHAE—LHE, HilW

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue \
--persistent true \
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--messageSize 1000 \
--messageCount 10000

A= FEZEIMN OpenWire LixT & , MyBroker 1 H FF A4 R EHERABY 3F A 5H EMyQueue,

& Java M AREFIEREEN Amazon MQ RE

£l Amazon MQ ActiveMQ RIBf5 , BRIV NARERFEZEZAE, UTROEROMFAEER Java
Message Service ( JMS ) RIBZREZEE, QIR KIZELR . BXTENAA Java R~ , 55
EWorking Java Example.

AT LAfE A & Fh ActiveMQ B i iE R ActiveMQ REB, BRATEWEA ActiveMQ & F i,

£l

- BREH

- BIEEEAIBEHREER
- DIEHEFERAEHEVHRE

FRFMH
BH VPC B

ERERENAREA LN VPC FifE |, B4 ME B enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE |, i55H (Amazon VPC AF#8E) H# VPC FHY

DNS Support,
B R AhIEE

BETXR, AENRREFERAABERE.

1. &% Amazon MQ ##l&.

2. MNELAFRAP  EEBENIRLEPABFR (HIE0 MyBroker ) o

3. 1EiZMyBrokerTUHHK “E1E" 7 , i FTRER Web 255 URL LR LAYt Fiw O,

4. £ Details (¥ 415 5.) 22 B9 Security and network (Z2E5ME) T , B ENL L2 HBHEHR
2

RELFER EC2 2#FHRN “R£4A” WH.
5. NZ24AJKRYF , BRENREH,

F Java N AEFEZIGHRE

90
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
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6. TERMEESD , %R Inbound (A¥h) , RFIEEFE Edit (REB).

7. 7 Editinbound rules (4R AMWEMN) JFFES , NHFELFHBBNEN URL LT LR INM
N ( AT REIE RN RRIE Web 1251 81T HERE,

a. EFRMBL
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. XITF PortRange (iwRASEE) , A Web #£H&wA (8162) .

d. XF Source (JF) , i&# Custom (BEN) , RAERAZBHLEREBIHE Web B EHNRER IP
Motk (180 192.0.2. 1)

e. ji;%ﬁﬁo

ERARERIE AT AR AMIER,

NN Java fKEHIN

¥ activemqg-client.jar M activemqg-pool.jar BHFEHRME| Java EEEF, LT RHIHA
T Maven 3 B #9 pom. xml 34 HYIX 4k 8% Ko

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , S H Apache ActiveMQ XA ¥R ELE

/A Important

HUUTROAMCEF , EFENERAEEEMEPEIT. ¥ TEFRE ( I HCEXGEE
®%)  FRKRENCIZENERAEELMNENRLE LE1T,

F Java N AEFEZIGHRE 91
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EEEAREHREHER

ERA LT 3B B8 H B AT EHEWBUE R,
1. EARENKERTRIVESCIRECE IMS HERT] |, REHXNZI A

createConnection .

® Note

XFER/ZARE , Amazon MQ £ 7 H A ActiveMQ Web URLs #£#l& , E—RRE
— URL & F5E3IRS. B , Amazon MQ ABNEEDMUBREHFNLE TR , B8R
BRHRE—NMMETRLETEIRS. -1 -2 EEREARN, BXEZER |, #HS
¥ Amazon MQ for ActlveMQ RIBR BB IEIN,

FNFLEPNARTR , BAUATNARFEASEERBEZIEREIT - LET R

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);

pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

F Java N AEFEZIGHRE 92
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® Note
SHEBIRENKRAMEH PooledConnectionFactory £, BXEZEER |, 5SH KA
fE A EE,

2. BIBE—&E, — 1B MyQueue MAAFIFES QIR S,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BIEBEEFESE "Hello from Amazon MQ!" , REREHEE.,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.

producer.send(producerMessage);
System.out.println("Message sent.");

4. FEORE,

producer.close();
producerSession.close();
producerConnection.close();

BIBHEERAEFEBCER

2 A LA T 3B B B8R B A= E HEWUE B,
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1. FEARENKXERTKRAESCIRECE IMS EET AR ZI HA

createConnection /A%,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(® Note
SHEFEHAESE TR REMA PooledConnectionFactory £, BXEZER , BSH KR
£ REEM,

2. BIB—/1&E , — N8B MyQueue BIRASIFEEFER A,

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. FFHREFEE AEHEEIENKEES

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());
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® Note
5 Amazon EHE RS ( HlE Amazon SQS ) FE , HBRBLXESZXLABIKR,

4. RAFEAE. FTEMEE,

consumer.close();
consumerSession.close();
consumerConnection.close();

I ActiveMQ X325 LDAP £

/A Important

RabbitMQ BT #F LDAP £/,
Amazon MQ T #FHFA CA LXWRSZ[IEH,

A LAERA LT B A TLS B UKRTE IR ActiveMQ R -

- AMQP

. MQTT

« MQTT &3 T WebSocket
» OpenWire

« STOMP

« Kz —1¥R WebSocket

Amazon MQ =L THAPNREEIZI : &4 ActiveMQ S B KIER LDAP SRR IEURENR, Bx
5 ActiveMQ AP B ZBHERHREINEER , S5 Users,

EEN ActiveMQ AP FMAFERABIIFRET , MR BEENRENEE, Amazon MQ A ActiveMQ
5 £ B AR RRBREIEERMEAR BiR,. BXFEMAEENRE | FSRHELE SRR

authorizationEntry.
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® Note
B Al , Amazon MQ X &F&E Fimit$ & 5Kk,

FB
« ¥ LDAP & ActiveMQ £ 5X
o FREZH

« LDAP A7
- LDAP £ ITER K

¥ LDAP & ActiveMQ £/

B B ERE B RFEMY ( LDAP ) BRSSP HEIEX Amazon MQ AF#HTHHRIE, &
A BRI, BERFE SR Amazon MQ AP, FELLAEBMBAS 2 ERR, G122, FEFHAMMERAE
ZEERENAEE IAM &I , H#EKRE LDAP £/K.

FL{EA LDAP B2 BE{LAEHIL Amazon MQ RIESHIERNBRNE T UER fIhae. T
BAFEIERGE LDAP MSHS | NFdMERKEEHIT — A HOLE , NTHE TrEH
B,

Amazon MQ £/ Apache ActiveMQ JAAS fE#kifit LDAP X, ZEH X SH1E{T LDAP RS
£% , 70 Microsoft Active Directory = OpenLDAP , X8 %] T Amazon MQ X%, BXAEHNESE
B, B2 Active MQ X 4K Security (££) E84%

BRAFI , BB LUET LDAP RS SREENBEARAANEBENMAINTHRNER, SABZE
LDAP BRS5 2R RIZ R REBMBASINEZE , RENEE LDAP AFHA S BERRRKIUL BN, R
&, BRI LURHRIERLE M LDAP BRSS 82 1 RENBE,

/A Important
£/ LDAP & , SRRIEFXS XNE , EHFBHNRNE S KNE,
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FRF M

£ LDAP R MBIFHRINEN Amazon MQ REBZ 8] , BHUFIREBE—PBEZKF. B35
LDAP RS SSHEEENBRZ K, , HAXMEEEHNNRFREET IiEE, WRSKFSHHEN
REIRE LDAP BHRIE, FMEENFFImEZEINEL R —EFEHI1TEHRIE,

R MK 2 LDAP RS HANBINEZENIKF . X2 —/MrER LDAP EXR | SR eERME— KRS
MK FAEUE, IREEEE , MERKRNEFIREETEED LDAP REF{HTEHRIE. EBHRSKF,
FUAMB RN L2 FM , RE Amazon MQ F8ETFH,

5 ActiveMQ £5 , LDAP RS E L BE—MSEWE RESR (DIT) « BXTBEBERILLEIN
1dif XHRBI , BB ActiveMQ A Security (£4) #4 HHFL T LDIF 45 A LDAP %
=,

LDAP AI]

EFRIRE , ELIEFHH Amazon MQ AEEBINERELFIRT , FSME Amazon MQ #2515 |, Hik
% LDAP authentication and authorization (LDAP & 13 3&iE 1 #Z4X),

REBFXBSKFHUATER
- TEREFHE  EAMHRESHORIEMFENERN LDAP RFFJHLE.

(® Note
BIRMH LDAP RSB E2REFHBE T EMIURIKEO T, Amazon MQ 2EZLRE
=& 500 LMY 1daps , FHEFHE w05 636,
Bl | MRIERMETLPREE example.com , Amazon MQ fF#E A LT URL 58] #&HY
LDAP fRS528% : 1daps://example.com:636,
NTEREEVEEBES LDAP RFB|HUBERF , T2REFHB LMAULTET. ERE
LDAP RSB NMELZEM , BERSS[AEANPRHEHALRE , LEXATFRERE
VPC HHRE,

- REKFAFE : ATITS LDAP RS B[HVIREIER A F 0 7 203 & #5o
« RSB - FATHHEBEN RS NED,

TERRHERTRHXEFMAESNVLE,
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
Server.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

£ LDAP login configuration (LDAP & XEE) o7 , BREUTHEEE :

- AFEM RARFEZRNBEFESM (DIT) PHT KRBT SHERR.
« FAFERE : LDAP BRIiEZMN , A THE userBase FEHKMAF . EFmHAF B FERE
RIFEFHRH {0} SuNF. BREZER , RS HRIEMRN,

- AEEH  HANACERMN DIT FNTRNAIZHEN. SETUIUEEN B ZFHPNEN LDAP
ARE. AEABRKEARHAGENN—NEYE (HIMLASB (CN) ) ME—NEX (Hlm
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member ) A , HHNERRETACENAFNTIHEMIAF B, Hlun , LEFAHRAI]
group , AT LURBLIT A 22K : ou=group, dc=example, dc=com,

- ABEERLTE : ATE roleBase FERABH LDAP BRIFESEZ M. userSearchMatching [T
ENAFNAT S HEEERNBRTERGETH {0} 5L, BERHREAFZRERN {1} &
. Bl MREFHFHNACEZEETEE N nember WEM (BEZACYHFFERAFNAFSE) |
N AT AR ML T RIFERM © (member:=uid={1}),

TERHERTEEXEFHAEERNMLE.

il
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

# Optional settings (AI&IRE) F7H , BRIURHUTAIEEER :

- AFAGEH  APEARRARBHNAFER%ET LDAP BHENEH. EEEBRT , AFA€T
BERMAFERXBPEMMNENRFIR, userRoleName T A FEIEMH L BN B, 0, bR
MNZEULATHF%E :

dn: uid=jdoe,ou=user,dc=example,dc=com
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objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

ERN LR RAIBEIETEN userRoleName , BEEIETE member0f B, MRBHRIUEKTY , M4
HAFSEA® rolel,

- AEEY  AEXETNAEREY  ENZACHNER, fl, BAUNEAZENEAENEE
cno MREMHWIEKY , MENAFSTEEFENKANENACGKERN cn BHE,

- AFEERFH : EX LDAP AFEREFANEE. WRA true , NERBERENH userBase &
YT R THEANTH,

- AERRTH  EXLDAP AR REWMNTEE. MRN true , MERTEIRENH roleBase E
X R THEANFH,

TEREERTHEEXEMERENVLE.

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.
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LDAP /K TEH K

BAIHER D AR AE | FHRIEEHNENEN,
BRI
NTEHRIE , FRRFIEXTER, XEFIUEH I LDAP ARSTRAY A 7 2480 P iy B A= TRIE.

R4 ActiveMQ RIEBH A ERAFUEM DIT FEMEAFK LDAP REF|HFH TR, flan , mRE
IETE# A Amazon Managed Microsoft AD , BB #E4H Fcorpexamplecom, # , F BEXLHH4F
SEHLAEMcorpMUsers , NREALTARERNRFE

OU=Users,0OU=corp,DC=corp,DC=example, DC=com

ActiveMQ fREENFE DIT FHVL BB RAS , MENRARENT M IRmERERBITEHRIE,
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. Active Directory Users and Computers

File Action View Help
& | T =2 HE TaEY

| Active Directory Users and Computers [WIN-IL
> | Saved Queries
v 3 corp.example.com
3] Delegated Groups

> (=] Reserved
> | Builtin
> | Computers
v 3] corp
> = Computers
> o | Destination
> &l Group
= GroupTwo
3| Users

BT ActiveMQ BB AFNEEHBHEREN uid , BXABRENAFEFHEETHEME, NfE2
B, BULERAFWEZERAFE, BXEZER , 5 R activemq IRREBFFE Windows Server
2016 ( RJG%E ) HRASHY Active Directory B P FitEHLHEE ID B5,

ENBEAFPBA ActiveMQ 2HI&1AF |, EHEARMWAE T amazonmg-console-admins 4,
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Amazon MQ FEANGIER

2

NFENX , NREREMEREBREFEE, REIREN activemg. xml BEXXHHH
cachedLdapAuthorizationMap TEEESNEWH ( NEER , BHE ) LK. BXEZER |, iF
S HE17 LDAP ERUEHR,

(® Note

RNTeeBEANREactivemq. xmlEE X4 F M cachedLDAPAuthorizationMapJt
R, EEIAERENXIUEE LDAP 5 KIEMBHEI Amazon Web Services
Management Console , 5 & £ A Amazon MQ API &2 ¥ & LDAPRfF
#ZauthenticationStrategyBHiRE RN,

IEVTEREUT=ANEMIERN cachedLDAPAuthorizationMap TEMN —3F5 :

* gueueSearchBase
* topicSearchBase

* tempSearchBase

/A Important

NTHLEBBESEENBEERENEEXHF , Amazon MQ FELEATEMRE
cachedLdapAuthorizationMap H & :

e connectionURL
e connectionUsername

e connectionPassword

HIZBIEZLLRAY , Amazon MQ 2ERABBEIHEMN APl iR 1dapServerMetadatal®
MAREENERRKE LREME. Amazon Web Services Management Console

LATRE/RT cachedLdapAuthorizationMap B T4ERHI,

<authorizationPlugin>
<map>
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<cachedLDAPAuthorizationMap

queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
P P P

tempSearchBase="ou=Temp,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>

XLERR DIT P AN BREEEENRANVLE. Hit , & F LEHRH Amazon Managed
Microsoft AD , {£fcorpexample, MMMEEEHLA M com , BAILEE—IMNENNEALSE

fudestinationREEFAA BIRRE, EZALRIMIIH , BFA queues, topics M temp BFr7

B BI2—1,

XEREERASEREM (NRERFNEHFREHRENES ) HEDIT FEFUATVE

OU=Queue,0U=Destination,OU=corp,DC=corp,DC=example, DC=com
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| Active Directory Users and Computers

File Action View Help
&= 2F 48| XE C=H

1 Active Directory Users and Computers [WIN A
5 | Saved Queries
v 33 corp.example.com
3] Delegated Groups
> (&l Reserved
> || Builtin
> | Computers
v 3] corp
> = Computers
v o Destination
5 2 Queue
= Temp
> 2. Topic
> 2. Group
2. GroupTwo
2| Users

B, EEMIGE B ARAVRIN R T DIT ey E—R3!

OU=Topic,0OU=Destination,OU=corp,DC=corp,DC=example, DC=com
OU=Temp, OU=Destination,OU=corp,DC=corp,DC=example, DC=com
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ESNBERER (RAY), £/, et ) WAREI T, JRABESIISEEREH. i, EER
LB 4% DEMO.EVENTS.$. FFkBIFrBRA SR HIRHN | AT AR LT HLAET -

OU=DEMO.EVENTS.$,0U=Queue,OU=Destination, OU=corp,DC=corp,DC=example,DC=com

® Note
DEMO.EVENTS.$ AL 1T Queue AL A,

BX ActiveMQ RBERFNEZEE |, 1S Wildcards (BHELRF)

ENHERFIRERIN (20 DEMO.MYQUEUE ) |, BHEEXRLUUATHEA :

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=coxrp,DC=corp,DC=example,DC=com
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1 Active Directory Users and Computers

IFiIe Action View Help . -
e | xH B EBe:= HE

1 Active Directory Users and Computers [WIN-IL A
> || Saved Queries
v 3 corp.example.com
2] Delegated Groups
> 2] Reserved
> | Builtin
> || Computers
v 2 corp
> = Computers
v 2 Destination
v 2| Queue
= DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
2| DEMO.EVENTS.S
2 Temp
» 2] Topic
> 2| Group
= GroupTwo
2| Users
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FRARER

ZEed

EENRTNERSERFNAL[I IS | &

PRBIE=ZARELH, 5 ActiveMQ FEIFTENRE—# |, 1X

LEERENBR, read/write/adminEXBNMUR AT AP RITHLERENEZE L | FSH ActiveMQ X

=LY Ve

BN RIXER A read, write M admin, EXLEZSEAF |, BAILURMAFSRA |, A 1HE
PITHXBRE, W TFENEREFERERENEBIR , &

_ Active Directory Users and Computers

File Action View Help

e 2FE /O XEBc= HM PRETE%

XEREHE,

’]

. Saved Queries
v &3 corp.example.com
3 Delegated Groups
3l Reserved
| Builtin
| Computers
v 3] corp

| Computers

(¥}

Destination

[¥]

v ]
2 | Queue

= | DEMO.MYQUEUE

2| DEMO.MYSECONDQUEUE

| DEMO.EVENTS.S

<

| FER| FF

2 | Domain Controllers

_| ForeignSecurityPrincipals
_| LostAndFound

| Active Directory Users and Computers [WIN-IL A

Name

"‘_E admin
% read
EEwrite

Type

Security Group...
Security Group...
Security Group...

Description

(® Note

RIEEEAN | HEABHRERR, FEMFPRHERLZ , Windows 2000 2 BT#Y IH = H11
TATAREZMERENEH , BIEXLEAMNT DIT WFREME. Windows 2000 2 B AR ZS ST A 1E

F ActiveMQ RIE 5 LDAP £5
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FHENRERETE B4R —N, ATEZEX—HR , AIAEA adnin A5
i uuid B4,

il

File Action View Hel New Object - Group %
e 2@ 8|E

_ Active Directory Users a S? Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUELE
| Saved Queries )

v 3 corp.example.com e are no items to show in this»
3] Delegated ¢ Group name:
F | Reserved | admin |
_| Builtin
‘| Computers Group name (pre-Windows 2000):
v 5] corp | admin-alias-uvid-3f3bsae7d| |
3| Computers
v 2| Destination Group scope Group type
v o Queue (O Domain local (®) Security
1 DEMQ (® Global (O Distribution
A FDEMC (O Universal
2| DEMC
2| Temp
3| Topic
2| Group II' Cancel
3| GroupTwe
3| Users

= | Domain Controllers
_ ForeignSecurityPrincipals
| LostAndFound v

FAFFMENE B adnin R2AFAEAF ARANBRZEE, SHEIFNE read T4
AR M B ARIRER | TOOHMEARINE) write NGB EA B,

BRTHENAFPAMBZEANRZI , BETLURMMENE, B2 , BT ActiveMQ BIXXTANE
MEMBHITERE , R ATERERMNVEAEEXNRE group0fNames , W activemq BRI AT
o

ERITHRE , FEBESRAF vid HENRE. BZSH7E Windows Server 2016 ( BG4 ) lRAEY
Active Directory AP FITEHPEE ID M5,
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https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
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HB 3 : ( A& ) Connect E| Amazon Lambda B

Amazon Lambda AJLUEZEHFE AR BEH Amazon MQ REHEE ., HEBRIEERES| Lambda
B, ATRBIBEHRRS , MASIRIREUE R H E S AAEY. SoENS4RME 21N SN EH
BEUHE |, HLL JSON MR F e RN Lambda faE.

b

1.

R

P4\

A EE#ZE| Lambda B

FUT IAM S e RAFNE Lambda MEMITHAE,

mq: DescribeBroker

ec2: CreateNetworklnterface

ec2: DeleteNetworkInterface

ec2: DescribeNetworklInterfaces

ec2: DescribeSecurityGroups

ec2: DescribeSubnets

ec2: DescribeVpcs

H7& : CreateLogGroup

H7& : CreateLogStream

H7& : PutLogEvents
WREIEEE  GetSecretValue

® Note
WMRZELEN IAM R |, BHEBFTEM Amazon MQ iR H K 2 REE R,

(k) WREVET —MNRELTAHRMNRE | WAFHT TEES —TUREU R

Lambda EEZ|EMAIE -

RAENMNEFHEE—N NAT WX, BXEZER , 55 (Amazon Lambda FF & AR5
) RHVPC EERKN BB RS 15

£/ VPC Lix17 RTEE M Amazon Virtual Private Cloud ( Amazon VPC ) 1 Lambda 2 [€] £l
BiEiE, B8 Amazon VPC & 4AEEE] Amazon Security Token Service (Amazon STS) #
Secrets Manager LT K. BXEZFEE , HZH (Amazon Lambda FF X A RIER) MR
Lambda Bt E3#Z 0 VPC LT Ko
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https://docs.amazonaws.cn/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.amazonaws.cn/lambda/latest/dg/invocation-sync.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc-endpoints.html

Amazon MQ FEANGIER

3. {5 Amazon Web Services Management Console i Lambda EIEkEl B R IBIEN 4R, BT
LU iZcreate-event-source-mapping Amazon Command Line Interface 5%

4. A Lambda RERE —ERBRUCENEHWREBFEANEE ., SHRMHKEMN Lambda fEiH
RFRERS| AR, LLTEEHAT Amazon MQ for ActiveMQ BAFIE Lambda 18161

(® Note
EZRBIF |, testQueue RRAAFIN B,

"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUJIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
},
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959
},
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51prgVLQaGQ82S48k="",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
},
"timestamp": 1598827811958,
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"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959
}
]
}
}

BXH Amazon MQ i#£E3#E %) Lambda., Lambda 3 Amazon MQ B4R M X /914830 F B4R AR 51
HIRNEZELR | B2 (Amazon Lambda FE A GIERE)Y FHF Lambda 5 Amazon MQ &4
Ho

Bl ActiveMQ REAF

ActiveMQ AP 28915 1H ActiveMQ REHIBASIMETW AR ARF. B GRAFrEENESE
EWNR, il , B RFELEHRF R ActiveMQ Web &1 & o

AR—MEURE, BAUNAFSEA , ANEABERIE, BRNEERRERIIMEZNNR,

(® Note

BRI THPREESL, EAERERRNED MR , FOEBARL ; EMNARE
RBIERPE A BT, S BRA IR,

@ Note

ActiveMQ on Amazon MQ F#J activemq-webconsole AMAFAB I E BT EEN
PR, ZAFWFTE R BEEERFRNER,

LAUR R BIE R In{a B Amazon Web Services Management Consolel2, 4% # MR Amazon MQ
KREAF,

DI ActiveMQ RE A

1. & Amazon MQ #Z#l&.
2. MEZAFIRSD , EBENELLDERF (B2 MyBroker ) , REAEEFF

¥ ZMyBroker WHERY ‘A" #o s , SIH T ZELLENRBAF.
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paolo.santos No Devs
jane.doe Yes Admins
EERGEAF.

£ Create user (I /) XEES , A Username (AAF &) M Password (1),
(A1) BARFAIEMANET , AES 2R (BIW : Devs, Admins).

( ik ) EFAFBEBIAE ActiveMQ Web #Z#l & , 1E1%&#F ActiveMQ Web Console (ActiveMQ
Web ?.‘I‘gﬁ%“jlfl\)o

7. EERGERAF.

2 e

/A Important
NAFRHTERTSLFESANATAF. ENAER , XTESFT—4PHNBEREE
BARE,
418 ActiveMQ RERAF

ERBIBAPF , BRITUTERE

1. &% Amazon MQ 4|4,
2. MNELAFERF , EEFEENILXLEEN (HlE0 MyBroker ) , RRERBREFIFE.

£ ZMyBroker WHRY ‘A" #oH , SIH T ZELLENFRBERS.

paolo.santos No Devs

jane.doe Yes Admins
3. EEENBEFREIL , REERE.

48R Edit user (REAF) JTEE,
4. (A% ) BAF Password (ZB),
5. (&) RnSmMERAFFIENENER , BiES 2 (Hl0 - Managers, Admins).
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6. (A& ) EFEAFRESTER ActiveMQ Web 2% & , iHiE$F ActiveMQ Web Console (ActiveMQ
Web 2 #&).

7. EREXNAPAMEER , 5% Done (5E/K)o

/A Important
MNAFHRTERFTURERNATHS. ENAENR , AFHFT—EFHNRIEE
BHRE,
Ml BR ActiveMQ R EEF

TEFEENRA/E, TABERZAF

1. 3% Amazon MQ 45 .
2. MELAFRD | EBRENALLEEBT (HlW MyBroker ) , ARREBEEEFIFE.

£ ZMyBroker WHERY ‘A" #o s , SIH T ZELLENRBAF.

paolo.santos No Devs
jane.doe Yes Admins

3. EEREHNERERE (HIW MyUser ) , REEFE “BIER
4. EWIAMBRAF , BE ‘WBRMyUser 27 FBEES |, &M

/A Important
MAPHTERTUANEINATHS, ENAENR , BASHFF—EFRIEE
BRE,

¥ Java Message Service ( JMS ) 5 ActiveMQ B & 8 F BB Rl
LU RBEE R AT LA w2 5 N AEA ActiveMQ

« 7~ OpenWire fil Java REBEEZINRE, QIEBIINIRRKEMNBUCER . BXFADHBNER B
% Connecting a Java application to your broker,
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» STOMP+WSS Rl Java XS A EEERIE, SIEASHREMEBOER.

FRF M

BH VPC B

ERRENARE R LUESLN VPC FiFH |, 824913 A enableDnsHostnames
enableDnsSupport VPC B, BEXEZEE ,

DNS Support,

B R AhIERE

ELUREEARMEH Amazon MQ , S A A ThiERE,

1.

2
3.
4

% Amazon MQ &5,

MEREBABNRSF | ERENRLENEF (510 MyBroker ) -

EZMyBroker TNHHK “E#" &5 , iIE TREMN Web 215 URL LR M A bt Mix O,
£ Details (F4EE) 2B B Security and network (Z£E5ME) T , MBEHNLZLABZHR

4

RBELEER EC2 £HIERN ‘L44A” WH,
MNEZEASRP , RBENZELA,
ETEKSS , 1% Inbound (AMh) , ARFER Edit (4REE).

£ Edit inbound rules (4R AEFN) XNiFEF , AHELELTFHREAN URL HL I

W ( AT ROIE R R IR Web 25 & AT LLERE,

a.
b.

C.

pvick =7yl 1Y
FF Type (EH) , #%4® Custom TCP (HENX TCP),
XfF Port Range (i F3EE) , A Web #H &m0 (8162) ,

iH2 5 (Amazon VPC AIF1E®E) H K VPC HHY

TR AN AL

¥t F Source (i) , & Custom (BEN) , RAERALHLEEB IR Web BFENRER IP

#hat (BlE0 192.0.2.1),
EERT

ENAREIE RS AWER,
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N Java R #iIn

OpenWire

fF activemg-client.jar M activemqg-pool.jar BFEHFME| Java KEEF, LUTRHEIE
B T Maven T B B9 pom. xml 34 #YX L4k i 5x &K,

<dependencies>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , S Apache ActiveMQ XRF I BE B o
MQTT

¥f org.eclipse.paho.client.mqttv3.jar BFEFME Java EBEEP, UTRAIEAT
Maven I B B9 pom. xml X HHIX — K EIRX R,

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

BX org.eclipse.paho.client.mqttv3.jar WEZEE , 23K Eclipse Paho Java &
o
STOMP+WSS

FUTEFEARMET Java REE

* spring-messaging.jar
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* spring-websocket.jar

* javax.websocket-api.jar

* jetty-all.jar
* slf4j-simple.jar

* jackson-databind. jar

LA RGBT Maven BB B9 pom. xml T4 A AYIX LR o< R

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1l</version>

</dependency>

<dependency>
<groupld>org.eclipse.jetty.aggregate</groupIld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>
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</dependencies>

BXEZEER , 55 Spring Framework X#H ) STOMP 3z,

Amazo

A Im

EUT RIS, EFENERAEEENEERET, NTEFRE ( N HKESHIHE

n MQExample .java

portant

®%)  FHRREHIZENERAELLEMNENIEE LE1T,

OpenWi

*/

eas

re

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0
or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

express or implied. See the License for the specific language governing
permissions and limitations under the License.

import org.apache.activemq.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;

public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT

= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

t-2.amazonaws.com:61617";
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private final static String ACTIVE_MQ_USERNAME
"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JIMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);
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// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void

receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {

// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =

connectionFactory.createConnection();

consumerMessage;

consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession

.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage)

System.out.println("Message received: " +

consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();
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private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
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*/

import org.eclipse.paho.client.mgttv3.*;
public class AmazonMQExampleMqgtt implements MqgttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:8883";

private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MgttClient client = new
MgttClient (WIRE_LEVEL_ENDPOINT, clientId);

final MgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
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final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
System.out.println("Received message from topic " + topic +
": " + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0
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* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import
org.springframework.web.socket.client.standard.StandardWebSocketClient;

import
org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);
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private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");
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private static class MyFrameHandler implements StompFrameHandler

{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}

ZIE Amazon MQ for ActiveMQ 5| Z&hix 2%
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X RTREERE , Y RTIRERE , Z RRITRES, MREBRESRET , Amazon MQ
SFBRAERMAEERARER, B0, N 5.17 RARE 6.0 RERAEERETAL, RRABRE
RASH 4T RASREE , MZRATEHER R ERKTEE, Flm, N 517 RALE 5.18 M
MARBRAEFAR, FF/EFautoMinorVersionUpgrade , Amazon MQ £ &H K IR F &K B &R FTH
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ActiveMQ 5.18 ( ¥##E )
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ZAIL R FFREARE T N EIRFNETEREISRERE, BAENRERESFH
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5|1 ZRR AR,

aws mq describe-broker-instance-options

BRI BN FIRBFIRER | BHEH--engine-typefl--host-instance-typeik M , ZILATFR
o

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

Bl , EiFiE ActiveMQ mq.m5.1arge MSEFIRBNER | BEAMBMRNA, engine-type
ACTIVEMQ instance-type mqg.m5.large

5| R A& 128


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.amazonaws.cn/cli/latest/reference/mq/describe-broker-instance-options.html

Amazon MQ FRARIER

Amazon MQ for ActiveMQ S{ESEEE
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BB XA Amazon MQ XIERT , Amazon MQ £FEZHNKF, THWERFAE = (VPC) HELE — /N5
MRMEED K AHEE—LNRE, EC2ZMEEOATFLNEFiK (BIEEHFEAE ) 5 Amazon MQ
RIBBEF. ZMEZEOHEARNE Amazon MQ WEIRFSBERN , REREHIKFH VPC B—%%5 .
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IR RER
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);
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// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

B2, EEEZMCIBENFERAENEEXINFRYD , 1 ZMIBEVNBRAEEZETERLASH , H
B¥EERT, EXEHRSD | ENFEH PooledConnectionFactory HFZBANCIEEERSH, Bl
m

® Note
SHEFEREY%E TR MEMA PooledConnectionFactory 2,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

MAERAREEBERERIZMEBLRETR
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http://activemq.apache.org/failover-transport-reference.html
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failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-327i-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)?randomize=true

i 5e i FE BRI B 2R

AT LAEA JMS SRR RRM MBI EFITH ( DB EETENABBRIERE ). B2, IMS &
BRENERAFSER Amazon MQ REMFFERETX , MM LEHEEES

—fRY  MERULEAERBEE  IFMNERR , hTRIEAENCIRENRERR , £HE
NMEZEHONREEFEN,

BIAE LB FrmIEF AT H

BT A THEDBRERERIRFITBNFREEE , i, EMEEXNEEF. B , £AFAX
AR EEREERFTRER AR ERFE, ERIAEL BT,

R MEH Amazon VPC NZEEE |, & CIDR IPs SEEIANEF s
10.0.0.0/16

R BB AR EMIZEREHN Amazon MQ KB Z [E1& & Amazon VPC X &iE# |, N|F1%E87%E CIDR
BENEEREFWmERE IPs, 10.0.0.0/16

X EEREEHENRINERAFREENS)
BIATER T, Amazon MQ £t 878 SR A & KIBASI 1T fEAL -

- HEAERYRLCIER[ERNEEERRN , FHEHARNRE,
« MRIIERT REBWERRE , AURSHOUERFLETRE  WHERAENNEE.

E1ER Amazon MQ & X EBERFERAEZERB ST , BF
concurrentStoreAndDispatchQueues B IREN false. BXRHIEE , ESH
concurrentStoreAndDispatchQueues,

R EHNREXFREUASNEERFLE

REXFIRBEFEEFHEBIRTNARFNEARGIMATRESE
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« FARKT ActiveMQ BIEFA

- SHEX/N

- DIEBRNERENHE

- BRFNHBE

THHER R/, ERNEHE 2 ERKR

BEENEARS , RANRKEXFIRBEF-ERRESREFTLE. I ActiveMQ FEEBEAZFAF M
B HERARNRET REMNRFIEE !

- MREHEERNTE 100KB , MIFAMFHIERRRHIRE,
- MREFEIEARNET 100KB , MFAMEFHEELELRHEE,

HEEBABEXATEA ActiveMQ B , BEQECERAERDIERAERENBR TREEAR#, E3F
BAEAT K MRREXFNHEAFEHR , WEL2EERERENER TREBEATH®,

ENECHRNARFAESRERESARE | RIMNBWENXTEHNRKELFRE, EXHFHAEE , 5
#Broker instance typesEAK Measuring the Throughput for Amazon MQ using the JMS Benchmark,

BRARRELHIRBE YR =5
HRAREXFIRBRESELEN , FEUAT=ZAELEARS

« EFARK - HEWNABRFEREXSHERS (flM , BRETRSL o ) HENEEEX
FAARBRE , BEE AL ActiveMQ BIFERFAER, FHEXT , REREXFNHERFEH
B , ActiveMQ F 2P HRBAFAMEF#E P, EHFFAREANRETUMNRARESFIRE R
HIBRBNE. RIR CPU UREIRMIEF F 25,

- REFEHE - YEFEEFFFEAER concurrentStoreAndDispatchQueues ¥r&EE
B, ActiveMQ A EEEZMCIEREEEERE K MAEHEERAREFMR (AEEFAEXT
2t ) , MRENMARFALURECEAES (REBELAUNERAERITAXAM) , WNARE
FREMNBRARELfIXRETZs, ZEUHLNNARFERMERER , BANARREEGRMERE
S wFAOSEQT BREARFEEM,

- HREBEES - HEEAKFARXBERINESFRESRERN , BRI MERABRARESSHIKE R
KPZHESHEELE, BXESEE , BEH ActiveMQ XA EERENEAES 2,
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https://www.amazonaws.cn/blogs/compute/measuring-the-throughput-for-amazon-mq-using-the-jms-benchmark/
http://activemq.apache.org/should-i-use-transactions.html

Amazon MQ FERARER
EREEEHREFTHREUIREERTTRE

EFNABESATAXNSEAMMNESITIEE | FEA Amazon EFS, ZRARKERMSELE | & ME
A Amazon EBS, BXxEZEERE , iHZ ¥ Storage.

IETEE BB REMLE

LB EAENEN  FALNERARFEBEREY !

- BRAFEEN - B (MANTHEREN ) BMEXMIRSEERERE , TARERNSTRH
HENDHRES, BE—IMRAFEAENABRVCEEHRERBIEFE P, HAEBEAEEREH
A, AFEERRAT —MME, B MEBIHENEAMLE , F—NMEFH R ZER

MRBAFAER  WE-MELETHEEREIFRNBERTHINCRE, BXESER | F
Z 5 Apache ActiveMQ XN EFEE FEMBAMEFAZNEHFLXH 2,

- BOXNREXGIZRARICHEE - BXEZEE , 1555 Apache ActiveMQ XRFHETEE.,

- BONEASBRELI - Amazon MQ TXEHFEAZSENRELRI,. BXEZELR | ESH Apache
ActiveMQ X HI &I, ZIEF zeroconf BIX B2 AL 2,

BEMECER XASFEEEREE

ActiveMQ XD TR (XA) BH. T8 ActiveMQ WAL E XA E5HET#R Amazon MQ FAE
ERNBERBNERIRENE

BRERNHLENRBNNE HZ XA BF, MRXERBNREEN , EREFHEENENERT
B, NMEZEMEHRERRNRE, XS2FWESMRELBRE, BLFTER conmit() =
rollback() BHTXLEES , UEMERET MEER RN ERMEE,

ERERGCENERZN XARS , B LUEA Amazon CloudWatch Logs #
MJournalFilesForFastRecoveryigtr, MRZHRFTEEM , HERLST 1, MRFEAEM
FUTREANKBRERFENNES, BXEZER , HSH Amazon MQ FEIFELER,

LT RAIRBERE&® XA ES , FEM rollback() XHAEAT,

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;
import javax.jms.XASession;
import javax.transaction.xa.XAResource;
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Amazon MQ FEANGIER

import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMqPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMqUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}

ERFRZRF , BRLEHN XA BSEEHFRECHER XA SESF, RF , BWUER rollback() =

commit() RRAERBLEBENEERES,

BEIMECER XA BSHEEEE
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£ Amazon MQ for RabbitMQ

FA Amazon MQ , AIABMFERAESENERNITEN R T RAUBZESRE, BUE
. Amazon MQ REST API = #|Z Amazon Web Services Management Console, EEHMIBRZ L
Ao Amazon Command Line Interface

XE DT ActiveMQ Fl RabbitMQ 5IZR AR EEREBNEAXREE | JHATAKN Amazon MQ £
ERFIRB R ERS , ABAR BRI EET,

ET7H#HII S MQ REST APIs , 52 R 5# M Q REST APl &,

Amazon MQ for RabbitMQ LI

42 Amazon MQ for RabbitMQ L EE ?

RE BZ1TE Amazon MQ LHHERERE, ©2 Amazon MQ WEARGEHR, RERHIE
(m5,t3) MK/ (large,micro) WAESHRF NAIEEHIZEE ( HlEImg.m5.1large ) -

« BRPIRERMNTREAFEEES (NLB) EHN - NTARPH—IMELARK, REBEUSKAERF
1 Amazon EBS F#&#TEE.

- ERFBRMEXNBIERSEA = RabbitMQ RETRNEESE , BITREZHS,. BT
MBZANTAKX (AZ) B2 RIRE.

BEXEZEER , 2 Amazon MQ for RabbitMQ 132 Y ZF E £

BRI LB A B3R ERAF R LA RabbitMQ 51 Z R #ThR A& 6 8 B 30 A& 2R E 5| R HIRERR
o BHFARELEFHRARE , ZEFHRERAERL, LK (24 DatEX ) MeX ( BRIAR
UTC ) E X,

B35 0713

&R UG R 8 RY RabbitMQ 32 |, &R A RabbitMQ X FHHEMRIEE S HBI N A THIUE A
TLS :

- AMQP (0-9-1)
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https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/specification.html

Amazon MQ FEANGIER

T ES IR O

Amazon MQ &R RabbitMQ REXFUA TSRO , USRI BE T amqpsH TN AREFEHNIE
# , LUR A RabbitMQ Web 12§ & FEE API #1T8 P imiER,

- rEsiwH 5671 - ATEI LS AMQP URL B H9ER. i, #E—NREIDH b-
c8352341-ec91-4a78-ad9c-a43f23d325bb HIRIE |, H HEPBTE us-west-2 Xigidh | 2L
TRZAEMNTE amgp URL : b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west-2.amazonaws.com: 5671,

o TESIwA 443 M 15671 - M ESw A AL ERER | B3 RabbitMQ Web #2#| A HEE API
HERE,

Attributes

RabbitMQ KEEFJ/LNEM :

- A®. fila0 MyBroker,
1D, #l#n b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

« Amazon Resource Name ( ARN ) . %l arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

+ RabbitMQ Web ##|& URL. #l#0 https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com,

EXEZEE |, HZSH RabbitMQ X#HH RabbitMQ Web #2&| &,

. Z2M AMQP i Ko Bl amgps://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com.

EXREEMNTEIR , 55 (Amazon MQ REST APl &) APUTAHEA :

« REST #24E ID : Broker
« REST #4E ID : Brokers
« REST #4E ID : Broker Reboot

e 136


https://www.rabbitmq.com/management.html
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Amazon MQ for RabbitMQ 1L /=

81 AMQP 0-9-1 FF imEEEE — NI T HORIEN KA T 840N P inik 5% bUAE RE
EAM (vhost) NEHR , AFSFHBE—ANR, AFAERENEE. BEAMBEEELEN AT
MR, ERMEZMNEER P EIEN B FREME,

HBE X BIE Amazon MQ for RabbitMQ X EFZFEF , Amazon MQ EABREMNEXREZIICETHE
administrator #Z K RabbitMQ A, AjE , B LUEE RabbitMQ EE API 5 RabbitMQ Web
PEHIARNMAESEAF, B LEA RabbitMQ Web 24| &5 HEE AP| Rig B 15 KA - R R MR

%,
(® Note
B3I Amazon MQ A F APl E# = E R RabbitMQ A,
/A Important

Amazon MQ for RabbitMQ X #FH B “guest” , H TEECI 2 H R 2 i1 BRER AR 5 = 0K
F's Amazon MQ &5 & Hifl BRI B & - R 225 B “‘guest’ Ik o

Ef A RabbitMQ B API RIZHFAF , BEAUT APl KT S fMERE, AHHNE

kpasswordEUEE#Rusername,

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- BOEREBAPLPZFRMMASHES (PI) REMHNBREBR[ES, REFFSTHEM
Amazon k%A1 , @23 CloudWatch B, RERAFETES A TRAERBBEIE,

- MRASIETECIEREBEMEBENEERER , WELEZEERI, NMREENETZSINEE
A, WAlERAHMERERAFRER  AREESEMCIELZNEILE, IRERE—/ERE
AR, NABMRAREHFERAFTEZIEANE —MNIRE, RINEBNERRREZAIFEARE
BER,
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tags BRALEW , HEARAESIRHWAFIRZS|R. Amazon MQ X¥#
administrator., management, monitoring # policymaker AF#r&,

B LAERALT APl KT S MBERENENAFPRENR. & vhost M username B RNIENE
B IFBIAEREN / , FH %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{Ilconfigurell:ll.*ll’ "WIite":".*", "Iead":".*"}

® Note
configure, read M write BEEXLTEN,

BYERERS .* B, HRESOAFPRTFEEELENFMEIIAIER, BEAMEENR. &
KB RabbitMQ BE API EBRAFWNEZER |, 55 RabbitMQ B HTTP APl

Amazon MQ for RabbitMQ {XIE ZRIAE

L& H RabbitMQ KEBIE Amazon MQ B , Amazon MQ £ Bi i — 42 BRIA B X R SR B8 A R L = HLRR &1
AR IBHMERE. Amazon MQ O EELENBRFIN A FERIAN (/) ER¥LEH. Amazon MQ F£
AR A THAURNEL Y. BUAFMEFHNNAENREREXLERIAE, B2, BLLE
g, BEIMRXLEIRINRE,

Amazon MQ RIFEEEBREMEFRMNEFXBENREBLEER QIR REARE, BRIAKKIRENRE
EBRAGE , WTAR

« B3| - AWS-DEFAULT-POLICY-SINGLE-INSTANCE

o EERIERE — AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ

X3 F 2 RHILE , Amazon MQ 2FREBELEREREN 0. BEREMAEARE , TUGEEFRS
LERENBENLEKK, N TERLE , Amazon MQ FREERERENNERINE 1, ENEFCE
BECHWBEENRE , BoE—MAT 1 REERE.

® Note
EERTBF  R2BAEGMNSTAM (HA) FE ha-mode # ha-sync-mode RKE KR,
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Amazon MQ FEANGIER

70 R BRERIA AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ %# , Amazon MQ $F{E A
ha-all-AWS-OWNED-DO-NOT-DELETE KB , (EEREN 0. XALBRAER ha-mode
M ha-sync-mode KEENMABER. MRECEBSHBENEKE , Amazon MQ B34 ha-
mode 1 ha-sync-mode FIME R KEEE Lo

ES ]
« SREEHIFRHI A
- BUHRIAE

IR e A1 PR 51 15 B

ATRHIREIRT Amazon MQ R A THEIZAN R BB IAKE MRS, max-length, max-queues
M max-connections WERMRENZFARENBEERNMT. XEEINTENNRAERD .

- queue-mode: lazy ( KBt ) - BAEREY, RINBRT , RIISERAFEFREEEER , AW
FEREGEERITEERZAFEAE. XUHESSBREAFETEHSIREAFER. EEIZIE
EATHBERTRENEEBDIEE, XERKEEEEREXRGETREEAFHHNEEED, £H
HEIRRAFI , Amazon MQ for RabbitMQ AJ A HE KB ARME KT, HFEE , W THELE
Rl , EEERFINRETELBE L, IRERAEENEEBHERE K MAENNEFHE
FEBEE,

© HEHER
BIp), B

« max-length: number-of-messages ( Ei ) - RERIIFHEEHENRT, EEFHEF ,
ZRH AR LEEREBEERSLEFNBRZEEERIIRS,

® HPEERRN
S

- overflow: reject-publish ( KB ) — £/ max-length ZKE&5& IR 572 BA 5 AR B9 JE B BUX F
max-length EEELIFTES . I THRAILFREERSHEEFTRER , AREBRHHEHENE
FimNARFESIREA D ERHILN. BXXERXHEBANGE , 52 RabbitMQ MiE LM &
EHIAo
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@ HPEERERN
S

« max-queues: number-of-queues-per-vhost ( ERLEVIRH ) - RENREHAFIEBAIBRS,
Emax-lengthFEEE XKL , RESKHETBPHAIKEH LERBEHRSHREFNREEE
RAFIRIZE . BREIBASIE IRy 1L 2 CPU R4E4RAS,

© HEHER
BIp), R

« max-connections: number-of-connections-per-vhost ( E#lEHRE ) - RBEZERE

MEFERERS . REZUNERFEZRTHELEATISHAEANEF , UESBRE~ESAE
BN FRAE,

@ HPEERN
BXRBI, S£F

BWHRIAE

(® Note

max-length M max-queue FRIAPRGIIFIRIEF T8R4 K/~ 5KB # AT XA (L, MRER
SHE KT 5KB , MIEFEZFEMB L max-length F max-queue BRI,

TRIE THUZNRENRINEHE. Amazon MQ BRIBRERSLHIKBMIPEE NN A X LE,

Al Eic) Deployment max-length max-queues max-conne
mode (FBBIE) ctions

t3.micro £ 52450 TiEA 500 500

m5.large LRon ]| TiEA 20000 4,000
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Amazon MQ A& AR
S Eid) Deployment max-length max-queues max-conne
mode (EFZEX) ctions
=¥ 80000,000 4,000 15000
m5.xlarge B 3Hl FEH 30000 8000
- 90000,000 5000 20000
m5.2xlarge L Ron ]| FEH 60000 15000
£ 10,000,000 6000 40000
m5.4xlarge LR ]| TERA 157 30000
- 12,000,000 10000 100000

Amazon MQ for RabbitMQ X/NEZ ISR

BU LU RESRENNARFNNRERFGIRA, RBRXHIEEN  SAEZELFWAREHENE
E-

- BEFImMRAYIHNEE

- RIERHEE

- REEANEFEHHHEE

« TRHEB

BUNRENRNARF RN ERABRDMNRERFIRE (t3.micro)e N TEFRAKZFFmMEATI,
BEHE, RFEFREENIRER , RNBUERARAWRERFIZRE (m5.1arge KU L),

BSFLNRENKRE  WAEESEN TEABEEEEERNIFIRBEMA D, EAUTRNEAEE
FAXRBERESENNARFIEAIRE,

BRHIEEN R NERIER

TRIE T E2XGRENSMKFIRBEHHZARGIE,
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FRARER

KHIRE L
t3.micro 500
mb.large 5000
mb5.xlarge 10000
mb5.2xlarge 20000
mbS.4xlarge 40000
ERMENANEAEIERS

TRIHETEHRENEMNXFIREN R ARHIE.

SKHIRE
mb.large
mb5.xlarge
mS5.2xlarge

mb.4xlarge

BN REAUATEENEERS

SKHIRE
mb.large
mb5.xlarge
mb5.2xlarge

mb.4xlarge

A5l

10000
15000
20000

30000

1500

15000
30000
60000

120,000

5000
10000
20000

40000

BA S

2,500
30000
60000
120,000

240,000

BN EEE
A&

1000
1000
1000
1000

1000

BIEENEAER Shovel

1000

1000

1000

1000

150
300
600

1200

15000
30000
60000

120,000

Shovel

150

250

500

1000

2000

PN GE: 2
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SHAENBYRHETRETERE , EAERT AT KBKELK RabbitMQ £ 7 AT RZH
DEARNGN. MRBIREE WA GREHAT QHNFNEEAER | WA UALRKER/NAE
hnax R BR

HiRHEHER

B REE , FEELTHERHES. AIAESET m5.large £XHIRH,

(® Note
LT HENERRBIESREEERANEFREME.

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (500) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbitEip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

ERE

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

(® Note
LTS IREEEH HTTP B8 API X,

A5

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (30,000) is reached"}]

Shovel
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{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 250 per node\n"}

Vhost

{"error":"bad_request","reason":"cannot create vhost 'my_vhost': vhost
limit of 4,000 is reached"}

Amazon MQ for RabbitMQ By #E

Amazon MQ for RabbitMQ % RabbitMQ EIE{E4F , ZidH N EE API F RabbitMQ Web &l 512
X, EALUER Web #BEIAMNERE AP SIZNEBEREBAF MK,

BT EEEEZI , Amazon MQ for RabbitMQ & X 3F L T
3]

« Shovel &

- BREWERHY

- —HMRERMREEMS

Shovel #H#

Amazon MQ £ E X RE X #F RabbitMQ shovel , RFEREHEMN —MNRESLH LIRS FI R HREZ BT
BB -4, BAILUEA shovel EZENBEMNARE | HIEENEENBREN TR XEE,

Amazon MQ &= RabbitMQ KIE X317 shovel, ZHA shovel ERAZTRSH#TEE , HEA
DB R FimEEAREFXNEHNEL, 510, £/ RabbitMQ EE AP, EFLL6IE PUT &

RHKIEF LT APl LT 2 RBLE A shovel, EiZRFIF , {vhost} A ERAREBHNEDEMN
HEF , {name} BN FIBIZ shovel BIE o

/api/parameters/shovel/{vhost}/{name}

FEEREF | BATIEERFIE RS , ETERNIEEFHE. FTEHNXANRHIE src-queue Hi5
ER A #BAFIFIFE dest-queue FEXKIZEFZRA S Z B ELE SIS shovel, B |, WA LAEA src-
exchange M dest-exchange ZHKE BN kErZBIH shovel,

{

"value": {
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"src-protocol": "amqp@91",
"src-uri": ‘"amqgp://localhost",
"src-queue": '"source-queue-name",
"dest-protocol": "amgp@91",
"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671",
"dest-queue": "destination-queue-name"
}
}

/A Important
R shovel BRI ERE , NFEEERIIERHER 2B EE shovel,

BXREADIA shovel WEZEE |, 55 RabbitMQ 34 shovel fEtF,

® Note
Amazon MQ T FE A EA shovel,

RS

Amazon MQ XIFEKETHREENNG, BEEE , BOUESME NG, KHRBEBTEZRE
HHER. BRERABIMRZZFIER point-to-pointdE ZiEZF HM R BRI EEK, RINBRT , K&
RBBERBEHE—HE , MBS AREFERAENEEZRBIIEE,

B LAERBRS RV T REERANRA LN XREBHEAFIER . B EA RabbitMQ Web #2]
AREE AP E T HARE LERKSE.

/A Important
MR EFAFISH R R TRERER  WERERERES S ORI, RtELFREHRIBAG
RRMARZE , HELEREP LA SRR SHA EF Y T A SIS e < B &
BEE S ORIE,

Fltn |, BEEE AP, BE T U TIREREBES,
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c ME— NS NELTEMT SHBREEZEN L. BLUEA RabbitMQ Web ##H A HEE
APl EXBREIERE, FHEIE AP, B LA POST R HALEB EF U TEREN /api/
parameters/federation-upstream/%2f/my-upstream,

{"value":{"uri":"amqp://server-name","expires" :3600000}}

- BLERBIUAFENIIHRREFETE, L LAFER RabbitMQ Web 2| A EE API Bt &R
B, EAEE API, LA LIBIE2 POST B RHREENEBUTERMEH /api/policies/%2f/
federate-me,

{"pattern":"Aamg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

@ Note

FREBERS 2/ LA IR, amq Tk, EAEMNRER ramg\. HERFEEH
Blamq'FF kW RIRR[EE B AKE, 8 RabbitMQ RS 28 LK X #RER AT AT B K & #ids
Bo

BEXBEBEBRABUHNESZEELR | 55 H RabbitMQ BX& 14
— MR HERREEEN

ZRIANER T , Amazon MQ for RabbitMQ X#F—HM R HERGEFXEEYE, —BMHRFERRIFIRES
THENBBEBITENRFESEERAZEIRAY, MBRESELSINKBAR , —HHEBRFHRTLL
ERFIZ B EEBEY At D X EE,

X THES —BRFHFIRAEG , BERARTHESNIAIINBENE, number-as-a-stringE AR
EHERENAIINEZHEN —BMERFIRP RV ELEHIESHER . £ BB HRAH
d o, RAEANFREMIOEER B ERRD , B ERAERBEENERAKBREIIFES.

BEX—BRBHEXMNESER , BSHAMY LA RabbitMQ —HEHF KT, GitHub

55 B& 5 FHF Amazon MQ for RabbitMQ

SETLAER Amazon MQ #ERRRINMERN A B E CRIEMR S, 205 S MIBRE WA R IA KBS MRS
HAHLEEMOIBRXLEREMRE |, & QR T HAbE L ENHH 7 LR ER IS B A PR B TR/ RE 0 =
o, WA BAMER T R
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https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange

Amazon MQ

FRARER

/A Important
£ RabbitMQ 5|27 3.12 R EEIRAH Amazon MQ £ , HEIWERIAZEHBER :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* all {"queue-version":2} 0

E31BRESHRAL , MNZEFBREERN :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode":"automatic", "queue-version":2} 0

LLEHFFT RabbitMQ B AEFIITREENEE LW E R,

TeetlZRER TELREGASIFHBRATIR KR, MRFELNRENA T HENS
MIRF - -apply-to i®RERN quorum_queues, MREMEHAHEKR BRI TIFEE ABEA
B, AT B IR KBS - -apply-to: classic_queuesBARETE A BRBA IR B

/A Important
ERIT TSR , B4HEEEEEE ANRMN Amazon MQ RabbitMQ KEBAF, EAILAE

RE-REIBRENCENEERAF A UAERZETREIBNEMAS. TREH/THE
ANIEMFRERK ( ENRER ) EXFAENEER AP HRENNER.
R BREUIE N RAE K BLE EN KA BEAEMNFRER

administrator o @ o & X

Xl RabbitMQ AFMEEBAFIRICRNBENEZEER |, i5ZEAmazon MQ for
RabbitMQ XEH F,

£ RabbitMQ Web #2| & Bz A RR 1A 5% B& H & 2L = 4L BR %1

1.
2.

&% Amazon MQ &5,

EEMSMERS |, £ Brokers (RE),

B
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© N o O

MREIFRS |, EFEmHENAHREHAEN BT

EREHFHFERMEM Connections (i) 7 , 1% RabbitMQ web console (RabbitMQ Web
#%A&) URL, RabbitMQ Web 12§ & A #THI X S 3RE TR R E 0 P IT S

FEREHNREEERNAF B MNEEEF RabbitMQ Web #2414,
1£ RabbitMQ Web # &l & TWE TN EFEE Admin (BER).
£ Admin (B2 R) THEMNENSMBEKD , & Policies (KEE).

£ Policies ((RBg) ME L , B LAFRREI B User policies (A KHE) Sk, 1 User
policies (AP Z#E) T , BFF Add/ update a policy (S I1/EH K)o

E0EFHNAREERRE | 17 Add / update a policy (RIN/EFH KR T , FUITUATRE -

a. X F Virtual host (BAEH) , M THFIR PR ZR R MBI RNV BRI Bk
BRANEREN , Hk#EF /o

® Note

MREARGEAMELEN , M RabbitMQ 2| & HRE R Virtual host (EELEH)
I, F EREEXNATARIAELEN.

b. XF Name (BB%) , BAENRBBMABT , flW0 policy-defaults,
c. & Pattern (X)) # , MAENFREXER .+, LUERBEERE LNPEBS,
d. XF Apply to (MATF) , NTHIFIFRFESE Exchanges and queues (3XIREFFIBASI),

e. XIF Priority (h %R , MA—MATRATFERENNIFE L EROER, KA UEEA
442 B9 — 4 B 2 Y RIFI T RabbitMQ BABIFI 28, RabbitMQ 12 E5 B &4 R E
WITEER, B%ERELAURNAASERNESES | B2 RabbitMQ B2 5834
g E

f.  XJTF Definition (EX) , WM TE/1{ERT :

« queue-mode=lazy, M TFHF|FRF%EE String (FRFH).
« overflow=reject-publish, MTH%I&KHiERE String (ZRFE).

(@ Note
FTERTEXHIRE,

e
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FRARER

10.

11.
12.

13.

g.

« max-length= number-of-messages. WRIFEREnumber-of-messagesHIEHIK/NF
HBE (HIMES ) , BN Amazon MQ W EE, 8000000 mq.m5.large \ THI
H|RAFPEERE Number (485 ) -

(® Note
FERTEXHIRE,

i%4#& Add / update policy (FS0/EH K)o

#41A User policies (FI 7 K #§) SR+ ERHTREE,

(® Note

X FERFNRIE , Amazon MQ £ B3N A ha-mode: all Ml ha-sync-mode:
automatic REEE L,

MENSIMERHF | &EF Limits (BRH),

£ Limits (FR#) WE L , B UFBREIER Virtual host limits (EELEHLERF) Flxk, =
Virtual host limits (BE#AEHLBRF) T , BFF Set/ update a virtual host limit (1% &/ TR #£L E LR

#l)o

EREFHELLENERES , BT Set/ update a virtual host limit (IR B/EFE LA ENRE]) & ,
TUAUTRE

a. XF Virtual host (BHLEMN) , BN TR RPEFREZFRBEH MBINENENHN BN, Bk

d.

e.

BRIAEEN , HEE /o
X F Limit (BR#I) , M\ TFHLIETH %R max-connections,

X F Value () , BRIFBRIBHEF AR/ NMEBEBENH A Amazon MQ EIUE , filan , XF
mq.m5.large &8 A 15000,

1%£$% Set / update limit (R E/EFHBR &),
EELRSE , T Limit (BRH) , M THIEDTHIEEFE max-queue (B KRAFIER).

14. FIAFTBRFIE Virtual host limits (EELENRH) SR+ E R,

£/ RabbitMQ &I API B A R 1A 5= & M EE Sl EHLFR %I

1.
2.

&5 Amazon MQ &l &,
EEMSMBERF , %&#F Brokers (fKHE),

e
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Amazon MQ FRARIER
3. MREFxRD , EBREQHNANKBHKEN B M.

4, TEREIEAK Connections (E#E) Eo iET RabbitMQ web console (RabbitMQ Web #2#| &)
URLo A-;EEng:E HTTP 1E:qu:ﬁﬁ EI\JTtIE :FJ-/ N O

5. IABERNFKRIRHETHITED.

6. EOEMHONAERE , FRALUT curl %, K SHRERIN / EREN LB -, ZEA
SI4RED 7 %2F, ERREERAESE —MELEN , 56 %2F BN EU BB,

® Note

BENERRERERBRusernameMpassword, BIEREnumber-of-messagesty
EHKPHMEBEER | BHHR Amazon MQ #FEE, policy-nameBRNREN S
Mo broker-endpoint&#FEZBIETH URL.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "priority":1, "definition":{'"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

7. BEWRIAFEBEDANIENRENASERED , FRANT curl f5USIHAERERE,

curl -i -u username:password broker-endpoint/api/policies

8. BIEFM max-connections BELENIRE , BHALT curl v, BT RBRERIN / ERXLE
MEB—1BAY | ZRAFIRIBA %2F, ENKBNARS —NELEY |, B %2F B AELNE
oINS

@ Note

BENERREFKEREBRusernameMpassword, BB R Emax-connectionstIzE

PIRPAERBEN , BN Amazon MQ HFE, HREBLET QERNEZHNCTH
URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-limits/%2F/max-connections
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9. EQIEFK max-queues BENEHRS , FEEL—F , BEHR curl F , MR,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-limits/%2F/max-queues

10. EWIAFHRHESHMEEHREAELMENRS , FRANT curl a5 USIHAAREEMEN
PR,

curl -i -u username:password broker-endpoint/api/vhost-limits

Amazon MQ for RabbitMQ 138 #Y 2[ & 1% I

AL B LB B EHIE S A GIE RabbitMQ RE, M FXFEFHIFBE , Amazon MQ BE TREF
BHBEREREESEA M.

&0 LU A1 4889 RabbitMQ RI2 | A2 RF A RabbitMQ XEMFAREZEIES HBI N A TIHMUEH
TLS :

- AMQP (0-9-1)

=i
« IR 1 : Amazon MQ for RabbitMQ & 32458 38
« &M 2 : Amazon MQ for RabbitMQ &&=

EIT 1 : Amazon MQ for RabbitMQ 2 32451438

BRHIREBHEMTREMEYESS (NLB) FEHN—NMNTARHHN—NMEBAK. REBOSENNA
F2F M Amazon EBS F& 3 TEE. Amazon EBS £ MEERMNEFTLEHR T THILHWREF
fi& o

5/ Network Load Balancer Al R4 B ORISR H T EE T S 8 4 fE m ERAESSFIrT |, &8
B Amazon MQ for RabbitMQ REB L mT SR EFFLE, EC2 MEMAFHBEEIAFENNARRFNAR
P4 (FE B R Y R um T RUE BRI,
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Amazon MQ FEARIERE
TEi%BE T Amazon MQ for RabbitMQ 2 SEHI4LIE,

E Amazon Web Services Cloud

A0

i e D—}n

—= >0
Client Metwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a 1

%I 2 : Amazon MQ for RabbitMQ &I &

SHMERNE N ERFEA = RabbitMQ RETIWEESE , SMTILAZA/, RS
BZAMTAKX (AZ) B9 VRS

EEHIED , Amazon MQ 2B EERERE , UEAMETRLEALAESR , NMARSTAY
(HA) . BMNREEBAIIA— PN ETRM— ARSI MEGRAK. BIBRIIBEBSHET K. LEBS
WATEREEANATAINET R , RAEERHEESKR. Amazon MQ T RIEBR ARG KR | %K
ha-mode 1iREXN all, f¥ ha-sync-mode iREHN automatic, XAHRBEEFETHXEHF
ERPHMETR , LREEFNFAM,

® Note

EHEFINE  NEFNAMELEF B —XPIT—IMTR , N\BEKREELIFANETTIR. 8K
KATRE , BERHEZTANEEZERMT  SEEMEY., BX4THRRENEFHREIR
TN B ENEEINENES., BXEERENEZFER , i5SHthe section called “E I MM
BWERRE",

H R Amazon MQi&E& T ha-sync-mode: automatic , F4RERHR , BYEINTRE
MMAEER |, RASIEERES . RIIRL SR IEFTEEMATIRE, BERSRENRAS , o
LATE 4 37 B BR Hf (8] R 52 BA 51 [B) 25 B9 2 Ml

BRIAKBE TR, R EMERLFRE | Amazon MQ S BB EFHAIZ L EM ., Amazon MQ B FHR
HABMNATEEERRE LENFIEHMER., MRERMMEKREE HA B , Amazon MQ
FRERMXLEEYE, WREFNEEFTESTHLEMENKRE , Amazon MQ FEREN]. BXRES
BBRNEZER , BSRLHEESRNY,
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THEREAT RabbitMQ EFREHE , E=ANTAK (AZ) FE=MTTR , BT RHFEBEEHW
Amazon EBS B HEZIRZA, Amazon EBS R H{IHEIEREMSHEHEFRH 1T TRILWRRFME,

! Amazon Web Services Cloud

Availability Zone:

Amazon MQ
Broker

EBS Volume

us-west-2c |

................................................

Availability Zone:

%

o
(m |
SO

-

@

=

Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker '
us-west-2b |
—

Amazon MQ EBS Volume
Broker

us-west-2a |

Amazon MQ for RabbitMQ X IES= I3 H

REXBHIZE (m5,t3) MK/ (Large,micro) WAESHEHRIHR A RELFIZER ( Hlaimg.m5.1large ) o T
#FIH T RabbitMQ XA AL S# MQ AIEESEfIKE,

FERFIRBLIETIEZE , Amazon MQ 2@EADE 90 KR AHBEH., EMNBIWEEZ end-of-support
HHE Z e SR EARBIFASEHIZE R | SRS 1L IR A HT,
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/A Important
R AREM mg.m5. EHIZEBBERLE N mq.t3.micro EHIKE,

Al Eic) vCPU M7 (GiB) HERE =h# KiEXFF
mq.t3.mic 2 1 WAL EBS
IO
/A Important

mqg.t3.m:

o

S

EKH

53

R

B EB

Z,
mg.m5.lar 2 8 4= EBS
ge
mqg.m5.x1a 4 16 47 EBS
rge
mqg.m5.2x1 8 32 K7 EBS
arge
mq.m5.4x1 16 64 45 EBS
arge

Amazon MQ for RabbitMQ X2t &

B EH I EER RabbitMQ RIEMATEIRE ( RA Cuttlefish X ) . BAIUECIEEE , AG0ER
B, 2B, BULREENAT - IMRSMIE,

RERE 5
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Attributes

REREER/LNEX , Sl

+ & (MyConfiguration)
* ID (c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

BExfiEEMHNTREIE , i55H (Amazon MQ REST APl &) LU THRE :

« REST #4E ID : Configuration

+ REST #14E ID : Configurations

BREEBITEMENTRIIER , FSRANUTARE

« REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

£

- BIEFRA RabbitMQ KERE

* %% Amazon MQ for RabbitMQ & & &7 i
+ RabbitMQ on Amazon MQ K I Eit BB

SIE MM A RabbitMQ LB E &

BLEH I 2EM RabbitMQ REMFIAEIRE ( KA Cuttlefish X ) . BANEGEEE , RAEEIER
B, 2B, BULREENAT IS MME

LAUR R BIE R In{a B Amazon Web Services Management Console 122 15 RabbitMQ R &
B,

Attributes 155
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
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/A Important

A BEfE A DeleteConfiguration API BIBRELE. BXEZEE. , 2 Amazon MQ
APl ZEHWNALE,

SIEHVEE

ENBEENAINE , LTECEEE.

1. &% Amazon MQ 4|4,
2. &EEM , BFShER , AEEHE Configurations (ELE).

Amazon MQ
Brokers
Configurations

3. 7 Configurations (BLE) W H L , %% Create configuration (812 & &),

4. 7 Create configuration ( 8|2 & & ) TTHEH LK Details ( FHEL ) o , i A Configuration
name ( BBER ¥ ) ( Bl MyConfiguration ) i Broker engine ( RE 5|2 ) IR,
= T AKX Amazon MQ for RabbitMQ X 1F# RabbitMQ 5|ZiREAHWEZFE L , 55 Hthe
section called “RAEE",

5 ®“EOIEmRE.

BIEMME BT
HERER 2 AEARESITIRAERE.

1. MEEY|&HP%EEMyConfiguration,

(® Note
LR Amazon MQ B2 EE R N IE6IE2E —MEEEIT.
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://console.amazonaws.cn/amazon-mq/

Amazon MQ FERARER
f£iZMyConfigurationTUH L , FERENFEESITHREANRES|IZRBEMMRA (Hl2n0
RabbitMQ 3.xx.xX ) o

2. EEEFHAGFELETFL , 2ERREMRITS. HIRHA Cuttlefish BRI RERE.

(® Note
REINEERNE—HHNEERT.

. ERRBEEE A Cuttlefish BB # 1TE X,
4. EBRTE.

Save revision (fR7FE1T) JHEEHI,
5 (Hi#% )ZEBE A description of the changes in this revision,

6. EEFRF.
HerFRENHIET.

/A Important
NEERTEXRFLVRNEINATNE, ENAER , MASFEHET —EFRIEE
BARE,

Bal, BFTEMBREE.

RFEE ST N A B
HIEREBSITRE , ALNEBESITREANNRE,

1. &EEM , BFSMER , RE1EEF Brokers (1K),

Amazon MQ

Configurations

2. MNELAFERAF | EFRENKLLE (Hla0 MyBroker ) , REERRE.
3. Tt “4r%E MyBroker” TUHH ‘BLE" Fn , EFREENEITHR , REERE TRESK,

BEERE 57
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4. 7E Schedule broker modifications (1T XIXIEEER) BB , 1%E#FE R 7 During the next scheduled
maintenance window (T~ —/MtXI4E 5 B ERHA[A]) I£ 2 Immediately (3ZB) RS S,

/A Important
BRHREBEERHLETELRS, WTEHRE  SRBEEN , —RAF-IMHRL
FEIRE.

5. EENMM.
SEAVEC BASTT R 7 FE TE AV B i) B A B IRV R

%48 Amazon MQ for RabbitMQ Bt & {&1T Mx
AT IHEANE T 4w B B M BLE 51T iR.

1. &% Amazon MQ #Z#lA&.

2. MEL AR , EBRIENEZLLR (a0 MyBroker ) , RFIEEFERE,

3. 1EMyBroker WM Lt , &%&$#F “Umig’",

4. 7f “Y%%E MyBroker” NHHW ‘BLE" Mo , ER—MEEM—METIR , REEERE.

® Note
RIFCEQNBREMNEREE , BN ST Amazon MQ BIZERIER IS GIEE —NEES
To

f£iZMyBroker W L , FE R EFEANNRES|I ZBRBFRA (L0 RabbitMQ 3.xx.XX ) o
5. EEEFMAGFEREIFL , 2EREEEITS. #RM Cuttlefish XN REEE,

® Note
FEISNRESNE - NFNEEZIT,

6. EEREBEEHXS Cuttlefish BEHTE R,
7. ERRRE.

Save revision (fRTFIE1T) JHEEHI,
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8. (Hi%&)ZXEB A description of the changes in this revision,

9. ‘BRI
MermBEEENFET.

/A Important
NEEHITEXTVFESXNARRE, ENAER , XAEFEFT - 4PHNRIEE
BARE,

B, BT EMREE,

RabbitMQ on Amazon MQ WA i & &

&) LA {8 2 Amazon Web Services Management ConsoleF FY R I El B U RiR B LU T REBEE
EIH B

(=S ZRiAE BiE =l & A RS HR
consumer_ 1800000 Z# 1800000 Z# 0 F ZIR=ITEN ERAETEIA
timeout (30 &) (30 &) 214748364 RS, AT
7TE KNERER
#'s Amazon HHIARNE
MQ X #E Bt,
0, XEK
B TR,
heartbeat 60 ® 60 ® 60 F 3600 ¥ FIERRA EX
RabbitMQ A
NEEATH
2 BBV [E] o
managemen  true true true , false 311 R E K E SR
t.restric YE R REEHITh
tions.operator BE. MRME
_policy_c THEXR , A
hanges.di BB ER
sabled CHBRERRK
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s IAE BiE =l & AR AR iR
B EE HA
&1,

quorum_qu true true true , false 3.13 Rk ®EHN TRUE
eue.prope B, RARRRF
rty_equiv EEHFERAMF
alence.re FRA 51| Bt 3%
laxed REREBER
_checks_o Ho
n_redecla
ration
secure.ma 3 F 2024 true true = false  3.10 R L BRAT AR
nagement. F7H9H B HTTP 2%
http.head ) =gl = FrRko
ers.enabled 8 3.10 £

MARE , B

true. NF

2024 £ 7 R

9 Hzwaitlg

HRIE , B

false

BB ERHEIA

O LABLE consumer_timeout , MEEFEAEAHIARIRH TR, MREHAZEXEEERER
RIEWEIA |, BESEAA, B0, iR AERIAE 1800000 ER |, BFEHEE 1800000 EWHEE X
ERANEIA , BERE R,

BLEARNES

BRI ERNE SR , T #EEARPHREIKE, RUESEEL T EEHKN N M arhy et
[ BR 1
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B R AE A R B

BMEAENLENRERERFARBERUTHEN HA B :

{
"name": "default_operator_policy_AWS_managed",
"pattern": ".*",
"apply-to": "all",
"priority": 0,
"definition": {
"ha-mode": "all",
"ha-sync-mode": "automatic"
}
}

BRINERT , To3EEiE Amazon Web Services Management Console S &2 APl B EEBUER, &
ALBEERBEEREEFRMATITREAENR :

management.restrictions.operator_policy_changes.disabled=false

MREHTHER , BBV EEECHRERERTIE HA BMY.
EE ME‘JF’ HHH’JJL*/A ;\L

MREFLREIEBEHERY , EREFEFHKB , WAEDF
quorum_queue.property_equivalence.relaxed_checks_on_redeclaration BLE&R true

KR EEHFAMHBAIGEHRBERE,
BE HTTP 2253k
secure.management.http.headers.enabled BEF A T T HTTP Z&#rk :

« X-Content-Type-Options: nosniff : By LR SEERHITHR B RER , BN A T HEMM B AR XN EE,
« X-Frame-Options: DENY : Flbfb AFEER B4R A B 2 M L rHHEZR SR EIR A

« Strict-Transport-Security : max-age=47304000 ; includeSubDomains : 58X ¥ 22 4E KA31E ( 1.5
FYNEMEREFIHARILEEEENFER HTTPS,

REE o


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
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£ 3.10 RESRA L 81ZK Amazon MQ for RabbitMQ %32 2RI
secure.management.http.headers.enabled i® &N true, EAILUEN N
secure.management.http.headers.enabled &R true KFAIXL HTTP T2k, MR
BELEEBRTERIXL HTTP Z24r3k , ¥ secure.management.http.headers.enabled i%&
Ef false,

RabbitMQ on Amazon MQ Y {HExRA 51l

/A Important
HE R FI{E B T Amazon MQ for RabbitMQ 3.13 R E ShA LR IE,

HHEFIR—MEHIRE  ARSFTR (FBAX ) MRETI (HtEE ) AR, NRFASTRE
BSAUA , MERASISER Raft HIREE | USBREE - MHNASTR , MZAIBNASTREE

BRAB-SEHTNRET R, ERVRET QUEEGIUT—HEH, BTSN T /IBVLT ARV
X, Jit, MR- TRENFTA , BEFEY S — A H X#HE H S B A RELE,

HERFITHTLEEAEE , STHRAMARZREMBS , MeHRABAHEE
MREIEATER , WANERPERAS

 EAIEETRAS
« BEAEFRFRTE
- LEERKIER

EREBAMERY , BHRFRL x-queue-type ®IERN quorum,
A
« MZERABIIERE E Amazon MQ for RabbitMQ L Y {hEBA 51

« Amazon MQ for RabbitMQ {4 &\ 51l 1) KB it B
« Amazon MQ for RabbitMQ {4 &R 5l 19 S {E 3288

MZ B2BA B3 B Amazon MQ for RabbitMQ _E B {4 &R\ 51

A B ER —EHLEFNEN TN ETIBH AR , FLEBEATITER 3.13 HESAR
R Amazon MQ R _EHIHEBAS,

1IN 162
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R 1 ERFRE SN G B RBASER B RS

BRLESEE—S&H LRMNENEN , FLAEFREAFITRE 3.13 HESRAH Amazon MQ
R LR PERAS,

1. EIBEHED , SIBE—NHWELEN (vhost ) , BRIABAFIZERZ 7 HERA S,

2. FRAZHBAEHBRIAT , NFH vhost 812 BXS 4 , URI 5@ IBH vhost,

3. f#£H rabbitmgadmin , A vhost FEN S HEIFXHH, LMK REHHITER , FH
SHEAIFE. BXEFTENXHHITHERNTESIZK , 525 RabbitMQ HERA FI 3+
MBHENL, NXHEHRHITHEERE , MEXEH S AZFH vhost,

4. TEFTHY vhost FAIEFT K. BXMEBAFIH Amazon MQ KEEEEREI , ESHAmazon

MQ for RabbitMQ & EAFIKKELE., ARG , N2 a8 H Federation MIB vhost /33 ZIET
vhost,

5. MHMEREMESEIBEER vhost
6. BEC&E Shovel U UABIHFIERIRIVER. BAHHNZE , BER Shovel,

ME LT 15 BA 5l 3 1t 1T B8 B ERRA 5

BRLES R EBN AN, FERRERAFIEBE 3.13 LESAH Amazon MQ I LRI fRERA
5,

1. FIEERENESE,

2. BIEFAIEETHEEBAS,

3. BELE Shovel ffF , FIBENZ HE RIS P AVEMDE S B IR IR PERA S, RABEEBEIIE
B P EEASI/E |, MIBR Shovel,

4. RBRRZBEEIS, RE , AEREBEESIMEE B HNHEEHZE—MPEBAS
5. BIEFHY Shovel , FFH SIS ERRA 513 2057 89 FHERBA S

Amazon MQ for RabbitMQ {4 RA 51 #Y 2k B B &
&8 LATE Amazon MQ L5 RabbitMQ RIEBHHEA TR NS ERKE R,
NPERAFICIZR R BERT | AMITATIRE -

- BBRFTELL ha FFLHRBEE X , 130 ha-mode, ha-params, ha-sync-mode. ha-sync-
batch-size, ha-promote-on-shutdown #l ha-promote-on-failure,

REEECE 163
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I EX queue-modes
o BHHIRENRN reject-publish-dlx REIHH

/A Important

Amazon MQ for RabbitMQ &N AKEHPHFIEBMESI TN AEAEME. TEELIERNER

FLEBEGATIFHERATI KRR, MRFELERERA T HENY , HI0F --apply-
to ®ERN quorum_queues, MRFEHLZBESRBATIF RG] , WAREH --apply-
to:classic_queues BIER 5 50K SR EBK LA R (P ERA 51 SR B o

BT FEE N Amazon-DEFAULT K , AN EN2BZIRANAT SHPOFAIIKE, BX
Amazon MQ for RabbitMQ I ERIAR S E ZE R , iS5 RabbitMQ configuration policies,

Amazon MQ for RabbitMQ {#Z R\ 5l Y S (£ k%
AV IAEL B ERA 5 ot 5B LA T SIERER R IR S 8L,
BYiREEZIEREIRAGEBEZHEE

HHERMHAWZREFHZERN , MEEINBEAER . BULUEA delivery-limit REESHIR
EHEAERE , LEFZREFEENHEE, MEEENENERRBEN 7 £ ERS X
¥ , RabbitMQ F&EF H MR IZE R lm_T'l? <PRAIRT |, JH B S 7EBA S L EBFTIE FEHTHERA -

1R ERBA 51 1Y 5H B L e

HHEAIIRFHEMLER. MREFBHEMLASR , WLRGIZSNMPERAT. BXREHZSMFEBAI
HWEEEMERNESZELR |, BSH RabbitMQ XH Y Message priority.

EAMIANEFIRF

3t FEAMRBASIMERKE | Amazon MQ for RabbitMQ BRIAEA= (3 ) M RNEHREF. MR
&3 x-quorum-initial-group-size #{TE X , Amazon MQ FEXRBRINEHEF7 3.

RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION [g]
BHE

BEREFERARAE 3.12 REBMRAWENEHIREFHNKE LA
ﬂ‘ﬁﬁkﬁu Bf , Amazon MQ for RabbitMQ 45| % & R B < B ER D
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RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION, BX*
RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION RIEHENEZEE
ZH L% MQ £/ RabbitMQ 3EE A ZRHERAE R

RabbitMQ ##2

LU ER RANME Amazon MQ LB EMEA RabbitMQ, BETHAEXFEASHEREES (W
Node.js. Python, .NET & ) XFNEFIRENEZEER , HZH (RabbitMQ Getting Started
Guide) HHY RabbitMQ Tutorials.

£}

. REAREERTR

+ §F Python Pika 5 Amazon MQ for RabbitMQ £ & A
« %R RabbitMQ & 15 BA 31 [E 25 Y 3] &

- FR2 . FET WM HNAEFEZINRE

« B 3: (AL ) Connect 2 Amazon Lambda B %k

mIEREHIAT

B L REENALEEET , oA E AR CloudWatch B Amazon Web Services
Management Console,

YREE RabbitMQ X £ I

1. B35 Amazon MQ Z#lA.
2. MELEIKRD , EBENELLR (a0 MyBroker ) , REIEEFERE,
3. TE4HREMyBrokerTNHEIHWHEE o , IEBRRES|IZBRARAELHIZKE,

4. 7 “CloudWatch B&” #5 , RHEYIRZBREAUNSAIEAEABE. RELATHNHEMLT R,

(® Note

« XF RabbitMQ £4% , Amazon MQ £ BzIEARSXEKAE (SLR) aHE XA —# A
&Ho CloudWatchEXxEZ{EE , 1S the section called “EFA RS HEXAE”

« Amazon MQ A% #; RabbitMQ REM F# H Hid F.

i
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5. 7 Maintenance (4%) HoH , BLERNRIERLEF 1T -

EEREBRAREARIFH Amazon IRA |, FikE ‘BERBIREBREAR . B ARELS
REARE , ZEFRBRERER/L. JLR (24 /MHER ) MEFX ( BRIAF UTC ) E XL,

6. i%#¥ Schedule modifications (it X/i&X).

(® Note

W REN%ER Enable automatic minor version upgrades (B B3R BRAFR) , %R
HfFEN Save (RT7F) , ARNFLEFRE,

&R BETUR 7 48 E RY B[R] B2 A B @ R

¥ Python Pika & Amazon MQ for RabbitMQ & & £ F

UT#REBMMAER TLS RE Python Pika , 7#fF TLS B & N #E#EE| Amazon MQ for RabbitMQ 1%
2, Pika 23&A T RabbitMQ &) AMQP 0-9-1 L Python 281, AHBAESHRE Pika. FH
RABI, REAHMEAOREBHBRIARREBLIEHEE | URIZEFEHAELIERATREEE,

SB— : SlEEAXH Python Pika & i
- SR BBERMEHAREHE
- SR=  QIBREAEHEBEYERE
- ZRM : (%) RESHERAEREE
o BTRMMAL?

TR

EXRAHEFNIR  BFEREUATEREH

+ Amazon MQ for RabbitMQ R, BXxEZEE , HSH6|2E Amazon MQ for RabbitMQ 1%,
REERATIREREN Python 3.
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« ffM Python pip %% Pika, BE%% Pika , B A HNLKBEOHESTUTRR,

$ python3 -m pip install pika

PR

EXA#HRED | BEEZ D — Amazon MQ for RabbitMQ REAF , ZAF EEEAFMEEE LT
BB, TRERTHENENRER (regexp) EXFTENHF DR,

PR Bl & [E N FRIx EAENRIER BRERIE N FRIE K

none 0% o &

SIHWAPNBRRXEAFRHEENRE , MAEFERELRTEERRENEBER/AEHRINER, BRI
B RMERE AP G EERTIE regexp R K — L REINRE, Hla0 , MNRFEE regexp BRE
%R A[hello world].* , AFRABEME hello world FFLHIRA G iE YA R o

BXt2 RabbitMQ AFMEBAFRICMNRBENEZER |, S H Amazon MQ for RabbitMQ X
Jii

SP— : QIEEZRRM Python Pika & i

BIITUTRIERBIZE Python Pika B mEE | ZEXEUWEERE , HE5 Amazon MQ for
RabbitMQ RE R B2t TLS B EMTER SSL LT3,

1. IFAFNKRER , ATEEHER , RAESMIZE F.

$ mkdir pika-tutorial
$ cd pika-tutorial

2. BIE—/"NHER basicClient.py BX# , EHFEELLT Python 1B,

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmqg_password,
region):
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# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

WME , BRI PHAE BasicPikaClient WAAmENEREEN HAk,
TR QEBEAAEHKIEZHE
EQEFHAIN AT EHAEZRRHEE |, BHITUTERE,

1. EFIUATREBREFABAR , FFEAENRN publisher. py RIEFEDRM E— NS ROZNMEE B F
S

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()
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if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

)

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

BasicMessageSender £#&H BasicPikaClient #LiE T AT HEBAEYI, @BASILEEE
MXAEFENEM S Z, RBREAEASETIAIBHHNBHES | [ EEHBIBRIARREE,

2. TEif __name__ == "__main__": T, f&Ri%E4 BasicMessageSender MERFIEGINS
BEBRALUTEER,

 <broker-id> - Amazon MQ FREBERWIE— ID, BALE
T ARE ARN 4T ID, i, LEELLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
RE ID A7 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

- <username> - EEEHNEOREBEEANEENREAFNAF A,
« <password> - EFEBNEORKEEAEENRERFNED,

« <region>— Z6IEEMA T RabbitMQ KL S MQ 2L HEFTEMN Amazon XiF, B0, us-
west-2,

3. f8|# publisher.py WR—BXFETUTHER
$ python3 publisher.py

MRRBEITAY , ERELIREAFEI AT A,
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Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

S|= : IBREREAEPCHER

EOEMAIEBEREHENEARE | BRITUTRAE,
1. EHIUTRERAINAR , HFREEN consumer . py RIFEARME — B FH,

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")
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# Close connections.
basic_message_receiver.close()

SEfBELE—NSBRHAEN XA ELL , BasicMessageReciever #&H BasicPikaClient
FHEOHE A T2 Ol B MR AE N H A S %,

2. TEif __name__ == "__main__": BAT , f§4%i%4 BasicMessageReciever HiEEHEHY
SHEBRANENER

3. HELMUEBFHETUATHT.

$ python3 consumer.py

MRRBEITAY , BRELIRE QP EIHREXUR BER B ZHANIRX,

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0',
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

S| (A ) RESHEHRHAERER

EFAASITMNZEREE |, B A Pika B9 basic_consume AZEMEIEEE , M TR

1. % consumer.py # , U T HEEX NS BasicMessageReceiver X,

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. 1 consumer.py FfY if __name__ == "_main_": T, AALEL—NTRFELH
consume_messages J3&,

if __name__ == "__main__
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# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

)

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. BIXIE1T consumer.py , fIRZE1THIH , BAIEERE RELIREO R,

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

BTRMATA?

. BXHMELEN RabbitMQ BEFHENEZELR |, F5 M RabbitMQ M5 £ H RabbitMQ & F i 32

f# R RabbitMQ & {FBA 5I[E 2 /Y &) &

1£ Amazon MQ for RabbitMQ E&#HZHEF , KM ENMAIINEEBE =BT AH#HTESH, XThE
HFAES , 7 RabbitMQ KERESTHAM (HA) . EHPERHAIHA— I TR ENERIAMN—
NRENEBAR. NATESGMINENRE (ZRABEER ) BENATENY , AREEESRZ
B3 1T & Hlo

i, BR—NME=ATIAEFNEEAS : EF K (main ) MFHEDMHER (mirror-1 M
mirror-2) . MRIFEEKAIFHFREEEBRNEZEBIRERSE , WAIRESLS, IREITR
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(mirror-1) E—EREERNESFAAUTA , MZRAIPAETHURESEEHEABRY, B2, HTE
B HIBASI , £ mirror-1 AU AR AAE main BEESME SR mirror-1,

BXRBNEZFEE , FZH RabbitMQ Mh LM E HEE GRS,
S NAIE L

T4 EER , Amazon MQ 8 RMIT— M RAELYF I, MBERABREEEET. Eit , 7
BIMTRREEREZTHN , RIITREFZERS, ERSIREF , FEEHIEGHIESMERD
Amazon Elastic Block Store ( Amazon EBS ) BEMEHEINFH , AHHTHICE, #AEE R TR
SIE R E L,

MRAIIREREEEERS , MRS SEMAKINES HIREEREZT. B , IRAtLE
PWHEEEET RNANEFRSE , TRA5IXGENFER , GRS, BUlBET LR
MIRabbitMemUsed#RabbitMgMemLimit XE T KIEFKEIANFERAER CloudWatch, 1E5HFE
HIBRE E R BHAEERRR L 28, BFSTETK.

(® Note
BORFIES R BN AIRLKSFRESHEHNES

ERREENAIIEYS , BEBAHBTNIRIEE , HPETRTNA ha-sync-batch-size K&
MEFHBIIIB S KR,
£
- EREH
: RIf ha-sync-batch-size $EH&
EFBFRAIIES

\-I%

B
B2
45

KR

‘r\\rﬁ

B

St
jani]
:rﬂ

FRFMH

EARHEF , BXHAEEFEERRANEN Amazon MQ for RabbitMQ RERA ., SR UAERAZE—
IRRENCENERARS , WU UERZETRUIBNEMAS, TRER/THENENRER (E
NERER ) RAAAFNEER AP HRENNR,

R R ZRA IR B (R R 173


https://www.rabbitmq.com/ha.html

Amazon MQ FEANGIER

R BREVEN RER BLE ENREX BEAENRER

administrator L& o o &

BX B2 RabbitMQ AFMEBAFIRICMNXBENESZEER |, 5SREAmazon MQ for RabbitMQ {4
AP

£ 1 : B ha-sync-batch-size Kk

LT RRER T AR INER TRE LFr el 2R FT B RA IR KRG . & W LUGEA RabbitMQ Web 2§15
=% RabbitMQ B APl, EXEZER , FZ I RabbitMQ ML L E A,

£ F RabbitMQ Web #2#|& S A ha-sync-batch-size KB

1. &% Amazon MQ ##l &,

2. EEMSMEKSP , £ Brokers (RE),

3. MRESIXRAP  EREQHNAFRBHKENER,

4. FEREEK Connections (E#E) B4 , £ RabbitMQ web console (RabbitMQ Web 2§l &)
URL. RabbitMQ Web 2| & AIEFTHIM KA FRE QO H T F.
EREHAERFEE RN BEFEIER R RabbitMQ Web 2.

£ RabbitMQ Web %A TTE TN ZP%ERE Admin (BEER).

£ Admin (B2 R) THEMNENSMBEKD , &2 Policies (KEE).

£ Policies (3RB%) WE L , B AFRREIEM User policies (A KEE) FF*K, 7E User
policies (AP Z#E) T , B Add/ update a policy (7S I1/EH K)o

© N o O

(@ Note

FRIAER T , Amazon MQ for RabbitMQ E£& 2 HAE N ha-all-AWS-OWNED-DO-
NOT-DELETE WI#IIRCIE KRS I EM ., Amazon MQ EIE KRS , LURERARE M E/ R
FIHEFHBFFE=ZATR , AR BIRESL,

9. ERIEFMNARIBRRE , iE1E Add/ update a policy (RIN/EHKEE) T , MITUUTRE -

a. X{F Name (B%) , BHEHERMABT , 0 batch-size-policy,
b. 7£ Pattern (##3) & , WA ENRENER . * | UERBEENE EWFES,
c. XF Applyto (BIATF), MTHFIFRH%E$EFE Exchanges and queues (3 a5 MBAS),
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d. XF Priority (EER) , MA— MK TFRATFTELENNFIE HMRIEHOES, S0 EEM
HLEREE — AR E LN AT RabbitMQ BAFIFI R #85, RabbitMQ R EERESMHERE
HICE R, BXARBELRURMAAESERENEZEE , F2 1 RabbitMQ RS 853X
SEVER

e. XITF Definition (EX) , NI TRMEX :

- ha-sync-batch-size= 100, MTHFIRPIER BF",

(® Note

B EERBENIIF RALZ EENBEMK/NFEMBAE ha-sync-batch-
size WY{E.

« ha-mode=all, M\ TH%|FHi%ERE String (FRFE).

/A Important
ha-mode EXRAIES HA XN ERBAILERN ., ZRESSERIERY,

« ha-sync-mode=automatic, MTH%|&KFi%FE String (FRFHR).

(® Note
ha-sync-mode EXEFIE BEMKEATLEN, MREBBIZEN , Amazon MQ
L BB IMNE .

f.  1%&$% Add/ update policy (3 I/ FTKEE),
10. #81A User policies (FI K B&) 5 R+ &R KK,

£/ RabbitMQ & API 5 ha-sync-batch-size KB

1. &% Amazon MQ E4l&,

2. EEMSMEES , £ Brokers (RE),

3. MREJRSP  EREQHNAFREHNRENE R,
4

EREREM Connections (E3E) % , 12T RabbitMQ web console (RabbitMQ Web 12 #| &)
URL, XR&E HTTP BRFFEANREL R Ko

5. ITHEERNFARRDDITELD.
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6. EOEMHONEERE , FRALUT curl %, KR SHRERIN / EUENLE -, ZEA
SRR %2F,

® Note

AENLLEERE R EREEBRusernamefpassword, BAIREEEREAIIPTE
HHENBEMA/DRKBARIMBAE ha-sync-batch-size (100) KWE, HRELKFET S
EM AL ZAIZTH URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '"{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode'":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. BEWRAFEBOANIENRENASRES , FRANT curl 5 ESIHAERE R,

curl -i -u username:password https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies

|2 EFMEAIIREL
FF#H) ha-sync-batch-size RBNATENNKRERF , EXfERAIIRED,
£/ RabbitMQ Web 4| & EF B SR %

(® Note
E4TFT RabbitMQ Web #2# 5 , BSRAHRESE 1 SR LR H,

1. 7E RabbitMQ Web ##| & T E TN ZPiE#E Queues (BAF),

2. 1E Queues (RA%!) TTE LAY All queues (FTBRASI) T , IREIEEEHIRAG, EREKITH , BHIBA
S R1 %) R B R FTREERI B S ( flWbatch-size-policy ),

3. BEUR/MEENEIRLIRE  FEABUEIIESL . REEHBIHIIIEL.
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(@ Note
MERBSEEHBARBRITER , FEIHRA ha-sync-batch-size BEHEFEHEAIIE S,

IEEEA

- BAIIRIIREIS fE , BRI LUEE &E& Amazon BRI RabbitMQ T REAKAFE. CloudWatch
RabbitMQMemUsedfiE ATLAZEEE RabbitMQMemLimit #ERAMET AN ANERE, EXES
ER , BZRABRLS#H MQ B CloudWatch IE#5F& A T RabbitMQ £LEMNIL S# MQ AT A
CloudWatch %5,

« NBHIERRFIESEFE , BUREFRIIBEHLEEE, T HEERAN IR , RINERUEFA
EE%VJIJ REARINERESAENEREHIARD, BRAEXRFRENFEREERIANESEE
FS I mE A E IR,

o MIRBIEFH Amazon MQ for RabbitMQ B , Amazon MQ £ 51 F — 48 BR 1A 55 BE 52 #0 E 4L PR 415k
AL R AE, ﬂﬂ%f&’?ﬂ’ﬂﬁﬂ}ﬁﬁﬁiﬁ(ﬂ’]?ﬁi}\%ﬂﬁﬁ BRI, EB‘U"@ CelE, BxtIZBRIAKREME
BLENRSINEZER |, 55 Hthe section called “RIBERIAIERE",

MR EIR
« UpdateBrokerlnput— £ A tL IR R M EIE Amazon MQ API BTSSR AL,
- SHFER ( RabbitMQ ARS8 34 ) — £ RabbitMQ Mt L 7 #2455 RabbitMQ S KK E %

1E /CN 0

* RabbitMQ B HTTP API - T f#H>x RabbitMQ EE API NEZER.

HW] 2 FET IVM NN HREFEEZIRE

€12 RabbitMQ REJG , B LUEN AR EEINZNAE, T REERNMAEE R RabbitMQ Java &
PinFEAREENRIENERE , cIERIHRIEEE, BUUERARRIES XFW RabbitMQ & iR
EEEEE| RabbitMQ RE, AXx XM RabbitMQ BFBEMNEZE L |, ¥5 M RabbitMQ &/ inE
MALXITE,
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FRF M

(® Note

U R RFZASROGER T IR B LT A5 FMEAY RabbitMQ R, MREKEEGEESR
NIFAIARIMERARIE | AT AR B4,

BH VPC B

EWRRENKER LUELZN VPC FiflE |, 455 A enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE , 2 (Amazon VPC AF#ER) F K VPC FH
DNS Support,

B R AhIERE

1. % F Amazon MQ 4|5,

2. MELAFRSD | EFENZLEWRI (H20 MyBroker ) .

3. 7EiZMyBroker WEH “IE# %% , iL FREM Web 2414 URL ML RIHPIA MO,
4

£ Details (F4EE) 2B B Security and network (Z£5ME) T , MBEHNLZLABZHR
4

FEELRER EC2 £#HEKRMN “E£4H” WH,
5. NZ24AJKRYP , ERENREH,
6. HERMEKEER, %EF Inbound (AL) , RFE#EF Edit (4R18).
7. 1£ Editinbound rules (4R AEHN) XHFEDR , IFELFFRIPEN URL L IHT UMM
W ( AT REERMEIRKE Web 126 B HATLLERE,
a. &AM,
b. XF Type () , #%# Custom TCP (BENX TCP),

c. XTF Source (F) , i&# Custom (BEN) , RAERALHLEREB IR Web B ENREMR IP
Motk (0 192.0.2. 1),

d. ERRREF.

NV RIBIE RS AVEER,
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N Java R #iIn

IMRIERER Apache Maven #1TEZIHE |, IERATRBTUR MR EH pom. xml XHH, BHX
Apache Maven FHI B E N REBXHWESZEE |, FSH POM T

<dependency>
<groupId>com.rabbitmq</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

MRBEREMERA Gradle HITHNWE | FHEHAUTHREII,

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'

£ A Connection #1 Channel £

RabbitMQ Java ZFixfEMA com.rabbitmqg.client fERETRBKEHHE , Connection F Channel
AP| K% 51 F&R R AMQP 0-9-1 IEEZEFBEE. FEARS A Connection M Channel 3, WA R RABIFT
o

import com.rabbitmq.client.Connection;
import com.rabbitmg.client.Channel;

fl2 ConnectionFactory HiE#EE BN A E

FERAUT ROIGIZEBAESHM ConnectionFactory #3X&6l, A setHost HEBERZHIIC
THRELKET R, XTF AMQPS &4iE#E , iEAIRKO 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
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factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

6] S BR R I H R

O] LAEA Channel.basicPublish FEE XA MBIRIRET, LT ROIER AMQP Builder 3£3%k#
BEERNAEA plain/text WEHEBHEXNR,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
.userId("userId")
.build(),
messageBodyBytes);

@ Note
XX , BasicProperties R B ERWIFE &R A I AMQP,

1T R BA 51| H 322 GHE B
B LB EA Consumer #OITFEBFISKBUCHE, iTHRE , HERNEINAN BE1EE,

SEH Consumer WE MRS EZREH 73 DefaultConsumer, DefaultConsumer X R A LMER
basicConsume ERAMN —ZBo &R LAREITER , AT REIFFR.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException
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{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
18
(® Note

HARAFEMNILET autoAck = false , FTAATHEIAMLZIEE| Consumer FIEHE | IX1E
handleDelivery FZERERZRAFLE , MRBIFTR,

KIAEET T SR ERNEE
BT 58 RabbitMQ RERES , BXABEMERE , TR,

channel.close();
conn.close();

® Note
BX{EH RabbitMQ Java BFHENEZE L |, B3 RabbitMQ Java B i APl ¥/,

I 3 : (A% ) Connect B Amazon Lambda B %X

Amazon Lambda A LAiE i H Ak B E8 Amazon MQ REBHEE, YRR EREE| Lambda
B, ATABIES AR , MAASIFREUES HE LS ARAEK. SEIZNSHRES 2 HNEHREH
EECEE |, HLL JSON MR ER el A Lambda f1gk,

R EIERES Lambda B
1. FUT IAM B2 RFINE Lambda REITAE,

« mq: DescribeBroker

» ec2: CreateNetworkInterface

» ec2: DeleteNetworklInterface
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* ec2: DescribeNetworkInterfaces

» ec2: DescribeSecurityGroups

* ec2: DescribeSubnets

» ec2: DescribeVpcs

« B& : CreateLogGroup

« B7& : CreateLogStream
- BE : PutLogEvents
- WEREEE : GetSecretValue

(® Note
MR BLEN IAM R |, BHEBRFTEMN Amazon MQ & IR A D RERIE Ko

2. (W) MRECET —NKELFUHRAMANRE | NATRITTEEAR —TUREL AT
Lambda EZ BRI E -

« ABNMNREFWEE—N NAT Mx, BXEZEER , i5ZH (Amazon Lambda FF & A R 15
) PHVPC EEERHI EBRMA RS HF,

- fEA VPC 4T SIEEH Amazon Virtual Private Cloud ( Amazon VPC ) 1 Lambda Z & €]
BiERE, B8 Amazon VPC & AAEEE] Amazon Security Token Service (Amazon STS) #
Secrets Manager LT K. BXEZEE , HZH (Amazon Lambda FF X A RIEF) R
Lambda ELiE$#E O VPC LT Ko

3. {5 Amazon Web Services Management Console i Lambda Ei#El B R IBIEN 4R, BT
LA iZcreate-event-source-mapping Amazon Command Line Interface @85

4. 7 Lambda HEURE —LRBRLEBMNEHREBEANEE ., SHRMEKEMN Lambda FEH
RFRERS|EHEA, LLTRE Amazon MQ for RabbitMQ BABI#Y Lambda g =451,

(® Note

EZROIF | test BRATINEHR , / RERINELEVAN B, BUCEHER , EHREAF
SHEFIE test::/ To

{

"eventSource": "aws:rmq",
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"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {

"bytes": [
118,
97,
108,
117,
101,
49

]

iy
"header2": {

"bytes": [
118,
97,
108,
117,
101,
50
]
},
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
I
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"redelivered": false,
"data": "eyJ0aWllb3V@IjowLCIKYXRhIjoiQlpybWYwR3c4T3YQYNFMUXhENEUifQ=="
}
]
}
}

BXH Amazon MQ i#£E3#E %) Lambda., Lambda 3 Amazon MQ B4R M X /914830 F B4R AR 51
HIRNEZELR | B2 (Amazon Lambda FE A GIERE)Y FHF Lambda 5 Amazon MQ &4
Ho

ZIE Amazon MQ for RabbitMQ 5|2 ki Zx

RabbitMQ R 1EiE VAR AN IZH M IFAR A S BIE RN X.Y.Z, £ Amazon MQ for RabbitMQ =K+ |, X
RREERAE , Y RRRERE |, Z RN TRES, IREERASEZEZ , Amazon MQ £FFhR
AERMAEERAER, B0, M 313 FRARE 4.0 RER N EEREALR, WRIABRERES
ANT RS RET , MZRATEHARRERAETE, Fla0, M 3.11.28 lRALRE 3.12.13 ix##
MHREREFHAR.

Amazon MQ for RabbitMQ B FIE R EFEA XN RN ERAE, EXRUNMAARNRESIZRAN
B, BHSE AR Amazon MQ I 5| Z RN,

/A Important
Amazon MQ FXEFHER. SIBREBSSBBIEEX,

Amazon MQ X #F RabbitMQ 3.9 A # V7 JSON FREAL L B EKRiIER

Amazon MQ for RabbitMQ X ## 5| Z R A

Amazon MQ A X FAHSE RRESIBRAMNAL LT F, IEMRARHIZFLIER , Amazon
MQ 2B ZRA LHMEREBARE T —MNZEFOMRA, SR FARIGFERE L L 80 Tl E 4 3 i B
M , BN end-of-support B #i 2 FHI45 K A#H 1T

Amazon MQ ZL SEEMRARLIETEFE 90 XA HBA, EINBWEEZ end-of-support B 82 Bl
FRIENRELE , LR HIEMBRT, i EXFLKIEREE 30 XA, BREEITRLK LN
R ERIEFORE,
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Amazon MQ FEANGIER

RabbitMQ kx4 Amazon MQ £ - X #F
313 (i)

3.12 20253 A 17 H
3.11 20252 A 17 H
3.10 2024 £10 A 15 B
3.9 2024 £9 A 16 H

BIEFTEY Amazon MQ for RabbitMQ RIEEY , &7 LUE E 25/ RabbitMQ 5|24, R bl
BEREEEIEESIZEMRAES , Amazon MQ 2 B BRIA N &5 BRES,

BIZARAFH 4

ZA BN FRHREBEARE T N EX SN EERESRERER, &5AEXERAEFH
HJa , Amazon MQ FFEL B BRRFRBARBIZFNRFHT R,

EXFHARRENEZELR |, BS 1 the section called “FH R 51 A",

NFREEAGIZRA 3.13 RESHRAWAKE , Amazon MQ £ELF RN EBARIIMXFN&
AN T AR

/A Important

RabbitMQ X R I8 EMRAEH ( il : 3.9.x F 3.10.x ) » B FEEBTIREIRA ( Filgn :
M38xE3.11.x),

BXHRERFEERMEATRIVRS. N TEFHRE , GEAIXAEESHEARELS ., MRAIIR
 , BAIRAS IR EEEKNNE, EAIRSEREF , FAENEFELEFEARS. BAIIED
HREEAE , REFEXATH. ARERAPER , RNEBNUERERENNEFHITHAR. BREREAR
BESXSERNEZEELR |, 23 5Amazon MQ for RabbitMQ &{E3LE,
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Bl i 37 5 HY 51 ZE R AR

BRI LAfEAdescribe-broker-instance-options Amazon CLI 8 S 5 HArE XIFM A BENEE
S ZRRAR,

aws mq describe-broker-instance-options

ERG| BN FIRBTERLER | BEEM--engine-typeM--host-instance-typeit M , LA TRFAR
o

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan , EiFi% RabbitMQ Fimg.m5.largekBIKBMER | BERAMengine-type HRABBITMQIR
Mo instance-type mq.m5.large

Amazon MQ for RabbitMQ R{ESCE

LU ER S RIEKR B Amazon MQ LA RabbitMQ RIEFAEERSMAENBREREHLER AN
B,

/A Important

BBl , Amazon MQ AR EE JSON REMALM{L BFRIZFK ( 7 RabbitMQ 3.9.x F#
) o

/A Important

Amazon MQ for RabbitMQ T X #FM F B “guest” , HF 2 TEE IR E i BRER AR 7 & Ik
Fo Amazon MQ &1 & Hiffl BRI B & - A 25 & “guest’ K o

£}

« ERFENRKEXFRBULNSZEFLE
- ERAZAEE

o ERFAHE ML
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- {REFBASIRI 52

- BEXRMEBHANEAEINEIA

- BLETIRE

« ¥ Celery 5.5 RE S RAH T EEALEAS

- BIMNMEHEHIRE

R EENREXFREUARNRERFLE

REXFIRBENEEFHERATNABRFHNEARA, ROORERFIZEE (W0 t3.micro) RN
ATFNARARRFMRE, EEFIREPERRAISES] 2 86 X L4 B S5 7] AR & B A F2 /7 168
BT EREF EEA, EXHIER m5.1large REASES L | ST IEHERBERTINSTHME
MEEFAM, RANWKEXLJIXBETULBEFRINEFHAAY, SEHE, AFEFHREENT
FHE, BXEBREBEIFIRBENEZER |, 55 5the section called “X/NARIERE,

ERAZ N EE

BRI FELMNERLEASNEE, NARFEBE 11 HERSBELE, RIBNE
MERER—MEE , ARSIMRERERA—MEE. BRUEEABE  UBBEER.

AR A H SRS

BRAHRADTHLEERERRIERNER TEREE., BAOBR —IEMSNBEA#ME, BR,
BILRASITENR , FAHERNERNFNHEFERT , RIEREFEESZNTF, EREEZAEN
BRT , BYEERESFEIBARN RabbitMQ REHFHMNRNEFHREEE , BEMRAFALE.

EZAHEREAM , TTLUNBASIFEE R durable HREEEEZEENIRE N persistent, LT R
BIE R T WA E A RabbitMQ Java & FimEFEBAREEERAS, A AMQP 0-9-1 B , & A LU %
B2 REEERERIBER,

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

FIRAFIEL B R IFLERABIfE |, BT LUE ¥ MessageProperties i& & PERSISTENT_TEXT_PLAIN
KRG LERREEZBATI , AT RBIPT R

import com.rabbitmq.client.MessageProperties;
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channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

RIFRA TR

EEHBBEF  BEAEHENMITESSHEERIEFNAH, SREFIEFNAN , ER
Amazon MQ for RabbitMQ RE AR S BMREH —FBREK, MRER , JEFMNANRKRERRELE
REBOOT_IN_PROGRESS IRATZE B R AR,

TR , Amazon MQ 8 RWIT— M RNMELYF T, MBRABREFERET. Eik , 7
BN RAREEEZTHN , RIITREZEERS, ERSEEF , FEEHIEGIESFMERD
Amazon Elastic Block Store ( Amazon EBS ) BEMEEINFH , A THAE, #E4E5E 20 BILERA
BERE S,

MRAIIREEEEEERS , MRS ERMBKINELS HIREEEEZT. B2 , WRHAtLAE
PHHBFEEFEETRNAEFERSG , TRE5IXKENFER , EEASIEY., BABETLHRS
fRabbitMemUsedfRabbitMgMemLimit T SIE#RKEIAANFEAE R CloudWatch, EHFE
M EREER A BHAEERER D 2 , BE T ETK.

MRERDBLERIIEL , RNBUCEAIMPERES , SUBRDAIIPHEERHRE, —BRIRERD
BRFIEZ MK , KBRS EHRN RUNNING, EFFREFAIRAFIEL | 838 o7 LR 5: 8 SR 2 BA
SIE L HALE K,

R E X BB BRA TTL KB , LERDBREAE , ARBERDIXIERENR NACKs &,
ERELEFHERSSA CPUBRER R ABHE RS MAEMEE. NACKs

BERMEBIANERERXSHEIA

BIANEEEREIRENSERNRBERIN. RAEEBUNSHNENNARF AN TEBFE THES.
RHEHNERB TRHFFEICENEERER, MRSKBRAENEIA , WEEZBIAEREAIA
B, ARENRETRSEFETELENHEE

B HEFHENAEFEAREBELZEEENRAMERABIAN , MAEAERSHEINA. EFEH
RabbitMQ RER , XHHEIAN TRAKEBELZEEXREE,

FREEAZBINEFEEFRNARERF LEBEE. £H AMQP 0-9-1 i , JLENEE
basic.consume J53EREBABIA. AMQP 0-9-1 EFimtB A LABE &% confirm.select FiEXKE
BEXAERIA.
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BE K EBEPEREAERIL A0, F£A RabbitMQ Java B FimEERY , ATLAEA
Channel#basicAck Ri&RE— M E#EK basic.ack BEBIA , MU T ROIFF R,

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
(@ Note

REANWEELTENFFERF, EANEINEF RNARFEENREIRE , REEHSE
TR B &,

BRI LAELE consumer_timeout , AMBEEMFEABETHIAR ST FHITRMN, WEEHAERERE
BEHMERRXHEIA |, BEFHE<A |, £05U % PRECONDITION_FAILED, EiS Uiz , E6EH
UpdateConfigurationAPI & fllconsumer_timeout{&,

BoETRLREY

A LAE A RabbitMQ FIREVERLLERAEFEAEENF RN, RabbitMQ B FF RIS A T 6
AEMAREE , KU AMQP 0-9-1 R EETRELH . FUREUER T8 EEE(I4 Er A @6
RERENHEHE. MBI T , RabbitMQ @A EFIHNARFRETREINE X KN,

EHER RabbitMQ £AFHREFREUTHN , FEEREHRERE, AL , ZREAENHRENE
B, ATHEAZEEEELEHEEMRAEEEAFEARFT , Bt , RENTRIETESNEREN
HREFERERRE  ERERRT , TS BEAERNER. B , RabbitMQ KERFLFER
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ENFEEEEFENEFY , ETRIEAERIA. IRXENEREREAYBIN, HEERAERE
XK ERLGEER , WERSHFUIREUE T 884253 RabbitMQ RS |[AFETE.

ZRI ERRE , RMNBWHLRETIRIE , B EHA T AEREEIARBEIANHES NS
RabbitMQ REBHEEAELIANEFEFSENER. NREFEMCRERLEREHE , BULER—
RIFREUTHR N A EHREBENERE  UBESEAELEREMENEMEL , MEFHEBAN
REZBBHTRE,

® Note

- MRENEFRENARFEREEN BBINFERERAFERE , NREMEIRESTEHE
Mo

- PRAETUHREUH S &2 MBAS i BR.

BURRBIER T A A RabbitMQ Java FFinEN B —FEAERE 10 WFRIE,

ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

(® Note

£ RabbitMQ Java BFixEEH , global FREMNERIAEIREN false , FRA EEBBIF AL
B ER channel.basicQos(10),

XF Celery 5.5 N E SMAR T EE AZRAF

Python Celery 2 — M2 A XNESMINRE , EERISESAEMN TUERFZIEXRBHEE, XTEA
HRIEEI AT E2 AR RabbitMQ AFEIRHSBREFTTAH, ERPSMEAFERVIS |, BHhIT
AT 84 -

¥ Celery 5.5 HEBRA A T EE ALY 190
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EATFIAE Celery liRZA

1. XKMtask_create_missing_queuesEAE BTGk,

2. ARG , XHMworker_enable_remote_control AMfZ LIS celery@. . .pidboxBAFl, X
R RLEHMIBATIR K.

worker_enable_remote_control = false
3. E#R—IEAIEXEEEED , BEBF Celery NARF I worker-send-task-events B A EE -
E=f--task-events#ridRxH Celery,
4. FERUTSEE) Celery NARER :

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

ERA T Celery 5.5 &L ERRA

1. FHRE Celery A 5.5 ( RIFEEINRKERE ) KESHE, EEFEEANHNRAE
M Celery , EfEfcelery --version, BXEEABNMIINEZER , FSH. the section
called “f £k BA 51"

2. FHRE Celery 5.5 RESHRASE , BiEtask_default_queue_typels “EE AL
3. AR, HEMAE “REBEEARIET PITIF “KWHEIN

broker_transport_options = {"confirm_publish": True}

B MM EHEHIRE

BINEWHRLERAEIMNEIRE |, Uy EERFmEREE RabbitMQ T RAMMBER T HIATEF
Mo BERZA 4.0.0# , RabbitMQ Java F/F imERMIAZIFB I NERE.

MREEZENAAMEBERPSIZRARLENRE, RUIEZEFREURFEN , HEDNRRSH/K
ERNES , Wafhx BERRE.

MREFF IR RabbitMQ T RZEMHRIEZERY , TR EIRE, RINBUERENRAERF
K55, SMEBTEREERBERIDBERABBRE, LT ROGETRT MAER RabbitMQ Java &/~
i B SR E 1 4] 4 P G5 LR

ConnectionFactory factory = new ConnectionFactory();
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// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);
// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

(@ Note
MR ARERFER Connection.Close HEXAERE , NFA2BE At X BaINEIRE,
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Amazon MQ Ry Z £

=RZ%® Amazon REF2E., fEN Amazon BF , BAIUZRTEANFREASHLLHBBALNE
SRMAZRNEFEHR ORI MELEN,

ZERNAHEHAE Amazon WEFE, SELEEXNFEER NN ZEHNcHNEZ M -

« =EZE — Amazon TR E Amazon =HIZ1T Amazon IRFHEMZEN, Amazon ik 2 H
AZEFERANERS. EAN—FHD , FE=ZFFIHIEHMNZMNBIERNLZENER M. ETHER
F Amazon MQ BIEMITR , FSRIZRENITRIREIR 2 8EE N Amazon RS

« TIREE-BHTEBREERD Amazon [RSRE. BEFENHMEARNT , SHEEN BRI
. BRANERANERREREN,

ZIXAEFEBIE T R AIE A Amazon MQ BT AT EHRBERER, LT EB A {AEE Amazon MQ
DUSENEN RSN EREB IR, BENFI WMERHEM Amazon RS KA By &M 2 MR EH
Amazon MQ &R

F&

« Amazon MQ HFH BIERY

« S&AT Amazon MQ B Identity and Access Management

« Amazon MQ K &M MR IE

« Amazon MQ H IR E &8

« Amazon MQ FHVEALIREL &M%

- Amazon MQ WL £ HEXE

Amazon MQ A IR FEDF

FEFTEEEEATF Amazon MQ FHBIERT . MAEEFNR Amazon , ARKRFETAMEREN
£ IKEMZEH Amazon Web Services =, BAREFP N EEZLEMEN ENHNBIES, ZEAR
&P EEA B Amazon Web Services fR$ WEZ2BREMNEERES. BXBERLMNESEE , BZHAN
ERFAEN BB,

HFHBERPEN , RNBIUERH Amazon Web Services i EE H A Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) i8 BN A B, X% , MNP RRERE
TEHIERRMENNIR, EEWEES AT AR HIE
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- NBNKFERAZSESHBRIE (MFA) .
« £/ SSL/TLS E®RFEES. Amazon HATERMEA TLS 1.2, BiUfEA TLS 1.3,

- EARE API M1 FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKREPWAERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiFRMZER | EFEA
FIPS iR, BXUAM FIPS mRNEZEE | BHSH (ZEBKIPEELERE (FIPS) 5 140-3
&) o

BIBNUEYENEEERBBER ( NEEF B FER4iti ) RAREHBEHENNAFTE
(WMEBHRFE ) . XTFER Amazon Web Services RS FEREHIA. APl 55 Amazon MQ s E A
&1Ert, Amazon CLI Amazon SDKsTE A TR MR E T B A& XA T B A BT iEE8 ol s
S2ATUHRIZH AR, MREEABRSEFIREMU |, BB NETEEN Ut P EEIEE BREIUE
PORER: &0 R

¥F Amazon MQ for ActiveMQ # Amazon MQ for RabbitMQ 32 , @S RE Web 258
Amazon MQ API Sl & RE , BAERAEAMNASHER (PI) I EMNBSBBERENREZN
FAFE. KEEMMAF B AEEM Amazon Bk ( @B CloudWatch & ) 1Rl REAFEF
EERATAERBBEIE.

/A Important
TLS 1.3 &M F RabbitMQ K E,

hnz

Amazon MQ FREMH AP BIER1TESNE, Amazon MQ 85 INEEN £ A FM7E Amazon Key
Management Service ( KMS ) FEIMMZZARNHENE |, RMETEBN LTSN, HIRS AT AR BIR
DPERFPHRBBENSROBREAENERYE, BIBRSNE , B UMEFESNZSAEREMNER
NEZEBRBENARERF.

Amazon MQ REZ RN REZEEEAECHERZREME (TLS ) ERATREHREAMNE,
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Amazon MQ ERAHEEBENZ 2 ERNNEZZAXNBSNERPROEEHRITNE. BXEZEER | B2
J.Amazon Encryption SDK FF & A R &/,

YIRS

Amazon MQ 5 Amazon Key Management Service (KMS) &5 , IR EBHH RS 85K INZR. Amazon
MQ L IR BB S EIE,

LHRA ActiveMQ KT T MQ =5 RabbitMQ R IE 62T 7 MQ Bt |, fRATAIE ERF L
Amazon MQ A3k Amazon KMS key MZEEEESHIE. MREKRIEE KMS 41 , Amazon MQ &1 41
EBHCH Amazon KMS ZAHNRKREFER1ZFH. Amazon MQ B BIZIEXN# KMS #4H. BX KMS
RANEZER |, 1B5ZH Amazon KMS keys,

SIRRIER |, SR LIEREFR L TR —REE Amazon MQ AT IIEZZEHRNAR,

2

« Amazon MQ owned KMS key (default) [Amazon MQ #iE# KMS Z4A(RERE)] - Z4AA
Amazon MQ HIEMERE , BEAREEWKF, H,

« Amazon & KMS %48 — Amazon £& KMS %4A (aws/mq) &K ) KMS %48 |, B
Amazon MQ RERZ0IZE, EEMER,

- ERINENEFREER KMS Z - EFREERX CMK BHE1E Amazon Key Management Service
(KMS) e ZFEE,

/A Important

- BUEBRRORETERHE. R , MREFERCHFRNR , BB WUERIBRRE,

« X F A Amazon Elastic File System ( EFS ) 7 E S8 #EH Amazon MQ for ActiveMQ
KE , MREHER T Amazon EFS EZH K R EA KMS ZEAMARIR , A< B4

Mo
- XFEH EBS 7% HEBIER Amazon MQ for RabbitMQ 1 Amazon MQ for ActiveMQ
RIE K MREEZRH, iTRIMERSIFOEIE F Amazon EBS &M K R EH KMS Z4ARIR

BR , Amazon MQ 24 EHNRE | ATEEE RN BRIRE.

- NMREEFERAZATRER RO ZS |, WA SAEHHE R A REOE B AMBRH 44 20K
H,

- ZERBRANBHERNEFIRMARE,
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EAERATF RabbitMQ B9 KMS 4B 02 % 2B FaT |, B9 5% Amazon CloudTrailPieR TH
N CreateGrant B#. £—1PMEBH K Amazon MQ H KMS Z4ABI 2B, E=/E4 L EBS ¢
R EBS £/,

CreateGrant Amazon CloudTrail BE%H : #3524 E

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",

BAME 196


https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/rabbitmq-broker-architecture.html

Amazon MQ

FRARER

"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

iy
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREE 102 EBS R EH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
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"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfc@dbce@ddc000f0000000cObcPa®d@PaaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"
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}

FEAEAT RabbitMQ K KMS ZiABIZ £ 28t , £459EF 2 Amazon CloudTrailRic& 7T HZ A
CreateGrant B, BIFNEHSHEH Amazon MQ BIEEN, ETRHN=/Z=42 EBS dIEMHit
EBS A

CreateGrant Amazon CloudTrail B&% B : £E8IE8

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
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"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
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mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn":
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

1,

"responseElements": {

"arn:aws:iam::111122223333:user/AmazonMgConsole",
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"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREIEXOE EBS BN =154,

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mqg.amazonaws.com",
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0dfba®@SAMPLE",
"eventCategory": "Management"

BHX KMS ZAMNEZEE |, 528 (Amazon Key Management Service FF A A R 1EFE) Y

Amazon KMS keys.,

203


https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys

Amazon MQ FEANGIER

&5 T &

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ EEE AN ERERES MM (TLS) , HX
Amazon MQ ZPENKE Z B NERPRTFH TN, £ Amazon MQ REZ BMEENFIERIESER
BANEHERZESMMNL (TLS ) TN, XERTAE AN

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ BRI EE P IRiEEFEARBRANERERS
MY ( TLS ) o RabbitMQ &£ $li 2B SRR EHN VPC |, 3 B Amazon $iEF 402 BRI AR
EREREHEYEEHTERME. Amazon MQ for RabbitMQ EFHN BB I T XIFEHEFINT
RENZ, BT #EZEER data-in-transit , 558 %% Data-at-RestFl{E i,

Amazon MQ for ActiveMQ 1%
BRI LAERA LT B A TLS BB iSRiG A ActiveMQ RE :

« AMQP
+ MQTT
« MQTT £&3® T WebSocket

* OpenWire
« STOMP
« Khz—1% WebSocket

ActiveMQ X #FH TLS B EH
Amazon MQ £ ActiveMQ XEUATRBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_ SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_ SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

+ TLS_DHE_RSA _WITH_AES_256_GCM_ SHA384

« TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256

« TLS_DHE_RSA WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_256_GCM_ SHA384

+ TLS_RSA_WITH_AES_256_CBC_ SHA256

+ TLS_RSA_WITH_AES_256_CBC_SHA
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+ TLS_ECDHE_RSA_WITH_AES_128_GCM_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_ SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_DHE_RSA_WITH_AES_128_GCM_ SHA256

« TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256

+ TLS_DHE_RSA WITH_AES_128 CBC_SHA

+ TLS_RSA_WITH_AES_128_GCM_ SHA256

+ TLS_RSA_WITH_AES_128_CBC_ SHA256

« TLS_RSA_WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ 1%
O LAER LT B A TLS B iih R &R RabbitMQ 1

- AMQP (0-9-1)

RabbitMQ X #FM TLS HiEEH
Amazon MQ L #J RabbitMQ XL T RIBEH :

« TLS_ECDHE_RSA_WITH_AES_256_GCM_ SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_ SHA256

i& T Amazon MQ #9 Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS A HEBIEE A 24 i
#3F Amazon BIFRHIEENR, IAM EER2FETUBEISHRIE (B ) MIRNX (EANR ) &£
A Amazon MQ &R, EALAEH IAM Amazon Web Services BRSS , TEXNFHNEA,

N

*

=

M-
o

£
- ERAEMHITEHRIE

- FRARKBEEGN

« Amazon MQ A5 IAM th[E T 4E
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Amazon MQ FRARIER

« Amazon MQ E T &4 H K =5l

« Amazon MQ #J AP| 54 51IEFTEX
« Amazon I S MQ W EBER

« X Amazon MQ FARSHEXAE
 Amazon MQ &% H 1/ [ 6] @B HEE

Z AR
&89 F 73X Amazon Identity and Access Management (IAM) @8R E , E4ABURF & Amazon
MQ R fE TE,

RS AP - MREFER Amazon MQ FREREK T , BFNEBER SN BIRAFFENEIENNIR, EE
BERAEZ Amazon MQ JIEERFTER TE , BAREEEFANIR, THNAERGENREET &M
EHRAERESHNR, HIRETEH R Amazon MQ HEITHEE | S Amazon MQ 54 Fij [6) &) &
#E.

REEER - MREBELTHTEE Amazon MQ &R , BAEEX Amazon MQ EBEZ £ 1H B R.
BERTHELNWRS AP RGRBL Amazon MQ HEEREIR., AR , o450 IAM EERIERE
RUESRRSAFNNR, BEFZIELNEEUTE IAM WEEAES S, BETHRAXEN LA TNM
1AM 5 Amazon MQ #£EFEANEZEER , Sl Amazon MQ {5 IAM th[E T1E,

IAM B R - MRER IAMEER , B HE 7B UNIREREAEEX Amazon MQ B 17 1) #Y1F
MEE, EEFLRAE IAM REAN Amazon MQ EF BEHMNEKRA , 5 @Amazon MQ ET 5
2 B KRG R B

£ & 02 1T B A IR AIE

EHRRIERE Amazon EHBHEZIEEFZN AR, B4EL 1AM BF B4 5@ 8 Amazon Web
Services Ik PR FE IAM A& 1T B BIIE ( % Amazon ) o

MR Amazon BURESFR1HE |, N4 Amazon REHRGF XEH (SDK) M w170 (CLI) , BAE
FRENERNERBTNBEZE, WREREH Amazon TE , NI XMBCXBER, BXRERHE
ENFEZBETESEERNEZER , E3F (AM AFER) A TEE APl iERMWAmazon 4
WA 4,

TiCERAMMERRIESZE , BHUTREEEREHEMZEER, HlI , Amazon BiUEFERZES K
BiE (MFA) RIEEKFNZEH, ETHEZEER , H2H (AM AFER) HH IAM FHIAmazon
ZEHHRILE,
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Amazon Web Services &~ root FiF°

B8t Amazon Web Services Ik , BEBEE—NMNEREM , ZEHTUTLHBRIKS PHRFAERIR
Amazon Web Services RS MR, L H DTN Amazon Web Services K~ root AP , A &A1

Bk et AR B FER it it B B R AN MG R Z & 4. BAURWEFTECARAFHITEEES.

RFFRAFEIE , HEAXEZIERPITNERAFRTURITHNES. BEXREREUBRAF SHERH
EFHTEIIEK , BZH IAM AFEEFNZEERASEIENES.

AFHMA

| AM A /= 24 Amazon Web Services Ik AEXNMNARNARFEERERRN S 0. EARNE
AT, BMNBUEARNEIE , MARCIREE KK (MEBMNHFEESR )W IAM AF. B2,
MREE-ERENEAZSEERPEITUR IAM AP , BUSRRITARHA, BXELER , F
2 (IAM BFER) PN TEERPZENAS , NEFTENEREHER,

IAM AR —NEE—H IAM AR BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERMMEBRAFNR, flin , SBE— 1N a2 INE
48 | IAMAdminsH B iZEAR FEE IAM BEHRER,

APFEAGTE. AFE—##EENMARSNAREF K K MACEELFECHEAARA. AFE
BAANKHFIE , MALRHAENEILE. ETHESES , H20 (AM AFER) #18 IAM AF
REIEESVS

IAM A&

| AM £ & 2EREBEF4EENR Amazon Web Services Ik W&, ©ELTF IAM BF , BEE5HE
ARTXKER, EEAIGHREE IAM A& Amazon Web Services Management Console , A UM A
FHE IAM &6 (#2484 ) . ZBA LB A Amazon CLI 5 Amazon API BE=SEHA B EX URL
RRAAR, BEXxEAAGNEENESZEER  F5H (AM AR FRRAAENH .

BB EIER IAM SEEULTERTRER !

- MEAFPHR : EmRKE 80 7ENIE , BUERAEHNARENNIR, HRKE5HHITEHRIE
B, ZEONEACHXEHERTHIELACEYHNRE, BXATHRSEARIINACHER | B
2R (IAM BFERE) PMaNE= 158 REEEAE® (e BHRIE ),

- It IAM AFPIGR : IAM AP AIRA IAM BFESAE® , LERREHIEZEEESHNTENR,

o BIKFFE : B LAMEA IAM AU ATFRRKFFHNENA ( AIEER ) HREHNKSPHNE
Roe ABRERFEKFIHRNENEELSR, B2 , I FELREIR Amazon Web Services RS , &
ALV RBEEZEMNIRE (MARERAACEIRE ), ETHRATERKFHRNAENETHR
HERBEZRNZES , BSHE IAM AFPEEHRH IAM REETIK P 3R
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« BIRSF AR — L Amazon Web Services % £ H Hftt Amazon Web Services FRS5 RS # HY Ih
B, Hlan | HEERSFRITHEEFEN |, ZRSBEBESE Amazon FizTNARERF EC2 HE Amazon
S3 HEHNR, REFESFERALAHBANEANNRE, FARSACLIFERARSHERACKRIT
R,

- BRIHELE (FAS) — HEFEA IAM AP S A BEFRITIRER Amazon , BHEMAEIE A,
FERARLRSH , BUESHBIT—MNRE , ARLBREEREMGERS B S —MNMEE. FAS #HA
AAZFE AR Amazon Web Services fRSS 18 FiigBRSS & HiEREER, Amazon Web
Services RE REYURZ KB EEE H M Amazon Web Services RS SRR EFRETTRH T
Ket, FoXH FAS B3R, EXMERT , BEL4MEERITXFHIURENNPR, XKL FAS &
REWREEFEE , BSRERLRSE,

- RFAE - RFAGERSAREBELNIKF PFRITREM DR IAM A€, IAM B 53 L
£ IAM AR El2, ERMBBRIBES AR, BEXEZEER , 55H (AM AFER) PH6IE[D
Amazon Web Services REERXENAE,

s REHEXACL-BRFHEXABRE—MERFSMHEXEKNESZ AR, Amazon Web Services BRZ5 RS 1]
DURARKREHITRIEN AR, RSHEXAGHIESLNF Amazon Web Services Ik |, F B
REME. IAM BB A A UEEERERERSMHEXACHNER,

- £ A@@ mazon LZE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 R4l LETH AL
Amazon CLI 2 Amazon API {ERE N AR FHIEFHES, XHEE EC2 SRflhFM I RIZHET
B, BN EC2 £Hl2E Amazon AEHEEAMHRHEFMENARREFER , £RFE0IE — MM NEZ%E
BIKEPIERE N 4, EHARBXHITEZAEC , HAFE EC2 Rfl LETHEFREBRER. B
KREZELR , ESH IAM BFRERTPHER IAM &6 1E A mazon EC2 34| Eiz1THI R AREF R
TR

E AR EE TR

&AL Amazon B G2 RIS H G E M INE] Amazon B S ERFKZEE FHFRINER, KEEH S

B — MR Amazon , HE5EEHRHERREKN , E2EXENE, Amazon EZEA ( AF. root A
FHEAGLE ) REFERNITAXLRE, REPHNRBERATERIELER, KSHREEEL
JSON X #4#9 Amazon FERFHEF. Bx JSON KEXENWLEHNNENESZERE , E5HE IAM A
FIgrEEPH JSON HKREHEH

EIE R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATBN T ATIRR
1THRE , UREMALAFZHTHT,

RABELT , ARFNARXENR, ERTRAPNAERFEHIITRENNER , IAM EE R T2
IAM KR, EERABETUAGAEMNIAM XK , ARATURABE,
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IAM SREEE IRENNR , TXFEFERAMR G ZHITRE. 0, RIREF—NAYF iam: GetRole
RENKE, HEIZERENAFP T UM Amazon Web Services Management Console Amazon CLI,
= Amazon AP| SRELA&E &,

ET 508K

ETEHNRBETMMESZH (W IAM AP, AFASAER ) B9 JSON SRRREE A, XLREE
BERHAFNASAEMAMEA TN BLERFRITHRLERE, BETHNMCEZETSHNRE , SR
(IAM FiFfEE) FEATSEERBEN BEX IAM R,

ETEHNRBALUE -SARNARKERIEEXRE, ARRKBEERALENHS, AHAGH,
RERKEEMIARE , SULCREMMNEIFRHNZSANRA/. FEAMAE Amazon Web Services K
RERKEIE Amazon RERBNESEERK, BT HNAETERENABRE 2 RHTIERE

ESHE (AM AFERE) FHEEERES ABRER < BHETIER,

BT HRA R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MWK, EXFETHRNKRBIRS T , REFEER JMERENREHXSE
BROTE X FEEPHMNREENRIR , RKEEESUSE EE T X Z T RHATHLEREARETAL
FHETHIT, BLTEETHRENRBHREEER, ERATUNSEKS, AP, A, BeAFEH

Amazon Web Services BR%

ETRFHNRE RN TIZRSFHRNBKER, SFREETRFENRBEHER IAM FE Amazon £E
o

T RIZH 5 F*k (ACLs)

REFIFIR (ACLs) Z2HMERFTEA (KFKA. AFRAR ) ANBRER, ACLs SETHIRMH
REERL , RECAEEA JSON REEHEH,

Amazon S3 #l Amazon VPC 2 X FH RS ~4¥l ACLs. Amazon WAFE T#E Z{EE ACLs , 5SS
B (S REERSTF A ERRE) PRIERESISR (ACL) Bk,

HREgRE

Amazon XEFEHMAAERRRBERE, XERERBTLNREERANKBERE DGR TFHRAR
PR,

« RRLA : NRLAR-NERBE, ATREETHSORERBEALN IAM K& (1AM AFHA
2 ) BFHNRANR, BANXBRENRLR. SEERNREXEET HHHRBERENRIL R
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MIR%&E, # Principal FEEAFRAGHETHRIVRBEAZINRLA RS, F-—TREPNE
RNELFEZ AT, BANRLANESEE , FZHIAM BFERFH 1AM EEANRL .

. RS IR4I% B (SCPs)- SCPs RIEFEAMANMAM A (OU) B A RE JSON ZB Amazon
Organizations. Amazon Organizations & —HA TX &K A BRI Z Amazon Web Services i
P oI ANEFERENERES. MREBEAALTHMEINIEE , WA LUFARS 6K EE (SCPs)

R A TN EKS . SCP RFIKZE MK, FHISKE (BFES Amazon Web Services Ik 1R
APPSR ) PR, &< Organization SCPs s MIWEZ{E LR , iHZH (Amazon Organizations Fi
F1ER) RS 26 R,

- RIRIEHIFKEE (RCPs) — RCPs & JSON KB , B LERERIEBEK S P RFENZRATANR ,
MEAFEFHMBERENTNERN IAM KB, RCP RREIKAKF P ERENNER , HUEENE
7 (2EEH ) WERINPE Amazon Web Services I FIRAF |, TIIXEEHRERE TENALR,
A% Organizations FWE Z{S & RCPs , 2# Amazon Web Services fR% ZXFH %K RCPs |, i&
Z % {Amazon Organizations FAF¥E/) I RRZEFIFEE (RCPs).

- 2ERE  REREEATUREARNNACIRKREAFBIGN X FENMENSEBERN S RERE,
GRAFNNREAFSIACGHNETSHNRENAERBENRE, NRETLURBEETRRNE
B, F—MEBINIENIELFTERZAT. BXESZER , 728 IAM AFEBEPHLSIEERR,

S RBERE

SN RBEWRBEA T —MERE , ERORREMERNELIRRE, BT HRES RS HRBEER
A Amazon BERE AVWER , HSH IAM AF BB KRB ITEEE,

Amazon MQ {5 |IAM ##[E T4E

EEH IAM B3 Amazon MQ WiFRIREE 2 B , BRZ T EWFLE |IAM ThEERT Al F Amazon MQ., E
£ 7 ## Amazon MQ MEM Amazon REZ MM E IAM BE&ER |, H5H IAM BFEEHMNS IAM
i & & A B9 Amazon BB

Amazon MQ £/ IAM RIRUE 822, FEFFMIBRIEE | EXFREBFH TR ActiveMQ BHEIUIE, BX
EZER | H5H F ActiveMQ X 5 LDAP £,

FH

- Amazon MQ E T A HI KRR
« Amazon MQ E T & RH KR
« BT Amazon MQ #r& I X
- Amazon MQ IAM &€&
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon MQ & T B 7 #Y K BE

BEEA IAM ETBGHXRE , SUUEEATRELNRENRRUR ATFRIELBENR
fFo Amazon MQ XIFRERRE, RRERMFMHR, BT HE JSON KEPEANABERLER , HSH
(IAM BiFF5F8) #H#Y IAM JSON KB TESE,

BR1E

EE G A LAER Amazon JSON FERIEEWANIARIMT A, HERREH , BN EART LR L RIFER
T8E , UREAALZETHT.

JSON ZKEEHY Action TEBRT A FERE P A FRIEL G RIVIRE, REREETESKEKN
Amazon API #2#ERR ., B—EHI5ER , Hla& B TE API REMNXRINIR B, B —LBRESE
EERBAPRMITSMRE, XEMMRERNBRIEE,

HREFILEREUR FHITREBRENRR,

Amazon MQ R RBEIRETRETEFERAUTHER : mq:. Al , ERFEAER Amazon MQ
CreateBroker API ##4E1=1T Amazon MQ SEHIRYRER , B R0F mq: CreateBroker BEHAHE
B, REEFAMLIMEBE Action 3 NotAction ;t&, Amazon MQ EX T —HBEHERE , UHERE
A ERAZBRFSHITHES.

EESENEOPEESUIRE  BEAZSHENRT , TR :
"Action": [

"mq:actionl",
"mg:action2"

B LERBESR (*) BESMRE, Hln , EIEELLEIE Describe FFAWFIERE , @BUT
B’IE -

"Action": "mqg:Describe*"

EEF Amazon MQ BENFIE , BSH (IAM AAFiERE) F8 Amazon MQ E XY E,

IR

B R W LAER Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATLN M AIRR
1TRE |, UREMALAFZHATHIT,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-actions-as-permissions

Amazon MQ FEANGIER

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHEBE Resource H|
NotResource T, EANBREXE , EFERH Amazon BEE# (ARN ) ERR. N TXFHE
BRFEE (MMARBERNIR ) BVRE |, B LI ITILIRE,

NTFAXZFERBRENRORE (WIHRE ) | FEABERS (*) BENEONATRERR,

"Resource": "*"

£ Amazon MQ & , £Z Amazon FRE Amazon MQ BEREREEE, Amazon MQ REMEE
MEES 2 XA —T S EFEAF (ARNs) , I N R

TIRKH ARN S
brokers arn:aws:mqg:us-east-1:123456789012:br aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

AXRERAWEZE L ARNs , HS 1 Amazon FEAF (ARNs) M Amazon RS & ZEiH,

Bl , EEEIHRIEER R MyBroker H brokerld 7
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 W{RIE , EEAELT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"

EEERTREKFHFAERENEE  BEABERF (*) !

"Resource": "arn:aws:mq:us-east-1:123456789012:*"

TENSERRHITELE Amazon MQ #1E , i, AT RIBZRRNRME, EXEERT , BXHE
RBER (*).

"Resource": "*"
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APl #1E CreateTags AN FERENRE, EEENMNBAFEESZNER , i ARNs 255 R,

|

"Resource": [
"resourcel",
"resource2"

EEEFH Amazon MQ BRIRER K HF|FR ARNs , ESH IAM AF#EREPH Amazon MQ E X E IR,
E T RSN LERABLEIRERRESTNRIFEMN ARN |, ESH Amazon MQ & X HIIR/E,

e

IR A LAEA Amazon JSON SREEREEWARBRMT L, tHHRY , BANEET N AR TR
1THRE | UREFLAFHTNIT.

£ Condition Jt3%& ( =% Condition iR ) # , AIEEEERAEMMNEH. Condition TERAE
N, BUCEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFHESERPHE
HTE,

MREHE—MEAPEESA Condition & , HEES Condition TEPEESMNME , N
Amazon £ 2% AND EHEIFMEEAN]. MRENBENIFAREESME , NEAZBOREZEXK
Amazon 1T 5M, ERTIEARRR B LIUH BB,

EREERGN , BETUEASURERE. Sl , REEEA IAM AFERIE IAM AP, B8R
HEFHRARBEHNRER. BXRXEZEE , 55H (AM AFERE) FH IAM R TE  TENRE,

Amazon XEFERFMHBANBETRSHFMHER. EEEMA Amazon 2RFM4E |, HSH IAM
AFfEEH R Amazon £ /&M LT XEA,

Amazon MQ FEMNEEFETRENZHE  EXFERAEELR&HE., EEFE Amazon MQ &4
BMYIR  BSHETER, 55 (IAM AF1ER) T8 Amazon MQ BIZM4HE, BT HBET LA HLL
BREMETRFEAZHRE , i5SH Amazon MQ E XLV EE,

Sl HR il
aws: RequestTa  RIFBEFRP/LIENIRSIHEIRIRE, FRFE
g /$ {} TagKey

aws: ResourceT  HRBEERRXBKNWIREHIERE, AR
ag /% {} TagKey
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-policy-keys
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e i iR i)
aws : TagKeys RFEERPEZVIRSRITERE, FRER
]|

EEFE Amazon MQ E T BRI R , S Amazon MQ EF B 4 H) KBE R B,

Amazon MQ EF &R FKE
B8l , Amazon MQ A X &FFEHAE TR RN ESRE T RIRENKEEHNIT IAM BHRIE,

ETF Amazon MQ HRZERI N

B LU R B AN E] Amazon MQ &R , EEBERPHIRZZEL Amazon MQ., EETHRZEFIE
| , BWEBEEMEH mq:ResourceTag/key-name, aws:RequestTag/key-name 3 aws:TagKeys
FHRERBHNIXAETEZPREFZEER.

Amazon MQ XEFETHRIMNKEE, Hli , EELELEN TS EE# environment F{E
production WFrZEH Amazon MQ &RHI 7R :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBroker",
"mq:RebootBroker",
"mq:DeleteTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"
}
}
}
]
}
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Amazon MQ FEANGIER

WEREIFIEL (Deny ) MIBRREZ BEHRL environment/production B Amazon MQ K ERIAE
B

BXRIIENESER  F5H -

« 7 Amazon MQ &RARMIFZE
- £ IAM PRI

Amazon MQ IAM & &
| AM £ &2 &/ Amazon Ik BG4S EXRAYSR{E,
i et EUE A F Amazon MQ

A LAER IR ZIE#FTHRESEARIEESR , 2K IAM B89 REKF AR, EnLUEN
FAssumeRole= Z 3K Amazon STS AP ##/ERIREUIE Bt & 2 iE 5 GetFederationToken,

Amazon MQ X £ A Im it EiiE o
REAE

LR ATRSARKEEERS AL, LABAWRSHRAEMRSPHRRARKRETHRE, RS
AEERE IAMKSH , ARZKFRE. XEWKRE , IAM EERIUERZBCHNR. B2, X
BRI BE & P T AR S5 HY Zh e

Amazon MQ XEFRE A&,

Amazon MQ & T B 519 K & =1

EE&EERT , AFMNAELEIESRIEN Amazon MQ BRHIRR, 41T EER Amazon
Web Services Management Console Amazon CLI, 2 Amazon APl #1715, |IAM B A X E|Z
IAM Kig , MEARAFPNAERFRRANMENEERRINITIREN API #1E, A5, EEAMBM
X L SR B Y AN B B BIX LEAURAY IAM A R4

ETHINAFERIXL RS JSON REEXHGI2 IAM ET SHHNXKRE , 28 (AM AFER) 91 &
JSON TN+ L 6 2 KK

301
. BBBIERE
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« £/ Amazon MQ &l &
- RFAPEEFEMINB SR

R R fE SRR
ETHONRBAEEMAREHUUCIE, 7RSI EREKS HH) Amazon MQ B, XLERIETRE

£F Amazon Web Services IKF =4 B AR, BIERBFEE T BRI , HEREUTIERMEI :

- FafER Amazon RERBEH ERSKENRENE — EFBEAFMIEAZRR TR , BEART
ZELAGIRTINENAMmazon EE X, SIIERMRAF A Amazon Web Services Ik,
BB E X BB Amazon BFEERE K —PRINR. BXEZER , HS
7 <IAM AF#Em) 8 Amazon FEE X KR TEERBE Amazon FEE XK,

- BMARKIEKNIR : £FEA IAM REGZRENRE , BRBEFRITESAENNR. At , BAILE XL
ERERHTIUNEBERFRINTWRE , tHMNRENRREFT, BXRER IAM NAXRBRHNESE
2, 1525 {IAM AFER) P/ 1AM PR REAER,

o {8 1AM KRR S — S REIH IR « 4477 LA ) 58 B 7 I S48 SR BR I X 2 4E R SR A 17 ) o
Blan | AT LUR BRI RIEESAER SSL A EFIEHER, NMRRSBRERBEIHE Amazon
Web Services RSSHY ( Hlz0 ) SERAAY , Mt AT BAGE A &SRB F X4 BR SS1RERY 15 B AXBR Amazon
CloudFormation. BXxEZEE , H5@ (IAM AR £/ IAM JSON FEBITE | &4,

- M IAM Access Analyzer BiEZH) IAM KB | UBFRN RN LM IhsEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LBERRBEAS IAM KEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , URBEHER S BEEMREN
Kig, BXEZER , HZH (AM AFEM) FHFEHA IAM Access Analyzer BiE KB,

- FEEZEHHRWIE (MFA)-ZR Amazon Web Services IR RMNIZREE IAM AFSRAF |, BB
A MFALURREZ2M, BEEXEFA AP RERFEE MFA |, 1B MFA ZA4RMEERNREF, BX
EZER , F20 (IAM AiFEm) PHEA MFA R API 5HE .

BX IAM HHRESRENESZELR |, B52HE (IAM BFERE) Bl IAM R 24 HERE,
£ Amazon MQ 24| &

Ei5iE Amazon MQ ##l& |, BUMEE —HAREHNR, XENXBESLRAAFERIBENEFEEXE
Amazon K H# Amazon MQ BRIV IFMAEE. NRZSENET SN RBEMENZRENEE
P, MTEERNEEZRRWELE (IAMAFRSAR ) EEETEHE

REERIX LSRR T LUER Amazon MQ 12#14 |, EERLLT Amazon 3 E RS N IX L2245,
EXEZER , H25 (AM BFIERE) B8R AP RISGR
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AmazonMQReadOnlyAccess

St FIE A Amazon CLI 2 Amazon APl AP , BLERNEREZEZRH AN, #Hk , RATA
B S8 2R TR API B2 EF TR YR 4E,

AFAFEEHITE SR

ZORBIAER T BB RS | LAY IAM ARPEEMNBIERAFR SO RNERNIEE RN R, LR
AiEEE4lS L EA Amazon CLI 2 Amazon API LU4RTE 5 = 52 B LR ERI AR .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Amazon MQ B API & 1558 iF F1 2%

T 5# MQ ERFRAE Amazon IEREZ#HIT APl BRRIF, BXxEZELS |, {55 Amazon Web
Services —fi§Z# KX E Amazon API 53K,

® Note
B#l , Amazon MQ X EMAE T HRINRNE T RIRAKEERIT IAM § 81T,

EBN Amazon AFEARE, BEMAFS , B4R ELHN 1AM KEENR,

&

- EBIE Amazon MQ REFTER IAM R
« Amazon MQ REST API X [R5 %

« Amazon MQ API /R &R R ER

E 6|2 Amazon MQ REFTER IAM X R
EHBARE , BHAEH AmazonMQFullAccess IAM REEHRE IAM FHEFEEUT EC2 R,

LTHEXEBIEMMEA (AR —MHREZMHET ) , WRFATHEAE Amazon MQ #12 ActiveMQ
REFRFENRRINR,

/A Important

- ZAYW Amazon MQ RREEEH K AP oI 2584 M EE D
(ENI) , ec2:CreateNetworkInterface BRERMLEMN,

+ ec2:CreateNetworkInterfacePermission B4 Amazon MQ & ENI FtinZ|
ActiveMQ R,

« ec2:AuthorizedService £H4E¥R ENI PR REERE T4 Amazon MQ FREK .

"Version": "2012-10-17",
"Statement": [{
"Action": [
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mq:*",
"ec2:CreateNetworkInterface",
ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeRouteTables",

"ec2:DescribeSecurityGroups",

ec2:DescribeSubnets",
"ec2:DescribeVpcs"

1,

"Effect": "Allow",

"Resource": "*"

il

"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"

1,

"Effect": "Allow",

"Resource": "*",

"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"

]

BEXELER , BSHAE 25 : lEAFAHAKRIUEH Amazon iF P FMKIZFES KM R Amazon
MQ MR L&D,

Amazon MQ REST API fXfR& %

TRIIHE T Amazon MQ REST APIs 1R/ 1AM X R,

I 53 MQ REST APIs AT E R

I 5% MQ REST APIs PR
CreateBroker mq:CreateBroker
CreateConfiguration mq:CreateConfiguration
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https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DetachNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
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I 5% MQ REST APIs

CreateTags

CreateUser

DeleteBroker

DeleteUser

DescribeBroker

DescribeConfiguration

DescribeConfigurationRevision

DescribeUser

ListBrokers

ListConfigurationRevisions

ListConfigurations

ListTags

ListUsers

RebootBroker

UpdateBroker

UpdateConfiguration

UpdateUser

Amazon MQ AP 2 /ER) &R R INFE

PREBR

mq :

mq :

mq:

mq

mq

mq

mq:

mq:

mq :

mq :

mq:

mq :

mq :

mq:

mq

mq

mq:

CreateTags
CreateUser

DeleteBroker

:DeleteUser
:DescribeBroker

:DescribeConfiguration

DescribeConfigurationRevision
DescribeUser

ListBrokers
ListConfigurationRevisions
ListConfigurations

ListTags

ListUsers

RebootBroker

:UpdateBroker

:UpdateConfiguration

UpdateUser

RERFRNRIEHREBIEEARVTAFX BLFRNITRENEED . Amazon MQ &2 IFHRRRN
BRo X3 FHL Amazon MQ 1R{F , EBESURFIMA AR RMITERE (ETLIAENERYE ) ER
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser

Amazon MQ FRARIER

TRER T S X FRRRRA Amazon MQ AP #4E |, IR B MREXFHHRIR ARNs, HIRM%
H=mH,

/A Important
MRE— Amazon MQ APl #ERER KRB I , MIRREFZFERRNE. MR Amazon
MQ APl BEFRZFRBEENR , WERALUQAFRTFERZRIENNIR , B2 BN KEE
ANRRTREE * BER.

API &4E TIRRE (* ABFE)
CreateConfiguration BE*
CreateTags RE, BKE
CreateUser RE*
DeleteBroker KE
DeleteUser R
DescribeBroker RE*
DescribeConfiguration BE*
DescribeConfigurat BE*
ionRevision

DescribeUser g
ListConfigurationR FE*
evisions

ListConfigurationR [
evisions

ListTags RE, BKE
ListUsers heEN
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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API #24E TRRE (* ABE)
RebootBroker RE*
UpdateBroker R
UpdateConfiguration BLE*
UpdateUser RE*

Amazon I 5# MQ HIEEBR

Amazon £ & XK 2 H I EME R IR KK Amazon, Amazon HERMEEN TS E LB HIR 4
IR, MEEAIBTF RN AR, ANMADENR,

HigfE , Amazon HERB AT N EHNEEAMRTFRENEBERR , BN EMNATHAE Amazon
ERER, RMNBUVESERETENERZSNES EEE TR — DD NIR,

BT EE N Amazon EERBPENHNER. R Amazon EH Amazon FEE KA E XK E , 1
EHSEMZREBAMRABENMMEZERASS (AP, 4FA® ). Amazon RREFEEERBIEFH API
KA RS 7] LAE A # Amazon Web Services RS B9 API #24E8TE £ Amazon £ E XK.

BXEZEE , H5H (AM BF1ERE) FM Amazon FEE K,

Amazon MQ X3F LT Amazon IEE KR -

* AmazonMQApiFullAccess

» AmazonMQApiReadOnlyAccess
« M5 #FMQFullif R BR
* AmazonMQReadOnlyAccess

« AmazonMQServiceRolePolicy

Amazon ¥£EE R : Amazon MQService RolePolicy
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonMQApiFullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonMQApiReadOnlyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonMQFullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonMQReadOnlyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonMQServiceRolePolicy.html

Amazon MQ FEANGIER
B BERF AmazonMQServiceRolePolicy KEINZEIRAY IAM SRR, 5L R BE BT I E) /2 Amazon MQ

REREHITRIENRZERAR, BXUENREERE L Amazon MQ HITHIRIENESZER | &
2 Hthe section called “Amazon MQ B BRSZ XA ENR",

5 MQ B3 7 BB Amazon

EEBRAZBSHBRERXLEEREFR , Amazon MQ Amazon HEBEEFTNFMAEE., BXHTEHE
N BBIETR | iFiT ) Amazon MQ XA i FRE LM RSS K,

EX iR H HA
Amazon MQ EF B RERE X Amazon MQ FFAIRERE 2021 £5 A5 H
Amazon EEBERNEE,

¥ Amazon MQ ERRZMHEKXAE

I 5% MQ £ Amazon Identity and Access Management (IAM) RS <A, REEXARE—
MIRRERERN IAM A€ , ©E5 Amazon MQ E#MEX. BRFHEXAEH Amazon MQ FIE XL , DIFEZ
RS R RERA Amazon EMRSFIENFTENE,

REMEx BRI EBERZMIZE Amazon MQ , RA BT LFEHRMSLENNE. Amazon MQ E X
HREZSHEXBEHUNE , BRIESHEN , BNRE Amazon MQ TR A ZAEE®, EXHWNRSIIEE
EERBEAMNREREE , AR TEM INE{E E b IAM SRR PR K AL,

RAETEEERREXERE , B EMERRSEXAE, X/FFEFEH Amazon MQ FiR , RNEFR
STCE A MIBRXS B IR A 75 B PR

BXXERSHEXAGHEMRSINES , HSH5 1AM BEEEAAmazon RS5 , FHERSHERA
BIHERETRN Yes (R ) WRS. EEENEE  EFZRSHBSHAXAB,

Amazon MQ B RS M x B BN R

Amazon MQ A&7 MQ B IRS X A AWSServiceRoleForAmazon T 5@ MQ EA LIRS

HEXABKKXEZFAARS. Amazon

AWSServiceRoleForAmazonMQ BREHEKXABEFUTRIZKRAZASR :

* Mg.amazonaws.com
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon MQ FEANGIER

Amazon MQ K inZl AWSService RoleForAmazon MQ FREZHEx B &N EE
B AmazonMQServiceRolePolicyX#gEFIRTHRIA TR :

« B X vpc BIFMITH ec2:CreateVpcEndpoint,

« B1E . X subnet BIFHITH ec2:CreateVpcEndpoint,

« B4E: X security-group BIRNITH ec2:CreateVpcEndpoint,
« ¥4 . X vpc-endpoint BIFEHITH ec2:CreateVpcEndpoint,
o B1E X vpc BIRMITH ec2:DescribeVpcEndpoints,

o 181E : X subnet BIRNITH ec2:DescribeVpcEndpoints,

« B4 . X vpc-endpoint BIRNITHY ec2:CreateTags,

- B4 : 3 log-group ®EFEHITH logs:PutLogEvents.,

« B4 : X log-group BEHITH logs:DescribelogStreams,
« B4 : X log-group BEHITH logs:DescribelLogGroups,

« #4E : X log-group BiEHITH CreateLogStream,

« ¥1E . X log-group ®FEHITH CreateLogGroup,

L& BIE Amazon MQ for RabbitMQ X/} , AmazonMQServiceRolePolicy PR ZF B /o i
Amazon MQ REREHITUTESS

. EREERMEMN Amazon VPC, FRAZ2HRRERIZE Amazon VPC KixT 8. B MERARNKE
BIEMLIET SET RabbitMQ BEZH A, BE API LUGEEARNEEIRE,

- BB EEXA , HERE BEXE XM E Amazon CloudWatch B &,

"Version": "2012-10-17",
"Statement": [

FERESHEXAR 224


https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/aws-service-role/AmazonMQServiceRolePolicy

Amazon MQ FEANGIER

"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",

arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

1,

"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"

"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

iy
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"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"

1,

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",

"Condition": {
"StringEquals": {

"ec2:ResourceTag/AMQManaged": "true"

}

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"logs:DescribelogGroups",
"logs:CreatelLogStream",
"logs:CreatelLogGroup"

1,

"Resource": [

"arn:aws:logs:*:*:log-group:/aws/amazonmg/*"

-

@iﬁﬂ’éﬁﬁﬂ AW IAM X (AR, AFAE ) 02, FEIMERBRSHEXAG, BXESE

’1
B, B2 (AM AFERE) PRRSHEXABNR,

A Amazon MQ RIZRFZHEXAE

BEZFHURESHXAR, SERRCENRER , Amazon MQ 212 - MRS HEXRABRARE

HA Amazon fRS. ERIZNMERERERFERAERNAR , FETUEF AR,

/A Important

MREEEMERALACTIFNINENRS PERENMRE | RS HAXBETHIEZR

P, BETHESER , FEARN IAM K- PHHAE,

ERARSHEXAR


https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

Amazon MQ FEANGIER

MREMBRZBSAXAE  RAEFEBRUE , BUUERERREEKSPEHREAG,

BT LAEA IAM 25 A&7 Amazon MQ ARG 2RSS HEAKXAE, £ Amazon CLI 5 Amazon
APl & | FRARESBHEIERSHEAAR, mq.amazonaws.comBEXEZEL | H2H IAM BFES
FBIEERSERXAR, MREHERT LHEBRSHEX AR  JUFSRHRENETEBRRAERAG,

/A Important
AL GE MQ K RabbitMQ S22 RFXEKAE,

A Amazon MQ ‘RERSZHEXAE

Amazon MQ 2 F & 48 AWSService RoleForAmazon MQ BREHEx A, Fid , BaLUER IAM
REABHIHE, BXEZELR , F2H (AM AFERE) PN RERSHEXAE,

B8 E A F Amazon MQ BIIRSHEX A E

NMRTBEECAENZTERSAXACHNIIEIRS , RNEBWERBRZAC. XHEMKBRKED
BEERNEFHREASKME, B, #AEBRBSHAXAGHNER , REFTEFIMERE.

(® Note

R LRI RMIERERET , Amazon MQ RS EREFERAIZAR® |, MMERIBIERES LK, MR
REXMER , BEF/LoBHEER,

fiBR MQ £ R B3 MQ &R AWSService RoleForAmazon
FA,. T3% MQ CLI i Z# MQ Amazon Web Services Management Console API il BRIZEY
L5 MQ 24/, BXBIBRRENESZER , BS6?2?7,

£/ IAM FHRBRRSHEXAE

£/ IAM #41& Amazon CLI, =X Amazon API |k AWSService RoleForAmazon MQ R X &
B, BXEZELR , BN (IAM BFERE) PHORBRESEXAER®,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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Amazon MQ RFZHEXx BB IFHNXE
Amazon MQ XFEZRSTHANMEXREHRFERARSHEXAR, EXEZEERE |, 5 HAmazon X1

i Ko

XA XFRIA Amazon MQ X
EERI ( HFFRLMILE ) us-east-1 =
XERIP (HE3BEM ) us-east-2 =
EZEFEI ( MFAERILILE ) us-west-1 =
ZEEI (HEBRM ) us-west-2 =
TA#X (&3R) ap-south-1 =
TARMX (KR ) ap-northeast-3 =
WA#X (BR) ap-northeast-2 =
o ARHEX (TN ) ap-southeast-1 =
TA#X (EE ) ap-southeast-2 =
LA#X (FRR) ap-northeast-1 =
IEXR (I ) ca-central-1 =
BN (EZXRE) eu-central-1 =
Rt X ( ZBR= ) eu-west-1 =
BMibX (62 ) eu-west-2 =
B (B3R ) eu-west-3 =
EEMN ( ZERT) sa-east-1 =
FE (J4R) cn-north-1 =
HE (TE) cn-northwest-1 B
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https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/general/latest/gr/rande.html
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X i3 & #5 Xig#RiR Amazon MQ X%
Amazon GovCloud (US) us-gov-west-1 B

Amazon MQ B 4115 8] A B HEE
ALERNTER , ABBELEFAEEESER Amazon MQ F 1AM B AT REE B HY & I [@ &,

£l

« RERIE Amazon MQ FIITIRME

« RFIIAIT iam : PassRole

« BEAY Amazon KPP Z AW A HEIEK Amazon MQ B IR

EFLNIE Amazon MQ H#{TiR4E

R Amazon Web Services Management Console & iFIZE TR ITEIURE , MM NBEKREER ST
RER, EERARMERBEREILENA,

ZmateojacksonAFZHEARFEETEEXENFHMERwidgetBIZEBmq: GetWidge t ;X BRAT ,
B HIMUT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget

EXMERLT , Mateo BRMUMNEBRABFEER , LAFMER mq: GetWidget BAEHE my-
example-widget &Ko
FEFTXIIT iam : PassRole

WMREBRE|—NEIR , RIETHEINIT iam:PassRole B , MIMSMEHRERBUAFEGHBIMEIERLS
Amazon MQ.,

E L Amazon Web Services iS5 A FEBNIEAREBRAIZRS , MARUNETFNRS ACRSHE
XAE, At , BXMEEFAGEREIIRESHNER,

HEZ N marymajor By IAM AP 2R EAEE A7 Amazon MQ FIITIR/ER , @ RELUT RAIEE
%o B2 , RELANEERFZACHBTFHNRT ATHRITHIRE, Mary TEEFACKETRFHN
PR
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XNEH Mary BIREE L F b 4T iam: PassRole #&1E,
MREBEEFHELR , FHREN Amazon BEER, ENEERREREEZEILIN A
HAE ARV Amazon IKF 2SN A F AR EA Amazon MQ #IR

ZaR—1MAe , UMEAMKFPHNAFREALNANARTUERZAGKILRIEH TR, &7
BIEEEESEY , AURAAG, X TXHETRIFA R EIZEH SR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B B R B A PR

ETMESEE , BSAUTHEA :

- E T Amazon MQ BREXFXLEEE |, EZHAmazon MQ I{a 5 1AM #E I4E,

- BT MR EIT S AR EXPR Amazon Web Services Ik | S5 IAM B iER®
#y @ 8348 Amazon Web Services IKF B 5 —4N IAM A P REH R R,

- ETRummEE = F R ER G R RIR Amazon Web Services IKF , 55 H IAM AP S
EHAEE=HFREMHFRMNERE. Amazon Web Services ik F

- ETHRIMAESTSAKERIERHAFRNER , F56 (IAM BAFER) PR AET /IS BKIERN
BFP ( BBKERIE ) BETHRRER,

- ETHREAACNETRRNRHTER S FRZENEZS , H2H (IAM AFERE) F8 IAM
RV ESIK - R IR R,

Amazon MQ K& #1456 F

ERZMENITRIN —Z 2 , F=AFiTIHIx Amazon MQ WL £ 5 Amazon &M 1T, B
a3FE SOC. PCIl, HIPAA £,

ETHRETETEESWMITNNEE , 3 Amazon Web Services BRS “” Amazon Web Services R
% B BREMITRIN DR , REEBRERMBHEM TR, Amazon Web Services IR Bx

O LA TEE =S Ttk Amazon Artifact, BEXEZEE |, HSRFW “TEHIRE” Amazon
Artifact,

&£ EF Amazon Web Services BRS5 BRI EMTEBR T ENBIENBR2ME, RLTNEMABIRUAR
ERKEEMEM. Amazon BHE T UTHRRKABIAEMME
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
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« Security & Compliance : XEMRASREEIEEITILTEMERRER , HRHTHBLZLHEFNEN
M INBER R,

- EARR — W ITHEBENERmETREER TEMENTLMAAEX,

« fEAAmazon Config 7T & A i 1558 FF B M 1744 %7 R — % Amazon Config BRS5 L &Ry R IR EL &
EZAEELHFEANEPEE, T ANEMR,

« Amazon Security Hub— iX Amazon Web Services IR R T ERNBLZ RN EHAE
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- BREEAACERKESOAFN RN ZEZIERHMN ?

- BRE2HAHEHM Amazon REHEE HEY 2

BREZEER , SR (CloudTrail P 1ER) FHY “Amazon CloudTrail AP &4 TE",
5 Amazon MQ A& 5% H

RIZR—MEE , R 1FEEHENBEXHFEHTISERN Amazon S3 Fi%#E, CloudTrail B EX 42
E— 1MEHZMNEEXRE,

EHRRARBEMARHENER , HPEFEFRIT Amazon MQ APl FJiE3R. EREM IP ik, FR
ENEH, BRWEHMNRAZEHNER,

LT REIERT CreateBrokerAPl M CloudTrail HE% B,

(® Note
BT CloudTrail BEXH TR LT EFH#RIEER APls , Rt EMNF2REMEFERFSILE
B,

{
"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-post
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FRARER

"maintenanceWindowStartTime": {
"dayOfWeek": "THURSDAY",
"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"

},

"engineType": "ActiveMQ",

"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*!",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
},
{
"username": "MyUsername456",
"password": "***",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",

"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

}I

"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mqg:us-

east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"

},
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",

A%l Amazon MQ BHEM 5B
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"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

BLE Amazon MQ for ActiveMQ H &

Z A% Amazon MQ fF BE XM E CloudWatch A& , B24M @ Z4H Amazon MQ AP AINER |, 3
ERBHERRE 2B Amazon MQ Eﬂﬁgﬂ:ﬁ/ﬁﬁﬁﬁlﬂ%o

(@ Note
HIZFTH BEHM ActiveMQ Web #2#|& X HmEER | SHERAB R AIE CloudWatch | B EH
ERERAER,

LA B ActiveMQ K EELE CloudWatch BERNZ R,
FH;

« Tf# CloudWatch BEFEFHEH

« @ Amazon MQ A %310 CreateLogGroup X R

+ 73 Amazon MQ Bt & & T &R K,
B LE B IR S50 8 FE FE

T fi# CloudWatch BEPEFRLE
ERERESRERENEESRAREREN , IUBAEMBENFZAEIL R,

EHAEICRKBHABRIANINFORERS ( FXZEEDEBUGHEIRR ) , H A activemq. log®l&
CloudWatch Ik A KA, AEENERNM TR -

/aws/amazonmqg/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general
HRZAEARTFIEREA JMX 5 ActiveMQ Web ZHI BT ERIRE , AN Haudit.logk M EI&E
KPR AESA, CloudWatch BEAHERN M TR :

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit
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http://activemq.apache.org/audit-logging.html
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BEEREFLXHIREERE/ZANKE , Amazon MQ FESNMEETLAFBE—IPHHIEE
. BERBENUM TR,

activemq-b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.10og
activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-2.10g

-1 M -2 BRERENREXS, BXEZEE |, BESH Amazon BEBAFIEESRWER B EAF
CloudWatch B &

@ Amazon MQ A F %10 CreateLogGroup X IR

E ¥ Amazon MQ 8] CloudWatch BE4A , BANBERCIEREFKENAFHEEIEZN
PR, logs:CreatelLogGroup

/A Important

MRERE Amazon MQ AFBIERESRE 2B CreateLogGroup X RF ML Amazon
MQ A F , W Amazon MQ T4 8|2 AERA,

UTFRBINEBET IAM BRI RBEH AP R F logs: CreatelLogGroup PR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}
(® Note

test , RERAFRERFMARZ Amazon MQ BF |, BEREEREEHNRERF G/,
BXRREAFFABEE IAM policy WEZER , 85H (IAM AFERE) 91560 EEHRE

PAN
o

[ Amazon MQ AP/ i CreateLogGroup X R 252


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_identity-management.html

Amazon MQ FEANGIER

BXEZEER , 55 R Amazon CloudWatch BE& APl & ZCreatelogGroup® i,

A Amazon MQ B E & T & IRAY KB

/A Important

WMREZERN Amazon MQ BEER THRIRAIRE , WREBELENBALERFEA
CloudWatch »

E AR Amazon MQ FBEXAEEH BE CloudWatch BE4A |, HREETRRNERUEF
Amazon MQ F R AT BE API #4ERIPER : CloudWatch

NIEEHR CloudWatch HEA BIE A& HER
e PutLogEvents— NEHZIEFIEEMN CloudWatch A& HER

LTETFRBRNFERZEFX1ogs: CreateLogStreamMEI M PRlogs : PutLogEvents, Amazon

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal”: { "Service": 'mq.amazonaws.com" 3},
"Action": [ "logs:CreatelLogStream",
"logs:PutLogEvents" 1],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmgq/*"
}

VARERAEELETRENEKE , Amazon CLI A TSI R. ERHIF |, FF us-east-1 Bl
TLECHER,

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mq.amazonaws.com\" },
\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"
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https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
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(@ Note

BT RBIER/aws/amazonmq/B14k , Rt R EREAN Amazon K, SNXEEE—
IRET BRI R,

B \E S AR S5 IR B BRI

BERENIER—NZ2£MHEE , IFEERERTHNRNZATEQBFEEEESNRNESHINITIZ
BE, % Amazon , BIRFZSEGARESSHRBRIANWEIFHRE, — MRS (RURS ) BAS —WRS
(FRBMARS ) Bt , AIBE 2 REBRSERL, TMBRNAARSUEAENREN S —MNEFNRIRET
BYE SNZBFSFATEEHENER. I THLEXHER , Bl Amazon Bt 7T —& T 8B | #EHE&KRF
FRIERSHEE  XERSEXACERTIHEEKF P ERNR,

ENMNBNEETREREN Amazon MQ EKrEHEHaws : SourceArnHfaws : SourceAccount 2 B&H
T XEHARRBEH — P HZMNMEEREE CloudWatch A&,

(® Note

NREAFNERIZGLETXE , ER—KREBUHRFEAR , aws:SourceAccount EF
aws :SourceArn EFR KK XAIEFAERBRKS 1D,

LT REGERT —fETRBENKE | ZKEE CloudWatch B &5 B BR PR HI 7 24 Amazon MQ
RE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mqg.amazonaws.com"
.
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "123456789012",

"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819"
}
}
}

R T AHE T RIFHRBEENRBIKS PAIEELL AR CloudWatch BEFEIRER |, M TFIRo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"mq.amazonaws.com"
]
b
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:mq:*:123456789012:broker:*"
1,
"StringEquals": {
"aws:SourceAccount": "123456789012"
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BRBEAEREAZZAENESER , B2H (AFER) FEEREARZ,

£/ Amazon MQ X} CloudWatch B ZEEe & i 1T FEHER

EEEERT , CloudWatch BETBEH R ERIETHEIT. WEB0BLAR 7 5 W (7] 7% H 15 B 404r] f& R IX
Lo 8@,

HEARERTE CloudWatch

#f CreateLogGroup WX FRFME Amazon MQ AR HEFRE, X Amazon MQ F AT LBl B &
AT,

HERAHIMTE CloudWatch BEA

A Amazon MQ Bt EE T RRHER, XEREMRUTURHEBRET
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https://docs.amazonaws.cn/hIAM/latest/UserGuide/confused-deputy.html

Amazon MQ FEANGIER

Amazon MQ Y ECER

AREBYIHT Amazon MQ FEIBRH. X T4FE Amazon P , TULERA T FZRH. BERIES
BR#I , 2 (Amazon Web Services —f#&5%£) H# Amazon R RE. BIFERERGE , EFiE
HRGE AR, BXEFLIHYFIEZERFNEZF S CloudWatch , S E AL S E 2T
i MQ £, CloudWatch

FR

. fE

- EE

» Users

- BIRTAM
- AP| BRI

RE

T&RIETE Amazon MQ RIEHE XK B,

R 1 DU

REBZWN .
EIEB Amazon K AR AT 2 ME—RY,

KEXAMITT 1 3 50 MERFZE,

Ree®E ASCIl AT N F R EFIEEN FH/F.

RELEFIRFFR. EL. ALK T
BHBRE (- . _ ~)o

FMXEHRER 50

NEURIR M I S R B
/A Important

FEAT RabbitMQ K&,
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https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters
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PR U
mq.*.micro SEBIZEERIEFR 300
REREZ MM & REER
/A Important
FEA T RabbitMQ R,

mq.*.*large SEHIZEERE N 2000,

BMNMENZSA 5
FRISHE ActiveMQ B#r ( BAFIFIER ) CloudWatch {X #4251 1000 4 B K ttb,
CloudWatch
£ RabbitMQ Y5 HLHY B #Ytth ( RA5I ) CloudWatch {X ¥ #2571 500 NE §it |, IERE
CloudWatch BEHKRF.
BEMENFREHR 50

(=

T&RIETE Amazon MQ Bt B <,

PR 1 #ir

BREEW . X
KEXFANTF 1 3 150 NERF2E,

REea= ASCI AT N F R EHIEERN FFo

AEasTRNTTE. SHE. 9. T
SRBRE (- . _ ~)o

BANEERNEIT 300

BE 258


https://en.wikipedia.org/wiki/ASCII#Printable_characters
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Users

T&RIE T 5 Amazon MQ ActiveMQ X3 F 7 #8 < B L ..

PR 51
AP &

SMENAF (HRES ORI )
BORAPNAR (HESHRIE )

WIETFME
T&RIHTE Amazon MQ BUIEFMEH<EH,

PR 51

BN ERENTFREE

PO

KELANT 1 2 100 NFRFZE,

Ree®E ASCIl AT N R EFIEEN FH/,

Rt g =788 FZFH. B%, 9, T
BABORE (- . _ ~)o

KEXRANT 12 &) 250 NERKF 2 H

REEEE ASCll AT N FRHEHIEENFH.

MBREDDE 4 NE—FFF,
TREEEIES (,)o
250

20

EEPU

mg.*.micro SEHIEBRENRN 20GB, &
X Amazon MQ EHIXBENEZES | S
¥ Broker instance types,

Users
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https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters
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T %A RIEE
BR 51 DU
BIONRERENFHREE mq.m5. * KFIRBAIES 200GB, HX

Amazon MQ EHIRBNESER , S
i#Broker instance types.

Amazon EBS ZEHHNBNMNMEBNESITRIZERF
fEFABR &l

/A Important
FEA T RabbitMQ R,

50GB, BXEFITNEFEANESZER ,
#250 (Apache ActiveMQ API 3X#4) &
#JobSchedulerUsage

BNMEREN N FREE

/A Important
REHTF RabbitMQ K&,

mq.*.micro SEPIKBEKIENRN 5GB.
BIMNKRBERENGNEREE

/A Important
FEA T RabbitMQ R,

mq.m5. * SEHIREKE S 50GB.

AP BR

AN TRERSH R , £FTE Amazon APIs MQ & |, 4 Amazon lFSCE T LTRGBS, XIS
 MQWEZEE APIs , F5RIL5# MQ REST APl &%,

API Rl 260


https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

/A Important

XEFRBAERATERT ActiveMQ WL T# MQ =i& A F RabbitMQ K H 2 # L Iz
MQ. APIsfl#l , Amazon MQ £ PR &lE B/ & ix sk EI,

API| ZRigG R #l AP &= R #l

100 15
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Amazon MQ [l &

AN BER Amazon MQ REBR ATREERIMNE LR Z | IR FEREBHEER, BX—REESE
& , iEZFthe section called “BIEHEZE . —fi% Amazon MQ [FIf”", EXT R4S E 5| B 1THEHE
BR , BSHEUTEY,

SIS MQ E# ActiveMQ 31T FEHERR

PR BERR iR

— AR B HERR {5 97 R 45 BOR &S B 4812 W F g FRAE T Ty 3%
MQ RE L5 ActiveMQ SR ATEEIB R E N
[ &

BROKER_ENI_E il B& LIS R AL L RaR MR LE O (ENI) BT,

T 5% MQ £# ActiveMQ BROKER_EN
I_DELETED A HEIR,

242 A_OO0M EREFEHTAFRETEMEAERE
et , T 5% MQ £/ ActiveMQ & H
BROKER_OOM 213k

S 5% MQ £/ RabbitMQ 3# 4T FEHERR

WFEHERR £/ R
— R FE HE R ZHEEES RabbitMQ RIES

YERt AT BEIE BV B I B

RABBITMQ_MEMORY_ALARM ERENNEFEEAEZ (H
CloudWatch #§#rRabbitMQM
emUsed #r1R ) B HIRIRA
RFRHIEY , RabbitMQ £
HEANFEHR, RabbitMQM
emLimit
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PR B Bk R DU
RABBITMQ_INVALID_KMS_KEY SHEAEFEE Amazon KMS

key(CMK) &2 8y 4 E
(KMS) R A, W%
MQ E# RabbitMQ 5| & —
4N INVALID_KMS_KEY Xx&#
EFTERIEE. Amazon Key
Management Service

RabbitMQ_disk_alarm PR HIEIREKEA , BT AM
FEERRHEHEKREHEE , Ra
bbitMQ 1 S ERANMEZERFT
IJE'Z/J\

RABBITMQ_QUORUM_QUEUES_N_CORUM_QUEUES_AX%# NHBZHAMFEARK 3.12 RERK

_HETRRA WRAEENEHIHEFRE L
B2 EERAFIET | Amazon MQ
L+ # RabbitMQ FFRABBITMQ_
QUORUM_QUEUES_NOT_
SUPPORTED_ON_CURRE
NT_VERSION % HEIR.

B BHEE : —f% Amazon MQ [8] &

SERAT RV E S H BB MEMER Amazon MQ RIER ATEEERAYE MR |, fl a0 S EN E]
BNREER.

B

« R EEEDNE Web 25| 8 LR T

s BNREEREEIT , BALUFEH telnet RIEEEBER , ERENE,InAEERE BHIEFIRE SSL
FEBR.

- ROET —AKE , BREERW,
- BNREER  BTAEREEMT AL,

B BHEE . —#% Amazon MQ @] 263
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BT EEZETNRE Web ZHIAHL /T Ko

MREEMER Web 2H AL R LT QERIREFMERRE , RMNBWEBATIRIEE.

1. RELZRBZRMNF A EEEEZTEHNRE, BT ER B AEUAFHRBHAE,

2. REZLRABEEZRFEA FIPS IwsUEZENRE, Amazon MQ RIEEA API BERX#F FIPS Iv S,
MAZREREXHIERSNERESE,

3. REREM Public Accessibility (X FF AT G R ) MR RIRE N Yes () MRIREN No (B) , &
REZNFRMEHEZEFGIFR (ACL) #ill, MRECETHENLMNE ACLs , M AREEEE N
P& ACL IR AN KRB IHE PR, BX Amazon VPC BRI EZELR |, 182 (Amazon
VPC AFERM) BWiE A EEKMiIGR

4. RELHRENZEANN ., BREAFEEIAT RO

® Note

UTimARBESIZERBSAHRN , RATDE MQ EH ActiveMQ FIE 5 MQ £AY
RabbitMQ £ A T B kY iw O 3 1TiE 5

5 MQ £EBY ActiveMQ

« Web #2#|& - w0 8162
« OpenWire — s 0 61617
- AMQP - %0 5671

- STOMP — %M 61614

- MQTT - %% 1 8883

- WSS -1i%H 61619

I 55 MQ £# RabbitMQ

« Web 4|5 MEIE API - O 443 F 15671
« AMQP -#0 5671
5. NI IE S| BRI T T MK EEENR,
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https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-network-acls.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access

Amazon MQ FEANGIER

® Note
NF T ENTFFIHRINAIE | FEMEERN Amazon MQ KB FE— Amazon VPC FHT S
i EC2 £z 17 M3k H 13 4 e i

ActiveMQ on Amazon MQ
EI 5 MQ 2L IR EIERE LR BB ActiveMQ

1. IFHARRWTITEL,

D
Ap

 BHEHREDNS 2%, XNFZ/EABE , BANNREEM

2. 1Z1THTF nslookup &8s
T AR INEIME—RIE ID WAL, -1 = -2 #riR. HLIHT AR

up
KimTHm, E/&ALKY
RNIEMER,

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
MREERKT , WPFERRLUTUATAENR L,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com

Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

EFATEY IP it N 5 Amazon MQ 5| & FIZMEEY IP #but ABICEL, X3RRI £ DNS IR
588 L IFRMAT | WA A BERITTI—F.

3. BTUT telnet %, MiIAEBHWREBHIMERE, HARTRBERANENER, 1B
E8162EEport Bty Web 24 & KM in O 5 HE b4k giiw O LUK H A,

(@ Note

NTFE/ZAHE , WREBEIRZALET RIE1T telnet , NYFUE Connect
failed HiREE, XEFHZA , EARAXRFIAREEREIZIT , 1B ActiveMQ #H752
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SBEET , HEXRPEIHRRERN Amazon EFS FH#SHNE, X -1 f1 -2 &
N

RIETZST , LERERNNHERAXHE.

<

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

NFEFHRE , FERRBUTUTATNA .

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

4. BERITUTEBREZ—.

« R telnet AT , BERE EstablishedConnectionsCount ¥8¥5 , HEIAKIE
RIEBLREEZE LR, BREAUBIEENRIE General HERBIARETIARE LR, R
WEFRAXTFE , NEFELE —NMNEFPRERETZARE, NRERIERTEE  NEKHE
1T telnet Eﬁ&/ﬂmﬁt , HEFED —DHTEMTEE  RARBENRSI®HES — K.

- MR telnet MHAN , BRERBHEMENEZED , HEINRSH in-use. ABNE
Bl M EEO A Amazon VPC i BE , REEFERNMRAE. EWRIEIT telnet W
TERHAE IP it %ﬁﬁ%ﬁﬁ@lﬁﬂm ACCEPTED , B@EEEHED. ETHEZE
BEMEFRBERS , 5ZH (Amazon VPC F R AGIEFE) FHR EHEHE FRH,

5. 1T curl 5% , BE ActiveMQ BIE Web 24| &8 E#,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MRBTHRI , WaHNRRCUTUATARH HTML 324,

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.amazonaws.cn/vpc/latest/userguide/flow-logs-records-examples.html
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RabbitMQ on Amazon MQ
EL S MQ 2L NEEZ ENR IR RabbitMQ

1. ITHAHFLKEIBSITED,
2. B1TEAT nslookup & , EHERMAIE DNS i8Rk, HLBRTREBRNENEE.

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHK , WFERRUTUTATNHA

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. BITHUT telnet % , WHLHWREBHMERE, FRAETIBRNENEER, £7
Blport iy Web 2% 844300 , Al UER5671 7 &R AMQP EER K H .

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRBTHRI , WFERRUTUT AT,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

@ Note
Telnet EEFGEJLBHE B XA,
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4. BERITUTEBREZ—,.

« WR telnet MHHI , HRE ConnectionCount B4R , HBEIAREREE max-
connections BRIAREEPRENE. BETUELEENRE Connection.log HE4A
RKEBANREEF LR, MRMERATE , NEFELE—NEFIRIEZETZAE, R
BRERTIERE  WEXHIT telnet BRI, WRAELNRERE L MEFHEZIER
ZHNEERA , WAREEEE S I3 E CloudWatch, 895 % 1 — X645,

s NFARALXFHENARE , R telnet WHERY , FREREMHFEEMKZED |, HHEIA
MRABRA in-use. AENMMEEOBCIE Amazon VPC i A% , REEFERWRAE,
EHREA telnet HEHRIE IP bt , HEINEEBIEIR ACCEPTED , BFREIHK
Ee. ETHEZEENEFERBERG , 28 (Amazon VPC FRARIERE) FHR
HEB Z =0,

(® Note
S BRAERTALXFHRBOLDEH MQ LAY RabbitMQ 242/,

5. B1TELT curl a8 , ©E RabbitMQ EE Web 2§ & HiE#E,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:443/index.html

MRBTHRI , WaHNRRCUTUATARN HTML 324,

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

BHREBEREET , RAUEH telnet RIEEEBER , BRENTF R
EEREI HIEHIRE SSL RERBR.

BHREBR[QUEP TR EEREBLET I ERMRERH. Amazon MQ REIEH2ERRKR , SIERAERN
BFERTANENZEM,
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FATEIAE Amazon Trust Services F{EH Amazon RIEBMENM (CA) , EEEFIRNEEEMEF
HITHMBRIE. PTE Amazon MQ REBIERIIFEALE CA LHE, BEFEA Amazon 18 CA , BFBE
E/RERE LEMHMIEBN FEHFMH Amazon MQ REBIUEH,

BelEZ7 —1E , BRECEXK.

WMRIEHRIEL T CREATION_FAILED IRA |, iHHITUA TR %,

- REELEN IAM R, ERERZRLA , XTEHA Amazon £E IAM EKEAmazonMQFullAccess=HIE
BENX IAM REEFHBIEFELN Amazon EC2 INRE, Biffll TMETEEMT T EC2 NR , 25
¥ 8]2 Amazon MQ REBFIER IAM BR,

- REZAIRBEEENFNERM T HEM Amazon Virtual Private Cloud ( VPC ) 1, EEHEH
Amazon VPC H 812 Amazon MQ RI2 , B4 JEHAE Amazon VPC K FRIEE,

BWREER , BTHERRRMT L,

MRREBEEEAFER , WAERARTENRRARH.

- BPREBZUER , TR NE TEAITTXEF R, Amazon MQ ERXEERENEYS, B
ERGREIZREH#ITEY . EFNSENRAEMTRE , ERZAKFER /N , EABRTHEER
BLENRE, RETRSERPINEFNBANEIANERES. AXREBEFNBNESER ,
&2 the section called “it XK IE4EH",

« BHREXLFRAEATETEEENNAREIENR. S0, Emg.t2.micro EETEFITHR
HUELSBREERRR. REW CPU M ARSI RSHNRENFFEARIELSBREEZNE
B. BEEELNREFERTZ2 CPUMIARE , BREENSIZXRAEFEALT CloudWatch #E47.

« T MQ LB ActiveMQ — EFZCpultilization@ AL EIERK EC2 2 BT S it&E
BN BEP. ®E HeapUsage , THEREHBIFEAN ActiveMQ JVM NFBRFIE B 2 Lt

« 5% MQ £# RabbitMQ — EFZKLSystemCpultilization X &1 2 ELHY L S i
EC2itERNMES L, 82 RabbitMQMemUsed , TEUFET HE VK RAM FHE , RAEK
LA RabbitMQMemLimit , 1§ RabbitMQ T REAMRNEFEE 2 L.

BRARELFIFB AR M A THEHBIERSENZFIXBENEZEEL |, ESH Broker instance
typeso
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Amazon MQ FiARERS
XS MQ £ ActiveMQ 21T FEHEER

ERAART P EERAELMMNBEREL S MQ RE L5 ActiveMQ &R ATEEEZIAYE L )
Ao

H3x
- REBELBET BEiER , BERMFEEE CloudWatch BEFFIRMNELANENBESHFITH

/N o

- RESEHLEFRE , RSN RUNNING , Bt A EZIRNRE, AHAL?
- BRI - EELRASGERIINE  mMEMES RN EEEE,

o BREWITIRIEN , £ ActiveMQ $2#1& & % org.apache.jasper.JasperException: An exception
occurred processing JSP page &,

REZRELBET BEILE , BR{NFTETE CloudWatch BER B EHEWAZ
LANEHRBESRFITEE.

MR IBTTETE Logs PEFLRL AW CloudWatch BE |, BRITU T8,

1. REVNERESREEFNAFRSEEE logs:CreateLogGroup R, MBEREAFVIESR
ERREZHEFF CreateLogGroup NERFMAZAF , W Amazon MQ Fa8IZEBEA,

2. RELEAEHETERNEREE N L1F Amazon MQ I BE X #HZE| BHE CloudWatch . EARWF
Amazon MQ FF BE XA RER BE CloudWatch BEA |, HTERHEE T RFEMNRELIFEF Amazon
MQ HRIEAT BE APl 24ERER . CloudWatch

« CreatelLogStream— HNEEK CloudWatch HELAGZE A& B ER.
« PutLogEvents— MEM4EZEEIEERN CloudWatch HEBER.

BXE Amazon MQ Lt & ActiveMQ LS B CloudWatch G2 BENEZELE , ESEEEHR

REEEHLEFIRRE , BIERZA) RUNNING , BB HEEIRNRE,
AfTA?
FURAELRYNREERR. HUNEPNREREREREEHFIBIEZRE | 1o % H%p

LB0E, TREBHER  REBEESEWEZRBRUERHATELRERN Amazon EFS = Amazon
EBS Z#ABFREBETREARENEESIRN., EEFSHIE , Amazon MQ & FHEERNEENE#ED
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https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
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NRERNE,. EFEIALIZHE , BRI LLAIE CloudWatch sEA T ActiveMQ B9 Amazon MQ 2LBHUT
1BHR -

-+ StoragePercentUsage - A Z|SHIEIR 100% W AB 7 LSRR IBIELESE,

 JournalFilesForFullRecovery - R REFAEEXANERGHEBNAEXHH. EEMNS
BFEST 1 RRFERBRANES , TRAEER S HERERE,

- OpenTransactionCount - EEEMNHFATERTIRENZHZEEUANEANER , NS BUE
BRI,

ERIEE , RANBWEFEH rollback() = commit() RBRXAES, EXEZERE , URE
BEMFEH rollback() R XA BEZHNRBRA , FSHEME XA 5,

BEIBN-—LEEP R OEEIRE , MEMEF RN TTEREE,

MREMAIEL T RUNNING REH B —EFFimeeB RIEEIRE K MEMTFREEERE  £7
REELEE TRENEAPEEYRG, ERIELREEEINKIERBIRS , BHRITUTRE

o £ “BE FEFHE Amazon MQ L ActiveMQ KEHBEHAZL4L ABE, CloudWatch 1R 2%
RRE , BAEEREAEDREZ Reached Maximum Connections. BHxT D MQ X3 LK
ActiveMQ CloudWatch BENEZEELR |, 5, the section called “7 ## CloudWatch H & &5
LK

BRBEFOEEBRS , RN EHIELIMANEANEE, EFREEE | RMNBUAREHRESEK
BIRE, BXNITENBERRESFIXBENESFEE , 1S HBroker instance types,

MBEEEWINEREEHRERTRENEERRESG , WRBETESERESHEFHEX. RESHNRIEH
&, ERARKEBEEHIM ... Inactive for longer than 600000 ms - removing ...
%H. BERBEBRATFHESRIEEZNB., HEFiHET Network Load Balancer (NLB) E 1|
RE , ALEMFEEMENEREIIREN , SN ERRLEMAL, XEETEIBENEFHPERNE
Mo

BFREFFIRES , TRESTHHARFE. KENE 600000 EWRFEFENN TCP ERE | HRHE
BEEERT
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REHRITIRIER | £ ActiveMQ #2#I & EF 3

org.apache.jasper.JasperException: An exception occurred

processing JSP page R &,

MREERNBAFI M EBSFEH LN FHRIEMEZE AuthorizationPlugin , iHHARER XML
BENXHHH AuthorizationEntries st , A activemqg-webconsole BAFBEFTERS!
METHNR, XA LUFAR ActiveMQ Web 241 A 8B 5 ActiveMQ RE#ITES.

ARl AuthorizationEntry FNETERSIF B EERMEANPREIZE T activemq-
webconsole #4,

<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
</authorizationEntries>

B , HEHNKREES LDAP £ , BHAMNNRIZF amazonmg-console-admins B4, Bx
LDAP £ EZELR , S the section called “LDAP /MM THEF R

SEMERRE - WE# MQ LY RabbitMQ

55 F A3 th 95 B R BY 812 W FI R 1E Amazon MQ X3 5 RabbitMQ & 1ERT ATREB 2 /Y & M. |)
B,

B &

« REFEFRIRORIIHEL ENHIIEFR CloudWatch,

o WAIFEN T MQ E£H) RabbitMQ /3 BigH 2

« BREEESIERN Amazon VPC BLiE,

BEFEAIERNBAIIHELEHNHIEPR CloudWatchs

MBHRITEEDEENIHEINEHMIESR CloudWatch , HRELWAIIHENENEZEEEEEM
ZEHE, HIRAFREMIE ASCI F5F,

Amazon MQ ZEN BB EEM, HIRAFHEMIE ASCI FRFRVE M EHMBEAS R B IR,
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BEXREEBMNEZEELR |, 5 Amazon CloudWatch API SZH W4 E,

WAL B MQ LRI RabbitMQ # /8 R4 ?

TS5 MQ £/ RabbitMQ B 81X X#F RabbitMQ B, §F. BKE. — BB HEXREG |, XEHESE
RN TFBARS. BXEAZSIRBEHMNESEER , 5 H the section called “flE#",

RIEEFEXRRERN Amazon VPC ELiE,

Amazon MQ A ERIBRRIEFEHR Amazon VPC BB, BEE , BEEFEAFHH Amazon VPC B
ECEFNRE K ARFERAFTNAREER URL BEFEFIRIER URL,

5% MQ ERY ActiveMQ : M BREE 4 W 4548 O 23R

LIRHIBRZ LR MM ELED (END B, T 5# MQ & ActiveMQ % H
BROKER_ENI_DELETED &1k, H&E XE1ZE Amazon MQ X , Amazon MQ £EZH K/ T
HEMFEZ= (VPC) PEE—MHEMMEED , RALEE—LNE, EC2

A BB RIMERLMNEED, BRI ERMEZOATRESSBKARTREN VPC MRE 2 BHIE
B, mREEMBRMEED , WAH T RAE,

T 5% MQ E® ActiveMQ : Broker RTET B 21k

ARZERAEFRETRMBEAES RN , LI# MQ LK ActiveMQ & Hi BROKER_OOM &
B, HRBLTEMSHER (BHHRERER ) i, AEL2ERENNRAEONRERENRES
H, ATHEFEREFTEMEEEREINREATRLHEAEREHER , EHEIREP , SREHNXEH
S HBRH,

ZIABER T , Amazon MQ & RENRER AR, BB 5B Amazon CloudWatch &&=
£ A CloudWatch API SREFE RN R LEEFR. 12 W ActiveMQ BROKER_OOM kAt , A TIEHRTR
EH :

I 5 MQ $8#5 CloudWatch NEFEASSHEREER

TotalMessageCount HEERFERARERFZE —E
ERENTFR. SEEUTHA
REERRRIEMSA , AT
RSBERNFER,
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FRARER

5 MQ $E#7 CloudWatch

HeapUsage

ConnectionCount

CpuUtilization

TotalConsumerCount

N ERT SRR

RIBHHIFERAR ActiveMQ
JVM AERFINBE D . BE
WEIERRREBEEFEAKX
ERER , MABESH OOM B
Ko

ERmEEERRNT , AT
ZRNEEATERSHEANE
Bl

REZHRIEANEDE EC2 1t
EEnTMBEDL.

N FEEEAENTNMER
&, HHEEERWEERE
ZEFMFEINEEINF. K
BERAEEEARERSENT
R, ASBEREER,

J B L EFTE B AN H# & BROKER_OOM &R , FHAREFAHER. it , BUTNEEREEN

MARERBIRE | ERSUBRIEEAIIAEF T EE XTI HHES

/N0 /0N

ActiveMQ R{EXED T BBEXBREBRMEENESES.

T 5% MQ £/ RabbitMQ : ITEFREER

LHRENVANEEHRE ( B CloudWatch ¥8#RRabbitMQMemUsed#riR ) B HFRIR A R 12 PR &l

RA[LAFE A mazon MQ L #Y

B , RabbitMQ X HE A FEZR. RabbitMQMemLimit RabbitMQMemLimitH Amazon MQ

RE , HERESHENIFRBEWATARNFEHRIT T ENEAE, S4B LUSA CloudWatch H
& BYEHBERIANER 2B RMemory resource limit alarm set on host node

rabbit@hostname,

Amazon MQ E#Y RabbitMQ REMREREEAFER , WaRBRAMBEEERTEENE K, AT

NFERAES , ERETEEIBE A EE RIS MM ERE 08y R,

RABBITMQ_MEMORY_ALARM
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https://activemq.apache.org/message-redelivery-and-dlq-handling.html

Amazon MQ FERARER
HRNFEAEREMELEREINERFREBEAEQXBIEFRSHER , ETES , ERENKREF
2FZFRE. EEFHTFEFR , RIAERXEIFTRTRALENEIERZANEERFZEEFHE, RIRSE
ERMELIEEEERERS |, H B AT R 77 B4R (7] B A 22 30 R bk (9] 8L

Amazon MQ EBIEANEEBRFNTLEMEINRE , HANSHEZRBRLE L HEIRMIRE
RebootBroker API 21ERE,

£ ZA<ED 0 P Y5 B HE B B2 M M R R H Y RabbitMQ & FER.

(® Note
EERXRMLENRER , RABBITMQ_MEMORY_ALARM RS A sEH= BEJLAN Nt F BEEBR,

(@ Note

BRRREBREFM mq.m5. EHIREERA mq.t3.micro EHIEHE, MRMEABRRLE |, N4
TR BRRERFHCEFNRERR.

EF&

- {£/ RabbitMQ Web {Z2#| &1 & N F Bk
« £/ Amazon MQ E#R12 S A FER

« BREAEFER

- BOEENBEENHE

« FRRERFARE FRYBA S E S E TR

o BRRE KB AP E RS 3h B IR R B

- BIESEREER

£/ RabbitMQ Web & &2 & N FER

RabbitMQ Web &I 8T LA RN E RENT AN FANEEABIER. EAEIUTREERIL
E8 :

1. &% Amazon Web Services Management Console ¥ T FF &R L P5H RabbitMQ MTIZ#I A
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2. 1 RabbitMQ #Z#l& £ Overview ( 85 ) TUE , M Nodes ( TR ) SIRAFER—PMTIREN.

3. EWREFMEENE , £F Memory details ( AFFAEFE ) BRALUB 2 UEETRHNAFFER
BRE S

RabbitMQ £ Web ###l & RIREN N EFEFER B RE S LAE B R E ML R R I EEET S RIEH
ERERNEFEER,. BX RabbitMQ Web BHI AR ATANNEFRABRFAEENEZER | 55H
RabbitMQ BRSS 88 KR M uE _E Ry < T R 17(E AR HETE

£/ Amazon MQ fEfRZ M & R ER

BIABIRT , Amazon MQ &N IEHKEZ AR, ERLUBI TR CloudWatch 2% & £
CloudWatch API REF LN AL L EIEIR. LT EFR1EL # RabbitMQ SR EFERITIEER .

I 5% MQ $E#7 CloudWatch NEFEEASSHERER

MessageCount HEERERASRERZI—E
ERERNFER. SEHRITHA
REERRRIEMSA , AT
BESHESNFER.

QueueCount RAIIE#ENEF , HEXE
RAIIATBE 2 S BE RN FER.

ConnectionCount EFmEEERANE , FAS
ZRNEEATRERSHEANE

Bl

ChannelCount EEZEEL , FRASNEEE
IHBELSFEMETRARE
b, HEREBETRESSH
=SRFER.

ConsumerCount NFEEERENESINER
E,HEEEERECERE
ZEENEHEMEERNTF. K
EFAEEETREEREN?T
A, AS3ENEER.
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FRARER

5 MQ $E#7 CloudWatch

PublishRate

R R B

N ERT SRR

R HERLERARENRN
7o MREERMEMRENIR
LY S H BEREESRERH
BEmIERAENER MK
HagREIsRFER.

MTEBENEBIMRE , RNBWEXRBRUATRERZENHERAENSAEFER,

NFERT SRR
BABIRR R EE B &

ERELRENAIIBIS,

ERELRVHERBIS,

ERELRVHBERIS.

EEIRENERERYS.

HERMERIS,

Amazon MQ ZE1i%
HITATE—B1E -

- ERRMEIAFIEER.
- BERBABIHHER
 MIBRAIEHHIBATI,

WD EASIE
BOEER. BRESER,

&2 the section called “J& 4>
EENBENKE,

BAOBEH. BXEZEE
&2 [ the section called “J& 4>
EENBENERE",

BAERICENERER.

PR & AR ) R R K H BT

BRERNEFER
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NEFEEAT SRR Amazon MQ ZiX

ERimEEREHRES, fRiE%E P ims i EE SR EN
BERAAREAEESERER
EHm=E,

A EENBENHE

ST 5% MQ KE LK RabbitMQ EZ T AB S RN EF iR ARFXA , LAl LA RabbitMQ M
EH A FoHXAERE, EFEH RabbitMQ Web ZHI A XFAER |, BHITUTERME,

1. &3 Amazon Web Services Management Console #ITFF &I 2L L 71 RabbitMQ MR H & .
2. 7 RabbitMQ ##l& L |, #%# Connections ( E3# ) &I+,

3. £ Connections ( %1% ) WEH All connections ( FIEIERE ) T , B EEBENGIR P KT IERE
B

4. TEEFFMEERMELE , & Close this connection ( <FILERE ) LEFIE D |, REER
Force Close ( 58#I%XFH ) » B& , B LUK Reason ( RA ) WEIAX A E R N EB S HIEIR,
LIRXAERER |, S ¥ MQ £/ RabbitMQ £¥FRiEEHN R RIRE A F iR,

5. EEXEELM OK (TAE ) UHIAFXAESE,
FIERAEER , BExANERERBRNEMEE HRSKA,

® Note

BNEFRNARFIRENEXAERFENEFELEAENERE, EHIFRT , ME
Web 2] & x AEE AT REN B R D EZESEE T H.

WNFRBEAHLFRNAE , SO BT ELMEACEE RO (Hl70 , AMQP E#/iKRO 5671 ) LM
AR ERIGEPELEERE, CIEAER , BALMEESB Amazon MQ BN ZL2AFMIKO, BX
BRZLENESER , BSH Amazon VPC AP BRI @ L2 4A 7R MM NI,
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R RabbitMQ W EAFERE , BURSKRATEEHN —IPRSMBAF LHEE . XLERFITEELE
ATFHRZEERRSEESR , FUEESR , MUK FIARTTER TR MER. RIIBLATERES
NEEREFE  EEARERAFER.

EXRELENERXEEAIIBELSWEES |, 155 the section called “f# R E{=RAFIE L HY ] 7,
R R SCHICIE AR Y BT S B &R A &

Amazon MQ E#Y RabbitMQ £XHIREBMREMBHHEKBEEBNAERES , WaHRATEME
RBIXBE . XABES S RabbitMQ #AEM B XL , F EERBHER 28I 1L SRV EIHE—
FRE, MRENKRBLEERSHBERF , NWERFTERA RIS I EMERE Amazon MQ iR
1, URRERFER,

EREENRE , RNBUARIEFESAENEAXFIRE, SEERTEPTR , LALEES
BRFERNAREXGNRE , EAEEFBEITRP T RZEREEFAERITHEAIIEL

B b B AP 48

X TEBENEMNEERNREE , RMNBIUNTUUTRE |, S IEMES RabbitMQ BAFERA R
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EREERARER Amazon MQ Zi%
AR EERE S, RATUATRE -

- BREERG,
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ERNEERARER Amazon MQ Zi
ERWmEEZRETSS, 5 KHE R BRREES
B EFINE,

RENAFERBRZE , BUAEENZHRBEAR AT EHMEROESL, FXNAEHFREHE
FIXBHWEL , HSH Amazon MQ REST APl £/ #) UpdateBrokerInputo

I 5% MQ L/ RabbitMQ : Z4A73 Amazon Key Management
Service

HEAZEFEE Amazon KMS key(CMK) B ER N E (KMS) ZAHEAR |, L 5# MQ L

# RabbitMQ f#5| & — INVALID_KMS_KEY X< ®BBREMFMNIB. Amazon Key Management
Service #15 CMK #J RabbitMQ KERFAEHRKIE KMS ZHARBEBAURREEFREEEM
BXENREN, ME RabbitMQ BZRIEIFHAREEEA , KREREFTHREE , RabbitMQ iR E
INVALID_KMS_KEY.

MREZEERN KMS 4, REEFRESEEFREER KMS ZANEANIR, EEEHEAZEHAN
REEFEHBI2H , REERFLTEERAENBARTINRRIE. KMS ZH2EAM RabbitMQ 1
BEREFSHRE , U LERE/, £ RabbitMQ HE KMS ZHBXRLATEHIRESRE , BHRERF
HMREXFEER. Amazon MQ T2FEAZAN KMS RAEFBEHIREREF , HH , REREEF
M B HTHM KMS %47 , i RebootBroker APl {EIREIRE.,

2 W FfF R INVALID_KMS_KEY

E M AMER INVALID_KMS_KEY 2EFMENNRE , XAERA S Amazon T5RE (CLI) MizH &,
Amazon Key Management Service

BB ALK KMS 48

1. A DescribeBroker FEMKE CMK KEREFH kmsKeyId,

2. &% Amazon Key Management Service ##| &,

3. EEFREXAEBANEL , RIERBENKERZFN KMS 4 1D, ARIERSHNER A,
4

MREH KMS R CHER , FEIERRAREXEFSRZH , ARERBHA. EFEA®E
e, BAMEF RabbitMQ R IEREF MR E X iR,
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ERIIXENRNEENESREN KMS ZAMKE , HAMAListGrantListGrant 5 &XKE
iEmq_rabbit_grantfmq_grant2EFEE. MR KMS ENRZ4A SHMIBR , W AHMBBRAER
F, AERMELXENRNEE—NMNTNRERERF. BEXBBRREBEEFNSER  BESHAMBRAERRF,

EPHLE INVALID_KMS_KEY X<EBREMEBEMNNRE , BOFHIMERNER KMS Z4 = CMK B, 0
RIGEMIBRZLR |, B BRI E,

5% MQ L8 RabbitMQ : BiZRHIER

MERSIEBIRERE AT HANFOEERREEAEMEE | RabbitMQ TR EANMEEEFTRL. Y
RIBRY AT AREA Z2 8 ( B Amazon CloudWatch $§45RabbitMQDiskFreetRiR ) & E| HIRIR A HLE R
#5} , RabbitMQ & B Z R 4&IE+H ., RabbitMQDiskFreelLimit RabbitMQDiskFreeLimitH
Amazon MQ RE , EXER TSR ESFIREN T A#AEZE,

5| X R HIZIRA Amazon MQ for RabbitMQ REFEEEHmFEE. MEEHENEAELTE
—iEEL  NEAEERLTEERER. EEHFTET RabbitMQ i , EBEREEFTEN., MR
— AN REBETRS , MAAEEMT SENELEEANER, ATROEEZER , KETREERIEE
H A FEIR2 WA #FRE =LA R,

Amazon MQ E BB EHRNTL2EFHFEINRE , HAFNSEZRBHRE S| K EIRHIRE
RebootBroker API BERE,

® Note

BB IEM mq.m5 SEHIREER A mg. t3.micro KAIKE, MREAREE , WAZM
BRACIE F 6 @ # Ay A3,

12 W7 M 8 R B 22 PR 1 4R

FIABRT , Amazon MQ FaANEHNRERE AiEtR. LR LUER 5B Amazon CloudWatch 2§ & 5
£/ CloudWatch API R&E & B R L1515, MessageCount 212 HT RabbitMQ i & BR #1 8 & 83 49
BERER. BERERERARERFZI—EFREEANEY. SR RRTHAFTRZRALESEA , mA
BES AR,

TR REIEIR | EHEA Amazon MQ BEEH A MTU TR -
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