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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;
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import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

fEF Java E&RE API k7 2012-06-01 14



Amazon S3 Glacier FEANGIER

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archiveld();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return

mim,
’

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
}

return ;
public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);
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}

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {

numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {
try {
fileStream.close();
} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",
file.getName(),
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ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != 0) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];
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/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

- X API Hi#4E S , 1§29 Amazon SDK for Java 2.x APl &2 UploadArchive i,

FERALLTHEMNRE %2 S3 Glacier PRI HE BEHF NET #9 Amazon
SDK

BT C# REBRAIERM SRS AP ISR L5 AT NET # Amazon SDK ISt # ., 7R
RIS, EEEUTER :

« ZRBIHIEEM Amazon S3 Glacier Xigjin R 8|2 ArchiveTransferManager KKYSEfl,

- ZRBREIERAZEES (BBXM ) X (us-west-2).

- ZRHIEA Upload £H ArchiveTransferManager APl #2E AR, X F/NEIMR | IIRE
2 ERERE L&) S3 Glacier, X T AR |, WIRERFER S3 Glacier W7 B L& APl #1E%
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® Note

S3 Glacier EXHEFRE -~ AHENFE, S ELEAUTROPHERN , ZERED
NHEFEREEEMES CEEERHANXAERE R, LEMBEESRIIT—IX

Example — EAAME %R 5 APl L& 42 EAT .NET #9 Amazon SDK

using System;
using Amazon.Glacier;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to

upload ***";

public static void Main(string[] args)

{

try

{

var manager = new

ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive

test", archiveToUpload).Archiveld;

step.");

Console.WriteLine("Copy and save the following Archive ID for the next

Console.WriteLine("Archive ID: {@}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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FEAMEZE S Amazon CLI , &2 S3 Glacier Amazon CLI 2%, Bx{ERFRELE
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o LUTRHIBIE AmazonGlacierClient ZEBysL4l,

« ZRBEAXZERI (HBXMN ) XiF (us-west-2) EEERZBIESE 2 : £ S3 Glacier F8IEX
HERAIBRXHENNLE,

« ZRBIERAT ArchiveTransferManager M download API #/E , ZXET EAT Java ¥
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Example £/ EH T Java B9 Amazon SDKTFEHHZE

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

kK1,
’

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));

} catch (Exception e)
{

System.err.println(e);

}

£ S3 Glacier FHYNHETH M= EH T .NET 8 Amazon SDK

LU C# REBREIEANSHRD APl TEIE 2RI ER LAENREFER LT 535745 E4£ 3 S3 Glacier
R SCHEE SERA T NET 89 Amazon SDK. &M TF .NET B9 Amazon SDK FE BB RHIF | BHEEL
THER :

« ZRBINIEEN Amazon S3 Glacier Xigjin [ 8|2 ArchiveTransferManager KAYSRfl,

- ZREROMEAZERES (HEBNM ) X8 (us-west-2) EEEZBIEL R 2 : £ S3 Glacier F 4
BEXHERAIBRXHENNE.

« Z~BIfEH Download # ArchiveTransferManager APl IRETH MR, ZRHIEIE
Amazon Simple Notification Service (Amazon SNS) =& , AR ZE BT ®# Amazon Simple
Queue Service (Amazon SQS) RAFl, WMREZBHHIHEBALIZE T Amazon Identity and Access
Management (IAM) EEB R AP LR 1 . FFiaEA S3 Glacier 28] , NEHNAFRECIERNERA
Amazon SNS £F#H Amazon SQS BAFIFFAEM IAM R,
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« WRHIEZ T FHERES , ANRIRTRONERITRAEL, MREERTH , WFHRTR. B
IRRNEWEMAEE , FSH HERFED,

BRUMEANZITH RHIH step-by-stepin B , BSRZETRIETRH, BFEEEH FHI& 3 : /£ S3 Glacier
R B HE AE LA 4E ID ZERHRB,

Example — AN SR B APl THZR EA T .NET #9 Amazon SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will
begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
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catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

}

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

518 5 : M S3 Glacier #9344 FE M BR Y4 2=

TELLSERP | ZORMIBRES R 3 : 7 S3 Glacier R 4R EE B4 ER L&MW ROIZR,

/A Important

To3EE A Amazon S3 Glacier I A MIBRIER ., FMFHIRE ( Sl &, TEHIMIER ) BE
B & E A Amazon Command Line Interface (CLI) REXB, B LERE (HIMBE. WM
MEMIR ) |, BUAFEH Amazon CLI EERBXRAHIER , FEREEFER REST AP
A Amazon SDKs.

E &% Amazon CLI , 2 Amazon Command Line Interface. X% S3 Glacier 5B &
FAMEZE S Amazon CLI , &2 S3 Glacier Amazon CLI 2%, Bx{ERFRELE
Amazon CLI Z S3 Glacier BR%l , iS5 S3 Glacier 5— 2 #H Amazon Command Line
Interface.

B LT E — 8 4E SDKs ST 73 3 M BR R 517744 Amazon CLI :

« 5 S3 Glacier # 8y U EE I BR 24 =R & F Java B Amazon SDK
« {#£ S3 Glacier Y X 4EE P MIBRISZER & T NET 89 Amazon SDK
« {#F Amazon CLIFE S3 Glacier 1l Br#4 3
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PSS

o I8 3: 12 S3 Glacier IR E L& BISXHEE
« MBR Amazon S3 Glacier PRIR4E

£ S3 Glacier # Y 34 FE A il BR ¥4 2R & A T Java B9 Amazon SDK

UTRBREIER SR T Java B9 Amazon SDK MiBR#4E, ERBF , FIEEUTER

* DeleteArchiveRequest BIETHAMRER , BEEURAMENXHEZHFZE ID,
« deleteArchive API #4E[E Amazon S3 Glacier £ MIBRA4ENFR,
- ZRBIEAZERES (HBEBXMN ) X8 (us-west-2),

BXRUAEITIH RBIH step-by-stepiiBA , ESFEA Eclipse 1247 Amazon S3 Glacier # Java 7~
B, BWEEEH HU 3 1£ S3 Glacier PR LEEXHE PE LA XHHEE ID ZERNK
B,

Example —fEH 5&B T Java B Amazon SDKMIBR14 3

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {
public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");
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try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

£/ S3 Glacier F Y XX EH I BR* 2R ERA T NET B9 Amazon SDK

LT C# RIBRBIEAH EATF NET ¥ Amazon SDK &&K 3 API MIBRIE1E £ —5h EAEMRR, #
RBREIP , EEBEUATHER :

« ZRBINEEER Amazon S3 Glacier XiFim /82 ArchiveTransferManager KH3E4l,

- ZRBROIERAZERAT (BEXM ) XK (us-west-2),

- ZRPBIEA ArchiveTransferManager 2/ Delete API 24E , iZKBET EAT NETH
Amazon SDKH & APl

BRUMMANZITH RHIE step-by-stepin B , BESRETRIE RO, BFEEEH S 3 : /£ S3 Glacier
R B E AE LA XXHH4E ID BERAKRB,

Example — £ A S X5 API IER#4% AT .NET #9 Amazon SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted
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{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

£/ Amazon CLITE S3 Glacier i BR#4 R

&AILAE A Amazon Command Line Interface (Amazon CLI) il Bk Amazon S3 Glacier FEI 4R,

AN

FH
o ( FREMH ) RIE Amazon CLI
o =5 fE BRI 2 Amazon CLI

( LR H ) ®E Amazon CLI

1. THHBEE Amazon CLlI, BXxi%B , 52 (Amazon Command Line Interface B F188) HHY
AT ER :

IE# £ &% Amazon Command Line Interface

IEfE B E Amazon Command Line Interface

2. EMTERETHALATHERBIEEHN Amazon CLIEE, XEGSEFESREMELF , Bt
TR SN T o= TR AT

« ZEA help B85
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aws help

« BRI EEENKS, L S3 Glacier XMHEMFIKR |, BFEH list-vaults @
. 123456789012 A H Amazon Web Services W/ B9 iR,

aws glacier list-vaults --account-id 123456789012

- EEFEMNYFIEEHIE Amazon CLI , iEFEHaws configure listi®,

aws configure list

I fE P ER#4 2= Amazon CLI

1. £/ initiate-job W HEFFERREWL, BX initiate-job WMTHNESEE , BSHE
HES

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

FHRs H -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "##** jobid ***"

2. f{#M describe-job T TREL—ITREFISHWIRE., BX describe-job W THEZER ,
BSAMRES

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FERs

"InventoryRetrievalParameters": {
"Format": "JSON"

iy
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"VaultARN": "#*** yvault arn ***",
"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BUMERTSHECEFRETENESR, UREEXHESRETBARE , AEEBZHES
BH#EE T Amazon Simple Notification Service (Amazon SNS) £ , | S3 Glacier 2 EREE
EEZEBRIEHER.

BH LG ENHENSEEHNBEAEE, BXEZEEL |, ESH £ Amazon S3 Glacier FELE
NHEBEH, REREETESH |, S3 Glacier & MIEER Amazon SNS ETELIEHEE,

4. EFHERE , A get-job-output W HFHRFMES TEEISH output. json. BX get-
job-output M THEZER , BSHRKBUESH E,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

e TaER—NMEE AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchivelList":[{

{"ArchiveId":""*** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""*** archive creation date ***"",

"Size":""*** grchive size (in bytes) ***"",

"SHA256TreeHash":"*** archive hash ***"

11,

"ArchiveId": 123456789

5. f£M delete-archive s T M\XHEFRIBFRENFH , ERTREEMEH,
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="#*** agrchiveid ***"

BX delete-archive M THEZEER |, BSHAMIBRAZE,

$B 6 : 7£ S3 Glacier F IR E

NHERATEREFHNESR. EMBR Amazon S3 Glacier X |, B E TR HEFEE S3
Glacier TENWR/EFRENAMBIAHER,

BA LB RIEA N EA S3 Glacier BHIBMBRXHE, BEXRUBELFABBRXHENER |, 55
%7€ Amazon S3 Glacier IR E.

/A Important

MR RIL 24 /D PR EEBIXHESM XA EFERRERESR |, MAREFRRE—IRE
MM EBRURREFIEE . S3 Glacier & 24 NILEH N BN X4 EHER —DFE

I BR 22 ST ¢ R

1. &3 Amazon Web Services Management Console }# fEhttps://console.aws.amazon.com/glacier/
KHFTFF S3 Glacier ##l &,

2. M“ERXE FHE D | Amazon Web Services X5 7 EMI KRB ST EEI% R,

ERANSGIF , BN ROINEELTRERSE (HREBRMN ) XE,

3. EEREMBRMZEXHEZDAGETIRM, MREXHETRRZE |, NXATERRFTERE | RS M
BRMXHE, BXEZER |, ESH MBI Amazon S3 Glacier R4,

/A Important
) BR324 R RAE T SE OB

4. JEFBMIER,
5. BEBT BRI BR ST EEST R . AR BR
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i BR 3E 22 344

1. MREMIRRIEZEHE , NATERBRFEIERE , REEBMEBRSXHE, Ak, BOUUEER
B, A RESTAPI, . EAT .NET ® Amazon SDK = , & B BR#43E1ER Amazon CLI, &

AT Java B9 Amazon SDKEXMIBREFERNER | FSHELE 5 M S3 Glacier 5B ST FEE I BR#
2=

<o

2. NMHERNZR , EREBRSRBIBRZE XHE,

BMXEAILL T BEHERNA 2

Eit , BETR T ALY, BAILUIRFELAT 2 LA T #B < Amazon S3 Glacier WEZE R,

« 1£ Amazon S3 Glacier F &b 37 4
« 1 Amazon S3 Glacier A ERYZE
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£ Amazon S3 Glacier 438 X4

XHERATE#FHENARS. B XHEN , FEEBEXHERMAE Amazon Web Services X1
EHPREBXHE, X S3 Glacier x## Amazon Web Services X1 51K , 2% (Amazon —
&s£) FM Amazon S3 Glacier i = A EL &,

BRMEXHERERERZSMEE,

/A Important

S3 Glacier XXMt T —NEFIA., ER , HAFHEERE (HlLE, THIMBER ) BEE
#&4£ F Amazon Command Line Interface (Amazon CLI) SRERE. FRIEESEEGAX
¥, Bl , ELEHKE (HWRA, WMAEMXE ) , BUTEA Amazon CLI REERB
kEHBER , FEREREMER REST API £ H Amazon SDKs,

EZ% Amazon CLI , &% HAmazon Command Line Interface. BXIF S3 Glacier 5B &
FAMNEZ{E 8 Amazon CLI , 25 S3 Glacier Amazon CLI Z & ¥, BxERATHE

£ & Amazon CLI 2| S3 Glacier B9l , i5Z 5 S3 Glacier 5 Amazon Command Line
Interface.

£

« S3 Glacier HH X ERE

* 1€ Amazon S3 Glacier 8| 2 X4

* £ Amazon S3 Glacier X #1344 BE Bz
* 1£ Amazon S3 Glacier P FEXHEFE

« £ Amazon S3 Glacier # fit & 3 {4 B i@ Al

« £ Amazon S3 Glacier 7l Br ST 44 FE

* ¥Ri2 S3 Glacier X #HE

« S3 Glacier X ESIE
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S3 Glacier FHY X4 FERE

S3 Glacier X FE M FERME, XHEREBURTIHEE Amazon Web Services X, s <2 , 8l
BXHER |, IB1E45E Amazon Web Services Xigi 822, E£&%|HXHER |, S3 Glacier 2 NIRTE
ERPIEEM Amazon Web Services X1, iR B 4 EFIR,

B2 MM BR S 4F

BN FEERZ Amazon Web Services Il ATLABIZ 1,000 . Amazon Web Services Xigi B x
S3 Glacier X ## Amazon Web Services [X15 5% , 5 (Amazon —f#i&Z%&) H# Amazon S3
Glacier i S FELE .

XZ B S3 Glacier iITHEM LR BXHFEHRBEMERE , FRA LRERE RUKRBEXI XHE
WAITIEABANRIER | 8 8EMIBR XA

(® Note

S3 Glacier & 24 MIREBMABNMNNMGELERZR—DEEL. AT ELAREERMEMEER ,
E it , S3 Glacier 2 BEKRER AN HEBLEE SR RERITIEAEARENRBEER 4
gﬁﬁ@;%’f Yo

EXEZELR , 51 Amazon S3 Glacier 8|2 X4 FE F7E Amazon S3 Glacier 5 il BR 34 FE
BRI ETBIE

BRI URRNHESEE , SIXHENCIZ AR, XHEPHIERR , URXHEFREHRAEKX
/No S3 Glacier 12 API A , HIEK R F P45 E U FE 45 E X F e XHE Amazon Web
Services XI5 WILEE ., BEXRXEZER , 5 £ Amazon S3 Glacier 3L FE 48 2= U FE o8

T ER

NHEFEBEENREXAEPHERIIR, ¥TIRFHSMER  FEPRETHRER , flNHR
ID. SIZRBMAN, MERE-IMEELEIXHEN BT , S3 Glacier RABRBLEH —IX
NHEER, MMHEBRMUTFE , BIETHE.

TERXHEBTER—MFRIRE, BLAEBH THFENES. WEESERRE , S3 Glacier 2 AT
BERBR, FF5TME SR TEERERE,
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KSTFESEERLMH , B LEH Amazon Simple Notification Service (Amazon SNS) BAEFESE T

FENBAE, ERUABMESIERIEE Amazon SNS =8 , I EFNEN B ERBN EREXHE
SHRENREBEH,

S3 Glacier & 24 NI RER N BN NHEFEERZ—DFE. NRELEREERRREXNXHERTE
AN BRERAVRAE , WA SEHEFEFR B,

UIBBTH B EFRESET , S3 Glacier 2 REEHAERMNERF—NEE |, B point-in-timetR B A 23k
REHIE, BUESERNNEMERLERERENGEBTEEF LT, BER , RREEEFHER
BEE  BZBEEDEE5E LS S3 Glacier WARXBRITHRIE, e, BUELLXT , XH
EEREN T HEREETNEESEGRXHESE#THARER.

BARRIMBEBLNESEL , HSME Amazon S3 Glacier I TR HEEE,
Be 1 3 FE @ AN

M S3 Glacier RREMAR (I HEFNRRINGEEE ) R — I NRSNER. 8%, B
H—IESF. FFERE , THHEidH. ETHRENESANTR , BALUER S3 Glacier BAl, S3
Glacier 28X B &£ X B2 HH Amazon Simple Notification Service (Amazon SNS) F &,

BAUREXHERA , HAEXHESHURBEESHREMNBHAN Amazon SNS £, BHEX
HEEHLER , S3 Glacier B4 MIEER Amazon SNS THE A X EH, EXEZELE , BSH &
Amazon S3 Glacier F & & X #HEEH.

1£ Amazon S3 Glacier F 6l 2 X4 FE

BB HENRERXOEKS PR XGEESRMNXHEE, 81 Amazon XifF % Amazon Web
Services MK AT BABIE 1,000 NX#HE. B Amazon S3 Glacier ( S3 Glacier ) X#F# Amazon X
A&k , HZSHAmazon — i SE PN XFHMKHET Ko

BB HER , BUFRBXHEERR. ATRXHENREER !

- BMKER 1M 255 MNFRZME,
« AWNFEFEE a-z. AZ, 09, W (TX& ). ' (EFF)MN ' (FBEIR).

E—NKF BB HERN Amazon KB | XHEZHSTARHE -, wMER , —NKF AT E
TEH Amazon X tIBERREE , EFeEER —MXEH IR Amazon BREE.
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« A Amazon S3 Glacier 8|2 X4 EA T Java B§ Amazon SDK

+ & Amazon S3 Glacier F A I X4 & AT NET 8 Amazon SDK
- 5 REST API £ Amazon S3 Glacier # 8|2 X # B

- 8 Amazon S3 Glacier 2% A SIS E

- f£H Amazon S3 Glacier 823X # & Amazon Command Line Interface

£/ Amazon S3 Glacier 812 34 & F Java B9 Amazon SDK

B APl AFTEXHERERE T HZE , SEVNEMBPIBRXHE., REXXHERRURIREREREX
HEHOIENXHENSIZR,. Amazon Web Services KIiZiLA T 268 @A TF Java #9 Amazon SDK#
BXHENIER,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,

BEERTEE Amazon Web Services XiF EEPBIEZXHEN, BERALLEFIRRMITHMEERE
#4 B A Zi% Amazon Web Services X8,

2. B3 8IE—1 CreateVaultRequest EMWEHIRMEERELR,

Amazon S3 Glacier ( S3 Glacier ) ERRRMUE XU EBMFMENIK, ID. MRERRMLKS ID,
NRAELERSEREARNERZBVIERBEXBKNIK, ID, BEXEZERE , BSW EAT Java
#) Amazon SDK 5 Amazon S3 Glacier &8 £ F o

3. USHH RN EBRIBERIR , 1217 createVault Fi%,

S3 Glacier IREIR M RI7E CreateVaultResult X & AR,

BATF Java REBEREBE TRIENT R, ZRBERE us-west-2 XIBBIE T XHE, LocationEITH
HEXHENMEX URI , EREIFEENTIKF ID Amazon Web Services Xi3, FXH4FES #r.

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");

CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getlLocation());
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® Note
BEXIKRE RESTAPIWER , BSHREXHE (REXHE ).

T~ ERBIENHE EAT Java B9 Amazon SDK

BAR Java REBRHIFEZus-west -2 XBIR T — PN XHE ( BXEZE S Amazon Web Services X
15 , IHZ 158 Amazon S3 Glacier ) » It , ZRBROIGELSREXHERER |, JIHE—NXHEH
WY FT B L4 E Amazon Web Services X138 |, #A 5 M BR 61 22 89 ST

BxRUAEIT LT ROIKY step-by-stepiiiBA , S [FEH Eclipse 1217 Amazon S3 Glacier B Java 7=
il

Example

import java.io.IOException;
import java.util.List;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.CreateVaultRequest;
import com.amazonaws.services.glacier.model.CreateVaultResult;
import com.amazonaws.services.glacier.model.DeleteVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultOutput;
import com.amazonaws.services.glacier.model.DescribeVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultResult;
import com.amazonaws.services.glacier.model.ListVaultsRequest;
import com.amazonaws.services.glacier.model.ListVaultsResult;

public class AmazonGlacierVaultOperations {

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");
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String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();
System.out.println("\nDescribing all vaults (vault list):");
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for (DescribeVaultOutput vault : vaultlList) {
System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

£ Amazon S3 Glacier RERABIZE X4 E SEA T .NET 89 Amazon SDK

EA T NET B9 Amazon SDK APIs 12t S R AEKRERME T — B XHEN 5 E,
E3-

« /A FAT NET # Amazon SDKEH API IS4 &

- FERANER API BIBXHE EBRT NET B Amazon SDK

EA ZEHAT NET B9 Amazon SDKE R API B2 X4

=% APl ArchiveTransferManager EZME T &R LLANRE Amazon KBS X HEH
CreateVault Hi%o

T~ ERER AP BT ERE ERT NET 89 Amazon SDK

LUF C# REBRGIEZEED (BEBRIMN ) KBS T XHE , REMRRT ZXHE, BXxTUEHH
BIE X E Amazon Web Services X138 B9%%k |, S # 1517 Amazon S3 Glacier,

BRI T T RBIE step-by-stepin B , iHSRZTRB R, SREEETNHESHZIERHIK
5,
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Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class VaultCreateDescribelistVaultsDeleteHighLevel

{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WritelLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

RIS API 812X HE SERTF .NET 89 Amazon SDK

K% APl AFTE XX ERERMS T 5% , SEAIZENMMIBRSUHE, REUSUHEFR AR IREE S EX
RPN THERNSIR, Amazon Web Services KIS T2 A sEH T .NET # Amazon SDK
BB HENLS R,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,
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BEERRTEE Amazon Web Services Xif, E EFSIEXHEN, BERALEFIRRMITHMEERE
# 4 B AR Amazon Web Services X1,

2. B BlE —1 CreateVaultRequest EHEFIRHIBFREL,

Amazon S3 Glacier ( S3 Glacier ) ERBRMUE XU ELZMHFMENIKS, ID. MRERRMLKS ID,
NRAELERASEREARNERZBVIEBHEXBKNIK, ID, BEXEZEE , BESWE EAT NET
#) Amazon SDK 5 Amazon S3 Glacier &8 £ F o

3. MBHILARHEBERMR , Z17 CreateVault Hiko

S3 Glacier JREIM MM E CreateVaultResponse X RF 1R,

T RIS AP # T HERE EAT NET 89 Amazon SDK

BT C# RAIEB TR ENT R, LRETEXERD (BREBRMN ) KENEXHE, kI, ZREBR
BIESRBRIXHERFE , FIHRE— N XHEPWFTEXHE Amazon Web Services X33 , TS ER Al
BHXHE, LocationiTHIMEXHEMNHEX URI , EFEIEEHIKS ID Amazon Web Services X
3., MXHEER.

(® Note
BXIERE RESTAPINER , BSRBEXMHE (REXHE ) .

BRIMAZITAT RBIR step-by-stepiiB , EZRETRE RS, BFBEFNHFEBRRIZEIHN
L

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDelete
{
static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;
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public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WriteLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void CreateAVault()
{
CreateVaultRequest request = new CreateVaultRequest()
{
VaultName = vaultName
};
CreateVaultResponse response = client.CreateVault(request);
Console.WritelLine("Vault created: {@}\n", response.Location);
}
static void DescribeVault()
{
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{
VaultName = vaultName
};

DescribeVaultResponse describeVaultResponse =

client.DescribeVault(describeVaultRequest);
Console.WriteLine("\nVault description...");
Console.WritelLine(
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"\nVaultName: " + describeVaultResponse.VaultName +

"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate

);

static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific
region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultList)
{
Console.WritelLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:
{23,
output.VaultName, output.CreationDate,

output.NumberOfArchives);

}

lastMarker = response.Marker;

} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

};

DeleteVaultResponse response = client.DeleteVault(request);
}
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£/ REST API £ Amazon S3 Glacier 18l 8 X4

Ef A REST API QI XHE |, BSHRBIEXHE (IRENXHE ) 7,
£ Amazon S3 Glacier 24| & B2 X4 E

ZE# A Amazon S3 Glacier ( S3 Glacier ) #HIARIBXHE , BZH (AI') BEFHNISER 2 7£S3
Glacier | 34 .

£ Amazon S3 Glacier 812 3 #E Amazon Command Line Interface

BB T SEBEH Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier ( S3
Glacier ) 8|23,

S
o ( 5ER%ZH ) ®E Amazon CLI
- =l AR 4E Amazon CLI

( FEAR%A ) & E Amazon CLI

1. TE3BEE Amazon CLlI, EXiiEH , 25 (Amazon Command Line Interface AF#EM) K
LT ER :

IEfE &% Amazon Command Line Interface

IE7EEiE Amazon Command Line Interface

2. ERNTERETHAUTHERRBIEEHN Amazon CLIEE, XEHTEESREMELT , Bt
55 A BRIABL B STV R AE o

« R help 85,
aws help

- EFRWMEHEEKF L S3 Glacier XHEMNFIR | BEH list-vaults @
o 123456789012 A H) Amazon Web Services W~ F P&k,

aws glacier list-vaults --account-id 123456789012

- EEFEMNYFIEEHIE Amazon CLI , iEFHaws configure list@®,
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aws configure list

I fE RIS 4E Amazon CLI

1. fEMcreate-vault®HRIZEE N awsexamplevault account BREE111122223333,

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

FERs -

"location": "/111122223333/vaults/awsexamplevault"

2. {#H describe-vault @S BIFBlZE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

£ Amazon S3 Glacier 3+ 18 3 X 4+ T #3E

BUUREXHEES , lIOXHENQZBR, XHEPHERR , URXHEPFEHRNEX
/o Amazon S3 Glacier (S3 Glacier) 12t API B , &K XK PREXHES4FE Amazon X
MBS ERILE B

MBERRHESIER , S3 Glacier FHREZEXHERZ I ASCI BHEFHNYIR, ZIXREZEBE
1000 NXHFE, BRBARENRN  LEEREEHEZIRVIRS  REKEEZWME |, NFRiEF
EYR null, 8] LA R M i PR % 0 B7 AR IR B 49 ST FE SR, 30 SR SERR A9 ST FEE 30K F M R AR IR [B1 /9 3248
EH, NEREDP T, BEBLEMINERKIRET —AXHE,

EB

« {5 Amazon S3 Glacier # & X4 FE T #3E & A F Java B Amazon SDK

 {£/H Amazon S3 Glacier P10 R X HFE T EdE SEA T .NET & Amazon SDK

« £/ REST API 8 RX 4 FE TR
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« £ Amazon S3 Glacier 1 3R X 4 FE ;o3& Amazon Command Line Interface

£ Amazon S3 Glacier # & X4 FE x#4E & A F Java BY Amazon SDK
&

o RN TR

o BER—ANXEE XFENXHE TEE

o =l FHAERT Java B9 Amazon SDK # & X4 FE T iiE

H 3R 3CAF B Y SUAF R TR

BRI LK REBENHEREE Amazon XEATE XHENTHE. U TRERERT Java B9
Amazon SDK R4k API 1 R4 E X B XA FE T IR R 3R o

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,
BEEREXHEFTEN Amazon Xig, BERLEFHHITHRMERESRERTiZ Amazon X
=/

2. BBl — DescribeVaultRequest K EHIRMHIFERES,
Amazon S3 Glacier ( S3 Glacier ) BRI M X HERZHFMENKS ID. MREFRMKS ID,

NESGLEASERHRNBEREZWIEBHERENIKF, ID, BXEZEER , B5H EAT Java
B Amazon SDK 5 Amazon S3 Glacier #£Ei A,

3. USHBEXRMBERNR , BT describeVault %,

S3 Glacier IREIRY X4 FE T HIEE B £ DescribeVaultResult &R AIEH,

BUF Java REBERULEA T RIEIRY H IR

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(
"\nCreationDate: " + result.getCreationDate() +
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"\nLastInventoryDate: " + result.getLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +
"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +

"\nVaultName: " + result.getVaultName());

® Note
BXIKE REST API M5 8. | BB R HEIR A E (FREUSUEE ) o

1 3R — AN XA SO R RY S4B T 8RR

R LAMEAZ]1istVaults HER REEE Amazon X1 A SUHFER TR,

BLF Java RIBERSK R us-west-2 KEBI XA ERN SR, 1215 RSR0E R 3R B H SRR HIN
54, R, ZREBES#T—RG1istVaultsiffA , BAMNiZ Amazon i X REMREESIR,

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();
for (DescribeVaultOutput vault : vaultlList) {
System.out.println(
"\nCreationDate: " + vault.getCreationDate() +

"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +

"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);
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EENRBED  MBLREERPAREE Limit & , M S3 Glacier %R [E S3 Glacier API & E&
10 N HEE, MREESHEESH , M@ marker FERE2EEXHFENAmMazon BRE
(ARN) , FTIER SN ZB ML BLESIXK ; BN , marker FERRZE,

FER , IRFEENBMNXHENEEELESBRAKEXHERN describeVault HERBBIE
BHME,

(@ Note
listVaults FE2FAKE REST API ( B[ “HIH SXHE (FRECIHE ) ") o

TPl ERAERT Java B9 Amazon SDK # &4 o 3E

BXIERBRA , BESE RO FRAGIESHE EHAT Java B Amazon SDK”, 1% Java X8 R4l
202 SO S 3R SO TR

£ Amazon S3 Glacier B E X4 E IR EA T NET 89 Amazon SDK
£

o KRR S FE TR

o R —NXIEPTE X ER S FE TR

o R EHENESR API & FEIXFETHBEE EH T NET 9 Amazon SDK

1 TS BER S EE AR

B AR R E XM ESFE Amazon XIBRAEXHENTHE. UTE2EHA EAT NETHW
Amazon SDKIEZ API 1 R4 E X4 EN X HETHIEN SR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

BEREREXMHEREN Amazon X, &EMLLEFRIITHAEREERER T1Z Amazon X
o

2. @38 —1 DescribeVaultRequest KM ZHIRHEIBFEREL,
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Amazon S3 Glacier ( S3 Glacier ) ERRRHE XU EBZMFMENIK, ID. MRERRMLKS ID,
MRGELEASERERTEREZVIEBHEXEKNIKS, ID. BXEZER , 20 EAT NET
# Amazon SDK 5 Amazon S3 Glacier ¥&EL £

3. LS BH RN IBBIBERIK , 1217 DescribeVault Fi%,

S3 Glacier IR EIH X4 FE Tt B IEE B 7 DescribeVaultResult &R F R,

BUF C# RIBEHEA T RIEM SRR, WABBRRREZETES (HPXMN ) KEFRMEXHEN THIERE

/CN 0

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{
VaultName = "*** Provide vault name ***"

};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

(@ Note

BXIERE RESTAPI NER | BSRBER XM E (FREUSHRE ) o

B3R — A XA S RY S B T R R

IR T LA A iZListVaults A AR R4S E Amazon XA FTE XA ER TTHIE.
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LT C# RSB RXEAD (HBBNM ) KEFHXHENIIR, ZERSGEEHIREE A ER
BR&EIHR 51 RE , ZRBELH#IT—RIIListVaultsBA , UMNiZ Amazon X REMREFE
LIE 3

AmazonGlacierClient client;

client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific Amazon

Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

EHMNARBEY , MREEBERPKRIEE Limit B , W S3 Glacier &% iR E S3 Glacier AP| 2 EH#Y
10 N,

FAER  JIRPEENENNHENEEEEET BRAYSEXHERN DescribeVault BAIREEIE
BHE,

® Note
ListVaults AZLBEMIEKRE REST API ( BSH“SIHESXHE (FREXHE ) ) o
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T BERBIRS AP AR E T HIEE SEA T NET B9 Amazon SDK

EXIERBRA , TSRO ERANESR AP #T X4 ERE FERT NET 89 Amazon SDK”,
Z C# R RO X4 EH R R ETHIE,

£ REST AP| 8 & X4 FE Tt 8E

EEA REST API B XX HHE | 1S3 P H X (RECUHEE ) 7o BHER - XHE | FSHHE
B E (RIS ) 7

£ Amazon S3 Glacier H# ZE X 4 FE Jt 83 Amazon Command Line
Interface

IR0 BR N4l E A () £ Amazon S3 Glacier (S3 Glacier) AR X4 EEEMTHIE, Amazon
Command Line Interface Amazon CLI

E=3-uil

o ((FERZMH ) ’E Amazon CLI

o R fE R R A E ST HE Amazon CLI

( FoR%FH ) ®E Amazon CLI

1. TEHBEE Amazon CLI, XA , iEZ 5 (Amazon Command Line Interface AFIEE) FH
ATE# :

IE £ %% Amazon Command Line Interface

IEfE B E Amazon Command Line Interface

2. EwTRAFTAANTHSREIZN Amazon CLI RE., XEWHREEXRMFEILE , At
FHE I RRIAEL B SRV R,

« RAEA help 8,
aws help

s ERMEHEEKF, L S3 Glacier XHEMFIEK , EMEMA list-vaults @
. 123456789012 A H Amazon Web Services W/~ B Qi ik,
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aws glacier list-vaults --account-id 123456789012

- EEFENLFIRESHIE Amazon CLI, i&fEFaws configure list@f.

aws configure list

I fE R RS E T B E Amazon CLI

FHdescribe-vaultian S H#RKFawsexamplevaul t TR NI XHE111122223333,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

1£ Amazon S3 Glacier F FE X HFEF

RO IBH X EE £ 88—/ NME RS , Amazon S3 Glacier ( S3 Glacier ) 2B BIENHEBE |, RiE
RABREFE—IR. S3 Glacier QIRE—1FRE , BEFELAT¥ X (HFE—X ) iE, HEFRST
AHKRE, BAUBEBINATRE (ZREDNRNLSER ) M S3 Glacier R HEEE :

1. £/ EahfEil (POST fFill ) BREBHFERFES.

/A Important
BERRRBEAESHEBSHIREMELNIBERAMK , K% PolicyEnforcedException
BE. BXRBERERBNESER , BSHS3 Glacier IER EZFRE, X
PolicyEnforcedException REMNEZER , FSRE R,

2. ®ESEE , A RIESHE (REMEE ) BETHFT.

Flan  KEMRIXNHFEBTENREERZEABIREES. FFEREGRIET. HEBBIRERE
&8t , S3 Glacier £8IZBES HEM A HIREES ID., S3 Glacier TERAES AT, BRI LAIREES i
(MRFVTRXHGEBTERE)

ESLBIETTR , RE , BFERIRDER L, EREESHRES , BRI TER
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F

SHEFERBHN—EALIEE S3 Glacier EEREF B A LAME KR MBEHH Amazon Simple
Notification Service (Amazon SNS) &, ZALAFER LT 5EIEE Amazon SNS E# :

. AE/MESIEE Amazon SNS =8,

BIHESE , B kR4S E Amazon SNS £,
s REXHENBHNEE,

BAIRB X HENRESHNBEAEE ( ZHE Amazon S3 Glacier FEEXHEEH ) . R
ERERBESM , S3 Glacier HAMIEER SNS TEKRIEHER.

MRERET XHENEANERE , HEERIESHEIEE T Amazon SNS & , Il S3 Glacier &
B AN EBRIEESFTRER.

AT LU SNS =B E N EN B Fif 4B AERE T E R EHEENARF TR IEM Amazon
Simple Queue Service (Amazon SQS) #., HZAIFHIVESR , BAURKREESFSREERIE
B, RETE8ESHE.

EXFEREFEE—S3 Glacier LR T HIREFHRE (HIAES (FREESID) ) , ZREFTLLSE
RNEFES. BANERAELER , LRRBESER. B2 , £/ Amazon SNS BAF B#E
HIEE,

® Note
&Eid SNS BHIREMNE RSB AR EREFIREAE BHEE.

2

XTER

£/ Amazon S3 Glacier T #HEFH AR T Java B Amazon SDK
£/ SEA T .NET #9 Amazon SDKZE Amazon S3 Glacier #F FE X EEE
£/ REST APl FEXXHEER

£ A Amazon S3 Glacier T & X #EE &£ Amazon Command Line Interface
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XTERF

MIEE— R R RS EN BHFF | S3 Glacier ELBRBAEFT —AXHEEBE, NRHE
FPRERBZEREEENXGERTIRMSMBRERNIRE , WF2EMEFBH. HEBBEHIXXHE
BRESE , S3 Glacier 2 REIHAKMERE—NEE |, B point-in-timefR B A 2R #IE. HiE
E , S3 Glacier A XHEVNEE—HERE , BEFELAT¥ X (&RE—X ) NE , ZEEFTATR
RERE,

BURRBRANBIMERLEREREGEBTRRMMATL, BR , RREEFFREFBEE
HiZEFmAER T 8 E2 %) S3 Glacier VSR TEIE, bt , BURI R , XHEEEEFN TRE
EENEBEETNEEEXG XA EEFRTHEREM. SLETMAFALE B PTRER

|, RRFLRNFLEMBEH. BEXRIFERZENESREE  BEHBREEERETE,

SER A LEAER (25 2E (CSV) & JSON) RE, BaERESN , B lERHtiisE
B BRIAMER A JSON, BEXBFEASHEHPRENBEZRNESZEE , TSR REVES
API’BY I B 1F 3

{8 Amazon S3 Glacier TE X4 EEE SEA T Java B9 Amazon SDK

LLTRER ERAT Java B9 Amazon SDKIEK API REXHEBFENLTER. ZER API FZEHREX
HEERE,

1. 812 AmazonGlacierClient 3£ ( FFiw ) BIEH,

BEBRENXHEMEN Amazon Xig, ZEHLEFHRITHMERESRERT1Z Amazon X
15,

2. BT initiatelob FERBHBFERRES,

BEE initiatelob WRHPEMEFFEEKRKIEZIT InitiateIobRequest,

(® Note

BAEE , MRXHGENBFRREMKRTR , M2IRE4EIR. Amazon S3 Glacier ( S3
Glacier ) # 24 MRS EHN BN XGEFEERZ — O ER.

YERNGRL , S3 Glacier IREIESS ID, ZMBAF— InitiateJobResult ZKHEH|H,
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InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x')

);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

BAMERNTSHECEFRETENES, IREEXHESPEETBEANRE , AEEBHIES
BH#EE T Amazon Simple Notification Service (Amazon SNS) & , | S3 Glacier 2 E RIS E
1% EBAIEHE R

A | BIE T LAUES A A describeJob % 1f S3 Glacier RKBEES RIS, B2 , FH
Amazon SNS BB TEMNF BRHEN T E. UT 0L HHNREREIERERTF S3 Glacier 19
Amazon SNS R & HE,

4. BT getJobOutput FETEHESME ( XHEFERE ) .

B LB 81 — 1 GetJobOutputRequest KHSEHISRIBHENIK S ID, 55 ID MIXHESR
Mo MBETREKS ID, WRSELFEASERERNERESEZWIEBEXEKNK, ID. BXES
E8 , F3/ EHT Java B Amazon SDK 5 Amazon S3 Glacier A,

S3 Glacier IR B9 % H{Z F GetJobOutputResult X &K,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.
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@® Note
BXESHXNKE RESTAPI NER | BSRESERE

~B : ERAERT Java B9 Amazon SDK K RXHEE
LR Java REB RIS RIEE X ENXHEFE,
ZRBIFATATES -

 #/# Amazon Simple Notification Service (Amazon SNS) &

SERES S , S3 Glacier 2@ FEAAIE B,
- B2 Amazon Simple Queue Service (Amazon SQS) B %I,

Z Bl EIZRA S ISR EE |, LAE Amazon SNS &AL [iZBA SR E B
- BHESUTHIEEN-R

EESERSD | 8E 7 012 Amazon SNS =& |, UU{E S3 Glacier I EZRESERZETLF
BA,
« ®B#&E Amazon SQS RAIIRBEEEIZES ID BHE,

MEBEAEHEE , Mo JSON , HREISEEERIITHR. MREKIIZTR , M TEHE
« BT IR Amazon SNS EZHM Amazon SQS BABIE BRI < I,

import java.io.BufferedReader;
import java.io.BufferedWriter;
import java.io.FileWriter;

import java.io.IOException;
import java.io.InputStreamReader;
import java.util.HashMap;

import java.util.List;

import java.util.Map;

import com.fasterxml.jackson.core.JsonFactory;

import com.fasterxml.jackson.core.JsonParseException;
import com.fasterxml.jackson.core.JsonParser;

import com.fasterxml.jackson.databind.JsonNode;
import com.fasterxml.jackson.databind.ObjectMapper;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

auth.
auth.

auth

auth.
auth.
auth.

policy.
policy.
.policy.
policy.
policy.
policy.

Policy;
Principal;
Resource;
Statement;

Statement.Effect;
actions.SQSActions;

auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;

services.
.glacier.model.GetJobOutputRequest;

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.

glacier.model.GetJobOutputResult;
glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;

sns.model

.CreateTopicRequest;
sns.model.
sns.model.
sns.model.
sns.model.
sns.model.
.sqs.AmazonSQSClient;
sgs.model.
sqgs.model.
sgs.model.
sqgs.model.
sgs.model.
.sqs.model.
sgs.model.
sqs.model.

CreateTopicResult;
DeleteTopicRequest;
SubscribeRequest;
SubscribeResult;
UnsubscribeRequest;

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public
public
public
public
public
public
public
public
public

static String
static String
static String
static String
static String
static String
static String
static String
static String

vaultName = "*** provide vault name ***";

snsTopicName = "*** provide topic name ***";
sgsQueueName = "*** provide queue name ***";
sqsQueueARN;

sqsQueueURL;

snsTopicARN;

snsSubscriptionARN;

fileName = "*** provide file name ***";
region = "*** region ***";
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public static long sleepTime = 600;

public static AmazonGlacierClient client;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();
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GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)

.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
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return response.getJobId();

private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)

throws InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new

ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {

JsonParser jpMessage = factory.createlsonParser(m.getBody());

JsonNode jobMessageNode = mapper.readTree(jpMessage);

String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);

JsonNode jobDescNode = mapper.readTree(jpDesc);

String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();

if (retrievedlobId.equals(jobId)) {
messageFound = true;
if (statusCode.equals("Succeeded")) {
jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {
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GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);

BufferedWriter out new BufferedWriter(fstream);

BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;

try {

while ((inputLine = in.readLine()) != null) {
out.write(inputlLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {}

try {out.close();} catch (Exception e) {3}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

A ERAT NET 89 Amazon SDKFE Amazon S3 Glacier # T8 X4 EiE

UTEFA ERAT .NET 89 Amazon SDKIEE APl R EZNHEBTENSER, Za%R APl FZERE
HEES,

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,

BEREREXMHEREN Amazon X, SERLLEFiRPITHIEREERER T1Z Amazon X
o

2. BT InitiateJob FEREHBFERFRES,
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#£1E InitiateJobRequest NP RMESZFELR. EAMA , Amazon S3 Glacier ( S3 Glacier )
REES ID, ZMMBAF—4 InitiateJobResponse KL,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",

}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. FRFA TR,

BUMERNESHECEFHRETRNER . MREESXHESIZE THRIR Amazon Simple
Notification Service (Amazon SNS) =B BEHEE , HEEZBSNEFEIEE T Amazon SNS E
B, Nl S3 Glacier fEEREFEMZEBRIEEE . AT LEHNRBREEAERT S3
Glacier B9 Amazon SNS XX #H &,

A, AR LAUBIS A A Describelob A iE% 1) S3 Glacier REEES TRIRES. REMM |, F
F Amazon SNS FE#TEH T —RHEN X,

4. BIIT GetJobOutput FETEHESEE ( XHFEBFEHE ) .
B LB Bl — 1 GetJobOutputRequest EKHSEHIRIBHENKS ID. XHEBMHMNES ID

ER. MRETREKS ID, WRELEAELRHERIT ERSZWIERBERBENKS ID. BXE
ZER , BSHE EAT NET 8 Amazon SDK 5 Amazon S3 Glacier £,

S3 Glacier IR B9 % H{Z F GetJobOutputResponse &R H,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
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i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
(@ Note

BXRESHEXWIKE REST API WEER , BSRESEE.

T~ ERNIESR APl KRXHEERF AT NET 8 Amazon SDK
LT C# REBRBIAKRRISEXHEN S HESE,

ZRBIMITATES ¢

« 1&& Amazon SNS £,

SERESE , S3 Glacier 2@tk E B EIXEH,
« i%i& Amazon SQS BA %I,

Z ROl mEZBABIM N BE | LA Amazon SNS =B EEB K MmiEHE
 BHESUTHRIEEHWHER
EESERD | ZRHIEIEE Amazon SNS £/ , UU{E S3 Glacier IR ERRESERIEBEE.,
- EHIKZE Amazon SQS BAFIRBEHE.,

MEEHEE , M54 JSON , HREFFZREERNTR. WREKITER , MTHHR, ZRBR
BIfERA JSON.NET B ( i5Z 5 JSON.NET ) k% 41 JSON,

o BT RIZER Amazon SNS EFH Amazon SQS BAFIE R X EIE.
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Example

using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System. IO;

System.Threading;

Amazon.Glacier;
Amazon.Glacier.Model;
Amazon.Glacier.Transfer;
Amazon.Runtime;
Amazon.SimpleNotificationService;
Amazon.SimpleNotificationService.Model;
Amazon.SQS;

Amazon.SQS.Model;
Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{

class VaultInventoryJobLowlLevelUsingSNSSQS

{

static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName
static string fileName

Rk UL
’

"*¥** Provide vault name ***";
"*** pProvide file name and path where to store inventory

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

nen o4
" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

n {Il +

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +
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" 1"+
M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}
}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);
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CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
18

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1);

static void GetVaultInventory(AmazonGlacierClient client)

{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
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{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))

{
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Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}
}
private static void DownloadOutput(string jobId, AmazonGlacierClient client)
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
JobId = joblId,
VaultName = vaultName
i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{
output.Write(buffer, @, length);
}
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}

£ REST APl T&EX#&EE
i REST APl FE X EES
THXHESER NP ARG BIHRE,

1. JB3) inventory-retrieval KEWES., BEXEZEL , S ZahtEl ( POST ik ),
2. EFERE, THERBIE. BXxEZEER , H5H REESHEE (FREGH ) .

£ Amazon S3 Glacier T X E/F £ Amazon Command Line Interface
REBLUT SBIEME , £H Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier ( S3
Glacier ) F F&ERFEE£,

E&A

o ((FERZMH ) ’E Amazon CLI

o Bl FERATEXEEESE Amazon CLI

( oR%FH ) ®E Amazon CLI

1. TEHBEE Amazon CLI, XA , iS5 (Amazon Command Line Interface AFIEE) FH
ATFE# :

IE £ %% Amazon Command Line Interface

IEfE B E Amazon Command Line Interface

2. EwTRAFTAANTHSREIZN Amazon CLI RE., XEHHREEXRMFILE , At
FHE F RRIAEL B SRV EILE.

« R help 55,
aws help

s ERIMEHEEKF, L S3 Glacier XHEMFIEK , EMEMA list-vaults @
. 123456789012 A # Amazon Web Services W/~ B9 iR,
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aws glacier list-vaults --account-id 123456789012

- EEFENLFIRESHIE Amazon CLI, i&fEFaws configure list@f.

aws configure list

B ERTEHRXHEE S Amazon CLI

1. fEA initiate-job B BEERREL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

A%

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f£M describe-job TRE L — M RMEL KRS,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

A%

"InventoryRetrievalParameters": {
"Format": "JSON"
1,
"VaultARN": "#**#* vault arn ***",
"Completed": false,
"JobId": "#*#** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
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"StatusCode": "InProgress"

3. FRFFLTEK.

EMREFMES W BRI RIE T HMER ., S3 Glacier R RIERE , 5% ID 21 24 /et
AEFBFELH, MREBEXHEPRETEAEE , AEEBHTSHIBEET Amazon Simple
Notification Service (Amazon SNS) & , | S3 Glacier 2 EEREF B EZETRIEE R,

BRNMREXHENBESHNBEANEE, AXEZEE , B2 £ Amazon S3 Glacier FEE
MHERA, RERERTESMH |, S3 Glacier IRMIEEMN SNS TERIEHEE.

4. G , A get-job-output R FEEIL FTHEISH output. jsons

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

Tt — MRS AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"Archiveld":"*#** archiveid ***",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"*** archive size (in bytes) ***",

"SHA256TreeHash" :"*** archive hash ***"

}
{"ArchiveId":

1}

£ Amazon S3 Glacier F & & 34 FE B A

M Amazon S3 Glacier R RIEAAE ( HINMXHEFHERINHFEFEERE ) RE—NMDARIHEE.
1. BHRRES.
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2. EF%ME , THESAH,

BALEXHELREBAGRE , MEEESTHEE Amazon Simple Notification Service (Amazon
SNS) ETH L X HE,

£

 1£ S3 Glacier FEIEXHEBA : — M=

f£ Amazon S3 Glacier F £/ &R T Java ¥ Amazon SDKH i & 344 B Al

f£ Amazon S3 Glacier /A EA T .NET # Amazon SDKH i i& U4 FE i@ Al

£ REST API f£ S3 Glacier & S EE B A1

£/ S3 Glacier 24| & B X4 EBA

{1 Amazon Command Line Interfacefit & U4 & &1

£ S3 Glacier FELEXHFEEH : —#l=

S3 Glacier RRFEFZERR RS NITH, BUMEE S3 Glacier THRIES , AEFEERIEB T,

B LAE R S3 Glacier MAEEFRE , BXFTRHREF E. S3 Glacier R FEH., EFTK
&, ES L E B & 2 Amazon Simple Notification Service (Amazon SNS) £/, EfFA LI
BE, BUMEXHELEEBAERE, EBEY , EAUFRR—NIZIANEH , UREFE S3 Glacier
EEHRERBHEEEEEN Amazon SNS £#,

S3 Glacier EX 7T EEF RSB XNEH4
( ArchiveRetrievalCompleted, InventoryRetrievalCompleted ) , EAJLUX LEEHR
MBI HENBANERES, HIFEFESTHRAE , S3 Glacier &8 SNS FE X MBAHEE.

BHBER JSON MX# , AT REIFT R,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

BEE W F—IXHE , BREEEE — Amazon SNS £&,
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® Note

B ERINBEANE B S3 Glacier T BAE BT EENEHERRENTLIZEM, It

A\ BERLUE R M E S MES B ANERPIEE Amazon SNS &, MREEXHEHR
m7BAERE , HEELZNBEHEFSERPHEIEE T Amazon SNS £ , | S3 Glacier 2%
EX P E A,

S3 Glacier X EMES TR EEBIEESER ( InventoryRetrieval, ArchiveRetrieval ).,
EFTHIRE. SNS BB, EFRSKBAXHE ARN FEE. BLT R S3 Glacier &
InventoryRetrieval EHF MG RKIEE SNS TBH RAIEA.

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.814Z7",
"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p6o7yjhFx-
K3CG1l6fuSm6VzWIT7esGQfco8nUXVYwS@jlb59gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID",
"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

B4, IR Completed FEA true , MBESFKE StatusCode AEBEFERITER TIER K
BT,

(® Note
BEE , Amazon SNS FEAMATXHERTEH, BRIABERT , 2B Amazon SNS &
WEESRERDETAMEE, B2 , 1R Amazon SNS EB M X4 ERE M AFTAE Amazon
Web Services Ik~ , M %045 Amazon SNS B E N EZXHERHERY . ERIE
Amazon SNS & & FEE Amazon SNS F B K EL,
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< Amazon SNS WEZEER |, 55 Amazon SNS Al T,

£ Amazon S3 Glacier R A EH T Java B9 Amazon SDKH i & L4 FE @
il

LUTEEA EAT Java B9 Amazon SDKIES APl E X EERE B ENNLE,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
BEEBENXHEMEN Amazon XiF, ZFERLEFIRHPITHATEIREERER T 1% Amazon X
o

2. B38| —1 SetVaultNotificationsRequest EHEHIIREBEMNEBE L.
BEERBEXHERN, BAREFEENIKS ID. EREEBEMNEER , BUNRE— I NEH

Amazon SNS £FH Amazon BRBF (ARN) , UREHFERESHBAN —IHZINEH, BX
ZXENEHNIIR , BRI RENAEBRARE (REBARE ) "

3. LS HFERNIBMIERTR , BT setVaultNotifications Fi%.

T Java REBRIEHATHEHNTR, ZREBREXHEFRETBARE,
ArchiveRetrievalCompleted EH = InventoryRetrievalCompleted EH KX ERT |, ZEE
215K Amazon S3 Glacier ( S3 Glacier ) [3§EK Amazon SNS B KA E Al

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
new VaultNotificationConfig()
.withSNSTopic("*** provide SNS topic ARN *#**'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")
);

client.setVaultNotifications(request);

(® Note
BXRKE REST API EE |, BS R SUFERE,
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FRARER

T~ ERENXHELIREBAEE EHAT Java B9 Amazon SDK

BT Java REBRAIRE T XHENBAREEHBRTERE K AEMETRE. BXNAIETHUTRG
Y step-by-stepBiB , S RER T Java B9 Amazon SDK 5 Amazon S3 Glacier ¥4 E £ .

Example

import java.io.IOException;

import
import
import
import
import
import
import

public class AmazonGlacierVaultNotifications {
public static
public static

public static

public static

com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

.auth.profile.ProfileCredentialsProvider;
AmazonGlacierClient;
model.DeleteVaultNotificationsRequest;
model.GetVaultNotificationsRequest;
model .GetVaultNotificationsResult;
model.SetVaultNotificationsRequest;
model.VaultNotificationConfig;

services.
services.
.services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

AmazonGlacierClient client;
String vaultName = "*** provide vault name ****";
String snsTopicARN = "*** provide sns topic ARN ***";

ProfileCredentialsProvider credentials =

void main(String[] args) throws IOException {

new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();
getVaultNotifications();
deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

fEH Java BB XX HEEEA
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private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();

System.out.println("Notifications configuration for vault: "

+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()

.withVaultName(vaultName);
client.deleteVaultNotifications(request);
System.out.println("Notifications configuration deleted for vault: " +

vaultName);

}

£ Amazon S3 Glacier A EHT .NET 89 Amazon SDKA & X E &
il

LUTEEHA EHAT NET 8 Amazon SDKIEH API EXHEFEREBEBMNN SR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
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BEEBENXHEMEN Amazon XiF, ZFERLEFIRHBITHFTEIREERER T1% Amazon X
/8

2. B BlE — SetVaultNotificationsRequest EHEHIREEEMNEEEL.

BEERBTHERN. BARBEENKS, ID, RETEMAKS, ID, NREGELFEASHEIEM
RN ERLEBWIEPEXBKNIKS, ID, BXEZELR | BESR EAT NET 8 Amazon SDK &
Amazon S3 Glacier #&E £,

EEEBMEER , S LURMHE—NIEM Amazon SNS MY Amazon EREEZF (ARN) ,
REFZLERBHBHAN —IMNLZNEH, BXZTXENEHNIIX , BRI REXGEBARE
(IREBAEE )"

3. USHF A RHIBFERNR , BT SetVaultNotifications HiEo

4. EXHEHRBEBHNEER , B LUEN A GetVaultNotifications FZERZREERFEE |, t
ATLUEN A A & FiniR Y DeleteVaultNotifications JFEMIERE

T~ EREXHELIREEANEE EAT .NET 8 Amazon SDK

LT C# RBRGIEEATHENS R, ZRGIEEZERES (BEBNMN ) XEHXH

FE (“examplevault” ) P RETEBAREHRETHRE , AEHKRTRHE. =
ArchiveRetrievalCompleted EH = InventoryRetrievalCompleted EH X ER |, ZEE
215K Amazon S3 Glacier ( S3 Glacier ) [§E/ Amazon SNS B KA E A,

@® Note
BXIKE REST API BWE R |, BS X EZEE,

BRETUTRHIN step-by-stepiiBA , ESHEETRB TR, E@FEEEMZRBHRENEH4E
Z#H Amazon SNS =&,

Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete
{
static string vaultName = "examplevault";
static string snsTopicARN = "#*** Provide Amazon SNS topic ARN ***";

static IAmazonGlacier client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
{
VaultName = vaultName,
VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" 3},
SNSTopic = snsTopicARN
}
};

SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
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}

static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId o
};
GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {0@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

}

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{
VaultName = vaultName
};
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);
}
}
}

A REST API £ S3 Glacier 1t & 34 FE @ A

EEM RESTAPI BEENHEEAN , BRI REXHFREALE (REBHEE )" ik, EETT
RN EBA R ERA (FREUBREE ) ) LARMIBR S 4 E&E A (1 BR S 4FEE A (i BRiE &
BE))o

5/ S3 Glacier & A E X4 FEEA

WIS IR T a0 E A Amazon S3 Glacier ### A BLBE X 4HEFEEH, EEEBAN , B IEER
Amazon Simple Notification Service (Amazon SNS) B EZEBHNEFS TR, BRT I XHER
EBAL  BEAUEECERHESHENH A M BN ER, MRENGECEEN HIFE
WEHRELAEH , HEESEEEFSEHBERFEE TEA , WRGELREHDEA,
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FRARER

B B SRR Al

1. &3 Amazon Web Services Management Console F7Ehttps://console.aws.amazon.com/glacier/

KHFTFF S3 Glacier ##l &

EENSMERSP | EFEXHE,

EXHEIRP | EFE-DXHE,

EBAMBOP , EERE

EEHBEHNREL , EEBABA,

EBHE 2 , B LLT Amazon Simple Notification Service (Amazon SNS) i£Tz — , REER

2

MR RL Y BRI 1THRAF

Amazon SNS & IR

BIE# SNS =&

ERIAR SNS =&

| AR AIEE SNS £H,

HFEBEWH , WAF EHNE .

FFEMEZAUEE 256 N2, AT ERZHE
BEZH, EFHF () MTREL (). EBBRMIENK
FHAMEE—/ , 3FH Amazon Web Services X
=,

(W) MBEFER SMS MBITHESR | BHALS

=R SR

ETREMKZALULEE 100 MNFHF

| ERIERIAEH SNS £H,

HEEESNS TET , ®BRUAT®TZ —

MIERT SNS EBHIEE

teaf & I SNS & T 5%,

ARG aREXHERA
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Amazon SNS &I BIE
MNTHHRAPER—NNEHE-Z,
# A SNS £& ARN
fFHIM Amazon SNS =& ARN XAKAE,

A SNS E£EH Amazon BRBZ# (ARN)
o SNS £ ARN R :

arn:aws:sns: region:account-i
d :topic-name

AT LATE Amazon SNS #4] A & SNS =T/
ARN :

7. EBEHT  EE-ANFRNEREBHNENS

- EREMERZEFSERNTRIEBH , FEEMER RIS TH.
- ERENHAEREESTHRRT REEA , FRENHEFTERRES TR

£ Amazon Command Line Interfacefit & 3 44 B & A1

LE o IR T a0 Amazon Command Line InterfaceBt & X B A, EEBAN , BRI LUIEE
ERSTEREH , XEEH LM% B Amazon Simple Notification Service (Amazon SNS) £ % % B
Ho BRTAXHEREBBHUN , BEATNEELEEHIEFSNENHAABANN TR, MREMH M4
FEEENHNBENSHREEHN , HEEZEESEHERPEETEL , WRELRER BB,

BB TS BER Amazon CLIEL & S EE A,
FB

o (FRZMH ) ®IE Amazon CLI

o R ;A EE XA EEE Amazon CLI
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( FoAR%A ) & E Amazon CLI

1. T#HHBEE Amazon CLI, Bxi%EA , 52 {Amazon Command Line Interface AF188) FHY
LT ES :

IE# £ &% Amazon Command Line Interface

IE7EEiE Amazon Command Line Interface

2. EMPERETHAUTHSRBIEEHN Amazon CLIZEE., XEHGSFESRNEMET , Bt
TR N T B ol TR AT

« ZRAMFEH help 8 H.
aws help

- ERMEEEKF £ S3 Glacier XHEMFIR |, EFEH list-vaults @
o 123456789012 A K Amazon Web Services W~ F i ik,

aws glacier list-vaults --account-id 123456789012

- EEEN YA ERIE Amazon CLI , EfEAaws configure list@®@s,

aws configure list

B fEFRELE XX 4 EE A Amazon CLI

1. fEMA set-vault-notifications P EEENHELERESHINAENERH, RIAER
T, BFRLSWBETEH,

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

2. BHEER JSON X , LT RAIFTR.

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]
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BXX S3 Glacier £ Amazon SNS FHHEZELR | BESHIE S3 Glacier FEE X HEEH :

— R

BX Amazon SNS WEZEE |, 5@ Amazon SNS Al 7,

£ Amazon S3 Glacier H il B& X 44 FE

REEELRTENFREN4EFESETAER , BB LRFRE SUREEN XHERITIEM
B AR , Amazon S3 Glacier ( S3 Glacier ) + 2R 4E. BXBIBRFHNER , BESHEMIKR
Amazon S3 Glacier PR, BXTEXHEFE , 1£ Amazon S3 Glacier P FEXHEEE

(® Note

S3 Glacier & 24 MHASERABIN XM ELEZ —HFRE. HTELURRERREFEE ,
Ht , S3 Glacier 2 BRREH LR HEFTEESURRERITIEMAEANRERBR M
Jﬁ%@?%g Yo

F&:

- £/ Amazon S3 Glacier F il R34 & A T Java B Amazon SDK
£/ Amazon S3 Glacier FfI R BE 3E AT NET By Amazon SDK

- {5/ REST API 1£ S3 Glacier # il BR 3 #4 B¢

« £ S3 Glacier ¥l & Ml kR 2= X

« £/ Amazon S3 Glacier F i BR X # B Amazon Command Line Interface

£/ Amazon S3 Glacier F il BRSX 4 & F Java BY Amazon SDK

LUTREEA EAT Java B9 Amazon SDKIES API Ml ST 4 ER S 5R,

1. 82 AmazonGlacierClient 3 ( &% ) BIEH,

BEEETEENHMIERSHER Amazon Xig, BERALEFIRRITHMERESERTZ
Amazon X1,

2. Bid 8B — DeleteVaultRequest EHEFIRHIFEREL,
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BEEZRBXHEZHMKS, ID, MRETREKF, ID, WRELFEHAELRRMRYBERESEMIE
EHXEBWKF ID. BXEZER |, BSH EAT Java B Amazon SDK 5 Amazon S3 Glacier
EEFER,

3. LUSHHE A BEMBERNR , B81T deleteVault FiE,

Amazon S3 Glacier ( S3 Glacier ) ReMIBRZEXXHE, BXRXEZEE |, S MBRSUHEE,

BN Java REB B AER 7 RIHIRY S 3R,

try {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName("*** provide vault name ***");

client.deleteVault(request);

System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {

System.err.println(e.getMessage());

}

(® Note
BRIKR REST API WER. | ESRMI R4 E

Bl EFAMBR 4 E ERA T Java BY Amazon SDK

BXIERBRA , BESE RO FAGIESHE EHAT Java B Amazon SDK”, 1% Java X8 R4l
SERTERHERE , SIEQIEIMIERSHE,

5/ Amazon S3 Glacier F BRI SEA T .NET 8 Amazon SDK

EA T .NET #9 Amazon SDK APIs 1289 & FR AN TERRAERRME T — I BR X EEY 5 0%

E 3
- RS API BIBRX 4 E EAF NET B9 Amazon SDK
o FRAPIER API BIBRX4EE R T NET B9 Amazon SDK
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FERNSHRF API BIBRX 4 E SEA T NET B8 Amazon SDK

ZER APl 9 ArchiveTransferManager KZ 4t 747 SLA KM BR S 4-ZEH) DeleteVault 15
o

T~ ERANSERB AP BIBRX 4 E SZEHTF NET 89 Amazon SDK

BXxIERBRE , TSR RE : FRAE%R AP 317X HERE SERT NET B Amazon SDK”, %
C# R ROIERT BEARSXHERE , S5 M BRSTHEE,

ERAFRHES API BIBRXHFE SEA T NET B9 Amazon SDK

UTR2ER EATF NET 8 Amazon SDKHIBR ST HEEN S B,

1. 812 AmazonGlacierClient £ ( HF % ) B£H,
BEBREENPBRXHERS Amazon XiF, ZEREEFIHERITHMERESERTZ
Amazon X1,

2. BB — DeleteVaultRequest EHEFIRHIFEREL,
BEERMXHEBHIIKS, ID. MRERREMIKS, ID, WRELEASERMARITERZZMNIE

FEIMXEKWKF ID. BXRXEZEE , SR EAT NET 8 Amazon SDK 5 Amazon S3 Glacier
EEAER,

3. LS BN BEHRIBFERIK , 1217 DeleteVault Fi%,

Amazon S3 Glacier ( S3 Glacier ) REMBRZ=X4E, BXEZER , BSH MR E,

BUF C# RIBEHEA T RIEM S IR, ZABERRR RN Amazon X FER XA ER THIEE S

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

I

DeleteVaultResponse response = client.DeleteVault(request);
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@® Note
BXIEKRE REST API BWE R |, BSFEMIBRHFE,

T EA X ERIRS AP BIBR ST E BT NET 89 Amazon SDK

BXRIHERBRG , S8 A . FRANER AP #TXHERE ERT .NET 5 Amazon SDK”,
% CH# KB RBIERT EAXMFERE , 2B IEMBIBRSHEF,

£/ REST API £ S3 Glacier A il BR324
EFEH REST API BIBRX 4 |, S8 “MIBR XA E"
£/ S3 Glacier 12| A M ERZE ST HE

(@ Note
MR EZ A, BDAEBBRZXHERNFAERERE, At , BRI LEER REST AP,
ERAT NET 8 Amazon SDK, =Zf#H Amazon Command Line Interface (Amazon CLI) = E
RIBR A HBBRERER, ERT Java B Amazon SDKEXMRTFENER , BSRATSR
5 : M S3 Glacier F# XX HEEMIBRE =,

NHFERZERT , AJLAER T S8R E M BR
£ Amazon S3 Glacier 34| & Ml B ze ST 4

1. &3 Amazon Web Services Management Console #7£ S3 Glacier ##l& E3TF S 3 Glacier
=R

£ RBXE T, &8 E Amazon Web Services X 18 FRERI B

EEMNSHBERP , ERHE,

EXHEIRSD  ERERROXHERMREDNIETUR , A% 7T E RSP ER.
TERBRSCAFBESTEAE S, SR 45 M BR DA A S M BR S04 B

o ~ @b

/A Important
) BR 32 44+ BV AR AR TS A IBUH
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6. ERWIFERBCMERME , BT XA EHIR A B AER BRI XHEN B, DREERIIX
|, MRRIERAR .

£ Amazon S3 Glacier BR324 E Amazon Command Line Interface

A LAfE A Amazon Command Line Interface (Amazon CLI) filBk Amazon S3 Glacier ( S3 Glacier ) #
B9 Z2 ST BE M IE 22 XU
£
( 55 R%Z4 ) 8B Amazon CLI
« TP : SERAMIBRZE X4 E Amazon CLI
« TP ERAMIBRIEZ X4 E Amazon CLI

( FoAR%A ) & E Amazon CLI

1. T#HHBEE Amazon CLl, BXi%EA , 52 {Amazon Command Line Interface AF188E) FHY
LT ES :

IE# £ &% Amazon Command Line Interface

Bt Amazon Command Line Interface

2. EMPERETHAUTHSRBIEEHN Amazon CLIZEE., XEGSFESREMET , Bt
6 BRIABL B SR A,

« ZRAMEH help .
aws help

- ERMEEEKF £ S3 Glacier XHEMFIR |, EFEH list-vaults @
o 123456789012 A H) Amazon Web Services W~ F P&k,

aws glacier list-vaults --account-id 123456789012

- EEENYFIEERIE Amazon CLI , EfEAaws configure list@®@<S,

aws configure list
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I 5 P AR BR 22 S EE Amazon CLI

« A delete-vault S THIBRTEEF I XHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

Bl fE FA N BRIEZE 3L FE Amazon CLI

REEELERTENBREEXHEFREEAMAMNR , HEB EXEER SRS ER X ERITIEM
BEARER |, S3 Glacier F &MIBRXHE. MIBRIEEXHEDR=ZNEE : IDSMNXHENEFREGH
BREME  BIBRESIER , REMBRXHE,

1. fEf initiate-job BB R RMENL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

AR

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f£H describe-job TR E L — M REL RS,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FRER% H -

"InventoryRetrievalParameters": {
"Format": "JSON"
},

"VaultARN": "#*** yault arn ***",
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"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BUMERTSHECEFRETENESR, UREEXHESRETBARE , AEEBZHES
BH#EE T Amazon Simple Notification Service (Amazon SNS) £ , | S3 Glacier 2 EREE
EEZEBRIEHER.

BH LG ENHENSEEHNBEAEE, BXEZEEL |, ESH £ Amazon S3 Glacier FELE
NHEBEN, RELXESEEMN | S3 Glacier MAMIEER SNS TFRIEHEE,

4. ERE , £ get-job-output WHFKREL TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HTRER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** grchive hash ***"

}
{"ArchiveId":

1}

5. f£M delete-archive i T M\XHEFRIBRENFH , ERTREFTMEH,
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id "*** archiveid ***"

(® Note
MREHHR ID SUEFZRFHEMASHRERTTL , MATRFEE ID Hs| SHEERS ST
AR

6. A initiate-job i TEIHHNEFKRRMEL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

7. SERUE , £ delete-vault wnSHBRFHIFREH XA

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

¥rid S3 Glacier X4

B LFRE RS B O T idE 2 B4 Amazon S3 Glacier X E., & BEANHEE LB
o BRIFIENEREER ( BIEXNFZMRES ) , ESHFR1c Amazon S3 Glacier %R

LUTEBNET WAR AR, 51 ERIRE,
£}

« f#/A Amazon S3 Glacier 2%l A¥r 1 XHE

o fEAFRIEIHE Amazon CLI

- M Amazon S3 Glacier API ¥718 X4

- HXED

A Amazon S3 Glacier | B ¥R X HE

A LAEF S3 Glacier #2&| &N, 5 H MBI BRIRZE |, 20T FISERAPATIE,
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3. EEMSMERD , EBXHE,

4. TENXHEIRSD , EE—IPXXHE,

5. ERXHERMEIF., RIENRZIHD , EFSHFEXBKHIRE,

6] 3244 FE R I dR

— MRS AT AKER 50 MirE, BEXHERBRNFELNETHE —WRER,

BXRZXREINEZELR |, iESHEFRIC Amazon S3 Glacier &iRo

1.
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KHFTFF S3 Glacier ##l&

2. £ &KX T, Amazon Web Services XiZ M “XiF” £ Z 85 EE,

3. EEMSMERT  EEXHE,

4. EXHEFIRF , GRERIRZFINEE AER B

5. BEENHERMEIF

6. & Tags (brX) THHF , iEZ Add (OFMN). WERFE RFMRERE,

7. EARNMBERNEHNRFRPEENRSE At lEREEFRPEEREE,

8. i&# Save changes (REEX )

RIBIRE

1. &3 Amazon Web Services Management Console } fEhttps://console.aws.amazon.com/glacier/
KHFTFF S3 Glacier ##l &,

2. fE“i%&#BXiE” T, Amazon Web Services X1 M “Xig” iEF 88 kR,

3. EEMSMERSP , EEXHE,

4. EXHFEFIRF  EREXHFEERR.

5. EEMMHERMEDF , RAFE TR EREHD.
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6. ENRET , EFEFUNHEZTINELRE R EERE, FHEIEEFRENH,

7. EFRFBRPANSE  SUMEREFREFTERIHRE,

8. i%#¥ Save changes (REEX )

M4 FR I BR AR 25

1. &3 Amazon Web Services Management Console } fEhttps://console.aws.amazon.com/glacier/
KAFTFF S3 Glacier ##l &,

£ EFEXE” T, Amazon Web Services X8 M “X 18" i& 1% 88 P ik 1%,

EEMSMERS , EBEXHE,

EXHESIRS | EERENFRBRREH X ER B R,

ERNHERMEETF, B TRIIREERD .

ERET , EPERBROFEZ I EIEE , REEERR,

DR T FF M BRAR S XS EHE . EFIAMIBR 2R B RE |, HIEFEMBR,

N o g &~ W N

£ A#RiC X4 E Amazon CLI

BRBLAT S BER Amazon Command Line Interface (Amazon CLI) &0, % HHBBRIFE,
BIMIEHRH—MEN—MELR. BMNHETRSE 50 MR,

1. EFFRZRMEISHE |, BEA add-tags-to-vault %,

aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020

BXRENHERENESER , BSFE O XHERNITE,
2. EIHEHMMBINHENFRAERE , BEMA list-tags-for-vault #%,

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

EXLMXHERENESER | BTSN HHENTZ,
3. ENCHMEIXHENRSEFRRER—NEZMRE |, EFEH remove-tags-from-vault a3

PN
T o
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aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

BRUEXHERENESEE , B MR EFNIRE,

£ Amazon S3 Glacier API ¥r12 34

IETILAER S3 Glacier AP R0, FIH MBI BRIRE . BXRRHI , BSFAT A ¢

6 XA NARE (POST #7500 )

NIEE XM ERINRE AL
B XA EERIFRE (GET #7% )

B IS T S A RO
WS EBIBRIFE ( POST FREME )

MIETE ST R P BRAR S

S

» ¥ri2 Amazon S3 Glacier &R

S3 Glacier X E8iE

DT EBNE T WA7E Amazon S3 Glacier H81TE 3 B LA K In4AI i A X4 B E SR I o
£

. XHESERR

« £/ S3 Glacier AP| BixE X4 FE

- FERABIEXHE Amazon Command Line Interface

- {£/ S3 Glacier 2 #l & $1E XN FE
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4 P P TE Bk

B3 S3 Glacier XHEBE , EF SUBF A BB E RIS £ IHAY S3 Glacier X EE#E1TERE H
KEEMEREFIERE. BURE - M NEEHERBPEERL —REA , ZRIEE(WORM) XK
EHlER |, 7 B R BUE Z R B BAR LR TR

/A Important
NHEHMERBEBIER , HTEBE M BRIZERK,

S3 Glacier SREX HESIERM P IEHIE , USSR IR, fl , EAUAERAXHESER
BESRAR HI SRS F. B LAER Amazon Identity and Access Management (IAM) SR E&E 5 72 3 4
FEHERBPHESTHEIN MR, BAXNHENERBNEZSEE , BSRXHEHERRK,

NHEHEREE X4 EHGRRERE, BMEHEENXHFENTREZEGR, B2, XH4FHERE
A B AT E AR IE R E S, MMERE Db SKHERAY S MR RIIEHE . 8 R BAGE A 3244 B E SR e S4B
FEANESAMZHER , XBEFENBEHRZTHZE,

/A Important

BUELCIEXMHE , TR EBERE , AEFENER EERIXXHE | DUEMZREEN
AT el

Mk, EAERAXHETRRERIESSMETR, BHAREBRLEERO L ARG, XHEHE
REEM SRR R REE A — e, HIAN | S8R 7E A B SR B R SR HE & T e R Ay BURRE MM (4B
GRS )  HEEXHEHEREPRIEENE=ARENLSEERFER T IEERG RN ( AR
).

PEXHEZFERNTRNSR

1. BN XHEHEREHMEENXEERBHUE , XSFYUEREN EEH#TRSHRE -
BT ID, HEMLTEERTIRSH , EHE ID BHET |, B8 24 NDE R XA FEBIE R,
NS IS X EIR H EERITIRS |, B 24 MIATERXEEDERE. BN, O STHEES
TE R B I AR BR o

2. FAYE ID ERHELR. MRNHEMERBREMBIE , IS LXHEMEHANLFRE
FiEah. BxuAfEA S3 Glacier APl RBIENXHENFE LR , BZFEA S3 Glacier API 8iE 344
FEo

X EERLR API k7 2012-06-01 93
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54 S3 Glacier API 8iE X4 &E

ZE#E A Amazon S3 Glacier API $IEXHE , BAEREE T SHERHFN XA ESERBER B3
XHESE (POST #IEXRRE ) o Initiate Vault Lock BRESNREEHM NEIEH STHE | FXXH
FEYERRABTHPRES , HFRE—NME—WNBE ID. EXHEYHEH ARTHREE , BF 24 e
BT ESRFAM Initiate Vault Lock WAIREIMSIE ID BA ZTRX4ESE (POST lockld) ,
DEFERBIE.

/A Important

« BUUETRIBNHE  ERXHENERE , R ENER EEIXHE | UEMZRE
AT e

o MHFEEBRE SR MR B 5 BN A e B S BR o

MRIEHE# AN EERITRSEN 24 MR ARTRXEENEISE , WENX4HES BB E EER
TIRA , ABBRXHEBERR, SUUEXAA Initiate Vault Lock RZEHHNNHEHER
B R B EERITRES

FAEEH#HTRES , CEINSEYNERN XM EMHERRE 2o HF TR, B4 EDE R
EEEHTRSHEFAZLEN , RURBXHEEYE—# , RFLETUENBEA IS4 E
B ( DELETE $1EXE ) RBBRZKK, BEMCENRE , JREFEZIXEE Abort Vault
Lock/Initiate Vault Lock A& , WiE &M X ESE R E o

ERIINHESERE 2R , BuEARFNSE ID BB TRXHESE (POST lockld) , AMETRK
XHEHEIR, ENXHELERANPIERS (b , XHESHERKFATER ) , mMALTEEES
VM Abort Vault Lock 31T,

PSS

- NHEHERR

« FIFXHESE ( DELETE SIERE )
o ERXEEBIE (POST lockld)

- REHFESIE (GET SRR )

- BIXHEYE (POST YEXREE )
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fFEABIE 4 E Amazon Command Line Interface

!&Eﬂﬂﬁﬁﬁ%“ii!@ﬂ’ﬂ%”)ﬁ Amazon Command Line Interface. XX 18 E K T4 FE S e S FE B TE
REEHIREBE ID, EHMIE 24 PERITATR X ESETIE | T NZ ST FEBE 5B~ M ST FEE A i
BRo

( FoAR%A ) & E Amazon CLI

1. TE3BEE Amazon CLlI, BXi%EH , 525 (Amazon Command Line Interface AF#E™M) K
LT ES :

IE £ &% Amazon Command Line Interface

IE7EEiE Amazon Command Line Interface

2. EMPERETHAUTHSRBIEEHN Amazon CLIZEE., XEGSFESREMET , Bt
6 BRIABL B SR A,

« ZRAMEH help .
aws help

- ERMEEEKF £ S3 Glacier XHEMFIR |, EFEH list-vaults @
o 123456789012 A H) Amazon Web Services W~ F P&k,

aws glacier list-vaults --account-id 123456789012

- EEEN YA ERIE Amazon CLI , EfEAaws configure list@®@S,

aws configure list

1. f#M initiate-vault-lock EREMXHEERE , HEXGEHENHERBDRER

InProgress,

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig. json

2. PiEBER JSON X , MU T ROIFIR. EEALGSZHE , &
FFVAULT_ARNFIPrincipal ¥R EEEM A HINE,
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EEREVENHERN ARN , IR list-vaults %,

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-lock
\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::111122223333:root\"},
\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"VAULT_ARN\",\"Condition\":
{\"NumericLessThanEquals\":{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. BIXHEMUER , BRZ2FE lockId BEENANE,

"lockId": "LOCK_ID"

EXRXHEE , BYAME 24 DEIRNETT complete-vault-lock , BNNZ 4 ESIE R FM
ST AR RR

aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

PSS

{Amazon CLI Command Reference) A HY initiate-vault-locks

{Amazon CLI @852 %) H# list-vaults

{Amazon CLI Command Reference) A # complete-vault-locko
o XHEMERK

o It XHESIE ( DELETE $iIERRE )

o FERXHESE (POST lockld)

« FRECHEBE (GET BiERM )

s BEIXHESE (POST BiEXRMK )

5 A S3 Glacier 12| & BiE 4 FE

B3 Amazon S3 Glacier XHFERIE , &0 LR AR A X4 EBIE R #3498 S3 Glacier X4 FE#t
TEBHEBEAMES], BX S3 Glacier XHEMENEZEER , BSHER UHESERBEHT
Amazon S3 Glacier 8341,
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/A Important

- BUERGIBNHE  TRXHENERE , RERENER EEXHE | UEMZRE
RATFE.

o PR BE SRR BE 5 BD A B2 B S BR

£/ S3 Glacier £ & X Y 4 BE /5 3 344 B 1E SR

B A E B E R IR XA EREFHBE , XSFYEREN EE#TRSHEE —NE
ID. HRREAL T EERITRASHN , EHE ID BHIA , BH 24 NNAPREUE XA EHE KK,

1.

o & b

© © N o

&% Amazon Web Services Management Console FfEhttps://console.aws.amazon.com/glacier/
KHITFF S3 Glacier ##l &

£ “EFBEXE” T , Amazon Web Services Xi3 M “Xi3)” i& 1% 88 Pk %,
EENSMERS |, ERXHE,
EXHERTEL , EREXHE,

B RTHY SR
/A Important
BRERCIBRXMFE , TRXHEMERE , ARNENER LEIXHE , SERZR
BN AT e

M A B B 5= R ik SR AR RO T SR
IR M R BRI
EXEBERMER D | RIS o) X B E KK

ERI XA EFEHERKEREL , AJAERREXFAEE XA EFHERE P EEILRRE
BHERE.

@ Note

BRI UEXAR AN XA EHERBPIEEICKARFERIER , HBEIFA Initiate
Vault Lock API#BR4EZET S3 Glacier #2#| & FHIRER A SRERE 3 XA EBE.
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BRIRENHFENERMHBANELS , HZ M Amazon S3 Glacier 3B i E R B R
B,

10. i%&#%¥ Save changes (REEH ) -
1. BFIERXHESE ID MEEF , EFENYUE ID HEHREEZEWHES,

/A Important
NHERHERKSHE , BF 24 PN ERBIEZRBEAF TRUESE. ETEE
TiE , YAREYE ID. MRKRE 24 MIREHBUE ID , WBIE ID FEH , FELT
IETERE TR A9 SRBE R4 BR o

12. HIEWBE ID REERENMEIGE | EFEXA,

13. EEETRE 24 Pt AN EN XHEFEBERK, NRRBETBIEZIT , AR FEMUESR
B

14, EEMMXHEBEXNEESD , EPIZEIRE , BN HEHERBIRERT AIER,

15. EXAEH R ARBEHBUE D,

16. EFETA X EDE.
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£ Amazon S3 Glacier AL ERYZE

FHRAEEEXHERNEANSR (FlW, BA, MM ) . ©=~ Amazon S3 Glacier ( S3
Glacier ) WEARF#E RN, SRR EH—M ID MALENEIR, BE L&KM, S3 Glacier IR E
TIEME ID VML, R ID EEEAEN Amazon X2 —1, T2 RHI#E 1D,

TJgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIBOc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS31I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

FHKE IDs § 138 FT1, HLAMREN , BMUREHILENER, EAERESRE ID (MARER
iR ) REERER,

/A Important

S3 Glacier it 7T —MNEBZEFI A, BUUERZZEFH A IREMRBRXHE. ER , 5 S3
Glacier W Ett R BiESN EREEH Amazon Command Line Interface (CLI) BB X
B, flan , ELEARBA. MMEMXEERIE , B4 NEZSER REST APl Amazon CLI 3§
# /A Amazon EAHREBERIBFK K HER SDKs, HXFF S3 Glacier SEBEFEANEZEE
Amazon CLI , i5¥: % S3 Glacier Amazon CLI &, EZ&% Amazon CLI , % ZAmazon
Command Line Interface.

£

- Amazon S3 Glacier F A RIRE
- PR IREETEE

- £ Amazon S3 Glacier 1 L1£ 4R
- 7£ S3 Glacier # FE4R

- HiBR Amazon S3 Glacier FEIR4R

Amazon S3 Glacier PRy IA 4R 1/E

S3 Glacier XFATERBHERAE - ££, THRANMER, TRHERRE—MRIEF,
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£ Amazon S3 Glacier - -5 #4 2

BULATER —RER LMK Ao EETE. BToBREEMRN AP AR IR LEE, B
XEZELR | iFSH £ Amazon S3 Glacier F1 F1& 142,

/A Important
S3 Glacier £t 7T —MNEEEFI A, BAUFERAZEHAURIBIBRXHEFE, B2, 5S3
Glacier WP B Htt R B #E B & FEH Amazon Command Line Interface (CLI) R&ARERB.
Flan | BEEEARE, SMMEMAXEERE  f4NEZEMER REST APl Amazon CLI S
F Amazon A HEERBRE HER SDKs, BEX¥F S3 Glacier SEAHEANEZER
Amazon CLI , i5% %l S3 Glacier Amazon CLI %, EZ% Amazon CLI , ¥ ZEAmazon
Command Line Interface,

£ Amazon S3 Glacier P &K= ID

BU B THEE THMRN U ENXHEFERIRIEE ID, BXTHEXHEBSENESE
B , {527 Amazon S3 Glacier F T X4 EFE,

£ Amazon S3 Glacier A R4 =

THEHEER—HRIBRE, EUNEBHI THIEMENES. WEESFERE , S3 Glacier 2 ERE
MTEHER, EFEHE , EUUTRENHRERIE, ATESEERDSMH , Bt , BAULER S3
Glacier FEf£55 52 BBt @] Amazon Simple Notification Service (Amazon SNS) A IXEH, BRI LR
BMEFBERIEE SNS =8 , BN EN N4 EREN ERESHRENKIEBHN, BXTHHEEN
F2EER , BSH“E S3 Glacier #F FEHMER",

Rl B&k Amazon S3 Glacier PRI Z

S3 Glacier 2t T & A LLAR —XMBR — MY API BH. AXEZELR | F2 Mk Amazon S3
Glacier FHIRSE,

B3 S3 Glacier FHIRZER

LEEERR , ELEEHREABTIHER, TUEHHERNTREBERNE—SER  BIRER , XL
BB MR, FER , BESR AR |, S3 Glacier #a @ FIRE —ME—HRZE 1D,
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Amazon S3 Glacier FERARER
HIrEFiRERTHE

BRT Al AR REIR LA | S3 Glacier X FHRMNEAM NIz, EE LER=RST |, S3 Glacier &
PB—NID ( ZRHNTERAFY ) , BLENEHEMEXHURNETMEE, BULEZEFREPE
KRN THE. XETHBETUSREMRENRUREAEMRNEM—EEEUNEE,

@ Note

MR &2 Amazon Simple Storage Service (Amazon S3) &F° , N&HE |, HEET LEFE
fEEREt , JAABTEL DB —NRIELEDR , HlE0 MyDocument . txt I SomePhoto. jpg.
£ S3 Glacier # , BEEN B LENBERI BN RE,

MRBEFEFIRERTHIE , EFE , S3 Glacier 24— XHEFE , HFSEMR IDs URE
EAR LAHRREMANEMER, iR, BURSTEHXHEERE , UMM AZAIRERABBE4E4FNE
PRBIEESEENEMEE, B2 , S3 Glacier ARABRBLIKIMN MG EZTE, ERERHESE
B} , S3 Glacier 2 REI T HZN L—FE ( NEKIRE )

£ Amazon S3 Glacier 1 /&4 %

Amazon S3 Glacier ( S3 Glacier ) 2t 7T —MNEEZFIE |, B LUE A © R 01 ZFMIBR S4B,

BR A SLEEIFEAEEEH A [ S3 Glacier EEME, ELEAHRE (HIMBE., WIRMEMX
), BYBER Amazon CLI EERBERRELER , FEREREMEMA REST API HfEMA Amazon
SDKs,

BX4F S3 Glacier 5l & FEARIE S Amazon CLI , 3% S3 Glacier Amazon CLI $#, BER%E
Amazon CLI , &% ZEAmazon Command Line Interface. WA T E4&EBiHEA T an{alfE A5EA T Java
B Amazon SDK, ERATF NET 89 Amazon SDK 1 REST AP 45 £ %] S3 Glacier.

FH

« @ Amazon S3 Glacier & #4ZRHE I
- BEEBEPLEENMR

- PRERXBEE (FBRLRE)

B Amazon S3 Glacier F/& 4R E TN

BIE LEMEIE KR/ |, S3 Glacier 2 A T &I :
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« HE-REPLENE -EE-BED  BTULERPIN 1 FTERAK 4GB R, BR , B
&M S3 Glacier ®EFEAS R ELARLEAKRT 100 MB R, BXEZER , B5H £5 —B1E
P EEER,

« TEREAER-FRASRLEE AP, B EEREHE , &ALH 40,000 GB (10,000 * 4 GB).

DB LEME AP B EERHBRAERERN LEAKR, SN DTR EERSR, SRR, SUEAIR

AR FiTH EEXLER, IRERELAXY , NEAFTEF LEZR , MEFEH LEBEMER,
SERBA RPN 1 ZTTEIRE 40 000 GB BIEREA DR LR, RREZER , SR 2R ELEK
BER (oBREE).

/A Important

S3 Glacier XHFEFRE —RNEH —X. ELEHRN , EFRMEAERFAHETRHNMGF
FERRIIRPEIIMBXFENFER , EEXHFEBRTHRERN.

{# F Amazon Snowball Edge RS

Amazon Snowball Edge Zeid EBM , INEFAEHRFEBRANBEHLEHBEFIRE. Amazon HXE
Z{ER , 35 Amazon Snowball Edge #4{E A H.

EFMAE R BIE £ E Amazon S3 Glacier (S3 Glacier) , 8] gE&«Z [E{FH Amazon Snowball Edge
REXEB 2 —FHIES AZE Amazon S3 , AEEAEWEBRRANFHEBSE S3 Glacier FEEH1THE
. HEF Amazon S3 RN S3 Glacier 72T , Amazon S3 2ERNZPEA S3 Glacier AE
BHRAEIMIGE A FME. RENREMIE S3 Glacier F , 152 Amazon S3 XK , FFE Amazon
S3IHER ; HEALEEREZET S3 Glacier HHEEA .

BX Amazon S3 £ AR B AR EXN RELIR A S3 Glacier FHEMNEZFELR |, HSH (Amazon
Simple Storage Service AAF#ER) PN REGEAHEEMERIT R,

i — iR EAERYR

t7E Amazon S3 Glacier 1 &= TR | WAL FESE —18Eh EEAR/DHNE, B2, RIS
Amazon S3 Glacier ( S3 Glacier ) &P A7 B L2k L& XF 100MB IR,

£
o fEFEANREEEPZE Amazon Command Line Interface
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Amazon S3 Glacier R A RIEE
- EAENMNEELEME ERT Java B Amazon SDK

« fH Amazon S3 Glacier SHF .NET #J Amazon SDK )& — 8/ E &R

- £/ REST API E& —BFP LAME

£ BN R 1E L5842 Amazon Command Line Interface

BRI AR () £ Amazon S3 Glacier ( S3 Glacier Amazon CLI ) # Amazon Command Line Interface
i FEES

F&

o (SERFZM ) ’RE Amazon CLI

- RHI: A &K Amazon CLI

( &R%FH ) ®RE Amazon CLI

1. T#HHBEE Amazon CLl, BXi%EA , 52 {Amazon Command Line Interface AF188E) FHY
LT ES :

IE# £ &% Amazon Command Line Interface

IE7EEiE Amazon Command Line Interface

2. EMPERETHAUTHSRBIEEHN Amazon CLIZEE., XEGSFESREMET , Bt
6 BRIABL B SR A,

« ZREH help 5,
aws help

- ERMEEEKF £ S3 Glacier XHEMFIR |, EFEH list-vaults @
o 123456789012 A H) Amazon Web Services W~ F P&k,

aws glacier list-vaults --account-id 123456789012

- EEENYAIEEHRIE Amazon CLI , EfEFaws configure list@®@S,

aws configure list
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Bl EA E4& = Amazon CLI

BEFEER  STOEXHE, BRNAIEXHENESZER , FSHE Amazon S3 Glacier H6)
BXHE,

1. M upload-archive SRR FIMEMBEXHE. ETENREF , B vault name
account ID, 7 body Z#¥HIEEE L EZHXHHIEEE,

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

2. TnHAmd -

{

"archiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymwWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

ERE , Zom SRR ERR ID, REMEKTE S3 Glacier FHIIE, BAX upload-archive T #Y
FZEE | 55H (Amazon CLI iS5 #) HH upload-archive,

FRENMRE AR EAT Java B Amazon SDK

EAT Java B9 Amazon SDK APIs 120 S R A FE R MRAEIRE T —Ff EEHBEN S ZE,

&
- FANSHS APl EERE SERTF Java B9 Amazon SDK
- FERANER API EENRES LERE EFBT Java B9 Amazon SDK

FERANSHRF APl LERE EA T Java B9 Amazon SDK

Z=% API B9 ArchiveTransferManager KREH TE AT ARNGEE LEEXHER upload A
o
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® Note
B LAEA upload BEEANEFABHER, RELELAN/RERNN , KFELBERE
B-REPLENMR  EREATRLE APl 7B ELEMR,

T~ ERNERS APl LEME EHT Java B9 Amazon SDK

BAR Java RIEBROIGHERELEBEZERED (BN ) X (us-west-2) FHIHE
(examplevault), BXZFFH Amazon XML w1 SBFIEK , S5 R Amazon S3 Glacier,

BXRWAZEITH RBIR step-by-stepiiiBA , EZH{EH Eclipse i217 Amazon S3 Glacier # Java 7=
fl, BEEEHMERLEXHERMAF LEANXHEHREZE BB,

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);
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UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);

}

FERANIEER API FEENREH LERE EFA T Java B9 Amazon SDK
ZARS APl AFREHMIRERME T H%. TEHRMHER SEAT Java B9 Amazon SDK EEZEHNES IR,

1. 82 AmazonGlacierClient 3 ( EF % ) BIEHl,
FREZIEEE FEMRN Amazon XiF, ZERLLEFRRITHERESRERT1Z Amazon X
o

2. Bid8lE — UploadArchiveRequest EHSEHIREFREL,

BRT BELENBIEUN  BEFTERMBERARNREA ( SHA-256 HLRE ) . XHERR,
BRENABRKENERKS ID,

MBEBFRMEKS ID, RELFEASHBIRERITEREZWIEPHEXBKNIKS ID, BXESZE
B i#2/ EAT Java B Amazon SDK 5 Amazon S3 Glacier £ M,

3. USHHARBRMBERNR , E1T uploadArchive Fit,

YERE R , Amazon S3 Glacier ( S3 Glacier ) IRE# LRI FRALZE ID,

BAF Java fREBEXRER T BIEIEY P 3R,
AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);
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UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);

System.out.println("Location (includes ArchiveID): " +
uploadArchiveResult.getLocation());

T~ ERRIRS APl FERENMRESH EEME FERTF Java B9 Amazon SDK

AR Java B ROIERANR L4 ERT Java B9 Amazon SDK B304 (examplevault), Bx
WAz 1T RBIEY step-by-stepiiBE |, ES R A Eclipse 1217 Amazon S3 Glacier Y Java =fl, &
EEFHENMLENGEZHRNS LEXHEHEE IR,

import java.io.ByteArrayInputStream;
import java.io.File;

import java.io.FileInputStream;
import java.io.IOException;

import java.io.InputStream;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.TreeHashGenerator;

import com.amazonaws.services.glacier.model.UploadArchiveRequest;
import com.amazonaws.services.glacier.model.UploadArchiveResult;
public class ArchiveUploadLowlLevel {

public static String vaultName = "*** provide vault name ****";
public static String archiveFilePath = "*** provide to file upload ****";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
// First open file and read.
File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.
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UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName(vaultName)
.withChecksum(TreeHashGenerator.calculateTreeHash(new

File(archiveFilePath)))
.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());
} catch (Exception e)

{

System.err.println("Archive not uploaded.");
System.err.println(e);

f£H Amazon S3 Glacier SFAF .NET #J Amazon SDK iy B —iR{E LERE

AT .NET 8 Amazon SDK APIs 28 S FRAMERRAERE T — ML MRED LEREN
Fko

E3-
- FRNSHRS APl EERE EAT NET 8 Amazon SDK
- FERANER API EENRESH LERE EFT NET 8 Amazon SDK

FERNSHRF APl LEME EAT NET B Amazon SDK

ZE% API By ArchiveTransferManager KREH TE AT ARGEE LEEIXHEER Upload A
o

(® Note

SETLAER Upload BiE EENEF AR, RELELEANXHRD , KT ELBERE
B-REPEEXH K ERERD R LML AP DR L& XX,
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T~ ERARNE%RE APl LR SERAT NET 8 Amazon SDK

DR C# KB ROIFRRLEREZERT (BBXMN ) KBHRHXHE (examplevault),

BX WA T RBIE step-by-stepiiifl , FESHETRIE R, BREEFHFLEXHBMEMER
R,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class ArchiveUploadHighLevel
{
static string vaultName = "examplevault";

static string archiveToUpload = "*** Provide file name (with full path) to upload

kkkl.
4

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveId = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WriteLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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FERANIKER APl FEENMRER LERER EAT NET 89 Amazon SDK
ZARER APl AFREHRRERE T HE. TEHRMER EAT NET 89 Amazon SDK EEFRE R,

1. 812 AmazonGlacierClient £ ( HFiw ) B£H,
BEEREE LEHRN Amazon Xig, BERLEFHBHITHRMERESRERTiZ Amazon X
=,

2. Bid 88— UploadArchiveRequest EHISEHIREFREL,

BRTBELENBIEUN  BEFTERMBERARNIREN ( SHA-256 HERFH ) . XHEBHRM
IEHITK 7 1D,

MBERREMEKSF ID, WRAELSFASEBREARNERZSZVIEBHEXBKNIKS ID. BXEZE
B #3 ERAT NET 8 Amazon SDK 5 Amazon S3 Glacier 2 #EtE A,

3. USHHEXRBHIERIR , BT UploadArchive Hit.

ERMRL , S3 Glacier IREIFT L&A RENRZE ID,

B ERANIKS AP FER AN RED EERE SEAT NET 89 Amazon SDK
AT C# KB RAENEA TRIEHMNT R, ZREIERNEELZ SEAT NET B Amazon SDK B X4

(examplevault),

@ Note
BEXATEEMNERPD LEMRNIER RESTAPI NES , BRI LEME (KANBE) .

BRIMAZITIRBIE step-by-stepit B , FEZREITRBE RS, BFEBEEFFLEXHBHRIAETR
GORAE N

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kk k.

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Uploading an archive.");
string archiveIld = UploadAnArchive(client);
Console.WriteLine("Archive ID: {0}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()
{
VaultName = vaultName,
Body = fileStream,
Checksum = treeHash
};
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;
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}
}

£ REST APl £ — R Fh LR

IERLAER EAE R AP HREENMRER LENR, AXESFER  FHMH LEHSE (ZR6H

o

TEREEREERE (2BRLERE)

w}

&
- PBRLEERE

- {8 Amazon CLI Ef£ KBIRR

- FAEAT Java ¥ Amazon SDK 7 Bt E4& KEIRR
- FALERBEME EAT NET B Amazon SDK

« f£/ REST APl SR b2 KBRS

DR EERE

n7E Amazon S3 Glacier F EE R FTIR , FAEA Amazon S3 Glacier ( S3 Glacier ) EF A%
B B3R E& KT 100 JKET (MiB) IR,

1. FwoRE&k

MIBRIXFERUB PR LR, S3 Glacier REIZD R L& ID , ©R2E5 R AR —FR1E5,
BEEME A R LEBREHDEFEE ID, S3 Glacier TRAEL ST |, Itk ID D1 24 /Mt AERF 25T
i,

HERFHTREENERD , BHEERKD (UZTHNEN ), RTRE-BRUN , BLENE
— BRERAIN L R

(® Note

ERADERLEER , EFFEMNERMIRN. XEWKRE , £ LEHEN |, S LE
THEMRRPBERTERAS R EE, BREERI TR EERRERK/PNEIT,
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AN ERI DR EEERSD | BIETTIRMALENRRER,
2. LfEE

MNTFEMREEER , ELNESREESR 1 PRV DR LZ 1D, BbAL , BIERF |, BELH
BEERRBRERAERTNNVENNBTTE (LFTAEN ) . S3 Glacier HMEXEARREBERE
ERLGESINFHARRE, BTERHT LENE-—RHNREE , At , ESBRERERLHR
CRAPMME , Bt , BAIEMAIRF EER, WAk, BETUHIT EER, MREFERS 2L
FHNRERNAREE LEHR , Mol LENRSRES.

3. FEH (HFL ) 7BRLEE

LEMBERERRE , B UERTRIRE, A, BELREFRPIEE L ID, S3 Glacier HF
BRIERHENARCREUAAFIRFHAEST N 2B , NRIEERE. S3 Glacier X“5TK 7 B E&"E X
YR R IR ROV RYRMVAER ID, WREE B PR EAERPRYE T AENRRER |, 1
S3 Glacier 2 ESHHAMNERMXEK, RNTKD B AR , BT EIHZD R LEE ID. XE
K& , BREAGREZD R LR ID X R

MRELSELEE  NETEERAZDRLEE D EEHMEANR, 5ELEND R EABXEKRNE
AR S AR FREBIERER. MRBEMTR EEEERT , WEMEREZEFELE , eBR
ARER IR MK

By BN 53 BR L A2 44k

Amazon S3 Glacier ( S3 Glacier ) 2t 7 A TN 2 & L& API A,

- JIHEBE—FIALRE, BAUIEBESBR LENE, ERREEXEADER L& LENBHNER,
FHFEMFHERER , S3 Glacier &%IRE 1,000 RNER. NREESRENDERLESIE | N
ZREST , HEMMPRIRE—MEREMNEFEMBHRESIRWIRE, BFEERIEMMEREKRL
REENE, BIE , RENRIRTESERTER LEHEER,

« JHS R EE—FIALRE , BULIREEERITHS R EEANIIR, EE#THIREERETHS
BREARTRIFLEDN LR, XTHNMIEDERLEZER , S3 Glacier ®Z%IRE 1,000 M7 B L&,
MREESHTREAEIN  WER2ST , ARBNPLER - MERENEFREMERESIRN
Rid. BRBEREMMBEBRRERZR RN DR LML,
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B

TREMHRT 5B EEROATE,.

ltem s

B AREZ AN 10,000 x 4 EF ¥ (GiB)

BREENDBNREAHE 10000

DR 1MiB 2 4GB, &e— 17 BRALNTF 1 MiB, &A[LELE

ERME (AFTHREM)

DEKPNARALFET (1024KiB ) fU 20T, 4
#, 1048576 (1 MiB), 2097152 (2 MiB). 4194304 (4
MiB), 8388608 (8 MiB).

FIH 7 ERERIBEN 2 BRI AE 1000

EHH DR EERERPIRENS RN 1000
RAHE

£ Amazon CLI L& KEIpYZ

B LAEA () £ Amazon S3 Glacier ( S3 Glacier Amazon CLI ) A Amazon Command Line Interface
MR, BT HEREHRMN EEER |, S3 Glacier 12 72/ API BIERIZH SR L5, BiEiX
L AP BRE |, B LD B EERR, SRR b, BUEAIRF AR H 1T EEIXEER, mEEAN
TEREERM, WERASEH LA ZZ7ER K MEFTENLEBMIRE, BAUXNKPIN1 FTEKRY
40,000 GiB WHRFEA D R L&,

BX S3 Glacier 7B LEMNEZER , FER IR LERBEEE (B LEE )

£
( BR%ZMH ) IRE Amazon CLI
o (FR%FM ) TE Python
( ER&EMH ) BIE S3 Glacier X#FE
« R~ RSB EEKERE Amazon CLI
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( SeREM ) ®E Amazon CLI

1. TEHBEE Amazon CLI, XA |, iEZ 5 (Amazon Command Line Interface AFIEE) FH
ATE# :

IEFE &% Amazon Command Line Interface

fit i Amazon Command Line Interface

2. EMTERETHALATHSRBIEEHN Amazon CLIEE, XEHSEFESREMELF , Bt
5 A BRA Bl B STV FELE

« RIAGEA help 85,
aws help

- BEFRBMEHEEKF L S3 Glacier XHEMFIR | EEH list-vaults @
T 123456789012 A H) Amazon Web Services = FPiE &k,

aws glacier list-vaults --account-id 123456789012

- EEENHFIEERIE Amazon CLI , EfEHaws configure list@T,

aws configure list

( BRFMH ) &3 Python

ERRORLE | BATITERT EERERN SHA256 MR E, IREMSITEE FENSTHH
SHA256 W FETE. BEIfERERE LANWRN SHA256 #FEWRFE , ATLAER Java, C# (F
FNET) , =® Python, EARRHIF , LF6EA Python, BXRFEMUHA Java 5 C# , ESHITERR
o

BXLZENEZEER Python |, i5S R L& E# PythonfE Boto3 FF R &R T,
( &REZM ) B2 S3 Glacier XHFE

EFEATENRE , XMEDE— S3 Glacier XHE, BXNANEXEENEZER | 55
¥ 7E Amazon S3 Glacier FRIZE X HE,

B ERA D ER & KRB RYE Amazon CLI
EHRAIG | EBG0E NG HER D R L& AP BES I X9 & £ £ 2] Amazon S3 Glacier,
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/A Important

EFBUEECE , BRREEHITHEERZGNIR, ELEMR , BXLACIEH
Amazon CLI Bt B XX HFE , HMFERHER Java, C# 5 Python it & SHA256 HFB %,

LT EEAinitiate-multipart-uploadupload-multipart-part, Fcomplete-
multipart-upload Amazon CLI &85,

BXBINGSTHEZHMES , SN initiate-multipart-upload, upload-multipart-part 1 complete-
multipart-upload?E “Amazon CLI S $22&” /,

1. A initiate-multipart-upload SRR DR EERR. EENERD , BEEIEK/D (LEH
BREMN ). RTRE—-NDERIUN , BLEANBN N BREBLT N K/D, B LEEFHN , BF
FEMEEMIRNAD, B2, ERE— PR LEAN , BEFENESI I TENERD (UF
TREMN ),

ETEMNHSE , & --vault-name M --account-ID SHMWEER N ECECHEE., HD
BESMNGFEEDBRANR 1 KFET (MB) (1024 x 1024 £ ) R, MREE  FEHR
It --part-size SHIE,

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

FRs

{
"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

TEE , Ha TR D R LA RIR £ ID M4 S3 Glacier ML E, EEEFRE , LRE
Rtk £4% 1D,

2. BERRHIF , BALUEAUTHTRE— 4.4 MB XK , FEHFDSHN 1 MB IR |, RF L&
MR, ELERBCHXY  BUURBRRUNTSREBBEHFI NS I RHA LEBIN TR

Linux 2 macOS
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https://docs.amazonaws.cn/cli/latest/reference/glacier/complete-multipart-upload.html
https://docs.amazonaws.cn/cli/latest/reference/glacier/complete-multipart-upload.html
https://docs.amazonaws.cn/cli/latest/reference/glacier/initiate-multipart-upload.html

Amazon S3 Glacier FEANGIER

AR 85 44E Linux 2 macOS L& —4& N file_to_upload B9 4.4 MiB B934,

mkfile -n 9000b file_to_upload

Windows

AT 85 1E Windows E8|Z—18 7 file_to_upload B 4.4 MiB #9304,

fsutil file createnew file_to_upload 4608000

3. ETR, LRIEHIXHFHFD A 1 MiB B3R,

split -b 1048576 file_to_upload chunk

FZOEBUTEMNR, BTENKNR 1 MB, &ZE—PR 400 TFTF (KiB).

chunkaa
chunkab
chunkac
chunkad
chunkae

4. £/ upload-multipart-partis & EERN —E0 . BULUIREMIRF LERRD R AL, &i&
AT EEDER, BRZUUN—No B L% L1 10 000 B,

ETENGSH , FE# --vault-name, --account-ID ] --upload-id SHHE, L&
ID %45 initiate-multipart-upload fof i PIRMEA ID HIEE, --range SHIEER
FLEEKNA1MB (1024 x 1024 F1 ) WD R AP BRNEHRE initiate-multipart-
upload HHEEN KN —F, MBEXE , FHEBLLEKX/NME, --body SHIEELE LENDER
9 & #Fo

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MREY , ZSTHERLTEE LEDBRREMB A H,

5. BRE{T upload-multipart-part WP L&D EENERSS. EFE NGTH --
range M --body Z28{E , FHELE &N 25 RHELTE,
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aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*"'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

® Note
BRAGTH --range SEERD , AN LENRE—N2ERNTF 1 MiB, NIRRT , &
M TEHNERBESIELESBREMBE T,

6. TR, LREANRHTRLE, BANTFEERNEKNF SHA256 HEBRFH.

BT E RN SHA256 WM E , ALMERA Java, C# = Python, TEARRAIF |, £
Python, BXxEMAEE Java X C# , ESRITERE R,

f2 Python XfFchecksum.pyHEAUT KB, NMRFE , FEREHRXHFNBEMN.

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. &fichecksum.pyit® SHA256 WM. LA TAFH{ETESENH T RTE,

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aecastc4t7b308290ad12d084T69988ae0c

8. f#H complete-multipart-uploadiF S EHIHE L5, B --vault-name, --account-ID, --
upload-ID Hl --checksum S8 HE. --archive SREUFTHEMBEEMRNE KD, It
BEXTNRNELENEBNFIER M2, IREE , FERLE,
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aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum

ERE , TR EAREN ID. REMUKIE S3 Glacier FHVE.

EAEAT Java B Amazon SDK % E& E1& K BIf4 2

EA T Java B9 Amazon SDK APIs Rt S RAERBRMBE T — M ELERBEEENSE (SRE
Amazon S3 Glacier F FERIR ) ,

- ZER AP B TEAUAR LEEEARIIEENS . BEESELEOXYH , ZHEieEE—
BAED EERMEREFEH Amazon S3 Glacier ( S3 Glacier ) P2 R EE XKD BR EEME,

s ZIERR API EFMHFKE REST K, Ht , et 7T —MNEE —BEDP LERIERNSZE
DR —HEXBRAMEN DB LEWNEE, LI RA T ERER APl 5 B LiE KREMRNERE,

EXERNERIINNEZES APIs , FSFER T Java B Amazon SDK 5 Amazon S3 Glacier ¢
.

E 3
- FRANSHB APl 9 L& KB E EA T Java B9 Amazon SDK
o FRANIKER APl DR E4£XBEMRE FERTF Java B Amazon SDK

FRANSHRA API 9 L& KBEHE FERTF Java B9 Amazon SDK

WA LUERASR API B FZ L&/ DEFARME, REMEXRD  BRAPI FEERERTEEN
BEP LERE  ER2FEH S3 Glacier IR0 R L& APl LERR, BXEZEE , H23H £AN
S5 APl EERZE SEA T Java B9 Amazon SDK,

EAMNESR APl 7B E& KBERSZER SEAF Java B9 Amazon SDK

FF AN ERS SR ERER AP ( B EEPEEEFRUARLERN ), ATR6EH &
AT Java B9 Amazon SDK Ex F & KBRS =M S,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
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LEEEEERTHEN Amazon XiF, BFERALEFHHITHRMIEERERERT1Z Amazon X
o
2. BXAA initiateMultipartUpload 52B3I D& L4,

LEERME MR XEERN, ELANMREN AN, Ui RFEAMXER, BB
H6lE InitiateMultipartUploadRequest KHSEHIIRMLELER. ERMA , S3 Glacier iR
| E4& 1D,

3. B3 A uploadMultipartPart ik Ef£ER,
NFELZENB—BR , CEEREM4EES. NELBRPLENSKEEHENTTEE. BE
FEHREA , Uk E£ 1D,

4. BI A completeMultipartUpload HEFRER DR L,

BERERM EE D, BMEENREN, HEND (BLENRBRNASKD ) MXHES
#ro S3 Glacier M A2y 7 ER#F SRR IR E #5458 1D

T~ ERD R EAEREME ERT Java B9 Amazon SDK

LA Java BB RGIGEFAFRR L& EA T Java 19 Amazon SDK ZEIX #FE (examplevault), Bx
WAz 1T ke RBIY step-by-stepiiB , SR A Eclipse 1217 Amazon S3 Glacier Y Java R~ fl, &
TEEMRF LANABEMNETE SRR,

(® Note
L RBIXS 1MB X 1GB WERK/NERM, B2 , S3 Glacier XIFHR AN 4GB M5 R

Example

import java.io.ByteArrayInputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import java.util.Date;

import java.util.lLinkedList;

import java.util.lList;
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import
import
import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

.AmazonServiceException;

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

util.BinaryUtils;

class ArchiveMPU {

AmazonGlacierClient;
TreeHashGenerator;

model.
model.
model.
model.
.UploadMultipartPartRequest;
model.

model

CompleteMultipartUploadRequest;
CompleteMultipartUploadResult;
InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;

UploadMultipartPartResult;

public static String vaultName = "examplevault";

// This example works for part sizes up to 1 GB.

public static String partSize = "1048576"; // 1 MB.

public static String archiveFilePath = "*** provide archive file path ***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

client =

= new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

System.
String
String
String
System.

checksum =

out.println("Uploading an archive.");
uploadId = initiateMultipartUpload();

uploadParts(uploadId);

} catch (Exception e) {
System.err.println(e);

archiveIld = CompleteMultiPartUpload(uploadId, checksum);
out.println("Completed an archive. Archiveld: " + archiveld);

private static String initiateMultipartUpload() {

//

Initiate

DR EARBEME
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InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,
NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);

String contentRange;

int read = 0;

while (currentPosition < file.length())

{
read = fileToUpload.read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);

System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()
.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))

.withChecksum(checksum)

.withRange(contentRange)

.withUploadId(uploadId);
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UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =

client.completeMultipartUpload(compRequest);
return compResult.getlLocation();

5 L& KERE FERT NET B Amazon SDK

EA T NET B9 Amazon SDK APIs Rt S RAERERE T Mo LEAXRBEBRNGZE (SRE
Amazon S3 Glacier F FERIE )

- ZER AP RHTERAUAR LEEEARPIEENSE. BEEELEOXH , ZriakEs—
RS EERMEREFEA Amazon S3 Glacier ( S3 Glacier ) P2 R L& IR DB EEME,

- ZER API EEMSHEIKE REST i, Rt , BRMUT N2 —BREPLERIMIRNFE
DR —HRSRAEEN T B AN T E, EB2WHA T ERER APl 7B L& KB EENRE,

P EERBME AP W< 2012-06-01 123



Amazon S3 Glacier FRARIER

EXEBRMNERINEZEL APIs , BSHER T NET B Amazon SDK 5 Amazon S3 Glacier ¥4t
A,

E3-
- FRNSHRE APl DB E& KBEE SEAT NET B Amazon SDK
. FRMNER API 9 L& KBE ERTF .NET 89 Amazon SDK

FRNSHRT API 9B L& KBEHE FERTF .NET 89 Amazon SDK

WA LAERASR API B FZ L&/ DEFARME, BREMEXRD  BRAPI FEEREREEN
BEP LERE  E2FEH S3 Glacier IR0 R L& APl LERR, BEXEZEE , H235H £AN
S5 APl EERE SEAT NET B Amazon SDK,

FERNIKSR APl 2R L& XKBEME FERT .NET 89 Amazon SDK

NF EENRNEES , SBEMERKR AP ( B EEPEBEFERUARGEREN ), ATRER &
BT NET #9 Amazon SDKZ R L& KEHENS R,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
LEEREEERTFHEN Amazon XiF, BERLEFHHTHRMERESRERTiZ Amazon X
5,

2. @AM InitiateMultipartUpload FxBE D& L%,
LEERMETAMRAIXHERR. ELEANMERHOAD , AERREEMEXER, BLE

N2 InitiateMultipartUploadRequest EMEFIRHLES ., ERMA , S3 Glacier &R
B E4& 1D,

3. B @A UploadMultipartPart FE &R,
NFELENE—B , LEERHEXHGEZR. SEHBP LEANSRKXLAEHENFTTEE. B
FEHREA |, A% £ 1D,

4. BT EA CompleteMultipartUpload FiEER DR E1&,

BEERMB LZ D, BEMEERHREMN, HED (BLENAERNASKD ) MXHESR
#ro S3 Glacier M\ E&H 7 BRfE &R AR EIHSR 1D,
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T~ ERERT NET 89 Amazon SDK 2 B E & KBRS

LA C# R ROIERERZE L& FEHATF NET 89 Amazon SDK B XX (examplevault), BxuM
{AiZ1T I RBIEY step-by-stepiitBl , TS REZTRB R, SEEFHSFLEXHEBHEI IHRE,

Example

using System;

using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld = CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {@}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
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Console.ReadKey();
}

static string InitiateMultipartUpload(AmazonGlacierClient client)
{
InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{

VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

i

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
while (fileToUpload.Position < filelength)

{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,

partSize);
string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);
partChecksumList.Add(checksum);
// Upload part.
UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()
{

VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
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UploadId = uploadID
I
uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;

}

return partChecksumList;

}

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>
partChecksumList)

{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()

{
UploadId = uploadID,
ArchiveSize = filelength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName
I

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;

}

ffEF REST APl 9 R b1 KBRS

N

Wp R EEARBEEE (DBREE) AR, 7R EERE-ARE , XEREFILESR EEHIEFR
THRXRE, ARXERFNESFER , BSRALUT APISEEE :

- BEISBREE (REDEREE)
- LEBR(RELEZID)

- ERDREE (R LEEID)
« PSR EE (MBRE/ZID)
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« FIHER (BRELEZID)
e JHPEBEE (KB ERLERE)

1£ S3 Glacier F TR =

Amazon S3 Glacier 2t T —MNEBEH A , BUUERCRUIENMBPIBRXEE, BR , BLLE

S EREREGIAM S3 Glacier THMR, ETHRKE (HIMBRA. WA ) , DOEH
Amazon Command Line Interface (Amazon CLI) RRERBR KX HIER , HEREZFER REST AP
A Amazon SDKs,

BXF S3 Glacier 5l &&F AMIEE Amazon CLI , 1§55 S3 Glacier Amazon CLI Z &%, E
=% Amazon CLI , &2 Amazon Command Line Interface, A T EBNBAER EHTF Java
7 Amazon SDK. 1 Amazon S3 Glacier REST API ¥ 5@ F NET 8 Amazon SDK#4ZR T #:% S3
Glacier,

FA

« B3 S3 KR

£/ Amazon S3 Glacier FE#4%E EMA T Java B Amazon SDK
EA EAT NET 8 Amazon SDKFE Amazon S3 Glacier F T &=
£/ REST APl FERR

£/ Amazon S3 Glacier TE 4% Amazon CLI

¥E S3 k)4

M Amazon S3 Glacier REMREE—IMNRISBRE K LEEFTERIAES , AREASERETEM
H. EEFINERNEES , B LUER S3/Ell ( POST 45l ) REST API B{ESF R E iR E
Amazon CLI, =% Amazon SDKs,

£}
« BERRIET
c ATREBENEERR

M S3 Glacier RRERER— NP ARNMETRIIRE. UTRUELENER,
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(OEREES

1. BIHERRRES

a. REBEBERRENMEN ID, BUUMNXHEEZERIREERE ID, B LUEN REST API JREUY
% ID Amazon CLI, = Amazon SDKs, BEXEZEE , S H £ Amazon S3 Glacier #
HXHEEE,

b. ERAE3NEI (POST fRill ) BERFNES , B3R S3 Glacier AL T HER BN IR

RN —&D

LB HESE |, S3 Glacier 2HEMBHIREES ID AR IEITES. (WSR2 Ak, EES
SERZE , BRETRESAH, )

/A Important

BERRRBUESBEN Initiate Job BREAM , 4%
PolicyEnforcedException & , BEXNR TR R, BXBFEREZRBNESZ(E
B | 2 S3 Glacier IEK R%EM, BHX PolicyEnforcedException RENEZE
B, FZHEIRMA

MRFE |, B LUERFMHE S3 Glacier PRI AR EKIFE ., BHXM S3 Glacier 7t KR EIEL
BEZEER , B3 (Amazon Simple Storage Service A ) T A T RN RN EF#EE,

2. EREFERE, FRARRESHE (KIEL ) BETHFT.

BEUNLTHARAEZY  AEEEFZTEE , ATHESHEN -2, ¥ TRANEH , AXRT
BRHENARETHRK (FlW, BTREREREMAN ) BN ERFRHER, MREELE—FER
PREUES A  FERNZRERE , NEFETINLEHRTETHAE, B2, MREUXRT
Bad , T - RESAHE , WERAFTEHRFT R TREPOES , MAREN N,

S3 Glacier % ETMES , RlE , B EMERLH, FFEZKENED 24 MIRBALIH |
XEWE , BUNEESTREN 24 MRBRATHRALH, RETUAEES TG 24 /D etERERT
H, EHELNESRBEER , BEAUTERIZ - REERE

- EFESERBEH -EALIEE S3 Glacier EEKEF B BE X MBEEH Amazon Simple
Notification Service (Amazon SNS) &, S3 Glacier REEEREFSET 2KIEBEA,
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BHESE |, BN IZESIEE Amazon SNS £F, BT EEHNESRFERFPIEE Amazon SNS
FHEUNA , MRENXEECHAERREBHRE TEABE , S3 Glacier i [@1% SNS B A M
B, BXEZELR , HSH £ Amazon S3 Glacier F i & X B,

« EXBEREFELE Bt LAFER S3 Glacier Describe Job API operation (3R 1E£55 ( JREVES
D)), AEHRAESEE. B2 , BWUHEA Amazon SNS BEAH,

(® Note
£/ Amazon SNS BHIKENWEE 5@ Describe Job API B{EFTIREXMYE B4 E

BRQRIET

ERIREMENESE , BOREFEHRNEMNREAEREEATRRLEINZ —. BEXREENNE
B , %2 ¥ Amazon S3 Glacier Efts

o MIE - IR RAFEERBRRFEZRIFRERHRAIRIR B FHEE S3 Glacier Flexible Retrieval
Ff#K = S3 Intelligent-Tiering HEHEIEFHEIE. W FERTHRAEMEE (250 MB AL ) 2AH
FRIEEMNR  FANMERRGENBEEEE 135 28N TH, MEEREBRRELEETEN,
AUERAHNNERENRERE, AXELZEERE B NMELERE.

« PR SVERBRATEERPH NG REHNESHER, HERREBEX 3 2 5 MHRATHK. PRER
AEEERRIATAIR RE RN EERELI

- HE - HERRE S3 Glacier RIEAANKZED , FETUE - RAUBRENEAERERE (&
ERPBL ) WHIE. HERRBEX S5 B 12 PRATHK.

TREZLTHAMKZREDR, BXENNES , 1H3H Amazon S3 Glacier Effto

E# TR FEExpeditedStandard, ZHBulk#FE , FHEFRETieriERTE RestoreObjectREST
AP| BB RIRAEER LT |, & Amazon Command Line Interface (Amazon CLI) A #Y & WL I
Amazon SDKs, MIREMETHRERE , WATEMERRBLETENMEERE BNREBLE,

MEERE

MEEREFXDRREETEN , TUEAHNMNERLRNRRETE, SIMNBFEBENUANES IHE
DHIT=ZRMERER , ARBEXREY 150 KFZTHRRELE () MBps.
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MREBHNTHEARFENRSHREENTEIE FETTMEFRIERE (Uos e ) , BIUEBE
MARKERE, RETNERERENNERLRTEEHLAUES , ERERDERATLEHNTITENSE
Ko A3, REBFEEMIT AT LG EMNERER , BUIMENEREREBE,

WMXMEERE

IBAILAER S3 Glacier B#l&. WEMEEZRE (POST provisioned-capacity) REST API 2 {E=
EFELE M Amazon SDKsBRE# I, Amazon CLIEXTiEERENEMELR , HSH Amazon S3
Glacier B

MEEREBRREE—NA , MR B MR BT,

WMRFBBBRN—TANE 3N X, SHEHNITNANGE—X. flan , MRFHBEHN 8 A 31
B, USHBEHRNIOA30 B, MRFAHBEHA1 A3 B, WSHAHAN 2 A 28 B,

£/ Amazon S3 Glacier #2458 ER S

1. &% Amazon Web Services Management Console }#7Ehttps://console.aws.amazon.com/glacier/
KHITFF S3 Glacier #H#l &

EEMNSMERS  EREELRRE,

EMBEERESN (PCUs) T, E&EMWX PC U, LEPFFERER PCU X EHE,
MREMIRERE , FEBUANEREPH A confirm,

LMK PCU,

o &~ 0D

RATREENERER

HIEM S3 Glacier TR , LA LLERM IS EBZRRVEETE (B0 ) o MIANKRRENMY
R, MREBERTUTRE  BEEFTEERREM :

- EEEHHBIE T - S3 Glacier AP BERRIBERTREHN 24 NMIATHRERNVEE,. Fit , &7
RRARERRERNELL S , MEELEN TEAEERNERE THAREK,

- RRABERNERER -0, RREZHRETHSNHHUE BRI L& TXEXH
BOERRRIEXHHRN - L, EXHERT , EULBIERA - MREREE-RE
B, RS BRNBHX Y, HE  BUUEHZIRRER , SMEREGEF - -1
SN NHRSEES

LUEACERRRIREESH , BXARMUKFTNTHEE, EH2R , FTCEETUNE (&
RFFL ) R, EMNEEHE 1-MB [EIFE ( 1MB. 2MB, 3MB , fikithEH# ) LT,
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ZEENERAUREHRNERRATEEF LNEM 1MB [, W, MREEE (RRES
TRE ) THERFENREREANE , NWEEESEHFPERTEEELAAREEFENTF. TUERAR
BARBRBBFEECAIRPIERT, AXREZTXNFARERENTHNESELR , TSR TR

FEa R A,

£/ Amazon S3 Glacier T = & F Java B Amazon SDK
SERATF Java B9 Amazon SDK APIs 2t 5 R AR A TR R AR EIRE T —F THEENF .

B
- FRANSHS APl TERZER EB T Java B9 Amazon SDK
- FERAMNER API FTERER EF T Java B9 Amazon SDK

FEANSHS APl TEHAER EATF Java B Amazon SDK

ZE4% API B9 ArchiveTransferManager KM T EATLAAR T EHEEMN download .

/A Important
ArchiveTransferManager &I Amazon Simple Notification Service (Amazon SNS)
EB , UWRZEBITFEMB Amazon Simple Queue Service (Amazon SQS) A%, RJE , ©R3h
THERZRES , AXNAIIHTRAUERIITAER, MREFEATAR , UFAKBTEH. GxK8
BB FAEE , BSH SRR ZRED,

T~ ERER APl THME EATF Java B Amazon SDK

LAF Java REBROIMGMNEEFEIL (BBRM ) X3 (us-west-2) FEIXHE (examplevault) FTF
ST =E

BXRETHRHEIH step-by-stepii Bl , FS R A Eclipse i21T Amazon S3 Glacier # Java R~fl, &
TEFEHINEMR D NE THMRN A XHREFRESLTIHRE

/

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
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import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;
import com.amazonaws.services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);

new AmazonSQSClient(credentials);

new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

sgsClient
snsClient

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)
{

System.err.println(e);
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FRANIKS APl TR ER T Java B Amazon SDK

LUTEEH &R T Java B9 Amazon SDK K5 API B B STHEEZ R NS B,

1. 82 AmazonGlacierClient 3£ ( FFim ) BIEH,

BEEREEND TEHEN Amazon Xig, ZEHLEFHRITHMERESER TiZ Amazon
X1,

2. B3 4T archive-retrieval A%z initiatelob £%,

BRI LABE B — InitiateJobRequest KW EFIRBAEFZER , flin , BETHHIRERHN
R ID, UREFHE Amazon S3 Glacier ( S3 Glacier ) BIHE & A ES K E 2 AIIE Amazon SNS
FB, ERMBI , S3 Glacier IREES ID, ZMRZF— InitiateJobResult KHIEHIH,

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

B LLUARIEEFZTBE , LAER S3 Glacier RAEZHEN—Z2 ., Hla , Bl LUES RMATIE
AEFHENER , LiEKR S3 Glacier RAEZEZER 1MB E| 2MB 4%,

int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
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.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

BURERNESHE CIEFHRETRNER ., MREBEXHESIRE THRIR Amazon Simple
Notification Service (Amazon SNS) B BHEE , =& 7B NEFATIEE T Amazon SNS *
& , W S3 Glacier R EFEHEFEMZEBRIEHE LS.

A BIE T LAUEE A describeJob FER ) S3 Glacier KBEES RIS, REMM |, &
F Amazon SNS FE# T EH T =HEN X,

4. BIIMIT getJobOutput FETEHES ML (RHRHIE ) -

BT LB 6122 — 1 GetJobOutputRequest KHEFISKIBEIERER |, W0 , F55 1D MXHFE
Z ™. S3 Glacier BEI it F GetJobOutputResult HRH,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

AHANRERATHREMSHE, SUlEEtiInRmnHN -y , AEBIEEM
GetJobOutputRequest FIEEFTEEUR/PMHXR THREN G,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

R GetJobOutput AR , S3 Glacier IREIE THNHBEB 2 HREM (MMRFHRIFESR
#)., BXEZER , B5H TEBENBERREA,
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ERANTRPREER , EREUTUERFHRITERRM , HFHEE S3 Glacier MR H R IEHR
BAMELE,

NFEE T ETENMEREMLES , SRREESHRN  EcaEREERENBTENRE
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.io.BufferedOutputStream;

.io0.BufferedReader;
.i0.BufferedwWriter;

.io.FileOutputStream;
.io.FileWriter;
.i0.I0Exception;
.io.InputStream;
.io.InputStreamReader;
.i0.0utputStream;
.util.HashMap;
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codehaus.jackson.
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codehaus.jackson.
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JsonFactory;
JsonNode;

JsonParseException;
JsonParser;
map.ObjectMapper;

AmazonClientException;
auth.policy.
auth.policy.
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auth.policy.

auth.policy.

services.
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services.
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Policy;
Principal;
Resource;
Statement;

Statement.Effect;
actions.SQSActions;
auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;

cier.model.
cier.model.
cier.model.
cier.model.
cier.model.

GetJobOutputRequest;
GetJobOutputResult;
InitiateJobRequest;
InitiateJobResult;
JobParameters;

AmazonSNSClient;
model.CreateTopicRequest;

.model.CreateTopicResult;

model.DeleteTopicRequest;
model.SubscribeRequest;
model.SubscribeResult;
model .UnsubscribeRequest;

.AmazonSQSClient;

model.CreateQueueRequest;
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public

com.amazonaws.services.sqgs.model.CreateQueueResult;
com.amazonaws.services.sqs.model.DeleteQueueRequest;
com.amazonaws.services.sqgs.model.GetQueueAttributesRequest;
com.amazonaws.services.sqs.model.GetQueueAttributesResult;
com.amazonaws.services.sqs.model.Message;
com.amazonaws.services.sqs.model.ReceiveMessageRequest;
com.amazonaws.services.sqgs.model.SetQueueAttributesRequest;

class AmazonGlacierDownloadArchiveWithSQSPolling {

public static String archiveld = "*** provide archive ID ****";
public static String vaultName = "*** provide vault name ***";
public static String snsTopicName = "*** provide topic name ***";
public static String sqsQueueName = "*** provide queue name ***'";
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name ***";
public static String region = "*** region ***";

public static long sleepTime = 600;

public static AmazonGlacierClient client;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);
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Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
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snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();
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JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;
try {

output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead
do {
bytesRead = input.read(buffer);
if (bytesRead <= @) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {

Q;
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try {input.close();} catch (Exception e) {}
try {output.close();} catch (Exception e) {3}
}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

T2 AR ERT Java B9 Amazon SDK T &4 H VKSR AP K ZERYE

LT Java KB RBIM S3 Glacier ® Z 4R, %R RAISEZE GetJobOutputRequest gt

BEFTEERUXRTHESH

import java.io.BufferedInputStream;
import java.io.ByteArrayInputStream;
import java.io.FileOutputStream;
import java.io.IOException;

import java.util.HashMap;

import java.util.list;

import java.util.Map;

import com.fasterxml.jackson.core.JsonFactory;

import com.fasterxml.jackson.core.JsonParseException;
import com.fasterxml.jackson.core.JsonParser;

import com.fasterxml.jackson.databind.JsonNode;
import com.fasterxml.jackson.databind.ObjectMapper;

import com.amazonaws.auth.policy.Policy;

import com.amazonaws.auth.policy.Principal;

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.Statement.Effect;

import com.amazonaws.auth.policy.actions.SQSActions;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.TreeHashGenerator;

import com.amazonaws.services.glacier.model.GetJobOutputRequest;
import com.amazonaws.services.glacier.model.GetJobOutputResult;
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services.
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glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;
sns.model.CreateTopicRequest;
sns.model.CreateTopicResult;

sns. DeleteTopicRequest;

sns. SubscribeRequest;
sns.model.SubscribeResult;
sns.model.UnsubscribeRequest;
AmazonSQSClient;
sgs.model.CreateQueueRequest;
sqgs.model.CreateQueueResult;
sgs.model.DeleteQueueRequest;
sqgs.model.GetQueueAttributesRequest;
sgs.model.GetQueueAttributesResult;
model.Message;

model .ReceiveMessageRequest;
model.SetQueueAttributesRequest;

model.
model.

sqgs.
sqgs.

public class ArchiveDownloadlLowlLevelWithRange {

public
public
public
public
public
public
public
public
public
public
public
public

public
public
public

static String vaultName = "*** provide vault name ***";
static String archiveld = "*** provide archive id ***";
static String snsTopicName = "glacier-temp-sns-topic";
static String sqsQueueName = "glacier-temp-sqgs-queue";
static long downloadChunkSize = 4194304; // 4 MB
static String sqsQueueARN;

static String sqsQueueURL;

static String snsTopicARN;

static String snsSubscriptionARN;

static String fileName = "*** provide file name to save archive to ***";
static String region = "*** region ***";

static long sleepTime = 600;

static AmazonGlacierClient client;

static AmazonSQSClient sqgsClient;

static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials =

new ProfileCredentialsProvider();

A Java TEREE

API fRZ 2012-06-01 143



Amazon S3 Glacier FEANGIER

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
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new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)

.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws

InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
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Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < @) {
System.err.println("Nothing to download.");
retuzrn;
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System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +

TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));
System.out.println("read = " + totalRead);
fstream.write(buffer);

startRange = startRange + (long)totalRead;
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endRange = ((endRange + downloadChunkSize) > archiveSizelInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizelInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);

}

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

A ERAT NET 89 Amazon SDK7E Amazon S3 Glacier B T &if4%

AT .NET #9 Amazon SDK APIs 8 S FRAFERRASBRE T - THERNFZ.
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ZEP API 9 ArchiveTransferManager KMt T B A LUAR TEH A ZEM Download FiEs

/A Important

ArchiveTransferManager FE{F 8|2 Amazon Simple Notification Service (Amazon SNS)
FBE , URIZEBITEH Amazon Simple Queue Service (Amazon SQS) A%, RfE , ©E3
THRERRES , AXNKIRTRAAEKRITA/R. NMREETA , WFHETHR. BXK
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BRUMMEANZITH RHIH step-by-stepli B , FESRETRIETRH, BFEEFHIERHER ID NS THH
RN R HRFERESE RNRE

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld "*** Provide archive ID ***";
static string downloadFilePath "*** Provide the file name and path to where to
store the download ***";

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

}

static int currentPercentage = -1;

static void progress(object sender, StreamTransferProgressArgs args)
{

fEF NET FEifsE AP W< 2012-06-01 149



Amazon S3 Glacier FEANGIER

if (args.PercentDone != currentPercentage)

{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

}

EAMESR APl TEHEER EA T .NET 8 Amazon SDK

LTRER EAT NET B Amazon SDKEESR APl T# Amazon S3 Glacier ( S3 Glacier ) #4=#
HIR,

1. 82 AmazonGlacierClient 3£ ( FFim ) BIEHl,

REEEEENP TRYEN Amazon XiFi. BEALEFIRPITHIERESRERTIZ Amazon
X,

2. B3 4T archive-retrieval FEE2) InitiateJob %,

BE LB B — InitiateJobRequest EKMRFIREBESER , il , BEETHNWERN
PR ID, UREHE S3 Glacier AIE X HEF A EEMW AL Amazon SNS £/, fERMEAL , S3
Glacier IRE{E% 1D, ZWR L F—/ InitiateJobResponse FEHEHIH,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN **=*",
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;
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A LRI EFZTBE , LAiER S3 Glacier RAAERHEN —I9 , MU TERMT. ZEREE
S3 Glacier RAEZREEMN 1 MB E| 2 MB Z49»

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***'",
}
};

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

BURMERNESHECEFHRETRNES . NMREBEXHERIZE T HRIR Amazon Simple
Notification Service (Amazon SNS) B BEHEE , HEFEZBNEFEIEE 7 Amazon SNS E
B, Nl S3 Glacier R EEREFEMZEBRIEEE . AT oL HNRBREEAERT S3
Glacier B9 Amazon SNS k& fEE.

kA AT LB B Describelob &R S3 Glacier SREBEER RIS, REMM |,
F Amazon SNS FE#TEH T —RHENFE,

4. BIWIT GetJobOutput FETEHAESHH ( BHREBUE ) .

WA LUE B2 — 1 GetJobOutputRequest KHEFIRIBEIERER |, a0 , F55 1D MXHE
B S3 Glacier IREI % H{ZF GetJobOutputResponse I RHF,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
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JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

BHHNRABRATERENMSHEH, BUNEFEHBRIRREEHN -2 , REBIEEH
GetJobOutputRequest FIEEF I SEE AR/ XIR T 85BN

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
Iy
getJobOutputRequest.SetRange(0, 1048575); // Download only the first 1 MB chunk of
the output.

R EH GetJobOutput EARS , S3 Glacier REIE THMNWHBRET 2 HREM (WRFE2EBESR
H), BREZER , B THEBUERZRRE A,

ERANTRPRERER , EREUIUERFHITERRM , FFEE S3 Glacier MR H R IEH R
B AMELE,

NFEE T TEEENERIMEEL , HRREEFHERN , E28FERERZNTENRE

M (SHA256TreeHash), #RA]EAMEFAXAMERS —FWIUTRUE THHNENF T EE N EBEML,
filan , MREBHEFSUREUREEFEXNFTHREEE , ARUXRTHREE , FHENEN
GetJobOutput HRIGRE—MREM , WEAUEEFFHITEETHNENBIOREN , RS
TERERE, BULUNEES S3 Glacier AN SN HRESERMETHRBMALEE |, LAIA
ETHNWEANEZTEE S S3 Glacier F 1N ETHSEE MG,

ETHMIUTENTE , ESH =62 . FASR ERAT NET B Amazon SDKT & i H BV K AP
BmEME,
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w1 ERESR API REMRE ERTF NET 89 Amazon SDK

LU C# 1’%@/?15']%M?‘§EE’9§C1¢J§T$H¥§ 15’:%5"3&}: ZRBI&IEE — GetJobOutput BAF
THEAN AL, BXRUXRTE BN RE , SRR 2 . FHAD R EHT NET B9 Amazon SDK
T & HER AP B RRZE,

ZRBIMAITATES -
« & & Amazon Simple Notification Service (Amazon SNS) £ &

SERES S , S3 Glacier 2@ ERALIXEH,
- i%&E& Amazon Simple Queue Service (Amazon SQS) A%

ZRGIEZEA B IR B , BUE Amazon SNS B AEW & H B
« BHESUATHIEENESE

EESERD | ZRHELIEE Amazon SNS £ |, LU{E S3 Glacier IR ERRES B RIEBEE.,
- EHIH®ZE Amazon SQS AFIREBHE,

WMREHEE , M4 JSON , HREFFRBERNTR. WREKITER , WTHHR, ZRETR
I JSON.NET FE ( i5Z 5 JSON.NET ) k% 41 JSON.,

- BEMBRERIZER Amazon SNS EF M Amazon SQS RA 5IIE KA < i,

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadlLowlLevelUsingSNSSQS

{
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static string topicArn;
static string queueUrl;
static string queueArn;

static string vaultName = "*** Provide vault name ***";
static string archiveID = "*** Provide archive ID ***";
static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =
nen 4
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
n {Il +
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \'"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
" I+

n }Il +

" I+

" 1"+

"3

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();

}
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catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }

catch (AmazonServiceException e) { Console.WriteLine(e.Message); }

catch (Exception e) { Console.WritelLine(e.Message); }

finally

{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{

Protocol = "sqgs",

Endpoint = queueArn,

TopicArn = topicAzIn
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1)

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
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Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WritelLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)
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using (Stream fileToSave = File.OpenWrite(fileName))

public static void CopyStream(Stream input, Stream output)

{
{
}
}
}
{
byte[]

CopyStream(webStream, fileToSave);

buffer = new byte[65536];

int length;

while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{

output.Write(buffer, @, length);

}

w2 RS EAT NET B9 Amazon SDKT &4 HER APl R

AT C# REBRBIM S3 Glacier KRR, ZRBRHISBEITE GetJobOutputRequest HIETH
EEFZTOERURRTHESH .

using System;
using System.
using System.
using System.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.

Collections.Generic;

I0;

Threading;

Glacier;

Glacier.Model;
Glacier.Transfer;

Runtime;
SimpleNotificationService;
SimpleNotificationService.Model;
SQs;

SQS.Model;

using Newtonsoft.Json;

using System.

Collections.Specialized;

namespace glacier.amazon.com.docsamples

{

class ArchiveDownloadlLowLevelUsingSQLSNSOutputUsingRange
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{
static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName = "*** Provide vault name ***";
static string archiveld = "*** Provide archive ID ***";
static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***'";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ\"" +
n }Il +

n }Il +

n }Il +

n :lll +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
DownloadAnArchive(archiveld, client);
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}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicAzrn
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl

topicArn });
queueUrl });

static void SetupTopicAndQueue()

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);
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// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);
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private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)

{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
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using (Stream fileToSave = new FileStream(fileName, FileMode.Create,

FileAccess.Write))

{

long currentPosition = 0;
do

{

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =

client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}
currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{

byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}
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£ REST APl T#if4=R

5/ REST AP Ty

THERZ— D ARNTRERE.

1. B3 archive-retrieval XEWESE, BXEZER |, BESHE BanfEdl (POST 1ML ),
2. EFERE , THHERBE, BXEZER , SR REESHE (FREUAH ) -

{#F Amazon S3 Glacier T £;#42% Amazon CLI

BRI LAMER () £ Amazon S3 Glacier ( S3 Glacier Amazon CLI ) # Amazon Command Line Interface
TEHE

F&

o ( FREMH ) ®IE Amazon CLI

- 1l : A TEHHZE Amazon CLI

( FoRFZM ) ®RE Amazon CLI

1. T#HHEE Amazon CLl, x4 , 52 (Amazon Command Line Interface AF1E ) FHY
LTFE®R :

IE £ %% Amazon Command Line Interface

IEfE B E Amazon Command Line Interface

2. EHSEREFTHAUTHSRBIESEN Amazon CLIZE., XEHSEESRNEMEL , Ak
565 A BRIA B B )RV EAIE .

« ZEAEA help 5 F,
aws help

s ERIMEHEKF, L S3 Glacier XHEMFIEK , EMEA list-vaults @
. 123456789012 A H) Amazon Web Services I/~ S iE ik,

aws glacier list-vaults --account-id 123456789012
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- EEFEMNYFIEEHIE Amazon CLI , iEFEHaws configure list@®,

aws configure list

Bl fE T E A= Amazon CLI

(@ Note

BETHNR , BLTAEHE ID, FR]R 1-4 FREMNE ID, RECLMEE THESE
D, BBESE 5 bFo

1. A initiate-job BB BERRRES. BREMEFIHENEE D,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FRERsa

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#M describe-job EREL—N EFHRE

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FERsa

"InventoryRetrievalParameters": {
"Format": "JSON"

b

"VaultARN": "#**#* vault arn ***",

"Completed": false,
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"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BYMERNEFREHCEFEETHNESR, ZZD%MEB'Z#ﬁEF& THRARE K REEBHES
E'Ha;:ET Amazon Simple Notification Service (Amazon SNS) E£& , | S3 Glacier 2 E EKESF
fEmix EHEE

B LRENHENRSEEHNBEANEE, EXEZEER |, 55 £ Amazon S3 Glacier FELE
XHEBH., RELXEBESH , S3 Glacier A MIBEMN SNS THKIEH R,

4. TG , £ get-job-output R FRMEIL TEHEIXH output. json., WXHFHITEERHN
=R D,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

Tt — N2 AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

13
5. f£M initiate-job W TEIRBEXMHEFENMMEENIE. LFEEEAFSH , W THEHAR

B archive-retrieval,
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aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archiveId
***\II}II

6. %%F archive-retrieval S5/, A describe-job SR E L — N HHRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. ERERESE , A get-job-output H FTHEWRE,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

I ER Amazon S3 Glacier H Ry Y2

TFo3%EH Amazon S3 Glacier ( S3 Glacier ) B2 4| A MIBRRIE. EMIBREYZE | XFEH Amazon
Command Line Interface (CLI) 4 ERD , BEiEMEA REST API & fEA &R T Java B Amazon
SDK FI.NET @REER HMERER, UTEBEA T WAEA EAT Java B9 Amazon SDK F1.NET
A8 E. REST API #Ml, Amazon CLI

=30}

. /A 5EAT Java B9 Amazon SDK

« 5 Amazon S3 Glacier il BrR#4 2 5EFHF NET B9 Amazon SDK

« A REST API filE& Amazon S3 Glacier £4%

« £ Amazon Command Line Interface?E Amazon S3 Glacier il Br#43

BRI AN E — IR BR — N4, EMIBRIYE |, BN EMBRIBERPIEERE ID, EALLUETT
RO TEEENGENXHEBTLERKIREBR ID. BEXTHEXHEBFLENESER , BSHAE
Amazon S3 Glacier ¥ FE X4 EFE,

ERERAEERE | BN EREINERBRERNRRES , EHRRREFTLENK.

FEEMIBRAS SR |, WARASE ID EERTHRRERTREKY , BAERKY , E4BURT THHZ

= .
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- MR S3 Glacier WEIMBRARIBE RN , MROREFEERMH N THERZHIE , UIMRRERE
ATRE 2 KM,

 2NIR S3 Glacier WEIMIBRIERIE R , HERREFERIDEN THAERFHEE , WENEBTH
o

BREERRNESER , FSH 1 S3 Glacier F FHHE"

LREREEFN. BEREHBRNERT2SHHEIR,

MERERE  MREVTHRHEER , WEeWRLEIRPIFEEMBERIIESR , BN S3 Glacier
BRANRAERE —RXHEFEEE,

H A EAT Java B Amazon SDK

LT REER ZERT Java B9 Amazon SDK &4 API BIBRRY =M S,

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,
BEEEETHERRMEERN Amazon XiF, BEALEFHERITHRAERESERTZ
Amazon X1,

2. Bid8|E — DeleteArchiveRequest EHISEHIREFEREL,
BEERMME ID, XHEZHMENIKF ID, REFRMEKS ID, WRELFEHASEREM

RN ERZZIEBHEXBKNIK, ID, BEXEZEE , B3R EHT Java B Amazon SDK &
Amazon S3 Glacier 2 E{#EH,

3. USHH RN IBBIBERIR , 1317 deleteArchive Fi%,

BUF Java KBS ER LB T BIERY S IR

AmazonGlacierClient client;
DeleteArchiveRequest request = new DeleteArchiveRequest()
.withVaultName("*** provide a vault name ***'")

.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);
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@® Note
BXRIEZE REST API W{EE. , BSRMIBRINZE,

- EEAIBRRSZER SZERA T Java B Amazon SDK

LAF Java BRI EA T Java B9 Amazon SDK £ FAIBR#ER., BXRIAZTLELRHIE step-by-step
WEA , ES R Eclipse =17 Amazon S3 Glacier B Java Rl &5 5 #H X4 E R T 2510 Br Ry
=z ID ZEE TR,

Example

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class ArchiveDelete {
public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
// Delete the archive.
client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
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System.err.println("Archive not deleted.");
System.err.println(e);

5 H Amazon S3 Glacier Ml Br#42E SEAF .NET By Amazon SDK

BT .NET #9 Amazon SDK APIs 28 & SR AFERRAEBRME T — I BRERBN 5 E.

F;
- ERANEER AP BIERREE EHT .NET B Amazon SDK
- ERESR API IBREEZR EA T NET By Amazon SDK

FRN S5 API #IBR#R EA T .NET 89 Amazon SDK

ZE% API B9 ArchiveTransferManager KM 7 &R LA A KMIBRIEZEMN DeleteArchive 75
o

T~ ERRNE%RE API IBR#E SEA T NET & Amazon SDK

LT C# REBRHMEANE R B API SEATF NET B Amazon SDK RMIBR#4Z. B X< MMEIE 1Tk RHA
# step-by-stepiifR , HSRETRE RS, BEEEFHMEM AR ID L RIABE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
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{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

EAES API HIBRASZER SEAF .NET 89 Amazon SDK

UTEMA EATF NET 8 Amazon SDKHIBRH RN S B,

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,
LEEREEREERRAIEEN Amazon XiF, BERALEFHHITHRMERESERTZ
Amazon X3,

2. Bid8lE — DeleteArchiveRequest EHSEHIREFREL,
BEERMMER ID. XHEBHRMNENKS, ID, MRETREMKS ID, WRGESEASERBMEHEK

MNiERLZWIERBAXBENIKS ID. BXEZELR |, 155 Amazon SDKs 5 Amazon S3 Glacier
EEAER,

3. LS BERNIRHEIBFERIR , B1T DeleteArchive %,

T EARIRE AP HIER#4ZR EA T NET 89 Amazon SDK

LUF C# RBIGEEE T R E R PR, ZRBIERMER AP EAT .NET #9 Amazon SDK R BRI .

® Note
BXRIEE REST APl W{EE. , BESRMIBRIEZE,
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BRIMMAZETIRBIR step-by-stepifl , HSRZTRIB RG], BREEHMFMERE ID ZE R
KB,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void DeleteAnArchive(AmazonGlacierClient client)
{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName = vaultName,
Archiveld = archiveld
};
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DeleteArchiveResponse response = client.DeleteArchive(request);

}
}
}

£ REST API #flBk Amazon S3 Glacier 4%
& 0] LA fE R BR A4 2R API SR BRIYZR

- BXBIBRMAE APINESZEER | HS5H MBRAE,
- BXfEH REST API WW{EE. , 1§25 Amazon S3 Glacier B APl &%,

£ 8 Amazon Command Line Interface?® Amazon S3 Glacier F i B4

EATLAEER () MIBRIE D% S3 Glacier (S3 Glacier Amazon CLI) ##9 Amazon Command Line Interface
EES

=3
o ( HHR%ZH ) ®RE Amazon CLI
o 5 - {5 M ER#42R Amazon CLI

( FoR%M ) I_RE Amazon CLI

1. T#HHBEE Amazon CLl, BXi%EA , 52 {Amazon Command Line Interface AF188) FHY
LT ED :

IEfE &% Amazon Command Line Interface

IEfE B E Amazon Command Line Interface

2. ENTERETHAUTHORBIEEHN Amazon CLIEE., XEHEESRNEMET , Bt
5465 P BRI B B STV R AE o

- ZEEEMA help B HS
aws help

- ERREEEENKFS, L S3 Glacier MHEMFIXR |, EEH list-vaults &
o 123456789012 A H) Amazon Web Services W~ F i ik,
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aws glacier list-vaults --account-id 123456789012

- EEEMNHFIBEEHIE Amazon CLI , EfEMaws configure list@®o

aws configure list

Bl fE A ER#4 2 Amazon CLI

1. A initiate-jobin B EFEEES.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FRHRs H -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. fE£H describe-job TR E £ —PMREFHIRE.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FERs

"InventoryRetrievalParameters": {
"Format": "JSON"
b
"VaultARN": "#**#* vault arn ***",
"Completed": false,
"JobId": "*** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
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"StatusCode": "InProgress"

BUAMEREISHECEFRETENESR., UREEXHESEETBARE , AEEBZHES
BH#EE T Amazon Simple Notification Service (Amazon SNS) £ , | S3 Glacier 2 EREE
EEZEBRIEER.

A LG ENHENSEEHNBEAEE, BXEZEEL , HSH £ Amazon S3 Glacier FELE
NHEBEN, RELXESEEMY |, S3 Glacier AMIEER SNS TFRIEHEE,

4. ERHE , £ get-job-output@m HRFRRES FTHEIX M Poutput. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

Tt — MRS AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"#*** archive size (in bytes) ***",
"SHA256TreeHash":"**#* archive hash *#*#*"

}
{"ArchiveId":

1}
5. £ delete-archive BHMIHETMRS P , BEFRETAFR,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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Amazon SDKs & Amazon S3 Glacier & i {&

Amazon A& SDKs 71 Amazon S3 Glacier F AR FfEF. SDK E@EJKRE S3 Glacier APl , 3L
LB RIEES. Bl , I F X% Z] S3 Glacier WENER | XMBFEXE T RERIFENFER, £
A SDK ER , BRAEEERBHEM Amazon ZL2iIEH , EATELENSEHNEITEELEE
S3 Glacier BiEKA, ©11 Amazon SDKs £t TS BIKE REST APl BWE |, HIEE T A TEN
¥a) 3t 17 SR A0 40 32 0 7 9 3T R

FB

« Amazon Java #.NET #Y SDK FE

» ¥ S3 Glacier 5 S Amazon DK #t

« SERAT Java B9 Amazon SDK 5 Amazon S3 Glacier ¥ Bt {#

« BHAT NET # Amazon SDK 5 Amazon S3 Glacier ¥ & £ A

Amazon Command Line Interface (Amazon CLI) & — & A T EE & Amazon Web Services fR5
M ( B¥E S3 Glacier ) W4i— T B, AXTHEHMWER Amazon CLI , i5ZFAmazon Command
Line Interface. &< S3 Glacier CLI s wHI%I%K , FZ 0 (Amazon CLI 855 %) hitps:/
docs.amazonaws.cn/cli/latest/reference/glacier/index.html,

Amazon Java F.NET #J SDK [E

Amazon SDKs 5&fF Java F1.NET WM T ERMNERTFERE,

WA LAMEAAF L EIER P EHTF Java B9 Amazon SDK FIkE#HK A Amazon S3 Glacier B 5& A
F .NET 89 Amazon SDK =4,

ftAREE API ?
BRRSEREFEEZZMRE S3 Glacier XFHIEKE REST API ( Amazon S3 Glacier B9 API & ) , Xt

T8 S3 Glacier REST &4 , B4 API FRE THNMN A ZE., ATRHBEREENERIR , UK
AT 4 S3 Glacier MR MEN N R, BRTEBRFERIKE S3 Glacier IEHN R TEE,

ERAXEHRHEFAXTIESENEELR , S HEERT Java B Amazon SDK 5 Amazon S3 Glacier &8t
FEAMERT NET 8 Amazon SDK 5 Amazon S3 Glacier &8 {E

Amazon Java H.NET ¥ SDK & API fRZ 2012-06-01 176


https://www.amazonaws.cn/cli/
https://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/cli/latest/reference/glacier/index.html
https://docs.amazonaws.cn/cli/latest/reference/glacier/index.html

Amazon S3 Glacier FRARIER
fTAREER API?
RNTH-—SECNARFETR , SEFENRERERARTESRNHMR, Bl

- FRER—ECRERR AP LERR | NRT XHEUREEEEDREEENGERMRUN
FRZEERMERARNBREMN ( SHA-256 WK H ) . ER , B8R APl 2R EITERK N,

- TERRINHEEFLE—ERAERR AP THHE , SEXERIES , FHESFTHA , RAFRE
&l BEEREMMAERIEE Amazon Simple Notification Service (Amazon SNS) & ,
LA{E S3 Glacier EE L ERABAE, 1 , EEFEFEHAENCHIFRRETSEREERD
EXMEEZET, ZERAPIRETATTHHEENSGE , ZHE2LEMENXESR, BRE
EEME ID UREERE TEROBTER HREE,

ERXERBEFAXTIEGENEES , BSFEERT Java B Amazon SDK 5 Amazon S3 Glacier &8t
FEAMERAT .NET 89 Amazon SDK 5 Amazon S3 Glacier #£E £,

At fE A S RAER API?

BE , MRER API RHTERTREMENGE , WENERSR AP, RAXHFLEREE, B
=, MRER APURBRMEIZINEE , NETUERER AP, 5, ER AP E R FXRERITHRE
2Hl(plm, EREIAMBHTERNZE ). filn, EAMERN , S8 AP 2FAXHRIKRAER
HHE-—BREPFLEEHE  EREASRLEME AP, I, ZAPIZEERENEREE , WHUE L&
AMEHIT, BR , ENNAEFIRFENXLERE#TANELRS , EXMBERT , EAIUERER
APl,

¥} S3 Glacier 5 S Amazon DK &t

Amazon BR# T K EH (SDKs) IR THZRITHERIES . BNREFRITESWMEM API, KRBT
BIMHE  ETFRAREBERMBUEERESHENAER.

SDK 3 #4

Amazon CLI

EATF Java B9 Amazon SDK

&R T JavaScript B Amazon SDK

ERAT NET 89 Amazon SDK
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SDK 3 #%

EATF PHP #9 Amazon SDK

Amazon Tools for PowerShell

& A T Python (Boto3) # Amazon SDK

&R T Ruby B9 Amazon SDK

ERAT SAP ABAP B9 Amazon SDK

BXREET S3 Glacier W RAI |, SR EA S3 Glacier B3 =] Amazon SDKs,

iEFF Java B9 Amazon SDK 5 Amazon S3 Glacier &8t

RIS # S3 Glacier ( S3 Glacier ) &R T Java B9 Amazon SDK 2% T SR FEKLK APIs , TN FT
R, Amazon SDKs 5 Amazon S3 Glacier B AB X THWER EA T Java B9 Amazon SDK
BEZEERT Java WL E% SDK,

(® Note

Fif A S3 Glacier EEH T Java B Amazon SDK 2t TR IR LT ik, MARENOIZE—
NEPFBHELEECHESFRALEF K , BRONIERN —MHKESLRE,

£

« ERRR AP

- ERER AP

« fH Eclipse 21T Amazon S3 Glacier & Java =4l

« REWR

FERAES API

K4 AmazonGlacierClient 12 7HREI | S3 Glacier (Amazon S3 Glacier ) API 32&) HWIKE
REST &ENFIE 1. HRAEREM—FIEER | SELMGEBRNNBERTR , FRHPHEFR ;
FiZzMNNRP , HEATUEMRERE S3 Glacier MR,
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f5lan , AmazonGlacierClient KiIBM T createVault FERBIEXHE., LA EZLMHIKREN
RIS FE REST 21 (B HQIENHE (1RENXHE )”) . EFEALSZE , B4MEIRZER S3
Glacier l9RHY CreateVaultResult S RAISEH| , LT Java RIBERFIR :

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

ERPHNAA RS REIERER T &R,

(® Note
EOIEERE , STENRIBERLIEE AccountID, 1BR |, AR EA T Java B Amazon
SDK , #&RAccountIdHW 2 AER , Rt AIEEPFHMERE REAEFSEREL
{8, AccountId®i=@ Amazon Web Services i F13E, LWEXNSATEFBERNEREX
BXHY Amazon Web Services I/ ID #BICHL, & AILAHEE Amazon Web Services IKF ID |,
AILLEIRIEE -, EXAER T , S3 Glacier FAS A TXEERNEREREA Amazon Web
Services K7 ID, MREIEELNIKF, ID , BOEEPESEEFR. FRA ERT Java By
Amazon SDK , tNRETFRMK, ID , MESFK, IDRER -,

RS AP

RTH—SEWCRNBARFEFL , ERT Java B9 Amazon SDK 24t 7 RIEKEK APl R FE L5 ESSN
BB RMNArchiveTransferManager®, ERAMRERE TERNAZ , Hl0 upload
download Fi%.

Flan | AR Java REBEXER T upload R A ER EEME,

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";
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ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveIld = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

BFEE , BRITHWEMRESRER TEEEAchiveTransferManager N KAt 5 EHR Amazon
Xig, MREKRIEEEA Amazon XiF , NI EHTF Java B Amazon SDK i&iEus-east-1 1 E1IA
Amazon Xig,

LIEERNRE SRR HIEMER T WEX,

® Note

B4 ArchiveTransferManager XA LUEI AmazonGlacierClient EHI
AWSCredentials SEfIk#3i&,

£ Eclipse 21T Amazon S3 Glacier #J Java R4l

All Java REBROIMNHE £ 5N B RERKIH Amazon Toolkit for Eclipse. BRALZEREEHEILED
B MRANEELR | 583 http://aws.amazon.com/eclipse. LA TES 5| S &1 AN XA PR 4L A
Java BB =41,

B2 Java KB RAIMNENIRE

1 FRERTE A mazon SDK fo Amazon r Java F 12t Amazon Zif & F Java B9 Amazon
SDK AR | HEHIEH 6l 2 BRI SR B S,

2 £ Eclipse R8I —/NHTH Amazon Java BB, B A EHTF Java B Amazon
SDK# 1T T LR E.

3 FRBMNEEEF RN EHZENIE

4 BIREEEMEREEHNNRDE, 4l , MR EAEAMNH |, NEERHSTHRENZ#E
Z Mo

5 BT1ZAB. RIEREEEA Amazon Web Services Management Console |2 7 XI K.

BXZWEZEE Amazon Web Services Management Console , &8 http:/aw
s.amazon.com/console/,
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FRARER

RE WK

BRiINERT , FRT Java B9 Amazon SDK AL KT mhttps://glacier.us-
east-1.amazonaws.com, FBAILLERNIRBERS , MELT Java RBERFI o

BUT I ER U B AAIE AR R AP Fim QIRE N ZE B S (REBRKM ) XE (us-west-2)o

Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

UTRBREANAERASHR AP FiR QIRENKE B (HBRMN ) X,

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgqsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint('"sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sgsClient,

snsClient);

BXRZEH Amazon XML iwmT a5k | FS 151 Amazon S3 Glacier,

EAT NET 89 Amazon SDK 5 Amazon S3 Glacier & #t £

EAT .NET 89 Amazon SDK API £ Af HAWSSDK .d11, BXTEHMEE EHT NET 8 Amazon
SDK , %2 RAIMCEEE, tdarRAmazon SDKs 5 Amazon S3 Glacier 8 {#E A , sEATF NET

B Amazon SDK £ 7 5 FMEL 5 APIs,

(® Note

K% API MIER APl RELEL L F P wK IR S3 Glacier. NARFNEIE—MNEFiRHAE

SRCAESECALEFR , SRR IERN —TIRESRK.

A%
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£

« ERER AP
- EASHK AP
« BT RS

« REWR

£ AR API

K4 AmazonGlacierClient K124t 7B Amazon S3 Glacier ( S3 Glacier ) (Amazon S3
Glacier ¥ APl &) WIKR REST BENE S ZE. WA PEM—FAER , BELMIEERH
BRIAR , HIREWBIIR , FIEAK LT AT N3 R A EEERE S3 Glacier Wi R,

f5lEn , AmazonGlacierClient iR# T CreateVault AERBIEHE, WA ZELMEBE
BRI 4E REST BE (BSHCIEXHE (REXHE)”) . BEERALEE , BX4H61E
CreateVaultRequest # CreateVaultResponse KMSEH | LUIRHERE B MU S3 Glacier
MR, BBAT C# REBERFIR :

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()

{

AccountId = "-",
VaultName
};

"%** Provide vault name ***"

CreateVaultResponse response = client.CreateVault(request);

EETNRERRSOIESMERT WEK,

(@ Note

ERIEE RN , STENARBRAIEE AccountId, B2 , AR EAT .NET & Amazon
SDK , #XRAccountIdHhM 2 WERN , Rt AEREFHNMERR RHFSEREL

{8, AccountId®=@ Amazon Web Services i F13iE, LWEXNSATEEBERNEREX
EX# Amazon Web Services Ik ID fHIEEL, & A LAIEE Amazon Web Services Ik~ ID ,
AILLEIRIEE -, EXAER T , S3 Glacier FASA TXEERNWERE<EA Amazon Web
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Services Ik ID, MBEIEELNIKS ID , FNEED IR EFTR. FHAN FZRAT NETH
Amazon SDK , HIREFRMEKF, ID , MELFTK, IDRERN -

FEAESH AP

RNTH—SECRNARFEF L , EBRAT NET #9 Amazon SDK 2% 7T 7
{f€ArchiveTransferManager{ APl FIR L FEZXMESRINMRNE, CHAMBRERETH
B A%, Bl Upload M Download,

Bilgn , LUF C# RIBEREER T Upload BRGER LA,

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archivelId = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

HFEE , BHITHEMRESER T EEGEArchiveTransferManager W KA 5 E/ Amazon X
B, LIEMPNAMESRTOIEMER T HHER,

@ Note

&4 ArchiveTransferManager EMAFERSH AmazonGlacierClient EF W , &1
REREBZEFHREL ArchiveTransferManager 812 ZE ik,

E TR R

AT .NET RBROINEEEFRNRLE &R T NET B9 Amazon SDK, BEXEZEE , BHIEAR
F NET 8y Amazon SDK,

DTERAEERR TNt iEmPREN KB ROINSER,
B8 NET REBRHIN—MRIE ( £ Visual Studio )

1 REBIEHAT.NET B9 Amazon SDK £ & Amazon EUFF A | JEHYIUE P 612
Amazon EiF & 34

BRBE AP API fRA% 2012-06-01 183
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2 £/ Amazon ZZI1 B R R 8 2% #Y Visual Studio T B,
3 FFIE X Program.cs HHRBEHIRAEEZEERNIBD FHRE,
4 E1T1ZAB, BIEREAFA Amazon Web Services Management Consolef| 2 7 X¢

R, BXHEZELE Amazon Web Services Management Console , 51718 http:/aw
s.amazon.com/console/o

X B U R

RINVBERT , FLImT R ERAT NET B Amazon SDKRERNEEAESR ( BENX ) XiF (https://
glacier. us—west—Z. amazonaws.com), ZRAI UL IRT RIRE N HAl Amazon X , BB T C#
FERFTRo

BUT B B B Al E R R AP i IREB N EE B E (RENKM ) XE (us-west-2)o

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

LT RBEREANAEASR AP Fim QUIRENXEES (RBRIMN ) X,

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

BXRZFN Amazon XML HET SWKHF K , iS58 Amazon S3 Glacier,
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£ S3 Glacier B9X1B 4] Amazon SDKs

TR RAIESRT WAHF S3 Glacier 5 Amazon B 4EFF X EH (SDK) —EEMA,

RERKBEEFNRBER , YAELTXXHET. BALNEIRET B ERALENMRSEYE , &7
LB EHBEXZ RN ETXERRKE,

ZEROEZBRAMIBEITE — MRS FIAAZSMNHEEEE M Amazon Web Services FRERFZ LS XK
SERBETSHRB R,

BX S Amazon DK FF R EHismMAB RO TEIIEK | i5SR S3 Glacier 5 S Amazon DK i, Z
FEEBIEERAINEERLUREXEFH SDK iAW IFEMAEE.

T 36 6 A

Hello Amazon S3 Glacier
UTRBREERT WAFEER Amazon S3 Glacier,
NET

EATF NET 89 Amazon SDK

@ Note

EREZHKEER GitHub, ERZERAE| , F S WAE Amazon K8 =PI 17 & it
TIREMIZIT.

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier

{

static async Task Main()

{

var glacierService = new AmazonGlacierClient();

API fR7s 2012-06-01 185


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/EventBridge#code-examples

Amazon S3 Glacier FRARIER

Console.WriteLine("Hello Amazon Glacier!");
Console.WritelLine("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
Console.WriteLine($"{vault.CreationDate}:{vault.VaultName}, ARN:
{vault.VaultARN}");

}
}

« BX APIWFAEER , B3 EAT NET 8 Amazon SDK APl &#ListVaultsH# .

KB RBI
« A S3 Glacier WEZRH| Amazon SDKs
* Hello Amazon S3 Glacier
« A S3 Glacier #11THY#R ¥ Amazon SDKs
+ AddTagsToVault5 Amazon SDK = CLI B&fF
+ CreateVault5 Amazon SDK = CLI B2 &
+ DeleteArchive5 Amazon SDK = CLI B2 &£/
+ DeleteVaults Amazon SDK = CLI B2 &
« DeleteVaultNotifications&5 Amazon SDK =% CLI it & H
+ DescribeJob5 Amazon SDK 5 CLI Bl & H
+ DescribeVault5 Amazon SDK B CLI B2 & £
+ GetJobOutput5 Amazon SDK 5 CLI Bt &fEFH
+ GetVaultNotifications5 Amazon SDK = CLI BB & H
« InitiateJob5 Amazon SDK = CLI EE &£
+ ListJobs5 Amazon SDK & CLI Bi& A
« ListTagsForVault& Amazon SDK = CLI E&
- ListVaults&5 Amazon SDK = CLI Ei & & F
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 SetVaultNotifications5 Amazon SDK =% CLI B2 &

+ UploadArchive 5 Amazon SDK 5} CLI Bt &

+ UploadMultipartPart5 Amazon SDK =% CLI B &

« f#F S3 Glacier #9915 Amazon SDKs

» fEH Amazon BT & T BB XHERE| Amazon S3 Glacier , SREUBHH B31ES

+ 3REX Amazon S3 Glacier B¥RA R HEH Amazon 4T & T EIMBRER

£ S3 Glacier WE A /Rl Amazon SDKs

UTRBREERT WA Amazon S3 Glacier B E A HiR Amazon SDKs.

=l

* Hello Amazon S3 Glacier

« {5 S3 Glacier #11TH#®/E Amazon SDKs

AddTagsToVault5 Amazon SDK 5 CLI B &1
CreateVault5 Amazon SDK 5 CLI B2 & &£
DeleteArchive 5 Amazon SDK =, CLI Bl & F A
DeleteVault5 Amazon SDK = CLI Bt & A
DeleteVaultNotifications 5 Amazon SDK B CLI & & F

DescribeJob5 Amazon SDK = CLI B &
DescribeVault5 Amazon SDK = CLI B2 &£/
GetJobOutputsS Amazon SDK = CLI Bt &1
GetVaultNotifications5 Amazon SDK = CLI B4
InitiateJob5 Amazon SDK = CLI Bi &
ListJobs&5 Amazon SDK = CLI Ei& 5 A
ListTagsForVault5 Amazon SDK 5 CLI #ii & & F
ListVaults55 Amazon SDK = CLI & F
SetVaultNotifications5 Amazon SDK = CLI Bl & F A
UploadArchive 5 Amazon SDK 5 CLI &t & & F
UploadMultipartPart5 Amazon SDK = CLI &t & &£ F

EAXTRE
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Hello Amazon S3 Glacier
LTRBREIBRT WMMAIFEAEER Amazon S3 Glacier,
NET

ERATF .NET 9 Amazon SDK

(® Note
EREZHKRIEER GitHub, BEHRFEERH] , %3 MATE Amazon 5 7~ 6 17 6% & it
TRENZT,

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier

{

static async Task Main()

{

var glacierService = new AmazonGlacierClient();

Console.WriteLine("Hello Amazon Glacier!");
Console.WriteLine("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)
{
Console.WriteLine($"{vault.CreationDate}:{vault.VaultName}, ARN:
{vault.VaultARN}");
}
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- BX APIWVFAEER , B3 EAT NET 8 Amazon SDK APl &#ListVaultsH .

BX S Amazon DK F A BIEEMNAEB RO TESIXR | S S3 Glacier 5 S Amazon DK i, 2
FBREEERAIINEELIREXRLEH SDK RAHIFMAE L,

£/ S3 Glacier #11THI##E Amazon SDKs

BT REROER T MAERHITEA S3 Glacier #4F Amazon SDKs, /N REIEIE —ME@AEE
£ GitHub , B EEFRKIBXRENSTRBAIEHA,

XLERBTIEEMAT S3 Glacier APl , RUANE L TXHETHAEBFNABNIE, BUTUEEA
S3 Glacier 937 = Amazon SDKs 44 F TX&EERE,

LT RO BIERERNIRIE. BXxTEY XK , BHSH Amazon S3 Glacier APl %,

Rl

+ AddTagsToVault5 Amazon SDK = CLI B&

+ CreateVault5 Amazon SDK = CLI Bt &/

+ DeleteArchive5 Amazon SDK = CLI B2 &£/

+ DeleteVault5S Amazon SDK = CLI B2 &/

+ DeleteVaultNotifications5 Amazon SDK = CLI Bt &£/
+ DescribeJob5 Amazon SDK 5} CLI Bt & H

+ DescribeVault5 Amazon SDK = CLI B2 &£/

+ GetJobOutput5 Amazon SDK = CLI Bt &1 A

+ GetVaultNotifications5 Amazon SDK = CLI Bt &£
+ InitiateJob5 Amazon SDK =% CLI Bt & A

+ ListJobs5 Amazon SDK & CLI B@& A

+ ListTagsForVault5 Amazon SDK = CLI & & & F

+ ListVaults5 Amazon SDK = CLI BB & H

+ SetVaultNotifications 5 Amazon SDK = CLI Bt &£/
+ UploadArchive 5 Amazon SDK = CLI &5 5 F

+ UploadMultipartPart5 Amazon SDK = CLI & & £
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AddTagsToVault5 Amazon SDK = CLI Bt &£

TR RERGVERMNASER AddTagsToVault,
.NET

SERAT .NET 89 Amazon SDK

(® Note
EHEZHRIEER GitHub, BEHRFEERH] , % WMMATE Amazon 5 R 6I 17 6% & it
TRENZT,

/// <summary>

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>

/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,
string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
},
AccountId = "-",
VaultName = vaultName,
};
var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;
}

« BX APIHiFES |, 210 EA T NET 8 Amazon SDK APl £ #AddTagsToVaultd
Y,
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CLI

Amazon CLI
LT SEAERN my-vault BXHEFRMAMRE

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --
tags id=1234,date=july2015

Amazon Glacier EFTIRERNEEZE—/NIKF ID S8 , BETLUEREFRRIEEEEFLRANIK
Fo

« X APIHiFMEER |, S Amazon CLI sG55 #&AddTagsToVaulth i,

BX S Amazon DK F X EBIEEMNRE RO TESIR , iS5 S3 Glacier 5 S Amazon DK i, 2
FBREEEXRAIINEELIRERLEH SDK IRAHIFMAE L,

CreateVaults Amazon SDK = CLI Bt & 1#
LT R RGERNMAIFER CreateVault,

BERFIRAEEFNREER , XA L TXHFIET. EUTRERGG | BUUEFLRENLET
X

- AEXH | KEBAFEHES

NET

ERTF .NET B9 Amazon SDK

(® Note

BB EZHXEER GitHub, EHRTERA , 3 WA1E Amazon K3 R B 1F 4% FE i
TREMZETT,

/// <summary>
/// Create an Amazon S3 Glacier vault.

/// </summary>
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/// <param name="vaultName">The name of the vault to create.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateVaultAsync(string vaultName)

{
var request = new CreateVaultRequest
{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,
13
var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");
return response.HttpStatusCode == HttpStatusCode.Created;
}

- BX APIWFAEE , BE2@ EATF NET 8 Amazon SDK APl 3#CreateVaulth i

CLI

Amazon CLI
DLTaaeIEERN my-vault BFISHEE -

aws glacier create-vault --vault-name my-vault --account-id -

Amazon Glacier EHATIRFR FE—NKF ID S% , (BE LAEREFRFREEE EE £ K
Fo

« X API NFAEESR |, FZ5MAmazon CLI i85S £ CreateVaultF i,
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Java

FEATF Java By SDK 2.x

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
import software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateVault {
public static void main(String[] args) {
final String usage = """

Usage: <vaultName>

Where:
vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[0];
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GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {
try {
CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. Bx API WiF4{E LR |, 53 Amazon SDK for Java 2.x APl £# CreateVaultf i,

JavaScript

& A F JavaScript (v3) WEHF XTI ES

(® Note
BEEZHEXEE GitHub, EHRTE R , Z 3 WMMAI1E Amazon X3 =617 = 3t
TIRENETT.
BIEE P i,
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const { GlacierClient } = require("e@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

BB HE,

// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {
const data = await glacierClient.send(new CreateVaultCommand(params));
console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
%

run();

- BXEZELR B2 (GERT JavaScript B Amazon SDK FF X A RIEE)

« BX API HFEES | 214 &M T JavaScript B Amazon SDK APl 2 # CreateVault®
o

EA T JavaScript (v2) WEEF X TES

(® Note
EHEZHKRIEL GitHub, EHRSEERH] , %3 MATE Amazon {55 76 17 6% & i
TIRENEZETT.
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// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object

var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });

// Call Glacier to create the vault

glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {

if (lerr) {
console.log("Created vault!");
}
1)

- BXEZELR , 200 (GERT JavaScript B Amazon SDK FF X A RIEFE)

« BX API HFES |, 214 5&A T JavaScript B9 Amazon SDK APIl 22 CreateVault®
9,

PowerShell

AT PowerShell

R ARPIKF OB XX E, BT RE-Accountld SHBMEAE , Eitt cmdlet /2K
AME 7 RERREHBIKS

New-GLCVault -VaultName myvault
i
/01234567812 /vaults/myvault

« Bx API iF4{E R |, 555 Amazon Tools for PowerShell Cmdlet 2Z CreateVaultf 8y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

- BXx API HiFMER , S EMA CreateVaultT Python BJAmazon SDK (Boto3) APl %,
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BX S Amazon DK F A BIEEMNAE RO TESIXR | ST S3 Glacier 5 S Amazon DK i, 2
FBRIEERAIINEELIRERLEH SDK IRAHIFMAE L,

DeleteAxrchive&5 Amazon SDK = CLI Bt &£ A
LT REREERNMER DeleteArchive,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X :

< REEER B F BRI

CLI
Amazon CLI
MBI BRI A
LR delete-archive RHIM example_vault FHilEREEFR,
aws glacier delete-archive \
--account-id 111122223333 \
--vault-name example_vault \
--archive-id ScOu9ZP8yaWkmh-XGLIvAVprtLhalLCGnNwN15I5x9HqPIkX5mjc0ODxrId3Ln-
Gi_k2HzmlIDZUz117KSdVMdMXLuFWi9PJUitxW073edQ43eTLMWkHOpd9zVSAuV_XXZBVhKhyGhJl7w
LS REREME T,
« BX API HiF4E R |, 3 Amazon CLI iS5 ZDeleteArchive 1Y,
Java

EAT Java B9 SDK 2.x

(® Note
EHEZHKRIEL GitHub, EHR RS , %3 MM TE Amazon {55 76 17 6% & i
TIRENETT.

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class DeleteArchive {

public static void main(String[] args) {
final String usage = """

Usage: <vaultName> <accountId> <archiveId>
Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.
if (args.length != 3) {
System.out.println(usage);
System.exit(1);
}
String vaultName = args[Q];
String accountId = args[1];
String archiveld = args[2];
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();
deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();
}

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
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String archiveld) {
try {
DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« Bx API NF4ELR |, 2 Amazon SDK for Java 2.x APl &# DeleteArchive Y,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
BB EZHEXEER GitHub, EHRTERA , 23 W{A1E Amazon K3 7R B 17 4% FE R i
TREMZETT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
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def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

- BXx API Wi ER , S UEMADeleteArchiveF Python #JAmazon SDK (Boto3) APl &
£,

BX S Amazon DK F X EBIEEMNRE RHIBNTESIRK , S5 S3 Glacier 5 S Amazon DK i, 2
FEEBIEERAINEERLUREX LR SDK iAW IFMAEE.

DeleteVault5S Amazon SDK = CLI Bt &EH
LT RE REERINAER DeleteVault,

BERFIRAEEFNREBESR , XA L TXHFIET, EUTRERGG | BUUEFLHRENLET
X :

« FREVEERA T FHIBRERE

CLI

Amazon CLI

TR hERE A my-vault BISTHREE

aws glacier delete-vault --vault-name my-vault --account-id -
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FRARER

WS AREREMi . Amazon Glacier EHITIRERNEZEE—NKF ID 53, &
FRIRIEEEEFEANIKF,

« Bx APIWFHELR |, HZ ¥ Amazon CLI iS5 #EDeleteVaultd Y,

Java

ERAT Java B9 SDK 2.x

® Note

A] LAfEE A i

EBEZHEREER GitHub, ERFZERH , 23 WA1E Amazon K58 RBIF 1 F Pt

—

TRENZT,

import software.
import software.
import software.
import software.

/**

amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.

regions.Region;
services.glacier.GlacierClient;
services.glacier.model.DeleteVaultRequest;
services.glacier.model.GlacierException;

* Before running this Java V2 code example, set up your development

* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html
*/

public class DeleteVault {
public static void main(String[] args) {

final String usage = non

Usage:

Where:

<vaultName>

vaultName - The name of the vault to delete.\s

man,
’

if (args.length != 1) {
System.out.println(usage);
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System.exit(1);

String vaultName = args[0];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {
DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()
.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. BAx API Ni¥4{E R , 3 Amazon SDK for Java 2.x APl Z#£DeleteVaultf#,

Python

i& A F Python #9 SDK ( Boto3 )

(® Note
BEEZHEXEE GitHub, EHRTE R , Z 3 WMMAI1E Amazon X3 =617 = 3t
TIRENETT.
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.

try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

- Bx API WiFMER , iHSIU&EMDeleteVaultF Python #§Amazon SDK (Boto3) APl &,

BX S Amazon DK F R EBIEEAMNRE RN TESIR , ST S3 Glacier 5 S Amazon DK i, 2
FBREEEXRAINEELLRERLEH SDK IRAIFAE L,

DeleteVaultNotifications5 Amazon SDK = CLI Bt &M

LLTRBREERIN{AEER DeleteVaultNotifications,
CLI

Amazon CLI

T BRSX# FERY SNS 3B A
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LAF delete-vault-notifications RBIER T LI ER Amazon Simple Notification
Service (Amazon SNS) £+ 318 E R IAR B,

aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault

WS T E R TH
. BX APl WiFHEER |, B3 Amazon CLI 543 #£DeleteVaultNotificationsHHY o

Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEZMXER GitHubo EHRZEERG , F 3 WA Amazon KH5 7~ HI17 1 Pt
TIREMETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.

try:
notification.delete()
logger.info("Notifications stopped.")
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except ClientError:
logger.exception("Couldn't stop notifications.")
raise

- BXx API HiFMER , 5SS &M DeleteVaultNotificationsF Python #JAmazon SDK (Boto3)
APl 2Z&,

BX S Amazon DK F A BIEEMNAEB ROINTESIXR | ST S3 Glacier 5 S Amazon DK i, 2
FTERIEERAIINEELREXRLHH SDK IRAHIFHAE L,

DescribeJob5 Amazon SDK = CLI Bt &EH
LTS RGERNAIER Describelob,
CLI

Amazon CLI

BTHSRREN my-vault BXHETEXEERRESHIES

aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW

i

"InventoryRetrievalParameters": {
"Format": "JSON"

b

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMwW",

"Action": "InventoryRetrieval",

"CreationDate": "2015-07-17T20:23:41.616Z",

"StatusCode": "InProgress"
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PowerShell

AT PowerShell

Bl ID AJLAE aws glacier initiate-job #l aws glacier list-jobs 94K
#l, Amazon Glacier ERITIRIENEE—NIKF ID 2% , BEAUAFEREFRHRIEEEEFEH
MK

« BX APl WiFHEER |, 53 HAmazon CLI 555 #£ DescribeJob® #Y,

1 I REEEESHFEAEE. EFHIIERE , TR Read-O GCJob utput cmdlet 5
EESHAR (BRIELIIR ) KRB KRR,

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

7l o

Action
Archiveld

ArchiveSHA256TreeHash

ArchiveSizeInBytes
Completed
CompletionDate
CreationDate

: ArchiveRetrieval

: 0909j...X-TpIhQIw

: 79f3ea754c02f58...dc57bf4395b
: 38034480

: False

: 1/1/0001 12:00:00 AM

: 12/13/2018 11:00:14 AM

InventoryRetrievalParameters :

InventorySizelInBytes
JobDescription
JobId
JobOutputPath
OutputLocation
RetrievalByteRange
SelectParameters
SHA256TreeHash
SNSTopic
StatusCode
StatusMessage

Tier

VaultARN

« BXAPINEFARRE ,

: oplx...JSbthM

: 0-38034479
: 79f3ea754c02f58...dc57bf4395b
: InProgress

: Standard
: arn:aws:glacier:us-west-2:012345678912:vaults/test

&2 % Amazon Tools for PowerShell Cmdlet 2 # DescribeJob® Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.

try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,
)
except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise
else:
return job.status_code
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« BXx API BFER |, BSUEMADescribeJobF Python B9Amazon SDK (Boto3) APl &
£,

BX S Amazon DK F A BIEEMNAE RO TESIXR | S S3 Glacier 5 S Amazon DK i, 2
FTERIEERAINEELRAEXRLHH SDK IRAHIFMAE L,

DescribeVault& Amazon SDK = CLI Bt &£ A

LT RBREE RIS DescribeVault,
NET

EAT NET 89 Amazon SDK

(® Note
BB EZHEXEE GitHub, EHRTERA , 3 W{A1E Amazon K3 7~ B 17 4% FE Fh i
TREMZET,

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)

{
var request = new DescribeVaultRequest
{
AccountId = "-",
VaultName = vaultName,
¥

var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.
Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");
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Console.WritelLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");
if (response.LastInventoryDate != DateTime.MinValue)
{
Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

}

return response.VaultARN;

- BX APIWFAEE , 52 EATF NET 8 Amazon SDK APl 3#DescribeVaultH Y,

CLI

Amazon CLI
LTS KRERB N my-vault B XHERMEREIE

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier EHATIRFR FE—NKF ID 2%, (BE LAEREF AR E EEE£A K
Fo

« X API NFAES |, FZMAmazon CLI 855 E DescribeVaulth i,

BX S Amazon DK F A EBIEEAMRE RN TESIR , S5 S3 Glacier 5 S Amazon DK i, 2
FBRIEERAIINEELLR AR LEH SDK IRAIFMAE L,

GetJobOutput5 Amazon SDK = CLI B2 &
TR RAERMMAER GetJobOutput,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTRBREG | BUUEFHRENLET
X :

« FREVEEAE FHIBREE
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CLI

Amazon CLI

LT oA EERESHREERFEEN output. json MZETE FHMNENHH

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW output.json

A% aws glacier list-jobs A KE job-id., EFE , AHXHER—MIES
B, FELETZFERN TR, Amazon Glacier EHRITRENEZEE—/NKF ID S8 , BETTUUE
REFHFRIEEEREFEANIKS,

i

"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z","Archivelist":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmbSyDUmZwKbwbpAdGATGDiB3hHO®bjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload
test","CreationDate":"2015-04-06T22:24:347","Size" :3145728, " "SHA256TreeHash" :"9628195fcdk

- BX API iF4EE |, 5 Amazon CLI 8855 & GetJobOutputdF iy,

PowerShell

AT PowerShell

R THUHNEEEESHTRENEREANR , ARXERNBFEIWE LA, IRE
REM , W TREAERIEREN, MRFE , JLUBIERE -Select '*' KEETHERE
FN7E A B B ANIE R
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Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zq2XLiW" -FilePath "c:
\temp\blue.bin"

- BX API BViFEERE , 2 Amazon Tools for PowerShell Cmdlet $# GetJobOutput
Mo

Python

AT Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHubo EREERG , F 3 MM Amazon KF5 7~ 617 APt
TIREMETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
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10 ™

"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:

return out_bytes

« BX APl BFER |, HS95EMAGetJobOutputF Python BIAmazon SDK (Boto3) APl &
£,

BX S Amazon DK F A BIEEMNAEB RO TESIXR | iS5 S3 Glacier 5 S Amazon DK i, 2
FTERIEERAIINEELIRAEXRLHH SDK RAHIFHMAE L.

GetVaultNotifications5 Amazon SDK = CLI B2 & A

AT RGERNAIER GetVaultNotifications,
CLI

Amazon CLI

TR S3REEB AN my-vault BYSTHERE FE B/ H#R -

aws glacier get-vault-notifications --account-id - --vault-name my-vault

L7l o

"vaultNotificationConfig": {
"Events": [
"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"
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MERBNENHEEEEMEA , M 2KRE4EIR. Amazon Glacier EHRATRER FE — K
F D% , BETUERAEFNTREEEEEANIKS

« BX APl WiFHEER |, BHZHEAmazon CLI i 5 £ GetVaultNotifications P HY o

Python

AT Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHubo BEREERG , 3 WA Amazon H5 7~ 617 APt
TIREMETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)

except ClientError:
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logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification

- BX API iFEE | 1S U5& A GetVaultNotificationsF Python B9Amazon SDK (Boto3)
API &%,

BX S Amazon DK Fr &k &g MAB RN TEIIEK | i5SE S3 Glacier 5 S Amazon DK i, Z
FTBREEERAIINEELRAEXRLHH SDK RAHIFHMAE L.

InitiateJob5 Amazon SDK = CLI Bt &M
LT R RGERNMAIMER Initiatelob,

BERFIRABEEFNRBRER , XTAELTXHET, EUTREBREG | BAUUEFLHRENLET
X:

- AEXH | REUBAFAEHES

NET

EATF NET #9 Amazon SDK

® Note
EBEZHXER GitHubo BEREERG , F 3 MM Amazon H5 7~ 617 AP
TIREMETT.

M ERRREE, L REIEER ArchiveTransferManager 28, Hx API Ni#HEER , 5

% ArchiveTransferManager,

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.

/// </summary>

BE API| A< 2012-06-01 215


https://docs.amazonaws.cn/goto/boto3/glacier-2012-06-01/GetVaultNotifications
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Glacier#code-examples
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Glacier/TArchiveTransferManager

Amazon S3 Glacier

FRARER

///
param>
///
///
///
///

<param name="vaultName">The name of the vault containing the object.</

<param name="archiveId">The Id of the archive to download.</param>
<param name="localFilePath">The local directory where the file will
be stored after download.</param>

<returns>Async Task.</returns>

public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)

{

try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

i

// Download an archive.
Console.WriteLine("Initiating the archive retrieval job and then

polling SQS queue for the archive to be available.");

Console.WriteLine("When the archive is available, downloading will

begin.");

await manager.DownloadAsync(vaultName, archiveld, localFilePath,

options);

/17
/17
/17
/17
/17
/17

return true;
}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;

<summary>

Event handler to track the progress of the Archive Transfer Manager.
</summary>

<param name="sender">The object that raised the event.</param>

<param name="args">The argument values from the object that raised the
event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != _currentPercentage)

BReE
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_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");

- BAx APINFMEESR , F5 EFAT NET 8 Amazon SDK APl & #|nitiateJobH o

CLI

Amazon CLI

TR ap s B sl BURER A E my-vault RS .

aws glacier initiate-job --account-id - --vault-name my-vault --job-parameters
"{"Type": "inventory-retrieval"}"

i

"location": "/0123456789012/vaults/my-vault/jobs/
zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW",

"jobId": "zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW"

}

Amazon Glacier EHATRFR FE—NKF ID S, (BE 7 LAER E 7 RFRIEE E1E £ A K
o

ATt R —MELMIHE my-vault RZFRIEH

aws glacier initiate-job --account-id - --vault-name my-vault --job-
parameters file://job-archive-retrieval.json

job-archive-retrieval.json @At XHFRKHPHW— JSON X4 , ATHEEMELIER,
JARS ID M — LTS
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"Type": "archive-retrieval",

"ArchiveId": "kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"Description": "Retrieve archive on 2015-07-17",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-topic"

FR X IDs ATfEaws glacier upload-archiveMB i+ HFaws glacier get-
job-output,

i

"location": "/011685312445/vaults/mwunderl/jobs/17IL5-
EkXYEYOWs95fC1zIbk205uLYaFdAYOi-
azsX_Z8V6NH4yERHzars8wTKYQMX6NnBDI9cMNHzyZJ059-8N9aHWav",

"jobId": "17IL5-EkXy205uLYaFdAYOiEY9Ws95fClzIbk-
azsX_Z8V6NH4yERHzars8wTKYQMX6nBDI9cMNHzyZJ059-8N9aHWav"

}

BXRELSERAWIEMEES , 5 (Amazon Glacier APl &) Hi“BaiEl",
« BX API NiFHEER |, S Amazon CLI s 2| nitiateJobF M,

Java

FEAT Java B9 SDK 2.x

@ Note
EREZHKREER GitHub, EHRZEERH , 23 WAE Amazon 8 7RG 768 F it

N—

TIREMNETT.

RRMHEEBR,

import software.amazon.awssdk.core.ResponseBytes;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.JobParameters;
import software.amazon.awssdk.services.glacier.model.InitiateJobResponse;

BE API| W< 2012-06-01 218


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/initiate-job.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/glacier#code-examples

Amazon S3 Glacier

FRARER

import
import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
.awssdk.services.glacier.
awssdk.services.glacier.

amazon

amazon.

java.io.File;
java.io.FileOutputStream;

java.io.IOException;

awssdk.services.glacier.
awssdk.services.glacier.
awssdk.services.glacier.
awssdk.services.glacier.

java.io.OutputStream;

model.
model.
model.
model.
.GetJobOutputRequest;
model.

model

GlacierException;
InitiateJobRequest;
DescribeJobRequest;
DescribeJobResponse;

GetJobOutputResponse;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class ArchiveDownload {
public static void main(String[] args) {

final String usage = non

Usage:

Where:

vaultName - The name of the vault.

accountId - The account ID value.
path - The path where the file is written to.

man,
’

if (args.length != 3) {
System.out.println(usage);

System.exit(1l);

String vaultName =
String accountId

args[0];
args[1];

String path = args[2];
GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

<vaultName> <accountId> <path>
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String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,
String accountId) {

try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")

.build();

InitiateJobRequest initJob = InitiateJobRequest.buildexr()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());

return response.jobId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the
// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {

boolean finished = false;

String jobStatus;

int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
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.jobId(jobId)
.accountId(account)

.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);

jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");

GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()

.jobId(jobId)
.vaultName(name)

.accountId(account)
.build();

ResponseBytes<GetJobOutputResponse> objectBytes =

glacier.getJobOutputAsBytes(jobOutputRequest);

// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);
os.write(data);

System.out.println("Successfully obtained bytes from a Glacier

vault");

os.close();

} catch (GlacierException | InterruptedException | IOException e) {
System.out.println(e.getMessage());
System.exit(1l);

BReE
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. Bx API WiF4{E LR |, 53 Amazon SDK for Java 2.x APl &#|nitiateJobH o

PowerShell
AT PowerShell

w1 BE—TUES  NAFHEBNEEXHEPRREE. TUER Get-GLCJob cmdlet
KEELEVRS. FS5RNTRRE , FTERARE-GCJob fith cmdlet FEFHABRZR A it
MHERS.

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

M
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

. Bx API WiF4{E R , 53 Amazon Tools for PowerShell Cmdlet & InitiateJobH i,

Python

&R TF Python #9 SDK ( Boto3 )

(® Note
BB EZHEXEE GitHub, EHRTERA , 23 WA1E Amazon K3 7B 17 4% FE R i
TREMZETT,
KRRNHEETE,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):
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:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job

MR RER,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):
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Initiates an archive retrieval job. Standard retrievals typically
complete

within 3-5 hours. When the job completes, you can get the archive
contents

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

« BX API HiFHELR | S 9E&EAInitiateJobF Python #IAmazon SDK (Boto3) APl &%,

BX S Amazon DK F A BIEEMNAE RO TESIXR | iS5 S3 Glacier 5 S Amazon DK i, 2
FERIEERAIINEELRAEXRLHH SDK RAHIFMAE L,

ListJobs5 Amazon SDK = CLI Bt &M
LT REERINMAMER ListJobs,

BERFIRAKEEFNRERER , XAE L TXHFIET. BUUEUATREBRAPEFTHIRENLET
X :

- AEXH  REUBAFAEHES
« FREVERA S FHHIBRERE
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NET

EATF NET #9 Amazon SDK

@ Note

EREZHKEER GitHub, ERFZERRA| , F ) WAE Amazon K8 =PI 17 f# & it
TIREMIZIT.

/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string

vaultName)
{

var request = new ListJobsRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListJobsAsync(request);

return response.Joblist;

- BXAPIWFAEER , B2 EATF NET 8 Amazon SDK API & #ListJobsH Y,

CLI

Amazon CLI

DR SHET AN my-vault BXHEN EE#HTHRIETREL
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aws glacier list-jobs --account-id - --vault-name my-vault
B
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"RetrievalByteRange": "0-3145727",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Completed": false,

"SHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fTa7de5f219fb39823836d81f@cc@elB8aab7",

"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"JobDescription": "Retrieve archive on 2015-07-17",

"ArchiveSizeInBytes": 3145728,

"Action": "ArchiveRetrieval",

"ArchiveSHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",

"CreationDate": "2015-07-17T21:16:13.840Z7",

"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

3,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": ""InProgress""
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Amazon Glacier EHITIRERZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

« X API NiFHEER | BHZHEAmazon CLI fs 5SS #EListJobsH Y,

Python

AT Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHubo BEREERG , 3 WA Amazon H5 7~ 617 APt
TIREMETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
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elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

- B APl WiFMER , HS &M ListJobsF Python #§Amazon SDK (Boto3) APl &,

BX S Amazon DK F A BIEEMNAE RHINTESIXR | S S3 Glacier 5 S Amazon DK i, 2
FTEREEERAIINEELREXRLHH SDK IRAHIFHAE L,

ListTagsForVault5 Amazon SDK = CLI &4
T RBRAERMMAER ListTagsForVault,
.NET

EHEATF NET 89 Amazon SDK

(@ Note

EREZHKEER GitHub, ERZRRA| , F ) WAE Amazon K8 =PI 17 & it
TIREMIZIT.

/// <summary>
/// List tags for an Amazon S3 Glacier vault.

/// </summary>
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/// <param name="vaultName">The name of the vault to list tags for.</param>
/// <returns>A dictionary listing the tags attached to each object in the
/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string

vaultName)
{

var request = new ListTagsForVaultRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListTagsForVaultAsync(request);

return response.Tags;

- BX APIHFAEER |, FSRE EHAT NET 89 Amazon SDK APl &ZListTagsForVaults
08

CLI
Amazon CLI

UTawSHNMATERN my-vault B XXHERRE

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
i
{
"Tags": {
"date": "july2015",
IlidII: I|1234I|
}
}
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Amazon Glacier EHITIRERZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

« BX API BHiFHE R |, S 9Amazon CLI ss S SEListTagsForVaultd i,

BX S Amazon DK Fr x &iEm MR RN TEIIEK | i5SR S3 Glacier 5 S Amazon DK i, Z
FTEREEERAIINEELURAEXRLHH SDK IRAHIFHMAE L,

ListVaults& Amazon SDK = CLI Bt &£ A
LLTRBREERI{AIER ListVaults.

BERFIRAEEFNRBRER , XTAELTXHZET, EUTRBREG | BAUUEFLHRENLET
X:

- BAEXH | REUBAFAEHES

NET

EATF NET #9 Amazon SDK

(® Note
EREZHKRIEER GitHub, BEHRFEERH] , %3 MMATE Amazon 55 R 6I 17 6# & it
TRENZT,

/// <summary>
/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>
/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()
{

var glacierVaultPaginator = _glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
vaultList.Add(vault);
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return vaultlList;

- X APIWFMER , B3 FATF NET 9 Amazon SDK APl ZZListVaultsH 4,

CLI

Amazon CLI

LA am5 51 e BRIA K 7= 70 X Y SO

aws glacier list-vaults --account-id -

M
{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.028Z2",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}

Amazon Glacier EHITIREFNZEE—/NIKF ID S, B A LUE FIiE F /RIS E IE £ £ AR K
Fo
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Java

FEATF Java By SDK 2.x

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it

—

TRENZT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;
import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;

import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.lList;

/**

*

*

*

*

*

*

Before running this Java V2 code example, set up your development
environment, including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class ListVaults {

public static void main(String[] args) {
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {
boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;
System.out.println("Your Amazon Glacier vaults:");
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try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);

List<DescribeVaultOutput> vaultList = response.vaultlList();
for (DescribeVaultOutput v : vaultlList) {

totalVaults += 1;

System.out.println("* " + v.vaultName());

// Check for further results.

newMarker = response.marker();

if (newMarker == null) {
listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. Bx API NiF4{ELR |, 53 Amazon SDK for Java 2.x APl Z#ListVaultsH /Y,
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Python

& AT Python #9 SDK ( Boto3 )

(® Note
BB EZHEXEE GitHub, EHRTERA , 3 WA1E Amazon K3 = B 17 4% FE R i
TREMZETT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

- BX API HiFEE |, S EHAListVaultsF Python #1Amazon SDK (Boto3) APl &%,

BX S Amazon DK F R EBIEEMNRE RHIBNTES|XK , S5 S3 Glacier 5 S Amazon DK i, 2
FEEBIEERAINEERLUREX LR SDK iAW IFMAEE.

SetVaultNotifications5 Amazon SDK = CLI B2 & A

AT R REGERNMAIER SetVaultNotifications,
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X :

- AEXH | REUBAFAEHES

CLI
Amazon CLI

LT&HSRERN my-vault BXHEEE SNS B4 :

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json

notificationconfig.json RHAIXHXKHE— JSON X ¥4 , ATFIEE SNS TEHNEX
mHEH -

{

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier ERITIREREZEE—NKF ID 28 , BEAUERAEFZFRIECEEFERANK
Fo

« BXx APl WiF4EER |, BHZHEAmazon CLI i35 5 £ SetVaultNotifications Y o

Python

AT Python #9 SDK ( Boto3 )

® Note

EBEZHEREER GitHub, ERFZERA , 23 WA1E Amazon K8 RHIF 1 F it

—

TRENZT,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""
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def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification
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- BX API HiF4ELR , S 93&E A SetVaultNotificationsF Python #JAmazon SDK (Boto3)
APl &,

BX S Amazon DK F A EBIEEAMNRE RN TESIXK , S5 S3 Glacier 5 S Amazon DK i, 28
FBREEERAINEELLREXRLHH SDK IRAIFMAE L,

UploadArchive5S Amazon SDK 5 CLI Bt & {E
AT RBRAVERIEFEA UploadArchive,

BERFIRAEEFNRBRER , XTAELTXHET, EUTREBREG | B UEFHRENLET
X :

- BARXH | REUBAHAEHES

NET

EHEATF NET 89 Amazon SDK

(@ Note
EREZHKRIEER GitHub, BEHRFTEERH] , %3 WMATE Amazon 5 R 5I 17 6% & it
TREMIZT,.

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{
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var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);

return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}

« BX APIHFHESR | B2 EBT NET 8 Amazon SDK APl 2#UploadArchive Y,

CLI

Amazon CLI

LTFan 8N archive. zip R XHRFHER- LEBER my-vault BIXHE :

aws glacier upload-archive --account-id - --vault-name my-vault --
body archive.zip

i

"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mwbk76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"checksum":

"969fb39823836d81f0@cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/0123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}
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FRARER

Amazon Glacier TR /ERE

o

—NKFP ID S8,

1B A& AT LAE A & T RF R 16 E IE £ 68 A A K

ERR EENERN , TEMA aws glacier initiate-job TS E 3 R4EM .
Z#Amazon CLI @555 % UploadArchive 1 #Y,

- BXAPIHNEFHARES , 17

Java

EAT Java B9 SDK 2.x

® Note
EBEEZMHEXEER GitHub, BERZE RS , F ) WAE Amazon 1S 7= fl 17t B it
TIREMNIZTT.
import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;
import java.nio.file.Path;
import java.nio.file.Paths;
import java.io.FileInputStream;
import java.io.IOException;
import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
/**

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class UploadArchive {

static final int ONE_MB =

1024 * 1024;
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public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\
\AWS\\test.pdf).
vaultName - The name of the vault.

min,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.buildexr()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,
path);
return res.archivelId();
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} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s", nsae.getMessage());
System.exit(-1);
}

return

mim,
’

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {
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numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

BE API| R 2012-06-01 242



Amazon S3 Glacier FEANGIER

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");
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}
sb.append(hex);

}

return sb.toString().toLowerCase();

- BX APl NiFAE L , S8 Amazon SDK for Java 2.x APl 22 UploadArchive Y,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(® Note
BEEZHEXEER GitHub, EHRTERA , F 3 WMMAI1E Amazon X3 =5 17 6% FE it
TREMEZETT,
BEBEF iR,

const { GlacierClient } = require("@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

LR,

// Load the SDK for JavaScript
import { UploadArchiveCommand } from "@aws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer
const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer
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const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {
const data = await glacierClient.send(new UploadArchiveCommand(params));
console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
};

run();

- BEXEZELR , H5% GERT JavaScript B Amazon SDK F & A RIEE) o

« BX API HFER |, 5519 EAT JavaScript B9 Amazon SDK APl 2 ZUploadArchive s
;8

EA T JavaScript (v2) WEHEF AT ES

® Note
RBEZHXER GitHubo BEHREERG , F 3 MM Amazon KH5 7~ 617 APt
TIREMETT.

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {
if (err) {
console.log("Error uploading archive!", err);
} else {
console.log("Archive ID", data.archiveld);
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}
1)

- BXEZELR , 209 (GERT JavaScript B Amazon SDK FF X A RIEFE) o

« BX API HiF4EL |, 219 EA T JavaScript 1 Amazon SDK API 2 UploadArchive
9,

PowerShell
AT PowerShell

A REAXH LEFEEXHE  BEMARE ID MiTEHAREN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

L7l e
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

™2 RXHRBEREHHNAR LEFAF K PREEXHEF. X T EENESNX
# , cmdlet LR HX 4R, MENURER ID MITEHAEEREM,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

B

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E61U_...Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...55xy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

- BX API BViF4ER , 2 Amazon Tools for PowerShell Cmdlet £ UploadArchive{
Mo
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Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHXEER GitHub, ERFTERHA| , 3 W{A7E Amazon K5 R B 74 FE it
TIREMNIZTT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
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"Couldn't upload %s to %s.", archive_description, vault.name

)

raise
else:
return archive

« BXx API BEAER |, iHS95EA UploadArchive T Python B9Amazon SDK (Boto3) APl &
£,

BX S Amazon DK F X EIEEMNAE RO TESIXR | iS5 S3 Glacier 5 S Amazon DK i, 2
FTERIEERAIINEELREXRLHH SDK RAHIFMAE L,

UploadMultipartPart5 Amazon SDK = CLI Bl & £

DTFREBROVERMAER UploadMultipartPart,
CLI

Amazon CLI

LT a5 EAEREET 1 MiB (1024 x 1024 =1 ) 2% -

aws glaciexr upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-

id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk-

OssZtLqyFu7sY1_1R7vgFuJV6NtcV5zps]

Amazon Glacier EHATRERFE—NKF ID S, (BE W LAEREFRFRIEE EE £ K
o

EXSBEARBNHRE LB XHNEE. BESHEA HTTP AREE , ERZIBRE
EXERNEFERPEANFET, £E4£ 1D H aws glacier initiate-multipart-upload @
SRE |, A LAEMA aws glacier list-multipart-uploads JRELE.

BXBEA CLI 9B L& % Amazon Glacier WEZEE |, 52 Amazon CL Amazon | AF#§
EHPHNEAL D Glacier,

« X API HiFMEER , S HAmazon CLI s 55# UploadMultipartPart 89,
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JavaScript

EA T JavaScript (v2) WEHEF AT ES

@ Note

EREZHKEER GitHub, ERZERAE| , F ) WAE Amazon 8 =PI 17 & it
TIREMIZIT.

B2 Buffer HREY 1 KEZTFTXRN SR E4&.

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" 1}),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
return;
}
console.log("Got upload ID", multipart.uploadIld);

// Grab each partSize chunk and upload it as a part
for (var i = 0; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
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i

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

i

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);
} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, '"seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);

1)
1)

1)

- BXEZELR B2 (GERT JavaScript B Amazon SDK FF & A RIEE) o

- BX API WFHER , HS I EA T JavaScript 89 Amazon SDK APl &
#ZUploadMultipartPartH 89,

BX S Amazon DK F R EBIEEMNRE RHIBNTESIR , ST S3 Glacier 5 S Amazon DK i, 2
FHEBIEERAINEERLUREX LR SDK iAW IFMAEE.
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£ S3 Glacier 9175 Amazon SDKs

AR Rl &R R 7 WA 1E S3 Glacier RFEMAXIIE L% = Amazon SDKs, XY ERERRT
W@ A A S3 Glacier HF IS/ MNEEE &5 Hftt Amazon Web Services BREEERTERBFEES. B
MESEBETERRBWERE , B EEPRIBEXMZENZTRBAEEA,

FRURZKTNERN BT, THHALS BETE T BIES BRI,

5l
« {#FF Amazon B4 & T E @R X4FE) Amazon S3 Glacier , SREUB A H B 31{E5%
« 3REX Amazon S3 Glacier BiRA B HFEH Amazon 4T & T EIMIBREER

A Amazon B4 % T E IR XHFERE Amazon S3 Glacier , JREUE A
HEHES
UTFREBREIRT T 04T ;

- #]2 Amazon S3 Glacier X#F.

- BEMMHE , FEAAME Amazon SNS &,
- FEEXHEEEIXHE,

- BIRERZEES.

Python

EHTF Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHubo EREERG , 3 WA Amazon KH5 7~ 617 APt
TIREMETT.

Bl — 3% S3 Glacier B1ERIZE,

import argparse
import logging
import os
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import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

AR SREVBAH B ES API fRZ 2012-06-01 252



Amazon S3 Glacier FEANGIER

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

@staticmethod
def initiate_archive_retrieval(archive):

Initiates an archive retrieval job. Standard retrievals typically
complete

within 3-5 hours. When the job completes, you can get the archive
contents

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.

try:
job = archive.initiate_archive_retrieval()
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logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

def set_notifications(self, vault, sns_topic_azrn):
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Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification

A ERARX LR, UEIBXHEF EEXH  RERXAEFEREN RTBAHFBHRRY
RWES

def upload_demo(glacier, vault_name, topic_arn):
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of

topic

Shows how to:

* Create a vault.

* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.

* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
:param topic_arn: The ARN of an Amazon SNS topic that receives notification

Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open("glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, "glacier_basics.py", upload_file)
print(
"\nStarting an archive retrieval request to get the file back from the
"vault."

)
glacier.initiate_archive_retrieval(archive)
print("\nListing in progress jobs:")
glacier.list_jobs(vault, "in_progress")
print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an "
"archive request with Standard retrieval typically completes within 3-5 "
"hours."
)
if topic_arn:
notification = glacier.set_notifications(vault, topic_arn)
print(
f"\nVault {vault.name} is configured to notify the
f"{notification.sns_topic} topic when {notification.events} "
f'"events occur. You can subscribe to this topic to receive "
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS

f"when the archive retrieval completes so wait a few hours."
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)

print("\nRetrieve your job output by running this script with the --retrieve
flag.")

- BX APIFAEER , H5H (Amazon SDK for Python (Boto3) API Reference) HHILLT £
2o
+ CreateVault
* InitiateJob
* ListJobs
* ListVaults

» SetVaultNotifications

» UploadArchive

BX S Amazon DK FF R EiEmMAB RO TEIIEK | i5SR S3 Glacier 5 S Amazon DK i, Z
FHEBIEERAINEERLUREX LR SDK iAW IFEMAEE.

FREX Amazon S3 Glacier IRRN B HEH Amazon B4 & T E SRR =R

LTI RGIER T 14
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« RMETRNERERESHH L.

- HIBRAEER,

o MBRSCHFEE

Python

i& A F Python #9 SDK ( Boto3 )

(® Note
EREZMEREER GitHub, BERFZEERH , 23 WAE Amazon K8 R G| EF it
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B —N3% S3 Glacier #1ERZE,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
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logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
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try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

HASFERRXLNEYE , UNEETHHESFRIERAS , REhRESR,

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:

vault.load()
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except ClientError as err:

if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(
f"\nVault {vault_name} doesn't exist. You must first run this
script "
f"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")
if not jobs:
print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:
if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
retrieval_job = job
break
if retrieval_job is None:
print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again "
"later."

)

return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-", vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)
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T WL = 4] LAY iZ S A AT R A

S3 Glacier X EFRBIZEUT HNEENR :

c FRAEANVHEREMARZ N LA RREERF, DA R,

- ERER IAM ARNEBEREER , JUUEEEKF R,

S3 Glacier RE T &R K& RBI

EEE S3 Glacier ET R RIWKEEN =B , ESHEH T Amazon S3 Glacier BV E T & RH K BE R
i,

S3 Glacier Rk

TRERIRE 2
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EIE R W LAEM Amazon JSON REEREEERMIARMT L, BB , WA EMAATL T LABTIRK
1THRE  UREMALAFHTNIT.

JSON KEEH Action TEMAR A THERE T AVFRIELILFAVIRE, RBREBREEXRRN
Amazon APl R{ERI B . B—LEHISMER | HIIRBIE APl REMNRNIR B4E, BH —LRESE
EERBPMITSMRE, XL NRER I BRRE,

H R L EREUR FHATRERENRR,

EEFE S3 Glacier BEEWFIXK |, HS R (RFZRINSE) FH Amazon S3 Glacier E X EVE1E,

S3 Glacier FRVREEIREERERER LT AR

glacier
BEREEMEAPEESTEFE , BEAESHENRT.

"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"

]

B LUEABER (*) BESMRME, Hln , EIZELLEIE Describe FFKMFIERE , @BUT
BIE -

"Action": "glacier:GetVault*"

EEE S3 Glacier ET B MR RH , S HEHF Amazon S3 Glacier WE T 541 FBE R
i

S3 Glacier &R
YEREBAER - 2

B R W LAER Amazon JSON REERIEEERNIARMT L, BRI , WA EMAATLN M ATIRR
1TRE , UREALAFZHATHIT,

Amazon S3 Glacier 215 IAM EL& &£ AP W< 2012-06-01 273


https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazons3glacier.html#amazons3glacier-actions-as-permissions

Amazon S3 Glacier FEANGIER

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHEBE Resource H|
NotResource T, EANBREXE , EFERH Amazon BEE# (ARN ) ERR. N TXFHE
WRERE (MARRENR ) PIRE |, BRI LARITILRE,

XN T AXEFRRRNROERE (W HERE) | EEABEM () ENEANATHERR.

"Resource'": "*"

EEF S3 Glacier #IRER K HF|E ARNs , 5SH (RFZTENSE) F 1 Amazon S3 Glacier FE X
HER, BT HEUUEBLEREDIEESNERMN ARN , 1558 Amazon S3 Glacier & X Y2 1E,

£ S3 Glacier ¥ , TERX RN XHE, S3 Glacier XX EFEXHERIINERE, BRI , 7 IAM KB
| BIEEEMResourcefBE A LRSS ENHEDIFE Amazon XA —ANXHE, S3 Glacier T2
PRER,

X FFrHE S3 Glacier ##1E , Resource EEERFENBEN NN HE, XETREEE 2 XEKIKE—
Amazon BRBF (ARNs) , I RRFR , AT LATE ARN A FBELRF (%) Sk B LAAR [E 5 4R FF L 9 XX
HEB .

S3 Glacier 12t —HIRER KA B S3 Glacier ®#R. BXRARARENEER |, ESH Amazon S3
Glacier #¥J APl &%,

R S3 Glacier API #EXFHZ N RIR, HIMW , glacier:AddTagsToVault /[E examplevault! Al
examplevault2 , Rtk EEXANEFHEXANERONRE, EELMEAPIEESNER , 1 ARNs
RES DR,

"Resource": [
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevaultl”,",
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevault2","

]

S3 Glacier HI R B S48

XBBETRSHRBERME : B
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EIE R W LAEM Amazon JSON REEREEERMIARMT L, BB , WA EMAATL T LABTIRK
1THRE  UREMALAFHTNIT.

f£ Condition Jt¥& ( = Condition 3t ) # , AT EBAERMNEM. Condition TEETE
N, BUCIEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFEESERPHE
HMTE,

MREE—MEAPEESZ D Condition THE , HEE Condition TEFEESNME , N
Amazon £ 2% AND EHIFEEN]. MRENENFAREESME , NEAZBOREZEXK
Amazon 1Tt 5&M, ERTFIEARRR B LTUHEPRBRISZM.

EEESRHN , KUAUERSUNEE, S, REEFEA IAM AR 4712 IAM PR, 888X
HETFHRARONR. AXESEELR , H2H (AM AFER) P IAM EBTE TENFL,

Amazon XEFERFHBANBE TRSHFM4ER. EEEMA Amazon £2RFM4E |, FHSH IAM
AFfEEHSAmazon £ /&M LT XEA,

B X S3 Glacier %8 5IK , BSH (REFBRNSZE) F Amazon S3 Glacier VM #E, BETH
AT BRLEIRAE R R R E AR MR |, 55 Amazon S3 Glacier E X KR 1.

RBAREA Glacier HEMNFZMF RN RE , SR EDERRE,

ACLs 7£ S3 k]I
% ACLs : &

REFIFIR (ACLs) 2HBLERFEA (K/FKA, AFRA® ) BNBRER, ACLs SETHIR
REERL , RETAFEEA JSON KM,

ABAC #1 S3 Glacier
¥ # ABAC ( REEHFHIRRZ ) 1 B

ETREMENIERES (ABAC ) B—RERDURE , ZRBETEMERELNR, E£H Amazon , XL&
BHEMAIRE, EALE IAM £ ( AFRAR ) MFS Amazon BRIRMIIFRE, FRi1CSHAEN R
7= ABAC BV —2H, R/FIR1T ABAC K& , BLEEHAIRE S4T30 07 B 89 BRI T B 72 VR
.

ABAC HREBKHWIMEHIEERA , AERKEEZFEBAVER T AT R HEA .

EETHREEHER , BFEZMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERBANZHTEPREFRZIER,
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
NTHDFRREISMBEX=ZM4E , MZENTD.

BX ABAC WEZER , 5K (IAM AF1ERE) FHVEM ABAC RNEXRR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FHEAETEMA T FAREREZES (ABAC) .

FimptEUE A F S3 Glacier
Y HFIGFEILE - 2

MR GE A IR ETEIE B AT , B Amazon Web Services fRSS FE2/EHR. BEXEZELR |, SIEWL
Amazon Web Services fR% R TIGFHES |, i5S5HE IAM AFEEHR M AmMazon Web Services RS
SIAMEBEEFEANEER,

MREEABRAF B MEBZANE S EZF , Il Amazon Web Services Management Console f§#
AN RIEEHER, Fla, HE Amazon FERALA RN E QLEF (SSO) &E#H TR , ZIEB2B3 4]

BIREH, HSEUAFSHEZEFE , ARUVKRACGH , BX 283 0IRRNEIL. BEXVJRAR
NWEZEE , H2H (AM BAFERE) PHMNAFTHRE IAM A6 (2HE).

O] LABEA Amazon CLI 2t Amazon APl FZ1 8|2 IR EP, RE , BRI LAER XL IR EP#*1TH
B Amazon, Amazon BWEHBSEKIGHHER K MARERAKBIFRZH. BEXEZER , H5H
IAM R IEE R 2 &,

S3 Glacier By 5 B %5 £ 4R
TEHERFRILXFE (FAS) : &

LIRER IAM AP RABEHMITRIER Amazon , BEMAEFTEA. FRAELERSH | BARELK
T— N RE ARKBREEHMERSPEZ S —MEE. FAS FRBAZE AN Amazon Web
Services BR% , BinL Amazon Web Services RS @ FiizlRF R HIERWER. REZRFSWEE
EEH{h Amazon Web Services RS A RREFRETKIVERE , T &K H FAS R, EXfE
MT , BUREERITXRITURENNR, BXxAKH FAS BRINWKREIFERE , BSRAELA TR SE,

S3 Glacier WIS A®
YERSAR B

REAGEH—TRSZIEE. REREHITEEN IAM £, IAM EEB R ATLE IAM B2, S Fm
BREERSAR. BXEZER , BHZH (IAM AF1ER) FHAI2E [ Amazon Web Services IR 55 Z kI
R AR,
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/A Warning
FEUWRSE AN R A BES RIS S3 Glacier B ZhEE, X S3 Glacier It HXIES I I RER
£/6,
S3 Glacier RS HEKAE

XERSHEXAG &

REBXAER—TMSIRS BN Amazon Web Services BEREA®. RETURARKRERNIT
BENAE, BRSHEXAEEIEEN T Amazon Web Services |, FBABRSFAE. IAM EER
A LEEETRERERSHXARHNR,

BARUZBFEERSAXBENFACE , FSREYL S IAM BB EABAmazon k5. ERPE
BRSHEXRABIHTEE Yes IR, BRRERIUET ZRFHRSFHEXH B,

FE AT Amazon S3 Glacier WE T 558 K B& R4

RIAVBERT , ARFNAGEREBREN S3 Glacier BRIV, M1tbTEEA Amazon Web
Services Management Console, Amazon Command Line Interface (Amazon CLI) 2 Amazon API
TES. ERFAPNERRINTRENNR , IAM EERZTUSIE IAM Kk, EEABERLR
HERmIAM XKt , AP ATURABE,

BT RUNAERAXL RG] JSON REXHEGIEET IAM HHNEE |, 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

Bk S3 Glacier EXMIREFNREERE (I RENRFERENER ) WIFAEE |, H5H (RESFEN
Z#) K Amazon S3 Glacier FWiR{E., BRMEZH 4. ARNs

TR R—NEEERY , ZREE AR R 1% XA X HERN Amazon BIRE R
(glacier:CreateVaultARNglacier:ListVaults) #BF X EFERHMIT=/ S3 Glacier XHFEH*
#B’{E (. glacier:DescribeVault® ) B9 PR, us-west-2 Amazon ARNs M —#xri2 Amazon %
iRo BXE S3 Glacier Bit& ARNs FRANEZEE. , 1S S3 Glacier AR,

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"

1,

"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"

}
]
}

BEERBER T us-west-2 XBRBIRE, 5 HMRESHFEHBAINER. ARN SRERLHBEEFR () KR
It VB 6 B D Ep A ] ST R B R

/A Important

ERFMHEH glacier:CreateVault BEVNBRXHENNREN , BAFIEEBEHA (*) , BF
IR BN 2 BI A HIE S E R B Ko

£

- RMEXE

- f5F S3 Glacier #£#l&

- ATAFEEMAIIE SR
- B RERKRA

R R fESRER

ETHENNRBBEEENART AR, RSB EREK S FH S3 Glacier BiR. XERFETRES
f£ Amazon Web Services IKF = A, SIRREEE T HOHREN , HEBUTERNEW

- FaER Amazon RERBEH ERHKENRNE — EFBEAFMITEARR TR , EEART
ZELAGIRTINENAmazon EE X, SIIERMRAFR A Amazon Web Services Ik,
MBI EN E X BRI Amazon BFRERE K —DRINR. BXEZER , HS
7 <IAM AF#EmE) F 8 Amazon FEE X KR TEIREEN Amazon FEE XK,

- MASENXIR : F£EA IAM REEEBENRN , BNRFHRITESFAENNR. At , BALE X
ERERHTIUNEBERFRNITWRE , tHRNRERREFT, BXRER IAM NAXRBRHNESE
B, #FZH (AM BFEmRE) F8 1AM YRR,
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« fEF IAM SREE BSR4 3 — S PR FI T R AXBR : 48 0] LA 6 3R BE 7S NS4 SR BR I X R AE R BB BV 7)o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY | Tl th AT BASE AR R SR 1R T 30 AR S5 R 4E RV 17 (14X PR Amazon Web Services RS , a1 Amazon
CloudFormation, BXEZEL , 5 (IAM AF1ERE) K IAM JSON FHTE : &,

- M IAM Access Analyzer BIiEZH IAM KB | IR RN L2 EFMIhBEM — IAM Access
Analyzer 2KIFF REEMIM B KR , LIBERRERAS IAM KEIES (JSON ) M IAM HESE
B2, IAM Access Analyzer 2 100 ZTURBEREMTIRENEI , URBEBHIER S BIEEMREN
i, BXEZER , H5H (AM AFEM) P IAM Access Analyzer BiE KB,

- EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM AFPSEBAF | 5
A MFALIRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH RS, BxX
BZEE , B#ZH (AM AFERE) RHEA MFA RF APIIAEIE,

BX IAM FRRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK.

£ A S3 Glacier #4l&

E 58] Amazon S3 Glacier 24|48 |, BHMEA—HFENNE, XERBEXAAFEIHNEES
XIBH Amazon Web Services Ik H S3 Glacier RIEHiEMAEE ., NRCBEMSENFENEER
FPEOETSOHRE  NTHRMT ZEXBNEE (AFRRAR) , BHESNLEEMBIEEEZT,

3 F1XE A Amazon CLI 2 Amazon API WA F |, BLERNHIREREEZEHI AR, Bk , AR
B 5 22X ITH AP| R /EHE TR AV IR 4E,

S3 Glacier ##| & N IZRM T —MNEIEFEE S3 Glacier XHEMNERME, ELERECIEN IAM
BHERFHIT glacier:ListVaults BREMNRFEEEE S3 Glacier A , WA T RBIFT TR

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"glacier:ListVaults"
1,
"Effect": "Allow",
"Resource": "*"

}
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Amazon B REMGIZMEZMINIL IAM KERFERTFZERAH Amazon, HERKATEHXIEL
ERARFIRTFLENR , At , ELFRTHEEGAFTEBLERR, EXESZEE , E5H (AM A
F1EmE) $H Amazon FEE XK,

LA Amazon ¥ EFNERT S3 Glacier , BAI LU EMMBEIK~RHIAF,

« AmazonGlacierReadOnlyAccess— B & FXJ S3 Glacier By R L5 A #XBR Amazon Web Services
Management Console,

« AmazonGlacierFullAccess— & Fi&iT S3 Glacier 52415 A #X PR Amazon Web Services
Management Console,

ok, BETGIEBE N IAM KB |, LARF S3 Glacier API BREFBIRAMERNR, B LURX L
B E SMCRBE T INE & S3 Glacier XHFERIEZBBEN IAM A,

T—WHRIHEHE A S3 Glacier Amazon FEEREEE N IR FINRglacier:ListVaults,
BXREZER , BZ2H (IAM AFERE) 08 AF IR,
AVRAFPEFEMIE S HINR

ZRGIEER TSI ERRE | LAY IAM BFRFEEMMNBIERAF SR NERNITE N R, LR
BIEEEZEHA LA Amazon CLI 5 Amazon API LU4RTEF I AR LR ER R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}

EFRERERS

ATHAFEEROINBUNARFE S3 Glacier IREMIPR, ZHREEA S3 Glacier REST
API, Amazon SDKs Amazon CLI, = S3 Glacier EE#4lA ( MRER ) i, XEXRKLEER,

(® Note
FARGIEMERAXERES (HBBX ) K& (us-west-2) , FEEEMIKS. IDs

1: AR ETHE
2 RTAF RN HENEEEA

« RBI3: ARAFRES EEIBEXHE
4 BTFAPNBEXHENTENER

A1 RFRP WX E T8I

ETHREY, CELERHELUREFNE, ERREELERG , EAUTEREE. LT REER
RFHIT glacier:Initiatelob BEUBIHEL ( XFATFAP N GEPRREF-BGES
B ) MIBRFIT glacier:GetJobOutput BEATHR REIMWBIENNIR. LLREEERFHIT
glacier:Describelob BREMNIR , MEAFBEBREMEIRS. BXEZEE , BSH B3kl
(POST 4E1b ) o
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HWERBEIR FX AN examplevault B XHFERIX LN, &AM Amazon S3 Glacier 2l & 3REXL
- ARN , L AT UB R AR ER X E (FRESUEFE ) S5 E (FREUUHE ) AP BRELUERE
7 IR A4HBE ARN,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:InitiateJob",
"glacier:GetJobOutput",
"glacier:DescribeJob"]
}

w2 - SRVFR P AR A E A IEE A

AT RBIKBEEE T Resource TEMIEEM us-west-2 KB FOE N HEUARBEEBENNNERE, B
XMEABNNEZER |, 55T Amazon S3 Glacier FEE X EBH, ZBEEEF Amazon £
Z it (X 51 H ST FE F IR BV B ST EE R B BLRR o

/A Important

ERFMFEA glacier:CreateVault BEBEXHENNRE , BAMIE Resource HFE
EBER (Y), ENEELNERXHEZ BT HE X4 ENE K.

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*",
"Action":["glacier:CreateVault",
"glacier:SetVaultNotifications",
"glacier:GetVaultNotifications",
"glacier:DeleteVaultNotifications",
"glacier:DescribeVault",
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"glacier:ListVaults"]

R 3 SRVE R PR A AR B E S

LU RBIR B R TR R EE B us-west-2 X AVASTE XA FERVINER . EBIX LR , B AT LAEA
FREME (RBHEE ) APIRE—RMEEEBNEFY  SEBER B oREE (RSB LEE) AP
BRIEDER L,

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/

examplevault",

"Action":["glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:UploadMultipartPart",
"glacier:ListParts",
"glacier:ListMultipartUploads",
"glacier:CompleteMultipartUpload"]

Tl 4 BRTFAFPNBEXHENTENR
LR RGIRBER T3 BN examplevault BIXHERITATE S3 Glacier EERIINPR,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:*"]
}
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E AT Amazon S3 Glacier BV E T &R Y K BE =61

S3 Glacier XHFERI B — N FEH R RBEMN — N X4 EHER 52 xBK. Amazon S3 Glacier X
HEHREEE—MHETFTRROEKRE  THTEEXNXHFENNRRER, XHEPERRE A 81EMN X4
FELRREE, EMEXHEYNEREE , T EFE LR, WL A X4 ESIE R SKSEHE S H R,

£
- FEGFRIRE
o XHEBERMK

B 7] SR B
Amazon S3 Glacier X EFRKEE —METHRNOEKRE  TTHTEEN XHENNR,

BT AN A B IR — AN SR B SRS SRE AR, 8 7] SARE A 5 ol ST e 175 1) SR g AP A9 X
BR. S3 Glacier EX XN BN NHEFREXHEFYMERR , MHEERBERBTEER. BXEMH
EHERBNESER , BSR XM ENERR,

5l
o P11 BFIHEER Amazon S3 Glacier B ER BEK F X R
« R 2 BF MFA M BRIEVERY B K 7 AR

1 BFIEER Amazon S3 Glacier #/ER BETK P £ R

AR RIS BE @B Amazon Web Services Ik BT E 7 examplevault B HEEHIT—4 S3
Glacier #ERNBEIK - X R.

(® Note

REZXHENKS EEXNSE XM ERBKRNAERA, BATRNARKS =ENMEHE
R, BEEHNLRZAGHAT ZXXHFENIKS <,
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"Version":"2012-10-17",
"Statement": [
{
"Sid":"cross-account-upload",
"Principal": {

"AWS": [
"arn:aws:iam::123456789012:ro0t",
"arn:aws:iam: : 444455556666 :root"

]

1,

"Effect":"Allow",

"Action": [
"glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:AbortMultipartUpload",
"glacier:CompleteMultipartUpload"

1,
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

R 2 0 BT MFA B BRIRVERVESTK 7 1R

BT LMER ZE S HRIE (MFA) KRR EH S3 Glacier BiR. N TIREFMNANZ 2 EK B , MFA ERA
PE R EAE MM MFA RIERIFRAEEFRAAE MFA 8% . BXERE MFA FEINRNESZER |, 5
i <IAM BF#Em) FWEES MFA RIFH API i51E],

BB [ Amazon Web Services Ik EFIRAIEBHN AR FME N examplevault
XA , siiRRZBERESHERA MFA RZEHTHMRIE, HWREEFEH
aws:MultiFactorAuthPresent R4 RBEEX—MMER, EXEZEL , H5H (AM AFE
M) PR AANEEE,

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "add-mfa-delete-requirement",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:root"
]

1,
"Effect": "Allow",

"Action": [
"glacier:Delete*"

1,

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/

examplevault"

1,

"Condition": {
"Bool": {

"aws:MultiFactorAuthPresent": true

}

}

}
]
}
ST P R S

A[ LA Amazon S3 Glacier ( S3 Glacier ) 344 B Fff in— AN & T3 IR A9 34 FE 15 8] 3R B A — AN S4B 8t
EXREE. MHESERRE REUUSIEN XHEHRIREE. £RHXHESERE R HBEEREGHT
BEMEMMER, Amazon S3 Glacier 126t 7 — AR TEEXHESREEMN API BE , BSRER

S3 Glacier API 817 X4

BNHAIRGEANHEMERE , RREFTELHFHRE—F , REFENRFE, EXBHER ,
AL - NN ERERE |, EETFEREREEE 1 F2ariE% AP B ERFERNR, E8
E—NREGZE , RN ZREE, BIERKE , RERETTEN, AXHUEIENESEE 1’
SR XIEHERRE, MREEEEAERNEMBAFNER , ATERXAERRRE (B350 EH
[FIRE ) o

Al LA{E A S3 Glacier APl SDKs Amazon CLI, Amazon % S3 Glacier 3% & & 6l 2 & 3 344 FE 41
EEXE, BXETXHERRENEBT AT S3 Glacier BEMNFIER |, HSRAPI RS ZE,

R~
« BB BB HXRERS AT E 365 KA AT BRI R

ETRIRH KR R API fR7s 2012-06-01 286



Amazon S3 Glacier FEANGIER

o 1B 2 RIFEFRERIEL M BRAR

A1 ELEXR B aE A E] 365 RAYF 1AM BREUER

BELFERFSENAER , RERRRENEDEE 1 FHFN, TEISEEUT XHEHEREXK
KL ER, MREMRRAFEARERFERE 1 F , MZRERFIELI examplevault XFERIT
glacier:DeleteArchive BE, ZKREEFEAFET S3 Glacier &4 ArchiveAgeInDays 3K
X 1 FREER,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "deny-based-on-archive-age",
"Principal": "*",
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”

1,
"Condition": {
"NumericLessThan" : {
"glacier:ArchiveAgelInDays" : "365"
}
}
}

R 2 BRIEPRESKIELE M BRAXR

BREEXRET —METRENEREAN , DATEFERENBAE 1 FHERTHEREE. BT,
BEESFENENFEXBEERERE , W EEBREM A TR B2 B BRIE SRE. EXTE
T, ERERE LS T OB BUE KBS 4 E R E T B Ay R E AL

NTREEAANHAN , LT RORBEESMHFIED :

« E-REVELEMAMBRES (BEXHE ) . AELEM LegalHold FREMITIBIE.
« BEIREBARTFEFHRENEAER 365 RWBER THREFHOANR, BER , MRHFARE—FEY
PRSMG  BIMEEFRRERBE T 3656 RNERT , EAA BT ERRF™,
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "lock-vault",
"Principal": "*",
"Effect": "Deny",
"Action": [
"glacier:DeleteArchive"
1,
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"
1,
"Condition": {
"StringlLike": {
"glacier:ResourceTag/LegalHold": [
"true",

]

}
.
{
"Sid": "you-can-delete-archive-less-than-1-year-old",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
1,
"Effect": "Allow",
"Action": [
"glacier:DeleteArchive"
1,
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"
1,
"Condition": {
"NumericlLessThan": {
"glacier:ArchiveAgeInDays": "365"
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Amazon S3 Glacier S M RIEE R FEHEE

FEAUTEE TSR IANEEREFER S3 Glacier M IAM B A8 B IR E N [BF,
T

o RILINIE S3 Glacier H#1TiR4E

o BRILIINIT iam : PassRole
o R ATFRIUNE AIGREIE Amazon Web Services I~ B9 S3 Glacier ‘&R

K ITCIIE S3 Glacier FI{TIRE
MREBRBEIRIER , ERELTUIITEMRE | AN E TR AR FRITIZIRE,

= mateojackson IAM AP ZHAERAREHAEEETEREN my-example-widget B#IRNFHAEFE. ,
BFRHEREN glacier:GetWidget RBRES , 2K EUT REEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
glacier:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFMER , LAFMER glacier: GetWidget BAEH
my-example-widget %R

MREBEEFHLE , FHRREMN Amazon BEER, FHNEERRREEEZZEIIEN A

EFTNINIT iam : PassRole

MRIKEEER , MRBABLHINIT iam: PassRole B1E , N AMEHRELU AT B ABILIELS S3
Glacier,

BL Amazon Web Services Bi55 RIFERAAABGERESLZRS A MTRUEMVRSACHRSH
XAB, Nt , BLAEEFACEEERSHINR.

& A marymajor Ky IAM AR 2 EAEG A% S3 Glacier P#ITERMERN , 2 K ENUT REIEIR.
BR , RESLTNEETRSAGHE TR AIMITILRE, Mary FEBRAEZEEIRS R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MNBBEEHB) , FIREREW Amazon BB G, FHNEEARRMEEREILIN A,
KR8 AT RN AR ER Amazon Web Services K 89 S3 Glacier ‘&R

gabtlE—1ae  WEEMKSAPHAFFIEEAANARTUERZASRIGRIEHRIR, &0
BIEERESEY , AURAAG, X TXHETRIFARERTRZEH IR (ACLs) WARSS , BT
150 R 3 L5 SR B o) AAT1 3R T 1 8] S8 B BHR VAR

BETREZEE , ®SAUTRE

- ET# S3 Glacier BB XFXLEINEE , S EAmazon S3 Glacier #1{5 IAM Bl &£ H,

« BT HENMEANEHEENEENIHRENE Amazon Web Services Il |, {52 IAM AP EE T
B 6] #8388 Amazon Web Services KPP B9 5 —4 IAM A P2 E 15 R ER,

« BT RIAEE = FIREIIEHRRER I RIAEE Amazon Web Services K |, 521 IAM i 18
MEHRMEE=AREEFFNER. Amazon Web Services i F°

s ETHRIMIBES BHBRERITREHRNE , 55 (IAM BAFER) AR NL TSNS HRUER
B ( BRBRERIE ) BEFRE,

- ETHREAACNETRRNRHTER,FRIZENZS , H2H (IAM AFER) F8 IAM
Y B K IR A 18],

API iX[RS &

EiREAmazon S3 Glacier HfA5 IAM BL & A MEETERE IAM BN RER (ETESHNE
B ) RO ERB T RN RERRE (BT RENNREKR ) i, dERATRIERNRSZE, Z3ESA S3
Glacier APl #4E, &AL ERFHRITZRENRWABRIREUR BT LA ERFINRA Amazon

s
TilRo

BRI LATESRBEHY Action TERPIBEXLIRE | HEKRBMW Resource TRFIEERFRE. B4, &
A LAEA IAM KBEIES Condition TEIEERMEEXAETE,

EIETFERE , BE AP BIEBM 2B EH glacier: 814 ( fli0 , glacier:CreateVault ) o X
T KZ¥ S3 Glacier #/EM T , Resource RERFHEHNBRHXMHE., BB FEHAXHE ARN
FXHEEEN Resource B, ERTEZY , BUUEAMELNFHRE, BXEZELRE , 52H S3
Glacier N E T &R KB

TRIETARTETSHNRBENE T R RBEAIRE,
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(@ Note
— R AR TETSHNER, XEREESE—FIN AP BESHEEAES () FFid.

S3 Glacier API F P E HY R ENER

FIEDER E4& (MIBREAZ ID)

FREMBR ( API 384 ) : glacier:AbortMultipartUpload

WIR : arn:aws:glacier:region:account-id:vaults/vault-
name. arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
f i X FESIE ( DELETE $1ERE )

FREEMR (APl #84E ) : glacier:AbortVaultlLock
BIR

S3 Glacier &84 -
[6) A FE R INFRZ ( POST ¥R )

FREMPR (APl #4E ) : glacier:AddTagsToVault

R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %148 : glacier:ResourceTag/TagKey
STRTERLEE (KHBLEEID)

FREMBR ( APl #4E ) : glacier:CompleteMultipartUpload

IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
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SERXHESIE (POST lockld)

FrEMBR ( APl #4E ) : glacier:CompleteVaultLock
HwIR

S3 Glacier 1% : glacier:ResourceTag/TagKey
BIEXHE (REXHE) *

FREEMPR (APl #24E ) : glacier:CreateVault
PR
S3 Glacier &4 :
HIERASR
FREEMPR (API#84E ) : glacier:DeleteArchive

W] : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %1% : glacier:ArchiveAgeInDays. glacier:ResourceTag/TagKey
A BR S 44 BE

FREMBR ( APl #4E ) : glacier:DeleteVault

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %4 : glacier:ResourceTag/TagKey
I BR ST 4 FE 75 18] 2R B (DELETE access-policy)

FIEMPR ( APl #4E ) : glacier:DeleteVaultAccessPolicy

IR - arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
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MR HEEE B A (MIBRBAEE )

FREMPR (APl #24E ) : glacier:DeleteVaultNotifications

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
BRES (FREUES ID)

FTEMBR ( APl 384 ) : glacier:DescribeJob

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
IR FE ( FRERTHEFE )

FIFEEMPR (APl #84E ) : glacier:DescribeVault

IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 -
REBIER RERE ( GET RBE ) *

FREEMPR (APl #84E ) : glacier:GetDataRetrievalPolicy
iR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier 44 -
REESHEE (REUEH )

FREEMPR ( API#24E ) : glacier:GetJobOutput

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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S3 Glacier %444 -
RENS A FE i 9] SR B (GET access-policy)

FTEMPR ( APl #4E) : glacier:GetVaultAccessPolicy

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &84 -
RIS FEEBIE ( GET BiESRRE )

FREMPR (APl #84E ) : glacier:GetVaultLock

®IR : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &84 -
REUSCHEFEE AN ( FREVBHEE )

FREMPR (APl #84E ) : glacier:GetVaultNotifications

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier S48 -
BaifEl ( POST 4B )

FRrEMBR ( API#24E) : glacier:InitiateJob

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 148 : glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
BSBLEE (RSB LEE)

FrEMBR ( APl #4E ) : glacier:InitiateMultipartUpload
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®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
B XHESIE (POST $iEXRRE )

FIEEMPR (APl #84E ) : glacier:InitiateVaultLock
IR

S3 Glacier 1% : glacier:ResourceTag/TagKey
FHES REBUES )

FREEMPR (APl #84E ) : glacier:ListJobs

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &84 -
SIHD R L (SRR L&)

FREEMPR ( API#84E ) : glacier:ListMultipartUploads

WIR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 445 -
HIHER (3REXE4% ID )

FrEMBR ( APl #4E ) : glacier:ListParts

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 -

Amazon S3 Glacier API & [R&#&
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Bl SO EARE ( GET %)

FREMBR ( API 384 ) : glacier:ListTagsForVault

R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
B AR EE (BRERAEEE )

FrEMBR ( APl #4E ) : glacier:ListVaults
BIR

S3 Glacier &84 -
M EE I BRARE ( POST #REMIER )

FTEMBR ( API 384 ) : glacier:RemoveTagsFromVault

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
REHIERRRM (PUT K8 ) *

FrEEMBR ( APl #4E ) : glacier:SetDataRetrievalPolicy
IR : arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier %44 -
RiEXHEEHIRI 2R BE (PUT access-policy)

FTEMPR ( APl #4E ) : glacier:SetVaultAccessPolicy

IR - arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
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REXHEBHERE (REBAEE )

FTENPR ( APl #4E ) : glacier:SetVaultNotifications

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
FEEE (RAER)

FrEMBR ( APl #4E ) : glacier:UploadArchive

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %4 : glacier:ResourceTag/TagKey
HEER (REEEID)

FrEMBR ( APl #4E ) : glacier:UploadMultipartPart

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %4 : glacier:ResourceTag/TagKey
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Amazon S3 Glacier FHy B & id M iGE

Y245 Amazon S3 Glacier ( S3 Glacier ) F1#&#) Amazon fBRA RN T EME, ATAMMMERENE
EERED. ERZM Amazon FRRA RNFMB I 2 WEKELKIE | MEE LI SRR T A E R
RBMFRHERFR. Amazon 124 T AT AT EEN S3 Glacier BRFMMAEEEHNIE !

I &b CloudWatch 3§

B3 Amazon S3 A S3 Glacier &Y , B AILAfEAIL S CloudWatch B1R1E &8 E /I B [E BRI
BEBEANER, NMRBHREIASERE , MWLM Amazon SNS EEH Amazon Auto Scaling B
RRIZBH, CloudWatch BIRA2BEARE , ERENLTHEERS. MRAAETRIERE
AEEENETAIAREBRAREAZETRAA. BXEZEE , BSREA Amazon HIRIER
CloudWatch,

Amazon CloudTrail B#&

CloudTrail 2t . A®E Amazon IRE1E S3 Glacier P ITHIRENIEFE., CloudTrail & S3
Glacier WFFE API AR ANEH , @FERKE S3 Glacier 12#I A EAFX S3 Glacier RY1XE2
B APls, BXEZELR , B2 FRI12ZT 5% S3 Glacier AP| # F Amazon CloudTraile

Amazon Trusted Advisor

Trusted Advisor 8 7 M\AKRT LK Amazon EFRERSFERIWERESE, Trusted
Advisor REERH Amazon R , RAEEEVSTERE. EERSGETAMMMERAEENLE
TRAIRHEW, FIE Amazon B YA A K Trusted Advisor X E, AL R F it
XA EF A LAEEBFTE Trusted Advisor X2,

EXEZEER , 525 (Amazon Web Services X FAFIER) BH Amazon Trusted Advisor,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.amazonaws.cn/awssupport/latest/user/getting-started.html#trusted-advisor

Amazon S3 Glacier FEANGIER

Amazon S3 Glacier 94 # M6 iIF

Amazon S3 Glacier ( S3 Glacier ) W&Z £ 5&HMHE=FFiTHMERNZIM Amazon ER TR —
oRATIRMG , 2

- REMALEE (SOC)

o XEFITULHIERZ 2R (PCIDSS)

- BHERREENEEFRE (FedRAMP)

- BRERRREBEEREER (HIPAA)

Amazon £ “BREMITRIR 2 HISEE N Amazon BRSS” PRE TR EEFMNEBEESMITIEE A
Amazon R 51K,

A LAEAE = A FITREHIT T8k Amazon Artifacte BEXEZER |, 1§55 (Amazon Artifact F
8™ BH “7£ A Amazon rtifact P FEHHRE",

BX Amazon EHITNINEZELR |, 55 Amazon &MitEl,

BT S3 Glacier RSN REFREHRENBEBM, SELANSIMBIRUARERNEEENR
Eo. MBEX S3 Glacier B H FEEF HIPAA, PCI 5 FedRAMP £#5/# , Amazon B T THA
"R
- B S3 Glacier X EHE , B BWMR A XM ESEREI £IMH S3 Glacier XHFEHITHBH
Xea RS, BUUE - M XHEHERBEPIBEXRL —IRBEA , ZIREE(WORM) XEH
%U FH B ABUE R RE UARS LR TR, REEEYESTREEENR. XHEDIERRE A LA EY
BFUEESR , a0 SEC17a -4 H HIPAA,

(ZEE5EMHPRANITIER) TR TREFIEEMAE LHBUZEHEMNEAMNESWEEIRE
KB, Amazon

» HIPAA T2 5 EHEMBR T 225 Amazon M E BB 1H 2 HIPAA EXR,
. W@@ el Amazon |-Architected TEAmazon (WA TE ) R—M=HKRS , AT R ERME— B3R
, HEERARESRRFEMEHELEM Amazon . Amazon WA TERES TEAFMW A FME.
téﬁ\ MEBMBRAMSIRME T B
« Amazon EMFERRME T LRT RN TEBMIEE , TEERTENT LN,
« Amazon Config A& BN ILfE SN R REEX AR, TULIEEINEANETER,

 Amazon Sec@@ urity Hub AERRHNILZ L RSN LEUWE , Amazon HHEBEREESRER
ERETUIREMREREK,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://docs.amazonaws.cn/wellarchitected/latest/userguide/intro.html
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CNEEESNTHAM, REENTT B, S3Glacier A TR R FHIBEFHEBHUEL=ATAK
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Amazon £EMEZLZ L REFNERT,

B MG R S3 Glacier 28X Amazon £ K APls, BEF RSB EREZSM (TLS) 1.2,
BINEBYUER TLS 1.3 REAMAE. BEFREXAZHEEZTLEERE (PFS) WEIBEH , flm
Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Diffie-Hellman Ephemeral (ECDHE), AZ IR R
g (W Java7 RESRA ) MIFXLEENX, A, XAFEAE IAM KB R ZE4 1D ME
R BT ERHFITESR , WAl LUEAAmazon Security Token Service (Amazon STS) £ Ifift &4
R FRIITES

VPC it =

BEEMAES (VPC) KiHT R , & Amazon PrivateLink TEBEBMMK, NAT &%, VPN E#E
HiERE , AAFEN VPC 5XEH Amazon IREFMAERMZIFHN VPC KinT RIRFHITAE
Amazon Direct Connect iE#, &R S3 Glacier T E#EX# VPC in s , BMRESF S3 Glacier R &
Amazon S3 SRR IFE R #TIHE , WA LARIA Amazon S3 VPC K.

&< Amazon S3 A AHIE B LA R X REHR A S3 Glacier FEENEZER |, B5SH (Amazon
Simple Storage Service AAF 18R PN REMEAPEEMEZLET R, HXx VPC mERHNEZEER ,
%2 H (Amazon VPC BF1ER) M VPC K.
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S3 Glacier ZiiEK ZE R RE

& B Amazon S3 Glacier HiEK RKXE , B URMIEERERREFDHEE S/ B Amazon Web
Services K~ Y EIER ZEB) Amazon Web Services Xi8l, B3 S3 Glacier SRR ZZANES
{E8 , B3 S3 Glacier T

/A Important
BELRREICER TRERRHAEEERER S3 Glacier X HIK RER,
B S3 Glacier XN EZEE , 2 H (Amazon Simple Storage Service AF1ER)
WATASN KRN EFEEENEENR,

£

« 3% S3 Glacier BIER RFRE

« f£/ S3 Glacier #£#l &R BHIER REKR

- £/ Amazon S3 Glacier AP| i& EER KK

%32 S3 Glacier HIEK BRI

BRI LAM =% S3 Glacier 1iER RKBE P 1T1£4F : No Retrieval Limit (T ZER &), Free Tier Only
(XZEBREE) F Max Retrieval Rate (R AR RERE),

F# R A BRIABIER R KM 2 “No Retrieval Limit (X ZRBRE), 18R & # H“No Retrieval Limit
(LRRRE)KE T RERERD , EIMEERNBBEBREER,

BEEAXREZREENEER , EUANRENRBZEFHESH Amazon RBREBRIAZHN , MFL
FEEABERRTA, IRERERTNVBIEEET Amazon RBXERRE , N UEARESRE
RREKIRER bytes-per-nourREFELH, ‘AR RE R AHREREHNKS PAERREFSHIEER
FH Amazon Web Services Xif T3 &% EM bytes-per-hourBit i,

3t F“Free Tier Only (X EL) M“Max Retrieval Rate (R AR RER) K , BHEMEENRE
BHFNBERRERBTABIEZ, MREFH Free Tier Only (XA REE) K , N S3 Glacier HF
BFELBEH Amazon AREZERFNVNKLRFER, MREFEAZARERER , S3 Glacier 2L S
BEEHRHTHESHNIRERREB T Z KR ENbytes-per-hour BLFIK RER, XLEKIE T HEEIE
E{EBERRTAEE,
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UTRXTHERREBEHN - EFHEX

- REBFERRREHAT2RREAIRERZM S3 Glacier PR ZRBIFEFIFEEMNK : 3 B 5 at,
- REFWBBERREMHATHMZAES HEERITHREMEL,
« MRENMRESERBTHRERRIBEMHEIEL , BN EZESRERODERSRE.

o BAILLHABANRBIRE —PNEIER RERE Amazon Web Services X1, |, %R EEIENK
Amazon Web Services XiF THATEHRBER R TS, BRERLREHEEFEN , Amazon Web
Services X8 E - #HFERZHK A Z T+ E Amazon Web Services Xi8i, BXEZER |, F5H

Amazon S3 Glacier '

“Free Tier Only (X & BRELE) K

BAUFBRERLEBRREN ‘NREREER" , UBRENEFRHKRAREFE Amazon ZREERHTAZ
A, SFERFISTERBERREA, MREMRRFRPIESL , BRI -FERHEE , BHERE
W BT BIER REMIEL

BRI AR T XN BIER R KRB Free Tier Only ((XEREE), —BIREBIFERIE , BEREBR
T EIE R 7 A BR 4741 X% Amazon Web Services Xigiiz AT E RS B Amazon & 5248 ZRPRETIL
K, BHARLFERBERERTEA.

EEFEBRERRBAR—TAR , EE TR E]Free Tier Only ((REFRER) KEE. EXHER
T, “Free Tier Only (R BRER)KBFENFHRRBEREN , BF2EWIENER, BFEEXM
ZHEEEREA,

“Max Retrieval Rate (B K& RIRE) K&

BALHBRELRREREN "“RARRER | BIEELSR bytes-per-hourix KB B IFER REHK
RHIEELRRR, JENEELRRBREN ‘RARRER i}, IRFHRRERSSHERERT
ME SR IR E R RE BT KRG IEEN bytes-per-hourBL &l , M ZiERFHWIEL, MEENMNRESES
BHEL | KT —FRERER , EHERCHANBERREMIEL,

FHERRREZEEN ‘RARRE R UELEINE— RN UERN Amazon RRXEERM. F
m, BELBFHEARRERIZRENZ/PT 1 MB, XETF Amazon BREBBRER, NARZS A
B H Amazon £ REERH , BUUEGNBREEN ‘NRERERE , AEBREEEREURIES
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“No Retrieval Limit (Fo#& 2R BR #l)" SR B

MR BRI EIER TR IRE N “No Retrieval Limit (T ZRRH)” , MIHEZFAIEBERRIBERRER |
BENBRELRFANRESNERERL.

£ S3 Glacier 2l & 1% EHIER RR I

5/ Amazon S3 Glacier 12| & SIZHIER RFEE

1. &% Amazon Web Services Management Console ¥} fEhttps://console.aws.amazon.com/glacier/
KHITFF S3 Glacier ##l &,

2. TE“E&#BXEH T , Amazon Web Services Xigi M FHEEAREFE—, BULUNENKEEE
HIER Z KB Amazon Web Services X1,

3. EEMNSMERTD  ERBERLRRE,
4. EFRRE. LT HIREHRELRKERNE,
5. HEBERREET , &HE—-I1KRE,

BT AN =R BUER KRR %R — b : No Retrieval Limit (FTH Z&PR#%I). Free Tier Only (X% %%
E4£)5 Specify a max retrieval rate (J8 ER AR RER),

- MRIEFE TRRRG , MESAEERNBEEREER,

s MRBNEREBREE , WFEZEE Amazon RREENBERRER,

- MREREERARRE , YHERLRBRSSBEEHTHESHIRER REEE T BIEEN
BRARRER  NHELRBERGHIEL, EXNERARRERTHWE N GB BEFTIEES
NIFTFIRFTT (GB) WE., E8/)0EY GB B AENE , BHANETERLITHERA,

6. i%&# Save changes (RTFEX )

£ Amazon S3 Glacier APl i EHIEX ZF

O LA Amazon S3 Glacier REST AP| S k& & M1k & HIER KK B Amazon SDKs,
£ 8 Amazon S3 Glacier REST API| i BZIEXK R R

B LAE A Amazon S3 Glacier REST APl EF MG ERIER REE, &0 LUE AREUEIER RE RS

(GET %l ) RIFEFURBFERREKME, EALMERARESRFELRER (PUT X ) BERERE
SEA N
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/8 PUT SRE&IRVERT | B T@I ST JSON Strategy FEREIRE N BytesPerHour, FreeTier
& None RERHFERRFMER, BytesPerHour HETFHEESH A PIEBRIEERAKRRIE
# | FreeTier EETEFRNREREE , None ERITER TR ZERHI,

HERBENL (POST il ) BEBHBERZRES , MZASHBHHERRFHKAIRENTK
KRFEEKR |, Initiate JobBRENEFELEHIIEARE,

£/ Amazon SDKs RiXEIHIEK TR

Amazon fR1F#& SDKs 71 Amazon S3 Glacier F AR AR, ©1]1 SDKs 2 THH FKE REST
APl F9FE | HIRE T HEBEBEWNEBERNLCEBERRNNTNR, BXEZELR |, HSH Amazon SDKs
5 Amazon S3 Glacier ¥ FH.
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¥rig Amazon S3 Glacier &R

BREREDBLL Amazon BRIENIRES ., BMrEHBE NELAR , IFNSHEBHEBEN . BAFER
E X HFRZE 2Bl Amazon S3 Glacier ( S3 Glacier ) X ERIR. FARERE —HEE Amazon &R
MEEHE (SR/KEHE ) NEEmEXN S E.

FB

o FREERARA

. FREBRE

o FRARZERERA

o FEARESEEEEZE

« HXEZ

IREEAR AR

BT LAE A S3 Glacier #%/&. Amazon Command Line Interface (Amazon CLI) 5 S3 Glacier API
RERATES :

o [EXHERMIRE

o S XHENIRE

o MITHBE I BRARE

BXRWMAZRM, 5 HNBERFENESR , S 51 S3 Glacier X#FE,

BAERARERNENSTHEHRITHOE, Bl , BALUIRAR. IEEIREXN XHEHITIE, BTE
ENBMIEWENE , AU Z—ABECKIKRBREBNBEER, Hlw , BaE L —AFR
L BHEREXGENFIEEMARRBEXGE, UTRE— LRI RE

- FFEE : B

- IR : MIRER
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ERREZREMT

« —NRIR ( XHE ) ERARFREHN 50,
- RERNEX D KNE,

RERRENT -
« EXHEN-EARER , 8IMERLARE N, NREFMNVIREERCERANE , AR
TRBEZUNEREN,

o FREFPATBELFFL | aws: BN BIRERBEEHR Amazon, Amazon A LA R & 628 LAtk 81 4%
FAWIRZ | BIETEN ERITRBE MR
. REBHKESLTANT 1 F 128 4 Unicode ZRFZ (8,

« MEBRMLMETELULTZESR : Unicode &, BF, ZERAMUTEHRERF:_ . / = + - @
FREEREIMT

. FREENEKEXLTNTF 0 F 255 4 Unicode ZRF 2,
« MEEAURZE, B4, ENSBREELTER : Unicode &, HF., ERNUTEESKRT
ﬁ:_ ./ =t - @

£ A FR R ER AR

B LAEAREX Amazon F AT RMIRER, HENHRENA TEM Amazon &R ( 28X 4

B ) B, B Amazon A D ERENSEENRSCENFEAENRA, BaNARRILSES
(WAL, BARFEMIMEE ) WHRE , MEESTRSHELAEBHNEET. BXEZER &
2% Amazon Billing AFEEHF X BE LK SRS A RE D RS,

AR S BB 17 (A 42 4

ETAEAFEAEH BARWETRORE. HI , BTRE— P EEREFHTREN BEREH
Rl — A RADE | RERERNRAEREFEELED True , WHELE AR FLBIRE
fb, " T BBREREAM N EERRA TPEEREFEREN False, MRAMREBHHER
BHRE , WTEFSEREN True FEBELRNS ARRRERBUATFILTRE, B
EHER, WHH (AV AFER) R0 EARERHbE,
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FEHIdRKIT % S3 Glacier APl A Amazon CloudTrail

Amazon S3 Glacier ( S3 Glacier ) & Amazon CloudTraill—HRESER , ZREZEEBAF. AR
Amazon RS 1E S3 Glacier FREREVIREMIER. CloudTrail ¥ S3 Glacier B9FFE APl BARBRAE
# |, BFEXK B S3 Glacier 24| A B AFX S3 Glacier R BIAA APls, MREECIETIRER , MALL
AVFHF CloudTrail B#5£&4L %%l Amazon S3 Zi#48 , @1F S3 Glacier WEM4., MRETEERER
2% , WA 4E CloudTrail ##|A# Event history ( E4A LR ) PEEHENEH. FRHKENE
& CloudTrail , AT LA#SE[E) S3 Glacier K IAYiFER, K HIERAY IP sk, AR TiER, AR EH
BRUAREMIFAER

ETHEZEE CloudTrail , 2 Amazon CloudTrail AF#ER,

YL S S3 Glacier £ & CloudTrail

CloudTrail &8I~ Amazon Web Services Ik B EEENIKF EEA. X S3 Glacier P R4ETE
At , ZENSEHAM Amazon BRS CloudTrail B4 —RBIERESBHIRIEFRF, BAINERES.
BRANMTHBIE X EWEH Amazon Web Services IkFF. BEXREZER , BSRERAEHH LIRS
& CloudTrail B4,

ERFLILREMNEH Amazon Web Services Ik , B3E S3 Glacier WEH |, FAIERER, RERATF
CloudTrail f A& 42 5 2| Amazon S3 Fi#ER. BINMERT , HEEEF AP OIERERN |, ZR
BN R A FATE Amazon X8, BERIZS Amazon 2 XH A Amazon KB EH | AFAEXH
REFRIEER Amazon S3 T, AL, BRILIEEH M Amazon BRS , B — 5 o ML 2
CloudTrail B EHIKRENBHHIE. BXEZEERE , F5H .

o B R ERELA

- CloudTrail ZEFHRFHFEK

- BLi& Amazon SNS E#I CloudTrail

« BRKRBESZAXEH CloudTrail BEXAMEBK B S IK/# CloudTrail B &AM #

FiE S3 Glacier #4159 H 12k CloudTrail F#i2%&#EH Amazon S3 Glacier B API &, fln , X6l

MR (RENE ) MIBRSCHEE. MEIHHEE (FRIHE ) BIENBEA K% CloudTrail HEX
FFREKEE.

BIMEHHBETREBESEXRERBFRNARGR. BOEEEBTEHEUTRE !

- FREEARAFZIEEREMFIEREN,
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- BREFAACGKEREREAFNENZEEIERLEHN,
- BREAHHEM Amazon RF K H.

BXEZER , B2 CloudTrail userldentity T3,

T f## Amazon S3 Glacier BEX % B

BERERE—MEE 6 AFNEHEN BEHERTIEIEEN Amazon S3 Ff##8. CloudTrail BHESH
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , /B XFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HELETSRE
A4S EIRF EHI .

UTFROIERT —ANRREIENE (RENXHE ) « BIBRSCHES X E (FRECUHHE ) o MR
MR (FRENSLHEREE ) B 4ERY CloudTrail &% B,

{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-"
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
I
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
},
{
"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJQyVA",
"requestParameters": {
"accountId": "-"
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iy
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {

"accountId": "-",

"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"
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EUS LS R IRETAIENERER , LESKERHEIT REST APl #H.

B LAE A REST AP A , b A AEAREEEEE SDKs 9 Amazon, XLEFEAFTREEN
BMNERZER , ANBERPHERARITERE M, Hit , A Amazon SDKs B LA {L IR K 415
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RE PR

BERIEX ( TRk ) HEE, 30
KA FREH

M RBE LEERE (RBERE) APIFERE,
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ZWAE, MREY Date LA TER , M4

JER ISO 8601 EARKARIEEET. EXER

T, FFEZE x-amz-date #rk, BHEE , 71 x-
amz-date B , BHRALXEE Date #RkWE,
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KH : FHEH

&K WMRIEET Date , BERAEFEA 1SO 8601
BRI, MEZESAMBIE x-amz-date #rk,
MEFEA 1ISO 8601 EAKNIEET Date , MER
BHATHERESR , BFLE x-amz-date #rko
BXEZER , 55 (Amazon Web Services
Glossary) ®H#“Handling Dates in Signature
Version 47,
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FRARER

LB
Host

X-amz-content-sha2
56

Xx-amz-date

;ﬁﬁ I\\i’E:
AR EESERBERREINBSI RS, ZEL =

“wn

XA glacier.region.amazonaws.com
#3 , HhEi#ftregion’h Amazon XiE#riR | 4l

fMus-west-2 o
KA : FRFH

FEALEARR (RAER)SLER (RELR &
ID) EERNENEREETHITE SHA256 BREK .,
BARMIRKLE x-amz-sha256-tree-hash  #§
ATFE, B2, N TFRELENEEYAR , BERER

o, MRFEE x-amz-content-sha256 , M4t

MIEE x-amz-content-sha256 # x-amz-
sha256-tree-hash

KE : FREH

S RAAE AP, EEER (XHHER) ML
R (BELEID) FE,

AT 7E Authorization ¥Rk RIEZZXE M HE, 1% %4
ANAMAER YYYYMMDD ' T'HHMMSS ' #

A 1SO 8601 EAHEN, il , LAT B HA/6T ]
20170210T120000Z HATF S3 Glacier HEX
x-amz-date o

KA . FREER

&M . x-amz-date XNFIEERME AL ;
CANATEENERZSEMEAN B, MR
£ 1ISO 8601 EAXENIEE T Date #5k , NI
% x-amz-date . T x-amz-date &Y,
CIHALESE Date IRkNE. BXEZER
#2P (Amazon Web Services Glossary) &
#“Handling Dates in Signature Version 4",
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PR B HiR WATE
x-amz-glacier-vers  E{EAM S3 Glacier APl lRA, ZRIMRAH =
ion 2012-06-01 .

RKH . FHH

x-amz-sha256-tree- B LAMERE (LEERE (RAER) ) IERBD () FH

hash

= FAE R AR K

RYITE A SHA256 M BRI M. LER (IR
BEEEZ D) AXITEURENNESEER , BESH"
HTEREH,

KR FHFH
EIANE .

R DEME (RHEE) A LAR (BELE
D) BE,

TRER T KZE API WE R H 89 F A NE RARK

=1

Content-L
ength

Date

X-amzn-Re
questId

DU
WNEXHKE (AFTHEM) .
RHE  FHH

Amazon S3 Glacier ( S3 Glacier ) BT B #iFaE , 6170 Wed, 10 Feb
2017 12:00:00 GMT, HHAMEX AR RFC 2616 5 3.3 WHIEEMNT
BAPERZ2—, HEE , REM Date TEESHMAMKEREZ , Bt , 4l
W, N EEME (ZAEE) BREENBHTESXHEERIRPIIY
RATE K BHEIT TR,

RE : FREH

H S3 Glacier BIZ2HI M — PR BERWE, MRBEMEA S3 Glacier B EZ]
@ , Amazon AJLAfE A LLEREFRBE B, BIWRIERKXLEE,

& P RIAR Sk
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B iR
XKH . FRH
x-amz-sha PHREEH E X SHA256 R EREM, BXITEERBRMANESE
256-tree- B, BRI ERKA,
hash »
KA . FRH

X ERAITER

S3 Glacier EXRBEBINER#HITER , RUFMAENENERNE M. EEANBRFRBITERFTE
B, NN ERER, MEBEREEREAAANRTREH - BHEENER. NBEFEENAANRTSIESR
WBERXAFRZRFRFR. RHEERBREREE K BFZESESEBERY , FAZH. ZXBELN
E3RM Authorization ¥Rk —EB 5,

WRIEAYERE , S3 Glacier A EEA TN ZERBITEENHEARFRENWAENITELE, W
RABZEEBEZFERPNEZRMAEE , N S3 Glacier &L EZER. BN , FRHWIEL,

S3 Glacier X#EFFEAAmMazon EZ A 4 HITEHRRIUE, TELZNIRET DN =ZNMES

FF 1 BIEATBHER

A HTTP BREFHFIHATER, SAEAABHR , B S3 Clacier EEH I HEE S
155 I EH BT LRI E A E — B .

- 52 IBRGEFHE

BB NEZHE  FZFEHEAELONZRERBAABTN T, ZFZHFEHRNSESIFZHFE , 2
WMFHEXEWN, BHRAH, EEBEFEFREURKE L—ESHATLERNES. KIBEZFETSE
KEMEBHE. Amazon XEMREE S R,

- E5 3 EXR

ERAMZEGHFHBNEHERUELE , ZHBEIFHRAZTS | FEFFRNRERH, RE
ZHNITERZRMNENLETRZHT S RAEERARIDIE AR -RIETRF/HEES
PRIERE () HMACs, FEE , WERIRPEANRHEHET R S3 Glacier APIs F AT &%
BEOMERFEE,

FH;

HERHIITER AP W< 2012-06-01 318


https://docs.amazonaws.cn/general/latest/gr/signature-version-4.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-create-canonical-request.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.amazonaws.cn/general/latest/gr/sigv4-calculate-signature.html

Amazon S3 Glacier FERARER
- LHIZERUTE
s ARNABBRETELR

KOIEBRITE

UTRBIBISETRR QIR HE (REXHE ) tIBZXENFMRER, ZROITAEREELENES
HEHFZENSE, BXEZELE |, 53 | AM AFEEPHNZE Amazon API i53R,

AOIBREATEM :

o ERMWITEBAN Fri, 25 May 2012 00:24:53 GMT,
s WRANXERE (FFRIMILE ) X8 us-east-1,

BRAEREZE (28 JSON EX) 7 :

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 BIEISTERITENIBIEREXR

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T002453Z

x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version
e3b0c44298fclcl49afbf4c8996Th92427ae41e4649b934ca495991b7852b855

HBERNBE—ITREBREXHNKBEE, 2/, EIENTERNE=ZTREEZMN. XERANIL API
SREEHRSH.

FF 2 SBEGEFRENFEFREN !
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AWS4-HMAC-SHA256

20120525T002453Z

20120525/us-east-1/glacier/aws4_request
5f1ldala2d0feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

FEFRNENE—TREE , E-TRNASE , F=TREIEEE , KR —TEXEES 1 /AT
EROMBERNGE, EEZIDEEPEANRSEHA glacier,

MNTFES 3 : SIELER , MERATURTNA

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"), "us-
east-1"),"glacier"), "aws4_request")

R F ARG R %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MitEHMNZEE R

3ce5b2f2fffac9262b4da9256f8d0@86b4aafs2eba5f111c21681a65al127b7c2a

RASREMIE Authorization ¥k, X T RAIGA %48 AKIAIOSFODNN7EXAMPLE |, ¥Rk (R T
EFHREER, AIMTHRITHF) B :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aaf4s2eba5f111c21681a65a127b7c2a

ARG ERETEER

PR (RBEE ) MEER (RELE D) FRALERE  SEREEZREENEREGUR
RIEFERNBIE—NMIOERK x-amz-content-sha256, RALEBRENSESTREHMRENZ
BLREeME , AIREZ NP IRALLEIRL,

BEERLNITEE T x-amz-content-sha256 E LENEZBAR ( BRAH ) WWSHA256 K HFE, 1B
AR, BITE S SHA256 R F ((TEREF) TR, BRTHFTEZENE RN , BREFTHIEN SHA
256 B HENFSEREFHIEN SHA256 HF B FHETRE.

MRFEHBEBRBEEENZTHA , WA LMERALT Java KBBH BRKITE SHA256 BB %,
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public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance('"SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();

B, & C# #F , B LUTEAMEFHIEN SHA256 B FEH , MU TRBH R R.

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

RIVALIE APl W RBIZEITE

LT ROIEISEEMT RN EEHE (RMHHE ) S3 Glacier FRFMNRES APIs i — M2
EE, ROBEUTHEM

. ERHEEBH Mon, 07 May 2012 00:00:00 GMT.
c WMRAXERI (FHRIMIEE ) X,
- NEERAERNFEHTFLE“Welcome to S3 Glacier”’s

BERAEREZE (EFEJISON EX ) EREUTROIF, HEE , HHPaHET x-amz-content-
sha256 #rk, FEEILREIF , x-amz-sha256-tree-hash Ml x-amz-content-sha256 2+E[E
HE., B2 , XFARXF IMB HRELE | BARTR2XE,

POST /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
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Xx-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 IEFCERTENIEEREREROT. HER , EREETRALERL x-amz-
content-sha256 RHEE, XEWREELALEMBERAEA1TE SHA256 BHE , RAEBITEL
Bo

POST
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d14cb4b823e2f041cff612a628
x-amz-date:20120507T000000Z

x-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@@c3643d03d14cb4b823e2f041cff612a628

LR TENHRREEREIZR T ETARNS R, EHRRTAEH Authorization MiFHAE
A wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY #J AKIAIOSFODNN7EXAMPLE #53k & R 40
T (ATETHER, RMTHRITA) -

Authorization=AWS4-HMAC-SHA256
Credential=AKIAIOSFODNN7EXAMPLE/20120507/us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764ale9al44677c43d99061d98a5742c57a2855deb

T SRR A

FERERR | BMIEHE x-amz-sha256-tree-hash # x-amz-content-sha256 #rsk, x-amz-
sha256-tree-hash ik B EMNBEBREXPERAZHRKL M, b ETIHER T 01T E x-amz-
sha256-tree-hash #x3k, x-amz-content-sha256 FRABREBNMNERAENKGSE | HARENFR
DENTEH, BXEZELR , F5H R E AP W RAIZEITE,

IEHERNBRAHTURE
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« BIOHER —HEBE-FRPER LAME AP EEHEER , BAUMEBREXPFREBMER, EX
MIEAT , LM BBRENMERNREN,

- BERR —ERSREE API DR EAMRR , BUNEFRREXFRREEEN -, EXHER
T, BN EEEERAREN. LERMARE  BRURETHS R EEER , ZERLNSEE
MR,

BRABHRENN SHA256 e H. ERMARERFRREN , HIHERBRNNIRES , 21t
H SHA256 Is FEW, RIPAIRFBENBMERIREA,

® Note
BB IR T —Fit & SHA256 HMERFBNHE. BR , RERBHMEARNER , B UER
= CIpD-

BRI LR LT 3R 1T E SHA256 WZR % -

1. ENERARBIENEN IMB X3 | ItH SHA256 % . BENRRE—MXRALNTF 1MB.
fign , MREE EE—4 3.2MB HHEE |, MEFEUEHRENT =" 1MB KRFE—XRE
SHA256 B %&{E , ARRITERIR 0.2MB BIER SHA256 5%, XLERFEME THAHT R

2. HERN TR,

a. EEFNMEETFTRNBHE , REITEEENFEN SHA256 9%, LEEM SHA256 9%
HERSFEXRNFH RN Ko

b. MBRABT —AFH A , BALUTZME B ERABRGT— 2,

3. EESR 2, EFERMEARNIE. HMBRRETENMMEENGS  HENFRBRE T 2R EE
PRI,

F&

« WMIERERD 1 HE—BRP EERE

- WERERS 2 FRASREERLEAME
- HTEXHHHER S

« TEEEREERREN
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WIEWRERH 1 FE—FRPLEHR

EE—ERPFEALAMRAP (BESR LEMR (AHANR)) LEAMRN , B RWERAFHLE
FEEAMYE, Hit , BHUHMIE x-amz-sha256-tree-hash FRIFLA P BEBMIRHHEBE,
RIREBE L5 —/ 6.5MB IR, THEUE T CIERN SHA256 BFENRE, BERERHIEN
1MB X1t & SHA256 5%, Wk , B ERNFRMN 0.5MB BIFITERF , AFIRAEN T RATR
FIEH

/ SHA-256 Tree Hash ™
" af the Archive A

d_,.-*- -.--.----""---.__

~SHA-256 ~SHA-256
. Hash . Hash
SHA-256 ™, 7 5HA-256 ~GHA-256 ™, )8
’ Hash A Hash ' Hash . Y
Jf-'f.._. '\ .f.’f.._ . “\ J.__f-". 3 ‘-\H. ..
~ SHA-256 ™ / SHA-256 ™ /" SHA-256 ™~ SHA-256 ~ - SHA-256  / SHA-256 ~ - SHA-256 ™
“_ Hash % Hash %  Hash -~ Hash % Hash .  Hash % = Hash
A
1 ME data 1 MB data 1 MB data 1 MB data 1 ME data {];:jsatr:El

6.5 MB Archive

WERER 2 FRADR AR ELAHESE

EFEAPBRLARLAMRNITEMNEREFNREBEESL —BERP LEAMRNHERE, BE—NWXRZ , &
PELEES  BEBMERPR (FH LER (BELEID) APl) LEMRAN—B , Bt , B x-
amz-sha256-tree-hash BRIFAPRARHZBENREN, B2 , LEMERE , BUTRETK
PTEREE (BSR'ERSBRLE (KHLEEID)”)EKR, #E x-amz-sha256-tree-hash EKHR
AP EEEIMERNMER S,
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FRARER

af the Archive J

— — -

/Part 1 SHA-256 TrEé‘\,l

-\‘-\-..__ Hash A

—_—
Py
g Y
= T~

/SHA-256" /SHA-256 ",
L hash ./ hash
* v L

~BHA-256", /SHA-256", ~SHA-256", ~GHA-256™,

. e

I/ SHA-256 Tree Hash ™

A %

“BHA-256™ /SHA-256", “SHA-256

~~—

l.:"ﬁ;;I-: 2

e

SHA-256 Tree™,

Hash A

o h
¢ SHA-256™, Y
. hash ./

Fa

‘_hash /' hash ' hash /' hash ‘_ hash ' hash ' hash
N ash N\ Nash ash /N hash Sl
4

‘ 1 MB data

1 "L.1Ei Ija:a

[ 1
) data 1 MBd

Part 1

Part 2

4 MB size 2.5 MB size

TEXHHRERS

Lt E RN EERH T ERBNMERN, BALURESREINEEMRICAB, WREEH

Amazon SDK ¥ Amazon S3 Glacier ( S3 Glacier ) #1742 , RZLNEERMERHITE , BR

ERMEHEIA,
Example 1 : Java R4l

AT R BR A 5 Java T E XA SHA256 MM, SR UBN REXHNBERSHERIZT
WRE, Al AEENIEH AR R TreeHashExample . computeSHA256TreeHash J3%,

import
import
import
import
import

java.io.File;
java.io.FileInputStream;
java.io.IOException;
java.
java.

security.MessageDigest;
security.NoSuchAlgorithmException;
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public class TreeHashExample {

static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& a File to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
* @throws IOException
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& Thrown if there's an issue reading the input file
* @throws NoSuchAlgorithmException
*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.
*
* @param file
& A file to compute checksums on
* @return a byte[][] containing the checksums of each 1 MB chunk
* @throws IOException

ks Thrown if there's an IOException when reading the file
* @throws NoSuchAlgorithmException

& Thrown if SHA-256 MessageDigest can't be found

*/

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream = null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
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int idx = 0;
int offset

I~

Q;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*
* This method uses a pair of arrays to iteratively compute the tree hash
* level by level. Each iteration takes two adjacent elements from the
* previous level source array, computes the SHA-256 hash on their
* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the
* source array for the next level.

* @param chunkSHA256Hashes
E An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException
& Thrown if SHA-256 MessageDigest can't be found
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");

byte[][] prevLvlHashes = chunkSHA256Hashes;

while (prevLvlHashes.length > 1) {

int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array

* @param data

* a byte[] to convert to Hex characters
* @return A String containing Hex characters
*/
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public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {
String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2 : C# .NET R4l

LA R 6115 BF 04T i+ B XX SHA256 Bificie % . & A DUBE R XL BN S BORIZE1T LR A,

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{

class Program

{
static int ONE_MB = 1024 * 1024;

/**

* Compute the Hex representation of the SHA-256 tree hash for the

* specified file
*

* @param args

* args[@]: a file to compute a SHA-256 tree hash for

*/
public static void Main(string[] args)

{
if (args.Length < 1)

{

Console.WriteLine("Missing required filename argument");

Environment.Exit(-1);

T E AR e %
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}

FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try

{

byte[] treeHash = ComputeSHA256TreeHash(inputFile);

Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());

Console.ReadLine();

Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadLine();
}
/**

* Computes the SHA-256 tree hash for the given file

* @param inputFile
& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)
{
byte[][] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
return ComputeSHA256TreeHash(chunkSHA256Hashes);
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/**

*
*
*
*
*

*

Computes a SHA256 checksum for each 1 MB chunk of the input file. This
includes the checksum for the last chunk even if it is smaller than 1 MB.

@param file
A file to compute checksums on

@return a byte[][] containing the checksums of each 1MB chunk

*/
public static byte[][] GetChunkSHA256Hashes(FileStream file)
{
long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)
{
numChunks++;
}
if (numChunks == 0)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{
if (file != null)
{
try
{
file.Close();
}
catch (IOException ioe)
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throw ioe;

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

ks An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)
{

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int i = @; i < prevLvlHashes.GetLength(@); i = i + 2, j++)
{

// If there are at least two elements remaining
if (prevLvlHashes.GetLength(@) - i > 1)
{
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// Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];

byte[] concatenation = new byte[firstPart.Length +
secondPart.Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,
firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,
firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,
concatenation.Length);

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
public static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;
}

TR R

HBERBHES APl (ESHEa1EL (POST 1Rl ) 7 ) KRR , BUNEEMBEEERR
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VBT HEXWNMHE. BERRAVEEMAEHRURFTHINTF. A TETHBEMEERENE , B
ZHNEEEETHRERELAURER BT, XMHREATEXSTFHELNT

« JKFFXFF-HSEHE [StartByte, EndBytes] A4 1 MB ZER EEndBytestn 1 AJ# 1 MB BRRET 5
EEHMNRR (FAFTHARNEE 1) 5t StartBytes , MBAIKFT (1024*1024) X F. BIES API
REANEE (MREETEE ) BDTUEKFHIINT.

* Tree-hash W3- H B XA EZEEAMENMERFNRER TEMMENHERFPHT BT,
SEE [StartBytes , EndBytes] F ERR# TR EXTT. N TERRETHNBFENIRERNE , ER
ZHEE AR ETRAEESTARER HXNT. AXRXEEURENE-ERERFBHXRN RO,
FSAMERE RS REURER BN THERTE",

FER , UIREEFEXNFHEEERAKFTINFTN, ER , URFHXNFBEEINF —ER AR
i FXIFHY.

BUTRAER T EETHERSREN , 2EBERER TRIREME :

- MREBERBIE

- MREERIE
HSEE .

« MRBEBHESERPEEERRNUMERFBXSTHEE , H AERIESERP THENE
o

c MRBEBHESHERPEEERRN UM EXNTHEE , A RERIESERPEEETHH
LARS T e %6 34 ST RSB Bl

BFRPAEEERRNEE , A AERRESHERF FTHEBEMER,
ERPRIEEERRNVCE , A AERRESERPIEEE THHURERFENTF

R W

MREHEBHEFSERPEEELRIVEE , MIZEERUAMERFENTF , WEERRESERP TR
#iEe |, MATLRBERAE  EREDT2REREME.

RIEREHE A RRUAMEREXNFTHERTE
RN XHEFE -1 6.5MB IR | LERRIZMEN 2MB, BHEBHEFERPEE 2MB 5B

ENARARE T EETHRENRESWIHBEREME. TEEHATXT 6.5 MB =G TER
P 2 MB SEEl. XMAEEIGURFTNT , BERE-EE MR FXF.
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SHA-256 Tree Hash ™,
‘. of the Archive  /

T -«
/" SHA-256 ™, ~SHA-256
. Hash ./ . Hash ./
GHA-256™, BHA-256 \
‘. Hash J ‘.. Hash .~ \
-""#.. * ”. " ‘ ."..’.._.- o ‘\x -\,- '...I..
/" SHA-256 ™,/ SHA-256 ~ - SHA-256 ~, - SHA-256 . - SHA-256 . - SHA-256 1\ - SHA-256 ™
‘. Hash /%  Hash .\ Hash /. Hash .  Hash .\  Hash '\  Hash ./

A

0.5 MB
data

1 MB data 1 ME data 1 MB data 1 MB data 1 ME data 1 ME data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive ;4 Tree-Hash Aligned

LA T2 e 25 X4 37 958 [ i BA

LEEB O X R AR BRI STHSEENARLEH THIINGE, SETHHERN B HEEEERR
MBECE AR ZENEZNEE THAEEN , AHERENTHEEFEER. NRIFENEEEGU
W FEXITT |, MIRE THREEE TR BRI MERE,

HENHETE [A Bl c LHEFHRERS , BEENRERFNREY TEMIRNHERHH
N — T RE, SBE [A Bl TN THERURFERFBNFTHN, ERUEE HERERE : ©FTUH
FRFEXNFHEETE PHBRRERTER—R. HELEOH , RINRHTRERHXNFAIGHE,

A [P, Q) A N JKFTT (MB) WARASEEER , MPM QR 1MBHEHK. BEE , XREBFET
BR[PMB, QMB-1ZF%], BEATHEER , RIFEETH [P, Q. ETXLEERRESBA :

s MR P HAFH , WRE—NIEEMN UK FXIFTHSEEED , [P, P+ 1 MB),

- MR P REBH , kBREAH, HP P AUER 2k * X, MEZHE k NA P FF LR IE & XSTH5E
Bloe XBAT 0HEH. URFEREXNFHEE D NATRE
" HWFEAI, BB (0<=i<=k) HEP+2 <N, Il [P, Q+2) RUKKMAEIFTHEE.
+ P =0 £ A=2[IgNJ*0 K HIER
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WMREEHER , APIFRETIREZ—

(¥ iR HTTP IRESRE RH
AccessDeniedException mRB A=A E Amazon 403 =P
Identity and Access Management  Forbidden r]

(IAM) KEEF AFHRR , REF
3R URI A T £51REY Amazon
Web Services Ik ID , MR E,
BEXEZER , BSH ERAT
Amazon S3 Glacier #J Identity

and Access Management.,

BadRequest MRTTELAEER , MRERF 400 Bad =P
=, Request Ui
ExpiredTokenException MREFERPEANZETEED 403 B
B, MRERFE, Forbidden i
InsufficientCapaci MBESEREHNERELELIMEE 503 Service RF
tyException R, MREABE, HERDGEA  Unavailab B
FThERE , FEATHRESME le
K%,
InvalidParameterVa MRBRMIEE THERNSEH , M 400 Bad BZF
lueException RE L FE, Request U
InvalidSignatureEx MRBFERLEZLH , MRE R 403 zZF
ception Fo Forbidden Ui
LimitExceededException MRBERSHEIXHERS. ¥5 400 Bad BZF
LRFEIFMEERZRBFRIEM Request i
=30, MR E A,
MissingAuthenticat MRZERNBERKE S BRI 400 Bad B
ionTokenException 7, IRELFE, Request i
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FRARER

(8T

MissingParameterVa
lueException

PolicyEnforcedExce
ption

ResourceNotFoundEx
ception

RequestTimeoutExce
ption

SerializationException

ServiceUnavailable
Exception

ThrottlingException

UnrecognizedClient
Exception
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B, BB RE.

R R B X BB SRR
R FEERE , MIRELFE,
BXRVERRFTBNESERS 1B
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% ID Sif£55 ID ) AF%E , NRE
HRE.

MRIERE EEHEHH Amazon
S3 Glacier ( S3 Glacier ) fE#IX
FEeER , MIRERRFE,

MBEREXTR , NRE R
&, MRAE JSON BEMNE ,
NKEEEXREER,

WMRRS T ETREFER |, NERE L
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EERER | NRELRE,

WMRIFEELA ID FLETEE
M, MREGFE,
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1 BETHFENES ID WERESER

BRIREATFENES RIE HLES (REES ID) BR. B, BEE-NMFEENES ID.

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6fuSm6VzW9T7esGQfco8nUXVYwS03jlb5gqlIZ55yHgt5vP54Z5hjo@zQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da®447acf430195dchb540091b12966F2a2

YER MR |, S3 Glacier IR E LA T 48 1% 09 B o

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABaZI9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfjg

Content-Type: application/json

Content-Length: 185

Date: Wed, 10 Feb 2017 12:00:00 GMT

{
"code": "ResourceNotFoundException",
"message": "The job ID was not found: HkF9p6o7yjhFx-

K3CGlefuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP547ShjoQzQVVEXAMPLEbadJobID",
"type": "Client"

}
He .
R
EAREZ—
KA FHR
HE
BETIREHIRN AP B IRF4 — R IHER,
KE: FH&H
el

BiRE, ZFRAUAUNLUTEZ—  Client. Server 3 Unknown,
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?éﬂ . ?ﬁ%o

EEEFEBPMEPHATER

o WFEIRMR , S3 Glacier IREVMASRIEE 4xx F 5xxo. FEHREIH |, RSKRER 404 Not
Found,

« Content-Type #r3k{H application/json RRIEXHH JSON
« IEXHH) JSON BH THEIREER,

EZBNERT , RREEEFTFENXMHE , MARHFRNES ID. WNSIBREFEHEE,

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®
Content-Type: application/json

Content-Length: 154

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",

"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",

"type": "Client"

w2 BRSBERERENFIHESER

FEHRREIF | BRIE FIHES (RBES ) BRUKRREFHRE statuscode HIXHEES , ™
BIRM T HIRM statuscode f finished , MAR A #EZMWE InProgress, Succeeded
Failed,

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

S3 Glacier iR[El InvalidParameterValueException LA HERAIHE
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FRARER

H

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg

C
C
D

{

}

TTP/1.1 400 Bad Request
ontent-Type: application/json
ontent-Length: 141

ate: Wed, 10 Feb 2017 12:00:00 GMT

"code": "InvalidParameterValueException",

"message": "The job status code is not valid: finished",

"type: "Client"

N ERE

LA 2 a7E S3 Glacier H{EAH STHFERE,

£}

f I A ESIE ( DELETE BiERME )

B X E AR INARE (POST #REAH )

BIENHE (REXHE )

FER M EBIE (POST lockld)

o MBRICAHEE

I BR 3244 B 15 18] R B (DELETE access-policy)

M BRSC AR B A (M BRIBAELE )

HR X (FREUCHERE )

FRER S FE 175 9] 2R B (GET access-policy)

RN EBE ( GET BIERM )

R EBH (FREVBAEE )

Ba XHEME (POST HERR )

DI N ERRE (GET 735 )

B HH S (BREUCAEFE )

M I EE I BRARZE ( POST #RESHIBR )

B XL IR 2R R (PUT access-policy)

REXHEFEBHARE (REBHEE )

MR AE
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A ESCHEEBIRE ( DELETE BiESRRE )
iR

MRXHEBERLE T Locked RE , MR ELEFELEXHESEIR, NMREFRIEERXHFE
BELTF Locked IR , MLRIELIRE AccessDeniedException iR, FIENHEHESES
MIE TE ST B P I BR ST B E SR B

BXAA InProgress FXHEMEET B XHEHE (POST BIERE ) RS, BXEAA
Locked X H4EMEBT TR XHEESE (POST lockld) R, EAE T EA RIS ESE

( GET $iEXRE ) R HENENRS. BRNGENELSENESZEES , 1§51 S3 Glacier X+
EHE. BANUEHMERBNESER , BSH XHESEXRRK,

RERTEEN, WRNHEMEL T InProgress REFXKE 5 XM EXRKATRE |, W& W 2K
Thith U8 A L R4

R
EMIBR B BUE RS | B0 AR DELETE F3RAY URI K3iE HTTP lock-policy #H3Ro

BE

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note

AccountId{E}N Amazon Web Services kP ID. LLEXRESHATEEBFERNEREREKN
Amazon Web Services Ik~ ID #HEL, &R BUEE — 4 Amazon Web Services I&F ID , th
AEREE—N“-" (EFHF) , EXMERT , Amazon S3 Glacier FASATEFiER
K EIE < BXBY Amazon Web Services IKF ID, MIREIEEKFS ID , BOE ID R EEEZR
(e

BERSH

LRENERBERSH

IE X EIE API| R 2012-06-01 342
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HRIRK

IRENRERAMBREBANBERIR., BXBABRFANEERE , 28 ELERFL,
HERE
LR AR B EREL.
W) B2
W0 SR A SO BR L 3K RE |, M| S3 Glacier £3RE HTTP 204 No Content WiRZ,
&
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

T RIAR Sk

IR AR 5 R A 2 B0 RS PR B T RIAR Sk . S BAMAATAME R | W21 B ABAH .
7 IE 32

HIBETRERMRE X,

iR

A3 Amazon S3 Glacier RERSIBHENES | BSHEIZNAL

5l

AT R B R A UL A S R

RBIER

W RBIH | DELETE RS XX F BN examplevault BSXHER lock-policy FHRIR.

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2
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x-amz-glacier-version: 2012-06-01
e B2 7R 451
MR AR INMI BRI KRB | M S3 Glacier £3RE HTTP 204 No Content MR , #1A N RAIFFI R,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

- ERXHESE (POST lockld)

« FRECHAEBE (GET BIEXRR )

- BEINHEYNE (POST BiE R )

BiESH
BEXEHTEIESHM Amazon FEAL API IEZEE SDKs , HZEUTHE :

* Amazon Command Line Interface

6 3B R INARE ( POST #5780 )

HRESRIXHERNEENRE, BMEH-—MEN—MEEAK. BIMNXHETRZE 50 ME
L, MBRENE ’Eé—rﬂlﬁﬁﬂﬂl#ﬁﬂ’]ﬁxﬁﬂﬁﬂ Ntk #EL B K LimitExceededException 4

'Lfo

MREXHEFELNENMEERN TEACSHFE—MZX , IHEZUENRE. AXNENESER  F

29 #=12 Amazon S3 Glacier ‘BiE,
ERIBE

ERMXHERMIRE | B[ HTTP POST #ER A EFHRZ URI , LA T B E RO TR,
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Amazon S3 Glacier FEANGIER

POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
(® Note
AccountId{EN Amazon Web Services Ik 1D, WWEXNMERTZEBERNHEREREKHN
Amazon Web Services K/ ID #HPCEl, &7 LA E — 4 Amazon Web Services IK/° ID , th
ALLEEREE—N“-" (EFF ) , EXTERT , Amazon S3 Glacier fFASHATZEEXR
K EIE X BXHY Amazon Web Services Ik ID., MIREIEEKF ID , BE2E ID F I EEFF
(l_l)o
BRS
AW iR HIE

operation=add T H operation EMNENERAFHESZH add, ATEMNX &
HEMIBRIRE (POST #rEMiRR ) #HITX D

HRIRL

LR ERFBREBANERRL. AXREABRIRKNER , 50 ELERRX,
FERIEX

BREXHBELT JSON FE&,
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FRARER

RE

ERMEXHENRE, BMIEH-MRN—MEAKR. ZETAEFRE,

RE . PRI FAFRME
KEAR : RPKER 1. RRAKER 10,

MR
WMRBEFREIT , WiZRFZSRE HTTP 204 No Content MR,
1Bk

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e R4 3k

L3R AR B2 AR K 2 20Wa B2 38 A Y W i AR ko AR BAMMIRAHER

g 8 1 32

1k 388 4E 3R 5100 7 1F 32

iR

BX Amazon S3 Glacier R EMEREENER , BSAEIREL
]|

RBIER

AT ROIRIE —NERER NS XA FERIPRER HTTP POST #3Ro

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

BESH ERBARK,

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

18] 32 4 B R DOPR S
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Content-Length: length
x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
0fa) Rz 7=

WRIERKIN , S3 Glacier £3RE HTTP 204 No Content , ZILA T ROIH IR,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

. BUH BRI (GET 5% )

o WTHEERMBARE (POST FEME )

BESH
BEXEETEIESH Amazon FEAL API IEZEE SDKs , HZHEUTHE :

* Amazon Command Line Interface

BN HE (RENXHE)
PO

WRESFERIEENBMBIETNXHE, XHEEMNBFRE—D Amazon XiF AR X4 2H—H
Amazon Web Services i, BHRZTUNTNKFLIE 1000 NHEFE, EXRUIBESXHENE

B, 5% 3] Amazon S3 Glacier &= miFHEE T,
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https://docs.amazonaws.cn/cli/latest/reference/glacier/add-tags-to-vault.html
https://www.amazonaws.cn/glacier
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AXHEmER , BLERLT RN,

- BMKEE 1M 255 MNFERZME,
« RAFNFRHEIE a-z. A-Z, 0-9, W (TRIL%) ., ' (EFHF)M (¥AFIR ).

HWREREEN , BUUZREIEMEMER , 87 Amazon S3 Glacier ( S3 Glacier ) 2 — R tl215
ENXHER , eF2BFERME,

R
EE
BRIRX M E , B HTTP PUT B R RIAT R 0IZ XA ER URI

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

® Note

HAccountId{ER Amazon Web Services IK/7 ID, LEXNERTEEBERNEREKREKN
Amazon Web Services k= ID tHIEEL, &A1 LA E — 4 Amazon Web Services Ik ID , t
AILLUERIEE—1“-" (EFH ) , EXAERT , Amazon S3 Glacier EFA 5 HA ﬂzx%uﬂ?
HYEUE<BX Y Amazon Web Services Ik ID, MREIEEKF ID , BEWE ID FEEEFF

(-)o

WREH
HRAET EAERSH,
WRARS

LREREAMBREBRANERERL. AXRBERBERRANEES , FSH ELEREL,
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FERIEX

HBEREREXBFRZE (0 FH ),
I 1
B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

e Ry A 3k

BRT PRERMEBANEAIRAIN , MNP ESEATENIRL,. BXBABMNITANES , B2
5 % A3 W RIAR 3K

B DU
Location E 2 H X HERNEN URI B,
RE : FRFEH
W B 1E 32
13 4E R B B2 IE o
iR

BX Amazon S3 Glacier REMHERHEEMNER |, BSHERE L,
]|

RBIER

LR RGIKZE HTTP PUT B3R , LI E A examplevault B HEE,

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
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Content-Length: 0

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e Bz 7R 451

S3 Glacier BIEX#EHTE Location FkHIREXHEMMEI URI R, TRIFERFIEENZKS
ID B REFH (“Location”) , K ID BRAHMKERE - FrkH,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault

PSS

o BIHXHE (FREGUHRE )
o M BR S HEPEE
- & T Amazon S3 Glacier B Identity and Access Management

FEZH
BEXEHEEIESH Amazon FERAL APl WEZEE SDKs , BSRUTHEA :

* Amazon Command Line Interface

SERAFEEBIE (POST lockld)
i

WIRERS N XM EHERNIRSM InProgress MBERN Locked RSRERXHFEPELRE |, X
LEHNHEYNERBATER, BIEA InProgress MXHEMEET B3 XHEHIE (POST
BERR ) RS, BT EA RECUHEYE (GET 8IEXRHE ) REHEHENRS. BRI

HESEIRNEZER , S5 S3 Glacier I EHIE,

HWIREREZN, MBEXHEMELT Locked RAMARENSIE ID SEVA T EXHENBIE
ID PTEE , M tbiEsRIBL TSI,
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MREXHEBEL T Locked RENEBERFEZZERWBE ID, MtRES
AccessDeniedException iR, MR I XHEPEL T InProgress JK,L\E'J‘Elﬁ*EP'f”éii%?&E’J
BiE ID, ML ELEI% InvalidParameter $5iR.

R

EXHXHEHNELE , BaXHEN POST FRIEMN URI RIEFTEERNSIE ID W HTTP lock-
policy &K,

Bx

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

(® Note

AccountId{E}I Amazon Web Services k= ID. LLEXRNEHATFEEBERNEREREKN
Amazon Web Services Ik ID tHIEHL, &R BB E —4 Amazon Web Services K7 ID , 1
ALUEREE—N“-" (EFHF) , EXHERT , Amazon S3 Glacier ERSATEEER
WY EUEREX Y Amazon Web Services Ik ID, HIREIEEIKS, ID , B2E ID P EEEFH

(-)o

lockId ERMN BEFI XHEHE (POST MERKM ) HRKRMABE ID,

BERSH

HRIRk

LREREAMBREBRANEREL. AXRBERBERRANEES , HSH ELEREL,
FERIEX

HRERBEREN.

e

WMRBEFERKD , MiZRFZSLIRE HTTP 204 No Content MERZ,
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B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

0E B2 47 3k

RENRERA RS BN BANIENRL, BEXBRABNFANEES , 38 EABRERX.
0ja R 1F 32

1 358 4F IR 81008 B2 1E o

R

B3X Amazon S3 Glacier R EFEIREENER , BSHEIRT L

gt

RBIER

BT RBIEIEFHEBE ID W HTTP POST BRUTR X B EHED =,

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

& 2 7R 51

MRERMKII , Amazon S3 Glacier ( S3 Glacier ) f#iR[E HTTP 204 No Content MR , AT /R
Bl PR Ro

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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PSS

o FIEXHESIE (DELETE 8IEXRE )

« RECHEBE (GET BIERR )

- B XHEYE (POST BUEERR )

BESH
BEXREHTEIESH Amazon FEAL API WEZEE SDKs , HZEUTHE :

« Amazon Command Line Interface

A BR 3 44
R

WRESHBRXGE. RBEELREREEINXHERSETMAMER , A BB LXEREE QIR HE
SREPITIEMEBE AR , Amazon S3 Glacier ( S3 Glacier ) T 2MIBR X4 FE, MR HFEEHPWE
— &M, XHERBRIBESIK (B, T2MBRXXHE ) |, H B S3 Glacier RE4FiR,

BULAER ARSI E (FREVIHE ) B1E , EaRHXHEEGR , @EXHEFRNMERR ; B2,
ZEERET S3 Glacier E XERNXHEZTEN,

LRERTFN.

(® Note

S MI BR ST B | B 0B ST B B ST S (R SR Bt AR BR . BRSO EE T R SRRV S
ZER  FSHAEL XK,

R

EMIBRSCHFEE | E A XA ERR URI RIE DELETE #3KRo

I BR ST A4 e API fR4s 2012-06-01 353
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B

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

ZAccountIdER A XHERKF K Amazon Web Services Ik 1D, AT LAIEE —

A Amazon Web Services Il ID , B AJLLERIBE—N =" (EFZF ) , EXHER

T , Amazon S3 Glacier A 5A TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFERKS ID, H2%E ID FEBEE[EFH ()

BERSH
BRENERBERSH
HRIRk
LREREAMBREBRANEREL. AXRBRBERIRANES , FSH ELEREL,
FRIEX
HRERBEREN
W 5
Bk
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 A 3k
LR B LA R 2 BOR RE A Y B Rk . BXBAMBMRANER , E5H EAWEMRE,
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g B IE 32

SRR IR BB R IE 32,
Hix

B X Amazon S3 Glacier RENBIREENEER , BSHERMA,

T~
RO R

AT RBIMIBRE 7 examplevault B, ZRH1ER 25X EMIBRIVEIR ( SXHFE ) B9 URI
B DELETE &R,

DELETE /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dcb540091b12966F2a2

e 52 7 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

BIEXHE (REXHE)

P A (BREGUHEE )

BaifEl ( POST e )

& A F Amazon S3 Glacier B Identity and Access Management

BiESH

BEXESEIESHMW Amazon FEA API IEZEE SDKs , HSFEUTHE :
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* Amazon Command Line Interface

il BR 32 44 FE 5 1R] SR B (DELETE access-policy)
iR

BEAR VBRI BR S48 E S BE R BRIV T B 3R, ZIRERA R — B - HH R , Amazon S3
Glacier ( S3 Glacier ) AIpEFE Bt — LAt RIS LM BR AR REE | HEEERIEBEBRIERE , ENEA
ATRE B BRI R

LRERESFN. BUUZBERARRRE  BEXEEXXHERRNREE. BXXHFERRREBHNE
ZEE , B HEL A KK,

R

I BR 2 B SO FE TR R SRR, B U ERY access-policy FAIRM URI &% —“ HTTP DELETE

\E sV
1B 2Ko
B

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note

ZAccount IdER A X HER K # Amazon Web Services lF ID, #&aLAIgE—

A Amazon Web Services I ID , B JBUERIEE— “-" (EFH ) , EXTER

T , Amazon S3 Glacier £ 5/ TEEERNEIEXEKR Amazon Web Services Ik 1D,
MREEAKS ID, BH2%E ID PEEEMEFH ()

BERSH

BRETERBERSH

) BR ST 44 T ) R B API fR4s 2012-06-01 356
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Amazon S3 Glacier

FRARER

HRIRK

LR ERAFBREBANERRL. AXREABRIKNER , 50 ELERRX,

BERIEX

HRERBIERIE.

Wfe] Rz

¥ERNERL , S3 Glacier RTERLIMIBR K BEEEE 204 No Content,
B*E

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz AR 3k

LB AERE R K2 BORRLE AR B RIAR k. BXBABMMRKNES

W& 37 1 32

I3 MR R 131 W) B2 1E 3o

tHix

HX Amazon S3 Glacier #EMEIRHEENER , BSHEIRBAL
]

BATS 74515 7= S0 o0 ) Bk ST 4 R 1 10 SRS

~lE R

B ERBARK.

L RHI% | DELETE BRI AIEEIBE N examplevault HISIHER access-policy F& R

DELETE /-/vaults/examplevault/access-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

T B ST A 175 1] 36 s
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
x-amz-glacier-version: 2012-06-01

I 5z 7= 45
YERER; , NRERINMIBRERE |, N S3 Glacier iR E 204 No Content , WA T RHBIFTF R

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

o IRERXAEFEETH R SR BE (GET access-policy)

« REXHFET R E (PUT access-policy)

BESH
BEXEEEIESH Amazon FERAL APl WEZEE SDKs , BSRUTHE :

« Amazon Command Line Interface

M BR SRR AN (M BRBHELE )
1 pUN

LERESBIBR A X HE RENHERBARE (REBARE ) RENBIRE. ZBRERLE—IHN
BD , Amazon S3 Glacier ( S3 Glacier ) AIgE R E — LR RAIRTEEABA , HBBERIEMERIER
ERERRER , AARELKRE —LEH,

WK

EMBRXHENBEANEE |, E0XHERN DELETE FARAIE notification-configuration i&
Ko
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B

DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

ZAccountIdER A XHERKF K Amazon Web Services Ik 1D, AT LAIEE —

A Amazon Web Services Il ID , B AJLLERIBE—N =" (EFZF ) , EXHER

T , Amazon S3 Glacier A 5A TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFERKS ID, H2%E ID FEBEE[EFH ()

BERSH
BRENERBERSH
HRIRk
LREREAMBREBRANEREL. AXRBRBERIRANES , FSH ELEREL,
FRIEX
HRERBEREN
W 5
Bk
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 A 3k
LR B LA R 2 BOR RE A Y B Rk . BXBAMBMRANER , E5H EAWEMRE,
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g B IE 32

SRR IR B8 R IE 32,

iR

AX Amazon S3 Glacier ®EMEHREENEE , BSHE R
e

LA RBIR R 7 an4al i BR 3244 B Y 38 SN B

RBIER

UL RBIF |, DELETE B R4 %XIXFHB N notification-configuration MISTHER
examplevault ¥#&iR,

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e B 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

 RENHEBA (FREUBHAEE )
s REXHEBAGRE (REBARE )
&M T Amazon S3 Glacier #J Identity and Access Management

N
H18

s

5]
BEXESEIESHMW Amazon FEAL API IEZEE SDKs , HSFEUTHE :
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* Amazon Command Line Interface

RN E (FREHE )
1 pUN

HRESREEXXHENEE , BB ENAmazon BIREFR (ARN), XH4EMN6IZE R H,
NUEFTENERY , URXHEPFMEMRNER D, HRBERELZX/NEE Amazon S3
Glacier ( S3 Glacier ) LXKMW XHEEE ( ZH1E Amazon S3 Glacier FAME I #EE ) . S3
Glacier RABREBLERXHEEFR, XEWE , RGBS ER ISR E M ST FE RS
R ABUAREERXHEER , @M AJETERBIXLEER,

R

ERWAXNAENEE , BEBEXHERRN URI ZIE GET BXR.

B

GET /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdER A XA ERIKF# Amazon Web Services Ik~ 1D, &AJLAFSE —

A Amazon Web Services I ID , tt JBUERIEEE— “-" (EFFA ) , EXFER

T , Amazon S3 Glacier £ 5 TEXEERMWEIUEXREKH Amazon Web Services Ik~ ID,
MREFERAKS ID, B2E ID PEEFEMEFH ().

BERSH

LRETERBERSH

HRIRk

BREREAMBREBRANEREL. AXRBRBERRANEGEER , HEH ELEREL,
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FERIEX

HRERBIERIE.

I 52

BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{

"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
"VaultName" : String

e R AR 5
LR EA RS HIRARER N IMAIRL, BXBABNRANER , E5H EAEMRX.
0ja] B 1E 3
@RI EXEENT JSON FE,
CreationDate
BIEXHER UTC B,

RE : BLISO 8601 HHARARRKFRFE , HlI0 2013-03-20T17:03:43.2217,

LastinventoryDate

S3 Glacier ER EXXHEBEZ S UTC B, BXBIXHEBENER , BSRBa/E
( POST il ) ",

KR : BLISO 8601 HHIRARRNWFERSE |, Hl 2013-03-20T17:03:43.2217Z,

HR B API fR7s 2012-06-01 362
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NumberOfArchives

PR EFEFERN , XHFERNERY, MRXHERERSTERRE (FlW, ENIR 612
TXHEE) |, WFEFRE null,

el B
SizelnBytes

BULEIEXRFFERR , XHERHERERN (UFTAEN ) , SREMIERMEENEM
T, MRXAFEFRERSITRERE (HlW, ERIRGIET XHE ) |, NILFER/MER null,

KA . BWF

VaultARN
X FERIAmazon BIRB R (ARN).
RE : FHH

VaultName
EOIEMRBEENXGEER. XGEEBHREIEEXHEN ARN F,
RE . FHH

iR

A2X Amazon S3 Glacier ®EMERHEENEE , BSHE IR
gt

RBIER

UTROIBRT MAIREEXE R examplevault MXHEMNES.

GET /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2
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e B2 7 451

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 260

{
"CreationDate" : "2012-02-20T17:01:45.1982",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,
"SizeInBytes" : 78088912,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"
}
UEPS:

BIEXHE (REXHE)

DI X E (BRI )

il Bk S 4

BEah#ell ( POST 461l )

i& i T Amazon S3 Glacier B Identity and Access Management

BESH
BXEHEIESH Amazon PEAL API WEZEE SDKs , HSFEUTHE :

* Amazon Command Line Interface

REWX 415 8] K BE (GET access-policy)
iR

HRENR R4 E LIREM access-policy FRBRAXRRELFRRNEZFER , BERKRE
XAFEE R KB (PUT access-policy)o MRAREXHFE LIREBEIGERE |, ZIRMERE 404 Not
found #iR. BAXHEHRRBNESEE , BSHERRERK,

SREQ S e 175 () SR g API hzZ 2012-06-01 364
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H3R

ERE M X EGRKREE | B0 SHEN GET FR/IFEM URI £ — HTTP access-policy &
EE

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

ZAccount IdER A X HER K # Amazon Web Services I ID, &AL E—

A Amazon Web Services Il ID , B AT LLERIBE—N =" (EZRZF ) , EXHER

T , Amazon S3 Glacier fFFl 5 TZXJERAEIUEXEH Amazon Web Services ik ID,
MREFERKS ID, B2%E ID PEEEMEFH ()

BERSH

HERERERERSH.

B R¥R K

WEREREAMBREBANBERIFL. BXBRABERFANEER , BEH ERERFX,
BRIEX

HWREZRBERIE,

Wfa] Rz

YERMRL , Amazon S3 Glacier ( S3 Glacier ) fF7£ M7 1IE 3X A LA JSON &3 IR 5] 3T 4 BE 1 8] SR K
BE

HTTP/1.1 200 0K
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x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

"Policy": "string"

}

0ja) Rz 4R 3k

IR ENER RSB AN RNIRL, BXBRAMNFLNEER , H2H ERBERL,
W 1 1 32

g R EXEBET JSON F&.

Policy

LA JSON FRF B A KRR E R (R VEARNE) .

E

SR R

iR

B X Amazon S3 Glacier REMNEREENEERE |, FSRERIR,

T~
SR RIS R S0 ER S A4 B 1 ] SRR o
REIER

T RHIH |, GET BRAKZEZIXHEMN access-policy FRIRM URI,

GET /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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FRARER

e B2 7 451

WMBRIERT , S3 Glacier FEMB EXFLL JSON FHEFRIRE STHEHE XK, IREH JSON
FREBFERVERNE LA, REXHEHRIFEE (PUT access-policy) REIF TR, BR TETHE

%, LT RPIERT A LAFRIRER JSON FRF&H,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: length

"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-time-based-deletes",
"Principal": {
"AWS'": "999999999999"

.
"Effect": "Allow",
"Action": "glacier:Delete*",
"Resource": [

"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

1,
"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2018-12-31T00:00:00Z"

PSS

o MRS EE T 1E) SR B (DELETE access-policy)

FREN ST 75 (R SR
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FRARER

- BN EIBKE (PUT access-policy)

5iFEZH

BAXEHTEIESH Amazon FEAI APl WEZ{EE SDKs , BSHEUTHE :

* Amazon Command Line Interface

REVHFEBIE ( GET BIERRE )
R
WIRESMNEEXHE LIREM lock-policy FREHFREUTEM :

o EMHELRENXHESERE,

o XHEYEMNIRES (InProgess = Locked )

- H8(E ID BHnt, PIE ID ATERANXHEMHELRE,
s HNHESERBHIA InProgress RS,

BEEA InProgress MXHEBERT E3I XHESE (POST BIEXRMEK ) RE. BEEA

Locked XA EBEE T TR EHE (POST lockld) MRS, BB FA P LIEXHENHE

( DELETE ${EXRE ) FLEXHEFEHEIRE. ARXXHENESENESER |

HEBE

H2H S3 Glacier X

MRREXHE LIREXHEFEBERR , NiZIRFESER 404 Not found fRiR. BRIXHEHER

MNESEE , SR X EHERRE.

R

ERE AN EMERBNEEYE |, B0 XAEN GET FRIRM URI KiE— HTTP lock-

policy iHXR , ML TEERBIFFIR.
BE

GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

REN M BEE
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Amazon S3 Glacier FEANGIER

x-amz-glacier-version: 2012-06-01

(@ Note

ZAccountIdER A XHEMIKF# Amazon Web Services I 1D, &R LAFSE —

A Amazon Web Services I ID , B JBUERIEE— “-" (EFH ) , EXTER

T , Amazon S3 Glacier i 5 TZXJE RN EIUEXEA Amazon Web Services ik 1D,
MREFERAKS ID, B2%E ID PEEEMEFH ()

BERSH
HBRERERBERSH.
B RIR K
WEREREAMBREBANE R, BXBRABERFANEE , BSH ERERIFX,
BERIEX
HEREEEERE,
Wfe] B2
YERMRL , Amazon S3 Glacier ( S3 Glacier ) fF7EM R 1E 3 A LA JSON & 3IR 8] 344 Be 7 8] SR K
&%
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"

}

SREQS M EEBAE API fR7s 2012-06-01 369



Amazon S3 Glacier FEANGIER

RIVEDER

BLRENER RSB RLE AN RFRk, BXBRAMNFKNEER , SR ERABRRL,
M) 7 1E 32

R EXBET JSON FE,

Policy

LA JSON R B AR X EHERE (EAVENRLR ) -

RKH . FHH

RA
X ESERIRA.
KR FHE

BME : InProgress|Locked

ExpirationDate
BE ID BIHIRY UTC BEAMIBTE,, MRXHEHMEL T null KA, MILETA Lockedo

KA : BLISO 8601 BHIRX R T FRE |, Hla0 2013-03-20T17:03:43.2217,

CreationDate
T HEYERET InProgress JRASH UTC BHEAMRTE,

KR : BLISO 8601 HHIRARRNFERE |, Hl 2013-03-20T17:03:43.2217Z,

iR

BX Amazon S3 Glacier REMHEREENER , BSHAHERE L
.t

LA R B33 7R AAT SR B S 44 B B SR M o

RIER

FELRRHIF , GET EREKIZEBIXHERN lock-policy FHEIRH URI,
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GET /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B R 451

WRERM , S3 Glacier FFEMMIE X H L JSON FRBEF IR E SCH4-FE i E Kb, RER JSON
FRBEAVENELR , MBI XHEMNE (POST BERME ) ROIERFAR. BN TETEE,
LTFRBIERT Tt LAFRVIREIR JSON FRFSH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy":
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Define-vault-lock",
"Principal": {
"AWS": "arn:aws:iam::999999999999:root"
I
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"
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n
’

"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
FR BB

o FIFNHESIE ( DELETE BiERRE )

o ERXEESIE (POST lockld)

- BEIINHEE (POST SiERE )

BESH
BAXEHTEIBESH Amazon FEAI APl WEZ{EE SDKs , BSHEUTHE :

* Amazon Command Line Interface

R EBA (FREUBAEE )
iR

WREAR B NHEFIREMN notification-configuration F&IR ( BSH“&E X4 FE B AE
E(REBARE)"). MRREREXHENBALRE , NiZEHELXRE 404 Not Found iz, B
ARXHEBHNEZEE |, SR Amazon S3 Glacier R B & X EBEH,

R

ERRBABRERFR , BRNXMHEN GET FRIEM URI &KiX notification-configuration i&
Ko

B

GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
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Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdERHEXHENKFH Amazon Web Services Ik 1D, &EAILAEE —

4 Amazon Web Services i/ ID , B A LUERIBE—1 “-" (EFH ) , EXHER

T , Amazon S3 Glacier A5 A TEXEERMNEIUEXEKH Amazon Web Services K 1D,
MREFERKS ID, F2%E ID FEBEEMEFH (o

HRBH

BRAETEAE RS,

W RIRL
BRAERERAFTAREBANBERIFL, BXERBRITLNES , B5H BLERITL,
WREX

HRAEREEREX,

e

sk

HTTP/1.1 200 0K

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Events": [
String,
1,
"SNSTopic": String
}
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RIVEDER

LHBRAERER XS HMAEANBARK, AXBRABMNRANES , SR EABARX.
e B IE 32

Mg R EXZEET JSON FE.

=

Amazon S3 Glacier ( S3 Glacier ) FE3#EE Amazon SNS FB K EBHHN — N RZNEHH T
Ro BREUUNHBEXHEURXABHANXGESHNES , B REXHEBARE (&
EBEHMEE) "
e i ¢ |

SNSTopic

Amazon Simple Notification Service (Amazon SNS) & Amazon BRE# (ARN ) . BXEZ
£8 , 2@ (Amazon Simple Notification Service AIJ#E®E) FH Amazon SNS A7,

KR FBH

iR

B % Amazon S3 Glacier REMNBIREHENEER |, BSRERMR,

T~
UTROIRR T AR ENBARE.
REIER

W RBIF , GET BREXIEBIXHER notification-configuration F& K.

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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FRARER

e B2 7 451

FRINEY IR R & E MR E XX LA JSON R E RFRZIDRE B, ERFF , ZEREERTHED
E# ( ArchiveRetrievalCompleted #l InventoryRetrievalCompleted ) HBHI S KX

Amazon SNS £ arn:aws:sns:us-west-2:012345678901 :mytopic,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 150

{
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

}
PSS

« MIBRMHEEBA (MIBRBANEE )
s RENHAEBANERE (REBHEE )
- & T Amazon S3 Glacier B Identity and Access Management

5iEZH

BXEESEIESMW Amazon FEA API IEZEE SDKs , HSFEUTHE :

« Amazon Command Line Interface

B X EYE (POST BIERHK )
iR

IR AEBTIT U FRIER SRS E TR -
- X HE R B AR

B XX ESE
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Amazon S3 Glacier FRARIER
s FXHEHENBERS[IZRENRN InProgress,
« BRE— "MNATERXHESEIENBE ID,

BARNBNIN X EFERE - NN EMERE , MALRBEA/DNESN 20 KB, BRNXHEHERKNE
ZEE , BEMH XHEHERRK,

IEIE B EDYERH A InProgress IRASEW 24 NI ATR XA ESEDSE, £ 24 NIRHE
O%®R2z/E , 8iE ID F2EH , XHEFENRE InProgress IRZ , HFREM ST B Al BRSO BE
BIERE, BORAA THRXXHEESE (POST lockld) , B XA EMERRASIZREN Locked KRR
XHEHERRE,

(® Note
EXHEBEL T Locked REFE , BFBER XHE BB HTH X EHIE

EMENEA PIEXHESE ( DELETE BIERE ) FIEXAESESRE. GBI EA RESUHEE
BE (GET BIERRE ) REMNHEHERNRS. BXXAEYMEIENESER , 55 S3 Glacier
MHEHE.

MRAENXHEBELTF InProgress MR FALLIRE , NLRESIRE
AccessDeniedException f8iR. HXHEHEL T InProgress WRASE , BATEREA F1EXHF
FE8iE ( DELETE $iEXKR ) , RS AU ST XM ESIE KRR,

HR

ERNNMHEYELRE , BEXHERN POST FRIFEMN URI &ZIE HTTP lock-policy iR , tATF
BERBIP TR

Bk

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"Policy": "string"
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}

(® Note

AccountId{E} Amazon Web Services k= ID. LLEXRNEHATFEEBERNEREREKN
Amazon Web Services IK/= ID tHICEL, &R BB E — 4 Amazon Web Services 1K/ ID , t
ALLUEREE—N " (EFH) , BEXFERT , Amazon S3 Glacier EASATEEER
B EIE<BXHY Amazon Web Services Ik ID, MREIEEIKF ID , EWTE ID FEEEFREF
(Do

ERBH
HRETERERSH,
BRI

IR ERAPMBRFEBRIERIRL,. BXRBERABRIFANER , F2H BELBERRL.
ERIEX
FREXHEEET JSON FEo,
Policy
LA JSON ZHFREARTH XA EMERE (ERAVENENR) .
KE: FHH

Rz
MRZRBEHIESZ | Amazon S3 Glacier ( S3 Glacier ) iR [E HTTP 201 Created MR,
B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

x-amz-lock-id: lockId
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RIVEDER

BRTYFREREBRANEARLI , MU ENFESIEA TR, BXBRAMMIANER , 5
58 % AR W RIARSK

=1

B
s

x-amz-lock-

AT R ERESENBE Do

id
KE  FREH
e B IE 32

138 4E 3R B8 B2 1E 3o
iR

B X Amazon S3 Glacier REMNEIREENEE |, FSRE R,

T~
RIER

LU R @ X ER PUT F&IREY URI KX HTTP lock-policy &K, Policy JSON FRF&HfE
RA\ER L.

PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\": {\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}
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e B2 7 451

WRIEFREKIN , M S3 Glacier £3RE HTTP 201 Created MR , WA T RBIF PR,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

x-amz-lock-id: AE863rKkWZU53SLW5be4DUcW

Sy

« HIEXHESE ( DELETE BIERE )

. ERXEESE (POST lockld)

« FREUCHAEBE (GET BIEXRR )

BESH
BEXREHTEIESEM Amazon FEAL API WEZEE SDKs , HZEUTHE :

« Amazon Command Line Interface

B XA EERIARE ( GET #7%% )

WIRESIIHEFMBIXGENFMERES, MREZENRE , NIGEEQIREZMRYE, BEXTSHNEZE
B, i&2/ $rid Amazon S3 Glacier %R,

ERIBE
EHHXHENRE | 5 HTTP GET B RAZEEHRE URI , B RiEERBIFFIR,

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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x-amz-glacier-version: 2012-06-01

@ Note

AccountId{E}I Amazon Web Services IK/° ID., WWEXASHTEEBERNEREEKN
Amazon Web Services k= ID tHICEL, &A1 LU E —4 Amazon Web Services 1K/ ID , t
ALUEREE—N -7 (EFH) , EXHERT , Amazon S3 Glacier FRSATEEBER
MY SEUES<BXHY Amazon Web Services 1K™ ID. MREEEIKS, ID , EE ID FIEEFH
(o

BERSH
LR ETEAERSH
15 3RARk

LRERERMBREEANERRL. BXBERABERFANER , B3R ERIEREXL,
WREX
LERERBIEREN

I 1
IR LLRAERTH |, MRS H L LEE HTTP 200 OK HRL
T RLE

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}
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FRARER

RIVEDER
3R AR B AR K 2 B0Va R138 A Y W R AR ko B X8 A RIFR A IR R
0fa) B 1E 3
@RI EXEET JSON FE,
R
ERMEXHENIRE, Ml —MEN—MEARK.
RE . PRI FAFRME

iR

A3 Amazon S3 Glacier REMEIZHBNES | BS ML IR,
]l

RO B SRR R

R RBIBIE T X 4ENRE,

~lE R

FERRBIH | FERIE—A GET FHRUMEE XM E PR RIFER TR,

GET /-/vaults/examplevault/tags HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

,ESH ERBARK,

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e S 7 451

MRFERKI , W Amazon S3 Glacier ( S3 Glacier ) 2IREH A —MEEFIFRA HTTP 200 0K , 40

LU RO FRRo

B ST A R AR
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HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"Tags",
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
MR E D

. BCHEEERIIARE ( POST ARERIN )

o NXHEMIBRIRE (POST FrEMIBR )

FESH
EXEEEIESH Amazon FERAL APl IEZEE SDKs , BSRUTHEA :

« Amazon Command Line Interface

B SR ( BRENCAF I )
i

HRAESTIHER RS OKFERER TS XA E. 1\ R IR E 5 R B A E S PR ASCII IR HE
FFo

BRIAMBRT , BRBERNERERZIRE 10 MNIB, REESXHEZH |, M@K EXHH
marker FERABEXHENAmazon HRBF (ARN) , HH | HXHEBEREMNZB L HEFIR ;
BN, marker FE&AN null, BT —MNIHXGEEBERSD , EALLN marker ZHURE N Amazon
S3 Glacier ( S3 Glacier ) A E—NMAIHXHEERMEENE, SHAIUBESEERPIEE 1imit
S FR BR 1 1ia) Bz 3R [B1 B ST K
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Amazon S3 Glacier FEANGIER

H3R

ERMXHESIR , BRBEONHERFRE GET HXR,
Bx

GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(@ Note

AccountId{E) Amazon Web Services K/~ ID. LLEXANEHATFEEBERNEREREKN
Amazon Web Services Ik/= ID tHICHEl, & AT S E — 4 Amazon Web Services 1K/ ID , t
ALUEREE—N“-" (EFH) , EXHERT , Amazon S3 Glacier ERSATEEER
B EIE < BXBY Amazon Web Services IKF ID, fIREIEEMKF, ID , E2E ID R EEEFR
(o

BERSH

HREEZIUTERSH

o R 2
limit )
EEEERNXAERAKE . RIAREN 10, BEENHE
AR FHRENREE , BT T LB REIE,
KH . FRH

BRE - BR/NEBEBEN 1. ERERENRN 10,

marker &5

BT 2R FERFER, marker 3EEMMEF A5 H ST FE K ST
B ARN. (marker EEMXHEFRSFEEREMNIIFRD, )
MZ B 5 ST FEIR S 3RER marker Ho REEEBEHRERS
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=1 iR HIE

ZENSEXHEBERPFBHNERITOIR , BFFEESTRE
marker. MR RNIRICEEZEE ("), WRELIREINE—NX

HEEFF SR B9 ST FE B 3R o
KA . S
PR : 75

B R¥Rk
WEREREAMBREBANBE RNk, BXBRABERFANEER , BSH ERERFX,
BRIEX
IR ERBIERIE X,
Ufa] B2
BiE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Marker": String
"VaultList": [
{
"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,
"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String
3,
]
}
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RIVEDER

RN ER XS HRAEANBARK, BXBRABMNRANES , 28 EABARX,
e B IE 32

o R IE X EE LT JSON FER,

CreationDate
DAt SRet (UTC) k&R R FERIZE B H,

EKH . FRE, LLISO 8601 AHIRXNRTHNFRE , Hlil 2013-03-20T17:03:43.2212Z,
LastinventoryDate
ARt R et (UTC) RETH EXAXHEEFES B, NMEXHEARERSITERRE (H

W, ERIRGIET XHAE ) , Mk FERAENZE. BXREIXHEFTENEE , ESH EaFL
( POST #Eul ) 7

KA : BLISO 8601 BHIRA RIS ERFE |, Hl0 2013-03-20T17:03:43.2217,

Marker

RRMALBERRT 5 R 1T 0 TWHY vaultARN, SERBAES — NI H XA EEE R B EM marker XK
REFIRPNESHE, MRRBESNHE , MIERN null,.

KR . ZHH

NumberOfArchives
BIER X REEE A, XHEPIREERR,

KA . HF

SizelnBytes

BB EXRFFLRY , XHFETAEEENERN (UFTREN ) , SESMIRTEEN
EAFFH,

KA . HF

VaultARN

X FERIAmazon BIREB R (ARN).
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KA . ZHFH
VaultList

BEAHAE  HPP SN HRETIOREM T XU ERIR,
KR B4

VaultName

XHEERM.

B X Amazon S3 Glacier REMNEIREENEERE |, FSRE R,

=~
R B FRR S

UTRBIFIE T XHE, BTERFEEIEE marker M limit 28, @it , REHZLEE 10
MR

RIER

GET /-/vaults HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

I B 7= 45
Marker A null , RIREBEESNXHEESIL,

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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FRARER

Date: Wed, 10 Feb 2017 12:02:00 GMT
Content-Type: application/json
Content-Length: 497

{
"Marker": null,
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
},
{
"CreationDate": "2012-03-19T22:06:51.218Z7",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 0,
"SizeInBytes": 0@,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
},
{
"CreationDate": "2012-03-19T22:06:51.218Z7",
"LastInventoryDate": "2012-03-25T12:14:31.12172",
"NumberOfArchives": 0,
"SizeInBytes": 0@,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultName": "examplevault3"
}
]
}

R X ERER D B

T RBIZEEM marker $57E /Y 4R FETT 10 BY P AN SCAF

RPIER

GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/

examplevaultl HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

B 34 R
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e 52 7R 451

HIRAFIRE T RN XHE, Marker BB XHE ARN , SMEES —MNIHXHEBERPRED T,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

{
"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147",
"LastInventoryDate": "2012-03-21T22:06:51.21872",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
},
{
"CreationDate": "2012-03-19T22:06:51.218Z7",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 0,
"SizeInBytes": 0@,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
}
]
}
M<EB D

- BIBNHE (REXHE )
- HBRSCHFEE
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- Bapfedl (POST 4kl )
- & T Amazon S3 Glacier B Identity and Access Management

BEZSH
BEXEHTEIESEMW Amazon FEAL API WEZEE SDKs , HZEUTHE :

« Amazon Command Line Interface

N EERIBR AR ( POST FREMIR )

LRES N EM MBS ENIRERPRER—NHZ ML, BRRENESEE , FSHE 1S

Amazon S3 Glacier &R,

LRERBEN. MEXEEHRMAIXHFENTE , LEEOFEKI,
R B
BN EFRIERIRZ |, {81 HTTP POST R AZEFIFRE URI, BT IEERBIRFIRo

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"TagKeys": [
"string",
"string"

]

}
(® Note

AccountId{EN Amazon Web Services Ik 1D, WWEXSMERTEZBFRHNEREREKH
Amazon Web Services IKF ID tHEE, &0 LAIEE —1 Amazon Web Services I ID |, b
ALLUEREE—N - (EFH) , BEXHIERT , Amazon S3 Glacier EASATEFER

ST AR BR AR API 7 2012-06-01 389


https://docs.amazonaws.cn/cli/latest/reference/glacier/list-vaults.html

Amazon S3 Glacier FEANGIER

K EUE R BXHY Amazon Web Services Ik ID, MR EISEMKF ID , F2E ID HEBEEFER
(l_l)o

BB
=2 iR ]
operation #H operation EMNENEHFHESH remove, ATE £
=remove B X ERNIRE (POST HE5M ) #HITXS,

ERIRL

LR ERAFBREBEANERRL. AXREABRIRKNER , 50 ERLERRX,
FERIEX

BREXHIELUT JSON FE,

TagKeys
HERMIR, MR RIBRE N RIRE,
RE . FHENHA
KEAR  JIRFHED 1 NI FIRFHES 10 N,

Wfa) 82
MRPLIRERTN , MiZRFLEXERFHEZE HTTP IEXH HTTP 204 No Content MR,
HE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

ST FE AR I BR AR AP W< 2012-06-01 390



Amazon S3 Glacier FEANGIER

RIVEDER

LR AERERAXSHBNEANERK, BXBRABNRANES , 28 EABARX.
W B 1E 32
13 4E R B B2 IE X o

iR

HX Amazon S3 Glacier #EMEIRHEENER , BSHEIRBAL
gt

RBIER

AT RBIRIZE— HTTP POST &R AARIBRIEEMFRZ,

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

"TagsKeys": [
"examplekeyl",
"examplekey2"

e B2 7R 451

MRFERK I , Amazon S3 Glacier ( S3 Glacier ) £3RE HTTP 204 No Content , S1LA R R FR
o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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PSS

« EXXAFERMIRE (POST R0 )

. B XHEERARS (GET 5% )

BEZH
BXESEIESMW Amazon FEAM API IEZEE SDKs , HSFEUTHE :

« Amazon Command Line Interface

RIE X ET R KB (PUT access-policy)
iR

HWRESNXHEERE—NMIRXBHBEZINERE, EREXHGEFEHRRE  BRXHEN PUT F
BRAI%E access-policy R, BANRNBNXHERE —NMAERE , ZRBHKPZRZH 20
KBo BXNHEHERBNESLER , BSHEHRERE,

Ay <
B3R
B

EiRBENHERRKRE , B SXHFERN access-policy FARM URI &£3£ HTTP PUT 3R , AT
B LRI o

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy": "string"

}

WRIE AR ) SRR AP 7 2012-06-01 392


https://docs.amazonaws.cn/cli/latest/reference/glacier/remove-tags-from-vault.html

Amazon S3 Glacier FEANGIER

® Note

ZAccountIdER A XHENIKFH Amazon Web Services Ik 1D, #EAILUFEE—

A Amazon Web Services Il ID , B AT LLERIBE—N =" (EFZF ) , EXHER

T , Amazon S3 Glacier £ 5A TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFERKS ID, B2%E ID PEEE[EFH ()

FRSH
LRETERBERSH
FRIRX
HREREAMBREBRANIBERFL, BXRXBABRIEANEER , B30 ELBRITL.
FERIEX
FREXHEEET JSON FEo
Policy
LA JSON FRFBRFEAR R ETL R R (ERVENERLT) .
RHE : ZH&H

Wfe] Rz
YERTERL , S3 Glacier £3R[E 204 No Content ( MIRIEZ THEE ) .
BE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz A3k
LR AR LA K 2 B0a B8 A Y I RAR k. BXBAMBNRANER , E5H EAMENRk.
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g B IE 32

1 38 4E 3R B0 B2 IE 3o

iR

A% Amazon S3 Glacier R EFEREENELR , BSMAEIRMAL
]|

RBIER

LA RBISF B ST FER PUT FRJREY URI K% HTTP access-policy 53K, Policy JSON F#&F &
ER\ER LA

PUT /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-owner-access-
rights\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root

\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\"}]1}"}

e B 7R 451

WRER I , Amazon S3 Glacier ( S3 Glacier ) £IR[El HTTP 204 No Content , LA TR RBIFFR
Ro

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

o M BRSCHEEE TS 8] SR B (DELETE access-policy)
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- FREUUHFFE TR B KB (GET access-policy)

BESH
BEXEEEIESH Amazon FERAL APl WEZEE SDKs , BSRUTHE :

« Amazon Command Line Interface

REXHEBAEE (REBANEKE )
R

£ Amazon S3 Glacier ( S3 Glacier )  , RE/BEN N K EFTERFISBRE , BUTE ENIXLR
RIS , FEESENE , EFETHESHH. LU 4R E N 1EiX L 4E 5 R )
Amazon Simple Notification Service (Amazon SNS) B EMHE . B LIRIERIEEXHE
FRNBAEE, BXEZEL , B5H £ Amazon S3 Glacier FEL & X EE S,

EREXHEBRA , BRIMXHEMN notification-configuration FRBFAKZEREER, BHE
ERBETXHEN ; At , EBHANEEFRIR. BERNBIFERME Amazon Simple Notification
Service (Amazon SNS) EBH) JSON X8 , AR ER S3 Glacier [iZEBRIEBHANSE4,

BRUEREXHERNATXHEEHRTEA

 ArchiveRetrievalCompleted— NERRERFHINWESZTER (Ba1E (POST 4Rk ) ) BF , &
REWEH, ERRESHWIRATEER Succeeded 3 Failed, &i%Z| SNS TEMBHZRESM &
WES (FREUES ID) REIR 5 AR A5 o

- InventoryRetrievalCompleted— NEFEERRBINES TR (BafEll (POST 4Eil ) ) &,
L2RENEL, EXTRESHIRASTEERN Succeeded 5 Failed, KiEF SNS TBHBHNEEMN
HIRES (FREUES ID) BEMNEHHERNH .

Amazon SNS FBAM O A4 FER T ATz EB A mBE AR,
R

BERELNHEFNEANERE | BEXHEN notification-configuration F&RK URI &i%
REBIER, BUUEBEREXHEERE. BETIE Amazon SNS EBE LUK [EF4 B it &8 H
BRIEN—RIIEH,
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https://docs.amazonaws.cn/cli/latest/reference/glacier/set-vault-access-policy.html

Amazon S3 Glacier FEANGIER

B

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

{
"SNSTopic": String,
"Events":[String, ...]

}

(® Note
ZAccountIdERIE XHFERIKFH Amazon Web Services IKF 1D, EA[LAIEE—
A Amazon Web Services Il ID , B AT LLERIBE—N “-" (EFF ) , EXHER
T , Amazon S3 Glacier FF 5 TXJERAFEIEREH Amazon Web Services ik~ ID,
MREFEAKS ID, EOE ID FEEFADEZR ()

BRSE

RERERFERS B,
FRIRX
LRERERAPMBEREBRVIERIFL,. BXRBABRIFANEER , F2H ELBRT L,
FRIEX
BEREXHH JSON BEUATFE.
E
ER S3 Glacier XKIXBHN —MRZNEH
BME : ArchiveRetrievalCompleted | InventoryRetrievalCompleted
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KA - WA
SNSTopic

Amazon SNS £ ARN, BXEZER , 2 (Amazon Simple Notification Service Al 14§
) FH Amazon SNS Al 7,

Wfa] Rz
YER MR , Amazon S3 Glacier ( S3 Glacier ) JREl 204 No Content ( MMIREZ TEBHEE )
Bi*

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz 4R 3k

WEREREAMBREBANBERIFL. BXBRABERFLANEER , BSH ERERFX,
0] 7 1E 32

L8 MR 3R [0 0je) B 1F 32

iR

A% Amazon S3 Glacier RE MR HBMNES , BSHE IR,

A

TR RGIBRT A EE XS EBA,

RPIER

LURiERIRE T examplevault BAEE , AERNHENEH (ArchiveRetrievalCompleted
M InventoryRetrievalCompleted ) &i%XZE| Amazon SNS £& arn:aws:sns:us-
west-2:012345678901 :mytopic,

RENHEBHNEE API hz 7 2012-06-01 397


https://docs.amazonaws.cn/sns/latest/gsg/Welcome.html

Amazon S3 Glacier

FRARER

PUT /-/vaults/examplevault/notification-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

{
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
}
0ja) 2 7= 45

I IE R SIRE 204 No Contento

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

o REXHEBA (REUBHEE )
o MIBRXHEBEAN (BBREAEE )
@A T Amazon S3 Glacier B Identity and Access Management

BiESH

BEXESEIESHMW Amazon FEAL API IEZEE SDKs , HSFEUTHE :

* Amazon Command Line Interface

ISR E
LT RA4E S3 Glacier #{ FRY A RS2 1E,
=3

AR
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https://docs.amazonaws.cn/cli/latest/reference/glacier/set-vault-notifications.html

Amazon S3 Glacier FRARIER
I EES
- FEEE (KAHhBER)

G EES
PN
BLRAE R MBS SR, BT SUN SR — R B — MYZE, EMIRAYS | B AIEM R 8 R o

REMR ID, BB THEE THERERNUHENXHEBERRIMEE ID, BXTHXHES
BNEZELR , ST Amazon S3 Glacier R & ST 4EEZE,

ERBRERE  BOARRDEREINEMBRERNIRRES , EEERRESFS LR,

EEMIERAS SR |, WAL ID EERTHRRERTERY , BAERKY , E4BURT THMNG

= .

* 5% Amazon S3 Glacier ( S3 Glacier ) WEIMBRERIE RN , BERREFEEZRWM N THER
BiE MR RRETES KK,

« IR S3 Glacier WEIMIBRIERIE R , HERRESFORIDHEN THERFEE , NENEBTH
i,

BEXMERENEZEER |, S H“E S3 Glacier R FEHAZER",

BRERBEEN. ZHBREMBRNIBRTLS R,
HR
EMRER , KFEEEHRAIR URI K& DELETE #XR,
BE

DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1
Host: glacier.Region.amazonaws.com

x-amz-Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01
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® Note

ZAccountIdER A XHENIKFH Amazon Web Services Ik 1D, #EAILUFEE—

A Amazon Web Services Il ID , B AT LLERIBE—N =" (EFZF ) , EXHER

T , Amazon S3 Glacier £ 5A TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFERKS ID, B2%E ID PEEE[EFH ()

ERSH

HRAETEAERSH

ATk

HREREREREBANERITk, AXBABRITAOEL , BBH ERBERITL
BEREX

R EEREL

I 1

Bk

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

U RISk

IR AR A A % B RS R B T REAR Sk . BRI L MER | WS 2 AMAR L.
7 IE 32

B ETFERMAE X,

g

A3 Amazon S3 Glacier RERSIRHENES | BSHEIZNAL

Al

LTRRBIBRT WAMB R examplevault BYSTHEEMIBREY SR,
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RPIER

EMBRAVILZRMY ID #IEE N archives BF &R,

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-

TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEArchi
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

M B 7= 451
WRFERKIN , W S3 Glacier £ 204 No Content WIMERL , AR REMBRESZ,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR B
- BHABRLEE (REDRLEE )

- FEMR (KhER)
- 3&HA T Amazon S3 Glacier B Identity and Access Management

EEER (RAHER)
1R

WRESBXHERMER, N TRINLEE , BOBESBEARSE, ERME , Amazon S3
Glacier ( S3 Glacier ) ZEMIRIHY x-amz-archive-id ¥Rk HIRERZE ID, BNRFERENHEID,
DEEUFIHRIEER,

BRI IEE EAPBIER SHA256 R %, EXI1TE SHA256 MR ENER , BSRITER
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® Note

R API B , RBE &R ( POST 4R ) BREFEE SHA256 WFERHF. FANTEZXH
% Amazon CLI,

EEMER , BULARIEERZEE 1,024 NATH ASCH ZRFVHERER, K RERFIRAHF
EEiB 8Bt , S3 Glacier 2IREIRRMR, S3 Glacier F2EMA X IEZER, HRBATIEERKE—
Vo BAREEREDRRERERIIRIENERIIRETHRF.

BR T MR R RIBIR LN | S3 Glacier T X EFRBWE M N TEE. R ID RFHANTEAFS
BIENEHEMEXAMENEMESE, Eit , BAESEEFIREVFERARENTEE. BXEZE
B , 2 £ Amazon S3 Glacier F4AMIERYZ

HRETAEN, LEERE  BLEAFREERIEER
R

ELEER , EALMER HTTP POST 5% , AR ERPAZECEEERRE-ROXHFEFN
archives ¥ &R, FRLASEHBERABAKD, REM ( SHA256 MR FH ) |, FBEATERE
SBEEENHER,

B

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>

(® Note
ZAccountIdERAE XHEHIKFH Amazon Web Services it IDo f&’?‘ﬂ«l?‘aﬁ*—
A Amazon Web Services Il ID , B AJBUERIEEE— “-” (EZFRR ) |, EXFER
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T , Amazon S3 Glacier A 5RA TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFEAWKS ID, E2E ID FEEFERMEFH (-)o

WREH
RIS A RS,
WRAF

BRTFREREBAMNERIRKI  WBRERERAUTERIRL. BXBRERIRANES , BSHAERL
HRPRk

B HiR IR
Content-Length o . . _ . =
BETOKRD (LFTHREN ), RTHEZFEE |, BiER
http://www.w3, org/Protocols/rfc2616/rfc2616-sec14.html
#sec14 .13,
Eil B =
IAE . T
PR - T
x-amz-archive- =

BE L ANEROTIEHER, © 0N BEER R ELERER
DEHEMRAR, HERTFEEMAERPRE -, J&
KRRNHEEBR (FSMA Ea0Fl (POST Rl ) ") &, &
S5 TR 0 D 2 T IR B Y S A SR A L B

description

KH  FHRH
BNME: T

FBREl : AN KESLTNTRET 1024 NERF. RIEFNER
RAAESERENRIEBH 7 2 ASCIl 24 , AR 2 ASCIl &
A 32-126 ( +3#t#| ) 5 0x20-0x7E ( +-#H & ) WFEF.
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Amazon S3 Glacier

FRARER

=1

X-amz-content-
sha256

Xx-amz-sha256-
tree-hash

FERIEX

R

BEREH R SHA256 REM ( LHEBH ) o XTRETE x-
amz-sha256-tree-hash ¥rLFHIEEWHEEE.
A . ZHR

ZRINE : T

FRHEl : T

APITENAREATREM ( SHA256 MK E ) . BXit
B SHA256 B AENER , FSNITERK M, R S3

Glacier ¥ EMAHHTIHEBETRNBERREREHN , M
SELFR,

KB . FHH
HiNE : T
FR& : To

BEREXNTEE LENHIE,

I Rz

ERMRL , S3 Glacier HFAMFHER , HIRERE ID 9 URI 5§,

B

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

Location: Location

x-amz-archive-id: ArchivelId

fim

fim

LR
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RIVEDER

BRT PR REBAMEAARKIN , BN BN ESE AT @MLK, BXBRABMITANEES , B2
158 & A e RU ARk o

AW iR
Location

FANEERFIRAIAEX URI BEE,

K . ZHH
X-amz-arc
R REM ID, WEHEEE Location #RkH | ERZRLH —ES
K . ZHH
x-amz-sha o 5 .
256-tree- S3 Glacier itEHHHRREH,
hash G . e
M Bz 1F 32

1382 M5 7 3R [ W) 7 1F 3o

iR

AKX Amazon S3 Glacier R EMEREENER , BSAEIRIAL
]|

~E R

LTRHAIERT LAEEENER,

POST /-/vaults/examplevault/archives HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-sha256-tree-hash:
beb@fe3lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60
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x-amz-content-sha256: 7f2fe580edb35154041fa3d4b4ldd6d3adaef0c85d2ff6309f1d4b520eeecda3
Content-Length: 2097152

x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

<Request body (2097152 bytes).>

W& 52 7R 451

AT Zhm B BB Location #rk |, BAILAM B IREN S3 Glacier £ ELA R 1D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi

PSS

£ Amazon S3 Glacier A4 Z

PEREEXRBEER (FBEE)

EREES

i@ Fl T Amazon S3 Glacier B Identity and Access Management

T EERE
LT 2a#7E S3 Glacier F AN 2 & L {&£184E,

&
« PSR EE (MBRE/ZID)
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« TRDEREE (RIFLEEID)

- BRIDEREE (REDEREE )

HIH B (JRERLE4Z ID)

« D BREE (RS BRLERE)

LER(RELEID)

RiEZER E& (MR EAZ D)

iR

e

b B LA RESR T BMF L E4Z ID RIRAY D R E4&,

RIES R EERBERKIGE , BFTEER LE ID L2 B[ RIHMITRBEMRE, FLEETKHS
REERW, BR , EENERA , FLEEF LN EER/RKI,

LRIERBSEN.

BRPBRLENER BRI BREAREME (2BREE) 7%

HR

EFLEyB L, B HTTP DELETE BRREFXHEN multipart-uploads F&IEM URI, F*
FHEED B L4Z ID FRRF1Z URI I —3F %

Bk

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note
ZAccountIdEREE HERTKF# Amazon Web Services I F 1D, _ILX?E""
A Amazon Web Services Il ID , B AJBUERIEEE— “-” (EZFF ) , EXFER
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T , Amazon S3 Glacier A 5RA TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFEAWKS ID, E2E ID FEEFERMEFH (-)o

HREH

WIRAETEAERSH,

# R4k

WRIEREAFEREBANERFL. BXBAERFLNELS  HSH BLERFL,
HWRIEX

HIRAER A EREX.

I 1

i

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

T RIHR Sk

BIRAER I A S HIARLE R BRAIFR k. BXBRAMMRLNES | 50 &AM L.
7 IE X2

Wi EFERMRE X,

g

A3 Amazon S3 Glacier RERSIRHENES | BSHEIZNAL

o]l

~lE R

ELLTRHI% | DELETE BR#AIER 9 & E1& ID BIREY URI,
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DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

W& 2 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSP

s BB EE (KA SBRERE)

- FEER(IRELEFEID)

s TADRLEE (RAELEEID)

« JIHDEREE (RIS ERLEE)

« BIHER (FREREAZ D)

- PREERBEH/R (FEBRLEE)

+ & T Amazon S3 Glacier #J Identity and Access Management

RO EE (R EEZID)
iR

&0 LAVE A Utk 9 BR E 45 3R 4ESR @ &1 Amazon S3 Glacier ( S3 Glacier ) FTERRERE £ |, £ S3
Glacier g6 LA B RBHAM R,

BROPBREENER BRI DR EAREME (2BREE) %

BHARMR AR ERFIXMHESR |, S3 Glacier BEF 6 ZMNHRARNEE ID. LEHERE , BNR
FREIWHESE ID , MEENERRIZESR,
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FEiERD | BMNBFEC LENBIMEENITE SHA256 HIEKRE, BXitE SHA256 MW HNE
B, BESRNITERKH, EREEEE , S3 Glacier d & B AR SHA256 HEWmFE. WRE
PLEe , M S3 Glacier 2FHRRFEIXHE ; BN , ©REHEIR , HERESEK, JIHE (FREL
£ 1D) BEATURERBESB LED LEBRNIIR. EEESIELEBHIRRIANES , AUATH
R IR B9 R 7 B &

L4, S3 Glacier R EBEBEFAMRANAREE., LEERN , BUEEEEE , ATHRIRER
EBANBLENVE, HASANER |, S3 Glacier 2R EREBTHEFMARANABTTE ; WREBEM
MEAHWARBE , Wl S3 Glacier BREIfEi1% , HFESER D R L& RIES KM,

ERDEBRELER-—HBENRE, F-RRITRDER AR, MREEENARNERARZRE , U
ZRERRNFEEEERNESR ID, XELBIIMEREHKE 500 RSF[ERNBRER , £XTHE
BT, BAUEEEN TR D R EEERARBERNEEID, MAFLREENHRE. BR , HiF

B, EPBRLERERE , ETREANHERRE  HESTRELEFF2HNEIE D B EERNF | B
EARERFTR B R ML,

HR

EXRORLE | BEEF HTTP POST &R &1XF S3 Glacier B R IEH /53 0 Ex E4& BRI
B LE4& ID B URI, iX2E7E LERMNERNMER URl, BRTERLNKERLI , EAFOIFBRMYR
#) SHA256 MM HERURBENE RN (LETFTRENMN )

Bk

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
X-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01

@ Note

ZAccountIdERIE XHEMIKFH Amazon Web Services IKF ID, &AL E—

A Amazon Web Services I ID , B JBUERIEE— “-" (EFH ) , EXTER

T , Amazon S3 Glacier £ 5 R TXFiF R EIEXEA Amazon Web Services ik 1D,
MEEFERAKS ID, 27 ID FBEFEMEFH ()
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BERSH

HRETERERSH
HRIRk

BT AEREBANERIFLN  WRETEAUTERIFL, BXBABERFANES  BSHEL
B RITk .

=1 #ir HIE
X-amz-arc =
hive-size EMIRHBRN (UFETHEN ), WENHELEHNESERHN
FIE XN 2 H,
KA R
L SIN =
BRI -
x-amz-sha =
256-tree- BANERM SHA256 MR E. E_RENBsHMEREN
hash SHA256 #if e %, MREBEERPIEENES S3 Glacier it &
HRLCRIEERN SHA256 WERFHERTH , S3 Glacier iR
El4Ei= BiER KM,
KA R
L SIN =
BRI - &
BXRxTHE

HRETEABERER.
) 1

Amazon S3 Glacier ( S3 Glacier ) 28| 2E MY SHA256 HFEKRHE. MR ZESLEERPERE
R BN RYEH SHA256H TS ZEFAPCE , M S3 Glacier & ZREBRFMEIXEEF, ERABR , ©
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£JE[E HTTP Location #rk , ERBFEHMFMHERFIRA URL B8E, MBHRADIEEFRHP
K% SHA256 MIHEERA/NARIEE |, S3 Glacier FREI4E R , H B EEMLTARTERRS. HE 7 AE
REBEERTR DR EEARE | Ibat , BAILIRIIOEMR, MRS R EAEREK , M S3 Glacier

RA2UWRE E4£ 1D,

Bk

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-archive-id: Archiveld

e R4 3k

BRTFRAREBAMNENIRKIN , BN BN ESEATEMRL, BXBABMNIRANEES , B
58 & A e R ARk o

AW iR
Location

RE : ZREH
X-amz-arc
[ERPE =M ID, WEHEEE Location #rkHd | ERZRLH —Eo
RE . ZRH
e S 57 B]

B3R B L IE 3
T~
REIER

FEMRGIF | HTTP POST B R&XEFI B0 R ELEBERREIR URI, ZiBERIBETEBMYEMN
SHA256 B e B EMERME KD,
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POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffc@0f54dd5fdd66b62da70d25edacdd
x-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B2 7 451

LA We 2R BIE R S3 Glacier N EZH BRI BIR TR, 2N SEEATERENEE D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDf jP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

EYE A LA M FR A BHR/ASRMN URI K HTTP B8R, Bl , BAIBUAIE GET B3R , IR ERN
2=

<o

S

- BB LEE (KASBRLERE)
- FRERB (RELEID)

s PSR EE (MERE/ZID)
« IS BREE (RSB LEE)
- DIHER (FRERLE D)

« DB EAKRBEEE (DBREE)
- MIBRIEE
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- & T Amazon S3 Glacier B Identity and Access Management

B BREE (RhoBRLEE)
R

WRER DB LEE (BSRBRELEXREME (DB LE1E) ). Amazon S3 Glacier ( S3 Glacier )
BIBT PR EERFRHEWNFIRER ID, EREND R LELERES |, BRILIERAL L& ID,

Boh DB L&R , BALUBEER RN (AFTHREN ) o DERADSIARIKFT (MB) (1024 F
FH [KiB] ) Ll 2 R , Hlt0 1048576(1 MiB), 2097152 (2 MiB). 4194304 (4 MiB). 8388608 (8
MiB) , LA, AFHRNERANFR 1 MB , &RAF 4 GiB,

BRTERE—BUN , BERLL £ ID LENE—BREBLMEEHEBRN KD, RE—EBRTLARHERBH X
INRRAII RN, BN | RIBBE FE—A 16.2 MiB I, INRELL 4 MiB WER KNS DB L
£ NEESEELENER (BER4MB) , REBLEE—F (0.2 MiB).

(® Note
Ba o R LR, BFFEHERRENAD , B S3 Glacier FEREIEEEMERAN,

% B | S3 Glacier £ ID 3IAH 2 R4 AR. MREGHS B LA | S3 Glacier B
RS R ERR  RE MR 24 MPIRERTEMED , 2REERFELEMR. 24 S
B, %ID TRMATA , BRNARFTAMELTN.

HR

ERop B, B HTTP POST B RAZEEEHPRE/BHXMHEEN multipart-
uploads F®IR URl, BRLMIIFEE AN , HEAMLUE R M DIERROEIR,

Bk

POST /AccountId/vaults/VaultName/multipart-uploads
Host: glacier.us-west-2.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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x-amz-archive-description: ArchiveDescription
X-amz-part-size: PartSize

® Note

ZAccountIdER A XHERNIKF K Amazon Web Services Ik 1D, IEAILUFEE —

A Amazon Web Services Il ID , B AT LLERIBE—N =" (EZRZF ) , EXHER

T , Amazon S3 Glacier A5 A TXEERWEIUEXREH Amazon Web Services Ik~ ID,
MREFERKS ID, B2%E ID PEBEEMEFH ()

BERSH
HRETERERSH
HRIRk

BT AEREBANERIFL  WRETEAUTERIFL. AXBABERFANES  BSHEL
B RITk .

B R PAE
X-amz-part-size =

BRT e —BUANE B AN (AFTHHR
it\i ) ) %E_Eﬁﬁjl’j\d\?&tgﬁkd\o

KH  FHRH
RNE: T

AR P BRRDPBIAKFT (1024 KiB )
FLL2 B | Bl 1048576(1 MiB). 2097
152 (2 MiB), 4194304 (4 MiB), 8388608
(8 MiB) , LALLZEH, RIFHTRDERDA
1MB , &Kk A 4 GiB (4096 MiB).

7|

X-amz-archive-desc

BEED R EAENEEER, ©ANBER
R GG R BB AN — BIPRIRRF . 2

ription
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=1 DU WAIE

HRRTAEES (B2 BEL (POST
fEil ) ") B, A R A I R IR 1Y
SRR LR, MEERTNTSEAS
R

KA . R
HINE - F

YR WRATNTRET 1024 FH, RIF

NFRHRN TS RERBE 7 L ASCIl F4F , B
i REL R ASCII B 32-126 ( +#EHl ) 5

0x20-Ox7E ( T7R%EHl ) BFHFo

BERIEX
WREZRBERIE,
I 52
FEMRIHF , S3 Glacier 812 H ID #riRM 5 B L& R/IR , HIRE 2 £ ID WX URI &,
&
HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadId

e Rz A3k

BRTFRERMEBRAMNEAARKIN , BN ESE AT @MLK, BXBRABNIRANES , B2
5 5 A3 W RIAR 2K

B BN
Location
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=1 DU

S3 Glacier 812K 4 & E4& ID X URI BB, EALAERA L URI BBERA
ABHERUL EER |, URFTERDER E&,

RE TS
X-amz-mul . . . L e
tipart-up 2B E&R ID, {EHSIEE Location Rk, ERZIREH —EF 5
load-id YR . oo
0ja] B 1F 3

L3R 4E 3R (20 0 7 1E 32

iR

AX Amazon S3 Glacier ®EMEHRHEENEE , BSHE IR
e

il E R

LU REIEE @A R POST WX EM multipart-uploads F&JR URI &3 HTTP
examplevault ERRBIHN D& L&, ZBERIIEFRL | LUEEER K/ 4 MiB (4194304 F35 ) M7
RE R RER

POST /-/vaults/examplevault/multipart-uploads

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-archive-description: MyArchive-101

X-amz-part-size: 4194304

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

W 2 7R 51

S3 Glacier 28122 B L&RR , HHERMESLHEN multipart-uploads F&JR. Location
o) ¥R K 2357 B E4% ID BIAEXY URI B4R,

Friao B & API| MR 2012-06-01 417



Amazon S3 Glacier FRARIER

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

x-amz-multipart-upload-id:

OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

BXREEZEBRNER  BSR LER (RELEEID) %

PSP

- FEB (RELFEID)

- TROBREE (KM EEID)

« Pt B EfE (MEREZID)

« DR EE (RIS BRLEE)

« JIHER (FRELEAZ D)

- MBRIEE

s PBREEXRBENMRE (DBREE)

- & AT Amazon S3 Glacier B Identity and Access Management

HIHER (3REX LR ID )
iR

Lo B ERRERIIL L& ID ARRNBES R EEATE LENMRENR, BXTRELENER  §5
BB EERBEER (FEREE)

EERDER LA, BUNEEEH#HITH D B EEATEPRENAELLER, S3 Glacier RIREIERSIZK ,
ZHIRBEEES—RELEDEENEREF,. RESETROREERRXFHBRER , I Amazon
S3 Glacier ( S3 Glacier ) R B &%,

FIHERIBEXIEI TN, BNBRARBEMMNIEHH Marker B , UEFERBE YL ZHIRMIRIC ;
MEREEZWMA , W marker FE&A null. WR marker FRF null, WA TIHRELTF—AHER , &AL
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RES—MFIHEER |, H4F marker BRBBIRE N S3 Glacier N MERIE 2 B HY 3 H R ER IR
B FRIEES

23 AT LB AE W SR o JETE Limit SRR Ao IR 1B B

LR

Bk

T EAER TR B LB, BB S B 1D FIRM URI K% GET R, YERHLRL

R (BaInBLE (EADBLEE))N , REQIRESE EZ ID, BRI UEFEMEMIEE marker M
limit %%i&o

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdER A XHENKFH Amazon Web Services Ik 1D, &R LAEE —

A Amazon Web Services I ID , B A BUERIEEE— “-" (EFFH ) , EXFER

T , Amazon S3 Glacier £ 5 TEXEE RWEIUEXEKA Amazon Web Services Ik~ ID,
MREFERAKS ID, BE2E ID PEEFEMEFH ()0

BERSH]
A iR WHIE
limit ra

BREMNEDRAKE . RINRSEN 50, REIFYER D B ATRED
THEENRGE , BXEzF2BIREE,

KE  FREH
R : &RAMEN 1. RARBHEN 50,
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FRARER

A iR RALE
marker &
AT oUW ERERFLE, marker BENMMNEF B H
. MZHEIf 5 HERa R 3REY marker H. REEEZEHE
N2 BB HERERPFRINERH#ITOT , BRI EZEETHE
marker,
KA - PR
FRE : T
B3R PRk

SRR AR XS BORAIE AR B RARk . BXBABMMRKANES

EREX
MR B EREX,
I3 7

Bk

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

B ERBARK,

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
"PartSizeInBytes" : Number,
"Parts" :
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String
1,
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1,
"VaultARN" : String

e Rz A 3k

SRR A R S B B A W R ARk, BXBAMNRANEER , 58 EABRERk.
W& 37 1F 32

U B EE XX I E LT JSON FER,

ArchiveDescription

ERPBRLABRPEENRRER, IRESITRLEREFEIEEEMRER  NtFE
A null,

RE : FHH

CreationDate
P E EEBFE UTC BE,

KH  FHH, LLISO8601 HHIRAKRRNFRSE |, HlW 2013-03-20T17:03:43.2217Z,

Marker

RIAMNATLSRET ERBT O AN T ERAFRE, EAUEFHIEEERPER marker KIREL
5“:\5—%':':%%%5&0 pu%/QﬁE%EQ , )nxljﬂ:tﬁﬂg nUllo

RE . FNEH
MultipartUploadld

EREHMXERN E£ER ID,

KH . FEFH
PartSizelnBytes

BRD (AFTREN ) . IREERI DR LABERFIEENHEEE,

L
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#4

DB EERNBRPINYIR. BATPHNENRIETIHIEE RangeBytes M sha256-tree-hash &
MMEXT

KA - HA

RangelnBytes
BNZFICE , 8FeEN LRE,

KR . ZHFH
SHA256TreeHash

S3 Glacier HiZ&EB5 1T HER SHA256 R FEH. LFERETHA null,

XA . ZHH
VaultARN

| H 3 30 7 B L& B X BERY Amazon BIREB# (ARN),
KR . ZH

iR

% Amazon S3 Glacier RENBIREHENEER , BSRERMR,

T~
Rl - Pl D B AR

LUTREFET EENRER. ZRHIDEEHTHDERLEENIEDER L4 ID URI &3 HTTP GET
R , #E&EZIRE 1000 &,

RlE R

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e S 7 451

i

ERIF |, S3 Glacier REISIEE D & L& ID HXB EEBRWNIIR, FRGH , AEFHR, RE
B Marker FEBHA null , RREEEZ DR EEME,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts"
[ {
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "©1d34dabf7be316472c93blef80721f5d4"
I
{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "©195875365afda349fc21c84c099987164"
1,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

Rl - FIH D R EERER (IEBERICHMRFIERSH )

DTFRGIBRT WAFERASTRRERKENE R, ZROIBEEHTHSBRLENIED R L&A

ID URI &% HTTP GET 53R , BURE —Fk, JFA marker SIEEMMERFTHERFIR, EAI UM Z BT
MY ER S FRIFRAV G RIFREN marker B, Bboh , ELERAIF | limit SBRER 1, HERE -, &
S¥E |, Marker FEBRAR null , RREDLEE R —BREIREL

5l 5 & API| R 2012-06-01 423



Amazon S3 Glacier FEANGIER

~lE R

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5i1Vy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

& 2 7R 451

FEERIAF |, S3 Glacier REISIEE#HITHIEED B L& ID MM £ ERIFIR,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": "MfgsKHVjbQ6E1dV172bn3_n5h2TaGZQUO-Qb3B9j3TITf7WajQ",
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts" :

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "@1d34dabf7be316472c93blef80721f5d4"
11,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
PSS

- BRIDEREE (REDEREE )
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- FEB (REL{EID)

s TADRLEE (RFELEID)

« Pt B EE (MEREZID)

« JIHDREE (RIS ERLEE)

s PREEXRBENMR (DREE)

+ & T Amazon S3 Glacier #J Identity and Access Management

BIH B ER 2 (BRI BREfR )
1R

LB EERELIIHEEXHEFEEH#HTHIER L&, EEHRHTHIERLER BB LEE (X
HHBRLEE) BREFNEERAERNHEFELNDE LE, EIHS R EATNPIRENIRESEEEN
JI = o

FIHD R EERESESIT. RIABRAT , MRERZSLEMNFIRE 50 MR &, BRBEARE
R IE X marker R , LEFREEHREZIIRWIRIE ; MBEEEZTE , N marker FE&
A null,

MR marker AR null, WRTRET—A7ELEEL , BUUBEE-—NIIEDEREEER , HF
marker ERSEIZRE N Amazon S3 Glacier ( S3 Glacier ) X £ —X“%|H 49 & L& & R E & K FR
B {E,

FEBMBRES FIHE (FRELEEZ D) BECENXS. JH0 R EERERIIHXHENIAE DR
LtE. FIHBIRELIRE L& ID RN ED B LER R,

AXFBLENER  BSR DR LARBMR (5B EE) "
FX

E&

BB L, BEXHERN GET FEFRM URI £3% multipart-uploads &K, B blUEEM4
#3EE marker M limit ¥,

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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x-amz-glacier-version: 2012-06-01

@ Note

ZAccountIdERIE XHEMIKFH Amazon Web Services IKF ID, &AL E—

A Amazon Web Services I ID , B JBUERIEE— “-" (EFH ) , EXTER

T , Amazon S3 Glacier £ 5 R TXFiFRNEIEXEA Amazon Web Services IikF 1D,
MEEFERAKS ID, 27 ID PBEFEMEFH ()

BERSE
A iRk S ]
limit ra
BEMMNIENXHIREIHNRAR LA, MEXREE , NIH &8
R Z4RE 50 /N 1%,
KA R
FRE| : J/MERN 1. RAREHEENRN 50,
marker &
AT oMM AERFERTHR, marker BENMNEFHIIE E£ER
EtE, NZaI 5 E EE RN IREY marker B, REEEZEH
X2 HE EEBERPABVERETIN , BT EEITH
marker,
KR FBEH
FBRE :
B3R PRk

LHRAERER XS HBNEANEARK, BXBRABMNRANES , 28 EABARX.
FERIEX
LR ERB/IERIE
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W

Bk

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{

"Marker": String,
"UploadsList" : [
{

"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String

b

e B2 A 3k

LR EA RS HIRRE RN EAIRL, BXBABNRANER , E5H EAEMRX.
0jg B 1E 32

g R EXEBEET JSON F&.

ArchiveDescription

ERPBLABRPEENMRER, IRESITRLEREFEIEEEMRER  NtFE
A null,

KH  FHHR

CreationDate
P E EEBEE UTC BE,

KA . FRFHE, LLISO 8601 BHIRAXR RN EAFE |, Hli0 2013-03-20T17:03:43.2217Z,
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Marker

REAMNALBERNERH‘T O AN TNERA TR R, GRS B L ERPEM marker
KIRBFIRFWES L&, WRZKBES LtF | MERN null,.

KA . FHH
PartSizelnBytes

i B o BREE (R EBRLEE ) BRPEENRRD, IR EEAFRTRE-RUNNABER
HRD, &RE—BRARRDN TN,

KR . ¥,F

MultipartUploadld

2B LA/ 1D,

KE : FREH

UploadsList

BXDBREEBEIHTHBENSIR. SIXRTHEINNEHTEMEN LEHN—HEH-EX , 1
ArchiveDescription, CreationDate, MultipartUploadId, PartSizeInBytes #
VaultARN,

KA A
VaultARN

BEHENNHERNAmazon BIREF (ARN),
RE :

iR

B X Amazon S3 Glacier ® EMHBREENELE , BSRE IR
Rl

R BIHFRE D R EAR

UTROIGIET XHENEE#HTHMES B LG, ZROIERT REFIEEXHERN GET FRIR
URI 8§ HTTP multipart-uploads &K, HTFERFIEEEE marker M limit S8, Bt , R
S&Z2IRE 1000 NMEEHITH D B L&,
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~lE R

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

e B2 7R 451

HEWRIH |, S3 Glacier BREEEXHEMA EERITH DR EERNIR. marker FBNA null , X7R
BEES LEEIH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054

"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T723:20:59.130Z",
"MultipartUploadId":

"xsQdFIRsfJr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
I
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
I
{
"ArchiveDescription": "archive 3",
"CreationDate": "2012-03-20T17:03:43.2217",
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"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",

"PartSizeInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

R DR EENER D FIER

UTREABRT WAERD URRNERKENE R, ZROIERT REZIEEXHEN GET FRIR
URI B9 HTTP multipart-uploads &R, FELRFIF , limit SHRERN 1, XEKRBEREHIFRF
RE—AMN L, T marker ZHNRTRENSIRMNETF R D& L& ID,

RPIER

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfJr20CW2AbZBKpRZAFTZSJIMtL2hY{8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e B 7R 451

FEIERIH , Amazon S3 Glacier ( S3 Glacier ) RIREIEEXHENREZAMNEEHTH IR L& , N
EENRICFREERNE R,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 470

"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZzFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{

"ArchiveDescription": "archive 2",
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"CreationDate": "2012-04-01T15:00:00.000Z",

"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",

"PartSizeInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

}
]
}

PSS

- BIISBREE (KA SBRLERE)

- LR (ZELEEID)

- TROBREE (KM LEEID)

« PIED B & (MIBREE ID)

« JIHER (FRELEAZ ID)

- PREERBEH/E (HEBRLEE)

@A T Amazon S3 Glacier B9 Identity and Access Management

EEB (RELZID)
HiR

o R EERES LEARMEN—BR, SRMREMNRF LERRR , RAELHN LERERT |, L2
EFELER EERCEEENFTEE, WA, BEAUHTLERXLER, BHEEAUAN—ITRE
& £4& 10 000 £

BROPBRELENER  FSR'DBREAEREME (2BREE) %

MR LA TEMSEHARIL , M Amazon S3 Glacier ( S3 Glacier ) £3E4 &) EERBER

« SHA256 B FHFILE — NBRBABFEEAAIREPILHMT , EFEUE LI K SHA256
RERFBAFEHSEEBERT . WBTHBIES , S3 Glacier &2 it H SHA256 MM %H . MRX
ANRFBETTE , WREL2KXK. BXITHE SHA256 MERENER , FZALUTERERA,

+ SHA256 MR ABAFLE — BNFEITEEN LEAARAEH SHA256 KR FEANHETESHER
R, BXRITE SHA256 &R FNER , TSR ITERE,
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« BRPMFEE — BRT&E-BRUN , B—BRORPBASHEN B0 0B EE (R0 BREE ) B
RPEENARPMEEE., KE-BRNAXPLBAREEEXNDPHEBNRKNRENTFEEKRDN,.

(® Note

MRELE—B , BN TEERI TR ELABRPEENRKD , HEZBFRER—
B, WEEREREREKS. BR , BENTXAT R ELEZEFERSKK.

« BEIANF —BERFHNEDNBEEARSHNBHERFIBENRRPITT, fla , mREE
E 4194304 T (4 MB) BIER K/ , M 0 B 4194303 ZF5 (4 MB —1) L% 4194304 (4 MB) Zl
8388607 (8 MB —1) HEMMELEE, B2 , MELITEEMBEIZEN 2MB 2/ 6MB |, MEE 5B A
PRIF , EEFEM,

BRERESFN. NREZSXELELHBNE , NeBFERIBERPHEELBR 20 EENHIE,
R

ER/RZ HTTP PUT B RREFIE I 5 B L& ERIREIR £4& ID 8 URI, S3 Glacier £/ £4& ID
BLERERFREND B LAXBKER, BRYLNTIFEDEBEIE ( x-amz-SHA256-tree-hash¥rk ) #Y
SHA256 WM Z., BMNERMEL ( x-amz-content-sha256#rk ) B SHA256 &%, 1S
Bl ( Content-Range#rk ) URFT NBEMNERDKE ( Content-Length#rik ),

Bx

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize

Content-Type: application/octet-stream

x-amz-sha256-tree-hash: Checksum of the part

x-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01

(@ Note

ZAccountIdE A HER K # Amazon Web Services I 1D, &EAILAIEE —
A Amazon Web Services Il ID , B A BUERIEEE— “-" (EFFR ) , EXTER
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FRARER

T , Amazon S3 Glacier A 5RA TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFEAWKS ID, E2E ID FEEFERMEFH (-)o

BERSH

HRETERERSH

HRIRk

BR T AR REERBIERIRKIN , WIREEERANTERIRL. BRBERABERIFKHEES

B RITk .

=L

Content-Length

Content-Range

X-amz-content-
sha256

DU Sl
=)

PRRBRNKE (UAFTAEN ),

KB . FHH
HANE: L&
FRE : T
PRI E S AN AR ER T M, S8
Glacier FRALLERZFBNINFHAME, iRk
K& EE RFC 2616, RABIFRLHA Content-R
ange:bytes 0-4194303/* o
KB . FHH
2BRIANE: T
AR BETEARTERERS DR EERIBENERKX
N,
=

AR SHA256 RIEM (LMK ) .
XARBIBIE x-amz-sha256-tree-hash  #rkH

EERNMEEE.

BFSRENL

DR

API fR7s 2012-06-01 433


http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.16

Amazon S3 Glacier FEANGIER

B PO OS]
RE TS
MINE: E
PR .

x-amz-sha256- =

B E#E LERVBIER SHA256 W%, BXit

tree-hash B SHA2S6 MM AWER | S EANTL
£ PR
MINE : F
R .

BREX

BEREXTEE LANBRIE.

W B2

FZh L2 B J5 , S3 Glacier JREl 204 No Content Wd R,
BE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

RIVEDER

BT PR ERAEE AR |, B IR EBIE A T M., BXBRABMGRANES , 5
58 % A e R AR 3K o
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=g 1

S

Xx-amz-sha256-
S3 Glacier 7§ L&MW E 21T EH SHA256 HRF,

tree-hash
KA . ZHFEH
Mg 7 IE 32

B3R B R IE 3o

T~

UTERE EfE—4 AMB . EREEBTFHEE , FEEALRIHE—K.
RIER

M &IE HTTP PUT K , U E£E—1NAMB WER, ZBERSREFIB 5B LEEBERIREN L4 ID
# URI, Content-Range ¥Rk ZBRAFIR N IERINE — 4MB BIRER

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacb®87002a99a5f48bf953
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b00c3643d03d1l4cb4b823e2f041cff612a628
Content-Length: 4194304

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

Eﬂ%?—f‘“ ﬁ%ﬁﬁﬂ BR , BUFITEE HENEBRNITSHA256 REK % |, HIEEHNFETE
BB RZE D ERAEEFAWNLE, L,LTuﬂ%éﬁﬁH*EHE’Jﬂ% IDRLEES—R, ZBEREKEEZ
m%*%&%mT—¢4MBu&4MBm&k¢o

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khxO0jyEXAMPLE HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:f1l0e02544d651e2c3ce90ast307427493
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b0@c3643d03d14cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date; x-
amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

A AZRAEAIRF 2B, ; S3 Glacier 2fE A8 — BREEE U ARBEARXLERNIRF
e Bz 7R 451

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash: c06f7cd4baacbh087002a99a5f48bf953

Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

- B DREE (R DBRLEE)

« FEER(RELELEID)

- ERDREE (R LEEID)

« PIEDEREE (MEREE D)

« SIHS B EE (RS R4 )

« JIHER (FRELEAZ D)

s TREERBHR (DREE)

+ & T Amazon S3 Glacier #J Identity and Access Management

FFEE
LA 2 a[{#7E S3 Glacier FEANES B E,
=3
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- WIRES (FREBYESF ID)

« FREVESHE (BRI )

- BaifElL ( POST £l )

- JIHES (FREUES )

WIRES (3REUES ID)

HREREEXEZHEINESNER , SEESEHAH. BHESHARF. EFRSKRB/
SEHE , AR ETE Amazon S3 Glacier ( S3 Glacier ) ERESFEB AR Amazon Simple Notification
Service (Amazon SNS) £, BEXBHEFNWEZEE , BSH“BaN1E ( POST ik ) 7

® Note

JH:??JIE—IIJ:M%Ef@E’JE’*E’HkL So 1B, BATEZIEIUZIZE Amazon SNS EEHEER
BHESERPIEET , X8 , S3 Glacier I ERRIESEEHAZIH,

S3 Glacier RFREEE , 1% ID 4% 24 NIRRT H,
B3R
BE

ERMAEXESHER , BuLUER HTTP GET A% , HFERAAIBERSH, HEE , BX
URI BR R IEERBESET S3 Glacier IREIG BRI E — B4R,

GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
x-amz-glacier-version: 2012-06-01

(® Note
ZAccountIdER A XHERKFH Amazon Web Services Ik 1D, _IJ«)\?ETE"—
A Amazon Web Services I ID , B JBUERIEE— “-" (EFH ) , EXFER
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T , Amazon S3 Glacier A 5RA TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFEAWKS ID, E2E ID FEEFERMEFH (-)o

® Note

HiZERSP , MREEH JobID , NN LSIREEEXHEFREAERESHNIIR, BXIE
ESNESZER , SR IHES (FREES ) %

BERSH
BRETERBERSH
HRFRk

BREREAMBREBRANEREL. AXRBERBERIRANES , HSH ELEREL,
FERIEX

LR ERBIERIE

W

EE

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

"Action": "string",
"ArchivelId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",
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FRARER

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"S3": {
"AccessControllList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

I
"Prefix": "string",
"StorageClass": "string",
"Tagging": {

"string": "string"
},

"UserMetadata": {
"string": "string"

}
}
},
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",

iR
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"InputSerialization": {

"csv'": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
I
"OutputSerialization": {
"csv'": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}

iy
"SHA256TreeHash": "string",

"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
e R ARk

LR AR LA R 2 808 B1E A Y B Rk . BXBAMBIRANER , H5H BRAWEMRK,
e B IE 32
g IEXBEET JSON F&.

BR1E

Archiveld

A select AR RITFBERWHR ID, BN , BLFEHA null,
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KA . ZHFH
1784SHA256TreeHash

HERRESHE MR SHA256 RFEKRH. XN TEERRMES , LFEN null.
KHE: FH&H

ArchiveSizelnBytes

¥F ArchiveRetrieval % , IR EFEBERTEHIRERNARN (ULETREMN ). T
InventoryRetrieval 5 , ZER null,

=

KA . ¥,F

2

di
g

ESRE, SURIEERRES TG , EFER RIESHH (REEE ) RKEUES A
Ho

KH : mRE

CompletionDate
EFERTRE N EA AR E (UTC) BtE, HEFEEHITH , ZEFNZE,

KR FHH

CreationDate
BIZEFESH UTC B 1E

KA : BLISO 8601 BHIRXRTHFRFE , Hla0 2013-03-20T17:03:43.2217,

InventoryRetrievalParameters
RATEREFERZR W ASH,

A : InventoryRetrievalJoblnput XF &

InventorySizelnBytes

X F InventoryRetrieval 5% , IRBERTHWBFENKD (AFTHEMN ). BT
ArchiveRetrieval = Select % , iZ{ERN null,

L
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FRARER

JobDescription
BERHESHEHNESHER,

KA ZHH

Jobld
¥R1R S3 Glacier #HIEEH 1D,

KR . ZH
JobOutputPath

BEESAHALE,

KA PR

OutputLocation

— IR, EHEEEX select FFERME RN FREMLENEE.

A : OutputLocation JF &

RetrievalByteRange

RERREIZSHRRFZTBE , BN “StartByteValue-EndByteValue, ” MIRBRIERE
KEHIEETE , MR FZENMYR ; thStartByteValueZTF 0, EndByteValueZF TR KX /PMEE

1, WFBFERERD select £5 , WFERN null,

KH : FHH

SelectParameters

— IR, HPEERXAT select WSHWESR.

KA - SelectParameters S &

SHA256TreeHash

HRBERTEM SHA256 MR FHE, MREEN S{El (POST fFill ) FREE T UK

FXNFHEE , Mt FRLREE, AXERCERZNHEREXNTHNESER

Ea R A,

FNFRRENUBEFRWEBZEER , EE ArchiveSHA256TreeHash E#[E.,

HEUTERF , FERA null :

BFS T HE

iR
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FRARER

« EERURFIEFBXFHUENERERES

BRMES
- EEES

KA . FHEH
SNSTopic

BYOE /Y Amazon SNS =&,

KR . ZHFH
StatusCode

ERESRSHRE,
BM{E: InProgress | Succeeded | Failed

KR FHH

StatusMessage
HRESRESHEFHE.

KR ZHH

£
AT select R RN BIE T,
B3 {E: Bulk | Expedited | Standard

KE : FREH

VaultARN
E5 N EF BRI ERAmazon BIFEE#R (ARN),

KE : FREH

iR

B % Amazon S3 Glacier REMNBIREHENEER |, BSRERMR,

EEETENMNHZNBEHEESFRAEN InProgress HEERTS,

iR
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el

LT ROIERTRRBENESHER,
RIER | FREUES R

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CG1l6fuSm6VzW9T7esGQfco8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version, Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

W& 52 7R 451

W B IE X BEMIRIEEESH JSON, FEE , N TEERRNMRREMES , JSON FEHME, B
=, BFBRTEATESEEN , HEFN null, ATERHEERZESHWROIME, HEEUAT/LA

« Action FE{EF ArchiveRetrieval,

« ArchiveSizeInBytes FRER T HERZFTFTHIERHEEN KD,

* ZArchiveSHA256TreeHashFRE REMYRM SHA256 MR,

* RetrievalByteRange FRERTEHEFERPERNTEE. LRGP , HRTEMIE,

« %SHA256TreeHashFEE R T Initiate Job FR P ERMSBEER SHA256 MR F. LR
F , ©5 ArchiveSHA256TreeHash FER#E , XEWREIFR 7B MR,

« InventorySizelInBytes FEEN null , RN EFEATHERETS.

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: 419
{
"Action": "ArchiveRetrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi
"ArchiveSizeInBytes": 16777216,
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"ArchiveSHA256TreeHash":
"beb@fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b4s4dca89b5af60",
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T17:21:39.339Z7",
"InventorySizeInBytes": null,
"JobDescription": "My ArchiveRetrieval Job",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": "0-16777215",
"SHA256TreeHash": "beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTRRERRESHREIME, BHIEEATIIR

« Action FE{ERN InventoryRetrieval,

« ArchiveSizeInBytes, ArchiveSHA256TreeHash #l RetrievalByteRange FERENZE ,
RARXEFRAERTEERRES.

« InventorySizeInBytes FEREN null , RAESFSMERT , RN THZLEARZHFFE, WIR
EFELENERESERMSTTA , WL F B SRR HE KN,

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"ArchiveSHA256TreeHash": null,

"Completed": false,

"CompletionDate": null,

"CreationDate": "2012-05-15T23:18:13.2247",

"InventorySizeInBytes": null,

"JobDescription": "Inventory Description",

"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzW9T7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",

"RetrievalByteRange": null,

"SHA256TreeHash": null,
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"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode": "InProgress",

"StatusMessage": "Operation in progress.",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

LTHIET —MNMNEXTRERRRESHNIEL , ZEFSESATREXHFFTELRD THRIC,

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591Z2",
"CreationDate": "2013-12-05T21:51:12.2817",
"InventorySizelInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx -
BN3@JaBru7PMy0l1fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T@8:12:4572",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS0t2jHQe5gbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
by

PSS

- FREVMESHIH (FREVEH )
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- & T Amazon S3 Glacier B Identity and Access Management

REVESS fn i ( FRENSmE )
1R

HBRESTHEER SahfFll (POST Rl ) BaINESHNAEL. BEEESHEFHEBEENESSE
B O AHSNIERNABTRIXNHEEE.

BRUTHARES AL BT EEFTERE THHHN —5H0, ¥ THRERNBERRES , &
RI%tX$7E Get Job Output W RIHY#7k IR B B9 K3 T 8K/ BEATRAE

NFHERRES , ENBRIEXNEEEMPERF. MRTHRBI2HE AR NETEREENFTT
SEE, fla0 , RIEE bytes=0-1048575BE , MFEERIE FH AN 1048576 F17, MR TEHE
MR | NFRHE KD R E4£E] Amazon S3 Glacier ( S3 Glacier ) IS ZRM K/, Get Job Output M
RiEYFRk Pt &R EIFREA K/

NTHERRESHER , RESEENFTERE , S3 Glacier BREIZEH 2 HIFEARKN, EWRRET
BNH o REBORE  BTEFFRITERREN  RIFERE TR , AERIEXNREMAH -

S3 Glacier ERRESFE , F5 ID EADE 24 PABIAELTH. RN , /A LLFE S3 Glacier T
FEEHN 24 PEHBRATH IS M

R
&
ERREISHE , B ESEESH GET B9 URI XX HTTP output ER,

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve

x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdERHAE HFEMNK ) Amazon Web Services I 1D, EAILUIEE —
A Amazon Web Services Il ID , B AT LLERIBEE— “-" (EFH ) , EXHER
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T , Amazon S3 Glacier A 5RA TXEERWEIUEXREKH Amazon Web Services Ik~ ID,
MREFEAWKS ID, E2E ID FEEFERMEFH (-)o

BERSH
BRETERBERSH
HRIRL

BRTFRAREERMVE RN WIRERERAUTERIRL. BXRBERBERIRANES , HSHAERL
HRPRk

£ iR AR
Range )

EMNGHERNEZTEE, Flin , MBEETHE 1048576 F
¥ EISEEE bytes=0-1048575 ., BEXESER | Bl
B SEERLAFERE N, ZEESBIESIERFIPIEENEME
BREANMEN. RIAMBRT , LEELTHRENHEH,

MRESHERA , WETTERA Range HRIRLRK R
HE—#0, XHF |, BB IR/ FT KR TEE N .
Plan | RIREE 1GB EFHERETH , BRE—IXTH
128MB #IEX R |, M EHB/\NREES I HIER, SFER
LTRETHRESH L :

1. B A Range frkiEEM NN FTSEE R T & 128MB #i
HXR, BIFRBWEIFFE 128MB HIE.

2. EEBE—E , MANEIEERATNIREN, BALitER
FPimAMABENREN |, F8 e 581E N R E %
FHLER , LBEREWE T FrE TR IR,

3. WEHHIENRENAN 128MB XREERITSE 12, &
REBIEEMNHNFETBE,

4. TEESHENMERE , EAHE \IMREBFNENTIE,
TTEXEEARTERS  UGHEMENREN. €A &
RES (FREMES ID) B4E , BN ERETHHNES
HNESER, WRSIE S3 Glacier P EEN BN YZHNRE
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=1 R AIE
Mo BAILLFHESSITTENRBMMELER , UBREER
TR TEMIENS,
RE . TR
BRIAE : T
BR& : T
ERIEN
LRER BB RE
e
BE

NFREMEEFHFEARRER , FS5AEMNESIRE 200 0K MRAHBE. HiFERMBINE (Hl
m, MREBEFERFIEET Range #rk ) i, MLIREMB AT 206 Partial Content,

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: ContentType

Content-Length: Length

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

[Body containing job output.]

e Ry A Sk
PR EEPU

Content-Range .
S3 Glacier REINF1EE, MRIATHDBo ML , MR 2RME S3

Glacier REINZTBE .

flan | bytes 0-1048575/8388608 <M 8MB IREIRT 1MB,
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PR iR
BX Content-Range HAMEZEE , BRI NEDENRLFEE
X
R . FHEH

Content-Type
NAREBRRTESHHEERERRERXHESE,

FNFRERIE , WBELEN application/octet-stream o
FNFXHESE  MREEBHESHIERT CSVER |, NIAREHR

N text/csve. BN , RIABERT , LL JSON REIX#HEFE | #A
NAEH RN application/json
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Amazon S3 Glacier

FRARER

PR

x-amz-sha256-
tree-hash

W B 1E 32

DU

R AR BENREN. REEREMERRESHH LN , T2RE
Prko LS, MNRF I ESTIER P IE RV REIET E LA 0 % 34 57

, FERIES B H P ETHRAEE BUMER BN , MR 2E
To BXRUMERBXFAEENESESR , HSH" T EBIER EHER
wA",

o, MREELENEIESERPEE T ERRNUMERFNTHE
B ( 2REBEMER) , WERRIEGEUTRGT THHBENREM

CIREL T R RBFEHENEE

FBERTREBENFHEE , ZBENKDA 1 KFT (1024KB) F
D2ME , HEEHERNENERNENBERCE R DIEEHR, Fl,
MREEAE 3.1MB R ERHE , HELEETERENER (1ZEERE
BT IMB , £RTF 2MB ) , Ml x-amz-sha256-tree-hash &1k
A RIARLIR A,

FBERTRRBEFEPERENEE ( ZEEMNERLE N BIEN SR
E) , ZEENERUENERRWEERLEAT TN 2 WEERTR
NF 1 JEFFT (1024KB) I R/MIEER. Bl , IREE 3.1MB Kk
REE , HELIEETEE (BEERT 2MB , ERTHREHNE R
fI& 3.1MB ) , Ml x-amz-sha256-tree-hash &/ERNNERFRKIR
[ml,

o
2
it
&
1

S3 Glacier MM IEXFIREESHiH, BIBESKE  WHTUNERABRRXEEERT. ORH
NHEFE  NRNERT , BRIRKMENET JSON EXIRE,

{

REES fa i
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FRARER

"VaultARN": String,
"InventoryDate": String,
"ArchivelList": [

{"ArchiveId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash": String

}I

MRIEHEBHXHER iﬁﬂlﬁlﬁ’}?T CSV #Bx , MMHEBFRELU CSV BKRAREEENH, CSV

#®3xXE R Archiveld ", “", ArchiveDescription *’

JSON FE#[E., SHA256 TreeHash

(@ Note

HRER CSV #X A |, IRERFER AL

. CreationDate “X/N M« EENSHMA

BANFRAMGISFEEKRK, G2ESHNEIEH

FREREMBLANS|SHERRK, Fl20 , my archive description,1iRE} "my

archive description, 1", AN SFEERNREFEFHNEF

= R 8 £ 50 mE B

MRFHLEFRE Y, Bl , my archive description,1"23RE} "my archive

description,1\"2" , my archive description,1\"2 i
description,1\\"2". RFHIEZRFRHFITH L,

JSON MR EXBELT JSON FE&,
ArchiveDescription
BRI,

RE : FHH
Archiveld

R ID,

% P

IREIA "my archive

REES fa i
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ArchiveList
MEABEHE, BEPHNSIMBEASRTIXEEDRTEN —MERN THIEE,

KA A

CreationDate
BIEMEREN UTC BHEIRIAYE,

KA : BLISO 8601 HEIRARRNERSE |, il 2013-03-20T17:03:43.2217,

InventoryDate

NXHERITERETENHE LREFER/N UTC BHIMESE, BE S3 Glacier B R/ER —IX
XHERE  FEAHET2NER ; AEE LB REE SRX XA ERITE AN BRi% R/
BRIER , BRARS2EF.

KA : BLISO 8601 HHRARRWERSE |, il 2013-03-20T17:03:43.2217Z,
SHA256TreeHash

(EES: DS PR

K FHH
VA

BERAXN (LFTREMN)

KR . HF

VaultARN
MHIER R R Amazon FIRE# (ARN) &R,
RE . FNEH

iR
B X Amazon S3 Glacier REMNEREENEERE |, FSRERIR,

el

UTREIERTRR-ENVESHNER,
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A1 TEE

Rl % S3 Glacier RV EH B F #4RE RES B RMERHEIE,

RIER

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B2 7 451

LTRMRRRESW RGIER, HEE , Content-Type #53kF application/octet-
stream, }#H x-amz-sha256-tree-hash #rXBEFEEMNH | XEWREREFAEESHIE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash:
beb0fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

LTREERREISHW RGN, EEE , Content-Type #53kH application/json. BiEE
E | WA x-amz-sha256-tree-hash #rk,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 906

{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
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"InventoryDate": "2011-12-12T14:19:01Z2",
"ArchivelList": [
{

"ArchiveId": "DMTmICA2n5Tdqq5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5QyjOxd1MCEImBYVMQ63LWaT8yTMzMaCxB_9VBWrW4Jw4zsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a®b27b337da5b18988dbcc619a3e608a554ale62"
.
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUF@8IQLuUyB4265Hs3AXj9MoAThz7tbXAvcFeHusgU_hVi01lWeCBe®N51sYYHRyZ7rrmRkNRuYrXUs_sj12K8ume_7mKO_
uHE1oHqaW9d37pabXxrSA",

"ArchiveDescription": "my archive2",

"CreationDate": "2012-05-15T17:21:39.339Z",

"Size": 2140123,

"SHA256TreeHash":

"7f2fe580edb35154041fa3d4sbsldded3adaef@c85d2ff6309f1d4b520eeecdal3™
}
]

Rl 2 AT EE D

L RPIR K 3R S3 Glacier RN EH B HREREFERMARHHEN -0, ZEREATT
IEH Range #rk , BAMERKERET 1024 F1,

~E R

GET /-/vaults/examplevault/jobs/HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dch540091b1296612a2
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e B2 7 451

TR IHMmMERT 206 Partial Content MR, FEULZHISH | 19EEZIE Content-Range
¥Rk |, ZFRLIEE T S3 Glacier REIFF1TBE,

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range: bytes 0-1023/8388608

Content-Type: application/octet-stream

Content-Length: 1024

[Archive data.]

PSS

- HIRES (FREES ID)
- BEzhfEdl ( POST fEML )
- & T Amazon S3 Glacier B Identity and Access Management

BzhfEl ( POST 4B )

WIREN BN AT R E M Amazon S3 Glacier ( S3 Glacier ) £55 :

« archive-retrieval — &R

+ inventory-retrieval — BRI E

E&A

c DB ERIXHEBTERRES
- TR

« TBi

« HXHZ
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B ERB G EBTERRES

RENMEFINHESERRSRE  XEREERERHES. — B3, T EEUHEEL. KRS
BERINDR -

1. £/ Bai Rl (POST 1Rl ) RIERIIRRES

/A Important

BIEREZREIESHEEIRETSZTWIERULKLE PolicyEnforcedException
MEW. BEXBERRKRENESZSEE , BSHIS3 Glacier HIER REKB, AX
PolicyEnforcedException REMNEZER , BSHEREA,

2. ®ESERE , A REESHE (REME L ) BETHFT.

REBERERDEIT. HERIREESFE , S3 Glacier 2B EFHENNPIREES ID. S3
Glacier SERESSEY , BAIBUREVES il ( HRIFERE ) . AXREDNESFHENER , SRR
HBES R (FREUH ) "R1F,

ESHBMETH , RlE , BFRFENEAH, EWEESANTR , BHUATERE

« f£/ Amazon SNS @& — B A LA E — Amazon SNS & , S3 Glacier 2EEETERERIZE
BEMBEH, BALLRESMESIERIEE SNS £8. RETE S3 Glacier ERESE , RETA2KE
B, BRTHEMESERIBE SNS TEUS , BEATUR B XHENSHEER , X8 , REH
AHAFERRIBELRISELN, EXELELE  BSH REXHEBELNES (REBHEHE ).

« REESEAGE — HESEEHRTH , BANER HIRES (FREUES ID) HRUFKEUES IR
AER, BR , EAMMN A ERMEA Amazon SNS B H R EES AR Ko

(® Note
ENEANRIRNESEBESRA B ES (REUES ID ) KIWEREMEE.

NTRESH , MREEXHEFRIMTHPBAEKE , FAUEENEHESFTERFIEET SNS
E& , W S3 Glacier 2 R EXRMEH, BXREZFEE , FEH REXHEBANERE (REBAE
E).
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MHEBR

MIBE — R R EASIXGEN BT |, S3 Glacier RABRBLEH — AN GESE, REL
RBREREREN XHERTIRMBMERARNIRE , WFRLEFEFEH, YEEIXHEFE
550t , S3 Glacier 2IREIHE KN HRE—1NEE , B point-in-time R BB 1 2 K8 2z

S3 Glacier AXHEQRE—HFRER , BEFELY¥ R (RE—X ) iH , ZEREFITATRRE
=

BARRAERINBMERLERERRNGEFTRERMTAFL. BR , RREEFF/IRET BIERE |
BiZEFEFmAER T & E2 %) S3 Glacier BRI TEIE, bt , AR , XHEEFN TRE
FEREHEFTNEESEGEXHEEFRITHERBA. AXRFREESAEPERENBEFZERNE
ZEE , BEHAMRALE X,

BEFERRTE
ERLIEN R RAE B SR ERS , RIRFRRAF LB .
YRR B iR

BIERHESERPAXLESHIEEE , B LMK RE StartDate M EndDate ZEBIBZHHRMN
ERIWE, M4&IRMEFE StartDate Z/5H EndDate 2 B8 EMRYE, WMRE[UEM StartDate
MARM EndDate , M 4K RE StartDate 2 ERIEMNAENKRINEE, WRE{URMH
EndDate , MR # StartDate , M &K R EndDate ZRIBIEMNATIERRNF R,

PR&IIRIERAYE R IE

BEEBHESERPRE Linit S, ALURHFHRENFENEHE, FRESHHITENFEM
BEREZAEEN Linit. NRFEZFREWMETAH , WERLKD R, EFTM2E , EUER #
BES (FREUES ID ) BERDNEEESHESERPEANRFIL. ZHFICRHERRRT —AFEM
BENER, BEEAZNERESHETFNRICRERHBHESTER , TUHKRNEE, WIR
5, EEMNERESIRE—MNRE null BFR1E (XIERTEZE LT A TH).

AL Limit SRERERESH—EER.
XTERCENHERER

BALABIMMERIE SCENEREIERRRRE, N TEFEENERRRRERR , Bl
EERENFTTEREMYR, BHENTEYLAUKFT (MB) MF. T2 , SUERBELTATHE
IMB B[R , A EEEEREM 1 X AH IMB BRFESFTRENERE. WREFLENHEL

FTREZBALUIRZTIXIT , WHBAESIRE 400 WAL, A, I THAEREEERRIESHE &K
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EESHE (REGE ) ) THRNEENRENE , SELFAAMTER BT BRUMER BTN
SEENESZEER , BE R T HEBEEERRE N,

R, fRENtER

ERFHUERRESE , BUUEBEREXH Tier FERHPEEATEIZ — :

* Expedited - MIEE AT LEBRFEZZRIBFEREFRHBRNRBTRBIE. XN TERTHEABEHR
(250 MB+) Z SN AR EbfR | ERAMBRZEHRKBEEREE 12 5 28R,

* Standard - IRERATFEERNRABRENESESE. ERKERTENRERERE 3-5
NATH . WIRTBURARIEERIETAVES B RIMIAILEDL

* Bulk - ##2/Z 2 S3 Glacier WRERAZE , EEATUE-RAUBREBEHNRERRZAE (EER PB
&) BIE. ERHERFRNBEREE 5-12 MR ATA,

BEXAMENMBERENEZELR , BSHKER S3 KJI1HE,

HXR

EEMES , BEHLER HTTP POST 5% , HHFERMAZIXHEN jobs FRIFER, BAUERE
REY JSON XHHIEEEFERNIEFEMAFE . FFLBERBEN Type FRIEEM, (7% ) B LUE
7E SNSTopic FE¥ KR S3 Glacier EEREF AL ME X MIBEAHH Amazon SNS £,

® Note

=@ Amazon SNS X BA , BXAHBECEEE ( WREFFREFE ) . S3 Glacier TR &
BIREB, ZEBMLIEBM S3 Glacier XU EFEZWHERYWHR. S3 Glacier T2 X4
ERBENOZEBRANET. IREFEEIHRENRE , WEFEESERGE , BUEEF2K

E@ 4,

Bx
UTRATEIESHNERIEE,

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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FRARER

{

"jobParameters": {
"ArchivelId": "string",
"Description": "string",
"Format": "string",

"InventoryRetrievalParameters": {
"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

iy

"OutputLocation": {
IISBII: {

"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
},
"UserMetadata": {
"string" : "string"
}
}
1,
"RetrievalByteRange": "string",

BaEs
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"SelectParameters": {

"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}
1,
"SNSTopic": "string",
"Tier": "string",
"Type": "string"
}
}
(@ Note
ZAccountIdERFE XHEM K H Amazon Web Services Il ID, REJLUIEE—
A Amazon Web Services Il ID , B AT LLERIBEE—N =" (EFF ) , EXHER
T , Amazon S3 Glacier £l 5 R TXF1ERIFEIEXER Amazon Web Services IKF 1D,
WMREERKF, ID, BEDE ID PIEEMEFH (-)o
BERIEX

FREZFRENXPRA JSON BRI A TR
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jobParameters
RUHEATEEESEENIEDL,

A : jobParameters JI R

MHE =

3 32
S3 Glacier BB 755, HMEH , ELEREESFH URL,
B

HTTP/1.1 202 Accepted
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: location

x-amz-job-id: jobId
Xx-amz-job-output-path: jobOutputPath

M B2 B Sk
N iR
Location

ESHAEN URI BB, BAUEAL URI BERERESRS. BXEZE
B, F5H #iRES (REES ID) .

Xx-amz-job-id

EKH . 2R
RINE : L

X-amz-job-

output-path 174# Select £ RN ERKRER,
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PR iR
KR . FREH
SRIANE - T
) 37 1F 32

138 4E 3R B B2 IE 3o
iR

BX T Pt Amazon S3 Glacier I#EH E L ATEEER IR |, WIREESIEUT —1MHZNMEIR. BX
Amazon S3 Glacier iz E EUARERREBFIIXR | FSRE R,

KB iR HTTP RASRE RH
InsufficientCapaci MRESERENERELELIMNEE 503 Service RF
tyException R, MEREEARB, ERMGER  Unavailab 2=
FTEKER , FTEATHRESHE e
K&,
]|

RIER : BIEERERES

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

"Description": "My archive description",
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"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
"Tier" : "Bulk"

LTREREXHW =G , ©fFH RetrievalByteRange FERIEETERZENRRTBE,

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNntHEQL8MBFGlqrEXAMPLEAT Chi

"Description": "My archive description",

"RetrievalByteRange": "2097152-4194303",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

e B 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

RBIER  BHBRRRES

LTEREBHFERRMES , UM examplevault XHFEREERFIR, EHEREXH ,RENR
Format By CSV RRBEASLL CSV BRIRE,

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Content-Type: application/x-www-form-urlencoded

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
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{
"Type": "inventory-retrieval",
"Description": "My inventory job",
"Format": "CSV",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-
Example"
}
e B2 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p6o7yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID

RIER : E£RBAMERRERFIREHFERRES , URRET -TUERTENEEER.
LT #ERER R B LR IRERSIRE 3 XHETERRIES.

{
"ArchiveId": null,
"Description": null,
"Format": "CSV",
"RetrievalByteRange": null,
"SNSTopic": null,
"Type": "inventory-retrieval",
"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",
"EndDate": "2013-12-05T21:25:427",
"Limit" : "10000"
},
}

ARG T ERAMBEIRES (FREUES ID ) FREWFRCRRT —TUFR T A NEEER.

"ArchiveId": null,
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"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:427",
"EndDate": "2013-12-05T21:25:427",
"Limit": "10000",

"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
}
e Rz 7R 51

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-output-path: test/HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/

S

- HIRES (FREES D)
- REESHH (B )
- & AT Amazon S3 Glacier K Identity and Access Management

BIHAESS (FREES )
1R

HRELIIHXHENES , SREEHTHESUARKETENES.
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® Note

Amazon S3 Glacier ( S3 Glacier ) 7EMilBR&RIA TR ES Bl 2 FF X EEF R E —&EtE ; B
2, ERALHIKREZERNES. EUURREEZRESHAL. EESEHRE , BFER
WESRE—EBiE , FUUEEIESERBAREBRZE THAKWERL TREYES A
Ho fla, REEEHHEREEZFUTEH/R. EFERG , BFBRTHRER , ERERT
MEEEIR, EXMERT , EAUEEFSEFENERHATEH/R.

List Jobs BEZESI . BRIZHBAEFMMN Marker FE&, MREEELHHNES , N
Marker FERFIZEN null, MREBESHHMES , W Marker FEFIRE NI null B , BAIE
RAZEREXNSRS T, BREMNFETSTHHENESIIER , BF marker ERSHBURE N ENZHI
M Marker ERKRENIZESH List Jobs B,

FBHABYEERFIEE linit Z2HRREBNFREN S KELBREE. FRIARSES 50, EE
B Rl B ATRED T RR&IE , EXKZF B RFIE,

AN | SRR LAUBIE IEE AIIERY statuscode A/ completed SECKRIFIEIR BN ES YR,
£ statuscode ¥ , BAILIIBERIRELE InProgress, Succeeded = Failed RASEEME
%, £ completed 28 , BULIBERREE TR (true) WESHAKTR (false) WES.

R
2073
FIREFAARENESTIR , BEXHHFEN GET FHIRA URI K& jobs HXRo

GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

ZAccountIdEE2IBE XHERNK ) Amazon Web Services 1K 1D, BA[LUIEE —
A Amazon Web Services Il ID , B AT LLERIBE—N =" (EZRZF ) , EXHER
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FRARER

T , Amazon S3 Glacier fF i 5 TZXJFRWEUEXBXH Amazon Web Services IKF ID,
MREFEAKS ID, EOE ID A EEFAMEZER ()

BRSE

A iR hIE

completed &
EREMNESHRS. BALIEE true = false,
XA /mRE
FREI : To

limit &
EREIWELRAEE . BRIARFIN 50, REIMELEATEED T
BENREIE , BXKETSBIRIE,
A . R
FRE| : JRDEBBEN 1. RABBER 50,

marker &5
AT AEHFRAEUTREENNEFBIHESHES. &
AIMZBIE marker IMRZREN List Jobs . REELEHE:
MZBf List Jobs BERAFHENERMITOAN , TF
E 3T marker,
KA . R
FREI : T

statuscode &
EIREMESIRAEE,
KA . R
PR# : InProgress . Succeeded = Failed X=MEZ
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HRIRK

RENRERARSHMABERANIENIRL, BXBRENFLNEER , H2H ERABARL,
BERIEX
HEREEEERE,
Wfa] Rz
BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
Location: Location

Content-Type: application/json
Content-Length: Length

{
"JobList": [
{
"Action": "string",
"ArchiveId": "string",

"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {
"S3": {
"AccessControllList": [

{
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FRARER

"Grantee": {
"DisplayName": "string",

"EmailAddress": "string",

"ID": "string",
"Type": "string",
"URI": "string"

},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",
"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"
},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
I
"UserMetadata": {
"string": "string"

1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",

"QuoteEscapeCharacter": "string",

"RecordDelimiter": "string"

iy
"OutputSerialization": {
"csv'": {
"FieldDelimiter": "string",

Bt ARl
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FRARER

"QuoteCharacter":

"RecordDelimiter":

}
3,
"SHA256TreeHash": "string",

"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
1,
"Marker": "string"
}
e R AR5

3R AR B8 AR K 2 20Wa B2 38 A Y W i AR ko AR B AR AHER

W) R 1E 32
MR IEXBELT JSON F&K,

JobList

ESHRBIIR, FMESHRESEHRESH THEE.

A : GlacierJobDescription 31 ¥ 4A
Marker

"string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",

BFSH ERBARK,

RRAMNALBENERHJT O AN EAFREH, LRI marker FRFEH List Jobs
ERFBIEZFNESES, MRZXBIHESHES , WILERN null,

KA PR

iR

B % Amazon S3 Glacier REM4EIREENER

BES P HE IR,

Bt ARl
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el

LT ROBRT MREEXNHEESNES. B-—NMRIBREHMESZHIIR , E-NRHEEE
TESHF &

R BREFREES
RIER

BATF GET R A XHEREFES,

GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

e B2 7 451

UTHESE - MIRRRESN—NERRRES , BECSATREN XHEFRERESD AR
2o NN EEHETER Marker FEREREN null |, BIRFEEESIIHES.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhZqg-
1i10T69g8ByClfIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn
"ArchiveSizeInBytes": 1048576,
"ArchiveSHA256TreeHash":
"25499381569ab2f85e1fd@eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",
"Completed": true,
"CompletionDate": "2012-05-01T00:00:09.304Z2",
"CreationDate": "2012-05-01T00:00:06.663Z",
"InventorySizeInBytes": null,
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"JobDescription": null,
"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMO-

JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU",

"RetrievalByteRange": "0-1048575",
"SHA256TreeHash":

"25499381569ab2f85e1fd0eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": true,

"CompletionDate": "2013-05-11T00:25:18.831Z",
"CreationDate": "2013-05-11T00:25:14.9817",
"InventorySizeInBytes": 1988,
"JobDescription": null,

"JobId":

"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ00OUtmNAT@KaVZ4wWwkWgVjiP1dI73VU7imlm@pnZriBVBebngaAcirZq_C5"

"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":

"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL

}
]I

"Marker": null

Bt ARl
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R REMES B D FIR

~lE R

BUF GET #RIEME marker ZHUEEMES . MRF limit ZHREN |, WEEHKZREHME
%o 2

GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwS@j1b59qlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID&1imit=2
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

e B 7R 451
UTENERTRBUREES , Marker FRERENFE null B , TATHESIIRSE D T,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTnqgcjtx2CjKZ6b-
XgxEuA8yvZOYTPQfd7gWR4GRM2XRO8gcnWbLV4VPV_kDWtZIKi@TFhKKVPzwrZnA4 -
FXuIBfViYUIVveeiBE51F0Q4bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f 4"

"Completed": true,

"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",
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"JobId": "s4MvaNHIh6m0alf8iY4i0G2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-IMunR9JoVa8y1lhQ",
"RetrievalByteRange": "0-8388607",
"SHA256TreeHash":
"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{

"Action": "ArchiveRetrieval",

"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80@A2i1xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpZbPCdUQUTW_WAdwF61R6W8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb6472a5ed4ad"”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.444Z2",

"CreationDate": "2012-05-01T16:59:42.977Z2",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":

"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb6472a5ed4ad"”,

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Standard",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

}
1,

"Marker":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4ATfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}

PSS

- HERES (REUES ID)
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FRARER

« @A T Amazon S3 Glacier #J Identity and Access Management

EESBREPERNBIERE

BAUR 27 S3 Glacier P FMESBRE—RFEANBIERE,
T

» CSVinput

* CSVOutput

» GlacierJobDescription

- B

. WERE

* InputSerialization

* InventoryRetrievalJoblnput

* jobParameters

» QutputLocation

» QutputSerialization

» S3Location

* SelectParameters

CSVIinput

EXBEESSRE (CSV) XHMER.

RE

R
BAZH , ATERETHIF L HINZF R N2 IZ1T.
KA FHH

EESREPERNBIERE
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FRARER

FieldDelimiter

BAFH , BTORIEEZHPNINFR. ZFHLIZE \n, \r SBE 32-126 Y ASCIlI FFF,

BRINMERNIES (,)o
K FHEHB
BINE :,

FileHeaderInfo
—/ME |, R EAb B A R E — 1T,
KA . FRFEH

HEME: Use | Ignore | None

QuoteCharacter

RERYLZHNENTZR , EFZRIBHREN -5,

KH : FHFH

QuoteEscapeCharacter

BNFEN , BTN EERNERNGISFRETE L.
KH . PR

RecordDelimiter
BAZR , ATFoR&ENMEHo
KA . ZHFE

1

|

EZER

CSVinput
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FRARER

- Bai#El (POST fEil )

CSVOutput

BEARFHEFELERNESTRE (CSV) KANER.

o=
FieldDelimiter
BAFH , ATORIEERPHINZR,
RE : FFH

QuoteCharacter

RERYLZRTNENFR , EFZRIBAREN -7,

KH PR

QuoteEscapeCharacter
BAER , AT EE WERNSISFRRHITHE L,
KR . ZFH

QuoteFields

—ME , ErREAMEREFRBNTEESISH,
BM{E : ALWAYS | ASNEEDED
KA . R

RecordDelimiter
BAZR , ATFoR&ENMEHo

KR FHH

CSVOutput
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EZER

« Bl ( POST 41l )

iz
B25%ATE Amazon S3 FEHESERNNENEL.
A

nzE

¥

£ Amazon S3 R EHESE R FERANRSH[HEMNZEE, RINMEREINE,
KR FHH

BHME : aws:kms | AES256

KMSContext

ik, MBRMBREHE aws:kms, , BOUUFERLRENESLEREENR LT,
KR FHH

KMSKeyld
BT &I Amazon Key Management Service (Amazon KMS) %4 1D,
KA . FHH

7|

EZER

. Bl ( POST 4Eb )
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GlacierdJobDescription

‘A& Amazon S3 Glacier ( S3 Glacier ) {E&HH#IR,

2k

B4E
%528, ©7 ArchiveRetrieval, InventoryRetrieval % Select,
KA FHEH

Archiveld
A select RERKREFERNEZE ID, &, LFEHF null,
KH . FHH

F#4SHA256TreeHash
AT EHRRNENERRN SHA256 KR EH. W TERERERES , LFERA null,
KH . FHH

ArchiveSizelnBytes

3F ArchiveRetrieval 5 , XRERBEBR THMHENKNDN (UAFTREMN ), T
InventoryRetrieval 5 , ZEHN null,

EFi I =)

2 5E K
MRESETR , MR true ; BFNA false,
EH : HRE

CompletionDate
E5EH B,
EFERTRENBABERE (UTC) BNE, SEFERH#ITH , ZEFNZE,

KA : BLISO 8601 BHIRXKRTHWFRE , Hla0 2013-03-20T17:03:43.2217,

CreationDate

E55 B3 e Ry B A et E (UTC) B H#,
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KR : BLISO 8601 HHRARRNERSE |, il 2013-03-20T17:03:43.2217Z,

InventoryRetrievalParameters

ATERBRRRBMASH,

A : InventoryRetrievalJoblnput Xt &

InventorySizelnBytes

XF InventoryRetrieval % , XRBERTHNBFENRN (AFTHEM ). N TF
ArchiveRetrieval & Select £% , &R null,

KA . BWF

JobDescription
FEBHEFHRBENESHEHIR,

KH  FHREH
Jobld

#Ri2 S3 Glacier FHESEH ID,

RH . FHH
JobOutputPath

BEESAHALE,

KR FHH

OutputLocation
— IR, HHEEEX select FFERNE RN FRHULENES.

A : OutputLocation JF &

RetrievalByteRange

RERREZSHRRFZTBE , BN “StartByteValue-EndByteValue, ” MR ERREL R
FARIEESEE , AR REANFR | HStartByteValuefEZ T 0, EndByteValueZ FREK/NEE=
1o WFBRERRES , LFENA null,

KR ZHH
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SelectParameters
— AR, EFITEE XA T select WSHHEER,

A : SelectParameters X R
SHA256TreeHash

BRIFERTEN SHA256 W FE, MRRM S3FEIL (POST fFilb ) EREE T UARFER
FNFHEE , WHFERLIREE, AXREFTEARROIMTEEHFENFTFNESELR  FSH TEH
FERt EBR A,

NFREENEENVEZEEER , WEE ArchiveSHA256TreeHash {EAH[E.,

BEUTHERS , LFERN null :

« EERUMEREXNFHTENEEREES.

- EESFTENMEENEEH BESKEN InProgress MEERES.,
- BRES

- BEERES

KE : FREH

SNSTopic

F 7~ Amazon SNS &M Amazon BREF (ARN) ; MBREFEF B3N (BahEll ( POST 4
wWH))PFEETEAN , WRELEAZEBRIEESTTRBLXKHNEA,

KR ZHH

StatusCode

ERMESRSHKBE,
BM{E: InProgress | Succeeded | Failed

KH PR

StatusMessage
ESRBHER

KH : FHH
=

AT select AR RN EIEHE,
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FRARER

AME: Expedited | Standard | Bulk

KH . PR
VaultARN

ESNEFHRWMFER ARN

KR FHH

EZER

« Bl (POST 41l )

-2
BEEAERNELS.
aES
BB

WIBNE,

HA : PIEE W

]

RTFHBERNENNR,

. BEEl (POST 4 )

B
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FRARER

WENE
BREXEERENEL.

A&

DisplayName

BWERNENREEN.
KH . FHH

EmailAddress

ok

IR E B B FHR Ak
KE . ZHH

WERERENMEAF ID,

KR . ZHFH
1
BRNEWERE,

KE : FREH

B{E: AmazonCustomerByEmail | CanonicalUser | Group

A

B

E

URI

WERELN URI,

e

SH . T

WRRE
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FRARER

EZER

. Bl ( POST 4Eb )

InputSerialization
RS,
RE

CSVv

— IR, ATHER CSV RENRNFFIL,

ZEH : CSVinput W&

EZER

- B (POST fEil )

InventoryRetrievalJoblnput
REATEETEEERREISHIEI
AES

EndDate

NHEBRRRNERBE RA UTC REHEX) , EIt B el 2N FRESERERRTE

o

BE : LL1SO 8601 BEAME (YYYY-MM-DDThh:mm:ssTZD) RAMWEHSR , U R84 | Hlm

2013-03-20T17:03:43Z,

InputSerialization
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KA FRE, LLISO 8601 BHHER (YYYY-MM-DDThh:mm:ssTZD) RN FERFE | IR &
fi , 5140 2013-03-20T17:03:43Z,

%3

NHERESIRNAEER  EEHESURRXAEFRNEY Sa1fFll (POST #Rill ) #ER
HATIRIE

A¥{E : CSV | ISON

KH . FHH
BR 1

BIMXMHEBERRBERTURENZAFRLTE Ko
BRE : KTHFET 1 NEBYE,

RRAMNALBERERBJT O AN TNEAFRR, EAILEH Initiate Job BERAEM LIRS
REHEHMBRTE, MRXBEZFLEE , WESR null

StartDate
XHEEBERENFTH AR RA UTC HEKER) , S8 HRZERIENHER,

BWE : LLISO 8601 HHEAME L (YYYY-MM-DDThh:mm:ssTZD) RN ERFE | LI RN, Hln
2013-03-20T17:03:43Z,

KR . FRFE, LLISO 8601 HHEIMES (YYYY-MM-DDThh:mm:ssTZD) RN ZERFE | LR R
2, Hlt0 2013-03-20T17:03:43Z,

InventoryRetrievalJoblnput API fRZR 2012-06-01 486



Amazon S3 Glacier FEANGIER

EZER

. Bl ( POST 4Eb )

jobParameters
REATENESHED,
AEN

Archiveld

BEENREN ID. R Type FERIZFEN select H archive-retrieval , NIt FEREHE
N, MRENBEERREIFEREERTFER , MaHIHEIR,

BWE  BTRENZ B %EE Amazon S3 Glacier ( S3 Glacier ) BB SRIREV B MA4E ID,
KA . FHH

MHE R Type iREN select H archive-retrieval , MEHXEN,

iR
ES5 AV AR

BNE BN KEXTNTFRETF 1024 5, RAFHNERFRATSEE BN 7 2 ASCI Z7F
BBEEIE SR ASCII B 32-126 ( T3tH ) 3 0x20-0x7E ( +53 %] ) H=EFF,

KE : FREH

B

7|

(i) ERFIESURRHFEFENNAHEN, MREERHFERMES , FETHEE Format
FE , M JSON REIAEK,

B3%E : CSV | ISON

KA ZHH
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InventoryRetrievalParameters
RATEERERZERHASH,

A : InventoryRetrievalJoblnput X¥ &

OutputLocation
— N NAR, HPEEEX select FFLE RN EHENVNENE .

A : QutputLocation I K

MHE W TF select FHZRYLEN,
RetrievalByteRange

ERRNFNBEarchive-retrieval , 83X\ “StartByteValue-EndByteValue’s WMRTFT
EELFER SR REMMR, IREERFER , NFTBELTAIRFT (1024*1024) X7

I FF5 X 57 E R & StartByteValue 4 AT BA# 1 MB EBR |, MEndByteValuefl 1 28 A A% 1 MB

R K IERTFHENEE , BEENFEEFTRXNMEIRZE 1. SRRetrievalByteRangeF 2 EAIKF T
NITH , M RESREEN, 400

MRENR inventory-retrieval & select FFEREBELFE , NS HIEIR,
KA . FHEH

SelectParameters
—AMNKR , EFIEEXAT select WS HMEE,

2K A . SelectParameters TR

SNSTopic

&R B ERFHETHE S3 Glacier AIE XX BAA Amazon SNS EFH Amazon
BREH (ARN) , BENETBLRAEITEHELXFEL,
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SNS BN AFE. WRFFHE , M| S3 Glacier FE4RNEOIEZET, sk , SNS TEXLMAE
ATFCIEESHKFmEBLMELN K, X SNS TEEMNELR , HSF CreateTopic (1L
DREREBEHRS APl 5&) ,

KA . FHEH
WHE B
=%

BT select SIRIRERRESZHE, Standard RERIAFERANE.

BME: Expedited | Standard | Bulk

KR . ZHH
E¥iil

3

ESEB, BT LA RERNIT select ), REBMRIIREEERNFE,

BME: select | archive-retrieval | inventory-retrieval

ok

B . FRFE

~
R
7

=

i

ZiEE

- Bl (POST fEil )

OutputLocation

BEAEXRFLERNEBERNFEUENES.

S3

o

%

— AWK, WIRATFEBERERSERH Amazon S3 L&,

OutputLocation API fRZR 2012-06-01 489
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FRARER

2k A . S3Location

EZER

« BahfEil (POST fEil )

OutputSerialization
b UREINE IR (g
AES

CSVv

— IR, HRESDIRE (CSV) RBHERERNFIIL,

A . CSVOutput X

EZER

- BEifEl (POST 4kl )

S3Location
BEARESERTE Amazon S3 FHIFH M BHER.
AES
AccessControlList
PR3 7 4 R0 15 1B AR AV B AT R 6
SR - A R RMA

OutputSerialization
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FRARER

BucketName

Tl TESS 4 REY Amazon S3 FRERBH B, FHRBANEESHARMBN RO XAEMLTE—

Amazon Xig,

KH PR

CannedACL

ENATESSERORAET EES5ER (ACL).
KR R

BME: private | public-read | public-read-write | aws-exec-read |
authenticated-read | bucket-owner-read | bucket-owner-full-control

e

— IR, EHEEHEXATHE Amazon S3 FEFFHESERNMENES.

RE : E WR

CIE:

ELERNERBERNN IR, IZNREAKER 512 2,
KR FHH

StorageClass
RATHERESERNFEE,
KA PR
A {&: STANDARD | REDUCED_REDUNDANCY | STANDARD_IA
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FRARER

FRic
MATESERNFEE,
RE . PRI FARME

UserMetadata
£ Amazon S3 HEFSER —EFEHN T BIEN B,
KA FRHEFFARME

7|

EZER

- BahfEil (POST fEib )

SelectParameters
SEHXAT select WSHWEE.
WEA

Expression

ATRENRIRER. ZREXTFET 128,000 M FRFVEH

KH PR

ExpressionType
PRt RAEAIRE | fil40 SQL.
BME : SQL

KR FHH

SelectParameters
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InputSerialization

iR select PRIV FF{LAEN,

FE A : InputSerialization ¥ &R

OutputSerialization
EiR A F 5L select FFHER,

=

A . QutputSerialization X &

EZER

. BEifEl (POST 4k )

BIERRBRE
BAT 2 S3 Glacier A 7] A BV 53R RABX R /E APl

FH

s FREVBIER REME (GET KA )

» HIHEFNE EARE (GET provisioned-capacity)
- WEFBERE (POST provisioned-capacity)
- REHRERFERE (PUT KB )

REVBIER RREE ( GET K )
BV

HiIR/EIREIGETIE R 15 EH Amazon Web Services /™ 1 Amazon XIBH) M piHIBER RFERE, X
BIERREBNWEZEER , 155 HS3 Glacier BUiEK EZEX I,
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N
B3R

ERE N BERRER |, BUUTEERHAR , MBERZERE URI KIE HTTP GET R,

E&

GET /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId{E} Amazon Web Services kP ID., WWEXNSHTEBERNEREEKN
Amazon Web Services k= ID tHICHL, &A1 LA E — 4 Amazon Web Services K7 ID , th
ALLEREE—N“-" (EFHF) , EXMBERT , Amazon S3 Glacier FASATEEER
HYSEUES<BXHY Amazon Web Services IKF° ID. MREEEIKS, ID , EE ID FIEEFH
(-

ERSH
LREFERFERSE
HRIRK
HREREAMBEREBRANBERFL, BXRBABRIFANEER , B30 ELBRITL.
HERIEX
IRERBIRRIE,
o Rz
BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId

Date: Date
Content-Type: application/json

REVBIER RRBE API| MR 2012-06-01 494



Amazon S3 Glacier FEANGIER

Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
I RZ AR 3k

LR B LA K 2 BOa B15& A Y I RAR k. BXBAMBRANER , E5H EAWEMRE.
e 2 IE 32

g R EEXZE LT JSON FER.

BytesPerHour
—MNPIRAATUR RN HERFT .
{R ¥ Strategy ZEXHIE N BytesPerHour RF & E RUEFER,
R BT

v

REEAN, REXR—MIIRXKE  BERE-FAN , ©BEXRBEFRN i BytesPerHour
F o

KR B4
65 B
BIERRRIEHRE,

KH PR

HME : BytesPerHour|FreeTier|None. BytesPerHour &[E T2l A $i%kF Max Retrieval
Rate (RAKRZFER), FreeTier FERTEEHIA P IELE Free Tier Only (XA FHEE), None E[E
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FEZEE A kR No Retrieval Policy (XK RER), BXELFHESPERRERRREBENEZE
B |, 2% S3 Glacier #iEHR ZFKH,

Hix

B X Amazon S3 Glacier # EMERHEENEL , FSRERELL,
ROl

LU RBIER T iR RBUE A 3R

RBIER

LR B — A GET ERZEFIRMMLERN URL

GET /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e Bz 7R 451
FLIhH9E B2 B JSON #&8 N E MR IE X A B R BIE R 3RERRE

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[
{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"
}
]
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}

PSPy

« REHREKL TR (PUT XKE)

« BafEl (POST 41k )

5 H il B A £ (GET provisioned-capacity)

LEIREFI 38 E Amazon Web Services KFRITIERE. EZSAXTERERENFAES TSR
KR FRETL,

MEERERNEE 1A, LUXBHNSRENTHBE S, RSN BN IE B R RR
—MNAZE (FBEIY).

MRFHBBA—NANE3 X, IHABATNENRE—K. flm , mRFHBEEHHR 8 A 31
B, USHABEMNOAB30H, WRAKEH N1 A31 B, NITHAEN 2 A 28 B, EAE B
=~ PEFL IR,

HXREZX
ESHKFNTEERRAR , RS HTTP GET BRIMMEBRE URI, WA TEERBIRAR,

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId{EN Amazon Web Services Ik 1D, WWEXSMERTEZBFRHNEREREKH
Amazon Web Services IKF ID tHEE, &0 LAIEE —1 Amazon Web Services I ID |, b
ALLUEREE—N - (EFH) , BEXHIERT , Amazon S3 Glacier EASATEFER

JIETERERE API| R 2012-06-01 497
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K EUE R BXHY Amazon Web Services Ik ID, MR EISEMKF ID , F2E ID HEBEEFER
(l_l)o

BERSH
LRETEAERSH
15 KRARk

HREREAMBREBRANERELS. AXRBRBERIRANEER , F5H ELEREX,
HRIEN
LR ERBIERIEN

) 57
MR RERTD , MZRES L KIER HTTP 200 OK MR,
M B2 18 3%

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ProvisionedCapacitylList":
{
"CapacityId" : "string",
"StartDate" : "string"
"ExpirationDate" : "string"
}
}
e R AR5

R AERERA XS HBNBEANBARK, BXBRABMNRANES , 28 EABARX,
e B 1E 32
@R IEXBEET JSON F&o
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Capacityld
ATHEMEERE LM ID,

KH . FHEH,
StartDate

MEERERVNWXAH , XRAEANERE (UTC).

KH . FHH, LLISO8601 HHIRAKRRWFRSE |, HlW 2013-03-20T17:03:43.2217Z,

ExpirationDate
MEEREBANVHNEIHBE , XABAMERE (UTC).

KA . FRFH, LLISO 8601 BHIRA KR RNWEAFE |, Hli0 2013-03-20T17:03:43.2217Z,

iR
BX Amazon S3 Glacier R E MR EENER , BSAEIRAL
5l

BLTRBIFIE TR NTRESESRN,
RIER
HELRHIP |, K& GET BRREREEKFHAEERTE LMK,

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

& 2 7R 451

WMRFERK I , Amazon S3 Glacier ( S3 Glacier ) 2 REFE —NKFEERE L VIR HTTP
200 OK , TnBATF RABIFFT R,

=
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NHENE— I NEERELNROIFHRBEHAN 2017 F1 A 31 8, IHAHKN 2017 £2 A 28 H,
W HiFmR , MRFHBBARNANE N X, SHABRUNRTMNANRRE— XK.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"ProvisionedCapacitylList",
{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z2",
"ExpirationDate": "2017-02-28T14:26:33.000Z",
1,
{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095z2"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",
.
}
< &R

- WEFEEARE (POST provisioned-capacity)

MR ERE (POST provisioned-capacity)
Lt 4ES Amazon Web Services Ik EEBR E £ (.

MEERERNEE—1A , LR BBNSRENTHBE S, eI BN IE BHRER
—MNRAZE (BBEY).

MRFHBBAN—NANE 3T X, IHAB A TANANRE—R. flwn, MRFHEHN 8 A 31
B, A NUSHBEHANIA30H, MRFHEH N1 A3 B, USHAHAN 2 A 28 H,

MEEREFXDRRETEFTEN , TUEATNNELRIRRETE, SN FEEVBRELIHED
AUBT=/MINRER , FRHEE 150 MBIWHWRREHE, ESHAXTEERENFARGE , BS
bl HEKRIET,

/

\
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@ Note
BIRENTELNVRERBIAFNENM, Amazon Web Services Ik F°

R
EMENTEEREL , BOMEEZRE URI Amazon Web Services Ik %&3% HTTP POST &K,
BE

POST /AccountId/provisioned-capacity HTTP/1.1

Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length
x-amz-glacier-version: 2012-06-01

® Note

AccountId{E}I Amazon Web Services k7 ID., WWEXNSHTEBERNEREEKN
Amazon Web Services k= ID tHIEEL, &AL E — 4 Amazon Web Services Ik ID , th
ALUEREE—N -7 (EFH) , EXHERT , Amazon S3 Glacier FRSATEEBER
MY SEUE<BXHY Amazon Web Services 1K™ ID. MREEEIKS, ID , FE ID FIEEFH
(o

BERSH

HRIRK

LREREAMBREBRANERERLS. AXRBRBERIRANESR , F5H ELEREX,
ERIEX

LR ERBIERIE

e

WMERBEERRID , MiZRSEZLIRE HTTP 201 Created MR,
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B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

X-amz-capacity-id: CapacityId

RIVEDER

BRT PR REB AR E ARSI, BN BN ESE A TERARL. BXBAEMRKHEES | 1
158 & A e BU ARk o

i
&

B iR
X-amz-capacity-id ATHREMEESEL/UMN ID,
KA FRER
M) 7 1E X

222 S AL VN e
iR

BX 7 P8 Amazon S3 Glacier I#EH E L ATREER IR , WIREXEBIEUT —1PMHZNMEIR. BX
Amazon S3 Glacier 51X E EURFBIRNRBIIR , HSRE R,

e iR HTTP AR XKH
LimitExceededException MREEEERGBEKFAHOMEEZ 400 Bad BZF
REFMRE , MIRE®AB, Request ity

~ Pl
AT RBIAKFMRAEERR.
RBIER

AT RBIKIE HTTP POST B RUMEMEERE £,
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POST /123456789012/provisioned-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

e B2 7R 451

MRFRMKII , Amazon S3 Glacier ( S3 Glacier ) fFiR[E HTTP 201 Created MR , BT RHIH
Fi R

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z

S

- FIHNEEAE (GET provisioned-capacity)

REWER TR (PUT X )
1R

WIREEPUTIE R R IEEM Amazon XiFi% & H G HEHER KK, B RAE Amazon XiF
®E—NKRE Amazon Web Services Ik, ZKBETE PUT BRIERIEE D BHAN A,

EXRBNACH , RERBNREATEMEEHTHRREL, BEXBERREBNEZEE | 55
#S3 Glacier HiEK EXREE,

wK
Eoes

EREHERERE | SO TEERFAMER , ARELERE URI £3% HTTP PUT 3K,
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PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy":
{
"Rules": [
{
"Strategy": String,
"BytesPerHour": Number
}
]
}
}
(@ Note
AccountId{EN Amazon Web Services Ik 1D, WWEXSMERTEZBFRNERERKH
Amazon Web Services K ID #HPEEL, &R LLIEE —4 Amazon Web Services I/ ID , tb8
AILLERIBE —N “-" (EFH ) , EXHBERT , Amazon S3 Glacier FRSHTX8EXR
K ZE U< EXHY Amazon Web Services Ik 1D, WMREIEEKF ID , EE ID FEEEFH
(l_l)o
BERSH]

LRERERBERSH

HRIRL

HREREAMBREBRANERELS. AXRBRBERIRANES , FSH BELEREX,
HRIEX

FHREXHEEET JSON FEo
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BytesPerHour
— NIRRT R R R F T

XY Strategy FEXMI{E N BytesPerHour i , kFBRFRULEFER, ELRELFE , B
Strategy FERH KIZE N BytesPerHour , M PUT IRIELIKIEL,

EKH . HF
M IR Strategy FERIZE N BytesPerHour , MAME, BNFRHSE,

BYE: &/MEBRE1, RRBHE263-1(=).
A

REEAN, REXR—MFIREE  BEMREE— MU , Eh ISR FRM AL
BytesPerHour FE%,

KR H4A
G5 B

BME : BytesPerHour|FreeTier|None. BytesPerHour &[&E T2 #$ & Fi%£E Max Retrieval
Rate (RARZFER), FreeTier FRTEEHIA P IELE Free Tier Only (XA FHEE), None E[F
FEZEHI A P iEE No Retrieval Policy (TR EREE), BEXEREH AP ERBEREZRBENESE
B | 2 S3 Glacier HEK REK B,

i Rz
B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date
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RIVEDER

LR EE A RSB RIE AN BRARL, BXEABNGRLNER , E5H ERERNRL,
0je) B 1F 32

LHE AR 4E S 3R 130 e B2 1E 32

HiR

HX Amazon S3 Glacier #EMEIRHBEENER , BSHEIRBAL

]|

RIE R

AR R &IE—N HTTP PUT 3R , A Strategy FEIRIE N BytesPerHour,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

{
"Policy":
{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}
}

AT RBIZKIE—N HTTP PUT 3R , & Strategy FEIRE N FreeTier,

PUT /-/policies/data-retrieval HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"FreeTier"
}
]
}
}

AR Rl &E—A HTTP PUT &K , H A Strategy FERIZRE N None,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"None"
}
]
}
}
e B2 7R 451

WA RBIFTR , ARERM D , Amazon S3 Glacier ( S3 Glacier ) iR BRI HIEE HTTP 204
No Content.

HTTP/1.1 204 No Content
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

o REVEIER RERE ( GET KB )

- Bkl (POST #il )
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FRARER

A 18 %

o YEMRA : 2012-06-01

TRNE 2018 F£7 A 5 BH2ZE {Amazon S3 Glacier F X AREFE) BMNERANEES R, BREAX
XN EFBEA | S LT E RSS iR,

TE

4% 7BY S3 HERIER
B9 B A I R SR Y /S 3 B I

Amazon S3 ¥} F S3 Glacier
Flexible Retrieval F S3 Glacir
Deep Archive X FEBNIER
BERER

Amazon Glacier EME X

BT RSS EH

FHAER

L

I, B S3ERERT
BYIE [R5 SR B AR A4S 3R AT A
HEILSHAE. AXESE
B, BEREEERIET,

¥t F S3 Glacier Flexible
Retrieval 1 S3 Glacier Deep
Archive 73 , Amazon

S3 X #FHLE 4 Amazon Web
Services Ik ##& % 1000
NEFHRERRHERER,

Amazon Glacier EZ K
Amazon S3 Glacier , AL AE %
R BR Glacier 5 Amazon S3
&Ko

IR LT RSS JREK#E W
F>x {Amazon S3 Glacier FF
KARIERM) EFNEA,

B

20238 A9 H

2022 11 A 15 H

2018 £11 A 20 H

2018 7 A5H

THRERT 2018 £ 7 B 5 HZ IS4 {Amazon S3 Glacier FAARIEE) XTHRPHNEEENR,

FHEH
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FRARER

B
DE At B BIER

MRS

S R 1R SR B

HERRREE
GARES

Java RBIHYEF

DU

WE , RTHERERZIN , S3 Glacier & 32 #5 hniE Mt
BRERE, BXRESZER , TS HERZTIET,

S3 Glacier MEXFXHEHE |, iLEEN b F A4
EYERMEI $I0M S3 Glacier A4 E#H 1TEBE ML HE
RS, BXEZER |, BSHS3 Glacier XHFE
BATE T34 FEBE SR BE o

S3 Glacier ME LB BEBFRIE S3 Glacier XHFE , M
MEMENEERERTRNEAE, REREBTUENHE
XU FEXRBRIFE |, FRRESAEN Amazon F 4k
EERERMFILEIIE. EXEZEER , BSHKIC
Amazon S3 Glacier &R M¥rid S3 Glacier XHF.

S3 Glacier I 7E X #5383 58 A 304 17 (9] 5% B SR B BB X
By S3 Glacier XHFEMTHFR, BIIEATAERETEX
HBELEFESLRERRE , UMEERZRA AL NI AF
Ml FAARATL S EENFERTFXEEHEDNR. B
RELEEL , BSH FEihbKE,

S3 Glacier I X HHIER ZRBANFKIZK. HIEL
KRR AT BRI BERTER KRR H E L HiER R
HAE®E, RFEE Amazon Web Services Management
Console Sifff S3 Glacier APl F & &L REIAE XL H
CHBERERRSG. BXEZEELE , SR S3 Glacier
BIER RER

Ak, S3 Glacier E X {E A# 1TH#% H & Amazon
CloudTrail , © R IEFKEHIK B S3 Glacier API i
B, N EEXHERTEIEERN Amazon S3 174#
. BXEZER , FZH FHICRIL ¥ S3 Glacier
API|  F} Amazon CloudTrail,

EHF T AEEPER EHAT Java B Amazon SDKEY
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RiTHH

2016 £ 11 A 21
H

20155 7 A8 H

2015 % 6 A 22 H

2015 % 4 A 27 H

2014 £ 12 A 11
H

2014 % 6 A 27 H

FHEH

API fR7s 2012-06-01 510



Amazon S3 Glacier

FRARER

BX iR RITHHA

BREIXHEEER ZBIETUUELRKENIZVEAPIRERS , KR 2013 £ 12 A 31

A HlRENXHEFTEMBER. BEXERHBFERENE H
ZER , FSH BEEERFLE FBHH BaifEil
( POST £l ) »

BRI URLs MR RAI URLs AR THEMIBZ SR REH RN 2013 7 A 26 H
Ao
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