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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
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/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
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// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archiveld();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);
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/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {

numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());
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/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != 0) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**
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* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();
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® Note
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u
u
u
u

n

{

sing System;

sing Amazon.Glacier;

sing Amazon.Glacier.Transfer;
sing Amazon.Runtime;

amespace glacier.amazon.com.docsamples

class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to
upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;
Console.WriteLine("Copy and save the following Archive ID for the next
step.");
Console.WriteLine("Archive ID: {0@}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID #***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint('"sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
} catch (Exception e)

{

System.err.println(e);

}

£ FHAmazon SDK for .NETM S3 Glacier B S TEIYZ

LT C# 88 R~HIfE FHAmazon SDK for NET &4 API 3k T £ B 7E 2 818 # Fi Amazon SDK for NET
FFF4E F4£ 3 S3 Glacier PN ES RSP FENME, ERBRAS | HEEUATER

« ZRBIREEHR Amazon S3 Glacier Xigiii R 8l2 ArchiveTransferManager K#3EHl,

- ZRBROIEREETES (HBBRM ) X3 (us-west-2) BB ZBIELS T 2 : £ S3 Glacier 6
BEXHEPRUBRXHENNE,

« ZRHIEA Download M ArchiveTransferManager APl BETHE, ZREG6IE
Amazon Simple Notification Service (Amazon SNS) & |, AR ZEBITE# Amazon Simple
Queue Service (Amazon SQS) BA%l, MREIRBISER 1 . FaEA S3 Glacier ZBIHFHIREACIE T
Amazon Identity and Access Management (IAM) BEE2AF , MZHAFEEXEN IAM RIS
BB Amazon SNS & H Amazon SQS A,

- WRGIBZ T FEERERES , HXNRSIRTRANERITRAFE, URERTA , UFBETR. §
IRRNENFAEE , ESF BERFED,
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BRWMASTUTREAND SR |, TSRS TREB RO, BFEER P 3 : & S3 Glacier F{H{7
B EEB XA E FE EEXHFER ID ZERERE,

Example —f# FlAmazon SDK for .NET &4 APl FER4=E

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will
begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{

currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

518 5 : M S3 Glacier % Y 344 FE M BR R

FLHFZRD , LRMEREL IR 3 : £ S3 Glacier FFFFR LA FI XA BV RBIFR.

/A Important
FoEE A Amazon S3 Glacier 2 Hl &I BRER. EREFEHIRE (FlLik, TEHIMBER) 5
EREF A Amazon Command Line Interface (CLI) SREERE, ELERS., MMMEf
MHEEHRE , BLHFER Amazon CLI EBERBREIER ( TEERA REST API =X £ H
Amazon SDK ) ,
EL%¥ Amazon CLI , 2% Amazon Command Line Interface. B S3 Glacier &5
Amazon CLI Bt &AM EZELR , iS5 H S3 Glacier B Amazon CLI &, BXfEH
Amazon CLI f1F#4 L% 2| S3 Glacier W R ¥l , ESRE S E A S3 Glacier 5 Amazon
Command Line Interface,

BEMITUATIFR TE G2 —5 Amazon CLI KM BR R BIFHY

« £ Amazon SDK for JavaM S3 Glacier B9 34 il Br A4 ZR
« 5 Amazon SDK for .NET M S3 Glacier BY 3 4 B & il Br i 3=
« {8 Amazon CLI £ S3 Glacier F il BrE4 2

PSS

o I8 3 : 7 S3 Glacier F I 1FEY £ 4& BT
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« MBR Amazon S3 Glacier FRIR4E

£ FHAmazon SDK for JavaM S3 Glacier B9 344 FE P BrAY =R
AT R =44 FHAmazon SDK for JavaskiilBri4R, E£REH |, HEIEIZEUTER :
« DeleteArchiveRequest BIETHRHIERIER , STERRIENXHFEBHFREE ID,

« deleteArchive API #4E[@ Amazon S3 Glacier KEMIBRRERMIFR.
- ZRBIFERAXERES (HBXIM ) XiF (us-west-2),

BXWAZETUT REIN 2 H58R |, ESBIER Eclipse 1217 Amazon S3 Glacier B Java R~fl, &E
EEH S 3 . 7 S3 Glacier PREFH LA HE AE LEXHNEZE ID SERNRE,

Example —f# FiAmazon SDK for Javafftl Br44 5

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {
public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

// Delete the archive.
client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)

fE /A Java MIBREE API R 2012-06-01 25



Amazon S3 Glacier FEANGIER

.withArchiveId(archiveld));
System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

& i Amazon SDK for .NET M S3 Glacier B934 il BR#4 2

LA C# 5B R BIfEAAmazon SDK for NET &4 API kBIBREE 2 RIS TRP LENEE, ERBE
Rl BEEZBUTHER

« ZRBINEEER Amazon S3 Glacier XiFim /82 ArchiveTransferManager KA L4,

- ZRBROIERAZERAT (BEXM ) XK (us-west-2).

« Z~BIfERA ArchiveTransferManager 3/ Delete API #24E , %38 FAmazon SDK for .NET
HEH AP,

BXRMAETUT ROV D FZ U |, TSHETRERE, SFEEH FK 3 : 1 S3 Glacier FR17
B EERXHE RE EEXHER ID ZERRE,

Example — {#fAmazon SDK for .NET &4 API il BR#43

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted

{

static string vaultName = "examplevault";
static string archiveld "***x Provide archive ID ***";

public static void Main(string[] args)

{
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try

{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }

catch (AmazonServiceException e) { Console.WritelLine(e.Message); }

catch (Exception e) { Console.WritelLine(e.Message); }

Console.WriteLine("To continue, press Enter");

Console.ReadKey();

£/ Amazon CLI £ S3 Glacier F il £y 3=

I&TLAE A Amazon Command Line Interface (Amazon CLI) MilEk Amazon S3 Glacier FEI 43,

=3
( e REZM ) ®E Amazon CLI

« =4I £ Amazon CLI Ml BR#4 3

1.

( 5TREAM ) ®RE Amazon CLI

T & HBLE Amazon CLlI, XA , 55 (Amazon Command Line Interface FAF1E®E) T
LT ER :

Z % Amazon Command Line Interface

Bt i& Amazon Command Line Interface

ERTERILCHE AL THSREIE Amazon CLI iZEB, XEHSEEIERNIBEMEL | R E
B ERIABLE SR EAE .

« ZRAMFEH help H.

aws help

« EFRWMEHEEMKF £ S3 Glacier XHEMFIR | EEH list-vaults v, &
123456789012 B RIEB S H Amazon Web Services Ik 1D,
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aws glacier list-vaults --account-id 123456789012

« EEE Amazon CLI W ERIBLERIE , 5 A aws configure list @,

aws configure list

= {8 Amazon CLI B4R

1. fEA initiate-job MHBHFLERREL, FX initiate-job BN ESELR , BSHEB
HESF o

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

FHRs H -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"
}

2. {EFH describe-job W HTRE L —METFHIRS. BX describe-job M THEZER ,
SR ES

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FER s

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#*** yault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
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BAMERNTSHECEFRETENESR, UREEXHESERETBARE , AEEBZHES
BH#EE T Amazon Simple Notification Service (Amazon SNS) & , | S3 Glacier 2 EREE
EEZEBRIEER.

BH LS ENXHENRSEEHNBEANLRE, BXEZEELR | BESRE Amazon S3 Glacier FELE
NHEBEH, REREETESH |, S3 Glacier i MIEER Amazon SNS =T L IEHEE.,

4. EFHERE , A get-job-output W HFRFMES TEEISMH output. json. BHX get-
job-output MTWEZER , BSRRBUES i H.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

o TaER— NS AT FREIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchivelList":[{

{"ArchiveId":""#*#** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""*** archive creation date ***"",

"Size":""*** grchive size (in bytes) ***"",

"SHA256TreeHash":"*** archive hash ***"

11,

"ArchiveId": 123456789

5. f£M delete-archive s T M\XHEFRIBFRENFH , ERTREEMEH,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*#** archiveid ***"

FX delete-archive M SHEZEER |, BESRMIKRAZE,
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B 6 : 1€ S3 Glacier F BRI

XHERATHEHETHNER. EMBR Amazon S3 Glacier X#FE |, B4 E EMBR X4 EHBE S3
Glacier T ENREFENABINE T,

BA LB RIESA NS EA S3 Glacier BHI B MIBRXHE, BXRUBELFANBRXHENER |, 55
%7€ Amazon S3 Glacier IR E.

/A Important

MR RIE 24 D PR LA B ESM X ERRBRER |, NARERRE—
AR R RREFES . S3 Glacier & 24 NI RXEMN BN XHFEERE —MDFE,

I BR 22 ST ¢ R

1. &3XEF| Amazon Web Services Management Console , A58 LA T Mut#TF S3 Glacier 2%
& : https://console.aws.amazon.com/glacier/home,

2. MEEXEXEH | EREMWERESTHFEFTER Amazon Web Services X1,

HEWAEIF |, SN REIXHEFEALTRERES (HBRMN ) X,

3. EREMRNOZEXHEZSDNETZRE. MEXHETRTRZE |, WA BRFTEER , AE S8l
BRMXHE, BXEZEER | BESRMBR Amazon S3 Glacier FEIRSZER

/A Important
) BR324 EE R RAE TSR OB

4. IERZEMIER.
5. LA SRR ST EX EE, ik BRMIER,

I Bk IF 22 3T 44

1. WREMRRIEZEXHE , WATERBRFIEINEEN , AEEMBRXHE, XTLBERTHEER
X : £ REST API. Amazon SDK for Java, Amazon SDK for .NETZ{£H Amazon CLI &E
REBR & BMBRFERBER. BEXMEREFERNER , BHSELSE 5 - M S3 Glacier 1 HY T4 FEl Bk
[ ER

2. XHERZER , ZRLERSTRBIBRZ SXHE,
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BMNXEA U THBPLEARAR ?

Eit , BETR T ALY , BAILUIRFELAT 2 LA T #B x Amazon S3 Glacier WEZE R,

» 1 Amazon S3 Glacier F 40 X4 FE
» 1£ Amazon S3 Glacier FAbERYZE
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£ Amazon S3 Glacier 438 X4

NHEEERATEEXENSSE, E0BXHER , BUUEEXHEEMUARGEEE PO B HE
# Amazon Web Services X13, Hx S3 Glacier X#F# Amazon Web Services X1 %|& , {555
{Amazon —f%5#£) ®H# Amazon S3 Glacier ¥ = FEL &

BRMEXHERERERZSMEE,

/A Important

S3 Glacier Rt 7T — NEHIA . EEMEERE (Hlin L&, THRSMBR ) HEREFEH
Amazon Command Line Interface (Amazon CLI) 4w BB, HERESREEH A, 4
m, ELERE., IMMEMSXREERE | B4 E R Amazon CLI iEERBREBER (7
E#FIf REST APl /& Amazon SDK )

EZ% Amazon CLI , %% Amazon Command Line Interface. BXxfF S3 Glacier &
Amazon CLI BEEEANEZEE , F2H S3 Glacier B9 Amazon CLI &, BXEA
Amazon CLI f$#42%R £ 2| S3 Glacier W4l , ESHLEEE A S3 Glacier 5 Amazon
Command Line Interface.

£

« S3 Glacier HH X ERE

* 1€ Amazon S3 Glacier 8| 2 X4

« £ Amazon S3 Glacier X B 40 33X 4 T ¥
* 1£ Amazon S3 Glacier P FEXHEFE

« £ Amazon S3 Glacier # fit & 3 {4 B i@ Al

« £ Amazon S3 Glacier 7l Br ST 44 FE

* ¥Ri2 S3 Glacier X #HE

- S3 Glacier XHEHIE
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S3 Glacier FHY X4 FERE

S3 Glacier X F& M X HFEIRE, XHFREIURTHE Amazon Web Services Xigi, #EmMS < , €l
B HER |, B4 E Amazon Web Services Xigih 812, &%) X4 ER |, S3 Glacier 2 WIBHE
ERBPIEEM Amazon Web Services X8R B X4 FEFIR,

B2 MM BR324+

Amazon Web Services K & Z A LA &/ Amazon Web Services XiF |2 1000 M HE, X
S3 Glacier X ## Amazon Web Services Xigi5l3%k , i5Z [/ (Amazon —fi&Z&Z&) #H# Amazon S3
Glacier i = FBELE .

{R 2 B S3 Glacier IT&EMN LXFERBXAFEFRBEMER , FRB LRBFRERUREEXN XHEF
WATEEABANRIER | &8 BEMIBR T4

@ Note
S3 Glacier & 24 MISEMNBINNHELEE—NFE. AT FREARKBRREMEER. ,
Eit , S3 Glacier 2B E R EAXHEFEERURRENITEEMEARERBERMHF
ﬁfﬁ;‘g%? Yo

EXEZEER , 5 £ Amazon S3 Glacier FEIZ L4 FE M £ Amazon S3 Glacier A il BR324
FE :

¥ 3R A TR

FBUURRXHEER , fINXHENCIZBH, XHEPHEER , URXGEPMEMRNEXR
/o Amazon S3 Glacier (S3 Glacier) #2fit API AR , HEEK - P4FE X HES IS E Amazon Web
Services Xif KIEAMMABEXHEFRZNRES . BXEZEER , 5SHE Amazon S3 Glacier X
ERRRXHETKE.

TRXHFEFRE
XA EE LR R HETHRERIIR, HTARTHE MR  BLBRMATHREE , SIS

ID, SIEZBHMAN, NEFE - MERLEZIXHEN BT , S3 Glacier KRB RELERH —IX
NHERE, NHERELAEFE , BFRTHE,
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TERXHEFER—MNFRSRIE, BLXMEBH THEENES. WEESFERRE , S3 Glacier & AT
BEZRBR. F5TRE , AU TEBERERE,

KSTEZKEFGRSMH , EALUMER Amazon Simple Notification Service (Amazon SNS) BAIEE S =
BEHBHE, BAUASMESEREE Amazon SNS =8 , B NFENXHERB N ESEXHE
EHRERNREEA,

S3 Glacier & 24 NI XER AN BN NHEEZ —DF L. NRELRNBFRERJRRENXHERTTE
AN BRERAVRAE , WRSEHEFB B,

LN EBRBHESE |, S3 Glacier REAEFKIE—RERKFE , WEERFMAR/RE , MFR
K HHE, BARKARANS MR LEZRERRNHEBTERH AL, BR , RREEFTS RE
PHEE  BZBEEP IS ELR LR S3 Glacier BRI T#HIE, et , BAgE2KkI , X
HEBREN T REBEFEPNES TR XHETR#THARER.

EXARENHESENEZELR | S HE Amazon S3 Glacier | FEXHES £,
e (& A FE B A
M S3 Glacier REEMAR ( I HEFNWRREIXGEEE ) R— 1IN IBSHIE. 8% B

H—IES. FFERGE , THELH, ETHRENESANTER , BAILAER S3 Glacier B4, S3
Glacier 2@ &1E B &£ X B2 EH Amazon Simple Notification Service (Amazon SNS) &,

BRI BN HERA , ABENHESHURBEESEH A ERBAN Amazon SNS =8, 8348
MHFEEHKLER , S3 Glacier B MEIEEM Amazon SNS TEXEEH, EXESER , BSHE
Amazon S3 Glacier FE & 4 FE&E A,

1£ Amazon S3 Glacier F 6l 2 X4 FE

BB HENRESOEKF PN XHEEERESRMXHE, —1 Amazon Web Services Ik = & % A LA
FEA Amazon Xig |2 1000 NXHE, BX Amazon S3 Glacier (S3 Glacier) X3 Amazon X1
W% , E2H (Amazon —f&S5E) I XE MR

BB R, BBRRBNHEEN. ATRXHENDEER !

- BMKEE 1M 255 MNFERZME,
« AWNFFEEaz. AZ, 09, (X&), " (EFF)MN(FBEIR).
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XEEZHE—NKF ARSI E S HEMREN Amazon KBRS MEHE -, B , —MNEKFP AT AESR
EHY Amazon XiFS|ZBZFMEEN XHE |, EFREETER — Amazon X138 & #HE R B X4 B,

£

- f£/ Amazon SDK for Java £ Amazon S3 Glacier 8|2 X &

« f5H Amazon SDK for .NET £ Amazon S3 Glacier #8234

- f£f REST API £ Amazon S3 Glacier 822 X4 &

 fF Amazon S3 Glacier 2%l A SIS E

- /A Amazon Command Line Interface 7 Amazon S3 Glacier il & X4 FE

£/ Amazon SDK for Java £ Amazon S3 Glacier F 8|4 &

ZARR APl RFFE X ERERMB T HZE SR ENMIBRTHE., REXHERR | URREUEE
Amazon Web Services XiF I 2 X HEM SR, LA T 2 HAmazon SDK for Javatl @ X4 ER L
BRo

1. 82 AmazonGlacierClient 3 ( FF % ) BIEH,

BEBEIETEMNEXHER Amazon Web Services X1, EERLEFRRMTHAIEIRESSNF
2i% Amazon Web Services Xig,

2. BBl — CreateVaultRequest EHEHIREFBFERELR,

Amazon S3 Glacier (S3 Glacier) EXR SR E X 4EEHANENKS ID. MREFREKS D,
REAFEASERHRNERSIZWIERBHERENIK, ID, BXEZEER |, {55 Amazon SDK
for Java 5 Amazon S3 Glacier &M,

3. LS BERNIREIBFERFR |, BT createVault Fi%.

S3 Glacier IR EI Y R 7E CreateVaultResult YR AR,

LA Java REBEREFA T RIEIN S TR, ZARBERTE us-west-2 XIBBIB T XHE, ©H MK
Location 2 EMAERX URI , iZ URI SFEEMIKF ID. Amazon Web Services Xigi f X4 FE &
o

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");
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CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");
CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getlLocation());

(® Note
BXIER RESTAPINER , BSRBEXXME (IREXHE ) .

Pl : A Amazon SDK for Java Bl & 34

BAR Java REBRHITE us-west-2 XEBIER T XHFE ( HX Amazon Web Services X E ZE
B, #BZ[i5[E Amazon S3 Glacier ) o tb4h , ZRBRAERET XHERFE , FIH TE— Amazon
Web Services KBTI E B , AEMBR T I XHE,

BXRWIMETUT REIN D LREE |, ES“EA Eclipse 1217 Amazon S3 Glacier #J Java =417,

Example

import java.io.IOException;
import java.util.lList;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.CreateVaultRequest;
import com.amazonaws.services.glacier.model.CreateVaultResult;
import com.amazonaws.services.glacier.model.DeleteVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultOutput;
import com.amazonaws.services.glacier.model.DescribeVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultResult;
import com.amazonaws.services.glacier.model.ListVaultsRequest;
import com.amazonaws.services.glacier.model.ListVaultsResult;

public class AmazonGlacierVaultOperations {
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);

describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
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ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

System.out.println("\nDescribing all vaults (vault list):");

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

£/ Amazon SDK for .NET #£ Amazon S3 Glacier 82 34

EAT .NET 89 Amazon SDK 2 5 RFEHK AP| #RIRME T IR XHEN %,

N

FH;
« fHAmazon SDK for NETE % API B2 T4
« £ Amazon SDK for .NET{EZ API 62 ST

£ FHAmazon SDK for NETE % API 6|2 X4 FE

=4 APl By ArchiveTransferManager EZME T AR LIARE Amazon XE I X4 EH
CreateVault Fi%.
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TPl 5 Amazon SDK for NETE S API BT XX ERE

LT C#RIBREIEEZEES (HBRMN ) RGBT SXHE , RAERBRT ZXHE, BxEUER
R8I XX FER Amazon Web Services KB 5K |, 1§25 # 1518 Amazon S3 Glacier,

BRIMABITUAT REIN DS EEA |, BSEEZTHRE R, EEEERXHFERRSERNRBE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDeleteHighLevel
{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WritelLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WritelLine("To continue, press Enter");
Console.ReadKey();

£/ NET Bl #4E API R4 2012-06-01 39



Amazon S3 Glacier FEANGIER

£ FHAmazon SDK for NET{EZ API 62 T4

ZARR APl AFIENHERERMB T B | SEQEMMIBRXHE, REHFEER | UARRIUSE
Amazon Web Services XiF I 2 X EM SR, AT 2 HAAmazon SDK for NETBIZXHEN L
-

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,

BEEBRTEENNEXHER Amazon Web Services X183, EERALKE P HNITHAIERERANA
%1% Amazon Web Services X1,

2. B3 8IE—1 CreateVaultRequest EWEHIREBERELR,

Amazon S3 Glacier (S3 Glacier) ER &R M X HEAMMEHNKS ID, WREFRMEKS D,
RELFEASERERNBERZZNIERERBKNIKS ID. BXEZEE , HZSF¥F Amazon SDK
for NET 5 Amazon S3 Glacier & .

3. LB HIEARHIBERNR , 1217 CreateVault Fik.

S3 Glacier IREIf NG R £ CreateVaultResponse X &R F1R#E,

R~ ;£ FHAmazon SDK for NET{K4% API #1734 ER1E

PAUR C# RBIHEA T eI A SR, LRGIATEEERS (BBRMN ) XEIBXHE, A, ZRKBR
BIER T T XHEEE |, 5IH TE— Amazon Web Services RIBHIFTE XHE |, RERIKR T SIZH
., $TENMY Location @ XHFEMAEX URI, iZ URI BIEEHKS ID. Amazon Web Services X

B FEE .

(® Note
BXIERE RESTAPI WER , BSRBEXMHE (IREXHE ) .

BXRUMMAETUTREANS S HA |, TR ETRB R, EFEEEMXHELEHZERNAE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{

class VaultCreateDescribelistVaultsDelete

{

static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;

public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WritelLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void CreateAVault()
{
CreateVaultRequest request = new CreateVaultRequest()
{
VaultName = vaultName
I
CreateVaultResponse response = client.CreateVault(request);
Console.WriteLine("Vault created: {@}\n", response.Location);
}

static void DescribeVault()

{

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{
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VaultName = vaultName

};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");
Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);
}
static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific
region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Marker = lastMarker
};
ListVaultsResponse response = client.ListVaults(request);
foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:
{231",

output.VaultName, output.CreationDate,
output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

static void DeleteVault()

{
DeleteVaultRequest request = new DeleteVaultRequest()

{
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VaultName = vaultName
13
DeleteVaultResponse response = client.DeleteVault(request);

}
}
}

£/ REST API £ Amazon S3 Glacier 2 X4
EFF REST API 812X HE |, ESRBIEXXHE (IREXHE ) "
£ Amazon S3 Glacier 24| &8 BB X HE

E# A Amazon S3 Glacier (S3 Glacier) 12 #| & I M4EE , E5H (A HEBHPWTR 2 . /£ S3
Glacier M4 .

£ Amazon Command Line Interface £ Amazon S3 Glacier #2822 X4 &

REBLLT S B A Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier (S3
Glacier) 82 X4,

=
o ( 5%ER%ZH ) ®E Amazon CLI
« =4l : EH Amazon CLI BIE 44 E

( FoR%M ) I_E Amazon CLI

1. TEHBEE Amazon CLI, XA , i3 (Amazon Command Line Interface AF1E®E) FH
DATFE® :

Z % Amazon Command Line Interface

Bt & Amazon Command Line Interface

2. EMTERBUAHMALTHSRKIUE Amazon CLIEE, XEHSEEISRNIEMETF , RILEE
BERIAE B S HHEIL,

« ZERA help B85

aws help
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- EFRMEHEEKS L S3 Glacier XHEMFIR | EEH list-vaults v, &
123456789012 B R IEB S H Amazon Web Services Ik 1Do

aws glacier list-vaults --account-id 123456789012

- EEF Amazon CLI WHFIBLEEIE , EMEA aws configure list W,

aws configure list

A~ : 5H Amazon CLI 8| X4 E

1. M create-vault N EMKF 111122223333 TRIE—1NE R awsexamplevault BIX#
B,

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

FERs

"location": "/111122223333/vaults/awsexamplevault"

2. {#H describe-vault S5 KIFRIZE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

1£ Amazon S3 Glacier X EAH K R4 E THiE

BAURRXHEER , fINXXHENCIZBH,. XHEPHEER , URXGEPRMEMENEXR
/o Amazon S3 Glacier (S3 Glacier) f2fit API AR , HEEKF PHEXHERISE Amazon XK
AT E X HFEFRRZERER.

MRIERBRXHETIR |, S3 Glacier FHRE R X HEB K ASCI EHFHSIR, ZIIREZEE
1000 MR, BNBLAREBN , AEFREBARKRZIIRNFIE ; MRRKBAEESZSM|MAE , WHRIEF
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&R nullc ST LAIEER I tth PR MBI WE B FROR B B9 SCAFBE R, 0 SR SRR Y ST 4 B 380K T W 2 AR [0 Y 324
FER, WMERLRD T, EFBRIEM INERKIKEUT —AXH

FH

+ fEfAmazon SDK for Java £ Amazon S3 Glacier F# &34 E T HE

+ fEfAmazon SDK for NET £ Amazon S3 Glacier F# & X ¥ FE Jt 5 4@

« £/ REST API ¥ & X ¥ B T iR

« f£fAmazon Command Line Interface £ Amazon S3 Glacier 4 = X4 L5z

&8 FHAmazon SDK for Java £ Amazon S3 Glacier 4 & 44 FE o k38
£
o WERXHENSHE TR

o KR —ANXE A R S E TR
o Rl FEAEAT Java B Amazon SDK # 2 3T 44 T kiR

K 3R 3CAF PR Y SUAF R TR

BRI AR RS EXHERISE Amazon XEFFE XM EN TtE. U TRERAERT Java B Amazon
SDK K4k API 1 R4S E XM XA E T HIEN SR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEH,

BEBRENXHEMEN Amazon XiE, ZEHLEFHRITHMERERSNAZZ Amazon X
15,

2. B3I —1 DescribeVaultRequest KM EHIRHEIBFEREL,

Amazon S3 Glacier (S3 Glacier) ERGRMHE X HEAMMENKS ID, WREFRMKS D, W
RELFEASERHRNBERSIBVIERERKENIKS ID. BXEZER , 555 Amazon SDK
for Java 5 Amazon S3 Glacier & E M.,

3. US B RNIBBIBERIR , 13217 describeVault Fi%,

S3 Glacier IR EIH X4 FE o IEE B 7£ DescribeVaultResult S &P,

BAF Java REBERAEA T BIEIAV IR,
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DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +

"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());

@ Note
BXRIER REST API NER , B RER M E (FRESHE ) o

3R — DN XA S Y S R TR
BeSh  BEFBMER listVaults FERBREE Amazon KA A X4 EH TR,

LA Java REBERAR R us-west-2 XEHXHENFIR, ZERSEME R IR B HY STHEBR &R
540, R, ZRXBHRAHIT—FF 1istVaults A , LAM Amazon X REN XHFEFIXK.

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();
marker = listVaultsResult.getMarker();
for (DescribeVaultOutput vault : vaultlList) {

System.out.println(
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"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);

ERTENRBES  MREEFERBDAREE Limit B , M S3 Glacier &% IRE S3 Glacier API iRi&
B 10 NXHE, MREESNHEESIE , NG marker FREEEXHENAmMazon BRIEE
(ARN) , FTIER SN ZBHRLBETIEK ; BN , marker FERAZE,

FER , IRFELNBINXHENEEELESARAREXHERN describeVault BFERBME
BEARE.

(® Note
listVaults FE2FAKE REST API ( BS54 (FRECIHE ) ") o

TPl ERERT Java B9 Amazon SDK # & 4B o 3dE

BEXxIERBRE , F5 =40 : 8 Amazon SDK for Java BIEZS#E", iZ% Java KRB REI& 6|
NXAEHE R ETHEE.

88 HAmazon SDK for .NET £ Amazon S3 Glacier 4 32 3 4B T 33
Ey-0]
o KRR S FE TR

o BER—NXE PR ST E R X E TR
« =Pl : EHAmazon SDK for NETIKEH AP| # & ST 4 FE T 33z

K 3R B Y A PR TR

BRI LR RS E XM ESETE Amazon XEFME XHEN THIE. LT 2FEHAmazon SDK for NET
B4R API KRBT EXHEN X HEBENS R,
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1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

BEEBENXHEMEN Amazon XiEl, BEALKEFPIRPITHATERER SN AR Z Amazon X
o
2. B3I —1 DescribeVaultRequest KM ZHIRHEIBFEREL,

Amazon S3 Glacier (S3 Glacier) 2R AR X 4GEZHMENKS ID. MREFRMKS D, I
REFRAEERERARNEREBMNIERHEXIBKNIKS ID, BXEZER , TSR Amazon SDK
for NET 5 Amazon S3 Glacier & A,

3. USBHRNIBHBERIR , 51T DescribeVault Fi%,

S3 Glacier R B HY 3244 FE T HAEE B £ DescribeVaultResult SR AIREH,

BUF C# RIBERHEA T RIEM SRR, WABBRRREZEES (HPNMN ) XEFRIMEXHEN THIERE

/CN O

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{
VaultName = "*** Provide vault name ***"

lig

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

(@ Note

BRIKE RESTAPI NE R , B RBBNHE (FREXHE ) .
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1 3R — A XA S RY 34 B TR R

A, BIETTBAEA ListVaults AERK RISE Amazon XiEFrE XA EN T HIE,

LI C# RSB REEAD (HBBNMN ) KEFHXAENIIR, ZERSEEAIREE A ER
BR&EIHR 51 RiF , ZRBERESHIT—RF ListVaults WA , UM Amazon Xigik REANXHES
&Ko

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific Amazon

Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
1

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WritelLine("Vault Name: {0} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

EENARBERY  MREEFRPRIEE Limit B , N S3 Glacier & %R [El S3 Glacier AP R EH
10 NXHEE,

FER  JIRPEENENNHENEEEEET BRAYSEXHERN DescribeVault BEIRERIE
BEME,

(@ Note
ListVaults F2SAAKE REST API ( BSR“F H XA E (FREVIHE ) ) o
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T : EFHAmazon SDK for NET{EH AP| # & 34 FE T #dE

BXIERBRA , ESE“TH : £ HAmazon SDK for NET{ES: AP| #4T X HFEIEE", 1% CH# KB
2 B2 ST EE H A R E TR,

£ REST AP| 8 & X4 FE Tt 8E

EEA REST API B XX HHE | 1S3 P H X (RECUHEE ) 7o BHER - XHE | FSHHE
B E (RIS ) 7

{# FiAmazon Command Line Interface £ Amazon S3 Glacier ##& & 344
TR

IR BISE R an{a] 5 Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier (S3
Glacier) F# &4 EE B M THiE.

=33}

o ((FERZMH ) ’E Amazon CLI

o Rl : A Amazon CLI 8 & S E Tt HdE

( FoR%FH ) ®E Amazon CLI

1. TEHBEE Amazon CLI, XA , iEZ 5 (Amazon Command Line Interface AFIEE) FH
ATE# :

%% Amazon Command Line Interface

Bt & Amazon Command Line Interface

2. EwTRAFLHEANTHSREIUE Amazon CLI RE., XERTREEXNREFIE , RILFHE
FIRRIAEL B SRV R

« RAEA help 8,
aws help

s ERIMEHEKF, L S3 Glacier MHEMFIEK , iEMEA list-vaults i d. &
123456789012 i N E B S K Amazon Web Services I 1D,
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aws glacier list-vaults --account-id 123456789012

- EEFH Amazon CLI WE BB ERIE , &M aws configure list @,

aws configure list

M : EH Amazon CLI # & X4 T #iE

£/ describe-vault @R #IRIK 111122223333 TR AN awsexamplevault BISTHFE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

1£ Amazon S3 Glacier F FE X HFEF

RO B X EE £ 58—/ NMEZRJE , Amazon S3 Glacier (S3 Glacier) 2 BRI SIEXHEFE , RAE K
AJREFHE—IX. S3Glacier tIZE—MERF , BEFTELT¥ X (KE—X ) WA, ZFEST
MR, BULBEUATRE (ZREDIHNTR ) M S3 Glacier RENHEEE

1. £/ EahfEil (POST fFill ) BREBHFERFES.

/A Important

BERRRBEAESHEBSHIREMELNIBERAMK , K% PolicyEnforcedException
BE. BXRBERERBNESER , BSHS3 Glacier IER EZFRE, X
PolicyEnforcedException REMNEZER , FSRE R,

2. ®ESEE , A RIESHE (REMEE ) BETHFT.

Flan  KEMRIXNHFEBTENREERZEABIREES. FFEREGRIET. HEBBIRERE
&8t , S3 Glacier £8IZBES HEM A HIREES ID., S3 Glacier TERAES AT, BRI LAIREES i
(MRFVTRXHGEBTERE)

ESLBIETTR , RE , BFERIRDER L, EREESHRES , BRI TER

THXHEERR API R4 2012-06-01 51
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F

SHEFERBHN—EALIEE S3 Glacier EEREF B A LAME KR MBEHH Amazon Simple
Notification Service (Amazon SNS) &, ZALAFER LT 5EIEE Amazon SNS E# :

. AE/MESIEE Amazon SNS =8,

BIHESE , B kR4S E Amazon SNS £,
s REXHENBHNEE,

BAIRB X HENRESHNBEAEE ( ZHE Amazon S3 Glacier FEEXHEEH ) . R
ERERBESM , S3 Glacier HAMIEER SNS TEKRIEHER.

MRERET XHENEANERE , HEERIESHEIEE T Amazon SNS & , Il S3 Glacier &
B AN EBRIEESFTRER.

AT LU SNS =B E N EN B Fif 4B AERE T E R EHEENARF TR IEM Amazon
Simple Queue Service (Amazon SQS) #., HZAIFHIVESR , BAURKREESFSREERIE
B, RETE8ESHE.

EXFEREFEE—S3 Glacier LR T HIREFHRE (HIAES (FREESID) ) , ZREFTLLSE
RNEFES. BANERAELER , LRRBESER. B2 , £/ Amazon SNS BAF B#E
HIEE,

® Note
&Eid SNS BHIREMNE RSB AR EREFIREAE BHEE.

2

T ERF

£ A Amazon SDK for Java £ Amazon S3 Glacier # FE X4 EFE

£ A Amazon SDK for .NET #£ Amazon S3 Glacier ¥ TEHXHEFE

£/ REST APl FHMXHESE

£/ Amazon Command Line Interface £ Amazon S3 Glacier f TE X HFEE &

TERXHERR API 7 2012-06-01 52
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XTERF

MEE—RNERER EEBI X EN BHIFTIR |, S3 Glacier KRABRMALEH —RAXHEBRE, MRE
ERBREQERENXAERTIFMEMBRERAIRE , WFREFREFAY, BN XM4EE
B ZoES5EY , S3 Glacier REIE&KIE —REKNER , ZEERNAR/RR , MARKNHE, HE
% , S3Glacier NXHEFUERE—MERRE , BEFELI¥ R (&Z—X ) iHE , WEEFTATRATR
REE.

BURRBRANBIMERLEREREGEBTRRMMATL, BR , RREEFFREFBEE
HiZEFmAER T 8 E2 %) S3 Glacier VSR TEIE, bt , BURI R , XHEEEEFN TRE
EENEBEETNEEEXG XA EEFRTHEREM. SLETMAFALE B PTRER

|, RRFLRNFLEMBEH. BEXRIFERZENESREE  BEHBREEERETE,

SER A LEAER (25 2E (CSV) & JSON) RE, BaERESN , B lERHtiisE
B BRIAMER A JSON, BEXBFEASHEHPRENBEZRNESZEE , TSR REVES
API’BY I B 1F 3

5 Amazon SDK for Java £ Amazon S3 Glacier B T £ X4 E &

LA 2 A Amazon SDK for Javafi4k API KEXHEBENTR., ZaR API FXERRNHERE
Fo

1. 812 AmazonGlacierClient 3£ ( FFiw ) BIEH,

BEBREXHEMEN Amazon Xig, ZEHLEFHRITHMERERSNAZZ Amazon X
15,

2. BT initiatelob FERBHBFERRES,

BEE initiatelob WRHPEMEFFEEKRKIEZIT InitiateIobRequest,

(® Note

BAEE , MRXHENBEREENARTR , M2RE4EIR. Amazon S3 Glacier (S3 Glacier)
g 24 M EERNBNINXEELERZ —BER

YERNGRL , S3 Glacier IREIESS ID, ZMBAF— InitiateJobResult ZKHEH|H,
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InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x')

);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. EFESF T,

BAMERNTSHECEFRETENES, IREEXHESPEETBEANRE , AEEBHIES
BH#EE T Amazon Simple Notification Service (Amazon SNS) & , | S3 Glacier 2 E RIS E
1% EBAIEHE R

A | BIE T LAUES A A describeJob % 1f S3 Glacier RKBEES RIS, B2 , FH
Amazon SNS BB TEMNF BRHEN T E. UT 0L HHNREREIERERTF S3 Glacier 19
Amazon SNS R & HE,

4. BT getJobOutput FETEHESME ( XHEFERE ) .

B LB 81 — 1 GetJobOutputRequest KHSEHISRIBHENIK S ID, 55 ID MIXHESR
o MREBFERMEKF, ID, WRELFEASEREMRFTIBEREZNIEREXKNEKS, ID. BXES
E8 , 52 Amazon SDK for Java 5 Amazon S3 Glacier & {#H.,

S3 Glacier IR B9 % H{Z F GetJobOutputResult X &K,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.
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@® Note
BXESHXNKE RESTAPI NER | BSRESERE

~B : ERAERT Java B9 Amazon SDK K RXHEE
LR Java REB RIS RIEE X ENXHEFE,
ZRBIFATATES -

 #/# Amazon Simple Notification Service (Amazon SNS) &

SERES S , S3 Glacier 2@ FEAAIE B,
- B2 Amazon Simple Queue Service (Amazon SQS) B %I,

Z Bl EIZRA S ISR EE |, LAE Amazon SNS &AL [iZBA SR E B
- BHESUTHIEEN-R

EESERSD | 8E 7 012 Amazon SNS =& |, UU{E S3 Glacier I EZRESERZETLF
BA,
« ®B#&E Amazon SQS RAIIRBEEEIZES ID BHE,

MEBEAEHEE , Mo JSON , HREISEEERIITHR. MREKIIZTR , M TEHE
« BT IR Amazon SNS EZHM Amazon SQS BABIE BRI < I,

import java.io.BufferedReader;
import java.io.BufferedWriter;
import java.io.FileWriter;

import java.io.IOException;
import java.io.InputStreamReader;
import java.util.HashMap;

import java.util.List;

import java.util.Map;

import com.fasterxml.jackson.core.JsonFactory;

import com.fasterxml.jackson.core.JsonParseException;
import com.fasterxml.jackson.core.JsonParser;

import com.fasterxml.jackson.databind.JsonNode;
import com.fasterxml.jackson.databind.ObjectMapper;

fEH Java TERXHEEE API kg7 2012-06-01 55



Amazon S3 Glacier

FRARER

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

auth.
auth.

auth

auth.
auth.
auth.

policy.
policy.
.policy.
policy.
policy.
policy.

Policy;
Principal;
Resource;
Statement;

Statement.Effect;
actions.SQSActions;

auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;

services.
.glacier.model.GetJobOutputRequest;

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.

glacier.model.GetJobOutputResult;
glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;

sns.model

.CreateTopicRequest;
sns.model.
sns.model.
sns.model.
sns.model.
sns.model.
.sqs.AmazonSQSClient;
sgs.model.
sqgs.model.
sgs.model.
sqgs.model.
sgs.model.
.sqs.model.
sgs.model.
sqs.model.

CreateTopicResult;
DeleteTopicRequest;
SubscribeRequest;
SubscribeResult;
UnsubscribeRequest;

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public
public
public
public
public
public
public
public
public

static String
static String
static String
static String
static String
static String
static String
static String
static String

vaultName = "*** provide vault name ***";

snsTopicName = "*** provide topic name ***";
sgsQueueName = "*** provide queue name ***";
sqsQueueARN;

sqsQueueURL;

snsTopicARN;

snsSubscriptionARN;

fileName = "*** provide file name ***";
region = "*** region ***";
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public static long sleepTime = 600;

public static AmazonGlacierClient client;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

£/ Java THXHEER API R4 2012-06-01 57



Amazon S3 Glacier FEANGIER

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)

.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
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return response.getJobId();

private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)

throws InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new

ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {

JsonParser jpMessage = factory.createlsonParser(m.getBody());

JsonNode jobMessageNode = mapper.readTree(jpMessage);

String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);

JsonNode jobDescNode = mapper.readTree(jpDesc);

String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();

if (retrievedlobId.equals(jobId)) {
messageFound = true;
if (statusCode.equals("Succeeded")) {
jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {
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GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);

BufferedWriter out new BufferedWriter(fstream);

BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;

try {

while ((inputLine = in.readLine()) != null) {
out.write(inputlLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {}

try {out.close();} catch (Exception e) {3}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

85 Amazon SDK for .NET 7£ Amazon S3 Glacier F T8 X EF

LA 2 HAmazon SDK for NETIRR API KX HEBENL R, ZE5R AP| T XERRXHERE

.

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,

BEEEEXHEFEN Amazon X, EERILE FimnTHAT A RESR SN R Z Amazon X

15,
2. BT InitiateJob FEREHBFERFRES,
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#£1E InitiateJobRequest WRFRMESZFER. EANME , Amazon S3 Glacier (S3 Glacier)
REES ID, ZMMBAF—4 InitiateJobResponse KL,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",

}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. FEFEF TR,

BUMERNESHECEFHRETRNER . MREESXHESIZE THRIR Amazon Simple
Notification Service (Amazon SNS) =B BEHEE , HEEZBSNEFEIEE T Amazon SNS E
B, Nl S3 Glacier fEEREFEMZEBRIEEE . AT LEHNRBREEAERT S3
Glacier B9 Amazon SNS XX #H &,

A, AR LAUBIS A A Describelob A iE% 1) S3 Glacier REEES TRIRES. REMM |, F
F Amazon SNS FE#TEH T —RHEN X,

4. BIIT GetJobOutput FETEHESEE ( XHFEBFEHE ) .
B LB Bl — 1 GetJobOutputRequest EKHSEHIRIBHENKS ID. XHEBMHMNES ID

EE. MRETEMAKS, ID, WRELEASLREARITBERIZNIEPERBKNIKS, ID. BXE
ZEL , S ¥ Amazon SDK for .NET 5 Amazon S3 Glacier £&1# M.

S3 Glacier IR B9 % H{Z F GetJobOutputResponse &R H,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
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i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
(@ Note

BXRESHEXWIKE REST API WEER , BSRESEE.

A~ A Amazon SDK for NETIEZ: API B &S HEF
LT C# KRB RAISK RIEE XA ENXHEEE,

ZRBIMITATES ¢

« 1&& Amazon SNS £,

SERESE , S3 Glacier 2@tk E B EIXEH,
« i%i& Amazon SQS BA %I,

Z ROl mEZBABIM N BE | LA Amazon SNS =B EEB K MmiEHE
 BHESUTHRIEEHWHER
EESERD | ZRHIEIEE Amazon SNS £/ , UU{E S3 Glacier IR ERRESERIEBEE.,
- EHIKZE Amazon SQS BAFIRBEHE.,

MEEHEE , M54 JSON , HREFFZREERNTR. WREKITER , MTHHR, ZRBR
f5IfE A JSON.NET FE ( i5Z 5 JSON.NET ) k% 41 JSON.,

o BT RIZER Amazon SNS EFH Amazon SQS BAFIE R X EIE.
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Example

using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System. IO;

System.Threading;

Amazon.Glacier;
Amazon.Glacier.Model;
Amazon.Glacier.Transfer;
Amazon.Runtime;
Amazon.SimpleNotificationService;
Amazon.SimpleNotificationService.Model;
Amazon.SQS;

Amazon.SQS.Model;
Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{

class VaultInventoryJobLowlLevelUsingSNSSQS

{

static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName
static string fileName

Rk UL
’

"*¥** Provide vault name ***";
"*** pProvide file name and path where to store inventory

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

nen o4
" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

n {Il +

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +
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" 1"+
M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}
}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

£ NET TEXHEFE API R4 2012-06-01 64



Amazon S3 Glacier FEANGIER

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
18

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1);

static void GetVaultInventory(AmazonGlacierClient client)

{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
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{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))

{
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Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}
}
private static void DownloadOutput(string jobId, AmazonGlacierClient client)
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
JobId = joblId,
VaultName = vaultName
i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{
output.Write(buffer, @, length);
}
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}

£/ REST APl TR X HEF
f#£/8 REST AP| FEX RS
TEXMHEBLR - ARNSRGFR.

1. Bz inventory-retrieval XBWESF, EXEZEE , ESHB3E ( POST 4Rl )
2. ESERE, THELEHIE, BXEZER , BSRARIESHE (REHEE ) .

£ Amazon Command Line Interface £ Amazon S3 Glacier 2 &3 4 FE
==
/B

REBLLT S BIR4E | 8 Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier (S3
Glacier) F FEEFBEE,

=3
( SEREZAM ) ®E Amazon CLI
« R : {£H Amazon CLI TEX4EEE

( 5TRFZAM ) ®RE Amazon CLI

1. T & 3BEE Amazon CLlI, BXi%EH , 525 (Amazon Command Line Interface AF#E™M) FH
LT ES :

%% Amazon Command Line Interface

fit Amazon Command Line Interface

2. EMPEREULHEAUTHERRBIE Amazon CLI BB, XEHGSSFEESRNIEMET | RLRE
ABRIAE B XA EIL,

- ZREA help 7,
aws help

« BEXRINEEEKS, L S3 Glacier MHEMFIER |, i5fEA list-vaults v, &
123456789012 BN IE B S H Amazon Web Services K 1D,
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aws glacier list-vaults --account-id 123456789012

« BE&EEF Amazon CLI BWHBIELEXE , BEEA aws configure list %,

aws configure list

T~ : A Amazon CLI TEXHEER

1. fEA initiate-job B BEERREL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

A%

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f£M describe-job TRE L — M RMEL KRS,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

A%

"InventoryRetrievalParameters": {
"Format": "JSON"
1,
"VaultARN": "#**#* vault arn ***",
"Completed": false,
"JobId": "#*#** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
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"StatusCode": "InProgress"

3. FFHEFZER.

EMREFMES W BRI RIE T HMER ., S3 Glacier R RIERE , 5% ID 21 24 /et
AEFBFELH, MREBEXHEPRETEAEE , AEEBHTSHIBEET Amazon Simple
Notification Service (Amazon SNS) & , | S3 Glacier 2 EEREF B EZETRIEE R,

BRBIREXHENBESHNBENEE. AXESEE , HZRE Amazon S3 Glacier FEE
MHERA, RERERTESMH |, S3 Glacier IRMIEEMN SNS TERIEHEE.

4. G , A get-job-output R FEEIL FTHEISH output. jsons

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

Tt — MRS AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"Archiveld":"*#** archiveid ***",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"*** archive size (in bytes) ***",

"SHA256TreeHash" :"*** archive hash ***"

}
{"ArchiveId":

1}

£ Amazon S3 Glacier F & & 34 FE B A

M Amazon S3 Glacier R RIEAAE ( HINMXHEFHERINHFEFEERE ) RE—NMDARIHEE.
1. BHRRES.
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2. EF%ME , THESAH,

BALEXHELREBAGRE , MEEESTHEE Amazon Simple Notification Service (Amazon
SNS) ETH L X HE,

£

 1£ S3 Glacier FEIEXHEBA : — M=

f£ Amazon S3 Glacier F{£H Amazon SDK for Java F Bl & X # EE A

f£ Amazon S3 Glacier F /£ Amazon SDK for .NET A E & X # i 4

£ REST API f£ S3 Glacier & S EE B A1

£/ S3 Glacier 24| & B X4 EBA

£/ Amazon Command Line Interface Bt & U4 FE i@ Al

£ S3 Glacier FELEXHFEEH : —#l=

S3 Glacier RRFEFZERR RS NITH, BUMEE S3 Glacier THRIES , AEFEERIEB T,

B LAE R S3 Glacier MAEEFRE , BXFTRHREF E. S3 Glacier R FEH., EFTK
&, ES L E B & 2 Amazon Simple Notification Service (Amazon SNS) £/, EfFA LI
BE, BUMEXHELEEBAERE, EBEY , EAUFRR—NIZIANEH , UREFE S3 Glacier
EEHRERBHEEEEEN Amazon SNS £#,

S3 Glacier EX 7T EEF RSB XNEH4
( ArchiveRetrievalCompleted, InventoryRetrievalCompleted ) , EAJLUX LEEHR
MBI HENBANERES, HIFEFESTHRAE , S3 Glacier &8 SNS FE X MBAHEE.

BHBER JSON MX# , AT REIFT R,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

BEE W F—IXHE , BREEEE — Amazon SNS £&,
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® Note

B ERINBEANE B S3 Glacier T BAE BT EENEHERRENTLIZEM, It

A\ BERLUE R M E S MES B ANERPIEE Amazon SNS &, MREEXHEHR
m7BAERE , HEELZNBEHEFSERPHEIEE T Amazon SNS £ , | S3 Glacier 2%
EX P E A,

S3 Glacier X EMES TR EEBIEESER ( InventoryRetrieval, ArchiveRetrieval ).,
EFTHIRE. SNS BB, EFRSKBAXHE ARN FEE. BLT R S3 Glacier &
InventoryRetrieval EHF MG RKIEE SNS TBH RAIEA.

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.814Z7",
"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p6o7yjhFx-
K3CG1l6fuSm6VzWIT7esGQfco8nUXVYwS@jlb59gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID",
"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

B4, IR Completed FEA true , MBESFKE StatusCode AEBEFERITER TIER K
BT,

(® Note
BEE , Amazon SNS FEAMATXHERTEH, BRIABERT , 2B Amazon SNS &
WEESRERDETTAMEE, B2 , 1R Amazon SNS EB M X HFEHTREH Amazon Web
Services lKF A , MR HMEE Amazon SNS £ , UESXHELMIE, B E
Amazon SNS & & FEE Amazon SNS F B K EL,
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< Amazon SNS WEZEER |, 55 Amazon SNS Al T,

£ Amazon S3 Glacier F 8 Amazon SDK for Java F i & 3 4 FE B A

LA 2 fEF Amazon SDK for Javai& 4 APl E X4 EAREEB AR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
BEEREENXHEMEN Amazon XiEl, BEALKE P IRPITHATERER SR AZEZ Amazon X
/8

2. B3I —1 SetVaultNotificationsRequest EHEHIIREBEMNEBE L,
BEEREXHESZN,. BABEEFEEMNKS ID, FEEEEMNEER , BTN ERE—NNEH

Amazon SNS £BH Amazon BREEZF (ARN) |, UREBHFERSEHBENN —INHZIEH, X
SIENEHNIR , BSREEXHEBRALRE (REBARE )

3. USHBFRIRHBERITIR , 1517 setVaultNotifications FAi%s

LT Java RIBRIEHATRENST R, ZRBREXHEPRETEARE.,
ArchiveRetrievalCompleted EH = InventoryRetrievalCompleted EH KX ERT |, ZEE
£183K Amazon S3 Glacier (S3 Glacier) @$EE# Amazon SNS E B K EE A,

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
new VaultNotificationConfig()
.withSNSTopic("*** provide SNS topic ARN ***'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")
);

client.setVaultNotifications(request);

(® Note
BXRKE REST API EE |, BS R SUFERE,
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FRARER

A~ : fFHAmazon SDK for Javate X4 E ik BB A &

LT Java REBRANRE T XHEFERNBHNEEFARMRTEE , AERETEE, BXNASTHATRA
By SRR

Example

2 F“ Amazon SDK for Java 5 Amazon S3 Glacier && A"

import java.io.IOException;

import
import
import
import
import
import
import

public class AmazonGlacierVaultNotifications {
public static
public static

public static

public static

com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

.auth.profile.ProfileCredentialsProvider;
AmazonGlacierClient;
model.DeleteVaultNotificationsRequest;
model.GetVaultNotificationsRequest;
model .GetVaultNotificationsResult;
model.SetVaultNotificationsRequest;
model.VaultNotificationConfig;

services.
services.
.services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

AmazonGlacierClient client;
String vaultName = "*** provide vault name ****";
String snsTopicARN = "*** provide sns topic ARN ***";

ProfileCredentialsProvider credentials =

void main(String[] args) throws IOException {

new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();
getVaultNotifications();
deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

fEH Java BB XX HEEEA
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private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();

System.out.println("Notifications configuration for vault: "

+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()

.withVaultName(vaultName);
client.deleteVaultNotifications(request);
System.out.println("Notifications configuration deleted for vault: " +

vaultName);

}

£ Amazon S3 Glacier F#H Amazon SDK for .NET A& X4 FE @ Al

LATF 2 B Amazon SDK for NETIES API E X4 EFEEBEHANNL R,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,
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BEEREXHEFEN Amazon Xig, BERLEFHHITHRMERERSMAZEIZ Amazon X
1,
2. B BlE — SetVaultNotificationsRequest EHEHIREEEMNEEEL.

BEERMHTHEZN. BEAREEENKS ID. MREFEMKS ID, MRELAFEHSEIZHEFR
MNiERLELZWIERBAXEKNIKS ID. BXEZEEL |, S Amazon SDK for NET & Amazon
S3 Glacier &6 H.

EEEBMEER , S LURMHE—NIEM Amazon SNS MY Amazon EREEZF (ARN) ,
REFZLERBHBHAN —IMNLZNEH, BXZTXENEHNIIX , BRI REXGEBARE
(IREBAEE )"

3. USHF A RHIBFERNR , BT SetVaultNotifications HiEo

4. EXHEHRBEBHNEER , B LUEN A GetVaultNotifications FZERZREERFEE |, t
ATLUEN A A & FiniR Y DeleteVaultNotifications JFEMIERE

A~ ; S Amazon SDK for NETEMX 4 EDRIREBRANEE

LT C# RBRGIEEATHENS R, ZRGIEEZERES (BEBNMN ) XEHXH

FE (“examplevault” ) P RETEBAREHRETHRE , AEHKRTRHE. =
ArchiveRetrievalCompleted EH = InventoryRetrievalCompleted EH X ER |, ZEE
2153 Amazon S3 Glacier (S3 Glacier) [E$EE K Amazon SNS B EIXBE .,

@® Note
BXIKE REST API BWE R |, BS X EZEE,

BRETUATRAND SRS |, FSR 2T RERG, BEEFHZREBHERIEHNXHEZHA
Amazon SNS &,

Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete
{
static string vaultName = "examplevault";
static string snsTopicARN = "#*** Provide Amazon SNS topic ARN ***";

static IAmazonGlacier client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
{
VaultName = vaultName,
VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" 3},
SNSTopic = snsTopicARN
}
};

SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
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}

static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId o
};
GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {0@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

}

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{
VaultName = vaultName
};
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);
}
}
}

A REST API £ S3 Glacier 1t & 34 FE @ A

EEM RESTAPI BEENHEEAN , BRI REXHFREALE (REBHEE )" ik, EETT
RN EBA R ERA (FREUBREE ) ) LARMIBR S 4 E&E A (1 BR S 4FEE A (i BRiE &
BE))o

5/ S3 Glacier & A E X4 FEEA

WIS IR T a0 E A Amazon S3 Glacier ### A BLBE X 4HEFEEH, EEEBAN , B IEER
Amazon Simple Notification Service (Amazon SNS) B EZEBHNEFS TR, BRT I XHER
EBAL  BEAUEECERHESHENH A M BN ER, MRENGECEEN HIFE
WEHRELAEH , HEESEEEFSEHBERFEE TEA , WRGELREHDEA,
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B B SRR Al

1. &% Amazon Web Services Management Console , AEEi3 LA T M1t $TF S3 Glacier 24|
A : https://console.aws.amazon.com/glacier/home.

EEMSMERS , BEXHE,
EXHESIRS , EE—NXHE,
HEBEHER D, EFERE.
EEHBEMNREL  ERSABA.

EBHE 2 , B LLT Amazon Simple Notification Service (Amazon SNS) i£Tz — , REER
MR 5 B 1T IR 1E

2

Amazon SNS &I B’

BIE# SNS =&
IEEFFT R HT SNS £&,

XNTEBEN , AT EEN BN

FTBEMBRZAUSE 256 MNFEH. AFERAFEH
BEEH., EFZHF () MTRL ). ETBRMELN
K 7= F1 Amazon Web Services X183 2450 2 1 — &Y

o

3.
(Al ) MREMEH SMSHEITTHER , FRWAL
IR N: R =R g

ETREMKZALULEE 100 MNFHF

ERIAR SNS =&
IEFRIERI AN SNS £&,

FEHEE SNS £ T , EEUATERIZ — :
MIERT SNS EBHIEE

teaf & I SNS & T 5%,
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Amazon SNS &I BIE
MNTHHRAPER—NNEHE-Z,
# A SNS £& ARN
fFHIM Amazon SNS =& ARN XAKAE,

A SNS E£EH Amazon BRBZ# (ARN)
o SNS £ ARN R :

arn:aws:sns: region:account-i
d :topic-name

AT LATE Amazon SNS #4] A & SNS =T/
ARN :

7. EBEHT  EE-ANFRNEREBHNENS

- EREMERZEFSERNTRIEBH , FEEMER RIS TH.
- ERENHAEREESTHRRT REEA , FRENHEFTERRES TR

£ Amazon Command Line Interface Bt & 344 B & Al

WER D IR T a0 Amazon Command Line Interface Bt B X EBE A, BEEHA , B Llig
EESTEREH , XEEH L% E Amazon Simple Notification Service (Amazon SNS) R4 %@
Ho BRTAXHEREBBHUN , BEATNEELEEHIEFSNENHAABANN TR, MREMH M4
FEEENHNBENSHREEHN , HEEZEESEHERPEETEL , WRELRER BB,

BBUT S EBER Amazon CLI ft B X4 EE A,
FB

o (SER%EM ) I&E Amazon CLI

« =l : EF Amazon CLI Bt & 4 FE @ A

A CLI BLEXHEBA API R4 2012-06-01 80
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( FoAR%A ) & E Amazon CLI

1. T#HHBEE Amazon CLI, Bxi%EA , 52 {Amazon Command Line Interface AF188) FHY
LT ES :

%% Amazon Command Line Interface

Bt Amazon Command Line Interface

2. EMTEREULEAUTHESRBIE Amazon CLIEE, XEHGSSFEESRNIEMEIT | RILRE
ABIAE B X HHEIL,

« ZRAMFEH help 8 H.
aws help

« EFRWMEHEEKS L S3 Glacier XHEMFIR | EEH list-vaults v, &
123456789012 BN E B S K Amazon Web Services I ID,

aws glacier list-vaults --account-id 123456789012

« E&EF Amazon CLI WEBIEERIE , B&EHA aws configure list iF,

aws configure list

M : £EH Amazon CLI B & 344 FE & A

1. fEMA set-vault-notifications P EEENHELERESHINAENERH, RIAER
T, BFRLSWBETEH,

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

2. BHEER JSON X , LT RAIFTR.

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]
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BXX S3 Glacier £ Amazon SNS FHHEZELR | BESHIE S3 Glacier FEE X HEEH :

— R

BX Amazon SNS WEZEE |, 5@ Amazon SNS Al 7,

£ Amazon S3 Glacier H il B& X 44 FE

REEELRTENFREN4EFESETAH#RE , BB LRFRESUREEN XHERITIE
AIBARHERT , Amazon S3 Glacier (S3 Glacier) F MBRXHEE. BXMBRERNEE |, ES MR
Amazon S3 Glacier PR, BXTEXHEFE , 1£ Amazon S3 Glacier P FEXHEEE

(® Note

S3 Glacier & 24 MHASERABIN XM ELEZ —HFRE. HTELURRERREFEE ,
Ht , S3 Glacier 2 BRREH LR HEFTEESURRERITIEMAEANRERBR M
Jﬁ%@?%g Yo

£l

- f5F Amazon SDK for Java £ Amazon S3 Glacier /il Br 34 FE

« f£F Amazon SDK for .NET £ Amazon S3 Glacier # il BR 3T 4 FE

- {5/ REST API 1£ S3 Glacier # il BR 3 #4 B¢

« £ S3 Glacier ¥l & Ml kR 2= X

« f£H Amazon Command Line Interface 7 Amazon S3 Glacier F il BRSC44FE

£/ Amazon SDK for Java £ Amazon S3 Glacier F il Br S 4

LT 24 A Amazon SDK for Javaf&4k API IR X4 EN L&,

1. 82 AmazonGlacierClient 3 ( &% ) BIEH,

BEEIETEENDMIERSHER Amazon Xig, BERLEFIRITHMEIRESSNARZ
Amazon X1,

2. Bid 8B — DeleteVaultRequest EHEFIRHIFEREL,
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Amazon S3 Glacier FEARIERE
BEERENHEBRMAKS, ID, MRETRMEKS ID, WRELERERIRERXNERZEZMIIE
FHEXEBENKS ID. BXEZELR |, S Amazon SDK for Java 5 Amazon S3 Glacier &&
5,

3. US B RNIEHBERTR , 51T deleteVault Fito

Amazon S3 Glacier (S3 Glacier) REMIBRZEXHE, BEXEZELR , BSRMIBRSUEE,

BN Java REB B AER 7 RIHIRY S 3R,

try {
DeleteVaultRequest request = new DeleteVaultRequest()

.withVaultName("*** provide vault name ***");

client.deleteVault(request);

System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {

System.err.println(e.getMessage());

}

(® Note
BRIKR REST API WER. | ESRMI R4 E

R~ ; fEFHAmazon SDK for Javaffl Bk S 4

BEAIHERBRA , FSERH : #H Amazon SDK for Java Bl HE", % Java REBRBIERT
BEARXHERE , SIEOENMBIBRHE,

{58 Amazon SDK for .NET 7£ Amazon S3 Glacier F B X4 &

EAT .NET 89 Amazon SDK 2 5 R FERK AP| ERIRME T MIBR ST ER 5%,

E 3
« fF£HAAmazon SDK for NETE % AP| BIBRTHEE
« 5 Amazon SDK for .NET{EZ: API Ml B& ST 4R

£ NET Ml BRS45 API 7 2012-06-01 83
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5 F§ Amazon SDK for NETE % API M BR ST

ZER APl 9 ArchiveTransferManager K4t 7 &7 LLA K MIBR S H4ZEH DeleteVault 15
Eo

= : {EFHAmMazon SDK for NET& 4 API il B& ST 4

BXRIERBRG , HZ2H =6 - f£AAmazon SDK for NETEH API #1TXHERE". & C# K3
RBIERTEAHERE , SEIEMBIBR A E

5 FHAmazon SDK for .NET{EZ API M BR ST

LA 28 HAmazon SDK for NETHIBRX 4 EN LR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEH,

BEEREENPMBRIXHERN Amazon Xig, ZEALEFIHRITHMERESSNAZIZ
Amazon X1,

2. BBl — DeleteVaultRequest EHEHIREFERELR,

BEEREBXHEZHMKS, ID, MRETREKF, ID, WRELFEAELRRMERXYBEREEMIE
FHEXBEWKS ID, BXEZEER |, HS ¥ Amazon SDK for NET 5 Amazon S3 Glacier £&
.

3. BB ARHEBERMR , 217 DeleteVault Hiko

Amazon S3 Glacier (S3 Glacier) RLfBRZEXHE, BEXESEER , BSRMRIUHE,

LUF C# RBBRULEA T RIEMN SR, ZABRLIBREFE TN Amazon XEIHY X4/ THIEE
B

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

};

DeleteVaultResponse response = client.DeleteVault(request);

£ NET Ml BRS45 API R4 2012-06-01 84
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@® Note
BXIEKRE REST API BWE R |, BSFEMIBRHFE,

P : £ Amazon SDK for NET{ES API M BRST4EE

BEXxIERBRE , F55 =40 F£HAmMazon SDK for NET{ES: API #1TXHERE", iZ C# KB
TS RTBEARXHERE , SRR R ERSUHFE,

£/ REST API £ S3 Glacier A il BR324
EFEH REST API BIBRX 4 |, S8 “MIBR XA E"
£/ S3 Glacier 12| A M ERZE ST HE

(@ Note
ERBRXHEZR , BDRERBRZGEFORMENERE, XALUBE A TAERSEN
f5/ REST API, Amazon SDK for Java, Amazon SDK for .NET =8 Amazon Command
Line Interface (Amazon CLI) ‘R ERB XA HBBRERER, BXBBRERNER , BSRD
B 5 : M S3 Glacier H#Y 34 FE I BR 74

NHFERZERT , AJLAER T S8R E M BR
£ Amazon S3 Glacier 34| & Ml B ze ST 4

1. &3FAmazon Web Services Management Console , @i S3 Glacier # %l & 7 S3 Glacier 1%
HlE.

FEIERFEXE T, EFBEXMHEFERN Amazon Web Services X,

EEMSMERS , EEXHE,

FEXHESRSP | EFRERBROXHEEHESLETURE , ARERTTEIRIBAI MR,
TEMI BRSO BEXHEAE A |, 15 MR CAHE TA MM BR ST MR

o ~ @b

/A Important
) BR 32 44+ BV AR AR TS A IBUH

£/ REST MR B API iR 2012-06-01 85


https://console.amazonaws.cn/glacier/home

Amazon S3 Glacier FRARIER

6. ERWIFERBCMERME , BT XA EHIR A B AER BRI XHEN B, DREERIIX
|, MRRIERAR .

£ Amazon Command Line Interface £ Amazon S3 Glacier &l & 32 4

AI LA Amazon Command Line Interface (Amazon CLI) il Bk Amazon S3 Glacier (S3 Glacier) F#Y
X EIEZE

£
( 55 R%Z4 ) 8B Amazon CLI

« &% : 5H Amazon CLI il BRZe ST FEE

« =l : A Amazon CLI MIBRIEZE T4 FE

( FoAR%A ) & E Amazon CLI

1. T#HHBEE Amazon CLl, BXi%EA , 52 {Amazon Command Line Interface AF188E) FHY
LT ES :

Z % Amazon Command Line Interface

Bt Amazon Command Line Interface

2. EMPTERELEALTHESRBIE Amazon CLIZEE, XEHGSSFEESRNIEMEIT | RILRE
ABIAE B X HHEIL,

« ZRAMEH help .
aws help

« EFRMEHEEMKF L S3 Glacier XHEMNFIR | BEH list-vaults v, &
123456789012 BN E B S Amazon Web Services I ID,

aws glacier list-vaults --account-id 123456789012

« E&EEF Amazon CLI WEBIRERIE , B&EA aws configure list if,

aws configure list
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0l 8 Amazon CLI I BRZE X4

« A delete-vault S THIBRTEEF I XHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

R 5 Amazon CLI il BRIEZ2 X4 B
REEEERUTENBRERXAERRAEMAMR , FEA LFRERUREEN XHFERITIEM
BT, S3 Glacier F MR HE, MRFEZXHER-—IM=ZSRIRE | AXHENFRREF
KRFHE ID, BBRENEFH , REM R E,

1. fEf initiate-job BB R RMENL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

AR

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f£H describe-job TR E L — M REL RS,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FRER% H -

"InventoryRetrievalParameters": {
"Format": "JSON"
},

"VaultARN": "#*** yault arn ***",
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"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BUMERTSHECEFRETENESR, UREEXHESRETBARE , AEEBZHES
BH#EE T Amazon Simple Notification Service (Amazon SNS) £ , | S3 Glacier 2 EREE
EEZEBRIEHER.

BH LS ENHENRSEEHNBEANLRE, BXEZEELR | BESRE Amazon S3 Glacier FELE
NHEBEN, RELXESEEMN | S3 Glacier MAMIEER SNS TFRIEHEE,

4. ERE , £ get-job-output WHFKREL TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HTRER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** grchive hash ***"

}
{"ArchiveId":

1}

5. f£M delete-archive i T M\XHEFRIBRENFH , ERTREFTMEH,
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="#*** agrchiveid ***"

(® Note
MREHHERE ID UEFHREMBKRZHTL  WEERERESISPIRESTIS
PN
T o

6. A initiate-job i TEIHHNEFKRRMEL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

7. SERUE , £ delete-vault wnSHBRFHIFREH XA

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

¥rid S3 Glacier X4

B LFRE RS B O T idE 2 B4 Amazon S3 Glacier X E., & BEANHEE LB
o BRIFIENEREER ( BIEXNFZMRES ) , ESHFR1c Amazon S3 Glacier %R

LUTEBNET WAR AR, 51 ERIRE,
£}

« f#/A Amazon S3 Glacier 2%l A¥r 1 XHE

« /A Amazon CLI A¥riCHE

- M Amazon S3 Glacier API ¥718 X4

- HXED

A Amazon S3 Glacier | B ¥R X HE

A LAEF S3 Glacier #2&| &N, 5 H MBI BRIRZE |, 20T FISERAPATIE,
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BEENHENIRE

1. &% Amazon Web Services Management Console , SA/E&EI A T Mt FTF S3 Glacier 24
A : https://console.aws.amazon.com/glacier/home,

2. HEEEXET , NXig &FEesFi1EEFE Amazon Web Services XiF,
3. EEMSMERD , EBXHE,

4. TENXHEIRSD , EE—IPXXHE,

5. ERXHERMEIF., RIENRZIHD , EFSHFEXBKHIRE,
6] 3244 FE R I dR

— MRS AT AKER 50 MirE, BEXHERBRNFELNETHE —WRER,

BXRZXREINEZELR |, iESHEFRIC Amazon S3 Glacier &iRo

1. &% Amazon Web Services Management Console , SAEEI A T MutFTF S3 Glacier 24l
A : https://console.aws.amazon.com/glacier/home,

2. HEEREXET , WX EERFEE Amazon Web Services X1,

3. EEMSMERT  EEXHE,

4. EXHEIIRF , ERERFFEFMENE HERE .

5. BEENHERMEIF

6. 7t Tags (f7X) B H , 1EIF Add (FM). LLATRFE R Add tags (RINFRE) W H,
7. EANMGERNENRFREVEERSE AU lEREEFRPEEREE,
8. i&# Save changes (REEX )

REIRE

1. &% Amazon Web Services Management Console , RGBT MutFTF S3 Glacier 24l
A : https://console.aws.amazon.com/glacier/home,

EEFXET , N XiF"%EF 28 1%EE Amazon Web Services X,
EENSMERSD | EFEXHE,

EXHESIRSD | EEXHEE.

ERXHERMEEDF , AE0 TR BIRZEE S

o bk~ 0N
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6. ENRET , EFEFUNHEZTINELRE R EERE, FHEIEEFRENH,

7. EFRFBRPANSE  SUMEREFREFTERIHRE,

8. i%#¥ Save changes (REEX )

M P o i BR AR 25

1. &% Amazon Web Services Management Console , RGBT Mt FTF S3 Glacier 24
A : https://console.aws.amazon.com/glacier/home,

SRR T , N X EFEIFHIERE Amazon Web Services X1,
EEMSMERS , EBEXHE,

EXHEHRP , EEZENPRIBRIREH XA ER B .
EBEXHEREET<, B TRIDFREHD.

ERET , EPERBROFEZENEIRE , REEZFMHER,
BEEPAHT FF M BRAR S X B4R . EFIAMIBR SRR HIRZ | B2 MER.

N o g &~ W N

£/ Amazon CLI 4510 X HEE
RBLLT SR , £H Amazon Command Line Interface (Amazon CLI) R0, 51 H skl BRARZ
BIMIEHRH—MEN—MELR. BMNHETRSE 50 MR,

1. EFFRZRMEISHE |, BEA add-tags-to-vault %,

aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020

BXRENHERENESER , BSFE O XHERNITE,
2. EIHEHMMBINHENFRAERE , BEMA list-tags-for-vault #%,

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

EXLMXHERENESER | BTSN HHENTZ,
3. ENCHMEIXHENRSEFRRER—NEZMRE |, EFEH remove-tags-from-vault a3

PN
T o

£/ Amazon CLI A#RIEXHE API R4 2012-06-01 91


https://console.amazonaws.cn/glacier/home
https://docs.amazonaws.cn/amazonglacier/latest/dev/api-AddTagsToVault.html
https://docs.amazonaws.cn/amazonglacier/latest/dev/api-ListTagsForVault.html

Amazon S3 Glacier FRARIER

aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

BRUEXHERENESEE , B MR EFNIRE,

£ Amazon S3 Glacier API ¥r12 34

IETILAER S3 Glacier AP R0, FIH MBI BRIRE . BXRRHI , BSFAT A ¢

6 XA NARE (POST #7500 )

NIEE XM ERINRE AL
B XA EERIFRE (GET #7% )

B IS T S A RO
WS EBIBRIFE ( POST FREME )

MIETE ST R P BRAR S

S

» ¥ri2 Amazon S3 Glacier &R

S3 Glacier X E8iE

AT EBSEE T 24012 Amazon S3 Glacier H81TE ST #F B DR an{rl 58 F 3244 BE B 8 SR B o
£}

o XHESERR

« £/ S3 Glacier AP| BixE X4 FE

« f5F Amazon Command Line Interface 81 X4 FE

« £/ S3 Glacier ###l & BiEXHE
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4 P P TE Bk

B3 S3 Glacier XHEBE , EF SUBF A BB E RIS £ IHAY S3 Glacier X EE#E1TERE H
KEEMEREFIERE. BURE - M NEEHERBPEERL —REA , ZRIEE(WORM) XK
EHlER |, 7 B R BUE Z R B BAR LR TR

/A Important
NHEHMERBEBIER , HTEBE M BRIZERK,

S3 Glacier SREX HESIERM P IEHIE , USSR IR, fl , EAUAERAXHESER
BESRAR HI SRS F. B LAER Amazon Identity and Access Management (IAM) SRESES , X
HEHSERBPHEZIHENLERFEE. BEXXHENERMNESEER , BSANHESEERR,

NHEHEREE X4 EHGRRERE, BMEHEENXHFENTREZEGR, B2, XH4FHERE
A B AT E AR IE R E S, MMERE Db SKHERAY S MR RIIEHE . 8 R BAGE A 3244 B E SR e S4B
FEANESAMZHER , XBEFENBEHRZTHZE,

/A Important

BUELCIEXMHE , TR EBERE , AEFENER EERIXXHE | DUEMZREEN
AT el

Mk, EAERAXHETRRERIESSMETR, BHAREBRLEERO L ARG, XHEHE
REEM SRR R REE A — e, HIAN | S8R 7E A B SR B R SR HE & T e R Ay BURRE MM (4B
GRS )  HEEXHEHEREPRIEENE=ARENLSEERFER T IEERG RN ( AR
).

PEXHEZFERNTRNSR

1. BN XHEHEREHMEENXEERBHUE , XSFYUEREN EEH#TRSHRE -
BT ID, HEMLTEERTIRSH , EHE ID BHET |, B8 24 NDE R XA FEBIE R,
NS IS X EIR H EERITIRS |, B 24 MIATERXEEDERE. BN, O STHEES
TE R B I AR BR o

2. FAYE ID ERHELR. MRNHEMERBREMBIE , IS LXHEMEHANLFRE
FiEah. BxuAfEA S3 Glacier APl RBIENXHENFE LR , BZFEA S3 Glacier API 8iE 344
FEo

X EERLR API k7 2012-06-01 93
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54 S3 Glacier API 8iE X4 &E

ZE#E A Amazon S3 Glacier API $IEXHE , BAEREE T SHERHFN XA ESERBER B3
XHESE (POST #IEXRRE ) o Initiate Vault Lock BRESNREEHM NEIEH STHE | FXXH
FEYERRABTHPRES , HFRE—NME—WNBE ID. EXHEYHEH ARTHREE , BF 24 e
BT ESRFAM Initiate Vault Lock WAIREIMSIE ID BA ZTRX4ESE (POST lockld) ,
DEFERBIE.

/A Important

« BUUETRIBNHE  ERXHENERE , R ENER EEIXHE | UEMZRE
AT e

o MHFEEBRE SR MR B 5 BN A e B S BR o

MRIEHE# AN EERITRSEN 24 MR ARTRXEENEISE , WENX4HES BB E EER
TIRA , ABBRXHEBERR, SUUEXAA Initiate Vault Lock RZEHHNNHEHER
B R B EERITRES

FAEEH#HTRES , CEINSEYNERN XM EMHERRE 2o HF TR, B4 EDE R
EEEHTRSHEFAZLEN , RURBXHEEYE—# , RFLETUENBEA IS4 E
B ( DELETE $1EXE ) RBBRZKK, BEMCENRE , JREFEZIXEE Abort Vault
Lock/Initiate Vault Lock A& , WiE &M X ESE R E o

ERIINHESERE 2R , BuEARFNSE ID BB TRXHESE (POST lockld) , AMETRK
XHEHEIR, ENXHELERANPIERS (b , XHESHERKFATER ) , mMALTEEES
VM Abort Vault Lock 31T,

PSS

- NHEHERR

« FIFXHESE ( DELETE SIERE )
o ERXEEBIE (POST lockld)

- REHFESIE (GET SRR )

- BIXHEYE (POST YEXREE )
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85 Amazon Command Line Interface 8iE X &

B A LAfEF Amazon Command Line Interface BiIE M E, XAFXT 18 & BY 34 B S8 e 344 B B E 3R B
HIREIBIE ID, BAMIE 24 PR ATER I EPEITE | B NIZ S EBUE 58 BEF M ST FEE o il BR o

( FoAR%A ) & E Amazon CLI

1. TE3BEE Amazon CLlI, BXi%EH , 525 (Amazon Command Line Interface AFIEM)Y K
T ER :

%% Amazon Command Line Interface

Bt Amazon Command Line Interface

2. EMPTERELEALTHESRBIE Amazon CLIZEE, XEHGSSFEESRNIEMEIT | RILRE
ABIAE B X HHEIL,

« ZRAMEH help .
aws help

« EFRMEHEEMKF L S3 Glacier XHEMNFIR | BEH list-vaults v, &
123456789012 BN E B S K Amazon Web Services I ID,

aws glacier list-vaults --account-id 123456789012

« EEEF Amazon CLI WEBIEERIE , B&EA aws configure list if,

aws configure list

1. f#M initiate-vault-lock EREMXHEERE , HEXGEHENHERBDRER

InProgress,

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig. json

2. BEBER JSON X , M T RHIFAR. EFEALGSZE , BHNEHNERARGE
VAULT_ARN M Principal Bt AEESHE,

EEREYENHEN ARN , ATLEA list-vaults @H,
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{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-lock
\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::111122223333:root\"},
\"Action\":\"glacier:DeleteArchive\",\"Resource\" :\"VAULT_ARN\",\"Condition\":
{\"NumericLessThanEquals\":{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. BIXHEMESR , BREZ2LEFE lockId BEEHAR,

"lockId": "LOCK_ID"

EXRXHEE , BYATE 24 DEREIT complete-vault-lock , BFNNZ X4 ESIE RN
34 B R BR o

aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

X E D
#) dH initiate-vault-lock

Z) HH list-vaults
#£) HH complete-vault-lock

{Amazon CLI 3

[ ]
w

[ ]
w

meS
{Amazon CLI @855
{Amazon CLI @855
o MHESERR

« PIEXHFESIE ( DELETE BUERRE )
o ERXHEHE (POST lockid)

o REUHESE (GET SRR )

- BEIXHEYE (POST $IEXRR )

[ ]
w

A S3 Glacier 12 &I & BiE X4 E

BEi¥ Amazon S3 Glacier XA ESIE |, & ABRMFI B XA EPEREX BILAY S3 Glacier Iﬁ:ﬁﬁ
TERBHIBEAMES], BX S3 Glacier XU EMENEZEER |, 155 HFE R U ESIE R’
Amazon S3 Glacier 7 [8]# 41,
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/A Important

- BUERGIBNHE  TRXHENERE , RERENER EEXHE | UEMZRE
RATFE.

o PR BE SRR BE 5 BD A B2 B S BR

£/ S3 Glacier £ & X Y 4 BE /5 3 344 B 1E SR

B A E B E R IR XA EREFHBE , XSFYEREN EE#TRSHEE —NE
ID. HRREAL T EERITRASHN , EHE ID BHIA , BH 24 NNAPREUE XA EHE KK,

1.

o & b

© © N o

& FF| Amazon Web Services Management Console , A58 LA T Mut3TF S3 Glacier 12 4l
A : https://console.aws.amazon.com/glacier/home,

ERFXET , N XiF"%&F 28 1EE Amazon Web Services X,
EEMSMERS , EEXHE,

EXHEREL , ERIEXHE,

BRI X,

/A Important

BUGKGEXHE , TRXHEFEHERKE , A HENEREEIINXHE | UERMZE
BN AT e,

M A B B 5= R ik SR AR RO T SR
IR M R BRI
EXEBERMER D | RIS o) X B E KK

ERI XA EFEHERKEREL , AJAERREXFAEE XA EFHERE P EEILRRE
BHERE.

@ Note

BRI UEXAR AN XA EHERBPIEEICKARFERIER , HBEIFA Initiate
Vault Lock API#BR4EZET S3 Glacier #2#| & FHIRER A SRERE 3 XA EBE.
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BRIRENHFENERMHBANELS , HZ M Amazon S3 Glacier 3B i E R B R
B,

10. i%#%¥ Save changes (REZEH ) »
1. BFIERXHEE DNEES , EFENSE DHESERFEZENHS,

/A Important
NHERHERKSHE , BF 24 PN ERBIEZRBEAF TRUESE. ETEE
TiE , YAREYE ID. MRKRE 24 MIREHBUE ID , WBIE ID FEH , FELT
IETERE TR A9 SRBE R4 BR o

12. HIEWBE ID REERENMEIGE | EFEXA,

13. EEETRE 24 Pt AN EN XHEFEBERK, NRRBETBIEZIT , AR FEMUESR
B

14, EEMMXHEBEXNEESD , EPIZEIRE , BN HEHERBIRERT AIER,

15. EXAEH R ARBEHBUE D,

16. EFETA X EDE.
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£ Amazon S3 Glacier AL ERYZE

MERAEHEEXHERNEABET (Hlwn , BE. 9H=HXE ) . B= Amazon S3 Glacier (S3
Glacier) WEAREFE#H LN, BMYREEH—M ID MELENER, BE AR, S3 Glacier IR [E]
SIEMEID N, AR ID EEMERERN Amazon XIE 22—, TR RFRE ID,

TJgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIBOc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS31I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

R IDWKERN 138 F, ELAMRR , SBUREHTIENHER, STUERSE ID (MR
SRR ) RERER,

/A Important

S3 Glacier it 7T —MNEBZEFI A, BUUERZZEFH A IREMRBRXHE. ER , 5 S3
Glacier W Ett R BiESN EREEH Amazon Command Line Interface (CLI) BB X
B, flw, ELERE. WMAMEMXASERE , BXTFER Amazon CLI REBRBEE
B3R ( TE#EFIAH REST API S/ Amazon SDK ) . BxfF S3 Glacier 5 Amazon CLI &t
EHERANEZER |, 5% FIS3 Glacier B Amazon CLI &%, BE%Z% Amazon CLI , F#3Z|
Amazon Command Line Interface,

£

- Amazon S3 Glacier F A RIRE
- PR IREETEE

- £ Amazon S3 Glacier 1 L1£ 4R
- 7£ S3 Glacier # FE4R

- HiBR Amazon S3 Glacier FEIR4R

Amazon S3 Glacier PRy IA 4R 1/E

S3 Glacier XFATERBHERAE - ££, THRANMER, TRHERRE—MRIEF,
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£ Amazon S3 Glacier - -5 #4 2

BULATER —RER LMK Ao EETE. BToBREEMRN AP AR IR LEE, B
XEZELR | iFS M Amazon S3 Glacier F & RS2,

/A Important
S3 Glacier £t 7T —MNEEEFI A, BAUFERAZEHAURIBIBRXHEFE, B2, 5S3
Glacier WFTB HMtt R BESEZN ERE A Amazon Command Line Interface (CLI) SmE R
B, il , ELERE. WMAMEMGXESERIE , @XAFEA Amazon CLI REERBXRE
B3R ( TE#EF A REST API S f£H Amazon SDK ) ., BXx4F S3 Glacier 5 Amazon CLI &t
AEERANESZER |, 5% 2S3 Glacier B Amazon CLI %, BE%& % Amazon CLI , Fi# 3|
Amazon Command Line Interface,

£ Amazon S3 Glacier P &K= ID

BU B THEE THMRN U ENXHEFERIRIEE ID, BXTHEXHEBSENESE
B , {527 Amazon S3 Glacier F T X4 EFE,

£ Amazon S3 Glacier A R4 =

THEHEER—HRIBRE, EUNEBHI THIEMENES. WEESFERE , S3 Glacier 2 ERE
MTEHER, EFEHE , EUUTRENHRERIE, ATESEERDSMH , Bt , BAULER S3
Glacier FEf£55 52 BBt @] Amazon Simple Notification Service (Amazon SNS) A IXEH, BRI LR
BMEFBERIEE SNS =8 , BN EN N4 EREN ERESHRENKIEBHN, BXTHHEEN
F2EER , BSH“E S3 Glacier #F FEHMER",

Rl B&k Amazon S3 Glacier PRI Z

S3 Glacier £t T & A LLAR —XMBR — MY API BH. BXEZELR | FSFAMBER Amazon S3
Glacier FHIRSE,

B3 S3 Glacier FHIRZER

LEEERR , ELEEHREABTIHER, TUEHHERNTREBERNE—SER  BIRER , XL
BB MR, FER , BESR AR |, S3 Glacier #a @ FIRE —ME—HRZE 1D,
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Amazon S3 Glacier FERARER
HIrEFiRERTHE

BRT Al AR REIR LA | S3 Glacier P X IFHRMNEAM Mz, EE LER=RST |, S3 Glacier &
PB—NID ( ZRNTERRFS ) , BLENEHEMEXHMRNETMESE, B EZEF REPE
RAERNTHE. SETHBETUSREMRENUREAERNEM—EFEEUNEE,

(@ Note

WMREE Amazon Simple Storage Service (Amazon S3) & , M« 41E , HEE T LEFEF
fEEREt , AR BTEADE —NRIELEDR , HlW0 MyDocument . txt I SomePhoto. jpg.
£ S3 Glacier 7 , BTEN B LENHES BN RE,

MREBBEPEPIREELRIE , 535, S3 Glacier REP NHEFE | ZELIIEME ID URE
ERRLAIRPRENTMAHER, AR , B TEXHERERER , UMD RENIHRABEELEFHN
EFHRBREEPEENTMEE, ER , S3 Glacier RAFKEABLEMIHGEEFLE, ERERIHES
B A}, S3 Glacier 2IREIE/HEZN E—MFE (HEKIRE )

£ Amazon S3 Glacier 1 /& #4%

Amazon S3 Glacier (S3 Glacier) 2t 7 — NEBEH A , B UERTCRAUBMBIBRXHE. ER
BELEBIFEAEEREAM S3 Glacier LEMR, ELERBR, TMMEMXEERIE , SX40F
A Amazon CLI i ERBREER ( TEEFA REST API £ A Amazon SDK )

BXF S3 Glacier 5 Amazon CLI BE&EHAMEER |, E#FIS3 Glacier B Amazon CLI &, BR%
Amazon CLI , #&# %] Amazon Command Line Interface, AT L& EBiRE 7 afafE A EHR T Java
B Amazon SDK. EH T .NET # Amazon SDK F1 REST API 54422 t £ 2 S3 Glacier.

FH

« @ Amazon S3 Glacier & #4 2 E T
- BEEBREPLEENMR

- PRERAXBEE (DBRLRE)

B Amazon S3 Glacier & F4 2= §1% IR0

BIE EENBIE A/ |, S3 Glacier 2L T &N :
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« HE-REPLENE -EE-BED  BTULERPIN 1 FTERAK 4GB R, BR , B
& S3 Glacier ®EF AT R AR EAKRT 100 MB IR, BEXESFER , BEHRELE —BRE
P EEER,

« TEREAER-FRASRLEE AP, B EEREHE , &ALH 40,000 GB (10,000 * 4 GB).

DB LEME AP B EERHBRAERERN LEAKR, SN DTR EERSR, SRR, SUEAIR
AR FiTH EEXLER, IRERELAXY , NEAFTEF LEZR , MEFEH LEBEMER,
SERBA RPN 1 FZTTEIKREL 40 000 GB MEREA DR 2. BXREZER , BERIRLEKX
BER (oBREE).

/A Important

S3 Glacier XHFEFRE —RNEH —X. ELEHRN , EFRMEAERFAHETRHNMGF
FERRIIRPEIIMBXFENFER , EEXHFEBRTHRERN.

£ Amazon Snowball fR%

Amazon Snowballf£f Amazon BN RZ NG AXEHREBRANEBE Amazon WRE , 537
Internete BEXEZEE , i@ Amazon Snowball F4EETE,

EFI AR HIE E£ 2 Amazon S3 Glacier (S3 Glacier) , & gE&Z B H Amazon Snowball &%
RKHZ —FHES AT Amazon S3 , ARFERAEWEBAN G HEBE S3 Glacier 7 K 1TF R,
WIBIF Amazon S3 X REE# AN S3 Glacier &3R8t , Amazon S3 £E NI S3 Glacier LLERKH
BRAZMFAERE. REXRFMAE S3 Glacier 1, E115:2 Amazon S3 X &R , FFE Amazon S3 H
B, AEALEEEZET S3 Glacier HEEA .

BX Amazon S3 £ AR B AR EXN RELIR A S3 Glacier FHEMNEZFELR |, HSH (Amazon
Simple Storage Service AAF#ER) PN REGEAHEEMERIT R,

i — iR EAERYR

t7E Amazon S3 Glacier 1 &= TR | WAL FESE —18Eh EEAR/DHNE, B2, RIS
Amazon S3 Glacier (S3 Glacier) B A7 & L&k £4& KF 100MB B,

EFB
« 5 Amazon Command Line InterfacefE & MNE/ER LERY S

EE—BER LENMR AP W< 2012-06-01 102


https://www.amazonaws.cn/snowball
https://docs.amazonaws.cn/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/lifecycle-transition-general-considerations.html

Amazon S3 Glacier FRARIER

« fEFAmazon SDK for Javaft B MEEFR EERER
« 1£ Amazon S3 Glacier F {# FlAmazon SDK for .NET 7£ 8 M2/ EERZE
« {FF REST AP| £ —i21Eh FHERE

£ HAmazon Command Line InterfacefE 8 Me/Eh &R S

&I LAE A Amazon Command Line Interface (Amazon CLI) 7 Amazon S3 Glacier (S3 Glacier) Al
[FIEES

ESi

o (SERFZM ) ’RE Amazon CLI

o M5 : £EH Amazon CLI E/&1F#Y

( &R%FH ) ®RE Amazon CLI

1. T#HHBEE Amazon CLl, BXi%EA , 52 {Amazon Command Line Interface AF188E) FHY
LT ES :

%% Amazon Command Line Interface

Bt Amazon Command Line Interface

2. EMPTERELEALTHESRBIE Amazon CLIZEE, XEHGSSFEESRNIEMEIT | RILRE
ABIAE B X HHEIL,

« ZREH help 5,
aws help

« EFRMEHEEMKF L S3 Glacier XHEMNFIR | BEH list-vaults v, &
123456789012 B NIE B2 H Amazon Web Services I IDo

aws glacier list-vaults --account-id 123456789012

« EEF Amazon CLI I EHBIEBLESIE , BEHA aws configure list if,

aws configure list
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Pl : B Amazon CLI E{51F#Y

BEFEER  STOEXHE, BRNAIEXHENESZER , FSHE Amazon S3 Glacier H6)
BXHE,

1. M upload-archive SRR FIMEMBEXHE. ETENREF , B vault name
account ID, 7 body Z#¥HIEEE L EZHXHHIEEE,

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

2. TnHAmd -

{

"archiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymwWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

ERE , Zom SRR ERR ID, REMEKTE S3 Glacier FHIIE, BAX upload-archive T #Y
FZEE | 55H (Amazon CLI iS5 #) HH upload-archive,

£ A Amazon SDK for JavafE B MNEED H{ER4Z

E AT Java B9 Amazon SDK M S RFER AP #RME T EEERNTTE,

£
« f#HAmazon SDK for Javafi & APl L{ERYZ
« i Amazon SDK for Javaf4k AP| £ & NE/EH EERER

£ FAAmazon SDK for Javali &4 APl L1584

ZE% API 9 ArchiveTransferManager KR4t 7 & AT LUAK M IER L& B XHER upload 5
o
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® Note
B LAEA upload BEEANEFABHER, RELELAN/RERNN , KFELBERE
B-REPLENMR  EREATRLE APl 7B ELEMR,

R~ {EHAmazon SDK for Javati &4 API L ERSE

BAR Java RIEBROIGHERELEBEZERED (BN ) X (us-west-2) FHIHE
(examplevault), BXF X¥F Amazon Xigifim /B 5I&k , EZ 15 R Amazon S3 Glacier,

BXRUMAETUT RO D S8 | iS58 A Eclipse 1217 Amazon S3 Glacier # Java R=4l, 1&E
EFHENLEXHERHRNF LEXHBEMRSERHRE,

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);
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UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);

}

8 FlAmazon SDK for Javaff4k APl EENMEEFR AR
ZIRR APl HFFEHHIRERE T 5%, TELEFMA Amazon SDK for Java L& FHISE,

1. 82 AmazonGlacierClient 3 ( EF % ) BIEHl,
FLEZEEE FEMRN Amazon XiF, ZERLLEFIHERITHMERES SR AEZ Amazon X
o

2. Bid8lE — UploadArchiveRequest EHSEHIREFREL,

BRT BELENBIEUN  BEFTERMBERARNREA ( SHA-256 HLRE ) . XHERR,
BRENABRKENERKS ID,

MRETRMEKS, ID, MRS AFEAEBRERNERZZWIEBHEREWIK, ID. BXESZE
B &S % Amazon SDK for Java 5 Amazon S3 Glacier &4,

3. USHHARBRMBERNR , E1T uploadArchive Fit,

YERME R , Amazon S3 Glacier (S3 Glacier) iR [E#7 £ I R4RHI R4 ID,

BAF Java fREBEXRER T BIEIEY P 3R,
AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);
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UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);

System.out.println("Location (includes ArchiveID): " +

uploadArchiveResult.getLocation());

P : £ Amazon SDK for Javaik4k API FER A MNE/ER &SR

LAF Java fE8 7RI A Amazon SDK for Javaff#42E F4&Z EIXX 4B (examplevault), BXIMAEIT
AR RG22 588 |, S Eclipse 1217 Amazon S3 Glacier Y Java 1~™l, BEEFEH B L
BENXHEEMNF LEXHFBENREE RNAB,

import java.io.ByteArrayInputStream;
import java.io.File;

import java.io.FileInputStream;
import java.io.IOException;

import java.io.InputStream;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.TreeHashGenerator;

import com.amazonaws.services.glacier.model.UploadArchiveRequest;
import com.amazonaws.services.glacier.model.UploadArchiveResult;
public class ArchiveUploadLowlLevel {

public static String vaultName = "*** provide vault name ****";
public static String archiveFilePath = "*** provide to file upload ****";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
// First open file and read.
File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.
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UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName(vaultName)
.withChecksum(TreeHashGenerator.calculateTreeHash(new

File(archiveFilePath)))
.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());
} catch (Exception e)

{

System.err.println("Archive not uploaded.");
System.err.println(e);

1£ Amazon S3 Glacier F{#HAmazon SDK for NET T8 MNR/EH EERE
EAT NET 89 Amazon SDK £ SR FESR AP HIRH T EENBRED LEMEN S ZE,

£
.« {#MAAmazon SDK for NETHI &% AP| L1&#4%
« fEFAmazon SDK for NET{E API £ & NREH EERE

& FlAmazon SDK for NETH &% APl LERER
ZE% API By ArchiveTransferManager KR 7 &I ARSG R L& B XHEER Upload &
o

(® Note

BRI LAER Upload BiE EENEF AR, REGELEANXHRD , KEELBERE
B—RFEREEXH  ERER DR L& APl 2 B &30,

R~ : £ FHAmazon SDK for NETHI S API &R

BT C# KRB RPFERE LETXERAE (HRBRMN ) XEPHXHE (examplevault)o
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BRWMAEITUTREAND SR |, TSRS TRB RO, EREEMTLEXHBHRSZME RN
L

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kK.

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archivelId = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WritelLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

fE FHAmazon SDK for .NETIEZ API FE 2/ MREAR EEMR

ZAER APl RFFEHMIRERME T H%. TERFEH Amazon SDK for NET EEEFEREE,
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1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

FBEEREE LEMRN Amazon XiF, EEALLEFBRITHMERER SR AEZ Amazon X
=,
2. Bid8lE — UploadArchiveRequest KK SEHIREFREL,

BRTBELENBEUN  CEFTERHBERARNREMN ( SHA-256 HRF ) . XH4EFEBHM
IEHIIK 1D,

MREFEMKS ID, WRESFEASHBIREERITEREZWIEREXBKNIKS, ID. BEXESE
B , {525 Amazon SDK for .NET 5 Amazon S3 Glacier £& A,

3. USHHE RN RBHIERIR , BT UploadArchive Hit.

YERMRL , S3 Glacier JREIF £ RERMREE ID,

A~ ;5 Amazon SDK for NET{EHR APl E & MRES EEMR
AT C# REBRBIEEA T RIEM SR, ZRBIfEA Amazon SDK for NET fF#42E L& B34 &

(examplevault),

(® Note
BXATEENMERDP LEERNIKERE REST API WEE , BSF LEAME (KHANE).

BXRMMAETUT ROV D FZEHA |, TEEETRE RS, EEEEFRSFLEXHEREMETRHN
LT

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowlLevel

{
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static string vaultName = "examplevault";
static string archiveToUpload "*** pProvide file name (with full path) to upload

Rk UL
’

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Uploading an archive.");
string archiveIld = UploadAnArchive(client);
Console.WriteLine("Archive ID: {@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()
{
VaultName = vaultName,
Body = fileStream,
Checksum = treeHash
};
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;
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5/ REST AP| 128 —12/EHh EER=R

IERLAMER EEER AP HRAEENMRFER LENR, AXESFER  FEALEERE (A

W

o

TEREARBEHERE (7BREE)

E3

B

- DEREERE

- BRI

« ffF Amazon CLI & KEIME

- FAERT Java ) Amazon SDK 2R EE ABIRR
« {# A Amazon SDK for NET E4& KA Z

- f£/ REST APl SR FE KBEIEE

ﬁJ\

R EERE

#N7E Amazon S3 Glacier  EAEEEFRANR , FA1EHE Amazon S3 Glacier (S3 Glacier) &P A 25 &
FA&R EEKRTF 100 JKFT (MiB) B,

1.

2.

Friaa B L&

MBREERUBH DB &R |, S3 Glacier BREI DR L% ID |, ©RIED B L& —FRRE,
BENEADRLEREHDEZEEN ID, S3 Glacier TERAMELST |, It ID 4% 24 M AEBFRET
5,

EEBHIDREEHNERF , BREERKD (AFTHENEM ). RTBRE-BRUIN , BLENS
— BRERAIN R

® Note

R R AR, EFFEANEBMERAD, XEWE , £ B LEERN , BT
THEMERNPBATERASR EE. BREERT DR EERRERK/NEIT,

AN, R DR EEERF , BB MRE RN RRER,
LR
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MNTFEMREEER , ELRNESREESR 1 PRIV DR LZ ID, BbAL , BIERF |, EEHLH
BEERRBRERAERTNNVENANBTTE (AFTTAEN ) . S3 Glacier HEXEARREBEE
ERLGESINFHARRE, BTERHT LENE-—RNNREE , At , ESBRERERLER
CRAPMME , Bt , BAIEMAIRF EER. WA, BETUHIT EER, MREFERS 2L
FHNRERNARCE LEHR , Mol LENRSRES.

3. FEH (HFL ) 7BRLEE

LEMBEMERRE , B UERTRIRE, A, BELMEFRPIEE L ID, S3 Glacier HF
BRIERHENARCREUAAFIRFHES N 2B , NRIEERE. S3 Glacier X“5EK 7 B L&£"1F K
HY R R IR ROV RYRAVAER ID, WREE B REAERPRYE T AENRRER |, 1
S3 Glacier 2 ESHHAMNERMXEK, RNTKD B LERE , BT EI AT R LEE ID. XE
K& , BT EAGREZ D R LR ID X ER.

MRELZELEE  NETEERAZDRLEE ID EEHMEANR, 5ELEND R EABXEKRNE
AR S AN R FREBIERER. MRBEMTR EEEERT , WEAEEZEFELE , eBR
ARER I AR MK

By IR 53 BR £ A2 4 4E

Amazon S3 Glacier (S3 Glacier) 12t 7 A TN 2 B L% API A,

- JIHEBE—FIALRE, BAUIIEBESBR LENE, ERREEXEADTER L& LENBHNER,
FHFEMFHERER , S3 Glacier &%IRE 1,000 RNER. NREESRENDERLESIE | N
SZRENT , HEMMPRIRE—MEREMNEFTEMBHRESIRWIRIE, BFEERIEMMEREKRL
REENE, BIE , RENRIRTESERTR LEHEER,

« JHS R EE—FIALRE , BULIREEERITHS R EEANIIR, EE#THIREERETE
BREARTRIFLEN LE. XTHNMIEDERLEER , S3 Glacier ®Z%IRE 1,000 M7 B L&,
MREESHREAEIN  WER2ST , ARWNPLER —MERENEFEMERESIRN
rid. BRBEREMMBEBRRERZR RN R 4L,

BRiR

TREHRT 2B ELANROIE,
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ltem M3B

RAERAND 10,000 x 4 HFFT (GiB)

BREENDBRORABE 10000

DR 1MiB 2l 4 GiB , &E— N2 BRAL/NT 1 MiB, BRI LS

EXRME (RFTREN ),

DERPUIIAKFT (1024 KiB ) R 2 T , 4l
1, 1048576 (1 MiB). 2097152 (2 MiB). 4194304 (4
MiB). 8388608 (8 MiB),

FIHD BRIEREEN T BRNRAKE 1000

EIHD B EAZAERPRENDERE 1000
RAHE

5/ Amazon CLI t/& KREIf4Z

&A1 AR Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier (S3 Glacier) Al
BRER, NTHREREMRN LAHELR |, S3 Glacier B 72N API BEXZEFSBR L&, BYXLE
APl #24E , BRI LA D B EAERYER, SRR, BUEMIRF AR H1Tih EEXER, RENDERLE
BRW  NELAFEM LR ZTER , MEFEN LEENMERE, BAURKPN 1 FHEIKRLY 40,000
GiB WHERFERADT B L%,

BX S3 Glacier 7B EENEZER |, HSHP B LERBEME (2R EE ),

N

F&

o ( 5ER%ZH ) ®E Amazon CLI

o (RREH ) BE Python

o (ER%EM) BIE S3 Glacier X FE

« =l : £ Amazon CLI 5 B E& KBEIMNE

P EERBME API| MR 2012-06-01 114



Amazon S3 Glacier FEANGIER

( SeREM ) ®E Amazon CLI

1. TEHBEE Amazon CLI, XA |, iEZ 5 (Amazon Command Line Interface AFIEE) FH
ATE# :

Z % Amazon Command Line Interface

fit @ Amazon Command Line Interface

2. EwTRAFLHEANTHSREIU Amazon CLI RE, XERTEREEXNREEILE , AILFHE
FRRIAEL & SRV R

« R help 55,
aws help

- EFRMEHEEMK, L S3 Glacier XHEMWFIR | EEH list-vaults v, &
123456789012 BN E B S Amazon Web Services I 1D,

aws glacier list-vaults --account-id 123456789012

- EEE Amazon CLI WY RIBERIE , A aws configure list @,

aws configure list

( BREH ) REE Python

ERRORLEE | BXTITEE EEWER SHA256 MEKR %S, HIgESITEE FENHER
SHA256 WM ETE. EitEF AR SHA256 MR % |, ATLAER Java, C# ( EH .NET)
=% Python, TELLRBIF , E&FEA Python, BXREMA Java &% C# Hi%EA , TSR ITERK A,

BRZE Python WEZER |, 55 (Boto3 FXARIERM) HH LI FH Python,

( ERFMH ) 2l S3 Glacier XH-F

EFATEN R , XAED0E - S3 Glacier X4 E., BXxNANEXHENESZER , H5
7 Amazon S3 Glacier &I X4,

=~ : {EH Amazon CLI 9 Bt E4& KBIRYs
ERGIH | B - N HER DR & AP R/ER I U 9 B E4£E] Amazon S3 Glacier,
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/A Important

EFREERZE , FRREEHRITHEERFGNTR, ELAHE , XTCIEXHE | &
B Amazon CLI , #EZFEMH Java, C# = Python Kit & SHA256 HEE %,

TSR MEA initiate-multipart-upload. upload-multipart-part fl complete-
multipart-upload Amazon CLI &85,

BXRFAEXEGSHNEZEMESR , H25H (Amazon CLI 8 H5#E) HH initiate-multipart-
upload, upload-multipart-part Fl complete-multipart-upload.

1. fEH initiate-multipart-upload S BIE S R LERR. EENERP , BEEIEKRD (URFTEH
NBHM ) BRTERE—NDTBUN , ELENBINDBBSLANE KD, Bo) LEESE , BFXFE
EAEEMMIERNAD, B2 ERE—STERLEN , BNEEMNESN IR E KRN (LEF
NEBAL)

ETEMNHSE , & --vault-name M --account-ID SHMWEER N ECECHEE., HD
BESMNGFEEDBRANR 1 KFET (MB) (1024 x 1024 £ ) R, MREE  FEHR
It --part-size SHIE,

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

FRs

{
"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

TEE , Ha TR D R LA RIR £ ID M4 S3 Glacier ML E, EEEFRE , LRE
Rtk £4% 1D,

2. BERRHIF , BALUEAUTHTRE— 4.4 MB XK , FEHFDSHN 1 MB IR |, RF L&
MR, ELERBCHXY  BUURBRRUNTSREBBEHFI NS I RHA LEBIN TR

Linux 2 macOS
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AR 85 44E Linux 2 macOS L& —4& N file_to_upload B9 4.4 MiB B934,

mkfile -n 9000b file_to_upload

Windows

AT 85 1E Windows E8|Z—18 7 file_to_upload B 4.4 MiB #9304,

fsutil file createnew file_to_upload 4608000

3. ETR, LRIEHIXHFHFD A 1 MiB B3R,

split -b 1048576 file_to_upload chunk

FZOEBUTEMNR, BTENKNR 1 MB, &ZE—PR 400 TFTF (KiB).

chunkaa
chunkab
chunkac
chunkad
chunkae

4. fEH upload-multipart-part S A LA RN — N B, ERILUREAIREF LEHERS B, A,
BRI AHIT EED B, BRZTUN -9 B L5 L4 10 000 B,

ETENGSH , FE# --vault-name, --account-ID ] --upload-id SHHE, L&
ID %45 initiate-multipart-upload fof i PIRMEA ID HIEE, --range SHIEER
FLEEKNA1MB (1024 x 1024 F1 ) WD R AP BRNEHRE initiate-multipart-
upload HHEEN KN —F, MBEXE , FHEBLLEKX/NME, --body SHIEELE LENDER
9 & #Fo

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MREY , ZSTHERLTEE LEDBRREMB A H,

5. BRE{T upload-multipart-part WP L&D EENERSS. EFE NGTH --
range M --body Z28{E , FHELE &N 25 RHELTE,
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aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*"'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

® Note

BRAGTH --range SEERD , AN LENRE—N2ERNTF 1 MiB, NIRRT , &
M TEHNERBESIELESBREMBE T,

6. TR, LREANRHTRLE, BANTFEERNEKNF SHA256 HEBRFH.

EiTELRM SHA256 #EwR % | AILAEA Java, C# = Python, FEULRAIF |, BIFE R
Python. BXfEA Java = C# WiiEA , BSRITERK A,

B2 Python X checksum.py AU TRE, RFE , HEHREBXHHE .

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. 1217 checksum.py LAt & SHA256 e %, A TR HEASESENE HATE,

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aecastc4t7b308290ad12d084T69988ae0c

8. f#H complete-multipart-upload 8 S TR L&, Bk --vault-name, --account-ID, --
upload-ID Hl --checksum S8 HE. --archive SREUFTHEMBEEMRNE KD, It
BEXTNRNELENEBNFIER M2, IREE , FERLE,

P EERBME AP W< 2012-06-01 118


https://docs.amazonaws.cn/cli/latest/reference/glacier/complete-multipart-upload.html

Amazon S3 Glacier FRARIER

aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum

ERE , TR EAREN ID. REMUKIE S3 Glacier FHVE.

EAEAT Java B Amazon SDK % E& E1& K BIf4 2

EAT Java B9 Amazon SDK REM S RAER API #IRMH T LA KBEEN S E ( SHE Amazon
S3 Glacier B E&EE )

- ZER AP EHTETUARLAFARPIERNSZ. BEEZELEHOXH , ZHF ks —
BED FERMEREFEH Amazon S3 Glacier (S3 Glacier) F 2 B EE X FR DR AR,

s ZESR API EZMGE|KE REST 5, At , BRERET —MEE—BEPLERPIERAS L,
UR—AXEHRAMBN DB EENEZ, E5iHE T ERESR APl 2B L& RERRNBRE,

EXERFNER API WEZEE |, 5SS Amazon SDK for Java 5 Amazon S3 Glacier &4
E”o

E 3
« fEFAmazon SDK for Javali & AP| 9B E4& KEIRYE
« {HAmazon SDK for Javaff4k APl 2 By E1& KB4

£ Amazon SDK for Javaty &4k AP| 9Bk b/& K EIRY 3R

B EASR APl WHEEFEEEZDEFAEME, BEMERD  SRAPI TELREREESN
BRIEPLAEE  E2MEA S3 Glacier RIEMN DR 12 API L&EE, BEXEZER , B2HAFEA
Amazon SDK for Javafi &4k APl E{&R4%,

5 FHAmazon SDK for Javai& 4k AP| 7 Ex L& KBIRY R

FF AN ERS | B UERER AP ( BT EEPEEEFERUARLEWNE ) , UTREER
Amazon SDK for Java7 Bt L& KBRS

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
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BREEREELETHPREFEMEN Amazon X8, BFEALEFIRRITHMERERSSNAZEIZ
Amazon Xig,

2. BXAA initiateMultipartUpload 52B3I D& L4,

LEERME MR XEERN, ELANMREN AN, Ui RFEAMXER, BB
H6lE InitiateMultipartUploadRequest KHSEHIIRMLELER. ERMA , S3 Glacier iR
| E4& 1D,

3. B3 A uploadMultipartPart ik Ef£ER,
NFELZENB—BR , CEEREM4EES. NELBRPLENSKEEHENTTEE. BE
FEHREA , Uk E£ 1D,

4. BI A completeMultipartUpload HEFRER DR L,

BERERM EE D, BMEENREN, HEND (BLENRBRNASKD ) MXHES
#ro S3 Glacier M A2y 7 ER#F SRR IR E #5458 1D

= : {EFHAmazon SDK for Javaz By L& KBIRY S

AT Java 1’6557T{§U1EFHAmazon SDK for Javaff 4R L& BIX 4 E (examplevault), BXUENLEIT
LR RBIN 2 Fi588 , SR ER Eclipse 21T Amazon S3 Glacier B Java R, BEEEHF L/
XH# ﬁx%ﬁﬁiﬁﬂ’ﬂﬁﬁo

(® Note
L RBIXS 1MB X 1GB WERK/NERM, B2 , S3 Glacier XIFHR AN 4GB M5 R

Example

import java.io.ByteArrayInputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import java.util.Date;

import java.util.lLinkedList;

import java.util.lList;
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import
import
import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

.AmazonServiceException;

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

util.BinaryUtils;

class ArchiveMPU {

AmazonGlacierClient;
TreeHashGenerator;

model.
model.
model.
model.
.UploadMultipartPartRequest;
model.

model

CompleteMultipartUploadRequest;
CompleteMultipartUploadResult;
InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;

UploadMultipartPartResult;

public static String vaultName = "examplevault";

// This example works for part sizes up to 1 GB.

public static String partSize = "1048576"; // 1 MB.

public static String archiveFilePath = "*** provide archive file path ***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

client =

= new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

System.
String
String
String
System.

checksum =

out.println("Uploading an archive.");
uploadId = initiateMultipartUpload();

uploadParts(uploadId);

} catch (Exception e) {
System.err.println(e);

archiveIld = CompleteMultiPartUpload(uploadId, checksum);
out.println("Completed an archive. Archiveld: " + archiveld);

private static String initiateMultipartUpload() {

//

Initiate

DR EARBEME
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InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,
NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);

String contentRange;

int read = 0;

while (currentPosition < file.length())

{
read = fileToUpload.read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);

System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()
.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))

.withChecksum(checksum)

.withRange(contentRange)

.withUploadId(uploadId);
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UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =

client.completeMultipartUpload(compRequest);
return compResult.getlLocation();

5 F§Amazon SDK for NET E/& K BIf4Z

EAT NET B Amazon SDK RIS RFER AP HMIRH T o B LEAAXBEBRENGZE (SHE
Amazon S3 Glacier F FERIE )

- ZER AP RHTERAUAR LEEEARPIEENSE. BEEELEOXH , ZriakEs—
BAED EERMEREFEA Amazon S3 Glacier (S3 Glacier) A2 B EE XKD R AR,

- ZER API EEMSHEIKE REST i, Rt , BRMUT N2 —BREPLERIMIRNFE
DR —HRSRAEEN T B AN T E, EB2WHA T ERER APl 7B L& KB EENRE,
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EXEBRAER APl WEZEE |, 5SS Amazon SDK for NET 5 Amazon S3 Glacier &4
il

FB
« fEFAmazon SDK for NETHI S H API 7 E& b1& KBRS
« fEAAmazon SDK for .NETHER API 70 E& L& KBRS

fEFHAmazon SDK for NETHI S 4K AP| 7 Er B KREIRYER

B EASR APl WHEBEFEEEZNDEFAEME, BEMERD  SRAPI TELREREESN
BRIEPLAEE  E2MEA S3 Glacier RN DR L2 API L&IEE, BXEZER , BZHAEA
Amazon SDK for NETHI &R APl L&,

£ FHAmazon SDK for NETHI{EZK API 70 Ex B4 KREIRYER

FFEENRERS  EBAERER AP ( BOUEESPEEBERARLLEIEGR ) , ATEEH
Amazon SDK for NETZ Bk L& RERENID R,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
LEEEELERHPRFHERN Amazon XiF, BFEALKEFIRPITHAIERIER SN AR Z
Amazon X1,

2. @AM InitiateMultipartUpload FxBE D& L%,
LEERMETAMRAIXHERR. ELEANMERHOAD , AERREEMEXER, BLE

N2 InitiateMultipartUploadRequest EMEFIRHLES ., ERMA , S3 Glacier &R
B E4& 1D,

3. B @A UploadMultipartPart FE &R,
NFELENE—B , LEERHEXHGEZR. SEHBP LEANSRKXLAEHENFTTEE. B
FEHREA |, A% £ 1D,

4. BT EA CompleteMultipartUpload FiEER DR E1&,

BEERMB LZ D, BEMEERHREMN, HED (BLENAERNASKD ) MXHESR
#ro S3 Glacier M\ E&H 7 BRfE &R AR EIHSR 1D,
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T~ ERERT NET 89 Amazon SDK 2 B E & KBRS

LA C# K58 Rl {E FHAmazon SDK for NETR#423R L& B XHFE (examplevault), BRIAZEITIA
TREIN D HRE | HSRETRB R, CEEEHS LEXHEHREZERNRB,

Example

using System;

using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld = CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {@}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
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Console.ReadKey();
}

static string InitiateMultipartUpload(AmazonGlacierClient client)
{
InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{

VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

i

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
while (fileToUpload.Position < filelength)

{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,

partSize);
string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);
partChecksumList.Add(checksum);
// Upload part.
UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()
{

VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
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UploadId = uploadID
I
uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;

}

return partChecksumList;

}

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>
partChecksumList)

{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()

{
UploadId = uploadID,
ArchiveSize = filelength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName
I

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;

}

ffEF REST APl 9 R b1 KBRS

N

Wp R EEARBEEE (DBREE) AR, 7R EERE-ARE , XEREFILESR EEHIEFR
THRXRE, ARXERFNESFER , BSRALUT APISEEE :

- BEISBREE (REDEREE)
- LEBR(RELEZID)

- ERDREE (R LEEID)
« PSR EE (MBRE/ZID)
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« FIHER (BRELEZID)
s JHPEBEE (KB ERLEE)

1£ S3 Glacier F TR ZE

Amazon S3 Glacier 12t 7 —AMNEBiR4l 4 |, BUUERATROIEFNMERSIH4E, BR , BLEET
FERAEEREFIAEM S3 Glacier THEE. ETHRA., UMMEMXEERE , f45FEH Amazon
Command Line Interface (Amazon CLI) S BERB RKiEEER ( AIEZEFIA REST API /A Amazon
SDK) .

B X S3 Glacier 5 Amazon CLI & ERAMNEER , H2 1S3 Glacier B9 Amazon CLI &#, BEZR
4 Amazon CLI , i§Z ¥ Amazon Command Line Interface. LA T E B 4B tn{al {5 FH Amazon SDK for
Java, Amazon SDK for .NET 1 Amazon S3 Glacier REST API| 542 T £ 2 S3 Glacier.

£

« fEA Amazon #2#| 54 3% S3 Glacier 4%

- {8 Amazon SDK for Java £ Amazon S3 Glacier F FEHER
£ Amazon SDK for .NET #£ Amazon S3 Glacier N 4%
- £/ REST APl FEi#4=R

- {8 Amazon CLI £ Amazon S3 Glacier F FEHRR

£ Amazon &5 F S3 Glacier #4%F

M Amazon S3 Glacier REMER— N RLRE , CEATERYES , AGEESERE TS
H, EEFIMBERERES , B LMERBE/EL ( POST 46\l ) REST API #4E , 5% Amazon CLI
= Amazon SDK FHIZEREH 5.

£}
- BERRIET
c ATREBENEERR

M S3 Glacier REMER— N NBENTROIE,
KREMR
1. BIRRERRES.
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a. RELERRNWHEEN ID, BUMNXHEELEREME=E ID, B LlEY REST
APIl, Amazon CLI 2 Amazon SDK JREM#4ZE ID, BEXEZEE |, S ®E Amazon S3
Glacier P NEHXHEFE,
b. ERABEEN ( POST 1Bl ) BIEBHNES , iR S3 Glacier NEE T H EZENMEREHY

RN —ED

LB HESE |, S3 Glacier 2HEMBHIREES ID AR IEITES. (WSR2 Ak, EES
SERZE , BRETRESAH, )

/A Important

BIER ZRBOEES BUEM Initiate Job EREM , A4
PolicyEnforcedException & , BEXNRER TR K. BXBFEREZRBHNESE
B | 2 S3 Glacier IEK R%E M, BHX PolicyEnforcedException REMNEZE
B, FZHEIRMA

MREFE |, B LUERFMHE S3 Glacier FHIABEEKIFE ., BHXM S3 Glacier 7t KR EIEL
BEZEER , B3 (Amazon Simple Storage Service A ) T A T RN RN EF#EE,

2. EREFERE, FRARIRESHE (KIEL ) BETHFT.

BEULTHARAEZY  AEEEFZTEE , ATHESHEN -2, ¥ TRANEH , AXRT
BRENARETHRK (FW, BTREREREMAN ) BNEEFRHER, MREELE—ER
PREUES A  FERNERERE , NEFETINLEHRTETHAE, B2, MREUXRT
B, T - RESAHE , WERAFTEHRT R TREPOES , mMARE N,

S3 Glacier % ETMIES , RJE , BF FMERLH, FFEXKENED 24 MIRBALIH |
XEWE , BUNEESTREN 24 MEBRATERALH, EWELHNESREEETK , FEANT
T2 —KREHRS :

- EFESERBEH -EALUEE S3 Glacier EEKEF B BE X MBEXH Amazon Simple
Notification Service (Amazon SNS) &, S3 Glacier REEEREFSET 2 KIEBEH,

BEESE |, BRI ZESIEE Amazon SNS 8, BT EEWNESERFBIEE Amazon SNS
FELUN , MREBHNHEE N NEREREHIRE TBHEE , S3 Glacier &M% SNS T ./
BH, BXxEZEL | HSE1E Amazon S3 Glacier HFE & STHFEE A,
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« ERNEBEREZEE Bt LAFER S3 Glacier Describe Job API operation (iR ES ( FREVES
D)), AEHRBESFEE. ER , BIUSEA Amazon SNS BEH,

(® Note
£/ Amazon SNS BHIKENWEE 5@ Describe Job API B{EFTIREXMYE B4 E

BRQRIET

ERIREMENESE , BORFEHRNBEMNREAEREEATRRLENZ —. BEXEREENNE
B , %2 ¥ Amazon S3 Glacier Efts

o MIE - IERRAFEERBRRFEZRIFRERHRAIRIR B FMHEE S3 Glacier Flexible Retrieval
K S3 Intelligent-Tiering HEHEIEFHEKIE. W FERTHRAEMEE (250 MB AL ) 2AH
FRIEEMNR  FANMERRGENBEEEE 125 78N TH, MEEREBRREEETEN,
AUERAHNNERENRERE, BXELZER  BEHATRERE.

« PR SVERBRATEERPH NG REHNESHER, HERREEX 3 2 5 MHRTK. PRER
AEERRIATAIK RIE RN EERE LI

- HE - HER KRR S3 Glacier RIEAANKZED , FETUE - RAUBRENEAEREXRE (&
ERPBL ) WHIE. HERRBEX S5 B 12 PRATHK.

TREZLTHAMKRREDR, BXENNES , 13H Amazon S3 Glacier Efft,

E# 1T Expedited. Standard = Bulk #3% , #&4¥ RestoreObject REST API #{EERHH Tier
BRATRIEERNEEENIEI ,  Amazon Command Line Interface ( Amazon CLI ) % Amazon SDK
PEERIET, MREWETHRERE , WAMEMERRBPLELTENTMEESE BNREBLE,

MEERE

Ml ERERPRRELFTEN , IUFAGNMNELENARRBE. BINRERNBRE S 2HE
DELRAT 3 MINEK R |, HRMSIK 150MB/# (MBps ) KR EHFEHE,

MRENTHEABFERSHREENNBIEFEATNNLREE (ADHREN ) | BIUEBR
MARKERAE, RENEERENMERLRBE W ANES  ERERIBERT2HATTENS
Ro A , MREFERN AL RIMERR , BATWETEERZRTE,

==
™
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WRMEESE

BAILAEF S3 Glacier B#l& ., WEMEEZRE (POST provisioned-capacity) REST APl, Amazon
SDK =% Amazon CLI kBl ERE R, BXTMEERENEMER , BZSH Amazon S3 Glacier
Ef.

MEERERREE—NA , NX B NSRBI,

MRFHBBAN—NANE 3T X, IHABHATANANRE—R. flan, MRFHEHN 8 A 31
B, MUSHBEHANIA30H, MRFHEH N1 A3 B, WSHAHAN 2 A 28 H.

£ Amazon S3 Glacier 2 AMETEERE

1. &% Amazon Web Services Management Console , A/ EE A T MutFTF S3 Glacier 24
A : https://console.aws.amazon.com/glacier/home,

EEMHNSMERSD , EEBERLRRE.

EMEERELMN (PCU) T, EFEMWXE PCU, BLEFERMWSE PCU XY iFHE,
MREWETMEERE , TEBRAEUEEFBHA confirm,

1EFEME PCU,

o M D

RATREENERER

HIEM S3 Glacier TR , LA SLUERMIEEZRRAVEETE (B2 ) o MIANKRREN
R, MREEWTUTRE  BEEFTEERREM :

- EEEHHBIE T - S3 Glacier AP BERRIBERTREHN 24 NMIATHRRNVEIE. Fit , &7
RRABERRERNELL S , MEELEN TEAEERNERE TR REK,

« RRABERNERER -, RREZARETHSNHHUE —BROPR L& TXEXH
BOEBRRRIEXHFRN - L, EXPERT , EULBIERA - MREREE-RE
B, RS BRMNBHX MY, HE  BUUEHZIMRER , SMERGEF - -1
SN NHRSEES

LUEACERRBRHIRBEESH , BXARHUKFTINTHEE, EHRR , FTCEETUNE (&
RFFL ) iR, EMNEEHE 1-MB [EIFE ( 1MB. 2MB, 3MB , fkIth3EH# ) LT,

ZEENEREAUREHENERIATEEFTANEM 1MB [AIRLL. A , MREEE (RRES
TG ) TRERNREREMNE , NEEES B FERNEEELAARTRFNTT. AILERAR
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BARBRBBEEAIRPIERT, AXREZTXNFARERENTHNESER , TSR TR
FEa R A,

£ Amazon SDK for Java £ Amazon S3 Glacier | T &if4%

FEAT Java B9 Amazon SDK 2 SR FER AP #EEME T TEEENF .

x|
« {EAAmMazon SDK for Javam % APl TE#4=R
« {EAAmMazon SDK for Javaikd APl TE#4=R

&£ FHAmazon SDK for Javam 4 APl TE#4=R

ZE4P API Y ArchiveTransferManager KM 7B AU AR TEHAZEMN download %o

/A Important

ArchiveTransferManager FJF 8|2 Amazon Simple Notification Service (Amazon SNS)
B, URIZEBIT A Amazon Simple Queue Service (Amazon SQS) A%, RfE , BE3
THERZRES , HXNIIHTRAUERIITAEE, MREEATR , UFAKBTEH. GxKk
RNENFARE  BSH HERRIET,

= : {EHAmMazon SDK for Javafi &4 APl TEif4%=

LAF Java REBROIMFGMNEEFEIL (BBRM ) X3 (us-west-2) FEIXHE (examplevault) FTF
ST =E

BRETHROIND SR |, SR Eclipse 1517 Amazon S3 Glacier B Java 14", BFEEE
MIOBEME ID ME THMBNE G X REFRES ERHAR

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;
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import com.amazonaws.services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {

public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID ***";

public static String downloadFilePath = "*** provide location to download archive
k%1,

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();
glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");

sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)
{

System.err.println(e);

£ FHAmazon SDK for Javai&4k APl TE#43

BATR 2 fEFAmazon SDK for JavalE 4 APl K RN FEBEMT R,
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1. 82 AmazonGlacierClient 3£ ( FFim ) BIEH,

BEBETENMNP THREREMN Amazon Xig, BEHALEFPIRPITHMERESRSNARNZ
Amazon X1,

2. BidH 4T archive-retrieval FEE3) initiateJob %,

WA LB B2 — InitiateJobRequest RMEFIRBESEE , flin , BETHHRN
R ID, UREZF L Amazon S3 Glacier (S3 Glacier) B E & A EFSS TR EE M W% Amazon SNS *
B, fENMR , S3 Glacier IREES ID, MBI F—4 InitiateJobResult FEKEHIH,

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id ***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

B LLUERIBEFZTBE , LAER S3 Glacier RAEZHEN—Z 2, Fla , B LUET HRMATIE
AEHENER , LLiEKR S3 Glacier R AEZ4ZER 1MB Z| 2MB %45,

int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)

.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();
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3.

FEHFESTHo

BARMERNESHE CIEFHRETRNER ., MREESHESIZE T HRIR Amazon Simple
Notification Service (Amazon SNS) =B BEHEE , HE XS NEFEIEE 7T Amazon SNS E
7 , M| S3 Glacier e EERAEFEEIZEBKIEHEL

LA, BE A LUET A A describelob A% S3 Glacier REEESZHRIRS. REMMY |, £
F Amazon SNS FE#TEH T —2HEN X,

. BT getJobOutput FETEAESHE ( BHREBIE )

WA LUE B2 — 1 GetJobOutputRequest KHEFIRIBHIERER |, w0 , F55 1D MXHE
B ™o S3 Glacier IREIRY i H T GetJobOutputResult &,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

BENRBERSTHEMSHE, SUUERMIREREN -2 , IEBIEEN
GetJobOutputRequest FIEEEFTBEUARPMXR TFHEN .

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

£ R IEHY GetJobOutput AR , S3 Glacier REIE THNHBE B2 HREM (MRFBERESR
). BXEZEE , ESATREERERRL,

ERNTRPRERER , CREAUERFHITERRMN , HFHEE S3 Glacier MR R IEH R
WM LEE

NTHEET MIESEENERRRES , CERDESHRN , e FLERRIVEENRE
M (SHA256TreeHash), & AR WER —SHIANERE THN BN F T EERNERME, £l
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m, MREEHESURRUMFERFHENTHORRER , ARUAXRTHEAE | ﬁ?%"‘ﬂ’]ﬁ/\
GetJobOutput ERIFRE —MREH , WEAAUERFRITESTENESNBIAREMN , RS
TEMERE. B LUFEE S3 Glacier v 1E R &R R £ 5 F R IR @W&Bﬁ%ﬂ*ﬁtb& IDR7::AIN
BTHHNEANEZTEEES S3 Glacier EMEHNFZTSEEMER,

ETHRATENTRE , F55 =~ 2 : 8 Amazon SDK for Javaff4: APl # ZEREE— BRXHRTH
W

= 1 : {EHAmazon SDK for Javalk4 APl &Y=

BUF Java KRB RAIGMNEENXHETHER. F57TKE , R RFI&2EE— getJobOutput HHA
PTIHRENMH. AXRUXRTHMHN A , SR TH 2 . £H Amazon SDK for Javaif4t API
BRRER—BEXRTHEEE "

ZRBIMATATES ¢

« 812 Amazon Simple Notification Service (Amazon SNS) &

SERIES S , S3 Glacier 2@ EBALIXEH,
- B2 Amazon Simple Queue Service (Amazon SQS) B %1,

ZRBIAEIZBAGIKME NSRS |, LAE Amazon SNS BB @S X EE,

- BHESUTHIEEHE
EESERS | I8E 7 0IEM Amazon SNS =& |, LU{E S3 Glacier I ERZRESERZETLE
BA,

- EHKE Amazon SQS AFIRBESZE1ZES ID BEE,

MEREHEE , M5 JSON , HREIZSEEERIITRK. MREKIIZTR , M TEHHR
B BRE IZER Amazon SNS E A Amazon SQS BAFEBRM R EIE.

import java.io.BufferedInputStream;
import java.io.BufferedOutputStream;
import java.io.BufferedReader;
import java.io.BufferedwWriter;
import java.io.FileOutputStream;
import java.io.FileWriter;

import java.io.IOException;
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import
import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

java
java
java

java.
java.
java.

org.
org.
org.
org.
org.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

.io.InputStream;
.io.InputStreamReader;
.i0.0utputStream;

codehaus.jackson.
codehaus. jackson.
codehaus.jackson.
codehaus. jackson.
codehaus.jackson.

amazonaws

amazonaws.
amazonaws.
.auth.policy.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

util.HashMap;
util.List;
util.Map;

auth.policy.
auth.policy.
auth.policy.

JsonFactory;
JsonNode;

JsonParseException;
JsonParser;
map.ObjectMapper;

Policy;

Principal;
Resource;
Statement;
Statement.Effect;
actions.SQSActions;

.AmazonClientException;
auth.policy.
auth.policy.

auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;

services.
.glacier.model.GetJobOutputRequest;

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.

glacier.model.GetJobOutputResult;
glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;

sns.model

.CreateTopicRequest;
sns.model.
sns.model.
sns.model.
sns.model.
sns.model.
.sqs.AmazonSQSClient;
sgs.model.
sqs.model.
sgs.model.
sqs.model.
sgs.model.
.sqs.model.
sgs.model.
sqgs.model.

CreateTopicResult;
DeleteTopicRequest;
SubscribeRequest;
SubscribeResult;
UnsubscribeRequest;

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;
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public class AmazonGlacierDownloadArchiveWithSQSPolling {

public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static

public static

String
String
String
String
String
String
String
String
String
String

archiveld = "*** provide archive ID ****";
vaultName = "*** provide vault name ***";
snsTopicName = "*** provide topic name ***";
sqsQueueName = "*** provide queue name ***";
sqsQueueARN;

sqsQueueURL;

snsTopicARN;

snsSubscriptionARN;

fileName = "*** provide file name ***";
region = "*** region ***";

long sleepTime = 600;

AmazonGlacierClient client;
AmazonSQSClient sqgsClient;
AmazonSNSClient snsClient;

void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client =

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");
= new AmazonSQSClient(credentials);
sgsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
= new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

sgsClient

snsClient

try {

setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete

successfully.");

}

downloadJobOutput(jobId);

cleanUp();
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} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);
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snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {
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jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;

try {
output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead
do {
bytesRead = input.read(buffer);
if (bytesRead <= @) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {
try {input.close();} catch (Exception e) {}
try {output.close();} catch (Exception e) {3}

Q;

}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
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snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

| 2 - 5 Amazon SDK for JavafE4k APl R RRR— X T H A H

LT Java KB RBIM S3 Glacier R Z 4R, %R RAISEZE GetJobOutputRequest gt
EEFZTOERURRTHESH

import
import
import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

java
java
java
java
java
java
java

com.
com.
com.
com
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

.io0.BufferedInputStream;
.10.ByteArrayInputStream;
.io0.FileQutputStream;
.i0.I0Exception;
.util.HashMap;
.util.List;

.util.Map;

fasterxml

.fasterxml.
fasterxml.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.jackson.
fasterxml.
fasterxml.

jackson.
jackson.
jackson.
jackson.

auth.pol
auth.pol
auth.pol
auth.pol
auth.pol
auth.pol
auth

services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.
services.

core.JsonFactory;
core.JsonParseException;
core.JsonParser;

databind.
databind.

icy.
icy.
icy.
icy.
icy.
icy.

glacier.
glacier.
glacier.
glacier.
glacier.
.glacier.
glacier.
sns.
sns.
sns
sns.
sns.

JsonNode;
ObjectMapper;

Policy;

Principal;

Resource;

Statement;

Statement.Effect;
actions.SQSActions;
.profile.ProfileCredentialsProvider;

AmazonGlacierClient;
TreeHashGenerator;
model.GetJobOutputRequest;
model.GetJobOutputResult;
model.InitiateJobRequest;
model.InitiateJobResult;
model.JobParameters;

AmazonSNSClient;
model.CreateTopicRequest;
.model.CreateTopicResult;
model.DeleteTopicRequest;
model.SubscribeRequest;
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import
import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

sns.
.model.

sns

sgs.
sgs.
.s(Qs.
.model.
sgs.
sgs.
sgs.
sgs.
.s(Qs.

sqgs

model.

SubscribeResult;
UnsubscribeRequest;

AmazonSQSClient;

model.

model

model.
model.
model.
model.
.SetQueueAttributesRequest;

model

CreateQueueRequest;

.CreateQueueResult;

DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;

class ArchiveDownloadLowLevelWithRange {

public
public

public
public
public
public
public
public
public
public
public
public

public
public
public

public

ProfileCredentialsProvider credentials =

static String vaultName = "*** provide vault name ***";
static String archiveld = "*** provide archive id ***";
static String snsTopicName = "glacier-temp-sns-topic";
static String sqsQueueName = "glacier-temp-sqgs-queue";
static long downloadChunkSize = 4194304; // 4 MB
static String sqsQueueARN;

static String sqsQueueURL;

static String snsTopicARN;

static String snsSubscriptionARN;

static String fileName = "*** provide file name to save archive to ***";
static String region = "*** region ***";

static long sleepTime = 600;

static AmazonGlacierClient client;

static AmazonSQSClient sqgsClient;

static AmazonSNSClient snsClient;

static void main(String[] args) throws IOException {

client =

new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);

snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
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setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);

cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));
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}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws
InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
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new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < 0) {
System.err.println("Nothing to download.");
retuzrn;

System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;
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do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +
TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));

System.out.println("read = " + totalRead);

fstream.write(buffer);

startRange = startRange + (long)totalRead;
endRange = ((endRange + downloadChunkSize) > archiveSizelInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizeInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);
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}

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

£ Amazon SDK for .NET £ Amazon S3 Glacier F &4 %

EAT NET 8 Amazon SDK 2 S HFESR AP #RIZE T TEHRARMN 5%,

F&
o {EAAmMazon SDK for NETES % APl TE#4=R
« {EAAmMazon SDK for NET{EKZ: APl TEi#4=R

£ FHAmazon SDK for NETE % APl TH#4=

ZE% APl B9 ArchiveTransferManager KM T &AL AR T HZRM Download Fi&.

/A Important

ArchiveTransferManager FJF 6|2 Amazon Simple Notification Service (Amazon SNS)
E& , AR ZEBIT M Amazon Simple Queue Service (Amazon SQS) A%, RJg , ©R3h
THERZRES , HXWUIIHTRAUERIITAERE, MREEATR , UFAKBTEH. GxK8
RNENFAEE , BSH SERTIED

= : {EFAmazon SDK for NETH &% APl TE#4E
AT C# KB REGMNEZEFSD (BENMN ) XIGAWXHE (examplevault) A TFEHE,

BRIMASBITUATREN D SHA |, FZRETHRE TR, SREEMAAHE ID ME TH/ERMNE
b AR 7 BR 55 BRI

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld
static string downloadFilePath
store the download ***";

"*** Provide archive ID ***";
"*** provide the file name and path to where to

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{

currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
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}

5 F§ Amazon SDK for NET{EZ: APl &Y%

LA 2 fEAAmazon SDK for NETH{EZ APl T & Amazon S3 Glacier (S3 Glacier) f42RH S B,

1. 812 AmazonGlacierClient 3£ ( FFim ) BIEHl,

BEBETENMNP THREMN Amazon Xig, BEALEFIRPITHERESSNARNZ
Amazon X1,

2. B3 4T archive-retrieval FEBz) Initiatelob £%,

BRI B B2 — InitiateJobRequest EWEHIRBESFTEER , HlW , EETHRHHEN
PR ID , UREHE S3 Glacier IR X AESZTAEEM ATIE Amazon SNS £/, fERMEAL , S3
Glacier JREIE%5 ID, ZMB L F— InitiateJobResponse £ ZHlIH,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
ArchiveIld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***",
}
3

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

WA LRI EFRTBE , LAiEK S3 Glacier AR HEN—I0 , MU TERMT. ZBEREE
S3 Glacier RAEZ RN 1 MB E| 2 MB Z5.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()
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{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***",
}
};

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. % 1%77 TSP o

BURERNESHE CIEFHRETRNER ., MREBEXHESIRE THRIR Amazon Simple
Notlflcatlon Service (Amazon SNS) FBHBHEE , REEBHTSHIEE T Amazon SNS E

, | S3 Glacier 2 EERFFEEZEBTREEE ., UTHoAHNRBROIEAERT S3
Glacier #9 Amazon SNS K& HE,

A | BIE T LAES A A DescribeJob FER 1 S3 Glacier KBEESTERIRS. REMM |, &
F Amazon SNS FE# T EH T =HEN X,

4. BIHAT GetJobOutput FETHESHE (HREKE ) .

BRI LB 8122 — GetJobOutputRequest EMEHIRIBMHIFEREL , Hl , F£5 ID MXHE
B ™o S3 Glacier REIH % H{Z F GetJobOutputResponse &K,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

Iy

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))

{
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CopyStream(webStream, fileToSave);

}
}

HENRBERASTHEMNMSHE. SUUERE AIRRHHN -2 , AEBIEEN
GetJobOutputRequest FIEEEFTBEUARIMMXR THEN G,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
};
getJobOutputRequest.SetRange(0@, 1048575); // Download only the first 1 MB chunk of
the output.

R RH GetJobOutput AR , S3 Glacier REIE THNWHFEIL2HREF (MBEFHRBER
). BXEZEE , TSR T8 BENERREA,

ERNTRPREER , CHEEAUERFHRITERRMN , FHEE S3 Glacier MR R IEH R
BMME LR,

NTHEET TATENERERES , BERRESHRN , E28FEERRNEENRE

# (SHA256TreeHash), & AER WWER —SHIANERE THN BN FTEERNER ML, Bl

W, MREEFESURRUAMERFZNTONETE , ARUAKRTHE L | £5ENE1
GetJobOutput HRIFPERE—MREM , WETUEEFFITEETHHNSNME2HREM , K5
TEMERH, BALFES S3 Glacier 3 E M EHHERESFERMIRE R FMALR , SAHEIA
BTHNEANFTHEEE S3 Glacier HF#EHN F T SEEMEE,

ETRATIENTRE , 535 =62 : £H Amazon SDK for NETES APl K ZERRE— HXRT

1 1 : £ HAmazon SDK for NET{EZ, API #6842

LT CHREBRELMNEENXHETHER, FS5EKE , ZRHISEE— GetJobOutput AAH
THEANmH, BXRUXRTEHHEARE |, FS8E R 2 : #£H Amazon SDK for NET{E4 API %
FERRE—EXRTEE B

ZRBIMITUTES ¢
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« 1®E Amazon Simple Notification Service (Amazon SNS) F &

SERESSE , S3 Glacier 2B EF A X B,
- 1%E Amazon Simple Queue Service (Amazon SQS) RA %l

ZRBl&EZBA ST INSREE | LAE Amazon SNS EZEEB XK H B,
- BHESUTHIEENME,

EESERS |, ZRFGI&EE Amazon SNS £/ |, LA{E S3 Glacier I ETRES B RIEEE
. EHKZE Amazon SQS AFIREBEHEE.,

WMREHEE , M54 JSON , HREFFRBERNTR. WREKIITER , WTHER, ZRETR
Wﬁm JSON.NET FE ( #5# JSON.NET ) R%#7 JSON,

« BIMIERE IR Amazon SNS EZH Amazon SQS BABIE BRI X< B,

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadLowLevelUsingSNSSQS

{

static string topicAzrn;

static string queueUrl;

static string queueArn;

static string vaultName = "*** Provide vault name ***";

static string archivelD "*** Provide archive ID ***";

static string fileName "*** Provide the file name and path to where to store

downloaded archive ***";

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
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const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +

0 \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WritelLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
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}

static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
1)

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queuelrl,
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Attributes = new Dictionary<string, string>

{
{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}

Console.WritelLine("Got message");
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Message message = receiveMessageResponse.Messages[0];

Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);

Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);

string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)

fEF NET FEifsE API| R 2012-06-01 157



Amazon S3 Glacier

FRARER

{

R 2 : A Amazon SDK for NET{EZ API 1 R4 5E— RXHR T &k

byte[] buffer = new byte[65536];
int length;

while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

AT C# REBRBIM S3 Glacier REHER, ZRBRFISELE GetJobOutputRequest HIETH
EEFTEERUXRTEHESH L.

using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.IO;

System.Threading;

Amazon.Glacier;
Amazon.Glacier.Model;
Amazon.Glacier.Transfer;
Amazon.Runtime;
Amazon.SimpleNotificationService;
Amazon.SimpleNotificationService.Model;
Amazon.SQS;

Amazon.SQS.Model;
Newtonsoft.Json;
System.Collections.Specialized;

namespace glacier.amazon.com.docsamples

{

class ArchiveDownloadlLowlLevelUsingSQLSNSOutputUsingRange

{

static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName
static string archiveld

"*¥** Provide vault name ***";
"**%* pProvide archive ID ***";

static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***'";

static AmazonSimpleNotificationServiceClient snsClient;
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static AmazonSQSClient sgsClient;
const string SQS_POLICY =
nen 4
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
n {Il +
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

" \"Action\" : \"sqgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
DownloadAnArchive(archiveId, client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
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// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
18

// Add the policy to the queue so SNS can send messages to the queue.
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var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sqsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queuelrl,

Attributes = new Dictionary<string, string>

{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");

fEF NET FEifsE API| W< 2012-06-01 161



Amazon S3 Glacier FEANGIER

ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)
{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
using (Stream fileToSave = new FileStream(fileName, FileMode.Create,
FileAccess.Write))

{
long currentPosition = 0;
do
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{

fEF NET FEifsE AP W< 2012-06-01 162



Amazon S3 Glacier FEANGIER

JobId = joblId,
VaultName = vaultName

i

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}

currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

5/ REST APl T4
5/ REST APl T###4=
THMEE— NS RIANS RO TR,

1. J83) archive-retrieval XBMWES, EXEZER , BFSHEEEI (POST i),
2. EFERGE, TEEERBE. EXEZEE , BSHRIESHE (FREEE ) .
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£ Amazon CLI £ Amazon S3 Glacier F TE 4%

&I LAE A Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier (S3 Glacier) # T
SR EES

F&:

o ( 5%ER%ZH ) ®E Amazon CLI

« = : £ Amazon CLI FEMHE

( FoR%AM ) & E Amazon CLI

1. T#HHBEE Amazon CLI, Bxi%EA , 52 {Amazon Command Line Interface AF188E) FHY
LT ES :

%% Amazon Command Line Interface

Bt Amazon Command Line Interface

2. EMPTERELEALTHESRBIE Amazon CLIZEE, XEHGSSFEESRNIEMEIT | RILRE
ABIAE B X HHEIL,

- ZRAMEH help .
aws help

« EFRWMEHEEMKF L S3 Glacier XHEMNFIR | BEH list-vaults v, &
123456789012 BN E B S Amazon Web Services I 1D,

aws glacier list-vaults --account-id 123456789012

« E&EEF Amazon CLI WEBIRERIE , BEHA aws configure list if,

aws configure list
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T~ : 58 Amazon CLI THER4=E

(® Note

ETHNR , BLTAEHE ID, PR, 1-4 FREMNE ID, WRECLMEE FHMHEE
ID, BEEEE 5 %,

1. A initiate-job BB FERRREES. FREMEFIHENEE D,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FERs

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#H describe-job EREL—N EFHRE

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FAs

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#*** yault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

}
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BAMERNTSHECEFRETENESR, UREEXHESERETBARE , AEEBZHES
HTHEET Amazon Simple Notification Service (Amazon SNS) £& , Nl S3 Glacier 2E K IESH
EEZEBRIEER.

BOLRENHENREESHNEBNREE, EXEZELR , BSHE Amazon S3 Glacier B E
XHEBEH, RELXEREEH , S3 Glacier iR BIEEMN SNS EHAEH L.

4. TG, £/ get-job-output SRR FRAEL FTHEIXH output. json, XHFIEEHN
B=R ID,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HTEER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"ArchiveId":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** grchive hash ***"

}
{"ArchiveId":

1}
5. fEM initiate-job MTEIREXMHEFENMMRNIE. LFEEEASFSH , WTEHAR

M archive-retrieval,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archivelId

***\n}n

6. ¥ archive-retrieval F&=EMK. £ describe-job TR E L — PSR,
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aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. ERERESE , #FH get-job-output R FTHEWRE,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

I ER Amazon S3 Glacier H Ry Y3

o3& H Amazon S3 Glacier (S3 Glacier) BB HI A MIBRI4R, EMIBRAR , BXTEA Amazon
Command Line Interface (CLI) Si4m B IB A E#EFE A REST API Zif£H Amazon SDK for Java

M NET BREFERXLBIERER. ATEBNBUMAER Amazon SDK for Java Ml .NET 2&RREF
FE. REST API A% Amazon CLlI

E 3

« 5 Amazon SDK for Java £ Amazon S3 Glacier F il Br &4 2=

« 5 Amazon SDK for .NET £ Amazon S3 Glacier &l Br#%4 3=

« fE£H REST API Ml Amazon S3 Glacier #42%

« 5/ Amazon Command Line Interface 7 Amazon S3 Glacier H il B #45

B AN E — IR — R, ERRRREE , B4R EMBRIBERPEMERE ID, BB T
BOETEEENGENXHEBTLERKIREER ID. BEXTERXAEBFLENESER , BSHAE
Amazon S3 Glacier ¥ FEi X HEFE,

EMERAERE , BN BEREINERBRERNRRES , EHRRREFT LI,

FEEMIERAS SRR |, WAL ID EERTHRARORTRRY , LA RK , EABURT FTEMNG

52 .
5.

* R S3 Glacier WEIMBRIERFERE , HERZAFSEETRIE N THARRIE  WHERLRRE
ARER KM,

« 2N S3 Glacier WEIMBRIERE R , HRRREFERDHEN THERFHEE , WEREB TR
o
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BARERRRENESZESR , S M1 S3 Glacier # NHEZE",

HRERTEN. BEREHBRNERRSSHHEIR,

MERtRE , MREUBTHXHEEFE , NEARKESIRPIFECHBERAESE , BH S3 Glacier
BRRAYAEZ —IRXHEFE,

£ Amazon SDK for Java £ Amazon S3 Glacier F I BRf4 2

LT 24 B Amazon SDK for Java{&4 API MBI RN S &,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,
BEEEEFMHEZEMBRAEERN Amazon XiF, BFEALKEFIRPITHAIERIERSN AR Z
Amazon X1,

2. B3I —1 DeleteArchiveRequest KM ZHIRHIBFEREL,
BEERMEE ID. XHEZEHNENKS ID. IREFRMKS ID, MRGLFEASERMK

SEREEZMIEPHEXEMNIKS, ID, BXEZEER |, 1535 Amazon SDK for Java 5 Amazon
S3 Glacier £& 1A,

3. BB ARHEBERNR , 217 deleteArchive Fiko.

BUF Java KEBERULEA T BIEIRY S IR

AmazonGlacierClient client;
DeleteArchiveRequest request = new DeleteArchiveRequest()
.withVaultName("*** provide a vault name ***")

.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);

® Note
BXRIEE REST API W{EE. , BESRMIBRIEZE,
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A~ : 8 Amazon SDK for Java il BR1E Y

LA Java X8 R4 A Amazon SDK for JavaffliBRI%R. BXRIMIZTUA T REAN DT IHA |, BS
%) £ F Eclipse 11T Amazon S3 Glacier § Java R~ fl, BEEEH XHFEBHMSMERERID ZE
aN:c ke =

Example

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class ArchiveDelete {

public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");
} catch (Exception e) {

System.err.println("Archive not deleted.");
System.err.println(e);
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£ Amazon SDK for .NET £ Amazon S3 Glacier F | BR#4 3

FEAT NET 8 Amazon SDK 2N S HFER API ER2ME THIBRARNFE,

F&
« {EFAAmMazon SDK for NETS % API Ml BR#4 s
« {EAAmMazon SDK for .NET{K4: API il BR#Y s

& FHAmazon SDK for NETE % API Ml BR#Y==

ZER APl 9 ArchiveTransferManager KRAt 7 & LLA KM BR %M DeleteArchive A
o

R~ : {8 Amazon SDK for NETE % API JIBR#4SE

LA C# K53 RHIERAAmazon SDK for NETE R AP| RMIER#4E, AXxMALZEITUT REIM 2 H i3
BB, BSRETRERA, BEEFEHEMERE ID ZERWARE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();
}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
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catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

5 F§ Amazon SDK for NET{KZ% API I B&#42

LLTF 24 HAAmazon SDK for NETHIBRASRN S E,

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,

BEEREFEEEMBRIZEN Amazon Xig, ZEALEFIRRITHMERESRSNAZENZ
Amazon Xig,

2. Bid8lE — DeleteArchiveRequest EHSEHIEEFEREL,

BEERMEMEID, XHEEBHMENIKF ID, MRETREEKS ID, RELEASEIREE
SHiEREEZMIEBHEXBEMNIK, ID. BEXEZEER |, HS Y Amazon SDK 5 Amazon S3 Glacier
“£aER,

3. USBHERNIBHBERIIR , 51T DeleteArchive FiE,

= : {8 Amazon SDK for NET{KZ: API I BR#Y S

LA C# RGBT BIEMN S B, Z R BI6EH Amazon SDK for NET BIE4 API Ml BREYZE,

® Note
BXIKR REST API M58 , B RMIBRE R,

BXRWMAZEITUTRANS S HA |, TSRS TRE RO, SFEEEMSMEREE ID ZERHAE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void DeleteAnArchive(AmazonGlacierClient client)
{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName = vaultName,
Archiveld = archiveld
};
DeleteArchiveResponse response = client.DeleteArchive(request);
}
}
}

£ REST API iR Amazon S3 Glacier 4%
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- BXMBIBRAEEAPINESZEER | BESHE MBREE,
- BXfEMA REST API H{fEE. , & @ Amazon S3 Glacier B APl %,

£ Amazon Command Line Interface £ Amazon S3 Glacier F i R4 2

& LAE A Amazon Command Line Interface (Amazon CLI) £ Amazon S3 Glacier (S3 Glacier) Al
CEES

FB;

o ( 5%ER%ZH ) ®E Amazon CLI

« =l : EH Amazon CLI MIBRTZ#S

( FoAR%A ) & E Amazon CLI

1. T#HHBEE Amazon CLl, BXi%EA , 52 (Amazon Command Line Interface AF 188 FHY
LT ES :

%% Amazon Command Line Interface

Bt Amazon Command Line Interface

2. EMPTERELEALTHESRBIE Amazon CLIZEE, XEHGSSFEESRNIEMEIT | RILRE
ABIAE B X HHEIL,

« ZRAMEH help .
aws help

« EFRWMEHEEMKF L S3 Glacier XHEMNFIR | EEH list-vaults v, &
123456789012 BN E B S Amazon Web Services I ID,

aws glacier list-vaults --account-id 123456789012

« EEF Amazon CLI I EHBIEBERIE , BEHA aws configure list aif,

aws configure list
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M : £H Amazon CLI Bl BR1EHY

1. fEA initiate-job R EEERREL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FERs

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "##** jobid ***"

2. f{#H describe-job HRE L —MREELIRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FAs

"InventoryRetrievalParameters": {
"Format": "JSON"

I

"VaultARN": "*** yault arn ***",

"Completed": false,

"JobId": "#*#** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FR/HESTER.
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BAMERNESHECEFRETENESR, UREEXHEFRETBARE , AEEBHES
HTH:E;ET Amazon Simple Notification Service (Amazon SNS) £& , Nl S3 Glacier 2E K IESH
EEZEBRIEER.

BOLRENXHENRSEESHNBEANREE, EXEZEER |, 5 HE Amazon S3 Glacier RELE
XHEBH, REXERBESH , S3 Glacier RAMIBEMN SNS THKIEHEE.,

4. ERE , £/ get-job-output K REI TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *#** jobid *** output.json

TR —NMEE AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1)
5. 2 delete-archive S M HETHRENMER | BETFRELAE,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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¥ Amazon SDK & Amazon S3 Glacier &4

Amazon 2t — £ SDK , Bi#&FF & Amazon S3 Glacier R FAEF. SDK ESEJERE S3 Glacier API ,
A LA BN RIEES . Bl , I T RiXZF S3 Glacier WENER , BABIELE FTREVILENIE
K., EEH SDK ER , ERERERBPEM Amazon Z2iEE , EATEMENLSEFGEHSEELR
£ F S3 Glacier BWiER A, Amazon SDK £ T AT G FIKEZ REST APl B E , AR JiL BB
& 3R F 40 328 i 37 49 B dE 7T o

FB

« EAT Java A .NET ¥ Amazon SDK

« % S3 Glacier & Amazon SDK && £ H

« ¥ Amazon SDK for Java 5 Amazon S3 Glacier £ &% H

» ¥¥ Amazon SDK for NET & Amazon S3 Glacier & &

Amazon Command Line Interface (Amazon CLI) & A FEE&EH Amazon Web Services ( ‘@¥E S3
Glacier ) W4 — T B, X T# Amazon CLI BW{EE , iZ® Amazon Command Line Interface,
B> S3 Glacier CLI snsHI%IX |, 55H (Amazon CLI #8552 Z) https://docs.amazonaws.cn/cli/
latest/reference/glacier/index.html,

ERATF Java fl .NET 89 Amazon SDK

EAT Java 1 NET #89 Amazon SDK £ TERMNERLERFE,

EBANFEARERES | Lo ERKETAmazon SDK for Java FlAmazon SDK for .NET £
Amazon S3 Glacier #9741,

ftAREE API ?
BRRSEREFEEZZMRE S3 Glacier XFHIEKE REST API ( Amazon S3 Glacier B9 API & ) , Xt

T8 S3 Glacier REST &4 , B4 API FRE THNMN A ZE., ATRHBEREENERIR , UK
AT 4 S3 Glacier MR MEN N R, BRTEBRFERIKE S3 Glacier IEHN R TEE,

BEXXERGEFRIETENESR , B2 Amazon SDK for Java 5 Amazon S3 Glacier £&
A A Amazon SDK for .NET & Amazon S3 Glacier &£/,
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fTAREER API?
RNTH-—SECNARFETR , SEFENRERERARTESRNHMR, Bl

- FRER—ECRERR AP LERR | NRT XHEUREEEEDREEENGERMRUN
FRZEERMERARNBREMN ( SHA-256 WK H ) . ER , B8R APl 2R EITERK N,

- TERRINHEEFLE—ERAERR AP THHE , SEXERIES , FHESFTHA , RAFRE
&l BEEREMMAERIEE Amazon Simple Notification Service (Amazon SNS) & ,
LA{E S3 Glacier EE L ERABAE, 1 , EEFEFEHAENCHIFRRETSEREERD
EXMEEZET, ZERAPIRETATTHHEENSGE , ZHE2LEMENXESR, BRE
EEME ID UREERE TEROBTER HREE,

EXAXEHEFATIEQEMEER |, FS S Amazon SDK for Java 5 Amazon S3 Glacier &&
AR Amazon SDK for .NET & Amazon S3 Glacier &M,

At fE A S RAER API?

BE , MRER API RHTERTREMENGE , WENERSR AP, RAXHFLEREE, B
=, MRER APURBRMEIZINEE , NETUERER AP, 5, ER AP E R FXRERITHRE
2Hl(plm, EREIAMBHTERNZE ). filn, EAMERN , S8 AP 2FAXHRIKRAER
HHE-—BREPFLEEHE  EREASRLEME AP, I, ZAPIZEERENEREE , WHUE L&
AMEHIT, BR , ENNAEFIRFENXLERE#TANELRS , EXMBERT , EAIUERER
APl,

¥¥ S3 Glacier 5 Amazon SDK &4

Amazon BT R TEE (SDK ) EATHZERREES. BIMRATRIEIEHER AP, RIBTR
BIMHE  ETFRAREBERMBUEERESHENAER.

SRHEFF % T B AR

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for .NET

Amazon SDK for PHP
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https://docs.amazonaws.cn/sdk-for-java
https://docs.amazonaws.cn/sdk-for-javascript
https://docs.amazonaws.cn/sdk-for-net
https://docs.amazonaws.cn/sdk-for-php
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BREFETEEH,

Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

EATF SAP ABAP B9 Amazon SDK

BX4BET S3 Glacier BWRHl , i5SREA Amazon SDK B S3 Glacier By =4,

£ Amazon SDK for Java 5 Amazon S3 Glacier &4 A

W Amazon SDK & Amazon S3 Glacier & & F R PR , Amazon SDK for Java 2% 7 H[a
Amazon S3 Glacier (S3 Glacier) ISR FIKR APl, BHX F#HAmazon SDK for Java HEER , S
&R T Java B9 Amazon SDK.,

(® Note

Amazon SDK for Java 12t T AT iA 8 S3 Glacier W& RELZ 2B ik, NARFNYE—IF
FisHELZECRAEEFRAREF R , BRI IERN —T&KRESKE,

£}

- ERESR API

- EASHRAPI

 ffH Eclipse 7217 Amazon S3 Glacier # Java =4l

- REWSK

FEHER API

K% AmazonGlacierClient 1R 7RSI S3 Glacier (Amazon S3 Glacier #) API 32&) HWIK/E
REST &ENFIE 1. HHEREM—FIEER | SELMGEERNNBERTR , FRHBEITR ;
FiZzMNNRP , HETEMRERE S3 Glacier MR,

{5130 | AmazonGlacierClient EEBMT createVault FERBIEXHE, LEZLBRHFAIEEN
BRI HE REST 2 (BSHQNEXHE (1REXHE )" ) . BEFERALSE , BAMEIEZEW S3
Glacier M RHY CreateVaultResult FRMEHI , tALLT Java RIBERFIR :
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https://docs.amazonaws.cn/pythonsdk
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AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

ERPNAERIREIERER T &K,

@ Note
EolEERe , ENKBERAIETE AccountID, BR |, £ AAmazon SDK for Javaht |
BRHPW AccountId B HER , Fit , REEPHAERRTAIE AR RELLE. AccountId
Fh2 Amazon Web Services IKf° ID, Ib{E S G AR ERFITER B EIE AT
Amazon Web Services K= ID tHIEHL, AT LAIEE Amazon Web Services 1K ID , & iE
BEE, BE—®ERT , S3 Glacier FAS AR E R 1TER EIUEXEH Amazon
Web Services Ik ID, MRFIEELHKS ID , BOEEPIFBEFH. FHAmazon SDK
for Javalt , MR EKRBEMKS ID , MELSFKS ID BN

FEHE% API

RNTH—FSECNARFEIF L , Amazon SDK for Javaigft T ArchiveTransferManager 3 , %
KRAER API FHRELEFEXIN TESRNBR, SHAMRER®TERNSZE | 20 upload M
download 5%,

Flgn |, AT Java RBBERBEA T upload SR G ER EERHE,

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";

ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveld = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();
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BFEE , BRITHEMRERLNMARBELR ArchiveTransferManager X REHEER Amazon
XiH, @RERIEEEA Amazon XI5 , Amazon SDK for Java 2 us-east-1 iRE N EIA
Amazon X1,

LEREPRNAAE SR REIERER T &R,

(@ Note

&S ArchiveTransferManager A LAEIE AmazonGlacierClient SEHI5g
AWSCredentials SEfIR¥E,

£ Eclipse & 1T Amazon S3 Glacier #J Java =4l

Al Java R RO FE 2 HFRXELREFZHHAmazon Toolkit for Eclipse. BXALZEREFEIEL
B MRANEELR | 533 http://aws.amazon.com/eclipse. LA TS [ 5| S &1 AN A PR 4 A
Java fRE3 RH1,

B2 Java R RAIMNENIRE

1 i Amazon SDK for Java = EEEA T Java B9 Amazon SDK #1121t Amazon Zif &
PR |, 9 Amazon EUE B2 BRI EUL B & S

2 £ Eclipse F&IZ —/N#TH Amazon Java BB, Lt B £ Amazon SDK for Javait 1T
THEEE,

3 FRBMNEEZRENI D EHEENIE,

4 BEIRETIEMEREEHRNRDL, 4l , MR EAEMNH | NEREERENZHE
E Mo

5 BITZRE, RIEREMEA Amazon Web Services Management Console |2 7 Xt

R, B Amazon Web Services Management Console WE ZE R |, B F http:/aw
s.amazon.com/console/,

R B I

FRIABERT , Amazon SDK for JavaeffEAim = https://glacier.us-
east-1.amazonaws.com. EAILLERRERA , LT Java REBERFI o
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AT B B B Al fE R R AP i IREB N X E B E (RENKM ) XE (us-west-2)o

Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

LT RBEREANAEASR AP Fimn IRENXE S (REBRMN ) X,

glacierClient = new AmazonGlacierClient(credentials);
sqsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sqsClient.setEndpoint("sqs.us-west-2.amazonaws.com");

snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sqgsClient,
snsClient);

BXZXHEF Amazon XiEMig /55K , i5Z M 1517 Amazon S3 Glacier,

% Amazon SDK for .NET 5 Amazon S3 Glacier &4 &

AWSSDK.d11 ##2{tAmazon SDK for .NET APl, X F#Amazon SDK for NETHEZEE |, B
B RBIMEBE, I Amazon SDK 5 Amazon S3 Glacier &4 £ A AR , Amazon SDK for NET12
HERFELR AP,

® Note

K& API e % APl BHEELZEE P imXKiF R S3 Glaciers NARFREIE —NEFIRHE
SECEEEFERALE,E , BRFIHER —TIRESE,

FB
. ERIREK API
- FEHAER API
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. BITRBRH

* Lzﬁgﬁmﬁi

RS API

K4 AmazonGlacierClient 3Ki2t TSI E Amazon S3 Glacier (S3 Glacier) (Amazon S3 Glacier
) APl &) WIKR REST BENFIE B E. BAEPEA -5 AR | SERLT 00 MY E R
K, HREMAXNK , FIERN A ETIENRE R R EREIRE S3 Glacier MR,

5180 , AmazonGlacierClient KiEH T CreateVault FERGIESHE, A ELSBERIE
EHIEXHE REST B ( BSRCIEXHE (REXHE )" ). EFERALLAZE , B4 0E
CreateVaultRequest # CreateVaultResponse KEEA] , SR HIERE S MW S3 Glacier
M, MEATR CH# RIBERFIR :

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()

{

AccountId = "-",
VaultName = "*** Provide vault name ***"

};

CreateVaultResponse response = client.CreateVault(request);

ErRPHNAA RS REIERER T &R,

@ Note

EolEFERE , I ENKBERALIEE AccountId, BR |, £ HAmazon SDK for .NETHT |
BRHPW AccountId B HER , Fit , REEPHAERKRAIE AR RELE. AccountId
= Amazon Web Services Ik 1D, LB MSHE BRI ER#ITER W EIEHE BN
Amazon Web Services K/~ ID tHIEHL, AT LAIEE Amazon Web Services 1K ID |, & iE
BigE , B#E—MERT , S3 Glacier fEA S AR ER#H TR WEIUXEKA Amazon
Web Services I/ 1D, MREEELHIKS ID, BOEEHPIHFEFR. £HAmazon SDK
for NETHE , tNREREHKS ID , WESFKS IDRER
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FERASE% API

RT#—FECRARFFF A , Amazon SDK for NET#RM# T ArchiveTransferManager 3 |, %
ERER AP P ELE S EXUESRNER, SHEAMREREBTERMNAE , #1210 Upload M

Download,

fBlan , AT C# RIBERER T Upload R A ER AR

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archiveIld = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

BEE , BRITHEMRERLNAREELR ArchiveTransferManager X R HEEMN Amazon
X, EEPHNMESRREEHER T IHER,

@ Note

=4 ArchiveTransferManager XMAFERS AmazonGlacierClient B iR , &7
DERZBRZEFIHRBAEL ArchiveTransferManager 8|2 ZEF o

& TG R

AT NET RBREAVEMEARXERE Amazon SDK for NET, BXEZER | FHIEAT NET
7 Amazon SDKo

DTEENEBR T N ERmPRUEN KRB RO TR,
B2 NET R RAEI — &R (A Visual Studio )

1 A Amazon ZiFSIZFUFRE X4 , EA T NET 89 Amazon SDK E&ELE Amazon
EAE AR

2 £/ Amazon ZZ11 B AR B ZFTHY Visual Studio T H .

3 S B X4 Program.cs PRI E R N RIEEFDIRNLES D HLE,
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4 ZE1TZAB, BIEREAFA Amazon Web Services Management Consolef| 2 7 X¢
%, B Amazon Web Services Management Console WEZEE. |, B2 http:/aw
s.amazon.com/console/,

R B U

FRIAER T , Amazon SDK for NET i RIRENEEFEI (BBXM ) X4 (https://
glacier.us-west-2.amazonaws.com), &7 SUFIRQIRE N HM Amazon X , I T C# K15
BT R0

BT RBEREANAERER AP FisRIRENZEBER (XM ) K& (us-west-2),

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

UTRBREANAERASHR AP FiR QIRENKE B (HBRMN ) X,

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

BXRZ X Amazon XMk S W&HF K , S 1518 Amazon S3 Glacier,
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£/ Amazon SDK B S3 Glacier B3 R4l

LR RIS R0 S3 Glacier & Amazon BEF X T ES ( SDK ) —2 A,

REREAEEFNRBER , LTELTXHIET. BANEZTRET BNAERENMRSEE , &
A LUEY BRI R MERS RO L TXEFRE,

GRRELFAESER -RSHP ARSI EHBREXEFEESHRBRH,

BX Amazon SDK FFE A R IERMAMARE RO TEIIEK | ESR & S3 Glacier 5 Amazon SDK £ &
. REBXBFEERAINNERUREXETM SDK IRAH #4115 2.

FrReER

Hello Amazon S3 Glacier

UTRBROIERT WAFEEER Amazon S3 Glacier.
NET

Amazon SDK for .NET

(® Note
# GitHub L EFEEZ AR, & Amazon RIS REIFM#EERERTRRE , 7 # Mt
TIRENETT.

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier

{

static async Task Main()

{

var glacierService = new AmazonGlacierClient();
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Console.WriteLine("Hello Amazon Glacier!");
Console.WritelLine("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
Console.WriteLine($"{vault.CreationDate}:{vault.VaultName}, ARN:
{vault.VaultARN}");

}
}

« Bx APl #4EE , 2 (Amazon SDK for .NET API &) B ListVaults,

KB RBI

 f5H Amazon SDK ¥} S3 Glacier A THIR1E
A Amazon SDK #5275 1% Amazon S3 Glacier X #
« f£F Amazon SDK 612 Amazon S3 Glacier 3X#FFE#Y 2 Bt 1%
 fEH Amazon SDK #|# Amazon S3 Glacier X #F
 f£/ Amazon SDK il Bk Amazon S3 Glacier X #F
« A Amazon SDK #ilBk Amazon S3 Glacier 74
« f£H Amazon SDK ik Amazon S3 Glacier 3 # B 41
 fEH Amazon SDK iR Amazon S3 Glacier X EES
 fF Amazon SDK iR Amazon S3 Glacier 3X#FE
« fH Amazon SDK T # Amazon S3 Glacier 714
« f# /A Amazon SDK 3REX Amazon S3 Glacier {55 #i H
+ f£/ Amazon SDK 3kEX Amazon S3 Glacier X #EEBHEE
£/ Amazon SDK %l Amazon S3 Glacier {5
« fH Amazon SDK % Amazon S3 Glacier 3X# E L
 f£/ Amazon SDK %l Amazon S3 Glacier X #FE
 fH Amazon SDK ¥ % Amazon S3 Glacier X#FEEE %
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 fH Amazon SDK M Amazon S3 Glacier X EH R RFH
« f#/A Amazon SDK & & Amazon S3 Glacier X E & Al
« £/ Amazon SDK ¥77#4 L% F| Amazon S3 Glacier X # &
« EMFEH Amazon SDK £ S3 Glacier K375
 f5H Amazon SDK fFX#Z#4%) Amazon S3 Glacier , REUBX X Ba1ES
 fEH Amazon SDK 3RER Amazon S3 Glacier F14 M & 3 Ml BR 17 44

£ Amazon SDK X} S3 Glacier i 1THY iR 4E

AT RS RGER T A {E B Amazon SDK R#H1TE N S3 Glacier #E, XLERIBTIEFEAT S3
Glacier APl , RAME LT XARBITHAEBFNRB TR, BNRGEITE—NER GitHub A5
2, B UEEPRIERRENETRBHREA,

LT RN BERERNEE. BXTEYEK , 55 Amazon S3 Glacier APl &,

L]

« £/ Amazon SDK F#rZ R ME| Amazon S3 Glacier X
« £ Amazon SDK 812 Amazon S3 Glacier X#EM 2 BB £4&
- £ Amazon SDK 2 Amazon S3 Glacier X# &

- ¥ Amazon SDK #ilBk Amazon S3 Glacier X # &

« £/ Amazon SDK ik Amazon S3 Glacier 7744

« £ Amazon SDK il Bk Amazon S3 Glacier XX # & Al

« f#/A Amazon SDK #iiR Amazon S3 Glacier X#EES

« {#£/ Amazon SDK ##i® Amazon S3 Glacier X FE

« {#£/ Amazon SDK T & Amazon S3 Glacier 174

- {#f Amazon SDK 3XEX Amazon S3 Glacier £ 4 tH

« f#/A Amazon SDK 3REX Amazon S3 Glacier X # @ A B
« £/ Amazon SDK %l Amazon S3 Glacier f£%%

 fF Amazon SDK % Amazon S3 Glacier 3X# FE %

« f£H Amazon SDK %l|if Amazon S3 Glacier X #

 f£H Amazon SDK # % Amazon S3 Glacier X5 ¥
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+ f£/ Amazon SDK M\ Amazon S3 Glacier X FEH R RFN

- {8 Amazon SDK i&{& Amazon S3 Glacier X EBEH

 f£A Amazon SDK 7744 £ 42 2] Amazon S3 Glacier X

£/ Amazon SDK FFFrZ 7R NZE Amazon S3 Glacier X #E

LT RIBRENER T WA Z5 0% Amazon S3 Glacier X4 F,
NET

Amazon SDK for .NET

(® Note
£ GitHub L EEEZ AR, &£ Amazon (RIS REIFEEHERTERE | 7 # it
TIRENETT.

/// <summary>

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>

/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,
string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
},
AccountId = "-",
VaultName = vaultName,
I

var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;
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}

« X API #AEER , 558 (Amazon SDK for NET APl £#) f#y AddTagsToVault,

CLI

Amazon CLI
LTHSEEBR my-vault B XHEFRMEMNRE :

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --tags
id=1234,date=july2015

Amazon Glacier EHITIREFNZEE—/NIKF |ID S , B &7 LUE FIiE F /KIS E IE £ £ AR K
Fo

- BX API#AER , SR (Amazon CLI (s 55 E) FH AddTagsToVault,

B X Amazon SDK FE A RIEEMREBROINTESIXR , 1555 F S3 Glacier 5 Amazon SDK £4&
. REBEBEEXRAINNEEUREXEFM SDK IRAH FHE 2.

58 Amazon SDK %2 Amazon S3 Glacier X/ 2 Bk L&

AT RBIETR T {a 12 Amazon S3 Glacier X EM 2 B 1%,
CLI

Amazon CLI

LT a5 EAEREET 1 MiB (1024 x 1024 =1 ) 2% -

aws glacier upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-

id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTQ3L9yetr22@UmPtBYKk-

OssZtLqyFu7sY1_1R7vgFulVeNtcV5zps]

Amazon Glacier EHITIRENEZEE—/NIKF ID %% , B TLUFEREFTRIEE EEFHANK
Fo
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EXSHRARMNHERE Lo BXHNEE. CESHXA HTTP AESE , ERZoRE
EXERNFERPERANFT, £ IDH aws glacier initiate-multipart-upload s
SiRE |, WA BAEA aws glacier list-multipart-uploads JRERE.

B4 {EH Amazon CLI £ E& E4£%] Amazon Glacier WEZEE |, i55 1 (Amazon CLI A #g
) BH“EH Amazon Glacier’,

- BX APIFAER , H5H (Amazon CLI APl 2Z) H# UploadMultipartPart,

JavaScript
SDK for JavaScript (v2)
(@ Note
£ GitHub LEFEEZHNE. £ Amazon KB RBIIFHERERTERG , T #F a0t
TRENZT,

B2 Buffer XY RHY 1 KFZFT XRS5 R L&,

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" 1}),
vaultName "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
return;
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console.log("Got upload ID", multipart.uploadId);

// Grab each partSize chunk and upload it as a part
for (var i = 0; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
};

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

i

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);
} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, "seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);

1)
1)

1)

« BXEZELR , H3 5 Amazon SDK for JavaScript 7 & A A {55,
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« BX API HiFELR |, 2019 (Amazon SDK for JavaScript APl %) HH
UploadMultipartPart,

BX Amazon SDK FF & A R IERm MR ROINTEYIXK , BESR & S3 Glacier 5 Amazon SDK £ &
. REBRBEEXRAINNERUREXEFM SDK IRAHFHE L.

A8 Amazon SDK %2 Amazon S3 Glacier X4 &
AT RS R E R aN{a 812 Amazon S3 Glacier X4,

BERFIRAEEFNRBRER , YAELTXHET, EUTRBREG | BUUEFHRENLET
X

- EEXM  REUBRABIES

NET

Amazon SDK for .NET

(® Note
£ GitHub L EEEZ AR, £ Amazon RIS REIFEEFERTERE | 7 # Mt
TIRENETT.

/// <summary>

/// Create an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to create.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateVaultAsync(string vaultName)

{

var request = new CreateVaultRequest

{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,

};
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var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");

return response.HttpStatusCode == HttpStatusCode.Created;

« Bx API F4EE |, i3 (Amazon SDK for NET API &) f#§ CreateVault,

CLI
Amazon CLI
LTS alER AN my-vault BETSXHE :
aws glacier create-vault --vault-name my-vault --account-id -

Amazon Glacier EHITRENFEE MK ID 2%, BER LR EFFREE E1E£EHRIK
Fo
« BX APl i#FAEE |, 28 (Amazon CLI (s 52#) F# CreateVault,

Java

SDK for Java 2.x

(® Note
£ GitHub L EEEZAR., £ Amazon (IS REIFEERERTERE | 7 # it
TIRENETT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
import software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
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* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class CreateVault {
public static void main(String[] args) {
final String usage = """

Usage: <vaultName>

Where:
vaultName - The name of the vault to create.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {
try {
CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());
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} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« Bx API F4EE |, 55% (Amazon SDK for Java 2.x APl &) f#§ CreateVault.

JavaScript

SDK for JavaScript (v3)

® Note

£ GitHub EEBEEZHNA, # Amazon R REIFEEPERTERG , T W4T
TRENZT,

NBEF IR,

const { GlacierClient } = require("e@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

BB,

// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };
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const run = async () => {
try {
const data = await glacierClient.send(new CreateVaultCommand(params));
console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Erroxr");
}
};

run();

- BXEZELR | 2 Amazon SDK for JavaScript FF X A R 5,
- BXx APIi#F4EE , 2 M (Amazon SDK for JavaScript APl %) H#J CreateVault,
SDK for JavaScript (v2)

(@ Note
£ GitHub L EBEEEZNA. £ Amazon RIERHIFMHEE PERTRERG , 7A@
TREMEZT,

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object

var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });

// Call Glacier to create the vault

glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {

if (lerr) {
console.log("Created vault!");
}
});

« BXEZELR , B35 Amazon SDK for JavaScript FF & A A $EF,
« BX API FAEER , F5 5 (Amazon SDK for JavaScript APl ££) m#j CreateVault,
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Python

SDK for Python (Boto3)

@® Note
£ GitHub L EBEEEZNA. £ Amazon RIEBRHIFMHEE PERTRRG , 7A@
TIREMNETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

- BX API#AEER , H5H (Amazon SDK for Python ( Boto3 ) API &) H i
CreateVault,
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BX Amazon SDK FF & A R IERm MR RO TEYIXK , B5SR & S3 Glacier 5 Amazon SDK £ &
. REBRBEEXRAINNERUREXEFM SDK IRAHFHE L.

8 Amazon SDK MiE&k Amazon S3 Glacier X4

AT R RIS RN BR Amazon S3 Glacier XH#EFE,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTRBREG | B UEFHRENLET
X:

o« REVFFAE A A F I BR A7 A

CLI
Amazon CLI
LT SMERE R my-vault BIXHEE :
aws glacier delete-vault --vault-name my-vault --account-id -

LA S R EREMH H, Amazon Glacier EIRITRENZE—NKF, ID 28, BEAUERHE
FRREEEEFERANBK,,
« BX APIi#FAEE |, 28 (Amazon CLI (s 52#E) F# DeleteVaulto

Java

SDK for Java 2.x

(® Note
# GitHub L EFE SRR, & Amazon RIBREIFHEE PEKRTERS , THEMMAH
TIREMETT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**

] BR ST 44 R API fR4s 2012-06-01 198


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/delete-vault.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/glacier#readme

Amazon S3 Glacier

FRARER

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class DeleteVault {
public static void main(String[] args) {

final String usage = non

Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {

DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()

.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« Bx API F4EE |, i55% (Amazon SDK for Java 2.x APl &) df§ DeleteVault,

Python

SDK for Python (Boto3)

(® Note
£ GitHub EEFEEZHNE, # Amazon R RHIFEE FERTERG , THMMEH
TIRENETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise
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« BX APl i#FHEE |, 2% (Amazon SDK for Python (Boto3) APl %) iy
DeleteVault,

BX Amazon SDK FFE A R IERMAMARE RO TEIIXK | ESR & S3 Glacier 5 Amazon SDK £ &
. REBXBFEERAINNERUREXEFM SDK IRAH #4115 2.

£ Amazon SDK #ilB& Amazon S3 Glacier &4
AR REBRBER T 2047 BR Amazon S3 Glacier 44,

BERFIRAEEFNRBRER , XAELTXHZET, EUTREBREG | B UEFHRENLET
X

« FREUF R B I BRI

CLI

Amazon CLI

ST e o i B A A

LA delete-archive R"HIM example_vault H il BR1E EF o

aws glacier delete-archive \

--account-id 111122223333 \

--vault-name example_vault \

--archive-id Sc@u9ZP8yaWkmh-XGlIvAVprtLhalLCGnNwN15I5x9HqPIkX5mjc@DrId3Ln-
Gi_k2Hzm1IDZUz117KSdVMdMXLuFWi9PJUitxW073edQ43eT1IMWkHOpd9zVSAUV_XXZBVhKhyGhJ7w

[Tl N oy 'R e I
« X APl F4EER , 5 (Amazon CLI 8 55E) $#) DeleteArchive,
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Java

SDK for Java 2.x

@® Note
£ GitHub L EBEEEZNA. £ Amazon RIEBRHIFMHEE PERTRRG , 7A@
TIREMNETT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/
public class DeleteArchive {

public static void main(String[] args) {
final String usage = """

Usage: <vaultName> <accountId> <archiveId>

Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.

mon,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1);
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String vaultName = args[Q];

String accountId = args[1l];

String archiveld args[2];

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
String archiveld) {
try {

DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« BX APIFHEER |, S (Amazon SDK for Java 2.x APl £#£) i DeleteArchive,

Python

SDK for Python (Boto3)

(® Note
£ GitHub LEEEZAA, & Amazon RIBTRHIFHEE PERTERG , THEMMH
TIRENETT.
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

-« BX APIFAEER , H5H (Amazon SDK for Python ( Boto3 ) APl %) H i
DeleteArchive,

B % Amazon SDK F XA RIEEMEAMRE RN ZEYIR , iS5 & S3 Glacier 5 Amazon SDK £4&
Ff. AEBRBFEERATNERUREXRLHHN SDK IiRAMIFAER.

85 Amazon SDK MIB& Amazon S3 Glacier 3 #EEE R Al

LT R RBIER T 20 HI Bk Amazon S3 Glacier X 4EFE&E A,
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CLI
Amazon CLI
fHIBR ST BERY SNS &8 &1
LAF delete-vault-notifications RER T 0 ER Amazon Simple Notification
Service (Amazon SNS) & X8 E X BE R IAR B,
aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault
LS REREME T,
- BX APIFAEER |, 555 (Amazon CLI &8 55E) H# DeleteVaultNotifications.
Python

SDK for Python (Boto3)

(® Note
£ GitHub LEEEZAA, & Amazon RIBTRHIFHEE PERTERG , THEMMH
TIRENEZETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.
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:param notification: The notification configuration to remove.
try:

notification.delete()

logger.info("Notifications stopped.")
except ClientError:

logger.exception("Couldn't stop notifications.")

raise

- BX APIi#F4EE , 2 M (Amazon SDK for Python ( Boto3 ) API &) H#)
DeleteVaultNotifications.

B X Amazon SDK FE A RIEEMREB ROINTZESIXR , 1555 ™ S3 Glacier 5 Amazon SDK £4&
. REBEBEEXRAINNEEUREXEFH SDK IRAH F4HE L.

£/ Amazon SDK 13X Amazon S3 Glacier X FEES

LT RIS REER T AR Amazon S3 Glacier £%5,
CLI

Amazon CLI

LTHtRERN my-vault OWXHEFEXEERRESHER

aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMwW

i

"InventoryRetrievalParameters": {
"Format": "JSON"
},
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",
"Completed": false,
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"JobId": "zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z2",
"StatusCode": "InProgress"

f£%5 ID AT LAfE aws glacier initiate-job # aws glacier list-jobs E9fiH K
B|, Amazon Glacier EHITIRENFE—NKF ID ¥ , BEETUEREFRFRIEEIEESEA

I
« BX APIFHEER , 5255 (Amazon CLI i 55 #£) M Describelob,

Python

SDK for Python (Boto3)

(® Note

£ GitHub LEFEEZ AR, & Amazon RIBROIFHEE HERTE RS , THEMMEH

TIREMIZIT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.
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try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,

)

except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise

else:
return job.status_code

« BX APIi#FHEE |, 2% (Amazon SDK for Python (Boto3) APl %) iy
DescribeJob,

BX Amazon SDK FFE A R IERAMAREB RO TEIIXR | SR & S3 Glacier 5 Amazon SDK £&&
. REBXRBEERAINNERUREXEFM SDK IRAH #4015 2.

£ Amazon SDK 3R Amazon S3 Glacier X &
AT RBRHEESR T AR Amazon S3 Glacier 3L,
NET

Amazon SDK for .NET

@ Note
# GitHub L EFEEZ AR, & Amazon KB REIFEE PEXRTERS , THENMH
TIRENETT.

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
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public async Task<string> DescribeVaultAsync(string vaultName)

{
var request = new DescribeVaultRequest
{
AccountId = "-",
VaultName = vaultName,
};

var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.
Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");
Console.WritelLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");
if (response.LastInventoryDate != DateTime.MinValue)
{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

return response.VaultARN;

« BX API HiFHAEER |, S (Amazon SDK for .NET APl 2#) H#) DescribeVault,

CLI
Amazon CLI

LTSRS KRERB AN my-vault BIXXHERHEREIE

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier EHITIRENEZEE—/IKF ID S , BT FEREFTRIEE EEFHANK
Fo

« X APIFHEER , H3E (Amazon CLI i555#£) FH DescribeVault,

B X Amazon SDK FE A RIEEMAMNRE ROINTEYIR , iS5 & S3 Glacier 5 Amazon SDK £4&
FH. REBETEEXAINEEUREXEFN SDK HRAH #4175 2.
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£ Amazon SDK T & Amazon S3 Glacier &4

AR RBIER T 2047 R Amazon S3 Glacier 44,
NET

Amazon SDK for .NET

(® Note
# GitHub L EFE SRR, & Amazon RIBREIFHEE REKRTERS , THEMMAH
TIREMIZIT,

ZBIER ArchiveTransferManager 25, < APl #4ELR , BSH
ArchiveTransferManager.

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.
/// </summary>
/// <param name="vaultName">The name of the vault containing the object.</
param>
/// <param name="archiveId">The Id of the archive to download.</param>
/// <param name="localFilePath">The local directory where the file will
/// be stored after download.</param>
/// <returns>Async Task.</returns>
public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

i

// Download an archive.
Console.WriteLine("Initiating the archive retrieval job and then
polling SQS queue for the archive to be available.");
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Console.WriteLine("When the archive is available, downloading will

begin.");
await manager.DownloadAsync(vaultName, archiveId, localFilePath,
options);
return true;
}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;
}
}

/// <summary>
/// Event handler to track the progress of the Archive Transfer Manager.

/// </summary>

/// <param name="sender'">The object that raised the event.</param>

/// <param name="args">The argument values from the object that raised the
/// event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{
if (args.PercentDone != _currentPercentage)
{
_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");
}
}

iy
p

BX Amazon SDK FE A R IEEREMAB RN ZESIXK | ESH [ S3 Glacier 5 Amazon SDK
FA. AEBRBFEEXATNEEURE R LR SDK MR iFHE R

58 Amazon SDK 3kEX Amazon S3 Glacier 5%
AT R HIER T 23R EL Amazon S3 Glacier {555 H .

BERIRAKEEFNREBRER , M L TXHFIET. EUTRERFG  BUUEFLRENLET
X :

« FREVFAE A B F I BRI7 A
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CLI

Amazon CLI

LT XX EERESHE HRFEE N output. json WHAFTE FHHEAN 44

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMW output.json

A% aws glacier list-jobs #HiH*HKE job-id. EFE , AHXHER—MIES
B}, FLLEIMBIHRENBIZR. Amazon Glacier EHITIRIEREEZE—/KF ID S, BERLFE
REFFRIEEEREFEANIKS,

i
{
"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"
}

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z2","ArchivelList":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsNuDp-

AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload

test","CreationDate":"2015-04-06T22:24:347" ,"Size" :3145728, "SHA256TreeHash" :"9628195fcdk

« BX API FAEER , F25H (Amazon CLI 555 %) F# GetJobOutpute
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Python

SDK for Python (Boto3)

@® Note
£ GitHub L EBEEEZNA. £ Amazon RIEBRHIFMHEE PERTRRG , 7A@
TIREMNETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
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return out_bytes

« BX APIEAEER , H5 8 (Amazon SDK for Python (Boto3) APl $#&) Hiy
GetJobOutput,

B X Amazon SDK FE A RIEEEMREBROINTESIXR , 555 ™ S3 Glacier 5 Amazon SDK £4&
. REBEBEEXRAINNEEUREXEFM SDK IRAH F4HE L.

85 Amazon SDK ZXEX Amazon S3 Glacier X4 FE B HIf &

LTI RHIER T 03K EL Amazon S3 Glacier X4 FEEHIE S,
CLlI

Amazon CLI
TR SIREB A my-vault BYSUHERYE FE B/ H#5R -

aws glacier get-vault-notifications --account-id - --vault-name my-vault

7l o

"vaultNotificationConfig": {
"Events": [
"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"

MERBENGNHEEEERMEA , N RE4EIR, Amazon Glacier EHRATRER FE — MK
F 1D % , BETUERAEFTREE EEERNIKS

« X APl FHEER |, 55 (Amazon CLI i85S #£) FH GetVaultNotifications.
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Python

SDK for Python (Boto3)

@® Note
£ GitHub L EBEEEZNA. £ Amazon RIEBRHIFMHEE PERTRRG , 7A@
TIREMNETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)
except ClientError:
logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification
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- BX APIFHAEER , H25H (Amazon SDK for Python ( Boto3 ) API %) H
GetVaultNoaotifications,.

£ % Amazon SDK F XA RIEEMEAMNRE RN ZEYIR , 5S35 & S3 Glacier 5 Amazon SDK £4&
Ff. AEBRBFEERAINESUREXR LM SDK IRAMIFAER.

£ Amazon SDK %1 Amazon S3 Glacier £55
LT RERHE RMM%SH Amazon S3 Glacier 55,

BERFIRAEEFNRBER , YAELTXHET, BUUEUATRBREFEFRIEENLET
X

- EEXS  REBRABIES
« REVFAE A B F B BRIFAS

NET

Amazon SDK for .NET

(® Note
£ GitHub L BB EZNSA. £ Amazon RIEERHIFMHEE PERTRERG , 7A@
TIREMNETT.

/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>

/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string
vaultName)

{

var request = new ListJobsRequest

{
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// Using a hyphen "-" for the Account Id will

// cause the SDK to use the Account Id associated
// with the current account.

AccountId = "-",

VaultName = vaultName,

I
var response = await _glacierService.ListJobsAsync(request);

return response.Joblist;

- BXAPI FHEER , HZH (Amazon SDK for .NET APl £%) H# ListJobs,

CLI

Amazon CLI

LTHTHHTERN my-vault XA ENEERITHRIETRNES !

aws glacier list-jobs --account-id - --vault-name my-vault
w
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"RetrievalByteRange": "0-3145727",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Completed": false,

"SHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",

"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NnBDIOCcMNHzyZJ059-8N9aHWav",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"JobDescription": "Retrieve archive on 2015-07-17",
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"ArchiveSizeInBytes": 3145728,

"Action": "ArchiveRetrieval",

"ArchiveSHA256TreeHash":
"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f0cc0el8aab7",

"CreationDate": "2015-07-17T21:16:13.840Z",

"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMwW",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z2",
"StatusCode": ""InProgress""

Amazon Glacier ERITIREREZEE—NKF ID S8 , BEAUERAEZFRIECEEFERANK
o

- BX API#HAEE , 2 (Amazon CLI #8535 #£) ¥ ListJobs,

Python

SDK for Python (Boto3)

(@ Note
£ GitHub L BB EZNA. £ Amazon RIERHIFMHEE PERTRRG , 7 #HmMH
TIREMNETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init_ (self, glacier_resource):
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:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource

@staticmethod

= glacier_resource

def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.

job_list = []

try:

if job_type == "all":

jobs

elif job_type

jobs

elif job_type ==

jobs

elif job_type ==

jobs

elif job_type

jobs
else:
jobs

vault.

vault.

vault.

vault.

vault.

[]

jobs.all()
"in_progress":
jobs_in_progress.all()
"completed":
completed_jobs.all()
"succeeded":
succeeded_jobs.all()
"failed":
failed_jobs.all()

logger.warning("%s isn't a type of job I can get.", job_type)

for job in jobs:

job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)

except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,

vault.name)
raise
else:

return job_list

- BX APIi#F4EE , 2 (Amazon SDK for Python (Boto3) APl &) i ListJobs,
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BX Amazon SDK FF & A R IERm MR RO TEYIXK , B5SR & S3 Glacier 5 Amazon SDK £ &
. REBRBEEXRAINNERUREXEFM SDK IRAHFHE L.

£/ Amazon SDK %I Amazon S3 Glacier X4 FEHIFZE

LT REEREERT A5 Amazon S3 Glacier X ENFRE .
NET

Amazon SDK for .NET

(® Note
£ GitHub EEZEESZHNE, # Amazon R RHIFEE FERTERG , 7 H#EMMRH
TIRENEZETT.

/// <summary>

/// List tags for an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to list tags for.</param>
/// <returns>A dictionary listing the tags attached to each object in the
/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string

vaultName)
{

var request = new ListTagsForVaultRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,

};

var response = await _glacierService.ListTagsForVaultAsync(request);

return response.Tags;
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« BX APl HFER |, 5219 (Amazon SDK for NET APl £#) m#j ListTagsForVaulto

CLI
Amazon CLI
LTF&SHHEMAFERN my-vault B SXHENIRE
aws glacier list-tags-for-vault --account-id - --vault-name my-vault
i
{
"Tags": {
"date": "july2015",
Ilidll: Il1234ll
}
}
Amazon Glacier EITRENFEE—/NKF ID 23 , BEATUFEREFRFRIEE EEEANK
Fo

« BX APl i#FHEE |, 2% (Amazon CLI s 5S#E) F# ListTagsForVault,

B X Amazon SDK FE A RIEEMEMREROINTEYIR , 535 & S3 Glacier 5 Amazon SDK £4&
. REBEBEEXRAINEEUREXLFN SDK HRAH #4175 2.

£ Amazon SDK %4 Amazon S3 Glacier X4
AT R E R a5 Amazon S3 Glacier 3X 44,

BERIRAEEFNREBRER , X L TXHFIET. EUTRERFGS  BUUEFLKRENLET
X :

- EHEXS  REBRABIES
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NET

Amazon SDK for .NET

(® Note
£ GitHub L EEEZNA. £ Amazon RIERHIFMHEE PERTRERG , 7A@
TIREMNETT.

/// <summary>

/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>

/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()

{

var glacierVaultPaginator = _glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
vaultList.Add(vault);

return vaultList;

« X API FHEER |, 555 (Amazon SDK for NET APl &%) 1y ListVaults,

CLI
Amazon CLI

LA a5 51t BRIATK 7= A X8 P Y SO

aws glacier list-vaults --account-id -

i
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{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.0287",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}

Amazon Glacier EHATIRERFE—NKF ID S, {B& W LUE R IEF /RS E EEEANIK
o

- BX API#HEE |, E2E (Amazon CLI #8535 E) F#4 ListVaults.

Java

SDK for Java 2.x

(® Note
£ GitHub L EBEEZHNA. £ Amazon RERHIFMHEE PERTRRG , 7A@
TIREMNETT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;
import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.list;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*
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* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html
*/
public class ListVaults {
public static void main(String[] args) {
GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
Lbuild();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {
boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;
System.out.println("Your Amazon Glacier vaults:");
try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {

ListVaultsRequest request = ListVaultsRequest.builder()

.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {

ListVaultsRequest request = ListVaultsRequest.builder()

.build();
response = glacier.listVaults(request);

List<DescribeVaultOutput> vaultList = response.vaultlList();

for (DescribeVaultOutput v : vaultlList) {
totalVaults += 1;
System.out.println("* " + v.vaultName());

// Check for further results.
newMarker = response.marker();
if (newMarker == null) {
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listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« BXx APl FHEER |, F3H (Amazon SDK for Java 2.x APl &) B ListVaults,

Python

SDK for Python (Boto3)

® Note
 GitHub LEBFEZRNA. & Amazon KRB RHIFMHE TEKRTREREG , T MM
TIREMETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.
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- BX API FHEE ,

B X Amazon SDK FF R A RIEERMAREB RO TES| X ,

try:

for vault in self.glacier_resource.vaults.all():

logger.info("Got vault %s.", vault.name)

except ClientError:
logger.exception("Couldn't list vaults.")
raise

%2 (Amazon SDK for Python (Boto3) APl £#&) m#y ListVaults,

&2 ¥ S3 Glacier 5 Amazon SDK &4

B, AETEDIEERAINEBLRAEHEMH SDK AW EAES.

£ Amazon SDK # % Amazon S3 Glacier X 45

LT R®ERHIE R4 ZE Amazon S3 Glacier X#EEES &,

RERPIZRAEEFNRBER , LAELTXIXH

X :

- EHEXS  REBAAEIES

Java

SDK for Java 2.x

(® Note

£ GitHub EEEESZHNE, % Amazon R RAIFEE FERTERG , 7 H#MMEH
TIREMIZIT.

import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk

\— /=

ZE1T. EUTRBROG | BUUEERRENLET

regions.Region;

services
services
services
services
services

.glacier.
.glacier.
.glacier.
.glacier.
.glacier.

.core.ResponseBytes;
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

GlacierClient;
model.JobParameters;
model.InitiateJobResponse;
model.GlacierException;
model.InitiateJobRequest;
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import software.amazon.awssdk.services.glacier.model.DescribeJobRequest;
import software.amazon.awssdk.services.glacier.model.DescribeJobResponse;
import software.amazon.awssdk.services.glacier.model.GetJobOutputRequest;
import software.amazon.awssdk.services.glacier.model.GetJobOutputResponse;
import java.io.File;

import java.io.FileOutputStream;

import java.io.IOException;

import java.io.OutputStream;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class ArchiveDownload {
public static void main(String[] args) {

final String usage = non

Usage: <vaultName> <accountId> <path>

Where:
vaultName - The name of the vault.
accountId - The account ID value.
path - The path where the file is written to.

man,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

String accountId = args[1l];

String path = args[2];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

String jobNum = createJob(glacier, vaultName, accountId);
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checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,
String accountId) {

try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")

.build();

InitiateJobRequest initJob = InitiateJobRequest.buildexr()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());

return response.jobId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the

// Documentation.

public static void checkJob(GlacierClient glacier, String jobId, String name,

String account, String path) {
try {

boolean finished = false;
String jobStatus;
int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
.jobId(jobId)
.accountId(account)
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.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);
jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");
GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()
.jobId(jobId)
.vaultName(name)
.accountId(account)
.build();

ResponseBytes<GetJobOutputResponse> objectBytes =
glacier.getJobOutputAsBytes(jobOutputRequest);

// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);

os.write(data);

System.out.println("Successfully obtained bytes from a Glacier

vault");
os.close();

} catch (GlacierException | InterruptedException | IOException e) {

System.out.println(e.getMessage());
System.exit(1l);

« Bx API F4EE |, i525E (Amazon SDK for Java 2.x APl &) ®#) InitiateJob,
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Python

SDK for Python (Boto3)

(® Note
£ GitHub L EBEEEZHNA. £ Amazon RIEERHIFMHEE PERTRRG , 7A@
TIREMNETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job
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« BX APl #4EE |, 25 (Amazon SDK for Python (Boto3) API %) m#j InitiateJob.

BX Amazon SDK FF & A R IERm MR ROINTEYIXK , BESR & S3 Glacier 5 Amazon SDK £ &
EfH. AEBRBFEERATNEBUREXRLHMN SDK IRAMWFEAEE.
A8 Amazon SDK M Amazon S3 Glacier X+ FEH# BFRY

LT REBRHIER T MM Amazon S3 Glacier X EHF K RFH.

BERFIRAEEFNRBRER , YAELTXHZET, EUTREBREG | BUUEFHRENLET
X

- EEXS  REUBRABIES

Python

SDK for Python (Boto3)

(® Note
£ GitHub LEEEZAA, & Amazon RIBTRHIFHEE PERTERG , THEMMH
TIRENETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
within 3-5 hours. When the job completes, you can get the archive
contents
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by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

« BX APl #4EE |, 25 (Amazon SDK for Python (Boto3) API £#) m#j InitiateJob.

BX Amazon SDK FF & A R IER MR RO TEYIXK , SR & S3 Glacier 5 Amazon SDK £ &
. NEBRBEEXRAINNELUREXEFM SDK IRAHFHE L.

£ Amazon SDK i&{& Amazon S3 Glacier X {4 & 4

LRI REER T 218 & Amazon S3 Glacier X4 FE & A,

BERFIRAEEFNREBRER , XA L TXHFIET. EUTRERFG | BUUEFLRENLET
X :

- EHEXS  REBRABIES

CLI
Amazon CLI

LTF@ERAER my-vault BWXHEEE SNS BA :

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json

notificationconfig.json BHBIXHXRHPH—/ JSON X , ATIEE SNS TEHNEXR
mHEH
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"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier EHITIRENEZEZ—/IKF ID S8 , BEUFERIEFZTRIEEEEFEROK
Fo
« BX APl FHEE |, 55 (Amazon CLI s H55E) F#) SetVaultNotifications,

Python

SDK for Python (Boto3)

(@ Note
£ GitHub LEEEZ AR, & Amazon R RHIFHEE hERTERG , T#EMMH
TIRENETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.

:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.

:return: Data about the new notification configuration.

RENXHEBH API fR7s 2012-06-01 233


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/set-vault-notifications.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/glacier#code-examples

Amazon S3 Glacier FEANGIER

try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",
1,
}
)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification

« BX API#AEE |, H259 (Amazon SDK for Python (Boto3) APl 2% ) H#j
SetVaultNotifications.

B X Amazon SDK FE A A IEEMMREB RN TEYIR , iS5 & S3 Glacier 5 Amazon SDK £&
FH. REBETEEXAINNEEUREXLFN SDK HRAH #4175 2.

£/ Amazon SDK f1FE# L& F Amazon S3 Glacier X4
LT REREER T WA F4# £ B Amazon S3 Glacier X4,

BERIRKEEFNAREBRER , MAE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

- EHEXS  REBRABIES
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NET

Amazon SDK for .NET

@® Note
£ GitHub L EBEEEZHNA. £ Amazon RIEBROIFEEDERTERG |, 78 0{m3#H#
TIREMNETT.

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);
return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}

« BX APl FAEER , F5H (Amazon SDK for .NET APl £#) & #) UploadArchive,
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CLI

Amazon CLI

LTFan 8N archive. zip BT XHRFHER LEBER my-vault BIXHE :

aws glacier upload-archive --account-id - --vault-name my-vault --body

archive.zip

i

"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGsSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum":
"969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aa67",

"location": "/@123456789012/vaults/my-vault/archives/
kKB7ymWJVpPSwhGP6ycSO0Aekp9ZYe_ - -zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

Amazon Glacier EHTIRERNEZE—/NKF ID S8 , BETLUERIEFZRFRIEE EEFEHANIK
o

ERREANER , AR aws glacier initiate-job R B RES.
- BX APIFAEER , FSH (Amazon CLI &85 £#) HH UploadArchive,

Java

SDK for Java 2.x

(® Note
# GitHub L EFEEZAR, & Amazon RIS R EIFM#EEFERERTRRE , 7 # Mt
TIREMIZIT,

import software.amazon.awssdk.regions.Region;
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import
import
import
import
import
import
import
import
import
import
import

/**

software.amazon.awssdk.services.glacier.GlacierClient;
software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
software.amazon.awssdk.services.glacier.model.GlacierException;

java
java

java.

java
java

java.
java.

.io.File;

.nio.file.Path;

nio.file.Paths;
.io.FileInputStream;
.i0.I0Exception;
security.MessageDigest;
security.NoSuchAlgorithmException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/

public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\

\AWS\\test.pdf).

vaultName - The name of the vault.

[TRTRIEN
’

if (args.length != 2) {

System.out.println(usage);
System.exit(1);

String strPath = args[0];
String vaultName = args[1];
File myFile = new File(strPath);
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Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.buildexr()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,

path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return "";

}

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
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System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > Q) {

numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
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md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int i = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();
md.update(prevLvlHashes[i]);
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md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currLvlHashes;

return prevLvlHashes[Q];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();
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JavaScript

SDK for JavaScript (v3)

(® Note
£ GitHub EEEFEEZAR. £ Amazon RIBREIFHERERTE RS |, 7B
TREMEZETT,

BIERE iR,

const { GlacierClient } = require("eaws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

EEEM,

// Load the SDK for JavaScript
import { UploadArchiveCommand } from "@aws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer
const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer
const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {
const data = await glacierClient.send(new UploadArchiveCommand(params));
console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
};
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run();

« BXEZEER |, i3 Amazon SDK for JavaScript FF & A R 5w,
« X APl #FHEEL |, 55 (Amazon SDK for JavaScript APl $#&) H# UploadArchive,
SDK for JavaScript (v2)

(@ Note
£ GitHub LEBEEZ AR, & Amazon R RHIFHEE PERTERG , THEMMH
TIRENETT.

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {

if (err) {
console.log("Error uploading archive!", err);
} else {
console.log("Archive ID", data.archiveld);
}
h)7
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Python

SDK for Python (Boto3)

® Note

£ GitHub L EBEZ AR, £ Amazon R REIFE#EE FERTERG , 7 HEWOMH

—

TRENZT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:

archive = vault.upload_archive(

archiveDescription=archive_description, body=archive_file

)

logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,

)

except ClientError:
logger.exception(
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"Couldn't upload %s to %s.", archive_description, vault.name

)

raise
else:
return archive

-« BX API#AEER , H5H (Amazon SDK for Python ( Boto3 ) APl %) H
UploadArchive,

B X Amazon SDK FE A RIEEMREBROINTESIXR , 555 ™ S3 Glacier 5 Amazon SDK £4&
. REBEBEEXRAINNEEUREXEFM SDK IRAH F4HE L.

FERFEH Amazon SDK B9 S3 Glacier (V72

AT RAE =A@ Amazon SDK SEHE S3 Glacier FIE LGS, XEZSER T NAETE
S3 Glacier HAAZSNMNHBRERIFIEES . BN FREIE—NER GitHub WEEE  EHhEETHE
X UARE FIEITRIEHY 5 8A .

5l

« £ Amazon SDK X #47#4%] Amazon S3 Glacier , JREUEH H B 31ES

« {5/ Amazon SDK 3REY Amazon S3 Glacier N A H MR 1T+

£/ Amazon SDK 3 4 1F 142 Amazon S3 Glacier , ZREUEHH B oES
LT R REERTRERRE

- Bl Amazon S3 Glacier X# .

- BEXHE , FBHMERME Amazon SNS &,
o NEHEXHEERINHE,
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Python

SDK for Python (Boto3)

@ Note
£ GitHub LEEEZ AR, & Amazon R RHIFHEE PERTERG , TEMMH
TIRENETT.

Bl —NE% S3 Glacier BERZE,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.

:return: The newly created vault.

try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)

except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
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raise
else:
return vault

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive
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@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
within 3-5 hours. When the job completes, you can get the archive
contents
by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.

job_list = []

try:

if job_type == "all":

jobs = vault.jobs.all()
elif job_type == "in_progress":

jobs = vault.jobs_in_progress.all()
elif job_type == "completed":

jobs = vault.completed_jobs.all()
elif job_type == "succeeded":

jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
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jobs
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

vault.failed_jobs.all()

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)

except ClientError:
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logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,

vault.name

)
raise
else:
return notification

AR ERAX LRI, UBXHEF LEXH  RAERXHEREN RTBAFBIRRE
BIES

def

of

upload_demo(glacier, vault_name, topic_arn):

Shows how to:

* Create a vault.

* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.

* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
:param topic_arn: The ARN of an Amazon SNS topic that receives notification

Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open('"glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, "glacier_basics.py", upload_file)
print(
"\nStarting an archive retrieval request to get the file back from the "
"vault."
)
glacier.initiate_archive_retrieval(archive)
print("\nListing in progress jobs:")
glacier.list_jobs(vault, "in_progress")
print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an
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"archive request with Standard retrieval typically completes within 3-5 "
"hours."
)
if topic_arn:
notification = glacier.set_notifications(vault, topic_arn)
print(
f"\nVault {vault.name} is configured to notify the
f"{notification.sns_topic} topic when {notification.events} "
f'"events occur. You can subscribe to this topic to receive "
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS
topic "
f"when the archive retrieval completes so wait a few hours."
)
print("\nRetrieve your job output by running this script with the --retrieve
flag.")

- BX APIFAEER , H5H (Amazon SDK for Python (Boto3) APl &) LT £/,

* CreateVault

InitiateJob

» ListJobs

ListVaults

SetVaultNotifications

UploadArchive

BX Amazon SDK FFE A R IERMARE RO TEIIEK | ESR & S3 Glacier 5 Amazon SDK £ &
. REBXBFERAINNEBUREXETM SDK IRAH #4115 2.

5 Amazon SDK 3REX Amazon S3 Glacier F#4 A B H P BR1FHY

LT R\BROER T RIERE

« B|H Amazon S3 Glacier X4 FEMES HIREUESIRE.
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Python

SDK for Python (Boto3)

(® Note
£ GitHub LEEEZAA, & Amazon KRB TRHIFHEE PERTERG , T#EMMH
TIRENETT.

B2 — 3% S3 Glacier BERISE,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
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:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs vault.failed_jobs.all()
else:
jobs

L]
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
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"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:

return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)

raise

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise
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FASERRLENEE , SNETHWESFRIFEAE , RS EREM.

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:

vault.load()
except ClientError as err:

if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(
f"\nVault {vault_name} doesn't exist. You must first run this
script "
f"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")

if not jobs:
print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:

if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
retrieval_job = job
break

if retrieval_job is None:

print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again "
"later."

)
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return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-", vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)

« BX APl #4ER |, 525 (Amazon SDK for Python (Boto3) APl &%) LT EZ,
* DeleteArchive
» DeleteVault
* GetJobOutput
» ListJobs

B X Amazon SDK FE A A IEEMMRE RN TEYIR , i35 & S3 Glacier 5 Amazon SDK £&
FH. REBMETEEXAINEEUREXLFN SDK HRAH #4175 2.
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Services SRR EIERESER , H5H (AM AFIER) FHER IAM B Amazon Web Services,

MREREH R B MEZB AR EEFRE Amazon Web Services Management Console , NIl
IR EIE, flin , YEFEARLTNE SEF (SSO ) $5Z15A Amazon i, ZEEN B EIEIG
BHE 1IEo HELRAFSMEREHE  ARURACGH , EHHCIERRNEILE. EXUIRACGNES
B8, 525 (AM AFERE) EFE’J’C)J}Q FAE (BHE).

&R LAE A Amazon CLI 3% Amazon API IZIGEHEIE, 2/5 , B NEAX LR FE ﬁlﬁlﬂ
Amazon, Amazon ZWEHSERIGITEILE , MAREAKBIREHR. BXEZER , H5H 1AM
Y I B R 2 A,

S3 Glacier B9 #5 RS E AR

XFERIFE21E (FAS) a

LHIER IAM AP SR A EEAmazon P RITIR/ER |, BEM N E4, EHELRSH , BAELHR
T—NRE HBREABETRARSZHE3 S —MEE. FAS FERHEAHEA Amazon Web Service B
R , £E % RH Amazon Web Service , B FERFAEHER. REERSKEEFEEESH 1 Amazon
Web Services R BRREFRETTRER , oKk H FAS R, EXMERT , BXREFRITX
ANRIEMNBR, BXAH FAS BREHBERERE , BSRELXLEL1E,

S3 Glacier WIRES A&

XERSAE

7|
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BSAGRHA-MBSIEE. RRENTEREN IAM £, IAM EE R ATUE IAM F 42, S m
RIRS AR, BXEZELR , H5H (AM BF#EE) M 812 M Amazon Web Service Z RN BR 1Y £
&,

/A Warning

ERRS AN RATELIE S3 Glacier KIZhEE. XS S3 Glacier IR MEXIE S8V 48 IR
SAE,

S3 Glacier WRSZHKAE

XEFRFHEXBE -

RS XA ER—FS Amazon Web Service B X RS AR, RFZFUTUEBEFRRENTRENAE,
REZMEXxBEE REELEN Amazon Web Services Ik A |, HHIZIRFZHEE, IAMBEBRAUEEFEEST
BEREIRS XA EKNR,

BAREUZFEERSAXBEHNFAEE , FSREY S IAM EEEAR Amazon i, BRPE
BERSHEXAEITEE Yes HBRS. EF Yes BEUNEFTZRSHNRSHERA BN,

FE AT Amazon S3 Glacier WE T & 98 K B& R4

BHIABRT , ARNAGSBEIESIEN S3 Glacier BRI PR, i1t FEEA Amazon Web
Services Management Console, Amazon Command Line Interface (Amazon CLI) 2 Amazon API
TES. ERTFRAPXNMERBRRTRENNER , IAM EE G AT LEIE IAM policy. RfE , EERA R
mAERM IAM policy , H BRAFAIKAAE,

ETRMAERXLRSE JSON REXHLIEET IAM BHHERE , 55 (IAM BFiERE) P8
£ IAM policy.

B S3 Glacier EMMIRMENREREBENEMEER , BIESHEEEAN ARN KR |, #35 (REE
W&#) M Amazon S3 Glacier Big¥E., BREMEZMGE,

TR R—NRGIKR | ZREEEAPRR us-west-2 Amazon X8I FTA SXHEER
Amazon FRABF ( ARN ) KB FXEIRNIT 3 W5 S3 Glacier X FEAERHVIRE
(glacier:CreateVault. glacier:DescribeVault # glacier:ListVaults ) H1X
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BR. ARN M —i¥5iR Amazon #iR. BX5 S3 Glacier £&EMAMN ARN WEZELR , H33S3
Glacier KB IRo

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"
1,
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"
}
]
}

BEERBER T us-west-2 XEHRIRE, | HMRESHEHBAINER. ARN SELHBEEFR () KR
I VB 6 B DR EL A AT ST R B R

/A Important
ERFMER glacier:CreateVault BECIEBRXHENNEREN |, BATIEEBEHRA (%), B
812 B2 XU FE 2 B 1 A8 X R Y B FRo

£}

- RMZEXE

- £/ S3 Glacier ##l&

- AYAPEEMHI]B SRR
- BEFREERK T

HH R RR

ETENRBBEENMARSUUGIE, RSB EREK S FE S3 Glacier BiR. XLIRETES
£ Amazon Web Services I =4 A, SIEREERE T EHONREEN | FHEBEUT ENRZEI
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« Amazon RER KB R ERRENRTFITAN] - EFROAFPMNIEARRE TR , HEMA Amazon
REXRBEKRANTZENEAGER TR LA LE Amazon Web Services Il IR EX LR
B, BIUBIENEETENERZEN Amazon BEF BB AR KH —SRIONR, BXREZE
2 ,#2H AM AFER) F 8 Amazon FEE KR TIEEREER Amazon EE R KL

- MASKENRER - EFEA IAM policy RENRE , HXR FRITESAFENNE. Nk, BRAIUEX
EREFGTUUNBERRNTHRE , SN RENRTFT. BXEA IAM NANRHNESE
B, #ZH (AM AFERE) $1 IAM FE R FINER,

M IAM policy A B St — 25 BR #5175 [R] A PR — & AT LA 6] 38 B& 75 H0 5% 44 SR BR I 3 #8R VB R 2 R A9 i
@, a0, WA URERERFRIEELTMER SSL KEFBEER, MREIL4EE Amazon Web
Service ( 5z Amazon CloudFormation ) EA RS RE , BEAUERAFZERE T RSIRIENT
AR, BXEZER , H2H (IAM AFER) P IAM JSON KEETE - &,

« £/ 1AM Access Analyzer BEf&E9 IAM policy , LUBBRINPRAY 2 £ M FTHEEM — IAM Access
Analyzer 2KIEF REEMIM B KR , LUFBERKRBERS 1AM policy EEE ( JSON ) F IAM &H{EK
o IAM Access Analyzer 12 100 ZIKBRLENM TIRENEWN , B THIEZS ATeEMREAE
Bk, BXEZER , B85 (AM AFERE) B8 IAM Access Analyzer REEIIIE,

- FEZEFHRIE (MFA) - MREFILHIHREREH Amazon Web Services Ik~ FH IAM A
FERAF , BEA MFAREEZ 2N, EETAA API RENFEE MFA | 3% MFA &A45NE
FHRET, BXEZER , B2 (AM AFER) BFHEES MFA RF K API iHHE,

BX IAMHHREIENESESR , 250 (IAM AFERE) #1 IAM F R 2 HEXE,

58 S3 Glacier #4&l&

E 58] Amazon S3 Glacier 24|48 |, BHAEH—HFENNE, XENRBEXAAFEIHNEETS
XIBH Amazon Web Services Ik R S3 Glacier B FHAEE . NRCBEMKNENHFENREER
FPEANET SR  NTHMNT ZRXBEHEE (AFRRAR) , BHSNLEEMBPEEZT.

MNFREZERA Amazon CLI 2 Amazon API AP , BLEERNHBRMRKFEEHFHENRE, Ak , RA
WiF RS EZEANITH AP BEMRETE AV RE,

S3 Glacier ##| A N IFRH T —MNIEFERE S3 Glacier WHEMNERE, ELERECIEN IAM
BHERFHIT glacier:ListVaults BREMNRFEEEE S3 Glacier #H& , WA T RBIFT R,

"Version": "2012-10-17",
"Statement": [
{
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"Action": [
"glacier:ListVaults"

1,
"Effect": "Allow",
"Resource": "*"

]
}

Amazon BT 24t H Amazon BIZEMEIRHNIEI IAM KB EFEFSEARFINER, HERKAEZ
FERARFNVLENR , Bit , B L AEERMEEZMLENRN I, EXEZELR , F2 (IAM
BAFigrE) F1 Amazon FEE XK,

LAR Amazon &R ( AIMTINBEK A FAAF ) $$ETF S3 Glacier :

- AmazonGlacierReadOnlyAccess — i&@idAmazon Web Services Management Consolef ¥ S3
Glacier B9 R iS5 B R
« AmazonGlacierFullAccess — 33 Amazon Web Services Management Console® X4 S3 Glacier

Ry ST 2 5 EA R

LA R T UARIEBEN IAM KBE , LU F S3 Glacier AP| 2 EFEERNHERNR, &0 LU X L
HENKBEHINZERN S3 Glacier XEFELIEZNBEN IAM B,

T—F A itieH S3 Glacier Amazon EEMN KEEEIR T glacier:ListVaults HINR,
BXEZER , F2H (IAM AFIERE) P8R AFPBIER,
AVRAFPEEMIE 2 HINR

ZRBINER T BRI KRS LAY IAM AFRFEEMMBIERAF BN ABRMITE R, LRES
BEEEHE EER I BRESEGEESNEA Amazon CLI 2 Amazon API FrERIRR,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

EFRERERA

AT AP R RGN BWARF & S3 Glacier BEWNPR, £ S3 Glacier REST APl, Amazon
SDK #1 Amazon CLI % S3 Glacier B2 #I& ( WREA ) i, ATUAERXLEREL,

(@ Note
FrARGIEMEAXEREL (BREN) X&) (us-west-2) F EIEEMHIKS ID,

=~

« RO REAFNXHETEREFH

- RHl2: REAFBRXHENEEEA

« ROI3: RATASNEE LEIBEXHE
« R4 BFAFXNBEXAEN TSR
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R RERP N ET8EN

ETHREY, CELERHELUREFN, EREELERG , EAUTEREE. AT REIER
RFHIT glacier:Initiatelob BEUBIHEL ( XFATFAP N GEPRREF-BGESE
B ) MIBRFHAT glacier:GetJobOutput BEATHR REIMWBIENNIR. LLREEERFHIT
glacier:Describelob BREMNIR , MEAFBEBREELRS. BXEZEER , BSRBEIL
( POST 461l ) o

WERBERFINE N examplevaul t BIXHERIXENPR, BB Amazon S3 Glacier & A3RELX
B ARN , 2] SUBS B AR E (FREUCUHE ) S5 H U E (FREUUHE ) API B EURER
7 RIRE A ARN,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:InitiateJob",
"glacier:GetJobOutput",
"glacier:DescribeJob"]
}

A2 0 SRVE R P B SO A B R A

AT RAIKBEE T 7E Resource JLEFTIEEM us-west-2 Kigih Sl Z X HEURBEBHNRE, &
XERABEANEZEER | {531 Amazon S3 Glacier PELE A EBE A, L FEEEE T E Amazon
(X 13 AR 51 HH ST BE FN3R B4 I8 BY ST BE R IR B AR o

/A Important

ERFFEA glacier:CreateVault BEVEXHENNRE , BAMIE Resource EFFE
EBEFF (), ENEELNERXHEZ BT HE XM EN B K.

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*",
"Action":["glacier:CreateVault",
"glacier:SetVaultNotifications",
"glacier:GetVaultNotifications",
"glacier:DeleteVaultNotifications",
"glacier:DescribeVault",
"glacier:ListVaults"]
}

Rl 3 R REE EEISESXHE

BUF RO R TR R EE | us-west-2 I F AV E XA FERIIIR. BENXLERR , A/ A LAER
LR (RBHEE ) APIBRE-RMEEEENEY  SEER B DREE (KPR LEE ) AP
BRIEDER L,

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/

examplevault",

"Action":["glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:UploadMultipartPart",
"glacier:ListParts",
"glacier:ListMultipartUploads",
"glacier:CompleteMultipartUpload"]

T4 BRTFAFPTNBEXHENTENER
LT RAIREER T B RN examplevault B XHERITATE S3 Glacier BERI R,
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:*"]
}
]

EATF Amazon S3 Glacier BV E T &R FKBE =PI

S3 Glacier XHFERLAE — /NS EH R RN — N X4 EYERE 52X, Amazon S3 Glacier X
HEHEORBR—HETERNEXR  THATEEXN XHENNIR. XHESERE 28 EMN 4
FEEGRIRRE, EPEXHEYNERKE , TEF N, TR X HESERIEREES A RS,

£}
« EGRIRE
o XHEDERMK

FE 1 8] 2R g
Amazon S3 Glacier X EHHREE—MMETFRFENERRE , THTEER XHENNER,

BRI AR BN N E QIR — N X EETS R RS SKRE AR . 48 7] LABE B i ST 4 B 175 3] SR & H B AX
BR. S3 Glacier EXXFXN BN NHEFRENFEMERE , XAEERNEREEER, BXERXMH
EHMERMNESEER , B ESERRE,

5l
o R 1: BFIEEM Amazon S3 Glacier B2 /ER B IK 7 X BR
o Rl 2 : BF MFA BIBRIR/ER FETK 7~ 1 BR

R~ 1 BFEEMN Amazon S3 Glacier I/ERYEETK P AR

BAUR RIS BE @B Amazon Web Services IR F X1 & 7 examplevault B HERIT—4H S3
Glacier #ERNBEIK X R.
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® Note

REZXHENKF EEXNESZXAERBRNAERA, HATRNARKS=ENAE
R, BEARNLRZAOAREZXHENIKS X,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"cross-account-upload",
"Principal": {

"AWS": [
"arn:aws:iam::123456789012:ro0t",
"arn:aws:iam: : 444455556666 :root"

]

o
"Effect":"Allow",

"Action": [
"glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:AbortMultipartUpload",
"glacier:CompleteMultipartUpload"

1,

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

R 2 0 8BF MFA B BRI VeV 5K 7= 1R

A UERAZESHRIE (MFA) KRR ERY S3 Glacier iR, N T7TREFANZERF , MFA EXRA
PR RHABEME MFA KEBRIEFAAEKXERAE MFA R&. BXEE MFA TRIBRNEZFEER , F5
53 IAM A $ER) PREES MFA R HY API T51H,
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It RIS B @ Amazon Web Services Ik & F GBS EIEN R , AT ME R examplevault B XX HEEH
BIFREZR , SiRRREREZET MFA RERIE, LRBKEMA aws:MultiFactorAuthPresent &4
EEX—MMER, BXEZEL , F2H (AM AFER) PR TANEHE.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "add-mfa-delete-requirement",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:root"
]

},
"Effect": "Allow",

"Action": [
"glacier:Delete*"

1,

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/
examplevault"

1,
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true

S BE R B

AJ LA Amazon S3 Glacier (S3 Glacier) 344 B B il — AN E T 8 R 09 S4B 175 7] SR BE F0 — N XA R BiE
HEE, MUHESERE RETUBENXHELRIR. FH3X4EERE T UBEEINTYS

EMEHHER, Amazon S3 Glacier £ T —4H A TEB M ED KM APl RE |, ESEER S3
Glacier API 8% 3 # B

BMNBPIRUEAXHENERE , RREEFELFFEFRE—F , AT EMEREFE, EXREILER ,
BRI - NN EMERE , EEFEREREEE 1 F2aliEL AP B RFENNR, £
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E—NREEZE , TUEN I ZKE. SIERKE , REFRETTEN, AXUESENESEER &
SR XIFEHERE, MREEEEAERNEMBAFNR , ATERXAETRXE (B30 E)
[FISRHE ) o

AILA{E A S3 Glacier APl, Amazon SDK., Amazon CLI =% S3 Glacier 24| &k 0IZNEE X HFEDE
K, BRETXHERBHREATAIFR S3 Glacier BEMFIR |, HSFAPI RS ZE,

5l

o R EEHITRETETE 365 KA F A M BRAER

o RO 2 ; BIFFRZKIE 4 M BRAX PR

A1 ELE R B EE A E] 365 RAYF 1AM BRAUR

BELFEFSENER , RecHBRRBTENLR 1 FHFN, BN T XHEHERER
T ER, MEEREROERNREBEBEIARE 1 £, NZREFIELXY examplevault XHERIT
glacier:DeleteArchive B{E., ZKRMERKET S3 Glacier W& ArchiveAgeInDays ¥
XHE 1 FREBER,

"Version":"2012-10-17",
"Statement": [

{
"Sid": "deny-based-on-archive-age",
"Principal": "*",
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”
1,
"Condition": {
"NumericLessThan" : {
"glacier:ArchiveAgelInDays" : "365"
}
}
}
]
}
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R 2 IRIEIRE SRR M BRAX R

BREEXRET —METRENREAN , DATEFERENBAE 1 FHER THEREE. B,
BREESFENENFEXEEERERE , W EEBEME TR B2 1B BRIE SRE. EXFE
BT, EERE LT OB BUE KBS i E R E T B Ay R E AL

AT EEEFHAARN , LT REKBIERRKED

« B-RIEUELEAARBRER (MEXHE ) . AIELHER LegalHold FREHITEBIE.
- EIRFIRTEFHRFEREAE 365 RAVER THERFHHNR, B2 , MRBEE-—FET
FHREMG | BIEEFRRENBEFE 365 RNERT |, EAA BT ERRF™Y,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "lock-vault",
"Principal": "*",
"Effect": "Deny",
"Action": [
"glacier:DeleteArchive"
1,
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”
1,
"Condition": {
"StringlLike": {
"glacier:ResourceTag/LegalHold": [

"true",
]
}
}
1,
{
"Sid": "you-can-delete-archive-less-than-1-year-old",

"Principal": {
"AWS": "arn:aws:iam::123456789012:root"

iy
"Effect": "Allow",
"Action": [
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FRARER

"glacier:DeleteArchive"

1,

"Resource": [

"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”

iF
"Condition": {
"NumericLessThan": {
"glacier:ArchiveAgeInDays": "365"

Amazon S3 Glacier B4 fiFRIEE R EHEE

FEALTEETRBBELHANEEEFER S3 Glacier M 1AM B ATEEBEI A E W 81 &,
FB

« REMIE S3 Glacier FI1TIR/E

« BRI IT iam:PassRole

- RFLEARIFEM Amazon Web Services K A AT 8 KRB S3 Glacier &R

R FTAIE S3 Glacier RIITIRE

MREWRERER , RALTPMITEMRE | WELFER RIS T HITRERE,

% mateojackson IAM AP ZRAFERAERGEHAEEEXREM my-example-widget BIRNIFHAEE. |

BRWMEEN glacier:GetWidget NPRA , 2K LT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

glacier:GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKER , LAFMER glacier: GetWidget BAEH]

my-example-widget &R,

MRIEFERDY , FHKR Amazon EE R, ENEERARRHEFZIIEN A,

He&E R
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T3 1T iam:PassRole

MRIKEEER , MRBABLINIT iam: PassRole B1E , NAMEFHRELUAGFETAGBILIEL S3
Glacier,

B L Amazon Web Services RIFHINAEACEBRIZERS , MTARUEFBRSACEBRIZHEXAR,
A, BAREERAEERETRSHNR,

HE N marymajor B IAM AP Z R EAESH A1 S3 Glacier FIITIRER , 2R EUT RAIE IR,
BR , RELTMEERFACHRTFHRERS AIMITIHRE. Mary FTEEFAGEZIESRSHR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB I1T iam: PassRole #&1E,
MBMMEEEE | FBER Amazon BHEER, CHNETERZEHEFETN A,
AL ARIFERE Amazon Web Services TP BUSAEI ATFBIFEKR Y S3 Glacier &R

EALBEB—NEE | SUEE I th iy S AL A B T A XA R R AR, A
DUSEREGER , TURASE., HTFXBET RROEMRITRH5IR ACL) KBS , B
155 PR 53X L6 S M ) A R 9 F X S0 A TR U5 AR

ETREZEERE , BSANUTRE

« BT S3 Glacier BB XX LEINEE |, i5S M Amazon S3 Glacier 215 |IAM BL&E H,

- ETHIMARNERER Amazon Web Services Ik FHVERIREHENR , F2H (IAM BFfE
B PR REEEN S — Amazon Web Services Ik i IAM F P12 45 R ARE,

« BTN =75 Amazon Web Services Ik REEHFRENHRINE , HSH (IAM AP
B P RE=FEEM Amazon Web Services M 2 12415 B E,

- ETHIMIBEN BMRBRERITREHFENER , HSH (IAM BFREE) WAL SIS HEIEN
AP ( BHRBRERIE ) BT EINR,

- ETHRERAACHNETRRNRBHTERSFRZENER , 535 (IAM BFIERE) F1 IAM
AGEETRENEREMNRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon S3 Glacier FEANGIER

APl RS &

Fi%iEAmazon S3 Glacier I/ 5 IAM Bi & F A FMEETERE IAM B NXERERE (ETEHHNE
B ) RATEHITFRANREKE (ETRENNRER ) i, AIERATRERSE, IIRIEEN
S3 Glacier APl ##/E, ZA[IRFHITIERAI X MR ELA R IE TR F X ER Amazon &BiR.

BT LAIERBEHY Action TEFIEEXLIRE | HEKRIMW Resource TEFRERRE. B4 , &
AT LAMEA IAM JRBEIES Condition TEIEE R4 KAV atE,

EIETFRE , BTE AP BIEBM B EH glacier: 814k ( Hli0 , glacier:CreateVault ) o X
T KZ¥ S3 Glacier #/EME , Resource RERFHEHNBRHNXMHE., BB FEAXHE ARN
FXHFEEEN Resource B, ERTEY , BULEAMELNFHRE, BXEZER , 85HS3
Glacier A& T % RHY KRB

TR T ARTETSHNRBENE T IR RBAIRE,

® Note
—EREARATET SRR, XEREESE—JIN API RESHEEAAES () #Ric.

S3 Glacier API FFTE R IRENER
FIED B E4& (MIBR EAR ID)

FREEMPR (APl #84E ) : glacier:AbortMultipartUpload

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 :
B IF S FESIE ( DELETE BiERRE )

FREMPR (APl #4E) : glacier:AbortVaultlLock
wR
S3 Glacier 448 :

[6] S FE R INFRZ ( POST ¥rZ5N10 )

FrEMBR ( APl #4E ) : glacier:AddTagsToVault
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®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
FTERDER L& (R LEEID)

FIEEMPR ( API#84E ) : glacier:CompleteMultipartUpload

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
SRXHESIE (POST lockld)

FTENPR ( API#84E ) : glacier:CompleteVaultLock
wR

S3 Glacier &% : glacier:ResourceTag/TagKey
BIEHE (RESHE) *

FREEMPR (APl #84E ) : glacier:CreateVault
wR

S3 Glacier &4 -
EREES

FTEMBR ( API#84E ) : glacier:DeleteArchive

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ArchiveAgeInDays. glacier:ResourceTag/TagKey
il Bk S 4

FFEEMPR (APl #24E ) : glacier:DeleteVault

Amazon S3 Glacier AP| fXfRS& API fRZR 2012-06-01 286



Amazon S3 Glacier FRARIER

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
bl Bk 32 4 FE 15 18] SR B& (DELETE access-policy)

FrEEMBR ( API#4E ) : glacier:DeleteVaultAccessPolicy

WK : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %1% : glacier:ResourceTag/TagKey
BIBR R (MBRBEAEE )

FTEMNPR ( APl #84E ) : glacier:DeleteVaultNotifications

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %1% : glacier:ResourceTag/TagKey
BIRES (FREBUES ID)

FTEMBR ( APl 384 ) : glacier:DescribeJob

WK . arn:aws:glacier:region:account-id:vaults/vault-
name. arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
RS (FREVTHEEE )

FrEMBR ( APl #4E ) : glacier:DescribeVault

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
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REVERIER R RE ( GET RHBE ) *

FTEMPR ( APl #4E ) : glacier:GetDataRetrievalPolicy
IR : arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier 4% -
REES M E ( FREUAHE )

FREEMPR (APl #84E ) : glacier:GetJobOutput

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 :
REN A FE i 9] 2R B (GET access-policy)

FTENPR ( APl #84E ) : glacier:GetVaultAccessPolicy

WK : arn:aws:glacier:region:account-id:vaults/vault-
name. arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &84 :
REN A EEBIE ( GET 9UERRE )

FIEMPR (APl #84E ) : glacier:GetVaultlLock

WK : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 :
SRENS A FE @A ( SREUBHEE )

FREEMPR (APl #84E ) : glacier:GetVaultNotifications

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon S3 Glacier AP| fXfRS& API fRZ 2012-06-01 288



Amazon S3 Glacier FRARIER

S3 Glacier 44 -
Bl ( POST 41 )

FREMPR (APl #84E ) : glacier:InitiateJob

#WIR : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 14 : glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
BB EE (RAEDERLEE)

FREMPR (APl #84E ) : glacier:InitiateMultipartUpload

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
B X EBE (POST BiEREE )

FREEMPR (APl #84E ) : glacier:InitiateVaultLock
wiR

S3 Glacier %% : glacier:ResourceTag/TagKey
PIHES (FREUES )

FREMPR (APl #84E ) : glacier:ListJobs

W] : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
HIHDER EE (SR DERER)

FREMBR ( APl #4E) : glacier:ListMultipartUploads

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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S3 Glacier 44 -
HIHER (3REXE4% ID )

FrEMBR ( APl #4E ) : glacier:ListParts

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 :
G S EERPRE ( GET #7%)

FrEEMBR ( APl #84E ) : glacier:ListTagsForVault

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
Bl B S BE ( FRERSTHFEE )

FREEMPR (APl #84E ) : glacier:ListVaults
wR

S3 Glacier 44 -
M ERIBRFRZE ( POST FREMIER )

FrEEMBR ( APl #84E ) : glacier:RemoveTagsFromVault

WK : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
RERERZRRR (PUT X8 ) *

FIEMPR ( APl #4E ) : glacier:SetDataRetrievalPolicy

®iR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy
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S3 Glacier %444 -
RiEXHEEHIRI 2R R (PUT access-policy)

FTENPR ( API#84E ) : glacier:SetVaultAccessPolicy

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %4 : glacier:ResourceTag/TagKey
REXHEFEBRARE (REBAERE )

FTENPR ( APl #4E ) : glacier:SetVaultNotifications

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
FEEE (RAEER)

FrEMBR ( APl #4E ) : glacier:UploadArchive

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %4 : glacier:ResourceTag/TagKey
HEER (REEEID)

FrEMBR ( APl #4E ) : glacier:UploadMultipartPart

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %4 : glacier:ResourceTag/TagKey
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Amazon S3 Glacier FHy B & id M iGE

¥ 2R3 Amazon S3 Glacier (S3 Glacier) F#&# Amazon SRS RN AIFEM, THMEFMENEE
FH. BRIZM Amazon BERA RN ENBIWELEKE , LEERNEENEIR TR ENK
R KIR. Amazon 124t 7 2 T ERSIEEM S3 Glacier ‘EIRHAI B S 4 H BRI,

Amazon CloudWatch 23R

i3 Amazon S3 £ S3 Glacier B , &2 £H Amazon CloudWatch B3R £ 18 E A B R A i i &
NEFR, MRIBIFBNATEHE , M4 M Amazon SNS £E 5 Amazon Auto Scaling FKB§ &% B
A, CloudWatch BiFTF2EARE , RAXERELTEERS. MELAERSEREHE
EENETANBERARBEFAZEET AR, BXEZER , HZHEA Amazon CloudWatch ¥5#2
B

Amazon CloudTrail B#&

CloudTrail 2t T A/, A% Amazon IRSE7E S3 Glacier AT ITIREMIE . CloudTrail 53
S3 Glacier WFrE API BABSENEHHHEIR , BEXRE S3 Glacier =% A8 B A XS S3 Glacier
APl IRRIBEA., BXxEZEER , H5EHA Amazon CloudTrail 125 Amazon S3 Glacier API i
.

Amazon Trusted Advisor

Trusted Advisor %5 T M\ A+ Amazon BFRERFH B LN REXEK, Trusted Advisor 7]

REZN Amazon i |, RAEEEARETEF X, RERETAMNMESSIRERB I HER
HEBW, PTA Amazon FFHEENIFRIAA Trusted Advisor &, LAl ZiFiTR6
E P A LLEEMA Trusted Advisor B &,

BXEZEER , 551 (Amazon Web Services Support FIF$88) FH# Amazon Trusted
Advisor,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.amazonaws.cn/awssupport/latest/user/getting-started.html#trusted-advisor
https://docs.amazonaws.cn/awssupport/latest/user/getting-started.html#trusted-advisor

Amazon S3 Glacier FEANGIER

Amazon S3 Glacier 94 # M6 iIF

ERZA Amazon EMMEITRIN —EB , BB=F= 1t B FiF(E Amazon S3 Glacier (S3 Glacier) W& £
HHNEMYE , IFEUTHE :

- REFALERE (SOC)

o XEFFITULHIELZ LR (PCIDSS)

- BHRBSENEERE (FedRAMP)

- BRERRRBEREER (HIPAA)

Amazon EEMMEITXISEE NH Amazon RS FRHBFESIAEITXEERNELEEHE Amazon RS
LE

RBMEE=715F1tkeE , A Amazon Artifact 8. BXEZEE , 55 (Amazon Artifact Fi F 5
B HMTE Amazon Artifact F FTE IR &,

B} Amazon EAMITXINEZER , FSH Amazon MM IR,

BIEEA S3 Glacier RIS MREHREEENBRBM, BALNESAMBIRARERNEEENR
Eo MRMEIT S3 Glacier WA FEIESF HIPAA, PCl & FedRAMP Z85A , Amazon 124t 7T LA TEH
BIR :

« @i S3 Glacier XHEHE , BAIBOFBXHESEREX 2I0H S3 Glacier S FEBH1TEREH
KHEEAEES, BUUE— N HEENERBPREELEL —RBEA , ZIRIEE(WORM) X#E#H 12
), FEULUBIEZREUR IR ITRE,. RBEMNEETEBENR. XHESERI T HBHE
JBSF SEC17a-4 1 HIPAA ZEMAELE,

s ZEMEEHMPEREAITIEENATRWEEEN , LARKE Amazon LHEMEFZMHMESHH
HEHEREN SR,

o BITEFE HIPAA Z2 MR EM M ERVZELBIR T AT WM A Amazon K& BB 2% 2 HIPAA
=R,

« Amazon Well-Architected Tool ( Amazon WA T B ) R=HH—TIRS , iRH BN IEHEE
A Amazon SESERFRZANITEMNZEME, Amazon WA TEREIRHEN , UWESN ITEMRT
BEAR, T2, SRAZLFEN.

« Amazon @R RIEMR T TEERTENTULNENSANATE LS FRNIERD.

« Amazon Config AI & By IR IR MR RELEX N ERRER, T EmFEMMNETIER.

BAMEIAE API fR7s 2012-06-01 293


https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://docs.amazonaws.cn/wellarchitected/latest/userguide/intro.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
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« Amazon Security Hub £t 7 Amazon FZ£RSHNLEUE , IHBEREREFELETUR
EMREER,
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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Amazon S3 Glacier # # HFE 1k S A&

Amazon £EREMIZEESXIGHN T A XEE, AmazonXERESANEYE LB ITERENTHAK ,
XETMAXBESEREK, FHESATKRESHNNEEEE -, XETMARARIEH TSRS ERX
RITHIRERNARFNREE, SEENENEEROLEMZESSNIHREF OEMZHEMEL , ei18
EEENTRAY. ZEMNTY EMY. S3Glacier ATKRARN IR FEEHEEHEVI=ATARNZA
BEP, NREFAMY , S3 Glacier REBWIARY LEFFENBERSFHES/ AZ

BXRAmazonXIFMOARXNWEZEL |, FS@Amazon e ERERZ

HERERE N API M7 2012-06-01 295


https://www.amazonaws.cn/about-aws/global-infrastructure/
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Amazon S3 Glacier PRV EMIZELT =M

ER —BIEE RS , Amazon S3 Glacier (S3 Glacier) B Amazon Web Services : Z £ Hi2 8RB AR
B Amazon ML LS REFEMIER,

BE M E S3 Glacier 2B Amazon KK APl #1TH ., BFRIRMAXFERELTSM

(TLS ) 1.2, BiUfEA TLS 1.3 REFRE, BEFHRELAXHEEZTLEFRE (PFS) NEBE
# , 5140 Ephemeral Diffie-Hellman (DHE) =% Elliptic Curve Diffie-Hellman Ephemeral (ECDHE), X
SHINRRE (Wlava7 REERA ) BZEFXEER, I, DAFERES IAM EEKERR 1 R 247
ID MIER R FAFERITZER , tHLAFEHAmazon Security Token Service (Amazon STS) 4
IS B 2 2 U B RITFERFITER,

VPC it =

BEEEFE = (VPC) iR , BEEH N VPC FA%RHEEFIH Amazon PrivateLink IR XN I X
# Amazon RS VPC im SRS , MEAEFAERMM K, NAT &%, VPN ZE#ZZ Amazon Direct
Connect iE#%, B S3 Glacier T E#EX# VPC R , (BURENT S3 Glacier ¥EJ1 5 Amazon S3 &
BT E , W ATLAFIA Amazon S3 VPC iR,

&< Amazon S3 A AHIE B LA R X REHR A S3 Glacier FEENEZER |, B5SH (Amazon
Simple Storage Service AAF 18R PN REMEAPEEMEZLET R, HXx VPC mERHNEZEER ,
%2 H (Amazon VPC BF1ER) M VPC K.
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/lifecycle-transition-general-considerations.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints.html
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S3 Glacier ZiiEK ZE R RE

£ Amazon S3 Glacier UIER FFRKBE |, BAI LR MES /) Amazon Web Services XiF 5K
Amazon Web Services Ik F iR EHIER REM AT BEHIER RIED, Bk S3 Glacier IERRFZADN
EZEER | 5 S3 Glacier Effto

/A Important
BELRREICER TRERRHAEEERER S3 Glacier X HIK RER,
B S3 Glacier XN EZEE , 2 H (Amazon Simple Storage Service AF1ER)
WATASN KRN EFEEENEENR,

£

« 3% S3 Glacier BIER RFRE

« f£/ S3 Glacier #£#l &R BHIER REKR

- £/ Amazon S3 Glacier AP| i& EER KK

%32 S3 Glacier HIEK BRI

BRI LAM =% S3 Glacier 1iER RKBE P 1T1£4F : No Retrieval Limit (T ZER &), Free Tier Only
(XZEBREE) F Max Retrieval Rate (R AR RERE),

F# R A BRIABIER R KM 2 “No Retrieval Limit (X ZRBRE), 18R & # H“No Retrieval Limit
(LRRRE)KE T RERERD , EIMEERNBBEBREER,

£ “Free Tier Only (R BREE)" K , B LUK EREEHES A Amazon RREERIFUA ,
Mm@ R=EEABERRTEA, IREEERENBIEEETIAmazonR RERREM , N UFEAK
SR ERRIEKIZRER bytes-per-hour BXRFEH, “RARER REABRENKSPIRERRESH
i B4 = F Amazon Web Services XA 2B IR ER bytes-per-hour BL&,

3t F“Free Tier Only (X EL) M“Max Retrieval Rate (R AR RER) K , BHEMEENRE
BHFNBERRERBTABIEZ, MREFH Free Tier Only (XA REE) K , N S3 Glacier HF
BFELBEH Amazon AREZERFNVNKLRFER, MREFEAZARERER , S3 Glacier 2L S
BEEHRHTHESHNIRERREB T Z KR ENbytes-per-hour BLFIK RER, XLEKIE T HEEIE
E{EBERRTAEE,
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https://www.amazonaws.cn/s3/glacier/pricing/
https://docs.amazonaws.cn/AmazonS3/latest/dev/storage-class-intro.html#sc-glacier
https://docs.amazonaws.cn/AmazonS3/latest/dev/lifecycle-transition-general-considerations.html
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UTRXTHERREBEHN - EFHEX

- REBFERRREHAT2RREAIRERZM S3 Glacier PR ZRBIFEFIFEEMNK : 3 B 5 at,
- REFWBBERREMHATHMZAES HEERITHREMEL,
« MRENMRESERBTHRERRIBEMHEIEL , BN EZESRERODERSRE.

o BAILL AT Amazon Web Services XiFiR B — MNIUIER REREE | 2R RIZREIEBHNIKFE
1% Amazon Web Services XiZ AW B HIERL RiED) . HTHERLEZERARETE Amazon Web
Services Xz B &7 , REHERLRFXBEIEE Amazon Web Services KB F. BXxEZE

B, #25 Amazon S3 Glacier E4ts

“Free Tier Only (X & BRELE) K

B LU BIER RRERIRE H “Free Tier Only (X RER) , LUAREHR RKLZFE Amazon
BREERFCAN , AT EFEHBERERA, MREMRERWIEL , Z2WE—KBIRHER B
HiFR WL BIERRRIEIEL,

BRI AR T XN BIER R KRB Free Tier Only ((XEREE), —BIREBIFERIE , BEREBR
T EIE B 7 A BR4I7E 41 X3 i% Amazon Web Services X1 #2651t EH S H Amazon & FR R RE
LA, BEFE=EBERERER,

EEFEBRERRBAR—TAR , EE TR E]Free Tier Only ((REFRER) KEE. EXHER
T, “Free Tier Only (R BRER)KBFENFHRRBEREN , BF2EWIENER, BFEEXM
ZHEEEREA,

“Max Retrieval Rate (B K& RIRE) K&

BRLHBRELRREREN “RARRER , BIEELSR bytes-per-hour F K ERBHES RECHK
RHIEELRRR, JENEELRRBREN ‘RARRER i}, IRFHRRERSSHERERT
ME S R IR B RE BT KRG IEEM bytes-per-hour BL&l , MZERIGHIEL . WREMREISFE
RWEL |, ERBE -REREL  FHERSHIIBIERRRBIEL,

ZEHERL RKMIZE N “Max Retrieval Rate (RARFTERE) |, Al MEE— KA A A
Amazon RBREERHT., HlU , BEEATHEARKEREENT DI 1 MB, X{EF Amazon ZHEE
REERE, NBREEB XD A Amazon EERBREZRE , BRI AL KB IRE N Free Tier Only
REFRER) , MRLUFEEEE , Bt N “Max Retrieval Rate (R A RIER) KK, XUMAITER
RIRFNEZEE |, B E Amazon S3 Glacier & I |7 FfFZ
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https://www.amazonaws.cn/s3/glacier/pricing/
https://www.amazonaws.cn/glacier/faqs/
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“No Retrieval Limit (Fo#& 2R BR #l)" SR B

RGN BIER RKRBEIRE N “No Retrieval Limit (B ZRRH])” , N ESMEERANBBRRER ,
BENBERZZANRESANEAZETL,

£ S3 Glacier #2#| A i EHITER FRKIE

5/ Amazon S3 Glacier 12| & SIZHIER RFEE

1. & FZF) Amazon Web Services Management Console , A& LA T Mt FTFF S3 Glacier 2l
A : https://console.aws.amazon.com/glacier/home,

2. TEEBEXET , NTHEEHIEFE— Amazon Web Services X8, A LLRE D Amazon Web
Services XA B HER KK,

3. EEMNSMERTD  ERBERLRRE,
4. EFRRE. LT HIREHRELRKERNE,
5. HEBERREET , &HE—-I1KRE,

BT AN =R BUER KRR %R — b : No Retrieval Limit (FTH Z&PR#%I). Free Tier Only (X% %%
E4£)5 Specify a max retrieval rate (J8 ER AR RER),

- MRERE TRERS , NEZIFEERNBERRER,
- MRIEBNEHEE , NFEZEH Amazon &BREENBTFERRIER,

c MREREERARRR , SRERRERQSBEEHTHNESHEERLRERELEEEN
RARFERR , MBFERRERGRIEL, EXNEZARRTERTHE /T GB BEFEES
PN FIRFT (GB) WEH. EE/ET GB BPRMAELNG , EHESNEUTEMITHIRA.

6. &R REENX.

£ Amazon S3 Glacier API & B #IEK Z R

BRI LAME A Amazon S3 Glacier REST API 2 Amazon SDK & iR BHIEK R FEE,

£ F§ Amazon S3 Glacier REST AP| iR EHIEK ZF K

O] LAEF Amazon S3 Glacier REST AP EF M RERERERE, S LIERRIEBIEL FZRE

(GET %l ) RIFEFURBFERREKME, EALMERARESRFELRER (PUT X ) BERERE
SEA N

“No Retrieval Limit (o4& 2= PR #l)" 5 B API fR4s 2012-06-01 299


https://console.amazonaws.cn/glacier/home

Amazon S3 Glacier FEANGIER

/8 PUT SRE&IRVERT | B T@I ST JSON Strategy FEREIRE N BytesPerHour, FreeTier
& None RERHFERRFMER, BytesPerHour HETFHEESH A PIEBRIEERAKRRIE
# | FreeTier EETEFRNREREE , None ERITER TR ZERHI,

HERBENL (POST il ) BEBHBERZRES , MZASHBHHERRFHKAIRENTK
KRFEEKR |, Initiate JobBRENEFELEHIIEARE,

£ Amazon SDK i& B#iEK ZERE

Amazon 2 —L SDK |, Bi&EFF & Amazon S3 Glacier BIHTEF. XL SDK £t T2 /KZE REST
API I | AR AT G REE R H A BN RIET. BXEZEER |, 55H & Amazon SDK 5
Amazon S3 Glacier &8,

£ Amazon SDK & BEIEK RERE AP W< 2012-06-01 300
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¥rig Amazon S3 Glacier &R

FRERN Amazon HIRDEMIRIC. BMIEHHE MELAK , SR SHBHLENL, BREE
MEPRE 5 EL4E Amazon S3 Glacier (S3 Glacier) X#E# IR, ERAREREE Amazon BIRMALR
&2 (BREKERE ) W—REEDBEE NG,

ES

« FREEARAIR

« PRI

« FERFRERERAA

- ERAGEEEFZE

« HXEZ

IREEAR AR

£/ S3 Glacier ##|&. Amazon Command Line Interface (Amazon CLI) 2 S3 Glacier API 7] 5¢ 5% A
TS -

o [EXHERMIRE

o S XHENIRE

o MITHBE I BRARE

BXRWMAZRM, 5 HNBERFENESR , S 51 S3 Glacier X#FE,

BAERARERNENSTHEHRITHOE, Bl , BALUIRAR. IEEIREXN XHEHITIE, BTE
ENBMIEWENE , AU Z—ABECKIKRBREBNBEER, Hlw , BaE L —AFR
L BHEREXGENFIEEMARRBEXGE, UTRE— LRI RE

- FFEE : B

- IR : MIRER

« INE &£
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FrZ PR &l

ERREZREMT

« —NRIR ( XHE ) ERARFREHN 50,
- RERNEX D KNE,

RERRENT -
« EXHEN-EARER , 8IMERLARE N, NREFMNVIREERCERANE , AR
EREZDNFREN.

o FRZERBABELL aws: FFk , BN UL BIRF TS LAt Amazon . Amazon fFRE IR LU BT
TR | BIRTERE M BRIX LR,

. MEBHKEMLTNT 1 128 4 Unicode FHFZ [l
- RERLAEEITFH : Unicode &, HF, ZRAMUATHERFZF :_ . / = + - @

REERFNT :

. FREENEKEXLTNTF 0 F 255 4 Unicode ZRF 2,
« MEEAURZE, B4, ENSBREELTER : Unicode &, HF., ERNUTEESKRT
ﬁ:_ ./ =t - @

£ A FR R ER AR

BRI A FERAREX Amazon A THRMBER, HBFHRZNATEMA Amazon &R ( BEXH

FE ) B, 28 Amazon A D B ESHF BB RNSRENEARMEAR, BaANARFKIILSES
(WEAHL, NARFEMIMESE ) WS |, MEESTRSHPHELBHNEE, BXEZFER | B
2% Amazon Billing AFEREPHX BE LKL IR EFEARE D BFE,

£ AV ZE IR 1 B2 H

ETAEAFEAEH BARWETRORE. HI , BTRE— P EEREFHTREN BEREH
AR — A REEE  ZERERNEEEREREEIEBN True , MIFIEL SN AN ZRM BRI
. " BANEREREERHEER RS TFEERDIFSREN False, MBATRELMBIER
PHENEE , N TELFREEREN True FEBREUENSNRRREREUTTFUETRE. %
EREL , WEA (AM AR R EAFERHTE,
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{58 Amazon CloudTrail i3 Amazon S3 Glacier API &

Amazon S3 Glacier (S3 Glacier) 5 Amazon CloudTrail £/ , & 2% S3 Glacier RZ2HAF. A
5 Amazon FREFTREURENIZ R RS . CloudTrail 3% S3 Glacier BFfE API A A9ERNE
IR , BIEXR B S3 Glacier #H A M HAFX S3 Glacier API FIRBBIEA. MEEBIERIRIER ,
BT LAfE CloudTrail E4#F421%1% 2] Amazon S3 7 #8 ( ‘21E S3 Glacier WEH ) . MRETEE
IRER , M{BAI4E CloudTrail #4|& FH Event history ( B4 $LIE% ) FEERHEH. EHED
CloudTrail WEME R , B LABEE S3 Glacier & HMLEER, K HIERM IP ik, HRWEH
., BRNEEREUREMBIFERER,

ET7#ABX CloudTrail WEZEE |, 15 (Amazon CloudTrail HF1EE) o

CloudTrail 9 Amazon S3 Glacier E &

£ & 612 Amazon Web Services Ik BY |, £~ LS A CloudTrail, = S3 Glacier &4 5E3)
i, ZSEBNFIERTE CloudTrail 47 , HS5HM Amazon REEH —RREESHALIEFRH,
&R LAFE Amazon Web Services IKFHEE, BRNTHENSEH. EXEZEFER , BSHEA
CloudTrail EHH L iIcZREFTEEH.

ERF4183% Amazon Web Services Ik PS4 ( ‘23E S3 Glacier WEH ) |, HOIERER, BER
ER , CloudTrail ¥ H & X #4535 E Amazon S3 #. TIIRER T , RS & P RIZRERSR |, HIRERR
AT FrE Amazon Xif, BLERERIZREKE Amazon 7 XA HIFTE Amazon XIBMWEH , HFBEEXH
RIEEERIEER Amazon S3 F#E . AL, BA LR EH tAmazonRS , # —F 2 #77E CloudTrail
BEPRENSHBEARRTH. BXEZEE , 55N

- DIRREREK

« CloudTrail MRS MERK

A CloudTrail B¢& Amazon SNS &4l

o MNEANMXE#EW CloudTrail B EXHFMMNZANIKF#EIK CloudTrail BEX 4

FE S3 Glacier #1E#8H CloudTrail id3% , #i23% 7 Amazon S3 Glacier By APl &2 i, #ilan | X
B HE (REXHE ), MIBRSUHE M 5 HEXHRE (FREXHE ) BIENBASTE CloudTrail B
BEXHHRERSE,

BIMEHHBETREBESEXRERBFRNARGR. BOEETHBEHEUTRR

- FREEARAFZIEEREMFIEREN,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon S3 Glacier FRARIER
- BREFAACGKRREFMAFPNERNREEIERHN,
- HREREBHHET Amazon RE A H-

BXEZER , B2 CloudTrail userldentity T3,

T f## Amazon S3 Glacier BEX % B

REZE—MEE , A TNE4EN BEXMHEERIERIEEN Amazon S3 #. CloudTrail BEX 4 S

—/I\EE%/I\EIM%EO —NEH#RRKREBEMAFEHN—MER , BEEXERNEE. BRENB BN
B, BHRSHBZFLEFE. CloudTrail BEXHKHTRAMA AP ARANAEFH#KRRER , HtelITai
FEAEEIRFE o

THWRBAERT — CloudTrail BESRE , ZFKBHBAT QIBXHE (REXHE ) . BIBRXH
. DR (RECUHE ) M ERXHE (RECUEE ) #B1E,

{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-"
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
I
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
},
{
"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJQyVA",
"requestParameters": {
"accountId": "-"
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iy
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {

"accountId": "-",

"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"
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Amazon S3 Glacier B APl &

Amazon S3 Glacier XF—R3R#E  FRR—4EHATERSXKEMN RESTul APl B A,

B LAE e R HTTP B RWEAEERE |, F&M REST B3R K% E| S3 Glacier, K% REST 1
KRB, S3 Glacier 2 EREBIXN FREZRBIEFMER, i, LEHRR , BELTUTEBNR
BOREMN , AREeEELNERT. BXEZELR , BERAXNERETER,

MBXERHER , BEEHE S3 Glacier ERRMMNFRIZNAS , UMEHITAIE, BRTNE REST #
EUS LS R IRETAIENERER , LESKERHEIT REST APl #H.

B LAEEME A REST APl AR EFEA Amazon SDK |, X4 SDK 2t T BREFE, XEELX
BRIEANBNMERER , AL BERPHERARKITERKL M, At , A Amazon SDK AT LA &1t
B RIBES. IR A R 188 SEBR R 4244515 88 £ | Amazon SDK for Java®l .NET V&7 S3
Glacier #1E, BXEZELR , HZ M Amazon SDK 5 Amazon S3 Glacier &4,

£}

« BERIERIRX
 HRE RIAR K
- WIBERBITER
- TEREM

« HIRMAL

- XHERE

- BHRE

- DEREEERE
- ESBRE

« EESBEEREANKERE
- BERRERE

3 LR Sk

Amazon S3 Glacier (S3 Glacier) REST 5 R XA IS BERERFAMIRL, TRHBATRE S3
Glacier REST &3R5 ] £ AR PRk,

BRERRk API hzZ 2012-06-01 308
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PRABR

Authorization

Content-Length

Date

- PU AE
NiEREZPMIENIRL, S3 Clacier EELXEMRAE =
4o BREZER  BEANBERETES,

RE PR

BERIEX ( TRk ) HEE, 30
KA FREH

M RBE LEERE (RBERE) APIFERE,

AL F 612 Authorization #RLkHEBENZ &
ZWAE, MREY Date LA TER , M4

JER ISO 8601 EARKARIEEET. EXER

T, FFEZE x-amz-date #rk, BHEE , 71 x-
amz-date B , BHRALXEE Date #RkWE,

IR Date kTR TER , MATLHR RFC 2616 %
I3FrEENTEARENZ—, 0, UTAH
HA/et1E) Wed, 10 Feb 2017 12:00:00 GMT 2
AT S3 Glacier B9E % B Hi/83 B ¥Rk,

MREELN Date IRLATFZER , N AEER
ISO 8601 EZX YYYYMMDD'T'HHMMSS'Z2' #%
No

KH : FHEH

&K WMRIEET Date , BERAEFEA 1SO 8601
BRI, MEZESAMBIE x-amz-date #rk,
MEFEA 1ISO 8601 EAKNIEET Date , MER
BHATHERESR , BFLE x-amz-date #rko
BXEZER , 55 (Amazon Web Services
Glossary) ®H#“Handling Dates in Signature
Version 47,

ERERRL
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LB
Host

Xx-amz-content-sha2
56

Xx-amz-date

;ﬁﬁ I\\i’E:
AR EESERBERREINBS RS, ELM =

N glacier.region.amazonaws.com "#&= ,
Hep | ##H Amazon K& ( Fl80 us-west-2
) K&,

KE : FRER

EEd FAEE (AhEE) 3 LER (1RE &
FZID) FENBENERARHTITESEHN

SHA256 R¥E . BARIRLE x-amz-sha256-
tree-hash #RkFE, B2, N TFRLENBEHK

NE , ERERN. MRFEE x-amz-content-

sha256 , MAMIEE x-amz-content-sha2

56 M x-amz-sha256-tree-hash

KE : FREH

S RAAIE AP, EEER (XHHER) ML
R (BELEID) FE,

AT 7E Authorization ¥Rk RIEZZXE M HE, 1% %4
ANAMAER YYYYMMDD ' T'HHMMSS ' #

A 1SO 8601 EAHEN, il , LAT B HA/6T ]
20170210T120000Z HATF S3 Glacier HEX
x-amz-date o

KA . FREER

&M . x-amz-date XNFIEERME AL ;
CANATEENERZSEMEAN B, MR
£ 1ISO 8601 EAXENIEE T Date #5k , NI
% x-amz-date . T x-amz-date &Y,
CIHALESE Date IRkNE. BXEZER
#2P (Amazon Web Services Glossary) &
#“Handling Dates in Signature Version 4",

ERERRL
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PR B HiR WATE
x-amz-glacier-vers  E{EAM S3 Glacier APl lRA, ZRIMRAH =
ion 2012-06-01 .

RKH . FHH

x-amz-sha256-tree- X EAMHER (LAEE (RHER) ) IERK ES0

hash

= FAE R AR K

(L8R (RE LA ID) ) BATITEBHEN SHA256
MEEEREN, AXITEERBANESEER
FEHRTERREN.

KR FHFH
EIANE .

R DEME (RHEE) A LAR (BELE
D) BE,

TRER T KZE API WE R H 89 F A NE RARK

A iR

Content-L MNEXHEE (AFTRENMN )

ength
KA . FHEH

Date Amazon S3 Glacier (S3 Glacier) By Rz A BiFIatE , f5l20 Wed, 10 Feb
2017 12:00:00 GMT., HEIMEXMSMRE RFC 2616 5 3.3 THIEEMNT
EHHENXZ2—s BEE , REM Date AJREEHM B ERE , Bit , 4
m,N EEEE(AAEE) BREREWNBBAESXHFEERIIRPRY
KFTE R HERITE,
KA . 2R

X-amzn-Re H S3 Glacier BIZ2HI M — PR BERWE, MRBEMEA S3 Glacier B EZ]

questId [[& , Amazon A BAE A L ERFRFE, BRI RXLEE,

& e RIFR Sk API| W< 2012-06-01 311
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B iR
XKH . FRH
x-amz-sha PHREEH E X SHA256 R EREM, BXITEERBRMANESE
256-tree- B, BRI ERKA,
hash »
KA . FRH

X ERAITER

S3 Glacier EXRBEBINER#HITER , RUFMAENENERNE M. EEANBRFRBITERFTE
B, NN ERER, MEBEREEREAAANRTREH - BHEENER. NBEFEENAANRTSIESR
WBERXAFRZRFRFR. RHEERBREREE K BFZESESEBERY , FAZH. ZXBELN
E3RM Authorization ¥Rk —EB 5,

WRIEAYERE , S3 Glacier A EEA TN ZERBITEENHEARFRENWAENITELE, W
RABZEEBEZFERPNEZRMAEE , N S3 Glacier &L EZER. BN , FRHWIEL,

S3 Glacier X#EFFEAAmMazon EZ A 4 HITEHRRIUE, TELZNIRET DN =ZNMES

FF 1 BIEATBHER

A HTTP BREFHFIHATER, SAEAABHR , B S3 Clacier EEH I HEE S
155 I EH BT LRI E A E — B .

- 52 IBRGEFHE

BB NEZHE  FZFEHEAELONZRERBAABTN T, ZFZHFEHRNSESIFZHFE , 2
WMFHEXEWN, BHRAH, EEBEFEFREURKE L—ESHATLERNES. KIBEZFETSE
AEEAH., Amazon KIBMBSEENE S,

- E5 3 EXR

FAMZRRFEENECNERUIELE , ZEBESIHAMEAZES  FXFHABMRERA, RE
BHANITERER | MENBBIHRZANFRAEAZICTE FHFRRLE— RS HMAC B 51H
BIAERS (HMAC), 3R, WEESRPFANKHFHET R LAEIESN S3 Glacier API H{EAH
MR FHE L,

FH;
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Amazon S3 Glacier FERARER
- LHIZERUTE
s ARNABBRETELR

KOIEBRITE

UTRBIBISETRR QIR HE (REXHE ) tIBZXENFMRER, ZROITAEREELENES
HERENSE, BXEZER , H21 (IAM AFPER) FHZZE Amazon AP| &R,

AOIBREATEM :

o ERMWITEBAN Fri, 25 May 2012 00:24:53 GMT,
s WRANXERE (FFRIMILE ) X8 us-east-1,

BRAEREZE (28 JSON EX) 7 :

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 BIEISTERITENIBIEREXR

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T002453Z

x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version
e3b0c44298fclcl49afbf4c8996Th92427ae41e4649b934ca495991b7852b855

HBERNBE—ITREBREXHNKBEE, 2/, EIENTERNE=ZTREEZMN. XERANIL API
SREEHRSH.

FF 2 SBEGEFRENFEFREN !

KHERITE API hzZ 2012-06-01 313
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AWS4-HMAC-SHA256

20120525T002453Z

20120525/us-east-1/glacier/aws4_request
5f1ldala2d0feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

REFHEMNE—ITREE , F-TENEE , F=TREIEE , RE—TEXBES 1 8IEHT
ERNABERNGH, BEERIDEEFEANRSEHN glacier,

MTES 3 : SIBER , MEBHTURTA :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"), "us-
east-1"),"glacier"), "aws4_request")

R F ARG R %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MitEHMNZEE R

3ce5b2f2fffac9262b4da9256f8d0@86b4aafs2eba5f111c21681a65al127b7c2a

BRALSBHEMIE Authorization #rk. X FRHIIA R %4 AKIATOSFODNN7EXAMPLE , #3k (AT
EFEEE , RIMTHRITR) B :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aaf4s2eba5f111c21681a65a127b7c2a

AR BREITESH

PR (RBEE ) MEER (RELE D) FRALERE  SEREEZREENEREGUR
RIEFERNBIE—NMIOERK x-amz-content-sha256, RALEBRENSESTREHMRENZ
BLREeME , AIREZ NP IRALLEIRL,

MR EARL x-amz-content-sha256 WITEETELEANENNS ( BRAE ) ¥ SHA256 I
%o HEE , WITETRET SHA256 Wl fH ((TERKA). BRTHTRZENRFGIUN , BRATK
W SHA256 B HEFMTRTERARLKIEN SHA256 %,

NRFEHNBBEEENZTHA , WETUERLT Java RIBEKITE SHA256 BB 5.
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public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance('"SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();

ROk , F CH P, BAILLTERRAEBIEN SHA256 I5% , MM T RBERA R,

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

RIVALIE APl W RBIZEITE

UTRBIEISET BN EEEE (RHEE) (S3 Glacier FHFMNRALIE APl 2 — ) SIEZEH
FHAEE. R™OIBREN TSI

. ERHEEBH Mon, 07 May 2012 00:00:00 GMT.
c WMRAXERI (FHRIMIEE ) X,
- NEERAERNFEHTFLE“Welcome to S3 Glacier”’s

BERAEREZE (EFEJISON EX ) EREUTROIF, HEE , HHPaHET x-amz-content-
sha256 #rk, FEEILREIF , x-amz-sha256-tree-hash Ml x-amz-content-sha256 2+E[E
HE., B2 , XFARXF IMB HRELE | BARTR2XE,

POST /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
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Xx-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 IEFCERTENIEEREREROT. HER , EREETRALERL x-amz-
content-sha256 REE. XEWE , BH4HNE L RIERAHAH1THE SHA256 Ie % , RARBITEE
Bo

POST
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d14cb4b823e2f041cff612a628
x-amz-date:20120507T000000Z

x-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@@c3643d03d14cb4b823e2f041cff612a628

LR TENHRREEREIZR T ETARNS R, EHRRTAEH Authorization MiFHAE
A wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY #J AKIAIOSFODNN7EXAMPLE #53k & R 40
T (ATETHER, RMTHRITA) -

Authorization=AWS4-HMAC-SHA256
Credential=AKIAIOSFODNN7EXAMPLE/20120507/us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764ale9al44677c43d99061d98a5742c57a2855deb

T SRR A

FERERR | BMIEHE x-amz-sha256-tree-hash # x-amz-content-sha256 #rsk, x-amz-
sha256-tree-hash ik B EMNBEBREXPERAZHRKL M, b ETIHER T 01T E x-amz-
sha256-tree-hash #x3k, x-amz-content-sha256 FRABREBNMNERAENKGSE | HARENFR
PENE, BXEZER , BFARILE API W RHIZRITTE,

IEHERNBRAHTURE
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« BIOHER —HEBE-FRPER LAME AP EEHEER , BAUMEBREXPFREBMER, EX
MIEAT , LM BBRENMERNREN,

- BERR —ERSREE API DR EAMRR , BUNEFRREXFRREEEN -, EXHER
T, BN EEEERAREN. LERMARE  BRURETHS R EEER , ZERLNSEE
MR,

BRABHRENN SHA256 e H. ERMARERFRREN , HIHERBRNNIRES , 21t
H SHA256 Is FEW, RIPAIRFBENBMERIREA,

® Note
BB IR T —Fit & SHA256 HMERFBNHE. BR , RERBHMEARNER , B UER
= CIpD-

BRI LR LT 3R 1T E SHA256 WZR % -

1. ENERARBIENEN IMB X3 | ItH SHA256 % . BENRRE—MXRALNTF 1MB.
fign , MREE EE—4 3.2MB HHEE |, MEFEUEHRENT =" 1MB KRFE—XRE
SHA256 B %&{E , ARRITERIR 0.2MB BIER SHA256 5%, XLERFEME THAHT R

2. HERN TR,

a. EEFNMEETFTRNBHE , REITEEENFEN SHA256 9%, LEEM SHA256 9%
HERSFEXRNFH RN Ko

b. MBRABT —AFH A , BALUTZME B ERABRGT— 2,

3. EESR 2, EFERMEARNIE. HMBRRETENMMEENGS  HENFRBRE T 2R EE
PRI,

F&

« WMIERERD 1 HE—BRP EERE

- WERERS 2 FRASREERLEAME
- HTEXHHHER S

« TEEEREERREN
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WIEWRERH 1 FE—FRPLEHR

EE—ERPFEALAMRAP (BESR LEMR (AHANR)) LEAMRN , B RWERAFHLE
FEEAMYE, Hit , BHUHMIE x-amz-sha256-tree-hash FRIFLA P BEBMIRHHEBE,
RIREBE L5 —/ 6.5MB IR, THEUE T CIERN SHA256 BFENRE, BERERHIEN
1MB X1t & SHA256 5%, Wk , B ERNFRMN 0.5MB BIFITERF , AFIRAEN T RATR
FIEH

/ SHA-256 Tree Hash ™
" af the Archive A

d_,.-*- -.--.----""---.__

~SHA-256 ~SHA-256
. Hash . Hash
SHA-256 ™, 7 5HA-256 ~GHA-256 ™, )8
’ Hash A Hash ' Hash . Y
Jf-'f.._. '\ .f.’f.._ . “\ J.__f-". 3 ‘-\H. ..
~ SHA-256 ™ / SHA-256 ™ /" SHA-256 ™~ SHA-256 ~ - SHA-256  / SHA-256 ~ - SHA-256 ™
“_ Hash % Hash %  Hash -~ Hash % Hash .  Hash % = Hash
A
1 ME data 1 MB data 1 MB data 1 MB data 1 ME data {];:jsatr:El

6.5 MB Archive

WERER 2 FRADR AR ELAHESE

EFEAPBRLARLAMRNITEMNEREFNREBEESL —BERP LEAMRNHERE, BE—NWXRZ , &
PELEES  BEBMERPR (FH LER (BELEID) APl) LEMRAN—B , Bt , B x-
amz-sha256-tree-hash BRIFAPRARHZBENREN, B2 , LEMERE , BUTRETK
PTEREE (BSR'ERSBRLE (KHLEEID)”)EKR, #E x-amz-sha256-tree-hash EKHR
AP EEEIMERNMER S,
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I/ SHA-256 Tree Hash ™

of the Archive J
P - _ e
I,fﬁ;rt 1 SHA-256 Tree™, r’ﬁ;-rt 2 SHA-256 Tree™,
\ Hash J . Hash ,j
e - — -
_-—_.--. ...._——' S ral I
- ""\-; Loy
#_ﬂ’# x X \‘x
e J-— —
/SHA-256" ) ( “SHA-256 ~GHA-256,
. hash / ‘. hash ./ v hash ./ ]

A . . B . SR —
/SHA-256™, “SHA-256" SHA-256", SHA-256", /SHA-256" “SHA-256", “SHA-256"
‘. hash S\ hash S\ hash S %\ hash ‘. hash /% hash ./ \ hash /

: 1 4 f
Part 1 Part 2
4 MB size 2.5 MB size

TEXHHRERS

WA ERNEERHTERENMERN., SUURESEEINEEMRILAB, NEEER
Amazon SDK ¥ Amazon S3 Glacier (S3 Glacier) #1742 , IRALNEBEXM R FITE , £R
ERMEXH4EIA,

Example 1 : Java R4l

LFRGIERT WMER Java ITE 4R SHA256 HFER %, S BN EEX G MNEENSHEKEZ
THRE] , AT AERENEHARBEER TreeHashExample. computeSHA256TreeHash F3%,

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
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public class TreeHashExample {

static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& a File to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
* @throws IOException
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& Thrown if there's an issue reading the input file
* @throws NoSuchAlgorithmException
*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.
*
* @param file
& A file to compute checksums on
* @return a byte[][] containing the checksums of each 1 MB chunk
* @throws IOException

ks Thrown if there's an IOException when reading the file
* @throws NoSuchAlgorithmException

& Thrown if SHA-256 MessageDigest can't be found

*/

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream = null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
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int idx = 0;
int offset

I~

Q;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*
* This method uses a pair of arrays to iteratively compute the tree hash
* level by level. Each iteration takes two adjacent elements from the
* previous level source array, computes the SHA-256 hash on their
* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the
* source array for the next level.

* @param chunkSHA256Hashes
E An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException
& Thrown if SHA-256 MessageDigest can't be found
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");

byte[][] prevLvlHashes = chunkSHA256Hashes;

while (prevLvlHashes.length > 1) {

int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array

* @param data

* a byte[] to convert to Hex characters
* @return A String containing Hex characters
*/
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public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {
String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2 : C# .NET R4l

TR RBIERT AT E AR SHA256 Hiie %, A UEN RE X NEBENSBRIZTIR
Blo

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{

class Program

{
static int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the
* specified file

*

* @param args

* args[@]: a file to compute a SHA-256 tree hash for
*/

public static void Main(string[] args)

{

if (args.Length < 1)
{
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Console.WriteLine("Missing required filename argument");
Environment.Exit(-1);
}
FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try
{
byte[] treeHash = ComputeSHA256TreeHash(inputFile);
Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());
Console.ReadlLine();
Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadLine();
}
/**

* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)
{
byte[J[] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
return ComputeSHA256TreeHash(chunkSHA256Hashes);
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/**

*

*

Computes a SHA256 checksum for each 1 MB chunk of the input file. This
includes the checksum for the last chunk even if it is smaller than 1 MB.

@param file
A file to compute checksums on

@return a byte[][] containing the checksums of each 1MB chunk

*/
public static byte[][] GetChunkSHA256Hashes(FileStream file)
{
long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)
{
numChunks++;
}
if (numChunks == @)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{
if (file != null)
{
try
{
file.Close();
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}
catch (IOException ioe)
{
throw ioe;
}
}
}
}
/**

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

ks An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)
{

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int i = @; i < prevLvlHashes.GetLength(@); i = i + 2, j++)
{

// If there are at least two elements remaining
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if (prevLvlHashes.GetLength(@) - i > 1)
{

// Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];
byte[] concatenation = new byte[firstPart.Length +

secondPart.Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,

firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,

firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,

concatenation.Length);

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
public static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;
}

TR BRI

HEERBHES APl (ESHE3I{El (POST fEill ) ") R FRHEZEA

R

70N

ALUERMHIEEER R

MRRTE. KLU , SEERARIESHE AP (FZRERIESHH (REGE L ) ") TERENHK

Bt BULERMMEEE THNSRETE. SEUEERMHE , EERRNTHEENHENS

TEBERHRRARR M

API fR7s 2012-06-01 328



Amazon S3 Glacier FEANGIER

VBT HEXWNMHE. BERRAVEEMAEHRURFTHINTF. A TETHBEMEERENE , B
ZHNEEEETHRERELAURER BT, XMHREATEXSTFHELNT

o BKFEFXF - EUTERT , SBE [StartByte, EndBytes] LAIKFTT (1 024*1 024) XI55
9 : StartBytes A4 1 MB 2B} , EndBytes fl 1 AJ#{ 1 MB BRREZ TIEEMNHRNLERE (&
BFTRPEA) . BEIES API HERNEE ( MREE TEE ) BHAKFFXTF.

« DHERAEXNTT - ¥ BN HMERESTE [StartBytes, EndBytes] 2 EHWH R FHRME L TEAMYR
MREEFRN NN RE , ZEEF AN THERUAMERBXITHN. 7 TEEETHRHBENR
BANE K EXRVCEARZETHAEELAURERENTF. AXCEARENSHEMRTERFN
XERNRH , FEAMERE R RRUAREREXNFHERTE .

FER , UIREEFEXNFHEEERAKFTINFTN, ER , URFHXNFBEEINF —ER AR
i FXIFHY.

BUTRAER T EETHERSREN , 2EBERER TRIREME :

- MREBERBIE

- MREERIE
HSEE .

« MRBEBHESERPEEERRNUMERFBXSTHEE , H AERIESERP THENE
o

c MRBEBHESHERPEEERRN UM EXNTHEE , A RERIESERPEEETHH
LARS T e %6 34 ST RSB Bl

BFRPAEEERRNEE , A AERRESHERF FTHEBEMER,
ERPRIEEERRNVCE , A AERRESERPIEEE THHURERFENTF

R W

MREHEBHEFSERPEEELRIVEE , MIZEERUAMERFENTF , WEERRESERP TR
#iEe |, MATLRBERAE  EREDT2REREME.

RIEREHE A RRUAMEREXNFTHERTE
RN XHEFE -1 6.5MB IR | LERRIZMEN 2MB, BHEBHEFERPEE 2MB 5B

ENARARE T EETHRENRESWIHBEREME. TEEHATXT 6.5 MB =G TER
P 2 MB SEEl. XMAEEIGURFTNT , BERE-EE MR FXF.
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SHA-256 Tree Hash ™,
‘. of the Archive  /

T -«
/" SHA-256 ™, ~SHA-256
. Hash ./ . Hash ./
GHA-256™, BHA-256 \
‘. Hash J ‘.. Hash .~ \
-""#.. * ”. " ‘ ."..’.._.- o ‘\x -\,- '...I..
/" SHA-256 ™,/ SHA-256 ~ - SHA-256 ~, - SHA-256 . - SHA-256 . - SHA-256 1\ - SHA-256 ™
‘. Hash /%  Hash .\ Hash /. Hash .  Hash .\  Hash '\  Hash ./

A

0.5 MB
data

1 MB data 1 ME data 1 MB data 1 MB data 1 ME data 1 ME data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive ;4 Tree-Hash Aligned

LA T2 e 25 X4 37 958 [ i BA

LEEB O X R AR BRI STHSEENARLEH THIINGE, SETHHERN B HEEEERR
MBECE AR ZENEZNEE THAEEN , AHERENTHEEFEER. NRIFENEEEGU
W FEXITT |, MIRE THREEE TR BRI MERE,

HENHETE [A Bl c LHEFHRERS , BEENRERFNREY TEMIRNHERHH
N — T RE, SBE [A Bl TN THERURFERFBNFTHN, ERUEE HERERE : ©FTUH
FRFEXNFHEETE PHBRRERTER—R. HELEOH , RINRHTRERHXNFAIGHE,

A [P, Q) A N JKFTT (MB) WARASEEER , MPM QR 1MBHEHK. BEE , XREBFET
BR[PMB, QMB-1ZF%], BEATHEER , RIFEETH [P, Q. ETXLEERRESBA :

s MR P HAFH , WRE—NIEEMN UK FXIFTHSEEED , [P, P+ 1 MB),

- MR P REBH , kBREAH, HP P AUER 2k * X, MEZHE k NA P FF LR IE & XSTH5E
Bloe XBAT 0HEH. URFEREXNFHEE D NATRE
" HWFEAI, BB (0<=i<=k) HEP+2 <N, Il [P, Q+2) RUKKMAEIFTHEE.
+ P =0 £ A=2[IgNJ*0 K HIER
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KB HR HTTP RZSKRE RE
AccessDeniedException R 2458 Amazon Identity 403 BZF
and Access Management (IAM) Forbidden U

EBMAATHNRIER , HEEE
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F Amazon S3 Glacier Y Identity
and Access Management.,
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=, Request Ui
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B, MRERFE, Forbidden i
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tyException R, MREABE, HERDGEA  Unavailab B
FThERE , FEATHRESME le
K%,
InvalidParameterVa MRBRMIEE THERNSEH , M 400 Bad BZF
lueException RE L FE, Request U
InvalidSignatureEx MRBFERLEZLH , MRE R 403 zZF
ception Fo Forbidden Ui
LimitExceededException MRBERSHEIXHERS. ¥5 400 Bad BZF
LRFEIFMEERZRBFRIEM Request i
=30, MR E A,
MissingAuthenticat MRZERNBERKE S BRI 400 Bad B
ionTokenException 7, IRELFE, Request i
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FRARER

5B iR HTTP RSB XKH
MissingParameterVa MRBFERPREXENFRLS S 400 Bad BZF
lueException w, MNRERFE, Request Uity
PolicyEnforcedExce MRERZRMELFFEE L BIERE 400 Bad =
ption W RERRS , MREIRFE.  Request Ui
BEXBERRRBNESEE | 18
21 S3 Glacier B FEHE
ResourceNotFoundEx MREENER (FIMXHE. £ 404 Not P
ception £ ID HEFH ID ) F7F%&E , MEE  Found U
HRE
RequestTimeoutExce MRIERE EEHEHH Amazon 408 Request FEF
ption S3 Glacier (S3 Glacier) FE#UW Lt Timeout Ui
Rt , MRERFE,
SerializationException MRFEREXTH , MRERF 400 Bad =P
. MRIIE JSON ERAH , Request %
NHEEKAZEER,
ServiceUnavailable MRBRFTETHBER , MIREL 500 AR S5
Exception %o Internal B
Server
Error
ThrottlingException MRIBEFEEREKD S3 Glacier X 400 Bad EZF
EERNRER , IRERFE, Request i
UnrecognizedClient MRFREIZE ID HRETHEE 400 Bad zZF
Exception W, MRE R, Request U
&Th S3 Glacier API REIHEHN FF , EcEEFTANFEEE , LB EHEREINSES IR,
S3 Glacier 2EM N EXFIREHFIRER. ATROIER T ELEEIRIEN,
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w1 ERTEENES ID ERMESER

BRIREATFENES RIE HLES (REES ID) BR. B, BEE-NMFEENES ID.

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6fuSm6VzW9T7esGQfco8nUXVYwS03jlb5gqlIZ55yHgt5vP54Z5hjo@zQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da®447acf430195dchb540091b12966F2a2

YER MR |, S3 Glacier IR E LA T 48 1% 09 B o

HTTP/1.1 404 Not Found
x-amzn-RequestId: AAABaZI9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfjg
Content-Type: application/json
Content-Length: 185
Date: Wed, 10 Feb 2017 12:00:00 GMT
{
"code": "ResourceNotFoundException",
"message": "The job ID was not found: HkF9p6o7yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP547ShjoQzQVVEXAMPLEbadJobID",
"type": "Client"
}

Heph

(R

/|

I3

l%ﬂde'll'ﬁz_o

KH : FHH

Nt E
N

BETRESHEIRN APl B RSFMG —RIER,
S

1

H

ok

Type

BiRBR, ZFRALANUTEZ— : Client. Server = Unknown,
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?éﬂ . ?ﬁ%o

EEEFEBPMEPHATER

o WFEIRMR , S3 Glacier IREVMASRIEE 4xx F 5xxo. FEHREIH |, RSKRER 404 Not
Found,

« Content-Type #r3k{H application/json RRIEXHH JSON
« IEXHH) JSON BH THEIREER,

EZBNERT , RREEEFTFENXMHE , MARHFRNES ID. WNSIBREFEHEE,

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®
Content-Type: application/json

Content-Length: 154

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",

"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",

"type": "Client"

w2 BRSBERERENFIHESER

FEHRREIF | BRIE FIHES (RBES ) BRUKRREFHRE statuscode HIXHEES , ™
BIRM T HIRM statuscode f finished , MAR A #EZMWE InProgress, Succeeded
Failed,

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

S3 Glacier iR[El InvalidParameterValueException LA HERAIHE
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FRARER

H

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg

C
C
D

{

}

TTP/1.1 400 Bad Request
ontent-Type: application/json
ontent-Length: 141

ate: Wed, 10 Feb 2017 12:00:00 GMT

"code": "InvalidParameterValueException",

"message": "The job status code is not valid: finished",

"type: "Client"

N ERE

LA 2 a7E S3 Glacier H{EAH STHFERE,

£}

f I A ESIE ( DELETE BiERME )

B X E AR INARE (POST #REAH )

BIENHE (REXHE )

FER M EBIE (POST lockld)

o MBRICAHEE

I BR 3244 B 15 18] R B (DELETE access-policy)

M BRSC AR B A (M BRIBAELE )

HR X (FREUCHERE )

FRER S FE 175 9] 2R B (GET access-policy)

RN EBE ( GET BIERM )

R EBH (FREVBAEE )

Ba XHEME (POST HERR )

DI N ERRE (GET 735 )

B HH S (BREUCAEFE )

M I EE I BRARZE ( POST #RESHIBR )

B XL IR 2R R (PUT access-policy)

REXHEFEBHARE (REBHEE )

MR AE
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Amazon S3 Glacier FERARER
A ESCHEEBIRE ( DELETE BiESRRE )
iR

MRXHEBERLE T Locked RE , MR ELEFELEXHESEIR, NMREFRIEERXHFE
BELTF Locked IR , MLRIELIRE AccessDeniedException iR, FIENHEHESES
MIE TE ST B P I BR ST B E SR B

B EA InProgress FXHEYEB T B XHEHE (POST SIEXKE ) RS, BYEA
Locked X HEYMER T TRIXHESE (POST lockld) RS, & ‘Jﬁﬂﬂﬁﬁ szUdﬂFJ:fF%ﬁm

( GET $iEXRRr ) REXHEHNENRS. BEXANHEHELENEZFEE , iHSH S3 Glacier X
EHE. BANUEHMERBNESER , BSH XHESEXRRK,

RERTEEN, WRNHEMEL T InProgress REFXKE 5 XM EXRKATRE |, W& W 2K
Thith U8 A L R4

R
EMIBR B BUE RS | B0 AR DELETE F3RAY URI K3iE HTTP lock-policy #H3Ro
E&

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note

AccountId fER Amazon Web Services lKF ID, B{EXS R RITER#TERNEIEME
X} EXHY Amazon Web Services K ID #HItEL, &R ELIEE Amazon Web Services K ID
WA LUEREE-" (EFFA ) , BEXFBERT , Amazon S3 Glacier £/ 5 HXX & 'J?J_ﬁx
B HEUE A <EXA Amazon Web Services 1K~ 1D, MIREIEEMKS ID , EZE ID P EEE
F&F (o

BERSH
LRENERBERSH
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FRARER

B R#RK

LR ERERMEREEANERL. BXEABERLINES , BSAELBEREFL.
HERE

LR AR B EREL.

I K1

R ThMIBR LSRRG , M| S3 Glacier &3R[E HTTP 204 No Content MR,

&

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

T RIAR Sk

WIRAER A S HIMALE A BRIk, BXBAMALKEES | H2HEAMAR L,
7 IE 32

HIBETRERMRE X,

iR

A3 Amazon S3 Glacier RERSIBHENES | BSHEIZNAL

5l

AT R B R A UL A S R

~lE R

W RBIH | DELETE RS XX F BN examplevault BSXHER lock-policy FHRIR.

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2
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x-amz-glacier-version: 2012-06-01
e B2 7R 451
MR AR INMI BRI KRB | M S3 Glacier £3RE HTTP 204 No Content MR , #1A N RAIFFI R,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

- ERXHESE (POST lockld)

« FRECHAEBE (GET BIEXRR )

- BEINHEYNE (POST BiE R )

BESH
BXREHEIBEEH Amazon SDK HERLL APINEZER |, FSRUTHREA :

* Amazon Command Line Interface

6 3B R INARE ( POST #5780 )

HRESRIXHERNEENRE, BMEH-—MEN—MEEAK. BIMNXHETRZE 50 ME
L, MBRENE ’Eé—rﬂlﬁﬁﬂﬂl#ﬁﬂ’]ﬁxﬁﬂﬁﬂ Ntk #EL B K LimitExceededException 4

'Lfo

MREXHEFELNENMEERN TEACSHFE—MZX , IHEZUENRE. AXNENESER  F

29 #=12 Amazon S3 Glacier ‘BiE,
ERIBE

ERMXHERMIRE | B[ HTTP POST #ER A EFHRZ URI , LA T B E RO TR,
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https://docs.amazonaws.cn/cli/latest/reference/glacier/abort-vault-lock.html

Amazon S3 Glacier FEANGIER

POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
(® Note
AccountId fEF Amazon Web Services Ik 1D, Lt{EAINE AR ERH#TZEEZREULE
XBkBY Amazon Web Services ik ID #HCEL, &0 LA3EE Amazon Web Services K ID
A LLUERIEE-" (EFER ) , AXHERT , Amazon S3 Glacier £ 5 XX iFR# 1TE
BB EUEAEXEXA Amazon Web Services 1K ID, MRZIEEKF ID , 27 ID R EEIE
?ﬁ ("')o
BRSH
AW iR HIE

operation=add T H operation EMNENERAFHESZH add, ATEMNX &
HEMIBRIRE (POST #rEMiRR ) #HITX D

HRIRL

LR ERAFBRFEBANERL, AXBRABERANES | BEHELERIT X,
FERIEX

BREXHBELT JSON FE&,
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RE
ERMEXHENRE, BMIEH-MRN—MEAKR. ZETAEFRE,
RE . PRI FAFRME
KEAR : RPKER 1. RRAKER 10,

MR
WMRBEFREIT , WiZRFZSRE HTTP 204 No Content MR,
1Bk

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

We B2 A7 3k

LRERERARSHARERNENL, BXRBEAMRMLNES , HSMAE A ERNRX,
g 8 1 32

1k 388 4E 3R 5100 7 1F 32

iR

BX Amazon S3 Glacier R EMEREENER , BSAEIREL

]|

RBIER

AT ROIRIE —NERER NS XA FERIPRER HTTP POST #3Ro

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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Content-Length: length
x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
0fa) Rz 7=

WRIERKIN , S3 Glacier £3RE HTTP 204 No Content , ZILA T ROIH IR,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

. BUH BRI (GET 5% )

o WTHEERMBARE (POST FEME )

BEZH
BXREREIESH Amazon SDK RERLL APINEZEE , BSRUTRE

* Amazon Command Line Interface

BN HE (RENXHE)
PO

WRESFEREEN BRI XHE, XHEMNBFTE Amazon Web Services ik P I EA
Amazon XIBR AR -, BHRZAURENKFEIE 1000 NXHE, BXRUIEESXHENE

B, 5% 3] Amazon S3 Glacier &= miFHEE T,
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https://docs.amazonaws.cn/cli/latest/reference/glacier/add-tags-to-vault.html
https://www.amazonaws.cn/glacier

Amazon S3 Glacier FEANGIER

AXHEmER , BLERLT RN,

- BMKEE 1M 255 MNFERZME,
« RAFNFRHEIE a-z. A-Z, 0-9, W (TRIL%) ., ' (EFHF)M (¥AFIR ).

HRERTEN , BRI UZREEMBMER , 7 Amazon S3 Glacier (S3 Glacier) 58 — X 8l IEE
WXHER , EXRBEFE&Em,

R
EE
BRIRX M E , B HTTP PUT B R RIAT R 0IZ XA ER URI

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

® Note

AccountId {3 Amazon Web Services I ID, LBLEXIS AR E R TR K EIEE

X} EXHY Amazon Web Services K ID #HtEL, &R ELIEE Amazon Web Services IiKF ID

AT LLERIEE - (EEF ) , EXHER T , Amazon S3 Glacier fEA S AR ER#ITZE
B HEUE M <EXA Amazon Web Services 1K~ 1D, MIREIEEMKS ID , EZE ID P EBEE

F&F (o

WREH
HRAET EAERSH,
WRARS

BREREAMBREBRANERL. AXBEABRANER , BEREILERTL,
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FERIEX

HBEREREXBFRZE (0 FH ),
I 1
B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

e Ry A 3k

BRT PRERMEBANEAIRAIN , MNP ESEATENIRL,. BXBABMNITANES , B2
5 % A3 W RIAR 3K

B DU
Location E 2 H X HERNEN URI B,
RE : FRFEH
W B 1E 32
13 4E R B B2 IE o
iR

BX Amazon S3 Glacier REMHERHEEMNER |, BSHERE L,
]|

RBIER

LR RGIKZE HTTP PUT B3R , LI E A examplevault B HEE,

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
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Content-Length: 0

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e Bz 7R 451

S3 Glacier BIEX#EHTE Location FkHIREXHEMMEI URI R, TRIFERFIEENZKS
ID B REFH (“Location”) , K ID BRAHMKERE - FrkH,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault

PSS

o BIHXHE (FREGUHRE )
o M BR S HEPEE
- & T Amazon S3 Glacier B Identity and Access Management

FEZH
BXREHEESH Amazon SDK HEMALL API NESZEER |, HSRUTHRSA :

* Amazon Command Line Interface

SERAFEEBIE (POST lockld)
i

WIRERS N XM EHERNIRSM InProgress MBERN Locked RSRERXHFEPELRE |, X
LEHNHEYNERBATER, BIEA InProgress MXHEMEET B3 XHEHIE (POST
BERR ) RS, BT EA RECUHEYE (GET 8IEXRHE ) REHEHENRS. BRI

HESEIRNEZER , S5 S3 Glacier I EHIE,

HWIREREZN, MBEXHEMELT Locked RAMARENSIE ID SEVA T EXHENBIE
ID PTEE , M tbiEsRIBL TSI,
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https://docs.amazonaws.cn/cli/latest/reference/glacier/create-vault.html

Amazon S3 Glacier FEANGIER

MR Y HEBEL T Locked MRS EFRPEFIZTHIBIE ID , MtBRIESIRE
AccessDeniedException iz, MR HXHEHEL T InProgress MM EFERPEZETHH
BiE ID , M IRELSI% InvalidParameter iR,

R

ETRNAEHMELR , BRXHEN POST FRIRHN URI KIEHFHEMRIBIE ID B HTTP lock-
policy &R,

Bx

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

(® Note

AccountId {8 Amazon Web Services I ID. LBLEXIS AR ER#IH TR EIEE

X}EXH) Amazon Web Services Ik~ ID ML, &8 LA3EE Amazon Web Services IiKF ID
WA BLERIEE - (EEF ) , EXHER T , Amazon S3 Glacier fEA S AR ER#ITE
B HEUEE<ERA Amazon Web Services 1K ID. MIREEEKS ID , EZE ID P EEE

F& ("o

lockId ERMN BEFI XHEHE (POST MERKM ) HRKRMABE ID,

BERSH

HRIRk

BREREAMBREBRANERL. AXBEABRANER , BEREILERTL,
FERIEX

LR ERBIERIEN

e

WMRBEFERKD , MiZRFZSLIRE HTTP 204 No Content MERZ,
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FRARER

B
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

0E B2 47 3k

HRERERARS BN BANEAL. BXBABMLNER , BSMAEABRTRX,
0ja R 1F 32

1 358 4F IR 81008 B2 1E o

R

B3X Amazon S3 Glacier R EFEIREENER , BSHEIRT L

gt

RBIER

BT RBIEIEFHEBE ID W HTTP POST BRUTR X B EHED =,

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

Content-Length: length
x-amz-glacier-version: 2012-06-01

& 2 7R 51

WMRERKIN , Amazon S3 Glacier (S3 Glacier) ffiRE HTTP 204 No Content MR , #0BA T R4l

PATRo

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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PSS

o FIEXHESIE (DELETE 8IEXRE )

« RECHEBE (GET BIERR )

- B XHEYE (POST BUEERR )

»ESH
BRI EBEEM Amazon SDK HEALL API WESES , BSHANUTAE :

« Amazon Command Line Interface

A BR 3 44
R

WRESHBRXGE. RBEELREREEINXHERSETMAMER , A BB LXEREE QIR HE
SREPTIEME AR , Amazon S3 Glacier (S3 Glacier) T 2B X4 E, MR HFREEFHE—
S, XHERBRBRESKIW (B, TMBRXHE ) , H B S3 Glacier IREI4E1Ro

BULAER ARSI E (FREVIHE ) B1E , EaRHXHEEGR , @EXHEFRNMERR ; B2,
ZEERET S3 Glacier E XERNXHEZTEN,

LRERTFN.

(® Note

S MI BR ST B | B 0B ST B B ST S (R SR Bt AR BR . BRSO EE T R SRRV S
ZER  FSHAEL XK,

R

EMIBRSCHFEE | E A XA ERR URI RIE DELETE #3KRo
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https://docs.amazonaws.cn/cli/latest/reference/glacier/complete-vault-lock.html

Amazon S3 Glacier FEANGIER

B

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId ERFAEXHER K Amazon Web Services lKF ID, A LUIEE Amazon
Web Services Ik ID , B AISLERIEEE-" (EFH ) , EXHERT , Amazon S3 Glacier
SR ERI1TER EIEAEXEBKH Amazon Web Services Ik ID, 4015 &4 F ik 7~
ID , EZ% ID FEBEEMEFH (o

HREH

IRIETEAERSH.

R iwk

WIRIEREAFEREBANERL, BXBAERINES , HSRELERITL,
HREX

HIRIEREEREL,

I 7

e

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 A 3k
HREREARSHRREANEAL, AXBAWRKNEES , HSHEAENR.
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g B IE 32

SRR IR BB R IE 32,
Hix

B X Amazon S3 Glacier RENBIREENEER , BSHERMA,

T~
RO R

AT RBIMIBRE 7 examplevault B, ZRH1ER 25X EMIBRIVEIR ( SXHFE ) B9 URI
B DELETE &R,

DELETE /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dcb540091b12966F2a2

e 52 7 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

BIEXHE (REXHE)

P A (BREGUHEE )

BaifEl ( POST e )

& A F Amazon S3 Glacier B Identity and Access Management

BiESH

BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA

I BR ST A4 e API fR4s 2012-06-01 349
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* Amazon Command Line Interface

il BR 32 44 FE 5 1R] SR B (DELETE access-policy)
iR

LRGSR BR I8 E X EXBRVF R K, ZBRIERAR—HMW - 215 , Amazon S3 Glacier
(S3 Glacier) TJREE BT — Lt BRI BRI E KA , HBAELLEMBRERE , EotE R T aET &
BEZRBEHI R

LRERESFN. BUUZBERARRRE  BEXEEXXHERRNREE. BXXHFERRREBHNE
ZEE , B HEL A KK,

R

I BR 2 B SO FE TR R SRR, B U ERY access-policy FAIRM URI &% —“ HTTP DELETE

\E sV
1B 2Ko
B

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note

AccountId EEBAEHERTK A Amazon Web Services I 1D, A LAEE Amazon
Web Services IK/7 ID , B A LUERIEE -" (EFHF ) , EEXHBERT , Amazon S3 Glacier
FRERFRIERFITZENEILHREKMN Amazon Web Services Ik 1D, 20 RI&fE ik
ID , 77 ID R EBEEMEFE ()0

BERSH

BRETERBERSH
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Amazon S3 Glacier

FRARER

B RIR K

WREREAMBREBRANERL, BXRXBRABERINER , BZRAENLERTL,
BERIEX

HRERBIERIE.

Wfe] Rz

¥ERNERL , S3 Glacier RTERLIMIBR K BEEEE 204 No Content,

B*E

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

W 82 5 3K

R ERERAXSBBRBANBAL, BXBRAMEMNLNER , B2 EAEMNEL,
W& 37 1 32

I3 MR R 131 W) B2 1E 3o

tHix

HX Amazon S3 Glacier #EMEIRHEENER , BSHEIRBAL

]

BATS 74515 7= S0 o0 ) Bk ST 4 R 1 10 SRS

~lE R

L RHI% | DELETE BRI AIEEIBE N examplevault HISIHER access-policy F& R

DELETE /-/vaults/examplevault/access-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
x-amz-glacier-version: 2012-06-01

I 5z 7= 45
YERER; , NRERINMIBRERE |, N S3 Glacier iR E 204 No Content , WA T RHBIFTF R

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

o IRERXAEFEETH R SR BE (GET access-policy)

« REXHFET R E (PUT access-policy)

BEZH
BXREREESH Amazon SDK RERLL APIMEZFEE , FSRUTARSA

« Amazon Command Line Interface

M BR SRR AN (M BRBHELE )
1 pUN

LERESBIBR A X HE RENHERBARE (REBARE ) RENBIRE. ZBRERLE—IHN
Bl , Amazon S3 Glacier (S3 Glacier) AJR( FEEX — LN ERELERABH , H AEBERERRERE
RERtE A , AL lE — L',

WK

EMBRXHENBEANEE |, E0XHERN DELETE FARAIE notification-configuration i&
Ko

I BR ST B 3@ AN API R4S 2012-06-01 352
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Amazon S3 Glacier FEANGIER

B

DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

AccountId ERFAEXHER K Amazon Web Services lKF ID, A LUIEE Amazon
Web Services Ik ID , B AISLERIEEE-" (EFH ) , EXHERT , Amazon S3 Glacier
SR ERI1TER EIEAEXEBKH Amazon Web Services Ik ID, 4015 &4 F ik 7~
ID , EZ% ID FEBEEMEFH (o

HREH

IRIETEAERSH.

R iwk

WIRIEREAFEREBANERL, BXBAERINES , HSRELERITL,
HREX

HIRIEREEREL,

I 7

e

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 A 3k
HREREARSHRREANEAL, AXBAWRKNEES , HSHEAENR.
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g B IE 32

SRR IR B8 R IE 32,

iR

AX Amazon S3 Glacier ®EMEHREENEE , BSHE R
e

LA RBIR R 7 an4al i BR 3244 B Y 38 SN B

RBIER

UL RBIF |, DELETE B R4 %XIXFHB N notification-configuration MISTHER
examplevault ¥#&iR,

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e B 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

 RENHEBA (FREUBHAEE )
s REXHEBAGRE (REBARE )
&M T Amazon S3 Glacier #J Identity and Access Management

N
H18

s

5]
BXREHEIESH Amazon SDK HERA L API NEZEER |, BSRUTHREA :
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* Amazon Command Line Interface

RN E (FREHE )
1 pUN

RESREEXXHENEE , BFEXHENAmazon BREF (ARN), XHEMNCIZBE, SXHE
FESWEEY , URXHEPFME#ERNERDN, MEHRERHELZK/NEZE Amazon S3 Glacier (S3
Glacier) LXK XHEFE ( SHR1E Amazon S3 Glacier FAMEIHE ) o S3 Glacier KB X E
SERNHEERE, XEWRE , MREEXHEFRMERRENGEPRRER , RELRERE
RXHEFER , MBI ATRETR & RARIX LT,

R

ERWAXNAENEE , BEBEXHERRN URI ZIE GET BXR.

B

GET /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId E2#HAEXHENIK/FH Amazon Web Services Ik 1D, &R LS E Amazon
Web Services IK/7 ID , B A LUERIEE -" (EFF ) , EEXABERT , Amazon S3 Glacier
S AR BRI ITER M EUF<EKR Amazon Web Services Ik /™ 1D, 415 &4 /A ik
ID , 77 ID R EBEEMEFE (o

BERSH

LRENERBERSH.

HRIRk

BREREAMBREBRANERL. AXBABRANER , BEREILERTL,

iR E API| MR 2012-06-01 355


https://docs.amazonaws.cn/cli/latest/reference/glacier/delete-vault-notifications.html

Amazon S3 Glacier FEANGIER

FERIEX

HRERBIERIE.

I 52

BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{

"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
"VaultName" : String

e R AR 5
HREREARSHRRERNEAL, AXRBABRLNES , BSMAEAENRX.
0ja] B 1E 3
@RI EXEENT JSON FE,
CreationDate
BIEXHER UTC B,

RE : BLISO 8601 HHARARRKFRFE , HlI0 2013-03-20T17:03:43.2217,

LastinventoryDate

S3 Glacier ER EXXHEBEZ S UTC B, BXBIXHEBENER , BSRBa/E
( POST il ) ",

KR : BLISO 8601 HHIRARRNWFERSE |, Hl 2013-03-20T17:03:43.2217Z,
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NumberOfArchives

PR EFEFERN , XHFERNERY, MRXHERERSTERRE (FlW, ENIR 612
TXHEE) |, WFEFRE null,

el B
SizelnBytes

BULEIEXRFFERR , XHERHERERN (UFTAEN ) , SREMIERMEENEM
T, MRXAFEFRERSITRERE (HlW, ERIRGIET XHE ) |, NILFER/MER null,

KA . BWF

VaultARN
X FERIAmazon BIRB R (ARN).
RE : FHH

VaultName
EOIEMRBEENXGEER. XGEEBHREIEEXHEN ARN F,
RE . FHH

iR

A2X Amazon S3 Glacier ®EMERHEENEE , BSHE IR
gt

RBIER

UTROIBRT MAIREEXE R examplevault MXHEMNES.

GET /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2
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e B2 7 451

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 260

{
"CreationDate" : "2012-02-20T17:01:45.1982",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,
"SizeInBytes" : 78088912,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"
}
UEPS:

BIEXHE (REXHE)

DI X E (BRI )

il Bk S 4

BEah#ell ( POST 461l )

i& i T Amazon S3 Glacier B Identity and Access Management

HESH
AXREBEESH Amazon SDK REMALL APINESER , BSHUTHA :

* Amazon Command Line Interface

REWX 415 8] K BE (GET access-policy)
iR

HRENR R4 E LIREM access-policy FRBRAXRRELFRRNEZFER , BERKRE
XAFEE R KB (PUT access-policy)o MRAREXHFE LIREBEIGERE |, ZIRMERE 404 Not
found #iR. BAXHEHRRBNESEE , BSHERRERK,

SREQ S e 175 () SR g API hzZ 2012-06-01 358


https://docs.amazonaws.cn/cli/latest/reference/glacier/describe-vault.html

Amazon S3 Glacier FEANGIER

H3R

ERE M X EGRKREE | B0 SHEN GET FR/IFEM URI £ — HTTP access-policy &
EE

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

AccountId EEBAHERTKFH Amazon Web Services K™ 1D, A LS E Amazon
Web Services IK/7 ID , B AJLUERIEE -" (EFRF ) , EXHER T , Amazon S3 Glacier
FRAERRXE R TERWEIEEREA Amazon Web Services K 1D, 4015 #& 48 F ik 7~
ID , B ID R EEFEMEZFH (-)o

BERSH

HERERERERSH.

B R¥R K

RENERAMBREBANIE R, BXBABEBRLINEES , BZRELERFX,

BRIEX

HWREZRBERIE,

Wfa] Rz

YERNERL , Amazon S3 Glacier (S3 Glacier) fF7E M8 87 1E 3 A LA JSON & 30IR B 324 Be 1 8] SR B
BE

HTTP/1.1 200 0K
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x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

"Policy": "string"

}

0ja) Rz 4R 3k
HRENERRSHMBBANENL, BXBAMNLNES , HSHEEAENFX,
W 1 1 32
g R EXEBET JSON F&.
R
LA JSON RSB ARTHN XA ELRIRRE (ERVIERELSR) .

e

SR R

iR

B X Amazon S3 Glacier REMNEREENEERE |, FSRERIR,

T~
SR RIS R S0 ER S A4 B 1 ] SRR o
REIER

T RHIH |, GET BRAKZEZIXHEMN access-policy FRIRM URI,

GET /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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FRARER

e B2 7 451

WMBRIERT , S3 Glacier FEMB EXFLL JSON FHEFRIRE STHEHE XK, IREH JSON
FREBFERVERNE LA, REXHEHRIFEE (PUT access-policy) REIF TR, BR TETHE

%, LT RPIERT A LAFRIRER JSON FRF&H,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: length

"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-time-based-deletes",
"Principal": {
"AWS'": "999999999999"

.
"Effect": "Allow",
"Action": "glacier:Delete*",
"Resource": [

"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

1,
"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2018-12-31T00:00:00Z"

PSS

o MRS EE T 1E) SR B (DELETE access-policy)

FREN ST 75 (R SR
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FRARER

- BN EIBKE (PUT access-policy)

5iFEZH

BREHREIEBESH Amazon SDK H{EALLL APINESZEER , BZHRUTHRA :

* Amazon Command Line Interface

REVHFEBIE ( GET BIERRE )
R
WIRESMNEEXHE LIREM lock-policy FREHFREUTEM :

o EMHELRENXHESERE,

o XHEYEMNIRES (InProgess = Locked )

- H8(E ID BHnt, PIE ID ATERANXHEMHELRE,
s HNHESERBHIA InProgress RS,

BEEA InProgress MXHEBERT E3I XHESE (POST BIEXRMEK ) RE. BEEA

Locked XA EBEE T TR EHE (POST lockld) MRS, BB FA P LIEXHENHE

( DELETE ${EXRE ) FLEXHEFEHEIRE. ARXXHENESENESER |

HEBE

H2H S3 Glacier X

MRREXHE LIREXHEFEBERR , NiZIRFESER 404 Not found fRiR. BRIXHEHER

MNESEE , SR X EHERRE.

R

ERE AN EMERBNEEYE |, B0 XAEN GET FRIRM URI KiE— HTTP lock-

policy iHXR , ML TEERBIFFIR.
BE

GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

REN M BEE
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Amazon S3 Glacier FEANGIER

x-amz-glacier-version: 2012-06-01

(@ Note

AccountId ER A XHENIKFH Amazon Web Services Ik 1D, A LIS E Amazon
Web Services Ik ID , B ATSLUERIEEE-" (EFR ) , EXFERT , Amazon S3 Glacier
FAS AR BRI ITER WEUEME<EKR Amazon Web Services Ik /™ 1D, 415 & /A ik
ID , 77 ID R EBEEMEFE (-)o

BERSH
HBRERERBERSH.
B RIR K
IRENRERAMBREBANIE R, BXBABRANEES , BZRELEBERFX,
BERIEX
HEREEEERE,
Wfe] B2
YERMRL , Amazon S3 Glacier (S3 Glacier) fF7E M8 7 1E 3 A LA JSON & 3IR B 34 Be 1 (8] SR K
&%
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"

}
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RIVEDER

HRERERAXSHBNBRANEAL, BXBRAMEMLNESR , B2AE ARG,
W B 1E 32
@R IEXBEET JSON F&.
L
LA JSON R B AR X EHERE (EAVENRLR ) -

BME : InProgress|Locked

ExpirationDate
BE ID BIHIRY UTC BEAMIBTE,, MRXHEHMEL T null KA, MILETA Lockedo

KA : BLISO 8601 BHIRX R T FRE |, Hla0 2013-03-20T17:03:43.2217,

CreationDate
T HEYERET InProgress JRASH UTC BHEAMRTE,

KR : BLISO 8601 HHIRARRNFERE |, Hl 2013-03-20T17:03:43.2217Z,

iR

BX Amazon S3 Glacier REMHEREENER , BSHAHERE L
.t

LA R B33 7R AAT SR B S 44 B B SR M o

RIER

FELRRHIF , GET EREKIZEBIXHERN lock-policy FHEIRH URI,
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GET /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B R 451

WRERM , S3 Glacier FFEMMIE X H L JSON FRBEF IR E SCH4-FE i E Kb, RER JSON
FRBEAVENELR , MBI XHEMNE (POST BERME ) ROIERFAR. BN TETEE,
LTFRBIERT Tt LAFRVIREIR JSON FRFSH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy":
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Define-vault-lock",
"Principal": {
"AWS": "arn:aws:iam::999999999999:root"
I
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"
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n
’

"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
FR BB

o FIFNHESIE ( DELETE BiERRE )

o ERXEESIE (POST lockld)

- BEIINHEE (POST SiERE )

BESH
BREHREIEBESH Amazon SDK H{EALLL APINEZEER , BZHRUTHRA :

* Amazon Command Line Interface

R EBA (FREUBAEE )
iR

WREAR B NHEFIREMN notification-configuration F&IR ( BSH“&E X4 FE B AE
E(REBARE)"). MRREREXHENBALRE , NiZEHELXRE 404 Not Found iz, B
ARXHEBHNEZEE |, SR Amazon S3 Glacier R B & X EBEH,

R

ERRBABRERFR , BRNXMHEN GET FRIEM URI &KiX notification-configuration i&
Ko

B

GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1

FREQ S ¢ B8 A0 API hz 7 2012-06-01 366
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Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId ERIBEXHENTKFH Amazon Web Services IKF 1D, BT LAIEE Amazon
Web Services Ik ID , B AISLUERIEEE-" (EFH ) , EXHERT , Amazon S3 Glacier
5 S R E R 1TE R EIEAEXEXH Amazon Web Services Ik 1D, 4015 &4 A ik 7
ID , H2% ID REBEEMEFH (o

ERBH
BRAETEAE RS,
BRI

HREREAPMEREBANIBERL, BXBABRANEE , FZHERLIBEREFL,
BERIEX
HRERBIERIE.
g BZ
B
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Events": [
String,
1,
"SNSTopic": String
}
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RIVEDER

HRAERERAXSHNNBRANBAL, BXBRMMLNESR , E2HAE AR,
e B IE 32

Mg R EXZEET JSON FE.

=

Amazon S3 Glacier (S3 Glacier) ¥[8 E Amazon SNS B XX BHHN — MRS NEHH IR,
BXREAUNEREXHEALRTBNNXHESHNEER BRI REXHERARE (1REE
HBLE) "
e i ¢ |

SNSTopic

Amazon Simple Notification Service (Amazon SNS) & Amazon BRE# (ARN ) . BXEZ
£8 , 2@ (Amazon Simple Notification Service AIJ#E®E) FH Amazon SNS A7,

KR FBH

iR

H2X Amazon S3 Glacier #EMERHEENEE , BSHEIREAL
e

LT ROBRT IMAREX 4 ENBAEE.

RBIER

W RBIF , GET BREXIEBIXHER notification-configuration F& K.

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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Amazon S3 Glacier FRARIER

e B2 7 451

FRINEY IR R & E MR E XX LA JSON R E RFRZIDRE B, ERFF , ZEREERTHED
E# ( ArchiveRetrievalCompleted #l InventoryRetrievalCompleted ) HBHI S KX
Amazon SNS £ arn:aws:sns:us-west-2:012345678901 :mytopic,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 150

{
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

}
PSS

« MIBRMHEEBA (MIBRBANEE )
s RENHAEBANERE (REBHEE )
- & T Amazon S3 Glacier B Identity and Access Management

BEZSH
BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

« Amazon Command Line Interface

B X EYE (POST BIERHK )
iR

IR AEBTIT U FRIER SRS E TR -
- X HE R B AR
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Amazon S3 Glacier FRARIER
s FXHEHENBERS[IZRENRN InProgress,
« BRE— "MNATERXHESEIENBE ID,

BARNBNIN X EFERE - NN EMERE , MALRBEA/DNESN 20 KB, BRNXHEHERKNE
ZEE , BEMH XHEHERRK,

IEIE B EDYERH A InProgress IRASEW 24 NI ATR XA ESEDSE, £ 24 NIRHE
O%®R2z/E , 8iE ID F2EH , XHEFENRE InProgress IRZ , HFREM ST B Al BRSO BE
BIERE, BORAA THRXXHEESE (POST lockld) , B XA EMERRASIZREN Locked KRR
XHEHERRE,

(® Note
EXHEBEL T Locked REFE , BFBER XHE BB HTH X EHIE

EMENEA PIEXHESE ( DELETE BIERE ) FIEXAESESRE. GBI EA RESUHEE
BE (GET BIERRE ) REMNHEHERNRS. BXXAEYMEIENESER , 55 S3 Glacier
MHEHE.

MRAENXHEBELTF InProgress MR FALLIRE , NLRESIRE
AccessDeniedException f8iR. HXHEHEL T InProgress WRASE , BATEREA F1EXHF
FE8iE ( DELETE $iEXKR ) , RS AU ST XM ESIE KRR,

HR

ERNNMHEYELRE , BEXHERN POST FRIFEMN URI &ZIE HTTP lock-policy iR , tATF
BERBIP TR

Bk

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"Policy": "string"
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}

(® Note

AccountId {3 Amazon Web Services I 1D, LLEXIS AR ERI TR EIENE

XEx#Y Amazon Web Services i/~ ID #HIEEL, BRI LAIEE Amazon Web Services ik ID
WA LUERIBE - (EFR ) , EXHERT , Amazon S3 Glacier A SRR ERFETE
BAREIEME<ERH Amazon Web Services IKF ID, MIRZEIBEIKF, ID , BE27E ID v EEE
25 ()

ERBH
HRETERERSH,
BRI

HRERERAMEREEANERL. BXEABRINES , BSHELBERIEL.
ERIEX
BEREXHIELT JSON FE,
BRBE
LA JSON FRBH AR R X4 EMERME (EAVERENLE ),
RKH  FRH

Rz
MERZRBEHIESZ | Amazon S3 Glacier (S3 Glacier) $3&E HTTP 201 Created MR,
B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

x-amz-lock-id: lockId
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RIVEDER

BRTYFREREBRANEARLI , MU ENFESIEA TR, BXBRAMMIANER , 5
58 % AR W RIARSK

=1

B
s

x-amz-lock-

AT R ERESENBE Do

id
KE  FREH
e B IE 32

138 4E 3R B8 B2 1E 3o
iR

B X Amazon S3 Glacier REMNEIREENEE |, FSRE R,

T~
RIER

LU R @ X ER PUT F&IREY URI KX HTTP lock-policy &K, Policy JSON FRF&HfE
RA\ER L.

PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\": {\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}
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e B2 7 451

WRIEFREKIN , M S3 Glacier £3RE HTTP 201 Created MR , WA T RBIF PR,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

x-amz-lock-id: AE863rKkWZU53SLW5be4DUcW

Sy

« HIEXHESE ( DELETE BIERE )

. ERXEESE (POST lockld)

« FREUCHAEBE (GET BIEXRR )

5HESH
BXREREIESH Amazon SDK ERLL APINEZEE , BSRUTARS

« Amazon Command Line Interface

B XA EERIARE ( GET #7%% )

WIRESIIHEFMBIXGENFMERES, MREZENRE , NIGEEQIREZMRYE, BEXTSHNEZE
B, i&2/ $rid Amazon S3 Glacier %R,

ERIBE
EHHXHENRE | 5 HTTP GET B RAZEEHRE URI , B RiEERBIFFIR,

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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Amazon S3 Glacier FEANGIER

x-amz-glacier-version: 2012-06-01

@ Note

AccountId {8 Amazon Web Services I ID, L{EXIS R RITE R TERNEIEME

X<EXHY Amazon Web Services Ik ID #HtEL, &R EUEE Amazon Web Services IiKF ID
WA LUR RIS E - (EFER ) , EXFERT , Amazon S3 Glacier £ 5 AR ER#HTZ
B EUE A <BXH Amazon Web Services 1K~ 1D, MIREIEEMKS ID , EZE ID P EBEE

F& (o

BERSH
LR ETEAERSH
15 3RARk

LRERERMBREEBANERL. AXEAERLINEER , FERELERRL.
WREX
LERERBIEREN

I 1
IR LLRAERTH |, MRS H L LEE HTTP 200 OK HRL
T RLE

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}
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RIVEDER

HRERERAXSHBABRANBAL, BXBRAMMLNER , H2MHE AR,
e B IE 32
@RI EXEET JSON FE,
R
ERMEXHENIRE, Ml —MEN—MEARK.
RE . PRI FAFRME

iR

A3 Amazon S3 Glacier REMEIZHBNES | BS ML IR,
]l

RO B SRR R

R RBIBIE T X 4ENRE,

~lE R

FERRBIH | FERIE—A GET FHRUMEE XM E PR RIFER TR,

GET /-/vaults/examplevault/tags HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e S 7 451

WMEERKIH , M Amazon S3 Glacier (S3 Glacier) £IRE#HH —MrZFIRM HTTP 200 0K , 7L
TRBIFFR.

S SRR API| MR 2012-06-01 375



Amazon S3 Glacier FEANGIER

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"Tags",
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
MR E D

. BCHEEERIIARE ( POST ARERIN )

o NXHEMIBRIRE (POST FrEMIBR )

HESH
BXREREESH Amazon SDK RERLL APIMEZEE , FSRUTARSA

« Amazon Command Line Interface

B SR ( BRENCAF I )
i

HRAESTIHER RS OKFERER TS XA E. 1\ R IR E 5 R B A E S PR ASCII IR HE
FFo

BRIAMBRT , BRBERNERERZIRE 10 MNIB, REESXHEZH |, M@K EXHH
marker FERABEXHENAmazon HRBF (ARN) , HH | HXHEBEREMNZB L HEFIR ;
BN, marker FE&AN null, BT —MNIHXGEEBERSD , EALLN marker ZHURE N Amazon
S3 Glacier (S3 Glacier) 3 £ =M XK EERAEENE, KU ABEIEERPIEE linit &
BR PR ) 1 B2 P 3R [5 69 ST FE 3K
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Amazon S3 Glacier FEANGIER

H3R

ERMXHESIR , BRBEONHERFRE GET HXR,

B

GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(@ Note

AccountId {8 Amazon Web Services IKF 1D, LLEXTES AR ER#IH TR EIENE

X< EXHY Amazon Web Services Ik~ ID M ZHEL, &7 LAEE Amazon Web Services K ID
A LUERIEE-" (EFA ) , TEXFBERT , Amazon S3 Glacier £ S AR FR#1TE
BAREIEME<ERH Amazon Web Services IKF ID, MIREIBEIKF, ID , 27 ID v EEE
F& (o

BERSH

HREEZIUTERSH

o R 2
limit )
EEEERNXAERAKE . RIAREN 10, BEENHE
AR FHRENREE , BT T LB REIE,
KH . FRH

BRE - BR/NEBEBEN 1. ERERENRN 10,

marker &5

BT 2R FERFER, marker 3EEMMEF A5 H ST FE K ST
B ARN. (marker EEMXHEFRSFEEREMNIIFRD, )
MZ B 5 ST FEIR S 3RER marker Ho REEEBEHRERS
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=1 iR HIE

ZENSEXHEBERPFBHNERITOIR , BFFEESTRE
marker. MR RNIRICEEZEE ("), WRELIREINE—NX

HEEFF SR B9 ST FE B 3R o
KA . S
PR : 75

B R¥Rk
WEREREAMBREBANERL, BXBRABERLNEER , BZRAENLERFL,
BRIEX
IR ERBIERIE X,
Ufa] B2
BiE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Marker": String
"VaultList": [
{
"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,
"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String
3,
]
}
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RIVEDER

HRERERAXSHNNBRANBAL, BXBRAMMLNESR , H2HAE ARG,
e B IE 32

o R IE X EE LT JSON FER,

CreationDate
DAt SRet (UTC) k&R R FERIZE B H,

EKH . FRE, LLISO 8601 AHIRXNRTHNFRE , Hlil 2013-03-20T17:03:43.2212Z,
LastinventoryDate
ARt R et (UTC) RETH EXAXHEEFES B, NMEXHEARERSITERRE (H

W, ERIRGIET XHAE ) , Mk FERAENZE. BXREIXHEFTENEE , ESH EaFL
( POST #Eul ) 7

KA : BLISO 8601 BHIRA RIS ERFE |, Hl0 2013-03-20T17:03:43.2217,

Marker

RRMALBERRT 5 R 1T 0 TWHY vaultARN, SERBAES — NI H XA EEE R B EM marker XK
REFIRPNESHE, MRRBESNHE , MIERN null,.

KR . ZHH

NumberOfArchives
BIER X REEE A, XHEPIREERR,

KA . HF

SizelnBytes

BB EXRFFLRY , XHFETAEEENERN (UFTREN ) , SESMIRTEEN
EAFFH,

KA . HF

VaultARN

X FERIAmazon BIREB R (ARN).
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KA . ZHFH
VaultList

BEAHAE  HPP SN HRETIOREM T XU ERIR,
KR B4

VaultName

XHEERM.

B X Amazon S3 Glacier REMNEIREENEERE |, FSRE R,

=~
R B FRR S

UTRBIFIE T XHE, BTERFEEIEE marker M limit 28, @it , REHZLEE 10
MR

RIER

GET /-/vaults HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

I B 7= 45
Marker A null , RIREBEESNXHEESIL,

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Sl ST AP W< 2012-06-01 380



Amazon S3 Glacier

FRARER

Date: Wed, 10 Feb 2017 12:02:00 GMT
Content-Type: application/json
Content-Length: 497

{
"Marker": null,
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
},
{
"CreationDate": "2012-03-19T22:06:51.218Z7",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 0,
"SizeInBytes": 0@,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
},
{
"CreationDate": "2012-03-19T22:06:51.218Z7",
"LastInventoryDate": "2012-03-25T12:14:31.12172",
"NumberOfArchives": 0,
"SizeInBytes": 0@,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultName": "examplevault3"
}
]
}

R X ERER D B

T RBIZEEM marker $57E /Y 4R FETT 10 BY P AN SCAF

RPIER

GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/

examplevaultl HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

B 34 R
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e 52 7R 451

HIRAFIRE T RN XHE, Marker BB XHE ARN , SMEES —MNIHXHEBERPRED T,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

{
"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147",
"LastInventoryDate": "2012-03-21T22:06:51.21872",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
},
{
"CreationDate": "2012-03-19T22:06:51.218Z7",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 0,
"SizeInBytes": 0@,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
}
]
}
M<EB D

- BIBNHE (REXHE )
- HBRSCHFEE
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- Bapfedl (POST 4kl )
- & T Amazon S3 Glacier B Identity and Access Management

HESH
BRIEHEESH Amazon SDK HEMAL APl WESER , HSHANTHRE :

« Amazon Command Line Interface

N EERIBR AR ( POST FREMIR )

LRES N EM MBS ENIRERPRER—NHZ ML, BRRENESEE , FSHE 1S

Amazon S3 Glacier &R,

LRERBEN. MEXEEHRMAIXHFENTE , LEEOFEKI,
R B
BN EFRIERIRZ |, {81 HTTP POST R AZEFIFRE URI, BT IEERBIRFIRo

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"TagKeys": [
"string",
"string"

]

}
(® Note

AccountId {8 Amazon Web Services I ID, L{EXMS R ER#ITERNEIEME
X<BXHY Amazon Web Services K ID #HtHEL, &R LAIEE Amazon Web Services i/ 1D
WA LURRIEE-" (EFR ) , EXFMERT , Amazon S3 Glacier A SRR HERFITZ
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Amazon S3 Glacier FEANGIER

AR EUEAEXEXA Amazon Web Services Ik ID, MRZIEEMKF ID , 27 ID R EEIE
FE8 (o

BB
=2 iR ]
operation #H operation EMNENEHFHESH remove, ATE £
=remove B X ERNIRE (POST HE5M ) #HITXS,

ERIRL

LR ERAFBRFEBEANERL, BXBRBERANES , BERHELIERIT X,
FERIEX

BREXHIELUT JSON FE,

TagKeys
HERMIR, MR RIBRE N RIRE,
RE . FHENHA
KEAR  JIRFHED 1 NI FIRFHES 10 N,

Wfa) 82
MRPLIRERTN , MiZRFLEXERFHEZE HTTP IEXH HTTP 204 No Content MR,
%

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date
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FRARER

RIVEDER

HRAERERAXSHBNBRANEANL, BXBRAWMLNESR , B2 EAEMEXL,
W B 1E 32

13 4E R B B2 IE X o

iR

HX Amazon S3 Glacier #EMEIRHEENER , BSHEIRBAL
gt

RBIER

AT RBIRIZE— HTTP POST &R AARIBRIEEMFRZ,

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

Content-Length: length
x-amz-glacier-version: 2012-06-01

"TagsKeys": [
"examplekeyl",
"examplekey2"

e B2 7R 451

MRFERK I , Amazon S3 Glacier (S3 Glacier) £iRE HTTP 204 No Content , LA T RHISFR

o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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PSS

« EXXAFERMIRE (POST R0 )

. B XHEERARS (GET 5% )

BEZH
BXREHEIESH Amazon SDK HER L API NEZEER |, BSRUTHREA :

« Amazon Command Line Interface

RIE X ET R KB (PUT access-policy)
iR

HWRESNXHEERE—NMIRXBHBEZINERE, EREXHGEFEHRRE  BRXHEN PUT F
BRAI%E access-policy R, BANRNBNXHERE —NMAERE , ZRBHKPZRZH 20
KBo BXNHEHERBNESLER , BSHEHRERE,

Ay <
B3R
B

EiRBENHERRKRE , B SXHFERN access-policy FARM URI &£3£ HTTP PUT 3R , AT
B LRI o

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy": "string"

}
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Amazon S3 Glacier FEANGIER

® Note

AccountId ERBAEXHENTKFH Amazon Web Services IKF 1D, A LLIEE Amazon
Web Services Ik ID , B AISLUERIEEE-" (EFH ) , EXHERT , Amazon S3 Glacier
FRERFRIER#ITZENEILHREKE Amazon Web Services IKF° 1D, 20 RI&fE F ik -
ID , EZ% ID R EBEEMEFH (o

BERSH
HRETERBERSH.
B RAR kK
HRERERAMEREEANERL. BXEABRINES , BSHELBERIFL.
ERIEX
BEREXHFIELT JSON FE,
BRBE
LA JSON FRBH AR R4 EIHE KM (LA VERENLE)
K FHH

Wfe] Rz
YERTERL , S3 Glacier £3R[E 204 No Content ( MIRIEZ THEE ) .
BE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz A3k
HRERERARSHRREANEANL, BXBAWRKNEES , HSHEAEMRX.
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g B IE 32

1 38 4E 3R B0 B2 IE 3o

iR

A% Amazon S3 Glacier R EFEREENELR , BSMAEIRMAL
]|

RBIER

LA RBISF B ST FER PUT FRJREY URI K% HTTP access-policy 53K, Policy JSON F#&F &
ER\ER LA

PUT /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-owner-access-
rights\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root

\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\"}]1}"}

e B 7R 451

WRER I , Amazon S3 Glacier (S3 Glacier) £i1R[E HTTP 204 No Content , AT RABIH AT
Ro

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

o M BRSCHEEE TS 8] SR B (DELETE access-policy)
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- FREUUHFFE TR B KB (GET access-policy)

SEZH
BXREREESFH Amazon SDK RERLL APIMEZFEE , BSRUTARSA

« Amazon Command Line Interface

REXHEBAEE (REBANEKE )
R

£ Amazon S3 Glacier (S3 Glacier) 7 , RRERMNGEFERRIBRE , BUTE X NXERER
HES , ZIESERG , BT THRESHL. BULUN X ER B RN EXEES TR E Amazon
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B

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

{
"SNSTopic": String,
"Events":[String, ...]

}

(® Note
AccountId EEHAEXHERIKFH Amazon Web Services I 1D, BRI LUIEE Amazon
Web Services 1K/ ID , B ATSLERIEE-" (EFH ) , EXHERT , Amazon S3 Glacier
FEAS AR ER#EITZENEZILHE R Amazon Web Services Ik 1D, 20R &4 A K 7
ID , B2 ID R BEEMEFFH ()0

BRSE

RERERFERS B,
FRIRX
HRERERAPMEREBRANIBE R, BXBRABRANEE , FZHERLIBEREL,
FRIEX
BEREXHH JSON BEUATFE.
E
ER S3 Glacier XKIXBHN —MRZNEH
BME : ArchiveRetrievalCompleted | InventoryRetrievalCompleted
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KA - WA
SNSTopic

Amazon SNS £ ARN, BXEZER , 2 (Amazon Simple Notification Service Al 14§
) FH Amazon SNS Al 7,

Wfa] Rz
YERMRL , Amazon S3 Glacier (S3 Glacier) iR[E] 204 No Content ( IREZF TEBHEE ).
BE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz 4R 3k

REREAMBREBANERL, BXBRABERLNEER , BSAENREREL,
0] 7 1E 32

L8 MR 3R [0 0je) B 1F 32

iR

A% Amazon S3 Glacier RE MR HBMNES , BSHE IR,

A

TR RGIBRT A EE XS EBA,

RPIER

LURiERIRE T examplevault BAEE , AERNHENEH (ArchiveRetrievalCompleted
M InventoryRetrievalCompleted ) &i%XZE| Amazon SNS £& arn:aws:sns:us-
west-2:012345678901 :mytopic,
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https://docs.amazonaws.cn/sns/latest/gsg/Welcome.html

Amazon S3 Glacier

FRARER

PUT /-/vaults/examplevault/notification-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

{
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
}
0ja) 2 7= 45

I IE R SIRE 204 No Contento

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT
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https://docs.amazonaws.cn/cli/latest/reference/glacier/set-vault-notifications.html
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BLRAE R MBS SR, BT SUN SR — R B — MYZE, EMIRAYS | B AIEM R 8 R o

REMR ID, BB THEE THERERNUHENXHEBERRIMEE ID, BXTHXHES
BNEZELR , ST Amazon S3 Glacier R & ST 4EEZE,

ERBRERE  BOARRDEREINEMBRERNIRRES , EEERRESFS LR,

EEMIERAS SR |, WAL ID EERTHRRERTERY , BAERKY , E4BURT THMNG

= .

* 1R Amazon S3 Glacier (S3 Glacier) Y EIMIBRIHRE KA , BRRRETFEERMM N TEERZR
FE, IEERERETEXAK,

« IR S3 Glacier WEIMIBRIERIE R , HERRESFORIDHEN THERFEE , NENEBTH
i,

BEXMERENEZEER |, S H“E S3 Glacier R FEHAZER",

BRERBEEN. ZHBREMBRNIBRTLS R,
HR
EMRER , KFEEEHRAIR URI K& DELETE #XR,
BE

DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1
Host: glacier.Region.amazonaws.com

x-amz-Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01
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® Note

AccountId ERBAEXHENTKFH Amazon Web Services IKF 1D, A LLIEE Amazon

Web Services I/~ ID , B A LUERIEE -" (EFRF ) , EXMER T , Amazon S3 Glacier

{ﬁﬁﬁ SRARXE ?Jﬁﬁx% By EUEHH < BXHY Amazon Web Services I~ 1D, 20 SR 4245 F3 ik F
, B2 ID R EBEEMEFH (o

ERSH

HRAETEAERSH

ATk

HREREREREBANER., AXBAERKNES  BSRELERITL,
BEREX

R EEREL

I 1

Bk

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e R AR5

HRERERARS BN BANIEAL. BXBABMLNESR , BSMAEABRRX,
0ja R 1F 32

SRR IR B8 R IE 32,

iR

H2X Amazon S3 Glacier ®EMERHEENEE , BSHE IR

Rl

UTREIBR T AAMAB KR examplevault BYSTHFEMIBRIS R,
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RPIER

EMBRAVILZRMY ID #IEE N archives BF &R,

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-

TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEArchi
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

M B 7= 451
WRFERKIN , W S3 Glacier £ 204 No Content WIMERL , AR REMBRESZ,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR B
- BHABRLEE (REDRLEE )

- FEMR (KhER)
- 3&HA T Amazon S3 Glacier B Identity and Access Management

EEER (RAHER)
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LRESRIXHERMER, NTRIIN EE , EHRBBELBEARE. ERAMAE , Amazon S3 Glacier
(S3 Glacier) ZEMRIKY x-amz-archive-id FkFIREISER ID, BRNRTFEREMNHZEID, MEEM
ISRGILEEE-N

BRI E FERPEIER SHA256 MR FH., EXI1TE SHA256 MR ENER , BSRITER
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® Note

REMEA API 31T L& #4ER (POST archive) BEF EE SHA256 WFEWR %, FH Amazon
CLIRFEE,

EEMER , BULARIEERZEE 1,024 NATH ASCH ZRFVHERER, K RERFIRAHF
EEiB 8Bt , S3 Glacier 2IREIRRMR, S3 Glacier F2EMA X IEZER, HRBATIEERKE—
Vo BAREEREDRRERERIIRIENERIIRETHRF.

BR T MR R RIBIR LN | S3 Glacier T X EFRBWE M N TEE. R ID RFHANTEAFS
BIENEHEMEXAMENEMESE, Eit , BAESEEFIREVFERARENTEE. BXEZE
B , 21 Amazon S3 Glacier HAMERY S

HRETTEN, LEMRE , BLEARBHRIEER
R

ELEER , EALMER HTTP POST 5% , AR ERPAZECEEERRE-ROXHFEFN
archives ¥ &R, FRLMASEHBRERABADPNREN ( SHA256 MR FH ) |, FBEATERE
it A IE R EIR

B

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>

(® Note

AccountId ER2#HAXHENIKFH Amazon Web Services Ik 1D, &R LIS E Amazon
Web Services Ik ID , AT BLUERIEEE-" (EFH ) , EXFERT , Amazon S3 Glacier
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FRARER
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ID , B2 ID R EBEEMEFFH ()0

BERSH

LR ERNKENER B RS

WRAF

BRTFREREBAMNERIRKIN  WBEEREANTERIRL. AXBREBERIRANEE , B2HAEL

HRPRk

=1

Content-Length

X-amz-archive-
description

iR

BREINKD (RFTREN ), BXREZEER , BR
F| http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.
html#sec14.13,

KR ¥F

HRIAE: T

FREl - T

BE FENHROTALERIR, S AN BEEHERSRE SIEEFR
PEOENRRFT, BARATEEEMARRPEH -, &

KRRNHEEBR (FSMA Ea0Fl (POST Rl ) ") &, &
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FBREl : AN KESLTNTRET 1024 NERF. RIEFNER
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FRARER
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X-amz-content-
sha256

Xx-amz-sha256-
tree-hash

FERIEX

R

BERAEN SHA256 REM ( LHEBH ) o XTRETE x-
amz-sha256-tree-hash ¥rLFHIEEWHEEE.

A . ZHR

ZRINE : T

FRHEl : T

APITENAERAENREMN ( SHA256 RFEKE ) . Axit
& SHA256 M ENEER | HSRATERKF”, R S3

Glacier ¥ EMAHHTIHEBETRNBERREREHN , M
SELFR,

KB . FHH
HiNE : T
FR& : To

BEREXNTEE LENHIE,

I Rz

ERMRL , S3 Glacier HFAMFHER , HIRERE ID 9 URI 5§,

B

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

Location: Location

x-amz-archive-id: ArchivelId
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fim
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RIVEDER

BRT PR REBAMEAARKIN , BN BN ESE AT @MLK, BXBRABMITANEES , B2
158 & A e RU ARk o

AW iR
Location

FANEERFIRAIAEX URI BEE,

K . ZHH
X-amz-arc
R REM ID, WEHEEE Location #RkH | ERZRLH —ES
K . ZHH
x-amz-sha o 5 .
256-tree- S3 Glacier itEHHHRREH,
hash G . e
M Bz 1F 32

1382 M5 7 3R [ W) 7 1F 3o

iR

AKX Amazon S3 Glacier R EMEREENER , BSAEIRIAL
]|

~E R

LTRHAIERT LAEEENER,

POST /-/vaults/examplevault/archives HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-sha256-tree-hash:
beb@fe3lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60
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x-amz-content-sha256: 7f2fe580edb35154041fa3d4b4ldd6d3adaef0c85d2ff6309f1d4b520eeecda3
Content-Length: 2097152

x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

<Request body (2097152 bytes).>

W& 52 7R 451

AT Zhm B BB Location #rk |, BAILAM B IREN S3 Glacier £ ELA R 1D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi
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£ Amazon S3 Glacier A4 Z

PEREEXRBEER (FBEE)

EREES

i@ Fl T Amazon S3 Glacier B Identity and Access Management

T EERE
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&
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Amazon S3 Glacier FRARER
« TRDEREE (RIFLEEID)

- BRIDEREE (REDEREE )

HIH B (JRERLE4Z ID)

« D BREE (RS BRLERE)

LER(RELEID)

RiEZER E& (MR EAZ D)

iR

e

b B LA RESR T BMF L E4Z ID RIRAY D R E4&,

RIES R EERBERKIGE , BFTEER LE ID L2 B[ RIHMITRBEMRE, FLEETKHS
REERW, BR , EENERA , FLEEF LN EER/RKI,

LRIERBSEN.

BRPBRLENER BRI BREAREME (2BREE) 7%

HR

EFLEyB L, B HTTP DELETE BRREFXHEN multipart-uploads F&IEM URI, F*
FHEED B L4Z ID FRRF1Z URI I —3F %

Bk

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note
AccountId ERHAEXHERNIKSH Amazon Web Services K 1D, &AILAIEE Amazon
Web Services 1K= ID , B A LUERIEE -" (EFHF ) , EXHBERT , Amazon S3 Glacier
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ﬁ%ﬁ%%ﬂm?ﬁﬁx%m EIFFE<BXRY Amazon Web Services K 1D, 40 &4 A K 7~
,B2E ID R EBEEMEZER (Yo

HREH

WIRAETEAERSH,

# R4k

WIRIEREAFEREBANERL, BXBABRANES  HFSARLFERITL,
HWRIEX

HIRAER A EREX.

I 1

i

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz A 3k
HREREARSHRRBERANIENL, BAXRBABRKNES , HSMAEAENRX.
0ja] R 1F 32

SRR IR B8 R IE 326

iR

A X Amazon S3 Glacier ®EMERHEENEE , BSHE R

Rl

il vE R

ELLTRHI% | DELETE BR#AIER 9 & E1& ID BIREY URI,
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DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

W& 2 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSP

s BB EE (KA SBRERE)

- FEER(IRELEFEID)

s TADRLEE (RAELEEID)

« JIHDEREE (RIS ERLEE)

« BIHER (FREREAZ D)

- PREERBEH/R (FEBRLEE)

+ & T Amazon S3 Glacier #J Identity and Access Management

RO EE (R EEZID)
iR

& 0] LU Atk 9 BR B4 3R 4ESR @ &1 Amazon S3 Glacier (S3 Glacier) FTERIERE L& |, £ S3 Glacier
BE LA BSRBHANR,

BROPBREENER BRI DR EAREME (2BREE) %

BHARMR AR ERFIXMHESR |, S3 Glacier BEF 6 ZMNHRARNEE ID. LEHERE , BNR
FREIWHESE ID , MEENERRIZESR,
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HERF , BLTBEXNE EENBNMEYERITITESHEN SHA256 HiEi%H. BX1TE SHA256 it
FRENER , SR UTERKM". ERS/MW , S3 Glacier E2MEHHA R SHA256 e
Fo WMREMHE , N S3 Glacier KFHRRFIXMHEF ; BN , ©REER , HERESXK. JH

B (FEEE D) BFETUNEREBES R ELEZE LERNIIR, E2RE8IE LEARNRENEER
A SR T #RE IRV M FIZ,

L4, S3 Glacier R EBEBEFAMRANAREE., LEERN , BUEEEEE , ATHRIRER
EBANBLENVE, HASANER |, S3 Glacier 2R EREBTHEFMARANABTTE ; WREBEM
MEAHWARBE , Wl S3 Glacier BREIfEi1% , HFESER D R L& RIES KM,

ERDEBRELER-—HBENRE, F-RRITRDER AR, MREEENARNERARZRE , U
ZRERRNFEEEERNESR ID, XELBIIMEREHKE 500 RSF[ERNBRER , £XTHE

BT, BAUEEEN TR D R EEERARBERNEEID, MAFLREENHRE. BR , HiF

B, EPBRLERERE , ETREANHERRE  HESTRELEFF2HNEIE D B EERNF | B
EARERFTR B R ML,

HR

EXRORLE | BEEF HTTP POST &R &1XF S3 Glacier B R IEH /53 0 Ex E4& BRI
B LE4& ID B URI, X287k LERMERNMER URl, BRTERNSERLIUN | BEXFOIFRA
RYZRH SHA256 HEM BN L RUKRIZMENERDN (LEZTREN ),

Bk

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
X-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01

@ Note

AccountId ER A XHENIKFH Amazon Web Services K 1D, A LIS E Amazon
Web Services IK/7 ID , B A LUERIEE -" (EFHF ) , EXHBERT , Amazon S3 Glacier
FRERFRIER#ITZEWEILMREMN Amazon Web Services Ik 1D, 20 RI&AE ik
ID , 77 ID R EBEEMEFE (o
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BREH

HRIETEAERSH.
Rk

BT AEREBANERIFLN  WRETEAUTERIFL, BXBABERFANES  BSHEL
B RITk .

&7 sk .
X-amz-arc =
hive-size EMIROERD (UFTREM) . HENIEEENEERN

FIE XN 2 H,

KA R

L SIN =

BRI -
X-amz-sha 2
256-tree- BEANERM SHA256 MR F. ©REERH SHA256 Mm%

haeh MRS, NREEHRPIRENES S3 Glacier X B4 B4
RS T 1T BB I 0 SHA256 FITYIA % FILE , M S3 Glacier
EE#R , 3 AEREKM.

KA R
ZRINE : T
PRI : T

ERTR
HRETEABERER.
I 1

Amazon S3 Glacier (S3 Glacier) 2 B2 EMYRMN SHA256 WL %, WRESLEBERPEEN
BAYZER SHA256 H M ZAHICE |, S3 Glacier 2fFiZMRFMBIXHE, ERER , ELIERE
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HTTP Location #rk , EFSEFFMMAEREREN URL BR, NIREFEFRPRENERER/DH
SHA256 AEHE , S3 Glacier WiRE4EIR , HA LEZBRELRFTRERIRS., HEUUFEHEBESR
SERDER EERE | R, EA LRSI RRER, MR EREEKRTER , Ml S3 Glacier &L £WE £
£ 1D,

Bk

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-archive-id: Archiveld

e R4 3k

BRTFRAREBAMNENIRKIN , BN BN ESEATEMRL, BXBABMNIRANEES , B
58 & A e R ARk o

AW iR
Location

RE : ZREH
X-amz-arc
[ERPE =M ID, WEHEEE Location #rkHd | ERZRLH —Eo
RE . ZRH
e S 57 B]

B3R B L IE 3
T~
REIER

FEMRGIF | HTTP POST B R&XEFI B0 R ELEBERREIR URI, ZiBERIBETEBMYEMN
SHA256 Hifie & MR E KN,
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POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffc@0f54dd5fdd66b62da70d25edacdd
x-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B2 7 451

LA We 2R BIE R S3 Glacier N EZH BRI BIR TR, 2N SEEATERENEE D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDf jP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

EYE A LA M FR A BHR/ASRMN URI K HTTP B8R, Bl , BAIBUAIE GET B3R , IR ERN
2=

<o

S

- BB LEE (KASBRLERE)
- FRERB (RELEID)

s PSR EE (MERE/ZID)
« IS BREE (RSB LEE)
- DIHER (FRERLE D)

« DB EAKRBEEE (DBREE)
- MIBRIEE
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- & T Amazon S3 Glacier B Identity and Access Management

B BREE (RhoBRLEE)
R

WRER DB LEE (BSRBRELEXREME (DB LE1E) ). Amazon S3 Glacier ( S3 Glacier )
BIBT PR EERFRHEWNFIRER ID, EREND R LELERES |, BRILIERAL L& ID,

Boh DB L&R , BALUBEER RN (AFTHREN ) o DERADSIARIKFT (MB) (1024 F
FH [KiB] ) Ll 2 R , Hlt0 1048576(1 MiB), 2097152 (2 MiB). 4194304 (4 MiB). 8388608 (8
MiB) , LA, AFHRNERANFR 1 MB , &RAF 4 GiB,

BRTERE—BUN , BERLL £ ID LENE—BREBLMEEHEBRN KD, RE—EBRTLARHERBH X
INRRAII RN, BN | RIBBE FE—A 16.2 MiB I, INRELL 4 MiB WER KNS DB L
£ NEESEELENER (BER4MB) , REBLEE—F (0.2 MiB).

(® Note
Ba o R LR, BFFEHERRENAD , B S3 Glacier FEREIEEEMERAN,

% B | S3 Glacier £ ID 3IAH 2 R4 AR. MREGHS B LA | S3 Glacier B
RS R ERR  RE MR 24 MPIRERTEMED , 2REERFELEMR. 24 S
B, %ID TRMATA , BRNARFTAMELTN.

HR

ERop B, B HTTP POST B RAZEEEHPRE/BHXMHEEN multipart-
uploads F®IR URl, BRLMIIFEE AN , HEAMLUE R M DIERROEIR,

Bk

POST /AccountId/vaults/VaultName/multipart-uploads
Host: glacier.us-west-2.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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x-amz-archive-description: ArchiveDescription
X-amz-part-size: PartSize

® Note

AccountId ERBAEXHENTKFH Amazon Web Services IKF 1D, A LIS E Amazon
Web Services Ik ID , B AISLUERIEEE-" (EFH ) , EXHBERT , Amazon S3 Glacier
FRERFRIIER#ITZENEIEMREKE Amazon Web Services IKF° 1D, 20 RI&fE F ik -
ID , EZ% ID R EBEEMEFH (o

BERSH
HRETERERSH
HRIRk

BT AEREBANERIFL  WRETEAUTERIFL. AXBABERFANES  BSHEL
B RITk .

B R PAE
X-amz-part-size =

BRT e —BUANE B AN (AFTHHR
it\i ) ) %E_Eﬁﬁjl’j\d\?&tgﬁkd\o

KH  FHRH
RNE: T

AR P BRRDPBIAKFT (1024 KiB )
FLL2 B | Bl 1048576(1 MiB). 2097
152 (2 MiB), 4194304 (4 MiB), 8388608
(8 MiB) , LALLZEH, RIFHTRDERDA
1MB , &Kk A 4 GiB (4096 MiB).

7|

X-amz-archive-desc

BEED R EAENEEER, ©ANBER
R GG R BB AN — BIPRIRRF . 2

ription
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=1 DU WAIE

HRRTAEES (B2 BEL (POST
fEil ) ") B, A R A I R IR 1Y
SRR LR, MEERTNTSEAS
R

KA . R
HINE - F

YR WRATNTRET 1024 FH, RIF

NFRHRN TS RERBE 7 L ASCIl F4F , B
i REL R ASCII B 32-126 ( +#EHl ) 5

0x20-Ox7E ( T7R%EHl ) BFHFo

BERIEX
WREZRBERIE,
I 52
FEMRIHF , S3 Glacier 812 H ID #riRM 5 B L& R/IR , HIRE 2 £ ID WX URI &,
&
HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadId

e Rz A3k

BRTFRERMEBRAMNEAARKIN , BN ESE AT @MLK, BXBRABNIRANES , B2
5 5 A3 W RIAR 2K

B BN
Location
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=1 DU

S3 Glacier 812K 4 & E4& ID X URI BB, EALAERA L URI BBERA
ABHERUL EER |, URFTERDER E&,

RE TS
X-amz-mul . . . L e
tipart-up 2B E&R ID, {EHSIEE Location Rk, ERZIREH —EF 5
load-id YR . oo
0ja] B 1F 3

L3R 4E 3R (20 0 7 1E 32

iR

AX Amazon S3 Glacier ®EMEHRHEENEE , BSHE IR
e

il E R

LU REIEE @A R POST WX EM multipart-uploads F&JR URI &3 HTTP
examplevault ERRBIHN D& L&, ZBERIIEFRL | LUEEER K/ 4 MiB (4194304 F35 ) M7
RE R RER

POST /-/vaults/examplevault/multipart-uploads

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-archive-description: MyArchive-101

X-amz-part-size: 4194304

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

W 2 7R 51

S3 Glacier 28122 B L&RR , HHERMESLHEN multipart-uploads F&JR. Location
o) ¥R K 2357 B E4% ID BIAEXY URI B4R,
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HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

x-amz-multipart-upload-id:

OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

BXREEZEBRNER  BSR LER (RELEEID) %

PSP

- FEB (RELFEID)

- TROBREE (KM EEID)

« Pt B EfE (MEREZID)

« DR EE (RIS BRLEE)

« JIHER (FRELEAZ D)

- MBRIEE

s PBREEXRBENMRE (DBREE)

- & AT Amazon S3 Glacier B Identity and Access Management

HIHER (3REX LR ID )
iR

Lo B ERRERIIL L& ID ARRNBES R EEATE LENMRENR, BXTRELENER  §5
BB EERBEER (FEREE)

EERDER LA, BUNEEEH#HITH D B EEATEPRENAELLER, S3 Glacier RIREIERSIZK ,
ZHIRBEEES—RELEDEENEREF,. RESETROREERRXFHBRER , I Amazon
S3 Glacier (S3 Glacier) R B 4&1%.

FIHERIBEXIEI TN, BNBRARBEMMNIEHH Marker B , UEFERBE YL ZHIRMIRIC ;
MEREEZWMA , W marker FE&A null. WR marker FRF null, WA TIHRELTF—AHER , &AL
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RES—MFIHEER |, H4F marker BRBBIRE N S3 Glacier N MERIE 2 B HY 3 H R ER IR
B FRIEES

23 AT LB AE W SR o JETE Limit SRR Ao IR 1B B

LR

Bk

T EAER TR B LB, BB S B 1D FIRM URI K% GET R, YERHLRL

R (BaInBLE (EADBLEE))N , REQIRESE EZ ID, BRI UEFEMEMIEE marker M
limit %%i&o

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note

AccountId {E2#AXHENTKFH Amazon Web Services Ik 1D, A LIS E Amazon
Web Services 1K= ID , B A LUERIEE -" (EFHF ) , EXABERT , Amazon S3 Glacier
FRERRINER#ITZENEILEHEREAN Amazon Web Services K ID, 21 RIEAE F ik F
ID , H2% ID R EBEEMEFH (o

BERSH]
A iR WHIE
limit ra

BREMNEDRAKE . RINRSEN 50, REIFYER D B ATRED
THEENRGE , BXEzF2BIREE,

KE  FREH
R : &RAMEN 1. RARBHEN 50,
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FRARER

A iR RALE
marker &
AT oUW ERERFLE, marker BENMMNEF B H
. MZHEIf 5 HERa R 3REY marker H. REEEZEHE
N2 BB HERERPFRINERH#ITOT , BRI EZEETHE
marker,
KA - PR
FRE : T
B3R PRk

HRERERAXSHBABRANMEANL, BXBRAMAKNESR

EREX
MR B EREX,
I3 7

Bk

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

ES 5= A ARk

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
"PartSizeInBytes" : Number,
"Parts" :
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String
1,
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1,
"VaultARN" : String

e Rz A 3k

HRERERARS BN BANENL. BXBABMLNER , BSMAEABERX.
W& 37 1F 32

U B EE XX I E LT JSON FER,

ArchiveDescription

ERPBRLABRPEENRRER, IRESITRLEREFEIEEEMRER  NtFE
A null,

RE : FHH

CreationDate
P E EEBFE UTC BE,

KH  FHH, LLISO8601 HHIRAKRRNFRSE |, HlW 2013-03-20T17:03:43.2217Z,

Marker

RIAMNATLSRET ERBT O AN T ERAFRE, EAUEFHIEEERPER marker KIREL
5“:\5—%':':%%%5&0 pu%/QﬁE%EQ , )nxljﬂ:tﬁﬂg nUllo

RE . FNEH
MultipartUploadld

EREHMXERN E£ER ID,

KH . FEFH
PartSizelnBytes

BRD (AFTREN ) . IREERI DR LABERFIEENHEEE,

L
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#4

DB EERNBRPINYIR. BATPHNENRIETIHIEE RangeBytes M sha256-tree-hash &
MMEXT

KA - HA

RangelnBytes
BNZFICE , 8FeEN LRE,

KR . ZHFH
SHA256TreeHash

S3 Glacier JERITEH SHA256 WM FHE, LFERETHN null,

XA . ZHH
VaultARN

| H 3 30 7 B L& B X BERY Amazon BIREB# (ARN),
KR . ZH

iR

% Amazon S3 Glacier RENBIREHENEER , BSRERMR,

T~
Rl - Pl D B AR

LUTREFET EENRER. ZRHIDEEHTHDERLEENIEDER L4 ID URI &3 HTTP GET
R , #E&EZIRE 1000 &,

RlE R

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e S 7 451

i

ERIF |, S3 Glacier REISIEE D & L& ID HXB EEBRWNIIR, FRGH , AEFHR, RE
B Marker FEBHA null , RREEEZ DR EEME,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts"
[ {
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "©1d34dabf7be316472c93blef80721f5d4"
I
{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "©195875365afda349fc21c84c099987164"
1,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

Rl - FIH D R EERER (IEBERICHMRFIERSH )

DTFRGIBRT WAFERASTRRERKENE R, ZROIBEEHTHSBRLENIED R L&A

ID URI &% HTTP GET 53R , BURE —Fk, JFA marker SIEEMMERFTHERFIR, EAI UM Z BT
MY ER S FRIFRAV G RIFREN marker B, Bboh , ELERAIF | limit SBRER 1, HERE -, &
S¥E |, Marker FEBRAR null , RREDLEE R —BREIREL

5l 5 & API| MR 2012-06-01 417



Amazon S3 Glacier FEANGIER

~lE R

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5i1Vy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

& 2 7R 451

FEERIAF |, S3 Glacier REISIEE#HITHIEED B L& ID MM £ ERIFIR,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": "MfgsKHVjbQ6E1dV172bn3_n5h2TaGZQUO-Qb3B9j3TITf7WajQ",
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts" :

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "@1d34dabf7be316472c93blef80721f5d4"
11,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
PSS

- BRIDEREE (REDEREE )
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- FEB (REL{EID)

s TADRLEE (RFELEID)

« Pt B EE (MEREZID)

« JIHDREE (RIS ERLEE)

s PREEXRBENMR (DREE)

+ & T Amazon S3 Glacier #J Identity and Access Management

BIH B ER 2 (BRI BREfR )
1R

LB EERELIIHEEXHEFEEH#HTHIER L&, EEHRHTHIERLER BB LEE (X
HHBRLEE) BREFNEERAERNHEFELNDE LE, EIHS R EATNPIRENIRESEEEN
JI = o

FIHD R EERESESIT. RIABRAT , MRERZSLEMNFIRE 50 MR &, BRBEARE
R IE X marker R , LEFREEHREZIIRWIRIE ; MBEEEZTE , N marker FE&
A null,

MR marker AR null, WRTRET—A7ELEEL , BUUBEE-—NIIEDEREEER , HF
marker ERSEIZRE N Amazon S3 Glacier (S3 Glacier) ¥ £ —X“Fl i % & £ KRR E WFRiIE
=

FEBMBRES FIHE (FRELEEZ D) BECENXS. JH0 R EERERIIHXHENIAE DR
LtE. FIHBIRELIRE L& ID RN ED B LER R,

AXFBLENER  BSR DR LARBMR (5B EE) "
FX

E&

BB L, BEXHERN GET FEFRM URI £3% multipart-uploads &K, B blUEEM4
#3EE marker M limit ¥,

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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x-amz-glacier-version: 2012-06-01

@ Note

AccountId ER A XHENIKFH Amazon Web Services Ik 1D, A LIS E Amazon
Web Services Ik ID , B AISLUERIEEE-" (EFR ) , EXFERT , Amazon S3 Glacier
FAS AR BRI ITER WEUEMEXEA Amazon Web Services Ik /™ 1D, 415 & (& F ik 7~
ID , 77 ID R EBEEMEFE (-0

BERSE
A iRk S ]
limit ra
BEMMNIENXHIREIHNRAR LA, MEXREE , NIH &8
R Z4RE 50 /N 1%,
KA R
FRE| : J/MERN 1. RAREHEENRN 50,
marker &
AT oMM AERFERTHR, marker BENMNEFHIIE E£ER
EtE, NZaI 5 E EE RN IREY marker B, REEEZEH
X2 HE EEBERPABVERETIN , BT EEITH
marker,
KR FBEH
FBRE :
B3R PRk

HRERERAXSHNNBRANBAL, BXBRAMWMLNESR , E2AE AR,
FERIEX
LR ERB/IERIE
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W

Bk

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{

"Marker": String,
"UploadsList" : [
{

"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String

b

e B2 A 3k

HRERERARSHRRERNIENL, AXRBABRLNES , BSMAEAENRX.
0jg B 1E 32

g R EXEBEET JSON F&.

ArchiveDescription

ERPBLABRPEENMRER, IRESITRLEREFEIEEEMRER  NtFE
A null,

KH  FHHR

CreationDate
P E EEBEE UTC BE,

KA . FRFHE, LLISO 8601 BHIRAXR RN EAFE |, Hli0 2013-03-20T17:03:43.2217Z,
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Marker

REAMNALBERNERH‘T O AN TNERA TR R, GRS B L ERPEM marker
KIRBFIRFWES L&, WRZKBES LtF | MERN null,.

KA . FHH
PartSizelnBytes

i B o BREE (R EBRLEE ) BRPEENRRD, IR EEAFRTRE-RUNNABER
HRD, &RE—BRARRDN TN,

KR . ¥,F

MultipartUploadld

2B LA/ 1D,

KE : FREH

UploadsList

BXDBREEBEIHTHBENSIR. SIXRTHEINNEHTEMEN LEHN—HEH-EX , 1
ArchiveDescription, CreationDate, MultipartUploadId, PartSizeInBytes #
VaultARN,

KA A
VaultARN

BEHENNHERNAmazon BIREF (ARN),
RE :

iR

B X Amazon S3 Glacier ® EMHBREENELE , BSRE IR
Rl

R BIHFRE D R EAR

UTROIGIET XHENEE#HTHMES B LG, ZROIERT REFIEEXHERN GET FRIR
URI 8§ HTTP multipart-uploads &K, HTFERFIEEEE marker M limit S8, Bt , R
S&Z2IRE 1000 NMEEHITH D B L&,
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~lE R

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

e B2 7R 451

HEWRIH |, S3 Glacier BREEEXHEMA EERITH DR EERNIR. marker FBNA null , X7R
BEES LEEIH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054

"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T723:20:59.130Z",
"MultipartUploadId":

"xsQdFIRsfJr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
I
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
I
{
"ArchiveDescription": "archive 3",
"CreationDate": "2012-03-20T17:03:43.2217",
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"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",

"PartSizeInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

R DR EENER D FIER

UTREABRT WAERD URRNERKENE R, ZROIERT REZIEEXHEN GET FRIR
URI B9 HTTP multipart-uploads &R, FELRFIF , limit SHRERN 1, XEKRBEREHIFRF
RE—AMN L, T marker ZHNRTRENSIRMNETF R D& L& ID,

RPIER

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfJr20CW2AbZBKpRZAFTZSJIMtL2hY{8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e B 7R 451

FEI@RIH , Amazon S3 Glacier (S3 Glacier) RIREEENHENZRZANEEHITH DR L& , NIE
EMREFRIEERNER,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 470

"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZzFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{

"ArchiveDescription": "archive 2",
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"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
}
]
}

PSS

- BIISBREE (KA SBRLERE)

- LR (ZELEEID)

- TROBREE (KM LEEID)

« PIED B & (MIBREE ID)

« JIHER (FRELEAZ ID)

- PREERBEH/E (HEBRLEE)

@A T Amazon S3 Glacier B9 Identity and Access Management

EEB (RELZID)
HiR

o R EERES LEARMEN—BR, SRMREMNRF LERRR , RAELHN LERERT |, L2
EFELER EERCEEENFTEE, WA, BEAUHTLERXLER, BHEEAUAN—ITRE
& £4& 10 000 £

BROPBRELENER  FSR'DBREAEREME (2BREE) %

MR LA TEMSEHARKIL , M Amazon S3 Glacier (S3 Glacier) £E4 &1y £ £ BER

« SHA256 MW HFRLTE — N THEBRBEEEBP ISR , BYUITERHN SHA256 R
%, AHCEREEENERD, WBERHIERS , S3 Glacier th&1HE SHA256 HFEKE, MRIXHF
NEFEETER | NIRESLK, BXitE SHA256 MEBAFANEE , BSRTERRAN,

« SHA256 &M FTRLE — HATENEE , BT EEN LEANBERAEN SHA256 &itmFE |,
HOFEELENE RS, BXitE SHA256 MK FNEE |, BSRITEREA,
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« BRPMFEE — BRT&E-BRUN , B—BRORPBASHEN B0 0B EE (R0 BREE ) B
RPEENARPMEEE., KE-BRNAXPLBAREEEXNDPHEBNRKNRENTFEEKRDN,.

(® Note

MRELE—B , BN TEERI TR ELABRPEENRKD , HEZBFRER—
B, WEEREREREKS. BR , BENTXAT R ELEZEFERSKK.

« BEIANF —BERFHNEDNBEEARSHNBHERFIBENRRPITT, fla , mREE
E 4194304 T (4 MB) BIER K/ , M 0 B 4194303 ZF5 (4 MB —1) L% 4194304 (4 MB) Zl
8388607 (8 MB —1) HEMMELEE, B2 , MELITEEMBEIZEN 2MB 2/ 6MB |, MEE 5B A
PRIF , EEFEM,

BRERESFN. NREZSXELELHBNE , NeBFERIBERPHEELBR 20 EENHIE,
R

$ERZ HTTP PUT IR RIEBIEZ 5 R LA EREER L4Z ID B9 URI. S3 Glacier £/ L4% 1D
B LEERENS B LEXBREXR, BRLNTIEERLIEN SHA256 HFKF ( x-amz-SHA256-
tree-hash #5sk ) . BANERATEMN SHA256 &R F ( x-amz-content-sha256 #rk ) . F
SEE ( Content-Range #73k ) UREBHFTKE ( Content-Length #5k ) ,

Bx

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize

Content-Type: application/octet-stream

x-amz-sha256-tree-hash: Checksum of the part

x-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01

(@ Note

AccountId EEHFHEXHEMNTKFH Amazon Web Services IKF ID, A LAIEE Amazon
Web Services Ik ID , B AISLERIEEE-" (EFH ) , EXHBERT , Amazon S3 Glacier
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A5 BRI iE R ITEZWEIEFE KRB Amazon Web Services I ID, 0R #&{E K
ID , B2 ID R EBEEMEFFH ()0

BERSH
HRETERERSH
HRIRk

BT AEREBANERIFLN  WRETEAUTERIFL, AXBABERFANES  BSHEL
B RITk .

B iR PAIE
Content-Length =
FRRBHEKE (AFTHENMN)

KA . FHRH
MANE: T
BR& . &

Content-Range =
PRGBS EANBERMRPHNFITEE. S3
Glacier fEFIL{E RIREWMIRNFBHAR, bRk
M8 1E RFC 2616, RBI#RKF Content-R
ange:bytes 0-4194303/* o
KA . FHH
BRINE . T
AR : BETREATEERS DB LENIEENERX
PN

x-amz-content- =

FEBNERAEH SHA256 RIEFM (LMK ) .
XARBIBIE x-amz-sha256-tree-hash  #rkH

EERNMEEE.

sha256
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B PO OS]
RE TS
MINE: E
PR .

x-amz-sha256- =

EEE LENEIEN SHA256 Mk E, AXitE

tree-hash SHA256 LR BHES | BSH AR,
% . P
BRINE : T
PR . 75
WREY

BEREXTEE LANBRIE.

W B2

FZh L2 B J5 , S3 Glacier JREl 204 No Content Wd R,
BE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

RIVEDER

BT PR ERAEE AR |, B IR EBIE A T M., BXBRABMGRANES , 5
58 % A e R AR 3K o
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=g 1

S

Xx-amz-sha256-

S3 Glacier I EEWERITER SHA256 HifLME %

tree-hash
KA . ZHFEH
Mg 7 IE 32

B3R B R IE 3o

T~

UTERE EfE—4 AMB . EREEBTFHEE , FEEALRIHE—K.
RIER

M &IE HTTP PUT K , U E£E—1NAMB WER, ZBERSREFIB 5B LEEBERIREN L4 ID
# URI, Content-Range ¥Rk ZBRAFIR N IERINE — 4MB BIRER

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacb®87002a99a5f48bf953
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b00c3643d03d1l4cb4b823e2f041cff612a628
Content-Length: 4194304

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

LET-BRNSRER ; BR , BL4TTEEE EERERNH SHA256 MR E | H BESHUEERN
E’ﬂ?—%ﬁlﬁlﬂ?eﬁﬁﬁi&%*‘i‘iﬁqﬂE’M_Ll%o UTHERLEREREN L ID REES—R, ZFRS
EEZBEREHENT -1 4MB LK% 4MB R K/),

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khxO0jyEXAMPLE HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:f1l0e02544d651e2c3ce90ast307427493
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b0@c3643d03d14cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date; x-
amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

A AZRAEAIRF 2B, ; S3 Glacier 2fE A8 — BREEE U ARBEARXLERNIRF
e Bz 7R 451

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash: c06f7cd4baacbh087002a99a5f48bf953

Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

- B DREE (R DBRLEE)

« FEER(RELELEID)

- ERDREE (R LEEID)

« PIEDEREE (MEREE D)

« SIHS B EE (RS R4 )

« JIHER (FRELEAZ D)

s TREERBHR (DREE)

+ & T Amazon S3 Glacier #J Identity and Access Management

FFEE
LA 2 a[{#7E S3 Glacier FEANES B E,
=3
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- WIRES (FREBYESF ID)

« FREVESHE (BRI )

- BaifElL ( POST £l )

- JIHES (FREUES )

WIRES (3REUES ID)

REREBEXZZHBEHINESHES , SFESEHEH. BIEFHNAF. ESRERBIE
B, LR EE Amazon S3 Glacier (S3 Glacier) FERES fi@ £y Amazon Simple Notification Service
(Amazon SNS) &, BXBHESNEZER , BSH B3l (POST 4l ) ",

® Note

JH:??JIE—IIJ:M%Ef@E’JE’*E’HkL So 1B, BATEZIEIUZIZE Amazon SNS EEHEER
BHESERPIEET , X8 , S3 Glacier I ERRIESEEHAZIH,

S3 Glacier RFREEE , 1% ID 4% 24 NIRRT H,
B3R
BE

ERMAEXESHER , BuLUER HTTP GET A% , HFERAAIBERSH, HEE , BX
URI BR R IEERBESET S3 Glacier IREIG BRI E — B4R,

GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId ER A XHENTKFH Amazon Web Services Ik 1D, A LIS E Amazon
Web Services 1K= ID , B A LLUERIEE -" (EFHF ) , EEXABERT , Amazon S3 Glacier
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A5 BRI iE R ITEZWEIEFE KRB Amazon Web Services I ID, 0R #&{E K
ID , B2 ID R EBEEMEFFH ()0

® Note

HiZERSP , MREEH JobID , NN LSIREEEXHEFREAERESHNIIR, BXIE
ESNESZER , SR IHES (FREES ) %

BERSH
BRETERBERSH
HRFRk

BREREAMBREBRANERL. AXBABRANER , BEREILBERTL,
FERIEX

LR ERBIERIE

W

EE

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

"Action": "string",
"ArchivelId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",
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FRARER

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"S3": {
"AccessControllList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

I
"Prefix": "string",
"StorageClass": "string",
"Tagging": {

"string": "string"
},

"UserMetadata": {
"string": "string"

}
}
},
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",

S
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"InputSerialization": {

"csv'": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
I
"OutputSerialization": {
"csv'": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}

iy
"SHA256TreeHash": "string",

"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
e R ARk

HREREARSHRREANEAL, AXBAMBKNEES , BSHE A EARK,
e B IE 32

W R EE X ZE LT JSON FER,

Archiveld

A select AR RITFBERWHR ID, BN , BLFEHA null,
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KA . ZHFH
ArchiveSHA256TreeHash

HERRESHE MR SHA256 RFEKRH. XN TEERRMES , LFEN null.
KHE: FH&H

ArchiveSizelnBytes

X F ArchiveRetrieval % , XREEBERTEHIRRNARN (ULFTREMN ). N TF
InventoryRetrieval 5 , ZER null,

=

KA . ¥,F

2

di
g

ESRE, SURIEERRES TG , EFER RIESHH (REEE ) RKEUES A
Ho

KH : mRE

CompletionDate
EFERTRE N EA AR E (UTC) BtE, HEFEEHITH , ZEFNZE,

KR FHH

CreationDate
BIZEFESH UTC B 1E

KA : BLISO 8601 BHIRXRTHFRFE , Hla0 2013-03-20T17:03:43.2217,

InventoryRetrievalParameters
RATEREFERZR W ASH,

A : InventoryRetrievalJoblnput XF &

InventorySizelnBytes

X F InventoryRetrieval 5% , IRBERTHWBFENKD (AFTHEMN ). BT
ArchiveRetrieval = Select % , iZ{ERN null,

L
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FRARER

JobDescription
BERHESHEHNESHER,

KA ZHH

Jobld
¥R1R S3 Glacier #HIEEH 1D,

KR . ZH
JobOutputPath

BEESAHALE,

KA PR

OutputLocation

— IR, EHEEEX select FFERME RN FREMLENEE.

A : OutputLocation JF &

RetrievalByteRange

RERREIZSHRENEZTBE , RN “StartByteValue-EndByteValue’s MRBREME
KRDIEEEE , NEREMYE ; # B StartByteValue EF 0, EndByteValue EFREKX/ME

£ 1, NFBFERZED select 55 , LLFE&R null,

KH : FHH

SelectParameters

— IR, HPEERXAT select WSHWESR.

KA - SelectParameters S &

SHA256TreeHash

HRBERTEM SHA256 MR FHE, MREEN S{El (POST fFill ) FREE T UK

FXNFHEE , Mt FRLREE, AXERCERZNHEREXNTHNESER

Ea R A,

FNFRRENUBEFRWEBZEER , EE ArchiveSHA256TreeHash E#[E.,

HEUTERF , FERA null :

BFS T HE

S
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FRARER

« EERURFIEFBXFHUENERERES

BRMES
- EEES

KA . FHEH
SNSTopic

BYOE /Y Amazon SNS =&,

KR . ZHFH
StatusCode

ERESRSHRE,
BM{E: InProgress | Succeeded | Failed

KR FHH

StatusMessage
HRESRESHEFHE.

KR ZHH

£
AT select R RN BIE T,
B3 {E: Bulk | Expedited | Standard

KE : FREH

VaultARN
E5 N EF BRI ERAmazon BIFEE#R (ARN),

KE : FREH

iR

B % Amazon S3 Glacier REMNBIREHENEER |, BSRERMR,

EEETENMNHZNBEHEESFRAEN InProgress HEERTS,

S
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el

LT ROIERTRRBENESHER,
RIER | FREUES R

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CG1l6fuSm6VzW9T7esGQfco8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version, Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

W& 52 7R 451

W B IE X BEMIRIEEESH JSON, FEE , N TEERRNMRREMES , JSON FEHME, B
=, BFBRTEATESEEN , HEFN null, ATERHEERZESHWROIME, HEEUAT/LA

« Action FE{EF ArchiveRetrieval,

« ArchiveSizeInBytes FRER T HERZFTFTHIERHEEN KD,

« ArchiveSHA256TreeHash FERETR T EMYRH SHA256 W H,

* RetrievalByteRange FRERTEHEFERPERNTEE. LRGP , HRTEMIE,

« SHA256TreeHash FEBRETR T BHESERPIERAEEN SHA256 MR FE, EUHREH 5
ArchiveSHA256TreeHash FE&ME , XERBER 7B MR,

« InventorySizelInBytes FEEN null , RN EFEATHERETS.

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: 419
{
"Action": "ArchiveRetrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi
"ArchiveSizeInBytes": 16777216,
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"ArchiveSHA256TreeHash":
"beb@fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b4s4dca89b5af60",
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T17:21:39.339Z7",
"InventorySizeInBytes": null,
"JobDescription": "My ArchiveRetrieval Job",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": "0-16777215",
"SHA256TreeHash": "beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTRRERRESHREIME, BHIEEATIIR

« Action FE{ERN InventoryRetrieval,

« ArchiveSizeInBytes, ArchiveSHA256TreeHash #l RetrievalByteRange FERENZE ,
RARXEFRAERTEERRES.

« InventorySizeInBytes FEREN null , RAESFSMERT , RN THZLEARZHFFE, WIR
EFELENERESERMSTTA , WL F B SRR HE KN,

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"ArchiveSHA256TreeHash": null,

"Completed": false,

"CompletionDate": null,

"CreationDate": "2012-05-15T23:18:13.2247",

"InventorySizeInBytes": null,

"JobDescription": "Inventory Description",

"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzW9T7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",

"RetrievalByteRange": null,

"SHA256TreeHash": null,
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"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode": "InProgress",

"StatusMessage": "Operation in progress.",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

LTHIET —MNMNEXTRERRRESHNIEL , ZEFSESATREXHFFTELRD THRIC,

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591Z2",
"CreationDate": "2013-12-05T21:51:12.2817",
"InventorySizelInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx -
BN3@JaBru7PMy0l1fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T@8:12:4572",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS0t2jHQe5gbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
by

PSS

- FREVMESHIH (FREVEH )
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- & T Amazon S3 Glacier B Identity and Access Management

REVESS fn i ( FRENSmE )
1R

HBRESTHEER SahfFll (POST Rl ) BaINESHNAEL. BEEESHEFHEBEENESSE
B O AHSNIERNABTRIXNHEEE.

BRUTHARES AL BT EEFTERE THHHN —5H0, ¥ THRERNBERRES , &
RI%tX$7E Get Job Output W RIHY#7k IR B B9 K3 T 8K/ BEATRAE

NFHERRES , ENBRIEXNEEEMPERF. MRTHRBI2HE AR NETEREENFTT
SEE, fla0 , RIEE bytes=0-1048575BE , MFEERIE FH AN 1048576 F17, MR TEHE
MR | NFAHE KD R E4£E] Amazon S3 Glacier (S3 Glacier) FIR4ZRH K/, Get Job Output I 57
AYARSK A th IR B FE K1

NTHERRESHER , RESEENFTERE , S3 Glacier BREIZEH 2 HIFEARKN, EWRRET
BNH o REBORE  BTEFFRITERREN  RIFERE TR , AERIEXNREMAH -

S3 Glacier ERRESFE , F5 ID EADE 24 PABIAELTH. RN , /A LLFE S3 Glacier T
FEEHN 24 PEHBRATH IS M

R
&
ERREISHE , B ESEESH GET B9 URI XX HTTP output ER,

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve

x-amz-glacier-version: 2012-06-01

(® Note

AccountId EEFAEXHERKFH Amazon Web Services K/ 1D, &8 LLEE Amazon
Web Services Ik ID , B AIBLUERIEEE-" (EFH ) , EXFERT , Amazon S3 Glacier
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A5 BRI iE R ITEZWEIEFE KRB Amazon Web Services I ID, 0R #&{E K
ID , B2 ID R EBEEMEFFH ()0

EREH
HRAET EAERSH,
BRI

BRTFRAREERMVE RN WIRERERAUTERIRL. BXRBERBERIRANES , HSHAERL
HRPRk

£ iR AR
Range )

EMNGHERNEZTEE, Flin , MBEETHE 1048576 F
¥ EISEEE bytes=0-1048575 ., BEXESER | Bl
B SEERLAFERE N, ZEESBIESIERFIPIEENEME
BREANMEN. RIAMBRT , LEELTHRENHEH,

MRESHERA , WETTERA Range HRIRLRK R
HE—#0, XHF |, BB IR/ FT KR TEE N .
Plan | RIREE 1GB EFHERETH , BRE—IXTH
128MB #IEX R |, M EHB/\NREES I HIER, SFER
LTRETHRESH L :

1. B A Range frkiEEM NN FTSEE R T & 128MB #i
HXR, BIFRBWEIFFE 128MB HIE.

2. EEBE—E , MANEIEERATNIREN, BALitER
FPimAMABENREN |, F8 e 581E N R E %
FHLER , LBEREWE T FrE TR IR,

3. WEHHIENRENAN 128MB XREERITSE 12, &
REBIEEMNHNFETBE,

4. TEESHENMERE , EAHE \IMREBFNENTIE,
TTEXEEARTERS  UGHEMENREN. €A &
RES (FREMES ID) B4E , BN ERETHHNES
HNESER, WRSIE S3 Glacier P EEN BN YZHNRE
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=1 R AIE
Mo BAILLFHESSITTENRBMMELER , UBREER
TR TEMIENS,
RE . TR
BRIAE : T
BR& : T
ERIEN
LRER BB RE
e
BE

NFREMEEFHFEARRER , FS5AEMNESIRE 200 0K MRAHBE. HiFERMBINE (Hl
m, MREBEFERFIEET Range #rk ) i, MLIREMB AT 206 Partial Content,

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: ContentType

Content-Length: Length

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

[Body containing job output.]

e Ry A Sk
PRk EEPU

Content-Range .
S3 Glacier REINF1EE, MRIATHDBo ML , MR 2RME S3

Glacier REINZTBE .

flan | bytes 0-1048575/8388608 <M 8MB IREIRT 1MB,
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¥Rk iR
BX Content-Range HAMEZEE , BRI NEDENRLFEE
X
R . FHEH

Content-Type
NAREBRRTESHHEERERRERXHESE,

FNFRERIE , WBELEN application/octet-stream o
FNFXHESE  MREEBHESHIERT CSVER |, NIAREHR

N text/csve. BN , RIABERT , LL JSON REIX#HEFE | #A
NAEH RN application/json
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Amazon S3 Glacier

FRARER

PR3k

x-amz-sha256-
tree-hash

W B 1E 32

DU

R AR BENREN. REEREMERRESHH LN , T2RE
Prko LS, MNRF I ESTIER P IE RV REIET E LA 0 % 34 57

, FERIES B H P ETHRAEE BUMER BN , MR 2E
To BXRUMERBXFAEENESESR , HSH" T EBIER EHER
wA",

o, MREELENEIESERPEE T ERRNUMERFNTHE
B ( 2REBEMER) , WERRIEGEUTRGT THHBENREM

CIREL T R RBFEHENEE

FBERTREBENFHEE , ZBENKDA 1 KFT (1024KB) F
D2ME , HEEHERNENERNENBERCE R DIEEHR, Fl,
MREEAE 3.1MB R ERHE , HELEETERENER (1ZEERE
BT IMB , £RTF 2MB ) , Ml x-amz-sha256-tree-hash &1k
A RIARLIR A,

FBERTRRBEFEPERENEE ( ZEEMNERLE N BIEN SR
E) , ZEENERUENERRWEERLEAT TN 2 WEERTR
NF 1 JEFFT (1024KB) I R/MIEER. Bl , IREE 3.1MB Kk
REE , HELIEETEE (BEERT 2MB , ERTHREHNE R
fI& 3.1MB ) , Ml x-amz-sha256-tree-hash &/ERNNERFRKIR
[ml,

o
2
it
&
1

S3 Glacier MM IEXFIREESHiH, BIBESKE  WHTUNERABRRXEEERT. ORH
NHEFE  NRNERT , BRIRKMENET JSON EXIRE,

{

REES fa i
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FRARER

"VaultARN": String,
"InventoryDate": String,
"ArchivelList": [

{"ArchiveId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash": String

}I

MREERFINHEFTRESHERT CSV A , MXHEFELU CSV RABREEENF, %

CSV#:{Bh

%l : “Archiveld”, “ArchiveDescription”, “CreationDate”, “Size”#1“SHA256TreeHash” , BN E NS

AL JSON FEREYE XM Eo

(® Note

FEIRER CSV A , BEINFERABENFTEANSSEEX, 22ESHNE|IFH

FEREIREIRN AL ANE| SERERK, a0 , my archive description, 1 iRERN "my

archive description,l1". AMN5|S#ERRMIREF RN 5|5 7 £F i 7E 5 H
MRFHIEFRE L, Bl , my archive description,1"23RE} "my archive

description,1\"2" , my archive description,1\"2iRE} "my archive

description,1\\"2". RFHIFRFFHITH L.

JSON MR EXBELT JSON FE&,
ArchiveDescription
VEE 30k pus

KR FBHH

Archiveld
EES: RIS

KR FHH

REES fa i
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ArchiveList
MEABEHE, BEPHNSIMBEASRTIXEEDRTEN —MERN THIEE,

KA A

CreationDate
BIEMEREN UTC BHEIRIAYE,

KA : BLISO 8601 HEIRARRNERSE |, il 2013-03-20T17:03:43.2217,

InventoryDate

NXHERITERETENHE LREFER/N UTC BHIMESE, BE S3 Glacier B R/ER —IX
XHERE  FEAHET2NER ; AEE LB REE SRX XA ERITE AN BRi% R/
BRIER , BRARS2EF.

KA : BLISO 8601 HHRARRWERSE |, il 2013-03-20T17:03:43.2217Z,
SHA256TreeHash

(EES: DS PR

K FHH
VA

BERAXN (LFTREMN)

KR . HF

VaultARN
MHIER R R Amazon FIRE# (ARN) &R,
RE . FNEH

iR
B X Amazon S3 Glacier REMNEREENEERE |, FSRERIR,

el

UTREIERTRR-ENVESHNER,
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A1 TEE

Rl % S3 Glacier RV EH B F #4RE RES B RMERHEIE,

RIER

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B2 7 451

LTRMRRRESW RGIER, HEE , Content-Type #53kF application/octet-
stream, }#H x-amz-sha256-tree-hash #rXBEFEEMNH | XEWREREFAEESHIE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash:
beb0fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

LTREERREISHW RGN, EEE , Content-Type #53kH application/json. BiEE
E | WA x-amz-sha256-tree-hash #rk,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 906

{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
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"InventoryDate": "2011-12-12T14:19:01Z2",
"ArchivelList": [
{

"ArchiveId": "DMTmICA2n5Tdqq5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5QyjOxd1MCEImBYVMQ63LWaT8yTMzMaCxB_9VBWrW4Jw4zsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a®b27b337da5b18988dbcc619a3e608a554ale62"
.
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUF@8IQLuUyB4265Hs3AXj9MoAThz7tbXAvcFeHusgU_hVi01lWeCBe®N51sYYHRyZ7rrmRkNRuYrXUs_sj12K8ume_7mKO_
uHE1oHqaW9d37pabXxrSA",

"ArchiveDescription": "my archive2",

"CreationDate": "2012-05-15T17:21:39.339Z",

"Size": 2140123,

"SHA256TreeHash":

"7f2fe580edb35154041fa3d4sbsldded3adaef@c85d2ff6309f1d4b520eeecdal3™
}
]

Rl 2 AT EE D

L RPIR K 3R S3 Glacier RN EH B HREREFERMARHHEN -0, ZEREATT
IEH Range #rk , BAMERKERET 1024 F1,

~E R

GET /-/vaults/examplevault/jobs/HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dch540091b1296612a2
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e B2 7 451

TR IHMmMERT 206 Partial Content MR, FEULZHISH | 19EEZIE Content-Range
¥Rk |, ZFRLIEE T S3 Glacier REIFF1TBE,

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range: bytes 0-1023/8388608

Content-Type: application/octet-stream

Content-Length: 1024

[Archive data.]

PSS

- HIRES (FREES ID)
- BEzhfEdl ( POST fEML )
- & T Amazon S3 Glacier B Identity and Access Management

BzhfEl ( POST 4B )

WIREN BN AT R E M Amazon S3 Glacier (S3 Glacier) £5 :

« archive-retrieval — &R

+ inventory-retrieval — BRI E

E&A

c DB ERIXHEBTERRES
- TR

« TBi

« HXHZ
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B ERB G EBTERRES

RENMEFINHESERRSRE  XEREERERHES. — B3, T EEUHEEL. KRS
BERINDR -

1. £/ Bai Rl (POST 1Rl ) RIERIIRRES

/A Important

BIEREZREIESHEEIRETSZTWIERULKLE PolicyEnforcedException
MEW. BEXBERRKRENESZSEE , BSHIS3 Glacier HIER REKB, AX
PolicyEnforcedException REMNEZER , BSHEREA,

2. ®ESERE , A REESHE (REME L ) BETHFT.

REBERERDEIT. HERIREESFE , S3 Glacier 2B EFHENNPIREES ID. S3
Glacier SERESSEY , BAIBUREVES il ( HRIFERE ) . AXREDNESFHENER , SRR
HBES R (FREUH ) "R1F,

ESHBMETH , RlE , BFRFENEAH, EWEESANTR , BHUATERE

« f£/ Amazon SNS @& — B A LA E — Amazon SNS & , S3 Glacier 2EEETERERIZE
BEMBEH, BALLRESMESIERIEE SNS £8. RETE S3 Glacier ERESE , RETA2KE
B, BRTHEMESERIBE SNS TEUS , BEATUR B XHENSHEER , X8 , REH
AHAFERRIBELRISELN, EXELEE  BSHREXHEBANEE (REBHES ) .

« REESEAGE — HESEEHRTH , BANER HIRES (FREUES ID) HRUFKEUES IR
AER, BR , EAMMN A ERMEA Amazon SNS B H R EES AR Ko

(® Note
ENEANRIRNESEBESRA B ES (REUES ID ) KIWEREMEE.

NTRESH , MREEXHEFRIMTHPBAEKE , FAUEENEHESFTERFIEET SNS
E& , W S3 Glacier 2 R EXRMEH, BXREZFEE , FERAREXMEEANEE (REBEAR
E).
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MHEBR

MIBE — R R AR STHER BEIFTHE |, S3 Glacier RABRHAEH —AXHESE, WREL
POBRE R EREXNXHERITIERMBBRERNIRE , WFRS2EHEFZBAH, HEBAXHEEBTLER
FESET |, S3 Glacier BREIEHIE —RERBE | ZEE 2B RRR | A 2K EIE,

S3 Glacier AXHEQRE—HFRER , BEFELY¥ R (RE—X ) iH , ZEREFITATRRE
=

BARRAERINBMERLERERRNGEFTRERMTAFL. BR , RREEFF/IRET BIERE |
BiZEFEFmAER T & E2 %) S3 Glacier BRI TEIE, bt , AR , XHEEFN TRE
FEREHEFTNEESEGEXHEEFRITHERBA. AXRFREESAEPERENBEFZERNE
ZEE , BEHAMRALE X,

BEFERRTE
ERLIEN R RAE B SR ERS , RIRFRRAF LB .
YRR B iR

BIERHESERPAXLESHIEEE , B LMK RE StartDate M EndDate ZEBIBZHHRMN
ERIWE, M4&IRMEFE StartDate Z/5H EndDate 2 B8 EMRYE, WMRE[UEM StartDate
MARM EndDate , M 4K RE StartDate 2 ERIEMNAENKRINEE, WRE{URMH
EndDate , MR # StartDate , M &K R EndDate ZRIBIEMNATIERRNF R,

PR&IIRIERAYE R IE

BEEBHESERPRE Linit S, ALURHFHRENFENEHE, FRESHHITENFEM
BEREZAEEN Linit. NRFEZFREWMETAH , WERLKD R, EFTM2E , EUER #
BES (FREUES ID ) BERDNEEESHESERPEANRFIL. ZHFICRHERRRT —AFEM
BENER, BEEAZNERESHETFNRICRERHBHESTER , TUHKRNEE, WIR
5, EEMNERESIRE—MNRE null BFR1E (XIERTEZE LT A TH).

AL Limit SRERERESH—EER.
XTERCENHERER

BALABIMMERIE SCENEREIERRRRE, N TEFEENERRRRERR , Bl
EERENFTTEREMYR, BHENTEYLAUKFT (MB) MF. T2 , SUERBELTATHE
IMB B[R , A EEEEREM 1 X AH IMB BRFESFTRENERE. WREFLENHEL

FTREZBALUIRZTIXIT , WHBAESIRE 400 WAL, A, I THAEREEERRIESHE &K
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EESHE (REGE ) ) THRNEENRENE , SELFAAMTER BT BRUMER BTN
SEENESZEER , BE R T HEBEEERRE N,

R, fRENtER

ERFHUERRESE , BUUEBEREXH Tier FERHPEEATEIZ — :

* Expedited - MIEE AT LEBRFEZZRIBFEREFRHBRNRBTRBIE. XN TERTHEABEHR
(250 MB+) Z SN AR EbfR | ERAMBRZEHRKBEEREE 12 5 28R,

* Standard - IRERATFEERNRABRENESESE. ERKERTENRERERE 3-5
N A, MWIRTUR RIS ER AT ESERVIMIAIED

* Bulk - ##2/Z 2 S3 Glacier WRERAZE , EEATUE-RAUBREBEHNRERRZAE (EER PB
&) BIE. ERHERFRNBEREE 5-12 MR ATA,

BXRIMEMMERENEZER |, BHSHEFER Amazon Z# &8 3R S3 Glacier #4%,

HXR

EEMES , BEHLER HTTP POST 5% , HHFERMAZIXHEN jobs FRIFER, BAUERE
REY JSON XHHIEEEFERNIEFEMAFE . FFLBERBEN Type FRIEEM, (7% ) B LUE
7E SNSTopic FE¥ KR S3 Glacier EEREF AL ME X MIBEAHH Amazon SNS £,

® Note

=@ Amazon SNS X BA , BXAHBECEEE ( WREFFREFE ) . S3 Glacier TR &
BIREB, ZEBMLIEBM S3 Glacier XU EFEZWHERYWHR. S3 Glacier T2 X4
ERBENOZEBRANET. IREFEEIHRENRE , WEFEESERGE , BUEEF2K

E@ 4,

Bx
UTRATEIESHNERIEE,

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

BEESF API fR7s 2012-06-01 453



Amazon S3 Glacier

FRARER

{

"jobParameters": {
"ArchivelId": "string",
"Description": "string",
"Format": "string",

"InventoryRetrievalParameters": {
"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

iy

"OutputLocation": {
IISBII: {

"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
},
"UserMetadata": {
"string" : "string"
}
}
1,
"RetrievalByteRange": "string",

BaEs
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"SelectParameters": {

"Expression": "string",

"ExpressionType": "string",

"InputSerialization": {

"csv": {

"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"

},
"OutputSerialization": {
"csv": {

"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

iy

"SNSTopic": "string",
"Tier": "string",
"Type": "string"

(@ Note

AccountId EREEXHENTKFH Amazon Web Services IKF 1D, A LIS E Amazon
Web Services Ik ID , B ATSLERIEEE-" (EFH ) , EXHERT , Amazon S3 Glacier
SR ERI1TER EIEMEXEKH Amazon Web Services Ik 1D, 2015 &4 A ik 7~
ID , EZ% ID FEBEEMEFH (o

FERIEX

FREZFRENXPRA JSON BRI A TR
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jobParameters
RUHEATEEESEENIEDL,

A : jobParameters JI R

MHE =

3 32
S3 Glacier BB 755, HMEH , ELEREESFH URL,
B

HTTP/1.1 202 Accepted
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: location

x-amz-job-id: jobId
Xx-amz-job-output-path: jobOutputPath

M B2 B Sk
PRk iR
Location

ESHAEN URI BB, BAUEAL URI BERERESRS. BXEZE
B, BERHERES (FREES ID) .

Xx-amz-job-id

EKH . 2R
RINE : L

X-amz-job-

output-path 174# Select £ RN ERKRER,
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PRk iR
KR . FREH
SRIANE - T
) 37 1F 32

138 4E 3R B B2 IE 3o
iR

BX T Pt Amazon S3 Glacier I#EH E L ATEEER IR |, WIREESIEUT —1MHZNMEIR. BX
Amazon S3 Glacier iz E EUARERREBFIIXR | FSRE R,

KB iR HTTP RASRE RH
InsufficientCapaci MRESERENERELELIMNEE 503 Service RF
tyException R, MEREEARB, ERMGER  Unavailab 2=
FTEKER , FTEATHRESHE e
K&,
]|

RIER : BIEERERES

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

"Description": "My archive description",
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"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
"Tier" : "Bulk"

LTREREXHW =G , ©fFH RetrievalByteRange FERIEETERZENRRTBE,

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNntHEQL8MBFGlqrEXAMPLEAT Chi

"Description": "My archive description",

"RetrievalByteRange": "2097152-4194303",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

e B 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

RBIER  BHBRRRES

LTEREBHFERRMES , UM examplevault XHFEREERFIR, EHEREXH ,RENR
Format By CSV RRBEASLL CSV BRIRE,

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Content-Type: application/x-www-form-urlencoded

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
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{
"Type": "inventory-retrieval",
"Description": "My inventory job",
"Format": "CSV",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-
Example"
}
e B2 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p6o7yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID

RIER : E£RBAMERRERFIREHFERRES , URRET -TUERTENEEER.
LT #ERER R B LR IRERSIRE 3 XHETERRIES.

{
"ArchiveId": null,
"Description": null,
"Format": "CSV",
"RetrievalByteRange": null,
"SNSTopic": null,
"Type": "inventory-retrieval",
"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",
"EndDate": "2013-12-05T21:25:427",
"Limit" : "10000"
},
}

ARG T ERAMBEIRES (FREUES ID ) FREWFRCRRT —TUFR T A NEEER.

"ArchiveId": null,
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"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:427",
"EndDate": "2013-12-05T21:25:427",
"Limit": "10000",

"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
}
e Rz 7R 51

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-output-path: test/HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/

S

- HIRES (FREES D)
- REESHH (B )
- & AT Amazon S3 Glacier K Identity and Access Management

BIHAESS (FREES )
1R

HRELIIHXHENES , SREEHTHESUARKETENES.
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® Note
Amazon S3 Glacier (S3 Glacier) EMI MR &RIE XN ESZS S NXEETSZRE —EETE ; B2,
TRASHKREEXNES. BAUMURREETRESHAE. EESERE , BIFTROE
SRE—BitE , BUUEEIESERBARLEGERZ R FTHAMNER TREESHH,
flan , REEEHIERERTSUTEER, FF5EHE , EFBTEHER , BREE TR
BiR, EXHBERT , EUNEESFENEAHATEHHR.

List Jobs BEZESI . BRIZHBAEFMMN Marker FE&, MREEELHHNES , N
Marker FERFIZEN null, MREBESHHMES , W Marker FEFIRE NI null B , BAIE
RAZEREXNSRS T, BREMNFETSTHHENESIIER , BF marker ERSHBURE N ENZHI
M Marker ERKRENIZESH List Jobs B,

FBHABYEERFIEE linit Z2HRREBNFREN S KELBREE. FRIARSES 50, EE
B Rl B ATRED T RR&IE , EXKZF B RFIE,

AN | SRR LAUBIE IEE AIIERY statuscode A/ completed SECKRIFIEIR BN ES YR,
£ statuscode ¥ , BAILIIBERIRELE InProgress, Succeeded = Failed RASEEME
%, £ completed 28 , BULIBERREE TR (true) WESHAKTR (false) WES.

#R

BE

BROEMERBENESIIR , BRAXHERN GET FHIRK URI KIX jobs R,
GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId EEHEXTHENKFH Amazon Web Services K/ ID, A LLEE Amazon
Web Services Ik ID , B AISLUERIEEE-" (EFR ) , EXHBERT , Amazon S3 Glacier
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A5 BRI iE R ITEZWEIEFE KRB Amazon Web Services I ID, 0R #&{E K
ID , B2 ID R EBEEMEFFH ()0

BERSE]

A iR hIE

completed =
EIREIPNESHIRS, EOLUERE true = false,
XA /mRE
FREI : To

limit &
EREIWELRAEE . BRIARFIN 50, REIMELEATEED T
EBENRSIE , BXKEZF2BIREIE,
KA PR
FRE| : JRDEBBEN 1. RABBER 50,

marker &
AT AEHFRAEUTREENNEFBIHESHES. &
AIMZBIE marker IMRZREN List Jobs . REELEHE:
MZBf List Jobs BERAFHENERMITOAN , TF
E 3T marker,
KA PR
FREI : T

statuscode &

BRENESRSHRE,
KE  FREH

PR# : InProgress . Succeeded = Failed X=MEZ

o
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HRIRK

HREREARSHINEANIENL, BXERAWMNLNES , FSHEERRNFRE,
BERIEX
HEREEEERE,
Wfa] Rz
BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
Location: Location

Content-Type: application/json
Content-Length: Length

{
"JobList": [
{
"Action": "string",
"ArchiveId": "string",

"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {
"S3": {
"AccessControllList": [

{
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FRARER

"Grantee": {
"DisplayName": "string",

"EmailAddress": "string",

"ID": "string",
"Type": "string",
"URI": "string"

},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",
"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"
},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
I
"UserMetadata": {
"string": "string"

1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",

"QuoteEscapeCharacter": "string",

"RecordDelimiter": "string"

iy
"OutputSerialization": {
"csv'": {
"FieldDelimiter": "string",

Bt ARl
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"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}
1,
"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",
"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
1,
"Marker": "string"
}
W RISk

HRERERARSHRRERNIEAL, BXBABMRKNEES ,

g 2 IE 32

g R EEX I E LT JSON FE,

JobList

ESHRBIIR, FMESHRESEHRESH THEE.

A : GlacierJobDescription 31 ¥ 4A

Marker

RRMAATLL GRS 5 Rt

T

B ARk

NARBRFZAFE, B AEFHM marker i5RAEH

ERFBIEZFNESES, MRZXBIHESHES , WILERN null,

KA PR

iR

B % Amazon S3 Glacier REM4EIREENER

BES P HE IR,

Bt ARl
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el

LT ROBRT MREEXNHEESNES. B-—NMRIBREHMESZHIIR , E-NRHEEE
TESHF &

R BREFREES
RIER

BATF GET R A XHEREFES,

GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

e B2 7 451

UTHESE - MIRRRESN—NERRRES , BECSATREN XHEFRERESD AR
2o NN EEHETER Marker FEREREN null |, BIRFEEESIIHES.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhZqg-
1i10T69g8ByClfIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn
"ArchiveSizeInBytes": 1048576,
"ArchiveSHA256TreeHash":
"25499381569ab2f85e1fd@eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",
"Completed": true,
"CompletionDate": "2012-05-01T00:00:09.304Z2",
"CreationDate": "2012-05-01T00:00:06.663Z",
"InventorySizeInBytes": null,
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"JobDescription": null,
"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMO-

JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU",

"RetrievalByteRange": "0-1048575",
"SHA256TreeHash":

"25499381569ab2f85e1fd0eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": true,

"CompletionDate": "2013-05-11T00:25:18.831Z",
"CreationDate": "2013-05-11T00:25:14.9817",
"InventorySizeInBytes": 1988,
"JobDescription": null,

"JobId":

"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ00OUtmNAT@KaVZ4wWwkWgVjiP1dI73VU7imlm@pnZriBVBebngaAcirZq_C5"

"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":

"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL

}
]I

"Marker": null

Bt ARl
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R REMES B D FIR

~lE R

BUF GET #RIEME marker ZHUEEMES . MRF limit ZHREN |, WEEHKZREHME
%o 2

GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwS@j1b59qlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID&1imit=2
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

e B 7R 451
UTENERTRBUREES , Marker FRERENFE null B , TATHESIIRSE D T,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTnqgcjtx2CjKZ6b-
XgxEuA8yvZOYTPQfd7gWR4GRM2XRO8gcnWbLV4VPV_kDWtZIKi@TFhKKVPzwrZnA4 -
FXuIBfViYUIVveeiBE51F0Q4bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f 4"

"Completed": true,

"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

H AR API fR7s 2012-06-01 468



Amazon S3 Glacier FEANGIER

"JobId": "s4MvaNHIh6m0alf8iY4i0G2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-IMunR9JoVa8y1lhQ",
"RetrievalByteRange": "0-8388607",
"SHA256TreeHash":
"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{

"Action": "ArchiveRetrieval",

"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80@A2i1xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpZbPCdUQUTW_WAdwF61R6W8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb6472a5ed4ad"”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.444Z2",

"CreationDate": "2012-05-01T16:59:42.977Z2",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":

"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb6472a5ed4ad"”,

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Standard",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

}
1,

"Marker":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4ATfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}

PSS

- HERES (REUES ID)
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« @A T Amazon S3 Glacier #J Identity and Access Management

EEFBEEPRFEANHERE
LA 27E S3 Glacier FHI{ESRE—EFE AN KIERE,

£

» CSVinput
* CSVOutput

< nE

» GlacierJobDescription

* Grant

< WERE

* InputSerialization

* InventoryRetrievalJoblnput

* jobParameters

» QutputLocation

» QutputSerialization

» S3Location

* SelectParameters

CSVIinput

BXRABESHRME (CSV) XHHER.

BAFR , ATERETHFALHRZZ R BT,
KH : FHH

EESREPERNBIERE API RiRZ 2012-06-01 470



Amazon S3 Glacier

FRARER

FieldDelimiter

BAFH , BTORIEEZHPNINFR. ZFHLIZE \n, \r SBE 32-126 Y ASCIlI FFF,

BRINMERNIES (,)o
K FHEHB
BINE:,

FileHeaderInfo
—/ME |, R EAb B A R E — 1T,
KA . FRFEH

HEME: Use | Ignore | None

QuoteCharacter

RERYLZHNENTZR , EFZRIBHREN -5,

KH : FHFH

QuoteEscapeCharacter

BNFEN , BTN EERNERNGISFRETE L.
KH . PR

RecordDelimiter
BAZR , ATFoR&ENMEHo
KA . ZHFE

1

|

EZER

CSVinput
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FRARER

- Bai#El (POST fEil )

CSVOutput

BEARFHEFELERNESTRE (CSV) KANER.

B3

FieldDelimiter
BAFH , ATORIEERPHINZR,
RE : FFH

QuoteCharacter

RERYLZRTNENFR , EFZRIBAREN -7,

KH PR

QuoteEscapeCharacter
BAER , AT EE WERNSISFRRHITHE L,
KR . ZFH

QuoteFields

—ME , ErREAMEREFRBNTEESISH,
BM{E : ALWAYS | ASNEEDED
KA . R

RecordDelimiter
BAZR , ATFoR&ENMEHo

KR FHH

CSVOutput
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EZER

« Bl ( POST 41l )

hneE

BEBXATE Amazon S3 FEHEFSERNMBMNES.

B

mn
£ Amazon S3 HEHMEFERNEAN RS H/HMBE E. RINERTME,
R FREH

BHME : aws:kms | AES256

KMSContext

ik, MBRMBREHE aws:kms, , BOUUFERLRENESLEREENR LT,
KR FHH

KMSKeyld
BT &I Amazon Key Management Service (Amazon KMS) %4 1D,
KA . FHH

7|

EZER

. Bl ( POST 4Eb )
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FRARER

GlacierdJobDescription

‘A& Amazon S3 Glacier (S3 Glacier) & H R
H3x

BN ArchiveRetrieval, InventoryRetrieval = Select,

Archiveld

A select RERKREFERNEZE ID, &, LFEHF null,
R FHEHB
ArchiveSHA256TreeHash
ERERBENENERD SHA256 KR H. W TERERERES , LFERA null,
K FHEHB
ArchiveSizelnBytes
3F ArchiveRetrieval 5 , XRERBEBR THMHENKNDN (UAFTREMN ), T
InventoryRetrieval 5 , ZEHN null,
KH . HF
BT
MRESETK , WA true ; BNR false,
K AmRE
CompletionDate
S TRHY B A
EFERTRENBABERE (UTC) BNE, SEFERH#ITH , ZEFNZE,

KA : LLISO 8601 HHAIRAKRRIFRSE |, HlW 2013-03-20T17:03:43.2217Z,
CreationDate

E55 B3 e Ry B A et E (UTC) B H#,

GlacierJobDescription
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KR : BLISO 8601 HHRARRNERSE |, il 2013-03-20T17:03:43.2217Z,

InventoryRetrievalParameters

ATERBRRRBMASH,

A : InventoryRetrievalJoblnput Xt &

InventorySizelnBytes

XF InventoryRetrieval % , XRBERTHNBFENRN (AFTHEM ). N TF
ArchiveRetrieval & Select £% , &R null,

KA . BWF

JobDescription
FEBHEFHRBENESHEHIR,

KH  FHREH
Jobld

#Ri2 S3 Glacier FHESEH ID,

RH . FHH
JobOutputPath

BEESAHALE,

KR FHH

OutputLocation
— IR, HHEEEX select FFERNE RN FRHULENES.

A : OutputLocation JF &

RetrievalByteRange

RERREZSHRENEZTBE , X N StartByteValue-EndByteValue’s MBE&EEEME
KRDIEEEE , WEREMYZE | # B StartByteValue EF 0, EndByteValue EFREKX/ME
1. NTFEERRES , LFEN null,

KR ZHH
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SelectParameters
— AR, EFITEE XA T select WSHHEER,

A : SelectParameters X R
SHA256TreeHash

BRIFERTEN SHA256 W FE, MRRM S3FEIL (POST fFilb ) EREE T UARFER
FNFHEE , WHFERLIREE, AXREFTEARROIMTEEHFENFTFNESELR  FSH TEH
FERt EBR A,

NFREENEENVEZEEER , WEE ArchiveSHA256TreeHash {EAH[E.,

BEUTHERS , LFERN null :

« EERUMEREXNFHTENEEREES.

- EESFTENMEENEEH BESKEN InProgress MEERES.,
- BRES

- BEERES

KE : FREH

SNSTopic

F 7~ Amazon SNS &M Amazon BREF (ARN) ; MBREFEF B3N (BahEll ( POST 4
wWH))PFEETEAN , WRELEAZEBRIEESTTRBLXKHNEA,

KR ZHH

StatusCode

ERMESRSHKBE,
BM{E: InProgress | Succeeded | Failed

KH PR

StatusMessage
ESRBHER

KH : FHH
=

AT select AR RN EIEHE,
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FRARER

AME: Expedited | Standard | Bulk

KH . PR
VaultARN

ESNEFHRWMFER ARN

KR FHH

EZER

« Bl (POST 41l )

Grant
BEREXRENNES.
B
WERNE

WENE,

RE  HEERNE WR

]

RTFHBERNENNR,

. BEEl (POST 4 )

Grant

API M7 2012-06-01 477



Amazon S3 Glacier

FRARER

WENE
BREXEERENEL.

B %

DisplayName

BWERNENREEN.
KH . FHH

EmailAddress

IR E B B FHR Ak
KE . ZHH

WERERENMEAF ID,

KR . ZHFH
Type
BRNENEE,

KE : FREH

B{E: AmazonCustomerByEmail | CanonicalUser | Group

A

B

E

URI

WERELN URI,

e

SH . T

WRRE
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FRARER

EZER

. Bl ( POST 4Eb )

InputSerialization
RS,
B %

CSVv

— IR, ATHER CSV RENRNFFIL,

ZEH : CSVinput W&

EZER

- B (POST fEil )

InventoryRetrievalJoblnput
REATEETEEERREISHIEI
B %

EndDate

NHEBRRRNERBE RA UTC REHEX) , EIt B el 2N FRESERERRTE

o

BE : LL1SO 8601 BEAME (YYYY-MM-DDThh:mm:ssTZD) RAMWEHSR , U R84 | Hlm

2013-03-20T17:03:43Z,

InputSerialization
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KA FRE, LLISO 8601 BHHER (YYYY-MM-DDThh:mm:ssTZD) RN FERFE | IR &
fi , 5140 2013-03-20T17:03:43Z,

%3

NHERESIRNAEER  EEHESURRXAEFRNEY Sa1fFll (POST #Rill ) #ER
HATIRIE

A¥{E : CSV | ISON

KH . FHH
BR 1

BIMXMHEBERRBERTURENZAFRLTE Ko
BRE : KTHFET 1 NEBYE,

RRAMNALBERERBJT O AN TNEAFRR, EAILEH Initiate Job BERAEM LIRS
REHEHMBRTE, MRXBEZFLEE , WESR null

StartDate
XHEEBERENFTH AR RA UTC HEKER) , S8 HRZERIENHER,

BWE : LLISO 8601 HHEAME L (YYYY-MM-DDThh:mm:ssTZD) RN ERFE | LI RN, Hln
2013-03-20T17:03:43Z,

KR . FRFE, LLISO 8601 HHEIMES (YYYY-MM-DDThh:mm:ssTZD) RN ZERFE | LR R
2, Hlt0 2013-03-20T17:03:43Z,
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EZER

. Bl ( POST 4Eb )

jobParameters
REATENESHED,
H %

Archiveld

BEENREN ID. R Type FERIZFEN select H archive-retrieval , NIt FEREHE
N, MRENBEERREIFEREERTFER , MaHIHEIR,

BWE  BTRIEMZ B %IEE Amazon S3 Glacier (S3 Glacier) B iERIREUHI B R ZE ID,
KA . FHH

MHE R Type iREN select H archive-retrieval , MEHXEN,

iR
ES5 AV AR

BNE BN KEXTNTFRETF 1024 5, RAFHNERFRATSEE BN 7 2 ASCI Z7F
BBEEIE SR ASCII B 32-126 ( T3tH ) 3 0x20-0x7E ( +53 %] ) H=EFF,

KE : FREH

B

7|

(i) ERFIESURRHFEFENNAHEN, MREERHFERMES , FETHEE Format
FE , M JSON REIAEK,

B3%E : CSV | ISON

KA ZHH
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InventoryRetrievalParameters
RATEERERZERHASH,

A : InventoryRetrievalJoblnput X¥ &

OutputLocation
— N NAR, HPEEEX select FFLE RN EHENVNENE .

A : QutputLocation I K

MHE W TF select FHZRYLEN,
RetrievalByteRange

ATFKE archive-retrieval NWFWEE , RAKN StartByteValue-EndByteValue”, 0
RTEELFE , ISR EBMIE, NMREELFE , WFTBEMLMAIKFT (1024*1024) 3
o FTXFEIKE StartByteValue M A4 1 MB EBR , B EndByteValue fl 1 2470 A1 # 1

MB ERFEFEREENHMEFTAMIRE 1 WEENERE., MR RetrievalByteRange & B A IKF
TS, M RESIRE 400 ME R,

MRENR inventory-retrieval & select FFEREBELFE , NS HIEIR,
KA . FHEH

SelectParameters
—AMNKR , EFIEEXAT select WS HMEE,

2K A . SelectParameters TR

SNSTopic

&R B ERFHETHE S3 Glacier AIE XX BAA Amazon SNS EFH Amazon
BREH (ARN) , BENETBLRAEITEHELXFEL,

jobParameters API fRZR 2012-06-01 482



Amazon S3 Glacier

FRARER

SNS BN FFHE. MRFFE , W S3 Glacier F2NEBIEBIZER., LI , SNS EB A
BAWUERESHKS M EBTRBEEMN KRR, AX SNS TEEHNEE , HSH (Amazon

Simple Notification Service APl &) H#) CreateTopic.

KA . FHEH
WHE B
=%

BT select SIRIRERRESZHE, Standard RERIAFERANE.

BME: Expedited | Standard | Bulk

ok

SH . 5

N
&
7

5.

7|

Type

ESEB, BT LA RERNIT select ), REBMRIIREEERNFE,

BME: select | archive-retrieval | inventory-retrieval

ok

B . FRFE

~
R
7

=

i

EZER

- Bl (POST fEil )

OutputLocation

BEAEXRFLERNEBERNFEUENES.

B %

S3

— AWK, WIRATFEBERERSERH Amazon S3 L&,

OutputLocation

API fR7s 2012-06-01 483
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FRARER

kA . S3Location

EZER

- BaifEil (POST Rl )

OutputSerialization
b UREINE IR (g
H %

CSVv

— IR, HRESDIRE (CSV) RBHERERNFIIL,

2

SF . CSVOutput IR

b

&
D]

B

EZER

. Bl ( POST 4Eb )

S3Location

AEAXMESLERE Amazon S3 PR EHUEBENER.

B %

AccessControlList

FRHIX 7 45 RAV T R PRV IR NG &K

KR : Grant WRI#A

OutputSerialization
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FRARER

BucketName

P8 THESS 5 R0 Amazon S3 BN BT . ZERBAASOEH AR RO HEN T

— /N Amazon X,

KH PR

CannedACL

ENATESSERORAET EES5ER (ACL).
KR R

BME: private | public-read | public-read-write | aws-exec-read |
authenticated-read | bucket-owner-read | bucket-owner-full-control

e

— IR, EHEEHEXATHE Amazon S3 FEFFHESERNMENES.

RE : E WR

CIE:

ELERNERBERNN IR, IZNREAKER 512 2,
KR FHH

StorageClass
RATHERESERNFEE,
KA PR
A {&: STANDARD | REDUCED_REDUNDANCY | STANDARD_IA
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FRARER

FRic
MATESERNFEE,
RE . PRI FARME

UserMetadata
£ Amazon S3 HEFSER —EFEHN T BIEN B,
KA FRHEFFARME

7|

EZER

- BahfEil (POST fEib )

SelectParameters
BEBXRAT select WSBHER,
H %

FRIXRN

ATRENRIRER. ZREXTFET 128,000 M FRFVEH

KH PR

ExpressionType
PRt RAEAIRE | fil40 SQL.
BME : SQL

KR FHH

SelectParameters
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InputSerialization

iR select PRIV FF{LAEN,

FE A : InputSerialization ¥ &R

OutputSerialization
EiR A F 5L select FFHER,

=

A . QutputSerialization X &

EZER

. BEifEl (POST 4k )

BIERRBRE
BAT 2 S3 Glacier A 7] A BV 53R RABX R /E APl

FH

s FREVBIER REME (GET KA )

» HIHEFNE EARE (GET provisioned-capacity)
- WEFBERE (POST provisioned-capacity)
- REHRERFERE (PUT KB )

REVBIER RREE ( GET K )
BV

HiR/EIRE GET B3RP IEEM Amazon Web Services Ik~ F1 Amazon XIE M Y e BRI, B
XEBREFBNWEZELR |, 155 S3 Glacier BUER ZEE,
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N
B3R

ERE N BERRER |, BUUTEERHAR , MBERZERE URI KIE HTTP GET R,

E&

GET /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId {3 Amazon Web Services I ID, BLEXTS AR E R ITIRKEIEE

X} EXHY Amazon Web Services Ik ID #HCEL, &R ELIEE Amazon Web Services IiKF ID
WA LURRIEE-" (EFH ) , EXMERT , Amazon S3 Glacier £ 5 AR ERFIHITE
B EUE M <BXH Amazon Web Services Ik~ 1D, MIREIEEMKS ID , EZE ID B EE
F& (o

ERSH
LREFERFERSE
HRIRK
LRERERAPBREBANERL, AXBRABERANEER , BERELERIT X,
HERIEX
IRERBIRRIE,
o Rz
BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId

Date: Date
Content-Type: application/json
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Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
I RZ AR 3k

HRERERARSHRREANEAL, BXBAWBKNEES , HSHEAEMR.
e 2 IE 32

g R EEXZE LT JSON FER.

BytesPerHour
— NI R AU EN R KF T,
{R ¥ Strategy ZEXHIE N BytesPerHour RF & E RUEFER,

KA . HWF

A

REEAN, BARAXRIIRER  BEBERE—MHU , HPEE Strategy FE& , £AIEFEITE
BytesPerHour £,

KR B4
65 B
BIERRRIEHRE,

KH PR

HME : BytesPerHour|FreeTier|None. BytesPerHour &[E T2l A $i%kF Max Retrieval
Rate (RAKRZFER), FreeTier FERTEEHIA P IELE Free Tier Only (XA FHEE), None E[E
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FEZEE A kR No Retrieval Policy (XK RER), BXELFHESPERRERRREBENEZE
B |, 2% S3 Glacier #iEHR ZFKH,

Hix

B X Amazon S3 Glacier # EMERHEENEL , FSRERELL,
ROl

LU RBIER T iR RBUE A 3R

RBIER

LR B — A GET ERZEFIRMMLERN URL

GET /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e Bz 7R 451
FLIhH9E B2 B JSON #&8 N E MR IE X A B R BIE R 3RERRE

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[
{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"
}
]
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}

PSPy

« REHREKL TR (PUT XKE)

« BafEl (POST 41k )

5 H il B A £ (GET provisioned-capacity)

LEIREFI 38 E Amazon Web Services KFRITIERE. EZSAXTERERENFAES TSR
KR FRETL,

MEERERNEE 1A, LUXBHNSRENTHBE S, RSN BN IE B R RR
—MNAZE (FBEIY).

MRFHBBA—NANE3 X, IHABATNENRE—K. flm , mRFHBEEHHR 8 A 31
B, USHABEMNOAB30H, WRAKEH N1 A31 B, NITHAEN 2 A 28 B, EAE B
=~ PEFL IR,

HXREZX
ESHKFNTEERRAR , RS HTTP GET BRIMMEBRE URI, WA TEERBIRAR,

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId {8 Amazon Web Services I ID, L{EXMS R ER#ITERNEIEME
X<BXHY Amazon Web Services K ID #HtHEL, &R LAIEE Amazon Web Services i/ 1D
WA LURRIEE-" (EFR ) , EXFMERT , Amazon S3 Glacier A SRR HERFITZ
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AR EUEAEXEXA Amazon Web Services Ik ID, MRZIEEMKF ID , 27 ID R EEIE
FE8 (o

BHRSH
WREFERBERSH
HRARk
BREREAMEREBANERL. BXBRAERINER , BSRELERFX.
BERIEX
HRESEEREL.
Wfa] B2
WMRLBERD , WZRSFLKEE HTTP 200 0K WEAL,
e B2 1E &

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: application/json
Content-Length: Length

{
"ProvisionedCapacitylList":
{
"CapacityId" : "string",
"StartDate" : "string"
"ExpirationDate" : "string"
}
}
e R AR5

HRERERAXSHNNBRANEAL, BXBRAM@MLNESR , B2 E ARG,
e B 1E 32
@R IEXBEET JSON F&o
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Capacityld
ATHEMEERE LM ID,

KH . FHEH,
StartDate

MEERERVNWXAH , XRAEANERE (UTC).

KH . FHH, LLISO8601 HHIRAKRRWFRSE |, HlW 2013-03-20T17:03:43.2217Z,

ExpirationDate
MEEREBANVHNEIHBE , XABAMERE (UTC).

KA . FRFH, LLISO 8601 BHIRA KR RNWEAFE |, Hli0 2013-03-20T17:03:43.2217Z,

iR
BX Amazon S3 Glacier R E MR EENER , BSAEIRAL
5l

BLTRBIFIE TR NTRESESRN,
RIER
HELRHIP |, K& GET BRREREEKFHAEERTE LMK,

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

& 2 7R 451

WMRFERK I , Amazon S3 Glacier (S3 Glacier) 2 REwHE —NMNKF B ERE LM HIRL HTTP
200 OK , TnBATF RABIFFT R,

=
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NHENE— I NEERELNROIFHRBEHAN 2017 F1 A 31 8, IHAHKN 2017 £2 A 28 H,
W HiFmR , MRFHBBARNANE N X, SHABRUNRTMNANRRE— XK.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"ProvisionedCapacitylList",
{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z2",
"ExpirationDate": "2017-02-28T14:26:33.000Z",
1,
{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095z2"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",
.
}
< &R

- WEFEEARE (POST provisioned-capacity)

MR ERE (POST provisioned-capacity)
LR Amazon Web Services Ik WET B A& £ 1V,

MEERERNEE—1A , LR BBNSRENTHBE S, eI BN IE BHRER
—MNRAZE (BBEY).

MRFHBBAN—NANE 3T X, IHAB A TANANRE—R. flwn, MRFHEHN 8 A 31
B, A NUSHBEHANIA30H, MRFHEH N1 A3 B, USHAHAN 2 A 28 H,

MEEREFXDRRETEFTEN , TUEATNNELRIRRETE, SN FEEVBRELIHED
AUBT=/MINRER , FRHEE 150 MBIWHWRREHE, ESHAXTEERENFARGE , BS
bl HEKRIET,

/

\
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® Note
1 Amazon Web Services IKFHTIELERE LM RFIAFEN,

3ZE B
B3R
=} Amazon Web Services IKFMETEBERE L , BFRIE HTTP POST EREMEERE URI,
BE
POST /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
Authorization: SignatureValue

Content-Length: Length
x-amz-glacier-version: 2012-06-01

® Note

AccountId {8 Amazon Web Services IKF ID, L{EXIS R E R 1TERNEIEME

X}EXHY Amazon Web Services K ID #HtEL, &R EUEE Amazon Web Services IiKF ID
WA LURRISE-" (EFEH ) , EXFERT , Amazon S3 Glacier £ 5 AR FER#HTZ
BHEUE A <EXH Amazon Web Services Ik~ 1D, MIREIEEMKS ID , EZE ID P EBEE
F& (o

BERSH

HRIRK

HREREAMBREBRANERL. AXBRBERANER , BEREL BRI L,
ERIEX

LR ERBIERIE

e

WMERBEERRID , MiZRSEZLIRE HTTP 201 Created MR,
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B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

X-amz-capacity-id: CapacityId

RIVEDER

BRT PR REB AR E ARSI, BN BN ESE A TERARL. BXBAEMRKHEES | 1
158 & A e BU ARk o

i
&

B iR
X-amz-capacity-id ATHREMEESEL/UMN ID,
KA FRER
M) 7 1E X

222 S AL VN e
iR

BX 7 P8 Amazon S3 Glacier I#EH E L ATREER IR , WIREXEBIEUT —1PMHZNMEIR. BX
Amazon S3 Glacier 51X E EURFBIRNRBIIR , HSRE R,

e iR HTTP AR XKH
LimitExceededException MREEEERGBEKFAHOMEEZ 400 Bad BZF
REFMRE , MIRE®AB, Request ity

~ Pl
AT RBIAKFMRAEERR.
RBIER

AT RBIKIE HTTP POST B RUMEMEERE £,
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POST /123456789012/provisioned-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

e B2 7 451

MRFERMKID , Amazon S3 Glacier (S3 Glacier) iR El HTTP 201 Created M5 , #EA TR /RABIFFR
o

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z

PSS

- JHFEEAE (GET provisioned-capacity)

REHIER KRR ( PUT KA )
iR

WIRVETE PUT BERFTHEER Amazon X HiRBEHRER EZXRKE , RENAZEK, XF Amazon Web
Services Ik |, A LA XS BN Amazon X E — N RBE, 1ZKREKTE PUT BIERDIER S WA N
A

ERBNAZH , RERBNREATEMEEHTHRREL, BEXBERRRTBNEZEES |, 55
¥S3 Glacier HiEK EXREE,

HR

B

EREHERERE SO TEERAMER , AHERLERI URI X% HTTP PUT &K,
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PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy":
{
"Rules":[
{
"Strategy": String,
"BytesPerHour": Number
}
]
}
}
(@ Note
AccountId fEA Amazon Web Services I 1D, B{EXMEARX FR#ITZE W EIUHE
XEBXHY Amazon Web Services Ik ID #EHL, &R LUIEE Amazon Web Services K 1D
WA LUERIEE-" (EFA ) , EXMBERT , Amazon S3 Glacier A S AR iFER#HITZ
A B EUEAEXERAY Amazon Web Services Ik ID, MREIEEKS ID , 27 ID REEE
F& (o
BRSH

LRERERBERSH

HRIRL

LREREAMBREBRANERL. AXBRBERANER , BEREIL BRI L,
HRIEX

FHREXHEEET JSON FEo
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BytesPerHour
— NIRRT R R R F T

XY Strategy FEXMI{E N BytesPerHour i , kFBRFRULEFER, ELRELFE , B
Strategy FERH KIZE N BytesPerHour , M PUT IRIELIKIEL,

EKH . HF
M IR Strategy FERIZE N BytesPerHour , MAME, BNFRHSE,

BYE: &/MEBRE1, RRBHE263-1(=).
A

RN, BRAXRIREKE  EERREE I , EP IS Strategy FB , EAEFEE
BytesPerHour FE%,

KR H4A
G5 B

BME : BytesPerHour|FreeTier|None. BytesPerHour &[&E T2 #$ & Fi%£E Max Retrieval
Rate (RARZFER), FreeTier FRTEEHIA P IELE Free Tier Only (XA FHEE), None E[F
FEZEHI A P iEE No Retrieval Policy (TR EREE), BEXEREH AP ERBEREZRBENESE
B | 2 S3 Glacier HEK REK B,

i Rz
B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date
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FRARER
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PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

{
"Policy":
{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}
}

AT RBIZKIE—N HTTP PUT 3R , & Strategy FEIRE N FreeTier,

PUT /-/policies/data-retrieval HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"FreeTier"
}
]
}
}

AR Rl &E—A HTTP PUT &K , H A Strategy FERIZRE N None,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"None"
}
]
}
}
e B2 7R 451

WML R RBIFR R , IRERMKID , Amazon S3 Glacier (S3 Glacier) £i& BF B HIRE HTTP 204 No
Content,

HTTP/1.1 204 No Content
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Date: Wed, 10 Feb 2017 12:02:00 GMT
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