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fR%5. Amazon Cloud MapRE AT SR A HTTP/2 B 7EEw A 80 J:bl‘i" RE. M, EXEFHEAH
WHZETRAKRE, BNEEENSRFA N serviceBv2 M serviceA SIZELT =

Amazon Web Services Management Console

1. WNTEETKER , WA serviceB,

2. WFRFZEMAE , % DNS , HF HIDNS EH B A serviceb.apps.local,
3. HEMWHREET , APVGEE http2 , FEROSP , FA 80,

4. BYE | FHIEE Nexto

Amazon CLI

1. FEAUTABRBIEEZNRN create-virtual-node-serviceb.json BIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
]I
"serviceDiscovery": {
"dns": {

"hostname": "serviceB.apps.local"

HR2 EEATR 8
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2.

}
iy

"virtualNodeName": "serviceB"

}

5/ JSON 3ZH-1E 1 A& A create-virtual-nodefs SRl B E LY =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

PR 3 ;02 RE SRS B 25 M B

ELEARBEEMEP IS IEURSHRE. BXEZER  FSAE MR HBFMEL.

BIEUT &R :

« BA serviceB WENIEAES , AH serviceB.apps.local EEREF 2B SEMEMRS
HHEEE. FidE , B2 tBNELIRS 2R serviceb. apps.local lRFHHR. &R
SPREBELXXDELKAEE, ELEEHARFA HTTP/2 thiVERO 80 LMWHRE. i, EXFH
M

« B serviceB HEEH. T 100% HWREKAEIserviceBER TR, N serviceBv2 E#TT
R, EHRENSRIPEINNE, EAREBPIRENSE , EEATUREHIMFAANTEESYE , H
WINERKE , AT Envoy REBEEZEEFRBNSZ XS HTRERETE T Ko

Amazon Web Services Management Console

1.

N o o b~ w DN

NFELERHIFEN , fA serviceB,

EMUTEREET , AHBUER http2 , H HivOIEE 80,

NFRBBEN , WA serviceB,

NTFHERE | EF http2,

EEMBRETHWEL T REHAP |, %82 serviceB , HRNERA 100,
ErEEEET , & —MH*,

BHRE | FIEE Nexto

HPR 3 1 O RE UK AR A% B 9
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Amazon CLI
1. BIEELEHEE.
a. FAUTABBERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. /A JSON X #4EJ i AE Acreate-virtual-routeris S 8l 2 E IR S8,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIERKA.
a. FAUTABRBIEERN create-route.json BIXH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},

HPR 3 1 O RE UK AR A% B 10
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. XM JSON X#HER A , fEH create-route p R BIZEKH,

aws appmesh create-route --cli-input-json file://create-route.json

HIR 4 TR CIE

BIEZ AR BA B RZIRE

Amazon Web Services Management Console
MRFENEMWoHTEMER , FEBERE, EENRERIAEE | ERCIENE,
RERBRETRECUNENFTEMNBRIR, BANBTEREEMRRKEEHSPEF VRN EIR.

Amazon CLI

5 describe-mesh T S EEFTEIEMIENIRE,

aws appmesh describe-mesh --mesh-name apps

& & R {F M describe-virtual-servicefin S0 EWE R RS HIZE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

B E & F Hdescribe-virtual-nodefr S Bl 2N ELI T SHigE.

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

B E & Bdescribe-virtual-routerfn S I Z M E LB HEEMIRE .

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB
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£ describe-route R T EFFIANERKHNRE

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5 IREMAR
ERRUGE  AEERTATRE

« BIEBAN serviceBv2 PWEHKIT R , ARB N serviceA WELT Ko XFNEHL
TREES HTTP/2 Mk A 80 MITER. X F serviceA BRIT R , HEIREERN
serviceb.apps.local, R H serviceA BB S E B RESFLZEEEZ R

serviceb.apps.local BWERIERS. i%ﬂﬂ'ﬁﬁqﬂﬂiﬂfﬁén , BRI UNER T RIEEATE

AT5 IR B &Ry AR AR

c BABE—NEBANWELRS servicea.apps.local , ZRENMEREERE XX
FlserviceAERIT &,

s ETEL—SFSHBIER serviceB A , LAF 75% WREXRIZS] serviceB BT R , I 25% Y

REEXZEE serviceBv2 EBHRITT R, MEENBNHE  BAHRESHINE , EF serviceBv2
IR 100% IR E. HAAEREARES serviceBv2 [§ , B AxAHFEH serviceB ERIT &

FEBRERSS . EEXINER , FEENRBH#ITEMEHR , A serviceb.apps.local EERS
BHMEFRRES BRI ERE., B8 —T | serviceb.apps.local EINRS FRELIE T E LA

Hes , ZEHERNRERHIELT Lo BT RBIRS R & 75 AR B,

Amazon Web Services Management Console

HEEMSMERS , EEME,

ERHE L — SRR/ apps M.

EEMSMERS , BREUT R

IR E LT Ko

NEBTT RBMBA serviceBv2 , NIRFKIL T XL DNS , 7#79 DNS EHBHA

sexrvicebv2.apps.local,
NFMUTEREE , FIPBGER http2 , HEWOH |, WA 80,
7. ERVBRENT R,

8. HRERVEELTR, NTELTREMN , WA serviceA, N TRFKMAZE |, &EF
DNS , 9 DNS #l& %A servicea.apps.local,

o b w0 bnhp =

o

SR 5 QIEEMRIR
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9. EHMEBWHTHMAELRSZEMT , WA serviceb.apps.local,
10. EMWTEREET , AHUCER http2 , HEROFHA 80 , AFEFRVIBELT R,
1. EEMSMERS , ERELIRBAR , AEMIIRFDIERF serviceB ERERHEER,
12. ERET , ERFEL—SPORMNEN ServiceB WM , ATEREE.
13. ZB#. EUTREMRT ,  serviceB WINEEELA 75,
14, ERBRMEIR , NTHRFIRFIER serviceBv2 , REFNEFEIRERN 25,
15. BEERF,
16. EEMEMBERT  EREMRS , RARERVEELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEFXREFEELAT R , NELT [IEE
serviceA , AFEFEVNEE RS,

Amazon CLI
1. BlZ serviceBv2 E#lT =,

a. FAUTABBIEENRN create-virtual-node-servicebv2.json FIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"
}

b. GIRELT R,

SR 5 QIEEMRIR 13
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexvicebv2. json

2. Pl serviceA ERIT R

a. FAUTABEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEL—SFFEIEMN serviceb.apps.local BIMRS , UFHEREXRIET serviceB &
PR, RYLRERRSH , efanEAuE R ERE , AN RAKLE serviceB E#l
SR,

SR 5 QIEEMRIR 14
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a. HAUTARARBIESZN update-virtual-service. json B934 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. fEMupdate-virtual-service®s 5 B HE AR S -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., FEHHHEL—FPEIEHN serviceB EEo

a. FRAUTHARERN update-route. json KIS :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

"match" : {
Ilprefixll : II/II

SR 5 QIEEMRIR 15
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}
I
"virtualRouterName" : "serviceB"

}
b. £/ update-route Ta R EHE A,

aws appmesh update-route --cli-input-json file://update-route.json
5. BI# serviceA EBHRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local"
}

b. BIEELRS

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

RIERHE

HERERRSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEFRARS . BREFRBRFZ 2, IELEEF —MREME , HHETEA
DRREFRIRFSHA T RIR

s INERRS. AEEIELANMBEREM servicea.apps.local EBRIRS K£EEF
serviceb.apps.local E#\RS

« =LA serviceA, serviceB fl serviceBv2 WEMT K, Envoy REFERARNELT SBEEHN
RS A IEBREREFRIRSH IP tbik,

SR 5 QIEEMRIR 16
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« —MNERIEHEE , HERAEET Envoy RIEF 75% W AMRERMBE serviceB BRIT R |, 25%
NHRERBAZE serviceBv2 E#RIT =,

T 6: EFRS

BERNIEE , BEETRUTES :

« RFBEFI Amazon ECS FXIREEBEMN Envoy REBIEN— MRS MNELT REBEENNR, Fxm
MERERENNESZELR , BSRRAEEN,

- EHENINE Amazon ECS EHENRS , AR Envoy RE,

AN

Envoy A25EZ Amazon Identity and Access Management &E#& 3 8EXT & X B App Mesh RS HYE K
H1ITELZ, XIFEH Amazon EC2 B R ZFE M Amazon ECS £% , iE BRI MK BEHIABRITS
IAM £, 7£ Linux &85 L{#H Fargate ZfZE M Amazon ECS 5T E 15 0124354 IAM B & STHHIE
P D# EC2 THIERSE T, EREREI , BX4TF IAM E5 A GEM MBI Linux X E EEFEH
Fargate /3 s X 2 BN EMES

R Amazon EC2 B REMEMES , HATEZBRLIE EC2 THIERS R ( MESH 1AM £
BRNEEERPRE )  NESFNZESHNES IAM B, &5 EBAKAISES R B &Lk
=1 1AM KB, ISR PR,

EEHMESEN , BFEH Amazon CLI

{R{E A Amazon ECS Amazon CLI &S register-task-definition, FTEMRHIMESENETRT
W R BB BRSSBLE App Mesh,

(® Note
ToiEBd 414N Amazon ECS ELiE App Mesh,

ESEX json

REEE
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E[EH Amazon ECS BRSSELE N A App Mesh , BHRSHESEX M REG U TREE B
Do NREBEE type iREN APPMESH , 3 containerName BIEN envoy. HN#IRBIATEM
=

IgnoredUID

Envoy REFSEHEREFERALLAF ID WHENRE, Sl AMEHEEREMENTMAR,
ID , 1Btk ID MEFSTENLHH Envoy BESH user ID #E, LLIEE AT Envoy ZEEEB SR
E MEREARE., HTHEERR , BNV RGIER 1337,

ProxyIngressPort

X2 Envoy fRIEAZBRM AR H, FLEREN 15000,

ProxyEgressPort

X2 Envoy RERSBNHEORO, FIEIRERN 15001,
AppPorts

EEENNARFARETNAMAEAMEO. ERAP , NARFRRERD 9080 LM, &
EERN RO MM E T RUYTeR L BB/ RO TE.

EgressIgnoredIPs

Envoy F&NREREEXL IP thit, FIHEIREN169.254.170.2,169.254.169.254 , X
T2 D% EC2 TTEIERS M Amazon ECS S i#iEAK BT A, THIEHANESEILFR
1AM A6, ELURME bk,

EgressIgnoredPorts

BAIBURIEGES 2 RBIVIR O 5IR. Envoy TERABRAEZXERO, BMEEREFIHEMR
A, W0 22 iR 2R,

® Note
RJ LA Z2 B Y B K W B s D 800 15

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [{

"name": "IgnoredUID",
"value": "1337"
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3,

{
"name": "ProxyIngressPort",
"value": "15000"

3,

{
"name": "ProxyEgressPort",
"value": "15001"

3,

{

"name": "AppPorts",
"value": "9080"

},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
}

N RATEFAES Envoy KEIN

BNESELHPHNABRFBRSLANES Envoy REXRS|ISHNBEI2EFEER3N. I THERIXA
BRRE , REEEBIMNNABRFESRENPIRE—1dependsOnF 7 , F1F Envoy AR E
AHEALTHY, ATHKRBERTSEUKBBNNARFARENL R, AT REATHAMERERHZX
TN, BEEMELEXEN  BEENRXIEWreplaceable,

{

"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

1,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"
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]
}

Envoy BEE X
&8 Amazon ECS F55E X492 E App Mesh Envoy BESHE %,

FIE XX ER AT LARegion-code B Ame-south-1, . . ap-east-lap-southeast-3eu-
south-1lil-central-1, MUANEMEXEHaf-south-1,

Standard
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
&F& FIPS trf

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1

Standard

772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-east-1

Standard
856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-southeast-3

Standard

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

eu-south-1

Standard

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
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il-central-1

Standard
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

af-south-1

Standard

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

cn-north-1

Standard
919366029133 .dkr.ecr.cn-north-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-prod

cn-northwest-1

Standard

919830735681 .dkr.ecr.cn-northwest-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-
prod

Public repository

Standard

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS #rt

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips

/A Important
N Z AR v1.9.0.0-prod HE SHRAE App Mesh —&EM,

SE| 6 BHRS 21
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£ Envoy 1l B HIRA & H X App Mesh WE R Z 8 , BB App Mesh Envoy BEEHR. BXE

ZEMER , BSHGCitHub B E [F&,

LT REIFHNFFIERMEESESNEN. FEEMELRNEYN , BFLENRXENreplaceable,

(® Note

« Envoy BERENSAFRIEN essential,

« BATEWN Envoy B2 B 512 4 CPU £tk ES 64 MiB WNTF. 7E Fargate £ , &7
NiREMNRKERNFH 1024MiB.

« Amazon ECS IREHEL T R BAMAIRE N APPMESH_RESOURCE_ARN BH4ME. ItE
MEERAL.15. 0K EBRAH Envoy HiR. BXEZEE , S H Envoy,

- user REMEMLNEESENREREFM IgnoredUID ELEE, FEHLRHIH , HTAIEH
MR 1337,

o WAETRHEITIRRKEES Envoy R EHS|S , AR/FEME Amazon ECSHR& HIEITIR
MEFHEERFBINARFRSS.

s RINBERT , & Envoy EIERMBEEFSIAB SR , App Mesh A ZE
APPMESH_RESOURCE_ARN HFIEEMN R EN B, BALBEIFAECSHEHRRE
APPMESH_RESOURCE_CLUSTER SMETZERBZMNIT N, WEMEFEMRAK 1.15.0 HEF
WA Envoy &, BXEZEE , HZH Envoy.

TR E R Envoy B8 E LR,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

15
"startPeriod": 10,

HPR 6 : EMRS
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"interval": 5,
"timeout": 2,
"retries": 3

1,
"usexr": "1337"

}

RMES E XL

AR =4l Amazon ECS F&E X E RN LR REIEHE taskB HESENLH, XX 55112

T FERARTER Amazon X-Ray I H ¥t Amazon ECS BB BIBESH R, BEFTEE
WiXtreplaceablefd , MERABNMES taskBv2 MG RtaskAFHESBIBRESEN . A
BB HRFE AT R B #E#: APPMESH_RESOURCE_ARN {B , 7 F &9 R B 12 FF 0 I B9 ik
OSREBMRRERE AppPorts B, BRIAERT , & Envoy EiEHRFMRERFSI A E S, App

Mesh 7 APPMESH_RESOURCE_ARN FIEEN R RN B, EAUBEIFAESHNEHRRE
APPMESH_RESOURCE_CLUSTER MELXERBZLITHN. AT ROAPHWERHBELEN. BLRE
MELENEN  BELENEXEMNreplaceable,

WRZREULE 2 R PATIRIZ1T Amazon ECS 5% , ML EEFIEES IAM BERNMEIRBIF,

/A Important
Fargate 4R KT 1024 MmO {E.

Example YL B ECS £5E XK JSON - Linux &85 L Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "0.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
I
{
"name" : "AppPorts",
"value" : "9080"
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RAriEmE

}I
{

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
I
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,

"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1.29.12.1-prod",

"essential" : true,

"environment" : [

.com/aws-appmesh-

HPR 6 : EMRS
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{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example & A F Amazon ECS K JSON E&E X £ Amazon X-Ray -Linux &35 L# Fargate

X-Ray AT BN EEXNARFRS THERNWEIE , HiRdt _IFH?TUJISIMLEE’JI,\O FERAERT
Envoy #J X-Ray Xz F , Envoy BEfE 6] X-Ray IR ERERER. BALUEA Envoy ELEE A X-Ray
RER. RIEEE , Envoy FIRERBIELEBER sidecar REEITH X-Ray HETFHERF , ZHEST
FREFERERES X-Ray RS, EFREAME X-Ray 5 , BRI LAERA X-Ray 2§ &k T MLRS
HABMEREBERFAEE. LT JSON RRATEB A X-Ray EFRHESE Lo

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
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"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
1,
{
"name" : "IgnoredUID",
"value" : "1337"
1,
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
1,
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
}
]
},
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{

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: Illll

15
"healthCheck" : {
"command" : [
"CMD-SHELL",

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

I

"memory" : 500,

"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

1,

-q LIVE"
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"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",

"networkMode" : "awsvpc"

Example &M F Amazon ECS FSE XK JSON- EC2 BzhZEH

{
"family": "taskB",
"memory": "256",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{

HPR 6 : EMRS
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"name": "appName",
"image": "appImage",
"portMappings": [

{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

I
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
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"networkMode": "awsvpc"

Example # Amazon X-Ray EC2 Bz & # Amazon ECS F5E XK JSON

{
"family": "taskB",
"memory": "256",
"cpu" : "1024",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
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"portMappings": [

{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1.29.12.1-prod",

"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
},
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,

"healthCheck": {
"command": [
"CMD-SHELL",

.com/aws-appmesh-

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
I
"user": "1337"
I
{

"name": "xray-daemon",

-q LIVE"

HPR 6 : EMRS

31



Amazon App Mesh AriEE

"image": "amazon/aws-xray-daemon",
"user": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [
{
"containerPort": 2000,
"protocol": "udp"
}
]
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode": "awsvpc"

SRFEH
£ App Mesh TS 4 &EHE

SLERNBNRATHEEENARFNIBRENFTBENRE 2B IRRE, TE/ERIHEPERAS
MZITRR. MRFRAEEMAE , SLENBAUAFFREVRE BRAR, FAELEHE , &
B Z IR HE N AR TR 2B YRR E,

BRWMMAER App Mesh 3 Amazon ECS SRt @ 4 B2 LBMELEFEL , HSHMEH App Mesh AL S
# ECS lEHE S U4 EHENEE

(@ Note
BX App Mesh WE Z REIFEL , ESH App Mesh REITF 6 FE.
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https://www.amazonaws.cn/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://www.amazonaws.cn/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples
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AI7] Amazon App Mesh #l Kubernetes

/A Important
KIEZEFBEA - 2026 £9 A 30 A, Amazon fFEIEFHIZF. Amazon App Mesh 2026 &

9 A 30 BzfE , B8 FEBihE Amazon App Mesh #24%|& 5 Amazon App Mesh ®iR. Bx
EZER , BHRLEENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

LIREAER T Kubernetes B9 App Mesh #4188 Amazon App Mesh & Kubernetes SERAT |, #RATEL
EENAMERER , fluMig, EORS, BEET R, ELEEHASFFNET Kubernetes WEEH., B A
LLE 3 Kubernetes B84 (pod) HSB A7 0 App Mesh sidecar BEs %, AR SETRER
F Kubernetes 9 App Mesh 2 HIZFH R 3 , AMES ALLERK.

LU Kubernetes B E LR RENX I BMH 718585 : meshes, virtual services, virtual
nodes M virtual routers., BHIFHFRVEEBENERNAIZE, BSRMPBER , HES API EX
R App Mesh the section called “P#&” the section called “EE#ABRS”. the section called “EE
TR, the section called “BEHAR X", the section called “PX<HH", the section called “KE & H
25" ( ‘21& the section called ‘B4 ) Rk, ETHRELSFERI N EHEBMETE , HSRGitHubIN
Ho

BRHIESE ST HE— Webhook , UL T B EAMRERIEER MM Kubernetes B854 (pod) #,
« App Mesh Envoy X2 - Envoy £ 1E App Mesh 2 HIEIRPEXNEERBENNARFRERE
ESEEP N

« App Mesh (RIBIEHEIEET - EFNAE4A (pod) ME &R ZEEFET Envoy BEHE&E AFE HRER
iptables #lMl, HABFEN Kubernetes init BEHEITEREFA (pod) H,

FRFMF

« BT App Mesh 15, BXEZEER , BHSH 142 Amazon App Mesh ?
« BXt Kubernetes I 8FF TR, BXEZEE |, 557 Kubernetes XHHH 1+ 4L =2 Kubernetes,

- BHE Kubernetes &8 . MREEEEEE , HZH (Amazon EKS AFERE) FH Amazon EKS
All, MRREL D EIZ1T B2 H Kubernetes &8 EC2 , E#{x Docker E&EX Envoy H&ATE
ML S ECR FHENFHRIE. BXESER , 5W Envoy 5. (IDEEHERIEIME
BFEE) HHEMR S HRIER Kubernetes LRI I MNFAE JEM R P IREVE B
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
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+ App Mesh X#F1E DNS # EMEY Linux BR$S Amazon Cloud Map , REFWERMAEZ. EFEALLA
136 , ROMNBWERE=T2 M2 DNS WINERSF. ZEBEHNRRSBBRENERSHER
serviceA, serviceB # serviceBv2 , H B LAEE N apps.local Wan & Z=E P RKINFTE R

%o

BERZFAEE , BEUUERSAERERE , BEFEXRRS 28 , BELEERMNIE,

« B%% Amazon CLI iR 1.18.116 E SARAE 2.0.38 REF KA. BERXEHFH K Amazon CLI
ES %% Amazon CLl,

- BLENSEH Kubernetes EEHEEM kubectl EF k. MRBIEFEFEH Amazon Elastic
Kubernetes Service , M AT A A A F &% kubectl MEE kubeconfig XH4HIHEHA,

* Helm iRZ& 3.0 IESRAELZER, WRELRXBELE Helm , S (L S# EKS AFERE) SV
Helm 511 5# EKS BE& o

« Amazon EKS B #&f IPv6_ONLY X X%3F IPv4 _ONLY BAXX# IP Ei&1 , BN Amazon EKS H &
N FFEEBNIRME IPVvL HRESN IPv6 REMNAEA (pod).

FIRLBBRELBRIRESHE N serviceA, serviceB M serviceBv2 , FEAUEEZ R
apps.local WarAZRPXAFME RS

SR BREKEAH
EERE S App Mesh £E5FEANASA (pod) WENERD | RE—XRERAH.
ZRERA M

1. EEENRRIBREE-NRBEREMRITREGR[OES, NRECRETRITR , RETAZE
REERE , WANATHHAST—MAE  REENERRETRE T RITH

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

WEMIAIRE Your cluster is ready for upgrade. Please proceed to the
installation instructions , MAIBASZERMIT T —FH, MREEREREER , MEELTK
ARL] , REBHRE, EXARMRITHRENESZER , BSHAH. GitHub

2. ¥ eks-charts F#EENRNME Helm,

helm repo add eks https://aws.github.io/eks-charts
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-install.html
https://docs.amazonaws.cn/eks/latest/userguide/install-kubectl.html
https://docs.amazonaws.cn/eks/latest/userguide/create-kubeconfig.html
https://docs.amazonaws.cn/eks/latest/userguide/helm.html
https://docs.amazonaws.cn/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
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3. %% App Mesh Kubernetes B E X &RE X (CRD),

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

4. RIEEFIZFBIE— Kubernetes 88 ZE[H,

kubectl create ns appmesh-system

5. REUTEZE K UEERESBEHER. ¥ cluster-name M Region-code BN M EERH
=

expoxrt CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

6. ("i&E ) RGBT Fargate Liz1T1RGIER , WHEEE - Fargate BLEX . WREME R
eksctl %% , i5SH (Amazon EKS AAFIERE) eksctIHFMZEIH R, MREFEFERIEH
ARBREEXH , E5H (Amazon EKS AAF#EM) PR BIE Fargate BLiE X 4F,

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

7. REBWEELIE OpenlD Connect (OIDC) 1R HE, MRARETE eksctl , MATSIRR
{Amazon EKS AIF{ERE) FLEHAR eksctl EMRARET, NMELHLEFEAREACE
RUHRS , F300 A mazon EKS AFEBHHNANERFLHNRSKFEA IAM A6,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

8. BIZ IAM & | Mt AWSAppMeshFullAccess 1 AWSCloudMapFullAccess Amazon i &
K, FNHEHHES appmesh-controller Kubernetes BREIKF . iZ A G FERHISFAEH R,
Tl F15E 2k App Mesh &R

@ Note
Zwm S EAEHERNERLE— Amazon IAM B, BEEEECIEN IAM BER
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https://docs.amazonaws.cn/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.amazonaws.cn/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.amazonaws.cn/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.amazonaws.cn/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.amazonaws.cn/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
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eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREBEENRFEH Amazon Web Services Management Console 8122 RS~ Amazon CLI ,
BEZ# A mazon EKS AP RPN ENRSIKS 012 IAM AKX, WREEMA Amazon
Web Services Management Console 2 Amazon CLI R/ , MAEENZA @RS Z
Kubernetes BRF kS, BEXEZER , HZH (Amazon EKS AFEmM) PRI ERF LHRSIK
FEE IAM &6,

9. #B%E App Mesh 1225, BXAMBEEREERTNIIR , FZH LMEE GitHub,

1. BERABEEEHEE App Mesh #2588 , SN EEZNFAE T RZ A App Mesh F RS &3
Amazon VPC iR, BIEEEIRE accountId,

--set accountId=$AWS_ACCOUNT_ID

EEAEEREPFA X-Ray BEE , i85 A X-Ray fl Amazon ECR Amazon VPC R, 12 HI88
ERIAEH public.ecr.aws/xray/aws-xray-daemon:latest , HitiERF ARG B A b
HEHHEEEEHANA ECR FHE.

® Note
Amazon VPC i 5 B Bi %3 Amazon ECR A B 176 FE,

BT RGIERAOAER X-Ray BB E2HI27,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller \

bl
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https://docs.amazonaws.cn/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.amazonaws.cn/eks/latest/userguide/specify-service-account-role.html
https://docs.amazonaws.cn/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.amazonaws.cn/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/vpc-endpoints.html
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--set accountId=$AWS_ACCOUNT_ID \

--set log.level=debug \

--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

ERNARFHESELT RSN KHERN , FRIE X-Ray #ERTFHFEFRERIEA.

BEXEZER , E5H (Amazon EKS AFER) FRAAEEE,
2. WEMEEIE App Mesh #2FI25, AXAAREBETNIIK , HZSH LHWEE GitHub,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

® Note

WRIEK Amazon EKS EFRFIR IPv6 , IBEEE App Mesh 2 HIg56T @ £ BT H AY
SHRMEA TR IEEERZH --set clusterName=$CLUSTER_NAME,

/A Important
WMRIEWEBMNT cn-north-1 =% cn-northwest-1 & , N EEE B EA S RN
A&,

Region-codefaccount-id—HHENHEERN,

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com.cn/aws-appmesh-envoy

* 919366029133.dkr, ecr.cn-north-1.amazonaws.com .cn/: v1.29.12.1-prod aws-
appmesh-envoy

+ 919830735681.dkr, ecr.cn-northwest-1.amazonaws.com .cn/: v1.29.12.1-prod aws-
appmesh-envoy
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https://docs.amazonaws.cn/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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--set init.image.repository=account-id.dkr.ecr.Region-code.amazonaws.com.cn/
aws-appmesh-proxy-route-manager

919366029133.dkr. ecr.cn-north-1.amazonaws.com .cn/-manager: v7-prod aws-
appmesh-proxy-route

919830735681.dkr, ecr.cn-northwest-1.amazonaws.com .cn/-manager: v7-prod aws-
appmesh-proxy-route

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com.cn/
appmesh-controller

918309763551.dkr. ecr.cn-north-1.amazonaws.com. cn/amazon/appmesh-12#i25

961992271922.dkr, ecr.cn-northwest-1.amazonaws.com. cn/amazon/appmesh-12 i

i

Important

MRIEBHEE Fme-south-1, ap-east-1, ap-southeast-3, eu-

south-1, il-central-1 =} af-south-1 Xigis , MEBEREN G S P RMUTiE
I

Region-codefaccount-id—4AERKEERM,

« XF sidecar B :

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr, ecr.me-south-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

+ 856666278305.dkr, ecr.ap-east-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

* 909464085924.dkr, ecr.ap-southeast-3.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

7

i
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P
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» 422531588944.dkr, ecr.eu-south-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

+ 564877687649.dkr, ecr.il-central-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

* 924023996002.dkr, ecr.af-south-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

« URIs AIMEE N HEHRHIRIAVE B GitHub, T REMGH Amazon IKF IRAEE

thvl.5.0, [BRRANEGIEE T D # Elastic Kubernetes Service T B R 2545165
3R ERY Amazon K,

o X TFIEHIERMA ¢

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

« 772975370895.dkr.ecr.me-south-1.amazonaws, com/amazon/appmesh-1Z#i
g5:v1.13.1

« 856666278305.dkr.ecr.ap-east-1.amazonaws, com/amazon/appmesh-iZ#i
g3:v1.13.1

+ 909464085924 .dkr.ecr.ap-southeast-3.amazonaws, com/amazon/appmesh-12 i
g5:v1.13.1

« 422531588944 .dkr.ecr.eu-south-1.amazonaws, com/amazon/appmesh-12 i
g3:v1.13.1

« 56487768767649.dkr.ecr.il-central-1.amazonaws, com/amazon/appmesh-12 i
g3:v1.13.1

+ 924023996002.dkr.ecr.acr.af-south-1.amazonaws, com/amazon/appmesh-12 i
g3:v1.13.1

« XtF sidecar FIIR{LARIR :

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

« 772975370895.dkr, ecr.me-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

+ 856666278305.dkr, ecr.ap-east-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

SR RRERAN 39


https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.amazonaws.cn/eks/latest/userguide/add-ons-images.html
https://docs.amazonaws.cn/eks/latest/userguide/add-ons-images.html
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* 909464085924.dkr, ecr.ap-southeast-3.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

» 422531588944.dkr, ecr.eu-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

+ 564877687649.dkr, ecr.il-central-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

» 924023996002.dkr, ecr.af-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

/A Important
N Z RS v1.9.0.0-prod HE SRAE5 App Mesh —EFEA.

10. TIAIEBIZRIRAN v1.4.0 RESRA. BUTUEREEFLE HE GitHub,

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'

@ Note
MREGEBEEEETHNABRNAE , BARKXFIE—TEEUTNE | XITNRALUEL
£ ith 2B,

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

F| 2 : EE App Mesh &R

HIRTE Kubernetes BN AR |, Bt 2812 Kubernetes BIE XRIR |, LUERHIZ3 7 LG22 4
RIKY App Mesh BR. U THEAHBEIEEF R LINEEN App Mesh BiR. A LAE App Mesh

SR Y HMNFZINRE K vibeta2 F XA R K EIZF B E 1 App Mesh BIRINBER RBIEE,

GitHub
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
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/A Important
EHIZREIE T App Mesh BIF/E , BIUERERRHIZRX App Mesh B R 17 5 oS M BR 5%
Ro REMER App Mesh X BHRBE T EREMER , MBINBR T , BH|JHETPRAFS
B W EMOIERFTE NSMIBRE App Mesh RiR. B AFLFENARENERNNE, B
REZEE , BSMH LK “BE" GitHub,

ZB& App Mesh &R
1. BIBES App Mesh BIREFEFIH Kubernetes 5% Z2[H],

a. FUTABRRFEITEN LA R namespace.yaml BIXHH,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

b. SlREwE =M,

kubectl apply -f namespace.yaml

2. BIZ App Mesh BRE M

a. FUTHAARREITENLEEZ RN mesh.yaml BXHF, ZXHATFRIEE RN my-mesh BIN
BRERE. REMER—MATHEEEEANERSZENMERENEBLR,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. SIEM#E,.
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kubectl apply -f mesh.yaml

c. BECDBIEM Kubernetes MR RIIFMHEER,

kubectl describe mesh my-mesh

i
Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. EFBXEFIZRCIEM App Mesh RS MARATIFHESR
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aws appmesh describe-mesh --mesh-name my-mesh

i
{
"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"spec": {3},
"status": {
"status": "ACTIVE"
}
}
}

3. fIE App Mesh ERlTT R, BT KLFEZHIE M Kubernetes EBE R Z EIEE

a. FUTHRERERITEN LEBZRN virtual-node.yaml BIXHF, EZXHATFRIBGREmy-
appsZEEl my-service-a RIEH App Mesh BRITT R, BT RERREFELS R E
# Kubernetes fR%5. hostname KYE R LE T KPTR KRN KFRIRFHITLRE DNS £41
Bo

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: my-service-a
namespace: my-apps
spec:
podSelector:
matchLabels:
app: my-app-1
listeners:
- portMapping:
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port: 80
protocol: http
serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

BT R EEEAHERRS KRNI | Hl10 end-to-endMMBREITIRAKRE, BXESE
B, 5/ the section called ‘BT 5", BEEEF A LRIEHIRENEIT SBFFE A
BARE , BEITUT®T,

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. HEBFBELAT Ko

kubectl apply -f virtual-node.yaml

c. BEFEEBRIEM Kubernetes EMlT R B RNEHAEE.

kubectl describe virtualnode my-service-a -n my-apps

i h
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 2

Resource Version: 22545

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a

UID: 111allbl-cl1d-1elf-ghli-j11k11111m711
Spec:

Aws Name: my-service-a_my-apps
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Listeners:

Port Mapping:
Port: 80
Protocol: http

Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Pod Selector:

Match Labels:

App: nginx
Service Discovery:
Dns:
Hostname: my-service-a.my-apps.svc.cluster.local
Status:
Conditions:
Last Transition Time: 2020-06-17T14:57:297
Status: True
Type: VirtualNodeActive
Observed Generation: 2
Virtual Node ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
Events: <none>

d. EFEEFIESE App Mesh FEIEMNELT S FAEFE.

(@ Note
RETE Kubernetes FBIZMELT RBIB#N my-service-a , {B7E App Mesh F
BB T R BFA my-service-a_my-apps. EHIZRIESIZE App Mesh &R
B, & Kubernetes f5& Z=E 18] B # M INE] App Mesh EHL T KB Fr. AR ZEE A
M=EHNTE Kubernetes # , BALEFREN R ZE PR ZEEMHE A EL T
K, 1B7E App Mesh A, FE L7 27 FRIE AG PN AU RE—

aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

f

"virtualNode": {
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"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",
"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

},
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "my-service-a_my-apps"

4. B2 App Mesh B\ HZR. ELEXARLERTENMNERN - MRS NMNELRSHRE

a. MUTHEREIUTEN LSRN virtual-router.yaml X4, ZXHATRIEER
HEE  FRERBIEL—SFREMNERN my-service-a WEMT K, #HIZFEIZ App
Mesh B\ HBMEARER. SAUNBHRIEEESHE , ARFEA http LA B
REZELR , S Hthe section called “FE #l#% H 85" Mthe section called “B§4%”. HEE , 5l
AMELT RBME Kubernetes ERLTTRBF , MARIEFIZFTE App Mesh FRIZER App
Mesh R #1757 =& FFo
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apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(i) BEEEEAE L RATHRENELRHJ[UAEATAIR
aws appmesh create-virtual-router --generate-cli-skeleton yaml-input
BEERNELRAANCHRENBHNAETRARE , BETATHR,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. HBFEIEAR,

kubectl apply -f virtual-router.yaml

c. BEFEEA/IEM Kubernetes & A5 HEF &R
kubectl describe virtualrouter my-service-a-virtual-router -n my-apps
48 R B il

Name: my-service-a-virtual-router

S, 2 . E8E App Mesh &R

47



Amazon App Mesh AriEE

Namespace: my-apps

Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name":"my-

service-a-virtual-router", "namespac...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:

Last Transition Time: 2020-06-17T15:14:01Z

Status: True

Type: VirtualRouterActive
Observed Generation: 1
Route AR Ns:

My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route
Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps

Events: <none>
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d. EEFEFIZEETE App Mesh FRIBHELIBEHAZFZRIER. BHLLA name EE my-service-a-
virtual-router_my-apps , E} H#EHEIBRE App Mesh HRIZER B[ , EERE
LR BB B PR/ B A0 Kubernetes 5 /& Z2 8] & #5o

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

i

"virtualRouter": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps",
"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

.
"status": {
"status": "ACTIVE"

+

"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. EFEHFIZFIE App Mesh FEIEHEAT IR, KTE Kubernetes REIEREHER , BRNZEKH
5= Kubernetes FEMIIRHAB[EEN —EB70. BABEERE TSR c B9 Kubernetes & iR1F
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MER P, EHIZFE App Mesh AR , T4F Kubernetes 758 22 [B1 & ¥ M 1IN El App
Mesh BB , BNBHRBMX ELEHEME—,

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

Ll
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"routeName": "my-service-a-route",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
IlprefiXII: II/II

I,
"status": {

"status": "ACTIVE"
1,
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"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. B3 App Mesh ELMRS . ELRS B —MREOKERIRSS , HENT QUEZRHASET E DB
HERN AR AERSE, NERFSZEHAREHNENRS . RRAEMX T App Mesh AFEE
BRVHEMRS B ENEMRSAARNEIRRSHTERES R . BEXH S N a5 & E LR
% BEFREANRAERFRBEA S| AEMAEN, BREAIEEFENEMRSREHEFNELT
REE LB B 2R o

a. MUTHEREIUTEMNLEARN virtual-service.yaml WX #Hd, ZXHRTRIZEEL
RS, EARLARRAEFGRERHRIEL—SHPOUENEN my-service-a BEHR
TR, spec # awsName H{E 2 IE LIRS FriREXAYSERR Kubernetes IR I T2 REE B
(FQDN), Kubernetes RS E the section called ‘% 3 : SIEREFH RS FeIB. BEXEZ
E8 , 3 H the section called “EINRSE ",

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

AREEUELRABHRENEVURSHAMETARE , HETHUATHT,
aws appmesh create-virtual-service --generate-cli-skeleton yaml-input
b. BIEELRS,

kubectl apply -f virtual-service.yaml

c. BECDBIEM Kubernetes ERIURS RRMVIFMHEES,

kubectl describe virtualservice my-service-a -n my-apps
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i
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name": "my-

service-a", "namespace":"my-apps"}...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService
Metadata:

Creation Timestamp: 2020-06-17T15:48:40Z

Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1

Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local

Mesh Ref:

Name: my-mesh
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Provider:
Virtual Router:
Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d. EFEHIEETE App Mesh FRIEME LIRS BRIV IFHAER. Kubernetes 2 HIZFTE App
Mesh RBIZELLRFZ BT , TFF Kubernetes 5% 22 (8] B #R M A0 ZE] App Mesh EEHLIRSZS B #5
N EIRS A EM—8 FQDN,
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aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-

apps.svc.cluster.local --mesh-name my-mesh

ok

"virtualService": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

.

"spec": {
"provider": {

"virtualRouter": {

"virtualRouterName": "my-service-a-virtual-router_my-apps"

o
"status": {

"status": "ACTIVE"
},

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"

REZHEFEENG , B4Rt ATLLEFE App Mesh the section called “E#IF 3" 1 the section

called “MXEEH", AXREMAZEFRMBEXLERFIESE , FSHEEAUNXHEE L GitHubH iR

B RBIEE

SR 3 IBNENRS

IEABEF App Mesh Bi& R MEMAERA (pod) BMELZRHRIMT App Mesh sidecar B85, STAZRS

B30fF sidecar AR MEIFEALEENHRZHBNEESRETA (pod) #.
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1. BARERNK. BMNEUESAS Kubernetes #BF , SR & % B 2H App Mesh BT |
HECE

a. MUTHEREIITEN LSRN proxy-auth. json WX HH, EFFalternate-
colored values BEHE#,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:Region-code:111122223333 :mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}

}

b. BIEXM,

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth. json

c. SlEIAMAE K FEEL-—SHLBPREHINEZAE , 8]2 Kubernetes IR M P H [ %K
BE 4R E FiZ Kubernetes IRE K. ZAGBFEIRHIZTAES AN, MIERFE KR App Mesh HIR.

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \
--name my-service-a \
--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \
--approve

MREEEZRFEH Amazon Web Services Management Console S 8|2 RS K Amazon
CLI , 2% A mazon EKS AFER TN EHNRS K, 412 IAM AEFKE, MREFEH
Amazon Web Services Management Console 5 Amazon CLI R&|ZKF , NEEERNZA
ST E] Kubernetes FRS k5. BXEZER , H2H (Amazon EKS AAFERE) RS
BELHNERSK/EE IAM A6,
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2. (W) MRENEHBEIEE Fargate BEF4A (pod) , MEEBIE Fargate BLEX . MR XRE
% eksctl , M AT LAIRER <<Amazon EKS APERE) PRESHAR eksctl EMHBRETS, W
RSB ERRFA0EREXH , 525 (Amazon EKS AF#ERE) B2 Fargate Bl E X
#.

eksctl create fargateprofile --cluster my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. B%# Kubernetes RS FEBE, MREEEM App Mesh BLSERNIIELE , WEEHBBE—NE
BLF =, FBRRTE the section called “F 3§ 2 : 82 App Mesh ﬁﬁ” NFLTR 3 PO, &
MENEE K BREGSSLEEDT R LIRENHFEMETE |, X# sidecar BEFF 2 B3R IMNE
AEB4A (pod) H , HEFHHBAESEH (pod).

a. FUTHEREEITEN LEEZR example-service.yaml XX HF, MREEXRHEZEE
B HER Fargate 234 (pod) , BHR® B Z R B HRSBIE Fargate BLEXHFEX BT
Bz E BRI,

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
apiVersion: apps/vl
kind: Deployment
metadata:

name: my-service-a
namespace: my-apps
labels:
app: my-app-1
spec:
replicas: 3
selector:
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matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:

serviceAccountName: my-service-a
containers:
- name: nginx

image: nginx:1.19.0

ports:

- containerPort: 80

/A Important

HIBAH app matchLabels selector FHENTEETE the section called “F
2 : % App Mesh &R WFLH, 3 FeIBELT SRS ENEHTE &
N sidecar BEFRTFREAFIBEA (pod)F, EFHHREIF , FRZHWERN my-
app-1l. MREHBEWERELIN M ARELT R , N Deployment jF# MY
‘D& Envoy Bg8. BXEFANGEBNESEE , B30 Envoy, NMFEEFHER
manfest , IHZFH TP EE =B, GitHub

b. #BERS.

kubectl apply -f example-service.yaml

c. BEFERSFSNIHE

kubectl -n my-apps get pods

i
NAME READY STATUS RESTARTS AGE
my-service-a-54776556f6-2cxd9  2/2 Running @ 10s
my-service-a-54776556f6-w26kf  2/2 Running © 18s
my-service-a-54776556f6-zw5kt 2/2 Running 0 26s

d. ZECIHBHARA (pod) 2—WIEFAEFEE,
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kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9

48 R B a0
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx

pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged

Status: Running
IP: 192.168.57.134
IPs:

IP: 192.168.57.134

Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:
proxyinit:
Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508T029094d0e@1c9411c6cf2a32d77a59

Image: 111345817488 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
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APPMESH_APP_PORTS: 80

APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22

AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container 1ID: docker://
be6359dcbecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: 0/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: @
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container 1ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.12.4.0-prod
Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy
Port: 9901/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:36 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m

memory: 32Mi
Environment:
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APPMESH_RESOURCE_ARN:
virtualNode/my-service-a_my-apps

arn:aws:iam::111122223333:mesh/my-mesh/

APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2

AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-
mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message

Normal Pulling 30s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Pulled 23s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Created 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container proxyinit

Normal Started 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container proxyinit

Normal Pulling 20s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "nginx:1.19.0"

Normal Pulled 16s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "nginx:1.19.0"

Normal Created 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container nginx

Normal Started 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container nginx

Normal Pulling 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1l.12.4.0-prod"

Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-

west-2.compute.internal
Normal Started 7s
west-2.compute.internal

Created container envoy

kubelet, ip-192-168-44-157.us-

Started container envoy
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ERENEESD | SO EDEEEEN proxyinit M envoy BEEFMEIBREZA (pod).
R IEG R BRSS EBB ZE] Fargate , MR HIZE AT envoy BEFARMEIBESH (pod) A , B
proxyinit A=,
4, (Wi ) REEM , B30 Prometheus, Grafana, Jaeger #l Datadogo Amazon X-RayEXE %
85 , B2 App Mesh 4 GitHub 1 (App Mesh AAF1EF) B “AI UM T2

(® Note
B App Mesh WE Z REIFEL , ES R App Mesh REITF 6 E,

FSWR 4B

B BRAHE R QI FTE ROIRIR. #HI25E2BERTE my-mesh App Mesh ARSS M #& F A /Y 5 TR
kubectl delete namespace my-apps

MRENRHIRSBIRE T Fargate BLEX A , B EMIBR,

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

1 BRI 4%
kubectl delete mesh my-mesh
( FTi% ) AT SAMIBR Kubernetes SERRA H#
helm delete appmesh-controller -n appmesh-system
( /& ) R ENF Kubernetes AU EFE S Fargate , EMIER Fargate Bt &34

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code
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Amazon App Mesh H Amazon A|7] EC2

/A Important

KIEZEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &
9 A 30 B2/E , BT EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh B, BX
EZER | BRI IEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect,

AREBAHBIE Amazon App Mesh T Amazon LiZ{THIERRERS EC2, REBENEB T 2% App
Mesh B RER P ERINEE,

=
7 T HAMARAER App Mesh , BESE—MNEEUTHENS AR -

- AN serviceA M serviceB WFAIARSHRK .

s XHUARSEMEIE N apps.local WanE ZEE,

« ServiceA @ HTTP/2 Mix M 80 &5 serviceB &S,

- BMEEE serviceB WA 2 , XA BH serviceBv2 7£ apps.local A ZE A FEM 7 ZR

%o

BHESRWMT -

o BRE 75% WREMEEserviceAE|serviceB H 25% iR B k% E|lserviceBv2E—1, B
BB EIE25% W FiEserviceBv2 , BRAIUEL ﬂEQE’J1OO%E’JJﬁ§ZHUBA1Eb%E/§2ﬁ

=serviceA,

- BWELERBEWIEARFTENE , IME—BIULA serviceBv2 AISEE AR 100% HARE XX TZR
%, BAEREBARZEES serviceBv2 7, BHEHHA serviceB,

o BRI TR 2 BV E R T E R SRER AR S5 VAR EL A B A AR RS S AR S5 R DU AR

RNTHBRENER , BFRECEITEELERS. BT R, ELEHEMNEBL App Mesh RGN
o EEEBHMERE , EFFER Envoy REWERS. BEFE , BHRSEES Envoy REHEEBEE ,
M —REZMEREEE.
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FRF M

App Mesh X3F1E DNS H5EMEY Linux AR%S Amazon Cloud Map , EFRERMAEZ. EFEHILA
Bl , BNBWERH=DEFME DNS WIABERSF. BMERSAEFE , BHTUARERERSMERE
BIR, BENEXRERSZE , BLREEAME,

MBHEEKIZITIRS , WATLAE3) Amazon EC2 St A ERBNARERF.,. BXEZER , 5
F 5% EC2 AFIERHRMHIZE | Amazon EC2 Linux SEBIA [ T. FIRSBRBESLFRBESHAERN

serviceA, serviceB # serviceBv2 , H BT LAEE A apps.local Ban A Z=E P &K IMFTE IR

%o

HBR A SIEMARE D BRSS

BEMER—MHATEZEEANRS 2BNNERENZELR, ARESER , BEZH RS H
o EBIVRSREGRBSHHR. BREZEE , B5H EURS.

BIEUT &R :

« BN apps WM& , RALZSEHHFIERSEME apps.local & ZEME,

« BH serviceb.apps.local WEIIERS , ENELRSRRAAEAZEMRAIANES , FEE
FHEFRREUSI AEMER. BMENTRPEARMAN servicea.apps.local BWELIRS.

IEAILAE AL 1.18.116 Amazon Web Services Management Console ¥ & Amazon CLI MRS E
2038 RESHRARTERATSE, MEAFEH Amazon CLI , iHFEHaws --versionm SREEDLE
B9 Amazon CLI fRAS, MRERELERA 1.18.116 RE SIRASHERELERZE 2.0.38 RES IR
A, M ARZZEHFEFH Amazon CLI, SRR EME AN T EMX MAET .

Amazon Web Services Management Console

1. TEFFARIFTFF App Mesh &l & B & X1z 17 [ S https://console.aws.amazon.com/appmesh/,
2. XWFMEEF , WA apps.

3. WFEHUBRSFZAEF , WA sexrviceb.apps.local,

4, EBRE | FHiEF Nexto

Amazon CLI

1. f£H create-mesh S AIEMNK,
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aws appmesh create-mesh --mesh-name apps

2. f#H create-virtual-service S IEERLIRSE

aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

|2 HBREATR
BT AR LRGRSHBHEIEH . AXESEL , WSH BT A

BIEEN serviceBMNELT R , EANENERUTRERTREN serviceB WEFRRS . AIEAEN
% serviceb.apps.local , El_ DNS AIMEL T RATR RV ERRIRS . BE &TLXEFH Amazon
Cloud Map X I KFRrARSS . BT K7 im0 80 LEA HTTP/2 Tjﬁ)‘("/_"ﬁumio LA | EFHE AL
MEzETRRRE, fﬁH’ﬁ:J‘EE’J*ﬁB’“qﬂﬁ serviceA Hl serviceBv2 gIZE#T =,

Amazon Web Services Management Console

1. NFEBTREZH , WA serviceB,
2. NTFRFEMAE , % DNS , HHIDNS =W E % A serviceb.apps.local,
3. EMWHREET , AHPVGER http2 , HEROS , WA 80,
4. BHRE  FHIEFE Nexto
Amazon CLI

1. FEAUTARBRBIEENRN create-virtual-node-serviceb. json BIX# :

{
"meshName": "apps",
nspecn: {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

1,
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"serviceDiscovery": {

"dns": {
"hostname": "serviceB.apps.local"
}
}
.
"virtualNodeName": "serviceB"

}

2. fEA JSON X447 % A fE Acreate-virtual-nodefn S BI 2 E LT =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

PR 3 ;02 RE AR B 25 M B

ELGRAZRBEMEP - I HSIEURSHRE. BXEZER , FSAENRHFMEL.

BIEUT HIR :

« Z&H serviceB WELIEHEE , A serviceB.apps.local BENBREST LB SEMEMRS
WHILEE., FidE , B2 BN E RS 235FR serviceb.apps.local REWHR. ELAR
SR REXEATELKAEE, ELEEHERA HTTP/2 HiEiRDO 80 LM RE, i, EXIFH
I

- &H serviceB WEH. ©FF 100% B RERHEEserviceBEM T R W serviceBv2 BT
R, ERENSRPENNE, EAREBPRENSE , BETUREHRMIAANTELESYE , H
AINEREE , N Envoy REEBEBEFHENSZRZREREBRATELT Ko

Amazon Web Services Management Console

1. WTFELKBIEN , WA serviceB,

FEMWEREET , A SUER http2 , HRiIKOIEE 80.

NFEEBEMN , MA serviceB,

FREBAER | %EF http2,

EEMBRETHELTRBMF , %R serviceB , A RNERA 100,
ELRRET , &R -5 %,

EHE | FiEFE Nexto

N o o &~ w0 Db
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Amazon CLI
1. BIEELEHEE.
a. FAUTABBERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. /A JSON X #4EJ i AE Acreate-virtual-routeris S 8l 2 E IR S8,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIERKA.
a. FAUTABRBIEERN create-route.json BIXH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. XM JSON X#HER A , fEH create-route p R BIZEKH,

aws appmesh create-route --cli-input-json file://create-route.json

HIR 4 TR CIE

BIEZ AR BA B RZIRE

Amazon Web Services Management Console
MRFENEMWoHTEMER , FEBERE, EENRERIAEE | ERCIENE,
RERBRETRECUNENFTEMNBRIR, BANBTEREEMRRKEEHSPEF VRN EIR.

Amazon CLI

5 describe-mesh T S EEFTEIEMIENIRE,

aws appmesh describe-mesh --mesh-name apps

& & R {F M describe-virtual-servicefin S0 EWE R RS HIZE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

B E & F Hdescribe-virtual-nodefr S Bl 2N ELI T SHigE.

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

B E & Bdescribe-virtual-routerfn S I Z M E LB HEEMIRE .

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB
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£ describe-route R T EFFIANERKHNRE

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5 IREMAR
ERRUGE  AEERTATRE

« BIEBAN serviceBv2 PWEHKIT R , ARB N serviceA WELT Ko XFNEHL
TREES HTTP/2 Mk A 80 MITER. X F serviceA BRIT R , HEIREERN
serviceb.apps.local, R H serviceA BB S E B RESFLZEEEZ R

serviceb.apps.local BWERIERS. i%ﬂﬂ'ﬁﬁqﬂﬂiﬂfﬁén , BRI UNER T RIEEATE

AT5 IR B &Ry AR AR

c BABE—NEBANWELRS servicea.apps.local , ZRENMEREERE XX
FlserviceAERIT &,

s ETEL—SFSHBIER serviceB A , LAF 75% WREXRIZS] serviceB BT R , I 25% Y

REEXZEE serviceBv2 EBHRITT R, MEENBNHE  BAHRESHINE , EF serviceBv2
IR 100% IR E. HAAEREARES serviceBv2 [§ , B AxAHFEH serviceB ERIT &

FEBRERSS . EEXINER , FEENRBH#ITEMEHR , A serviceb.apps.local EERS
BHMEFRRES BRI ERE., B8 —T | serviceb.apps.local EINRS FRELIE T E LA

Hes , ZEHERNRERHIELT Lo BT RBIRS R & 75 AR B,

Amazon Web Services Management Console

HEEMSMERS , EEME,

ERHE L — SRR/ apps M.

EEMSMERS , BREUT R

IR E LT Ko

NEBTT RBMBA serviceBv2 , NIRFKIL T XL DNS , 7#79 DNS EHBHA

sexrvicebv2.apps.local,
NFMUTEREE , FIPBGER http2 , HEWOH |, WA 80,
7. ERVBRENT R,

8. HRERVEELTR, NTELTREMN , WA serviceA, N TRFKMAZE |, &EF
DNS , 9 DNS #l& %A servicea.apps.local,

o b w0 bnhp =

o
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67


https://docs.amazonaws.cn/cli/latest/reference/appmesh/describe-route.html

Amazon App Mesh AP s
9. EHMEBWHTHMAELRSZEMT , WA serviceb.apps.local,
10. EMWTEREET , AHUCER http2 , HEROFHA 80 , AFEFRVIBELT R,
1. EEMSMERS , ERELIRBAR , AEMIIRFDIERF serviceB ERERHEER,
12. ERET , ERFEL—SPORMNEN ServiceB WM , ATEREE.
13. ZB#. EUTREMRT ,  serviceB WINEEELA 75,
14, ERBRMEIR , NTHRFIRFIER serviceBv2 , REFNEFEIRERN 25,
15. BEERF,
16. EEMEMBERT  EREMRS , RARERVEELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEFXREFEELAT R , NELT [IEE
serviceA , AFEFEVNEE RS,

Amazon CLI
1. BlZ serviceBv2 E#lT =,

a. FAUTABBIEENRN create-virtual-node-servicebv2.json FIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"
}

b. GIRELT R,
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexvicebv2. json

2. Pl serviceA ERIT R

a. FAUTABEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEL—SFFEIEMN serviceb.apps.local BIMRS , UFHEREXRIET serviceB &
PR, RYLRERRSH , efanEAuE R ERE , AN RAKLE serviceB E#l
SR,
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a. HAUTARARBIESZN update-virtual-service. json B934 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. fEMupdate-virtual-service®s 5 B HE AR S -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., FEHHHEL—FPEIEHN serviceB EEo

a. FRAUTHARERN update-route. json KIS :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

"match" : {
Ilprefixll : II/II
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}
I
"virtualRouterName" : "serviceB"

}
b. £/ update-route Ta R EHE A,

aws appmesh update-route --cli-input-json file://update-route.json
5. BI# serviceA EBHRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local"
}

b. BIEELRS

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

RIERHE

HERERRSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEFRARS . BREFRBRFZ 2, IELEEF —MREME , HHETEA
DRREFRIRFSHA T RIR

s INERRS. AEEIELANMBEREM servicea.apps.local EBRIRS K£EEF
serviceb.apps.local E#\RS

« =LA serviceA, serviceB fl serviceBv2 WEMT K, Envoy REFERARNELT SBEEHN
RS A IEBREREFRIRSH IP tbik,
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« —MNERIEHEE , HERAEET Envoy RIEF 75% W AMRERMBE serviceB BRIT R |, 25%
NHRERBAZE serviceBv2 E#RIT =,

TR 6 FFHERS
BIENERE , BEETHRUTES

- RYESWMARSHEN Envoy REBEER— MRS MNERT REBENNR, BXNAERERINNE
%S5 , 35 Envoy Proxy &%,

- EFHUARS , BEBEUA TSR,

¥ Amazon EC2 EHIEENERTT SRR
1. SIE—NIAM B,

a. FRUTHBRERZRN ec2-trust-relationship.json B34,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

]
}

b. FRUTHSEE IAM A&,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. ™ IAM REHINBZAE , XFAFERM Amazon ECR FIEEUEE App Mesh BE LT LAY EL
o

a. FRAUTHARESZRN virtual-node-policy.json KIX#, apps RIETE the section
called “ZH 1 . BIEMNZHEIRS" PRIZNMEH B , serviceB BT the section
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called “FH 2 : SIEELT 2 PRBRNELT SNEM. 1111222233335 NIREKF
ID us-west-2 FRIEE A 612 MK X,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"
]
}

}
b. EANTHTEIRKE,

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. FHREL—TPUBNRRHMEAE , UEAENM App Mesh HiEE serviceBEHIT
RNEE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-sexrvice-b

d. ¥ AmazonEC2ContainerRegistryReadOnly EEXHM MBI AR , LLECTLUM
Amazon ECR H12El Envoy & 2R %,

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainerRegistxryReadOnly --role-name mesh-virtual-node-service-b

ERAZEN IAM AE&E3—1 Amazon EC2 3L,
B SSH EERISRHI,
BRIFEEWIRERSZEH , Amazon CLI EEHIEH] £ &% Docker #,
X8 FE Docker B P mM PR EVRGH XIFHH Envoy F#EBFEH1TH ORIE :

2

« Bk me-south-1, ap-east-1. ap-southeast-3. eu-south-1, il-central-1 H
af-south-1 UAMFIE X, B us-west-28# N Tme-south-1, . | ap-
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east-lap-southeast-3eu-south-1il-central-1, MZAMEMZZIFXigaf-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkr.ecr.us-west-2.amazonaws.com

« me-south-1 Xig

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkr.ecr.me-south-1.amazonaws.com

+ ap-east-1 X1

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkr.ecx.ap-east-1.amazonaws.com

7. BAOTH®SZ— , BEHEH LBz Envoy e85 , EAERTFENFHEBREGEH X
#H, appsMserviceBEREHEPEXHWMIEREL T REH. HEESFHNRIEEM App Mesh
FIERNENTREE. EXRZFR , BEFENEEHserviceBv2flservice AR T K5k
THARSEH Amazon EC2 SRIERX LSRR, W FELECHNARR , BRXLEEBRNERS
W&,

« BR me-south-1, ap-east-1, ap-southeast-3., eu-south-1, il-central-1 H
af-south-1 BAWAIERXE, B LRegion-codeBR AR Tme-south-1, | . ap-
east-lap-southeast-3eu-south-1il-central-1, Mz HNEMTZ ZiFaf-
south-1XiE, EAILURF 1337 BRANT 0 M 2147483647 ZRIWAEMIE.,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.29.12.1-prod
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8.

« me-south-1 X, EBALUR 1337 BRANT 0 F 2147483647 2 BB EMI{E,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod

« ap-east-1 Xif, BAILAN 1337 HRANT 0 M 2147483647 ZBIKEIE,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod

(® Note

% APPMESH_RESOURCE_ARN B ZEERA 1.15.0 HE SRAH Envoy B, BXE

%5 , 2 H Envoy.

/A Important
N ZFF AR v1.9.0.0-prod HE SRAS App Mesh —#2fF .

£ T E%ER Show more, AU THERESESI LBIEE RN envoy-networking. sh XX
%, 800oBRNNARFRBATEARENKO, BT LLEHR APPMESH_IGNORE_UID
WE , BXEXAEEE L—SHIEEWEMER ; fln 1337, MEXE , EFLE
APPMESH_EGRESS_IGNORED_IP #inHE fihithst, EF EEIEMEMIT,

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"
APPMESH_IGNORE_UID="1337"
APPMESH_APP_PORTS="8000"

HPR 6 : EMRS

75



Amazon App Mesh AriEE

APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPv6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" ]; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
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#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" ]; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");

do
iptables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

# Stuff to ignore ipvé6

[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN
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[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");

do
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables”.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* 1]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tcp \
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-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tep \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tep \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipv6
ip6tables -t nat -A PREROUTING \
-p tcp \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi
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function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" ]; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi
}
function dump_status() {
echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
echo "=== ip6tables NAT table ==="
ip6tables -t nat -L -v -n

fi

function clean_up() {
disable_routing

ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d " " -f 1)
iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut

_d n n _-F 1)
iptables -t nat -D OUTPUT $ruleNum
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iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables -t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |
cut -d " " -f 1)
ip6tables -t nat -D OUTPUT $ruleNum

ip6tables -t nat -X APPMESH_INGRESS
ip6tables -t nat -X APPMESH_EGRESS
fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> ' cmd; do
case "$cmd" in
"quit")
clean_up
break
"status")
dump_status
"enable")
enable_routing
"disable")
disable_routing

a4

*)
echo "Available commands: quit, status, enable, disable"
esac

done
}
function print_config() {

echo "=== Input configuration ==="

env | grep APPMESH_ || true
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3

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. ERE iptables MULRNARFRERME Envoy RE , FETEEL-THEIBIVHEZE,

sudo ./envoy-networking.sh

10. BEMTRMEARFRE,

(@ Note
B X App Mesh MEZ REIFES , 15251 App Mesh REITFEE

App Mesh R4l

/A Important
KIEXFEF@EA - 2026 £9 A 30 H , Amazon fFEIEX I ¥EF. Amazon App Mesh 2026 &F
9 A 30 BzfE , &8 FKEB1HE Amazon App Mesh 12 #1& 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

IET] LA LA 12468 B 3 B3R E Amazon App Mesh & RHY end-to-end’EZ F 5 & Amazon RS
ERHRBRA

App Mesh =4l

App Mesh R4l
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App Mesh =

/A Important
KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X F. Amazon App Mesh 2026 &

9 B30 BzfE , B8 FEB1HE Amazon App Mesh #24|& 5 Amazon App Mesh ®iR. B>x
EZER | BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

App Mesh A T #E24H F o
AR S5 P4

- ERBRS

- RERIMK

- BT R

- PR EHIR

AR SS P15

/A Important
KIEIEEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEX X, Amazon App Mesh 2026 £

9 B30 BzfE , B9 FEB i\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI iEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

BEMER—MATEZEEANRS <HHMNERENZELR, EEIERSMEE , SR GIEE
MRS, EAT R, EOSRHBEURATERNKRPNNRAEF ZADERENEH.

BIE AR S5 W15

(® Note

BIEMEE , XTURME A ZEIERER, MRBEZAERFEFINTE , We2EEMEREE
B, ZERFGEZERE , BEEAFLER App Mesh ﬁﬁ'%ﬁ']@ﬂ’]ﬂ’l‘%*ﬁ?éﬂ*o
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Amazon Web Services Management Console
E A 622 RS M#E Amazon Web Services Management Console

1. $TFF App Mesh #£&l& , Mk A https://console.aws.amazon.com/appmesh/,
2. EFRLEME,

3. XNTFMEEMN , NIENRSZSMEREE —NE R

4

(AT ) EEARFNABRE. RIABRT , IBRPHREBENEREZBAEERE. RESR
WARRE , INEFHNRELEST TCP REEEZERAERFEAMBRELNRKEIEZH R

%o

® Note

NREEMER ALLOW_ALL REELT R EIEE TEMAGR , MATCRIZE LT SFT
EHOEERNERK. BN , ALLOW ALL HABEATZELT =,

5. IP RAEIEI

S BERRIA IP ARAITH , 2BHIMNE R TRER ER BN IP R4, BRIABERT , App
Mesh FERAEM IP RA,

® Note

A& IP BRI A TR FRAEENT SFMELRNX, BYEERRET ST
RiE IP BRI, I EENERT R EBEZITH. TEEELUMXLEEE IP H§iE

I, BAFTEMNE LEEWMANELEDT , AFEMNETRENELRX IPv4 F IPv6

RENEEERZMEEH,

- EIA
« Envoy #J DNS f##res{L £ IPve HENLEREIRE| IPv4,

« RM&t%EH Amazon Cloud Map JREIRY IPv4 itk ( 1RE ) , HEMSERNEIREIFE
A IPv6 bk,

« AAMNFARFCIENESER IPvs hit,
« Envoy 2348 ERIFFE IPv4 ik,
. |IPv6 Hik
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 Envoy KY DNS f##4r8s{L e A IPve H ELEREIRE] IPv4,

« Amazon Cloud Map iR[EIf) IPv6 t#bht N RATA |, NEA Ztat , HFELER EREIFEH
IPv4 Hdtb

- AAHRARFOUIENRSER IPV6 Hillt,
* Envoy {IWTER48E EIFFE IPv4 F IPv6 thiik,
. IPv4 Bik
 Envoy K9 DNS ##Ar8s{L e A IPvs HEXLEREIRE] IPV6,

o B4R %MEH Amazon Cloud Map IREIHY IPv4 bt ( IRE ) , HESEREIREIFE
A IPv6 bk,

- AAMRNARFOUIENESER IPVA i,

* Envoy T ER48E EIFFE IPv4 1 IPv6 thiik,
« IPv6 R

* Envoy #J DNS M 288{NEMA IPv6,

« {X{EH Amazon Cloud Map iRE#) IPv6 #bit, #15R Amazon Cloud Map IREIIPv4i:
e, MARER IP b |, HRFZELERIRELS Envoy,

o NAHNARFAENRSER IPV6 i,

* Envoy MIWT3R48ERIFFE IPv4 F IPv6 Hidlt,
- IPv4 RB

« Envoy B9 DNS f#4#785{XfE A IPv4,

« {X{EH Amazon Cloud Map iRE# IPv4 #bit, #15R Amazon Cloud Map IREIIPv6it:
i, MAER IP it |, HFZEERIREL Envoy.

- AAMRAREFNENKSER IPvS Hitt,
* Envoy WSR3 EEIFFE IPv4 F IPv6 thiik,
6. EFBMEUATR,

7. (Wik) SEAKSHEME, REREREREKS QR F R R — R R EEE,
AXESEL , WEH EARTNG. .

Amazon CLI

£/ Amazon CLISIZE M,
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aws appmesh create-mesh --mesh-name meshName

2. HHETRA
{
"mesh": {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

3,

"spec":{},

"status":{

"status":"ACTIVE"

}

}
}

BXR{EA for App Mesh BIEZMENEZSER , FEHSERBPHNLIEMEHT. Amazon CLI

Amazon CLI

) B P 4%

Amazon Web Services Management Console
EffBRERLMK |, EEA Amazon Web Services Management Console

1. 3TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o
2. EREBBROMNE. JETERENMERKEUREESELZNFEME,
3. HEWIAES , BA delete , REETMIBR,
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Amazon CLI
EMIRRM & , EERH Amazon CLI

1. EANATHSHIBRME (B red BEERME) -

aws appmesh delete-mesh \
--mesh-name meshName

2. HETA
{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

BXRBEH for App Mesh BIBRMIENEZEERE , TSRS ER BT HMBEBRME®HS. Amazon CLI
Amazon CLI
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RE LRSS

/A Important

KIEXIFEA - 2026 F£9 A 30 B , Amazon fFEILEXNEIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B8 BihE Amazon App Mesh #2445 Amazon App Mesh &R, BX
BEZER , BHREFEXEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

EERS 2 —fROERRRS , HENMT REZREIBELELEEESN AN BEREM, MxRSE
T H virtualServiceName HAGZHNELIRS , ARXEERGEHERENELRSHEHEEN
EET S ELE B,

22 E AR SS
Amazon Web Services Management Console
EEABIZEE LIRS Amazon Web Services Management Console

1. ¥T7F App Mesh &5 , M4k https://console.aws.amazon.com/appmesh/,

2. EREGHPREREURSHME. 5IHTERENMEMEUREELLAZNMEMNIE,

3. EEMSMP , EEERS.

4. EFRVNEELRS

5. NTERRFZEN , NENEURSERE—INEH. SANLEREAEN  BEEWERESERE
MHWEXRISHWRSAIEN , W my-service.default.svc.cluster.local , X#H
DERZRUMRENEIRSEEXRSKBKER, BEXMAR , EEEEXRBUSIAER
B AEMRTRENER. BIEENBMAIMBTNIERE IP it , RAEFERKIEE
Envoy REZ 8] , NARFA LIS R BT ZE N B AERTA3ERE IP thit
HANNAREFIRERFHTIEL IP #utBE, KEBEIEE App Mesh P A HELEN B
MEEMELRSHTEE K MARBIEHENIN IP it #HTES.

6. XNTFRME A6 EFRENELRSHWRERERER .

- MREFLEELVRFSESIEUT R OB RE , WEREMRHER , ABNTAUREREE
EFEANEMRRARS.
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® Note
App Mesh TTRES BB ABTE 2020 £ 7 A 29 HE R 2B EXNENEUT IR
HEREERIA Envoy BEAEIRKE , BIFEETEET App Mesh API E SUXEEHI R
B, BXEZER , B5R RIARBEIHRE,

« MEZURFHFLELRSEHRRE (fl, MEEZHELT ISELEAFIAEE) , U
RFRTC, BT LARE S AT UL RE S AR S5 RV R R

7. EFRBIEELARS AR

Amazon CLI
£/ Amazon CLISIZEERIRS

ERAUTHESHMA JSON X4 ( AEBECHredEEiR ) FRAENT RIREEEZELRS

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. =¥l create-virtual-service-virtual-node.json BIAZA :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": '"nodeName"
}
}
},
"virtualServiceName": "serviceA.svc.cluster.local"
}

3. HETRH

"virtualService": {
"meshName": "meshName",
"metadata": {
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arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualServiceName": "serviceA.svc.cluster.local"

BxEH for App Mesh BIZEINRZMWEZE L , S0 Amazon CLI & Ficreate-virtual-

service@i . Amazon CLI

) B R #0 AR 55

(@ Note
BT EM BRI R 5| AN E MRS . EFEZESTMBERMXEEE,

Amazon Web Services Management Console
EMIBREIUIRS , B A Amazon Web Services Management Console

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o

2. ERENFBRELRSHIME. 5IH T ERENFMEMNKUR ESELZFRERME,
3. HEEMSMHF , EEELRS
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4. EEREMBRNEMRS  REEEE LANMBR. SR EEM EREN K, W N GRS & E
UMK o

5. EWINMET , B A delete , RFHE MR,

Amazon CLI
EMIBRELARS , B A Amazon CLI
1. FRATHSHERENELRS (ALE N redBEBHRIXLE)

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. RHRA
{
"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "DELETED"
},
"virtualServiceName": "serviceA.svc.cluster.local"

T BR B 10l AR 55 91



Amazon App Mesh AriEE

}

BxMEH for App Mesh BIBREINRZMEZE L |, 1519 Amazon CLI ZE i fidelete-virtual-
service@i®™o. Amazon CLI

RE 8L P <

/A Important
KIEX @A 0 2026 £9 A 30 H , Amazon fFEIEX I, Amazon App Mesh 2026 &
9 A 30 B2/E , BT EBIHE Amazon App Mesh # &) A 5 Amazon App Mesh &R, BX
EZER , BHREENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

EEMX ATFMEZANRREMERNDBHRRIFTER. ELMXRRE Amazon ECS AR
% . Kubernetes fRS I S # 3= 45 Li=1THY Envoy R, EC2 ERFJIZITRAREFH Envoy BYEE I
TRTE , EEMx KBS EFEN Envoy,

SAER A IR AL IUBERS R DNS B ¥ AT 7 2 BL 457297 Envoy BYBRSTESEHIRY IP sk, SRS , Envoy ATML
R MERERIREFTE App Mesh BLiE . FERELIMRALEE ABERNEERERMXEAEEN,

/A Important
WA HTTP 2 HTTP2 IR E B M XFE A B RN EN B EE N MK KB BIRE LIRS
B, RABAT/, RXBHPHERIZNEEN. i, MRESFHMREHITE &R
BLEN /chapter , MREABERRE /chapter/1 , MIBERFHREERN/1,. EREEE |, &
SRMXBHEPHEMN BRI
BIZEMXE , FRiBlEproxyConfiguration M user,
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® Note

BREMMKE , BIURNEEREN A ZRIERESR | SHRRRMXERS B0 2N ENN
RRBRA 85 R 22 E Bl R

Amazon Web Services Management Console

EFAGIEERLIMX Amazon Web Services Management Console

1. $TF App Mesh &l & , Mk Fhttps://console.aws.amazon.com/appmesh/o

2

0

o

RREEEHFURELMXAIME. 5T ERENAMENEUR EEELZNFRERME,
HEM S FERE UMK,

EFROZE UMK,

TR B , 158 ARE L RE B R

( Ak, BEWUER ) BEEEF inREEMIAE,

(k) MREFEMRNERERHERZRESED (TLS ) SELRSERE | HiEFREG
TLS,

(AL ) BRAF , BE—NHSNPESELRSHNIT TLS BENIKD.

NFRUESZE , ERTIRMZ—, BEENEIRXNELEEEREREER, BXE
ZEE , BSHA IEBER,

« Amazon Private Certificate Authority$3£ & - B — AP HZANIAEILEH,

- Envoy B4 X IBRS (SDS) & - i A Envoy A F4 XM RSIREH BB .

o i XHFEE - 187 Envoy EBB AT XM RS £ HYIE 88 TR R R

(k) MAEBERZAEN. ENMNEMAR SANs , HEFRM SAN, SANs Z41K H
FQDN = URI 1=,

(it ) EERHEFIRIEPMUATEDZ — , WEERSHFIERE A IRIEPNREIZIE
BHBERANE TLS HHRIE, BETHREXNE TLS WESEE , FSH App Mesh @
TLS S HRIUE X,

 Envoy AR IBRSS (SDS) H£E - A Envoy ERAZHRIMRS IR ZHE W

BIEREE L X
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o RHNHIEE - $EXE Envoy SPBMIEXH RS LMIEPEXHFFAANRR, BXEH
i SN RGN TR RSB MM T RIRS |, BSHAEA S REN TLS iEPBE
2 TLS GitHub, end-to-end
(k) EEREAFILE , PERFAFIER. MALHFE Envoy EFEAMN HTTP HRI AE
B, RIMEEFERZ/dev/stdout R , LUELR LM Docker HER B2 FIFER Envoy
HES HE)# 0 Amazon Lo CloudWatch gs 2 EH RS -

7.

(® Note
A5 A3 B 18 B AR R B R ER TR ROE E B4R B BER{RIE R Envoy

ERIEBEHNE,

8. BEMITER.

RPN HIEE Envoy MIITRER IR O, http {ITEF 01 E R Z] websockets, &7
DA BRI RR MBS MAITES. BRIZMFEBBRZMITES.

b. (FLE)FERAEEM

a.

BEESHRS T ELAM KX Envoy AI AR M AVEZEHE, © 5 ERYFEM Envoy Xf%
REETREN , AT ERENARFNERARRERT,

SR BAN AR X UT 2R B B B SR imiEEOIRE . App Mesh BRIN B P imiERSHIRE R
ZR , NmfEL T MEEE,

(® Note
connectionPool # connectionPool PortMapping MY 4 FARE, 0REH

{RATES MY N grpe 2 http2 , M{NIEE maxRequests, H0REHY{TITEF ML
N http , WA LARRTEE maxConnections # maxPendingRequests,

- WFJRAEER , BEERAHLEER.

s WFJFARBERE , BETEERMK Envoy B I W HE A HTIERE.
(k) ERAGUEEREP , BEEXIFREEKRZE , Envoy BAFI R HEHIH
HiERE, BRIAERN 2147483647,

(g ) MREHMFBEBZTRIRE , BFEEBEASTRIRE,

C.
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BITRARERKERITIERN , ERNRENSTRARBIEEEME , WLANEER
H, STRIREER. STRIREDN., BEENBNETRIT EREREEE.

=
« WTF BTRARED , FEE— ML MRER grpe , BHYRS BARFE GRPC
TR B,
s WFETRARERA , BEENNESTRAREN KD,
- WTEFRE , EEEFRMAHRSTRLREFZH , SHHANESKINEITIRR
KRERH,
« WFETRARERR , EERTEBRSTRARERRHNSE (ZEY ).
- WTFBEE  BEESTRAREE RN BRER. XNIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.
- WTFENEAS , EEEERAETRIRENENNESFHNE (20 ).
s WTFAERERE , EEEFRAMRTRESTRIFPEEZA , BAHIBERKKAZIT
RRREIRE
d. (") MREEEEFHRESHER TLS SHEMMXBERE , BEERA TLS 41k,

« WTER  BREEMITER LERE TLS AR,

« XtF Certificate method , UIT T Hig{Ez— : IEPSITHEEEMARER, BEXEZELR
BSE EPER,

« Amazon Certificate Manager ¥ &-EFMNEIE P,
« Envoy 4 X I ARS (SDS) & - i A Envoy A RA LI RSIKEN RS o
o R NHEE - $EE Envoy SPBFIEXH RS LWVIEPBEEMAR XHI R,

o (WE) MREFFIFEMED , FEBREEFFHIEPFATED 2 — , S AXE
TLS S RiE. ETHEXNE TLSWEZEE , S App Mesh X[ TLS 47K
UESC Y,

« Envoy A X I ARS (SDS) £ E - i A Envoy A RA LI RSIKEN RSB o
o Kb XHIEE - 5 Envoy TPEBAAENMHRE LVIEREXHHER,

« (AR ) MAZTEZAEN. BERMEAMARNSE SANs | FiEFERM SAN, SANs SR
Al FQDN & URI &=,

9. EFRBIEELFR TR .
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Amazon CLI
£/ Amazon CLISIZERIMK,

FERAUTHRRRELMXIFHMA JSON ( AEEENredBEEHRE )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. create-virtual-gateway.json RO R :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}

3. R

{

"virtualGateway": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
iy

"status": {
"status": "ACTIVE"

}I

"virtualGatewayName": "virtualGatewayName"

BxfEH for App Mesh BIZE XMW EZEE |, 55 ¥ Amazon CLI ZZ Fficreate-virtual-
gateway@if. Amazon CLI

BPE RE 5L M <

HBIX'TE Envoy REMIL S ECS B Kubernetes fRSs. &t AI LAE T B #h EC235 4] £ 55

£ Envoy B85, BXELZEE | 121 App Mesh ML A 7] EC2, BXHM{AFE Amazon

ECS LEBIWEZEER , 1551 (App Mesh #l Amazon ECSA[]) 5 (ZEZF| Kubernetes HJ
Amazon App Mesh #1 Kubernetes Al]) o &FEER APPMESH_RESOURCE_ARN SMEZEIRE N
mesh/mesh-name/virtualGateway/virtual-gateway-name , H AR BIEEREERE , X
HERENRERTSHEERZBS., BRIAMERT , H Envoy EERMRERFSIAB S , App
Mesh {£ F &7 APPMESH_RESOURCE_ARN FIEEMN R RN EH, BUlEZIFEABCHEHRIRE
APPMESH_RESOURCE_CLUSTER HEZERBZLITH.

BIMNBWEHBRRINSNES , FREMNZARIIERI RN X LRGN REHTARIE. ARG
ENRSEINBMBEFLENIBIRS AKRIFRIMEHDEROEN , Bl8myapp.example. coms BX
BFZELRE , BEHUEMEREISEEE (Amazon ECS), BIEANIREITHEEE (Kubernetes) RHFE :
EENARFETDR EW A, EC2ME AT LAERAIIM App Mesh R4 #% 2 58 = 7RI FSE 4R

7 Envoy BRARERN. BXESZEE , H5H Envoy Proxy B
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-increase-availability.html
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il B RE oA P 5%

Amazon Web Services Management Console

EffBRERLMK |, EEA Amazon Web Services Management Console

1. $TF App Mesh #2#l1& |, Wit H https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRELFXHME, SIHTERENAMERNEURESZLZNME NI,
3. EEMSMAEFEEUMK,
4

EEREMERAVELAM K | REEFRER. MRELNKXBEARBREMKEEE |, W EREM
BRo M EMIBRFT A RERAIRI KRR, &R BeM BRAERIIK 7= 45 9 IR PR & RYEE A %

5. HEWIAESD , B A delete , REIEIFMIER,

Amazon CLI
EMIBRELAR R |, FEAH Amazon CLI
1. FRATHSHERENELNX (AZBCNredBEBRIXLEE)

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. HETRA

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b

"spec": {
"listeners": [
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RAriEmE

"portMapping": {
"port": 9080,
"protocol": "http"

]
.
"status": {

"status": "DELETED"
},

"virtualGatewayName": "virtualGatewayName"

BxfERA for App Mesh MIBREIAFKHEZEE |, S5 Amazon CLI $Z F i delete-virtual-

gateway@ . Amazon CLI

ZESE::

/A Important

LI @A - 2026 £9 A 30 H , Amazon fFEIEX I ¥EF. Amazon App Mesh 2026 F
9 A 30 Bz/E , &8 EB 15\ Amazon App Mesh 12414 5 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

RISCER R MBI RE AR |, R ER MBI MAEURS . WRBHSEREE , ©RUFR
B FREE AR SS ZIKEEE_I%E‘EU,@LIEHE“W%qJE’JW?&%HHO

BIEM <R
Amazon Web Services Management Console
EfEAIEMREE B Amazon Web Services Management Console

1. FTFF App Mesh ##l& , Bt 7 https://console.aws.amazon.com/appmesh/,

B

vl E

2. EREEHPOUBEMXERANME. 5HTERENMENKUR ESELZFRERME,

3. EEMSMARFELMK,

BESEE]

99


https://docs.amazonaws.cn/cli/latest/reference/appmesh/delete-virtual-gateway.html
https://docs.amazonaws.cn/cli/latest/reference/appmesh/delete-virtual-gateway.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.amazonaws.cn/appmesh/

Amazon App Mesh AriEE

4. EERBEEFMABAXRKNELMR. MRRKBFEEAMX , MEZELLE —MELNK,
IERBERNERVIKF 50 BRI A BB E AR B M X B A

EMXEERP , ERQEMKXER,

NFMXEHER , EEEATEMKXBEHNE .

FMREEHEER | Fi%ER http, http2 =% grpc.

EFNENEURSEH. WRZEIHEFAEURS , WEELRVNE-MELRS IR,

NEMRSREREESR VEREERFEXNNNKA, SFMEENRSAREMRS (BRARIATR)
B MR, FECEAELNRSRERHEERO,

10. (A& ) LR , BEEMMXEHNL LR
1. ¥TEEEE , FiEE :

© © N o O

o WMRFTESREN hitp/http2 :
- ( Wik ) HE - BEEEAR AR hitp/http2 5 R4 ITHELHY 75 5EFR Ko
o (WL ) WWOCH - CEEAARENKD, MREEBNRES NS , WEESCHRE
Ho
« (FIE) BE/ERKENE - EEERHI BRELRSWEABR ENERHNENS.
« ( °i% ) Prefix/Exact/Regexig £2-ICE M it B AR 7 5%,
o BIREE - BIABRT , MXBHNERERNEEN BRELRSHEN , TR

BREEN /. RELCEEELRSNAER , EARSERAELNKARBREEENIR
PR SCRFR SRR A B R EI RV EE 0 H o

/A Important

o BABERNBIRICHISE /aws-appmesh* 5 /aws-app-mesh*, XLEFIZ
REB IR App Mesh REBEEFA

s MRENLTZEMKIEH , ISFEREHNBREWHEBMEEHE, Fl0,
REERZRMXEH , HP—KWEHN /chapter , —FWFIERR /, WiE
3K www.example.com/chapter/ ¥ /chapter BIZRAY M < BB 1T IT
[T
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® Note

MREEAETRE/MRKNTHE , App Mesh &5 AR RIREL

( normalize_path %1 merge_slashes ) , L& KRRE i@ HI K EBEFE
Y AT BEME

HZEBERNEFFEATRANBERTIENN , e HIBEEBRE,

« BT - exact SHBEARENT D EE , ARRIABFURESZH URL TETE
B, EXRIREEH,

« ENRFALE —A THAZMERXKERE URLs AT BURRI M ¥E EBY £ THE,
(k) ERSH - WFBRAWLBEREERNSH.

( A% ) 53K - $6XE http M http2 BIFRK. ENZEEANFERMEETE , S EE BIRE
WARSS o

o WMRIEFT grpc EKH .

« ENABEEREMN (AL ) BR/ERTE - EEERBE BIRELRSHEAER LT
B ENA,

« grpc RE B

grpc RS UM ARFE APl , EXH. ProtoBuf

/A Important

BRRENRSZ BIISE /aws . app-mesh* B aws . appmesh, XLERSEBZFHRE
3R App Mesh RIEBME o

( Ak ) TEIE - $6E grpc T HE. BN ZEEARNBERMEICE | SR H T B ARE SR

%o

12. (A& ) NTEERE :

- MRFTEEREN http/http2 :
- MR BIR REEHCHERR .
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
- BEABMNBEDEE - FBE , Prefix rewrite 25 EEE /I RH E.
- RFHEEBERIEENCHEER
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
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- BEEE - EEEERENE. ZERIARE.
« MRENFRAKKBERIEEH R
- BEXNENBHEE - RANBERT , THNEBEREEN BRELBRSHER.
- BEEE - EEEERENE. ZERIARE.
o WMRIEFT grpc EKH .
- BEXNENBHEE - RANBERT , THNEBEREEN BREBBRSHER.
13. &R 012 M<K H U T Ko

RAriEmE

Amazon CLI
£/ Amazon CLIBIZM X< H,
FERUTHSREMKER , AEHA JSON ( AZBCWredBEEGRE )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route. json

2. create-gateway-route.json RAIKAZA :

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
.
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}

3. TR
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{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

1,
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
1,
"status": {
"status": "ACTIVE"
.
"virtualGatewayName": '"gatewayName"

AHXMEM for App Mesh RIEZMXBHAMWEZEE , HS1 Amazon CLI E FHcreate-gateway-

routef$. Amazon CLI
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) B P o< % E

Amazon Web Services Management Console
EFAMBRMXEE B Amazon Web Services Management Console

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRMXEHOME, SIHTERENAMENEURESZLZNMEMNIE,
3. EEMSMAERELMRK,

4. EFEMNPBIBRM <R A E AR,
5

EMXEHART , EFERBROMKREEE , REEERER,. JBLENKSRIINEFRRE
Y, 8 B BRMIRER

6. HEWINMEF , A delete , RIFRIHMER.

Amazon CLI
(5 R BRI < B& BB Amazon CLI
1. FAUTHSHRENNXESR (LB N redBEHRXLE)

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. WHRHA

{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

" : "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

arn

5% B% B 104


https://console.amazonaws.cn/appmesh/

Amazon App Mesh AriEE

},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "DELETED"
.
"virtualGatewayName": "virtualGatewayName"

HXEM for App Mesh BB <BEANEZE S , H5 % Amazon CLI £ Ffidelete-gateway-

route® . Amazon CLI

EAT R

/A Important
LIEX @ - 2026 £9 A 30 H, Amazon fFEIEX I #E, Amazon App Mesh 2026 &

9 A 30 B2/E , BT EBIHE Amazon App Mesh # &) A 5 Amazon App Mesh &R, BX
EZER , BHREENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

ET SR Y EESAMNBEIES , 10 Amazon ECS RE = Kubernetes 328, M &R AIZELIT S
Bf, MR ESEBERS LIS ZE. BHEUT SRMITHEAAEREKIBERN TR, ELTa[
HEEEHIERENTAELRS EBHIEERN Bk,
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FTRE 0T B I B o R B 8 5% E LT RRBKEY Amazon BIRA R (ARN)., 1£ Amazon ECS £
SENHRAZRA (pod) HSEFFLEIRENESHMN Envoy RKERESA APPMESH_RESOURCE_ARN
IEFXE, Hli , ETAER arn:aws:appmesh:us-west-2:111122223333 :mesh/myMesh/
virtualNode/myVirtualNode., ERE/EFIBREE| node.id M node.cluster Envoy ¥, iR
BIZTEN , B4FEH 1.15.0 RESMRAH Envoy B, B App Mesh Envoy TEHNE 215
B , & Envoy.

(@ Note

ZRINBERT , 3 Envoy EIERMBERFSIFHE K , App Mesh A ERE
APPMESH_RESOURCE_ARN Hi s EN R RN B, BulBIFEABCHBEHIRE
APPMESH_RESOURCE_CLUSTER BT EREBEZIITH.

BIEELT R

Amazon Web Services Management Console
EFE A BIZEE LT = Amazon Web Services Management Console

$TFF App Mesh ##&lA , Witk 7 https://console.aws.amazon.com/appmesh/,
EREEEPOUEELT RME, JH T EHENMENBIURESELZNMEMRE,
FEEM S IERELT R,

ERVNEELTR , ARNENERNT SEERE.

WFEUT KRB, WAELT KRB

WFRFSEIAFZE , EEUAT R Z— :

o a0 bk~ w N~

- DNS-IEEE LT ST RN EFRKESH DNS £HB. Envoy REZEBET D# VPC F,
REMEAF VPC BLEHN DNS FRESB|REBMBENIER. WRENBHAT , W DNS fREERR
B —AHBZAN IP bk, HX VPC DNS REMEZFEL , BZHN DNS 5£8 VPC —iE
fEf. ¥ F DNS WRKHE ( Wik ) , I8 DNS BB RAMNHRRE, ARYEHRRT
DNS f##r85iRE — AR IEHN IR S, wAEWKE DNS TR EEREIFAERS. BRiAE
T, BEMMER N 9SS,

(® Note
MREFEA Routes3 , NI FEFEA AR,
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RAriEmE

 Amazon Cloud Map— IEEIR B RS EMM HTTP (s B =R, HE , BHAIUE

Tk BRINIT H IS ERAMERIEE App Mesh 1] LLZE 1 Amazon Cloud Map &
M, RERECEFIERENEAF, EFEH Amazon Cloud Map , REIK P AME

BAWSServiceRoleForAppMeshfiFHx AR, BXMEZE S Amazon Cloud Map , &

25 {Amazon Cloud Map FEZ A RIERE)
s T—NMREBHELTIRFAFEEMAORE , BERZI,

7. IP fRAEIEI

TAIHRBEZRRIA IP AT |, EHMEARNRERER BN IP RA&, BIABERT , App

Mesh A& IP iR,

® Note
EEATRKLRE P FEATAKEENZBET R LHMBRERN IP HEM,

- BN

 Envoy KY DNS f##Ar8s{L e A IPve H ELERENRE] IPv4,

« Amazon Cloud Map IR B IPv4E , B FERRENbHE , REENLKRER
ZIPv6iiilt,

o RARRAREFOENESER IPvA i,
 Envoy TSRS ERIARE IPv4 Hidlt,

- IPv6 BHik

 Envoy #J DNS #TEs{t £ IPve HELEREIRE IPv4,

- RERHIPvE IR AT A Amazon Cloud Map , NIEFAIREIRY 3t , AREEIRNEH
ZIPv4 it

 NAMMNAREFCIZENESER IPV6 i,
« Envoy W2 48 ERIFFE IPv4 M IPv6 Hbdit,

- IPv4 Hi%

BIBELT R

 Envoy K9 DNS f#Ar8s{L e A IPvs HELEREIRE] IPV6,

« Amazon Cloud Map IR B IPv4E , B FERRENbH , REENLKRER
ZIPveiiit,

« AXPARFOZRSER IPva i,

Hiritts
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RAriEmE

- IPv6 R
* Envoy K9 DNS #4288 {X £ A IPv6.

- {XEMAIREIPv6 Amazon Cloud Map Byititit, #1E Amazon Cloud Map iR [E] IPv4 i
e, MAER IP ik |, HFz=ERIRELS Envoy,

o NAHNARFAENRSER IPV6 i,

 Envoy TS8R40 ERIFRAE IPv4 F IPV6 thit,
- IPv4 RB

« Envoy B9 DNS f#4#785{XfE A IPv4,

« NEAIREIPv4 Amazon Cloud Map Byititit, 28 Amazon Cloud Map iR [E IPv6 it
i, MAER IP it |, FFZEERIREL Envoy.

- AAMRAREFNENKSER IPvS Hitt,
 Envoy USRS EEIFFE IPv4 F IPv6 thiik,
8. (Wik)EFHRKEBMIANE - KESRIREMRSBEENNMIAER,

(® Note

« MREBHABEUT RS AEREZTEENI (TLS) , MERWESIE —NHRYELL

TR, RAREIUEGEMTSMHMENERS , MEEH LEA TLS., REEAERE
HENEHZEANREEBIAFTNEL TS, AXUERBNARYIENENES
BE , BSH BL. NREHERA TLS EMUARMRENELT R, W THEEF K
Envoy RE A RESE L EFHME LT =8 Envoy REBIREREH 2 81U E| TLS BiF £
TX, XARELS BT Envoy RIEE LK TLS thE4E iR,

« BAEABERRSHENLT IRFHNARZFHEN Envoy REERARER

o BMNBWEERSRRERNE , FEERBRRENNBRZELT REESZE
ERELT K

o (Hit) MREREUT REAZRELZESENN (TLS) ERRrEEWRERE | HiEF8EH A

TLS,

o (A ) MRERBVERN —IHZMEERAER TLS , THEBWOFRMA—IMF. BHR
mEMEA , FEBERMKO, NREREEEM[ARD , WEISAH RO BEHIT TLS,

« NTFRIEFZE , BETIEDN—. BEENLEPXNELFEAFERBEER, AXES

==

BESH IEBER,
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« Amazon Private Certificate Authority3t & — B — NSRS NEIEH. BXEATE
ACM iEHINZWN RO ARFEEMIENTEESL , S H1EE A Certificate M anager
1ER FELE TLS. end-to-end Amazon GitHub

« Envoy AR IBRSS (SDS) H£E — % A Envoy R B B4 XK T RS IRENH B 40 B o

o AR XHIEE - IEE Envoy SBBEMEXHRE EVIEPEXHFIRER, BXRERARMX
H BN REINAREFTEMISHNTEELS |, B RERA S RMERN TLS iEBEE TLS
GitHub, end-to-end

(k) MAEBERZAEN. ENMNEMAR SANs , HEFERM SAN, SANs Z41K H
FQDN = URI 1=,

o (i) RFREEZFFIRIEPMUTERZ — , MMEERSHFERE S WIEBAREZIED
HERBANE TLS BRRKIE, ETHEAEXNE TLS WEZEL | 551 App Mesh G TLS
B4 560 10F SR,

* Envoy B R BRSS (SDS) #£E — A Envoy R A ZHRIRSIRE BB 5o
« AR - 18X Envoy BBFBATE XA R L L VIE B8 X MFAH R
9. (Hit)BRFER - EEELT XI5 ZEER App Mesh E#ELBRS .

s HALBHELTREZEENELIRS M App Mesh EEEARS & #2552 Amazon BRE
(ARN),

(k) MRERNEREEME—M TLSRE , TERE TLSRE , RARERBEERIAE.
(k) MRERELTRER TLS 5EFERRHES |, HkFEsIER TLS,
(k) MBRBRBERN —MHSMEEHROAFEA TLS , FEHBOPBA—NEE,
ERMEAMED , BEBERNREOD, NREREETMHO , WX FrEE O T
TLS,

o WFRWIUEFE , BETIRETZ —. BEENIEIBXNELXFEAFEREER, AXE
ZEE , BEHA EHER,
« Amazon Private Certificate Authority#t & — B — MRS MEIEB,
« Envoy ZA LIRS (SDS) F£E — #i A Envoy [ A %40 & TR S IR EXAY 2340 B o
o RHNXHIEE - 157 Envoy TBEFTEXH RS LA PEE TR BER,
(Wi ) MAEBEZAENR. ERMEARZS SANs , HiEF RN SAN, SANsAFURHA
FQDN = URI %=,
( Wik ) EFRREFFBIERMUTEDZ — , WEERSHFEREFWHIEHARAZIE
FBHBEANRME TLS HHRIE. ETHEEXNE TLS WEZEELE , i5ZH App Mesh X [a
TLS BRI 3T,
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Amazon App Mesh g
* Envoy BRI ARSS (SDS) £ E — WA Envoy R ERAZHRIRSIRE BB o
o AR XAFEE — FEE Envoy BREBATFE MRS £ AYUE P 88 AR MR A RV BR R o
- BERMEMER , HREMNER,
10. ( Wit ) B&RIER

EREAFRIEE , BRALHE Envoy EFAMN HTTP 1HR B ERR, BAHEEFERZ/dev/
stdout#g® , ABEE A LAE A Docker HERZIFEFIFEH Envoy AES H I 20 Amazon
Lo CloudWatch gs 2 £ RS .

® Note

A RS SN AR F AR ER TR REEB R, I XHBEEMRIER Envoy
BERFHENNVE,

1. mUTEREE

ITEE X #EHTTP, HTTP/2, GRPC F TCPHio. A X# HTTPS,

a. MREVERTREEAWRE , FRHMTEEER DML, http I8 R UFEREER
3| websockets, & LA SR 28 SRR MZ MRS, BRRIZMIFBRIZITES.

b. (Tik) BRERED

EEGHERS T Envoy TNEIR EA N ARFEREVNERKE, ©EERF LN
RMARFRZEETHEN AT ERENAEFNERFEREER.

AT LAR R LT ST 2R B B B AR IE EOMIRE . App Mesh BIAE P imEZMIRE R
TR, Nt 7 MBS,

(® Note
E Bt R O BR ST CAAR R, 20 RIR BV AT BRI IR tep , MIMNIE
ZE maxConnections, 1REHYIITERIHINA grpe = http2 , M{XIEE
maxRequests, R EHY Y ITEFHILE http , M BT LAF AT HEE maxConnections
M. maxPendingRequests

« WTFRREEY , BEERAHBEZER,
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C.

d.

o (TE ) ERAFLEERRG | BEERBFRIERERZE , Envoy A FHESIHY
mHIERE. BRIAMERN 2147483647,

(ALt ) ERAREERLN

EE i Envoy LN AN FEERN TR imN RN E AT RS EEREULF
MR ERE. ER—MERSFIALR | ATRE LERSHINENNSTRIR.

FREERNSITHELEEFPRINEERESSHASHPNRIAE , FFEME
TTEFEN AR FEEDBER,

(® Note

EFRMNBRFRENATREERFEERN , ZELT SHNERFSRKIFETR
Amazon Cloud Map 2 DNS , WaR3 8 7 B3 i% B HENDPOINTS, 0 5R &5 F M i
A} DNS BRE &AM 5% LOADBALANCER , M| Envoy RIEBR &i%FB—/N IP it
FEEHE LRSS . XREMN—AENARETRENENNFEERVITHE
Mo BX Envoy RESHRFSAMKBMEXNTHINEZFAGE , BSHABRFXK
MAEED -

- WTRFHFEIR , BEERHAERNES 5xx Hixo.

- WTREERNRFE , &5 EH 5310 2 [ #Y &8 B B2 4L,

« WTEARFRRIGENE , IEERHBREVAE A0 B M LA

- NTHBEEDL , BEARTFEBF IRHBRNENNEXE D,

(& ) BAZETRIKE — BEESTRARERKHNIRE,

BITRARERBE R RN , BRNRENSTRARBEEETMAE , WLHANEER

H, STRIREER. STRIREDN. BEEHBNESTRITEREREEE.

« WTF BTRAREDY , HEFE— ML MRIER grpc , BEVRS BARFE GRPC
BT BT,

s WFETRARERA , BENNESTRAREN KD,

- NTEFRE , EEEFRMAHRSTREREFZH , KHHNNESKIBEITIRR
KRERE,

s WTFETRARERR , BEERTERETRARERRE (ZY ).
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« WTFBRE , EESTIRAREE RN BREE, XIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.
- NTENERY , EERUBCRBETRAREN RN EFHFNNE (ZEY) .
s WTFAEEBRE , EEEFAMRTRESTRIFTEEZA , BAHIRERKKAZIT
RRREIRE
e. (FE)REATLS A1t —BEEHMELNT QWMAER TLS BZELT QBEE.

« WTER | BEEEMITER LERE TLS fEK,

« XtF Certificate method , HUIT T HigEZz—  IEPHITHEEEMAER, BEXEZER
BSE EPER,

« Amazon Certificate Manager ¥ &-EFMEIE P,

« Envoy A X ILBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A
Mo

o Kb XHEE — EZE Envoy REM XA RS LIEEIEPEE 4R RURTLAA,

« (W) RBREFEEFRIEPNMUTEDZ — , MEEEFHREEIERSNBEANE TLS
BRI, ETHAEXNG TLSHWEZELR , FSH App Mesh XUaE TLS & A RKIEX
=
« Envoy A X IBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A

Mo
o Kb XHIEE - I8E Envoy BEIEXH RS L HIEPEEXHRE,

« (AR ) MAZEZRAEN. ERMEMRNZE SANs , FBFIEFERM SAN, SANsLHE
A FQDN & URI &3,

f. (k) Eet

® Note
MREIEERN BB X TRNE , 54 IREE BB R NE e e E X FRINME
MEgE. B2 , MRNENNEFEEETRNENE , WTBUERER Route
W EE. SXESELR  BSEER.

o BFEREBE — MRERITEFHIIPIGERT grpe. http = http2 , N AT LA EFRE
Bfo BRIAMER 15 %, 0 BEEAEN,

« R — SRS EMmITER S IGEE ZE R A, BRINMES 300 B
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https://docs.amazonaws.cn/app-mesh/latest/userguide/mutual-tls.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/routes.html
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12. EFQBE BT QUK.

Amazon CLI
£/ Amazon CLIBIZE#LTT =,

FERAUTHSHMA A JSON X462 MEH DNS #TRESAMNELT = ( BEECHWredEER
') :

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. create-virtual-node-dns.json REIPAZE :

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
b
"virtualNodeName": "nodeName"
}
3. wHRH:
{

"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
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"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"status": {
"status": "ACTIVE"
},
"virtualNodeName": "nodeName"

BxMEH for App Mesh BIZEINT RN EZEL , 231U Amazon CLI & Ficreate-virtual-
nodefi®. Amazon CLI

R B R 40T R

(@ Note

MREAT REEAREPREEN BB EEFAEL RS PEENREE WL EFER
BRo

BRI R
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https://docs.amazonaws.cn/cli/latest/reference/appmesh/create-virtual-node.html
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Amazon Web Services Management Console
E 1 FAMIERE #1957 & Amazon Web Services Management Console

1. 3$TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o

2. EREMNPRIBRELT SNELME, JIETEBENMEMNEURESEELZNFEME,
3. EEMSMAHERELT Ko
4

EEMATREF , ERENBRNEATR , REEEMER. ERERELT K, BHNIKS ID &4
I EEUT QMBAEEXNRRABEI .

5. HEWIAED |, B A delete , REIEIFEMIER,

Amazon CLI
(55 F A BREE #4157 = Amazon CLI
1. FEAUTHGSHBRENEUT R ( ARECNred BB HRIXEE)

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. RHRH

"virtualNode": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"spec": {
"backends": [],
"listeners": [

{
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"portMapping": {
"port": 80,
"protocol": "http"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
.

"status": {
"status": "DELETED"

}I

"virtualNodeName": "nodeName"

BxEH for App Mesh BIBREINT RMEZE L , 39 Amazon CLI & Hidelete-virtual-

nodefis . Amazon CLI

RE 2L B% FH 25

/A Important
KIFRIEEH ;- 2026 £ 9 A 30 H , Amazon fHEIEX I, Amazon App Mesh 2026 &
9 B30 BzfE , 89 FEBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI IEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Ch

ELEERLERTENMERN - I RS MEMRSHRE. CIZELIRHRG , LRSI BRI ELEE
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____________________________________

Destination’s virtual

<
router and route.
HTTP route
prefix: [
Route B
targets:

Virtual node destination

/J-/‘:r/ + WEIEht
B |

— Route B’
! MNew service or service
version

____________________________________

SEHYRE A BR F BR TR T VAR A SR B R FE TE 0 LW 2% o

O 22 52 0 B% A 25

Amazon Web Services Management Console

EFACIEELEE B Amazon Web Services Management Console

® Note

SIZE R AR | ATURNEAIREA R ZRIERRR | MR B S 02 1 E B S
BRRERAY a5 B 22 H 5K,

1. 3TFF App Mesh ##|& , Wit A https://console.aws.amazon.com/appmesh/o

2. EREEHPOUBRELRARNME, 5HTERENMENKRUR ESELZMFRERME.,

3. EEMSMYF , BFEMKAR.

4. EFGIZEDERAZN,

5. WTELBHERB[EN , NENELKAREE—NEW. THET 255 MNFH, HF. EFH
MTRILNAE,
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6. (Wit)XFHWeEE , NENELEBIFEEROMDPIL. httpliTes RIFEREEKRT
websockets, &AL HRIIITEESRRIMZ M. BRI NBRIZMTES.

7. RO RE 0B HA AR LA SE AL

Amazon CLI
£ Amazon CLIBIZE I BEE,
FERUATHSRRELEHEHAA JSON ( AEECNredBEEHRE)

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

2. create-virtual-router.json REIHA R

3. ‘
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"virtualRouterName": "routerName"
}
4. HHRA
{

"virtualRouter": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
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RAriEmE

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,

"protocol": "http"

]
},
"status": {

"status": "ACTIVE"
.

"virtualRouterName": "routerName"

BXEH for App Mesh BIBZERRHBENESER | &

routerin s, Amazon CLI

Rl B KE #0035 EB 25

® Note

2% Amazon CLI & H #create-virtual-

MRELEHB[AEMEEH , HEMRECWIEENEMEL RS WRME , WTEREMWER,

Amazon Web Services Management Console

=5 F M BR R 8L 2% R 8§ Amazon Web Services Management Console

$TFF App Mesh ##|& , it A https://console.aws.amazon.com/appmesh/o

ERENPBIBRE LR BB MG, SIH TR ANFEMB AR ESEEZNMEME,

1
2.
3. EEMSHhH , EFELEASS.
4

HELEHESIFRT , ERERRNELIREER  REEEE EANMER. EMRELEHDR
SEHIMK P 1D 775 RE £L3% R 2R MY AR FR B B AR B & 5o

T BR RE #0L3% Eh 25
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RAriEmE

5. EWINMET , B A delete , RFHE MR,

Amazon CLI
= (5 FA i BR RE £\ 2% FH 2§ Amazon CLI
1. FRAUATHSHERENELEEHES (A ZBCWredBERIXLHE)

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. WHRHA

"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",
"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

o
"status": {

"status": "DELETED"
},

"virtualRouterName": "routerName"

T BR RE #0L3% Eh 25
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}

BxfERA for App Mesh MIBREE IR RN EZELR | 155 H Amazon CLI & H i delete-virtual-

routerip . Amazon CLI

72854

/A Important
KIEHIFEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEXHIX#F, Amazon App Mesh 2026 £

9 A 30 B2fg , BT EB1HR Amazon App Mesh ##lA = Amazon App Mesh &R, Bx
EZER , BRI IEEXZEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

PR EE M EIRRE, ZIRHAATEEX ELEHFNERARES RBERBRNENT R MR
BREAESIEREE , EUAHRESEE — MRS MERELT Ko BRLNENELT LIEEEENN
B, AFEAHBELERS MEHHEER,

eledizgss

Amazon Web Services Management Console
EFEABIERKL Amazon Web Services Management Console

1. $TF App Mesh #2#&l& |, Wit H https://console.aws.amazon.com/appmesh/o

2. ERECHPUERANMNE, JHTEHAENMENBIURESELZNMEMNRE,
3. EEMSHF , EFELUREBSE.
4

ERERFEEES 2 RBENEL MR, WRRBIIHEMEHE , WERLE - M EDE
i85

ERBRT , EFRGERA, EQERE  XIRFENKF ID RN ZBENTRAEE.

6. NTHABW , EEERTEMNRHEB B

7. NWTHHERE  EREERANML. SRR IBIE IR EE LI B 27E 5 K 00T 25 1
BRI R B BBV 00T AR AL,

8. (i) FERRAMERT , M 0-1000 FEE—MLERAATEMNEH. KHASRBEREEN
ERTEE , EF 0 BR&RSMLER,

o
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9. (FE)EFHMEE, NTEHMNDNF , REENRAREEENIN , ARESEEES
AHEERE

10. ¥ TEFEE , ERERRERBIINE App Mesh EELTT RABENE, & LUEER
BFRRARMEMBIR. B BN E D LMERSHET 100, MERIHEFMELT R, T
BAFHE—NEUT R MRFIEELT RKESMMTEE , UFEBHRKD,

1M1, ¥TEEEE , FEE

EEREEFERT tcp

- MRFFESETR hitp/http2 :

o (HE ) BE - BEEEEAN http/http2 E R TE K 7 5ERL

o (WL ) WAKEE — TEREEARENKO, NREEDEHBESNMINSE  NWEEET
[

« (M%) Prefix/Exact/Regex#&#%-PC i W 1t B 28 75 5%

BIRIEE — BIABRT , MXBENTEERFEEN BRELRSHNEMR , EEH
BIRFEEN /., BREEREEURSIHNAN , CAESEREL R HARRERENT
B FERBAITRNELT Ko

® Note

MREERAETRB/ABRNEE , App Mesh &5 ARREIRAL

( normalize_path 1 merge_slashes ) , A& KRE @2 HIKZRERE
EIJ—.I-EE o

HZEBERNEFFEATRNBERTERN , e HIBREBRE,

« BHTE — exact SHRLEABRENID D TE , ABRIAFIRESLH udl T2E
i, FRIREEH,

o FNREXCEH —ATFHEAZMEREERLE URLs ATLLRBIM G ERYEANTTH,
- (T ) EHSH — KEZBRATFETEERNSH.

« (HiE ) Rk - $E5E http M http2 ARk, ENZEEARNFERMEE , KB BIRE
WSS o

o WIREET grpc EKH .
- BREEM — ELBERNBEFRS.
- FEEM — ELBBERNBERSE.
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o (HiE ) THEE—BREIBENFERREE Match, AIERABERATITE S 824215

Ko
12. RFEBIERER,

Amazon CLI
£/ Amazon CLISIZEE A,
FRAUTHSEE gRPC BEHH A JSON ( BB CHESfredE ) :

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. create-route-grpc.json RAI AR

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
I
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"
},
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
},

"retryPolicy" : {
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"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
},
"tcpRetryEvents" : [ "connection-error" ]
}
I
"priority" : 100
I
"virtualRouterName" : "routerName"

3. mHRA

{
"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"routeName": "routeName",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
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"invert": false,
"match": {
"prefix": "123"

.
"name": "myMetadata"
}
1,
"methodName": '"nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"

.
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

]
}

.

"priority": 100
.
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "routerName"

BxEH For App Mesh 8|3 E Amazon CLINEZER |, B

%, Amazon CLI

S S EZ R B P create-ro ute
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gRPC
( ®ik ) Poie

o (k) MABRRSHEBRSEMUALTERFER, MREFEERR , WS CEXMEAIRSHIER,

o (A& ) MABRTENGEBMAEEREER. MRFEEER , WeEEREMNMEMGENER, MR
BEREBW , WHBTUEE RS B Mo

(Al ) TR
RN TR
o (R ) MAZEFENRBAKENTHEEN  ERTRXE  AERALEE, ERRENFTEMER

Bk Bltn , MREF ABFEAHRIEEImyMetadata , FEEEREENEH , MEEEEER
123, R, NZBEFTE TBITER U 123 2 ANEMEF LV ER,

o (AE ) EEFMTHFEUNNEZ +A THED.

( Ak ) B

ERRBETFRTUARP ACEIARMMNEHELRBMRSFREENLIE, ERXRKERAE
By, BRUER, ERENEENERERZE ( 2fR=E ) HERE, MREREXERE
B& , BA App Mesh TTRE2 BB N BFRIEHGIEIRMINKK, AXESER , HEH MABAERE
B o

- NTFEHERN , ABRNBENRANEVE, NREEREMDNERSHE , W45 A —ME.

- EERENENP , ERF-NEMN, WREERTAHPNERSH , WATHA—ME,

s NTFJRAEFHREY , HABREBWIRITHRARERRNR, WREEFREMPRERSBH , WA E
A—MNME. BNEBWEDREREN2.

« EE—ANHSZAN HTTP EREH, RINBUEDEERBRMMKE R,

- EF TCP EEH,

« EE—NHZN gRPC EREHN. RINBWELEEEECEETTA,

( ATk ) At

« MIAMEN 158, MBEEETEREKE , NELALEENFEAE NG RTHE T EHIFENE
FUBEEHARBPELNRGAERNRE , IHEENERRETEETH. MREEENFENE AT
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15 %, FWENEFAELT K Target WITREENENTHBAT 158, BXESEELE , S
58 B2 7 Ko

° @{E’Jﬂ_jmiﬂﬂqo
o B LUAL T Z ARSI HKETE,

HTTP 1 HTTP/2

( ATk ) i

- BERBNERNAISR, i, MRENELIRS BN service-b.local , HEEHERBT
BEREE R service-b.local/metrics , MBIRM A /metrics, IEEFMBREN / BH.

o (HEE ) EE—FEE,

o (W) BEBE—NFR, MGERT HTTP2 B4k,

( Alik ) #R3k

o (A ) EBFIIIRL, WMABERNRBKRENIRLERN  RREEXE  RAEWATEE. EFxR
G EEREARE R, fli  WREEE— SIS 123 BEF clientRequestId BIFRL | RE%
BRE  NZBAEERLRN 123 2 WEAEF LB ERBTE .

o ((HEE ) EFRIPRK. E&RZ LRI+ MR

( Ak ) EEARMEK

B E SRS B RT B O R S AR NG RER R RS SRR RN, SRAEKETS
%, BERWER. BRENETVERERSR (QEIRRE ) WENNE, NREKEERE
B , B84 App Mesh AIAE L EIF) h BREMOIBIRINEMR, EXTLEL  B2H RUABHERE
B,

- NFEEHBN , W ABNFEN RN RUR, NREEREADNELEHE , WX5H A —ME.

- EEHBREND  EFE-NEMY, MREERTAHUEASH , WLTH A —ME,

« NTJRAEFHRY , HABRRAVTRITHHRAERRNR, WREEFREMDPREREH , W A5 50w
A—NME, BINEWEDFEREN2.

« BEE—ANHEZD HTTP EREH, RINBUZDRERBRNMMKER,

- EE TCP EilEH.
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( ATk ) et

« ERER — RABREEN 15 . MREEETERRE , NELLEENFEMNEMNALAKRT
FETERFEMNARAEEENRBEHFELHNZRAERRY , IHFEHEIRKES BET Ko

- ZHRBTE — BRIAMESN 300 ¥,
* 0 {E’Jﬂ_jmiﬂﬂqo

(® Note

MREEENENNERTRAME , FBERAFMAELNT RS 5EMITREEN B A E © X
TRIME, BER , MRSFERELAEIETROAMENE , WA BLEREREMNT KBV E
ME, AXESEL , BSRENT R.

TCP
( ATk ) e

- ZREK — BIAMER 300 .
+ 0 ﬁi’%ﬁﬁﬁﬁqo

) B B £k

Amazon Web Services Management Console
EffBREE L , EEA Amazon Web Services Management Console

1. FTFF App Mesh #2H|& , Wit Fhttps://console.aws.amazon.com/appmesh/o
ERENFRERRENME, JIH T ERENENBUR ESELZNE MK,
EEMSHS , EREMEHR.

143 M\ A I R B R Y BR R B o

ERERD , EREMRNEKL , AREEA LAOMBIER,

FEWIAEF , BA delete , AR5 H LM

2
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Amazon CLI
EIRRER L , A Amazon CLI
1. FAUTHOSHRENESL (AZECHred BB RIXLE )

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. R

"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

},
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
1,
"match": {
"metadata": [
{

"invert": false,
"match": {
"prefix": "123"

853 129



Amazon App Mesh

RAriEmE

},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "DELETED"
I
"virtualRouterName": "routerName"

BXMEH For App Mesh il BR3& 2 Amazon CLI HEZER

4. Amazon CLI

BESHSZER M delete-rout e iy
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Envoy & &

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon App Mesh & F Envo y fRIER RS P&,

ECS Task / Kubernetes Pod

Port

“““I —

Proxy Microservice
Container

External traffic Port 8080

rl
<

B Envoy RERIEL S# ECS £55. Kubernetes BEFsH K App Mesh AT R ERRH

TS EC2 3Rl ( FIINERIT SELIMX ) o App Mesh HET — Envoy REBRBRER , ZEHR
B8N T B IRR MR E T, ERRBEFTE G ZE , App Mesh 24R$E App Mesh Zhae &N A&
AN Envoy RERRAN,

45 R4

App Mesh 2t 7 Envoy RERB[HEENW AT EE, HENXBIET Envoy REWES App Mesh
FEFEBTEE , UKk Envoy REINMAEERE. —NERIVERSR , ©55E App Mesh fRS 1 =0B
5o Z—HMERRE FIPS , ©5 App Mesh FIPS FRFin /B , H1E App Mesh BRF ZHEY TLS B
EFERHIIT FIPS N,
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/
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BN THEHNIIRPER - MMXESR , B TUNBRMNO LR FHEEPEE—IERN aws-
appmesh-envoy K& %,

/A Important

- M 2023 F 6 A 30 Bife , RE Envoy &Ev1.17.2.0-prodHESRA T LS App Mesh
B, WF2aiEA Envoy BB HFIFEFv1.17.2.0 , REIEN envoy HHERE |
BRIBIEIUTB I RF IR,

- ERARESXR , BB NERF Envoy IRAAR B KRR, LAEZHE Envoy lRAZ 3T
BRHEZEANT . ThEER AR MR S AR,

« BRZA1.17 &% Envoy HEKXKE#. BXEZFHAEFEE , BSHEH/TZE Envoy 1.17,

o OFRBRAK1.20.0.1 HESIRA ARM64,

- WZFE IPv6 ¥, FE Envoy IRA 1.20 RES A,

® Note
FIPS (REXEMINE KA XA A,

FIE XM X ER A LARegion-code B Ame-south-1, , . ap-east-lap-southeast-3eu-
south-1lil-central-1, MUAWEMAXEHaf-south-1,

Standard
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
& FIPS #Rf

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1

Standard

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
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https://docs.amazonaws.cn/general/latest/gr/appmesh.html
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ap-east-1

Standard

856666278305 .dkr.

ap-southeast-3

Standard

909464085924 .dkr .

eu-south-1

Standard

422531588944 .dkr.

il-central-1

Standard

564877687649 .dkr.

af-south-1

Standard

924023996002 .dkr .

cn-north-1

Standard

919366029133 .dkr.

cn-northwest-1

Standard

919830735681 .dkr.

prod

ecr.

ecr.

ecr.

ecr.

ecr.

ecr.

ecr.

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

cn-north-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-prod

cn-northwest-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-

BERGEE
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Public repository

Standard

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS #rE

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips

® Note

EAIEWHN Envoy BEE7P B 512 N CPU £ TR E4 64 MiB BN 77, Fargate LA BN &
PRTFER 1024 MiB, MRAB[ARREHMBRRPAB T ATEMMSHERETZ , W ATLAUE M
Xt Envoy BResfV BRSO B

@ Note

Mv1.22.0.0 FFEEHIFRE aws-appmesh-envoy &5 & M iRA&BZ /R Distroless Docker
MRGHERN, BRIMNETHIERRN THPRER T HRERGERREANRKESHFEDN
TRAREXK., MRELRE aws-appmesh-envoyE e EE | H BKRE —L AL2 E®S (6l
W yum ) MIEE , BBABRMNBIWIRNEEATE G =t X4 , AEREE— TR Docker
aws-appmesh-envoy &, AL2

BT A4+ KA HRE 0 B E LK Docker B aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

BHERGETE 134



Amazon App Mesh AriEE

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR Hi5[E it BB AR B Amazon Identity and Access Management (IAM) 32 #,
Rtk , BATER 1AM SR IFEIEEX Amazon ECR BYiREU PR, a0 , f£{#EH Amazon ECS B,
BE AR Amazon ECS &2 BESNESHITAR., MREFERAREIHRISFEN Amazon ECR &
R IAM KB | B AHINE AT EARE aws -appmesh-envoy Z# ER S EXH Amazon
BIRABM (ARN) , 0 | £ us-west-2 #X , BAVFIFRILTRIR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, BXEZELR , HS 5 Amazon
ECR HE X, MREELS#H EC2 =4I LA Docker , iBEIF#HEX Docker #1TH BRI, B
XEZER , BEREMKRSHRIL,

BINBRaZMIFH App Mesh Thee , XLETHEEMT T Envoy WEXR , XEEREHAREHE LiE
Envoy &% H. EE LS H Envoy TE 2l AXLHH App Mesh ZhEE , EBAFERA App Mesh
R Envoy B8 K. BXTEFIXR , B5SH App Mesh GitHub B4 B H 5Envoy Upstreambr
ZEXWEB, BATEBCR App Mesh Envoy &85 BRR/E RN & TR T,

/A Important
KIETIFIEA - 2026 £ 9 A 30 B , Amazon fFEIEXNMIZHEF. Amazon App Mesh 2026 F

9 B30 BzfE , B9 BihE Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

FERUTHBETENEH App Mesh E#LT S{ESAEE Envoy BES.

(@ Note

App Mesh Envoy 1.17 7 #F Envoy #J v2 xDS APl, IIRE RN 2ESF Envoy B & U4
Envoy BiEZE £ , M AT HEH N HZFH v3 xDS APl

5

as
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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BENER

i App Mesh Envoy BREHEELTIMNETE, T2 REHTF Envoy G 1.15.0 RESKR
K, MBBEFANRRERAHIREG | W4T 2K APPMESH_VIRTUAL_NODE_NAME Z £,

APPMESH_RESOURCE_ARN

4% Envoy BEAMBESAN , UM ETERENTSEMRRNE LT SZE LMK

ARN, LA T5I&REERH ARNs :

« ERF 2 — arn: aws: appmesh:: mesh/ /virtualNode/ Region-code 111122223333
meshName virtualNodeName

« ERIMX — arn: aws: appmesh:: mesh/ /virtualGateway/ Region-code 111122223333
meshName virtualGatewayName

il

A[IE AR
LR EZ EXF App Mesh Envoy BREF = WiER
ENVOY_LOG_LEVEL

{EE Envoy A0 BEL 5,

BME : trace, debug. info., warn, error, critical, off

ZRiAE : info
ENVOY_INITIAL_FETCH_TIMEOUT

1EE Envoy EAIRL BRI EHFRAEERSHNE - N EEENHEFE,

BXEZEER , B5SH Envoy X#HH Configuration #R. iREBHN 0 & , SR BB,

HRiINE : 0
ENVOY_CONCURRENCY

/23 Envoy BHiRE --concurrency R {Tiell, BRIABRT , PREZEI, AT
Envoy MRZS v1.24.0.0-prod RESRAFH AT,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/core/v3/config_source.proto#envoy-v3-api-field-config-core-v3-configsource-initial-fetch-timeout
https://www.envoyproxy.io/docs/envoy/latest/operations/cli#cmdoption-concurrency
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EEATE
FRAIXLINET EXRAE Envoy WEEREO,
ENVOY_ADMIN_ACCESS_PORT

EE Envoy EMWTHEE L EERKO, BMIAE : 9901,

(® Note
Envoy B i O BB T K& 8L I 5% SR #2115 R _E B9 R 4A {0t U 25 o

ENVOY_ADMIN_ACCESS_LOG_FILE

EEEBA Envoy 5B BEN BE LR, BRIAME : /tmp/envoy_admin_access.logo
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

¥ Envoy WEBRELIZES IPve RE , XM ZEOMULRNIES IPvs FREFM IPV6 RE,
KINERT , WAREKIRER false , # H Envoy Rl IPv4 FE, LEEREERAT Envoy HBIR
7 1.22.0 FESRA,

53

fEFIX LEIRE R B Envoy ELE Amazon App Mesh R, BEXEZER , S HERT Envoy B
App Mesh X E,

APPNET_ENVOY_RESTART_COUNT

EEARBEEESTNESRAERE (pod) FEFE3 Envoy REHRZMRE ( MREZRA (pod)
BiRH ) . REZEXERIX Envoy BHAHEFKIBHRE , METHESR. ZXENIRINMEN 0.
RERNER , RETLZHERBHZHE

HIAE: 0

&S : 10

PID_POLL_INTERVAL_MS

EERERE Envoy REHBRSHEEBR (UAZRHEL ) . BIAMER 100,
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2RIAE : 100

&K : 100

E= : 1000
LISTENER_DRAIN_WAIT_TIME_S

EE Envoy REBEHBEH AT EFEoNERERANE (A RENMN ),
HiAE : 20
&I : 5

B5S : 110

APPNET_AGENT_ADMIN_MODE
B RENEREORSR/AFEBED tep #uk s unix TEF,

BME : tcp. uds
APPNET_AGENT_HTTP_PORT

EEATE tcp EXTHEREEEZONKO, BRWOMERN > 1024 if uid 1= 0, FFRIKO N
F65535,

FRIAE : 9902
APPNET_AGENT_ADMIN_UDS_PATH

£ uds EX T ARENEEREDOEE unix BEZEFRE,

ERIA{E : /var/run/ecs/appnet_admin.sock

REFRTE
BULABREA T RERSEFHIHEP —NRERIAIEF,.
Amazon X-Ray L&

FRAUTIHRETEREEH Amazon X-Ray#y App Mesh, BXEZEE |, 2 Amazon X-Ray Ff
AEARIEM.
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https://docs.amazonaws.cn/xray/latest/devguide/
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ENABLE_ENVOY_XRAY_TRACING

£/ 127.0.0.1:2000 ERRINARBRTHEF KRB A X-Ray Rix. ERA , BHEREN 1.
BMINMER 0.

XRAY_DAEMON_PORT

EEROEUESRIA X-Ray EEFHEFIKD : 2000,
XRAY_SAMPLING_RATE
EERFRLERE X-Ray tracer WERRINRHER 0.05 (5%). FZEEENTT 0 M 1.00 2

BBV /N ER(100%). TR EIEE XRAY_SAMPLING_RULE_MANIFEST , M ZEFHES. WA
v1.19.1.1-prod RESHAH Envoy BEEZIFHTE,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy BB HREFIEEXHRE , N X-Ray tracer BEEAR LW BHELRERN, BXEZ
R , B2 (Amazon X-Ray FFRARIERM) PREEMAN, RA v1.19.1.0-prod REEK
Ry Envoy RGBT E,

XRAY_SEGMENT_NAME
NPBIEED BREBEHRUBEIRIA X-Ray DEREWH. BRMINERT , WEMRERN mesh/
resourceName, Envoy BBRRA v1.23.1.0-prod ESRAZIFHETE,

Datadog IREFEE

AR BT £ A # B2 A Datadog RIBIEFRESELE App Mesho BXEZEE |, i55# Datadog X
R RERE,

ENABLE_ENVOY_DATADOG_TRACING

AR BRIA Datadog KB =M 127.0.0.1:8126 5/ Datadog BREWE, BEFH |, 8%
BEIRERN 1 (BRIAERO) .

DATADOG_TRACER_PORT

BE—MNmOENUEEZRIA Datadog REIHO : 8126,
DATADOG_TRACER_ADDRESS

BXE IP it SAZE E BRIARY Datadog Bl : 127.0.0. 1,

A&
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/

Amazon App Mesh AriEE

DD_SERVICE
NIRFRIEERSF BMIUBE ZBIAM Datadog BRSSE 5 : envoy-meshName/virtualNodeName,
MRAS v1.18.3.0-prod RESMRAH Envoy MG IFHTE,

Jaeger BERE &

FERAUTHETERETHE Jacger BERH App Mesh, BXEZER |, IS Jaeger XEFM AT,
M7= 1.16.1.0-prod RESHRAK Envoy ZEEZFXLEETE,

ENABLE_ENVOY_JAEGER_TRACING

£/ 127.0.0.1:9411 ERBRIA Jaeger i RS A Jaeger RIFWE. BEEA , B ZERENR
1(BIAENO) .

JAEGER_TRACER_PORT

EEmOBEABEIRIA Jaeger IO : 9411,
JAEGER_TRACER_ADDRESS

EXE IP Motk ATB Z BRIA Jaeger #udlk : 127.0.0.1,
JAEGER_TRACER_VERSION

EEWEREAEE PROTO &mBHEA JSON 35k, BIAMBERT , ZEFIREN PROTO, Envoy
BIBRA v1.23.1.0-prod RESRAIFRETE,

BERERTE

FUTHRETERENFEALZBSHNRERERE.

ENVOY_TRACING_CFG_FILE

£ Envoy BERMHRGFEEXHERE. ARESEE , SR Envoy XHEH

Mconfig.trace.v3.Tracing.

@ Note

NMERGREFEREETREERH  FRARER —NMREREE X static_resources
FEREXRBGNEREE, 0, Zipkin E— NI THRERFEWESNERS
#collector_cluster®g , ZEHEERSENL,

=
[
et
L]
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https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
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DogStatsD £

ERAUTIRETENT App Mesh BLiE A DogStats Do BXEZER , 2 # DogStatsD X4,
ENABLE_ENVOY_DOG_STATSD
£/H127.0.0.1:8125ENRINFHEF KRB A DogStats D £&iitHEE. EBA , BREREN

1o
STATSD_PORT

FEEWOEUEEEIA DogStats D SFHFREF#H .
STATSD_ADDRESS

$5E 1P it B BB E BRIA DogStats D P2 IP #hil, BRIAME : 127.0.0.1, HEBRAEAT
Envoy BERARZAR 1.15.0 SESRA

STATSD_SOCKET_PATH

79 DogStats D SFHREFIEE unix BEET. MRKEELZTEBFEA T DogStats

D, Mt {EERIAN DogStats D SFHFEF IP #hitiis O, 127.0.0.1:81250REE
AIENVOY_STATS_SINKS_CFG_FILEZEEE stats sinks Bl & , N ©FFEEFTE DogStats D &
E, Envoy BB A v1.19.1.0-prod SESMRAZIFHTE,

App Mesh T £
UTZEFRBEEE App Mesh,
APPMESH_RESOURCE_CLUSTER

BRINERT , & Envoy EIEFRM R ERF 5| B 2APPMESH_RESOURCE_ARNEY , App Mesh fE &
EHEENEREN. BB ER B 2N AFIRE APPMESH_RESOURCE_CLUSTER HMEEE
REBEZMITH, WEEREERAT Envoy KA 1.15.0 RE SRS,

APPMESH_METRIC_EXTENSION_VERSION
FZEIRE 1 N E A App Mesh 1ERT B, BX App Mesh BT BN EZEER , 525 App
Mesh FVIEWRT B,

APPMESH_DUALSTACK_ENDPOINT

FZERE N 1 LUEEEF App Mesh WMHtkis 2. REMWIRERE , Envoy FEA RN IFXNHERAY
Ho BMIABRT , WIREIRE R false , H EUEEBIENIN IPvs HH., LEEREEAT Envoy
BB 1.22.0 HE SR,
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https://docs.datadoghq.com/developers/dogstatsd/
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BERITEE

FERALUTHEZTEN App Mesh BLi& Envoy it EE. BXEZEE , S Envoy Stats X1,

ENABLE_ENVOY_STATS_TAGS

AR App Mesh EX KI#5% appmesh.mesh #l appmesh.virtual_node, EXEZEE ,
¥ES M config.metrics.v3, TagSpecifierfE XA, EFH , BHEIREN 1.
ENVOY_STATS_CONFIG_FILE

£ Envoy BB NHREHIEEXHRE , FECHXHREESZHRIAN Stats iFEBBXH. A%
E2EE , B3 config.metrics.v3, StatsConfigo

@ Note

REASSINTEEN BENSIHESRETE LSS Envoy 3 AKEES App Mesh
FRBEBES MRS, K2 Envoy B — MR, RIRICRERE Envoy FXI it KR
BITEMEE, MBLNBEE | RIVEBEE LHIE T A0RE AN LA FRS E,

ENVOY_STATS_SINKS_CFG_FILE

f£ Envoy BB X HREHIBEXHRE , FECHXHREREEZRINEE. EXEZERE , BESH
config.metrics.v3, StatsSink#E 4&{E X #4h,

EFEANETE

Envoy fRZ 1.15.0 ESRAT B X IFHELE APPMESH_VIRTUAL_NODE_NAME #1
APPMESH_RESOURCE_NAME, BER , MEMBMAXIEEAN]. SHTE Envoy R 1.15.0 HE SR
A fFAXLLETE | FURIXLELET E APPMESH_RESOURCE_ARN AT 7 App Mesh %R

Envoy BRIAEH App Mesh 12 &

/A Important
KIEZEFBEA - 2026 £9 A 30 A, Amazon fFHEIEF X F. Amazon App Mesh 2026 &

9 B30 BzfE , B8 FEBiH1E Amazon App Mesh #2444 5 Amazon App Mesh ®iR. B>x
EZER , BHREENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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AT & 424 T 5 App Mesh & B AY B i B it SRS FIMF B 8340 Envoy BUAEMIE B,
AR IABS B B i SR B

MR 2020 £ 7 A 29 AZ eIk H&E M , App Mesh 272 2020 £7 A 29 BEXTH2fE

B3 A K REAREHRFTE HTTP, HTTP/2 fl gRPC &R 81 IAK Envoy B FiR K, 0
RIEWIKFTE 2020 £ 7 A 29 Bz BEAME , MF 4K 2020 F£7 A 29 Bz, HXFzFHF
EREM Envoy BRESIEBRIAKEE, BRIEFREAMazon XEFTHE, XEFHIILCEBEIEF , FR App
Mesh FEAL B EAF 2 A =2 /5 8| BB 4E{ future Envoy BRI ERINFE R, A< Envoy IBEAEIHXKE
WEZEER , HS config.route.v3, RetryPolicyfE #E xR,

S80I App Mesh BEHZ A App Mesh EEAVIRSS & X EIAT SIRAEE RS , App Mesh 2812 Envoy
BH. REMETLIAIZE App Mesh BSHE XKL , BRZENELUT LIRMHEAIZE App Mesh Fif %
B o

ERIAKBETC LR EIT App Mesh API £ 7R, BRIAKEERBEET Envoy 8, EEEERE , BEAEER
HEH[E Envoy £i%ERconfig_dump, WEIAFEBEUTIRE :

« RREEHRH —2

- gRPC Ei{=# — UNAVAILABLE

« HTTP EiXEH — 503

(@ Note

TAEBRATERSE HTTP iR BH App Mesh R Ei{ KA, {E= , App Mesh i
BRI EHK server-error 5 gateway-error, XHEHHTE 503 Hix. BXE
ZEE , BEH B,

« TCP Ei=/ — UK connect-failure M refused-stream

(® Note

THRERI A TER XA NELM App Mesh BB EIXKME., B2 , App Mesh BHAEIRE
BEAILAE . connection-error , XZEF connect-failure, BEXEZEL |, BSH
i:25 2

- HE — R LFRSB[RAZEMMN ( disconnect/reset/read#BAf ) , Envoy =i Eid,

FRIARE R E iSRRG 143


https://console.amazonaws.cn/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy
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R TA B 2% 2R

LIBTE App Mesh FEBE Envoy B , LMK B[IEERXIRE Envoy HBRIAE, BXEZER , S
B & A, CircuitBreakers.Envoy XHEH W H{E., XEREBETEET App Mesh API BEF, XEEER
gEB Envoy BEl, ZEEELRE , FEAEEREHE Envoy KiEERconfig_dumps

WRE 2020 £ 7 A 29 AZalEHNIKFHSEME , A FEE 2020 F7 A 29 AEXKzF1
B MEPRITBHE Envoy , App Mesh BSBHEERA T RERN Envoy BRIAESRE b 22 A M Eg
2. MRRAMFE 2020 F 7 A 29 HZBIBEAME , NERIEREAMazon TEFTHE , EUFHR
YR1E 2020 7 A 29 HH X2 5 App Mesh FEBEMEM Envoy REERIAE. IBFARLERT
B85, App Mesh FRHAET 82 HZ GEBEMWFTE Envoy ZER App Mesh BRIABEIRER :

* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647

(@ Note
T IEH Envoy 2 Envoy &2 App Mesh BIBRIARTERB5(E , BETTE IS UUX LA,

E#H/E#E Envoy 1.17

/A Important

KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFHEIEF X EF. Amazon App Mesh 2026 &
9 A 30 BzfE , B EEB1H R Amazon App Mesh 2 #1& 5 Amazon App Mesh &R, Bx
BEZER , BHREENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

8 SPIRE RV X I ARS

MR EFE A App Mesh B SPIRE ( SPIFFE BT REAHE ) AEMNERS 2 X EEIESH , THIAE
FERANRMRAEDLN 0.12.0 19 SPIRE K3 (2020 £ 12 A% ) o XRZEFE—NA X Envoy
WA AR 1.16,

ZRIAMTEE R 144


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.amazonaws.cn/support/home#/case/create
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/spiffe/spire/releases/tag/v0.12.0
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IENREFAE K

M Envoy FF#£1.17 , App Mesh 5 Envoy BLE N BRIAEARE2IEENREXSIZE, N TASHAFK
%W, ZHTCREMBAN , EREBHIMXBHINCEABATEENREXPHITEDSHRME S
Ao

IEmAM o EREE

Em — EAaIER—NMNHFESHRER , FXLH @ 7=

(?=example)

ENE#RTFHEERNEZEA , EAENATEEZRFEMASELEFHEEF. BT App Mesh
ITRFERENKREXNFRHSE , R RMNEZBWEFEERNENTE T

(example)
il — AEBER—NFREESHRENX , LB 21,

ex(?lamp)le

TRESHREXATHEREANT I ELERATLEE, EASHERT , (RULAZTERBRE
file

ex(amp){0}1le
MERBXERGR—NFRE, WA ? FRAETEENLHFHIFZH AL,
prefix(?![0-9])suffix => prefix[*0-9]?suffix

BRIFEWRABG) | St T SUE R ER LRI E L R

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {

ENRAXEH 145


https://github.com/google/re2
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"headers": [

{
"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

F—NEEHACESER L prefix FF LB REF B suffixBIPRk, £ -RIEHNERRIEMREHM
Ll prefix" I K B9FRL | B4R ABLL LU suffix” 45 BIARk. BN ZHIR , B AIBURFRIER | BUBBRAE

HIE.

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [
{

"name": "x-my-example-header",

EMFRAEXE SR
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"match": {
"regex": "Aprefix.*?suffix"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

RO R E |, B suffix G RIRKREESHML LR , MATAH ML prefix’FF KB PRLFE L 5T
25 d: e e U

% a1 5] A
REsIAR—fMBELEE — N FIEESNEAEEREERERERN G Z, B XENRE,
(groupl)(group2)\1

RFIE\ B—IMRERLYRERXNDE n NERENAN SLF. FLRRAH  \1HAEE=-ZXEA
(groupl) BWERF R,

(groupl)(group2)(groupl)

&mE5 A 147
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RERR@EI AR ANAEBTHERRR , WRGIFTR.

Envoy I8

/A Important
LI @A - 2026 £9 A 30 H , Amazon fFEIEX I ¥EF. Amazon App Mesh 2026 &F

9 A 30 BzfE , &K EB1hE Amazon App Mesh 12414 5 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

REZ RN App Mesh HEHR Envoy REFH — N HEEESR, RERR Envoy —BREFEZ1T. REER@
BHBLENRE, B2 Envoy it BIEMHEEIKIE , LA E T ## Envoy KIE7E App Mesh
HIIEITIER . X AT SAHE Bh I iR 1t BEBR A R R iR

Y Envoy REZTIRRFEN , BRUERAREEEZER ZRNENAHR, NRHAKE , KE2
# Envoy B HAHERRLIBR RS, EXNREHRTHEDRE |, BRI ER L IhEE, CHEE [T LR
Envoy B##ER , XABTRENAEFXN RENRMYE,

FERALTEENRN Envoy BLERE :

« APPNET_ENVOY_RESTART_COUNT — H¥UZTEIEENFEZTER , RELZIRAEFHB 3 Envoy RE
HE  BERAREANRERABRSTEEMRENRTE.,. EREZTRIREBELMNERT , &
RERFEIESRIESHEEEFA (pod) HLL , XBEBTHRIE SV E,

« PID_POLL_INTERVAL_MS — ElELZTER , RIANBEREFRN 100, HRENIER , EEIBER
HITEZETRARESRISHERA (pod) MLt , B LLERENFMEFIEHE Envoy #HiE,

« LISTENER_DRAIN_WAIT_TIME_S — B ENTER , HEZRAFELESREEEA (pod) MIREH
REFFEIEENANER. flin , MBREXTHRETEENE , I Envoy REREEERFETE
BEEIEESHARRA (pod) 2 BIRVIFLERRINFER,

« APPNET_AGENT_ADMIN_MODE — HMZEIREN tcp H uds i , RESLRERHAEREO, %
MIE?%D?E'_—HE Envoy RERXRBEWZLIHR , APls AiTRRARE, BNBEREUTRE , HE
£REBMNZITIRR,

« GET /status — Zif] Envoy S HEHRE RS B(E R

« POST /drain_listeners — ¥ERFIE AR,

« POST /enablelLogging?level=<desired_level> — EHFAIZHZEMN Envoy BELKH.
« GET /stats/prometheus — A Prometheus %= &~ Envoy &1t #iE,

Envoy R 148


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« GET /stats/prometheus?usedonly — X &R Envoy EEFMMPSITEIE

BEXRERETENESER , BHS5H Envoy REEE,

MIRZAFF 8 , # Amazon App Mesh RIB‘ZE7E App Mesh {E{LEY Envoy H5H1.21.0.0 , TEE
BFPES D pod F OB E IR,

Envoy R 149


https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-config.html
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App Mesh#Y A M 14

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

£/ App Mesh ByiF4lt 2 — R P LAE it 7 MR IS RS M AR F. App Mesh BEB R FZ TR H
&, BRANRERERRAR,

Envoy fKZEA App Mesh IRELATRBEN T E | AIHYAEFTEM THNAEFMNAE .

- BEICR
* Metrics

H&igx

/A Important

KIETIFEA - 2026 £ 9 A 30 B , Amazon FEIEXNEZEF. Amazon App Mesh 2026 &
9 B30 BzfE , B8 FEBiHE Amazon App Mesh #24|& 5 Amazon App Mesh ®iR. B>x
EZER , BHREEXEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

BIEEMT QAMELMXE , B SUEEEE Envoy THR BE, BRFIES , XU TELT LMED
M 632 4w THEREN B EILRKEBD o

CE3EES =


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-logs.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/tracing.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Logging
HTTP access logs path - aptional

The path used te send legging infermation for the virtual nede. App Mesh recommends using the standard out /O stream.

Jfdev/stdout

(i) Logs must still be ingested by an agent in your application and sent to a destination. This file path only

instructs Envoy where to send the logs.

EEERT Envoy HE B& /dev/stdout B BERIZFREERE,

S Fformat , BIEEFRMARENKERNZ— , json H textMERX, json FKEVFAN HFEHEGR RN

JSON 4513 , RIEBEFEAEEL Envoy,

LLTREHRERT A/ Amazon CLIF{#ERAR JSON RRFER.

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should

"json": [ // json will be implemented with key pairs

{
"key": "string",
"value": "string"

"text": "string" //e.g.

%SREQ( :path)%\n"
}

/A Important

be specified

"%LOCAL_REPLY_BODY®%:%RESPONSE_CODES%: path=

FSLRELNMARKIZEN Envoy B , BN Envoy FHEL EH A FHRMPERFMHE

AN

error state &,

BEIEH
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&M /dev/stdout &Kix Envoy iHRI &R , 145 Envoy RS AEEBE—. BuLERIRE
Docker BERFEFFHENS HE CloudWatch B EEZE# M EIRS ( H130 Logsawslogs ) » BHX
EZER , 55 (Amazon ES3 FAARERM) PHEA awslogs HERFEF. ENXFH Envoy
R AR (MAKEM Envoy BEFHE ) , WEL ENVOY_LOG_LEVEL fi&E N of f. BALEN S
A FR/E SREQ_WITHOUT_QUERY(X?Y):Z% ﬂéﬂiTmélﬂ%ﬁ%E’hﬁvo BXRRH, BES
FRegWithoutQuery #XILEF. BXEZEE , 2 Envoy XHFHIER A F12F,

1£ Kubernetes B AifE A&

£ F3i& A T Kubernetes #9 App Mesh Controller B , &R SUBE I B E B ERNEIE AT SHES |
NELETIEEHEAE , T REIPTR.

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

B E B ﬁﬂﬁiﬁﬁ%ﬁ?“bﬂﬂl%ﬁgﬂiﬁ , 5130 Fluentdo BXEZELE |, BESHE Fluentd 1R E
3 DaemonSet @ BE %% B, CloudWatch

Envoy 25 &fiFid BEMNETIEREBE A stdout, XERAENFIRAT # Envoy 5 App Mesh £
B{E# service-to-service REIFEE M, ATLAEA ENVOY_LOG_LEVEL SR ETEFH BELRMISE B ER
IJo ﬁjyu J‘/LTIZ'K;E ﬁ ﬂlit H n_,\/T\pi-J 1?{ A& PSRN Envoy qu%}E HTTP -lﬁ:.kIEEEE’J%ﬁo

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'

CE3EES 5


https://docs.amazonaws.cn/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
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Firelens 1 Cloudwatch

Firelens 2 — A8 A EEET , (RATBLAXRUE Amazon ECS B HE. Amazon Fargatef& A LATE
RN REIFEEES R BIEGER Firelens B9Amazon =4,

BRI LA A CloudWatch kU A &E B FIEIR. &R LAE App Mesh XK S H ISR El o
CloudWatch F#HEIEZE L,

£/ Envoy BB BN ARR

/A Important
KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &

9 B30 BzfE , B8 FEB i1\ Amazon App Mesh #24%|& 5 Amazon App Mesh ®iR, B>x
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

Envoy ffEIE#RD N LT EEKS -

« THE—5#ARERNEENEREXWIER,

- b5 HEENRER HNEREXER.

« RSSE—HR Envoy REPRASHENR. P SFENERSITRIBHS BRFZERNER.

£ App Mesh 1 | REAEE LM THRARE. 0 , Envoy MG F F ix U R 895 R AR 88 R
ZRBAEWIBERBENTERE, NTROXEFRFEBEN LEMTERE , App Mesh IRIESER
RS AERHRE S B3 —F3F Envoy FBFRHEITT 93K

« AO—EREENRS BN IEZENBE REXWIERMER.

- HO—E5kBZNERESBIF[HBELREERN Amazon ECS 1% Kubernetes 254 (pod) HYEE
MBERERBIEFRFEIR,

TERERTREMERS AR ZEANBERE,

Firelens 1 Cloudwatch 153


https://www.amazonaws.cn/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html#cloudwatch
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

W

RRGBELE

T % Envoy MM{AIE & &K M 4% SR H R R AR S BSR4 App Mesh FEX K BRRIEEFTA. UT =2
App Mesh ELEHIEE Envoy &R :

o MTER—REMWT NHFEEN RO, E£LED , App Mesh J i AEH Amazon ECS F5 5
Kubernetes B84 (pod) WREBMET —MAOMWEE , HABTRSAENRENET —NHO
AT ER .

- B REEENRAREINN LFERSNWE4L. £ App Mesh # | BHIRS B 2R UK BB RS
AAEEFNAEEMELT RBRTAEH.

« BREXERENNTEEMEHELNEE. eSS NETE B RATRBENRA AR ERRIEE
HY B PRERET.

- WMANMERAESE— LSRN IP #hit, Amazon Cloud Map 3 f B SUEY IR S5 K T &
BY , App Mesh &R BLHY AR S5 SEHIE N s QAR R & BN IERV K,

- R XLRBEREFRRFENMBRLAMN TLS iEH. 2% Amazon Certificate Manager FAEZE F
U MRS BRE B A KRIRET , App Mesh £ F AR MBI PEN BB RRREZEHRE,

App Mesh A —HWH KW E Envoy TR , B0 A AX LR RS MRHEREK,

TR T ER M SRR I B 5 RN T E## Envoy 7 App Mesh HHIIERIEREE,

T BR & 75
ERAU TR & yrss

lds_<traffic direction>_<listener IP address>_<listening port>
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FREXFTE Envoy FEE T AT IATER

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

{# A Kubernetes CNI 43k IP RMN , Amazon ECS 58 Kubernetes B854 (pod) FHIRES
EmEEI%wA 15000 1 15001, App Mesh fF Envoy BLERIXFAMIWES , LUHEZAD (£ A) FMEHO
(&) RE. MRERLHELST R EZEREMUTES , WARMEEA OMRITES,

SHEW

REBERERUATHER

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

BHRSSENMNELT RBENEUT SBA HCHER. MATATR , App Mesh I TE Envoy ZFiliz
ITHIRS I - &8 | MERETUEELEAORE,

flan , MREF—NEH my-virtual-node WEEIT R , AT MU O 8080 £/ http RE
HAZEBRTRIMTERN my-meshfIMEA | N App Mesh 28|IEZ —1HEH cds_ingress_my-
mesh_my-virtual-node_http_8080 W&ER, ZEBFXZH#H A my-virtual-node BREBBHR
EMNE Wi,

App Mesh BT A BIZ L FRE W TN S HRER, XEHMEFT —EXNTEEMERPAEE LR

3
WMo

« AT EM Amazon IRSHVES, RIAVBRT |, XA A S8 5 R K25 Amazon AR

%:cds_egress_<mesh name>_amazonaws.
 ATHEBMXHITHENER. E—RUNELEhZEK SR -

« WTFHEAMIFER : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>

o JWFZAMIWES : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>
o HIBMFER Envoy ZAXIBRSKRFZHAN , BUUNHEHE VKK ES | Hl

TLS : static_cluster_sds_unix_socket,
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B 72 FF 48 #r R

7 7588 Envoy FRTAMIES: , M T REINARFEE=NEUT R, TR IEFHE RS .
EEGEHESMNEE , ERENT 2RI Envoy HIERP, U REIF , FIERSERERD 8080 L
{5107 http 2.

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Semice

BAVEDCFIAELT B ENABLE_ENVOY_STATS_TAGS=1 RINEIMEHZETH Envoy RIEARSE D, X7
NREBRENFIEERRIMATEREE

* appmesh.mesh
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« appmesh.virtual_node

* appmesh.virtual_gateway

XERFIRENME, BT KSSEMMKAI RIS, LA VF6E R MR R R PR ER.
RIRB R
RuGELT RBNREERUTHIR

« WAMIYTER AT AQMEORE
* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- WAHOKE  KRBPELT RGN
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- MILARS BRI A D& -

* cds_ingress_online-store_website_http_8080

0T BR3P R B

« listener.0.0.0.0_15000.downstream_cx_active—& Envoy BEBRA O M EEZE

« listener.0.0.0.0_15001.downstream_cx_active—& Envoy BEBKH O MEEZES, &
MW AREFESAMRFELNEZISELITEDP,

« listener.0.0.0.0_15000.downstream_cx_total—5 Envoy FJ A O M &% S B,
« listener.0.0.0.0_15001.downstream_cx_total—5 Envoy B9 H O M & IE#EE S8

BXEEMYTERIER , H5H Envoy XHEFHHEITEE
SRER RO

« cluster_manager.active_clusters—Envoy BESZRBIED —MEZWER L,
« cluster_manager.warming_clusters— Envoy & RiEZHNER BB,

AT ERIEREAMNBRN cluster.<cluster name>.<metric name>, XEEHREZEHRENARE
FROIFRER , AMYE Envoy sk H -
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total —MILF™= RifE < B R ERE LB,

» cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail—M s @mi¥1E < B kMAYERE LB,

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure—M ¥~ RiFHE 2 BBTRREE KW LB

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_total —fEMILF = miF¥E 2 AR EHEREH,

 cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time—7E Mk F ™= RiFHE 2 A 12 H B & R AT B2 AV it i) o

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx—M It M= miFEF WS HTTP 2xx TR A B E,

BRTEM HTTP 184R& |, BZH Envoy XHEFHLEITE S,

EEARSSBRIEIR

Envoy 22X 5HE App Mesh 12 HIERHAEZHEXKIIESR , App Mesh #ZHIEMRFE S Envoy HE
HRE SR, BMNBNEAEEEDW—LiER , MEERESZEFERKNEBFARSNEHER, S5EFHFE
HEHEEDIRER AR EENRIETEM App Mesh EWHEE , 2#EEX App Mesh #1THI M
1‘% APlSEE&o

« control_plane.connected_state—HREEEE| App Mesh i , IZIEFRREN 1, BNH
0o

« * update_rejected—Envoy E4NEEFHER, XEFRATHAFEESIRERN, Fiw,
MR ERF App Mesh LB M Envoy FoiE BRI XA AFIERER TLS i , M EZIEHEREFN BT
WIE4E

- WFEELEFHOMITE , HITHIEF N listener_manager.lds.update_rejecteds
s WTFEMBIELNESR  KITHIEFN cluster_manager.cds.update_rejecteds

- * update_success—App Mesh BIIEFHRENE B X, HPITEFAFE Envoy BEFITRIER
BB ERRAR.

- R Listener FFAEI , NS iTHIEN N listener_manager.lds.update_success,
- ERINEFESH , RITBIENRAN cluster_manager.cds.update_success,
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BXREBRS[/IEIRE , 55 H Envoy XHEFHNEERS R,

SHER

/A Important
KIETIFEA : 2026 £ 9 A 30 B , Amazon fFELEXMXEF. Amazon App Mesh 2026 &
9 A 30 BzfE , B9 FEBih1E Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EZER , BHREEEMNTHE Amazon App Mesh | Amazon ECS Service Connect.

Envoy 2R B W SR THESREURAUMBEREN S MEENSITBIE. ETHABX Envoy &
HERMESZER , B2 Envoy XHFPMNEITES . XEERTESAEERRKRO LW /stats i
RIRE , BER 9901,

stat FIRLBMAE , EABRRTEEANREMITRERSMNMITER. UTRET — L5 7KK
BAE R XA,

/A Warning

MREFEMITREN AN ZOTEREE , ATEFH T TRATHEITEIR , BAELHIRE
KA,

BB UEMSEA Envoy 1% 1.22.2.1-prod RESRA, XEETLLTE Prometheus ¥ =
REEIRCNVIERER,

B {RUTES (SL)/m A ingress”l  ZITES (ML)/# A “ingress.<p

eI BT ARITER rotocol>.<port>"{51 7 25 Fi £ A9
HEHER

http.*ingress*.rds http.*ingress.http

.rds_ingress_http_ .5555*% . rds.rds_ing

5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics

Amazon App Mesh

RAriEmE

BT EF (SL)/H A “ingress™i
s RN ESRITER

listener.0.0.0.0_1
5000.http.*ingress
* downstream_rq_2xx

http.*ingress*.dow
nstream_cx_length_
ms

BXRBUHTRRANESER
Envoy REEE R H.

A Amazon EKS B App Mesh #J Prometheus for App Mesh

/A Important

ZITEE (ML)/7 B “ingress.<p
rotocol>.<port>"{i ¥ 25 5 % #Y
¥ﬁ/)bl+1§z§\

ress_http_6666.ver
sion_text

listener.0.0.0.0_1
5000.http.*ingress
.http.5555*.downst
ream_rq_2xX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress.http
.5555* ,downstream_
cx_length_ms

http.*ingress.http
.6666* .downstream_
cx_length_ms

S Envoy TR SITIES, BXEERANESEL #2828

KIETIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNEZEF. Amazon App Mesh 2026 &
9 A 30 BH2/E , BT EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh &R, BX
EZER , BRI IEEXEMNTE Amazon App Mesh | Amazon ECS Service Connect,
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Prometheus 2 —MFREZENEBRTELS, EHN—MINEREE—MAMERNESX K HEMRSEFE
. B> Prometheus WEZELE , 5 Prometheus X MR, Envoy ATLUER H&itis aE
ASH /stats?format=prometheus & Higtx,

Xt F A Envoy image build v1.22.2.1-prod & |, EEWR NN E LU R A OMTER 45 E
St BIE

« appmesh.listener_protocol

» appmesh.listener_port

LA 2 Prometheus BRI EF R ITHEN LR,

« wA‘ingress’MITER AT BRMNMBSLITER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

- wAingress.<protocol>.<port>"f ¥ 5 1t B #E + Appmesh Envoy Image v1.22.2.1-prod S E S R4

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-

vn",envoy_response_code_class="2",appmesh_listenex_protocol="http", appmesh_listener_port="555
20

- T H“ingress.<protocol>.<port>"HI ¥ 5 it B #E + B E X Envoy Imagebuil

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

W FZAMIAFES , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port> $FHEH R H I

EMUTERAY

« wA‘ingress” TR RIRNINEBLITER

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-
mesh",appmesh_virtual_gateway="tellergateway-vg",6 Mesh="multiple-listeners-
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mesh",VirtualGateway="tellergateway-vg",6envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

. HA"“ingress.<protocol>.<port>"#I ¥ & 1T i iE

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"3} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"3} 0

%% Prometheus

—

F EKS ZF#ERINE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Prometheus

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus 7=~

LA &7 Prometheus K A 174 PersistentVolumeClaim BIZRI R4,

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus
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£ Prometheus BIEZR

- 48 EKS B App Mesh — AT : Prometheus

EEL 5% EKS # —F 7 # Prometheus 1 Prometheus

« Prometheus 314
« EKS — Prometheus B2 &I E 4R ISR

CloudWatch & F App Mesh

/A Important
KIETIIEA : 2026 £ 9 A 30 B , Amazon FELEXNMXEF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI IEEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

CloudWatch M Amazon EKS [8 & 3% 45 411 $dE

A LU CloudWatch RELZERFENER D , HEEEENMNKREBERKREEIRFE, MRRESR
& Amazon EKS &8 , MW LURBIES: : FF/8 Amazon EKS Y App Mesh BV IR B2 — NEEE,
GitHUbZ Al AR BRI A BES T RAINAREF TR B SR/ L,

ERNENERFREEYEN IAM NRHLZERE |, FRBMEA Prometheus 18R &E %% CloudWatch 18
B SERETIRE, BRIAZEEE Prometheus HTEEE |, ZEESIRINE W Envoy ST 5EF
£, BXEZER , HZSH App Mesh B Prometheus $E#7,

EGEEENE B EERENIEIRH App Mesh BE X CloudWatch #Z#IER , FREBEEEFEEN
Prometheus IEFREER RN T RHATIRE, HREH A App Mesh NAREF , BHNE RN HRIEFTME
Ri By FE#Ro

1k 3EPR CloudWatch

App Mesh fEirY BB T —2B o BRI , ALERATHREEMNBIELN R RENITH. BT
CloudWatchf{ 2 X #F4EX Prometheus $8%r , FE LR o] SUR A IMEE ERIEFR EM Envoy FRIZEEVH X
EEIMHEPR, CloudWatch

BRI SERNWIERYT BB P IXEER Prometheus FEIEFRAY R B,
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md
https://prometheus.io/docs/introduction/overview/
https://docs.amazonaws.cn/eks/latest/userguide/prometheus.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
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CloudWatch =45l

B A LLER A Amazon R HI17f# E CloudWatch R EIH ROIEE,

£ A B CloudWatch

« ERAIN App Mesh FRit & H R INEIEF B EiEFKINEE.
« 48 EKS B App Mesh — AT M EH : CloudWatch
- 7£ ECS LA App Mesh WIigHrT B

App Mesh BV IEFRY B

/A Important
KIEXIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNEIZHEF. Amazon App Mesh 2026 &
9 B30 BzfE , #9F:E£BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
BEZER , BRI EEXEMNTHE Amazon App Mesh 2| Amazon ECS Service Connect.

Envoy £ B T HBBEMER , BD AN TRENEE, XLEERES App Mesh BIXER 5 T H T &£,
REMBRSME , REVNHTUEERTEMURS EEELENEUT RPELMKEE.

App Mesh 1EART R8T EEMNMEFEZITH Envoy I, LHIERINGEARIFRIER HEAMER , XU
THEENNRF, XN TR TEEIRAM T BBETE App Mesh FE LAY ARLE B R
BT R

EZ A App Mesh E#T R |, 159 HHETE APPMESH_METRIC_EXTENSION_VERSION iR &R 1.
APPMESH_METRIC_EXTENSION_VERSION=1

BX Envoy MIRTXERENEZFER , BZH Envoy lEETE,

BEAEREMEXAVIEIR

* ActiveConnectionCount
 envoy.appmesh.ActiveConnectionCount— JE3I1H) TCP E .
« R3F-B#%&, VirtualNode, VirtualGateway

* NewConnectionCount

« envoy.appmesh.NewConnectionCount— TCP M 5,
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https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-a