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serviceb.apps.local , &3 DNS KMERT S AR THEFRRS. TE , /‘i’?_ﬂ«)\ﬁﬁﬁﬁfﬂg’EﬁW
fR%5. Amazon Cloud MapRE AT SR A HTTP/2 B 7EEw A 80 J:bl‘i" RE. M, EXEFHEAH
WHZETRAKRE, BNEEENSRFA N serviceBv2 M serviceA SIZELT =

Amazon Web Services Management Console

1. WNTEETKER , WA serviceB,

2. WFRFZEMAE , % DNS , HF HIDNS EH B A serviceb.apps.local,
3. HEMWHREET , APVGEE http2 , FEROSP , FA 80,

4. BYE | FHIEE Nexto

Amazon CLI

1. FEAUTABRBIEEZNRN create-virtual-node-serviceb.json BIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
]I
"serviceDiscovery": {
"dns": {

"hostname": "serviceB.apps.local"

HR2 EEATR 8
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2.

}
iy

"virtualNodeName": "serviceB"

}

5/ JSON 3ZH-1E 1 A& A create-virtual-nodefs SRl B E LY =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

PR 3 ;02 RE SRS B 25 M B

ELEARBEEMEP IS IEURSHRE. BXEZER  FSAE MR HBFMEL.

BIEUT &R :

« BA serviceB WENIEAES , AH serviceB.apps.local EEREF 2B SEMEMRS
HHEEE. FidE , B2 tBNELIRS 2R serviceb. apps.local lRFHHR. &R
SPREBELXXDELKAEE, ELEEHARFA HTTP/2 thiVERO 80 LMWHRE. i, EXFH
M

« B serviceB HEEH. T 100% HWREKAEIserviceBER TR, N serviceBv2 E#TT
R, EHRENSRIPEINNE, EAREBPIRENSE , EEATUREHIMFAANTEESYE , H
WINERKE , AT Envoy REBEEZEEFRBNSZ XS HTRERETE T Ko

Amazon Web Services Management Console

1.

N o o b~ w DN

NFELERHIFEN , fA serviceB,

EMUTEREET , AHBUER http2 , H HivOIEE 80,

NFRBBEN , WA serviceB,

NTFHERE | EF http2,

EEMBRETHWEL T REHAP |, %82 serviceB , HRNERA 100,
ErEEEET , & —MH*,

BHRE | FIEE Nexto

HPR 3 1 O RE UK AR A% B 9
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Amazon CLI
1. BIEELEHEE.
a. FAUTABBERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. /A JSON X #4EJ i AE Acreate-virtual-routeris S 8l 2 E IR S8,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIERKA.
a. FAUTABRBIEERN create-route.json BIXH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},

HPR 3 1 O RE UK AR A% B 10
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. XM JSON X#HER A , fEH create-route p R BIZEKH,

aws appmesh create-route --cli-input-json file://create-route.json

HIR 4 TR CIE

BIEZ AR BA B RZIRE

Amazon Web Services Management Console
MRFENEMWoHTEMER , FEBERE, EENRERIAEE | ERCIENE,
RERBRETRECUNENFTEMNBRIR, BANBTEREEMRRKEEHSPEF VRN EIR.

Amazon CLI

5 describe-mesh T S EEFTEIEMIENIRE,

aws appmesh describe-mesh --mesh-name apps

& & R {F M describe-virtual-servicefin S0 EWE R RS HIZE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

B E & F Hdescribe-virtual-nodefr S Bl 2N ELI T SHigE.

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

B E & Bdescribe-virtual-routerfn S I Z M E LB HEEMIRE .

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB
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£ describe-route R T EFFIANERKHNRE

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5 IREMAR
ERRUGE  AEERTATRE

« BIEBAN serviceBv2 PWEHKIT R , ARB N serviceA WELT Ko XFNEHL
TREES HTTP/2 Mk A 80 MITER. X F serviceA BRIT R , HEIREERN
serviceb.apps.local, R H serviceA BB S E B RESFLZEEEZ R

serviceb.apps.local BWERIERS. i%ﬂﬂ'ﬁﬁqﬂﬂiﬂfﬁén , BRI UNER T RIEEATE

AT5 IR B &Ry AR AR

c BABE—NEBANWELRS servicea.apps.local , ZRENMEREERE XX
FlserviceAERIT &,

s ETEL—SFSHBIER serviceB A , LAF 75% WREXRIZS] serviceB BT R , I 25% Y

REEXZEE serviceBv2 EBHRITT R, MEENBNHE  BAHRESHINE , EF serviceBv2
IR 100% IR E. HAAEREARES serviceBv2 [§ , B AxAHFEH serviceB ERIT &

FEBRERSS . EEXINER , FEENRBH#ITEMEHR , A serviceb.apps.local EERS
BHMEFRRES BRI ERE., B8 —T | serviceb.apps.local EINRS FRELIE T E LA

Hes , ZEHERNRERHIELT Lo BT RBIRS R & 75 AR B,

Amazon Web Services Management Console

HEEMSMERS , EEME,

ERHE L — SRR/ apps M.

EEMSMERS , BREUT R

IR E LT Ko

NEBTT RBMBA serviceBv2 , NIRFKIL T XL DNS , 7#79 DNS EHBHA

sexrvicebv2.apps.local,
NFMUTEREE , FIPBGER http2 , HEWOH |, WA 80,
7. ERVBRENT R,

8. HRERVEELTR, NTELTREMN , WA serviceA, N TRFKMAZE |, &EF
DNS , 9 DNS #l& %A servicea.apps.local,

o b w0 bnhp =

o

SR 5 QIEEMRIR
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9. EHMEBWHTHMAELRSZEMT , WA serviceb.apps.local,
10. EMWTEREET , AHUCER http2 , HEROFHA 80 , AFEFRVIBELT R,
1. EEMSMERS , ERELIRBAR , AEMIIRFDIERF serviceB ERERHEER,
12. ERET , ERFEL—SPORMNEN ServiceB WM , ATEREE.
13. ZB#. EUTREMRT ,  serviceB WINEEELA 75,
14, ERBRMEIR , NTHRFIRFIER serviceBv2 , REFNEFEIRERN 25,
15. BEERF,
16. EEMEMBERT  EREMRS , RARERVEELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEFXREFEELAT R , NELT [IEE
serviceA , AFEFEVNEE RS,

Amazon CLI
1. BlZ serviceBv2 E#lT =,

a. FAUTABBIEENRN create-virtual-node-servicebv2.json FIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"
}

b. GIRELT R,

SR 5 QIEEMRIR 13
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexvicebv2. json

2. Pl serviceA ERIT R

a. FAUTABEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEL—SFFEIEMN serviceb.apps.local BIMRS , UFHEREXRIET serviceB &
PR, RYLRERRSH , efanEAuE R ERE , AN RAKLE serviceB E#l
SR,

SR 5 QIEEMRIR 14
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a. HAUTARARBIESZN update-virtual-service. json B934 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. fEMupdate-virtual-service®s 5 B HE AR S -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., FEHHHEL—FPEIEHN serviceB EEo

a. FRAUTHARERN update-route. json KIS :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

"match" : {
Ilprefixll : II/II

SR 5 QIEEMRIR 15
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}
I
"virtualRouterName" : "serviceB"

}
b. £/ update-route Ta R EHE A,

aws appmesh update-route --cli-input-json file://update-route.json
5. BI# serviceA EBHRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local"
}

b. BIEELRS

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

RIERHE

HERERRSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEFRARS . BREFRBRFZ 2, IELEEF —MREME , HHETEA
DRREFRIRFSHA T RIR

s INERRS. AEEIELANMBEREM servicea.apps.local EBRIRS K£EEF
serviceb.apps.local E#\RS

« =LA serviceA, serviceB fl serviceBv2 WEMT K, Envoy REFERARNELT SBEEHN
RS A IEBREREFRIRSH IP tbik,

SR 5 QIEEMRIR 16
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« —MNERIEHEE , HERAEET Envoy RIEF 75% W AMRERMBE serviceB BRIT R |, 25%
NHRERBAZE serviceBv2 E#RIT =,

T 6: EFRS

BERNIEE , BEETRUTES :

« RFBEFI Amazon ECS FXIREEBEMN Envoy REBIEN— MRS MNELT REBEENNR, Fxm
MERERENNESZELR , BSRRAEEN,

- EHENINE Amazon ECS EHENRS , AR Envoy RE,

AN

Envoy A25EZ Amazon Identity and Access Management &E#& 3 8EXT & X B App Mesh RS HYE K
H1ITELZ, XIFEH Amazon EC2 B R ZFE M Amazon ECS £% , iE BRI MK BEHIABRITS
IAM £, 7£ Linux &85 L{#H Fargate ZfZE M Amazon ECS 5T E 15 0124354 IAM B & STHHIE
P D# EC2 THIERSE T, EREREI , BX4TF IAM E5 A GEM MBI Linux X E EEFEH
Fargate /3 s X 2 BN EMES

R Amazon EC2 B REMEMES , HATEZBRLIE EC2 THIERS R ( MESH 1AM £
BRNEEERPRE )  NESFNZESHNES IAM B, &5 EBAKAISES R B &Lk
=1 1AM KB, ISR PR,

EEHMESEN , BFEH Amazon CLI

{R{E A Amazon ECS Amazon CLI &S register-task-definition, FTEMRHIMESENETRT
W R BB BRSSBLE App Mesh,

(® Note
ToiEBd 414N Amazon ECS ELiE App Mesh,

ESEX json

REEE
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E[EH Amazon ECS BRSSELE N A App Mesh , BHRSHESEX M REG U TREE B
Do NREBEE type iREN APPMESH , 3 containerName BIEN envoy. HN#IRBIATEM
=

IgnoredUID

Envoy REFSEHEREFERALLAF ID WHENRE, Sl AMEHEEREMENTMAR,
ID , 1Btk ID MEFSTENLHH Envoy BESH user ID #E, LLIEE AT Envoy ZEEEB SR
E MEREARE., HTHEERR , BNV RGIER 1337,

ProxyIngressPort

X2 Envoy fRIEAZBRM AR H, FLEREN 15000,

ProxyEgressPort

X2 Envoy RERSBNHEORO, FIEIRERN 15001,
AppPorts

EEENNARFARETNAMAEAMEO. ERAP , NARFRRERD 9080 LM, &
EERN RO MM E T RUYTeR L BB/ RO TE.

EgressIgnoredIPs

Envoy F&NREREEXL IP thit, FIHEIREN169.254.170.2,169.254.169.254 , X
T2 D% EC2 TTEIERS M Amazon ECS S i#iEAK BT A, THIEHANESEILFR
1AM A6, ELURME bk,

EgressIgnoredPorts

BAIBURIEGES 2 RBIVIR O 5IR. Envoy TERABRAEZXERO, BMEEREFIHEMR
A, W0 22 iR 2R,

® Note
RJ LA Z2 B Y B K W B s D 800 15

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [{

"name": "IgnoredUID",
"value": "1337"
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3,

{
"name": "ProxyIngressPort",
"value": "15000"

3,

{
"name": "ProxyEgressPort",
"value": "15001"

3,

{

"name": "AppPorts",
"value": "9080"

},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
}

N RATEFAES Envoy KEIN

BNESELHPHNABRFBRSLANES Envoy REXRS|ISHNBEI2EFEER3N. I THERIXA
BRRE , REEEBIMNNABRFESRENPIRE—1dependsOnF 7 , F1F Envoy AR E
AHEALTHY, ATHKRBERTSEUKBBNNARFARENL R, AT REATHAMERERHZX
TN, BEEMELEXEN  BEENRXIEWreplaceable,

{

"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

1,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"
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]
}

Envoy BEE X
&8 Amazon ECS F55E X492 E App Mesh Envoy BESHE %,

FIE XX ER AT LARegion-code B Ame-south-1, . . ap-east-lap-southeast-3eu-
south-1lil-central-1, MUANEMEXEHaf-south-1,

Standard
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
&F& FIPS trf

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1

Standard

772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-east-1

Standard
856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-southeast-3

Standard

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

eu-south-1

Standard

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
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il-central-1

Standard
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

af-south-1

Standard

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

cn-north-1

Standard
919366029133 .dkr.ecr.cn-north-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-prod

cn-northwest-1

Standard

919830735681 .dkr.ecr.cn-northwest-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-
prod

Public repository

Standard

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS #rt

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips

/A Important
N Z AR v1.9.0.0-prod HE SHRAE App Mesh —&EM,

SE| 6 BHRS 21
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£ Envoy 1l B HIRA & H X App Mesh WE R Z 8 , BB App Mesh Envoy BEEHR. BXE

ZEMER , BSHGCitHub B E [F&,

LT REIFHNFFIERMEESESNEN. FEEMELRNEYN , BFLENRXENreplaceable,

(® Note

« Envoy BERENSAFRIEN essential,

« BATEWN Envoy B2 B 512 4 CPU £tk ES 64 MiB WNTF. 7E Fargate £ , &7
NiREMNRKERNFH 1024MiB.

« Amazon ECS IREHEL T R BAMAIRE N APPMESH_RESOURCE_ARN BH4ME. ItE
MEERAL.15. 0K EBRAH Envoy HiR. BXEZEE , S H Envoy,

- user REMEMLNEESENREREFM IgnoredUID ELEE, FEHLRHIH , HTAIEH
MR 1337,

o WAETRHEITIRRKEES Envoy R EHS|S , AR/FEME Amazon ECSHR& HIEITIR
MEFHEERFBINARFRSS.

s RINBERT , & Envoy EIERMBEEFSIAB SR , App Mesh A ZE
APPMESH_RESOURCE_ARN HFIEEMN R EN B, BALBEIFAECSHEHRRE
APPMESH_RESOURCE_CLUSTER SMETZERBZMNIT N, WEMEFEMRAK 1.15.0 HEF
WA Envoy &, BXEZEE , HZH Envoy.

TR E R Envoy B8 E LR,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

15
"startPeriod": 10,

HPR 6 : EMRS
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"interval": 5,
"timeout": 2,
"retries": 3

1,
"usexr": "1337"

}

RMES E XL

AR =4l Amazon ECS F&E X E RN LR REIEHE taskB HESENLH, XX 55112

T FERARTER Amazon X-Ray I H ¥t Amazon ECS BB BIBESH R, BEFTEE
WiXtreplaceablefd , MERABNMES taskBv2 MG RtaskAFHESBIBRESEN . A
BB HRFE AT R B #E#: APPMESH_RESOURCE_ARN {B , 7 F &9 R B 12 FF 0 I B9 ik
OSREBMRRERE AppPorts B, BRIAERT , & Envoy EiEHRFMRERFSI A E S, App

Mesh 7 APPMESH_RESOURCE_ARN FIEEN R RN B, EAUBEIFAESHNEHRRE
APPMESH_RESOURCE_CLUSTER MELXERBZLITHN. AT ROAPHWERHBELEN. BLRE
MELENEN  BELENEXEMNreplaceable,

WRZREULE 2 R PATIRIZ1T Amazon ECS 5% , ML EEFIEES IAM BERNMEIRBIF,

/A Important
Fargate 4R KT 1024 MmO {E.

Example YL B ECS £5E XK JSON - Linux &85 L Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "0.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
I
{
"name" : "AppPorts",
"value" : "9080"
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RAriEmE

}I
{

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
I
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,

"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1.29.12.1-prod",

"essential" : true,

"environment" : [

.com/aws-appmesh-

HPR 6 : EMRS
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{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example & A F Amazon ECS K JSON E&E X £ Amazon X-Ray -Linux &35 L# Fargate

X-Ray AT BN EEXNARFRS THERNWEIE , HiRdt _IFH?TUJISIMLEE’JI,\O FERAERT
Envoy #J X-Ray Xz F , Envoy BEfE 6] X-Ray IR ERERER. BALUEA Envoy ELEE A X-Ray
RER. RIEEE , Envoy FIRERBIELEBER sidecar REEITH X-Ray HETFHERF , ZHEST
FREFERERES X-Ray RS, EFREAME X-Ray 5 , BRI LAERA X-Ray 2§ &k T MLRS
HABMEREBERFAEE. LT JSON RRATEB A X-Ray EFRHESE Lo

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
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"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
1,
{
"name" : "IgnoredUID",
"value" : "1337"
1,
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
1,
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
}
]
},
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{

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: Illll

15
"healthCheck" : {
"command" : [
"CMD-SHELL",

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

I

"memory" : 500,

"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

1,

-q LIVE"
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"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",

"networkMode" : "awsvpc"

Example &M F Amazon ECS FSE XK JSON- EC2 BzhZEH

{
"family": "taskB",
"memory": "256",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{

HPR 6 : EMRS
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"name": "appName",
"image": "appImage",
"portMappings": [

{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

I
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
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"networkMode": "awsvpc"

Example # Amazon X-Ray EC2 Bz & # Amazon ECS F5E XK JSON

{
"family": "taskB",
"memory": "256",
"cpu" : "1024",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
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"portMappings": [

{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1.29.12.1-prod",

"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
},
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,

"healthCheck": {
"command": [
"CMD-SHELL",

.com/aws-appmesh-

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
I
"user": "1337"
I
{

"name": "xray-daemon",

-q LIVE"
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"image": "amazon/aws-xray-daemon",
"user": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [
{
"containerPort": 2000,
"protocol": "udp"
}
]
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode": "awsvpc"

SRFEH
£ App Mesh TS 4 &EHE

SLERNBNRATHEEENARFNIBRENFTBENRE 2B IRRE, TE/ERIHEPERAS
MZITRR. MRFRAEEMAE , SLENBAUAFFREVRE BRAR, FAELEHE , &
B Z IR HE N AR TR 2B YRR E,

BRWMMAER App Mesh 3 Amazon ECS SRt @ 4 B2 LBMELEFEL , HSHMEH App Mesh AL S
# ECS lEHE S U4 EHENEE

(@ Note
BX App Mesh WE Z REIFEL , ESH App Mesh REITF 6 FE.
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https://www.amazonaws.cn/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://www.amazonaws.cn/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples
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AI7] Amazon App Mesh #l Kubernetes

/A Important
KIEZEFBEA - 2026 £9 A 30 A, Amazon fFEIEFHIZF. Amazon App Mesh 2026 &

9 A 30 BzfE , B8 FEBihE Amazon App Mesh #24%|& 5 Amazon App Mesh ®iR. Bx
EZER , BHRLEENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

LIREAER T Kubernetes B9 App Mesh #4188 Amazon App Mesh & Kubernetes SERAT |, #RATEL
EENAMERER , fluMig, EORS, BEET R, ELEEHASFFNET Kubernetes WEEH., B A
LLE 3 Kubernetes B84 (pod) HSB A7 0 App Mesh sidecar BEs %, AR SETRER
F Kubernetes 9 App Mesh 2 HIZFH R 3 , AMES ALLERK.

LU Kubernetes B E LR RENX I BMH 718585 : meshes, virtual services, virtual
nodes M virtual routers., BHIFHFRVEEBENERNAIZE, BSRMPBER , HES API EX
R App Mesh the section called “P#&” the section called “EE#ABRS”. the section called “EE
TR, the section called “BEHAR X", the section called “PX<HH", the section called “KE & H
25" ( ‘21& the section called ‘B4 ) Rk, ETHRELSFERI N EHEBMETE , HSRGitHubIN
Ho

BRHIESE ST HE— Webhook , UL T B EAMRERIEER MM Kubernetes B854 (pod) #,
« App Mesh Envoy X2 - Envoy £ 1E App Mesh 2 HIEIRPEXNEERBENNARFRERE
ESEEP N

« App Mesh (RIBIEHEIEET - EFNAE4A (pod) ME &R ZEEFET Envoy BEHE&E AFE HRER
iptables #lMl, HABFEN Kubernetes init BEHEITEREFA (pod) H,

FRFMF

« BT App Mesh 15, BXEZEER , BHSH 142 Amazon App Mesh ?
« BXt Kubernetes I 8FF TR, BXEZEE |, 557 Kubernetes XHHH 1+ 4L =2 Kubernetes,

- BHE Kubernetes &8 . MREEEEEE , HZH (Amazon EKS AFERE) FH Amazon EKS
All, MRREL D EIZ1T B2 H Kubernetes &8 EC2 , E#{x Docker E&EX Envoy H&ATE
ML S ECR FHENFHRIE. BXESER , 5W Envoy 5. (IDEEHERIEIME
BFEE) HHEMR S HRIER Kubernetes LRI I MNFAE JEM R P IREVE B
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
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+ App Mesh X#F1E DNS # EMEY Linux BR$S Amazon Cloud Map , REFWERMAEZ. EFEALLA
136 , ROMNBWERE=T2 M2 DNS WINERSF. ZEBEHNRRSBBRENERSHER
serviceA, serviceB # serviceBv2 , H B LAEE N apps.local Wan & Z=E P RKINFTE R

%o

BERZFAEE , BEUUERSAERERE , BEFEXRRS 28 , BELEERMNIE,

« B%% Amazon CLI iR 1.18.116 E SARAE 2.0.38 REF KA. BERXEHFH K Amazon CLI
ES %% Amazon CLl,

- BLENSEH Kubernetes EEHEEM kubectl EF k. MRBIEFEFEH Amazon Elastic
Kubernetes Service , M AT A A A F &% kubectl MEE kubeconfig XH4HIHEHA,

* Helm iRZ& 3.0 IESRAELZER, WRELRXBELE Helm , S (L S# EKS AFERE) SV
Helm 511 5# EKS BE& o

« Amazon EKS B #&f IPv6_ONLY X X%3F IPv4 _ONLY BAXX# IP Ei&1 , BN Amazon EKS H &
N FFEEBNIRME IPVvL HRESN IPv6 REMNAEA (pod).

FIRLBBRELBRIRESHE N serviceA, serviceB M serviceBv2 , FEAUEEZ R
apps.local WarAZRPXAFME RS

SR BREKEAH
EERE S App Mesh £E5FEANASA (pod) WENERD | RE—XRERAH.
ZRERA M

1. EEENRRIBREE-NRBEREMRITREGR[OES, NRECRETRITR , RETAZE
REERE , WANATHHAST—MAE  REENERRETRE T RITH

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

WEMIAIRE Your cluster is ready for upgrade. Please proceed to the
installation instructions , MAIBASZERMIT T —FH, MREEREREER , MEELTK
ARL] , REBHRE, EXARMRITHRENESZER , BSHAH. GitHub

2. ¥ eks-charts F#EENRNME Helm,

helm repo add eks https://aws.github.io/eks-charts
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-install.html
https://docs.amazonaws.cn/eks/latest/userguide/install-kubectl.html
https://docs.amazonaws.cn/eks/latest/userguide/create-kubeconfig.html
https://docs.amazonaws.cn/eks/latest/userguide/helm.html
https://docs.amazonaws.cn/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
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3. %% App Mesh Kubernetes B E X &RE X (CRD),

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

4. RIEEFIZFBIE— Kubernetes 88 ZE[H,

kubectl create ns appmesh-system

5. REUTEZE K UEERESBEHER. ¥ cluster-name M Region-code BN M EERH
=

expoxrt CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

6. ("i&E ) RGBT Fargate Liz1T1RGIER , WHEEE - Fargate BLEX . WREME R
eksctl %% , i5SH (Amazon EKS AAFIERE) eksctIHFMZEIH R, MREFEFERIEH
ARBREEXH , E5H (Amazon EKS AAF#EM) PR BIE Fargate BLiE X 4F,

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

7. REBWEELIE OpenlD Connect (OIDC) 1R HE, MRARETE eksctl , MATSIRR
{Amazon EKS AIF{ERE) FLEHAR eksctl EMRARET, NMELHLEFEAREACE
RUHRS , F300 A mazon EKS AFEBHHNANERFLHNRSKFEA IAM A6,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

8. BIZ IAM & | Mt AWSAppMeshFullAccess 1 AWSCloudMapFullAccess Amazon i &
K, FNHEHHES appmesh-controller Kubernetes BREIKF . iZ A G FERHISFAEH R,
Tl F15E 2k App Mesh &R

@ Note
Zwm S EAEHERNERLE— Amazon IAM B, BEEEECIEN IAM BER
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https://docs.amazonaws.cn/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.amazonaws.cn/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.amazonaws.cn/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.amazonaws.cn/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.amazonaws.cn/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
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eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREBEENRFEH Amazon Web Services Management Console 8122 RS~ Amazon CLI ,
BEZ# A mazon EKS AP RPN ENRSIKS 012 IAM AKX, WREEMA Amazon
Web Services Management Console 2 Amazon CLI R/ , MAEENZA @RS Z
Kubernetes BRF kS, BEXEZER , HZH (Amazon EKS AFEmM) PRI ERF LHRSIK
FEE IAM &6,

9. #B%E App Mesh 1225, BXAMBEEREERTNIIR , FZH LMEE GitHub,

1. BERABEEEHEE App Mesh #2588 , SN EEZNFAE T RZ A App Mesh F RS &3
Amazon VPC iR, BIEEEIRE accountId,

--set accountId=$AWS_ACCOUNT_ID

EEAEEREPFA X-Ray BEE , i85 A X-Ray fl Amazon ECR Amazon VPC R, 12 HI88
ERIAEH public.ecr.aws/xray/aws-xray-daemon:latest , HitiERF ARG B A b
HEHHEEEEHANA ECR FHE.

® Note
Amazon VPC i 5 B Bi %3 Amazon ECR A B 176 FE,

BT RGIERAOAER X-Ray BB E2HI27,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller \

bl

e AR 36

Xt
P
"


https://docs.amazonaws.cn/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.amazonaws.cn/eks/latest/userguide/specify-service-account-role.html
https://docs.amazonaws.cn/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.amazonaws.cn/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/vpc-endpoints.html
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--set accountId=$AWS_ACCOUNT_ID \

--set log.level=debug \

--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

ERNARFHESELT RSN KHERN , FRIE X-Ray #ERTFHFEFRERIEA.

BEXEZER , E5H (Amazon EKS AFER) FRAAEEE,
2. WEMEEIE App Mesh #2FI25, AXAAREBETNIIK , HZSH LHWEE GitHub,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

® Note

WRIEK Amazon EKS EFRFIR IPv6 , IBEEE App Mesh 2 HIg56T @ £ BT H AY
SHRMEA TR IEEERZH --set clusterName=$CLUSTER_NAME,

/A Important
WMRIEWEBMNT cn-north-1 =% cn-northwest-1 & , N EEE B EA S RN
A&,

Region-codefaccount-id—HHENHEERN,

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com.cn/aws-appmesh-envoy

* 919366029133.dkr, ecr.cn-north-1.amazonaws.com .cn/: v1.29.12.1-prod aws-
appmesh-envoy

+ 919830735681.dkr, ecr.cn-northwest-1.amazonaws.com .cn/: v1.29.12.1-prod aws-
appmesh-envoy
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https://docs.amazonaws.cn/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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--set init.image.repository=account-id.dkr.ecr.Region-code.amazonaws.com.cn/
aws-appmesh-proxy-route-manager

919366029133.dkr. ecr.cn-north-1.amazonaws.com .cn/-manager: v7-prod aws-
appmesh-proxy-route

919830735681.dkr, ecr.cn-northwest-1.amazonaws.com .cn/-manager: v7-prod aws-
appmesh-proxy-route

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com.cn/
appmesh-controller

918309763551.dkr. ecr.cn-north-1.amazonaws.com. cn/amazon/appmesh-12#i25

961992271922.dkr, ecr.cn-northwest-1.amazonaws.com. cn/amazon/appmesh-12 i

i

Important

MRIEBHEE Fme-south-1, ap-east-1, ap-southeast-3, eu-

south-1, il-central-1 =} af-south-1 Xigis , MEBEREN G S P RMUTiE
I

Region-codefaccount-id—4AERKEERM,

« XF sidecar B :

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr, ecr.me-south-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

+ 856666278305.dkr, ecr.ap-east-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

* 909464085924.dkr, ecr.ap-southeast-3.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

7

i
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P
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» 422531588944.dkr, ecr.eu-south-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

+ 564877687649.dkr, ecr.il-central-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

* 924023996002.dkr, ecr.af-south-1.amazonaws.com/: v1.29.12.1-prod aws-
appmesh-envoy

« URIs AIMEE N HEHRHIRIAVE B GitHub, T REMGH Amazon IKF IRAEE

thvl.5.0, [BRRANEGIEE T D # Elastic Kubernetes Service T B R 2545165
3R ERY Amazon K,

o X TFIEHIERMA ¢

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

« 772975370895.dkr.ecr.me-south-1.amazonaws, com/amazon/appmesh-1Z#i
g5:v1.13.1

« 856666278305.dkr.ecr.ap-east-1.amazonaws, com/amazon/appmesh-iZ#i
g3:v1.13.1

+ 909464085924 .dkr.ecr.ap-southeast-3.amazonaws, com/amazon/appmesh-12 i
g5:v1.13.1

« 422531588944 .dkr.ecr.eu-south-1.amazonaws, com/amazon/appmesh-12 i
g3:v1.13.1

« 56487768767649.dkr.ecr.il-central-1.amazonaws, com/amazon/appmesh-12 i
g3:v1.13.1

+ 924023996002.dkr.ecr.acr.af-south-1.amazonaws, com/amazon/appmesh-12 i
g3:v1.13.1

« XtF sidecar FIIR{LARIR :

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

« 772975370895.dkr, ecr.me-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

+ 856666278305.dkr, ecr.ap-east-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.amazonaws.cn/eks/latest/userguide/add-ons-images.html
https://docs.amazonaws.cn/eks/latest/userguide/add-ons-images.html
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* 909464085924.dkr, ecr.ap-southeast-3.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

» 422531588944.dkr, ecr.eu-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

+ 564877687649.dkr, ecr.il-central-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

» 924023996002.dkr, ecr.af-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

/A Important
N Z RS v1.9.0.0-prod HE SRAE5 App Mesh —EFEA.

10. TIAIEBIZRIRAN v1.4.0 RESRA. BUTUEREEFLE HE GitHub,

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'

@ Note
MREGEBEEEETHNABRNAE , BARKXFIE—TEEUTNE | XITNRALUEL
£ ith 2B,

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

F| 2 : EE App Mesh &R

HIRTE Kubernetes BN AR |, Bt 2812 Kubernetes BIE XRIR |, LUERHIZ3 7 LG22 4
RIKY App Mesh BR. U THEAHBEIEEF R LINEEN App Mesh BiR. A LAE App Mesh

SR Y HMNFZINRE K vibeta2 F XA R K EIZF B E 1 App Mesh BIRINBER RBIEE,

GitHub
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
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/A Important
EHIZREIE T App Mesh BIF/E , BIUERERRHIZRX App Mesh B R 17 5 oS M BR 5%
Ro REMER App Mesh X BHRBE T EREMER , MBINBR T , BH|JHETPRAFS
B W EMOIERFTE NSMIBRE App Mesh RiR. B AFLFENARENERNNE, B
REZEE , BSMH LK “BE" GitHub,

ZB& App Mesh &R
1. BIBES App Mesh BIREFEFIH Kubernetes 5% Z2[H],

a. FUTABRRFEITEN LA R namespace.yaml BIXHH,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

b. SlREwE =M,

kubectl apply -f namespace.yaml

2. BIZ App Mesh BRE M

a. FUTHAARREITENLEEZ RN mesh.yaml BXHF, ZXHATFRIEE RN my-mesh BIN
BRERE. REMER—MATHEEEEANERSZENMERENEBLR,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. SIEM#E,.
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kubectl apply -f mesh.yaml

c. BECDBIEM Kubernetes MR RIIFMHEER,

kubectl describe mesh my-mesh

i
Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. EFBXEFIZRCIEM App Mesh RS MARATIFHESR
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aws appmesh describe-mesh --mesh-name my-mesh

i
{
"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"spec": {3},
"status": {
"status": "ACTIVE"
}
}
}

3. fIE App Mesh ERlTT R, BT KLFEZHIE M Kubernetes EBE R Z EIEE

a. FUTHRERERITEN LEBZRN virtual-node.yaml BIXHF, EZXHATFRIBGREmy-
appsZEEl my-service-a RIEH App Mesh BRITT R, BT RERREFELS R E
# Kubernetes fR%5. hostname KYE R LE T KPTR KRN KFRIRFHITLRE DNS £41
Bo

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: my-service-a
namespace: my-apps
spec:
podSelector:
matchLabels:
app: my-app-1
listeners:
- portMapping:
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port: 80
protocol: http
serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

BT R EEEAHERRS KRNI | Hl10 end-to-endMMBREITIRAKRE, BXESE
B, 5/ the section called ‘BT 5", BEEEF A LRIEHIRENEIT SBFFE A
BARE , BEITUT®T,

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. HEBFBELAT Ko

kubectl apply -f virtual-node.yaml

c. BEFEEBRIEM Kubernetes EMlT R B RNEHAEE.

kubectl describe virtualnode my-service-a -n my-apps

i h
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 2

Resource Version: 22545

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a

UID: 111allbl-cl1d-1elf-ghli-j11k11111m711
Spec:

Aws Name: my-service-a_my-apps
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Listeners:

Port Mapping:
Port: 80
Protocol: http

Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Pod Selector:

Match Labels:

App: nginx
Service Discovery:
Dns:
Hostname: my-service-a.my-apps.svc.cluster.local
Status:
Conditions:
Last Transition Time: 2020-06-17T14:57:297
Status: True
Type: VirtualNodeActive
Observed Generation: 2
Virtual Node ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
Events: <none>

d. EFEEFIESE App Mesh FEIEMNELT S FAEFE.

(@ Note
RETE Kubernetes FBIZMELT RBIB#N my-service-a , {B7E App Mesh F
BB T R BFA my-service-a_my-apps. EHIZRIESIZE App Mesh &R
B, & Kubernetes f5& Z=E 18] B # M INE] App Mesh EHL T KB Fr. AR ZEE A
M=EHNTE Kubernetes # , BALEFREN R ZE PR ZEEMHE A EL T
K, 1B7E App Mesh A, FE L7 27 FRIE AG PN AU RE—

aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

f

"virtualNode": {
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"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",
"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

},
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "my-service-a_my-apps"

4. B2 App Mesh B\ HZR. ELEXARLERTENMNERN - MRS NMNELRSHRE

a. MUTHEREIUTEN LSRN virtual-router.yaml X4, ZXHATRIEER
HEE  FRERBIEL—SFREMNERN my-service-a WEMT K, #HIZFEIZ App
Mesh B\ HBMEARER. SAUNBHRIEEESHE , ARFEA http LA B
REZELR , S Hthe section called “FE #l#% H 85" Mthe section called “B§4%”. HEE , 5l
AMELT RBME Kubernetes ERLTTRBF , MARIEFIZFTE App Mesh FRIZER App
Mesh R #1757 =& FFo
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apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(i) BEEEEAE L RATHRENELRHJ[UAEATAIR
aws appmesh create-virtual-router --generate-cli-skeleton yaml-input
BEERNELRAANCHRENBHNAETRARE , BETATHR,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. HBFEIEAR,

kubectl apply -f virtual-router.yaml

c. BEFEEA/IEM Kubernetes & A5 HEF &R
kubectl describe virtualrouter my-service-a-virtual-router -n my-apps
48 R B il

Name: my-service-a-virtual-router
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Namespace: my-apps

Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name":"my-

service-a-virtual-router", "namespac...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:

Last Transition Time: 2020-06-17T15:14:01Z

Status: True

Type: VirtualRouterActive
Observed Generation: 1
Route AR Ns:

My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route
Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps

Events: <none>

S, 2 . E8E App Mesh &R 48



Amazon App Mesh AriEE

d. EEFEFIZEETE App Mesh FRIBHELIBEHAZFZRIER. BHLLA name EE my-service-a-
virtual-router_my-apps , E} H#EHEIBRE App Mesh HRIZER B[ , EERE
LR BB B PR/ B A0 Kubernetes 5 /& Z2 8] & #5o

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

i

"virtualRouter": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps",
"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

.
"status": {
"status": "ACTIVE"

+

"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. EFEHFIZFIE App Mesh FEIEHEAT IR, KTE Kubernetes REIEREHER , BRNZEKH
5= Kubernetes FEMIIRHAB[EEN —EB70. BABEERE TSR c B9 Kubernetes & iR1F
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MER P, EHIZFE App Mesh AR , T4F Kubernetes 758 22 [B1 & ¥ M 1IN El App
Mesh BB , BNBHRBMX ELEHEME—,

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

Ll
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"routeName": "my-service-a-route",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
IlprefiXII: II/II

I,
"status": {

"status": "ACTIVE"
1,
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"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. B3 App Mesh ELMRS . ELRS B —MREOKERIRSS , HENT QUEZRHASET E DB
HERN AR AERSE, NERFSZEHAREHNENRS . RRAEMX T App Mesh AFEE
BRVHEMRS B ENEMRSAARNEIRRSHTERES R . BEXH S N a5 & E LR
% BEFREANRAERFRBEA S| AEMAEN, BREAIEEFENEMRSREHEFNELT
REE LB B 2R o

a. MUTHEREIUTEMNLEARN virtual-service.yaml WX #Hd, ZXHRTRIZEEL
RS, EARLARRAEFGRERHRIEL—SHPOUENEN my-service-a BEHR
TR, spec # awsName H{E 2 IE LIRS FriREXAYSERR Kubernetes IR I T2 REE B
(FQDN), Kubernetes RS E the section called ‘% 3 : SIEREFH RS FeIB. BEXEZ
E8 , 3 H the section called “EINRSE ",

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

AREEUELRABHRENEVURSHAMETARE , HETHUATHT,
aws appmesh create-virtual-service --generate-cli-skeleton yaml-input
b. BIEELRS,

kubectl apply -f virtual-service.yaml

c. BECDBIEM Kubernetes ERIURS RRMVIFMHEES,

kubectl describe virtualservice my-service-a -n my-apps
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i
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name": "my-

service-a", "namespace":"my-apps"}...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService
Metadata:

Creation Timestamp: 2020-06-17T15:48:40Z

Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1

Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local

Mesh Ref:

Name: my-mesh
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Provider:
Virtual Router:
Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d. EFEHIEETE App Mesh FRIEME LIRS BRIV IFHAER. Kubernetes 2 HIZFTE App
Mesh RBIZELLRFZ BT , TFF Kubernetes 5% 22 (8] B #R M A0 ZE] App Mesh EEHLIRSZS B #5
N EIRS A EM—8 FQDN,
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aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-

apps.svc.cluster.local --mesh-name my-mesh

ok

"virtualService": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

.

"spec": {
"provider": {

"virtualRouter": {

"virtualRouterName": "my-service-a-virtual-router_my-apps"

o
"status": {

"status": "ACTIVE"
},

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"

REZHEFEENG , B4Rt ATLLEFE App Mesh the section called “E#IF 3" 1 the section

called “MXEEH", AXREMAZEFRMBEXLERFIESE , FSHEEAUNXHEE L GitHubH iR

B RBIEE

SR 3 IBNENRS

IEABEF App Mesh Bi& R MEMAERA (pod) BMELZRHRIMT App Mesh sidecar B85, STAZRS

B30fF sidecar AR MEIFEALEENHRZHBNEESRETA (pod) #.
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1. BARERNK. BMNEUESAS Kubernetes #BF , SR & % B 2H App Mesh BT |
HECE

a. MUTHEREIITEN LSRN proxy-auth. json WX HH, EFFalternate-
colored values BEHE#,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:Region-code:111122223333 :mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}

}

b. BIEXM,

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth. json

c. SlEIAMAE K FEEL-—SHLBPREHINEZAE , 8]2 Kubernetes IR M P H [ %K
BE 4R E FiZ Kubernetes IRE K. ZAGBFEIRHIZTAES AN, MIERFE KR App Mesh HIR.

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \
--name my-service-a \
--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \
--approve

MREEEZRFEH Amazon Web Services Management Console S 8|2 RS K Amazon
CLI , 2% A mazon EKS AFER TN EHNRS K, 412 IAM AEFKE, MREFEH
Amazon Web Services Management Console 5 Amazon CLI R&|ZKF , NEEERNZA
ST E] Kubernetes FRS k5. BXEZER , H2H (Amazon EKS AAFERE) RS
BELHNERSK/EE IAM A6,
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2. (W) MRENEHBEIEE Fargate BEF4A (pod) , MEEBIE Fargate BLEX . MR XRE
% eksctl , M AT LAIRER <<Amazon EKS APERE) PRESHAR eksctl EMHBRETS, W
RSB ERRFA0EREXH , 525 (Amazon EKS AF#ERE) B2 Fargate Bl E X
#.

eksctl create fargateprofile --cluster my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. B%# Kubernetes RS FEBE, MREEEM App Mesh BLSERNIIELE , WEEHBBE—NE
BLF =, FBRRTE the section called “F 3§ 2 : 82 App Mesh ﬁﬁ” NFLTR 3 PO, &
MENEE K BREGSSLEEDT R LIRENHFEMETE |, X# sidecar BEFF 2 B3R IMNE
AEB4A (pod) H , HEFHHBAESEH (pod).

a. FUTHEREEITEN LEEZR example-service.yaml XX HF, MREEXRHEZEE
B HER Fargate 234 (pod) , BHR® B Z R B HRSBIE Fargate BLEXHFEX BT
Bz E BRI,

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
apiVersion: apps/vl
kind: Deployment
metadata:

name: my-service-a
namespace: my-apps
labels:
app: my-app-1
spec:
replicas: 3
selector:
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matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:

serviceAccountName: my-service-a
containers:
- name: nginx

image: nginx:1.19.0

ports:

- containerPort: 80

/A Important

HIBAH app matchLabels selector FHENTEETE the section called “F
2 : % App Mesh &R WFLH, 3 FeIBELT SRS ENEHTE &
N sidecar BEFRTFREAFIBEA (pod)F, EFHHREIF , FRZHWERN my-
app-1l. MREHBEWERELIN M ARELT R , N Deployment jF# MY
‘D& Envoy Bg8. BXEFANGEBNESEE , B30 Envoy, NMFEEFHER
manfest , IHZFH TP EE =B, GitHub

b. #BERS.

kubectl apply -f example-service.yaml

c. BEFERSFSNIHE

kubectl -n my-apps get pods

i
NAME READY STATUS RESTARTS AGE
my-service-a-54776556f6-2cxd9  2/2 Running @ 10s
my-service-a-54776556f6-w26kf  2/2 Running © 18s
my-service-a-54776556f6-zw5kt 2/2 Running 0 26s

d. ZECIHBHARA (pod) 2—WIEFAEFEE,
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kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9

48 R B a0
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx

pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged

Status: Running
IP: 192.168.57.134
IPs:

IP: 192.168.57.134

Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:
proxyinit:
Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508T029094d0e@1c9411c6cf2a32d77a59

Image: 111345817488 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
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APPMESH_APP_PORTS: 80

APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22

AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container 1ID: docker://
be6359dcbecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: 0/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: @
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container 1ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.12.4.0-prod
Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy
Port: 9901/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:36 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m

memory: 32Mi
Environment:
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APPMESH_RESOURCE_ARN:
virtualNode/my-service-a_my-apps

arn:aws:iam::111122223333:mesh/my-mesh/

APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2

AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-
mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message

Normal Pulling 30s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Pulled 23s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Created 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container proxyinit

Normal Started 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container proxyinit

Normal Pulling 20s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "nginx:1.19.0"

Normal Pulled 16s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "nginx:1.19.0"

Normal Created 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container nginx

Normal Started 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container nginx

Normal Pulling 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1l.12.4.0-prod"

Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-

west-2.compute.internal
Normal Started 7s
west-2.compute.internal

Created container envoy

kubelet, ip-192-168-44-157.us-

Started container envoy
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ERENEESD | SO EDEEEEN proxyinit M envoy BEEFMEIBREZA (pod).
R IEG R BRSS EBB ZE] Fargate , MR HIZE AT envoy BEFARMEIBESH (pod) A , B
proxyinit A=,
4, (Wi ) REEM , B30 Prometheus, Grafana, Jaeger #l Datadogo Amazon X-RayEXE %
85 , B2 App Mesh 4 GitHub 1 (App Mesh AAF1EF) B “AI UM T2

(® Note
B App Mesh WE Z REIFEL , ES R App Mesh REITF 6 E,

FSWR 4B

B BRAHE R QI FTE ROIRIR. #HI25E2BERTE my-mesh App Mesh ARSS M #& F A /Y 5 TR
kubectl delete namespace my-apps

MRENRHIRSBIRE T Fargate BLEX A , B EMIBR,

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

1 BRI 4%
kubectl delete mesh my-mesh
( FTi% ) AT SAMIBR Kubernetes SERRA H#
helm delete appmesh-controller -n appmesh-system
( /& ) R ENF Kubernetes AU EFE S Fargate , EMIER Fargate Bt &34

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code
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https://docs.amazonaws.cn/app-mesh/latest/userguide/observability.html
https://github.com/aws/aws-app-mesh-examples
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Amazon App Mesh H Amazon A|7] EC2

/A Important

KIEZEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &
9 A 30 B2/E , BT EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh B, BX
EZER | BRI IEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect,

AREBAHBIE Amazon App Mesh T Amazon LiZ{THIERRERS EC2, REBENEB T 2% App
Mesh B RER P ERINEE,

=
7 T HAMARAER App Mesh , BESE—MNEEUTHENS AR -

- AN serviceA M serviceB WFAIARSHRK .

s XHUARSEMEIE N apps.local WanE ZEE,

« ServiceA @ HTTP/2 Mix M 80 &5 serviceB &S,

- BMEEE serviceB WA 2 , XA BH serviceBv2 7£ apps.local A ZE A FEM 7 ZR

%o

BHESRWMT -

o BRE 75% WREMEEserviceAE|serviceB H 25% iR B k% E|lserviceBv2E—1, B
BB EIE25% W FiEserviceBv2 , BRAIUEL ﬂEQE’J1OO%E’JJﬁ§ZHUBA1Eb%E/§2ﬁ

=serviceA,

- BWELERBEWIEARFTENE , IME—BIULA serviceBv2 AISEE AR 100% HARE XX TZR
%, BAEREBARZEES serviceBv2 7, BHEHHA serviceB,

o BRI TR 2 BV E R T E R SRER AR S5 VAR EL A B A AR RS S AR S5 R DU AR

RNTHBRENER , BFRECEITEELERS. BT R, ELEHEMNEBL App Mesh RGN
o EEEBHMERE , EFFER Envoy REWERS. BEFE , BHRSEES Envoy REHEEBEE ,
M —REZMEREEE.
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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FRF M

App Mesh X3F1E DNS H5EMEY Linux AR%S Amazon Cloud Map , EFRERMAEZ. EFEHILA
Bl , BNBWERH=DEFME DNS WIABERSF. BMERSAEFE , BHTUARERERSMERE
BIR, BENEXRERSZE , BLREEAME,

MBHEEKIZITIRS , WATLAE3) Amazon EC2 St A ERBNARERF.,. BXEZER , 5
F 5% EC2 AFIERHRMHIZE | Amazon EC2 Linux SEBIA [ T. FIRSBRBESLFRBESHAERN

serviceA, serviceB # serviceBv2 , H BT LAEE A apps.local Ban A Z=E P &K IMFTE IR

%o

HBR A SIEMARE D BRSS

BEMER—MHATEZEEANRS 2BNNERENZELR, ARESER , BEZH RS H
o EBIVRSREGRBSHHR. BREZEE , B5H EURS.

BIEUT &R :

« BN apps WM& , RALZSEHHFIERSEME apps.local & ZEME,

« BH serviceb.apps.local WEIIERS , ENELRSRRAAEAZEMRAIANES , FEE
FHEFRREUSI AEMER. BMENTRPEARMAN servicea.apps.local BWELIRS.

IEAILAE AL 1.18.116 Amazon Web Services Management Console ¥ & Amazon CLI MRS E
2038 RESHRARTERATSE, MEAFEH Amazon CLI , iHFEHaws --versionm SREEDLE
B9 Amazon CLI fRAS, MRERELERA 1.18.116 RE SIRASHERELERZE 2.0.38 RES IR
A, M ARZZEHFEFH Amazon CLI, SRR EME AN T EMX MAET .

Amazon Web Services Management Console

1. TEFFARIFTFF App Mesh &l & B & X1z 17 [ S https://console.aws.amazon.com/appmesh/,
2. XWFMEEF , WA apps.

3. WFEHUBRSFZAEF , WA sexrviceb.apps.local,

4, EBRE | FHiEF Nexto

Amazon CLI

1. f£H create-mesh S AIEMNK,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/cli/latest/reference/appmesh/cli-chap-install.html
https://console.amazonaws.cn/appmesh/get-started
https://docs.amazonaws.cn/cli/latest/reference/appmesh/create-mesh.html

Amazon App Mesh AriEE

aws appmesh create-mesh --mesh-name apps

2. f#H create-virtual-service S IEERLIRSE

aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

|2 HBREATR
BT AR LRGRSHBHEIEH . AXESEL , WSH BT A

BIEEN serviceBMNELT R , EANENERUTRERTREN serviceB WEFRRS . AIEAEN
% serviceb.apps.local , El_ DNS AIMEL T RATR RV ERRIRS . BE &TLXEFH Amazon
Cloud Map X I KFRrARSS . BT K7 im0 80 LEA HTTP/2 Tjﬁ)‘("/_"ﬁumio LA | EFHE AL
MEzETRRRE, fﬁH’ﬁ:J‘EE’J*ﬁB’“qﬂﬁ serviceA Hl serviceBv2 gIZE#T =,

Amazon Web Services Management Console

1. NFEBTREZH , WA serviceB,
2. NTFRFEMAE , % DNS , HHIDNS =W E % A serviceb.apps.local,
3. EMWHREET , AHPVGER http2 , HEROS , WA 80,
4. BHRE  FHIEFE Nexto
Amazon CLI

1. FEAUTARBRBIEENRN create-virtual-node-serviceb. json BIX# :

{
"meshName": "apps",
nspecn: {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

1,
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"serviceDiscovery": {

"dns": {
"hostname": "serviceB.apps.local"
}
}
.
"virtualNodeName": "serviceB"

}

2. fEA JSON X447 % A fE Acreate-virtual-nodefn S BI 2 E LT =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

PR 3 ;02 RE AR B 25 M B

ELGRAZRBEMEP - I HSIEURSHRE. BXEZER , FSAENRHFMEL.

BIEUT HIR :

« Z&H serviceB WELIEHEE , A serviceB.apps.local BENBREST LB SEMEMRS
WHILEE., FidE , B2 BN E RS 235FR serviceb.apps.local REWHR. ELAR
SR REXEATELKAEE, ELEEHERA HTTP/2 HiEiRDO 80 LM RE, i, EXIFH
I

- &H serviceB WEH. ©FF 100% B RERHEEserviceBEM T R W serviceBv2 BT
R, ERENSRPENNE, EAREBPRENSE , BETUREHRMIAANTELESYE , H
AINEREE , N Envoy REEBEBEFHENSZRZREREBRATELT Ko

Amazon Web Services Management Console

1. WTFELKBIEN , WA serviceB,

FEMWEREET , A SUER http2 , HRiIKOIEE 80.

NFEEBEMN , MA serviceB,

FREBAER | %EF http2,

EEMBRETHELTRBMF , %R serviceB , A RNERA 100,
ELRRET , &R -5 %,

EHE | FiEFE Nexto

N o o &~ w0 Db
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Amazon App Mesh AriEE

Amazon CLI
1. BIEELEHEE.
a. FAUTABBERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. /A JSON X #4EJ i AE Acreate-virtual-routeris S 8l 2 E IR S8,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIERKA.
a. FAUTABRBIEERN create-route.json BIXH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
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Amazon App Mesh AriEE

"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. XM JSON X#HER A , fEH create-route p R BIZEKH,

aws appmesh create-route --cli-input-json file://create-route.json

HIR 4 TR CIE

BIEZ AR BA B RZIRE

Amazon Web Services Management Console
MRFENEMWoHTEMER , FEBERE, EENRERIAEE | ERCIENE,
RERBRETRECUNENFTEMNBRIR, BANBTEREEMRRKEEHSPEF VRN EIR.

Amazon CLI

5 describe-mesh T S EEFTEIEMIENIRE,

aws appmesh describe-mesh --mesh-name apps

& & R {F M describe-virtual-servicefin S0 EWE R RS HIZE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

B E & F Hdescribe-virtual-nodefr S Bl 2N ELI T SHigE.

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

B E & Bdescribe-virtual-routerfn S I Z M E LB HEEMIRE .

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB
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https://docs.amazonaws.cn/cli/latest/reference/appmesh/create-route.html
https://docs.amazonaws.cn/cli/latest/reference/appmesh/describe-mesh.html
https://docs.amazonaws.cn/cli/latest/reference/appmesh/describe-virtual-service.html
https://docs.amazonaws.cn/cli/latest/reference/appmesh/describe-virtual-node.html
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Amazon App Mesh AriEE

£ describe-route R T EFFIANERKHNRE

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5 IREMAR
ERRUGE  AEERTATRE

« BIEBAN serviceBv2 PWEHKIT R , ARB N serviceA WELT Ko XFNEHL
TREES HTTP/2 Mk A 80 MITER. X F serviceA BRIT R , HEIREERN
serviceb.apps.local, R H serviceA BB S E B RESFLZEEEZ R

serviceb.apps.local BWERIERS. i%ﬂﬂ'ﬁﬁqﬂﬂiﬂfﬁén , BRI UNER T RIEEATE

AT5 IR B &Ry AR AR

c BABE—NEBANWELRS servicea.apps.local , ZRENMEREERE XX
FlserviceAERIT &,

s ETEL—SFSHBIER serviceB A , LAF 75% WREXRIZS] serviceB BT R , I 25% Y

REEXZEE serviceBv2 EBHRITT R, MEENBNHE  BAHRESHINE , EF serviceBv2
IR 100% IR E. HAAEREARES serviceBv2 [§ , B AxAHFEH serviceB ERIT &

FEBRERSS . EEXINER , FEENRBH#ITEMEHR , A serviceb.apps.local EERS
BHMEFRRES BRI ERE., B8 —T | serviceb.apps.local EINRS FRELIE T E LA

Hes , ZEHERNRERHIELT Lo BT RBIRS R & 75 AR B,

Amazon Web Services Management Console

HEEMSMERS , EEME,

ERHE L — SRR/ apps M.

EEMSMERS , BREUT R

IR E LT Ko

NEBTT RBMBA serviceBv2 , NIRFKIL T XL DNS , 7#79 DNS EHBHA

sexrvicebv2.apps.local,
NFMUTEREE , FIPBGER http2 , HEWOH |, WA 80,
7. ERVBRENT R,

8. HRERVEELTR, NTELTREMN , WA serviceA, N TRFKMAZE |, &EF
DNS , 9 DNS #l& %A servicea.apps.local,

o b w0 bnhp =

o
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67


https://docs.amazonaws.cn/cli/latest/reference/appmesh/describe-route.html

Amazon App Mesh AP s
9. EHMEBWHTHMAELRSZEMT , WA serviceb.apps.local,
10. EMWTEREET , AHUCER http2 , HEROFHA 80 , AFEFRVIBELT R,
1. EEMSMERS , ERELIRBAR , AEMIIRFDIERF serviceB ERERHEER,
12. ERET , ERFEL—SPORMNEN ServiceB WM , ATEREE.
13. ZB#. EUTREMRT ,  serviceB WINEEELA 75,
14, ERBRMEIR , NTHRFIRFIER serviceBv2 , REFNEFEIRERN 25,
15. BEERF,
16. EEMEMBERT  EREMRS , RARERVEELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEFXREFEELAT R , NELT [IEE
serviceA , AFEFEVNEE RS,

Amazon CLI
1. BlZ serviceBv2 E#lT =,

a. FAUTABBIEENRN create-virtual-node-servicebv2.json FIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"
}

b. GIRELT R,
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexvicebv2. json

2. Pl serviceA ERIT R

a. FAUTABEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEL—SFFEIEMN serviceb.apps.local BIMRS , UFHEREXRIET serviceB &
PR, RYLRERRSH , efanEAuE R ERE , AN RAKLE serviceB E#l
SR,
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a. HAUTARARBIESZN update-virtual-service. json B934 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. fEMupdate-virtual-service®s 5 B HE AR S -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., FEHHHEL—FPEIEHN serviceB EEo

a. FRAUTHARERN update-route. json KIS :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

"match" : {
Ilprefixll : II/II
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}
I
"virtualRouterName" : "serviceB"

}
b. £/ update-route Ta R EHE A,

aws appmesh update-route --cli-input-json file://update-route.json
5. BI# serviceA EBHRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local"
}

b. BIEELRS

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

RIERHE

HERERRSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEFRARS . BREFRBRFZ 2, IELEEF —MREME , HHETEA
DRREFRIRFSHA T RIR

s INERRS. AEEIELANMBEREM servicea.apps.local EBRIRS K£EEF
serviceb.apps.local E#\RS

« =LA serviceA, serviceB fl serviceBv2 WEMT K, Envoy REFERARNELT SBEEHN
RS A IEBREREFRIRSH IP tbik,

SR 5 QIEEMRIR 71


https://docs.amazonaws.cn/cli/latest/reference/appmesh/update-route.html
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« —MNERIEHEE , HERAEET Envoy RIEF 75% W AMRERMBE serviceB BRIT R |, 25%
NHRERBAZE serviceBv2 E#RIT =,

TR 6 FFHERS
BIENERE , BEETHRUTES

- RYESWMARSHEN Envoy REBEER— MRS MNERT REBENNR, BXNAERERINNE
%S5 , 35 Envoy Proxy &%,

- EFHUARS , BEBEUA TSR,

¥ Amazon EC2 EHIEENERTT SRR
1. SIE—NIAM B,

a. FRUTHBRERZRN ec2-trust-relationship.json B34,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

]
}

b. FRUTHSEE IAM A&,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. ™ IAM REHINBZAE , XFAFERM Amazon ECR FIEEUEE App Mesh BE LT LAY EL
o

a. FRAUTHARESZRN virtual-node-policy.json KIX#, apps RIETE the section
called “ZH 1 . BIEMNZHEIRS" PRIZNMEH B , serviceB BT the section
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called “FH 2 : SIEELT 2 PRBRNELT SNEM. 1111222233335 NIREKF
ID us-west-2 FRIEE A 612 MK X,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"
]
}

}
b. EANTHTEIRKE,

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. FHREL—TPUBNRRHMEAE , UEAENM App Mesh HiEE serviceBEHIT
RNEE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-sexrvice-b

d. ¥ AmazonEC2ContainerRegistryReadOnly EEXHM MBI AR , LLECTLUM
Amazon ECR H12El Envoy & 2R %,

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainerRegistxryReadOnly --role-name mesh-virtual-node-service-b

ERAZEN IAM AE&E3—1 Amazon EC2 3L,
B SSH EERISRHI,
BRIFEEWIRERSZEH , Amazon CLI EEHIEH] £ &% Docker #,
X8 FE Docker B P mM PR EVRGH XIFHH Envoy F#EBFEH1TH ORIE :

2

« Bk me-south-1, ap-east-1. ap-southeast-3. eu-south-1, il-central-1 H
af-south-1 UAMFIE X, B us-west-28# N Tme-south-1, . | ap-
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east-lap-southeast-3eu-south-1il-central-1, MZAMEMZZIFXigaf-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkr.ecr.us-west-2.amazonaws.com

« me-south-1 Xig

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkr.ecr.me-south-1.amazonaws.com

+ ap-east-1 X1

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkr.ecx.ap-east-1.amazonaws.com

7. BAOTH®SZ— , BEHEH LBz Envoy e85 , EAERTFENFHEBREGEH X
#H, appsMserviceBEREHEPEXHWMIEREL T REH. HEESFHNRIEEM App Mesh
FIERNENTREE. EXRZFR , BEFENEEHserviceBv2flservice AR T K5k
THARSEH Amazon EC2 SRIERX LSRR, W FELECHNARR , BRXLEEBRNERS
W&,

« BR me-south-1, ap-east-1, ap-southeast-3., eu-south-1, il-central-1 H
af-south-1 BAWAIERXE, B LRegion-codeBR AR Tme-south-1, | . ap-
east-lap-southeast-3eu-south-1il-central-1, Mz HNEMTZ ZiFaf-
south-1XiE, EAILURF 1337 BRANT 0 M 2147483647 ZRIWAEMIE.,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.29.12.1-prod
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8.

« me-south-1 X, EBALUR 1337 BRANT 0 F 2147483647 2 BB EMI{E,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod

« ap-east-1 Xif, BAILAN 1337 HRANT 0 M 2147483647 ZBIKEIE,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod

(® Note

% APPMESH_RESOURCE_ARN B ZEERA 1.15.0 HE SRAH Envoy B, BXE

%5 , 2 H Envoy.

/A Important
N ZFF AR v1.9.0.0-prod HE SRAS App Mesh —#2fF .

£ T E%ER Show more, AU THERESESI LBIEE RN envoy-networking. sh XX
%, 800oBRNNARFRBATEARENKO, BT LLEHR APPMESH_IGNORE_UID
WE , BXEXAEEE L—SHIEEWEMER ; fln 1337, MEXE , EFLE
APPMESH_EGRESS_IGNORED_IP #inHE fihithst, EF EEIEMEMIT,

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"
APPMESH_IGNORE_UID="1337"
APPMESH_APP_PORTS="8000"
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APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPv6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" ]; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
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#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" ]; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");

do
iptables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

# Stuff to ignore ipvé6

[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN
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[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");

do
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables”.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* 1]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tcp \
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-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tep \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tep \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipv6
ip6tables -t nat -A PREROUTING \
-p tcp \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

HPR 6 EMRS 79



Amazon App Mesh

RAriEmE

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" ]; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi
}
function dump_status() {
echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
echo "=== ip6tables NAT table ==="
ip6tables -t nat -L -v -n

fi

function clean_up() {
disable_routing

ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d " " -f 1)
iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut

_d n n _-F 1)
iptables -t nat -D OUTPUT $ruleNum
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iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables -t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |
cut -d " " -f 1)
ip6tables -t nat -D OUTPUT $ruleNum

ip6tables -t nat -X APPMESH_INGRESS
ip6tables -t nat -X APPMESH_EGRESS
fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> ' cmd; do
case "$cmd" in
"quit")
clean_up
break
"status")
dump_status
"enable")
enable_routing
"disable")
disable_routing

a4

*)
echo "Available commands: quit, status, enable, disable"
esac

done
}
function print_config() {

echo "=== Input configuration ==="

env | grep APPMESH_ || true
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3

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. ERE iptables MULRNARFRERME Envoy RE , FETEEL-THEIBIVHEZE,

sudo ./envoy-networking.sh

10. BEMTRMEARFRE,

(@ Note
B X App Mesh MEZ REIFES , 15251 App Mesh REITFEE

App Mesh R4l

/A Important
KIEXFEF@EA - 2026 £9 A 30 H , Amazon fFEIEX I ¥EF. Amazon App Mesh 2026 &F
9 A 30 BzfE , &8 FKEB1HE Amazon App Mesh 12 #1& 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

IET] LA LA 12468 B 3 B3R E Amazon App Mesh & RHY end-to-end’EZ F 5 & Amazon RS
ERHRBRA

App Mesh =4l

App Mesh R4l
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App Mesh =

/A Important
KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X F. Amazon App Mesh 2026 &

9 B30 BzfE , B8 FEB1HE Amazon App Mesh #24|& 5 Amazon App Mesh ®iR. B>x
EZER | BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

App Mesh A T #E24H F o
AR S5 P4

- ERBRS

- RERIMK

- BT R

- PR EHIR

AR SS P15

/A Important
KIEIEEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEX X, Amazon App Mesh 2026 £

9 B30 BzfE , B9 FEB i\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI iEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

BEMER—MATEZEEANRS <HHMNERENZELR, EEIERSMEE , SR GIEE
MRS, EAT R, EOSRHBEURATERNKRPNNRAEF ZADERENEH.

BIE AR S5 W15

(® Note

BIEMEE , XTURME A ZEIERER, MRBEZAERFEFINTE , We2EEMEREE
B, ZERFGEZERE , BEEAFLER App Mesh ﬁﬁ'%ﬁ']@ﬂ’]ﬂ’l‘%*ﬁ?éﬂ*o
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Amazon Web Services Management Console
E A 622 RS M#E Amazon Web Services Management Console

1. $TFF App Mesh #£&l& , Mk A https://console.aws.amazon.com/appmesh/,
2. EFRLEME,

3. XNTFMEEMN , NIENRSZSMEREE —NE R

4

(AT ) EEARFNABRE. RIABRT , IBRPHREBENEREZBAEERE. RESR
WARRE , INEFHNRELEST TCP REEEZERAERFEAMBRELNRKEIEZH R

%o

® Note

NREEMER ALLOW_ALL REELT R EIEE TEMAGR , MATCRIZE LT SFT
EHOEERNERK. BN , ALLOW ALL HABEATZELT =,

5. IP RAEIEI

S BERRIA IP ARAITH , 2BHIMNE R TRER ER BN IP R4, BRIABERT , App
Mesh FERAEM IP RA,

® Note

A& IP BRI A TR FRAEENT SFMELRNX, BYEERRET ST
RiE IP BRI, I EENERT R EBEZITH. TEEELUMXLEEE IP H§iE

I, BAFTEMNE LEEWMANELEDT , AFEMNETRENELRX IPv4 F IPv6

RENEEERZMEEH,

- EIA
« Envoy #J DNS f##res{L £ IPve HENLEREIRE| IPv4,

« RM&t%EH Amazon Cloud Map JREIRY IPv4 itk ( 1RE ) , HEMSERNEIREIFE
A IPv6 bk,

« AAMNFARFCIENESER IPvs hit,
« Envoy 2348 ERIFFE IPv4 ik,
. |IPv6 Hik
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 Envoy KY DNS f##4r8s{L e A IPve H ELEREIRE] IPv4,

« Amazon Cloud Map iR[EIf) IPv6 t#bht N RATA |, NEA Ztat , HFELER EREIFEH
IPv4 Hdtb

- AAHRARFOUIENRSER IPV6 Hillt,
* Envoy {IWTER48E EIFFE IPv4 F IPv6 thiik,
. IPv4 Bik
 Envoy K9 DNS ##Ar8s{L e A IPvs HEXLEREIRE] IPV6,

o B4R %MEH Amazon Cloud Map IREIHY IPv4 bt ( IRE ) , HESEREIREIFE
A IPv6 bk,

- AAMRNARFOUIENESER IPVA i,

* Envoy T ER48E EIFFE IPv4 1 IPv6 thiik,
« IPv6 R

* Envoy #J DNS M 288{NEMA IPv6,

« {X{EH Amazon Cloud Map iRE#) IPv6 #bit, #15R Amazon Cloud Map IREIIPv4i:
e, MARER IP b |, HRFZELERIRELS Envoy,

o NAHNARFAENRSER IPV6 i,

* Envoy MIWT3R48ERIFFE IPv4 F IPv6 Hidlt,
- IPv4 RB

« Envoy B9 DNS f#4#785{XfE A IPv4,

« {X{EH Amazon Cloud Map iRE# IPv4 #bit, #15R Amazon Cloud Map IREIIPv6it:
i, MAER IP it |, HFZEERIREL Envoy.

- AAMRAREFNENKSER IPvS Hitt,
* Envoy WSR3 EEIFFE IPv4 F IPv6 thiik,
6. EFBMEUATR,

7. (Wik) SEAKSHEME, REREREREKS QR F R R — R R EEE,
AXESEL , WEH EARTNG. .

Amazon CLI

£/ Amazon CLISIZE M,
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aws appmesh create-mesh --mesh-name meshName

2. HHETRA
{
"mesh": {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

3,

"spec":{},

"status":{

"status":"ACTIVE"

}

}
}

BXR{EA for App Mesh BIEZMENEZSER , FEHSERBPHNLIEMEHT. Amazon CLI

Amazon CLI

) B P 4%

Amazon Web Services Management Console
EffBRERLMK |, EEA Amazon Web Services Management Console

1. 3TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o
2. EREBBROMNE. JETERENMERKEUREESELZNFEME,
3. HEWIAES , BA delete , REETMIBR,
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Amazon CLI
EMIRRM & , EERH Amazon CLI

1. EANATHSHIBRME (B red BEERME) -

aws appmesh delete-mesh \
--mesh-name meshName

2. HETA
{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

BXRBEH for App Mesh BIBRMIENEZEERE , TSRS ER BT HMBEBRME®HS. Amazon CLI
Amazon CLI
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RE LRSS

/A Important

KIEXIFEA - 2026 F£9 A 30 B , Amazon fFEILEXNEIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B8 BihE Amazon App Mesh #2445 Amazon App Mesh &R, BX
BEZER , BHREFEXEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

EERS 2 —fROERRRS , HENMT REZREIBELELEEESN AN BEREM, MxRSE
T H virtualServiceName HAGZHNELIRS , ARXEERGEHERENELRSHEHEEN
EET S ELE B,

22 E AR SS
Amazon Web Services Management Console
EEABIZEE LIRS Amazon Web Services Management Console

1. ¥T7F App Mesh &5 , M4k https://console.aws.amazon.com/appmesh/,

2. EREGHPREREURSHME. 5IHTERENMEMEUREELLAZNMEMNIE,

3. EEMSMP , EEERS.

4. EFRVNEELRS

5. NTERRFZEN , NENEURSERE—INEH. SANLEREAEN  BEEWERESERE
MHWEXRISHWRSAIEN , W my-service.default.svc.cluster.local , X#H
DERZRUMRENEIRSEEXRSKBKER, BEXMAR , EEEEXRBUSIAER
B AEMRTRENER. BIEENBMAIMBTNIERE IP it , RAEFERKIEE
Envoy REZ 8] , NARFA LIS R BT ZE N B AERTA3ERE IP thit
HANNAREFIRERFHTIEL IP #utBE, KEBEIEE App Mesh P A HELEN B
MEEMELRSHTEE K MARBIEHENIN IP it #HTES.

6. XNTFRME A6 EFRENELRSHWRERERER .

- MREFLEELVRFSESIEUT R OB RE , WEREMRHER , ABNTAUREREE
EFEANEMRRARS.

- MREFLEEDRFSEEINCEATR , MAEAELEHEE  WEREUTR , RENT
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® Note
App Mesh TTRES BB ABTE 2020 £ 7 A 29 HE R 2B EXNENEUT IR
HEREERIA Envoy BEAEIRKE , BIFEETEET App Mesh API E SUXEEHI R
B, BXEZER , B5R RIARBEIHRE,

« MEZURFHFLELRSEHRRE (fl, MEEZHELT ISELEAFIAEE) , U
RFRTC, BT LARE S AT UL RE S AR S5 RV R R

7. EFRBIEELARS AR

Amazon CLI
£/ Amazon CLISIZEERIRS

ERAUTHESHMA JSON X4 ( AEBECHredEEiR ) FRAENT RIREEEZELRS

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. =¥l create-virtual-service-virtual-node.json BIAZA :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": '"nodeName"
}
}
},
"virtualServiceName": "serviceA.svc.cluster.local"
}

3. HETRH

"virtualService": {
"meshName": "meshName",
"metadata": {
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arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualServiceName": "serviceA.svc.cluster.local"

BxEH for App Mesh BIZEINRZMWEZE L , S0 Amazon CLI & Ficreate-virtual-

service@i . Amazon CLI

) B R #0 AR 55

(@ Note
BT EM BRI R 5| AN E MRS . EFEZESTMBERMXEEE,

Amazon Web Services Management Console
EMIBREIUIRS , B A Amazon Web Services Management Console

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o

2. ERENFBRELRSHIME. 5IH T ERENFMEMNKUR ESELZFRERME,
3. HEEMSMHF , EEELRS
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https://docs.amazonaws.cn/cli/latest/reference/appmesh/create-virtual-service.html
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4. EEREMBRNEMRS  REEEE LANMBR. SR EEM EREN K, W N GRS & E
UMK o

5. EWINMET , B A delete , RFHE MR,

Amazon CLI
EMIBRELARS , B A Amazon CLI
1. FRATHSHERENELRS (ALE N redBEBHRIXLE)

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. RHRA
{
"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "DELETED"
},
"virtualServiceName": "serviceA.svc.cluster.local"
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}

BxMEH for App Mesh BIBREINRZMEZE L |, 1519 Amazon CLI ZE i fidelete-virtual-
service@i®™o. Amazon CLI

RE 8L P <

/A Important
KIEX @A 0 2026 £9 A 30 H , Amazon fFEIEX I, Amazon App Mesh 2026 &
9 A 30 B2/E , BT EBIHE Amazon App Mesh # &) A 5 Amazon App Mesh &R, BX
EZER , BHREENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

EEMX ATFMEZANRREMERNDBHRRIFTER. ELMXRRE Amazon ECS AR
% . Kubernetes fRS I S # 3= 45 Li=1THY Envoy R, EC2 ERFJIZITRAREFH Envoy BYEE I
TRTE , EEMx KBS EFEN Envoy,

SAER A IR AL IUBERS R DNS B ¥ AT 7 2 BL 457297 Envoy BYBRSTESEHIRY IP sk, SRS , Envoy ATML
R MERERIREFTE App Mesh BLiE . FERELIMRALEE ABERNEERERMXEAEEN,

/A Important
WA HTTP 2 HTTP2 IR E B M XFE A B RN EN B EE N MK KB BIRE LIRS
B, RABAT/, RXBHPHERIZNEEN. i, MRESFHMREHITE &R
BLEN /chapter , MREABERRE /chapter/1 , MIBERFHREERN/1,. EREEE |, &
SRMXBHEPHEMN BRI
BIZEMXE , FRiBlEproxyConfiguration M user,
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® Note

BREMMKE , BIURNEEREN A ZRIERESR | SHRRRMXERS B0 2N ENN
RRBRA 85 R 22 E Bl R

Amazon Web Services Management Console

EFAGIEERLIMX Amazon Web Services Management Console

1. $TF App Mesh &l & , Mk Fhttps://console.aws.amazon.com/appmesh/o

2

0

o

RREEEHFURELMXAIME. 5T ERENAMENEUR EEELZNFRERME,
HEM S FERE UMK,

EFROZE UMK,

TR B , 158 ARE L RE B R

( Ak, BEWUER ) BEEEF inREEMIAE,

(k) MREFEMRNERERHERZRESED (TLS ) SELRSERE | HiEFREG
TLS,

(AL ) BRAF , BE—NHSNPESELRSHNIT TLS BENIKD.

NFRUESZE , ERTIRMZ—, BEENEIRXNELEEEREREER, BXE
ZEE , BSHA IEBER,

« Amazon Private Certificate Authority$3£ & - B — AP HZANIAEILEH,

- Envoy B4 X IBRS (SDS) & - i A Envoy A F4 XM RSIREH BB .

o i XHFEE - 187 Envoy EBB AT XM RS £ HYIE 88 TR R R

(k) MAEBERZAEN. ENMNEMAR SANs , HEFRM SAN, SANs Z41K H
FQDN = URI 1=,

(it ) EERHEFIRIEPMUATEDZ — , WEERSHFIERE A IRIEPNREIZIE
BHBERANE TLS HHRIE, BETHREXNE TLS WESEE , FSH App Mesh @
TLS S HRIUE X,

 Envoy AR IBRSS (SDS) H£E - A Envoy ERAZHRIMRS IR ZHE W

BIEREE L X
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o RHNHIEE - $EXE Envoy SPBMIEXH RS LMIEPEXHFFAANRR, BXEH
i SN RGN TR RSB MM T RIRS |, BSHAEA S REN TLS iEPBE
2 TLS GitHub, end-to-end
(k) EEREAFILE , PERFAFIER. MALHFE Envoy EFEAMN HTTP HRI AE
B, RIMEEFERZ/dev/stdout R , LUELR LM Docker HER B2 FIFER Envoy
HES HE)# 0 Amazon Lo CloudWatch gs 2 EH RS -

7.

(® Note
A5 A3 B 18 B AR R B R ER TR ROE E B4R B BER{RIE R Envoy

ERIEBEHNE,

8. BEMITER.

RPN HIEE Envoy MIITRER IR O, http {ITEF 01 E R Z] websockets, &7
DA BRI RR MBS MAITES. BRIZMFEBBRZMITES.

b. (FLE)FERAEEM

a.

BEESHRS T ELAM KX Envoy AI AR M AVEZEHE, © 5 ERYFEM Envoy Xf%
REETREN , AT ERENARFNERARRERT,

SR BAN AR X UT 2R B B B SR imiEEOIRE . App Mesh BRIN B P imiERSHIRE R
ZR , NmfEL T MEEE,

(® Note
connectionPool # connectionPool PortMapping MY 4 FARE, 0REH

{RATES MY N grpe 2 http2 , M{NIEE maxRequests, H0REHY{TITEF ML
N http , WA LARRTEE maxConnections # maxPendingRequests,

- WFJRAEER , BEERAHLEER.

s WFJFARBERE , BETEERMK Envoy B I W HE A HTIERE.
(k) ERAGUEEREP , BEEXIFREEKRZE , Envoy BAFI R HEHIH
HiERE, BRIAERN 2147483647,

(g ) MREHMFBEBZTRIRE , BFEEBEASTRIRE,

C.
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BITRARERKERITIERN , ERNRENSTRARBIEEEME , WLANEER
H, STRIREER. STRIREDN., BEENBNETRIT EREREEE.

=
« WTF BTRARED , FEE— ML MRER grpe , BHYRS BARFE GRPC
TR B,
s WFETRARERA , BEENNESTRAREN KD,
- WTEFRE , EEEFRMAHRSTRLREFZH , SHHANESKINEITIRR
KRERH,
« WFETRARERR , EERTEBRSTRARERRHNSE (ZEY ).
- WTFBEE  BEESTRAREE RN BRER. XNIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.
- WTFENEAS , EEEERAETRIRENENNESFHNE (20 ).
s WTFAERERE , EEEFRAMRTRESTRIFPEEZA , BAHIBERKKAZIT
RRREIRE
d. (") MREEEEFHRESHER TLS SHEMMXBERE , BEERA TLS 41k,

« WTER  BREEMITER LERE TLS AR,

« XtF Certificate method , UIT T Hig{Ez— : IEPSITHEEEMARER, BEXEZELR
BSE EPER,

« Amazon Certificate Manager ¥ &-EFMNEIE P,
« Envoy 4 X I ARS (SDS) & - i A Envoy A RA LI RSIKEN RS o
o R NHEE - $EE Envoy SPBFIEXH RS LWVIEPBEEMAR XHI R,

o (WE) MREFFIFEMED , FEBREEFFHIEPFATED 2 — , S AXE
TLS S RiE. ETHEXNE TLSWEZEE , S App Mesh X[ TLS 47K
UESC Y,

« Envoy A X I ARS (SDS) £ E - i A Envoy A RA LI RSIKEN RSB o
o Kb XHIEE - 5 Envoy TPEBAAENMHRE LVIEREXHHER,

« (AR ) MAZTEZAEN. BERMEAMARNSE SANs | FiEFERM SAN, SANs SR
Al FQDN & URI &=,

9. EFRBIEELFR TR .
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Amazon CLI
£/ Amazon CLISIZERIMK,

FERAUTHRRRELMXIFHMA JSON ( AEEENredBEEHRE )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. create-virtual-gateway.json RO R :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}

3. R

{

"virtualGateway": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
iy

"status": {
"status": "ACTIVE"

}I

"virtualGatewayName": "virtualGatewayName"

BxfEH for App Mesh BIZE XMW EZEE |, 55 ¥ Amazon CLI ZZ Fficreate-virtual-
gateway@if. Amazon CLI

BPE RE 5L M <

HBIX'TE Envoy REMIL S ECS B Kubernetes fRSs. &t AI LAE T B #h EC235 4] £ 55

£ Envoy B85, BXELZEE | 121 App Mesh ML A 7] EC2, BXHM{AFE Amazon

ECS LEBIWEZEER , 1551 (App Mesh #l Amazon ECSA[]) 5 (ZEZF| Kubernetes HJ
Amazon App Mesh #1 Kubernetes Al]) o &FEER APPMESH_RESOURCE_ARN SMEZEIRE N
mesh/mesh-name/virtualGateway/virtual-gateway-name , H AR BIEEREERE , X
HERENRERTSHEERZBS., BRIAMERT , H Envoy EERMRERFSIAB S , App
Mesh {£ F &7 APPMESH_RESOURCE_ARN FIEEMN R RN EH, BUlEZIFEABCHEHRIRE
APPMESH_RESOURCE_CLUSTER HEZERBZLITH.

BIMNBWEHBRRINSNES , FREMNZARIIERI RN X LRGN REHTARIE. ARG
ENRSEINBMBEFLENIBIRS AKRIFRIMEHDEROEN , Bl8myapp.example. coms BX
BFZELRE , BEHUEMEREISEEE (Amazon ECS), BIEANIREITHEEE (Kubernetes) RHFE :
EENARFETDR EW A, EC2ME AT LAERAIIM App Mesh R4 #% 2 58 = 7RI FSE 4R

7 Envoy BRARERN. BXESZEE , H5H Envoy Proxy B

EBEE MR 97


https://docs.amazonaws.cn/cli/latest/reference/appmesh/create-virtual-gateway.html
https://docs.amazonaws.cn/cli/latest/reference/appmesh/create-virtual-gateway.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-ec2.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-ecs.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-increase-availability.html
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Amazon Web Services Management Console

EffBRERLMK |, EEA Amazon Web Services Management Console

1. $TF App Mesh #2#l1& |, Wit H https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRELFXHME, SIHTERENAMERNEURESZLZNME NI,
3. EEMSMAEFEEUMK,
4

EEREMERAVELAM K | REEFRER. MRELNKXBEARBREMKEEE |, W EREM
BRo M EMIBRFT A RERAIRI KRR, &R BeM BRAERIIK 7= 45 9 IR PR & RYEE A %

5. HEWIAESD , B A delete , REIEIFMIER,

Amazon CLI
EMIBRELAR R |, FEAH Amazon CLI
1. FRATHSHERENELNX (AZBCNredBEBRIXLEE)

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. HETRA

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
.
"status": {

"status": "DELETED"
},

"virtualGatewayName": "virtualGatewayName"

BxfERA for App Mesh MIBREIAFKHEZEE |, S5 Amazon CLI $Z F i delete-virtual-

gateway@ . Amazon CLI

ZESE::

/A Important

LI @A - 2026 £9 A 30 H , Amazon fFEIEX I ¥EF. Amazon App Mesh 2026 F
9 A 30 Bz/E , &8 EB 15\ Amazon App Mesh 12414 5 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

RISCER R MBI RE AR |, R ER MBI MAEURS . WRBHSEREE , ©RUFR
B FREE AR SS ZIKEEE_I%E‘EU,@LIEHE“W%qJE’JW?&%HHO

BIEM <R
Amazon Web Services Management Console
EfEAIEMREE B Amazon Web Services Management Console

1. FTFF App Mesh ##l& , Bt 7 https://console.aws.amazon.com/appmesh/,

B

vl E

2. EREEHPOUBEMXERANME. 5HTERENMENKUR ESELZFRERME,

3. EEMSMARFELMK,
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4. EERBEEFMABAXRKNELMR. MRRKBFEEAMX , MEZELLE —MELNK,
IERBERNERVIKF 50 BRI A BB E AR B M X B A

EMXEERP , ERQEMKXER,

NFMXEHER , EEEATEMKXBEHNE .

FMREEHEER | Fi%ER http, http2 =% grpc.

EFNENEURSEH. WRZEIHEFAEURS , WEELRVNE-MELRS IR,

NEMRSREREESR VEREERFEXNNNKA, SFMEENRSAREMRS (BRARIATR)
B MR, FECEAELNRSRERHEERO,

10. (A& ) LR , BEEMMXEHNL LR
1. ¥TEEEE , FiEE :

© © N o O

o WMRFTESREN hitp/http2 :
- ( Wik ) HE - BEEEAR AR hitp/http2 5 R4 ITHELHY 75 5EFR Ko
o (WL ) WWOCH - CEEAARENKD, MREEBNRES NS , WEESCHRE
Ho
« (FIE) BE/ERKENE - EEERHI BRELRSWEABR ENERHNENS.
« ( °i% ) Prefix/Exact/Regexig £2-ICE M it B AR 7 5%,
o BIREE - BIABRT , MXBHNERERNEEN BRELRSHEN , TR

BREEN /. RELCEEELRSNAER , EARSERAELNKARBREEENIR
PR SCRFR SRR A B R EI RV EE 0 H o

/A Important

o BABERNBIRICHISE /aws-appmesh* 5 /aws-app-mesh*, XLEFIZ
REB IR App Mesh REBEEFA

s MRENLTZEMKIEH , ISFEREHNBREWHEBMEEHE, Fl0,
REERZRMXEH , HP—KWEHN /chapter , —FWFIERR /, WiE
3K www.example.com/chapter/ ¥ /chapter BIZRAY M < BB 1T IT
[T

P 5% & R 100



Amazon App Mesh AriEE

® Note

MREEAETRE/MRKNTHE , App Mesh &5 AR RIREL

( normalize_path %1 merge_slashes ) , L& KRRE i@ HI K EBEFE
Y AT BEME

HZEBERNEFFEATRANBERTIENN , e HIBEEBRE,

« BT - exact SHBEARENT D EE , ARRIABFURESZH URL TETE
B, EXRIREEH,

« ENRFALE —A THAZMERXKERE URLs AT BURRI M ¥E EBY £ THE,
(k) ERSH - WFBRAWLBEREERNSH.

( A% ) 53K - $6XE http M http2 BIFRK. ENZEEANFERMEETE , S EE BIRE
WARSS o

o WMRIEFT grpc EKH .

« ENABEEREMN (AL ) BR/ERTE - EEERBE BIRELRSHEAER LT
B ENA,

« grpc RE B

grpc RS UM ARFE APl , EXH. ProtoBuf

/A Important

BRRENRSZ BIISE /aws . app-mesh* B aws . appmesh, XLERSEBZFHRE
3R App Mesh RIEBME o

( Ak ) TEIE - $6E grpc T HE. BN ZEEARNBERMEICE | SR H T B ARE SR

%o

12. (A& ) NTEERE :

- MRFTEEREN http/http2 :
- MR BIR REEHCHERR .
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
- BEABMNBEDEE - FBE , Prefix rewrite 25 EEE /I RH E.
- RFHEEBERIEENCHEER
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
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- BEEE - EEEERENE. ZERIARE.
« MRENFRAKKBERIEEH R
- BEXNENBHEE - RANBERT , THNEBEREEN BRELBRSHER.
- BEEE - EEEERENE. ZERIARE.
o WMRIEFT grpc EKH .
- BEXNENBHEE - RANBERT , THNEBEREEN BREBBRSHER.
13. &R 012 M<K H U T Ko

RAriEmE

Amazon CLI
£/ Amazon CLIBIZM X< H,
FERUTHSREMKER , AEHA JSON ( AZBCWredBEEGRE )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route. json

2. create-gateway-route.json RAIKAZA :

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
.
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}

3. TR
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{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

1,
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
1,
"status": {
"status": "ACTIVE"
.
"virtualGatewayName": '"gatewayName"

AHXMEM for App Mesh RIEZMXBHAMWEZEE , HS1 Amazon CLI E FHcreate-gateway-

routef$. Amazon CLI
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Amazon Web Services Management Console
EFAMBRMXEE B Amazon Web Services Management Console

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRMXEHOME, SIHTERENAMENEURESZLZNMEMNIE,
3. EEMSMAERELMRK,

4. EFEMNPBIBRM <R A E AR,
5

EMXEHART , EFERBROMKREEE , REEERER,. JBLENKSRIINEFRRE
Y, 8 B BRMIRER

6. HEWINMEF , A delete , RIFRIHMER.

Amazon CLI
(5 R BRI < B& BB Amazon CLI
1. FAUTHSHRENNXESR (LB N redBEHRXLE)

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. WHRHA

{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

" : "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

arn
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},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "DELETED"
.
"virtualGatewayName": "virtualGatewayName"

HXEM for App Mesh BB <BEANEZE S , H5 % Amazon CLI £ Ffidelete-gateway-

route® . Amazon CLI

EAT R

/A Important
LIEX @ - 2026 £9 A 30 H, Amazon fFEIEX I #E, Amazon App Mesh 2026 &

9 A 30 B2/E , BT EBIHE Amazon App Mesh # &) A 5 Amazon App Mesh &R, BX
EZER , BHREENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

ET SR Y EESAMNBEIES , 10 Amazon ECS RE = Kubernetes 328, M &R AIZELIT S
Bf, MR ESEBERS LIS ZE. BHEUT SRMITHEAAEREKIBERN TR, ELTa[
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FTRE 0T B I B o R B 8 5% E LT RRBKEY Amazon BIRA R (ARN)., 1£ Amazon ECS £
SENHRAZRA (pod) HSEFFLEIRENESHMN Envoy RKERESA APPMESH_RESOURCE_ARN
IEFXE, Hli , ETAER arn:aws:appmesh:us-west-2:111122223333 :mesh/myMesh/
virtualNode/myVirtualNode., ERE/EFIBREE| node.id M node.cluster Envoy ¥, iR
BIZTEN , B4FEH 1.15.0 RESMRAH Envoy B, B App Mesh Envoy TEHNE 215
B , & Envoy.

(@ Note

ZRINBERT , 3 Envoy EIERMBERFSIFHE K , App Mesh A ERE
APPMESH_RESOURCE_ARN Hi s EN R RN B, BulBIFEABCHBEHIRE
APPMESH_RESOURCE_CLUSTER BT EREBEZIITH.

BIEELT R

Amazon Web Services Management Console
EFE A BIZEE LT = Amazon Web Services Management Console

$TFF App Mesh ##&lA , Witk 7 https://console.aws.amazon.com/appmesh/,
EREEEPOUEELT RME, JH T EHENMENBIURESELZNMEMRE,
FEEM S IERELT R,

ERVNEELTR , ARNENERNT SEERE.

WFEUT KRB, WAELT KRB

WFRFSEIAFZE , EEUAT R Z— :

o a0 bk~ w N~

- DNS-IEEE LT ST RN EFRKESH DNS £HB. Envoy REZEBET D# VPC F,
REMEAF VPC BLEHN DNS FRESB|REBMBENIER. WRENBHAT , W DNS fREERR
B —AHBZAN IP bk, HX VPC DNS REMEZFEL , BZHN DNS 5£8 VPC —iE
fEf. ¥ F DNS WRKHE ( Wik ) , I8 DNS BB RAMNHRRE, ARYEHRRT
DNS f##r85iRE — AR IEHN IR S, wAEWKE DNS TR EEREIFAERS. BRiAE
T, BEMMER N 9SS,

(® Note
MREFEA Routes3 , NI FEFEA AR,
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RAriEmE

 Amazon Cloud Map— IEEIR B RS EMM HTTP (s B =R, HE , BHAIUE

Tk BRINIT H IS ERAMERIEE App Mesh 1] LLZE 1 Amazon Cloud Map &
M, RERECEFIERENEAF, EFEH Amazon Cloud Map , REIK P AME

BAWSServiceRoleForAppMeshfiFHx AR, BXMEZE S Amazon Cloud Map , &

25 {Amazon Cloud Map FEZ A RIERE)
s T—NMREBHELTIRFAFEEMAORE , BERZI,

7. IP fRAEIEI

TAIHRBEZRRIA IP AT |, EHMEARNRERER BN IP RA&, BIABERT , App

Mesh A& IP iR,

® Note
EEATRKLRE P FEATAKEENZBET R LHMBRERN IP HEM,

- BN

 Envoy KY DNS f##Ar8s{L e A IPve H ELERENRE] IPv4,

« Amazon Cloud Map IR B IPv4E , B FERRENbHE , REENLKRER
ZIPv6iiilt,

o RARRAREFOENESER IPvA i,
 Envoy TSRS ERIARE IPv4 Hidlt,

- IPv6 BHik

 Envoy #J DNS #TEs{t £ IPve HELEREIRE IPv4,

- RERHIPvE IR AT A Amazon Cloud Map , NIEFAIREIRY 3t , AREEIRNEH
ZIPv4 it

 NAMMNAREFCIZENESER IPV6 i,
« Envoy W2 48 ERIFFE IPv4 M IPv6 Hbdit,

- IPv4 Hi%

BIBELT R

 Envoy K9 DNS f#Ar8s{L e A IPvs HELEREIRE] IPV6,

« Amazon Cloud Map IR B IPv4E , B FERRENbH , REENLKRER
ZIPveiiit,

« AXPARFOZRSER IPva i,

Hiritts
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RAriEmE

- IPv6 R
* Envoy K9 DNS #4288 {X £ A IPv6.

- {XEMAIREIPv6 Amazon Cloud Map Byititit, #1E Amazon Cloud Map iR [E] IPv4 i
e, MAER IP ik |, HFz=ERIRELS Envoy,

o NAHNARFAENRSER IPV6 i,

 Envoy TS8R40 ERIFRAE IPv4 F IPV6 thit,
- IPv4 RB

« Envoy B9 DNS f#4#785{XfE A IPv4,

« NEAIREIPv4 Amazon Cloud Map Byititit, 28 Amazon Cloud Map iR [E IPv6 it
i, MAER IP it |, FFZEERIREL Envoy.

- AAMRAREFNENKSER IPvS Hitt,
 Envoy USRS EEIFFE IPv4 F IPv6 thiik,
8. (Wik)EFHRKEBMIANE - KESRIREMRSBEENNMIAER,

(® Note

« MREBHABEUT RS AEREZTEENI (TLS) , MERWESIE —NHRYELL

TR, RAREIUEGEMTSMHMENERS , MEEH LEA TLS., REEAERE
HENEHZEANREEBIAFTNEL TS, AXUERBNARYIENENES
BE , BSH BL. NREHERA TLS EMUARMRENELT R, W THEEF K
Envoy RE A RESE L EFHME LT =8 Envoy REBIREREH 2 81U E| TLS BiF £
TX, XARELS BT Envoy RIEE LK TLS thE4E iR,

« BAEABERRSHENLT IRFHNARZFHEN Envoy REERARER

o BMNBWEERSRRERNE , FEERBRRENNBRZELT REESZE
ERELT K

o (Hit) MREREUT REAZRELZESENN (TLS) ERRrEEWRERE | HiEF8EH A

TLS,

o (A ) MRERBVERN —IHZMEERAER TLS , THEBWOFRMA—IMF. BHR
mEMEA , FEBERMKO, NREREEEM[ARD , WEISAH RO BEHIT TLS,

« NTFRIEFZE , BETIEDN—. BEENLEPXNELFEAFERBEER, AXES

==

BESH IEBER,
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« Amazon Private Certificate Authority3t & — B — NSRS NEIEH. BXEATE
ACM iEHINZWN RO ARFEEMIENTEESL , S H1EE A Certificate M anager
1ER FELE TLS. end-to-end Amazon GitHub

« Envoy AR IBRSS (SDS) H£E — % A Envoy R B B4 XK T RS IRENH B 40 B o

o AR XHIEE - IEE Envoy SBBEMEXHRE EVIEPEXHFIRER, BXRERARMX
H BN REINAREFTEMISHNTEELS |, B RERA S RMERN TLS iEBEE TLS
GitHub, end-to-end

(k) MAEBERZAEN. ENMNEMAR SANs , HEFERM SAN, SANs Z41K H
FQDN = URI 1=,

o (i) RFREEZFFIRIEPMUTERZ — , MMEERSHFERE S WIEBAREZIED
HERBANE TLS BRRKIE, ETHEAEXNE TLS WEZEL | 551 App Mesh G TLS
B4 560 10F SR,

* Envoy B R BRSS (SDS) #£E — A Envoy R A ZHRIRSIRE BB 5o
« AR - 18X Envoy BBFBATE XA R L L VIE B8 X MFAH R
9. (Hit)BRFER - EEELT XI5 ZEER App Mesh E#ELBRS .

s HALBHELTREZEENELIRS M App Mesh EEEARS & #2552 Amazon BRE
(ARN),

(k) MRERNEREEME—M TLSRE , TERE TLSRE , RARERBEERIAE.
(k) MRERELTRER TLS 5EFERRHES |, HkFEsIER TLS,
(k) MBRBRBERN —MHSMEEHROAFEA TLS , FEHBOPBA—NEE,
ERMEAMED , BEBERNREOD, NREREETMHO , WX FrEE O T
TLS,

o WFRWIUEFE , BETIRETZ —. BEENIEIBXNELXFEAFEREER, AXE
ZEE , BEHA EHER,
« Amazon Private Certificate Authority#t & — B — MRS MEIEB,
« Envoy ZA LIRS (SDS) F£E — #i A Envoy [ A %40 & TR S IR EXAY 2340 B o
o RHNXHIEE - 157 Envoy TBEFTEXH RS LA PEE TR BER,
(Wi ) MAEBEZAENR. ERMEARZS SANs , HiEF RN SAN, SANsAFURHA
FQDN = URI %=,
( Wik ) EFRREFFBIERMUTEDZ — , WEERSHFEREFWHIEHARAZIE
FBHBEANRME TLS HHRIE. ETHEEXNE TLS WEZEELE , i5ZH App Mesh X [a
TLS BRI 3T,
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Amazon App Mesh g
* Envoy BRI ARSS (SDS) £ E — WA Envoy R ERAZHRIRSIRE BB o
o AR XAFEE — FEE Envoy BREBATFE MRS £ AYUE P 88 AR MR A RV BR R o
- BERMEMER , HREMNER,
10. ( Wit ) B&RIER

EREAFRIEE , BRALHE Envoy EFAMN HTTP 1HR B ERR, BAHEEFERZ/dev/
stdout#g® , ABEE A LAE A Docker HERZIFEFIFEH Envoy AES H I 20 Amazon
Lo CloudWatch gs 2 £ RS .

® Note

A RS SN AR F AR ER TR REEB R, I XHBEEMRIER Envoy
BERFHENNVE,

1. mUTEREE

ITEE X #EHTTP, HTTP/2, GRPC F TCPHio. A X# HTTPS,

a. MREVERTREEAWRE , FRHMTEEER DML, http I8 R UFEREER
3| websockets, & LA SR 28 SRR MZ MRS, BRRIZMIFBRIZITES.

b. (Tik) BRERED

EEGHERS T Envoy TNEIR EA N ARFEREVNERKE, ©EERF LN
RMARFRZEETHEN AT ERENAEFNERFEREER.

AT LAR R LT ST 2R B B B AR IE EOMIRE . App Mesh BIAE P imEZMIRE R
TR, Nt 7 MBS,

(® Note
E Bt R O BR ST CAAR R, 20 RIR BV AT BRI IR tep , MIMNIE
ZE maxConnections, 1REHYIITERIHINA grpe = http2 , M{XIEE
maxRequests, R EHY Y ITEFHILE http , M BT LAF AT HEE maxConnections
M. maxPendingRequests

« WTFRREEY , BEERAHBEZER,
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C.

d.

o (TE ) ERAFLEERRG | BEERBFRIERERZE , Envoy A FHESIHY
mHIERE. BRIAMERN 2147483647,

(ALt ) ERAREERLN

EE i Envoy LN AN FEERN TR imN RN E AT RS EEREULF
MR ERE. ER—MERSFIALR | ATRE LERSHINENNSTRIR.

FREERNSITHELEEFPRINEERESSHASHPNRIAE , FFEME
TTEFEN AR FEEDBER,

(® Note

EFRMNBRFRENATREERFEERN , ZELT SHNERFSRKIFETR
Amazon Cloud Map 2 DNS , WaR3 8 7 B3 i% B HENDPOINTS, 0 5R &5 F M i
A} DNS BRE &AM 5% LOADBALANCER , M| Envoy RIEBR &i%FB—/N IP it
FEEHE LRSS . XREMN—AENARETRENENNFEERVITHE
Mo BX Envoy RESHRFSAMKBMEXNTHINEZFAGE , BSHABRFXK
MAEED -

- WTRFHFEIR , BEERHAERNES 5xx Hixo.

- WTREERNRFE , &5 EH 5310 2 [ #Y &8 B B2 4L,

« WTEARFRRIGENE , IEERHBREVAE A0 B M LA

- NTHBEEDL , BEARTFEBF IRHBRNENNEXE D,

(& ) BAZETRIKE — BEESTRARERKHNIRE,

BITRARERBE R RN , BRNRENSTRARBEEETMAE , WLHANEER

H, STRIREER. STRIREDN. BEEHBNESTRITEREREEE.

« WTF BTRAREDY , HEFE— ML MRIER grpc , BEVRS BARFE GRPC
BT BT,

s WFETRARERA , BENNESTRAREN KD,

- NTEFRE , EEEFRMAHRSTREREFZH , KHHNNESKIBEITIRR
KRERE,

s WTFETRARERR , BEERTERETRARERRE (ZY ).
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« WTFBRE , EESTIRAREE RN BREE, XIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.
- NTENERY , EERUBCRBETRAREN RN EFHFNNE (ZEY) .
s WTFAEEBRE , EEEFAMRTRESTRIFTEEZA , BAHIRERKKAZIT
RRREIRE
e. (FE)REATLS A1t —BEEHMELNT QWMAER TLS BZELT QBEE.

« WTER | BEEEMITER LERE TLS fEK,

« XtF Certificate method , HUIT T HigEZz—  IEPHITHEEEMAER, BEXEZER
BSE EPER,

« Amazon Certificate Manager ¥ &-EFMEIE P,

« Envoy A X ILBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A
Mo

o Kb XHEE — EZE Envoy REM XA RS LIEEIEPEE 4R RURTLAA,

« (W) RBREFEEFRIEPNMUTEDZ — , MEEEFHREEIERSNBEANE TLS
BRI, ETHAEXNG TLSHWEZELR , FSH App Mesh XUaE TLS & A RKIEX
=
« Envoy A X IBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A

Mo
o Kb XHIEE - I8E Envoy BEIEXH RS L HIEPEEXHRE,

« (AR ) MAZEZRAEN. ERMEMRNZE SANs , FBFIEFERM SAN, SANsLHE
A FQDN & URI &3,

f. (k) Eet

® Note
MREIEERN BB X TRNE , 54 IREE BB R NE e e E X FRINME
MEgE. B2 , MRNENNEFEEETRNENE , WTBUERER Route
W EE. SXESELR  BSEER.

o BFEREBE — MRERITEFHIIPIGERT grpe. http = http2 , N AT LA EFRE
Bfo BRIAMER 15 %, 0 BEEAEN,

« R — SRS EMmITER S IGEE ZE R A, BRINMES 300 B
BRERT A 2



https://docs.amazonaws.cn/app-mesh/latest/userguide/mutual-tls.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/routes.html
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12. EFQBE BT QUK.

Amazon CLI
£/ Amazon CLIBIZE#LTT =,

FERAUTHSHMA A JSON X462 MEH DNS #TRESAMNELT = ( BEECHWredEER
') :

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. create-virtual-node-dns.json REIPAZE :

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
b
"virtualNodeName": "nodeName"
}
3. wHRH:
{

"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
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"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"status": {
"status": "ACTIVE"
},
"virtualNodeName": "nodeName"

BxMEH for App Mesh BIZEINT RN EZEL , 231U Amazon CLI & Ficreate-virtual-
nodefi®. Amazon CLI

R B R 40T R

(@ Note

MREAT REEAREPREEN BB EEFAEL RS PEENREE WL EFER
BRo

BRI R
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Amazon Web Services Management Console
E 1 FAMIERE #1957 & Amazon Web Services Management Console

1. 3$TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o

2. EREMNPRIBRELT SNELME, JIETEBENMEMNEURESEELZNFEME,
3. EEMSMAHERELT Ko
4

EEMATREF , ERENBRNEATR , REEEMER. ERERELT K, BHNIKS ID &4
I EEUT QMBAEEXNRRABEI .

5. HEWIAED |, B A delete , REIEIFEMIER,

Amazon CLI
(55 F A BREE #4157 = Amazon CLI
1. FEAUTHGSHBRENEUT R ( ARECNred BB HRIXEE)

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. RHRH

"virtualNode": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"spec": {
"backends": [],
"listeners": [

{
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"portMapping": {
"port": 80,
"protocol": "http"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
.

"status": {
"status": "DELETED"

}I

"virtualNodeName": "nodeName"

BxEH for App Mesh BIBREINT RMEZE L , 39 Amazon CLI & Hidelete-virtual-

nodefis . Amazon CLI

RE 2L B% FH 25

/A Important
KIFRIEEH ;- 2026 £ 9 A 30 H , Amazon fHEIEX I, Amazon App Mesh 2026 &
9 B30 BzfE , 89 FEBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI IEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Ch

ELEERLERTENMERN - I RS MEMRSHRE. CIZELIRHRG , LRSI BRI ELEE
HER OB A KREKIEH |, UFEANBERERETEREMT R0
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____________________________________

Destination’s virtual

<
router and route.
HTTP route
prefix: [
Route B
targets:

Virtual node destination

/J-/‘:r/ + WEIEht
B |

— Route B’
! MNew service or service
version

____________________________________

SEHYRE A BR F BR TR T VAR A SR B R FE TE 0 LW 2% o

O 22 52 0 B% A 25

Amazon Web Services Management Console

EFACIEELEE B Amazon Web Services Management Console

® Note

SIZE R AR | ATURNEAIREA R ZRIERRR | MR B S 02 1 E B S
BRRERAY a5 B 22 H 5K,

1. 3TFF App Mesh ##|& , Wit A https://console.aws.amazon.com/appmesh/o

2. EREEHPOUBRELRARNME, 5HTERENMENKRUR ESELZMFRERME.,

3. EEMSMYF , BFEMKAR.

4. EFGIZEDERAZN,

5. WTELBHERB[EN , NENELKAREE—NEW. THET 255 MNFH, HF. EFH
MTRILNAE,
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6. (Wit)XFHWeEE , NENELEBIFEEROMDPIL. httpliTes RIFEREEKRT
websockets, &AL HRIIITEESRRIMZ M. BRI NBRIZMTES.

7. RO RE 0B HA AR LA SE AL

Amazon CLI
£ Amazon CLIBIZE I BEE,
FERUATHSRRELEHEHAA JSON ( AEECNredBEEHRE)

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

2. create-virtual-router.json REIHA R

3. ‘
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"virtualRouterName": "routerName"
}
4. HHRA
{

"virtualRouter": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
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RAriEmE

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,

"protocol": "http"

]
},
"status": {

"status": "ACTIVE"
.

"virtualRouterName": "routerName"

BXEH for App Mesh BIBZERRHBENESER | &

routerin s, Amazon CLI

Rl B KE #0035 EB 25

® Note

2% Amazon CLI & H #create-virtual-

MRELEHB[AEMEEH , HEMRECWIEENEMEL RS WRME , WTEREMWER,

Amazon Web Services Management Console

=5 F M BR R 8L 2% R 8§ Amazon Web Services Management Console

$TFF App Mesh ##|& , it A https://console.aws.amazon.com/appmesh/o

ERENPBIBRE LR BB MG, SIH TR ANFEMB AR ESEEZNMEME,

1
2.
3. EEMSHhH , EFELEASS.
4

HELEHESIFRT , ERERRNELIREER  REEEE EANMER. EMRELEHDR
SEHIMK P 1D 775 RE £L3% R 2R MY AR FR B B AR B & 5o

T BR RE #0L3% Eh 25
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RAriEmE

5. EWINMET , B A delete , RFHE MR,

Amazon CLI
= (5 FA i BR RE £\ 2% FH 2§ Amazon CLI
1. FRAUATHSHERENELEEHES (A ZBCWredBERIXLHE)

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. WHRHA

"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",
"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

o
"status": {

"status": "DELETED"
},

"virtualRouterName": "routerName"

T BR RE #0L3% Eh 25
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}

BxfERA for App Mesh MIBREE IR RN EZELR | 155 H Amazon CLI & H i delete-virtual-

routerip . Amazon CLI

72854

/A Important
KIEHIFEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEXHIX#F, Amazon App Mesh 2026 £

9 A 30 B2fg , BT EB1HR Amazon App Mesh ##lA = Amazon App Mesh &R, Bx
EZER , BRI IEEXZEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

PR EE M EIRRE, ZIRHAATEEX ELEHFNERARES RBERBRNENT R MR
BREAESIEREE , EUAHRESEE — MRS MERELT Ko BRLNENELT LIEEEENN
B, AFEAHBELERS MEHHEER,

eledizgss

Amazon Web Services Management Console
EFEABIERKL Amazon Web Services Management Console

1. $TF App Mesh #2#&l& |, Wit H https://console.aws.amazon.com/appmesh/o

2. ERECHPUERANMNE, JHTEHAENMENBIURESELZNMEMNRE,
3. EEMSHF , EFELUREBSE.
4

ERERFEEES 2 RBENEL MR, WRRBIIHEMEHE , WERLE - M EDE
i85

ERBRT , EFRGERA, EQERE  XIRFENKF ID RN ZBENTRAEE.

6. NTHABW , EEERTEMNRHEB B

7. NWTHHERE  EREERANML. SRR IBIE IR EE LI B 27E 5 K 00T 25 1
BRI R B BBV 00T AR AL,

8. (i) FERRAMERT , M 0-1000 FEE—MLERAATEMNEH. KHASRBEREEN
ERTEE , EF 0 BR&RSMLER,

o
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9. (FE)EFHMEE, NTEHMNDNF , REENRAREEENIN , ARESEEES
AHEERE

10. ¥ TEFEE , ERERRERBIINE App Mesh EELTT RABENE, & LUEER
BFRRARMEMBIR. B BN E D LMERSHET 100, MERIHEFMELT R, T
BAFHE—NEUT R MRFIEELT RKESMMTEE , UFEBHRKD,

1M1, ¥TEEEE , FEE

EEREEFERT tcp

- MRFFESETR hitp/http2 :

o (HE ) BE - BEEEEAN http/http2 E R TE K 7 5ERL

o (WL ) WAKEE — TEREEARENKO, NREEDEHBESNMINSE  NWEEET
[

« (M%) Prefix/Exact/Regex#&#%-PC i W 1t B 28 75 5%

BIRIEE — BIABRT , MXBENTEERFEEN BRELRSHNEMR , EEH
BIRFEEN /., BREEREEURSIHNAN , CAESEREL R HARRERENT
B FERBAITRNELT Ko

® Note

MREERAETRB/ABRNEE , App Mesh &5 ARREIRAL

( normalize_path 1 merge_slashes ) , A& KRE @2 HIKZRERE
EIJ—.I-EE o

HZEBERNEFFEATRNBERTERN , e HIBREBRE,

« BHTE — exact SHRLEABRENID D TE , ABRIAFIRESLH udl T2E
i, FRIREEH,

o FNREXCEH —ATFHEAZMEREERLE URLs ATLLRBIM G ERYEANTTH,
- (T ) EHSH — KEZBRATFETEERNSH.

« (HiE ) Rk - $E5E http M http2 ARk, ENZEEARNFERMEE , KB BIRE
WSS o

o WIREET grpc EKH .
- BREEM — ELBERNBEFRS.
- FEEM — ELBBERNBERSE.
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
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o (HiE ) THEE—BREIBENFERREE Match, AIERABERATITE S 824215

Ko
12. RFEBIERER,

Amazon CLI
£/ Amazon CLISIZEE A,
FRAUTHSEE gRPC BEHH A JSON ( BB CHESfredE ) :

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. create-route-grpc.json RAI AR

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
I
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"
},
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
},

"retryPolicy" : {
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"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
},
"tcpRetryEvents" : [ "connection-error" ]
}
I
"priority" : 100
I
"virtualRouterName" : "routerName"

3. mHRA

{
"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"routeName": "routeName",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
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"invert": false,
"match": {
"prefix": "123"

.
"name": "myMetadata"
}
1,
"methodName": '"nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"

.
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

]
}

.

"priority": 100
.
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "routerName"

BxEH For App Mesh 8|3 E Amazon CLINEZER |, B

%, Amazon CLI

S S EZ R B P create-ro ute
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https://docs.amazonaws.cn/cli/latest/reference/appmesh/create-route.html
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gRPC
( ®ik ) Poie

o (k) MABRRSHEBRSEMUALTERFER, MREFEERR , WS CEXMEAIRSHIER,

o (A& ) MABRTENGEBMAEEREER. MRFEEER , WeEEREMNMEMGENER, MR
BEREBW , WHBTUEE RS B Mo

(Al ) TR
RN TR
o (R ) MAZEFENRBAKENTHEEN  ERTRXE  AERALEE, ERRENFTEMER

Bk Bltn , MREF ABFEAHRIEEImyMetadata , FEEEREENEH , MEEEEER
123, R, NZBEFTE TBITER U 123 2 ANEMEF LV ER,

o (AE ) EEFMTHFEUNNEZ +A THED.

( Ak ) B

ERRBETFRTUARP ACEIARMMNEHELRBMRSFREENLIE, ERXRKERAE
By, BRUER, ERENEENERERZE ( 2fR=E ) HERE, MREREXERE
B& , BA App Mesh TTRE2 BB N BFRIEHGIEIRMINKK, AXESER , HEH MABAERE
B o

- NTFEHERN , ABRNBENRANEVE, NREEREMDNERSHE , W45 A —ME.

- EERENENP , ERF-NEMN, WREERTAHPNERSH , WATHA—ME,

s NTFJRAEFHREY , HABREBWIRITHRARERRNR, WREEFREMPRERSBH , WA E
A—MNME. BNEBWEDREREN2.

« EE—ANHSZAN HTTP EREH, RINBUEDEERBRMMKE R,

- EF TCP EEH,

« EE—NHZN gRPC EREHN. RINBWELEEEECEETTA,

( ATk ) At

« MIAMEN 158, MBEEETEREKE , NELALEENFEAE NG RTHE T EHIFENE
FUBEEHARBPELNRGAERNRE , IHEENERRETEETH. MREEENFENE AT
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15 %, FWENEFAELT K Target WITREENENTHBAT 158, BXESEELE , S
58 B2 7 Ko

° @{E’Jﬂ_jmiﬂﬂqo
o B LUAL T Z ARSI HKETE,

HTTP 1 HTTP/2

( ATk ) i

- BERBNERNAISR, i, MRENELIRS BN service-b.local , HEEHERBT
BEREE R service-b.local/metrics , MBIRM A /metrics, IEEFMBREN / BH.

o (HEE ) EE—FEE,

o (W) BEBE—NFR, MGERT HTTP2 B4k,

( Alik ) #R3k

o (A ) EBFIIIRL, WMABERNRBKRENIRLERN  RREEXE  RAEWATEE. EFxR
G EEREARE R, fli  WREEE— SIS 123 BEF clientRequestId BIFRL | RE%
BRE  NZBAEERLRN 123 2 WEAEF LB ERBTE .

o ((HEE ) EFRIPRK. E&RZ LRI+ MR

( Ak ) EEARMEK

B E SRS B RT B O R S AR NG RER R RS SRR RN, SRAEKETS
%, BERWER. BRENETVERERSR (QEIRRE ) WENNE, NREKEERE
B , B84 App Mesh AIAE L EIF) h BREMOIBIRINEMR, EXTLEL  B2H RUABHERE
B,

- NFEEHBN , W ABNFEN RN RUR, NREEREADNELEHE , WX5H A —ME.

- EEHBREND  EFE-NEMY, MREERTAHUEASH , WLTH A —ME,

« NTJRAEFHRY , HABRRAVTRITHHRAERRNR, WREEFREMDPREREH , W A5 50w
A—NME, BINEWEDFEREN2.

« BEE—ANHEZD HTTP EREH, RINBUZDRERBRNMMKER,

- EE TCP EilEH.
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( ATk ) et

« ERER — RABREEN 15 . MREEETERRE , NELLEENFEMNEMNALAKRT
FETERFEMNARAEEENRBEHFELHNZRAERRY , IHFEHEIRKES BET Ko

- ZHRBTE — BRIAMESN 300 ¥,
* 0 {E’Jﬂ_jmiﬂﬂqo

(® Note

MREEENENNERTRAME , FBERAFMAELNT RS 5EMITREEN B A E © X
TRIME, BER , MRSFERELAEIETROAMENE , WA BLEREREMNT KBV E
ME, AXESEL , BSRENT R.

TCP
( ATk ) e

- ZREK — BIAMER 300 .
+ 0 ﬁi’%ﬁﬁﬁﬁqo

) B B £k

Amazon Web Services Management Console
EffBREE L , EEA Amazon Web Services Management Console

1. FTFF App Mesh #2H|& , Wit Fhttps://console.aws.amazon.com/appmesh/o
ERENFRERRENME, JIH T ERENENBUR ESELZNE MK,
EEMSHS , EREMEHR.

143 M\ A I R B R Y BR R B o

ERERD , EREMRNEKL , AREEA LAOMBIER,

FEWIAEF , BA delete , AR5 H LM

2
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Amazon CLI
EIRRER L , A Amazon CLI
1. FAUTHOSHRENESL (AZECHred BB RIXLE )

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. R

"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

},
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
1,
"match": {
"metadata": [
{

"invert": false,
"match": {
"prefix": "123"
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},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "DELETED"
I
"virtualRouterName": "routerName"

BXMEH For App Mesh il BR3& 2 Amazon CLI HEZER

4. Amazon CLI

BESHSZER M delete-rout e iy

:353

130
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Envoy & &

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon App Mesh & F Envo y fRIER RS P&,

ECS Task / Kubernetes Pod

Port

“““I —

Proxy Microservice
Container

External traffic Port 8080

rl
<

B Envoy RERIEL S# ECS £55. Kubernetes BEFsH K App Mesh AT R ERRH

TS EC2 3Rl ( FIINERIT SELIMX ) o App Mesh HET — Envoy REBRBRER , ZEHR
B8N T B IRR MR E T, ERRBEFTE G ZE , App Mesh 24R$E App Mesh Zhae &N A&
AN Envoy RERRAN,

45 R4

App Mesh 2t 7 Envoy RERB[HEENW AT EE, HENXBIET Envoy REWES App Mesh
FEFEBTEE , UKk Envoy REINMAEERE. —NERIVERSR , ©55E App Mesh fRS 1 =0B
5o Z—HMERRE FIPS , ©5 App Mesh FIPS FRFin /B , H1E App Mesh BRF ZHEY TLS B
EFERHIIT FIPS N,
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/
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BN THEHNIIRPER - MMXESR , B TUNBRMNO LR FHEEPEE—IERN aws-
appmesh-envoy K& %,

/A Important

- M 2023 F 6 A 30 Bife , RE Envoy &Ev1.17.2.0-prodHESRA T LS App Mesh
B, WF2aiEA Envoy BB HFIFEFv1.17.2.0 , REIEN envoy HHERE |
BRIBIEIUTB I RF IR,

- ERARESXR , BB NERF Envoy IRAAR B KRR, LAEZHE Envoy lRAZ 3T
BRHEZEANT . ThEER AR MR S AR,

« BRZA1.17 &% Envoy HEKXKE#. BXEZFHAEFEE , BSHEH/TZE Envoy 1.17,

o OFRBRAK1.20.0.1 HESIRA ARM64,

- WZFE IPv6 ¥, FE Envoy IRA 1.20 RES A,

® Note
FIPS (REXEMINE KA XA A,

FIE XM X ER A LARegion-code B Ame-south-1, , . ap-east-lap-southeast-3eu-
south-1lil-central-1, MUAWEMAXEHaf-south-1,

Standard
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
& FIPS #Rf

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1

Standard

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
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https://gallery.ecr.aws/appmesh/aws-appmesh-envoy
https://docs.amazonaws.cn/app-mesh/latest/userguide/1.17-migration.html
https://docs.amazonaws.cn/general/latest/gr/appmesh.html
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ap-east-1

Standard

856666278305 .dkr.

ap-southeast-3

Standard

909464085924 .dkr .

eu-south-1

Standard

422531588944 .dkr.

il-central-1

Standard

564877687649 .dkr.

af-south-1

Standard

924023996002 .dkr .

cn-north-1

Standard

919366029133 .dkr.

cn-northwest-1

Standard

919830735681 .dkr.

prod

ecr.

ecr.

ecr.

ecr.

ecr.

ecr.

ecr.

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

cn-north-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-prod

cn-northwest-1.amazonaws.com.cn/aws-appmesh-envoy:v1.29.12.1-

BERGEE
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Public repository

Standard

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS #rE

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips

® Note

EAIEWHN Envoy BEE7P B 512 N CPU £ TR E4 64 MiB BN 77, Fargate LA BN &
PRTFER 1024 MiB, MRAB[ARREHMBRRPAB T ATEMMSHERETZ , W ATLAUE M
Xt Envoy BResfV BRSO B

@ Note

Mv1.22.0.0 FFEEHIFRE aws-appmesh-envoy &5 & M iRA&BZ /R Distroless Docker
MRGHERN, BRIMNETHIERRN THPRER T HRERGERREANRKESHFEDN
TRAREXK., MRELRE aws-appmesh-envoyE e EE | H BKRE —L AL2 E®S (6l
W yum ) MIEE , BBABRMNBIWIRNEEATE G =t X4 , AEREE— TR Docker
aws-appmesh-envoy &, AL2

BT A4+ KA HRE 0 B E LK Docker B aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm
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CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR Hi5[E it BB AR B Amazon Identity and Access Management (IAM) 32 #,
Rtk , BATER 1AM SR IFEIEEX Amazon ECR BYiREU PR, a0 , f£{#EH Amazon ECS B,
BE AR Amazon ECS &2 BESNESHITAR., MREFERAREIHRISFEN Amazon ECR &
R IAM KB | B AHINE AT EARE aws -appmesh-envoy Z# ER S EXH Amazon
BIRABM (ARN) , 0 | £ us-west-2 #X , BAVFIFRILTRIR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, BXEZELR , HS 5 Amazon
ECR HE X, MREELS#H EC2 =4I LA Docker , iBEIF#HEX Docker #1TH BRI, B
XEZER , BEREMKRSHRIL,

BINBRaZMIFH App Mesh Thee , XLETHEEMT T Envoy WEXR , XEEREHAREHE LiE
Envoy &% H. EE LS H Envoy TE 2l AXLHH App Mesh ZhEE , EBAFERA App Mesh
R Envoy B8 K. BXTEFIXR , B5SH App Mesh GitHub B4 B H 5Envoy Upstreambr
ZEXWEB, BATEBCR App Mesh Envoy &85 BRR/E RN & TR T,

/A Important
KIETIFIEA - 2026 £ 9 A 30 B , Amazon fFEIEXNMIZHEF. Amazon App Mesh 2026 F

9 B30 BzfE , B9 BihE Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

FERUTHBETENEH App Mesh E#LT S{ESAEE Envoy BES.

(@ Note

App Mesh Envoy 1.17 7 #F Envoy #J v2 xDS APl, IIRE RN 2ESF Envoy B & U4
Envoy BiEZE £ , M AT HEH N HZFH v3 xDS APl

5
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-config.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-config.html
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BENER

FT& App Mesh Envoy AR HZFTEUTHETE, HWTEREEAT Envoy BEEMRZA 1.15.0 ESHR
K, MBEERANRRBMRAMREG | W45 H APPMESH_VIRTUAL_NODE_NAME £ &£,

APPMESH_RESOURCE_ARN

£ Envoy AEERMBIES AR , HFLMETEIRENTFAHMRRME DT LNELMNHY

ARN, KT 5I&REERHI ARNs :

o BT — arn: aws: appmesh:: mesh/ /virtualNode/ Region-code 111122223333
meshName virtualNodeName

« EEIMx — arn: aws: appmesh:: mesh/ /virtualGateway/ Region-code 111122223333
meshName virtualGatewayName

£/ App Mesh Tt STERY , ARNs AfEAus-west-2appmesh-previewX
B H A Happmesh, N , App Mesh % 578 & R A5 = #9 ARN H
arn:aws:appmesh-preview:us-west-2:111122223333:mesh/meshName/
virtualNode/virtualNodeName,

Ll

A% 3
LR EZ EXF App Mesh Envoy BEF =2 AiER o
ENVOY_LOG_LEVEL

EE Envoy AEsHI A ER 7.

BME : trace. debug, info, warn, error, critical, off

BIAE : info
ENVOY_INITIAL_FETCH_TIMEOUT

18 Envoy EAIRLEIBH SRR AEERS R/ E —NEE WA AT E

BXEZER , HSF Envoy XA Configuration &R, iREBHR 0 &, JREER,

ERIANE : 0
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/core/v3/config_source.proto#envoy-v3-api-field-config-core-v3-configsource-initial-fetch-timeout
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ENVOY_CONCURRENCY

/B3 Envoy BH&ZE --concurrency i H{TkTl, BINERT , FIREZED, METTE
Envoy ARZ v1.24.0.0-prod ESRAF A,

BXEZER  FHHGBTITET,

FRXENETEXEE Envoy HEEEZO,
ENVOY_ADMIN_ACCESS_PORT

EE Envoy EMWTHEENLER®O, BIAE : 9901,

® Note
Envoy & i O R A [E T K2 £ M 5< 5 K2 015 = £ B9 AT {0t AT 2R i OO

ENVOY_ADMIN_ACCESS_LOG_FILE

BEEA Envoy 7R HEN BEN KR, BRIAE : /tmp/envoy_admin_access.logo
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

¥k Envoy HEBEREUES IPv6 RE , XHZEOR T LRENES IPvs REFM IPV6 RE.
BRINBERT , WWAsRIZE N false , B Envoy R IPv4 RE. EEREEAT Envoy EBIR
7 1.22.0 HFE SR,

REZE

fEFIXLEIRE R E R Envoy ELE Amazon App Mesh R, BEXEZER , BSHERT Envoy B
App Mesh R IE,

APPNET_ENVOY_RESTART_COUNT

EERBEEEEZTHESSHAEE (pod) RPEHFH/Z 3N Envoy RIEH A ( ERAZRA (pod)
BBl ) . REXELXESIX Envoy B HEMIEFBHRES , ETHESR, ZTENRIAENRN 0.
RERINMERE , RET 22 HERS I 1ZHE,
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https://www.envoyproxy.io/docs/envoy/latest/operations/cli#cmdoption-concurrency
https://docs.amazonaws.cn/app-mesh/latest/userguide/appnet-agent.html
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ZRIAE : 0
Be 10

PID_POLL_INTERVAL_MS
EERERE Envoy REH#HBRSHTEER (AZERREM ) . BIAMER 100,
ERIAE : 100
K : 100

&S : 1000
LISTENER_DRAIN_WAIT_TIME_S

EE Envoy REEHZIR K 2 I EFFEINERX AR (AR NEN) .
FRIAE : 20
&K : 5
&S 110

APPNET_AGENT_ADMIN_MODE
BaRENEREORSSHFHTELES tep itk unix BEEF,

BME : tcp. uds
APPNET_AGENT_HTTP_PORT

BEERATE tcp EATHEREERZAN KL, BRKOENRN > 1024 if uid 1= 0, BRIE

T65535,

ZRIA{E : 9902
APPNET_AGENT_ADMIN_UDS_PATH

£ uds EXTHRENEEBEOETE unix BEEFZERE,

2RIAE : /var/run/ecs/appnet_admin.sock

BRETE

BAUAREELATRERSBFIEF - PMRERIIRERF

Aah

A&

L]
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Amazon X-Ray & &

FEALTIHRETEREEH Amazon X-RayRy App Mesh, BXEZEE , 2 Amazon X-Ray Ff
AARIEE,

ENABLE_ENVOY_XRAY_TRACING
£/ 127.0.0.1:2000 FERBRINH BT EFESBHA X-Ray BiR. EGH , BFEIREN 1.
ZRIAE R 0,
XRAY_DAEMON_PORT
EEROEUBEEZRIA X-Ray #EBFHFEFIKOD : 2000,
XRAY_SAMPLING_RATE
BEXMRIUEE X-Ray tracer WERIARKER 0.05 (5%). NZEEEANT 0FM1.00 2

B B9 /N ER(100%). IR EIEE XRAY_SAMPLING_RULE_MANIFEST , MZENHEBEE. WA
v1.19.1.1-prod RESHZAH Envoy BIEEZFHTE,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy B NHREFEEXHER , 7 X-Ray tracer ELEAR LB EXKEAN, EXES
85 , B2 (Amazon X-Ray FF R A RIEFE) PRI, R4 v1.19.1.0-prod REEK
RHY Envoy BB FH T E,

XRAY_SEGMENT_NAME
NPBIEED BREBHUBEIRIA X-Ray DEREH. BMINERT , WEMRERN mesh/
resourceName, Envoy BRIRA v1.23.1.0-prod ESRAZIFHETE,
Datadog IREFEE

AR & Al B2 FE A Datadog RIBIEFREEELE App Meshe BXEZEE , i55# Datadog X
B RERE,

ENABLE_ENVOY_DATADOG_TRACING

EAERNBRIA Datadog K EIF S/ 127.0.0.1:8126 5 Datadog RIEZWE., EFH |, 8%
BIRERN 1 (BRIAERO) .

DATADOG_TRACER_PORT

EBE—MNwmOENUE SR IA Datadog RKE w0 : 8126,

A&

L]
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https://docs.amazonaws.cn/xray/latest/devguide/
https://docs.amazonaws.cn/xray/latest/devguide/
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/
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DATADOG_TRACER_ADDRESS

167E IP ik AT ZERINEY Datadog RE#bE : 127.0.0. 1,
DD_SERVICE

NIRFRIEE RS BMIUBE EEIAM Datadog BRSSE 5 : envoy-meshName/virtualNodeName,
MRAS v1.18.3.0-prod RESMRAH Envoy MG IFIHTE,

Jaeger BIRE &

FERUTHEZEERB®H Jacger BEH App Mesh, BXEZER , HSH Jaeger XEFH AT,
FxZ<1.16.1.0-prod REGMAR Envoy REEXFXLETE,

ENABLE_ENVOY_JAEGER_TRACING

M 127.0.0.1:9411 ¥EREBRIA Jaeger i RS A Jaeger RERWE. EEA , B ZERENR
1(#MIAMERNO)

JAEGER_TRACER_PORT

EEmOBEUABEIRIA Jaeger IO : 9411,
JAEGER_TRACER_ADDRESS

FETE IP st A E BRIA Jaeger Hbit : 127.0.0. 1,
JAEGER_TRACER_VERSION

EEWEREEEE PROTO HIBHEA ISON Bk, RIABERT , ZEFREN PROTO, Envoy
BEBIRA v1.23.1.0-prod AESHAZFHLHEE,

KRR EE
MATHERRBRENEREBCHREEE.,
ENVOY_TRACING_CFG_FILE

£ Envoy BBREMNHRGEFEEXHERE, BXRESEE , 2R Envoy XHEH

Mconfig.trace.v3.Tracing,

=
[
et
L]
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https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing

RAriEmE
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® Note
MEREREZFZECREES  FHRRER —MNBREREEXH static_resources

FEEBXBENERERE, Fl , Zipkn E— N THRERRWESNERS

frcollector clusterzE , ZEHEEHATEN,

DogStatsD £
EFA AT IREE & App Mesh BLiE 73 DogStats Do BXEZEE. , iS4 DogStatsD 314,
ENABLE_ENVOY_DOG_STATSD

BHEEREN

#/H127.0.0.1:8125% R BRINTFHEFH LB A DogStats D Z&iitE 8. EEH

1,
STATSD_PORT
OE LB EBIA DogStats D SFHREFH .

*E b5 r=io Ll

JE Uiy
STATSD_ADDRESS
IS7E IP shut BB S BIA DogStats D 2R IP #it, BRIAME : 127.0.0.1, HTEREAT

Envoy BEGARZR 1.15.0 SESRA

STATSD_SOCKET_PATH
EELZEHE AT DogStats

77 DogStats D SFHFEFIEE unix HEETF, MRK}
D, MtEERIARN DogStats D SFHF R IP thtis O, 127.0.0.1:8125H1F 4
T ETE stats sinks ELiE , N EFBZME DogStats D &

HIENVOY_STATS_SINKS_CFG_FILE
E, Envoy BB A v1.19.1.0-prod SESMRAZIFHTE,

App Mesh &

UTZERABEEE App Mesh,
APPMESH_PREVIEW
EBiws., BXEMA App Mesh B MEBENEZER |, &

FZERE N ERE 1 B App Mesh Tl 5 4
27 App Mesh T i 51138
141
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/
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APPMESH_RESOURCE_CLUSTER

ZRINERT , 2 Envoy EIEFRM R ERF 5| B 2APPMESH_RESOURCE_ARNEY , App Mesh f &
EREENRRENR. BuLlEIFH BB FIRE APPMESH_RESOURCE_CLUSTER SREEZE
REZITH,. BTEREERT Envoy BURIRA 1.15.0 RESRA,

APPMESH_METRIC_EXTENSION_VERSION

FZERE 1 NAFHA App Mesh 1845 B. BX App Mesh BT BNEZEE |, BZH App
Mesh VIEFrT & -

APPMESH_DUALSTACK_ENDPOINT

FiZERERN 1 LUEEE App Mesh XK IH R, REMWIREG , Envoy FEA RN TR
He MIAMBERT , WAREKIRE R false , HEMUEZF RN IPv4 HE, LEERsEAT Envoy
BBRA 1.22.0 FESMRA,

BESITEE
ERALTHETEN App Mesh BLiE Envoy SEitER. BXEZEE , 21 Envoy Stats X1,

ENABLE_ENVOY_STATS_TAGS

AVFEA App Mesh E X HIFRZ appmesh.mesh #l appmesh.virtual_node, BXEZER ,
#EZ | config.metrics.v3, TagSpecifierfE XA, EFGH , BFEIREN 1.
ENVOY_STATS_CONFIG_FILE

£ Envoy BB XHREHIBEXHERER , AEECHXHERERBEZIIAN Stats iREBEXH. B
XREZEER |, i3 H config.metrics.v3, StatsConfig.

® Note

RESDESAITI RN ﬁmiéﬁlﬂn BEfREAELSE Envoy 3t AT EBS App Mesh 1t
FRAEBRLSHIRS. X2 Envoy FH— /\’f'a %o BAVEBWAFETE Envoy NG T HIE
HATEE IR ﬂﬂ%iﬁﬂﬁg R, BOVEREER LSIE T AREA RN TLANMERS .

ENVOY_STATS_SINKS_CFG_FILE

f£ Envoy BB X HREHIBEXHRE , FECHXHREREEZRINEE. EXEZERE , BESH
config.metrics.v3, StatsSink#E 4&{E X #4h,
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
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EFANEZE

Envoy A< 1.15.0 ESRATBXFHELE APPMESH_VIRTUAL_NODE_NAME #
APPMESH_RESOURCE_NAME, B2 , MBI NMAZ TN, SHTE Envoy A 1.15.0 HESHR
A fFERXLETE  FURIXLEZLE APPMESH_RESOURCE_ARN AT FrE App Mesh % R

Envoy ERIA{EH App Mesh iR &

/A Important
KIEIEEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEXHIX#E, Amazon App Mesh 2026 £

9 B30 BzfE , #9F:EB i\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER | BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

SAT & 424 T 5 App Mesh & EAY B i B it S BE FIMF B8 8340 Envoy BUAEMIE B,
RRIABS B B i SR B

MR 2020 £ 7 A 29 AZ el MK H&E M , App Mesh 272 2020 £7 A 29 BEXTH2fE

Bz A K REAMEPATE HTTP, HTTP/2 Ml gRPC iER I 2B IAK Envoy BRI E XK, W
RIEMIKFE 2020 F7 A 29 B2 BEAME , MAR42R 2020 F7 A 29 Azdl, ARXIZEF
EWEM Envoy BBEBIRERIAKE, BRIEREAmMazon FTHE, XFHLBEILE , NH App
Mesh FEAL B EAF 2 A 52 /5 8 BB 1E{T future Envoy Bk IR BRIAERE, Bx Envoy BHEiX KK
WEZEER |, HS config.route.v3, RetryPolicyfE 43 F X #4eh,

L& 02 App Mesh EEHELN App Mesh AR SS & LE AT RIBHE RS , App Mesh £ 612 Envoy
BB, REMLALLGIE App Mesh B E KM , BT ENELT SRS CIE App Mesh BiAE
A& o

EIAKB I LB App Mesh API 7R, BRINKRIEREEET Envoy &, EEERE , BEAEER
E M Envoy £%ERconfig_dump. LLBRINKEEBEUTIRE !

« RREEHRE —2

- gRPC Ei#ZE# — UNAVAILABLE

- HTTP EdE4 — 503

Envoy ZRIAEH App Mesh & & 143


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.amazonaws.cn/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy
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® Note

TEBEATERIESE HTTP £iR/RBH App Mesh BEHEiR KB, B2 , App Mesh & H
BRI IUER server-error 5 gateway-error, XHEEHEE 503 iRk, BXE
2ER , BSH B,

« TCP BEiEH — UM connect-failure M refused-stream

® Note

At ZATEREFEM—PEHH App Mesh BHEIREKEE, B2 , App Mesh & H
BRI LLERK connection-error , X&[ETF connect-failure, BXEZEE
BES B,

- EE — R DBERSEIRASEEWR ( disconnect/reset/readiBit ) , Envoy 2@Z R E iR,

AR LA BT % Be

L E App Mesh FEBE Envoy BY , R EBRRELRE Envoy WBIAE. AXESER B
FE&#. CircuitBreakers.Envoy XEHFHH{E, XERELZEBET App Mesh API BEE, JX‘L“IQER
BEB Envoy B, EEENE , BEAEEREHM Envoy KiXiERconfig_dump.

WRTE 2020 F£ 7 A 29 BZHEHNIKFRREME , BANTEE 2020 F£7 B 29 BEXRH 2510
B MERITBHEA Envoy , App Mesh HSBEERA T REDN Envoy BRIAESRE b 22 A M Eg
2. MRIRHIKFTE 2020 & 7 A 29 BZ Rl BEMIME , MBRIEIREAmazon X THE , BUFH
YR¥E 2020 &£ 7 A 29 HH XX 2 /F1E App Mesh FEFBHIEM Envoy REZRIAE. TFARLETT
BfR , App Mesh R BT 82 B2 58BN FTA Envoy IRER App Mesh BRIAEIRE N :

* max_requests — 2147483647
* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647

ZRIAMTEE R 144


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.amazonaws.cn/support/home#/case/create
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® Note
T & Envoy 2 Envoy £ 2 App Mesh FIERIARTER B3 {E , BT RIS BUX LA,

E#H/EHE Envoy 1.17

/A Important
KIEXIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 7F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER , BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

wHa SPIRE W&Z4A X RSS

WMREFEAH App Mesh B SPIRE ( SPIFFE Z{TRRSAHE ) AEMERS D X EEIEPH , THIAE
FERANRMRAZEDLN 0.12.0 89 SPIRE K3 (2020 £ 12 A%%H ) o XRZEFE—NA X Envoy
WA RRAS 1.16,

IENRFAEK

M Envoy FF#41.17 , App Mesh ff Envoy ELE N BRIAEARE2IEENREKSIZ, N TFASHAFK
W, XRMTCREMB AL , EREAFIMNAEEAFHEE FBEATFEENREXPHTERR KRGS
Ao

IEE M mEE
IE[M — E@BIER—IMHFESHRER , AR : 2=

(?=example)

ENERITZFRERNEZER , BRAENATEEFZFEMALELE FHEFRF. BT App Mesh
IRFHERENKREXNFRE , RERMNEZWERFEERNENTE I

(example)

@ — REHER—MEESHRER , LR 21,

E#/EBE Envoy 1.17 145


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/spiffe/spire/releases/tag/v0.12.0
https://github.com/google/re2
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ex(?lamp)le

2

TERESHREXATHEREANT I ELEMATEE, EASHERT , (RULAESEERBRE

o
ex(amp){0}1le

MERBXERGFR—NFRE, WAL ? FRAETEENLHFHIFZH TIE,
prefix(?![0-91)suffix => prefix[A0-9]?suffix

RIZR B | 257 BEE T LU Sk 4% SRAL 2 bk 1

{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"

EMFRAEXE SR
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E—NEBHAEE2ER L prefix” FF KB EEF B suffix PRk, E-REHNERREEMREHM
LU prefix” 7T SKBIFRL | B¥EABL LU suffix” 45 BARk. EXMAZHIR , B AIBURF RIS | BUBBRAE]
B,

{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix.*?suffix"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]

ENRAXEH 147
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}

WRBIRERE , Al suffix ERAIIRLIBRESHNMLESR , MATE Ht L prefix” FF L HIARLEL £
PBRARHY BE B P AR IS,

k@5 A
RESIAR—fMEREH —NMNERESNAEEREEREREIRNN G E, B XHENRE,
(groupl)(group2)\1

RETE\ B—TMERYURERFE n NERSWAN S, EREF , \1 BAEEZXREA
(groupl) BWERE R,

(groupl)(group2)(groupl)

RERREEI ARSI ANABTHERER , WRGIFTR.

Envoy I

/A Important
KIETIFIEA - 2026 F£9 A 30 B , Amazon fFELEXNMIZEF. Amazon App Mesh 2026 F

9 B30 BzfE , B9 7F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER | BRI IEEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

KRERRN App Mesh HEH Envoy BEFH—NMNHEEER. REBR Envoy —BRFE1T. RERE
BHBE L ENRE, ©23IE Envoy SitHEMHBIEIE , AR BIEE T #% Envoy R TE App Mesh
FEEITIE R . IX AT LARS BY S8 B R st B BRAE SR B iR

3 Envoy REETRATMERN , KA UERAREREZEES ZRENA,. MRHAKYE K KBS
# Envoy IR HAHERHZLBR VRS, EXHERITHEDERE | S SMERM L IIRE, CEE A SMe#
Envoy EE#ER  XEPTRENRAEFNHENZM,

FAUTEENRN Envoy BEERE :

&mE5 A 148


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« APPNET_ENVOY_RESTART_COUNT — ¥ UHTEIRENEZER , RELZIRAEFHB3 Envoy RE
#HE  BEHRARNEAANRERBRSTEEMRENRF, EREBETRIRELAMNELT , &
BRRIETLESHRISHEEA (pod) Lt | XEBTRESHIAE,

e PID_POLL_INTERVAL_MS — ElELttTER , BRINBERETHN 100, HRENLIER , SEIBR=R
BHITEZTRARESRISHERE (pod) MLt , B LLERENFMEFIEHE Envoy 318,

* LISTENER_DRAIN_WAIT_TIME_S — BEHNZER , BERBNFLEFHEIRA (pod) MiRER
AREHFIEBERNNER, S0, WREEXTHRETEBIETE , U Envoy REREEERIETER
BEEIEFSRARRA (pod) 2 BN BINER,

* APPNET_AGENT_ADMIN_MODE — it ZEIREN tcp = uds B , RELREHALERZEA, Z%
EEEORYE Envoy REXREMNZ LKA , APIs ABTIRRARE, BUHBEAUATAS , 2
ZREHIZITRR.

« GET /status — &if] Envoy it HiEHREREHFELE.

« POST /drain_listeners — ¥ERFIE AL,

« POST /enablelLogging?level=<desired_level> — EHFAEIZREMN Envoy BEL 5,
« GET /stats/prometheus — LA Prometheus #& =X & '~ Envoy & it#iE,

« GET /stats/prometheus?usedonly — &R Envoy EEFH S ITEIE.

BEXREREEXENESER , B5H Envoy REEE,

MIRAFF4E , #71 Amazon App Mesh REZE7E App Mesh {L{LHY Envoy & H1.21.0.0 , THFE
EPESH pod B BN B IR

Envoy R 149


https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-config.html
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App Mesh#Y A M 14

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

£/ App Mesh ByiF4lt 2 — R P LAE it 7 MR IS RS M AR F. App Mesh BEB R FZ TR H
&, BRANRERERRAR,

Envoy fKZEA App Mesh IRELATRBEN T E | AIHYAEFTEM THNAEFMNAE .

- BEICR
* Metrics

H&igx

/A Important

KIETIFEA - 2026 £ 9 A 30 B , Amazon FEIEXNEZEF. Amazon App Mesh 2026 &
9 B30 BzfE , B8 FEBiHE Amazon App Mesh #24|& 5 Amazon App Mesh ®iR. B>x
EZER , BHREEXEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

BIEEMT QAMELMXE , B SUEEEE Envoy THR BE, BRFIES , XU TELT LMED
M 632 4w THEREN B EILRKEBD o

CE3EES =


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-logs.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/tracing.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Logging
HTTP access logs path - aptional

The path used te send legging infermation for the virtual nede. App Mesh recommends using the standard out /O stream.

Jfdev/stdout

(i) Logs must still be ingested by an agent in your application and sent to a destination. This file path only

instructs Envoy where to send the logs.

EEERT Envoy HE B& /dev/stdout B BERIZFREERE,

S Fformat , BIEEFRMARENKERNZ— , json H textMERX, json FKEVFAN HFEHEGR RN

JSON 4513 , RIEBEFEAEEL Envoy,

LLTREHRERT A/ Amazon CLIF{#ERAR JSON RRFER.

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should

"json": [ // json will be implemented with key pairs

{
"key": "string",
"value": "string"

"text": "string" //e.g.

%SREQ( :path)%\n"
}

/A Important

be specified

"%LOCAL_REPLY_BODY®%:%RESPONSE_CODES%: path=

FSLRELNMARKIZEN Envoy B , BN Envoy FHEL EH A FHRMPERFMHE

AN

error state &,

BEIEH

151
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&M /dev/stdout &Kix Envoy iHRI &R , 145 Envoy RS AEEBE—. BuLERIRE
Docker BERFEFFHENS HE CloudWatch B EEZE# M EIRS ( H130 Logsawslogs ) » BHX
EZER , 55 (Amazon ES3 FAARERM) PHEA awslogs HERFEF. ENXFH Envoy
R AR (MAKEM Envoy BEFHE ) , WEL ENVOY_LOG_LEVEL fi&E N of f. BALEN S
A FR/E SREQ_WITHOUT_QUERY(X?Y):Z% ﬂéﬂiTmélﬂ%ﬁ%E’hﬁvo BXRRH, BES
FRegWithoutQuery #XILEF. BXEZEE , 2 Envoy XHFHIER A F12F,

1£ Kubernetes B AifE A&

£ F3i& A T Kubernetes #9 App Mesh Controller B , &R SUBE I B E B ERNEIE AT SHES |
NELETIEEHEAE , T REIPTR.

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

B E B ﬁﬂﬁiﬁﬁ%ﬁ?“bﬂﬂl%ﬁgﬂiﬁ , 5130 Fluentdo BXEZELE |, BESHE Fluentd 1R E
3 DaemonSet @ BE %% B, CloudWatch

Envoy 25 &fiFid BEMNETIEREBE A stdout, XERAENFIRAT # Envoy 5 App Mesh £
B{E# service-to-service REIFEE M, ATLAEA ENVOY_LOG_LEVEL SR ETEFH BELRMISE B ER
IJo ﬁjyu J‘/LTIZ'K;E ﬁ ﬂlit H n_,\/T\pi-J 1?{ A& PSRN Envoy qu%}E HTTP -lﬁ:.kIEEEE’J%ﬁo

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'

CE3EES 5


https://docs.amazonaws.cn/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
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Firelens 1 Cloudwatch

Firelens 2 — A8 A EEET , (RATBLAXRUE Amazon ECS B HE. Amazon Fargatef& A LATE
RN REIFEEES R BIEGER Firelens B9Amazon =4,

BRI LA A CloudWatch kU A &E B FIEIR. &R LAE App Mesh XK S H ISR El o
CloudWatch F#HEIEZE L,

£/ Envoy BB BN ARR

/A Important
KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &

9 B30 BzfE , B8 FEB i1\ Amazon App Mesh #24%|& 5 Amazon App Mesh ®iR, B>x
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

Envoy ffEIE#RD N LT EEKS -

« THE—5#ARERNEENEREXWIER,

- b5 HEENRER HNEREXER.

« RSSE—HR Envoy REPRASHENR. P SFENERSITRIBHS BRFZERNER.

£ App Mesh 1 | REAEE LM THRARE. 0 , Envoy MG F F ix U R 895 R AR 88 R
ZRBAEWIBERBENTERE, NTROXEFRFEBEN LEMTERE , App Mesh IRIESER
RS AERHRE S B3 —F3F Envoy FBFRHEITT 93K

« AO—EREENRS BN IEZENBE REXWIERMER.

- HO—E5kBZNERESBIF[HBELREERN Amazon ECS 1% Kubernetes 254 (pod) HYEE
MBERERBIEFRFEIR,

TERERTREMERS AR ZEANBERE,

Firelens 1 Cloudwatch 153


https://www.amazonaws.cn/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html#cloudwatch
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

W

RRGBELE

T % Envoy MM{AIE & &K M 4% SR H R R AR S BSR4 App Mesh FEX K BRRIEEFTA. UT =2
App Mesh ELEHIEE Envoy &R :

o MTER—REMWT NHFEEN RO, E£LED , App Mesh J i AEH Amazon ECS F5 5
Kubernetes B84 (pod) WREBMET —MAOMWEE , HABTRSAENRENET —NHO
AT ER .

- B REEENRAREINN LFERSNWE4L. £ App Mesh # | BHIRS B 2R UK BB RS
AAEEFNAEEMELT RBRTAEH.

« BREXERENNTEEMEHELNEE. eSS NETE B RATRBENRA AR ERRIEE
HY B PRERET.

- WMANMERAESE— LSRN IP #hit, Amazon Cloud Map 3 f B SUEY IR S5 K T &
BY , App Mesh &R BLHY AR S5 SEHIE N s QAR R & BN IERV K,

- R XLRBEREFRRFENMBRLAMN TLS iEH. 2% Amazon Certificate Manager FAEZE F
U MRS BRE B A KRIRET , App Mesh £ F AR MBI PEN BB RRREZEHRE,

App Mesh A —HWH KW E Envoy TR , B0 A AX LR RS MRHEREK,

TR T ER M SRR I B 5 RN T E## Envoy 7 App Mesh HHIIERIEREE,

T BR & 75
ERAU TR & yrss

lds_<traffic direction>_<listener IP address>_<listening port>
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FREXFTE Envoy FEE T AT IATER

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

{# A Kubernetes CNI 43k IP RMN , Amazon ECS 58 Kubernetes B854 (pod) FHIRES
EmEEI%wA 15000 1 15001, App Mesh fF Envoy BLERIXFAMIWES , LUHEZAD (£ A) FMEHO
(&) RE. MRERLHELST R EZEREMUTES , WARMEEA OMRITES,

SHEW

REBERERUATHER

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

BHRSSENMNELT RBENEUT SBA HCHER. MATATR , App Mesh I TE Envoy ZFiliz
ITHIRS I - &8 | MERETUEELEAORE,

flan , MREF—NEH my-virtual-node WEEIT R , AT MU O 8080 £/ http RE
HAZEBRTRIMTERN my-meshfIMEA | N App Mesh 28|IEZ —1HEH cds_ingress_my-
mesh_my-virtual-node_http_8080 W&ER, ZEBFXZH#H A my-virtual-node BREBBHR
EMNE Wi,

App Mesh BT A BIZ L FRE W TN S HRER, XEHMEFT —EXNTEEMERPAEE LR

3
WMo

« AT EM Amazon IRSHVES, RIAVBRT |, XA A S8 5 R K25 Amazon AR

%:cds_egress_<mesh name>_amazonaws.
 ATHEBMXHITHENER. E—RUNELEhZEK SR -

« WTFHEAMIFER : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>

o JWFZAMIWES : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>
o HIBMFER Envoy ZAXIBRSKRFZHAN , BUUNHEHE VKK ES | Hl

TLS : static_cluster_sds_unix_socket,
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B 72 FF 48 #r R

7 7588 Envoy FRTAMIES: , M T REINARFEE=NEUT R, TR IEFHE RS .
EEGEHESMNEE , ERENT 2RI Envoy HIERP, U REIF , FIERSERERD 8080 L
{5107 http 2.

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Semice

BAVEDCFIAELT B ENABLE_ENVOY_STATS_TAGS=1 RINEIMEHZETH Envoy RIEARSE D, X7
NREBRENFIEERRIMATEREE

* appmesh.mesh

B RE FFiE AR 4l 156



Amazon App Mesh AriEE

« appmesh.virtual_node

* appmesh.virtual_gateway

XERFIRENME, BT KSSEMMKAI RIS, LA VF6E R MR R R PR ER.
RIRB R
RuGELT RBNREERUTHIR

« WAMIYTER AT AQMEORE
* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- WAHOKE  KRBPELT RGN
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- MILARS BRI A D& -

* cds_ingress_online-store_website_http_8080

0T BR3P R B

« listener.0.0.0.0_15000.downstream_cx_active—& Envoy BEBRA O M EEZE

« listener.0.0.0.0_15001.downstream_cx_active—& Envoy BEBKH O MEEZES, &
MW AREFESAMRFELNEZISELITEDP,

« listener.0.0.0.0_15000.downstream_cx_total—5 Envoy FJ A O M &% S B,
« listener.0.0.0.0_15001.downstream_cx_total—5 Envoy B9 H O M & IE#EE S8

BXEEMYTERIER , H5H Envoy XHEFHHEITEE
SRER RO

« cluster_manager.active_clusters—Envoy BESZRBIED —MEZWER L,
« cluster_manager.warming_clusters— Envoy & RiEZHNER BB,

AT ERIEREAMNBRN cluster.<cluster name>.<metric name>, XEEHREZEHRENARE
FROIFRER , AMYE Envoy sk H -

N FARFIER R 157


https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total —MILF™= RifE < B R ERE LB,

» cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail—M s @mi¥1E < B kMAYERE LB,

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure—M ¥~ RiFHE 2 BBTRREE KW LB

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_total —fEMILF = miF¥E 2 AR EHEREH,

 cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time—7E Mk F ™= RiFHE 2 A 12 H B & R AT B2 AV it i) o

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx—M It M= miFEF WS HTTP 2xx TR A B E,

BRTEM HTTP 184R& |, BZH Envoy XHEFHLEITE S,

EEARSSBRIEIR

Envoy 22X 5HE App Mesh 12 HIERHAEZHEXKIIESR , App Mesh #ZHIEMRFE S Envoy HE
HRE SR, BMNBNEAEEEDW—LiER , MEERESZEFERKNEBFARSNEHER, S5EFHFE
HEHEEDIRER AR EENRIETEM App Mesh EWHEE , 2#EEX App Mesh #1THI M
1‘% APlSEE&o

« control_plane.connected_state—HREEEE| App Mesh i , IZIEFRREN 1, BNH
0o

« * update_rejected—Envoy E4NEEFHER, XEFRATHAFEESIRERN, Fiw,
MR ERF App Mesh LB M Envoy FoiE BRI XA AFIERER TLS i , M EZIEHEREFN BT
WIE4E

- WFEELEFHOMITE , HITHIEF N listener_manager.lds.update_rejecteds
s WTFEMBIELNESR  KITHIEFN cluster_manager.cds.update_rejecteds

- * update_success—App Mesh BIIEFHRENE B X, HPITEFAFE Envoy BEFITRIER
BB ERRAR.

- R Listener FFAEI , NS iTHIEN N listener_manager.lds.update_success,
- ERINEFESH , RITBIENRAN cluster_manager.cds.update_success,

BRI R Fr1EHR Rl 158
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BXREBRS[/IEIRE , 55 H Envoy XHEFHNEERS R,

SHER

/A Important
KIETIFEA : 2026 £ 9 A 30 B , Amazon fFELEXMXEF. Amazon App Mesh 2026 &
9 A 30 BzfE , B9 FEBih1E Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EZER , BHREEEMNTHE Amazon App Mesh | Amazon ECS Service Connect.

Envoy 2R B W SR THESREURAUMBEREN S MEENSITBIE. ETHABX Envoy &
HERMESZER , B2 Envoy XHFPMNEITES . XEERTESAEERRKRO LW /stats i
RIRE , BER 9901,

stat FIRLBMAE , EABRRTEEANREMITRERSMNMITER. UTRET — L5 7KK
BAE R XA,

/A Warning

MREFEMITREN AN ZOTEREE , ATEFH T TRATHEITEIR , BAELHIRE
KA,

BB UEMSEA Envoy 1% 1.22.2.1-prod RESRA, XEETLLTE Prometheus ¥ =
REEIRCNVIERER,

B {RUTES (SL)/m A ingress”l  ZITES (ML)/# A “ingress.<p

eI BT ARITER rotocol>.<port>"{51 7 25 Fi £ A9
HEHER

http.*ingress*.rds http.*ingress.http

.rds_ingress_http_ .5555*% . rds.rds_ing

5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics

Amazon App Mesh

RAriEmE

BT EF (SL)/H A “ingress™i
s RN ESRITER

listener.0.0.0.0_1
5000.http.*ingress
* downstream_rq_2xx

http.*ingress*.dow
nstream_cx_length_
ms

BXRBUHTRRANESER
Envoy REEE R H.

A Amazon EKS B App Mesh #J Prometheus for App Mesh

/A Important

ZITEE (ML)/7 B “ingress.<p
rotocol>.<port>"{i ¥ 25 5 % #Y
¥ﬁ/)bl+1§z§\

ress_http_6666.ver
sion_text

listener.0.0.0.0_1
5000.http.*ingress
.http.5555*.downst
ream_rq_2xX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress.http
.5555* ,downstream_
cx_length_ms

http.*ingress.http
.6666* .downstream_
cx_length_ms

S Envoy TR SITIES, BXEERANESEL #2828

KIETIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNEZEF. Amazon App Mesh 2026 &
9 A 30 BH2/E , BT EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh &R, BX
EZER , BRI IEEXEMNTE Amazon App Mesh | Amazon ECS Service Connect,

S HIER
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Prometheus 2 —MFREZENEBRTELS, EHN—MINEREE—MAMERNESX K HEMRSEFE
. B> Prometheus WEZELE , 5 Prometheus X MR, Envoy ATLUER H&itis aE
ASH /stats?format=prometheus & Higtx,

Xt F A Envoy image build v1.22.2.1-prod & |, EEWR NN E LU R A OMTER 45 E
St BIE

« appmesh.listener_protocol

» appmesh.listener_port

LA 2 Prometheus BRI EF R ITHEN LR,

« wA‘ingress’MITER AT BRMNMBSLITER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

- wAingress.<protocol>.<port>"f ¥ 5 1t B #E + Appmesh Envoy Image v1.22.2.1-prod S E S R4

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-

vn",envoy_response_code_class="2",appmesh_listenex_protocol="http", appmesh_listener_port="555
20

- T H“ingress.<protocol>.<port>"HI ¥ 5 it B #E + B E X Envoy Imagebuil

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

W FZAMIAFES , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port> $FHEH R H I

EMUTERAY

« wA‘ingress” TR RIRNINEBLITER

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-
mesh",appmesh_virtual_gateway="tellergateway-vg",6 Mesh="multiple-listeners-

S HEER 161


https://prometheus.io/docs/introduction/overview/
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mesh",VirtualGateway="tellergateway-vg",6envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

. HA"“ingress.<protocol>.<port>"#I ¥ & 1T i iE

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"3} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"3} 0

%% Prometheus

—

F EKS ZF#ERINE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Prometheus

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus 7=~

LA &7 Prometheus K A 174 PersistentVolumeClaim BIZRI R4,

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus

S HEER 162
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£ Prometheus BIEZR

- 48 EKS B App Mesh — AT : Prometheus

EEL 5% EKS # —F 7 # Prometheus 1 Prometheus

« Prometheus 314
« EKS — Prometheus B2 &I E 4R ISR

CloudWatch & F App Mesh

/A Important
KIETIIEA : 2026 £ 9 A 30 B , Amazon FELEXNMXEF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI IEEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

CloudWatch M Amazon EKS [8 & 3% 45 411 $dE

A LU CloudWatch RELZERFENER D , HEEEENMNKREBERKREEIRFE, MRRESR
& Amazon EKS &8 , MW LURBIES: : FF/8 Amazon EKS Y App Mesh BV IR B2 — NEEE,
GitHUbZ Al AR BRI A BES T RAINAREF TR B SR/ L,

ERNENERFREEYEN IAM NRHLZERE |, FRBMEA Prometheus 18R &E %% CloudWatch 18
B SERETIRE, BRIAZEEE Prometheus HTEEE |, ZEESIRINE W Envoy ST 5EF
£, BXEZER , HZSH App Mesh B Prometheus $E#7,

EGEEENE B EERENIEIRH App Mesh BE X CloudWatch #Z#IER , FREBEEEFEEN
Prometheus IEFREER RN T RHATIRE, HREH A App Mesh NAREF , BHNE RN HRIEFTME
Ri By FE#Ro

1k 3EPR CloudWatch

App Mesh fEirY BB T —2B o BRI , ALERATHREEMNBIELN R RENITH. BT
CloudWatchf{ 2 X #F4EX Prometheus $8%r , FE LR o] SUR A IMEE ERIEFR EM Envoy FRIZEEVH X
EEIMHEPR, CloudWatch

BRI SERNWIERYT BB P IXEER Prometheus FEIEFRAY R B,
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md
https://prometheus.io/docs/introduction/overview/
https://docs.amazonaws.cn/eks/latest/userguide/prometheus.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
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CloudWatch =45l

B A LLER A Amazon R HI17f# E CloudWatch R EIH ROIEE,

£ A B CloudWatch

« ERAIN App Mesh FRit & H R INEIEF B EiEFKINEE.
« 48 EKS B App Mesh — AT M EH : CloudWatch
- 7£ ECS LA App Mesh WIigHrT B

App Mesh BV IEFRY B

/A Important
KIEXIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNEIZHEF. Amazon App Mesh 2026 &
9 B30 BzfE , #9F:E£BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
BEZER , BRI EEXEMNTHE Amazon App Mesh 2| Amazon ECS Service Connect.

Envoy £ B T HBBEMER , BD AN TRENEE, XLEERES App Mesh BIXER 5 T H T &£,
REMBRSME , REVNHTUEERTEMURS EEELENEUT RPELMKEE.

App Mesh 1EART R8T EEMNMEFEZITH Envoy I, LHIERINGEARIFRIER HEAMER , XU
THEENNRF, XN TR TEEIRAM T BBETE App Mesh FE LAY ARLE B R
BT R

EZ A App Mesh E#T R |, 159 HHETE APPMESH_METRIC_EXTENSION_VERSION iR &R 1.
APPMESH_METRIC_EXTENSION_VERSION=1

BX Envoy MIRTXERENEZFER , BZH Envoy lEETE,

BEAEREMEXAVIEIR

* ActiveConnectionCount
 envoy.appmesh.ActiveConnectionCount— JE3I1H) TCP E .
« R3F-B#%&, VirtualNode, VirtualGateway

* NewConnectionCount

« envoy.appmesh.NewConnectionCount— TCP M 5,
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https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« R3-B#%&. VirtualNode, VirtualGateway
* ProcessedBytes
- envoy.appmesh.ProcessedBytes— [@ & Fim A& MBYWH TCP FH B8,
« R-B#., VirtualNode, VirtualGateway
* RequestCount
 envoy.appmesh.RequestCount — ZZEHY HTTP BYIER K
« R~H-BI#&. VirtualNode, VirtualGateway
* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount — L ¥ H gPRC &R,
« R~-B#&. VirtualNode, VirtualGateway

B HitREMXAIER
BEHEEREREEUAT REREMMX , SFEHEER LEITRANEE,

* TargetProcessedBytes
- envoy.appmesh.TargetProcessedBytes— [@ Envoy L B¥r ZIEFZWH TCP FHE
o
o HE
. ERIT R4E-Mi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MHE, VirtualGateway, TargetVirtualService, TargetVirtualNode
 HTTPCode_Target_2XX_Count

 envoy.appmesh.HTTPCode_Target_2XX_Count — [@ Envoy LB & HIS B 2xx
HTTP IR HY HTTP iR E,

o HE
. ERITR4E-Mi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MHE, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_3XX_Count

 envoy.appmesh.HTTPCode_Target_3XX_Count — [@ Envoy LB & HHS B 3xx
HTTP IR HY HTTP iR E,

. HE
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o BIAMXLEE-M#E, VirtualGateway, TargetVirtualService, TargetVirtualNode
HTTPCode_Target_4XX_Count

+ envoy.appmesh.HTTPCode_Target_4XX_Count — [@ Envoy LB iR & HI S B 4xx
HTTP WaRIEY HTTP ER¥E,

o W

- BT Q4E-MH&, VirtualNode, TargetVirtualService, TargetVirtualNode

s EEA\MX4E-MH, VirtualGateway, TargetVirtualService, TargetVirtualNode
HTTPCode_Target_5XX_Count

+ envoy.appmesh.HTTPCode_Target_5XX_Count — [@ Envoy L3 B #r& HH S B 5xx
HTTP MR8y HTTP EREE,

o HE
- BBV S4E-MM, VirtualNode, TargetVirtualService, TargetVirtualNode
o ERIMRYLEE-Mi&, VirtualGateway, TargetVirtualService, TargetVirtualNode

RequestCountPerTarget

 envoy.appmesh.RequestCountPerTarget — XX %l Envoy L EFrHIEREE,

- HRE
- BT S4E-Wi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MH&, VirtualGateway, TargetVirtualService, TargetVirtualNode

* TargetResponseTime

- envoy.appmesh.TargetResponseTime — M[E Envoy i B #r & &R 2 U 2 55 B e 51
P43 F B[R]

. HRE
o ERITR4E-MiE, VirtualNode. TargetVirtualService, TargetVirtualNode
o BRIMX4EE-Mi&, VirtualGateway, TargetVirtualService, TargetVirtualNode

EH T App Mesh By Datadog

/A Important

KIETIFEBA - 2026 £ 9 A 30 B , Amazon FEIEXNEZEF. Amazon App Mesh 2026 &
9 A 30 BzfE , B8 FEBiHE Amazon App Mesh #24%|& 5 Amazon App Mesh BiR. B>x
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

SHiERR 166


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Datadog @ —REZEMEZENARRF , ATosNAEFNGEERERE. BHMA&KIER, Datadog £
BNERENR, NMARFNE=ANAEFTETHENE,

IE7£ &% Datadog

« EKS — Ef# A EKS &i& Datadog , &% 8 Datadog X LA T S BRIRE,
- ECSEC2 -EffH ECS i&{& Datadog EC2 , i&#ZH8 D at adog X4 M LA T S RRIZE,

ET#AEX Datadog WEZEE

« Datadog X #%

R ER

/A Important

KIEZEFBEA - 2026 £9 A 30 A, Amazon fFHEIEF X F. Amazon App Mesh 2026 &
9 A 30 B2/E , BT EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh &R, BX
EZER | BRI IEEXEMNTE Amazon App Mesh | Amazon ECS Service Connect,

/A Important

ExeXURE , REEEFTNREF.
EEEMERSHHMETARE , S4AEAEANERENEHNNAER

£ Amazon X-Ray %12 App Mesh

/A Important

KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &
9 A 30 B2/E , 8T EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh &R, BX
EZER , BHREENENTHE Amazon App Mesh ] Amazon ECS Service Connect.
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https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Amazon X-Ray 2 —Uifk% , CREANIEAILZES, BEHRATEMNENNARFIRSHIER
RIS EIE, XERLBRARKBERIAEDENNS , NRICENRARE. SUUEEEXERNE
RHFEMAER , UREHNNAERHM Amazon RS TFRA.

X-Ray 5 App Mesh £ A EEEH Envoy 8BRS . KB Envoy M RFREHIEN KL F LN EERFIZIT
# X-Ray #HEEFHERF,

[P BAGE I T MBS 0 SDK 157 | M8 ARFRB R X-Ray.
B App Mesh B A X GT4IBER

- MRSREME :

« ECS — #£ Envoy REEARZBE N H , fF ENABLE_ENVOY_XRAY_TRACING REZXERERN 1, F
XRAY_DAEMON_PORT SMEZ 2R EH 2000,

« EKS — 7£ App Mesh $EHIZSEEH , BIE --set tracing.enabled=true Hl --set
tracing.provider=x-ray.

- £ X-Ray &85% , A FFiw0O 2000 HLLAF BHE1T 1337,

X-Ray =4l

I 5# ECS B9 Envoy BREEE X

{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.15.1.0-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,
"healthCheck": {
"command": [
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"CMD-SHELL",

"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,

"startPeriod": 10,

"interval": 5,

"timeout": 2,

"retries": 3
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helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set tracing.enabled=true \

--set tracing.provider=x-ray

/A X-Ray BES

+ {8 Amazon X-Ray Bt 17155

o Tl B EKS B9 App Mesh — a4 : X-Ray
» £ Amazon App Mesh fffit £ £ A X-Ray #1790 A B ER

E T#AX Amazon X-Ray WEZER

+ Amazon X-Ray 3 #4

A App Mesh Amazon Xf X-Ray #t {T# [ HEBR

s TEBIBHNAREFT Amazon X-Ray T,
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https://github.com/aws/aws-app-mesh-examples/tree/main/examples/apps/colorapp#monitor-with-aws-x-ray
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-xray.md
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/x-ray/
https://docs.amazonaws.cn/xray/index.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshoot-observability.html
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 Amazon EKS BJ App Mesh 9 Jaeger

Jaeger 2 —NMNTIRW. WHEIRMN 2 ARNIRIRRE, AT INEMB TR, Jaeger B AJ AR B
B EFENERENAEFHITHEER.

EHENAREFAREFEN Jacger , B LATE Jaeger XAHIRIRE P R E4ER TENIESHIERE,

£ Helm &%k Jaeger
1. ¥ EKS 7 ERME Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Jaeger

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger =4l

AR R Jaeger BIZBK XA EfE PersistentVolumeClaim B9 R4l,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411

£/ Jaeger HISELR

+ 48 EKS B9 App Mesh — AT MLt : Jaeger

ETHAEX Jacger WESZER

- Jaeger 4%
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https://www.jaegertracing.io/docs/1.21/client-libraries/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-jaeger.md
https://www.jaegertracing.io/
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Datadog BE AT AR T iR R , tB AT LAR T 48R, AXREZEE ML R , 1 Datadog XIEFKREIR
FERATENNRARFESHNER,
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App Mesh TE

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

App Mesh fEZFREBERAUT TR APIs HEEHEEZ) !

« Amazon CloudFormation
* Amazon Cloud Development Kit (Amazon CDK)
« SEFAT Kubernetes B9 App Mesh 2 #I85

e Terraform

App Mesh #1 Amazon CloudFormation

Amazon CloudFormation B —IfR% , AL BRBENARFMENMERRNER , RS
Amazon CloudFormation A B ENEERTR. CENREMEKBIXR , RLETLUNEZ B IN
ENRAEFL , MBI R REEBNRE,

A X1 App Mesh 1 # Amazon CloudFormation B Z{E 8R4l , iHS @ Amazon
CloudFormation X #%,

App Mesh 1 Amazon CDK

Amazon CDK 2 —MNFEEZR , ATHEARBRENENZEMENHFEHE Amazon
CloudFormation #fTElE. Amazon CDK X #FZfimTEES TypeScript , B¥E. . Python
JavaScript, Java # C#/Net.

B X Amazon CDK & App Mesh BRI E AN EZFE LR , S HAmazon CDK 34,
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.amazonaws.cn/cdk/api/latest/docs/aws-appmesh-readme.html
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i& A F Kubernetes B9 App Mesh 2 #ll85

E T Kubernetes B9 App Mesh #2423 AT #E B R E T Kubernetes ££EEHY App Mesh %R |, F3¥
sidecar SE AREFA (pod) ., ZIEHFIBFZITH T Amazon EKS , A& Kubernetes REHN AR E
B IR R

Bx App Mesh BHIBNEZELR |, 155 App Mesh 2 & 85 318,

App Mesh #l Terraform

Terraform R — PN REMEHERBHRHEIE, Terraform AIAFERE CLI BB SRS , 7 APIs E
AFRAEREXHEZRE,

B 7 A X Terraform F{E A App Mesh WEZEE |, i§EF Terraform X4,
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https://aws.github.io/aws-app-mesh-controller-for-k8s/
https://www.terraform.io/
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EAEEMRE,

/A Important
KIEHIFEH - 2026 £ 9 A 30 H , Amazon fFHEIEX X #F, Amazon App Mesh 2026 £

9 B30 BzfE , B9 FEB i\ Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EZER | BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

/A Important
tezhee e E XS FP AR A,

&7 LAE A 1% Amazon Resource Access Manager f55# Amazon K= £ Z &8 App Mesh Mg, #
ZM & LW ARE Amazon I/ 012 H BIRER — MR HHEEBRE.

Amazon IKF RILAR M ERFIAE. MIEERE K ERERMBZ, HREAUEEEKSFHAED
MIEFZRAR. AAETAEKFHENEAMBREIRRIR, NIEMEETUSUTRENMEE
AEHENE,

- HAMARNIPHRINZHI4EE Amazon K Amazon Organizations
- HEAMLARIHLLFE M Amazon Organizations
- THEANALEE Amazon Organizations

BERARAEZEMEWIEANE , BSEBEKS Mg E%, end-to-end GitHub

RTFHAEMERIR
Bl H TR , KEMAEN AM EEABERR , NEAS BEDRENE,
RTFHAEMHERINR

IAM ZREAZTE-HHENBRTERLZMNE, BINBWE
FAAWSAppMeshFullAccess#AWSResourceAccessManagerFullAccessitE IAM KBS R IR A
B IAM Z2RAREHENFEALZRNEMFEHNR,
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MREFEABEE N IAM KBEappmesh: PutMeshPolicy , M&EZEappmesh:GetMeshPolicy,
Mappmesh:DeleteMeshPolicy#®¥E, XLRNERENIEHN IAM BR{E, R IAM ZEFEARRKBXL
PR |, MIEZEFEAZ Amazon RAM REHEM BRI KEHIR,

B X% Amazon Resource Access Manager IRFEA IAM IS XN EZEER |, i§ZHAmazon
Resource Access Manager F P 1§ RY 2018 Amazon RAM £/ IAM,

7R TR

HEMEEBFUTRR,

« SHERETLUSIHMERENK P HZ 0 SR FRE 7R

o PR & AT LAS AR K P 4 A B A M AR R R TR B R

- IEENERETIMERKS, Q2R MEPH TR , BT REXEMKS 2R FR.
o SHTRE T LU BRIZ K 7 012 Y RS R BV R R R

« FRE & T SAM BRI A& AR AR AT IK P B 2 BV AT R R

- MEENRRRESIAR— MK, PR EAMERE, fl, BT K285 A Amazon Cloud Map =
SERLT RSB ERE TR —KF# Amazon Certificate Manager uT::FEO

- FRIEENERE LT Envoy REERIKF #HE K ELT RIEREE App Mesh,
P& AT LURI 2R RE 0L 5 R RE 0L < B H o
- FTEENERE T EME BT T 2 HKF N RL tag/untag resources in a mesh that the

account created. They can't list tags and tag/untag® R

/\;M%EFHET%%E’J&*Xo EFEIEEE’J*XBE%EM*%/\;O li?¥’|§fﬁli5*2|3ﬂ%ﬂﬂ§u%ﬁﬁ%mﬁq: y ‘H_:’a
AJEAREE IAM B /A 8RR IER IAM K, XERBF ATFHINRIRE , BEEARELHNERN
R, RE T EENMAEEI T F IR,

HEMEET , % Amazon Resource Access Manager fRE 48182 —1
HAAWSRAMDefaultPermissionAppMesh I EE RS , HNEERMLIT RN App Mesh X< Bk
XK,

* appmesh:CreateVirtualNode

« appmesh:CreateVirtualRouter

« appmesh:CreateRoute

« appmesh:CreateVirtualService
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BEHENE

appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:

UpdateVirtualNode
UpdateVirtualRouter
UpdateRoute
UpdateVirtualService
ListVirtualNodes
ListVirtualRouters
ListRoutes
ListVirtualServices
DescribeMesh
DescribeVirtualNode
DescribeVirtualRouter
DescribeRoute
DescribeVirtualService
DeleteVirtualNode
DeleteVirtualRouter
DeleteRoute
DeleteVirtualService
TagResource

UntagResource

HEMBH TRFH

BARIEBE K Amazon K FHRAEMIE, T

EEHNALRY Amazon OrganlzatlonsP\]E’Jéﬂ,,\iu tZ Amazon Organizations ,
/\;o ﬁ*%%tﬂaﬁ

;o
B BRSS 4T

&R BT BRGEA

L

BHEHFLE,

NERBIEEK - HZEEN Amazon VPC '=F' , Hp aigs
MEGEEN - A ER2NEEEMERERNMERS

EHEBENMIEE
U/\?—%Ix—.lo E*E%Lﬂzu\*upﬂ%ﬂ , 9

=
FZHAmazon RAM (AFEM) FHAFE Amazon Organlzations 3t

N o /\—_:L
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« RS AMEESE DNS A , & Amazon Cloud Map, BEXBEZEXMNESZEE | HSRELT

/AN 0

MR RS

P& L= 5 Amazon Resource Access Manager (Amazon RAM) £/, Amazon RAM 2 —TRS |
AL B S5 E4T Amazon K - 2B F{A 0K 7 2= Amazon & JR Amazon Organizations. £/ Amazon
RAM , BRI ABI BB FREERREZLRAENRR. RRAZEEEAZENRRUREZHAZERR
MERE, HREBETURNA Amazon ik, HA RN REANHAL Amazon Organizations.

BRMWEZEE Amazon RAM , 52 (Amazon RAM BAF1E®E) .

HEME

HEFETEFRKS RO MR ERER ARG HEEBE, ZRERSACHENNE, B
HEFK | ELRTEFMIRRLE, RFLZE 7 Amazon RAM 2 ¥4 Amazon Ik SR
BHRR. ARLTEEERTNR AR SARTXERRNERE, EEMA Amazon Linux 54
HEFKN | SAFSFNINERFLE, DHNKFNEFOFFLE | #HAmazon RAM 24
AURTRLE,

MRERELAFMN—F , Amazon Organizations FEFHATHARIBRE , A LB R FHLFH
HBRBHRRZMENNR. B, FAEQKREMATRAZNEE  AEESBEEREBIHEN
8975 R AR

O] LAE Amazon RAM & & s X Z A M & Amazon CLI,
£ Amazon RAM #2#l & HEEFEH MK

BRI , FHZHAmazon RAM (AFER) PHEERERS, ERFRREN , mEMNE , A
EREHASZHMG, MRRFBEMAMNE , FLUEME, BXESER  HEH IRRSMNE.

ELESRBEENME , B A Amazon CLI

£ create-resource-share i3 M F --resource-arns &I , FHEEEXLZMIZH ARN,

NEXENMBEUERAE

BUEHZMEE , App Mesh &2 1 MK BIEAEH — S HE MK, B2 , App Mesh T&MiIBREA
ERBHRR. BUEREMEKE , REMIEFIEE T L RIFMBRE R, App Mesh A Bf LE7E M #% A

EEYE —
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BRFENKSEREREMR G EWEERFS. App Mesh i& A] AR LT E B 1E M 4% H8 R IR A K
FEERBFHLEZMNRNEESE. REMBNAMEETRIUERE,

EEUEREZHEENEHREZEMNE , XANBRAZHREMBIER, ERILAER Amazon RAM ## A5
Amazon CLI.

FRZEFHAEBHEZEHANEZME Amazon RAM
Z#Amazon RAM (AF{EE) PN EHMRELE,
ERCHHAZSBAENHEZMNE , B H Amazon CLI

£/ disassociate-resource-share %o

PRIRHZ R M %

FIEE&FMEAAZ R LAEH Amazon Linux 4| & 1R 5| £ ZMAE M M+ %R Amazon CLI

£/ Amazon Linx # 4| & 1R 51 X =M &

1. $TF App Mesh #2&l& |, Wit https://console.aws.amazon.com/appmesh/o
2. EEMSMESD , EEME. MEMEEIGIE TSN MEEREENIKS ID,

3. MEMSMmES , RBRELRS. ELSARIELT R, BAUSINEMEENIKS ID ME
MNRIBENFERABEE

EFEARMRHEEZERME Amazon CLI

£/ aws appmesh list resource % , Hl#0 aws appmesh list-meshes,
ZanTREZHEENNEURSERLZHMNIE, ZmeshOwner B E RH Amazon Ik
IDmeshOwner , resourceOwner/& 4 E R ERAMEHR Amazon IKF 1D, SHEAMERIFIZTHE
A SHIREXLEE M,

IEMT B X ZRAEH A P EMARZESGER TEH Amazon Web Services IKFF. BN TERATECHE
MIEWEMIKSF, Z— /KPP aws appmesh list-tags-for-resource apS#IEL S
=18
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9 B30 BzfE , B85 BihE Amazon App Mesh #2244 5 Amazon App Mesh ®iR. Bx
BEZER , BHREFEXEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

App Mesh 5H M Amazon BRFME , NN SHEKIREEZHRRF R, KETNBTHEHA App
Mesh 7 INZh8EHY BRSSBR App Mesh A FHUITES RS -
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« {#/ Amazon CloudFormationf|Z App Mesh &R

« O Amazon utposts £/ App Mesh

£/ Amazon CloudFormation€lZ App Mesh %R

/A Important
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EZER , BRI IEEXEMNTE Amazon App Mesh B Amazon ECS Service Connect,

App Mesh & Amazon CloudFormation—Hi RS 5B , AIFSBIEXY Amazon BR#TERENIZRE , M
MRS EMNEE R RENEREERE RN E, SBaUel2 - MERFAENE Amazon FiRAE
#® , B0 App Mesh W#& | 3 Amazon CloudFormation £ 3% 3 & B & R B & iX L % R o

£ f 8t Amazon CloudFormation , BRE L EE FAEHRK —HEEE #iRE App Mesh BiR. REH
R—RENRR , RIFEZD Amazon I/ M XE A —B X — & # B E AR 8 7RI,

App Mesh F Amazon CloudFormation & 1x
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Ro MBRIRTEE JSON 5 YAML , aJLAfEA D Amazon CloudFormation esigner 3R &8 BhRTT 4416 A
Amazon CloudFormation ##k, BXEZELR , HS T 4 =2 Amazon CloudFormation 181188 ? 1
{Amazon CloudFormation AFEm) #.

App Mesh XHEFRIEME, BH. EUTR, EUBHIBAMEMURS. Amazon CloudFormation
BXEZELR (2% App Mesh #RAY JSON H YAML #E4RRHl ) |, 25 (Amazon
CloudFormation A $8R/) H 8 App Mesh BIREFESZE,

T ¥ %< F Amazon CloudFormation

E T ¥ %{E 8 Amazon CloudFormation , iU T &R :

* Amazon CloudFormation
« Amazon CloudFormation FAFF ¥R
« Amazon CloudFormation s S TR EAFIERE

O Amazon utposts E#J App Mesh

/A Important

KIEXFIEA - 2026 F£9 A 30 B , Amazon fFEILEXNEIZHF. Amazon App Mesh 2026 F
9 B30 BzfE , B9 F:EBihE Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon Outposts Z#FA g P RE Amazon Bk, BEatikEMNZEERN, £ Amazon Outposts
EH Amazon APIs , fRAIMER S =imMERN TEMEM M, Amazon Amazon Outposts £

#9 App Mesh R EEFERFIA At HIEN N AR FH 51 THERER THERE. HX Amazon
Outposts FE ZE L , S H Outposts F FFAmazon 35/,

FTRZM

LLF 2% O Amazon utposts i App Mesh B9 LR &4 -

o BAMEBEARBBEROPZEHEE T Outpost.
« Outpost 5H Amazon X132 8] 41 &8 7] 1Y W ZiEE,

« HIH Amazon XIF 4 Amazon App Mesh, BXZXEHXFEH XK , 55 Amazon Web
Services —fixZ & F Y Amazon App Mesh i = M ELE .
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EiE1T, XRHE X LIRS M AR Z ARV EER .
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KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.
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- NEARFNAENRE , FRARENRNERARBISUEMERKINENE. BXESER , S
5 BYERKENFABEHE.

- BERAREHRESERERAIAZXEGRERN TN , BNERERIDOTELE. BXRESE
B, SR ARHBRE., EEOERLAAHTERY B M XERHFSTRARE,

NEZRDBHRBE , RNBUEEATAERERPEEIX LR,
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FrREEMURSEENERAELEAZ , AAMERARERIANEIRAERRE, XTEIEMERENHX
EFEREKEBIBFREMNER. FITERRE , BINEBVUEIREREHERBENESHRRLREF R
maxRetries BEEALHME , HABHELEHIEELL TR :
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« HTTP M HTTP/2 — stream-error BAK gateway-error
« gRPC — cancelled LA unavailable

% E case-by-case RBEHMBHAEHHTER , ENEMNTERLLE , HINBERTRERN, EFE
ZEHMNiE maxRetries M perRetryTimeout M{E , XEERBERLEEHZR KB (maxRetries *
perRetryTimeout) EREEZLERXNWR IR ZAHTEHINNE. LI , H Envoy ZREZFET
EENR SN |, BNZMITIZERESHEELIBASR perRetryTimeout, EERHEBFIXEKE , ES 1Y
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@® Note
WMRBE 2020 F 7 B 29 BHEXRBZEXRETHAE , BREREZEIAEKR , B84 App Mesh
ARES B NBTE 2020 £ 7 A 29 BYUXB 2GR ENEBLEECES 2 s Rk AB LAY ERIA
BEiRXEK, BXEZER , T5H RIABRHEILEK,

HESFRE

FERREER |, FRELSAIBBEE, BRIABERLT , Amazon ECS BLEMN BRI ZE VHIT 100%
HIEEFESH 200% WEES. HER , 2SR EBRTLE -

- EHEZSTHRIERZET , Envoy AIEEIFES 100% AENZPIE ( BREFRBE , FSH kS
B TRARE ) o
« {E55&IEHAE |, Envoy ATAE FIIBMESS 100% AERIEAIE

BEXLEHBERGE , FREHEIEARSHA MRS , EN2ENEBRABERER , BRERME
#EFR. BT Envoy BFEERFLR—BH , XURLKSBEBERRFAILNBERESHEETR
NARRMTE., NEBXMER , BNEBWREERETHNESLARSEEED 100% , BREESHT
PlEEE 125%, XAl , REEHN ATRE, RMNBUSNFTRNBR[ESTHREER TR
B

Amazon ECS

MRENBSFAETEAEANAR=D , B maximumPercent IREN 150%. BN , FF
maximumPercent &EHN 125%.

Kubernetes

BB R M08 update strategy , i%E maxUnavailable 7 0% # maxSurge 25%., BXIFEM
EZEE , BS 1 Kubernetes XHEFHIEE,

EE PR B TR TEOY B

BOoy BANBEOSBBRETESHEHAMNBEREAN, SARAFEASENTUEHAEDY BER , BED
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
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B, R B) BR 1 AR 5 1B 48 /5 A N 23 Y R i o

EHRERSMEN (TLS) 188


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

Amazon App Mesh AriEE
EHBER

B ENEFRRAEN (SANs) 2 —BAFERENE , EABURT Migin QAT R SEERRS R R T
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https://docs.amazonaws.cn/acm-pca/latest/userguide/PcaCreateCa.html
https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request-private.html
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pca:GetCertificateAuthorityCertificate,

ST BURHX LR I B B AN B =R A IAM KBS |t AT BAGI 2R 37 A9 3 44 0 3K BE 1 1% SR g B
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://www.amazonaws.cn/certificate-manager/pricing/
https://www.amazonaws.cn/certificate-manager/pricing/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
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RERZAMER. RELIUH Envoy , HAE Y Envoy E##Z SPIRE RIEREEH SDS RS
Bt , ER %M Envoy RMAEBFLARS &4 F CA iEF.
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https://docs.amazonaws.cn/app-mesh/latest/userguide/tls.html#virtual-node-tls-prerequisites

Amazon App Mesh AriEE
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L TLS thEkMAT , Envoy REZE LR HEITHER . BEMBRIREFE TLS Hik.
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
https://docs.amazonaws.cn/acm/latest/userguide/managed-renewal.html
https://docs.amazonaws.cn/acm/latest/userguide/managed-renewal.html
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--set sds.enabled=true

(® Note

W RIETE Fargate 3\ T 5 Amazon Elastic Kubernetes Service (Amazon EKS) , N F3&f#
A SPIRE & RiE$o

fF Amazon ECS THEREEENER TLS &3 IE Amazon App Mesh 194


https://docs.amazonaws.cn/app-mesh/latest/userguide/mutual-tls.html#mtls-walkthrough
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£ TLS WERM EEMT —EReM , ARWENRSBIEEEE L EZENE I

EPE-BREH/ARTHNEFIRLELELENEIEHIRM X509 EH, BRSES6E A LIS KIR B MK
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Kig, BXEZER , H5H (IAM AFEM) A IAM Access Analyzer BiE KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik IEHIZSEE IAM AFPSHBAF | 8
A MFALUREZ:M, BEXEFA AP RERFE MFA |, 1B MFA ZA4RME SRR, BX
EZER , F26H (IAM A Em) PHEA MFA R API 5HE .

BXIAM AW RESBRNESELR | ESHR (AM AFERE) P IAM A Z £ HESKE,

£ App Mesh &l &

Ei5d Amazon App Mesh 2% & |, BATIRE —HRENR, XLENRAAAGFEIHMNEEERE
Amazon Ik 7 & App Mesh BRIFMAER. NRZVUENETEOHNERBLEFMENRKENBEE™ ,
MFEZRAERIZRENZE (IAM AFRRAR ) EESTEHE. B LUE AWSAppMeshReadOnly
REXRBKRMEAS BXEZEER , 255 (AM AFER) PR AF IR,

N FAXEA Amazon CLI 5 Amazon API BN , BREBERNHREHEZEFENR. HR , RARWTH
A S8 HMITH API #RIEME TR YR E,

AFAFESHINE SR

ZORBIRER T BRI KRS LUAYT IAM AR EEHRMNIERAF SN ABRMITERKIE, LR
‘afEfEiE4ls LS EA Amazon CLI 2 Amazon AP| LARTE A = 52 B R ERI AR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

BIEM %

L RGIE R OI2 — N REE | XREE VR P E A XE A K eI M,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
}
]
}
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B FH R P A RS

SRR RO B2 — N RS | %R S VF AP IRAE RIR 15 RARBR BA B SR AT R A

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
1,
"Resource": "*"
}
]
}

BT Z RAFZER App Mesh M 4%

O LATE IAM KRR E AR ARSI T BATE IAM B SR 4R BRLEAR K, BAILUEERILATE IAM P s
Aftinin, EXEMRMERSBEN, HRGEBINMAIZEALFIENENERRE  BRiRENER
FERAEZNNREteamName BE RN I booksTeam,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"
}
}
}
]
}
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BRI LURFZ R M AN BB 0K P ey IAM AR, RAFZHAENE , INEXAEBERR
teamName BB booksTeam i, MEMERIEWHRZIHNE , NAENENZATEKR, B
XEZER , BZSH IAM AF 188 P8 IAM JSON EEETE &,

Amazon App Mesh B IEE K1

/A Important
KIEHIFEH ;- 2026 £9 A 30 H , Amazon fFHEIEXHIX#F, Amazon App Mesh 2026 £

9 A 30 BzfE , &9 FEBih1E Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EZER | BRI IEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon £ & K2 H I EME R IR KK Amazon, Amazon HERMEEN TS E N AR 4
R, MEEAITF RN AR, ANMADENR,

EicfE , Amazon HERBUEET SN ZNESER IR FRERENR , BA e/ #=AE Amazon
BERFEA. BIMNBUESENRSETEANERAENE R BB AT KH — SRR,

BT EE N Amazon FEEFRBPENHNER. R Amazon EH Amazon FEE KB E XKHRE , I
EHSEMZREBAMRXBENMEZERASS (AP, AFA® ). Amazon RREFREERBIEHH API
R A RS 7] LAE A # Amazon Web Services RS B9 AP| #24E8FE # Amazon IEE K.

BREZER , F5H (AM BFERE) 8 Amazon FEE XM,

Amazon £E XK : AWSAppMeshServiceRolePolicy

B LU AWSAppMeshServiceRolePolicy KyinZE| IAM 24k, AFiHRMEANEERN Amazon AR
M BIR Amazon App Mesh,

EEFHREHNR , 525 (Amazon TERXEKESZE) HH AWSAppMeshServiceRolePolicy.

B X AWSAppMeshServiceRolePolicy XRIFHEMNFER , HSH App Mesh B IRSS < A &R,

Amazon FEE X : AWSAppMeshEnvoyAccess

& B LU AWSAppMeshEnvoyAccess BfNE] IAM 354k, A TFiGRERT SEER App Mesh Envoy
KR,

EEFHEBHNR , H5H (Amazon RERXKKSE) PH AWSAppMeshEnvoyAccess,
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Amazon ¥£EE XK : AWSAppMeshFullAccess

& A LU AWSAppMeshFullAccess MipnEl IAM 34k, 2E3F Amazon App Mesh APIs MBI E£1h
[ X R Amazon Web Services Management Console.

EEFHEBHNR , H5H (Amazon RER KK SE) PH AWSAppMeshFullAccess,

Amazon EE XK : AWSAppMeshPreviewEnvoyAccess

B E] LA AWSAppMeshPreviewEnvoyAccess KinZl IAM S5k, ATFiHEELT SBEER App
Mesh Preview Envoy &,

EEERRBHNR , HZH (Amazon BFEXKKSE) FH
AWSAppMeshPreviewEnvoyAccess.

Amazon L E X . AWSAppMeshPreviewServiceRolePolicy

& T LA AWSAppMeshPreviewServiceRolePolicy MiANZEl IAM 354Kk, AR iFi5RIERAREER
Amazon g F% R Amazon App Mesh,

EZEFRRBEONR , 28 (Amazon RERXKKESE) FH
AWSAppMeshPreviewServiceRolePolicy,

Amazon EE XK : AWSAppMeshReadOnly

A LARF AWSAppMeshReadOnly FfinZEl IAM 324k, X Amazon App Mesh APIs FEY R i 17 8]
PR Amazon Web Services Management Console,

EEFURBINIR , FSH (Amazon RERXKKSZE) PH AWSAppMeshReadOnly.

Amazon App MeshAmazon £ & K BB 5T

&EE Amazon App Mesh BiZARS T IR IRFRIX LT R LK Amazon HERBEHNIFHAEFEE. AXlt
MHEEXRNEZNIET |, H1T5 Amazon App Mesh X#4/7 Hid FTWE L& RSS iR,

B iR HEH
AWSAppMeshFullAccess— & BEE#HAWSAppMes 2024 £ 4 A 24 H
T ER, hFullAccess X

ARFHRI TagResour

Amazon & KB 212


https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSAppMeshFullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSAppMeshPreviewEnvoyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSAppMeshPreviewServiceRolePolicy.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSAppMeshReadOnly.html

Amazon App Mesh

RAriEmE

EK

AWSAppMeshServiceR
olePolicy , AWSServic
eRoleForAppMesh— SE#T T X
&Ko

iR
ce MUntagReso
urce APls,

B

EEHAWSServic 2023 £10 A 12 H
eRoleForA

ppMesh AWSAppMes

hServiceRolePolicy

F# S 158 Amazon Cloud

Map DiscoverInstancesR

evision APlI,

ERHBRRR , EAEHNAR, AHASRINNR

- BISHREBE AM FRENAF

HERERATEARSRINAR, BR (AM AFER) FHNE=F 50 REHEUESE (KE

SHRIUE ) AR ITIRIE,
- IAM AP :

- QRSN AFAUEENAE, BR (AM AFERE) 93 1AM A o128 SRR TERE.

o (THEER ) FRBEZENMNIAFSCRAFANIAFE. B8R (AM AFER) fEAS
ANIIARER (#EFIE ) PRHARITERE.

FREHEXAEAT App Mesh

/A Important

KIETIFIEA - 2026 £ 9 A 30 B , Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EZEE , BHHRIEEXEMNTE Amazon App Mesh B Amazon ECS Service Connect,

Amazon App Mesh £/ Amazon Identity and Access Management (IAM) [R5 #x A, REHEXA
B —Mih4EEAN IAM A€ , ©5 App Mesh B#EHX, RZHEXRABH App Mesh FTIENX , BIE
ZREAREFHAH A Amazon BREFIERNFIEN R

ERARSHEXAR
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RFZAERACBTLBZERMIZE App Mesh , R BT LFFHHFMSLERNNPR, App Mesh E X H AR
SHRABHNR , BRIESHAENL , BN RE App Mesh AILAMRAZ AR, EUNNRBIEESERE
MRS , M ENRRBTEMMEEAETE IAM £,

RAETEENRERSHAXAGHNAEXERE TR ZAC. XFRPEN App Mesh HiR , X
BT E M BRI BRAY 5 R AR,

BRXFERSHEXAGHEMBSNES , HSRAEA IAM 89Amazon RS HEHRSHEX BB H
ERARHERS, EEEMERE  EFZRSNRSHEXH B,

App Mesh B BRSHHKX A ERE

App Mesh f# & 7 KBRS M%< £ & AWSServiceRoleForAppMesh——iZ & & /1 App Mesh X &R R
AA Amazon R

AWSServiceRoleForAppMesh RS #HX A &EFEappmesh.amazonaws. comfRFRRBFZHE,
BRRIFAER

« servicediscovery:DiscoverInstances: ¥ App Mesh SERXIFTE Amazon &IRHVERME,

« servicediscovery:DiscoverInstancesRevision-7tiF App Mesh SEERXIFIE Amazon &R

YR,

AWSServiceRoleForAppMesh

SRS TR :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "CloudMapServiceDiscovery",

"Effect": "Allow",

"Action": [
"servicediscovery:DiscoverInstances",
"servicediscovery:DiscoverInstancesRevision"

1,

"Resource": "*"

I

{

"Sid": "ACMCertificateVerification",
"Effect": "Allow",
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"Action": [
"acm:DescribeCertificate"

]I

"Resource": "*"
}
]
}

BB ENR , 2 IAM R4 (AF, AAE ) IR, REIBRESHXAR. BXESE
B, EZH (AM BFERE) PRRSHEXA SRR,

7 App Mesh BI2RSSHEXAE

MBI 2019 F£ 6 A 5 HZ/EE. = Amazon API 8|2 7 M4 Amazon CLI , ] App Mesh &
RNIEBIRIRS <A, Amazon Web Services Management Console ER RS 2RSHX<AE |
IERTRIZMER IAM MK AMEM T AWSAppMeshFullAccessIAM KB |, REMMT 2
Ziam:CreateServicelLinkedRolefX[RHIKHE, MREMBRZBRFZHEXAR K REFTEHRG
B, ZuUUEAERREERKF,FPERNELRAG, HENEMEE , App Mesh FEX A EAIERS
HxAR, MRENKSNEE 2019 F6 A 5 BZHGIBHMNE , A BEEEBRZHEXAGATXLE
&, MATSAER IAM 24l At AR,

BRI AR 1AM 125 & R App Mesh ABIMIRS XA, £ Amazon CLI 3 Amazon APl #
FRARSEHEERSHA<A®, appmesh.amazonaws.comBXEZELE , HF51 (IAM AFE
M) PWAIERZHEXAC, MRERRTIRSHEXAE , JUFARENERERRNEAR,

Ym%E App Mesh RS HX<BE

App Mesh T A ¥ 84w %8 AWSServiceRoleForAppMesh fRFHXxA®, SIZRSHEXARE , X
ZERABHNEN , RNTRESHIASI AZAR, BERUNUFEA IAM REACER, BXESE
B, #ZH (AM BFERE) PNRERSHEXAE,

i BR App Mesh KBRS HEX AR

MRTBREECAENFTEZERSAXACHNIIETRS , RNEBWERHBRZAG. XHERKBREED
BERREFHREASE, B2, #AEBRBSHAXAGHNTER , RETEFIMERE.

(® Note

MREEAEMBRFIRE , App Mesh [RFIEEEERZAR , NRBRRETESRAK. HIREK
EXHER  BEF/LOHRER,
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fHlEx 2 F B9 App Mesh R AWSService RoleForAppMesh

1. BB PR P B I B A P B B
2. IR FE R B S,

3. MBMEROFREELES.

4. MRS QAR A,

5. MM,

JI T 7= FR B PR R4 5T A B TET Y 5 3R o

£/ IAM FaMBREESHEXAE

£/ IAM #2%]& Amazon CLI, = Amazon API ffl Bk AWSServiceRoleForAppMesh fREZHEXx A&,
BXEZER , #ZN (AM AFERE) PWHIBRESHEXAE,

App Mesh BRFHEXABN T ZFXE

App Mesh X FERFSTANMEXEHPEARSHERAR, BXEZEL , 53H App Mesh i 2
Bo#f,

Envoy Proxy %X

/A Important
KRIEX @ 0 2026 £9 A 30 H, Amazon fFEIEX I, Amazon App Mesh 2026 &

9 A 30 B2/E , BT EBIHE Amazon App Mesh # &) A 5 Amazon App Mesh &R, BX
EZER , BHRLEENENTHE Amazon App Mesh E] Amazon ECS Service Connect.

REBFENIENIE Amazon ECS EHEH, ELS# EKS LE1TH Kubernetes BEs A RET Zi#h EC2

KB =178 En v oy REEM App Mesh Envoy BERFH IR — MRS IMNHELHTANEE, Xt

F1£ 2021 F£ 4 A 26 H2 8B4 Envoy #E##F| App Mesh im RN EFIKF |, FREZHREZ S ML

(TLS) WEM T S MEBAMX ( HHAH TLS ) FERERN. WFRERE 2021 £4 A 26 BzEH
Envoy E#E|H App Mesh i REIEFIKF , FTE App Mesh THeEMZEEREREN ., BWFABEEFK
FAFMBEMTREARERN , BIEXLEK-FRER TLS , tEFEA IAM B ERBRHITRN |, 3K
BLe, —HWNGEK, RERNERE IAM KEHIEE appmesh:StreamAggregatedResources
PR, ZEREEATMME IAM A6 , #HiZ IAM A4 MEERERENITERFR L,

Envoy Proxy &% 216


https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/appmesh.html
https://docs.amazonaws.cn/general/latest/gr/appmesh.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/app-mesh/latest/userguide/tls.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/tls.html

Amazon App Mesh AriEE

B2 1AM F B

MREBFLERSMEPNFTE MR R LB RBAEMNERLNEE , HHE A2 IAM A6, W
REBRF LM NRHELATUNPEREENMERR , WEEQWE-—IHZSI IAM K, B
A LA AN B Y 8 i R PR B R (N R4S B 1T E IR LIZ24TH Envoy RE, 01 IAM KBS
appmesh:StreamAggregatedResources RN MEIKEEF , LT RABIKREE R VTFERS MR
EX# N serviceBvl M serviceBv2 WELT RWEE, T EREURS P& A E AR H b E £
TRNEE. BXCIEREE IAM XBNESERE , BSR (B2 IAM FEE) M CRE IAM KB

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBvl",
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv2"
]
}
]
}

B RIE SRR |, 8RB ER R I B M A% iR <A 5 H
Bl IAM B

MREFERSMERNIERERLBEEDAEMERQNVEE , NIAFE— 1AM AEH
Ao MRERFENFBRLILATUNPEREENFBRL , WEENEL-SFENFIRECE
—MNEAB, TRETRENITTERRVEA,

« Amazon EKS — MIREBEHENAG  NALEATERERNEIRATES THETRNIE
Ae, EEAZIMAG  ENERMIBEEER L ABRSK,EA IAM AEHRENNER, 21
IAM B &1 FXLEREE Kubernetes RFIKF KBk AXREZER , FERNEHNRS KT 0IE
IAM £ & KM AR 7 RV RS K I E IAM B,

« Amazon ECS — i Amazon RS , EFHEMBRR/RS , ARELE IAM BSErHERE YR FR
SESAB,
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« Amazon EC2 — i&##Amazon fRSs EC2 |, &8 , RAEEECE IAM BSENHNEC2AHl, TiERE
$#1E Amazon EC2 £l EFREERE | B RERF LiE1TH Kubernetes LIEENRE |, XHEIEM,

BXMAHE IAM BENESEE | ESEN Amazon REDIEAE,
N 1AM SR BE

MRERF LRSI P HATE NS BEEEAEMNRBERNEE | 5T
AWSAppMeshEnvoyAccess FE& IAM KEEM MBI RE E—SHheIEN IAM B L, MRERFEA
Migm S T UNPEREENMERS , BEERURNEN KRB MEZENE/ NAG L, BXMA
IAM S &M NAEXLHIEE IAM KBNESER , B2RFM IAM 5 G ER.

Bt hn 1AM B

HEA IAM SEemMBENNITERRL

« Amazon EKS — MR FREM MBI TENTRNAE , MRS LR, NRECNET LMNA
&, NEsNAESHS $EIHM Kubermetes lRFZIKF , HEENRSKS, 2B 42 E Envoy RER
B Kubernetes B84 (pod) BBBHE. BXEZEE , HSH (Amazon EKS AAF1E®E) #MH
RS MK FiEE IAM A H Kubernetes X HEY N B854 (pod) BLERSIKF o

« Amazon ECS — ¥ Amazon ECS S A BKINEIE2E Envoy RENESEXF. ZESTUA
EC2 = Fargate Fah KB #H THB, BXWMAE/E Amazon ECS FF5AGHFEMMAESNES
BE , BZRANESEE IAM A€,

- M3E EC2 — IAM A XM INEFEE Envoy REMITL S # EC2 £4l, BX MA@ IE
Amazon EC2 EHINELZEE , BZREEANE—N IAM A6, NEREFHSHL EC2 L4,

IR

EBREA—MTERS B, BIA appmesh:StreamAggregatedResources R E D EATEENR
Bt ERR,

Amazon EKS

AN EE SR D BEA DS Worker TR AR | b2 EAENBEE (pod) , REFHE I
MmEZ. B2, BB RELNBEEYE (pod) Lo BELKEE , XSGR AT LAFEA pod B 17 H BR &9
BAMEHR. MRRBEEMMBSEELS TETRNAR | FIEEFE Amazon EC2 EIT+ , RETE
REBRERZNERTENITET NS R, EFEM Kubernetes BEF4A (pod) % B 7 HA
IAM 8& , BRI TSR,
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1. & Kubernetes BN IFMER , HPF TELER/IAS T Kubernetes IRE K F 2 BRI A5
A (pod)e U T TAEEFERNNIBNFEME Emy-deployment.,

kubectl describe deployment my-deployment

EIREMHE S , iIC AL Service Account: W{E., MR Service Account: FFkH
TAREE , MY ARANEBSE BEN Kubernetes IREKF . IMREBEESE—1. BXEZE
B, 55 Kubernetes XY N A 254 (pod) ELERS K -

2. EFEL—SHRENBSKSHNIEAGE. U ToSAETR NWRS K-S FMESmy -

service-account,

kubectl describe serviceaccount my-service-account

IR Kubernetes fRE K55 Amazon Identity and Access Management & 55Ex |, iR B #Y
Hep — TR E LT RAIZELL

Annotations: eks.amazonaws.com/role-arn=arn:aws:iam: :123456789012:role/
my-deployment

EREN AP , my-deployment RERFKSXEKHN IAM BEHNEN. WRRSKSH
HEREEE LB RFIZELIEIT , BBA Kubernetes FRE KB R 5K REk | BEERHEKEKE
—A Amazon Identity and Access Management lKF, BXEZEL , TSN RSKFIEE
IAM &£,

3. &% Amazon Web Services Management Console F3TFF IAM #2&|& , Mt Ahtips:/
console.aws.amazon.com/iam/,

4. EEMSHMERS , 2RAE, EREEL-FSHIETH IAM BB

5. BWINEBHIHEHEIENBENFEKE AWSAppMeshEnvoyAccess FEE XK, MREFHNK
BEERARFE AN , B IAM EEEHENE IAM B, MRELKHMBEEN IAM KEEEBESE , WE
EQEZEEMENRHNEEN IAM K, MRMMTBENL IAM R | HERZREHEIA
Hi@E "Action": "appmesh:StreamAggregatedResources", MIRF R , NEEWN
ZARAMEEHN BE XL IAM KB, ZETTUBEIAREIE T HEMERH S Amazon &
BEM (ARN), HRK ARNs Fllit |, NI AT LAREE SRR LRI, MIBRERE 51 IR AE ARNS,
ETHREZER , BSREE IAM K MO IAM KB,

6. XENEE Envoy REH Kubernetes 254 (pod) , EE LiRSE,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: appmesh:CreateVirtualNode on resource: arn:aws:appmesh:us-
east-1:123456789012:mesh/my-mesh/virtualNode/my-virtual-node

EXMERT , Mateo BREBEREHEEM | LA WFMER appmesh:CreateVirtualNode #BE
BIBEET R -

(® Note

ATEUT S2EMETLIER , Btk Mateo KK IEEE appmesh:DescribeMesh #
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s ETHRIMIBEY SMRBRERIEREIFENER , HSH (IAM AFERE) P ALEAT S HEIEN
BF ( BHREERIE ) BEIFRINER,
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CloudTrail ZE& 8|2 MK~ Amazon Web Services Ik~ BHEZRIK S P FiEsNRES , HFEEB3 AT
A8 CloudTrail SEz1 iR i2%. CloudTrail E4ARIERREMTHE 90 KA ERNEBESHNITE
g, IR, WTFHAEFTENIESRE. Amazon Web Services XIZiEXEZEL |, i55H (Amazon
CloudTrail AF#E®) F# “£A CloudTrall EHHELIER", EFEZHEIZEFET CloudTraillBVEAT]
A,

E#F4E105% Amazon Web Services Ik 3% 90 KN EH |, B RIE R IR CloudTrailLake B4 HIE
F#,

CloudTrail &

IRER A F CloudTrail B EX 4 1£ 5 2] Amazon S3 FE . FHAGIENATERE Amazon Web
Services Management Console #i2 % XEH ., & SUBN A Amazon CLIAIE # XiF = % X5
iR, BIOIESXERER , RNERLAHEIRIKF Amazon Web Services Xi8 FHIPFAEEZN . TN
Rt B XEBE , I RgeEFREN Amazon Web Services XiZiid RN EH. BHXRIRERMHN
EZEE |, i85 (Amazon CloudTrail A1) H B EE Amazon Web Services Ik B 2 iR
ERF 9 AR B IR IR

BYGIRRE , SRR EERTHNEERSHMN — M EISNMEIEREM Amazon S3 1F4E |
B2 UXEHY Amazon S3 Z# %A, CloudTrail HX CloudTrail EMMEZELR |, EZS @ Amazon
CloudTrail Efte B3 Amazon S3 EMNMWEER , 55 ® Amazon S3 EM,

CloudTrail #5854 &= 7

CloudTrail LQ@ ak e AFARN BCHEHEZTE T SQL WEH, CloudTrail Lake HETITHY
JSON AWM BB HFRA Apache ORC *ﬁ‘ﬁo ORC = —fhét X R REIFBH TR FIK
ﬁﬁ%%‘ﬁo EHREREISHBEEET TFHEBINASREHEREEERNREN

THWEHES. NA ??ﬁ'—?&ﬁﬁﬁ%‘ﬁ’]ﬁﬁ%ﬁﬁﬁ TREAMPLEEHFEFEHTHEER, &
9% CIoudTrall Lake WEZ{ELR |, i5Z @ Amazon CloudTrail AT 8 A Amazon CloudTrail
Lakeo

CloudTrail #AEHHFEE#NEASTERA, CBREHEUEEMN , BUERERTEHHK
BEENENIET, EMETURE T BIFAE#ESHNEER , URE4BEFHENRIANZEKRE
Hl, B3x CloudTrail EMMEZEER , i§ZHAmazon CloudTrail E4HTs
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EESHREEXINPHRFRITHEERRENEE Amazon Web Services /7. XL FRN 2 FIE
wig¥E. BINBRT , CloudTrail iR EEEH4.

Amazon App Mesh f$FTE App Mesh 2 H|FHIREIEKNEEEMH, BX App Mesh iBFKEIH
Amazon App Mesh 12 &| S HIREA T CloudTrail , S H Amazon App Mesh APl &,

App Mesh E4 R4l

SEHARREBEMARRVEMNER , BEBEXERG AP RE, RIENBHATE, ERSHBEN
{58, CloudTrail BEX#HFRLH APl BHNE FH#ERRE , RtEHFT2REMBEEIRF LM,

AR RBIE R T E RiZStreamAggregatedResourcesi®{ER CloudTrail BES%E

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acate@67bfe24118",
"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acaste@67bfe24118",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"invokedBy": "appmesh.amazonaws.com"
1,
"eventTime": "2021-06-09T23:09:467",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",

"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",
"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",
"eventStatus": "ConnectionEstablished",
"failureReason": ""
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"eventCategory": "Management"

}
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Hdescribe-vpc-endpoint-services B £ H Amazon Web Services Management Console, i3l |

ATRHEETERERS (BZEMN ) KEMEBE App Mesh O VPC R0 XKL :

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh-envoy-management "] .AvailabilityZones[]'

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh’].AvailabilityZones[]'
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https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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App Mesh BZ A A XZ TR BIEARSEHIA RS T A, App Mesh AJEL B 3148 U M B IS 1TIRR
TENZHERES , FRNENREEIREARNE.

B R MENRE Amazon App Mesh

App Mesh RS EEEFEFRERD . TERTEMRENTEEZH. FOREENE,

H Ry B E FROE 2 87 Amazon App Mesh

/A Important

KIETIFEA - 2026 £ 9 A 30 B , Amazon FEIEXNEZEF. Amazon App Mesh 2026 &
9 A 30 BzfE , B8 FEBiHE Amazon App Mesh #24%|& 5 Amazon App Mesh ®iR., B>x
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

App Mesh HEIEEH Envoy R Docker BEs5G , ZEGEMRS —E£2BE. App Mesh BREH
B HREMMEREA T X RS E# T84, ERZRERBZE , App Mesh 2183 App Mesh Thag
E£NRFH Envoy RIBARAS,

B BIMERTIENPIIRSS F BEE A ERT N BB RIRIRAS . BT BB BRAY & FTHRA

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
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App Mesh #BEHEBR

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

AT U BIEREUR LA App Mesh F BN R LA, BRUTHEZ - BHX
B E N RAESSEANE L EE,

£

» App Mesh tFEHERRER1E SRR

+ App Mesh & & #HEHEBR

+ App Mesh JE#EHFEHER

+ App Mesh 48 ik 5 M fR 25

+ App Mesh B MLl 14 4 FE HF B

+ App Mesh &£ HEHERR

« App Mesh Kubernetes #EHERR

App Mesh S FEHEBR B SLB%

/A Important
KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X F. Amazon App Mesh 2026 &

9 A 30 BzfE , &K EB1AE Amazon App Mesh ##I& 5 Amazon App Mesh &R, Bx
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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B Envoy REBEERME

Envoy RIEMH —MNERRAE , B AEAZAERRXANBEENSITHRE , URRNITHAEEIGE ,
BlnEEER, BREZER , 55K Envoy XHEFNEE R H,

WMREFERIEE Envoy Hff , MERIMERT , EBIRK/ERD 9901 E&TFEARS
£ App Mesh & EEHERR FRUMNROIG , ROIEEERK URL 7R http://my-
app.default.svc.cluster.local:9901/,

® Note
EHIRmR[AKEFNRBELAHERM E, I, RIMNBWEEREBRRKBE ,
XL HEH ENVOY_ADMIN_ACCESS_LOG_FILE BREFEERINIRE N /tmp/
envoy_admin_access.log.

& Envoy DogStats D S5 LA 1TiEPR E &

AL Envoy REBELE N EHE OSI 5 4 EME 7 EREURANFBHEBZTRAHWEITEE. BREKE
BRR T WAERFIEREZE CloudWatch 388551 Prometheus. Z KMVIZWREIME IR T EAX LS
IHEE , BEMENARFNXERITHIERE —NEFHNALE ] LAAS BY & F R #th 12 i (8] B H B51A1T
N, BXREZEER , BSRFEHIL S # CloudWatchig#s# Prometheus X4,

B ABRIEERE XS HRELE DogStats D $E¥rDogStatsD £, HX DogStats D WE Z1{E
B , %" DogStatsD 344, BAIELTE A pp Mesh F IR EIFi545 #1 3 E Amazon CloudWatch 3E4REY
BN, HhEE T Amazon ECS EfiENIAES ., GitHub

BAGR BE

BNEWZERABE BT M EUNX EWAER , RUEXNARFZEAERNRENEHAE
B, BXEZER , 551 Envoy XHEFM IR HEICRE, XEAXRRMBEXOSIF4ENET7ER
ETHANFEAEFEE. HREM Envoy WERIAMEIAE , IRRATEA T HEATIE QBN Logs Ins ights 2
#rif1A CloudWatch H &

parse @message "[*] \"* * *\" * * % % % % % % % % %' 35 StartTime, Method, Path,
Protocol, ResponseCode, ResponseFlags, BytesReceived, BytesSent, DurationMillis,
UpstreamServiceTimeMillis, ForwardedFor, UserAgent, RequestId, Authority, UpstreamHost
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://prometheus.io/docs/introduction/overview/
https://docs.datadoghq.com/developers/dogstatsd/?tab=hostagent
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/access_logging
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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EMEFREFRF A Envoy i BEIER

BANEBWEESIE R R Envoy RIEHY B ERBIREN debug, 1B BE W A B EEFRERH
App Mesh B & F 9 B £ 7= 15 2 BT R B @] &

MREFERNRZ Envoy 55 , MATLUEE ENVOY_LOG_LEVEL SRMEZEF AERFRE N debug.

(® Note

RANBUFEEPF AR E debug K. FHIEEHdebugL MMATIRS , 3 AAhE
8/ 8L R B 5] B % CloudWatch 5 59 B 210 M AREA,

LREEA Envoy BWEBRIARR AT |, (RATLAME AL T AT B TEX Logs Ins ights 2 #7572 CloudWatch H
= .

N .

parse @message "[*]J[*1[*1[*] [*] *" as Time, Thread, Level, Name, Source, Message

£ App Mesh #Z IR % Envoy XIBER

BRAVE B KIE Envoy $84F control_plane.connected_state , #{® Envoy fR¥25 App Mesh
EHERBEURNISEERR. EXEZER , BZHEERSSE.

App Mesh 1% & FEHEBR

/A Important

KIEXIFEA - 2026 F£9 A 30 B , Amazon fFELEXNMIZHEF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

REBEMNEBT EIEIRE App Mesh B aJREIBEIMY & I @) &,
Fo3E1RE Envoy BRE3ER %
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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f£ Amazon ECS &7 , B2 WZILLTHiIREE. Amazon ECR account ID MEATEERegionH
WHRAREXBEMTRE , E4ABURTEME Amazon ECR FiEEHIRINASFMRE,

CannotPullContainerError: Error response from daemon: pull access denied
for 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy, repository does
not exist or may require 'docker login'

R B

WEERRREEFEANISRHITABTLTNG Amazon ECR BfE , hEEMNTEMEHIRE Envoy BERE
%, DELHEMN Amazon ECS FESHWESHITAREESTESLUTFHEN IAM KEE -

{

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"

1)

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

"Effect": "Allow"

.
{

"Action": "ecr:GetAuthorizationToken",

"Resource": "*",

"Effect": "Allow"

}

MREBHEBABR | EEEGitHub 12 H A Bk R Su Amazon pport.

Fo3EE$E 2] App Mesh Envoy BIERS
fER
&K Envoy REBTEEREE| App Mesh Envoy BEERS ., EBNHED -

o EEBIHELHER

« EEGERY

« f&#7 App Mesh Envoy & iR % i = A H 45
- gRPC £i%
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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BRIRTT B

BRIEH Envoy KRBT EEBRMNRHFAE VPC ik a , HELENLZ LA RFIKA 443 M HMEHR
£, App Mesh B§A%F Enoy EERFIm LEETLREEE (FQDN ) R,

# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com

FBAIERUL T HIEEE EMS f9iE#, X2M Envoy EERS KX —NMEREZH gRPC iEXK,

curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources

MRLBRFXLEEE , MRRES Envoy EERFHIEZERE. ERiH gRPC HXHEiR , 55
Envoy 5 App Mesh Envoy B IR B EZ R £ iR A BB IR AR,

grpc-status: 16
grpc-message: Missing Authentication Token

MREERBIARER , FERGitHub 12 H KB R Su Amazon pporte

Envoy 5 App Mesh Envoy BB RF I ER , E REIRAK
FEIR

&8 Envoy REBTEERE| App Mesh Envoy EE RS HBRHEEE. £H Envoy REBEZEZEUT
IR BESKE,

gRPC config stream closed: gRPC status code, message

fRRTT R

ERZBERT , BERNEERD NiEHEEMRE. TRIETEAEEINRERLL gRPC RSN
B, HRRMERTE,
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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RAriEmE

gRPC R

0

16

R &

R HEHRTFF 5 Envoy BB RS
HEE,

RABIMEIwmR (BT R
MR ) REXBRARZ

o

Envoy REBLRINITIERE |, 6l
WMiEEE Envoy EB RS K
RHEXER.

447 App Mesh &JREY Envoy
REHEBY 7 KR A R
SR,

Envoy RE&BERH
Amazon & 3 RIEEIE,

FRIRTT R

SREHEE. App Mesh 1B/R&
W FF A LIRS TE A Envoy
RERIER, Envoy FEIE
EARSERER.

PR EERR Envoy BLE ,
HREEEHMRERMN App
Mesh ZRHER BT, R
&8 App Mesh BRIRSHA
Amazon B ( $l0 Amazon
Cloud Map @5 # Z2 B = ACM
iEH) £/, FRRXERR
FE,

BSXAETEERT App
Mesh FH 2 R 55 #Y AH B 5K &
R IAM KR |, HF KR
Bt BN E B9 Envoy R IE T iE
# Envoy BEERFH IAM AF
A,

B < BRIANK P B 8 SA K a0l
REMETNESZEE , S
i App Mesh BRZFRET.

H1R Envoy A EHMEIE |
ATLAEE IAM AP A eERE
&l Amazon AR5, IR Envoy
HREM 1024 XHHERE
MIRRAS v .24 K2 BiRRAS

# Envoy RFE—NEH[H]
B #24136 ToEREUEIE, =
Envoy Rt S REMRSET |
BEREXMER. EAILIE
HEAREBIEE Envoy H

Envoy 5 App Mesh Envoy BIERE I FFiERE , EREIRA
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https://github.com/envoyproxy/envoy/issues/24136
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gRPC IRZHE R & BRIRT &

FHREEXAA libcurl
function was given a
bad argument”>R¥&IALLE]
B, BERMIEE , EAR
E| Envoy hxZ< v1.25.1.0-
prod E SR,

BT LAE AL T &)@ Amazon CloudWatch Insigh ts & 3R B Envoy REBAPRAKRBAHEE

filter @message like /gRPC config stream closed/
| parse @message "gRPC config stream closed: *, *" as StatusCode, Message

MBREWEREETFTE , RECQEBHRBR , FERRHGitHub BH,
Envoy RSRETIRAKRE. BERNSUZRERN XK
R

& Envoy REEFE Amazon ECS £%. Amazon EC2 E4I=k Kubernetes BEsHFHETIRRRE X
W, Flin , BERALTHSER Envoy BERE , BREIFRETRZ LIVE,

curl -s http://my-app.default.svc.cluster.local:9901/sexver_info | jq '.state'

fRRTT B
LT R#IRERIIK , EEBURT Envoy RERE AR,

« PRE_INITIALIZING 5% INITIALIZING — Envoy I KRZFWEE , & T EM App Mesh
Envoy EERFEENMKEEE, Envoy EE1HEEMNTRESWEIRE Envoy EEBRFSHER. B
REZEER , BEF Envoy 5 App Mesh Envoy EERSMIFIERE | & REIRXE FRHEIRIAE,

« DRAINING : Envoy RE S HRERIERE , LUK Envoy EERE LK /healthcheck/fail
% /drain_listeners &R, BRIFEEVFL IEER Amazon ECS £%5. Amazon EC2 3E4I;
Kubernetes 2% , BN RN FRBIVEHEEERE LA LERE,

MEBELZE R BIARER | FZEGitHub 18 H 8 B =Bk % Su Amazon pporte
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/

Amazon App Mesh AriEE
MO B EEREI Mg m /R TIRARE XK
FER

BRB|ETRAREHHMERN RN N M BIE[LUSITRLRE |, BRMAEIGE R DMNK R LRVIEIT
RREERM,

fRRTT B
ERRILFA | BTERATES

- BRESHRRBEAXBENZSEAESERZTRRARERBENIKD LHALRE.

- BEAREFFHERSTRIRERBLM—1EKI ; Hl , KEBEH VPC RVEZ2F .

c MRAFEAEUTRAEEETRARE , RINEBWEENARFPENETRARERS ; HI
m | /ping for HTTP, XA #{R Envoy REBREH N AR FE TN A E9EH SR,

- REFAENIIRE , BANHNEL T RERTAXENBRMEARIIESE. EXEZER , FEH &
MRS E R

- MRBEEAEUNKAEEETRARE , RITBWERANEATITERS | FHER B MXH AT
OLE#4T TCP = TLS TR E, XEAUEHARELMXMITEC B H AR IFESIERE,

MREHRIBIARER | FERGitHub 12 H A B R Su Amazon pporto
ERIMXTEZIHO 1024 REDWHRE

AEAR

FBHELMXTEZRO 1024 RENDWHRE , BEIHOS KT 1024 BHRE, Flw , FRUATHGS
i Envoy St HIEH KB —NIESE,

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "update_xrejected"
BT BEPEIRUTUATXEANXAE , HRTEREI KD -

gRPC config for type.googleapis.com/envoy.api.v2.Listener rejected: Error adding/
updating listener(s) lds_ingress_0.0.0.0_port_<port num>: cannot bind '0.0.0.0:<port
num>': Permission denied

RRTT B
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://www.amazonaws.cn/quickstart/architecture/linux-bastion/
https://www.amazonaws.cn/elasticloadbalancing/features/#compare
https://www.amazonaws.cn/elasticloadbalancing/features/#compare
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/network-load-balancers.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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EFREAE , ARXEENAFFERS linux 88 CAP_NET_BIND_SERVICE, AXEZER , iF
25 (Linux 27 R FM) PRIZIEE. ECS EFEXNSHAPH Linux ZHH Kubernetes XAHHHIZE
e WEL.

/A Important
Fargate 4R KT 1024 Bk OB

MEBEEE R BIARER | FZEGitHub 18 H 8 B =Bk % Su Amazon pporte

App Mesh EZHFEHERR

/A Important
KIEZEFBEA - 2026 £9 A 30 A, Amazon fFHEIEF X F. Amazon App Mesh 2026 &

9 B30 BefE , B8 FEB i1\ Amazon App Mesh #2444 5 Amazon App Mesh ®iR. B>x
EZER , BHRLEENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

REBEMNE T LML App Mesh EHEZT AT sEB T AV E W B &,

T EBEMTE RS HY DNS & 75

AEAR
BCHNARFEEENC EEZ HEZNELIRSH DNS &5,
R B

XR—NEHMEBE, BREZEER , BSH “ VirtualServices HEEEH A aA” = FQDN GitHub [d]
B, App Mesh FRVEERVIRS AT A B N AEME . REERRSEHRHPEDNS AR, HENA
BFAUBTEMRSEHN , Envoy REREBERIFHEREENN B Wi, ERRIEAA  BE
LAIEIRE 1P 3k ( HIA0 10.10.10.10 EERSBH ) R DNS A iBF. EUTRET TR
N DNS A ig3% :

« 1£ Amazon Route 53 | IIRBHULHNAEREX AR NER
- ENFARRFASEMN /etc/hosts XHr
- BEEEENE=7 DNS RS+
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https://www.man7.org/linux/man-pages/man7/capabilities.7.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_linuxparameters
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-roadmap/issues/65
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MR RBAREER , FERGitHub 12 H =Bk R Su Amazon pporte
ToEE B2 R AR S5 fe i

AEAR

BHNARFLTEEEMT R EENAERNELRS BN ERE, 2B IEEN , EETRTEX
W, REMNNARFNAEEXRE , BRUELSXKHAE R HTTP 503 MR,

PSS

MR ARFRATTEER (KIRE HTTP 503 IR{REE ) |, BHITUUTIRME :

HRENITERECREN TS App Mesh BL&E M.

« XF Amazon ECS , FHREEAHENNKERE, HXE end-to-end%s , i App Mesh F
Amazon ECS A7,

« XF Kubernetes , @IFENL G EKS , FHEMFRBET Helm & T &HFHE App Mesh #1288, BXE
ZER , 12 Helm Hub L App Mesh 2 FISRHHIE : EE S Kubernetes N AEFMIRE
o

« WFLGF EC2 , FRRECIREATARE App Mesh REMNT D% EC2 326l, BEXEZER
BZREH RS,

HRELZNITERS LZ1TH Envoy B85 2R INEREE] App Mesh Envoy EEES . BABTE

FiZPUEH Envoy SFiTHIEREIAIX — K control_plane.connected_state. BXEZEER

control_plane.connected_state , SR MEHRFRESZER P EIE Envoy REEE,

MR Envoy RAIGEBEMERE , BEKRMITEEBEMNKRERNERE , HZH Envoy 5 App Mesh
Envoy BIERSMIFFERE | HM EHEIRA |, R EZENERER,

MRNARFEREFEREMAZ R HTTP 503 MRS |, BT TEE

- BEREEEZENEMURSFETREH,

BREMDRSARHEADS (EURBAFIEATR ) .

« £/ Envoy fE8 HTTP RER , MREEFEE OFREEN Envoy Kt HIERHR A

cluster.cds_egress_*_mesh-allow-all m3EIEHMY B Wit , BBA Envoy R AJEER B EHHEE
HiER, filter_chainsiXARERHTHEA T AERNELRS BHAMH. RMNBWEFEREFRR
SRS ENBFMERNELIRS BF , BF Envoy REIES H R LIRSS 19 B ¥ 5 H A4t 5 10U IR 5533
TEfE,
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://hub.helm.sh/charts/aws/appmesh-controller
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
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B
- KBE

XEZER , BSRAELRS.
& Envoy REHEFREHIUATEHAERER

« No healthy upstream: Envoyﬁﬁ%ﬁt%ﬁﬁﬂﬂﬁlﬁ?&*ﬁ5&’5&1—!5%1‘%@ mR, WE TR

BEMETEENRR]. BREGENT QBNBRSRIANMSTRAREREER,

MREDBFNY BEREMARSHIRPHNZRSHERRY , FER SEMRSEELT SE
HERF 503 i, REFREXK , AER HTTP RED FHESFHITERAE,

* No cluster match for URL : XRAJRER HMEL RS K IEMNBERSELKHFZEEBFTTE

ST B% B PR E VAR AEER T IR EC A 5B Ry . B BB REEEM HTTP ERIRKNIER | BHRMER
BNARFNERZEDZIFNRA,

« No matching filter chain found : X1R AJER &I Jo 3 O 6] BE Bl AR 55 & 325 18 3K A 1& FX

mE

B, BARRENARFNFEREAELHEHR LEENAERRD.

B EBARBR , BEIRGitHub 32 H A @Bk R Su Amazon pport.

TR BB NP AR SS

AEIR
yN:
fi# IR

I

S

.
@

NARFITEERTIMEZARIRS , Hla0 amazon. coms
R

BERT , App Mesh TAFMNRERANARFEME2IIMEME NN HIEHRE. BEEASHER
BE , ARNED :

P& B IR AY VA TS E 2R IRIE N ALLOW_ALL, tiREF R FMEANEARRAREFSMERNNE
B#5 IP a7 &S,

- ERAEMRS, EARHESE, BHMELT IYMEPHARRSHTEE, FlM, EXINIBRSH

17
PRt

mR

E1& example.com , BAJ LRI —NE N example.com WERIIRS , ZEE g A5 MK AN
BRERIAZEI DNS RFEEIMENE N example. com HWERT Ko

BHRIBARAER |, BERGitHub 12 H BB R Su Amazon pporte

T EE#EE MySQL 5 SMTP RS 88
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https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_services.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/

Amazon App Mesh AriEE

LUATRFFEE M ( M#E EgressFilter type=ALLOW_ALL ) WHERER |, flERAELT S
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O E#F RS, EC2
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ResourcelnitializationError: failed to invoke EFS utils commands to set up EFS volumes:
stderr: mount.nfs4: Connection refused : unsuccessful EFS utils command execution;
code: 32
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service.beta.kubernetes.io/aws-load-balancer-target-group-attributes:
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Caught Segmentation fault, suspect faulting address 0x0"
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App Mesh £ K.

MEBELE R BARER | FZEGitHub 18 H 8 B =Bk % Su Amazon pporte

AT S 250


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-ecs-basics/deploy/2-meshify.yaml#L374-L386
https://docs.amazonaws.cn/xray/index.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-troubleshooting.html
https://www.amazonaws.cn/blogs/compute/integrating-aws-x-ray-with-aws-app-mesh/
https://www.amazonaws.cn/blogs/compute/integrating-aws-x-ray-with-aws-app-mesh/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/

Amazon App Mesh ArfEm
o7& Amazon B EF RN ARERFR Envoy CloudWatch 845

FEIR

YR7E App Mesh IR AR F& B MIERK H Envoy KE LR CloudWatchig#r.

fRRF R

£ App Mesh F{E A CloudWatch fE¥rET , HXAEREE S NAH , LASRIEM Envoy RE,
CloudWatch X2 sidecar # CloudWatch 18/ iRG 2 BIEVEE, BHITUTSZEREIA Envoy REH
CloudWatch $E¥rZ B IEHS :

- BREEANZ App Mesh B9 CloudWatch KB &, BXEZEEL , 555 LK App Mesh
CloudWatch X3 GitHub,

- BREBFABENFERIRBEBEE T App Mesh 9 CloudWatch K, BEXEZEL , BSH
E# App Mesh CloudWatch £ GitHub,

- NRAIEMNAMEMEHEELE , HEE CloudWatch RERBEETEEFEER |, HIRR
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« ENVOY_TRACING_CFG_FILE FRETEM B E LIREREE R :

tracing:
http:
name: envoy.tracers.xray
typedConfig:
"@type": type.googleapis.com/envoy.config.trace.v3.XRayConfig
segmentName: foo/bar
segmentFields:
origin: AWS: :AppMesh::Proxy
aws:
app_mesh:
mesh_name: foo
virtual_node_name: bar
daemonEndpoint:
protocol: UDP
address: 127.0.0.1
portValue: 2000
samplingRuleManifest:
filename: /tmp/sampling-rules.json
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Amazon App Mesh AriEE
TEBEE TLS B in RSEED EinE LRSS

AEIR

EELT SPFHNELRS ERAMN TLS HERIRRERN , SiZERNERESEAN,. ZHEERKRS
KERER , BREAMHAE R HTTP 503 LB F4ESIREL - upstream connect error or
disconnect/reset before headers. reset reason: connection failure,

9SS

NAERBHRERR , RMNBWUER Envoy REHRRZE B SKBPELHAE. BXESEER , FF5
5] A HEFEA Envoy HI B EiIEFE. EANTIIRKBAEEZEAMBRER :

« HEBR TEERIELRS Ein PRIMNER , BREGmERRD,
» ¥ Envoy IR BEH , EHRUATHEIR (1EFREBEES ) -

TLS error: 268435581:SSL routines:0OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

ZEIRTRRHAUT - RS MRZS A -

« ZUEFHRE TLS BEFRRBEESPELNIEBRRNH 2 —LEE,
c EBRTABAY (EEH ).

- EFZ B (SAN) BEiERH DNS EHB T EE,

- BREFRBRSEENIEBEN , HEN TLS B WRBEESHN —MEBARINHESL , FE
REPENNIRE EREZEENIYL (TLS).

- MREBRIWERETENEIRRMY , WRRZFEREESET Envoy REFERIZNARRF
RERER , Envoy ENRITBIEF2RELL , XKRHA Envoy FEFRBREMNE £, EELT
RNRERES , BR AppPorts L ENARF EEMNTH ERE,

upstream connect error or disconnect/reset before headers. reset reason:
connection failure, transport failure reason: TLS error: 268435703:SSL
routines:0OPENSSL_internal :WRONG_VERSION_NUMBER

MR R BAREFER , FERGitHub 12 H R B R Su Amazon pporte MMREBINNEECKIA TR
2RETXS App Mesh W EZ 2 M EEM , FEFHAmazon wEIHREIER.
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Amazon App Mesh RAFtEmE
HNAEFIRE TLS i, TREZEERIRELRS

R

MERRFTFRM Envoy REXE TLS 2N , SERELBSNEEL XK,

BRI

XE—NEBHEE, BXEZELE , BSRMEER . TENARFMNLBERE AN TLS s
GitHub A8, £ App Mesh 1 , BBIX# Envoy REXRE TLS , EFXEFENAREFARE TLS, EXE
Envoy LA TLS X8 X , BENARFHER TLS &R, X# , Envoy AJiEH I ERRL | 3
B TLS £FEFERKATENN BN, BXEZER , HSH EHEZTESEMHIL (TLS).

MRERIBIARBR , HERGitHub IR H A B R Su Amazon pporte MRBIANBES KA TR
2RAZEXS App Mesh WL EFEER , FEFAmMazon ®EREEM.

ToEMTE Envoy REZ BREZIEEFEA TLS
FER

BHNARFEEEUT RFELMXMITER LEA TLS L1, HEEFIK TLS FFmEK LB
TLS B3 , (BRETEMS Envoy REZHKEERBET TLS AN ER#ITH,

BRRTT B

KB HPELWSBRERT Envoy EEREMN Envoy HiHER. AXBEEXENANAEEY , B30 B
A Envoy RIEEE SR E M 5 Envoy DogStats D SR LA (TIEARE &, NEEER | LTSI RHE)
FEHATEERME,

o X¥FHIT TLS & LERY Envoy REE
- FALTHSERSE Envoy BEFB|S TLS iEH,

curl http://my-app.default.svc.cluster.local:9901/cexrts

EREMHES , BNEREDL—1%H certificates[].cert_chain IEE TLS iR,

« BERAENTIROKDAEERS SSL BF MM ELEEFEAMN SSL 2EHRTEME , AT
Rl a5 A5 PR

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep downstream_cx_total
listener.0.0.0.0_15000.downstream_cx_total: 11
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RAriEmE

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.connection_errox
listener.0.0.0.0_15000.ssl.connection_error: 1

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.handshake

listener.0.0.0.0_15000.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.session_reused

listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

« X¥F#IT TLS KK Envoy X :
- FALTHSRREE Envoy BBEF 51§ TLS 5EF.

curl http://my-app.default.svc.cluster.local:9901/certs

BMNIZTE certificates[].ca_certs THEEED—IFKE , EREARRE TLS B A TRIE
JRRIEBAES,

s WERAINERDEIRERNHEERS SSL ZEF AN LELESEFRAN SSL 2ERELMEE |, W
LA Rl an+ M PR

curl -s

http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.connection_error
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.handshake
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1
# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

MRE B BARBR , FEEGitHub 12 H A EXR Su Amazon pporte MRFIANNBES KA TR
2IRAHIT App Mesh &L £ B F , FEFAMazon ®ERSTERE.
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{# F Elastic Load Balancing BEB&
FEIR

FHEENAREFARSERIMEATEERUNZEAT SBREN , EENABHERZTRN
KEAREKM.

PSS
NAERBHREARE , BLFEREUTHE :

o WTIIT TLS LUERY Envoy REE , BFEHREMEEHIR. AR5, B TEEY TLS FFWE
B 2 2] S IR R UARSS VSR,

- WFAEESR K LEEEFEATIEHSMNEE TargetGroup:
« #{RiZ TargetGroup i O SE LT RUE LAl VT8 % O A ITEL
o JWFBE HTTP MEMNRF KE TLS EZENNAREFAREESE , KN TargetGroup
BOREN HTTPS, MREEFASITRARE |, BFHARS HealthCheckProtocol &E&ER
HTTPS,
- WTFET TCP MEMNRSF AR TLS EENNEZ AT ESS , FHARN TargetGroup MMURE
N TLS, MREEFEAZETRARE , HHEMARS HealthCheckProtocol &N TCP,

(® Note
ERIES TargetGroup HEEE XK TargetGroup &,

EBERER , ENRSEERMERRES Envoy RENIER N ENRS R T 2EE,

MREEIBIARBER , FERGitHub 3B H E BB R Su Amazon pporte MIRFBIANBES RN TR
2IRAHIT App Mesh &L £ MEHF , FEFAMazon ®ERSERE.

App Mesh Kubernetes #FEHEER

/A Important
KIEXIFEA - 2026 F£9 A 30 B , Amazon fFEIEXNMZEF. Amazon App Mesh 2026 &

9 A 30 Bz/E , &L EB 11\ Amazon App Mesh 12 4]A 5 Amazon App Mesh &R, Bx
BEZER , BHREFENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.
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REBFMNE T Kubernetes F{EMA App Mesh B AJEEI& EI B & I (A1 &L,

£ Kubernetes 8|28 N A R #& E RIS ETE App Mesh 3k E|
ER

BE AR Kubernetes BE LEIREN (CRD) 812 7T App Mesh BIR , B2 HEFEARE |, BEIE
HY & IR1E App Mesh AR L, Amazon Web Services Management Console APls

PSS

ATREM IR 2 App Mesh #Y Kubernetes 22z HIEE IR, BXEZEE , S H LW “HIEHER"
GitHub, *AET'““%J%%EIF\E\':PxEEﬁEEEﬂi%EHT’“%ﬂ%ﬁ%&ﬁﬂﬁ&ﬂﬁﬁﬂ’]%a REES,

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)

MREWEIBIARBR |, HERGitHub 3B H A F 5B R Su Amazon pport.
S¥ A Envoy sidecar ja , B854 (pod) T E#HITREN EHRERE
FEAR

BN BATEFN pod 2BIEHKINZETT , (ERTE Envoy sidecar SE ARERA (pod) fa , MENERERE
i =N

R B

B{R5EABIAEF4A (pod) B Envoy BESEEXS App Mesh B9 Envoy BERE #1755, BOUEETS
#Z Envoy 5 App Mesh Envoy EERSHIFERE | ETREIRXAE PRERRKBRBRILEMS IR, &9
DEAUTHRREMEKXASRA (pod) B Envoy B,

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"

MRIEHRIBIARER | BHEREGitHub 12 H A =B F& Su Amazon pport.
AR (pod) ARFMHEUEEM I 3E46] Amazon Cloud Map
FER
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& Kubernetes Pod >k Amazon Cloud Map #E R H4 G AN —BrEREMBEHE. B4
(pod) AIRER T BB H AR FRERE , BELEBERTMRE, HAHRH (pod) KIEEY , BRI ATEE
REBH P it HZHEHLERE , BRKT,

R B

XE—NEHEB, BXEZEE , B3 Pod A Kubernetes B3 EM/ T8 , HIEE,
Amazon Cloud Map GitHub BB F Pod, App Mesh E#l¥7 = # Amazon Cloud Map &R 2 B %

R , Kubernetes By App Mesh ZHIZEEAIBE 2T BTRASHERRIR, 0, MRELT RFREL L
HXBMAERA (pod) ZBTM Kubernetes iR , ek EXTER.

EERRPERZ , FHITUTRE

- BRIEZITHEERT Kubernetes BI R FTHRASHY App Mesh 124188,

BRELT S EXFH Amazon Cloud Map namespaceName#lserviceNamelE#,
ERBRELT REX ZH , BFLHERAEXRBKNASRA (pod), MREFEHRBIKEEMLRITAE
(pod) EENT SMXEk | {55 R LA E App Mesh BRI AESAH (pod) FEAALLIZE 1T,
MREBPABEE , BETUATHSRRERHFZAEFREFETEE THEREERBENEIR,

kubectl logs -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

ZREAUTHRTEREFRERE (pod). XARELXHREL R,

kubectl delete -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

MREERBAREER , FERGitHub 12 H =Bk R Su Amazon pporte
ToETHEE App Mesh BIREIARRA (pod) AL IET
FER

HIRIE Kubernetes 5£8f L1217 App Mesh B , BEER T EHELER App Mesh BRI TEARDZE
SREWMEZT

R B

Kubernetes B854 (pod) BIRFEASHXBKHMNENEUT RHTER, BAUERATHSERR
LEAERA (pod) EENAEMNEUT RBEMIZT,
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kubectl get pods --all-namespaces -o json | \
jq '.items[] | { metadata } | select(.metadata.annotations."appmesh.k8s.aws/
virtualNode" == "virtual-node-name")'

MRS RIBIARBER | BHERGitHub 12 H E BB FR Su Amazon pport.
TEHERERA (pod) LA App Mesh RIFRIE1T
FEAR

£ Kubernetes $£8f L1217 App Mesh i , BER T ERELAENAERA (pod) LA+ L FEKIZTT App
Mesh &R

RS

Kubernetes B84 (pod) BIRFEASHRBRAMEFNENT RHTER, BAUERANATHSERESE
HWABRA (pod) S H P& FEE LT R B o

kubectl get pod pod-name -n namespace -o json | \
jq '{ "mesh": .metadata.annotations."appmesh.k8s.aws/mesh",
"virtualNode": .metadata.annotations."appmesh.k8s.aws/virtualNode" }'

MREERBIAREER , FERGitHub 12 H BB HER R Su Amazon pporte
Z2RHE , EF1ETLES App Mesh Envoy B2 RSSEE IMDSV1

AEIR

2/ IMDSv1 J§ , &F Envoy &S App Mesh IR ( Envoy BEEARS ) B1E. v1.24.0.0-
prodZ 81# App Mesh Envoy MRS FI2t 5 3% IMDSv2,

fRRTT B
BERZANEE , RAUUMX=Fz—,

« F+4¢ 3| App Mesh Envoy MRAS v1.24.0.0-prod E SMA |, iZARAHE IMDSv2 X,

« 1£121T Envoy W3E6I IMDSv1 LE#MEA. BXxREMHEA IMDSvL |, S FEE L Pl T HiEE
T,

- MREHRSTE Amazon EKS LiE1T , BIUEARSKFH IAM A€ (IRSA) XKREUEIE. BXE
B IRSA KRB , BSHEBRSKFE IAM B,
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MR RBAREER , FERGitHub 12 H =Bk R Su Amazon pporte

B R App Mesh 3} A Envoy /& , IRSA EEERAEFBRSR LET
FEIR

£ Amazon EKS #9 App Mesh #2HIZFHAEBI T , £ Amazon EKS &8 £S5 A App Mesh Bt , Envoy
M proxyinit AEFFEAZNARFEEA (pod) F. MARKFLERIE IRSA , MER

% node role., HENVFHABESH (pod) WiFHMEER , RILBINARFERERTEE
AWS_WEB_IDENTITY_TOKEN_FILE 3 AWS_ROLE_ARN R EZ &£,

fRRTT R

WMRENT AWS_WEB_IDENTITY_TOKEN_FILE 5 AWS_ROLE_ARN ¥3EZE | M webhook ’F Bk
A4 (pod)e TERMXBANTEEFRHEA— , webhook 2 REEAEA T,

reservedKeys := map[string]string{
"AWS_ROLE_ARN": -
"AWS_WEB_IDENTITY_TOKEN_FILE": "",
3

for env := range container.Env {

p—4

if _, ok := reservedKeys[env.Name]; ok {
reservedKeysDefined = true

MBEHEBAREER | EEEGitHub 12 H [0 Bk R Su Amazon pport,

BF App Mesh 33X A Envoy f& , IRSA TAERARFAER LET 260
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App Mesh il i3 §5i &8

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B , Amazon fFHEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

App Mesh TR BESTE = us-west-2 X2 App Mesh BRFHVIR4E M4, TREIER = 7 BRI H#EH
WInge , HEEFRNHA. SREATMREMESNIIEEN , RSB RM R GitHub REEX L
THEEMIT A AR, —BEEMEETMBMETERZEYE , HATH THELXENERNRE , EH
SHALKBIERXR App Mesh BRS

Amazon App Mesh il 5T 3718 2 — TS R AR SS , FRETHEE I AT AR |, XK T‘kT'Amazon BR% 5%
HHPEN, BNMEIVENSEZEE BRI Amazon Fl Amazon BREER ( AHEERAFMN
BMRSSE5ER ) WAR , HERREN,

LR Rx TS SUER % I | &,

T ARTARINE ?

FEMER — PN ARSI R , AFEEFMRSIEER LA 2ot AiXLEIhEHRERIR, RTE
MRS KR SHEETRIED TN, BUUFEAMBIMENRSERXHNNG SR A ELET
A ITRE Amazon CLl, Amazon CLITRS$UE A F S E A0 Y sl £~ B RENER T2iRF
fE. EAEWEM App Mesh HIRARAE R 5 , LAREBY#A{R App Mesh HEBFHREEMNTER, EIEE
HATA K SFOER |, XX EEThBER AR AT LAES B ik App Mesh RIZhEE | LAERNAEBIRHR TR
R RS

1 56 578 5 [E AR App Mesh BRI ARG ?

T&RIIET App Mesh REF ESFRSTEFR B FH,

~

il App Mesh #lI#ERS App Mesh T % 57138 AR &5

Bl Uiy iy S appmesh.us-west-2. appmesh-preview.us-west-2.a
amazonaws.com mazonaws.com
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Envoy BEERF IR R appmesh-envoy-mana appmesh-preview-envoy-
gement.us-west-2.a management.us-west-2.am
mazonaws.com azonaws.com

CLI Amazon App Mesh %Il 3k R & Amazon App Mesh-7i % 51| &

PRAK (AR DT 5T S70E AR 55
BREFATA )

ZHZEWH appmesh appmesh-Fill i

RS E4& appmesh.amazonaws appmesh-preview.com

® Note

REXRTH App Mesh £~ RERAEIFIHE T us-west-2 XiF , BAE~ RS EARZ B X EB
A A, BX App Mesh £F=REATAMWMERXFBHFIEK , ESEAmazon App Mesh Ui 5 L
i, {ER , App Mesh Tl 5T 378 IR 51X £ us-west-2 XA,

40 o] {55 FH F31 90 53008 P RY Zh RE 2
1. EANTHSFIETHEMEY LN FKRERSHAFME SR, Amazon CL

aws configure add-model \

--service-name appmesh-preview \

--service-model https://raw.githubusercontent.com/aws/aws-app-mesh-roadmap/
main/appmesh-preview/service-model.json

2. WBIFZIHEER JSON RAIFIAmazon App Mesh A IEEH RN |, IR ST EZIIEEHN JSON
Xt

3. {ERAMEME Amazon CLI sn S M@ B A SHRIMZThAE, Hln , LTS ER
Zroute. json AR E AT KB HAERI B o

aws appmesh-preview create-route --cli-input-json file://route.json

4. APPMESH_PREVIEW = 1%f Envoy &2 1% Amazon ECS FFENX. Kubernetes Pod &K
T Ehseflet , FEFMIBELTE, EC2 kT EMF Envoy BRI ST HE R S HITES.
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ERXRANEETENEZEELR , BSEEH Amazon ECS AR RS . FE# Kubernetes F HY RS
MEFTL#H FHES. EC2

AR I 152 ?

&R LAE R App Mesh B24E GitHub 7 f# F RIBUR R ] |, 2R B 651 B B X %I RERY X4,

BFEEEZ KRN RIS 50E P RY E D2 se iR I 15k 2

[ AR BB RHRIEFR I AIRER RN M E R MBI R E, BT E £ @ T im R MR 1% 28
HEEXRZEE L 14 RNERLERE. App Mesh FIRA ATRER EEKA4FE TR RIR AR .

AT SR R AR BIAYFF ?
BARMSMAEER App Mesh GitHub BEEMTRERBANEREE , BRNOELTER

BEREREZ  HELAURSAN—NEANRATEBSLATFRENRE, XN FIXLRE , S LAEEE
App Mesh FBA % 3% 87 Hf 44 5K B & Amazon Web Services X1 iR ®,

BEMEMERS LNBRERELE?
2. MEFERAESIELF R RN E S R,

BENEEN T AHAZKEE ?

LA LEFRSERERAME=1TR,. MEIR=TX/E , LREEHH, RISMERME, NREE=
TREZHUBREHM AR , WL2WE—% BadRequest 7% , WA S FH,

¥ AT LA f5E F MR LE T B S 4b 3B 5 43 S8
& 8] LA Amazon CLI & Preview Channel Hﬁ%ﬁmiﬁﬁﬁ%ﬁﬁli#—ﬂﬁﬁﬁo BRuEIEA D

BENEZER , S WAEATKIERNINEE ? . BFEEMEA Amazon CLI a8 5i&I, Amazon
Web Services Management Console SDKs, % Amazon CloudFormation SR{E/ “FliESE" TheE, 1B
2, BRI RAHEFRSE  ERALERMETIE,

R sE S BIFRA APIsSE ?

TR&. APIs AR BRIER B ITE R,
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B ThEE 2 R T ?

R, ¥ API XNRATBERTEEKE Amazon Web Services Management Console Amazon
CloudFormation. =% Amazon CloudTrail, FEEINEEETKMEFNAEURIZBELE LT , XLEER
FHRLTA

REBB R T SEIMIE T RERY X4 ?

Bo MBHENREX AT EEEFSXEF, fl , MRBRFRFNER KA ITEHE , WAXOFE
AXEDNRNESFHNEINANBEERIFXER, FIRHEREFICNRETRIES A,

K 2] F13E T 53 55018 {7 B #E HE #T Zh BE 2

FEFRYESRIE 5| AFTTHEERTY , &71E App Mesh XA L IEFZHPRM—N&EH., B EHREFZRE
HIT B App Mesh X447 $125% RSS IRE, b4\ , LA LLEE Amazon App Mesh B4 B GitHub 1%
fEFER A, HTEHERS KR JSON XHR M BITSEHER , %34 T S EEER I E R
., BXRINAIGEABHEEENRNESER , BSH DAFERTRTUEFRIIHEE 2 .

HEARBEE DU BE B A R BN E RS ?

App Mesh 32145 5F B3 Z ThBE{N FE NG 4508 AP /] B AR EMIBR |, H1E App Mesh A4 218 F A7 N
—N&H, BALUEREFZTNERITE App Mesh X#4F $£12F RSS RE,

FESNBIIRER B TE ? 264


https://docs.amazonaws.cn/app-mesh/latest/userguide/doc-history.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/app-mesh-ug.rss
https://github.com/aws/aws-app-mesh-roadmap/issues
https://docs.amazonaws.cn/app-mesh/latest/userguide/doc-history.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/app-mesh-ug.rss

Amazon App Mesh AriEE

App Mesh PR BRER

/A Important

KIEHIFEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEXHIX#F. Amazon App Mesh 2026 £
9 B30 BzfE , & F:EBih 1\ Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EZER , BHREEXENTHE Amazon App Mesh | Amazon ECS Service Connect.

aws service-quotas list-aws-default-service-quotas \
--quexry 'Quotas[*].
{Adjustable:Adjustable,Name:QuotaName,Value:Value, Code:QuotaCode}' \
--service-code appmesh \
--output table

2

EFEAE ZMEARSEE Amazon CLI , 1§27 Ser vice Quotas Amazon CLI ff 55 %,

265


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/cli/latest/reference/service-quotas/index.html#cli-aws-service-quotas

Amazon App Mesh

RAriEmE

App Mesh BY #4718 3%

/A Important

KIEXIFEA - 2026 £ 9 A 30 B , Amazon fFELEXNMZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX

EZER,

T®RWIART Amazon App Mesh AAF 15 WEEEMMIThEE, RIDE

'ﬂ—.l EI‘J }i LmELJL.o

E# 7 AWSAppMes
hFullAccess SRR§

CloudTrail S4B EH

BB R R W

App Mesh By VPC i 2 SR #E 2

BiF R EE X EMNTHE Amazon App Mesh 2] Amazon ECS Service Connect.

=

App Mesh B Z M 25

L

EEFHAWSAppMes
hFullAccess R
ARFHR TagResour
ce MuUntagReso
urce APIs,

iR App Mesh 52 &K
CloudTrail BAid3% API SE3IHY
X EEH,

BEEHAWSServic
eRoleForA
ppMesh AWSAppMes
hServiceRolePolicy

FH AR Amazon Cloud
Map DiscoverInstancesR
evision API,

App Mesh MNEXFHF VPC im R
R,

App Mesh H7E X & Z/MiIr
2o

B

2024 4 A 24 B

2024 3 A28 H

202310 A 12 H

20235 A 11 H

2022 £ 8 A 18 H

ZEEMHEREERESLR

266


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html

Amazon App Mesh

RAriEmE

IPv6 i& A T App Mesh

CloudTrail App Mesh Envoy &

IEHE%E@ H /L,\ij:_.l'

i& T Envoy B9 App Mesh 1%

B

App Mesh B9 ZAMiTES

ARM64 X% App Mesh

App Mesh HIEHRT B

SKHEIR[E TLS S 4K iE

1£ af-south-1 R#ITXIFE 3

SKHEIR[E TLS S 4K iE

5K 1t K $0L P50 5 10 AT 85 % 5 0th

SKHERE T R
FEELN

101 U7 25 % $5th Al

1 eu-south-1 FR#1TXIE /30

App Mesh BLE X #F IPv6,

App Mesh 17 X % CloudTrai
| X App Mesh Envoy B2 RS
M AEXEF.

App Mesh 317 X #f Envoy X
B,

( IXBR App Mesh T ¥ 538 )
&AL App Mesh SEfEZ A
T Es,

App Mesh Bl X ARM64,

&AILASEHE App Mesh 1E#RY
B

& AT LASE e 128 AR L T
B, ANENEBNBEHTE
B,

BRI BASREN @ TLS & 7%
i,

App Mesh I 27£ af-south-1
Xig k4,

( IXBR App Mesh T ¥ 538 )
BRI LASEHEXN @ TLS 4%
i,

18R] LA SE 1 RE #0050 5% 401 U 235
E/&o

8T BASK e RE 4T R UT 2R
EMMFEELN,

I 2% eu-south-1 XiFF 24t
App Mesh,

20225 H 18 H

20223 A 18 H

20222 H25H

2021 11 A 23 H

2021 £ 11 A 19 H

2021 £10 A 29 H

20216 A14 H

20212 H4H

20211 H22H

2020 £11 A 23 H

20205 11 A5 H

2020 11 A5 H

2020 10 A 21 H

267


https://docs.amazonaws.cn/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/appmesh-agent.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/appmesh-agent.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/multiple-listeners.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html#metrics-extension
https://www.amazonaws.cn/about-aws/whats-new/2021/06/aws-app-mesh-introduces-enhanced-ingress-traffic-management-capabilities/
https://www.amazonaws.cn/about-aws/whats-new/2021/02/aws-app-mesh-supports-mutual-tls-authentication/
https://www.amazonaws.cn/about-aws/whats-new/2021/01/aws-app-mesh-is-now-available-in-the-africa-cape-town-aws-region/
https://docs.amazonaws.cn/app-mesh/latest/userguide/mutual-tls.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_gateways.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://www.amazonaws.cn/about-aws/whats-new/2020/10/aws-app-mesh-available-europe-milan-region/

Amazon App Mesh

RAriEmE

5K 1t K 401 P50 < 10 AT 85 3% 15 0th

3K Hte K #0075 <000 T 25 % 5 th Al
FEERN

79 P& A\ U B 282 R 0L ) 5% A P
X%

F F3& A T Kubernetes B App

Mesh #2185 , £ Kubernetes
FElZMEE App Mesh &R

[ K2 #0075 = {01 0T 85 0 3% B 7 N
HEEHE

[6) KB #6019 S o T 25 A pn i At B

A A A& B 22 BE L P <

TLS mn#

( IXBR App Mesh T ¥ 538 )
S8 7] LA SE B RE 60 X o< { T 23 1
i,

( IXBR App Mesh T ¥ 538 )
S 0] LASE B R 0 1Y i T 2R iE
B FEERN,

EM 18 2 SN B IRBEB S M4
RN R FRERE.

&1 LAE Kubernetes A 628
FMEE App Mesh &R, 24l
BELEIELHBNAEEA
(pod) #EA Envoy REF Init
PN

A A A R ST SR AR
T

( IXBR App Mesh T ¥ 538 )
S0 LA BE A s (i W 28078 00
HEAHE,

( IXBR App Mesh T ¥ 538 )
ARFMEABHERSRIER
EBEY IR TIEE,

( IXBR App Mesh T ¥ 538 )
{3k B Amazon Private
Certificate Authority {#EE T
R IEBM AR |, £/
TLS MEZEL T KR 2 BHE
=

2020 59 A 28 H

2020 59 A 28 H

20207 A10 H

2020 66 A 18 H

2020 66 A 18 H

2020 5 A 29 H

20204 A 8 H

20201 A 17 B

268


https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_gateways.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_gateways.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_gateways.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/routes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/routes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html#virtual-node-listener-timeout
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_gateways.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/tls.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html

Amazon App Mesh

RAriEmE

SHMKSHERME

(2] B8 F 72N D i BB

FE81 Amazon [ E #6132 App

Mesh X

XERE., EXHENELT
A HTTP/2 #l gRPC H % 5%

B

TLS mn#

ET HTTP #rX MR H

App Mesh ST 578 4

( IXBR App Mesh T ¥ 538 )
B A S H Ak R £ EZ MK,
K oI EREB A UE
P 4% Hp 9 B4t 55 R 3 1T IR AR .

( IXBR App Mesh T ¥ 538 )
& 0] LA 3% R N Rt B .

YRATLAfE O Amazon utpost E
£12 App Mesh Envoy {XE,

BRI LABE R EA HTTP/2 M
gRPC MY EIRE. EiE 7L
P IX LE ISR {0 T 2278 AN B B

T SRR RS o

ERRBETFRT AR A
C % 32 I8 B 1 ) 45 H PR S R B8R
AR SS SR IR R R, ST
Bl B AR INE R Z 8,

( IXBR App Mesh T ¥ 538 )
5/ TLS ZELT K2 A
BE,

BIFEFERPREFE HTTP 4R
KREERBHRE,

App Mesh Tl 5T $7UE 2 App
Mesh BRSHY — MR TE,
Tﬁ""%ﬁiﬁf’ﬁ?ﬂﬂ*@&tﬂﬂ’ﬂ%

, IBEF LA, SR
{Eﬁﬁi‘ﬁ 5T ST Y ThRERY | R
AT BUEE IR R A8 GitHub k2
EXLEIhEEN TR B R,

20201 A 17 B

20201 A 17 B

2019 % 12 A3 H

2019 10 A 25 H

2019 9 A10H

2019 9 A6 H

2019 8 A15H

2019 7 H19H

269


https://docs.amazonaws.cn/app-mesh/latest/userguide/sharing.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/routes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/app-mesh-on-outposts.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/app-mesh-on-outposts.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/routes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/routes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_routers
https://docs.amazonaws.cn/app-mesh/latest/userguide/route-retry-policy.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual-node-tls.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/route-http-headers.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/preview.html

Amazon App Mesh

RAriEmE

App Mesh #0 VPC i R
(Amazon PrivateLink)

%0 Amazon Cloud Map H &
P RBRFSEASE

£ Kubernetes F B3I 812 App

Mesh &g

App Mesh I[EX,

App Mesh AP| B #t

App Mesh #1# iR A

£ App Mesh BLiE N EAEDO
VPC i R thZE VPC NE £
Wiiko ENiR[H—THEARE
%4 Amazon PrivateLink ,
ZEAREEREBERLE P i
- FAZZ G Rl App Mesh APls
PrivateLink &8 VPC
App Mesh Z B9 FTE M &R
2 PR FI L 3 M 4,

BT LIS TE DNS 5 Amazon

Cloud Map ERE AT LIRS
KA %E. E Amazon Cloud
Map AT HRF A , EHIKF
HAEH App Mesh RS #H <
A,

£ Kubernetes 8|2 % RAT |
A LLE B 812 App Mesh &R
H¥ App Mesh sidecar & 23t
BRI E Kubernetes ZpEH,

App Mesh BRI 1E A1 & i&E A
FHEF=RIE,

App Mesh APIs EE#T , JLig
SAAt. BXEZEE B
18 [BUG] i 0 F LR

Y B AR EE BT S B9 B% Y Black

hole,

AR S5 2 FF T ST AR 46 34

2019 6 A14 H

20196 A13 H

20196 A11 8

2019 3 A 27 H

20195 3 A7H

2018 £ 11 A 28 H

270


https://docs.amazonaws.cn/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/using-service-linked-roles.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/using-service-linked-roles.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://github.com/awslabs/aws-app-mesh-examples/issues/93
https://github.com/awslabs/aws-app-mesh-examples/issues/93

Amazon App Mesh AriEE

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

cclxxi



	Amazon App Mesh
	Table of Contents
	什么是 Amazon App Mesh？
	将 App Mesh 添加到示例应用程序中
	App Mesh 的组件
	如何开始
	访问 App Mesh

	App Mesh 应用程序入门
	开始使用 Amazon App Mesh 和 Amazon ECS
	场景
	先决条件
	步骤 1：创建网格和虚拟服务
	步骤 2：创建虚拟节点
	步骤 3：创建虚拟路由器和路由
	步骤 4：审核并创建
	步骤 5：创建其他资源
	步骤 6：更新服务
	任务定义 json

	高级主题
	使用 App Mesh 进行金丝雀部署


	入门 Amazon App Mesh 和 Kubernetes
	先决条件
	步骤 1：安装集成组件
	步骤 2：部署 App Mesh 资源
	步骤 3：创建或更新服务
	步骤 4：清除

	Amazon App Mesh 和 Amazon 入门 EC2
	场景
	先决条件
	步骤 1：创建网格和虚拟服务
	步骤 2：创建虚拟节点
	步骤 3：创建虚拟路由器和路由
	步骤 4：审核并创建
	步骤 5：创建其他资源
	步骤 6：更新服务

	App Mesh 示例

	App Mesh 概念
	服务网格
	创建服务网格
	删除网格

	虚拟服务
	创建虚拟服务。
	删除虚拟服务

	虚拟网关
	创建虚拟网关
	部署虚拟网关
	删除虚拟网关
	网关路由
	创建网关路由
	删除网关路由


	虚拟节点
	创建虚拟节点
	删除虚拟节点

	虚拟路由器
	创建虚拟路由器
	删除虚拟路由器
	路线
	创建路由
	gRPC
	HTTP 和 HTTP/2
	TCP

	删除路线



	Envoy 镜像
	特使图像变体
	Envoy 配置变量
	必需的变量
	可选变量
	管理员变量
	代理变量
	跟踪变量
	Amazon X-Ray 变量
	Datadog 跟踪变量
	Jaeger 追踪变量
	特使跟踪变量

	DogStatsD 变量
	App Mesh 变量
	特使统计变量
	已弃用的变量


	Envoy 默认值由 App Mesh 设置
	默认路由重试策略
	默认断路器

	更新/迁移到 Envoy 1.17
	带有 SPIRE 的密钥发现服务
	正则表达式更改
	正向和负向展望

	反向引用

	Envoy 代理

	App Mesh的可观测性
	日志记录
	Firelens 和 Cloudwatch

	使用 Envoy 指标监控您的应用程序
	应用程序指标示例
	导出指标
	使用 Amazon EKS 的 App Mesh 的 Prometheus for App Mesh
	安装 Prometheus
	Prometheus 示例
	使用 Prometheus 的演练
	要通过亚马逊 EKS 进一步了解 Prometheus 和 Prometheus

	CloudWatch 适用于 App Mesh
	筛选指标 CloudWatch
	CloudWatch 示例
	使用攻略 CloudWatch

	App Mesh 的指标扩展
	与入站流量相关的指标
	与出站流量相关的指标

	适用于 App Mesh 的 Datadog
	正在安装 Datadog
	要了解有关 Datadog 的更多信息



	跟踪
	使用 Amazon X-Ray 监控 App Mesh
	通过 App Mesh 启用 X 射线追踪
	X-Ray 示例
	使用 X-Ray 的演练
	要了解有关 Amazon X-Ray 的更多信息
	使用 App Mesh Amazon 对 X-Ray 进行故障排除

	带 Amazon EKS 的 App Mesh 的 Jaeger 版
	使用 Helm 安装 Jaeger
	Jaeger 示例
	使用 Jaeger 的演练
	要了解有关 Jaeger 的更多信息

	用于追踪的 Datadog


	App Mesh 工具
	App Mesh 和 Amazon CloudFormation
	App Mesh 和 Amazon CDK
	适用于 Kubernetes 的 App Mesh 控制器
	App Mesh 和 Terraform

	使用共享网格。
	授予共享网格的权限
	授予共享网格的权限
	为网格授予权限

	共享网格的先决条件
	相关服务
	共享网格
	将已共享的网格取消共享
	标识共享的网格
	计费和计量
	实例限额

	Amazon 与 App Mesh 集成的服务
	使用 Amazon CloudFormation创建 App Mesh 资源
	App Mesh 和 Amazon CloudFormation 模板
	了解更多关于 Amazon CloudFormation

	O Amazon utposts 上的 App Mesh
	先决条件
	限制
	网络连接注意事项
	在 Outpost 上创建 App Mesh Envoy 代理


	App Mesh 最佳实践
	通过重试来检测所有路由
	调整部署速度
	在横向缩减之前先进行横向扩展
	实施容器运行状况检查
	优化 DNS 解析

	安全性 Amazon App Mesh
	传输层安全性协议 (TLS)
	证书要求
	TLS 身份验证证书
	App Mesh 如何配置 Envoy 以协商 TLS
	验证加密
	证书续订
	将 Amazon ECS 工作负载配置为使用 TLS 身份验证 Amazon App Mesh
	将 Kubernetes 工作负载配置为使用 TLS 身份验证 Amazon App Mesh

	双向 TLS 身份验证
	双向 TLS 身份验证证书
	配置网格端点
	将服务迁移到双向 TLS 身份验证
	验证双向 TLS 身份验证
	App Mesh 双向 TLS 身份验证演练

	如何 Amazon App Mesh 与 IAM 配合使用
	受众
	使用身份进行身份验证
	Amazon Web Services 账户 root 用户
	IAM 用户和群组
	IAM 角色

	使用策略管理访问
	基于身份的策略
	基于资源的策略
	访问控制列表 (ACLs)
	其他策略类型
	多个策略类型

	如何 Amazon App Mesh 与 IAM 配合使用
	App Mesh 基于身份的策略
	操作
	资源
	条件键
	示例

	基于 App Mesh 资源的策略
	基于 App Mesh 标签的授权
	App Mesh IAM 角色
	将临时凭证与 App Mesh 一并使用
	服务相关角色
	服务角色


	Amazon App Mesh 基于身份的策略示例
	策略最佳实践
	使用 App Mesh 控制台
	允许用户查看他们自己的权限
	创建网格
	列出并描述所有网格
	创建带受限标签的 App Mesh 网格

	Amazon App Mesh 的托管策略
	Amazon 托管策略： AWSAppMeshServiceRolePolicy
	Amazon 托管策略： AWSAppMeshEnvoyAccess
	Amazon 托管策略： AWSAppMeshFullAccess
	Amazon 托管策略： AWSAppMeshPreviewEnvoyAccess
	Amazon 托管策略： AWSAppMeshPreviewServiceRolePolicy
	Amazon 托管策略： AWSAppMeshReadOnly
	Amazon App MeshAmazon 托管策略的更新

	将服务相关角色用于 App Mesh
	App Mesh 的服务相关角色权限
	AWSServiceRoleForAppMesh

	为 App Mesh 创建服务相关角色
	编辑 App Mesh 的服务相关角色
	删除 App Mesh 的服务相关角色
	App Mesh 服务相关角色的受支持区域

	Envoy Proxy 授权
	创建 IAM 策略
	创建 IAM 角色
	附加 IAM 策略
	附加 IAM 角色
	确认权限

	对 Amazon App Mesh 身份和访问进行故障排除
	我无权在 App Mesh 中执行操作
	我想允许 Amazon 账户以外的用户访问我的 App Mesh 资源


	使用记录 Amazon App Mesh API 调用 Amazon CloudTrail
	中的 App Mesh 管理事件 CloudTrail
	App Mesh 事件示例

	中的数据保护 Amazon App Mesh
	数据加密
	静态加密
	传输中加密


	合规性验证 Amazon App Mesh
	中的基础设施安全 Amazon App Mesh
	App Mesh 接口 VPC 端点 (Amazon PrivateLink)
	App Mesh 接口 VPC 端点的注意事项
	为 App Mesh 创建接口 VPC 端点


	韧性在 Amazon App Mesh
	中的灾难恢复 Amazon App Mesh

	中的配置和漏洞分析 Amazon App Mesh

	App Mesh 故障排除
	App Mesh 故障排除最佳实践
	启用 Envoy 代理管理界面
	启用 Envoy DogStats D 集成以进行指标卸载
	启用访问日志
	在预生产环境中启用 Envoy 调试日志记录
	使用 App Mesh 控制面板监控 Envoy 代理连接

	App Mesh 设置故障排除
	无法提取 Envoy 容器镜像
	无法连接到 App Mesh Envoy 管理服务
	Envoy 与 App Mesh Envoy 管理服务断开连接，显示错误文本
	Envoy 容器运行状况检查、就绪探测或活跃度探测失败
	从负载均衡器到网格端点的运行状况检查失败
	虚拟网关不接受端口 1024 或更少的流量

	App Mesh 连接故障排除
	无法解析虚拟服务的 DNS 名称
	无法连接到虚拟服务后端
	无法连接到外部服务
	无法连接到 MySQL 或 SMTP 服务器
	无法连接到 App Mesh 中建模为 TCP 虚拟节点或虚拟路由器的服务
	成功连接到未列为虚拟节点虚拟服务后端的服务
	当虚拟服务有虚拟节点提供程序 503 时，某些请求会失败，并显示 HTTP 状态码
	无法连接到 Amazon EFS 文件系统
	连接成功服务，但传入的请求未出现在 Envoy 的访问日志、跟踪记录或指标中
	在容器级别设置HTTP_PROXY/HTTPS_PROXY环境变量不如预期的那样起作用。
	即使设置了路由的超时时间，上游请求也会超时。
	Envoy 回复了 HTTP 错误的请求。
	无法正确配置超时。

	App Mesh 缩放疑难解答
	将虚拟节点/虚拟网关的副本扩展到 50 个以上时，连接失败且容器运行状况检查失败
	503当虚拟服务后端水平向外扩展或向内扩展时，请求会失败
	在负载增加的情况下，Envoy 容器因段错误而崩溃
	默认资源的增加未反映在服务限制中
	由于大量的运行状况检查调用，应用程序崩溃。

	App Mesh 可观测性故障排除
	看不到我的应用程序的 Amazon X-Ray 痕迹
	无法在 Amazon 指标中查看我的应用程序的 Envoy CloudWatch 指标
	无法为 Amazon X-Ray 跟踪配置自定义采样规则

	App Mesh 安全故障排除
	无法通过 TLS 客户端策略连接到后端虚拟服务
	当应用程序源自 TLS 时，无法连接到后端虚拟服务
	无法断言 Envoy 代理之间的连接正在使用 TLS
	使用 Elastic Load Balancing 排除

	App Mesh Kubernetes 故障排除
	在 Kubernetes 中创建的应用网格资源无法在 App Mesh 中找到
	注入 Envoy sidecar 后，容器组 (pod) 无法进行就绪和活跃度检查
	容器组 (pod) 未注册或取消注册为实例 Amazon Cloud Map
	无法确定 App Mesh 资源的容器组 (pod) 在何处运行
	无法确定容器组 (pod) 以哪个 App Mesh 资源运行
	禁用后，客户特使无法与 App Mesh Envoy 管理服务通信 IMDSv1
	启用 App Mesh 并注入 Envoy 后，IRSA 无法在应用程序容器上运行


	App Mesh 预览频道
	什么是预览频道？
	预览频道与正式版 App Mesh 有何不同？
	如何使用预览频道中的功能？
	如何提供反馈？
	我需要在多长时间内就预览频道中的某项功能提供反馈？
	为预览频道提供什么级别的支持？
	我在预览频道端点上的数据是否安全？
	我的配置的可用期为多长时间？
	我可以使用哪些工具来处理预览频道？
	预览频道会向前兼容 APIs吗？
	预览频道功能是否完整？
	是否有关于预览频道功能的文档？
	我如何知道预览频道何时推出新功能？
	我怎么知道某项功能何时升级到生产服务？

	App Mesh 服务限额
	App Mesh 的文档历史记录
	

