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{# Fl Amazon Backup. &1t Aurora #J Point-in-Timek & (PITR) & Enrique Ramirez &4E ( 2024 £
18)

15 F % 9 AR E 25 VMware FE £\l Amazon Backup, #E%& : Olumuyiwa Koya 1 Ezekiel
Oyerinde (2022 6 A ) o

Amazon Backup A F&RIFIL S #h Aurora 23EFE. #E#& : Chris Hendon. Brandon Rubadou #
Thomas Liddle ( 2022 £5 8 ) ,

5 FH BB K 7 A0 B8 X 482219 SRR TP I 22 HY Amazon RDS 3245, 4E# : Evan Peck 1 Sabith
Venkitachalapathy ( 2022 £ 5 B )
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https://www.amazonaws.cn/blogs/storage/lower-your-amazon-s3-backup-cost-with-aws-backup-s3-tiering/
https://www.amazonaws.cn/blogs/storage/lower-your-amazon-s3-backup-cost-with-aws-backup-s3-tiering/
https://www.amazonaws.cn/blogs/storage/scan-backups-for-malware-with-amazon-guardduty-malware-protection-for-aws-backup/
https://www.amazonaws.cn/blogs/storage/scan-backups-for-malware-with-amazon-guardduty-malware-protection-for-aws-backup/
https://www.amazonaws.cn/blogs/aws/secure-eks-clusters-with-the-new-support-for-amazon-eks-in-aws-backup/
https://www.amazonaws.cn/blogs/storage/encrypt-aws-backup-logically-air-gapped-vaults-with-customer-managed-keys/
https://www.amazonaws.cn/blogs/storage/encrypt-aws-backup-logically-air-gapped-vaults-with-customer-managed-keys/
https://www.amazonaws.cn/blogs/aws/aws-backup-adds-new-multi-party-approval-for-logically-air-gapped-vaults/
https://www.amazonaws.cn/blogs/storage/streamline-search-and-item-level-recovery-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
https://www.amazonaws.cn/blogs/storage/protect-and-restore-vmware-virtual-machines-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/streamline-and-automate-compliance-monitoring-and-reporting-with-aws-backup-audit-manager/
https://www.amazonaws.cn/blogs/storage/application-consistent-backup-for-windows-application-on-amazon-ec2-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/optimizing-aws-backup-costs/
https://www.amazonaws.cn/blogs/storage/designing-a-resilient-and-cost-effective-backup-strategy-for-amazon-s3/
https://www.amazonaws.cn/blogs/storage/automate-the-delivery-of-aws-backup-audit-manager-report-via-email/
https://www.amazonaws.cn/blogs/storage/streamlining-point-in-time-recovery-pitr-for-amazon-aurora-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/backup-and-restore-on-premises-vmware-virtual-machines-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/using-aws-backup-to-protect-amazon-aurora-databases/
https://www.amazonaws.cn/blogs/storage/protecting-encrypted-amazon-rds-instances-with-cross-account-and-cross-region-backups/
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£ Amazon Backup # B 311t F ek E £ L2 K% Amazon PrivateLink. 4E#& : Bilal Alam ( 2022
F48),

REULC B K E B EKF 2 XE#R & Amazon Backup. #E# : Wali Akbari 1 Sabith
Venkitachalapathy (2022 £2 B ) ,

{# 8 Amazon Backup Ml Bz & & & 1045 R Amazon Security Hub CSPM, 4% : Kanishk
Mahajan (2022 £ 1 B ),

PR ZDHN T AL L HESLE Amazon, ## : Ibukun Oyewumi (2022 £ 1 A ),

£ Lustre {1t SAS M#& ( HERAMLILKHEIRE Amazon Backup ) » Amazon FSx ¥E& : Matt
Saeger # Shea Lutton (2022 £1 A ),

F£ Amazon Neptun Amazon Backup e FEFREHERF M E. ¥EE : Brian O'Keefe ( 2021 F
1A,

& F Amazon Backup& ¥ Amazon DocumentDB ( 5 MongoDB # & ) W& AER, #EH :
Karthik Vijayraghavan ( 2021 &£ 11 B ) ,

£ A@@ udit Manager fE{L33 ZER T K BEH Amazon Backup ®it. #E# : Jordan Bjorkman
F Harshitha Putta ( 2021 £ 11 B )

£ Amazon Backup Vault Lock 858 % B Z 2%, ¥E& : Rolland Miller ( 2021 £ 10 B ) »

w{a £ Amazon Backup & RESHRE BFEIRE. ¥EE : Ibukun Oyewumi, Amee Shah 1 Sabith
Venkitachalapathy ( 2021 £ 9 A ),

15 A AR 55 42 1 3R B B BB X % 10 B9 1 [ AXBR. Amazon Backup. #E% : Sabith Venkitachalapathy #1
Ibukun Oyewumi ( 2021 £ 8 A ),

£ AR Amazon fRF AHEEFZ 108 B31L Amazon Backup, fE#& : Ibukun Oyewumi
Sabith Venkitachalapathy ( 2021 £ 7 A )

{E%E . {afE A Amazon Backup # VSS &1t Microsoft SQL Server &1, #E#& : Siavash Irani
Sepehr Samiei (2021 F£7 A ),

A B e 1T BRI E RIE Amazon Backup. 1% : Mahanth Jayadeva ( 2021 6 A ) .
it B @ A LA 2 Amazon Backup 4Bk, #E%#& : Virgil Ennes (2021 6 A ) .

£/ Amazon Backup B 31#.4T Amazon EFS & H Lt &7, ¥EZ& : Prachi Gupta 1 Rohit
Verma (2021 £6 A ) .

‘EE Amazon EFS & B4 : Amazon Backup ZHERA D EIFE, 1E& : Aditya Maruvada ( 2021
F58).

155 F 2 Tk 7= 0 3 [X B 2 1 H Z 2% 49 Amazon Backup. #E#& : Prachi Gupta (2021 £ 5 A ),

Amazon Backup ¥l E.3k18 FedRAMP High IAIE , A% 2 BN S A EMNBIERIFER, & : Andy
Grimes (2021 €5 A ),
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https://www.amazonaws.cn/blogs/storage/use-aws-backup-and-aws-privatelink-for-automation-and-improved-security-posture/
https://www.amazonaws.cn/blogs/storage/obtain-aggregated-daily-cross-account-multi-region-aws-backup-reporting/
https://www.amazonaws.cn/blogs/storage/automate-visibility-of-backup-findings-using-aws-backup-and-aws-security-hub/
https://www.amazonaws.cn/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://www.amazonaws.cn/blogs/storage/optimizing-sas-grid-on-aws-with-amazon-fsx-for-lustre/
https://www.amazonaws.cn/blogs/storage/centralizing-data-protection-and-compliance-in-amazon-neptune-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/manage-backup-and-restore-of-amazon-documentdb-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/simplify-auditing-your-data-protection-policies-with-aws-backup-audit-manager/
https://www.amazonaws.cn/blogs/storage/enhance-the-security-posture-of-your-backups-with-aws-backup-vault-lock/
https://www.amazonaws.cn/blogs/storage/how-to-retain-resource-tags-in-aws-backup-restore-jobs/
https://www.amazonaws.cn/blogs/storage/managing-access-to-backups-using-service-control-policies-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/how-to-simplify-microsoft-sql-server-backup-using-aws-backup-and-vss/
https://www.amazonaws.cn/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/configuring-notifications-to-monitor-aws-backup-jobs/
https://www.amazonaws.cn/blogs/storage/automating-backups-and-optimizing-backup-costs-for-amazon-efs-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/manage-amazon-efs-backup-costs-aws-backup-support-for-cost-allocation-tags/
https://www.amazonaws.cn/blogs/storage/create-and-share-encrypted-backups-across-accounts-and-regions-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/aws-backup-is-now-fedramp-high-approved-for-your-compliance-and-data-protection-needs/
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+ 7S Associates IBid 12 5% 19 % ZFE Amazon Backup, #%#& : Mitesh Naik, Hiranand Mulchandani
Sushant Jadhav ( 2021 £ 5 A ) .

« ##2 : f5F Amazon Backup Amazon EBS Backup i /&, % : Fathima Kamal ( 2021 £ 4
A)o.

- WmHE  EEBEXEEHES . MAIE—#& DeLuca (202154 A),

« {£/A Amazon T EMIERZ 4 Amazon Backup XE = PowerShell, ## : Sherif Talaat ( 2021 £ 4
A)o

« M Ama FSx zon B X ENK %%, Amazon BackupfE#& : Adam Hunter ] Fathima
Kamal (2021 4 B ),

s @@ II5# CloudWatch ZE# 548 Amazon Backup. 4% : Rolland Miller ( 2021 £3 A ),

o BEE  FATDEHXREIEE (RDS) Service #1TZ M MIXE. Amazon BackupfE# : Fathima
Kamal (2021 £ 3 A ),

+ Point-in-time £/ Amazon RDS k& R #F£ % 1 Amazon Backup. Y& : Kelly Griffin ( 2021 £ 3
A)o

+ Amazon Backup f£f Ser Amazon vice Catalog SEM B 311k, & John Husemoller &4 ( 2021 £ 1
A)o

« {885 Amazon BackupfIEBIK = % HE XEE HI e REHTERE . ¥E#F : Cher Simon (2021 §F
18)o

« Amazon re: Invent Bl : ZIERFMEMM. Amazon Backupf#E®E : Nancy Wang ( 2020 F 12
A)o

« Amazon Backup A ## Amazon FREMEFXHIERF . & : Nancy Wang ( 2020 £F 11
A)o

o FAR#ITS - BT Amazon BackupSRIl KAEHIER . ¥E#E - Kareem Behairy ( 2020 £ 9
A)o

- FRQ@ BEXGEFENEHRXEKFEE, Amazon BackupfE®& : Cher Simon ( 2020 £ 9
Ao

« #L30EAZE . £ Amazon Organizations £ AP X EEE R Amazon Backup. #E# : lidar
Sharafeev (2020 £7 A ),

 1E&H Amazon Organizations Ef F AMEEE K Amazon Backup., ¥E%& : Nancy Wang, Avi
Drabkin, Ganesh Sundaresan #l Vikas Shah (2020 6 A )

- FA@@ & Amazon EFS X4 F XX #3*% Amazon Backup, #% : Abrar Hussain #1 Gurudath
Pai (2020 £5 A )«

£/ Amazon EFS 1 Amazon BackupZHEE 31 %13, ## : Rob Barnes (2019 12 A ),
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https://www.amazonaws.cn/blogs/storage/zs-associates-enhances-backup-efficiency-with-aws-backup/
https://www.amazonaws.cn/getting-started/hands-on/amazon-ebs-backup-and-restore-using-aws-backup/
https://www.youtube.com/watch?v=qMN18Lpj3PE
https://www.amazonaws.cn/blogs/storage/delete-multiple-aws-backup-recovery-points-using-aws-tools-for-powershell/
https://www.amazonaws.cn/blogs/storage/cross-region-and-cross-account-backups-for-amazon-fsx-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/amazon-cloudwatch-events-and-metrics-for-aws-backup/
https://www.amazonaws.cn/getting-started/hands-on/amazon-rds-backup-restore-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/point-in-time-recovery-and-continuous-backup-for-amazon-rds-with-aws-backup/
https://www.amazonaws.cn/blogs/mt/automate-aws-backups-with-aws-service-catalog/
https://www.amazonaws.cn/blogs/storage/secure-data-recovery-with-cross-account-backup-and-cross-region-copy-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/aws-reinvent-recap-data-protection-and-compliance-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/aws-backup-provides-centralized-data-protection-across-your-aws-resources/
https://www.amazonaws.cn/blogs/storage/online-tech-talk-october-1-data-protection-at-scale-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/centralized-cross-account-management-with-cross-region-copy-using-aws-backup/
https://www.youtube.com/watch?v=a6QI3iSCVz4
https://www.amazonaws.cn/blogs/storage/managing-backups-at-scale-in-your-aws-organizations-using-aws-backup/
https://www.amazonaws.cn/blogs/storage/recover-amazon-efs-files-and-folders-with-aws-backup/
https://www.amazonaws.cn/blogs/storage/scheduling-automated-backups-using-amazon-efs-and-aws-backup/
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+ re: Invent Recording : re Amazon : Invent 2019 : SR AIRZ ft Amazon Backup Hl.ZEZEE, EH :
Nancy Wang #1 Jason Pavao ( 2019 £ 12 A ),

- A, ®RFEHNHIE Amazon Backup. % : Anthony Fiore (2019 F 7 A ),
« ERMIM : Amazon Backupfiist, 2019 &£ 1 A,
« #37 : Amazon Backupf&dt. 1=Z#t Amazon 3ZiIFIIAILE,
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https://www.youtube.com/watch?v=av8DpL0uFjc
https://www.amazonaws.cn/blogs/storage/protecting-your-data-with-aws-backup/
https://www.youtube.com/watch?v=QDiXzFx2iMU
https://www.aws.training/Details/Video?id=29646

Amazon Backup FRARIER

F 54 FA Amazon Backup

RYEMIERRER Amazon Backup S EMIIEER — T BR. SARARXENEMI D —# , BN 1%
MRS —MNEOFH Amazon EEZH] & KNIT X RVERE,

TR

HETT IRl , FHAREEHBUTEM

- Amazon Web Services ik, BXEZEER , HSREAIE Amazon K-,
« Amazon Backup XEHENEL —RRIR, EEZIFH Amazon R E =75 8N AEF IR

L H Amazon BRE AT AR , A1 Amazon Backup A iX £ R

- MBFBITEER —MNEMITRHPEIESHRFRRE | HlI0 Amazon EBS B Amazon S3 4@ |
BHHEIAX LR IRALTF B — Amazon Web Services X5,

Bl 5 Amazon Backup £ & # A Amazon RS

1. &3%Z%| Amazon Web Services BRI A , REET LA TMutFTFF Amazon Backup 13l
& : https://console.aws.amazon.com/backup.

2. HESMERKRF , EERE.
3. HEEMARSHEL , EREBETR.

4. EEBRERNEL  FHAYKRFAXRSHANERS Amazon Backup &8 EHANKRS . EHERS A
EREIN, BEREEZMAN Amazon fRFEERR Amazon Web Services XiF A 8] A,

BXREZEEL |, H5@, Amazon Backup 4|8 R FAFAZMITRIDERRER  AFEZEERS
RERERBRIMATIRE &R REBIEERN,

RNERAHKIRE |, B LAEH Amazon Web Services Ik 7 18 i F & 5% ) Amazon Web Services &
B A, {ER , Amazon Identity and Access Management (IAM) BUUERE#EH Amazon Web
Services KFRAF . MRELENKFHEE—INEER , A EAXERIEKREREKS R RIR.

Amazon Backup %] 8 RETENGRTRZ B HEIR, EAURFCERD , RENEEMENR RS
AN, AEEQER R RREEN BHED.
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https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-creating.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/whatisbackup.html#supported-resources
https://console.amazonaws.cn/backup
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EEMARS

Amazon Backup ##| B RERMGE , fEERDITXIFTERFRE  ER2OUTXIFRABIEAR
XBFTEMERR. BSAUTER , THNANXEEZESEREMARS RE—EFEA,

- MERFHIENETHE , FRAERMARS EE.

- MEAZMITRABWSE T RFRE , BLANFEZBFERS KB RERMATE , ZRFRXRE LTS
EHERHP., XFEHT Aurora, Neptune # Amazon DocumentDB, EFIXLERSHIFER , &%
s FIEFEMATIEE,

- MRERFIEPENEETRRLENGE , WEEFEEENRRER  RERSH —SMHEX
L5

REHEREXBHF P EEMARS &E. {E=2 Aurora, Neptune 1 Amazon DocumentDB
EERBEMARS

« X FEMA T NetApp ONTAP 9 Amazon FSx , FAE THREHN R FEERN |, BEFRSIMATEAN
&, MTAREBINHRE,

B ETE B T 43 2K A Amazon Web Services Xig, HEAMNIK SR —XEFH Amazon
Backup ( BIERMREFEIZMITRI ) 65 , kP 2 B3EREFERAZXEFH Amazon Backup =AY
SENFERERER, EUENENABAIMMBZEKENZIHRESHIFA2888EEZ0ITRIF. —
BiXEHRFRRBREXE  ERTLLEREREN,

BE& Amazon Backup X#FH) Amazon REHNE=HANARFHERXES KU EEEHHRALIE
FEEERF X EH I IFNRR,

Amazon Backup F#2&I5 EE £ Amazon Backup Z 8 Amazon FREFHH 1T Z 5,
£ EFH Amazon Backup SRR FIE XN RIRER

1. &3%Z% Amazon Web Services BRI A , REET LA TMutiTFF Amazon Backup 13l
A : https://console.aws.amazon.com/backupo

EEMNSMERSD , ERRE,

EEERMARS T , EREER R,

FrrEYIRIAxEE#%3) , BIAEEFERAE Amazon Backup X EFH &R
EEEIA,

o M @b
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https://console.amazonaws.cn/backup
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Cavignpd

£+ Amazon Backup , @itk —MERBRERX , ATE AN AR A A Amazon &R , fI
70 Amazon DynamoDB =il & #h 38 4 X4 R4 (Amazon EFS) X4 RE, BAIUAZ BRI RIS ER
R, HFIRTFER MR Amazon Backup B2 R HREXERENEZR. WRENITEAREETEN
FZFHER , NSRS NZ0ITR. BRIABRT , FOERELE Amazon BackupfI{tit. & LATE
BHEASIUERESF RN BENEZ R,

Amazon Backup AEEF X SR FEEH R, Amazon HRNE —RENLBHBENZERL,
NTEBREENEEZD , XEFOX Amazon RFENER. BIEERND , BB MNNEZHNERE
R 2, FR&RAREREFME KA.

Amazon Backup R A ABERB RELLEEZMITNNETAY , XHEERTUEZERFHTIK
£,

UTETRMETEPEERZ DR EM ZIR Amazon Backup,
F&

- AIEZMITX

- THREZATRIRE

- EBREZMH Amazon RS

BIEZ BT

SET LAER Amazon Backup ##l& . API. CLI, SDK 3 Amazon CloudFormation #8122 % {31t
Xlo

£}

« £ Amazon Backup 2%l & B2 % 11t X

- EABIERITX Amazon CLI

- 2R RETNEE

« Amazon CloudFormation % 2 it X4k

- MIBRZ B it L

- EFEMDITL
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£/ Amazon Backup 5| & 82 % 31t X!

£ https://console.aws.amazon.com/backup £3TFF Amazon Backup #Z#|&. MIEHIERSF , EBRE
BZAiK. 3E , FASMERERZAITR , HEFNERZGIT.

B BIE T
ERFIFNEMDITR , BE=FEE .

- ETMBEZH/BITNEIEZ BT
. BIEHFITR
- FRABIERZ%1TXI Amazon CLI

EHEES  ZOET — itk BENSNM2HBE—NMEmRE LT B30 M6EE S
ZED P EMURNESHAES

1. & Z2HUXER FRATKIER. TXIBREQEZREEER.

MREZHVNESNBITXNHEBHEZGDITX , WEUWE AlreadyExistsException iR,
2. ZBALLUERA BB ITRIRINRE,
3. ZMAMNEE : ERFOMANEES S , ANEREZAITN, NEMEGEE,
4. itx -

a. EXEFERPHAZDANER.
b. EFMREEREYD , ERRINSLERFESHREEUQNERERE.
c. E'EBMMTRER  GEREFLEWLITRICIRZHIIRE,

5. FOEE:

a. JTTAEEBRIANN REA AT XAYER 12:30 (24 /eI 00:30 ) o
b. FTIRETESEERIAN 8 IEd. ALY iR B R 1T E R SR ETT 48 %47 BY B i BR o

c. FEAREESEERMIAN 7 K. BEREMEFLETIRIRERNTS , BB E BN ETRE
7o

6. ELZHH point-in-timelXE (PITR) : BAILUERF “/8 AELZ A L# 1T point-in-timelk &
(PITR)’s ERIEXIGFEAMLRRIHTHEREZSD , BSRERERR DB TIEE A A MER,

7. £oAH

£/ Amazon Backup 2| & 2 &4 it %I 47



https://console.amazonaws.cn/backup
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8.

10.

11.
12.

a. BEE EFHEFTILFESZGNEREAERELAE EAEH PIEENNAREBESE
%, BEFERAEE , CHNEREYPSATET 90 X,

b. Amazon EBS H/57Ff# 2 Amazon EBS MBI, HBIAME#EENREBIERNSEER
ERFEY, MREATHEFSE , HEENROMBHEALERNE X, WA LR 41T
X% EBS RE&,

c. BRZBHREFNEREMIE Amazon BackupF X, ©REFME KRB S EM KB E
o

(k) B UEREEREHREOIFNRRELEMIEZR AR ( ZELEROPNUESHR

5l) . RAEEEXKRRSINRER (R ) THRISEZHEERF,

o, SRBHITREE S3 B0, BUALNZZDLERHRE, XHF , ZBEZHMAL
BEERENERES,

EENHUNERSINBRERZLITA,

(k) BRABERGEFAE , UMEEROCESEIXNEH#THE., EBERGMIR , BiEE
ERHMNARER ( Amazon EC2, Amazon EBS, Amazon S3 i XIFM AR ) MR R
(REREE ), BEXHABEIGERTRERNRREE, flo , MRENEAITRIERNSE
Amazon S3 #l Amazon EC2 BR , B&X WL w5 AREHM4AE EC2 , NZRFZ[HREAHE
BH EC2 17, NTEZREZAHHN , ZABEEEFANPAEEE, KON ERTRER
HEBAIMER,

/A Important

EERABERAHP 2  FRRENZVACGNARRACEENENNR. BXES
EE8 , BERRHE,

( Tk ) MR EENZ D EIAREMEEM Amazon Web Services Xigid | EERAE 512 B KK
BB E RN ERNEXEEIA,

( Wik ) RS RMEIRE =

LMEBIIRERNEHARE , BERREZSOGAN,

fEABIZEZ 1T X Amazon CLI

& AT LATE JSON XA TE L& 17 1T R H A Amazon Backup 2 %4 = Amazon CLIIRMHiZiTRI. M
T JSON XHEE—NEBIHRIRA , ZITRIERFEF64E 1:00 CIZSEEH (WREA , bt
L2BRFESH, ENRSETHBEZGHTEAE )., CoER0RE—FEFBNFEMER.

fFEABIZEZMITX Amazon CLI 48


https://docs.amazonaws.cn/ebs/latest/userguide/snapshot-archive.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/malware-protection.html#malware-access
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{
"BackupPlan":{
"BackupPlanName":"test-plan",
"Rules":[
{
"RuleName":"test-rule",
"TargetBackupVaultName":"test-vault",
"ScheduleExpression":"cron(@ 1 ? * * *)",
"ScheduleExpressionTimezone" :"America/Los_Angeles",
"StartWindowMinutes":integer, // Value is in minutes
"CompletionWindowMinutes":integer, // Value is in minutes
"IndexActions": [
{
"ResourceTypes": [ "string" ]
}
1,
"Lifecycle":{
"DeleteAfterDays":integer, // Value is in days
}
}
]
}
}

BRI LAE A B SR RN B JSON X#, BT CLI B ERMRE create-backup-plan , &
BHHE R test-backup-plan.json & JSON :

aws backup create-backup-plan --cli-input-json file://PATH-TO-FILE/test-backup-
plan.json

BEE K BERSEN—BAEXREEN0OZE6, MEMNNEECNEERN1ET. BEXEZELR , 55T
Cron #] Rate ®ix, BXINEXHWEZELR , ES @ Amazon Location Service APl $ZTimeZoneH
Ko

F T RIETIANEE

# Amazon Backup 24 AR ENE BT XN , BEREN TRE :

FUTRIBR

EATHERHRRE—NEH. EHTERT 50 M2 AEFILTTH. UK. TULENED

/AN O

DT RIETAE E 49


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/create-backup-plan.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-scheduled-rule-pattern.html
https://docs.amazonaws.cn/location/latest/APIReference/API_TimeZone.html
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AN

FMT ARSI ROANEAK, @FDITRRMNZDANREEZ G FITERN

1. 1£ Amazon Backup Z#| AW EN S BEK S |, i£F Backup 11X/,
2. ERMIUNEBHRT , BB—DRZMHITR
3. ERHBANIBDT :

« BERMZFOAN , EREFERMFZ AR,
- ERBIAFOAN | BEEAN  REERRE.

(® Note

MRENZMITRETEZSANAN , FEFIANBEESEEEE , ¥ Amazon Backup 16L&
BHENREBNEREAANFTEMD. RICHEZERTZENBSINE K MANXEEAE
in: oL L:18

BNZORANBIE AT TR,

AN R

E0ANBEHFE DK NE, BHITE 18 50 NFREFFRBEFTR,

Backup frequency (& 2 51%)

&SR IRE T Amazon Backup BIERBZDHMR, HRAEGE , EANEIE, 812 M,
BR, BAREAPRBINE, BEATLUGE Cron RIER , UE NI —RMMREREBZH. FH

Amazon Backup CLI , 2 A LU IR FR % 0 SR L2 HE N 8B /DT,

WMRERERE , EUNEEE-—ATNER/LRITEMN. MREEESA  BUNERE-A+HEAH—
RETED

B LlER “AZEFNEREAELR M E%EXRLER A point-in-timelt & (PITR) HWELR M
N, BRBEOTE , ELEZH ARFENIT point-in-timekE, ETHREXELZZOINESER |, H5
i Point-in-Time X &,

DT RIETAE E 50


https://docs.amazonaws.cn/aws-backup/latest/devguide/point-in-time-recovery.html
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B ETER

E R A& D RATT e B MIFLEE (RN ) MR, BOELSERNEKRAES. 2
APHERRINRER

« REFRTER X ZAYEER 12:30 ( 24 DESHIR 0:30 )

- 8 /PETATTE

« 7T RATERK

( ESBATHTEAT Amazon FSx %R )

AT LAE A cron R/iIZAXRBELZMMBN RO BRITBAIE. E&EF Amazon cron RIAXHANF
B , 55 A mazon EventBridge FAF 18R Y Cron MZEE KK, Amazon cron REXHWFHE N R
Bl215 * 2 * * * (FPRELE 15 PHRFTIREZMR ) FO 12 * * ? * (UTC BXRPHF 12
RHTER ). EEERMIR , FREIEHNEEHR TR TE,

Amazon Backup 7£ 00:00 F| 23:59 2 [8¥1& cron T®ixX, MREQNETE 12 MW EZEHAN |, B
RENFHEET 11:59 , MZAMNBRRARIET K,

ZRETHHNNXTHZAITTELSZNEABHZIE, SRS UTC REMBERBHEXRF
HoIE—BEMD. ARESEE , HZ W H EventBridge L HaE LIVE T AT,

ELZ A point-in-timelt & (PITR) 5| A —ERREIAICZRNENR ; At , TEFEARESE cron RIER
REZHIXLEER,

BE , Amazon BUEERS T EE LT I ERAT 1 PR REFTERAB3IEH , Amazon FSx 3L TE
SRR ENFREOR 4 DIHEE S 3IZ B ( Amazon Aurora TZ L4 BT ERPREINAR ) o
X ERAT B A R HER IR BB R I A M. HARIERE A Amazon Backup X 3 X350 R S5# 1T IR BB RE LR
200, 2KERE, Amazon Backup fFE N LTH R MITRUEEPR, BXZFHNRSIIRAKR I
Al fE F TSR DAY 1588 Amazon Backup , i5& @ Point-in-Time K&,

EEZOAN

BE , FRUTXARSESNIEEBNAN, HTFRAMNBEHEDEELS , Amazon Backup 2RIER
BHRRKOANRERZD. HlU, RRE-—IFHIUHSERFAN :

1. B/ PREH—X , BEARER 1D, FRE 1 X,
2. § 12 MR/ —X , BEEeTER 8 Mt , HREB 1A,
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24 MethE , BFANCERNZ20 (AN ENREHER ) . B—FANCE/ INEH (ARFE=
FANE 8 MBS RESNHERTEET ) o BERY :

FEX AT IR A E A AN eI 1 NE D
FREELS R 12 /e
8RIEIR /8t
9 RE 10K =N
10K MK =N
11 ]REIRF S9N
HEEBREE R 12 /B
8RIFIR =9NG
9R/F10R 5/
10 23 11 = 5/t
11 REF® 5/ ae

ERINERA , ZHRELKRSFHRE CREATED RS , BRSNS ERER N IE, MRER
& O™M Amazon Backup W E A FEHFEILKEEIRELE , Amazon Backup IEAE 10 2B E
BW—IRUFFHREIL , BERRORIITE (SRS EHNRUNNING ) FEFSKRSEHXNEXPIRED (
TTEBHEONBESRNKLE )

Lo ARMEER
BN EREEENRE (ZF0LEREHY ) . BOAUER , EFHEREARE R
# Amazon Backup ZHI &R ZFHANEEN ERFHHo+ , FHREN SREWY,

MEBEFER Amazon CLI , NERAS TR EDeleteAfterDays, REHERBHAUNT 1 XK=
100 F2E ( MEFEMAEMERE , MELRE ) K MELFONRBHTLUM 1 X3 35 XF-E, &4
WRlZAMERRMOELFBHVBEE  MAEEHN A, MRENZHELREFHRBENE —XE
B, BT BEARE BT EREH,
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#FMREFEFHEZD, W Amazon Backup ENAIR , BNMNEWF#MNERKAHTE. FMFHEE
PIRAFRERFHED. RELARNZOFHNARKE , EUTRFENZOHRBIRTIRENE (B
NI ) o BERY DN IEEAT AR ER T WL IREA L AE 88,

Console

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup #2#1& .
2. QIEREBEZHIT.

3. EEMANEEMNLEGARBY P HEONRFHEBERFHIE,

4

( A% ) 7R Amazon EBS REZHNRFR2— , HEEHNZHIMBRAEARE KRB —IX ,
NATBAE A EBS REBIAMFHER ISR,

5, MALFERZOREETERFMZRAPNE ( AXNEN ), Amazon Backup ZiLED 8

Ko
6. WMALREHWE (UXFEMN )., SRBHNBREFENEZEANEZEERRZHESTFERPR
B X,
Amazon CLI

1. fEM create-backup-plan = #& update-backup-plan,

‘S5 EBS BIREMARSE OptInToArchiveForSupportedResources,
‘BIES M MoveToColdStorageAfterdays.

£/ DeleteAfterDays ¥, BLEMAMZE 90 ( K ) N E&H A
MoveToColdStorageAfterDays {B.

o M w N

mE#E BRI AT AT T RRER

TIRRE AEEPNEERHHTERN
Amazon CloudFormation BE

DynamoDB , i & A4S 1iE B RANEPHMIAEERD
Amazon EBS ( £/ EBS fRERIA# ) B RBREEROFENTERN.
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https://docs.amazonaws.cn/aws-backup/latest/devguide/API_Lifecycle.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_Lifecycle.html

Amazon Backup FRARIER

BRRE AERTHEEZ NN TEZH
Amazon EFS BeE
HEL S EC2 26l LiZ1TH SAP HANA #iEE HE
Amazon Timestream b
VMware K A4/ BE

BEREHARGCITEARMFEENERRE , UTREXTAEME (AR ) FHRORRIUM

- TERNZBORT EERFRPEENTEN | ESXREREFFHEED 90 Ro Amazon Backup E
REREHIREN 90 X, L IREITEIEE" REK 90 R, ERODERNADE , BREE
W ERANASSHESHRERE.

s —ERSTEFEERN. NTEEZH , “NELPE—NMATEZ M. Amazon Backup BIEFG4E
WEHRENEEL S RETHZRBELNTFH., IRI R EEEZAIERRFM (Hl,1X
BB ESEM ) , W Amazon Backup 2812 % — MNATER M

s NTXEFHERFOHAFRRE | MREARARHTES|IAH Amazon Backup ERHEE , W FHEM
BE#ERNFHE. PREOFRENNEEMGSZOIANZORERIFHREENITR. Htb®
10 W SRS IR BR 7 R TEN 1T 520

BERERF

ZFOREER—MNAXREBEZANESE. HZFONNAUBN RO FHIECEZOANPEENZDRE
FE. BT LAE AR 01245 E KRB Amazon Key Management Service (Amazon KMS) IZR %4 | iZ%
PARATNERZROEPNROHAERFINEZEGERZHOFRINR, L&A UAmZ P REERNNFFERA B
PAZMMREE, MRETEFEARANREE , TLETURREE., BXRUERMDEHEEN step-by-
stepii B , BES R Z R E FE LI Z MR,

EHFX

FERZRITRIN —E5 , BULLUEEREMERB DS —NRAH ]2 % 4 BlZA& Amazon Web Services X
., XLBIARTUER —MNKFHEMKFFHEIE, BEXZFHEIANEZEE |, HSHBE Amazon
Web Services X138 2 & 10 8l 2,

EENEZREIAR | B BB TEDR
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B 8yt X35

DRI B fy ik X,
(BRRE ) 2REE
BB EOREE,
(BRRE ) IAM BB

B & A8+ Amazon Backup AR IAM A€, ZABKEXAI Amazon Backup 58 AJ{E R4k |, iX##
Amazon Backup FEEEEFZAE. MREEZERIA , BEMNKS B&E Amazon Backup BRINEE
NaREslE— N NEEERNENAE,

(BRRE ) £ AH

EEFNE ORI ARRRE S FHENNENREI ARG (MR ) &E. SESSFRENEZHSTELEH
FHED 90 R, ERIARRNASEMEE , B EEIE.

BHEERIAEREZS D RMER, XAMLLERN SFHEES 90 X,

MRESHREPARIEE Lifecycle:DeleteAfterDays ( EEHAHRERATH ) WE , NEH
RIEFEEMNPEFNZONERBMRE,

A INERE SAVFRE

BHEMALTIHNRE , EURZ 0N A FMEIZMD,

AN DNE R 31T R R PR

XEREESZMIT ARG KE , FEEERMBERZHITR.
BREFMRE

BRBEMREATENTEN Amazon RS EERE T HRNZDIETL.
Amazon EC2 §R&MHRE

NTE Amazon EC2 X4l LT E= S NABRFERANARF —%4E&%. BHEl , Amazon Backup
Y #F Windows VSS & 13, Amazon Backup M Windows VSS &3 FHER4E ERN L T EC2 SIS
B, BXEZER , HZ5HE €2 Windows VSS %14,
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Amazon S3 SREZPIRE

Amazon Backup R ERIZERZFHEH Amazon S3 B HEEWE THIE, BULUEERNEMHH
HEBR 7 B2 451K (ACLs) I RIFZE |, IXFFS Amazon S3 i 16 @R BR M F 23 REAN PRI &
3L, ACLs

BEXRA ACLs FIFI RIFZEE Amazon S3 AT IEME LR |, 1§ Amazon S3 BREZMHNIRE,

/A Important

L& ACLs NZ M HHERRET , RERAZBHERIIXIR ACLs FER B In 7 MAV AR INFTE IR
B, BFFERLAEAEINNRIEREE.

@ Note

R Amazon S3 FREBEESITELEZHEL , FEERF TRBEZMEL , BATILRHR
BEFLEETHLARE , REPHEASEZZDHEE ACL MM RIFERE.

LERHRHE

Amazon Backup & Amazon &8 GuardDuty , AIXEHNIIRE SFHTEHIBEREFRE. HEBERH
RIS ABREREAER , Amazon Backup 2B AER P REFEERERY , HREHELAHEYE
R, UEBER RS BIE M LA ENRE,

ENZFOURNEEBREREAE , BT UATRE
1. #lE{SfEmalware-protection.guardduty.amazonaws.com# NIt Amazon & K&

IAM A AWSBackupGuardDutyRolePolicyForScans,

2. I Amazon FEE F K fIAWSBackupServiceRolePolicyForScansZEHM & A IiEER IAM &
&,

3. HEFHUXEES , RNBEEATARHNEERE :

- F#E RS (GuardDuty)
- ERWMNERER (LD EC2, L% EBS, W% S3)
- EHEMFEH IAM A€ ARN GuardDuty

4. HEROANFPEEHBMIBELERE
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- FA#ERS (GuardDuty)
- AHRE (HEEREIZTERAE)

EXAEERNESES  BSH7220227%
Amazon CloudFormation & 31t X 1& #x

FEAVRME T AN TRHB| Amazon CloudFormation R ESE, E—NMERAGIE —NMETREWZ A 1T
¥o BNMERERZMITRIFB A VSS R4,

(® Note

MREFEANRRIANRSAE |, Bservice-roleBiR
JAWSBackupServiceRolePolicyForBackups

Description: backup plan template to back up all resources daily at 5am UTC, and tag
all recovery points with backup:daily.

Resources:
KMSKey:
Type: AWS::KMS: :Key
Properties:
Description: "Encryption key for daily"
EnableKeyRotation: True
Enabled: True

KeyPolicy:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
"AWS": { "Fn::Sub": "arn:${AWS::Partition}:iam: :${AWS: :AccountId}:root" }
Action:

- kms:*
Resource: "*"

BackupVaultWithDailyBackups:
Type: "AWS::Backup::BackupVault"
Properties:
BackupVaultName: "BackupVaultWithDailyBackups"

Amazon CloudFormation & 171t X #&4x 57



Amazon Backup

FRARER

EncryptionKeyArn: !GetAtt KMSKey.Arn

BackupPlanWithDailyBackups:
Type: "AWS::Backup::BackupPlan"
Properties:
BackupPlan:
BackupPlanName: "BackupPlanWithDailyBackups"
BackupPlanRule:
- RuleName: "RuleForDailyBackups"
TargetBackupVault: !Ref BackupVaultWithDailyBackups
ScheduleExpression: "cron(@ 5 ? * * *)"
DependsOn: BackupVaultWithDailyBackups

DDBTableWithDailyBackupTag:
Type: "AWS::DynamoDB::Table"
Properties:

TableName: "TestTable"
AttributeDefinitions:
- AttributeName: "Album"
AttributeType: "S"
KeySchema:
- AttributeName: "Album"
KeyType: "HASH"
ProvisionedThroughput:
ReadCapacityUnits: "5"
WriteCapacityUnits: "5"
Tags:
- Key: "backup"
Value: "daily"

BackupRole:
Type: "AWS::IAM::Role"
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "backup.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyArns:
- "arn:aws:iam::aws:policy/service-role/service-role"

Amazon CloudFormation & 171t X #&4x
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TagBasedBackupSelection:
Type: "AWS: :Backup::BackupSelection"
Properties:
BackupSelection:
SelectionName: "TagBasedBackupSelection"
IamRoleArn: !GetAtt BackupRole.Arn
ListOfTags:

- ConditionType: "STRINGEQUALS"
ConditionKey: "backup"
ConditionValue: "daily"

BackupPlanId: !Ref BackupPlanWithDailyBackups
DependsOn: BackupPlanWithDailyBackups

Description: backup plan template to enable Windows VSS and add backup rule to take
backup of assigned resources daily at 5am UTC.

Resources:
KMSKey:
Type: AWS::KMS: :Key
Properties:
Description: "Encryption key for daily"
EnableKeyRotation: True
Enabled: True

KeyPolicy:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
"AWS": { "Fn::Sub": "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root" }
Action:
- kms:*

Resource: "*"

BackupVaultWithDailyBackups:
Type: "AWS::Backup::BackupVault"
Properties:
BackupVaultName: "BackupVaultWithDailyBackups"
EncryptionKeyArn: !GetAtt KMSKey.Arn

BackupPlanWithDailyBackups:
Type: "AWS::Backup::BackupPlan"
Properties:
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BackupPlan:
BackupPlanName: "BackupPlanWithDailyBackups"
AdvancedBackupSettings:
- ResourceType: EC2
BackupOptions:
WindowsVSS: enabled
BackupPlanRule:
- RuleName: "RuleForDailyBackups"
TargetBackupVault: !Ref BackupVaultWithDailyBackups
ScheduleExpression: "cron(@ 5 ? * * *)"

DependsOn: BackupVaultWithDailyBackups

il BR = 40 1T X

REERRTHAEXBKNRRERZE , TREMBRZOITR, XEEFROUMATEREIE. WRBIRE G
TR 2 BT AR X LE IR 2 M BR |, NS A& FE R41R  “Related backup plan selections must be deleted
prior to backup plan deletion.” A& Hl &5 DeleteBackupSelection,

I BR 40 Ut Rl B R BR T R M BTAR AR . HBIARAFILABIARA ( MRE ) MAREFE , BERFEW
Backup plans (& 31t Xl) TRHFEIIEHEAT,

® Note

ERBRE DI , F2BBRABEED. ERRAEGEZN  FEABKRZHFHNSR , N&H
R B R EL BR

£ Amazon Backup 2 &l & 1l Br & 4 11 X

1. %% Amazon Web Services BEZRF| A& , SRS TE https://console.aws.amazon.com/backup £ 3T
F Amazon Backup Z4I& .

EEMPNSMEEF | %42 Backup plans (R itX).

EHRPERZ DT

ERESEMITRXKNEER RS E.

E M BR o

o & 0N
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EF 41X

YERZHUXGE , BUNREITY , flm , EWLURMIRE |, AR, FESMERZHAN, &3
ZFRUYFAHNEAEXBF2EREZD I ELUBRNNERH. XLEERNATRKEENZ
7o

plan , HEEFZOANPHREDS , TEEFREHAEZNZ G, HRFBORSFHER. &M
M2 EMZ O RERAEHRENREN.

HRIBMEBNEZELEER,
5 Amazon Backup 2% & %% 01t Xl

1. 1 https://console.aws.amazon.com/backup L3TF Amazon Backup #Z#l A&
2. HESMERF , EEZOIT

3. BE-MERZFOUNTARESNAENZNITX. ERZFHUTKBHRIIRH TULEE  UER
FriEZ T XN FRER.

4. BULREEOGHAN  EERFESE , EFRZOFL , EEHFRL , FEH Windows VSS RE.
5. EEFHZOAN , FREZ DN R

IR R E IR DU IS BRAR o

ERSREZ R E S W RE T X H Windows VSS,
6. ERERERWIRE , RAEERRF.

TEZMITIEE

FOUNHEDREEHZOUNVERENSEUR , IEPERIRORBEESHTSLENER, BERH
ENRBEY | ENTURRAEFEEE S Amazon RSN ERZHEEMNBEINERLER,

REARER S
SMEMUNHEHDEUTEL -

o TR 10 RIFRIZBMIZIT : ERZFHOANMEIT |, BFEEH AN EHY R XL E

- DEERBMUE | BRWPLRS X point-in-timetk & (PITR) MARFHNES (MRXERSE
TENZ I ANN —ED ) o
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T RIF B EITHR

BEZOITIAN , FRETHRLXETRES 10 MRKZOHIT, KR AREBET BARETRE
7, ARSI ANNAEEER.

A& FH S AN
HENIT P ESANEHMNE , & Amazon Backup RAEHZBRKBEEZLNEHTH .

- EREONE REXRRTETEMERRIFAMNAN, HHNMANERHKITE , Amazon
Backup i&£&#—1,

- PITR FAIRBAS : PITR NATXHMNER , MRBEA T EENAERIR

- BANKX - SAHNIEREEHE B B XRBATIATITRI

- BXEEHIRE . SHREAREHEHBNEE—RIER, BEE , MRS HHMNIH B1EEF

REITRIFN , MREETRANEZTHERT , EFHRANF 21T,
Example #1& ¥ R4l
BRiEE IR ERMNAN -

« N1 :PDT L4 8 SHITERAMRE , RE 3B X
« MW 2:PDT £ 8 KRITEARE , RE 90 X

HWAANER—X (HIMEHRB ) T, MESETRAN 2, ENEHNREBHEK (90 XATF 35
KX)o

MATRE

HRETMESREANEREE RTRNHITHRE

« CONTINUOUS : XXM RFSHITELZ 17

* SNAPSHOTS : MiEZRHAAEHRMITRER (EH ) &6

« CONTINUOUS_AND_SNAPSHOTS: Point-in-time-restore (PITR) R RZF MW FRER : R ( E
B ) RTAMEHMERER,
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IhEER A MR IE

HEQRERBMIRE | UHEBETHWBL Amazon REXEFSREF MR, XL IEEEHIRM
BARA,

Point-in-time k& % #&
LAREAN R AEEE PN |, HEARBAMNATRSXE PITR

« Aurora B E
 Amazon RDS #iEE
« SAP HANA ¥izEE

« Amazon S3 FiEH#

BEFEXRE
LERBELRTEN , HESS RHLRS LI

« Amazon DynamoDB &

« Amazon Elastic File System X#%&%:
- SAP HANA 3iEE

- 5% Timestream iERE

« VMware Eil#l

HEZAITRIEE

RELERZMDITXNG , B LE Amazon Backup BHAHFEEZRITNRE., HEE RETHRFA
SENEY , AREEXEE/EIN R,

BEERZHITXIEE

1. $TFF Amazon Backup #Z#|& , Mk Hhttps://console.aws.amazon.com/backup/.

2. ESMmERP | ERZMIT

3. EBREEEFENZMITX

4. EBHTVRBEBEREUNFAGERNEF. BAREUEE TS TAREEEA,
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B LAEA Amazon CLIRZZBITRIEES. :

aws backup get-backup-plan --backup-plan-id 012345678

ERELZ DM Amazon RS
EEMARS , AR ERIR

Amazon Backup EATFIFZ T EHK Amazon §. EREFMERZSIEERZR MNP 28 , BE
FAAmazon Backup ¥l & 5Amazon CLIIE#E A Amazon Backup RERIX LRSS,

RE , ESNE0IUTP , ER2FEFHED CLI FEFBLERRRBEISEZITH.

flan | A LLUEEE A FTE Amazon Backup MRS , ARER M IR FNEE Amazon S3 74
A Aurora &,

FH

« Amazon Backup BRZIEZE HIA

201X E RS B

&l Amazon Backup 2% & 2 B &R

% A % Bl %R Amazon CLI

BN LT B9 B Amazon Backup &R Amazon CloudFormation
B 011X BER 5 BB di

Amazon Backup RS 1EFE A
B H 2 %EE A BRS Amazon Backup

BEES—RFERAK Amazon AR Amazon Backup

1. &% Amazon Web Services BIEZF|H , SRETE https://console.aws.amazon.com/backup £ 3T
F Amazon Backup %14,

2. ESMERT , ZFRRE.
FEFMARSTE L , EREERTR,

4, EEERENHL 6 FRUBAXSEASRZEAS—REEANERS Amazon Backup., FEELE RS AT
EREIN, BEREIEFRIMAN Amazon IREEEH Amazon Web Services KBRS Al B,
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B EFR A RS Amazon CLI

ffFaws backup update-region-settingsan ™R RALFHTF Amazon Backup
AR PRNENERS ( BFREE ), #£H aws backup describe-region-settings sa S HEERIE
BEXFHEFMAT BLRS,

TR R IR 50 B

#Bid Amazon Backup &l & 2EN Amazon CLI , F4 1t HEIFE 2 B 8 E Amazon Backup 2
FEWRLE SR, Amazon Backup I T RIEMWBIMREMNA T2 B R RN BMEEH,

WA LB TR ERDERR :

s ARMITREXpERFEER

- GEAERR ( AAIEAmazon Backup HHAEAMAE TN ERER )
- FANRSRKEEHHRER

MRENEAFRLERJTERDE , MRS ERMAREFER

BRI EAZRHENREE - SRR B, EENERDEPIUEANKE ARNs, ZHENIRER
_lg','IZE%IJo

B CLI TR FERETRESBHMAREE, BXxBFERNIESZW , E58 FAPBRER
Amazon CLI,

#/ Amazon Backup ##l& 2 B &R

ESMESEFFRERE , ERITHUTRE

1. ¥ https://console.aws.amazon.com/backup £ FF Amazon Backup #Z#I &

2. ERZRMIX.

3. GEERBIEFMITR

4. HERBERTAIRFEREEER , AREFCIRITX.
5. BAZOUXIER.

6. EFEBIEITH,

7. ERITBERIR.
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BEF R EER , BEEABDHPITUATERE

1. BABRRDEEF
2. EBERINAEIEE—IAM BE,

® Note

MRGERE IAM A2 |, ERIZACRESERFZNEEIENMAERRNNR. WREWN
AEBINTCENZHNER , N0 EK.

BEOERAR  FESERRSD , BEELRFIEE TR N LETZ — :
- BEAMBRREE, WERARELNZDITR , LR 2 ESEHNZ 0T RINAA LB future
Amazon Backup>Z #HY BiR. 5 A LT A] BUBRIR B AL it (R IV BB R 7
EFEWGRTUE | T EEERRSRFREIERE.
- BRBENRFRE, ERUOETRN , KTRBUTSRERBENFTIRRE
1. ERGERFRRETHNRE , 7BE— IS PMRARKE,
SERJE , & Amazon Backup & RIGEFRHFRREIIRRHEMIARE , IR SMEER TR
B A &R
2. (& ) MREBMFME R FRRE P HREERIR , TIMITUTRME
1. ERERRR TR EFBUHEREIRINED
2. ERESBAZHUYNBERR.

3. & , BALL IDs NAEMFRRBE A HBRBERR. WREBMRSZHRFHER—DHILNHE
R, BEEALET, RAXHFETRLEE E—SHhERTFSHRER, LALSTEARKE , R
R RMNZARREPEREIR, RRUT SRR, BEBREIR ID :

1. % “IDs MFTERRRBEHHFREBERF T , FARRERRREERE-IRSNMLENHR
%ﬂo

2. WTEHHRRE K FEAEEARXE B -NHSNEHBRNTR.

BRT ZBIRVERERSN | BIE T LA A RE R E AR EMAL IR IR TN EE | HITERMAERE. WIHEEATEME
RREMCLRTANER  LEERR T,
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FERREN  ATUTEIRAKERR , UBHENS, SUNGLER. FERIANE, BX
FRENESES | BSHNAmazon FEF IS,

LHIEFERARNEE SRS MCEBHERS , MR AND &4, Hlan , mREFEH env: prod
role: application XAMRZRMILIERE , M REERFFE BOTH XN R R0 EL BN 41T
Xlo

EFEARSALRRE  FITUTRE

1. EERARSHALERT , MNIIRPIEE-IR,
2. MIIRAPERESRMH

- ERET—MRA , HRENHE.

o ZMHTAILLR Equals, Contains, Begins with 2 Ends with , B EMIMR XA : Does
not equal. Does not contain, Does not begin with =X Does not end with,

3. MII&RAIEEFE—ME,
4. EFEAEMIREHR-FSAL , FRBRINIRE,

£ FA 9 B & ] Amazon CLI
IR RIR IR FFix

RREFETRFSEMRNAREE, RFRERNFERETRFEREEZEEZHF. INESREITR
TRSEH, RFERBEMERMARE.

BIRS B E

UBERFRERPUEERZS BN , RV SRENATEERRERWERMAIRE, 0, £
Farn:aws:ec2:* , REBH EC2 BRIFHNVERMARES , EC2EHlFLBEERZMDT,

BRRREIEE

MREBEZFERARFREEERFEE  BLATILZEFERSHVEEMARENM , eBHETSERD
., i, fEfarn:aws:ec2:::instance/* , TRERMARE N |, FFEZ M EC2 EHl,

S22 3 HE T
RiIRER

Jink
\5

7N\

HEIMARAEZMAENTRREN , CEESARERRRENERMARESERIZH.
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Example

Aurora 1 RDS &8 1= ARN &= : arn:aws:rds:::cluster:*, E& Aurora ZUEE , B4 M
B A Aurora FIEERMAIRE.,

FSx Xf FSx F OpenZFS , M= ARN %3, arn:aws:fsx:::file-system/*/3 F# R AYE 0
ANZEFBER DX LXK RS,

£/ JSON E X #Z it X &R 7 &
BRI AE JSON A% E LB IR 2 B

B UEERY. REIRBRELZRITNPFITENHNE. EXBYEHREETENESHBNES
f§8 , B3 H BackupSelection,

I R R 9 B FTE Amazon EC2 349 Bl 48 & 191t XIBACKUP-PLAN-ID :

{
"BackupPlanId":"BACKUP-PLAN-ID",

"BackupSelection": {

"SelectionName":"resources-list-selection",
"IamRoleArn":"arn:aws:iam: :ACCOUNT-ID:role/IAM-ROLE-ARN",
"Resources":[
"arn:aws:ec2:*:*:instance/*"
]
}
}

Ri% [t JSON 726 backup-selection.json , MEATLIER LT CLI a S X LR RO E A
BHEHITR -

aws backup create-backup-selection --cli-input-json file://PATH-TO-FILE/backup-
selection.json

UTRBRDERG , URAERK JSON X145, A TETEARLEK , ~AEKRTFE
"BackupPlanId", "SelectionName" #l "IamRoleArn", BESF * RRXBAIARBZNIEEKE
o

Example =~ : IFEKF FPFIERIR
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"BackupSelection": {
"Resources": [

"

Example Rl : EBRKFFHAAERIR , EF 21 EBS B

{
"BackupSelection":{
"Resources":[
nxn
1,
"NotResources": [
"arn:aws:ec2:*:*:volume/*"
]
}
}

Example R~ : BRI FH "backup™"true”" FREMFIERIR , EF2$E EBS &

"BackupSelection": {
"Resources": [

"

1,
"NotResources": [
"arn:aws:ec2:*:*:volume/*"
1,
"Conditions":{
"StringEquals":[
{
"ConditionKey":"aws:ResourceTag/backup",
"ConditionValue":"true"
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/A Important

RDS. Aurora, Neptune # Doc ARNs umentDB #8F. arn:aws:rds: MREFITEIEF
BiXLRR  WEARSHREEE/FRACENIER,

Example 7~ : B FrE R "backup™: "true”  "stage":"prod" ¥rZ# EBS & RDS DB L4l

HRERE IAM KEEHHERZELL , "Resources" FHKRIEFERAH/R ORAE , M "Conditions" &
HERBEEER /R AND 4,

"Resources" RIAT "arn:aws:rds:*:*:db:*" {Ni£#¥E RDS DB =4l , A REBEHEMNE
Aurora, Neptune 2 DocumentDB %R

{
"BackupSelection":{

"Resources": [
"arn:aws:ec2:*:*:volume/*",
"arn:aws:rds:*:*:db:*"

1,

"Conditions":{
"StringEquals":[

{
"ConditionKey":"aws:ResourceTag/backup",
"ConditionValue":"true"

.

{

"ConditionKey":"aws:ResourceTag/stage",
"ConditionValue":"prod"
}
]
}
}
}

Example 7~ : EZFFTET "backup":"true" FrZ{E T "stage":"test" #rZEH EBS £H RDS L4l

{
"BackupSelection": {
"Resources": [
"arn:aws:ec2:*:*:volume/*",
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"arn:aws:rds:*:*:db:*"
1,
"Conditions":{
"StringEquals":[

{
"ConditionKey":"aws:ResourceTag/backup",
"ConditionValue":"true"

}

1,
"StringNotEquals":[
{
"ConditionKey":"aws:ResourceTag/stage",
"ConditionValue":"test"
}
]
}

Example R : i BFIEW "key1" #5%. B "include" FFK{BEFREL "key2" FFik, {EEE "exclude"
— iR B B R

BEEZFENIL. GENPRERABEFFZN. HER , LRRAIE include*
M *exclude* REMTEEFR (*). BUALEFZFRPRERBER , W61 EHN RO

A, arn:aws:rds:*:*:db:*,

"BackupSelection":{
"Resources": [
T
1,
"Conditions":{
"StringlLike":[
{
"ConditionKey":"aws:ResourceTag/keyl",
"ConditionValue":"include*"

}
1,
"StringNotLike": [
{
"ConditionKey":"aws:ResourceTag/key2",
"ConditionValue":"*exclude*"
}
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]

Example =~ : £ "backup":"true"Bk FSx3X X 4 # RDS.,
ZANFEREIRENRIR

NotResources FHITI B FEH MR OR #HITHS,

"BackupSelection": {

"Resources":[

Han

1,

"NotResources": [
"arn:aws:fsx:*",
"arn:aws:rds:*"

1,

"Conditions":{
"StringEquals":[

{
"ConditionKey":"aws:ResourceTag/backup",
"ConditionValue":"true"

Example =l : &ZFFIE "backup" HRZFEEEMN AR

"BackupSelection":{
"Resources": [
nan
1,
"Conditions":{
"StringlLike":[
{

"ConditionKey":"aws:ResourceTag/backup",
"ConditionValue":"*"

Aurora, Neptune F DocumentDB % &
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]

Example R~ : & #BFFHE FSx X RS, Aurora £8"my-aurora-cluster" fMFFBFRIZ AR
JR"backup™:"true" , {BARIE N B R IRBRIL "stage":"test"

{
"BackupSelection":{

"Resources":[
"arn:aws:fsx:*",
"arn:aws:rds:*:*:cluster:my-aurora-cluster"

1,

"ListOfTags":[
{

"ConditionType":"StringEquals",

"ConditionKey":"backup",

"ConditionValue":"true"

}

1,

"Conditions":{
"StringNotEquals":[

{
"ConditionKey":"aws:ResourceTag/stage",
"ConditionValue":"test"

}

]
}
}
}

Example =l : i£BFTEH "backup":"true" XM RIR , E7F "stage":"test" HRXHY EBS
BRI

FRAF CLI DRI BFNMETRERXARF, F—NMETLEA TERT EBS 2N ERE, £
“/NETGERF EBS B

"BackupSelection": {
"Resources": [

"
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1,
"NotResources": [
"arn:aws:ec2:*:*:volume/*"
1,
"Conditions":{
"StringEquals":[
{
"ConditionKey":"aws:ResourceTag/backup",
"ConditionValue":"true"

"BackupSelection":{
"Resources":[
"arn:aws:ec2:*:*:volume/*"
1,
"Conditions":{
"StringEquals":[
{
"ConditionKey":"aws:ResourceTag/backup",
"ConditionValue":"true"

}
1,
"StringNotEquals": [
{
"ConditionKey":"aws:ResourceTag/stage",
"ConditionValue":"test"
}

BELUT A28 Amazon Backup %R Amazon CloudFormation

It end-to-end Amazon CloudFormation AR SIZF RO B . FRITXKMERB R EME :

. BANEZBBPREECLloudFormationTestBackupVault,

i F 9 B %R Amazon CloudFormation

74



Amazon Backup FRARIER

« BRANRMITRICIoudFormationTestBackupPlan, ZitXIHETAMNEEFRNZ B H N AT
X, XAAANIEGE UTC BRFF 12 QEETESD , HRE 210 KXo

. BAMAERIEEBackupSelectionName,
c s BRPBLZHUTRIR
o {FAFRIENBEF backupplan:dsi-sandbox-daily BY&IR,
« PRICHME prod REI prod/ FLHEAME IR,
- BRRTBEFA2Z2HUTHIR
« 14 RDS. Aurora, Neptune = DocumentDB &%,
« FRCAME test FEL test/ FFRMEMHIR.

Description: "Template that creates Backup Selection and its dependencies"
Parameters:

BackupVaultName:

Type: String

Default: "CloudFormationTestBackupVault"
BackupPlanName:

Type: String

Default: "CloudFormationTestBackupPlan"
BackupSelectionName:

Type: String

Default: "CloudFormationTestBackupSelection"
BackupPlanTagValue:

Type: String

Default: "test-value-1"
RuleNamel:

Type: String

Default: "TestRulel"
RuleName2:

Type: String

Default: "TestRule2"
ScheduleExpression:

Type: String

Default: "cron(@ 12 * * 2 *)"
StartWindowMinutes:

Type: Number

Default: 60
CompletionWindowMinutes:

Type: Number

Default: 120
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RecoveryPointTagValue:
Type: String
Default: "test-recovery-point-value"
MoveToColdStorageAfterDays:
Type: Number
Default: 120
DeleteAfterDays:
Type: Number
Default: 210
Resources:
CloudFormationTestBackupVault:
Type: "AWS::Backup::BackupVault"
Properties:
BackupVaultName: !Ref BackupVaultName
BasicBackupPlan:
Type: "AWS: :Backup::BackupPlan"
Properties:
BackupPlan:
BackupPlanName: !Ref BackupPlanName
BackupPlanRule:
- RuleName: !Ref RuleNamel
TargetBackupVault: !Ref BackupVaultName
ScheduleExpression: !Ref ScheduleExpression
StartWindowMinutes: !Ref StartWindowMinutes
CompletionWindowMinutes: !Ref CompletionWindowMinutes
RecoveryPointTags:
test-recovery-point-key-1: !Ref RecoveryPointTagValue
Lifecycle:
MoveToColdStorageAfterDays: !Ref MoveToColdStorageAfterDays
DeleteAfterDays: !Ref DeleteAfterDays
- RuleName: !Ref RuleName2
TargetBackupVault: !Ref BackupVaultName
ScheduleExpression: !Ref ScheduleExpression
StartWindowMinutes: !Ref StartWindowMinutes
CompletionWindowMinutes: !Ref CompletionWindowMinutes
RecoveryPointTags:
test-recovery-point-key-1: !Ref RecoveryPointTagValue
Lifecycle:
MoveToColdStorageAfterDays: !Ref MoveToColdStorageAfterDays
DeleteAfterDays: !Ref DeleteAfterDays
BackupPlanTags:
test-key-1: !Ref BackupPlanTagValue
DependsOn: CloudFormationTestBackupVault

i F 9 B %R Amazon CloudFormation
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TestRole:
Type: "AWS::IAM::Role"
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "backup.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyArns:
- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/service-
role/AWSBackupServiceRolePolicyForBackup"
BasicBackupSelection:
Type: 'AWS::Backup::BackupSelection'
Properties:
BackupPlanId: !'Ref BasicBackupPlan
BackupSelection:
SelectionName: !Ref BackupSelectionName
TIamRoleArn: !GetAtt TestRole.Arn
ListOfTags:

- ConditionType: STRINGEQUALS
ConditionKey: backupplan
ConditionValue: dsi-sandbox-daily

NotResources:
- 'arn:aws:rds:*:*:cluster:*'
Conditions:

StringEquals:

- ConditionKey: 'aws:ResourceTag/path'
ConditionValue: prod

StringNotEquals:

- ConditionKey: 'aws:ResourceTag/path'
ConditionValue: test

StringlLike:

- ConditionKey: 'aws:ResourceTag/path'
ConditionValue: prod/*

StringNotlLike:

- ConditionKey: 'aws:ResourceTag/path'
ConditionValue: test/*

i F 9 B %R Amazon CloudFormation
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%101 XU 7 R 20 B B B

UTESFERTENERDE

« 500 MR IBE AL % RE R (ARNS)

- 30 ARNs #EEFRIER
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- BNRBESE 30 Mr% ( BEMIENERBETZRE )
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= REE

£ Amazon Backup , 2B REEFER—MNHTERNALRZHNASS.

BIER M EEER |, 4938 E Amazon Key Management Service (Amazon KMS) IN#Z%4A | iZZ48 A
FThEREEZFERETHRELERS, HUZONWMEBERER Amazon RFEE., BEXNBNESE
B, #Z/ Amazon & B INE,

LUTRJLHE#R T a0{A7£ Amazon Backup R BB SN & DR E FE,

£

- BHREEQIENMER

- BELIZYERENREE
o XHFEE R R

« Amazon Backup 3 # 4

& 10 R B B 0 2 A BR

EOZZFMITRBTFBEDFL2E , BLAED IR - MREE,

YIBIE P EIRER Amazon Backup #4148 Backup Vaul ts T E AT Amazon Web Services X1 |
&4 B3 A ZXEERINGEEE,

B2 , R Amazon Backup &3 Amazon CLI, Amazon SDK = fH Amazon CloudFormation ,
NALBNBRRINREE, BOLNCIEBCHNRERE,

TR R AR

BN EBLLTBR , FREMEA Amazon Backup | ZZ R EE,

JSON

{
"Version":"2012-10-17",

"Statement": [
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"Sid": "AllowKMSOperations",
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :DescribeKey",
"kms :RetireGrant",
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:kms:us-
east-1:444455556666:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},

{
"Sid": "AllowCreateBackupVault",

"Effect": "Allow",
"Action": [
"backup:CreateBackupVault"

1,
"Resource": "arn:aws:backup:us-east-1:444455556666:backup-vault:*"

},
{
"Sid": "AllowMountCapsule",

"Effect": "Allow",
"Action": [
"backup-storage:MountCapsule"

1,

"Resource": "*"

EZFDRERE (ZF8 )

&R LA A Amazon Backup #2#1&8 L BZ NG EZNRNRHREE K MEURBREROREE ,
ER—TMREEFRENARZO4EH.

BIEZHRERE

1. 7E£ Amazon Backup A SMBE K+ , 1% Backup Vaul ts.
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(@ Note
MREMEFTSHMER , MR EREFHEE LANKERFRIEITF. Amazon
Backup

2. ERVEZOHREE.

3. WMAZROREENEN. ENREENGBAINGAENEFHEREETINNE , IEETERERH
EHNERM. Bl , B LA H G E R FinancialBackups.

4. %FE— Amazon Key Management Service (Amazon KMS) 41, BRI AERERIENZR ,
A LAk 2 BR1A Amazon Backup KMS #4R,

@ Note
LA S ERY Amazon KMS Z4A{E A F 2 Amazon Backup M IIZH RSN Z B, E
EE X Amazon Backup I MNFMERER TR , S EZR TR DN INEERT AR
¥ H “5E2 Amazon Backup BE” Z4

5. (A& ) AL AR EREZNRRRDRERE. Fla, ERILURM
BackupType:Financial 5%,

6. ERGERODRERE.
7. ESMERT , ERZFORERF  ABRENZTHREECHM.

(® Note

WE , BAUERNRZO TR REROAN | SUERBIZAN 6289 =F 0 764 T 2NN el2
& DREED,

RERORERE (UEEAX)
LR Amazon Command Line Interface S SRR D REE -

aws backup create-backup-vault --backup-vault-name test-vault

BRI UNEMREFEREEUTEE.
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FREERM
ERREEEHE DI ANE, EHLAEE 25 50 M PIBPFH. EFFRTIL.

Amazon KMS 1Nz 24

Amazon KMS MZAZAARF BELZOREEPFHERZMD. BIAMBERT , Amazon Backup A 513&
aws/backup HZAIE KMS 40, B IR ZFHATERK, PHEMEMZE (BKF KMS 3
fATIES CLI R )

B LAz R (Amazon Key Management Service F & AR 3E§/) PHCIERANRE |, CIEFHHINE R
£,

BIRZ D REFEHFIRE Amazon KMS MBRZHE , BREEBFBEZZDREENER,

#£ Amazon Backup X EHIEENMBRZAEATRERRRENZ N, BEXZFOMNBHNESEER
B LRL"BoPHN PN EHEHITINE Amazon Backup, FIEHEMRRERNZHBET AT N
BRARNEZRARTEND.

FIMREFERE
XU EENHREEXK , HHEARNREE HRERE
i Bk 34

AR EEASBEAAERRR , REEHRZFOREEFNAMERER (RFMITVETER ) 25,
FEEMIBR Amazon Backup FVR M REE. EFFIRBRNER , BSRBEER R,

WiprE D EREFER , FEREHZFDUMEAFHNELRESE. EOCHRFOREENE D ITIH
SEZOEERK,

IBTTEME A Amazon Web Services B 12 H & M BRERIA & 3R B E X Amazon EFS BaI & 1R
EFE, MRRINZHREENZ , Amazon CLI N AT AERAGFEMBIER. B2 , R EHTFF Amazon
Backup $##| & HiEBZXE , NEHAELEFLURRINZHRERE. ELUMBR Amazon EFS B3f
ZFMMREERAREANRE,

5 Amazon Backup #Z#| & i Br & R E E

1. %3 Amazon Web Services BB 2 H|H , R/STE https://console.aws.amazon.com/backup £ 3T
F Amazon Backup #4114,

2. ESMERT , BREZHRERE.
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3. LEEFHREFERBUBUATHFEFAFEERE,

4. EEHMBRSZOREEFEXRBKNEAZHE.

5. EEMBRERERF., RARITHIAN , WAREERN , REEENBRBHRERE,

ZEEZYERBENRERE
28 EEXYERENREESR

Amazon Backup 2t 7 —MHEBIRBENFRERE , IAREOFHEEAHMEREIRNER . 28
LZERENREFER—METINRERE , CR{HTHEREROREFESN T2 , HERBEEMKS,
HEREFEDANR , IHFEREFTEREREFROEHE |, RERSE BFR (RTOs) TAER, ER
o

MNEBEYH  SREREEFERE 7THANRIPIE ; SMEFESHEAAmazon EEZEH (L) A
ENEFEEN KMS Z#TnE , A8 MREESE R T Vault Lock B & Amazon Backup #M1&
RNo MBEFAXBESELE4EAZEE Amazon Backup APls |, ASRIVEREMEM LIRS,

B LB L RN REESZ HHUE (MPA) £/ , BMETEZBRAREEREENKS |, ALl
MEREFEFNRM , BB TRIFIULSZELEM, I, BRI LLEE S Amazon Resource Access
Manager(RAM) &5 , SHM Amazon Ik ( SEEMEALFHNKS, ) HEZBLEFEEZRNRE
B, MEEEEHTHEZEAMEREREN RN , TUMNRAZZREENKF FREFHEREFEFH
. ERhiEmEEMN—Hy , BB LR AREENFHEZ D FMHE Amazon Backup RSB Ik
P (XSS BIEE®R Amazon CloudTrail BEFHEMIPE RAALNABHENZH ) -

EENZELFESENREFRERSERN CEESEMEN ) ERT , BHATLET MPA
GRFEEFNZS (REHEH )  EFXRAENHRE R, XASHRISE , FLEBHRE
B EXRAGHIE , LAIASEAmazon K7 EE XA |, FEIRE KT B E BT B #TIRE X MK~ B2 68

ATRERYE , RNBNEHEERRHENKSPEER LFESBENREEFUREXHREIR, B2,
MRIGRE T R4 BN B ARNRBEFEAAR , MATBEMA MPA EERAE& 40 REIZ B2 R R

EE, Amazon

A LATE Amazon Backup EMMH LEEZE LS ERENREFEFZZIFRSHNZDNEREE
o

BREVUEFZZELZYERBNREFENTRRE | FSRRERX 2 ZhEE A A,

£}
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AR E R | MARE R AT AR B BB A LAY R B RN IR S e

- EENEATERAREFENEDERBIIRE
« MIABRT , £ Amazon BEBHREME, (k) BAUREAEFFRERH
« @28 Amazon RAM & MPA 5812 Z R Ak~ TRINKS X ENRENZ 5

E B ST PR 1

« X¥F/a2E Amazon Aurora, Amazon DocumentDB #1 Amazon Neptune &0 , BRI A X B X1
SHIZELZYERBENREEINZREEBEXFES,

« RINZHK Amazon Aurora, Amazon DocumentDB H Amazon Neptune EH A X F BB ERRE
B, ERNENFTZENARMBHOHIEESFHRBHITNE,

« EC2 AW T EC2 IR AMIs, MREHWKFZA T HIRE |, 5518 aws-backup-vault &
INEEH ARFFIERF,

MRFIFEWRFE , WNBELRENEEESEFNDROEEENRELURNZE LRV REES
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s EREZELISYERENREEHRNIME SM ARN ( Amazon BREF: ) fFEH backup KBE
B&RER, Hln , InREH ARN 2L arn:aws:ec2:region: :image/ami-* FFk , B4 L3
VERENREEDIRE S ARN R arn:aws:backup:region:account-id:recovery-
point:*,

IEAILAER CLI 3% list-recovery-points-by-backup-vault #E ARN,

B ER R E FERITHERAMX

ZMMREER Amazon BackuphPFERANEENRERENRERE, CIERON  SINROBERER
BREER, B EETARNEBERXEEFREREETNRG , fINE#HEREETHNEZLOHN
AR,

EESBAREER-—HETINRESF  EAESNREMMRERZIEE , IHERERE (RTO),
hREFFRRDEAFHEERERNDFEREPHNEZOHNFZHEIZ,

EOREFFEAZARITNE , IR—MRHEFAFHRNRHZ 2N, XERATUAESE
H Amazon B, BXEHFELHEANMNFRTH (BREHIEZELZYERENRERE ) , B
5 S B0

Lo, BEIREESUEIIRE , IUEREMRFZHORERF BB LZYERENREFER TANE
X THREFEDEIRE.

EZ0EMERL , BB EWSKEEMEFEDRZE Amazon KN ZRIFLE, EC2

Ihee ZRREE BEIZIYERENRERE
Amazon Backup Audit B LAE R Audi Amazon BR T FRETR M E T AR B4
Manager Backup t Manager Z#|F11EE 4 , EEBRZBEEED
RGEEENR D FHEE, B B R4S E R R Y R 4D 170
EELD—NEBLEESKEN
REER,
Billing 54 H Amazon Backup £ & X LR E FE Y AT B ik 22 2%
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https://docs.amazonaws.cn//kms/latest/developerguide/concepts.html#key-mgmt
https://docs.amazonaws.cn//kms/latest/developerguide/concepts.html#key-mgmt
https://docs.amazonaws.cn/aws-backup/latest/devguide/vault-lock.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/vault-lock.html
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Thee BEMRERE BEEZYERENRERE

AT LB KB A Amazon AT LLERE A Amazon RAM
Organizations & i [A] 1 bR BIKFHL=

i

%7 Amazon RAM

BIRZE LZYERENRERE

& T LA Amazon Backup #2414 5#3d Amazon Backup Al CL Amazon RAM | &8 S HIE &SRB 2
B REREE,

HEAMBRAT , S BB LSYERENREESEEREEVNEDEE. H2MAmazon Backup X4
B, UEBEEAEENREHE

Console
MNEHECBZESKMARERE

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup #2#1& .
2. ESMERF  ERERERF.

3. NETAMKENRERE. EFUEBHRERE.

4

MAZOREENENR. ENREENTEBAUGIAENEFREEPNANE , IEBETER
BRTENZD. Hlwn , BALUEHEGE N FinancialBackups.

wEZE FRYBERENREEMN MY EIERE,

6. (Hi%k)ERMBEL, BALUEEREFSEN KMS BARSE —Ssing | bl E AR
A Amazon$i BN EH (#EE )

7. REREREH,

o

E (AR, ARFERNEN ) RUMNELMREFPREZONRENE, TERFREHETIL
ENZHEHILRERE,

REFNBNMEN 7 Ko ABNFHENEREX —HEER,
8. RERKEREH,

E (AR, ARFERNEN ) RUMNELMREFPREZONRKINE, TEFREHAT I
ENZHEHILRERE,
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https://docs.amazonaws.cn/aws-backup/latest/devguide/manage-cross-account.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/manage-cross-account.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-create.html
https://console.amazonaws.cn/backup
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9. (WLk)REMBERNA

EEEATREENDRH. B blikEAmazon HEMNEF ( HEE Amazon Backup ) , BT
DRBEFEENZARBA ARN , ZBAREFE TEBERHRINEMKS, Amazon Backup 2
WAEA Amazon B EZ4.

10. (A& ) WIFRE | AR BRI RAIRBIEBRRREFE, a0, LA LURM
BackupType:Financial /&%,

1. ERBRRERE.
12. RERE, MRARREFRMYETR , FLREVEEBESRERERE.
13. BHAFHFEHAFTREENFAGENH, RIEIREFFAFEEREFEMEA.

14, ZREREFEUNEBTLKSHPINRESF, IPREFEELZYERENRERE. KMS ZHHE
REFECBZEALN 1 B3 7HRNTR. BFNEUEERENEZR. —BRHTL , REEFEEH
T AT RRE , ATEER,

Amazon CLI

MCLI tIZZE L ZYERENREF

BRI LAMERURTES N Amazon CLI X185 E EESBHNREERTIEE, S/ CLI#BEETE
FTRER Amazon RS, EXEHANGSERMEMLE aws ram ; FfrEHttom S NEREM L

aws backup,

£/ CLI % create-logically-air-gapped-backup-vault , Z@mSRAUTSHRH#ITTE
oy :

aws backup create-logically-air-gapped-backup-vault

--region us-east-1 // optional

--backup-vault-name sampleName // required

--min-retention-days 7 // required Value must be an integer 7 or greater
--max-retention-days 35 // required

--encryption-key-arn arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012 // optional
--creator-request-id 123456789012-34567-8901 // optional

Ali&--encryption-key-arnZ AT EANXHEENHEERZ - EEN KMS Z4H, IRRE
fit , MREEFER Amazonil B 40,

ATelEZE tSYERENRERFN CLI 5 RAl
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/create-logically-air-gapped-backup-vault.html
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aws backup create-logically-air-gapped-backup-vault
--region us-east-1

--backup-vault-name sampleName

--min-retention-days 7

--max-retention-days 35

--creator-request-id 123456789012-34567-8901 // optional

EREFEENNZCREBERAEEN CLI a5 RO

aws backup create-logically-air-gapped-backup-vault

--region us-east-1

--backup-vault-name sampleName

--min-retention-days 7

--max-retention-days 35

--encryption-key-arn arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012
--creator-request-id 123456789012-34567-8901 // optional

AXBIEBREZENEER , 35 CreatelogicallyAirGappedBackupVault AP R T3, 1R
ERZ , NFEE EFESKENAREES VaultState . CREATING

BIRTRH 2B KMS INE%4A/E , VaultState FEE# NAVAILABLE, ZREEN T HARES
ja , ENAlEER ., AUABE M DescribeBackupVault 5 ListBackupVaults K& %
VaultState,

EEZBRLZVERENREENTFARGSE

f’d‘\_ﬂ«}{ﬁi; Amazon Backup ##|A = Amazon Backup CLI EF XA EMFMAEE , AINBE, &E
A, ZRFOBRR, kPHRE, HREBNFRL,

Console
1. ¥ https://console.aws.amazon.com/backup £ FF Amazon Backup #Z#I &
2. MEMSMERF  ERREEF,
3. XHEHABRTAHARIE=AIIR  ZKFUIENKREE. B HENREFEARITE
BEHHETENXHE, ERMENETNFUAEEREEF,
4. EREEEBMT , REREEBMUTFFHAGEENE. ZAUEEHE. RER. ZRFHN

ﬁljg\\ LKF/\?s ‘ﬁ%m%*u*ﬂ_‘%iiéﬂﬁg,%\o
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https://docs.amazonaws.cn/aws-backup/latest/devguide/API_CreateLogicallyAirGappedBackupVault.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_DescribeBackupVault.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_ListBackupVaults.html
https://console.amazonaws.cn/backup
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FAEENETRAKFREME : AEREFNKFAUEREKFAHRE ; THEREENKS
MEZEERFHAE, ¥ THEXHE , MEZHARE (AmazonBHAIBEHE T EEH KMS &
H) EREXHERES.

Amazon CLI
BY CLIZEZELSYERENREENIFAEE

CLI @ describe-backup-vault TRATFIREEXREENIFHAFE. S8 backup-vault-
name X4 FEW , region f AL,

aws backup describe-backup-vault
--region us-east-1
--backup-vault-name testvaultname

e B2 7 451

{

"BackupVaultName": "LOG-AIR-GAP-VAULT-TEST",
"BackupVaultArn": "arn:aws:backup:us-east-1:234567890123:backup-vault:IAD-LAGV-0Q1",
"VaultType": "LOGICALLY_AIR_GAPPED_BACKUP_VAULT",
"EncryptionKeyType": "AWS_OWNED_KMS_KEY",
"CreationDate": "2024-07-25T16:05:23.554000-07:00",
"NumberOfRecoveryPoints": 0,

"Locked": true,

"MinRetentionDays": 8,

"MaxRetentionDays": 30,

"LockDate": "2024-07-25T16:05:23.554000-07:00"

}

EZEREHNREETIERH

MEEE#H  ZRE#FEAJURZEOUNPNENES ERFEFENFLNER. SHALRAEER
B ER. BEANEESEF#EREFENEZH.

B

ERREINZOREFEEFNIZELZVERENRESE , FE- T HAESNRRREBEN MR
o
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/describe-backup-vault.html
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HEOERNEF T2 REFHRRENZNN , TUBEEFRERAIRERAXNRRREITINE,

Amazon

BRESEFHHMBREE (AXZTERENER ) WO |, MNFERE - EENRAFRE TR,
Amazon A X #EFHIFZLIEERFENIEERA,

BEZMITRCIRZARNENEHISE LZHENRERF

BT LB B2 31 % 9 it RIS 7E Amazon Backup 25| & R EH I A & 41T X =i@33 Amazon

CLI fiicreate-backup-planflfF&#% (MER ) MrEZLHREFEEFHNZEZE LRLNRE
FE, update-backup-planf@tt LG EAEZEN: , EEEEE L FESBNREERUEZD.
BEXEZEFEHAEE , BSANEERBEREENEZMD,

AURBERZFOMN T EB LZVERBENREFEF IS —1ME2B LXVERBNREE (TEESR
DT RIPLRFRERZSD ) . REFAFFREBRAXNBEARITNE , RUARZONEE LZYERE
HREEEHINERDRERE.

RENZHEFIEZE LIYVERENRERF

EEPELXYERBENREFETEE-REERERORE , AUMNREZHREFEPHITES, MR
RRRBEIFRIARE | W7 SAEMHBEXEREK S 82

N 3
AUMNREFEFMENIKSCIZZRER, AEREFENKSIUNEERERZ R , ETEUERIR,
RERRXEEXEREKS S HH FRRE,

Console

1. ¥ https://console.aws.amazon.com/backup L£3TFF Amazon Backup 2% &

2. MNEMSMERD K EBRERE,

3. EREEFEFMAEENHEY , FETZREEPVAMEMRER. EEEFHNIME [ZBIT AR
i,

4. EBREBE, ABEBRTHNXEFRNES,
ET—1MEEL WABWHFAEE,

a. EEBHRXHE,

b. BNHZFHREETHAZLERFEFZHNENBRERE, &XEH logically air-
gapped vault &&E—1
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/create-backup-plan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/update-backup-plan.html
https://console.amazonaws.cn/backup

Amazon Backup FRARIER

6. FMABRAGSRENERIUS , BEEH,

HEEEHENELRELE , BALLERESHELUEE SaHNEHHEL

Amazon CLI
£/ start-copy-job NEMREEFNINEZHBEFEZESEREE,

CLI A Rl :

aws backup start-copy-job

--region us-east-1

--recovery-point-arn arn:aws:resourcetype:region::snapshot/snap-12345678901234567
--source-backup-vault-name sourcevaultname

--destination-backup-vault-arn arn:aws:backup:us-east-1:123456789012:backup-
vault:destinationvaultname

--iam-role-arn arn:aws:iam::123456789012:role/service-role/servicerole

BXESEL  BEAEHEH. BRIZONEK £,
HREZE - IYERENRERE

A LAE A Amazon Resource Access Manager (RAM) S8 EN Htlk P 2248 F FHESE R
BE, HEXHER , IBFALXBELE (AmazonHFIEREFEEN KMS #41 ) aRE , 5
EREENKS TR

AUER-—HANNKFHAEZREE , WA UEHMARNNKSAZREE, TEREENMMAHER
%”E ’ /\EEEQHaJ\WEIJJ\KF/\;O

REEEHRE IAMBNBEANKFFTREAENEBREERE,
EFHAHLE Amazon RAM , HFRREEZUTERYE :

s MNHEEZSTLAABEMIKS Amazon Backup

- TEHAEZNHEREENKFHELEN RAM R, LEIRFEENR
ram:CreateResourceShare, B AWSResourceAccessManagerFullAccess @8FIEXE

#Y RAM #E< X PR :
* backup:DescribeBackupVault
* backup:DescribeRecoveryPoint

* backup:GetRecoveryPointRestoreMetadata
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https://amazonaws.com.cn/aws-backup/latest/devguide/API_StartCopyJob.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/recov-point-create-a-copy.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/cross-region-backup.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/create-cross-account-backup.html
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* backup:ListProtectedResourcesByBackupVault
* backup:ListRecoveryPointsByBackupVault
* backup:ListTags
* backup:StartRestoreJob
- EL-NEBRBEREE

Console

1. 1£ https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#l &

2. MEMSMERS  ERRERE.

3. REEMABTHARERHENIR, DZKFAENREENSZKFAZNRERF. ZKFH
ENREFEERBRHITHE,

4, EREEBWNT , EEZBSBRAREENEHRITHFFAEENHE,

5. MPRHAZEEREREEEHLEKRFHERERE,

6. EFREBHMKFAZTREBEOLAZNKS  BEREELE,

7. &R EEHT 5, Amazon RAM ZH|AfFTH. BXEM Amazon RAM £#EREN S

o, lﬁ;}bﬂ RAM AP EEH K E Amazon RAM FFAmazon BB REHE,

8. EBEIAZTBENIKS,E 12 Mt EEZBE, 55 (Amazon RAM AFEE) #F
MESMELRBRRAZEE.

9. MEHAEIREETHAAFES  IAEERENEANEREKFAZ =EXZ - SN THEHHIIK
F/\?ﬂs-é Tjj_o
Amazon CLI

Amazon RAM £ CLI oS create-resource-share,. REREZB RN FaEiH R i
To BXCLI B , HSHEE Amazon RAMABIERFRHZ,

F1HINFASRERARAERBSBREFENKSNITHN. F5SFNE8IREANECHEER
SEREEENKSHITHN,

1. BEFEKF, K HEBFRGEALAPEGRBRIENASBRIRKS  TRXESR,

- WMRZAMEBTRERERAEZ  HEFLEmHEAFMEMRIR , HFEH CLI associate-
resource-share , MA=HMREEHN ARN,

2. FREAEHNERNACGHWEIL , WEEY RAM #HITHE, HXLEHAZ CLI H,
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https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-create.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-shared-invitations.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-create.html
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
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o WIRFEENPR ram:CreateResourceShare, %%
B AWSResourceAccessManagerFullAccessBE A S5 RAM FX<BI X PR,

3. {EFH create-resource-share,

a. SEBESEREEH ARN,
b. HWATRH :

aws ram create-resource-share

--name MylogicallyAirGappedVault

--resource-arns arn:aws:backup:us-east-1:123456789012:backup-vault:test-
vault-1

--principals 123456789012

--region us-east-1

c. mPlFEH :

"resourceShare":{

"resourceShareArn":"arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",

"name":"MyLogicallyAirGappedVault",

"owningAccountId":"123456789012",

"allowExternalPrincipals":true,

"status":"ACTIVE",

"creationTime":"2021-09-14T20:42:40.266000-07:00",

"lastUpdatedTime":"2021-09-14T20:42:40.266000-07:00"

}
4. EWEHEHARRET ARN (EESRETERM ) . F ARN TALBFERATHK> B
ER.
5. FREVRIREHEE ARN

a. MBHEEEMITE 1 resourceShareArn FE 4 % |, FEHITEZRE

b. RHl:arn:aws:ram:us-east-1:123456789012:resource-share/12345678-
abcd-09876543

6. # CLI %, Rix#EWIK/, RV,

7. @3 get-resource-share-invitations IVEREZRIE, AXEZEL , HSH
{Amazon RAM A #8m) FHEZNIELEIE,
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https://console.amazonaws.cn/iamv2/home?region=us-east-1#/policies/details/arn%3Aaws%3Aiam%3A%3Aaws%3Apolicy%2FAWSResourceAccessManagerFullAccess
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/create-resource-share.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/get-resource-share-invitations.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-shared-invitations.html
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8. HEEMM (RE ) K/ FEIEE.

- {#H accept-resource-share-invitation ( tBRIEA reject-resource-
share-invitation),

WA LAMEA Amazon RAM CLI i S &EEHREZEA

- BHENRIR :

aws ram list-resources --resource-owner SELF --resource-type
backup:backup-vault --region us-east-1

o BRFEM:

aws ram get-resource-share-associations --association-type PRINCIPAL
--region us-east-1

- HiblkF HEMWEIR -

aws ram list-resources --resource-owner OTHER-ACCOUNTS --resource-type
backup:backup-vault --region us-east-1

M2 EZYERBNREEFERZ D

BULUMNAEZREENKFIAECHAEREENEAKS K ERFEREEZELZVERENREES
FOR= Vi

B u{aiEE Amazon Backup #HAEREMERNER , BSRKEERZD.

FEONEZELZYERENREELZEENKSTG , BRI LEA start-restore-job XERE&
il

R CLI AR B AT T MNSE

aws backup start-restore-job

--recovery-point-arn arn:aws:backup:us-east-1:accountnumber:recovery-
point:RecoveryPointID

--metadata {\"availabilityzone\":\"us-east-1d\"}

--idempotency-token TokenNumber

--resource-type ResourceType

--iam-role arn:aws:iam::number:role/service-role/servicerole

--region us-east-1
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/accept-resource-share-invitation.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/reject-resource-share-invitation.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/reject-resource-share-invitation.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/restoring-a-backup.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/start-restore-job.html
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MikcZiE L ZYERENRERE

SHRBRREE. IRREFNESEH (MER) , WAEHEBER. EEIMERREZN , FHER
REERREEMD.

BRERARBRER , REFENRBEEESEZREERPERL XREMBREZREEXBKNZR,

LA R CLI 854 delete-backup-vault Al A FHIBRREE,

aws backup delete-backup-vault
--region us-east-1
--backup-vault-name testvaultname

EHELZYERENREFENHMREED
AT LAE SR CLI 3% list-backup-vaults , MBI HZKFREMEENFIERERE :

aws backup list-backup-vaults
--region us-east-1

EMNFIHEZBSBEARERE , BANSH

--by-vault-type LOGICALLY_AIR_GAPPED_BACKUP_VAULT

BEATHERBNREESRNSH by-shared , AMRXEREENZE LZYERENREE. I
MR EFENAEREFENNERAREEER,

aws backup list-backup-vaults
--region us-east-1
--by-shared

T RN ZAKREE SR G R IRA

"BackupVaultList": [
{
"BackupVaultName": "shared-logically air-gapped-vault",
"BackupVaultArn": "arn:aws:backup:us-east-1:123456789012:backup-
vault:shared-logically air-gapped-vault",
"VaultType": "LOGICALLY_AIR_GAPPED_BACKUP_VAULT",
"EncryptionKeyType": "AWS_OWNED_KMS_KEY",
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https://docs.amazonaws.cn/aws-backup/latest/devguide/create-a-vault.html#delete-a-vault
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/delete-backup-vault.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_ListBackupVaults.html
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"CreationDate": "2024-07-25T16:05:23.554000-07:00",
"Locked": true,

"MinRetentionDays": 7,

"MaxRetentionDays": 30

}

THEZE LFESBENREENMBEZRARE

MEEEH  SRREEXIFTIENMBRZARE , XLEF 2 AEY Amazon Backup APIs #2H| 8 &
&, B Amazon RAM = MPA HEX#HER , 2ERENBBRARBEEE , AESCHEREFNIK
PR, XMEREEHTETBREFENMNERE , #Eﬁ%ﬁ%ﬂﬁﬁ?ﬁ?ﬁﬁ&ﬂﬂﬁﬂﬁ&%o

MEERRE
ZEncryptionKeyTypeFERAILEBLUTE :
* AWS_OWNED_KMS_KEY-REEMER AmazonBEZANE, IRKEEFTFEENER , NXEE

8 ZRRRARE RV RN N 73 5%

« CUSTOMER_MANAGED_KMS_KEY-fF AHZEFINE - EEHN KMS ZAXNREFEFHITINER, Lk
BT X 2R A R R R R R E SN IR #,

® Note

« Amazon Backup Z1f# Amazon HEN R SEE LRANVREFE—EFEMA,

- MRENALBRERFEAZFEEZR , WBRTMUHX 2 , Amazon FEWUFEAREE—
WKEHNEH, WTEFIEME , REMEREARBALTRS —MNKFNEFEERSA |
ERATIRE., ELSZ1EE Encrypt Amazon Backup T B R F EE RN ZESERE
BE ., UREEXEREET CMK WBESKMAREENES LE,

- BRRENRREEFEHEERE Amazon KMS MEEH, tlEF , REEHESNRMEEH
HREAZBHATMNE, EFREXIEIBRENREFUERTERMBERH,

B2 CMK 10338y 32 58 22 B 4R 5 FE 1Y 22 47 SR B

FRAEFREZAUERSE LRENREERN , B Amazon-managed AR
FAWSBackupFullAccessTZHNKF AR, LRI TIE Amazon Backup RIFEZH. EFHFF
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https://www.amazonaws.cn/blogs/storage/encrypt-aws-backup-logically-air-gapped-vaults-with-customer-managed-keys/
https://www.amazonaws.cn/blogs/storage/encrypt-aws-backup-logically-air-gapped-vaults-with-customer-managed-keys/

Amazon Backup FRARIER

fEALlLowiR{EHAE & Amazon KMS KMS Z AR TR E LGB RNAVERIE, 1t , BLARRENT
FREZH (NRER ) KRBT SAENBENR.

- BAEEE EFESENREFMENKS HE CMK

"Sid": "Allow use of the key to create a logically air-gapped vault",
"Effect": "Allow",

"Principal": {

"Amazon": "arn:aws:iam::[account-id]:role/TheRoleToAccessAccount"
.
"Action": [

"kms:CreateGrant",

"kms:DescribeKey"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": "backup.*.amazonaws.com"

£ HI/RE B A R

HABEIEES KK , FEEEN Amazon KMS ZH%KE , BREQSHELENNR , FEFTESEM
A REPR I IRERIEL BT, U THRER -

- XTABEEHHTE , # CMKs XM EREIFAGHE

{

"Sid": "Allow use of the key for copy",

"Effect": "Allow",

"Principal": {

"Amazon": "arn:aws:iam::[source-account-id]:role/service-role/

AwWSBackupDefaultServiceRole" //[Source copy role]

},

"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
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"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"kms:ViaService": "backup.*.amazonaws.com"
}
}
.
{
"Sid": "Allow Amazon Backup to create grant on the key for copy",
"Effect": "Allow",
"Principal": {
"Amazon": "arn:aws:iam::[source-account-id]:role/service-role/
AWSBackupDefaultServiceRole" //[Source copy role]
},
"Action": [
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": "true"
},
"StringLike": {
"kms:ViaService": "backup.*.amazonaws.com"
}
}
}

- MCMK INZHNZEZRAEEEFHINZHREERN , EXMEBERIKF SLR £ CMK

"Sid": "Allow use of the key for copy from a CMK encrypted logically air-gapped
vault to normal backup vault",

"Effect": "Allow",

"Principal": {

"Amazon": ["arn:aws:iam::[source-account-id]:role/service-role/
AwWSBackupDefaultServiceRole", //[Source copy role]
"arn:aws:iam::[destination-account-id]:role/aws-service-role/

backup.amazonaws.com/AWSServiceRoleForBackup"], //[Destination SLR]
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},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*"
I
{
"Sid": "Allow Amazon Backup to create grant on the key for copy",

"Effect": "Allow",
"Principal": {
"Amazon": ["arn:aws:iam::[source-account-id]:role/service-role/
AwWSBackupDefaultServiceRole", //[Source copy role]
"arn:aws:iam: :[destination-account-id]:role/aws-service-role/
backup.amazonaws.com/AWSServiceRoleForBackup"], //[Destination SLR]
},
"Action": [
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": "true"

« A RAM/MPA RERNZBRBZEREEMNRENK S 21T E 6 50E R

"Sid": "Allow use of the key for copy/restore from a recovery account",

"Effect": "Allow",

"Principal": {

"Amazon": ["arn:aws:iam::[recovery-account-id]:role/service-role/
AwWSBackupDefaultServiceRole", //[Recovery account copy/restore role]
"arn:aws:iam::[destination-account-id]:role/aws-service-role/

backup.amazonaws.com/AWSServiceRoleForBackup"] //[Destination SLR]

b

"Action": [
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"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,
"Resource": "*"
I
{
"Sid": "Allow Amazon Backup to create grant on the key for copy",

"Effect": "Allow",
"Principal": {
"Amazon": ["arn:aws:iam::[recovery-account-id]:role/service-role/
AwWSBackupDefaultServiceRole" //[Recovery account copy/restore role]
"arn:aws:iam: :[destination-account-id]:role/aws-service-role/
backup.amazonaws.com/AWSServiceRoleForBackup"], //[Destination SLR]

1,
"Action": [
"kms:CreateGrant"

1,

"Resource": "*",

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": "true"

}

}

}
IAM B

ERITEE LRIANREEESIREN , ERAUFAZTEFE AmazonE R
BEAWSBackupDefaultServiceRole#y, AWSBackupServiceRolePolicyForBackupfE= , 1l
REFEREXHRRENRER S E , NI IAM REEANSIE-—TEAER .

- TR/ E S A eLmE R EFRKS B FRKS AT RRER CMKs.

{
"Version": "2012-10-17" ,
"Statement": [
{
"Sid": "KMSPermissions",
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"Effect": "Allow",

"Action": "kms:DescribeKey",
"Resource": [
"arn:aws:kms:*:[source-account-id]:key/*", - Source logically air-
gapped vault CMK -
"arn:aws:kms:*:[destination-account-id]:key/*". - Destination
logically air-gapped vault CMK -
]
},
{
"Sid": "KMSCreateGrantPermissions",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": [
"arn:aws:kms:*:[source-account-id]:key/*", - Source logically air-
gapped vault CMK -
"arn:aws:kms:*:[destination-account-id]:key/*". - Destination
logically air-gapped vault CMK -
]
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": "true"
}
}

Hit , FEANEFFHRZ - REEEHTREF , B RENHE CMKs MEIZR S SR EZBHINR.
&K N B4 KR

BRI L@ Amazon Backup BHIAEEMEZERAREEFE , LA LUER Amazon CLI 5 SDKsEA 4R
FREEMBEZRLREEER,

#H A : £i25 Amazon Backup B EEZ B L FESBNRERFN , NBRAREE REREFNR
AEENHENZ2EREI T,

Amazon CLI/API : 2% FZREISXHER , U TRENTNF LSIREIMERZRAFRR

« list-backup-vaults ( B¥E--by-sharedEEXHFE )

» describe-backup-vault
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* describe-recovery-point
« list-recovery-points-by-backup-vault

 list-recovery-points-by-resource

REFEMNZNEIZEM

ELAEZE EFESENREENMMBERAREN  FERUATILL

- DIEMENRALRE  EOREEZRAREEN  KUNEREERFEEMN KMS #Hf. MRXKIE
E , NRER Amazoni B &4,

- HEFREEFEALY  EHAEREFENKFTUESTNEZRARE , ETRENEERE.

- MERER  EEBLEFEESENREFEFERENERN , B AEAMAZARE,

- BRBAE  TENBRAREAYTEARNEFRREHRT BEMBENHRIER,

- G MBEAREERBELIRHATEORBENNBESENERE  IFEAERENFITE
Ko

i RIE 5 32 ) IR PR S RY AR B R B R
WMRRIERPHIAER , BERAUATHEIRMEWERSG RN RE
AccessDeniedException

f81R : An error occured (AccessDeniedException) when calling the [command]
operation: Insufficient privileges to perform this action."

AREMNERER : £ RAM RENREEFE LETUTERZ —NREBE S --backup-vault-account-
id:

* describe-backup-vault

* describe-recovery-point

* get-recovery-point-restore-metadata
 list-protected-resources-by-backup-vault

« list-recovery-points-by-backup-vault

BRAER  ERBEEHRNGT , BEECEEERAZREFNIKSHSH --backup-vault-

account-id.
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OperationNotPermittedException

f8i% : 7€ CreateResourceShare A FIRE OperationNotPermittedException,

RRNER  MREZHAEHMARIARZTRER (FNEE LIYERENRERE ) , WL HIALR
l%o ﬁﬁ:ﬁjl*)\'—'.l-_ﬁflﬂkﬂ”\mﬂ’])‘ﬁ? /\? y 1ET§\E$E@£§4/\$%/\¥O

BRFR : ERZRE , BEE—IKF (MARELAD OU ) ¥E7 principals B{E,
AERMEZEFRHRE

FE  EEEZELFESBRNREEIERESN , MBEAXEFTR,

AIRERY R -

s BEEEEEMNBZRAREST R ENRIBRERE
. BEHAME Amazon CLI 5 SDK B IBiRAS
« APl NI EMZERAXBFE

FRRFE

« Amazon CLI RV RS 5 57 B &R 37 iR A<

- NTFRIENRERE , MERARNENEZHNHINEFLN AP BAH

- RIIBFEANRREMARZARILEEN AP BIERSER

s WTFHEXHE , BRIEI|REERBCET EBHEE Amazon Resource Access Manager

CloudTrail BH& AccessDeniedException H VaultState & “4&W”

£/51%XTE CloudTrail : "User: <assumed role> is not authorized to perform:
kms:CreateGrant on this resource because the resource does not exist in
this Region, no resource-based policies allow access, or a resource-based
policy explicitly denies access"

ARV R -
s YHERFHAEZEFREEZRFAVEN , ERANACKEFERAZFAVNEXHEMENFHARIKMN
CreateGrant R

fRRITE -
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« ¥’ FiZthe section called “8|3 CMK INZHHIZEZEBEARE ENZARE B PIEENNR , ARE
X HERRITERE.

BN 2B ESYERBENREENERH
Bl

PEERAREFETZONRELTUERENEE L ZRNREFEENED - KT ANEZHEIR,
ENZFHNEFENES. IXERTFERERDREFNEBSRREF 4P LIMNEIE Mﬁ'ﬁ[‘%
BT RAFEILT TERE  BNRETEBSENZ2AS

EZAITH, ALEENRBREFRO0P  EUNNEELEZRNREFEEENETERBIR. BT,
EZNIEBLFESRBENRER  LEALTEROREETLRZN  RAEHHEHTEE L2
MREEF, FEALLIIEE , RI\HEIRKE | Amazon Backup TRAEEHEEZE LZRNREFEPCIESR
7, REBHEEEHTEE L ZRAREF RGN BRY G & D,

TABRTHINEE

EEETEREEEREXFRRRE,
- BWREBEABZEFZE Amazon Backup B,

/A Warning

MREXAZHFHE (MPA) Thae , BRINBWENEZE ENSBRREESZ HH#E (MPA) &
o Eﬂﬁ%iﬁiﬁrﬂ}mﬁiﬁﬁmfﬁ , B VR EREEFRNEZ D

LR BEFNEN . BRFNFRESBEZRFMEEPNE0URIZIITRRNER IR IE R R
(ERETFHNREHA ) I8, BXREHAREFELR , HZHAmazon Backup EH.

1+ B

=

- TFFRE

- RAEERRE

- BEZBELIZHENREFEEZD
- ERPERIFTENREEERD
- ABRRMER
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=]

- HEHE

TFRE

BUBYEFRIAR DT RIREZHFOFZ 0T RHRINEE LZRAVRERE ARN ( FB&

H:TargetLogicallyAirGappedBackupVaultArn ) EREZ B EIRRIMALLIIEE, BAILUES

Amazon Backup #2#] & = Amazon Backup CLI sn S 1T LR 1E,

"TargetlLogicallyAirGappedBackupVaultArn": "arn:aws:backup:us-
east-1:123456789012:backup-vault:AirGappedVault",

H2HREFENZBLZHRAREFEREENZDESH RN , HREFFREEFMMNZEE Amazon
Backup HERE H M TERE.

Primary resources Backup vault Logically air-gapped vault

Resources supported by
logically air-gapped vault

! 1
! 1
! 1
! 1
1 1
.| Resources that support |, > Snapshot
: full management : > o
! 1
! 1
! 1
: Resources that do not : »|  Snapshot (temporary) > Snapshot
1| support full management |, -
I > Continuous
! 1
Resources not supported by » Snapshot
logically air-gapped vault > Contimuous

XEREROIEE L ZRENREEN TR

EEREBTERAREEISRFENTRESIR , 1551 Amazon BackupZhBe vl FitE, 7EfE Mt ZhaERd
FAEXEEZESBRAREENGRBERNEN , MRXEFZON—1EIEX , MARF#EANRILAE
o
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/A Warning

BRI AXBFHIENRRERTESEAERE. REXMNERN , EHEFENRFRFER L
HERNTERBEITHRESE L ZENREFTRTEND.

ERSETARSE

- NERMARNIKFMXE — 28 LFEERNREFELASENRIFN THEEL Amazon IKFHX
WA REEALL IR, ETREEEKSNEXSGEIEZN. RNBVUZ0IE - XEPE2ELEFR
SEHNREE  SHELTEEFETERBIRE, MREFEEE N XEE HIBEUHTRERE
(DR) , RMNEBVUEEXSEFEBZHRURIAMEHERE , REREXONRE SEHIBENZF
DE#EE,

- £/H Amazon EEZ{WRE-TEF AR ZEFT L Amazon Backup EE B FEF Amazon £EZ4A N
B RIR ( Hlilaws/ebs , aws/rds ) SHIEIZB LFESRBNRERE. XERELNEATSRE
EH KMS Z4A# T NBZHMER, 352 HE Amazon Backup B RIF&E LR E,

- BMMBANHREIE — N TFAXFETL Amazon Backup EEHEIR , BRRZDIMNEE ZB
FSTEREIAR, MRITKZ DRSS TRIATHRAVFE |, MEINFLFHAFRETERSAR, BX
FREHRFNES , FSHEH.

- AREAHHRALE-ZFOTNFEENRENLTNENEELRLNREFRENK M NEARBHR
B

- EQ@ HENZHFRE-NRENENRBOEEEFES AT XAESE , WEEFHMERIGRE
R, XERE R —ERFINEHTRIREHIHA.

o MEMK, R|FEHE — 2FENR, ME SRS M EERGRAE N ZBEDELETE_AFTER_COPYA @y
BTN E R, MERRSIFEZEFEZELIFERBENREEFNRE S, EEHRHARTIE
MNEFWIRE SFTITRAR S RENETRON o 8IEFHRZE LEZEARERE,

X #%4 ™ Amazon Backup EEHRR

HETESSEENTRER | HlnkiF Amazon Backup T EER Amazon EFS, Amazon

S3. Amazon Backup £ 5% WWEER Amazon DynamoDB & |, A EEZ RGN B ESBERERE
B, ZREZFOREEDPRUIEMESR , ELFERTEFIRE, FHURNPHNEMAITRIESIRERERZ
BITERAREEFHNRESERKRR.

XEREZRONRIR (S0 Amazon S3 ) B AJLAE#MZE L ERNREEMITELZ D
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BAXFEEE Amazon Backup EEEMEZBZRREFENFTRREIIEK , FSHRANE "T2EE M 2
BERARERE NFIFEFR DB A,

BRF XL Amazon Backup EIE

#E Amazon EBS/ EC2, Amazon Aurora FII G2 KRR FSx T A BEEZHEZE L FESE
WREE, W TFXERREE  EZHREED Amazon Backup BIE—MNEHRER , AEEINE
EHRZ®E FEESBIREES,

B iRE S — AN B SR E S A EIE BDELETE_AFTER_COPY, HIhRI B BB REENE
# 5 , Amazon Backup 2 BaIflIRRIGEFIIRE R, FRITRPHAEHMITIEFRERSEFFZSE
FRRENREEHTHE , FToaRWELTHNE KR,

MREHZNZE FZEENREELIN , NIGHRE LFBRELAEENRIPREERVREEF, XH
ALRREERMDEISERERAE—NMNTANMES, MERBEFHIHNRELEFEZE EEESRK
HREE , NESBEEAN B3 EERR. DELETE_AFTER_COPY

/A Warning

A EFNEA Amazon REZHAMBNEIR ( HlWaws/ebs ) EFEIBELBANRERE, X
LR ATE A Amazon Key Management Service EF EENZARTNBZRER, X2
[ Amazon Backup EIEH & IRZE LR F,

S5 EawFHS RGN R

IGEHIRE S8 — N E AN FERELREMDeleteAfterEvent , E{ENDELETE_AFTER_COPY, LtE
MRRME LG EFREZNEL TR ERELEENRBHIE ( LLESERNE ) B,

HEUATAAERMAR , 66 RE SR BR
- FiE B3 MER SIS ESERK.
- BHENEHEENEFESEEX  AREHELERRER —H K,

NREFEHLEEHIRPFINRIGHMER , FEREANENZOREFFN BIRZ DT M
FEo
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AR EZ L Amazon Backup BN R BEHITIER D

X F#E I Amazon Aurora ZERNRR , MREBRELERHR , WSELNR B ES Amazon Backup
BE—IMNEFENRER , HARENRE  AENHEEFZZE L ZENREEY., TREFIKINER K
W, METRBHRASTEEFHTRERER , RAREE0FEHERRE THEENIRE 2o

MBEETEEZBREBFED N Amazon Aurora BIEIFEMER , BEFLEEBERLENREEF R
Amazon S3 BIEFEME R , WA E LT RIPERELZ D (EnableContinuousBackup) &
B, FNEMITRIFEA S3 ELZMD.

BRI LATE T R S Aurora & FEMZERIEAER P 7 AKX Aurora ZRFHENEZER,

PRI BIERIR

MEEMBFREEFIZZEAREEENIRS  IEFARERANIETLERENRRITME , 1
NEZBH R B IR Amazon BEEH Amazon Backup SIE& B, T2 HEFFBHE I EESBEHNRE
E., FERESHITR , HER—FEE , AN LRDSEHAZE LFESBNREE,

BAEZERZR

- AT EHNER. EREANREEFHNFEZRE TR,

« W TFX#EFEE Amazon Backup EENHIR , EEFHREFENEE LEZBENREFEFRNEFH D
EMEIAEL  REEBELEESENREFEFEFEHTUATERERL.

« XY TFAXEFTE Amazon Backup EENR R , ERENBHREFETNIGARE SMNZEE L=
REEPHRE KT,

« EE-NEZDEADPARAATUEZTERS , ERXETEAREZ MR MELRMR,
- RENZNRREETREANTE , AN ERESREITREYH SHNFHZER LR,
- BERRNITRBRRE , XMW IGEIRE QIR

« MREFFEAXLE S3 e , FTEFDEEFREARIZR ACLs THERR, XED T EFRELR
By AP A M T BER ENHEXEM.

REZHE LZRANREFEZND

A LAB Amazon Backup 2Hl&. . RF P REBEEZE L Z=RREEE Amazon
Organizations &3, Amazon CLI Amazon CloudFormation
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BLi& Backup it %l

Console
NEDITREESZE LEZRNREEERH

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#I &

2. ESMBEHKD , %£4F Backup plans , AR ERLEZ ATV DERERBHINEZBITR
3. % Backup MNEETD , EEENRZRHMANRE,
4

X¥F Backup V ault , FERATEHIGRMER (N TIEEZLRENER ) NEHREE , R
EMRLTEFHEZOHEEZBLEZRNREES , I NEE#HEBE,

5. WTEBSBRRERF (L)  FEREFRFONEBSBRRESE,

(® Note
BB EFEERNREFELAELNEDAREELTHERNIKS MXEF,

6. BEERNZHANKE 6 SEEGEAPMNE LI,
7. EFCIBITVIREFEER,
Amazon CLI

f£H CLI ssScreate-backup-planfl@#itX|zupdate-backup-planEFHAFITXI , H#
ffTargetLogicallyAirGappedBackupVaultArnSHEEEZ MMM F,

£/ JSON X2 & 31T XAy CLI v % RHI

aws backup create-backup-plan --cli-input-json file://PATH-TO-FILE/test-backup-
plan.json

B CLI HelZZAitRIA CLI av 5 R4l

aws backup create-backup-plan --backup-plan '{
"BackupPlanName": "MyPlan",
"Rules": [
{
"RuleName": "MyRule",
"TargetBackupVaultName": "MyBackupVault",
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"TargetlLogicallyAirGappedBackupVaultArn": "arn:aws:backup:us-
east-1:123456789012:backup-vault:MyLagVault",

"ScheduleExpression": "cron(@ 1 ? * * *)",

"ScheduleExpressionTimezone": "America/Los_Angeles",

"StartWindowMinutes": 60,

"CompletionWindowMinutes": 120,

"Lifecycle": {

"DeleteAfterDays": 35

Console
NEREZHEEZE L ZERNREETRD

£ https://console.aws.amazon.com/backup L£3¥TFF Amazon Backup #2#I& .
ESMBEERD , ERZRFHER.

EZSRPPWEFREL , ERIBEEEZH.

EREZ D RREENEIR ARN,

X F Backup REE |, FEBRZRHREE.

NFEBRSBRRERE (WiE) , BEREFHBONEBSBRERE,
BEHERREHEFRVIBRERD

N o o bk~ w0 D=

Amazon CLI

FEAT AR --logically-air-gapped-backup-vault-arnS# start-backup-job&s % :

aws backup start-backup-job \
--backup-vault-name MyBackupVault \
--logically-air-gapped-backup-vault-arn arn:aws:backup:us-
east-1:123456789012:backup-vault:MyLagVault \
--resource-arn arn:aws:ec2:us-east-1:123456789012:volume/vol-abcdl234 \
--iam-role-arn arn:aws:iam::123456789012:role/service-role/
AWSBackupDefaultServiceRole \
--lifecycle DeleteAfterDays=35
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BiEPE L TERIREEETRN

& T LAE B Amazon Backup 2%/ & 5 Amazon EventBridge EH % 2% 0 M E #1ES RS
Amazon CLI

Y54 Backup 1Bl

BERMESIRE (DescribeBackupJob) MBREN T RZ IR, BEHEFSEIMERRRCEIRE
&

/AN O

- RIIRESMBBRNE-ROESRIERE , ENERZMREFEIZE LEESBNEGRERE
PRaE —ME S, EHiZBackupVaultArnZRUBEIRE RMEIZEME.,

c RIIESRS-MRZELFESENREETXFEENER , URHESERNSER
A, LOGICALLY_AIR_GAPPED_BACKUP_VAULT_NOT_SUPPORTEDHER—FKRSHEE , WHR
RN EZBREEFLERED. MessageCategory

c RIFREAMERRE-ERENE[/REN RRMESR , BEKXEN
fIRecoveryPointLifecycle.DeleteAfterEventFEDELETE_AFTER_COPY,
WS DAL

BEREHMES (ListCopyJobs) BIZH EERNREFTREHIANE. &IMESRKMEKE SN
ERMREEMEZRORERFET , MRXBEEBLNSBRREERT.

o RIFSENENRS-EALAERIACopy Job State Change EventBridge B4 % # & EN{EL AYIR
Ao HE , N EIRFEMHE (destinationBackupVaultArn) #1TiiE , NELARESBLEES
BRNREFRIAR L,

- WIERIRE SiEIAR-FAH A HBySourceRecoveryPointArnffitss# ListCopyJobsAPI 3k

EREREMERIRKNFAEEFMEL , S FEEHEFNTEE LRZHREFEMIHE B K1Y 1T
e

o BUF R EMBR T etk S = -ERER IS B RS S BRAY SER IR . BN SR $ DLAEMLARZS JIRUNNING |, MUIHR
SR ARBEMBR, MRBE EFEESBOREENSIAREFAILED , NIRE SFESIEENREHA
1%%0

(® Note

SHEFIEFFETK 30 KESHHEMER. ElNRBZE , SFEERE
FListCopyJobsk#EH £ 8l AR,
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BEREMER

YSHEEXPIREDIXRE & (ListRecoveryPointsByBackupVault) , X A[AEF&R R Amazon Backup Foi%
SEBIBR (TRERHETRINR ) . EXPIREDMRE R AR EKAEN,

o BUPIRE RS- EAMENIRE SRS E N EventBridge B3R KBS H1E R
« BWITEEMBRT IGETIRE S-SR DeleteAfterEvent: DELETE_AFTER_COPY & Al bR & 8 1K
£, A ListCopyJobs API ERRE , W0 EFTiR,

ABRMIER

MREHBERAEHREFZOEFZZELZRNRERE , WANIBIEE LEZHRENREFEEZH
LR R A, S8BT BURFILA Amazon S3 BEEZRNEDETIBR BB LFESBENRERE. £ ER
WA T EBEEE LEZRNREFETRDDERMENERFHEMBR,

FTRFH M REREK
ERREAZE LZRNREFERZRNIIEZE , FELRELRFHENMEENREIEK.
TR

LA, EREER L EMNEETERAEENZFSELZNR M RFRMAN TR — Amazon I F # Amazon X

BHANESD. NMEBLW  ZRAREERMVEARLEFERETRANBRSK, D , THEFEIAE HE £
M ENTT IRt ESIK /IS H AR, MRAEEEXERM , BHEFEHEE LZRNREEENES

Bir. EEBBINIIgECH , FRRBEUATER

- XFAKFER
- BNBEREREFELNEENFRMVTRE— Amazon Ik F X i
- RIRRBM
« ERARYONVETAN b, RIIEHERERESSEERREENIE,
- RELENTREAXESSE Amazon Backup B2, XHMPREWERZECESEZPHEARSE
FiIRE , REMENLE RMELL,
.« MEER
« A% #5%E L Amazon Backup BB ERLMAMBREAFTFREZRAME (CMKs ) o
Amazon BBSBREEFTXFEEE (AMK) MER IR,

B
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- N RIEBIERBARIT 1.

- REEMFELEREETNEEZ MK,
« EREEBZEIRESEEER,

- EHRIEA B AR EFOZNTRE Ko

MR ER TR

- EFNENZMDITRIFKRE,
- BEWLEFRXIEFSME Amazon Backup BE |, IR,
- ¥#5E % Amazon Backup EEHER ( Hli0 EFS, S3) -AILlEEZHEIZE LERNRERE

« TX% #5542 Amazon Backup BEEMEIR (§la0 , EBSEC2, FSx ) -FEAERMOREFEFIHTIG
&G RAETEHIEELZRNRERE

- EELLINEOENME | HBARENEERNESMEFIXZEFTE Amazon Backup EEW G IR H
REHIRH,

« MRELELUSHEREFEZDHRNNREHINSE LFESBRORERE | BRI ISR,
- MRFE , IUERBFERZDIHFE , BB IEE LSRR

« MRBANENESHA , NESHEXEHTZE LZRNREER , IMEZOREFEFDHE -
NMARANMER. BR , ZRERTERHEBBSBRREFFMRERANRP R,

¥ #$5E% Amazon Backup EE T B HRENRIR
NTFELREENER , BUNEERAIEBLZRARERE , MEAFMITERRE,
RATETRBHZH

HERERTHARRAR , TRENBOREERTEHE. IBIUBZMITNIRNEM L0 RIH6E
ROBENBNFEE (EF#EF ) NEBRERERE (BIA ) 8T

1. 4P NENZ D REESITEAIMAZMEIR (TargetBackupVaultName), WREFETXFHE
A4 , ELTREZREFEALAOERS.

2. EMENZOITN  FEETR-KFHHNEEZERARERE
(TargetLogicallyAirGappedBackupVaultArn) ¥R EEB#x.

. BEENSF—IMEBELRENREFENTHEANEEHIRE , LHERENATEZRE, R
REEFENVLTR-—NKFH , BEAUUESR 2 PREENTEZEBHFHITEI.
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3 F Amazon S3 F4& &4

FEREEED BB BERREFE X Amazon S3 NEFEZH. BR , BREEENFHEEF NS
NRIFLET —MVERNBFENER, MRESHL TEIIRSH Amazon S3 FEME R , N HHFLE
HREEMEBRZMER , RS EHAREFTUERFTNRER. EROIUTRIFRMEE 2R
REEBR (KRAB—NKF ) , AEBIWEFEHHN Amazon S3 HEMER , FERFEZHESF X
Mo

EFEW Amazon S3 BEMERAMNESNEZNREETIBIZELEESBENRERE , BHITUTRER
=

A

. EFENZOIUR  BEFREFNIZELZENREE, XFREEEELFESKENRERE
RERDNKEDNRS, MREELXEEHIEZE L EESBROAARERE | BRI LSRR,

 EREREZ  FRUANEBELFERBRNREEPEDE —MRERBEIRR DT Ko

BUHRBXIIAE Amazon S3 418 R, @A DisassociateRecoveryPointAPI R E RARASM “7T
A" ERh BEL". WRETREENENZMHIE , BEatpE LR MEFTHE,

. EFERAITRICUR B 8 =R EE (TargetLogicallyAirGappedBackupVaultArn) 4
N& D BFrR,

. BRRIT R Z BT PR & SR,

CETRPTROURE  REEBLZRNFREFEPEIR-IMFINFERER]. RESR 1 FEH
RYRIR | IR E R RIEER,

w N

IN

[ NS

ERFEM Amazon S3 FEMESMNNEN BN EIBRIZE LFESRNRERE , FHITUTRAE
1. EFENZDITR , BEFBREFMIZE LZRNREE, IRREEEELFESENRERE
FAERNBZHNEE. IRECEZEEFIZBLEFESBENEBRERE  FHIHIR.

2. ERERE , FRAEB LEFESBENREEFEDLR —MREREBEIARK TR, BREHHIR
RONREHERK , MEEZRAESRZBIREFTA,

3. BB ELFHESENREEFMNETERI , HBRMA EHIRE,
a. LT RERAFN , AAHENBFCEFTZIFICHELMRE RHVKRE,
b. EEMENZBOREFETNENFEME AL RRKE , EIHRESHY , EEBUATHES®
A,

c. MINELRDESHAN , BRI RRARFE-—NMEINELRER]. ATXEFLIY ,
Rt R SHATEE FIERE,
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4. ERUABNFEMESTH. FHE , FEEBLFERBRNREFEP LR -—MINEERER.
HRERQRET SR 1 FEHNRRATHEERE  TRRZRBNEFETEBLZRNRERF
o

5. REREFEFRENMAREFEIHNER, AFEEESBREFTUEZFINESSTRZHH
B 2B ERE.

BREAXF5EE Amazon Backup EEBITBHRE

FEERENBREENEZE LFESENEFRENMTEGRE, ZIBRRXEENINEZRDREEFE
B-NMERMRERK (TR )  ZMEKAFEHEBB LEZRNRERF  REEEHEREFEMR
BRo HEEMZMITRINTEZE LR T4 B ARat

« Backup FEFHELNELDREEFCE—IMER, H4EmAHIHDELETE_AFTER_COPYE#HR
Eo

- ENESLB B ENRESZREZE LEESBNRERE,

« RIWTEREFE , NHBRREEFHIGTIRE o

- MREHEW , NigetRE G IRELAEENREPRARERENE , N\MBREETHNRE =,

[FrE 3=
Backup & FI{EL & & AT AR TR M

ZMES H4E - Backup job failed because the lifecycle is outside the valid
range for backup vault.

SN H4 - Copy job failed. The retention specified in the job is not
within the range specified for the target Backup Vault.

AN EE  ATREHEEZE LRLNFEENR D IREAREHREFTRE , FNESHENES
KW

BRER  EMENEQITR , MEE-MEY  ZRFPFEIHNEE LZROVREFREN K/
MZE K REH.

EEZOELIRY , #AER EREAEERZH

f8iR : Bucket {bucket_name} already has continuous backup enabled for another
vault Backup job failed.
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ARENERE  EZFHESAY , BAS—MREEFHHRREEE —MFENRER.

BRAR . BHRRRABEE—NMEEMER, RENRZHREECHED , B Hdisassociate-
recovery-point i T EUH SMEFEME S X, IRENIZHNREECHE , FEEEEGTEARE
F, BRI AENFERE S BIH,

Backup fFALSERATER “BEX , BEFERB-FRRES R

SHE : Backup job completed successfully to the target backup vault. This
resource type is not supported by logically air-gapped backup vault.

TRNER  TEXFNETLRERRNZFHESER EXX , BFERE , FER—FRER &
RZERTZHF.

BRAR  FXENARREASZNIZOFRERE. IREERIEZHREEZHREES , ME
FHITEMRE, MRETERAIIEFNHREEE LEFESENREFRRR , WA

- NZERFENZOUYPBRARIEZELFEZENEFEEFERR , ARRENZOIZORERE.
BEJE , &R BURRZBRAE 9 b 1T X 89 — &R 2 AT AN 0

Backup AL SERATER “BEX , BEFERB-MEZHRA T

SHE : Backup job completed successfully to the target backup vault. This
resource is encrypted with an Amazon managed key and cannot be copied to a
logically air-gapped backup vault.

ARENER  FTEXRFNIIETERERARNRZNEZSER ‘BR , BEERE , HER—FHE X
BiZ AR S ER Amazon FEEZ4A N,

BRAR  ERARERANBNIETE Amazon HERFLEZEHIEE LFESBRNRERF, IR

BRFXERMREEROREETD , WEFHITEMERE, MREFTEAFAIXIENARSERLEE

SENREFER , MATL

- EREFEEN KMS ZHERNBENER , HE

- NZEFRENZHUYPBRARIEE LFEZENFEEFERR , ARRENZ OB RERF
BEJE | & BURFZ SR AE 9 B4l 1 3 89 — B8 20 Bt 1T 48 0

%8 RLRIZFEXPIREDIRA
ATRERY R : IGETIRE 2 N EXPIREDIRZAS{E AR MM R

BEfAEZE LSYERENREENTZH 117


https://docs.amazonaws.cn/aws-backup/latest/devguide/API_DisassociateRecoveryPoint.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_DisassociateRecoveryPoint.html

Amazon Backup FRARIER

RS R © Amazon Backup FJEEER D HIBR IR E SEVRR, BIEEHNBHACEAEALEN IAM X
BR. ZBAeFEFohMiifRexpiredXE =Ko

HTRMMES , 2N BERA KK

ARENERE : ATIXZ0NHRSTRIATHRIRNE , Rt EH2E 8 EZRNREFNES EES
UNES N8

BRAR  BREZOMBRFAERZDITR , MEERARZOZABEHESNE, BXHAKEIRREGNE
B, 2R Amazon Backup BEgE1 34,

PELRVERENREENSHFHL

B EZYERENREEFNZS S FHER

Amazon Backup N R R EEERLNREFERNNZ S HERNIED |, ZIIEER BT Amazon
Organizations 2 BRLNREE. SHFHEM—NFANGED , TEL 2 FXFHRREBRE R X
BIRE,

SHEHEERPRPRBRAR , AZARELFENRELESTHNE , FIMESTHEREERMG
SHERE T, WIRETUHEEERTREHRINEE LZVERENREFEPTHRE,

ERMEEERZ T EHERE Amazon Backup B LSV ERBENREFELEINTNEZR (WE
MREMATR , LEEREEEENEXEERSER ) o

E} Amazon Backup &/ , B UFEAZ I ENELRENHENERF-AZEEHNIA, R
MERFEAEEMERFFERANEETES , 0] SUMERUEN L IR BB AR E K F 5 7B 58 E Z2 PR/
REE,

LT SRR T IRERE Amazon AR |, REZSHFH , AEEAEASHFHNEZE LS YERE
MREENBIURE

1. BEE R B Organizations Bl —MNTAL A TFHRITIRERE,

2. EXNEALNERIK,F , EERAEHEE — IAM Identity Center ( IDC ) 3=l ( EEHHALR
26l , EZH <IAM Identity Center AP 1ER) FRIS A IAM Identity Center ) «» BEZH (ZH®H
HAFEmR) PNCEZSSTFHEMHIR , THRRENRF,

3. RE , BERANCIE—NFHEA , MO NATEENPIALAR , IIERSHFFHNEE
AP,

4. ERRFEA Amazon RAM E8MAEEL M EBLZRNRERE (TEREN TR, ) MK/ R
E—ANEH#NE, HEREENKFNHBELHEZIRE RAM,
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Amazon Backup FRARIER
5. FEKFWEERASNZE L ZYERENRE E S & HARAREER,

6. IREMFFERGFE—NKF , ZKFNEE EXMERBNREESSHFHEIR ( &FEHE ) 8
KERo BEZIK P RBRAVE AL FE S IR 4 1 3R

7. AR LERYERENAREEFNIKSNEERER ATIEREUHFHH N SREEN K. HREE
= BT I BA Rt

8. EEA AT UNEL BN RIFER LS REEE A R A SE A LA 57 = 4 BA X R 5 1%

ZEERAZHHEHNEZE LZYERBNREENTRZANRESK

BEEZEZAERFMEHERBUNRERR , THEERERLMESFERZ A FHANEE L ZYIERE
R E B

R{EXEK :

« BX Organizations BIEZHN ( XEZ ) Amazon AH, —PMRZERFHLR , EXNARF |, B —
MEENKFPHEEL—IMNEELZYERBENREF. BHEALANZRMEALR., LHFHENE
FEIXANALR BB TEE,

TR

1. BEREZHEH# , ARRBEEL —NEFHEAB,
2. FARHELE - NKFLTAEZELRYERENRERE (URRBEOREE) .
3. TALAHRMEEKS AT UERMA ST w4,

@ Tip
Amazon Backup BiUEIF RS 4K M (SCP) NATHMEEAL | HERAZELMNES
THNAMMENN RN E#HTEE. BXTIKXE  BSHZHFHARESS .

4. #E (RE ) AAPHSHFHENSHEEE LXYERBENREFNIKS MIREK BT

Amazon RAM#tE,

f5E FH 2 75 B 4L B A9 5 (X330 5 B 55 TR 4K 90 0

UEETRNXEFEAZAEHA IAM Identity Center 268t |, Z ATt EXHEA IAM Identity
Center, XEWRBEAFNAGESBEXERE, A5 FHERRIRRBE Amazon Web Services X1 1£
XERI (BHFRILILEP ) BIEMFR.
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Hfth Amazon Web Services X3 & Z % 75 = #tF A B IRE A B FEUR T Amazon Web Services XiF
EERZ (FEFRILILER ) . Hitk , IR Identity Center 3£4I and/or B8 F FHEZEBHIREET
EXERE (FHFRELIE ) , B HHAARNHTEXEFMA,

ZHEHAE. BSHNAFAR

ZEEBENREETNZHILHER Amazon Organizations Amazon i~ & Amazon Backup,
ML Amazon Identity and Access Management (IAM) A Amazon RAM (RAM) ThEE I E K. B
CLI, BA L ESMBREREULZENNG S, SO UERREA  EEESHMEEMRS RS
BFRETHRBEES.

BEZHHENEHHARIRTEEALAPHNAGNIAR |, UREHE Amazon Backup K HHEBHIR
PR o

m(EFE#AFER) PR, ARPEASHFFHARATURERE, EEARFRE. FEN
BRI A F B T/EEAE, BERERMESER , AP REET — M T EIR#E,

7HEE. NMPHaiE

Amazon Backup EE—1MNHZMNBE L ZERANREEMNKF AT AERZ H A,

EZAtEREZH , EEARFANERATIREBNMHEBIHELR (REHLE ) (5 Amazon
Organizations {22 Z Bl s RE I BLZEHLE ) o

AR5, BB A FIA Amazon Resource Access Manager (RAM) TE AL FIME AL c BRI BHMAH

FTHLAGSREAERAEZELZYERENRERE (ATHREZIRPHEE ) HIKF,

MELARLEEL—MREKST . ZKFEE-—NMEAR , ZBARTUEAREEZE LZYEREN
REENRB R ZEARKMNMRETANBRBORESF, LITANBRREETFREE MR
SEASHESS] , ATHNFEE LSVMERBENREFNATHITRGRE  EFESTUERR
WEREY B HE, Bl , MREFFEREFENREFDREFPRITRESNERIRE , NEE ELZWER
ENRERFTWIRE BT IRE K SRR B & RmETER,

NTARRBINNZ2RY , FREALREKRSEERS PRITRERFORE , BaTRRXLEERE
RET HEHSEPAKREEFHFAARREE, SFRERMEFERERIE Amazon FEIER , HREFBK
FREHAERELERNRERA TN ERETE , Z2ERSLE R

HAEHF#E ( XRLRZAFHNETES ) A , NSRBI BXRZRFBEFEE RN EFE4E
Ho XLBFERAFHIN N ERNFHRSFEET B, —BRINENFFEREREAY , ELIREH
o TAERIRZ T HHER ( BIAER” ) FIRELAEARK.
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% B R HLE A @IS Organizations ZA&FH#TF (17" ) Amazon #H{TERE , ZI1TFR—1MRENA
BF , ABHRRE—AEPWME , FHEERARK 57 7 SUE A8 2 152 ORI I 57 & #t /)N 4A 59 88 MR AEE R,

BEEARES
— L6535 % Amazon Backup MZ AR ESEEEREEANRBRNERK -/ HRINRAAF,
1] 32 5 4E B RA

FALTHEE Amazon KFEBEANRHNAFRPSERES HHUE (BIAPFHTERI)

ERTHESEE , BN REXERZET Amazon Organizations iR B X HLAMBEIALR (ATFME
Bi ) (BERFHE1 S ),

EOZHAR , FSR (ZHFHAFER) ROeEFHER.

f£ aws mpa create-approval-team B{ESEH , HPF—IMSHRE policies. XRZFHER
JRRBEH) ARNs ( Amazon BRETR ) Sk |, XLERBEE L TR EBRAH R,

(ZHFFHAFER) PREFHFARSRINRPIERHREITEEFS ML ENRN K

["arn:aws:mpa::aws:policy/backup.amazonaws.com/CreateRestoreAccessVault"],
BRBUTSBEMA mpa list-policies JREI A KR :
1. IR B -

aws mpa list-policies --region us-east-1

2. B KPR SREEARAS

aws mpa list-policy-versions --policy-arn arn:aws:mpa:::aws:policy/
backup.amazonaws.com/CreateRestoreAccessVault --region us-east-1

3. RVE R RN IFAREE -

aws mpa get-policy-version --policy-version-arn arn:aws:mpa:::aws:policy/
backup.amazonaws.com/CreateRestoreAccessVault/1l --region us-east-1

BRI T7 , EF WRER I M 02 =% 4t F AR SR #E
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k& 175 (7 £ BR AR B SR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VaultOwnerPermissions",
"Effect": "Allow",
"Principal": {
TAWS': A
}I
"Resource": "*",
"Action": [
"mpa:StartSession”,
"mpa:CancelSession"
1,
"Condition": {
"StringEquals": {
"mpa:RequestedOperation”: "backup:RevokeRestoreAccessBackupVault",
"mpa:ProtectedResourceAccount": "${aws:PrincipalAccount}"
}I
"Bool": {
"aws:ViaAWSService": "true"

FEARZEZ S EHERA Amazon RAM

IEAILAE A Amazon Resource Access Manager (RAM) #EAR RS 4 EH At Amazon IKFHREZH
HHEEARA

Console

FEARZEZ S EHE RN Amazon RAM

1. %3 Amazon RAM Z#l5&,
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Amazon Backup A& AR
2. ESMERP  EFRFEHE.

ERAERFHLE,

NTFEHRFER , AATRAZNERERR,

ERFEET , NTHRREFIEESHHHAERA,

EHRRT , EREXZTHRREB.

' ERN T , BEESZHZFHERAK Amazon IKF,

EBHE Amazon IKFHE | FikiEAmazon K/ H A 12 LBEYIKF IDs.

ESEARAEQS THET | FEFALAREAL S TH W AMEMY 1D,

0. (") EHRZT , ANMESKFRRAZXERNAERE,

1. ERIETRAE,

**.@.‘”.\'.@9‘%9’

REHERDHZVNEE RN PENDING, EBRAKFEZEEE , MSNERRN ACTIVE,
CLI

= Amazon RAM B CLI HEZ HFH#ER , BERAUTHS
BE K BEEHXZHFHERN ARN :

aws mpa list-approval-teams --region us-east-1

5 create-resource-share A THSRI2ERHE -

aws ram create-resource-share \

--name "MPA-Team-Share" \

--resource-arns "arn:aws:mpa:us-east-1:ACCOUNT_ID:approval-team/TEAM_ID" \
--principals "ACCOUNT_ID_TO_SHARE_WITH" \

--permission-arns "arn:aws:ram::aws:permission/AWSRAMMPAApprovalTeamAccess" \
--region us-east-1

EFRLAMARBEKRSHE | EHITUTRE

aws ram create-resource-share \

--name "MPA-Team-Share" \

--resource-arns "arn:aws:mpa:us-east-1:ACCOUNT_ID:approval-team/TEAM_ID" \
--permission-arns "arn:aws:ram::aws:permission/AWSRAMMPAApprovalTeamAccess" \
--allow-external-principals \

--region us-east-1
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BREFRFEHAZRRE

aws ram get-resource-shares \
--resource-owner SELF \
--region us-east-1

BRAKFEEEZRRAZEE
aws ram get-resource-share-invitations --region us-east-1
WA IR PIETER BIE ¢

aws ram accept-resource-share-invitation \

--resource-share-invitation-arn "arn:aws:ram:REGION:ACCOUNT_ID:resource-share-
invitation/INVITATION_ID" \

--region us-east-1

EZRBIEE , SHFHEANBATERZER A KS PEM.

Amazon REHRZKFHENEN TE | @FF&E Amazon Resource Access Manager#l % 75 1 8] 1
R, Y EBREHMKFAAZZEISZYERENVREEN , HERUATAT :

IhEE Amazon RAM ET #= ETZHw#tEAE

HRZE EXYERENARE RAMAEZKGE , EFAER  H4KS B E A= IR #BLHER

3 REE, F—ERENSZSHHFIHEAREK
ARHE, FHSERFEFR
Bz 24 MetiE BEE .

7 R X PR B BR HEZELZYERBENRE EBHRNEREFENTHRENR,
EERYIK 7= AT LABE R 5 SR E T ME—BY I3 R R M@ 2 75w HEE RA

RAM WHE, RIEFER
EIK P &% and/or X5 ELTRS 28 A LAFE Bk & K 7 A8 [E] A9 K P
A8 [E) 39 48 4R A Y At ik 7

S H&1D
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FRARER

Ihee Amazon RAM ET#=

5 (X 13 4% 4o ik 22

B A% FEATHREEAMENER
M

X 15 ERTAHEXIFEESRBERE
JE Amazon Web Services X1
B,

V%) B XN RIRFEE T LM
/\—_JL)”KF EPJEJ?\O

RE HE Amazon Backup M Fi%

B 7 RAM =3} BEKIKS
%g;t; y E)t—.l-l’)\ﬁ'fj-/\¥o

HEEE T RAM £F—
Amazon AL N =K E Amazon
ALOSERI

"

RN R R BIE HIERER T
By, BIREEE EXYERE
YR E BRI K P SE R T 15 R AX
R. RE , HtK/F &2 mE
R

EREES
FEAHEHEAKSESE L RAHREFEXKENR

BFRE  ARTRREEE LR ERENREENKFBAS.

ETZHHHETR

M 5 32 @ B R E 15 R A PR &
PREENE—-K/SFREEX
BRRIKE

FEATMHEKS 5 R RE
ZE2MZERMAYER.

ERTAEXIFEESRBERE
JE Amazon Web Services X1
BT o

PR SRRy RS BL R AT LA
/\—_JL)”KFl:PﬂJ%o

ERTHE  FEETEKS, K
BIZHRA , REIRE RAM £
=, AR, EEK/IEEMA
ZHEH, FRZEA D EE
28 L ZYERENRERE,

B3R — Amazon HEA RN FH
440 #9 Organizations XY

B 4t B RA AT A1 A1 38 48 b 22 B
RE .

BERRRRE IR RLET
10, BRI P SE R 15 AR
R, AR HHE SR
L ES

EEEZVERENREFENSHHEH
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FA LSS S EHFANSEE L SYBRBENREEXBAR | W 5 R E R A MER ]
TR (AP HE 55 ).

Console
T2 HEHERSZ5E ERERREERBKEZR

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#I &
EEMSRERY , SMEZHREERD .

REEE MPA FIBAREXHVZE L SYERENZOREE,
EREFEFMEESRNEL , EFEoEFHER,

MNTHEEF | ERESREFEXKNFAEN

(Al ) W ABRRBRERNE T,

ERREFRURRZRKER,

N o o b~ W b

MRZXRF-NEREFERBKNFHE , ZHAMNRERERFEXEK. NREFEEFESHXEKNER
BSAENZ S FHHER T BHEX TR,

CLI

{8 CLI 5% associate-backup-vault-mpa-approval-team , Z&TAUTSHRH#ITTIE
X

aws backup associate-backup-vault-mpa-approval-team \
--backup-vault-name VAULT_NAME \
--mpa-approval-team-arn MPA_TEAM_ARN \
--requester-comment "OPTIONAL_COMMENT" \

--region REGION

MRZXRE-—NEREFEXRKOFHEAN , ZEAKREREFRK. NRREFECSHKRKAERN
BESREMSHFHEN T HEMEXSR,

BERGAZELZYERENRERF
BERE  BRBEMREKSHAF

BALEREEMKF DB EZE I SYERENREE (BTN Ee S ),
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Wt/ NAMAHEERE | EEEENIXRENK S & Amazon Backup g|EZ—NMNERBRIZMDREE | UMEZ
PRI AE RIEENEEERREEPHNRE R

Console
BREAZE LZVERENRERE

£ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#I &
EEMNSHMERS  SMAZHREERS

EETEE MPA 15 B KR E F R

EFERIERE E I RRR,
RMAEFRANZELZYERENREENRZHREE ARN,

MAMEHRNRZDREENTIEE . WRETMAEZN , W Amazon Backup FR$EE
BEEEZRERNREENEHDE —NEHo

ABBRERDENRERNERERT , WRER R,
8. BEEREFFRUEXRGRMERER,

o gk~ w b =

~

BR R E B R BR A9 & HE I A B R R BN B R L TR SR 89 B8 F R IE A

FRIRGAAFRHE ("MEAR ) NEMRKANAER , REFEREKRS FIBZMRELRNRE
BRERE.
CLI

ffH create-restore-access-backup-vault CLI &% :

aws backup create-restore-access-backup-vault \
--source-backup-vault-arn SOURCE_VAULT_ARN \
--backup-vault-name OPTIONAL_VAULT_NAME \
--requester-comment "OPTIONAL_COMMENT" \
--region REGION

SRR EFERIKE MPA THEE AR R B Bt RBEH, BRRGHAERE ("AEA
) WHERK AR ER , REFEREKS PEIRREHRNRE D FREE.

WA LERUT T EERREFERNRS -

aws backup describe-backup-vault \
--backup-vault-name VAULT_NAME \

BEIEVERBNREFENS T 127


https://console.amazonaws.cn/backup

Amazon Backup FRARIER

--region REGION

BUEZh R A EEE LY ERENREFENXEK
BFRE AAZBLIVERENREENKINEER,
BRLECES S HEHEANS2E L SMERBENREENREK (BEPNET L)
Console
R RRw HEE BA 502 58 b R4 A IR B BE AU R B

£ https://console.aws.amazon.com/backup £3TF Amazon Backup #Z#l &
EEMSMERS , SMEIZHREEDS .
ERERHERFHEANMNKENEZE LZVERENEHREF,
EREFEFMAEEREL |, ERECH B FHER
RMABBRIUHXRKRERNBEREZE , LRERAIEN,

TR RIEERUIRRBUHXERE R,

2 T

= BT B9 & HE B BA B R R BN B R LB SRV E AL

REMERENFAXANAES , RECREUEFHRE KRS REEN KB,
CLlI

£ disassociate-backup-vault-mpa-approval-team CLI &% :

aws backup disassociate-backup-vault-mpa-approval-team \
--backup-vault-name VAULT_NAME \

--requester-comment "OPTIONAL_COMMENT" \

--region REGION

HETHY MPA T BARK B R IR EI B X it B RV BH, REMEHRENERRANIER , RS
R EUH = #EH A SR E FE R K ER .

BOHMRE RN RZ B RE

BFRE AREZB LXVERENREENKINEER,

& T BN IR AR & B K P OB R E 15 R AR BR & 40 R B FE RV 15 FI X BR o
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Console
BOEME RN REBREE

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#I &
EENSHMERS , SMBZHREESD
ERERUETARNRNEZE L ZYERENRDREE,
EREFEFHAFEERNEL , A TRIEBEZ S HHERFHTHEERS .
REERENMEFRINRZMREE , RREFEREREREFE BN,
RMABRBHERERMBERERE | WIRERTEN,
ERRIZERURZRUEE R,

N o o &~ 0D

B LB BA B SR R U R B S 4t A 1B SR A B Al

REFMEHRENFAKRNIESRS , REFMREKF P BRIRE 15 B X RE DR E R
CLI

Bt , S ERFREFERRKNRE T ENREZ 0 FEEF

aws backup list-restore-access-backup-vaults \
--backup-vault-name SOURCE_VAULT_NAME \
--region REGION

ARG, £/ CLI &S revoke-restore-access-backup-vault :

aws backup revoke-restore-access-backup-vault \
--backup-vault-name SOURCE_VAULT_NAME \
--restore-access-backup-vault-arn RESTORE_ACCESS_VAULT_ARN \
--requester-comment "OPTIONAL_COMMENT" \

--region REGION

B HEE AR R RN B B it B KRB, RIGFTBEHENHMKARNILER , REFMREKS
I BRIR B T R R & R E R

EXMEZE LRARNFRERFEXRRKNZ S FHER
BFRE AAEZBLIVERENREENKINEER,
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GANERSSE I SYERBNREEXHNSHFHEN (BRFHESH ),

Console
ENEZE L ZYERENRE FEBA = HE AR

£ https://console.aws.amazon.com/backup 3T F Amazon Backup #ZHI &
EEMSMERY , SMEBZHREEFEDD.

EREEHFHARNEE L SYERENRTREE.
EREEFEFAEEREL , ERERFHEAKRER

MNTHXES  ERESREFEXKOFT RN
MABRBRENRERMNBERERTE , WRERTEN,
ERREFERURREREFR.

N o o s~ o Dbdhd -

= BT B9 & HE I A B R R IR BN B R L TR SR 89 BB F R IE A

REMEBEHRE (AEAY ) WZE MPA HIBARK R BVt S | RECFHEFTE A ERERFEXEK,
CLI

FIFA#E RN ARN £ CLI %5 associate-backup-vault-mpa-approval-team:

aws backup associate-backup-vault-mpa-approval-team \
--backup-vault-name VAULT_NAME \
--mpa-approval-team-arn NEW_MPA_TEAM_ARN \
--requester-comment "OPTIONAL_COMMENT" \

--region REGION

SATH EHEEA BA RS R ORI B B it EE RVBE R, RIGATEHE (MEAL ) B BT AKX R B4t
R, REFIERHT MPA BIRASRE EXEK,

FHEES
fERZ AT HANR RGN AL AT ERELE S FERHER. HbESERE

« MARIERAVIRIE
- EEFHER
- ERERERLIER
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£/ Amazon Backup , BN Z R EHERHTENR RS EKE, BY2EERE , B URITE
LRE, fl , RFAFEZ AT NIZEZ O IHERR , BREAFE A 2IRE <G M BRIX L4k
S RMEES,

BREARBRTHRHFRBRNBNES , H2H (AM AFER) PHNETSOHNRBANET
ﬁlﬁm% Ho uﬂ—_l-l’)\ﬁﬁﬁ*]‘x;'%?ﬂaﬁau-l-ﬁlﬁjo

£/ Amazon Backup X #EERT , &0 LAE A LU 745 38 BE SR PR 33 B RV IG R PR . SEHME T 1AM
HRBEARE , Amazon Backup ThRIREEFAXIEHAPWBE . Action

BXxUATFIRAFREIRFERENIRE S8 Amazon BIREBZ# (ARNs) K5I , Amazon Backup %R
ARNSEZ R R RIFENIKER. ARNs

344 BE 1 (R SR BE A F2 &I A P X B9 15 [B1 4 BR Amazon Backup APls, RELE&4RE | Fla0iL Siha 4 X
R (Amazon EBS) ML Dk RYIEE RS (Amazon RDS) fRER |t A] LUE A IX & AR S5 # 4T APls
El, EAILFE 1AM eI S IREY 15 R SR SRIZHIX X L Z AR EMNER , APIs NI E£ 2 FIM XL
RN B ENR,

Foit Amazon Backup X EERY 5 0] SRBE A04A] | BRI 2 SRR VERY B TK P 17 [R)
#backup:CopyIntoBackupVaultF#3IE4 ; hH 21 , Amazon Backup fHE4 KB S5l AR
TR P A [E) B9 K P R T B iE R,

FT

« EANEHREEPRRIENIEA

o ELNEZDREFENIA

- ELMBREZLREEFNRE S

EEXNFDREEFRRRENTHE

WERBIEEH N ZOREETNATE Amazon EBS REBIFRIIEEMN API B4,
B4 = D RE R ]

LR BEIELL 5 RN R DR EFENEE APl 1.
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ELRBREOREEFHIRER

BREERTAFNHRANBRKRBEXLER S RETUTRREFAR ZEEREMBRFEERLPHRE
&

/AN O

BREUTSREZOREELVBETRFENIGRIRE  FELERBREOREETHEERD.

ERMMRERE LIZE T RIRN AR

1. &% Amazon Web Services BEZF|& , SRS https://console.aws.amazon.com/backup £ 3T
F Amazon Backup %A,

2. EEMWSMERD , %£#F Backup vaults (BB REE).

3. HEIRPERRORERE.

4. ¥ Access policy (17 KEE) oS, FMEELT JSON R, LLREERPIERREZFEANEMAS
M ER B AR R EF PV IRE Ko

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": "*",
"Action": "backup:DeleteRecoveryPoint",
"Resource": "*",
"Condition": {
"StringNotEquals": {

"aws:userId": [
"AIDA1234567890EXAMPLE",
"AROA1234567890EXAMPLE :my-role-session",
"AROA1234567890EXAMPLE : *",
"112233445566"

EENBRZDREETHRES 132


https://console.amazonaws.cn/backup

Amazon Backup FRARIER

BAVEALE ARN 5l IAM B4 , BT RAIFREM aws:PrincipalArn £ B& AR,

BRIRE IAM K4KHE— ID ER , B2 (IAM AFHERE) PRYREUE — IR 5.

MREFHPBREHNIEERREE  MAR "Resource": "*"  EAURAHALESEELNTER
KR, Hlan , 3¥F Amazon EBS R | BEEREHERNUTHE,

"Resource": ["arn:aws:ec2::Region::snapshot/*"]

5. GERMI ISR,
Amazon Backup 3481

(® Note

Amazon Backup Cohasset AssociatesEXfVault Lock# 1T T ilf4 , ERATESEEIISX S
ZhAf17a4, XEEGRHERRZIZEARTNEZEESRMEERENIRNIFE, HX Amazon
Backup Vault Lock SiXEEHNRRNEZEE |, ES R Cohasset Associates & #HL1HE 114,

Amazon Backup Vault Lock R& M REFEN —DAEIIEE , EEMTEBENZOENZ S MERNIES
Ao HYPEENEX T T ENRESHERRIL RS , P, account/data FTE &= Amazon RE
FHEEEIEMER , MELEENTMER. ENMREETUE —MREES.

Amazon Backup BRZNZ B ERBHE Bz —EHEFER, MREMAF (BFE root AF ) =
B BRENEXHEFNEZEORERXELEGAREM , Amazon Backup N &3E4 Z R4k,
- HERE IAM RN AF TR EEAEERN THWREE,

- AR (HREY) IHE  ARREFESSEARER , WEENBRESARX THENRERE
ERREA , BNUUABKRREFHEF EXNHEERE,

REEPERN

HRREESER , BUEREFRPEREN  FEEAFLEARN, FEEXSEATRBRAERRE
IAM RERNAFFREEBEREE, REEXTHPALRRAEER , BRAGEENARTENZ
DREFEHTER. aAEXNERATERREREPERZAKEFLBBERERRERE (UARERE )
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MEBDREE. —BEEABRXTHREFEEYE K ERAAE , ERELEBRAUE (WREREFEN
Z, MALESEARER , WAUBBRREEFESRS )

REMN IAM R A ATAEREIP BREGERXTHENREE,

EMAFH AmazonBIL EZE XML T EMEX THREENE. EREEWEHBENBTNREE
PEBNFAZzH , SARATHREFUEDREEFTBRREN TR,

REFEYER T
Amazon Backup X#HFEBIE ZTHFL |, BIE :

- HNEEROREFETFERNENAMBEZHEIT WORM ( —XREA, ZXRE ) BE,
- FABHE  IRFEOREFTNZHN (RER ) EERINTESHER.

« BEIFITREH | BHILEAF (2% Amazon Web Services Ik root FiF ) 1RAIMIER , HFEH
HAOANBRERP EBNRER.

FREF A ERDRERE

& E] LAE A Backup #%1& @ Amazon Backup R & B 7 00 3 # B 8o

EnEFHREEMMREESYE , BIMITUTERE

1. &% Amazon Web Services B H|E , ARETE https://console.aws.amazon.com/backup £ 3T

F Amazon Backup %A,

ESMERT , RAZHREE. $£ Backup REETHEN B N REEYEN L,

EREFEHSENIERERREEYET , £& + QIEREEFEHE.

EREEHEFACGEERY  ERENAYSENRERE.

EREEMEERT  EREHNEREENER, AXEREINESER , BZHATHHEBR

EEHERR,

6. WFREBH 6 EFFNMNEAREH (REFP2TED ) , MRFREEPLUENFLZDMEH A
TRELRENREH , MXLEAELFEY ; SEHRFERTREFEFEENRE R

7. MREBEBREAEX K WEER—NEBNREENETHBHANIED, MRLEFEEEN , MR
2B REED , AR LES R,

o M N

EEMEXT K REEHENAHAMUBREEFEUETS , EXREFERAMZTNFTATZAERT
B, BAILUER AR IFERTE (M ATRE ) , BBRAEDH 3R (72 /M6t ) .
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/A Important
RRMIME , REERENEF AR, FAHFH Amazon#B A 8EXT H it 17 2 =M

8. WMRENEELMBIAE , FRALUBRREEMNE.
9. ERINEGHFEEMEEXATOREMNE  FEXFERRA confimm , RFEFBINEEFET

BRI
MRSWMERDER , WL A TEGE R R HIE
URED AN EZNREE

Efi & Amazon Backup XHESIE , E# A APl PutBackupVaultLockConfiguration, EB8&
NSHFHBRTEITEXRABHREEHNERER., IREGEEREEXTUEREESE , BFAESE
ChangeableForDays., MIRBEWSE , MFEENEX TRIRBREEHE,

UTREBEMEXNREEBEN CLI =PI

aws backup put-backup-vault-lock-configuration \
--backup-vault-name my_vault_to_lock \
--changeable-for-days 3 \
--min-retention-days 7 \
--max-retention-days 30

UTREZEAEEXNREEYERN CLI R :

aws backup put-backup-vault-lock-configuration \
--backup-vault-name my_vault_to_lock \
--min-retention-days 7 \
--max-retention-days 30

B LB B N NMETL,
1. BackupVaultName

EYENREENE N
2. ChangeableFoxrDays ( f{UEATFEHMER )
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LS B $E R Amazon Backup HEMERX TRIEZ X4 EFH. MRETEEAERATEMNE |, &
RS

ZEARBRT, ELAR—NTNT 3 BEF KT 36,500 WEF ; BN , FHEEEHIR,

MBIZ R EEBERIEE B BEIE , T DeleteBackupVaultLockConfiguration ¥
REEPENREETHIBR, =E , LR , BAUFEH
PutBackupVaultLockConfiguration EHEE,

EUHSHRENEERNRZE , FHREFENFTUE B TEE MR,
3. MaxRetentionDays ( Ali% )

RR-—NMURNENHHE, IRFREFRELREINZKREN.

BERNBARENAEENSECEAANBEFRERRRFT —H. IRENAAERGHRERE —
EREtE) , MIATBURF L ERE N ZHIR ( AR B ) . Hlin , ATRFEERUMSHRTHBERET F
(R 2,557 X, MEAFME ) o

WMRAKRIEE , Amazon Backup XHEHEFF2BHAERKREN. NREELSEH , MEw
BAREPRTRARBHNZONEF T LREFNFLFRIY,. REFHEQRZAEREFE
REEPHRESFZLN, BAEENRKRELH 36500 X ( KL 100 F ),

4. MinRetentionDays ( A[i% ; 21EIT CloudFormation )
EXR—MAXRNBUNHE, IRAREEREEAMESNSZEREH. LRENIRENEHHIA

HIPWIEFMEN iR, FlW , IREATEZRERGHEREELLEE  NIUXRIENVHNEALSNRN
2,557 , MEEME,

MERARIEE , Amazon Backup XHEHERFLBHAEREREH. NREELSH , NER
BRERETRNMEPNZONEF T LREENFILFEIY. EREENEZNSHREFE
Amazon Backup REFEHNIRE RFZ M, ERIUEENREREBN 1 X,

EEZMREERNR Amazon Backup EESIER E

A LABERY B EBDescribeBackupVault= &% Amazon Backup REE LW X HESIE FHIE
BlistBackupVaults APls,
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ERELRENZHREENATREEDE , B DescribeBackupVault #&%& Locked &
%, MR "Locked": truefRATRHI—# , LENF Amazon Backup XHESEN A TR ORE
B

"BackupVaultName": "my_vault_to_lock",

"BackupVaultArn": "arn:aws:backup:us-east-1:555500000000:backup-
vault:my_vault_to_lock",

"EncryptionKeyArn": "arn:aws:kms:us-
east-1:555500000000:key/00000000-1111-2222-3333-000000000000",

"CreationDate": "2021-09-24T12:25:43.030000-07:00",

"CreatorRequestId": "ac6ce255-0456-4f84-bbc4-eec919f50709",

"NumberOfRecoveryPoints": 1,

"Locked": true,

"MinRetentionDays": 7,

"MaxRetentionDays": 30,

"LockDate": "2021-09-30T10:12:38.089000-07:00"

LR HEIA T AR

1. LockedB—1MHRE , RRIEEE S Amazon Backup XH4ESERN AT & D1 E,
TrueE W& Amazon Backup X HEHELSBF FHEREEFRNIRE SHBBRREFIRIELK
( T EBREMAE T AR ) .

2. LockDate REN B IRMLERETH UTC BEMEIRE, HLEtE 2/ , BT AR BREE Xt itk
REFENHE. E£REMLTT IR A B E) F 02K b 7 £ SR 3 ¥ 0 SRRV A b B D

MR "Locked":false AT RAI—# | HEAZRMANAREEYE ( R NREEDE S BHI
BR ) o

"BackupVaultName": "my_vault_to_lock",
"BackupVaultArn": "arn:aws:backup:us-east-1:555500000000:backup-
vault:my_vault_to_lock",
"EncryptionKeyArn": "arn:aws:kms:us-
east-1:555500000000: key/00000000-1111-2222-3333-000000000000",
"CreationDate": "2021-09-24T12:25:43.030000-07:00",
"CreatorRequestId": "ac6ce255-0456-4f84-bbc4-eec919f50709",
"NumberOfRecoveryPoints": 3,
"Locked": false
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}

ERRHNBHRREENE (SRR )

EERREY (YEREECEEEMNEREE ZBIMAELockDate ) £/ Amazon Backup # %I & ffl
BRHESE |

1. %% Amazon Web Services BEZRF|& , AAFTE https://console.aws.amazon.com/backup £3T
FF Amazon Backup ##l &,

EENKS THEMNSMES  EEH2HREE , ARET'ROREEBE"
BEEEBRRNREEMNE AL GEBREEHNE.

B ERIBRRE EBE.

teEt , FER—IEEE , EREHUNRREEFVUENER, EXFEPRA confim, A
BHEIA

o > 0N

BUTERAIBESRE | 256 RSN E R BRI H#IE,

EERRHAMERA CLI T HBRREESE , M DeleteBackupVaultLockConfiguration
mWmix 4 CLI RBIFFR :

aws backup delete-backup-vault-lock-configuration \
--backup-vault-name my_vault_to_lock

Amazon Web Services Ik A L 8{#Y & FE < ]

L& K Amazon Web Services Ik ZERMMREERN , Amazon HER OB EHEHRBIBERT
Amazon Backup E &Mk 90 X, MREEX 90 KAKBEEMITHAKS, , IEREEYECE
I , & Amazon M BR%& 9 Amazon Backup REEHHNAR,
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« Amazon Backup Audit Manager , EAFZREECEXNEHIREBIREZ DN EMA L,

& LR A £ A Amazon Backup API B2 4E28 LA Amazon Backup Audit Manager SEH#E12 &l 7
BALTHH Amazon Backup MHESIMZAITRIF , ANTHBBERAREESNN R SN R

o FRRLTFIETHNRESWNEHTEELEINERETRNED. BRANATEENENREELHRE
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FRIEMRE EC2 EHIZDRITIAE, XAFMATE EC2 RER , EERSREEYERS EHEE N
Z17

MEHEAT EC2E&#MB , WALEHREAEEAN AMl, ENEARE . CEEEKHTER, EMLE
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EBS tRE M DynamoDB %13, RBEMREL/LNEZGAUERER,
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Amazon Command Line Interface (Amazon CLI) SR&EHK IR EFrER RIR.
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BRERFNROAURTERZD , HALUEEERD , E4ATARTIER RZEMRBENZ
3. Amazon Backup BEXEZEE , BSHEEZHHN TIEFEE, B2 , #HEE , Amazon S3 #
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6. “EN CloudFormation %k —H P WX EFERBCEMD 2

TR, EXNET4L/%R CloudFormation k&M —H o #HITEMD .

7. “ Amazon CloudFormation KRS BB A M0 2

CloudFormation X BPRAS ATRES MR 0. W AR COMPLETE Byt , HIATIRS
CREATE_COMPLETE. ROLLBACK_COMPLETE. UPDATE_COMPLETE. UPDATE_ROLLBACK_COMPLETE,
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R EEFEMR AW B#R TR ROLLBACK_COMPLETE A7 , NS H#HER , EHREFZRNZH
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REMELEREHHEIFTBEBNEZEMITARE. EERERHAMERENERTRKNEGEAH
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A, XEREFREFNTSFMERNHIRERE Ko
10 MBREENREMRER (FH ) HREE —EMNIRF 2~
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Amazon Aurora DSQL %15

#& 7] LA{E A Amazon Backup #1Z2##) Amazon Aurora DSQL ¥ Xig#1 % XS EEHNZ 7. Amazon
Aurora DSQL £#HZ2MNHREEARTER D,

Amazon Aurora DSQL £EENEZ I EFEAREN I ERORE. EXEZERE , BSRTIRNA :

- EABIERERM Amazon Backup
- BIEZMITX

Amazon Backup Z£fH 812 &H Amazon Aurora DSQL £&#MEZ 1A , BT A3 Aurora DSQL
R, BXEZER , BSR EEMNARS,

EROZXEERHN |, FEELUATEN :

- IRYERZDEFENEFINENXHEMVERD ; E— M XEBREZBLEZNSXFEFFH
FIEXEAIEZRE =,

- fERJRESREK , Amazon Backup ZIWEE —PMXEAEMRELHFEEF S —MEXXE, X
TEZXERER , BREEE—IMIEFNXEHEE-MER , HYZRE[/EFEIE —XEH=tA+
A H A X3,

DUTRXEFEN=ZATH. MRXGEFRIE—D, MEFERE—HAPH =X,

« XERI (HFRILMILE ). EERI ( HXEBM ). EEAEIP (JLmMFERCIL )

o BUM#X (ZB/R= ), BNX (3 ) . BONtX (BR ), BMtX (E2==E)
s TAMX (RRE), TAMX (BR), TAMKX ( KBK)

Amazon Backup B IR Z B EFIAMNAMEIZ DT RIF. WRERFEFANRMEZBITRIF
NARFNFEDEFDNERITERNAAREXE , XFHEMNRETE B4R ( RTO ) BHE,

BXER Aurora DSQL RE R ( %18 ) WEE , 3 H Amazon Aurora DSQL &R,

54 DynamoDB &1

Amazon Backup XxHMESHKINEE , AHZEH Amazon DynamoDB #IERF TR,

2021 € 11 B Amazon Backup 2 EHBREANEFBRIASBAE% DynamoDB & IhEE. E4km
S, RAE 2021 £ 11 A 21 B2 ARSI ERBREENEFBRIAB ASHR DynamoDB &3 IhAE,

Amazon Aurora DSQL &%

157



Amazon Backup FRARIER

A Amazon Backup B F M RIEMER RN DynamoDB EAERMEE. EEASRMEERS , AZHRE
HEMEEXA. BINEABREAEREUTRETENLR , BIEAREASBREATUMEERER, &
WA LFRERABEXEMBEK SR EZLIIEE, Amazon Backup

£
=% DDB &4 1L
=% DynamoDB &R EFEEM
- EREFHAEHAE% DynamoDB %17
« UWURESFNEAE% DynamoDB %17
+ wESHK DynamoDB & 17
s EEEH DynamoDB %4
 MIBRE % DynamoDB %17
- BEHAS% DynamoDB #7313 17 £ M Amazon Backup B HAML S

=4 DDB &3 KL 35

S AESINEER Amazon Web Services Xig , A L3 81 Amazon Backup#y DynamoDB & &
PRSI T PR A #T IR -
o RATTENMRI
o 295 R 2D T E SRR A

» FF Cost Explorer B9 A% BLdRrid
- HihE HEmM :

- BXigEH

- BIKFPES

. R
o ZfMEIR DynamoDB RYFEIRE | Ao F 26 FIX L AR E R 1% B A PR F B 55 12 1 SR B&
(). SCPs

=4 DynamoDB & {3 #F EEM
EE A

ABEEEMITR, REZFOVEIZORBLIEZN (BESHR DDB BENEH ) . RITHITIRE
BIENZ DR BIERMAEHKS |, AN ESR DDB HRHEITEND .
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MRENZHFELHEDREE  WEBBLZ DR AH CLI FHEFMASH DynamoDB %
%o

BEMLKRENAR

NMREFEABENAECEREMIRRIARS AR , WAMEEN B ELAGRMNSER LT RRE
( BRMEZEMMNBR ) : Amazon Backup

« AWSBackupServiceRolePolicyForBackup AI#i1T& 4 DynamoDB & 17
- AwWSBackupServiceRolePolicyForRestores AI/EE% DynamoDB & 14

ETHEX AmazonKERXRBNEZEEHAEEELARERXRBKN RS , 5. HEEXRRK Amazon
Backup

FEREEABHAE% DynamoDB %%

& LAE A Amazon Backup = DynamoDB ## & 79 DynamoDB #14/8 Fi Amazon Backup & 4% Ih

o
ENZEHIE B ASSR DynamoDB &3 Ih8E , BIITLA T84 . Amazon Backup
1. ¥ https://console.aws.amazon.com/backup £3TFF Amazon Backup ##HI &

2. EESHMERED  EFRRE,
3. EXFHERFEL T , BiE DynamoDB 2B E/E A,

MEREFA , BEIIEREMAFEA DynamoDB 43 Amazon Backup XiFHI RS .
4. 7 DynamoDB Z M SRINEETD T , EHFE Ao
5. EEZEREEE,

AR WA A DynamoDB #4I& /5 A Amazon Backup &4 AL , i§2 51 5% Dynam o DB f g
B Amazon Backup /5 FI Th&E,

LR R E AE % DynamoDB &%

& ] LU A Amazon Command Line Interface (CLI) 73 DynamoDB & 13/3 | Amazon Backup &4
Ihet. MUTHANMERIEERN true , BB ASH DynamoDB 17 :
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ELUREH B A DynamoDB & 14# Amazon Backup &R AL , FHITUATIRE

1. FAUTHSRELZEBZELX N DynamoDB A T Amazon Backup B4 Ih#E :

$ aws backup describe-region-settings

R "ResourceTypeManagementPreference" Ml "ResourceTypeOptInPreference" T
5% "DynamoDB":true , M&XRREL S A SH DynamoDB &1

MU\ TR, MBREADE— "DynamoDB" : false £l , MEXRE KB HASH DynamoDB
140, BREHRITT—F,

"ResourceTypeManagementPreference":{
"DynamoDB" : false,
"EFS":true
}
"ResourceTypeOptInPreference":{
"Aurora":true,
"DocumentDB" :false,
"DynamoDB" : false,
"EBS":true,
"EC2":true,
"EFS":true,
"FSx":true,
"Neptune":false,
"RDS":true,
"Storage Gateway":true

2. fEALLT UpdateRegionSettings B4ESF "ResourceTypeManagementPreference" #l
"ResourceTypeOptInPreference" iZXE&J} "DynamoDB" :true :

aws backup update-region-settings \
--resource-type-opt-in-preference DynamoDB=true \
--resource-type-management-preference DynamoDB=true

=4 DynamoDB & 17 100


https://docs.amazonaws.cn/aws-backup/latest/devguide/API_UpdateRegionSettings.html

Amazon Backup FRARIER

=% DynamoDB %3

£ Amazon Backup B B % IEE/E 812 DynamoDB &8} , BAJLAERA : Amazon Backup

- BXigEFIED
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TIRE,

& ] A A DA T R T4 TE Q0 A] N3 # ik TR A 2%

- SERISRERMEENXIEN , BAERNERNREENEZH. WREREEMEZSR , N
Amazon Backup fERASMEZRKRTREBNEH B ME D REN &K,

- HERIERERTENXEN , BAEEMBRRH.

E&AIRE Amazon Backup , EZ 5% &R Amazon DynamoDB %,

E A DynamoDB #{TiE R , 25 (Amazon DynamoDB A F#§r) MM %P iEE DynamoDB
Ko

Ml B =% DynamoDB & 7

#8755 DynamoDB FIBREEAX LT R IBEOIEMN R4, IEMA Amazon Backup Ml BR# 1 = 68
EEAN Amazon MEHRREFL B — B,

EiBr DynamoDB & 13 , S % 41 B,
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& A& 4% DynamoDB & {313 T2 Amazon Backup B H A{L 5

Z ¥R DynamoDB J& Al Amazon Backup S Z&ERT , fRAT AT £ EEYRHY DynamoDB & 17
Amazon BackupiXH# MR EHRATEMES -
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Amazon Backup £/ B #5 Amazon Backup X#EH KMS Z4A B NE& B, Ul , EfIEAER
DynamoDB FABRE K I /5 E# TN, XEMT TATRFBENEHERNEE, FSRNTH
Z 317 1% Amazon Backup T EE ZEE,

Amazon FiREF (ARN)

FNE ARN RS B ZE | &R awsbackup., Bl , RSB ZE 2 dynamodbo BAE
N ARN BIFF KM arn:aws:dynamodb &R arn:aws:backup, ARNs S0 (REFNSE)
Amazon Backup® .

BEXMER , BRENZHERER LSRR awsbackup RERBERANRZ LI ENEERTERH
SR IEES B2 DynamoDB &AL RIKRE, £ awsbackup FRF A ZEE |, & ] LA SR EE R A
F Amazon Backup# TR EM&E 0, BESRAGEEG THRESER.

TKE ENTRAMVE

ZMRR (BEEE. BEAH. MENREIMER ) EREK Amazon £ “Backup” T, BART , 28H
S REKER “DynamoDB” T,

WERATHERE AT LAFEA Amazon Backup Ik ERERGEIRZ DB EAR. BSHEWITE, KAMKE
Amazon Backup TEE ZE B,

I 5% EBS #1 Amazon Backup

%1 Amazon EBS RIRNEREEA TR O HMAFRENSRMELL

- PIBRERD

- BIETNZS

LTETHEHATRRBEEREE

EATHE#S Amazon EBS JA#Z

EBS RXHRZMNEBISEMNAERZ—. BXEZEE , B2H EaAHANEFEE,
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Amazon EBS %%, R —BMRG

ERINBEIRT , Amazon Backup J9iE#E| Amazon 3Efl#) Amazon EBS BH|EHfE— R 7. EC2
AR — B EKEEREEIE — Amazon EC2 £HIH S Amazon EBS B REBHEETEMHERTZ
HEN., BABEEEIUESHIHESZ D Amazon EBS &2 831717018 AR AR FIRASK AR R — 3
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MTZ8, R —BMREEIMIA Amazon Backup Zh8E , Rt ETLTFEHRITEM TR RIRERN AT £ 1t
ThReo

AT/ EBS REME SN ABEZRBHEREK, SHEAX—HERMERE IRIRE SO/ ENK
ERBEREIFNE,

I 5 EBS HRERSIF Amazon Backup

Amazon Backup 1R RBYEFLENBEBEEIROETEAL , WS 2 RMA Amazon EBS RESIHY
Amazon Backup & Amazon EC2 AMI XBxfI3EE Amazon EBS REBMIRBAIRETL EERIRE R E
AN — Mo MER. MR, XERE KPR N EXPIRED, MREIERE EMBER Amazon EBS RER
85, WA 2 BRIX LR =

& Amazon EBS &R

EIEA R Amazon EBS % |, I§1REBRIA R Amazon EBS &H S BRIR/E,

Amazon Relational Database Service % 15

I 5% RDS #1 Amazon Backup

ZE & Amazon RDS SRHIFERF IR |, SAPBEEC RN GEHR BihR 4. 2 Amazon RDS
EANZH Amazon BREFRHE B CHENNRZRBRE R,

Amazon RDS Rt B3 & 0 M F 3 Z ML, £ Amazon RDS Ri&EH Amazon Backup , HE|ZH
FIEMER (BREFOUINFHRER ) BEANFHEMD.

L&A Amazon Backup f|Z Amazon RDS E4IH %4 ( IRE K ) B , Amazon Backup 2K E &
ZHI=AER Amazon RDS 8|23 Bai& 4. MRFEEBZFM , W Amazon Backup BB E1R
BBEIA ( copy-db-snapshoti®fE ) . MREFFEZH , W Amazon Backup 022 &8 E RISZBIHY R
BB, MAREIAX (create-db-snapshotigfE ),

B3 Amazon BackupfE —#RERIZMNE —MUBEHHER 1 M TBRB, AEFEZERZN , A8
RERIASHEREERZ M.
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/A Important

2 Amazon Backup & it X/it%I —/ Amazon RDS =4lt|ZZ /N g ARER , HEH -
it RI#Y “Amazon Backup FF#4%%” B 05 Amazon RDS & & DM AR , FONKELR
AR XETHENZD , NMEIBITRABEEFRRAZ D, ABLEERXTER , A
RIEH Amazon Backup & 121t X=X Amazon RDS & A KB Bl — 2o

AEEIm
Amazon Backup B Bl 73 #F RDS Custom for SQL Server 1 RDS Custom for Oracle,

Amazon Backup 73X #7E Outposts & FHkE RDS,
Amazon RDS &£ % 17 it (8] Sk R

&% 92 EH Amazon Backup B2 Amazon RDS AR TR ZH , ARBIES BEHIR
FIEEN, BEAEEEAHERRBMEER , AR G2 E E a8 6 R ERNIRE , ALK
FANE,

EXEZER , ESRELEE MDA PITR XEMNRSUAREEELZMRE,
Amazon RDS Z ] X% %

Amazon Backup &1 3 %1% Amazon RDS for MySQL # PostgreSQL ZA AKX ( AKX ) #Eik
I, BIE—NEBEESFIMAANARE A BIEELH,

sTAREAEATRETH : TA#K (ERE ) K, TA®K (K3 ) X, RMBK (BR2)
Xig, ZERM (HBZEN ) X8, ZEES (RPN ) X8, BMBX (FEFTRE ) K6, Ti
WX (#ns ) K, EERD (BERIMILE ) KEMRMBK (£2L5E ) X,

ZUAXBBIEMALMCEAES , SENITEABEFEFNNENEE, EENEASSER, ES
MMEEE (X2FMEASFERN -3 ) #MURSTRAMNGEA N , ©EREEMNIEE,

EHESTRARXER , B LU%E MySQL = PostgreSQL 1 5|23 A,

£ Amazon Backup ZHI&/F , B=/EFBEM :

- ZTRARBEEEER  ARES —NEBEEZMNRN TR AREEXFINBEEELER 81N
FESSPIBUTAENTAX, MRSHEMERTEARREHSTAL, BEARAENEE.

« ZURARHBEESES : - P EHEEXFIAETBTHARP IR —INERABEEFEH, XREHRT
B AENMBREITR , B8 ABIEERAF RN TR E,
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o BABIEERS : QIBENBIEERS , RBERHBEEXM.

KOIMEBHNZDTH

 Point-in-TimeX & (PITR) AT A R4 , BFRZEEEH,
- TXBFEFZATARBEESFERR,
« RDS & = Amazon BFREZH (ARN ) BURTF ER M 2KFE 2 EE

— RDS 3:fl ARN : arn:aws:rds:region: account:db:name

—/N RDS ZHJA&# : arn:aws:rds:region:account:cluster:name

BXEZEE , 20 (Amazon RDS AF#ER) FHZ A A XBEEERTE,
BRUOAGIEZAAXBEEEHRBENESRFES , F5H (Amazon RDS AFERE) -

Amazon Redshift &

Amazon Redshift F— MR HEN T EBBELE , TEBEIWRE, MEEBLZEHN DI , FERERM
REBNE, BELAERT A Amazon Backup BY&Z 10, B30 AY 17 7] 3R A& BA B 3 -0 Ak RAE L By £ /R

ALAEERRPEHBBELE

Amazon Redshift B CER—HBNTRNITERR , XERFEHALK —NEREHNA,
Amazon Backup AI AR X LB

B 3% Amazon Redshift WE R , 52 Amazon Redshift A[J#ER. Amazon Redshift IEEF X A
B 1A Amazon Redshift £ EEIER,

%1 Amazon Redshift 7B &£ &

& ] LAE A Amazon Backup #HI A=A API = CLI BUmTE A KR EH Amazon Redshift 558,
XEEFHTUMEAZRIURN —BoERER , BT UREZTEEIRERAHTEND.

BRMZERENK (BATERER ) , B ERENER . FE8 , RTRETEN ; FEEH
SEHIPRRENERN —BIHTED.

£/ Amazon Backup AFEUEHR LS RXNEFEMNEIR ; B , IR Amazon Redshift 22 A # M —
BOR , WA AL Amazon Redshift PR BESIRBITHIREF. FEE , IREEFREIEEF
REBIGE |, MTELKEEFE A Amazon Redshift X & E, Amazon Backup

& A LUBIS Amazon Backup #2§ & 2 F k& 10 Amazon Redshift 888, Amazon CLI
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_CreateMultiAZDBClusterSnapshot.html
https://docs.amazonaws.cn/redshift/index.html
https://docs.amazonaws.cn/redshift/latest/gsg/index.html
https://docs.amazonaws.cn/redshift/latest/dg/index.html
https://docs.amazonaws.cn/redshift/latest/dg/index.html
https://docs.amazonaws.cn/redshift/latest/mgmt/index.html
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£ Amazon Backup & & %18 Amazon Redshift EBEEH 5% - BEZPRERNRZHITRIA —2B

VAN
Ao

BIE#%F Amazon Redshift &7

BXESEER , BRI EERERHEETE,

EREFHHE , BEELIEEE Amazon Redshift B iRH & 10 1T XIS BUEE P& E 0 EIEE.
FEZ 13 it X+ 612 Amazon Redshift it %I 4

IR Amazon Redshift EBHERZRIFHAR , MENITRIRAAIUBFBXLER, EXEFERYP
Amazon Redshift £8 |, 5T TRE -

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#| &
2. HEASMER  ERZIRPHER.

3. ¥ Amazon Redshift {0 R FF B .

4, BSENEFHEDEFAFRAEAFITRIHFTITR P ZE Amazon Redshift £ .

EEBZMITRNT , BULLUEERCEZ 71T X HEE Amazon Redshift £8 , B A LLE F T A 11X BA
A& Amazon Redshift £8, HINERERE Amazon Redshift B , A LUEER R INAFAE Amazon
Redshift £8 , t I P E IS EK M IT VAN EFZS LN EEE,

UmER AR TEH

& 0] LLFE JSON XA E X &R 911X H A Amazon Backup ##| A5, Amazon CLIEE#ZiTXl. &
KA mEA R EZ R ITRINEE |, 5ZHFER JSON XiEH Amazon Backup CLI B2 %& 41t
Xllo

BT LAE R AP BT A TR 4E -

- BEIE AL
« HRFHEL
- FREVRE RTEIE

® Note

BackupSizeInBytes A THRRKBEZFTHIE : L 5% EBS B, WSi# EFS XHR4L.
T 5# RDS ##EFE. DynamoDB &, EC2 W 3#3RfHl, FSx I3 4 RS Amazon
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https://docs.amazonaws.cn/aws-backup/latest/devguide/updating-a-backup-plan.html
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S3 7M. LFBREHEMHA/N (LLFTWHREMN ) , 78T DescribeRecoveryPoint
AP| 1 Amazon Backup ###H2RE. N TAZFNRREE K REFF2EZTRFER,

- BRRIIHRER
« FIHIRE SEVFRE

=& Amazon Redshift £8 & %

B4 A P EFMNIEBH Amazon Redshift EEEZ 1D, BTHITUTERE :

1. ¥£ https://console.aws.amazon.com/backup £$TF Amazon Backup %14,

2. ERZBHRERE. AFE , 2EH3EEM Amazon Redshift B & DR E E S o
3. BUOREERETHENZNIIR, BANETFMRER ID FPREEE.

4. EMBR—IHSMER , BEFERBRNSIEE, ERERAT , TELEEMER.

& & Amazon Redshift &£ &

BEXEZEER , ESEUAAERE Amazon Redshift £,

Amazon Redshift Serverless &% 13
i BUN

Amazon Backup J1#&# Amazon Redshift THRFEFEZBARELENRZHEE, BT Amazon
Backup , BRI LE I 2 A5 CLI ZBEMIRE Redshift Serverless Fa11R R,

Redshift Serverless ZiE{R# 81T Amazon Backup REZHEZ MR NIREHRFELCENIRT, BN
ZFRIEBITHREBHIZERE, R, B LULRNZRE NI ERIEEZLREE Amazon Redshift
BRI EREE Serverless MRZEE, HE , BALLERENK,

Redshift Serverless 12t B IRBFMFENRE. B A, Amazon Backup AT TEBEFIHIRR , BLE
ATEEEIRE,

Redshift Serverless Y& {3 1%£ 11

BRI LAE A Amazon Backup 2HIB8 = CLI RFAEZH , LA UFEEANROITRIN -2,
tERERD

BA LB AT B Redshift Serverless tn & ZE RIS BIREZ 7 :
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Console

¥TF Amazon Backup #2#I1 &

ERFERD , ERUBRERD.
ERRRE TN 2D EF Redshift Serverless.
ERITEZ OGS ZE,
BRERILEBBRERD

EERHONRER,
ERNENZOREEFEICNEFTNZOREE,
EREATZON 1AM A&,

( Ik ) ARDRNIRE, BERNEFFHIESREL | FRABPNIIRE SRVIRE | R BRI
RE , RERARERNIREE,

10. EEVBEFZOUBHRZHEL.
1. ElLEsE , BHARNERELRE , EUUEEPEFZHELRELRSHIER,

© © N o g »k~ w N~

Amazon CLI
¥ A start-backup-job T,
IS L %
* BackupVaultName

e TamRoleArn

* ResourceArn

 CompleteWindowMinutes
* IdempotencyToken
« Lifecyle

e StartWindowMinutes

Example R4l

LATF RI7 Redshift Serverless #5& 22 [H 02 IREZ 5
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aws backup start-backup-job \

--backup-vault-name sample-vault \

--iam-role-arn arn:aws:iam::account:role/service-role/
AwSBackupDefaultServiceRole \

--resource-arn arn:aws:redshift-serverless:region:account:namespace/namespace-
name-UUID

E& P it %8122 Redshift Serverless it X% %

EALUES Amazon Backup #2#|& 5 CLI 1 Redshift Serverless & ZE B SI2F IV Z 411K |
LU Redshift Serverless N INEIT A & 41T X+,

HN5R Redshift Serverless T A ZREZRIPFHVER , NITHRZHULSREILETEZTER, EERE
Amazon Backup ##l & F{R#* Redshift Serverless , B ERUA TSR :

Console
E% 1 Amazon Backup &l A F1R#" Redshift Serverless , BERU TSR :

1. ¥TF Amazon Backup #Z#|&

2. FRASMER 6 EBZIRPHER.

3. Ff Amazon Redshift Serverless {1 23T FF,
4

SREBRZERZ MM Amazon 85 , HIAITRIZH TR 2 E Redshift Serverless @& ZE A,
IR IRZE R Redshift Serverless B, A LU R R IFTE Amazon Redshift S8 & ZEE |, ]
ik EZ AN GmEZEEEZELHNEIEE,

EEERZOUXT , &7

- B E 11X H B E Redshift Serverless ;
- EHIMERMITXILLEE Redshift Serverless.

Amazon CLI

BXfEMA create-backup-plan BYIER , S HF A 8% 41T % Amazon CLI,

MREBERIMAITRILEE Serverless BIR , AT update-backup-plans

E @ E1E BackupSelection “ FHI TR EF AR ARN ( Amazon BREBM ) RAUTHER : {“&
R
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arn:aws:redshift-serverless:Region:account:snapshot/al2bc34d-567e-890f-123g-
h4ijk56178m9

B[ RE R EIE LR F Serverless i R ZBIMEEL |, 5SS 8 Amazon Redshift Serverless it &,

Amazon EKS %15

Amazon Elastic Kubernetes Service (Amazon EKS) SEBHZNRIRARK , B LUFX LR RIER —
NETHITRD. HERHD Amazon EKS £8E , Amazon Backup 2812 — /N2 & EKS £EIRAH
KABEZHRNEERE R,

%1 Amazon EKS 8B , 1 X H Amazon EKS £ERS MK A B IERE KR Amazon
Backup, XERERASEMNESMRER/NEARERF,

Amazon EKS 2B EFRNTRINARZB D :

- W5 EKS EEIRE : X2 Amazon EKS EERTSHER. BEXREBENWAHE , ESRTHEHHN
Amazon EKS £ KiE,

o KATFM  XBBEITKAEFHK MBI S# EKS £FNKAEZM (L S# EBS, Amazon
S3. Amazon Elastic File System ) B9%& 3 , HH EKS Add Ons CSI I3 2 F X 5.

5k EKS &1 R1E

Amazon EKS 80X P FEATUTRIE, BXLSE EKS WEEERIE |, HSRT D% EKS X,

EKS Backup Ri&

« EARER — AT Amazon EKS £HZHNBREREREEE —ENMRE R,
- MEMER — BT Amazon EKS EBRHAENEEME RN — B RITR2HNRRNIRE Ko

« EKS £8RE — ENEFHF Kubernetes B IRFTFIRASH Kubernetes F&# ( YAML = JSON X
) . XTIE Kubernetes RIRFMZFE , fln : Hl2, BIEMRS, RESE, F#XK 5 DaemonSets,
FREME, BIAE. kKABFH, BENAREN., AENABHE,

« Amazon EKS £&#EE FRE -2 8L 5# EKS £EHRES,

« KABFMER — B2 EKSAJd Ons CSI WHEFEFNF#RE (EBS. S3. EFS ) HIkAE
#.
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5% EKS & 1945

Amazon EKS & 3BT AHF -

« IO EKS EERA
« KATFM  ZREFHEXENZH , SFEL % EBS. Amazon EFS 1 Amazon S3

Amazon EKS T 2EUATAHE -

- RBNEEME (ECR, Docker ) WRBER
- EKS £ EMIRMEAL ( VPCsHIMFRX )
- BIERW EKS BR , flnT s, BaERK pod, =4, HAFEL,

EKS B IREMERFMH (“&1028")

« EKS £E#iRIE :

« EKS E£EEZAUERIRE RN API 5 API_AND _CONFIG_MAP Amazon Backup , AT 8I&159)
EKS &M inRI%E,

. PR :

« Amazon BackupfIFE & K EEAWSBackupServiceRolePolicyForBackup 8 & & 1388 Amazon EKS
£/ LUK EBS # EFS KA R AT ER IR

- MRIEHY EKS £FHEE S3 FMME , WFEEBFRZREIMANGE A S3 MY T RS L
R

» AWSBackupServiceRolePolicyForS3Backup
« S3 ZMH KRFH
- % :
« Amazon EKS JLEWMRE RO E A BAr& 0 EHN Amazon KMS ZAERITINE

o KATFHME LR RBI AN SR FHRINNZIFHITINE : EBS R, S3 &3, EFS &1, &
Z AP %5 % Amazon Backup

#1Z Amazon EKS &%

EZHILERNEZDEL. Amazon EKS EHEDEFSEBRS. BHESEHE , ERESK B
TR, RRREBUEMER (FH ).
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BIEIREM Amazon EKS &

Console

EREH Amazon EKS £EH B IRERD , BHITUTERE -

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup ###I &
2. ESMERYP , ERZRPHRIR.
3. & “WIREE" T, i&#H Amazon EKS,
4. EPEBEZHE Amazon EKS EFZU N E%ELE,
5. GERUEBREFRD.
6. RERMNRE A SERHEQ. NAFENIENREH,
7. ERUEBREFRD.
Amazon CLI

EFEANUTHENEN Amazon EKS S CIERERMD , BHITUT Amazon CLIRE :

£ start-backup-job &% :

aws backup start-backup-job \
--backup-vault-name my-backup-vault \
--resource-arn arn:aws:eks:us-west-2:123456789012:cluster/my-cluster \
--iam-role-arn arn:aws:iam::123456789012:role/AWSBackupDefaultServiceRole \
--region us-west-2

(ALt ) WEEHMSEH , flmEmARRE

aws backup start-backup-job \
--backup-vault-name my-backup-vault \
--resource-arn arn:aws:eks:us-west-2:123456789012:cluster/my-cluster \
--iam-role-arn arn:aws:iam::123456789012:role/AWSBackupDefaultServiceRole \
--lifecycle MoveToColdStorageAfterDays=30,DeleteAfterDays=365 \
--region us-west-2

BEREZMMESRES :

aws backup describe-backup-job \
--backup-job-id backup-job-id \
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--region us-west-2

U 5 EKS & 19 ARN &=

£ 4 1ME K arn:: backup::: recovery-point: composite: partition eks/-region accountId
cluster-name timestamp

Child Recovery Point arn:: backup:: backup::: re partition covery-region accountId cluster-
name timestamp

TS EKS I8 R
ME RIRES

% Amazon EKS E#HNZ IS TR (S RENCompleted ) B , EBIBZEFHNZ M. LBZHHE
MNEEMER. EEMERAUEFUTIRASZ— : Completed, Failed = Partial,

8 Amazon EKS ZHBMELNESMERBB-—INRELES , AN FRERVUETFRZHNES (&
BEEMKASE ).

s BEUESTERERELBHWEAN Amazon EKS £ & HE K RIFEERZ FRH Amazon Backup.

o KBRBSRRZMELFED ; SHEABMHEBEBIUER , NEFVUEZH

* Partial RBXTHETNAERBEHARZN. NRETEEARR (RERR ) N —IHBZ/NE
BESHRSTRE , WA X EXTPER. CompletedB A AFFBIRRERMD , UEFETHE
S BIE Completed KRB E IR,

SEMERTHNEIMRERREEECHERRER , BMIEREE B SHIRE (Completed T
Failed ) . A& R Completed HWHREIRE S AT LUEE,

Amazon Backup XIFEREHERAFE , AXAKABMER. EALUTHENREREXZH
ESREHER.

EEMRER

IUEHESMER (M) ; TUEH., BBk, BUEXBRIMEKABFIIRE R, Amazon EKS &
HRESTMRE[/FLEES., MBRHEUEXEK , ENESHRESMERKRE 111 XK,

BEREFDNEAMERT AN, TEEMERFHRENE RCMBRIMFERRKIKG , BT UF3
MBREESMER , LAUREE | ERR 014 o5 B HF EMIER.
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T BRIR B R

18 0] LAsE P 2 1 &5 =6 FA B BR AR & . Amazon CLLIo
EFEAZEFHAEMBRMRER , BIITUATERE

$TF Amazon Backup &l & , Wit Ahttps://console.aws.amazon.com/backup/s

1. BHEAESMEFNZRPNER. EXAEF , A EKS BURE RIEH Amazon EKS £,

2. EEMERRETEMERERT. TUEEEMIER ID EMHME (+) BB ESRE
R, ETEEGMERPIENFERENER. BANEFEARER/ENNEIRE  FEIEE
EMIBRAVIRE SOEFEF,

3. HiEMIBRRE,

LEERAEHARBR - NS NEERERN , FRE —NEEE. LBSEEREBHANKRESRE
RNEER , SEESHRIHBRERE R,

EFEMA APIIBRIRE R , i DeleteRecoveryPoint &%

¥ APl 5—i# ARt , Amazon Command Line Interface #4771 M BRFTE BEMNIRE S , RS 82
BREE R,

HUHBRERE REE A IRE RHYKE

ZAUEBCEREMRERSESIMERHXE (flmn , ZHFLAEBREMESERBRESMER ) . LAt
ANMRERERRE , BEHABRRE—E ; MR , HEUEXEKE K EEEMER LRENR
FERTBREATHREMRER. Amazon EKS SEERBFMERTERBRXREK , AN TCEAERXRESNRE
RREF 111 IR R

BOERAEHEEBUESIRE S <E , AT LA A API DisassociateRecoveryPointFromParent,
SFRER
FBALUEFEEMER , LA UESHFHBRENRER (MRBRZFEKSMBEXHES ) .

EE M Amazon Backup Z#HAEFIMER , BT TIRME

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup ###I &

2. BEEMSHMERHHE K AEHITESEESFNMESNREE., EXFEFRBAEKSUNE
7~ Amazon EKS & MIKE =,
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3. EEAMERTMEMERABHERENES IDBERT, FIE , BLEEENEHBREN EKS
E Ko

4. WHBREBNEESMER ID EMWETAFSHITRIT  EFEGFEENERENRER. &7
e HEAREREMN SR EREREES,

5. &HjE , RHESALAN BE THIR K REEd EF%

Amazon EKS & XA RIARER .

o FEE M X/0K 7
- BIKF
- BXE
o EFEMAXE

BR 51

- FXFBEN CSI TR, WMARMKALHDH ACK EHI2RER CSI BHBFHKASE, FEE X
volume.kubernetes.io/storage-provisioner: ebs.csi.aws.com2RRHBIEEH
ALEBEENTHE L MTR1ZEFEH CSl, RFRMEEEFH StorageClass RIE.

« MountPoints o3& % M MNZE CSI BN F V4 EBIZRAY Amazon S3 F#EE. X X3F Amazon S3
FHEENER  TXEEENTIR.

- YR EKS B Z M —3 2K Amazon S3 FEBEZ NI IFREBEM,
- EKS F#10F7X# FSx B CSI W2 FRIMI S #h,

« Amazon Backup £ O Amazon utposts R Amazon EKS,

o SEOMEREHREF

&= L[| &3
1. “Amazon EKS 810 EE8 T4 ?”

{ER Amazon EKS £EWEBXZ BN —Z 2 , BBEXIFT Amazon Backup X3 Amazon EKS &
BRBMKABHTEMR. Amazon EKS SBR[ IEEREN. IAM A€, Amazon VPC
B, MERE, BE&, B, @4, FRKE. RETRYA, Fargate BEX . Pod &4 <EBH
Kubernetes &8 X HFiFHE .

2. “Partial RERBERBECIERMELK 2
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aws-backup/latest/devguide/aws-backup-limits.html
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TRo ‘B X—RERTEENMERCEND , MELUREH. ERINRGAUREERESHES
ZlCompleted& 74

a. BTEHEAREN —NEZSANEHES AR , DAEFIETIZMEL,
b. EMBRREME SRR EEHESESME S <k
3. “ERBZH , REDSEERERMN Amazon EKS £8 ¥ RE K Amazon EKS HinA 4 2~

2. Amazon Backup NEEEEMN Amazon EKS £ F 2R MRESMMAH, HE—HER
M 2fS EKS £FNIAUETIRE N API = API_AND _CONFIG_MAP , Amazon Backup LA{E 4]
Bi5R) EKS £8MIhR%E.

4. “Amazon EKS £ a3 5% EKS EMiRMEH 4 E R T T ECR MG 27

TR, Amazon EKS 2 M ET EKS £FRBMNARRF THENE , MARKEEEMIREA 4
AERBR R,

5 ‘REEDFERMN EKS EAME R EmBERRFM 27
NFXELAEHEENREEFIRER , BT ERAFEMH. BEXIFNTESIK , EZHAmazon
Backup Zh&g Al At 515K,

6. “TMY EKS R RBER MK 27

Amazon Backup X eI XN BN FME SBITHER D , ¥ EBS £, EFS XHHREKM S3
@, EKS EERSFMERTRTER M. S M Amazon Backup IhEEa AR,

7. "REER QIR RSIHEREMN EKS &40 27

AHU , BERETUSNEBZRERSIABREEFHEE I INEERN KX %E Amazon Backup.
L Amazon Backup HEER MR,

I Sk E#Y SAP HANA %13 EC2

(® Note

T RS Amazon Web Services X8 & LI XM X | X EXEH | Amazon
EC2 35l £ SAP HANA BiBEZ %7 A,

Amazon Backup Z#FEI S# EC2 3R] EZ M F1HKE SAP HANA BIEE,
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£

« {8 SAP HANA B3 FE#EIR Amazon Backup

o BEUTHEREZHD SAP HANA IR &R FZH Amazon Backup
« Amazon Backup ### & P H# SAP HANA &4 1R4E

- &% SAP HANA $iiEEE

« FJ Amazon CLI F SAP HANA $4E%E Amazon Backup

« X SAP HANA 335 & 10 3 1T S HEBR

- {EARTEY SAP HANA RRiEF Amazon Backup

» Amazon Backup EC2 3£l £ 53 SAP HANA ¥3EE & 17 1% 89

£ SAP HANA B #EE#IIR Amazon Backup

BRTRBLBRROMMREREEIN , 5EEAT SAP B9 Amazon S EC2 ystems Manager #J Amazon
Backup S/ R T E FIRBIMERIE SAP HANA iR E,

Amazon Backup 25 Amazon Backint Agent 5 , Al T#1T SAP HANA 23 Mk E. BXEZE
B |, 55/ Amazon Backint,

BT AREZMD SAP HANA IR FE /Y 55 R %4 Amazon Backup

EHTRHNEFREN 28l , BIHRATILNRREMS, BER , BFEX SAP HANA BiEFEER
EEBRNR , FEFEERE Amazon K P EIEH IAM AEMKBEAINRT SEMITXELSR,

£ Amazon S EC2 ystems Manager |t 58 FRiX £ &R &4

1. 711217 SAP HANA BIEER T Si#h EC2 KA ErTEN R

£ FIEMEIE Amazon Secrets Manager

Z % Amazon Backint #1 Amazon Systems Manager 5@ F SAP K12
I%iF SSM Agent

BIESH

SEMF SAP HANA $iEE

2

REMEREDN HANA SBOIEM —IR. ZNEMAESSHE - KIERE ARNs BZ N EM. RE
B4 ARN AEM AT AL Z DT RIN IR G4 2B TR MANEER D
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Amazon Backup 2% & F# SAP HANA &3 184E

SAP B L RZMHHM SSM REFTAR/G , R AT SAERSEE £ EC2 2 MIRE SAP HANA,
LRI SAP HANA &R

Amazon Backup EH TRHF EH SAP HANA BiEE | X490 SAP HANA fE A Z RPN E Rz —FF
B. BEEBEMA , FHITUTERE

1. 7 https://console.aws.amazon.com/backup £ 3TF Amazon Backup ##|&,
2. EEMSMERD  ERRE,

3. HERMARST , EFEERR.

4. FEL S FEFMA SAP HANA EC2,

5. BEEiA,

T 5i# EC2 £H) SAP HANA RSB IEFEMATIEEIEE A,
Bl SAP HANA ¥z R it &= 17

B L REIE R 01T X F @ E PRI SAP HANA FR , R BMX SAP HANA 3R 8172 57 89 % 17

MRBERVEFOZMHITR , WE=/NED :
1. &I 1 NERFF IR

1. EEZOITIER,
2. EEZOUXER.
3. BEeIEITH.
2. JET 2 : HEFITX
1. BEZRITXIBF,.
2. (&) EEZERMEF MU RIBIRE,
3. BEZHANEKE.
a. BEZHANE.
b. EFRINFNREEXCEFNZNREE. XRE#FZONMLE,

5% E#HY SAP HANA %1 EC2 178
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Amazon Backup FRARIER
c. BEERMME,
d. BEZMMNEER.

FER , S XBRRISFH,
e. BEREH.

LA FEHE B
f.  (Wik) BEEEFMIRE WHFRZL,
4. BEHOIEUX.
3. &M 3 : £/ JSON TE it X

1. BIBRMERZMITRIE JSON RIEXFGEHRENX , WENRZMDITRIFEE JSON,.
2. EBEFRHITXER.
3. BEHEEIE JSON,

BUEIZRBITRE , ARET—FSHRAZ DI DE R R

ZRERABPITL  BEBRDEHR, EAILLERES B SAP HANA Biz7E | BFERSEHIEEN
MEFBAERE, £9E A BUEREBERRY E RIR IDs.

B2 SAP HANA BiEENRER D

BRI EZENETRD , ZZFHERFUEEIT, HEE , Amazon EC2 54 LAY SAP HANA
BRENERFEEORTERND  TIFEEZD,

NECHREFED,. TRHABZOENEERF, 2HAXNERIZMFLRTE , BUERS
ERFELHE. FiETRENDESHEBETNZMEMEL ID, RAEEECHREMRKIZHELAR
Bo BHTHE , MAFMERN Completed, B AREEE/L/NETHIETEL

Rl & DEL IR ATEBRSEL. ERANERARZIZZMOEL ID UEFFAELRS.
%14 SAP HANA BiEE

BRI TIELEZ D |, XATELE point-in-timelk & (PITR) —2FEA (512  BREZH TR RRE
ERBEHRE ; T PITR EAELERHRIEZF—EBRSERNHNEL )

BIELED , ZBALUE EC2 324l £EH SAP HANA BB EE R E LA RS ERE , BEEE1®
R (&RKAER 35X ), EEZFONTHERER  aLERRNTERZG , RRTHR 0 EIRA
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E£5HE, PITRMENTHFERERLRENZTERZND  ARRESESERIEERIRERETE,

Amazon Backup

#£ Amazon Backup £/ Amazon Backup #ZHl A= APl SIZZ A1t XIeY , B LUERELZ D,

FREHERREEENR

1. &3 Amazon Web Services BE# %A , AABTE https://console.aws.amazon.com/backup £3T
F Amazon Backup %14,

2. HESHMBEKRD  REZM0ITR , AEERUERZBITR.

3. ERMAITRNT , &BHFIMZHITH.

4. EZOANEERS , EBAIENETRBEAEER D,

#H SAP HANA BEEZ B H PITR ( point-in-timelt & ) f& , BESFHERER|F | Amazon
Backup EZIME S EIH (IRBSETFEXPIRED), B LAEXRE SAP HANA B R B ERBLE |
LA{Z1E [ Amazon Backupf i B &o

RENEELRE SSTOPPEDR RNELME SE M ; HEEY , M SAP HANA 2% E) Amazon
Backup E RHEFHEEFENN A FEER, FitaESEEERAHIAIRE RSN
STOPPED..

BREEZEMD (MERK ) WERE LB TREESINRE , FSHAAEEN SAP HANA IE FHESE

BREBS
& E SAP HANA $iEER &

EEZHMEREL AR

1. 1E https://console.aws.amazon.com/backup _£¥TF Amazon Backup &l &,
2. ESMERP | ERMEL,

3. ERROEL., EERELIREFELUEFEEHNELTIR,

4. BRHBLHEL D LEFFAELRS.

EEREFETHWRMANRESR

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #14&,

2. ESMERT , BREZHRERE.
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3. BRARGTROREEUNEFTZREETHAERER,

EEZRPRFRNFAGE

1. ¥E https://console.aws.amazon.com/backup £ FTF Amazon Backup %15,
2. ESMmERF , ERZRPEIR.
3. BEALURFIRREBITIHE  UEFZRREXENMEZMD.

F Amazon CLI F SAP HANA ##EE Amazon Backup
BHEFETHEMRETFEHEAN AP EA.

ELURTE A ELE Amazon Backup MIEEHRIR , i# A APl fAStartBackupJobf7E EC23:4l £
219 SAP HANA BIEE.,

{#/ start-backup-job EH CLI &5,

X SAP HANA B4 B & 1 3t 1T H PR HERR

MR TS D HIEIR | BEEU T2 MBIERS 8 RH
Python 53R &4

- 8% : BEAT SAP B SSM LUK |, Zypper £5iR 5 Python lxA&Hx , FE Amazon Backup
Python 3.6 B2 SUSE 12 SP5 ERiA# Python 3.4,

fRRF R : SUSE12 SPESERHITU T T RE L LEZSMRAEH Python :

1. 11T update-alternations @3 , £ '/ 3 'H 3 Python 3 RIZR&FS48E#%. usr/local/bin/' instead
of directly using "/usr/bin/pythonitt #4235 Python 3.4 iR E N BRIARAE., S E : # sudo
update-alternatives —install /usr/local/bin/python3 python3 /usr/bin/
python3.4 5

2. BEZETU T a5 Python 3.6 AmEIZABER : # sudo update-alternatives —
install /usr/local/bin/python3 python3 /usr/bin/python3.6 2

3. BEETUTHHHEABEERN Python 3.6 : # sudo update-alternatives —config
python3

RIS R THH

There are 2 choices for the alternative python3 (providing /usr/local/bin/python3).
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Selection Path Priority Status

* @ /usr/bin/python3.4 5 auto mode

1 /usr/bin/python3.4 5 manual mode

2 /usr/bin/python3.6 2 manual mode

Press enter to keep the current choice[*], or type selection number:
4. % A5 Python 3.6 3 RIEY B F,
5. % Python MR HHIANIEFEEA Python 3.6,

6. (AL, (BRUUXHM ) BiE Zypper i B RABEMHIEZ1T.

BT SAP X AEME Amazon Sy EC2 stems Manager

o R BT EILIFEIA SSM BN S | SAP M SSM T XM TEfME ., Amazon Secrets
Manager

RARFR . WA RETUMNER SAP HANA BIEF G EIX Eig . MRITEHR , WA LR
Amazon Secrets Manager 1 SSM for SAP 1% Amazon VPC % Ko

1. BT TaS , MiAMNITEDE EC2 EHX HANA BIEER Secrets Manager
BIT5EAXPR : aws secretsmanager get-secret-value —secret-id
hanaeccsbx_hbx_database_awsbkp. MRZAFTREEREE , WPHAEEEMELEX Secrets
Manager fRS5m RV E, HEFEM Secrets Manager K RZF "L BRIZ1E,

2. BE{ToS aws ssm-sap list-registration , MiX5 SSM for SAP i REViERE, R
ST ARAEREE |, WA A IEFRR XS SSM for SAP i R BV F].

iR~ : Connection was closed before we received a valid response
from endpoint URL: “https://ssm-sap.us-west-2.amazonaws.com/register-
application,

WMRFTEFGREwR , WAERAED A 4%,
« FTFBH XIS O LA 5 E Secrets Manager 1 SSM for SAP I AERESwA ; HE
- 7 Secrets Manager #1 SSM for SAP &l VPC s , RE :
« H{R7 DNSSupport #/FFH T Amazon VPC DNSHostname,
-« BREH VPC IR ERB R LWFFAE DNS £/
« W15 SSM for SAP XKIMIZERK , M BEFERERKMEN.

« £4i%R : Amazon Backup B F i8] Amazon Backup BRE 2 #i% 2= PH , Backint
KM, aws-backint-agent.logflLAE RELUFUTRENE

i® : time="2024-01-03T11:39:15-08:00" level=error msg="Storage
T 53 E# SAP HANA &3 EC2 182
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configuration validation failed: missing backup data plane
Id"={level=fatal msg="Error performing backup missing backup data plane
Id. Bt%h , Amazon Backup #2#IAE AT LLE R Fatal Error: An internal error
occured.

RRAR AT RERAUAFBRAERSHSK (HTTPS ) o EALEDUS , DNS HEZE A E
IP it #E AT T Amazon FRSSHYE R

- iR . BT HANA ZBEER/HRFTR , SSM for SAP M A K., RO IRTRESIE
ffAError connecting to database HBX/HBX when validating its
credentials.hdbsql@Discovery failed because credentials for HBX/SYSTEMDB
either not provided or cannot be validated.fEMiRXEEZE , tenantdbiZEZEEE
i HANA #3EE Amazon EC2 SEHI# T, systemdb

#£ Amazon BackupZHI &/ “/Fill” WEF , FMESFFMEE TUE REIRFAILEDRYIR
AMiscellaneous: b’* 10: authentication failed SQLSTATE: 28000\n’.

BRTR  ARENBHISRBERFR , Sl S,

« $8iR% : b’* 447: backup could not be completed: [110507] Backint exited with
exit code 1 instead of 0. console output: time...

RARF R : SEAT SAP HANA 89 Amazon Backint REBZ&EAIREAR K INTTR. EiXTEIREY SAP M A
EF RS 85 £ ZBE Amazon Backint Agent Al Amazon S EC2 ystems Manager X E N TE,

- BHiR EME , B2 a5 R EXH TR,

AUBEFELETR , HTEBIERKRFR , EZEEEDT HANA BIEEEM LK. RE SSM for
SAP iy Application Manager for SAP #2#1& & REMKD , BEE T EBWINEMAR . MREHFHAE
TOEMAS , BREERERHKD , MZ DT EK.

BIEARA -
1. B SSM #4158
2. NEM S BERPERZITHD.

3. EXAFZERGDALICEKTHA Instance ID:Equal: , EESTERA T IMOEH, XHF
EamHHEIER,

4. FAWS ID FIEHRIRSH Failed WS, RE , REIKXHEHFFAWSSystemsManagerSAP-
Discovery.,

5. £ Amazon CLI , iz{Té@h¥aws ssm-sap register-application status. JIRIREHY
EERN Error , MIRREMEK,
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https://docs.amazonaws.cn/sap/latest/sap-hana/aws-backint-agent-sap-hana.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://console.amazonaws.cn//systems-manager
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BARFR  BREN HANA BB ERBHRER (IS ) .

B2 SAP HANA BiEEM =4

« &R . 82 Amazon Backup SystemDB = TenantDB HIZREZ MR , BHASER “BHiEiR H
Bo ZARKRERXMER , RANTEFRILNBIRR. X2 HPE 7R i S8 & P s & EK
Mo

aws-backint-agent.log A[88&E R level=error msg="Storage configuration
validation failed: missing backup data plane Id" = level=fatal msg="Error
performing backup missing backup data plane Id." ZEH4EIR

R R N2 BRRQR K EE T RRR,

- £#51% : Database cannot be backed up while it is stopped,

BRAR  AREZONBEFLTEIRS, AEEREEFELTELRSH | FFOHREEFERE
*ﬂ H /Cho

« $81R : Getting backup metadata failed. Check the SSM document execution for
more details.

BRAR  AREZONBEEFL TEIRS. AEEREELTELRSH | FEZ2OBEERE
*u H /:\tLI\O

BEZHAE

« ¥8i% : Encountered an issue with log backups, please check SAP HANA for
details.

RS R . E SAP HANA |, #{R HER 172 Amazon Backup M SAP HANA &= %,

« £8i1% : One or more log backup attempts failed for recovery point.

BARFR . BXEFMAEFEER , BRE SAP HANA, H{R Amazon Backup M SAP HANA [ k% B &%
il

« $81% : Unable to determine the status of log backups for recovery point.

BARAR . BXREFEMAEER , BRE SAP HANA, H{R Amazon Backup M SAP HANA 6 %% H &%
iR
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« £81% : Log backups for recovery point %s were interrupted due to a restore
operation on the database.

BRAR  SEERESTK. BERONEZ2MRE.

fEARTHY SAP HANA 7RiZEZ& Amazon Backup

BIERMERE . SAP HANA T HFAMEKBEPBIER D . TERXMHMN INC (£ ) £, Amazon
Backup £t T R Z IR EH B E AR,

BF&# : SAPHANA £ BB N EZMEE, Amazon Backup 5iXMNEFED ., BNHEH
WMLEZEFHBIE—N%KE,

EZHERR (BEAE)  WTFrESWEIRE (PITR) ThAE , SAP HANA 2R IR B &I — X & H
ROFIEES,

REEH  —HEFREL , HPNZERBRBEFESERE SNRERIERETE,

BIREE R - IR R R R — R REL |, EUHE  RRERNBEESH BRI BS RBEFERAERIE
JEO

FULL : TRZOREZODENMNIEE,

INC : ERHRIEZHH LIXRZ MR SAP HANA BiEE# THATEE X,
Amazon Backup EC2 3:fl £z #F SAP HANA #i#EFE & 171487

LEI R RLETHEE

- EEEN (FRESHEE ) TEEFHIEMXKERKS, ATLUFRBEEONTEZAEFIZHFHX
A,
« PR X Backup Audit Manager Mk &

« MRS B Amazon Web Services XA 5 EC2 SE4] £ M HIX1FH SAP HANA BIEER
7 X139,
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Amazon S3 %14

B

Amazon Backup XL IMEFMHE S3 FREHMBUERE. FHEMITE Amazon RS —EEF#IK
FEWNAREFNERZHNIRE., FZIWEER A T#1T S3 &4 , B3 Backup Audit Manager.

BRI LAEAREA 2 —Z 45K BE Amazon Backup REFR EFCIZNARFHIENEZ B, Amazon
Backup Ba1f¥F[E Amazon REME=ZFNABRFHNEZMHLE —NEPWMENVE (MMHIZHRE
E) , UELAUBIETXNARERENMNNARFNRD. X T S3, BAUBIBRELERH , ERF
7 SSHHNARFREHIE , RFRE—T point-in-timeBl A1 & 4 3&E R E,

Backup %'/

Amazon S3 R —XIFNEO I RIREARENERFHENRR. BXEZEER , H5H Backup 5
B.

S3 FHHI S IREZ M
Amazon S3 & 7 #i& R X PR # 5% B

EZP. EFFER SI AR, ENAGFLTNEERNRE, ERIMNXLRE ,
B E Amazon FEE KK, F AWSBackupServiceRolePolicyForS3Backup
AWSBackupServiceRolePolicyForS3Restore R IMEIZRITERA TR O NIER S3 FHEMHAEFP,

MREZARBHNR , FERRALAEE (BERA ) KFNELERXLEREFINE BEREE,
BXREZER  H5H (AM AFER) FREERRS ABERRK,

& 17 MR A< 32 5l

BITE S3 FiEM LB A S3 A2 %= 88 Amazon Backup F Amazon S3,

BWERN S3 RAKRE L o B H H T B,

#F0ITEE , FERBTNAEXNR (SERERE ) HREEENRER (EXTRNED ) . XEXR
TEREBFEFS M ROLFARA, (BRAE, BERFRCHFNTERARRENNR,

I EBRTEEOPAAEN RN FEEE , SEITIBEROXNR (ERFIHONR ) . EAILER CLI
AN Z 5 B BRIT R B BT R

ETHAXKE SSABAYNRKNESER | FREA T LN HARITRE,
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https://docs.amazonaws.cn/aws-backup/latest/devguide/vaults.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/vaults.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/security-iam-awsmanpol.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSBackupServiceRolePolicyForS3Backup.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSBackupServiceRolePolicyForS3Restore.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/manage-versioning-examples.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/how-to-set-lifecycle-configuration-intro.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/lifecycle-expire-general-considerations.html
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Amazon S3 &R EEEM

HE&D S3 BRI , NEERIUTILR :

- ERNRITHBIEZFE- Amazon Backup XIFA T T#iE - H7%. HRIEFIGIR (ACLs), AFRENH
THE,. RARCEBHMNRA ID, BHEATLLERBRRFECIZBR, RA& ID, FHENBFHRIZA
W PFTE &0 BIE M T iz,

- MXE S3IWHRAET , BMERBENRAEARKLFINGE , the Amazon Backup N ARK M {E.

« SAXNRBEMALUBAASZH UTF-8 AIRIBFRBHMK. AFEALLT Unicode FF : #x9 | #xA |
#xD | #x20 to #xD7FF | #xEQ00 to #xFFFD | #x10000 to #x1OFFFF,

MENKBEMRTEFELINRPOFR , TEUFENZ 0 FHERR,

- BTFEHETE-EA Amazon Backup £ B HIEE KK E LE DI HN AR, FXEFX S3 &40
ﬁf%ﬁﬁ%‘?é?ﬁéo

« XFEHZM , Amazon Backup BEREAZHRENRTHBENFMEENR. B2 , IREE 1 28
N ZREHIREH ACL , Amazon Backup AIBETSE IR AT A H AR A

« Amazon Backup A% % SSE-C-encryptedX R&E . Amazon Backup B R X HFFEME BN R
7, BREFEBEERR, RE. BNHBE R

« Amazon Backup A% # 7 L& S3 Amazon Outposts,

« CloudTrail logging — 1R @@ B FRHFERIEH4 , WATUF CloudTrail AR &R EIH A B ARF

&R, MRERN CloudTrail BERFEMINICEKNFERES , WL HIATRER , XTRLKSHE
AR

BXEZELR , F25 (CloudTrail BFiEM) RWHBUESH,

- BREB[FEEERCE  MREARS[|HRIARIER , YT EEEHIEHM B IR FEER, MRHX
ERAEREECICENEEET  WSHNERER. BXEZEL |, HSHEH Amazon S3 R
% 821518 B i %o

XENEERRENKE
Amazon Backup X#FBEAE S3 FEBNZRHANMRE. BEl , TXHFERFER.

Amazon i R AT RE ( HlINEER ) WEN LR (R AEH ) BURTRS. Amazon S3 BEl S
Amazon Backup EEIF[E.

MIABRT , BB Amazon IKF |, & ZALIN 100 MeEEBIEZ D, SUNBERFEFIRS
F) 1000 Mk 1o
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.amazonaws.cn/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/enable-server-access-logging.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/BucketRestrictions.html
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g 1000 MEERNIKS ZEFARSG ; SERBEHEH , TSSBELAR. RESERIFKS
BR&I7E 1000 MNMFERE A,

X HFHY S3 Ffil 3

Amazon Backup RFEZ P FMEELT S3 FMEEK Y S3 BiE !

- S3 iRt

« S3HRAE - IR (IA)
« S3EKX-IA

+ S3 Glacier Instant Retrieval

+ S3 Intelligent-Tiering (S3 INT)

T 25 S3 Intelligent-Tiering (INT ) X RAZ B AL RIXLEXN R, tiGFRILARK S3 Intelligent-
Tiering B X LN KRB ESNEIH A,

33 F 15 B2 FE“S3 Standard - Infrequent Access ( 1A ) "F1“S3 One Zone - IA"ZE B 1E R B9 “Infrequent

Access’ZHIZ D , TR ‘Frequent Access’HY S3 17 2t AUk #% ( i& A T“Infrequent Access”=k “Archive
Instant Access”/E )

XA #7462 5] S3 Glacier Flexible Retrieval 1 S3 Glacier Deep Archives
BX Amazon S3 EREEMNMEZELR , HSH Amazon S3 Ef.

S3 &1k E

£ Amazon Backup , A LAR S3 FRMAUBUTERENRS , S RENREIE. X, HRIEHS
& (ACLs) MAFEX M TEHIE :

« EEZNATEERERIE 35 RANEFARNER. XEE-—IMZF0ITHPEE S3 FREBNESS
7o

BRI EWRSE YR AR A H Amazon Backup #TIELEZ DL , TSR E S HERE,

- EHZMOEARERR , A FREREENFEMENAREHRIE , &REKTHX 99 F, BOLUIRE 1 /)
Bf, 12 /Pt 1R, 1 A 1 MNASEMBLHEHRZM,. Amazon Backup EZ G ITXIPENHEZ B
TR ITERZR.

BT AR £ 4011 % Amazon Backup MA TEN AR , FZHEIERZ 1T,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/storage-class-intro.html#sc-dynamic-data-access
https://www.amazonaws.cn/s3/pricing/
https://docs.amazonaws.cn/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/about-backup-plans.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/creating-a-backup-plan.html
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S MBEXFHEIARTAT S3 &4, BEELZMHEIARTESR point-in-timeik R I &E.

S3 FRBMIEENERZHOSIANTFR—NEBREESR,
Amazon Backup EH S3 fk#i TiEi3 I B #h U S3 =4 EventBridge, MRTE S3 FHHBELREH

BRAKRE , MEXALRENERLT , FELNXLEEFERNELZZEMD. BXEZER , BZRAFEA
EventBridge.

MNTFXAHRMRE  F-RZORTERZMN , MEXZORNREINEERND,
b S3 & {33RE

181y S3 HIRBMD R AT AN BEELZN , BAUUNBEER (RR ) 8D, AERMERMAZ. R
TEEAUUSHEEREHZESRALANTE

REZZEH

- TRIBBRENE-RTERZOE , RESIMNREEHN S3 FREBBIENER.,

5¢
- BEENERATFLEEEZPNREHAMFEA PITR ( point-in-time X8 ) » BEHITEREL |, EFik
BREXRZIHY TR =
s BROEEROHNREHPEREEN 35 K,
« WFEEBEE CLI 8|2 Z41TX] , Amazon S3 HNERFMRE ( BEITERZIMEZ ACLs RAIVIE
) RN T BRARS. BUUEZOETNPHRIXERNE, BXIBEENTAE , ESH Amazon S3
SREMRE,

REH (RR ) &40 (T HBOHERFRH ) -

* Amazon Backup A#E/ S3 F#E , RREFNXNRE ACL MIIiFE , RENZBIHRRHPEREEE
BIZMNRBPREIVBINRAE Head EKo

- &9 2 — point-in-timeE Y,
- iBRWE D BHHAFATE 2 Amazon Backup TR EEBERNWETE , AR ERMESRIAE,

- FREBNE-RFHRTERZN. RENBRFNHBRMERZHN , KT LRXRBURBERENZE
1to

- NTEHZHEZNRE , REMFKTIE 99 F,

ELZ 45 periodic/snapshot & HEES

- TRIBRE (B-INFEER ) NE-RXZBEOR  RESIMNRIERENFEBHER.
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/EventBridge.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/EventBridge.html
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FRARER

LHE X S3 FRBESITELZDELER , BMHATUEHES (RR ) &HFEL, B2, LTTHE

BT LAMELE point-in-timefk & ST E .

TR B 2 — point-in-timeZ Y,

MRBEENELRESIHR , TEEFAEFER , AINRGERE,
MBEAEEME[/HAZHTELRR ; RENEZRE/ZENBBEFETILEER.

L XN continuousiiE SR E RSN Amazon S3 RITRE ( HlMNBIERLFRZ M ACLs FHIIZE

B , & Amazon Backup FLEZIRE S HEAEHNREQNE — NN RE o

A

- REFODESHEASTNEEERRDHEBENZ LI ( ACLs AN RIFFRE ) -

« MRLEARBELEENZDENSEZZDEANZTHRIAE , MZRBAELDHERESS

HiREAETRNERETK , BFEREMRE,

REXMERE | EHERUTIRSHEE : "Periodic/snapshot backup for bucket
<bucket name> has different backup options than the continuous backup.
When using continuous backups along with snapshot backups for the same

bucket, the snapshot will use the same settings for backing up ACLs and

Object tags as the continuous backup."

THRETRTERINBELMRE [T FEE BackupOptions #H T2 HEAH :

B E R T BT 1T 9 BackupOptions

£ —T1 BackupOptions £ % BackupOptions T2
& 13ACLs 3 backupObj & 17ACLs 3 backupObj B
ectTags BH ectTags B2

& 13?ACLs 3} backupObj ZMACLs EEHA ; B B
ectTags B A backupObijectTags Z

& 13ACLs 3 backupObj Z1PACLs B8 . B
ectTags B A backupObjectTags B /8 F

% 12ACLs 3} backupObj % 12ACLs 3} backupObj =
ectTags EZH ectTags @A

)

il

Amazon S3 &1
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£ — 71 BackupOptions

ZMWACLs EEA ; B
backupObijectTags %

Z1PACLs B2 ;
backupObjectTags B /8

S3ZHMEREO

£ %7 BackupOptions

#Z12ACLs 3} backupObj
ectTags B A

#Z12ACLs 3} backupObj
ectTags B A

TERHE

TRERT TRAMIERETE , TR S3 FRBNATES HWERAE. & HHEFE
BAERBOADN, WE, BREMGEMR

BN
425 GB
800 TB
6 PB

370 TB

X R EL
1.354Z
6.7 1Z
50 1Z

7512

S3 R REKRBRMEUAEERZR

REFERREXRE

NTFXNREET 3 ZAVFER

it 58 R A 4R & 17 FT 35 1Y B (8]
31 /et

38 /et

100 /Mt

180 /B

s WTXKRBEL 3 ZHFEE , EFHEBNDETEZOHE , FORRESAESY 17,000 X4
R (HEZFONEEREMTE ) ; ESNXNKREDT 3 ZHFHEBIUZELSY 1,000 M RAVIE

RFITEG
- BUGHITIESRZD,

- MRUHNFMEREAHET 35 X, EANEFHELZONER - MREEF N FRBEARRE

17

Amazon S3 &1
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10 RBELIL

s WFELPBRXIEFERRTRONES , MRFOPHBBEERRZ O BT, NERAES
B A0 A ASRI A A 2 o

s TEEEUANBAFEBIUNEEZHTZSE  BALTEN T FENNR ( EZNZ2HHELER
ERHNR ) MITENMFERBONREARS IRV SNERE | XA SRR,

- MRBVIUNBRTEREHN 2 RWELEND , RESRBYPERHIRR , WISEL 1 ZPHR
HRBRRESEEZ 60 NELBR/DNFEETRESKIARA MR,

- HAFENITE#BAMAN , 8 (RR ) FONEEROEENTRITE -, TRNESELEE
DAMRBHEFERPARFENTHE AN EXEBRT , RERMEERE SR,

Xt R A an B HI A M BRAR 12

- S3AMAMKRIEES —INE MRS AT RBIEBRFRICH FIIEIIRE. LINREFERE |, BIERFRIE (Bt
RABEAN ) BESEBEITVNNERTEH, FO%EINENEEFER , BHE/NRBE ST E
FRR R :

- BEXNR—HEZORBRFICE. FONBNERNETESZIEE , BEATRTXIRSMHERRICH
ke,

- FONBINRATCHBERERA. SMMIBRRCHERE 128KiB XY RHAE.

FHEBRAEEEM
« X¥FEA S3-GIR ( Amazon S3 Glacier Instant Retrieval ) FEIENX R , Amazon Backup 21T
ZENERA , XFERITEONTERRRR,

X T EES3 - IAMS3 BX - INFRERNRNFET , LT ERUNRRER,

Amazon BRSS R AE1L

* ¥ Amazon KMS, CloudTrail CloudWatch, Amazon Fl Amazon B Zh&E GuardDuty 17 & 17 5K B
W—&y , ATRERFEB T S3 FHBBEBFENTARAE, BXNMRBXLEIENEER  BESH
UTHEAE :

{Amazon S3 M) TMIEH Amazon S3 TFiE @240 E{K SSE-KMS By B 78,
o BETLUET HERR Amazon KMS E4FIZRA S3 BIEEH R CloudTrail B4 :
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucket-key.html
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FRARER

» HEBR Amazon KMS 4+ : £ (CloudTrail BF#ERE) & , #E2H & FOIRRE (EXRSHIER
77 ) RFIEFEHEER Amazon KMS B4 , NI X LS4 TIRHERNRE (INRESERE

KMS B4 )

- REHLHERIRPICKERSEHN , BT ICFKEHR KMS B4RETI S ATA, MREEFIE
FEREMN , WF2IERK KMS B4, HBLTEEHR KMS B4 B EIEFKRE,

« Amazon KMS ##EncryptDecrypt. MZzRMWEHEGenerateDataKey BRERE
RAESH (BT 99% ) » XEBREMEICFKNIEEEH, Disable, Delete
ScheduleKey ( BE 57 F KMS E4EMW 0.5% ) ELEMHERX KMS BEIEZRABAE

o

. MREHBRAMEBZH (HIIW Encrypt. Decrypt M GenerateDataKey ) , EHARIEHE
FXEH ( i Disable, Delete # ScheduleKey ) , FARIEREAEEREHK , AE

ERRHEBR Amazon KMS S48 %4,

- ZA S3HESEH  MABRT , RENBEARBEF# N CXBESN. ENRE02E

S3 BFEE M AR

« N T7RK CloudWatch A |, B A EEFHRELUEZEA “ CloudWatch BE&” 1% E#HE L[]

CloudWatch BE X% CloudTrail 44,

 7£ Amazon GuardDuty AF MY+ @@ & & GuardDuty £ F 7.

S3&MHER

FFLTERHIAME , BAIERSKBIUATHEE, TREDTERESRHIVRSHEENATRERER,

m= PR ZS

ZRFIENREN , FAILED
To LB BN R R G
EEE A

BMFANREY ,
TR B EEESRR
i

COMPLETED

Message

RENREREBRSD
ERIF RBucketNam
e . ERBERXL
KMEBEL | EEH
SNS E#EAH., ~

EBENREMER G
FAX KBucketNam
e . ERBAXRXL
KXWHWEH , EEHA
SNS EH4EA,

=~

&10 A BRI
RMA ACL. Rt ,
T2 MMMEAN R
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.amazonaws.cn/guardduty/latest/ug/monitoring_costs.html
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Amazon S3 BREFMIRE

Amazon Backup &Rk E R HEH Amazon S3 ZF0 R BEMLE THIF, BRI LUEERBERR TG
EHIFIR (ACLs) MIFRIFE , MRBHXNRIEEIIEE ACLs IR , XAREA, BaiFlR ,
MREFNBECH S3 BRREA ACLs AN RHX |, MTES X INHHEREZ D ZARE RN,

B E& P ACLs FIX RIFZ
&0 LAY Amazon Backup 2§ & i@ S flE ACL X RIFE R4 1%ELT Amazon CLI,
Console

EREHEEE ACL FFREED

1. ¥TFF Amazon Backup #H|& , Bk Hhttps://console.aws.amazon.com/backup/e
2. ESMERP  ERZ2HITN , REERIEZ GO

3. EEZRMITNRED , BIFSRZMRE,

4. X¥F Amazon S3 HIR , BLEL FEI :

« %13 ACLs : i EEBENEEAE ACLsHEUHE P R EEERFEHBEBRTEIN

BEONRIRE  EPHEREATEZHFETENRIFE,
5. ZERFMUXEE  REEFCIEIT,

Amazon CLI

BRI MERAN TR ORI EEE I Amazon S3 F4 B2 HBEERF E#2HI5I &R (ACLs) X KR
&%

Backup ACLs

PBHINR ACLs REEEEZMH, iRENdisableda[HEBR ACLs, BRIA{E : enabled
BackupObjectTags

PBHIZNPREEEENRIFL, IREHN disabled ATHERFZ ., BRIAE : enabled

FRAEE ACL F#ridikIT Amazon CLI

EFHEE ACL X RIFZZ 7% Amazon CLI , BEAHESREZMDIRENupdate-
backup-plan®< :
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aws backup update-backup-plan \
--backup-plan-id "your-backup-plan-id" \
--backup-plan '{
"BackupPlanName": "MyS3BackupPlan",
"Rules": [{
"RuleName": "MyS3BackupRule",
"TargetBackupVaultName": "MyBackupVault",
"ScheduleExpression": "cron(@ 2 ? * * *)",
"Lifecycle": {
"DeleteAfterDays": 30
1,
"RecoveryPointTags": {3},
"CopyActions": [],
"EnableContinuousBackup": false
1,
"AdvancedBackupSettings": [{
"ResourceType": "S3",
"BackupOptions": {
"BackupACLs": "disabled",
"BackupObjectTags": "disabled"

]

iX4 BackupOptions ¥ ATEFHRE T EXLTHIE !

"BackupACLs": "disabled"- ACLs M\%& 2 HERR

« "BackupObjectTags": "disabled" — \& B FHERIT RIFZ

« "BackupACLs": "enabled"-@%& ACLs &/ ( ERiA)

- "BackupObjectTags": "enabled" - ER#THIENRIRFZ ( BRIN)

E L= 1D

Amazon Backup Z#A# VMware E#\#l (VMs) LA VMware =i ™ (VMC) # Cloud™ (VMC) £
HEEF Amazon M VMware B #IERF. VMs Amazon Outpostsi& ] LM A A VMC E A&
38|, Amazon BackupRE , BRI LAMAH#E VMs, VMs £ VMC R 5FF FH VMC FHXE Amazon
Backup E|ZA#:, Amazon Outposts
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Amazon Backup i ZRETLIEEN Amazon A E RN R D EEINRE , SINELN AT, B4t
X, REEE., BREF#EER. BXEMBKSEH]. XV Amazon Backup ault Lock # Audit Manag
Amazon Backup er 9 #r, M FREBFEAMZURZBIERIKEE. BXWENTEIRMFME
B, BZRARRRX 5N EE A AR,

&EAILAE VMware Cloud™ L {#H Amazon Backup R&# &EHIE #1411 Amazon Outposts, Amazon
Backup &Y BE A% 19 174 £ Amazon Web Services X1, ## VMware Cloud™ FiZE# Amazon
Outposts BIH, HEFEA VMware Cloud™ Amazon Backup VMs B , &7] LAfEE A Amazon Backup
XARP VMware Cloud™ | Amazon Outposts S# B B 2 F B IE fV R EEE F A b BB AL I E SR,
BIECHBIBEEEER , £A %R Amazon Backup NN AEFHIEN 4 1746 £ FTERE Amazon
Web Services X1 IR K+, Amazon Outposts

¥ VMs
Amazon Backup Al A& 4 X E B VMware vCenter EE R E £ Mo

ELIFZ=

« vSphere 8, 7.0 #1 6.7

o K/NA1KIB EFEEYERIEE

- ZR#Fl VMC A NFS, VMFS Hl VSAN ##EF & Amazon

« SCSI BAMMMFRIZERLEETFTR (NBDSSL) £HEN , AT RHEBEMNRE IR & VMs

Amazon VMware

o BURINIER AE VMware Cloud VMs on L3 1T4R3* Amazon

ELTKS 23

* RDM ( RIAHEZMRET ) BiE T NVMe 2 HI25 R KR E
o M FAMHEREXNI FFFAMHEEN

0B

Amazon Backup , BRINER T , VMs EHEEH LA T VMware ools B#EiIRBRHR N AREF —BW
0. WRENNARFES T VMware ools ®A , NN Z D RRERNAREF — . REEET
AT A , M) Amazon Backup #ZRAEER —BNEZ D, BEIERENR  RiIIENEHRAFEALANE
Ko
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Backup Gateway

Backup Gateway = Al F# ¥ Amazon Backup £ , BRI LU HE B E| VMware Bt 3249 SUE 18
Ay E R ZEH VMware VMs .  Amazon BackupMRIEZZIEHWE DY EERS S , UAI VMs, &I
IBHBIE VMs, IBREREH SR EHREEH S, Amazon Backup TE#EE T Backup M 5% 245 3
F|IRH VMs -

Customer VMware environment Amazon Web Services

G (0
So 0T Hde &

Host Amazon Web VM backups Backup vault
— Services Backup

Backup gateways

Virtual machines (VMs)

ZE T # Backup Gateway ¥ # , iERBREA NN S RIEE.
THREBHERH

Backup M3<EL OVF ( ﬁﬁilﬁ?&‘fb’l‘%'ﬁ ) BRI R 9% |, B EZPE R R VMware EHiZR
B, FXEHF Amazon Backup BE A VMs, IBEHFEUR SR EHFELRE |, FE VMware
VMs #E$# %], Amazon Backup

EIREX OVF #&1x , iHFE A Amazon Backup ###| A :

1. &3 Amazon BE##]A H & https://console.aws.amazon.com/backup £3TFF Amazon Backup
BHEAE,

2. EEMSHMBEEHAREERET , EEMX,
EFRONEMR,
FEREMXE D , T OVF EiRHFHEBEZEHN VMware FFEH,

BXVPC ( ER\RAE TR ) 4 RWEER , 5 @Amazon Backup 1 Amazon PrivateLink 3%,

Backup Gateway M B E',EI’J AP , iZ# 033 F Amazon Backup API # 17437, E& & Backup
Gateway AP| #4E%I% , 25 Backup Gateway &1E. E&EH Backup Gateway API BiiEZE 5|
% , S # Backup Gateway BIERE,

ERNED T


https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_Operations_AWS_Backup_Gateway.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_Types_AWS_Backup_Gateway.html

Amazon Backup FRARIER

Ll
7 g=)

MRVBAFSNEANRLARKR , FEUKRE VPC ( BUFER ) IR , A BMEM Amazon
PrivateLink 8127 VPC in REVH MK , FABELHNEREFREIZMX , RAEHERIELBRS
IS

FHER B % e Bl E 9 £ Backup Gateway

Backup Gateway BEERZ AT, By A& ME B EF R 10 M & R E B,
M & B &

Backup Gateway ER A4 Eim ARMITHRE, FAFEAUTH®RO ;

1. TCP 443 Huh
- JR : Backup Gateway
- BHb : Amazon
- £/ : AA1F Backup MXx5&{E Amazon,
2. TCP 80 A¥h
o XIR : BAREZMEN Amazon Web Services EEZEHI&
- B#Vi#h : Backup Gateway

- F3E . A RS A FIREL Backup Gateway SBUE R 4R, w0 80 {XAEBUE Backup M HA A
A, Amazon Backup FERix O 80 AILARTFiFRl, U0 80 FrE kYA R A BIBUR T MEE &,
MREMBIEM X Amazon Web Services BEIRH A |, MM EZ T2 E A 89 E AL MEES 1519
< HY %O 80,

3. UDP 53 ik

- & : Backup Gateway

- BV : HE RS (DNS) ARS8

- R : AT Backup Gateway 5 DNS B&BfE,
4. TCP 22 4

« R : Backup Gateway

- B : Amazon Web Services X #

« £/ : Amazon Web Services X#F A FIHRIEHIMT AT B EEREB, BEETF LR OAD
AISEII MM EERE , BERTRBEER SN EITH.

5. UDP 123 ik
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https://docs.amazonaws.cn/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.amazonaws.cn/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.amazonaws.cn/aws-backup/latest/devguide/working-with-gateways.html#create-gateway
https://docs.amazonaws.cn/aws-backup/latest/devguide/working-with-gateways.html#edit-gateway
https://docs.amazonaws.cn/aws-backup/latest/devguide/working-with-gateways.html#edit-gateway

Amazon Backup FEARIER

« R :NTP EFi%

- B - NTP BRSES

o BE  HASH RS R TR E ALY B [B 25 B EHLAT A
6. TCP 443 Hih

« R : Backup Gateway

- BHI# : VMware vCenter

- £/ : 1 Backup M5 VMware vCenter &1&,
7. TCP 443 Hih

« R : Backup Gateway

- HEM . ESXi 4

« £/ : AT Backup Mx5 ESXi EHBEE,
8. TCP 902 Hiuh

« R : Backup Gateway

- BHH : VMware ESXi E£#l

- A% . ATFiEx Backup Gateway 1 fi EiE,

LA L% O 2 Backup Gateway FR4FER . BX I Amazon BackupBti& Amazon VPC i RV E %
BE , HZH6E VPC i,

B K B &

Backup MXxZEE iR LA T RS ik =5 fES 2 @1 Amazon Web Services, 1R A A ERIEHITK
LSRR EIMERE |, NS NE B A EMEBAFUARTFXERSHSE Amazon#THIEEE, TX%
¥7£ Backup Gateway MRS R ZBIEA HTTP K3,

KIFTRER
PR : Supp IPv4 ort THEREBHMRIZR 52 EHHRE Amazon,

FRIEM<BIREIEE 2R ( anon-cp, client-cp. proxy-app ) MEIERE (dp-1) BEHEELUT

AR S5 iw R

anon-cp.backup-gateway.region.amazonaws.com: 443
client-cp.backup-gateway.region.amazonaws.com: 443
proxy-app.backup-gateway.region.amazonaws.com: 443
dp-1.backup-gateway.region.amazonaws.com:443
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https://docs.amazonaws.cn/aws-backup/latest/devguide/backup-network.html#backup-privatelink
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Mk LimT 2 FAXEMXIZE IPv4 1 AmazonZ B IPv6 &,

FRAMXEEGERE (BUE, 2HER. KF ) MBRERE ( BIEER ) BEDFELT DR RS N
i

/AN O

activation-backup-gateway.region.api.aws:443
controlplane-backup-gateway.region.api.aws:443
proxy-backup-gateway.region.api.aws:443
dataplane-backup-gateway.region.api.aws:443

FEAMXBENZ NICs 4 VMware

B RSN ELIR F i O EE (NICs) EEFIMX , REDFRIHRE (MXIEDUNERERF )
MHAERE (MXE ) E@EIMX , NTIANASBNINDRELT 2L, Amazon

BINBERT , E#F Amazon Backup MBI EBNRE — MK EE SR (eth0). ZMFTIEE AL
LR, ESNUREZHEBRMBEEFERNMEMK ( Backup Gateway ) o

THR-TEFSNMEMMZZEONRERE

etho:
- IP: 10.0.3.83
- routes: 10.0.3.0/24

ethl:

- IP: 10.0.0.241

- routes: 10.0.0.0/24

- default gateway: 10.0.0.1

o ERAIF  REZETIPH10.0.3.123 WEEBRERF , X[ ER etho , RAEERERF IP 2
10.0.3.0/24 RH—E 5

- EEEIIPHN10.0.0.234 NEERER , MXMEA ethl

o EEEINARMWE I IP (HII 34.193.121.211 ) , FXFEERZRIAMX 10.0.0.1 , ZM
XMUTF 10.0.0.0/24 Hheh | HES ethl

AN INEL AP 4% BB AR Y 58 — NS RRF 5 R 4 FE vSphere B IR ¢
1. % VMware vSphere F/ i+ , I FAMXELANRERXE (AREDS ) , REEREFEERE,
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2.

HEDVE X EENEBEETF L |, ST RMIIRE L | ARFGIEERE MG EE =R KNI
RSB B R

a. RITHMEMZFMAEEARBENEE R,
b. HREHITHEES,

c. BXREBEEXB | EHSH (vCenter Server XB4) ESXi f {vCenter Server X#4) FHIM L
BB EFRE,

BEHERENMEERRRE,

BLEHMER R T — NS RREE Amazon Backup MXZE A H#RITH (FIE , IEEEZOMA
ftbBRS5 B Amazon EEZFEHRE R ) o

R NIC ABIMXELA PG, BFEE

« #¥3%| Command Prompt 3T #EHE 28
 IPs B/ NIC BERS
« FEENICZEBRRIAE

AL, FHATATERE

1.

£ VMware vSphere BF i |, R EHWMRE LN HZ 3 Web 25| & LLiA R Backup Pk 28 ib
BHAE,

BXFRAZEFENESER , HSHAEAUTARIGE Gateway A3 H & VMware
ESXi

BHGSTRAMIARINWNERE>RESRS P, ARRRRERAEMBEHR,

a. EMBELFNFNADEES IP,

b. REMEZER,

c. HARIAMKH IP ok, XREEDA MK ZANFERENMEZMRK,
ERREMINERR , BEFEANRANREEZEI=MNERSR.

MBI FrE IP #utigw & RIEAR IS A M VMware vSphere B AN ERE £,
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https://docs.vmware.com/en/VMware-vSphere/index.html
https://docs.amazonaws.cn/storagegateway/latest/tgw/accessing-local-console.html#MaintenanceConsoleWindowVMware-common
https://docs.amazonaws.cn/storagegateway/latest/tgw/accessing-local-console.html#MaintenanceConsoleWindowVMware-common
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VMware X PR

AFHIE T EAFAENRE VMware BB Amazon Backup gateway, XX PR 2 Backup Gateway &
W, F0HEREEBNATAFHONR.

E7£ VMware Cloud™ F /5 Amazon 5 C VMware loud™ F/ZH1E% T A Backup Fx , &AM
AEINEE A AP cloudadmin@vme . local=f CloudAdmin B2 EAENEABAF. Amazon
Outposts

E VMware A B U4l A Backup Mx , BERIZ—NMNEB TINRHNERAF
=5

- BRABE

- BRARBE

o FAE

- BEEH

- EEEENEY
- REAENEM

vSphere ¥ri2

« S ECHEUE 2B vSphere 17E

DataStore

« DECZEHE

« RRHIEFE

- BEHFEFE (EAT vSAN BiEFH# )
- REXHRE

- ERELHLH

EM
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FRARER

- BT XEE

Folder

- BB MR

L

> e ) 4%

*

dvPortGroup

* Create

- HER

RIR

« RE B2 B R R IR

RE A4

- ERERE

IR BN £ A LY

- ANIMIERE
o ANINRRELE

SREE
BFdRE

- BRERBRZ.

- BHREIRE

T BR B
REZR

. DRRATERE
. REER

MIAF 32
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Amazon Backup FEARIERE
- FE
=i
- HBR
« HUHEM
=1
« XM
- T
- ME
- RVFREHE
« RFRERTREE
« RFEANTH
- RREE
- BIEMRR
- HIBRIR R
- RERRR

t

%

£ A M <

EFAZHMIRE R (VMs) Amazon Backup , #4HE L% Backup Mk, MX=Z OVF ( FFEERL
%=X ) BRFEXWEH , ©FF Amazon Web Services Backup EEFEHWELNEERRERF , AiFE
B RMENELN , HAFENEH#HTZHNRE.

— AKX AR EITZIE 4 NEDREFEFL, BERFEIT 4 MALRFEL , FIBESRXH [
HEEZNERREFMEXEK,

BIE M >

IERLAME AP SRR B DX

- BHEAFE (A ) B Amazon Backup ##| IPv4 & IR B3 BUER MK
« FHAE  BANXERDAR IPv4 |, }H IPv6e BEIREUHEEZ4AME A Amazon CLI S S 3REY

XA A EMEELETEHRIEE OVF Bk (BESH THEMNERY ) .
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BHEEE (IPvA R )

R FEBN Amazon Backup 13§l & SI245E IPv4 Mx |, H E3IEUE.
EOEMX , BRITUTRE -

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup #Z#1& .
2. EESMBEBRNARERBI T , EEMX,

3. EERBIEMX,

4. FEREBMXIS , RBUTHBATEHINIE OVF Eik,.

E#£ T VMware 44

EEEEER

%X Amazon Backup EZFENWELVIEEREF , RtEU BN E#ELVNRZ G, EFERX
VMware ESXi , 1§ F# OVF &k, FTEHUBEEEKRY 10 5.

TG, BEMITL TSR

-

£/ v VMware Sphere E#Z 2| Z K E YLE DY EEREF,
2. ARELEEDVHANR , REIEFEIHE OVF Eik,

[D;] @ @ Summar

S|

B F_

i~

m'_'f Mew Wirtual Machine. ..

% New Resource Pool...

f_. )

¥ New vApp...
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https://console.amazonaws.cn/backup
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-AE61948B-C2EE-436E-BAFB-3C7209088552.html

Amazon Backup FRARIER

3. EF AR XM, RELEETEMN aws-appliance-latest.ova X .

Deploy OVF Template Select an OVF template X

Select an OVF template from remote URL or local file system

1 Select an OVF template Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive.

CurRL

@ Local file

UPLOAD FILES aws-appliance-latest.ova

CANCEL NEXT

4., RBHEBQSNISRH#ITHE, REFFEIEL , EFRELEARKI Thick Provision Lazy

Zeroed,
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Deploy OVF Template Select storage pe
Select the storage for the configuration and disk files
1 select an OVF template Select virtual disk format + Thick Provision Lazy Zeroed
VM Storage Policy Thin Provision Defalilt v

2 Selact a name and foldar [T Disable Storage DRS for thi Thick Provision Eager Zeroed

T Storage T L T T T
3 Select a compute resource Name Compatibility Capacity Provisioned Free Type Placeme
O | B vsanDatastore - 20.74 TB 872TB 13.37 TB VSAN Local
4 Review details _
O | B workloadDatasto..  — 2074 TB 67.44 TB 13.37 TB VSAN Local
5 Select storage
m 2 items

Compatibility

CANCEL BACK NEXT

5. HBE OVF 5 , ARETMXRHALREEIRE.
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vSphere Client O,

@5 Actions -

Power >
[D] @ Guest 05 3

Snapshots >

& N
% Open Remote Console

5
i) on Migrate...
ex Clone >
Gy

Fault Tolerance >
'iﬁ
] WM Policies p
e
=
j" Template >
ch
o Compatibility 5
'iﬁ
% Export System Logs...
= & Edit Settings...
e

a. EEHHED T, #IEHANITE,
b. WRESFVREASHESEPERINRENEL,
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FRARER

Amazon Backup

Edit Settings X

Virtual Hardware VM Options

> General Options VM Name:

VMware Remote Console Options

> Lock the guest operating system when the last remote user

disconnects

> Encryption Expand for encryption settings
> Power management Expand for power management settings
Power Operations [ Power On / Resume VM

O Shut Down Guest (Default) v
00 Suspend (Default) »

> Restart Guest (Default) v

Tools Upgrades [J check and upgrade VMware Tools before each power on

Synchronize Time with Host @ Synchronize at startup and resume (recommended)

- Synchronize time periodically

Run WVMware Tools Scripts After powering on

Before suspending

efore shutting down guest

6. MEBEEREFEEFTN, FTHFEL.
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& @ & ! ACTIONS
summary Monitor Configure Permissions Datastores Networks Snapshots
Guest OS ACTIONS v

> Power Cn

Power Status

Guest OS
Powered Off VMware Tools Mot

DMNS Name
&% Hard stop

IP Addresses

Encryption Mot

LAUNCH REMOTE CONsOLE | @

7. MNERNBEHES P bt , AEETEHHRAE,

i C? & & ! ACTIONS

summary Monitor Configure Permissions Datastores Networks Snapshots

Guest OS ACTIONS +

Power Status '—.f Powered On

Guest O5 {‘ Other 3.x or later Linux (64-bit)
VMware Tools Running, version:10336 (Guest Managed) @
DNS Name (1

IP Addresses (1) 10.20.1.121

| LAUNCH REMOTE CONSOLE | @ Encryption Not encrypted

UNCH WEB CONSOLE
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VMWare B4 TEHERE , BERUATEEE -

1. EMXEEZESD , BARKH IP #bil,

a. E&EHI IP it , FEE vSphere B F o

b. ERMEEIF TEFREEHMRK,

c. E#lIP it HIFEKMEE Amazon Backup &1 & XA A,
2. EMXRERD ,

a. BAMXAENR,

b. IiE Amazon X,

c. ERR[/ERAATFHEERREEENELURLEER (VPC) #,

d. REFEFIEKS , WA VPC iHR DNS & #F,

BXREZEE , HSHEE VPC im R,

3. [AD&] EMXRRERS , TABI M ARMATEERDERE, ERNSMIE |, FEERNS —
MRE,

4. BRERIZERE , TRHEIEMX , EPREARNKXFEREETHE.

FIEMx (IPv4 F IPv6 )

BB IPve XI5 , BEANTRATHOURMR, IPve XHBEMXRERE 25+, #ARE
TR 2 M (TSN B KRR

/A Important

IPve BN EEEFER : MBRENMX BT BUER IPv6 , W A4 H it 12 B E
HEF, IPve filt , {£/4 2607:fda8:1001:210: :252 T2 10.0.0.252, MNERF IPv6
Mx5 IPv4 BRIV EEREFRE , NEHMMRETSTES KM,

REVBUE B

ERRMXNEERS , BRMNKXELA (VM) & H Web ERBFEAMARiZE &, MXx VM IRE
BEBCERANMA , AR BERIEN CreateGateway API IEERXBE BN ST Z — 15k,
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https://docs.amazonaws.cn/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.amazonaws.cn/aws-backup/latest/devguide/configure-infrastructure-bgw.html#bgw-firewall-configuration
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® Tip
MERKREH , MxBUEZHANE 30 HEITH.

{55 F P & SRIREUBUE 4R
TR REIE SR ROMAER HTTP B RIREUBSER4H. B LAEFALLT URLsT B EA Web X255
Linux curl RER BT o

@ Note
BREETHERERNBORXNEAE, TESHENTHT :

« gateway_ip_address-#&HIM< IPv4 st | $l40 172.31.29.201

« region_code-BEBEMRM X, S H (Amazon —fxSEEFE) PN XiEIK R,
MEREEMSE , EE%E@E’JE?#%%‘*&:E'—?’E&‘&EEQTEEE , MiZa S ERIAS us-
east-1 Xig,

Mixim = (IPv6 X% )

IPv4:

curl "http://gateway_ip_address/?
activationRegion=region_code&gatewayType=BACKUP_VM&endpointType=DUALSTACK&ipVersion=ipv4&no_red

IPv6:

curl "http://gateway_ip_address/?
activationRegion=region_code&gatewayType=BACKUP_VM&endpointType=DUALSTACK&ipVersion=ipv6&no_rec

150 PR 7 3 428 16 & SREURIOE %3 4H
LA 7R 451 1) S8 7 40 68 P P ok E MLV A stb 422 361 & SR EUBUE 2 4R

1. RIENEDNES S
2. M “Amazon RZEBUE-BLE" TXEH0 , ERREBEEEHA
3. AMXRFETERE 2 Backup Gateway
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https://docs.amazonaws.cn/general/latest/gr/rande.html#regional-endpoints

Amazon Backup FERARER
4. WMAEBEMXH Amazon XiF

5. MNFMEERR WA 1AH H “VPC 2 KHTH R

6. XFimmRE , 1NRER RS2 AR IR A

o XNFIERImR , FLR IPv4 H21EHF IPv6
7. BERPEBEHER
e EPS

REUHMER4AE , ERABIEMX : Amazon CLI

1. A curl S A MRS & B EREUEEZH
2. FABIEM>X Amazon CLI , BXEZEER , 12 H Backup WX APl £ # CreateGatewayH#,

aws backup-gateway create-gateway \
--region region_code \
--activation-key activation_key \
--gateway-display-name gateway_name \
--gateway-type BACKUP_VM

3. R HIMTE Amazon Backup ZH| & “HEERF - “FK” T

Y B T BRI <
EREIMBRMK , FITATERE

1. EESMERNARERBS T , BEMX.
2. EMXED , ERKRBIEENK,

3. ERBMXEN , BERRER,

4. ERERMX , FIREMBER , RFEFRBRMX,

BIEEFMAECHBRAMx, MREHBRNERINEERERF , BTRBOUENXPHIERITERE.
5. EEEITERRF , FHECEENEERER My , BREE,
BIMRBEES —NEEEF, B2, TURSIAFXEZIER - IMEERERF , MEFEIIZE
Ry ST AN RS 5 — MR Lo
6. ESE. REIEENE , FERSHEREERE,
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https://docs.amazonaws.cn/aws-backup/latest/devguide/API_BGW_CreateGateway.html
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Backup Gateway 7 32 PR ]

® Note

LETIRERFFE 2022 FF 12 B 15 BZ/GER BRIV MX LR, N TIEMX , XTUHHEERE
2023 £ 1 A 30 BRI olBEE B RHEMEHR. EFHHMXERISHRE , HEH

Amazon CLI fisUpdateGatewaySoftwareNow,

B LU MR L& FEHER SN Amazon Backup , AR &HIMKERANMNETRE, RIAMBRT , B
BUERI M OE B EMEREREH,

&ALAE A Amazon Backup 2% & 53&3¥ Amazon CLI () PutBandwidthRatelLimitSchedulef#
A API BEEFTERERFIITRI, EAFRERRH TN , TUANREHARENE—XK— BN B
TER.

wRERRFNVTELSARTVTEE LERBENTHE ISV TEE, SRAEENSENHYRE
MR, LERURETEIHRERRG , EXBEF2SHERKAEAHIRKRBIZE,

RS AILURI 20 NMERE, LEERERHHAESRN 800 77 Mbps.
FREHAEENREN T RIERREHITX. Amazon Backup
AT ENMAEE MBI TERRETR
EEMRETRERRSITL

1. 1 https://console.aws.amazon.com/backup £3TF Amazon Backup #Z#l A&

2. HEEMSMERSD , ZEMX, E'MXEET  MXEBNETR, PHEEENNKXBHRZLH
Bk,

3. GERRIARMSE , AR E THREREF, RHREF , ARRTRBHFNRRRHITX. HEFE
REETR. MNBRT , N RERBH MK HE LT RERRS,

® Note

WAL ERNXFAEENEHFPRETERITY , SN “RETIL TH.

o

4.  (ED& ) EFERMEIRABITRIAMFHTEERDR. I TEMNEE, FRALTER
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https://docs.amazonaws.cn/aws-backup/latest/devguide/API_BGW_UpdateGatewaySoftwareNow.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_BGW_PutBandwidthRateLimitSchedule.html
https://console.amazonaws.cn/backup
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a. BEARY-EARENAEARHNESRY, &5  XEAHFERETHNRETE, EANE
Ei% B HISE A RY X RFEMIBR.

b. JTiRETE - A HH: MM 24 /e A& =5 AT 5L R PR RV T 4R it iE] o ASFiE] AT 1t SRS (UTC) £
o

EE B8 bandwidth-rate-limit[B1 B8 E 2 40 FF 4 B FF 44

c. L5RATHE - £EH HH: MM 24 /Mt & N AT A PR RY 45 R (Al B[R] AR A 5ReT (UTC) 2
Mo

/A Important

bandwidth-rate-limit/E] FRTE I8 E Y 2 Bh 45 SRATEE 3R o B 1T RITE /A 45 SR AT 45 3R AV [H]
fE , B A 59, EitXITEMMWEEZRER , £ FHRNER  FEESNE
fRZE&E M, EXRE—NERNE RS M A 59, X FLER R FFIE D Fhim A
00,

d. EMEER - BUKM/A (Mbps) A& A EEERRE, &KIMEN 102 IKFTT/F (Mbps).

5. (k) BEFEEEL—IMFR, ERFRERRHEITRTR. WREFEMNITRIDHERERE
i=prig= ]S

/A Important
W EEREERETERER. RRNTHREEXNEREN —MERBHERNBEZEMNT
—MNERAYTT et R 2 BT ; 45 RETE A EIE T —NE FRay I a6 8d [ 2 Al o

6. ZTAja , PEHRFERRY,

£/ Amazon CLIEE M4w1EMXHH IIRRRH1T

GetBandwidthRatelLimitSchedule WA TEEREMRNH RBEHIITX. WRKZEFEMIT
¥, irRERE—NZEEEYR. U TREARIRMXH RITXERE : Amazon CLI

aws backup-gateway get-bandwidth-rate-limit-schedule --gateway-arn "arn:aws:backup-
gateway:region:account-id:gateway/bgw-gw id"
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EiREMXWHRREIITR , ATLAIT PutBandwidthRateLimitSchedule 84, EIXE |, B HEE
BEEFFHFMXWITR , MABESR., NINEHBREANE R, B LLRESEEMX 2810 3R &l it
o

aws backup-gateway put-bandwidth-rate-limit-schedule --gateway-arn "arn:aws:backup-
gateway:region:account-id:gateway/gw-id" --bandwidth-rate-limit-intervals ...

EREEER

SERGCIEMX , MUV EEZEIELYIEERERF , Amazon Backup AESZELVEEREFERE
HERNY—RER, flin, NEXHEERSF R vCenter Ser VMware VMs ver VMware , #RIENE
HREFEE T X Amazon Backupfy A ER R,

NINEEREF

EMNEERRF , FHRITUTERE

1. EESMBBHNASREDS T , EREERRF.

2. EBEAMEERER.

3. EEERFRE By , BAEERFEN.

4. XtTF vCenter Server 4l , fEA THIKEESR IP bt} FQDN ( T2REHEHS ) - BAMEMH
=

5. Amazon Backup EAFEELHEEREF LAMNELN , B ARV EERFNAFR BN
i,

6. MHBEMNERE, EUNELFEATHXEERFIENRSIEE KMS BEHEFHEE KMS 4
SRIBFELLINZ |, A BUER A KMS B4, MREBRERIFEFE , Amazon Backup fFE R
SIA N RAX BN R ITINER,

7. HEEERXID  FATHIREEEEZIEERFHMX,

I 3 M 2 P 5% 1 452 LA IE 48 2 BT B9 5T Ao
. BE  EEERRASIS , MBS REFAMFRSEHNEERERF D ERE,

10. A[IEVMware FRERE « MRS ALURMEBIERE AP EFEA 10 © VMware FRERAE K
Amazon #r¥,

1. EEFZAREERT , BALLEREE Amazon Lo CloudWatch g s ER AR LN ERREFNE
& ( #n#CloudWatch BEEWMHRFEEABAME )  BMNEEBEEFAUET—1MNBE4LH,

a. MRLEEHKREESA , FEPUEFNETHRERE, EEERENEERFFHEZEE
A< BR,
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b. MREZHENTEEEREFCREETAE , WAL ZASERTHERREF. ARERNE
AE4A,

c. WREAFAE CloudWatch idxB* , HxEFE “EFHBAEIEE,
12. EBEFNEERER |, LR AR FAEETE,

® Tip
] LAE A Amazon CloudWatch Logs ( 20 L HEI SR 11 ) KRB XREHNE DY EER
FHER , SFEERERE, MXNEMNEEEFZBNMNEEEZEARNMEEEESE. X
CloudWatch BEAME L |, 12 Amazon CloudWatch AP EREHMER B SAF B &

ko

EEEERFEENELA
EEREERRF LHELDWL , SHRITUTERE

1. BEESMBERNABRRTEDT , EREERR
EEBEREFSS  REEREFENEREERR HiF A=
EEEERFHETHRS F , EREMILEDTF,
HEOEENENYED F , FEHEREMIIE.

il
¥
=N
=)
o

w0 N

EEEEINEEREFAMX
EERERINEERFNMX , BHITUTERE

1. EEMRIETF,.
2. EEEENMXEIH , HEFEXEMKIIR,

NEEEFEEIHMARNX

EHNZHONMEREETRLZIMAMNERREF < BEETFRRRS, & OB R — MRS
REEIEEEFRESXERE, SN EDSERZNMXIBIMITIHEE , TR :

1. EEEE.
2. EATHNRREEEMMKX, NE , EECIEMKLUGIEFMK,
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3. EEEE.

REEEEFEE

MBREANRXNKIEZINEE , BALRNEREFMANAFRESZEAEatE, EXHERT ,
EEEFNERRSHELRN Pending, HE , B ERRAFEIRBHEEERF. FAUTERE
RENXEER

EREBECHMMNERRERF , BITUATERE

1. EESMERNABRRTDT , EREERR,
2. EEEEFSS  REEEFRNAREERERF  #AHFAI
3. ERERE.

4. TREERBNEREFRE.

/%\JH\EO

il

a. 1E vCenter Server £# T , XA LA4%%% FQDN ( T£REHE ) = IP Hbik,
b. (Tik)WASERFNEFBNED,

5. EHEAREERT , BALLUERE Amazon £ CloudWatch A4t B E IV EBREFEE
( #5/ECloudWatch EVFIREFERBEAME ) . BINEEBERFAUUET—1NAE4,

a. MREEHKRVWEESA , FEPUEFNBESHRERE, LEERENEERFFIEZEE

A< BR,
b. MREZMENTEEERFCEASE  NALLRKZETARTHEERRRF, ARERNEA
A&4,

c. MRBEFRA CloudWatch 12K HZE , HFiEE “EFHAEXRIEFE,

® Tip
A LAE A Amazon CloudWatch Logs ( 20 EEISER 5 ) KRB X BN ERHEER
FREER , 8fFEREE, MAXNELYEERF 2 EANMEEZURMEREEFEE. BX
CloudWatch BELWEE , 52 Amazon CloudWatch AP EETMER BEAFMEE

D
Ao

ELUREDAEMELNYVEERRF , H6£A CLI &% upd ate-hypervisor M APl @A,
UpdateHypervisor
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MREEEFEE

MREFENREAMNEERF  FHREEEFEEHF NS —MNEEEFEE, RHERREER
TERINEERFNEE, EF2XGRRREERERF.

EMREZIETIMNEERFNEE , FHITUATRE

1. BEESMBERNABRRTEDT , BREERER

2. HEEEEFSS  REERFREUAREERERF  #AHFHAFEERHE,
3. IEEMIBER , AEEEMBREERERF.

4. Wik EARNEEEFTNSRERCHRNEEEFEE.

TRERREFIRE

UTAREREN TRNEERFRSURIMKER (NREA ) . ONLINE REREERFHNERER
B. BEYEEEFERTEOMNREBELNEERSF VMs BN LI A2 o A AL F ik

N

EEREFRA
Status E U FAARIE

ONLINE FLEFELNEEREFAIZE Amazon Backup
Mx , HATBENESZMREE , NHZEER
EFEENEDNRTZONIRE,

ST SRR X X EE AT EEZER BN ZF
iR

PENDING RAINT ERHEEREF , Amazon Backup {8

=
X .

« EAREEFAMRKE , E

s EE- TSI KKE , BFFEXERMXH
EMBRIE L T IEEIRE
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Status B UM IE

EFEEREFIRASM PENDING EXH
ONLINE , iHRIEMXH G EBREFERETIIZMN
Ko

OFFLINE FLENELYEBRRERAMEMRX Amazon
Backup H}FHHEHEMKXKXEK , BiZMXTEBES
LMK ERETELYERER,

ENEEREFRASM OFFLINE Edih
ONLINE , BRIEEH ML ELSBER,

MRFEBMAREFE , FRIEENEERFD IP
itHEEREHREREBER, MRENFE
B, BEAEENEEBNNMEERRFANR
RIREE,

ERROR HBENELNEEER MM HGH
Amazon Backup EMXXxEk , BiZMXTEE
ELVEBRREFBEE,

ENEEREFIRSM ERROR B ONLINE |
BERIIEEEFNAFBNEZBESER, R
A EY , BREEEEFAE.

IEEER
EEEEREF LZOELN  FSRZOEN,
=D ELL

EARNEERERFZE , Backup Gateway 2 Ba1 S| HEHNERL. BB EESMERPEREREER
EFIELYVREEEIELN.
- EREEEFUNEEHREEERFREENELNY., FRALUR , JU—XEA—&EL.

« ERCEEY , ERERNBENEEMNEEEFFNFEELY. Amazon Web Services ik F
FERALOE , JUBES/NEEREERAI D R BEL.
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ZREEBME , EEREELN LHTEORE  BTERRHEENNEMUITTHEEAES S NE, E
PHLFAER TERRTATIRENER.

BIEEDNNIRERD
EEROREFHIEIN A MTERM, BUUERAKREEZH Amazon Backup kUit & 4 FE R

AEo
B ZEONMNRERD , FHRITUTERE
1. ERCIERFERMD.

2. BERZEZN.

3. ERUBZRERMD.

4. RELHZMELALTF Completed RS, EESMERSF |, EBRIEL,

5 ERZM/EL ID UEFRMBELEE , HINFZHKRPARMNEIER BT TR B B2 BELS M

=18

BEEUNEH

BEFH VMware lRAREE —IE A Change d Block Tracking #IIhEE | ZIhAE 0] 1£ B2 S AL BY 176 3R il B
B A Bt E it TR IR, HBEEA Amazon Backup &4 EIALET , & Amazon Backup =i fEA CBT
BHE (WRE ). Amazon Backup fEf CBT BiERMNRZ MR ; WR&E CBT #dE , F0ELE
FoTe  ABSLAESHNEMYERREFRRR. BE CBTHEERITTA , FOMTUKRIIE
o Hlan , mRELAE ESXi ENBFFEXY , CBT BIETREL I T T,

MR CBT HBPEHHEATA , MEERBMIRS Successful M—FKEE, EXEBERT , ZHE
FFREA , 7£5%F CBT HIEMHE LT , Amazon Backup AT HECWEETERMYFIRTEXZMG |
M= VMwarel) CBT $iiE. BENZ M FEFRZEFEH CBTHIE , HAEASHERT , CBT
FERTAERETA, MREBPAREE , BSH VMware HIEHEBRIL T BANLIE T

Eil CBT IERBE1T , XTUAEUL T FMF :

o FHATR ESXi 4.0 HE FRA
. PEMZNELNSAETEERE 7 REBRE
. BAHNEBHEA CBT (RNER FATFEARS )

ERIFENMEREERM CBT , FHITUTRE
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1. $TFF vSphere Client , RJg1%#F 2 <A E AL,

2. ARETRENASMERERE > £ > SFEMN > BESHK.

3. £ ctkEnabled FEEETF True,

BE RN F IR 2 ER R B TEMNED

Z2RUHHR—TAFEXHNBBERPRE , ©ANETZ Amazon RSME=SFNARF B RIPH
2. BEAEBTEERMNHME, REYH. £EHFHRBENTSHAETRGIBZZ MR, B0 1T
X, BESRAITHE,

BIEZ ARG , BRI LA Amazon Backup X FHRR ( SEEL ) 2B L %R D ITX. Amazon
Backup Rt T ZH 0 BAERN LN , SEIEKFFHAMERE , SBIAHRENMERR , HER
B ERSH R IR,

BRTOENRRESE IR , IELIHA Amazon Backup X3#FE 5| A T S INAE |, A HEYEHRIET
RN sERERAITH. EEBHNRAEL , IRASNELDNSEFE , B AFERAFTRRRSES
T XIThEE, fEFIXLEINRESR 2 B Amazon Backup Mx B & THYEE L4,

MREMITRREZAN T EEMELDY , AFLEAFHRTHERIESRASEXLERRNELA |, F
£ TRV B 2 48 55 Bc 2h ek

VMware #r&
MESREX , THTERE, HENERENER,

VMware fR AR B MIFEEHAK. VMware FRERA TR EDNH# TS H, REEHRDIBAEER
PLEIPRE, RBIRHREBHHNES

 Amazon fRER , AJEMER UTF-8 F&, BF, ZHENEBERFRZEANFR+ - = . _ : /o

MBELEELY EFERAIRE |, AT BE Amazon Backup IR Z 10 MBS HE# TEE, 8K
Z A LAF 10 4 VMware FRZ RS E] Amazon $7%, FEAmazon Backup #EHI&H , AIAEAIEIR >
RE A4l > Amazon #REZHVMware FRZH K E,

VMware ¥R R &}

MBELEELH EFERAIREL |, ATEE Amazon Backup FIRINEREZ 10 MBS H TN BB NE
B, MG ERTEERRF LWEMELAL,

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #1& .
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https://docs.amazonaws.cn/aws-backup/latest/devguide/assigning-resources.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_BGW_VmwareTag.html
https://console.amazonaws.cn/backup/
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2. EEHAY  RIRBEERER (KXEEHATRER. EEEFNEEEREN , AR EER
) o

3. mE—1MEKRVMware iiEME , BEBEENMNXEFEFE , BRI UEEP N VMware #irEER
WAZIMERNA Amazon FREF, XENFER VMware F3E3E 5], VMware F3E & #. Amazon
FREEMAmazon FEE ( Hl0 : K7 = BERS ; HFZARF = Windows ; FrZ 8 = OS-
Windows , Amazon #5& {8 = Windows , Amazon #:&{E = Windows )

4. WAEHIRERS , 2HRMRE . MRHE , 7L BRI ERE A RE R

5. RIS |, IEELITE R TISiX Y Amazon FRZ M AT VMware EEIHLE IAM &6,

K BE AWSBackupGatewayServiceRolePolicyForVirtualMachineMetadataSync B&FT
TR, B SUFREEM MBS EFANAC (RILEE LM MLRR ) , BT AEFEAN
AEOEBE LK,

6. ®ja, FEANEERFIRE.

Ri& R 1AM A 'EFxREURDN backup-gateway.amazonaws.com Fl backup.amazonaws.com AR
F. MRZEURS , WERFRLEN ATREQXEIE R, ERBIFAGNEEXRR , BIITUTRER
(=

1. BFIAM #ZH A,

2. EEFENSMERT  EZEAEG,

3. EREBSUMNACGKNEY  ABEFAGSENEPEREERRETRF,
4, TERBEIET , BEATHE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"backup.amazonaws.com",
"backup-gateway.amazonaws.com"

]

},

"Action": "sts:AssumeRole"
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}
1
}

5. EBREMEERE,

AXEZIFMEER , 25 (Amazon Directory Service BEIEE) FHRENEABNEEXR,

BE VMware ¥R ET

£ Amazon Backup #ZH&F , BEHEATER , AFETELMYEZERF AR TELNNKEERFS
MEZENEREFMEAEANEEEFNELE, BEERTERMNERF , &E—1MRVMware FREBRET,
FEER , MREERERE | HIEF 8E VMware IREME,

EXE Sl ESELNEERFRINEDMNN THE |, TLRRFEHFEHNELMNERRRF |
A BURF R ST 2] Amazon FREMARERNEZ IR FZ MEFEF |, BT UEERE . VMware

EEHES  EEFWEHRINATEENELY , FETELY , ARETELIER , REE
fiAmazon VMware 3 ZHiric, B LUEFESHELNXENFRE | WX UEBXLERZ,

£/ VMware #R35BR 515 B2 #0420 EL 45 11 X
EFEARGFNIREFELDN S BEALZ MR, FHRITUTRAE

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #14&,

2. HEEZHAH , RIBLWEERFFAEENE LB VMware BT ( 2& “ABRF , RE
BHENWEERRR , ARRTELNEERFEN) -

ERRFNSMIEZTUNERE |, FXERLSEER -2 TR,

B HAMEEIR D B

MTRFRPIEFE-PIAENEMDITR . HE , TUERIERZ G IR QIEIMHF DT
BHEBEA. X/FAFAIEEFRNE , HPNEAFRSRCERFRERTERE,

I

VMware {£ A tags Amazon CLI

Amazon Backup 8 API # PutHypervisorPropertyMappingsi N E BIE SR AR 5T
B EM, Amazon

£ Amazon CLI , R T #®4Eput-hypervisor-property-mappings :

aws backup-gateway put-hypervisor-property-mappings \
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https://console.amazonaws.cn/backup/
https://console.amazonaws.cn/backup
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--hypervisor-arn arn:aws:backup-gateway:region:account:hypervisor/hypervisorId \
--vmware-to-aws-tag-mappings list of VMware to Amazon tag mappings \
--iam-role-arn arn:aws:iam::account:role/roleName \

--region AWSRegion

--endpoint-url URL

R

aws backup-gateway put-hypervisor-property-mappings \

--hypervisor-arn arn:aws:backup-gateway:us-east-1:123456789012:hypervisor/hype-12345 \
--vmware-to-aws-tag-mappings VmwareCategory=0S, VmwareTagName=Windows, AwsTagKey=0S-
Windows, AwsTagValue=Windows \

--iam-role-arn arn:aws:iam::123456789012:role/SyncRole \

--region us-east-1

A LAER GetHypervisorPropertyMappings #EIEREVE MBS 2, £+ Amazon CLI ,
#{Eget-hypervisor-property-mappings. REIERMT :

aws backup-gateway get-hypervisor-property-mappings --hypervisor-arn HypervisorARN
--region AWSRegion

BT

aws backup-gateway get-hypervisor-property-mappings \
--hypervisor-arn arn:aws:backup-gateway:us-east-1:123456789012:hypervisor/hype-12345 \
--region us-east-1

Amazon E API, CLI = SDK B BN EEREF AN E L T3z

BU L RIS BN T EE, SR B EFEENERBRE —E0 8 VMware G4 [
%, A, Amazon BREBIE N EFZEM VMware FrZ 8N A F Amazon E#IHLRIR.

Amazon Backup £ APl fStartVirtualMachinesMetadataSync RS RN ERREF A
WERYLE THIE. EFEA Amazon CLIBS EERF AW ELYA THIE |, EMITERME start-

virtual-machines-metadata-synco.

R :

aws backup-gateway start-virtual-machines-metadata-sync \
--hypervisor-arn Hypervisor ARN
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--region AWSRegion

w4

aws backup-gateway start-virtual-machines-metadata-sync \
--hypervisor-arn arn:aws:backup-gateway:us-east-1:123456789012:hypervisor/hype-12345 \
--region us-east-1

BRI LAE A GetHypervisor RABRMEEEFER , flAEN. RE, ZRFABEISHR
A, RUURKE LXK T HIER LA, EH Amazon CLI, ERA®R{Eget-hypervisor,

IR

aws backup-gateway get-hypervisor \
--hypervisor-arn Hypervisor ARN
--region AWSRegion

-

aws backup-gateway get-hypervisor \
--hypervisor-arn arn:aws:backup-gateway:us-east-1:123456789012:hypervisor/hype-12345 \
--region us-east-1

BXEZEER | BSHE APl XX VmwareTagHl VmwareToAwsTagMappingo

LEZhEERFE 2022 5F 12 B 15 HZ/GRBFERFHMx LR, XX TIHAMX , XTFTEEFFE 2023 £F 1
A 30 BE XYz aBY B RUEHREM. EFHRHNXEMRBIRIMRA , EER Amazon CLI 88 F

UpdateGatewaySoftwareNow,

-

aws backup-gateway update-gateway-software-now \
--gateway-arn arn:aws:backup-gateway:us-east-1:123456789012:gateway/bgw-12345 \
--region us-east-1

ERPRE D BEELIA

BT LA Y EI A PH Amazon BackupRE LA K H At Amazon Backup BRD B —MNEE KL D B4
BEREMITNRE, EEUUBIRHIZDITMFHNETHRENTRESE. FHRITER _'_ﬁfﬁ'ﬂfl
NEHARERRENDEHN TR,
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o o W
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BRILER “HRRDEAIT R e F U R MNEMN 2 BANEHFMBIZ M 1R, Amazon
Backup

BEATARSRA IR DESEELN | EHTUTRAE -

1. BEEMSMERS , EEREDL,

2. EPEBNBMRSZUNEREUARENAMBEEN, E , BRPFSNMELHBRZ LN EIRE
ReNsiseR—M&aiTxl.

3. ERNE , RBEFRARDESAITR
4. BARERDERF

5. ERRFEDE IAM SELZZHNEERER. NREKEEE AM AEAHER , RIMNEX
ERAEREBNRHNRIANAE,

6. HEZFHUXNHD , NTRIRPERABTZ UL, HE , ZFEZHU X QIEFNZD TR

7. EBRDEEIR.

8. Wik : EEEFRMITX A BIEHELNREESEIZHIUN. RE , ERFEIERD , &#F
BIR BB FRo

52 el 4A 7 Bl Th e 0 B AR 0411

SRR MEMIN TR EDERRE |, 0I2E 5 B IhEEFR A 2 B S R A E LA Amazon
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1. BEENSMERT , EREDL,
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4. GEERFESIE IAM BEICIZZHNEERER. WREXAERE AM BEUHER , BRI
ERAEREBNRHNRIANAE,
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a. ERXHRUIGEBRREFXHRPNMEELN., FRA TR ERIERXHRAZR , Hl
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(® Note

EHRTETXHXRNZE , BEXIISEFFEAELNE RIS E R REIR 04Kk
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b. RREEBEFUIKHEEEFEENMEELN, FATHXERREEERRERF ID ARW.
6. ERMITXED , NTHIRPERAFTEDITR. HNE , ARUEZ ORI CIRIFHNZ D ITR.
7. EESIEADE.
8. Wikt : BEEEFEZMIUN , RIIENELIRECIRIZNITN. ERRIEIRD , RERFESD
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BESR
EXRFEEL , FSFEEAREE L Amazon Backup.
A< Backup Gateway HWE=HRAHFHNER
EATF | BB EXFEAIIRM Backup Gateway ThEEFT KBV R =5 T EMFAHENE R,

AITE AT M4k T8k Backup Gateway S4MITHI R L E = FRMRAFAGRIRRDS ¢

o X FERBIE LHIMK VMware ESXi , 1§ & s ources .tgz.
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A7 mEEHE VMware® vSphere B K EH () https://www.vmware.comFF & KI5 4o

BXRFIAKBNE=7TENEXWANE , FSRE=S1F I,

Amazon R & HYFFIREA #

— L E =5 T EMF iU AT R Backup Gateway £ IhEE,

ERA LT 885 T 3 Amazon RERAF BN E LT RRAA4HRRE

o JFFEPEBELHIMK VMware ESXi , iE T# sources.tar
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BB E=7TENMERGFAE , FSH Third-Party Licenses,
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B E4/CBT MBAH L

kWGHE : "The VMware Change Block Tracking (CBT) data was invalid during
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proprietary change detection mechanism."

WMREEMAERE , BERNEREE CBT, VMware

HEUA CBT RFBHATA : “WEBAHNTEEAVMware TERRER (CBT) , BERERARMNETAEN
TEHHRINTER T HERD,

KELBR CBT EFE. ERIIELHMERETCEA CBT , FMITTRAE

1. $TFF vSphere Client , RJ/1%#F 2 <A E AL,
2. AREHEBNHESMERERE > & > SR/EN > BESH.
3. &I ctkEnabled EEZETF True,

MREFE , FRREELMFEH up-to-date VMware ZhEE, EHMME ESXi 4.0 REEMRA , HESF
RERHENELN SRR EHIRER 7 RES R,

MR CBT EFE (BR ) HERGNBEH NG , BXAELN , RAEBRFETH. BRCBTE
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VMware &3 &

VMware KM , AIgESUTERZ—BX :

KWMOEE : "Failed to process backup data. Aborted backup job." = "Error
opening disk on the virtual machine",

TR ER - HIERNERTEREERR ; HE , VMware RARHE T Z#H,
AR 1 BREVEMREREENEAMX , ABERABLENROBESITI,

1. 751A] Backup Gateway 2§l &, EEE , X5 Amazon Backup 2 & & FE,
£ Backup Gateway BRETRHE £ , AR 3 LU R EIEE,
WMERMEMIXAT , EHWA Xo

IR [E] & Backup Gateway Bt iE 7T H .,

BA 7 ARG RRA,

BT TS URIEMEER
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*IERE 2 - A 3 VMs MRA,

RIERE 3 NRMRIRZEERN DNS RFJ|[AER , MEFHHXRK. ERIUE DNS BE , BRI
THR :

1. 1518 Backup Gateway #2%IA .

£ Backup Gateway BLETH L , AKX 2 ASMEIMEEE.,

EMEEES , WA 7 LEEF DNS B E.

& & DNS fRS525 IP thit, 20 DNS fRS5ES IP it R IEH , REQXRRERE T NEEE,
EMEEED , A 6 LA%RE DNS B &,

WA LETAY DNS BRSS2R IP thik, RF, WA X ATHMNEBEE.
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kWGHE : "Failed to upload backup during data ingestion. Aborted backup
job." = "Cloud network request timed out during data ingestion",

AREMRERE  MRMEIEERT ZULEBHIE £ | NS HIEE R, MRENEHFRRE , NELAN
FMELAHL 2 B R 8EE] Amazon Backup AIRES TS HEH S HE MDA M,

FIENMNEHE NIRRT ZIMAER , SHEEBNHARD, AENEBNZOERNEERIE, ZOERM
ERER,

B  RESERNZNSEERM VMs EZNREFHIRE SN 1000 Mbps B EEFH L. Amazon
BackupBiAFRfE , ERZFEEI,

ZHELEHRIE

KMOEE : "Failed to create backup during snapshot creation. Aborted backup
job."

ATEEM R A : WRIZREZFTTE VMware I EHLATaEH I A &,

B : KE VMware EHHWEEAFEFEREFERER. AXEZER , FoH REEEREFE
5o

RN EISES

KWGHE : "No gateways available to work on job."

AREMRR : FTEEENMNXEICTHMEL, BIMNXEZREFENHREL (ZHHER ) o
WMETHEAIKIERE , FEET - TEXEMNXIHRENTRUARERZH 1R RS EH SR,
VMware & {3E55 KW

KWMOEE - "Abort signal detected"

ARERREA -

« MEAHREIE : IEHFRTERMEBETHNBRATHEZR. SZMFELEENHFRBESTATHR
i, ATBE S BAM AL KN E P IEESHEIR,

- Backup Gateways HETZE : MIRZHMARNWBET R UL EFIEEENZHRIR VMs , NZAE
FHakN, HEATVNATEHAZANNREESZNNMIBESZN , REREXTER.
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KXER , BEREDEINRER, MREBHNERET , MERANELE RS , XEZOELRFEY ,
AERBRUIFPIEES . EAEMEZNNINEE , LD RBNELBE, BXESHAREE
FSHAFEAMX,

HERZ DT XIS EREE : SRR AT PR OROTRAR. BXESZHAESR , FEHZH
T RIETHNEES

EIRBHERIXLERBEBY |, 55 Amazon Z1EH D,

#1Z Windows VSS %1%

5 Amazon Backup , A AZ B FMIIREFEL S EC2 K6l Liz1THE A VSS ( BEEFIRS )
K Windows R FTEF. MR AREF S Windows VSS FiEM T VSS EARS , AR ZMNARRF
Amazon Backup 812 — B R R,

FBAILMIT—BWIRE , B EASRE it Amazon BREENREEZ DRSS, FENARF —X
PEHY Windows &3/ EC2 , BAILREBEAEZ D TEMEN — B RENNARFRABELS.
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Amazon Backup X XX £ Amazon LETHREFEH#HITNARERF —BMtEMD EC2 , KHHRE
S EAEG BN EAZRINERFIRIRENARFBIENZ D H R, Windows VSS %14
HIEZHMBEXFIRBEGENARER.

BXEZEE , 2 Amazon EC2 AFEEMHHGIEE T VSS BYIRER
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REEER TR, 07 IAM REERE| |, FSFEVEE R K Amazon Backups.

. & VSS A4 HF E L% R Windows on Amazon EC2 SE45i &
. £ Amazon Backup A Tz B/Z A VSS :

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #14& .

2. HEEFHERLE, EREQENZHRE K BLCBRERN  ELEEZOITY. RHENZ
MRERFENES

3. HEFEHRE , HIAEEC2, BBEIX#F EC2 KHI#1T Windows VSS & 17,

4. ESRREHD , &H Windows VSS, X , £RF6E% 62 5N AR F&RIF— M Windows
VSS &17

5. BIRENZD.

RAEH Completed WEZBELL HFBERIE VSS Mo K ; REZE VSS BERNMNAYEAM £
TR, BHRENTUTIRUBERDEANRARF -3, BR-—BMERRK :

1.
2
3

£ https://console.aws.amazon.com/backup L3 FF Amazon Backup #ZHI &
EESMENENK,T , £diEL,
WRA&N Completed RNNMARF—B (VSS) K3,

RAEHF Completed with issues TR VSS BIEAM , AR BAER —RMEROKI. IR
DB E R#HEEHE "Windows VSS Backup Job Error encountered, trying for
regular backup',

WMRFZFHAEY , MRRF A Failed,

EERROFLHNHEMEFEAGRE , TR EEMEL, fln , FHEFEETEE RN Windows
VSS Backup attempt failed because of timeout on VSS enabled snapshot
creation,

%1 VSS WE DN R B E Ik Windows =R 3IE VSS A4 Windows HIBEFRBE/ENL KT , MFR T VSS B
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AW 5324 EC2

X #F VSS B9 Windows &3 F XKLL Amazon EC2 SEfIRE | KA TNIR/NEKS] , ATRETER
HITEM.

+ t3.nano

+ t3.micro
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+ t3a.micro
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* t2.micro

=R MIRLE H

RELEEHBFMHE Amazon Web Services Ik~ = Amazon Web Services X1 FHHEHRHE G ,
BEAUNEHEHFHIZSANSIEFTEHFNZHN , BT UFEERN TR UNN —B2rEHEHFHE KRS
WRRER, EXEMEER , FSH@the section called “¥&FIREX 20 B THAE A] M4 F1 & &I 2 A B 0K 7 5
Amazon Web Services X i3 % 15 0%,

WNFZZEFARSEER , BB RIT—RIERFFMBEXHES , 8 Amazon RDS # Aurora
Bk, 3FF Amazon RDS # Aurora tRE& , Amazon Backup XXFBEHHTEK A RBEXEHES , 2
FERATXERSVNEMBZANSR (TXBFEFZTAXBEFREERERE ) .

RERFREB R AJAMERERZ O UERREXSNEKSEH. XEEXFHRTEXSNEKS EH
i, EFHNRER (F60 ) REMRR (EH ) 80 ( HENEXIRXFAHE0REN T RRERE
). BEFREE REATERIEERLS  BUERETERSE, PITR ( Point-in-Time X&) TE&EHM
TXLERIAR,

/A Important

BANREEHRRE  SELUEZAHANREH, 12 AHRBRERE , MA a6
B, BUNBEREBH,

IR Amazon Backup #Z2H AP EIRNREBHREN “BREL” (HNEE API ERF
ffDeleteAfterDaysfEHIREN ) , WEEEFNEREZANEENEZHB AN IHRE ; tb
el  RBERENKTIHNEAFREEFRNESNIHAH, -1
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NREFEZDEAKTIY , BHRZFOVREN KLY , REFETEENELEF 100
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S HFlE R

Amazon Backup 31 4Bl SEHE LA T B 5K #E : 2R Amazon Backup BEMEM RS EER , NS EN4E
At A4 2 I ERM R, ELHE , YREEHERBEHELR | ELFBREARE
CREATED AT, MRENFENIRAKINGES) , ©fFE N RUNNING RS,

MR R FFLELET 2 /MW ERE |, M4 B3hB Amazon Backup BREHEIRA X HER. AE , ZHAKS
REHBREABENRB, BROBE , MM2FHEREHER , BREFELIZEEREK.

SHELEHNIREZMELERIERE , RECEAEEXNEINER , HERZHER , ESIK
HREIBA NI, EFRMELNFIALRSHAKEZETRBRGEFENRE , N —FPRETEML,
AEN

- BAIEZHMEIZA Amazon Web Services X1

« B Amazon Web Services Ik 61 % 7 &l A&

- IRZEEHIEN

=622 % 4 8l Amazon Web Services XiF

£/ Amazon Backup , B AR FRFEZ B EHEIZ D Amazon Web Services Xi5 &1 , B AI A=
BEAENZRBITNN—Bo B ES,. MREFENRFOFEEIRBLETRENNENHRLSE
SMREAMER , IBEXFBEHFNEH. BXUAHE , FSREEZHNEXEEH,

BN M EFIEH Amazon Web Services X5, %48t , 5% Amazon Backup E#liZ&% %, B
B, MRENRSIHFEERMD , WiZRF P %R D ELEIZ Amazon Web Services X1 fF 282
%1, Amazon Backup FHEABIMREEN TR REERAETMZENEIR,

Amazon EBS =I5 , W T RS  AEHRESEPEIRBNMBRS2ERTE (3FE
B ) @&,

R
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o RKZ¥ Amazon XX FEBEXEZMD, EXEAKEER , BSRIIER AR E Amazon Web
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- Amazon Backup A X FESREFEF#HE XEEIZ,

BB X8 H i

BRuUMXEHELSENZNFAEE |, FSREHETEKF = Amazon Web Services Xig# &
=,

BERENEXEESEEEM
Amazon RDS

IBRBEN — MNMETAE S # 5 5 — kI Amazon Web Services Xig, MMRZRXFEM , ATae L E
HiREE , HlE“The snapshot requires a target option group with the following options: ....”

#1%2 Amazon RDS R #HE X EIZ Amazon Web Services X185 B , 47 B ir i A BN %
T4,

RITERFEEXEZH
BpRENNEEH

1. ¥ https://console.aws.amazon.com/backup £ FF Amazon Backup ##HI &
ERZOREE.

EROEEEFNRERNRERE.

ERGESD , RREEFINRE Ko

ERRETHRE , EREH,

BMALNTE :

o g A w DN

EFT B

% B A Amazon Web Services X33, BB b, N TFEBNEIZA |, &7 LU ETHI S HIH 0780
BIFTHY B B9,

BRI R DREEF

EREIAN B iR B REE,
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RS EERE , TERERWE,

ELEEFTURRISE/NBRIIR  FSARERY D EEE A A RN BRISERNE
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BEERTCAEERARECRES D RMER, WESMEEERN SFHEES 90 X,
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TR B EBIART Amazon Backup fHEAK IAM &€, %A &% % Amazon Backup 57
AM{SSR4A , X4 Amazon Backup FREIEEFZA G, MREER ‘BN, BENKSPRE

Amazon Backup BRIAAE  NIREFHEUE—NEFEBNENAE,
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T XIEXE& 0
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1. 7E https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #1& .

2. HEEMNKFHF , EREF0ITH , REEECIEZMITR

3. HECIBRFMIUNIEL , EHELEFITR.

4. WTFEBUKNER , AR ITRINBER.

5, EEOANEERS , FMEXEMDITR, FONEMEGRBDHANBEZOHAN, BHEE RN
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=
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B, BHMNNERETEER Amazon FEE RKEEAWSBackupFullAccess ( S X Amazon

Backup BEH T AR ) , LA URAFRITENMZLENWRENEFRER
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Organizations® , B Witk = A ERK P FRE—NEARH,
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B4,

o#E , AAFNEMKSBTASELAFNETEAKSHAZHZOREFEFHNE, BXESE
B, BZREEM Amazon IKFHER B HRERF. BERFIBPLEKS ATEKRHEMAKSHZHRE
FERNAR , BEAEKSEEN BB BIK, .
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8. WTFRHBEREE , MIIRFEE-—NREEF, FOHRELHREERREED, S GIER
HFHREEF,

9. HEEREIA - WIEED , WALTE :

B 8yt X35

EFE R EIZA Amazon Web Services Xi3 By B i, EHZ M HHEEHIZZXE, X FE&
A | O LU TR & SIFN RN BIEA B A ik,

SR EAKS RERF

TR BLARILIET, & jE , WRTUHENES, hEPRERINERERE ARN ET,
AEREE ARN

WA B B0k 89 Amazon BIREZEF (ARN)s ARN 2—MNEEKF ID RE ID HFERFH,
Amazon Web Services [Xi3 Amazon Backup & & EFH I BRKFHNRERE. BHX
HI RSB EHEABRERE ARN PR X,

NFARTZRMREETENRP , EERW, R, BT TANESFERERTF,

Amazon Backup FEE T RISMNERIK S BINRT BB Z D EFEIEEE. RAFRHERATRER
Bl Hp AT R ER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAccountCopyIntoBackupVault",
"Effect": "Allow",
"Action": "backup:CopyIntoBackupVault",
"Resource": "*",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
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RN DT E

R E DB AR S TR R R B AR (MBR ) BE. TR 76N E QAN
EAERFREED 00 R, ERIZERNATFREE , BEEIUE.

ELEEFTURRISE/NBRIIR  FSARERY D EEE A A RN BRISERNE
AT, XTEMRER , BB FERER.

BHEERIAEUNEEZ O RMER, ELALLERRNSFEES 90 X

® Note

L& DI HEN Lo B H RN —FB 0 PR12 Amazon Backup MIBREY |, FEET K
Ky 8 /e BEALIE R AV BT B S BRZ 4D, MLETERB B TR — B tERE.

10. EFEFMERE SRS AR E [LIRIFRE

1. XTEREZMIRE , H1%F Windows VSS , N EH LIZTHEEE = FHM4E AN AREFBAR
M, EC2

12. EHEQZITX.

WITREBEK S &4

BRI URIEEENZ P EHIZ H M Amazon Web Services Ik~ £ 15,
REEHRNR

1. ¥£ https://console.aws.amazon.com/backup £¥TF Amazon Backup %14,

2. EBNKFH , EREZOREFEUERIENFERNRERE, KUUEZOREESBHIHSH
1TimI%,

ERESFHNZHNRES ID,

EEE

RARGEFAGEUNETEEXELEEEFNRE/RNER.

EEFIBELDS , ME Y XIF 5 R PIEFE —NET,

ERSFEHMKFNRERE, &G, KEHENEE,

A L R
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8.

10.

11.

12.

WA B B0k 89 Amazon BIREE R (ARN)s ARN 2—MNEEKF ID RE ID HFERFH,
Amazon Web Services X1# Amazon Backup &0 EFZ B RPN REE. B 1t XiF5)
RSB EFHINBRERE ARN PR X,

NFARTERDREETENRP , RERW, R, BT TNESFERERTF,

EOZEIA , Amazon Backup FEERIRKSAINR. BSFHER—NRERE  HPRHET I
TER. THER TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAccountCopyIntoBackupVault",
"Effect": "Allow",
"Action": "backup:CopyIntoBackupVault",
"Resource": "*",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"

NTRGABEE , ERRZORARRIC A B R BRI (MER ) e\, ERS
FRNZFOLAESEFFEED 90 X, HRITERANAEFRE  TEERILE,

EEFNLUERINFERNTRIIEK  FERERRY DI AERN RRESFHENED
BEED. NTHMATR , LKL F#EREN,

BHEERIAEREZ D RMER, EXTLERANAFHEES 90 Ko

NTFIAM At | EEANEHENZHN IAM A6 (HIHRIAER ) . EFTHHBEAMIKSH
AR5 RER A BT,

EREH, BEEEFNHRIAD , EZRTEREFE/L NI TETER. EFELTERE , £F
AR 32 B8 19 & HIE IR T~ P F BIZEI AN
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hn%: %348 A B K 7 Bl A

BRI EHEILSEMZNIFMAEE |, BSHEH R TEKF = Amazon Web Services XIiFH &
3=,

BRI EMKF S &l kMo T EEERRN EMEB) |, E5 5 Amazon ZiRF D,
FE&BM—NRE Amazon Web Services Ik B8 —/N& 4

Amazon Backup FZ#EFEMN—NERIXE Amazon Web Services Ik BB —MNER. B2 , LUK
ZBRMN—PNKFEFIES —NKF , REERKFFHITER, a0, BLERKS A E’J%ﬁi@fi
EKF B, EALURIKS A B GEFIEKS B, AREKS B PERED.

HEOMN—NIKFRERE S —PNKF D AFD,
HEOMN—NKFERE %S — P IKS

1. NRHMNEXHEF Amazon Web Services Ik FIEBEXRRBINKS,, X |, BSHEER
K &40

2. ERAEENRFENNNHEARERE?D.

SHfth Amazon KFHERMREE

Amazon Backup RFRE— 1M HENMNKFHEZZHRERE , IESENENELAHEZZHRERE
Amazon Organizations. A LL5IR Amazon K. AF® IAM A Z BN HREE.

%&£+ Amazon Backup , AR EREZHRERE,

ERERENZOREENEN

FEIGRIRBEERP | EFRINR T HFI&R,

ERATROREENKSRBFRMR, HE , BALUEEATFALRSIRNA SR THENR,
RMAZESHANEHREFELZNIKSH AccountlD,

ERRERE,

o 0 A~ WD =

B LER IAM RBEZENRZRREE,
5 Amazon Web Services I 5 IAM B X Z BN EZHREE
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https://docs.amazonaws.cn/aws-backup/latest/devguide/create-cross-account-backup.html#prereq-cab

Amazon Backup

FRARER

UTEREKS 4444555566666 FKS 111122223333 FH IAM A€ SomeRole HERZBRE

JEO

JSON

{
"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Principal":{
"AWS": [
"arn:aws:iam: :444455556666:root",
"arn:aws:iam::111122223333:r0le/SomeRole"
]
},
"Action":"backup:CopyIntoBackupVault",
"Resource":"*"
}
]
}

FENRDERESALENHEZ Amazon Organizations

AR EBEFEA PrincipalOrgPaths SHEMA BN HEZPREE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":"*",
"Action":"backup:CopyIntoBackupVault",
"Resource":"*",
"Condition":{
"ForAnyValue:StringLike": {
"aws :PrincipalOxgPaths": [

"o0-alb2c3d4e5/r-f697h8i9j0example/ou-def@-awsbbbbb/"
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"o0-alb2c3d4e5/xr-f697h8i9j0example/ou-def@-awsbbbbb/ou-jkl0-awsddddd/

SR ALRHLT BIREMHREE Amazon Organizations
AR BES PrincipalOrgID A “o-a1b2c3d4e5" A A HERMMREE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":"*",
"Action":"backup:CopyIntoBackupVault",
"Resource":"*",
"Condition":{
"StringEquals": {
"aws :PrincipalOxgID": [
"o0-alb2c3d4e5"

FIK P BCE S B Ay IK

IR HIXEA Amazon Organizations BEEKF B ABKF &40 , ERAKAKSWAFET
DSHEKFEERNERKS . BMNBWERREUT —W= 2T RS2 55K B (SCPs) Amazon
Organizations , ARFIEHNBHRKST . BT ARSI KB MNZEl Amazon Organizations 7
RNEZER , FSRM M D B RS =R,
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{58 P PR 5 BR I B A9 3K 7

%< BxE] Amazon Organizations R, OU KPR MAMKFET |, LEREOFRBZB, OU =K
FHE &I B ¥rBR &I X PR ARt A 8 R icDestinationBackupVaul t N & MR EENIKF . XR
"backup:CopyIntoBackupVault" #ZHIZRMEEENITANAI , ELHIPEEZGIFHL B i % 4
REEEN. FALREURNATEH AN BN BREENERMRS |, AJRGEKS S50 8 it
A CHAENKS NZBREE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Deny",
"Action":"backup:CopyIntoBackupVault",
"Resource":"*",
"Condition":{
"Null":{
"aws :ResourceTag/DestinationBackupVault":"txue"

£ K S 4R E B & ARPR I B B9 eIk /=

% <BxE| Amazon Organizations B, OU P AMAIKFE |, WBERFERBIZIBIKS. OU =ik
FHRIZABREIRXBREHENBEFRIK . PR "backup:CopyFromBackupVault" 12 &I& 3R EE K
SERNTHAFR , BEUHIPEEFHEA N ZRERESN TN BN, RES—NHSNMNENHEHD
REBFEBMI cab- FFket , RREES ATFHEIREFZE—NERHIKS (112233445566), RE
LEWHEENEN fort-knox NEZEBREER , RREES AVFNEIAESEIE - E Kbk
(123456789012).

ERAPHHLERTI B #RKS Amazon Organizations

LR BBE MR F B Amazon Organizations 18K P8 OU &Y , SREREKBEHEKFR |, AT
REER B FRIK P BRI A NMEEK S WY IK~ OUs,
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JSON

{
"Version'":"2012-10-17",

"Statement": [
{
"Effect":"Deny",
"Action":"backup:CopyFromBackupVault",
"Resource":"*",
"Condition":{
"ForAllValues:StringNotLike":{
"backup:CopyTargetOrgPaths": [
"o0-alb2c3d4e5/r-f6g7h8i9j0example/ou-def@-awsbbbbb/",
"o0-alb2c3d4e5/xr-f697h8i9j0example/ou-def@-awsbbbbb/ou-jkl0-awsddddd/

BKFZ2ONEZEEER

£ Amazon Backup#ITEIK - Z MR , HEEEU TS :

BRI REETERRANREE, IRANRUNREFEEATESHMKS LZHNRARITNE,
BERABEKFENRE , BKFZ2OUEMNFERE 15 2. IREERNFL —BEERL , MEER
ERBEKFZ0E , BARKAREEKSELTFIEETR.

MREBMIKFBREEFAEALN , NZKFARREZD. IESEHIBERELE  BFEMME B
Tk F= E’\JEE%E%U%W% (SCP) F X} organizations:LeaveOrganization HRXPRIREELENR. B
KRiIFMIEE SCPs , 251 (Organ izations FAF 1) FHY “MALHBERR R K,

MREEBRSEHIEPRERT ENFELBE , W Amazon Backup FoiEHE & FIESS 52 A B BUR IR
KEHRBAZ, EXHERT , FOFELEX , BEFMFILRESERATEBERAZRER,
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ML E H R D

BE , 2 Amazon Backup FHRSENEFRF WA REFZIEHMRE K. BXRUAEL R EEHIRER
EZER  FEHAELEHEEFHRE,

fltn , HIEE 4 Amazon EC2 B8 , 2 HA MR N EFIEFRZE Amazon Backup & &l |4 K EY R R
B, BEEETUT &R :

- BXEBRAPREFABEHFRIMENERFENRNIIEK , BERANTREI RS0 AMENNR,

- R ERBRENGZENZAHEIENFREF 7 BEFHREZDEFHIRER , ZZ 50N (X2
— Amazon BR#l ) . ZRHEIENFRSRL , HAFREARSHERFRINFHTES,

- BRIFEBAEH DynamoDB %13 , & DynamoDB F X #FH &4 25 EirZ,

o FiNBNLS# EC2 KPR Amazon EBS BERBRER IR, MfMEL S5 EC2 £HIAY Amazon EBS %
FHRERRENRS, MR Amazon Backup EZEHRERE , NRHESHEK.

« % Amazon EC2 &7 8 &IRE S M —HIREE , 2535 Amazon Backup & #IZ 4 KK

AMI, &R Amazon Backup TEREMNE Amazon EC2 SEHIREXHIEE #I B £ KA REB S | N
Z2MRESHERM,

MBENE M0 EFIE S —1% Amazon Backup 13 Amazon Web Services X1, , N &N RB R DR AT
BEHRZE $IZ B #5 Amazon Web Services X1,

= 10 BR

BNBVUAEABRE AT BESREEEREARXEIPRTBEZEENZD. Amazon Backup fila0 ,
MREFR MUV EGEAREENFIRESIRE —F , Il Amazon Backup FF 2022 F1 A1 HE
MERETE 2021 F£1 B 1 BEXRBZB/LNMIRENIRER, (ERESFIEG 8 MTANH
i Bk R = TAmazon Backup BEVLEERF , LURIEMEE, ) ETHRAXREEETAPRERBNESE
B, BSRLER R ITR,

BR , BARFEFIMR-—IHSMEK. Hia:

« #2%8 EXPIRED k& =, XE4XE = Amazon Backup o= B , R AEMBRSRIER T AT 612
ZHITRINELE IAM RS, 24 Amazon Backup i EMIBREAIE , ©5% 8 XBRIX M.

&R Amazon #£EH Amazon EBS 3 Amazon EC2 k& S 8 A T Amazon EBS REBHi , BELET
RBESCSHME SHMBRMEGAREE | bt ESHNIRE . Amazon Backup i&E
B, XLETHNIRE /S TUMNL S EC2 125 AF APl Sl 5 EBS 2 AF APl RS,
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/A Warning
LB T HAR IR E SRR TR EENIK S P, XAl gE 28 INEFME A,

2021 8 A 6 Hxz/a , Amazon Backup REEZHNREEFETFEMRERE TN ‘ETH . &7
DUFERBRFELENESHRS EUE RBHERSHER | WEESBRNMTLACTEMBRED.
& A BUA R RIRT SRR R HES

« BABRFERZNIUTVRRERENFRNET. ENEOUHNSEWERRF2MBORER , EF2

FMEELUENMER. ETRESER , BSHEHRE DT,

- BEBEZTENHAIHBERHTEE.

F 3 BR 2 40
FHMIBEE A

1.

2
3.
4

#£ Amazon Backup ### B SMBE &P |, E#F Backup Vaul ts.
EROREFERNHL  ERATERZONZORERE.

ERME R, RRRIERERE. BBk,

1. MRENIIREDEELZN , FEBEUAT R —. BMNELRHEE —MRER,

« KAMBRENZDHBEIMRIRE R BREREF—MED , AIUEILLERREERZ S
& B SAM BRELE A9 IE S & D B dE

® Note

% Amazon S3. Amazon RDS F Aurora EE£&Z X EET , FSAEEZ 4
point-in-timeX & (PITR),

- RERNEXZDBRBERECERBEME K, BEEFEP—MET , TMFIERROESS
7, ERXFRENANERZORE  EFTCIHNLE , EABRTENERE,

EBUEXERH Amazon S3 EEMER ( F4 ) RREEEZOREED , BERSHHELRN
STOPPED,

2. EMBRERNFIAMER , FRA delete , RIFEFEMBRKE <o
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3. Amazon Backup FHRERERMRHIME[IHERHESR, BRENKF[IETFLTHTRES ,
ERXIERAEETF L TE,

4. ERXTBE RN , 2EBEIEH Amazon Backup ER— MRS, RSN :
- ERPRR, BUEENSME SHWBRRSEEH#E,
« REERR, BALLERENSMERNBBRRSETERHESEEHRER,
- BRER , BEMERRIER , MEMRE S ARERR,

5. MREREFHE A NWUERENZHNRERRS. MRBERRSHAMIEIH , WATR
BRZRAEERR, S UEREIR K KAIBIER.

F ol BR R FE B R

ERDEBIERT , Amazon Backup AJRETCETE R IEHIMIBRIER. Amazon Backup £ RS HEX<A
BAWSServiceRoleForBackup# Tl

MEBBRIEREM , FRIEEN IAM BEREAEFRERSHEXAEHNE, E4AME , HRIEEHN
IAM A2 EH iam:CreateServicelLinkedRole #&4E, WMERE , HFHUNRRMBIATFRESR
BHAE, HNINLEFE Amazon Backup 51T F 3 MIER.

MRELREIAIAM AREEH iam:CreateServicelinkedRole &4EJ5 , IRE ST
DELETING RS , MRRBANTREEEBAELMWNRE, BHEIUTEERTHKFNMIE

1. REIRE , RESLKE 2-3 KFEEX,
2. 2-3KE, RERBEFEERIEAT EXPIRED MAKHMBRS ( B—XFIMERIBENER ),
3. FIHMIKRIXLEL T EXPIRED RESHIRE =

BRABNESRER  BFSRERRSHEXASMARMNANMER IAM & 4R,

= MIRE 48

£ A BIEZ M/ Amazon Backup , B UERZF RN EREABRRIRE, £ BHE LR 0 FEIRE
A1EE U R AEE . Amazon Backup FHEELEN AR AR EHERZHONEZHIH,

EEFALUERINFERNTRIIER  FSRERRY S NI AERN BRI S EFENERT
HEs. NTHMAERR  REAKSFE#REN,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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® Note

REL @R HRE (Amazon EFS) XHREM S S Amazon DynamoDB M &4 X #F
5 Amazon Backup 2§ & REE DRSS,

FRREMERERNERE SHNRENEER ,, ERAREBTF KT, REXLEREHE
Amazon Backup B Hl &R AR , BEEATUFERZERFSHESEH AP FHEIXLEHMRS
=Rl Op e

HRRISTFENZOLAEAERPEREED 00 X, Bt , “REPRELALLERAASHET
MRBIRES 90 R, HEEMHERANASHEINREREZE , ZELAELNEZGHIRM L —
Ro ERDEBRNADE , TEER KRN ABINEIH KRB RE,

LR RAE R A EFHZ A Ew A,

RERONETEE

1. &3 Amazon Web Services BB HIA , ARFTE hitps://console.aws.amazon.com/backup £ 3T
F Amazon Backup %A,

ESMBERT , ERROREE.

ERMEoH , ERERZMD

ERMFAEEREL , EEREE.

BRE+mAHRE , REEERERE.

o A 0N

FHER
B

£ Amazon Backup , A LA Amazon BIRZD ( BHRIRER ) o ERLEA Amazon
Backup 24| AR ST RFLFRREA ( Sl Amazon S3 M Amazon EBS ) &4 , URIXER
VI B F

Amazon Backup £ ERAR LBRZIIFNARREZON K  FRELEERPELN
B (Hlamx/h, 62 BHMERRE ) RN XHIN R, EALNERTELEERNTENEER
BITERANER.
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B, tIB-NEFERBESEARRERPNZNRE. EUTUELREDITXENCIRZMRSE],
AUREAONAENRERFHENERORE. ERFFHTERRE , RELFEERRERTEINEND
MMBEEE, SN EREERPERINZORINIE |, RERAEN.

RNHEBR T IBZHRE|. BRREIZFM0. MERERPIMEURBERTB Amazon Backup 5| M
KU LI EMRIBN SR,

R 5| MR L=

BUREAENERENHINKNEERR . BUTUERNERNABEHERAENBIZH. X4
PR, MALFHIRBIHNBLER B ISR

AR TERATRSEEEFHRENE MERTERZD T ERRBVNRBERAETE, MELE
PR, BAUUNRERMERIFNEEXH TR,

FNRRNTROEER, FNRFEA. BEMBEAREMIREERZG. ERMNSHMLN IT Tl
ARFEERHA.

13 [7]
ERRBIMERZH , BHIKS BABAR BN RIERR,

5| PR

N FEEIEE , BITE IAM AEMFARZHF Amazon Backup IiE$#THHBRIE ( Hx IAM AP IAM
ABNEMAEE , BSREHRIE ).

2132 EBS 2 ERSIFEUTNR, XENRITEERERKF
AWSBackupServiceRolePolicyForindexing :

* ec2:DescribeSnapshots
* ebs:ListSnapshotBlocks
* ebs:GetSnapshotBlock

* kms:Decrypt

B2 S3 R TEERS|I R,
B ERNR
BIBERFEUTNR, XENBITEERLERF AWSBackupSearchOperatorAccess :
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* backup:ListIndexedRecoveryPointsForSearch

* backup:SearchRecoveryPoint

MREERFERTFEENE Amazon KMS ANERERH#TMNE , FRRBAFTEU TR

* kms:GenerateDataKey

* kms:Decrypt

Az

ENRRVE=ZATR , ZAEE—NTENEENERSR , ELFELFERPIRENTE B
7o

NEDREHRE  EROUXPEARS  AEBIRHEH CLI AN EFSRERFMANANEZH
(ER) FHtIEFHRE,

EZOTBFEFERMER]. XHTHR  EEBEERPERNZONTENEME , HIINERE 4
A2 BE 6 BZRAGIENIRZNAN Adninistration ¥ S3 17 , EREEHIE Adnin BXTF
100 MB KIXt R,

EERRER NRERITEEXRNRER/TIE , JUERRHEER, MREXERIMENRE
KREME , IUAERNBEUENABEYE , AEBIHER.

EFEBERR (Tik) : EEEBEROXARERAE , URERRM
#1R5

NTETER, 260 (RER ) XAEEERHEANNRS

BUNEZHUMPERZNRSICE , IEARNENIEHEFE - PXBENEHRE. BEALE
tIRRER M GIERE

HE , LA LUBET Amazon Backup #41A# Vault 8 S i AEERERE T Amazon CLIEHF
ROAERERBIERS,

MRXFHRFRRENREILERERERDREES , WASCIRZ AR ( ZB LLXYEREHF
EEPHNNRERINAIEEMLRE) .
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S3 FMAILREMY , BIRERZ DTV IZREENERRRZI R0, BREEHRZDE , REH
SNHEBEZDRE, S3FHALALURESEN , MERFNFNEHNER. ATEBXRARKBUSZE
N, AL TELZZH , REBRRAUIE-INEHRS,

NELWN S MERVUENE - IMEOREIRTERS ; A-—MERKNERREIEREBEREI,
EBS 13 &5l
N EBS MERGENEBINZRREIBETRERS (TREERS] ),

Amazon Backup 2R ECIEZ B RSIHE BN EERRBRT, WRCIEME ot XHREL TR
2 , M| Amazon Backup £ BEIZIAME X HRSE, MRIMERELINK , RIS/ R LK,

REBHMERRE TREENEEFHIZES
A A gmHIERE]

o MHREE : ext2, ext3, extd, vfat, xfs Fl ntfs

TR BIRE]

- R (RTFEE ) PHIRE
« RAID R H i 2 8 & 17 & 1E 11
- HeSgEE

- WEEEE

#MREICIESR

Console
FZHRSIVBRMBEBITRIA,

£ https://console.aws.amazon.com/backup L£3¥TFF Amazon Backup #2#I& .
EEMNSHMENENKST , EFLZ01HX.

EEMITRERD |, ERITEERMEKRLICIENITRI B A EEE,
EEZNERZOMANG , EFNMNZ AR,

B TR EFZDRIEE. EPENHUIBRSINRRREZ DN EIEE,

o K~ w0 Dd =

X FRiTRICIZNENINFED , BFENZRELIERENRZRE,
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NAFME SEERE

£ https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#I &
EEMSMEEPERRERE.

EERECNERORINZONREESBMIIT , EEZHEERE,
EENHUEZOHRINIRE RZLITA,

ERRFERE  ARERVERS,

o ~ w0 bh =

BIRREIRS , ERSPRSMHNA In progress. REZN Available & , AALFMEREEEE
RH,

EOZRFF MO CIERE,

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #1154,
2. ZHERAEZREEZMD Amazon BackupfEH Amazon Backup|ZZFER BT IR,

3. HEREW , WREERTXEFREIVNEBRNARRKE  NREFERTHEZHERRE, 7
BRIEF0RRRE , FHREZIHHTHEA GRS,

Amazon CLI

B CLI g% 535l

£/ Amazon CLI fiScreate-backup-plan#lEH W& B ITKl, H¥E , £ update-
backup-plan , &I E It

FFE—IRE , BESHE --backup-plan -rules 82 E IndexActions,

BXEZER |, 521 (Amazon Backup APl 2&#5R) F# BackupRuleInput FH
IndexActions,

NEESBIRESIE , MULEHFEIFE,
T~ -

aws backup update-recovery-point-index-settings
--recovery-point-arn arn:aws:ec2:us-west-2::snapshot/snap-012345678901234567

--backup-vault-name [vaultname] //
--index ENABLED
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Amazon Backup FRARIER

--endpoint-url [URL]
--iam-role-arn arn:aws:iam::012345678901:role/Admin

Searches

—BE— MR NTERSINEZD , M AULUEN Amazon Backup #2414 813 Amazon CLIFE RIX &
ERARSINED

EORERN  SFEE-MRFRXE, FRENVEEITEZRENIRE S , fl S3 FHEHER EBS
RER

R BFERZESERZTNZN (RER ) BN, EREZTLIEE I MNEM. ZRXESHEMR
BRRESmAESNERTENE R,

EEEERLONRERAERNIENEY  AlINFERBEHRIXM4FRN. TETEESEERSE D
ZRSEE

#01 R1EBIT Amazon Backup 24l A IR E RN Q2 AT A BN —ME , NERFRNERSHHR
AR (AND 838 ) HERGTAE. MRAEEASHRANTERY , EXLEREREELETRN

8, NERHEESEAaSHE (ORBHE ) HERENFAERE. SN, IREaEHA EBS X4
B, MERBEENAESE— AR R R R ST B 255 AR RE R,

- S EBREMHBIECIERIE, Etag., IRE., NRADFAMA ID,
- TATHYREEERLE RN EBS LA BMITFECRENE, XHFHERE, LREHRETER KN,
®E |, BALURI Amazon KMS Z47 ID RINZLE R, MRARITEEE , M Amazon Backup £
FRESMENBAXTLEREITNE,
Console
EZ2HFERIME
HNERFIRSINZHLRERINERESR .

BUNBYSMEZHREFEALAREEZRNBENRERRKIFENNER. RE , ERER.
A BUMNRE RIFAESTNEFBER.

EEFERSRES  IREGERENTE , WITNERZOUAFTHRIEESXLET BN URL H X4
BB,
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BERZSINEZN , REBUTLSR :

1.

2
3.
4

£ https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#I &
EEMSHFELES K SHIER,
ERROMLRBF TP, ERVUEER,

ERRFRE, BLANERERER - MNRFRE, IREMAHLMFREERNRFRE ,
WaANABTFRER , FEEFBA.

ER1FINENEY  UBDH/NERERPHRENIRE SEE,

Amazon Backup FFHEAEMEBEEERSINE M. ©FMUEESHMETERDE MEHEITE R X
S5, Bl , & backup tag = "savings" # backup creation date = May 20,
2019 through May 23, 2019 @8&%&H.

A BEE-BHENEME , IN=ANTRENFE, IREEISEETEENEYE , U
BREFXFEOEEMAEEEMTENFRAEDE (#MNORERE ). N, £ backup tag
= "savings"., backup tag = "checking". backup creation date = May 20,
2019 through May 23, 2019 @EEMA ; AR backup creation date = May
20, 2020 through May 23, 2020 8&EHo

ZFRCIRAMEREF-—IROENE. REER—IM20URBMEEFENROELESENRN.
EE 1B 9ONTERMY , UHEBH -SSR PMEREENEREE.

LUl EsR-BEENZME. IREETEERTEAENEMY , NERERFERESE[E
EEMTENRETE.

ik EMFERLER | BULBEE THXEED ARN I5EMHE Amazon KMS Z4f |, th o LA4
EIH KMS 3248,

Amazon Backup Z 182 — N — 1 RIE ML B FFo
R HRER,

BURLEN KBS BERENERTREEAENER. RESKREREZHRELEHERE
EZRURBPNERERTE, BOBERERDPNZMARERREAR,

Amazon CLI

£/ Amazon CLI g start-search-job,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backupsearch/start-search-job.html
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--search-scope // defines the backup properties you wish to include in the search

--client-token // string

--encryption-key-arn // if not included, Amazon Backup uses service-owned key to
encrypt results

--item-filters // accepted keys and values depend on which resource type is included
in the search

--name // If not included, Amazon Backup auto-assigns a name

AEX M S3 WA HisRHF 24

--object-keys // string

--sizes // long condition
--creation-times // time condition
--version-ids // string

--etags // string

A#EX M EBS W B ik R4 aE

--file-paths //

--sizes //

--creation-times //
--last-modification-time //

EiEEE
MRERMEWRIRAS N RUNNING |, Bal LA iR R e,

BREIWS—ELFHTH , EEHTH COMPLETED A ( MBHIEER , WA FAILED RE& ) o
MREBEREEFHTIZERMEN |, ATLAFEIRASR RUNNING BB RE ., HBEERELTRZ
BRI TEEENZHARIME R , TaELEEXHM.

« 7£ Amazon Backup ###| & | EF “EIEERENL &,

« ECLIH , KETEEFIENEREWIMREFAIIRIE stop-search-job,
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BRE

BRELEZRE , BELT Running RS , ERFHRICEER, EERFLETHE , EXEHR
B, B0 ERTA :

- EEFED  RETERMEARRINGR, SRT2BIFF , BETUETEERHIEZEARES
RM&ER, EEEFH 1000 MIBUANER , FEESHER,

* CLI #fEget-search-jobFFlist-search-jobsiR B AW R, HREMARZSH RUNNING , iR
FHRE — N T TR IR,

BREFLHTEAE , BRFLNERFEZEHEN CLI FRE 7 R, HLHIR , EUUARERSHE
FR&H Amazon S3 FFERH | XL AL AR EHRIXEL R,

BNMERELHBISHMAEE , TEEFEHET CLI RE , SFEENMER. BEEMRIRE,
iR, flEMTA B BMEE, BREHXIRETEWESARAHNTE NRE K BE.

MRERPRESEEERNRER, TEHINR , WEAMLUERTENE OGN EELEIEZFTNE
Ko BRERGEMUIE,

NTEREENEGR , SMERREFEINFEZEN

« X S3RERNBRTFMBRRICENERRERN—H2EE , IEXENRERRVIEENE
J& MEAE PTGt — 4%,

s NTFAXEFVERBZRIXHRS  EBS BRERNZFERAUBENEE,. SEXHRETESE
BARBRTF vfat, ext2/3 M v5 ZBIK XFS kR4,

MERLERSHE S3 78

Amazon Backup HERLZRRE 7 X , NTEREEM B EFF R, X4 RA[E Amazon Backup 12l
AHEE , A UEY CLI BE#HITRE, list-search-job-results

REIKENERERSHE S3 #&8 , XHTLURERREET 7 RHEtE., §HAELFELSERE
MFEEPIZ AN Export Job ID IXHR , RERERSFHEGXM4RP, HERSHE
ZXHERTE , RESREFHERE  XEERE2-ETMH,

AU S HEAXFNRRRENBRER , MAMUXRE S3 BRER,
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Console

£ https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#I &
SEMEL > BREL,

EREBRELER,

EESHNERZLITA,

®EFES HE S3

NS HAELIERE B R S3 7R,

BETMEFRE , &FSH.

N o g~ w0 Ddhd =

SHERERERSHEL, SAIERL > SEFLPRTES, FHFLEHN COMPLETED RS
B, BREREFEERE S3 FRBPIHRRIE THEAN—IHZ csv Xt

Amazon CLI

£ Amazon CLI @3 start-search-result-export-jobo

NESH

--search-job-identifier
--export-specification

--client-token
--role-arn
--tags

BAEIRE ExportJobArn M ExportJobIdentifier,

£ list-search-result-export-job s ¥ &S HEZHIRE,

AT S TMN RER

BRUERRESINBERELNBLX=EFA. BIMROXRSIHBEEHER. BAINEBRERPER
( GHMPARREL—# ) a4 5kA, FETHESZESR , 55 H Amazon Backup Efft.

ZAUBEEE SN EHNTEBMRE NMERELAEERENERTE ; XM E~ £ AT RER
TEAMBETRNIRE SPHITERT LKA,

FESS-E e ) 551


https://console.amazonaws.cn/backup
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backupsearch/start-search-result-export-job.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backupsearch/list-search-result-export-jobs.html
https://www.amazonaws.cn//backup/pricing/

Amazon Backup FRARIER

MERFE R

TEEFAREREZHN (URETHXNRIXMN ) REXBFENRER/SINEERNTE . BRERD
—REE , BERERFREEFEZD,

WA LB SAEIER > BRTHELR > K& |, £ Amazon Backup BHAPNERERFRE, E
B IKE Amazon CLI , i§start-restore-jobFRABETRFRLE, MESKMRXEFTS RIE B9 T
iz,

BRUOMAER SIS BE\ERRER, WA S3 FHEMRENAER S3 FHAEREZAINNRS
MHRNER , ESHAEAIRE S3 #i¥E Amazon Backup,

& Amazon EBS BA X EBS IRIRIRE BiEET EC2 KON BHEES |, B5H.

Backup 7' /&
B
Amazon Backup 73 Amazon S3 &P IRMUKNARENRFREE , A KBEERAREEZIE 30% , @

B RIFEANREFNREE D, BREARRRSBFHEARNIERENIIE, EUURESD R , BIEE
PREFEDNRVERFRR S3 FHUREFEBERS LA FMHE

Amazon Backup 22 ATBAE{L S3 BHMBHFHAA , XEBIRHR TSN, REAZNHRURMF
R REMKAERE. ERAUNKSFRBEXAHENE S3EFMERES R , LA AN EFEMNH
ENZRPNEROUZFHXIENEE.

B, QB2 REE , EENNMLE S3 BRHTIRUARTEZIR (EDL 60K ). 7EEETHN
BHNATAERS , LA UHNBERF. YFOBEXRINEENEARREEN , eI ERRAK
BRIENERE , BRISMEERNIRERED,

AXEBRTUESIERE, EEPEROHE. BERATAOURSERD D EIHEENEMRIBAY 2
¥¥. Amazon Backup

/A Important
BN D RKIERSEM

- Backup Tiering BE=MNEARAKER D : BFFHE. BRRNEFEENIERE, SZ20KIE
HEIREAREBENBRLRN , BFRBEFEIEFEONREEEN RN —IXERIRE,
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https://docs.amazonaws.cn/aws-backup/latest/devguide/API_StartRestoreJob.html
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s NTESWSHERNARKES  RINTERATERS , EEE2HAREEIHKIE 60
REENBIEFEFET EER.

7 RECIE

S3EMITRSREBRSTEERE , ZREEENSEBLERFUARIEIREARER ZAHRYE (£D
60 X ). BEXIRNLL , FOBFELTHIEREES.

STEEENCIZTLORENZNMATEKS PAAE S3 BIRNED , [EH I FER A EFEM TR,
LA ESNRERLETENBEREMEAEMLICER,

SERERERERTER#EFNINEGROBE  tEATRERYROENHEZMD.
S3 EMTREERTE

- RIFEE : IBEXAERNAARR. BEXHEFNAERARSEENENER, ERTHRAEXH
FENERFN D REERANRIARE,

- ERE  EREBEREREFEZHED 60 X

- XHESE REERTHEROFEE (ERTHRFEERBEFREERRN )

« RRERE  BIERERZH 5 AR RREEAN

BLERH

- BNERE-IERE  RTRAEREN , B FRERRE -1 2EERE

« &Z 5 MHRGER  Vaut BERERSZ XK 5 MENERANMMENN 2R RE

« K% 100 MRR : SMEERZTUMFERRAFERE 100 MFER IR

« MHEERER  MRERFE PREXHAE MBENXHERE , WEEERBENX4HELE

RED EHE
RS EEE
Console

BIBFIENXHEDREE (RN )

1. 1 https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#l A&
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Amazon Backup T %A RIEE
2. HESMERT , &E SIZF0TE
3. EFRUREE.

4. HEEREBWT , WAM—HNHEBRERR

5. IEEMABAXHESTHNFE S3 HiR.

6

7

8

MNTFURNBEUNDERE , FRARBEIEIREREZZINRE (EL60X),
( AJIE ) ANIIPRE
EECIEEE.

BB ENXHETEEE

£ https://console.aws.amazon.com/backup L£3¥TFF Amazon Backup #2#I& .
ESMBERSD , EEFE S3BHBDE

EROERE,

EREENT , WA —NEREER,

ERNENXHERERE S3 BiR.

BRREEME N TRIRDPERBENZ D FREE

EEFRR , EEREUTE &R :

N o o s~ e dhd =

a. WXHERNFREA S3 BFMNMATZXHERNAE S3 iR
b. UFFEEFRE S3 RFATEREA S3 FER
8. WMREBRBERR
a. EREANSIHR (HEFERRANEHFEZZ 100 1)
b. NBANARAREDRRE (MAKXKNEN)
c. BEEMMDRREACIZEMHAN (EHZZ51)
9. (W) AINFRE,
10. EFRCIEEE.

Amazon CLI

ENEMEXHESERE ( BN ) , BEA Amazon CLI

aws backup create-tiering-configuration \
--tiering-configuration '{
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Amazon Backup FRARIER

"TieringConfigurationName":"MyTieringConfig",

"BackupVaultName" :"*",

"ResourceSelection":[{
"Resources":["*"],
"TieringDownSettingsInDays":60,
"ResourceType":"S3"

]

& A LUEN Amazon Backup %] &= REST API EEUNEN D EBE. Amazon CLI
Console

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#| &
2. ESMBERF , EEFE SIBBDE
3. EEREEEIRKETE. TEREMKRE,

Amazon CLI

EyHFAESEEE , 5 A Amazon CLI

aws backup list-tiering-configurations --max-results 50

RNEANTEEEFARS

aws backup get-tiering-configuration --tiering-configuration-name "MyTieringConfig"

ERrREE

W

B EHFIEN S EREULEIOTER R, FHRERIFMED .
Console

1. 7E https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #1& .
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Amazon Backup

FRARER

2. ESMERT , EE SIZDIE

3. EREEUNEE

4. ERRE.

5. EHMAENIRE

6. WFUXRANENHNZTERTIRRE , FWARED
K)o

7. ERFREER.

Amazon CLI

EFEHoEERE , iBE#FEH Amazon CLI

aws backup update-tiering-configuration \
--tiering-configuration-name "MyTieringConfig" \
--tiering-configuration '{
"BackupVaultName":"*",
"ResourceSelection":[{
"Resources":["*"],
"TieringDownSettingsInDays":60,
"ResourceType":"S3"
1]
3

WER D R B
HTABEREIREEN , B LUFEMER.

Console

SEIBREREE ZRINRE (£D 6

1. ¥ https://console.aws.amazon.com/backup £ FF Amazon Backup ###I &

2. ESMERT , EE SIEHIE
3. EREMRNEE
4, EEMER.
5 WADROESMRAFEIAMBR,
6. EEMRDEEE
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Amazon CLI

EMiRro EEE , FEH Amazon CLI

aws backup delete-tiering-configuration \
--tiering-configuration-name "MyTieringConfig"

A HBROERBLNIARERGERFRENET , BB LFEEATIE.
S3 #1150 IR Bl & 27 R A

Amazon Backup RENKWEAFRIIMEZHFINREENETRER. ZBRSBRREXNRHNE
AR, ARFEENEERERFEFFNNKRERNRAIRENE, 7RTEEREBIHT. HF
DHRINSEREENEAHRRE (£4 60 X) &, EMIREREKET —MEABRPRITIE.

NEZHNFHNRNFTUENZONRBZIERENIR. WRERSNMEETUANA THENZD
MR, WEETFRENRELETERTHREFCENEE, 2EIERFTERN , — BEXRE
HEBRARENE , SR —EREERE | ERRELHRE RBERREZ 5.

PR 65 R 0 s 422
EHER
3 10 BEARFRILHENE -

- FREA  SREREEML , /GB/AKAER

- TER  IBRIBEKRARR D RN R —RERA
- RERA  ERBIERN/GB RASHEMRENRE

- FEEUEFE : FURERER SN ER = 5E A

DN

BEUTAREZIERATEBR

« Amazon C@@ ost Explorer : N EEEMERREMNERLR
« Amazon AMERABERIRE : BH AP BEARSHTIFEFHA DK
« Amazon Backup %5 : BREFER
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R T & R

MNFEE 10 ZAFT KK 500TB S3 1741 , H+ 60% FEDESRM

- B2 A 25,600 £t

- DERE :8H 21,000 %%

- SATE SH 4,600 7T (HL 18%)
. —XMERES : 6,000 ETT

B & /R
1 KBRS R
NPT E& D EEETNAE S3 ARNASE :

{
"TieringConfigurationName":"MyTieringConfig",
"BackupVaultName" :"*",
"ResourceSelection": [

{
"Resources":["*"],
"TieringDownSettingsInDays":60,
"ResourceType":"S3"
}
]
}
2 -

£ MyBackupVault 4 MREFERNFIBERRHITDR :

{
"TieringConfigurationName":"MyTieringConfig",
"BackupVaultName":"MyBackupVaults",
"ResourceSelection":[

{
"Resources":["*"],
"TieringDownSettingsInDays":60,
"ResourceType":"S3"

}

]
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FRARER

}

T~ 3

ERTEANNIEED EFERE

{
"TieringConfigurationName":"MyTieringConfig",
"BackupVaultName":"MyBackupVault",
"ResourceSelection": [
{
"Resources": ["arn:aws:s3:::mybucketl", "arn:aws:s3:
"TieringDownSettingsInDays": 60,
"ResourceType": "S3"
1,
{
"Resources": ["arn:aws:s3:::mybucket3"],
"TieringDownSettingsInDays": 120,
"ResourceType": "S3"
}
]
}
il 4

AN ERN TN FEBERITOE (F2FIREN 36500 )

{
"TieringConfigurationName":"MyTieringConfig",
"BackupVaultName" :"*",
"ResourceSelection": [
{
"Resources":["arn:aws:s3:::mybucket7", "arn:aws:s3::
"TieringDownSettingsInDays":36500,
"ResourceType":"S3"
}
]
}

% 5 9 Zh 88 7 BR 1
T8

: :mybucket2"],

:mybucket8"],

R REF R
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- FORE  EXZONERZH

- FRERE  REROEHEENSBZERFME

- XHEYE  EYMENRHREFETERE

- BXE/KS : S50 ERHE (BARURERREEEBIRME )

- REIHEE : Point-in-timetX SR B RIRE

- BRARGE| . EE2HNERUEZTERE

- M RIEFTEAMNTITRED

BR 1

- RETENE  EREREBHIRARENZRE 60 X

- RIRRE : B EERS 100 MEFERIR

- RERS : SIMEERS 5 MENRFIEEAN

« BIMNFRE-AIERE RTRANDEEREN , B N FRERRE - MrEEFEREN I RRE
- BEEE  BHIRERAEHHBEEN RIS -EREFE

B B EEE
|3
EETNEZATHERD

- RIFRERBCEWO A EBNIFEE
- RERNREEPHNAREEREIER
- BRECBEFEREFRFHRER (60 X)

AlreadyExistsException®|ZHfL & rf

- BMROEEEBMEEHNKS P21
- REENEFHEERTCEFARNIEERE

LimitExceededException £i%

- BAEBXEBEIBNEENSZKA 5 MNRFIEFAN LR
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- RELRENRERRRETEY 100 ©

B A S T

- ERERETENNRUE
o« ERIFETACH BRI T2 49 R0
- TEREREREREESEHAH

RABRREERZ 0

NAAE SR
BXREBHABZEFREBPLUKR ST Amazon Backup X R RREX B X REEE | FSHAARTTRIBAVEERE,
BLUREBEAFAEFRERZM , BEA StartRestoreJob API ##1E,

FERAFRABENRER ("ERAKE ) REERRNERMT. ERIOIEZHNEANEKEE T
& , ABLA A GetRecoveryPointRestoreMetadata, AN JKEB4EIE P IE IR M T B R TEHAE R,

5 Tk [ T 7 BO B BB 3 L OB 7 8 1R SR A B RV Bt R K 4 NNt
X TRXER , BaEMAME—REL D elEEFEL , 60
1323657E-2AA4-1D94-2C48-5D7A423E7394,

® Note

Amazon Backup 12 H4E{ K & A B B RS R B ML (SLAS). RIRATE A g A RERBFA
EmF , IESEHRRRNER G I,

FEB L IR

LUIBEREREZMN , E2ER®E Amazon Backup EMMENZ R RIE—INHER. X2 T RIFEN
MEBRBIFHIEFENFTEIR,

& BRI

R BAN FRMATNIRA LR R, XA TRELRDREALKERNE B (RTO) , HHE
THRKRWERFRMF HER

BAOREIE T R T
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BXELEL  BSALENR,
18 R B EHIRE

® Note

Bal , T E#RH, ELRHFITDE Timestream &R EC2 LikE T 5
DynamoDB. Amazon S3. SAP HANA KYZheE R A A,

i
MRERTEDEN  MEETERFOAR , WALEERF R EHIRE, RERLTESREX AR
X, CUNEBERMBERAR. BIERELN , TORETRERZ R ROREFNEZE R
BRo

HBERERREL B ISR, ST UEBRER R SER G F 3 [R5 M A T R IRATE R
FHEMAD. BEE , TERERERNEFRNFIRETRE.

EEFHAERTFERZON , BANBERTLEHERE, IREFERNFHRZEHICEENER , Bk
ZH AP ECHIE P ZEIRAE,
1= API #24E StartRestoreJob # , &% false RIAREB N

CopySourceTagsToRestoredResource , XFNEEXRRN BRI EREBERE, IRER
o8 kERBERENFE , BRHERENRN True,

=80

s —AMBRBHRZALUE 50 MR , SFEXREN TR, BXNLRINESFER | BTSRGICEN
Amazon %R

- BRATEREFIFRENAGHFEEBENNE. RIAERACTELENNIR, BEXABAND
FER B RR IR Z R AR

- BREIAXEBEEMERZHWLLTEIR : VMware Cloud™ on, Cloud™ on, A% %8 Amazon,
VMware I &i# EC2 k4 L& SAP HANA Amazon Outposts, Timestream, DynamoDB, &%
DynamoDB #1 Amazon S3,

- WFELERHD , RREARLBERII-AXZFONHRIFHEHFHE SERENRR.

- F2RTBREREHIIRE,

- EROELERERNBZHEEZN AT FETRAERR LNRERT2EHBERNRRF.
RE2023F 5 A 22 HZEOENEZ AT ERRELRENEFFE,

TS v


https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing.html
https://docs.amazonaws.cn/tag-editor/latest/userguide/tagging.html
https://docs.amazonaws.cn/tag-editor/latest/userguide/tagging.html
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REERERRNRIE

« Amazon EC2
- MATFEMRENTDE EC2RFIMNIrEtiER TH MK EMRE R Amazon EBS %,

- MNATHMERKAIR EBS BNRETEHEMMB SR FERFINE L. NREFREFEREN
WEIEL R /5 EBS BHY IAM Kig |, MATFHH EXRRNEEM D EAMERE , LBEREN
RERFER.

« &R Amazon EFS #iREt , BIUHHEFZHXHFRLE, ERINE X4 RETRHIREEH X
MHERL.

« Amazon RDS
- MREHZFMMH RDS EFHNL TEIRDS , HEHZEFNRZL,
- MEFRBEFRFTBLTEIRDS , FRANEFEFRBPHIIFE,

« Eit CopySourceTagsToRestoredResource ¥ Boolean S 21I&E N True &2 False ,
EXEREEHLEFETHTZAN TR LFENRE, B2 , MRRBFIENRE , BEAMUL
Boolean & i&,

« BRIABERT , Amazon Redshift £ 1E L FEE W HIRBA B ERZ,

B A EHIRE

1. $TF Amazon Backup 2%l &
2. ESMERTP  ERZRPHVER , AREREERH Amazon S3 &R ID.
3. ERREMEENEL , NERFERR IDWIRERIR, BEXRERER , BHRITUTRE

a. HEFOERT , ARFRVIRESR ID,

b. EEMMNALA  ABRER (JE , TURIBZHREE , RIMER , BHRE , REET
EE ) o

4. EXEFERZFHNEL  RIBANHFHRELEFVER. ZELEREFRPNAERE , BRELEE
B (ER, BHaPUHERERIAE TEFRE ) -

5. EEFMERERENACRE , EEEREND.

BREARNEERE

£ API #24E StartRestoreJob., HWRFFLLT Boolean SEIRE RN True :

153k R H 8 & HiR 273
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Amazon Backup FRARIER

CopySourceTagsToRestoredResource = true

R Boolean 2% CopySourceTagsToRestoredResource = True , MEREE M £ FHREMNERELE
RS BB E R AR,

/A Important

MBARZZHENER (VMware, . A#tR%, EC2 =4l LK SAP HANA, Timestream
Amazon Outposts, DynamoDB. &4 DynamoDB #1 Amazon S3 ) @& itt5# , MEFEESE
R,

{
"RecoveryPointArn": "arn:aws:ec2:us-east-1::image/ami-1234567890al1b234",
"Metadata": {
"InstancelInitiatedShutdownBehavior": "stop",
"DisableApiTermination": "false",
"EbsOptimized": "false",
"InstanceType": "tl.micro",
"SubnetId": "subnet-123ab456cd7efgh89",
"SecurityGroupIds": "[\"sg-0albc2d345ef67890\"]",
"Placement": "{\"GroupName\":null,\"Tenancy\":\"default\"}",
"HibernationOptions": "{\"Configured\":false}",
"IamInstanceProfileName": "UseBackedUpValue",
"aws:backup:request-id": "1a2345b6-cd78-90el-2345-67f890g1h2ij"
3,
"IamRoleArn": "arn:aws:iam::123456789012:role/EC2Restore",
"ResourceType": "EC2",
"IdempotencyToken": "34ab5678-9012-3c4d-5678-efg9h01f23i4",
"CopySourceTagsToRestoredResource": true
}

BEERZEE R B
Bix  RT 2

IR BRENEEACEEVENNKR , MEVUELEREN AR LEEENRE, ATIRENER
IAAmazon HERZACKKIERTSFTENNPR. AWSBackupServiceRolePolicyForRestores

NREEEAEENAS , FRARFEATNR :

TS o


https://docs.amazonaws.cn/aws-backup/latest/devguide/security-iam-awsmanpol.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSBackupServiceRolePolicyForRestores$jsonEditor
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* elasticfilesystem:TagResource

* storagegateway:AddTagsToResource
* rds:AddTagsToResource

* ec2:CreateTags

* cloudformation:TagResource

EXEZEER , B35 API &R,
& [RAE MRS

&R Amazon Backup #Z# & R THEEEFRELRS. EEFELRSSEGFLE, EHEE
7. BEXEK, EHREMRK,

£

« 3 Amazon Aurora S£&

« Amazon Aurora DSQL & &
« M¥XE CloudFormation 3##%

+ ¥ J& DocumentDB £ &

+ 3% & Amazon DynamoDB %
&K Amazon EBS %

- IREWLSi# EC2 K4l

+ &JE Amazon EFS X R 5
+ X& Amazon EKS £#

« RE FSx XHRS

« &R Neptune £ &

- ¥R RDS Bz

+ ¥BJ& Amazon Redshift ££5f

« Amazon Redshift Serverless it J&

- EW D% EC2 EHI L1RE SAP HANA Bz
- EAMRE S3 #IE Amazon Backup

+ & J& Storage Gateway &

« fERAMREE B Amazon Backup

TR AR ARES 275


https://docs.amazonaws.cn/aws-backup/latest/devguide/access-control.html#backup-api-permissions-ref
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& B Amazon Aurora 8

£ Amazon Backup #Z#|&1XE Aurora X8 =X

Amazon Backup RE&EH Aurora 58 ; ET 282 Amazon RDS SEHIs G HH MBSV KRR, £
THBS | FER CLI 812 Amazon RDS SE4I 3 E M iNZIE RG89 Aurora &,

R Aurora EREZEES NER®EI, BXXEETMNER , HSH (Amazon Aurora A8
) PMEZ M AEE Aurora DB SE8 I, AI7E RestoreDBClusterFromSnapshot B9 APl #5R
B AT HAE

&R Amazon Aurora &

1. ¥E https://console.aws.amazon.com/backup £3TF Amazon Backup %15,
2. ESmERT  ERZRPHERMNELRH Aurora &R ID.

3. 1E Resource details (RIRFHAER) TEHL , FERFIERIR ID WIRERIEK, BEXERRIR , iF
EZMERT , EFRENIRER ID BN EEZE, EERNELA  EBEER,

4. FEXRFIMEERD , EXBEELIZ, BEESIZRANBTERFRENRNMENEEX LRI,

(® Note

MRERTERSBRERE  NLETRREREBNK. BER/) Aurora RER VM
K Aurora REBMIREMIET , IMNEMT BEE 2 IEBRTE IR,

5. BREBERT , WU XEPERBHAMBBIEESERHIIEE — 1M — Amazon Web Services
TP BB o

6. EMZXELZLERT  BEIZIELMESR (VPC)., FRANTAXRENRIAMERIEEIX LR
T,

7. EREFATESRT  BEXWEFRD, $EEEHSHANCEER IAM BIEES GRIFREN
MINERIEEX LRI

8. EROERT , BEZTHHRLEFIRBRENKINMESIEELED,

9. EEMHERP  EZIEALMHEABMRENRIAMESIEEXLILD,

10. EME) ERF  BEZEAMNENZEAMNZRENRIAERIEEX LIED,

1. EEESHERD | EBEXME Amazon Logs B CloudWatch BEERE, EENX IAM A,
12. EEFRABERS , %8 Amazon Backup 1 LR FIBER IAM B,

13. EEMBRER , EREFREZH
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https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Backups.html
https://docs.amazonaws.cn/AmazonRDS/latest/APIReference/API_RestoreDBClusterFromSnapshot.html
https://console.amazonaws.cn/backup
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XFEEREEELEE, TEHINSHEERETAXEREELHER,
14. RBRZRE , EEMN Aurora & %132 Amazon RDS =41,

£/ C Amazon LI :

« ¥F Linux, macOS = Unix :

aws rds create-db-instance --db-instance-identifier sample-instance \
--db-cluster-identifier sample-cluster --engine aurora-mysql --db-
instance-class db.r4.large

o XFF Windows :

aws rds create-db-instance --db-instance-identifier sample-instance *
--db-cluster-identifier sample-cluster --engine aurora-mysql --db-
instance-class db.r4.large

BXRELZZ MM point-in-timelREFEENBSNER , BZHEELZFHMNIRE (PITR).
{5/ Amazon Backup API, CLI &4 & T ESIKE Amazon Aurora X8 <

M StartRestorelob, FEEFREILFAAEEN THIBFEORTER EMFELZ KRB EA A
BR (PITR) , EREXFERE,

MBRER IR RS BT

A LA Aurora REEREWLIEEA T iz, EXEZEENAEZNE , 58 (Amazon
Relational Database Service API Reference) A #J RestoreDBClusterFromSnapshot,

// Required metadata:
dbClusterIdentifier // string
engine // string

// Optional metadata:

availabilityZones // array of strings
backtrackWindow // long

copyTagsToSnapshot // Boolean

databaseName // string
dbClusterParameterGroupName // string
dbSubnetGroupName // string
enableCloudwatchlLogsExports // array of strings
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https://docs.amazonaws.cn/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_StartRestoreJob.html
https://docs.amazonaws.cn/AmazonRDS/latest/APIReference/API_RestoreDBClusterFromSnapshot.html
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enableIAMDatabaseAuthentication // Boolean
engineMode // string

engineVersion // string

kmsKeyId // string

optionGroupName // string

port // integer

scalingConfiguration // object
vpcSecurityGroupIds // array of strings

-

"restoreMetadata":"{\"EngineVersion\":\"5.6.10a\",\"KmsKeyId\":\"arn:aws:kms:us-
east-1:234567890123:key/45678901-ab23-4567-8cd9-012d345e61f7\",\"EngineMode\" :
\"serverless\",\"AvailabilityZones\":\"[\\\"us-east-1b\\\",\\\"us-east-1e\\\",\\
\"us-east-1c\\\"J\",\"Port\":\"3306\",\"DatabaseName\" :\"\",\"DBSubnetGroupName\" :
\"default-vpc-05a3b07cf6el93elg\",\"VpcSecurityGroupIds\":\"[\\\"sg-012d52c68c6e88f00\
\\"J\",\"ScalingConfiguration\":\"{\\\"MinCapacity\\\":2,\\\"MaxCapacity\\\":64,
\\\"AutoPause\\\":true,\\\"SecondsUntilAutoPause\\\":300,\\\"TimeoutAction\\\":
\\\"RollbackCapacityChange\\\"}\",\"EnableIAMDatabaseAuthentication\":\"false\",
\"DBClusterParameterGroupName\" :\"default.aurora5.6\",\"CopyTagsToSnapshot\":\"true\",
\"Engine\":\"aurora\",\"EnableCloudwatchLogsExports\":\"[I\"}"

FMEFERIENFRERK (PITR)

MREEENF Aurora ELR M (KRR ) RREEMFERBR (PITR) , TIEENT TEE.
EXxEZEENTESHE , H3E (Amazon Relational Database Service APl Reference) 1 HY
RestoreDBClusterToPointInTime,

// Required metadata:

dbClusterIdentifier // string

engine // string

restoreToTime // timestamp; must be specified if UselLatestRestorableTime parameter
isn't provided

// Optional metadata:

backtrackWindow // long

copyTagsToSnapshot // Boolean
dbClusterParameterGroupName // string
dbSubnetGroupName // string
enableCloudwatchLogsExports // array of strings
enableIAMDatabaseAuthentication // Boolean
engineMode // string

engineVersion // string
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kmsKeyId // string

optionGroupName // string

port // integer

scalingConfiguration // object
vpcSecurityGrouplds // array of strings

Amazon Aurora DSQL & &

FH

« & Aurora DSQL £ X8

« &R Aurora DSQL ZXIEEE
Aurora DSQL & J& A B R FE HERR
Aurora DSQL & & & . (8] 5

Bl

EYRE Amazon Aurora DSQL % Xig & , {5 A Amazon Backup ##| A% CLI AR EXERNIKE
R (&) . EWRE Aurora DSQL ZXFEE , BINE A LLEA Amazon Backup ##|& D% CLI.

NTEXEER , ERMER, ERMNZEMPERRE L REEIERIFCIRAER,

NFZXiGER , FEERECHMOSHE , 8FENIXKE, ¥EXRENXEHREERE, ZXIEEEATCIER
BZANEB Amazon Web Services X138 , AT (L1858 A 7T A 14 F K MRS Thies

&R Aurora DSQL # [Xig £ 8
& T LAE A Amazon Backup 2%/ & 5 Amazon CLI , & Aurora DSQL S&5% R 2 &N X i,

Console

1. ¥ https://console.aws.amazon.com/backup L3 FF Amazon Backup #2#I& .
2. EBREXRFRNRERFZHNGER R,
3. NEFMERKRINFEREERE,

a. RUABRT , AMK (Amazon £ EZH ) RATMEMENKE. EtalEEHMR
o

b. BINBERT , Aurora EEHMIEBRET 4T B RRE |, BEUHGE R EEHE 7] X H ZE .
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https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/USER_DeleteCluster.html#USER_DeletionProtection
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4. RERE ; MRREZXEARA , FEFERERZ DR

Amazon Backup 1§82 — N ¥ Aurora DSQL &£,

Amazon CLI
B X gk R

1. fEF CLI @8% aws backup start-restore-job MIEEMIKE SIEFE Aurora £,
2. AERRELAENTHE. RO :

Example

aws backup start-restore-job \

--recovery-point-arn "arn:aws:dsql:us-east-1:123456789012:cluster/example-
cluster/backup/example-backup" \

--iam-role-arn "arn:aws:iam::123456789012:role/service-role/
AwWSBackupDefaultServiceRole" \

--metadata '{"regionalConfig":"[{\"region\":\"us-east-1\",
\"isDeletionProtectionEnabled\":true,\"kmsKeyId\":\"my_key\"}1"}' \

--copy-source-tags-to-restored-resource

&R Aurora DSQL Z [Xigi s &

Aurora DSQL ZXBEFHEFRAEEHANXB=TAYP , Z=TEHHA=IXNFHKARK. Amazon
Web Services Xifi ZXBERERGEREPREENXHESE-—IP=ndd. BEXSXEEHNE
ZER  FEREEZXEER.

XEUTEAPHN=dH, MRKHERLE—, WEEE-APH=DMXE,

- ZEFRL (FERIMILE ) . ZERD (AXEN ) . ZEES (LNRERT)
- MR (BRZE), BB (£3%). BMBK (BR) . RMEKX (E2EE)
- TAMK (FR), TABK (ER). TAEK (KK )

EXRZXERER , FHEREEFUTRR :

* backup:StartRestoreJob
* dsql:UpdateCluster
* dsqgl:AddPeerCluster
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Amazon Backup FRARIER

* dsql:RemovePeerCluster

BB LAE A Amazon Backup 2%/ &5 CLI @574 Aurora DSQL £# MR 0E R BN X,

® Tip
NRZNRHDITNZEEINEBEX Bz —IEZEXFGRIAWAN |, NeIZEI4AT ATt
XigiE R,

ZXEHERNERHNXET R, BERE :

- WEXE , ZFXEHEA L XEHRE LK AEREXEE A

« Witness Region , Amazon Web Services Xifi — 1S 5ZXFEHRENIEEXE , EXHMNRE
SHENEA , MASAXGRRENFREZR, BXNIXKENESESR , BSHUESXEEH.

ENTRUMTATR :
Console

Amazon Backup & &I EXHF Aurora DSQL SR ZXEME , NMEL T AIEEZSNMNXER
EBNRE. BXZXEEHRNESER , BALESZXEER.

1. &% Amazon BEEI2#| & H £ https://console.aws.amazon.com/backup _£FTF Amazon
Backup ##lA&,

ESMERT , ERROREE.

RS EEXEEN Aurora DSQL 8 SR REE,

EREEFENMER , REEREE,

ERFRTENERERT , EFFNNEXEHUE RS XEER,
MNTHELEDEENEEREXE, ZXEXMEIHXBUTE—NM=x4d+ , FEELRND
EXBEEE ( EF—) KEPRE[NEXE R,

MTHRFEEPERIIEXE, ZXBELATTRER-N=TAP,

8. NEEEINEXFEHMESEFRE !

o o bk~ WD

N

a. NTEEH 6 BFHE

o EEME (WL ) EFE KMS BHEEITINE,
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https://docs.amazonaws.cn/aurora-dsql/latest/userguide/getting-started.html#getting-started-multi-region
https://docs.amazonaws.cn/aurora-dsql/latest/userguide/configuring-multi-region-clusters.html
https://console.amazonaws.cn/backup
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- MIBRRY : B RARERABBRRT
b. MNWFNEXFERH , BEE :

o NEXHEFHME ( Wik ) : EFE KMS BRJITMNE,
« WEXEEEMBRRY - BRARERARBRRE
9. EFREAEERIERZM.
10. BHAEREHZXEARFERE , DERNMXEFEIRERT AIIFElxRE—E,

Amazon CLI

M7E , ATLLEEFEA CLI 455 Amazon Backup £ AFT I wEEE R THIERZIZ XFIRE, X
FEZEES A BERRBERELRRE. EXUREBAIRNCEZXEERNEZELR |, HSH
{Aurora DSQL AAF{EmM) FHEE S XiFEE.

/A Important

FERANSEHBLTUTE-—NMENXEH, IREFNVTHZIANXE , MEEFEX
W, XIFWAIHE

« XERE (FEFRILMILE ) . EEFRE (H==HEM ). ZEEE (JLNREEL )
« BN (ZRZ ). BONGEX (£F) . BMtX (B2 ), KX (EZZ5RE)
c TA#X (FR), TABX (BR)., AKX ( KER)

B Amazon CLI R UREENE R THER TS XHIRE

1. B3 CLI &% aws backup start-restore-job AN S XEmIETHECIEERE
Al -

Example

aws backup start-restore-job \

--recovery-point-arn "arn:aws:backup:us-east-1:123456789012:recovery-
point:abcd1234" \

--iam-role-arn "arn:aws:iam::123456789012:r0le/service-role/
AWSBackupDefaultServiceRole" \
--metadata '({

"witnessRegion":"us-west-1",
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"useMultiRegionOrchestration":"true",

"peerRegion":"[\"us-east-2\"]",

"regionalConfig":"[{\"region\":\"us-east-1\",\"isDeletionProtectionEnabled
\":true,\"kmsKeyId\":\"arn:aws:kms:us-east-1:123456789012:key/
ba4b3773-4bb8-4a7a-994c-46ede70202Ff5\"}, {\"region\":\"us-west-2\",
\"isDeletionProtectionEnabled\":true,\"kmsKeyId\":\"arn:aws:kms:us-
west-2:123456789012:key/basb3773-4bb8-4a7a-994c-46ede70202f5\"}]"
'\

--copy-source-tags-to-restored-resource

THIEE B

- witnessRegion : TMEANZXEFEFHNIENXE, EXEZELR , HSH Amazon Aurora
DSQL FEy# .

« useMultiRegionOrchestration : i®ER true S8 AZXE&mEE,

« peerRegion: — M4 , HHIEEZXBEFPEENEEHNXE, BXESZER,
B2 # Aurora DSQL APl Z#MultiRegionProperties 1 #Y

- regionalConfig: @B MXEEEMNIKA -
 region: & Amazon Web Services X3 iR %F,

« isDeletionProtectionEnabled: enable/disable BB EF A RIrE. BXEZE
B . i3 ¥ Aurora DSQL APl 3#CreateClusterd 4,

« kmsKeyId : AT iNZH KMS %49 ARN ( Al ) o

MR KIETE regionalConfig B  NRAFNARINE - RINMER
isDeletionProtectionEnabled = TRUE,

2. {#M aws backup describe-restore-job @& RELIRA

aws backup describe-restore-job --restore-job-id job-12345678

3. XBERMEAERRE , B LAER Aurora DSQL CLI WiFZ XIS LA E

aws dsql describe-cluster --cluster-identifier your-cluster-id

BXRZXEEFHRENEZER |, S Aurora DSQL APl & UpdateClusterd iy,

Aurora DSQL & J& 7] & B HEBR
Bix R 2
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o)

RERVRR : MREZIRF Aurora DSQL REREHEIMNARE DSQL API REEHIKS ( BKFE

&) B, M IR FEESER , BN BEHFRKSPRIRE DSQL BRSHAXBE,

W RIERE - FF2E DSQL fRSHEXAEN DSQL HEXRKM MBI BARKA PR A
. AuroraDsqlServiceLinkedRolePolicy

MRBEZHIEREIEPBEEMEMEZ , JLAE Amazon Backup B AFRERAEEEZH
& RESHIRE Amazon CLI, Bt4\ , A LLEE Amazon CloudTrail BE , T #E5& 8 Amazon
Backup 2{EM X EMMEREIREEHESH,

Aurora DSQL & RE I, 8] B

1.

“FRBER £ Amazon Backup Aurora DSQL # 4% A 1 # Aurora DSQL ?”

e, B RBEEIT Amazon Backup ##|A. SDK =% CLI W iTZ B MERUAR EERZ 4

. “Aurora DSQL XEFPMEMHE ? RERBZNERTNEERIBEE 2"

R BER D FIERE Aurora DSQL £,

. “Aurora DSQL NEZ B R EEZ D EREBERZH ?”

Aurora DSQL E#HHIMER ( &1 ) REHNZTERND,

HEEBENEM Aurora DSQL ZXIHERMIERZH 27

fE. BALUBBEEE M XEFURENEFNZOMEENIRNSXEEHTNENIEFUESR
7o

Amazon Backup B2 TN MESXEHEN S — MBI EZ O EXFRIARENZESE
B, ANZXELAREEERMNESNHEREIR [WREPHEHRERENRESEEMENEREM
FEIZ At E]o

CRERENERRRSBSRNIAER?”

2. & Aurora DSQL #i#ERt , Amazon Backup £EFEMRBLIE — NS . MEMNER
FoBERERH,
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1% & CloudFormation 3%

CloudFormation 24 % =2 CloudFormation R MAIEXBHNHREMESNEES, BATLULEFEE
ERENREMER , BT EEREEMES (AIMEMER )

k& CloudFormation BiIRIRE KBS , BLtIBZ— IR  HFESATRRBONERSE,

£ Amazon Backup ##| CloudFormation &1X&

£ CloudFormation &l & H |, BAILEIFHNHERNERNE, ETHREXENENESZER , ESH
{Amazon CloudFormation FiFF1§R) SRy F i EE #itik,

BWEZEMA CloudFormationdtx IR EMWREME = , AEEH Amazon Backup #H| & FHIRE,

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup ###I &
2. HIZHRERE K ARCTEMEMRESNZOREE , AREHMER.
3. k& Amazon CloudFormation #HRHXE =

a. BEEEELARMNHEMERNESMER  HAEEMESANFAFSE NH.

b. EHREMESAT , FERKENMER. BMIESBBEMES ID, KA., &R ID, BFEE
B ZMOXBNANBIRE SRETE,. 23 Amazon CloudFormation 1R E 53518 Y B 1% 3R4H |
RERT “ME", BREEBRNWIRE SWEIRFERESN Amazon CloudFormation , FPEE R
&1

4. CloudFormation RV IERESFTKGE , BIXE R Amazon CloudFormation 4R EAmazon
CloudFormation 2l & #9 Stacks T A A ML,

EHRBHRT |, BRNIZERIRSH REVIEW_IN_PROGRESS B Bi& RiEHR,
BHHERNBEMRUETHERNEMAER,

HREMTELEDF, RHEHRE,

PITERE,

WERTERG , FEMERTFEMIERRERTHRR. BRENERFEFCUENZER. B
MEBRSHRIR , FIRE Amazon Backup EHIEFHMERIIR , ERFMENRER , RER
;XRE

© © N o o

CloudFormation {# A& Amazon CLI

EMSTHRED , start-restore-jobRIFEMREH CloudFormation .

LLTRHIREAIZEZHATFIE CloudFormation &RH 7T HE.
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https://console.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets.html
https://console.amazonaws.cn/backup
https://console.amazonaws.cn/cloudformation/
https://console.amazonaws.cn/cloudformation/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/start-restore-job.html
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// Mandatory metadata:
ChangeSetName // This is the name of the change set which will be created
StackName // This is the name of the stack that will be created by the new change set

// Optional metadata:
ChangeSetDescription // This is the description of the new change set

StackParameters // This is the JSON of the stack parameters required by the stack
aws:backup:request-id

&’ DocumentDB £ E¥

£ Amazon Backup % & 1%XE Amazon DocumentDB k& K

& Amazon DocumentDB EHEEREZSMNERIEM, BXXEXRTPEL , H5H (Amazon
DocumentDB FF & A R IEFE) RN EEIREL R,

& Amazon DocumentDB £ &

1. 7E https://console.aws.amazon.com/backup _£3TFF Amazon Backup #Z#1& .
2. ESMBEHKTP , EBZIRPWERMEIERN Amazon DocumentDB &R ID,

3. £ Resource details (AURFMEE) THL , FHERFNEERRE ID WIRERFIEKR, EXREER , B
( )

EROBED , ERBRAMES ID ZHMWEERA. EERNAELA | EREE,
4. WRECHAEE A FRIER Amazon DocumentDB £ 1R BB T H
. ERBIMEERD , IROIERBRERESIZ,
6. HEREEEP , MABBEESEERRAFHE B/,
FZANEATE, BFNEFH , EFBTERNELENETH , BT BUEFREE. &4 S
Fe2BRAPNERR,
7. EMEZENZLMERYD  ERTAX , FELLBRINAEERE,
8. HEBREELIMERP , ERBEERKD,

XRBEFERPISERTATRARREEN TCP/IP w0, EEIBEFERSISERNTANA
EFNEZFRSHLAEERROS. NATREFEXFIEFNLSEURALKBB XiGHL

MAVFEZS RO, BREFEEHDPNABEREEFEXIEERABRNED,
9. E# , EREFLANERT , EEREESEHSHA,

XRERXRFNBREEEFHRRNSHA, BEFEFSREATICIZEREENTS  XEETN

RTEHEHPNENBIREERSM.

DocumentDB & J&


https://docs.amazonaws.cn/documentdb/latest/developerguide/backup_restore-restore_from_snapshot.html
https://console.amazonaws.cn/backup
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10.

11.
12.
13.
14.

15.

EMZEBRP , EENATNBRZBEEFESNZ. BRIAEN aws/rds. B AIUFERAEFBEE
EEAZH (CMK) .

EAESHBEEF , EEE LM E Amazon Logs B9 CloudWatch BEEE, E2EX IAM B,
EERABERSD |, EEEFRELRKIAN IAM AEHHEM IAM B,
EZRFPNAFIRZERP , BUUERRENZ O E S RE RN BIREER
EEMBRER , EREREH

XFEREFRELEE, TENSBHEHERETEXRERELHER,
ERZERGE , FiERH Amazon DocumentDB £ &% %] Amazon RDS 3£4i,

fir

£/ Amazon Backup API, CLI SiE#HF &2 TEBIRE L S# DocumentDB RE <

B, AREBHNES, £ StartRestorelob, & Amazon DocumentDB & JREfE] |, & AT LAEE A
T 4R -

availabilityZones

backtrackWindow

copyTagsToSnapshot // Boolean
databaseName // string
dbClusterIdentifier // string
dbClusterParameterGroupName // string
dbSubnetGroupName // string
enableCloudwatchlLogsExports // string
enableIAMDatabaseAuthentication // Boolean
engine // string

engineMode // string

engineVersion // string

kmsKeyId // string

port // integer

optionGroupName // string
scalingConfiguration
vpcSecurityGroupIds // string

i , £ create-db-instance &R GEH Amazon DocumentDB &/ 1% Amazon RDS 3k

B,

« ¥F Linux, macOS = Unix :
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aws docdb create-db-instance --db-instance-identifier sample-instance /

--db-cluster-identifier sample-cluster --engine docdb --db-

instance-class db.r5.large

« XFF Windows :

aws docdb create-db-instance --db-instance-identifier sample-instance *

--db-cluster-identifier sample-cluster --engine docdb --db-

instance-class db.r5.large

7% J& Amazon DynamoDB &

5 Amazon Backup ## &l & 1% &E DynamoDB & R

& & DynamoDB %%

1.
2.

£ https://console.aws.amazon.com/backup 3T F Amazon Backup #ZHI &
ESMBEET , EBEZRPVEFEMEILEFEL DynamoDB &R ID,

£ Resource details (FRFMAES) NHL , FETRAERR ID WRERIRK, EXREER , B
EZROERD , ERFFNIRES ID ZUNEERE, EEENELA |, EBER,

NFRE , EFREGCXEAFEPRAFTRNE .
WNFEREE | HikE Amazon Backup FFHEFELE R IAM £,
FmERE :

a.

MR EME B H DynamoDB B ( H ARN FFk ) , Marn:aws:dynamodbfE A BB N E
£AXTE R Amazon Backup EHVR#HITHIZR, Amazon

EEFHMRARMBCREN K , BRI LUEH % Amazon Backup StartRestoreJobigEDR
M DynamoDB #2 & & #HITIRE .

MR R DX IFT L Amazon Backup BEE ( H ARN FFkFarn:aws:backup ) , WAL
ERUTEANBETRAF ERENEK -

« ( 23iA ) DynamoDB HAEK KMS Z48 ( B A WERE A H )
« DynamoDB & KMS %47 ( WEY KMS % H )
- BEFEERN KMS 40 ( WELKMS A )
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“DynamoDB #§8"#“DynamoDB £ &"#y %41 2 3| 5“Amazonii A" M “Amazon it E"# Z £ 1
. WMERE , HZH (Amazon DynamoDB F X AR Em) FWESME @ THERE,

BX5TL Amazon Backup EEMNEZEE. , HZ 5% DynamoDB %17,

(® Note
REEEREFNZRHFLEEAEMZRERERNRAXEREHRIETMZR , L
TAENFER.

MEBEXFHEZ M , EFERASNERRREBNZHARMBERENT , ENBHALIZ
ZXHZEH, AmazonBEHHANM AmazonEEZPRT=ZXEFHH. ETHRESER
2 (Amazon Key Management Service F & A R¥g/) H#I % XiF %40,
MEBKF MO , EFEASNERBRREBNBHARMBEMREN T , WAH 5 HIRIK
FHERKF PN, Amazonlk P Z B THERZHENZEA M AmazonEEHNFEH,
ETHEZFEE , 550 (Amazon Key Management Service FF & A R 15R) FHAiF
HAuk = P A P A KMS #4.

7. BERERZM.

XRFEREFRELER, TEHTHAERRE T EXERFELNEE.

&/ Amazon Backup API, CLI 5 SDK 1&X%& DynamoDB X & =

f£F StartRestoreJob., TE{Ff DynamoDB &/RHiE , BE A LIEEA T tEiE. LBERX S
KPNE,

targetTableName
encryptionType
kmsMasterKeyArn
aws:backup:request-id

AT 2 CLI &I StartRestoreJob B/EM restoreMetadata S¥URHI :

aws backup start-restore-job \

--recovery-point-arn "arn:aws:backup:us-east-1:123456789012:recovery-point:abcdefl2-
g3hi-4567-8cjk-012345678901" \

--iam-role-arn "arn:aws:iam::123456789012:role/YourIamRole" \
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--metadata
'TargetTableName=TestRestoreTestTable, EncryptionType=KMS, kmsMasterKeyArn=arn:aws:kms:us-

east-1:123456789012:key/abcdefg' \

--region us-east-1 \

--endpoint-url https://endpointurl.com

BIE R R BIER Amazonfi BN ZANEREHNRHIITNE., REXBTFEFIEEEA AmazonifiEH
R ITIZNE D 2:\"encryptionType\":\"Default\", "kmsMasterKeyArn\":\"Not
Applicable\".

EFH AmazonEERAMBCIREN R , BEEUTERTEIE : "encryptionType\":\"KMS
\",\"kmsMasterKeyArn\":\"Not Applicable\'",

EFATFRENEBANELCRGENR , BEEUTERITHIE : "encryptionType
\":\"KMS\",\"kmsMasterKeyArn\":\"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab\"

& " Amazon EBS &

MR8 5 had 4 X IR 748 (EBS) (REBET , WA LLUERNHEERN EBS &, FMEMEI SR FHFPIE
EI B iEFEZE A Amazon Storage Gateway mazon S3 Z& .

& JR%E| EBS &

FRER (EBS BENEHZ G ) ERIFEN , BKFERESKE, UGB HEMLNARPIMTHKX,
BRI DU R ERA I B RARFE Amazon KMS HAXFHBH1TINE,

&R EIR KRB

ERFIMREN , BFBREEL T AL RPRSHIMK | &#F iSCSI Bir&H , MIRMXEFR TS , N
FELEWE D, FEWNRMXEFTE , IFEERSFTIATRENEE,

EXH5E R R Amazon S3 17 1@

FEFT R/ EBS RIFIERE| Amazon S3 FHEERIELL 2 81 , BEH EBS R Amazon S3 i R
R, THBRER, HDENNRBEERE RSP AWSBackupServiceRolePolicyForltemRestores
BMYEEATERREN IAM BAEH,

FIE L% S3 FRBHNFINR ( BREFENEIEE ) HF2E3HITNE, ERXMERKERN , &
{EE SSE-S3 ( BRF 88w Amazon S3 EE®4A ) = SSE-KMS ( ARS8k Amazon KMS EE#
49) . SSE-S3 2ERIAE.
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M Amazon Backup #EHIAMER , BERZALMALRER ; BALUBSIHSTEESRER, &£
UTF-8 RIBHNZERFEF , BENKELINT 1024 = | SBFAFEEN RIS Amazon Backupig

ER BT
MRRBESSMIX , FHEELSEUHVERFRNEEN D XA XHEREIRIRAF, AR RRF 7] SUE A

2HEE KR, HE5 UUID XHRERE ID HE.

&R E|¥T EBS B &R E M EXHFEIRE S3 7

NERMAE

MnTf# (EBS 1A
B ) &R

BEiEENRE

Ak, BATLAERI
£ Amazon KMS 4R
IR EH N KMS %
£,

HERIFAG ; IR
TEREEAAE , I
BIEE B EBNR
HRABE,

AH

BRE ; KD (G

B) ; AKX ; RHE

RRIAFAS ; R
TEEEMAE , I
BIEE B EBN RN
MIAAE

FAH

M (4T EMR
A ) ;iSCSI B#%
M BEID(RAT
EHEHMX) ; &
E(ATEFBNN
x)

f& M

HE, M SSE-

S3. SSE-KMS =52k
A B AR IFAE KB SN2
TR,

ARERNNER R
B H EBS A Amazon
S3 & FE R,

A A

ERRE , IFE ;B
EHEBEN  BEX
JRRBREE ; IR E
; SR SSE-KMS
REAMERE , N

TEFERAXHRER
KMS #4A ID

' #£ Amazon Backup ¥ 4lAH | BALUER S AR 2 — ; MBAEER CLI#HTIRE | W& IR
SencryptionTypeZEIZRIAM B iR FERINE

£ Amazon Backup #Z#| A& R EBS HRER

1. 1 https://console.aws.amazon.com/backup L3TF Amazon Backup #Z#l A&

2. HSMERT , EEZRFOARERMNERFRY EBS BIR ID,
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3.

£ Resource details (RRFMAEE) NHEHL , FERMMERIR ID WREKIR, EXFREIR , 18
EZMERT , ERERENIRER ID SN2 EZE, EERNELA  EBEE,

BEERRNERSH. SRWANTERSHFRETAENTIREE,

NTFRFRE | ERRELEFILZ DN EIRAE Amazon BFo

WMRIEE EBS & | HIRMUSXBMA/)D (GB) WE , AREETAX, EFHER , E—/1 1k
SEEMZFLE, MR EBS RESCIE , NIETUFRIEEIRES.  BALUEE KMS #Z47
HAE Amazon KMS Z4A,

WRi%E#EF Storage Gateway B , FEFA T AHMRESHMK, B, BFEFEH iISCSI BirE
Mo NTFEMBMX , EIFREHWE ID. WTBEEFEMX , EREVPEZIRFAFR—HANEE,

MREEXHFER , NWHEZSTUEEREHH 5 MNRAXMHR, EAUEREHFHZRSINE
7, ERXHB TR,

« WA,
« WTFEEREXNRIXMFRBWE IR , T ERIE Amazon S3 FEW , EIEMFERE.

c AEFREHRNRIZEMER, ERILUEEBRIABIRFHMINE, SSE-S3 = SSE-KMS, BXxEZif
WMER , BSHEFERE S3 #IE Amazon Backup.

HNFERERAE , Fik#E Amazon Backup FHEFELEFREH IAM £, MRENKF &S
Amazon Backup BRIANBE , MR EZAEZ— NEBEBNRNRIAAC. ZUBRLERIAAE
REHTEEA,

BEREREZD (N TFTXHRER , ERERTE ) .

SEREL B, NEMSHEERMETHEXERELBES.

|~
Em
AN

X

MIA# EBS RERAFIE R

EREIFEE EBS RRSFEHENMAFRBERFME , LOIEHFHN EBS B, XMRENERET

QE_

RUERRTAH. EWERFRBE , RN F6#E0N 762 ARITITR

® Tip

REFE T EBS B EEREIMRE , BT EEXMHRIER,
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&R LAER Amazon Backup 25l & e S 1T E /A7 HEREIFSH EBS RIR. MaFM#HER

BEKAREE 72 M, BXEZEELR |, H2H (Amazon EBS AFE®R) FRIEAEY Amazon EBS *
i1

Console

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#I &

2. B3 B ackup Vaul ts > Vault > ik E 74K EBS HRE&,

3. BEREMIF, WA-—NNTO0R 180 (&) 2EWE , WIEEIREERIFRRBH R

4, WMAHAMRE : BXKFE, K/, IOPS, AKX, FHEFMME,

5. “ERZENERAR,

6. EREFREM. EWIARHEOSR , BINRBHEREXR, RE , EREFRRE,
Amazon CLI

1. {#H start-restore-job
2. TDEHPMEBS RBERFENSH

--recovery-point-arn arn:aws:backup:region:account-id:recovery-point:recovery-

point-id

--metadata
'{"temporaryRestoreDays":

--iam-role-arn arn.aws.lam..account id:role/service- role/

AWSBackupDefaultServiceRole

--resource-type EBS

value","volumeType":"value volumeSize value availabilit

3. 1f temporaryRestoreDays S HIEEIMFHERIFLATE (0-180 K ) o XRE T IHRAIR
RIERFMHE T T AR,

4. BEFH EBS BiRE , I#E
volumeType ( gp2. gp3. iol, i02, st1, sc1). volumeSize ( A GiB NE{L ) B4R
availabilityZone,

5. B3 describe-restore-job FRAIREMEFRMENL ID REIZRERELRTS, BEERKE
AREEE 72 NI F BETER
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BEUTAHRIKE EBS B Amazon CLI

EE A API 5 CLI 3£ & Amazon EBS , i&fff StartRestorelob., £ Amazon EBS & [RHiH |, &
AT EL T TidE -

aws:backup:request-id

availabilityZone

encrypted // if set to true, encryption will be enabled as volume is restored
iops

kmsKeyId // if included, this key will be used to encrypt the restored volume instead
of default KMS Key Id

restoreType // include for file level restore - see details below

throughput

temporaryRestoreDays

volumeType

volumeSize

Bl

"restoreMetadata": "{\"encrypted\":\"false\",\"volumeId\":\"vol-04cc95f3490b5ceea\",
\"availabilityZone\":null}"

MR R

restoreType RXHREFRMYVEN, WTFXMERXE K FEUTE—NTHE .

destinationBucketName //

pathsToRestore //

encryptionType // You can specify SSE-S3 or SSE-KMS; do not include if you want to
restore to default encryption

kmsKeyId //

NTFESXRE , MHERERRFRUEN, MBRREBWHER , WREZEE S BANLXEKE
( #lan {"/data/process/abc.txt", "/data/department/xyz.txt"} ),

k& 5 #h EC2 SR

k& EC2 KHI8Y , Amazon Backup 20122 S RS G (AMI), 3£6], L 5% EBS 1R
#%. Amazon EBS #iES ( MIRZRF M EREHIESL ) M Amazon EBS R, EAILAEA Amazon
Backup ZHl & BEX —EXHHRE , A LAEAZE Amazon SDK BEXEZRE, Amazon CLI
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UTFEREILER TIRE EC2 24 :

* Amazon Backup Fi& R KRBIE BN ERAEZ R RRSANEANZANEER, ERREIESD , &
TEA B RNRGIEEREEZAX.

« Amazon Backup T &% 4 kR B 3h Amazon EC2 SElat K A P #4E,

- RECERNXAGE , EALLERERAZRPBREDIFAANMEEXAIREENH , RIEXBXHIEE
NHENER TR, KRN THIETRHEIANRAR. ETUER Amazon EC2 #H| 8 EH EIER
3K B B K B BD B ST o

R IEFE A FRASSHIEE X, N AFAFEF Amazon Backup A TR , EF R ARN 2535618
B HREH 1AM A /R ARN,

{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::account-id:role/role-name"
I

role-nameB# N FEHMBIBIER EC2 EC2 S=HIHRHIEEXHABHE T, XT =2 Amazon
Backup RS AE , MR NE EC2 4l LETH N ARFIRENERN IAM £,

- WXEHAE , FTE Amazon EC2 B FfE B FE4I195E A,
- MRBELM Amazon EC2 MERNREEEXHESY , BSRTHRECLZSTIEEMESEE,

£ Amazon Backup %l &% E Amazon EC2 i & &

A BMBENMRE RIRE B Amazon EC2 K6l , BHERE., BESN—EXFIRERE , HIAKHE

FERH key pairo
£/ Amazon Backup #Z#| &% E Amazon EC2 &R

1. 7E https://console.aws.amazon.com/backup £ FTFF Amazon Backup &l 5,

2. ESMBERTP , EBRZIRPWEIR , RF1%EE Amazon EC2 RIRH ID UITFHFRRIFIBTNE,

3. EMERERY  ERELENIRER ID ZMNRiERM, TERNEAELA  EEER,

4. EMNBZREBELRSD , BRINEAZRPIRFITHIRE , FERHIKE, VPC, FM, TLHARMKH
IAM BEERRIAE. EAUEAXLERIME , A UREBEEEHITER.

5. EXREAGERYT  FARINSEHMFEAER IAM ACKIEERTEFERH Amazon Backup X
FERY IAM A,
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6. EXRFFNREFSERT , MNERRFENZRFHAREFNZEREN TR, MRAEEHX
ERE , HERZERE,

7. ERRREESRTD  EINFRENRNEIRFEZFEHTEN. AAXLERENEER , HiEEZ
RERERAIT T HABIE %,

8. TEMXHIRES  LRERZH.

EC2 A% E T &% Amazon CLI

EWTTRES , start-restore-jobRFBEARZ 32 NS ( BEFE— LI EET Amazon
Backup £#& BEX WS ) #ITIRE,

AT HIRE2E A UAES B T E Amazon EC2 k& = MY AT TR,

InstanceType

KeyName

SubnetId

Architecture

EnaSupport
SecurityGroupIds
IamInstanceProfileName
CpuOptions
InstanceInitiatedShutdownBehavior
HibernationOptions
DisableApiTermination
CreditSpecification
Placement
RootDeviceType
RamdiskId

KernellId

UserData

Monitoring
NetworkInterfaces
ElasticGpuSpecification
CapacityReservationSpecification
InstanceMarketOptions
LicenseSpecifications
EbsOptimized
VirtualizationType
Platform

RequireIMDSv2
BlockDeviceMappings
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FRARER

aws:backup:request-id
Amazon Backup EZUTXRHEENE M. B2 , FAMEMNFTLEEER !
vpcld

BlockDeviceMappings@E AT EMN AES . Amazon Backup Z#IL
TBlockDeviceMappings/& o

® Note
F X ¥ SnapshotId # OutpostArn,

"BlockDeviceMappings": [
{

"DeviceName" : string,

"NoDevice" : string,

"VirtualName" : string,

"Ebs": {
"DeleteOnTermination
"Iops": number,
"VolumeSize": number,
"VolumeType": string,
"Throughput": number,
"Encrypted": boolean,
"KmsKeyId": string

: boolean,

Hlan -

"BlockDeviceMappings": [
{
"DeviceName": "/def/tuvw",
"Ebs": {
"DeleteOnTermination": true,
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"Iops": 3000,

"VolumeSize": 16,

"VolumeType": '"gp3",

"Throughput": 125,

"Encrypted": true,

"KmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/ab3cde45-671f8-9g01-
hi2j-3456k1lmno7p8"

}
},
{
"DeviceName": "/abc/xyz",
"Ebs": {
"DeleteOnTermination": false,
"Iops": 3000,
"VolumeSize": 16,
"VolumeType": '"gp3",
"Throughput": 125,
"Encrypted": false
}

BH A L ETREEREAE#HSHHER TIRE Amazon EC2 324l, Amazon Backup #4148 E# “Z R
PRR R LR T IR,

/A Important
W RIGEMNE K P =R X 5% 19 E EBlockDeviceMappings At R B & H#Y Amazon KMS
%, NIRRT EAM, BXEZEL |, HSR X Amazon EC2 SEHIIE JR 8 Bt 17 HUFE HE
BRo

% Amazon EC2 324534 [ 7] B 3 17 8 BE HE B
HE2s 8] B

. EEIK PR KK

- BXEEELK
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SR P IR R R W
iR ZERNEENKS A ZNZHFIRER , Amazon EC2 KA E KM

P

ATBEAY I AR P AT AR TR VG R RS R A T 0B IRB M Amazon KMS %848, KMS B4R TT4E
TEEBNKFHE,

WE , MENRSEFINERHITINE,
RARBR  BERALRAD , B encrypted BHIREN true , ARHRITTIREZ—

- &2 BlockDeviceMappings H#Y KMS Z4A HIEEBEKF HHHER KMS 4.

- 1 KMS ZHKE , BR\BERSRTFEBRATNESH KMS BHANNR, BXEZEE
BESRAVFEMKSPASERA KMS Z4,

B X354 [ kM
ik - 2 EMNBEXIEEDIERR , Amazon EC2 KAk E kM,

A& FOPNEAEERBFRXKER A THANEXE Amazon KMS ZHETINE, & , MNER
KBIMBREITINE,

FRIRTTR  BRRIFE |, 8 encrypted BHIREN true , AEEABHFXEFH KMS ZAE
%= BlockDeviceMappings F# KMS %4/,

%/ Amazon EFS X# R &
MR EIER Amazon Elastic File System (Amazon EFS) 3=l , A AT EE R R E Kk R,
EHITTEERN , BNANXHRGEFEER,

Amazon Backup A XA Amazon EFS #THMAMIRE ., WIRAMERZIEERNW X HRE LM BRS
BEERXHREFIMNEXHRS, K , Amazon Backup HXHREEREER ZFHHRE B =,

B Rk R

AT B 4k JRAY , Amazon Backup & REEM XA B F. HDTIEERN T X4 RSEEE FHE
£, plan , MEXHREHEEHE /user/home/myname/efs F A XHHEEN user/home/myname/
efs/filel , M A /filel, BBRXHKPIE, FXFBEHRAMENKRERNFRAE, MREEHEA
REZXHRS , NENBRARESENHHNERERRE.
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EREFI BT EFS RRA , &RZBALLUAE 10 MAB, £/ CLI #TERRBTE HRS ; B
=, TMERZHERTHERESR 200 KB BRH,

AT LARHX LT B R REFNRIMENXHRE, T1eWFr A , Amazon Backup M B FZ 612

— N9 Amazon EFS B % (aws-backup-restore_datetime) REEXLMB, EEMBWE
BEREWNHRBEMEERT, fln, MREXASEFERB,. CHMD, WERXEA, B, CHD
B , Amazon Backup 2REDEEM. TIERHPITEIIE XHRELERFHT XM KSR Amazon EFS
MERER , BAERZHBFLMNEERUE—NMTWMEB R RIEEERRENXH. WREEHNE—
BEBEHITZRER , WAgEFES NS EXRRMEMW A %,

(® Note

MRARE—NEBEARN , MWRRERIITZRZ OB XHFREIRS, BT EERELARTHY
BEZMD,

5/ Amazon Backup 2% &1k & Amazon EFS k& <
&R Amazon EFS X# %%

1. £ https://console.aws.amazon.com/backup £ 3TF Amazon Backup ##l1&,

2. &M EFS BEMREELAESSWE5 R K Deny backup:StartRestoreJob, MR EHE—
REREZRREE , MATIRAT SERE R 6 KK

a. EBREHREE,

b. #FTEEXFRNRESNEZRREE,

c. BTRBEMRE FELIFIKE,

d. MMREFE , M Statement BMIBR backup:StartRestorelob, At , FiEFRE. W
backup:StartRestoreJob , ARFERRFREE,

ESMERD , ERZIRPWEFRNEERN EFS XHR5 ID,

4, ERRFAGENEL , NERMMEXHRLS ID HRERSIR. BERNHRE , BERZOER
B ERXAREWIRER ID ZIMNREZRE, EERNE LA  BRER.

5. BEXHRENERSH. LR ANERSBRFEE TAMERN FIRER,

BAMPITRERR , XSEFRBINXHREG, RE , B MERATE RiE FRKE R4S EN X HFM
B %o

« BRTERFEMAERBEN MRS , SEABBRED I HERMNH,
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o« AR B FOE AT AE RS ER XA E Ko BHRZALLEERFAER Amazon EFS FEYEA
IHE,.

EXRBEXHSEE R, BXNEESERSMEXHENRE. fll0, MRXEGRGERE /
user/home/myname/efs ¥ B X #4¥ZE N user/home/myname/efs/filel , MW A /
filel, BEX D KNE , THISHEXRFH. BEFNENREIXNFRS,

1. I E BEXARES |, AR,
2. EEAMIE LUMNEMB N B F, BALE EFS XHREFHERHAERES 5 MR,
6. XNT&EFRMLE

- MRBERFRFRXHRS , HEFERBFEXHFRETHE Ko
- MRBERFINEHMIXHRE | BRFERIHXHFRLE,
7. WNTFXHRGRE

« (HE) MREEZA Amazon TARKIREXH RS |, BikF “XE,

- IREFXHRGEFRIEANTAKX , FEEEX, RF , ETAX TSRS , EEERWNE
HY 3t o

BEXREZEER |, E5H (Amazon EFS AF#EmE) RHEE Amazon EFS Ff#3E,
8. XFiEaE

- MBRESEBPITREER , FiER (#E) EARKFKX /0,
o MBHBERPITEXER , NAFUER (#HE ) BAE, BEXERFTIZHFHRAK /0,
9. XWFEAMm#Z

- MRENXHREHITNE , BEFBRAME. £ Amazon Key Management Service
(Amazon KMS) & & 812 KMS #4A IDs MBIBJE , efadIESIRF,

« £ KMS ZHXAESD , NIIRPEFREFANESA,
10. ¥FREEAE , iBiEE Amazon Backup FEIELEEFEHN IAM A,

(® Note

WMRIERIK P 3% HF Amazon Backup BINBE , NN E6IE - EREBKERENIRIA
A, B RRERABEREELTEFER,

1. BEERZED
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XRFEREFELER. RERBLEERETERERELVESR.

® Note
MRARE - FEAZND , WARERIFITEZ DO RERS. ETXEERE N
CILCE: 35 %7

{5/ Amazon Backup API, CLI SiE#F 5 TEBIKE Amazon EFS [RE K

£ StartRestoreJob, TEXXJR Amazon EFS Rfled |, BAILUERENXHREHIFENXHEHE
Fo BiRJE Amazon EFS ®iR , BEEUTEER ;

R

AN

file-system-id— H&E {0 Amazon EFS X # R 4K ID Amazon Backup. £
GetRecoveryPointRestoreMetadata FiRE, EEFM XU RENFTEEZE (MRSH
newFileSystem 8 True , MZBEZE ) .

Encrypted - —MNG/RE , MBIEH true , MIBENHRZC R, UREET
KmsKeyId , Encrypted IR EN true,

KmsKeyId— EEA T INEEMRE X HREHNE Amazon KMS A,

PerformanceMode - EEXHRENEFLERN, BERERN generalPurpose ( BRIAE ) M
maxI0, generalPurpose RAREFENTRREER , HEASHWHRZAEI 7000 XX HE
£, maxI0 A BEESHIINREFTUHENSVREYR , EXHREEERBE,
CreationToken- AFRMNE , BRERVE—4 (BEH )

newFileSystem- —MNAR{E , WRIKR true , MIBEME LFEREFIFH Amazon EFS XHFR
.,

ItemsToRestore -BRZBEANFRBEN—IMHE K HPFBSNFZHFEHR —PXHBRE, FH
ItemsToRestore AIMEEFENHHIE XM ITIR2E NGRS, LSHATEN,

B LA N aws : backup:request-id,

AUBYEEUTSHRNITEXER

"singleAzFilesystem": "true"
"availabilityZoneName": "ap-northeast-3"

BX Amazon EFS BEEEMNEZ{EE. , EZS [Mcreate-file-system,
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£ Amazon EFS RMZHBZI&

ZINERT , Amazon EFS B 8| EZHERZ M, XLERHBEPRTINIKE S Amazon Backup, =izl
BRiIRESNSHEIERER , BHEEEBNNRKRIITZEE.

REXKREFRFLEEIZOLTEDRS, BIRESNRBENRTLT , LFOAVPRXHEREA
BFERE EXIZIRE RE B H,

T—BFZEFEXA , NATRFHRIREM "Effect”: "Deny" BN "Effect": "Allow". &
KABBIXAENZHNEZER , HSH (Amazon EFS AFIERE) o

%48 Amazon EKS &£ &

& A LAE A Amazon Backup #2#| &= CLI k& EKS £8 % 0. EKS BN RESME R , B EKS
EHRBMKAEEZND,

Amazon Backup X#HZfiERER  SEBANTAZERRE, MERFFIIUEN , FTRLEEER
EKS £ AEMIM BB Kubernetes IR, ME T SBEEB R EKS £F A Kubernetes IiRZ,

EKS &34k E 2 B ¥R EKS 55 , BIETEEER Amazon EKS &8 . FRME THEREN—
o, ERLLEREAE — TR EKS 538 | %58 Amazon Backup FAREGIE,

@ Note
Amazon Backup FiRt—ABRWIEDT , ATEMREIEPCIEH EKS £& . X TFFrAE EKS

SEQIEThAE , B/ A LAER EKS 25158 6251 E KS 58 APls | A BUERZERHER
& B Fro

Amazon EKS Y1k & Thie

yuy i & R B ¥R REITH
keI A LR 8 EJR EKS £85MA P B Kubernetes R K A
EKS £ HMEZIIEH EKS £8., P

BIREMRIFBIRER , WA
NRFWER. N THEH
PIE 4"‘—11«,(1]'@ SNS BEA
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FRARER

¥ & & B ¥R mEITH
HERRE EEKS i EIBAEIE—IF MESVNEHI EKS £8 |, H
B Amazon EKS &8 A Kubernetes &IRFK A

Bk R B F I E R EE

WARZERIRE I EH Amazon EKS £& NREEENTRZR , H
Kubernetes &IRF MM F A
R E RIEBIAER |, WA
NRIHWEBEE. N THIH
MR, EOTLAITE SNS BA

KAFMIIRE KT K A 7% FFEAKAFMEE IR IE
F#TIRE. 2R Amazon
EBS. Amazon S3. Amazon
EFS MIRE1TH-

R

FrEE MR BREUR T3 FR2E B A B #7 B 45,
« Amazon Backup#9 £ & E B AWSBackupServiceRolePolicyForRestores @ &1k & 289 Amazon EKS
£ UK EBS # EFS kA PTERINIR,

- MREM EKS £FHTE S3HFME , AEFLELMMEF SSMER , WEEBRFUTRBEIHIN
BR > B 44 1R (9 B & AWSBackupServiceRolePolicyForS3 Restore,

RE BIRYE BB

It EKS MEMES 28l , FERUATAR. NRLENECEKSHEXHAEHH EKS &1, FF
HHEME R EXLETEEM , U ERE XK.

1. 1AM A6 - METNEaERN | FEHDFEHN IAM A€ ( 5110 Pod 5. IRSA) ., OIDC 21
m(BRES ) XTEN BIRERFEE TK,/XEH,

2. R EKS IRAMFEMY : FEMENTTRE API lRAM R HEBRA (R IREREE ) , FEEHE
BEHE T, Amazon Backup R N1 EKS A Z BB TIRE |, {ERERE TR RA 2 B# 1T
ME R AT BE A HIMFHFB MR,

3. EEAFMARD - BIREIAE EKS &£&# , FRAEIMRE oI ZEMNEN CS| FREEMEFEH
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4. S3 7R : £/ S3 FEMIRE EKS &I , FWARMEH S3 FHEMEARAERE B 7% B ARk
X EAF T,

5. RGEME : IRE EKS &Y , BHMR B 5 EKS £ENK A SXE AT LFREERIES S| AN
R, RELIMRESEA BB XE/KS RENR,

6. Z24  MREXRFRIEPCIEFNN EKS £5 , WNEBIRKSMXEFA ALB, Pod 513, EKS
TRAEMEGER S A

7. EBS A AREMNT R : ATWE EBS BN TAXMNMSZITE EKS TRNTAK
8. IEMIAHINE : FTE EKS MEET R IEHRAMN , HET LB E B IRERA Kubernetes XY R,

9. B EKS &% B& : B EKS W& A& , UEERE < aidt THM BT ICFMBEHR, B&E
BAIT ) SNS &#A | LMETE UIEH‘IJE%HEEJIS T ABMEII R,

EKS Bl &

& 8 & Amazon B Amazon Backup , A LUEFRERERF B AR B 5. SR BUEFIRE FJR EKS
8. UA EKS £HULIEFH EKS £FENER BT, X THH EKS &8 , EAlERFERS
ZHEHMERNIBEEMIZEEE (HlW VPC, M) , A R EHHVEM ZHEIRE. Amazon
Backup R ARITAEZINE R RN EHIAEME .,

NTwEZERE , BRSTUEE 5 N hEZHHTEELERE, NMRERBZETEENER ,
%ﬁ,ulilﬂﬁﬁﬁ?'@?ﬁ&w , FAREVKABERI

ER—MERIZE , PRAULEFEE R Kubernetes XY REVERINF, ERIAERT , Amazon Backup ¥
BEUAT IR F X EFrE Kubernetes X :

£ BB E MY Kubernetes &R
1. BEMXRERENX
MEZER (MEZEELRS , MARZWBEZRANEIR )

2
3. StorageClasses
4

PersistentVolumes

& Z=EESEE MY Kubernetes &R

1. PersistentVolumeClaims

2. BX
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3. ConfigMaps
ServiceAccounts
LimitRanges
A8 (pod)
ReplicaSets

N o g &

KAFMEE

YEN Amazon EKS EE&MIERN—2 0 , F-PFEEMELNKAFEMEE, XEBTBIERN EKS
ER -0 KAEEMEFRTE,

¥F Amazon EBS R , BEERE—ANTAHAKX , ATIIREMEIE Amazon EBS &, Amazon
Backup AR ESEEMEMN AKX G2 EKS R8s , IHENERMUTLMENREN —BLE
&% T EKS £8,

ERMRE R —EB , Amazon Backup £3F2# Amazon EBS %&H Amazon S3 B EHLZESC
RE M EKS £8H, Amazon EFS XHREEERENBENR , EEERERFHREBEBARTEEERN
L3 EKS &8, Amazon Backup TN RECIBBARKERBIR , BTSN EASMER
E#rfEME,

I 5 EKS iRERF
RN S BREEH Amazon Backup 2% & 1% E Amazon EKS %17 , (& Amazon CLI :
Console

8 &M Amazon EKS &£ &

1. ¥E https://console.aws.amazon.com/backup £ 3TF Amazon Backup %15,
2. ESMERT  ERROREE.

3. EBEIEEM Amazon EKS BMHEBREE , AREN Amazon EKS BHIEFEMRE R,
4. EERER.

5 #E“BEF&EI ERYP , ERENERRE .

- METEM EKS £F#-IMEE AN Amazon EKS E4ME R
- EREMENGEZEE-REEFEENMNGEN DB ZEE
6. BLEBFEMM
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https://docs.amazonaws.cn/efs/latest/ug/manage-fs-access-create-delete-mount-targets.html
https://console.amazonaws.cn//backup

Amazon Backup FRARIER
- EHRTERMRE  PERUENERSIERAINEEH

« NFHEH  BFIEEEH B, Kubernetes x4, VPC BB, IAM A, TR, HitZs
H, TRARE., fargate BLEX 4 Pod &4 IAM A&

- NTNEEE , EMNTRIIRPIEFERESRH

- EMEREZEN , BEEERERNGTEZEEMR
7. ("% ) 7 Kubernetes BRNEENERINFRESRRE.
8. RFLEREIAMZERAG, IRFEARLNAES , EERAMEAEEE iam: PassRole R,
9. EBEREZM.

Amazon CLI
ffiZaws backup start-restore-jobap© 5 Amazon EKS HEMTHE—E/EM,
FIBEN TBIEEUR T ENEREKE, IEERBREHFEEZclusterNameZ .
BEUATARIKE Amazon EKS 1%& = Amazon CLI
£/ StartRestoreJob, £ Amazon EKS 1XREHiiE , &I LA E LA T iR
AIETTHAE -
« clusterName-EXREINEFN B

A& TTEAE
« newCluster- ( EMR ) BIMNRENZEERHE G E —NTE EKS 8. R newCluster 5
“‘true” , AT THTEFEER :
« eksClusterVersion-fIREEEFHARIEMETFRA , MFEEEEFH K8s A
« clusterRole-EMfNEI 2 62K EKS £&#H IAM A€ ARN
« clusterVpcConfig-8IZ# EKS E&H VPC/Networking Bt B, LFREBEUTHREFE :
« vpcIld-EEMER BRI VPC
« subnetIds [Required]-S&HEE <K M
+ securityGroupIds [Required]-Ei?RE@%ﬁ?éH*E@Eflﬂﬁééﬂ

« nodeGroups-E7E EKS £&# FAIZMITEET =4H. NodeGroups ATFERMNT RAMXMER
BERNAET REAHEE , HEEFTENT ,ﬂ nodeGroupld,
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« nodeGroupId [Required]-T" 4K ID

« subnetIds [Required]-AE&HT S <ERRY Auto Scaling AIEEMN FN

« instanceTypes-MIRKRFEABHERFBET A , MXREIZT [RERKIEHIZER
« nodeRole [Required]-5&MT KA XEHN IAM A€

« securityGroupIds-ftif SSH AT R ZL 24 IDs

« remoteAccessEc2SshKey-AERET SREAFHT [L#t1T SSH BERAL T RINRH
Amazon EC2 SSH Z4A&

« fargateProfiles-Eff EKS & L6122 M Fargate ELEX#. ATEMN Fargate BB X
HXMERBZ M RNFTEMHRER Fargate Bl B X4 H EBITE B .

« name [Required]-Fargate ™ ABERIHIBRFR
« subnetIds-E¥f IDs Pod B3 BN T+REE

« podExecutionRoleArn [Required]-Pod #1TH &K IAM At ARN , AT 5 Fargate
L& S P R IR 2R ITELRY Pod

« podIdentityAssociations-E# EKS & L6IE2H Pod & X< Bk
« associationId-Pod & XE# ID
« roleArn-Pod H13x<BH IAM B ARN

kubernetesRestoreOrder-BE Kubernetes jE £ RSN, BEIRFFE %K T ERIAGY BRSSIR
ERF. XEBELULTHER : group/version/kind or version/kind

flgn - ["vl/persistentvolumes","vl/pods", "customresource/v2/custom"]
namespacelevelRestore- ( B/ ) MRRAER T A ZERBIIRE

namespaces-f&R A “true” namespacelLevelRestore N B EW B EEHIR, HESALUREF S
NnBAZERFTRE,

ﬁutu . [llns_lll,llnS_2l|,llns_3l|,llns_4l|,llns_5ll]

restoreKubernetesManifestsOnly- ( X4/48 ) WIRRRBHKE Kubernetes &8 X H M+
MEKAFM#RE (EBS, S3, EFS &)

nestedRestorelobs-IXEEEME ST PersistentVolume F RSB BREME 2 TTHIE
BiE, X2—Kitt® RecoveryPointArn : BB E = RestoreMetadata K its B

e NEERH

ettt o o b \

aekap—start—restere Feb—\
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Amazon Backup

--recovery-point-arn "arn:aws:backup:us-west-2:123456789012:recovery-
point:composite:eks/my-cluster-20240115" \

--iam-role-arn "arn:aws:iam::123456789012:ro0le/AWSBackupDefaultServiceRole" \

--metadata '{"clusterName":"existing-cluster", "newCluster":"false"}' \

--resource-type "EKS"
FREGREZRREINNEER

aws backup start-restore-job \
--recovery-point-arn "arn:aws:backup:us-west-2:123456789012:recovery-

point:composite:eks/my-cluster-20240115" \
--iam-role-arn "arn:aws:iam::123456789012:ro0le/AWSBackupDefaultServiceRole" \

--metadata '{"clusterName":"existing-
cluster", "newCluster":"false", "namespacelLevelRestore":"true", "namespaces":"[\"ns-1\",

\Ilns_z\ll ’\Ilns_3\ll ’\Ilns_4\ll ,\"nS_S\"] II} 1 \

--resource-type "EKS"

HRENKASREDNEES

aws backup start-restore-job \
--recovery-point-arn "arn:aws:backup:us-west-2:123456789012:recovery-

point:composite:eks/my-cluster-20240115" \
--iam-role-arn "arn:aws:iam::123456789012:role/AWSBackupDefaultServiceRole" \
--metadata '{"clusterName":"existing-
cluster", "newCluster":"false", "namespacelLevelRestore":"true", "nestedrestorejobs":"{\"arn:aws
west-2::snapshot/snap-abcl123\":\"{\\\"AvailabilityZone\\\" :\\\"us-west-2a\\\"}\",
\"arn:aws:backup:us-west-2:123456789012:recovery-point:fa71a304-2555-4c37-8128-
£154b9578032\" :\"{\\\"DestinationBucketName\\\" :\\\"bucket-name\\\"}\"}"}"' \
--resource-type "EKS"

e B R

aws backup start-restore-job \
--recovery-point-arn "arn:aws:backup:us-west-2:123456789012:recovery-

point:composite:eks/my-cluster-20240115" \
--iam-role-arn "arn:aws:iam::123456789012:ro0le/AWSBackupDefaultServiceRole" \
--metadata '{"clusterName":'"new-
cluster", "newCluster":"true", "clusterRole":"arn:aws:iam: :123456789012:role/
EKSClusterRole", "eksClusterVersion":"1.33", "clusterVpcConfig":"{\"vpcId
\":\"vpc-1234\",\"subnetIds\":[\"subnet-1\",\"subnet-2\",\"subnet-3\"],
\"securityGroupIds\":[\"sg-123\"]1}", "nodeGroups":"[{\"nodeGroupId\":
\"nodegroup-1\",\"subnetIds\":[\"subnet-1\",\"subnet-2\",\"subnet-3\"],
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\"nodeRole\":\"arn:aws:iam::123456789012:role/EKSNodeGroupRole\",\"instanceTypes
\":[\"t3.small\"]}]1", "fargateProfiles":"[{\"name\":\"fargate-profile-1\",
\"subnetIds\":[\"subnet-1\",\"subnet-2\",\"subnet-3\"],\"podExecutionRoleArn\":
\"arn:aws:iam::123456789012:ro0le/EKSFargateProfileRole\"}]1"}"' \

--resource-type "EKS"

BatREENSE , FHAdescribe-restore-jobREMBHE :
aws backup describe-restore-job --restore-job-id restore-job-id

BAIA KM ABIHOXNRITABASEHUHRITRE. BXREZEE , BSRTENEZEI Amazon
Backupo.

& FSx XHR45

L& EH Amazon Backup /R S FSx X MRS , Al AMERIET S A A4 Amazon FSx &
BHE. ZRAUEAZMNIRE RKLUBRFTHXGREHME S — N XHREH point-in-timetR &,

Amazon Backup X #1X & Lustre #l FSx OpenZFS X#H R %iE8 FSx F A B e » EEMHN KRS,
BRI EXARGEMREREHRERENEEER,

& ] Amazon FSx X FRSi8t , Amazon Backup 2812 — NN RS HEHPIERHE

( Amazon FSx for NetApp ONTAP AFRBMERIMEXHRLE ) » X5RE Amazon FSx &3
MENHRENARNEL, FEOERBFXHGREMENNBSIETXHGREMENNEER. M
ZFMERNBFELLEEMBEXERSEF, Hitt , ZHHEF , EEAERXES.

® Note

BT EMRERMEN Amazon FSx XHRE | BLEEREN M4 HX,

FSx for ONTAP A EHZ M HELERRE  TFEDP ( BERY ) B, LS (ABHE ) B, =X
BYENURGELEHENE, BXESEE , FSX 525 ONTAP FAE %,

Amazon Backup ‘@& Amazon FSx X4 RGME RN XHEEAT TN . Amazon Backupf®
AT LAEA Amazon IREMRE K, FSx {BRBERF EMIER,

& T LAM Amazon Backup #24#|AEEHMNER Amazon FSx B R ThEERI BN Z B, B LU
ARE X% Amazon Backup, B2 , BTEEEAMBRIX LR B HER Amazon FSx XHFREM B
&1t %] Amazon Backup.
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£ Amazon Backup %l & 1%XE Amazon FSx RE X

A LAE A Amazon Backup ##l&. API & , k& KE% Amazon Backup 812 # Amazon FSx & 17
Amazon CLlI,

Z5F5 [6) 48 R R Q1A 5 | Amazon Backup #2241 & 1% & Amazon FSx X4 R %k,

K& FSx EATF Windows WX RZBEXHRS

K& FSx EATF Windows WX RZBEXHRS

1.
2.
3.

10.

11.
12.

£ https://console.aws.amazon.com/backup L£3¥TFF Amazon Backup #2#I& .

ESMERD , ERZIRPVER , RAEEFEEREN Amazon FSx IR ID.

£ Resource details (RRFMAER) TEH L , FERFERIR ID WIRERIFK, EFRFTRNRE
= 1D,

EERALA , EBREFEUITHAEREZ A NE,

EXHREFMAEEND , ZHEZM DEREZRID T , XHREXBEREXHREE
BT, #ALARRTE Window FSx s X # ARS8 # FSx Lustre XH RS,

NTFHERE  ZFIRIAE. EXEFRHE , BEEERAXHRENIBERE,
EREFANGFHERE , NR4RENFHBIEKT 2,000 GiB , NFTEFEA HDD F#EEE,
WTFEHRE  ERBEUNFTLEREUAFEABZUMNEH 16 MB (MBps) X |, I HEERIEETLE
EHMATHERR,

EMENZ2Eo , RUMENES.

WMREWE FSx EA T Windows WX RSB/ XHRE , BREATIHRIZXEREW
Windows S RIEEE , EETUBE— NN XHERS,

(® Note
RRBME , BEREERMH RS LM Active Directory 288,

A X Microsoft Active Directory WEZEE. , 52 (LS # FSx ik Windows X # RS AF1E
) FHETLD#HFAER FSx EA T Windows X RS 22 A ctiv e Directory,

(k) ER2ONLEF Ty , RUEREZVEEIAAENER.

EXRRABEEH Y , %FE Amazon Backup A TRREZCEBNEEZON IAM A6, BIUEE
BRABE, IREERAAE , FEAEBENNRBRAZCE—, BAURHEEEH IAM A
&,
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13. RIEAMBRHARE , REEFERZ D

%€ Amazon f FSx or Lustre X% 4

Amazon Backup X #F Amazon FSx for Lustre X R4t , XERGEB KA FME TR HoARGEES
Amazon S3 EXRFEFME,

(® Note

BRERZNERIMERE, FRX5, THRE. FRRE, BEEHRREMN Amazon X
BEREXAREHEBNXHRE, EAUUERENXHRENFERETARENEFERS

=
Eo

k& Amazon for FSx Lustre X% %5:

1. ¥ https://console.aws.amazon.com/backup £ FF Amazon Backup ###I &

2. ESMERKT , ERZRPHNER , AREREMREMN Amazon FSx iR ID,

3. 1E Resource details (RRFHAFE) MEL , FERPIERIR ID WIRERIER, EEFRENRE
= 1D,

4. EERELA , EEERUITTRZOERIFXERETE,

5. BREZD , CNZH DETRERMDID T, XMHFRRKRBEERENHRGRET, XHRRE
BRI Lustreo

6. EFEIPBXRBE, Amazon Backup NZHFHATBRE, Tk RHE , BEEZERNNHRENIE
%ﬂo

BAMPBEBHNHEKEFM®., B Lustre BN FSx WFMEER |, 5 (Amazon for
Lustre FAF#ER) FHIBER FSx FSx iEA T 5# Y Lustre U RS 1Y 0] B 2R &1L T,

7. ERBEFEANEUFHETLE,

(® Note
TENERERIBEEREANXHREREL L FHELE,

8. (Mk)XNTHEAERDEFMRNIMHRS , FikE SSD EMEFNNABREXNRE, BX
EZER , FEAAXEENEE SSD BHEFH FSXX .
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9. (W )XNTHEAERIEFRRNNGRS , FEERETER EFA (BMENERSR ). ER
FEFA , FARENZ2ARTREARNNFAE AL HERE.

10. EEECEANERETE, WANT 32GiB 64,436 GiB ZHN A&,

@ Note
NTEEDEXMFRS , FRABRBMN , TEAEXRRHEEE, FENRBENKE
EHAEEY R.

1. ERNEMNZ LD , BREFAENEE,
12. (Wit ) EZ2HONMEFHY  BRHREZHERIIAMENER.

13. ERFRABED , %E Amazon Backup FRATRARECIENEEZHMN IAM A6, BIUEE
BRAAe, MRRARNGE , FEAEBONRNECE -1, BAURHAEN IAM B,

14. WIFFIBRMARR , REEEEREZH.

FSx 73 NetApp ONTAP &1k& Amazon
= NetApp ONTAP &4k E Amazon FSx , BT TIRE -

1. 1E https://console.aws.amazon.com/backup L3¥TF Amazon Backup #Z#|& .
2. ESMmERT , ERZRPNER , AREREMREMN Amazon FSx &R ID,.

3. 1E Resource details (RRFHAFE) MEL , FERPIERIR ID WIRERFER, EREFEREHVRE
= 1D,

4. EESNALS  EREFRUITFERRE,

B NH4REFHACEEERMER ID. XHRE ID MXHFERSERE,

FEERFERT , BILNET. B, NTHXEFERXHRS,

BTk, NTHREPEFEEIEFEEL.

LD NN B DR

EERLRBE , ZBRERXARGEPEERBNUE.

BESEERERNSADN  UKET (MB) FEAL,

10. (& ) BANBLEPEEEREFRESFERR, IFATHTEEREMRNES.
M. EREMPERBETHRXES | EEIEHIE,

12. TEXRENRS | i Amazon Backup A FEEZ B IAM A,

© © N o v
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13. WIEFIBRMARR , REEEEREZH.

W¥X4& Amazon fo FSx r OpenZFS X # %5t

(® Note
IXFMNERREF#RINZDREINEBTEAFERINXHFRE,

& FSx & TF OpenZFS HIXHRE

1. 1 https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#l &
2. HESMERT , EEZRPVER , RAEEFEREN Amazon FSx &R ID.

3. 7 Resource details (RIRFMEL) NEHL , FERFIERIR ID HIRERI K, EFRENIRE
= 1D,

4. EEWRELS , EREFRUITTEREDRE,

EXHRZEMAEETD , FHZHRDERERDIDT , MHERARBEREXHRSEE
BT, XHREFRBRFSx I OpenZ FS,

5. HEREFRATT , B BUEFRIREE FIRER R, REEFFERFRXHREHMIANRE. WRR
THRRERR , BHELR 7,

MREFRNERR , FEEUATHEMGEE !
a. TAER SSDIOPS : A LLAE ) Rk RE , AT EREAFBEELED (WRE )

@ Note
TENERERD B F# RN XHFRLRE SSD IOPS

b. FHZAE : BULUEAERBIUMNELSE 64 MB/sec ( XIF SSD Ff35 ) 1 160 MB/sec
(EATERIERMEER ) , tTUERIEETHERE,
c. (Hi&E)VPCZLYA BAUEEESNH4RENMEZEOXEKN VPC T£4,

d. MNEZER: EEATARPERENXHREBESEIER Amazon Key Management Service %
£,

e. (Hit)RWBEE : : MABRT , EELTHEBRS, EUUBIEEHE TELFERTT.
BYFRNCEXHREFUEZE— NN NGHRE ; SARREREELREE.
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10.

11.

f.  (Wik)Z2HNEY  ERETNEND , BETATEXRTZEHD, SAILLERZMITER,
MM, REUAREFEET TR,

SSD FHARENERXHRENFREE,

(® Note
NTERDEXMHRS  FHREABRBEMN , REAEERHREE. REFRESNIE
ERAEEYT R,

(ANt ) N TEAERDBRFMHERNXARE , 5iL1F SSD REFANMAREXANEE, BX
EZER , FEAAXEEMEE SSD BREEFH FSXIX 1,
ERATNRBRIXHRENEMRE R (VPC).

EFMTHRRES , EEXHRENEEZOREN TN,

HEEFRABED , %HFE Amazon Backup FRATRARECIENEEZHHN IAM A, BIUERIE
BRAAE, MRRKARINEE , FEAEBHONENECGE -, ETIERE IAM A6,

RIFFIERARR , REEFEERZH.

£ Amazon Backup API, CLI E#4FF & T EIIKE Amazon FSx fRE =&

E FSx fifF API = CLI IR ETL O | i§FEHAStartRestorelob, £ Amazon FSx &R HiE] |, &AL

BE

BUF o34 -

StorageCapacity

StorageType

VpcId

KmsKeyId

SecurityGroupIds

SubnetIds

DeploymentType
WeeklyMaintenanceStartTime
DailyAutomaticBackupStartTime
AutomaticBackupRetentionDays
CopyTagsToBackups
WindowsConfiguration
LustreConfiguration
OntapConfiguration
OpenZFSConfiguration
aws:backup:request-id
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® Note

EENERIBENHREEEFHEE , ANENEATRERECAEADT RNBER
fito

FSx X F Windows 3 # R S5 25 1k & T B iE
£ Windows X RS 85IEFEAE , FSx BalLUEE T Tz -

* ThroughputCapacity
* PreferredSubnetid

 ActiveDirectoryld

FSx Xt F Lustre &5 Ttz
f£ for Lustre X RHAA , B E T IFELustreConfigurationFIBEEU T FFE : FSx

« PerUnitStorageThroughput-iEEEMBREN SR FHNELEE , A MB/s 8 TB WFHEN
B,

 DriveCacheType-EtiE T HDD FAiE R HIPERSISTENT_I1XHREEANRIREFRE, H
StorageType i&EN HDD iY , EEHK S,

- DataReadCacheConfiguration-AE RS EXHREEECEERN SSD =
1%, 1£ StorageType i B INTELLIGENT_TIERING RfRM4EMN, BXES
LustreReadCacheConfigurationi¥ S & , S5,

« EfaEnabled-#EERE N for Lustre XHRE S A# L MERLSE (EFA) GPUDirect 76 (GDS)
i%o FSx

BEXRFFETASHNTEEF#FELustreConfiguration , 55
CreateFileSystemLustreConfigurationAmazon FSx APl &%,

FSx ¥ F ONTAP 1 & ;T iz
1£ for ONTAP & JRHAE] , FSx BRI LUBELLT JoidzE -

- ERIEMNBHIE #name
« OntapConfiguration: # ontap EZi&
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_LustreReadCacheConfiguration.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_LustreReadCacheConfiguration.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystemLustreConfiguration.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystemLustreConfiguration.html
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* junctionPath

* sizeInMegabytes

* storageEfficiencyEnabled
* storageVirtualMachineld

+ tieringPolicy

FSx 3 F OpenZFS & & T H#E

£ for OpenZFS & RHAE |, WA LA w#IEOpenZFSConfigurationFIEEL T FFE : FSx

« ThroughputCapacity-EEEESMEXHGRENETLAE , LA MB/s £,

 DiskIopsConfiguration-HESEEFHKAIIEE lops Bt , FEBFEATT 0 F 160,000 Z[AIKY

B, ¥8%E lops HFEIEEN,

« ReadCacheConfiguration-AERESEXHREEECEEN SSD KEEF.
f£ StorageType iXEN INTELLIGENT_TIERING R RH4EN., BEXEZFHAEE
ZFSReadCacheConfiguration , &5 Open,

BXRHMETASHNTEI#FEOpenZFSConfiguration , F5
CreateFileSystemOpenZFSConfigurationAmazon FSx APl &%,

CLI R Ean =Ryl -

aws backup start-restore-job --recovery-point-arn "arn:aws:fsx:us-west-2:1234:backup/

backup-1234" --iam-role-arn "arn:aws:iam::1234:role/Role" --resource-
type "FSx" --region us-west-2 --metadata 'SubnetIds="[\"subnet-1234\",
\"subnet-5678\"]",StorageType=HDD, SecurityGroupIds="[\"sg-bb5efdc4\",
\"sg-0faa52\"]",WindowsConfiguration="{\"DeploymentType\": \"MULTI_AZ_1\",
\"PreferredSubnetId\": \"subnet-1234\",\"ThroughputCapacity\": \"32\"}"'

& R TR R

"restoreMetadata": "{\"StorageType\":\"SSD\",\"KmsKeyId\":\"arn:aws:kms:us-

east-1:123456789012:key/123456a-123b-123c-defg-1h2i2345678\",\"StorageCapacity
\":\"1200\",\"VpcId\":\"vpc-0ab0979fas31ad326\",\"FileSystemType\" :\"LUSTRE\",
\"LustreConfiguration\":\"{\\\"WeeklyMaintenanceStartTime\\\":\\\"4:10:30\\\",\\
\"DeploymentType\\\" :\\\"PERSISTENT_I\\\",\\\"PerUnitStorageThroughput\\\":50,\\
\"CopyTagsToBackups\\\":true}\",\"FileSystemId\":\"fs-0callfb3d218a35c2\",\"SubnetIds

\":\"[\\\"subnet-0e66e94eb43235351\\\"1\"}"
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_OpenZFSReadCacheConfiguration.html
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&R Neptune £ &

5 Amazon Backup ##l &% E Amazon Neptune RE =&

&R Amazon Neptune BEEFEEIRESMNERET, BXRXEXRTNVER |, iS5 (Neptune A F
B PHMNBEEEFERRBIER

& & Neptune iEE

1. 1E https://console.aws.amazon.com/backup L3TF Amazon Backup #2#|& .
2. EEMBERD , EEZRPNVEFRMELREHN Neptune &R ID,

3. £ Resource details (RRIFHAES) NEHL , BETRFERE ID WRERY IR, EXRERRER , B
EZHRBERP , EERFRAMER ID SN EEET, EEENELA , EBER

4. HEXRFIFEERD , EIRMIAEIEEBEEFSIZNMRA

5. HREBE®RT , NHXEP LM ENMEREEFESETFLFIEE —NE— Amazon Web
Services I HE . BIEEEFFANFIXSKNIE | BEU2/ N NERXFE | 4l
W“mydbclusterinstance”, WWFEBRANEFER,

ERFEELEMERT  EZHREFRD. BEEEFSHANRAERIEEXLIET,

EMNER) BT ZZEANZNZEAMNZRENRIAMESIEEXLIED,

EAESHBEEF , EEEXME Amazon Logs B9 CloudWatch HEXHE, E2EX IAM B8,
EERABEESD | %#F Amazon Backup FhH liE REER IAM £,

10. EEAMBRER , BELEZD.

© © N o

XFERERELEER, TEHRBAEERETEXERELHBER,
1. ZRZERE , TEFRK Neptune EEEE#F| Amazon RDS =4,

£ Amazon Backup API, CLI = SDK 1% & Neptune X & =

Bk K LRIENEE., £ StartRestoreJob, £ Amazon DocumentDB & RERE] |, BATLAFEE LA
Tz -

availabilityZones

backtrackWindow

copyTagsToSnapshot // Boolean
databaseName // string
dbClusterIdentifier // string
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https://docs.amazonaws.cn/neptune/latest/userguide/backup-restore-restore-snapshot.html
https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_StartRestoreJob.html
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dbClusterParameterGroupName // string
dbSubnetGroupName // string
enableCloudwatchlLogsExports // string
enableIAMDatabaseAuthentication // Boolean
engine // string

engineMode // string

engineVersion // string

kmsKeyId // string

port // integer

optionGroupName // string
scalingConfiguration
vpcSecurityGroupIds // string

ARG , A create-db-instance & R/EH Neptune SEEKIHNZE| Amazon RDS 3£,

« ¥F Linux, macOS = Unix :

aws neptune create-db-instance --db-instance-identifier sample-instance \
--db-instance-class db.r5.large --engine neptune --engine-
version 1.0.5.0 --db-cluster-identifier sample-cluster --region us-east-1

« XF Windows :

aws neptune create-db-instance --db-instance-identifier sample-instance *
--db-instance-class db.r5.large --engine neptune --engine-
version 1.0.5.0 --db-cluster-identifier sample-cluster --region us-east-1

BXREZER , 55 (Neptune Management API &) HH

RestoreDBClusterFromSnapshot #l {Neptune CLI ¥§8) ## restore-db-cluster-from-

snapshot,
&R} RDS B

B JE Amazon RDS BIEEFEBIRESNIEF RN, AXRXXLEEMMWESZES |, 55 (Amazon RDS

BAPEE) PMEHHAHER Amazon RDS iEESLHI,

£/ Amazon Backup ## &l & &E Amazon RDS X&E K

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #14&,

2. HESMBERD  EBRZRPORFEMEZLELN Amazon RDS &R ID,

RDS &R
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https://docs.amazonaws.cn/neptune/latest/userguide/api-snapshots.html#RestoreDBClusterFromSnapshot
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/neptune/restore-db-cluster-from-snapshot.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/neptune/restore-db-cluster-from-snapshot.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://console.amazonaws.cn/backup
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3. 1E Resource details (RIRFHAEFE L) TEHL , FERFIERIR ID WIRERIEK, EXRERR , &
EZROERD , ERRFNRES ID ZUNEERE, EEENELA |, EBER,

4. EXPIABERD  ERZRANEREEFRENRI

5. HEREBERF , hIAXEPERENERIEESPIMERFIEE —NME— Amazon Web
Services IKF? B #F. BIEBESIVIRAFAX D KNE |, BEA2/ NEEXFE | H
W“‘mydbinstance”s LLFERNAIEFE,

6. EMBERELERT , ERXRAENEERTENIET
7. EBEFETESTD  EZMAEIEERERNIED,

8. HEMEBEHKT , FAMKINRE, MRRBEVRHBIEEXGISME |, WX R a8 EHEFSLHl <0
2o FoiEMIBRIELINER

9. ERAXSHBEKD , EBREXRE Amazon Logs B CloudWatch HEER, EENX IAM B,
10. EEFERT , #2 AHRXEREAFETH R INMERIEEZED.

1. BEEFRAGBERS | %88 Amazon Backup X FIBER IAM A,

12. BEEREZH

XREREFRELERE, TEHIRIEAEERRE T AXERFLNER,

£ Amazon Backup API, CLI RE#4FF & T EBIKE Amazon RDS 8 =

£/ StartRestorelob, BXEZWABBEBNENEE , 1525 (Amazon RDS API &) HHY
RestoreDBInstanceFromDBSnapshot Ml RestoreDBInstanceToPointInTime, Bt4) , i&
Amazon Backup EZUT{XRHELENEM. B2 , RMEMNFTLEMER :

EngineVersion
KmsKeyId
Encrypted
vpcld

& & Amazon Redshift S£&#
&\ LAE Amazon Backup 2 & & R iEE CLI IXRE B3 MF o RE.

1535 R Amazon Redshift 88 , RIABER T HRBEFIREMATIZEF EH, BUURNUTERE
BEFARMIRE, EREXRN  XTIEERBBEENMBRBEE, BXXERENEZEE , F5H
{Amazon Redshift EE1Er) FIMREEIEFREE,
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https://docs.amazonaws.cn/aws-backup/latest/devguide/API_StartRestoreJob.html
https://docs.amazonaws.cn/AmazonRDS/latest/APIReference/API_RestoreDBInstanceFromDBSnapshot.html
https://docs.amazonaws.cn/AmazonRDS/latest/APIReference/API_RestoreDBInstanceToPointInTime.html
https://docs.amazonaws.cn/redshift/latest/mgmt/working-with-snapshots.html#working-with-snapshot-restore-cluster-from-snapshot
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« BAREER  EUNEERRBINEHIENIR, IRECEREEFRENR , WEBRFRBERE.
REMMBREREN , AR BIRER. RUNHRB.

« TREH . / Amazon Redshift EBFYH— P NSTRAZD—NMIETRAK. EEREEEH
B, BEEEEFESEN CPU, RAM, Z#BENRENB[FRBERNT LK H,

« TR EXRERN  CEEREEENTREE.
- RERE
« SRR

A2 E A E Amazon Redshift £8# 853 Amazon Backup

1. 7E https://console.aws.amazon.com/backup _£3TFF Amazon Backup #2#1& .
2. ESMBERP , R REMNEZLERER Amazon Redshift &R ID.

3. 1E Resource details (RRFHAFE) TEL , FERFAERR ID WIRERIK,. EXERERRR , &
EMERBEES , ERRFRNMER ID SHMWEEZEH, EERNELA , EREE,

4. &Rk

a. MREBEREE , &
b. FHREFWENRERIFER. WRIERIED , N AHEELL T HFI;

i. FBRIFAXDKNEHEH.
i. WMARKE, SEHEE. EHWHAR, REKEETLE Amazon Redshift 2% & R

£
i. WMABIRKRE , SEHEE, BONHKREN.
5. BEEMHNEFLERE.

a. NWTERER  EREFHRAN, TRRENTRBE,
b. EERHXMLEF TR,
c. ZALUBEEEXRE IAM AGXEEMAR,

6. ANk HEE :

a. RINBRT , EARANELTHFERS,
b. FATHXEEEMNENZSE, VPCRL24A, EHTNEAMTARWRE.
c. JFEExFMEEE VPC BEH.
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d. BERBECEECHEHRIALTHR., HWRRE , VPC ZANZHIMZZTUBEBLERFRR
ERDIEOBIEE, MRRETE , FRARMYE P ik,
7. ENE  BREFEERE. SRLUERRA

a. BEERD (BIEXEAFZERPEAN)
b. SH4A
8. 4 EWALUEE

a. #HEN
b. ##1cFK , NIEI. BRESFRAHTIER, XBEFELES B BRANHANERRA.
9. BIRRRENRINME.

a. B3REBREH, REYPLIN 0 B 35 R T 0 FRLIZBIRE,
b. FHRBEREHN 1 F 3653 Ko

c. B NARELRERTEMENEMN, MREPILERE A WAFRENEHENENS S —
NTRAX, EREMEMRE , BUUAER VPC im R

10. Wi ERIIER , B L& CloudWatch 5 Amazon Redshift i& B ¥ 12,

1. RBREEBENATHITERN IAM A€, ZuLlERARIAAERECHEAR,

TR RELFE REELT, BT EERIFZME CTRL-R REFIEFEEL B HENRS,
£/ API, CLI 5 SDK i /& Amazon Redshift ££&

A StartRestorelob & J& Amazon Redshift ££8%,

E#MAE Amazon Redshift Amazon CLI , iEfE A S start-restore-jobHEEU T THIE

ClusterIdentifier // required string
AdditionalInfo // optional string
AllowVersionUpgrade // optional Boolean
AquaConfigurationStatus // optional string
AutomatedSnapshotRetentionPeriod // optional integer @ to 35
AvailabilityZone // optional string
AvailabilityZoneRelocation // optional Boolean
ClusterParameterGroupName // optional string
ClusterSecurityGroups // optional array of strings
ClusterSubnetGroupName // optional strings
DefaultIamRoleArn // optional string
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ElasticIp // optional string

Encrypted // Optional TRUE or FALSE
EnhancedVpcRouting // optional Boolean
HsmClientCertificateIdentifier // optional string
HsmConfigurationIdentifier // optional string
IamRoles // optional array of strings

KmsKeyId // optional string

MaintenanceTrackName // optional string
ManageMasterPassword // optional Boolean
ManualSnapshotRetentionPeriod // optional integer
MasterPasswordSecretKmsKeyId // optional string
NodeType // optional string

NumberOfNodes // optional integer

OwnerAccount // optional string

Port // optional integer
PreferredMaintenanceWindow // optional string
PubliclyAccessible // optional Boolean
ReservedNodeId // optional string
SnapshotClusterIdentifier // optional string
SnapshotSchedulelIdentifier // optional string
TargetReservedNodeOfferingId // optional string
VpcSecurityGroupIds // optional array of strings
RestoreType // CLUSTER_RESTORE or TABLE_RESTORE or NAMESPACE_RESTORE

BXEZER |, B2 (Amazon Redshift APl %) H# RestoreFromClusterSnapshot
{Amazon CLI ¥§%) F# restore-from-cluster-snapshot,

RIERNT

aws backup start-restore-job \

-\-recovery-point-arn "arn:aws:backup:region:account:snapshot:name
-\-iam-role-arn "arn:aws:iam:account:role/role-name" \

-\-metadata

-\-resource-type Redshift \

-\-region Amazon Web Services ##

-\-endpoint-url URL

AT

aws backup start-restore-job \
-\-recovery-point-arn "arn:aws:redshift:us-west-2:123456789012:snapshot:redshift-
cluster-1/awsbackup:job-c40dda3c-fdcc-blba-fa56-234d23209a40" \
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https://docs.amazonaws.cn/redshift/latest/APIReference/API_RestoreFromClusterSnapshot.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/redshift/restore-from-cluster-snapshot.html
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-\-iam-role-arn "arn:aws:iam::974288443796:r0le/Backup-Redshift-Role" \
-\-metadata 'RestoreType=CLUSTER_RESTORE,ClusterIdentifier=redshift-cluster-
restore-78,Encrypted=true, KmsKeyId=45e261le4-075a-46c7-9261-dfb91elc739c' \
-\-resource-type Redshift \

-\-region us-west-2 \

A LA{EH DescribeRestorelob #HBIFKEUEBEE L.,

f£# Amazon CLI , fEf#E{Edescribe-restore-jobH EAU T THIE :

Region

AR

aws backup describe-restore-job —restore-job-id restore job ID
-\-region Amazon Web Services ##

AT

aws backup describe-restore-job -\-restore-job-id BEA3B353-576C-22C0-9E99-09632F262620
\

-\-region us-west-2 \

Amazon Redshift Serverless & &

B LAE F Amazon Backup 2§ & Sk E HIEE R KE F 3R B Amazon CLI,

Redshift Serverless , Amazon Backup XFHELCERBH T EIRIIKE ., XEKES T LR Redshift
Serverless & 734 R 2] Amazon Redshift TiE &£ & , & NE R 74 RZE Redshift Serverless a7 &
TE, XMNERATEEHEELR , FTERATENKRAER,

Redshift Serverless BYi& R ThRE

& R Ih8E 8 22 [F] LE3

RERRA e Fz

PRERER - IR - IR
- Bir@EZ=H - REIERE
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& RINEE mARZEE BR
. THE4H « RREW
- BFRBUIERE
. FIRABW
B IR B R R BN B S A BIEN ARG EREFT &

REREINE AR
A BRE R ? Al LA, e,

« Redshift Serverless %15 1]
LUZ R Z| Amazon Redshift
ME &£,

« Amazon Redshift il & &
19 8] LAk [ B Redshift
Serverless £,

BEXBENEZEE , 55 (Amazon Redshift EE1Em) FHREIRE <.

&R 2 BIRYE BB

EEERELZE , FEEBTUTERE

BE

#EJR Redshift Serverless REREY , BAILLUEAR ZRAAAEREEFERENREFREN B iR & =M,

FREBHOBIEEIERE Serverless tn A ZE AN , XRFIAMIER, XEKELEBEFRE BIRERSD
ZZEER , ZnAZEPURNFENFIERREDNRES

EREANRE , IFRBAMEER, BRERK , BEELHEAL, RE. REEE. FX. BHRERGS
Z2[A) M 3R A& o

PR

FIENNREURT BABECE (AN ERBBEERRNTEZAIMELES ) . TRAUNBHERE
EECANNR, AENERK, BXEE IAM RBNEZEE , 52 H Amazon Redshift F#) Identity

and Access Management,
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https://docs.amazonaws.cn/redshift/latest/mgmt/serverless-snapshots-recovery-points.html
https://docs.amazonaws.cn/redshift/latest/mgmt/redshift-iam-authentication-access-control.html
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ERBEMBENNRNEE

R B AR PR KI AR BR IAM £ €& 1 3R BE

Amazon Redshift fliE redshift: AWSBackupServiceRolePolicyF

£ RestoreFr orRestores GEINRE ; EAAT aws
omCluster backup start-restore-job,
Snapshot

Redshift Serverless i redshift- AT AR BR A N2 A T8 A aws backup

B ZE A serverles start-restore-job YA B FKEE T,
s:Restore

BT X2 —TURAME R R AR | B TT A6 A iE
JREY AR S5 2 B SR B

FromSnapshot

Redshift Serverless & R 55

BRBUTHRFEMAESH A IKE Redshift TIRSERZ 1 , Amazon Backup 2% : Amazon CLI
Console

1. 1 https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#l &
2. TESMBERT , ERZEUREIEREN Redshift Serverless &R IDo

3. ERRFAGENEL , TMERBERIERMER ID, RAEERER.

4. EEFREDBERT K ERERBENMBECESENR,

5. EEHRBECEREERYD  ERENBER.

s WTFREHIFELELXR , HikE Amazon Redshift 7l & £ B 5 Redshift Serverless #5 8 %22
8] o

s WTFENRER , BEERRR., BEE. 24, KREWNBERFAER.

6. RNELERIAMERAR, MEFRFERARIAER  FHRAEMEAREE iam:PassRole X
PR,

Amazon CLI

£/ aws backup start-restore-job @
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Amazon Backup & Redshift Serverless §1E4mBEIREEL, CLI tn S FEREM L aws
backup , Bt EE 5 Redshift Serverless 5 Amazon Redshift 1<) T IE

LENMTIEN THREIRRTERELTRENMNBELCEEREN R

- BREREFENEER , H5H (Amazon CLI 855 #) restore-table-from-snapshot# 9,
- BEXmBZEAMENEEL , E5H (Amazon CLI B85S %) restore-from-snapshot® #Y,

- EXE | Amazon Redshift MEL B ERF , FSH (8 FSZE) restore-from-cluster-snapshot
#. Amazon CLI

Example F Fi&JRZ Serverless a5 & Z= AV start-restore-job iR :

aws backup start-restore-job \

--recovery-point-arn "arn:aws:backup:region:account:snapshot:name--iam-role-arn
"arn:aws:iam:account:role/role-name" \

--metadata \

--resource-type Redshift Serverless \

--region Region \

--endpoint-url URL

Example Al T3E R 2| Serverless in & ZE [ start-restore-job RHl :

aws backup start-restore-job \

--recovery-point-arn "arn:aws:redshift-serverless:us-east-1:123456789012:snapshot/
al2bc34d-567e-890f-123g-h4ijk56178m9" \

--iam-role-arn "arn:aws:iam::974288443796:r0le/Backup-Redshift-Role" \

--metadata 'RestoreType=NAMESPACE_RESTORE,NamespaceIldentifier=redshift-namespace-1-
restore' \

--resource-type "RedshiftServerless" \

--region us-west-2

Bk RE{E S , £ describe-restore-job RS # E

X S5 EC2 324l EHRE SAP HANA 247 %E

Al LA Amazon Backup ##|&. API SEAME EC2 =41 L#Y SAP HANA ##&FE Amazon CLI,
e}
« £ Amazon Backup 2% & 1RE SAP HANA ¥iEE
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https://docs.amazonaws.cn/cli/latest/reference/redshift-serverless/restore-table-from-snapshot.html
https://docs.amazonaws.cn/cli/latest/reference/redshift-serverless/restore-from-snapshot.html
https://docs.amazonaws.cn/cli/latest/reference/redshift/restore-from-cluster-snapshot.html
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- StartRestoreJob SAP HANA #J APl EF /5 EC2
« AT SAP HANA By CLI /8 EC2

« SAP HANA S AT A (HA) &R

- REHE

5 Amazon Backup ##| & 1kE SAP HANA BiEE

AR SRE-BEENRGELIERMELTEERN BT, EHIT SAP HANA BiE Bt R4E L
i, ZERBOR—BEEFETE2SBER " BEFEFLNETERZRH
1. FERATREFHFPHZEIULTE Amazon Backup £#1 &,

2. HERMZERNVETHXRET K ERECREEATERNNESRBZNREE (FEE  REZLR
B PR BIRFE AR B th KM E R FTRFMHHHRR ) o

/A Important
SAP HANA #EERREB A, ERBEENBSUTEEBERNVENREE.

3. RAEEMITRERAEFRENSTRULSE ; BN , BHREDRK 4,

RERFAERR—TEREL , e REBENBEESERRESNEBEERE. X TFRERR
RE  EEEEEHA L RERMN aws ssm-sap put-resource-permission &85, SAMIE
FRAERFUENITENLES, BERMBTHGS. ETRGSE , FEAREEIMNARFME
NRM ERFHEFRHAERPWEIL,

// Example command

aws ssm-sap put-resource-permission \

--region us-east-1 \

--action-type RESTORE \

--Source-resource-arn arn:aws:ssm-sap-east-1:112233445566:HANA/Foo/DB/HDB \
--resource-arn arn:aws:ssm-sap:us-east-1:112233445566:HANA/Bar/DB/HDB

BRRERMER , BRI ERBEFENRR ID. NABFAN., BIREEXREMEC2XEH,
HE , AUBRABRERRENERE FEFIED, A A& E PR E RIRE o
BHERZR

HTREERHEAESEEARAUE (KRR ) |, RIb QSR T KA HXHEE R IA X
B

N o o &
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a. EH8%E  SXIHAQ , IEREENREECENBIEEMES.
b. PAX—RKRE , BXNBANNERESEEE. ERIAX—SHRE  SEXLBAFERHE

A overwrite,

8. BEHXERZEM.

MRZIBRERD , BHETNEHER —FREGHIIRE, IRTERELEERTH, LRREHEE
B E Yl TTUE | SRAYE RAEAL R HIEE R SIRF . XDMEFEULAVIRS A Pending, &7
DEBZRABHEEFREL ID, AEEFSMERFELHFMAEE . B LUBT & & Rl#H 8 R R E R 1E
WHlk , UEEEFREIRSHER.

StartRestoreJob SAP HANA £y API EFf /g EC2
LEENIRE B — 1 Amazon BIRBF (ARN) FRRH EREFER IR
B RiEE

PUT /restore-jobs HTTP/1.1
Content-type: application/json

{
"IdempotencyToken": "string",
"Metadata": {
"string" : "string"
I
"RecoveryPointArn": "string",
"ResourceType": "string"
}

URI iBERSH . ZBERTEREM URI S8,
R : ERBZFH JSON B UTEHRE :

IdempotencyTokenBE P BN F/HH , AR TX 2 EXRHEEMN M. StartRestoreJobfE AR
FEMTEERABIINEREEN —FRIERE , MARITEMRE,

KR ZHH
TCEIE
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https://docs.amazonaws.cn/aws-backup/latest/devguide/API_StartRestoreJob.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_StartRestoreJob.html#Backup-StartRestoreJob-request-IdempotencyToken
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— A RBFEREXN. SECRMER/FENER , AINEREEH. BB REA
GetRecoveryPointRestoreMetadata RIKMEZ M RBRNEXZRBENRETHIE. ER , BRT
GetRecoveryPointRestoreMetadata REMEZI , AREFZEEHMESRER AR, Fla0 , &0
RREBRREMEHEE , BUESERE— TN ERAENR.

LEETSRENTHIES BEIRE Amazon EC2 324l E#Y SAP HANA, iEZ [ SAP HANA % ET B
B StartRestoreJob TR,

ERRMRTHIE , BULAERARE GetRecoveryPointRestoreMetadatas

PR SAP HANA BiEFEIRE RRHI

"RestoreMetadata": {

"BackupSize": "1660948480",

"DatabaseName": "DATABASENAME",

"DatabaseType": "SYSTEM",

"HanaBackupEndTime": "1674838362",

"HanaBackupId": "1234567890123",

"HanaBackupPrefix": "1234567890123_SYSTEMDB_FULL",

"HanaBackupStartTime": "1674838349",

"HanaVersion": "2.00.040.00.1553674765",

"IsCompressedBySap": "FALSE",

"IsEncryptedBySap": "FALSE",

"SourceDatabaseArn": "arn:aws:ssm-sap:region:accountID:HANA/applicationID/
DB/DATABASENAME",

"SystemDatabaseSid": "HDB",

"aws:backup:request-id": "46bbtt4q-7unr-2897-m486-yn378k2mrwOc"

HELE SAP HANA BIEEMRE Rl

"RestoreMetadata": {
"AvailableRestoreBases":
"[1234567890123,9876543210987,1472583691472,7418529637418,1678942598761]",
"BackupSize": "1711284224",
"DatabaseName": "DATABASENAME",
"DatabaseType": "TENANT",
"EarliestRestorablePitrTimestamp": "1674764799789",
"HanaBackupEndTime": "1668032687",
"HanaBackupId": "1234567890123",
"HanaBackupPrefix": "1234567890123_HDB_FULL",
"HanaBackupStartTime": "1668032667",
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"HanaVersion": "2.00.040.00.1553674765",
"IsCompressedBySap": "FALSE",
"IsEncryptedBySap": "FALSE",
"LatestRestorablePitrTimestamp": "1674850299789",
"SourceDatabaseArn": "arn:aws:ssm-sap:region:accountID:HANA/applicationID/

DB/SystemDatabaseSid",

"SystemDatabaseSid": "HDB",
"aws:backup:request-id": "46bbtt4q-7unr-2897-m486-yn378k2mrwod"

FE AT SAP HANA B9 CLI 7 & EC2

start-restore-job S FIREH— Amazon BREBF (ARN) FRRH EREFRR. CLI FHERL

ERY API AN,

BE .

start-restore-job
--recovery-point-arn value
--metadata value
--aws:backup:request-id value
[--idempotency-token value]
[--resource-type value]
[--cli-input-json value]
[--generate-cli-skeleton value]
[--debug]

[--endpoint-url value]
[--no-verify-ssl]
[--no-paginate]

[--output value]

[--query value]

[--profile value]

[--region value]

[--version value]

[--color value]
[--no-sign-request]
[--ca-bundle value]
[--cli-read-timeout value]
[--cli-connect-timeout value]

Options
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--recovery-point-arn ( &% )  Amazon BR%&S (ARN) EXWEHE , BT
M — i FRIRRE R ; B0 arn:aws:backup:region:123456789012: recovery-
point:46bbtt4q-7unr-2897-m486-yn378k2mrw9od

--metadata (BREY ) : —“ATHEREN., BEEEMESFMENEE , SINEREREM. BAILIE
X iAA GetRecoveryPointRestoreMetadata RIREVE R 3R RS A X ZE RN EE TR,
{82 , BRT GetRecoveryPointRestoreMetadata IRt EZH , RELEEEHME S EERE
Fo BEEETEBENTHIESTBETE Amazon EC2 34l k& SAP HANA :

« aws:backup:request-id: IRATEEMMNEM UUID F/RFH. ©F2UEAHF R RNEELIE
FE&% .

- aws:backup:TargetDatabaseArn : EEEXFRENHEE, XE2T % LA SAP HANA EC2
BIEE ARN,

« CatalogRestoreOption : IEEMATAZER B &K, %F
NO_CATALOG, LATEST_CATALOG_FROM_AWS_BACKUP H1 CATALOG_FROM_LOCAL_PATH 2—:

« LocalCatalogPath : #R CatalogRestoreOption JT¥#E{E S CATALOG_FROM_LOCAL_PATH ,
R EC2 324l LisEA M B FMNIBE, HEM EC2 Hld | XMZEE RN XHERE,

. RecoveryType : H#i5%#% FULL_DATA_BACKUP_RECOVERY. POINT_IN_TIME_RECOVERY
MOST_RECENT_TIME_RECOVERY #RE %,

B=(FFHR) ;BE=(FFR). RiEZX:
KeyNamel=string, KeyName2=string
JSON 1B :

{"string": "string"

..}

--idempotency-token REFERNFRH , IATRX DX StartRestoreJob WEMEE
. ERAMEENEEHSHERRINBERSER —FKBIEE , MARITEMERE,

--resource-typeR—NF&KHE , ATEIMEUATHRRZ —HNIRESNES - AT Amazon
LESAP HANA on Amazon EC2#J SAP HANA EC2, & , AJAFEA® S aws ssm-sap tag-
resource #ri2 SAP HANA %R,

i : Restorelobld 22— MNFERFE , AT —iriRlEFERE LB /EL
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SAP HANA S A At (HA ) &R

EE SAP HANA ISR AM (HA ) R&ER | EEEEFE—SEENIZEENNEMSE, EF THRA
BIENERRFNET,

HRF=R
REBIEELRE SAP HANA HA B4R
EREEIE#R ( BRI ) SAP HANA HA RE 281,

1. MREREEH  BHMEEHZIETEIERX.
2. EFBATR (BREV/NHYPTR ) £FIE SAP HANA #iEE.
3. (#%F)ZRAMAZMITY , MBREIIF2TIREREE.

ERELTERE , BEIEERRN SAP HANA HA R4, ARG -

EET KR LEB3 SAP HANA Bz E,
FHRIEACERREHIEFERERESBES BIRERE,
EETRMEET R ZBEEHEIL SAP HANA REEH] (HSR) .
BT R LR35 SAP HANA iz,

MRLZETER , FRARMAERT [REBLTELRS
BREREEFBREZMERNEMRZDITR.

o gk~ w N~

( ATk ) B LUER A StartApplicationRefresh £ Amazon Systems Manager for SAP E{R
BRARFRY , LAl LE ST R R ARERF BT A R &# SAP THIE.

REGBIEEERE SAP HANA £ 5 B #R
Tk Rl 2Bl |, B BARET R SAP HANA R4, RE

1. ¥ B# SAP HANA R4 L2 1k SAP HANA BiERE.
2. (¥E)ZAMEEMIN , MBARENT&TI®ERERE,
ERELTERE , FEERET R SAP HANA R4, A5 :

1. FEB#R SAP HANA R4 E/S3) SAP HANA,
2. EENTRLEFHIEIBIEFBREE.
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3. BRLEZRRBEEZNEANEFAZOITR.

( ATk ) B LUER A StartApplicationRefresh £ Amazon Systems Manager for SAP 4R
BFRARFRS , LAl LEFIT R R ARERF R R &#H SAP THIE.

MPBEE (RS RERAE )
FrgE RAEl 2Bl , #E B4R SAP HANA R%t |, AJ5 :

1. (Wit , B#EF ) FAECRENEFETEN KRN | R ELRRFEHRERESINEE.
2. BRRGHBIEEFIEEB IR SAP HANA R4 LiE1T,
3. (¥F)ZAMERZRMITY , LBRENT2THERRE.

EFEEN TS

« BRSEZERREZNEANEAZDITR.

R HEE
NREZHZDRENEIUTEMER , FSRERBERT R,
« HiR ERFOATER

NTHPEZZOIRE R , SAP HANA 2B ERCIERE, SESTTAN , 8MNEXRE

KREIVRSEFFEH STOPPED, HE—NATATERNATIRE SRS N AVAILABLE, MRER

A7 STOPPED HYIRE S FIRZSH AVAILABLE HRE R 2B RIKNEHI BEBFEEX , MWEER
IEIX LT EBEB R ZhIE R . ARG AR B BRI ZELSEE RN , Amazon Backup fi=id=Z#4 , B
LERARKBENTRERE, HIMEIRN , FERHEE “Encountered an issue with log

backups. Please check SAP HANA for details."

BRAFR: ERHAY , FETHXRERRIEAERRE, S lmALLE RO EEILNE, 8
2, MR BXPEEZNEEIE , N Amazon Backup FFH& F &35 #Y A ik & A iEl o

« #i% : Internal error
BRAR  BEZHANEXIZER , HELR Amazon Web Services X1F HIRHERESHESFiE
FiFE,

« ¥81X : The provided role arn:aws:iam::ACCOUNT_ID:role/ServicelLinkedRole
cannot be assumed by Amazon Backup
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BRER  BAREAZRNEEINACEGUERSHEXAGHTENNR,

« §81% : User: arn:aws:sts::ACCOUNT_ID:assumed-role/ServicelLinkedRole/
AWSBackup-ServicelLinkedRole is not authorized to perform: ssm-

sap:GetOperation on resource: arn:aws:ssm-sap:us-east-1:ACCOUNT_ID:...

BRAR  BREBRATIARLREZGDERNERNREAFFEEHEER,

« 8% : b* 449: recovery strategy could not be determined: [111014] The
backup with backup id '1660627536506' cannot be used for recovery
SQLSTATE: HYQ00O\n

RRAR  WREWZET Backint Agent, REFMBLREZMN , LHRE SAP RAEFRSHELL
% Amazon Backint X2 #i& f Amazon Systems Manager T SAP 4 Z &4 , RAEBREIRRE
Backint X IE,

« $8ix : IllegalArgumentException: Restore job provided is not ready to
return chunks, current restore job status is: CANCELLED

BRAR : REITERECEUHEFREL, EidEFEEL,

- fHix : £ SAPHANA §UJAMRGE LA FRHAFHEEMBRIEA : b* -10709: Connection
failed (RTE:[89006] System call 'connect' failed, rc=111:Connection
refused ([::1]:40404 # localhost:30013))\n

fBRF R : ®E SAP HANA , iB{R SYSTEMDB E B3I HZE1T.

- 81X : b'* 448: recovery could not be completed: [301102] exception 301153:
Sending root key to secondary failed: connection refused. This may
be caused by a stopped system replication secondary. Please keep the
secondary online to receive the restored root key. Alternatively you
could unregister the secondary site in case of an urgent recovery.\n
SQLSTATE: HYQQO\n'

FRIRFZ | £ SAP HANA §ATRM RS L |, S—TUEMNEFRIREEEESITH , SAP HANA AJBER
EHPTRLET. EHBTRLEES SAP HANA , REBEREREFREL,

« ¥8i% : RequestError: send request failed\ncaused by: read tcp
10.0.131.4:40482->35.84.99.47:443: read: connection timed out"
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BRAR RO LENERUENEFTRE. BERLERE,. MRRRABFELRLE | HERAF
ForceRetry: "true" &M% /hana/shared/aws-backint-agent/aws-backint-agent-
config.yaml. &bAYACER L& S 44

BXREMEMES Amazon Backint (REMKEIEE |, FS X SAP HANA B Amazon Backint G2
BT EHERR

EAMRE S3 BdE Amazon Backup

SET LR E A Amazon Backup & 10HY S3 BUEMRE 2| S3 frEfF M RAl. BANERF#EBHRE
NRFEBENR. BRUAFENERINEFEBITFER,

Amazon S3 & R R
FHRERRR2E , FHRREEANACEEZEBHNER.,
EXEZER , BFSRUTXTEREBNSEE

1. AWSBackupServiceRolePolicyForS3Restore

2. AWSBackupServiceRolePolicyForRestores
3. WEE X B Amazon Backup

Amazon S3 & F EEEI

« MR ACLs ERGHEEA , WERHN BIRFHBLME ACLs BR ; BN , ERESHRK.

- MREBHREFEERBLEAT BELAHTE , MERESHRDTHK , EF2ER ACLs EARHEK
BREVII R

- MR ERFERBHNREBHIRA ID HEE , NRBEXNRERS R,
- ERE R S3 FHEMERT

« Amazon Backup FHITHIAMME , XEWRE L ILRA WM , #F RS Amazon Backup FX R
BEEENXNRBRAEEBESD,

« HEARAPHBBRARCHEANTEFENNR , R #RTER.

« Amazon Backup X REIE T MNFHEBPRBRY R ( FHMBRFRIE ) ( HlW0 : FAHERFE
WYBIEERPNZAERE ).

- RREBEXEHEIR
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- ARSI ZFUNHAUBXEES , BiEFEFLREERAKZDHEIARERNR—XE#RT.

Example

R EEERER (FERLMILE ) XEEIEN S3 FRBALEHIMEXR (HE ) XE, &
FAELATUEREERE (FERLEMIE ) KENRREFEREIHEREZXE , Al LEA
MEX (PE) KEWREIABIHERTZXE,

- BBINBRSETERATEENEMXBESHNMER (RD ) . BXIEEIZAR Amazon KMS MIZER
EAT Amazon S3 BIR ; Ak , NEEESERATRMMBHER,

K& ACLs FIX RIRZE

% E Amazon S3 ¥iERT , BAILLIEER ACLs EESERXR,

MR ACLs EMELFAA , MATLUERER ACLsEA “E/R” ACLs RE#H THERIBERR ; MRFTERHG
o, TR EW , ACLs BELEEREN]. MREZEIHE ACIs BRAMRS TRIEEREL , BE
MNARBMLH—I2 , WARELFR4IR , flfUnable to restore Access Control Lists
(ACLs) for bucket because backup was created with the 'BackupACLs' option
disabled. Please proceed with restoring without ACLs,

MENSKREESERBELT , WEMN283ER

@ Note

TEREME R ACLs
Amazon CLI IR &2 ACLs MNHERRA B R HIIRE |, NEFRZBEN LM ACLs , HE R —%4E
REHE  BRERSHRER.

&R Z AR
BMIABERT , X Amazon Backup REXN REVEFARA . EF] SUEEREFX RO E Z RSB R

BXRMMER Amazon Backup 2HI81MKE 10 NERIFIRAHAEREINES , ESRAT-—THHSR
6o

AXUGRFRERNEQASN TRREMAGEE  BSHETEEN?22
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B3 Amazon Backup #Z4I&81MkE

E A Amazon Backup 2% & R E & Amazon S3 BUE |, BHITUATIRE

1. 7E https://console.aws.amazon.com/backup _E£3TFF Amazon Backup #Z#1& .
2. HESMERKRT , EEZIRFHAR  RBEEEEFRN Amazon S3 &R ID,
3. ERRFMAGEENEL , HERFMERR IDNMRERIR, BEXERER , FRITUTIERE

a. HEFHERT , EEFRNVIRER D,
b. EEHRNALA 6 EEREER,

(&, BUNNEROREE , RIAMER , BHRE , ARRTER, )
4. MREZXFNREEZN  FETENEEBPERUTE LR

a. EXMINMELUERB &I T REE,
b. IEEZEIRAY B HMETHE,
5. HIRBE®KRT , BEERERENMFERERNITHE REFR.

a. MRERMEFER , WEBELEESNIHNAR S3 URI Rl ZNR , BMERELES
ALGER 5 MR ( FREBPHIXNRIHAK ) o

(BX SIFHEBMMESZEE URIs , EZH Amazon F 8 F# RS AP EETRNILRFEE
B35 )
b. EFFMIE TEEREFENEMWIME.

6. BMNBERT , NERNROEHRAE. EATUERNRNKES 10 NMERIRAE , AT UE R R
FRAMRA. MTHIREPIAR TR

7. ERENERBERM. ERUERIRFHEE. £RIBFERBCERTNFER,

(® Note

IBHIE IR B AR TR A TT B AR A2 4], Amazon Backup MR EERBENFHBITAL
ER | MEBEHE,

a. NMRBEREAINEFER , BMNETRYE Amazon XBAFMENEE#ENEEFERE
Kb S3 1FE#@,
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b. MREEFCEZFNFHESE , BWRANEHEBEN. QIEFHEERE , TSN BPA (fHLE
NAEEE ) M S3 MAZHIRINRE.

8. EXI SIFE#HBMAPMXNKHITME , AUERESEENRNE., FARBMEZERS (R
1A ) . Amazon S3 #4H (SSE-S3) = Amazon Key Management Service #4f (SSE-KMS),

XEREMGERT S3 FRBHIXNKRNME., XF2EMERREZHNE.

a. EARBRNEZESR (BN FRARNKAMANHEENEZEARERNT R, MRFENRRNE ,
WA ZERERMBNER T ERIZXN R,
MRFHFAFRTA , Bk FED AT RIE R BERNEBZEA R NZE RN Ko

b. MMREEE Amazon S3 #4H (SSE-S3) , ML HEEEEME AL,

c. WMREEEAmMazon Key Management Service %4 (SSE-KMS) , I A LA HH LA R ik
# : Amazon FEEXE4A (aws/s3). MEEAHHITIEZFE DM A Amazon KMS %48 ARN,
Amazon KMS
i WMREEEFE Amazon RERFEH (aws/s3) , ML FIEEFEME %D,

i. WREM Amazon KMS Z4AFIEEFE | EMNTHEEAEER - Amazon KMS %4, =
& EECIEZA.

ii. REHA Amazon KMS #4 ARN , BEXAKEFRA ARN, HE |, EFAEFH,
9. EXFRA®BIHKD , i%&# Amazon Backup FH AR FIEEHN IAM A,
10. EEERZHR. X/ETRERELERL, TEHNHBAERRMETEXERELBES.

BT ARIKE Amazon S3 k& &= Amazon CLI

£ StartRestoreJob, & Amazon S3 ERE A |, LA LUEE T Tz -

// Mandatory metadata:
DestinationBucketName // The destination bucket for your restore.

// Optional metadata:

RestoreACLs // Boolean. If ACLs were part of the backup, include and set to TRUE. If
the backup

does not include ACLs and this parameter is included, set to FALSE.

EncryptionType // The type of encryption to encrypt your restored objects. Options
are original (same encryption as the original object), SSE-S3, or SSE-KMS).
ItemsToRestore // A list of up to five paths of individual objects to restore. Only
required for item-level restore.
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KMSKey // Specifies the SSE-KMS key to use. Only needed if encryption is SSE-KMS.

RestorelLatestVersionsUpTo // Include this optional parameter to multiple versions.
RestoreTime // The restore time (only valid for continuous recovery points where it is
required, in format 2021-11-27T03:30:27Z).

RestorelLatestVersionsUpTo R AlIEH THIEREXN . BRINBERT , HE MR ZELLIEDT , NE
REFHRA, SELTBETEENRNESRAR, EIHNER

« 1 ( RRSHFRA )

*n, HF n BRT 1 NESEER, XROEH n MRAFER, MRS REKERREZNTF n, N
FHE R RRFRERE RV ARAS o

« all ( RIRFRBEMRA )

WE LRSS

TE KEVRSFE R EAL RS,

EXPIREDIRS R RME R EBIEREH , {8 Amazon Backup SRR TS LR EMIBR. EF M
BRIXEMER , BSRAINETEERRIBDDNSE 3 - MIBRITKE S

HAPHTRELRESBUEERMRERAN , ELEFHMPLEHI STOPPED RS, XARERATR
BRAXPR, <PARRA#E&], X &% Z Amazon EventBridge BWE# =2 A B Amazon Backup il E Y
EventBridge &Y o

EfRR STOPPED RASMAE , FRERBERNABNRGEERRE , FAEHE S3 FHBLEARE
#H, MEXERME  T—NETHREOANRLFSBUERFTNEENER. TEEMRLT
STOPPED RS E Ko

S3 & FE R

EFEEA ST RMES , BAIRSBIUATHE ., TRENTERESRHIVRSHEENATRER,

HE B IR ZS Message i
FI B X Rk R &M FAILED “MRecoveryP BT EahiEEELR

0intARN EI&EWME AGTEIENRHEA
FAXtRbucket,. B B EFEHES
IRBAERIXLE KM HY
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FRAR

£/

m=

—PMHEN (BEFR
28 ) WREFRKK

o

RBEEFRHNR.

EAIRTS

COMPLETED

COMPLETED

1% [ Storage Gateway &

MREENE Amazon Storage Gateway BIRER , N A LLUEFRFIRBIXE )} Storage Gateway B,
K 75X BT RS Amazon Backup &5 , 7 EE{T Storage Gateway 1R ER#R

Amazon EBS &, X2

Message

BH , iEB5F SNS =
HEA,

‘TEF—ANHBZANX
KMIKERecoveryP
0intARN Elbucket,
ERBEXXELRK

fEA |, B8 A SNS
EHEA, "

“REENMRE
5 SR A T AL A X
RRecoveryP
0intARN .~

A LAk & B Storage Gateway &5, Amazon EBS %,

JBid Amazon Backup #2#| & 1k&E Storage Gateway

1% ] Storage Gateway &

=~

ERAETRRIEE
HEEEPRERE
X BRARA

AT BahiE R
AETRFE -
ZNMREXNREAR
KMS %4,

BEiE R R E SR
MER (&M )K”E
PIE

R T 3& R AR L 89 B 48
SN REFX AL

[o]

1. 1 https://console.aws.amazon.com/backup £3TF Amazon Backup #Z#l &

2. ESMBERD  EEZRPVBRFEMNMERLRRL Storage Gateway &R ID,

3. 1£ Resource details (RIRFAFEE) MEL , FERFIERR ID WRERIRK, BEXEFRERER ,
EZMERTP , EFRRENRESR ID S EEzdE, EEXNELA  EBER,
4. EBERFRNEERERSH. BEANERSESSETmEN ERIER,

NFRFRE

EEEAREEDNERNERN Amazon HiR,

E
L]

Storage Gateway it &
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5. WR%E#R Storage Gateway & , FIEFLAL T A HRPRSHMKX, B, HERER iSCSI BHiRB
o

1. N FEREB WX, EFEHWE D,
2. R FBER WX , REZELEZRFRFE-—HANERE,

MBiEIFE EBS £ |, HIRMUEBRBNMK/ (GB) WE , ARERTAKX,
6. WFEEAE , Hik#E Amazon Backup FFEELLERE IAM A,

(® Note

R IEE K & B Amazon Backup BRIAAE |, &R ERE—NEEEBNXEHERIA
Ae, SAURBRERIAEEREET EER.

7. EFERZAD

XREREFRELER, TEITEAERRE T EXERFLNEER,

fF X E Storage Gateway Amazon CLI

EMSTRED , H start-restore-job AILUE R Storage Gateway %

LUT Bk AP SIRY REEZ B T BUR.

gatewayArn // The Amazon Resource Name (ARN) of the gateway. Use the ListGateways
operation to return a list of gateways for your account and Amazon Web Services ##.
gatewayType // The type of created gateway. Valid value is BACKUP_VM

targetName

kmsKey

volumeSize

volumeSizeInBytes

diskId

{5 F Ik & E #1481l Amazon Backup

&0 LU R $AH13E R 2] VMware VMware Cloud on Amazon, VMware Cloud on Amazon

Outposts, Amazon EBS B 5 EC2 5Lfl, F ( HEH ) ERWER ( HEH ) Bl EC2 FEF
AliE. BRIANERT , Amazon FEIFBFAE (W% ) . BXREZER , TZH (B Import/Export
AFER) PR,
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I&ALAE A Amazon Backup 2% & B E VMware E#141l Amazon CLI, REEENE , TEHE
VMware TEX#RZ, iH55 VMware XA EFHRE T VMware ools,

Amazon Backup BRI A IRE R IEFH A MR | XERBEELREE Amazon Backup T2ZBEZINEH
REHAAL, 3 R L BB #7 Y RE AL

5

« FELMLIEERZ Amazon EC2 SEHIRtHIEEEIM

« £/ Amazon Backup #Z#| & 1REELNIIRE =

« AT Amazon CLI IREREIKE R

5 E #AHIE R E Amazon EC2 SE4IRT Y F EE I

s [ (REB ) ERWEER (REE ) Bl EC2 FEWTE. RIABERT , Amazon FHEIFEFAE (I
), BXESELR , HSH (EHWL Import/Export AF#EE) FEYIF AL,

- BNERNBENRARSIN S5TB ( KFT ).

« FEBHERDEFE , TEEERAX, BANERFauthorized_keysHiH (B KHIAFHK
7 ) WEFE (WL S# EC2 A EE AV M EHERE D PR ) ARINEHHAR

« EC2 7 (EE#\Wl Import/Export AF1ERE) FHIABWIRERSEZIFEM Amazon SAMS H,
« £ CERLH Import/Export AF#ER) EC2HEE S A VMsZ| Amazon IS K BIBR #lo

« EAME R Amazon EC2 =48t Amazon CLI , AIEE"RestoreTo":"EC2Instance", FiE
HiE 9B ERIAE,

- EC2 A FLE# EC2 it AMIs, HREWKF B T LIRE , FH51H aws-backup-vault &
BN AFTIRF. BN, FEBNRE SOERE EC2RHIMBRENAN , HER—FKEIRHE
B, flan X FR R ER AMI7,

£ Amazon Backup &5 EELAIRE |
BRI ERFHIENENSMER PN S NMLEIRE E L Amazon Backup #l :

- EREEREFUEEREEE Amazon Backup EEEFEENELNMNITE S
- ERELNATEEEREE Amazon BackupWFTE EERFF W ELMIRE o

« 1%3#% Backup Vaul ts AIEE F 45 E R Amazon Backup BEEHFHIRE Ko

- ER ZSRPHER , EFEFTE Amazon Backup SR EFRHIRE S

FEBAALIE SR 343


https://docs.amazonaws.cn/vm-import/latest/userguide/licensing.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html#replacing-lost-key-pair
https://docs.amazonaws.cn/vm-import/latest/userguide/prerequisites.html#vmimport-operating-systems
https://docs.amazonaws.cn/vm-import/latest/userguide/prerequisites.html#limitations-image
https://docs.amazonaws.cn//AWSEC2/latest/UserGuide/ec2-allowed-amis.html

Amazon Backup FRARIER

MREFBREIRTHEE Backup Gateway BEZNELN , FREZHREENZ RN RRAER
E Ko

b

o &R E| VMware
« & JE%E Amazon EBS &
o J&JRZE| Amazon EC2 324

EFEHIERE VMware , iFF VMware 5 =i Amazon , 7F VMware /& =i Amazon Outposts

1. EEERFRELNAEF K ERFELENEDNER. EZRPHRFIES  ERELRNE
BLALEIR 1D

2. EREXRFRNMRESR ID ZLAYEEZEHE,

3. EEEIR,

4. EFEREKH,

a. TEEEFEEFEMBEELANEE,
b. HMEREFRERAFEMLN—IRZSIHEUE, EATURREREELRNEE,

5. EBERMNE., EIME VMware‘VMware =F /8” Amazon H “VMware =FF /&7 Amazon
Outposts.

6. MRELEHITEZELER , BRI T -5, MBELENTHERER , WEELHBEETLE—1T
NRE, GREERN MRS ABEHE.

7. MNTHRXEFLEREEREFUEELEFRENED.
8. XNT@HEREMWEL , FEAFEANEMNZERKEEH

a. BN
b. B&& (il /datacenter/vm)
c. UWERREM (H20 VMHost REF )

MRENBEFHN -2 , WEERERTZEN , REEERILERNER.
d. WiEEM
9. NWTFRFEAE , FATAXREEERNAG (#HE ) LR IAM AE,
10. EERRZH

RE BLALE R 344



Amazon Backup FRARIER

11.

ik - REEE RN ML FIRA Completed, EESMBEKH |, ERME,

FFE #IHLE R ZE| Amazon EBS %

1.

© © N o O

HEEERFRELHNARS K LRBEEFRNELNER,. EZRFVZRUBS  EREERNE
BUHLBIR 1D,

IEEERFRIRE R ID ZHrBiRiERE,
EEE R
IR FRE,

WEXRFTERAFENN —MEE, ERATAXRRERERERRNVHEE.
EFEEFESAN Amazon EBS,
EEAMVMETHURET  EREEFERNTEHE.
£ EBS BRET |, MBEBRE,
RSN TRX,
& (AL ) o MRBEEME EBS B, BlEFRERE,

. MR EFREN KMS 4R,
11.
12.
13.
14.

NFERBE , EBRINAG (#EE ) kR IAM A,
RRRREZD,
ik - REEBHIEFREE LTS FIRA Completed, HESMBE KRS |, EFME,

Ak RINAEER LVM £ EBS B9 X L RIZEZEE 2 | #4407 B uaESIEE S M EE
EH Amazon EBS % F iz,

& #LHLH% & 2 Amazon EC2 324451

1.

EEREEFRELYAES  ERBEFRNEDBNER. ERXRFIRFEAEF , ERBERNE
PAHLE IR 1D,

ERERRIRE R ID ZLrHEEE,
EEE R
EREFRRE,

- RERFRAUREEREXHRS , SREBR B XKML,

FEBAALIE SR 345


https://repost.aws/knowledge-center/create-lv-on-ebs-partition

Amazon Backup FRARIER

5. & “@E” LE%ERN Amazon EC2,
6. XNWTFEPIZRE  EEEFEFEEZTHNABRFEAENITENRNELS.

® Tip
ERTESE L RBEDNAEHNEFIERE, BXEZEL |, 55 H Amazon EC2 EH4)3E
RigmE,

7. NTFTEURES (VPC) , BE-—IPEURES (VPC) , ZoATENSEHIMIRMEHRE,

8. XFFW, & VPC HEFHEHA—NFWM, BHXH2WE—IRE FRLIUSTENFLE IP i
iko

9. WFZe4dA , B —1Z24d , ZHAAESFIFRENF NI,

10. X FERAG , EEMIABE (#EE ) EE IAM BE,

1. Wk EERINERMLEIT—IE , ERTFSHREAEAFBIEYR A ZEA,
12. EFREERED,

13. Wik : REEHE FEELAAETLE FIRAS Completed, EESMBEKS |, EB/EL,

BT Amazon CLI IREELHIRE =

fEF StartRestoreJlob,

BA AN B EHIE R E] Amazon EC2 1 Amazon EBS I8 UL T Tz -

RestoreTo

InstanceType

Vpcld

SubnetId
SecurityGroupIds
IamInstanceProfileName
InstancelInitiatedShutdownBehavior
HibernationOptions
DisableApiTermination
Placement
CreditSpecification
RamdiskId

Kernelld

UserData

EbsOptimized
LicenseSpecifications

FEBAALIE SR 346


https://docs.amazonaws.cn/ec2/latest/instancetypes/
https://docs.amazonaws.cn/ec2/latest/instancetypes/
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_StartRestoreJob.html

Amazon Backup FRARIER

KmsKeyId
AvailabilityZone
EbsVolumeType
IsEncrypted
ItemsToRestore
RequireIMDSv2
NetworkInterfaces

IEE AR R AWLIE R El VMware,  VMware Cloud on 1 Amazon Outpost £ # Amazon VMware =i
EEUATTHE

RestoreTo
HypervisorAzn
VMName

VMPath
ComputeResourceName
VMDatastore
DisksToRestore
ItemsToRestore

b 5015 BB 204 3 A T A B T2 E VMware :

'{"RestoreTo":"VMware", "HypervisorArn":"arn:aws:backup-gateway:us-
east-1:209870788375:hypervisor/hype-9B1AB1F1", "VMName" :"name", "VMPath":"/Labster/

vm", "ComputeResourceName" :"Cluster", "VMDatastore" :"vsanDatastore", "DisksToRestore":"[{\"DiskId
\":\"2000\",\"Label\":\"Hard disk 1\"}]1","vmId":"vm-101"}'

i R i

W2 i R IR A — I IhAE Amazon Backup , E AT A B EH TG IREN 01T |, HEEB KRR EHE
NI: k=25 d: 111

oES

. sk
BB 5 5 5 R
. EENEEE

. BT EN A

. EFEEM R

. BEVANEEN R

3 JF 32 347



Amazon Backup T %A RIEE
- EFEFEN L

o I BRE M i it X

« BHRREFENE

- BENAEFHNSH

o 3B F K MR BE B BR

o 3SR I HE T BY TR

« BFEM AU

Bhi

B, AIEERENH TR , FEHPREHEITRINER, EERVANMEN BT HRNE. RE , 7RES
BEUNPHERER. RS, BUMERENSPIEREREYNIRESR. Amazon Backup backup
A LU RE i H#E T AR ZhiE RS PR B Y T B

BRI P TR E R B ZIRE , Amazon Backup 2B EEMNITRIEMEEL |, HEETRIREFTEN
A 18] .

ERFEMNR R TERZTE , EUUAMEAERRIEAREHFSEAAHLERR , Hla, KIhTAE RN
75 REE R AL Y 52 BRI o

& | ST SMER S FN B RIS IAE RN A4 R

FEAENBIESTAREIEE OXAG , & Amazon Backup BIFR5E RMHMERAEIR , HBEXLERIR
FRIEIRS 3 TMIBR SLAS,

NS RARR | B UBEE NN SR ERE A,
& RN 5 RS R EE R

REMNRASZREEFHEBNARESTEREL  HERASEELAEHENRER (£F) . X TEY
MEMHZhStartRestoreJobIBIEN , RFFEEA CloudTrail ( IREZFMA )

B2 , i RHERVHANRENZFIEFRREZRAET LX)

3 B Restore
Account HENREMEIREE—1A A LUK P 38 R 3 IR

TF3E B i 9 K

B 348


https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing-inferred-metadata.html

Amazon Backup FRARIER

3 S 134 Restore
Amazon Backup Audit A LS AR I Thae ABE AR R
Manager MR BB REIEENER B R
RiES ER TR —FB 0 EEASEHE RE
R & 7] LA AR 1 & 0 B Y FIERBRIEAER,

RIREHIIE : Aurora, I
DE N EBIERE. LS
DynamoDB, I &# EBS.
W, W5 EFS, W5
( Lustre, ONTAP, OpenZF
S. Windows ) . FSx i &b
Neptune, Y5 #k RDS FL 5
# S3, EC2

&R EENRELTRE , FELE ERFELERE , BRNER
FENHUE BT ERG RIEMIBRE  WRACRHRE .
FREYRIR

R NTEERNXERENRR N TENER , AERA%E
RE , NiAHERSERRNE B
R,

& RN

&R LATE Amazon Backup #HI &6, EF, FR M ERE RN TR,

A BAER Amazon CLI BUREE S RIRITIE MR TR RE. B4 CLI S ET RN
Amazon RS, T MEIZR aws backup.

LR BR

MREMXFTRKSE , Amazon Backup FFIaMIBRNR PF R ER, HWHBREEFTSENTER. TR
HE—HRKEERE K ATHEXERFRNFEAXNMEGEHLSRE, Fl0, R Amazon S3 FiE =2
EENRE—2 5, MeSFEGEABANRNEFETE. PTAMNFTZERBREERRENKKEZ 8

HRIEE 349


https://console.amazonaws.cn/backup/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/index.html#cli-aws-backup
https://docs.amazonaws.cn/AmazonS3/latest/userguide/intro-lifecycle-rules.html

Amazon Backup FRARIER

FE/LRE , EXNTXEREFE , A2EERARAN G B8 (BRNBERLTH 1 X)) Wk BBk
BREREUR T BIREKE,

ERE RN R iR -2 oMW EREE— N8B awsbackup-restore-test WrE, MRAFMERT
FRZ |, W Amazon Backup 7oA 12 Uizt i 45 SR A BRiZ AR |, B P A0 F 3005 M ER

EREREMBBIRERNER |, T ERHAFERAMNEL  IEFEHGSTREABA API &
5k DescribeRestorelob X# ZEMBIRASHE.,

Z4tR ( SEERREMILIT R ) &2 BB E RN RIR ( HFERL awsbackup-restore-
test BB FLL awsbackup-restore-test FFkHEIR ) o

RA 2

FFEEMNS | ZBOEENEWEE, BRENEENRITIHIENER , ERITR —B00ERE
WHAREF=E£ B A, BXFMAEER |, 55 Amazon Backup EH

BERXOREEFERNRAITRIE , EURSGRAALERIVENTRRENZRFRESREA , IHETUR
BMEXRAVTNAE, REMPHEAR, EANEQZITKIEXNERTEN , UAMESRRRENZ RPN

%R
B FA =t 11 X
EFEWRI R 2 HFENBS - QRIS BRI

EREFEN  XEHDREBINFHITH, EFE—HoH , SFERERN. WRNFTHEE, £HE=
#aH, BRERNIATR 2 B RR.

# /8 Amazon CLI #1 API &% , B M create-restore-testing-plan. WEIRKIHEN B E 62
HE , FENESEEITRPHEERERFEH create-restore-testing-selection,

LEtREEN I  RNLNEORBSAXAC, EXESEL , B30 EAACHTER
Wit

Console
2o FEAEE A IR FEN iR

1. 7E https://console.aws.amazon.com/backup _£3TFF Amazon Backup #Z#1& .
2. EEMSMERS , REEFENHHFEES,
3. EFRBIEEFEM R,

BIEM iR 350


https://www.amazonaws.cn/backup/pricing/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/create-restore-testing-plan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/create-restore-testing-selection.html
https://console.amazonaws.cn/backup

Amazon Backup

FRARER

4. —RRMERA

a.

A BAFTERN AT RINER. BEHR—L0BELEER. ENARBESFZERFEF
AT X%

MR R EBE TN RS TR,

FriaetiE - RELFEFT AN HAESE (UMM DA RN ) o BETBREAR AT X
BUB1TIE R 11 %o

Froaetial ; b8 ( UM BV ) REETHIXREN XAV EEK. Amazon Backup R&
REHE-—ENRRNTTERAEEENIREM L , HIE LB BN REL R PEIT a8 iE

5, MERERE  #XE , BUUREFRREE,. NMEJTEAUARNEEITNPITENRER (&
1) BVIEFEARIE,

a.

FBREE SRR EFETANRERE  CRNEBEREREE , UBBIHEEHITR
PR GEMERER., WREERRFEREE , PN THELEFERETENRERE.
FEXHNRER  EENMNPERRE SHNRESEE. ST L0%ERE 1 8 365 X, 1 |
52/, 1812 4MNAH1F,

BRI EEMESRNBEEEE , ZUMERENEFNRE RIERBIERNRE
REGEEITRP, BESLEEIER - MRUAEFANNMREEME [ EMFETIR
o, DB EERRE HARAR,

Point-in-time & K : MREBWITRITIEEFELZ M (point-in-time-restore/PITR) K Y
R, WA LUEP EEEE , LENNRH TR SEELZEGENFTERENRER (BFS
HEFREXBERNSWINEERTAM  WLERFRBEFHIIGE ),

6. ( AlE ) EARMEEFEN TR | B&Z A BUEREE RN 1R A0 50 MR,
B RSV EINRM. BRINFIREL | HRBRNHFIRZ,

RN

 EREF AN 2B R IR

EATH , BALERERONARAEEEEFENHITRd. LPEEFRIENEN , EEA
TEENRANAE  AREFENNREN. A5, SFEEEFFRE  AFTE , AE LR
E AR ERAILIER

® Tip

BREFE @ HE PRI FRRE RN IR TR, AT E] Amazon Backup %15 |, &#i&
B | RSB SR BN BT R FR Rk,

BIEM iR

351


https://console.amazonaws.cn/backup

Amazon Backup FRARIER

1.

— R )

a. BREREIEBWN £ RFERFTFHRNTIEAALTRIENERS , TES K,

b. R IAM & : NiX A ERZRIEERN Identity and Access Management ( IAM ) &
B, ZEALL%EE Amazon Backup BMIAAGSHHMAR, MREZTRILTEER Amazon
Backup BRIAE s F1FFE , M| Amazon Backup MR X ENNR Bz N ECIZERINE, &
N FENRERE IAM B B4 EEFE AWSBackupServiceRolePolicyForRestores #
EIE R

c. REMNMNREH : EEFERNHAME , 2GEREOGHEE. RABRT , FEMNRATKE
WX ERIE, WREFLEEERTSITRIE , N A7 SRR HER B BRoX L 387

MRFBITRIZTRIE , BERREBEN /D, RAEWA—NNT 128168 It (&)
ZEMNE, TR, RIEJUBESEEZELNET , EF8EM Amazon Backup #l&i=
1T

SZRFVEIR :

a. ERRFRE  2REQEERRNVHA T PHERREURXLERBENZHNEE. 8
MY ATABESHARRE , ELAFESTHREN T REM S EEL T

b. RFAFETE : FREF  ARERESLRZRENFETHERP AR , 2RRESHE
BERNZERYF R

c. (Mk)ERAREAMCRFILEE  MRENBHEEIREL |, WA BURIRETR I SUE RS E
MERP AR, MARSR, ST RHBNREUARZBNE, ARE , EERMR
LR,

BEIREEESZRPARNZHREEFEHEMRE R _LAFRERITMEZ R FIR LR
at

X2 0

ERZH  RERFEFEREESBAENMITERELMIF &, ERSHERT , Amazon
Backup FHRIE 17 9 2 43 HE T Hi (B

ERSHELT , BIUREBXESHE ; B2 , BANBESMNTFHEEPERTEMIETRER
XEE, EREARKENROISEESNEZN. TEEMBIEN Amazon FSx REUK F
Z): Relpe 8

Hlan , 1R RDS BIEEREDEAEFEN AT RN FFRXE —  NAAKX, BIEESWR.
BREERGIRN VPC ZeAFSWRE RAFEHMENE , K UREBAXNERITE
Ko

BIEM iR 352


https://docs.amazonaws.cn/aws-backup/latest/devguide/security-iam-awsmanpol.html#aws-managed-policies

Amazon Backup FRARIER

Amazon CLI
CLl 8% CreateRestoreTestingPlan A F#IEXEEN R itXl.
MR RSB MEE -

- RestoreTestingPlan , E4MEE — K —H RestoreTestingPlanName

« ScheduleExpression cron Rk

* RecoveryPointSelection

RE@mABEL , {HiIXE5 RestoreTestingSelection &F—#,

RecoveryPointSelection BEENSE ( ENMVESHANANTIESH ) . BEENERET
EEXRENRPBEAMESR, BXTER Algorithm 5B R E SelectionWindowDays
ANRFMER  TREE—MHIMES , HEEXHET IncludeVaults B ] LA BRLE
REEFEFRE S

—MNERTUE —NHESNERFWRIR ARNs |, HAIUE-NHENEY , ETRERNEFTHA

&4,
AT LA

* ScheduleExpressionTimezone

- Tags
* CreatorRequestlId

* StartWindowHours

£/ CLI @8 create-restore-testing-plan,

RINBIBITRE , BFEMA create-restore-testing-selection REDE AR,

B 33E RestoreTestingSelectionName, ProtectedResourceType AT Z — :

(@ Note

RestoreTestingSelectionName & EK :

- KEXLMA 1-256 N7

BIEM iR 353


https://docs.amazonaws.cn/aws-backup/latest/devguide/API_RestoreTestingPlanForCreate.html#Backup-Type-RestoreTestingPlanForCreate-ScheduleExpression
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_RestoreTestingRecoveryPointSelection.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_RestoreTestingRecoveryPointSelection.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_RestoreTestingPlanForCreate.html#Backup-Type-RestoreTestingPlanForCreate-ScheduleExpressionTimeZone
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_CreateRestoreTestingPlan.html#Backup-CreateRestoreTestingPlan-request-Tags
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_CreateRestoreTestingPlan.html#API_CreateRestoreTestingPlan_RequestSyntax
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_CreateRestoreTestingPlan.html#API_CreateRestoreTestingPlan_RequestSyntax
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/create-restore-testing-plan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/create-restore-testing-selection.html

Amazon Backup FRARIER
- ALEEFE (az,AZ). BF (09)., EFH (-) MTXL (_)
« B F R FITK
« FEUNEFFHTILERE
o R R TR AR HE—RY

* ProtectedResourceArns

* ProtectedResourceConditions

BHSRVNWERRRBTUES - NE—E, 2FENHEETUSETERLFE () W
ProtectedResourceArns UK ProtectedResourceConditions., ¥ , BRZALUEHS
a2 30 MEEMNZ R AR ARNs ProtectedResourceArns,

RE REE

BRETNEITR ( RBEEENFRNTHBEE ) &, EFENABLHFIEN BN ZRPFRER—
MIEFHHNMER, NRENBRFNRE[LFFEMERERERE , ZHRFASEEN LD,

WA EFPZRPAROMRESNRFAREENESEERE , AEEFRNAITRFEETRERE , WF
a%&ft.

MRFFENDERQEFFRE  HARRUATE-ZG , WKEEZIRFNRR :

« HIZERPEERK ARN ; ¥
« ZIABRNRERMHESRFERHIRE SEVREAE TE

STk FOM iR 11 %)
&R BB 2% & 3 Amazon CLITE T &R 533 BN i 11 % LA K H AP A9 3 RO T
Console

T4 & B EETE N 1 X Ak

EEHEPEFERN AT XFAEEREN , TARE (B ) TWHNTFZRE. EMIIX—
=,

BIEM iR 354



Amazon Backup FRARIER

1. ¥ https://console.aws.amazon.com/backup 3T FF Amazon Backup #Z#I &
2. EEMNSMERT , REEFRNEHFEES,
3. EREBEEY.
4. ARFR, FrmetE , R FTETT R et i fE RN T m et ESE E .
5 ®REEN.
Amazon CLI

BE T A RXNEFHIRE NI TR FiEERE Amazon CLI

&K UpdateRestoreTestingPlanfUpdateRestore TestingSelection 7] A F [a138 & 11 &1 2 1%k #8 & 12X &6
PEH. BMELEENR , BERAUUEFEHMBSH, EEMERPNETEEELEETANSH.

EREEHER2H , B # A GetRestoreTestingPlanFGetRestore TestingSelection SR & #& 1Y &
5K & RestoreTestingSelection@ &4 E M A ARNs &2 A BEFMEH,

MREHMEN R LR CIEE ARNs ( MARBEN ) , A RLFEFHERNFRANBEESR
WEFHFRBAENTE ARN BEFNZRS. MERBRTUAEZFRIF AR , ARNs ] BUEH
R NEER , BETERERME Z.

 get-restore-testing-plan

* get-restore-testing-selection

* update-restore-testing-plan

 update-restore-testing-selection

EFDARYE TN 11X

Console
ERFAPEFEXRINALENRITRANESEERNIFHAER

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #14& .

2. MNEMSHmBERS , EREEFENHL, ERFPETRENERERNLITR. BRIAMERT , RERE
—RETR Z B R R1TR,

3. MitXFEFgEAEEHFARFE  SFEIUTVNEE. B, MR, FHRITEMNFFHESE
El{E.

BEEN T 355


https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_UpdateRestoreTestingPlan.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_UpdateRestoreTestingSelection.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_GetRestoreTestingPlan.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_GetRestoreTestingSelection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/get-restore-testing-plan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/get-restore-testing-selection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/updated-restore-testing-plan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/update-restore-testing-selection.html
https://console.amazonaws.cn/backup

Amazon Backup FRARIER

LR UERI TR FHZERPRR, I P T ENKIE 30 ROEFNHFEL , BURER 6]
EAVE /D L 1T R —EB AR TR

Amazon CLI

£ A S 1TIREVE X IEIE TN 1 R AR i G B 3% 415 5

« list-restore-testing-plan

« list-restore-testing-selections

 get-restore-testing-plan

« get-restore-testing-selection

R &R AL

Console
EERH AT OIAT N EL
EFEN L B & EE R RE £,

1. 1£ https://console.aws.amazon.com/backup 3T F Amazon Backup #Z#l &
2. SmMEELTE,

NE , BALGERTENR |, ABEEERN I AEE L AE B IR SR RIEB M
o,

3. EFEEFRMEUETFR,

HEHRELE , ERUEEERELHRES, EFRE, EFRRE, ®RIFID. FRRE, #FlrR
BREFEN R R, tIZeEMRESR 1D,

W RN T R B = Y Ml YR RSB S IR

& RN R EA LT JLAMRES SR

- FEEIENRBRETETUL  SEFREFERS LA TEREHMFAGE (WRF ).

« MRENMAFHEFEN AR (ERFEEPAAR ) , WeERBIPRES,

« BIBRRASIE R 7 & FN R & BV BIEAVRES . TRRABBRRSE =5 : B2, EEBBRMAK.

EE N 356


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/list-restore-testing-plan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/list-restore-testing-selections.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/list-restore-testing-plan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/get-restore-testing-selection.html
https://console.amazonaws.cn/backup

Amazon Backup FRARIER

20 SR BRAE BRI ARl KW, MFEEFMREIR , BN RN RETE B 3h 5 R IR
B, BE , MEMNERDBRIFE awsbackup-restore-test , N 45 BBk kK.

Amazon CLI
EaSTHREFNEREN R /EL

« list-restore-jobs-by-protected-resource

A B 3 B 3t i %

Console
FE 12 & Al BR & R i it R

1. ®%E SFUEMNEFENIAIT Y EFEZHRE RN TR,

2. EERFEMNRITRFEREERNEL , BRI BRI BRI

3. IEEMIBRE , REIH-ITREXBINRS  UBREERRIT. ZHERFEL  ZHBELR
AT R B IR EEE R, BE4E  HRANKITINBEIER (K2 KRNE) |, EFF
SEEATYE, BRTSMAIR

WMRTEREFRRBRIEFN AT RIED , FEFMASR , ECEEFNENELEE, —BT
STRPEE |, BT BRIE FN i1 R A R TORF 3R 9 AL AR A

Amazon CLI
B A 1T BRE RO A= 1 K

CLI @55 DeleteRestoreTestingSelection 7] A Tl BR IR E ML &, FEERPIE
RestoreTestingPlanName fl RestoreTestingSelectionName,

AT BR SR T R SR BR AV PR A MR R TR | SRS REM BRI 1T K. M BRPR A it ik
BfE , A LUERA APl RDeleteRestore TestingPlanfl k& MR it %, BEEITHE
RestoreTestingPlanName,

« delete-restore-testing-selection

 delete-restore-testing-plan

BRI 357


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/list-restore-jobs-by-protected-resource.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_DeleteRestoreTestingSelection.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_DeleteRestoreTestingPlan.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/delete-restore-testing-selection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/backup/delete-restore-testing-plan.html

Amazon Backup A& AR
B Rk SR i

k& 5 Audit m Amazon Backup anager B[R EE R , AFEBETMEMEN R BREREEBIRERENER
5E o

BXEZEE , B2 Amazon Backup Audit Manager 2| F11& & fh #9 % R & [ B 18] 5% 2 B PRIz 4,
X6 JFON = Bl 8RN 2 3

* 100 NE M 1K

o AIEAEANE RN T RIFR I 50 MRZ

o BANTRI 30 MNE

« ARNs 8MNER 30 NERFH AR

o FNET 30 NERPIERSRMY (B StringEquals M StringNotEquals ISR )
- FANEW 30 MREFEERSR

« RREFRNBEXE : 365 X

o FFIARTER/DASER - |58 1 /DB &K 168 /BT (7 X))

- HRIBMHEAKE : 50 NFR

« RIMBMHEAKE : 50 NFH

BXxREIMNEZFEL | 78X Amazon Backup BL#iH#HITEE,
3 RO = K Mt P B BR
N R AR IR M 4l B9 E FRAS A Failed , WLA T R K o] #5Bh 85 E R B A A RIE HE

A LATE Amazon Backup #EH AW ESRKSFAEENHFPEERFHELE , LUUEA CLI S list-
restore-jobs-by-protected-resource®Rk&EElist-restore-jobs,

1. $81% : No default VPC for this user. GroupName is only supported for EC2-
Classic and default VPC.

BRAR1: EFENERNRERHBEESH SubnetId, Amazon Backup 2 &I & IS K E R
R FM,

BRRTTER 2 EMGIRIIA VPC,

T RIRER : Amazon EC2

BRI 358


https://docs.amazonaws.cn/aws-backup/latest/devguide/controls-and-remediation.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/controls-and-remediation.html#restore-time-meets-target-control
https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing.html#restore-testing-jobs
https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing-inferred-metadata.html
https://docs.amazonaws.cn/vpc/latest/userguide/default-vpc.html#create-default-vpc

Amazon Backup FRARIER

2. ¥81R : No subnets found for the default VPC [vpc]. Please specify a subnet.

BRAR BEHENERNAERHES SubnetId ERESH. Amazon Backup 2%l &F 1S
BETR “FH,

FRRF R 2 RN VPC FEIERIAF M,

T RIRIER : Amazon EC2

3. 48i% : No default subnet detected in VPC. Please contact Amazon Web
Services ## to recreate default Subnets.

RRAR 1 . EFEHE RN %R H ZE E DBSubnetGroupName RS, Amazon Backup ##
FEFUHSHBERAFRA",

FRRF R 2 AN VPC HEIEEIAF M,

S EIRER - Amazon Aurora, Amazon DocumentDB, Amazon RDS, Neptune

4. 881% : IAM Role cannot be assumed by Amazon Backup.

BARAFR  ERAGBLNMHIEE, Amazon BackupEALTE IAM HEHAGHETREUATFER
"backup.amazonaws.com" XA , BEAEFHEHIEFENR1EZRLAEH T H Amazon Backupft A
mWAae,

SN ERER . 2%

5. $81% : Access denied to KMS key. % The specified Amazon KMS key ARN does
not exist, is not enabled or you do not have permissions to access it.

BRAER  RIUELTRA :

a. ERAGTLFE AT MNZEZ M Amazon KMS 248 , AR AT IR EREERN KMS 4
( MRERH) -

b. £iR KMS AN B REK A FERABHRIEA.

MRERHR LREM  FREERAESMARKBURBEINHRNR, RE , BROSTER
/lju-lit«EJ.Lo

REMHRRRE . 28
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https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing-inferred-metadata.html
https://docs.amazonaws.cn/vpc/latest/userguide/default-vpc.html#create-default-subnet
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6. £81% : User ARN is not authorized to perform action on resource because
no identity based policy allows the action. = Access denied performing
s3:CreateBucket on awsbackup-restore-test-xxxxxXo

BRIR  EFRABRKERBHNR. £ IAM FEHERABHNR,

REMHNRRRE 28

7. #81R : User ARN is not authorized to perform action on resource because
no resource-based policy allows the action. =% User ARN is not authorized
to perform action on resource with an explicit deny in a resource based
policy.

BRAR  EFERACNEEFEENTRXAERBNTIRNER. EXHARERNZFRBRER.

SREMAFIRER . 250

3 R 14 #E BT L Y T B AR

RRRERFEERRETEHIE. FT7THITEERENME , Amazon Backup < B3I #E KT AT8EH B T2 IR 3D
EERETEIE, ZfSget-restore-testing-inferred-metadata®™ A F % Amazon Backup
HHM BN AR, ZTget-restore-job-metadatalRE H Amazon Backup#f iy T IR,
BEE , W TFRELEREERE (Amazon FSx) Amazon Backup , FToiEHERT H TR M TEHIEE,

HEMENTERTBEREEEMNAIRHEEN, BB RestoreTestingSelection BIE
NXHRIMSE RestoreMetadataOverrides RBER L X T T EiER, EETHIEEET Amazon
Backup ZHl &R A7 A,

BN R RHBERHMENERBERNE , URTBSENERTHER, R
BRestoreMetadataOverrides@B{EX Hbrrequired for successful restoreBIRICHNERE
BRENTEECE ; HURT®EN, BFEE , BETXHSKIE,

/A Important
Amazon Backup A LAHERT IR MRS ZIBRIANRE |, 0S5 S EC2 £4)=k Amazon RDS
EHIMERBIAVPC, BR , MRFTFERIME , HlENBRIA VPC =+ E 41 BR B K i A
ATHEES , IERERFF2HI.

HHET H B9 TTRUE 360



Amazon Backup

FRARER

RIRRE

DynamoDB

Amazon EBS

Amazon EC2

Amazon EFS

HEMT IR R T IR R NE

deletionProtection ,
HAPEIRERN false

encryptionType i&EN
Default

targetTableName , HF{E
RERNBEYLE (M awsbackup
-restore-test- FFIH)

availabilityZone , HE
RENEHTAX

encrypted , HERENRN
true

disableApiTerminat
ion {EIRENRN false

instanceType ERENIE
IR R E RSB R

requiredImdsV2 fHIZEN
true

encrypted {HIREN true

file-system-id fEIRENR
FELEFENIRE RN XHRSE
ID

A B &M TR
encryptionType

kmsMasterKeyArn

availabilityZone
iops

kmsKeyId
throughput
volumesize
volumetype

iamInstanceProfile
Name ( ZZ{E= UseBacked
UpValue )

instanceType
requireImdsV2
securityGrouplIds
subnetId
kmsKeyId

performanceMode

HHET H B9 TTRUE
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FRARER

RIRRE

M 53 f FSx or Lustre

FSx & AT NetApp ONTAP HY
0 I b

HEMT VIR R T IR R NE

kmsKeyId value iREH
alias/aws/elasticf
ilesystem

newFileSystem {HI%ER
true

performanceMode {HIRE
N generalPurpose

lustreConfiguratio

n EEHRER. —MRER
5= automaticBackupRet

entionDays , HEIRER
0

name RENFEYVE (N
awsbackup_restore_
test_ FH)

ontapConfiguration &

BRER  HPaEHE

« junctionPath , E& /
name B EERRHNEHNER

+ sizeInMegabytes , Hf&
RENEREERNRE S
RN (AR FETREN )

« snapshotPolicy , &

ZIE RN none

A& & TR

kmsKeyId

lustreConfiguratio
n EB#E®R logConfig
uration

securityGrouplIds

subnetIds , required
for successful
restore

ontapConfiguration £
BERENTESHRER 6 HY
BIE

* junctionPath
* ontapVolumeType
* securityStyle

sizeInMegabytes

storageEfficiencyE
nabled

* storageVirtualMach
ineld , required for
successful restore

* tieringPolicy

HHET H B9 TTRUE
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FRARER

RIRRE

FSx s& A F OpenZFS I &
b

HEMT VIR R T IR R NE

openZfzConfigurati

on , EE®RER, 6K H+T

* automaticBackupRet

entionDays , HERE
N0
deploymentType , H{&E

REN EREEFRHRE LAY
ERERE
throughputCapacity

, HEE T deploymen
tType . R deploymen
tType 7 SINGLE_AZ

1, MZERERN 64 ;

MR deploymentType
A SINGLE_AZ_2 or
MULTI_AZ_1 , MZ{EiR
H 160

[

A B &M TR
kmsKeyId

openZfsConfiguration

ERRENESZRER  H

Ra¥E -

* deploymentType
* throughputCapacity

* diskiopsConfigurat
ion

securityGrouplIds

subnetIds

HHET H B9 TTRUE
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mIRER HEBT H BV E R T AR R AE AIEEN THE
FSx AT Windows X#Bk% windowsConfigurati kmsKeyId
23093 5 on ,EEHRER K Hoa
= securityGrouplIds

- automaticBackupRet subnetlds required for

entionDays , HERE

Ao windowsConfigurati
« deploymentType , HfE on ,HERENTBEEHRE
BENEELENRESN @

successful restore

ERERE
- throughputCapacity * throughputCapacity
, HEREN 8 + activeDirectoryId

required for
successful restore

* preferredSubnetId

HEBT H B9 TR 364
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FRARER

RIRRE

Amazon RDS. Auror
a. Amazon DocumentD
B. Amazon Neptune &

HEMT VIR R T IR R NE

availabilityZones , H
BRENINEZE=NENA
R X/ F&

dbClusterIdentifier
M awsbackup-restore-

test FFIRHIRENLE

engine , EERENEEER
IR E R B 5|2

A& TR
availabilityZones
databaseName

dbClusterParameter
GroupName

dbSubnetGroupName

enableCloudwatchLo
gsExports

enableIamDatabaseA
uthentication

engine

engineMode
engineVersion
kmskeyId

port

optionGroupName
scalingConfiguration

vpcSecurityGroupIds

HHET H B9 TTRUE
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FRARER

RIRRE

Amazon RDS 324l

HEMT VIR R T IR R NE

dbInstanceIdentifi

er , M awsbackup-
restore-test- FFEAKIBENL
=l

deletionProtection
HEIRENRN false

multiAz , EEREN false

publiclyAccessible
H{ERE N false

A B S TE
allocatedStorage
availabilityZones
dbInstanceClass
dbName
dbParameterGroupName
dbSubnetGroupName
domain
domainIamRoleName

enableCloudwatchLo
gsExports

enableIamDatabaseA
uthentication

iops

licensemodel
multiAz
optionGroupName
port
processorFeatures
publiclyAccessible
storageType

vpcSecurityGrouplIds

HHET H B9 TTRUE
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FRARER

RIRRE

Amazon Simple Storage
Service ( Amazon S3)

& R i 38 UE

BRI LUER RSB WIRIE |, ZB U R FON =4l 5T R ATE1T o

HEMT VIR R T IR R NE

destinationBucketN

ame , M awsbackup-
restore-test- FFIEHIFENL
=]

encrypted , HERENRN
true

encryptionType , H{EI&
ER SSE-S3

newBucket , HEIRENRN
true

A B &M TR
encryptionType

kmsKey

B, £/ Amazon XEFHEM B R 012K U T/EREE EventBridge , #5120 Amazon Lambda, HIX ,
¥ IN—%k EventBridge MMl , BITIREEH B EEERSCOMPLETED, #£= , AIEEFEMIHLITRI (=
ERBETRNRITRET ). &5, EEENEATENE , BEERIEITERNBL  BRERMBET (B
EZE1T/E , Amazon Backup 24| &8 E REIPRE ) »

1. RERIETER

B LAMEA Lambda X FHEMEMBFRRIZRERIET/ERRE. EventBridgefilan , MIREIETE
BKiFE@E Amazon EC2 SEHIMERENAE , MAAE2E AT ping BTIRARELFT RERE,

ERMEREHPHEAEERBERRIERN AR,

BRI LAEE Lambda ERFERAS&FTH SDK ( B PutRestoreValidationResult FEEEE

Lambda SDK 3X%8 )

REIMT

import { Backup } from "@aws-sdk/client-backup";

I SR B AE
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https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/lambda/latest/dg/chapter-layers.html
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FRARER

export const handler = async (event) => {

i

console.log("Handling event: ", event);

const restoreTestingPlanArn = event.detail.restoreTestingPlanArn;
const resourceType = event.detail.resourceType;
const createdResourceArn = event.detail.createdResourceArn;

// TODO: Validate the resource

const backup = new Backup();

const response = await backup.putRestoreValidationResult({
RestoreJobId: event.detail.restoreJlobld,
ValidationStatus: "SUCCESSFUL", // TODO
ValidationStatusMessage: "" // TODO

1}

console.log("PutRestoreValidationResult: ", response);
console.log("Finished");

2. b0 EventBridge #LMI

B 22 U5 07 3% R 4Bl COMPLETEDZE4£H) EventBridge #11I,

HE , B SRR IRRBHE RN 1T R ARN FFEE4. FHANGERREN AR

PEXHBIETHER. ROIWT :

"source":[
"aws.backup"
1,
"detail-type":[
"Restore Job State Change"
1,
"detail":{
"resourceType":[

1,
"restoreTestingPlanArn":[
1,

"status":[

"COMPLETED"

7

0N

FEHTR 1

I SR B AE
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https://docs.amazonaws.cn/aws-backup/latest/devguide/eventbridge.html#monitoring-events-in-eventbridge
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-get-started.html#eb-gs-create-rule
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]
}
}

3. ERFMRAITRIZITH T
K& FON = 1 R R IR A B B R B R RIE 1T,

MBEETEEFNRIY |, BSAGREENHIY ; REMBEERRE | BSAEFLEN
ERIEY
4 WpuER

EEFEN AT RETRE , EUURERIETHERNBE , MARKERZET,

A LA A APl PutRestoreValidationResult R&EHER |, ARBE A LAEAmazon
Backup &5 HEEF , o] LUBE R F 5| H K& F5 Amazon Backup B APIEA ( 41
WDescribeRestoreJobsiListRestorelob ) HITEE,

—BRETRIPRE , REEXNHHAITER,

=L & El

BRI LA B Z & 01ES5 Amazon Backup G EFLE, HERMTILRAEN  RTEZH , E2REE
BEliES , RSN ERILE,

£ Amazon Backup & #| & = 1L & 3 E

1. &% Amazon Web Services B F|& , SRS TE https://console.aws.amazon.com/backup £ 3T
F Amazon Backup #Z4I& .

2. EEMNSMERSD , EREL,

3. EBREFLENENEL,

4, HEZMOMELFAGEERD , EEEL,

ERNEZH

BRI LA A Amazon Backup 28 S AREARNEER MR,

&
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https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing.html#restore-testing-create
https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing.html#restore-testing-update
https://docs.amazonaws.cn/aws-backup/latest/devguide/restore-testing.html#restore-testing-update
https://console.amazonaws.cn/backup
https://console.amazonaws.cn/backup
https://console.amazonaws.cn/backup
https://console.amazonaws.cn/backup

Amazon Backup FRARER
- ERFEPEIRP AR HEH

- ERFEPERZVREEFEIHEH

- URELXIIHZ D

ERFEPRIZIRFPERILEZH
£ Amazon Backup #24|A LZRBUTS R  EEBERRNZHIR,

1. %% Amazon Web Services BEZF|& , AAFTE https://console.aws.amazon.com/backup £3T
F Amazon Backup %14,

2. HESMERT , BEIRFHAR.
3. ®IERF , RE-NERFHARREFZMOHIIR. B EH Amazon Backup FRHEFRT =
SIE “ZRERFHRR T

FANEERFRNED. NLREF | SF TSRS O FRITER.
ERtlaFERZOREEI L&D
BRATSR , SEEHREETAANEHIIR,

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #1& .
2. ESMERY  ERROREE.

3. HEZOHIF , ERRBOREFETFALNMERZMONIIR. EUHART , BT RERIIIRE
(BERE ) N2 OHRTEHRF , S UTEREER, FEIMBRNZD,

w7 5 &4
BATLAERA ListRecoveryPoint APl RELURES I HZH -

* ListRecoveryPointsByBackupVault

 ListRecoveryPointsByResource

570 | LAF Amazon Command Line Interface (Amazon CLI) &85 %) T EXPIREDIRA N IFFE &
% :

aws backup list-recovery-points-by-backup-vault \

ERH AP ERIRTRRIIHE G 370


https://console.amazonaws.cn/backup
https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_ListRecoveryPointsByBackupVault.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/API_ListRecoveryPointsByResource.html

Amazon Backup FRARIER

--backup-vault-name sample-vault \
--query 'RecoveryPoints[?Status == "EXPIRED ]'

w2 n 5 & 371
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Amazon Backup Audit Manager

& O] LAMEF Amazon Backup Audit Manager BIE&E X #Y 2 #1# HEK =# Amazon Backup REEHE
M, BER—MEEFREZFHER (HINEFMMERZHRED ) WEAENER.

Amazon Backup Audit Manager A] # B R B2 LA T R -

 REBEEDAERR?”
C ROFEEBBMETB 2
L RNEBERPERTE 2

B LAE A Au Amazon Backup dit Manager REHK R FEEBE LN BEFERNZDEINRIR. B
AR REZEHTERENENER , T2aBEHRR. Hlun , Fx4LFEITIRESH Amazon EC2
EHIB TG, & FEIERSH EC2 RAFFIEEAREITMEF,

BETMUERATCEDERE ARENZFRENFITRE | UXUBDEE,

LT EBBAR T a6/ Audit M Amazon Backup anager, BX1FMES , FEARMTERBRHED
Z_o

1. Q2 EE - N HSEEEHERNER, ATENRER =B EFERN R, BTUBENX
RERERHRRNSH, flm , BULBELKRE MG, @R, " BRNEORESARIT—
X2, MARBRHET,

2. BRENER , THRESLRENES (RTHE ) BEZRERSE LS,

3. tIERHMEMMRERE, FHEXLERE , LULKIEAZHEAMEIEK  FEATRIEFEMR
By Bl & A0 E S M B R

Amazon Backup Audit Manager & 24 /Nt BRI W IBER — B FIRE , FHFE XM E Amazon S3,
BB EREERS

® Note
FERRE—NSEAMEXWERZE , XIFF B RRRERINEE, X Amazon Config 8] 2
BRERIZHY Amazon Backup #iR. BXIMIEEFRRERNFERXE , 2 HAmazon Config
F A ARIEEPH Amazon Config B IREI A ITIRE .
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https://docs.amazonaws.cn/config/latest/developerguide/gs-console.html
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YIBTF B RRBIERINAERT | MUWENZE . B>< Audit Manager B9 Amazon Backup & JRERERE
MAKEWER , BSEITE, RAMKE,

ES]
< ERTEITHER
« ERTFIRE

¥ Audi Amazon Backup t Manager 5 Amazon CloudFormation

¥ Audi Amazon Backup t Manager 5 Amazon Audit Manager
- BEHRES

fE A wITHESR

BERRFERITERZHORKRNEHES. EUNEATWEN T BESIRARE KK , HFTEENZ
DRERERENEEBNERE, EETNREEHIZTARE , LURA T HERNSIERS

BMEEHEART —AKF , 3 H Amazon Web Services Xif,. 8MNXEESMNKFA RSS2 15
ELR, BTENBESWESL (T EHERGENSHBNESR ),

ERMTRERENELR

+ Amazon Backup 1828 ( #% ) - £/ Amazon Backup EEREMATANEY  BRERINEENS
ERERREEENR 0TS, BREENER,

s BENWEHENER - FREENELEE NS NMEFERGHBEENBGSE,

£}

o EREEIEM

. FFRERRER

« {# A Amazon Backup 24| & Sl 2{ELL
« £/ Amazon Backup API Bl Z1E 22

- BEEERSAMERS

- ERTFEHARR

- EFHIHER

- MIBRTIHESR

EATEIHER 373


https://docs.amazonaws.cn/aws-backup/latest/devguide/metering-and-billing.html

Amazon Backup

FRARER

3 PR AR

T#&5IH T Au Amazon Backup dit Manager ##. H A BE X S8 Amazon Config 12 F&IR3E

#,

RS

BHE

FENRBFLEEED
—NE&Dit R

F01T X EFRIEM
MR R F

RE B AT B LR F B
BRIRE R

NIRE RIRER RIK
R E

iR X% 40 8

R

HEARRBERE
EH— BB

[o]

B REREE

SH [ K], REHR

BEDR [35 Ko

TEENERET
ARV F B MBRE &
Amazon ldentity and
Access Management

(IAM) BN IRE
Ro MUBERT , IAM

BBEFREEHN. £
Amazon Backup 1E%42
REBLEAR , B
B IAM BERE,

HEREKREEM

HERERREHR
BEDN 35 Ko

T AR REE
NEEHZ DRI

%5 — Amazon
Web Services X1,

ML ; R

BZ 50N IAM A&
BL A FEah BRIk S

PAN)

7

hE LREH

Amazon Web
Services X1

f=va]

Amazon Config

S 3 H
HREH

Amazon Backup:
backup selection

Amazon Backup:
backup plans

Amazon Backup:
backup vaults

Amazon Backup:
recovery points

Amazon Backup:
recovery points

Amazon Backup:
backup selection

pri 2N Okl
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FRARER

BERR

T RIE K &40 8 &

TR TFHAE Amazon
Backup M EBINF
31+ %)

Bt - TMRER

R E FRE B 2 B
R

RFNTEHELEZY
ERENREER

BRXERGFNFARER

BXAFAXEFMEEHM Amazon BackupX W RRIIEK | i

R IR

TR FREEE T
BT & 3 B A

FERENRERNZF
T XIEE N EBE
N&DREFEPFHE
#17.

FE R A EIEER AT
ESEEAEIE T IRE
i

/AN O

T N Al 2
&1E B 475 A P
SR

PGS E RV E M A
FEEEA , RRRE
ELE-MRERE
B2 E L2 YRR
BORERF.

EFSH 2HEAEE,

Amazon Backup t Manager 24,

(@ Note

TEEXNSH

Amazon k&

RNMRERY ; &KX
RE X

BUNES [1 B 744] =5
KI[1E 31 HEMNMH
{EO

BAg &0 AV Y E

B, DX
NEA

Amazon Config |
FRKR

Amazon Backup:
backup selection

Amazon Backup:
backup selection

Amazon Backup
recovery points

T

Amazon Backup:
recovery points

SRERIRX 728 e A A REE Audi

MREFEFER LR E ARG, BOHATLAER Audit Amazon Backup Manager #2217,
SHMERELHEARE. FEREAFITRS.

pri 2N Okl
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https://docs.amazonaws.cn/aws-backup/latest/devguide/working-with-audit-reports.html
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T I B R R R

HORE-NSEAMMERNERZH , KHTTERRREIDEE, X#F Amazon Config # 7T AR ER &
Y Amazon Backup &R, BRAMAEERRRERNKZARNE , HZHAmazon Config F R AR IEEH
) Amazon Config A #EH S #HITIRE,

LT B RFRIBERIIAERT |, HUWERFE A, B3 Audit Manager B9 Amazon Backup % R IR ER E 4 F Kk 2
MER , BSHRITE. RAFIKE,

£

- ARG ETTERRER

+ {#H Amazon Command Line Interface (Amazon CLI) F /5 %R iR &=
+ £/ Amazon CloudFormation ##RFT 8 &R R ER

fE RS B I /B B IR R
fE I A FF B R IRIRER -

£ https://console.aws.amazon.com/backup £3¥TF Amazon Backup #2H|& .

EEN S BEEH Audit Manager T, ERIEL,

EREETRRE , ST B RRRER.

% “BIE Amazon Config IRE&",

EEBEASERIER,

AUTAHERBREEREEARLR , AFERNRLEFREXEFSAIERK, ESH Amazon Backup
Audit Manager 4N IER , THRENZEHFEEMLRIRER,

o a0 kw0 N~

 Amazon Backup: backup plans
 Amazon Backup: backup vaults
* Amazon Backup: recovery points
* Amazon Backup: backup selection
7. EEXRA,
8. FRHWANFITARFRRENEGEBENTENARTRRIERETSHEZEHEE,

A LATE Amazon Backup ZEHIEMNANMIEEE RS CHABERRRER , RR , MAUEFEZEIER
MLFRRRE, ELEMSMBERF , HATUT —TUHRE :
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https://docs.amazonaws.cn/config/latest/developerguide/gs-console.html
https://docs.amazonaws.cn/config/latest/developerguide/gs-console.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/metering-and-billing.html
https://console.amazonaws.cn/backup
https://docs.amazonaws.cn/aws-backup/latest/devguide/controls-and-remediation.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/controls-and-remediation.html

Amazon Backup FRARIER
- EBRIEZR | ARFEEFE Amazon Config iIBFZEFRD THI XA,
- EBRIRE , ARE1EFE Amazon Config iIBFZEF A THI XA,

£ Amazon Command Line Interface (Amazon CLI) 7 /5 ‘&R R &R

R &1 R Z K Amazon Config , MEA EF AJERERM FF, Amazon CLI
£ Amazon CLIFF B & RIRE :

1. BAUTHHUBAEREEE A Amazon Config 12 %&%.
$ aws configservice describe-configuration-recorders
a. MR ConfigurationRecorders BIRHNZ , LITFIR :

{
"ConfigurationRecorders": []

}

N RPEHIEFBF/ARB A, BREHITIER 2 UBIBICFES,
b. MREBECLANFAERFRBATIERKIEE , N ConfigurationRecorders MM TR :

{
"ConfigurationRecorders":[
{

"recordingGroup":{
"allSupported":true,
"resourceTypes":[

1,
"includeGlobalResourceTypes":true

},

"roleARN":"arn:aws:iam::[account]:role/[roleName]",

"name":"default"

}
]
}
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HTEERTHARRE  RLECTHFERFRRENRE. EXLTTRATENEREDEIT£R

Audit M Amazon Backup anager,

2. M Au Amazon Config dit Manag Amazon Backup er %R 8 638 0 & 25

$ aws configservice put-configuration-recorder --configuration-recorder
name=default, \
roleARN=arn:aws:iam::accountId:role/aws-service-role/config.amazonaws.com/

AwWSServiceRoleForConfig \

--recording-group
resourceTypes="["'AWS: :Backup: :BackupPlan', 'AWS: :Backup: :BackupSelection', \
'"AWS: :Backup: :BackupVault', 'AWS: :Backup: :RecoveryPoint']"

3. iR —T¥REY Amazon Config FZ .

$ aws configservice describe-configuration-recorders

FENMESUTRRRERTHER , RIEAREBESE Audit Manager BIRFEE, Amazon
Backup

"ConfigurationRecorders":[
{
"name" :"default",
"roleARN":"arn:aws:iam: :accountId:role/AWSServiceRoleForConfig",
"recordingGroup":{
"allSupported":false,
"includeGlobalResourceTypes":false,
"resourceTypes":[
"AWS: :Backup: :BackupPlan",
"AWS: :Backup: :BackupSelection",
"AWS: :Backup: :BackupVault",
"AWS: :Backup: :RecoveryPoint"

4. BIE— Amazon S3 ZEMYEN 7 Amazon Config Bl & X4 H B #7.
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$ aws s3api create-bucket --bucket amzn-s3-demo-bucket —region us-east-1

5. BAF®policy.jsonFihEEH1Z6EE Amazon Config PR, SWELT Rélpolicy. json.

$ aws s3api put-bucket-policy --bucket amzn-s3-demo-bucket --policy file://

policy.json

JSON

"Version":"2012-10-17",
"Statement":[

{

"Sid":"AWSConfigBucketPermissionsCheck",

"Effect":"Allow",

"Principal":{
"Sexvice":"config.amazonaws.com"

},

"Action":"s3:GetBucketAcl",

"Resource'":"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid":"AWSConfigBucketExistenceCheck",

"Effect":"Allow",

"Principal":{
"Service":"config.amazonaws.com"

}I

"Action":"s3:ListBucket",

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid":"AWSConfigBucketDelivery",
"Effect":"Allow",
"Principal":{

"Sexvice":"config.amazonaws.com"
},
"Action":"s3:PutObject"”,
"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"

I B RIRERER
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6. FHEMEMEFTEEE N Amazon Config BiiARiE

$ aws configservice put-delivery-channel --delivery-channel
name=default,s3BucketName=amzn-s3-demo-bucket

7. B Amazon Config |

$ aws configservice start-configuration-recorder --configuration-recorder-
name default

8. IiF DescribeFramework #H&E—1TH M "FrameworkStatus" :"ACTIVE" , 1 FFi7Ro
$ aws backup describe-framework --framework-name test --region us-east-1
"FrameworkName":"test",

"FrameworkArn":"arn:aws:backup:us-east-1l:accountId:framework:test-
fO001b0a-0000-1111-ad3d-4444f5cc6666",

"FrameworkDescription":"",
"FrameworkControls": [
{

"ControlName" :"BACKUP_RECOVERY_POINT_MINIMUM_RETENTION_CHECK",
"ControlInputParameters":[

{
"ParameterName":"requiredRetentionDays",
"ParameterValue":"1"
}
1,
"ControlScope":{
}
3,

{
"ControlName" :"BACKUP_PLAN_MIN_FREQUENCY_AND_MIN_RETENTION_CHECK",
"ControlInputParameters":[

{
"ParameterName":"requiredFrequencyUnit",
"ParameterValue":"hours"

b

{
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"ParameterName":"requiredRetentionDays",
"ParameterValue":"35"

},

{
"ParameterName":"requiredFrequencyValue",
"ParameterValue":"1"

}

15
"ControlScope":{

}

I

{
"ControlName" :"BACKUP_RESOURCES_PROTECTED_BY_BACKUP_PLAN",
"ControlInputParameters":[

iF
"ControlScope":{

}

},

{
"ControlName" :"BACKUP_RECOVERY_POINT_ENCRYPTED",
"ControlInputParameters":[

15
"ControlScope":{

}

I

{
"ControlName" :"BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED",
"ControlInputParameters":[
1,
"ControlScope":{
}

}

1,

"CreationTime":1633463605.233,
"DeploymentStatus":"COMPLETED",
"FrameworkStatus":"ACTIVE"
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}

£ Amazon CloudFormation iR B &R EER

AR B ABRERE® Amazon CloudFormation 1R , FZ ¥ Audit Manager 5 —i2{#H Amazon
BackupAmazon CloudFormation,

5 Amazon Backup #Z#l& €I HESE

FRERRERE , TEANTSREIEER,

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup #2#1& .
2. EEMSMBERS , EEFER,

3. EERBIEELR,
4

NTEREN , MA—NME—BR. ERBHMHRKELHANT 1 2 256 MF/HF2E , LFEFT
X, HFE (az, A-Z). BF (0-9) MTRI% () AR

(Al ) R AREZRHEIR
6. HEEL4F , RERERED RS, MNBERT , 2 HAMEFERRFMERRNE,

o

EF AP LRL TERES |, R TREZN

a. F-NEREXRTEGRBETE. BEXAEN  FEUHEPIZERE.
b. HEBREWMEMART , B LUERIMRRE, RERENRFIERTIR.

Amazon Backup Audit Manager 45| &R#ER 7T S MNEHH B E SET,

7. (HHE ) BEERRMFIRE | FRICEAVAELR, R LUE A AR SRIE M I AR AV A R SR BR X
o

8. EFIBER,

Amazon Backup Audit Manager ATREE B /L0 # T e SIS,

WMRHEIEEIR AlreadyExists , WA EFEERHRZEHFNSHNER, EXRIIEMER &
MEDH - EHHSHENRERTE.
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{#F Amazon Backup API BlZ24E 48

TRESEHXNBANEH CreateFramework B9 APl &R R , LA IF# B DescribeFramework i§3R

API g R R fl, ELA4wFES N Amazon Backup £ Audit Manager , AJASE X LA F .

b2

Backup resources are
included in at least
one backup plan

CreateFramework i5E3R

{"FrameworkName" :
"Controll",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[

{"ControlName":
"BACKUP_RESOURCES_
PROTECTED_BY_BACKU
P_PLAN",
"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
["RDS"] //
Evaluate only RDS
instances
}
}

1,
"IdempotencyToken":
"Controll",
"FrameworkTags":

{"keyl": "foo0"}

DescribeFramework Mgi:

{"FrameworkName" :
"Controll",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

0ll-ce7655ae-1e31-
45cb-96a0-4f43d8cl

9642",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_RESOURCES_
PROTECTED_BY_BACKU
P_PLAN",
"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
["RDS"]

}

1,
"CreationTime":
1516925490,
"DeploymentStatus":
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken":
"Controll",

{# A Amazon Backup API S]ZZHEZR
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CreateFramework iER

DescribeFramework Mg/

"FrameworkTags":
{“keyl“: nfoon}

{# A Amazon Backup API S]ZZHEZR
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Backup plan minimum
frequency and minimum

retention

CreateFramework i5E3K

{"FrameworkName" :
"Control2",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_PLAN_MIN_F
REQUENCY_AND_MIN_R
ETENTION_CHECK",
"ControlInputParam
eters":
[

{"Paramet
erName": "required
RetentionDays",

"Paramete

rValue": "35"},

{"Paramet
erName": "required
FrequencyUnit",

"Paramete
rValue": "hours"},

{"Paramet
erName": "required
FrequencyValue",

"Paramete

rValue": "24"}

1,
"ControlScope":
{

"Tags": {"keyl":
"prod"} // Evaluate
backup plans that
tagged with "keyl":
"prod".

}

1,

DescribeFramework Mg/

{"FrameworkName" :
"Control2",
"FrameworkArn":
"arn:aws:backup:us
-east-1:1234567890
12:framework/Contr
0l2-de7655ae-1e31-
45cb-96a0-4f43d8cl
969d",
"FrameworkDescript
ion": "This is a test
framework",
"FrameworkControls":
[
{"ControlName":

"BACKUP_PLAN_MIN_F
REQUENCY_AND_MIN_R
ETENTION_CHECK",

"ControlInputParam

eters":
[

{"Paramet
erName": "required
RetentionDays",

"Paramete
rValue": "35"},

{"Paramet
erName": "required
FrequencyUnit",

"Paramete
rValue": "hours"},

{"Paramet
erName": "required
FrequencyValue",

"Paramete
rValue": "24"}
1,
"ControlScope":

{

"Tags": {"keyl":

Ilprodll}

{# A Amazon Backup API S]ZZHEZR
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CreateFramework i5E3K

"IdempotencyToken":
"Control2",
"FrameworkTags":
{"keyl": "foo"}

DescribeFramework

}
}
1l
"CreationTime":
1516925490,

W 2

"DeploymentStatus":

"Active",
"FrameworkStatus":
"Completed",

"IdempotencyToken":

"Control2",
"FrameworkTags":
{Ilkeylll: Ilfooll}

{# A Amazon Backup API S]ZZHEZR
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Vaults prevent manual
deletion of recovery

points

CreateFramework i5E3K

{"FrameworkName" :
"Control3",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_RECOVERY_P
OINT_MANUAL_DELETI
ON_DISABLED",

"ControlInputParam

eters":
[

{"Paramet
erName": "principa
1ArnList",

"Paramete
rValue":

"arn:aws:
iam::123456789012:
role/application_a
bc/component_xyz/R
DSAccess,

arn:aws:i
am: :123456789012: ¢
ole/aws-service-ro
le/access-analyzer
.amazonaws .com/AWS
ServiceRoleForAcce
ssAnalyzer,

arn:aws:1i

am: :123456789012:r
ole/service-role/Q
uickSightAction"}

1,

"ControlScope":

{"Complia
nceResourceIds":["
default"],

DescribeFramework

{"FrameworkName" :
"Control3",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

0l2-de7655ae-1e31-
45cb-96a0-4f43d8cl
969d",
"FrameworkDescript
ion": "This is a test
framework",
"FrameworkControls":
[
{"ControlName":
"BACKUP_RECOVERY_P
OINT_MANUAL_DELETI
ON_DISABLED",
"ControlInputPar
eters":
[

{"Paramet
erName": "principa
1ArnList",

"Paramete
rValue":

"arn:aws:
iam::123456789012:
role/application_a
bc/component_xyz/R
DSAccess,

arn:aws:1i
am: :123456789012:r
ole/aws-service-ro
le/access-analyzer
.amazonaws.com/AWS
ServiceRoleForAcce
ssAnalyzer,

arn:aws:i
am: :123456789012: ¢

W 2

am

{# A Amazon Backup API S]ZZHEZR

387



Amazon Backup

FRARER

24

CreateFramework i5E3K

"Complian
ceResourceTypes":
["AWS: :Backup: :Bac
kupVault"]
}
}

1,
"IdempotencyToken":
"Control3",
"FrameworkTags":

{"keyl": "foo"}

DescribeFramework

ole/service-role/Q
uickSightAction"}
iE

W 2

"ControlScope":

{"Complia
nceResourcelIds":["
default"],

"Complian
ceResourceTypes":
["AWS: :Backup: :Bac
kupVault"]
}
}
1
"CreationTime":
1516925490,

"DeploymentStatus":

"Active",
"FrameworkStatus":
"Completed",

"IdempotencyToken":

"Control3",
"FrameworkTags":
{“keyl“: nfoon}

{# A Amazon Backup API S]ZZHEZR
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Minimum retention
established for
recovery point

CreateFramework i5E3K

{"FrameworkName" :
"Control4",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_RECOVERY_P
OINT_MINIMUM_RETEN
TION_CHECK",
"ControlInputParam
eters":
[

{"Paramet
erName": "required
RetentionDays",

"Paramete

rValue": "35"}

1,
"ControlScope":
{3} // Default scope (no
scope input) sets scope
to all recovery points.
}
1,
"IdempotencyToken":
"Control4",
"FrameworkTags":
{"keyl": "foo"}

DescribeFramework Mg/

{"FrameworkName" :
"Control4",
"FrameworkArn":
"arn:aws:backup:us
-east-1:1234567890
12:framework/Contr
0l16-6e7655ae-1e31-
45cb-96a0-4f43d8cl
9642",
"FrameworkDescript
ion": "This is a test
framework",
"FrameworkControls

{"ControlName":
"BACKUP_RECOVERY_P
OINT_MINIMUM_RETEN
TION_CHECK",
"ControlInputParam
eters":
[

{"Paramet
erName": "required
RetentionDays",

"Paramete
rValue": "35"}
1,
"ControlScope": {3}
}
1,
"CreationTime":
1516925490,
"DeploymentStatus":
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken":
"Control4",
"FrameworkTags":
{"keyl": "foo0"}

{# A Amazon Backup API S]ZZHEZR
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Backup recovery points
are encrypted

CreateFramework i5E3K

{"FrameworkName" :
"Control5",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_RECOVERY_P
OINT_ENCRYPTED",
"ControlInputParam
eters":
(1,
"ControlScope":
{3} // Default scope
(no scope input) is all
recovery points
}
1

"IdempotencyToken":
"Control5",
"FrameworkTags":
{"keyl": "foo0"}

DescribeFramework Mg/

}

{"FrameworkName" :
"Control5",
"FrameworkArn":
"arn:aws:backup:us
-east-1:1234567890
12:framework/Contr
0l7-7e7655ae-1e31-
45cb-96a0-4f43d8cl
9642",
"FrameworkDescript
ion": "This is a test
framework",
"FrameworkControls

{"ControlName":
"BACKUP_RECOVERY_P
OINT_ENCRYPTED",
"ControlInputParam
eters":
(1,
"ControlScope": {}
}

1,
"CreationTime":
1516925490,
"DeploymentStatus
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken
"Control5",
"FrameworkTags":

{"keyl": "foo0"}

{# A Amazon Backup API S]ZZHEZR
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Cross-Region backup
copy 1is scheduled

CreateFramework i5E3K

{"FrameworkName" :
"Control6",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_RESOURCES_
PROTECTED_BY_CROSS

_REGION",

"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
[("EC2"] //
Evaluate only EC2
instances
}
}

1,
"IdempotencyToken
"Control6",
"FrameworkTags":

{"key1l": "foo"}

DescribeFramework

W 2

{"FrameworkName" :
"Control6",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

0l6-ce7655ae-1e31-
45cb-96a0-4f43d8cl

9642",
"FrameworkDescript

ion": "This is a test

framework",

"FrameworkControls":
[

{"ControlName":

"BACKUP_RESOURCES_

PROTECTED_BY_CROSS

_REGION",

"ControlInputParam
eters":[],
"ControlScope
{"Complia
nceResourceTypes":
["EC2"]

}

1,

"CreationTime":
1516925490,
"DeploymentStatus":
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken":
"Control6",
"FrameworkTags":
{"keyl": "foo0"}

{# A Amazon Backup API S]ZZHEZR
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Cross-account backup

copy is scheduled

CreateFramework i5E3K

{"FrameworkName" :
"Control7",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_RESOURCES_
PROTECTED_BY_CROSS

_ACCOUNT",

"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
[("EC2"] //
Evaluate only EC2
instances
}
}

1,
"IdempotencyToken
"Control7",
"FrameworkTags":

{"key1l": "foo"}

DescribeFramework

W 2

{"FrameworkName" :
"Control7",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

0l7-ce7655ae-1e31-
45cb-96a0-4f43d8cl

9642",
"FrameworkDescript

ion": "This is a test

framework",

"FrameworkControls":
[

{"ControlName":

"BACKUP_RESOURCES_

PROTECTED_BY_CROSS

_ACCOUNT",

"ControlInputParam
eters":[],
"ControlScope
{"Complia
nceResourceTypes":
["EC2"]

}

1,

"CreationTime":
1516925490,
"DeploymentStatus":
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken":
"Control7",
"FrameworkTags":
{"keyl": "foo0"}

{# A Amazon Backup API S]ZZHEZR



Amazon Backup

FRARER

24

Resources are in a
backup plan with an
Amazon Backup Vault
Lock

CreateFramework i5E3K

{"FrameworkName" :
"Control8",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[

{"ControlName":
"BACKUP_RESOURCES_
PROTECTED_BY_BACKU
P_VAULT_LOCK",
"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
["EC2"] //
Evaluate only EC2
instances
}
}

1,
"IdempotencyToken":
"Control8",
"FrameworkTags":

{"keyl": "foo"}

DescribeFramework

{"FrameworkName" :
"Control8",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

018-ce7655ae-1e31-
45cb-96a0-4f43d8cl

9642",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_RESOURCES_
PROTECTED_BY_BACKU
P_VAULT_LOCK",
"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
["EC2"]

}
1,
"CreationTime":
1516925490,
"DeploymentStatus":
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken":
"Control8",
"FrameworkTags":
{"keyl": "foo0"}

W 2

{# A Amazon Backup API S]ZZHEZR
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Last recovery

was created

CreateFramework i5E3K

{"FrameworkName" :
"Control9",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_LAST_RECOQOV
ERY_POINT_CREATED",
"ControlInputParam
eters":[],
"ControlScope
{"Complia
nceResourceTypes":
["EC2"] //
Evaluate only EC2
instances

}

}

1,
"IdempotencyToken":
"Control9",
"FrameworkTags":

{"keyl": "foo0"}

DescribeFramework Mg/

{"FrameworkName" :
"Control9",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

019-ce7655ae-1e31-
45cb-96a0-4f43d8cl

9642",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"BACKUP_LAST_RECOV
ERY_POINT_CREATED",
"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
["EC2"]

}
1,

"CreationTime":
1516925490,
"DeploymentStatus
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken
"Control9",
"FrameworkTags":
{"keyl": "foo"}

{# A Amazon Backup API S]ZZHEZR
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Restore time for

resources meet target

CreateFramework i5E3K

{"FrameworkName" :
Controllo",
"FrameworkDescript
ion":"This is a test
framework",
"FrameworkControls

Il:[

"ControlN
ame" : "RESTORE_TIME
_FOR_RESOURCES_MEE

T_TARGET",
"Controll
nputParameters": [
{

"Paramete
rName": "maxRestore
Time",

"Paramete
rValue":"720"

}
1,
"ControlS
cope":{
"Complian
ceResourcelds": [
1,
"Complian

ceResourceTypes": [
"DynamoDB

" // Evaluates only

DynamoDB databases

]

}
]"IdempotencyToken
":"ControllQ",
"FrameworkTags":{
"keyl":"foo"

DescribeFramework Mg/

{"FrameworkName" :
"ControllQ",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

019-ce7655ae-1e31-
45cb-96a0-4f43d8cl

9642",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName":
"RESTORE_TIME_FOR_
RESOURCES_MEET_TAR
GET",
"ControlInputParam
eters":[],
"ControlScope
{"Complia
nceResourceTypes":
["EC2"]

}
1,
"CreationTime":
1516925490,
"DeploymentStatus":
"Active",
"FrameworkStatus":
"Completed",
"IdempotencyToken":
"Controll0Q",
"FrameworkTags":
{"keyl": "foo0"}
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BH CreateFramework &K DescribeFramework Mg/

}
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RESOURCES_IN_LOGIC
ALLY_AIR_GAPPED_VA
ULT

CreateFramework i5E3K

{"FrameworkName" :
Controlll",
"FrameworkDescript
ion":"This is a test
framework",
"FrameworkControls

ll:[

"ControlN
ame" : "RESOURCES_IN
_LOGICALLY_AIR_GAP

PED_VAULT",
"Controll
nputParameters": [
{

"Paramete
rName":"recoveryPo
intAgeValue",

"Paramete
rValue":"10"

}
{

"Paramete
rName":"recoveryPo
intAgeUnit",

"Paramete
rValue":"days"
}
1
"ControlS
cope":{
"Complian
ceResourceTypes": [
"EC2"
]
}
}

]"IdempotencyToken
":"Controlll",
"FrameworkTags":{
"keyl":"foo"

DescribeFramework Mg/

{"FrameworkName" :
"Controlll",
"FrameworkArn":
"arn:aws:backup:us

-east-1:1234567890

12:framework/Contr

0l11-abl234cd-5e67

-89fg-06a0-4f43d8c

19642",
"FrameworkDescript

ion": "This is a test
framework",
"FrameworkControls":

[
{"ControlName": "",
"ControlInputParam
eters":[],
"ControlScope":
{"Complia
nceResourceTypes":
["EC2","EBS"]

}
1,

"CreationTime":
1726087776.316,
"DeploymentStatus
"COMPLETED",
"FrameworkStatus":
"ACTIVE",
"IdempotencyToken
"Controlll",
"FrameworkTags":
{"keyl": "foo"}

{# A Amazon Backup API S]ZZHEZR
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BH CreateFramework iEsR DescribeFramework Ma5;

}

EEREZSNERS

SIRFIHERRE , E2EREERRYP, B LUETE Amazon Backup 2 & N EM S EKFIEE
R REBUR. BEEFRENFITER , FAREEREN, IEBSREFIERFARTER
H, EFaEsmA 8o  BENERA.

BELIONEIAIE T UUTRES -

« EAMERSEFIMERNEAEAERES  AESMRANEAERTRE, SNMRANESIERES
B HE TN ENE RN SAIERTRE.

RESER4AIEEEANERREED X LT , EREAEREST 2R Compliant, R
—NRENFRARBEIEHTME , WERERDERN Non-Compliant, BXRIMAERFTERARIR
WEER , BSRERTENER. BRNAFENTRRENNES , 1S Amazon Backup Audit
Manager ZHA*ME AN IETEE 2 o

- ERRSRELRBENFERBFBERRRE. ARERSITIE
« Active , HERIFEHNTERIERE AR,
« Partially active , HERFHNED MR RS AidFet,
« Inactive , HERITMAHAE RIFRXA LR,
 Unavailablej Amazon Backup Audit Manager Lt B 7oA 38 E F RS BT,

¥IE Partially active Z Inactive RS

1. BEENSMERS , ERER,
2. BEEEERFRRE.
3. BRRBUHBAPMNHARAZARNENRRRESANIER,

BEXRPLERRABEFZTERFELEERTIENR4HTRRBENESES |, H5H Amazon
Backup Audit Manager 124 M 4N HERY B IREB D -

HBERSEECERNVIBRDS. XMRIBFENZE Completed , EtEA LR Create in
progress. Update in progress. Delete in progress Ml Failed,
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o RA Failed RERKREEWILE, MEREZR , AFIET Amazon Backup ###l & = Amazon
Backup AP| EFiBIEESE,

- EARGERAIHEEEBINEREHNRE.
- FTEARHERED —TIHERBT WERZHNKE,

EPHBo2ERUATER

- BHERBRESMEHAHNSIERT. BARLKLT Compliant R , RRAMARRHBED 7117

f& ; Non-compliant , RREDPE —NBRARBEZ T , #F Insufficient data , RRE
HEIESEE A HE TR o AT R R

« MEEE ATRSFEMEGREN —MHHSHEREE, —NER ID R —MrERMIREE , BE

HRTEEQRZFITERNNAEE RS, IRMEFZFRENZE (WRFTS VAR ) |, WEEEFHT
hFrAE R IR,

ERTENHR

Amazon Backup Audit Manager &3 % f 75 =X &5 B 8 3% H L R R AR E Mo

- EEEZSHERESH , BEFAESSED PIERRHBR, XFMFIREE] Amazon Config 12

& EBRBERAULLEFIRHNon-Compliant &YX,

- EASEERNFREMEERCBREITNE  BRUEEREURIFAEZHHHATE Non-

Compliant &R

4, Resource compliance reportiE£E 7R Amazon Backup Audit Manager LR iE{4REY
BN EHREE,

EHEITES

BRI ERARFITERNER, ZHNSH

EHIEER

1. 7£ Amazon Backup #EHI BN AEMSMEKRSD |, EF EHR",
2. REREMERERBIEZLE,

3. EBRE.

ERTFTEANER 399


https://docs.amazonaws.cn/aws-backup/latest/devguide/deleting-frameworks.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/creating-frameworks-console.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/creating-frameworks-api.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/creating-frameworks-api.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/viewing-frameworks.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/create-report-plan-console.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/view-reports.html

Amazon Backup FRARIER

M BREF ITHE SR
IR F AT 2R

1. 1£ Amazon Backup B H AN EN SMBEF , &R EE,
2. REREMERERRNELRE,

3. EEMIER,

4. BAERNER , AEEEMRESR.

FRAREITRE
Amazon Backup Audit Manager & & = B3I £ B # Amazon Backup SEZJIESE |, B0

o WRLER D4 B 52 A EA R AT 52X
- BEZHTWHER IR

BEFRMRBENRE, QIEREN , EUTEREIRNRERE,

—MRELRSE , CEREE 24 PAZTHWELMFAEZEL , AREXREERME. 61T
REMERAREENEE LT X, FlIREFER completed with issues KRS, EEHK IR
A, BUUFREE—FHEFRSEENCompletedEill, Amazon Backup RELYHEEEEXFE
HEREITEE , T ERRESHBEEN Completed TR —E 2

S—MREREaAMRE. SRS TUERTRENRERNTRES

Amazon Backup Audit Manager 38 B k& KX EIEH Amazon S3 FfiEfl. MRBEHNHATX
YRR, , MEATLUERZW CSV = JSON BRXWIREG. BN , REF CSV B iR, EH
REMN R ATRESEJLANNEAKES) , B Audit Man Amazon Backup ager 2 ITRENL LUREFE M
BE, BT LABEREITIRERE

FIEKFEHEARTLCEBEXEREG ; EENZREEAKFEE AL TUIEEK RS

® Tip
NARZEAEEAKFERNIREE TMERAKFHE , SESIMNKAK, POIEEZE,
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R EAL RS £ T

Amazon Backup Audit Manager fEMl IR ENESET BN LT X , UBBEF EiFih TR 0RE
BHENTHEAALENEREERAK,,

HERBERESE

- REFEFER  REFRE, SERSHNBRFHAEE

o FHUR LT 1TRBHR, ANBRH, sERMEX
- AHAHKRE  REHNASEFEIERE

- RREAEER  RABMAERB L THEE

Xy BH £ T XFEFEX DescribeBackupVault, DescribeBackupPlan®# 1TEi /Y API @ H
DescribeRecoveryPoint , E £ MR &P RESEHNELES.

(@ Note

FRENETXRHETUEEZEM AP HRAMBANRIER . BERENG AKX LRSI A
PR Ly 1858 5 5 B A M MY R,

BNMREFITRI&Z A LAE 20 4 Amazon Web Services K

® Note

WMREW RDS XN ARLTEERBERMWEEFTEHIE , WE backupSizeInBytes ¥
LRA 0,

E A 1F Amazon Backup Audit Manager B2 AHZEFRE , LAERBEREERIEZRE TR

£

- ERENREER

 {# Amazon Backup %4 Sl ER & it X
« {8 Amazon Backup API 8|23k &1t %I
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Amazon Backup T %A RIEE
- EREFURS
« EFIREITL
o HBRIR & 1T X

IR IERVIR TR AR

BREBBREL T ENREITMNEREPFIENEE. HEEAREITREIERIRER , Audi Amazon
Backup t Manager 2 A &2 M & 24 MefHIIRE . Amazon Backup Audit Manager 7ttt SR AR 4B [E]
ER1RE 5 JAZEEIXERE, CRENTREER,

D REER

BEHREER. IEERNEREAXZN, EEREFELNSEERN , URFEN LT , 3FR
EERME., FEMTNEAERNERFAYRE, SUUEAXLEREREZRERS , TEZOERE ,
FIRB AT REFERIE —SERNEARE, TRIE TSI 0RERRVEHRREROE S,

R ERER JSON XK R Bk &

BACKUP_JOB_REPORT {

"reportItems": [
{
"reportTimePeriodStart":
"2021-07-14T00:00:00Z",
"reportTimePeriodEnd":
"2021-07-15T00:00:00Z2",

"accountId": "112233445566",

"region": "us-west-2",

"backupJobId": "FCCBQ40QA
-9426-2A49-2EA9-5EAFFAC656AC",

"jobStatus": "COMPLETED",

"resourceType": "EC2",

"resourceArn": "arn:aws:ec2:us-
west-2:112233445566:instance/
i-0bc877aee7782ba75",

"resourceName": "MyEC2Ins
tance",

"backupPlanArn": "arn:aws:
backup:us-west-2:1122334455
66:backup-plan:349f2247-b48
9-43Q01-83ac-4b7dd724db9a",
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"backupRuleId": "ab88bbf8-
ff4ae-4f1b-92e7-e13d3e65dcfb",

"initiationDate": "2021-07-
14T23:53:47.229Z2",

"backupPlanName": "MyBackup
Plan",

"backupRuleName": "DailyBac
kups",

"backupRuleSchedule": "cron(0
5?* * *)",

"backupRuleTimezone": "UTC",

"startWindowEnd": "2021-07-
14T23:53:47.229Z",

"backupOptions": {3},

"isParentJob": false,

"parentJobId": null,

"creationDate": "2021-07-
14T23:53:47.229Z",

"completionDate": "2021-07-
15T00:16:07.282Z",

"recoveryPointArn": "arn:aws:
ec2:us-west-2::image/ami-03
@cafb98e5a6dcdf",

"jobRunTime": "00:22:20",

"backupSizeInBytes": 858993459

"backupVaultName": "Default",
"backupVaultArn": "arn:aws:
backup:us-west-2:1122334455
66:backup-vault:Default",
"vaultType": "BACKUP_VAULT",
"vaultLockStatus": "UNLOCKED",
"isEncrypted": true,
"encryptionKeyArn": "arn:aws:
kms:us-west-2:112233445566:
key/12345678-1234-1234-1234
-123456789012",
"deleteAfterDays": 30,
"moveToColdAfterDays": 7,
"enableArchive": false,
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"iamRoleArn": "arn:aws:
iam::112233445566:r0le/service-
role/AWSBackupDefaultServiceRole"

}

ERER IR EEAR
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COPY_JOB_REPORT

"reportItems": [
{
"reportTimePeriodStart":
"2021-07-14T15:48:312",
"reportTimePeriodEnd":
"2021-07-15T15:48:312",
"accountId": "112233445566",
"region": "us-west-2",
"copyJobId": "EQAD48AS-0560-B66
8-3EF0-941FDCOAD6GB1",
"jobStatus": "RUNNING",
"jobRunTime": "2021-07-
16T00:00:00.010Z",
"resourceType": "EC2",
"resourceArn": "arn:aws:ec2:us-
west-2:112233445566:instance/
i-0bc877aee7782ba75",
"resourceName": "string",
"initiationDate": "2021-07-
14T15:48:312",
"backupPlanName": "string",
"backupRuleName": "string",
"backupRuleSchedule":
"string",
"backupRuleTimezone":
"string",
"startWindowEnd": "2021-07-
14T15:48:312",
"backupOptions": {3},
"isParentJob": false,
"parentJobId": null,
"creationDate": "2021-07-
15T15:42:04.771Z2",
"completionDate": "2021-07-
16T00:16:07.282Z2",
"backupSizeInBytes": 858993459
2,
"sourceRecoveryPointArn":
"arn:aws:ec2:us-west-2::image/
ami-007b3819f25697299",
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"sourceBackupVaultArn":
"arn:aws:backup:us-west-2:1
12233445566 :backup-vault:Default"”,
"destinationRecoveryPointAr
n "arn:aws:ec2:us-east-2::image/
ami-@eba2199a@bcece3c",
"destinationBackupVaultArn"
"arn:aws:backup:us-east-2:1
12233445566 :backup-vault:Default",
"vaultType": "BACKUP_VAULT",
"vaultLockStatus": "string",
"isEncrypted": true,

"encryptionKeyArn": "arn:aws
kms:us-west-2:112233445566:
key/...",

"deleteAfterDays": 30,
"moveToColdAfterDays": 7,
"enableArchive": false,
"iamRoleArn": "arn:aws:
iam::112233445566:r0le/service-
role/AWSBackupDefaultServiceRole"
}
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RESTORE_JOB_REPORT

"reportItems": [
{

"reportTimePeriod": "2021-07-
14T15:53:30Z - 2021-07-15T15:53:3
oz",

"accountId": "112233445566",

"region": "us-west-2",

"restoreJobId": "4CACA67D-4E12-
DCO5-6C2B-QE97DO1FA4L1E",

"jobStatus": "RUNNING",

"recoveryPointArn": "arn:aws:
ec2:us-west-2::image/ami-00
201ecb57a5271ae",

"resourceName": "string",

"initiationDate": "2021-07-
14T15:53:30Z2",

"backupPlanName": "string",

"backupRuleName": "string",

"backupRuleSchedule":

"string",

"backupRuleTimezone":

"string",

"startWindowEnd": "2021-07-
14T15:53:30Z2",

"backupOptions": {3},

"isParentJob": false,

"parentJobId": null,

"vaultType": "BACKUP_VAULT",

"vaultLockStatus": "string",

"isEncrypted": true,

"encryptionKeyArn": "arn:aws:
kms:us-west-2:112233445566:
key/...",

"deleteAfterDays": 30,
"moveToColdAfterDays": 7,
"enableArchive": false,
"sourceResourceArn": "arn:aws:
ec2:us-west-2:112233445566:
instance/i-@bc877aee7782ba75",
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"backupVaultArn": "arn:aws:
backup:us-west-2:1122334455
66:backup-vault:Default",

"creationDate": "2021-07-
15T15:52:49.7972",

"backupSizeInBytes": 858993459
2,

"percentDone": "0.00%",

"iamRoleArn": "arn:aws:
iam::112233445566:r0le/service-
role/AWSBackupDefaultServiceRole"

}
]
}

BAEREER

EAMREERNERUEXBRBEE—ANRNSMERPELNRGFZHEDINEREAENET BRE.
MREWENMEERNERAMEIRSN Non-compliant , BEEEAAMRELUBERER R R,

BAEREERAYE

« Control compliance report HBEYRRIREELEPELHEHHNESHERE

« Resource compliance report #BIERFBEERPE XN EBEHRETRANSHAERS. XLk
HEFEFEANITEER , SFRIBEXTEARENEES , B EAIXLEBRIRFME EXLHE

3
WMo

TRERTRESHERE R,

B SRR JSON #& X R BIR &

CONTROL_COMPLIANCE_REPORT

{
"reportItems": [
{
"accountId": "112233445566",
"region": "me-south-1",
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"frameworkName": "TestFram
ework7",
"frameworkDescription": "A test

framework",
"controlName": "BACKUP_R
ESOURCES_PROTECTED_BY_BACKUP_PLAN",
"controlComplianceStatus":
"NON_COMPLIANT",
"lastEvaluationTime": '"2021-08-
17T03:21:56.002Z",
"numResourcesCompliant": 91,
"numResourcesNonCompliant":

205,
"controlFrequency": "Twelve_H
ours",
"controlScope": "",
"controlParameters": ""
Y
{
"accountId": "112233445566",
"region": "me-south-1",
"frameworkName": "TestFram
ework?7",
"frameworkDescription": "A test

framework",

"controlName": "BACKUP_P
LAN_MIN_FREQUENCY_AND_MIN_R
ETENTION_CHECK",

"controlComplianceStatus":

"NON_COMPLIANT",

"lastEvaluationTime": '"2021-08-
17T03:21:19.995Z2",

"numResourcesCompliant": 0,

"numResourcesNonCompliant": 25,

"controlScope": "{Complia
nceResourceTypes: [],1}",
"controlParameters": "{\"requi

redFrequencyValue\":\"1\",6\
"requiredRetentionDays\":\"35\",
\"requiredFrequencyUnit\":\"hours
\"}"

}
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]
}
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MR EER JSON B RHIRE
RESOURCE_COMPLIANCE_REPORT (
"reportItems": [
{

"accountId": "112233445566",

"region": "us-west-2",

"frameworkName": "MyTestFr

amework",

"frameworkDescription": ""

"controlName": "BACKUP_L
AST_RECOVERY_POINT_CREATED",

"resourceId": "AWS::EFS
::FileSystem/fs-63c74e66",

"resourceType": "AWS::EFS
::FileSystem",

’

"resourceComplianceStatus":
"NON_COMPLIANT",
"lastEvaluationTime": "2021-07-
07T18:55:40.9632"
P
{
"accountId": "112233445566",
"region": "us-west-2",
"frameworkName": "MyTestFr
amework",
"frameworkDescription": ""
"controlName": "BACKUP_L
AST_RECOVERY_POINT_CREATED",
"resourcelId": "AWS::EFS
::FileSystem/fs-b3d7c218",
"resourceType": "AWS::EFS
::FileSystem",
"resourceComplianceStatus":
"NON_COMPLIANT",
"lastEvaluationTime": "2021-07-
07T18:55:40.9612"
}

’
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FRARER

PHEREER

PR EER, IEERNEREABESHNEEEN , AHE2V BN LT , 8BXAHERMENZ

B RIFEAER . EAIAERIX IR ERGE

MABESRENRE , HBEETEREERITE —DE

EAVEMIREE. TR T ABRESERN B E A R,

BiEHR SRR

MALWARE_JOB_REPORT

JSON #& X R BIR S

"reportTimePeriodStart": "2025-11-
09T00:00:00Z",

"reportTimePeriodEnd": "2025-11-
10T00:00:002",

"accountId": "025066259999",

"region": "us-east-1",

"scanJobId": "489abba3-0a57-420
7-93ff-d3947d85a8d3",

"scanId": "9ddd3144f68ea3eeb
e388c66a0b55467",

"malwareScanner": "GUARDDUTY",

"jobStatus": "RUNNING",

"scanResultStatus":"",

"statusMessage": "",

"resourceType": "EBS",

"resourceArn": "arn:aws:ec2:us-
east-1:025066259999:volume/vo
1-0f1c480a6a9b33ch7",

"backupPlanArn": "arn:aws:backup:us
-east-1:025066259999:backup-
plan:orgs/4232272a-ed54-3a88-b1d0-a
ce894b6c24c",

"creationDate": "2025-10-28T17:30:
50.820z",

"recoveryPointArn": "arn:aws:
ec2:us-east-1::snapshot/sna
p-03fef858bad24c7a6",

"backupVaultName": "Default",

"backupVaultArn": "arn:aws:
backup:us-east-1:0250662599
99:backup-vault:Default",
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"iamRoleArn": "arn:aws:iam::0250
66259999:role/service-role/
AwSBackupDefaultServiceRole",

"scannerRoleArn": "arn:aws:
iam: :025066259999:role/AWSB
ackupGuardDutyRolePolicyForScans"

}

£/ Amazon Backup 2§ & 8122 R E 1t X!

ERMRENEE, —HEELERE , EEREE 24 NMTRTREVEL AR FAEFENEL, 55—k
ERAMERE. SMNERGITURERRREINREROTE 24, IBREN , ETNEREEN

WERE,
REENKFRE  ZREERTRKEMTE. AREEKS T ERZIK/IhEE,

SZ2 41t RIEA , B LAIRRE ITRIR B 0IBIRE HENLH B M Amazon S3 F#EHE. RE1T
REREIRE S3 FHEMA eElIRE, STREEAHEMKS PHFHEE. BXIREF S3 FRBH
B8 , 1§25 (Amazon Simple Storage Service A IERE) FHTE 1 QIEENE -1 S3 FEi.

£ Amazon Backup & & PRI 2 ZIRE 1T

1. 7E https://console.aws.amazon.com/backup _E£3TFF Amazon Backup 2 #1& .
2. EEMNSMERSP , EERE

3. EFRMBRREITL,.

4. MIIRFPERE —NMREEMR,

5

WAME—RETEH. ZBMHNKELANT 1 5 256 NFRF2E , LFZFFFL , HFF (a-
z. A-Z) . BF (0-9) MTRIZ () Ao

(A ) fl AFRE T RIHER

7. ERAT—MEKFHEAMRERER, EREREN—ARSMER, LHSTUEBREITRIAF
1,000 MEZE,

o

1. EFREFTE Amazon B [X,
2. MiZXE e — M ESR,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/GetStartedWithS3.html#creating-bucket
https://console.amazonaws.cn/backup
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3. EERINMESR,

8. (Mk ) BEEIREITRANFRE | BIRFRRE TR INIRE,

9. MRLEANEEEKS  NWINEEEELRESITRTESWLEKS . ETLUERREZHKS
XX F B YRR ERIRSE, HE , BUTLUERRNALFH NSRS (ERATF
ERKSNELERAKS ) o

10. (MRERAN-—ANMXFHOBREMERE , BHRIUPR ) . BUNERBZESEREPHXE, &
T THRE | ERAHEERANXE, &RMAEITHXEHEERXE.

« X EE H 3 Backup Audit Manager BRI HETE SRR R 1E T X5 AT A RS AR ORF R B
BHELENRED.
1. ERERENAER. AEREETL CSV X FH. o, AL JSON X § H £/ XEAYIR
==3

Ho

12. T S3 FHMEW , NS FEE -2,
13. (®it ) MAFFEBEIR.

Amazon Backup B ERKF . HaiitwXREXKIEESS: //amzn-s3-demo-bucket/
prefix/Backup/accountID/Region/year/month/day/report-name,

Amazon Backup FEH K FIRE XES s3://amzn-s3-demo-bucket/prefix/Backup/
crossaccount/Region/year/month/day/report-name

Amazon Backup R R B XEIRE KXES s3://amzn-s3-demo-bucket/prefix/
Backup/accountID/crossregion/year/month/day/report-name

14, ERVBIRE TR,

BETX , 8L ATERN S3 FEFHERKkBWIRE Amazon Backup., BIZEREITXIE , Audit
Amazon Backup Manager £ B4 K —1 S3 F 15 B RS A,
MREFEAZFEEN KMS BEAMBFHENE , Ul KMS BEAFRBLTUHZEATER !

« Principal BM &M@ E Backup Audit Manager IRESHEX A
AWSServiceRolePolicyForBackupReports ARN,

« Action BMEXMEADLEE kms:GenerateDataKey # kms:Decrypto

ZE B AWSServiceRolePolicyForBackupReports B X 4% fR
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EERBRREARENAT S3 FR

1. ¥E https://console.aws.amazon.com/backup £ 3TF Amazon Backup %15,

2. EEMSMERSD , EZFEHRE

3. HERBFUXEHT , BEREUTXINEN , REFRREITX.

4. EEREE

5. EBRET S3 FMREMAVIIR R, &IE W LUE LIS R 45 R A8 SR o
6. EEEHNR,

7.

ERFEETHBERE, HI5  BRCRZNMEZH , S3 FHEMRBHIRRNRSHERADNH
TFE NS TR ELEIR.

8. FHXBRE HIEI KR,

I R SR B

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :123456789012:role/aws-sexvice-role/
reports.backup.amazonaws.com/AWSSexviceRoleForBackupReports"
}I
"Action":"s3:PutObject",
"Resource": [
"arn:aws:s3:: :BucketName/*"
]I
"Condition":{
"StringEquals": {
"s3:x-amz-acl":"bucket-owner-full-control"
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mREAE A BE X Amazon Key Management Service R INZR 17 R &1 B #x S3 M , BERKH
BIELATHBRE -

"Action": [
"kms:GenerateDataKey",
"kms:Encrypt"

1,

"Resource": [
nmin

]I

£/ Amazon Backup API 81223k & 11X
B llEdEELSRNEARS IR

ERMRBENRE, —TRELERE , CETREE 24 PR ATHEBELURFAEENEL. B —HR
ERAMMERE. SAEREVTURZR RN REROTE 2. IBREN , ETNEREEN
RERE,

EZMITRIEL , BB IREG TRk B0 2IREHEXHE B Witk Amazon S3 FfiE#E. R
TTRIEREIEE S3 FEMTEZEWIREG ., BXIREH S3 FHEMBKEEA , FZH (Amazon Simple
Storage Service AF1ERE) PSR 1 SIE2EHE —1 S3 F iR,

MREFEABEN KMS BIAMBEFEN , N KMS ZHARBATURRATER :

« Principal BM X182 E Backup Audit Manager RS HEXHE
AWSServiceRolePolicyForBackupReports ARN,

e Action BMEXMEALEE kms:GenerateDataKey # kms:Decrypto

Z KB AWSServiceRolePolicyForBackupReports B iX £ iR,

NFRKF,, £XiERE , EFEAUTEZEAA CreateReportPlan,

"ReportPlanName": "string",
"ReportPlanDescription": "string",
"ReportSetting": {
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"ReportTemplate": enum, // Can be RESOURCE_COMPLIANCE_REPORT,
CONTROL_COMPLIANCE_REPORT, BACKUP_JOB_REPORT, COPY_JOB_REPORT, or RESTORE_JOB_REPORT.
Only include "ReportCoveragelList" if your report is a COMPLIANCE_REPORT.

"ReportDeliveryChannel": {
"S3BucketName": "string",
"S3KeyPrefix": "string",
"Formats": [ enum ] // Optional. Can be either CSV, JSON, or both. Default is
CSv if left blank.

1,
"ReportPlanTags": {
"string" : "string" // Optional.
1,
"IdempotencyToken": "string"

LIRE ARG ITRIA M —BZF A DescribeReportPlan B , Amazon Backup APl &M HiREI AT

1% =|
(=R Y]

"ReportPlanArn": "string",
"ReportPlanName": "string",
"ReportPlanDescription": "string",
"ReportSetting": {
"ReportTemplate": enum,

},

"ReportDeliveryChannel": {
"S3BucketName": "string",
"S3KeyPrefix": "string",
"Formats": [ enum ]

.

"DeploymentStatus": enum

"CreationTime": timestamp,

"LastAttemptExecutionTime": timestamp,

"LastSuccessfulExecutionTime": timestamp

NFERF, ZXiERE , EFEAUTEZAA CreateReportPlan,

"IdempotencyToken": "string",

"ReportDeliveryChannel": {
"Formats": [ "string" ], *//Organization report only support CSV file*
"S3BucketName": "string",
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"S3KeyPrefix": "string"

1,
"ReportPlanDescription": "string",
"ReportPlanName": "string",
"ReportPlanTags": {

"string" : "string"
1,

"ReportSetting": {
"Accounts": [ "string" ], // Use string value of "ROOT" to include all
organizational units
"OrganizationUnits": [ "string" ],
"Regions": ["string"], // Use wildcard value in string to include all Regions
"FrameworkArns": [ "string" ],
"NumberOfFrameworks": number,
"ReportTemplate": "string"

MIRE ARG TR — B # A DescribeReportPlan B , X FZKF., ZXiEit%l , Amazon
Backup APl MR HIRE L TEE.

"ReportPlan": {
"CreationTime": number,
"DeploymentStatus": "string",
"LastAttemptedExecutionTime": number,
"LastSuccessfulExecutionTime": number,
"ReportDeliveryChannel": {
"Formats": [ "string" 1],
"S3BucketName": "string",
"S3KeyPrefix": "string"

},

"ReportPlanArn": "string",
"ReportPlanDescription": "string",
"ReportPlanName": "string",

"ReportSetting": {
"Accounts":[ "string" 1],
"OrganizationUnits":[ "string" 1],
"Regions": [ "string" 1],
"FrameworkArns": [ "string" ],
"NumberOfFrameworks": number,
"ReportTemplate": "string"
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}
}

BIERTFRS

BALZRBUTSROUIBRERSE , NS E#EKFIRE. Amazon Backup Audit Manager &
WIRFREREDEERE TR FIEERN Amazon S3 F#EHE.

1. ¥ https://console.aws.amazon.com/backup £ FF Amazon Backup #Z#I &
2. EEMNSMERT  EFEHRE.

3. EREUNEBRT , EBERETVONER | KEFHRE T

4. EFVBRRFERE.

ERNMERE TR ERZEF RS

1. ¥ https://console.aws.amazon.com/backup L£3TFF Amazon Backup 2% &
2. EENSMBERT , EFERE.

3. EHREUXT , REMEIUTNEHRZ LN RIERE , EEHRETL

4. BEHERME RAERHUEBREERS.

BDEAEE AR AT , o AT LA S MRS AT I IR,
ERFITREG

BRI LERABERATAE CSV 5 JSON XHHNEFITIF. EFE M2 Amazon Backup Audit
Manager &, HEE , ZMNXERZSMNKFIIRERIA CSV KBRS,

MBS EKNES 50 MB , M AXHLW RS MRE. WRERKTHES 50 MB , Audi
Amazon Backup t Manager AR EHNHEREB o IEH A CSV X,

EERE

1. £ https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #14&,
2. EEMNSMERT  EFEHRE.

3. EREUNEBRT , EBERETRONER | KEFHRE LT

4. HEREELT  BEHREREEERS.
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LA NEHMAERETROHER, EEEBNHMER, MREA , BEATUERE TP RMNERR
MR BRAEZR

BERUAERE TR

1. 7E https://console.aws.amazon.com/backup _£3TFF Amazon Backup 2 #14& .
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3. ERFUNBHT , EREREUTNNER , REFHRSITN.

4. EREE.
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BRI AR & 1T
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EEMSMERS , EERE

EHRETXIEHRT , RBREUTIINER |, REFERE T,

R BR o

RMABHREITRNER | REEERBREE TR,

o ~ w0 Dh =

& Audi Amazon Backup t Manager & Amazon CloudFormation

FRAVRMELLT R4l Amazon CloudFormation iRt i85 % -

EFRE TR 420


https://console.amazonaws.cn/backup
https://console.amazonaws.cn/backup

Amazon Backup

FRARER

F&
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- BRER A

< IAM B EHRERA TG
- BIBIRE T

T )3 B R BR R
SATFHARTF B T RRBRIRAE | A B AR BRI AR

AWSTemplateFormatVersion: 2010-09-09
Description: Enable Amazon Config

Metadata:
AWS: :CloudFormation: :Interface:
ParameterGroups:
- Label:
default: Recorder Configuration
Parameters:
- AllSupported
- IncludeGlobalResourceTypes
- ResourceTypes
- Label:
default: Delivery Channel Configuration
Parameters:
- DeliveryChannelName
- Frequency
- Label:
default: Delivery Notifications
Parameters:
- TopicAzrn
- NotificationEmail
ParameterlLabels:
AllSupported:

default: Support all resource types
IncludeGlobalResourceTypes:

default: Include global resource types
ResourceTypes:

default: List of resource types if not all supported
DeliveryChannelName:

default: Configuration delivery channel name

I B RIRERER
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Frequency:

default: Snapshot delivery frequency
TopicAzn:

default: SNS topic name
NotificationEmail:

default: Notification Email (optional)

Parameters:
AllSupported:
Type: String
Default: True
Description: Indicates whether to record all supported resource types.
AllowedValues:
- True
- False

IncludeGlobalResourceTypes:
Type: String
Default: True
Description: Indicates whether Amazon Config records all supported global resource
types.
AllowedValues:
- True
- False

ResourceTypes:
Type: List<String>
Description: A list of valid Amazon resource types to include in this recording

group, such as AWS::EC2::Instance or AWS::CloudTrail::Trail.
Default: <All>

DeliveryChannelName:
Type: String
Default: <Generated>
Description: The name of the delivery channel.

Frequency:
Type: String
Default: 24hours
Description: The frequency with which Amazon Config delivers configuration
snapshots.
AllowedValues:
- lhour
- 3hours
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- 6hours
- 12hours
- 24hours

TopicAzn:
Type: String
Default: <New Topic>

Description: The Amazon Resource Name (ARN) of the Amazon Simple Notification

Service (Amazon SNS) topic that Amazon Config delivers notifications to.

NotificationEmail:
Type: String
Default: <None>

Description: Email address for Amazon Config notifications (for new topics).

Conditions:
IsAllSupported: !Equals
- 'Ref AllSupported
- True

IsGeneratedDeliveryChannelName:

- IRef DeliveryChannelName
- <Generated>
CreateTopic: !Equals
- IRef TopicAzrn
- <New Topic>
CreateSubscription: !And
- ICondition CreateTopic

- INot
- lEquals
- IRef NotificationEmail
- <None>
Mappings:
Settings:
FrequencyMap:
lhour : One_Hour
3hours : Three_Hours
6hours : Six_Hours

12hours : Twelve_Hours
24hours : TwentyFour_Hours

Resources:

ConfigBucket:

lEquals

I B RIRERER
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DeletionPolicy: Retain

Type: AWS::S3::Bucket

Properties:
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256

ConfigBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:

Bucket:

!Ref ConfigBucket

PolicyDocument:

2012-10-17
Statement:

Version:

- Sid: AWSConfigBucketPermissionsCheck
Effect: Allow
Principal:
Service:
- config.amazonaws.com
s3:GetBucketAcl
Resource:
- ISub "arn:${AWS::Partition}:s3:::
- Sid: AWSConfigBucketDelivery
Effect: Allow
Principal:

Action:

Service:
- config.amazonaws.com
Action: s3:PutObject
Resource:
- ISub "arn:${AWS::Partition}:s3:::

${AWS: : AccountId}/*"

- Sid: AWSConfigBucketSecureTransport

Action:

- s3:*
Effect: Deny
Resource:

- ISub "arn:${AWS::Partition}:s3::

- ISub "arn:${AWS::Partition}:s3::
Principal: "*"
Condition:

Bool:

aws:SecureTransport:
false

${ConfigBucket}"

${ConfigBucket}/AWSLogs/

:${ConfigBucket}"
:${ConfigBucket}/*"

I B RIRERER
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ConfigTopic:
Condition: CreateTopic
Type: AWS::SNS::Topic
Properties:
TopicName: !Sub "config-topic-${AWS::AccountId}"
DisplayName: Amazon Config Notification Topic
KmsMasterKeyId: "alias/aws/sns"

ConfigTopicPolicy:
Condition: CreateTopic
Type: AWS::SNS::TopicPolicy
Properties:
Topics:
- IRef ConfigTopic
PolicyDocument:
Statement:
- Sid: AWSConfigSNSPolicy
Action:
- sns:Publish
Effect: Allow
Resource: !Ref ConfigTopic
Principal:
Service:
- config.amazonaws.com

EmailNotification:
Condition: CreateSubscription
Type: AWS::SNS::Subscription
Properties:
Endpoint: !Ref NotificationEmail
Protocol: email
TopicArn: !Ref ConfigTopic

ConfigRecorderServiceRole:
Type: AWS::IAM::ServicelinkedRole
Properties:
AWSServiceName: config.amazonaws.com
Description: Service Role for Amazon Config

ConfigRecorder:
Type: AWS::Config::ConfigurationRecorder
DependsOn:
- ConfigBucketPolicy

I B RIRERER
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- ConfigRecorderServiceRole
Properties:

RoleARN: !Sub arn:${AWS::Partitionl}:iam::${AWS: :AccountId}:role/aws-service-role/

config.amazonaws.com/AWSServiceRoleForConfig

RecordingGroup:
AllSupported: !Ref AllSupported

IncludeGlobalResourceTypes: !Ref IncludeGlobalResourceTypes

ResourceTypes: !If
- IsAllSupported
- IRef AWS::NoValue
- IRef ResourceTypes

ConfigDeliveryChannel:
Type: AWS::Config::DeliveryChannel
DependsOn:
- ConfigBucketPolicy
Properties:
Name: !If
- IsGeneratedDeliveryChannelName
- IRef AWS::NoValue
- IRef DeliveryChannelName
ConfigSnapshotDeliveryProperties:
DeliveryFrequency: !FindInMap
- Settings
- FrequencyMap
- IRef Frequency
S3BucketName: !Ref ConfigBucket
SnsTopicARN: !If
- CreateTopic
- IRef ConfigTopic
- IRef TopicArn

ERERRIARH

LUR#EAREA Amazon Backup Audit Manager 32 4 R b3S 7e PR B9 BRIA IR SR B 22 AE SR,

AWSTemplateFormatVersion: '2010-09-09'
Resources:
TestFramework:
Type: AWS::Backup::Framework
Properties:
FrameworkControls:

- ControlName: BACKUP_RESOURCES_PROTECTED_BY_BACKUP_PLAN

EERINEMSE
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- ControlName: BACKUP_RECOVERY_POINT_MINIMUM_RETENTION_CHECK
ControlInputParameters:
- ParameterName: requiredRetentionDays
ParameterValue: '35'
- ControlName: BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED
- ControlName: BACKUP_PLAN_MIN_FREQUENCY_AND_MIN_RETENTION_CHECK
ControlInputParameters:
- ParameterName: requiredRetentionDays
ParameterValue: '35’
- ParameterName: requiredFrequencyUnit
ParameterValue: 'hours'
- ParameterName: requiredFrequencyValue
ParameterValue: '24'
ControlScope:
Tags:
- Key: customizedKey
Value: customizedValue
- ControlName: BACKUP_RECOVERY_POINT_ENCRYPTED
- ControlName: BACKUP_RESOURCES_PROTECTED_BY_CROSS_REGION
ControlInputParameters:
- ParameterName: crossRegionList
ParameterValue: 'eu-west-2'
- ControlName: BACKUP_RESOURCES_PROTECTED_BY_CROSS_ACCOUNT
ControlInputParameters:
- ParameterName: crossAccountlList
ParameterValue: '111122223333'
- ControlName: BACKUP_RESOURCES_PROTECTED_BY_BACKUP_VAULT_LOCK
- ControlName: BACKUP_LAST_RECOVERY_POINT_CREATED
- ControlName: RESTORE_TIME_FOR_RESOURCES_MEET_TARGET
ControlInputParameters:
- ParameterName: maxRestoreTime
ParameterValue: '720'

Outputs:

FrameworkArn:
Value: !GetAtt TestFramework.FrameworkArn

R’ 1AM B e FERE R TE 25

44 BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED AFEHMRZEZHEMNMIALULFES
MBRIRE 2B IAM B, LUTEIRIBE T LEHFHERTHEAD IAM A,

AWSTemplateFormatVersion: '2010-09-09'
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Resources:
TestFramework:
Type: AWS::Backup::Framework
Properties:
FrameworkControls:
- ControlName: BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED
ControlInputParameters:
- ParameterName: "principalArnList"
ParameterValue: !Sub
"arn:aws:iam: :${AWS: :AccountId}:role/AccAdminRole,arn:aws:iam: : ${AWS
ConfigRole"

Outputs:
FrameworkArn:
Value: !GetAtt TestFramework.FrameworkArn

BIER ST I
AT RAROIR T R i1

Description: "Basic AWS::Backup::ReportPlan template"

Parameters:

ReportPlanDescription:

Type: String

Default: "SomeReportPlanDescription"
S3BucketName:

Type: String

Default: "some-s3-bucket-name"
S3KeyPrefix:

Type: String

Default: "some-s3-key-prefix"
ReportTemplate:

Type: String

Default: "BACKUP_JOB_REPORT"

Resources:
TestReportPlan:
Type: "AWS::Backup::ReportPlan"
Properties:
ReportPlanDescription: !Ref ReportPlanDescription
ReportDeliveryChannel:
Formats:

::AccountId}:role/

BRI
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- IICSVII
S3BucketName: !Ref S3BucketName
S3KeyPrefix: !Ref S3KeyPrefix

ReportSetting:
ReportTemplate: !Ref ReportTemplate
Regions: ['us-west-2', 'eu-west-1', 'us-east-1']

Accounts: ['123456789098']
OrganizationUnits: ['ou-abcd-1234wxyz']

ReportPlanTags:
- Key: "a"
Value: "1"
- Key: "b"
Value: "2"
Outputs:
ReportPlanAzrn:

Value: !GetAtt TestReportPlan.ReportPlanArn
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "KmsPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/xoot"

},
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"Action": [
"kms:ListKeys",
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms:ListAliases"

]I
"Resource": "*"
}I
{
"Sid": "KmsCreateGrantPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:usexr/xoot"
}I
"Action": [
"kms :CreateGrant"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": "aws:backup:backup-vault"
}I
"Bool": {
"kms :GrantIsForAWSResouxce": true
},
"StringlLike": {
"kms:ViaSexvice": "backup.*.amazonaws.com"
}
}
}
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 "eventName": "Encrypt"
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id :table/*/backup/*

arn:aws:b
ackup: region:account-
id :recovery-point:*

arn:aws:b
ackup: region:account-
id :recovery-point:*

arn:aws:f
SX: region:account-i
d :backup/backup-*

arn:aws:b
ackup: region:account-
id :recovery-point:*

arn:aws:b
ackup: region:account-
id :recovery-point:*

arn:aws:b
ackup: region:account-
id :recovery-point:*

arn:aws:r
ds: region:account-i
d :cluster-snapshot:
awsbackup:*

mE— ID =4I

table/MyDynamoDBTa
ble/backup/0154708
7347000-c8b6kdk3

12a34a56-7bb8-901c-
cd23-4567d8e9%ef01

d99699e7-e183-477e-
bfcd-ccblc6e5455e

backup/backup-1a20
€49137e31d9%e0

1801234a-5b6b-7dc8
-8032-836F7ffc623b

amzn-s3-demo-bucke
t -5ec207d0

amzn-s3-demo-bucke
t -20211231900000-5e
c207d0

awsbackup:job-abl2
cd3e-4567-8901-fgl
h-234567189012
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FRARER

RIRRE

Neptune k& =

Amazon Redshift X & 5

Amazon Redshift Serverless

mE K

Amazon Timestream k& &

Amazon CloudFormation & 4x

HYIRE R

T 5 EC2 3Rl £ SAP
HANA #iEERNRE |

¥ #5%% Amazon Backup &
id::recovery- point°*
54 Amazon Backup &

E

ARN #& 3%

arn:aws:r
ds: region:account-i
d :cluster-snapshot:
awsbackup:*

arn:aws:r
edshift:
id
: resource/awsbacku
p:*

:snapshot

arn:aws:redshift-
serverless

: region:account-1i

d :snapshot: resource/
awsbackup:*

arn:aws:b
ackup: region:account-

id :recovery-point:*

arn:aws:b

ackup: region:account-
id :recovery-point:*
arn:aws:b

ackup: region:account-
id :recovery-point:*

region:account-

mE— ID =4I

awsbackup:job-abl2
cd3e-4567-8901-fgl
h-234567189012

awsbackup:job-abl2
cd3e-4567-8901-fgl
h-234567189012

awsbackup:job-abl2
cd3e-4567-8901-fgl
h-234567189012

recovery-point:la2
b3cde-f405-6789-01
2g-3456hi789012_be
ta

recovery-point:1a2
b3cde-f405-6789-01
2g-3456hi789012

recovery-point:la2
b3cde-f405-6789-01
2g-3456hi789012

IEE’J HREBEHRNMIME fRarn:aws:backup:region:account-

BRI ER I N AR RRERFFXILERER. BEEFWPERRX

SRR S

Y Zh e A A M RAR AV IZER 2 o

Amazon Backup 12 7 —4A#H Amazon Backup BRHIEE, BXTHARENIIR , FSH

Amazon Backup ##1E,
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BIRMAER

Amazon Web Services I HIBEEKFFRIEZN TR , TIeHUERTXERR. E4mMS , RIEMR
H# =2 Amazon Web Services K = X1 %R 0 218 Rt 1T H B RIEM ZF ASZ4E ( B) Amazon Web
Services lKF IBAF, IAM AP IAM &€ ), UTREEBE TN ITERE

. MR HAEE Amazon Web Services TK F root A FEIERI R MR ERE , WA Amazon Web
Services Ik MR ZXHEWNFE®E. Amazon Web Services Ik F°

- MREEFCIE IAM AP Amazon Web Services IKF? HEZAFRFIRZDENNR , WA
FHNEZZEHRERE. ER , &1 Amazon K/ ( BIZAFFIENIKS ) HAROREERR.

o MREBEFHE Amazon Web Services Ik EFSIEZZ D ENRHN IAM B€ |, N{EMEHETZ
A AZBATLLBIESIHE, A Amazon Web Services KPP FTB N IRIE R R ERER.

BEERBITER | BF. RRNEHEF

3 F8A Amazon Backup BIR ( SR ERIIRE ) , ZRFENLT —4H API BE (BSHARE) .

EREFIXL API BEMNPR |, i5 Amazon Backup ENX —H A E R RIS ENRIE. HIT— API 2

ETREFEESNMRENNR,

UTREERNKE TR :

« BR : EERBEF | EALUERA Amazon Resource Name ( ARN ) #RiIRE M ARIN AR, BXEZ
BE , BZH ®RARE.

o BE - BUUFEAREXBFIRREA T RIEL M T IREME,

c MR -FBULEEYAFBEREERE (T URAFRIEL ) HWKRE, IREEEXRT (AF)
NEBROGRINER , MEXELGE, B ERNIELX ERATEE , XETBERAF LB EZE
R, IEEEMERIR T 7T HRNRAER T2t

- Ef EETHOME (IAM XK ), BN T RENAFEZERES, X TETRFNVRE
BUEEERRNRAAS, K, BRESIEMASME (RERTETRARVKE ) .

ETH IAM REEENEENESEERE |, 20 (IAM AFERE) P8 IAM JSON RKEBSE,

BXERFTE Amazon Backup APl BENFRE |, BSHAPI IR : B, BRENZHESE,
ERBHEESY

HIER TR , AIEA 1AM KEGE S RIEENE R ERAFAM. Bl , B REHLERBENE
BERBENA. AXEARBESEERMNESER , SR (AM AFER) FHvEA.
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Amazon XE¥ELRFHFHNBETRSNZGFH, EEEMELRLZHRE , BH5H (AM AFiE
B #H Amazon £FEMH LT XE,

Amazon Backup EX B CH —H %48, EEE Amazon Backup Z4RIIK |, HS5H (RESENS
Z) Amazon Backup I %40,

API X PR : B, BRREMFZHSE

FRE FRZES MEBAMME IAM HANNERRE (ETHHNER) Y, AIFATENSIRER
SZ, BIEFE Amazon Backup APl E, BRI LARNERFRITRENRBRHMESMIEREE , URETLLR
HIZFNRM Amazon BiR. BULAEREEH Action FERAPIBEEXLIRIE , HERMM Resource
FERPEERERE. WE Resource FEBRHNZ , MAASEABEERR (*) REERBERR.

&\ LATE Amazon Backup FREEHEFH Amazon-wide R4 #ERKRIEFRMH. BHx AmazonSEEF4AN T
By|&k , BESH IAM AFERPHN T AEH.

| E R AR R R

2 Amazon Backup % ARNs BX & ERRHIRXES , 5. ARNs

® StartRestoreJob KRR THIEFEGREN . EREFNTHE | HAA
GetRecoveryPointRestoreMetadata API,

BEXEZEER , BSH (RERNSE) FM Amazon BackupfVIig/E, FRMFME,
£ HIFRE PR

Amazon Backup AT DR EFULE , EQZHFRENEHRRR (WR2EH , WAMER)
EFFENIRE K.

(® Note

Amazon Backup 1EiEREN BB R UARN A REFIRE, BRFEERELHE S HIFRE
MEHRZEN , FSRNMERFRE/ELH Amazon Backup REBE R EHFZ,

HEZORENFILHIE , Amazon Backup FEEZ R ITX ( NEHITHIREFRZH ) FEENIF
ZERBRRPHUIRERE, BER , NENEIR Amazon 58FIHT 50 MrEHRE , %R Amazon
Backup FEEEE . HEDHEFMELRETRIFFRFRPHIREN | EURLSRASIREHEY 50
N, BEEREETREL , FELEFLIY, X5 Amazon2FRIEHREREK— .
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- FROESHEERRFHRERSRE , ENRFEEY 50 MrZL. Amazon 8NFRK S X#EF 50
MRE,

o BRMEH IAM A€ Amazon Backup MR ZIREURF L 1R E B IR SHNER. BXEZEEMN IAM
AERERY , BESRREERE,

ERBMERZ DR (RNBIRER/NIRE ) QIBSRAFREMEFBENRE. SHEREFRN , &
HF AT PHRERL L, MREFBNRRRTFEFREE , FEALTE. ERAZOITEEMRE
ML  EEEETEHNZE.

NEZB D EIREFRENNR

wRER T 3 VA PR
Amazon EFS X# R4 elasticfilesystem:DescribeTags
L5 FSx XHRE fsx:ListTagsForResource

Amazon RDS ##EE M Amazon Aurora 8 rds:AddTagsToResource

rds:ListTagsForResource

Storage Gateway % storagegateway:ListTagsForR
esource
T 5 EC2 SKHIML S5k EBS & EC2:CreateTags

EC2:DescribeTags

BRIE%L B S DynamoDB %14 , & DynamoDB F X1 &4 5 EirZ,

% Amazon EC2 Z M I BRGIRE S F —HREBE , 2FF45% Amazon Backup £ HIE| 4 KE AMI,
Amazon Backup &R ZEM S Amazon EC2 SEHI< BV S E HI 2 £ RV IREB A,

5 7] 5% B

RIREMMEE TG RIPLERR, HMNE IAM SHNRBEHNET B ORRE (1AM K8 ) o b
BRFN RN E T RIRNKE. Amazon Backup XFHE T 578 KB ME T RIRAY KL,
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® Note
AT TEM £ R X 6EA IAM Amazon Backup, XEFRREAEX IAM BREHFMAER. B

KEEHN IAM XH |, SR (IAM AFERE) AT ALRE IAM? . Bx IAM KRB EMER
WER , BZH (IAM AF#EE) FHIAM JSON KBS ZE,

ETBMHKEE (IAM KB )

ETHOMNREZTAMME IAM 564 (WRAFRAR ) AR Sl , BANENL—NRE , 2iF
AFEE&ENZM Amazon BIR , BERIEtRERH.

BXRAF, 4. ABNNBRNESER , F5H (AM AFER) P8540 (AF, 4386 ).

BXRUMMAER IAM REEZFHNZFHNERNER , FSRNEE XK Amazon Backup.

ETRIRH R

Amazon Backup X¥FE T RFNE D FHEEFE R R, XEEATLESLGRKE , AT EEmMLER S
NTFREZHREFPNEAZOEEBHRENLRANR, FOREEFENET R R RBERAK
T — MR E R0 R R E S X,

Backup Vault 177 [F] 38 B& 1232 5l 42655 F 85 89 A3 7 15 (B 4X PR Amazon Backup APls, R 43K E | 5l
D5 XRIFE (Amazon EBS) AL Dbk REIEERS (Amazon RDS) 1RER | th A LA A ixX L8 AR
SHATIAE. APISIERLATE IAM A 61 2 5 3t i 17 8] SRBE SR IR HIX X L SR BE APIs BV IR B AR , TS
212 53 % 4 B9 5 R A PR o

BTRMTOIRE MRE N FIEM | SR R .
IAM fRS5A &

Amazon Identity and Access Management (IAM) B2 E5BFEL , ERER— 1M EENRREREN
Amazon 517 , ZEKEERE T ZH B I LU AR T REMT A Amazon, B2 , ABEELFEETHE
AARAN , AR EXENMARRK, BESARE Amazon REREBERTRENAE, EHIR
REPITEOBRENRS , Amazon Backup ERBHEZBRSKARERTERREMEEEABRALERA
WEe, BXIAM ABHNESEER , H2H (IAM AFERE) #1 IAM B,

BIRB AR AT Amazon Backup #EHE IAM KB |, ZRBEEERITERZDBRIEHEIIRENN
IR, HlanelzE, RESHEHEM. Amazon Backup Amazon Backup X3#FHI &I Amazon RS EHEE
FRINNR. ZHB/BEKM Amazon Backup FlIH AIESE4E |, IXB Amazon Backup FREHEEZAE,
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EREZRIURSEERRIITRERZD. EFREER , XHEE - NERNIEERRRTREREN
RS A, Amazon Backup Rt AREENKF FIE, FRI1CHMERER,

5/ Amazon B &1 &3 & 478y 75 7] 1 BR

FZA U EAAGREHNZMNIGR , FERESEERENAR , HEETHR T ZABLERS
Amazon Backup, fltn , LA LBE—NEE , ZABNRTFRAL S #HXRHBIEEF RS (Amazon
RDS) #iEEMNPR , MIXZEF Amazon RDS ¥BIEEME &N ZABEZELHINE Amazon Backup.
Amazon Backup ABMEZIHHNRFRE TSI MEXNEE R, S0 UFIX L E R N2 &l
BHAG, XHETUERMEIZEES Amazon Backup FTEEENRHNBRSIEEAR,

Bx Amazon EE R E Z{SE Amazon Backup , BS M IEE R Amazon Backups

HY ERIABRSS & & Amazon Backup

BIXfEF Amazon Backup #E#| &R, BRI LLEE R & Amazon Backup B1EZRINRS AR, ltAGBE
HRERECIENYKE Z 1 Amazon Backup FFERIIN R,

(® Note

RIAABREEMEA Amazon Web Services BEEZFI BT B3I 2. ZEALAEA Amazon
Command Line Interface (Amazon CLI) S1ZZERIABE , BXAAFIHI TR,

NREEEREAEEL A , FIIATRNHTRREEATEANAE , WAl IXHHFFRENEEN
A &&iEL% Amazon Backup, EEENENRFRESARONERNBERS , BERESEER
L5 8

BIARES AEBMHN AWSBackupDefaultServiceRole, WREZABIEFHNMEER
B% , AWSBackupServiceRolePolicyForBackupfIAWSBackupServiceRolePolicyForRestores,

AWSBackupServiceRolePolicyForBackup@#E—1 IAM i , ZRBER FHRAEEZHHNE
JREY Amazon Backup R , AR BIZE, MR, HARROREZHRMNIRSHEESD , T FER MR
Amazon KMS 243X E 3 17 %

AWSBackupServiceRolePolicyForRestores@iE—1 IAM KB , ZREEIR FOIZE, MIBRSGHER
NZ 5|2 ETRIRA Amazon Backup &XBR , TieE A M Amazon KMS AN EB#TINE, ©
R BERRRIFCH AR A E IR

ERE Amazon EC2 £l , {&HHE 3 — P ETSEH,

IAM RS A6 472


https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSBackupServiceRolePolicyForBackup.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSBackupServiceRolePolicyForRestores.html

Amazon Backup FRARIER

EEFHEFEMARS AR

&7 Amazon Backup % & P HITH R EREN Z Amazon Backup RRIARRFZ AR,

EI8H) Amazon K 58] Amazon Backup BRIANRS A&

1. 1£ https://console.aws.amazon.com/backup £3TF Amazon Backup #Z#l &

2. ENEHKFUEAE  BARAUNIERFRRCEZREZG.

a. BERHITNHINZHIERR. BSHEIEZMDITR,
b. H¥E , CRRFRD. BSHUEREZN.
3. REBIUTHIRRIEIZREEEK, P62 AWSBackupDefaultServiceRole :

a. E&/\o5%. BXREZER , BZH (Amazon Identity and Access Management i 7§
B AR ERHTERIEITN,

b. &3 Amazon Web Services EEZHI& HITF IAM #25l& , Wit A https:/
console.aws.amazon.com/iam/,

c. EESMXED  EEAEG,

d. EEFERSD | BA AWSBackupDefaultServiceRole, MREEIIER , NRREEZR
7T Amazon Backup BMIAAE®H /K T LI E,

e. MR AwSBackupDefaultServiceRole iR , HEAFIHEEH AN IAM AP =R
IAM £ €375 I T ABR,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect":"Allow",
"Action":[
"jiam:CreateRole",
"iam:AttachRolePolicy",
"iam:PassRole"
1,
"Resource":"arn:aws:iam::*:role/service-role/
AwWSBackupDefaultSexviceRole"
}I
{
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"Effect":"Allow",
"Action":[
"iam:ListRoles"

1,

"Resource":"*"

}
1
}

FNFHREMKX , awsiEERaws-cnH. XTF Amazon GovCloud (US) XiF , Eaws Bk
Naws-us-gov,

f.  WMREFLZEE IAM AFZ IAM BEFNKER , FUHEENEERFHUNE-—NEHTH
AwSBackupDefaultServiceRole WA® , A ZACKME A THERE

* AWSBackupServiceRolePolicyForBackup

* AWSBackupServiceRolePolicyForRestores

M IEE B Amazon Backup

REXRKEETHMOMMIKR  SLUGEMAIRAHNZANEF, HB4AMNAE®, Amazon Web
Services M 5 SR BE B AN BN E A SRR |, EEISEAT T 7 REHE LR,

Amazon T E R AHCIZNEE Amazon, BT EEH Amazon HERKBEHENHRE, MR
Amazon B Amazon HEREAENHNER , NEFSEWZREAIXBENMEZREASH ( A
P, 4MAat),

EFRERBANGREMTRANEGRIREXN B DN IHRINE. Amazon Backupfill , BRI AERE
MABREERHERERZFX Amazon RDS &1, M A= Amazon EFS &8 15 B R,

BXEZER , H5H (AM AFER) PREEXEE,
B IEE R
DTETHRTXEN Amazon BREME =75 B AR FHNEER D FIERENE Amazon Backup., &

BB CHE AR | B UERANEN Amazon HEXKKBENER  RENEFHTEHE L LE—
SBR&I¥ Amazon BRI
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/A Important

EFEABEN IAM A8t Amazon Backup , BR TR , AL BIEHE T HIRHNR
Amazon Backup 20 , £ Amazon RDS &R LA backup:ListTags &% , BEX IAM
ABENNBE rds: ListTagsForResource R, BARAX LRI EEZRIA Amazon
Backup RFAEH , BEXATFHBEHRIMIEZF,EENERY, IENERERFENREBURT
FrITHI4EE Amazon BRSS FIRME,

Amazon Aurora

&1

MELTRE AT 8 AWSBackupServiceRolePolicyForBackup :

* DynamoDBBackupPermissions

* RDSClusterModifyPermissions
* GetResourcesPermissions

* BackupVaultPermissions

e KMSPermissions

Restore

MAFHBIRDSPermissionsi® A #BAWSBackupServiceRolePolicyForRestores,

Amazon Aurora DSQL
%=1

MULTiEAF B AWSBackupServiceRolePolicyForBackup :

* DSQLBackupPermissions
* GetResourcesPermissions
* BackupVaultPermissions

e KMSPermissions

Restore
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MHHIDSQLRestorePermissionsi&AFF HBAWSBackupServiceRolePolicyForRestores,

Amazon DynamoDB

&1

MELTREAFF 8 AWSBackupServiceRolePolicyForBackup :

* DynamoDBPermissions
» DynamoDBBackupResourcePermissions
* DynamodbBackupPermissions

* KMSDynamoDBPermissions

Restore

MELTRE AT #8 AWSBackupServiceRolePolicyForRestores :

* DynamoDBPermissions
* DynamoDBBackupResourcePermissions
* DynamoDBRestorePermissions

e KMSPermissions

Amazon EBS
%14

MEAT BB FF # AWSBackupServiceRolePolicyForBackup :

* EBSResourcePermissions

+ EBSTagAndDeletePermissions
* EBSCopyPermissions

* EBSSnapshotTierPermissions
* GetResourcesPermissions

* BackupVaultPermissions

Restore
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MHHEBSPermissionsi& @ #BAWSBackupServiceRolePolicyForRestores,

AT E A,

"Effect":"Allow",

"Action": [
"ec2:DescribeSnapshots",
"ec2:DescribeVolumes"

1,

"Resource":"*"

iy

I 55k EC2
&1

MELTREAFF 8 AWSBackupServiceRolePolicyForBackup :

* EBSCopyPermissions

* EC2CopyPermissions

* EC2Permissions

« EC2TagPermissions

+ EC2ModifyPermissions

* EBSResourcePermissions
* GetResourcesPermissions

* BackupVaultPermissions

Restore

MELTE AT # AWSBackupServiceRolePolicyForRestores :

* EBSPermissions

+ EC2DescribePermissions

* EC2RunInstancesPermissions

« EC2TerminateInstancesPermissions

+ EC2CreateTagsPermissions
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IR B4,
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::account-id:role/role-name"

}I

role-nameB# N EMMBIEIER EC2 EC2 =AM EHIEEXHABHEF. XT =2 Amazon
Backup RS A® , MRNE EC2 24l LETH N AREFIRENEN IAM £,

Amazon EFS
%14

MELTE AT #8 AWSBackupServiceRolePolicyForBackup :

e EFSPermissions
e GetResourcesPermissions

* BackupVaultPermissions

Restore

MHHEFSPermissionsiB A HAWSBackupServiceRolePolicyForRestores,

AU 5% FSx
2]

MELTRE