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P,
aia

Hello!
We're here to help.

Account: 123456789012 - Support plan: Basic - Change [

How can we help?

Choose the related issue for your case.

Looking for Service limit increase?
© Account and billing

Technical
Service
Billing v
Category
Other Billing Questions v

Severity Info

o000 ©

General question v

1. Create case (BIETH )- FECBNTHHXRA, Eflh , THEEFR Account and
billing ( WA RIMKE ) .
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® Note
WMRERFER TR , MEENERRZ GRS,

2. |j% - MRENEBSRIZSNRS , FEARREANERS

3. K7 - BFERBRHELNEARGINET, SBERENXBN , FEETHERABREBENE
Bk,

4. EMH - EMASBRIZFITRINEFF T LLU%ER General guidance ( —f#&#8 S ) ( WAATEIN 1 X)
=, System impaired ( REZ M ) ( WRATER 12 Mt ) XA EERG . EMALSEHEF
THRIBY P& AT L%k $% Production system impaired ( £ R &2 ) ( WA ER 4 /Mef ) =
Production system down ( £7=RGEH ) ( MWRATEIR 1 /M6t ) o B, Enterprise On-
Ramp =)l Support 1+ X1#9 % 7 7] L% 4% Business-critical system down ( L SR EBRSEEFE )

( £l Support 1T EI WG BIEF3A 15 24F , Enterprise On-Ramp it XK RET %R 30 24 ) -

I B2 Bsf 18] 2 3§ Amazon Web Services Support & X 18 57 B9 B 18] , 33X L0 57 A5 18] A 5& A F /g 42 M Rl

XNFE=FEE , WHAETERK , EARRTREARANARREENE#ITLE, BXES
E8 , BSREETEN .
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Additional information

Describe your issue

() Case draft saved

Subject
@ Description

I have an issue with my bill

Guidance
Maximum 250 characters (222 remaining) Provide 3 detailed
Description description of your
Don't share any sensitive information in case issue. If you have a

correspondences, such as credentials, credit cards, signed

o . _ question about a
URLs, or perscnally identifiable information.

charge, provide the

A
Learn more [4. date, amount, or
| found a charge on my bill for unused any other details
resources. about the charge.
A

Maximum 5000 characters (4951 remaining)

‘ [t] Attach files ‘

Up to 3 attachments, each less than 5MB

Cancel ‘ Previous | Next step: Solve now or contact us

1. E& - WA R TRIEER FBER RS

T B AMKERGTE API R 2013-04-15 9
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2. Description ( #1R ) - HIRENZHZRF, X=2% M@ Amazon Web Services Support IR E
ENER. NTRERSHEKIES , 2ERTEHEXEGR., BEMAIXLEEERABFRENE
B, BXEZEE , BSREREHEE -

3. Attachments ( itk ) - i L REBEMEMX G , B EEFEEREFRENEE, EHST
DM Mm=4N . 8NXHEZRAAHR 5MB,

ERMIEFMERT , B UEREFEEANBKRER,

Hello! We're here to help.

Account: 123456789012 ° Support plan: Basic * ChanggZ

How can we help? Solve Nnow Or ContaCt us

Account and billing, Billing,

Dispute a Charge, General ...
© Case draft saved

Additional information

| have an issue in my account N Solve now R Contact us

Solve now or contact us
Preferred contact language

English A
Q|

- O Phone O Chat
English X We'll call you back at your Chat online with a
thyr number. representative.
st=20]
B&#E

Cancel Submit ‘

1. BRBRRIES - ARENERIES. BE , BULEREHX, HiE, BEXHE. BHIFITE
LUEH BIEE S B8 B E LAYBRIED,

2. EFE—HBRRAR. EFHNERRATEURT TRRBEMERBHIEFITR.
« MRBIEE Web , W W LUBE =0T #3453 R B AL

« %# Chat ( 1K ) =X Phone ( BBiE ) . MRE%ERR Phone (Bif) , WREFIRREW AR ES
B,

3. HEMEREEREF A ERIFOIRRHAIR , EF Submit (]2XX).

T BIEIKFAKE RFT AP| BRZ% 2013-04-15 10
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® Note
MREEFRABENZIBROINEERRES , WALIRSOTEIEXR :

- MRBEEIFAIBRFANEFRS , REBLEFRAARAXFINAZTERALZE , U
AILATE AR TYERTRINIR A BB X35 | X TERYBIE L8 B AR AERTE (GMT+9 ) £4
09:00 ZT 4 06:00 , T8 B FAE KR

- MREHFEI, Enterprise On-Ramp W Z#HFitX , TUALXRIRREB A BERARAIE.

MREERPNENZEFRFINERRRES |, WA BEREN T R

- MREBZFZIBAZFRANEFRS , WALAELSF 09:00 ZETF 06:00 (GMT+8 ) 21t
X%, TRBMERRA,

- MREBEFARAGRZFIN , WEENKSPRENITENBAREPXHEALRE , ZIT#E
EEEEXREIEESR/MXN L4 8:00 Z T4 6:00 , TERAMARKRN. XNFESA
X E SR/ X, TR E e RAEES

o MREFEI, Enterprise On-Ramp il X #FitR , JALRIBRRBHPXHEARZE,

MREERFEFENIERINERRRES |, WA LRGN THIEXRF

« MEBFEFFERIBFROAMVEFRS , WAL EHEN TERERNRESEXHE , ZIE
B E E A EE SR AR A ( GMT+9 ) £4 09:00 £ T4 06:00 , 17 B KRR,

- MELBEFRARIZFITN , WERHNIKS FREN TERBARESERERIE , ZIE
REBEEENREREER/MEXE LS 8:00 E T4 6:00 , TR BAMERKRN IFESZA
NXMER/MX , TERETERRER.

- WMREAERE, Enterprise On-Ramp sl X #FitXl , AL KIRREHF EEARZFHF,

022 18 hn AR 55 PR &M
FRE MRS PR ( AR A RS ) RS RS ML,
(® Note

SR T OB ARSS BREBR ST EEE R N ICRV RS R, Bl , RSBRIFAIFAERSH
BSREF. BREZER  FSH (RSRIAATER) PHTLERSEH ?

A1 22 iR 55 PR &M I8 N API fRZ 2013-04-15 11


https://console.amazonaws.cn/billing/home?#/account
https://console.amazonaws.cn/billing/home?#/account
https://docs.amazonaws.cn/servicequotas/latest/userguide/intro.html
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B S T 8 BUE SR I8 I AR 55 PR &

1. &FF| Amazon Support Center Console,

® Tip
#£ Amazon Web Services Management Console® , &% 8] LUk £ 6] 5 B #x

(@€

SR Support Center ( Support 4 ) o

2. i%3$% Create case (BIBRERA) .
3. i&# Looking for service limit increases? ( B ERERERE ? )

4. BFERESRH , TRBETRHTRE, TENETNT :

o Limit type ( FRHIFH )

(® Note
RFEEFTIEENRG , RETRLRBRTERHESEFEE.

X F Requests ( iFK ) , %# Region ( XiF )

F Limit ( BRE ) |, EFZRSREIKE,

X F New limit value ( #FRFIE ) , MAFMEENE,

( Wik ) EFERIESHMEE |, 5% Add another request ( FINEAMIER ) .
¥t F Case description ( TH#EHR ) , BRARENZFIEL,

10. XJF Contact options ( BxRiEW ) NH , EFLNEEESURFEFANRKRL RN, BOLE
BUT®RIZ— :

© © N o o0

« Web - &3 Support B 0EREE,
« Chat (IR ) - Tt EXRERELIIR, MRETFERIPX , F28 BEHER.
- BE - BUCREFROBIE, WRERIED , FHWAUTER

+ Country/Region ( EZR/#:[X )

 Phone number ( BiFSE )

- (Optional) Extension [ ( A& ) 2#41]
B2 AR SS FREE N AP 7K 2013-04-15 12



https://console.amazonaws.cn/support
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M. RERR, WIEPFERENREM IDSHRHE,

EHT. BRRMEFFT I BRI

RESZFROE , BUUELZFROERERANRES. FRH—F KL T Unassigned ( KD EE ) R
Bo UYERFHBAE—NEHIET , IREEHHN Work in Progress ( IEFEALEH ) , BRAGESNENR
Bl g R | BREIRMHE ZEE ( Pending Customer Action (ZEEFF21E) ) , RESHEIZERH
IELFiAESH ( Pending Amazon Action (%1% Amazon #1E) )

HENRPIEHE , E2RFB TS HPLISBEEEENEOXFFOPNRAINGERE, ERABT
ERE R R EESMIIZIERS., BT EBE R FERHEREERFIBEEE.

@ E&

o BUMBFRERIZFHRFLIH Amazon Web Services Ik, TR ELL Amazon Identity and
Access Management (IAM) AF S @& , IS NEEEEIBRIIMENNR. BXES
E8 , B HEEEX Cent Amazon Web Services Support er i [8] R,

 MBEBEJLRAXRIEFEHER , Amazon Web Services Support & B3I REH,

« RTERRRSEY 14 RWZBFROTEZERTT. NREEINESHREHIERAIRL
R , BAILLGEMEXRS, BXESEE , BSHALIEBEXES,

F&

- BB GRS
« BRZIFRD

- EFITITEBRAVED
« BIEMAXEDH

- REIHEIEF

EHIBAI IR

FBAILERRG , NEFRERUESEFES. flm , BALEEEFEH. FHS —NDENEIX, R
BFEHRFARHEAS, BR , BRIBRAE , EREZEFRFINTEN. BXEZER , TERHLEETE
EO

., BRANEFHITFEHRG API kg7 2013-04-15 13
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EHAAR RS

1.  BFZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services Management Console™ , #&i& 1] LUk R (5] 5 B #R

(€

RIG%E$E Support Center ( Support /8 ) o

2. %t Open support cases ( FIFFXFRH ) T , EFRIFRFIN Subject ( X&) ,
3. %4 Reply (EE ), 7 Correspondence ( BE ) #o ™ , BE AT UHTUTEMER :
- REXFERIBERNER
o ERXHFHH
- BREHEERRLR
o VNN ER,F- BB 44 bt bk A 33 Lk 3R 45 BB T
4, ERREXR,

® Tip
MREBEXRAWMKEOAHBEFTLEHF RS —NEFEIR |, WA LA B FRAR 0 Reply ( Bl
£) , ARBEEFE Chat (IR ) , &RE%ESR Submit (1R ) o WWESITHF—NHv5EHEX
BO,

BRI R

HENZFHNBRIHE , RENRBSFERN | BRI E R OBRESH,
BERRZFRH

1.  EFEF| Amazon Support Center Console,

AT RH API k7 2013-04-15 14


https://console.amazonaws.cn/support
https://console.amazonaws.cn/support
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® Tip
£ Amazon Web Services Management Console , #& 1] LLi%$R (5] 5 B #5

(€

RIG%E$E Support Center ( Support 8 ) o

2. 1 Open support cases ( A XHRH ) T , EREER RO ZIFREHFIH Subject (X&) o

3. (W) %R Reply (E%£ ) , #7E Correspondence (BfE ) o+ , MABREFNER , A
[Ei%$E Submit (12X ) . Hlan , MREBFEBUEEURFRSE |, B MAEXENM[BE 2 H#
RFIBEIE R

4. %$E Resolve case ( FERZEH ) o

5. TELEIIEESF | 1E8F Ok (HE ) UABREH,

® Note

R Amazon Web Services Support &R T R , BUUEARBREZEREES T EE
F Amazon Web Services Support R B HEE.

BEHTHEHERNEYG

MBEEBEIE — W , EAUERTTRAEM. REEXER I ¥ 1S 8 RS
HESSR SR, SECARXORARS  SEERTASEHNEE.

© X

- NEIBBEIBREN 14 XA, BANEMITAXIERG, BR , EFREFRTHELTFE
EHPASET 14 RNEH, EUCIRHRGIJEXRSG. BXEZELR , FSHLIEM
KEH,

- MREEHITFEEELARRBETEANEENANERS , NERATESERECEHREM,

EEMITIT EMERAY RS

1. B FF| Amazon Support Center Console,

BT 2 8RRE R API iRZ 2013-04-15 15
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® Tip
£ Amazon Web Services Management Console , #& 1] LLi%$R (5] 5 B #5
(€

RIG%E$E Support Center ( Support 8 ) o

2. 1%&#F View allcases (BEAERH ) , AGEBREEESEMIT AN XIFRHIM Subject ( =/ )
= CaseID (R#HIID) ,

1%£4% Reopen case ( EFITHRHI )
£ Correspondence (BfE ) T, ¥ F Reply (EE ) , MARHIFHAEFE.
( AIi% ) 1% Choose files (XM ) LU AR SR RG], &R Z AT LRI 3 N3
X F Contact methods ( BXRAR ) , EFRUTEIZ— :
Web — &3 B F BB M < 35 /D IREUE Ao
WX - EERELBIR,
BiE - EIBOR B TRV EBIE,
7. (WE ) NTHMBKRRA , ALFTEZRRGBENEMA RSB FHR4FH L,
8. EEFERMIHFMEEH %R Submit (R ).

o o bk~ w

IR =P

14 RAETFTREFRSE  BRTEZEFTHFEHERNRSG, MREBINEEHREFHEXAELLR
B, BT BIEMER RS, X SEIEQLBERNEHNEE  UEFRTUAETZANE
HliFRERMBRE, MREEINRBTRE , RNBUECIEHRH,

EOEMBREH

1. EFZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services Management Console™ , & 8] LU% 12 8] 5 B ¥R
(€

RIE1%E$F Support Center ( Support B ) o

BN R R API iRZ 2013-04-15 16
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2. 1&#F View allcases (BEEMERM ) , ARERGEEEMIT AN XIFRHIM Subject ( - )
= Case ID (R#HIID) .

3. i%&# Reopen case ( EFITHERH ) .

4. TELLXIIFMESD , 1%R Create related case ( BIEHEXRRA] ) . 2BIMRHIERG B3RMEIZREAE
XmE@AH, MREFHMEM , Fi%EF Create new case ( BIRFHERA )

This case can't be reopened X

This case has been permanently closed after 14 days of inactivity. If you're experiencing
the same issue or a similar one, you can create a related case. If you're experiencing a
different issue, create a new case.

Cancel Create new case ‘ Create related case

5. BREENIROUBENRSG, BSHEZIFZRN,

(® Note

BRAERT , BMNEXRAEESZEINRAIMERM Type (£E ) . Category (33! )
M Severity ( EM ) , BUUREEEEHRHIEMER,

6. BEFERHNFMEEHER Submit (R ),

BIERSE , E—RAIFETRE Related cases ( XA ) F5 , BT RBIF TR,

BRI MRS AP fiR7x 2013-04-15 17
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Case ID 234567891 s

Case details
Subject
Same issue is happening for my Amazon EC2 instances

Case ID
234567891

Created
2021-04-21720:30:23.9457

Case type

Account

Opened by

janedoe@example.com

Status

Unassigned

Severity

General question

Category

Resolve case

General Info and Getting Started

Additional contacts

johndoe@example.com

Related cases

Subject Case ID

Problem with EC2 instances[2 1234567890

Correspondence m
Jane Doe | keep getting an error for my EC2 instances. What do you recommend that | do to fix it?

Wed Apr 21 2021
13:30:23 GMT-0700
(Pacific Daylight Time)

=HIFEIeF

VAN -

ZALECERAG 24 PAREFRFMLIERES

HUEHEER

LUES

R

EA\Y

RN E RS ROINBT N |
BERNBHOROIEHRITIFRAHR

ESRUATREHEERES

BULEERENZBEREFUTHAZ-—IHXRED. BXEZER , F5

PIEFH MBI IR

EUEAGES

AP kg7 2013-04-15 18
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K EEZER KA HIR

MREHERET Chat (BIX ) &I, BT EERIPREQD , BERITUATRE !

- BREMNEREENAFZFHROFNREERN,

@ Note
WK EEMNRE, BXEZEE , 155/ Chrome #EIH Firefox SZ#FMut,

- BRECEBME , METTLUER Amazon Web Services Support :
- IREIBH K IE R IEF Web BEEFIER,

MRMATEEEIPRED , NEFEABFoR4HBER R A NS Amazon Web Services Support
Bk X,

£ Amazon Web Services Support & Amazon Fr X T E @&

Amazon BT R TEE (SDK) ERATHWZERARRIES. SMNRHTRIEGEHEM AP, KRBT
PIFNH  EARAREBERMBUEERIESHENAER.

SDK X #4

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for .NET

Amazon SDK for PHP

Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

EATF SAP ABAP B9 Amazon SDK

R A EETSCR IR API kg7 2013-04-15 19


https://support.google.com/chrome/answer/95472?hl=en&co=GENIE.Platform%3DDesktop#zippy=%2Callow-pop-ups-and-redirects-from-a-site
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting
https://docs.amazonaws.cn/sdk-for-java
https://docs.amazonaws.cn/sdk-for-javascript
https://docs.amazonaws.cn/sdk-for-net
https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/pythonsdk
https://docs.amazonaws.cn/sdk-for-ruby
https://docs.amazonaws.cn/sdk-for-sapabap
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*<F Amazon Web Services Support API

Amazon Web Services Support APl 2%t Amazon Z#FH /0 — & IhEERYE .

AP| R FE TR IRE

« TEHEQEE BERATERE Amazon XEFEFIMCIE DB RN L4 EHA
« E5[A] Amazon Trusted Advisor # 2 Amazon Trusted Advisor #4E

(® Note

B EE, Enterprise On-Ramp =1l Support 1+XI= 826 FH Amazon Web Services
Support APl, BEXEZEE , IS HAmazon Web Services Support :

A< Amazon Web Services Support 2 IREMBIBEBRBENIFMF S , S H Amazon Web
Services Support APl &,

F&
- XERBIEE

* Amazon Trusted Advisor

c /R

« £ Amazon FA T E @ XiF

XERHIEE
TR APHRITUTAES -

- IR EBEH

- RERIE M SR RAIFI R RARX A S

. B A MAMROURARREZRRE (BECEMRHE ) HER

- FEEEBRMARERNEGNRS , HRMEMBENBTHEREA, BRSTURM=NT
o SAXHBATH 5MB

Y EL

XERAIEE AP 7 2013-04-15 20


https://console.amazonaws.cn/support
https://www.amazonaws.cn/premiumsupport
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awssupport/latest/APIReference/
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Amazon Web Services SupportAP| X £ XX R I ERIRER CloudTrail BEiERK, BXEZEE | &
SR Amazon Web Services Support 123 Amazon CloudTrail API i :

BXRETNABEEXFRGNBENEamBARNRBRG , 25 Amazon Web Services Support f§
F8 Amazon SDK K% R4,

Amazon Trusted Advisor

B A LAfE A Trusted Advisor IERITUTES :

« 3REY Trusted Advisor ¥ & & M FARREF

B REXTEH Amazon i F % JRIZ4T Trusted Advisor &
JREX Trusted Advisor K ELE RN EMIFMAER

R 4889 Trusted Advisor &

FREVE Trusted Advisor REHIRAS

Amazon Web Services SupportAP| X Trusted Advisorig#E# 1T CloudTrail B&i2%. BXEZ{E
B, 2@ CloudTrail HEIZFKFH Amazon Trusted Advisor E & :

B A LA Amazon Ev CloudWatch ents SRISIZENR BLE REBEH Tt Trusted Advisoro EXEZ
E8 , HS R A Amazon %% Amazon Trusted Advisori &4 R EventBridge :

Hlan | SERWMAIEER Trusted Advisor /ERY Java X323 |, &S £ Trusted Advisor B Web RS

Ll
=)

Amazon Web Services Support & —ITl£IKMERS . XEWKEEFE AN EARLEFEZ ISP OET
BHREHERHNZEHRG,

Bl , MREERKERE (FEFRLEMILE ) weIBRRG] , MATERAXEES (HERM ) HE
M X ( BR= ) IR E — AR RIX Ko

& BT LASE A LA T 3% =15 1] Amazon Web Services Support API

https://support.cn-north-1.amazonaws.com.cn

Amazon Trusted Advisor AP| fR7S 2013-04-15 21


https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
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/A Important

o MREFAZCreateCaseBRERANEN A ZFFRH , BMAVEBWIBRMEBRIT , Hlan T EST
case-iE M., TRMHAZIFZRHG , BAMAResolveCaselER R ZIFIF,

« Ei{BA Amazon Web Services Support APl 9 Amazon Trusted Advisor &4E , 2R
EZERD (HEFRILMILE ) W, Bal , EEAEZ (BRBXM ) MRMHEX ( BRZ ) iR
RAXEFIXLE Trusted Advisor #1E,

BFx Amazon RN EZEL |, F5 5 (Amazon Web Services —fi85£) #H#J Amazon Web
Services Support i 2 F PR,

£ Amazon A X TEEHXZF

Amazon Command Line Interface (Amazon CLI) 1 Amazon ¥#4FF & T &S (SDK) @#EX Amazon
Web Services Support API By X,

EEE X Amazon Web Services Support API iEE 5%k , IBIEFBRMERT |, fli0 CreateCase , A
B BESE B9 R RENERES,

£ Amazon FX T EG@h X API k7 2013-04-15 22


https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_ResolveCase.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso
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Amazon Web Services Support it Xl

BT LAARTE L &SRB Uk 7 Amazon Web Services Support &,
E&A

« Amazon Web Services Support it X894 =

« B Amazon Web Services Support it Xl

Amazon Web Services Support 11 X187 4% =

Amazon Web Services Support IR FitR) :

. HE

« FRAR

NI

» Enterprise On-Ramp

ot

EATFITRREXN K- MK S RBARREARSEANZF, HitR®ETEFSERIEFRY , X
L= 5| ZHE pay-by-the-month EH & B KHEE.

B Amazon & # Al LA B zh £ XI& £ A Basic Support B LA T IhEE :

* O ne-on-one X1 MK F= K & (5] B Y B &
- XL

- RFETRIRE

o XM, BFRIBNNHEXRERE

“FFRAR XU RIF A LA R LR #AN DI RE

- RIEXKRES
- BEFIRISHTE
« Building-block 2331+ : Ax MR ER Amazon . THEEMERSHIERE

Amazon Web Services Support it #945 = AP BRA 2013-04-15 23
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« XHELTRBENHRS , XERPITH-—MEBRBRRIAIF , B Amazon IKFRA .

Ak, AR, Enterprise On-Ramp F1 )l Support it X8 % & o] BLG R LT ShEe -

- RfliErE — AWML Amazon . IREM BRSS K& i it XIFIRAV A EFE Ko

« Amazon Trusted Advisor— B —IZh&E Amazon Web Services Support , E Al AR E R F IS H
ETERE. HEILZ2RIURRERETEENERENN S, EALUERAE Trusted Advisor X
I=:5)

<o

- AT & Support Center # 173X B Amazon Web Services Support API # Trusted Advisor. #& 1] L4
£ Amazon Web Services Support APl B3I TR AIEE M Trusted Advisor #E1E.

« B=AEMXE - $3F Amazon Elastic Compute Cloud (Amazon EC2) SEAIIRER S B B IR 4L A8
Bio WA A USHRE LRZIVONE =S RG AR Amazon, N TFEAERSFTFEAR
TRITNNER , TREE=ARSXE.

« XEFTLRHEH Amazon Identity and Access Management (IAM) P AT LR R B AR ZIFERHI,

5, #8 Enterprise On-Ramp 1l Support itXI#I 2 & ] LA R LA T Zhag -
- NAREFEWES - XTUNHHESEARITRSRKEELZNBECARS. TEARINARFE
RWBHAES

« EMiREEHEE - £/ Amazon Web Services Support BN A | RABRBENERES., H1T
MR, AEHREERNT BAENES.

C BREFSE - HNENHEEARANSAER | SERES2E (TAM) A1
. RO BB,
. EEBLiTL,

BXREBNIHITRNINENENNEZEE |, 55 Amazon Web Services SupportF k% Amazon
Web Services Support it%], —LIhEE ( ML KRRBIFMPK ) HIELUFREIESEMH,

B it Amazon Web Services Support it ¥l

&R LA A Amazon Web Services Support 111135 &l & >k E S 8 89 X 3% 11X Amazon Web Services
K., EEWREHZFITR , BX4MIAE Amazon Identity and Access Management (IAM) PR R AR
BrERBRFENK,, BXEZER | H50 X Amazon Web Services Support 2 191/ 6] £
BR #1 AmazonAmazon Web Services Support EEHFEE F M.

¥ Amazon Web Services Support it%l API iRZ< 2013-04-15 24


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/premiumsupport/plans/
https://www.amazonaws.cn/premiumsupport/plans/
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BRI IEFITL

1. &3 Plans # %] Amazon Web Services Support & , Mty https://console.aws.amazon.com/
support/plans/home,

2. (W% ) £ Amazon Web Services Support Plans Ul , k&R #FHitkl. BXENMNESEER
BERAENFHEETE,

3. ( ®[i% ) £ Amazon Web Services Support EMNRHIT , BREEFE RG] , AREREF -/
THRIETUAE B T fd KA.

4, BREITRIE , REEEMITR%ERER Review downgrade ( EEME 4 ) = Review upgrade ( &
HE)

© EEEW

s MELEMTHEZFIX , WEEEDITHE—AB Amazon Web Services
Supporte BEXEZEL , S ® Amazon Web Services Support & JL[a &,

« WREHAE Enterprise On-Ramp = Enterprise Support it%l| , £ Change plan
confirmation ( it XIFIA ) XHFEEL , BxR Amazon Web Services Support SAE K
N O =

5. 1£ Change plan confirmation ( ERitXI#EIA ) XNiEEF , BAUBRF XISWMB UEFEEZK/H
A ISR BREY ThEE

£ Pricing ( B ) T , EANEFEHZHFITHMIT—XERA,
6. %3 Acceptand agree ( EZHEE ),
MXEE

& Amazon Web Services Support EBMWEZE L , 55 ¥ Amazon Web Services Support & I [7]
BRE, IR LAM Support Plans 2§ & Fi%# Contact us ( BRREEA )

EXAMKS |, 2% Amazon Billing A FiERE < AIK

HXEER AP kg7 2013-04-15 25


https://console.amazonaws.cn/support/plans/home
https://console.amazonaws.cn/support/plans/home
https://www.amazonaws.cn/premiumsupport/pricing/
https://www.amazonaws.cn/premiumsupport/faqs
https://www.amazonaws.cn/contact-us
https://www.amazonaws.cn/premiumsupport/faqs
https://www.amazonaws.cn/premiumsupport/faqs
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/close-account.html
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Amazon Trusted Advisor

Trusted Advisor R T M A+ 7 Amazon BEFIEHRSZS P EENHZRESSE, Trusted Advisor AJ#
EIRW Amazon SME | AFEBARETEAX. BEREAMMMESI N2 RIER N REHE
o

MREERANREARAFFEARITFITX , MATLLER Trusted Advisor 2% & 1518 “Service Limits”2&
AP ERENRL " EIINFHAMME,

MREEEEI, Enterprise On-Ramp =1l Support 11X , NI AT LA Trusted Advisor 2!
& M Amazon Trusted Advisor AP 15 [E]Fr B Trusted Advisor &, &k ] LA Amazon E
CloudWatch vents k% Trusted AdvisorZ ZERVIRES . BXREZEE , BSRMEA Amazon Kiz
Amazon Trusted Advisort& &4 & EventBridge :

& A LATE Amazon Web Services Management Console A48 Trusted Advisor, BXIZEHIXY Trusted
Advisor BEHI BN TRV ESER , FSH BN ENER Amazon Trusted Advisor,

BXEZEER |, 5 Trusted Advisor,

£

« FF#a{ERA Trusted Advisor ZiL

« FF#afERA Trusted Advisor API

 fH Trusted Advisor Bl Web RS

« Amazon Trusted Advisor FY4H A E

« BFEH Amazon Config 24X #FH Amazon Trusted Advisor 1 &
 7E£ Amazon Trusted Advisor F&%& Amazon Security Hub &4

+ J& B Amazon Compute Optimizer LA 1T Trusted Advisor ¥ 2

« Amazon Trusted Advisor Priority Al’]

« FF¥a{EA Amazon Trusted Advisor Engage ( TS AR )

« Amazon Trusted Advisor ¥ & 5|

« Amazon Trusted Advisor WE X A&

API kiR Zs 2013-04-15 26


get-started-with-trusted-advisor-api.xml
https://www.amazonaws.cn/premiumsupport/trustedadvisor/
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Fr & A Trusted Advisor 21X
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private static AWSSupport createClient()
{
return AWSSupportClientBuilder.defaultClient();
}
// Get the List of Available Trusted Advisor Checks
public static void getTAChecks() {
// Possible language parameters: "en" (English), "ja" (Japanese), "fr" (French),
"zh" (Chinese)
DescribeTrustedAdvisorChecksRequest request = new
DescribeTrustedAdvisorChecksRequest().withLanguage("en");
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DescribeTrustedAdvisorChecksResult result =
createClient().describeTrustedAdvisorChecks(request);
for (TrustedAdvisorCheckDescription description : result.getChecks()) {
// Do something with check description.
System.out.println(description.getId());
System.out.println(description.getName());
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LA Java fRE3 812 — 1 Amazon Web Services Support 2 i3Skl | &) F B 1% % P i Sk Rl
Trusted Advisor 3z,

// Refresh a Trusted Advisor Check
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation.
// Specifying the check ID of a check that is automatically refreshed causes an
InvalidParameterValue error.
public static void refreshTACheck(final String checkId) {
RefreshTrustedAdvisorCheckRequest request = new
RefreshTrustedAdvisorCheckRequest().withCheckId(checkId);
RefreshTrustedAdvisorCheckResult result =
createClient().refreshTrustedAdvisorCheck(request);
System.out.println("CheckId: " + result.getStatus().getCheckId());
System.out.println("Milliseconds until refreshable: " +
result.getStatus().getMillisUntilNextRefreshable());
System.out.println("Refresh Status: " + result.getStatus().getStatus());
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EZRRIE1TTrusted Advisorl ELAE R IR IERE , B LEH
DescribeTrustedAdvisorCheckRefreshStatusesAP| BERE R ENIZTHE , LU R MR A HEHIEA
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// Retrieves TA refresh statuses. Multiple checkId's can be submitted.
public static List<TrustedAdvisorCheckRefreshStatus> getTARefreshStatus(final String...
checkIds) {
DescribeTrustedAdvisorCheckRefreshStatusesRequest request =
new
DescribeTrustedAdvisorCheckRefreshStatusesRequest().withCheckIds(checkIds);
DescribeTrustedAdvisorCheckRefreshStatusesResult result =
createClient().describeTrustedAdvisorCheckRefreshStatuses(request);
return result.getStatuses();
}
// Retrieves a TA check status, and checks to see if it has finished processing.
public static boolean isTACheckStatusInTerminalState(final String checkId) {
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus status = getTARefreshStatus(checkId).get(Q);
// Valid statuses are:
// 1. "none", the check has never been refreshed before.
// 2. "enqueued", the check is waiting to be processed.
// 3. "processing", the check is in the midst of being processed.
// 4. "success", the check has succeeded and finished processing - refresh data is
available.
// 5. "abandoned", the check has failed to process.
return status.getStatus().equals("abandoned") ||
status.getStatus().equals("success");
}
// Enqueues a Trusted Advisor check refresh. Periodically polls the check refresh
status for completion.
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public static TrustedAdvisorCheckResult getFreshTACheckResult(final String checkId)
throws InterruptedException {
refreshTACheck(checkId);
while(!isTACheckStatusInTerminalState(checkId)) {
Thread.sleep(10000);

}
return getTACheckResult(checkId);

}
// Retrieves fresh TA check data whenever possible.
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation. This method
// is only functional for checks that can be refreshed using the
RefreshTrustedAdvisorCheck operation.
public static void pollForTACheckResultChanges(final String checkId) throws
InterruptedException {
String checkResultStatus = null;
do {
TrustedAdvisorCheckResult result = getFreshTACheckResult(checkId);
if (checkResultStatus != null && !checkResultStatus.equals(result.getStatus()))

break;
}
checkResultStatus = result.getStatus();
// The rule refresh has completed, but due to throttling rules the checks may
not be refreshed again
// for a short period of time.
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus refreshStatus =
getTARefreshStatus(checkId).get(0);
Thread.sleep(refreshStatus.getMillisUntilNextRefreshable());
} while(true);
// Signal that a TA check has changed check result status here.
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BEES result.getChecks().get(0) MAHEERSIE 0 REREZTIRPE -—ITRENE
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Sl iELE R checkResult B9 DescribeTrustedAdvisorCheckResultResult £4il, &d]
DERALBBERENRAEHETEREL R,

// Request a Trusted Advisor Check Result
public static TrustedAdvisorCheckResult getTACheckResult(final String checkId) {
DescribeTrustedAdvisorCheckResultRequest request = new
DescribeTrustedAdvisorCheckResultRequest()
// Possible language parameters: "en" (English), "ja" (Japanese),
"fr" (French), "zh" (Chinese)
.withLanguage("en")
.withCheckId(checkId);
DescribeTrustedAdvisorCheckResultResult requestResult =
createClient().describeTrustedAdvisorCheckResult(request);
return requestResult.getResult();

EE ;155K Trusted Advisor REE R T AEREHNE RHKIE.
# 4 Trusted Advisor B ERiFAER

LA Java REBERIBFA B —37IREIM DescribeTrustedAdvisorCheckResultResult SE4 , LAZkK
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// Print Resourcelds for flagged resources.
for (TrustedAdvisorResourceDetail flaggedResource :
resultl.getResult().getFlaggedResources())
{
System.out.println(
"The resource for this ResourceID has been flagged: " +
flaggedResource.getResourceId());
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1£ Trusted Advisor #2#l & B ALELNE,
ESAHALUE

1. UEBRGHERALANEERKS , HITHFMT https://console.aws.amazon.com/trustedadvisor
#9 Amazon Trusted Advisor &l &

2. HESMBHTPE Preferences ( &I ) T , %#F Your organization ( #HIALR ) .

3. f&£iBi Amazon Organizations B ARIEHRAT , HF 2B A,

® Note

NEEBKFBERALVUBETLANFMERAKFREEBNRLE, i , REH K 5 MK F ER
BEEAYE K BAXEKFEFL2HEESEEKRKFHERENKRE, Amazon Web Services
Support It XIRE T A K124 T BLE Trusted Advisor RE,

3T Trusted Advisor ¥ &

EERNALBNEIRE 28, RINBWERIFEM Trusted Advisor REHVIRS ., BAIUTHIRE , %
ERIF Trusted Advisor RE , BENIRETET T ERFTEE.
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MREFMER N, Enterprise On-Ramp F1ll Support it%l , W Trusted Advisor & & B3 Bl &
KPR E,

® Note

MRIENALPFEERTFRARRERZFITRIBIKS |, WX LMK /9P S8 F Trusted
Advisor 2HI B RIFIRE. BT ERTALERKS FHNRABKSNRE,

Efl# Trusted Advisor 2

1. SMEIITF https://console.aws.amazon.com/trustedadvisor B Amazon Trusted Advisor 2%
AN
[

o

2. 1 Trusted Advisor B TNHE L , EFERIFFAIERE. XHRFHEKFPHFIERE.,

BT BES AT AARFHERE :

« fM RefreshTrustedAdvisorCheck APl #24E,
o IR RIFTEFR

(C

HITEMRE,

BB LAMEIRE
BRALUERGE , BB IRE , METLUEFALEM Trusted Advisor KEL R,

BERZT LI 50 Mg, MRGIENIREEHILE S |, Trusted Advisor 2R ENIRE . BTE
8 EMIBREIIRE -

BRoRALUERKRE

1. BFALNEBIKF , HITF AT https://console.aws.amazon.com/trustedadvisor #J Amazon
Trusted Advisor 24| &

2. HESMBEHKH , % Organizational View ( HLEAME ) o

3. ERIERS,
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4. BRIABEART , RETEFE Amazon X, BEXF|. REMBZRIRAS. 1 Create report ( Bl
e ) TEL , BAUAFERAFEREFETEE L IRE. FW0 , BELUERXEN Al (250 ) &
o, AREEESREREFNEANXIE,

a. HMAIREHE Name ( BFF) o

b. XF Format , i&# JSON =% CSV,

3 F Region ( X137 ) , & Amazon KFEERE All (£ )

d. XTF Check category ( &EZXS ) , EBRERFIRIERE Al (£ ) .
e. XtTF Checks (RE) , ERZXRINBERE , NERAI(£280) .

o

@ Note

Check category ( &K ) FFIEFZHFESE Checks (RE ) HiESKM, Hlan, w0
RIBESE Security ( B2 ) K5l , AREBRBENRERN , WENRENITEZE
ANFIEREL R, BEENHNBIEREVNERE , BAREXRINRBEIRIAG Al (£
) B, REEBREHREZN.

f.  XTF Resource status ( BRIRAS ) , ERERIEAVIRE , 0 Warning ( BE ) , SEF
All (2E) .
5. XF Amazon AR , ERETEELHNMERNAL LM (OU). HX OU NEZEER , HSH
Amazon Organizations AP 8PN EEHLHL L4,

6. EIZFQEIRE,

Example : €2k & iM% &4 1ETT
AR RABIR AT ET 62 JSON R -
« =4 Amazon X1

- IENZEHMERE
ELUTROIF | IREEE support-team OU FE TAHL —EB5 B —4 Amazon IKF,
@ EXE

- BIEREFFRNNRAEIRTARTNKSBEARZSNINKS TN R FRHE.
« BRR-RUBSMRE , RFESAHMESSTED 6 M)A,
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- MREXBEIREERERE L |, FRIFTAME.

EERERE

REEFHRER , BULUM Trusted Advisor BHEFEFRERHE. X, ERTUAREESENE
LHNRESREBE,

EEERERE

1. BFALNEBIKF , HITF AT https://console.aws.amazon.com/trustedadvisor B Amazon
Trusted Advisor 24| &,

2. TESMBE®KS , %$F Organizational View ( HLEHME ) o

3. ERREB.

4., £ Summary (HE ) TEHL , EESMRINKERS. BIETLLERE Download report ( T&
]RE ) o

THEHALNEIRE
WEHERFE , BM Trusted Advisor BH AP THIkE. RER2—D zip X4, EHE3E=/H

« summary.json - BEBMREXFINKRELERNEE.
 schema.json - @EREFIEEREMN schema,

o BRXMH (json H .csv) - BEEREALHERNRERSHWIFAE R,

ETHHALNERE

1. BFALNWEERIKS , HITFAT hitps://console.aws.amazon.com/trustedadvisor B Amazon
Trusted Advisor &l &,

2. TESMERKTF , 1&#F Organizational View ( ALAME ) o

Organizational View ( A4RHE ) TEHE RAHTHHIRE.
3. EE—/MRE , &#EF Download report ( FEIRE ) , RAEREXM. —RAEBTH MRS,
4, RERZI .
5. ERANEKRERITT . jsonXHREABRFRIERARFHTIT . csv X
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® Note
MBEWIRE R 5MB I £, BAGELKMEI AN,

Example : summary.json X4
summary.json XHERALPHIKFHEURBRHELR PR ERNIRS.
Trusted Advisor ERAUTEIERIEBERTRELER !

- Green - Trusted Advisor & B M El# EHY @ F,
Yellow — Trusted Advisor % U Bl &Y ] 8 [R]&L,

* Red - Trusted Advisor ¥ B8R H B UM TR ERAE,
« Blue - Trusted Advisor TLERER EHIRES

EUTREH , HNMEERN Red , — N A Green , —N A Yellow,

"numAccounts": 3,
"filtersApplied": {
"accountIds": ["123456789012","111122223333","111111111111"],
"checkIds": "All",
"categories": [
"security",
"performance"
1,
"statuses": "All",
"regions": [
"us-west-1",
"us-west-2",
"us-east-1"
1,
"organizationalUnitIds": [
"ou-xa9c-EXAMPLE1",
"ou-xa9c-EXAMPLE2"

},
"categoryStatusMap": {
"security": {

THRAKANERS
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"statusMap": {

"ERROR": {
"name": "Red",
"count": 2

},

"OK": {
"name": "Green",
"count": 1

},

"WARN": {
"name": "Yellow",
"count": 1

}

iy

"name": "Security"

},
"accountStatusMap": {
"123456789012": {
"security": {
"statusMap": {

"ERROR": {
"name": "Red",
"count": 2

},

"OK": {
"name": "Green",
"count": 1

},

"WARN": {
"name": "Yellow",
"count": 1

iy

"name": "Security"

THRAKANERS
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Example : schema.json 3 #

schema.json XHBEMREFHKRER schema, LT RAIBIE IAM Zi3KEER ID FE 4
(YW2K9puPzl ) # IAM 2248564 (DqdJqYeRm5) K&,

"Yw2K9puPz1": [
"Password Policy",
"Uppercase",
"Lowercase",
"Number",
"Non-alphanumeric",
"Status",

"Reason"

1,

"DgdJqYeRm5": [
"Status",
"IAM User",
"Access Key",
"Key Last Rotated",
"Reason"

1,

Example

resources.csv X BEHAFRFNHEXER. LRFAERTHREFE RN —LEHES , I0FAT
N

- ZEMKFHKS D

« Trusted Advisor & ID

- ®RID

- REWREZ

« Trusted Advisor BN TE A

« Trusted Advisor # &3 5l

- REALLHEA (OU) HRKF K, ID

RUFEARRIBELRN , ARXATAERE, CARTLEREFEIRSE , KRN :
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« RERSE  FIIRKS LM MFA | RBRR , B F2EREREF. TERNREFRNERE
summary.json X#H,

- BERERHEENIN Red H#E Yellow RETRRR. MRFABRFEN Green , MEMIATESLH
MELVREF,

- MREENEERENRSBEAKF, , IREAMEFRXEREREF. fl0, MBEWALRPE
B %A Amazon Elastic Compute Cloud fi& 3<%l , Il Amazon EC2 Reserved Instance Lease
Expiration R ERFF2XE R ELHNREH.

- P HARRBFRELR,. HEFEARAIFITNIFRARZFITRINAF BIX &% Trusted Advisor
BHARTRESAERE R, MREHER I, Enterprise On-Ramp F il Support i+ , WA
BEKAUREEEKRFEME—BATEBEIRELER, BXELEE , BTSRRI Trusted Advisor 1

&,

- MRABALANERKFEATRERN , IRERT2SHALPHMIKS R IF.

NFRBEX , SO LAERE B4 (70 Microsoft Excel ) 3TFF .csv R, ERILUER .csv X
NELPMERKFPHMEREHRT RIS HT. NREFGHRESENARF—E£H , WALUEREE
A json XHTH,

json XHERLE csv XHRRNBHHVREFEEKXR , TR TESREARS , fINFERASAIBEENRE
MERDH. Hla | BT SQL £ ES Amazon RS ( B3 Amazon Athena ) 454 i LA 889
REZITEM, £ETUERA Amazon QuickSight f 2= &IEAR H AT MBI HE, AXEZELR
BZHAEAEM Amazon fRESEE Trusted Advisor R

ZEHALNNE

RBHEFRZAALANE, EXREZFALNERRS , RERBEEZALINEMENRNAR, &
ToEME R Ry E K 22 R L Thae.

ZRWIhEER , FHAUATER

« Trusted Advisor F$4E Organizations 7 &9 815 AR S5 BR o

« AWSServiceRoleForTrustedAdvisorReporting BRE<Bx & BIERH LK EIEMK P FES,
XERBMREFE , BAUFIBIERE.

« BITENALVNE, EFLTEHRSE. EHENATRIRIIRE , BYUTM Trusted Advisor ##I & H
EFNEHALANE. BSREHELUE,
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E# A Trusted Advisor BY4H 43 11 &

1. BRHALNEEBKF, , HITFHAMT hitps://console.aws.amazon.com/trustedadvisor B9 Amazon
Trusted Advisor 24| & .

2. TESMBEKTP , £ Preferences,
3. 7 Organizational View ( H4RME ) T , 1%#F Disable organizational view ( ZRHALAME ) .

ZRHALMEE , Trusted Advisor TER &R BHLAHM Amazon IKFHHIKE, B

2 , AWSServiceRoleForTrustedAdvisorReporting REH<ABRBELHLNERK, L |
B 3EN IAM 2514, IAM API 5 Amazon Command Line Interface (Amazon CLI) &Ml Br F
Ik, BXEZER , 25 IAM AP ERmPHRIBRESEXAE,

® Note
B AERAEM Amazon RFERMAMCALREIRENHE. BXEZER , BSHENT
BIR

« Amazon EENAEBEEFMER Amazon Organizations AM1EEE Amazon Trusted
Advisor Z1X

- ERAEfM Amazon fRSEE Trusted Advisor IR &

ER IAM SKBE R F 5 R AL 0 E

BT LAE R LT Amazon Identity and Access Management (IAM) KRB | AFEKF RN AP A RS
i@ Amazon Trusted Advisor FEYALME,

Example : X4ALUEHN L 1HEINFRE
UTRBEATELHRALNBEIIE,. ERXLENRNAF,ATURITUTIRE

- BRANZAALNE
- B, EFNTHRE

"Version": "2012-10-17",
"Statement": [
{

EF 1AM ZREE G R AR E API k7 2013-04-15 49
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"Sid": "ReadStatement",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",

"organizations:ListAWSServiceAccessForOrganization",

"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
"trustedadvisor:DescribeServiceMetadata",
"trustedadvisor:DescribeOrganizationAccounts",
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

]I

"Resource": "*"

"Sid": "CreateReportStatement",

"Effect": "Allow",

"Action": [
"trustedadvisor:GenerateReport"

1,
"Resource": "*"
"Sid": "ManageOrganizationalViewStatement",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess",
"trustedadvisor:SetOrganizationAccess"

iF
"Resource": "*"
"Sid": "CreateServicelinkedRoleStatement",

"Effect": "Allow",

fER 1AM KB R FIE R ARNE
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reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting"

"iam:CreateServicelLinkedRole",
"arn:aws:iam::*:role/aws-service-role/

"Action":
"Resource":
}
]
}
Example : XJ4H 2290 B &9 152 B 7 [ AX BR

LAUTR SR BE AL F X Trusted Advisor VAL ER# T RiEHRE, EEXENRBHNAFRFREEENTHINE

|

"2012-10-17",
L

"Version":
"Statement":
{
"Sid":
"Effect":
"Action":

"Allow",

[
"organizations
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:
"trustedadvisor:

1,

"Resource": "*"

BRI UBIEBCW IAM Rig, BXRXEZFEE , F

"ReadStatement",

:ListAccountsForParent",
ListAccounts",

ListRoots",

DescribeOrganization",
ListOrganizationalUnitsForParent",
ListAWSServiceAccessForOrganization",

DescribeAccount",
DescribeChecks",
DescribeCheckSummaries",
DescribeAccountAccess",
DescribeOrganization",
DescribeReports",
ListAccountsForParent",
ListRoots",
ListOrganizationalUnitsForParent"

25 1AM R REVBIE 1AM KB,

fER 1AM KB R FIE R ARNE
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® Note
MREEKFPF AT Amazon CloudTrail , BB ESLEPARELE RUT AR ;

« AWSServiceRoleForTrustedAdvisorReporting —Trusted Advisor AT i/ B #& 4 41
K~ RS KBRAE R,

« AWSServiceRoleForTrustedAdvisor —Trusted Advisor F T i 8l #4848 40 & 89 AR 55 B9 AR
SXEAE,

EXBRSHEXACNEZEER , B5H MRESHERXAEET Trusted Advisor,

FEAEM Amazon IREEF Trusted Advisor ke

BREAHEEIFEREM Amazon RS LHEMNEELHEHE. EREES | 56/ Amazon Simple
Storage Service (Amazon S3) F &M AFMIRE , HBIE — Amazon CloudFormation &R K 7E &
WK Rl BE R, ARG, BOLUER Amazon Athena B EE TH N EBHIRENEW |, LT LUER
Amazon QuickSight £ 32 HlE kB T 1L Z 5 HE

BXRAICREHFENEEFN A , S Amazon BEEFNABIEE R FEH Amazon Organizations
KHIEZEF Amazon Trusted Advisor ZiX

FTRF M
FRABEZE , BXTUFRUATER .
- LEBEERNPREM Amazon Identity and Access Management (IAM) A = & 4 & %,

« FRAZEERE (#EEFRILILEE ) Amazon XIFIREIRE L Amazon BRE M EIR.

- B# Amazon QuickSight Ik, BXEZEE. , S Amazon QuickSight A P8R FH Amazon
QuickSight FRYEITEZ AT,

k& L& F Amazon S3

B T8 resources. json REGF , FXH LFHE Amazon S3, BUMAEEERE (#FFRLI
) XA ERFEE,

fEAHEM Amazon R EF Trusted Advisor IR & API iRZ< 2013-04-15 52
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BN E &3 Amazon S3 14

1. 1£ Amazon Web Services Management Consolehttps://console.aws.amazon.com/ &3,
2. FEAXEGEERS K REEEXERN (FFRLILE ) X,

3. BELATMUEITFF Amazon S3 #£#| & : https://console.aws.amazon.com/s3/,

4. MEF@EBHIRT , &#F S3 FHE , AREHBN. BANET -—EFFPERZE W

5

£ bucket-name TUE L , %42 Create folder ( RIZXHFX ) , AR folderl , RFEE
Save (RF) -

%% folder1,
7. 1f folder1 H , 1%#%F Upload ( L& ) , R/F%EHE resources. json X,
8. EE Next( T—%F) , RERINEM , ARF1%EE Upload ( £H )

o

@ Note

MBENGFHIRE EHBLFE#EE , BESRLEE . json WHFRNRNERITESGS , X
HEMTSBEINERE, Hlan , B LU R RMEIFN X , B0 resources-

timestamp.json. resources-timestamp2.json , KK H,

£ Amazon CloudFormation |2 & &R

FiRE £ E Amazon S3 /& , B LT YAML # 4k E#F Amazon CloudFormation. LRI & Al
Amazon CloudFormation ERZH K S ZELE R | MEEMARS T AER S3 FEPNIREH
E., ZERHN IAM BIEEJE Amazon Lambda 1 Amazon Glue,

E{# A Amazon CloudFormation ]2 &R

1. T trusted-advisor-reports-template.zip 34
2. MRERZXH.

3. EXAFEEISRPIITFERHE,

4

3t F BucketName M FolderName 2% , &% your-bucket-name-here M folderl W&
BN BRI IK P P8 176 A8 B R SR B o

RIFIEXHF,
6. 3TFH Amazon CloudFormation ##l#& , #bit : https://console.aws.amazon.com/cloudformation,

7. MREEHRRE , BEXESGRESRT  AEXERS (HFELIEH ) X,

o
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Amazon Web Services Support AriEE

8. HESMEMRT , & Stacks (Hik).

9. i%&#% Create stack ( BIERM#EHL ) , ARFIEFE With new resources (standard) ( ERAFEIR (Fr
) ) o

10. £ Create stack ( BIZEH4 ) TWHE LK Specify template ( I8E&EMR ) T , %$F Upload a template
file ( EEEMRIUH ) , RFIEE Choose file ( 1EFRXHF ) o

11. % YAML 3, RREE Next (T—%F ) o

12. £ Specify stack details ( I§EMKZIFMEL ) WH L , W AMKLBF , 0 0Oxrganizational-
view-Trusted-Advisor-reports , A/F%EFE Next ( FT—F ) .

13. 1E Configure stack options ( Bl E#ikiET ) MEL , REMRINRE , AFEE Next ( T—
F)o

14. ¥ # Organizational-view-Trusted-Advisor-reports JH L , FZEWEIN, ER
EJEEB , %7 | acknowledge that Amazon CloudFormation might create IAM resources ( B #iA
Amazon CloudFormation AJgE28IE IAM &R ) B EEE,

15. EF 62 MK

BIRHERLATFE 5 2 HEdE.
16.

#&1 Amazon Athena R EkIE

RERRE , LA Athena FEBHIE, £ Athena RIZERH DMRENER , HIMMEKREAR
FHIKFRSERES R,

@ iE

- ERAXERS (HFELIH ) X,

« MRIER Athena W F , WM EEBEERWERNUE , AETRNBEEITENR. B2
WA EREETRER S3 Fi#l. BXRXEZER , FS5H Amazon Athena A5 H
HiEEEWERUVE.

E £ Athena FEHHKIE

1. M https://console.aws.amazon.com/athena/ T FF Athena #2F|& .

2. MALERRE , FEXBGEESS , RRXERD (HFFELILE ) XE,
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3. 1%&# Saved Queries ( RENER ) HEERFERD , A Show sample,
4, ERERHEN , HlI0 Show sample entries of TA report ( £~ TA IREN RHIZE ) o
Athena Query Editor Saved Queries History Data sources Workgroup © primary Settings Tutorial Help What's new
Saved Queries
* Delete Query © New query
Name Description Query
O Show sample entries of A query that selects all aggregated data SELECT * FROM "athenatacfn”."folderi” limit 1e
TA report
« Beginning of List
BEHNESUTRRELL,
SELECT * FROM "athenatacfn"."folderl" limit 10
5. 1%$ Run query (21T&1f)), BHWNEBLERIE REK,

Example : Athena &if

TR RABIERIREHE 10 NRAIZE.

fEAHEM Amazon R EF Trusted Advisor IR &
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i)
Mew query 1 | @ Show sample ent... @ +
‘ 1 SELECT * FROM "athenatacfn"."folderl" limit 10

Save as Create ~ | (Runtime: 0.83 seconds, Data scanned: 94.75 KB)

Use Cirl + Enter to run query, Ctrl + Space to autocomplete Format query Clear

B L]

Results “
« volume type ¥ checkname = accountid = category = issuppressed ¥ snapshol
1 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0d4
2 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-06b
3 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

4 General purpose(S5S0) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

5 General purpose(S530) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0efd
6 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ab
T General purpose(SS0) Underutilized Amazon EBS Volumes 123456783012 Cost Optimizing false snap-078
& General purpose(S50) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

9 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ffe!
10 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

< >

BXEZEER |, 15 Amazon Athena AAFIEEH B E A Amazon Athena 1217 SQL &ifj,

#£ Amazon QuickSight H 1 2 12 4 E A

#8538 AT LR E Amazon QuickSight , ABEZESERFPEEREH TRILBSTER.

(® Note
BBFERXERER (FEFRLILE ) X,
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https://docs.amazonaws.cn/athena/latest/ug/querying-athena-tables.html

Amazon Web Services Support AriEE

E7£ Amazon QuickSight A 61 2 #2 &

1.
2.
3.

S 1% Amazon QuickSight ##l& , REEZENIKS .
i%# New analysis ( FTBI 247 ) . New dataset ( FEIEE ) , AF%EFE Athena,

#£ New Athena data source ( #7 Athena &R ) X iEEF , MARIBEREB , B0 AthenaTA |
SRIF1%E#R Create data source ( RIEEBIER ) -

_

New Athena data source X .

Data source name

AthenaTA

Athena workgroup

[ primary ] LV

Validate connection SSL is enabled

£ Choose your table ( £##%& ) XiEER , %$F athenatacfn FkH , %&$F folder1 , RFEEF
Select ( 1&# )

Choose your table
AthenaTA

Database: contain sets of tables.
athenatacfn ~
Tables: contain the data you can visualize.
© foldert

ta-cfn-database

atriondaa || Use tom 53 [ oot |

£ Finish data set creation ( SERXBIER IR ) XFEH , & Directly query your data ( BEEE
WEBNEEE ) , RFEIERE Visualize ( THAL ) -

Finish data set creation
Table: foldert
Data source: AthenaTA
Schema: athenatactn
Import to SPICE for quicker analytics +/ 1008.8MB available [EX13

© Dirscty query your data
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IMAE , BRI LATE Amazon QuickSight F |2 EHER. BXEZELR |, 155 H Amazon QuickSight A
PR A F A 42 I E AR

Example : Amazon QuickSight #Z#IHEx

AT REESIERE REX Trusted Advisor R EWEER |, A THEA :

- ZEMHIKF D

& Amazon XX 5 HEE
- REXZ

- RERS

- BNKFHREPHRER

Records by Category

Records by Status
ntus

Velem

Fied

Green

Blue

Teasl

@ Note

N R IETE B R 2 S AR A HIMABREE IR , BB Amazon QuickSight T EAfEA Athena, Bx
EZEE |, i55H Amazon QuickSight i F 18R I o EIE 82 E] Amazon Athenao
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BXRARLREBENEZSEENRG , S5 AmazonEE 56 EBE P EA Amazon
Organizations KM EEF Amazon Trusted Advisor B,

R BERR

MREERLEPEREE , FSHUTHEHRRRER,

BREERNRE D BTSN IR

Sl EN , ALAUEYET 2B RIFHENALFH Trusted Advisor BRE, BRNEFTNRELS

B BRFALHTHNEBRKFNSINRAKFHNRE, BXEZEELR , S HRIH Trusted Advisor &
&,

BNBREPEEENT
MREHNREEBEENS |, Athena EHI S AIRLELHNRPERUATHIR

HIVE_INVALID_METADATA: Hive metadata for table folderl is invalid: Table
descriptor contains duplicate columns

plan , MREEREHRNT EFEND , MZHEZHAE Athena 2H P ERREHRSEN |, XAES
SHEFE, SRMRRUTZRRIEE L EE,

EREEN
LA LA Amazon Glue 24|58 &% schema FRFIRINEHBERPEEFEEENT,
EBEREST

1. 3TFF Amazon Glue ##|& , #uik : https://console.aws.amazon.com/glue/o
2. WMRBEHARRE , BEXEIERSED , EFEXZERD (#EFELILE ) XiF,
3. ESmERP  EEX.
4

RN XHRER , I folderl , SRIGTE Schema T , && Column name ( 5IE %5 ) 9
1=

MREEEENT| , NATRFIRE L FER Amazon S3 F#EMR. ZRUT LHFHRE &

VAN
o
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LIRS

HEIRFNEES /G , RNBWEEAFREERAEGRE. STARMNIHEEZNARERAAAPH
BRAT IR & IR

EFEWRE
1. WMREBERIZE , HBHNALEPBKF RIEFIER Trusted Advisor 2, &SR Trusted Advisor
r&E,

2. 1E Trusted Advisor #ZH| AR BIEH TH S — JSON 5., BSHBEALMEIRE. REIE
R IBAIER JSON X,

3. &% Amazon Web Services Management Console , AE&EN LA T M1t TF Amazon S3 24l
A : https://console.aws.amazon.com/s3/,

4. 1%$F Amazon S3 F#M , RFIEEFE folderl XHX,
5. BB E— resources.json & Hi%EE Delete ( HIBR ) -

6. £ Delete objects ( MIBRFT R ) REFH Permanently delete objects? ( KAMBRIIR ? ) T A
permanently delete , AA/Fi%£$E Delete objects ( MIBRNY XK ) o

7. TE S3FMMEH , EB Upload ( £F ) , AREEFHRE. WIRESBIEHEHN Athena REM
FEBRFREHIESN Amazon Glue RREFRF. RIFEHNREREZSE/L D8 E,

8. £ Athena B #lIA M AT LR, BESEEIH Amazon Athena FHIEIE,

(® Note
MRIETIAHBMHAEBZ , BALLFE Amazon Web Services Support /OB R X =60,

B & H Amazon Config 22 #FH Amazon Trusted Advisor # &

Amazon Config & — BTN, F&ZMIFGEHEREESREAMERENARS. Amazon Config
REEEAN , XEHRNZMENLH, TEELHNSHAERE , Amazon Config {5 X LEH I K14
BH Amazon BREERFEE LN REREK,

Amazon Config #Z#l & A5 SEERFEEMMNNEEMNBIE, EER LLEA Amazon Command
Line Interface ( Amazon CLI ) 2 Amazon Config APl k{£2 A FEXEEANE EH JSON KB,
FZA U BEXREANNITALUHERENER, BAUBEXANNSE , UEENENERAFTEN
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NS REZHNES. BT HEAXEA Amazon Config WEZEE , 55 (Amazon Config F X A
R3¥EM) https://docs.amazonaws.cn/config/latest/developerguide/WhatlsConfig.html,

Amazon Config £ EH NI Z = —HBEFTERFIM Trusted Advisor RE, BRARELEEANG , FE3
/B A RIAY Trusted Advisor &, E& & BFLE Trusted Advisor B E R4S EM Amazon Config JEEM
NRH ¥ |, iS5 Amazon Trusted Advisor & 5| .

#8488 Amazon Business Support, Amazon Enterprise On-Ramp %1 Amazon Enterprise Support it %]
& P o LAEA Amazon Config Rt X FHKRE, WMREZ A Amazon Config 3 B BiX L Amazon
Support itXlz— , &< B3 E R HENIBZN Amazon Config FEEMN B H T FHEW.

® Note

XERBENERLBIEERA LM Amazon Config EEANEFHF B RIF. TAFRIEFER,
18 B BT EMIX R B R HERR TR

R HEER
MREBISHEREXNEAE , FSAUTHEFEEL,

H %

- FRINIH Amazon Config B TIRZFHMEEMN , {8385 B MM Trusted Advisor K &,
« E¥E TRE—4 Amazon Config FEEMMFAIR , TIFE Trusted Advisor PEEIHAL ?

« R Amazon XigiF%FA 7 Amazon Config K94, AT Trusted Advisor HEEIH AL ?

FEMIKI 73 Amazon Config B TieXMITEHAN |, BREFFHEBH Trusted Advisor
KE,

Amazon Config I £ K IFEERE , BT LUE Trusted Advisor L FERT B EIE R, MREET
S hEEE XM BE , 7 Amazon Web Services Support Center R8I AR X241,

HKEE T B — Amazon Config FEEFNMFIX , FIFE Trusted Advisor FEEHA ?

BATE Trusted Advisor RELERAFIBZENENEEANNEMEKE,
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K 1E Amazon X1 A< T Amazon Config B9 #|, FATE Trusted Advisor & Fl T
A7

MRBIEFEAN Amazon XigiH % T Amazon Config KRR FAE , M Trusted Advisor FFRB#IK
ZXFHENEERAN MR ENLIE. RIBICRB[REERE  NEREANLE R FHREBE Amazon
Config # Trusted Advisor F , IEF| Amazon Config X i, MREMERITEHN , M Trusted Advisor
RERTEREE 2IF F 5267 Ml B,

£ Amazon Trusted Advisor & & Amazon Security Hub 244

£ 8B Amazon Web Services Ik F° /1 /8 F§Amazon Security HubZ f& , & ] LAfE Trusted Advisor 32
HEPFEEFLANZLBRHEREREER, SRR EMEA Trusted Advisor REHBEN AN |, £
Security Hub B4 RiR5IKF PN Z 2 RE, BAUEFERENRS. SEMEFRNIIR K RER
88 Security Hub B UURFARRZ £ R, EBILLIeE , BRI L — 34N IRGK B Trusted Advisor Hl
Security Hub B 2 £ E 1,

@ EE

« BATLUEE Trusted Advisor ZEE A Amazon EfitZ & KiESTR LT &ERNERGE | B
Category: Recover > Resilience ( 25l : k& > #1 ) WA, BXZTZHFEGHT
& , B2 (Amazon Security Hub AAFERE) FH AmazonEiti 2 £ HIEKEEH,

Bk Security Hub KRB EZER , BESREHET,

- BAI, 3 Security Hub [@] Amazon EMiZ £ &ERBREZEFERNFHNE4R | ATEEE
M EIME RS BETE Trusted Advisor FEFIXEZE4, WIRHESEERRIMA , FrER

iE,
£
- RFH

« &F Security Hub &4

« R Security Hub K& 45

« M Trusted Advisor 2 Security Hub
o HRFEHERR

1£ Trusted Advisor & F Security Hub 24 API iR 2013-04-15 62
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FRF M

IEAFUH R AT ERF8E/B A Security Hub & Trusted Advisor &R :

- B AEE, Enterprise On-Ramp Zi 2l Support itXIF 8EEALITEE, ERALAM Amazon
Web Services Support /0B M Support plans ( X#FitX] ) REHREREBWZHFiTN. BXEZE
B , B2 L& Amazon Web Services Support 1%,

o BAMELREE[A Security Hub 24 Amazon Web Services X3 # Amazon Config F/8 A&
RidRk. BXEZER , HZREAMEE Amazon Config.

- AR A Security Hub F#i%3F Amazon Foundational Security Best Practices v1.0.0 ( Bt Z £ &
EKEL v1.0.0 ) Z2&FHE. WREBERIITIEE , 25 (Amazon Security Hub AF1ER)
#i%E Amazon Security Hub,

® Note
MRECEBR T XLETREM , MABEE| £F Security Hub KEL R,

% F Amazon Organizations T /=

MREZBEXHEEBKRFNAREZY K WRELBINEARFNFAERNIKFERALER. 2AKF
TEHIMEXR Amazon Web Services Support LAS AlLThaE. {BAL R A K P %905 A Security
Hub JE = BETE Trusted Advisor EESEREBLE R,

MREANBENK A ZALER , SR Amazon Organizations ik /7 25 F b T &g

B E Security Hub R EL R

NIEWIK S A Security Hub f§ , R KEE 24 NI F 27 Trusted Advisor I & # Security ( &
% ) WHEE T Security Hub ®EL R,

£ Trusted Advisor &%& Security Hub REL R

1. SME Trusted Advisor #F|& , ARFIEEFE Security ( €% ) E3l,
2. 7t Search by keyword ( BXBHAER ) FEHP , MABRENBHHER,

FREM AP kiR 7 2013-04-15 63


https://console.amazonaws.cn/support
https://console.amazonaws.cn/support
https://console.amazonaws.cn/support/plans
https://www.amazonaws.cn/premiumsupport/plans/
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-settingup.html
https://console.amazonaws.cn/trustedadvisor

Amazon Web Services Support AriEE

® Tip
X F Source (R ) , AT LLEER Amazon Security Hub BAG&iE Security Hub $34,

3. 1%3#% Security Hub BHEBHUBEFUTEESR :

- Description ( #iR ) - R4 F AR EENIKS RERFERLRE.

« Source (R ) - ®ERXH Amazon Trusted Advisor &2 Amazon Security Hub, 3 F
Security Hub #2244 |, B K B2 4 1D,

« Alert Criteria ( #27R"¥RAE ) — BHHVIRS, 120 | fRIR Security Hub MBI FEE @ |, NPARZS T
B Red: Critical or High ( A& : "EH5 )

« Recommended Action ( ZIXAVIRIE ) — £/ Security Hub X4 iZEREERBHNENIS R,

« Security Hub resources ( Security Hub &R ) — A LLE K Security Hub £ &K /A48 2 (]
BB IR o

@ &

o SBUIER Security Hub FEEFF R RN ELE R HERR, BB T X #FHMEA Trusted Advisor
EHIEA M Security Hub B4 HERRIB ., BEXEZEER , BoH RERELE RN TR

- HAMBIIEES S Security Hub £/, B EFENALRM Security Hub R4 EL
R N ARECENTHIRE, BEXEZEE , ES Amazon Trusted Advisor FY4H LA,

o

RIFT Security Hub &4 R

BERAENREWHER |, Security Hub R EAIBEZER NN T RHRBEXERRNRELE R, AR
BKABEEE 24 /NI F 27 Trusted Advisor #2#| & FE R ZEIE. WREKEFBHAT Amazon
Foundational Security Best Practices v1.0.0 ( EfiZ £ HREXEK v1.00 ) Z£irkH , BREBEFTR
& Trusted Advisor ##| &,

RI% Security Hub &4 R API| BRZS 2013-04-15 64
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® Note

« 8 Security Hub BHHRIFITRI AT AR EHME , AR EREENNAM L, BHE,
18T EE R Trusted Advisor 2] A 5 Amazon Web Services Support APl 3RRl#T Security
Hub ##., BXEZER , BZHETEZEREN TR,

s MEREFFFENCELRPHERR , BATER Security Hubo B BIFR XA Trusted
Advisor #2#1 & M Security Hub 24 HhEEBRIB, BXEZEE , BSR RERELEENT
ERIRES.

M Trusted Advisor 22 Security Hub

MR IBFZFH LT Trusted Advisor #HI A A E R Security Hub 58, MIHITUA T LR, HIRIESTRN
XM Security Hub & Trusted Advisor 5K , TR EMEM Security Hub BlE, 7] A4KEE
Security Hub ZBH A EFLZ£E 4. REMELL,

= Security Hub £/

1. BXER Amazon Web Services Support Hi5RZ A Security Hub & Trusted Advisor B8 o

Amazon Web Services Support 22 Ik Ih8E/S , Security Hub FEBFE#E &£E 2| Trusted
Advisor, &#9 Security Hub Zx3#E¥F M Trusted Advisor Al BR.

2. EEHFBALEMR , EEER Amazon Web Services Support.

71 Amazon Organizations i /= 2 F bt Zh&E

MREBEENEBKFTR TEIRSER , WRE2BEHMNALRRIPATE LR K PR Security Hub
k. AAPFHEMLK A, ILEEIMERR Amazon Web Services Support.

MRIGERENALNAK RS , WAL Amazon Web Services Support SAEAX 9 1K 7= = il B
LEIhEE,

B BR
NRILEISHEREXNEE , FSAUTABHEEL.

B%
« IIZBTE Trusted Advisor 12§l & & | E F Security Hub RELE R

M Trusted Advisor 2 Security Hub API fRZ< 2013-04-15 65
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« RIEWEE T Security Hub 1 Amazon Config , BI&EERER

- BAEZAEFER Security Hub 4

o RAEEH S HIEBRI Security Hub &R

« BENETEAN Amazon ALK A, B ASEZEALLIEE

o TEFEX Security Hub &894 [E) 3 82 & R A 24 Amazon Web Services X i3

« X T Security Hub 3 Amazon Config £ —1NX 15

o BRWWEMHEIFRSTE Security Hub # , 1B Trusted Advisor PSR EL R,

s BIPARTEEFTER Security Hub &L

X B 1E Trusted Advisor 2 #l| & H & EIFF Security Hub RELER
BWANERBEZHRATTER .

o A, Enterprise On-Ramp 21l Support itXl.
« BB E Security Hub #E# X1E#9 Amazon Config F /5 A 7 &R #l.

« BB T Security Hub 3% T Amazon Foundational Security Best Practices v1.0.0 ( Efi%&
L EREXEK v1.0.0 ) 22,

+ 3R B Security Hub T H/FEMEIMERRIA Trusted Advisor PR E, HZSFH 1A,
BXELEER , B50H SRE M.
RIEWBEE T Security Hub 1 Amazon Config , B&EERER
Security Hub JREAREEER N PN T BERBEXRLRRHIREL R, RAERKTEEE 24 MiF 4
£ Trusted Advisor & &P E RiZEIE. BHREEHKE Trusted Advisor #2515,

@ EXE

* 7£ Trusted Advisor F¥${X.E R Amazon Efi Z e HEIRZLHMEPEHFIRELER |, 8
Category: Recover > Resilience ( 33 : k& > 34 ) B4R,

« R Security Hub FERSFZ BB R AE Security Hub FRFFA T , ZRKAUBEEE 24 /MidF &
£ Trusted Advisor FEREBHREL R, BHHREEFHKE Trusted Advisor EHIE
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FAEE R4 EM Security Hub 24

Security Hub & B Zh S 338 XX F Trusted Advisor, MNREEF T EA Security Hub ##HREFBIR
BiZEHHNER , NNT L% Trusted Advisor FE R ELE R,

&R LAR B Security Hub #2518 A A4 EEAZEREERA,

MREZEFA Security Hub #4522 A Amazon EMZ 2 RESRZEIMENFIE RN , BNEREE
ETRWEXRANBEN, XEXNAMBRAELEBRXROMR , ATERIE, YENWERARE , ©
fIT4F M Trusted Advisor =l BR

BEXEZER , BSHAUTES :

- ZANERRINEH
- ZRAYEAZERE

BREERSHHERREY Security Hub &R

& T LATE Trusted Advisor #2411 & Fik & Security Hub 2 #M B , AR Excluded items ( HEBREY
WME ) &M, WETF4aE R Security Hub B FTE RIR.

MREANF R TERIRSIRE N SUPPRESSED , MiZH IR R Trusted Advisor FREBEBRRYILE .
BT EEEIE Trusted Advisor ¥4 A BR# Security Hub BiR. EREIRR , BFEEMEA Security Hub
BHlE, BXRELEERE  BSH RERELE RN TERKS.

REHNETEAN Amazon ALK RATKF B BAREALLIhEE

FRigERT , KA K 2M Amazon Organizations B E IR MK F k& Thae, MREEKFBH T ILIh
BE , MZALHPWFIEKF N ERILIIEE. IREHAENERAKF AFENBNIKFHITIENE
2, ATk FR Amazon Web Services Supportse

L E BT Security Hub K EHMERE 2 0 E RE 21 Amazon Web Services X3

B Amazon Web Services 22348 , HIEBETFEANXE , #/a0 IAM F Amazon CloudFront,
ZRIABR T , Amazon S3 EREZEN LR T RNFHNEZERE ( FFERILMILE ) Xig,

31 B F iR £ ERIRS @ IRA Security Hub B E | BHREAE IS HWERENSZSANME, Hlm , 0
B Hardware MFA should be enabled for the root user ®Z&EXIEHIK i AR HOF Ltk Th
e NEBFHERPEINTFRE—-BREZSINMXIT,
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] LAELE Security Hub 1 Amazon Config , MEFR2NEA—RRERZINMNXE, BXEZER |, &
SETTREREE AN Amazon EMiHERBREH,

XA T Security Hub 5 Amazon Config £ —NX 15

MR EEH Amazon Config £ 1L R IR12FR 2 EE Amazon Web Services XiFH A Security

Hub , Trusted Advisor T B #EWZ X P ERZEERNEIE. Trusted Advisor 27 7 £ 9 XHHIRE
#9 Security Hub R ELE R, INESEERROMNA , TEERIE. BXEZER , BSREA Security
Hub.

ERENKFZERAILINEE , 25 M Trusted Advisor Z A Security Hubo
REVZE 4 EARTE Security Hub A |, 1B Trusted Advisor F{NE R EL R,

URBELRM RecordState JRAE X ARCHIVED B , Trusted Advisor MR MK = 5 il BR %
Security Hub B4R EL R, WEL RN Trusted Advisor FER , REEE 7-9 XF&H
kR, seetESEERRLOMA , TEERIE,

RMATEEF R Security Hub REL

MBEBMRBE S INAEERHIEZE , o LLFE Amazon Web Services Support FOBIEBFERTIFR
il

/& Fi Amazon Compute Optimizer SA#1T Trusted Advisor 1 &

Compute Optimizer ARZ5 A LA #7 Amazon FIREVEL EMF A RIER. WRFSQIBREMNIRMATFEMS
NWEEE  FHNRARREEEAEE. chRRBEREX MBI UES THEARMENEN. B8
Compute Optimizer , IR A LAEF Trusted Advisor 1 & F Y # B 21

A LU R 2K Amazon Web Services I /8 FLLARSS , B AT EANE T Amazon Organizations H4A
A—HoNFMERAKFEH. BXEZER |, i55H (Amazon Compute Optimizer FAF$§F) H
AT,

J& A Compute Optimizer f§ , A TR EFERK BEH Lambda BEF Amazon EBS BRI EIE. R4
BEUREELE 12 MREFT2ERRELERNMEILEN, MEFE Trusted Advisor FEF TR EM
Z£R  BERKUREEFESF 48 /At :

AL

« Amazon EBS X EFAR S

- HEREXNIEFIBE K Amazon Lambda BIEX

/2 F§ Amazon Compute Optimizer LA#1T Trusted Advisor & API k7 2013-04-15 68
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PERE

« Amazon EBS FliAE T~ 2N S
- HEREFEXRDPMEMAE T ZEH Amazon Lambda BIEX

olltt

OR:3
s XERENERSEREBIRFHILLR. FTAFRFIER, EXAREEE/LNNFEEE R
BB BT EMNIX LS B P HEBR R R .
 Trusted Advisor E28FIHEFRE Amazon EBS B FIH X3 5 Amazon EBS BM&#
&,

MREFZ AT Compute Optimizer , BAVEIUEE A Amazon EBS 3 EFAE S
Amazon EBS fiAEF EBRE,

HXER
BXESES , HSHANTEE .

{Amazon Compute Optimizer AP ) FHEF Amazon EBS BEIL

{Amazon Compute Optimizer AP #EFE) PHEE Lambda BEIEL

{Amazon Lambda AAFF1EF) FHEE Lambda BNEATF

(EAT Linux 326I89 Amazon EC2 AP #8R) HHiERIT Amazon EBS B# 1718

Amazon Trusted Advisor Priority Al’]

Trusted Advisor Priority T # By & 4R F{£1t Amazon Web Services IkF° , LA & Amazon Web
Services &{EXE, f&Bh Trusted Advisor Priority , $&#9 Amazon Web Services I FIBA AT LA E zh 5
BRENKF , AERIESZOI S8 012K KB,

flan | EeE - HBA AT LR BIEH Amazon IkFIRAF RERDSEFHRIE (MFA ) . BHREFH
RART DA — R EBI , AEERES A XEEEH#TRE , 120 MFA on Root Account. ZEINFE
Trusted Advisor ## | & #Y Trusted Advisor Priority TUHEE R AENWIL KRN . REETLUIRBEIL
R

Trusted Advisor Priority ZI AT AR B UL THEANRIR -

HXEE AP kiR 7 2013-04-15 69
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« Amazon Web Services — fk%5(Trusted Advisor, Amazon Security Hub H Amazon Well-
Architected ) 2 B3I RIBRE N, ZNEFANMNSEE D ZXLEEW , LUIFEXLEERIIE Trusted
Advisor Priority & 7R

- BHEFHE - ENEFEABATAFR BRI,

Trusted Advisor Priority BB EREETHREENEN. NENEFFENSZENITH , BEFE
A, BARZEENEN , ZNENEFEAKRTAGEENEWEGER, BALAER Trusted Advisor
Priority N ALFHPER R K ERE,

F&:

- EREMH

« J3F Trusted Advisor Priority

- BERERIL

- BINEIL

- ZBEEEIL

o BRFREIL

- BEFITFHEN

s THREWFHMER

- AMEREER

- FHEREER

« & Trusted Advisor Priority i& %1

« 2 Trusted Advisor Priority

FToRFM
BAIHE R IA T BRF 8EfE A Trusted Advisor Priority :

o BRAMA SN FFITR],
- BHIIK 2498 F B8 B Amazon Organizations FFFEIHREMA LR, BEXRESZER |, ESH
{Amazon Organizations FIF#EmM) FHE ALl P A&,
« IEHVARMAIE AR Trusted Advisor BRI ETARIRNR, ERAAEHRIRR , FUEEKS S0 %
Fo TE Trusted Advisor #H| & RITH EH AL N H,

o BRABEFE Amazon IKF , FEEEF KB Trusted Advisor Priority 21,

FREM AP kg7 2013-04-15 70
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« BUPNBFIALNEEKRKFRNBREERAKS , TeEFHANCEEN, BXRUMIMERERE
RAKFHNHER | BESHE IMEREER,

« MM EH Amazon Identity and Access Management ( IAM ) R = 8E15 8] Trusted Advisor

Priority, &> f{a[{2 413} Trusted Advisor Priority 15 RINXRIVE LR | iHS 8 EEXS #1518 AR
Amazon Trusted Advisor 1 Amazon Web Services BJ1EE F 1 Amazon Trusted Advisor.

J8 A Trusted Advisor Priority

BERECWEFHANNEB AL, SXAEEMLTFITRARAIAANERKFIES, MRE
#& A #9 Trusted Advisor Priority TUH.E RIEEZE Amazon Organizations B RIS 5 R AXR |, W& RiE
i Amazon Organizations BRAE IR, BETHREZER , BSRERAZHHD .

BHMRITEN
EZNE P H R\ N &S A Trusted Advisor Priority & , A LLEE Amazon 1K R &RFH 21,
BEFEREEW

1. BFZFTF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2#l & .
2. 1E Trusted Advisor Priority WE £ , BAILIEFLUATHE

MR EEAH R Amazon Organizations BEEREBIREE LMK, , WENRBIZA K IR+,

- FTERF-EESHNNSEELENEYNBE.
« Overview ( B ) - A TEE. :
- BE 90 RAHKZ M EW
« &£ 90 RN EfRINEIL
- B 30 RKIRBEEFMHEW
o BRREWHFIIETE
3. EAMLETFL , ARNREEBRNERENEFARNEREZERNEN. EXARTFEREH
R E BRI E
EREENER , EEANTER :
« Recommendation ( B ) - HIAXBFURENHITER, XEFALURRKREREN , 11
NREFEMCIENBEX B,
c MB-BUEESHFER, EE#HT. BHEREERECHR.

/8 A Trusted Advisor Priority API BR7ZS 2013-04-15 71
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- Source ( KR ) - LABWKIR. BIUAEER B Amazon Web Services, &8 Amazon
Web Services Ik~ EIBA 1T XK RFZ B4

- Category ( K57 ) - BUCEEH , flanRLHRAMLIC,
- Age ( HiIfR ) - HENEFHNKEE D TR,

4, BHREBRUAEATRESMED. SHYMGORMRBIRE, RE , SUNBARZKEN
L

EEF Amazon AL FFEK 7 R 5= BE 5 B9 2 1L

EIENMK M Trusted Advisor Priority ZKEE R AN EFENHL R CENEW,

® Note
X BT P2 Fo A U e 5E S B

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor #2#| & .
2. 1£ Trusted Advisor Priority TUH £ , RSN TFTEHAL[ET+ L,

3. EEFHXN-—NMKFHNHEE , BENEHWARPERE-—NKS THIRPER-NKT. HE,
AAEEMBKS RN,

ERMVAEQET L, BAUEFUTIA

- IR BENMAAREESHFRNRNEELENBRUNEE,
« Bk ERLTIA ¢

- & 90 RAHBEEHE W
- &% 90 RN E MR EW,
- B 30 RKIRBEFHEW

— B R WP TR SF RS [E]
4. EBRBIETFT , BUNRLEBWE D ERENFFEARAELLEZRHEN. EXARTAFER
ERANELZHHNEN,

BEifRENER | WERALITIAM
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« Recommendation ( B ) - HIAXBFURENHITER, HWIMAURKRERN , LA URE
FERA IR B E L& o

« RE-BWEEESFEN, EREH#T. ERZBIERERIR,

- Source ( KR ) - LABWKIR. BIATEERE Amazon Web Services, ## Amazon Web
Services K= HBAS it XK BRS B4

 Category ( £5l ) - BUCEER |, flanZ£H R,
« Age ( HilR ) - SN EFHSZE D EE WA,

5. BB , UEERMLEMEL. SHMNKSORURERUNERE. AR, STNBUARZ
B A RIRY R

BN

EEHEDFT , BAUTHEXRENEVNESER , AEBRERBERIA.

WA &

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor #2#| & .
MRIEEAR 2 Amazon Organizations EEREMEE AR, , MNRBIFKAIIK ~ET+,

£ Trusted Advisor Priority T EH 1 #J Active ( &3 ) T+ T |, EFE—NEBILE .
EFAEESYD , BUUEFEWWIREUBREN,

EZSEMPRRBI P, BUNEEZ WO R R RRSHITIFE,

EFEHEIA,

EWIABRUERES |, EERIA,

N o o bk~ W Db

BUVRANERN In progress ( IEEHHTT ) o [EELEH T IEES MM EIE RE Trusted
Advisor Priority WHE#Y Active ( &30 ) B+,

8. BRRBWHNREHRREN. BXEZER , BSHEREI

HINEE XY Amazon AR HFRE K Y E W

EIRMK 3 Trusted Advisor ZIREE & 7 LA A ST X PR A 2R IEIK P HY 1L
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® Note
X B T P2 Fo A U e S B

B FZEUF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor &l &
£ Trusted Advisor Priority RE £ , BREMTFRNALERF L,

EERET 4 , EFRENE.

EFEHIA,

EEIABRTONERES | EEHEIA,

o > o bh =

BUVRAFER In progress ( IEFEBHTT ) o
6. RBBUMNRERREN. BXEZER , BSRBRE :
7. EBEFEUNFHARFER , FERBEWNEN.
EHEAGEERY , BUUEEEXBUNUTEE :
EIXH *ﬂﬁiﬂﬁn Ei T EJ‘DEZE’JED{H{’R
RAWE , ERAMEZEEKS RN,

EZERNKFBoF |, ERNEBRMAEKF HZEMA TR, &7 LURIKS MIRSH 1T IHE,
- EZREWHNRFERLP  BUUEERAEKSPIZEN TR, SR URKS RSHITIHIEL,

ZREEIL
EETURKEN, BRI , CLBURY , BETLLBZEY. NREVSENKSEX , £

A LA BEZ W, Bl | InREE TR BRAY NI Amazon Web Services Ik , NI FTTEBHITE AR
1E,

RSB F

1. FE|LF https://console.aws.amazon.com/trustedadvisor/nome B Trusted Advisor & &
2. WMREFEAKR Amazon Organizations EEBHEREE MK, , MR BRI K FETT+,

3. 7 Trusted Advisor Priority WEIF Y Active (5&3) ) I T , B —NEWE T

4. HEEBWFAGENEL , EEEXZIEMRENER.

5. MRLKBWTEATENKF, , HEFEZEK,
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6. EZRBMEIEES , ERLATLEZEUNER,

7. (ME ) RmAER, FARAGRRIZEVWNER, MRLEFEHM , WSHERZEERD @AY
B,

8. ERAKE, BIUADNIERN LA H BT Trusted Advisor Priority TWEIHI B X FIEIFH,

ZBEE I Amazon 4R FTA K F B R 1L
EIEMK =X Trusted Advisor Priority Z RS 12 5 7] LZBE EH T B K F A1

1. BFET https://console.aws.amazon.com/trustedadvisor/home #J Trusted Advisor 2% & .

£ Trusted Advisor Priority WH £ , BREMTERHALET+ L,

EERET 4 , EFENEM.

MREHBUFEATENOKS |, MIEFRZEE,

ERAMBIOHEES , ERETLEZEWAERERR,

(A ) MAGER  BHEAEZRZENNRERR, MREEFHEM N SRE RO B AWR

B,

7. ERZE, BUURSHERNES R, BICRSFHIE Trusted Advisor Priority T E Y 2 3< F &
+H,

o g bk~ W DN

(@ Note

BRLLERBUEN , RRERERRIRUZBNER, MRENET-HAR NGB TE
W, M AEATRY BB FER AR s b R B R ERIES

Trusted Advisor Priority 3% <8 A& H & F H A I8 B ZREE 1,
BRIR IR

WIABUGFERBWHERER | B URRZE.

® Tip
ORBWE , BRLTEEHHTZEN, NREBEEFERAEFZEN , HSR“AEEW,
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R REW

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor #2#| & .
2. 1E Trusted Advisor Priority TUH £ , RSN TFEHAL[LETF L,

3. £ Trusted Advisor Priority TWHE £ , £ BEiL , RF%F Resolve (R ) .

4

ERRBUFTEES |, RBBR, CERNEINE RTE Trusted Advisor Priority T A #Y
Closed ( B[ ) B+ T, Trusted AdvisorPriority &8 &HIEH % H A& B R ZE L,

R RET X Amazon A4 FRA K PRI E L

EIEM =X Trusted Advisor Priority Z R I & o] AR REFT B K F 21,

® Note
B 5 K T AR 7 L B R B2 o

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2#| & .

2. MREFERAKE Amazon Organizations BEEHEREE A MK, |, FUIRBI KA MK R+,

3. EBARETFH , EFEWEWN.

4., MBZEBUTERATENKS , SEFHBT,

5. ERREBUEES , EEHRR, BFRPEBIE TR Trusted Advisor Priority TTE # Y
Closed ( B ) £+ T, Trusted AdvisorPriority &8 &I&H & F HRA IR E#RRIZE L

BRI EN

BRMEWE , BHENEFF E T AERT FIZE N,
ERITAEW

1. EFRFITF https://console.aws.amazon.com/trustedadvisor/home ) Trusted Advisor 2 H| &
2. WREFEHAKE Amazon Organizations BEEHEREEA MK, |, NI B KA MK ET+R,

3. 7 Trusted Advisor Priority TUMH , 1%£#% Closed ( B3 ) &I+,

4. FEXRHAMEBYT , ERERBNEN , REEFREHITHF.

5. HEEMITFEIHEES , RAEHITHFEUNERER,
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6. %R Reopen ( EFITH ) o« BUUIRAIFZE R In progress ( IEFEH 1T ) HHILE Active ( 5EZ) )
‘IR T,

® Tip
WO VAR BWUEN  AREREFIBRREEFRTANER, IRENEFHBANEE
HITH 7B, I BFaBINEREE,

7. BREBBUOFAERFHSREE.

BT Amazon A4EAFRAEK S R EWN

EIRMK I Trusted Advisor Priority ZREE R J AEFHIT A HAABEK N E.

® Note
X BT P2 Fo A U e 5E S B

1. BREMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor 2 &l &
£ Trusted Advisor Priority WH £ , BREMTERHALET+ L,

EXANBNT , EREZBHNEN , AREREFRITH.

EEFMITHRUK EES , RAEFTAEUNER,

i%4% Reopen ( EFH T ) o BUURSIER In progress ( [EFEH T ) HHIVFE Active (5EF )
BT+ T,

o bk~ 0N

® Tip
WO VAR BWUEN  AREREERIREEFRITANER, IRENEFHBANEE
A TEWY , N BFSEMEREE,

6. BRRBWHFAERTHSREE.

THREUFARER

&t AT LA Trusted Advisor Priority TEi{E A BINHE R,
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® Note

Bal , B—RAgETEH —NE,

TEEW
1. BFZBIITF hitps://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2#l &

2. 7& Trusted Advisor Priority TU[H £ , %22 , AAF 1% Download ( T# ) -
3. IIAXHEFEBRVFAFE.

AMEIREE R
BRI HETRALANBRAKPERANMAEZEREER ., ZREERAMKS LU Trusted Advisor Priority #f

BE, BN, BR, ZHRAEIFIT TR

AMIKF S, BAIRFEREE R FA Trusted Advisor Priority FTEE#Y Amazon Identity and Access
Management iR, BEXxBEZEELE , HZ5H EEXN M5 EXPR Amazon Trusted Advisor #1 Amazon
Web Services HV 1T E KB Amazon Trusted Advisor,

BREZILGEMBEINRAK, . RSEEERFTRENEALTNBEREER, S4NERIALNEEK
P, TS BUEEMBEREE A

AMEREERR

1. LIEBKF BHEFINMT hitps://console.aws.amazon.com/trustedadvisor/home B Trusted
Advisor 2 &1 &,

ESME KR Preferences ( BIED ) T , & Your organization ( ZHI4HLR ) o

1t Delegated administrator ( ZKEXER ) T , 1%&# Register new account ( SEMFWKS ) o
EXEES  mAKRKS ID , AREERF Register (£ ) -

(AN ) BEHEIKF, |, FiEE K HIEF Deregister ( F8H ) o« EHXEEF , BIXEE
Deregister ( 74§ ) o

o ~ w0 b

FHEREER

EEIHEAAKFE , ZEKFNTBEEENEEIK MR/ Trusted Advisor Priority 1B R. 7B
REREEREHHNKF T LWEIRE Trusted Advisor Priority B9 E8F #f 438 &,
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TEHEBEREER

1. LIEBKF SHEFINMT hitps://console.aws.amazon.com/trustedadvisor/home B Trusted
Advisor 2 #1&,

2. TESMBERKTH Preferences ( BIED ) T , & Your organization ( #HI4HLR ) o
3. EZREEAT , &R, , REEREEH.
4. TEMITFES |, E£$F Deregister ( FH ) -

&2 Trusted Advisor Priority & Al

Trusted Advisor Priority @3d B8 FHB 4 KX B A, LB FHM4EBHBIFELNEF AR ABLEERIE
WHRHE, BALUIEEM Trusted Advisor Priority 3ZULE FTHISAE,

MRS AKFEMANEREERR |, BRI R AT DU K iR & 9 82U Trusted Advisor
Priority B8R 4i8 Al

Trusted Advisor Priority B FHMFBH T BIEENKFHNRELR , 5 Trusted Advisor BB EE
MRHEMIN, BEXEZELE , BSREEBAEIEN

@ Note
REEEKFREREER FHEIRE Trusted Advisor Priority B F BB 4438 %,

EBIRH Trusted Advisor Priority i %1

1. LUEREBRAKF BHEFZINMT https://console.aws.amazon.com/trustedadvisor/home 9
Trusted Advisor &l &

2. ESMBEETPH Preferences ( BiEI ) T , 1% Notifications ( BH ) o
3. f& Priority T , @A LU LA T &I,

a. Daily (X )-#8XEZEK—HEFHH4EA,
b. Weekly (8 ) - SF#ZK—F B FifHE,
c. REREZWHWBEA

- RABWHE

- RARBEH
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4. JNFWHEA , EEFEHERBFIREBAEMEBRR A, ELUM Amazon Billing and Cost
Management 2 %] & #9 Account Settings ( Ik i&E ) T2 E A 7 D0 FIMIBREX R A

5. £ Language (BT ) &WiH , EEF B FHGBHEANIES.
6. i%#E Save your preferences ( RFEHIEI ) -

® Note

Trusted Advisor Priority £/ noreply@notifications.trustedadvisor.us-west-2.amazonaws.com
bt RIX B FHRHBEH, BARESERAECHBEFHGEFRE XA X LB FHf4IREI N
IR 1

% H Trusted Advisor Priority

FRREWEFHRAF LN EREA L ThEE. ZERLLIIEERR |, &/Y Trusted Advisor 2 A F B E
LW,

WRE A Trusted Advisor Priority , REHEEBXEAT , EMAATUEEEZ - HAMKEZEER Trusted
Advisor Priority 22 Bl &% K1 o

F a6 Amazon Trusted Advisor Engage ( fl ¥R )

(® Note

Amazon Trusted Advisor Engage BRI AT , TRER K ETL, EAAZ LA EF T K AR
&% : https://aws.amazon.com/service-terms/o

& A LAE A Amazon Trusted Advisor Engage BN\ EE., BRMBERABEEINS S , 5 Amazon
Web Services Ik~ HARRMIEFERHITHSE#H1THE , N0 FAEH Amazon Web Services
Support 1+%l,

flan | &AL A Amazon Trusted Advisor #2&lI& Y Engage TUHE , @K Amazon Web Services
M ERAREREBUZFE, AF , FIER—F Amazon Web Services TRUAEBEER , HIR
HENSETRE,

£}
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TR
EESEEFHIER
EESERBEER
BRSE

REBZE

R H A AERE
ERXSERD

XS #EEMBERNSE
BRSE5

FRZM

1R

EANS

AR AR A B R B e SR A B LA N ESRF 8EE A Trusted Advisor Engage :

18I Enterprise On-Ramp Support it %/,

BRI K A8 T 258 A Amazon Organizations FFTEIHEENALR, AXEZER |, HSH
{Amazon Organizations FIF{gm) FHE AP mEhEE.

A LA R AT Trusted Advisor RIS H BRI R, BAILLENSUERBIKF BHEZHER
Trusted Advisor &l & H Ry & 1Y 48 20 T E 3R 3 A RIS 17 [ A BR o

BB H Amazon Identity and Access Management ( IAM ) R BRF BEi5 7] Trusted Advisor
Engage. &< a2 4I3} Trusted Advisor Engage MG RIRRMNER |, FS R EEX K15 B BURE
Amazon Trusted Advisor,

(® Note
Amazon Organization NHEAIKFEH A LGIESEER, MRAESSNKF B2 Hitt
Amazon Web Services Organization , W REZK - FeETH R 1ZS 5. ERFIES , ESH
Amazon Trusted Advisor B9 7= 51 B 55 12 Hl SR B o

EESERFER

REFHRENPRE , BRI LLA M Trusted Advisor #2&I & H R Trusted Advisor Engage TUH , EF B HIHE
R, WU LEHEFBEEES Amazon Web Services Ik FIRAKIE S,
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EELENSE

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor #2#| & .

2. 1 Trusted Advisor Engage MH £ , BRI LLEF :

. BRZE5RE
. EHWBEER

. BRAMBER

. FETANSEER

EESE5XRBER
B LEESSHEAE T, HRITLUE Amazon Web Services i BN ERNFBHSEHRR,

EESEXRBEEX

1. EFZEMITF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2#| & .

2. £ Trusted Advisor Engage ME Lt , ALK S 5RBH B %,

BERB 5

B ] LARYE Amazon Web Services Support it X2 2S5 B @ER Amazon Web Services ik
F ERERS 5,

BRSE

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor 2| & .
2. 1£ Trusted Advisor Engage TUH L , B ERS 5,
3. EELTW@A :

.« tRE

- EESE  KERERNSERE,

- HEXHBH  SENHEXTKBH. BNSE5RBHETEN KRR , REEMHBATHK A H
it&,

o BERAMY :
- BOIKF : kS EERNIEHKS TR

EESE5XRBER API iR 2013-04-15 82
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4.

s BNIKFANEEAKS : WSEBERTIEWIKF, EEIKF A Amazon Web Services
Organization WATBEIREE A KA E AN

« (A40 : BB Amazon Web Services Organization FHIFIEKF YA E RS EBE R,

- SE5/REEBFHY . Amazon Web ServicesiS A/ELLIN B = ZB R A MY B8 F R4 ik,
- BFEEBEHRE  EBRESEEREBTHU4RTLRIEXZEIN B FEREBEL,

« ARS WS EZEAHLKNT , Amazon Web Services 55 A #Y &2 F BB 431t

o BE  ERNTERNXHHY , aERHEEXESENFAER.

ERRIZER,

A RE S 5R RV IFAES

RESE

1.

BFE|LTF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor ##HI&

2. 1£ Trusted Advisor Engage NHE L , BRI ENS 5,
3. 1&$F Edit (&RHE) .
4. BAILUREUTIA :
« PR
- HEZHKEH  SENHETKBEH, SHSEREBETENERZNE , REETHTHA B
it&,
« BERAMY :
- BOKF : S EERMTENKS TR
- BNKFMEERAKS, : S EBERNEHNKS. EEKS M Amazon Web Services
Organization WFIEZREEAKF & AW
« {A40 : BB Amazon Web Services Organization FHIFIEKF YA E RS EBE R,
- Z5REEBFHRY : Amazon Web ServicesI¥ A #ELL T B = EBX R A B9 B F iR 4Rttt
- BFEEBEHRE  EESEEREBTHU4RETLRIBEXZEIN B FERHBEL,
« ARS : WS EZEHLKE , Amazon Web Services 5 A #Y &2 F BB 431t
5. EERTF.
wES5 API k7 2013-04-15 83
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RS AR

B LB RIX RN EME , 5488 Amazon Web Services IKF HARAR NS E#THE |, UX
BENSEER, B UESXBEBENR —NMIHFER | BREFXHMINEERSENE -
Amazon Web Services Ik S5t | H BEXEBE GTEM BRI 4 SR

AN S EF R P IS A IER

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B Trusted Advisor #2#| & .
2. 7£ Trusted Advisor Engage TUH Lt , R EE@EM X 4RAIERNFINS SN D,

3. ERBEUERTXRE,
4

NOER TAM BACER | 7 ( Wik ) XX, FEEBERAEEABREE , flUNED, 1§
AF%EE., £8 URL IPMASHER.

5. &R

ERSERS

BULERSERSUBEERZEENS S, TREEHTHSELUREFRITHRIE N EBUESREXH
n&5,

ERSENRE

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor #2#| & .

2. 1£ Trusted Advisor Engage MH L , B ELEFRHRSHESINSEN ID,

3. HSEHMAEETNAEL , BULFRSEXRXNEBUEH T K.

- HSERBNEFEERN |, B LUAEEUE.
« HSEREBNBJTHE , B LUERTK.

- XTEXRANSE , EUIEREHRTT. CHENSERBESFEFEE , MTANSEHE
ERITH.

XoHEENBFRNSE

B LBES SRR , LTHRSEREBIEREN , iE2 Amazon Web Services K HIBAHEER .

RBRMHFER AP BA 2013-04-15 84
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EETRKRWENINSE !

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor #2#| & .

2. 1 “Trusted Advisor2 5" mMEAL , £& “ANAH JUX D #HEMNSERNVES) :

« % : Amazon Web Services /= A SIENS5ER,
- B3R AFAIENSEER,

BRZ5
B AERL R ERANANEHNEXANS 5.

ERRSE | FHITUTERAE

1. BFREIMITF https://console.aws.amazon.com/trustedadvisor/home B9 Trusted Advisor #2#| & .

2. 1E Trusted Advisor Engage WHE L , AT LA T Ik b p TR -

. HIR (%)

. BEXR

. ERIFE

. R

. HIEWEA A
. A

Amazon Trusted Advisor # & 5| F

WO LATELL R 5| A EFFIA Trusted Advisor REZFr, WEAM ID, B A LAE F Trusted Advisor
BHAEBEEXRE, BURERERSHNESZEER,

MREEEEI, Enterprise On-Ramp =1l Support 11Xl , WA R BAEA Amazon Trusted Advisor
API 1 Amazon Command Line Interface ( Amazon CLI ) ARIEMKRE, BXEZEEL , BSRANUT
FR

o FF#4{E A Trusted Advisor API

BxRzE API kiR Zs 2013-04-15 85
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® Note

MREEANREALZFTIFEZARZFITR , WAL Trusted Advisor 25| & 15 (7]
Service Limits KBl HMERENZEELIINFHUTRE :

» Amazon S3 T @R
s 24 - AZRFNIEEwRO

® Note
A UEFEXHFERATRE,

AL
B ER T RAMRIL LIRS,

REEZM

- £/ Microsoft SQL Server K Amazon EC2 KB RFE
 Amazon EC2 EHIEZLE

« Amazon S3 AT IR LERIETRE

- RHEMNRFITE R

o RXERAVSEME IP byt

£ F Microsoft SQL Server By Amazon EC2 =4I R E
iR

KEN X 24 /PETRIZE1T SQL Server B Amazon Elastic Compute Cloud ( Amazon EC2 ) 38

fil. SQL Server BIEENBN LGB EIHTEBSERS. £/ SQL Server Standard Mx =6l & %
AILAEA 48 4N vCPU, £ SQL Server Web hREYSEHI&Z AT LAEA 32 4N vCPU, HNREHIEN
It vCPU Rl , Mt ELRRE,

MRIEHRPIBERTAE , WEFBEXNEHREA , BHXERIMERA. EUTAEEXFNHE
AN AFE B R AR AN o

BAALAL API 7 2013-04-15 86
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MEBATEETRE —KBARIIEK —1 SQL Server KB AT LAEAHZ K vCPU BMZBEEZEEN
MREEABETMERS (RI) , REXFREXRETT , WKERTHTEF2TE,

® Note

HRENEREREIRFZR , HEFTAFRFHER, ERAURFZ/LNRSEE
Ro HHET , BIEMEARE P PR IR

<

BEID

Qsdfp3A4Ll
REZXH
- 416 : £/ SQL Server Standard WREEHIEFHET 48 4 vCPU,
- 46 : EA SQL Server Web Wy EF#ET 32 4 vCPU,
Recommended Action ( iKY RE )

X¥F SQL Server Standard i , FEZEEHRNE—XHIRFIFAERF 48 4 vCPU BIEHI, XFF SQL
Server Web R , BZEREXNE—KHFIRFIFEE 324 vCPU WLfHl, MELAXKEANF , &
EZEERNHNEFEMRILN R5 26l, BXxEZER |, i5S T Amazon EC2 E£#B2 Microsoft SQL

Server BV R{EXE,
HAth B IR

« Amazon E£# Microsoft SQL Server

« A LAERA Launch Wizard f&i{t SQL Server £ EC2 EHEPE.
&5

- W&

- X

« SE41 1D

o SEfIEH

+ vCPU

- SQL Server iR

- KR vCPU ¥

o HFAYSIFISEE

- MAEBATE

AL API| B4 2013-04-15 87
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o EIREFETE

Amazon EC2 4|2 & 1k

>t

iR
RERBECEIEET 30 XA Amazon EC2 324,
&R LATE of Amazon Config 8P IEE R ITH RKE{E. AllowedDays

BEXEZER , FERBAENEFMELLILE , AT AEERN Amazon EC2 4% ?

@ Note

RENER/ERADRHZR , AEFTARFRFER, EXAREE/LNIEFEE
/-.r\o ‘_—LIFJ'J y j&%/ﬁMﬁt#qugFFﬁﬁlﬁo

BEID

c18d2gz150
HIR

AWS Config Managed Rule: ec2-stopped-instance
REESRM

« B : Amazon EC2 EHIME LRt EEN T AT X,
Recommended Action ( iKY R4E )

BEEDEL 30 KKEKATEIR Amazon EC2 £, ABR~ZERKRERA |
B34,

T
/‘»“5

TBEENM

BEXEZER , BSRLIESEH,
HAth 5 IR

« Amazon EC2 REEM
=gl

- RE

- X
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https://repost.aws/knowledge-center/ec2-billing-terminated
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://www.amazonaws.cn/ec2/pricing/on-demand/

Amazon Web Services Support AFEE
o IR
« Amazon Config #L1|
- WA
o LIREFETE

Amazon S3 REK TR EEFILEE
iR

KEZ Amazon S3 FRRBEAEE T AERBAMAN |, Uik 7 REMARTRW SR EE, B
{5 Al A ap A A mp L 3X LB oK 5 AR Y £ 4% M BRS BR Y 7 0%

(@ Note

ZRENEGRBR2BIRF —RIZRX , HEFTATFRFER, EXTEFE/LNNNDTS
REE R, HEl , B ENUKREPHREIR.

®EID

clcj39rrév
REERM

5o AnANEEE#HBETEERTYLE 7 REMATERWME DR AN EGEERN,
Recommended Action ( ZiKRE )

ERRXAENAPANNFERENESEINEE , ZANFEEMBERTHRNT R LML, 24 Met/E
MARTERE LETAATRETK. SHtARREACIZESFHIAN, BULCRENATFHEEDH
FIBENR, NIREFENFERRBTHNEENREAEESAREREE  WTNRESHEETERH
RN, FERFEELSNURRIFFA ListMultipartUpload API TREZE R,

Ht 3R

L AREE

A F0 0 BR R 52 AR RY 90 BR B 4% LABR MK Amazon S3 R

ERD R EENEFHNR

A AR ETE
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/lifecycle-configuration-examples.html#lc-expire-mpu
https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-lifecycle-mgmt.html#lifecycle-config-overview-how
https://www.amazonaws.cn/blogs/aws-cloud-financial-management/discovering-and-deleting-incomplete-multipart-uploads-to-lower-amazon-s3-costs/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/mpuoverview.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/intro-lifecycle-rules.html

Amazon Web Services Support AriEE

R L B RREN TE

Pt B EENEREREE

i a=gd
< KB
- X#E
- FREBEW
« 7 ARN

. MBRTFZE MPU B4 d EEM N
- BEIEHRE
o EIREFETE
R E R T E 9 e
R

B

¥ & Elastic Load Balancing BLi& 48 T iF B/ S 5 1925,

BEENEAASOESBRXETH. URABHERIEXBENEH:SF , AENRMEZERES
BIFERS , MEEZERMEAATEES. UREBTNRE ELB RFPNWLBATITEEFE
B, e aEFEEM ELB £ & ( Application Load Balancer, Network Load Balancer ) o

BEID

hjLMh88uUMS
RESXH

- HE  ARSERIEERNE%E,

- BHE  AROESRIEETRREENFIHRESH,

c BB EZEZET7 XA, ARGESRSRNBERKLD T 100 1,
Recommended Action ( ZiYAYIRE )

MR BN AT E LA TN GRS |, NZEEMEFIM R AZEEEE. BSRERAZYE
723 XAt Amazon EC2 SIS il Br S S ¥ 7 38 .

MRENABHEERZEETEENFRES , ESHX Elastic Load Balancing #1TRFHE :
EITRARERE.
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/intro-lifecycle-rules.html#intro-lifecycle-rules-actions
https://docs.amazonaws.cn/AmazonS3/latest/userguide/lifecycle-configuration-examples.html#lc-expire-mpu
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/US_DeReg_Reg_Instances.html#RegisteringInstances
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ts-elb-healthcheck.html

Amazon Web Services Support AriEE
WMRERN AEITE /A ERBRE , WE BB RABEDER. BESFMRAREESR.

H b IR
- EEARGES
« X} Elastic Load Balancing ¥ 17 8] Zi#E &

i §=gdl
- X1
- EBEREN
* Reason

- HifBATE

RRERHYSEM |P bt

KEEFEZETH Amazon Elastic Compute Cloud (Amazon EC2) SEHI;& & R Ex 54 1P it
(EIP)o

EIP RENISEITERITHNES IP b, SESGHNES IP it FE |, EIP BXHAHE IP it s
RS BB IKP P EY 5B — D RBIREF KGR A XEE, #XEERSITHRGITXHN EIP,
FHEL R L.

®E&E ID

Z4AUBRNSmZ
REXMF

BHE  DEAEMY IP it (EIP ) ZRESERIZITH Amazon EC2 3Efi3<Ek,

Recommended Action ( i K RE )
I EIP 52 TR EREHIRE , RBHBAKRREKW EIP, BEXEZEL , BSRNEM IP it 5T
B B2 17 SR < B FNFR ARG 1P Mok,

Hib& R

s P bt
&5l

- X

- P ithut
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-getting-started.html#delete-load-balancer
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-associating-different
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-eips-releasing
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
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Performance
BERERSEH (AR ARE ) RRSKRSHMEE  UEETUFATMEFHE, KESEFHD

3K A5 48 U AT R A5 P B9 B/ R
IERBMER AT ERERBIRE,

REZWR

« Amazon Aurora BIEEEFNENITEABERETE
« Amazon EBS Fii& IOPS (SSD) &M B &

« Amazon RDS EHINRABTERETE

« BfEAE Amazon EC2 3:4i

s MATXEHINAE EC2 ZE£HAN

« EC2ZEHPHREHN

« SEFAKN Amazon EBS BN S

Amazon Aurora BIEEEBHNEMTERREETE
iR

K& Amazon Aurora BIEEEHE RS EE I HEMITERBNRR,
®ZEID

c1qf5bt038
REEZRH

BHE

BIEFEEIEEN  BEEAERS , HEESENTHZTEAREHTITH.
Recommended Action ( ZiLHYR4E )

BNBUERARENURDOBEENR , REABRBEEERFT I — N EEFHPEARBEFXH
MR SRAIZEM AN REEEHEESRS, HREFEDR —MREEFERFINBEEFEARFER
B, TERHRIURFERD . B @ERFHMNSE —MNEEFESSO I T AEREE D 2 HEF

SEHABRART AR D RXLEERF,
H 3R

Performance
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Aurora BIEEEHE — M T RIGEZEMETNSLET R, xS ER ﬁﬁiﬁ—uﬁi%”ﬂiﬁi&ﬁﬁ’i
BhBEEAHENREANEL, ERELET SR Ffﬁlﬂﬁ%’jmﬁ’*‘u Aurora RiEEIARFHE A E

Bl sk, EENES KR IHRT MR A LARIBER & Aurora RiEEIARNHEYT BAIEH A SELECT Elﬂ
HNBE,

BEXEZER , B Aurora BIRRINBIBEESEFNERE Aurora BIEESFHNEENT B.
&5

- RE

- Xig

- TR

o« WINBKIEEIEE (1TEK)

o ERA N A H

« EIREHETE

Amazon EBS Fiii& IOPS (SSD) &M ELiE
iR

KREMMMEIREZLS EBS {£1LE Amazon EBS HJ{£1t, Amazon Elastic Compute Cloud (Amazon
EC2) £H|# & IOPS (SSD) %,

Amazon Elastic Block Store (Amazon EBS) FHIFIE IOPS (SSD) X £ inE| EBS L4t 3451
TRERALTREARY M BE,

KEID

PPkZrjsH2q

REESM
% W& EBS {E1L#9 Amazon EC2 SLHIEA DHIMATHRE IOPS ( SSD ) % , EXFIKREZ
& EBS {t1t.

Recommended Action ( iKY R4E )

BIRZ EBS MULAVHTEB , D EE , HEIFRHEMMEFKE. BXRXEZER , HSH Amazon
EBS {L{LHISZBIFN R Amazon EBS i hnEISE 451,

HRIR
« Amazon EBS &£ H
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https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/aurora-replicas-adding.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/Aurora.Managing.Performance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-attaching-volume.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html

Amazon Web Services Support AriEE

« Amazon EBS &8
&5

- RE

- XE/TAX

- &ID

- BH

- BHH

« 3£ 1D

o SRfiZRA

- EBS {1t

Amazon RDS PN REBRERETRE
iR

# 2 Amazon RDS 32fI5% Amazon Aurora BIEESHIRBEEBZTFMENRESR
BEID

i

o

c1qf5bt039
RERMH

BHE

O ut-of-memory kills : HHEEEZH LHNHBERBRERERINNTFRLMELN , REFE
(OOM) RIEIT B LN,

Rt % : os.memory.swap.in Fl os.memory.swap.out IEFRER S
Recommended Action ( iKY RE )

BNBVWERARENUAEARAELNRTF , REEAIENFESHNEREFXFIRE, IXFAET
BE , XemBIEEMEE,

H A 3R
M E O ut-of-memory kill : HEH LETHHEEENNFELRERENEGRTAANE

B , Linux REZLBAAAREFLRE (OOM) RF, EXMIEFRT , OOM Kiler 2 EFA EHEIZITHH
B, HFEL-IHSMER , URBRGEANEARBREET.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSPerformance.html
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RAUFRER  GHFEEFINLHREFREN , RERGESEIRZRFABE RSN KO ERN
WH. HRIRLFEBIEEFELRE,

BEXEZER , 2/ Amazon RDS =4I E MY E Amazon R DS =4,
= 5l

o RE

- X1

- R

« O ut-of-memory T3 ( 113 )

- BEX#H (1)

« ERBNEH

« LIREHESE

= AZE Amazon EC2 =44l
iR

BETE 14 KABERHZEITH Amazon Elastic Compute Cloud (Amazon EC2) £4i, #n8R7E MM X
EKEIANEH CPU £AXREN 90% , M &EER.

—HNEFARTRERAMEFSINL, BE. B , CHARKRTINABRFREEBHNRF, B
REUEH CPU ERAERHHE , B THURENRS
®EID

ZRxQ1Psb6c
REZRH

R AESE 14 XRFHNEDL 4 KA, ENEHIEE CPU FEARES 90%.
Recommended Action ( iKY R4%E )

ZEANMEZEH, EXBRERFZENEFIBENEES , BSRIT L 2E Auto Scaling ?
H &R
o W5 Amazon EC2

« KB TBIEMA S BEE
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https://www.amazonaws.cn/rds/instance-types/
https://www.amazonaws.cn/blogs/database/scaling-your-amazon-rds-instance-vertically-and-horizontally/
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-monitoring.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html

Amazon Web Services Support AriEE
- WG # CloudWatch 35
« Amazon EC2 Auto Scaling i {55
= 5l
s XE/ATAKX
- 3£l 1D
- SRpIKE
- ZBIBR
- 14 X CPU #HEAX
- CPU EAZET 90% BRI

MATRFIHARE EC2 ZEAHN
HiR
REEGREZSAMNAE Amazon Elastic Compute Cloud (Amazon EC2) 3£, IREHIEF K

BN | HeErsEaREK.
KEID

j3DFqYTe29
REZXMH

- #HE : A Amazon EC2-VPC EfIHERES 50 NEEHMN,

- BB : & Amazon EC2-Classic EAI#E T 100 NLZEEMN,
Recommended Action ( Z iU AV IRE )

BERBRFASLELEEBNAN  BOEXRFXKNANKE. BXESZER  FSREMNZEADH
BRI

HAb B R

Amazon EC2 £ 4
i §=gd

- X1

« 361D

« BB
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/autoscaling/latest/userguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#concepts-security
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- VPCID
o AVEALI SR
o HUAMN B

EC2 Z&HAFHIKEHN
iR
K &S Amazon Elastic Compute Cloud (Amazon EC2) Z4£ AR B EEIT ZHHN,

MREZLAEBERENN , W itaETESERE,
KEID

tfg86AVHAZ
RERM

- B A Amazon EC2-VPC Z£AMAEEE 50 MM,

- BB . 4 Amazon EC2-Classic £ A AR 100 NN,
Recommended Action ( il HYIRE )

BERABEREENAN , URPZEAPANNBE, BXESEE , BTSRANZ2E DHIBRA
e

H %R

Amazon EC2 £ 4
=gl

- X1

« BEHEERN

« 441D

- HR

« SRt

- VPCID

o AVEALEEK

o HAMNEEK
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
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S EFEAK Amazon EBS #MEN TS

iR
REUREHESEFNABTESETESMEEHR Amazon Elastic Block Store (Amazon EBS) it
R,

HMENFRBRTATEEPERRABAME (/0 ) BERXNNARERF , TRIE IOPS BX, EF
HIRMHLY 100 IOPS , EERRERBRIEENE IOPS, T —HRREMW IOPS , LA LERATIE
IOPS (SSD) &, N TRXK IOPS , &I LMERBAE (SSD) B, BEXEZELR , HZH Amazon
EBS BEH,

BRXH EBS ALITARISKHISREFIK |, HS ) Amazon EBS fRALAYKB,

BRI HERARER , B THRERENREG. FANBRETRENIE 14 RPNE-—KRETR—

5l, MRXBEFREBS B , B/ HNE, MRRXEXRENEFERBTAFZNNE K NWETHEE

RN/A, MRBFERE , EABFESSAFENPEENTZLESE (FlI0, 256 / 20%) .
®E&EID

k3J2hns32g
REZRN

®E : Amazon EBS BB INEISEAIAF |, ZSLHIREN EBS AL SAEN A T E M LAY H K ER
2, ZERITENENEBRHREKRT 95I10PS , #EER X 14 X9, ELE 7 RNERLERE/NT
PREN 10%.

Recommended Action ( BiKRE )
MNF—HRRESH IOPS , EBALAERATIE IOPS (SSD) &, M TRAK IOPS , &aLAEREBERA
(SSD) &, BXREZEL , 1S Amazon EBS B,

H i BR

Amazon Elastic Block Store (Amazon EBS)
& 5

- RE

- X

- &1D

- BH
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
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- BIHRH
- RAZHEHE

® Note

MEREZHIKF /B A T Amazon Compute Optimizer , BATEIUE XA Amazon EBS FiAE T 2
BERE, BXEZER , BSH B A Amazon Compute Optimizer LA 1T Trusted Advisor #&
&,

ZEH

BRERANTRERFIRE,

(® Note

R R EE Amazon Web Services i 5 A Security Hub , W AT BA#E Trusted Advisor 2]
AHEFERELER, BXEER , H5 M £ Amazon Trusted Advisor B2 & Amazon Security
Hub 24,

B LAEE Amazon EMZ £ RESRELZLMERNTEEYG , {8EF Category: Recover
> Resilience ( £ 3l : k& > 3#M ) WIRHRN, BXRZTIHFEHFNIIEK , S5 (Amazon
Security Hub AF#ERE) FH AmazonEilZ £ RIEKBRZEH,

KREER

8 Ubuntu LTS B Amazon EC2 SRl B K IEpr T
Amazon EFS B Fir R fEA data-in-transit 1%

Amazon Route 53 FIEELE#E M S3 fFE Y CNAME 2%
Amazon S3 F RN R

ELB fi¥res &£

ELB Z£ 4

IAM 2#83 3R B

ZEE - TERFINIFERD

LEE - TEZRFIHIGE

et AP hiz 7 2013-04-15 99


https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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#A Ubuntu LTS B9 Amazon EC2 SEfl 2L ItirE X IF
1, B

MBRABIEFEZ SR CRETEIFNLLERR] , MR ELRESR, XETHIIEEE , B
AEBEIT—PLTS , BELAAEKFUbuntu Pro, XFFLLEE , 1889 18.04 LTS ITEALR T2 WEE
AL £ E#, T Ubuntu Pro f5 , REY Ubuntu 18.04 LTS FFE AT LATE 2028 F 2 BiiREY REZ £
44 (ESM), MARBINZEREAXEENREZINBERSE , AR TREHAEXFR.

BEID
cldfprchl5
REXRMH

a6 LS EC2 ZAIH Ubuntu MRS 23X BIFRE X IFHIZL LE ( Ubuntu 18.04 LTS, 18.04.1
LTS, 18.04.2 LTS, 18.04.3LTS. 18.04.4 LTS, 18.04.4 LTS, 18.04.5LTS #1 18.04.6 LTS ),

#HE . WEE EC2 E4I8Y Ubuntu ARAFETE 6 /N A BIETE N4 RARE X ( Ubuntu 20.04
LTS. 20.04.1 LTS, 20.04.2 LTS, 20.04.3LTS. 20.04.4 LTS, 20.04.4 LTS, 20.04.5 LTS #
20.04.6 LTS ) »

% . A Amazon EC2 EHIHEM.
Recommended Action ( iKY R4E )

E§F Ubuntu 18.04 LTS EHIAREIZIFM LTS A , BIRBAX PRIV RETIRIE, BN
Ubuntu 18.04 LTS 3E4IH % 2| Ubuntu Pro , 515 R1IAmazon License ManageriZ &l & H 1z B A F 15

EHRINSEETRIE. Amazon License ManagerfRtE ATEAS [ Ubuntu 8% , HhER T
Ubuntu 251 F 4 E Ubuntu Pro 9% & R

H 3R

BXRENMWEE |, FBHRAmazon Web Services Support,
&5

- RE

- X

« Ubuntu Lts MxA

* Support BIFiT4 1L BHHA

« 361D
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https://ubuntu.com/server/docs/upgrade-introduction
https://docs.amazonaws.cn/license-manager/latest/userguide/license-conversion.html
https://www.amazonaws.cn/about-aws/whats-new/2023/04/amazon-ec2-ubuntu-pro-subscription-model/
https://docs.amazonaws.cn/license-manager/latest/userguide/license-conversion.html
https://docs.amazonaws.cn/license-manager/latest/userguide/license-conversion.html
https://discourse.ubuntu.com/t/how-to-upgrade-ubuntu-lts-to-ubuntu-pro-on-aws-using-aws-license-manager/35449
https://discourse.ubuntu.com/t/how-to-upgrade-ubuntu-lts-to-ubuntu-pro-on-aws-using-aws-license-manager/35449
https://www.amazonaws.cn/support
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- XEFAH
o LIREFETE

Amazon EFS & Fim Kk data-in-transit f1%%
1. 85

¥ & Amazon EFS X &5 2ABF A data-in-transit IR A RER . AmazonBiNE B #HIE
FfEA data-in-transit 1% , URPHEEXEZE/NHBEIRLTNAHFR ., Amazon EFS BiUEF
fEF “otls” HHFIRE , £ Amazon EFS EEIHBBREFEA TLS v1.2 WEH PHBIEH#1TINE,

®EID

cldfpnchvl
REERM

B . 8K Amazon EFS MH RS — N2 NFS B P im R E AR M data-in-transit f1Z3ThEE
HHEEFERIRE,

% : B8 Amazon EFS X#H R LM FTE NFS BEF i & E A HEEMNIRME data-in-transit N IHEE
HEHIRE.
Recommended Action ( iKY R4E )

EF A Amazon EFS £# data-in-transit INZheE , WAVEWEEH Amazon EFS HEHHBIERF
MEENEF RETHEHH RS,

(® Note
R Linux RITHRT 2 ERMIAZEF TLS ZhEEY stunnel iR AN, MRIEFEAN RN
Linux R1THR (BSHEMAXRORTR) , BARNBNSEEARENERRBENR
2B HA AT AR

Ht 3R

o« XHE R R BIER TN
RE5

< KT
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https://docs.amazonaws.cn/efs/latest/ug/overview-amazon-efs-utils.html#efs-utils-supported-distros
https://docs.amazonaws.cn/efs/latest/ug/encryption-in-transit.html

Amazon Web Services Support FAF $57
- X
« EFS X# R4 ID
- EERMENTAX
« LIREFETE

Amazon Route 53 FEELE#EIEM S3 F# R CNAME idk
9
£ A E#15[[ Amazon S3 F#EEN B M5B 12 FK ZE Amazon Route 53 1£E X1 , 2N R &R 5

RiCFKELEN S3 FRBBAMTEE , MoK HER.
®EID

clng44jvbm
REERM

418 : Amazon Route 53 £ & X H 5B 12 %R A S3 FEMENSB T THE

& . £2H Amazon Route 53 & X R KB T CE A CNAME 2%,
Recommended Action ( iKY RE )

FolBidRKEMD S3 FRMENEN , XABRREMENTAH B IERKIINBCEZBEFECENE
R, BRIXAM , B LU 2 CNAMEIR KA IRAY XL o 1854 AT BARS LE R (T R Z RN AYAmazon
RPERENEERERRIEENMNERNE,

RNBRGHBILRKEEER S3 FEEENS , BEZRERARIFRIEF (OAC) BiE Amazon B &
B S3 FH @M EZET=, CloudFront

BXRFHEBIEFEE Amazon S3 FEBENEXBENESER , BZAEABNBIEREEN
Amazon S3 Mk,
H i IR
- WA ENRBES Amazon S3 FFEREMEREX
- FAUTHSREHI Amazon S3 KJR#YIEIA CloudFront
=gl
- RS

- EEXHE ID

ZeH AP W< 2013-04-15 102


https://docs.amazonaws.cn/AmazonS3/latest/userguide/VirtualHosting.html#VirtualHostingCustomURLs
https://docs.amazonaws.cn/AmazonS3/latest/userguide/VirtualHosting.html#VirtualHostingCustomURLs
https://docs.amazonaws.cn/AmazonS3/latest/userguide/VirtualHosting.html#VirtualHostingCustomURLsHowTo
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html

Amazon Web Services Support ArfEm
- EEXiH ARN
- tfit CNAME id%
« BB IEFAFIEE
« EREFESE

Amazon S3 TE & E N R
1 65

#® & Amazon Simple Storage Service (Amazon S3) F EGFF KA EMNER , A FHEME AL T H
B IAIER Amazon B P E#ERE,

HREFLEE XN FEBNRUR TR B X LN RN FEBRE. 2IAER Amazon S3 F1#
ROFERPRTIRFEMRR, XENRAESBETANA S ME I HFERBPHNR ,
MMSHBEASTHH. I8MART EHEMBBRGRANBRHNRITESBFERETHAZSF
o

KEID

Pfx@RwgBli

REZXH
- B NTAEASREMETEFHBRIEN Amazon AP , # ACL ARSI H B R,
- BE  FHAER AT AN T B,

- BHE FHNRKREAERFLBIHRNRRAIEA, Block public and cross-account access to
buckets that have public policies ( RN EE AE RN EFHEBHITLABENBERKAER ) RED
7, AEERFANREERBRLABEAZRE , T AFZKFHRNAFER,

« #Ef : Trusted Advisor TR EFRRE , R HF HMFRER T LA R,
« 06 WTFREAREALE BRI Amazon B , # ACL R« E4&7F1“MIBR 5 B AR
Recommended Action ( ZBil A R4E )

MREFEBAFTRER , FRERETBHIF[ETRTR. IRTFE , FEMFERBNNR , AR

ATFREERREA,BE, E/H‘Amazon S3 B LEAB R RIZH A FXN SN BEZEITLEHR
MiRE. FSHAREFHEBINNREENR,
H 3R

EEX Amazon S3 &R HY I 8] 1 PR
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https://docs.amazonaws.cn/AmazonS3/latest/user-guide/set-permissions.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/s3-access-control.html
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w5

- RS

- XEBH

- X API BH

- FHEER

- ACL RiFFIF&

« ACL A ¥F L 2/MiBx

. SRBE AU A

ELB irss <4
88

REAFIHEENETRTEAKENLTLEEHTNEBRF. AmazonBiUERARZE L
(HTTPS 2 SSL ) . up-to-date Z£ KUK T2 ZFBRHIL,

LHERNAMIER (EPHREAEOES ) FRZSMUE , BRRMATRISE SR Z B 6 ERG45M0
2, NMEIBEL2MWIRE, Elastic Load Balancing IR#E UM Z 2K , ERBANHTE
Amazon £ &EXK., FHREBTAR , 2 X MTE KB FIRA,

BEID

a2sEc6ILx
REERM
- HE  AROERNTANTERSRERLTLMN (HTTPS 5 SSL) .
- B AFIIESRMITEEA T ENHTUEN SSL T2 K,
- B ARGERMREA T THENBBRINL.
- 46 AFERMTREA T TSN EBRIPL.
Recommended Action ( iKY R4E )

MRERIABGERNRELNLTLTE |, BEM HTTPS = SSL iU 17 Al imiE
FAEIERNTMEN SSL R RBARBFHIIRA
RERFEENZB ML

BXEZEER |, 551 Elastic Load Balancing H i1 IT85EL & .
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-listener-config.html
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H b IR
s MTSRRERESE
- EHMAERISE RN SSL SR E
+ Elastic Load Balancing #J SSL & #l &
- SSL T2 RmEK
R &5
« RS
- X
- REBSERER
- AEGERIRD

 Reason

ELB 44
458
RERETHAZSE , REAFHARNARSEERENHEOINRLANARIIGE,

MRBBREENABIERIBENZT2E | WARSERILTERTHTHE, MRLZEARFER
REWNAREEREEN KD , WBREERFBEREGHIXKE B,

BEID
xSgxX82fQu
REZH
- BE . EAFEEEEXEKN Amazon VPC T2 A M A SHH N 521 1 B R 1E S 819 25 A0 LT 85
BEREXW®O,

- A8 SRFEERIBENZEEATEE,
Recommended Action ( iKY RE )

BLERSAMN , SUFTHRIBREERBIGERMITHREEHELHNHOMBPIL , ARATIEFHRE
MTU RIHY ICMP . ESRE B AT ERAVUITRMN VPC FE RS ERN LTS A,

MRZLARK , BEFERLENAINEEER. EREANN |, Fi5E RHERBIGE RN
UTEREC B HE LY iR O M. 1§25 VPC R MBI E RN Z 248,
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/using-elb-listenerconfig-quickref.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ssl-config-update.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-ssl-security-policy.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-security-policy-table.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
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H 7R

« Elastic Load Balancing fi FP$87&

- BBELAAFITESR
=gl

- RE

- Xig

- MEBSERENR

- Z24HID

* Reason

IAM 2355 5% &

15 88
REKFNZBER  HEABATHERIREATBHETERNE HES,
RBARERBIEHSIZEAFFHIRE T Amazon RENEAR LY, BEEUBRREREBBE

B, HRMEINHFAFEFHITER , EFERABAFEXEER,
KEID

Yw2K9puPzl1
RESRMN
- HE  EBEXKEEA  BELE-TABRERREA.
- 48 REAEBEK,
Recommended Action ( ZiX AV IRE )
MRBIHNBERKRER , BZERHTEA. URREATAEBEXRE , SUEHEERKE, S
B9 1AM B iR E K 250 SR .
H b 53R

EERG
&5
. BRIBERL
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https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-configure-load-balancer.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Credentials-ManagingPasswords.html
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- KE
. /J\E_
. m

- EFRHF

REH - T RRBEINSERD

5458
RERSARTEAENBEROETTRRAHA (0.0.0.00) KRN,
FEMENHHLHMBEED (BE denial-of-service Kifr, Wi, BEEX ) HHl2. RBE

BHRAMRENLE  REBRINIGEOFRIEARR, RICAZENREABEATERTZREH
HNAREFER |, fli HTTP M SMTP,

MREHBELIXMAAEETZE4E  RINBUEERAEMERSERERARP ERNEMIRE (W IP
®)o

@ Note

HRENITGELNENZEARHE IPv4 it fY ABEHN], Amazon Directory Service %
NZESARIENLERER , BEMNT2ERRENK , HEAESR £ il 2B R
EoNe BXREZEER |, 15 Trusted Advisor & ML |8,

(® Note
HRERNEEESEENEIRSIRR T 0.0.0.0/0 WiFFRRRHAESFE T2 HNIRE A
Bl
KEID
HCP40073jGY
REESM

. % : HAEERO 80, 25, 443 = 465 N2 [R5,
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https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
https://docs.amazonaws.cn/vpc/latest/userguide/managed-prefix-lists.html
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« 46 : iFEEwAa 20, 21, 1433, 1434, 3306, 3389, 4333, 5432 = 5500 F3Z R,
- HE  pEEATEMAROFZRE,
Recommended Action ( ZiL K RE )
REEREERN IP it FaHE, ERAFRE IP it #1708 |, ERERIRERN /32 (6
W, 192.0.2.10/32 ) . ERIEEMTHRAMAN G , EF5 MR T RREHM,
HAbBR
- Amazon EC2 44

TCP 1 UDP 508 3%
o Fo3iEiE BR B
w5l
- RA
- X1
- REAER
- B4 ID
. MY
o im0

« &itiwO

Z2H - FZRFIWIEE
5483
REZSHRBHFE AT RS U5 7 B RA AN,
FZREN TR SEMEEZES ( 2F denial-of-service i, Wi, BIFEEX ) WHlE,

® Note

R ENITFHECRALEARE IPv4 a9 ASEM N, Amazon Directory Service 82
NEZLERIENIEHERS , BEEMNT2MERERNRK |, H EEAR L iR 2B BERR
ESNe BXREZEER |, 15 Trusted Advisor & ML |8,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
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® Note
HRERIFEECEENIIRYIEFR T 0.0.0.0/0 WiFRNRAAEFERESEHNTRNA
il
BE D
1iG5NDGVre
REZXMH

g6 Z2ERANE—NEEN 0 R IP ik |, ZEHKRATAT 25, 80 = 443 UKD,
Recommended Action ( BiKIRE )
REERWERN IP thut FaEHE, ERAFRE IP it TiHE |, SRERIRER /32 (6
W, 192.0.2.10/32 ) ,» ERIEEMEHRHANGE , BSLHBRT TRANMAL,
H i IR
« Amazon EC2 24
- ZRFRKH
&5
R 7
- XiF
- BEHEBH
- Z24A ID
- Y
- EHEN
« &1tiR0
- IPSEFE

REERE
A AERATRERIRE,
REEH

« Amazon Direct Connect{i & 3% 1t
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https://docs.amazonaws.cn/vpc/latest/userguide/managed-prefix-lists.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
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« 3% DocumentDB # 7] F X £

+ Amazon EBS &

« Amazon ECS Amazon HERFIEFL T RBEER
« Amazon ElastiCache Z ] A X £ 8

« Amazon MemoryDB % o] F§ X §£ &

« Amazon RDS %

- Amazon S3 F#E AFIER

« Auto Scaling AE TR E

« Auto Scaling &R

« ELB Connection Draining

- ESEESLL

Amazon Direct Connect{i & 3% 14
R
BREES/NEIE AR <2 A R < #8 >< B Amazon Direct Connect{y &E5# 14,

MRIEEME XL T A MK Direct Connect MxAKBLENERZEDH Direct Connect L& , N
HEELREE, RZUBHEETRESSHEINENAMERNERAKR,

BEID

cldfpnchv2
RERM

a6 ERlT AKX Direct Connect M )& B M EMEOEE N EZ Direct Connect {1 B E$#
E e

#HE BT AMXE Direct Connect MXxiEEBZ/NELIED , A Ti#E#E[R — Direct Connect
NENNTERE. BREEEERENEZA Direct Connect (L BEERRE .

& . EEE AMXE Direct Connect MXELE N FEHEAL B Direct Connect (L&,
Recommended Action ( Zi K R4E )

EFJ3 Direct Connect {7 B3 14 , &7 LU EE#L % AAM X5 Direct Connect MXEE N EESZE D
PN TE# Direct Connect (LB, BXEZ{ER , HZ M Amazon Direct Connects# 21,
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https://www.amazonaws.cn/directconnect/resiliency-recommendation/
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H %R

Amazon Direct Connect3# 321

Amazon Direct Connect# FE# B
&5

- RS

- Xig

o EIREFETA

- BMERS

- UE

- E#EID

- W% ID

I % DocumentDB 2 A Fi X &£ 8%
R
RELSEBRENETHAXH Amazon DocumentDB £,

EETARXEMDIZEIT Amazon DocumentDB THEMBEFEULABSEXBN THENS , MNAGHK
EhMERZAREEE 10 08, FERFNEEMTAXIBRIAIS , BRELF ., SHIHE,
48 14 B FE R O] A (X PR A (8] Y AT A A

@ Note
ZRENEGRBRKBIFFT-—RIZR , FEATARTFRFER, EXATERFBZE/L NS
REE R, HHl , BT EMREPHERA IR,

KEID

cl5vnddn2x
REZRM

#E : Amazon DocumentDB & EHI F AR =/NAl X g A,
£k : Amazon DocumentDB B E =T AX P HELH,
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https://www.amazonaws.cn/directconnect/resiliency-recommendation/
https://docs.amazonaws.cn/directconnect/latest/UserGuide/resiliency_failover.html
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Recommended Action ( ZiYAYIRE )

MBREHNNARFEES AN , FERENEEESS  FRAAXEGEAZTAX, 4
Amazon DocumentDB & & A4+ &l

H 3R

T R 5# DocumentDB B R4 RE

[X 13 1 7] A (X
=gl

- RE

- Xig

- AKX

- BIEESBTRY

- BIEESE ARN

o LIREFETE

Amazon EBS 1R
iR
¥ # Amazon Elastic Block Store (Amazon EBS) & ( WWHASIEEER ) BRBH AR,

BNfEEHI T Amazon EBS & , thAJREQ R EHE, RBARFEIL S FE L F# RS (Amazon
S3) Simple Service A , AKMEAFEMIXE., point-in-time

BEID

H7IgTzjTYb

REERM
- BB RFNBRRTE 7 £ 30 X2,
- 46 SFNSRE®ET 30 X
- 6 BEERR,

Recommended Action ( iKY RE )

BRANBANBUE-RXRR. AXEZER , BZHEE Amazon EBS R,
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https://docs.amazonaws.cn/documentdb/latest/developerguide/replication.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/db-cluster-fault-tolerance.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
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H %R

Amazon Elastic Block Store (Amazon EBS)
& 5l

< RS

- X

« & 1ID

- BH

- REID

- REBEMN

- RERHAMR

- B

 Reason

Amazon ECS Amazon BERFEFLATF REEEL

iR
RESAEHEEERER TEAAMazon BEICFK B EFEERN Amazon ECS FFEN ., EHEERER
THRENEKIEFSLERRZH O AN,

@ Note
ZRENEGRBRKBIFFT —RIZR , FETARTRIFER, EXATERFBE/L NS
REE R, HHl , BT EMERE P HERA IR,

BEID

cldvkm4z6b
REZRMG

@ : awslogs BHEF AT CZREBESHERRENEESRREL, ROEXSHERTBRIAF KB
=

&6 . Amazon ECS & E X KEA awslogs W FRZFHE awslogs W2 FHELE H IEPHEE

I\o
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
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Recommended Action ( ZiYAYIRE )

ERETAMRR , FERHESE L Amazon BER N EFEEMEZEE R NIFEE, EFEE
BT , RN max-buffer-size SHIRE—ME. AXREESUNESEENES , BSH, 1B
£ Log Amazons &8 A S RFEF DA EAIFFEERNEIEATEX

H %R

£/ B &Amazon B £ SN2 7

EERRASICRETAE R EE

£ Log Amazon s R AER B EFPEAFHEEEXLEBEESL
=gl

« RS

- [Xig

« EFENL ARN

- BHRENEWN

- EREFEE

Amazon ElastiCache Z o] A X &
iR

REEENATHKX (AZ) PERFER ElastiCache &, MREHPHZ W AR TIEEIIRE , Witk
BRELRRE.

EENTAXFHBELS RS EHETETAXPHRiREIAKEE ElastiCache SEF AT AN, S
RETRANEFLEFRETIATAR , ElastiCache 2BFFEIFREANET R, XTRRER
AWMEEHEARE , AETEEERA T

(® Note

HRENERIEREDIRFFZR , HEFTAFRHER, ERATRFZ/LNMIRIREE
Ro HET , BIEMEARE P PR IR

®EID

ECHdfsQ402
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https://www.amazonaws.cn/blogs/containers/preventing-log-loss-with-non-blocking-mode-in-the-awslogs-container-log-driver/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/using_awslogs.html
https://www.amazonaws.cn/blogs/containers/choosing-container-logging-options-to-avoid-backpressure/
https://www.amazonaws.cn/blogs/containers/preventing-log-loss-with-non-blocking-mode-in-the-awslogs-container-log-driver/
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RESXH

- 6  EREPNSATAXLTEHNRS.

- HE  EREPNZSTAXLATIEEDRS.
Recommended Action ( ZiUHYIRE )

ES5FXFsRFTRENTRARSY , SN REDRIE MBI,
HAa %R

EXEZER  BSREAZTHXEARE SRS Redis ElastiCache HY{Z #1878 o
REH

< KT
- X
- EHEN

« EREHEE

Amazon MemoryDB % o] Fj X $£ 8
HiR

KREDEELNATAKX (AZ ) P8 MemoryDB 58, MREFRFNZ AKX TIEFHRES , N
RELXRERE.

EZANATRARXTREARSEFIFETAXPHRREAR , M\TE5E MemoryDB & AT A .
HRETVAEFLEPRET LA AAN , MemoryDB 2B FREIARANET R, XTRRES
RFMEEHEARE  AETEEEER T,

(® Note

HRENERFEREIRFFZR , HEFTAFRFHER, ERATRFZ/LNMIRIEE
Ro HET , BIEMEARE P PR IR

®EID

MDBdfsQ401
REXRM
- G& . KSRPNSAARLTESNRS.
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https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/AutoFailover.html
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- HE £BPNZ A AL TIEFIIRS
Recommended Action ( ZiYAYIRE )

EEE2ATRNTARS , 00 ED IR - EIA
H 3R

BXEZER , iHSF Minimizing downtime in MemoryDB with Multi-AZ ( BX Z A AR R AEE
#m 4> MemoryDB Z#4LATE ) -

=gl
< KT
- X
- EHEN

« EREFELE

Amazon RDS &
iR
K& Amazon RDS #IBEXFIN B3I & 17,

RABERT , ERZH , REYPH—K. FHARBEBREZNEKNREH T point-in-timefk
£,

KE ID

opQPADKZVH
RERMH

46 BIEFEXINZOREHIZERN 0 X,
Recommended Action ( ZiXAYIRE )
BRESHVNAEFNESR  SREEXFNBEIRZONREHREN 15 35 K, BSREABD
#13.
HA &R
Amazon RDS Al
&5
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https://docs.amazonaws.cn/memorydb/latest/devguide/autofailover.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
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- XE/amAK
« BIEERH
- VPCID

- FREH

Amazon S3 FE# B Ridxk

DU

## Amazon Simple Storage Service (Amazon S3) &M B RiIERKE B,

BRARSHRFR ARLERE , B/ FiFEMAN R B EEEBSEZNEFE#ER. HRBERCEREE
SE8MERERVIFAFE , NiERER, BERPEENREMNERVLERBF B, BRIAMER
T, FHRMEFTLCERREA. IREBEWNITZLFRIA THREXAFPNFERAEXNFAEE , WNF
AAEidx,

MREABEEIEREN , RELAHRIERE. BR , FRNEXTRLSHATEREAY. tE
FREEN Amazon S3 FREBNR , BEF QB R LR S F M W RAY KRB M SRS

BEID

BueAdJ7NzP

REERM

- B FHEMRERARSSHLRAFIZR.

- HE  BRFRBNRTESERKS, , AT Trusted Advisor TEN HE#ITRE,
- 46 BREERTFE.

- 46 BRFERIREEENEEETE.

- 46 BERXEFEZFEREEENEANR.

Recommended Action ( iKY R4E )

NARZBEEREAF#BESICR, FEREAZFEERBSEEFMURELSXEAEE
Fo

MR B EFEBNRTIERIKS |, F EEFE Trusted Advisor ©E BERIZFIRE , NFFHRIKF
NIMAWRNE . BESRREFEBNUR,

NRENFHEBIAEE  FARNAF#EBENENR , NEB- I HEFER  REERE. 5
FEEFMERSILR,

&

HH
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https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-console.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
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NRENFHEBNRFEENREETE , BRENEHEBESNVHAEESREF#BAR N F4#
B, FSHEEF#EMBBTICH,

MREBERERREZFENFHERBNEANR (EARRKRER ) , HEBERRXAR T EE/MERR
R, FSRRmEFHEBRR,

H 3R
- ERAEERE
- RSERBE A BFIER
« BRSERE A AEBERN
- MIBRBEXH
i a=p ]l
« KRB
- X
- FHRBER
- BB
- BiRfFE
- HEEMEE
- ERREEH

 Reason

Auto Scaling iz TR E

HR
& Auto Scaling AMETIRARERE,
R Auto Scaling AfF A 2 Elastic Load Balancing , W2 K& & 2 /5 A Elastic Load
Balancing E1TIAR KR E, MEKREH Elastic Load Balancing i21TR)R%#ZE , M| Auto Scaling R &t
£+ Amazon Elastic Compute Cloud (Amazon EC2) EHIHZ TR #H TR E, Auto Scaling T4
X SRB Lz TR R AR R HRATIRE,

BEID

CLOG40CDOS8
REZRH
- BB BV BEABXREKNAEFEESS , 1B Elastic Load Balancing TR ERE A,
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https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/BucketOperations.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/ServerLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/LogFormat.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/deleting-log-files-lifecycle.html
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- BB BV BEREXBANAFRIIESS |, {8 Elastic Load Balancing E{TIAR R EE B Ao
Recommended Action ( ZiYAYIRE )

WRBFY BABXRKNAEKSESR | 1B Elastic Load Balancing ETIRAKREREBR , BSHE
B3y 4847 b0 Elastic Load Balancing iZ1THRR KR &,

IR Elastic Load Balancing E{TRAREEEH , B EARYERS BT BAXEK , 55
iR B BT REARHEENNAERF.
H bR

Amazon EC2 Auto Scaling AP $8/
=gl

« RS

- [Xig

- BEY BAEE

- KRERMAEGER

« BITRAKRE

Auto Scaling A &R
iR
KEEFFEERN Auto Scaling A< BrHI RIRAY AT A,
ORI AEIRA Auto Scaling AT 5%/ 3 #H Amazon Elastic Compute Cloud (Amazon EC2)
K, WMREEIEH , Auto Scaling REFR RS IEHARI L2180 Amazon EC2 SKHINEE , HESE
REZHE BRDZBE. ERATTHERN Auto Scaling A /S 31l E R e iRMHIEZE T,
BEID

8CNsS111I5v
RESXH

- 46 BEY BESHBRN ARSEERXEK.

- 4 BohEESHBRE Amazon HLEFEE ( AMI) XEBk,
Recommended Action ( i K RE )

MRARDEREHER , AR - NN AROERNEIRE , AEFEXRKRI B3 B4 ;
HAUGE - N EEARBERNFT AT B, EXUEITENARTERNFT AT BALAN
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/
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E8  FZRAREE T BEEMBHEENNARERF. AXUBTEESAHBER[NFT AT BAN

ER , FZREIES ST AEA Auto Scaling FEV“BIEZ BT 44"

R AMI EMIBR , MEABENE AMI Q2B ERDEFERRE , AEFHESAFT B4
KB, BZHBEES AT EER Auto Scaling FHVBIZEZHEE",

H {7 IR

« X} Auto Scaling # 1T B HEE : Amazon EC2 AMI

« Xf Auto Scaling #{T[RIBHEE . AFITERHE

« Amazon EC2 Auto Scaling fiFF {55
& 5l

- RE

- Xig

- BEIYRAR

- BEhER

- FRER

- BREW

ELB Connection Draining
Y

KERE R REEERN ARSI :R

HAREREEZER A BEMNATIIEREUE M Amazon EC2 EfIrt , AFHEIRFELFRE
HEZSEAIHKRAERE. BRAEEERE , ARGEHR/E LG S BUEEMH KRG REMER , B

SREEET T URMFDER
KEID

79GXsKIUw
RESRM

BHE  AROESRBAEEER,
Recommended Action ( i K R4E )

NABHERERAEERER. BXEZER

o

, BERAEEERN N ABIIERE ARNEREER

BEGED
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-ami.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-loadbalancer.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#conn-drain
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
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H %R

Elastic Load Balancing #=
=gl

R 7

- XiF

- REBSERENR

* Reason

RN
iR
KELHAREDEREE,

7 7 #BY#E £ Elastic Load Balancing BY#2/& Amazon Elastic Compute Cloud (Amazon EC2) Y
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BXEREREEENR. &N Sack BEREARE , ZBETRNEMAFBEEHEBNNE.
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® Note
A< Amazon EEEXKIGIEK , 350 Amazon Slack  Amazon Web Services Support &
AEFNEERE.

18T LU $T SRS LAM Amazon Web Services Support App 7 il BR X BR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicequotas:GetRequestedServiceQuotaChange",
"servicequotas:GetServiceQuota",
"servicequotas:RequestServiceQuotalncrease",
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:DescribeSeveritylLevels",
"support:InitiateChatForCase",
"support:ResolveCase"

P

"Resource": "*"

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {

"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}

BRBIRENER  FSH (RSENSE) PHUTER

« Amazon Web Services Support BV IR4E., FHRAMZHE
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- RFRFMARME. RENRLGE
+ Amazon Identity and Access Management B 4E, HRRMZ4 5

S IAM B8

BIREKE  B4HE2 IAM A6 | FRRBMMEZAR. EXFPHO0ERHEPEE Slack BER
BB, B ERILAE,

9 Amazon Web Services Support App €I &

1. B FAmazon Web Services Management Console , RGBT A TMuLITH IAM #2FI& : https://
console.aws.amazon.com/iam/,

2. TESMBEES , £1F Roles (At) , ARF%ER Create role (BIERA ),

3. XITF Select trusted entity ( EFRZEESRE ) , %#HE Amazon Web Service,

4. %&# Amazon Web Services Support App.

5. 1%&$#ENext: Permissions ( T—%: ®BR ) -

6. WMARBEEN. BALUERE Amazon RERBJEFRECBNEFAEERRAE , Hln
AWSSupportAppRolePolicy. EH RIS EIRIE,

7. BEET-F  BE,

8. (W& ) BALERARSENRENFBERMEAEE,

9. i&#F Next: Review ( F—&: &8 ) o

10. X¥F Role name ( BEE# ) , WMABHF , HlW0 AWSSupportAppRole,
1. ( W% ) X F Role description(B&#R) , A A BNHER,

12. REA® , ARFIERE Create role, EXEFFOIREI AT B2 Slack BEEER , BAILLUERIL A
&, BZSHEE Slack BiE,

BREZER , HZH (AM AFER) FEIEAT Amazon lRSHAE,

HUBE HEBR

BSRHLUT EFLEEX Amazon Web Services Support App 51,

B
« BAPRB| Slack BEFHFER ~ MITHRERE
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- REE Slack BiEgsf , ET K OEN IAM B

- KW IAM A ERDIR

* Slack fHiRHEE REHN IAM BT

« Amazon Web Services Support App & RERDIRFETH IAM A€

HABMRE Slack BERWFERFIMITIHRERE

FRIANBER T |, Slack BEF AP FEENNRESHINEZAIZRE IAM AEFH IAM policy FTigEE/
NERHEE, XEREEEFNEMANZEZERFIFEFZMHEANR , Tiet12E#HE Amazon
Web Services I = IAM B,

BB WE B/ T RERE :

« 3 Amazon Web Services Support App BtE % A Slack #i&
s NRBREFEDEXFROINAF AL EE

« EAX Amazon Web Services Support App EBRIEMMFENRE IAM policy. EZ#Amazon Slack
' Amazon Web Services Support B T2 FHIEE R,

HEE Slack BER , ETIRGIEN IAM AL

MR IAM AR HITE Amazon Web Services Support App FIRE IAM At | XEREFZA®ER
B1¥ Amazon Web Services Support App fERN AIESRk , REFZACSHEMER. BAUERIEAE
REBE— AR, BSEE IAM AE,

Y IAM B BERD R

25 Slack BEMIER IAM BEEENRFTEENTEZTENRE, Bl , WREMRILL Slack P
FRIEZEFRA , NZABHKHHMESR support:CreateCase PR, Amazon Web Services Support
App FEELL AR ERITXERE,

R EM Amazon Web Services Support App IEIBXBRDNRANBIRES , FRIFM MBI AGRKHER
et EBmMENR.

ESRBIEMN =5 IAM policy,.

Slack (iR HEE REMN IAM BTN

FRAEH BERELET ERUAG,
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B se

1. 7£ https://console.aws.amazon.com/support/app#/config 7 [ & Amazon Support Center
Console,

2. E&RIERN Amazon Web Services Support App ELiE @B,

3. M Permissions ( fXFR ) #oH , IWEFIEZFHN IAM BAEBFR.
- FEFUAE , BEREdt(HRE)  EREZ -1 AG, AGEE Save (RE ).
- FEEHACIMMEZAGHER , EEF IAM ZHE,

Amazon Web Services Support App & REHRDIRFZBEHH IAM A

BAREK P PHE MRS BREIERIEMREA AWSServiceRoleForServiceQuotas A, MR
BREBXROBRBENEIREE  BERATERZ—

- FERARSEITEHSEREMERST. KIWEEERE , RERFLEINENERACG, AT, &
A LA Amazon Web Services Support App 7 Slack FiERIEBMPREF, EXEZEE , FSH
Requesting a quota increase ( iR IGIRE ) -

- EEMIINEIAGH IAM policy, XFRFACKRFSERIFNNIR, =4 IAM policy FEIATE 5 /o
¥ Amazon Web Services Support App NI ZRZ BRI A,

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}
}
}

MRESERFRABEREN IAM A, NAAFHAIBZABREH IAM policy LA /LiF Amazon Web
Services Support App HiEBIEZ— N AE,

M Slack TH#EX

B TEX H[E Amazon Web Services Support App RF THERX G RNRE , BH Amazon Web
Services K FEZE—/ Amazon Identity and Access Management ( IAM ) &2, Amazon Web
Services Support App FFER AR , RIEM Amazon Web Services Support FIRZFRELE A AP 2
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{E. Bl , Amazon Web Services Support App 2R A EKIEAA CreateCase #|E , LATE Slack
NERNEZIFRH,

® EE

* Slack BE MK IAM AR, XEKE , Slack EE A A - # R E Sk 2%
AR IAM policy FIEERNXRIERE,

Flan | IREE IAM policy A FZAREENZ BRIV IZMEANR , N Slack &
EHRWNEMAFEAEE, EMMERTIERG, R IAM policy AFZARER RiEN
PR , M Slack BEAHHAFXEG R FRMINE,

- BNBWSFMERLHRIEFTEN Slack THEXABE, RNBVECRESABE , 38
REEFBAL

TR ENERTF Amazon Web Services Ik # Slack TERX, MREEZ Amazon Web
Services Ik , MIAMBEFZBNKFHESUTTRIEBNITEX, MREHKSET Amazon
Organizations FRIENHALR | HEEBBERNS MK, , HBEZE Authorize multiple accounts ( ##1X
LK) o

A Amazon Web Services M #X Slack TEX

1.
2.
3.

& 3% F Amazon Support Center Console , #R/51%# Slack configuration ( Slack BLE ) o
FEANTAE L |, % Authorize workspace ( B THEKX )

R i R B F 3 Slack , I Sign in to your workspace ( 2 FEIT#RX ) IEL , MAIEXS
M, RIEIEER Continue ( 4448 ) .

£ Amazon Web Services Support IEi&3K 57l your-workspace-name Slack fXPRITE L , EFE S
o

(@ Note

WMRIETTE AV Slack TR TEKX |, FHEREHE Slack EERMNER , 7K Amazon Web
Services Support App FINEI THERX, ESRTREM,

£ Slack EREWE L , Workspaces ( T#K ) THLEREN TEX B
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5. (WLE) ERMEZIEKX , HiEZE Authorize workspace ( BN THERX ) AREES K 34, &
R Z AU EENKFRMEN THERK,

6. (TAE) BRINERT , £ Amazon Web Services Ik ID B4 ERH Slack BEHRHIKF B
Mo EEXULE , % Account name ( IKF B ¥ ) TiEE Edit (&R5E ) , MAKF BN, AFE
# Save (R ) -

® Tip
FERETEMENE AR MRS BEFR. Amazon Web Services Support App & fE It &
MRIRBIIEIE Slack BEHRHIIK . & 0] LARE BT Btk & 75

Slack B E RN H 2 E RGN THEXBHMIKS AR,

ENZP K

ERNZA Amazon Web Services Il Slack TEX , A LAfEA Amazon CloudFormation 2%
Terraform 3R €12 Amazon Web Services Support App &R

Bl Slack BiE
T Slack TEXfG , B LABLE Slack BIi&E LA A Amazon Web Services Support App.

EBBE NI Amazon Web Services Support App BYIEE R | &0 LA6) 2 #1318 3R =4 LA B 32 U =4
B, ZBESE REROERF , flNFENRFIHSHRARG. SRMBENLEZNRGFHRE

=|

/AN O

Slack BEAHE IAM AEKNNR, XEWE , Slack BEHEMAFWRRESH MEZA G IAM
policy HigEM N RHEE.

Flan | IRIEE IAM policy A FZAREENZEHRFINTEIEEFMEANR , N Slack BEHHE
AAFYAIEIE, EFMBERTIFRS, MR IAM policy AiFZAERER RIENE , N Slack #EEF
B AP EEIEE RGN RER,

BHRZ AL —NKF R 20 MNEE, —/ Slack BEHZZ WA 100 4> Amazon Web Services Ik
Fo. XEKRERE 100 Nk AT LGB Slack B&E A 1Z| Amazon Web Services Support Appe
BMNBWEUAMERALAPN I BERAPMENIKS, , XEALUEADEEREFERNBAKE , AW
DI TR 69 A RARY T

2N I API| MR 2013-04-15 146
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S/ Amazon Web Services Ik &£ Amazon Web Services Support App S 34fg iE — 4
Slack JBi& , iX# , Amazon Web Services Support App = 8215 17Z Amazon Web Services Ik FHY
SR, MBEALFHEM Amazon Web Services Ik~ B8 Amazon Web Services Support
App IIAiZ Slack Bi& , EHRELSR 3,

® Note
A LABLEYER Slack Connect —EBAHBEURSZSANTERHEZNEE, B2, RER
Amazon Web Services IKFELE 7T HZEEMNE — N ITEX T 8EEMA Amazon Web Services
Support App. MR ZZEHRNE — N ITEXEEEREM Slack BE , Amazon Web Services
Support App 2IR[E —FHEiRE L.

BE Slack &EE

1. 7 Slack R ARFH , %&FEEE Amazon Web Services Support App £&E AR Slack BEiE.
2. FTERUTHEEE Amazon Web Services Support App TARHYIEIE :
a. &EF+BIEHBEA invite , ABFEHIIERATIERF Add apps to this channel ( FNARERF
WINE L EE ) o

b. EEZRNATREF , BT Add apps to channelName ( N AREF A IZ) channelName ) T |
# A Amazon Web Services Support App.

c. 1%&3# Amazon Web Services Support App 358 Add ( 7&h0) o
3. BFRIEFPOLESSE , ARFERF Slack configuration ( Slack ELiE ) »
4. % Add channel ( FINEE ) -

5. 1£ Add channel ( %IN@E ) RE L , Workspace ( TEX ) T , BB 5 BN TEXE .
MRINKARERUTEXBR , B LUEE R ET.
6. 1E Slack channel ( Slack & ) T , X¥F Channel type ( BEER ) , HFEBRUTETZ— :
«  Public (2% ) - 7 Public channel ( X B&EE ) T , E&FEEE Amazon Web Services
Support App TIAK Slack BlE ( $E 2) . MRIRAKAERENEE , FEABRFEIRHE
it

- Private (%F ) -1 Channel ID (Bi& ID ) T , # AZEE Amazon Web Services Support
App MDAHK Slack EEH ID =} URL,
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10.

11.

® Tip
EERBE D, 57 Slack PITABEEMN LT (AR EET ) X8, RABMAORIE
## Copy (E%l ). Copylink ( EHl4E#E ) . BE ID BT C01234A5BCD MI{E.

#£ Channel configuration name ( BEEREEZ ) T , WA —NAEMIRE] Amazon Web
Services Support App B Slack BEE BN B M. 1%BHRNXSEERR Amazon Web Services ik F~
FER, FRT*E Slack P E T, BALUBEEGRBERE.

&/Y Slack BERE AT RERELT AT RO,

ERBRT , 3F Slack # Amazon Web Services Support App J IAM B | &R EHN Amazon
Web Services Support App BRI AR, FIRNE R Amazon Web Services Support App EJ
AEXRENAE,

(® Note

MREZEHAVNEABRINRARETRENAR® | HSHE EEXN Amazon Web Services
Support App KI5 1A,

£ Notifications ( BH ) T , IEE W= FIE A,

« Allcases ( FTERA ) - BB RFIEHREA.

- High-severity cases ( & EMRA] ) - NEBREMEFREXESRIREHNRGIBELH, BX
BZEE , BEH &R EM.

« None ( & ) - FEWEHSEFBE,
( Wik ) INRIEERE All cases ( FTERH] ) = High-severity cases ( &= EMRS ) , MH4ME
DIRBETH®EI 2 — :
« New and reopened cases ( W RHIFEFHITF RS )
« Case correspondences ( RHIBEEER )

« Resolved cases ( B RIS )

LAT@BE AW Slack FrFE =HIEFE L.,

BEEEH%EE Add channel ( % INE@& ) . Slack configuration ( Slack B ) M A< & REHIE
B,
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37 Slack @EE &

BLE Slack Bigf5 , BRI LERENERTEN , LER IAM SERRGBEA.

E 3 Slack BEE &

1. BRZFHOEGSE , REEEF Slack configuration ( Slack BLE& ) -
2. 7 Channels (JBE ) T , EEMENBEELE.
3. 1E channelName TUH L , BRI LURITUTES

1% Rename ( EfE ) AEFBEBRBEAM. ZBHNALESLN Amazon Web Services ik
F HRER, F4% Slack FE o

%32 Delete ( HiBX ) , BAM Amazon Web Services Support App FHllBRBEEE. ESEMN
Amazon Web Services Support App F il Bk Slack JBi& & & .

1%#% Open in Slack ( 1 Slack F#TF ) , AFEX BEBFHITF Slack Bi&E,
%% Edit (4R%E ) UEXR IAM ABZBEH,

£ Slack BER B2 XI5 R4

M Slack TEX H 70 Slack BEST , A LATE Slack BE A BIEZIFERM,
£ Slack Bl X =4

1. £ Slack BEFTHMALUTHS ;

/awssupport create

2. 1£ Create a support case ( BIEXZIFRA ) JFED , ITUATERE .

a. WMREEFI Slack BEHRE T ZMKF , i Amazon Web Services I &2 IKF 1D,
RIEQBTKFEN , NZELSEREKF IDEL, BEXEZEE |, BESRFZEMN Slack T
X,

b. XF Subject (X&) , BAZFRANFE,

c. XIF Description ( #iR) , BN ZERMIHTHER, BEHIFHAES , H1%0 Amazon Web
Service BEAB RN UR A ZHM RIEHEEDS R,

3. EENext( FT—%F),
4. 7E Create a support case ( BIBRZIFRA ) NiFED , EEATIEDR !
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a. I&#E Issue type ( RIBER ),
b. %# Service ( B ) o
c. %&$® Category ( £%H)
d. 1% Severity (=EM ),
e. BERHFHAEEHEE Next( T—F ),

LT REIETRT Alexa BEHNRRZIZFRA,
5. XTF Contact language (BXREST ) , NENZHRHFERERES.

® Note
X F 0K = MK B 2= | Slack FHYSER IR E A RME AEXE.

6. XIF Contact method ( Bk%& A= ) , #%4® Email and Slack notifications ( B F#E#F1 Slack &
&) = Live chat in Slack ( Slack FHIEREIX ) .

BT RBIERT WA 7E Slack FikFSLETEIR

a. WMRIEHEFR Live chatin Slack , i5i%£#¥ New private channel 5 Current channel fE5 Live
chat channel preference, New private channel ]2 — NI FAABE MRS Amazon
Web Services Support BEFEHIX , @ Current channel /A HFIEEF W EFRHEES
Amazon Web Services Support EEFEBI X,

b. (A& ) MREESF Live chat in Slack ( Slack RHISERTEIR ) , &AL A H A Slack K&
HEZ . XIF New private channel , Amazon Web Services Support App £ B Gk E
R BRINE#FEE, XF Current channel , 2 Amazon Web Services Support B il A
B} , Amazon Web Services Support App fF B 3 #RiC S F B R F B P I IEERK A o

/A Important

s BIMNBWEARARNNEHZEHAGRZERGFAGENMBRA LIZFHNBRK R .

- MRERNINEZFRHIBHFHEERBIKRLE , W Amazon Web Services Support App
FEASZa RN XERMNE R BERIEH. Amazon Web Services Support App i
£ /A 52 8l M8 [E /Y SE R B R OB E B LT

1£ Slack F B F R4 AP WA 2013-04-15 150
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- RE@ENFABEEFERIKE , Current channel I F AT, RINBWNEREZEMA
BB R G EB A U [R) 48 9 B K Bt = {6 A kb 3R 3

7. ("% ) XF Additional contacts to notify ( EEBANEMERRA ) |, 55K A B F R4t 3k DA
WEXLEZIGRAERNBEL, BRZSARM 10 NBFHRHibit,

8. 1%&#R Review (T ) -
9. 1E Slack BEH , EERFIFHAES. LAMITUTRE !
k4R Edit (B8 ) UERRHFMES,
FXHRMBES, Fit , BREBUTTRENE
a. & Attach file ( By 324 ) |, %4 Slack Y + B4R , AR/Fi%EE Your computer ( #&#Y
&N ).
b. SMEIERI M HIERZIXHF,
c. 7t Upload afile ( L/&3X# ) JEES , B A @awssupport , RFEKRIEHER

B #Ro

@ EE

s BEZSULUMM=E=ANAXXH. BNXHHRAATHN 5MB,

o WMRFXAMMBIZZFRG , WAE 1 PERRRERG. MR, NRAEHFH
yi/Ipeg ¢ o

i%£$% Share to channel ( REZZIEE ) , L5 Slack BEFWEMARLZRFEFEMER, £
BROlzal , &0 LA ET S8 AR ZREFHRE R

10. EERFIFMESR , AA/FIEIFE Create case ( RIERH ) .
LTRBIERT Alexa REWHERZIFRH,

PEZRRAE  REOFACGETRRE/LOHTEE R,
1. YBHOZIFRGIEFAT , BRI LUERE See details ( BEFFAEE ) UEBRHEE. RE
PATUTRE
1%#% Share to channel ( £Z @& ) , 55 Slack BEHRHHEHM AL ZRFHFHAES.
1% Reply ( BIE ) BURINIBLE.
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i%#& Resolve case ( fRIRZEH] ) .

(@ Note

MRBIEFETIE Slack PEVRFIEHERH , TBELEBRXIGRFIERK See details (EF
1$2H1|:|1m~ ) ﬁlﬁo

1£ Slack FEIE X FZEH
BRI LA RGIRINER |, SINRFEAEENNGE  HEEXFEENEE,

(® Note

. S&E A LAE M Amazon Support Center Console BIE X HEE, BEXESZELR , ESHE
. BRRMBEIRITHEHERSG.

- BIEEIT Amazon Web Services Support App B KiEE 8 RANRINBEE R, KAt
R IE N £ 2SS B K HA 8] e B FE R0 SH B

£ Slack FEIE X HFHZRHI

1. TEBM Slack BEYF , RBFEMRMRG, BELMA /awssupport search UEREH X IF
=61,

2. EEFTERPIZH See details ( EFEHEMAER ) -

3. ERFFHAEEKRS , %EZE Reply (HE ),

Share to channel Resolve case

4. 7 Reply to case ( BIE XA ) FiFEH , £ Message (HE ) ZERFPWARBNEEE R, R
EET -5,

5. ERBERAN. TANBKRAXBURTENREIZEB M FTRI,

6. ( A& ) XF Additional contacts to notify ( BEBHANEMEKRA ) , BRALFTEEWEXIL
SERFAEFBENNEAbBE FEB4 i, EHRZAIRM 10 NE FaBHF bt

7. %E3ZE Review (F# ). RfF , BAULERRAEREEE., MMNXH4RI ZEBEE,
8. HRWEER , i%#F Send message ( KIXHE ) o
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9. (Wit )BEEFRHIZHINBFEEER , HIEIE Previous correspondence ( ZBINBEEE ) o
EEBEEHE , HiE$R Show full message ( ERTEHE ) -

Example : £ Slack #EI&E X4l

1A S Amazon Web Services Support B9 SETEI K & 1%

HIRERE BN R G TR PR |, B LUEE JEF Amazon Web Services Support EEFE £ A
R BER L FEERWFEE, FALIRKEESFERS 5B REUREBIES INSEr B X8 E4T
Hib NBEE,

/A Important

AR PRBENEMARAUEEERBEZRRFIMPRA LIEZNFEAEE. RMNE
WERAFMEZRRZFRIINAS . RBEHEFZNEMRR L AIUSERZHNHR,

(® Note
BEEEAMMEENIRXSFEZANRGN , ENHRXBEMNEELSWEEAN, XEEEH
ReiEzdl, HEMZE , HitBUERNRXEER EFAREENRFNMEEN. Rk
BERFHIIREE |, N EHERBE Amazon Web Services Support App i B B8 [0 & X L&
BEER.

EF@EEDIMAE Amazon Web Services Support BISERTHI R &%

1. 7£ Slack RARF® , i E Amazon Web Services Support App RIESIEHNEE., BIXEES
FEIBWZERG D, Bl awscase-1234567890,

(@ Note
Amazon Web Services Support App £FEEESRMESENBIXREE K HPIEFXX
BROINFAER. NEEEES , BAULERMRRBRRES, SN EBERH K
FZBEFHFBEREEHES.

2. XFEFEMAZEER , EUAEENNENXERM, AEIXEFERMAZEEZE , BEES
REEIZIXPAVHSE , Blten , XEHREFRLHNELHNRAIBERFETP.
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3.
4.

(k) AMEMKATPREE, MNBERT , BWRBEENETH.

SEHEEEMANKXE , WRBENLETEIIRES , Amazon Web Services Support App 512 5l
Ko

B LS EEIIEN RG] , HREAXHM S £ B ZEEF. Amazon Web Services
Support App 2 B FENXHNPIX B EREIRFBEEESD,

@ Note
BERIFEFEHRE |, %X Slack B Amazon Web Services Support App FILA T X 5 :

 XFERELEZEREAENHEENER. BERAEHESERPHNIER |, BRHEXAER

%ﬁ;ﬁ;@ﬁlo
- MRBREBESIMERES , EEDATUEIRBEE, BXTBRMAFEETRETR
ﬁiﬁ/%\O

Example : ERPIR&iF

AT REXFEFE#HITENBIRXSE B RAA Amazon Elastic Compute Cloud ( Amazon
EC2 ) SKHlE B RIBEH =41,

(k) BEEFEIEEREIR | Hi%E# Endchat ( £RIIK ) , XISEEEFEE , Amazon Web
Services Support App F1EIBFER IR, SR EIK N L X HRFINRGIBEEENIIXIC
Fo

MREBMEMR |, BT LAMEEHRE B FI%R Resolve case ( lRREH| ) REBA /

awssupport resolve,
Example : £RERTEIXR

UTEEEBEERTHEX Amazon EC2 LA RFIFMEE ., BOLAE Slack BERH T K EIE
EHE,

Example : I XBEHHEFERBEH
THREATHER THEBANENIREENRF : HttMEEEIMXERERMT EH,

BHRHEHARRRS (BEER. EERITHEER ) , UREFEERHAEREEREMHEE R
Y. Support App J&fF 5 i 845 E & H L IR & KBV R 4A Slack EBHEE, SR LET ZBEEH
AT EL 7] LA ) bt SR Y BB =) S itk = 1
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£ Y B7EE H 1A 5 Amazon Web Services Support B EB B X & 1%

1. 1£ Slack ARFH , $#1E Amazon Web Services Support App B FEI R LB iBE PRI
B, EAZHBIERT , XHRERMIE—IRCUBNBIHINEE.

2. XFEFEMAZEERN , BAASEPHENXERG, ABIAXBFERMAZEER 2R , EEST
REEIZEEFIVHE  RERN , REFERUFALELNRFIBEEEPHIL

® Note

BENEEEIR AL F5EZNIREA , Amazon Web Services Support B A4 & B EI R FB 2 S K%
F b BE R E B

3. (A& ) PRICHMEE K R SAE IR E B E Ak,

4. TEHEEEMARXE , WRIETFL TESDIRDS , Amazon Web Services Support App fFic X H
Ko, SFHHPREEERIEL , B USEENNENSZFRE , HEMXHM 4 L&A EZES
H, Amazon Web Services Support App < B FENXHEMEIX B EREERGIBEEEFR.

5 (f%E) EFLEERIX , ML ESENIRESREFERIX, XHEFEETE
# , Amazon Web Services Support App E1EIEFKEFEIR, SR BIMINBIZERGIBR
FIEEE SN RIZH.

6. WMRFABEHHR , BRI LM EB A LEE B PEFRREH,

£ Slack PRI IFEHI

£ Slack BEH , &AM Amazon Web Services Ik~ FEMEE 7 HREEMN TEXHKS P18
REBEM, flm, MBEWS (123456789012 ) FIREHMS (111122223333 ) £ Amazon
Support Center Console FELE T HEIN TEXFBEE , S LAEA Amazon Web Services
Support App B EZFEFHFLLR ZFRH,

BEif A ENERER | ATUERLLTIER

- I/ ID
- =H| 1D
- RERES
- BRRES
- BESEE
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£ Slack FERZIFRHI

1.

£ Slack BEHRBM AL THS :

/awssupport search
XIF | want to search for cases by: ( HEBEUTARNERRES : ) &I , FERUTETZ

A. Filter options ( FEIERMIEIDN ) : BT LAERA T IETUEREE RG]
« Amazon Web Services IkF° : REZBERBEFEZSNK,N , FELERLIEK,
- Daterange ( HHEISEE ) : ROIMVCIZE A H,

- Case status ( ROPRE ) : HBIRHFPRZ , B0 All open cases ( FTBERREH ) =
Resolved ( EfR ) o

- Case created in ( REIQIBEET ) : REMWKRES,

B.CaseID ( EHIID) : WAEH ID, —XRREMA—NEH ID, MREEBEFESNKS,
E1%3E Amazon Web Services Tk SRI2 & =441,

EERER, BRERKTE Slack FE TR,

ERENIERES
WEERERE , ETRIT A TR -

ERENERER

1.
2
3

1%£$F Edit Search ( mEER ) , EXE 2oL Z4 &I RS 1D,

1%£3% Share to channel ( 2 ZZBE ) UEBESEBZRER,

i%$% See details ( EFFAFE ) , EEEXRINESZFELE. ERLUEE Show full
message ( ERTEEEE ) EEHRNBRHEEER.

IR IR Filter options ( FREFRHFED ) #HITHER , BRERTESIREZ NG, % Next 5
results ( #ETRH 5 NER ) = Previous 5results ( 2RI 5 NER ) , EFEETRH 2B 5
N,

o

£ Slack A fi# Rz 15 R4

MBETBEEXRRA , RECHBETRB , NIETTLUEEEE Slack HERIIFRA, XthERT
Amazon Support Center Console IR A, RREHIE , B UBREEHITITZRH.

ERBHNERER

RAriEmE
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£ Slack R IFRHI

1. &M Slack BEH , SMEIZIFERH, BESHIE Slack FEZELZIFEH
2. EEBERHIM See details ( EFEFAEFE ) -

3. i%# Resolve case ( fRRZEH] ) .
4

£ Resolve case ( BERZEH] ) FFEH , 1% Resolve case ( FREH| ) . BATLAE Slack Bi&
RN R OMEG & P ERITIFES,

£ Slack PFEFIT A ZFFRHI

BRZFRPE , B Slack PEFHITFFZREH.
* Slack REHIT T ZIF=HI

EIRETH Slack PEFHIT AN ZIFRES, BESHIE Slack FEZRIZIFEH,

%32 See details ( EFIFMAER ) -

i%#% Reopen case ( EFITHEH ) -

£ Reopen case ( EFITHRH ) XiEHEH , £ Message ( HE ) FEH A RBH & EH#iR,
EE Next ( T—% ).

(A% ) MAHMERRE A,

1%£$E Review ( 8 ) o

EERHNIFMEE , RFIEE Send message ( KIXHE ) . BHNRHISEFHITH. WREER
SXEFEEHTHNENPX | Slack 2EASZANENXERNPRXBES HFE. WREE
REFBEPHITENPREE BN IEERFITIENEXR , WLTF - FHPRBEE, R
EEREYFEEFH TR REBE A EERITIENER , MAEHYFEEHNIE

Ao

© N o o bk~ 0w Db =

15 5K 18 10 AR 55 PR &0

ST LAM Slack &BIE Jy K 7= 1 R 18 hn AR 55 BR &M
B SR 8 b AR S5 PR &

1. 7 Slack BEHBRAN TGS

/awssupport quota
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2. 1f Increase service quota ( MRS RE ) MHiFEESR , MALUTEER :

a. %% Amazon Web Services Ik,

b. 4% Amazon Web Services XiF,

c. i%&# Service name ( REZB# ) -

d. #%&#® Quota name ( FREIEHF ) -

e. HWARATEIEFHA Requested value ( iIFRHE ) » BATHBA— N KTFERIARTANE,
3. 1%&$R Submit (X ),

Example : &R T AR Alexa #9318 inPRET

BT UERSRAREHEFEFTLENER, BXEZEEL , S H Service Quotas AAFE®™ FHIE
SR8 B

M Amazon Web Services Support App F i Bk Slack @B &

MREAEEFEEEE , AIFFEM Amazon Web Services Support App F il Bk, LR VEFRM
Amazon Web Services Support App Hl Amazon Support Center Console il BRiEE., BEERM
Slack AR,

B8 % A LU Amazon Web Services I iRh0 20 MNEE., MMREEIATIMEREE , SKERBGR—NE
B, RARTEERMSE —1

i B& Slack BEE# &

1. BRIFPOLIEE , RF%EEF Slack configuration ( Slack BLiE ) »

2. 1 Slack configuration ( Slack BZi& ) WHE L , Channels (B& ) T , EFBEEH , ABFEE
Delete ( HIBR ) -

3. 1£ Delete channel name ( MIBREE B ) XHIEED , 1%£3F Delete ( BIBR ) » B2/ UEBRNL
BB INE Amazon Web Services Support App.

M Amazon Web Services Support App F il Bk Slack T/EXE &

MBEAEETERXERE , ARHEM Amazon Web Services Support App I Er. Bt ERIM
Amazon Web Services Support App 1 Amazon Support Center Console FlIBR TEX, THEXT L
M Slack ##ilER.
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https://console.amazonaws.cn/support/app
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& Z LA Amazon Web Services IKF 70 5 NTHEKX, MBRESEBILLFRER |, 240 %Mlgr—
Slack T#EX , REFEERMSE —1,

® Note

7N SR AR I T 4E X A A9 @8 A N2 Amazon Web Services Support App , Tl 2477 5 il kX L6 38
B, RAEFREMBRIERX, iE2EM Amazon Web Services Support App il Slack & & ft
B

I B& Slack T#EXEE

1. E&FF Amazon Support Center Console , RfG1%&$#F Slack configuration ( Slack BLiE& )

2. £ Slack BeE T HE L , Slack workspaces ( Slack T4#ERX ) T , ## Delete a workspace ( il B T
X)),

3. 7t Delete Slack workspace ( & Slack T/EX ) X}iFEH , %$F Slack TEXER , RFERF
Delete ( #ilfR ) o ZB2ZE R EXGIEXZARNE Amazon Web Services 1K o

Slack H# Amazon Web Services Support App T8
Slack BE T

& A] LA1E 88 1F Amazon Web Services Support App IIARY Slack BEF M AL TS, Lt Slack #E&
Z#HtE L ERHA Amazon Support Center Console #1 ) E Bl B i&EiE
/awssupport create = /awssupport create-case

BIRFRM,

/awssupport search = /awssupport search-case

BREH, LA R Amazon Web Services Ik #5 Amazon Web Services Support App Bit &
T[E— Slack BEMNZFRH,

/awssupport quota = /awssupport service-quota-increase

FREA RS R
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KB RBESR S

BRI EXRNPRBEFHMAL TGRS, WMREEEFES Amazon Web Services Support Bl XHI $iE
& , MiX 2 Amazon Web Services Support App HERIZHNEE, MIRBESIEEHZIZFEM D, 4
W awscase-1234567890,

(® Note

EA S PBEH A IEE S TRNIIRE , AT SAAA. MRt , ERAKRIESHE S
RV RIIR, B R B BE R AR IR A&

/awssupport endchat

T BR ST 355 R FE H & REBTHI R 218

/awssupport invite

SER VR T HY S 457 B DA L8

/awssupport resolve

R RZ B,

£ Amazon Support Center Console A& & Amazon Web Services
Support App BEEE
ITE Slack BETHKF O, EFRMAZLERON A TUBSZRFOBHASERM, LT

EERPBEESUBEZRIREBER Slack BEFEH , EEEXFEFENPRIZE , UREKRE
M Slack A& AEMH o

EEXKE Slack WBEEFR

1. EZIKF#H Amazon Support Center Console,
2. EREHNXZIFRA,
3. 1£ Correspondence ( BEER ) # , BALIEF RSB Slack BEHRRIEMEHZEH,
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Example : XERfl

ET3REBEES , Jane Doe 7 Slack FEHMTF T —IMHRH, ZFHOLRFENEROPF
T RLBEEER.

£ Amazon CloudFormation €% Slack F#) Amazon Web
Services Support App &R

Slack F1#9 Amazon Web Services Support App & Amazon CloudFormation 55 , &R —
DRSS , AI&EBHAETY Amazon BIFR#HTEEFIRE , IHRZREREB LN ERGEZEMEE
BREEMIEE, BANUIE - NMERFAEN£IE Amazon &R ( HIIER AccountAlias
SlackChannelConfiguration ) FI#E#R , A& Amazon CloudFormation ¥ 73 &7l & M B B X L &R R o

&£ A Amazon CloudFormation BY , Al E & ff SRR Rkt b B & 1% E 4 H Amazon Web
Services Support App #iR. HREMNEIR—IR , REEZD Amazon Web Services Ik~ X5 &
SMEHBNRR.

Amazon Web Services Support App # Amazon CloudFormation #&#x

E N Amazon Web Services Support App X RSl iE M B ERIR , %0 T # Amazon
CloudFormation 145, ##R2 JSON = YAML XK XA, X LEERERETE Amazon
CloudFormation 34k FAE KN BIR. WMREFFHZE JSON =% YAML , AJLAFE Amazon CloudFormation
Designer By &8 B T~ FF 344 A Amazon CloudFormation #1x, HXEZEE |, i55@ Amazon
CloudFormation A PRI+ 4 2 Amazon CloudFormation Designer ? o

Amazon Web Services Support App X #F1E Amazon CloudFormation 812 & # AccountAlias F
SlackChannelConfiguration. BXEZ{E R ( @3& AccountAlias 1 SlackChannelConfiguration %
JREY JSON # YAML # 4R ) , E25Y {Amazon CloudFormation i FF$§/) ## Amazon Web
Services Support App BRERSZE,

HIERA L 62 Slack BLE E R

BT LAE R CloudFormation #4612 Amazon Web Services Support App FTEN FR. MRER
HAMERIKF |, WA BAUE A EARTE Amazon Organizations #9 BR 5 K P 8 23X L2 &/ TR

Flan | EATLAEREMR R AL PP EKF RIZMERH Slack TEXBEE |, BEEFERAEMNERNEE
Amazon Web Services Ik~ AL HE N (OU ) BIRTREM Slack BEHE B, &t 7 LUEHERK A
2 Slack T#EXHEE , LMER R K/ N E Amazon Web Services i/~ BLEFTER Slack &iE,
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
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BOLLUER R BB A CloudFormation #E4x. MEREAREM CloudFormation 4R , MBI AR N TR T
FHPREK -

- 7£ Amazon Support Center Console F ]2 Amazon Web Services Support App &R

« £/ Amazon Web Services Support B2 X6 , UENZAKS EA Amazon Web Services
Support App.

« @M RegisterSlackWorkspaceForOrganization AP| #24E R &I K F 3£ M Slack T4E
X, CloudFormation 3tk <R &{EAZ APl &4E,

BB ELT S CloudFormation #iR £ BIBHALR, BATLAEER Amazon Web Services Support
App RIREESE WE P I RBEIEMR,

X LetE R & 1F CloudFormation 8l T &R :

« Slack BERE.,
« Slack T EXELE,

« &7 AWSSupportSlackAppCFNRole B IAM F &, Ffi il AWSSupportAppFullAccess Amazon £
ERRE,

Bx

A Slack EF#EH CloudFormation 14k
- NEEKS, OIEHK

- NELBIEMRE

7 Slack B &R CloudFormation &4k

Bt , BERAULTRERRR G MR, BLTFERERN Slack TEXMNBEEH A ME.

® Note
BNTEWER ZER N BEH LB AccountAlias BiIR. AccountAlias &R Amazon
Web Services Support App # 1 —#5i2 Amazon Web Services Ik, &Y & K 7] LATE 2
BHROEHEPRAKSEEN. BXESEER , HSMEMN Slack TEKX,
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-supportapp-slackchannelconfiguration.html
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7 Slack E#FHEH CloudFormation &4k

1. MRERALNWEERIKF  NAMF3H R EEKF RN Slack TEX |, REENKRAKF FREFER
CloudFormation R8I &R, MRE KRR , ESH ZMA Slack TEX,

2. M Amazon Web Services Support App HREESZENMHEHPEHIPTEZIRN JSON = YAML &
o

M AYREEaR T , FHR AR M 2R 34
4. HEERD  BEERMENZSH. ELOFEERUTFZROE :

« A Slack T#KX ID #J TeamId
- #7H Slack & ID # Channelld
« AR THE Slack BEE &R FH ChannelName

@ Tip
EERTEXFEE ID , HERWEEZHITIF Slack i@, £ URL & , B IEX ID
BE—MRNE , B8 ID EFE =R, I |, 7 https://app.slack.com/client/
T0O12ABCDEFG/C01234A5BCD A , T0O12ABCDEFG f I 4#EKX ID , C01234A5BCD =&
& ID,

5. ®™X#5HFN JSON 5 YAML X,

N E TR 632

BETXR, BXTEHARANEEKS QIR HER, SR NEBFH
RegisterSlackWorkspaceForOrganization APl #4EH £ /A Slack X TERX,

(® Note

RIMNBWE LEELE—SFREBRKPEHY Slack TEXEBER, RIFGEEESENKF
LAfEF Amazon Web Services Support App , BN FTE L& Slack BEE EE R

NEERK 0@

1. ERAALKNEEKF & FXEIAmazon Web Services Management Console,

2. 3TF Amazon CloudFormation &l #& , #silt : https://console.aws.amazon.com/cloudformation,

REWHEL B Slack BLERIR API fRZ 2013-04-15 163


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SupportApp.html
https://docs.amazonaws.cn/supportapp/latest/APIReference/API_RegisterSlackWorkspaceForOrganization.html
https://console.amazonaws.cn/cloudformation/
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3. WRMFKRIZE , ETE Region selector ( XiFiEEFEES ) F , EF LT Amazon Web Services X1
R —A

- BN (EZRE)
- BMiX (FRZ)
- BMX (3K )
« XEFRI (FERLMILER )
- XERE (BXEM)
- XEES (BBRM )
« WAHX (FHHK )
« AKX (KRR )
« MEKX (HER)
4. RBRSROIEHEKR, BXESFEE , HSHE Amazon CloudFormation & £ 6 #ik,

CloudFormation R Ih eIk T , B LA ERERNER N AL GIRHERE,

NAL BT

ETX , 3 Slack THEXEEFEAHERBRENR , LB ES service-managed RHIMEKRE, BT
DAERMERENENAACIENY , T UEEMEN OU, BXELEER , BEHBHERE,

I RE SR EIEA RegisterSlackWorkspaceForOrganization API #4E. It API RS R AKX &K F &
A Slack #R T#KX,

NEARBIEHERE

1. FRHALNEEKF EXZEIAmazon Web Services Management Consoles
2. $TF Amazon CloudFormation ##|& , #iiit : https://console.aws.amazon.com/cloudformations

3. MWMRMKIRE , 1B1E Region selector ( XiFik#Fes ) B , REREEE LS FERHNMERE Amazon
Web Services X1,

4. MNESMBEES |, E#F StackSets ( HIRE )
5. i%&#E Create StackSet ( BIERHEIRE ) .
6. 7E Choose atemplate ( %&#F#EHR ) WHEH L , RE AT IETAIBRIAEDN

« 7£ Permissions ( #XBR ) T , 4R & Service-managed permissions ( RS IEENR ) o
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« X}F Prerequisite - Prepare template ( 5t:R& M - BB ) , iHHRE Template is ready ( &
RERLE ) -

7. 1 Specify template ( I5E#ER ) T , % Upload a template file ( L& ERX 4 ) |, REEE
Choose file ( EEXH ) o

8. HENMH , ABEENext ( FT—F ),

9. 7 Specify StackSet details ( IEE#KREHFMER ) WHEL , W AMKLBH , W0 suppoxrt-app-
slack-workspace , AEH AERHEE Next ( T—F ),

10. 7£ Configure StackSet options ( Bt EH#REEIT ) RE L , REBBRIAED , AFEIEE Next ( T—
F)o

11. 1E Set deployment options ( IREZBE LT ) TWE L , X F Add stacks to stack set ( FF3#4& 70
BHERE ) |, REBEIAM Deploy new stacks ( ZPEFTHEM ) EI,

12. ¥4F Deployment targets ( EBBEHR ) , BERENENHLALEE OU QI #Hik, MREEF
OuU , iE% A OU ID,

13. X TF Specify regions ( EEEXE, ) , &AL T Amazon Web Services X 2 — :

- BMBEK (E2EE )

. BMHK (BRE )

. MK (0% )

. EERE (HERIMILE )
. EERL (BZEN )

. EEFHL (BBRMN )

« WAHK (B )

. ALK (FH)

. A (HE)

® &iE:
s ATEMLI/ER , BB WEERESR 3 kB MR Amazon Web Services X
5
« EEZ A Amazon Web Services XiF AlgE & S BB B HEMR RS K £ R,

14. XJF Deployment options ( ZB&iE£IM ) # Failure tolerance - optional ( B458EH : Wik ) T , &
ATE CloudFormation & LI 1E 2 B AR ATRER MM K P 3. AR TR A ER RS IK - B R
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E—, fltn , MREEEN OU B 10 MK EKF, , MHA 9, XERZE , BIE CloudFormation
BEXMIR, BEDLHE-NKF SR,

15. #%$F Next ( F—2 ) .

16. 7£ Review ( % ) MHE L , KREZRHIERF , AFIERE Submit (1R ) . BALIFE Stack
instances ( SRl ) R+ LR EHRIRTS,

17. (Wi ) EEDS BRI LZ Slack BERENER, TAERTESLIE IAM A HH I Amazon
REXRK. ZACLEREHRHMBRSAMENNRE. BXEZELE , BZHEEX Amazon Web
Services Support App FI1/ 8],

INRIET QI EMEREFRK LR Slack BEEE , NENHRAMKF ATLLFBEE Slack BiE, BXES
E8 , HSRBELE Slack BiE,

£ CloudFormation BlZZ##&kfE , 8N MK AKFEAIUBRZFPOEHFH S HKIHEEER Slack TH
XMBEE, RE , 417U Amazon Web Services Support App i F B2 # Amazon Web Services
W, ESHTE Slack BEFAIEIIFRH,

® Tip
MREBEE LEHER , RMNBWEFERA 2818 ERHEE Amazon Web Services X1,

T f##HF % CloudFormation WE Z{E 8

E 7 fEH X CloudFormation WEZEE , BSRUTERR :

 Amazon CloudFormation
« Amazon CloudFormation A ¥R
« Amazon CloudFormation APl &#

« Amazon CloudFormation ss & {TREAFIER

£ Terraform €12 Amazon Web Services Support App &R

B ] LAEA Terraform 3 Amazon Web Services ik~ £]2 Amazon Web Services Support App &
Ro Terraform 2 —REMEMERKBIE  JRAT=ENARR. SR LUEA Terraform 12 Amazon
Web Services Support App &R , A =2¥F CloudFormation H#x&BE ZIK

T f# % CloudFormation HEZEE API| W< 2013-04-15 166


https://www.amazonaws.cn/cloudformation/
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://www.terraform.io/
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Z % Terraform & , A LUEEFTEM Amazon Web Services Support App &R, Terraform &8
RegisterSlackWorkspaceForOrganization APl #&4ER &M Slack THEKX , HAIBHRR. AF , &7
B R0 e A HRIEE B Slack THEXMEE.

3 r
=

N4y

®

- MREBRHLANEERIKF, , MARFZHHENIKF RN Slack THERX , RAEEHKAMKS T
BEfE A Terraform ROIBRER. MR EREZEN , HSH B Slack TEX,

« B CloudFormation #tk &G , BAReEEA Terraform HALFH OU &I Amazon Web
Services Support App &R,

« & LATE Amazon CloudTrail F 3% ZI5k B Terraform B E W EHF R iEF,
XLEEHM eventSource & cloudcontrolapi.amazonaws.com
supportapp.amazonaws.com, BXEZFER , BZFEA Amazon CloudTrail 2%
Slack API i@ A # Amazon Web Services Support App.

THRESZER
ETHBEX Terraform WEZEE , BSRUTER :

 Terraform installation ( Terraform Z%< )
» Terraform ##E : § Amazon ¥R EMZEH

* awscc_support_app_account_alias

* awscc_supportapp_slack_workspace_configuration

* awscc_supportapp_slack_channel_configuration

fEF Terraform €12 Amazon Web Services Support App &R API W7 2013-04-15 167
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Z 4 Amazon Web Services Support

=Z4E Amazon REFRZ2E, N Amazon BF , BAIUSRTENFEASHZsHRBABALNE
SR T A 2 Y B AR O TN 4R B3R K,

ZERINA Amazon WEAERE, TEHEEAFEERN N EZLUENZTFNEEMH

+ ZRE — Amazon AERIE Amazon =HIE1T Amazon FREZFHEARZEY, Amazon ik R IERH
AZEFERANERS. EAN—3H2 , FE=ZAFFIHIEHENAMNEIERINZLHER M, ETHER
&Mt X Amazon Web Services Support , 155 vices EE M 1T XX 2 B EE N A RS o

s TIREE-FBNEEHREERAN Amazon RERE. BEEENEMARMAT | SEEZNEENBR
., BATNERURERNEEEN,

R A4 O] HE BY IR T R (5 A Bt Nl N2 A 0 B R EAE B Amazon Web Services Support, AR E B [@ 8
B TE E Amazon Web Services Support SUH 2 BN L £ MAHE B iR, BEFES MG
A H M Amazon Web Services R#E BY & U5 13 1R 7 289 Amazon Web Services Support &R

FH

o FEEIERST Amazon Web Services Support

« RIEKIFH Amazon Web Services Support TR LR £ RE

- WEMHIEREE Amazon Web Services Support

- BHmA

« &3 Amazon Web Services Support ¥ Amazon Trusted Advisor
« AMMEIF Amazon Web Services Support

« ¥ Amazon Web Services Support

- AR EMIZHEZ S Amazon Web Services Support

- Y EEFMIFE 2 Amazon Web Services Support

Y BAE R Amazon Web Services Support

4 Amazon 2 B REE FE B T P EIERP Amazon Web Services Support, 14N & AR
Amazon , AERPETAAIERNRNEEKERMZEH Amazon Web Services =, BRTHPNIEEEL
HEH ENRBINEE, SEATEFERLN Amazon Web Services WL 2B EMERES, X
BIERANESER , FSRBERALE LR BERE,

BRERY API hRZ 2013-04-15 168


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq

Amazon Web Services Support AriEE

HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2 Amazon Identity and Access Management (IAM) iIRBN AP, X# , 8NP RRE
TEHIERIMENNR, BMNERBUEBIUTARNRFHIE

- WENKFERSZESHRIE (MFA)

- fEf SSL/TLS E#IFER. Amazon BRAERFEA TLS 1.2, BiUEMA TLS 1.3,
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}
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® Note
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AWSServiceRoleForSupport RESHEX AR A FEF BN Amazon CloudTraill&E&FTE Amazon
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T R KRB Amazon Web Services Support #ITHIR{E. BXxME LR CloudTrail , 2 (Amazon
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FABRKRETREBEENR,
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IAM Ik~ R IFT A,

Y 58 A BR &Y BR S5 4B 5% B & Amazon Web Services Support

BT LAER 1AM %% AWSServiceRoleForSupport FREMEXBRBNWER, BEXEZEL | BESH
(AM BFiEm) PMRERSHEXAR,

ZAWSServiceRoleForSupport A2 N EMK S Amazon Web Services Support I2t EH
BEEMEARZEFRAEFEN, Eit , BEET IAM #2515, API 2 Amazon Command Line Interface
(Amazon CLI) BRI B G, XFHRFEN Amazon IKF , BN EFLEEEPRREE X IFRSPTEN
R

BX AwWSServiceRoleForSupport AEHEFANEZELR , HBKR Amazon Web Services
Support,

FFRSZ XA HTF Trusted Advisor

Amazon Trusted Advisor £ Amazon Identity and Access Management (IAM) RS HE< A, RS
Hx AR EEEEREES Amazon Trusted AdvisorfIHE— IAM A, IREMERABRBTAE N Trusted
Advisor , EA1BEZRSAREFAEM Amazon RSFTENFIENR. Trusted Advisor £ LA
BREELENFERER , Amazon HEHKEF Amazon IMERNEW, HIE0 , Trusted Advisor B &K
T #ha# it B = (Amazon EC2) SEHIMIERAER , R BIERERA, Rkt ZBRHENRS
Zet,

(® Note

Amazon Web Services Support £ #3%# IAM BRS % &G 15 RS SRR , LUIRM
e, EENIHRS. BXEZER , BSRERSHEXAEHA T Amazon Web Services

Support,
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BRXFRSERAGHNEMERSZNESR , F5HS5 IAM BE& A Amazon kS5, BEIRFE Service-
linked role ( IRSFHEXR AR ) FIKEN Yes (B ) WIRS . BEEREERZRSHRSHXH B
YRR

F

2

Trusted Advisor B RS < & &R
EERSHEXHEHNR

7 Trusted Advisor BIZRFHEXAE
A Trusted Advisor fEERRFZHEXAE
HIBR Trusted Advisor BIERFZHEXAE

Trusted Advisor YIRS #Hx & B IXR

Trusted Advisor fEAF N ERSHEXNEE

AWSServiceRoleForTrustedAdvisor— LB &{E4E Trusted Advisor BRE A E &5 1R Amazon R
SHAGE., ABNREKEALTFXNTE Amazon % R# 1T Trusted Advisor RiLiGHE, LAGBREILT
Amazon P IATTRE , BN ERSLRRIMSLERNR Trusted Advisor. HZFFi& Amazon ik~
B, Trusted Advisor 2 N ZEBIE AR, EXNNRIFEEETREFNNIRER ., T2 RRE
Bt I B EfT E At IAM SE4E,

BXMMEBNEZER , S AWSTrustedAdvisorServiceRolePolicy.

AWSServiceRoleForTrustedAdvisorReporting — b B &S4F Trusted Advisor AR RIBEA LR E Th
BE A, IthAET Trusted Advisor 468 Amazon Organizations AR F K SRS B A, Trusted
Advisor )5 AN BRI SR ECZLL AR,

BXMMKBEHUEZEL , S AWSTrustedAdvisorReportingServiceRolePolicy.

BRI LAME AL ME R AL PRI PRE M 812 Trusted Advisor REL RIRE . BXLIFTINESZE
B , % Amazon Trusted Advisor FI4E L E .

EERFS AKX BBHNR

EBANBEENIR , A IAM R (AR, AA6 ) 82, REIMBRESHEX<A®, UTROIE
A AWSServiceRoleForTrustedAdvisor REZMHXAE,
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Example : ftiF IAM 324k 6|2 AWSServiceRoleForTrustedAdvisor FRSHEX AR

HEEEMA Trusted Advisor Tk, BIREESHEXACHBRFPXNEFCIEACTREFRSHN ,
EERMTHS B, Trusted Advisor

FUTEARME IAM KEHRNRKE AT ZBSHAXAE,

"Effect": "Allow",
"Action": [

iam:CreateServicelLinkedRole",

iam:PutRolePolicy"
1,

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

Example : fUifF IAM SE4k4m%E AWSServiceRoleForTrustedAdvisor ARSSHE5< A @A ER

B BEYREE AWSServiceRoleForTrustedAdvisor A ER, EALUFUTEARME IAM 3=
IR PR R B R R B RS AE X A B #RIK,

"Effect": "Allow",
"Action": [
"iam:UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringlLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

Example : 7iF IAM E4&MHIEk AWSServiceRoleForTrustedAdvisor fREZHXAE

SER AT EARINE IAM KRR A PR SR B SR BRARSS AR X A 0

{
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
FARSHEXAE
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"iam:GetServicelLinkedRoleDeletionStatus"

15

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

& AT LAE A Amazon FEEF B ( 3N AdministratorAccess ) SRIBEEXS #9525 B #X PR Trusted
Advisor,

A Trusted Advisor BIZRSZHEKXAE

TEF 0|22 AWSServiceRoleForTrustedAdvisor REHEx AR, HEFFiR Amazon AT
Trusted Advisor & BRI ZRSHEXBE,

/A Important
W R IBTE RS54 X #F Trusted Advisor fRSHEXBE 2 BIEA1ZKRS , N Trusted Advisor E

ZIE LRI a2 T iZAWSServiceRoleForTrustedAdvisor&f, ETHEZEER |
ESR IAM AFEEFHNEN IAM KFPFHIFAR,

WMRIEHI MK 5% AWSServiceRoleForTrustedAdvisor FRESHEX AR , Trusted Advisor Ik
ERME T E, MREHNIKF FE AR Trusted Advisor ZARE XBIBRRSHEXAE , AlEaHIM E
RER. EXHERT , B LAMER IAM 82 AWSServiceRoleForTrustedAdvisor BREHEX A
& , AFE#H B A Trusted Advisor,

J8 A Trusted Advisor ( #Z#l14& )

1. A IAM &85 IAM APl eI RS HEXAE®, Amazon CLI Trusted AdvisorBEXxEZEEL
BESRCIERSHEAAR,

2. %3 Amazon Web Services Management Console , /5 S F Trusted Advisor #2414 |, Mt
A https://console.amazonaws.cn/trustedadvisor,

K Trusted Advisor ARSI S REZRFHE A,

3. MIRBH#EIEH %R /B A Trusted Advisor B, MR RN BNFTER
AWSServiceRoleForTrustedAdvisor , 2 ZARASHEIE TN E R
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A Trusted Advisor 4miBIRFZHEKXAE

HTZANR&8E5IHZAE , AT EZEXNRSZHEXFRCHNEN. B2 , B LEA IAM 25 &5
IAM AP| RREABHIEIR, Amazon CLIBXEZER , BHZH (IAM AF1ER) PMEEIRSSHEX
pai=R

M ER Trusted Advisor IRSZ <A

MRETEEFERARTIEES RS Trusted Advisor , U B SAR BR
ZAWSServiceRoleForTrustedAdvisor& €, #4741 Trusted Advisor EZERAMRFZHEXIAE , R
BT EEMIBR LIRS AR A, X T LABS IE &I BR Trusted Advisor 2 EFTEMINPR., Z2MAE Trusted
Advisor , ENZAMERSIIEE , SEELLEBFNEH, A, RE Trusted Advisor J1 R & K
A, WEBHAETRAKSFEASZIEM , XEREBFTFLWEHEET ERAH 5 EMN Trusted
Advisor X3, &FE1HE Trusted Advisor #Hl&. API A Trusted Advisor IREIFE4 15 R £51%

BIARIE AWSServiceRoleForTrustedAdvisor KPR EFHCIZRSHXAR  RETRHEEFS
A Trusted Advisor,

IR FEEFREIA Trusted Advisor FER RS HEXA® | AT REMI
BRAWSServiceRoleForTrustedAdvisor RE XA,

E 2/ Trusted Advisor

1. &3 Amazon Web Services Management Console # & #1% Trusted Advisor ###l& , Wit
A https://console.amazonaws.cn/trustedadvisor,

2. ESMBE®KD , EFEEIED,
. ERFSHEXAENRIIH , ®EFEZEA Trusted Advisor,
4. EWIATEES , BEEE OK (AE ) KBIABEZA Trusted Advisor,

A5 Trusted Advisor , FiE Trusted Advisor TheE&ERF#ZEH , H# B Trusted Advisor #HI BN E R
2 RIRAEIE,

RIE , WA LAMER IAM #2%]A Amazon CLI, = IAM API il Bk
#ZAWSServiceRoleForTrustedAdvisor AM Trusted Advisor REZHEX<AR, BEXEZER | &
25 CIAM AF1Er) FIRIBRIRSEXAE,
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CloudWatch,
Amazon EC2 - i & EC2
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Amazon Certificate Manager
— @R 5 Certifice Manager
F<HY B RE,

Amazon EventBridge it X7
Fr-F T ## R 5 EventBridge
TR F MBI E &,
Amazon OpenSearch R55-
AT RE 2 < B &
OpenSearch,

Amazon EventBridge Z2#3-
x5 EventBridge Z2¥34R
KRR,

Amazon A FEH-FA TR
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Amazon App CloudWatch
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P RE A IRE -
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« 5% CloudWatch -fi#
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CloudWatch,

* Amazon Compute Optimizer
— R E Compute
Optimizer A8 5<#Y A&,

* Amazon CloudWatc
h Evicently — i@ R &
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« EC2 Image Builder - & &
Image Builder B35 #8549 [q]
B

« Amazon loT TwinMaker —

fRAREMKH A B Amazon
loT TwinMaker,

* Amazon CloudWatch
AE-ATFHERETL S
CloudWatch B &< 98]
Eﬁo
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Eﬁo
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« Amazon Comprehend : f#
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FES<HY B RE,
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Amazon Glue : fIRE5
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Ay [B] &

Amazon Kinesis Video
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Video Streams 8% #9 7]
=

Amazon Managed Service
for Prometheus : f#RE
Amazon Managed Service
for Prometheus #H3< 93]
=

Amazon Managed
Streaming for Apache
Kafka : fi#R5 Amazon
MSK Connect #8< 9 7] &,

Amazon Network Manager
— BREMBEERF XM
[B] &,

Amazon Nimble Studio : i#
i#5 Nimble Studio #H3<#Y

[B] &,

Amazon Personalize : i
5 Amazon Personalize 8

KRR,

Amazon Pinpoint : 8RS

Amazon Pinpoint #85% #9[d]
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olePolicy - B 7 B X8 IR, T E B FRREK
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hooks — Amazon Web
Services Support 7L iFFF &
A LAAE B R R R BR Y B B 1L
LR,

* Amazon Elastic Kubernete
s Service - f# X5 Amazon
EKS XM A&,

« Amazon loT FleetWise — 3
&5 Amazon loT FleetWise
F<HY B RE,

* Amazon Mainframe
Modernization — #if 5 X
BMIMARALERB R,

+ Amazon Outposts — %5
Bh Amazon Web Services
Support FRENE A EHLME
SR,

« Amazon Private 5G - Hf&
5 Private 5G f85<#9 A&,

« Amazon Tiros - #1# & Tiros

MR AV R

Amazon & KB API fRZ 2013-04-15 206



Amazon Web Services Support AriEE

B iR =p:
AWSSupportServiceR RETHRSFEINT 46 BT 2022 £8 A 17 H

olePolicy - B3 7T B FKBE BR , T E B T RREK
B EBENBEAIZEHEXINE
P RE A IRE -
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« Amazon DataSync — f#R
518xK B DataSync.

* Amazon Elastic Disaster
Recovery — R EHI 3
3[Rl &

* Amazon GameSparks —
AT #RE Z X E &

GameSparks,

* Amazon loT TwinMaker —
A1 SAEX B A B Amazon
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« Amazon Lambda — &E& A
THEEHERRF A B2 URL
HNELE,

* Amazon Lookout for
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P RE A IRE -

» Amazon Application
Migration Service — X ¥
ARFEIBRSFHENRE
£H,

* Amazon CloudFormation —

X4 1AM, § B MR A 425148

XA BT W
« Amazon CloudWatch H&-
AT RUE FRIRERE

« Amazon EC2 B} - 3RER
BB REH N T
o

* Amazon Elastic Disaster
Recovery — fERE F Ik
H Y & I F S 3 R

« Amazon FSx - & Amazon
FSx REBHV IR,

« Amazon Lightsail - &
Lightsail 77 # #Y 7T £ 4E #
LB iF4H1E S

« Amazon Macie - & Macie
BE , flinnEES, BE
NBHEFIRFF, ENFRER
MER,

» Simple Storage Service
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* Amazon Storage Gateway

— BEFRXES B0

B RBEE TR

 Elastic Load Balancing -
E £/ Service Quotas 12l
& A B RBR I8 31 BA

BXEZER , B
E AWSSupportServiceR
olePolicy Y IXBRE Ko

EAHTHNERBE Amazon Web Services

Support TE RN EHRAE

o

AWSSupportServiceRolePolicy B X PR & X

B

20222 A 17 H

A INE KR Z AN PR #B 2 Amazon Web Services Support 8 T AWSSupportServiceRolePolicy fiif
HARBAM APl 2/E, B2 , R API BREZTEEEFTREBRHHINIR,

TROGIETREEETEBHHNRA AP B1E, TRMETIXEMN 2022 F£2 A 17 BFBEHNE

Fo

Date AP| BEZ TR

2022 F2 A 17 BAAM TR  s3.GetBucketAnalyt
icsConfiguration

s3.ListBucketAnaly
ticsConfiguration

s3.GetBucketNotifi
cationConfiguration

P35 B SRR AN BR

s3:GetAnalyticsCon
figuration

s3:GetBucketNotifi
cation
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API| BR{EBFR

s3.GetBucketEncryp
tion

s3.GetBucketIntell
igentTieringConfig
uration

s3.ListBucketIntel
ligentTieringConfi
guration

s3.GetBucketInvent
oryConfiguration

s3.ListBucketInven
toryConfiguration

s3.GetBucketLifecy
cleConfiguration

s3.GetBucketMetric
sConfiguration

s3.ListBucketMetri
csConfiguration

s3.GetBucketReplic
ation

s3.HeadBucket
s3.ListObjects
s3.ListBuckets

s3.ListMultipartUp
loads

PREEHY R EEA PR

s3:GetEncryptionCo
nfiguration

s3:GetIntelligentT
ieringConfiguration

s3:GetInventoryCon
figuration

s3:GetLifecycleCon
figuration

s3:GetMetricsConfi
guration

s3:GetReplicationC
onfiguration

s3:ListBucket

s3:ListAllMyBuckets

s3:ListBucketMulti
partUploads
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Date AP| BREEFR P B SR BE A BR
s3.ListObjectVersi s3:ListBucketVersi
ons ons
s3.ListParts s3:ListMultipartUp

loadParts

Amazon Slack §F Amazon Web Services Support B T2 FHIFEE KB

(® Note

EifEfMEE P K HIEFEEH Amazon Support Center Console , {55 R EE X Cent Amazon
Web Services Support er #9178 1 PR,

Amazon Web Services Support B R2FEE U TIEE KK,

RS

» Amazon & EHE : AWSSupportAppFullAccess

» Amazon FEEE W : AWSSupportAppReadOnlyAccess

« Amazon Web Services SupportAmazon & KK N AR F B3

Amazon &R : AWSSupportAppFullAccess

B LAE A AWSSupportAppFullAccess FEEREEIR T IAM A1 Slack BEE EMXR. BiEEE
£ AWSSupportAppFullAccess KB I ZIEHY 1AM SE4K,

BXEZER |, iHSSlack F# Amazon Web Services Support Appo

LR BE IR F A2 XY Amazon Web Services Support B 2 F 1T Amazon Web Services Support
Service Quotas 1 IAM REH R,

RRFHRER
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ZRBEEE TR :

« servicequotas - #HREIM BN RFEFMBER , FHEMK - RS R,

* support - 832, EHMBRENIGFRE, EMNEREXRFNER , SIOXA4HEF. BERE
ENFEEMR. B EXFEENINPIR2E.

« iam- BIEATRSBRANRSHEXAE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicequotas:GetRequestedServiceQuotaChange",
"servicequotas:GetServiceQuota",
"servicequotas:RequestServiceQuotalncrease",
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:DescribeSeveritylLevels",
"support:InitiateChatForCase",
"support:ResolveCase"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {

"StringEquals": {"iam:AWSServiceName": "servicequotas.amazonaws.com"}

BEXEZEE , HSHEEN Amazon Web Services Support App B8],
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Amazon FEE KB : AWSSupportAppReadOnlyAccess

ZAWSSupportAppReadOnlyAccess R B &2 F /o ¥F L4017 R Amazon Web Services Support K
EFBRENNR, BXEZELR , B2 HSlack F# Amazon Web Services Support Appo

RERFAE R

SRS A TR :

* support - HRZIHFEFIMFMAERURFMEZISREFHES.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeCases",
"support:DescribeCommunications"”

1,

"Resource": "*"

}
]
}

Amazon Web Services SupportAmazon & K N AR FEH

BE BIZREF BB E Amazon Web Services Support B FA2F Amazon FEEBE T E LIRIX L EH
WFAEE. ERBEXMTEERMNEZRR , HITH XA ELI12RE THE LMW RSS K.

TRIEART B 2022 £ 8 A 17 ALK Amazon Web Services Support N FIEEBRNEEE
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I iR H HA
AWSSupportAppFullAccessfl B LUIX L RE A T &R 2022 £ 8 A 19 H
AWSSupportAppReadO Slack BEMEN IAM A,
nlyAccess _ s

EXEZER  BFSREE
Amazon Web Services X Amazon Web Services
Support N A FRVET Support App BIi5 1A,

Amazon & K&

ERXMHNERBAE ¥ %X Amazon Web Services 2022 £ 8 A 19 H
Support N ATEF I E KK
HEo

Amazon Web Services V3£ E KB Amazon Trusted Advisor
Trusted Advisor EBLLT Amazon Web Services £ & F B,

EES

« Amazon & KB . AWSTrustedAdvisorPriorityFullAccess

+ Amazon & FKE . AWSTrustedAdvisorPriorityReadOnlyAccess

« Amazon B KB . AWSTrustedAdvisorServiceRolePolicy

+ Amazon & F#E : AWSTrustedAdvisorReportingServiceRolePolicy
X Amazon FEEXKEEHY Trusted Advisor E#

Amazon FEE KB : AWSTrustedAdvisorPriorityFullAccess

ZAWSTrustedAdvisorPriorityFullAccess BN R R FXY “ Trusted Advisor {E &R L2 THENR. Lt
REE R FR P RIATAERS , Amazon Organizations 3 St iF Fi 7 Trusted Advisor 3 P Trusted
Advisor riority IEEZREE R MK/

BRiFMHER
EE KB, LEBEE trustedadvisor WML TR :

« FEREHIKS AR,
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* & Trusted Advisor fESER P EIRBIMKEL . XL R R VFET HMERHKEIRES.

X
o HWIRIER Trusted Advisor LB FREFHFBEHNEE, XENRATFEEES FHEEHN , HABRE

HRZERXLEE,
o BITIZE , Trusted Advisor SAMEERAEY MK F B LS B Amazon Organizations.

EE-KIBAH , kRHKEIE organizations B TINR :

« HIRIEH Trusted Advisor Ik FLA 4D,
« BIHEAFER Organizations B9, Amazon Web Services

EE=FEFAD , LK BE organizations WL TR :

%l Trusted Advisor (R EKMEREE R
- ZAMEHA Organizations B Z{EE1HHE.

HEOFIETHR , WREITE iam HATRR

B2 AWSServiceRoleForTrustedAdvisorReporting REHEXAHE,

EERFFAD , KBTS organizations WAL TR :

« RVFESEMFESS Trusted Advisor Priority WEREE A,

{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AWSTrustedAdvisorPriorityFullAccess",
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:UpdateRiskStatus",
"trustedadvisor:DescribeNotificationConfigurations",
"trustedadvisor:UpdateNotificationConfigurations",
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"trustedadvisor:DeleteNotificationConfigurationForDelegatedAdmin",
"trustedadvisor:SetOrganizationAccess"

]I

"Resource": "*"
}I
{

"Sid": "AllowAccessForOrganization",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

},
{

"Sid": "AllowListDelegatedAdministrators",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

]
}
}
I
{
"Sid": "AllowCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"
}
}
3,
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{

"Sid": "AllowRegisterDelegatedAdministrators",

"Effect": "Allow",

"Action": [
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "arn:aws:organizations::*:*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

Amazon I E KB : AWSTrustedAdvisorPriorityReadOnlyAccess

ZAWSTrustedAdvisorPriorityReadOnlyAccessKB& 6] P Trusted Advisor riority 1% F RiEiXPR , BEE

EEMEERAKFHRNR,
XRIEHAE R
EE KB , LEBEE trustedadvisor WL TR :

o HRIEH Trusted Advisor = F14H 41,
 $IRM P Trusted Advisor riority iR B I XEE H R FETEHEA .
« R Trusted Advisor {£ 5% BB FHB 4B HMEL & .

EE-RNME=FREFAYP , KB I E organizations WAL TR :

« f£f Organizations HiRIZHIA LD,
- FIHE AR Organizations B, Amazon Web Services

« BIH Trusted Advisor L RN EREE T
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"Version": "2012-10-17",

"Statement": [

{
"Sid": "AWSTrustedAdvisorPriorityReadOnlyAccess",
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",

"trustedadvisor:DescribeNotificationConfigurations"

1,

"Resource": "*"

I

{

"Sid": "AllowAccessForOrganization",
"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",

"organizations:ListAWSServiceAccessForOrganization"

1,
"Resource": "*"
},
{
"Sid": "AllowListDelegatedAdministrators",
"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"reporting.trustedadvisor.amazonaws.com"

Amazon FEE KB : AWSTrustedAdvisorServiceRolePolicy
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LR BT INZE] AWSServiceRoleForTrustedAdvisor REHEXAR, LABATFRZSHEXAR
NEHRITERE. BTN AWSTrustedAdwsorSerwceRoIePoI|cy Bt b 429 Amazon Identity and
Access Management ( IAM ) 54k, BXEZER , BZHEMRSHEXAEA T Trusted Advisor,

ERBEBEFEENE , AFRSHEAXAEIGE Amazon Web Services, XEMPR A FERIKE
Trusted Advisor RiF{EEHIKF .

KR FAE R
ZERBIE U TR,

 Auto Scaling - ##iR Amazon EC2 Auto Scaling ik /= B & #1 & R
 cloudformation— ##i® Amazon CloudFormation (CloudFormation) M /= B2 &1 fl #E4%
 cloudfront— #HiRL B #HY CloudFront 2

 cloudtrail— #3& Amazon CloudTrail (CloudTrail) 3§42

« dynamodb - #i& Amazon DynamoDB i /= B & 1 % R

+ ec2 - iR Amazon Elastic Compute Cloud (Amazon EC2) Ik F° Bt & f1 & IR
- elasticloadbalancing - iR M A FHIGE (ELB ) KA BN E IR

* iam-3REX IAM SR , SUE, ZARD SR EE AL

« kinesis - #iX Amazon Kinesis (Kinesis) ik /= Bt &t

« rds - #& Amazon Relational Database Service (Amazon RDS) %R

« redshift - #i Amazon Redshift %R

« route53 - ##i Amazon Route 53 ik /= Bt 81 Fl % R

« s3 - iR Amazon Simple Storage Service (Amazon S3) &R

 ses — 3REX Amazon Simple Email Service (Amazon SES) & % Bt &

* sqs - %tH Amazon Simple Queue Service (Amazon SQS) BA %!

« cloudwatch— 3KHY Amazon CloudWatch 4 ( CloudWatch B4 ) $8#r&E it 53R
- ce — 3REX Cost Explorer %5 (Cost Explorer) i
 route53resolver— 3RHY Amazon Route 53 Resolver #1725 in = H &R
 kafka — 3REX Amazon Managed Streaming for Apache Kafka &R

+ ecs— 3REX Amazon ECS &R

 outposts— 3REY Amazon Outposts &R
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"Version": "2012-10-17",

"Statement":

{

L

"Effect": "Allow",
"Action": [

"autoscaling:DescribeAccountLimits",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribelLaunchConfigurations",
"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation",
"cloudformation:DescribeAccountLimits",
"cloudformation:DescribeStacks",
"cloudformation:ListStacks",
"cloudfront:ListDistributions",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:GetTrail",
"cloudtrail:ListTrails",
"cloudtrail:GetEventSelectors",
"cloudwatch:GetMetricStatistics",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"ec2:DescribeAddresses",
ec2:DescribeReservedInstances",
"ec2:DescribeInstances",

ec2:DescribeVpcs",
"ec2:DescribelnternetGateways",
ec2:DescribeImages",
"ec2:DescribeVolumes",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeRegions",
"ec2:DescribeReservedInstancesOfferings",
ec2:DescribeSnapshots",
"ec2:DescribeVpnConnections",
ec2:DescribeVpnGateways",
"ec2:DescribelLaunchTemplateVersions",
ecs:DescribeTaskDefinition",
"ecs:ListTaskDefinitions™"
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth"
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"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
:GenerateCredentialReport",
iam:

"iam
na
na
na

lam:
lam:
lam:
lam:

GetAccountPasswordPolicy",
GetAccountSummary",
GetCredentialReport",
GetServerCertificate",
ListServerCertificates",

"kinesis:DescribelLimits",
"kafka:ListClustersVv2",
"kafka:ListNodes",
"outposts:GetOutpost",
"outposts:ListAssets",
"outposts:ListOutposts",

"rds:

"rds:

"rds:

"rds:

"rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

DescribeAccountAttributes",
DescribeDBClusters",
DescribeDBEngineVersions",
DescribeDBInstances",
DescribeDBParameterGroups",
DescribeDBParameters",
DescribeDBSecurityGroups",
DescribeDBSnapshots",
DescribeDBSubnetGroups",
DescribeEngineDefaultParameters",
DescribeEvents",
DescribeOptionGroupOptions",
DescribeOptionGroups",
DescribeOrderableDBInstanceOptions",
DescribeReservedDBInstances",

DescribeReservedDBInstancesOfferings",

ListTagsForResource",

"redshift:DescribeClusters"”,
"redshift:DescribeReservedNodeOfferings",
"redshift:DescribeReservedNodes",
"route53:GetAccountLimit",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",

DescribelLoadBalancerAttributes",
DescribeloadBalancerPolicies",
DescribeloadBalancerPolicyTypes",
DescribelLoadBalancers",
DescribeTargetGroups",
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"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses”,
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketPublicAccessBlock",
"s3:GetLifecycleConfiguration",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"ses:GetSendQuota",
"sqgs:ListQueues"

1,

"Resource": "*"

Amazon &R : AWSTrustedAdvisorReportingServiceRolePolicy

L ERBEFT AN EIAWSServiceRoleForTrustedAdvisorReportinglRSHXxAE | iZAE Trusted
Advisor LI AR B IhEERITIRIE, TR BN AWSTrustedAdvisorReportingServiceRolePolicy B
INEEW 1AM Kk, BXEZER , BZFRFRISEXRAEHA T Trusted Advisor,

HRERFEENRE , AFRSHEXAERIT Amazon Organizations ##4E.

RERFAE R
ZERBEBEU TR,

« organizations - #HREWALH I EHRFHENR, KF., KK, FRMARSN

"Version": "2012-10-17",
"Statement": [
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{

"Action": [

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

]I

"Effect": "Allow",

"Resource":

"

DescribeOrganization",
ListAWSServiceAccessForOrganization",
ListAccounts",
ListAccountsForParent",
ListDelegatedAdministrators",
ListOrganizationalUnitsForParent",
ListChildren",

ListParents",
DescribeOrganizationalUnit",
DescribeAccount"

3 Amazon FEE X KA Trusted Advisor EHT

BEARIXLERS TR ERIX L ¥ iz 8] Amazon Web Services Support 2 Trusted Advisor J5#Y
Amazon HFEXRBEFMNFAFE. EREGEXMTHEXNERT , FiTH XEHLIEE THEHL

) RSS IR

TRIEART B 2021 F£ 8 A 10 HLEAXR Trusted Advisor IEE KBV EEE 1,

Trusted Advisor

B

AWSTrustedAdvisorS
erviceRolePolicy

EHRUBBR.

HiR A Hf

Trusted Advisor 7 2024 £1 A 18 H
m7EFRERR

Fcloudtrail:GetTrai

1l cloudtrail:ListTra
ils cloudtrai
1:GetEventSelector

s outposts:GetOutpos
t . outposts:ListAsset
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EK

AWSTrustedAdvisorPriorityFu
lIAccess

EHUABER.

AWSTrustedAdvisorPriorityRe
adOnlyAccess

EHUB K.

AWSTrustedAdvisorS
erviceRolePolicy - E¥f T A
REE

AWSTrustedAdvisorS
erviceRolePolicy - EF T A
KB

iR
s Moutposts:ListOutpo
sts PR,

Trusted Advisor E#

T AWSTrustedAdvisorP
riorityFullAccess
Amazon HEXRKUATESEN
IDo

Trusted Advisor & 3t

T AWSTrustedAdvisorP
riorityReadOnlyAcc

ess Amazon EERKIULEBE
E4 ID,

Trusted Advisor i1 T 7
HIRERIR Fec2:Descr
ibeRegions s3:GetLif
ecycleConfiguratio

n ecs:DescribeTaskDe
finition #Mecs:ListT

R

askDefinitions

Trusted Advisor 7E I A
FEV MR E R T
8 IAM #4Eroute53re
solver:ListResolve
rEndpoints route53re
solver:ListResolve
rEndpointIpAddress

es ec2:DescribeSubnet
s . . kafka:Lis
tClusters

V2 Fkafka:ListNodes o

B

2023 12 A6 H

2023 12 A6 H

2023 11 A9 H

2023 9 A 14 H
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BEX

AWSTrustedAdvisorR
eportingServiceRolePolicy

Bt i 2 Trusted Advisor
AWSServiceRoleForT
rustedAdvisorRepor
ting RJEXBAENIEER
BEHY V2

AWSTrustedAdvisorPriorityFu
lIAccess M AWSTruste
dAdvisorPriorityReadOnlyAcc
ess

KT Amazon FE & K I

Trusted Advisor

AWSTrustedAdvisorS
erviceRolePolicy - EFI T A
REE

DU

¥ Trusted Advisor
AWSServiceRoleForT
rustedAdvisorRepor
ting BRESMEXRABEHN
Amazon ¥ & R EE H 4 2|

V2, V2 JERM— 1AM %
fE organizations:List
DelegatedAdministr
ators

Trusted Advisor 00 7 PN ET
WIEEXRE , SO UEREN
Sk &% Priority B9 Trusted
Advisor 15 [R1#X R

Trusted Advisor 7

T BRERR
FDescribeTargetGrou

ps MGetAccoun
tPublicAccessBlock X
FRo

Auto Scaling A& TR
MEEFEE DescribeT
argetGroup MR, UKwZE
Kt hnZ Auto Scaling AHIFEZ
B IIHR

Amazon S3 F# BN RREE
E GetAccountPublicAc
cessBlock MPRUKR
Amazon Web Services i~ £y
FEHIEABIFRNRE,

B

2023 2 A28 H

20228 A 17 H

2021 58 A10 H
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B iR H HA
ERXMNERBAE Trusted Advisor FF AR ERE 2021 £ 8 A 10 H
Amazon FEE RN E X,

AmazonAmazon Web Services Support EE I E R

Amazon Web Services Support itX EB U T HE KK,

B

+ Amazon F£E KR : AWSSupportPlansFullAccess

« Amazon FEEFKBE : AWSSupportPlansReadOnlyAccess

« Amazon Web Services Support I+ X%t Amazon & &K B 1TEH

Amazon £ E XK : AWSSupportPlansFullAccess

Amazon Web Services Support it X HAWSSupportPlansFullAccess Amazon £ E R, 1AM 3E4%
55 F LU 2R BE N SEE R AT Support Plans $24F :

- BELZHZEITR Amazon Web Services ik F

- EEAXRERXFITHERRSHIEAGE

s BEREHXIFITRI Amazon Web Services ik F

« RIBFIE X1 XIEF AR Amazon Web Services ik

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus",
"supportplans:StartSupportPlanUpdate",
"supportplans:CreateSupportPlanSchedule"
1,

"Resource": "*"
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]

EXEXBEHRMHIE , iS50 Amazon Web Services Support it %3 Amazon & KHEHITEH .

Amazon FEE KB : AWSSupportPlansReadOnlyAccess

Amazon Web Services Support it X HAWSSupportPlansReadOnlyAccess Amazon & &
B&o IAM SE{fE A Lt SR B& IR TR AT R Support Plans ##4E -

o BEIEMLZEiTXI Amazon Web Services ik~
s BEEAEXERIFITNERRSHFEAER

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus"

1,

"Resource": "*"

}
]
}

AXEBERMIE , 359 Amazon Web Services Support it XI5 Amazon & KHEHITEH .

Amazon Web Services Support it X3t Amazon & REEH1TEH

BE BXERSTT BB ERX LT RLAR |, Support Plans Amazon EEBREFNIFAEE. BHREE
RUTTHERNEIRR , BITHE X7 $ 125 THE LA RSS R

TRMNET B 2022 F£ 9 A 29 HELRXS Support Plans FEE RN EEZF .
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B iR B
AWSSupportPlansFullAccess & CreateSupportPlanS 2023 5 A8 H
- NABERENERN chedule ®BAEFME

AWSSupportPlansFul

lAccess EEXRRE,

ERXMHNEHRAE Support Plans £ E XMW ER 2022 F9 A 29 H
H&.

EEXT Cent Amazon Web Services Support er B 8] 1 BR
BAMEFHRZEROMEESZIEZOIBR,
BRIAERUT®ED Z —F R XD

- FEAEEN Amazon fk BRIV B FER At MR8, L B 87579 Amazon K/ r oot AP,
- {#/ Amazon Identity and Access Management (IAM).

mREFmE, il OB TFITR , AR Amazon Web Services Support APl BA4RTETS
#1715 E Amazon Web Services Support # Trusted Advisor #4E. BXEZELR |, EH2 5 Amazon
Web Services Support APl &%,

(@ Note

WMRTEBFIZFPO , WATLAERA Contact Us ( BRFRIA] ) TWH. A LASE At 7T EIREX
BRI E MK P B A H B

Amazon ik F°

& O] LABE AR MY Amazon Tk P B8 F R 4 it Amazon Web Services Management Console F1%33 & %
H 518 Support Center, Lt H3 %8 Amazon Ik root BF . ER , RIIBZIBVELTEFHBEAF
RKPITHERES , IEREETS. R, RNBWEER IAM |, B A FEEH L A 7] SRS H K
FHHITREEES,
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https://docs.amazonaws.cn/awssupport/latest/APIReference/Welcome.html
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Amazon X173

BT LATE R A FHITELT Amazon Web Services Support 246, &t ] LATE IAM K& 8 EX L
Amazon Web Services Support R/ELL St i SR 3E 4 4% E IR 1E,

(® Note

WM RETE IAM policy FIEL L TEMIRE , N EVEBIBRFIISIZHFRFIRERN , AgEcS
B Support Center HELZEAITH,

® iR
DescribeSupportLevel & FIRE Amazon kP FRIRFH 7R

7o Cent Amazon Web Services Support er
BRfE A E R E B R A .

InitiateCallForCase & F1E Cent Amazon Web Services Support
er EREFIUAINR. Cent Amazon Web
Services Support er HEE AT RRRELEFE
ny,

InitiateChatForCase £ F 7 Amazon Web Services Support Center
L REIMRANBR, Cent Amazon Web
Services Support er AERE A & KA KIRIT 1HED

Ko
RateCaseCommunication £ F 3+ Amazon Web Services Support 5174
B AT D R
DescribeCaseAttributes & F A B BR$51%EE Amazon Web Services

Support ZHIE IR, Cent Amazon Web
Services Support er AR A © RIREVIEIRRY R
il L ARSI 1%

DescribeIssueTypes & FiIRE Amazon Web Services Support Z 4l
B BRBEAR, Cent Amazon Web Services
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BE iR
Support er RERAEF © RIREVE K 7 B9 7] A 8] &
FH,

SearchForCases RFIRE 54 Em AHETER Amazon Web

Services Support &5l FRAI R, Cent
Amazon Web Services Support er REEH©
REHRBZREINZEH,

PutCaseAttributes BT AT RERSFE MM NE Amazon Web
Services Support EHIFIXPR. Cent Amazon
Web Services Support er AEBEH © X7 EH

Amazon Web Services Support =7 IR /EFR
&

<3V adlo)

IAM

BIAMBRT , IAM AR EBEXFRO, BALUERA IAM IEEMNAFRE, R, BANE
IAM SRBE B I BIX LES2 4K | BAEMI B INRITIREMF R ER |, HlaniR R Support Center 45| {8 A
Amazon Web Services Support API,

B IAM BFUE , BAUAXERFEALIBHZBNKFAFSENEZTE. RAE , 170 ER
&89 Amazon 1tk 3 7E Support Center F# T4, B Amazon Web Services Support i [E 8 IAM A
PRI EE R 1ZK 128 AT R4,

BXEZEE , 750 IAM A EEHH IAM A A2 &R Amazon K.

B INRH 82 5% 2 Amazon & R IMAWSSupportAccessEIAF, ASAB, Amazon
Web Services Support 2 FRER PR KIZHIXT 45 E Amazon Web Services Support &RV 8] X
BR. Amazon Web Services Support N REK HEMNFR , RltResource TRBLRE N, * B
ERATRIELEN I EXISRAN AN,

Example : 25 R AT Amazon Web Services Support ##4E

Amazon & RMAWSSupportAccess&F IAM A 7 i RIX PR Amazon Web Services Support. #58
LELERBEEY 1AM F P AT LA R FRE Amazon Web Services Support 2 EF IR

{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/WhatUsersNeedToKnow.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["support:*"],
"Resource": "*"

}

BXRUAR AwSSupportAccess REEHIMEIEHRANESFESR |, FSHH IAM B EEHHAM
IAM S HRR (2HE ).

Example : 21T FIBRIBREZ SN PTE ResolveCase #1E

BB A LAE IAM FRIBEFREERERIEEATRIELWLRE, UTBERERAT IAM AFHT
Amazon Web Services Support ERfi#IREFz SN FRE R 1E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "support:*",
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "support:ResolveCase",
"Resource": "*"
1]
}

BXRUMAEZEZEFEER IAM policy WEZER , 556 (IAM AFiERE) PRIEIE IAM policy (12
HE ) o

MEAFHACHERE , WA LAEZEEE I Amazon Web Services Support4 iE T 1% 5% g i 2R B
=118
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/A Important
c MRETXEEXFPOPEERS , BRREAEMENNR, LAREERREN IAM &

BR. BXEZER , FZRN S MM R EE Amazon Web Services Support,

1 8] #X PR Amazon Trusted Advisor

£ 7 Amazon Web Services Management Console , #34ify trustedadvisor IAM & Z= )33 &%
#9177 R #XBR Trusted Advisor. £ Amazon Web Services Support APl # | supportIAM fn Z= 8] 2 &l
XI 8 15 B X PR Trusted Advisore BEXEZER , BZRAEEXN M RIMNPR Amazon Trusted Advisor,

EEXT Amazon Web Services Support E£ #9177 8] 1 R
£

« Support Plans 2% & B R

« Support Plans &€

« Support Plans B =4l IAM policy
. tHREHERR

Support Plans 2% & B R

E 59 Support Plans #2%|& , AR S4HMAE —HKENR, XENBSAATFAFPIENEES X
Amazon Web Services it # Support Plans & REVIFAE R,

B LAME A supportplans@ & ZE[E 812 Amazon Identity and Access Management (IAM) 5RR&, &
A LA A L SR BE SR 18 E R AE A ARV AR o

BIEEEE | TR ERSHNH B ER A FHIELIEIE, Support Plans B & ZEiE

supportplans,

A LAE A Amazon FEE R G E M NBER IAM 24K, EXEZELR |, 5 HAmazonAmazon
Web Services Support EEH T E K.

Support Plans @4

AT LATERRHI & R HATELT Support Plans #4E. &R EA7E IAM policy F1EEIX L Support Plans #4E L
RERIEL IS ERE,
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R

GetSupportPlan

GetSupportPlanUpdateStatus

StartSupportPlanUpdate

CreateSupportPlanSchedule

Support Plans #9741 IAM policy

DU

BFEEF A XU Amazon Web Services I/~ 24
8J Support Plans #4115 2R

BFEEHEXEH Support Plans & RIRZSHI ¥
1= S HIRUBR

BFRE31iERUEH I Amazon Web Services
kP X RIBIRR,

£ F PR LA A 1tk Amazon Web Services K i
BXEFitXetE &R,

B L ER T ROIKBESREEX Support Plans #9173 8] .

%t Support Plans By 52 £ 177

LUK B Ao FA 3t Support Plans #1752 £ 51,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:*",
"Resource": "*"
}
]
}

%t Support Plans B R iR

LUK BE Ao A 3t Support Plans 317 RiE 151,

"Version": "2012-10-17",

BEIEX Amazon Web Services Support E& #9177 8] £ R
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"Statement": [

{
"Effect": "Allow",
"Action": "supportplans:Get*",
"Resource": "*"

}

B4 3¢ Support Plans BY1/ 8]

AT R S A P iF1A] Support Plans,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "supportplans:*",
"Resource": "*"
}
]
}
R BERR

BSREUT EBLLEEX Support iTXIBY G E],
ZEHEERERZFITXIA , Support itXI1ZFH & & RiR2 GetSupportPlan R
IAM A P 24 E B E Support T XIIEHI &S PRFERRR. B LAEE IAM policy A BERDHINER ,

B ] LAfE -l AWSSupportPlansFullAccess 5 AWSSupportPlansReadOnlyAccess & Amazon & %
., BEXEZEL , HZHAmazonAmazon Web Services Support EERIEE KB,

MRETINEH IAM policy , iHELR Amazon Web Services Ik~ B R,
MXER
EXEZER ,E3H IAM AFEETHUTESR ;

5 IAM policy simulator Jili® 1AM policy
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- BFIEHRAELEIRER

BB EHK Support ITXIR , EMHARAETHEENERER

IR & Amazon Web Services Ik 2 H R K A MK Amazon Organizations , M AT g FEEEFH RS
EHIBR (SCP), SCP 2— M E A LN PRAVRRE,

B F Support it X2 —M £ BKARS , FILPRHI Amazon Web Services X137 #95 B& 7] 82 & BH 1E B & K F°
EEFEREIFITN. ERNEHNARATEIKIRS , a0 IAM F Support itX , S ZARS AN
FMEMEAE SCP WEERFIIR P, XEREARPHIK/, AT LLGRIX LRSS , B SCPEL TIEE
#9 Amazon Web Services X1iZiR% -

E§¥ Support iTXRIFRMAFIS |, ETE SCP B "NotAction" BIRAF#H A "supportplans:*",

"supportplans:*",

I&HY SCP HREE RN LT REEAED R

Example : 521 Support itXIFEHL 1T EKY SCP

{ "Version": "2012-10-17",
"Statement": [
{ "Sid": "GRREGIONDENY",
"Effect": "Deny",

"NotAction": [
"aws-portal:*",
"budgets:*",
"chime:*"
"iam:*",
"supportplans:*",

MREBER AN {ETEERH SCP , BB R Amazon Web Services Ik BE R, EEKF WAEE
BE# SCP , SMEFTA B A MK - &P AT LA/ 8] Support it %.
@ K EEZEIM Amazon Control Tower

- MREMALSE SCP 5—#EH Amazon Control Tower , M LA Amazon 1R3EiF R
Amazon Web Services XigiiE# ( BEMN XIFIELEMG ) ELTFRIEHT N
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« MR B SCP E#H Amazon Control Tower 7 ft ¥ supportplans , M{EEREFBRE
Xt SCP HWEH. BXEZEE , BZHAPHNRNAMFREZ Amazon Control Tower,

HXER
BXREZEE , RSAUTER :

«  {Amazon Organizations AAF /) FHIARSZZEHIZER (SCP ),
+  {Amazon Control Tower A F¥§r) FHELE XigibE4 =4l
« Amazon B #EAmazon Control Tower Fi FF#§# Amazon Web Services X 13 # #) Z R 1B 48 15 ]

EIEX A B AR Amazon Trusted Advisor

&1 LA Amazon Trusted Advisor MA i a] Amazon Web Services Management Console, Fff
& Amazon Web Services i AZB A LA M R IE MY B U Trusted Advisor X R, MMREFERS
Ai, Enterprise On-Ramp 1)l Support itXll , MAAFRIAERE, BXEZER , HSH
Amazon Trusted Advisor & 5| .

&TLAE A Amazon Identity and Access Management (IAM) 332 &34 #9175 [ A BR Trusted Advisoro
F&

« Trusted Advisor 2| & KRR

« Trusted Advisor T3

* |IAM ZEBE R

- B5ESH

Trusted Advisor 2l & B PR

E 59 Trusted Advisor #2%|& , AR SAMAE —HKENR, XENBLAATFAFPIENEES X
&Y Trusted Advisor ZIRHY #4152 Amazon Web Services ik

AT LA A LA T 3 I SR 42 0 %4 Trusted Advisor BV 18] :
« fE£ Trusted Advisor #2#| AN RZTFEINEE. AP RARKMERT SRS KRENNE,

&R LAMER Amazon EERBHEELKBEREDENR, BXEZER  FSH £ARSES
X 1AM BB e nE,
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- ffM trustedadvisor #y&ZEEI 812 IAM policy. &A1 LAfE A Ik R #E SR IE B R VE R B R A AUBR

BIERBERT , TS ERRS W Iﬂ%;bl‘Fj?E*@hVEo Y8y % Z2 8 Trusted Advisor
trustedadvisor, BR , BFgEEMAtrustedadvisor np% S8 R AP ERIEL Trusted Advisor
API ##J Amazon Web Serwces Support API &6, Mk , BX4JER Amazon Web Services
Support # support @& ZE[E,

@ Note

R EHABAmazon Web Services Supportiz APl BIX PR , M #Y Trusted Advisor <
Amazon Web Services Management Console £ 'R Trusted Advisor ERHNBENE. EfE
Trusted Advisor EHIEFEEFLER , BXHPBEtrustedadvisorin & Z B KR,

Trusted Advisor 173}

A LAER &I A FHAITELT Trusted Advisor 4, B ATLATE IAM KBS 15 EIX £ Trusted Advisor
H#Lijbltkj?ﬁg@ﬁEﬁflﬁo

] iR
DescribeAccount ¥ EF Amazon Web Services Support it X/

FE T Trusted Advisor B &I IR,

DescribeAccountAccess BFEEHE Amazon Web Services K 5 A&
22 A PR Trusted Advisor,

DescribeCheckItems BEFNRUEERENBMNIFHAEE,
DescribeCheckRefreshStatuses EF PR LLZEE Trusted Advisor 12 8 Rl ETIR
DescribeCheckSummaries £ 5 Trusted Advisor EE X ZHEM R,
DescribeChecks FF2&EF Trusted Advisor X Ei¥ 45 ENE
DescribeNotificationPreferences BT ELLEE Amazon KPP B EIED,
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BR1E iR

ExcludeCheckItems BT R ABERR Trusted Advisor K BRI E WL,

IncludeCheckItems BFIRAETE Trusted Advisor 1 BRI,

RefreshCheck & F RIF Trusted Advisor X ZHNR,

SetAccountAccess BT /8 FAZZE Trusted Advisor FABYX R .

UpdateNotificationPreferences TR LA E # Trusted Advisor BV &8 &1 H ik
o

DescribeCheckStatusHistoryC RTFEELE 30 KARENERMEIURSHY

hanges R

Trusted Advisor A TAHLEE R IR/E

BAF Trusted Advisor &R FAHLANETRE, BXEZELR |, 55 Amazon Trusted Advisor HI4E
//\7‘)—'.0

B’4E iRk
DescribeOrganization RFEEFEEA Amazon Web Services K H 2

B RALNE R ZERARR,
DescribeOrganizationAccounts R FEFALPXE Amazon Ik~ R,

DescribeReports RIFNBEUEFHLUAERENFHEE (B
m, /ERW., EBTRE. AEBHE, RSN
X )o

DescribeServiceMetadata RFEFALUMBEIREHEREEHNNER , flank
ERA, TEFMARFIRDS. Amazon Web
Services X1

GenerateReport RFELALFEZE Trusted Advisor T ZIREHY
PR o
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BE HiR

ListAccountsForParent & F1E Trusted Advisor BHAHPEFHLAFH
B Amazon AL E 1 (OU) BEMFIEKF Y
PR o

ListOrganizationalUnitsForParent & F1E Trusted Advisor IBHI AP EF ERHAR

BAUSNRE FPAREAREM (OU) R,

ListRoots £FF1E Trusted Advisor 34| & & FH Amazon
AOhE LT ER B FZHNR,
SetOrganizationAccess BT hERAALUEIIEERINPR Trusted
Advisor,
Trusted Advisor %1730

MREAKFBA T Trusted Advisor £ &R , WATAEZRFI A HHITLT Trusted Advisor #1E.
¥ 0] BATE IAM policy HRINX L Trusted Advisor IRIEL AT RIEL IS ERE, BEXEZEL , 55
¥ Trusted Advisor Priority # IAM policy ~4il.

(® Note
Trusted Advisor IR ERFETRHNKRRENFEREFZLE (TAM) HENKFBEENEN. R
KRABRNERNERBIRSHHE |, B0 Trusted Advisor X E, K EH TAM WEWERFIIHE
BN, TR, £0 TAM @R AXEHE  FHE REMLIKFH “ Trusted Advisor £ ER”
Fo

BEXEZER , 52 ®Amazon Trusted Advisor Priority A 7o

B®IE iR

DescribeRisks £F 1% Trusted Advisor (L& REE XA
PR

DescribeRisk £ F 1R Trusted Advisor (L X REBEXNKEHME
BHRR,
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R’

DescribeRiskResources

DownloadRisk

UpdateRiskStatus

DescribeNotificationConfigu

rations

UpdateNotificationConfigurations

DeleteNotificationConfigura
tionForDelegatedAdmin

Trusted Advisor 25173

iR
B FNBRLAEF Trusted Advisor Priority #13 &
mja) & JX B 82 IR o

BT T&H S Trusted Advisor 1k 5 4% X B ¥ 4H
15 BB LRI IUBR o

& FIBREAE# Trusted Advisor Priority # X
RS

B FIRE “ Trusted Advisor £ £ 4" BFHRHE
HEE AR

BT IR ABIZE SR EH Trusted Advisor Priority
Y BB F HR B A B A L,

EALERKF R TR , RAFEM Priority B9
ZREE R MK A BREE £ BB 4B A B IR,

Trusted Advisor

MRERNKFBEHT Eng Trusted Advisor age , M AT LATE$2E & & HIITLAT Trusted Advisor #4E, &
AT BATE |IAM SRBE FRR X LE Trusted Advisor BELLA T RIEL IS EIRIE. EXEZER , H5H

Trusted Advisor Engage B9 IAM policy =%l

BXEZER , HSEIHFER Amazon Trusted Advisor Engage ( TR ) o

CreateEngagement

CreateEngagementAttachment

CreateEngagementCommunication

EPUN

& F7£ Engage F 8| Trusted Advisor E31#Y
PR o

& F1E Engage H €% Trusted Advisor 5Kt
HEI PR

% F7£ Eng Trusted Advisor age F8IEZE 7
BHBR,

EIEXTHY 5 B AR Amazon Trusted Advisor

API fR7 2013-04-15 243
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BE iR

GetEngagement & F1£ Engage A Trusted Advisor &E& H 3 Y
PR o

GetEngagementAttachment & F1E Engage FEEFE B3 K 4H#Y Trusted
Advisor X R,

GetEngagementType & F1E Eng Trusted Advisor age F&EBRER
R B R,

ListEngagementCommunications £ Trusted Advisor Engage F R FEEFES
EBENNR,

ListEngagements & F1£ Engage #EEFE Trusted Advisor &
IR

ListEngagementTypes & F1£ Engage FEEFE Trusted Advisor &
X B BR,

UpdateEngagement &% F & Engage R E# Trusted Advisor & 51%
BRI PR

UpdateEngagementStatus & F1E Engage R E#H Trusted Advisor 53R
SH R,

IAM R B& 7R 451

AT RBEN B IR R FRIELE XS Trusted Advisor BIi5 1R, EAILAER TEMN K 2 —KE IAM 2H A
FREBREFIEER, i, BUEFIRAIKE | RAEFEMRME IAM #2558 JSON EINFH,
ARG, FHERBEHINEN IAM AP, AAe,

BXxWABIE IAM policy WEZER , TSR IAM AP ERFHEIE IAM policy ( Z#E& ) .

Rl

- 52 17R PR Trusted Advisor

« %I Trusted Advisor B9 Rz 81X R
o 3E48151R) Trusted Advisor
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. AEFELBERE
%)X Amazon Web Services Support AP| #24E9 15 814X PR Trusted Advisor

» Trusted Advisor Priority # 1AM policy R4l

+ Trusted Advisor Engage #9 IAM policy =4l

SE2 1A PR Trusted Advisor

LA 2R B8 fo1F A F 1E Trusted Advisor 2% & R EFFTE Trusted Advisor R EH I BT ERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

%F Trusted Advisor B R i1 8] 1 R

LT R ARFRAPX Trusted Advisor & &# 1T RiEHR., ARPEERITEMNER , HIORIFRES
EAUE A E LA,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:Describe*",
"trustedadvisor:Get*",
"trustedadvisor:List*"
1,
"Resource": "*"
}
]
}
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¥4 75 8] Trusted Advisor

LA BUERT fo i A P 4E Trusted Advisor # %18 AR &EF Trusted Advisor X ZSH X EITRME,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

AT NELRSERE

LAUR SR W& AL F B P 1 Trusted Advisor #$| &R EFAE Trusted Advisor X £ | B AT RIFTE
% E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
1,
{
"Effect": "Deny",
"Action": "trustedadvisor:RefreshCheck",
"Resource": "*"
}
]
}

2 #I3F Amazon Web Services Support API #4175 @ X PR Trusted Advisor

£ Amazon Web Services Management Console , #34# trustedadvisor IAM 573 28 (A1 45 X
#9175 B4 PR Trusted Advisor, T EEfEAtrustedadvisorin & ZE R AFHIEL Trusted Adwsor
AP| 9 Amazon Web Services Support API &£, #8& , AR support & ZEE, EBUIME
Amazon Web Services Support API fXPRF 8L Trusted Advisor 4miz A X Ao
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Bilgn , WREE A ZRefreshTrustedAdvisorCheck#R4E , W A IE K I P B HIT U IR ERI R

Example : X 7o Trusted Advisor API 124

LU R BE Ao B P i R E B Amazon Web Services Support API 348 API &4 Trusted Advisor ,
B 215 B E At Amazon Web Services Support API &4, #lin , AP LR APl & MR
B, iILEGE, &F,. EFHMBR Amazon Web Services Support R4,

A LA AL SRR LURTE A YA A Trusted Advisor API 324 |, {8 FAEfE A Lt 3R BE1E Trusted Advisor 12
HAEPREEIRFRE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeTrustedAdvisorCheckRefreshStatuses",
"support:DescribeTrustedAdvisorCheckResult",
"support:DescribeTrustedAdvisorChecks",
"support:DescribeTrustedAdvisorCheckSummaries",
"support:RefreshTrustedAdvisorCheck",
"trustedadvisor:Describe*"

]I

"Resource": "*"

"Effect": "Deny",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:DescribeServices",
"support:DescribeSeveritylLevels",
"support:ResolveCase"

1,

"Resource": "*"
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BX |IAM @{i 5 Amazon Web Services Support ML & A E Z{E & Trusted Advisor , 52 H%
1E,

Trusted Advisor Priority B9 IAM policy =4

BRI LAE R LU T Amazon FEE RBESRKIZFIZT Priority B9 Trusted Advisor 17 RIfNXR, BEXEZELR | iF
£ Amazon Web Services K& & Bk Amazon Trusted Advisor Hl Amazon Trusted Advisor Priority
Al

Trusted Advisor Engage B 1AM policy R4l
@ Note

Trusted Advisor Engage & TR , B 8% BT Amazon EEBE. SR AFEHA TEHHNE
B2 —R7E IAM 2 AP BEF EE R,

£ Eng Trusted Advisor age F 1% TR BN RV K BE A

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:CreateEngagement*",
"trustedadvisor:DescribeAccount*",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*",
"trustedadvisor:UpdateEngagement*"

1,

"Resource": "*"

}
]
}

£ Eng Trusted Advisor age 1% F R 17 BN FRHY KB =B

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*"

]I

"Resource": "*"

£ Eng Trusted Advisor age F#& FiEXFE AN PRI K I8 A A5 175 R PR #Y SR B& R 5] Trusted
Advisor :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"trustedadvisor:CreateEngagement*",
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:GetEngagement*",
"trustedadvisor:ListEngagement*",
"trustedadvisor:SetOrganizationAccess",
"trustedadvisor:UpdateEngagement*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
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"reporting.trustedadvisor.amazonaws.com"

]
}
}
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisorReporting",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com

}

[}

yE
A

0

=) 5]
B K Trusted Advisor RN EZEL | ESRUTER :

« IAM BFIEREH M B Amazon Trusted Advisor & X B 1E,
« $&I3T Trusted Advisor #2414 B 4]

Amazon Trusted Advisor B9 751 BR 55 252 41 SR 1S

Amazon Trusted Advisor X RS HIKEE (SCP), SCP REMMBEARFTENER , ATX1Z4A
LRNMNRFITEE, SCP &R T &M N SCP #9tE FHFTE Amazon Web Services ik, SCP
NEBLAFHFRBERFRENFZATANRHNEF RS, S0 AHBEEAREH Amazon Web
Services kP RFSH AR GEZRFEN, BXREZELR , S H Amazon Organizations A FiEEH
B9 AR 55 428 I SR B

F&
- KREH

o RIBR S 12 B R B
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FoREZM

EEH SCP , BYBIMEHITATRE

- BRARFNFEIIEE. BEXEZER , 51 (Amazon Organizations AFER) FE A
PP E IhBE.

- BH SCP EZWALANER, BEXEZER , 5H (Amazon Organizations AFER) FHE
ANEZEARRER,

. BIEEEEM SCP, BxtIiE SCP HWEZELR , S (Amazon Organizations AIF1ER) A
W BIZE, FFAMIBRIRS 5K R

51 BR 55 12 1 2R B
T RAIR AR H AN FERRZN NS M.
Example : fE 1t 77 Engage # Trusted Advisor Sl 4m%E A 3

LU SCP HIE AP tIZHZS5SREBINRSE,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Deny",
"Action": [
"trustedadvisor:CreateEngagement",
"trustedadvisor:UpdateEngagement*"

]I

"Resource": [
]
}
]
}

Example : E4& Trusted Advisor 25 #1 Trusted Advisor i 5t 1/ ]

LR SCP 1k A 7 % Eng Trusted Advisor age # Trusted Advisor Priority #i [R S H4TE IR E,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"trustedadvisor:ListEngagement*",
"trustedadvisor:GetEngagement*",
"trustedadvisor:CreateEngagement*",
"trustedadvisor:UpdateEngagement*",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:UpdateRisk*",
"trustedadvisor:DownloadRisk"

]I

"Resource": [

"

¥t Amazon Web Services Support & 15 #01/ [a] 3 17 5 E HERR

AL TE R RBEIEZ IS EEER Amazon Web Services Support l IAM B AT 8EE ZI#Y % AL (7]
il

£

« RFIMIAIT iam : PassRole

- REEEFRNHEEA

- BRE—EBEEA , BAFHMALR Amazon Web Services Support

« BB AV Amazon IKF 2 A ATAEFEB Amazon Web Services Support iR

R LRI AT iam : PassRole

MRBRE —MEIR , RABELERINIT iam: PassRole BE , NS AEHREUAF BT ACILBEA
Amazon Web Services Support,

B L Amazon Web Services A FENMNEARERZLZRS , MARCEFTNRSACIBRSZHEKA
&, At , BUMEERAREEDRSHNR,
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LN marymajor B IAM A P 2R £ A2 & £ Amazon Web Services Support RIITIRIER , &
RELT ISR, B2, RELAEERSHAEMRTFWNRRT ATHITIHIRE, Mary FTEEFAE
%1% B BRI R

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XNEH Mary RIREE LR bR 4T iam: PassRole &1E,
MBEBEBRE , BERREHN Amazon EE R, FHNEERRRMUEIEIEN A,
BREEEFEWIHREHA

EOIZ IAM AP RZARE , EUUENEFENTRZES D, BR , KX EBEFENWEHRE
He MREEXRTRAERNA , WLMEIE—NHHERBHN,

HEFRAITERE S - BRI ID (420 AKIATOSFODNN7EXAMPLE ) MR 15 E %48 ( Bl
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SHAFZMHBB—# | B4 E R E 15
%4 1D MIMBHEBANBERATEORIE. GNAFBNEE—& , T2 BB HRZER.

/A Important

BAEMEBE=ZHREHEZRS , MERN THBEIEHWATAH, ID R 1T, BEXEM ,
BT LA T4t A K R i B 8RR PR Amazon Web Services K.

HEQBFRBANN , RESRTEFLRIESR D AR FTRBAREE-—INLL2UE. WEHN

ZHRNEECIREN AR, MREXTENWELRESR , BL4500 IAM BRI TRZEHR, &

RZURERNTRER. IREEEFNER , WLTHER—N2AN , ARBEFTNER, BEE
EUH , BZH IAM AP ERPRNERE R ZSA.

ER—REER , BATHMAR Amazon Web Services Support

EARFHEM AR Amazon Web Services Support , AR A BB R A RN AEFAE IAM 3£
K (BPSAR ), SN FERIZSSENEIETR Amazon, ARG , BATNFREEM INBISEE | LUEE
Amazon Web Services Support [ B % F EHEHER,

EVAIFBRER , B5H (AM AFERE) FREEENE -1 IAM ZiRA - M4E.
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LA AT Amazon Ik 2 A AT B FE A Amazon Web Services Support &R

ZALGR—-1MAe , MEAMKFPHAFREALNANARTUERZAGKIGRIEH TR, ATR
EERERSER , TURAAE, ¥ TXEETHRIVRMEIILERHE SR (ACL) WIRSS , BRI
FIX LR B A R RT3 SR R IRE T R

ETHREZER , BZRAUATREA :
« ETH#HREA Amazon Web Services Support Z1FXLEThaEE |, 55 #1017 Amazon Web Services

Support 5 IAM BL& A,

o ETN{aIRMAITSIRA N EIRMN I E R Amazon Web Services P |, 3E IAM AR EEH
A E & AE Amazon Web Services K 95 —4N IAM A PR 15 R XR.

o ETMNAI[E 5= HIREX S E IR R R Amazon Web Services Ik |, 555 IAM B F 18
BRI mEE=AEMHIFENER. Amazon Web Services 2

s ETHRNMBEEKSFHRIERHIBENE , ESH (IAM AFEE) P ALTENET S4BT
AP (BRE&5HRIE ) BEHIFEINR,

c ETHREAACNETHRRNREETEKS BRI ENES , 258 (IAM AFER) $18 IAM
AEEETRENRBEMNTE,

I

E4 W5 Amazon Web Services Support 2 —# Amazon &ff., Amazon BERXH, IERERNBER
MiTRREBEHMEN, BXEZEL , H5H (Amazon ZL2EHRNEN) BEH.

AL TR B TR AR EM R :
« £ S Amazon ervice Health Das hboard L &EFZEHG T Z¥ WK Amazon =25 RIE, Hl0 , FHIEMK
FHEENRS XIS EHF.

+ £ Amazon Health Dashboard R&EE £ N P HVIREMEE, Flmn , k- R RSRERNE
", BXEZEE , 5ZH (Amazon Health AF#ER) FH Amazon Health Dashboard A7
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://www.amazonaws.cn/blogs/security/introducing-the-aws-security-incident-response-whitepaper/
https://status.amazonaws.cn/
https://phd.aws.amazon.com
https://docs.amazonaws.cn/health/latest/ug/getting-started-phd.html
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%% Amazon Web Services Support 1% 12 Amazon Trusted
Advisor

G REF MAMEAM Amazon SERA R ATEME, TRAMNMENEEARES. Amazon Web
Services Support Amazon Trusted Advisor Amazon 2 T T&#E T B | # Amazon Web Services
Support %M Amazon Trusted Advisor, R @] H £ 1& Y B REUE #E

« Amazon 2358t CloudWatch¥5 1228 Amazon % RFEIZ1T Amazon RN AR, BaUKRER
IRERIENR , SIEBEENMESITH , Uk REBRUEEENERREZIEENRENBHEDF
BB, flan , AL CloudWatch BRERE Biha M 1T E = (Amazon EC2) SRy CPU AR HE
fbfgts , AEFEN B EIFEH, BXREZER , FZH Amazon CloudWatch A 3EF,

-« Amazon EventBridge 12 7 #iR Amazon BRZLHIEFENNREEHR. EventBridge EAE
HEHBNEHITE , ENEATUEEANRGEUELER | HEXESHRENEHAMM Amazon AR
S g BERE, BXEZEE |, i5H Amazon EventBridge i F1EF,

« Amazon CloudTrail¥#i %k FHIEHY K -~ A RIER Amazon I3 1TH AP FRAMMEXREH , HHEE
X -1 5 B IR FE E ML T R 2 17 6% BR S5 (Amazon S3) Service @, &0 LUR B BRLE /B - F ik 7
®IT 7 BiE Amazon, R HEFWHR IP thit AR WL EWESE, BEXEZELR , BSH Amazon
CloudTrail A5/,

BREZEE |, H23H Amazon Web Services Support 152 B Ei2 % H Amazon Trusted Advisor
RIS B EiEFo

S MREUE Amazon Web Services Support

ETHRERETEEAHNITNMEE , i35 Amazon Web Services “” Amazon Web Services H#Y
“BREMITRIRNDHSEE" , RAEEFRERXBHEMITRI. Amazon Web Service HXx—fREE |, FS
A TR,

B LAE R TEE = 1T#RE Amazon Artifacte BXEZELR |, HSHEHPM “TH kT Amazon
Artifact,

EIEBEH Amazon Web Services R EMBEIUR T ENBIEN BB, ZLRNENERUKER
HEEMEM, Amazon BHETUT R BRERIEEISSMENM

« ZEE5EMMREATER — XEHBEBINE TRIESM , AR T EXLEAM £ Amazon
HEURZEHNESAUNERNEERENS R,

- ERER — B THEEMEMETRER TERENTLMRELX,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/compliance/resources/
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« fEAAmazon Config JF & A & 15 FE F EY AL 144 % R — 1% Amazon Config BS54 &80 B IREL &
EZAEELHFEHNIPEE, T ANEMR,

« Amazon Security Hub— iX Amazon Web Service Al A2 H T IR Z £ IRZ Amazon., Security
Hub B Z£ZHENEN Amazon BRAREERERFS LT U ENRESR, EXxZIXE
fR&E R IEFIR SR , 1§25 Security Hub #2515 %,

#ME1E Amazon Web Services Support

Amazon £IKE MR ERE S Amazon XM ATAXHEN, Amazon XFRMUSNMNIERENEE
WATAKX , XETAXBESEER, SFHENSEXNRNMERE, MATAKX , SO LRI FRE
EURAXzBLHlE B RN AREBNNARFNREE. SRENENES N REPOLERMZEY
Mk, TAXEEEENTAY, REENATT B,

BX Amazon XM AXWEZEER |, 55 Amazon £EKEMIZHE,

Y ERLIZHEZ £ Amazon Web Services Support

ER —TIEERS , Amazon Web Services Support %] {Amazon Web Services : Z£ i8R )
AP iR Amazon £ M ELZLBFENERE.

BT L E R Amazon B4 Y APl 8 Amazon Web Services Support @3 M &# TiAE. &FF i
PAZFERELEM (TLS) 1.0 RESHRA, BIUEA TLS 1.2 FESRE. B IRESLAXIFER
SE£BERE (PFS) WBRBEH |, Hlin Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral
Diffie-Hellman (ECDHE)s KZEIMAR RS ( W Java7 REGRA ) I IFXLER,
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FriatER

F A 6EH Amazon Web Services Support
LT R RBIER T I FF 2865 Amazon Web Services Support.
.NET

Amazon SDK for .NET

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

using Amazon.AWSSupport;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

public static class HelloSupport
{

static async Task Main(string[] args)

{
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// Use the AWS .NET Core Setup package to set up dependency injection for
the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
// You must have one of the following AWS Support plans: Business,
Enterprise On-Ramp, or Enterprise. Otherwise, an exception will be thrown.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>()
).Build();

// Now the client is available for injection.
var supportClient =
host.Services.GetRequiredService<IAmazonAWSSupport>();

// You can use await and any of the async methods to get a response.

var response = await supportClient.DescribeServicesAsync();

Console.WritelLine($"\tHello AWS Support! There are
{response.Services.Count} services available.");

}

« X API WFHEE. , i3 % Amazon SDK for NETAPI &£ DescribeServicesH Y,

Java

SDK for Java 2.x

(® Note
BB EZHERXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F N
TREMZETT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.support.SupportClient;

import software.amazon.awssdk.services.support.model.Category;

import software.amazon.awssdk.services.support.model.DescribeServicesRequest;
import software.amazon.awssdk.services.support.model.DescribeServicesResponse;
import software.amazon.awssdk.services.support.model.Service;

import software.amazon.awssdk.services.support.model.SupportException;
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import java.util.Arraylist;
import java.util.list;

/**
* Before running this Java (v2) code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API. For more information, see:
*

*

https://aws.amazon.com/premiumsupport/plans/

* This Java example performs the following task:

* 1. Gets and displays available services.

* NOTE: To see multiple operations, see SupportScenario.

*/

public class HelloSupport {
public static void main(String[] args) {
Region region = Region.US_WEST_2;
SupportClient supportClient = SupportClient.buildex()
.region(region)
.build();

System.out.println("***** Step 1. Get and display available services.");
displayServices(supportClient);

// Return a List that contains a Service name and Category name.
public static void displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();
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DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {
if (index == 11)
break;

System.out.println("The Service name is: " + service.name());

// Display the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {
System.out.println("The category name is: " + cat.name());

}

index++;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

. BX APl WiFEER , B3 Amazon SDK for Java 2.xAP| $#DescribeServices 1 # o

JavaScript

& A F JavaScript (v3) WEHF XTI ES

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTER , THMMH
TREMIZT.

—_ .

WA ‘main() E1TiZRH1,

API fR7s 2013-04-15 260


https://docs.amazonaws.cn/goto/SdkForJavaV2/support-2013-04-15/DescribeServices
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3/example_code/support#code-examples

Amazon Web Services Support AriEE

import {
DescribeServicesCommand,
SupportClient,

} from "@aws-sdk/client-support";

// Change the value of 'region' to your preferred AWS Region.
const client = new SupportClient({ region: "us-east-1" });

const getServiceCount = async () => {
try {
const { services } = await client.send(new DescribeServicesCommand({}));
return services.length;
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
} else {
throw err;

}
I

export const main = async () => {
try {
const count = await getServiceCount();
console.log( ‘Hello, AWS Support! There are ${count} services available.');
} catch (err) {
console.error("Failed to get service count: ", err.message);

};

« BX API Hi#4E S , 1§29 Amazon SDK for JavaScriptAP| 22 DescribeServicesF#,
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

/**

Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Kotlin example performs the following task:

1. Gets and displays available services.

*/

suspend fun main() {
displaySomeServices()

// Return a List that contains a Service name and Category name.
suspend fun displaySomeServices() {
val servicesRequest = DescribeServicesRequest {
language = "en"

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index = 1
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response.services?.forEach { service ->
if (index == 11) {
return@forEach

println("The Service name is: " + service.name)
// Get the categories for this service.
service.categories?.forEach { cat ->

println("The category name is ${cat.namel}")
index++

« BX API HFMAEER |, ESEEMDescribeServicesF K otlin 8 Amazon SDK APl %,

Python

SDK for Python (Boto3)

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

import logging
import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

def hello_support(support_client):
Use the AWS SDK for Python (Boto3) to create an AWS Support client and count
the available services in your account.
This example uses the default settings specified in your shared credentials
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and config files.

:param support_client: A Boto3 Support Client object.
try:
print("Hello, AWS Support! Let's count the available Support services:")
response = support_client.describe_services()
print(f"There are {len(response['services'])} services available.")
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't count services. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)

raise

if __name__ == "__main__":
hello_support(boto3.client("support"))

« BX API HEER |, HS &M DescribeServicesF Python B9 Amazon SDK (Boto3) API
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NET

Amazon SDK for .NET

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">0Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

{
var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
Caseld = caseld,
CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
});
return response.Result;
}

. BX APl WiF4EER |, B2 Amazon SDK for NETAPI £#AddCommunicationToCaseH
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Java

SDK for Java 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication
to an AWS Support case");
else
System.out.println("There was an error adding the communication
to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

« Bx API F4MEER , S5 Amazon SDK for Java 2.xAPI &
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { AddCommunicationToCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
let attachmentSetId;

try {
// Add a communication to a case.
const response = await client.send(
new AddCommunicationToCaseCommand({
communicationBody: "Adding an attachment.",
// Set value to an existing support case id.
caselId: "CASE_ID",
// Optional. Set value to an existing attachment set id to add
attachments to the case.
attachmentSetlId,
1,
);
console.log(response);
return response;
} catch (err) {
console.error(err);

};

« BX API HiF4E 5 , 12 Amazon SDK for JavaScriptAP| &
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

suspend fun addAttachSupportCase(caseldVal: String?, attachmentSetIdVal: String?)
{
val caseRequest = AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS
Support case")
} else {
println("There was an error adding the communication to an AWS
Support case")

}

« X API WiFHEER | BHSEAAJdCommunicationToCaseF K otlin #9 Amazon SDK API
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Python

SDK for Python (Boto3)

® Note

—

TRENZT,

class SupportWrapper:

"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.
:param case_id: The ID of the case.
try:
self.support_client.add_communication_to_case(
caseld=case_id,

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

communicationBody="This is an example communication added to a

support case.",

attachmentSetId=attachment_set_id,

LELIVAIIBELS
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except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)

raise

- BX API iFEER |, 3 EBAAddCommunicationToCaseF Python B Amazon SDK
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NET

Amazon SDK for .NET

@ Note
EBEZMKRIE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does
not exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
)8
return response.AttachmentSetld;
}

« Bx API WiF4{ELR |, 23 Amazon SDK for NETAPI &ZAddAttachmentsToSet®H /Y,
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Java

SDK for Java 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {

try {
File myFile = new File(fileAttachment);
InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.builder()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =

AddAttachmentsToSetRequest.builder()
.attachments(attachment)

.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return

nn,
’
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { AddAttachmentsToSetCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Create a new attachment set or add attachments to an existing set.
// Provide an 'attachmentSetId' value to add attachments to an existing set.
// Use AddCommunicationToCase or CreateCase to associate an attachment set
with a support case.
const response = await client.send(
new AddAttachmentsToSetCommand({
// You can add up to three attachments per set. The size limit is 5 MB
per attachment.
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
.
1,
1),
);
// Use this ID in AddCommunicationToCase or CreateCase.
console.log(response.attachmentSetId);
return response;
} catch (err) {

console.error(err);

};
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« BX API HiF4E S |, 219 Amazon SDK for JavaScriptAP| # AddAttachmentsToSetH
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Kotlin

FE AT Kotlin 89 SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal = Attachment {
fileName = myFile.name
data = sourceBytes

val setRequest = AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

}
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Python

SDK for Python (Boto3)

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def add_attachment_to_set(self):

Add an attachment to a set, or create a new attachment set if one does

not exist.

:return: The attachment set ID.
try:
response = self.support_client.add_attachments_to_set(
attachments=[

{

"fileName": "attachment_file.txt",

"data": b"This is a sample file for attachment to a

support case.",
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]
)
new_set_id = response["attachmentSetId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

- BX API HiFELR | S 10&EBAAddAttachmentsToSetF Python B9 Amazon SDK (Boto3)
APl &%,
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HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMEZEIT,
/// <summary>
/// Create a new support case.
/// </summary>
/// <param name="serviceCode">Service code for the new case.</param>
/// <param name="categoryCode">Category for the new case.</param>
/// <param name="severityCode">Severity code for the new case.</param>
/// <param name="subject">Subject of the new case.</param>
/// <param name="body">Body text of the new case.</param>
/// <param name="language">Optional language support for your case.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/17

/// <returns>The caseld of the new support case.</returns>

<param name="attachmentSetId">0Optional Id for an attachment set for the
new case.</param>

/// <param name="issueType">0Optional issue type for the new case. Options are
"customer-service" or "technical".</param>

public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,
body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")

{

string

var response = await _amazonSupport.CreateCaseAsync(

new CreateCaseRequest()

{

ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,

Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body

elf=E0
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1)

return response.Caseld;

. Bx API NiF4{ELR |, 53 Amazon SDK for NETAPI 2#CreateCasefH,

CLI

Amazon CLI
elpEESL Y

LATF create-case RBIAEN Amazon K BIE T — N6,

aws support create-case \
--category-code "using-aws" \
--cc-email-addresses "myemail@example.com" \
--communication-body "I want to learn more about an AWS service." \
--issue-type "technical" \
--language "en" \
--service-code "general-info" \
--severity-code "low" \
--subject "Question about my account"

7l o

"caseId": "case-12345678910-2013-c4cld2bf33c5cf47"

BAXEZER , 5209 (Amazon Support AFERE) PHEFHIEE,
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Java

SDK for Java 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.tolLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.toLowerCase())
.communicationBody("Test issue with " +

serviceCode.tolLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);
return response.caseld();

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

« Bx API Ni¥4{E R , 3 Amazon SDK for Java 2.xAPI 2#CreateCaseF #,
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EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { CreateCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {

// Create a new case and log the case id.

// Important: This creates a real support case in your account.

const response = await client.send(

new CreateCaseCommand({
// The subject line of the case.
subject: "IGNORE: Test case",
// Use DescribeServices to find available service codes for each service.
serviceCode: "service-quicksight-end-user",
// Use DescribeSecuritylevels to find available severity codes for your
support plan.
severityCode: "low",
// Use DescribeServices to find available category codes for each
service.
categoryCode: "end-user-support",
// The main description of the support case.
communicationBody: "This is a test. Please ignore.",
1),

);

console.log(response.caseld);

return response;

} catch (err) {
console.error(err);

I
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- B API HiF4{E R , 5318 Amazon SDK for JavaScriptAP| 2% CreateCaseH#Y,

Kotlin

FE AT Kotlin 8 SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

suspend fun createSupportCase(sevCatListVal: List<String>, sevlLevelVal: String):
String? {
val serCode = sevCatlListVal[0@]
val caseCategory = sevCatlListVal[1l]
val caseRequest = CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())

communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"

subject = "Test case, please ignore"

language = "en"

issueType = "technical"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

}

« BXx APl NiFHEER |, FS M EMCreateCaseT K otlin 89 Amazon SDK APl &#,
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Python

SDK for Python (Boto3)

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity["code"],

elf=E0
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categoryCode=category["code"],
communicationBody="Example support case body.",
language="en",
issueType="customer-service",
)
case_id = response['"caseId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return case_id

- BXx APl HWiFMER , S IEM CreateCaseT Python B9 Amazon SDK (Boto3) APl 2
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Amazon SDK for .NET

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
1)
return response.Attachment;
}

. BX APl WiF4EER , B2 Amazon SDK for NETAPI £ #DescribeAttachment .

CLI

Amazon CLI
IR B

LAF describe-attachment RHIREIFXTIEE ID HWHHHEHNEE,

aws support describe-attachment \
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--attachment-id "attachment-KBnjRNrePd9D6Ix@-Mm@@xZuDEaL2JAj_0-
gJv9qqDooTipsz3VINb19rCfkZneeQeDPgp8X1iVIyHH7UuhZDdNeqGoduZsPrAhyMakqlc60-
iJjL5HqyYGiT1FG8EXAMPLE"

L7l e
{
"attachment": {
"fileName": "troubleshoot-screenshot.png",
"data": "baseb64-blob"
}
}

BXEZEE , E2 (Amazon Support AFIERE) FHEFIEE,
. BX API WiFHEER |, BEZHAmazon CLIEE S35 £ DescribeAttachment® # o

Java

SDK for Java 2.x

@ Note
EBEZMKRIE L GitHub, # Amazon RIS RPIFHEFERTERS , THEMMH

N—

TIREMETT.

public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
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System.exit(1);

. BX APl WiF4EER , B3 Amazon SDK for Java 2.xAP| &£ DescribeAttachment® #

JavaScript

&R F JavaScript (v3) W HF AT EG

@ Note
EREZMRIE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMH

N—

TIRENETT.

import { DescribeAttachmentCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {

try {
// Get the metadata and content of an attachment.

const response = await client.send(
new DescribeAttachmentCommand({
// Set value to an existing attachment id.
// Use DescribeCommunications or DescribeCases to find an attachment id.
attachmentId: "ATTACHMENT_ID",
1),
);
console.log(response.attachment?.fileName);
return response;
} catch (err) {
console.error(err);

I
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FMOMAH
TIREMNIZEIT.

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest = DescribeAttachmentRequest {
attachmentId = attachId

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileNamel}")
}

« X API NiFHEER |, BSFEMDescribeAttachmentF K otlin B Amazon SDK API &%,

Python

SDK for Python (Boto3)

® Note
EBEEZHEXRER GitHub, £ Amazon NS RGIfFMHEFRERSTERH , T HFOA®
TIRENETT.

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.
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self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return attached_file
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NET

Amazon SDK for .NET

(® Note
EBEZHXREEL GitHub, 7 Amazon KB REITF#EPERTERE , TN
TIRENETT.

/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name="caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>
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/// <param name="beforeTime'">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently "en" (English) and "ja" (Japanese) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseldlList = caselds,
DisplayId = displaylId,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
1);
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

« Bx API NF4EER |, 2 Amazon SDK for NETAPI 2 #DescribeCases$ #,

CLI

Amazon CLI

LATF describe-cases ROPREIFXE Amazon Ik HIEEXHFRFINER.,
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aws support describe-cases \
--display-id "1234567890" \
--after-time "2020-03-23T21:31:47.774Z" \
--include-resolved-cases \
--language "en" \
--no-include-communications \
--max-item 1

i

"cases": [
{

"status": "resolved",
"ccEmailAddresses": [],
"timeCreated": "2020-03-23T21:31:47.77472",
"caseId": "case-12345678910-2013-c4cld2bf33c5cf47",
"severityCode": "low",
"language": "en",
"categoryCode": "using-aws",
"serviceCode": "general-info",
"submittedBy": "myemail@example.com",
"displayId": "1234567890",
"subject": "Question about my account"

BXEZEER , 555H (Amazon Support ) RHRFIEE,
« BXx APl iF4EER , 3 HAmazon CLITT S 3£ DescribeCasesHH,

Java

SDK for Java 2.x

(® Note

EBEZHXEER GitHub, 7 Amazon R REIFHEEFEKRTERE , 7#EMM#H
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public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseId());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

« X APl WiFHEE. , i3 Amazon SDK for Java 2.xAP| £ZDescribeCases$F 1,

JavaScript

EATF JavaScript (v3) WHHGF AT ES

@ Note
EBEZMRIE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMH
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TIREMETT.
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import { DescribeCasesCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all of the unresolved cases in your account.
// Filter or expand results by providing parameters to the
DescribeCasesCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecasescommandinput.html
const response = await client.send(new DescribeCasesCommand({}));
const caselds = response.cases.map((supportCase) => supportCase.caseld);
console.log(caselds);
return response;
} catch (err) {
console.error(err);

};

- BX APl NiFAEE |, ES @ Amazon SDK for JavaScriptAPl £Z DescribeCasesH

Kotlin

EAT Kotlin 8 SDK

® Note
EBEEZHEXRER GitHub, £ Amazon NS RGIfFfEFRERSTERS , T HOA®
TIREMETT.

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1, ChronoUnit.DAYS)
val describeCasesRequest = DescribeCasesRequest {
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maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")
}
}

« X API HiFMEER |, B2 EMDescribeCasesT K otlin B Amazon SDK APl &,

Python

SDK for Python (Boto3)

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
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support_client = boto3.client("support")
return cls(support_client)

def describe_cases(self, after_time, before_time, resolved):
Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page["cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:

cases = filter(lambda case: case["status"] == "resolved", cases)
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return cases
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Amazon SDK for .NET

(® Note
EBEZHXREEL GitHub, 7 Amazon KB REITFEEPERTERA , TN
TIRENETT.

/// <summary>

/// Describe the communications for a case, optionally with a date filter.

/// </summary>

/// <param name="caselId">The ID of the support case.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime">The optional end date for a filtered search.</
param>

/// <returns>The list of communications for the case.</returns>
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public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()
{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
18
// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)

{

results.Add(communications);

}

return results;

« Bx API WiF4ELR |, 535 Amazon SDK for .NETAPI &Z DescribeCommunications ™
B,

CLI
Amazon CLI
R RBIH RFTBE

LA describe-communications RABRESR Amazon K PIEE X BRIV EFTEE.

aws support describe-communications \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47" \
--after-time "2020-03-23T21:31:47.774Z" \
--max-item 1

i
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"communications": [

{
"body": "I want to learn more about an Amazon service.",
"attachmentSet": [],
"caseld": "case-12345678910-2013-c4cl1d2bf33c5cf47",
"timeCreated": "2020-05-12T723:12:35.000Z",
"submittedBy": "Amazon Web Services"
}
1,
"NextToken":
"eyJuZXh@VGI9rZW4i0iBudWxsLCAiYm90b190@cnVuY2F@ZVOhbW91bnQEXAMPLE=="

}

BXEZER , 555 (Amazon Support ) T EFIEE,
. BAx API NiFELR , 3 Amazon CLITE S S EDescribeCommunicationsH &Y

Java

SDK for Java 2.x

@ Note

EBEZMXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T M
TIREMIZIT.

public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());
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// Get the attachment id value.

List<AttachmentDetails> attachments = comm.attachmentSet();

for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();

}

return attachId;

} catch (SupportException e) {

System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return "";

« BXx API F4MEER , 55 Amazon SDK for Java 2.xAPI &
#DescribeCommunications$ #,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(@ Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHEERERTERA | TN

~—

TRENZT,

import { DescribeCommunicationsCommand } from "@aws-sdk/client-support";

import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all communications for the support case.
// Filter results by providing parameters to the
DescribeCommunicationsCommand. Refer

// to the TypeScript definition and the API doc for more information on

possible parameters.

B
i
_—
il
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// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecommunicationscommandinput.html
const response = await client.send(
new DescribeCommunicationsCommand({
// Set value to an existing case id.
caseld: "CASE_ID",
b,
I
const text = response.communications.map((item) => item.body).join("\n");
console.log(text);
return response;
} catch (err) {
console.error(err);

- BX API iF4ELS , 25 Amazon SDK for JavaScriptAP| &
#DescribeCommunications$ #,

Kotlin

E AT Kotlin By SDK

(@ Note
EBEZHEREE GitHub, # Amazon KB RHIFHEFERTERS , THMMH
TREMIZT,

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest = DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
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comm.attachmentSet?.forEach { detail ->
return detail.attachmentId

}

return

« Bx API NFEER |, F25 & A DescribeCommunicationsF K otlin B9 Amazon SDK API
S&,

Python

SDK for Python (Boto3)

(@ Note
EBEZHEREE GitHub, # Amazon KB RHIFHEFERTER , THMMH
TREMIZT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_all_case_communications(self, case_id):
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Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't describe communications. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return communications

- BX API iF4EE , 5 3&ADescribeCommunicationsF Python B Amazon SDK
(Boto3) APl £,

B X Amazon SDK FF A A RIEMMARB RN TESIRK , 25 ¥ Amazon Web Services Support
5 Amazon F AT ESREFEA. REFTESEEXANNEEUAREXLHH SDK A FME

BN 0
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£ Amazon SDK #iRZFRHFIBY AT H Amazon BRSS

AT RGER T A #8 Amazon RS 513K,

BERFIRABEEFNRBRER , YTAELTXHZET, EUTREBREG | BUUEFHRENLET
X:

- FFIaERARED

NET

Amazon SDK for .NET

® Note
BEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FMMAH
TIREMNIZTT.

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = language
1)

return response.Services;

. BX APl WiF4EER |, 53 Amazon SDK for NETAPI & #DescribeServicesH Y,
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CLI

Amazon CLI

5t Amazon RS F RS 5!

LA describe-services R™HIZIH T ATFiER—MEEN T ARSI LK

aws support describe-services \

--service-code-1list "general-info"

B
{
"services": [
{
"code": "general-info",
"name": "General Info and Getting Started",
"categories": [
{
"code": "charges",
"name": "How Will I Be Charged?"
},
{
"code": "gdpr-queries",
"name": "Data Privacy Query"
},
{
"code": "reserved-instances",
"name": "Reserved Instances"
},
{
"code": "resource",
"name": "Where is my Resource?"
},
{
"code": "using-aws",
"name": "Using Amazon & Services"
},
{
"code": "free-tier",
"name": "Free Tier"
},

ik RS
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{
"code": "security-and-compliance",
"name": "Security & Compliance"

I

{
"code": "account-structure",
"name": "Account Structure"

}

BXEZER , 555 (Amazon Support ) T EFIEE,
. BAx API WFMELR , HZHAmazon CLITE S S £ DescribeServicesH o

Java

SDK for Java 2.x

@ Note
EREZMRIE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();
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System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {

if (index == 11)

break;
System.out.println("The Service name is: " + service.name());
if (service.name().compareTo("Account") == 0)

serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {

System.out.println("The category name is: " + cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++;

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

« Bx API WF4ELR |, 2 Amazon SDK for Java 2.xAPI &Z£DescribeServicesH
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {
var serviceCode = ""
var catName = ""
val sevCatList = mutablelListOf<String>()
val servicesRequest = DescribeServicesRequest {
language = "en"

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index = 1

response.services?.forEach { service ->
if (index == 11) {
returneforEach

println("The Service name is ${service.namel}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forEach { cat ->
println("The category name is ${cat.name}")
if (cat.name == "Security") {
catName = cat.name!!

}

index++
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}

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

« BX API HFMAEER |, ESEEMDescribeServicesF K otlin 8 Amazon SDK APl %,

Python

SDK for Python (Boto3)

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHEENERTERA , TN

—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_services(self, language):

ik RS
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Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get Support services for language %s. Here's why:

%S: %S",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

- BX API HiFHEL |, 125 :3&E A DescribeServicesF Python B9 Amazon SDK (Boto3) API
B,

B X Amazon SDK FF A A RIEMMARB RN TESIRK , 25 ¥ Amazon Web Services Support
5 Amazon F AT ESREFEA. REFTESEEXANNEEUAREXLHH SDK A FME

JBNO
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LRI RAIER T tn{a iR Amazon Web Services Support ™ E 44 5,

BERFIRABEEFNRBRER , YTAELTXHZET, EUTREBREG | BUUEFHRENLET
X:

- FFIaERARED

NET

Amazon SDK for .NET

® Note
BEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FMMAH
TIREMNIZTT.

/// <summary>
/// Get the descriptions of support severity levels.
/// </summary>
/// <param name="name">Optional language for severity levels.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of support severity levels.</returns>
public async Task<List<Severitylevel>> DescribeSeveritylevels(string language
= "en")
{
var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
)8

return response.Severitylevels;

- BX API NiFAEE , EZ 8 Amazon SDK for .NETAPI $2 DescribeSeverityl evelsH i,
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CLI

Amazon CLI
ST AR = E R

AR describe-severity-levels RIS 7T ZHRHIB TR EMELR S,

aws support describe-severity-levels

M
{
"severitylevels": [

{
"code": "low",
"name": "Low"

},

{
"code": "normal",
"name": "Normal"

},

{
"code": "high",
"name": "High"

},

{
"code": "urgent",
"name": "Urgent"

},

{
"code": "critical",
"name": "Critical"

}

BXEZEER , 551 (Amazon Support AFHEE) FRIERT=EM,
« BX API iFEE |, 5 Amazon CLIEE 52 DescribeSeverityLevelsH Y,
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Java

SDK for Java 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static String displaySevlevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylLevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylevels(severitylevelsRequest);
List<Severitylevel> severitylevels = response.severitylevels();
String levelName = null;
for (SeveritylLevel sevlLevel : severitylevels) {
System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

« BXx AP BiE4E R , i3 19 Amazon SDK for Java 2.xAP| $# DescribeSeverityLevelsH
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { DescribeSeveritylLevelsCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {

try {
// Get the list of severity levels.
// The available values depend on the support plan for the account.
const response = await client.send(new DescribeSeveritylLevelsCommand({}));
console.log(response.severitylevels);
return response;

} catch (err) {
console.error(err);

};

« BX API HiF4E S , 12 Amazon SDK for JavaScriptAP| &
ZDescribeSeverityLevelsH

Kotlin

EATF Kotlin 8 SDK

(® Note
EBEZMEREE GitHub, # Amazon RIS RPHIFHEFERTERS , THMMH
TIREMIZIT,
WA B RS
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suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest = DescribeSeveritylevelsRequest {

language = "en

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.name}")
if (sevlLevel.name == "High") {
levelName = sevlLevel.name!!

}

return levelName

« BX API HiFELR |, S 95&E A DescribeSeverityLevels T K otlin 8 Amazon SDK API &
£,

Python

SDK for Python (Boto3)

(® Note
BB EZHEXEER GitHub, £ Amazon RIZRGIFMEERERTERG] |, 7 #F N
TREMZETT,

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

HR™ B MR API| MR 2013-04-15 315


https://github.com/awslabs/aws-sdk-kotlin#generating-api-documentation
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/support#code-examples

Amazon Web Services Support AriEE

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_severity_levels(self, language):
Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of severity levels.
try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why:

language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return severity_levels
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- BX API HiFELR | 1S 95&E B DescribeSeverityLevels T Python B Amazon SDK
(Boto3) APl &%,

B2 Amazon SDK FF & A RIEEFAMAB RO TEIIR , S5 ¥ Amazon Web Services Support
5 Amazon FXTEGREHEH. AEBEITFEEXRANEEUREXLEH SDK R FHE
IS

£ Amazon SDK f##r Amazon Web Services Support 24
UG RBER T an{a4# Amazon Web Services Support &4,

BERFIRAEEFNREESR , XA L TXHFIET, EUTRERGG | SUUEFLHRENET
X :

- FIaERARED

NET

Amazon SDK for .NET

@ Note

EBEZMXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T8 M
TIREMIZIT.

/// <summary>
/// Resolve a support case by caseld.
/// </summary>
/// <param name="caseld">Id for the support case.</param>
/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)
{

var response = await _amazonSupport.ResolveCaseAsync(

new ResolveCaseRequest()

{
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Caseld = caseld

1)

return response.FinalCaseStatus;

. BAx API ViF4ELR |, 53 Amazon SDK for NETAPI 2#ResolveCase Y,

CLlI
Amazon CLI
LSEE g =Y
BATF resolve-case RHER T WAL R Amazon MK AR Y R 61,
aws support resolve-case \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47"
W
{
"finalCaseStatus": "resolved",
"initialCaseStatus": "work-in-progress"
}
BXEZEER , 55% (Amazon Support AF ) HHRFIEE,
« X API NiFAEER |, 5 MAmazon CLIfTE S5 ZResolveCase Y,
Java
SDK for Java 2.x

(® Note
EHEZHXREEL GitHub, 7 Amazon REB REITFEEPERTERE , TN
TIRENETT.
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public static void resolveSupportCase(SupportClient supportClient, String

caseld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {

System.out.println(e.getlLocalizedMessage());
System.exit(1l);

« BXx API iE4E LR , 3 Amazon SDK for Java 2.xAPI Z#ResolveCaseF H,

JavaScript

EAF JavaScript (v3) WHHF AT ES

® Note
EBEEZHEXRER GitHub, £ Amazon NS RGITFfHEEFRERTERS , T HOA®
TIREMETT.

import { ResolveCaseCommand } from "eaws-sdk/client-support";

import { client } from "../libs/client.js";

const main = async () => {
try {
const response = await client.send(
new ResolveCaseCommand({
caseld: "CASE_ID",
1,
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);

console.log(response.finalCaseStatus);
return response;

} catch (err) {
console.error(err);

};

- B API BiF4{E R , 559 Amazon SDK for JavaScriptAP| 2#ResolveCaseF H,

Kotlin

& AT Kotlin B SDK

(@ Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTERS , THMMH
TREMIZT,.

suspend fun resolveSupportCase(caselIdVal: String) {
val caseRequest = ResolveCaseRequest {
caseld = caseldVal

}
SupportClient { region = "us-west-2" }.use { supportClient ->

val response = supportClient.resolveCase(caseRequest)

println("The status of case $caseldVal is ${response.finalCaseStatus}")
}

. X APl WiFHEER , H3 M EMResolveCaseT K otlin B Amazon SDK API $#,
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Python

SDK for Python (Boto3)

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.

:return: The final status of the case.

try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]

except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
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"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

- BXx APl BNiFHER , S UEMAResolveCaseF Python B Amazon SDK (Boto3) APl 2
Z,

B X Amazon SDK FF A A RIEMMARB RN TESIR , 25 ¥ Amazon Web Services Support
5 Amazon F AT ESREFEA. REFESEEXANNEEUAREXRLHH SDK AW FMAE

B8N0

£ Amazon FF & T E@# Amazon Web Services Support 375

T RBRAERINAES Amazon 7 & TEE3EHE Amazon Web Services Support FEIERLIZ S,
XS E R T MMAELE Amazon Web Services Support F A ZMNEHBRERIEEES. 810N
SHETE—NMEMM R GitHub , BRI AEE PR B E X AR ENETREBHEEA,

ANl
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Amazon SDK for .NET

@ Note

B EZHXEER GitHub, £ Amazon RIZREIFHEERERTE RG] , 7B
TIREMNETT.

T:Eﬂ j:iE/j_\ﬁl:FJg *Eﬁiﬁﬁo

/// <summary>
/// Hello AWS Support example.
/// </summary>
public static class SupportCaseScenario
{
/*
Before running this .NET code example, set up your development environment,
including your credentials.
To use the AWS Support API, you must have one of the following AWS Support
plans: Business, Enterprise On-Ramp, or Enterprise.

This .NET example performs the following tasks:

1. Get and display services. Select a service from the list.

2. Select a category from the selected service.

3. Get and display severity levels and select a severity level from the
list.

4. Create a support case using the selected service, category, and severity
level.

5. Get and display a list of open support cases for the current day.

6. Create an attachment set with a sample text file to add to the case.
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7. Add a communication with the attachment to the support case.
8. List the communications of the support case.

9. Describe the attachment set.

10. Resolve the support case.

11. Get a list of resolved cases for the current day.

*/
private static SupportWrapper _supportWrapper = null!;

static async Task Main(string[] args)
{
// Set up dependency injection for the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LoglLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsolelLoggerProvider>("Microsoft",
LogLevel.Trace))
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>(new AWSOptions()
{ Profile = "default" })
.AddTransient<SupportWrapper>()
)
.Build();

var logger = LoggerFactory.Create(builder =>

{
builder.AddConsole();

}).CreatelLogger(typeof (SupportCaseScenario));
_supportWrapper = host.Services.GetRequiredService<SupportWrapper>();

Console.WriteLine(new string('-', 80));
Console.WriteLine("Welcome to the AWS Support case example scenario.");
Console.WriteLine(new string('-', 80));

try

{
var apiSupported = await _supportWrapper.VerifySubscription();
if (!apiSupported)
{

FriafE ARG API| MR 2013-04-15 324



Amazon Web Services Support AriEE

logger.LogError("You must have a Business, Enterprise On-Ramp, or
Enterprise Support " +
"plan to use the AWS Support API. \n\tPlease
upgrade your subscription to run these examples.");
retuzrn;
var service = await DisplayAndSelectServices();
var category = DisplayAndSelectCategories(service);

var severitylevel = await DisplayAndSelectSeverity();

var caseld = await CreateSupportCase(service, category,
severitylLevel);

await DescribeTodayOpenCases();

var attachmentSetId = await CreateAttachmentSet();

await AddCommunicationToCase(attachmentSetId, caseld);

var attachmentId = await ListCommunicationsForCase(caseld);
await DescribeCaseAttachment(attachmentId);

await ResolveCase(caseld);

await DescribeTodayResolvedCases();

Console.WriteLine(new string('-', 80));

Console.WriteLine("AWS Support case example scenario complete.");
Console.WriteLine(new string('-', 80));

}
catch (Exception ex)
{
logger.LogError(ex, "There was a problem executing the scenario.");
}

/// <summary>
/// List some available services from AWS Support, and select a service for

the example.
/// </summary>
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/// <returns>The selected service.</returns>
private static async Task<Service> DisplayAndSelectServices()
{

Console.WriteLine(new string('-', 80));

var services = await _supportWrapper.DescribeServices();

Console.WriteLine($"AWS Support client returned {services.Count}
services.");

Console.WriteLine($"1. Displaying first 1@ services:");
for (int 1 = 0; i < 10 && i < services.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {services[i].Name}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > services.Count)
{

Console.WritelLine(

"Select an example support service by entering a number from the
preceding list:");

var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return services[choiceNumber - 1];

/// <summary>

/// List the available categories for a service and select a category for the
example.

/// </summary>

/// <param name="service'">Service to use for displaying categories.</param>
/// <returns>The selected category.</returns>

private static Category DisplayAndSelectCategories(Service service)
{

Console.WriteLine(new string('-', 80));

Console.WriteLine($"2. Available support categories for Service
\"{service.Name}\":");

for (int i = @; i < service.Categories.Count; i++)
{

Console.WriteLine($"\t{i + 1}. {service.Categories[i].Namel}");
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var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > service.Categories.Count)

{
Console.WriteLine(
"Select an example support category by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

Console.WriteLine(new string('-', 80));

return service.Categories[choiceNumber - 17;

/// <summary>
/// List available severity levels from AWS Support, and select a level for
the example.
/// </summary>
/// <returns>The selected severity level.</returns>
private static async Task<Severitylevel> DisplayAndSelectSeverity()
{
Console.WriteLine(new string('-', 80));
var severitylevels = await _supportWrapper.DescribeSeveritylLevels();

Console.WriteLine($"3. Get and display available severity levels:");
for (int i = 0; i < 10 && i < severitylevels.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {severitylLevels[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > severitylevels.Count)
{

Console.WritelLine(

"Select an example severity level by entering a number from the
preceding list:");

var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return severitylevels[choiceNumber - 17;
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}

/// <summary>

/// Create an example support case.

/// </summary>

/// <param name="service">Service to use for the new case.</param>

/// <param name="category">Category to use for the new case.</param>

/// <param name="severity'">Severity to use for the new case.</param>

/// <returns>The caseld of the new support case.</returns>

private static async Task<string> CreateSupportCase(Service service,
Category category, Severitylevel severity)

Console.WriteLine(new string('-', 80));
Console.WriteLine($"4. Create an example support case" +
$" with the following settings:" +
$" \n\tService: {service.Name}, Category:
{category.Name} " +
$"and Severity Level: {severity.Name}.");
var caseld = await _supportWrapper.CreateCase(service.Code,
category.Code, severity.Code,
"Example case for testing, ignore.", "This is my example support
case.");

Console.WriteLine($"\tNew case created with ID {caseId}");
Console.WriteLine(new string('-', 80));

return caseld;

/// <summary>
/// List open cases for the current day.

/// </summary>
/// <returns>Async task.</returns>
private static async Task DescribeTodayOpenCases()
{
Console.WritelLine($"5. List the open support cases for the current
day.");
// Describe the cases. If it is empty, try again and allow time for the
new case to appear.
List<CaseDetails> currentOpenCases = null!;
while (currentOpenCases == null || currentOpenCases.Count == 0)
{
Thread.Sleep(1000);
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currentOpenCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
false,
DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var openCase in currentOpenCases)
{
Console.WriteLine($"\tCase: {openCase.CaseId} created
{openCase.TimeCreated}");

}

Console.WriteLine(new string('-', 80));

/// <summary>

/// Create an attachment set for a support case.

/// </summary>

/// <returns>The attachment set id.</returns>

private static async Task<string> CreateAttachmentSet()

{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"6. Create an attachment set for a support case.");
var fileName = "example_attachment.txt";

// Create the file if it does not already exist.
if (!File.Exists(fileName))

{
await using StreamWriter sw = File.CreateText(fileName);
await sw.WritelLineAsync(
"This is a sample file for attachment to a support case.");
}

await using var ms = new MemoryStream(await
File.ReadAllBytesAsync(fileName));

var attachmentSetId = await _supportWrapper.AddAttachmentToSet(
ms,
fileName);
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Console.WriteLine($"\tNew attachment set created with id: \n
\t{attachmentSetId.Substring(@, 65)}...");

Console.WriteLine(new string('-', 80));

return attachmentSetId;

/// <summary>
/// Add an attachment set and communication to a case.

/// </summary>
/// <param name="attachmentSetId">Id of the attachment set.</param>
/// <param name="caseld">Id of the case to receive the attachment set.</
param>
/// <returns>Async task.</returns>
private static async Task AddCommunicationToCase(string attachmentSetId,
string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"7. Add attachment set and communication to
{caselId}.");

await _supportWrapper.AddCommunicationToCase(
caseld,
"This is an example communication added to a support case.",
attachmentSetId);

Console.WriteLine($"\tNew attachment set and communication added to
{caseId}");

Console.WriteLine(new string('-', 80));

/// <summary>
/// List the communications for a case.
/// </summary>
/// <param name="caseld">Id of the case to describe.</param>
/// <returns>An attachment id.</returns>
private static async Task<string> ListCommunicationsForCase(string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"8. List communications for case {caseId}.");
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var communications = await
supportWrapper.DescribeCommunications(caseld);

var attachmentId = "";
foreach (var communication in communications)
{

Console.WritelLine(
$"\tCommunication created on: {communication.TimeCreated} has
{communication.AttachmentSet.Count} attachments.");
if (communication.AttachmentSet.Any())

{

attachmentId = communication.AttachmentSet.First().AttachmentId;

Console.WriteLine(new string('-', 80));
return attachmentId;

/// <summary>
/// Describe an attachment by id.
/// </summary>
/// <param name="attachmentId">Id of the attachment to describe.</param>
/// <returns>Async task.</returns>
private static async Task DescribeCaseAttachment(string attachmentId)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"9. Describe the attachment set.");

var attachment = await _supportWrapper.DescribeAttachment(attachmentId);

var data = Encoding.ASCII.GetString(attachment.Data.ToArray());

Console.WriteLine($"\tAttachment includes {attachment.FileName} with
data: \n\t{datal}l");

Console.WriteLine(new string('-', 80));

/// <summary>
/// Resolve the support case.

/// </summary>

/// <param name="caseld">Id of the case to resolve.</param>
/// <returns>Async task.</returns>

private static async Task ResolveCase(string caseld)

{

Console.WriteLine(new string('-', 80));
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Console.WriteLine($"10. Resolve case {caseId}.");

var status = await _supportWrapper.ResolveCase(caseld);
Console.WriteLine($"\tCase {caseId} has final status {status}");

Console.WriteLine(new string('-', 80));

/// <summary>
/// List resolved cases for the current day.

/// </summary>
/// <returns>Async Task.</returns>
private static async Task DescribeTodayResolvedCases()
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"11. List the resolved support cases for the current
day.");
var currentCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
true,
DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var currentCase in currentCases)

{

if (currentCase.Status == "resolved")

{
Console.WritelLine(
$"\tCase: {currentCase.CaselId}: status
{currentCase.Status}");

}

Console.WriteLine(new string('-', 80));

%2 BT Amazon Web Services Support I#ENBERFH *.
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/// <summary>
/// Wrapper methods to use AWS Support for working with support cases.

/// </summary>

public class SupportWrapper

{
private readonly IAmazonAWSSupport _amazonSupport;
public SupportWrapper(IAmazonAWSSupport amazonSupport)
{

_amazonSupport = amazonSupport;

/// <summary>
/// Get the descriptions of AWS services.

/// </summary>
/// <param name="name">Optional language for services.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = language
1);

return response.Services;

/// <summary>
/// Get the descriptions of support severity levels.

/// </summary>
/// <param name="name">Optional language for severity levels.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>The list of support severity levels.</returns>
public async Task<List<SeveritylLevel>> DescribeSeveritylevels(string language
= "en")
{
var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language

1)
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"customer-service" or "technical".</param>
/// <returns>The caseld of the new support case.</returns>

return response.Severitylevels;

<summary>
Create a new support case.
</summary>

<param name="serviceCode">Service code for the new case.</param>
<param name='"categoryCode">Category for the new case.</param>
<param name="severityCode">Severity code for the new case.</param>

<param name="subject">Subject of the new case.</param>
<param name="body">Body text of the new case.</param>

<param name="language">Optional language support for your case.

Currently

en" (English) and "ja" (Japanese) are supported.</param>

<param name="attachmentSetId">0Optional Id for an attachment set for the
new case.</param>
/// <param name="issueType">Optional issue type for the new case. Options are

public async Task<string> CreateCase(string serviceCode, string categoryCode,

string severityCode, string subject,
string body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body
1}
return response.Caseld;
}
/// <summary>
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/// Add an attachment to a set, or create a new attachment set if one does
not exist.

/// </summary>

/// <param name="data">The data for the attachment.</param>

/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>

/// <returns>The setld of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
18
return response.AttachmentSetld;
}

/// <summary>
/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
18
return response.Attachment;
}
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/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

{
var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()
{
Caseld = caseld,
CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses
18
return response.Result;
}

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name="caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
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new DescribeCommunicationsRequest()
{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
1)
// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)

{

results.Add(communications);

}

return results;

/// <summary>
/// Get case details for a list of case ids, optionally with date filters.
/// </summary>
/// <param name="caselds">The list of case IDs.</param>
/// <param name="displayId">Optional display ID.</param>
/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>
/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime'">The optional end date for a filtered search.</
param>
/// <param name="language">Optional language support for your case.
/// Currently "en" (English) and "ja" (Japanese) are supported.</param>
/// <returns>A list of CaseDetails.</returns>
public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,
bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?
beforeTime = null,
string language = "en")

var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()

{

CaseldList = caselds,
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DisplayId = displaylId,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
1);

// Get the entire list using the paginator.

await foreach (var cases in paginateCases.Cases)

{

results.Add(cases);

}

return results;

/// <summary>

/// Resolve a support case by caseld.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)

{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
CaseIld = caseld
1}
return response.FinalCaseStatus;
}

/// <summary>
/// Verify the support level for AWS Support API access.
/// </summary>
/// <returns>True if the subscription level supports API access.</returns>
public async Task<bool> VerifySubscription()
{

try

{

var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()

{
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Language = "en"
1)
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (Amazon.AWSSupport.AmazonAWSSupportException ex)
{
if (ex.ErrorCode == "SubscriptionRequiredException")
{
return false;
}
else throw;
}
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import software.amazon.awssdk.core.SdkBytes;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.support.SupportClient;

import software.amazon.awssdk.services.support.model.AddAttachmentsToSetResponse;

import
software.amazon.awssdk.services.support.model.AddCommunicationToCaseRequest;

import
software.amazon.awssdk.services.support.model.AddCommunicationToCaseResponse;

import software.amazon.awssdk.services.support.model.Attachment;

import software.amazon.awssdk.services.support.model.AttachmentDetails;

import software.amazon.awssdk.services.support.model.CaseDetails;

import software.amazon.awssdk.services.support.model.Category;

import software.amazon.awssdk.services.support.model.Communication;

import software.amazon.awssdk.services.support.model.CreateCaseRequest;

import software.amazon.awssdk.services.support.model.CreateCaseResponse;

import software.amazon.awssdk.services.support.model.DescribeAttachmentRequest;

import software.amazon.awssdk.services.support.model.DescribeAttachmentResponse;

import software.amazon.awssdk.services.support.model.DescribeCasesRequest;

import software.amazon.awssdk.services.support.model.DescribeCasesResponse;

import
software.amazon.awssdk.services.support.model.DescribeCommunicationsRequest;

import
software.amazon.awssdk.services.support.model.DescribeCommunicationsResponse;

import software.amazon.awssdk.services.support.model.DescribeServicesRequest;

import software.amazon.awssdk.services.support.model.DescribeServicesResponse;

import
software.amazon.awssdk.services.support.model.DescribeSeveritylevelsRequest;

import
software.amazon.awssdk.services.support.model.DescribeSeveritylLevelsResponse;

import software.amazon.awssdk.services.support.model.ResolveCaseRequest;

import software.amazon.awssdk.services.support.model.ResolveCaseResponse;

import software.amazon.awssdk.services.support.model.Service;

import software.amazon.awssdk.services.support.model.SeveritylLevel;

import software.amazon.awssdk.services.support.model.SupportException;

import software.amazon.awssdk.services.support.model.AddAttachmentsToSetRequest;

import java.io.File;

import java.io.FileInputStream;

import java.io.FileNotFoundException;

import java.io.InputStream;

import java.time.Instant;

import java.time.temporal.ChronoUnit;

import java.util.Arraylist;

import java.util.list;
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/**

*

*

*

*
*
*

*

*

*

*/

Before running this Java (v2) code example, set up your development

environment, including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

In addition, you must have the AWS Business Support Plan to use the AWS

Support Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/

This Java example performs the following tasks:

1. Gets and displays available services.
2. Gets and displays severity levels.

3. Creates a support case by using the selected service, category, and

severity level.

4. Gets a list of open cases for the current day.

5. Creates an attachment set with a generated file.

6. Adds a communication with the attachment to the support case.
7. Lists the communications of the support case.

8. Describes the attachment set included with the communication.
9. Resolves the support case.

10. Gets a list of resolved cases for the current day.

public class SupportScenario {

us

public static final String DASHES = new String(new char[80]).replace("\0",

5

public static void main(String[] args) {
final String usage = non

Usage:
<fileAttachment>Where:

fileAttachment - The file can be a simple saved .txt file to

e as an email attachment.\s

man,
’

if (args.length != 1) {
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System.out.println(usage);
System.exit(1l);

String
Region

fileAttachment = args[0];
region = Region.US_WEST_2;

SupportClient supportClient = SupportClient.builder()

System.
.out.println("***** Welcome to the AWS Support case example

System
scenario.");

System.

System.
System.

.region(region)
.build();

out.println(DASHES);

out.println(DASHES);

out.println(DASHES);
out.println("1l. Get and display available services.");

List<String> sevCatlList = displayServices(supportClient);

System.

System.
System.

String

System.

System.
System.

category, and
String

out.println(DASHES);

out.println(DASHES);

out.println("2. Get and display Support severity levels.");
sevLevel = displaySevlLevels(supportClient);
out.println(DASHES);

out.println(DASHES);

out.println("3. Create a support case using the selected service,
severity level.");

caseld = createSupportCase(supportClient, sevCatList, sevlLevel);

if (caseld.compareTo("") == 0) {
System.out.println("A support case was not successfully created!");
System.exit(1);

} else

System.out.println("Support case " + caseld + " was successfully

created!");

System.

System.
System.

out.println(DASHES);

out.println(DASHES);
out.println("4. Get open support cases.");

getOpenCase(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);
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System.out.println("5. Create an attachment set with a generated file to
add to the case.");

String attachmentSetId = addAttachment(supportClient, fileAttachment);

System.out.println("The Attachment Set id value is" + attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("6. Add communication with the attachment to the
support case.");

addAttachSupportCase(supportClient, caseld, attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("7. List the communications of the support case.");
String attachId = listCommunications(supportClient, caseld);
System.out.println("The Attachment id value is" + attachld);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("8. Describe the attachment set included with the
communication.");

describeAttachment(supportClient, attachld);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("9. Resolve the support case.");
resolveSupportCase(supportClient, caseld);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("10. Get a list of resolved cases for the current
day.");

getResolvedCase(supportClient);

System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("***** This Scenario has successfully completed");
System.out.println(DASHES);

public static void getResolvedCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
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java.time.LocalDate.now();
Instant yesterday = now.minus(l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(30)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.includeResolvedCases(true)
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
if (sinCase.status().compareTo("resolved") == 0)
System.out.println("The case status is " + sinCase.status());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}
}
public static void resolveSupportCase(SupportClient supportClient, String
caseld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);
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public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}
}
public static String listCommunications(SupportClient supportClient, String
caseld) {
try {

String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());

// Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();

}

return attachId;

} catch (SupportException e) {
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System.out.println(e.getlLocalizedMessage());
System.exit(1l);
}

return ;

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication
to an AWS Support case");
else
System.out.println("There was an error adding the communication
to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {
try {
File myFile = new File(fileAttachment);
InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.builder()
.fileName(myFile.getName())
.data(sourceBytes)

.build();
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AddAttachmentsToSetRequest setRequest =
AddAttachmentsToSetRequest.buildexr()
.attachments(attachment)
.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return ;

public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseld());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);
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public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.tolLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.tolLowerCase())
.communicationBody("Test issue with " +

serviceCode.tolLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);
return response.caseld();

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

public static String displaySevLevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();
DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylLevels(severitylLevelsRequest);
List<Severitylevel> severitylevels = response.severitylevels();
String levelName = null;
for (SeveritylLevel sevlLevel : severitylevels) {
System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)
levelName = sevlLevel.name();
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return levelName;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return ;

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {

if (index == 11)

break;
System.out.println("The Service name is: " + service.name());
if (service.name().compareTo("Account") == 0)

serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {

System.out.println("The category name is: " + cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}
index++;

FriafE ARG API| MR 2013-04-15 349



Amazon Web Services Support AriEE

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

« X API #4EER |, 2 (Amazon SDK for Java 2.x APl &) hHUTER,
* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

* DescribeAttachment

* DescribeCases

* DescribeCommunications

* DescribeServices

* DescribeSeveritylLevels

* ResolveCase

JavaScript
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AddAttachmentsToSetCommand,
AddCommunicationToCaseCommand,
CreateCaseCommand,
DescribeAttachmentCommand,
DescribeCasesCommand,
DescribeCommunicationsCommand,
DescribeServicesCommand,
DescribeSeveritylLevelsCommand,
ResolveCaseCommand,
SupportClient,

} from "@aws-sdk/client-support";

import inquirer from "inquirer";

// Retry an asynchronous function on failure.
const retry = async ({ intervalInMs = 500, maxRetries = 10 }, fn) => {
try {
return await fn();
} catch (err) {
console.log( Function call failed. Retrying. );
console.error(err.message);
if (maxRetries === @) throw err;
await new Promise((resolve) => setTimeout(resolve, intervalInMs));
return retry({ intervallnMs, maxRetries: maxRetries - 1 }, fn);
}
};

const wrapText = (text, char = "=") => {
const rule = char.repeat(80);
return “${rule}\n ${textI\n${rule}\n’;
I

const client = new SupportClient({ region: "us-east-1" });

// Verify that the account has a Support plan.
export const verifyAccount = async () => {
const command = new DescribeServicesCommand({});

try {
await client.send(command);
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature."

);
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} else {
throw err;

}
i

// Get the list of available services.
export const getService = async () => {
const { services } = await client.send(new DescribeServicesCommand({}));
const { selectedService } = await inquirer.prompt({
name: "selectedService",
type: "list",
message:
"Select a service. Your support case will be created for this service. The
list of services is truncated for readability.",
choices: services.slice(@, 10).map((s) => ({ name: s.name, value: s })),

1)

return selectedService;

i

// Get the list of available support case categories for a service.
export const getCategory = async (service) => {
const { selectedCategory } = await inquirer.prompt({
name: "selectedCategory",
type: "list",
message: "Select a category.",
choices: service.categories.map((c) => ({ name: c.name, value: c })),

1)

return selectedCategory;

};

// Get the available severity levels for the account.
export const getSeveritylLevel = async () => {
const command = new DescribeSeveritylLevelsCommand({});
const { severitylLevels } = await client.send(command);
const { selectedSeveritylLevel } = await inquirer.prompt({
name: "selectedSeveritylevel",
type: "list",
message: "Select a severity level.",
choices: severitylLevels.map((s) => ({ name: s.name, value: s })),

1)

return selectedSeveritylLevel;

i
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// Create a new support case and return the caseld.
export const createCase = async ({
selectedService,
selectedCategory,
selectedSeveritylLevel,
b =>{
const command = new CreateCaseCommand({
subject: "IGNORE: Test case",
communicationBody: "This is a test. Please ignore.",
serviceCode: selectedService.code,
categoryCode: selectedCategory.code,
severityCode: selectedSeveritylLevel.code,
1);
const { caseld } = await client.send(command);
return caseld;

};

// Get a list of open support cases created today.
export const getTodaysOpenCases = async () => {
const d = new Date();
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),

1)
const { cases } = await client.send(command);

if (cases.length === 0) {
throw new Error(
"Unexpected number of cases. Expected more than @ open cases."
);
}

return cases;

i

// Create an attachment set.
export const createAttachmentSet = async () => {
const command = new AddAttachmentsToSetCommand({
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),

iy
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]I
1)

const { attachmentSetId } = await client.send(command);
return attachmentSetId;

i

export const linkAttachmentSetToCase = async (attachmentSetId, caseld) => {
const command = new AddCommunicationToCaseCommand({

attachmentSetId,

caseld,

communicationBody: "Adding attachment set to case.",
1)
await client.send(command);

};

// Get all communications for a support case.
export const getCommunications = async (caseIld) => {
const command = new DescribeCommunicationsCommand({
caseld,
1)
const { communications } = await client.send(command);
return communications;

i

// Get an attachment set.
export const getFirstAttachment = (communications) => {
const firstCommWithAttachment = communications.find(
(c) => c.attachmentSet.length > 0@

);
return firstCommWithAttachment?.attachmentSet[@].attachmentId;
i

// Get an attachment.
export const getAttachment = async (attachmentId) => {
const command = new DescribeAttachmentCommand({
attachmentId,
1);
const { attachment } = await client.send(command);
return attachment;

};

// Resolve the case matching the given case ID.
export const resolveCase = async (caseIld) => {
const { shouldResolve } = await inquirer.prompt({
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name: "shouldResolve",
type: "confirm",
message: ‘Do you want to resolve ${caseld}?’,

1)

if (shouldResolve) {
const command = new ResolveCaseCommand({
caseld: caseld,

1)

await client.send(command);
return true;

}

return false;

i

// Find a specific case in the list of provided cases by case ID.

// If the case is not found, and the results are paginated, continue

// paging through the results.

export const findCase = async ({ caseld, cases, nextToken }) => {
const foundCase = cases.find((c) => c.caseld === caseld);

if (foundCase) {
return foundCase;

if (nextToken) {
const response = await client.send(
new DescribeCasesCommand({
nextToken,
includeResolvedCases: true,
D)
);
return findCase({
caseld,
cases: response.cases,
nextToken: response.nextToken,

1)

throw new Error( ${caseId} not found.');

};

// Get all cases created today.
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export const getTodaysResolvedCases = async (caseldToWaitFor) => {
const d = new Date("2023-01-18");
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
includeResolvedCases: true,
1)
const { cases, nextToken } = await client.send(command);
await findCase({ cases, caseld: caseIdToWaitFor, nextToken });
return cases.filter((c) => c.status === "resolved");

};

const main = async () => {
let caseld;
try {
console.log(wrapText("Welcome to the AWS Support basic usage scenario."));

// Verify that the account is subscribed to support.
await verifyAccount();

// Provided a truncated list of services and prompt the user to select one.
const selectedService = await getService();

// Provided the categories for the selected service and prompt the user to
select one.

const selectedCategory = await getCategory(selectedService);

// Provide the severity available severity levels for the account and prompt
the user to select one.

const selectedSeveritylLevel = await getSeveritylLevel();

// Create a support case.
console.log("\nCreating a support case.");
caseld = await createCase({
selectedService,
selectedCategory,
selectedSeveritylevel,
1);

console.log( Support case created: ${caseld}’);

// Display a list of open support cases created today.
const todaysOpenCases = await retry(
{ intervalInMs: 1000, maxRetries: 15 },

FrRERRG API hzZ 2013-04-15 356



Amazon Web Services Support AriEE

getTodaysOpenCases
);
console.log(
‘\nOpen support cases created today: ${todaysOpenCases.length}’
);
console.log(todaysOpenCases.map((c) => “${c.caseld} ).join("\n"));

// Create an attachment set.

console.log("\nCreating an attachment set.");

const attachmentSetId = await createAttachmentSet();
console.log( "Attachment set created: ${attachmentSetId}’);

// Add the attachment set to the support case.
console.log( "\nAdding attachment set to ${caseld}’);
await linkAttachmentSetToCase(attachmentSetId, caseld);
console.log( "Attachment set added to ${caseId}’);

// List the communications for a support case.
console.log( "\nListing communications for ${caseld}’);
const communications = await getCommunications(caseld);
console.log(

communications
.map(
(c) =>

‘Communication created on ${c.timeCreated}. Has
${c.attachmentSet.length} attachments."’
)
.join("\n")
);

// Describe the first attachment.
console.log( "\nDescribing attachment ${attachmentSetId}");
const attachmentId = getFirstAttachment(communications);
const attachment = await getAttachment(attachmentId);
console.log(

‘Attachment is the file '${

attachment.fileName
}' with data: \n${new TextDecoder().decode(attachment.data)}"’

);

// Confirm that the support case should be resolved.
const isResolved = await resolveCase(caseld);
if (isResolved) {
// List the resolved cases and include the one previously created.
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// Resolved cases can take a while to appear.
console.log(
"\nWaiting for case status to be marked as resolved. This can take some

time."
);
const resolvedCases = await retry(
{ intervalInMs: 20000, maxRetries: 15 },
() => getTodaysResolvedCases(caseld)
);
console.log("Resolved cases:");
console.log(resolvedCases.map((c) => c.caseld).join("\n"));
}

} catch (err) {
console.error(err);

}
};
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/**
Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-qguide/setup.html
In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/

This Kotlin example performs the following tasks:

1. Gets and displays available services.

2. Gets and displays severity levels.

3. Creates a support case by using the selected service, category, and severity
level.

Gets a list of open cases for the current day.

Creates an attachment set with a generated file.

. Adds a communication with the attachment to the support case.
Lists the communications of the support case.

Describes the attachment set included with the communication.
Resolves the support case.

10. Gets a list of resolved cases for the current day.

*/

O 0o N o u1 &

suspend fun main(args: Array<String>) {
val usage = """
Usage:
<fileAttachment>
Where:
fileAttachment - The file can be a simple saved .txt file to use as an
email attachment.

if (args.size !=1) {
println(usage)
exitProcess(0)

val fileAttachment = args[0]
println("***** Welcome to the AWS Support case example scenario.")
println("***** Step 1. Get and display available services.")

FrRERRG API hRZ 2013-04-15 359



Amazon Web Services Support AriEE

val sevCatList = displayServices()

println("***** Step 2. Get and display Support severity levels.")
val sevlLevel = displaySevlLevels()

println("***** Step 3. Create a support case using the selected service,
category, and severity level.")
val caseldVal = createSupportCase(sevCatlList, sevlLevel)
if (caseldVal != null) {
println("Support case $caseldVal was successfully created!")

} else {
println("A support case was not successfully created!")
exitProcess(1)

}

println("***** Step 4. Get open support cases.")
getOpenCase()

println("***** Step 5. Create an attachment set with a generated file to add
to the case.")

val attachmentSetId addAttachment(fileAttachment)

println("The Attachment Set id value is $attachmentSetId")

println("**#*** Step 6. Add communication with the attachment to the support
case.")
addAttachSupportCase(caseldVal, attachmentSetId)

println("**#*** Step 7. List the communications of the support case.")
val attachId = listCommunications(caseIdVal)
println("The Attachment id value is $attachId")

println("**#*** Step 8. Describe the attachment set included with the
communication.")
describeAttachment(attachId)

println("***** Step 9. Resolve the support case.")
resolveSupportCase(caseldVal)

println("***** Step 10. Get a list of resolved cases for the current day.")

getResolvedCase()
println("***** This Scenario has successfully completed")

suspend fun getResolvedCase() {
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// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest = DescribeCasesRequest {
maxResults = 30
afterTime = yesterday.toString()
beforeTime = now.toString()
includeResolvedCases = true

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")
}
}

suspend fun resolveSupportCase(caselIdVal: String) {
val caseRequest = ResolveCaseRequest {
caseld = caseldVal

}
SupportClient { region = "us-west-2" }.use { supportClient ->

val response = supportClient.resolveCase(caseRequest)

println("The status of case $caseldVal is ${response.finalCaseStatus}")
}

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest = DescribeAttachmentRequest {
attachmentId = attachId

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")
}

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest = DescribeCommunicationsRequest {
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caseld = caseldVal
maxResults = 10

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId

}

return

suspend fun addAttachSupportCase(caseldVal: String?, attachmentSetIdVal: String?)
{
val caseRequest = AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS
Support case")
} else {
println("There was an error adding the communication to an AWS
Support case")

}

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal = Attachment {
fileName = myFile.name
data = sourceBytes
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val setRequest = AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

}

suspend fun getOpenCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1l, ChronoUnit.DAYS)

val describeCasesRequest = DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

}
SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forkEach { sinCase ->
println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")
}
}

suspend fun createSupportCase(sevCatListVal: List<String>, sevlLevelVal: String):
String? {
val serCode = sevCatListVal[Q]
val caseCategory = sevCatlListVal[1l]
val caseRequest = CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())
communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
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issueType = "technical"

}

SupportClient { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

}

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest = DescribeSeveritylevelsRequest {

language = "en

SupportClient { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylLevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.name}")
if (sevlLevel.name == "High") {
levelName = sevlLevel.name!!

}

return levelName

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {

var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()

val servicesRequest = DescribeServicesRequest {

language = "en

SupportClient { region = "us-west-2" }.use { supportClient ->

val response = supportClient.describeServices(servicesRequest)

println("Get the first 10 services")
var index =1

response.services?.forEach { service ->
if (index == 11) {
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println("The Service name is ${service.namel}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forkEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!

}

index++

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

AddCommunicationToCase

CreateCase

DescribeAttachment

DescribeCases

DescribeCommunications

DescribeServices

DescribeSeverityLevels
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Python

SDK for Python (Boto3)

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T MM
TIREMIZIT.
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class SupportCasesScenario:
"""Runs an interactive scenario that shows how to get started using AWS

Support . min

def __init_ (self, support_wrapper):

:param support_wrapper: An object that wraps AWS Support actions.

self.support_wrapper = support_wrapper

def display_and_select_service(self):

Lists support services and prompts the user to select one.

:return: The support service selected by the user.

print("-" * 88)

services_list = self.support_wrapper.describe_services("en")
print(f"AWS Support client returned {len(services_list)} services.")
print("Displaying first 10 services:")

service_choices = [svc["name"] for svc in services_list[:10]]
selected_index = g.choose(
"Select an example support service by entering a number from the
preceding list:",
service_choices,
)
selected_service = services_list[selected_index]
print("-" * 88)
return selected_service
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def display_and_select_category(self, service):
Lists categories for a support service and prompts the user to select
one.

:param service: The service of the categories.
:return: The selected category.
print("-" * 88)
print(
f"Available support categories for Service {service['name']}
{len(service['categories'])}:"
)
categories_choices = [category["name"] for category in
service["categories"]]
selected_index = q.choose(
"Select an example support category by entering a number from the
preceding list:",
categories_choices,
)
selected_category = service["categories"][selected_index]
print("-" * 88)
return selected_category

def display_and_select_severity(self):

Lists available severity levels and prompts the user to select one.

:return: The selected severity level.
print("-" * 88)
severity_levels_list =
self.support_wrapper.describe_severity_levels("en")
print(f"Available severity levels:")
severity_choices = [level["name"] for level in severity_levels_list]
selected_index = qg.choose(
"Select an example severity level by entering a number from the
preceding list:",
severity_choices,
)
selected_severity = severity_levels_list[selected_index]
print("-" * 88)
return selected_severity
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def create_example_case(self, service, category, severity_level):

Creates an example support case with the user's selections.

:param service: The service for the new case.

:param category: The category for the new case.

:param severity_ level: The severity level for the new case.

:return: The caseld of the new support case.

print("-" * 88)

print(f"Creating new case for service {service['name']}.")

case_id = self.support_wrapper.create_case(service, category,
severity_level)

print(f"\tNew case created with ID {case_id}.")

print("-" * 88)

return case_id

def list_open_cases(self):

List the open cases for the current day.

print("-" * 88)

print("Let's list the open cases for the current day.")

start_time = str(datetime.utcnow().date())

end_time = str(datetime.utcnow().date() + timedelta(days=1))

open_cases = self.support_wrapper.describe_cases(start_time, end_time,
False)

for case in open_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def create_attachment_set(self):

Create an attachment set with a sample file.

:return: The attachment set ID of the new attachment set.

print("-" * 88)

print("Creating attachment set with a sample file.")
attachment_set_id = self.support_wrapper.add_attachment_to_set()
print(f"\tNew attachment set created with ID {attachment_set_id}.")
print("-" * 88)

return attachment_set_id
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def add_communication(self, case_id, attachment_set_id):

Add a communication with an attachment set to the case.

:param case_id: The ID of the case for the communication.

:param attachment_set_id: The ID of the attachment set to

add to the communication.

print("-" * 88)

print(f"Adding a communication and attachment set to the case.")

self.support_wrapper.add_communication_to_case(attachment_set_id,
case_id)

print(

f"Added a communication and attachment set {attachment_set_id} to the

case {case_id}."

)
print("-" * 88)

def list_communications(self, case_id):

List the communications associated with a case.

:param case_id: The ID of the case.
:return: The attachment ID of an attachment.
print("-" * 88)
print("Let's list the communications for our case.")
attachment_id = ""
communications =
self.support_wrapper.describe_all_case_communications(case_id)
for communication in communications:
print(
f"\tCommunication created on {communication['timeCreated']} "
f"has {len(communication['attachmentSet'])} attachments."
)
if len(communication["attachmentSet"]) > 0:
attachment_id = communication["attachmentSet"][@]["attachmentId"]
print("-" * 88)
return attachment_id

def describe_case_attachment(self, attachment_id):

Describe an attachment associated with a case.
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:param attachment_id: The ID of the attachment.

print("-" * 88)

print("Let's list the communications for our case.")

attached_file = self.support_wrapper.describe_attachment(attachment_id)
print(f"\tAttachment includes file {attached_file}.")

print("-" * 88)

def resolve_case(self, case_id):

Shows how to resolve an AWS Support case by its ID.

:param case_id: The ID of the case to resolve.

print("-" * 88)

print(f"Resolving case with ID {case_id}.")

case_status = self.support_wrapper.resolve_case(case_id)
print(f"\tFinal case status is {case_status}.")
print("-" * 88)

def list_resolved_cases(self):

List the resolved cases for the current day.
print("-" * 88)
print("Let's list the resolved cases for the current day.")
start_time = str(datetime.utcnow().date())
end_time = str(datetime.utcnow().date() + timedelta(days=1))
resolved_cases = self.support_wrapper.describe_cases(start_time,
end_time, True)

for case in resolved_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def run_scenario(self):
logging.basicConfig(level=1logging.INFO, format="%(levelname)s:
%(message)s")

print("-" * 88)
print("Welcome to the AWS Support get started with support cases demo.")
print("-" * 88)

selected_service = self.display_and_select_service()
selected_category = self.display_and_select_category(selected_service)
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selected_severity = self.display_and_select_severity()
new_case_id = self.create_example_case(

selected_service, selected_category, selected_severity
)
wait(10)
self.list_open_cases()
new_attachment_set_id = self.create_attachment_set()
self.add_communication(new_case_id, new_attachment_set_id)
new_attachment_id = self.list_communications(new_case_id)
self.describe_case_attachment(new_attachment_id)
self.resolve_case(new_case_id)
wait(10)
self.list_resolved_cases()

print("\nThanks for watching!")
print("-" * 88)

if __name__ == "__main__":
try:
scenario = SupportCasesScenario(SupportWrapper.from_client())
scenario.run_scenario()
except Exception:
logging.exception("Something went wrong with the demo.")

EN—MEERFEFIRRENR,

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
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return cls(support_client)

def describe_services(self, language):
Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(

"Couldn't get Support services for language %s. Here's why:

%S: %Ss'",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

def describe_severity_levels(self, language):

Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
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:return: The list of severity levels.
try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why:

%S: %S",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return severity_levels

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity['"code"],
categoryCode=category["code"],
communicationBody="Example support case body.",
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language="en",
issueType="customer-service",
)
case_id = response['"caseId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

)

else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return case_id

def add_attachment_to_set(self):

Add an attachment to a set, or create a new attachment set if one does
not exist.

:return: The attachment set ID.

try:

response = self.support_client.add_attachments_to_set(
attachments=[

{
"fileName": "attachment_file.txt",

"data": b"This is a sample file for attachment to a
support case.",

)

new_set_id = response["attachmentSetId"]
except ClientError as err:

if err.response["Error"]["Code"] == "SubscriptionRequiredException":
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logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:

self.support_client.add_communication_to_case(
caseld=case_id,
communicationBody="This is an example communication added to a
support case.",

attachmentSetId=attachment_set_id,

)
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
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err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't describe communications. Here's why: %s: %s"
err.response["Error"]["Code"],
err.response["Error"]["Message"],

’

)
raise
else:
return communications

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
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:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return attached_file

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.
:return: The final status of the case.
try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your

subscription to run these
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"examples."
)
else:
logger.error(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

def describe_cases(self, after_time, before_time, resolved):
Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page['cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

else:
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logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:
cases = filter(lambda case: case["status"] == "resolved", cases)
return cases

« X APl #4E R , 25 (Amazon SDK for Python (Boto3) APl %) HFH LT EB,
* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

* DescribeAttachment

* DescribeCases

* DescribeCommunications

* DescribeServices

» DescribeSeveritylLevels

* ResolveCase

B X Amazon SDK FF A A RIEEMARBROINTESIZRE , 1S5 & Amazon Web Services Support
5 Amazon AR T EBEREEH. AEBEITFEEXRAITNEEUREXRERH SDK IRAWFHAE

/N O

FF 46 62 FA =451 API hRZ 2013-04-15 379


https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/AddAttachmentsToSet
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/AddCommunicationToCase
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/CreateCase
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/DescribeAttachment
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/DescribeCases
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/DescribeCommunications
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/DescribeServices
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/DescribeSeverityLevels
https://docs.amazonaws.cn/goto/boto3/support-2013-04-15/ResolveCase

Amazon Web Services Support AriEE

Amazon Web Services Support 15 #2f B Hi8 %

¥ 2 R¥F Amazon Web Services Support MZHE M Amazon BRA RO ATEME. ATAMENMMEEEN
EESH. Amazon 2T T —Li53E T B3k Amazon Web Services Support, 7E H I 4E IR AT
BATIRE HIER B 3 XEUEHE.

« Amazon EventBridge RIIE FRMNMRESEMHR , XERSGEHHERT Amazon BRFHE
%o EventBridge XIF B EHEHEIUE , RAZTUREEAN , USHREEES  HEXLEEH
REMNEHM Amazon REH AR BaIRE. BXEZEER , 1525 Amazon EventBridge A8
.

« Amazon CloudTrail #3RHB & Amazon IKFHRARZEF AL AP ARAFMMEXESH , A AR
X £ B IRISER Simple Storage Service ( Amazon S3 ) %1, &7 LSRR BRLE A F ik /2
AT Amazon, NFRHERAIR IP it AR BRANKERE, BXESZELR , 28 Amazon
CloudTrail AF$§R.

ES ]

- B3 Amazon ¥i#EAmazon Web Services SupportZ4l EventBridge

- {# A Amazon Web Services Support i23F Amazon CloudTrail AP! & F
« {£ /A Amazon CloudTrail i23& Slack API &K Amazon Web Services Support App

B3 Amazon ¥ Amazon Web Services SupportZ4l EventBridge

(@ Note
torEEFEXEP TR,

& T LAME A Amazon EventBridge 346l ##9 Amazon Web Services SupportZR=HIZE{t HMH R M. &
B, BEZAUZAMAN , HE4AEEERNPIEENELTERN , EventBridge WA — 1N 2N ERE
(=

RIFEEGAES  BULREEA, BHREAER. XRYEEE. BISHIRMEMEE, flm, &
HENKP P REUTEREN , SHATUREEA

- BIEXIFRG

M Amazon Web Services SupportZ4l EventBridge API fRZ 2013-04-15 380


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/

Amazon Web Services Support AFiEmE
- FREBERNBAE SRS

« B IFBRG

o EFMITAEERS

® Note
Amazon Web Services Support FF R & A REEEIEEH, HTERBERIENSEHEIEE
EventBridge.

A Amazon Web Services Support =4l 81— EventBridge M|

& 7] L8 2 — %% EventBridge N | LX%’?EHS(Amazon Web Services SupportRAIEHRYE A, ZH N
VBN EKFPANZERANET , BEE, B0 IAM AP S XEREBEHRITHERIE, £H Amazon
Web Services Support REISBHRIZHN Z2 87 , FHRITUATERE

- BEANEH. ANFBEFR. EventBridgeBEXEZEE , BHSRMT LRI T# EventBridge ? &
(IS5 EventBridge A F#E/E) H,

- QIEEELNEHERANFERB IR, Bl , BATLLE1Z Amazon Simple Notification Service
(Amazon SNS) =8 , IESYEHFZFRM , £HLKWBEEHEFHYE. BXESELR | B
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2. WMREHEARXHEM , FEARNEMN A LAK Region selector ( XigiikEes ) , AFIEE US East
(N. Virginia) ( ZE A% ( ##EFELILE ) ).

3. ESMERP , EFEHM,

4. EEF BIEHAN,

5. 1£ Define rule detail ( EXHNFEMEL ) WEH L , WA BZFHRFHER,

6. XITF Eventbus ( B#HE4% ) # Rule type ( BIMIZER ) | REBBINE , RFEE Next ( T—
F)o

7. EHEBEEHERNTEL , hE4HFRiEREAmazonEH R EventBridge B EREEH
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9. ¥F Amazon Web Service , i%&# Support.

10. X¥F Event type ( BHEKA ) | i%£4F Support Case Update ( XIFRHFIFEH ) -

11. ﬁj:%-lt_zeo

12. 7£ Select targets (EF B4R ) B0 H , BREANEANGIZNBEIR , AREEZRERENEM
Hism, flan , mREEE Amazon SNS , FHAREBEE SNS £ , UEBI B FHRHRE

EBHEZ,
13. ﬁ*¥-|:_$o

14. ( AJi% ) 7 Configure tags ( BLEHFE ) WH L , RINEERE , REEE Next ( T—F )
15. £ Review and create ( REHAIE ) THL , RELHNANREHBREFTEENEHLUERE

SN
“JNo

16. 1%£4F Create rule ( RIZEMN ) . EEYMNELIERF K Amazon Web Services Support REIEH |

REFENREREREEN B

© SIEBW

« HEWREEHE , ATLER origin ZHRBER

i& 2 Amazon Web Services Support

RERZZFRGRNMNT RHIBEES, origin HWET LR CUSTOMER 5 Amazon,

B#l, X AddCommunicationToCase BENEHFEAILE,

- BXBEHERNESZESR |, 5258 Amazon EventBridge AP BTN EHER,
o B A LUBES CloudTrailEZ#42K &R Amazon API BAGIEZ S —KAN, b NS RN

ik 7= # Amazon Web Services Support API & F# Amazon CloudTrail B,

451 Amazon Web Services Support B4
LB R REIFREN , FOIBUTEHS,
Example : SIZEX#FHRHA|

HelBE R, FeIBUTEH,

"version": "Q",

"id": "3433df007-9285-55a3-f6d1-536944bes5d7",
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"detail-type": "Support Case Update",

"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:19272",

"region": "us-east-1",

"resources": [],

"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "",
"event-name": "CreateCase",
"OIigin": mnmn

Example : B X F=RHI

3 Amazon Web Services Support Bl E X RHIeT |, NEIBUTEH.

"version": "Q",
"id": "f90ch8cb-32be-1c91-cOba-d50b4ca5e51b",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:317",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "ekko:us-east-1:12345678-268a-424b-be@8-54613cab84d2"

"event-name": "AddCommunicationToCase",
"origin": "AWS"

Example : ST FRHI
LB IERGIT | FOIBRUATEH,

"version": "Q",

’
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"id": "laa4458d-556f-732e-ddcl-4a5b2fbdl4a5",
"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:317",

"region": "us-east-1",
"resources": [],
"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "",
"event-name": "ResolveCase",
Iloriginll: mnmn

Example : BT ZFRHI
LMEHFITF RGN | FeIBUTEH,

"version": "Q",
"id": "3bb9d8fe-6089-ad27-9508-804209b233ad",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:47:192",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2021-27f40618fe@303ea",
"display-id": "1234563851",
"communication-id": ""
"event-name": "ReopenCase",
"origin": ""

B
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SERNE T IXLEERE,
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CloudTrail BEi1E2=&F ) Amazon Trusted Advisor E &
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HAMETEMERSHZF, CloudTrail BEMXHEFR LA APHERNEF#ERRE , RLENT2REM

BEINFE Ro
Example : CreateCase FY H &% B

AR RHIERT CreateCase #BEH — CloudTrail H&% B,

"Records": [
{
"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "janedoe",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-13T17:51:372"

}

1,

"invokedBy": "signin.amazonaws.com"
1,
"eventTime": "2016-04-13T18:05:53Z7",
"eventSource": "support.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.15",
"userAgent": "signin.amazonaws.com",

"requestParameters": {
"severityCode": "low",

"categoryCode": "other",
"language": "en",
"serviceCode": "support-api",
"issueType": "technical"

I
"responseElements": {

"caseIld": "case-111122223333-muen-2016-c3f2077e504940f2"
},
"requestID": "58c257ef-01la2-11e6-be2a-01c031063738",
"eventID": "5aa34bfc-ad5b-4fb1-8a55-2277c86e746a",
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"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

1,

Example : RefreshTrustedAdvisorCheck B B &% H

LT RHIERT RefreshTrustedAdvisorCheck #&4ERY — 4 CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/Admin",

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Admin"
b
"eventTime": "2020-10-21T16:34:132",
"eventSource": "support.amazonaws.com",
"eventName": "RefreshTrustedAdvisorCheck",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.67",
"userAgent": "signin.amazonaws.com",
"requestParameters": {
"checkId": "Pfx@RwgBli"
},

"responseElements": null,

"requestID": "4c4d5fc8-c403-4f82-9544-411820e0fadl",
"eventID": "2f4630ac-5c27-4f0d-b93f-63742d6fc85e",

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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fflgn | 3t CreateSlackChannelConfiguration, GetAccountAlias #
UpdateSlackChannelConfiguration BB{EHNAMA S CloudTraill BEXHHEKEKE,

BIMEHHBETREBESEXRERBFRNARGR. BOEETHBEHEUTRR

« ERRERBRAFEIEERZ Amazon Identity and Access Management ( IAM ) B P &EIER HEY,
- BRECHACKRKEFMAFPNIENREEIEREN,
- ERERBHEM Amazon Web Service & Ho

BXEZER , B2 CloudTrail userldentity T3,

7 #% Amazon Web Services Support App BEX#H%E

RiERE—MEE , A TNSE4EN BEXHEEFIZRIEEN Amazon S3 #. CloudTrail BEX 4 S
B NEENBERE. —NEHFRTEKEBEMEN—MER , SREEXMERNRE. BRIEWN A M
A, BERSHBEFENER. CloudTraill BEXHRELE APl AN E FHRRER, XEKREIXL
BEFRSREMFEMFE R

Example : CreateSlackChannelConfiguration #9 HE Rl

LR RBIERT CreateSlackChannelConfiguration #24E# — 4 CloudTrail B &% H.,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:JaneDoe",
"arn": "arn:aws:sts::111122223333:assumed-role/Administrator/JaneDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Administrator",
"accountId": "111122223333",
"userName": "Administrator"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-26T01:37:577",
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"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-02-26T01:48:20Z2",
"eventSource": "supportapp.amazonaws.com",
"eventName": "CreateSlackChannelConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.183",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"notifyOnCreateOrReopenCase": true,
"teamId": "TQ12ABCDEFG",
"notifyOnAddCorrespondenceToCase": true,
"notifyOnCaseSeverity": "all",
"channelName": "troubleshooting-channel",
"notifyOnResolveCase": true,
"channelId": "C@1234A5BCD",
"channelRoleArn": "arn:aws:iam::111122223333:role/AWSSupportAppRole"
I
"responseElements": null,
"requestID": "d@6df6ca-c233-4ffb-bbff-63470c5dc255",
"eventID": "0898ce29-a396-444a-899d-b068f390c361",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : ListSlackChannelConfigurations 9 B & R4l

LR RBIERT ListSlackChannelConfigurations ##4E# —~ CloudTrail H&% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE :AWSSupportAppRole",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:06:32Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-03-01T20:06:46Z2",
"eventSource": "supportapp.amazonaws.com",
"eventName": "ListSlackChannelConfigurations",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.131",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,

"responseElements": null,

"requestID": "20f81d63-31c5-4351-bd02-9eda7f76e7b8",
"eventID": "70acb7fe-3f84-47cd-8c28-ccl48adoed21",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : GetAccountAlias 9 B & R4l

LT RBIERT GetAccountAlias B/ERI —A CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:devdsk",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole/devdsk",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-03-01T20:31:27Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-03-01T20:31:4772",
"eventSource": "supportapp.amazonaws.com",
"eventName": "GetAccountAlias",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.142",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164
"requestParameters": null,

"responseElements": null,

"requestID": "a225966c-0906-408b-b8dd-f246665e6758",
"eventID": "79ebba8d-3285-4023-831a-64af7de8d4ad",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

arn": "arn:aws:iam::111122223333:role/AWSSupportAppRole",

.el5",
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-06-29T16:39:117",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlan",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f0d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"
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Example : GetSupportPlanUpdateStatus #VHE%H

TR RBIERT GetSupportPlanUpdateStatus BEM CloudTrail BEZ%K B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-06-29T16:39:02Z7",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlanUpdateStatus",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": {

"supportPlanUpdateArn":

"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

},

"responseElements": null,

"requestID": "75e5c767-8703-4ed3-b0le-4dda28020322",

"eventID": "28d1lc@e3-cch6-4fd1-8793-65be01@114cc",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : StartSupportPlanUpdate fYHE%E

TR RHIERT StartSupportPlanUpdate #4EH CloudTrail BE%EH,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-06-29T16:38:557",
"eventSource": "supportplans.amazonaws.com",
"eventName": "StartSupportPlanUpdate",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0)
Firefox/91.0",
"requestParameters": {
"clientToken": "98addl111-dcc9-464d-8722-438d697fe242",
"update": {
"supportLevel": "BASIC"

}I

Gecko/20100101
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"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

.

"requestID": "e5ff9382-5fb8-4764-9993-0f33fb0blel7",
"eventID": "5dba89f8-2e5b-42b9-9b8f-395580c52962",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"

Example : CreateSupportPlanSchedule ¥y HESXKEB

LTFRHIERT CreateSupportPlanSchedule #4EH CloudTrail B&E%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-09T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-05-09T16:30:04Z",
"eventSource": "supportplans.amazonaws.com",
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"eventName": "CreateSupportPlanSchedule",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "b998de5e-adlc-4448-90db-2bf86d6d9e9%9a",
"scheduleCreationDetails": {
"startLevel": "BUSINESS",
"startOffer": "TrialPlan7FB93B",
"startTimestamp": "2023-06-03T17:23:56.109Z2",
"endLevel": "BUSINESS",
"endOffer": "StandardPlan2@74BB",
"endTimestamp": "2023-09-03T17:23:55.109Z2"

iy

"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanschedule/
b92a9a4336a3974950a6e670f7dab79b77a4b104db548a0d57050ce4544721d4b"
},
"requestID": "150450b8-e6la-4b15-93a8-c3b557alcas8",
"eventID": "a2alba44-610d-4dc8-bf16-29f1635b57a9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Example : DescribeSupportLevelSummary B B &% B

LR RBIERT AT DescribeSupportLevelSummary 4R CloudTrail BESR B,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}
},
"eventTime": "2021-01-07T22:08:07Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "DescribeSupportlLevelSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"lang": "en"
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},

"responseElements": null,

"requestID": "b423b84d-829b-4090-a239-2b639b123abc",
"eventID": "eleeda@e-d77c-487b-a7e5-4014f7123abc",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

Example : UpdateProbationAutoCancellation 89 H &% B

LR RBIERT AT UpdateProbationAutoCancellation #&4EH CloudTrail B &% B,

"eventVersion": "1.08",
"userIdentity": {

"type": "Root",

"principalId": "111122223333",

"arn": "arn:aws:iam::111122223333:root",

"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2021-01-07T23:28:437",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateProbationAutoCancellation",
"awsRegion": "us-east-1", "sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"lang": "en
I
"responseElements": null,

"requestID": "5492206a-e200-4c33-9fcf-4162d4123abc",
"eventID": "f4a58c@9-0bb0-4ba2-a8d3-df6909123abc",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"
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Example : UpdateSupportLevel #J B &% B

LTRRBAIERT ATFEHRFEARZIFITRIA UpdateSupportlevel B4EM CloudTrail B&%E,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:ro0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}
b,
"eventTime": "2021-01-07T22:08:437",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateSupportLevel",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.247",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"supportLevel": "new_developer"
3,
"responseElements": {
"aispl": false,
"supportLevel": "new_developer"
3,
"requestID": "5df3da3a-6lcd-4a3c-8f41-e5276b123abc",
"eventID": "c69fbl49-c206-47ce-8766-8df6ecl23abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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- 3REX Amazon CloudWatch BRI EM B A,

BR WA EA EventBridge 1 Lambda Bi%k B 35 g R #Y 8 %15 B Trusted Advisor , 5 # Trusted
AdvisorTE., GitHub

© TEBW

« Trusted Advisor IR AMEERIEEH ., HTERBERIEFEHZEE EventBridge,

« BB AETEN., Enterprise On-Ramp Sl Amazon Web Services Support 1+ %I=F
BERIER Trusted Advisor REWMN, BXEZER , S HE X Amazon Web Services
Support it :

« 52 IKARS —#Trusted Advisor , FTEE## &K% Z EventBridge £E R ( 3 F Bt
B ) # X,

REBLLT S B A 612 EventBridge MM Trusted Advisor, EBIEREHAN 25 , BHITUTIRE ;

- ABPNEH, AUAMBEFR. EventBridgeBEXEZER , BZ R LRI 5# EventBridge ? &
(I 3% EventBridge AAF#ERE) H,

o QIEFESHAN P EMDE R

E N 82 EventBridge M N Trusted Advisor

1. FIFLE# EventBridge ##|A , Mk ) https://console.aws.amazon.com/events/,

2. BEEXRXE , BEATEA LA Region selector ( X1Zii£#288 ) , ARFik#E US East (N.
Virginia) ( EEREP ( BERLILE ) )

ESMERT , EEFEA,
T RIEAN,
£ Define rule detail ( E XA FMER ) WEHL , AT EHFFHEIR,

XtF Eventbus ( EHE4 ) F Rule type ( BLMIZER ) | REBBIANE , RFEE Next ( T—
F)o

o o b~ W
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7. EMERSHERAREL , AEHFRIEFEAMazonE 4 EventBridge EFEIKHEEH
8. 1f Event pattern ( B4EX ) T , BREBMIAE ( Amazon Web Services ) .
9. ¥F Amazon Web Service , i%$## Trusted Advisor.
10. XF Event type ( BHEA! ) , % Check Item Refresh Status ( R &ET B RIFIRA ) o
11. ARBRSERATEIZ — :
% Any status (ERES ) A2 B IREMIRSE LR,
1%£1% Specific status(es) ( FERDS ) , RAEEFELLZNANGEENE,

« ERROR ( #4i% ) — Trusted Advisor A &I E — 8,

 INFO ( f§ 8. ) - Trusted Advisor £ ER EHRS

« OK ( IE® ) - Trusted Advisor ;X B 24 &= #Y 7 B,

« WARN ( % ) —Trusted Advisor KM Eli E A REFE R BHEWAE,
12. NENREEFEUTETIZ—

« % Any check ( HARE ),
- 1%£3$F Specific check(s) ( BHERZE ) , REMNINRPERE—INHZIMEE R,
13. 9 Amazon FRIEFR U TR Z— :

% Any resource ID ( EAREIR ID ) kB EEFAERRENIN,

- 1%£$% Specific resource ID(s) by ARN ( 32 ARN HEFIMVESERIR ID) , AERALEEY
Amazon Resource Name (ARN),

14. ii?%jt_io

15. 7£ Select target(s) ( EF B ) WEHF , EFEAUHANCENEREKE  REEREZXEMSE
M E ML, Flin , B LUSEH K% ZE Amazon SQS BASIE, Amazon SNS &,

16. ii?%jt_io
17. ( AJi% ) £ Configure tags ( BCEHRE ) WH L , RINEERL , RBFEE Next ( T—F )

18. 7£ Review and create ( FEH 622 ) TEL , FEENANREABREFTEENEHLRE
Ko

19. &E#F QIEMN, BB ERFLER Trusted Advisor RE , RSB RIEEIEERN B iR,

fi5 F W5 #2 Trusted Advisori 45 & EventBridge API fRZR 2013-04-15 406
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£17 Amazon CloudWatch & ZLL151% Amazon Trusted Advisor 18
PR

Amazon Trusted Advisor RIFT &M ZERT | Trusted Advisor FFEXEBHR EL RNVIEIRXFE
CloudWatch, #&HLATE CloudWatch FEEI54r. R AT AR EE LN Trusted Advisor 1 EHYIR
AN ERARSEN , URBRSEHFERER (LB RRE ) . fla , BB EE | UBEKR
Service Limits KA PR ENIRS L, HBEFHEHEN Amazon IKFWIRSEHN , EBE 2B
iR,

BRBUTSEBAEEDN Trusted Advisor IE#RHIZE CloudWatch &%,
i

« TRZH

* Trusted Advisor #J CloudWatch ¥g#5

 Trusted Advisor IEFR M4 E

SERE M
1£7 Trusted Advisor 36452 CloudWatch &2 28] , FEUTEER

« T #& CloudWatch WA AEIRMEE, BEXREZEEL |, EZS I Amazon CloudWatch AFErRHHY
CloudWatch T/E/R#E,

« £/ Trusted Advisor #2#|A = Amazon Web Services Support API SRRl I8 H 48 & H IR IV Y4
BER, AXEZER , BEARFRES R,

=y Trusted Advisor #8¥5 8% CloudWatch &FE&

1. B LT MuLITFF CloudWatch 8% & : https://console.aws.amazon.com/cloudwatch/o
FEAXEEESRE  AEEEXERS (HFEFRLILE ) Amazon XiF,

ESMBERT , EF Alarms (HE

%% Create Alarm (BIBRE1R).

EFRIE R IEIR .

WFER, A NSRS NEEE , UTREERSIR, fla, B AERER
ServiceLimitUsage S 4 E , {5120 Trusted Advisor ¥ & & ¥

o g bk~ w b

A2 CloudWatch & &L 12 Trusted Advisor $8#R API fRZ 2013-04-15 407


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/cloudwatch_architecture.html
https://console.amazonaws.cn/cloudwatch/
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® Tip
o MATLIE R Trusted Advisor LA %I H REZ AT EIERR.
« BXRIENNEEZHIIIE  ESH Trusted Advisor IEFRFIEE

7. HEEREXRT , ERPERNERE,

EUTRAH  RERAMRA IAM FRZHPRER |, BB ST YellowResources,

N. Virginia All > TrustedAdvisor > Check Metrics | Trusted € | | Advisor & 1AM & Access © Key ©
CheckName (2) Metric Name
IAM Access Key Rotation RedResources

v IAM Access Key Rotation YellowResources

8. EFIEFRIEIR.

9. £ Specify metric and conditions ( EEEFRMEZMH ) TWH L , BIFEEFEH Metric name ( 3EFR
FZ % ) # CheckName ( RERM ) ERERE L,

m.NTme(%m),ﬁ?&%i%ﬁéhﬁﬁmﬂmﬁ EBITRAVESEHIR |, a5 54,
11. 7£ Conditions ( %&# ) T , i%&# Static ( 8% ) , HEBNNEBEEML

Pl MRBEEFRRTET >=HEFBA L FARE , XEWKESEE Trusted Advisor & F|
ELHE-NMEEE 90 RAREHRH IAM 15 RZHN T,

® EE
« XF GreenChecks, RedChecks. YellowChecks., RedResources #l
YellowResources $8#5 , AILAEE— 1 ERE , EUUARATHRETENEEZEH,

+ Trusted Advisor 74 &% GreenResources 1E#r , 417 Trusted Advisor A48 ZI
{F A 8] Y B R o

12. R Next ( T—%F ),

13. 7E Configure actions ( Bt E#R4E ) TWHEH L , X F Alarm state trigger ( EBRSALET ) , EF In
alarm ( F8% ),

14. 33F Select an SNS topic ( 1E£#F SNS & ) , EEIEM Amazon Simple Notification Service
(Amazon SNS) R R A E — M EH,

FRFZ M AP W< 2013-04-15 408
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Notification

Alarm state trigger

Define the alarm state that will trigger this action.

© Inalarm OK Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold. not enough data is available.
threshold.

Select an SNS topic

Define the SMNS (Simple Notification Service) topic that will receive the notification.

© Select an existing SNS topic
Create new topic

Use topic ARN

Send a notification to...

Q) Default_CloudWatch_Alarms_Topic X

Only email lists for this account are available.

Email (endpoints)

janedoe@example.com - View in SNS Console [

| Add notification |

15. E&FE Next ( F—%F ) o
16. W FEBHMER | W AFENBHRANER,
17. &FE Next ( F—%F ) o

18. £ Preview and create ( iS4l ) TE L , EEEBFMES , AF%ER Create alarm ( B2
H
= ) o

HIAM R B ARRRETHLE 5 28, EHEBEFEEHN SNS TERIXBEH,

Example : 3% CloudWatch £ 2 #9 8 F #4438 &0

LTEFEREHEEEREERNE IAM BRI ZARREEREE R,
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You are receiving this email because your Amazon CloudWatch Alarm
"TIAMAcessKeyRotationCheckAlarm" in the US East (N. Virginia) region has entered the
ALARM state,

because "Threshold Crossed: 1 out of the last 1 datapoints [9.0 (26/03/21 22:44:00)]
was greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM
transition)." at "Friday 26 March, 2021 22:49:42 UTC".

View this alarm in the Amazon Web Services Management Console:
https://us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-

east-1#s=Alarms&alarm=IAMAcessKeyRotationCheckAlarm

Alarm Details:

- Name: IAMAcessKeyRotationCheckAlarm

- Description: This alarm starts when one or more Amazon access keys in
my Amazon account have not been rotated in the last 90 days.

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [9.0

(26/03/21 22:44:00)] was greater than or equal to the threshold (1.0) (minimum 1
datapoint for OK -> ALARM transition).

- Timestamp: Friday 26 March, 2021 22:49:42 UTC
- Amazon Account: 123456789012
- Alarm Arn: arn:aws:cloudwatch:us-

east-1:123456789012:alarm: IAMAcessKeyRotationCheckAlarm
Threshold:
- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1.0

for 300 seconds.

Monitored Metric:

- MetricNamespace: AWS/TrustedAdvisor

- MetricName: RedResources

- Dimensions: [CheckName = IAM Access Key Rotation]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-east-1:123456789012:Default_CloudwWatch_Alarms_Topic]
- INSUFFICIENT_DATA:

FRFZ M API fRZ 2013-04-15 410
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Trusted Advisor By CloudWatch 18%x

EAILAE A CloudWatch # )& 5 Amazon Command Line Interface (Amazon CLI) AEHR AT A F
Trusted Advisor BY1E¥R.

BREMBRNFIERSHWGEZERE, BRMEENSIR | ESE Amazon CloudWatch fiFiER
&4 CloudWatch 18¥rHY Amazon fRS

& E Trusted Advisor 1845 ( #2HA )

& O] LA% 5 CloudWatch 8 #l& H&EFE Trusted Advisor B9 7] FH1E#R,
EEE T AM Trusted Advisor 1545 ( 2#E )

1. BELATRutiTH CloudWatch #2H|& : https://console.aws.amazon.com/cloudwatch/s
2. FEAXEGEESR K REERXERD (FEFELILER ) Amazon XiF.

3. ESMERTP , EF Metrics (45 ) -

4. BWMAEIRWEZHE , Sl TrustedAdvisor,

5. RERIBIREE , flKEER.

All metrics Graphed metrics Graph options Source

N. Virginia v All > TrustedAdvisor | Q TrustedAdvisor

402 Metrics
Service Limit Metrics by Region Category Metrics
283 Metrics 15 Metrics

Check Metrics

104 Metrics

6. All metrics ( FTE#EHR ) BUFERH B ZHPZERENIER. SAMTHUTRE

a. BENRBITHRF , BEREIRE,

b. ENEMLFIER , BAFZEMZNERE, BAEMEEN , BAPRNIRETHRHER
o

c. EREMRHFITIIE , BERFBEFRBMN , RFIEF Add to search ( HINEIER ) .

Trusted Advisor B9 CloudWatch $8%5 API fRZ 2013-04-15 411


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/aws-services-cloudwatch-metrics.html
https://console.amazonaws.cn/cloudwatch/
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LTRBAIERTZEE - TERFINBFERORENER, ZRERR 13 MNEBHEIR. Trusted
Advisor B RAEEBHIRE,

Security Groups - Specific Ports Unrestricted Th 3h 12h 1d 3d 1w custom (dw) - | Line v || Actons ~ || 5 v @
Count
125 S
6.5
0 03-17 22:33

02/27 03/01 03/03 03/05 03/07 03/09 03/11 03/13 03/15 AL A n2/1a 03/21 03/23 03/25

@ vellowResources 2021-03-17 23:15UTC

1. @ YellowResources 13

All metrics Graphed metrics (2/4) Graph options Source 2. O RedResources 0

N. Virginia ~ All > TrustedAdvisor > Check Metrics | Q Graph search
CheckName (104) Metric Name
Load Balancer Optimization YellowResources &
Low Utilization Amazon EC2 Instances RedResources
Low Utilization Amazon EC2 Instances YellowResources
MFA on Root Account RedResources
MFA on Root Account YellowResources
Overutilized Amazon EBS Magnetic Volumes YellowResources
Overutilized Amazon EBS Magnetic Volumes RedResources

v Security Groups - Specific Ports Unrestricted RedResources

v Security Groups - Specific Ports Unrestricted YellowResources

7. (%) EFHEKRAFME CloudWatch 2 HIER , 1E1%#F Actions ( #81E ) , AFIEIF Add to
dashboard ( ZNEEFHIEAR ) -

HXHREEUSEEFNESES | 1§55 Amazon CloudWatch B 355 B M 44 %1547 49 B
%,

& & Trusted Advisor 1845 (CLI)
BRI LA list-metrics Amazon CLI a5 5 & & Trusted Advisor B9 7] A #E%x.
Example : %H Trusted Advisor B9 FF & 845

AT RAIFEE AWS/TrustedAdvisor #n& Z2 A LAE F Trusted Advisor BIFTE 845,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor

Trusted Advisor B CloudWatch 3§%5 API fRZR 2013-04-15 412
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e m AR EULTRARRLL

"Metrics": [

{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "EBS"
I
{
"Name": "ServicelLimit",
"Value": "Magnetic (standard) volume storage (TiB)"
I
{
"Name": "Region",
"Value": "ap-northeast-2"
}
1,
"MetricName": "ServicelLimitUsage"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "CheckName",
"Value": "Overutilized Amazon EBS Magnetic
}
1,
"MetricName": "YellowResources"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "EBS"
I
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
I
{

Volumes"

Trusted Advisor B9 CloudWatch $8%5

API fR7s 2013-04-15 413
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"Name": "Region",
"Value": "eu-west-1"
}
1,
"MetricName": "ServicelLimitUsage"
.
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
},
{
"Name": "Region",
"Value": "ap-south-1"
}
1,
"MetricName": "ServicelimitUsage"
.

Example : 5|4 E R AMEIENR

AR RBIIEE AWS/TrustedAdvisor ap& Z[E M Region #ELUEFIEE Amazon XIFH ATAE
FRo

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --dimensions
Name=Region,Value=us-east-1

v E RS T AR,

"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

Trusted Advisor B9 CloudWatch $8%5 AP| fRZ 2013-04-15 414
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{
"Name": "ServiceName",
"Value": "SES"
1,
{
"Name": "ServicelLimit",
"Value": "Daily sending quota"
1,
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"
},
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "AutoScaling"
1,
{
"Name": "ServicelLimit",
"Value": "Launch configurations"
1,
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"
},
{

"Namespace": "AWS/TrustedAdvisor",

"Dimensions": [

{
"Name" :
"Value":
1,
{
"Name" :
"Value":
1,

"ServiceName",
"CloudFormation"

"ServicelLimit",
"Stacks"

Trusted Advisor B9 CloudWatch $8%5

API fR7 2013-04-15 415
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{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"

}I

Example : 5| H4FEEIRE HIIER

AT RBIFEE AWS/TrustedAdvisor & Z 8 RedResources IR B MR EF LIS EBIFH

&R

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --metric-name RedResources

IEHVR HE TRES LA T AR L

{
"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Amazon RDS Security Group Access Risk"
}
1,
"MetricName": "RedResources"
},
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Exposed Access Keys"
}
1,
"MetricName": "RedResources"
},

Trusted Advisor B9 CloudWatch $8%5

API fR7 2013-04-15 416
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{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Large Number of Rules in an EC2 Security Group"
}
1,
"MetricName": "RedResources"
.
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Auto Scaling Group Health Check"
}
1,
"MetricName": "RedResources"
.

Trusted Advisor ¥R 4 E
BESRTRIAT#BETLLAT CloudWatch S ZH B &M Trusted Advisor ISR F4EE
Trusted Advisor &L BliE+r

B LU LA T 885 F Trusted Advisor 8 2,

EFR iR
RedResources WFASRSHWERBRE ( BIUKEBURE)
YellowResources ATEBRSWERK (BUURAE ).

Trusted Advisor 3£ 3l 4 Bl FE R

BRI LA LA T #84¥R F F Trusted Advisor 351,

Trusted Advisor ¥R 4k E API fRZ 2013-04-15 417
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1R

GreenChecks

RedChecks

YellowChecks

DU

FERBRS ( RMEMEM R ) B Trusted Advisor K ERIE

o

o

b F I EBIRFSH Trusted Advisor B EHE ( BILEKEURE ) -

2 F EEIRSH Trusted Advisor REHE ( BIWAE ) .

Trusted Advisor BRS BLE R I8 FR

& 8] LA LA B % Amazon Web ServiceFREIRIFEFF.

1R

ServicelLimitUsage

RER B EITNEE

iR

RIRERABX RSSECE ( ARIHNRS ) WE D .

BRI LA LA T4 E B F Trusted Advisor 8&,

“%E

CheckName

RAIRAIEPRHY4E E

iR
Trusted Advisor &K & .

& A LATE Trusted Advisor #2&l& 3% Amazon Trusted Advisor 1 &
5 A FERFIFTERER M.

BRI LU A T4 T Trusted Advisor #2231,

%EZ

Category

s

st

Trusted Advisor 8 &3 3 & #.

Trusted Advisor ¥R 4k E
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Amazon Web Services Support AriEE

HE iR
BRI LATE Trusted Advisor #2#l& EEREXRF MEPKEIFFE
rERXH,

ARSS B BB ARV 4EE

B LU LA T 4 E AT Trusted Advisor IR L& 35 4R,

g iR

Region B S5 PRERAY Amazon Web Services X1,
ServiceName Amazon Web Service # 8 5.
ServicelLimit BR S5 LR AY & #ho

EXBREPRIANEZEES |, i5SH Amazon Web Services —fig2
# th Amazon Web Service BR#i.

£ 8 Amazon CloudTrail i23% Amazon Trusted Advisor 24 & &4

Trusted Advisor5Amazon CloudTraill —HRF &R , ZRFRMEA . ABHAmazonRFEFINIT
AR ERY 12 R Trusted Advisor. CloudTrail 35 fE##R Trusted Advisor i B4, HIRWBABIERE
Trusted Advisor BHI SR, MRECIERE , WA AR FFEL 0T S #E £ 74 RS (Amazon
S3) Storage Service 7 #1&i% CloudTrail B4 , BIEMEH, Trusted Advisordl RIEREL B R ER
BMA R LATE CloudTrail #HI A “SHHLIERX" FEERNNEH. FAKENEE CloudTrail ,
IR E] AR RE | B NME SR & i Trusted Advisor, & HIEREY IP ik, #AE THER, ARAHBERUAR
Hi i dE S,

ETHEZELR CloudTrail, BfENMAEENBS AT , 555 (Amazon CloudTraill HF1EE) -

Trusted Advisor{g B £ CloudTrail

CloudTrail & 8122 Amazonlik PRI EEEMNIKF EBH. Trusted AdvisoriZ#l &P HIM XM S 4
EFR | ZEF S5 HMAmMazonkS CloudTrail B4 —R2iEREEHH L iERH ., ETLE Amazon
WKRPEE, BENTEENSH., BXEZER , FSRFEASEHHFICFESE CloudTrail E4.,

5 Amazon CloudTrail i2% Amazon Trusted Advisor 24| &2/ AP W< 2013-04-15 419
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EREIC5 Amazon IKF FEIEH (‘248 Trusted Advisor WS4 ) | BRIRIRE., REARY
CloudTrail ff B & X H& i E| Amazon S3 Fi#EH. MIRERT , EEHFH AP CIREERN |, ERERNA
FFrE Amazon XiF, HIRERIZRE Amazon 2 XHERMEXEHNES , AYAEXHEREER
IEEW Amazon S3 7M. WA , BRI EEH MAmazonRS , St —H 5 M FLLE CloudTrail H
EHPRENEHBIE. BXESER , FZHATIANE :

« B REFEER

* CloudTrail XFEFHRSMEK

- BL&E Amazon SNS &#1 CloudTrail

- BRKREZANMXEM CloudTrail B & H MWK B SN K /Y CloudTrail B &34

Trusted AdvisorX #fF Trusted AdvisoriZ &l & & 4EM F &£ 4E N EH CloudTrail 125 %E BEXXHHF,
CloudTrail g3 A T4 :

* CreateEngagement

* CreateEngagementAttachment

* CreateEngagementCommunication

* CreateExcelReport

* DescribeAccount

* DescribeAccountAccess

* DescribeCheckItems

* DescribeCheckRefreshStatuses

* DescribeCheckSummaries

* DescribeChecks

* DescribeNotificationPreferences
* DescribeOrganization

* DescribeOrganizationAccounts

* DescribeReports

* DescribeServiceMetadata

* ExcludeCheckItems

* GenerateReport
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GetEngagement
GetEngagementAttachment
GetEngagementType
GetExcelReport

GetOrganizationRecommendation

GetRecommendation

IncludeCheckItems

ListAccountsForParent

ListChecks

ListEngagementCommunications
ListEngagementTypes
ListEngagements

ListOrganizationRecommendationAccounts

ListOrganizationRecommendationResources

ListOrganizationRecommendations

ListOrganizationalUnitsForParent

ListRecommendationResources

ListRecommendations

ListRoots

RefreshCheck

SetAccountAccess
SetOrganizationAccess
UpdateEngagement
UpdateEngagementStatus
UpdateNotificationPreferences

UpdateOrganizationRecommendationlLifecycle

UpdateRecommendationLifecycle

X Trusted Advisor #2H| BIRENTESIXR |, FSH Trusted Advisor 173,

Trusted Advisor{E 2 7£ CloudTrail
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListChecks.html
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateOrganizationRecommendationLifecycle.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateRecommendationLifecycle.html
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® Note

CloudTrail X2 7E Trusted Advisor APl & f1i23% Amazon Web Services Support API #
£, BXESZER , F2H #H Amazon Web Services Support i25 Amazon CloudTrail API
R,

BNMNEHFACKKXEBIEERENBERVARAGE. FHEEUBHEBENATAR -

- EREFEAHBRAFPEIEER Amazon Identity and Access Management (IAM) A FEIE & HEY,
- BREFEAACERKEAFNIGRNZEEIMEREHN,
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Example : H#&% B RefreshCheck

UTRBIERT —4 CloudTrail BE%HE , Z%B/ER 7T Amazon S3 FHBRAEHKE
(IDR365s2Qddf) #RefreshChecki®{E,

"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext": {

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z"
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}
}

},

"eventTime":"2020-10-21T22:06:33Z",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"RefreshCheck",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.136",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"checkId":"R365s2Qddf"

iy
"responseElements": {
"status":{

"checkId":"R365s2Qddf",
"status":"enqueued",
"millisUntilNextRefreshable" :3599993
}

+
"requestID":"d23ec729-8995-494c-8054-dedeaEXAMPLE",

"eventID":"a49d5202-560f-4a4e-b38a-02f1cEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}

Example : B#%& %k B UpdateNotificationPreferences

AR RIS RTERZUpdateNotificationPreferencesi®fE#Y CloudTrail HE%R B,

"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z2"
}
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}

.

"eventTime":"2020-10-21T22:09:497",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"UpdateNotificationPreferences",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.167",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"contacts":[

{

"id":"billing",

"type":"email",

"active":false

},

{

"id":"operational",

"type":"email",

"active":false

.

{

"id":"security",

"type":"email",
"active":false
}

1,
"language":"en
.
"responseElements":null,
"requestID":"695295f3-c81c-486e-9404-fal48EXAMPLE",
"eventID":"5f923d8c-d210-4037-bd32-997c6EXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}

Example : H&% B GenerateReport

LU REIE R T ERiZGenerateReporti M CloudTrail BB, RESNER Amazon AL
BIERE,

"eventVersion":"1.04",
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"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext": {

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-11-03T13:03:10Z"
}

}

.
"eventTime":"2020-11-03T13:04:2972",

"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"GenerateReport",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.36.171",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"refresh":false,
"includeSuppressedResources":false,
"language":"en",

"format":"JSON",
"name":"organizational-view-report",
"preference":{

"accounts": [

1,

"organizationalUnitIds":[

"r-j134"

1,

"preferenceName" :"organizational-view-report",
"format":"json",

"language":"en"

}

I

"responseElements": {

"status":"ENQUEUED"

},
"requestID":"bb866dcl-60af-47fd-a660-21498EXAMPLE",
"eventID":"2606c89d-c107-47bd-a7c6-ec92fEXAMPLE",
"eventType":"AwsApiCall",
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"recipientAccountId":"123456789012"
}
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