I 58 = FH%
F&ARIEE
Amazon Cognito

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Cognito FERARER

Amazon Cognito: FF X A G 15F

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FRE & WREME T Amazon. 5 Amazon BXEcEH Amazon #B) , th Al gEH IELIt,

Amazon Web Services X4 iRA Amazon Web Services BE R MBEARER X B MR, BEEEE
ATHERXENESR , B2 FEH Amazon Web Services R Al (PDF),



https://docs.amazonaws.cn/aws/latest/userguide/services.html
https://docs.amazonaws.cn/aws/latest/userguide/aws-ug.pdf#services

Amazon Cognito FERARER

Table of Contents

LR N0 P=.do o N 7o Yo o T1 (o T R 1
=) R 2

B D D ettt 3
AMazon Cognito BITIAE .....c.oiieee ettt ettt ne et e ene e 4

=2 ) RO 4
D D ettt 6
Amazon Cognito APPSR B BHIBIEEER ..o 8

F Y= VLo s W 7eTe 4 1o TN R 12

D A ) RO 12
AMazon CognIto BITEYY ..ottt ettt ettt et e et e e e ere e 12
EF AMazon Cognito FB I B ..ottt e e e e 12

2 < 2 RO 13
B A B oottt 15
FEFH AMAZON SDK ..ottt ettt ettt ettt e ettt e et te e e e eaeateeeenenens 16

F AN 1 P=Vdo] O oTe a1 (o TP I R 18
JEMT Amazon Web Services T ..ot 19
BRI LA B T e 19
AmMazon Cognito B TLAZImR . ..ottt e ete e e 21
FERR BT B ADIEAE ..ottt 21
DYl B R NP 22
5 API Gateway Fl Lambda SRIFTEIZEITR ....c.eoveieeeeeceeceeeee e te s nn e 22
FERAAPEME BT AMAZON BRST ..o 23
BEE=AHTHORIEHEAFMMIIE AMazon BRS ..o 24
5 Amazon Cognito 5 1R] Amazon ApPPSYNC BEIR ....c.veveeeeeeee e 25
B oo e e e et e e e a e e 27
B B Pt oottt ettt ettt e e n e 27

B R T R ettt ettt e ettt et e et et e ereenanes 28

B B AT oottt 28
B R T R ettt ettt e ettt et e et et e ereenanes 30

N1 N 1T V40 A T~ o - N 30
L = = = AR 31
FH Amazon AmPIify FEITEADIRIE ..ot 32
R AMPIfY BIZZF BRI (U ) oo 33
A Amazon FFRE T EBHITEDIEIE ..o, 33




Amazon Cognito FERARER

5 Amazon Verified Permissions AT ....occov oo 34
Amazon Cognito B BITRBUTERE ... 37
e b s = RO 39
U Ser-pool-based ZoFH T .. ...t 39
o] e [T= e o T ToY=Ye B2 < ) el 40
B T B R ottt 41
C ustom-attribute-based ZBEAFT ..o 41
BRAF R EIRI oottt 41
AmMazon Cognito FAFF BRI .. ..ottt nen 42
DB e e e e 43
D=5 RPN 43
== 44
BB U oo e 45
e 2 RO 45

B TR SLBE P IR oottt st 45
T Al T ettt ettt e et et e ettt 46
Amazon Cognito BBTIEEAR .....ove it 46

B T A T et e 47
LB 922 o RO 47
IR =Ry o ok R 48

D 1K o= v = 3 RO 51

A I S AL BB T oo 58
BB R oottt ettt ettt e et et e ere e 60
BEABIETIE oottt 61
AP B AR IRAETRER oottt 63
g gl RO 72
LE 2 D R 81
TEFD AP BT AL oottt sttt 86
L2 o =2 X 1 RO 88
Lz o =<2 SRR 96
£ Amazon Cognito API 2% Amazon CLI EFTA PR .o 97
BB UL B QAU BB BE oo, 98
FEH Amazon AMPIIfy BREFEE Ul oot eee e 99
FH Amazon Cognito FRHIBIREIEE Ul .cooeceeeeeeeeeee e 99
Kk = = IO OORP 101

& F Amazon Cognito AFMIEE Ul mETHERIEI ..o 103




Amazon Cognito FERARER

B B TT ..ot e ettt ettt en et et ee e, 103
BTESLPIBRIT ...ttt ettt s e s ettt s es s e s 112
AL B 3 B Ul oo et e et e et e et e et e et e e 118
B B T T R B BT .ottt ettt ettt 135
R T T B ettt e e e e ae e 136
R T R R B R GG BT oottt 137
BB T BB o T N B T oo 141
BRE & FTE Amazon Cognito AP BHERRI TR oo, 141
MARERFYEN Amazon Cognito FIBRFRABRNITE ..o, 142
*TF Amazon Cognito AFBEE=FBEZEFETHMNBIL ..o 143
B R ettt ettt 144
N R 3 B A R B oot 149
N T S A L BB B oot s 157
N L Ol C R T .ot e et e e e e e 183
BB T B ME I B oottt 192
R AR ST AR B B I IRER . oo 196
B Lambaa R BT oo, 199
B R T oottt 201
N I o T R BT .ottt ettt n e en e, 203
I Lambda Bl R B T oo 204
AP Lambda Bl BB R S B oo, 205
R B 0 R Lambda il B R oot 206
R BB R Lambda il B oot 212
TET BT LambDaa i BT .. oottt e e e aneas 215
B A T LambDaa R B .ot 223
BAIERT Lambda BB RS ...t 228
BARIEE Lambda BBA RS ..ot 232
s =T o T Y -+ TSROSO T URROROO 237
B R B BT Lambaa B BT oot 251
puny 22 Il =10 01 o0 =B -+ ST TS U PO 265
BESCEE Lambda BBAES ... 270
BEMEMEA Lambda BEA BT ... 276
FEF AMAzon PINPOINE 2 T ..ottt ettt e ene s 291
& Amazon Cognito M Amazon Pinpoint BXIEIBRES .........ocooviiiiieeee e, 292
FHEW R AT S AMazon PINPoint EEB ....ooooe e 295
0 T e e e et e e e e e e e e e e —e e et e e e e e e e e e aar—aaaas 296




Amazon Cognito FERARER

= 298
TR o= ==y TR 298
SET B TR R o T T oottt 301
= = F = 2 ) OO 322
iz D)y 1 OO UUTRUTR 327
B B I B D T oottt ettt ettt n e e 329
=02l el 333
BFR G A AN T e, 334
= < R 350
L e TR 362

= s R 363
LN = L o1 =TSRRI 364
AmMazon SES B F BB BT ........oe et 365
L= o RSSO 367

7R =51 1SRRI 372
BXT1E Amazon Cognito FAFAIZE SMS JBE ..o 374

EE 2 he R 379
e I T I RSOOSR 381
LE Ry i P 385
G iy OO 388
) 9r= I OO 390
L 1 N O LN IR LY o P 391
g e ey OO 396

= = Y11 o OO 399
Tl 10 - PR 22
5 API Gateway Fl Lambda TR ZEIR ..o.ooveeeeeeeeee ettt 400
FERA BT AMAzZON BRI .ooeeeeeeeeeeeeeeeeeeeeeeee ettt 401

LE R 1= 404
| Y R 405
by LR =i P 415
AMAzZOoN WAF WED ACL ...ttt e e e e e e e e e e e e e e e e eeees 429
D s N = PO 433
BB R ettt 434
=g iSO 435

AMazon COgNIto BB ..ottt anes 441

B BT oottt ettt ettt es s 443

Vi



Amazon Cognito FERARER

£ Amazon Cognito B BIEE — DN BB ....ooiiie e, 443
TRIB SDK .ottt ettt ettt et ettt ettt e, 445
B T B B T oot 445
FRETIEIE .ottt ettt ettt ettt et e et et e et et et ee e en e, 445
B P B A Tl e ettt 445
FAFT DAM BB oottt ettt 447
AT EPBIERRZ BB IUEBT B D oot 447
B BB VI EIBUBR ..ottt e, 447
BT B A R R B oot 448
R B B R e 449
FRIBR B BT .ottt ettt n e 450
BB BR B D .ottt et 451
¥ Amazon Cognito Sync S BB —F2EF ..o 451
B T . oo ettt 453
B o B D B T TR ..ottt ettt 454
LAM BB BB e ettt ettt ettt 462
BB B S E A A PR .o ettt 474
B B M D T T Bt oottt ettt e, 475
FEHAE M Amazon Cognito S TR ..o, 476
A R B D T U R A TR B oottt AT7
e B T R R B T ..ot ettt ettt ettt 479
R LA R T B T ettt ettt 480
B T B B B T Rl .ottt 482
B B B T B BB B oot 482
B T A T B A PR oottt ettt 483
B D R T D P 0 B Bt oottt 483
FERAE TN AIBRE B AT BB e, 484
T RS AR R BT S R B ettt 486
BT A R B B B E TR B L e e, 487
FREAEIE .ottt ettt ettt ettt et ettt ettt ee et et en e 487
T TA] AMNIZON BBES ettt ettt et ettt ettt e ettt 494
B T B B D R T .ot 496
= ot o Yo o | QR 497
LOGIN Wit AMAZON ... e e et e e e e et e e e e e e 504
(€0 oo ] L= U PPPPPRRTTPPPPRPIN 509
TBIT APPIE T oot 521

Vii



Amazon Cognito FERARER

Open ID ConNECt TR .. ..ottt 527
Sy Y =2 i 2 = 3 531
BIFRABRBUEBT B D ..ottt 534
TR B IRUETRER oottt 534
ENFEARRBEEERHAFTEESMIRER e 534
SR B 0 R T ot 535
FEATEFERGY (XPR Android F iOS ) oo 543
FRELG IR ( BRZEBEIR ) oottt 543
R BT AL AT B A0 oot 545
R E R R R A IR oot 545
BIHR BB ettt ettt 549
Y T [ ][ PP PPRRPPPRRR 549
IOS — ODJECHVE-C ...ttt e e e e e e e e e e e e e e e e e e e e aaaaara———— 549
IOS = S Lot e e e et e e e e e e — e eee e e aana—eeaeeaannnranaaeaans 550

= A= 1 o 1 o) AU PPPPPPPRURUPPPIRS 550
U1 PSPPSR 551
D= 2T 1o PP PPRRPPPRRR 552

YN gab=V.Zo) o I @70 Te | a1 ) (o )Y/ o Lo OO USRS 553
AmMAazon CogNIto SYNC AT ettt et te e te e eaeeeae e eaens 553
IRIE Amazon Cognito HIBT BB ..o 554
TR IR BT oot 554
175 =R 554
HRIE AMazon COognito SYNC ZEFT IR .ouveveieeeeeeeeeeeeeteeeee e e e e et et e e steeeeeeeneeresteeeennane e 554
% €= =TRSOOSR 556
I R E R A B A e 558
FERARS RS AHEIE ..o 560
Y =1 - SRR 563
Y T [ ][ PP PPRRPPPRRRN 563
IOS = ODJECHVE-C ...t e e e e e e et e e e e e e e aaaaaaaas 565

L@ S TS 11/ 1 RSP EPPPRRR 568

= A= 1 o 1 o) AR PP P PPPPPPRPOUPPPIRS 572
U1 PSPPSR 574
D= 2T 1o PP PPRUPPPRRR 577
FEIEIIZD oottt 579
£J2 Amazon Simple Notification Service ( Amazon SNS ) MAREF ...covooveoeeeeeeeeeeeeeeee 580

£ Amazon Cognito #ZHEI AR BRAHIERZD ..o 580

viii



Amazon Cognito FERARER

FERWRARFERERABIERLD | ANAroid ..o 581
HEENNARFRERAHEIEFD : i0S — ObJECtiVE-C ..o 583
R RARFEPERABIERLD 1 10S — SWIft oo 586
AMAazon CogNito STFEAMS .......ueeieiiicii e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeaaaaaaa 588
AMAazon Cognito EVENTS ........ooiiiiiiiciie e e e e e e e e e e e e e e ————— 590
AN = TR 596
Amazon Cognito IAENTILY .......oooiiiiee e e e e e e 597
B AE ettt ettt e ae e eaens 598

iz TR 612
AmMazon Cognito B R B . .o et anes 614
B AE ettt ettt e ae e eaens 620
52— 722
AMAZON COGNILO SYNC ...cooiiiiiiiiiiii et e ettt e e e e e e e e e e e aaeaaaaeeeeeeeenennsenes 784
= =R 785
e 2k 1 SRR 787
B B R ettt ettt e te e e e eteeaneatean 787
BIBIIBER oottt ettt ettt ettt et et ettt et et e e ae et e eae e neenens 788
Identity and Access ManagemeEnt .........cooooiiiiii i e eaaaa 789
0 N 789
FERBHITHADIE ..o 790
FERARBEBEIRTIIE] ...oovoeeeeeceeeet ettt ettt ettt sttt et neas 792
Amazon Cognito ZMAE 1AM BEEER ..o 794
BT BBHIBEBETRB oot 803

B B B EBR ..ottt ettt bttt es et s e 807
SRl = B =< B == RO RRRRO 809

R TR L OO 812
ERERF Service Quotas FHIELEN CloudWatch FIEFMEIR ..ocvvoveeeeeeeee e, 813
£ Amazon CloudTrail i25% Amazon Cognito AP B ..., 825
BHIEIETE ..ooceoeeeeceeee ettt bttt 850
- R 851
kD o= = USRS 851

B R e 2t < SRS 852
[T D SRR 852
AMAZON FEBETRBE ..ottt ettt ettt et e et et e et nnereeee e 853
R B B BT oottt e e et e et et e et et e et e eaeeete e e eteeteenes 854

B 0y 32 R 856




Amazon Cognito FERARER

I A R B oottt ettt ettt ettt ettt 856
R B PR .ottt ettt ettt ettt ettt ettt nen e 856
BB R A R B T R oottt ettt ettt ettt ettt ettt 857
AMAZON CLI TR oottt ettt ettt e e et et et e e e et e et e et et e et e eeeeeae e 857
R .ottt ettt ettt ettt ettt en e, 857

BT B R oottt ettt ettt ettt e, 859

B B R B ettt ettt ettt e, 859

B B B R R T L PR oottt ettt ettt ettt ettt 860

APL BBAE oottt ettt ettt ettt ettt 860
BT A R T APl B et 860
BT B R I APl B oot 861

B T ettt ettt ettt ettt ettt ettt ettt ettt en et 862
TR AP B RIEEREI I ..ottt ettt 862
B 20 2 ettt ettt ettt ettt en e, 862
FERASFHRIFERIERLE Amazon Cognito A APLRYE o, 863

B B R B P oottt ettt ettt 863
B AP BB RIEIERIEIET ..ottt ettt ettt 864
B T B T EE SR .ottt ettt ettt en e 864
I SRIEER oottt ettt ettt en e 865

B R B B BB ..ottt ettt ettt et 866
FRERB BTEIRFATT (MAU) oottt ettt en e 866

T TR R B PR ..ottt ettt ettt 867

B P T SR I R ETEE ...ttt ettt ettt et ettt ettt e, 867
B I SR R BT ...ttt 878
BRIEB RN AINIBELZER ..ottt ettt ettt ettt 879
APl B ettt ettt ettt et 885
B P BT B2 oottt ettt ettt ettt 885
BB Ul BB B oottt ettt ettt ettt 886

R B I U B oottt 892
OAULN 2.0 BB T oottt ettt ettt ettt 915

FEBE Ul MBR A B IR IRMIBL ..ottt e e e 916
FAFEHE APL B2 oottt ettt ettt ettt ettt 918
BB APl B ettt 918
COgNIto TBIZE API B2 ...ttt ettt 918
SR T TR B oottt ettt ettt ettt ettt ettt ettt en e eeen s 919
...................................................................................................................................................... CMXXX




Amazon Cognito FERARER

f+ 4 =& Amazon Cognito ?

Amazon Cognito & Web MIBsINARFHNEMHMTEE. E-RAFER., FHRIERFI[IK OAuth
2.0 7R3 hE A Amazon FEIEMBENRS . FH Amazon Cognito , BRI A ANEBEAF B %, B *
LA% Google # Facebook & A& B RMEEFRNAFHITEHARIUEFZR,

F

2
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- 56t

» Amazon Cognito HJIh&E

« Amazon Cognito A /= 51 & 35t Y LR
» Amazon Cognito A[]

- XA

+ Amazon Cognito B EH

+ {8 Amazon Cognito &l &

« FHRSE Amazon SDK £ &6 H
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Pt

Amazon Cognito user pools

S B & F |

Amazon Cogmto user pool Identity provider API.-'Daitabase

Connect to app

Y

Request sign-in o

Redirect to third-party 1dP (optional)

Additional challenges

F

Challenge responses

LA

Provide tokens and sign in

Provide access token and retrieve data

ra

HERENEWNAREFS APl #HTHORIENRNG | BoIZAFA L. AP u2— 1 NAFEX, B
EEMRS  tEEEARINAFCE, EBNEMKIE. APt R E R OIDC &4
REE (IdP) , LAIURATHHNEFRSMNE=FRRHEENPRERSFREMLE (SP) . EFBAR
fth , R LUE LA A SAML 2.0 F1 OIDC IdP FE0A MR B T B84t S F (SSO ) » EALL
ERNARFSF , N Amazon, Google, Apple # Facebook % Auth 2.0 /AJ:E%@T?-{%EFQHME’J%F%
#1RfH SSO, AEXEFEMOMIHEERE (CIAM ) WESEERE , BS54 E CIAM?

ARFMAERSEEHMER. NAFMHR , BalEZEONARER. Web fRFE5 APl AL & 7
IAEHY JSON Web S48 (JWT ) .
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St

Amazon Cognito federated identities (identity pools)

i Amazon Cognito identity pool Am;gigtgng;?t?duesre?rpnnl STS
i‘ Authenticate and request token or assertion {optional) N

! :
! o o
| Developer authorization, token or assertion ;

L

Request role !

B

Role credentials

S

LHIERERNEAT FHRIENAFRER AP HEERN Amazon BIRE , i§% & Amazon Cognito &
B, HFMMRNENNARFEMA Amazon EiF |, MERAFEREER, SOUERTESHIRMHE
( AP SAML 2.0 RS ) XAFP#HTE AR, tEARMEEETEENFERAFMAEI,
SR EAETACNETE NG EEFREBEEN A FHE Amazon &IREV R

BOMTERERAFBER. SOMANEEEIREATNERESOHREENELFHRIENS
B,

fF Amazon Cognito A = i & 43 th — 2

EAXRTBHLNERA |, B8 Amazon Cognito WA F#ITE BRI , AEE AR FIF Amazon
Web Service B B BR

1. NARFRAFEY AP hEFRHZEW OAuth 2.0 ©hE,

2. NARFNAP GBS ER MMM AIEET Amazon EiE |, & A LURIX L4 A F Amazon API #

Amazon Command Line Interface ( Amazon CLI ) .
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3. NARFNEILISEIERAAF, , HREMAXE W Amazon S3 Ml Amazon DynamoDB % Amazon
Web Services B B PR

BXEASHENAFLMNES RS , B2 HE LK Amazon Cognito 5.,

f£ Amazon Cognito A , EEHEEXN =L L NFHFE SOC 1-3, PCIDSS, SO 27001 HER
B4 HIPAA-BAA B4, AT LU Amazon Cognito FHIEF Z£MRIT AT S SOC1-3, 1SO
27001 F1 HIPAA-BAA FWER , (ERFE PCIDSS, BXESZEE , BSIEE N Amazon B
BESHXEHREEIESI,

Amazon Cognito FJZh&E
Pt

Amazon Cognito APt — MNP B %, FMAAFM , ZBA S ALU&EY Amazon Cognito B FEH
Web B NARSF , AT UEIE =7 IdP #THRES BMRIE. BREAP MR AF TSN At
hRERAFEEX .

AP RRLEEEMREEZERAFBHRAENAF ., &AL Amazon Web Services
Management Console, Amazon SDK 2 Amazon Command Line Interface ( Amazon CLI ) FEEH
BE X LR PR E X,

Amazon Cognito AAFMIZEZRBE =7 IdP WS EMES  HRAFBHREIERTENARERFN
JWT i, A E—4H JWT EX R ARF#HITIRAI , T Amazon Cognito N4E & IdP HWEZ |, [
B EL 5 BA RS B Fp R T RRAE K,

Amazon Cognito Fi P AT LA R IM I B9 IdP, Amazon Cognito EA OpenID Connect ( OIDC ) #r/ERE
BAERATSORIEFNRNN JIWT, HEEFAMAFRN , ARt XERAFREENR, XA tHF
BT E A WAER , &R BAEE BAT ThEE,

« KXIMEECH Web Bils , LTI A Amazon Cognito A it API SR3S A #TIRUE, BAMNE
H,

- HAPKREBEZESHRIE (MFA) ., Amazon Cognito XiFE FrtEIM — X 4R ( TOTP ) MEE
MFA,

- ABHIER B ZEERGIMA S K AEE,
- IR ECHBEENSSREBRIERE.
- EE—NMEFRPERAFHFHEIBE Amazon Cognito.
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Amazon Cognito AP AR AMSENEAE® |, B IdP RFIRMEE (SP) MNARFH
IdP, Amazon Cognito F PP it Al BAE 2 30 Facebook # Google S & IdP , th AT LUEHE R0
Okta 1 Active Directory Federation Services ( ADFS ) &5 T IdP,

& 7 Amazon Cognito A F it & B9 OAuth 2.0 1 OpenlID Connect ( OIDC ) k& , &AL

- ERARFDEZ DM, ZTEUNAPHTEMRI , HEMRERAFEEXHMENER
- EEN AP FEZFRICHE , LSEEFRATIAFH API FA# TR OIDC BE.
« M Amazon Cognito &t % Amazon &i.

Amazon Cognito F By Thag

Ihae ik

OIDC IdP Issue ID tokens to authenticate users

Authorization server Issue access tokens to authorize user access to
APls

SAML 2.0 SP Transform SAML assertions into ID and access
tokens

OoIDC SP Transform OIDC tokens into ID and access
tokens

OAuth 2.0 SP Transform ID tokens from Apple, Facebook,
Amazon, or Google to your own ID and access
tokens

Authentication frontend service Sign up, manage, and authenticate users with

the hosted Ul

API support for your own Ul Create, manage and authenticate users through
API requests in supported Amazon SDKs'

MFA Use SMS messages, TOTPs, or your user's
device as an additional authentication factor’

Security monitoring & response Secure against malicious activity and insecure
passwords’

APt 5
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Customize authentication flows Build your own authentication mechanism, or
add custom steps to existing flows®

Groups Create logical groupings of users, and a
hierarchy of IAM role claims when you pass
tokens to identity pools

Customize ID tokens Customize your ID tokens with new, modified,
and suppressed claims

Customize user attributes Assign values to user attributes and add your
own custom attributes

"IHEEEA T AR,
EXAPUHNESELR | BSREAF AT Amazon Cognito B F7 it APl %,
- gripi!

B BREDEARFRIFEHBIIZWIGE Amazon EIEHH —IMATREMHNES, HELKE
SAML 2.0, OpenlID Connect ( OIDC ) % OAuth 2.0 £ X &2t #H (IdP ) WAIEFHENERE F 7
iRt S ORIEUAR |, BRAFES 00PN S OHEXEK, S0t 552N S ETM Amazon
Security Token Service ( Amazon STS ) BRI Af S FZIE,

NTHREEZTHFBRIENSH , BEALUEE—NF0HKRENR Amazon iFE , MERF IdP H 4%
if, BUNREHECHAEENS ORISR , B UFRUSHRIE, STUAERARELESHRIEN S
B EEMFERIER Amazon RIEWNARFAFRTURTIE. SOMEEZFH , HREEACH
BEXER  FALEF XA RKIEN S HMAFIE,

{# A Amazon Cognito 4t |, BRI LUBEE F i 5 R EER Amazon Web Services I 1 5 1AM
policy &£, B LARIREAXFNIIEE , LA LA,

ETAGNIE RS

HAPHERAEE S MA , Amazon Cognito 2R EFERMN IAM &, ERFLENZIREBENA
BHNIR , EAUNENEENA IAM policy, fltl , MRENAFIEABCHETZEHBITTE , U
TR EHEANAEHNEL , ZACHNRBEEREZTHMBNIEAEFERESEHH. Amazon Cognito 7]
BiEREEREAR. ETERAFFHANANRERAE®  REETHPEAFEPRVAR R BHEXR
FRAG, BEALUEESCFERE , LUE IAM UEEENFDERERIGR 21,
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177 (] 422 16 18 1

ZHEMHERAFFRAPNEY , ANCIBRSFE AP GNSEFHNEERZL. AF , B LE
BEET IAM ZIRH |IAM policy , AEFEM & 40 P IEHF QIERLEH IAM EEAFHIEL 7 E R
o Blan , MRENAFIERAESETZEHIIIIHE , W Amazon STS FMIHNSFRNFE
Department: marketing. Amazon S3 WA FE T aws:PrincipalTag RHFAEREURE , ZRHE
3K Department #REMWEN marketing,

Amazon Cognito & 13t &9 Th g

Thiee ik
Amazon Cognito user pool SP Exchange an ID token from your user pool for

web identity credentials from Amazon STS

SAML 2.0 SP Exchange SAML assertions for web identity
credentials from Amazon STS

OIDC SP Exchange OIDC tokens for web identity
credentials from Amazon STS

OAuth 2.0 SP Exchange OAuth tokens from Amazon,
Facebook, Google, Apple, and Twitter for web
identity credentials from Amazon STS

Custom SP With Amazon credentials, exchange claims in
any format for web identity credentials from
Amazon STS

Unauthenticated access Issue limited-access web identity credentials

from Amazon STS without authentication

Role-based access control Choose an IAM role for your authenticated
user based on their claims, and configure your
roles to only be assumed in the context of your
identity pool

Attribute-based access control Convert claims into principal tags for your
Amazon STS temporary session, and use 1AM

S5t Z
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FRARER

Amazon Cognito

policies to filter resource access based on
principal tags

BXEMHMNEZER , S HAmazon Cognito HH AT ( BkE& 54 ) M Amazon Cognito & 14 i
APl 5%,

Amazon Cognito A P it Fl & 13t iy LE R

Thre

OIDC IdP

API authorization
server

IAM web identity
authorization server
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identity.amazonaws.com, BLEZHNABEEERE , XA HF Amazon Cognito iR 1H
ERIEABERREEZNBFIEFORPLT SHRIEVALN , TRAZAG, BXESER,
BEAABGEEFNNRE,
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FRARREENEE SRR F,
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i MREEREAANEEAES  FRAARAFSORIEPHREFH, EERRLIRFH
MZER,. SBREZACERRTENE , RIS/ ETENESENS®, EFER
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7. HEER (ZH) GHRIET , EFERERITELRRE. EEXREL T EIRSHERT , &
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FEHM (BRESH ) FHBRIERE.
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® Note
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R, RREAFBEBEENEESE FEHF AT A Lambda it & 8.
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EEINMERR , LA LAER Amplify S 1T5RE ( CLl ) SIZNEBH ER. Amplify BEETHAFPR
HEAH (MEHRIEE ) , WMEEEWNARETREN B ELEFAEMER,
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« SERT Java V2 #J Amazon SDK
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Action , AREBTHMEBAIHRRRAWEMEEN Context,
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TR ; BN, B Deny HITHR, BEXEZEL |, HSH (Amazon Verified Permissions f F
&™) FH Amazon Verified Permissions % .

BHEX T
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(® Note
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1. AR ENREFFERRR , MNARRFLHM APl R RIZE R,
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9.

. AP &F 3K Amazon Cognito F P BEE,

RAPEASAFNEAGERER A BETSELNRE Lambda itk 25, EATEERAAMREERE
AIER.

Lambda BI¥£ 7 Amazon DynamoDB &R AF , HEFHFMEIAFK ID HikETEP,
Amazon Cognito 55 EIX R ID FhIREIS N ARERF.
MARFEX Verified Permissions BJERPIZEAFH ID S EMTHIE.

Verified Permissions A BAFHF , A NESSALNTREEPRREHTHER, HEeLI—
NFEE Deny 9 Allow £t , Verified Permissions 2 BAE Allow RE# 1T

RiIFATRFAE Allow R , HIFAF WG RIS ERMHLAEN APl Gateway Amazon Cognito ##4X
., EXHF , FRSHEEEREEAR : E , X Verified Permissions K& 4175 7] 12 R K A
API| Gateway WE TR HRZEFIARBEEEERR.

IEH API R AT FARERNARRES NAEF.

108 AR 8 P B R FriE SR B9 B/ R

£ Amazon Verified Permissions ¥ 17 #% X 36



Amazon Cognito FERARER

MEAFEREMIRFOTRN , NARFRELRRSR , FHHEERREHRE Verified

Permissions,

Amazon Cognito F P B 7~ 515K B

AR RBIER Cedar EBEGIES , MATENS —MNAFBRSGNAREEFWHHTS 0 KIEN
SHFiEE example_image.png. John RN ARFHWAF , AN ARFEFiRER

ID 5h# , H7E GET HRPHHAZFFTERNA URL https://example.com/images/
example_image.png. John ¥ ID SHEHBRAFEENARFEF i ID 1234567890example
# aud BB, HHE4EKE Lambda BBUETEA T —NFH costCenter , XF John ki , ER
Financel234,

permit (
principal,
actions in [Action::"readFile", "writeFile"],

resource == ExampleCorp::File::"a8f3f048-ded7-4a95-89ca-e283644e1898" //
example_image.png

)

when {
principal.aud == "1234567890example" &&
principal.costCenter like "Finance*"

};

UTFHEREXSSH Allow MR,

{
"accesstoken": "[John's access token]",
"action": {
"actionId": "readFile",
"actionType": "Action"
},
"resource": {
"entityId": "example_image.png",
"entityType": "Photo"
}
}

HIRELE Verified Permissions FKEEH IS E M | HTEAUTER :

principal == namespace::User::"[user pool ID]"|"[user sub]"
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LAR=2 ID 73 us-east-1_Example ( #FEFI ) HAF ID H 973db890-092c-49¢e4-
a9d0-912a4c0a20c7 WAFEER AP N EMMEARH,

principal == ExampleCorp::User::"us-east-1_Example|973db890-092c-49¢e4-
a9d0-912a4c0a20c7",

ETEMEHREZES

£/ Verified Permissions X1 B ff2 it T RN FE A F Amazon &EiEHY Amazon Cognito & 14t
Win R R E IS RARETE N IFRINRES ( ABAC ) 2R, BLT 2 Verified Permissions
Amazon Cognito ABAC HIZThEELLR. £ ABAC F , REREZHNEMY , ARBEELNFHMER
BURER,

BR S5 pUR ZR

Amazon Returns an ## or ## decision from Access to application resources
Verified analysis of a user pool JWT. succeeds or fails based on Cedar policy
Permissions evaluation.

Amazon Assigns £1i5#5% to your user A tagged session with temporary
Cognito based on their attributes. IAM policy = Amazon credentials for an IAM role.

identity pools conditions can check tags ## or
(attributes for ## user access to Amazon Web
access control)  Services.
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(® Note
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B, BB NMNMEPERETRNEE, B AT RE &R AR FE 1T user-to-tenant
Mg, BULAE—AFRESANREXH. B2, 8MNAF LT A AT AR S8/ £ 500F
. EALAE , TURBASNMEFIRERE U, HRAFEFSRIEZNAEFNEFSES
B, AT AR )55 5 APl Gateway EEHRRF ERK .

BRI AE AT ER T £ A user-pool-based Z -

- BRNARENTEMNMFEEFENEE, fl0 , SMEFNHERSEER, FEKXKEMN MFA &
B REEMTE.

- WO AREFEEEZRM userto-tenant ARG, Flin | EANAFPAERFS A hR“FE |
LATEF P B FR“HIT,
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10. ¥ EHF /oauth2/idpresponse iKY A g A £l Allowed Return URLs ( R FHVIRE]
URL ) 1,

https://<your-user-pool-domain>/oauth2/idpresponse

11. 138 Save (R%E ) o

[ Google Mt AR F

A X Google Cloud & H# OAuth 2.0 WEZEE |, i35 Google Workspace for Developers X%
R T S B RIEREN,

1. B2 Google FF XA RIKF,

2. &% Google Cloud Platform ##l &,

3. MIREBSMmiEr |, &R Select a project ( EFTEH ) » WMRAEE Google FEHELEWME , Nkt
B LWHNERENBRINTA,

4. %1% NEW PROJECT ( $iEME ).

5. WMAFmMEN , R/FiEE CREATE (BIE ).

6. EEMSMEL | % APIs and Services ( APl #RSS ) , ARFIEE Oauth consent
screen ( Oauth RIERE ) .

7. WANARERER , App domain ( NATREFE ) . Authorized domains ( E&RXAYE ) M
Developer contact information ( FF XA RBKREE ) . a0, & Authorized domains ( B R
M3 ) HIETE amazoncognito.com MBEXEHMIE , Hla0 example.com, &EF SAVE AND
CONTINUE ( RTFHUEEL ) .

8. 1.7E Scopes (8 ) T , #%# Add or remove scopes ( FINBMIBREE ) , RARELDEBUT
OAuth ;ﬁo

1. .../auth/userinfo.email
2. .../auth/userinfo.profile
3. openid

9. 1E Testusers (MiRAF ) T, &8 Add users ( FMAF ) o AR BT BB 4 it ik FE ] E b
BROMIRAF |, SREER SAVE AND CONTINUE ( RIFHUEL )

10. BREFEMN S , % APIs and Services ( APl FfRS ) , ARBiEHE Credentials ( FiE )
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11.
12.
13.

14.

15.
16.

#)R3% 2 CREATE CREDENTIALS ( #IZ4EiE ) #1 OAuth client ID ( OAuth EF 3% ID ) .
1%£$F Application type ( NAREFEE ) H AEFiniEft Name ( B# ) -
RN JavaScript KR T , EZFZHRM URIL. i A B P&,

https://<your-user-pool-domain>

£ Authorized redirect URIs ( BRI EH S M@ URI ) T , 1%£3F ADD URI ( &0 URI) . HALE
6] B PP BHAIE Y /oauth2/idpresponse i R HY IR,

https://<your-user-pool-domain>/oauth2/idpresponse

1%£3$% CREATE (82 ) .

ZE M FfE Google R EFiw ID MENZFFIwEA TERE, JEB%RM Google IdP BY |, &
6] Amazon Cognito 12X tE(E,

@ Apple SEM R AR F

BXRREBE Apple BX"NEZEL , 1851 Apple FFEA B XPELEIFELUBT Apple &%,

o a0 A wbh =

~

B2 Apple FRAGZIKF o

£/ Apple FIEE %,

EEMSHEE L | %R Certificates, |dentifiers & Profiles (iE+., FRRFMBEESH ) -
EEMSME L | %8 |dentifiers (FRIRAF)o

£ Identifiers (FRIRAF) WE L |, EF + BFr.

£ Register a New Identifier CEMFIFRIRAF) WE L |, %% App IDs (AR ID) , AFEEF
Continue (4£4£),
£ Select atype ( EFRE ) WHE L , 1%£3F App ( KRR ) , ARBFEE Continue ( #4% ) .

£ Register an App ID ( EMMARERF ID ) TWHE L , HITUATERE .

1. 1 Description ( %88 ) T , @ A58,

2. 7£ App ID Prefix ( NFATRRF ID BI%Z ) T , %A Bundle ID ( #482 ID) . i2F App ID
Prefix ( AT ID 51 ) TWE, EHE 2 : T4 IdP R NE B Pt ik Apple ER B
niREEE  SEEALLE,

3. 1£ Capabilities ( ZhAE ) & , i%&# Sign In with Apple , R/FEE Edit ( R ) -

4. £ Sign in with Apple: App ID Configuration ( JEid Apple &% : NAREF IDEE ) TE L , i&
BRNAEFRENENAEFSEHMNARER ID AT , AFiERE Save (R7TF) -
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5. 1%$% Continue ( 4442 ) .

9. & Confirm your App ID ( BIAZMIRIATREF ID ) WA L , i&# Register ( M ) »

10. 7£ Identifiers (}rIRFF) WE L , 1£F + B#xR.

11. 1E Register a New Identifier ( JEMFFRIRAFF ) WE L |, 1%#F Services IDs ( lRS5 ID ) , RE&ERE
Continue ( #4£ ) ,

12. £ Register an Services ID ( JEMIRS ID ) TWHEH L , ITUATRE -

1. 1 Description ( #i8 ) T3 , B AER,

2. 7£ |dentifier ( #51RFF ) T , BAFRIRSE ., D FHRSF ID, RAEDSR 2 : 3 IdP FmE
AP AL Apple tFh SR REEEFZLE.

3. #£$F Continue ( 442 ) , AJFIEIR Register (JEM ) o
13. M Identifiers ( ¥RIR%FF ) T HIEFR LN CIEH Services ID (RS ID ) o

1. 1%#% Sign In with Apple ( ERAFERKSER ) , AFIEF Configure (BLE ) -

2. £ Web Authentication Configuration ( Web S RUFERE ) WL , EFBEFCIENRARER
ID 7 Primary App ID ( ENAREFID)

3. #£ Website URLs ( M5 URL ) S5i85%&1E + BHf.
4. 7£ Domains and subdomains ( HB&MFH ) T , WMASRTE https:// BIRHN AP RBEE,

<your-user-pool-domain>

5. £ Return URLs (iR[E URL ) T , S AE@AFEMAEM /oauth2/idpresponse i R B
%

https://<your-user-pool-domain>/oauth2/idpresponse

6. E#FE Next ( F—% ) , AFi%&#HF Done ( T ) o BFRFERIUEE,
7. %8 Continue ( 4k ) |, AF1E$E Save (REF ) -

14. EEMSHE L | %2 Keys (BH).

15. & Keys ( 10 ) WAL , && + BR,

16. 7£ Register a New Key ( EM#E4 ) RE L , ITUATRE .

1. 7£ Key Name ( BB ) T , BARHABEN.
2. #%$F Sign In with Apple , /5% Configure ( BLE ) -
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3. 7 Configure Key ( BLE®4A ) UL |, B EER QBRI NARER ID ¥EXR Primary App ID ( £
BiIFATER ID) . EBRRF,
4. %$#% Continue ( #4 ) , AFI1EIF Register (M) o
17. 7£ Download Your Key ( FTHEWE4E ) WAL |, #%# Download ( T8 ) A THILEZHHIET
EREY Key ID (B ID) , AJGiE#EE Done ( TR ) o HEHER 2 F4E32 P AINE A ot ik
# Apple ER B RMUERE  SHEEHAERANELETEH LE RN Key ID (%4 ID) E.

4R IdP R HINEI A 7
EATF  BERAL—THNEFRK ID NEFRBHAEAFMPEELR 1P,
£ Amazon Web Services Management Consoleft & F Fith X & 1R 45

1. 3% Amazon Cognito %18, RE AR RER A Amazon Eiif,
2. i%&#% User Pools ( AR ) -

3. MIRHPERE—NAFTHASM , HLE DA/ M,

4

1%$#8 Sign-in experience ( BFAK ) I+, #HEF Federated sign-in ( BREEF ) , RFEEF
Add an identity provider ( A IN&A1REE ) .

EEBE— MR BPIRMR : Facebook, Google, Login with Amazon = Sign in with Apple.
6. BELERNUEIFORMEE , NMATSRPBITIER

o

 Google 1 Login with Amazon — i ATE £ —EZB5 P4 app client ID ( NARFEEFFU® ID)
H app client secret ( NARFEFIHZ ) -

« Facebook — i ATE £ —ZB0 £ MM app client ID ( RARFZEF % ID ) # app client
secret ( NARFEFHZ ) , AFEEFE AP RAE (FlE0 , lRAR 2.12) o BNBUGERZH
MATARA , BR8N Facebook APl iR AEE —MNEwm BN —NFH B, Facebook HI3E
BEMEMEATER APl FRA TR BINBWEMFEA Facebook MREN R FHEF , AFEFRER
EARMHET,

« Sign in with Apple ( B33 Apple &% ) - i AT L —EB2 R EKK Services ID ( RS
ID). TeamID ( EHRA ID ) . Key ID ( Z40 ID ) # private key ( AEFEH )

7. WAEMFEAM Authorized scopes ( ERICEE ) WEWH. EREENX TEHEEES NAREFHRKA
FREMX (@ name M email ) o XF Facebook , XEE MR AES 2. 3 F Google # Login
with Amazon , NN A ZEHE 2. XIF Sign in with Apple , P EFRIFBEN EIEE.
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R MRS RSB E

Facebook public_profile, email
Google profile email openid
Login with Amazon profile postal_code
Sign in with Apple email name

EHNRARFAFEEREQENNARFREXEESE, XTHXBRSRERAMSENESZESR
2 H Google, Facebook 1 Login with Amazon = Sign in with Apple #9314,

¥ F Sign in with Apple , TERH T e F2RESEENAFRZE

- KGR EIT Apple BEXUE/G HIHFE ( JEER B Amazon Cognito RERHIEFETT & A &
RENEARNE )

- BRAPBN/SETSORIERSEARS ID FRE

« FRARERFERERNFNNTE. AP RERTEORIEMRBIHTENERTER.

- FRAGHBRRARF  REAFBRER , MXBAMHE Apple ID MAB B HHIRRZNAREF

8. BRENRABHNEMHERFIENA/ L. AXESZER , BEREEERATHF BN 5 HREHEE
7R MRS o

9. 1% Create (I ),

10. M App client integration ( RARFEFIWER ) &I+ LM HIRPEEFE — App clients ( AT
FEFE ) , REERE Edit hosted Ul settings ( REBIEE Ul RE ) o AR S B2 RN
El Identity providers ( 3 RRHE ) THNAEFREF K.

11. #%$% Save changes ( REEX ) -

Mt 432 IdP BLE

AR ERR AT AR TERCEER URL, EMAL URL M43 IdP BE.

https://mydomain.us-east-1.amazoncognito.com/login?
response_type=code&client_id=Iexample23456789&redirect_uri=https://www.example.com
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BRI LA A Pt Domain name (8% ) #H18 T LR EEHE, client_id fZF App client settings ( &
ARFEFRHRE ) WL, XTF redirect_uri 2% , £AEKHNER URL, XERHEN URL , ZRHE
F BN RAFESORIEREFEEER,

@ Note
Amazon Cognito 2BUERTE 5 7HHTERAN FHRIEER , AFAFEEQEEE Ul, THE

BEENE 7~ Something went wrong fEiRHE,

FESR
FfEA SAML S A RERNEBEFRMEA M (7% )

A SAVML SHREENEZRNIASE ( Tk )

BA U ATENNARFAFBEY SAML HARMHERE (IdP ) #1T8B K. TRENAFREERERKER

BEE=F2%, MEAFSERAPBRE - MEEXH, NREFEFMET SAML 5 32478
TER , FHELES R,

BEEENEN SAML SO RHEHAREENAF . HS5H SAML S B RHEBIXE | THEAXN
AR A PRI SAML 2.0 S EREFNERBI S HNARFHESR.

FZ0 SAML S REENXH | T@RAXMA/ENAFRAINN SAML 2.0 &3 RRAHEN KRS
FRARFNES. TAFEAEDNEN SAML S RAEHH SAML 2.0 POST 4R E N T iR
Ro BXAFBUGEBNESEE , B2H KEA S .

https://Your user pool domain/saml2/idpresponse

With an Amazon Cognito domain:
https://<yourDomainPrefix>.auth.<region>.amazoncognito.com/saml2/idpresponse
With a custom domain:

https://Your custom domain/saml2/idpresponse

& LA1E Amazon Cognito ##] & # Domain name (88 ) M+ LR BB F B RN XEE,

NTF—L SAML EHiRME , BEFERAUTHEREHS SP urn/Z 2k URI/SP K4k ID

urn:amazon:cognito:sp:<yourUserPoolID>

0 SAML 1247 58


https://console.amazonaws.cn/cognito/home

Amazon Cognito FERARER

& T LATE Amazon Cognito #3 %] A B9 General settings ( EMiIRE ) M+ ELHRBIAF 3 D,

B3R NELE SAML B4, LEAEHNAFPMAEENFNEHREESHE, BEER
T, email RRAFMHMLERM. EXHERT , SAML B REHRENE SAML i S FIRE—
email B ( B8 ),

Amazon Cognito A ti3%3F SAML 2.0 5 POST #EH RS, XELHNARFEIFASRER DT
SAML ISR , A AP MEEESRAFRENS SR AEEW SAML IR,

HEENAPBPEE SAML 2.0 H3RHED

1. ¥ ZF| Amazon Cognito #£#l&. WREINRET , B A Amazon FiiE,
2. EBERAPM,

3. MIIRHERE-ANERAPM , ROIE A,

4

1%£3% Sign-in experience ( EFARK ) %I+, #HE Federated sign-in ( BREEF ) , RAFIEE

Add an identity provider ( NS B RHEE ) o

1% SAML X S 17 1= 14,

6. WALLES DR Identifiers ( $7IRHFF ) o FRIRRPRF S & Amazon Cognito N iz & A 7 &Ry 5
AR B FER bt | AENEl]5SESHIEEX NVRAR,

7. WREFL Amazon Cognito EAFEHEN QENREEAEZEEBMEHEER |, HIEE Add
sign-out flow ( FILEHEHRE ) » BAAEE SAML 2.0 SAEEEIUEEERLE Ul 162
B9 https://<your Amazon Cognito domain>/saml2/logout Mm&EEFEMAL, Lt
saml2/logout iwm R fEMA POST 48%E.

o

(@ Note
MFEBRLIED , FBEHN SAML SO REMEEZECZEREHER , WEEEENEN
SAML IdP Bg& Amazon Cognito IRHHZZIEH,
SAML IdP fF4b 38 2 F M E 8 TE R H M Amazon Cognito 2FEFFHENAF.

8. 1%&#F Metadata document source ( THIEXHEIR ) » MRENFHREEHELE URL L1RAH
SAML Jo#dE , M a7 LLi%k$F Metadata document URL ( TIEXHS URL ) , REWAZLE
URL, &N , #i%$F Upload metadata document ( EETHIERS ) |, REEREZ I NIRHRS
TE TTEIE S,
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® Note
BINBWUEMATHEXS URL ( MIRENRMEBEELERK ) , MAR L& XM,
NIX [ L Amazon Cognito BEIRIFT T#iE. BE , tBERIFRAES 6 DEHIT—X
RESTBTEI AT ( ANRIREENE ) .

9. & Map attributes between your SAML provider and your app ( £ SAML REEMNARFZ
ERFEM ) ¥ SAML RHEFEEMNZIAFMPNAFREEX Y. EEERFFP ISR/
PHERE M,

flan |, H4&i%E#EE User pool attribute ( AFEMY ) email BY , IHEBEN HHREFRMAN SAML

MEPERHNANE , WA SAML BEEH. ENSNRHFAIRSEH TG SAML iiSUHS
Z, " LHOHREBEAMEEN (Memail ) , T —ENFEANT R URL RXBBEHER

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
10. i%&# Create (8IE& ) ,
BEXEZEE , FZEBAS AN SAML 55 1REEHE,
TR

DELCSIEAFM | BT LAE Amazon Cognito FIRERE Z4HE,

RA T LT B POt AFAE

B E XN IE B 5 M 5 MM R

[a A 7ot 0 MFA

- MAFMAIERES

£/ Lambda fif & 8% B E XA Pl TER

$F Amazon Pinpoint 2 #75 Amazon Cognito f P ith4E & 6

H X Amazon Cognito & R IEMBTNZFINB K | ESHAmazon Cognito BN =,

EERIN AP S ORI G A E M Amazon Web Services , 5 & ZGEEH 54 AE

Amazon R .
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BR T Amazon Web Services Management Console M AT GIHI 2 IRBIWAF A AT EGZH , &
XA LA Amazon Command Line Interface 5889 A F it B X # TR B,

f5£ F Al P ot 17 S 40 IR UE
ERRARFAF TUET AP ERER , tTNETES S SRS (1P) Ka. AFLEs

BT SEWFE . MBI Facebook, Google, Y5 #hHl Apple 3 1THI 3 B FiR B KT A KRM
OpenlID Connect ( OIDC ) 1 SAML IdP IR EI# 45 44,

ERIIRIE 4 E , Amazon Cognito AP M SHEIREI RGN NARF. BaLEFAIX LS E S
B9 AR P 42 F 3 R 1Y AR S5 85 0% R IR} Amazon AP| Gateway Wi RIIR, & , B LLACIIXRRA T
1R & ftAmazon iR 5 B9 AmazonZE il .

QAuth

I o] |n]ed

SAML

Web or mobile app Amazon Cognito Identity providers
user pool

&K Web S BFINARFNAP SR BENERERE L& Amazon Cognito SDK # 1T, R
B, MREFEEME (ESHM ) RIFSHE , Mobile SDK for iOS 1 Mobile SDK for Android & B zh il
¥R ID TEMFRISHE , MA ID SERMAESERMRERNREZEDE 5 248, BX SDK UAKREAR
F JavaScript, Android # i0S W RBIKBHEER , HZH Amazon Cognito At SDK,

EENNARFRAFPRIERRE , Amazon Cognito 28L& FHEEZL T EHRRIENEAFAN ID &
2. TGS R RS .

JavaScript

// Amazon Cognito creates a session which includes the id, access, and refresh
tokens of an authenticated user.

var authenticationData = {
Username : 'username',
Password : 'password',
};
var authenticationDetails = new
AmazonCognitoIdentity.AuthenticationDetails(authenticationData);
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var poolData { UserPoolId : 'us-east-1_ExaMPle',
ClientId : 'lexample23456789'

};
var userPool = new AmazonCognitoIdentity.CognitoUserPool(poolData);
var userData = {

Username : 'username',

Pool : userPool
};
var cognitoUser = new AmazonCognitoIdentity.CognitoUser(userData);
cognitoUser.authenticateUser(authenticationDetails, {
onSuccess: function (result) {
var accessToken = result.getAccessToken().getJwtToken();

/* Use the idToken for Logins Map when Federating User Pools with
identity pools or when passing through an Authorization Header to an API Gateway
Authorizer */

var idToken = result.idToken.jwtToken;

iy

onFailure: function(err) {
alert(err);

iy

1)

Android

// Session is an object of the type CognitoUserSession, and includes the id, access,
and refresh tokens for a user.

String idToken = session.getIdToken().getJIWTToken();
String accessToken = session.getAccessToken().getIWT();

iOS - swift

// AWSCognitoIdentityUserSession includes id, access, and refresh tokens for a user.

- (AWSTask<AWSCognitoIdentityUserSession *> *)getSession;
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iOS - objective-C

// AWSCognitoIdentityUserSession includes the id, access, and refresh tokens for a
user.

[[user getSession:@"username" password:@"password" validationData:nil scopes:nil]
continueWithSuccessBlock:”id _Nullable(AWSTask<AWSCognitoIdentityUserSession *> *
_Nonnull task) {

// success, task.result has user session

return nil;

11

ES]

- Arts HRiIERE

- AP tNARRFES iR

- ERAFBEPHATRE

Fﬁ F 5&%@3@1E/Jlb$£

Amazon Cognito @2 AFHITEMRIEN G E. MMEAFPRE ( TIRERAERE ) #TUE
RAPEK AP XA F#HITEORIE. MREQAFFEERMNE , WAERAFREFRRS. AF#
& AP| ZIF43 APl BRI & RUE R FER TR,

RTRIEAFNER , BRTZEB 25 , Amazon Cognito EXHFBEFHRIAEREMN & B RIER
2. Amazon Cognito MR IEBEERGIZUTIRFRER N AP #1E .

Public authentication

1. InitiateAuth
2. RespondToAuthChallenge

InitiateAuth 1 RespondToAuthChallenge 2 XZ E MK APl , BFEFHARNATRE
F&EFim.

Server-side authentication

1. AdminlnitiateAuth
2. AdminRespondToAuthChallenge
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AdminInitiateAuth # AdminRespondToAuthChallenge £E IAM &il , EA T RS =%
MZENARFE iR,

RAPBEENEELENRIAHRITEHORI , BEE & AKIE XK Amazon Cognito BIAF ZB S, &
DESETERENAREFI Amazon Cognito EEX LS | UXFHEMBEE LS HREIERE,
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A —
I ]
Mobile or web app User pool
User name and password
|
SRP calculations
InitiateAuth
USER_SRF_AUTH >
Challenge
€
Prompt
€
Response
|
RespondToAuthChallenge
|
Access, 1D, refresh token
€
Store tokens
App content
€
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BE L ZHNNARFREN—FRBRR , ERMNAFKRERGRE , AFHE API BRPFZEERRSA
Amazon Cognito, ZEFEAAFMAM InitiateAuth FiE , EEEHPNAFRETZESHE
iE (MFA),

1. NARFASRTENAFRARFRENEBR,

2. BWALLCHRAFANEBENSHBEE InitiateAuth H,

3. Amazon Cognito 2IREl SMS_MFA i &iEFRIREF.

4. NARFERTENAFEMAFN KRN MFA K18,

5. I ZRBIMLERIRFEZEE RespondToAuthChallenge #E3R e,

REFEAF ML , BRATEXELRNBARERM Amazon Cognito RETHEZ 8 , R
InitiateAuth B9JLNRiE. Amazon Cognito EXN B MERNIGN FEITE —NEFHFFR, BF
B AP EREH B FHRIERED , BEEBNEEERPIEREL—NMERNWPR PN ESFFRF
F, RNBERT , EQEFHEIHZE , ZNAFPE=s7HRNETHBIRIA,. ZRBNMER  BE
WIEH N AR FEF %K Authentication flow session duration ( A RIERESFIFLERE ) o AT
HENENAENARFEFHEEFRERLRE,

® Note

B HRUERREQERFEN AR EE A FEA Amazon Cognito i P84 API #1T & 4%
if, Amazon Cognito £& Ul FZESHRITNKEFERERERN 3 28 , HERBEENR
BHSERFENENRERN 8 24,

Amazon Cognito console
BERNARFEF WS HRIDRESEFLENE (Amazon Web Services Management Console)
1. EEWAFBEDH App integration ( NARRFER ) I+ L , M App clients and
analytics ( NARFEF MDA ) BssPEREHNNARFEF RS M.
2. ERAREFEFHEERRBPERER.

3. ¥ Authentication flow session duration ( H B RIEREXIEFLRE ) WEEIHN SMS MFA
RBAAENER , Ui, XEcERTAAFEENNARREE PGPS0 5K T
A1 & 13 B BT iR A9 B 1ED

4. EEREREEX.
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Amazon Cognito API
BERNARFEF WS A RIDRESEFLENE (Amazon Cognito API)

1. ffM DescribeUserPoolClient ERFAEWMERFEEREESR
UpdateUserPoolClient &R, #&# UpdateUserPoolClient BRM4METEFFEINEM
NAREEFIHEMT.

2. ¥ AuthSessionValidity B{EE XN SMS MFA RIBFIEMN AN , U8, XIE
LXEREAAFEENRARERE P im A0 5 R AR & 0K E SRR AT E,

BXNARFEFRNESER , BSAASMEAEFE i,

&R LAER Amazon Lambda #i &k 82k BE XA P RITHEHRIEN AN, FHSHRIEREN —5
2, XEMERRFRAHARIEE SR,

BETMUEREFRRSHREXAFERAEER FHRIERE, SLUERRFIE S HRIERNRAET
RPE®  mEFRAFEEHESR,

KM EFKZIRH Amazon Cognito BIEITH

EFEAZBHTRRARZGHRIEREZ IAM B A KIS F21H K ME , Amazon Cognito £3F&EH
AFRSE—®¥e, RE , BZ-RAMNZRE , SIERENRRFEN—F K SKAR 15 2%, EHE
HAHRITHZIRA4%E Password attempts exceeded RE , T&¥NGLB I E A IFLRTE,
TR n R KM EFREIR ( F8$E Password attempts exceeded & ) , Amazon Cognito
LSFEHNAFBE 2/n-5) ¥, EFYEEENE n=0 1HRS , AF XA ENEHEBETHERINE
* , REEMUEGER 15 2HNEANRABFIERETAERTZH. HITABNATEL2RAETL,
TR FTERTAENRN , BRFCINERITETEBN S ORI,

FH

- BRSO RIDRE

- RS &% S HRILRE

- BEXSHRILRE

- NESHRBRIERENRA

- BEXSHBRIERENRKA

- EHENSORIREFFEA SRP ZBKIE

- EEAFHRIDRE

- AFEBRSHRIIRE
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P im & 0 RiERE

TR ERERTEER Amazon Amplify 303#& Amazon SDK BIEZMWAFEF WM ARRF -

1. AP AR A NZBR AT NARFEH.
2. NARFERRAFHNAFBNEZLIZER (SRP ) BAFEAM InitiateAuth B1F,

e APl 2 4EIR B & B KIES .

(® Note
ZMAERFER Amazon FF & TEBZHAEM Amazon Cognito SRP 454 KX SRP #4115
B,

3. MR A RespondToAuthChallenge #4E, MRFAF I , M Amazon Cognito IRE A~ #
T, RS HRIERET K.

R Amazon Cognito EE S — /il , M3 RespondToAuthChallenge KA FREEMAS
. MR , BASKRE—1MaE,

4. IR RespondToAuthChallenge RE—/1&iE , NAERFNBXAH
RespondToAuthChallenge , XX ERXEMTAMAL ( Hlan , MFA KB ) .

Hﬁ%ﬁﬁﬁ%ﬁgﬁﬁum&

MREEERAFPNAREF , M2MHA Java, Ruby 5 Node.js Z2 Eins RSN ARRF , W LAx
Amazon Cognito A i fE &3 & 17 KiE Y PR S585 5% AP,

NTRSRFHNARSF , AR ESORIESEFHNARFHSHRIEEEL , BUTHERERMA

- REF[IHNAEFFA AdminInitiateAuth API 84 ( TMAR InitiateAuth) . MIRESE
E Amazon Filf , WEIERENNPREIE cognito-idp:AdminInitiateAuth # cognito-
idp:AdminRespondToAuthChallenge. ZIREREINLNENFHBRIESH,

- REB[RNARFREBFHRIESHE , ERM2LTEA AdninRespondToAuthChallenge APl &4k
( A2 RespondToAuthChallenge)s AdminRespondToAuthChallenge API &{E{RTEEIR
%7 Amazon EZiER F &R0,

BXEMA Amazon ZUEX Amazon Cognito APl iIEREEZNELZEE. , S (Amazon —fix5Z&) &
MEBRAE 4 ZETE.
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AdminInitiateAuth # AdminRespondToAuthChallenge API RETZESHATERREREN
APRENZBAFREE , RECBIHTUTREZ —HBABEAEN

- M CreateUserPoolClient = UpdateUserPoolClient B , £ ExplicitAuthFlow ¥
& ALLOW_ADMIN_USER_PASSWORD_AUTH ( JABI# ADMIN_NO_SRP_AUTH)

« J§ ALLOW_ADMIN_USER_PASSWORD_AUTH RMMEINARRFEFImN S HRIEGRENERY ., EEW

AP E App integration ( MAEFRER ) &I+ LK App clients and analytics ( NAEFREF
WHMOW ) TRENARFE K. BXEZERE , BSHASMNAREFREF .

BEX & HRIERE

Amazon Cognito PRI 7 A B E X B ARIERTE |, XA LAFBIEMEH Amazon Lambda it % 25
BIRE T RIA/ME R 5 HRIFER,

(® Note
BARERENBHRIERPEASREZER/LE. BXRESER  BWERABASMANSERE
£,

BENBMRIEREAUBENFAMENEE  WERFEER, ZREELBEA InitiateAuth
API B , ZIRAR REERAN S HRIIRBEHBHTEDNBREHRIESH. Amazon Cognito fFE
AUTREMNERZ—EA InitiateAuth A :

. AFRARAENSH,
. B (MRRAPRESELE BRI )

« ID, FRMRBIHSHE (MR InitiateAuth BT EENSHEZUERAFLAER ), (B, APR
NMARFSAEENERA , BXSXAHEHEENRBRE, )

&% Amazon Cognito SEARIAMA InitiateAuth B , MNARFFKREEZHAHBAR
RespondToAuthChallenge #fF. AR RMRAIENHFHEELTE, Amazon Cognito

¥ RespondToAuthChallenge MIMRIZEMELTF X InitiateAuth HAMNIER, MEAFER

3% , Amazon Cognito 2 HSHE , MRAFAREF , Il Amazon Cognito £ # 3 — NRIAHEE IR,
R Amazon Cognito IREIS — i) , NFFEE , NARERFIBEA RespondToAuthChallenge EZ|
APFRIIEFHRELEIR, BHX InitiateAuth Fl RespondToAuthChallenge APl 2{ERVEAE
B, BSH AP 3X#,
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NE S HRIERENTA

Amazon Cognito @& A& AuthFlow 1 ChallengeName {H , AMEir S HRIDREATNBESZS
T2 (SRP) MMV IEAF & MEB, Amazon FF 4 T EEEEX Amazon Cognito X L RER K
B X,

ZRIE®EI N USER_SRP_AUTH £ AuthFlow Ki#EZF| InitiateAuth FFig, BiETE
AuthParameters H %)% USERNAME 1 SRP_A B, 1R InitiateAuth @AKZIL , WG R~
ERBS P E$E PASSWORD_VERIFIER 48 ChallengeName 1 SRP_B., A5 , NAERF

FHEA ChallengeResponses AfY PASSWORD_VERIFIER ChallengeName FH4ESHFH
RespondToAuthChallenge, #8 RespondToAuthChallenge HARIWHBAFES , NI
Amazon Cognito FAm . MRENAFABET ZERIE (MFA) , Amazon Cognito JR[El SMS_MFA
#9 ChallengeName, iZRFAEF ATLAEE X RespondToAuthChallenge % —XiAARBEHME
RGN

BE X & A RIERENT A

NARFULUBIBEN BHRILIARE , B4BFER : AF InitiateAuth ¥ CUSTOM_AUTH B
Authflow, EBIBEEN BHRIEFRIE , =4 Lambda fif & 2542 i R &Y 57 8 F 3830 .

 DefineAuthChallenge Lambda fill & 2S4S A BT FLA MG N 2 FEBAER A, RfF , BER
T— MR AEHANHRE , ERAFPREELSHRIEA BNERFHE, I Lambda it R 22—
MRS, TESRIEES R ERE,

 CreateAuthChallenge Lambda fil & 8545 /5 ) & FRE D9 1 A 4 BRI M S B P44 1E BT
¥ DefineAuthChallenge iR[E CUSTOM_CHALLENGE #ER T —X RN , AR RIEREEB
CreateAuthChallenge, CreateAuthChallenge Lambda itk 23 E AT HIES TP EE T —
MNEBHRIH,

 VerifyAuthChallengeResponse Lambda B %< T4 a5 HiR E A /RELKRBAMBNEEE R,
BEMSARIERELCTUAFEANERBNALS , fli0 SRP ZBRRIEFNBEIEFHITH MFA. BRI
FERBEENRE , MBI RERRE,

EHENHHRIEREZEFFER SRP ZBKIiE

WREFLEF SRP BEEBENLEBRIERESR , MEXAIFHBER SRP,

- EEBENKEFE3 SRP BBRIE , NAREF CUSTOM_AUTH £ Authflow RKiE A
InitiateAuth, 7£ AuthParameters & A  RKBNAEFMIEREIE SRP_A: (SRPAH)
F1 CHALLENGE_NAME: SRP_A.
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CUSTOM_AUTH A& fEA challengeName: SRP_A #l challengeResult: true H#l#&
E A DefineAuthChallenge Lambda itk 8%, &Y Lambda BNEfEA challengeName:
PASSWORD_VERIFIER, issueTokens: false Hl failAuthentication: false #EH MR,

ETXR , ZMNARBFXHER challengeName: PASSWORD_VERIFIER
challengeResponses B§T# SRP FRENHE TS HIAA RespondToAuthChallenge,

R Amazon Cognito 31 T #%3 , RespondToAuthChallenge £/ challengeName:
PASSWORD_VERIFIER # challengeResult: true HWE=A&FAH
DefineAuthChallenge Lambda it ’& 88, UtAY , DefineAuthChallenge Lambda itk 25 7] LA
£/ challengeName: CUSTOM_CHALLENGE WdRI3RFF /5 B E LR,

MRFAFBAT MFA , MFE Amazon Cognito WIERBfE , AP FHERIZE MFA M
MFA &%,

® Note
Amazon Cognito BENEFMRLERE BEN S MHEIUERIA Lambda i & 85

BX Lambda fi R BN EZEE , BRERHINREBE |, BSHAEA Lambda & 28 BE XA 2 TER.

%%ﬁﬂﬁig?ﬁa$§ﬂfum$£

SORIEINREXIERREERA BENLSHRIERE RATRM APl B4 , UER SRP #HTH

BRIE, Amazon FRIEBFERZAE , X—FHEHBBEER SRP, EZ , IREHFLE

R SRP ITH , A UERAS —HE N ELLERKRFHLEANEER AP ? B, T
XEFRIRERRASERE , 5FH AdninInitiateAuth X% InitiateAuth. B4, EEH
AdminRespondToAuthChallenge X% RespondToAuthChallenge, HFEREEH LLBAXERIER
%, R ESEAXERERNTXHIT SRP iTE, REIWT :

AdminInitiateAuth Request {

"AuthFlow" :"ADMIN_USER_PASSWORD_AUTH",

"AuthParameters":{
"USERNAME" : "<username>",
"PASSWORD": "<password>"
1,

"ClientId":"<clientId>",

"UserPoolId":"<userPoolId>"
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XLEEEREHRITREEREETAZAREIE , HEH Amazon EERAK 4 (Sigv4) /T
2, XL Node.js E45H# Amazon SDK F AT A , EF AT Lambda B, EfEAXLER
EHLENEZHXES , B4 ERFEPINABRFREXLERE, SE , EAUERA
CreateUserPoolClient = UpdateUserPoolClient B3 ExplicitAuthFlow S#i%i%
ADMIN_USER_PASSWORD_AUTH, InitiateAuth # RespondToAuthChallenge B{EF#EZ
ADMIN_USER_PASSWORD_AUTH AuthFlow,

£ AdminInitiateAuth MR ChallengeParameters A , USER_ID_FOR_SRP /&
H(MREFE) SEAFPNERAFREMARRE (B FEHR4utRBFESE ), £
AdminRespondToAuthChallenge A # ChallengeResponses # , &%4MTE USERNAME S5k
RRRELEAF A,

(® Note

HTEREEAXNEREAEER S ORIDRE , AERTIFRZRE, EEERARERE
i, EERSORIERY , BEMXRIFERSENERES XY,

APERSHRIDRE

BAFE# Lambda i X 23 & BENAFPFMNBRBAFREBRRATIBIEN AP, MRIEEF
USER_PASSWORD_AUTH B RBIERE , WAFEAFPIBIBILEEEFRB, LREESHRIE
HA B @S N SSL E# M RS &£ X A F N E1E,

MERAFPYEREIRE , BURAIELLHN SRP %2, SRP RRETE T MR ETMZED,
ET#AEX Lambda A BN EZELR | BFSREA Lambda fit % 28 B E X AW TER,

XA Lambda MABTIBASNWESEL , WSEAARL TS Lambda S BIFAS S AR

PN REFE s

BRuNARFEFRREAFUIN —MEE , ©5—1&iE Amazon Cognito #1T &R BT R
Web BIAEFHITRE, MARFEFHAULNAALIRNAKRZ G ORI AP BE |, HiREEE
RAFHNBIRNEBEME. ENRNARFXAERETONABRFEFHRREBCSHNEM , TeeEM.
BRNLESIENHEE, XL API BERANSEFEANARFES R ID #TER RN AREATESE
PR TRNOIE, EXTRREMANARFESK D ARANEE  MEREGLIRNNE
PN AR RARXERZGHRIENERE, I, MREBFRARFEERNFER Amazon Eil
ZBAS BRI APl EXR , B4ARPENETIRSAFRE,
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BUARRN—NAFMESNMNARERF. BARFEF R REEINARFNRBEE |, bk
BEIAP BRI, Sl , BAUNERSHRNARFMEAM Android KARFAIE— MR ARE
F. 8MNNARFHBEEENNAREREF iR ID,

R e & P imak B

#£ Amazon Cognito FeIZN AR FE A iREt , SR SURITERE OAuth B mRBELNEE P imMiLE
BEFRRTIERED., FAEFHEZARENEZE K BXBEFHRRENEZEER |, 5 IETF RFC
6749 #2.1,

NEES
NEEFRENEERBDRE LEF. BT CRETENRSSHOR , FUTREES RS
.

NBES
NBESRAE TUEENRSBHER , FAESBBARTRZ SHRIIN AP B, ZAA
TR /S IR 55 LR A2 Shell BAIETT

B 155747
B BISRESBEBE A EESEER  ANNARFARE LN ARFES

WM FTE APl BERPEAZFRER, ZHNARFEFRRANEEZEF mBHFTENIT
client_credentials &, BXEZEE , 85# IETF RFC 6749 #2.3.1,

BHEUENABRFELEERER, MRERREH , EUCR- M EZIFLREANTRRAE
Fo B LIMBRN AR , AERILERZNARFES R ID NRAEFNITER.

O LN R E P IR MNEFRRARA T AENAER. A Amazon CloudFront {7 4% 3 A
#) SECRET_HASH, BEXxEZEER , F2 % Amazon BE LM E A Amazon CloudFront X E &3
Amazon Cognito BN HE F o

JSON Web &
Amazon Cognito I AR EFim A LA ML T REH JSON Web HH (JWT ) o
B4 (ID) $H&

— @ AIRIEN SRR |, RAZHWAFZMNAFH#TH F 4RI, OpenlD Connect ( OIDC ) £
OAuth 2.0 & X HYF R MRS REFRAERRNT ID SENE, ID SHEESERER  SINmAFE
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%, BHNARFIAEAXEEERUIBAFPIMABRHNEERR, ESRER ID T THE
ZER.

7| b

o

RE P AR RIS, BESSaEEE , X2 OIDC F OAuth 2.0 8 —T4SHE. £
R AT B R RIRAEE B |, ST A P B AR P Rt EALB AR E AP SRS
ENASHARKIE. BEEAECEENBASE (BERE M2V B REEER ) BT ER5
ARERSE. FSHEABASETRESES,

FEESE

—MMEZENNBSORIEFR , SENAFPSEIIHNN , fNNARFRTUNEREHREGENAR
Mo BIFFRERSREFOREBHESEM ID S, BSREARFTSETRESEER,
&P LATE Amazon Cognito #HI G AP MHNNAREFERETFF , A8 MNNARFEFIRIREX Y

kol OES LRI
NMARFEFwmARE

LA AR1E 2 Amazon Cognito EHl &P NAEFEF i 1 AE M.

HHRIERE

BHNARFEFRATNERT L. ENNRABRFAUXEEARFENZENS ORI, 22
LR (SRP ) . A Lambda A R2B/M B ELFHRIEAR TERIF. FAREREXK , F
£/ SRP SO RIHENEMNERRFFE, £E Ul 2B3ER SRP FRAFER,

B ERMNEANR

FHRAPHTREETFSER BN EFHEECHNARFEEFHRN IdP, BRI NARFERF
HEEANRNENRARFAXNAFBEERTRENR, EHREXNIR (M2M ) BREBRT , &
A AR FXHMEA AP BT RRR,

BHSEERMBEANRE BN EEEM

« WRETE Amazon Cognito BHIAEFCIZNAREFE AR BT BENEMHREANE AR
BR , Amazon Cognito £@EATE AP E %R FIRENR.

« BAURFRATEEELEENBEANR, SIZSEMAFN , ENNARFEF KA LUSE
EATATEEM. e , BREENAFPNEAFRTEZEENEBHEAE,

- NARFEFIRSTREN AP BHRLERHENE AR, Amazon Cognito 2 #l& & B3 F&4
ERMRENTER .
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« BREAFNARFEFHX email_verified = phone_number_verified fiEE AN
BRo AFMEER TUEIXLE, AFREEEIEMHRIIRESUX LEEHENE,

BmRMtE

FBAIERB I S MAF NS HRMAE (IDP ) KXAF#THEORIE. EHNARFES
U3 AT LA POt R A A s R P AT B A RAE, 80K IdP RINBI N AR FE P IRE , ATER
Em IdP HNTRNEEE  HEHETRELZNREE U BZIH L, SUUSESAN P, EXRED S
B—1. BXERANSIP NESER , BE2RELE=S MBI/ BEF,

JSEFETE URL

Bl URL ERERAFRIEZRZENEENSREME, &EZFEL—NEHE URL, EE URL &
m -

- B3 URIo
- BFStEEF wEM.
- FEERRAHK,

25 OAuth 2.0 - B S E A,

Amazon Cognito ER A HTTPS M2 HTTP , 1B http://localhost (XAFMXE M ) BR
o

MARFEE URL ( 21 myapp://example ) 82X #,
ARFESH URL

FH URLETRELZNAFIEESMEEREIME,
OAuth 3K H

OAuth IR —MKRAFBSENEHRIES L. Amazon Cognito XIFUTRBEMWITN. B
XL QAuth BINERFZHNAREF , BTSRRI EEN AP P,

RTF RN

BNBRENASER—ME , FHNARFUUACES IR A RRAFMSE. SBIRTNBG
i, BRNARFSWRE ID, HENBRMRBFCE, Xih OAuth RESRERIABEN—# , BEEAH
PR EESF BT, BB ZNE Amazon Cognito BN RZEMWEN , EASHEERFNS
FRFAN, MR , EWRARFSERREGENER , ATUAREEFESIRPFHZEEH,
BXEZEER , B IETF RFC 6749 #1.3.1 RHIEAEB,
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@ Note
FERARHABEFREABRFNRERSRE , ABERNBREN OAuth R , FHREMABIR
MAEBAREA ( PKCE ) MARRFIT R, BE PKCE , EFmABEATHEIRERER
1S HWIEERPAERNNEN | FETRBND, 5% PKCE WESES , S ETF
RFC 7636,

fEXET

R RNEENN S FENEAFAXNKEESFREFRNRM ID S, ERRERFSHE. B
XNREPCER T AT EESIREEEMIERNER , (5 PKCE THRE , B F2RERFH . %R
PEEATEEZERBNBERERNNNRZENMNARFREN, BXEZEL , 820 IETF RFC 6749
#1.3.2 FHRAEN, BANENARFEFHFRNBEFRNBENMBIRN , AGREEH
BN

&P iR AR

EPHEERNENSINSNESHERA, RNBIBRXRNOLXE EHRIEINARAFREARS
[, BRIREIERNERERXREXN APl WETEEMNRN. BHNNARF TUERENSERSIE
REFPIHREEHBZWIERITHE. BXEZER |, S H IETF RFC 6749 #1.3.4 PR E P iREIE,
R EEERF R B AT EFRIBERARNNNARFEFHPRER P IREIERN.

@ Note
HTESEUAFSHERATRREIERE , K2R R sEm iR SR EE e
B, BEEERMRZNECN R RRSHEENNEE. BRIAEE (Al openid M
profile ) FEATIAEKAF,
BT ID SHEEXAFBENRIE , Hikells M2M BETX , EREIERRNEFT2 KK
ID ShE. BSREERRRRSERN OAuth 2.0 SBEF API R

OpenID Connect S8 &

EFREUT — N ZA 0Auth SEE KIS E 7] A9 17 (8] 5 5 SR #Y 17 [E] AX R

- openid EEFHLERE ID THNAFNE— ID, EXREREMBIFrAF-BEYE , BEF
BURFERFPHOEHAMTBE, BRIEFEER openid SBE , FM Amazon Cognito F&IRE ID
£, openid SEBERNENML ID SHEFEH | flandHet B4 ID , HEERE Userlnfo i 2
(9 I B2 P Uk E B A P R
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« ¥ openid REERMNME—BER , Amazon Cognito & X4 51 N AREFZE F i o] LUSEEH
FIEAFEMER ID T, NMXEEREENHRTEN userInfo MAFREIFRERFE
o
- YMIBFEREMSEE (20 phone, email = profile ) 3K openid & , ID S &
userInfo REIAFHME— ID AR BAEMTEEE LHE M.
« phone SBE&XF3} phone_number F phone_number_verified =AM 7B XPR, LSEER
BEEE openid SBEFRIERK,
« email SBEZXFX email M email_verified FEHMHENR, MSEEREEEN openid &
Bl RiER.
« aws.cognito.signin.user.admin SEE&ERNNEEFRSEH Amazon Cognito At
AP| 2/ERY I B AR |, B8N UpdateUserAttributes H VerifyUserAttribute,
« profile SEBERFXNEFim A XINAERAFBEENHENR, HEEREERET openid SEE
FKIER

BREBENESZER , S HEE OIDC SEE HkR,
BESSEE

BEEERGERRRSBRTHNECHNRRRSSRENMEE . 8N« ##-sax-###l##. B
%) 455 F R BR S5 85 89 OAuth 2.0 SEEI#1 API R4,

SIENAREFE IR
Amazon Web 