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ARBH. BXRBARGANBHESZEES , E2H (Amazon Simple Storage Service A 15
) HHER Amazon S3 B H 5 RNER,

6. (HiE)WRESH S3IHRHE :

a. 1§ Advanced settings (SRIRE) , RERARERHNER,

/A Important
BREEETFEBNNEBSA S3RME. MRENFERBEA THRBE , N
LRTEZERAT. BANKMEELEAFERNRAES, N EFEE\BSANREE
fF, #MERENKYERE , AT AP EFERPFNEANR, BEXEENRR
PHNELES , HSRMEH Amazon S3 & A E S3 W RBIE

b. MREZANRYE , BEXSEFH A enable H ik Confirm (HiL).

BX SINRBERENESEL , 155 (Amazon Simple Storage Service FAF1ERE) FHIE
A Amazon S3 W REEUBEX Ko
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7. ERCIEFEME,

/A Amazon HF AT ES

5/ Amazon BMHF X TEIREFMEER , XMBEBE—INEFFEK , RAEEAZEFRAERETE
BHIER, ERNREME , BRER— Amazon Web Services Xi8, Rl B Fig i, WMREEIE
EFPImBRER RIBEXE , Amazon S3 HEARIAXIFEXERE ( 3BEELILER) .

ENEBATIHRNRESANEFE , BIIEE. Amazon Web Services XIBiEXEZER |, H35H
Amazon S3 Mtk i =, Bxa AXER IR Amazon Web Services X185 , 55 ¥ & #Y X 15 f1 & i
¥ J Amazon Web Services — g5 %,

BIEEFIRE , KEEMRHISETXENRR. &FFmERLKRS Amazon S3 #1TiE
& : s3.<region>.amazonaws.com, MREHXIFRE 2019 F 3 B 20 HZFEW , MEHN
BERmMEFEBXAVLTR —-XE, 73 , BAUEAZERD ( %*EI:II:“B ) KT iR
2019 § 3 A 20 B2 IR aINEAXEH I EF#ER. BXESER , BZHRES RS

XL Amazon SDK REBRBIMITUTES -

- BIEAEIEE Amazon Web Services Xig Bl ZE Fix — ARG , BEFmEH s3.us-
west-2.amazonaws.com XiET a5 Amazon S3 EE., B LUEEMEZE Amazon Web Services
X1z, BXx%I&K Amazon Web Services X1 , 55 (Amazon —fkSZE) FHXEMAIHT =,

- BEREEREMREIEEBIER — %:F'Jﬁﬁr_l Amazon S3 KIZFER , BRELCIEFF KX
B eIEME,

- RERBAXBMUERNIESR — Amazon S3 [iFEFEEFHESHIBRNVLEFRIED

Java

It 7= 4515 BA 2N 55 | Amazon SDK for Java €12 Amazon S3 . B8R XA B REIA R
B , {53 M2 Amazon S3 Java X5 R4,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.CreateBucketRequest;
import com.amazonaws.services.s3.model.GetBucketLocationRequest;
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import java.io.IOException;
public class CreateBucket2 {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String bucketName = "*** Bucket name ***";

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(clientRegion)

.build();

if (!s3Client.doesBucketExistV2(bucketName)) {
// Because the CreateBucketRequest object doesn't specify a region,

the
// bucket is created in the region specified in the client.
s3Client.createBucket(new CreateBucketRequest(bucketName));
// Verify that the bucket was created by retrieving it and checking
its

// location.
String bucketLocation = s3Client.getBucketLocation(new
GetBucketLocationRequest(bucketName));
System.out.println("Bucket location: " + bucketLocation);
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it and returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

NET

BXruAIZNN B REINER , B2 M E1T Amazon S3 .NET X3 161,
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Example

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;

using Amazon.S3.Util;

using System;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3
{
class CreateBucketTest
{
private const string bucketName = "*** bucket name ***";
// Specify your bucket region (an example region is shown).
private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
private static IAmazonS3 s3Client;
public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
CreateBucketAsync().Wait();
}
static async Task CreateBucketAsync()
{
try
{
if (!(await AmazonS3Util.DoesS3BucketExistAsync(s3Client,
bucketName)))
{
var putBucketRequest = new PutBucketRequest
{
BucketName = bucketName,
UseClientRegion = true
};

PutBucketResponse putBucketResponse = await
s3Client.PutBucketAsync(putBucketRequest);
}
// Retrieve the bucket location.
string bucketlLocation = await FindBucketLocationAsync(s3Client);

}

catch (AmazonS3Exception e)
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Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)

{

Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

}
}
static async Task<string> FindBucketLocationAsync(IAmazonS3 client)
{

string bucketlLocation;

var request = new GetBucketLocationRequest()

{

BucketName = bucketName

};

GetBucketLocationResponse response = await
client.GetBucketLocationAsync(request);

bucketLocation = response.lLocation.ToString();

return bucketLocation;

Ruby

BROMAZNNRAERRFINESR SR EAEAT Ruby B Amazon FATEE - WA 3.

Example

require "aws-sdk-s3"

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end
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# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
"None. You must create a bucket before you can get its location!"
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{@bucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("doc-example-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__
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f£ A Amazon CLI

#& A LAfE A Amazon Command Line Interface (Amazon CLI) #12 S3 @, EXEZEE , H5
] {Amazon CLI i 5ZZ&) H M create-bucket,

BXxMEE Amazon CLI , 5142 Amazon Command Line Interface ? £ {Amazon Command
Line Interface AF1ER) F,

(® Note
BRI LAERA S —NKF Y Amazon S3 7 , BEEAREFEEN ZFREBLIERRBUED
Amazon Config BF 1R PR, B<E Amazon S3 E#EFERFNRWER , 55 H Amazon
Config 21 R/ Amazon S3 FHBHNIR , AEEZE 612 Amazon SNS £,

#Z Amazon SNS £&

MBI EZTFHE Amazon SNS TEF BERECARIE , BRI ESRIEE 612 AV
A,

£/ SNS #2414
#12 Amazon SNS &

1. BHE https://console.aws.amazon.com/sns/v3/home FTFF Amazon SNS 2% 5,

2. BHITUTH®REZ—:

* 1R Amazon Web Services iK™ Z BI R T IEIEMER |, FRRER LX Amazon
SNS B #iR,

. R Amazon Web Services lkF° 2RI EEZN T HRIESEE , BESHER LLEREE,
£ Topics ( £ ) WHE L , i%£3%F Create topic ( BI2E™ ) ,
£ Create topic ( 812X 8 ) RE L , 7£ Details ( iF4AE L ) o+ , FITUTRE :

a. XF Type (KH ) , EFEFEEE (FFEHEFIFO)

b. BWMAETMER. XTF FIFO B , I fifo RIMBIBHHIKRRE,

c. (H&)WMAETEHNETRER,

d (™&E)XNFFIFOXE , BUNERETABRHNERESERERRUE ARIANESESER
FEER, BXEZELR , ESH FIFO THHEEEE BIEM B
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5. (L&) RITMEBEHRDHMITUTRE, AXESZER  FSHBESNE,

a. i%&# Enable encryption ( BAME ) .
b. EEEFEZH (CMK)., EXEZEER , BSRXIERE,

FFEAN CMK K# | &4 E R Description (3i), Account (i) F1 CMK ARN,

/A Important

MREFZE CMKWIAEE , B LERHIKSZE kms: ListAliases M
kms:DescribeKey PR , MFCETE Amazon SNS #2448 EEEFEHE* CMK WE
ERCMKPAEERTEXLENR. EXEZEER , S H Amazon Key
Management Service FF & A R IERFH Amazon KMS API &R : BIEFIRIRESZ,

« BRIABERT , Amazon SNS ( BRiA ) Bl /aws/sns B9 Amazon F£E CMK & Fik IR 7o

® Note
BEULTAER :
o HIRFEARNEB Amazon KMS 5 EEHF Amazon SNS B Amazon 3£& CMK

B , £ Amazon SNS 812 Amazon & CMK. Amazon Web Services
Management Console

- HE , EBH SSEWBERTEARANEBMEAPublishi®2 /R |, Amazon KMS &
A Amazon SNS 2 Amazon & CMK,

« B Amazon I FHHBEEN CMK |, HkEEFEH4A (CMK) ZE& , REMNFIRFIE
BBENX CMK,

(® Note
BXREIEBEN CMK fiiB , 2 Amazon Key Management Service 7 & A
RIEFMFHNLIEZH

- EfEFAXHE Amazon ENKFREMIKFHBEEN CMKARN , BFEHAZF ETEH
(CMK) FE. Amazon
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6.

10.

11.

(%) MIAMERT , REXBREET AN FITHESR. EREHMHENER , ERIFHR
KEEERD . BREZEL , S Amazon SNS HH Identity and Access Management T
Amazon SNS i [B] 2 Hil By R B 2= 61

® Note
FEREZH AR ETIN , BRIAKEER aws : SourceOwner &448., LWRARLT

aws :SourceAccount,

( A& ) EfLE Amazon SNS EIRABUEEABZ=1RMN AR , BRI Delivery retry policy
(HTTP/S) ( fBmE KRB (HTTP/S) ) #0. BXREZEELR , S Amazon SNS JEE&ZHE
i,

( /% ) EELE Amazon SNS w{aid REHE X ERE R CloudWatch , BT ZFRAIDRED
o BREZEE , ES I Amazon SNS B E&A RS,

(k) ENABERSANEERD , FEFRSHS , A NBANE (k) , AREER
L, BEXEZEE |, i85 Amazon SNS FFHric,

EFREED,

FHEREHE RMyTopicTUH,

FBEMNEM., ARN, (Al ) ERBHAMEBTMEEN Amazon K ID fF.E R1E Details ( ¥4
EE ) HoH,

R EZ ARN EFIFBIMEMR , Hlan

arn:aws:sns:us-east-2:123456789012:MyTopic

55 FH B8, F B4 o 1k 1T 5] Amazon SNS F &

A w0 D

BT https://console.aws.amazon.com/sns/v3/home ¥TFF Amazon SNS & &
EENSMERSD | EFRITH,

£ Subscriptions ( T ) TTHE £ , %% Create subscription ( #I1ZiT# ) o

£ Create subscription ( 81217 ) 7T L&Y Details ( FAER ) o , MITUATIRE -

a. XTF Topic ARN ( £ ARN ) , EZFEEBHY Amazon Resource Name (ARN),
b. 3F Protocol ( ¥ ) , EFRLRHTRKH, THNRKRHETRAIREIHE
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* HTTP/HTTPS
* BB FHRH/E FHER4F-JSON

« Amazon Data Firehose

» Amazon SQS

(@ Note
EiTHZE SNS FIFO i |, {FiEFZIED,

* Amazon Lambda

s FANARFARTR

- ®BE

¥t F Endpoint ( AIw TR ) , MALKET [UE , HlanE FEB4 it s Amazon SQS RASIEY
ARN,

1R Firehose KiFT &= : WFITEAE® ARN |, FIEEL N E A Firehose 3137 M ol 2 /Y

IAM A1 ARN, BXEZELR | ES Y Firehose & 57 1T I Amazon SNS HJ 7R %
HER-E,

( @i ) F Firehose., Amazon SQS., HTTP/S KixT R , LA A LIS AREES&H,
EXREZEER , 1§50 Amazon SNS RIAEEEH,

( Wik ) EfEBIFIEKRE , B EFF Subscription filter policy ( T LR ) #Ho. BEXES
{£8 , S8 Amazon SNS i] [FTFIE R,

(i ) ERITRE B ILEBASI , BEFF Redrive policy (dead-letter queue) ( EF K 3h KB
( BEERNGI ) ) . BXREZER |, 155 H Amazon SNS JEEBAFI (DLQ),

priz=gnlfe SRLIN

P & R 01T 5 T FFIT BIAY Details ( FER ) WH,

/A Amazon R AT ES

EFH S Amazon DK , A AEABHNERNERTERE, BEXEZER , 55 Amazon FXTEE
MIBESEIEEmHhHHEE EMNEIE X,

AT RS R E R 6]22 Amazon SNS 3,
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NET

Amazon SDK for .NET

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

RS ENBMREES.

using System;

using System.Threading.Tasks;

using Amazon.SimpleNotificationService;

using Amazon.SimpleNotificationService.Model;

/// <summary>
/// This example shows how to use Amazon Simple Notification Service

/// (Amazon SNS) to add a new Amazon SNS topic.
/// </summary>
public class CreateSNSTopic
{
public static async Task Main()

{

string topicName = "ExampleSNSTopic";

IAmazonSimpleNotificationService client = new
AmazonSimpleNotificationServiceClient();

var topicArn = await CreateSNSTopicAsync(client, topicName);
Console.WriteLine($"New topic ARN: {topicArn}");

/// <summary>

/// Creates a new SNS topic using the supplied topic name.

/// </summary>

/// <param name="client">The initialized SNS client object used to

/// create the new topic.</param>

/// <param name="topicName">A string representing the topic name.</param>

/// <returns>The Amazon Resource Name (ARN) of the created topic.</
returns>
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public static async Task<string>
CreateSNSTopicAsync(IAmazonSimpleNotificationService client, string topicName)

{
var request = new CreateTopicRequest
{
Name = topicName,
};
var response = await client.CreateTopicAsync(request);
return response.TopicArn;
}

HE-NIEEHURSE FIFO NEEBFEHREMEN T EE,

/// <summary>

/// Create a new topic with a name and specific FIFO and de-duplication
attributes.

/// </summary>
/// <param name="topicName">The name for the topic.</param>
/// <param name="useFifoTopic">True to use a FIFO topic.</param>

/// <param name="useContentBasedDeduplication">True to use content-based de-
duplication.</param>

/// <returns>The ARN of the new topic.</returns>

public async Task<string> CreateTopicWithName(string topicName, bool
useFifoTopic, bool useContentBasedDeduplication)

{
var createTopicRequest = new CreateTopicRequest()
{
Name = topicName,
};

if (useFifoTopic)

{
// Update the name if it is not correct for a FIFO topic.
if (!topicName.EndsWith(".fifo"))
{

createTopicRequest.Name = topicName + ".fifo";
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// Add the attributes from the method parameters.
createTopicRequest.Attributes = new Dictionary<string, string>

{
{ "FifoTopic", "true" }
};
if (useContentBasedDeduplication)
{
createTopicRequest.Attributes.Add("ContentBasedDeduplication",
"true");
}
}

var createResponse = await
_amazonSNSClient.CreateTopicAsync(createTopicRequest);
return createResponse.TopicAzrn;

- BX APl HEHAE L , H2 ¥ Amazon SDK for .NET API 2 CreateTopicH ¥,

C++

EAT Cc++ B SDK

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

//! Create an Amazon Simple Notification Service (Amazon SNS) topic.
i
\param topicName: An Amazon SNS topic name.
\param topicARNResult: String to return the Amazon Resource Name (ARN) for the
topic.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::SNS::createTopic(const Aws::String &topicName,
Aws::String &topicARNResult,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
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Aws: :SNS::SNSClient snsClient(clientConfiguration);

Aws: :SNS: :Model::CreateTopicRequest request;
request.SetName(topicName);

const Aws::SNS::Model::CreateTopicOutcome outcome =
snsClient.CreateTopic(request);

if (outcome.IsSuccess()) {
topicARNResult = outcome.GetResult().GetTopicArn();

std::cout << "Successfully created an Amazon SNS topic " << topicName

<< " with topic ARN '" << topicARNResult

<< "' " << std::endl;
}
else {
std::cerr << "Error creating topic " << topicName << ":" <<
outcome.GetError().GetMessage() << std::endl;
topicARNResult.clear();
}

return outcome.IsSuccess();

- BX API HEHAE L , 2 ¥ Amazon SDK for C++ APl % CreateTopicH #Y.

CLI

Amazon CLI
B#l72 SNS =&

LA create-topic RAIFAIEE N my-topic B SNS &,

aws sns create-topic \
--name my-topic

i

"ResponseMetadata": {
"RequestId": "1469e8d7-1642-564e-b85d-al9b4b341183"
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3,
"TopicArn": "arn:aws:sns:us-west-2:123456789012:my-topic"

BXREZELR , F2W ( Amazon TR ERAFIERM) P Amazon SQS F Amazon
SNS A Ay Amazon TR M.

« BX APIHEHFELR , iFZH@Amazon CLI 555 % CreateTopicH .

Go

FEAT Go V2 # SDK

(@ Note

BEBEZHXREER GitHub, # Amazon R REIFHEEFEKRTERE , 7 EMMH
TIREMIZIT.

// SnsActions encapsulates the Amazon Simple Notification Service (Amazon SNS)
actions

// used in the examples.

type SnsActions struct {

SnsClient *sns.Client

}

// CreateTopic creates an Amazon SNS topic with the specified name. You can
optionally
// specify that the topic is created as a FIFO topic and whether it uses content-
based
// deduplication instead of ID-based deduplication.
func (actor SnsActions) CreateTopic(topicName string, isFifoTopic bool,
contentBasedDeduplication bool) (string, error) {
var topicArn string
topicAttributes := map[string]string{}
if isFifoTopic {
topicAttributes["FifoTopic"] = "true"
}

if contentBasedDeduplication {
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Java

topicAttributes["ContentBasedDeduplication"] = "true"

}

topic, err := actor.SnsClient.CreateTopic(context.TODO(), &sns.CreateTopicInput{
Name : aws.String(topicName),

Attributes: topicAttributes,

)

if err !'= nil {

log.Printf("Couldn't create topic %v. Here's why: %v\n", topicName, err)
} else {
topicArn = *topic.TopicAzrn

}

return topicArn, err

- BX API WEAELE , 1§58 Amazon SDK for Go APl 2% CreateTopicH #,

EATF Java 2.x B9 SDK

(@ Note

BEBEZHXREER GitHub, # Amazon R REIFHEEFEKRTERE , 7 EMMH
TIREMIZIT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sns.SnsClient;

import software.amazon.awssdk.services.sns.model.CreateTopicRequest;
import software.amazon.awssdk.services.sns.model.CreateTopicResponse;
import software.amazon.awssdk.services.sns.model.SnsException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:
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* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html
*/
public class CreateTopic {
public static void main(String[] args) {
final String usage = """

Usage: <topicName>

Where:
topicName - The name of the topic to create (for example,
mytopic).

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String topicName = args[Q];
System.out.println("Creating a topic with name: " + topicName);
SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)
.build();

String arnVal = createSNSTopic(snsClient, topicName);
System.out.println("The topic ARN is" + arnVal);
snsClient.close();

public static String createSNSTopic(SnsClient snsClient, String topicName) {

CreateTopicResponse result;

try {
CreateTopicRequest request = CreateTopicRequest.builder()
.name(topicName)
.build();

result = snsClient.createTopic(request);
return result.topicArn();

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);
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}

return ;

- BX API WFHEE. , EZ 1 Amazon SDK for Java 2.x APl £ CreateTopicH i,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(® Note
EREZMEREE GitHub, # Amazon RIS RPIFMH#EFERTERS , THMMH
TIREMIZIT,

HEEBNERFOEEFRAFES T,

import { SNSClient } from "@aws-sdk/client-sns";

// The AWS Region can be provided here using the ‘region” property. If you leave
it blank

// the SDK will default to the region set in your AWS config.

export const snsClient = new SNSClient({});

S A SDK MEFIRER , RIFEA APl

import { CreateTopicCommand } from "@aws-sdk/client-sns";
import { snsClient } from "../libs/snsClient.js";

/**
* @param {string} topicName - The name of the topic to create.
*/
export const createTopic = async (topicName = "TOPIC_NAME") => {
const response = await snsClient.send(
new CreateTopicCommand({ Name: topicName }),
I

console.log(response);
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//
//
//
//
//
//
//
//
//
//
//

re

{

"$metadata’': {
httpStatusCode: 200,
requestId: '087b8ad2-4593-50c4-a496-d7e90b82cf3e’,
extendedRequestId: undefined,
cfId: undefined,
attempts: 1,
totalRetryDelay: 0

},

TopicArn: 'arn:aws:sns:us-east-1:xxxxxxxxxxxx:TOPIC_NAME'

}

turn response;

- BXEZEER , B2 Amazon SDK for JavaScript FF & A A 15E,
- BX API WiFHEE. , EZ 1 Amazon SDK for JavaScript APl % CreateTopicH Y.

Kotlin

FEAT Kotlin B SDK

(® Note
BB EZMEXER GitHub, £ Amazon KB RHIFHEEPERTE RGN , THOMH
TREMIZTT,

suspend fun createSNSTopic(topicName: String): String {

val request = CreateTopicRequest {
name = topicName

}

SnsClient { region = "us-east-1" }.use { snsClient ->
val result = snsClient.createTopic(request)
return result.topicArn.toString()

}
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PHP

Bx AP HEAER , HSREH CreateTopicT K otlin #9 Amazon SDK API 2%,

ERTF PHP # SDK

® Note

EBEZHKEE GitHub, 1 Amazon R RHIFHEERERTERA , T ENAH

TRENZT,

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**

* Create a Simple Notification Service topics in your AWS account at the

requested region.

*

* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/
guide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
"Name' => $topicname,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
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error_log($e->getMessage());

- EXEZEER , 12 Amazon SDK for PHP FF X A R ¥EM.
- BX API NiEAE LS , ES @ Amazon SDK for PHP APl £ # CreateTopicH i,

Python

& AT Python (Boto3) B9 SDK

® Note
EBEZMXER GitHubo # Amazon AR BIFEEFEFERTREMRG , T MA@
TIREMETT.

class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions."""

def __init_ (self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource

def create_topic(self, name):

Creates a notification topic.

:param name: The name of the topic to create.
:return: The newly created topic.
try:
topic = self.sns_resource.create_topic(Name=name)
logger.info("Created topic %s with ARN %s.", name, topic.arn)
except ClientError:
logger.exception("Couldn't create topic %s.'", name)
raise
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else:
return topic

- BX APl HFAFE LS , HS &R CreateTopicF Python B Amazon SDK (Boto3) APl &

=

Ruby

EH T Ruby B9 SDK

(@ Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHEERERTERA | T ENAH

~—

TRENZT,

# This class demonstrates how to create an Amazon Simple Notification Service

(SNS) topic.

class SNSTopicCreator
# Initializes an SNS client.
#

# Utilizes the default AWS configuration for region and credentials.

def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#

# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false

otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_namel}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.

puts "Error while creating the topic named '#{topic_name}':

false

#{e.message}"
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end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_name = "YourTopicName" # Replace with your topic name
sns_topic_creator = SNSTopicCreator.new

puts "Creating the topic '#{topic_name}'..."
unless sns_topic_creator.create_topic(topic_name)
puts "The topic was not created. Stopping program."
exit 1
end
end

« BXEZELR , H35 Amazon SDK for Ruby FF & A R #5/.
- BX API WEHAEL , 15 Amazon SDK for Ruby APl &% CreateTopicH #Y.

Rust

EA T Rust B9 SDK

(@ Note

EBEZHXREER GitHub, 7 Amazon R REIFHEEFEKRTERE , 7 #EMMH
TIREMIZIT,

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

);

ok(())
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- BX API WFEHAEEL , 155 4&H CreateTopicF Rust B Amazon SDK APl &%,

SAP ABAP

SDK for SAP ABAP

® Note

BB EZHXEER GitHub, £ Amazon KB RHIFEMEEPREXRTERG , 7 HENMHE
TIREMETT.

TRY.
oo_result = lo_sns->createtopic( iv_name = iv_topic_name ). " oo_result
is returned for testing purposes. "
MESSAGE 'SNS topic created' TYPE 'I'.
CATCH /awsl/cx_snstopiclimitexcdex.
MESSAGE 'Unable to create more topics. You have reached the maximum
number of topics allowed.' TYPE 'E'.
ENDTRY.

- BX APIWEAFEELR , S HE M CreateTopicT S AP B9 Amazon SDK ABAP APl £&,

85 Amazon CLI

& ] LAE A Amazon Command Line Interface (Amazon CLI) 812 Amazon SNS &, BXEZ(E
B , % (Amazon CLI s 55 %) M create-topic,

BXWEE Amazon CLI , FS 14 2 Amazon Command Line Interface ? £ {Amazon Command
Line Interface AAF15®) l:F'o

@ Note

BT LA S — NP 9 Amazon SNS & , BEXMERT , BAEEERZETHC
BB LAE [ Amazon Config &2 Fi5RIfXBR. B @ Amazon SNS I%EE TH R R HYE
, B2 Amazon SNS FFHNR , REHZE CE IAM A€,
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Sl 1AM A&

EH IAM 24l &

ERILER 1AM 2F 882 -1 IAM B8 |, ZB R T IHEER Amazon S3 7M. T5RIERY
Amazon SNS B L KRB #F Amazon BRI ELE ¥ 415 B89 Amazon Config IR, =& A% &
A6l IAM B8t , Amazon Config 2 B3 R IZNLENRMMEIZA G,

(® Note

MREEANREAM Amazon BRS Amazon Config ( 130 Sec Amazon urity Hub =% Cont
Amazon rol Tower ) , #HEZBIETHAE , MINBEEREIRENFEAN IAM AE2520|E/
Amazon Config A Amazon Config fR¥5H B &IERR , SAEHE M Amazon RS 4EEE =T
Hi=1T. Amazon Config

f5l7n | IR Cont Amazon rol Tower H— Amazon Config St iFi2El Amazon S3 X R IAM
At INRIETRENEAN IAM BEF R FHNRMERE Amazon Confige BN , & AIEE
F it Amazon EHIEHET.

BXH IAM ABHEZE S Amazon Config , 555 Ident Amazon ity and Access B,

A Amazon RESEIEA/E

1. &3 Amazon Web Services Management Console #3TFF IAM #2&|4& , Wik h https:/
console.aws.amazon.com/iam/,

2. TEIAMEZFHENSHERS K REFEAG K ABRECEARG,
3. XJWFEERUEZME , %£F Amazon RS,

4. EBRMFREBERABH Amazon Config : Config-AI BE . Config-Organizations, Con fig 2% Config-
Conformance Packs, RBEFET—%,

5. EmA. EENGENEL , EEFXENAGHNFARE K RAEERMERE,

ffEA Amazon A AT ES

EfMH S Amazon DK , X EREBHERNE#TEE, BXEZELR |, ESHE Amazon FXTEE
MIBESEEEmHPHNEEEE NI,

BLTRBREERT A2 IAM B,
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NET

Amazon SDK for .NET

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

7R

/17
/17
/17
/17

—

BEMIZ1T.

<summary>

Create a new IAM role.

</summary>

<param name="roleName">The name of the IAM role.</param>

/// <param name="rolePolicyDocument">The name of the IAM policy document

///

///

publ
rolePol

{

for the new role.</param>

<returns>The Amazon Resource Name (ARN) of the role.</returns>
ic async Task<string> CreateRoleAsync(string roleName, string
icyDocument)

var request = new CreateRoleRequest
{
RoleName = roleName,
AssumeRolePolicyDocument = rolePolicyDocument,

};

var response = await _IAMService.CreateRoleAsync(request);
return response.Role.Arn;

- BX API HiFHESE , 12 Amazon SDK for .NET APl $# CreateRole /Y,
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Bash

Amazon CLI £ Bash 4

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
function errecho() {

printf "%s\n" "$*" 1>&2

bedigigigide oo gogidedigigigidediopigogidediiggode i gogiFedigigegifedi g fogiFedigiggifedi g gogiFedigigogifeigigifogiFidigigogiFeigigigigiFidi
# function iam_create_role

#

This function creates an IAM role.

Parameters:
-n role_name -- The name of the IAM role.
-p policy_json -- The assume role policy document.

Returns:
The ARN of the role.
And:

@ - If successful.

1 - If it fails.
bedigigigideidigigogidedigigigodiiogigogidedigiggodeiigigogiFedigigegifedi g fogiFedigiggifediigigogiFedigigogifeigigifigiFidigigogifeigigigigiFidi
function iam_create_role() {
local role_name policy_document response
local option OPTARG # Required to use getopts command in a function.

HOoH F O OH OH O O OB OB O

# bashsupport disable=BP5008
function usage() {
echo "function iam_create_user_access_key"
echo "Creates an AWS Identity and Access Management (IAM) role."
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echo " -n role_name The name of the IAM role."
echo " -p policy_json -- The assume role policy document."
echo mnmn

# Retrieve the calling parameters.
while getopts "n:p:h" option; do
case "${option}" in
n) role_name="${OPTARG}" ;;
p) policy_document="${OPTARG}"

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$role_name" ]]; then

errecho "ERROR: You must provide a role name with the -n parameter."

usage
return 1
fi

if [[ -z "$policy_document" ]]; then

’

errecho "ERROR: You must provide a policy document with the -p parameter."

usage
return 1
fi

response=$(aws iam create-role \
--role-name "$role_name" \

--assume-role-policy-document "$policy_document" \

--output text \
--query Role.Arn)

local error_code=${?}

if [[ $error_code -ne @ ]]; then
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aws_cli_error_log $error_code
errecho "ERROR: AWS reports create-role operation failed.\n$response"
return 1

fi

echo "$response"

return 0

« BXx APl WiFHEER |, H3HAmazon CLI is 55 #£ CreateRole Y,

C++

EHAT C++ B SDK

(® Note
B EZHERXEER GitHub, £ Amazon RIZRGIFHEERERTERG |, 7 #F N
TREMZET

bool AwsDoc: :IAM::createIamRole(
const Aws::String &roleName,
const Aws::String &policy,
const Aws::Client::ClientConfiguration &clientConfig) {
Aws: :IAM::IAMClient client(clientConfig);
Aws: :IAM: :Model: :CreateRoleRequest request;

request.SetRoleName(roleName);
request.SetAssumeRolePolicyDocument(policy);

Aws: :IAM: :Model: :CreateRoleOutcome outcome = client.CreateRole(request);
if (!outcome.IsSuccess()) {
std::cerr << "Error creating role. " <<
outcome.GetError().GetMessage() << std::endl;
}
else {
const Aws::IAM::Model::Role iamRole = outcome.GetResult().GetRole();
std::cout << "Created role " << iamRole.GetRoleName() << "\n";
std::cout << "ID: " << iamRole.GetRoleId() << "\n";
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std::cout << "ARN: " << iamRole.GetArn() << std::endl;
}

return outcome.IsSuccess();

« X API W FAEE. |, iES % Amazon SDK for C++ APl 2ZCreateRole i,

CLI
Amazon CLI
R~ Bl IAM AR
LT create-role i BIE—NEH Test-Role KA @I HH MEERE.

aws iam create-role \
--role-name Test-Role \
--assume-role-policy-document file://Test-Role-Trust-Policy.json

L7l
{
"Role": {
"AssumeRolePolicyDocument": "<URL-encoded-JSON>",
"RoleId": "AKIAIOSFODNN7EXAMPLE",
"CreateDate": "2013-06-07T20:43:32.821Z",
"RoleName": "Test-Role",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:role/Test-Role"
}
}

EERBETE Test-Role-Trust-Policy.json XHHENH JSON X, ( XHBNTEBREEE
Yo ) EERBLTIEE XM,

R MEIAE |, FFEA put-role-policy %,
EXEZEER , E5 (Amazon IAM BFERE)Y vAIE IAM A6,

w2 plZEREERKSFFENEN IAM A6
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LA create-role i S FBIE — 1L N Test-Role AR , AR KA FERHEMEHIZER
7200 ® (2 /pET)

aws iam create-role \
--role-name Test-Role \

--assume-role-policy-document file://Test-Role-Trust-Policy.json \
--max-session-duration 7200

B
{
"Role": {
"Path": "/",
"RoleName": "Test-Role",
"RoleId": "AKIAIOSFODNN7EXAMPLE",
"Arn": "arn:aws:iam::12345678012:role/Test-Role",
"CreateDate": "2023-05-24T23:50:25+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::12345678012:ro0t"
1,
"Action": "sts:AssumeRole"
}
]
}
}
}
BEXEZER , 2 | Amazon AM AAFEEFHNIESRACRKSERENE (Amazon
API),

T~ 3 R ERSH IAM B8

UTamHeEHFEIREN IAM B8 Test-Role, RHBIFEAHFELT JSON BAFZH --

tags ZBIRE :

"Location",

"{"Key": "Department", "Value": "Accounting"}' '{"Key":
"Value": "Seattle"}'. ¥ , --tags REAESHERANWITE—ERE

H : 'Key=Department,Value=Accounting Key=Location,Value=Seattle',
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aws iam create-role \
--role-name Test-Role \
--assume-role-policy-document file://Test-Role-Trust-Policy.json \
--tags '{"Key": "Department", "Value": "Accounting"}' '{"Key": "Location",
"Value": "Seattle"}'

M
{
"Role": {
"Path": "/",
"RoleName": "Test-Role",
"RoleId": "AKIAIOSFODNN7EXAMPLE",
"Arn": "arn:aws:iam::123456789012:role/Test-Role",
"CreateDate": "2023-05-25T723:29:41+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
1,
"Action": "sts:AssumeRole"
}
]
1,
"Tags": [
{
"Key": "Department",
"Value": "Accounting"
b
{
"Key": "Location",
"Value": "Seattle"
}
]
}
}

BREZER , 52K (Amazon IAM A ERE) HiVFRE IAM A&,
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« BXx APl NiFHEER |, 5 Amazon CLI is 53 CreateRoleH #Y,

Go

ERTF Go V2 ® SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

// RoleWrapper encapsulates AWS Identity and Access Management (IAM) role actions
// used in the examples.
// It contains an IAM service client that is used to perform role actions.
type RoleWrapper struct {
IamClient *iam.Client

}

// CreateRole creates a role that trusts a specified user. The trusted user can
assume
// the role to acquire its permissions.
// PolicyDocument shows how to work with a policy document as a data structure
and
// serialize it to JSON by using Go's JSON marshaler.
func (wrapper RoleWrapper) CreateRole(roleName string, trustedUserArn string)
(*types.Role, error) {
var role *types.Role
trustPolicy := PolicyDocument{
Version: "2012-10-17",
Statement: [JPolicyStatement{{
Effect: "Allow",
Principal: map[string]string{"AWS": trustedUserArn},
Action: [J]string{"sts:AssumeRole"},

13,

}
policyBytes, err := json.Marshal(trustPolicy)
if err !'= nil {
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log.Printf("Couldn't create trust policy for %v. Here's why: %v\n",
trustedUserArn, err)

return nil, err

}

result, err := wrapper.IamClient.CreateRole(context.TODO(),
&iam.CreateRolelInput{

AssumeRolePolicyDocument: aws.String(string(policyBytes)),
RoleName: aws.String(roleName),

)
if err != nil {

log.Printf("Couldn't create role %v. Here's why: %v\n", roleName, err)
} else {

role = result.Role

}

return role, err

. Bx API NiF4{ELR |, 535 Amazon SDK for Go APl 2 # CreateRole /Y,

Java

SERAT Java 2.x B9 SDK

(® Note
BB EZHERXEER GitHub, £ Amazon RIZRGIFMEERERTE RG] |, 7 # Nt
TREMZETT,

import org.json.simple.JSONObject;

import org.json.simple.parser.JSONParser;

import software.amazon.awssdk.services.iam.model.CreateRoleRequest;
import software.amazon.awssdk.services.iam.model.CreateRoleResponse;
import software.amazon.awssdk.services.iam.model.IamException;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.iam.IamClient;

import java.io.FileReader;

/*

& This example requires a trust policy document. For more information, see:

TR 69


https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/iam#Client.CreateRole
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/iam#readme

Amazon Config FERARER

& https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-

roles/
*

*

* In addition, set up your development environment, including your credentials.
*

* For information, see this documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class CreateRole {
public static void main(String[] args) throws Exception {
final String usage = """
Usage:
<rolename> <filelLocation>\s

Where:
rolename - The name of the role to create.\s
fileLocation - The location of the JSON document that
represents the trust policy.\s

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String rolename = args[0];
String filelocation = args[1];
Region region = Region.AWS_GLOBAL;
IamClient iam = IamClient.builder()
.region(region)
.build();

String result = createIAMRole(iam, rolename, filelLocation);
System.out.println("Successfully created user: " + result);
iam.close();

public static String createIAMRole(IamClient iam, String rolename, String
fileLocation) throws Exception {
try {
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JSONObject jsonObject = (JSONObject)

readJsonSimpleDemo(fileLocation);

CreateRoleRequest request = CreateRoleRequest.builder()
.roleName(rolename)
.assumeRolePolicyDocument(jsonObject.toJSONString())
.description("Created using the AWS SDK for Java")
.build();

CreateRoleResponse response = iam.createRole(request);
System.out.println("The ARN of the role is " +
response.role().arn());

} catch (IamException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

public static Object readJsonSimpleDemo(String filename) throws Exception {

FileReader reader = new FileReader(filename);
JSONParser jsonParser = new JSONParser();
return jsonParser.parse(reader);

- BXx API Wi#4HEER , 25 Amazon SDK for Java 2.x APl £ CreateRole ¥ #,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(® Note
EEEZHXEE GitHub, £ Amazon KB REIIFEEPERTERE |, T EM A
TREBEMZETT,
BIE/E,

import { CreateRoleCommand, IAMClient } from "Eaws-sdk/client-iam";
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FRARER

const client = new IAMClient({});

/**
*
* @param {string} roleName
*/
export const createRole = (roleName) => {
const command = new CreateRoleCommand({
AssumeRolePolicyDocument: JSON.stringify({
Version: "2012-10-17",
Statement: [
{
Effect: "Allow",
Principal: {
Service: "lambda.amazonaws.com",
},
Action: "sts:AssumeRole",
},
1,
b,
RoleName: roleName,

1)

return client.send(command);

};

« BX API Hi¥4E S |, 12 Amazon SDK for JavaScript APl $# CreateRole 1 #Y,

PHP

EAT PHP B9 SDK

® Note

EBEZHKXEE GitHub, 1 Amazon I RHIFEERERTERA , TN

TRENZT,

$uuid = uniqid();
$service = new IAMService();
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$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn'II\"},
\"Action\": \"sts:AssumeRole\"
1]
3
$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']1}\n";

/**
* @param string $roleName
* @param string $rolePolicyDocument
* @return array
* @throws AwsException
*/
public function createRole(string $roleName, string $rolePolicyDocument)
{
$result = $this->customWaiter(function () use ($roleName,
$rolePolicyDocument) {
return $this->iamClient->createRole([
'AssumeRolePolicyDocument' => $rolePolicyDocument,
'RoleName' => $roleName,
1);
18

return $result['Role'];

« Bx API WiF4ELR |, 525 Amazon SDK for PHP APl 2% CreateRole Y,
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Python

& A F Python (Boto3) #J SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

def create_role(role_name, allowed_services):

Creates a role that lets a list of specified services assume the role.

:param role_name: The name of the role.
:param allowed_services: The services that can assume the role.
:return: The newly created role.
trust_policy = {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {"Service": service},
"Action": "sts:AssumeRole",
}
for service in allowed_services
1,
}
try:

role = iam.create_role(
RoleName=role_name, AssumeRolePolicyDocument=json.dumps(trust_policy)
)
logger.info("Created role %s.", role.name)
except ClientError:
logger.exception("Couldn't create role %s.", role_name)
raise
else:
return role
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- BXx API HiF4E R , 5SS &M CreateRoleF Python #J Amazon SDK (Boto3) APl &,

Ruby

EHA T Ruby B9 SDK

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE , T ENAH

TRENZT,

# Creates a role and attaches policies to it.
#
# @param role_name [String] The name of the role.
# @param assume_role_policy_document [Hash] The trust relationship policy
document.
# @param policy_arns [Array<String>] The ARNs of the policies to attach.
# @return [String, nil] The ARN of the new role if successful, or nil if an
error occurred.
def create_role(role_name, assume_role_policy_document, policy_arns)
response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json

)

role_arn = response.role.arn

policy_arns.each do |policy_arn]
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)

end

role_arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating role: #{e.messagel}")
nil

end
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- BXx API 4S8 , 52 ¥ Amazon SDK for Ruby API & # CreateRole Y,

Rust

&EATF Rust B9 SDK

(® Note
EBEZMEREE GitHub, # Amazon KB RHIFHEFERTERS , THMMH
TIREMIZT,.

pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

1Y

Ok(response.role.unwrap())

« BXx APl WiFHEER , BF3HE M CreateRoleT Rust B9 Amazon SDK APl &#,
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Swift

SDK for Swift

® Note
IX R K MR SDK K TR 10 3 A, Z< SCRSFERY AT BE B oK

® Note
BEEZHEXEER GitHub, £ Amazon KB REIFHERERTERG , T FMMAH
TIREMNIZTT.

public func createRole(name: String, policyDocument: String) async throws ->
String {
let input = CreateRoleInput(
assumeRolePolicyDocument: policyDocument,
roleName: name

)
do {
let output = try await client.createRole(input: input)
guard let role = output.role else {
throw ServiceHandlerError.noSuchRole
}
guard let id = role.roleld else {
throw ServiceHandlerError.noSuchRole
}
return id
} catch {
throw error
}

. tNETH API WiFHEER |, BHSFEMCreateRole T S wift B9 Amazon SDK AP| &,
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f£ A Amazon CLI

#& 8 T LAE A Amazon Command Line Interface (Amazon CLI) 812 IAM &€, BXEZEE | S
5 {Amazon CLI a5 55%) M create-role, R , & LA A attach-role-policy i 7 1 SR B Kt N Z
ZAB,

BXxWEE Amazon CLI , FZ 1+ 4 &2 Amazon Command Line Interface ? £ {Amazon Command
Line Interface AF /) F.

Amazon Config M Amazon CLI

(® Note

F£i& & Amazon Config Z B Amazon CLI , BFER|IE —/ S3 M. —> SNS B M —
N EREEN IAM ARERKREH. ARG, BALUEER Amazon CLI AIEEEF#ER. =B
A Amazon Config. Ei&EM L REZ M Amazon Config , ISR LR E M

ZE M Amazon Config FF# Amazon CLI , i& £ A put-configuration-recorderput-delivery-channel,
Mstart-configuration-recorder@i ¥ , MR :

 put-configuration-recorder i A RIEFNEEIZRFUIEREEENRREE.
« put-delivery-channel F S AIRIEZERMBENR , FHREFEAME S3 F#HMA SNS =&,

- BIEBEHEESS , start-configuration-recorder FARRRFERBNFREE , BULUESL
B Amazon IkF AR EEIIXLEE,

® Note
I~ PR Amazon RS ARER —MNE B L RN —MEABEE.

BA LB EID R B MU R ELE 12 %2518 Amazon Config MR IAM A& Amazon BIRE R
(ARN), Amazon Config 8|ZE EidFKEFN B2 “BRiN HEH. BEICRSIECER , T8
REHEN,. EEARBICRBNEYN , BLTBRZEEICRSE , AEFEAFTEMAUR—MEEIZR
2o

EfFIRE Amazon Config ZkF 2 X IEER S Amazon CLI , SR Amazon o w5 THREIE
BER S, BAMANEBLRKEED B NEN Amazon K RSN X1E 622 #I0A E & 18 &85,
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B3

 put-configuration-recorder

 put-delivery-channel

« start-configuration-recorder

put-configuration-recorder

&M put-configuration-recorder P MELTFUT R,

$ aws configservice put-configuration-recorder \
--configuration-recorder file://configurationRecorder.json \
--recording-group file://recordingGroup.json

&S EM--configuration-recorder M- --recording-groupF &,

(® Note

KA FBLE 1S TR

--recording-group FERIEEEICFRMPLFRER,
#Z--configuration-recorderFEiEEnameFroleArn A K B & 10 K E5HY BN R H 5 FE
(recordingMode), EAUFEANFEKRBRISERREEWIZFME,

iBR4

put-configuration-recorder 1 --recording-group Z¥{EA LA TIEDN :

 allSupported=true— Amazon Config e RFIEXFNRRLXENEEER , T2ELIK IAM &
FER, Amazon Config RINXFHEFREEMWZIFE , Amazon Config 2 B FRIEFKIZEKBEP R
Mo

 includeGlobalResourceTypes=true - [tk —MEHSI , {CEATL2BE IAM BIRFEH .
IAM AP, d, AENEFEEARE, XL IAM RIFRXBIGEE 2022 F 2 AZRIATHN
Amazon Config X13 Amazon Config F# {Ti2%. 2022 & 2 A Amazon Config 2f5 , BT EEX
FHXEHPIZRLIK IAM BRER, TEEFREH IAM BREEREHXFIIXRFTEUATXE
- TAR#X (BENE)
« WA#KX (BRE)
- MEXAD (FARME)
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KM ( FBEEST )
RN ( 7ER 1 )
« &5 (%X )
« R (FIEREE )

/A Important

Aurora £ REHIEREME 2B ANXEF

AWS: :RDS: :GlobalCluster®REE G RE R A E I RKEFNATEXEF Amazon
Config X1 , BIfFi%

EincludeGlobalResourceTypesHfalse, includeGlobalResourceTypes iEUi2
— MRS, EAT IAM AR, 4. AeNErEE AR,
MBLREEFRE S B ANXEFIZS AWS: :RDS: :GlobalCluster , HFEAU TiEREK

B&Z— :
1. BRI E HBIFARRAOBREE | HEBRIBRSN (EXCLUSION_BY_RESOURCE_TYPES) ,
%

2. IBFRBFERRIRFE (INCLUSION_BY_RESOURCE_TYPES),

/A Important

includeGlobalResource3 & FHEBR 10 F K BE
ZincludeGlobalResourceTypesFEBRIFEXCLUSION_BY_RESOURCE_TYPES KB
RBEEE, XEKRE , HiRE
HexclusionByResourceTypeshtincludeGlobalResourceTypes , £3k IAM &IRE
H(IAMAFR., B4, AENEFRRERE ) T2BaRMAHERRIT, false
ZincludeGlobalResourceTypesFE REEMA T1&RiZA11Supported=E , BRiZ
FERHOMIARERIDREREIK IAM BIRERE ZA11Supported AW AT B Z RIS RIRKEE
WEEER, BEERENFALLSupportedBFELF/ IAM BiREE true , TRRME
EincludeGlobalResourceTypesHtrue,
EHERREXCLUSION_BY_RESOURCE_TYPESKHIKBEM £ IR IAM RIFRE | BEEFIHH
HiAMEWresourceTypesFEBHexclusionByResourceTypes,
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® Note
DIEF ER R Al I F B
f# includeGlobalResourceTypes iREN true Z#l , EEM allSupported FEiZ
B true,
A LAfF RecordingStrategy MY useOnly FZERIRE R
ALL_SUPPORTED_RESOURCE_TYPES,

(@ Note
BETFTER
MRIEENFERPIREincludeGlobalResourceTypesHfalselBFH T2/ IAM &
SR A RecordingGroup , M L& R A Amazon Config ffiZresourceTypesFERIREB N
false , HRIEFRXEEERFRENWEEE R, includeGlobalResourceTypes
WREFREFRNLE IAM BRER (IAM AP, 4, AENEFEERER ) WEE
B, AR TN includeGlobalResourceTypes FERIRE N false 25 , Y17
resourceTypes FERHIHXLERNA,

recordingStrategy - IEEE B 12 KM ICK KM, recordingGroup.json XHIEET

Amazon Config 12 FH FIREH

- MREFHuseOnlyFEi&ERecordingStrategyJALL_SUPPORTED_RESOURCE_TYPES , £
Amazon Config IERFIE XN R REENBEEER , TBELIK IAM BIRER, AL
RecordingGroup KY allSupported FEHIREN true, Amazon Config X #ERERN X
¥J5 , Amazon Config 2 BEIFRIEKIZEEHN AR,

- MEFAuseOnlyFEi&ERecordingStrategyd INCLUSION_BY_RESOURCE_TYPES , MJX
Amazon Config id k&£ resourceTypesFERHIEER FIREX B E &= KRecordingGroup.

« MREFHuseOnlyFEi&ERecordingStrategy I EXCLUSION_BY_RESOURCE_TYPES , i<
Amazon Config iIERFIEXIFN R REENBEEE N , BERIEEEHREresourceTypesFE&F
18 F M R IR B BRI\ ExclusionByResourceTypese

(® Note
BIEF BT IET R
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LI --recording-group B allSupported FERIRE N true

B} , recordingStrateqy FERE %M,

LIRTE --recording-group M resourceTypes FERFFIHRRXH

B} , recordingStrateqy FERE %M,

WMRIEAE exclusionByResourceTypes MY resourceTypes FERHHIE TEMNIERKFHE
MEERER  recordingStrategy FERAMIEFE,

(® Note
BEFR
R B 18 R R BEIEIR EXCLUSION_BY_RESOURCE_TYPES , M
exclusionByResourceTypes FENBZIBERFHEME M,
flan | BNEESEFF includeGlobalResourceTypes iR &N false , £/ IAM &RFEH
T EIERELET A |, BRIEXLFREEE exclusionByResourceTypes By
resourceTypes FE 4% B8 #8519 HEBRI

(® Note
2R FREBFEFRBERRICS TR
RIAMBRT , MRFIEFEXCLUSION_BY_RESOURCE_TYPESRHIFKEE , NERBEEIZ
KEFM XA Amazon Config RIINFRFRE ( BHEL2RBREE ) EF , 283
Amazon Config FFIR 12 FIZK B E IR
BRIE4E B 5 HEBRIA , BMAWS: :RDS: :GlobalClusterFHE S AEBICREBNFTES X
¥ Amazon Config X3/ B 3118 %,
IAM B, B4, AENEFRERBYCRERREREIZRSNXE (MRZXEE
2022 £ 2 A28AA ). Amazon Config 2022 & 2 A Amazon Config /& , BEEEX
BFHXFPIZRLK IAM BRIFRXRE, TEIERLH IAM BREBWXFHIXRPIESUTX
& -

. AWK (BERE)
. AWK (BRAE)

. MEAFEE (RRME )
. WM ( BEHES )

. WM (R )
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- el (BhEX)
o %K (FEREE )

LA RHIE R recordingGroup. json BIiERIEE :

"allSupported": boolean,
"exclusionByResourceTypes": {
"resourceTypes": [ Comma-separated list of resource types to exclude ]

}I

"includeGlobalResourceTypes": boolean,
"recordingStrategy": {
"useOnly": "Recording strategy for the configuration recorder"

}I

"resourceTypes": [ Comma-separated list of resource types to include]

® Note

% HI1E7E Amazon Config A&

MREE AR A Amazon Config Amazon Security Hub 5228 Amazon A&R% Amazon
Control Tower , # BE2£ 81 T Amazon Config B& , ERREE! %E‘Hﬁﬁﬁﬂ’] IAM B &
528128 Amazon Config &t Amazon Config RiFHEBENRIENR. BATUX M T RE
fEH M Amazon FRSFHALEIEMHIZ1T,.

flgn | 205 Amazon Control Tower 38 2 Amazon Config 2HIE 5 i#h 8] 2 12 4% BR S5
(Amazon S3) Service K IAM A€ |, FRRTRENEAN IAM BEF R FHNRME
E. Amazon Config& Nl , B &ES T Amazon Control Tower BEHF R, BXH IAM A
B E 2152 Amazon Config , 2 R5ER F Ident ity and Access Managem en Amazon
Config to

® Note

Amazon Config WTE}T\?&%

SEREN/LNNAMEL BRI EE S, E£4H Amazon Config iLXMWHRI—MNAF | &
W = & 3h B AT i E?ﬂtﬁ‘%l—er EFEAF , Amazon Config 31 &K /= A #21%E$E Amazon
Config EidZRH A R IFE#HITIEM,
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MBBZITHRIGE THEAE , NATESEFEESNEM , Amazon Config BREBIERTE
B2 A BRIX e B BRRA R BB E . et TERE RIS FEREESENMEZFZITH
ITERR. RHIEE Amazon Elastic Compute Cloud (Amazon EC2) ZM &3], Amazon
EMR £%# Amazon Auto Scaling. R &858 & Rz TR TR M S BUEsIE M , N
AR IK P RIETIX SR B TEAR , BT Amazon Config < , bR & 18 hn e
= 10 M F 1,

(® Note

X i3 7] Al 1%

E¥EE Amazon Config ZERRFRWFRERB 28] , FREZXEAAMINTHWERESE , XU
BEERIZEMN Amazon X R B XFIZRIREE Amazon Confige MREDE —PMXE X
ErRRER | NEFERRENXETZFIEENRIRER Amazon Config , B A LA
¥ FTE Amazon XA 3 A1z & RERAIEFK Amazon Confige Amazon Config

(A

put-configuration-recorder /A --configuration-recorder MU T FE :

* name— BLEBiZFZEM B . Amazon Config BIEE B2 Z2 B2 E “BRIN” B,
« roleARN— HEL Eid FEFEF Amazon Config MEAH IAM A Amazon FIRAF (ARN),

« recordingMode— EEMA FieRKEEE XM Amazon Config BRIAFZFISHZE, Amazon Config X
BFEEFZFNS AR, EERERAULLESAREREENNELICRER. FABARER , &%
WEIRFIT X 24 PR FRNRIRSHEED (Cl) , FIRREE5ZAIEEKHN Cl FE,

 recordingFrequency— Amazon Config A F 10 Bl & F A BRI FFISAE,

® Note

Amazon Firewall Manager &k #i T4 F KGR EN TR, MREFEARR Firewall
Manager , BRI FKMRIRE RN FLE",

« recordingModeOverrides - Kk FBRAFENIEFKENIEEERS. ER—
recordingModeOverride M R# A, recordingModeOverrides BHEFHEN
recordingModeOverride M R#FHA=NFERAK :

« description - ZBHEBZIRENIER,
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« recordingFrequency - R ATEZFEENERREENIZRME,

- resourceTypes— B2 EMFIR , A TIEEEE® Amazon Config B2 ML RIREE,

® Note
MIEF R AL FER
put-configuration-recorder B recordingMode FERE kM, BIAVERT , BEIC
REFMIC FINBHIRE N IELID R,

® Note

BR 51
UTRREREFZHERIER !

* AWS::Config: :ResourceCompliance
* AWS::Config::ConformancePackCompliance

* AWS::Config::ConfigurationRecorder

FFIEFZAA LT MARRZIFHNERER (ALL_SUPPORTED_RESOURCE_TYPES) iB XK |
XERRRBFEENELIDRE

#ZconfigurationRecorder. jsonX g EnameFroleArn A K BL & i R EF A BRIA R HIIME
(recordingMode), EALUFERALFEKRBER/FERFRENIZFME,

{

"name": "default",
"roleARN": "arn:aws:iam::123456789012:role/config-role",
"recordingMode": {
"recordingFrequency": CONTINUOUS or DAILY,
"recordingModeOverrides": [

{

"description": "Description you provide for the override",
"recordingFrequency": CONTINUOUS or DAILY,
"resourceTypes": [ Comma-separated list of resource types to include in the

override ]

}
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]
}
}

put-delivery-channel

EgEEHBE , BEMFEA put-delivery-channel W%,

$ aws configservice put-delivery-channel --delivery-channel file://deliveryChannel.json

deliveryChannel.json X#1EE 7 2 fiBER .

{
"name": "default",
"s3BucketName": "config-bucket-123456789012",
"snsTopicARN": "arn:aws:sns:us-east-2:123456789012:config-topic",
"configSnapshotDeliveryProperties": {
"deliveryFrequency": "Twelve_Hours"
}
}

WRONEETATEM :
* name - FRIBENER. BMIAMBERT , 2B Amazon Config 2 EidefaultSEFH R TR

=8

BT EER put delivery-channel S EHZEBENEHR. AXEREVHNISR , B &
mRERBE,

* s3BucketName— AF Amazon Config {2 ftEL & R B M EL & 7 £ e R4 S3 FEFEIN B 7o

MRBIEENEEBET S — Amazon 1K/, 1%?%1‘%%@5!%&%1}?@1‘25&[3’]%&1% Amazon
Configo BEXEZEE , S RAmazon Config &I RIEM Amazon S3 F#E IR,

+ snsTopicARN— Amazon SNS FEH I i 3R E # (ARN) , AT RiEHFXEE Amazon Config
BB A,

MRENEMKF PEFE—NET |, NZFTLMEERFIHRINRAKE Amazon Confige BX
E%EER | 25 Amazon SNS EBHIIER,

« configSnapshotDeliveryProperties— @&deliveryFrequencyE# , ZEMHA TIREE
EREBM Amazon Config R,
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start-configuration-recorder

EERFH B Amazon Config , EfEfstart-configuration-recorder®f,

$ aws configservice start-configuration-recorder --configuration-recorder-
name configRecorderName

¥ 1iF Amazon Config & 2R Ih/3 31 Amazon CLI

B3I/ Amazon Config , ] LAfEA Amazon CLI Gs SR ERE Amazon Config EEZTUR RS
Amazon Config ESIRE BiCFREEMEERE, EHBATLAFEIA Amazon Config EF AR EIEE HFH
RIEBIRIRE

B%

- RERBEAESHBEE

- RERBCDUEREIIRSE

- BREEA Amazon Config B FF A F &l

RERRCUEEZREE

f£H describe-delivery-channels i TRERBEEE Amazon S3 Z#E#F Amazon SNS £
i

$ aws configservice describe-delivery-channels

{
"DeliveryChannels": [
{
"snsTopicARN": "arn:aws:sns:us-west-2:0123456789012:my-config-topic",
"name": "my-delivery-channel",
"s3BucketName": "my-config-bucket"
}
]
}

LEER CLI, RS API M A AT EOREZNRFREEREERMN , Amazon Config 28
HPEBEF “ default,
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RERGCDEEEIZRES

£/ describe-configuration-recorders et

B2
=ERERAIAM AR, EXEZEER , HSHUE AV A6

BEOEEEIIR:R , AR ZEEICKS

$ aws configservice describe-configuration-recorders

{
"ConfigurationRecorders": [
{
"roleARN": "arn:aws:iam::012345678912:r0le/myConfigRole",
"name": "default"
}
]
}

K& R Amazon Config B FF i85l

ffAdescribe-configuration-recorder-status@m SR ER?E Amazon Config BF A2 FIE

I P R ILA R X Amazon HIRNEE, IERVEERXERIEENZREEE,

$ aws configservice describe-configuration-recorder-status

{

"ConfigurationRecordersStatus": [

{

"name": "default",

"lastStatus": "SUCCESS",
"lastStopTime": 1414511624.914,
"lastStartTime": 1414708460.276,
"recording": true,
"lastStatusChangeTime": 1414816537.148,
"lastErrorMessage": "NA",
"lastErrorCode": "400"

recording FBHME true ATHWIAERECRB[EFRIERENAMERENEE. Amazon Config
KA UTC #ARIZRKAH, @WHERA Unix BEE,

BXMAERKSFHRERRUAR T RAREBNES  HSHEE Amazon HRREMNFLIE
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