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Amazon SDK 1T E&Zi5m

% SDK MITEBIHERITASEHRAEERAZE - LEA IR
FEEIEAEXUTHENER

s BE - fEARLZERNCconfig, credentialsMHRIMREEEREESRH Amazon SDK T E,

o BHRWIERTE - £/ Amazon Web Servicesi#t {TH &5 , BESLHN KRBT EZNMAFER
Amazon # 1T &3 RIUER .

- RBESE -FETATEHRIEINEENHELIRENSE,

« Amazon BRI R % (CRT) FE — JLFFIE SDK AKX = Amazon BAETI RS (CRT)
B

« Amazon SDK M1 T E4H# KBz Amazon R F AT EA (SDK) T E ( BIER ) MYIERH
(10T) SDK ) Bz B B 5 41 361 101 ) 4 37 58 e M Ry A< 422 361

X Amazon SDK MITESZEMETERNERTEA SDK MITENERE, BRELRENEMESR
S, ERERGEEERN SDK R TENIEREM, ATRE SDKMNIE  HPaaFEmPHEX
MEES

MREEREFEA TIEEEPEEEXNELE
- M SDKRITE Amazon SDK #1 T B 4 R #%
» Amazon Cloud Development Kit (Amazon BE
CDK) FF & A R $5E O
& 'LE =]
« Amazon Serverless Application Model 7F & A =
AiEFE Amazon SDK H T E 4 KB

« Amazon Toolkit for Eclipse F FF 1§
« Amazon Toolkit for JetBrains 5/
« Amazon Toolkit for Visual Studio A5

« Amazon Toolkit for Visual Studio Code A/
iEF

i
[t

« Amazon Command Line Interface A5
« Amazon SDK for C++ FF X A G ¥/
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https://docs.amazonaws.cn/toolkit-for-vscode/latest/userguide/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/

Amazon AT EGHNIE

et

MBHRIEEMFER :

Amazon SDK for Go FF X A R igF

Amazon SDK for Java F & A R ¥5RE
Amazon SDK for JavaScript F X A R $6&
Amazon SDK for Kotlin

Amazon SDK for NET F X A RERE
Amazon SDK for PHP FF A A A1

& F Python (Boto3) B Amazon SDK Al

Amazon SDK for Ruby JF X A R 1§58
Amazon SDK for Rust
Amazon SDK for Swift

Amazon Tools for Windows PowerShell A F

HE

FRAREIR

Amazon CodeWhisperer —HE FH2E%Y (ML) RS , eRBEBAEIBRURERRNF RHE
(IDE ) PRI RBERRBEN , NTHBIREFEAAGHITERR, BEMATHIISHLEESHN

IDE , LA S0{Rl5E AR 6 B T 58

RiEr P EEMXE A
S50 UE R 17 7]

RESE

Amazon BRAE{TIN RS (CRT) FE

Amazon SDK 1 T E 43 5K HE

, i3 ® Amazon CodeWhisperer,

FRARBEIR
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[

{5 Amazon SDK fE At Amazon FF X A& TE ( 5l# Amazon Command Line Interface (Amazon
CLl)) , A LLE Amazon RS API #1TRE, BER , EZHMTILRMAEZR , XAFERAHNITERD
BEMENFEEKEE SDK I E,

XEFEEEEUTEM

« H5 APIHNERAFHEIEEE. FIEATINEE Amazon fRFEFAHEER. Amazon FEALLEERE
BINEWE R , HAUUR RS ZHXWNREKE, RE , © U UBRE R FERITELIRE,

- HiEEFMES AT Amazon CLI 5 SDK ZIMAIAEBE R, IFiFREZEBMALL ( K% S HA
Amazon [REm R ) SR a4 #E 2 = 8 R R o

B SDKHTEHXZFZIKR , BUUAEAXERBEREHRFENFZIUENREFS . BLEXRERZE
SDK ST EfIMBHY , BU4MSFZT A SDK Y4 |, 48 7 B aEIER %75 %

BR , KZH Amazon SDK MITEHBXFRAW I ETERR (BRTRBES ) NERRE

« HEH Amazon BLEBFEIEXH - HEZEM configXHMcredentialsXH 2N Amazon SDK =
TEREESHRINEENRERAAR. FAXEXHEHENIENNARFITUERNIRE,
HEXH config M credentials FRESHBENEEXHHEXE, FAZNMNEREXH , &
ALBIETENREREANATARENG R, HEEA Amazon TERAWSHERA SDK i
A Amazon API Bt , IEEEA T ZRIENEEXHUREERE, HF —MIEXHFIEERN
default BEXH , YERABEEECANEEX SN  FEIFEAKEEXXH. KSEEETP
BRTEITUEEEXEXHPHNRE.

« NIRTE - FERBEUTUFFEERERENIREEFR, RE-XREE-HLERNHRELE
BREEEFNSITHNERNEL , TUREZ X EREITHTME K.

b &R 2 P Y HAth 7R

« HZ X config M credentials WLE
HEconfigX#rH#Mcredential s3H
- METETH

&R R B H At 3



Amazon BHHF X ITEBMIE SEEmE
HZ=config ¥ Mcredentials X

H#=Z Amazon configX#flcredentialsXH a3 —HEEXH. BEXH R —HEEE , TUE
AEBREXHEHMN SDKITEF S| AXEE, BREEMMBIEEXST , SMEEER ZEEXHNE
B SDK/ TEMRLSHE, XEXHR ‘#HE' M , EAXEELANAF R REFNEANARRE. &
25 SDK £,

BE  JfEHRZEcredential s HENFMELRTUKRER X ZconfigXHH, Rzl
R ; RegfEcredentialsXHFHRRE/LMEE. B2 , FARERESEK , BRMNBWEELM
McredentialsXHHREFFEHEE , HlNFRIZEE ID MZFH, X, WEMXE , BAUREN
X AR R IR BR

HEZconfig#HMcredentialsXYHRA XA |, NEE ASCIl ZF (UTF-8 w3 ) » BIIX
AEEHN INI XHHER,

BLiE XA

HEX M config M credentials FHNRESHEMNEENHAXEK. EASNMERENXH , B
IEFENREREUNAT RN R,

MBEREEREND S [default] BEXH , NZEEXHE2EH SDK A TEREEANE. Bt
AR RMMEENY B NREVABESI AXEREX . SIMNEREXHTUEETEMNIKR
B4,

[default]RR— M RGBENEEN . WEEXHFZAAGE Ndefault , RENMRAFREE
BLEX M , e’ SDK EANMRIAELEX . EFNEMEEXAHREMENIKINME, Flam , mRE
#HldefaultIMEXHHRETRLEE , EREREEENHHIHRTRE , NWEEARAEREXHF
T2REZE,

( Wik ) IREEBE I EH SDK KB Amazon CLI i EANGREEN M. HE , BUUERNE
2 AWS_PROFILE RIEEEEFANEEXHIRE.,

Linux/macOS B ST REFREZEN T
export AWS_PROFILE="my_default_profile_name";
Windows B G TR ENET BN RH

setx AWS_PROFILE "my_default_profile_name"

HEconfigX#HMcredentials X 4


https://wikipedia.org/wiki/INI_file
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BB AR

config XHFBAAENTH, TRE-IRHENREES , ©-EFEINBEIE M TELTHI,

config XHREMUTHEAB AR

. WOFMFEREYRA setting-name=value B—&F R,
- ABLBEUAHSFH (#) FLKEFET.
%

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESHNE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTHK () , BFEEAZER.

KA : profile
TEMITRE : [profile dev]

profileTEN{TGHA T AIUEREZRFNANKES A, [default]RE—FFEEprofile TR
RHNEEX . EEFHE THGEEEXH , FSRIEX TEREEXHNED

THHWRBANE—NE [default] BBEXHHER config X, BIRE TregioniRE,

[default]
#Full line comment, this text is ignored.
region = us-east-2

LTRRBIERT FBprofileENTWconfig¥, ENEEXHFERARRFprofile GRE—F
Mo ITZENABIRE , BEREES M EXHL , HYTEETEREX 4+,

[profile developers]
...settings...

HERBERACHBREFRES , SIMUTRAFHN s3 REMFIRE, BIRH - NS P ERHT
RESHMERKEK,

[profile testers]
region = us-west-2

BB E R 5
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s3 =
max_concurrent_requests=10
max_queue_size=1000

T2£A : sso-session
TEMYITRH : [sso-session my-sso]

sso-session TEXITHE T —HIRE , B IXLRERE B B S LLEATER Amazon IAM
Identity Center B9 Amazon &Fif, BXEEE ,\\\E%Efﬁhlﬁﬂ’]%%hm B2 1AM Identity Center
SRR, BEXFBEITRBEXNNEESD sso-session T, HF sso-session %4 , &M sso-

session T EE , 0 sso-session = <name-of-sso-session-section>.

UTRAIEBET —MEXH |, ZEEXHRFER ‘my-sso” AT HEFREL “111122223333" K~
“SampleRole” IAM B &1 EH Amazon Zif, fEprofile¥ i , A sso-session H4ARB 5|
A “my-sso” sso-session i,

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA . services

=+

TEMITRAI : [services dev]

(® Note

servicesT X FRF IS EN IR ,\“QE}L HENEDESHINEEN SODK MTEHRAH, EEF
WIEEREEATIEMN SDK |, 555 5 Amazon SDK ERM UTHREBSIEENRS.

services FENXITaE —4H N Amazon Web Serviceid REit B B E Wik S i = BEYHEIRE
JI8532 %) services T, Hi services BF4A , M) services TEMEE , 1’5']1211 services =
<name-of-services-section>,

BB E R 6
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services ¥ <SERVICE> = {T#—FoHZ/NIT , HA <SERVICE> & Amazon Web Service
FRiIR%, Amazon Web Service/RRFE T API EE Y serviceld , T FEENMEZEHKEBHRN T
%, HEMmEFR/INE, BX services THEFANMERSIFRFEANIIEK , BSRABETR
SWimSNR IR . REFARZHAEEHERENRE , 8MRELMMET , BHANEK,

LT RplfEAservicesEX KRB EwR R , FHXA T @ Amazon DynamoDB fRE & HHER, &
"local-dynamodb" servicesTH , fEfservicesZFARE M5 Aprofilet, Amazon Web
ServicetRiRF#4A =2 dynamodb, Amazon DynamoDB RSN T M1T dynamodb = Fik, FHEER
WEMEHTEHSSEZ/NTF , HEATZHERS

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

EXAEMRRAEENESRFER , BEHBETRSNIHS.

FUE S AFRYAR

credentialsXHHAMNBEEconfigX HHIANER , E—HNTFRREREXHBLT2UE
Wprofileffk, EAFESZEMNEAE—NEEXHEHRES,

[dev]
..settings...

BRgEEcredential sXHHFMR — /N HEDIRENE, BE , REBLEEFLBEMA Y& R
8 , flanise 248 ID F=Z4, Zliiaﬁﬂlﬂ’élﬁlﬁlﬁﬂ’]ﬁﬁ%ﬂlﬂﬂﬂ? ER A LlE#Ecredential s
ik R ReEFEEconfigXHH,

TEHRFANE—NE [default] BENHHER credentials X#, BIRE

aws_access_key_id #l aws_secret_access_key £R/IRE

[default]

aws_access_key_ id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21luX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

FAE AR 7
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HEW#H config M credentials KV E

HEZ X Amazon, config Ml credentials RAXAXH , BIAER TR TitEN L home” X #
KPEA . aws BIXXHFKH,

£ Linux M macOS , BEETRAN ~/.aws. & Windows £ , E2 USERPROFILE%\.awso

BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

BREEFTAM ~/ H ~ ERNHRENRANBEDBERELRINFRERBEN

. (FFB¥ & ) HOME SREEZ 2
2. (Windows ¥ & ) USERPROFILE EZE

3. (Windows ¥ & ) HOMEDRIVE IiMEEE , T HOMEPATH IREZ &2 Hl ( a0 , $HOMEDRIVE
$HOMEPATH )

4. (BN SDKRITEME ) BFET SODK RTENEHREBINHBREE

METEE , WRERBHALEETHFNEBE R (HIM0 , ~username/ ) , N FHBFTEBERNAF
BWRHBEF (HIW , /home/username/.aws/config) .

BUX L HHERRIALE :

ALREUTHREEE , NXEXHNNESEHRNRIANEERXNBENE

« config SMEZTE N : AWS_CONFIG_FILE
« credentials FRELZE X : AWS_SHARED _CREDENTIALS_FILE

Linux/macOS

ZAILUBIE 7E Linux 3 macOS LEfTU TS HGBSRIEEZALE.

HEXHWME 8


https://linuxconfig.org/learning-linux-commands-export
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$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
A LABE & Windows LIZfTT setx i S RIEEZRANE.

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

TR %

HRRTERHET S —MEERELEMMNITIENS L ; BEFREMWARF - EEEXHFIGFREN MK
WREXH , MREELREM. BXASH SDK XFENHBEXENIIR , FSH HELEIR,

IETRAY 4 ST 7

- MREFEARETEREERE , WEHBEMNHEE Amazon config M credentials XHH
AT

- MRBBEIE Amazon CLI F ST LERASHEERE —RE , NEHEREXHFBESERIFREE
258 E X 4P EAE.

W% ENRET =
THHRANFENATURNRIARFEERETE,
Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENREEBCEREANE , BE Shell 2EERFUETEFZEERENHME, BT shell
MEIHAFIRETE , IEEEEARNSEPHET R,

HRRTE 9


https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. ..truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

£ set RENRZXECFREANE , EHRTRIAISRESR , REEINEFZEERE
NEME, EH setx REFREERER YR TRRAFRENETZSTHEERNAMAED TR
AMISERERANE, EF EWESTZHTHELETHEMST shell.

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401
PS C:\> $Env:AWS_REGION="us-west-2"

MR PowerShell B RF T RENBELE (MAENRAFR) , MMNREYITSEFLENE
W{E. EEPE PowerShell MIf TRAFRXINFFFERETERERFLE , FEAZESERSP
NWRERARFREFHIZER, E , BB FERMNE PowerShell Bt & 3 #35k 7 FKHY
FiB PowerShell 2 FREBZEE, EXEFEHRHIAETERIBEQXFRFCIINESER |, HSH
PowerShell 324,

RS HRIEEERE

MREFEALERSBREATH R, WEFEMREMEZENET, RIBFENESR , BN ERLE
BRBEPETHNRBEATRANREREENHRMELZE , XEFRRFRRLL

g0 | A Amazon Lambda A EEZRENETE, BXEZER |, 55 (Amazon Lambda FF £ #&
$58) PHEHA Amazon Lambda FETE,

ETRSH[ELP , BETERMREETHREEZATH serverless.yml XH4HRE SDK 3%
TE, AXiZ serverless.yml XHWEER , BZHRELRSH[ERIHTH EMNDEEEE

ZREEABHIFRIRERFIPELE , B - EXEABTHRE , flE ELNSTRHREHE
ZE BN Lambda iEEKMNEE., FFLEREEANBTRNE A XY, UBEMNALLEREEE UK
REFEEMARE,

RS BRIREEBRE 10


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
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= gviEoanE IRyl

£ {EFH Amazon Web Services# 1T &bt , B4 MEEER R ENAER Amazon #1T &P RIE
B, BB TR AREEX Amazon BRI R RINE , E4AFURFIHRER T A Amazon
T RIABR

ARt ( A7 Amazon F ) ZTHREBH & 171 IE &I

« IAM Identity Center B KIF - EAREHKESXEK , HITEWF Amazon Organizations 1 IAM
|dentity Center £&& ALV EEEEMFTE Amazon Web Services Ik /= KI5 B IR, EALUE
Amazon IAM Identity Center R EIZ A~ . £ Microsoft Active Directory, £/ SAML 2.0 53
RBEE (1dP ) RHEFER |dP 2 30EX S F Amazon Web Services Ik, EEFEN X ERZF
IAM Identity Center , i [¥ Amazon Web Services —f&ZZ H# Amazon IAM Identity Center ££
i R A B

« IAM Roles Anywhere — 2] BAEF IAM Roles Anywhere 1 IAM F3REUIGRS 22 &EiE , BLAF1E
Amazon 2 MEITHIRS B, RENMARFEIENS. E# A IAM Roles Anywhere , #RH T4E
RS X.509 iEH,

- RAAE -ZBAUKRA IAM BRI B AT EUAEE AR B Amazon &R,

« Amazon 15 B 40 — HAtAJEER K5 B AT e IR H Amazon iR &L £ X R IED,

£ Amazon S EHIZTTHRB N 5 4R UE LT

« EAEMT Amazon EC2 £l IAM A€ — A IAM A7 Amazon EC2 354l £ Z 2 1T
NMAERF.

« FBALUEBEELT AR , 8 IAM Identity Center 5 Amazon #1T4RERE :
- ¥/ Amazon CloudShell \##|&1Z1T Amazon CLI &5
« {#/A Amazon Cloud9 B3 ER R T XHE ( IDE ) M Amazon RIR¥E Amazon EFF AR,
- EXHEAORGTXARN=IHIDEZEE |, HEREA Amazon CodeCatalyst,

BEET Web N EHRHERITHHRIL - BHHETE/ WA Web NARRF

MREBEEQEBEEHR Amazon WESINARFRETEF BN Web NARERF , BHEZHWNARE
7, EEEEBER Web F B ERIFFHAIERIGE Amazon Z£ &L,

FA Web BRE SHRIE , EFEECNEBENEZRBREEECHAFRSH. R , NABRFAF
AILAERAANBHNISBEBIRMEE (1dP ) ( HI70 , Login with Amazon, Facebook, Google SR{F{aE fth

11
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C) AWM IdP ) B, 1T ZRENRRIETE , REHAZSERER Amazon
EUE IR &Y B A BUE A 8 Amazon Web Services I AR ERHN 1AM B,

OpeniD Connect (OID )
PHIRNR2EILE |, XE

BT HENM NS SDK S TEHTEE , TSR FH Web 55 OpenlD Connect Bx& 53 K1,

AXNMARFENER , RIBUMEA Amazon Cognito. Amazon Cognito & & EIEREBREFH R
‘“*EJZl?%E*A%ﬁBAlIEIVEO BXEZER , F2H IAM AP EBHIEF Amazon Cognito Fi T8
AR,

BXRFHEENESES
IAM AP e a8 L TEXZT2EH3 Amazon RN HRINER :

- IAM 54 (AP, AFP4EAMNAE ) - 7# Amazon F 5408 Bt AR,
o IAM A L2 HESEE - BETERIBEXTF R Amazon R ARFNMERHNZEE.

Amazon Web Services —fix5Z& EELLTEM AR :

o THRFIREVER AmazonEiE — #2415 M S YgRTE 5 2 177 8] A9 15 8] 2540 18 T A B 3 3Kk,

Amazon ##E%& ID

BH) Amazon 9 #E ID XA E B HEECIRNEM Amazon Web Services Ik~ B4hFE. BA
Amazon Web Services Ik ] A{EE B Amazon BIRN A , HEEIXERRIERZLULR | B
B8 Amazon HWEE ID FARER — MK, BOLUERZN Amazon B2 E ID &5 , LARF X
AR ITEFMBRS , 10 Amazon CodeWhisperer 1 Amazon CodeCatalyst,

« £/ Amazon ¥ % ID EF ( £Amazon &% AFEREYF ) - THUOMAGIEMFER Amazon HiEE
ID , # 7 #& Builder ID 2R A,

« I CodeWhisperer #1 Amazon Toolkit - Builder ID # 1T 5 1iF ( ¥ CodeWhisperer f F 15
BH ) - T #% CodeWhisperer 20{AI £ Amazon ¥4&%& ID,

« CodeCatalyst #l7= - Amazon ## % |D ( 7 Amazon CodeCatalyst A {EmH ) - T ##
CodeCatalyst Zn{a £ F Amazon 98 % ID,
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IAM I|dentity Center & 1338 1iF

Amazon IAM Identity Center R 3EAmazon it & RS L# 1T Kt #HERN RS Amazon FIERVF %,
Bl | XFHRUTENAR T RINE, MRBEEFERAENT SHEMITE T (Amazon EC2) Amazon
Cloud9sf, Amazon EC22 3y Amazon BiR# T K , BB NN ZRSFIREGES.

TEARHESF | E4FEIL IAM Identity Center THEIAXPR , HAFER Amazon BRI, RERFR4F
AITEGH T EREHREINE Amazon CLI,

« Amazon HE)[TF REFHES IAM BHFOLHIML, URL B9 H d-
XXXXXXXXXX.awsapps.com/start =® your_subdomain.awsapps.com/start, &
Amazon I G , BRI LLEF Amazon Web Services IKFF EXNZAFEBEEN AR, LIEMER
Amazon 18] TF3RE SDK/ T E SR RIESEMENEEE,

- Amazon CLI BT RELWHUEFATEARTE  FENEHRBLEEN AP BRGEA IAM 56
FOSHRRBIE, tk—XMESRLAEHENHEE Amazon configX# , REELEETRIDE RHEHR
SDK s T B f#EH1ZX#-

£/ IAM Identity Center BLi& L2 5 =\ 17 (A1 X BR
B 1 BRI EIANR AR AR RN PR £

MREE KB A IAM B0, S HAmazon IAM Identity Center AAFIEREFHE A IAM B 17/

o

EFRAT B EZ—RIFRERIEH Amazon iEH,
& AR ET IAM Identity Center #3715 R X R

1. ZRBAFERPOERZIA IAM Identity Center B ELE A F 177 1R AR BRI T2 7 flAmazon IAM
Identity Center i = H R INEEXIR,

2. AdministratorAccessiXBREFNATEINF &, HHix , BANEWUEATENL
HPowerUserAccessiPRE , BRIFELHNET AU ENCIET BENIRE,

BIXBRERFIA IAM Identity Center B FEE A7 HARXRNSRATRE , BX—IX .

- BEHGIEBAdmIn teamBFA , TR —/Dev teamBi , AEFEHBR N B,
s BULMERARMERF , BXAIFZAFPRINEIFDev teamif i,
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- SHS|EAdministratorAccessiBRE , FMBIE —MNPowerUserAccesstPRE , R
HER AN EBEPHNEE,

ERE , RNZBEATILR

« —/\Dev team’/N4dH,
« Dev teamBARMIMPowerUserAccessiPRE,
- WHRAFEMAEDev teaméd,

3. BHTPFHBXREZRUEEEZEHN Amazon Web Services Ik~ FMAdministrator=ik
IMPowerUserAccess., PowerUserAccessTEFEAEHN I E/SDK B g,

EEZL Amazon AILUBREXEEMNRKE M IRMER ( fI20 Microsoft Entra 2% Okta ) ¥ 1T/l

Amazon B SR REENITFMUEER, MRENZEERA DR F&PowerUserAccess ( FXE )
PR , MI& Amazon Web Services Ik 2FF BB AR BENNEE. EEHONREBREZT ,
AIAE BB X ERZNREF IR ARES X 15 0K - LD,

BEXKIMARLKFTETENEER , SINFRNNRERT. NRETHEECRABMURSE , BTEHRR
IT FIBALA T R& B,

KE2Z Amazon AT LUEBEEE EEER Amazon 15 ][] A #4715 [A]

Amazon &id Amazon GRI[TFEFK, MRENEZEE R 2@ER T PowerUserAccess ( FF XA
A ) R |, BNEFEBEENGEAE Amazon Web Services Ik FEHINRE, EENRREZFRE
B, AUERHEXFERZNREFHHUERRES X TR RIED,

KEZL Amazon BN EFEEMNERE BE N SR IRERH 1T H
BERREH IT EIRA AT RAE B,
S 2 ¥ SDK M ERBERNEA IAM Identity Center

1. EERWNFFRITEN L ZRE&FHH Amazon CLI,

a. 2% Amazon Command Line Interface i FIgEmHH Z 2 EHH M AH Amazon CLl,

b. (®i& ) ERIFRE?A Amazon CLI EFEIETT , BII A GRS RRAHEZE1TiZaws --versiondp
A
To
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2. B3F Amazon HRITF. EBHNEETRESRML URL , AFEAURRBRIR 1 B HENRE
N BB FHR IR 181Z URL, WNR&AE , R BAFE hitps://console.aws.amazon.com/singlesignon/ #J
EHIER EHREIRE Amazon 1577~ Mk,

a. 7T Amazon JHREIIFA | EFMENHNRE , AREREGSTHREEHERE, FRAME
MY PowerUserAccess NXRE , BRI EBHEF S ENEMNRRE |, LU HIKR R A
FH %,

b. EIREUEIEXFEES , £ MacOS M Linux = Windows , E46EUR FENBIERS,

c. 1%&# IAM Identity Center ZUEF ELIRENT — MNP BRATFER SSO Start URL M SSO
Region fEo

3. 7 Amazon CLI s S#RRAFT , i&31Taws configure ssot®. HIERE , WAL L—FF
WENEEE. BXI Amazon CLI s SHIFHAER , HSHFEMHaws configure ssol@SHEL
EERHNDNER

NTF CLIBREXHEN , RINBWEEFBRERANB 444, BXRMARERRIA (EHSE )
BEXHREXRKIETENEL , HSH BE U
4. (W& ) 7E Amazon CLI i B RARAT , BidE1Taws sts get-caller-identity@HH#iA
SERNREFH. MRIRE REEER IAM Identity Center X FREE,
5. MREFLEANR S Amazon DK , EELHNITF AR HH SDK tIEZNAREF.

a. XFHL SDK , £/ IAM Identity Center R RKIEZ T , HAFEHAMIRFS ( HlI0 SSO
1 SSO00IDC ) AMEIEHMNAREY, BXFEAEER , BSRFEN SDK,
b. WMBHBZEBIE T XNHIFRIRE Amazon , BEEBEHHE Amazon credentials X # 2

BEEMIGRNEREAMazon HAHH. BT ZiERMHEE R%ER , £ SODKHIEFEHA IAM
Identity Center EiE 2 &1 , BAABRFTEBRDS I,

ERAT % SDK M T B fE A L EREAMBIFELE , 25 7 # IAM Identity Center 5135
i,

BELRENQENK , BNHRNBERATIH , HH SDK RTEFEIFHRIE R, EEEE
RERRBIFERIIS 41 , Amazon CLI i HZE{Taws sso logind$.

B ALAEK 1AM Identity Center 1[R[ 2E LN A MNEEXERLENE, IQEKEESTE
HREA Amazon CLIF S BEFR 2 ez TREBME., BXEZER , 52 (Amazon IAM Identity
Center AF#EE) FHUTER :

* 1AM Identity Center 2 i&#F4E0t (A — BLE A 7 Amazon T4 [0 [ 17 S iE R LAY (A
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s NRESEFLENE - RESIEFLENE

BX SDK M TEMFTE IAM Identity Center Rt EFRENFAEE , BSHAERERETH IAM
ldentity Center EUFRH &,

T & IAM Identity Center & 331

F>< 1AM Identity Center RiE

LU ARB AT &R BY IR 7 #2 Amazon IAM Identity Center B RENEE. W TFHEP— L EHRIEEE
2, Amazon SDK AP| 9 XX R4 fE A B #5 1AM Identity Center FE, HEBXHE N B ZSBREHE,

TRNMETEREBEMRZEBNXR,

IAM Identity Center & #x SDK API & %5 iR
Identity Center Sso REEEWmH Amazon #
REX , BHTOEHEE

EI’9 sso APl a5 & Z2 [R5
REHERKRESR. BXES
f§ 8 , 25 Amazon IAM
Identity Center A {5RH MY
IAM Identity Center E# % o

IAM Identity Center & & ATEREEIEFNIEHEE,

EEREA

Amazon 1A B [T URL &89 1AM Identity Center
T FamAER URL , 440
https://xxx.awsapps.
com/start . BEREH
IAM Identity Center & F&iiE
REFLTF,
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IAM Identity Center & #r SDK API & #& iR
WRELTE SDK Z A& A T # 4T Amazon

Web Service A HH 1AM é
o TEIEERIFieH |, &1
LEBRCHERMFR ﬁ@%
&

NPR&EZEIE Amazon & iE SDK kFR AT KZ# Amazon
Web Service A ( 4551 2T
ﬁ sigv4 Amazon Web Service

A) W&, EFERXTiL
¢,@ RSB THAIRT
WA “BBEIE,

sigv4 EiE

IAM Identity Center ZiFigft  SSO FikiRMtH AR BUEIE |, BlaniR At Thae
& MK ER,

T 2 Amazon Web Services HISDK EiEf## 4T

IAM Identity Center API f$iFE & T EEIERE N sigvd Fif. KZE Amazon Web Services #2

sigv4 API , 1Bt —LHI5\ | tban Amazon CodeWhisperer #1 Amazon CodeCatalyst, WA T RAH IR

T X #&Eid Amazon IAM Identity Center Xt B A2 X8 1T K Z ¥ Amazon Web Service i A&
IR 2

Fr i Amazon AR TP &

s FALHEITEERSFUAFRIZIE,

« £/ Amazon Command Line Interface (Amazon CLI) F# aws sso login @i, MREEE
BEDAE , XFE3—NEHH IAM Identity Center &%,

- BEFSER , BFUEIRE IAM Identity Center BIRIFT S HEFG RIS . Amazon CLI &£ 8 #T

K5 A S A RIS ER SSO £17 JSON X4 |, HEH AJ#t SDK A,
- MREBELE—NEFILE , MiZ Amazon CLI s HEEFERNELE , BNERELE T H

SH, E7HRUOMIZE IAM Identity Center 2iERETK , 12 Amazon IAM Identity Center P 15

BPNEEHRF# Amazon HElTF S ER LR E .
« RAATERNEKEEEE 90 X , B IMBEEZNERK,
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SDK #{a3kEY Amazon Web Service 8 AR EIE

LHIERNBIRSZSEHCEFRITRE , SDK 124t Amazon Web Services B R, FHZE Amazon
config X #HY %k EE B SXHEE SN IAM Identity Center EIEEATAT |, FFEH IAM Identity Center K f#
N AR EIL,

- BRlEEFRE , FUEFRTEERSEETR TR,

E A IAM Identity Center B S & FZ#K 3K sigv4 APl BEZIE , SDK £ IAM Identity Center 5853 h&
FRELIAM £iF, 1t IAM 2FEMHAINRERE , TEIIEE IAM R4 SDK # Amazon 5 [REIY
PR o

- NRELFEIFLENTEE IAM Identity Center £iF &R R 9 TFIRE M,

- BETHNMRENRESFERFLNE , FSHAmazon IAM Identity Center A FIEEFRIRE ST
FELATE,

- HEER , EAZE Amazon SDK API XX #&H |, IR EEIE B EFH AmazonZiE Ml sigv4 ik,

W REEILEN A IAM Identity Center APl B9 getRoleCredentials JREl1E] SDK, SDK K& i X &
ERIZBERN IAM A8 A Amazon Web Service , Hlflit Amazon S3 &K~ FHE, EXR
ELFEFHCE , BN R LR IX LR EEIEREIRE,

STET HA A RIRT

£/ SSO T IERMEEE it , NERARFSE B3 RIFM IAM Identity Center SREVHI B/t 5 [E] &
o

- MRIHRISHEE SDK ZiHFEATHENE , SDK FEARF T ER2RREEFNHFESE. 1AM
Identity Center & fF Rl E5EH IAM Identity Center 15[ ]F B LM RIH# TR, WRRBIF
ThERTH |, IAM Identity Center fFEH 5 — AN 8] & 8 TR R

- WEASHRATRATRHAGEFRNNRERE , B UATRETHESREIL,

B2 , 2R IAM Identity Center THRI[TFLEEHH , MF LR FHPVIHRISE, Rt , TELITNR
PREFLERE, SYNERFIENEENRELAFENKERE , ERASH (HEHENBEREKR) -

£ 1AM Identity Center 2EZHE , M GIEFFFRHNABEHRTEIEZT HHRIE. XRRANKRE
FRRERILE, ELMEERNBRITHEZE , ENRBRLTEVENEF R TRELEBETIE.
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BEMEZ , Y SDK FEHPNRERZIR , SDK 2B EAREMEERNIAERUHFERAX LI, T
BEIRHNHFE R  TRESIESHENNEEFF i , XEER. ZIEI%?&T B EMHEETH , N
SDK A IAM Identity Center AP| SRIRERFTEIE. EiRA AP, Elfilﬂ‘% o MRFRTHEEZ
IHA , SDK AR = =M IAM Identity Center HEXSJEHX(%?E’JU?@ ZZEI%"‘E’J IAM Identity
Center HRITFRFEATH , MEBF RS,

|IAM Roles Anywhere

IZ A LAE A 1AM Roles Anywhere 7 IAM F3RERIGBY T2 EiE , AR T 7 Amazon ZAME1THI RS
2. ARNNARFEIEAH. EF A IAM Roles Anywhere , BH TERFHLAER X.509 I,
EHNEE R NREMFENILEAFALA , LMER IAM Roles Anywhere Bl & RN EIERHH,

% 1 : BLi& IAM Roles Anywhere

IAM Roles Anywhere 2t 7 —fh 5% , A T3REVE Amazon A ERi=1THY TE S B RE Y @ B
SiEBMANERIEESE , LURESEN IAM AN FIE, ZABKREYEHNARBER IAM
Roles Anywhere # 1T & 0 B A 8B THEABCF A BN NR,

BXREBETH. IAM AR IAM Roles Anywhere BL & XL IR |, EZH IAM Roles Anywhere F
F 1M K E Amazon Identity and Access Management Roles Anywhere 5612 {54 4 F Bic & L4

@ Note

IAM Roles Anywhere Fi P $8r PRV EL & X8RI = 1AM Roles Anywhere BRZS H#Y — M 45 4E
2. EEHEM Amazon configX P HE B XHTX.

58 2 & : {# 1AM Roles Anywhere

Z M IAM Roles Anywhere REUIG BT 22k , A IAM Roles Anywhere IRENFEUEBIF, FiET
B A2 IAM Roles Anywhere Y& &Rz,

BEXTHEIEBFIEMNHA , S5 IAM Roles Anywhere f P #8mH# M Amazon Identity and
Access Management Roles Anywhere 3R BRI B &2 & &k .

ERM IAM Roles Anywhere 3R ERHY I B 2 £ ZiE 5 Amazon SDK 1 Amazon CLI —#&2 A |
BRI LAERZH Amazon configIﬁ:EFEElEcredential processi%i&, SDK F Amazon
CLI X# M credential_process #THHRIINRBELRME. TEERTER
Bcredential_processH—Rx&EH,
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credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIF T EM credential-process S LELE credential_process RERAHIRHE JSON R IR
ElEEHEIEE, HEE WS EMETEETH , MREEHRBTETNEL. v SFECRAUATSH

« private-key - £EFERWAANERE,

- certificate - iFPHEER,

» role-arn- ENHRIIGAFEIERNAER ARN,

« profile-arn- NiEEACREMEIIE EXHH ARN,
* trust-anchor-arn- AT HHRIEMEEHN ARN,

BN EEE A FIRMEIEBMIGA, FIE=1 ARN EESTLLM Amazon Web Services Management
Console E#l, AT RAIERTHEconfigX#F , ZXHEE T MNBIF TERRIGTEIL,

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BEXRULESHNEMBFIENFMESR , 1555 GitHub £ IAM Roles Anywhere ZEiEBIF,

BX SDKBEEBREXASGMAERIERMENFAES  FEALERTHN #EZIERME,

KARE

BRiZAESRER AR ZEEURIGRIERARTEFRH Amazon IR, XL et & iE B 7
A ID. WEHE %%ﬂ%ﬂféAﬁﬂﬁﬂlﬁo E 7 ##485< Amazon Security Token Service ( Amazon
STS ) API ERMEZEL , H2 @ (Amazon Security Token Service APl $&) IR,

ERELHN SDKZIERRKABE , DAECBRIIFRERANBFTEAES, IAM SEHAE Amazon
’ﬁiﬁ?\%ﬁ"\ ( ARN ) #HITHE—#RR, ABES —IMEAERIUGEEXR. EAZACHZEEEZATER

—A Amazon Web Service T % —4 Amazon Web Services Ik , —/ Web #riRiE# &K OIDC =
SAML BRE H M KRIE, BX IAM ABNESZ—KRER , H2H (AM BFERE) 91 1AM BE,
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iR IAM AtfE , MREZ I ZACHNES , NTLUEEN SOK A TEERBEAFERZACR FHN
R, EMEIX—= , & KA IAM B = £/ Web 58 OpenlD Connect Bx& & 13 31iF .

KA IAM B8

KRAABR , Amazon STS IREI—AIGRZE£EU, XEZIERE B —/NELE X H iz TR BRI SEH)
RER™. RABBNEMRESIEFER Amazon CodeCommit # Amazon Web Services T~ i = 55
M Amazon CodeBuild A iR 5B — MK R EE R B Amazon EC2 B9% > Amazon Web Services ik
il JmiN

B IRE IAM A&

BiREEHN SODKHTERRABE , KALURTIMAERANBEAR, IAM AGEAAE ARN
BITH—#RR. BEESE—IREBIUEEXR , BERELNKSI AR TEKS 7. BETHES
5, 5ZH IAM AP FHFaEE IAM A6,

SR 2:GESDKFHFITE
5 SDK T EEENM credential_source =® source_profile JREUZILE,
credential_source I F M Amazon ECS &25. Amazon EC2 L= 535 & hIREVEIL,

source_profile ATMNE —NEL B XHIREUEIE, source_profile iXxFAteE , AIERE X4
WERER , REEARANAEXRAAS —NEE,

HIBELE X HPIEELIETR , SDK 283 AL HMEBIA Amazon STS AssumeRole APl A,
EEIRABSEREEMEAMNEIE , HEHRE Amazon config XHEFIEEUATEEE. XX
LREXENESEE , TSR RAACKIFREERE T,

- role_arn-REZELSRE 1 FEIEN IAM AE

« El& source_profile = credential_source

( /1% ) duration_seconds
( /i ) external_id
( AIi& ) mfa_serial

« (A% ) role_session_name

LTRHIERTHE config XHEFRMALRETHNEE
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role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

BEXMERAACEIRAEFREENFAGE , BSHAXRERPN RASGKIIREE,

£ Web &5 OpenlD Connect Bx& & 71 1F

ERIEFEIGR Amazon BB NARFIETE /IR Web R ARREFE , Amazon STS 2B
NHEHREE (1dP ) HITEHRIENEKSAFRE 4G R£EIE. AREGREMAERHISTE

Login with Amazon, Facebook, Google Si{E1a] OpenlD Connect (OIDC) B H R iRHE, FEHXM
FiE, BHEAPTFEEB 2SS Amazon = IAM F17,

wnREAE AR Amazon Elastic Kubernetes Service , Nk HEER F B A B NARIBETRN IAM A
B, Kubernetes 121t T mEMN A2 2 & OIDC THEMINEE , ZEIERMEF XL S ERIREUGHE
iE. BxIt Amazon EKS BLEMNEZEER , 55 H (Amazon EKS AFE®M) FMRSIK/H IAM

A, B2 , NTEMBEMNER , BMNBWEHRA Amazon EKS B4 517 , BIREEMN SDK X #

=
TE1 . REFHREHEN IAM AR

MREFEA/NE IdP BLEBAE F M RIE , ATEER IAM BARMEE |, WAL IdP REEES A
Amazon, X#FEZEE Amazon Web Services I FAEE IdP 2 B2 EF. 745 SDK BLE N fE
A Web SHTE#THHRRIEZE , XTERESHRMEE (1dP ) MATHREN IAM A&, B
HITIRE |, BSHE IAM BFIEREHH 612 Web B 5 OpenlD Connect Bx& B RIEAE (3524
B)oe

S$BR2:BESDKHIE

5 SDK ST EfENFEAFRE Amazon STS B Web B 55 31T B HKIE,

LI BL B S h 5 E Ik TRT , SDK £ B3 &% AR/ Amazon STS
AssumeRoleWithWebIdentity API M. EfEH Web &M EE R IUERQ R A IGet &l , &7
REHRE Amazon config XHHIEEUATEEE. AXXLEREZSENEZSER , BSH RAAE
FEiFRHERE W,

- role_arn-REZESRER 1 REIEN IAM AE

/A Web 518k OpenID Connect Bx& & 316 iF 22
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« web_identity_token_file - RE B IdP
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LTRER Web BRRABBHNHEE config XHBEERH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:role/my-role-name
web_identity_token_file=/path/to/a/token
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I,
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EFEAS R REHEENERE FBRIE , 120 Amazon IAM Identity Centers
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https://docs.amazonaws.cn/cognito/latest/developerguide/service_code_examples.html
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RADEHEE IAM A

WMRERZZE Amazon , ATRBIE - IAM B |, RARERAERESTHEHRE Amazon Frizfit
MR, EFIAIEREREE , BRNBUEBREDERINERM.

SNFLATRAS , FRER IAM AP ATgERE = YA Amazon :
- FHEREN Amazon SDK R T E |, HEAEHIE Amazon Web Services BB ITIRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/identity/federation/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
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1. BIEREREXH,
2. HEZIEXHF , BUENAT SR , EX A RAY G EIEN ik,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. RETFZXMH, X ~/.aws/credentials MENZEETENR A LERE L, WRKREES
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https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
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XFEANK P #HARESE Amazon LT A HE Amazon LT RAEF. ERAHESE  £EE0
BEEXEFESHARF. NREIBESEER, AXESZELR , F2H (AM AFPER) EPE’JF“FﬁHiﬂ_EE
*XIZE'LLF—.I-O

SR 1 - QIRIRE IAM B
BB (AM AR PAlE IAM AP (2El4 ) SRBAEKRAE IAM A,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.amazonaws.cn/credref/latest/refdocs/file-location.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/launching-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/launching-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
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et FIPS i S

AL F FIPS i 2

I‘F% TR E CAEL N —BIRIAE , FBREWS SDK FLMERMNAEXITE. HESZ/ SDK #
THRIBE , XM —BMALRS THERRNEWE. MARESBTUAERBHIRES, BXFHAEE

ﬁ%l‘ﬂf@ﬁ’ﬂ%;’i SDK APl,

FOECEIERGEE
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Amazon B#FF A TEBNTE SEES

/A Important
FHIEFTE SDK BXFFARME , EERHEANNAAESHE,

£}

- ZIFREESE

« Amazon 48] 24

- RAABEIRHS

- REEIRH#ES

« 1AM Identity Center EiF iR &
- IMDS ZiFiR{tE

- HREEIFEHE

TR A

FiE SDK ME—RFt < ( SKiF ) HERE , UMEREIA F M@ Amazon Web Service X HiERHNE
WEU, REBREILRE , IELER, KREEREHRN BRI IR A EE,

RESA SDK EANEZTHE , BEMBRSFEUTHRE :

FILREE DU

Amazon i [ Z4A IAM I FF#9 Amazon /8] 248 ( 5120 AWS_ACCES
S_KEY_ID #H1 AWS_SECRET_ACCESS_KEY ).

£/ Web &35k OpenlD Connect Bk  ERAMBNABFBRMEE (1dP ) ( FlE0 , Login with

E5HRIE - AIBABEIRME Amazon, Facebook., Google SEfIHE i OpenID
Connect (OIDC) &K IdP ) &%, £/ Amazon
Security Token Service (Amazon STS) Ffy Web &4+
MR IAM A e R,

IAM ldentity Center EiF iR & M Amazon IAM Identity Center FIREUEILE,

KABEFIHREE 858 IAM e RENAHREMTER. (KRABHIE
BRI, RRERZEIL ) .
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EUERME iR
BDeEiREE Amazon Elastic Container Service ( Amazon ECS ) #

Amazon Elastic Kubernetes Service ( Amazon EKS ) &

i, ARFIIREERDNEFNARFCEAEFNEIL,

HEEIFRME BEMEIERME, MATRRRRRE (215 IAM Roles
Anywhere ) SREUERYEIE,

IMDS ZiFiR it & Amazon Elastic Compute Cloud ( Amazon EC2 ) SE#I#&
EXHEIE. & IAM ARSENEN EC2 EHIMEXE,
FiZ356 EETHABRITUAER ZACHN IR EIE, &
iF@3E Amazon EC2 JTHUIE RS 1R s

NTFHPWENSR  BESHIRREEN S Z. ERBPIEENEEERAMKRL. BR , EF K
BTE M HAZconfigHMcredentials¥#, BXREZER |, HSFEKRENL LR,

Amazon i 8] 2 4A

/A Warning

ATHEZENE , EREXTARMERLBEREEN , E2EH IAM BFR#ITESHRKIE , ™
2RSS HREEMWEKS SMRIE , §1%0 Amazon IAM Identity Center,

IAM A FF B9 Amazon 58 2348 7 FA4EE K Amazon &iE, Amazon SDK £ Bz XL Amazon &
X E M Amazon XY APl ER | MELHN ITEAETUESE, EEMIFRIEE Amazon BIRFEK
B, BIAKRMEMaws_session_token , XBEEILIFEIGHH , SHEFABEER. THEFERAKH

Fik,

(@ Note
TR Amazon TS ERIFTIX G EHEIE , Amazon ATRELEKEIIMN AR , XHELSHN ITHENE
RTSZER,

= Amazon credential s REE#HEZIEENHENE RNtV TNAERFRERZ
N, HESHEMNconfigHH SDK HERER DT
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Amazon B FATEGNIE SEE™

ET#AX Amazon RUENERHRBANESEE , HZH IAM AFEEFNAmazon £2F
EREE 1AM A P 105 9 B4R

ER AT B ABLE L 2hae

aws_access_key_id - = Amazon configX#iRE, aws_access_key_id - = Amazon
credentials XHfRi& ( #ESE ), AWS_ACCESS_KEY_ID - SR &

EBERESIE -T2 03 AP #1TE 0K Amazon 5RIZ4H,
aws_secret_access_key - E Amazon configX#i&E, aws_secret_access_key - £E
Amazon credentlalsjzﬁ:ul_ (#ESE ), AWS_SECRET_ACCESS_KEY - SMETL &

EBERESIE -T2 03 AP #1TE 0K Amazon FAE 4,
aws_session_token - = Amazon configX #i% &, aws_session_token - 2= Amazon

credentials XHiRE ( #EFHE ), AWS_SESSION_TOKEN - IFEEZ £

BERESE SRy Amazon zlﬁAH‘“ U AP#RITERRIL, E4WKSIEERNKIhiERE
?Eﬂ@FﬁJ&IEIE’JII"ET FIEN —ZH 0. REEFIEEMNZEEIIEINTIEELTETE, B2, &
BWERHBAFEARNZEE 1IE1‘CEE{’<§J§ if, BXRZLEI , BSH IAM AL £ HIESE,

BRIMAREBXLEEN YR , FSREAEHEIERTES ORI,

fconfig@credentialsX#HrHigBiX X FEBEN R

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B S TIRERETEN RA

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows B e S TIRENETEMN RH :

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
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Amazon AT EGHNIE SEE™

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
setx
AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

5 Amazon SDK (VAR M

LA SDK XA T BHATRNMEENIRE. PIEEZD fIsMERIEETH,

SDK X BERESZER
B
Amazon CLI v2 =)
SERAT C++ B9 SDK B FAEELEZMconfigh.
EATGoV2(1x)®WSDK &
BAT Go1x (V) K SDK A EFAHE config XHRE , T B MELE X H INERYTH

BE ; BZHEE,

FEHAT Java 2.x B9 SDK =]

at

ERATF Java 1.x B9 SDK

FEAT JavaScript 3.x WEHE B
FEIES

& A F JavaScript 2.x B SDK

F AT Kotlin B SDK

FERATF NET 3.x 8 SDK TXEHRETE,

FEHAT PHP 3.x 8 SDK

ot @t @ a2 ot

& FF Python (Boto3) Y
SDK

at

EF T Ruby 3.x B SDK

at

EAT Rust B9 SDK
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https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/

Amazon B FATEGNIE SEE™

SDK ¥ BEFREZER
£
BT PowerShell F TXERELTE,

KAABFTIERMHE

BiEAeSREA —AINRZ2EURFG R BEATET R Amazon TR, XL EHEUE B 150 2
48 ID, MBI R ZRAMLZESHEARK,

ERELN SDKZIERRKARAE , DANECBIIHFRERANBIEAES. IAM SEHAE Amazon
FRE (ARN ) #ITH—#RR, ABES —IMREFEUGEXR. EAZACHNZEESRAETER
—A> Amazon Web Service 5% —“ Amazon Web Services I~ , —4 Web ¥riRIE#H &= OIDC =
SAML Bx & & 50 1E,

iR IAM AtE , IRESIZACHNET , NTLUFEN SODK R TEREENFRAZACREFHN
PR, EITULIRME , BEAUTRE,

BXRITHERARXERENES , BEHAERTHN KAAE,
RABBKIERMERE

ERAUT A ERE L INEE

credential_source - %= Amazon config X#iRiE&E

£ Amazon EC2 3£/l Amazon Elastic Container Service 88 H A , IEE SDK = T E&E {4k
AUEREBNATRABE role_arn SHIEENABNEIL,

RAE: T

BRE :

« IRIE - IEE SDK HITEMIRETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
FRREIL,

« Ec@@ 2 InstanceMetadata — I ER T & T E B T B M NZE) EC2 324 & T4 H
IAM £ & RIRBURIES

« EcsContainer— iEERUHA AT EIHITEFFEAKM INZE ECS BEEH IAM £ E&RIREUVRIES,

THEER —BBXHHRETHEE credential_source M source_profile,
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https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html

Amazon B FATEGNIE SEE™

£ config MHHIREHTUARAZIERN KB Amazon EC2 KIRHI :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds - = Amazon config X#i&&E
EEACSENRAFENE (AYREML).,
REBEXHEERASER , LIREFEA,
BRIAME : 3600 B (1 /A

BRE : ZEMNEEE 00 % (15 2% ) HBACHRENFZASIERFENE (43200 B 12 Mat)
ZHE, BXEZER , BZH IAM AFER ¥ EEACHNEASEREREIRE .

£ config XHHIZE TR RHI
duration_seconds = 43200

external_id - #= Amazon config X#i&E&E
EER=ZFATEEEFKFHPRABENKE —IRAR,

NEREXHIEERAACRZACHEERIEEE Externalld BN , IREFER. ZER
HAREXHIEEARITE®ELS AssumeRole 24K Externalld S,

AINE : o

BRE : FZ5H IAM AP ERE Pr AR ID NER Amazon BIERTFIHRE=A WX
PR o

£ config XHHIgELTIH =B
external_id = unique_value_assigned_by_3rd_party

mfa_serial - £= Amazon config XHiRE
EEAFPERAACRXMFERNZESHRIE (MFA ) REWRIREFHIS,
RKAAER , MR ZAGHNETRKISEE MFA SHRIFANZEM |, NI HFEI,

RABBREE 45


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

Amazon B FATEGNIE SEE™

ERIANE : Fo

HWME . ETUREMAIRE (FII GAHT12345678 ) FEIS | Al BARE MFA 881
Amazon FEEH (ARN, BXESEL | H2H IAM A5/ K BES MFA RIPH AP 1

£ config X#HHiRE T =B
mfa_serial = arn:aws:iam::123456789012:mfa/my-user-name

role_arn - = Amazon config X#i&E
EEZERTITEAEE X 4HERREN IAM B8 Amazon BIREH (ARN ),
%ﬁi}\ﬁ . %o

BERE  ZESTE IAM A1 ARN , 88X : arn:aws:iam: :account-id:role/role-
name

WA, BEXTEEATREZ— :

« source_profile -#FRE—MEREXH , ATEREEELREXHEFRAZBECHNRNE
iE,

« credential_source - A H Y HHRETEFRIRHEIE S IIE Amazon EC2 SEAIELE X4
= Amazon ECS & &332 48 ZiiE,

- web_identity_token_file - REEEZIH Web MABRFHPHTEMRITINAFEALKS
124t & 5 1E{T OpenlID Connect ( OIDC ) # R F iRt &,

role_session_name - = Amazon config iR &

EBEEHRMNIARLENEN. LBEMERESHAIEXRKNSEEN Amazon CloudTrail BEH |
ZAFEREETERNER,

AMIAE : TIESW, MRARRHALE  REEEXHRAASE , MIFEHERKERR.

ARUE : & Amazon CLI 5 Amazon AP| R R &iF A AssumeRole #4E ( =
AssumeRoleWithWebIdentity RESFERE ) 0F , BEH4 RoleSessionName S8, ZER R
B LERHRRAARAF Amazon BREH (ARN) B9 —F2 , HERZEE X EANIREN
CloudTrail BE&Z BN —&2 & T

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

Amazon B FATEGNIE SEE™

£ config X#HHIRE LI RHBI

role_session_name = my-role-session-name

source_profile - = Amazon config X#iRE

EEHMEEXH  HEUEATRABRABEENXHTH role_arn REEENAR, ETH
WM{AE £ E Amazon config f credentials XHFFERAEENXH , HSH X =configXF
Mcredentials3#F.

MEZBEENEEXHERRAACGREX Y , NFRINFRABINMNACUTEEHBITEIE, & SDK
BEHFEEIENEE XA, thiERaELE, AEERFIERN Amazon CLI 5 Amazon APl &4
W, REIAZRE 1 DRHABETAEMN, EXEZELE , BSHE IAM AFEERNAERENES,

HiAE : T

BME : H config M credentials XHFHPENHBREXHNBEHRARN N ARZREH, ELME
HBEEXHPIERE role_arn BE,

T ER — BB XH P EREE credential_source # source_profile,

BB XA IR B L TR R

[profile A]
source_profile = B
role_arn = arn:aws:iam::123456789012:ro0le/RoleA

[profile B]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGS

ELE—ATRflH  ABBXHMEABEEXHFNEIE, YBIEESDKFITENYFEA AEREX
et , SDK RTEL Bz EREEN B BEXHNEIE , HEATCIINEEN IAM A& FERIGH
Eif, SDK RTLEE/FAMFEA sts: AssumeRole IRERTRIIRE, RE , RBFERAXLIRRE
IERAE Amazon iR, IEENAGLBMINE AFZETERNREBETH IAM RPREE |, 40
#54. Amazon Web Service & API /3%,

web_identity_token_file - = Amazon config X#i%E

BE—IMXHMNEBRE , Z3XHEEH 2K OAuth 2.0 t12# = OpenlID Connect ID & 12
ERMN A SR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://openid.net/developers/certified/

Amazon B FATEGNIE SEE™

W% E R ER Web B EBRESRIERME ( Hl20 Google, Facebook # Amazon & ) #1TH 3%
if. SDK HFRARTEMBHXHENAS , HERKEFA AssumeRoleWithwWebIdentity

BERNEAERN WebIdentityToken S8&i%,
HIAE : T

BYE : WEXATRBENXHE, BE-—INHNEE  ZXHLTNEEHSHREERHSE

# OAuth 2.0 75 RIS hEER OpenID Connect T i, HXIEERME N T#HET/EB ZAOMBEXT
=,

5 Amazon SDK (WER
LAN SDK X#EFAEBAHFTIRMIIEEMRE, FIESD FINMEREEER,

SDK ¥ FAEHESZER
=
Amazon CLI v2 =]
ERAT C++ #y SDK %8 credential_source AX#. duration_seconds X

2 ¥, mfa_serial FxiF,

ERTF V2 (1.x) B SDK

ERAT Go 1.x (V1) B SDK EfFARE config XHFRE , DT B MBS E ST I0EHY I

e ; BZRLE,

FERAT Java 2.x B SDK 2B ATX#F mfa_serial o
ﬁJ\

ERATF Java 1.x B SDK 2B ATX#F mfa_serial .
ﬁJ\

FEHAT JavaScript 3ax WE 4 A&
FEIES

B AT JavaScript 2.x B SDK # FX#F credential_source .

ﬁJ\

& AT Kotlin 8 SDK =)

RABBREE
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https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/

Amazon B FATEGNIE SEE™

SDK EAREZER

FEHAT PHP 3.x 8 SDK

B3

#

SEAT .NET 3.x 8§ SDK B
)

)

& FF Python (Boto3) Y

SDK
EFR T Ruby 3.x B SDK B
&M T Rust B SDK =)
AT PowerShell =]

AEREIREE

AREITRERHENZFNAS[CNARFRIUEIE. ZEIRM#ZEFX Amazon Elastic Container
Service ( Amazon ECS ) #l Amazon Elastic Kubernetes Service ( Amazon EKS ) ®FRE M., SDK
=BT GET ERMIEEMN HTTP i RNEEiE,

WMRIEFEH Amazon ECS |, BINEBIUEFERES IAM XSS EIERE, &

BAESTFIHE, BE/S , Amazon ECS £1i% & SDK I EARIKEUEILH
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI S EZEE, EEE Amazon ECS LAERA LLIhEE |
&5 (Amazon Elastic Container Service F A A R ) RIS IAM B,

MR EMEH Amazon EKS , BRINTEUUEFER Amazon EKS BRA B RUGHEIRE | RE&
BABR, THITH , B ITIRE, TEAMEMNTT BM, BHNAEE4 (pod) # IAM AEEE
Kubernetes BRSSP AExEx , UEBNARBFWIER, ETH#HHE % Amazon EKS B4 5B H
EZEE |, 85# (Amazon EKS AF#8R) F# Amazon EKS BE54 511, BLE/S , Amazon
EKS £1%E& SDK f T B FAkRIREVZEIEA AWS_CONTAINER_CREDENTIALS_FULL_URI A
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE SEEE, HXIRERFEE , 5% Amazon EKS
AFiEEAMIZE Amazon EKS Pod &4 |, & Amazon EEM L LA A mazon EKS Pod
Identity {811t 7 Amazon EKS £# R AEFH 1AM R,

ER AT BABLE L 20 RE
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-agent-setup.html
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/

Amazon B FATEGNIE SEE™

AWS_CONTAINER_CREDENTIALS_FULL_URI - RELE
EETEMN HTTP URL IR , it SDK EERFIENFEA, XBEARMEN.
ERINE - Fo
BME : BMH URI,

EE  HRER AWS_CONTAINER _CREDENTIALS _RELATIVE URI WERIRE , RAEXRIRE
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI BfZF&fEHH,

Linux/macOS B FITIRENREEN A

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
®E

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - ;fEZTE

EE HTTP URL iR , ##t SDK HFRFZIERER . ZERMINEIEIAKN Amazon ECS BIEHL &
169.254.170.2 L,

IAE : T
BRE : BREIAEX URIL,
Linux/macOS B s F{TIREMELZEMN RHI
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - SMEZ 2

BEEANEAHNENTE, MRIRETHEE , SDK FEANREZXEMNEE HTTP FR LIRERRF
Lo

%ﬁi}\ﬁ . Too
BENE : FHH,
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EE  HRER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE WERIRE , REEXRIRE
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE BfF&fEHH,

Linux/macOS BT TIRENETEN RH

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SMET 2
BEEZGEMANAENT M XL X4 ERE,
IAE : T
BEWRE  FRH,
Linux/macOS B HITIRERELTEN R

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

5 Amazon SDK WA M
LAN SDK X#EFAEBAHFIRMIIEEMRE, FIESD FIMEREEER,

SDK ¥ FEAHESZER
B
Amazon CLI v2 =

fim

ERAT C++ #y SDK

EAT GoV2(1.x) W SDK £

FEHAT Go1x (V1)K SDK £

FEHATF Java 2.x B9 SDK =]

ERAT Java 1.x B9 SDK T X3F Amazon EKS B34 510 F AWS_CONTAINER_AUTH
4 ORIZATION_TOKEN_FILE

BRERREftE

51
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/

Amazon B FATEGNIE SEE™

SDK X FEXHEZER
B

FEA T JavaScript 3.x 4 R
FERIES

=]

i& T JavaScript 2.x B SDK # FX¥F Amazon EKS & 854 & 13 %1 AWS_CONTAINER_AUTH
% ORIZATION_TOKEN_FILE

AT Kotlin 9 SDK =

FEAT NET 3.x 8 SDK =

EATF PHP 3.x # SDK =

& FF Python (Boto3) BY =

SDK

EH T Ruby 3.x #J SDK =

EA T Rust 8 SDK I FX¥F Amazon EKS B4 F 4 H AWS_CONTAINER_AUTH

4% ORIZATION_TOKEN_FILE

AT PowerShell =

IAM Identity Center fEIF {2t &

It & AU HLE Amazon IAM Identity Center i TIREVZRIRIBHI £ K & F (SSO) 15 E Amazon Web
Services X R,

(@ Note
£ Amazon SDK API XX #5/ | IAM B O0VEIFREEEF N SSO KR,

8 A 1AM Identity Center J§ , A MAEHZE Amazon config A HIREE LEE X, EEX
#HFE#EE IAM Identity Center iG[H[17 . Z AP KIhEE IAM Identity Center # 1T &3 KIS |
MFSRESZAFPXEKRN IAM SENEHEIE, ZE7# SDK (A NE &P REUGERERHFEAT
Amazon Web Service &R , iS5 7 #% |IAM Identity Center 53 %1iF o
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
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Amazon B#FF A TEBNTE SEES

&3 config X#BE & IAM Identity Center EFFP A

- SSO TERHERFGE (#E ) -EKS1EFEMNE,

- EEFARIFNEE-FERBEEN/\/NEFEE,
EXAMEER K CHEEEQEIPEENER,
BEiRBERENAFFERE , XER SSO SREHBEE.
LTHBIEEEEEX IAM Identity Center W EfMBEER :

« Amazon IAM |dentity Center Fi F$5Fa

« Amazon IAM Identity Center [ 17 APl &#

TR

&A% B A IAM Identity Centero BXE A IAM B OLRIEMNFEMEES | 52 6Y Amazon IAM
Identity Center K<FFERY H8 Al

HE , BFRBAEEPRHN IAM Identity Center K IE HBAMITIRE, XL HARMK T TENES
MIJE A IAM Identity Center EISER A T A ENHE config XHEE.

SSO T REEE &

® Note
EFANECCEREEE B3RP FEHaws confiqure ssolt SEEEMNE B X4

Amazon CLI, Amazon CLI

LIBER SSO T ERERFEER |, £ Amazon SDK RTELHFRIFENLSE , BEFEKNS
ERNBENLE, BX2EFENEBNREELNBNESEER |, EZHAmazon IAM Identity Center A2
FER PR EE Amazon 17817 # IAM Identity Center SR R TR F K S E 4Rt E,

ZconfigXHHsso-sessiondBo AT XA TIRE SSO R THENEETEHTOH , REAUE
FliX L35 8 5RIREN Amazon Eif, B3k config XHFRERN BN EZHAMEER , S BBt
R,
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Amazon B FATEGNIE SEE™

BE L — sso-session A HGHXKIREXH, YIME sso-session FH WK
B sso_region Ml sso_start_url, BE , sso_role_namefEprofileF o ik
Esso_account_id#l , X# SDK F &i#EK Amazon &il,

(@ Note

ERAT#E SDK M T E AR AL EE LA A M BIFTEL , 25 T ## IAM Identity Center
BRI,

LATR RBI4F SDK BB N iER IAM Identity Center i, ©& X3 B30 Rl 5 M,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

WO UEZ AN RMEXHEEFH sso-session BLE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

HAEMA SSO S AR BIZSHEE sso_account_id F sso_role_name, HREH R HARF
X A X #F4F Amazon Web Services B & B RIEMNEIE , WA EE(£E S Amazon Eif, FEE
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Amazon B4 FAXITESGNIE SEREE
BHRIEIE—FHTTP BHRIIEAR , cEAMNBEEETHNZESE, EXHBERT , TFE
sso_account_id # sso_role_name, S MNAIERM , Amazon Web Service LIHEE A XEF
BB THEEN.

SEMSEEBE RN sso-session B—E%, SEE R OAuth 2.0 Ry —fHlE , ATFR&NARFEX

APRKFRBREREN. NARFITUER—INRZNEE , ANARFZ KN TRSESNR TR

FHEE, XEBEENLT AEEME OIDC BEFHIERINHVNBERNE - IHRRNFRCH. B

REFHIHRBEED , F2 5 Amazon IAM Identity Center A 18R K 1HESEE . AT RN
sso_registration_scopes REN RS HIEHIKS /AN ERR,

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BHRIESHEERS ~/.aws/sso/cache BRXRTHHE L XHEBETLEEM.
yo-a=4 SR Nl T

ERARENTARFEES BN TERN . RMNEBWHA SSO THEHBEE.,

EFRAEASHNTARTERE SO ETREXHFEEATRE :

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

AT LAEA sso_start_url # sso_region RBNBEXHIREAFIIF. AIAER
sso_account_id f sso_role_name REFRIEENR.

LARRBNRE T config XHHHENSHEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole
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Amazon B FATEGNIE SEE™

BHRITISTHEERED ~/.aws/sso/cache BRTWRHAE L | MHBET sso_start_url,

IAM Identity Center ZiF iRt &R B
FERUTAEEEINEE
sso_start_url-HZ= Amazon configX#i&iE

EOEPEALH IAM Identy Center B[ TFHY URL., B3 IAM Identity Center i[RI TR EZ
£8 , 2 M Amazon IAM Identity Center i FF1ERF R Amazon 1R,

EHRIIL{E , B IAM Identity Center 2#| & , EFEE EHR , ABFKE Amazon iHEI[]F
URL,

sso_region-£ = Amazon config X iR iE

H P Amazon Web Services Kifi Z&EM IAM FHHOLTFEN ; LRI EER A IAM H4 4
D2 AR X, XS5EHERIA Amazon XiFFTx , LAIEEEFT ARG,

B X Amazon Web Services Xif, R ERBHTEIIEK , HSRP M XIHLKXiHT R Amazon Web
Services — k5 E, BEEHKIE , iHITH IAM Identity Center 32414 , EF 4 @R , ARERK
X1,

sso_account_id-3Z= Amazon configX /iR E

&3 Amazon Organizations BRZ5% 1 Amazon Web Services ik # A F & B RIEMIEF ID,

EEFTWAKFHIR , EHI{E IAM Identity Center $2#) & H#$TF Amazon Web Services ik T
Ho &% LAfEAmazon IAM Identity Center [T APl ZZH{E [ ListAccountsAPI 532 & & T A
K5Ik, Hlan , EATLGARA “FI&RK " Amazon CLI 3%

sso_role_name-HZE Amazon config X iR &

IAM BB ENNRENENR , BTENHAFPERNWNR, A®4MFET Amazon Web
Services Ik I8 EMWH sso_account_id. FAAEREH , MTAE2AEKN Amazon BIRAE
( ARN )

NPBREMI B IAM policy 1 BE XXRERE , HENXL THAPXNE 2 HH Amazon Web Services Ik 2
9 177 [R] X BR 4 Bl o

EEFEENTANBREMNFIZER Amazon Web Services Ik~ , E# 2 IAM Identity Center 2% & 3
$TFF Amazon Web Services IKFF W E,. %3 Amazon Web Services Ik RIEF 5 HH EFENRE
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Amazon B#FF A TEBNTE SEES

B LIETLAEER Port Amazon IAM Identity Center al APl £ i ListAccountRolesAPI 5 3%
BERUANXRENR. Flan, EATLLEA Amazon CLI FElist-account-roles.

sso_registration_scopes-*= Amazon config X% iE

E )} sso-session RNWBENES 2 EIR. SEERKIT IAM Identity Center FHEE
TREENKIET SR, EM IAM Identity Center IREFTHEIRIFEHNSIE , BAR T
sso:account:access &/MNEE. BXXENIFRSEEFRFE , S HAmazon IAM Identity
Center AFEMYH HIEEE . LREFEATEENAURFEEZ. FARGAREXTHTRE
WA PREITE sso:account:access fEAESEE N,

5 Amazon SDK (I ER
BAN SDK X#EFAEBAFMIRMIIEEMNRE., FIESD HIMEREEEH,

SDK ¥ RARESZER
=

Amazon CLI v2 =

EATF C++ 1y SDK =

SERF GoV2 (1.x) I SDK &2

EAT Go1x (V1) W SDK R EFAHRE config XHRE , BT IE MELE TH N K Th

e ; BEZR &,

FEAT Java 2.x B SDK credentials XHHHXZFEREE.

fim

FEHAT Java 1.x B9 SDK

7|

FEA T JavaScript 3.x 4 R
FERIES

FEA T JavaScript 2.x B SDK £

& A TF Kotlin B SDK 2
EATF NET 3.x 19 SDK 2
FEATF PHP 3.x By SDK 2
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/

Amazon B FATEGNIE SEE™

SDK X FEXHEZER
#

& A F Python (Boto3) KJ =

SDK

& F T Ruby 3.x #J SDK =

EAF Rust B9 SDK H NEEZNARIFEE.,
i.’\

FF PowerShell B

IMDS EiF gt &

KB THIERS (IMDS ) REEXEHFINHKE , EAIUATCKEEREREEESTHES. &
XUABENESZER , BSHERT Linux 2618 Amazon EC2 A F 8RR Y SEHI o SR M A F 3
# , SUER T Windows 3541 Amazon EC2 A 8RR RYSESI T A A A 7~ #5838, Amazon EC2 12
T AMESRBIEAN AR, XS AR EFRAERRER. ZZD%%VJIJI}ﬁjJDTﬂ@ & AT BSR4t
— AN ZABERNEIE, SDK TSR Zin R RBTENERIANTIEREEE —BoNEIE. FHiA
BRT , EAEMTHBERSRA 2 (IMDSV2) , EMfEFALERTENEZSH IMDS J%JiZIso WMRBFF
ATEHMER ( HTTP f5ixHB 403, 404, 405) m&M , NEA IMDSv1 ER EIR,

ERLAT A AR B L 2hRE -
AWS_EC2_METADATA_DISABLED - }FEL =
2B EA Amazon EC2 EHI T #ERS ( IMDS ) RIREUEIE,
BRIAE : false,

BME
« true - B2 IMDS RIREUEILE,
« false - £/ IMDS RIREVZIE,

ec2_metadata_vl_disabled-3*Z= Amazon config &g,
AWS_EC2_METADATA_V1_DISABLED - IifEZ &

R IMDSv2 HIHE , REEAKSITHBIERSRAE 1 (IMDSV1 ) FRBRSEE.
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html

Amazon B FATEGNIE SEE™

® Note
¥R SDK %% IMDSv1 , Rt A X FiRE, AXFMAEER |, FHLER 5 Amazon SDK
¥

ZRIA{E : falseo

BWE
« true - 5% IMDSv1 F{EEIR,
- false - ¥ IMDSv1 B{EEER,

ec2_metadata_service_endpoint-*= Amazon config X% E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - SREZ 2

IMDS Hyi Ko

ERINE : R ec2_metadata_service_endpoint_mode &F IPv4 , MIERIAIRS R

http://169.254.169.254, WIR ec2_metadata_service_endpoint_mode &F IPv6 ,

N BRIANIHm SRR http://[fd00:ec2::254],

BEXE : BNMH URIL,
ec2_metadata_service_endpoint_mode-*ZE Amazon config X iR E,
AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - }FEZ 2

IMDS Hin RER.
AIAE : IPv4,

B%{E : IPv4, IPv6,

(® Note
IMDS FiERHE R RiEREEHE V-85, B2 , RAREARIFHEML M RAEZR ,
FoRE IMDS FiERHE. Fit , MREFLENEFEALRHENEIE  WLAMEE
FHBRE AN TIIRH‘ENEARGEEX . HE , SERBEITRHAEEE3 RIH
MEHRERE T EREL , FTOERBHEEFML IMDS FiERHAE. QIEBRSEF KA,
A B REERIERR.

IMDS £t #&
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Amazon B FATEGNIE SEE™
IMDS EiF L e M

BINMERT , & Amazon BHEF XTI EGRBEEREREILRN , RETFRITESFHZEHER Amazon
EC2 ST BIEMRS (IMDS) ¥4 3 Amazon BEBMIE+, @I AWS_EC2_METADATA_DISABLED
ETEBIREN true , AIERAKITH, XEAURLEFRXENMEED , HERTAEMENZS
M BRI RE 2L Amazon EC2 K6 T HIEIRS

(® Note
Amazon TiLiX g BN , BB T AREIEN SDK B BT 2 A IMDS &R &I,

£ A Amazon EC2 IMDS ZiE
MZENAETERRTAIEANERERGUREBREFEERNRELRE,
Linux A macOS

£ Linux 8 macOS MEF AR AT o B IREMER

bl

$ export AWS_EC2_METADATA_DISABLED=true

MREHFLEHIREESZ shell *EMNREERHRFAET , WATLLF LR SR MENEH shell BLE
X#H , BlEn .bash_profile, .zsh_profile = .profile,

Windows

8 Windows WEFAIFERAUTHSREMIFETE -
$ set AWS_EC2_METADATA_DISABLED=true
MRBEFLEWREES shell AFENRZERHREFRT , MAUXAUTHRS

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note

Z setx B AR ZENA T HEH shell 21F , AL EFEEHMBRNEFHITIT shell = #E
EE R ER
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Amazon AT EGHNIE SEE™

5 Amazon SDK (W ER M

BUF SDK XEFEAREBEHFTRNIIEEMIRE. PRERRS BISMERIGEZH,

SDK ¥ BEAREZER
£
Amazon CLI v2 =

ERAT C++ #9 SDK

fim

BEAT GoV2(1.x) W SDK £

EAT Go1x(V1)HWSDK R EFAHE config XHRE , BAF S MELE X H NI Ih
B ; BEHLIE

ERATF Java 2.x B9 SDK =

FEHAT Java 1.x By SDK 2

FEATF JavaScript 3.x 4 R
FERIES

FEA T JavaScript 2.x B SDK £

EA T Kotlin # SDK 2 BE2EMA IMDSv1 B3R,

EAT .NET 3.x 8 SDK =

EAT PHP 3.x # SDK =

& FF Python (Boto3) Y =

SDK

& T Ruby 3.x #J SDK =

&M T Rust 8 SDK 2 B26H IMDSv1 EiE,

AT PowerShell  BulERERRBAIENEZER imdsV1 EE, [Amazon.U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true
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https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
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Amazon B FATEGNIE SEE™
HEEIRMHE

SDK R#t 7 —#¥ & B E L AHIRFEILR A EEN 5,

IAM Roles Anywhere 2t 7 —fh3REXFE Amazon AZETH TEARSHEN G ZIENFZE. EX
WAIREE credential_process , 5 IAM Roles Anywhere,

/A Warning
THNMAT —TMASHBRFEIEN S E. XAERER , FHLiEEETE, MRAE, N
RLERFREMTIERERERF. NRERALER , INBRERARERENRZERERERI AR
BE config X, BRENEELZILETIENHEMAHBEFEEBA StdErr , BH SDK
M Amazon CLI ATARMIERUEKER , THESFHERLBZNOAF AF,

FERAUTHEERELIhEE
credential_process - = Amazon config X#i& &

EE SDK R TERREEITHNARGT , LERBRZATZH TN HRIEZIE, ZIREE

E SDK HARAMNEF/aATHEMN. 2 SDK FAZHER , E2FFHRHRER JSON HIEEA
stdout. HENREHEMAURERRNERERFES. ZEEEE SODKRTEFTATHEHRTEHR
ERER,

@ Note
HEEFIERHAER RERHEE V-0, BR , AEEARIFHHMLNMEREZSG |
FTeKE IMDS FiERME, it , IREFLENEFEALRHENEIE , NXTMNEE
PHBREMBERNRIERHERERAEBEEX . IE , BERBFEILRAEE S RIH
MEERERE T HAREIL , FUERBREEEARN IMDS RiLRHEE. IBRRSEFF iR,
A EEREEZUERR.

EEFRILERFRRE
ZRENER—IMNFHE , HPI2ED SOK FIF XTI ERRBEZTHRFHBRE

« BEMXHEBREHUATEREAR : A-Z, az, 09, BEFF(-). FT¥& (). A< (.). E#
AL (/). RBHL (\) MZEH
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Amazon H#F XTSI A sEEE
- IRBEINHEIEER , BHTERENABANGIS (") FEEX.

« MRSWEMTSHEZTEZEH , WANEIS (") FZaRFER, NEEREHIE , TTRE
FMEXT o

s BOEFHFEROSTARETE, fl , £FEESE $HOME 3 SUSERPROFILES,

c TEFEXHRIEEN ~, * EUTEETBREIEXHR. IREFEEANHRE  WRELZR
£ PATH MR ZBREENNHRPERIZEF.

AT RBIERT E Linux/macOS EHIHE config X#HHIZE credential_process,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AR RBIE R T Linux/macOS EHIHE config X#HHiRE credential_process,

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"”

FUETT R Y TR Hn

SDK #ZBEEBNHHIBENARETiZGT , AEMREEHRPEWMEE, ZEENSGS , Titl
BIZARE 2 —H&IRRFE , #FSUTE STDOUT EERFES LA TIEER JSON #Hd.

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(® Note

BEREAZAE , Version BHLIREN 1, FEREEBMZEHWHN AR  ZETRESE
yilil8
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Expiration Z4AR XM RFC3339 /XAt RIE. R ITENHEHPFFE Expiration &
£, W SDK BEXRIERTRIFOKBEIE, &N , FHARNIGHEIE , HESEEIHHIEFMET
credential_process R XK B RIFEIE,

@ Note
SDK ™ ZFARMHRELE , E—KTRATRAARKILE. NRFEESF , WAHENDEHE
PRI,

AEHEBALUREIFEZIRERE , B RERREZIER X £ 1R,
5 Amazon SDK WA M

BUFR SDK X#EAREBHARNREMIRE. FrIEEDHIAMEREEEH,

SDK X BEHEZER
#
Amazon CLI v2 =]
EAT C++ #9 SDK =]
EATGoV2(1x)®WSDK &
EAT Golx (V1)K SDK B EFRAHE config XHRE , BT B MEE X H NI Ih

fE ; BSHKTE,

FEHAT Java 2.x B9 SDK

at

FEHAT Java 1.x B9 SDK

at

FEAT JavaScript 3.x WE#HE B
FAIES

EHA T JavaScript 2.x ¥ SDK &

& AT Kotlin 8 SDK )

FEAT NET 3.x B SDK =]
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Amazon AT EGHNIE SEE™

SDK X FEXHEZER
B

FEHAT PHP 3.x 8 SDK =]

& A F Python (Boto3) KJ =]

SDK

& F T Ruby 3.x B9 SDK B

EAT Rust By SDK

at

AT PowerShell =]

PRE{LThEE

WEEe e —BWEIAE , HBEEHFZ SDK FLUMEIN AR T, HEZA SDK #HI1THRB
B, XM —HMTURE TERERNEWE. IEREFIUERBHEES , HSHENEE SDK
API T fRi#15,

/A Important
FIEFBIIE (BEENDENMELHE ) #MZEAAE SDK BIZ#E.

FH

+ Amazon EC2 Efl i
+ Amazon S3 AR

« Amazon S3 % XiFifE K
+ Amazon Web Services X1
« Amazon STS Xig{tix s
o A FIPS ik R

« ImREI

- BARERE

« IMDS & i

- EidTH
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Amazon BH#F X TESHNIE SEES
- BRES

- BETRSNIRS
- EReflERIAE

Amazon EC2 L4t iz

Amazon EC2 3R B ERH T —TE AR THIERSS (IMDS ) HIBRSS . BETHAXLERSHNE
ZER , BZHAERT Linux XBI# Amazon EC2 B8R HHY S| TBIEM A #dE &R
T Windows 3£fI#9 Amazon EC2 R~ 18R H K SKOIBEANASEE . ZHECEE IAM S61
Amazon EC2 6| LR RFEUERY , BIAMBR T , SRS T BIERSAVIERER AT TR,

ERU TG ARE L ThRE

metadata_service_num_attempts - = Amazon config IR E,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - (R85 2

KIGERE T ZRNEF TEERSKERBEN , ERFIZIRMEXE
ERIAE : 1
BWE : KFRETF 1 EFE,

metadata_service_timeout - £ = Amazon conflg XHiZIE,
AWS_METADATA_SERVICE_TIMEOUT - I:RMEE

BENMNES T HIBERS R EZHRIER , REBETHNH
ERIAE : 1
BWE . KTIET 1 BT,

£ config XHHiREIXLEER KA

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B ST RENETEN R :

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
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export AWS_METADATA_SERVICE_TIMEOUT=10

Windows B s ST IRENRTEM KA

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

5 Amazon SDK WE A M

BT SDK XA EBHATRNIIENIRE, FRAEID FISMEREEEH.

SDK X EERESFER
=]

Amazon CLI v2 =]

EA T C++ By SDK &

BEBHAF GoV2(1x) I SDK &

FEATF 1.x (V1) B9 SDK i

& T Java 2.x #) SDK &

EATF Java 1.x B SDK B F % metadata_service_num_attempts o
o

FEAT JavaScript 3.x WEHE &

FAXIES

FEATF JavaScript 2.x B SDK &

&M T Kotlin # SDK &
EATF NET 3.x ) SDK B
AT PHP 3.x #§ SDK B
& FF Python (Boto3) Y =]

SDK
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SDK X BEHEZER
#

EH T Ruby 3.x B9 SDK B

&M T Rust B SDK &

AT PowerShell &

Amazon S3 EA =

Amazon S3 fRFREEAKEN S Amazon S3 FHEBRXENENR LN, EARLAUNAE—HNER
HMARE A MAREENAINFER. £A Amazon H4TRAITES , EANEFERFRPERE
AR Amazon FREF (ARN) #1T APl #F , MALABEEFEREEN. SNATRENERE,
PIINER ER GetObject BYEAR ARN MEFEBHIRENR , HEFEMAER PutObject WIEAR
ARN RFX$ SRAN D2 F 6 A o

ETH#AX Amazon S3 AL ARN WEZEE |, 5% Amazon S3 AFEETMNEREA S,
FERUTHERB L INEE

s3_use_arn_region-*= Amazon configX 4% &, AWS_S3_USE_ARN_REGION - (SMETE EE
BEERBPREE , FEEERZNEE SDK,

g B4 SDK 25 F A A S ARN Amazon Web Services X183, & R #9iE X iH L& i

Ho. SDK £1iF Amazon Web Services Xi3 ARN & H 5% % Amazon Web Services X
BLiE Amazon HHEIN 2 XRERS , U LEEARAMNEs XAA, MRZREN , WEEME
ARBEENRE K HARKETERE,

ZRIAE : false

BNE :

+ true— SDK fEMi& &% T = Amazon Web Services X35 B ARN , MR &EFimH B
Amazon Web Services X, fil5\ : tREFimkIEE Amazon Web Services X5 £ FIPS
Amazon Web Services X1 , M| © #4915 ARN fHIEE, Amazon Web Services X & N5
BHIEIR,

« false - SDK EHi&im Rt EAZEFIwEER Amazon Web Services X1
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https://docs.amazonaws.cn/powershell/latest/userguide/
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Amazon AT EGHNIE

et

5 Amazon SDK (W ER M

LT SDK X#EFAREBAHFTRNIIEEMIRE. PREERD AISMERIGEEH,

SDK

Amazon CLI v2

EHT C++ 19 SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) # SDK

EATF Java 2.x B9 SDK

FERAT Java 1.x B9 SDK

EH T JavaScript 3.x B4
FEIES

FEH T JavaScript 2.x 8 SDK

E AT Kotlin B SDK

FERTF NET 3.x 8 SDK

ERA T PHP 3.x B SDK

& FF Python (Boto3) BY
SDK

EH T Ruby 3.x #J SDK

FEAT Rust B SDK

AT PowerShell

X BERESER

#

=
=

i

i

7|

EFEARE config XHRE , KT EMEEE X INEEITH

fE ; S HK1E,

TEBIRERER ; HEWconfigXHERETHETZE,

TEBIRERER ; HEWconfigXHERETHETZE,
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/
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Amazon S3 Z[XigiF [ &

Amazon S3 ZXIFFARRMT e/ Ka , NARFUUSEAZEARKFEERXRBMNTFZA
Amazon Web Services XiF# Amazon S3 @B ER. BUUFERAZXEZEARNEZSXIGENA
BF, FRAENXEPEANEREY  AREHREMB A ESTXENARERF.

ETHMEXZXEBEAANESZEESR |, 1§55 Amazon S3 A IEMTH Amazon S3 I Z XA
5

/AN 0

ETHRAXZXEZEAR Amazon BREF (ARN ) WEZEE |, H3 % Amazon S3 AF#gmEs
WERSXEEALLHER,

ETHAXMNESXEEARNESEE , 55 M Amazon S3 AAIFEMPMEES XEEA S,

SigVAA B LR ATEE 2 RXEERNE R R, ZEEH SDK BiE Amazon BRETH RS
(CRT) FF EMKBITIRIRTS

ER AT BABLE L 2D RE -

s3_disable_multiregion_access_points-3= Amazon configX#iRE,
AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - AT E EEEERABHIEEE , TEES
R IR 45 E SDK,

iR BE1EH) SDK BREAREREXEHER, RZBRXENL , WRLEARBEENRE , HXZ
BREZTERIE,

ZRIAE : false

BENE :
« true - FIEFEABXEHER,
- false - FRZXiFEALBABXEEKR,

5 Amazon SDK WA M
AT SDK XEFEAFBFFIAMNINEEMNRE, FrE o HlANEREE XA,

SDK ¥ RAREZER
=
Amazon CLI v2 =
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.amazonaws.cn/cli/latest/userguide/

Amazon B#FF A TEBNTE SEES

SDK X FEXHEZER
B
ERAT C++ #y SDK =

FEAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &
FEAT Java 2.x B SDK B
FEAT Java 1.x By SDK =

ER T JavaScript 3.x WE#H &
FEIES

ER T JavaScript 2.x B SDK &

& A T Kotlin # SDK =
FEAT NET 3.x # SDK B
EAT PHP 3.x # SDK =
& A F Python (Boto3) KJ =
SDK

iEA T Ruby 3.x #J SDK =
EA T Rust 8 SDK =
AT PowerShell =

Amazon Web Services Xig

Amazon Web Services X125 Amazon Web ServicesE & AN EEE RN EEM S,

£/ Amazon Web Services Xig , & 7] LLif (R SEFR5T & 7R 45 7E #th 3B X 19 A Amazon Web Services,
XA AFRIEEHHRENNARFELENAFRFRCIINMNE, XSRHEAEED, REEMEM |
B LU AR, FRAKXE , BBl 2REETHABTFZ XM TRER.
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https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon B FATEGNIE SEE™

K ZE Amazon Web Serviceii RE S45E M B XIig A X<Bk, BRIEBEBHAAEA Amazon Web Service
RHEANEFITIEE  BUNE MR EIENRRETMAEMXIGFPEAREFLE, 5120 , Amazon S3
Amazon EC2 X HEXFEHl, FELRS (Fl 1AM ) & BXFE R

Amazon Web Services —fix5Z& GEEXUTHRNENEER :

- ETHEERBNERCBANXR , AEFUAXERKNSIER |, FSHAmazon 755K Ko
- EEFEE Amazon Web Service FIE XIFHXHMmRIIR |, HS RS In LA RH

BIRIRS & i

ELURTEF R 171 Amazon Web Services , SDK &4 Amazon Web Service I EF w3/ R,
Hlan | RSN AEREZEZE R Amazon EC2 |, NEM N ARSI EIE — Amazon EC2 &FF imXt
REKREZBRERE,

MEEBEAEFRPBEEXE , WEFHERIAEABEI A TregionitBREN X, B2 , AT
ANEMENEFHENRENEEFFRIENXE, UXfHERNEEXBRETZEERSEFHNE
A£BFEE, FAKEBREZEFHNEAIRPIEEN , ZXIBIEETEN SDK ( BEFLRNE

E SDK ¥/ SDK R1BE ) .

FRUTHEERELLIhEE
region - = Amazon config X#iXE, AWS_REGION - SR EE
$EE BT Amazon &R BRIA Amazon Web Services X3, It Xig A T RIBMHIEE X SDK AR
EER,
ZRIAE - T, HAABRIEEE,
BNE :
« HTMERSHEMXERE , HXIEK , BSH Amazon —&kSZH M Amazon IR H
Ho Bl , B us-east-1 FiwKIZE N Amazon Web Services XIFEERES ( FHH LML

=)o

« aws-global AR T KERRAZALZHFLEMNERHINRSEELRRS , B0 Amazon
Security Token Service (Amazon STS) #l Amazon Simple Storage Service (Amazon S3),

£ config XHHREEN R

[default]
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Amazon A X ITESNIE

SEES

region = us-west-2

Linux/macOS B S TRENRETEN R :

export AWS_REGION=us-west-2

Windows B & S TIRENETEMN RH :

setx AWS_REGION us-west-2

AZH SDK BEBREXNR , TATENRRFRBHEERARS, H35¥M1E)

E Amazon SDK FF X AR/,

5 Amazon SDK (I ER

AT SDK XEFEAREBEHPATRNIIEEMIRE. AIBEERD BISMERIGEEH,

SDK X BERESER

B

Amazon CLI v2 & Amazon CLI v2 £ AWS_DEFAULT_REGION
5 AWS_REGION HHEMIE ( ANEEHEED ) .

Amazon CLI v1 & Amazon CLIv1 fEFH& R AWS_DEFAULT_REGION
EXRMEEW,

@A T C++ B SDK =)

BEAFT GoV2(1x)HWSDK &

EAT Go1x(VI)WSDK & Eﬁﬁﬁx\——f- config XHRE

Hb;

FEHT Java 2.x By SDK =1

FEAT Java 1.x B SDK =]

FEHAT JavaScript 3.x WE4E A&
FEIES

N:ESS

YR AE 2 Bl

BRI

, WAIRFT 5 MBC B ST NS EY 2
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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SDK X FEXHEZER

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

EHA T PHP 3.x B SDK

B

)

)

SEAT NET 3.x #§ SDK B
=)

=)

&R T Python (Boto3) By It SDK &7 AWS_DEFAULT_REGION HYIREFERE
SDK N A=]: 08

EHA T Ruby 3.x B9 SDK =]

E AT Rust B9 SDK

at

AT+ PowerShell =1

Amazon STS X1t ik =

ERINER T , Amazon Security Token Service (Amazon STS) fEN £ BkIRSS 1R , FFE Amazon STS
BEREFLHE https://sts.amazonaws.com EHE—PMiwR. 2ERERMHFTEZERI (FEFE
ME AN EER ) IZiJEo Amazon B AKX Amazon STS in KM A =2 IKig K. BX Amazon STS iR
MEZER , S HAmazon Security Token Service APl 2 1 Jif 5o

ER AT BABLE L 2D RE -

sts_regional_endpoints - £= Amazon config X#i% &, AWS_STS_REGIONAL_ENDPOINTS -

WETE

W& BIEE SDK = T EMm#E A F 5 Amazon Security Token Service (Amazon STS) BE/H
Amazon Web Service i &0

ZRIAE : legacy
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
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® Note

2022 F7AZRRAENMERH SDK EERAKEBFHFIRIA N regional, FHH SDK EEH&ZIK
BESMIBRILIEBEHFEAregionaliTH. AT RAMEERARATME , RINEUER
EVFH&FEFF%‘EFHreglonalO

BERE . (BWWE : regional )

« legacy - X BLT Amazon XigiffEf £ /& Amazon STS it <. sts.amazonaws.com : ap-
northeast-1. ap-south-1, ap-southeast-1, ap-southeast-2, aws-global., ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2. eu-
west-3, sa-east-1, us-east-1, us-east-2, us-west-1Hl us-west-2, FIEEMKX
HEIEAEEBNXERS.

. regional SDK R T EMAX HEE BN XEHFEA Amazon STS R, i, lREF
IR E RN us-west-2 , MIX Amazon STS #{THIFFE A A& 3 XiEi% & sts.us-
west-2.amazonaws.com MIEL/F sts.amazonaws.commR. BEEZANIREN O£REL

W RAEEER , BUFXIFHIZEN aws-global,

FconfigXHHIREXLENRH

[default]
sts_regional_endpoints = regional

Linux/macOS BE tr T TIREFETEMN R :
export AWS_STS_REGIONAL_ENDPOINTS=regional
Windows B s S {TIRENETER KA

setx AWS_STS_REGIONAL_ENDPOINTS regional

5 Amazon SDK (I EZR M

LT SDK XEFAREBHATRNIIEEMIRE. PRERRD BISMERIGEZH,
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SDK X BARNEZER
b=

Amazon CLI v2 =B BRIAEN regional,
ﬁJ\

EAT C++ B SDK 2 AXREFHRETEMconfigX#HiRE. SDK BidregionaliRi&
7 BT,

EAT GoV2(1x)®WSDK &

EATF Go1x (V1) B SDK & EFAHE config XMHIRE , XAFSMEE X H NI

BE ; BZ R,
FERT Java 2.x By SDK B
EA T Java 1.x B SDK =)

FEAT JavaScript 3.x WEHE B
FEIES

FEATF JavaScript 2.x B SDK &

@A T Kotlin £y SDK &
AT NET 3.x #§ SDK B
AT PHP 3.x 5 SDK =l
& F Python (Boto3) Y B
SDK

EH T Ruby 3.x B9 SDK B
&M T Rust B SDK )
AT PowerShell =)
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HER N FIPS i <
EAMNT AR B LIEE -

use_dualstack_endpoint - £Z= Amazon config X #i& &, AWS_USE_DUALSTACK_ENDPOINT -

WETE

FriEExM SDK R E BM R IF[KIZFR. EiFH THXF IPv4 7 IPv6 quE’Jﬂy\iﬁﬁilﬁﬁl X,
#2 5 Amazon Simple Storage Serwce BREETHER Amazon S3 XUk G &, XU iR
EATREXSE,

ZRIAE : false

BNME :

« true - SDK T EFZAFEAIGHERBE R X HMEFER, WRRSF/H Amazon Web Services
Xig FEENCHERE R |, NERGEM.

+ false - SDK T EFFfEAXHER IR KK HMEFR,
use_fips_endpoint - = Amazon config X ik &, AWS_USE_FIPS_ENDPOINT - IfEEE

FERKF SDK R TERBMEAS FIPS Wim R KIXER, BRFPEBLEIRA (FIPS) E%IEIBUH
NHERENBN—HRLER, BUTNE, SENRMEURSESRIBBUTITR LS RIS 24550

5F FIPS £S5 4. 5+ Amazon is 2 [E |, FIPS is SRS FIPS 140-2 B9 TLS B4 EE, le]
REAMIZE , HBEH Amazon Web Services X5 YIRS FA1EE FIPS W= , N Amazon
ATIaE& kM, Amazon Command Line Interface B9 43 T RS M Im = F --endpoint-url i&
N EENIRE,

EiF 4 T #RIEST Amazon Web Services X1, I6E FIPS i & E’Jﬁlﬂiﬁi/i ZRERS X 50
FIPS i &, &> Amazon Elastic Compute Cloud RS iR EZELR | 2 m Amazon EC2 API
SE RN (IPv4 F IPV6 ) i 5,

BRAME : false

BEXNE
« true - SDK L EF @S FIPS Him R KIEER,
« false - SDK i LEFARL@AFE FIPS Mim R AXER,

5 Amazon SDK (IR M
LAF SDK X#EFAXBAHFMIRMIIEEMNRE, FIESD FIMEREEEH,
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SDK X BEHESER
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Amazon CLI v2 B
&M T C++ # SDK "
FATGoV2(1x)®WWSDK &
EAT Go1x (V) B SDK B EMFAHRE config XHIRE , LTI/ MELE LA INEL A I

e ; BER &1,

ERAT Java 2.x B9 SDK =]
ERAT Java 1.x B9 SDK &

FEHAT JavaScript 3.x WE 4 A&
FEIES

& FF JavaScript 2.x B SDK

F AT Kotlin B9 SDK

EAT PHP 3.x ¥ SDK

B
B
BT NET 3.x # SDK )
B
B

i& T Python (Boto3) K
SDK

& T Ruby 3.x B9 SDK =]

EAT Rust B SDK A
AT PowerShell =]
i R AT

SDK EAim R XKIMKFRIRFHmA ( ATIARSHHERN URL) |, BMHATLE Amazon RiEH#HR
EEEFHR URL, X , FNRBHRITUBIRNFHRR. RERSEEEEN R HR , BT
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Amazon B4 FAXITESGNIE SEREE
UEZETHBIER ARG LKRETANGKR. REITARKRE , RBLFERZE TG R HAbg
e, iz , X¥F Amazon Tlmestream SDK £ & iDescribeEndpointsiFRUAR R ANKR ,
AREFERX LRSI TERISERIE , fliiCreateDatabasediCreateTable,

EREERSH , R XIARLEN , MES —ERFPURAER, BRiANtruekBfalse , E4E
RTBRZFREZFEHR[KLI., Hla0 , Timestream ERIAFtrue , Amazon DynamoDB ERiAkF false,
NFARERRRINES  WFEARRKI. HR , IBIHELTE, = Amazon configX#
5 SDK fREBHiE ( fln |, BEX ) REBHREET.,. N TEERKAIANWERE , SDK 2BFHZH AN iR

ER T SRR E L ThRE

endpoint_discovery_enabled - 3= Amazon config MX#f&E,
AWS_ENABLE_ENDPOINT_DISCOVERY - IMELE, EEERERBYERERE , FEEREHNLENEE
SDK,

NHERERIRENRSER/ZARREN, FERSEERALN,
ZRIAE : false

ENE :
s true- XN TFIHARAMBAENRS , SDK XBxFIEX XM E S,
« false- XN TIHAREIMNIBAENRS , SDK TR BFEXZIIE o

5 Amazon SDK WA M
LA SDK X#EFAREBAFHRMZIEENRE., FIESD HIMEREEEH,

SDK %X BEAREZER
#
Amazon CLI v2 =)
EAT C++ B SDK =]
FATGoV2(1x)®WWSDK &
EATF Go1x(VYWWSDK £ E t= config XHRE , HAFF B MELE X INEHITh

fEAH
E\E : %E%IEI 1%0
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Amazon B#FF A TEBNTE SEES

SDK EAREZER

FEHATF Java 1.x B9 SDK

B3
<
SEAT Java 2.x K SDK B
)
=)

EH T JavaScript 3.x B4

FRIES
EA T JavaScript 2.x ¥ SDK A&
& AT Kotlin # SDK &
AT .NET 3.x ¥ SDK B
&M T PHP 3.x #§ SDK =)
& A F Python (Boto3) #J =]
SDK
EH T Ruby 3.x 9 SDK B
&M T Rust B SDK T N EK#F Timestream,
%
FF PowerShell =)

EABERE

SDK X#F— &M FHLE SDK BETHNEMRRE.,
ERAUT A ERE L INEE

api_versions - £Z Amazon config X #i& &

KL Amazon BRF4EHF 2/ APl RAL X FEEREMH. BRIAMBRT , SDK # Amazon CLI ##4E
FRASHNT A API R, MERFERIEEN AP IRAKLEBENER , BEELHND AER BRI

% api_versions i&&.

BINE : T. ( SDK EAMERH API fRZA, )
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
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Amazon B FATEGNIE SEE™

ERE : IR—MRERE , BR—1HZANREHBT , BITHRR— Amazon RS EFEHH API
WA, 1EZ R Amazon BRI UL T 0] FAEY APl BRAR,

Z RN config E’JW?A Amazon FREIRE T EM APl fRAS, XL API RARATFEESS
XERENREEXHTETHGS. 1—:’:173\@}1&&[3’9%%%5@% ZRSES W APl B SRR A

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - = Amazon configX #i% &, AWS_CA_BUNDLE - JFEEE
JEEFEN SSL/TLS EENEFANBEEERBEHAE (T ERBN .pem WXH ) HEE,
RIANE . F

BYE : EEXERENEANMFR. URFEELRNHE  WRESZHE PATH NEREEE
M XK P ERIZEF.

£ config XHHIZELEN R

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

Linux/macOS B s FITIREFREEN A

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar0d5.pem
Windows B S{TIRERETEM RA

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mard5.pem

output - £= Amazon configX#Hi&E
BEL R Amazon CLI AR Hfth Amazon SDK M1 TEFHENIZE
ZRIAE : json

BME -
~HHE A JSON ZHEMNER,
~-HMHEH YAML ZHEHER,

EANRE 81
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https://json.org/
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https://yaml.org/

Amazon B FATEGNIE SEE™

« yaml-stream- W HBERILEF XA YAML ZRFENRN, ERIFE R EXBHIER

#,

- text - HHXASNMHRFIBFRABETHRRN XX T HAED ARG ESR (W0
grep. sed = awk ) RE A,

« table - WHRARBIEX , ERAZF +- UEKETBILE, CEELARCBA2IES

XA LLEMRXERTZRR , EMNRESERHTEBLAEA.

parameter_validation - = Amazon configX#i& &

}E SDK HELEEFHTITSEAIEE Amazon BFiHR 2B RS RIEX LS,
ZRIAE : true
BEME

« true - BRIAME., SDK L ERITHSITSHBNEF RRIE, XEBT SDK X TEBINSHES
B, AR — LR, £0 Amazon REmARKIEIFRZEN , SDK s TE ] LB LMV E

SN
“No

« false - SDK RIEEFHTTSEHEKIEE Amazon RFiHRZEARIEX LS, Amazon
RS A TRIEFTEE R HIEL TR IER,

5 Amazon SDK fIER

LT SDK X#EFAREBAHFTRNIIEEMIRE. PRAERRD BISMERIGEZH,

SDK X BEARNEZER
#

Amazon CLI v2 B F%#F api_versions .
VAN
7]

EAT C++ By SDK =]

EHAT GoV2 (1.x) I SDK  # T ¥ api_versions #H parameter_validation o

BT Go1x (V1) B SDK  #, FX# api_versions #H parameter_validation o
7 Eﬁﬁﬁ L= config MHFRIE , AT B MELE ST D0k #Y Ih
S 21,

EANRE
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https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.amazonaws.cn/sdk-for-go/api/aws/session/

Amazon AT EGHNIE

SEES

SDK

FEHAT Java 2.x B9 SDK

FEHATF Java 1.x B9 SDK

EH T JavaScript 3.x B4
FEAIEQ

& FF JavaScript 2.x # SDK

& AT Kotlin 8 SDK

EATF NET 3.x B9 SDK

EATF PHP 3.x By SDK

$EFF Python (Boto3) #Y
SDK

EH T Ruby 3.x 9 SDK

EAT Rust B SDK

AT PowerShell

IMDS & F~ i

X BERESER
B

|

7|

B

7|

7|

SDK fi£ i T [6] & TE B9 18 SR R EHE S T BIE RS MR A 2 (IMDSV2) & F i, BX IMDSV2 HE 215
B EZRERT Linux 24189 Amazon EC2 AF#EEHHER IMDS v2 =3& B F Windows SE6I8Y
Amazon EC2 AF MBI R IMDSv2, IMDS &EFin )@ id SDK KBEFRUENEF IGHEX R

HATEIE
ER AT BABLE L 2D RE -

retries - EFmEHENRK A

E R AY 1B RV E IR

2RINE : 3

IMDS & i
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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Amazon B FATEGNIE SEE™

BRE : KT 0 IEF
port - & UREL E X R R

i s A9 i O o
2RIAE : 80

BRE  BF,
token_ttl - EFIHEEN KRR

SHH TTL,
ZRIAE : 21,600 # (6 /AT, D ECHYEREATE),

BRE  BF,
endpoint - EFIHEEN KK A

IMDS HYi R0

BRIAE : IR endpoint_mode F T IPv4 , MIBERINEwSK A http://169.254.169.254, MR
endpoint_mode &F IPv6 , MERIAmSA N http://[fd00:ec2::254],

BRE : BHH URI

Z¥ SDK #ZIFLUTIET . BEXFMEE , ESHAENISE SDK RBE,
endpoint_mode - EF B BN KK A

IMDS 3% SRR,

BRIAE : IPv4

BEWME : IPv4. IPV6
http_open_timeout - EFIHREENRHKA ( BMABREMTE )

EHFEEITTHYH
FMINE 1B
BRE : KT 0 B9EF,

IMDS % i
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Amazon B FATEGNIE SEE™

http_read_timeout - EFIREEN KK R ( BMABERAMARE )

BRE— MRV B
BMINE 1

ANE : AT 0 BT
http_debug_output - RFHEEN KK R (BHTREEFTR )

RIE A T By 5
BMINE : Eo

BME : BXW /0 F , W STDOUT,
backoff - BFHMEN KM R ( BHTEAFTR )

ERXERZARENYHY , IFFFRENEEREZTHEAA. X2BEZRANEHEIRKRE,
ii!iﬁi}\ﬁ . @ SDK ﬁﬁﬁo
BENE: A SDK MR, JURKE , LA URNBENEHEWEA,

5 Amazon SDK (VA

AT SDK X#EFAREBEHPATRNIIEEMIRE. AABEERD HISMERIGEEH,

SDK X FXHESZEER
B
Amazon CLI v2 =]
ERAT C++ #y SDK A IMDSV2 RIEREER. BFSHREIMDS FiFiREE,

FEAT Go V2 (1.x) B SDK

FEAT Go 1.x (V1) B SDK

ERAT Java 2.x B9 SDK

ot @t @ ot

EATF Java 1.x B SDK
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/

Amazon B#FF A TEBNTE SEES

SDK X BEHEZER
#
FEAT JavaScript 3.x WE#HE B
FERIET
FEA T JavaScript 2.x B SDK &
& T Kotlin # SDK =)
EAT .NET 3.x #9 SDK B
&M T PHP 3.x 9 SDK =]
& FF Python (Boto3) Y =]
SDK
& AT Ruby 3.x B SDK =]
& T Rust 9 SDK =)
FAF PowerShell =]

EiRd1TH

BT HEHFEB X SDK ta= i M@ Amazon Web Services & ti# 18 5K M-S BHY K M A RS HY 1R
o

ERANT A AR B L IIEE
max_attempts - = Amazon config X HiRE, AWS_MAX_ATTEMPTS - IMEZE
EEMERBTHRAZ XK

BRIAE : MRKRIBELE , NERAEIRFretry_modeit ENE :

« fRretry_modeflegacy - FAIEET SDK WERIAE ( BEE LIS TE SDK 58k SDK #Y
REBEELLT fEmax_attemptsBRIAE ) .

« MR retry_modefstandard - 2 =X,

« MRretry_modeRadaptive - Z2iIH =X,
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/

Amazon A X ITESNIE

SEES

BRE : KT 0 IEF

retry_mode - %= Amazon configX iR &, AWS_RETRY_MODE - SMEX &

B SDK £ A G TEIMAZHE R,
ERIAE : legacy=R BN EIHAKRE,
BXRE

« legacy - HE T SDK ( BEELHISE SDK I8 SDK HARBE ) .

« standard - # Amazon SDK WVFrHEE XN E, WEXSTIE—AFENEIREIR
BiEi, BRIEmax_attemptsBHBEE , AN ER TRIANRZRAZ XA =R,

HAXFER

« adaptive - —MXRHEREN , SFEEXNTEE  ESREDFFHTR. BHTHERX

RXBMEHN , HFRAESHEITA,

LI RstandardMadaptiveHiEiIXERN SRR :

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

UTRXTHREBHAAAHNESFAER

GetSendToken:

THEEXEadaptiveBEHEXTEA. THRERTETATEEIER , NMBFHRTRSIERERE

2, SDK HFFin A BB N PRIERWFE RIS AT A 2 BT LE,

ERER W)
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Amazon B FATEGNIE SEEmE
EFmERRFR—MEEL , ERUATUTBELSHEBEIFNEMAERRLHER, B2, ZRUEZR
MRS , B WS rate-of-request FEIMRN YRS, MRWBIKTIAMEA , 5 hEBREA th & 48 R g
ﬂuo

B BEMERRS , SDK AIUREFERAKEER |, UMEEHFHEH Amazon Web Services I E
=,
SendHTTPRequest:

RZE Amazon SDK fE A ABLE i FEREMAY HTTP B | IXBEER AT LAER L HTTP R ESEEA I
REE, BF BATTRHER , EERBFRNKESCRAEE. BTHRNER , EEXNFT2EEREH

B3R
RequestBookkeeping:

MBRERK , WNEHREREH. NEadaptiveEHERXT , RAZEE maxsendrate 2BRFEUEF
A9 e Bz 3 B 1T E o

Retryable:
S BRBEATHAERBERS AUE G

o HTTP RASMREB
« MBRSFIRERY IR,
o EBEEIR , BN SDK KREIWEMEIR , HPRKEIRARSH HTTP WAL,

BT 45 IR ( HTTP IRZSXHE 400, 408. 500, 502, 503 # 504 ) MFFEFIR ( HTTP RANKB
400, 403, 429, 502, 503 M 509 ) #ATEH B, SDK BEIRITHRESHIRNBHRS HHE ML
FEHBREN.

MAX_ATTEMPTS:
MconfigHFREHIMREEEE.
HasRetryQuota

FPREREEXRFRHREASE  MNITRERER. EXEHIER -l LT A TREKIDHER
RIMLEl, XEEHEBT SDK , BEGBTE in , ANEERBTRS KR, SBERBTEHER
Ket , TRANERESCEFRBER , FEBERENFITE, ZRERRTER , FREEEHABER.
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ExponentialBackoff

XTAMERNER , ERBHNERERRITEERIER, SDK ERATH RN &M —#HHEHRE
Be UTEZERT MMANERINERE X EREE (A HNEA ) -

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

ELEREZS , UTEER :

b

random number within the range of: @ <= b <=1

r=2

RZ¥ SDK J§ MAX_BACKOFF = 20 seconds. BZHENSE SDK ERSRKBHITHIA.
5 Amazon SDK My A

BT SDK XA EBRATRNIIENIRE, FRAERRD FISMEREEEH,
SDK BEIHESER

Amazon CLI v2

ERAT C++ ) SDK

BB D g

FEATF Go V2 (1.x) B SDK

FEAT Go 1.x (V1) B SDK

7|

FEHAT Java 2.x B9 SDK

=
ERAT Java 1.x By SDK =1
=

$EF T JavaScript 3.x B4
FEIES

iEA T JavaScript 2.x B SDK & XEFEHRAEFHREH, THRINERLEARATEREENA
TE X FRIET

& AT Kotlin 8 SDK =]
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Amazon B FATEGNIE SEE™

SDK x EERESZER
B

EAF NET 3.x # SDK B

& AT PHP 3.x #) SDK B

& FF Python (Boto3) Y B

SDK

EFR T Ruby 3.x B SDK B

&M T Rust B SDK =)

AT PowerShell <)

BHRELR

Amazon [ XN ER AN ERN , SOK MITEAU B ER/ERAE. Amazon Web
Services TEFERNB R EFRF 2 AERFin EXNEH#TESR , AR BIRS REBIEFENIE
REBMER , BB HETRENBRARAPWREMSHHABRIER, #TEMRS , SDK =
TELGEERS M SDK MXFNRIBEL, BR , HAI TN RBIRNREE gzip , BERKTELSY
o

MREBHWRARERERAN R Amazon , NiERESE 1] 8E45 518 B CloudWatch, CloudWatch 2 —Ii ¥
BERHTMMNERS , eAAER, BRNEHNERNRELZENIRERE, XEERNRSREN—IR
{5l & CloudWatchiy PutMetricDataAPI J5 3%,

ER AT BABL B L 2hEE

disable_request_compression-#= Amazon configX#i%iE,
AWS_DISABLE_REQUEST_COMPRESSION - (/53 £

FRHXF SDK ZTEREFELRXBERZIERE XA,
2RiA{E : false

BWE
« true - }MAFERESE.
- false- RAIREFERBERES.
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
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https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html

Amazon B#FF A TEBNTE SEES

request_min_compression_size_bytes-}E Amazon configX#Hi&RiE,
AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - & &

RE SDK HTENERMFEREXHZNAD (LFTAEN ) . ESEE , NEBRBRTRES
TEEK, Qb , F2E-ITR , FHTEEZEFEEN. ZESSEBE , KTHETZRENF
SRR BES

FRIAME : 10240 F7Y

BME : tF 0 F 10485760 =1 (ZEER ) 2 ANEHRE,

5 Amazon SDK A M

LT SDK XEFEARETEHFTRNIIEEMIRE. PRERRS BISMERIGEZH,

SDK ¥ BIREZER
£

Amazon CLI v2 =

EHT C++ 19 SDK =

BEHAF GoV2(1.x) W SDK R

BEHATF Go1x(V1)WSDK &
FERT Java 2.x #J SDK =
FERAT Java 1.x #J SDK B

FEAT JavaScript 3.x N4 R

FAIES

FEA T JavaScript 2.x B SDK &
EA T Kotlin # SDK 3
AT .NET 3.x 8§ SDK 3
EAT PHP 3.x # SDK =
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
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Amazon B FATEGNIE SEE™

SDK ¥ BEFREZER
#

& A F Python (Boto3) KJ =

SDK

& F T Ruby 3.x #J SDK =

EHAT Rust By SDK B

AT PowerShell 2

12 E T RS R I R

%E?HE%E’\J%,@EEEE&T—A&W Al E &R API BYiE SR f5E SRR RV IR = ?Fﬁﬁl%ﬁho
XERBAUREMTFAMIKER, VPC iR fME =4 H# Amazon FFAHE, TR KSR T2 5 A
FMIR IR BRAEFIRIE, AL B Amazon Web Servicesg i s URL.

ER AT B ABLE L 20 RE

endpoint_url - 3= Amazon config X {#iRiE, AWS_ENDPOINT_URL - IFEZ £

HIHI

2

EEEREXHHEERFEANREEZEEEN , LREFEEATAARFERNER. ik
WEMEEENFERS KBS,

"“‘ETJ«XT:T:,\E Amazon config XHHEA services 3 "':F'ﬁﬁﬁlktiﬁ ?ﬂ‘#mﬂﬁ EHENX

WRe BX services THFHTHEFRANMERSIFRFZANGIK , |ﬂﬁ£ﬂ:ﬂﬁy‘ﬂljlﬁﬁ, =
E’E]*/-Fl/\ﬁo

ZRIA{E : none

BEXME : @8 A scheme MEHAM URL, URL AIEREE — N RERAH | ZAHFEFE— R
ZNBRBE,

AWS_ENDPOINT_URL_<SERVICE> - fEZTE
AWS_ENDPOINT_URL_<SERVICE> , H <SERVICE> £ Amazon Web Service ¥sR%F , BT H

BERSRBEEELRS. BXBETFRSWAAERETRNFIR , HSHSET RSN SN
RH.

A ERSESSESE AWS_ENDPOINT_URL HiEBEMNEMEBH A,
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Amazon B FATEGNIE SEE™

ZR1IAE : none

BWE : @EH A scheme MEHNH URL, URL AIAEREE —MNEERAH , Z448F -1
ZNBRER,
ignore_configured_endpoint_urls - 3= Amazon config X% E
AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - A EX =

LB A T REAA B E Lk QBB

BAE , BB NM , HEFEARBAIRBRZEFA AT LEENEFMANERN RS, flw, &
Amazon CLI ff S EE --endpoint-url R TSI RS URL 1&21E 4 & F inm i 15 B AR
REEN,

ZRIAE : false

BXRE

« true-SDK HITEFLMNREE config XHF BT RELZEF R AATFRERS URLWBENX
=R

- false-SDK T EFAHE config XHHIMEZEF A REIY A Ak,

EAMER B RE B R

ENFERSHERKBRBEIBE S URL , i5i&E AWS_ENDPOINT _URL 2B ETE,

export AWS_ENDPOINT_URL=http://localhost:4567

ENEEMIEREH Amazon Web Service B E N4 URL |, E{EH
AWS_ENDPOINT_URL_<SERVICE> BT E, Amazon DynamoDB & — DynamoDB #J
serviceldo M FIARS , AR URL 3REZE /) AWS_ENDPOINT_URL_DYNAMODB, Btim={Lts% T
1£ AWS_ENDPOINT_URL Elﬂﬁwttﬂﬁ REWNEFiRS

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —/M5lF , Amazon Elastic Beanstalk HE— Elastic Beanstalk # serviceld,

Amazon Web Service FRIRRFE T API BEE serviceld , T EFEENMEEERE

BATHE , HEEFEBAE, NREGZATHERIZSNESR , HNHNIMMEEENR
AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BXBETRFNMERREENIIR , BSREE
T IRSF M im S PR IR o
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

Amazon B FATEGNIE SEE™

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FAHE config XHEBiR S
EHE config X#H |, endpoint_url AFABENEUEINFEIhEE,

« endpoint_url B profile PIEEAFEIZHAKNERH R

« endpoint_url BRET services FoFHBRIHIRFZAT , FRHL/ICERATRAZBRF KL
BER, BXREHRE config XHFEN services THFMER , B35 BE XHNER,

LT RBIER services X KREE AT Amazon S3 WS ETHRESHMNE S URL MATHMRIER
EWEENERWSA

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BABEMGITUNZINRFEERS. tRGIHEBENFAER—BEXHHRH Amazon S3 F Amazon
Elastic Beanstalk i% B4 E k%% S URL., Amazon Elastic Beanstalk H—“* Elastic Beanstalk
# serviceId. Amazon Web Service#RiRFFE T API BE M serviceld , TIFEENMEEZRKE

BATRE , AEMEFEIE, Hit , REFIRFAELAEN elastic_beanstalk BEFHBEL IR
BiZMR% elastic_beanstalk = . B> services THEFHANAERSIMAFRANIIER | &
SRR ETRZHN IR SNFRIRE.

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘“REEE T AIAESANMEXHRER. Hl, AAEESXHEE RE A E S E MR AT A A
EfY services X :
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

FHAETACHEITIEEEXHHIERERS

MELNEEXHEEETAGHNEIL , MXEEITEEY IAM RAAEINEEN source_profile
SHEEN , WAAXTESNEAMEEREXHNERFRE, EREAXKEACHEEX K. f
m, ERAUTHE config X# :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MRIEFEREE Y B HERBFIFH Amazon EC2 |, Nix SF#EHT N https://profile-b-ec2-
endp01nt.awso MRLHRBEAEMEMRS R EHER , Vi LSFTETERTAEEEE. Z

RTABMEREXH A PELNER/HR. EFLRRANEREXS B EN , AEEEEERE
3'(1418 Fi%E endpoint_url, A3 source_profile iRBMEZELR , HSHARAAABEINEH
&

=Rk e

ZEERERNTEER , EBUMRSERE—NMEMREFEHR, FAEMN Amazon Web Service # 1T
API uaﬁﬁlﬁ , SR TR FRERE :

BETERSHHS 95



Amazon BHHF X ITEBMIE SEEmE
1. ERBPIRSEFARAT LRENEMERNEEIR ETHMEEMRE,

« 3F Amazon CLI , X2 --endpoint-url TS HEHNE, T SDK , EXHEALUX
R EEEHI{L Amazon Web Service B ImSELEX RETEENSHIF R

2. HBETHRSMVHETEIRMEME , 420 AWS_ENDPOINT_URL_DYNAMODB,
3. AWS_ENDPOINT_URL £ R@m A ETERHNE.,

4. % endpoint_url RERHMNEREERE config UMW services EBD P RZIFR TR
To

5. &= config X#4# profile REEIEEM endpoint_url REREHE.
6. REEFAMMA Amazon Web Service £ ERiAi% = URL,

5 Amazon SDK (W ER M

LT SDK XEFEAREBHFTRNIIEEMIRE. PRERRS BISMERIGEEH,

SDK X BERESER
#

Amazon CLI v2 =]

BT C++ 9 SDK &

EATGoV2(1x)®WSDK &

BEAT Go1x(VI)BWWSDK &

FEAT Java 2.x By SDK &®

EAT Java 1.x B9 SDK B

FEHAT JavaScript 3ax WE 4 A&
FEIES

ER T JavaScript 2.x B SDK &

E AT Kotlin B9 SDK A

FEATF NET 3.x 8y SDK ¥ =)
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/

Amazon A X ITESNIE

SEES

SDK X FAEHEZER
£

FERT PHP 3.x B SDK B

& A F Python (Boto3) KJ =]

SDK

EF T Ruby 3.x B SDK B

EA T Rust B SDK B

AT PowerShell =)

HBET RSN [LARIREF

BRIAURFEMLERTRPOVIMAFNES , HEH BETRSHNIRS,.

serviceld # AWS_ENDPOINT_URL_<SERVICE> METE

=
=

L7
1
&l
N

%‘4
%

AccessAnalyzer ac AWS_ENDPOINT_URL_ACCESSANALYZER
1

Account ac AWS_ENDPOINT_URL_ACCOUNT
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https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/
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