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). MEREEOMN MTU IJLAR 1500 = 9001 ( E&MT ) » FEELIZEON MTU ATELR 1500 =
8500 ( E&Mi ) , BWAILAESCIEEONIEE MTU , Al R BEZO RN ERITER., NELEON
MTU i& &3 8500 ( E&Mi ) =% 9001 ( EEM ) A2 S BEFHRKEYWEIERE (MR 2 REFHU
SHFEREM ), EMEECPMSEEXKNMEENIEONNSERE , SKATX 300, EREERE
RELIZEOREXIEERN , F7E Amazon Direct Connect &l AFFHES  RAEERELET+L
BB HFERM,

/A Important
MRIEFHEMKE—NHZ1 Direct Connect Mxx<Bx , NF# M < Direct Connect M>x
FERANBERRSES (ASN ) XIHT R, Hlan , IREX B <H Direct Connect M &R
IAHY ASN 64512 , M <BRE K kM6
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#2 Amazon Direct Connect N B E 0O

HEeE- M RAENEOR , ARFERKER 72 THE/NITRFRMALELNER,

MEE N BEMED

1.

o & 0N

6.

15 18] https://console.aws.amazon.com/directconnect/v2/home 33T FF Amazon Direct Connect 3
G2 N=1

ESMEKD |, iR Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (RE#MZEARE) T , X T Type (KH) , 1£F Public (88).
£ Public virtual interface settings (A BRERLZEORE) T , MITUTRE :

a. X F Virtual interface name (B#MZOZH) , m AELEO B,

b. F Connection (E#) , EEZEA T LZE O Direct Connect iE#,

c. X¥F VLAN , W AL EFEFEM (VLAN) B ID 5,

d. X¥F BGP ASN , #i AFTREE 132 O A th 3 F X HES AL R MR ML BE RG4S (ASN).

BB 1 Bl 4294967294, X BIEIT ASN (1-2147483647) FIH ASN (1-4294967294) #3=
¥, BX ASN M1k ASN WEZEER |, 55 H KH %% ASN Amazon Direct Connect,

@® Note
B AEEEIEDE Amazon 23 BGP &A1& , B A 7224 467 ASN £

Amazon flIZ£ 3 BGP £1f, BHRHBEHET~MXKIZRE LW ASN N 5% ASN R [E,
£ Additional settings (Hfttig&) T , FUUTATRE -
a. ZfiE IPv4 BGP = IPv6 X2 |, B T TIRE

[IPv4] BB E IPv4 BGP X% , Bk IPv4 , REWITTIREZ— -

- EHTEEIXL IP #ik , IF Your router peer IP ((BRHIBEHEENZE IP) , A Amazon ’FK
EXIXZFIH B PR IPv4 CIDR #biit,

« XF Amazon BEHEIXNZF IP , AR T RRELREZE Amazon B9 IPv4 CIDR ik,

[IPv6] EELE IPv6 BGP X% , 1Bi&#E IPv6, X IPv6 it M Amazon §9 IPv6 #sikith B 3h
P, BIEEEBE N IPV6 thiik,
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b. ERMMETH BGP B4 , EWALH BGP MD5 B4,

MREFHWMAE , BITFER—1 BGP £, IRERMUTECHERL , IBFBRINIEBENT
4, NiZENE REEMIZEONELIZENFME ENE LW BGP S/ RIEFAHIF,

c. FHIR N E Amazon , X1 F Prefixes you want to advertise ((EEA WM BIR) , WMABIE
PIEONRERBIIMN IPv4 CIDR Biritit ( AiES DR ) -

/A Important

BRI M BN AE VIF RIMBMABILER , FHER Amazon support SR IX LRI,
EENIRRG R | FRESFERFNELNE VIF HETLAMBEM CIDR BI&FIX,

d. ( °i& ) AR BRIRZ

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABBEM,
- XNTE , WmARE

[ BRIRE] TE#RESE | %3 Remove tag (Ml BRHFZE).
%% Create virtual interface (BIZZE#LEED),
NENREZTHRARERE, BXESER , B2H TEHBASFEE XU,

AW TITH APl QIR N AENEO

 create-public-virtual-interface (Amazon CLI)

» CreatePublicVirtuallnterface (Amazon Direct Connect API)

#2 Amazon Direct Connect FAB E 10O

O] LU 8B Amazon Direct Connect EEMMENXEHANELMRLERNATE —MAEELZEO, &
XFEZE| Amazon Direct Connect MxMFEERIFEONEZELR |, {55 Amazon Direct Connect M

%,

MRIEMER VPC M S 812 VPC , RS B NEE AL AE, BERLERE  BA2BIHFMNER
VPC R R, MREREE LU UERBLERE. AXESER , H5H (Amazon VPC AFiE
) PHERBRDEARHEERE,
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M EENRAREZEEN (MTU) REBEI ZEZEAENRATATRIESH AN (AFZTTHE
). FAEEBIEON MTU TTBLE 1500 5% 9001 ( EEM ) . REEEAEOMN MTU TTBLE 1500 =
8500 ( E&Mi ) , BWAIAESIEEORIEE MTU , Al G BN RN ERTER., NELIEOMN
MTU & &} 8500 ( E&MI ) =% 9001 ( E&EM ) AR« SHEFNKEYIRERE (MR 2 REFH U
SEFEEM ), EREZECPMSEEXRAMEELIZEOMNNEERE , KUK 30 W, EREERE
REMEOREXIFERM , F7E Amazon Direct Connect &l A NE%kS  REERELMF L
KEZFERM,

BELE VPC I BEiED

1. 15[A] https://console.aws.amazon.com/directconnect/v2/home 33T 7 Amazon Direct Connect %
#E.

ESMEKD |, 14 Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

EELEORET  &EAE,

ERAEMEORET , AT TRE

o A 0N

a. Xt F Virtual interface name (B#MZEOZH) , m AELEO B,

b. F Connection (E#) , EEZEA T LZE O Direct Connect iE#,

c. NTERMIEOMEE , WRELEDATEN Amazon K , MEF KK Amazon 1K,

d. XY F Direct Connect M>x , 1%#% Direct Connect M,

e. X¥F VLAN , W AL E BN (VLAN) B ID 5,

f. XF BGP ASN , % AFTRE #1350 A it 33 3% BRI R M X MU BSARES .
BMER 1 ) 4204967294, XAIEXT ASN (1-2147483647) FH ASN (1-4294967294) H %
. BX ASN Mk ASN WEZER , 5 KHIZ# ASN Amazon Direct Connecto

6. FEMMRET , AT THRME

a. ZEE IPv4 BGP 5 IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP (BB EHEXNZ IP) , %A Amazon ’H
ERIEF|H BFR IPv4 CIDR i,

« XF Amazon FEHFIXNZF IP , AR T RREXREZE Amazon B9 IPv4 CIDR ik,
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/A Important

EiiE Amazon Direct Connect [EEMZOR , WA LAEA RFC 1918 IEEBCH IP it
W, FEREMAFHUHFER , SEIEEM RFC 3927 169.254.0.0/16 IPv4 &3 25 335,
2B Amazon 2B IPv4 /29 CIDR it USRI 3 |, XESX SEEN T
AT EHNEF Mk HEFH Direct Connect i R 2 AIHY eBGP XN &EiE# ., X F VPC
RERRBEZWERN , HlE Amazon ¥ [E|EQ[FAE IP VPN = Transit Gateway
Connect , Amazon B ERAZE F~MxiE Mg ENIRE S FHiEME O ER Ribit sk B
PRtk , AR RN REE,

« EXRFC1918 WEZEE , S HAEEBMAY M 2 Fl .
« BX RFC 3927 WEZEE |, ESR IPv4 SR Attt (I B N ELE o

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 thtit M Amazon B9 IPv6 tthiik5th B 3f
DB, BITEEEBEN IPVv6 #hitt.

b. EXFHAfEHET (MTU) M 1500 ( BRIK ) EXN 8500 ( E&MT ) , k% Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. (W& ) &£/EA SiteLink T , 1%# 8 A LU A Direct Connect # A R Z BRI EEEE.
d. ( °i& ) AR BRIRZ

[RINFRZ] £ Add tag ( FINFRZ ) |, RAERITUUTERE
s T Key (8#) , mABEM,
- NFE, BARE,

[ BRIRE] TE#RESE | %3 Remove tag (Ml BRHFZE).
%% Create virtual interface (BIZZE#LEED),
NENREZTHRARZERE, BXESER , B2H THBASFEE XU,

ERABSITH AP SRR BENED

« create-private-virtual-interface (Amazon CLI)

» CreatePrivateVirtuallnterface (Amazon Direct Connect API)
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212 2| Amazon Direct Connect F>x 9 R & R £ 3E O
TE 4% F 45 BR 00382 O 3£ 32 2 Direct Connect RIS Z 81 , 18 BB LA,

A Direct Connect Mx B iE A R IO

1.

o ~ @D

7] https://console.aws.amazon.com/directconnect/v2/home 33T F Amazon Direct Connect 12
=

ESMBEKF , #E$F Virtual Interfaces.

%% Create virtual interface (BIZE#EEO),

£ Virtual interface type (REEMZEORE) T , X F Type (EH) , i&# Transit (Fi),

£ Transit virtual interface settings (FHEEIZEORE) T , MITUTHRE :

- o o 0

a. X F Virtual interface name (EEEMZEOE) , W AELIEOBMN,
b.

*F Connection (iE#) , R ZEA TIE DO A Direct Connect iE#,
NFTELFEOMESE , MRELEORTEN Amazon K, MEF KB Amazon IKF,
% F Direct Connect W< , 1%£3% Direct Connect M,

XF VLAN , B AZKHEFBEM (VLAN) 1 ID 5,

3F BGP ASN , i AFTRE U O A3 SR B[N LAMNKIPILEARES,

BRIEN 1 ) 4294967294, XDIEX ASN (1-2147483647) FlH ASN (1-4294967294) K13
. BX ASN Ik ASN WEZEE | S H KH % ASN Amazon Direct Connect,

EMINRET , AT TR

a.

ERE IPv4 BGP ¢ IPv6 W& , AT TR :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- BERTIEEIXY IP ik , 3F Your router peer IP (J&HIBREHEIXTZ IP) , #i A Amazon ¥Fii
ERIAF|MEFR IPv4 CIDR it

« XF Amazon FEHFIXNZF IP , AR T RREXREZE Amazon B9 IPv4 CIDR it

/A Important

Bl & Amazon Direct Connect E#lEZ O , EAILAEF RFC 1918 I8EBCH IP itb

o, FERHMS U FR , HEIEEREM RFC 3927 169.254.0.0/16 IPv4 8EE A 1535

4 E A Amazon 2B IPv4 /29 CIDR bk BASEIN s sEE, XX mIEENE (]
AT EMNEF M<K BEEEH Direct Connect iR Z [BIH eBGP X &FiE#E, XF VPC

12 % Direct Connect My FREEEEE D 116
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7.

REHFEEERMBR , FlI0 Amazon 1 LEE[FAE IP VPN = Transit Gateway
Connect , Amazon B EAZEF~ MxiE B3R EHNIRE SR FBEMEOERRbIEE R
Rttt , MARRN RIEE,

« X RFC1918 NEZEE , TSR E BB MNA it o E,
o HX% RFC 3927 WEZEE |, 551 IPv4 $5R AR b bt (I B S EL B

\

[IPve] EftE IPv6 BGP X% , Eik$F IPv6. X IPv6 it M Amazon #9 IPv6 Hbiikith B 2
DB, BEREEEBEN IPV6 thiik,

b. EXFHALHE T (MTU) M 1500 ( BRIA ) EXN 8500 ( E&MT ) , ¥%#E Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. (®& ) &E/FA SiteLink T , 1%# /3 A LS A Direct Connect # A R Z B E#HEE,
d. (A& ) RNk BRIFE

[RIIPRE] %8R Add tag ( FINFRE ) |, RERITUTRE
« WF Key () , WmABEM,
- XTE , WmARE.

[ BRAR K] EARZSE |, E1F Remove tag (HiIBRIFZ).
1% Create virtual interface (BIZE#1#E0),

BIBRENEOE , BUUNRETHREREE, AXESFEE , S TR HREEX .

15 A

R TH1TH AP Sl EENEO

 create-transit-virtual-interface (Amazon CLI)

» CreateTransitVirtuallnterface (Amazon Direct Connect API)

FEABSITH APl Z2F K t1ZE| Direct Connect M <Y E#13E 0

 describe-direct-connect-gateway-attachments (Amazon CLI)

+ DescribeDirectConnectGatewayAttachments (Amazon Direct Connect API)

T # Amazon Direct Connect & H 25t (& X

SIRELIZEN R BEORESNEITH |, BRI T S B AR B AR B E Mo

T EkEE HERE & S 117
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RAriEmE

MREFHUATEMBEEIZATHE MACsec HERED , RIN2BI N ENKARCIEEEXH

« JE1T

NX-OS 9.3 E S RAE M Cisco Nexus 9K+ R 5
« 1217 JunOS 9.5 HEFRAEAHY Juniper Networks M/X R 5 5& HEF

T BB 2R B B 34

1. 18] https://console.aws.amazon.com/directconnect/v2/home 37 Amazon Direct Connect 3

HHA.

o ~ w0 b

a.
b.

C.

ESMEKS |, iR Virtual Interfaces,

ERELIED |, AFIERE View details (BRFHAER).
%% Download router configuration (T £ HREE).
NTFTHEHREE , ITUTHRE

Xt F Vendor (L R178) |, EFEH BB L,

Xt F Platform , BB HERE,

X F Software , EF & H EE BT EAFIR A,
6. EETH K6 ARERAESENEAHSNEE , LUB{RET LLEREE] Amazon Direct Connect,
7. WMREEHN MACsec FHEEHRHES , BESE T &K,

S

CKN &

CAK KE

&= &E

SAK BBEEH

BEBBES
mE R

DU

xR 64 TARBITH (0-9, AE) FHE, BALKTRARESR
BET AR,

XE—A 64 HARBTH (09, AE) FHE, BALKTRARE®E
BB ARDL,

AES_256_CMAC

« XF 100Gbps iE$#E : GCM_AES_XPN_256
« X¥F 10Gbps #E# : GCM_AES_XPN_256 5 GCM_AES_256

16

0

TR HREREE X
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S iR
ICV &R B

SAK Ei#Z 4t PN RE>
[

}£ %X Amazon Direct Connect B\ O

Ei@E i H bk P E RS/ Amazon Direct Connect i3 , BRI U R ZK QI ZIEEELIED, Hibk
FPRAMBEEFREREZ2AAESHEERENED, TEEMEDSHREREMSEONITHESXER
A LUEEE LB RIRE VPC,

0] BURF P % [ 0038 O SR AIRE R Direct Connect T AR EEZ—EEA, REEENXEF—
EER,

EREERED , £FEUTER

R FRIEER
Connection ERNHGIEELIEDOK Amazon Direct Connect EEREEIERSA (LAG) -

EREORR RO AR,
EREOmEE OREAZ-—NMKFZERED , EFEEMIKSH Amazon K/ ID.

(NBRAEEL  EEEFIR— Amazon X HE VPC , BEE VPC WERFAEMNXx, BGP
0 ) EiE 21 Amazon iHH ASN MEB\FAB Mgk, HEBAIBEBFABTMXHT
BO LS E BT HAE ASN, BN , Amazon 2RMHEIN ASN, BEXEZE
B, B2 (Amazon VPC AAF1ER) TPWCIEERNFEMN*x, EBH Direct
Connect MxiE# R VPC , #£FEE Direct Connect Mx, BXEZELR |, 5
¥ Direct Connect P,

VLAN BHOEE EEAREROE —ELF/IEM ( VLAN ) 5%, ZEXRNTF 1 M
4094 28 , F B S TIEESUAMN 802.1Q trtE, EALE Amazon Direct
Connect EZM R E & HMNAE LIRZ,

RENENED 9
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RIR FRiEE

MREREEERE , 8 Amazon Direct Connect §1EXESIBHILE, B2
EEORE , TEEIUE,
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R FRiER

i}

S P ik EilEO R IPv4, IPv6e SiEH —4 ( Xk ) B BGP X&4iE, BOEH
Amazon StFREVEEM IP (EIP ) SRET IP #biik ( BYOIP ) REIERABE#LEO
o BETEER—NMNELIEOLAE— IP it R56IE S/ BGP 21, IP Hbit
SEE 2 ELE BGP NESFEEIIZEONE — iR,

* |Pv4:
s (XEXEE#RED ) BXNEELRENE—LF IPv4 thit, BEATUR
UTz—:

- BEF AR IPv4 CIDR

XL P A AREMLAE IP( FEFEAEDH Amazon 12 ) , BEXF IP
M Amazon BHBENE IP X EAHEBN FMER, flwm, WRES
B—1 /313868 , tbin 203.0.113.0/31 , WAL 203.0.113
.0 BTXEIP, $9203.0.113.1 AT Amazon X% IP, =¥ ,
MRIEDE—A /2455 , b0 198.51.100.0/24 , WATLLH
198.51.100.10 AFXNZF IP, 4§ 198.51.100.20 A TF Amazon

W P,
« Amazon Direct Connect §4EX 5k ISP 1B/ IP SEE , JAK LOA-
CFA £

« Amazon £#t# /31 CIDR., Bx% Amazon Support , &R —MNAF IPv4
CIDR ( HEEWBERFPRE—NABH )

(® Note
BT ERIUEBESHEXT Amazon IBEMAE IPv4 it FFE
B3R,

(XPRFAEELED ) Amazon AL BEKFLAE IPv4 sk, INREE
EHCZH CIDR , BRI B 254 0 F Amazon Direct Connect #0
{EEFE CIDR, i |, EVNEEAMEFNEM IP i, SAEE
EOXRL , JF IP A Amazon BBHEEBEXNZE IP AIEAHERN FMNE
B, flm, mEESE -/ /305EH , ki 192.168.0.0/30 , WA
1 192.168.0.1 HATFWZEIP, $$192.168.0.2 AT Amazon X%
1P,

REMNELED 121


https://www.amazonaws.cn/support/createCase

Amazon Direct Connect AriEE

BIR FIEER
« |Pv6 : Amazon £B31 NIE DB —/ /125 IPv6 CIDR., B REIEEEH XY
Z |Pv6 #bilt,
o3k R 5 BGP & 4SiERE IPv4 &2 IPv6 31T,
BGP & « X —i% BGP 2 EN A EHAEILRMXHL (BGP ) BJARSES ( AS

N). MREFEHANRLE ASN , NIATPAEEMEN. NREFEHHEF
B ASN , AT LLEEBHE XY ASN B, X F 16 1L ASN , IZ{EAMTE 64512
3 65534 SLEIHN. X F 32 1 ASN , ZEXMIE 1 F 4294967294 SEE A,
MREFANEELIFEOFHIE ASN , MIBARS (AS) MEFTEER,
« Amazon BRIAB A MD5, &7 E 18 St ik In,
- MD5BGP S KiE#F4A. BAURHEECH S HRIIESR , LAl bl
Amazon N IBER— N,

(XRABER BI BGP XKL A IPv4 BEEHT IPV6 B8H, BLHER BGP 2L H—1
BO)SEQ®m  BIR, &% 1000 METR.

B B 8%
e IPv4 : HLLTRE—IR true B , IPv4 CIDR AIBESE A Amazon Direct

Connect 2 %S —12%E IPv4 CIDR EE
+ CIDR kBAFREH Amazon XiF, BRELAERZ ENA BGP #X#iRZ,
 UBEXH/HEIEEFHELE ASN Bt , ATLAER AS_PATH,

BEXEZER , BSRKBEERA BGP #X,

« &3 Direct Connect AEEENED |, LA LUR IPv4 FEEM /1 B /32 2EH
EZRTREE , N IPv6 IBEM /1 B /64 2 BINEZERIRKE.

o WAL @IMENLE VIF RIMFABIER , HER Amazon support K2
XLFR, ELNIBFRAP , FREESFERMEIANE VIF HFHTLAH
H4th CIDR HI&FI K.
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RIR PR

(XBRFLBEFAH  Amazon Direct Connect E¥EEHHRAREMWMET (MTU ) . BRIAF 1500, FF

HEMEOD)E ERUZON MTUIRERN 9001 ( EEM ) TRELSEEHEEYRBIERE (UWR

2 o CZBAREMUAZIFERDN ) , EMEZSPHEEEXBKNMEENZEON
MEERE , K& 30 ®. ERM{UERTM Amazon Direct Connect 1% 1%
WEEH, MRERBRPARMEQEULEMAWESKEH , MBI H#SEH
RRRENMER 1500 MTU Kix, EREEEREMZEORSIFERM ,
1B 7£ Amazon Direct Connect #H| & PR HEHR , AEEERMIEOENERER
H LR B X5 E R,

#£ Amazon Direct Connect H R ZFEE M EELIED

HETT Rl FHARERERT ENEONTREZHEPHNEE.

S ENRELED

1. 18] https://console.aws.amazon.com/directconnect/v2/home 37 Amazon Direct Connect 3
/=

ESME®KD , %R Virtual Interfaces,

%% Create virtual interface (BIZZE#1EO),

ERPEORET  WTFERE  EERILE.

ERBEMEORET , FITUTHRE

o &~ 0D

a. X F Virtual interface name (B#l#EO &) , MAELIEO B,
b. XIF Connection (%) , EFEE R Tt O K Direct Connect E#%,

c. NTELIZEORMAE , EEHM Amazon K , M TEMEOMEE , M ARBLENEON
K 1D,

d. % F VLAN , BABRMERFHEM (VLAN) 8 ID =,
e. X¥F BGP ASN , B AFTEIZON AN ERABZNIL RN BEBRES,

BMER 1 5 4294967294, XAIER ASN (1-2147483647) FK ASN (1-4294967294) K%
¥, BXASN Ik ASN WEZEE | B5ZH KH ¥ ASN Amazon Direct Connect,

6. HEMMRET , HITUTRE

a. Ef{E IPv4 BGP & IPv6 X% | BT T8%E :

BB ERERELED 123
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[IPv4] EELE IPv4 BGP X1 |, 181&# IPv4 , ARHIT TR EZ—

- BERTIEEIXY IP ik , 3F Your router peer IP (J&HI B EHEIXTZE IP) , #i A Amazon ¥Fii
2 RIAF|MEFR IPv4 CIDR it

« XF Amazon BEHFIXNZF IP , AR T RREXREZE Amazon B9 IPv4 CIDR i,

/A Important

EiiE Amazon Direct Connect [EEMZOR , BAILAEA RFC 1918 IEEBCH IP it
W, FREMAIFUHFER , SEIEEM RFC 3927 169.254.0.0/16 IPv4 & 3% 25 335,
P EH Amazon ZBL IPv4 /29 CIDR ik AR X RUiERE, XEQIXN REEN T

BT &0 M < 28 88 Direct Connect i 2 Z [E#) eBGP X &i£#E, X T VPC
REXRBEEZWMBERN , HlE0 Amazon 5 K E| 15 “—"'ﬂ\ﬁ IP VPN = Transit Gateway
Connect , Amazon B fERAZE F~ Mxig Mg ENIRE S FHiE M E O ER Rtk B
PRtk , AR RN [EE,

« EXRFC1918 WEZEE , S HAEEBMAY i 5 Fl .
« BX RFC 3927 WEZEER |, ESR IPv4 SR Attt (I B A ELE o

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 tthtit M Amazon B9 IPv6 Hthiiksth B 3f
DB, BITEEEBEN IPV6 bt

b. EXFHEAEHET (MTU) M 1500 ( BRIK ) EXN 8500 ( E&MT ) , %% Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. ( A& ) ARHNRMIERFRZE

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WWF Key () , mABEM,
- XNTE, WmARE

[ BRFR ] FEHRZSE | 1% Remove tag (HIBRIRZ),

7. EREERDEOBKEMM Amazon KRB EERRE , RUNATHEEXHF. BXESZEE , 1B
SR T 8% R L B XA

ERWTITH AP QIR ERFELED

« allocate-private-virtual-interface (Amazon CLI)
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 AllocatePrivateVirtuallnterface (Amazon Direct Connect API)

£ Amazon Direct Connect HRIEIEE AN EELIED

HEEFF Rl , FHARERRT ELEONERFZERNEER.

BIRRENRELED

1.

o & 0D

1518 https://console.aws.amazon.com/directconnect/v2/home 33T FF Amazon Direct Connect 3
=

ESMERKT , &R Virtual Interfaces,

i%£$% Create virtual interface (BIZE#EN),
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+ describe-lags (Amazon CLI)
» DescribelLags (Amazon Direct Connect API)

FEHBSITH APl T LOA-CFA

 describe-loa (Amazon CLI)

» DescribeLoa (Amazon Direct Connect API)

B2 LAG /5 , BRI LUHERS LAG XEXSER-EN KRB, BXESZER  FSHREES LAG X
Bx MERERES LAG HIXEK,

& E{ZF Amazon Direct Connect i 289 LAG F4EE

B LAG f§ , & LA A Amazon Direct Connect 24| AR FEAGTITH API EEHFHEE,
EEHXEN LAGHER

1. 1518 https://console.aws.amazon.com/directconnect/v2/home 33T F Amazon Direct Connect 3
FE.
2. ESMBEBKF , EF LAGs (LAG),
. &R LAG , A% View details (BEFFAER).
4. BWAILAEEF LAG BWMEXEE , 31EH ID MIEZL LM Amazon Direct Connect ¥ Ko

EFABSITR API EF LAG WHEXER

+ describe-lags (Amazon CLI)
» DescribeLags (Amazon Direct Connect API)

E#{ZF Amazon Direct Connect i 289 LAG

&AL R Amazon Direct Connect 2 H| B8 REA G TITR AP EFUTHIERESYH (LAG ) BH -

« LAG & #R.
« Eil LAG A E{TMATETHR/NMEEH
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« LAG 9 MACsec IN&HE,
MACsec REEZ RiE#E LA,
Amazon FILESELE T LAG B MNERE.
BMERN
* should_encrypt
* must_encrypt
FMERENIRENZER , NEFEXANEEE S,

* no_encrypt

- R
(® Note
MRBRBERDSTEZRBORE , FRAFNETS2SBLAG RTHREHF BXBEEE
1To
E# LAG

1. i5IA https://console.aws.amazon.com/directconnect/v2/home F#3JFF Amazon Direct Connect %
=

2. TESMBE®RD , EF LAGs (LAG).
3. &R LAG, REiERERE,
4. 1EH LAG

[ERB ] X T LAG BF , FARTHY LAG &5

[AR&/NEEY] X THRMNEEYR , HARDEITIEER,

[RINFRZ] % Add tag ( FINFRE ) |, REHRITUUTRE
NF Key () , mABE.
NFE , mARE,
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5. i%3% Edit LAG (4338 LAG ).
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+ update-lag (Amazon CLI)
« UpdateLag (Amazon Direct Connect API)

& # S Amazon Direct Connect i S Y LAG #55< B

& ] LAE A Amazon Direct Connect #Hl A REA W ST AP FIBEES LAG HxEk, EZETU
RMIK , AR EM LAG W —F5 ., EESLAMN TR — Amazon &% L , FEXLAFERS LAG
MENHRE. MREEESSS — LAG Xk , HEARRERESSIERR LAG BETHR/NETEEHN
HE , WETTEEFH AR ZESE,

FMENMEES LAG KRB , 2 A3 RFEEMEOERKEKE LAG,

A Important
E#EE Amazon B Y EESSERECE A T,

FiEES LAG XE

1. A8 https://console.aws.amazon.com/directconnect/v2/home 3#$TFF Amazon Direct Connect 2
#AE.

ESMERD , &F LAGs (LAG).

R LAG , REEREEFAEE.

HEEET |, ‘BERBOER,

NFiERE , EBERT LAG B9 Direct Connect 3,

R RERIERR,

o g k~ w b
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 associate-connection-with-lag (Amazon CLI)

+ AssociateConnectionWithLag (Amazon Direct Connect API)
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RREREE (T Amazon Direct Connect i 28 LAG BY<Ex

£/ Amazon Direct Connect &l A HEA T HITH AP BEREES LAG WIx<Bk |, BNa [ E## 7y ih
MiEE, MRERRKEENSHE LAG BTER/NESTEZERNRE , NTEBBRRE,

BBRENERES LAG WXBT < B SRXEREMELIZED,

/A Important
ERBRXEE |, 85 Amazon REZN &S,

FRERIERS LAG RIXRER

1. 15IA] https://console.aws.amazon.com/directconnect/v2/home F#$TF Amazon Direct Connect &
#AE.

EEMEBSD , EE LAG,

% LAG , RAREREFERHAER.

EEER , NTTREREFIRPIERERE , RARERIVEXEK,

EBIATFEMES | 4R Disassociate (BUE<EX),

o ~ w0 b

EA ST APl BRI BOE S

« disassociate-connection-from-lag (Amazon CLI)

» DisassociateConnectionFromLag (Amazon Direct Connect API)

£ MACsec CKN/CAK &5 Amazon Direct Connect i & LAG < Bk

B3 %3 MACsec 1 LAG Jg , £ a LU A Amazon Direct Connect 24| & SHEHA R TITH AP T
CKN/CAK 5iE#xEk,

(® Note

fF MACsec ZHE LAG XB G , BEERE#HTER, WREEERZRL , EHRRZFHEE
BEHXE  REEHRAEEEXEK, BXBIBRXENELR |, BSH the section called “Mil B
MACsec 48 LAG Z BRI <EX”,
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B MACsec 45 LAG X<Bk

1. 15[A] https://console.aws.amazon.com/directconnect/v2/home #$TFF Amazon Direct Connect %
#a.

ESMERKT , EF LAGs (LAG),

R LAG , ABEE View details (BFIFMAER).
TR RERER,

# A MACsec #Z4H.

o b~ oD

[EA CAK/CKN X] B2 HAX , RRHITUUTERE !
o WTEEXKEH (CAK) , BA CAK,.
o X TEERKEZEAEH (CKN) |, B CAK,

(£ A #4A]) &R IE Secret Manager 47 , REX T4 |, %£F MACsec B,
6. EFXRERFH.

FRAMSITH API 5 MACsec 4R 5 LAG tBXEX

+ associate-mac-sec-key ( Amazon CLI )

» AssociateMACsecKey ( Amazon Direct Connect API )

i B& MACsec 24AF] Amazon Direct Connect it & LAG 2 889 < Bk

&I LLE A Amazon Direct Connect #2 &l & HERA ST API Bk LAG F MACsec 243 2 BIHY <
B,

EMER LAG F MACsec 42 RIFYRER

1. 1AIA] https://console.aws.amazon.com/directconnect/v2/home F#$TFF Amazon Direct Connect &
#AE.

2. ESMBEHRS % LAGSs (LAG)

3. B LAG , KSR View details (BB FAEL).

4. EBREMERE MACsec 4 , REERMBRZLA KK,

5. TEWIAFEEF , %A disassociate , AREEZRMFBRTEK,
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 disassociate-mac-sec-key ( Amazon CLI )

» DisassociateMACsecKey ( Amazon Direct Connect API )

i B& Amazon Direct Connect i & LAG

MRETBEE LAG , ALMERENT. 2R LAG EAMXERMNENED , NETEMRE, BBMFE
MERELIZED  EFEMEOSEM LAG SEEXEK. BER LAG T2MBR LAG REVEE ; BH4H;
BITHRXEERE, AXESER  B5H HiREE.

& A LAEFH Amazon Direct Connect &l & A BT API HilBR LAG,
MBR LAG

1. 158 https://console.aws.amazon.com/directconnect/v2/home 3#3TF Amazon Direct Connect 3
HE.

2. HESMERT , &E LAGs (LAG).
3. &E LAG , AEEEMER.
4. HEWIANEES , EEWER.

FERAGSITH API IR LAG

+ delete-lag (Amazon CLI)
+ DeleteLag (Amazon Direct Connect API)
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A LB Amazon VPC 124 A& 3 Amazon CLI {8 Amazon Direct Connect W<,

« Direct Connect M%<

£/ Direct Connect M , &7 LU Direct Connect M x5EHZ/ VPC WA H#ENXx, ERFAEN
X R UWMREFE A Amazon Cloud WAN , & Cloud WAN #/0M 45 < Bk,

< ERREMKKE
EREDMEMX , B UESLEEMER | & Direct Connect Mx 5y T E =T E XEAIE
K P E— N Z A VPC HxER.

« PAEMIKER

f£ A Direct Connect M@t i E#IED |, 5 Direct Connect iEEE R EEHZ P ML/ VPC =
VPN,

+ Cloud WAN #Z /UM & < Bk

5 A Direct Connect M3<4¥ Direct Connect M3< & Amazon Network Manager # /0 4852 Bk,
- ATHEIERRE

EARTHIREPEMRMELLBEMXRIE,

FH

« Amazon Direct Connect P 3%

+ Amazon Direct Connect k& B\ FA% W < X Bk

+ Amazon Direct Connect P> F Ff 3 R 5% < B

« Amazon Direct Connect M3<H Amazon Cloud WAN /UM 455 Bk

» Amazon Direct Connect W< LRI BI R H

Amazon Direct Connect M >x

£ Amazon Direct Connect MxiEEEH VPC, & Amazon Direct Connect WX 5L T —I>%
Bk :

< HEER-XEFEZ VPC TR R HERK X
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. BERFERX
« Amazon Cloud WAN #/0M 4§

BRI AR B RIRKT BA X, WEEA TSRt XK VPC EZE Direct
Connect M3, Direct Connect M %E#F X H Y Direct Connect L&, AibIEH LEEE Direct
Connect B #£#Y Direct Connect E#, BXEZELR , 2 (Amazon VPC BF{EFE) FHE
A Direct Connect P 3< 177 [A] ZR b [X 35

Direct Connect Wx 2 £ IKA AR, EALAfEA Direct Connect MxXEE R £ EKEM X, THE
Amazon GovCloud (US) , EFE1E Amazon FE X1, Direct Connect M2 Direct Connect K& #l
A, EREZRS—4A5 % BGP BHERS . HTEEBEREREZINEIT , AL ATLURERER S
KRR 5| A4 E Amazon Web Services X1 BV k#i . HIRITASRNETSTAM , ALETHE
A2 Direct Connect M,

¥t F 1 Direct Connect B VPC HeTSE I RRATARMNERF |, FEETBH Direct Connect IEHE S E
£EO,

THE#ER T A LAE A Direct Connect WxH iz =,

Direct Connect MX 7R /1 F @ — Direct Connect Mx FHIM X REXABELEFRE (Hlin , EBIELFA
BEMXEEE S —NEMRREMRK ) . 2021 F 11 AREHNX—HANE —RFINAER , EFNIHZ
MNVPC EAWEM | XL VPC EZNEURBEMX ( VGW ) XExZEIE — Direct Connect M < H T
B—EflEOL, EXMERT , VPC A3 Direct Connect is RAEE B[S, a0 , MBELHHE
M (540 10.0.0.0/8 = 0.0.0.0/0 ) SiEHEF| Direct Connect M3 ( i1 10.0.0.0/24 1 10.0.1.0/24 )
WVPCEE 6 AuUTRE—ENEOL , NiXLE VPC Al ANEH AR EHEBE,

W RIEIE Direct Connect M<K ELE VPC E| VPC WIB(E , FHITUTIRE :

1. £ VPC FHSEHIMEM AR LIRBR AU VPC 2BINGRE , WA LU E AE VPC B EIA
ﬁiéﬂﬂlg_%lzﬁj\o

2. BEMNE VPC EBNAMEZ AHEN, Ak , BAUMNTE VPC EBNA 1M E N TN
Ho

3. NEEEDA ML E VPC i — 4 Direct Connect W% , MARRNZA VPC EHE—
Direct Connect M3, filtl , FERF XKML VPC EHEA Direct Connect W< , MERNEAHN
VPC 234 Direct Connect M%<,

Direct Connect X A& IEFREMN— MR REAEE R — KRB (30, HEa — A8 WK
HEEREMXXEKWIRN ) . MRENBEEHPEZ VPC E#EE|5F— Direct Connect M3 < Bk
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By ERX |, MiXLE VPC AT TEE. EMLE VPC BfE , BRHBHAXRSRE T BREHA VPC #
KR EK,

F

]

3
m=

i

« 1% Amazon Direct Connect M3
o MEIIFAEMKIEFE R Amazon Direct Connect [ >%
 MIB& Amazon Direct Connect M3

=
T 3244t X {8 5 Direct Connect P < 24 7 =3 1TiH 88,
5 BB R KRB

FETEF , Direct Connect Mx AP RERAEXERE ( FFEILMILE ) XEHH Amazon Direct
Connect E#2 , THRIZBKF PN TEERE ( FFRILMILE ) MEEFEIL (JLmFIFEEL ) XEH
VPC,

B4 VPC #MBE—NEXFEM X | ZM XA E L FAE M xKBZEEE Direct Connect M3k, Direct
Connect M= FAFAH B #1382 O3E 32 Amazon Direct Connect I8, MZZLBEIEFHIEFLE —
4~ Amazon Direct Connect iFE#Z,

US East (N. Virginia)

US West (M. California)
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=
8

10.0.0.0116

Direct Cannect gateway

= 148



Amazon Direct Connect

5 B ELRE MR KB

RAriEmE

Z £ Direct Connect MXx#HE ( I Z ) #8158 Direct Connect WM<tz 5., IKF A FIkF~ B 8=
£/ Direct Connect M%<, K/~ A Mk~ B HFEHMEIKF, Z RIEXRKEN. K/ Z 21BN, H
(i) EFK, A NERFREMAHKS B WEMRBENXPATFHNIIR,. K/ ZZESRWE , K
P A FKF B aJLUREREMEHE U FAHE M < 2% B E Direct Connect Mk, IKF Z LB R BRI
B, BAKFE Z HEERMX,

Account A

Customer network

&

\\ Virtual private gateway

associations

Private virtual interface

MR PEMIKE

1% BB aNaT @33 Direct Connect Mk 813 — ko[t FrE VPC £ /Y 2 Direct Connect HE#H $
_\Ej:go
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T e
m {?T\?b Customer Network

Transit Gateway Transit Virtual - Direct Connect

. Association Interface Connection
Transit Direct Connect

Gateway gateway —

™
N

VPCD

LIRS REBEUT AL

- BB VPC EEMNHEMX,

« — Direct Connect M3,

« Direct Connect Mk & /W 5X & [B] Y K< Bk
« #E# % Direct Connect MxXH R EEED,

LR ERHUATFL, &R

s XFE—XEHHNZN VPC & VPN , REESE —MNERE,
o EZA#ZE Amazon 285 Amazon E s 2 |81/ F B 4R

BXREBEFHMXNEE , 556 (Amazon VPC REMXIERE) HHEAFHEMX,

BR  BKSR R R RKER

Z & Direct Connect Mx#E%& ( Ik Z ) #84 Direct Connect MXH 7R, IKF A HEDHEK

x , HFHLFEA Direct Connect M3x, IKF Z #Z X , HALUEREHIKS A WHRERMX AT
HETR, K/ Z EZRWE , EEBPEMKE VPC Al LU R E M F # R < ¥ B 2 Direct Connect
X, WP Z HRBREFWER , BRKF, Z BAERMX,
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% s
{?T\?b Customer Network

Transit Gateway Transit Virtual = Direct Connect

. Association Interface Connection
Transit Direct Connect

Gateway gateway

Account A Account £

Vy
™

N7

#2 Amazon Direct Connect M 5%

R

ZCh

A LAf# Fl Amazon Direct Connect #2#|ARFEA ST API EE—Z 51X 812 Direct

Connect M%<,

#2 Direct Connect W%

1.

7] https://console.aws.amazon.com/directconnect/v2/home 33T F Amazon Direct Connect 12
#E.

ESMMBEKSF |, %$F Direct Connect Gateways.

1% #2812 Direct Connect W%,

EEUTER , RE%EEFEAIE Direct Connect MX,

« Name (B%) : A —NBHRUEE BRI Direct Connect B>k,

+ Amazon side ASN : 7 BGP £i&H Amazon w8 E ASN. Z ASN X4 F 64,512 Fl 65,534
SEE SR 4,200,000,000 F 4,294,967,294 SB.E AN,

(® Note

1 R #4248 43 Direct Connect M5< LA F Amazon Cloud WAN #&0\M4&, ASN FaE
BOMERY ASN L FR—EE A,
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B SITE APl 812 Direct Connect M><

 create-direct-connect-gateway (Amazon CLI)

+ CreateDirectConnectGateway (Amazon Direct Connect API)

MERLFAE M%< EF ZE| Amazon Direct Connect W<
O] LURHE R B E #32 O M E £ FAB M < X 3 Direct Connect W3k,

MR EAER Direct Connect A VPC HEISEE R KAAXHNER , MERTETE Direct Connect iE1E
HELIEQD,

HIPFELFAE MK IEFH Z Direct Connect MxWLER , LTS ERIBM T A,
F# % Direct Connect W%
1. #I% Direct Connect M,

R Direct Connect Mk AREFE , MEBEELEBEMX, BHXxBIZ Direct Connect Xy
B FZ 6l Direct Connect M3,

2. BIE Direct Connect M<BIE#IIEO,

IRFEEMEO, MREOFEE  WEFELURED, AXUEZEMEONSR  FSHAE
nEQ,

3. [FELFAEM*XE Direct Connect M < K<Ex,

Direct Connect Mx ME BB MK EEEXRK, AREUEBXBKRNIR , BSRAXKENULEN X
S iR BR EL K BR o

4. MIBRSEUREMXMEXRNELED, BXESZELR , B8 RRELIED,

flB& Amazon Direct Connect R 5%

MBIEFTBFEEKR — Direct Connect Bk |, TIRFEMIBR, AT 5 #E BR X BX FT A < B Y BB SLFAR W <
HBIBRM MW EERED, BRATEXBENELRLREN X ABRAMEESMNAEERNEAOR , &L
/8 Amazon Direct Connect #2#|&. ST API #ilEk Direct Connect M%<,

« BREBEREDHRAMKIIENSR , FSHREKEDILE MK RE KK,
- AXRMBREMZEONSR  BSREMBRELNED,
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fil Bx Direct Connect M3

1. 15[A] https://console.aws.amazon.com/directconnect/v2/home #$TFF Amazon Direct Connect %
#a.

2. HESMBEES , % Direct Connect Gateways,
3. EEMX , RFEE Delete (HIBR).

FEAB ST API filB& Direct Connect M 3%

 delete-direct-connect-gateway (Amazon CLI)

» DeleteDirectConnectGateway (Amazon Direct Connect API)

Amazon Direct Connect Bl FAH M < K< Bk

B LA E HARAE M < & Direct Connect Fck Bk |, LUEE A EK 7~ FXEHH Amazon Direct Connect
E#EE VPC 2RELEE, 81 VPC HBEEELDIEMX , £ M <5 Direct Connect W<k
B, BIMIXLEEREKG , BF T LLE S Direct Connect M<K Direct Connect %1% 8|2 BB lE
O, NUATEZA VPC B & BHEBFABE MK KERFEZRE —/ Direct Connect iE#,

LUTHNERFEMFAEMRKE :

o EFELFKXE Direct Connect WkKkBxZ 8l , FZBEAKHERE, MREXRKMNKZEEHAKH
18 , W OTRET & IE IR 1B H

- BRI FBEFA Direct Connect X2 ERFN. BXEZELR |, S Direct Connect FYELHl,

« 4 Direct Connect Mx B 5H# M xKERES |, BT E4F Direct Connect WRIEREEIE IFAE MK,

« #&iBI Direct Connect WXEREE|IH VPC TEEE B ESE CIDR R, MRENF IPv4 CIDR RIERE
— /B Direct Connect MXxXBH VPC , i5#{RiZ CIDR R & B H><Bx VPC WILE CIDR
MEE, BXFEZEER |, 55H (Amazon VPC AF#EmE) FM @ VPC F7510 IPv4 CIDR R,

« B BE01E — 2 Direct Connect WX/ ABERIED,

» Direct Connect M XX XIFEZEN LB ELIEOMKEKNEMURBMXR 2 BNWERE , FEATUEAE
S EMRHEURBEMR, ATREFZXZE

« 55/ Direct Connect MxAxBZ /N VPC 2 AINEREE.,. GFEAENERZHEN
Direct Connect MxfERA*X , A\—1 VPC &% —1 VPC IR E.,

- B InE & Direct Connect < #YEE #l 3k Oz H K EEE(E.
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[ nEIE A Direct Connect M8 E #13Z O M5 [E — Direct Connect W< < ExVEIIFAE M >x £
B VPN EZ 2z AW EEBE,

o BIREF—NMNELFEMXEZA Direct Connect M5B , MATEEF—NAEERIIZOM INE
%\ Direct Connect M%<,

* 5 Direct Connect M << BxRY RE #5478 M < 4Kt i 2 VPC,

« ERREMXXBREICHELERN 7 XEIH.

o EZHNELAE MR IR EBFAE MR UCHE 3 RARKEAI A,

« ERFABEMXALLE Direct Connect M85k Ex , th AT LAMINEIEBIZE O,

« M\VPC 2 BEERIEMX B EREUFEMKXE Direct Connect M < <Ek.

o MBHEITRIF Direct Connect MXxMEIZA VPN EZEFEAEMMERN X , HHELFENK LMW
ASN iZEN VPN EHEWMEE., &N , EXFAEMX LA ASN AT LR E R EM A FHE, Direct
Connect Mx£B I 2B A TR ASN N A FTEIEREN VPC,

EFEH Amazon Direct Connect fUEEFIHE X H ) VPC |, &R LLAIE — 4 Direct Connect M
Ko HE , BULGIE—MNAEELED |, HHHKME VPC WERIFAENXx, BXEZEL | BHS
FelZAEELEDORM VPN CloudHub,

EETEAMKSFH VPC FEAER Amazon Direct Connect i3 , AIARMERNIK 681 —NMEERE
BEiiEO, YHOKFPOMEEESZIETELEON , T UERSEM MBIEK S PO EFAE
M><5 Direct Connect Mx, BEXEZEL , FSH EXEOMIETERELED,

£

- 812 Amazon Direct Connect E LA M <

- XBX Amazon Direct Connect B #L A M < R #F BR EL X Bk
- 812 2| Amazon Direct Connect RXMFAEEIED

- MK F <Bk Amazon Direct Connect EE#IFAE M

fZ Amazon Direct Connect EE#\FAH M <

R HAFAE P < A I B IR EE B VPC, BRI LAER Amazon Direct Connect 2 #| A ERA G
1T API IZEFAEM K |, FFEEHSE VPC,
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® Note

MMRIEITRIXT Direct Connect Mx Mz VPN EEFERELUMLAEN X | HNEMMLEMNX £
B ASN i%EHN VPN EZENFIEE. &N , ERFAEMK L ASN 1 BU& B H1E4T A i #Y
{8, Direct Connect MXxaBE 2 HE L EH ASN N LM EIEEN VPC,

BIBEMETRAMXE , LICREEZSEN VPC,

BIRE BT AW EEESER VPC

1.

N o

1A 18] https://console.aws.amazon.com/directconnect/v2/home F#3#TF Amazon Direct Connect &
Gl =8

ESMEET , BREUREMX , REEECZEDREN K,
(AL ) ANEBRERNXBABRR, XFMTIZES Name BUREEENENIRZL,

XF ASN , fREBRINERLUGEAEIAR Amazon ASN, BRI , L EHE X ASNHEA—ME. 3
T 16 fz ASN , Z{ELIE 64512 F) 65534 SEEN. X T 32 f£ ASN , iZ{EL41# 4200000000
| 4294967294 SEE M.

1%&$% Create Virtual Private Gateway.,
ERZEQEMNENTAMX , RFMIKIERE Actions,  Attach to VPC,
MBIERFIEFRZH VPC |, REEEE Yes, Attach,

ERAG ST API SIZEME AR X

« CreateVpnGateway ( Amazon EC2 &if] API )

 create-vpn-gateway (Amazon CLI)

* New-EC2VpnGateway (Amazon Tools for Windows PowerShell)

EARTTR AP FEME AMXIEREES VPC

« AttachVpnGateway ( Amazon EC2 &if] API )

« attach-vpn-gateway (Amazon CLI)

» Add-EC2VpnGateway (Amazon Tools for Windows PowerShell)
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& o] LAEFH Amazon Direct Connect &l & HEA T HITH AP| FFE #£LFAE MK F Direct Connect W
KRB AERREL RBR, EINFAE KMk F AT E B ITIX iR E,

KERERFREM X

1. 1FIA] https://console.aws.amazon.com/directconnect/v2/home F#$TF Amazon Direct Connect &
#E.

ESMERKT , %E#% Direct Connect W% , AJFi%#F Direct Connect M,
FEREFFAEE.

EERRKREK , REEFREEMXK,

X F Gateways (Mx) , EEEXBRWELLEM X , AF1%EE Associate gateway (FREKM <),

o > 0N

B LB %£$F Gateway associations (2% <Bx) &£ & 5 Direct Connect M X B FI B R AFAE M
Ko

BUH < BX E LR B M5

1. i5IA] https://console.aws.amazon.com/directconnect/v2/home 337 Amazon Direct Connect 1%
HE.

ESMERKD , %% Direct Connect W% , RJFi%#F Direct Connect M,
BEREFFMEER.

%1% Gateway associations (FXXxER) , RAREFELDRLEMR,

EFRBUE KR

o > 0N
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 create-direct-connect-gateway-association (Amazon CLI)

» CreateDirectConnectGatewayAssociation (Amazon Direct Connect API)
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 describe-direct-connect-gateway-associations (Amazon CLI)

» DescribeDirectConnectGatewayAssociations (Amazon Direct Connect API)
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 delete-direct-connect-gateway-association (Amazon CLI)

» DeleteDirectConnectGatewayAssociation (Amazon Direct Connect API)

2 2 Amazon Direct Connect W< FABERIED

ERF2H Amazon Direct Connect E IR VPC , XA ENEZNE— M EEREO, EEE
EEZIBY Direct Connect M%<, &AL A Amazon Direct Connect 24| 8 HFEHH ST API 6|2
AEERED,

(® Note

MRFES TEANREAREELNED |, N LLHEEEMKF F# Direct Connect MxXxBt, &
REZER , BSR EZREELEOQ,

A Direct Connect Mk Bl EFABELEDO

1. 1AIA] https://console.aws.amazon.com/directconnect/v2/home F#$TF Amazon Direct Connect &
#E.

ESMERKT , &R Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

EEMZEORET , EFALE,

ERABELDEORET , UTUATRE

o & 0N

a. X F Virtual interface name (E#\EORH) , W AELIEO B,

b. XIF Connection (%) , EFEER T t#E O K Direct Connect E#%,
NTELEOMESE , MRELIEO A TEN Amazon IKF , MEFEEA Amazon 1K,
*fF Direct Connect M , i&#% Direct Connect M><,

Xt F VLAN , BAZREBEM (VLAN) & 1D £,

X F BGP ASN , i ASTRE L3 QM AR Xt Z R RSN A M XML BARE S,

-~ ® o o

BMER 1 5 4294967294, XBIEXT ASN (1-2147483647) F14 ASN (1-4294967294) K32
. Bx ASN fl ASN WEZER , B2 KHE&Z# ASN Amazon Direct Connect.
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a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- BERTIEEIXY IP ik , 3F Your router peer IP (J&HIBREHEIXZ IP) , #i A Amazon fFii

EXET K B PR IPv4 CIDR i,
« XF Amazon BEHIXNZF IP , AR T RREXREZE Amazon B9 IPv4 CIDR it

/A Important

EiiE Amazon Direct Connect [EEMZOR , WA LAEA RFC 1918 IEEBCH IP it
W, FEREMAIFUHFER , SEIEEM RFC 3927 169.254.0.0/16 IPv4 £E 3% 25 335,
2B Amazon 2B IPv4 /29 CIDR bk BASEE] a3 s E, XL QN RIEEMNT(]
BT &1 %E - Mx BB 25 Direct Connect i 2 Z [B] Y eBGP X &%, XF VPC
RERBEZWBERN , HlE Amazon ¥ [E|EQ[FAE IP VPN = Transit Gateway
Connect , Amazon BIXfERAZE F~ MxigHes LN E S FHiE M E O 4ER Rib itk B
PRttt , AR RN REE,

« EXRFC1918 WEZEE , TS HAEEEMAY M 2 Fl .
- X RFC 3927 WEZEER , B3 IPv4 §ER A it (IS A EL B o

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 tthtit M Amazon Y IPv6 tthiiksth B 3)

. BIEREBEN IPV6 Hbilt,

b. EFHZAELHEIT (MTU ) M 1500 ( FRIA ) Bk 9001 ( E&EM ) |, WHiFEE RN
MTU ( MTU K7 9001 )

c. (W& ) &E/EA SiteLink T , 1%£# 8 A LU A Direct Connect # A R Z BRI EEHEE.
d. ( °i& ) AR BRIRZ

[RINFRZ] £ Add tag ( FINFRZ ) |, RABERITUUTERE
s T Key (%) , mABEM,
- NFE, BARE,

[ BRIRE] FTE#RESE | 13 Remove tag (Ml BRHFRZE).
7. i&#%E Create virtual interface (BIZZE#EED),

SIRTEAENR , EUMUNRZTHREREE. AXREZFER , F5H T M HREE X

#1%# %| Direct Connect MxMFEELIEZNO
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« create-private-virtual-interface (Amazon CLI)

» CreatePrivateVirtuallnterface (Amazon Direct Connect API)

FEABSITR APl Z2F K t1ZE| Direct Connect M < B EE #1320

 describe-direct-connect-gateway-attachments (Amazon CLI)

» DescribeDirectConnectGatewayAttachments (Amazon Direct Connect API)

&Mk 7 ><Bx Amazon Direct Connect EE#IFAH W%

& 0] LAY Direct Connect W< S14Efi Amazon kP B ERIFABE MK KEk, Direct Connect Pk 7]
URMEMK , B LA BFHM K, BEIFAEMREFTE &R XEKIRI , ™ Direct Connect M3k
HIFR A & A2 I R BR IR I

KRERWALTEEURREMX PR R FHESR. Direct Connect W< AT & A SUE R B Z X BRI
PR EME R BT

SR BTR

LI E FABE M <5 Direct Connect M<K EREY , AT LUEE —MNE L E Direct Connect P2

B9 Amazon VPC BIZRH 5Kk, ZBTRIIRAEMRLRR , SLAFHERBR CIDR HE/NH CIDR A% F|
Direct Connect Mk, ZRAUF Allowed prefixes (SIFHBIR) iIRENZETHAT VPC CIDR HSEH
H A RNEER AWK EFEEZ4 VPC CIDR

ZELLT1ER : VPC CIDR 7 10.0.0.0/16, &AL Allowed prefixes (SLIFHIBIER) IRE RN
10.0.0.0/16 ( VPC CIDR f& ) 510.0.0.0/15 ( XF VPC CIDR W{E ) »

EEE Direct Connect BHERI M LRI RN SN ELIE O ARE BRI EX P EMNX , EFREEE
FE-XEANPENK, BEXATNINBRNASELRENXNPENIIENESELR , F5H
RFRBIRRE.

Amazon Direct Connect M 3< F 7 #& ¥ >< < Bx

& A LA Amazon Direct Connect M 5% |, ¥ Direct Connect EiEZEBE P ENIZENEREIISEEE
RER XM VPC = VPN, ¥ Direct Connect Mx 5/ #RxxEk, RE , BIZ—/PEELEO
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« 2 Direct Connect Wx E SRR AN XRESH EZIAEELEZEON |, BFE N Direct
Connect MXEHEEFEM X,

- BIEF A Direct Connect WX 2ERFIN. BEXEZEE. , ES M Direct Connect HIFEL &
- Direct Connect X ZIFERN P EELIEOSXBRNPERNXZENES.

- MREEINTARXENZSNMREMNK | EABNPEMXERAME— ASN.

« (EAER /30 SEE S REE A (80 192.168.0.0/30 ) R LEBIPER X,

5 T 7 < Bk AP A R 5%

B LU I A Direct Connect M=k #THY Direct Connect M%< 5{F{a] Amazon Ik P B MKk
Bt, BEM<ATEE I ZEXEAEI , Direct Connect XM AT E & A IE S It BRI,

KERWUAILBEPHRMX AIFRIBIR, Direct Connect MxH AT E & A LUE R B B X BRI I E
HRAV BT R

b d: DR

X FAREMKKE , BATLLTE Direct Connect WX ETRE R FHEIRSIR. WHIIRATFRERENKH
B%H | Amazon #H AR EMX |, BIFEEZEEIPFEM XK VPC K28 CIDR. Direct Connect P> ft i
BRI TP BIZR B Direct Connect Mk , HAMEIAR#MLL, BxAVFH RIS 3K H
ELUREMNAXRENESER  BSRATNIERZE,

£l

« ¥ Amazon Direct Connect 5 H 4% W < < B 2k i BR < Bk

- B2 2| Amazon Direct Connect M R ERED

- BIEFHEMKXF Amazon Direct Connect FKELIR I

- EZRIELPFHEMAXH Amazon Direct Connect X ERIZIN

« JFEMXH Amazon Direct Connect < Bk F 3 /b i B 5 4%
« MIBRE M X F Amazon Direct Connect KBRIRIYL

$F Amazon Direct Connect 5 A 3% W < < B 2i & BR < BX

/8 Amazon Direct Connect 12#| & sl F @p B 1750 AP| < Bk i %5 I 5 = % BR HL < Bk,
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1. 15[A] https://console.aws.amazon.com/directconnect/v2/home #$TFF Amazon Direct Connect %

C 1=

ESMEKS |, i£4F Direct Connect Wk |, AAF%#E Direct Connect M><,
BEREFFAEE.

1%# Gateways associations (M><>xBx) , A/F%&$F Associate gateway (FREXMXK),
NFMx |, EREXKEPERK,

HEAVEIRT , %A Direct Connect RXR @A BIER O LFNER ( FESDRIRIT ) -
BEXRATHIBNESEE , B30 ATHWIIERE,

7. GEBRERMX

2

A UBIY £ 4F Gateway associations (M < x<Bx) &F 5 Direct Connect M3 Bk By FT B B <,
EMRBRIE PR

1. 15[A] https://console.aws.amazon.com/directconnect/v2/home #$TFF Amazon Direct Connect %
G2 N=1

ESMEKS |, i£4% Direct Connect Wk | AAF%#E Direct Connect M><,
BEEREFHFHEE.

%1% Gateway associations (FxXxEX) , REIEFHERN X,

EFBUEXER

o A 0N

B EMX A TFHETR

427 LA [ 4 I 5 7N N = A BR S VR B BT 4R

1. 15[A] https://console.aws.amazon.com/directconnect/v2/home #$TFF Amazon Direct Connect %
#a.

2. HESMEBEES , % Direct Connect Pk | RFIEFEAE T HR DM BR /2 Y BIZRAY Direct
Connect M%<,

3. BEEMFIXBRT R,
4. EREBUHAFIRNMX , AEEERREE,
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5.

ERFMETES |, f#i A Direct Connect WX @AM BIEHR O LNHFHER. N TFZ MR , FHE
S9RENEE , SUFENBRETN—1T. BHRNMNBEIRNEMEERNILEMXH Amazon
VPC CIDR tfii, EXATNHBNEZER , BSH A TSR E,

EFRREREK,

EMRREKED , RESEREEEH. TAE , RERZERNEXEK, XTREE/LD HHEKFE

FRETT Ao

EEAGRTITH API XERFHEMX

» create-direct-connect-gateway-association (Amazon CLI)

» CreateDirectConnectGatewayAssociation (Amazon Direct Connect API)

EFHMBSITH APl & 5 Direct Connect M55 < BXHY Fh 35 3¢

» describe-direct-connect-gateway-associations (Amazon CLI)

» DescribeDirectConnectGatewayAssociations (Amazon Direct Connect API)

EFEABTITH API BBERXER M X

» delete-direct-connect-gateway-association (Amazon CLI)

» DeleteDirectConnectGatewayAssociation (Amazon Direct Connect API)

EFEABTITH API EFHEMX A FNITR

» update-direct-connect-gateway-association (Amazon CLI)

» UpdateDirectConnectGatewayAssociation (Amazon Direct Connect API)

#1ZZ| Amazon Direct Connect W<yt EIlEO

B

&1 Amazon Direct Connect iFEEZRIF MK , BN HNEHIERERNE— M PEED, BEEERE

ZI#Y Direct Connect M><, &AL A Amazon Direct Connect ¥ 4| & HEH B SITH APl
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/A Important

MR EMKXE—NHZ 4 Direct Connect Moxx Bk , M5 MK F Direct Connect M 5x
FRANBEBRES (ASN ) HATE, Hlin , REXS R %H Direct Connect M {8 F B
IAHY ASN 64512 , M RBRE K[ kM

73 Direct Connect M%< Bt & 4% i #l 4% O

1. A0 https://console.aws.amazon.com/directconnect/v2/home #3#TF Amazon Direct Connect 2
FE.

ESMEKD |, iR Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (REEMZEORE) T |, X T Type (KH) , &8 Transit (F3),

£ Transit virtual interface settings (PH#ELIZEORE) T , MITUTRE -

o M 0N

a. X F Virtual interface name (BH#MZEOZH) , m AELEO R,

b. ¥F Connection (E#) , EERZEA T LZE O Direct Connect iE#,

c. NTERMIEOMEE , WRELEDOATEN Amazon K , NEFKH Amazon 1K,

d. X F Direct Connect M>< , 1%#% Direct Connect M3,

e. X¥F VLAN , W AL E B (VLAN) B ID 5,

f. XF BGP ASN , % AFTRE B35 O M A< it 33 % BRI R M X MU BSARES .
BMER 1 ) 4204967294, XAIEXT ASN (1-2147483647) FIH ASN (1-4294967294) H %
. BX ASN Mk ASN WEZ{ER , 5 H KHIZ# ASN Amazon Direct Connecto

6. FEMMRET , AT T#HRE

a. ZEE IPv4 BGP 5 IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP (BB I Z IP) , %A Amazon ’H
ERIEE|H BFR IPv4 CIDR i,

« XF Amazon FEHEIXNZF IP , AR T RREXREZE Amazon B9 IPv4 CIDR i,
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7.

/A Important

EiiE Amazon Direct Connect [EEMZOR , WA LAEA RFC 1918 IEEBCH IP it
W, FEREMAFHUHFER , SEIEEM RFC 3927 169.254.0.0/16 IPv4 &3 25 335,
2B Amazon 2B IPv4 /29 CIDR it USRI 3 |, XESX SEEN T
AT EHNEF Mk HEFH Direct Connect i R 2 AIHY eBGP XN &EiE# ., X F VPC
RERRBEZWERN , HlE Amazon ¥ [E|EQ[FAE IP VPN = Transit Gateway
Connect , Amazon B ERAZE F~MxiE Mg ENIRE S FHiEME O ER Ribit sk B
PRtk , AR RN REE,

« EXRFC1918 WEZEE , S HAEEBMAY M 2 Fl .
« BX RFC 3927 WEZEE |, ESR IPv4 SR Attt (I B N ELE o

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 thtit M Amazon B9 IPv6 tthiik5th B 3f
DB, BITEEEBEN IPVv6 #hitt.

b. EXFHAfEHET (MTU) M 1500 ( BRIK ) EXN 8500 ( E&MT ) , k% Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. (W& ) &£/EA SiteLink T , 1%# 8 A LU A Direct Connect # A R Z BRI EEEE.
d. ( °i& ) AR BRIRZ

[RINFRZ] £ Add tag ( FINFRZ ) |, RAERITUUTERE
s T Key (8#) , mABEM,
- NFE, BARE,

[ BRIRE] TE#RESE | %3 Remove tag (Ml BRHFZE).
%% Create virtual interface (BIZZE#LEED),

SIRTEAENR , EUMUANRZITHREREE. AXREZFER , F5H T M EHREKE X

£ H
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 create-transit-virtual-interface (Amazon CLI)

» CreateTransitVirtuallnterface (Amazon Direct Connect API)
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 describe-direct-connect-gateway-attachments (Amazon CLI)

» DescribeDirectConnectGatewayAttachments (Amazon Direct Connect API)

B2 PR X F Amazon Direct Connect XERIEI

MREPMEPEMN , WAAOEBREREIN . PHEMXALIIEEE Amazon K- HE VPC =

VPN, Direct Connect WX FTA & A= Direct Connect M%< ID & H Amazon IKF#Y ID, 7
BIE1RIE , Direct Connect WX T E L HIZEZ LRI , SAEEREEBIET Amazon Direct Connect
WE AR, Ea]LAFER Amazon Direct Connect 2 #| A FEA BT T API 8l EREKIRIL

B RERIR I

1. 158 https://console.aws.amazon.com/directconnect/v2/home 3#3TF Amazon Direct Connect 3
HE.

2. ESMBERF , EFPEMNX , AREERPFEMNX,

3. BEBEFEHMAEE.

4. %# Direct Connect gateway associations (Direct Connect << Bx) , A/Fi%# Associate Direct
Connect gateway (3<Bx Direct Connect M%)

5. 1£ Association account type (<ExIk KR T , X F Account owner (IKFFrE &) , 1E£#F
Another account (EL Ak ),

6. XITF Direct Connect MXFIE®E , % A#HE Direct Connect M<fIIKF~ ID,
7. 7 Association settings (}ERIZE) T , ITUA T RE .

a. X F Direct Connect gateway ID (Direct Connect M%< ID) , i A Direct Connect F><#9 ID,
b. ¥ FEMIZEOMEE , MABMERELED B TXERNKS ID,

c. (Hit)BEEEPEMXAFNIRIEK , BHINKFMII R TFNART , ARESHRE , =
BENITHRA

8. 1%&#%F Associate Direct Connect gateway (<Bx Direct Connect FX),
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+ create-direct-connect-gateway-association-proposal (Amazon CLI)

» CreateDirectConnectGatewayAssociationProposal (Amazon Direct Connect API)
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EZ e F 5 < Amazon Direct Connect RERIRIN

R EH B Direct Connect M3k | BATIEZ REIRB LT REGIZE X BR, B Al LURIRIE 4 B IR 1L,
&) LAEF Amazon Direct Connect B #l A REHA B SITHR API 2 S IE4 KB IRIL,

B REIRI

1. 158 https://console.aws.amazon.com/directconnect/v2/home 3#3TF Amazon Direct Connect 3
#a.

ESMBERKF , %$F Direct Connect M,

R EBEFERIA Direct Connect M3< , RAF1%EE View details (BEFEFARFEE).

£ Pending proposals ({FE1R1N) W+ £ |, EFREI , AR/FIEEFE Accept proposal (EF RN,

(At ) EREFERMKXATWAIRIIEK , FRAKFNIANRS , HAESSR , EE
HATHA A

6. 1%£$® Accept proposal (EZEI).

o M 0D

1B 48 R ERIR L

1. 1AIA] https://console.aws.amazon.com/directconnect/v2/home F#$TF Amazon Direct Connect &
G/

2. HESMBEES , % Direct Connect MK,

3. EEFEBFFERIUA Direct Connect Mk , ARFIERE View details (EFFHMELR).

£ Pending proposals (FERW) &I~ , EFEPEMK , AFI1EE Reject proposal (B4R

W)o

5. 1f Reject proposal (JE£RI) XTiFER , B A Delete , R/F1%EE Reject proposal (FELRRIL).

s
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+ describe-direct-connect-gateway-association-proposals (Amazon CLI)

» DescribeDirectConnectGatewayAssociationProposals (Amazon Direct Connect API)
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 accept-direct-connect-gateway-association-proposal (Amazon CLlI)

» AcceptDirectConnectGatewayAssociationProposal (Amazon Direct Connect API)
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« delete-direct-connect-gateway-association-proposal (Amazon CLI)

» DeleteDirectConnectGatewayAssociationProposal (Amazon Direct Connect API)

F FhiER < Amazon Direct Connect S<Bx B 1 /o iF B9 81 4%

&I LAE A Amazon Direct Connect 2l A HERA T SITEH API , B Direct Connect X E#H A §%
Mx RIFHI BT, E4EH Amazon Direct Connect }?:ﬁJ’aE%ﬁEFEIW%J«X& Direct Connect <BX /o iF
S

« MRERPEMKWTEE , BLEE RN iZ Direct Connect Mk I REKIBIL , HIEEAFHHE
2 ﬁ?&ﬁﬂﬁ%ﬁ?&ﬁfhuﬁﬁiﬁ%, 55 5 B 2 P M X R BRI

« WRMEZ Direct Connect WX FIEE , BAUEZEZKRERNIENNEXREEFRT A FH IR
EFATNEIR. BXEESKENEFATFNIRNLRER | BSHEZRIES PN EIREI,
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 update-direct-connect-gateway-association (Amazon CLI)

+ UpdateDirectConnectGatewayAssociation (Amazon Direct Connect API)

ff B& AR 5 ™ 55 F1 Amazon Direct Connect < B 121X

2R Direct Connect M RERRIWADAL THFERA |, WP EMXHIFTE E W UMBRIZIER . EIRW
&, BREREMER , BETUEBRPEMK S Direct Connect WXz B XEK. BXEZEE , &
S BB R HMRKREKIEN,

&I LLEA Amazon Direct Connect 2 &l & HERA T SITE API Ml Bk # M < F Direct Connect #y5%
BRiRi%o

i BR o< BR £R A

1. 1AIA] https://console.aws.amazon.com/directconnect/v2/home #$TF Amazon Direct Connect &
HE.

2. ESMBERT , EFPENX , AREEPFEMNX,

3. BEREFFAEE.
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Connect X5 Cloud WAN & UMEREENEZELR |, i52H (Amazon Cloud WAN B Fi5
B Hf Amazon Cloud WAN H#) Direct Connect P < E$#,

« 5 Cloud WAN Direct Connect WiE#ZRE — R FEMAR , CloudWatch P& SN ZHFIERMES
BFr. FXEMBZZTIRRIEFRIIEE,. BXEZELR |, 1§51 (Amazon CloudWatch AFIER) +
B4 Amazon CloudWatch P& W4

Direct Connect M%< 5 Cloud WAN /Uy 48 < Bk

5/ Amazon Cloud WAN 414 . Cloud WAN API 2455174 Direct Connect W35 Amazon
Cloud WAN /0P & #H < Bk o

FRFZ M 170


https://docs.amazonaws.cn/network-manager/latest/cloudwan/what-is-cloudwan.html
https://docs.amazonaws.cn/network-manager/latest/cloudwan/cloudwan-create-attachment.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html

Amazon Direct Connect AriEE

EFIM B Direct Connect Mk 5 Cloud WAN B/ O\MEHEREL | iE7E Cloud WAN 2#) & R BIZ Y
Direct Connect iE#, #%2 Direct Connect iEEfG , XBKMBEIL, RIAVERT , ERIEXREKE |, &
ATLLERBIAE |, N OMEDBRTNFMEZONELEM SEBEBRERN, HE , BIUEEEN
R 3P =

&3k Direct Connect WX 5 Cloud WAN #ZUMEREENEZEER |, 555 (Amazon Cloud WAN
BAFP{E™EY F/ Amazon Cloud WAN H#J Direct Connect PR iE R,

I&UF Amazon Direct Connect M%X 5 Amazon Cloud WAN #%/0r R 4% #Y < Bk

# 0] LA A Direct Connect 32414 . Direct Connect API #5417 % E Direct Connect M5 Cloud
WAN 8%/ 48 9 < B o

£ A2 $l A KIE Direct Connect M5 Cloud WAN # /0P 45 19 S Bk

1. 1A\ https://console.aws.amazon.com/directconnect/v2/home 33T 7 Amazon Direct Connect %
#AE.

2. TESMEKSP , %£# Direct Connect MK,

3. EFEEF XM Direct Connect MXiERE,
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IAM B

IAM AEREERENRNER , TREREIE. SUBINAFYERE IAM A6 (BFE ) =
@M Amazon CLI = Amazon APl RERRABE., EXEZEE , BZH (IAM AFiEm) By
EABHNEE.

IAM e TIREAFIER. ke IAM BFRIR, BKFHR, BRSHRNAKRE Amazon EiE1TH
MARFHFEER. EC2CEXESZER , H2H (IAM BFERE) FH 1AM FEVEEIKS R IR

£ F SR E IR 1 ]

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon s RIFERZEHE PR HRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON X
BRI

EERAEARE , BYEXLBANEEAUNM LATRUREMFAKAETHITRE , REEEBFRGRMT
ARE,

MANBERT , ARMARRENR, IAM EER 62 IAM XREFRERZAGH , REAFATUK
AEFE, IAM REEEXRR , MAZEREER BT ERNITERE,

ET BRI REE

ETHNNRBEEMMBSH (AF., ANAR ) B JSON NREM A, XEREIZHSHATE
AR RG TN BPLRFRITHLERE, BETHIACIRETSONER , 558 (AM AFERE) F
MEAT-ERHRBEYLBEX IAM KR,

ETHEMNIRBEALURARKKRE ( EZRAZNENFHP ) AEERE (OIS HHHIRLE
i) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFERE) PHERERKRSE
MR B < R AT o

E T RIFRAYREE

ETHRAYREEZ M NEF IR JSON KX, P2 IAM ABEERKEMN Amazon S3 171
K, EXRHETRRNEBARST  BRSEERATUEACIREFNBERFNLR. BBME
E T RIRAYREE P IEEE K,

ETERNEBEENTZRSFHWARER, ZTEEETERNEEFFER IAM AH Amazon £E
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HREgRE

Amazon XIFHMRMRE | XERMREATLIREEE NN RBRBE R FAIRANR !

- NRLR - REETHONRBALRT IAM ZENEARR. BXESZELE , 20 (IAM A/
EE) B IAM KA PRI .

o PRZIEHIZKRE (SCPs)-TEFIEEH R AN B HF AR Amazon Organizations, BXEZ{E
B, 55 (Amazon Organizations FAF{s/) RS IEHIR L,

o TWIRIEHKREE (RCPs)-ZEKF A RBENHRAATANR. BXEZER , BZH (Amazon
Organizations FIF1EFE) P FERZEFIHRE (RCPs).

- 2ERE -ENACIRSAFCRGNSER , FASBEENSRER, BEXESER , BS
7 <IAM 18R I SIERE,

S REERE

HENRBEWRBEEA T —MERE , ERBRREMEXNENIRE, BT RESRSHRBERER
204 Amazon BEREB A VIER , S IAM AP BRI RETEEE,

Direct Connect A5 IAM & & EH

EFER IAM BT Direct Connect B 15 RI 281 , T ##BRLE IAM Zh&E R A F Direct Connect,

Al 5 Direct Connect & & fEAK 1AM ThEE

IAM Zh&E Direct Connect X #%
ET 5 HORER =

T R IRH RS &

RERIE =

R R =

RHEHRE (BETRS ) =

ACLs B

ABAC ( REEHPIIIRE ) i
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IAM Zh&E Direct Connect X #%
e B S UE =
E L =
REAE =
BREXBRABE B

2| 7 # Direct Connect M H i Amazon RS UM ERZE IAM ThEeEB &R , HSH 1AM AP
EEH 5 IAM B& A Amazon RS

Direct Connect £ T & 179 #9 K B
YEETEHHXKE :: 2

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) B9 JSON RRREE A, XL R
EHIRFMASAEMPRA TN BERRTHBERE, ETHRNTEZRET HORRE  FSH
(AM FiFiEE) FNEATmEEARKE L BE X IAM RIR,

BEMERA IAM ET S HKRE , BUEE R TRELNRENTRUAR A TFHIELRENRS. B
THATI#E JSON REEFEAMNFIATE , S5 (IAM AFER) S8 IAM JSON KB TE 5 A,

Direct Connect &F & 1989 K& 7R 5

E&EF Direct Connect ET B MR RHI , 555 Direct Connect ETF B9 HI K BE =6,

Direct Connect E T &R KB
YEREETHRENXRE &

ETHROKEEZM NEE IR JSON KEE XM, ETHRNVKREHTATE IAM ACEERER

Amazon S3 FEMERE., EXRETRENRBNERSY , RFEEATUFERAECIREZEFXNSE

BRAHER. NTFEEPHMEBO TR , REEIEEEHEA AN Z R RINITHLEREUREFAL
KHETIT, EXNEETREENEBPEETR, ZERATUSEK,. AP, A€, KREAFRR
Amazon Web Services k%,

ESHABEKFHRE , SBAEENKFSEMKS P IAM EEEENETERNEBPN TR, B
XEZEER ,B5H (AM AFIERE) B8 IAM BV ESIK 7 3R 151 o
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Direct Connect K SKB& IR 1E

XIFRBEIRIE . R

EIE R W LAEM Amazon JSON REERIEEERMIBRMT L, BRRY , WA EMAATLN T LATIRK
1T]RE , UREMALAFZHTHT,

JSON HEEH Action TEMA A THERET AT RIELILFHNRE. EREPISHREARTR
ITRERIRERI R,

E & F Direct Connect 21E%5I3K , i52 1 (Service Authorization Reference) ##J Actions Defined
by Direct Connect,

Direct Connect B SREGIRETEIREBIERAUT IR -

Direct Connect
EEENMNBADEESWMRE  BEAEZSHEENRT.

"Action": [
"directconnect:actionl",
"directconnectaction2"

]

Direct Connect BY K& R
TERBERR : 2

EIE R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATL T LATIRK
1THRE , UREMALAFZHTHT,

Resource JSON KB TEZEEEQHNAREN —IPHZ IR, EAZEXE , HERAHE Amazon
HBRAF (ARN) BBERR. NTAXFRFERNRWIEE , BERAEERRS ) BEREONATHRER
Ro

"Resource": "*"

E&EF Direct Connect WIRFEH K HFIZK ARNs , i5Z# {Amazon Direct Connect APl &%)
# Direct Connect EX W E R, BT R EMLRIEFIBESNEIRHN ARN |, iS5 Direct
Connect & X KR 1E,
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E&EF Direct Connect EF S8R RH| , S Direct Connect &EF 5171 K BE R~ 1o

E&EF Direct Connect E TR RE KB R , S5 Direct Connect ET SR TG (FHET
HEWELT) .

Direct Connect B & 44@

XEFRETRSHRESRGR : B

B R W LAEA Amazon JSON REERIEEERMIARMT L. BRRY , WA EMAATLN LA TIRR
1THRE | UREMFLAFHFTNIT.

Condition TEEEFEIMRREELNIRERT. EALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFASERDNVEMEE, BEEEMRE Amazon £2RF4E |, BS
59 IAM Al P g Amazon £ B4 £ T XEH.

E & F Direct Connect &4 #%1%K , 525 Amazon Direct Connect APl 2 By Direct Connect #Y
ZHE. ETHRUUNZGRERANEENRIE , 2R (Service Authorization Reference) HHY
Actions, Resources, and Condition Keys for Direct Connect,

E&EF Direct Connect ET B HIREERHI , 1555 Direct Connect EF B9 HIFEIE R,
ACLs EEEEEZEHF

Y ACLs : &

TREFIFIR (ACLs) 2HBLERFEA (KFKE, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETCMFEEA JSON MK,

Direct Connect Y ABAC
Y35 ABAC ( REEFIVFRE ) : o

ETEMMIGRMNRIES] (ABAC ) R—HMERER  ZERETHRINGINEMEREURER, ErTL
FFPRE M NE IAM SE4EF] Amazon BIR , AFRIT ABAC RELUAFEZFEANRZEERR EWNRE
UC i A<t 3 T #R4E

EETHRZEHEE , BEEMFEH aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBNZH TEZPRHEFZER,

WRENRSN TEMERREBIEMBEX=AFMGR , WX TZRS , ZENR. NREMRSN
NTEHIHRREXISAMEX =GR, WZERBD
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BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

3 Direct Connect £ A Il B F
Y HFIGEFHEIE - 2

Im BHE BRI Amazon BIRENEHHRNIER , HAERELFERAKS OB AN B30I,
Amazon BWEBHSERIGHHER K MARERAKHHRZA, BEXEZER , 558 (AM AFiE
M) BB IAM PRV IEet Z 2 EERFEH IAM By, Amazon Web Services RS

Direct Connect B9 R 5 £ X fR
TEHHERFRLSE (FAS) 2

HEFRI&1E (FAS) £ H 8B AR Amazon Web Services fR% , B il L Amazon Web
Services RS B N ERS A HBERPIER, BXEH FAS ERMNWEKEEFE |, §SRE AL ESE,

Direct Connect HIREZ A&
YERSAR 2

BSABGRHA-MBSZIEE. RREMTEREN IAM £, IAM EE R ATUE IAM F 42, S m
RIRS AR, BXEZELR , H5H (IAM BF#EE) 1812 [ Amazon Web Services RS Z R
BRIV A,

/A Warning

BEWRS A R R 1] 822 R Direct Connect BIhEE, 1X ¥ Direct Connect R #tABx 35 S
TIREBRSAE,

Direct Connect IR KB R
YERSHEXAR &

BEHExABR M EIINRSA®,. Amazon Web Services FRSIRS TR AR KRERITIRIEN
At, BSHEAXABEIELNF Amazon Web Services i , A BRABREAE. IAM EERAIUE
EETBEmBIRSK]EKA BN,
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BXRUBRFEERSHERAGHEAEE , FSHEES IAM EEEHABAmazon BRS5. ERPE
BERSHEXARIPEE Yes WK, RREREEUETZRSHRSHERARBNHE,

Direct Connect &F & 1319 K B& =451

RINMBERT , BPNA®EE0ER{E K Direct Connect BRIINE, BEFHPXNAAERRIITER
ERIRR |, IAM B2 R ] LBl 2 1AM KRE,

B T7RUNMAERXL RG] JSON REXHEGIEZET IAM BN EE |, 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

£ < Direct Connect EXWIREMBRELE (I FESHRRRENERX ) WIFARE , H5H (RE
RiINSE) Y Direct Connect FIgE, BREMEMHZH. ARNs

£l

- RBREXE

« Direct Connect HIR1E, BIRFMFM

« ffH Direct Connect 24| &

- ATAFEEMIE SR

+ %I Amazon Direct Connectfy R i1/ b X R

+ %I Amazon Direct Connectfy 552 i/ ] X fR

+ Direct Connect EF SR RO (FRETHRENEHN)

R R fESR

ETEMNEBRREEZARSTLUELNIK, RelZ, 7R =Mk Direct Connect BiR, XLERIET
BE4fE Amazon Web Services Ik =R A, SIERREET SMNRER | BHEEUATIERENE
™

« FFEaBERA Amazon EE R H FERKENRNE — EFBEAFMIEARR TR , BEART
LELAGIRTINENAmazon TE X, SIIERMRAF A Amazon Web Services Ik,
MBI BEN E X B A B Amazon BEFREREKk#H —DRINR. BXEZER , HS
7 <IAM AF#Er) K Amazon FEE RS TEIREER Amazon FEE K,

- NMARENR : £6FH IAM REEIEENRE , BNRFITESFEHNNR. At , BAUEXL
ERERHTIUNBERFRNITWRE , tHRNRERREFT, BXRER IAM NAXRBRHNESZE
B, #EZHE (AM AFiEr) FH IAM F YR BE TR .
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« fEF IAM SREE BSR4 3 — S PR FI T R AXBR : 48 0] LA 6 3R BE 7S NS4 SR BR I X R AE R BB BV 7)o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY | Tl th AT BASE AR R SR 1R T 30 AR S5 R 4E RV 17 (14X PR Amazon Web Services RS , a1 Amazon
CloudFormation, BXEZEL , 5 (IAM AF1ERE) K IAM JSON FHTE : &,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERAS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM ATIRENEI , SHBEBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHER IAM Access Analyzer BiF KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH KRS, BxX
BEELRE , 55H (IAM AFiEm) FER MFA R API i/,

BX IAM HHWRESRENESZELRS , 525H (IAM AFEE) B IAM A2+ RERE,
Direct Connect BV#R4E. RIFEMEZH

BEEA IAM ETHGHRE , B UEEATRELNRENRRUR AFRIELBENS
#+. Direct Connect XIS EMIRIE, BFEMFMHR. ETHAE JSON KRBT EANMATE , S
59 <IAM A #8R) HRY IAM JSON KB TESZE,

R
B R W LAER Amazon JSON REERIEEERMIGRMT L, BRRY , WA EMAATLN M ATIRR
1TRE , UREMALAFHATHIT,

JSON HEEH Action TEMA A THERE T AFFIELILFHRE, EREPISHREARTR
ITRERIRERI R,

Direct Connect RYREEIRETERERMERLLTAIAR : directconnect:, Hlf , ERFEA

B Amazon EC2 DescribeVpnGateways APl #EE1TI Sk EC2 IR |, BFE
fHiZec2:DescribeVpnGatewaysEESEEMAN KK, KR FAULMIE Action 5
NotAction Jt¥&, Direct Connect EX T —4H B WIRE , RERE AT UERZRFZHMITHES,

BUTF ROIR B R F X4 BV iR EUA PR Amazon Direct Connects

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}

BATR 7RISR BE R X4 9 522 15 (R #XBR Amazon Direct Connect,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

E & F Direct Connect B1E5IEK |, 55 (IAM BF38™) B Direct Connect E MBI 1E,

RIR
EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATBN M ATIRK
1THRE | UREFLAFHFTNIT.

Resource JSON R TEIEEEMENAREN —IPNHZAIATR, FAZRESE , HFEHAE Amazon
TRET (ARN) EERR. WTFAZEBERERNEWIRE , EEABERA () EREBANATHMER

3
Do
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RAriEmE

"Resource": "*"

Direct Connect AL THAZA ARNSs :
HIEEER R ARNs
RiIRER

dxcon

dxlag

dx-vif

dx-gateway

BEAT 6 i

arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceId}

arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

AXRBERAWEZE R ARNs , HS 1 Amazon FEAF (ARNs) M Amazon RS & ZEiH,

Fltn  EEEQPIEE dxcon-11aa22bb #0O , HEALLT ARN :

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

EEERTHREKSNAMAELNED  FEABRS (%) :

"Resource": "arn:aws:directconnect:*:*:dxvif/*"

FTEX B E R FHITHEL Direct Connect #8#1F , a0 , QIZFRNRE. EXLERIRT , BLHER

BEARF (*)o

"Resource": "*"
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EEF Direct Connect BIFXE K HFIR ARNs , 5 IAM A 758 Amazon Direct Connect® &
MEBIRRE, BT HETUEBLREDEESNRIFEN ARN , 15235 Direct Connect E X H#
fEo

MRE. . . HIAM KBEFHNResource FRHIEE 7 HIR ARN AR ARN R AR * 8

iR ARN #& = DescribeConnections DescribeVirtualinterfaces DescribeDirectConnectGateways
Describelnterconnects DescribeLags , NIBRIETE AP BA B4R T CEMNER ID , SNEENR
BEffectFo2I. BE , WREKE IAM KEFABREY ~ ERRFEMARBENTR ID , NEE
W Effect EEM,

ELUTRAIG |, IR EFERPKEE®E connectionId W1ER T DescribeConnections &4k ,
NFENIEER Effect BBXRELRK I,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
},
{
"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"”
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]
}
]

BE A EUATRAF , TEBFBRFEEIEET connectionId, DescribeConnections E/ER
"Effect": "Allow" #FERII , XRHBETH IAM KEEF AN Resource FERIEMT *,

"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections
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]I

"Resource": [
nin

]

e

EIE R W LAEM Amazon JSON REEREEERNIAREMT L, BB , WD EMAATL T ATIRK
1THRE , UREMALAFZHTHT,

Condition TEEBEEBFEIMMREELNIRERT. EASGIRBERAZEZERN (FlW, ST
T ) BERHARER , MERBPHFESERTNVEMETE, EEERAE Amazon £/RF4E , BS
59 IAM A P igE i Amazon £ %M £ T XEHA.

Direct Connect EX T —HEHCHFRMHR K EXFFERA—LELRZH4R, EEEME Amazon /%
H8 | ESE IAM AP ERT R AmMazon £ F%4H4 T X4,

BURZFHRERERFE—EEMA. BXEZER , BERRM  REXEE XS A,

E&EF Direct Connect 45K |, ESH (IAM BF#E®E) F M Direct Connect 44, BT #IE
A LA BRLE R E M AR E A 448 | S8 Direct Connect & X YR E,

£ A Direct Connect 1244

E 58] Direct Connect 12#|& , BATPE —ARENR, XENRAAAFEIHMEFTERRE
Amazon ik # Direct Connect RHFHAEE, MRCENE T EHHNRELEFENRBERE™
¥, UNTFEEZRERNZE (AFPRAR ) , BHASLT LR IE,

RNERIX LSRR LA A Direct Connect B#1& |, MEEF LT Amazon & K BE T N FiX L 38
h, BXEZER , F5H (AM BFEE) TN AP RMBUER

directconnect

3 F1XE A Amazon CLI 5 Amazon API A F , BEERNHIREREEZEHIANER, Bk , RAWH
B 522X 1TH AP| 1R /EHE TR Y1846,

AFAFESHITE SR

ZRBIRER T BRI KRS LAY IAM AR EEMMBIERAF SN ABRMITER R, LR
AFEEERSA LA Amazon CLI 5 Amazon APl BURTE A R TR IR ER R,

Direct Connect & T & 14 ) 5% #& 7~ 45l 193


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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Amazon Direct Connect

RAriEmE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

% Amazon Direct Connectfy R i1/ [a] fX R

AR R OISR B R F X B9 2BV PR Amazon Direct Connect,

JSON

"Version":"2012-10-17",
"Statement": [

:usernamel}"]
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{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}

33 Amazon Direct Connectfy 524 i (8] £ BR

BATR 7RISR BE R X4 9 522 15 (R AXBR Amazon Direct Connect,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

Direct Connect E T B MR A ( FRETHRENSEMG)

BRI AR SRR RSN FRMB RN IER &R LATE 1AM policy £ SRR HI RS 7 2
ERBRHBERPEABERSE,

BRIMAE IAM REEHERRENEER , F5H (AM BFERE) R ERREEHT R,
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E FHRZERBX Direct Connect EE#l3EZ 0

LUTR R B S RET A 02 L3RR - NERL TSR RMIMESRNEFER |, F R VFRBE
Ho

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production”

1

}
},
{
"Effect": "Allow",

"Action": "directconnect:DescribeVirtuallInterfaces",
"Resource": "*"

ETHRERHNERO BN

AT SABE A |AM SRBE R Y SR A SRR S AT DATE 1 BB IR B 18 R PR B LEAR S BEX .  Amazon
DT RAERT MACIERE  ZRBENERSTERERHURMEFEREF~EN T LG

£ A Amazon Direct Connect TagResource IREFFEMMBELEO, ENRESEK , BF
ForAllValues 4iff 5 aws:TagKeys RHRESHEA , MERRAAFEERPEAERER,
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [
"preprod",
"production”

},

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}

IR
&R BAE IAM policy FERASFARZFHREAIUER RN ERPEABERSR,
AT RO ERAA ] SA I8 — N R ARG | LERBEB IR IC RIREN R THRERINE

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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}
}

8 BRSS#H < A € Amazon Direct Connect

Amazon Direct Connect £ Amazon Identity and Access Management (IAM) fRE <&, RS
RAGR—MEZEEXEKN IAM A2AI04EKAE, Amazon Direct ConnectfRF XA H RS TR
E X Amazon Direct Connect , @FZRFRREEAEM Amazon BRFFIFENFTE IR,

R XA BRFMEIREZE Amazon Direct Connect EINAR S , B RERLFIR NS ERMNIR,
Amazon Direct Connect EXERFZHEXARHNIR , BRIEFSEEN , &M Amazon Direct Connect
R HEE AR, EXHNRBEEERBEANRRE , LR TEEM MBMEME 41 IAM SEEHRRR
B o

RAETEEERBRMEXERE , B EMERRSRBEAE®, X URFER Amazon Direct Connect
BIR , RRNET2TE= IR R 3R R

BRXERSHEXAGHEMBSNES | HSRAEA IAM B9Amazon RS HEHRRSZHEX B ESIH
ETRARMNIRS . ERERNEE  EFZRSHBRFREKABXH,

H AR S5 #H < A B X PR Amazon Direct Connect

Amazon Direct Connect £ & AWSServiceRoleForDirectConnect AMRS XA, X
Amazon Direct Connect 7 & R IERK R1Z# Amazon Secrets Manager £ i MACSec %4,

AWSServiceRoleForDirectConnect BREZHARABEEUTRSAKAZAE ;
e directconnect.amazonaws.com

AWSServiceRoleForDirectConnect RSHEX<ABFERAIEERE
AwSDirectConnectServiceRolePolicy,

BAMEENR , £ IAMRE (AR, Ad8€ ) 82, REIMBRES K EKA®, I T RIS
# AwSServiceRoleForDirectConnect fREHM <A , AT Amazon Direct Connect #Y IAM & 13
HIMEBMENNE. ERFAAENNR , BFUATEREEM IR IAM 5145

JSON

{
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"Version":"2012-10-17",
"Statement": [

{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}

BXREZER  F5H (AM AFERE) FRIRSKEKABNR.

1 62 RS # %< A Amazon Direct Connect

BEEFHCIERSHARAR, Amazon Direct Connect RIZBIERZHX AR, &fTassociate-

mac-sec-key@TE , Amazon @8IE—MRFHEXRAE , ZAE Amazon Direct Connect 2 F7E

Amazon Web Services E¥E#2#| & Amazon CLI, 5 Amazon APl 1 Amazon Secrets Manager &
ERREFEEPH MACsec 15,

/A Important

MREEEMERALACTIFNINERNRS PREMRE | RS KA E TS HIAEZR
P, BETHESELR , FSARMN IAM K- PHNHAE,

MRIEHERT RS HRAR  AREEEFUET , NTLAERAEENEIREEENK, PEHMVNRZ
A, Amazon Direct Connect BIX HEBIEBSHERXAE,

B a] LAEE A IAM #41& 3 Amazon Direct Connect A BBl ZRE B A/, £ Amazon CLI 5
Amazon APl # | FRARSEBMANZRSHEARAR®, directconnect.amazonaws.comBREZE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

Amazon Direct Connect AriEE

B, BEZH IAM AFERE PNERRSHEXAE, MREMRTHERSHEXAS , AIUEARENT
EBERCIRAG.

YREE R BRS FH< A Amazon Direct Connect

Amazon Direct Connect &2 i & 4w AWSServiceRoleForDirectConnect REHEX AR, EHl
BRZHEXAEE , BETEERA/ENENR , RATEEZHXAS|IAiZAR®, T3 , B LEH
IAM ‘REAENIHE, EXEZEER , B55H (IAM AFER) PR ERERS<EAE,

i B B9 BR S5 #B>< & & Amazon Direct Connect

TEF MR AWSServiceRoleForDirectConnect &€, MRBS<EA®N , XAMKREFEEE
Amazon Secrets Manager Web BRFHFHIPTEXEK R, Amazon Web Services EIE12#H]& Amazon
CLI, = Amazon API & Amazon Direct Connect ;BB R BRH N IEMIRRSHKXAE,

R LER 1AM 25 SRBRRSHX AR, Atk , XTEFHFERSAXRABHNER , KT8
R ELRBR

(® Note

0 R A& 22 R M BR ‘&R B Amazon Direct Connect RS EEFERZAR® |, NIMIRTEES KK, &0
BEEXMER , BEEF/Lo8 , RAEBRXEREBE,

18l BR € FA B9 Amazon Direct Connect ‘& JE AWSServiceRoleForDirectConnect

1. BIRFIE MACsec IRBIEZ 2B XEK, BXEZEE , S H the section called “BER
MACsec ZA FEZ 2 BB B,

2. BBRPFTA MACsec ZHAMZEAIXREX LAGs. BXEZEL , B3 the section called “ffil Br
MACsec 41 LAG Z [RIfYX<EX",

ER IAM FE MRS KRB S

£/ IAM ##%|& Amazon CLI, = Amazon API HilBRAWSServiceRoleForDirectConnectBRs+8
XA, BXEZELE , 535 (AM AFER) PHHKBRERSHEXA®,

Amazon Direct Connect fRZ % & & X1 X 15

Amazon Direct Connect X#ZF#EFrE 7] | MAC Z £ Ih8E Amazon Web Services X35 #Yith 75 F BRSS
HxAe, BXEZELR , i35 Amazon Direct Connect ith 5.,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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Amazon FIFEE & B Amazon Direct Connect

Amazon EEFXHBERVENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBR AR, ANMAEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIITAHEAE Amazon
ERER, RNBUVESEHE TEARMNE S SR RERE -SRI NR,

BT EE N Amazon FEE R ENWNR, 2R Amazon B Amazon EE R E LHINER , W
EHaEMZRBMABENMEERASS (AP, AFA® )., Amazon RETFREERBIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API 2 /ERTE T Amazon & KB,

BXREZEE , F50 (IAM AFER) PR Amazon FEE AR,

Amazon IEEFE : AWSDirectConnectFullAccess

A LA AWSDirectConnectFullAccess KB INE] IAM B3, KRR F RIFTE TR AINER
Amazon Direct Connect,

EEEF KRR , F2 5 Amazon Web Services EE 4| A B HY
AWSDirectConnectFullAccess,

Amazon £ E XK . AWSDirectConnectReadOnlyAccess

BT LA AWSDirectConnectReadOnlyAccess REEKIMNE IAM B3, WREERT AT RIERH RN
PR Amazon Direct Connect,

EEFNRBEHNPR , HS 6 Amazon Web Services BRI H & 1
AWSDirectConnectReadOnlyAccess.

Amazon £ E XK . AWSDirectConnectServiceRolePolicy

LRBEM B MRS A , AWSServiceRoleForDirectConnect st iF Amazon Direct Connect
RERIER T MAC Security 1%, BREZEE , 1S the section called “JREXE AR,

EEFNFKHNPR , HS 0 Amazon Web Services BEIZH & FH
AWSDirectConnectServiceRolePolicy,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectFullAccess
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectReadOnlyAccess
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSDirectConnectServiceRolePolicy
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Amazon Direct ConnectAmazon & F B E T

& E Amazon Direct Connect BiZIRS IR ERERIX L E ALK Amazon BE X EFWIFMER,
EREBEXNETETEMNBSNIEEE , 1T “ Amazon Direct Connect X #4/A $FicF” W E LH RSS
feed,

EX iR H &
AWSDirectConnectSe RT X MAC &2, A0 2021 £3 A 31 H
rviceRolePolicy : ¥R A& T AWSServiceRoleForD

irectConnectlREHKX AR,

Amazon Direct Connect 744 Amazon Direct Connect FF 8 2021 £3 A 31 H
REER BEREIE Amazon BRI E
o

Direct Connect & {3 150l 7] @ HE&E
AT E B H# B R 2 WM& E £ E A Direct Connect fl IAM B A BEI& ZI K9 & I 8l &3,

£

- RXETE Direct Connect HITIRVER X IR

« RFMIAIT iam : PassRole

« REAFRIUAN A EEE Dire Amazon Web Services i/ ct Connect %R

&% B 1E Direct Connect A 1TIRER R
MREBRBRIRIER , BRETEITEMRE | AN E TR AR TFRITZIRE,

% mateojackson IAM AR ZHEAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFRMEEN directconnect:GetWidget RERE , &% £ T RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

EHBERT , BANEH mateojackson AFHIEKRE | BLAFER directconnect: GetWidget #&
YEVH 8] my-example-widget &iRo
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MRGBEERE , FHEREN Amazon EER, FNEEAREMEREIIIN A,

TN 1T iam : PassRole

MRBRE|—NEIR , RIBTPUNIT iam:PassRole BE , MIMAMEMREUA T BT ACIMEIRS
Direct Connect,

AL Amazon Web Services Bi55 RIFERAAABGEESLZRS  MTRUEMVRSACHRSH
XAB, Nt , BLAEERABEEIRSHINR.

L E N marymajor B IAM A P iR £ A2 % & 7£ Direct Connect RIITIRIERT , @ X E LT RO
%o BER , REXMEERFACHRTFHNRT AJHITIHIRE, Mary TEERABRZIESRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole 1k,
NRBEEZHRE | BEBREN Amazon EE R, FNEEARREEREZIIN A,
FAE AR U ATF BB Dire Amazon Web Services I ct Connect &R

AR —-1AE , UEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEEY , AURAAG, X TXHET R R RZEHFIER (ACLs) WARS , BTN
158 PR 3 L5 SRl o) AAT1 4R T 1 8] S8 B BR VAR BR

ETHREZER , BZRAUATHRE :

« E T Direct Connect 2B Z#FXEINEE , 5SS H Direct Connect A5 IAM £ & # A,

« BT HNMEANEEENEERENIHRENE Amazon Web Services I/ |, {52 IAM AP IEE T
BB &3 AE Amazon Web Services Tk B9 53— IAM A P12 15 10 XR .

« ETEIMmE S =S REN SRR RIMNRE Amazon Web Services IKF | 55 # IAM B8
BRI EE=HEMHIFENR. Amazon Web Services 2

s ETHRIMIBEN SMRBRESRITREIFENER , FSH (IAM AFERE) P ALSAT S HRBIEN
BAF ( BRI ) REHRNR,

- ETHRERACNETRRNRBHATERSFRIZENEZS , 25 (IAM AFEBE) $8 IAM
e Y B K IR 18] 6
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Amazon Direct Connect H Yy B & id FK Wi

BALMERLLT Bah{b s T B3k Amazon Direct Connect & H I 4EiRATIRE -

- Amazon CloudWatch ik : EEENBIRAKZEEMNER. ESNINRBRNRERN TELEREN
BFrE , TR ZTURE, RERM Amazon SNS B L EMEH, CloudWatch BiRFF 4
BEARE  BAXERELTRHRERS , ZRSUAREHEEEHENNETRAN—ERF, BXE
%8R , 5 H £H Amazon 31T CloudWatch,

« Amazon CloudTrail BEWK#E : EKF 2RRAZEEXH , HEIF B EXHKEE CloudWatch
Logs k35t ¥i#2 CloudTrail BEX #. L& ALAER Java REBTLNENARER , HRILEAE
FXMH1E CloudTrail R EAREKEEHR, BXREZEE |, 1825 (Amazon CloudTraill AF1ERE) #
# {#F Amazon Direct Connect 123 Amazon CloudTrail API i F{EH CloudTrail B &34,

EXEZEER , 551 Y412 Direct Connect &R,

&M IE Amazon Direct Connect

ET7#BEA Amazon Web Services RE R EBEHFESMMITREER |, FSREMMITISEERNH
Amazon Web Services I§5 , AREFRERMNBHENA LT, BEXENAEE , BESH . . Amazon
Web Services @M it %l

BRI LAE A Amazon Artifact FTEE=FFitikE. BXEZER , 5. 7 Amazon Artifact F '~
HIRE

&I FE A Amazon Web Services RS S RTHENERENBRME, BLATNEHEB RN
EEANEEEZNRE, BXEEMEA Amazon Web Services RSN ENRTENEZELR |, TS
Amazon &2 M43,

Amazon Direct Connect # #9 HfE ik & Bt

Amazon# IKE R R E SEAmazon X o] A X, AmazonXEHRHS N EYE L BREN
AKX , XETAXBEIEREK, FHESANREENNEGEREE —E, FIATAX , &R LUHZITH
BREETARzELS Wit BRI HEERBONARFNREERE. SEENENRSNBEFOLEM
i TAXEEESN AN, FEENTYT B,

BX Amazon XM AXWEZEER |, 55 H AmazonE EKEMIZHE,
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BT Amazon £IKEREHEZ 5\ , Amazon Direct Connect B2t 7 ZihIhaE | BB EHIE
HEMBOER,

BRAF VPN 5 Amazon Direct Connect —E2EFAMNE ZE L , 1§55 Amazon Direct Connect
Plus VPN,

KRR

Amazon Direct Connect M TEFRME T —NEEZ N EMERAERZES |, WRBEITNT BiEE
LASEE SLA B4R, EBAILUEER— MR RE | SR/E Amazon Direct Connect 3#14 T B @ 5| S BT MK
TREBITHERE, XUHEMEREETBERBESMEBEERELAHEN T AIERE,

- RARMY  BIFEAESMBENTERE L ILWEMERE | S USKTXR THERBREAHE
o ZREHXNIRE, EEMENTRUERESRMAT M,

- BN BIERATSMIBNE —EE  BAUNSHAXEIEARN S M., HER IR KL
I iRF RS R EERER AR, ERRBTHETRUERE,

s FRANSE : BIEAE—MIENTERE EL IR RIER | BT UKIERBIEARNITR
MR, HEAERERTHNRFRENRYE  ERFREH IV ESEREE,

BXxEZELR |, {55 the section called “Amazon Direct Connect 3t T E4",

Amazon Direct Connect I EREH LS4

ER —IIEEX RS , Amazon Direct Connect % Amazon £IKMEZERZEEFWHRT . B
£/ Amazon K HY API 8 B3 M £& /18 Amazon Direct Connect, & P is 4N X & i/
Z2&M (TLS) 1.2 REBMA, BIMNBIUER TLS 1.3, BEFRBEMNZFEETLBAERE

( PFS ) WZBEH |, Hl Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEIKRRLE ( W0 Java 7 REFHRAE ) HZFXLEN,

Lo, HAERFRIZEE ID M5 IAM EEXBRAORZ TR BARNBERHFTZEL, HE , EUUER
Amazon Security Token Service ( Amazon STS ) £R AT Z £ EIERITEFERH#ITEE,

& AT LA AR 48432 B 8 R iX L2 AP #24E |, {8 Amazon Direct Connect X & F & RAV 5 R KHE |
Hpa @& TR IP bt M RFl, ZETEAEEMA Amazon Direct Connect SREERIZHIK B4 E
Amazon Virtual Private Cloud (Amazon VPC) iz R4 E VPC WA, TR L |, XFEE T £ Amazon
Direct Connect M FR{XMIFE VPC EI4AE Amazon BRHME G, BXxRHl , HEE the section
called “Direct Connect E T 54 # KB =B,
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BRMKXP (BCGP ) %

RAriEmE

HEMAERKEE LKB T BGP RIEMMERSE 2 HAVIKAES . BCGP AR ARSZ ZIBERE

= BGP ##F., E 7T f#i# Amazon MR BRI ML % Z BGP $3F , S Amazon W1 #5Bh{R I B Bk
) B FH o
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https://www.amazonaws.cn/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
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£ Amazon Direct Connect CLI

O LUES Amazon CLI 812 F 6 H Amazon Direct Connect &R,

LA RHIER Amazon CLI #5582 Amazon Direct Connect i, B A LA TEH (EHAUEBMIERE
®EZ D (LOA-CFA)) SfE — MNMAEILBELEZEO,

EFBza , BARECLLEHEE Amazon CLl, BEXEZEER |, 5 (Amazon Command
Line Interface AAFP1E™) o

\y

AES
TR BBEE

S 2 . T#E LOA-CFA

ST 3 SIEENED  REUKHSHRE

°
\|

°
\|

.
\|

\|

S BIEER

£— iﬁzizsstl_i%ua R, BWREHEFTER S OIEEF Amazon Direct Connect LB, BEXEZ{E
B EZR TRAMNEEIERE,

BIREREE R

1. HREYe X8 H Amazon Direct Connect (LB, FEREIMEmEHF , BXREBERINIEZENNLE
BT,

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

},

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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}

2. DIBREEHEEEN. KAXREMULERDE, EREMNHET  CREEID. EFEZIDET—
#HIREN LOA-CFA,

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

HPR 2 . & LOA-CFA

EBEREER , BRUTLEER describe-1oa ST 3REL LOA-CFA, #iH 7 base64 {wiD, EATIR
EUFE<HY LOA RA. #1THRS H8IZ PDF X4,

£ Linux 2 macOS 3REX LOA-CFA

FEL RGP, RS — 52D A base64 KA T EMABRNAHFH KX E PDF X4,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

f£ A Windows 3REY LOA-CFA

EARGIG | HHFRENZEIBR N myLoaCfa.base64 I, F-ANmHMHEM certutil AT EMRE
BB 3 5 4 &% B PDF 304+

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf

S 2 . T#H LOA-CFA 208



Amazon Direct Connect AriEE

T8 LOA-CFA 2ja , MEREIIMEREHERENEERMKEE.

FB 3 pIEENED  REUEHASFEE

1T Amazon Direct Connect E#ZL G , BATCEBEEOUFRER, St - N AEER
BEOREFESIERN VPC, HE , BETUSIE—NMNBELED | LLUEESITE VPC FHY Amazon
RS, Bt iE IPv4 =% IPv6 RERED,

EFFHR 28, HESAEE the section called “FEE#LE OB o )REZH PR ERE S,

£/ Amazon CLI SIZERIEON  mHBEEAKAREESE. ECIREBET AN IRINIKHES
Bl & , A Amazon Direct Connect B#l&., BEXEZEER |, S THKHIFEE X,

SIEZMBEERIZEO
1. IREUFINEIE VPC HEIIFAE X HY ID (vgw-xxxxxxxx)o BEEZ ID E F—FEIBELEND,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{
"Value": "DX_VGW",
"Key": "Name"
}
1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33dad”
}
]
}
]
}

2. QIBMAELED., BLFUEERM. VLAN ID Ml BGP B8RS4 = (ASN)o
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NTF IPv4 RE , BEEN BGP WEXEN T —IREEELSE IPv4 thit, BALIEEECH
IPv4 it , BRI BALE Amazon NEER M, AT REIP |, FHEERK IPv4 ik,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount": "123456789012",

"connectionId": "dxcon-fg31ldyve",

"addressFamily": "ipv4",

"virtualGatewayId": "vgw-ebaa27db",

"virtualInterfacelId": "dxvif-ffhhk74f",

"authKey": "asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",

"bgpPeers": [

{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

}

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtuallnterface"
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}

ESEXE IPve REMNAEELED  EEALRSSHRA ipv6 SHIEE addressFamily,
BAREEN BGP WELFIEEBCH IPv6 thiit ; Amazon [E#& 5B IPv6 i,

3. EEE XMLEXWEHSEESEE , BRERZAIBZNENIZED, £ --query S HIRE
customerRouterConfig 55 , £ - -output S A ARHESIEI UFI R A2 RBEIITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

IR AREMED
1. EQBRAFENED  BLMIEEEMN. VLANID M BGP HERSHS (ASN),

XTF IPv4 RE |, L& 4T BGP WEQXENE —REEELR IPv4 it | BUREEY BGP 2
WHRE IPv4 B, BLTRAEIN IPv4 RECIRABELED,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexrfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
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"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
},
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?

>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

EREBYEF IPve REN LABERED | B LUEENES BGP A/ IPv6 BEH. BREANE
SIEIEE IPV6 i3k ; Amazon BIESE IPv6 ik, A TRHIA IPve RESIERAERELIED,

aws directconnect create-public-virtual-interface --
connection-id dxcon-fg31dyv6 --new-public-virtual-interface
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virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba0dl: :/64}]

2. EEEFXMLERNNEHSEEESE , FERECIENELNED, £A --query SHIRE
customerRouterConfig 52 , A --output SEANEXAHH B AFIRF 2 RVITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtuallIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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£ 8 Amazon Direct Connect 123 Amazon CloudTrail API
7 A

Amazon Direct Connect 5 Amazon CloudTrail £/ , F& 27 Amazon FIEEAF. A&
Amazon Direct Connect BREZFIHITIRER IR, CloudTrail ¥ Amazon Direct Connect BFfE API
BRENESHER. BIRNWIFBEE3XE Amazon Direct Connect 324 & F4X 33 Amazon Direct
Connect API #ETAA. MREBIZERER , M ATLAE CloudTrail EHFFL4% 1% E| Amazon S3 &

( 2% WS4 ) . Amazon Direct Connecttl REFELERERIZF , M{AAIFE CloudTrail #&Hl&FRHE
HRELRRZRHPEFEEHEMN. FH CloudTrail REMNER , B LAFAE [ Amazon Direct Connect &
HTHAER, RHERN IP bk, MAXKEHNER, EROK LT E AR EAIFHAER.

EXEZEER , 2 (Amazon CloudTrail BFIERE) »

Amazon Direct ConnectCloudTrail F#) E&

18612 Amazon K BT, FEZIKF LS A CloudTrail, 2 Amazon Direct Connect 14 4 5E3)
B, ZSESIFFIERIE CloudTrail BE4F |, H5HM Amazon BREEH —RREESHTLIERK ., &
AT LATE Amazon lkFHEE, BEMNTHRENEH. BXEZEE , HZHEH CloudTrall EHF £
BREEEH.

EiF4& 0% Amazon Ik HEIEH ( B3 Amazon Direct Connect (WEH# ) |, BEIERIER, BIRE
125 , CloudTrail A B & HEIXE Amazon S3 FERE, FIRBERAT , & A D IERBERE | 1t
IREEM A TPTAE Amazon X185, MIREIZFEAE Amazon XA IEEAEXEBFNES , HIFEEXH
RIEEERIEER Amazon S3 T, AL, BARILIEEH M Amazon BRS |, # — & 2 #1E CloudTrail
BEPRENSHEEHAXIRTH,. BXEZELE , BZRTINE :

o B RIEELA
 CloudTrail XA RS FERK

« 79 CloudTrail Bti& Amazon SNS &
« MNZAXEEW CloudTrail B EXHFM ZANK F U CloudTrail B &4

CloudTrail i2%Fr& Amazon Direct Connect #4E , Amazon Direct Connect APl ZZ /R4 7 ix
B, HlH0 , 3F CreateConnection M CreatePrivateVirtualInterface BENAALE
CloudTrail BEX#HHAEKSEE.

BMNEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !
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- BHEREFEHBRAFEIEER Amazon Identity and Access Management ( IAM B F ) ZiE & HEY,
- FREEAACGKERRSEAFNIENZEEIEREN,
- HREREBHHEM Amazon REF A H-

BEXESZER , 128 CloudTrail userIdentity T,

T f# Amazon Direct Connect B & X #%% H

REREE—MERE , A TNE4EN BEXMHEEBEIEERN Amazon S3 74, CloudTrail A&
HBE—IRZNBREKEZE. —NEHRTEKREEAFEN—NER , BEEXRMMBERWIRE, BEN
HEAFIASE, BERSBEFEMNES, CloudTrail BEXHFTRH AP AN EFHKREBER ke
NALREABEIRFE R,

LA & Amazon Direct Connect B9 CloudTrail B &2 F R4,

Example =4 : CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
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"requestParameters": {
"location": "EqSE2",

"connectionName": "MyExampleConnection",

"bandwidth": "1Gbps"

},

"responseElements": {
"location": "EQSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",

"connectionName": "MyExampleConnection"

}I

Example "4l : CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23

}
}
1,
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtuallInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",

"vlan": 123

I

"responseElements": {
"virtualInterfaceId": "dxvif-fgg6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtualInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQSE2"

iy

Example =l : DescribeConnections

"Records": [

{
"eventVersion": "1.0",
"userIdentity": {
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"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 7~ : DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:Q05Z"
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}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy
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