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TR R ESEZHITREEE, EXIFEZ Amazon Direct Connect 2 ( £31/#3) ) AR
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us-east-1
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Direct Connect gateway ™ (\)
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us-west-1
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U

« VIF C ( fZF us-west-1) 2% 172.16.0.0/24 , H AS_PATH EH 65001
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o YERMAIA Amazon K~ 3i%3% 2 & Amazon Direct Connect & 4E{L 8t , 2Bt ELNE A
ERE, FBRP (LOA) ATHENA T,

o HIEBIHFH Amazon B HIEFEARA ( Other (Hfth) ) SN MR , 2 EFOIER T T AEEIEN
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B R AR

« BhLlE#&4& 1EEl— Amazon Direct Connect &% E#Y % BiEE,
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. PRERREENREE
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E & A Amazon Direct Connect , BZFEESIE — Amazon IKF ( IMREEE ) .
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home,

2. HESMBERKT , EFEE, ARERRAEREE.
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FTE=/NNERBEOEZT =1 VPC,

HEF 2z , FRRECSHBUTES -

R FIEER
Connection ERNHBIZEELIEDOK Amazon Direct Connect EEREEIERSA (LAG ) -

EREARR RO AR,
EEOmEE OREAZ-NMKFZENED , EFEEMWIK/H Amazon K/ ID.

(XRFIMEEL  EEEFIRE— Amazon XiFiH# VPC , BFEE VPC HEBFAEMX, BGP

O ) ERE £1& Amazon iKY ASN NEBLFABE MR MR, HEIEELRFABMRAE ,
BO LS EBECHFE ASN, BN , Amazon 2RHEIA ASN, BEXEZE
B, #BZH (Amazon VPC AIFEME) PHEIEZENAEMX, EBH Direct
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VLAN

PREER

Connect x££ Z] VPC , ##EZ Direct Connect W<, BXEZELR |, §5
%] Direct Connect M,

BHEE EEARERANE —ELBIEM ( VLAN ) #53%, ZEXLRNTF 1
4094 2|8 , FANABTEUAMN 802.1Q trtt. FMZLT Amazon Direct
Connect IEZN R EELMNA LIRZ,

MRERFEEERE , 8 Amazon Direct Connect §1EXESIEHILE, B2
EREORE , TEESQURE,
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R FRiER

i}

S P ik EilEO R IPv4, IPv6e SiEH —4 ( Xk ) B BGP X&4iE, BOEH
St IP (EIP) ZiM Amazon Pool F B IP #itik (BYOIP) REIE A HELED
o BETEER—NMNELIEOLAE— IP it R56IE S/ BGP 21, IP Hbit
SEE 2 ELE BGP NESFEEIIZEONE — iR,

* |Pv4:
s (XEXEE#RED ) BXNEELRENE—LF IPv4 thit, BEATUR
UTz—:

- BEF AR IPv4 CIDR

XL P A AREMLAE IP( FEFEAEDH Amazon 12 ) , BEXF IP
M Amazon BHBENE IP X EAHEBN FMER, flwm, WRES
B—1 /313868 , tbin 203.0.113.0/31 , WAL 203.0.113
.0 BTXEIP, $9203.0.113.1 AT Amazon X% IP, =¥ ,
MRIEDE—A /2455 , b0 198.51.100.0/24 , WATLLH
198.51.100.10 AFXNZF IP, 4§ 198.51.100.20 A TF Amazon

W P,
« Amazon Direct Connect §4EX 5k ISP 1B/ IP SEE , JAK LOA-
CFA £

« Amazon £#t# /31 CIDR., Bx% Amazon Support , &R —MNAF IPv4
CIDR ( HEEWBERFPRE—NABH )

(® Note
BT ERIUEBESHEXT Amazon IBEMAE IPv4 it FFE
B3R,

(XPRFAEELED ) Amazon AL BEKFLAE IPv4 sk, INREE
EHCZH CIDR , BRI B 254 0 F Amazon Direct Connect #0
{EEFE CIDR, i |, EVNEEAMEFNEM IP i, SAEE
EOXRL , JF IP A Amazon BBHEEBEXNZE IP AIEAHERN FMNE
B, flm, mEESE -/ /305EH , ki 192.168.0.0/30 , WA
1 192.168.0.1 HATFWZEIP, $$192.168.0.2 AT Amazon X%
1P,
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FREBER

IPv6 : Amazon £ Bz N &0 B —/ /125 IPv6 CIDR., B EEIEEH WX
Z |Pv6 #bilt,

BGP X & aiE 2B IPv4 £ R IPv6 #1T,

##1X — i BGP £ENLABERFABILRMAKMNN (BGP ) BJARES (AS
N). REFEHANENE ASN , MIXTREEFENR, MREEANRZF
B ASN , AT LLEEBHE XY ASN B, X F 16 1L ASN , IZ{EAMTE 64512
3 65534 SLEIHN. XF 32 1 ASN , ZEXMIE 1 F| 2147483647 SEE A,
MBLENANEERLZEOFHRIE ASN , N BARS (AS) MBFTRER,
Amazon BRIAB A MD5, &7 E S Utk

MD5 BGP B RIEF, BulREHECSHN EHRIER , walLlik
Amazon NIBER—1N%4A,

Eid BGP AW AE IPv4 BT IPv6 M. B4MER BGP 200 Hm —4
B4R , &% 1000 BT,

IPv4 : HLATE—IR true B , IPv4 CIDR A[AES A Amazon Direct
Connect 2% —/NAF IPv4 CIDR EE :

+ CIDR kBAFREH Amazon XiF, BRELAERZ ENA BGP #X#iRZ,
 UBEXH/HEIEEFHELE ASN Bt , ATLAER AS_PATH,

BEXEZER , FSHARKEERKH BGP #X,

IPv6 : B /64 EEMNIIREKE,

BRI LRI BN NE VIF RMFMAR B , HEFR Amazon support R 1

XLEFH, ERNIHRMF , FRESHFERMEILE VIF HHITLHH

HAth CIDR HI&RFI K.

A LAEE Direct Connect AEEEMEOEERMHBEKE. IPv4 NZE /1
- 132 Z BIWMEAME | T IPv6 RiX#F /1 - /64 Z B 1E{AIE.
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RIR FREBER

(XBRFLBERLL  Amazon Direct Connect E¥EEHHRAREMWMET (MTU ) . BRIAF 1500, FF

0O ) ER EREON MTU RER 9001 ( EEM ) At SBENRKEMEEE (R
CZBAREMUAZIFERDN ) , EMEZSPHEEEXBKNMEENZEON
MEERE , &ETE 30 ¥, ERMXER T M Amazon Direct Connect 1% 1%
WEEH, MRERBRPARMEQEULEMAWESKEH , MBI H#SEH
RRRENMER 1500 MTU Kix, EREEEREMZEORSIFERM ,
B 7 Amazon Direct Connect &l &P HEF , AFEENIEOENEREER
H LR B X5 E R,

(XBRHEHERL.  Amazon Direct Connect EHTFEEHHRAE@WMET (MTU ) » BRIAN 1500, FF

0O ) ER EREON MTU RER 8500 ( EEM ) At RS BKEMEEZEER (WR
ZBAREHMAZFERN ), EMEZSPHEEZEXBRNMEEZEONM
RiEE | HREKTE 30 ¥, Direct Connect &2 X #F 8500 MTU K E &fii, £
PERXEHRPEENBRSEENECERANXSERM , 3FEHE VPC #
DEHKRFEW EC2 EHIMPHEMXERE, EREEEIEMNZEOREIREE
g , 7 Amazon Direct Connect 2|5 P HiEH , AFEERNIEOEN
BERNHE LRI FERM,

MRENABEIRH ASN BETEN ISP BINBEZER , RNKERERHHEMES . XAURERAL
BRI |, AT BARKR AN FAEANA TRIEZM 4 Z/ASN 7] sE & E AR B B4,

NFRAERLMEOMNEELED , MEEENFRERE T (MTU) 2ALUET EZARNBESW
BRAWRN (ULREFHEN ), ERXAEZOKN MTU TR 1500 5 9001 ( B8N ) , hEEERIE
O MTU TTLLE 1500 5 8500 ( BRI ) » A LAEAIEREEORHEE MTU |, th AT S fE 612 O S0
HBTEH, HELIZEON MTU &EX 8500 ( EE M ) =X 9001 ( EEM ) At 2 SBEFHKEYE
EE (NMRCZHAERUAZHERM ) , EMEESPHMSEEXKNMEEMBEONNEZIERE &
KA 30 ¥, EREEZEIELIZEORSIIFERM , 7 Amazon Direct Connect 2% & FiF Hik
B, RAEEREEIF LR B X FE R,

SR - M BELEOR | Amazon AJREFEEKIE 72 /NEEREZMALEZRATE R,
BB 53k VPC RS AN A ABELED

1. #TFFAmazon Direct ConnectiZ#| & , Wit 7 https://console.aws.amazon.com/directconnect/v2/
home,
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2. TESMBEKTP , % Virtual Interfaces.

3. i&#% Create virtual interface (BIZZE#LED),

4. £ Virtual interface type (B#\ZEORE) T , W TF Type (EH) , & Public (28).

5. £ Public virtual interface settings (A BEEZEORE) T , AT TRE -

a. Xt F Virtual interface name (B#MZEOZ) , m AELEO B,

b. F Connection (E#) , EEZEA T LZE O Direct Connect iE#,

c. X¥F VLAN , AL EM B (VLAN) B ID 5,

d. X¥F BGP ASN , B AFELZOMN A3 SR ARSI RAMX ML EARERS .

BMERN 1-2147483647,
6. 7E Additional settings (g &) T , ITATRE :

a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP (BB EHZEXNZ IP) , %A Amazon [
ERIEF|H B ¥R IPv4 CIDR i,

« XF Amazon FEHFIXNZF IP , AR T RREXREZE Amazon B9 IPv4 CIDR i,

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 tthtit M Amazon Y IPv6 tthiiksth B 3)
DB, BITEEEBEN IPv6 bt

b. ZRMEHSH BGP 24 , F ALK BGP MD5 %4,

MRETRMAE , RIFEK—1 BGP ZH,

c. FHIR N E Amazon , X1 F Prefixes you want to advertise ((EELA WM BIR) , WMABSE
PIEONRERBIIMN IPv4 CIDR Biritit ( AiEE DR ) -

d. ( °i& ) RN BRIRZ

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE, WmARE

[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),

7. i&#E Create virtual interface (BIZZE#IED),
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1. 3TFFAmazon Direct Connecti®#l & , M1k https://console.aws.amazon.com/directconnect/v2/
home,

ESMBERKH , ER Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),
FEEDBEOXRET , NFRE | EENLE.
EREEBEORET , ITUTERE

o b~ w0

¥t F Virtual interface name (EEMZEO R , W AELIEO BN,

¥¥F Connection (%) , IR EMA T O K Direct Connect iE#,
NFMRKE | EREVRBMXH Direct Connect M,

NFERIZEOMEE | B HEM Amazon IKF , A/FH A Amazon K,
NTFEUREMX  EREATHEONELFEMNR,

XF VLAN , B AEHEBEM (VLAN) 1 ID 5,

g. X F BGP ASN , 3 AHTE U3 O M A it 33 S B8 R ER AL R M X MY BJA R &5

c o

© o o

—h

EMERN 13 2147483647,
6. TEMIINEET , UITUATIRE -

a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] EEE IPv4 BGP X% , Bk IPv4 , REWITTIREZ— -

- EHTEEIXLE IP #ik , XF Your router peer IP ((BRHIBEEHEXNZ IP) , %A Amazon [

EXAZEIM B FR IPv4 CIDR ik,
o XtF Amazon BEHEEXNE IP , W AR TRREXRIEZE Amazon B9 IPv4 CIDR #biit,

/A Important

MEE AR FAmazon B P B IPv4 sk , NFARIE RFC 3927 M 169.254.0.0/16
IPv4 Link-Local % EL /29 CIDR LA 1TiE#E. point-to-point Amazonil R&RITH &
AEFPEHEIXNE IP it el VPC REAFEF/Z B M , WA IED,
ERIZER RFC 1918 SiEMF 4t , H BITIEE UL,

« BEXRFC1918 NEZEE , BSRFAE BB MAY b ik 5 B o

« X RFC 3927 WEZEER , BS IPv4 85 A it W SEE
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[IPv6] ZELE IPv6 BGP X & , %% IPv6. X% IPv6 tthtit M Amazon B9 IPv6 tthiiksth B 3f
DB, BITEEEBEN IPVv6 #hitt.

b. EFHZAMELHEIT (MTU ) M 1500 ( FRIA ) Bk 9001 ( E&EMn ) |, WHikFEE RN
MTU ( MTU K7 9001 )

c. (A& ) “BA” T SiteLink , 1%#F “/5 A" LU/Z A Direct Connect A R Z BRI EEIEE,
d. ( °i& ) AR ERIRZ

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« XWF Key () , mABBEM,
- XNTE, WmARE

[ BRIRE] TEARESE | %1% Remove tag (Ml BRHFZE).
7. i&#E Create virtual interface (BIZZE#LEED),
8. BEEMFEA BGP RERLMATLAE VIF EENMLE,

]S THERHSB[EE

HI®AN Amazon Direct Connect E#EGIZ TEMIEOSE , A THEBHS[EE X H, ZXHIEFE
HERESREENATENAERLNEEREOMENG S,

THIRHFEE

1. $TFAmazon Direct ConnectiZ#l& , MitH https://console.aws.amazon.com/directconnect/v2/
home,

ESMERKT , &R Virtual Interfaces,

RRIERE | RFER View Details (BEFHFMAEE).

i%£$# Download router configuration (N £ HFEE).

WNFTHEHREE , AT THRE !

o & 0N

a. XF Vendor (tN7) , EFEN K HBI[RE~,
b. XF Platform , EFEHEHRFES,
c. XtTF Software , 1EFEHY B B 2R EAFRRA,
6. EETH K6 ARERESLENEAHSNEE , LUBKRSETLLERZ] Amazon Direct Connect,
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BRFBIEENXH , BSR RO MEEEE X,

EERELNEHSRE , EEMEOARSEER UP, MRERLEOREBEFF H BETEXFAmazon
Direct Connect iR & X IP #itit 1T ping IR1E , BSRHESE 2 F ( BB ) R, WRETL
T P it IT ping B1E , BSRHEESE 3/4 & ( WE/1E5H ) I8, MR BGP WEXFEEIE
BELERBERE , FSREERHRB,

FHR 6 WINEHNELED

#37%] Amazon Cloud 2 Amazon VPC WEIEZ O LG , AR U TEREIESAR Amazon Direct
Connect E#,

ERUFEMELE O 2 BERE S Amazon Cloud

1Z1T traceroute H} ik Amazon Direct Connect #RiRZFEMEEBETBTE N,

ER N ELEO RS ERESE Amazon VPC

1. ERATAHIT ping BIEHY AMI ( EbI0 Amazon Linux AMI ) |, FEEZSIEFEMNXH VPC F 53
EC2 3:fil, HETE Amazon EC2 BHIA R EALHIZ s ESAT , RIE/S shETF PR Amazon
Linux AMl, BXEZEL , HZ5H GEAT Linux E4I# Amazon EC2 AAF18R) FME3IE
Bl BREXPIXBKNEZLEAITEAT ALY ICMP RENHRN (ATRAUEBER ) .

2. YPIFHIETIE , REVETLE IPv4 ik (I 10.0.0.4). Amazon EC2 #2414 B RM 4R
it RIS B8 — 25

3. Ping #AF IPv4 thiit HIREME R,
(HE)SR7: BEETRER

NTRUMKRBER |, RNBWEBERABRERMEES Amazon WL AEE , TERAR. XEEE
SKEEHMERH— PR ERARR ELIE,
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Direct Connect
Router 2
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Router 1

Router

Customer Metwork

MREMERANTAEE , WU ABTEEEER

o E3/E3 (BGP ZBE ), XRFAMNEZI N ENEZNWEINEE. Amazon Direct Connect X
E—MIBFERZMNELEONZRE  REETREAZEOCAAREE., IR —NEETT
A, BLAFERENBSEHE S —NEE,

o EFWD (HEEB ), —MNEBEELERRE B NEZLTEORD. MREEHEERT
B, FIEREBLBHEHIERE, FEEELEN —NERE LN AS BEMMBIBEHZHIAEER R
Woh bR,
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BNMAEREEZEATHMITR , ERAFMERRE , MZRBREWNAERMEZARRRE, RINEW
SR BB E N TR BRI

MRIEMER VPN EESIUAR , FRARIE T STRARENBEXBIH . WREEAUATE-E
B, NEERERHREHUEEIFNMEED,

- BEABCHXFIRITES , FINSSFIR KENER,
- BERBSHRAILIE VPN Ek,

EXUSUAMN , mBWEEE ST R Amazon Direct Connect i & ME R,

£ < Amazon Direct Connect MM E ZE L. |, 1§55 Amazon Direct Connect B4 1,

Amazon Direct Connect #EH Mz

Amazon Direct Connect #M T E@#HER EHRREES /M EREEYHENELENERE, X
RKESfE , 6EH Amazon Direct Connect 314 T E @R MEBNIRXF BGP WELE , LERIPRE
EERRHAIER—IPMARELED , HE2ENBHEER,

FANRBREELSZEOFLRSH , TESAREMZEORHRE, TUBTERELED, BGP
FNELFURBETURWETERE 3 MIX. Amazon Mt E#IED BGP MEALFEE T RARS,
LUEOLTFHRSH , RENZESTRELMEORKH, NIRENEETT BN TTRERE , I
BGP WEALEFAAM , HETLKHBRE, HNEEHKE , XEEFHE LN , Amazon ik
£ BGP &i&F. MiAZEKE , ATLAEA Amazon Direct Connect 3# 14 T ESFBENEE,

(® Note

¥ )4E Direct Connect &4 BSR4 , RAELP MARLY 2 /5 , BOP 2FTH
5t B

A= B8

Amazon R 365 REMBERNHAT EidFKk. NiRFHLIEFKEBFEEME BGP WF LiZ1THMIAAVIRE.
LR aENE T HE BPC WERE, FHEMERMBEURMIIRES , AIURUATERE :

o EFEHTH - NHAHFEEZST,

Amazon Direct Connect #fEiE &M% 59


https://docs.amazonaws.cn/vpc/latest/userguide/SetUpVPNConnections.html#vpn-configure-routing
https://www.amazonaws.cn/directconnect/resiliency-recommendation/

Amazon Direct Connect AriEE

- BEEMH - MR 2 ERIEENERNIEZET.

- BEUH - WX B ERER B Z BT EUE.

o KM - MAREBIBEENNEZET, HEAS[HIAREN K SXEXTTER.
EXEZELR , 3N the section called “EE B O HEEZN XA LICFE,
IS UF PR

BEMERBNHETHNROE-IKF2RAELEAONKS, KA EEY Amazon CloudTrail
BEWEREEMED EETNEHBE R,

JB 3 BB U O i R R B

Al LAf# F§ Amazon Direct Connect # & 3 Amazon CLI /331 E #1182 A #EE BN

M Amazon Direct Connect 2% & /5 31 B il O S FEE B

1. FTFFAmazon Direct ConnectiZ &l & , Mty https://console.aws.amazon.com/directconnect/v2/

home,
2. EBREREO,
3. HEEREO , ABRMOEEREE, XA BGP,

AILELNE. AESEARELNED EETM6R,
4. TEFFHRMEN R IERES , AT TRE -
a. X F Peerings to bring down to test (BRI XANIE) , FEBREN RPN ELE , Hlu
|PV4o
b. Mt E EPRA | AN ST 28,

RAERN 4320 58 (72 DEH) o

ZRIAER 180 25F (3 /AT ) o
c. X¥F To confirm test (BIAMAR) , FHiwAFIA.
d. IEFEHIA,

BGP MEFELEHE T RARE., BUURERENERIERTHIAFUHER. WRFE , £7
BASI B4 1B 3
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£ Amazon CLI B3 E I A BEHE BN

{# A StartBgpFailoverTest,
BEELEOREZRBMENEIER

Al LAE A Amazon Direct Connect %A 3 Amazon CLI &2F E#U O #HEE BN 7 518 F.

M Amazon Direct Connect | A EFELIZOBEERN AT Fidk

1. $TFAmazon Direct ConnectiZ#|& , ML https://console.aws.amazon.com/directconnect/v2/
home,

2. B“EEEBEQO,
. EBERED , RAFEE View details (BEFFHAER).
4, EENEHFEIZFR.

25 A EREENEMEORITHE SO NS,
5. EEFRENHNEAGFE , HEEN D,

£/ Amazon CLI £ ERUZOMEERBN A Licxk

£ F ListVirtuallnterface TestHistory,
Z 1L E Bl O SRR BN =

Al LAE A Amazon Direct Connect ##|& 2 Amazon CLI & 1L E#32Z O W EEB N,

M Amazon Direct Connect 12| &5 1 BE #1352 O S EHE B R

1. $TFAmazon Direct ConnectiZ#|& , ML https://console.aws.amazon.com/directconnect/v2/
home,

2. EEEREO,
. ERBERED | REEOERRE. BUEMIR,
4. EFEWIA,

Amazon &R BGP WF2iE, MNiAA E1EFHE R EBUE WA,

£/ Amazon CLI 1% Lk B 352 O MR BN it

ERELZOMEEBN AN LITR 61


https://docs.amazonaws.cn/directconnect/latest/APIReference/API_StartBgpFailoverTest.html
https://console.amazonaws.cn/directconnect/v2/home
https://console.amazonaws.cn/directconnect/v2/home
https://docs.amazonaws.cn/directconnect/latest/APIReference/API_ListVirtualInterfaceTestHistory.html
https://console.amazonaws.cn/directconnect/v2/home
https://console.amazonaws.cn/directconnect/v2/home

Amazon Direct Connect AriEE

{8 F StopBgpFailoverTest,

5L R LU O HE R BN it 62


https://docs.amazonaws.cn/directconnect/latest/APIReference/API_StopBgpFailoverTest.html

Amazon Direct Connect AriEE

MAC &£

MAC &£ ( MACSec ) &—1 IEEE ¥f/ff , AT IRMEBEN RS, BHEZBEENBTERFEXHE, &
A LA 523 MACSec 9 Amazon Direct Connect 3% , R I1Z M2 B E#EH 0 F Amazon Direct
Connect (U B EE, EEFHBFEHOZH , AIERELEHEP OLMXIFEIZERN Amazon £IRKM &K
BEH2ENEREIME,

ETES , TRAEENAR T REBLIZEFE MACSec, BE T AEEEARELBIERONE 2 B
BREINE,

Region Corporate data center

Amazon Web Services
Direct Connect location

] & . éﬁ}) o “I"

=

MACSec enabled

MACsec #5:

LT R MACsec WEEM S :

« MAC Z% ( MACSec ) : —I IEEE 802.1 5 2 Btrff , JIREHEN RS, HETBRHEMKEX
REXM, BXZMUNEZEESR |, 851 802.1AE : MAC Z%£ ( MACsec ) »

+ MACSec %4 : — X ZH4 , A TFEFF- A EEHEZH Amazon Direct Connect {3 & HYE 2
i O Z B2 MACSec iE#, ZRHAEERBNIRE FEHRERMES Amazon HEIRE LTREHN
CKN/CAK St &R Yo

o EEFABH (CKN ) MIEFEXEKZR (CAK) XX BRATRMWERTFER MACsec B4, BT
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BERE EHITE,
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X ERERE

MACSec EX BEE L H. BXxMAITM X F MACsec HEZNE L , 2@ Amazon Direct
Connecto

FaELT HiEZ EEH MACsec

AT ES a8 Bh I8 24E Amazon Direct Connect & FiE$# L) MACsec. {#F MacSec W EEAIER
N,

ELTHEELEE MacSec 281, FEEUTILA :

- EEAMSHK 10Gbps H 100Gbps & A Direct Connect £ X1 MACsec, X FiXtEiE#E | T#FLL
T MacSet ZBEH :

« XF 10Gbps E# , EEMA GCM-AES-256 l GCM-AES-XPN-256,
« X¥F 100 Gbps KyE# , EEA GCM-AES-XPN-256,

o {XX¥f 256 {iZ MacSec #4H,

« 100Gbps EEEEMAT BBEBHES (XPN). 3 F 10Gbps &E#E , Direct Connect E Az 1%
GCM-AES-256 1 GCM-AES-XPN-256, =iRiE$#Z (a0 100 Gbps W& AiE#E ) ATEBRER
MacSec &I 32 UHFEERBZENE , XNEREER/LOHER—IXNZZRA TR FNIER
xBo. N TERXMIER , IEEE Std 802.1AEBW-2013EERSIA T BNBIEIRS , FHEEE
BB BG4 , NTILEE T ZARBRNW R MHEER,

- RLBERRA (SCl) B4ED , XITFHEITH., WRELLRE,

« 7% IEEE 802.1Q (dot1g/VLAN) $x%¥ offset/dot1 g-in-clear & VLAN #R &8 H I&H A R A

A< Direct Connect #l MacSec WE Z{EE |, TSR E N R B HAER MacSec 2849, Amazon Direct
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- S|4 BERIEEHSE
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ELTRERELEE MACsec 281 , BREATES.

« N MACsec %A 81— CKN/CAK X¥,
O LAE R BN E T EQNEIZX, & SAIUE B the section called “FH 4 : BlE A EHER" &
BENEKR,

- BRIEEKEEERF MACsec ik &,

- BAIFRERLBEERFRF (SCI).
« X33 256 v MacSec % , RIEZHH S RBF R

RSHEXAE

Amazon Direct Connect £/ Amazon ldentity and Access Management ( IAM ) fRFEX A, IR
SHEXABR—MMERTH IAM A€ | ©5 Amazon Direct Connect EiZ%, REMEXABR

F Amazon Direct Connect FlE LK , B EZRFRREFAEM Amazon BRFFIENFTE R,
BR$5# < A & Amazon Direct Connect FIREE R , RAEFLF R MAENNR. Amazon
Direct Connect EXHERFHXABNNIR , BRIEFSITEX , BMX Amazon Direct Connect A SAB{E
HAG, EXHNNRIEEERBEANRER , UARTEEM MEMERHE M IAM SSENRRERE, BX
EZEE , B3N the section called “IREX<EKA R,

MACsec FiilH = CKN/CAK ZR4AE S EIN

Amazon Direct Connect £ Amazon 38 CMK #ER 5iE#ER LAG KB Z%4H, Secrets
Manager fF&FHZH CKN 1 CAK Xt , Ff% 7 Secrets Manager REZHMZHNZH. BXEZE
B | 20 (Amazon Key Management Service FF &£ AR ¥E7) HH Amazon & CMK,

FHMWZRAIRITH RiE | BET LA Amazon Secrets Manager #2414 = API it %]+t 2 =+ XA
BRETE]. ZHARITRIMIBRET , To3EREN CKN , X A[gE MM EERE, REXTERN , BRIMNISEAU
THN -

o« MEEEALTHFLERS , BISHEER CKN EEEZAKEK,
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« MREELTARRS , RII2ELBFHEBAEEAEE, WREE 30 RAARREEM[ITH ,
B2 BRER CKN EEERIKRE,

HRMNMBBREZE— CKN 5N xE , HAEZNBEERNIZEN DAMEZR , BMNSTGERXEE
F“should_encrypt” , LABFIERARES,

S SIEERE

EFRMER MACsec , MAMTEBIE T FIEENFB1ZINEE, BXEZEER |, SN the section called
“f5f i E?ﬁﬁvﬁlﬁiﬁﬁ o

(W% ) S 2 : QIEREERAA (LAG)

MREERASNEESIIMITER , N T L8R T MACsec B LAG, BXEZELR |, i3 the section
called “MACsec ;EEZEIN"H the section called “BlZ& LAG” :

HIR 3 . ff CKN/CAK 5iE#ED LAG XxEx

B2 X 3F MACsec UIEIES LAG & , EEF CKN/CAK 5iE#EXEK, EXEZELE , BSRAUTEY
Z—

+ the section called “}¥ MACsec CKN/CAK EiE#ExEx”
« the section called “ MACsec CKN/CAK & LAG <Ex”

HUR 4 BLE A BR 2R

£/ MACsec XA E B A g HES, AibEEHES LA MACsec 43R Amazon Direct Connect {4
B MACsec Z4AMMITH, BXEZELR |, SN the section called “T £ & H 25 Bl & X447,

S5 (k) MIBR CKN/CAK i3 LAG 2 |8 By < Bk

MREFEMER MACsec A EERET LAG 2 BAHWXE , BZRUTHREZ—

« the section called “Mil Bk MACsec Z24A FiE 2 2 (Bl B < BR”
+ the section called “MiB&k MACsec Z4AF1 LAG 2Z |8 Y < Bx”
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Amazon Direct Connect iE#

&A@ Amazon Direct Connect B3I —/MEE B ML S4E{ —4 Amazon Direct Connect (L E
THMBIERE,

AR EREE

s THERE SENEPRENYBLUUARNER, EFF- ALUBE Amazon Direct Connect ###l& . CLI
H APl FRERERE, BXEZEER |, H5Hthe section called “E FiERE" :

- FEEEH : Amazon Direct Connect SRR REFMENYWBUAAMNERE, ERESER
Amazon Direct Connect SEU#it R P ARMEEZNSENRE , REREEEE, BXEZE

B , i§5 fthe section called “FEEERE :

T Tz
E 6|7 Amazon Direct Connect T &R , BEELUTEER :
Amazon Direct Connect i &

5 Amazon Direct Connect S1EX T XIF N SIENFEEIE , BBIETE Amazon Direct Connect i
BHHBES O, DAERENEENBECBBEILNELE, M11E 0B BESZLBRENIRE
NI HIEEEH, BXEZER , 535 APN &1 £ Amazon Direct Connect,

s R E

AIRERY{E N 1Gbps. 10Gbps F 100Gbps,

BIBEREERZE , FEEERRORE, BEERRAOREE , BLACEHEENNIEE,

BT LMEFE D SO BiER | i LIAI2 Classic E1E, FREEMNS , SRR EERINKIRE
R, MREEREE-RREEE , BUFEAODS. MRREE , {RAILIEA Class RAIREE one-at-
a-time, MMREBESEERMEZENINAERE , BIWWEA Classico BRI AR ER | SEQNEE

EREEKFHH LAG KBk, NMREHEES LAG XB , NEERE LAG hi5ERHEER O REM
B R BB IZIERE

EEBEREER , RINSRGREARPEPNIEZIZZ 28 ( LOA-CFA ) HETE , il B Fob4
MREREZER, MEREKIREHELEFEENER , BX0E 7 BARE , ENEHIERIZER. LOA-
CFA A TiE#ZE Amazon RN , EHNMBREFMFEEELRNSITURERE., MREE Amazon
Direct Connect U B} B1&% , MEZEZNVEN BSITHRRIEE,
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LTRETATEAESE :

« the section called “ERAEERS OIEEE"

« the section called “Bl% Classic JE#”

« the section called “EEENEEFHER"

+ the section called “EHiEE

+ the section called “/§ MACsec CKN/CAK SiE X BL”

« the section called “Mil Bk MACsec 744 MiE 2 = [8] Y < BX”
+ the section called “Mil BRiE 3%

BRI T AERFMBEERESE (LAG) |, XEERFSMMNERAN —NERE, BXEER , B
B8 FHEES LAG X,

BIEERE , AIEEMEOLLUERSIAEMFAE Amazon BR. BEXxEZELR |, 52 @Amazon Direct
Connect EE#\E0O :

IR IEFE Amazon Direct Connect {LERBRE , F LB R Amazon Direct Connect &K 11X
189 Amazon Direct Connect §4E{k . AXEZER |, 55 APN S{E{K 3% Amazon Direct
Connect,

MBEBHEER MAC B4 ( MACsec ) S | HESRER NEE ARG, AXESEL B
2 Hthe section called “MACsec R4 "

e EZER S R BER

ZIKW AWM EREEL S RERE, MREFEREBGIE Classic i3 , ES 1 the section called “F %
. 53R Amazon Direct Connect & HiE#” dHIS R,

BEORERERSER

1.  FTFFAmazon Direct ConnectiZ &l & , Mty https://console.aws.amazon.com/directconnect/v2/
home,

2. HESMERT , GREE, REERIREE,
3. HOIEEENELHNEEITWRET  RREZERS,
4. NENMEEEEFERERD . BUERIATURATRAz— :

- RAEM

fEFE R S B REE 68
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10.

- BRM
o FFRFMR

BARXLHMHRIINNVERNEZFMEE |, 5SH 5 Amazon Direct Connect 3#14 T ES A
Te

iij:%-lt_io

EREEETEL , BHUTEFEHAEER.

a. N THFIRAP | RBEEMENTIL. ATLZE 1Gbps £ 100Gbps Z AR EfIE.

b. XF{LE , i&1FE XK Amazon Direct Connect (LB , AR ERE—VBRSIEME , &R
LA B R E IR M RS IR S,

c. WFE-MNE , EF B EFEEYH Amazon Direct Connect , RAFERE (VB RFIEM
B, RN E—NENEERMEENRS RS,

d. (W% ) NIEFEEE MAC 22 ( MACsec ) » EEMIRET |, EFEREIE MACsec B
Ho
MACsec {RE&Z AiE#Z LA,
e. (A% ) EBRIRZLONIMBMER |, Lt — S EHENR B ER,
« WF Key () , mABEM,
- WFE, mARE,

ERBRRERE , BEBFZNE , AREEBRFE. HFETERZE,
iij:%-lt_io
EEEHOUENEL , RIEEE, ANEEERTHOEANMGTTRAMTFANBTEEZHTA.
EFRE,

TEENRPUEBMERREDE (LOA-CFA) , BXEZER , H5H the section called “T &k

LOA-CFA”,

ﬁﬁﬁ L;{-Fﬁ%Z_O

 create-connection (Amazon CLI)

» CreateConnection(Amazon Direct ConnectAPI)

fEFE R S B REE
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B2 Classic i
SN FEAIER , B LUMEA Amazon Direct Connect 4l 8 IR EHRIF, NTIEEERE , 55
Amazon Direct Connect §EX £ —RiFEREEEE, BREEEUTER :

- BEENRORE, NTETHEE , fUBREEBERENLTEIERNRARE, NTFREERE , £1
Amazon Direct Connect §1E{K AT LAE SURE

o ELRIFEREEH Amazon Direct Connect &,

(® Note

B BEMEA Amazon Direct Connect 2 #l A RERITEIERE, MRBKER Amazon Direct
Connect &1k , AT AN OB REEEE  ARTESIEE, BUNSUTSRARE &
ZREIERE,

B2 78 Amazon Direct Connect iE 1%

1. #TFFAmazon Direct ConnectiZ#|& , Wit 7 https://console.aws.amazon.com/directconnect/v2/
home,

2. 1£ Amazon Direct Connect B# Lt , 7 Get started (FFIa{EH) T , #%$% Create a connection (£
BiEE),

%48 Classic.
XTF Name (B%5) , WAEZENE
Xt F Location (L&) , #%£$F&EZH A Amazon Direct Connect &,

WMEERA , 3T Sub Location (Sub &) , B KIFELRENNERUBWES, HETTE
ZNBERRAYNSMEEFRELCENE (MMR) 848 /o

3t F Port Speed (i OREE) , R EE TR

8. XFARH , YR IIERERKERZBIBIIBEBF O |, E£FBET Amazon Direct Connect X fEIE
.

9. XWFHREIRMRE |, % Amazon Direct Connect &4k, MREFEANSENETETIRT ,
B 1E#E Other (,H\ﬁﬂ)o

10. MRENBSREEEEET HM , WX T EABRUENERN , ERARERNSERFENBR.
11, (A& ) AR MIRELURIEMEX | bt — & BhIR Bl xR,

2

~
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« WF Key () , mABEM,
- XNTE, WmARE

ERRINERE | BEREINRE , RAREEBIBRFE. FETERNZE,
12. #%4% Create Connection (BIZEE),

Amazon BERIEHER AN BN EZEER D TRFEERE 72 /Mat, EILHE , ETRSKE —H
BT, EHESEXENERARFIEENVENESFEEMNER. LB FIRA2RER M
Amazon B EAM B FEBritbit, BUHE 7 BRNESE |, TN R ZEE.

BEXEZEER | {52 MAmazon Direct Connect E$ :

T % LOA-CFA

ERMNOCEENEEERG , £ TE LOA-CFA, R XE A , I LOA-CFA EAAH#E&ET
H. EELNEBETHYG , TRREEERERHER,

O TEHRER LOA B4 00 KIF (MESENR )  FEDFRITR, EHEHR LOA XX
R 90 KPY, SAMBRIED , BRI,

WMRIEHVERETE 90 REIAREI , B LOA-CFA I ARER , BRI EERE—HEFHR4 , RERKZ
i CRFFE 10 RNARINBR. MREREEFAN 10 REBRABEIRD |, Zin DK EIMNER |, £F
EMBERAELRE,

@ Note

EXENMNESZELR |, i3 Amazon Direct Connect Eft. MMBHREEH LB LOA-CFA 2
BABEEERE , YIMETHERILERE, BXEZEL , BSRMRER

Console
T# LOA-CFA

1.  FTFFAmazon Direct Connect#Z &l & , Bk https://console.aws.amazon.com/directconnect/
v2/home,

2. HESMBE®KS , %E# Connections (W K|35 = VPN ),

T#; LOA-CFA 71
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3. &EEE, RARLAREFFAES.
4. EFETE LOA-CFA.

(@ Note

WMRKFAEE , Il LOA-CFA MAAHETH, HWRENAEZE—NIIFRH , BHRE
{/\E%L:umso Efgﬁlﬁlﬁ*#ﬂIilﬁsz y Eﬂ—.l--l—ﬁ LOA‘CFAO pu%%%;r—fﬁﬁ y 1%
BX%& Amazon Support.

5. ¥ LOA-CFA KiZEFIMEZREBFRENITERME , LEHERNBITURREE, SHEHRNS
HEXRRIETRESTE. BXEZELR , BSHE Amazon Direct Connect £ MIBEERRZ X
i

Command line
FRAGSITH APl TE LOA-CFA

 describe-loa (Amazon CLI)

» DescribeLoa(Amazon Direct ConnectAPI)

ERTER
SRR LB T R

- EENAR
- EEMN MACsec IEER,

(® Note
MACsec XRE & FiEZ LA,

BMERN
* should_encrypt

* must_encrypt

FNBRENRENZER , MBXHHERE B PH.

FERERE 72
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* no_encrypt

Console

B

1.
v2/home,

2. TESMBE®KD | EFE Connections (W R EU R VPN #E3E),

3. EFERE, ARERERE.

4. 1BOUESE
[EHRE ] X F Name (BF) , WAFIEZE B
[RINFRE] i Add tag ( AINIRE ) |, REHITUATRE
« XNFKey () , WMABEMN,
- XTE, mARE
[ BRIRE] RS | #£#F Remove tag (Ml BRIFZ),

5. i&# Edit connection (4REEEREE),

#TFF Amazon Direct Connecti® &l & , WiEJy https://console.aws.amazon.com/directconnect/

Command line

EEAWTITRINMBI BRARE

+ tag-resource (Amazon CLlI)

 untag-resource (Amazon CLI)

EFRAMSTH API EFERE

+ update-connection ( Amazon CLI )

» UpdateConnection(Amazon Direct ConnectAPI)

$¥ MACsec CKN/CAK EiE#ExEx

BB X3 MACsec MIEIZST |, BT LA CKN/CAK EiE#EZXER,

¥ MACsec CKN/CAK 52k B
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® Note
£ MACsec B SEEXREE , BLEENEBRTER. MREEEEHZRYE , EFERRBHSE
BEHXRE  RARENFRAEEREXK, BXBIBRXENEELR | ESH the section called “Mil &
MACsec %240 FiE 2 B #Y < Bk,

Console
E MACsec i 5iE#E Bk

1. $TFAmazon Direct ConnectiZ#|& , Mty https://console.aws.amazon.com/directconnect/
v2/home,

EEMBESD , EFEE,
HREE  RREREFEFMAES.
ERXRBRER,

# A MACsec 4,

o M w0

[ CAK/CKN X] B ZHAX , RBRMITUUTERE
o NTEEXKEH (CAK) , @A CAK,
o X TEERKEHEN (CKN) |, #iA CAK.

[ I %34A] 32 A Secret Manager 243 , REX T%48 , % MACsec F4H,
6. EFEXEKEH,

Command line

E MACsec Z4A 5iE#x Bk

+ associate-mac-sec-key (Amazon CLI)

» AssociateMacSecKey(Amazon Direct ConnectAPI)

i Bx MACsec 20 MZE 42 (B Y < Bk

&0 LA BRIZE R MACsec 248 2 |81 B < Bk,

HIBR MACsec Z24AFIE 32 2 18] H < Bk 74
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Console
E M BRIEREF MACsec 2240 2 |81 Y < Bk

1. 3TFAmazon Direct ConnectiZ#|& , Mty https://console.aws.amazon.com/directconnect/
v2/home,

EEMERP , EFEE,

EREE  RAREREFFMAEER.

R EMERE MACsec Z4A , ATRIEEMBRELAXEK.
FEWEIAXTEES |, WA disassociate , RFIERHEBRRE,

o o A W N

Command line

E M BRIEREF MACsec 2240 2 |81 Y < Bk

 disassociate-mac-sec-key (Amazon CLI)

» DisassociateMacSecKey(Amazon Direct ConnectAPI)

EIEE
E ) Amazon Direct Connect &% , BEELTEER :
Amazon Direct Connect &

5 Amazon Direct Connect &1EX it %I $ # Amazon Direct Connect §1ENEE1E , BB EE
Amazon Direct Connect (U EFEIEH O, DAEREVIEENE AR MEKLR, MwIIETLL
BOHESZNEHEBNRRNREREEEZHE.,. EXEZEEL |, 55 Amazon Direct Connect 313
SYEN

(® Note

#&Fc3E83d Amazon Direct Connect #2248 ERFEEEE, 1B Amazon Direct Connect &
ERFETURNECOENREEREEE. IBETKE , EECHINERFAPIEETETD,
BXTEZZREEE , ARTRERE. BXEZER , HSHthe section called “##3
REEE

REEE 75
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iy O R

NFREERE , TeENER

50Mbps, 100Mbps. 200Mbps., 300Mbps, 400Mbps, 500Mbps, 1Gbps., 2Gbps. 5Gbps
F 10Gbps., HEE , RAEHEIEFEERM Amazon Direct Connect S1E T RERIZE
1Gbps, 2Gbps. 5Gbps = 10Gbps FEEE#E,

EEUTILA

HE®ZH Amazon Direct Connect SEX T BEERERE K ARE, EERENHAORE , BHKR

EHIEEEIEM Amazon Direct Connect & E{k £,

« Amazon EREEZLFARELE K XEREIARERXRRIEENRKERN , RELEFSR

HRE, XTRESSHRERENFTHERTIERLERE

« RBEKHE Amazon Direct Connect TEREE LS AR FEEERZ L SHAER M, MRERIERE
EARBHAERM  NEEMEZEEHBLESH.

o

FBERAEZREEER , JBITUA TR ARE

« the section called “EEEEEFHER"
« the section called “TF & "
« the section called “fil BRiE 2

BESEER , SBREREOLUEEINEMIE Amazon &R, BXEZEE |, 55 EAmazon Direct
Connect E# O -

EZREEEE

MREENBMEIEEERE |, FEBE Amazon Direct Connect §1E{L 11X $# Amazon Direct
Connect 81EMk 4., ZEERELNEBEREEE, BEEERE , EESHIMAE Amazon Direct Connect
BH A PREEEERT,

EETFREAREEER , MIIEZIZERE,
Console

1.  FTFFAmazon Direct ConnectZ &l & , Bk https://console.aws.amazon.com/directconnect/
v2/home,
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2. TESMBE®KS | %F Connections (W R EU R VPN %),

3. LRIEEEE , AERBEEFFHARFE.
4. ERPHEINERE  REERES

Command line
FEABSITEH APl EZIEEIERE

 confirm-connection (Amazon CLI)

» ConfirmConnection(Amazon Direct ConnectAPI)

BERENEREFARERE

WU LB R YBNIERRS, BETUEFERE ID (/M0 , dxcon-12nikabc ) HRIFE E& T

W T #AY LOA-CFA L/Y%ESE ID BETEHE,

BXRGEEEENER  BSREE,
Console

MMEREENFARER

1. 3TFAmazon Direct ConnectiZ#|& , Mty https://console.aws.amazon.com/directconnect/

v2/home,
2. EEMBE®RD , EFEE
3. EREE K AREEEFFHAEFE.

Command line
ERABSITE AP| R ERE

 describe-connections (Amazon CLI)

» DescribeConnections(Amazon Direct ConnectAPI)

EREENEREAEE
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i BR 3% $2

REEESEEEENZED , SR TURRZERE. BRENEESFLEENAERO/DRER ,
BEMPAEEmEREERMEEREZEA (W TX ). Amazon Direct Connect¥iE1% i 5% F S E #1452
OFX. BXMARBRELEZEONFAER , FSH BBRELED,

ERRERZ R, FTIHESEKFEEMNEEDN LOA | XEER AT LIIREAE X EEMITH B
XMEE, BAXTEIERE LOAWLR , iESH the section called “TF#, LOA-CFA”,

IR BRERERT , AmazonHE R ERMUBMMERMNELE LR T RARERESBL | N EN
M £&1& % 5 Direct Connect B HBIHIERE, Amazon{B 2 , B EN I E RN BRIB ARSI A8 M S UK ER
RREZEZARMEEERR , AARNEZBRTREMEZIEHMERE, SERXNEERAS
Direct Connectex , #EALOAFHFEEMEE N BRERMEBUEXLREA,

MREZEREERSA (LAG) NW—82 , WELTEMRERE , RAXFEH LAG ETHREN&/ M
ITIEBER

Console
il B iz 42

1.  FTFFAmazon Direct Connect#Z &l & , Bk https://console.aws.amazon.com/directconnect/
v2/home,

2. TESMBE®KS , %E# Connections (W R E|35 = VPN E3E),

3. EBERE , AFIEE Delete (HIER).
4. 1 Delete (MIBR) #&IAXTEAE S , 1%£4%F Delete (HBR).

Command line
FERAMSTH API Bk i

+ delete-connection (Amazon CLI)

* DeleteConnection(Amazon Direct ConnectAPI)

I BRIE 2 78
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£ Amazon Direct Connect FMIBIBER X X iEE

EERTHT (BUEBFERERZDE (LOA-CFA)) & , BUTERR X MEIERE (AIRRERE )
MRESZEEA Amazon Direct Connect 1 R L3R T1R% , BHRRENNEMRBUETHINEE.
REMNEHNEMRRE BRI TR, AXREEEN , BRRAEBHEHNDS, BURXXEES , 70
& Amazon Direct Connect 12 #| & 8| ZE#£L R H,

—EVEFRENEX, BXEZEE , SBEFMENTAREE , 52/ Amazon Direct Connect {1
=

MREEFEA Amazon Direct Connect #th SR ZHIRE , M AT AESEEKEM LS (APN) F ) Amazon
SENEEE, 1 THEBIEE RS Amazon Direct Connect (B, BEXEZER |, 55 APN &
YE4R 2 ¥ Amazon Direct Connect, BAMEEBEFPHHBMEEZ LOA-CFA J«X{Elllﬁﬂ;‘"nﬁﬁ?cﬂﬁ
%,

Amazon Direct Connect HE#Z A LR X et XF B RNV IARINE, EXEZEE , BSREIHTE
Amazon X1,

® Note

MR RRIEEE 90 KAARTHK , LOA-CFA BFHINPRF LK. EEFHE AN LOA-CFA |
&I LAM Amazon Direct Connect 4|8 BXTHE. BEXEZEL , HSHE & LOA-
CFA,

FNRE

o XEFRH (BIBEM )

« XEXRH (FEEILMILER )
- ZEA (JLMNRERL )

« US West ( Oregon )

« 3EM (FFER)

« WA#X ((FHEIME )
« TAMKX (&HX)
- TA#X (BR)
« WAMX (FIK )
- TAMX (BE)
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Asia Pacific ( Tokyo )
Canada ( Central )
PE (JER)
TE (TE)
Rt X (SE=74E )
UM X (ZR= )
BRI 3 X (
(
(
(A

\
/

%ﬁ

PR 1 X
PR 1 X
R 3t (X
R (TR ERAE )

Led (Bh4EX )

PR (BH)

PR (FTERE )

South America ( Sdo Paulo )
Amazon GovCloud ( XEZRER )

>

i"%EE
ﬁ‘m B |lk

A

%?r
#

Amazon GovCloud ( ZEFEZP )

KEREP ( BHZEmEM )

Cologix COL2 , Bt
Cologix MIN3 , BA f& Pl 552 I Hi
CyrusOne West Ill , /KHEF1R
Equinix CH2 , ZinsF

QTS , Z&

Netrality Zu#E /PO , = Hi 3
K=K 1102 5

LRGSR pESE

B33 sales@cologix.com Bk % Cologix.

B33 sales@cologix.com Bk % Cologix.

ERAESTIF MRS,

Bt % Equinix , BBFER awsdealreg@equinix.como
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KIO Networks QRO1 , EFE B X KIO WL,
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23 MMR —# Netrality 038 B3R Netrality 53 0 , BBFEH support@netrality.com.
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BEHTT KE
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neX FRM — MRS IT R RUAMRE, BT LUR ) B A A F
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DCI JK3 , Kk

NTT 2 O, BN
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EX R Equinix , BB support@equinix.com.

B B FEp A & XERE crossconnect@pittock.com , BE B
+1 503 226 6777,

Bt R Switch SUPERNAP , #BF§9 orders@supernap.coms

@ TierPoint sales@tierpoint.com Bk R
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BX X Teraco , BBFEA support@teraco.co.za ( 3 FE A Teraco
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VAT
Digital Realty ICN1 , 7R

KINX Gasan Data Center , &

R

LG U+ Pyeong-Chon Mega
Center , 7R
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(VA

EquinixHK1 , &E451TEX
EEHR
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BX & Equinix , BB awsdealreg@equinix.com,

#E#£ 3T 18001033130 = marketing@netmagicsolutions.com %

FREX R NetMagic SHEMEHER .

BX X Sify , BBFEA aws.directconnect@sifycorp.com,

mESENE | BB R STT, AWSDX@sttelemediagdc .in

mAESEN | iHBR STT, AWSDX@sttelemediagdc .in

mESEN | iEBR STT, AWSDX@sttelemediagdc .in.
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BX R Digital Realty , BBF83 amazon.orders@digitalrealty.com,

BRR KINX , BEBFEH sales@kinx.neto
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CDC Hume 2 , E3EHI
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Equinix ME2 , &R
Equinix SY3 , &JE
Global Switch , 3&JE
NEXTDC C1, i
NEXTDC M1, &RZ&

NEXTDC P1 , a8y
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BX & Equinix , BBFE awsdealreg@equinix.como

BX & Global Switch , BBF§ salessingapore@globalswitch
.COM,
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BEXX iAdvantage , BBFE RN cs@iadvantage.net , 5& £
iAdvantage 1T £ B FRIE TH,

WEANMS ERAUBEEFRSIIFEEIREI£EREK
BERRIGEEITE, MEFEAFEIBER service.delivery@a

ims.com.my X iFK,

BX % TCC Technology Co., Ltd , BRFEA gateway.ne@tcc-tec
hnology.com,

o FRRE
¥R CDCEFIEME LENES,T .

&Y Datacom O rbit —BR 75 2 BEX R HIEEE.

BX X Equinix , BRFE N awsdealreg@equinix.com,
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NEXTDC S2 , &JfE

Asia Pacific ( Tokyo )
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AT Tokyo Chuo Data Center ,
KRR

=HBEH , Aadt
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Equinix 0S1 , KBk
Equinix TY2 , KR

ENFE NEC , EIF

Canada ( Central )

vE

Allied 250 Front StW , 2%
Cologix MTL3 , F4&FIR
Cologix VAN2 , ;254

eStruxture , F4EFFIR
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EXXR NEXTDC , EBFE nxtops@nextdc.com,
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B at-sales@attokyo.co.jp k& AT TOKYO,

EX R Chief Telecom , BRFES vicky_chan@chief.com.two
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DigiPlex Ulven , BRHfRE , #REL
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Equinix FR5 , £ 515
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Equinix MU1 , ZER

Equinix WA1 , &%
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BXR dx-order@sinnet.com.cn,

B3R dx-order@sinnet.com.cn,
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B FR dx@nwcdcloud.cn,
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EX& CE Colo , BRFE) info@cecolo.com,
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Interxion VIE2 , 44
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IPB , 4k
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Digital Realty (UK) , B33k X
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Equinix DX1 , ##&

Equinix LD5 , &2 (Slough)
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« BALCREMEOTIBIE - XERNNMEE  BFREFEN - TMXEEED 5 —ME,
FRAEMEOTBIRKIFEREN , EXEENEAXKNEESHEMEN, EFER
L, AN EEE LA RERE , ARERH BGP K&

o« BEEM VIF \A— M EEEZTIBR S —NMEEIERE, VLANID 2 —# ; Btk |, LU
FRIEB VIF EKE VLAN REH, ESEEMBRIERES VIF , REEREZEM VIF HHEBEH
VLAN EF6IZ,

/A Important
EEOSEERA, RMNBUEEEF TBRATHRERE,

FRELED

1.  FTFFAmazon Direct ConnectiZ &l & , Mty https://console.aws.amazon.com/directconnect/v2/
home,

ESMERKD , &R Virtual Interfaces,
ERERED , AFER Edit (RE).

¥F Connection (iE#£) , iHIEE LAG HiE#E,
1% Edit virtual interface (4w EIEO),

o k~ w0 b

FERBSTHR API EBELED

* associate-virtual-interface (Amazon CLI)

+ AssociateVirtuallnterface(Amazon Direct ConnectAPI)
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HEEREA

BT AE RS MEEREMAT AR, SERAYE (LAG) E—NMNBEED | HRMEER AR
(LACP) £ —4* Amazon Direct Connect £ T RAREZMNERE , NTIATFEFXLEEERN - T
BEiEE, LAGHELTERE , BN LAG BEERA THPMIEER.

(® Note
Amazon A% #FZHFE LAG ( MLAG ) .

ETHEG  SEEMNERE  SMIBERMNERE. B LUK IETEE —Amazoni® & FMAHE B K ERE
Bl LAG , RABEAMA LAG MA R MEEATREMEE,

(‘b Direct Connect Location 1 Customer Data Center

Customer Data Center

BN BEEGE LAG , BB EMERE, 02 LAG 25 , B RIAER (TRRMIELESE
=REA LAG W —&7) & LAG XEko

BUTFHNER -

s FIEEZERSNMR2ETRER , WAOZEEN 1Gbps, 10Gbps = 100Gbps.
« LAG FHFMBEEH L NFERAEBNTR,

121



Amazon Direct Connect AriEE

« HELAGH , BHRZSATLUERN 100G iEHE , MmO EERT 100G ik, LAG FHE/NERE
Wt AR BB ERER S

« LAG HHIFR B EZE AL 1ETF [F — Amazon Direct Connect &% 11 &
- FTEEREAORE (8. WENPE ) BXEF LAG,

B LAG i , &7 LAM Amazon Direct Connect 12 &8 2 3l A BN MEER T EH (BIULEBFE
EiZR 2B (LOA-CFA)) » BXEZER , HZ N T LOA-CFA,

FiE LAG BB -1 EM , ZBMBEEEL LAG £A5E1T , LAG HAMEITHERNR/ M HE. BiA
BRT , # LAG WIELEMIRERN 0. B EH LAG UEETRMNE , IHMERSE , MRSTEER
RTUEE , B LAG R EET, LEMATRATHIESEERRRERE,

LAG HHFTEEZNAEF/EHENETT.

® Note

HIRBIE LAG R ZMEES LAG XERE |, BATAIRET ERIEL E Amazon Direct Connect
KRigTR EEEBHAARKO,

MACsec T =ZEIN
EE LAG LEE MACsec Bt , IEZEUTILE :

- HENIBEEELE LAG 1Y , RILMERFTE MACsec ZHA EEENI KRB, AE , BRIVHERRM
2| LAG , 34 LAG MACsec B4R 5iX LiE K B,

- TEFUMAEES LAG XKER |, H515 LAG XBH MACsec At 5 ZiEREREK, ALt , BIE
MACsec 4 EiE MR ER |, FEEARNME LAG , AEH LAG MACsec Z4A 5iE XX,

213 LAG
S5 TE B BAE AR A ML ERE LAG,
H0SRIX S BAE X B B AOE R, METT R FIFHE R 02 LAG,

BENNAEZVE LAG |, EZESAM T RE— Amazon &% £ ( #£E — Amazon Direct Connect % = 4%
k). BIIEXIERHERNTE. WRBBREESSRE LAG RTHRENZ/DNSTIEER , W&
TEMNIE LAG TBIERE,

MACsec JEEEIM 122
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/A Important
NFHRBEERE , 5 Amazon HIEERFEOIE LAG B #f,

Create a LAG with new connections using the console
FIRAFIEEZAE LAG
1. 3TFAmazon Direct ConnectiZ#|& , Mty https://console.aws.amazon.com/directconnect/
v2/home,
2. TESMEKRTP , % LAGs (LAG),
3. ERBIE LAG,
4. 7 Lag creation type (Lag B H) T , EFERIEE , ARRAUTER -

« LAG name (LAG & #5) : LAG BI&#.
* Location (fZi&) : LAG L&,
- WORE  EENKOEE,

- FTERY  BEOENIERNRE. HiROEEN 16 H 106G i, RS ATUEMEMNERE ; 5
¥ FRE N 100G BY , &S A AR NEE,

( ATk ) AIEEBE MAC 242 (MACsec ) » EEHMIZET , &R EREZEF MACsec Hi%
e

MACsec RE T AEZELTHA,

( 'k ) AN BRI

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE, WmARE

[ BRFR ] FEHRZSE | 1% Remove tag (M BRIRZ),

5. EHGIE LAG.
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Create a LAG with existing connections using the console
BUIAEZELE LAG

1. 3TFAmazon Direct ConnectiZ#|& , Mty https://console.aws.amazon.com/directconnect/
v2/home,

2. ESMERTP , %&F LAGs (LAG).

3. EFEBIE LAG,

4. 7f Lag creation type (Lag BI2RE) T , ERFEAMNEERE , ARRMUTEES .

« LAG name (LAG & #5) : LAG BI&#.
- MAERE : AT LAG # Direct Connect i,

o ((HE ) FEEK  ZOIRAVIERS. HiwWOEERN 16 X 10G i , HRSALAENE
B SimOEERN 100G B, &S A UERMNERE.

- BR/DEEH : EiL LAG A ETMATETHERNR/ N HBE. WREREEE , BRINF
D BERRINE 0o

5. (A& ) AHNERMBRER

[RIARAE] 4% Add tag (IR ) | REHATH TR -
+ XF Key (#) , WAREM,
. XFE, WARME.

[ BR#REE] FEFRZSE |, %E#F Remove tag (Ml BRIRZ),

6. EFEBE LAG,

Command line
EAWTITH APl 812 LAG
« create-lag (Amazon CLI)
+ CreateLag(Amazon Direct ConnectAPI)
EAm ST API iR LAG

+ describe-lags (Amazon CLI)

» DescribeLags(Amazon Direct ConnectAPI)
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FEHBSITH APl T LOA-CFA

 describe-loa (Amazon CLI)

» DescribeLoa(Amazon Direct ConnectAPI)

DI LAG 5 , BAILVFEIES LAG XHRMB - ENXH, BXESED | BEH TEES LAG X
B RIBIEIES LAG BY%EE -

BE LAG FHAER

BlZ2 LAG 7 , B UEFHIFHMEER,
Console
EEHXEN LAGWEER

1.  FTFFAmazon Direct Connecti#Z &l & , Bk 7 https://console.aws.amazon.com/directconnect/

v2/homes,
2. ESMBEKF , EF LAGs (LAG),
3. B LAG , ARBERE View details (BEFEFMEER),
4. BOULEE LAG WHXEER , IEH ID MEHEL LM Amazon Direct Connect it S

Command line
EFFABSTH APl 2F LAG NHEXER

+ describe-lags (Amazon CLI)

» DescribeLags(Amazon Direct ConnectAPI)

EHT LAG
EEUES A TEERSA (LAG ) Bt

d LAG E’g%%o
o Eil LAG A B 21T AIUS TR /IIEZER,
« LAG #J MACsec INZE =

EE LAG FHER 125
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MACsec X E&Z FiEZ LA,

Amazon FIHEDELAE T LAG WEMNEE,

BRERN :
* should_encrypt

e must_encrypt

FMFEKRENZET , BRI EE B PRT,
* no_encrypt

- R

(® Note
MRBRBERPDSTERBORE , FRAFNET2SB LAG RTHRREHF BXBEEE
1To

Console

E# LAG

1. $TFAmazon Direct ConnectiZ#|& , Mty https://console.aws.amazon.com/directconnect/
v2/home,

2. TESMBE®RD , EF LAGs (LAG).
®E LAG , REREBRE,
4. 1EH LAG

[ERBF] N T LAG B, MAFE LAG B,
[(AR&/PMEEY XN THRNMEEYR , HARNSITEER.

[ARIIAPRE] 18R Add tag ( FINFRE ) |, RAERITUTERE
NF Key () , mAREBW
NFE, WARE,

[ BR#RE] TEFREE | £ Remove tag (I BRIFZ),
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5. i%&3% Edit LAG (4338 LAG ).

Command line
FERAGSITH API BT LAG

+ update-lag (Amazon CLI)
+ UpdateLag(Amazon Direct ConnectAPI)

EE AT ITRIMAM ERIRE

+ tag-resource (Amazon CLlI)
» untag-resource (Amazon CLI)

FiE#ES LAG KBk

BARIAERES LAG XB, ERETURMYK , LAl LEHM LAG BV —H5 . ERELALTE—
Amazon i®& £ , FEAMAERE LAG HENHIL. WREZEES — LAG XE , J BMRIERS
SEER LAG RTESNMNEITEREBNEIE , WELXEEHM KK ZEE,

FMENMEES LAG XE , 2 A3 FEEMEOERKEKE LAG,

/A Important
B ZERES Amazon 2 31 RYE B 1E < B HA B] i

Console
FiEEE LAG KB

1.  FTFFAmazon Direct Connect#Z &l & , Bk https://console.aws.amazon.com/directconnect/

v2/homes,

ESMBEEF |, %F LAGs (LAG).

% LAG , AR EREFRHEE.

EEET , &BEXBKERE,

FFiEE  EBERT LAG B Direct Connect %%,

o M @b
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6. EFERERER,

Command line
FERBSITH APl XBRIERE

 associate-connection-with-lag (Amazon CLI)

+ AssociateConnectionWithLag(Amazon Direct ConnectAPI)

RERIEIEE LAG BB

BRBREMNMERS LAG 2HMXER |, A ZEER RN IR ERR, MRBBRIRERNFSH LAG KT
HENESTEERNEE , NEEFRIEK.

BRRREMNMERS LAG WXERT 2 B BBRXBREMELIEA,

/A Important
ERRRXERET |, 25 Amazon HIEES & P,

Console
RRREREE LAG By <E

1. $TFAmazon Direct ConnectiZ2#|& , Wity https://console.aws.amazon.com/directconnect/
v2/home,

EEMEBRS , &EEF LAG,

% LAG , AR EREFEFAE S,

EEED , NITREREIIRTIERERE , ARERIUEXEK,
FERIAXIFEES |, 1%3% Disassociate (BUH<EX).

o ~ w0 Dn

Command line
FEABSITER AP| fRBR BT

+ disassociate-connection-from-lag (Amazon CLI)
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» DisassociateConnectionFromLag(Amazon Direct ConnectAPI)

¥ MACsec CKN/CAK 5 LAG *<Ek

B8 X% MACsec 15 LAG 7 , BRI LUF CKN/CAK EiE#Ex Bk,

®

Note

ff MACsec 45 LAG XBt G , B ERNE#TEHR, WREESRF  THRFHEE
BEHXRE  RAEENBRAEEREXK, BXBIBRXEWEER | ESH the section called “Mil &
MACsec 2401 LAG Z B KRB,

Console

E MACsec ZH#HE LAG xEk

1.

o ~ 0D

$TFF Amazon Direct ConnectiZ#l& , Wit https://console.aws.amazon.com/directconnect/
v2/home,

ESMBEED , EF LAGs (LAG),

TR LAG , RBERE View details (BEFEFMEER),
ERXEREA.

# A MACsec Z4A.

[/ CAK/ICKN X] ‘& ZZAX , REHITUTRE

o WTEEXKEH (CAK) , BA CAK,.
o X TEERKERENH (CKN) |, #iA CAK,

(5 A Z4A] £ R IE Secret Manager 40 , AEX THB4H |, %8 MACsec A,
EFERERE

Command line

Ef MACsec 415 LAG xBk

associate-mac-sec-key (Amazon CLI)
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» AssociateMacSecKey(Amazon Direct ConnectAPI)

MIBR MACsec Z4AM LAG Z BBy X< EX

& LA BR LAG 1 MACsec 240 2 A1 < Bx,
Console
EMBR LAG 1 MACsec %40 2 [A1 B9 < BX

1.  FTFFAmazon Direct ConnectZ &l & , Bk 7 https://console.aws.amazon.com/directconnect/
v2/home,

ESMBEESD , EF LAGs (LAG),

%R LAG , RE1ESE View details (BEFEFAEE),

EF EMIBREY MACsec 41 , AREFRBRBEH R,
FEWEIAXTERES |, WA disassociate , RFIERHEBRREK,

o & 0N

Command line

ZMIBR LAG M MACsec Z4A 2 [RIRY < EX

+ disassociate-mac-sec-key (Amazon CLI)

» DisassociateMacSecKey(Amazon Direct ConnectAPI)

i ER LAG

MREFTBEE LAG, AIUMIKREI]. MR LAG EEHXBEMELIED , NETERMBRE., B493E
MBRERIED  EFELIZEOSHM LAG SiEEREK. BB LAG ToMBR LAG RV ERE ; B4M
BITHIRRXLERE, BXEZER , BN MERER,

Console
il BR LAG

1. $TFAmazon Direct ConnectiZ2#|& , Mty https://console.aws.amazon.com/directconnect/
v2/home,

2. HESMERT , &E LAGs (LAG).
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RAriEmE

3. &E LAG , RFEEMIBR.
4. FEEINHEES |, EEFRBR.

Command line
FERAGSITEH API HIBR LAG

+ delete-lag (Amazon CLI)
+ DeleteLag(Amazon Direct ConnectAPI)

il ER LAG
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£ A Direct Connect P><

A LLE T Amazon VPC #2241 & 3% Amazon CLI {5 Amazon Direct Connect M,

AEN

« Direct Connect P>
- EEFAE MR KER
o PEMIXKER

- ATFWRIRRE

Direct Connect M%<

f£ A Amazon Direct Connect MxEELER VPC, $& Amazon Direct Connect Mx 5L TE—M KK
Bk :

- HEER-XEAZ VPC BT P ERM X
- ERAEMX

BT LA AR FAERORT BA X, WEEA TSt XIgRBE VPC EZE Direct
Connect M3<, Direct Connect F3<iE % X 15 #Y Direct Connect L&, Z#tZ#EH 1 EF 5 Direct
Connect { &% ##Y Direct Connect E#. BXEZEE , 2 (Amazon VPC BFER) FHEE
A Direct Connect M%7l 2 #h [X 15,

Direct Connect MX 22k AE R, A LIEH Direct Connect WxiEEZ| 2 REAX T, TIE
Amazon GovCloud (US) {E~23E Amazon FE X1,

¥ F £ A Direct Connect B VPC HBI I RFTAXMNEF |, [ EEBH Direct Connect IE S E
£EO,

THE#R T 7T LAE A Direct Connect Wx K75,

Direct Connect xR St i F @ — Direct Connect Mx EHIM X REBEAAEXIERE (Flan , EHRLFA
BEMXEER S —NEMREMRK ) . 2021 F 11 ARENX—HANE —RFINER , IEFN RS
MNVPC EATWEM | XL VPC EZNEUREMX ( VGW ) XBkEIR — Direct Connect W< H 7 F
B—E#lEOD L, EXMERT , VPC Al Direct Connect is R EEES. 0 , MRELNHIE
M (5130 10.0.0.0/8 = 0.0.0.0/0 ) 5i%E3Z %) Direct Connect M ( #1401 10.0.0.0/24 %1 10.0.1.0/24 )
WVPCEE , AU TR —ELIEO L , MiXL VPC AJAMNEH At N EEBE.
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W RIEAIE Direct Connect MxAELE VPC E| VPC KIE(E |, BEHMITUTIRE :

1. # VPC FRRAIMHEMTR LIREZSALMELE VPC 2HNRE , b Al SUFFEAE VPC HEUIA
ZREAN—HD

2. BENE VPC EBNAMMZAHEN, ik , EAUNTES VPC EBH AN M 4522 1 15 E 8V 3§
Ho

3. NEEREDA N LW E VPC i@ — 4 Direct Connect WX , MARRZA VPC EHE—
Direct Connect M%<, Bl , FERF XML VPC EHEA Direct Connect W% , MR EA
VPC {234/ Direct Connect M >%,

Direct Connect MX R 2PRIETREMN — MM KRERZIEE E— M xBk ( flan , HEEF — N ibiE Mg
HEEREMXXEKNWIIRN ) . MRENEEPE S VPC EEE|SEF— Direct Connect M3k Bk
RS | XL VPC A #TEE, EfFLE VPC B , BKRHARERE T BELEHAN VPC K
A< BR

THE#ER T A LAEA Direct Connect Mxiig R,

=

- EEFAE MR KE

- BB EBLFAE MR R BR

o PEMIKER

o BESMKF B R M KB

- BI7 Direct Connect W%

« Bk Direct Connect M

« MEIIFAE M XIER E Direct Connect M

RE L RL B PR R BR

£ B , Direct Connect Mx AT EERAXERER ( FFERILMILEF ) XHA Amazon Direct
Connect E#t , HREKS U TEERE (FFRLMILE ) MEXETESF (dLMFAEEIL ) XiZH
VPC,

N VPC #E —NMNELFER K |, 1ZM < HE L FAE M XX BXZERE S Direct Connect W3k, Direct
Connect P ><{& A FAFE K #13% 0% Z) Amazon Direct Connect U@, MiZ{LBEIE A EIERLE —
4N Amazon Direct Connect &1,
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US West (M. California) US East (N. Virginia)

10.0.0.0116 172.16.0.0/124

@ @ Customer network

Virtual private ggteway gssociatio . .
Direct Connect connection

{‘;ﬁb Private virtual interface
=
8

Direct Cannect gateway

5 K 7 Y BE L AL W ok Sk Bk

#Z £ Direct Connect Mx#HEHE ( I Z ) #5E Direct Connect MxWItiz S, KF A FIkF~ B BE
£/ Direct Connect W%, MK/~ A Mk~ B FEHMEIKS, Z RIERBKEN. K/ Z 21BN, H
(k) EFK, A WELFABEMXRKS B WEBFAEBMXHP ATHNEIR, KF Z BIRNUE |, K
F A FKF B o] LURERE M HE #1FAE M >< 3% B E Direct Connect %, K/ Z L BRI EFIVEE
B, BAKFE Z HBELMX,
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RriEmE

Account A

®

Virtual private gateway association

Virtual private gateway

Account B

associations

Direct Connect gateway

Account Z

@

Private virtual interface

Customer network

AP R SR Sk Bk

1% BB 20833 Direct Connect Mk 813 — ko[t B FrE VPC /Y | Direct Connect E R #

_EEO

.

L

S Customer Network
Transit Gateway Q/ Transit Virtual = Direct Connect
n Association Interface Connection
Transit Direct Connect
Gateway gateway |
VPCD
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LR REEUT AL

- BB VPC BEEMPHEMX,

+ — Direct Connect P>,

« Direct Connect M & /¥ W 5< 2 B8] 1Y K< Bk
« %% Direct Connect RIXHI R EHMEO,

BB R T T, BT

s WFEA—X\HHPHZ/ VPC = VPN , REETHE —{E#E,
o EAH#ZE Amazon 2B 5 Amazon A2 |81/ F B 4R

BXEETHMANES , H2H (Amazon VPC HEMAIER) HlEA T ER%,
5 K 5 B AR R P SR S Bk

# 2 Direct Connect <& % ( Ikf® Z ) #85 Direct Connect MXxH b7 R, K/ A HE DK
X, HHEMEA Direct Connect Mk, K/ Z XKW, HALUEREHIK, A WPEMX AT
HETR, KPP Z EZRWE , EETPEMKE VPC Al LU R E M # R < ¥ B 2 Direct Connect
X. KPP Z BB ERFANEE  BAKS, Z #HE MR,

S mmm
{ﬁ??b ———————— Customer Network

Transit Gateway Transit Virtual f Direct Connect

Association Interface Connection
Direct Connect

Gateway gateway

Account A Account Z

ry
N

7

Transit

BT P B P e P SR R BR 136
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« f3|72 Direct Connect M3
« MIER Direct Connect M3
« ME#FAE X IEF F Direct Connect Wk

#172 Direct Connect f3%

WO ATEE 2 XM XE 12 Direct Connect M>x,
#1% Direct Connect M3

1. 3TFFAmazon Direct Connecti®#l & , M1t 7 https://console.aws.amazon.com/directconnect/v2/
home,

2. TESMBEHEH , %£$F Direct Connect Gateways,
3. %&$# 8|2 Direct Connect W<,
4. EEUTEER , REEFELZE Direct Connect M3,

« Name (B%) : A — N BB BIEFRIR Direct Connect 3%,

« Amazon side ASN : 7§ BGP £i&E# Amazon w15 E ASN. % ASN 4B F 64,512 F 65,534
SBE R 4,200,000,000 F 4,294,967,294 SB.E AN

 BRRERX EXRELDREMX , TEEEULEMNX,

FEAB ST API 812 Direct Connect M>x

» create-direct-connect-gateway (Amazon CLI)

» CreateDirectConnectGateway(Amazon Direct ConnectAPI)

fiB& Direct Connect M3

MRIETBEER — Direct Connect WX , APFFEMIBR, ST HRBRAXBRFTA R EREYE B FAB M X
FHBRBT DNAYFA B REE AR O

I E& Direct Connect M%<

1. $TF Amazon Direct ConnectiZ#l|& , ML https://console.aws.amazon.com/directconnect/v2/
home,

2. ESMBEHKP , % Direct Connect Gateways,

4% Direct Connect M 137
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3. EEMX , RFEE Delete (HIBR).

FEAB ST API filB& Direct Connect M 3%

 delete-direct-connect-gateway (Amazon CLI)

» DeleteDirectConnectGateway(Amazon Direct ConnectAPI)

MEE #LFAE W< 1E B F| Direct Connect Mk

WREHE-NMNELPFENAMMBIERIED | FBEEETEE Direct Connect Mk |, BRITUT S
X

F# % Direct Connect W%

1. 12 Direct Connect Mx, BXEZEE , 5 the section called “81% Direct Connect
X

2. % Direct Connect MK ELIEO, BXEZELR |, BHS N the section called “BI 2 & #£13#
A7

3. FEHFAEMKE Direct Connect MXMxEBk, BXREZELR |, S the section called “<Bx ]
HUEREXELARAE WX,

4. MBRSEMFAEMKEXBKWELED, EXESZEER , S M the section called “fil BREE 1 3%
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LHIBER IAM AP SR AEEAmazon P RITIR/ER |, BEM A E4h, EHELRSH , BARELH
T—NRE WBREABRETRRSZHE3 S — M. FAS FEREMHEA Amazon Web Service #Y
R , &EE R Amazon Web Service , [ FiERFAHER,. REERFSREIFEZEH M Amazon
Web Services R BRREFRETRERE , FoKkH FAS R, EXMERT , BXTEFRITX
ANRIEMNBR, BXAH FAS EREHBERERE , BSRELXLEL1E,

Direct Connect f{I5 IAM &4 H 174


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html

Amazon Direct Connect AriEE

Direct Connect WIRS At

XEFERFAE CIPA

BEAERE—TRSEE. REERTREN AV A, AM SE R AL AV halR. SHRm
BESAE., BXESEL , H5H (AM A ISE) REAIEE Amazon Web Service Z /AR £
&,

/A Warning

EWRSE AR AES MR Direct Connect FIZhEE, {X 24 Direct Connect 12 #8515 S8
TREBRS AR,

Direct Connect RS HHK AR

XERSHEXA® LIS

REHEXxBERE—TE Amazon Web Serviceli xRS AR, RS TUBERRENTRENAER,
REHERXAEE RESLN Amazon Web Services Ik | HFHZESEE. IAM EEBRAUEFER
BERE RS XA BNNR,

BARUZFEBRSAXBEHNFAEE , FSREL S IAM EEEAR Amazon S, BRPE
BRIRSHEXABIHPITE Yes IR, EF Yes BEIUBFZRSHRSHEX BB,

Direct Connect T 5 14 iy SR B& R~ 451
BIAMBERT , BFNA®EEERIEN Direct Connect BRI, i1t T £ H Amazon Web

Services Management Console., Amazon Command Line Interface (Amazon CLI) 2 Amazon API
TES. ERFAPNMERRNITRENDNR , IAM EE A LA IAM policy. RAJF , BERA TN
EAERM IAM policy , #ERAFAURKRAALE,

ETHRNMAERXL RG] JSON KEXHLIERET IAM BHNERE |, 555 (IAM AFiERE) PHal
# |AM policy,

B X Direct Connect EXHIREMBFRRENFMAERE , SESHAFEREN ARN BR |, ESH (R
EENSE) B/ Direct Connect BYIR/E, FIRMEHFE,
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£

- RMZEXE

« Direct Connect iR4E. RRMEZH

- f#/ Direct Connect #Z#l&

- AAFEFEMIB SRR

« Xf Amazon Direct Connect B R 21/ A1 R

« Xt Amazon Direct Connect #9554 17 A1 1% BR
« Direct Connect EF BRI RH (FRETHRINEH)

REERERXER

ETEHNEBREEAREUUELNIKSFEIZE, 5E=MBER Direct Connect B, XL /ET]
BEA{F Amazon Web Services Ik =R A, BIERREE T HHONKRIEN |, HEEUTENFZE
™ e

« Amazon RER KB RFRARENREFTNT—EFBREBAFNIEARRFNR , EEH
Amazon HER KK AT ZENFEAGER TR, LA LUE Amazon Web Services ik~ 3 F|
XLEEFER, BUBESEVEETENERZSEN Amazon FFEERHKREKE —SRAONR, Bx
EFZEE , BF3H (AM BF#Em) Hi Amazon F£E R KBS TEENAER) Amazon FEE KK,

- RIARIKINPR - ££H IAM policy RENRE , HUIRFHITESENNR. At , BELENX
ERERHGTUIUNBERFRRITHERE , SRR NRENRIFTT, EXEH IAM MANRHNESE
B, B2 (IAM AFErE) R IAM F YR B IR

£ 1AM policy H #5443 — 5 PR 1/ B AR — 443 ] A [0 5% B& 75 HNn 5% 44 SR BR X 192 AE R 6 R B9 17
B, Blan , WA URE R XA RISESLMER SSL KIEFIEER. WMRBEI4EE Amazon Web
Service ( f5l#1 Amazon CloudFormation ) SRS | BIEATUAEAZRGRZE FXRSEENT
IR, BXEZEE , H2H (IAM AFEmM) T8 IAM JSON B TE &,

« £/ IAM Access Analyzer BIEf&EY IAM policy , LABBRINPRAY 2 £ M FIHEEM — IAM Access
Analyzer £KIFF REEMIMB KR , LR KERFS IAM policy EEF (JSON) F IAM B {E3E
B, IAM Access Analyzer 2 100 ZIMFBREM TIRENEI , BB THEZ S BINEEMRBME
B, BXEZEL , B3R (IAM AF#Em) FH IAM Access Analyzer FREEKIIE,

- FEEZEHHRIE (MFA) - MMRETA 7 R EREH Amazon Web Services Ik F8 IAM A
KA, , HEH MFA RIEEL 4. ERIEA APl BEREE MFA |, B MFA &R MK
., BEXEZEE , BZHE (AM AFERE) PREES MFA RIFE APl 58,
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BX IAMHHWRESSENESZES , 55H (IAM AFEE) B IAM A L2+ RERE,
Direct Connect B /E. HRIRMEZH

BEEA IAM ETBGHXRE , BUUEEATRELNRENRRUR AFRIELBENR
#F. Direct Connect XIFFEMERIE. BRMFZMHE. EETHE JSON REERERANMELE , BS
7 <IAM AF#Em) HHY IAM JSON K TESE,

1
&2 R THUEA Amazon JSON EMRIEERAMIBAHTANE, WREH , BATH THR LS
B ATRAE | BURAEAT A5 THAT,

JSON REEHY Action TR A THERKEP AIEL B RINRE, REREEESHXEKN
Amazon APl R{EE & . B—EFIAER , FlaNKBTE AP BENNRNRRE, 27 - EREFE
HERBHMITSMNRE, XEMINRER N EXRE,

R 2 ERFEUR FHATRBIRERIRR,

Direct Connect BYSREFIRVETEIRIERIEALLTRIZR : directconnect:, HlN , ERFEALE
F Amazon EC2 DescribeVpnGateways API #4247 Amazon EC2 SEHIMINER , &R
ec2:DescribeVpnGateways BEMAH KR, REEEQWLMIE Action = NotAction JT
%, Direct Connect EX T —HBECHERME , KEREAUERZRSHITHES.

AT RBIR B F 45X Amazon Direct Connect RYiZEU R .

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}

LA RO B2 F 413 Amazon Direct Connect B 22 15 B X R

{
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}

ZEF Direct Connect #1E51% , H5F (IAM A $88) H# Direct Connect E X B 1E,

RIR
EE R W LAER Amazon JSON REEREEERNBRMTARR, wHEH , BNEE AN AR
R PATIRE | AREMAALZH THIT.

Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXTEBE Resource |
NotResource T&, ENZESXRE , HFEAE Amazon BREEF (ARN)IEERER. NFXEFEHER
TRER (MR RBRENR ) BVRE |, B ITILIRE,

X FAZFRRENRARE (MFHRE ) | BEABES () EEANATHRRERR.

"Resource": "*"

Direct Connect £ LLT ARN :
Direct Connect &R ARN
wRER ARN

dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}
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RRE ARN

dx-vif arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfacelId}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

BHX ARN RN EZELR |, HS Amazon BEEF (ARN) Fl Amazon BRE a5 & 2218,

Fltn  EEEAPIEE dxcon-11aa22bb #0O , HEHALT ARN :

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

EEERETHEKSNAMAELNED  BEABERS (%) :

"Resource": "arn:aws:directconnect:*:*:dxvif/*"

ToE S ERIRMITEL Direct Connect ##1E |, #lin | SIERFEHIRE, EXEBRT |, EH4HER
BEAF (%)

"Resource": "*"

E&EF Direct Connect #REE R HE ARN FIzk |, i5Z R (IAM BFER) HH Amazon Direct
Connect EXMHIFERE, BETHREUUFEAMBERERESNERN ARN , 1555 SERVICE-
ACTIONS-URL,

S

IR A LAER Amazon JSON SREEREEWARNBRTANE, B2 HR , WA EETUF L5
BHATIRE | UREMFLAZHAHTHT.

f£ Condition Jt¥& ( 2 Condition 3k ) A , BAIUEEBEAE MBI %M, Condition TER AL
V. BAIOIRERAZRGZER (W, FFHNT ) BEHRER , UERBPHAREEERPHE
MTE,
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WMRE—MEAPEES Condition tHk , HEEA Condition TEHEESNESR , N
Amazon fE 2% AND ZEIHEEA], MREENBENZHZAEESNME , M Amazon E£HZH OR
EERITMESFG. ERTFEUINNRALTRERBNRME,

BHALEEERGRERSNTETE, flin , REEER IAM AP BHRE IAM AR, S ERHE
BFHERRHONE, EXEZELR , H2H (IAM BFERE) 8 IAM policy TE : TEMIRZ,

Amazon XELRFUHEBNEBETRSWEMER, EEEFE Amazon £RFZHE , SR (AM A
FIE/E)Y B/ Amazon £ B& G T8,

Direct Connect EX T —HEHCHFRMHR K EXFFEHA—LL2RZH4R, EEEFAE Amazon /%
H#8  BEZE (IAM BF1ER) T8 Amazon £ F %4 £ T 308,

BALHFHRERERR-EERA. AXESEFER , FSHALM  RENEBEXE T,

E&EF Direct Connect &4 R%5IK |, B2 (IAM BF#E®™) F M Direct Connect 444, BT #IE
AT LAY BRLE R AE R R RE A S48 , 518 SERVICE-ACTIONS-URL,

&£ A Direct Connect 4| &

E 58 Direct Connect 2#| & , BATFE —ARENR, XLENRIAAGFEZRY| HMEE Direct
Connect &R ( (L T&® Amazon IKFPH ) WiFHAEFER. IRAUENE T SO RELERENRER
B, INTFEAZRBHWSE (AFRSAR) | BE&8 T ERMET#E,

EWFRIX LA A A Direct Connect #2414 , LA @SS LA T Amazon EEX KK, BXE
ZER | ESHE IAM BFI8EF IR AP RIR

directconnect

NFREEZEEH Amazon CLI 2 Amazon API AR , TENHREHSZEKESH AR, Ak , RAAHF
HE &AM ITH API I /EE B AR 1E,

ARUHPERMIBE SR

ZORGIER T B MABIREKRE LAY IAM AFEERNIERAF SR ABKNITERK, LEKE
FEEEHA ESER I RESR & LUREF XA Amazon CLI 2 Amazon API FREE IR

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

33 Amazon Direct Connect 89 R i1 8 1 R

LA RIS RE R F 415 Amazon Direct Connect HIIZEU PR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I
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"Resource": "*"

%} Amazon Direct Connect #9522 15 Bl i FR

AT RBIFE RS F 413 Amazon Direct Connect B E£ 15 BRI R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}

Direct Connect £ T S MR A ( FRETIRENSEM)

A A AR S SRR BIXS SR A E RV T 8], 3% AT LATE |IAM policy 5 A SRSk HI 2 & AT A
ERBFRRFRFEABERSR,

BRIMAE IAM REEPERRENEER , F5H (AM BFERE) R ERREEST R,

E FHrZE KRB Direct Connect EE#l3E 0

LU ROIERIETT A 012 B IR - (RSB IRRMMA S REFER |, F RFRKRELEE
Ho

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"directconnect:AssociateVirtualInterface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [

"preprod",
"production”
]
}
}
.
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"
}
]

ETHREREXERNEHE

BT LAE IAM SRS R BEF S |, SRIZHI T LATEFRIC Amazon BIRIVE R P12 EIRCRBEN, T
AEERT WAAERE , ZRRNERST SRR AURMEFEREFENT L FFEHAmazon
Direct Connect TagResource BR/ERFREM MBELEO, ENRESEER |, B ForAllValues &4
A5 aws:TagKeys &4 BESHEA , MERRATEBRRPEARIE,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [

"preprod",
"production"
]
},
"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
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}

RHIfRE R
&R BAE IAM policy FERFAREZEFHREAIUER RN ERPEABERSR,
AT RO SR SA O 82 — N KRG |, L RREB IR E RIREN R TIRERINE

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"

Amazon Direct Connect FIIREZHHX BB

Amazon Direct Connect £/ Amazon Identity and Access Management (IAM) fR5HEx B €, R
SHXARE—MIiEREH IAM B , ©5 Amazon Direct Connect Ei#M%x, REHEXBEH
Amazon Direct Connect FiEE X , HBEZRSKRERAHAM Amazon BRESPTER — TR,

RS # X A& Amazon Direct Connect FWiIREE R , RABTLFIHRMSLENNR, Amazon
Direct Connect EXHRFZHXBEHNR , BRIESBITEN , BN Amazon Direct Connect ] BA{X A
HAG, EXHNXESEEERBEANNRRE  URTREMNEFEMEE IAM S N PR KB,

REEEEMBREXERE , TEMBRRSHEXAR®, XFRFPEMN Amazon Direct Connect BIR |
H R BT 2T = M BRF RR Y 15 = AR .

BEXRIERSHEXACHHMRSZWEER , BSRMEA IAM B Amazon JRS5HE K Service-Linked
Role ( REHXAE ) FIRETRN Yes (2 ) HIRF. FiERFE Yes EEFZRFHRSHEXA R
A BE$E,
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Amazon Direct Connect BY RS #H% & iR

Amazon Direct Connect fEf & AWSServiceRoleForDirectConnect WIREZHXAR, XAW
Amazon Direct Connect X &R &1 E1Z % 1E Amazon Secrets Manager F#) MACSec %4,

AwWSServiceRoleForDirectConnect RSHEXABABEFEUATRIZIRAZAE :
» directconnect.amazonaws.com

AWSServiceRoleForDirectConnect BRESHEX B BFEHITE R
AwSDirectConnectServiceRolePolicy,

HAEENR , AF IAMEE (AP, A4 ) 62, FEIMBRKRSHEXAR®, I TRINGIE
AWSServiceRoleForDirectConnect BRE# XA , T Amazon Direct Connect B9 IAM 5 15 2%
MEEMENNR. ERTFAMENNIR , HFATREEM MR IAM &4,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
.
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}

BXREZER SR IAM AP EEPRRSHEXEBNR,
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3 Amazon Direct Connect Bl RZHEXxAE

BEEFHOIRRSHEXAE, Amazon Direct Connect 2R EBIERSHEXAR, BT
associate-mac-sec-key WmHE , Amazon FRIE—MRSHEXABE , ZAE A Amazon Direct
Connect X &R ETE Amazon Web Services Management Console, Amazon CLI 2} Amazon APl 1
17 1E Amazon Secrets Manager F# MACsec 4R,

/A Important

MREHEEAER LSBT RN RS FERENRE | WRSHEXA BT HIELN
KPR, ETHREZER , BZHEN IAMKF P HIHAE.

MREMEBRERSHRAR  ARTERHTUE  NULUAERAEPNESREEENKF P EHEL
A, Amazon Direct Connect B XN ERIEBRSHERAR,

Bt A LAER IAM #24]& % Amazon Direct Connect AHI8IZRE XA E, £ Amazon CLI
Amazon API & | i directconnect.amazonaws.com REZBHEBRSH<AR, BXEZE
B, BZH (AM AFERE) RPWEIERSZExAR, MREMERTRSHEXSE , NATLAER L
HESERRYEAR,

9 Amazon Direct Connect REBRSHEXA®

Amazon Direct Connect &2 #8448 AWSServiceRoleForDirectConnect [REEx AR, E6l
BRSMEX<BEE , BN EERACHNEN , AN EEZHEEAEIA1ZAG, T3 , B UEA
IAM {REBRENRHE, BXEZER , 55H IAM AFEEPHNEERSHEAAR,

i B& Amazon Direct Connect I RE X B E

TEF MR AWSServiceRoleForDirectConnect ., MBRRE<BARKN , AT RERF
£ Amazon Secrets Manager Web BRI FIEXEKRIR. £ Amazon Web Services Management
Console, Amazon CLI 5 Amazon API F1 , Amazon Direct Connect & 1 &5 &R H M BRAR S <
A,

R LAER 1AM 2HERBRERESHEXAE, Nt , XTEFHFERSAXBEHNHR , RETHE
FFELIBR
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® Note

HN R 1E 22X M BRE R BT , Amazon Direct Connect RS EEFERZAE |, NIBKBRZEETIES
KM, MEEEXMER , FEF/ Lo , RAEBRZREBRE

Bk AWSSexrviceRoleForDirectConnect FTA R Amazon Direct Connect &R
1. MIERFFE MACSec ZRAFEREZ 2 BN XEK, BXEZEER |, 55 Hthe section called “Mil Bk
MACsec Z4A FE#E 2 B 1 < BX”,

2. MIBRFTE MACSec Z4A# LAG 2B XBk, BXREZEE , ES[@the section called “fil Bk
MACsec 48 LAG Z BRI REL",

£/ IAM FahHIEr BRSHEXAE

fEA IAM 414 |, Bl Amazon CLI 5 Amazon AP &l Bk AWSServiceRoleForDirectConnect
REHEXAR, BEXEZER , F2H IAM AP ERTHRRESEXEE,

Amazon Direct Connect FRZFHXBENZ X IFXIE

Amazon Direct Connect X#F1E MAC Z£ IheEr] AR FFAE Amazon Web Services X1, {# RS #Hx
A, BXEZELR |, 535 Amazon Direct Connect #h 5o

& AF Amazon Direct Connect B9 Amazon I£& X F B

Amazon I E R EH Amazon BIEMEBIEMIN KK, Amazon EERKEE N FZE N AHIEM
MR , LEZALUFBRAAF., ANAGEDENER,

FHigfE , Amazon RERB AT SN ENRBELRZIRETFRENRR , RN EMTHAAE Amazon
EREM. RMNBVETIEXRBETEAZSNE S EERRKRE —-SHONR.

BIEE W Amazon HEEXFEK P ELHNR, MR Amazon E#HTE Amazon & K E AR
IR, MEHTMZREMMMENMEEES S (AP, AFAE ) . H#FHH Amazon Web Service
BIIREFH AP BETHTFNEIRSEE , Amazon 58 TJ8EE # Amazon IEEXFHE,

BXEZEE , HSHE (AM BFIERE) FM Amazon FEE KB,
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Amazon Direct Connect

AmazonitEHES : AWSDirectConnectFullAccess

BT LURF AWSDirectConnectFullAccess REEHIME IAM B0, WWERBEIZFTARIFTEIHIAE
Amazon Direct Connect BITX R,

EEFNFHHNNPR , HS 9 Amazon Web Services Management Console F1#Y
AWSDirectConnectFullAccess,

AmazoniT B R EE : AWSDirectConnectReadOnlyAccess

B LASF AwSDirectConnectReadOnlyAccess REEKIMNE] IAM B3, BLRBERF AT RIEHE
Amazon Direct Connect FI1X R

EEF W REHNR , 259 Amazon Web Services Management Console H#J
AWSDirectConnectReadOnlyAccess.

AmazonfEE KB : AWSDirectConnectServiceRolePolicy

LR MBI Z N RS HEXx A/ , AWSServiceRoleForDirectConnect st i#FAmazon Direct Connect
RFRIEHK FE MAC Security H13, BEXEZE L |, HS@the section called “FREHX B R

EEFNEKREHNR , B2 5 Amazon Web Services Management Console HHY
AWSDirectConnectServiceRolePolicy,

Amazon Direct Connect E¥1 T Amazon 1£E& K

& F B < Amazon Direct Connect B Amazon T ERBEHNWIEHAEE (N IZRFTFHRERXLEET R
Fh) . BXETEERNBEFNIRT , BT Amazon Direct Connect 3 &4/ i &R H L# RSS

3
Vo

B

AWSDirectConnectSe
rviceRolePolicy : ¥ 3k#&

Amazon Direct Connect 7 &

L

T XE MAC 242, 7™
T AWSServiceRoleForD
irectConnectlREHKX AR,

Amazon Direct Connect X &

TREEXR Amazon TERARKITFZ TR
BREW,

B
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Direct Connect & 14 #i5[0] (7] B HE &

LATE B H B R 2 W MIEE £ F A Direct Connect 1 IAM B A REIB ZIRY & I a1 &3,

£

- RZETE Direct Connect FHITIREM IR

- EFEBIT iam : PassRole

- RFZEATFEM Amazon Web Services Ik~ S A R 158 FKEY Direct Connect &R

& B 1E Direct Connect FHITIE/EH R
MRFBRBERET , RPELIITEMRE | WIE A E F R A FRITIZIRE,

% mateojackson IAM AR ZRERAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BEFRHEEM directconnect: GetWidget BRI , 2K E LT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKIEKE , LA directconnect: GetWidget #
YEiH B my-example-widget &iRo
MBMHREEHE | HBER Amazon BER, CHTER 2IEHBEREITN A,

LN AT iam : PassRole

MBBIWE—MEIR , KRIPBELHIIT iam: PassRole 1 , MIAMEFRBUAR T BT ACIEIES
Direct Connect,

B L Amazon Web Services AN BABEZZEEZRE K MARCEFRSZACHRZIHEXAE,
Rt , BAREENEEEED RS HNER,

L E N marymajor B IAM AP =R E A2 H A 1E Direct Connect RHITIRIER , 2 K ELUT RHIE
xo BER , REMVMEERSFACHRTFHNRT ATHITIHIRE, Mary FTEERAGEZIESRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MRSBEERE , FBKER Amazon EE R, ZHNEERARRMHEZFEIIN A,
% E RIFFE B Amazon Web Services I BASAEY A & 5 [R] F A Direct Connect #IJR

FabtlE—1ae  WEEMKFPHAFRFEELANARTUERZABKRIGRIEHRIR, &0
DEEH#EREY , AURARE, XN TIXHETHRMNRBEHIE FEHFIR (ACL) WRS |, &7
£ X LR BE O] A R R T3R8 AR T3 R o

ETHREZER , BZRAUATHE :

« E 7 f# Direct Connect EBXIFXLINEE |, &S Direct Connect 2MA 5 IAM & F .

« BT MBINARNEIER Amazon Web Services Ik R FRRREFRINE , 258 (IAM AP
B PR REEERN S — Amazon Web Services Ik F 8 1AM B 1245 B AR,

- ETHIMARAE =T Amazon Web Services Ik REZWERRNIHENER , F2H (IAM BFE
MY P RE=5EEM Amazon Web Services K~ 12415 B 1R,

- ETHIMIBEN BMRBRERITREFENIR |, FSH IAM B ERF I LSS5 4 IER -
( B BARIE ) REHENER,

- ETHEAACNETRRNRBEHTERKFFEZBENES , E5H (AM AFER) 8 1AM
ABEETRBENEBEMRRE,

Amazon Direct Connect F /Y B & 10 M s 12

BRI LAMERLLT 83 %1 T B k%3 Amazon Direct Connect 7 7& HI4EiRATIRE -

« Amazon CloudWatch B3k : EIEEMN B BRRNKEENENR. EZNNEERARBEEN TAEREN
BArE , TR ZTRME, BERM Amazon SNS B L EMEH, CloudWatch BiIRFT4&
RAARE , EAXERELCTEERS , ZRBDUAREHEEEHRENTARN—BERE. BXE
2ER , S FAFEA Amazon #17% % CloudWatch,

« Amazon CloudTrail BEWKE : EKF2RHAZBEXH , HEIF B EXHKEE CloudWatch
Logs R3REt¥E#2 CloudTrail BEX#, BRI LAER Java REBSLENARRF , ARIEENH
FXMH1E CloudTrail R EAREKEEHR, BXREZEE |, 1825 (Amazon CloudTraill AF1ERE) #
B {#F Amazon CloudTrail 123 Amazon Direct Connect AP i F{EH CloudTrail B & X4,

BREZER  BEREE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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Amazon Direct Connect B4 #1136 iF

ET7HEEA Amazon Web ServiceRBERESAMITXEER |, F5H MM ITRSEE ARG
Amazon Web Services , AR EFRERNMNBHEAMITR. BEXREMREELR , HSHAmazon Web
Servicesa M 1T Ko

O] LAEF Amazon Artifact FEE=Z S FitikE. EXEZELE |, 5. £ Amazon Artifact
HIRE

#&4EF Amazon Web Services WEFMMRITERTFHIENHRE, RATNEAMBERARERNZE
BiEH ., Amazon BHUTREREBHZSAMY -

- ZEMEEHAMTEANITER - XEFBEEITCTRMWEESI , HIEMH T Amazon EZEBU
ZEMNENERNEINEERENSER,

« Amazon EMMREIR - Bt FSFMANERMESTER TEMNTLFVE,

« Amazon Config 7F &K A & 35/ # 0y £ A AN 1E{4 3 )R — tk Amazon Config AR S5 T 4 /Y 2% R Bo & X
MEPRER, TAEBFERNERFER.

« Amazon Security Hub——Itt Amazon Web Service &2 Amazon FZ £ RSN L EN

B, Security Hub BY Z£EHTEEH Amazon BRAREEREFELZ ST UFREMERESE
B, BXIZIXERSREFNSIR , HSH Security Hub 2FI1Z%E,

Amazon Direct Connect 5 Y & & ik & &E

Amazon£ IR E i 1% i Bl SeAmazon XiF M 7] A X5 E, AmazonXiHRMHZ N EYIE Ly BFRER
AKX IETAXKBIEREK, FHESETRMEENNGERE—E, AATHAX , & L0RIHH
REETARzELTHI A XANRELBHNARFNREE. SEENENHS MR O EHH
R TRAXEEESNTAY, REEMNATT B,

BX Amazon XA AHAXWEZEEL |, i55H Amazon £ EREM % kE,

BT Amazon £IKEREHEZ 5\ , Amazon Direct Connect JRI2t 7 ZfhThae | B BN EHE
HHEMBOER,

BXWMMAEF VPN 5 Amazon Direct Connect —i2 M EZELR |, i§S 8 Amazon Direct Connect
Plus VPN,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
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https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
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https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect-plus-vpn-network-to-amazon.html
https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect-plus-vpn-network-to-amazon.html
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Amazon Direct Connect #M TEGRMET —NEESNEMERWEEZERS , RBBITWE BiE#E
LASREL SLA B#R. EBALUEE— N #HERAE | SR/ Amazon Direct Connect 31 T B@fF 5| S B MK
TREZTHERE, XLEFEMHEREEBRABESMEET EIHEN T AIERE,

- BAEM  BYEAESMENTERSE LR IEAVRMERE | ST USKIXE TEARHA®E
o, ZEHEANRE, EEENTRUERESRME T,

- BEM . BIEAINSMENE ER  BUNXRIXBTEREN S, HERATH YR SLT
IR F MRS R EERER AR, EXRFBTHERTRUERE.

o FRANSE : BIEAE—MIENFTERE LL LM EIER |, B UZIEXRBIEABRNITR
MR, HEARERTHNRFEENRYE | EXFRE I ESEREE,

EXEZEELR |, 52 EH Amazon Direct Connect #ETEA A,

Amazon Direct Connect F I EMiZ LM

ER - ERX RS , Amazon Direct Connect 3% Amazon £ENEZLEFHRYT . BAUER
Amazon Xy API i &S M 4158 Amazon Direct Connect, BF AT IFEMEZ M (TLS)
1.2 FEEMAE. BINBWUEA TLS 1.3, BEFREMLAXZFHERTTLMMATARE (PFS) WEBEH , 4l
#n Ephemeral Diffie-Hellman (DHE) =% Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), X Z %I
KRG (W Java 7 REEMA ) BRFFXLERR,

o, RAERERIZS ID M5 IAM Z2RAXBHBBLRIZARNBERETER, RE , BALUE
F8 Amazon Security Token Service (Amazon STS) £ R Iffff Z 2 EIERT B RFTZER,

&0 LAMAE IR 484 i i AR X &2 API #24F , 1B Amazon Direct Connect XS E T & RAV 5 R K HE |
H o USE2ETIR P it RS, BIE LA Amazon Direct Connect SREESRIZ IR B 45 E
Amazon Virtual Private Cloud (Amazon VPC) ix R34 E VPC WA, XL |, XFEE T £ Amazon
M & XS E VPC B4AE Amazon Direct Connect ZRHIM & iF R, BXRH , IHEE the section
called “E T BRI KB =B,

BRMKDPI (BGP ) 2%

BEEBEMERKEE KB T BGP REMMNERE 2 ANKHAESE ., BGP BHENAZ ZIEERE
= BGP £, E 7 # Amazon MARIP B MK %2 BGP $53F |, 538 Amazon WS By R 47 B Bk
M E&H o
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https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://www.amazonaws.cn/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
https://www.amazonaws.cn/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
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&£ F§ Amazon CLI

O LUES Amazon CLI 812 F 6 H Amazon Direct Connect &R,

LA RBI6E A Amazon CLI #5582 Amazon Direct Connect 1%, St AT (EEP MiERE
®E DB (LOA-CFA)) HFE—MNAAERLBELEO,

EFB2H , THRRECLLEHBEE Amazon CLl, BEXEZEE |, i35/ Amazon Command Line
Interface ¥/,

H33x

- BB BIEERE

« S 2 T&E LOA-CFA

ST 3 SIEENED  REUKHSHRE

\|

S BIEER

F—SRIEBEREEER, BREMNEFRMEMKOZEEFR Amazon Direct Connect L&, BXEZE
B , 2 Amazon Direct Connect iE#,

BIREREE R

1. HREYe X8 H Amazon Direct Connect (LB, FEREIMEmEHF , BXREBERINIEZENNLE
BT,

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

},

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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}

2. DIBREEHEEEN. KAXREMULERDE, EREMNHET  CREEID. EFEZIDET—
#HIREN LOA-CFA,

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

HPR 2 . & LOA-CFA

EBEREER , BRUTLEER describe-1oa ST 3REL LOA-CFA, #iH 7 base64 {wiD, EATIR
EUFE<HY LOA RA. #1THRS H8IZ PDF X4,

£ Linux 2 macOS 3REX LOA-CFA

FEL RGP, RS — 52D A base64 KA T EMABRNAHFH KX E PDF X4,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

f£ A Windows 3REY LOA-CFA

EARGIG | HHFRENZEIBR N myLoaCfa.base64 I, F-ANmHMHEM certutil AT EMRE
BB 3 5 4 &% B PDF 304+

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf
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T8 LOA-CFA 2ja , MEREIIMEREHERENEERMKEE.

FB 3 pIEENED  REUEHASFEE

1T Amazon Direct Connect E#ZL G , BATCEBEEOUFRER, St - N AEER
BEOREFESIERN VPC, HE , BETUSIE—NMNBELED | LLUEESITE VPC FHY Amazon
RS, Bt iE IPv4 =% IPv6 RERED,

HEIF R/, FES R IO R SOREM R ERES

£/ Amazon CLI SIZERIEON  mHBEEAKAREESE. ECIREBET AN IRINIKHES
BLE , A Amazon Direct Connect B#l&. EXEZEER | BSH T HIFEE X,

SIEZMBEERIZEO
1. FREXEINEIE VPC IR EAFAE MY ID (vgw-xxxxxxxx). BEEZ ID E T —FIBERED,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{
"Value": "DX_VGW",
"Key": "Name"
}
1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33dad”
}
]
}
]
}

2. QIBMAELED., BLFUEERM. VLAN ID Ml BGP B8RS4 = (ASN)o
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NTF IPv4 RE , BEEN BGP WEXEN T —IREEELSE IPv4 thit, BALIEEECH
IPv4 it , BRI BALE Amazon NEER M, AT REIP |, FHEERK IPv4 ik,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount": "123456789012",

"connectionId": "dxcon-fg31ldyve",

"addressFamily": "ipv4",

"virtualGatewayId": "vgw-ebaa27db",

"virtualInterfacelId": "dxvif-ffhhk74f",

"authKey": "asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",

"bgpPeers": [

{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

}

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtuallnterface"
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}

EQEYE IPve RENREERED | EFA LRSS H AN addressFamily SEIEE ipv6.
IBRBERN BGP WELFEREBHCH IPv6 #idlk ; Amazon B& 5B IPv6 it

3. EEE XMLEXWEHSEESEE , BRERZAIBZNENIZED, £ --query S HIRE
customerRouterConfig 55 , £ - -output S A ARHESIEI UFI R A2 RBEIITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

IR AREMED
1. EQBRAFENED  BLMIEEEMN. VLANID M BGP HERSHS (ASN),

XTF IPv4 RE |, L& 4T BGP WEQXENE —REEELR IPv4 it | BUREEY BGP 2
WHRE IPv4 B, BLTRAEIN IPv4 RECIRABELED,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexrfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
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"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
},
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?

>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

EREBYEF IPve REN LABERED | B LUEENES BGP A/ IPv6 BEH. BREANE
SIEIEE IPV6 i3k ; Amazon BIESE IPv6 ik, A TRHIA IPve RESIERAERELIED,

aws directconnect create-public-virtual-interface --
connection-id dxcon-fg31dyv6 --new-public-virtual-interface
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virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba0dl: :/64}]

2. EEEFXMLERNNEHSEEESE , FERECIENELNED, £A --query SHIRE
customerRouterConfig 52 , A --output SEANEXAHH B AFIRF 2 RVITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtuallIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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{8/ Amazon CloudTrail 123 Amazon Direct Connect API
A H

Amazon Direct Connect 5 Amazon CloudTrail £/ , &2 Amazon FiExXAF. A5
Amazon Direct Connect IRESFIHITIRERIARS . CloudTrail ¥ Amazon Direct Connect FIFTE API
BRENSESHEIR. BRWIFAAEE3XE Amazon Direct Connect 2% & FX B # Amazon Direct
Connect API #1E A, MREAIERER , M A LAE CloudTrail S4#F£1%1:E] Amazon S3 77k #8

( ‘@%& Amazon Direct Connect BWE# ) , MMRBFEERERIEFK , M{BAIEE CloudTrail #2& & P HY
Event history ( B ELiER ) PEFEEHEH. F£A CloudTrall WERNEE , £ LAFE @ Amazon
Direct Connect X i Tt AER. RHERMP IP bk, MARXEHER, BEROLZEEAREMIF

MWES

EXEZEELE |, iESH Amazon CloudTrail BF 18R,

CloudTrail 89 Amazon Direct Connect £ &

2 BIE Amazon KPR |, FFHEZIKF £/8 A CloudTrail. 2 Amazon Direct Connect & 4 5E 3
B, iZEIFIERKE CloudTraill B4+ , HE5HM Amazon lRFEH —RRETE Event history (B
HAEIEK) F. BALAE Amazon IKFHEER, BRNTHENEH. BEXEZEE , B3HAEA
CloudTrail EHHA i ZREETEEH.

E#412% Amazon K RRIEH (‘2% Amazon Direct Connect IS4 ) |, HRIBRER, BIBER
i85 , CloudTrail A)¥ B & X4H45£ E Amazon S3 F#, FIRIER T , £ AT EBERR | It
IBERR A FATE Amazon XKiE, WBRERIZRKE Amazon 2 X iERAAEXEFNEL , FFESEXH
fEEEEIEER Simple Storage Service ( Amazon S3 ) 1, W4k , O LAE B H At Amazon RS |
Bt —H 5 1E CloudTrail BERRENEHBEHXBITH. BEXEZEE , BZATIAE .

. BIERRIFELE
« CloudTrail Z#5#IRSS FERK

«  CloudTrail Bt & Amazon SNS &4l
« MNZAX1EIEW CloudTrail B EXHFMZANK F#2UR CloudTrail B &34

CloudTrail i25%Ff& Amazon Direct Connect #4E , Amazon Direct Connect AP| S Z T T ix L
B4, HlE , 3F CreateConnection M CreatePrivateVirtualInterface BENAHSE
CloudTrail BEX#HHAEKSEE.
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BIMNEHHATREBESEXRERBFRNAREGR. BHEETHEBEHEUTRE

- BHEREFEHBRAFEIEER Amazon Identity and Access Management ( IAM B F ) ZiE & HEY,
- BRECEAACERKEFNAFPNENREEIEAEHN,

« BEREEZHET Amazon RS .k H.

BEXESZER , 128 CloudTrail userIdentity T,

T f# Amazon Direct Connect B EX#% H

REREE—MEE , A TNE4EN BEXMHEERIERIEEN Amazon S3 #. CloudTrail BEX 4 S
B NEBENAEREH, —NEHRTEKEEMEN—MER , SEEXERNRE, BREN AN
BHEl, ERSBEFEMNER. CloudTraill BEXHTELA APl BANERFRHEKRRER , AtElfT4
BEBEIRNFE R

LA & Amazon Direct Connect B9 CloudTrail B &2 F R4,

Example =4 : CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",
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"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"location": "EqSE2",

"connectionName": "MyExampleConnection",

"bandwidth": "1Gbps"

},

"responseElements": {
"location": "EQSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",

"connectionName": "MyExampleConnection"

}I

Example "4l : CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z2"

3y
"eventTime": "2014-04-04T17:39:557",

"eventSource": "directconnect.amazonaws.com",

T f# Amazon Direct Connect B &34 % B

202



Amazon Direct Connect AriEE

"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtuallInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",

"vlan": 123

I

"responseElements": {
"virtualInterfaceId": "dxvif-fgg6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtualInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQSE2"

iy

Example =l : DescribeConnections

"Records": [

{

T £ Amazon Direct Connect B EX 4% 8B 203



Amazon Direct Connect

RAriEmE

"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 7~ : DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:052"

}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy
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