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https://learn.microsoft.com/en-us/windows-server/storage/dfs-replication/dfs-replication-overview
https://learn.microsoft.com/en-us/windows-server/storage/file-server/troubleshoot/detect-enable-and-disable-smbv1-v2-v3?tabs=server
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https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/group-policy/group-policy-processing
https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/rodc-replicates-passwords-grant-incorrect-permissions
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https://support.microsoft.com/en-us/topic/security-guidance-for-ntlmv1-and-lm-network-authentication-da2168b6-4a31-0088-fb03-f081acde6e73
https://support.microsoft.com/en-us/topic/security-guidance-for-ntlmv1-and-lm-network-authentication-da2168b6-4a31-0088-fb03-f081acde6e73
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-adts/1887de08-2a9e-4694-95e2-898cde411180
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https://www.youtube.com/embed/MdkhobcciX8?si=o0HpdeTIDwK3YWla
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6.html
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://console.amazonaws.cn/directoryservicev2/
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https://docs.amazonaws.cn/vpc/latest/userguide/ipv4-ipv6-comparison.html
https://www.amazonaws.cn/blogs/security/how-to-delegate-administration-of-your-aws-managed-microsoft-ad-directory-to-your-on-premises-active-directory-users/
https://www.amazonaws.cn/blogs/security/how-to-delegate-administration-of-your-aws-managed-microsoft-ad-directory-to-your-on-premises-active-directory-users/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-increase-the-redundancy-and-performance-of-your-aws-directory-service-for-microsoft-ad-directory-by-adding-domain-controllers/
https://www.amazonaws.cn/blogs/security/how-to-increase-the-redundancy-and-performance-of-your-aws-directory-service-for-microsoft-ad-directory-by-adding-domain-controllers/
https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-access-the-aws-management-console-using-aws-microsoft-ad-and-your-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-access-the-aws-management-console-using-aws-microsoft-ad-and-your-on-premises-credentials/
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https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_key_concepts_gmsa.html
https://www.amazonaws.cn/blogs/storage/windows-home-directories-and-file-shares-made-easy-with-amazon-fsx/
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FRB B S

FRARIE
- ERAERBEREL R

Windows Server Backup B#rx#

FSx AJ LAfEE A UNC X #HE 7 Windows Server Backup #%i& A F Windows File Server Server B
BB E N BAR B e, EXMBERT , BFEEIETE Windows XHRFEFH UNC BBE , mF
R IEMEREN FSx EBS & UNC B,

MAxARE
« XNRSB|/HITRERSRE

TS FSx X iFAmazonFEEMIK AD BRHAE, BXESZER , B5MH:
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https://docs.microsoft.com/en-us/windows-server/storage/folder-redirection/deploy-roaming-user-profiles
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/scale-out-performance.html
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn581924(v%3Dws.11)
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/use-group-policy-to-install-software
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ee849849(v=ws.10)#to-perform-a-system-state-recovery-of-your-server
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/shared-mad.html
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I 5 RDS 5AmazonitE 5k AD £
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THERBMNFFE A ESMNERPAmazoniTE I AD F Amazon RDS FF#s , H N F
Amazon RDS 5AmazoniEE #%k AD £/K.

« ¥ Windows &% 5 Amazon RDS for SQL Server iz ELHILEEHER
« Xt MySQL £ Kerberos & 3% 1E

+ 3 Amazon RDS for Oracle it & Kerberos & 13 % iF

+ 7£ Amazon RDS for PostgreSQL #{# i Kerberos & 133 iE

T 5% RDS EXFAmazonitEME AD BERHE, EXEZER , BSH:

+ H#Z Amazon Managed Microsoft AD

» Joining your Amazon RDS DB instances across accounts to a single shared domain

A xfF Amazon RDS for SQL Server fl A Active Directory WE Z{E & , 55 Join Amazon RDS for
SQL Server to your self-managed Active Directory,

NET R AT2FEME A Amazon RDS for SQL Server M4AFEE RS K
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EFNHEXFRESHLZSM
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/mysql-kerberos.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/oracle-kerberos.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/postgresql-kerberos.html
https://www.amazonaws.cn/blogs/database/joining-your-amazon-rds-instances-across-accounts-to-a-single-shared-domain/
https://www.amazonaws.cn/blogs//database/join-amazon-rds-for-sql-server-to-your-self-managed-active-directory/
https://www.amazonaws.cn/blogs//database/join-amazon-rds-for-sql-server-to-your-self-managed-active-directory/
https://www.amazonaws.cn/blogs/security/how-aws-managed-microsoft-ad-helps-to-simplify-the-deployment-and-improve-the-security-of-active-directory-integrated-net-applications/
https://www.amazonaws.cn/blogs/security/how-aws-managed-microsoft-ad-helps-to-simplify-the-deployment-and-improve-the-security-of-active-directory-integrated-net-applications/
https://docs.amazonaws.cn/en_us/directoryservice/latest/admin-guide/ms_ad_join_instance.html
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A (PEM) XX, XEEREBHEDLFERAEREERAR Active Directory AR EETE | ERW I EIR T
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FERAEM 3 : FIEM Active Directory BN THEAFIRME B FKRSE

Amazon3¥t& Microsoft AD  —NEIEH Act Microsoft ive Directory , B E{REEBIZITEZ SR Active
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MAELE SAML ERtZEH, BXxAFARAFFER IAM Identity Center WEEAVETR |, S HUT
YouTube #1157,

® Note
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https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://forums.aws.csdn.net/ann.jspa?annID=4636
https://forums.aws.csdn.net/ann.jspa?annID=4636
https://www.amazonaws.cn/about-aws/whats-new/2017/05/simplify-migration-and-improve-security-of-active-directory-integrated-net-applications-by-using-aws-microsoft-ad/
https://www.amazonaws.cn/about-aws/whats-new/2017/05/simplify-migration-and-improve-security-of-active-directory-integrated-net-applications-by-using-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-enable-your-users-to-access-office-365-with-aws-microsoft-active-directory-credentials/
https://docs.amazonaws.cn/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_tutorial_test_lab_trust.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_tutorial_test_lab_trust.html
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« ¥ Amazon Managed Microsoft AD MFREMRARFIZIHFE L B IR

- AMEAAFEEEM (UPN) SURA AP B2 F4EAR,
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https://www.amazonaws.cn/blogs/security/how-to-migrate-your-on-premises-domain-to-aws-managed-microsoft-ad-using-admt/
https://www.amazonaws.cn/blogs/security/how-to-migrate-your-on-premises-domain-to-aws-managed-microsoft-ad-using-admt/
https://www.amazonaws.cn/ec2/
https://www.amazonaws.cn/vpc/
https://www.amazonaws.cn/windows/
https://www.amazonaws.cn/systems-manager/
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BEEAmazonFTEEME AD BRER

YRA] LAfsE FH Amazon Web Services B2 #l & KR EE RV Amazon£E Microsoft AD B ZHiF4E
B, filan -
- BRRE
- B%ID
- BFRRE
« RB9AmazonIEE Microsoft AD RIMLEi¥1E , a0 :
« Amazon VPC
- T
- ATAK
- DNS thfit

RA] LA BB KRB AmazonFEE Microsoft AD LA R{ER. :
s EHEMHAZ HRIMFT , B USHMWARLZEHNAMazonFEE Microsoft AD , Amazon Web
Services M H T fRIGHI IR $| 2 HI R KR HE S,

- ENARFEER EWFT , &L NAmazonFEE Microsoft AD g FlAmazon R A i B Mt
FH A FEE Microsoft AD E AN ARFFARS . Amazon

o fE P ETFRT , BUB RIS EEBRRS , SIZREXENHET SAmazonEERESH
BAAEELHNAMazonFTEEME EHRE,

« B Status ZERMWEZELR , S 7 # Amazon Managed Microsoft AD B FIR7S

YR 7] LA fE FHAmazon Web Services B #4]4&. Amazon CLIZKZE & AmazonitE Microsoft AD B &
B PowerShell :

Amazon Web Services BIEiR&| 4
EEFMERER

1. £ Amazon Directory Service 2%l & S M B #H Active Directory T , #E#F H F,
2. ZEFEEFMBXRID ##E., EXxEXNEELEREERFHAEFEEREF,
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https://console.amazonaws.cn/directoryservicev2/
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Directory Service X Directory Service > Directories > d-1234567890
d-1234567890 l Actions ¥
v Active Directory
Directories
Directories shared with me Directory details ‘ c
¥ Cloud Directory
Directory typ Directory ID
Directories
Microsoft AD 4-1234567890
Schemas
Edition Directory NetBlOS name Description - Edit
Standard CORP Microsoft Active Directory
Operating system version Directory administration EC2 instance(s)
Windows Server 2019 -
Networking & y  Scale& sh Application mana gement Maintenance
Networking details (]
veC Subnets Status
© Active
Availability zones. Last updated
ssssss t1a DNS address Friday, July 21, 2023
ssssss t1b
Launch time
Friday, July 21, 2023

EEFFMANERER , A Amazon CLI

«  FTFFAmazon CLI. EEE{REIAmazoniEE Microsoft AD BEREE. , FiETUTHS , FEX
ID ¥R AmazonitE Microsoft AD B ID :

aws ds describe-directories --directory-id d-1234567890 --output table

BEXEZER |, 55/ describe-directories,

PowerShell
/8 PowerShell E5 1AM B FZEL

«  JTFF PowerShell, E&EEF{RIAmMazonitE Microsoft AD BREE |, HETUTHS , IH
ID & A IRIIAmazonEE Microsoft AD B3 ID :

o

(Get-DSDirectory -DirectoryId d-1234567890 |
ForEach-Object {$_, $_.RegionsInfo, $_.VpcSettings}) |
Format-List *

BXEZER , BHSH Get-DSDirectory,

ERERER R 1.0 83


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/describe-directories.html
https://docs.amazonaws.cn//powershell/latest/reference/items/Get-DSDirectory.html
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&£ R BBk E YREYAmazonIEE Microsoft AD

Amazon Directory Servicei2ft BaiE HRER , HEEH I AmazoniTE R Microsoft AD Active Directory
FHABHEBRE, XLEREAATXHENES B RHIT point-in-timeld R, B/ MAmazonitE
Microsoft AD 5&z B FXBR T EKFIRE, WREEFISLRE , DM BR—NREF S REBT 8!
BE—MREB, &R AD Connector B FHHRER,

(® Note
RE& ZAmazon it E Microsoft AD ) —IT£IkIhEE, WREFERAMRE 71 Amazon Managed
Microsoft AD BLE % XEE S , MARE £ Xif pTUTERE. EXNEINATHREE
HINXE., BXEZER , B2 £BRE5EXEEE,

£

- NEFOUERE
- NREBEFRHE F
- HIBRIRAR

7 EFRIEMRR

RE AT LA TR E FERIARRRBONE QRS BOZBRNFHIRR , FHRITUATER,

@ Note

NTFBMNEK, REHN 5ANAFIRR. MREKBULRE , BALMBR—NREFIHIRET 6
IR S — MR

fE A LA T S B AEFHAmazon Web Services BIE#2#|A. Amazon CLIZ81ZAmazonIEE Microsoft AD
B F zh R EBPowerShell :

Amazon Web Services BIRiE 4| &
ExP e F3HRE Amazon Web Services BB 4|4

1. & Amazon Directory Service 2| & SMEEF |, EEFEEB %,
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https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service BRI
2. EEFRREL , EFRENEZRID,
3. HEEFWAGENEL 6 GREFIATIF,
4. HERBEHOF , ERERE  RGERGBRE,
5. HAZBFRRENEES , RERBNEN (MRFE ). b, BERIERE,

Amazon CLI

f£ A &322 F 31 R E& Amazon CLI

$TFFAmazon CLI. EH|ZE R AmazoniEE Microsoft AD IR , TETUTHS , MBEFID
BN IREIAmazonitE Microsoft AD B3 ID :

aws ds create-snapshot --directory-id d-1234567890 --name ManualSnapshot

BEXEZER , HSH create-snapshot,

PowerShell
£/ PowerShell BIZF 3R ER

ITFF PowerShell, EtIZ/REIAmazonIEE Microsoft AD BRI , FEITUTHS , FEH
ID E# 7RI AmazonitE Microsoft AD B ID :

New-DSSnapshot -DirectorylId d-1234567890 -Name ManualSnapshot

BXREZEER | EZSE New-DSSnapshot,

BRIFEFHARD , TEFE/LSETEKRERR, REEZRMEZE |, Status EEXRR
Completed,

MIRERZE IR B %

MREBER B FERTHEFZBIE R LGN E, BRRBEVNECTINNEZHPRE -1, REBREE
MEFCREMNHVE R, A, FHIRBIFNREHERN 180 X, BXEZEER , iHSH Microsoft
Rk Y Active Directory I RGVIRS & G AR,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/create-snapshot.html
https://docs.amazonaws.cn//powershell/latest/reference/items/New-DSSnapshot.html
https://learn.microsoft.com/en-us/troubleshoot/windows-server/backup-and-storage/shelf-life-system-state-backup-ad
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/A Warning
RNZBEEIRERB2ZETERR Amazon Web Services 3 B0 ; AT AR BY 4235 R 3 4T
RIBER, FARBEEHFSSBHIEEZEL , AATSIR—ENESR, EXFEBRETRZE ,
5iZ B ZXBKMFTAE DCs #1 DNS FREZ 8L FRIVRS , X—RREE,

5 LA BB BE A Amazon Web Services EE12#|A. Amazon CLISIMIR BB kS &/ B &
PowerShell :

Amazon Web Services BIB124] 4
EMNREBHRE B F Amazon Web Services BE2H A

1. 7 Amazon Directory Service #Z#| & SMBEKH , EER B Fo

2. EBEFREL , EFREHNEZRID,

3. EEFRHAGEREL , ER&FETF,

4. ERBHD  BEIRPER-MRE | ERBRE , AERERRE,
5. BEEERBFRENEEPNES , AEEFRER.

Amazon CLI
55 IR BBk & B % Amazon CLI

1.  $TFFAmazon CLI. Z5I HIREIAmazonIEE Microsoft AD FIIRER | HiETUT&HS , FEHRID
BN IREIAmazonitE Microsoft AD B3 ID :

aws ds describe-snapshots --directory-id d-1234567890 \
--query '(sort_by(Snapshots[*].

{ID:SnapshotId,Status:Status, Type:Type,StartTime:StartTime}, &StartTime))' \
--output table

2. ENRRIXEAmazonEE Microsoft AD , fRAIAfEArestore-from-snapshoti:. #HK
fFsnapshot-idSHE RN ER TREAmazonEE Microsoft AD FYRER ID :

aws ds restore-from-snapshot --snapshot-id s-1234567890
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https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/directoryservicev2/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/restore-from-snapshot.html
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PowerShell
£ PowerShell MIRERE R B

1.  $TF PowerShell, E5|H#RHIAmazoniEE Microsoft AD IR , HEITUTHS , A H
ID B A IREBIAmazonitE Microsoft AD B3k ID :

Get-DSSnapshot -DirectoryId d-1234567890 | Sort-Object StartTime | Format-Table

2. EMNREIXEAmazon¥tE Microsoft AD , fRAILAfEflRestore-DSFromSnapshot &, #
R¥Fsnapshot-idSHE RN ER THEAmazoniEE Microsoft AD FVIRER ID :

Restore-DSFromSnapshot -SnapshotId s-1234567890

X FAmazon¥EEH Microsoft AD B , MEZB RXRAEZEERE =M, BERRIERZE |, R
BNELELRN Active, 2BERBHPZEXH i)&ﬁﬂ’\]&ﬂﬁﬂio

I BR R AR

5 A LA T 5B BR 5 Amazon Web Services BEE12%]4A. Amazon CLIZK A AmazoniEE Microsoft
AD Y iREBPowerShell :

Amazon Web Services IR &4
E £ P ERREE Amazon Web Services B2 &1 &

1. % Amazon Directory Service 24| & SMEKH | EEEH .
EFERIEL , EFEMBE X D,

EEFFAGEREL , EELEPETF,

ERBED P, EREBRE , ATERBIBRRE,
FINEEMBRIRER |, RTIEERIBR,

o & DN
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https://docs.amazonaws.cn//powershell/latest/reference/items/Restore-DSFromSnapshot.html
https://console.amazonaws.cn/directoryservicev2/
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Amazon CLI

{55 FA M BR R B8 Amazon CLI

i

0

B
di
=2
ﬂl>

, FFB = ID

4J

1. $TFFAmazon CLI. E5| HIRMAmazonFEE Microsoft AD HIIRER | i LR

BN IR AmazonitE Microsoft AD B ID :

aws ds describe-snapshots --directory-id d-1234567890 \
--query '(sort_by(Snapshots[*].

{ID:SnapshotId,Status:Status, Type:Type,StartTime:StartTime}, &StartTime))' \
--output table

2. ERIERIREIAmMazonIEE Microsoft AD FIRER , {RATLAfEAdelete-snapshot@f. FERE
snapshot-id S E N EM BRI IRBHIRE ID :

aws ds delete-snapshot --snapshot-id s-1234567890

PowerShell

£ /5 PowerShell fl B 1R B8

1. ¥TFF PowerShell, E%|H#RAAMazonIEE Microsoft AD FYIRER |, HEITUATHS , FEF
ID i N YRBIAmazonFEE Microsoft AD B ID :

Get-DSSnapshot -DirectoryIld d-1234567890 | Sort-Object StartTime | Format-Table

2. EMNREBIREAmazonitE Microsoft AD , fRATEAfEARemove-DSnapshot@iw. RN
snapshot-id S¥E N EM BRI IREBHIRE ID :

Remove-DSSnapshot -SnapshotId s-1234567890

I Amazon Managed Microsoft AD %} Fh #1212 i 25

JAmazonitE Microsoft AD EBEF/AMNFZEFIBRAIEMAR , NI ESHNHEENESHTA
M, XFHCEE AT LUEN X FEZ K Active Directory 13K |, & B RHHRE, #l0 | LI 1E v LAEH
Amazon¥t& Microsoft AD KX FZPBEE AR S EC2 ML S RDS for SQL Server 3£ E#Y %
MNET MARERF

EREB IR EIRFIRR W7 1.0 88


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/delete-snapshot.html
https://docs.amazonaws.cn//powershell/latest/reference/items/Remove-DSSnapshot.html
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BRI B F8T , Microsoft AD Amazon EESEZNAAXIPERNIIEGHSE , FEXIUSTHMEE
WATAEN. BE , EREEEMENERFIEE S , Bl EE#H/Amazon Directory Service & 2 #
B H iR HIEE. AmazoniTE Microsoft AD &G EINWIBEFIZEE 2 K EETENE FHNTHXA
T 5# VPC M,

fltn , FTTES , DC-1 A DC-2 KR H VAN H R —EQEN R NEEFIZE. Amazon Directory
Service 2 #l B fF X LEER AT IR HIBS AN “FE”, Amazoni B ZEIBEEH , £E Microsoft AD £
ENSMNEEHSERBETENTARS, 25, BARERERNB A NSRS | U hIEEE
AT E B BRI 8. DC-3 1 DC-4 HRTFVIFRFIE , EEFH AT , UEFeRTAITANE
HlgF. SLLEI—# , Microsoft AD Amazon EEBX B FHMERFISENEEFRNTRAXS , A
RENFN S A%,
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BUEEERE  SNTBEEFIERERRBESES. Ba{tE A RBEI TG IEFIETHITEE, It
I, B LA E B HTE Amazon Web Services = RIEBMEZE1TES R EBE Active Directory £ T4E
B, MAXLIBENLESF E B2 M Active Directory Eitiig i,

EA LAMEA L TE— T E N AmazonFEE Microsoft AD EF BB R EH fbigie 428 :

« update-number-of-domain-controllersAmazon CLIGF %

» UpdateNumberOfDomainControllers API
- {#£H Amazon Web Services B E 12l & RN INRB BRIV 12 5185

(® Note

H fthig 3% 5185 RAmazonIEE Microsoft AD BV —I X That, MREBEAMRZXEHEH , NI
PR EBNMNXEHRRAUT IR, BXEZER , B3R 2h5XEEE,

5/ Amazon Web Services BB H| & B I B BREINGV 1T 12 H 25

& 7] LA FAAmazon Web Services BB 124 A MBI AmazonIEE Microsoft AD 7 1N Sk il B EL 4 1535
25,

TR

Bl AmazonfE B Microsoft AD MR BB EMHRHRZE  LTREXAEHEERNESES -

- EREVNGRLHRE  CTLFARHBOBEAINFA  SESARENETAME TR
W BE.

. EBBROBEHBTATARHETIR R, TREHENRRRHELAEN , TR,

« MREEFAmazonitE Microsoft AD BLiE 7 /5 A LDAPS |, AR AR INE A H tbig i 42 i B
/5 LDAPS, EXEZEE |, 1§25 5 A% 4% LDAP 5 LDAPS,

UK

FERAUT SBEAMazonIEE Microsoft AD FEI BB EH g 2428 , HEHAmazon Web

Services E IR 4] & Amazon CLI. ZHPowerShell,
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Amazon Web Services BIB124] 4
BRI B BRH g2 4188 Amazon Web Services BE2H &

1. 1& Amazon Directory Service 2 #l A SME®KH | EFHF,
2. EEETELE , #BEMNEFHID,
3. ERLHFFAGEREL , RITUTHREZ—

- MRZXHEFTERSNXE , ERZRNIBREZFROXE , REEET BML
FkT+~, BXESER , B0 EXE5EMXE,

- IRSXFEFTAREREAXE , EFEFBAREZERIF,
4. 1 Domain controllers (3Zi#24I88) 2B , kR REE,
5. BEEELNBFPRMTMBRANBIRFEHE | REIEFE Modify (182K).

6. Amazon#E®E Microsoft AD SEEEEE /R , A SEFRBHE TEIRS , FEKETRD
BV A A XML S VPC FM. HEVEEGHISRSOS 2 hECHBELNE ZNATRAXM T
R,

Amazon CLI
{5 F A ISR B8 BREL fth 1542 %8§ Amazon CLI

1. $THAmazon CLI. EEFLHFINEHEHIEZKE , F2TUTHS , FEX ID BN AN
Amazon3E & Microsoft AD BE% ID :

aws ds describe-directories --directory-id d-1234567890 | grep
DesiredNumberOfDomainControllers

2. ERMRBREIEEIES , AIEA update-number-of-domain-controllers s, 4l
m, AIERAU TR FEEHSENEBIREN 4. BRGHER ID i HAmazonfEE Microsoft
AD EX ID , ffdesired-numberZ¥ BN ENBHNEILFIBZHE,

aws ds update-number-of-domain-controllers --directory-id d-1234567890 --
desired-number 4
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https://console.amazonaws.cn/directoryservicev2/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/update-number-of-domain-controllers.html
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PowerShell
5 F PowerShell 75 hn =k il BRER S 0 13 42 51 85

1. $TFF PowerShell, EEFHFIMNIFRFIHZRE , B ETUTHS , FER ID HERNEW
Amazon Managed Microsoft AD Directory ID :

Get-DSDirectory -DirectoryId d-1234567890 | Select-Object
DesiredNumberOfDomainControllers

2. ERISRBERIEEHIES , AfEA Set-DSDomainControllerCount i, BN , aI{EMA
T aa R szsm BENRE N 4, BARSE % ID B NAmazonitE Microsoft AD B %
ID , FDesiredNumberS#E i N EIBHITIZFIZHE,

Set-DSDomainControllerCount -Directoryld d-1234567890 -DesiredNumber 4

fHXAmazonZ £ BENE

o JNADENS AN DNIIR HIBE SR 3R B AmazoniE & Microsoft AD BY JURFN14AE Amazon Directory Service

F 4% Amazon Managed Microsoft AD

& LAFF Amazon Managed Microsoft AD AR AERR AR EIR AL iR, T EBHR T FrERFE ARz B ZE

B :

 #R/AERR : Amazon Managed Microsoft AD ( #RAERR ) @81 , ATAE R TH &S 5000 ARy H/NE
A HPAEFZEER. CREETEBNERERE , XEFRKS 30000* MEZFXNKR , flTnAF, At
o

« AR : Amazon Managed Microsoft AD ( &Ml kR ) EERA T XF&KE 500000* B F3 KAVl
4R,

* ERRMIELE. RENRKD, BURNARFHTANEREER  EHE RGN KRBATRES ,
A REE D,

E R FRAER Amazon Managed Microsoft AD AR EI AR , EEFARE API B
UpdateDirectorySetup, 3B Amazon CLI 8 update-directory-setup 2,3k B Amazon Tools for
PowerShell #9 Update-DSDirectorySetup,
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https://docs.amazonaws.cn//powershell/latest/reference/items/Set-DSDomainControllerCount.html
https://www.amazonaws.cn/blogs/security/how-to-increase-the-redundancy-and-performance-of-your-aws-directory-service-for-microsoft-ad-directory-by-adding-domain-controllers/
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateDirectorySetup.html
https://docs.amazonaws.cn/cli/latest/reference/ds/update-directory-setup.html
https://docs.amazonaws.cn/powershell/v5/reference/?page=Update-DSDirectorySetup.html
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API

$F Amazon Managed Microsoft AD ¥R/ F 4 Bl kiR -

{
"DirectoryId": "d-1234567890",
"UpdateType": "SIZE",
"DirectorySizeUpdateSettings": {

"DirectorySize": "Large"

}

}

Amazon CLI

$F Amazon Managed Microsoft AD ¥R/ F 9 Bl kiR -

aws ds update-directory-setup \
--directory-id d-1234567890 \
--update-type SIZE \
--directory-size-update-settings DirectorySize=Large

PowerShell

$F Amazon Managed Microsoft AD ¥R F 4 Bl AR -

Update-DSDirectorySetup °
-DirectorylId d-9a676e4148 °
-UpdateType SIZE °
-DirectorySizeUpdateSettings_DirectorySize Large

(® Note
% X188 /X £ Amazon Managed Microsoft AD =\ MREI AT XA A

- ZERD (BZEM )
ZER (FZRLMLEE )
ZEFE ( FERIL L )
ZEFES (RYRM )

LA X (& )
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« WAHKX (KR )
- TA#BX (ER )
o WAHX (AN )
- WAH#KX (&R )
- WA#KX (HRE)
« WA#KX (FRZR)
« MEKX (HEB)
- HE (J}R)
+ China (Ningxia)
- SFF (HH)
« BMuX (EZRE)
o BRMNHX ( FRZ)
o BRMH#EX ({63 )
o BRMNH#EX (B3 )
o BN X ( BT RE )
- EEM(ERF)
« Amazon GovCloud ( ZEEZP )
« Amazon GovCloud ( ZEHXZP )

F+4% Amazon Managed Microsoft AD B , EEFTE—ER#E, SR :

. AR EFHNTER, BXEZEL | H559 Amazon Directory Service EHTo
- Active Directory 1 A4 [ T 3£ MK & B LA BT B RR AR o
« Active Directory 7 AR /5T REE A LA BT AV IR BRI 1TIE R

« AERHES Amazon Web Services X1F BERTIE B BMETEIFEIT. FEOREARFFRAERRE—
EFRELF I RETH 5 RZEHEIT,

- ARSEFTEMEE D,
« EARERED | & —F K Amazon Managed Microsoft AD BYIZi IR &I25, X AJRES XS HEREF £ AH
Fm, HUESSHELF RN EHNEN.

« ARSENEXFMEFRRENENSE , BE IP ibRERFTE,
- MREFEARRE LDAPS (ET SSL WEEBFFRMN ) , MEEFRRFEETNIESH,
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https://www.amazonaws.cn/directoryservice/pricing/
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EATA FMEFRE

& ] LU Amazon Directory Service B REIM KRB IPv4 B AXHER (IPv4 T IPV6 ) o FFMLE
KBEH N TIE IPv6 IP thiit | IRALEE IPv4 EARRI 3L ZR [, IPv4 H IPv6 EE MR T,

BEXEFEMEE , 3 (Amazon Virtual Private Cloud A ¥ER) FH R IPv4 F IPv6,

/A Important
XRE[IRE , TERH. BRAEFEFHEFNR,

FREZ M

EEHBEFMEXRBE A , SHEERFBEUTER :

o BERYBAMEN VPC FXxBtFM 40 E IPv6 CIDR SBE., BXFHELR |, H3E (Amazon
Virtual Private Cloud FAF#8§F) 8 VPC £ IPv6,

« JEFT Amazon Web Services BEEIZ& & NWEENE,

o BRZRMATTFEIRS.

- #AB1&®H Amazon Directory Service ®EREZHH IAM PR,

ERTEXMERE
FEREHRARERME

(@ Note
MREFREHEZANXE , FESNMXBEHITHER.

1. 7 Amazon Directory Service & & SMEEH , ER B Fo
EF BB &,

HENEMERLETF,

LR IPv6 X35, MET{ER TN IPv4 B &,
EEEHERMEMFMAES.
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https://docs.amazonaws.cn/vpc/latest/userguide/ipv4-ipv6-comparison.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6.html
https://console.amazonaws.cn/directoryservicev2/
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6. EERNIMUAFEIAER.

BHEHE , BERRSEEFNIBRHIENELEEH. ENMBEFE 15-30 2T ETHK. TH/E , B
FRSHRERNER.

[@] Amazon Managed Microsoft AD #i1& F UPN 54

#B33 [ Amazon Managed Microsoft AD B R AMBEAAFPEAEEMH (UPN) B4 , BRI BAE1L Active
Directory (AD ) B2XEMNEBHRSE AL ERMARK, Hit , EXAFEAEE AN Amazon A
FPEREMREREREERARANKFAZR, BXREHANEZER , iHZ M Amazon Managed
Microsoft AD SIZ A&,

win&RA UPN B4R

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. HEPRIAZER Amazon Managed Microsoft AD B &) Amazon EC2 k4, &R iZ3%6] , RiE
i%£$# Connect ((£1%),

3. 1E Server Manager (FRS23REERR) BEOF , i£4F Tools (LE), AFi%EF Active Directory
Domains and Trusts (Active Directory I F{EE).

4, TEEMBE®KD , A2 E Active Directory Domains and Trusts (Active Directory HH{E1E) , AF
%% Properties (B t%).

5. 1 UPN Suffixes (UPN E&) T+~ , B AR A UPN 4 ( Il sales.example.com ) , 1E£#F
Add (%) , ARFIEE Apply (B2A).

6. MREFERFMHEMZA UPN BR , BEELIR 5 EXLEBMER UPN B4R,

E @& Amazon Managed Microsoft AD B ZH ik 2B F

B LLE a5 & Amazon Managed Microsoft AD B ZHIERINL KRB , UMEEEENIE Microsoft
Active Directory ( AD ) ¥ R BFRIEHEL, X Amazon Managed Microsoft AD 8% E iRt FE A #th B &
FERIE AD AR HXNEH#ITEORIE. RARETHPEREZIMA Amazon Managed Microsoft
AD B %K Amazon &R ( #1 Amazon EC2 %1 Amazon RDS for SQL Server3kfi ) BHEIELR

Rk, BAFER Admin (B2 R) I i3 Amazon Delegated Sites and Services Administrators
(WRNRFEREER) ARANKFERK, AXMHANESZEE , S HBE Amazon Managed
Microsoft AD I R R&,

BXEDBEFEMAXNBRNEMEFL | E5 5 Microsoft WUk £ #YEME A EE 187,
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https://console.amazonaws.cn/ec2/
https://www.amazonaws.cn/ec2/
https://www.amazonaws.cn/rds/sqlserver/
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/domain-locator-across-a-forest-trust/ba-p/395689
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EE & & Amazon Managed Microsoft AD 34 =& i

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. HREFIAEE Amazon Managed Microsoft AD B %#9 Amazon EC2 3£, E#BiZEH , RE
i%£$% Connect (£1%),

3. 1f Server Manager ([R5 22 EES) BEOF , &HF Tools (T E), A/Fi&#EE Active Directory Sites
and Services (Active Directory ¥ R FARS).

4. EEMEKRD , BRI Sites (WR) XHX , BRETUWHK[EN (BUIAB A Default-Site-Name)
ARG %R Rename (EWmA)o

5. BAFMMKAEN , RFEE Enter,

I BRREY Microsoft Amazon & &

il BrAmazon#E B #Y Microsoft AD, Simple AD EA B Xi , FiE B FREIE M - R ED 50 Br B o3&
ME. MBREFZRZ/E , MARIBRNAMEXRFHREFFE, B , THEAAEREZIEIERXESS, F
E SR At A K B R IX SR,

i B& AD Connector B |, A#h B ZRIFAE, MAE B ZFOFAEXRFBREFRT | HEREFMAXEB
o MALAMER B FEILEFIX LA,

i BR B %

1. 1 Amazon Directory Service A SMBERH |, EEB F. BEREMN T ES B ZHEBAmazon
Web Services KU B, BXREZELR |, FSRIEREXE,

2. WRARFNEMBRN B B AEMAmazonNARRF. /B AKAmazonR A 75 L /RIIBR
AmazoniTE# Microsoft AD = Simple AD,

a. HEXIEL , ERENBFID,

b. £ Directory details (B FiFME L) WE L , £#F Application management (B A2 F &)
‘IR, 7 “AmazonN ARFMRS” B2 , BRI UEREN B FE A 7T WLAmazon N A E
Fo

« ZHAmazon Web Services EEZHIAHRINER,. BEXEZELR |, H5H Z£H Amazon
Web Services & 2§ & 17 AR,

- EEH Amazon WorkSpaces , %M WorkSpaces 2| & 8 B FHEUH EMZ RS
BAXEZER | 52019 (Amazon WorkSpaces BB/ FHIMIKE F.
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https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/directoryservicev2/
https://docs.amazonaws.cn//awsconsolehelpdocs/latest/gsg/select-region.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/delete-workspaces-directory.html
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« EZXH WorkDocs , 24 1E WorkDocs$Z &l & A | BRiZ WorkDocs ¥R, BXEZEER |
&2 (Amazon WorkDocs BIEIEr) FHIMIBRM 5.

o EEHDE WorkMail , 41T 5% WorkMail 32 # & il BRI &% WorkMail 4241,
EXEZELR , 25 (Amazon WorkMail EE R {EF) PHBKRAL,

« E# FSx A Windows iR G File Server , &AM IE P IR D% FSx XERE. B
KEZEER , ESH (L% FSx it Windows X RS2 AF#8R)Y Iy “FH FSx i&H
T Windows X 4RSS 8587 Activ e D irectory”s

« EZ M Amazon Relational Database Service , M B Amazon RDS =4, X%
EZER |, 558 (Amazon RDS AFIERM) HRYIEE S E MIEESH,

« EZHAmazon Client VPNIRS , %M Client VPN im PR B ZBF. BEXESE
B , &5 (Amazon Client VPN BEE R EmE) FWFEAEF I VPN,

« EZHMH Amazon Connect , 2l B& Amazon Connect 326l, BXEZEE |, FSH
{Amazon Connect EE#r) HHIM BR Amazon Connect 3=,

« EZH Amazon Quick Suite , ZAZNEUE T ¥ Amazon Quick Suite. BEXEZELR |, HSH
Amazon Quick Suite Fi F 85 F #Y>< F Amazon Quick Suitellk /7 o

® Note

7N B4R IF 12 £ Fl Amazon IAM Identity Center 3 B & 8 45 H 2 82 211+ %I i Br &9
Amazon3¥t& Microsoft AD B , M MAEEXRG MR , RAEF e EMIER. &%
EZEER |, HS <IAM Identity Center User Guide) 1Y Change your identity
source,

3. HESMBERT , EEER.

4. PUEARERRRAB SR, AEEEHER. WEREZFE/LoHEE. BFENRZE , E2NEFIK
I BR

R4 Amazon Managed Microsoft AD

T LMERRBER, Thee (MZESMHRIE (MFA) ) FiREREH R Amazon Managed
Microsoft AD, ¥ B RHHEE3IE

« T ## Active Directory PZS R THERIE , UMERFHER AT Amazon Managed Microsoft AD A
P Bt U EIREE Amazon Managed Microsoft AD Zi3REEHI A,
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https://docs.amazonaws.cn/workdocs/latest/adminguide/delete_site.html
https://docs.amazonaws.cn/workmail/latest/adminguide/remove_organization.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/aws-ad-integration-fsxW.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/aws-ad-integration-fsxW.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html#USER_SQLServerWinAuth.Managing
https://docs.amazonaws.cn//vpn/latest/clientvpn-admin/cvpn-working.html
https://docs.amazonaws.cn/connect/latest/adminguide/delete-connect-instance.html
https://docs.amazonaws.cn/quicksight/latest/user/closing-account.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/manage-your-identity-source-change.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/manage-your-identity-source-change.html
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. J3 A MFA BUES Amazon Managed Microsoft AD FiZ £,

- >SEABNEZLEETE (SSL) /MEREZE MM (TLS ) WRE B FRiFRHN (LDAPS ) , LAME
Xt LDAP BEH#HITINE , REXE M,

- BEEKBXEESERNEERIE (FedRAMP ) MEZ+1Tl ( PCl ) BEL 245K ( DSS ) EREE
B Amazon Managed Microsoft AD &# 1%,

« BXEfEH Amazon Z£ 4858 Amazon Managed Microsoft AD W& % £ FlE> LUH R ENIREE

SN
“No

* Y%% Amazon Managed Microsoft AD BXRZ£ZE , fIMEFIEPNEHRRIE, Z2BEZRBMMNH
W, UBRENER,

« i%iE Amazon FAEIUEP M A ML Connector for AD , LAME AT LA Amazon A8 CA 1 Amazon
Managed Microsoft AD #l& MBI,

7 i Amazon Managed Microsoft AD Z315 5K B

Amazon Managed Microsoft AD 42 7] LA #&7E Amazon Managed Microsoft AD HH SR A -4
EMMDEFEANZBAK -~ BERE (BN EHAZEEE ) » HEB0E—1 Amazon Managed
Microsoft AD B %J5 , HeIZ — MBI R HFENA T Active Directory, ItREEITELATRE :

R RIE

CaE R R Tk i2fE 24 MRS
R 6 HA R 42 X *

RIE B A HIR 1R
BREZEKE 7 NFR
BHELAFEEREMER ERA

{5 A AT 1 DN 22 17 2R 5D EEH

(® Note

42 RONBREKZBEERAHREEEE R FE,
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Bl , HFNENFRBRBREFCENEENRAL , BUMNRERNTELNRBIRE, N TERFRIE
SENEREE  EUUNAEKNRE,

LU RIRIRE T B X Microsoft Active Directory AR B RBMEZ RN ESER -
- REZSRKIRE

- BBREFMER

- FREFMRLIEEM

Amazon 27 Amazon Managed Microsoft AD it —HIBHZHRE KR , BRI SIE EXLRIEH 2
FlR B, ERERRE , BT LAERARAR Microsoft REE T E | 440 Active Directory BIEH (),
EF R EA Microsoft Microsoft KB T & | {555 Amazon Managed Microsoft AD %% Active
Directory B3 T &,

Z RSN A BN

BHZREBNNAFRAEEER , EARRTEZRBREENEREUN. BAFTUEXRBCHE
. Active Directory EERAHEGLENRNAFALUEERA S ZEB. AXEZEERE , BZHAUTHE
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/how-to-configure-security-policy-settings
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements#security-considerations
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/active-directory-administrative-center
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R FHEE HIE KR
BREFEKE

BHAAGEEREER
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9
©

XEEREELZELEM, flN , TAREERFNED , LB FlERARGF BB EREBRNREER
BERHERE, AXEZELR |, HS I Microsoft X4 , THERFIZEH LM E 2L FHEHREK
AR LT EEW,

X FHREIRE

Amazon Managed Microsoft AD SIFEAMEHERR , IERBHFEFURENLTINFE, XLEE
BEASMEY , EUMREXLEEY , EHABRFAMWER TEEZBEEMKSHERE, &
AU SRS D ELA SR Z A Active Directory . MMRKRLAF RS MNANR R HIBWSNFRBER
B& , Active Directory <58 K He L Il /= B & 1K 8 K B o

Amazon i E X Z15 K 1

T%%IH T Amazon Managed Microsoft AD B FH BN ENKBERESENEEINFE, EXES
ER , BEZR LER.
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/enforce-password-history#security-considerations
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/minimum-password-age#security-considerations
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KEEB LER
CustomerPS0O-05 50
RIBEEE M

BU A RBENZEBREPHOUTEY , MEFSEAERE , NTRZENLFER,

- REERH

- BEHIEBAL

- REERBKE

- BREZBEERER

- REEBEERER

o {EFAE N 2D
- BRELANEEEMER

BT BUX LR E IR FE. BRAXERBNMEMHBEIENESIFAEFE , BSH
Microsoft TechNet M5 _E# AD DS: Fine-grained password policies, BXIXLERBEH—RELR , &
£ %] Microsoft TechNet M5 £/ Password policys

T P B XE R
BRI N E BRI LT E M , BUERE Active Directory & F AT B E UK (AT B{EMK

« AFHNBRRIBEFRZEHK
o IKPBUERFEERT A
- E-REENEEEEAMNERZR

BRXEFREN—MRELR , 1535 Microsoft TechNet M £ Account lockout policys

LR

KBS LI FER)D , RERBES, BALUGBERIEDES Active Directory £ 4, BARERZ
F—IERBNAR—1MNE2E , FTIENMNAPATUERSANEBERRE. fl, RIR jsmith E HR4A
WA , FERLXBANRR. MREF CustomerPSO-05 (fE &IRFE SR 50) PB4 HR A |,
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https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/enforce-password-history
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/minimum-password-length
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/minimum-password-age
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/maximum-password-age
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/store-passwords-using-reversible-encryption
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://technet.microsoft.com/en-us/library/cc770394(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/hh994572(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/hh994563(v=ws.11).aspx
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CustomerPS0-04 ({LEIRFFE SR 40) D ELAZLEA |, N CustomerPSO-04 EEESWILESR , HE
Active Directory £fFRBEMA T jsmith.

MRIEBFZNREPELAFSHA | Active Directory FHZBBEULT XN E L AV KRS -

1. NREEED EA R RE K,

2. MRREEMAFPNRDEEMRE , ATERAREHNERER , SNAZAFKRINAEREHE
B ER AR ST B R RS

BxHMIFMAEFEER , 5SH Microsoft TechNet M5 £ R AD DS: Fine-grained password policies.

F&
+ 4 Amazon Managed Microsoft AD F F° % Bt B 75 5% #&
o ZRALAEE Amazon Managed Microsoft AD Z5 REBEEY A R

XK Amazon ZLEENE

» How to configure even stronger password policies to help meet your security standards by using

Amazon Directory Service for Amazon Managed Microsoft AD

71 Amazon Managed Microsoft AD F F° 4Bt 2383 SR B

£ Amazon FAZBEMERERRARSARANAPKS I ER U TR KB D ELS A
T2,

NIEWAF 2 EZE K

1. MIEIAZE Amazon Managed Microsoft AD B EMIIEE EC2 K4l , B3 Active Directory B
fi0 ( ADAC ) ,

2. HREF Tree View , AR5 S M E| System\Password Settings Container.

3. NELERBNBAERR., £ Add IREREEY  HHAFRNZLARNNBIKRE, BHXME
Amazon Managed Microsoft AD — RN ERIABHARBNEZFER , FSH Amazon FIENLE
BE,

4. ERWITIRANATZFEEE , BE1TT PowerShell I :

Get-ADUserResultantPasswordPolicy -Identity 'username'
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https://technet.microsoft.com/en-us/library/cc770394(v=ws.10).aspx
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://technet.microsoft.com/en-us/library/dd560651.aspx
https://technet.microsoft.com/en-us/library/dd560651.aspx
https://docs.microsoft.com/en-us/powershell/module/activedirectory/get-aduserresultantpasswordpolicy?view=windowsserver2022-ps
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® Note
BEER net user s , ARNELERABERHERH,

R KRB ESRH Amazon Managed Microsoft AD By 5 NEZIEKEE P HEE —1 , Active Directory
2FEARANTAEKR, EXERATZERERFINEMIFEARFE , FSHE L Microsoft §EXE,

Z ko] LLE 2 Amazon Managed Microsoft AD Zi3REEHI A G

B K RINE Amazon BHAFRBREEREER 224 , BUUNEBRRBRENNREZILAR
#£ Amazon Managed Microsoft AD FRAIZHSERAFIK, . KRN ZENKARN , ZKF BN
BN E B E 5 N E T Z SRR,

ZRE AT UEEZIG R
1. M AZE] Amazon Managed Microsoft AD B F{EMIEE EC2 L4 , B35 Active Directory B
t0 ( ADAC ) o
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RADIUS BR5588 DNS B #55 IP it

&89 RADIUS BRF 884 IR TT RV IP bl =8 & R4 RADIUS BRSSEFMEIDE 2R IP sk, 7]
BAZA P it , BiES SRR (610 192.0.0.0,192.0.0.12 ) ,

® Note
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fY 13 12 B
EHITREN
FEEE (R
SERMERS
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Ui ) o

3 Amazon Managed Microsoft AD A F #3853 18UE 3 B 25 &
( PKINIT )

Amazon Managed Microsoft AD B ZERIAEARIEPYHE , XFEEIERM AD WRZEHITERXR
5, LATERES T ¥ 9& A F Amazon Managed Microsoft AD BY5RBRET :

« altSecuritylIdentities MR EMFHE
« altSecurityIdentities FH&ZAIRIAF
« altSecurityIdentities 2M4AH) SHA1 B &HE

XL M ST S PRIE ARG | SRBRETESRIE Active Directory FE X BRI BMAFXER , NIRET
EPHNEARIFREEFNLZSYE., XEMTHEEFIEPHNRREA RS

AEAESERERIEBHE , ERIFIED S ORI R B HE BB ERREA KT,

EXEZER , 2 Microsoft KB5014754 : Windows 1332488 FETIF PN S HRIFE X

TR

- B TIEBMENME Amazon Managed Microsoft AD B &
« Xt Active Directory 35K BB R

« &% 7T Active Directory R PowerShell

- EREE AD W RWIEH
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BR & AltSecurityldentity J& £

1. RBFPIEBEE , EFUT AltSecurityIdentity BREFGEZ — -
- SHA1 &% : AR LAK SHA1 BHE

ERS SHA1 5% | BRIEFRFE , AFERATHANR

$Username = 'YourUsername'
$cert = certutil -dump "YourCertificate.cer"
$certHash = ($cert | Select-String -Pattern "(shal):*" |
Select-String -Pattern "Cert").ToString().TrimStart('Cert Hash(shal):
').Replace(' ',"'")
Set-ADUser -Identity $Username -Add e@{'altSecurityIdentities'="X509:<SHA1l-
PUKEY>$CertHash"}

- WRENFIS  EREBHPARESHNFIS

EMRFPEENFIE , BEALHEHFARENFIS :

$Username = 'YourUsername'
$IssuerName = 'YourCertificateIssuer'
$SerialNumber = 'YourCertificateSerialNumber'

Set-ADUser -Identity $Username -Add @{'altSecurityIdentities'="X509:<I>
$IssuerName<SR>$SerialNumber"}

- EREBRPRRY . ERLEPNERAERAMARYT R

ERFERAERARR |, BEMAILEPAEREBHARRA

$Username = 'YourUsername'

$SubjectKeyIdentifier = 'YourSubjectKeyIdentifier'

Set-ADUser -Identity $Username -Add @{'altSecurityIdentities'="X509:<SKI>
$SubjectKeyIdentifier"}

2. WIFMRHFRERIINA :

Get-ADUser -Identity $Username -Properties altSecurityIdentities |
Select-0Object -ExpandProperty altSecurityIdentities

3. 1% Active Directory EFI5ERK ( BE RN 15-30 ¥4 ) , ARBNHEH FHRIE,
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R . 3t AltSecurityldentity & 1t i3 47 #t 2 UF P B 5T

AT RELERINEINT R B R MEBMENEAZSNEFIERH AltSecurityIdentity & 3 1TRR
5t :

$CertificateTemplateName = 'User'

$Now = $((Get-Date).ToString($(Get-culture).DateTimeFormat.ShortDatePattern))
$Restrict = "Disposition=20,NotAfter>=$Now,Certificate Template=
$CertificateTemplateName"

$0ut = "SerialNumber,Certificate Hash,User Principal

Name, RequesterName, CommonName,CertificateTemplate, NotBefore, NotAfter"

$Certs = certutil -view -restrict $Restrict -out $0ut csv | ConvertFrom-CSV
$UserShalHashMapping = e{}

ForEach ($Cert in $Certs) {
$UPN = $Cert.'User Principal Name'
$Username, $Domain = $UPN.Split('@')
$CertificateThumbprint = ($Cert.'Certificate Hash').Replace(' ','")
$AdUserObject = Get-ADUser -Identity $Username
If ($AdUserObject -And $AdUserObject.Count -gt 1) {
Write-Output "Unable to map user: $Username, multiple user objects found"
Continue
}
If ($AdUserObject) {
If ($UserShalHashMapping.Keys -Contains $Username) {
$UserShalHashMapping[$Username] += $CertificateThumbprint
} Else {
$UserShalHashMapping[$Username] = @($CertificateThumbprint)

ForEach ($User in $UserShalHashMapping.Keys) {
Write-Output "Mapping altSecurityIdentity for $User"
$UserObject = Get-ADUser -Identity $User | Get-ADObject -Properties
'altSecurityIdentities'
$altSecurityIdentities = $UserObject.altSecurityIdentities
ForEach ($thumbprint in $UserShalHashMapping[$User]) {
$SHA1PUKEY = "X509:<SHA1-PUKEY>$thumbprint"
If ($altSecurityIdentities -Contains $SHA1PUKEY) {
Write-Output "Skipping $thumbprint, already mapped."
Continue
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Write-Output "Adding $thumbprint to $User as altSecurityIdentity"
Set-ADUser -Identity $User -Add @{'altSecurityIdentities'=$SHA1PUKEY}
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- SHRIEEHH BERIAmazonFEE I AD

73 Amazon Managed Microsoft AD i%{& Amazon #\& CA Connector for AD

I&T] LARF Amazon Managed Microsoft AD & Amazon FABUEBM A HLF ( CA ) R , MR Active
Directory i #Z %25, MABHAF. AMTENMEKMEEIES. Amazon FAF CAConnector for
Active Directory AT EFEATEIEER Amazon AF CA BIZBERARZRRABFETEEN®I CA,
MEATEDE. BIHNERE AR AIERS SR,

& ] LA Amazon Directory Service ##41&. Amazon 48 CA Connector for Active Directory 2
HlAHEAA CreateTemplate API RKIRE S B %M Amazon A8 CA £5. Ei&Eid Amazon 3 F
CA Connector for Active Directory #5812 EFAE CA £ , BRI B EESEER BxWAM
Amazon Directory Service B Hl B RELLER , BZHRAUT IR,

% E Amazon FAF CA Connector for AD

7 Active Directory B2 Private CA iE#88

1. &%E| Amazon Web Services EE12%|A , RFEI LT MikFTFF Amazon Directory Service 2
#A& : https://console.amazonaws.cn/directoryservicev2/,

2. EBEXNEL , ERENBF D,

3. ERAEFEERIFHM Amazon BARFMERFZE ST |, % Amazon 28 CA Connector for
AD,

4. 1E7 Active Directory 83 Private CA iEBTUE L , 5EA I Active Directory Connector 2
Private CA B3R,

BXEZEER , 551 Creating a connector,
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#&ZE Amazon A8 CA Connector for AD

& F Private CA EESEMNEMER

1. B FZE| Amazon Web Services BB &I A , ARG8T LA T Mut3TFF Amazon Directory Service
#|A& : https://console.amazonaws.cn/directoryservicev2/,

2. EBXNEL , ERENBFID,

3. ENAREFEEEIM M Amazon NABFERSEHD T , EFEH Private CA EIZIF KB
Private CA, ZRUTFE :

a. Amazon FAF CA Connector ID — Amazon #A5 CA Connector M —FRiRRF, R UEFRE
gH“E,%\ﬁﬁo

b. Amazon A5 CAEHE - BXx CANT P HRBMNER, ERUEFFMAEETTH.
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c I2RERY : —XREXRK
o KM BIRREHRK

BRABRASHEAGE , BHENECEREE LEFRELMIN,
d. DCIiFEZARE : Hir4ISBFRRAKE :

- BR EBEMERH

- EH B EMEER
e. BIEBH : Amazon #AF CA Connector FJ &2 A [E] .

BEXEZEELR |, {55 View connector detailso
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3. EFE—ANEEEIOERMAEZEFERIERHN Amazon AF CA TBEHERE:SR,
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1. #E#E| Amazon Managed Microsoft AD B KBl , REMNFTFHRXEPITH RS HEESR.
2. BEIET , EREAXKERE,

3. EMFET , REEHFEHALRET (OU) (Hlan , RERE 42 Amazon Managed
Microsoft AD BRI RBHTIRME |, N FHALETH corp ) , REABETEN F15 OU,
ERENEPAE GPO , HHHE&ERIL , RAEEBEMPEA PCA GPO, “EHE,

4. FEIEMN GPO RUINELWFHEBEHE. ARFEDT PCA GPO FikEHE. WRITFHXEEE
RERHEXR—Mx , FEdN2RERE  FERBENNE, ARBREERIESFREOFITT.
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EXNRERT | BBIEBRSEFW - IEBEMRE,
FUEBRSEF G - EHIMRBEE O+ , FEEEERERXNEA.
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10. ERWIE. WIEKIHE | EBHRM,

11, BRENERRSE SR - IEHEMRENFEFEPHOUBRNIEERZTLNEIEE , UBFREES
NERINEM K BE

12. 1%£3$% Active Directory JEM KB , AGIEZRMIER,

13. EEIAXEES |, EERUMRET LDAP ¥ HHKIE,

14, EIEPRSEFH - IEREMRBEOF , ERENA , AREEEE, ABFXAED.
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16. FREEREIERNEH.
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N EMBRA P E M ERA

MBRFFE IAM B2 EZE , EEUN LSRR,
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1% E Amazon Web Services BIEIZ4| A ZFELFEEKE

RIMERT , BPERIIEF Amazon Web Services BIEIZRFH A Z2FUNEHE 28 , B 1 /DatatE A
FRESE, Bkl , APXTIBREBZRTIEFAT —NMN PMEE , REBOEH. ATUERN
TEENEN N EENERKEERNRE 12 D,

1% Amazon Web Services BB 4| A X FZALEKE

1. 1& Amazon Directory Service 24l A SME®KH | EFHF,
2. EEFRNHEL , EBRENE R ID,
3. ERGFFAGEREL , RITUTHREZ—

- MRZSXFEFHTERSME , RRENHREBZRLENKNXE , AGERNAEFE
BizBl~, AXESZEERE , 75 EXS5HMXE,

s MERBXEHEFH TREREMXE , EENAEFEERIF,
4. 7T Amazon MRARFMARS #o T , %&£ Amazon BEEFH A,
5. EEEX Amazon BRI HRIXNFES | EFHE,

6. 7E Assign users and groups to IAM roles TTH P #Y Set login session length T75 , &&=
B , AFIEE Save,

3 Amazon Managed Microsoft AD #1277 URL

18 URL  Amazon BB FFMARE ( &1 Amazon WorkDocs ) ARiFRI 5B FABKNEZRE, 7
DB HITUAT SR N B FLIZ1HE URL,
EEEM

« It URL B2 R/ME—,
- EASXEE RN, RENEXFHEETF URL.
« —BHBEFROENAREFTR URL , MEEZERE. SIZUFR URL 2f5 , EtbABTEERATE.

WRMBRE F , WGE URL B 2MIBR , BEJE AT AR EABIK - PR EERA
I 15 URL

1. % Amazon Directory Service 24| & S EEH , EEE .
2. HEEFTEL, ERENEFEID,
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3. ERFHRAGENEL , ITUTREZ—:

- MRZXFEFTERSNXE , EREXE , AREBRNARFERLETF, BXELZER,
B XS EMXIE,
- MRZXFEFTAEREAXE , EENAEFEBEETF,
4. 1£ Application access URL (RIFAREF14E URL) #o/ , MR ARE B FXROBEHE URL , N&E

N Create (812) 4. WA BR5E , AFIEEF Create (R1E), WRIRE Entity Already Exists
BiR, WEEBRANBEDE. RS —MAEHESNHIRE,

WA URL B <alias>.awsapps.com R E R, BIABERT , bt URL &F&E5|&E
WorkDocs & F T H

A Amazon Managed Microsoft AD & A 2 & &

Amazon Directory Service FENAFMNEMA B RWITEYLIER WorkDocs , M E £ AHE
iF,

BEREREFRZH , ERENTHMSER , UEFERAF Web R RBAIUZZFEQIRR, AP AR
EIEWH Web RIRFREKREAERLER,

(® Note

RBEEEMAZE Amazon Directory Service B FHWITEN LF I FEQIEF, RMABFH
WITEN LT EFERAERER,

WRIER B FE AD Connector B , B AD Connector [RE K & ENRERMBMBREBRSEIEASR
MEM  MXTFTENLZES M6, BEHREIN

1. WA ABERE  REFRREMAEGUTNRNEFAFNAF B MRS : 7[1E AD Connector
RS ERMBMEBRRSERABHEYS. XEFIENATEALERER , THRSHITEM,
FREE® AD Connector BRSS K F 1R

2. WA LAE RN PR BA Ao iF AD Connector BRI E B & EAMBMBRIRSZRABHREY |, &7
LAEREANKF (ZIKFEREHR AD Connector ARSI P I PR ) MINA BB T ENEITUT
PowerShell T . A TapSfFE AD Connector IR FREB X N E B BRIMAMBBRRSZEIEAR
ME
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$AccountName = 'ConnectorAccountName'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$RootDse = Get-ADRootDSE

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -

Properties 'schemaIDGUID').schemaIDGUID

# Getting AD Connector service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AclPath = $AccountProperties.DistinguishedName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier’
$AccountProperties.SID.Value

# Getting ACL settings for AD Connector service account.

$0bjectAcl = Get-ACL -Path "AD:\$AclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGUID, 'None'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0bjectAcl -Path "AD:\$AclPath"

EEH WorkDocs BRASREZERAE &R

1. 1€ Amazon Directory Service 24| A SMBEK B |, E®FH .

2. EEZTEL , EBLEHBEFID,

3. 1f Directory details (B Fi*4ELE) WHE L , %#F Application management (B ATEFEIE) £
+o

4. 7£ Application access URL (R FAREF1AE URL) Z5o A |, %&#F S A SAEHN WorkDocs 8 A& /&
Fo

MREXEEIEARE , WURFEELCEEFR URL , AT RIERIIET. AXIACIE
5E URL WEZEER |, H5F Amazon Managed Microsoft AD 812158 URL,

5, HAKBFRERERERNEESD 6 EEEH. EREZENEREM.

6. WMREBLUFFZLEH I WorkDocs ZHE R B X, BiERER  ARENNEZEAE B ZNIE
B BRERER
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« |E &1 Chrome K% & &K
- Firefox B8 R & F

IE # Chrome BV = B

EfF Microsoft B Internet Explorer ( IE ) 1 Google #J Chrome FIM B IR S S B K , MANEFR
PRIt EY EHRITUTES

 J$i5E URL ( 20 https://<alias>.awsapps.com ) RMESEA TR S EFZNAFHIERIIRSD,
- BREZMIZA (JavaScript).

- RTBAFEF,

- ERERSHRIE,

BHRENAFPFHRMITXEES , b AEAEH KR E FEBUX LR
£

« Windows F# QB FWFhEH

« OSX FR O EFZFNFHENR

o« BOBRFZMNARIKIRE

Windows E# & XKW FHEH

E7 Windows ITEHl L FHEAERER , BEFFRITENLHITUATESR, Eh—LiREARE
EWRE

£ Windows L Internet Explorer #1 Chrome Fz18 A R &%

1. ETH Internet Properties XIiF4E , Bk Start X8 |, FEREFEA Internet Options,
G 1%E$E Internet Options,

2. BEHTUTIREVGR URL AMBERTERBZNEFHMRIIRSF

a. 7t Internet Properties X} iE4E 1% Security I+,
b. %% Local intranet , AR/F%$#® Sites,
c. 7E Local intranet X}iEHEA |, i%#F Advanced.

d. FiFE URL AINBIMIEFIR , R/FiE#E Close,
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e. 1E Local intranet J1iFHEAH , % OKo
3. ERAEIMAX  BWITUTISER

a. 1£ Internet Properties X1 iE4EHY Security LI FH |, %% Custom level,

b. £ Security Settings - Local Intranet Zone X} E4EF , [ TRz 2 Scripting , A/FTE Active
scripting %% Enable,

c. 1E Security Settings - Local Intranet Zone XiEHEF , £ OK,
4. EZRABZERX, BHRITUTTIR .

a. 1f Internet Properties X1 iE4EHY Security LI FH |, %% Custom level,

b. 7E Security Settings - Local Intranet Zone XiEHEH , [@ TRz User Authentication 3 7£
Logon Ti%&## Automatic logon only in Intranet zone,

c. 1E Security Settings - Local Intranet Zone XiEHEH , £ OK,
d. 7E Security Settings - Local Intranet Zone XiEHEH , £ OK,
5. ERRAERFHRIE , BRITUTEIR :

a. £ Internet Properties X1 i54E i%£#F Advanced £+,
b. [ TRzIE Security , ARFi%E Enable Integrated Windows Authentication.
c. £ Internet Properties 31 iEHEA , %% OKo

6. XHAAEMITIAHER/ILIXLEERERK,

OS X LEQEFMNFIIERM

E# OSX £ Chrome FHERAERER , BEFMRITENLHTUTER, FETENLNE
EANRTRETEAXES R,

£ OS X £H Chrome Fahg A m &%

1. BEETUTHSEHR URL FME| AuthServerAllowlist 5B :

defaults write com.google.Chrome AuthServerAllowlist "https://<alias>.awsapps.com"

2. TFF System Preferences , ¥:%| Profiles E#k , A/EMIER Chrome Kerberos Configuration
BLE X

3. E#HE3N Chrome , ARIFTE Chrome HITF chrome://policy LAFAIAFIIR B B K HE,
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BREFNARKIRE

HERRAUXEARBREAENABNEFRITEN LHTEILERER,

®

Note

MREHHHITEN LA Chrome FKEEEE Chrome Web 5% 25 , M ABUF 5 1R URL 7NN
Z| AuthServerAllowlist Z B, HX<1RE Chrome KN EZEL | i§% 2 Policy Settings in

Chrome,

A KIEIRE RN Internet Explorer 71 Chrome B # M & &

1. BERTUATIROUZFNVARBENR :

a.
b.

C.

HHEARREETE  SHREEMIEHIER Group Policy Objects.
EEFEG | &R Action , RFI%EE New,

TEFTE GPO WiFEHR , NARBINRBA —NMEREZH (W0 IAM Identity Center
Policy ) , /R Starter GPO R&H (k) . L THHE,

2. BEMITUTSERFGHE URL AMBIERATRERBERNETHIERIIRS !

a.

EAXRHREEBETEHR  SMIENE , EEHRBEXNR , F7TFF IAM Identity Center SKEEHY £
TX (ARETG ) XE , RAREEREE.

ERBEHH |, SMEF User Configuration > Preferences > Windows Settings.
£ Windows Settings $IF&RH , ITH Registry B L TX (GBF o) X & Hi%EFE New registry

item,

£ New Registry Properties SHiEEH , MALTIRE , AFEE OK :
BE

Update
Hive
HKEY_CURRENT_USER
BRAR

Software\Microsoft\Windows\CurrentVersion\Internet Settings
\ZoneMap\Domains\awsapps.com\<alias>
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<alias> WEREBME URL, fNR1HE URL 2 https://
examplecorp.awsapps.com, N5IH R examplecorp , FMERIZ Software
\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
\Domains\awsapps.com\examplecorp,

Value name

https
(ZES:]

REG_DWORD

Value data

1
3. ESAEIHA , BHITUTEER .
a. THHXRBEEBEIER K SMIENE , EFHREXNR , FTFF IAM Identity Center KEEH £
TX (68T ) X8, ARERESE.

b. EFREEHH , SMHE Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone,

c. 1 Intranet Zone HI&X A , FTFF Allow active scripting B9 E TX (Fig# &) K& |, % Edit,
d. 7 Allow active scripting SiEFHEF , AU TRE , AFEE OK :

% Enabled #i%i%4.,
 7£ Options T , ¥ Allow active scripting i &9 Enable,
4. EEHEDESF, BRITUTIR .
a. TAXMEEIEd  SHIEMIE , i “Group Policy Objects” , T SSO FrEH E T XX
(BRED) X8 , AFEE Edit,

b. FEXREEHH , SHZE Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone,

c. £ Intranet Zone BI&XAF , TF Logon options B E T (A% T) & | %8 Edit,
d. 7E Logon options X iFHEAF , AL TIRE , AEEE OK :
« %3% Enabled #i%1%4,
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5

6
7

« 7£ Options T , ¥ Logon options % &} Automatic logon only in Intranet zone,

ERRERS ORI , BRITATER .

a.

EARBEETES , SMBEHE , ERARBEXNR , 1777 IAM Identity Center RE&HY £
TX (ARED ) XE , REIERERE,

ERBEHH , SMEF User Configuration > Preferences > Windows Settings.
£ Windows Settings $IF&H , ITH Registry B L TX (GB % o) X & Hi%EFE New registry

item,

£ New Registry Properties SHiEEH , MALTIRE , AFEE OK :
BE

Update
Hive
HKEY_CURRENT_USER
22

Software\Microsoft\Windows\CurrentVersion\Internet Settings

Value name

EnableNegotiate

(EEid]

REG_DWORD

Value data

1

R Group Policy Management Editor B A{A3TFF , <HAZE O,

a.

b.

B AT AT SRR R S 0 Bl 4n BV

EARBEEMF , TIFENEHN LT (FRET) X8 , RFEFE Link an Existing GPO,
AR RTIERS | %42 IAM Identity Center ZREE |, R ERHE,

REFRRXEFFHENT - ARBEFR 2F , ARE T RAFBREN
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Firefox BV 8 R & Kk

E# Mozilla K Firefox R/ AUZIGRE /BT , EFUHE URL (i
https://<alias>.awsapps.com ) FMEEA TEREFNIXFHIEQ]FIRP ., XAUFIHHNIT , 2T
DAERBA B 3h 31T,

&

- BOBRENFHEH

- BOBRENEIER

BREFNFIHERM
B Firefox FEE URL FaRMEILFHIERFIRFT , FEFFRITENLRITUT SR,
 Firefox FRR15 R URL FEARINEIZ & #t vh R5IR

1. 3T Firefox , RE$TF about:config WHo,

2. 3 ¥ network.negotiate-auth.trusted-uris Bt , REHE URL FINEIER5IR
B, ERES () 2mE1N%E.

B RERHNEHER

FERNEERR , AJERMAEMSE EWAEITEN LR TR URL A I0E) Firefox
network.negotiate-auth.trusted-uris AP E&ET, BXEZEE , BTHE https://
support.mozilla.org/en-US/questions/939037,

[@] Microsoft AD Amazon £ ERAFMELAERFHEA IAM A&15(H]
Amazon %R B X BR

Amazon Directory Service 7t ¥F#REY Microsoft AD Amazon ¥ & B F ME A 5 R Amazon REMEIR |
Blanip RN S EC2 8. 5ERF IAM AFEEB ZANR ( PR ) XUE T SO KR
(1AM ERE ) , AT HEBEZRFHNAFEBHR EttAmazon® IR ( 430 Amazon ) , EC2 EBAMAIX
ERAFMBEADE IAM BEHEKE, BXEZER , 520 (AM AFERE) P0 IAM A8,

A< 1A &) B P R 1 18] A BR B9 45 BLAmazon Web Services BIE2 4] A |, iS5 F A Amazon
Managed Microsoft AD ZilE j§ Fi Amazon Web Services B2 %] & 177 R R
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e

- B IAM A6

- REIE IAM ABHETXR
- @MAE IAM BESERAFRA
- EEESETHAGHASRTA
- MIAM BEFBRAFSRE

« FAmazontE E B S Amazon Directory Service

BIER IAM B

MRIEEE6ER THH IAM £ Amazon Directory Service , N AFEH IAM 25| A BB ZA R,
HEBRABE , BUOMEZAGEBIMEEXR , ABTEEEAmazon Directory ServiceiZ#l & HF E R ZA
B, BXEZER , BSH HEINE IAM ABHNEEXR,

(® Note

PATHAESH A LAERHRITUT IAM BE. BXEZER , E5H ET S HVEE (1AM
HHE ) o

: PassRole
: GetRole

: CreateRole

i 1 O

: PutRolePolicy

E7Z IAM ZHEFLERT AR

1. & IAM EZHENSMERT  EFAC. BXEZEER , #Z5H (AM AFERE) #1812 IAM
A ( Amazon Web Services EEIZHIA ) -

2. ERBEAG,

3. 1£ Choose the service that will use this role GEZEFEA L ARKNARS) TH , 1% Directory
Service , AFIEE Next (T —2).

4. RPENATEFAFKNKE (520 Amazon EC2 FullAccess ) BN EEIE , RFEERE “T—
;7
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5. MEXE , NHFEERMEZAE , REIERE Next (T—F).
6. 121 Role name (A ®%E ) % Description (i), R/F1E#R Create role (BIEAE),

B2 A LS A Amazon Web Services BIE124]& 1518

LUTELEREMT RS IAM ARFXMTERHNES A , ZASFAFIFENAmazonEE Microsoft
AD AP ipRL 5i# EC212 5| A

1. FHALERSRER IAM Z2HE582—-1MNAR, HRARREMABKR |, Hit# Amazon EC2
FullAccess,.

2. R REINE IAMAEBHNEEXRE PHTREREENNCZNAE K RAEEMENGEXRER
AINEIREE XK, EFFEET—SFEABRNBEEILEIAL , Amazon Web Services BB
#H A XTI ITIH S TR,

3. & £/ Amazon Managed Microsoft AD EilF j§ Fi Amazon Web Services B2 %] & 77 AR
LR/ | BB Amazon Web Services B4 & B EH 15 R PR,

4. BEHHNEIE AM A2 EAFRASREERT LR EC2 HRWA S AMEFAGH,

WEIMAE IAM BBHNEEXR

B LURIA IAM A & 5 B4 B K Amazon Directory Service AP MBH, ER , EMIEIX—x1 , A
WG 2 #3115 < RAmazon Directory Service, £ Amazon Directory Service I EE0|EAE
FEIEH IAM A€ , 2B RELEERR.

® Note
18 LE RN T 2H Amazon Directory Service 812K IAM A& E T IHEERR.

RIE IAM AEEIEEXR Amazon Directory Service

1. f#H https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,
2. EIAMEZEHAENSMERTNILTRNEEET , EEAE,

ZEHAE2EREKFNEE,
3. ERLESUNALHNEN , AREAGTHEPEREFEEXRRATF,
4. ERRBEERE.
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5. HERBEIERET , MEUTRR , ARERERRE.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "v,
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"

3,

"Action": "sts:AssumeRole"

}
]
}

IR T LAEFH Amazon CLI EFTLLREE X R, BXEZEER |, i5ZR (Amazon CLI Command
Reference) #H update-trust,

EIME 1AM A5 B A A

BRI LURIA IAM A5 B4 AmazoniEE R Microsoft AD AP REH, Hitt , BRECSTERUT S

o
TR

« Bl AmazonfEE %% AD,
- BRI IAM AP BIE IAM 4,

. BB —NEZEEEXRRZNAEAmMazon Directory Service, M FIAW IAM At | BEBEREDNES
AENEEXR.

/A Important

TXEBFZHNREFHA DA AmMazoniEE Microsoft AD A #1TiHE. REMWKRAMELESA
WRNE , ERFARETHE,

NAFRFESBEAEAE R 1.0 179


https://docs.amazonaws.cn/cli/latest/reference/ds/update-trust.html
https://docs.amazonaws.cn//directoryservice/latest/admin-guide/ms_ad_getting_started.html#ms_ad_getting_started_create_directory
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_groups_create.html
https://docs.amazonaws.cn//directoryservice/latest/admin-guide/create_role.html
https://docs.amazonaws.cn//directoryservice/latest/admin-guide/edit_trust.html
https://docs.amazonaws.cn//directoryservice/latest/admin-guide/edit_trust.html

Amazon Directory Service EEEmR

fFAmazonFEE R Microsoft AD FIFSREA S ELINAE IAM AR

1.

#£ Amazon Directory Service % & S B /Y Active Directory T , I£#F B %,

2. HEEEWEL , EELEHBEFID,
3. ERFHEMAGENELE , ITUTREZ—
a. NMRZBXEEHTAREREMAXE , FENARFEEETFR,
b. MREXFEFTERSZNMXE , ERENTIENXE , ARERENAEFEELET . &
XEZEER , F2H EXE5HAMXE,

4. [ETR3E Amazon Web Services EEBIZHI B9 , REERBRENE M.

5. EEREFBFRNRTS T , EREQHSEAFNIE IAM AEH IAM A&,

6. 7 Selected role (FTit A €) TTEHAY Manage users and groups for this role (BEE Lt B &8 AP M
) T, %&#F Add (R0).

7. ERAFPNASEACBRENIER Active Directory T |, %3 Amazon Managed Microsoft AD
AO(BEAR ) AR ( ZEEM ) , BBEFEHE Amazon Web Services EEEF & KK P PT
ERM, BXUMEEZEEMNESZELR |, FSREIE | £ Amazon Microsoft AD S BFEE
Active Directory 18 2 [El 8| EEX Ro

8. 1£ Specify which users or groups to add (lEEERMNVAFHA) T , 1&#F Find by user (IR F
EiX) 5 Find by group (IREER) , REBARFPREANEN. EUREREINIIRSD  EREE
IR A P 4A,

9. EFRRMUTKEACSERFMEANITHE,

BEEESETACHAFRNA

EEEDESA IAM £ AmazonIEE Microsoft AD FIFMBAE | FHITUTH R,

TR

« BlZEAmazonEEHE AD,
- B IAM AP IAM 4,
. BB —NEZEHEEXRRZNAEAmMazon Directory Service, I TFIAW IAM A6 | BEEREDNS

ABNEEXR.

- BIAE IAM B 0B A5 RNE
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BEDESA IAM &R AmazonIEE Microsoft AD Fi P FEEH

1.
2.
3.

#£ Amazon Directory Service % & S B /Y Active Directory T , I£#F B %,
FERTHEL , EREHEFID,
EHREFAGENEL , FITUTREZ—

a. NMRZXEEHTERZNXE , EREEFIENXE , AGERENARFERLETF., &
XEZEER , F2H EXE5HAMXE,

b. MRSXFEH TAREREMXE , EENARFEEET F,

[ &3 El Amazon Web Services EE#EH A 0. REANNEEA. MRFTRE |, FiEFR

EMBRH. BXEZEE |, 55 #£H Amazon Managed Microsoft AD ZiE /8 i Amazon Web

Services EEEH & H B R.

@ Note
MREZER  SBNEFRINEABHLASAF . Amazon Web Services B2 # A

EEREFHEHRNRTLT , EREEEN IAM @SR, &, BULUEERE IAMFE
BXREE , B IAM Z£H8HEF IAM KB,

HFfiAeNENEELAGNAFNARNL T , BAUESE IAM A2 EHNAF A,

MIAM AR BERAF A

EM IAM BeFBERAmazoniEE K Microsoft AD AP REEA |, HHITU TSR,

MIAM BEhBRAFRA

1.
2.
3.

f£ Amazon Directory Service #2#| A SMBEEF |, EEB %,
EEERREL , ERENEFID,
EREFMAEFEEREL , RITUATHREZ— :

a. MRASXHEFHTERSNXE , EREMRIENXE , AREENARFERRETF. &
*XEZER  FEH EXESEMXE,

b. MREZXEFEHTREREMXE , EENARFEE RN F,
£ Amazon Web Services BIERHI A IO T , BENFBRAFPMEAN IAM B,
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5. 7 Selected role (Fri% &) TWEHK Manage users and groups for this role (B2 itk & &8 -
H) T , ERENZACDRIBRMNAFRA , RF%EE Remove (MIBR). FMIEEMN A FA Sl
BRiZzAR K EFaNEHKFFHRRZAE,

® Note
MREMBRAE , FSRAMERA © K PIEE .

FfAmazonit B K& S Amazon Directory Service

Amazon Directory ServicefR it LA FAmazonft & K8 , LB/ A - M EFLH BEH 17 B Amazon iR 55 F &
SR, #lanisE Amazon EC2 #8#l1& ., BAMEFE Amazon Web Services BB #IA , RAEFEE
BiX LKL,

o RRFENR

- BRALHNE

« Amazon Directory Service5E £ 1/ 8] X fR

+ Amazon Directory Service R 21 [A] /X fR
+ AmazonZ £ i (A B 3% Service #iE

+ AmazonDirectory Service ¥#E R =R
+ Amazon Cloud Directory 584 i} |7 #X fR
» Amazon Cloud Directory R i [@] X R
« Amazon EC2 E£ 5 [E X R

« Amazon R EC2 /IR

+ Amazon VPC 5t £ iR #XBR

+ Amazon VPC Hiij @ X R

« Amazon RDS FE£ i/ 8 X R

+ Amazon RDS R i E X PR

+ Amazon DynamoDB &4 i} R #X BR

« Amazon DynamoDB R i [a] X R

« Amazon S3 £ i B R

« Amazon S3 RiEiH RN R
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1. 1 Amazon VPC #ZHIAMNEHER S , EFERFEAE VPC WEHAR.
R BIETFHRERRERH  ARERIMEH,
£ Destination (B#5) 5% , i A B Z#E%& VPC iy CIDR #,

£ Target (B#7) 5% , RALBZHE B ZEAEKS FRIENOXNFEEN VPC NEEE ID (H
i pcx-123456789abcde00l )

5. EERERFER.

R
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#F Active Directory tHXFim DR MBI B REAERRLANHWENN R VPCs, BEXEZER |, BS
¥ VPC By Z 24 M Amazon Managed Microsoft AD 5E R4

ERUTEENE ZREEKS PHABERHAETHR,

(® Note

B XHZRAmazonitE Microsoft AD Y —INX1FIhee, MREFEHAMNEZXEE S , N AM
PHAIEBNXERNAUTERE, EXEZER , F2H £REXEEE,

MEFRHEBEKRFHEZENE R

1. FREZRFEEKFPHEE G Amazon Web Services BB &| A EREFH T FFAmazon
Directory ServiceiZ#|& , Mt https://console.aws.amazon.com/directoryservicev2/,

2. HESMEBE®RD  EEBB R
3. EREHZMAmazonIEE Microsoft AD B xZH B % ID,
4. ERFHFAEETEL , RITUTREZ—

c IRSEXHEFTERSMNXE , RREAZERHXE , REERT BRMAZRIF. BXRE
ZEE R EXESEMXE,

- MRZXFEFTREREAXE , EFT BAHAZEDTF,

5. %t Shared directories (XXZ B 3F) 35 # , &% Actions (IR1F) , RF1E#E Create new shared
directory (BIZEFHHE B %),

6. 7 “iE#HFAmazon Web Services KFESZHENNR" TEH L , REENLZSFERERUATHE
FEZ—:

a. B#LAmazon Web Services lIKFAZBHZ I B F — FRALLED , BTUMNERA
£ Amazon Web Services IKF AEBAIE ARSI RHAEREE 2 L= B FAmazoniy
Ao Amazon Web Services ik F £ £ = B 5k Amazon Directory Service 2 &1 , 43 AW E A
AR, BXEZER , FSHNAEARERTEHM,
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® Note
EFALED , fFNEALXTNERATAENRE , BRSNEHLNERK, P,

_n_

i. Amazon Web Services Ik P EEBALF | #£IFEE 2 Amazon Web Services ik HE
B , ABEE R,

i. EFEMFHAEE , AFIERE Share (XE),

iii. SERITARIERPHIER 4. HTFFIHEAmazon Web Services Ik AERER —MNALR
o, AtEEBEERITEER 3,

b. BEHfMAHZ LB Amazon Web Services Ik FP-fE A Lb &I |, &AL 5AmazonA R A EPER
AWK HEZIZE R, HENWEFZFFAEE MmazonELWK G , MIEESHMAREZR
s 7] LA A 1tk 3% I Amazon Web Services T

i. 7 Amazon Web Services IKID # , % AP Z5Amazon Web Services K7 IDs Z
HEBFW , RFET B

i. EREIBP, BAEREAHM Amazon Web Services K~ HIVEE G HEE,

i. BEEEMFHAEER , AF%EEF Share (X F),

iv. SREMITISER 3

PR3 EIHEEHFEE (L)

i

AX

B3 ESHSHFEE (AlE)

MBLE E—ShikBEEHM Amazon Web Services Ik £EWHBF (BFH%E ) &, N FL{EFHJH:
SEERAZTERIER. MREIER T 54HEHAmazon Web Services K NEF L F It B FikI
ISt SR HBRERITSR 4,

BESHEEHFREB

1. FEABFEBREKF PHEERAmazon Web Services BIR2 4| 8 EREBEFZHITFFAmazon
Directory Servicei®2#l& , M4t https://console.aws.amazon.com/directoryservicev2/,

2. HESMBEHRS , %8 Directories shared with me (SR EZM B ).
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3.

o

T
_I.F

TR

£ Shared directory ID (= B % ID) 5I# , %1% Pending acceptance (X)) REATHE X
IDo

£ Shared directory details (REZE B FFMAEE) THH , £ Review ().

£ Pending shared directory invitation (B HEZ B F&E) MNiFES , EFFR. BRHEEE
FAEEUREXENNELS., WRERE , HkE Accept (%) U HBERAZE R,

&

4 : MR’ Windows fRZ-88 EC2 SE45I 70 4% 0 A Fig

S 4 MAAF Windows fRS588 EC2 £ 4% i A Blig A

&y
FE
=

1.

o & b

LAGE A LA TS A b 75 5K o VAR (] — R SR isUFF EC23RBITT48 I A 55
1 : £H Amazon EC2 2] & M X1H & A
FEAEKS PEAXESR,

& %Amazon Web Services B2 & H$TFF Amazon EC2 #2%I|& , Wik https://
console.aws.amazon.com/ec2/,

ESMmEd | EE 5 A B FAmazon Web Services XiZi#HE/H B Fo
FEC2 B HERN B3N EHIZ S , BB HEH,
ERHRHIRHENBHIIREEST , MALERT Windows EC2 SEHIEY & o

(A )RR RMEMRE BUMN— MRS MREREX |, AL, RERSUEFI EC2 KR
T E AR

ENAREFNREREMEGE ( Amazon HZRE ) EB0 , EIREATEKR P ERE Windows, &1
BAMAmazon #HEEMRE ( AMI ) THHIFR P E R Windows Amazon HLEFRE ( AMI )

HERBIREE D , NEBIRBE TSR FEREFEHVKGIRE,
HEEAN (B3R ) &2 , EALLER IR BZAXN , INIEBRHEAXN PHITER,

a. EQEFNBAN , BEEMEFRBRHAX,
b. WABAXNNEN , RENBAX KRB MR AR IERE — MR

c. ZELAE OpenSSH —EFEANKKARFALE |, B1EE pem. BELAE PUTTY —EFRANE
NRERS , B ppko

d. EEBIEZEHAN,
e. BHNRBLEITHRERAXXM. FLEBANHREFEREMNE.

e .

HEREIBEER AD Amazon £& B % WA 1.0 199


https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/

Amazon Directory Service EEEmR

/A Important
XRERELEBANHNE -T2,

9. ERFXPHIRNEMNMERERS T , EREE. N VPC - LFTHIIKRPEZFCEEFH VPC,

10. NFRTHFIRFERE VPC RREF—PRE TN, GRENFHLIFMENBRESRKETE
BRMIMR, BRI EIEEEEDISLH,
BXRMMEEIEBRMMIRNESZELR , 52 W (Amazon VPC BIFERE) VM BB M MK
EEIERN,

1M1. EAFTELEIPT , EEEA.

BEXPNENAE IPHUNESEE , FSRHILDH EC2 A EmF AL L% EC2 KAl IP i,

12. FPHRE (R4 ) RE , BAUEARNRERRITERUARENER,
13. ¥TEREFMIRE , B AEAMARETHETERUFRZEHFER.

14. RBESRFAEEED , NEFMA B R TAIRAPEEENF,

@ Note
EEREMABRRE , EURSED :

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 BHBSIRFHEEZT/HEMNIAE SSM X , MBI tEIR, BT
LUT#gEZ—

- MREZBREY SSM XEF ERMRFSTH , BARXAFRERT) EC2 K6, ©
AR E R,

o JRFELAMBRIIA SSM AL R LMIBR SSM X, XF AT LIRS EREMN
SSM X #4, SSM MA%FESEB S EC2 LHIat BB 8,

15. ¥ F IAM EHIERESXH , BRILUERIEH IAM =68 E XA SR I ZHH IAM E6IEE X, M
IAM SE5IEe B 34 T $1 51 & % 82 — 4 SSMDirectoryServiceAccess i Ama zon SSMManaged
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InstanceCore # Amazon Amazon £ E KKK IAM EHIEE X 4. EQERFHH IAM B & X4
ERFCIEFM IAM BB SHF8E1E | RERITUTIRE :

1. BERREAG,

2. TEEZEENEHRT |, EFE Amazon RS,
3. 7 Use case ( EAZEHAI ) T , %&#& EC2,
4

CTE NIRRT THERBESIERS | % Amazon SSMManaged InstanceCore # Ama zon
SSMDirectory ServiceAccess BUR, FEEBREEFREA SSM UUFiEIR, EET—F,

(® Note

Amazon SSMDirectory ServiceAccess 1= ALIF 251N A B EE M ES) B R IR
Amazon Directory Service, Amazon SSMManaged InstanceCore 12 F i%Amazon
Systems ManagerfRFSAT BN RENRE. BEXEZEAXENRNACHNESZEER
DRER DB IAM B ENHEHMNEREKEENER , HSHE (Amazon Systems
Manager A $ER) H#Y N Systems Manager £ IAM L4 fi & X4

EEW, EEVUEREL , WALREN. ERERLAGBHMINEISE EC26,
(AR ) B AR TR P RE IAM KEIEE SRR,
ERGEAR,

BB B HRAITE , 5% IAM SO E XS0 RIFER. L0 IAM ZHIREH4NE R
£ IAM RAREXH RIS, BEFOREXSF , EREBRBRIAE

16. EHEF M,

© N o o

3% 2 : £ Amazon Systems Manager 32| & M=t i3 0 A

EEXERAERKSTEAXLESR, EXREESE  SFEAXEXAEERSN-LER  fIME X
ID. BX&FH DNS IP ik,

FREM

« i%EAmazon Systems Manager,
- FX Systems Manager WEZ{EE. , 2 Amazon Systems Manager I EMRE.

- BHE I AAmazonIEE R Microsoft Active Directory 13932 I A il — N2 E T D iz
SSMManagedInstanceCore M1l & #:SSMDirectoryServiceAccessIit B KB IAM & &,
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« BXTLLA Systems Manager it X FEEMNEMRBEWESZEER |, BESH (Amazon
Systems Manager FIFF$88) HH 7 Systems Manager 812 IAM SEHIEE X4, BXRIEERE
MWEZER , BFZ5H (AM AFER) F8 Amazon FEEFEE,

Ax{FEH Systems Manager ¥ EC2 3£ A Amazon3t& Microsoft Active Directory B EZE S |
B2 #Amazon Systems Manager#l{a £ A EE£121TH EC2 Windows 40 A E#YAmazon B AR
EH? .

1. #TFFAmazon Systems ManagerZ#l& , Bt https://console.amazonaws.cn/systems-
manager/o
2. ESMBEKRNTREERT , EFETHT.

3. i&#¥ Runcommand ( E{THH ) o

4, HEETHSAMEL , #3%K AWS-JoinDirectoryServiceDomain, ¥EZREERERPAT
£ AWS-JoinDirectoryServiceDomain &I,

5. [T &3 E Command parameters (i TS 8) 0. BUTERUTSE -

® Note

IR [ElAmazon Directory Service#Z#l& |, EF ‘ERHAENE X", RARERENE X , A
AIHKFER ID, BRAEMH DNS IP ik, B ID JAEHREZEHFRNIFHAFEEID T
B, BULEMEEBRFMAEEE THE B FEZHH DNS IP it W{E.

-« ¥FEZFID, #i A Amazon Managed Microsoft Active Directory #9% #5.
« X¥FEFZE# , #i A Amazon Managed Microsoft Active Directory ( I F B ZFIEEKF ) .

« XIF DNS IP #biit , EEAmMazon it E Microsoft 5E3I B (ERA T B XZMEEKF, ) F@EA
DNS RS589 IP ik,

6. XTE#H , BEFHEREXG , REEEEMAZKA,
7. BEANRRBoRENHERINME , O TR TE , RFEE Run (1E17).

8. EHIMAEGE S TRSEFMNEFLEERNEI, &R BURIIE R A SR KB S5 1D
NEFERMHREED TR L,

ERERE—SBG , BIEMZALUGERN EC2EFIMATE T, TRILBERS , BAUEAXE
Amazon#t & Microsoft AD A P ik PV ERERZRELKE PN (RDP) &7 in & KB L6,
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BUEHE&RE

AT LAE A LA R 3 F2 AT EUE R = Amazon Managed Microsoft AD B 3o
BUHHEZRNE R

1. £ Amazon Directory Service 2%l & S M B #H Active Directory T , E#F H Fo
2. EBEEHUEHEZEM Amazon Managed Microsoft AD B %#9 B 3% ID,
3. ERFHEMAGENELE , ITUTREZ—

- IRSZSXEHEFTERSNXE , REEHCEAZEROXE , ARERTBRNAFERTF. &
*XEZER  FEH EXESEMXE,

- IRZSXEHEFTARERNEAXSE , EZFEF BMAZRIF,

4. 7£ Shared directories (X ZB ) #o A , EEBEFUEHENHEZ B F , % Actions (1) , A
J5i%$# Unshare (BUEHZE),

5. 1£ Unshare directory (BUEHZ B &) XiEEH , £ Unshare (BUEHE),

Hi'®R
o FHARMF : HZH FIUES Amazon EC2 SEHIFT L&A Amazon K= By

+ Amazon Z£EEXE : How to join Amazon EC2 instances from multiple accounts and VPCs to a
single Amazon Managed Microsoft AD directory

» Joining your Amazon RDS DB instances across accounts to a single shared domain

& Active Directory i F X # %] Amazon Managed Microsoft AD

I&ALAE A Active Directory Migration Toolkit ( ADMT ) MIZB S HRS (PES ) HAFMNBITEEN
Active Directory & 2| Amazon Managed Microsoft AD B 5. XfEEEEH ER N AP TR Active
Directory Xf R M N2,

BXRiFMIEEA |, ESH Amazon Z£1EEH A How to migrate your on-premises domain to Amazon
Managed Microsoft AD using ADMT,
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£ Amazon Managed Microsoft AD E1ZZ|I A Active Directory &
Bl 1% e

AR INME E Amazon Managed Microsoft AD F&BI I A Active Directory E ik i 2 18] S 1E
xR,

f# Amazon Managed Microsoft AD #E1#ZZ|I A Active Directory IS :

« TEYRH Microsoft Amazon & AD MIBEEREEMN AD ZEIEIEEXR

« JFOH IP #1315 Amazon Managed Microsoft AD 454 BRI IP B

« ##E : 7£ Amazon Microsoft AD S B E R Active Directory B2 BRI BEEX R
« 12 : W Amazon Managed Microsoft AD 32 [ 8| B{EEX R

EYREY Microsoft Amazon 3£ E AD f1IHEKEIEM AD 2B EMEEXRRK

YRA] LAFE Microsoft Active Directory BIAmazon B FIRFEEREE ( At ) B Rz E A KAmazon
=H ZMAmazonFEE Microsoft AD B xR ZHE E £ @ AR @ ASBMMEERR. AmazonFEE
Microsoft AD X#&FFB=/MEEXREME : & A, FEMNE (MM ) .

BEXEEXRNESEE , BSHARE T 1 HXAmazonfEE Microsoft AD HEEHAIERE R

(® Note

REGEXRN , XTAREHEEEBRERS , FHKBL S Amazon Directory Service s
RA, BEXENRINEZEE  BSARINWTERLBER,

AmazonFtE Microsoft AD XIF/HNEEMMEE. BEHKETRUMACEMNEENROAR |, ESHH
2 : 7 Amazon Microsoft AD 5 B &3\ Active Directory 13 2 B Sl ZEE X Ro

Amazontt il N ARFEENGEE , 120 Amazon Chime, Amazon Connect, Quick

Suite, . Amazon IAM ldentity Center, WorkDocs Amazon WorkSpaces, WorkMail Amazon

M. Amazon Web Services EIE#Z#HlE Amazonit®E Microsoft AD AIREH ERRETEEM Active
Directory FHYF P FBEA,

ZAIBERERES ORI , XHRBAmazonM ARFRHEN RS K T EEREBITEEN Active
Directory, BXEZELR , FZHAFEHAAmazonTE Microsoft AD #EEAmazonN AREFERNZ S
o,
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5% EC2., Amazon RDS F 5% FSx % & @ W @5 1E.
SoREFH

HEREERFIANTR , EREREFEZINLMAETH —EERFHT R,

@ Note
Amazonit & Microsoft AD X #Fxt & —FrX il & EE.

E#E VPC

NREEZSHEHBEREXBEREUGEXRR , UANAETEREXMEEREEITE Amazon
Managed Microsoft AD #J Amazon VPC, & HFHAmazonE B MITE Microsoft AD L& 1Y By K 3% 24
T FF Microsoft X #4 s WindowsServer 2008 K B & kit A< 7 5l H 49 W 48 3% 0 o

EFAZH NetBIOS EME TR B I WorkDocs I B # 3 Amazon Quick Suite Amazon &R
RARFHTESHRIE , NXAMAFHKD 9389, BX Active Directory i AFIMUMNEZEFEER |, HSH
Microsoft X #4589 Windows RSB A1 & i O EsR

XEREBERIEZRMENEL KA. RESNEBERE , SURFEN T EMKA,

B

-
<

PC

‘B EZHAmazonFEE Microsoft AD B9 VPC 2471 EA #E RI#Y H 5 F A S5

BLiE VPC H b

1. FEAmazon Directory Service?ZHl &8 B FIFMAFE LR NE L , id TRAYAmazonitE Microsoft AD
B % ID,

2. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2 #1&,
EERERE4H,

4. ERIERPAmazonEEMILAD BX ID, HEERERD | REFEHWARN “NBEFID BREHIZE
AmazonBlEZZ£4” W E,

(® Note
iz ARERVCIEZE RN ENCIRNREE,
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EEEmE

5.

6.

¥BEZZ 2 AR Outbound Rules £+, #XIE#E Edit, Add another rule. XFHFHHM | WA

AT E -

* Type : All Traffic
* Protocol : All

- BNiHREEREAMEZPAUETFHEHSENRE , UREUUEIERTL. A CIDR RRZE
BEEAN IP it s IP it (Hl40 203.0.113.5/32), BEALIEER —XKEhHEbL AN
EMH D, BXEZEE |, HSH THE FAmazonWEZ LB EHFH,

EERF

2 B Kerberos i & 14 % iE

Rk 253 A Kerberos Ml & 3 10iE, BXEIRENELEL , HEF Microsoft TechNet LAY
SR,

HEEREAFHEE DNS FHH LR

HHEEFEEXNEPIRE DNS FHERRSR. ARFZMHERFNFHAES , S H Microsoft £
TechNet N E#& 5 Bk R 2=

BERTUTHIR , BREXNBLAENTEELT Windows Server TE :

- ADDSM ADLDS T&
+ DNS

EEAREXNH LRERMFRRR

1.

©® N o o bk~ w0 b

Bk, IRUMIRB —LEX TFIREIAmazonEE Microsoft AD HIEE.,
EBEFA HITFHF Amazon Directory Service 2H| & o

ESMERT , &EF Directories,

1% FRIREY Microsoft Amazon & & B % ID,
BT BERNTLREEE (FQDN) 1 DNS #biit.
&, REaREXNEEHE. THARSHFEER.

£ Tools ¥ & + | 4% DNS,

FEEHARD , BFAHREFEHNEN DNS RE 5.
FERFIEH A , %$F Conditional Forwarders,

&3 Amazon Web Services

BIEEERFR

7 1.0 206


http://technet.microsoft.com/en-us/library/cc961961.aspx
http://technet.microsoft.com/en-us/library/cc961961.aspx
https://technet.microsoft.com/en-us/library/cc794735.aspx
https://technet.microsoft.com/en-us/library/cc794735.aspx
https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service EEEmR

9. 7£ Action & £ | #%#F New conditional forwarder,
10. 7£ DNS Zid , B AR Z AR E B AmazonitE Microsoft AD T2 REH A (FQDN),
11. EERERSE[H IP st |, RAREBARZEIREIN Microsoft AD Amazon 1£&E B %A DNS i,

A DNS #zsit 2 f5 , FIRElB R Ea T EEM B R, BE JUZKXLEHEIR,

12. %#% Store this conditional forwarder in Active Directory and replicate as follows: All DNS servers
in this domain, EZFHE,

FEEXRED

MREQEZESMEFHNEERXER , NEA Windows Server B T EFHiZIHIREEERXR. MITUIERE
B, Wi FArERANEERE, E£AmazonitE Microsoft AD LiREEEXRRN , REEFEHERNR
B, BXEZER , iHSHE Microsoft EEIE{S{F TechNet,

WML , B A LATE Microsoft Amazon & & LOIBEEXERT,
NetBIOS iz &
RNTEIUFEFERER , NetBIOS FiF B SLM2H— , HETEEMEE,

I, WIS RRISERR

® Note
EEXFR R Microsoft Amazon & AD L KH&HE. MREFEAMWR 73 Amazon Managed
Microsoft AD BEE % X EHl , MAFE £ XiE pHITUTERE. ECNEsINATHREE
SINXE, BXEZER  E2H 2REXEEE,

S{RM Microsoft Amazon £8 AD B EEXR

1. 3TFF Amazon Directory Service & & .
2. EEZFRREL , EFEIRBIAmMmazonFEE Microsoft AD ID,
3. EREEFMAFEETNHL , ITUTERIEZ—

- MESEAFHTERSIRS , BREEXE , ABLBENESRLBT+. XESEL , #
21 TRGSHMK.

- MRSXEEFTREFMEAXE , BENZERERTF,
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4., HEEEXRRIBOH | EBRE , REEBRFNEERR.

5. EAMGEEXRRNEL , RUHMERGFE , 3FEEEXRE. ZETENZTLREEHA (FQDN), F4F
EBRANEEEE,

6. (Wit) WREIBAWFRNAF HEAmazoniTE Microsoft AD B ZHHIER , M A LUE R %
BMSMRIIE%RE, ARERMESHRIEN —MRES , 25 Microsoft LEFTMNZLEEEM
TechNet,

7. WTFHERGEES , BABRER DNS BRSE3M IP tat, MR SIBNERMHARSES , T
BABFEERNEM FQDN , A Z DNS IP #hiit,

8. ((HIIE)EFARMEAML P thut  REREAS —BBEEN DNS RS IP bk, AJANEAE
FI®) DNS RS eritt it EE TR | ST A M/ N bk,

9. AR,

10. MR BRENITH DNS BRFB[EMEFERLE ( 3E RFC 1918 ) IP #iubZeE |, MIF:E IP Bk
By, ERBE  RERBFMEH, FH CIDR EXNEA DNS REH/HBEERXMEN IP
#hutR | fla0 203.0.113.0/24, R DNS RFEFMBEFEEXNMEIGFER RFC 1918 IP ik Z= ]
WTRATEHEN,

(® Note
MEBEHNE IP it ZeE | FREAEBTLEH Amazon IP #ikSEE RN WEM it | ©R
L:/iﬁﬁﬁ bﬂ-.lo

11, (A& ) MAVEW , BN THRMBHITE L , Z5EATLUERE @I B K VPC HEE£E MK
M, FHSEREEERE VPC'HFHEARAREEZSH, XERZ2HN SNE R AT H AERR
FEO, MRMERAAR , WELEI-FHEHE , BEREAENTRE4A.

N NMEERBEERR. RRAMMEHNTE, Fl, MBE—NMHLECBEHERE , WMXTES
— AN ERIEBE AE T,
MREEQEREMEEHNETEALR , NFEA Windows Server 8 T EXHiZHiEEEEX R,

& 1] LLTE Amazon3E & #Y Microsoft AD & Active Directory 2 BIBIZZMEE., B2 , X R#E
BE—NMEEXRRTFRE. flo, MRE—NMEAFTANATLEQERE , EREREEHAONS —1
BEXR , WEERBRAEEEXR , BRIEBRFHN N@EE.

W& BEEXR

1. #TFF Amazon Directory Service &l A o
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2. EEZFNEL , EFRIRIIAMazonIEE Microsoft AD ID.
3. ERGEFMAGEETEL , ITUT®RIEZ—

- MRZXFEFTERSANXE , BEEXE , REAEMNXEZ2ETF, BXESEE , F
SR EXE5EMXE,

- MRSZXFEFTREFMEAXE , BENZEREETF,
4. EFEXRRHTIHP , EREBERIENEE , ERRE , ARERRIEFEXR.

W ERMNEEREEFENEEAR, AmazonTXERIFEANETF. BXUARITISZBTEEREN
Active Directory 2 BINEENEZELR , {551 Microsoft TechNet LR UF{E{E,

BERAMBEERR

1. $TF Amazon Directory Service 2 #1548,
2. EBEXRWHEL , &ELREBIAmMazonIEE Microsoft AD ID,
3. ERFHEMAGENHELE , ITUTREZ—

- MRZXFEFTERSANXE , BEEXE , REAENXERZ2ENF, BXESEE , F
SR EXEE5EMXE,

- MRESZXFEFTREFMEAXE , BENZEREETF,
4. HEEEXRRBIH , RREEENRNEE , ERRE , RABEEEBBREEXRR.
IR BR o

R 3t IP it 5 Amazon Managed Microsoft AD && £ FE7 N 1P & H

Al LAE A Amazon Directory Service for Microsoft Active Directory 3X&I i 258 K Active Directory
Thee , SEESHMEREUGEXRR, B2, WRHME XML DNS REEEALE (JERFC
1918) IP #yit , M AREREFENIREFIEEXL P bk, HXRHPTHBRENTEHLTERD
Microsoft Amazon % AD #1 B REEMN AD 2RBIEEXR.

B , MR VPC EFALE IPEBE , MEMNREM Amazon £# Amazon Managed Microsoft AD 3§ H
X% Amazon VPC B |, th A JU%a A IP #sit{E 2,

HIBEBIEVRH Microsoft Amazon 3£&E AD A EREER AD ZRIE N EEXRFATRARI IP it
B, #&A LA R Add routes to the security group for this directory's VPC. BRIEMABIBE N T Z 24 L
AFFAERE (WMTFFAR) , BURLERKET, EXEZER , BESH 7THEFRAnazonLZ £ AR E
HEA
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#F2 . £ Amazon Microsoft AD 5 B E R Active Directory H Z B 812 E
FXR&R
AHIRIE S BT KA Amazon Directory Service for Microsoft Active Directory 5 B1TEEM ( &

#th ) Microsoft Active Directory Z Bl EEXRMENEHBIR. BACNEEERERTIIANTR,
BRUMETHRAT EREFH TSR,

F&

. BREFH

« SR EREREERX AD I

« S 2 . £ Amazon Managed Microsoft AD

z/
- F|3: BIBEEXR

FESH
TEYREY Microsoft Amazon F£8 AD fIBREEMN AD 2B EBIUEEXR
SeRFZ M

THERELCEBZBUATHRMS

@ Note
Amazon Managed Microsoft AD F X &3 B2 MR &g M E1E

« —/NBIE % Amazon £ Amazon Managed Microsoft AD B %, MIREBEXMNITILIRIEREED |
&2 ¥ Amazon Managed Microsoft AD A |7,

« —ANE&INEZ Amazon Managed Microsoft AD BYi=1T Windows B EC2 £4l, MIRFEEZEF/ XTI
BENED |, SR FITS# EC2 Windows SEHIINAREIAmazonE E %k AD &3 B %o

/A Important
Amazon Managed Microsoft AD #Y'&E I 5 Ik 7= A3 A b KBy & 3R 15 B AR

o EIZRHI EL%E T LR Windows Server TR
- ADDS#IADLDS TE

##& . £ Amazon Microsoft AD S BFEE = Active Directory 132 B SIZEEXRR W7 1.0 210
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+ DNS

MREEHXNITHIRIENEBY , BS R Amazon Managed Microsoft AD Z % Active Directory
EEIE,

« —AMNBEFEER ( A# ) Microsoft Active Directory

BB ENE ZNEBHRNERE, LY HAHERE Windows Server T Ei& 400 A F Itk B .

- BRERXANEEEE Amazon Managed Microsoft AD B VPC Z B —NESIERE., MREEEX
AT IRIEREEBY |, 5 Amazon Virtual Private Cloud 3 #21% I,

s —MNEWEENAMEZ SR, ®E Local Security Policy > Local Policies >
Security Options > Network access: Named Pipes that can be accessed
anonymously HEREZELBEUT =/ wEEE :

* netlogon

* samr
* Isarpc
« ATEMFEEXRR, NetBIOS MFELMEM— , HETHEAER

BREYUBEERRNAERFZHNESEER , 55 H ELRH Microsoft Amazon ¥ £E AD MBEHEER
AD 2 AV EEXR.
HRELRE

EARZRES | RIIBL61E T —1 Amazon Managed Microsoft AD fl—MNEIEER T, BRIEERAW
¢& B3&E#3 Amazon Managed Microsoft AD Y VPC, L TEFEN B ZHNEMX

£ Amazon L£i=1TH Amazon Managed Microsoft AD

- 5% (FQDN) : MyManagedAD.example.com
« NetBIOS £# : MyManagedAD

« DNS #biik : 10.0.10.246, 10.0.20.121

« VPC CIDR : 10.0.0.0/16

Amazon Managed Microsoft AD {ZF VPC ID : vpc-12345678 H,
B E X =® Amazon Managed Microsoft AD 13

. 1% (FQDN) : corp.example.com

2 : £ Amazon Microsoft AD 5 B#£E =X Active Directory i# 2 B SIZEFEXRR kR 1.0 211
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« NetBIOS &% : CORP
« DNS #hdit : 172.16.10.153
- BFER CIDR : 172.16.0.0/16

T—%
SB 1 EREREER AD

B EZERERX AD H
EREEERHEARER (A ) BERLNEREESE,

BB B £ E Py K ik

M E BB A , LMEREE Amazon Managed Microsoft AD #9 VPC FrfE HIFFE 7 |
EME CIDR FTAUTH®O., EARHKER , BINEUTHO LAKRE 10.0.0.0/16 ( Amazon Managed
Microsoft AD #J VPC By CIDR 3t ) E AFEZ H R E.

- TCP/UDP 53 - DNS

- TCP/UDP 88 - Kerberos & 41

- TCP/UDP 389 : B2# B Fi5HHMY ( LDAP )
- TCP 445 : RSB ( SMB )

« TCP 9389 : Active Directory Web Services ( ADWS ) ( Alik - s REEEH NetBIOS B M A=
SR B RER Amazon MAREF (620 Amazon WorkDocs 3 Amazon Quick Suite ) ¥ 1T & 73
i, WEEHFwA, )

(@ Note
TBEX#EF SMBv1,
XERN VPC EZIEBREXNBERZRAAENGRLS KO, BRBRENEERE , BUEEETHE
fbiw O

¥R 22 A Kerberos Tl & 7 1 iF

XFAE FHNAP KRS S9UE R Kerberos S 3 1IE, XEIMIAME , BUERMNEEEMREANASH
BB RTEMER,
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EEEmE

EHEAFPM Kerberos IR E

1. EEREAFERL , TFRSREESSR.

2. 1E Tools &8 k | #%# Active Directory Users and Computers.

3. W& Users XHFRANF LT (ARET ) XE, ARAEBPIENEMENASKS, &

BREM.

4. % Account IEI, £ Account options %Ik | @ TR3N HERK %A Do not require

Kerberos preauthentication,

Corp1 User Properties

Member Of | Diial4n | Environment | Sessions

Remate control Remote Desktop Services Profile | COM+

General | Address Account Profile | Telephones I Crganization

Iser logon name:

Corpuse | | Ecomp.example .com

|User logon name (pre-Windows 2000):

|CDHF‘"-. | ||:|:-r|:|user'|

| Logon Hours.... || Log On To... |

[ ] Unlock account

Accourt options:

[] Use Kerberos DES encryption types for this account

[[] Thiz accourt supports Kerberos AES 128 bit encryption.

[ ] Thiz accourt supports Kerberos AES 256 bit encryption.
IE Do not require Kerberos preauthentication I

N ERENHEE DNS RM4H KR

MMEB MG FHIRE DNS ZRUEERRSFEHF. WEREXNGHRTIHEEZR , BEERIMEX

Amazon Managed Microsoft AD f1 —£E B,

EEEREND LRERAHARS

1. &% Amazon Web Services BIE#ZF| A H3TFF Amazon Directory Service #Hl &,

2. HESMBEKD , & Directories.
3. #%&#® Amazon Managed Microsoft AD B B % ID,

##& . £ Amazon Microsoft AD S BFEE = Active Directory 132 B SIZEEXRR
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4, HEFAFEREL , i2TENE RN B FEYA DNS i P E,

5. W&, REAREXN SRR, THRSHFEESR.

6. 7 Tools % £ |, i&# DNS,
7

EEHaxD  BAFAERESENEN DNS REEE. RINWERSSE
WIN-5V70CN7VJ0.corp.example.com,

EZEH AR S | i Conditional Forwarders,
9. 7£ Action & £ | #%#F New conditional forwarder,

10. 7£ DNS & , @ ABIEIZ T8 Amazon Managed Microsoft AD B E£PREHE (FQDN ) . &
W RBlF |, FQDN 2 MyManagedAD.example.com,

1. R FRSEEN P huk , AFR AR EIZE TH Amazon Managed Microsoft AD B %# DNS its
i, FEURLRABIA | XLEER ;- 10.0.10.246, 10.0.20.121

o

A DNS it 2 f5 , ATee BRI BT EBITE IR, BE JURBKXLHEIR,

DS Domain:

II MyManagedal, example, com I

IP addresses of the masker servers:

IP Address | Server FODR I ‘alidated | Delete |
=Click hete to add a...

t:i' 10,0,10.246 <lnable to resolve > & timeout occurred durd,,, g |

t:i' 10.0.20.121 <l nable to resolve A kimeout ocourred duri. ..

D@

W Store this conditional Forwarder in Ackive Directary, and replicate it as Follows:

This will nok replicate to DMS Servers that are pre-Windows Server 2003
= Domain Controllers
rumber of seconds before Forward queries time ouk: I 5

The server FQDM will not be available if the appropriate reverse lookup zones and entries are nok

configured,

(04 I Zancel

12. 1%#% Store this conditional forwarder in Active Directory, and replicate it as follows,

13. 1%#F All DNS servers in this domain , R/F1%#F OK,
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=%

H’] 2 . H& Amazon Managed Microsoft AD

SR 2 - % Amazon Managed Microsoft AD

DIERAIRER Amazon Managed Microsoft AD , BMEBIZEERR. UTHZLTRER I HNERE
NETHNSRILFHEE, B2, XRX2FEMARZ Amazon Managed Microsoft AD .

Bi& VPC FRMNZ24H

BUAATFRENBREERXNME R B EE Amazon Managed Microsoft AD B9 VPC, At , BEEHR
T2 Amazon Managed Microsoft AD By, S5FMKEEY ACL AR R FI2E LEENZEAMN
HAFLENREUAZHEE.

v O R R 1542 I 2R 5 A Y Windows Server IRAFFFAEENRSINARFMR. EAHEF ,
ERFBEITFTFUTRA -

A ()

« TCP/UDP 53 - DNS

TCP/UDP 88 - Kerberos & 1% il

« UDP 123 - NTP

« TCP 135-RPC

« TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

« TCP/UDP 464 - Kerberos & 3 3:1iF

« TCP 636 - LDAPS (i@ TLS/SSL # LDAP)
- TCP 3268-3269 - £/ H*

« TCP/UDP 49152-65535 — RPC B Il it iig O

® Note
TEBEX#EF SMBv1,

HE —
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« ALL
@® Note
XEREZE VPC HEARKERXBEZAMENRLKO.,. BEENESERE , B kEETFEM
O,

Ef & Amazon Managed Microsoft AD 1333 &1 25 H 3 A1 A U5 5

1. JREE| Amazon Directory Service ##l&. B ZHIERF , i T Amazon Managed Microsoft AD
BxHE X ID,

2. BELATMUEITH Amazon VPC ##|A& : hitps://console.aws.amazon.com/vpc/e

3. EEMmBERD , EERELA,

4. fERAEERIEE R Amazon Managed Microsoft AD B % ID, EERLERS | i&ERH Amazon
created security group for yourdirectoryID directory controllers R ZE
4,

Security Groups (5) info | C || Actions ¥ |
aC ) X
Potential matches
VPCID Description Owner
Security group name: i
Description: AWS created security group for :directory controllers default VRC securtt..

5. ®I|ZZL£AHR Outbound Rules I F, ERFBEHWEMN , REEFJARMBAN, X FHFHHAN ,

MALTE :

* Type : ALL Traffic

* Protocol : ALL

« Destination BE A LB FEREZEEISZNHRE , LR EALEERTLL., B CIDR RRERE
BN P #bibsR IP st SEE (4130 203.0.113.5/32), AT LUIEER —Xigh EZSHN B
= ID, BXREZER , FSH 7THE FAmazonVZ Al EHFEH.

6. EEBEREFEHN,
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Edit outbound rules..

Qutbound rules control the outgoing traffic that's allowed to leave the instance.

Outbound rules i

Security group rule ID Type info Protocol info Port range info Destination Info Description - optional info

[ All traffic v A All Anywhere... ¥ ] Delete

Add rule

Cancel Preview changes H Save rules I

R E B B Kerberos T & 42 18 iF

IMEEHFIA Amazon Managed Microsoft AD FEIAFE/ZE A T Kerberos 1 & 0 RiE, IS
BREAERTHHIEEAR, XRMARE , BRBIKRE-TUARKRKREEARNE.

E&EE B Kerberos RiE

1. EREH Amazon Managed Microsoft AD & 5 ik 7 MR B Z X E R E A A - AR BRAY K
P& MR Amazon Managed Microsoft AD B & & KIS,

2. WMRBEKREZE , HREK Active Directory AF FITEH"TEM DNS TE, "y Amazon
Managed Microsoft AD %% Active Directory B2 T EfR T REIXETE,
RS EEESR. £ Tools ¥ | 1%#% Active Directory Users and Computers,

4. EBREMIEPE Users XX, EEE , X2EM NetBIOS BEMTHAFRXHX , MTAR2RE
% (FQDN) TH AP XX,

= Active Directory Users and Computers |_'
File Action View Help

e HE B B BHR daETas

: Active Directory Users and Computers [WIN-5VMIS31 | MName Type
B[] Saved Queries 82 Account Admins Security Group...
A _ff_—:] MytanagedAD.example.com ?_: Admin User
b :_ Reserved 52, Admins Security Group...
b '—_ Builtin 82, Certificate Admins Security Group...
b .—_ Computers EE,DHCPAdmins Security Group...
b :.__ Du:-m.ain CD”Fm”E.rS' . EE,DNSAdmins Security Group...
b — FnragnSecurl‘u:._-,rF'rlnmpals 2, Policy Admins Security Group..
b - Managed Service Accounts 82 Server Admins Security Group...
4 [2] MyManagedaD -
| ters
I:'_' Users

##& . £ Amazon Microsoft AD S BFEE = Active Directory 132 B SIZEEXRR RRAR 1.0 217
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5. HRAPSIXRT , AREG—RAF , RREEEMX.

6. #%$F Account £+, 1 Account options FIkH , FRK % Do not require Kerberos
preauthentication,

T—%:
FRI:BEBEXR

S 3 RIREEXR

NEEEZETIECER , RENINSRZCUEET. 8eEEERENH LAUBEME , &S Amazon
Managed Microsoft AD L 8IEEE. MREECEGFENIBRPEIEMEE , HSHAEEUERS
JREIRGH B,

£ BHIEER Active Directory FE BSE

EAHEF , FRE—INEAREE. ER , URCBLOMERE , FEE , 8N LNEETESM
EMthz. Hltn , mMREERERNFS LB mE HEE , WFEER Amazon Managed Microsoft AD
ol B mEEAEE,

® Note

Amazon Managed Microsoft AD i X\ EEE. ER , EHEF , BZFOIE - PN @ME
e

EBIEER Active Directory FEBSE

1. FIFBRSHBEEES , ABTE Tools & Lt |, #%4F Active Directory Domains and Trusts,
2. I LETX (GREE) X% | 1EF Properties.

3. 1&3FE Trusts I+ , AR New trust, ¥ A Amazon Managed Microsoft AD BN & , RE1E
BT—%,

4. % Forest trust, BT —

5. & Two-way, EET—%F,

6. i%&# This domain only, ‘B T—%,

7. 1%&3#% Forest-wide authentication, EET—%,

12 . 7£ Amazon Microsoft AD 5 B#E 3 Active Directory i Z BRI B2EFEX R M7 1.0 218
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8. # A Trust password, HFAIBFHET , BNEHN Amazon Managed Microsoft AD iR & & {E 8T
2FEE,

9. ET—/MFED , BINRE , REERE Nexte BINERIIBIEEE , BIRERE Next,
10. i%# No, do not confirm the outgoing trust, EET—2%,

11. i%# No, do not confirm the incoming trust, %&#&T—%,

£ Amazon Managed Microsoft AD B ZHEEET

&5 , BlE5 Amazon Managed Microsoft AD B XRHMEEXRFR, RACEERERNF LSIE TG
MEE , BULEF AR Amazon Managed Microsoft AD 8|2 B{E1E.

(@ Note
EEXFH R Amazon Managed Microsoft AD £ FIheE. MREFEHMZ I Amazon
Managed Microsoft AD Bt B % X E &l , MARE £ XiF dHTUTERE. ENEINA
FrREEFINXE., BXEZER , FEH £RE5XEEE,

E7£ Amazon Managed Microsoft AD B & Hi EEF

1. 3REZE Amazon Directory Service &l &
2. TEEHRR@EL , %#F Amazon Managed Microsoft AD ID,
3. ERFHEMAGENHELE , ITUTREZ—

- MRZXFEFTERSANXE , BEEXE , REAEMNXEZ2ETF, BXESEE , F
SR EXEE5EMXE,

- MRZXGEFTREMEAXE , BENEZERERTF,
4. HEEEXRRBoH , BERRE , RAREERNEEXR,

5. ERNMEEXRTEL , EEFEEE, EAXfld , RITEEHET. BAEBREINFW
FQDN ( ZEA&##2 corp.example.com ¥ ) , BEAZBREXNF LOIBREENAEANEERS
B, EEAM@, EARFHR , RIDEEXNE,

6. HEFRHGHRB[FERT , MABEEN DNS BRSEHBM IP tuk, FUREIH , WA 172.16.10.153,

7. (AR ) EFARMMEAL P thuk | HEABIEEN DNS RF|HE-IP Hit, HRZAUEELS
g/ DNS fR&S25.

8. EEAI.
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MBEE, TE , BEERNT ( corp.example.com ) 5 Amazon Managed Microsoft
AD ( MyManagedAD.example.com ) Z A 2EBEEXR. XHNMBZBERERE—PMKFR. Hla,
MREFEFEFOESED , WFEEARBRABTEEXR , RETEUEFTXR,

BXELZEER (BFEEXBILSMBREENIRR) , FSHEERH Microsoft Amazon £E AD MIEERE
B AD 2 HEIEEXR

HIE : T Amazon Managed Microsoft AD i3 2 |8 8| B X %

KRS SEBTRIEHR Amazon Directory Service for Microsoft Active Directory 132 B2 3 F1Fx
RITENEESR,

£

« SB 1 : #& Amazon Managed Microsoft AD

« S 2 : 5HAM Amazon Managed Microsoft AD S8l EEx R

SEZN

TEYREY Microsoft Amazon 8 AD fIBREEMN AD 2B EBIVEEXR

FI 1 . % Amazon Managed Microsoft AD

EARTF | B FE Amazon Managed Microsoft AD &4 , MEESH it Amazon Managed
Microsoft AD B FEXR. AT FZFREE A : &£ Amazon Microsoft AD 5 BFEE X Active
Directory i Z ESI2EEXR FERANTSRILFMEE, BR , X—KX , LZZf Amazon Managed
Microsoft AD ¥ 3% Bt & J9 38 B e,

BliE VPC FRMZ£4A

B SR REM Amazon Managed Microsoft AD R4&5RE‘2E % —1 Amazon Managed Microsoft
AD #9 VPC, At , BEEWHR A TEE Amazon Managed Microsoft AD ., 5FM<B# ACL 2L
KGR L RENRESAMRNBATFSLENREUAZIFEE.

v O 2K R 32 H 25 A B Windows Server IRAMFRAFENRSIINARF MR, EAHES ,
RFETTUTRA :

A ()

« TCP/UDP 53 - DNS

##2 . &£ Amazon Managed Microsoft AD 152 A1 8 2 {EFx F WA 1.0 220
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- TCP/UDP 88 - Kerberos & 1731l

+ UDP 123 - NTP

« TCP 135-RPC

« TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

® Note
FEX#EF SMBv1,

« TCP/UDP 464 - Kerberos & 13 ¥

« TCP 636 - LDAPS (@3 TLS/SSL Ky LDAP)
« TCP 3268-3269 - £/ H %

« TCP/UDP 1024-65535 - RPC H Il B i 1

HE —

« ALL

(@ Note

XL 2 MFE Amazon Managed Microsoft AD B B Fi%#Z VPC FFEMNRER O, RIERE
WiEERE , AUREFETTHMED, BXEZEER , 55 Microsoft ML E# How to

configure a firewall for Active Directory domains and trusts.

Efi & Amazon Managed Microsoft AD 1312 %25 Hi v # 1

(® Note
XNENEREETHNSR 1-6,

1. %%l Amazon Directory Service #Z#l&, £ HX5I5&kH , id T Amazon Managed Microsoft AD B
FH B % ID,
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2. BEELTMuEITH Amazon VPC #2&l& : hitps://console.aws.amazon.com/vpc/o
3. ESMERTP , ERRE4YH,

4. fERERIEE R Amazon Managed Microsoft AD B % ID, EERLERS | i&#EH Amazon
created security group for yourdirectoryID directory controllers #iREYIN
H,

Security Groups (5) info | C || Actions ¥ |

S S x

Potential matches

VPCID Description Owner

Security group name:
default VPC securit...
Description: AWS created security group for :directory controllers

5. #HIZZ£44HM Outbound Rules i&I+, KXk Edit, Add another rule, X FFMN |, WA
LARE :
» Type : ALL Traffic
* Protocol : ALL

« Destination T8 E A AB FF IS ISR FISIMNAE | URE MR ERAT4, A CIDR RRZEIEE
BN P Mt sR IP st (440 203.0.113.5/32), EEALEER —XKBhHMt L £EHNB T
= ID. BXEZER , F5H 7H#E FAmazontWZ AR EHFEH.

6. EERF.

Edit outbound rules..

Outbound rules control the outgoing traffic that's allowed to leave the instance.

OQutbound rules i

Security group rule ID Type info Protocol info Port range info Destination info Description - optional info

[ All traffic v Anywhere... ¥ ] Delete

Add rule

R E B A Kerberos T & 4 18 iE

IMEEHIA Amazon Managed Microsoft AD FHIAFE/E A T Kerberos Ml & B KiE, tEIESEXS
i B RTERNEEER,. XRRIARE , BREINKRE—TUERREXMEAHANSR.

E&EE AP Kerberos RE&

1. fEAE Amazon Managed Microsoft AD B & K 7 MA N RE 2 ZEE R AR K
P& MR Amazon Managed Microsoft AD B & & KIS,
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2. WMREKREZE , HEEActive Directory AP MITEN"TEHM DNS TE, A#EH Amazon
Managed Microsoft AD %% Active Directory B2 T EfR T IAREIXLETE,

RSB EESR. £ Tools &£ £ | #%&# Active Directory Users and Computers,
4. EBIEHE T Users R, FHEE , XEEH NetBIOS BMTHAPXHR  MARLRE
H#& (FQDN) THY AP 3%,

] Active Directory Users and Computers |_'

File Action View Help
Y IEAE REIERCEE il % S 5h 4R

] Active Directory Users and Computers [WIN-SVNJ93I|| Name Type
B[] Saved Queries 22, Account Admins Security Group...
4 F3 MyManagedAD.example.com _JJ Adrmin User
s :T Reserved 22, Admins Security Group...
f _ _| Builtin iCertiﬁcateﬁ'xdmins Security Group...
3 C':'rﬂp_uters 2, DHCP Admins Security Group...
B 3l DI:erTEIH Cu:unt.ru:ulle.rs . i{DNSAdmins Security Group...
|| ForeignSecurityPrincipals 82, Policy Admins Security Group
| Managed Service Account o
b | Managed Service Accounts 82, Server Admins Security Group...
4 [@] M}rManagedAD
[+ ters
3| Users

5. ®AFPFSERF , AREGT—BAF , RAREEEM,

6. 1%3#F Account &I, £ Account options FIFRH , F{RK & Do not require Kerberos
preauthentication,

&

e
S, 2 : 5HM Amazon Managed Microsoft AD 8l ZEEx R

S 2 . 5EH {1 Amazon Managed Microsoft AD F 8l EEEXx R

NEERITEEER , :EEEFEURAbF?%%EﬁA Amazon Managed Microsoft AD Z & 8|&2{SE, R
ZEABEENIBRHPEREMAE , FSRETLIERSERRESHEH,

£ B Amazon Managed Microsoft AD 13 F fii B 51T

EAHEF , FRE—INEANEE. B2, IRCBLOMERE , FEE , 8N LNEETEXM
Bz, Hlan , MREZEMNME LB E @E BEE , WEEEE =4 Amazon Managed Microsoft
AD i3 622 % [k AE1E.
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® Note
Amazon Managed Microsoft AD X/ EEE. ER , EHEF , BFOIE - PN @ME
1Fee

EEEH 1 Amazon Managed Microsoft AD 3 & & S 1F

1. 3TFF Amazon Directory Service EEZHI A,
2. EBRIHEL , &FEE Amazon Managed Microsoft AD 1D,
3. EREFFRMAGEREL , ITUTHREZ—

 MRSXHEHTERSMES , BREIRXG , ARBENESRLBTF, HXESEL  #
S X5 EBK .

- MRZXGEFTREMEAXE , BENEZERERTFR,
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Active Directory X} S#{ F#71R Active Directory R , } A4 I E B FHEAH., Bl , EARHRE
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Directory XY RA A, DN H—RE XM TFrRo
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+ iam:PassRole
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- EC2 DR :

"ec2:Describelnstances"
"ec2:DescribelImages"”
"ec2:DescribelInstanceTypes"
"ec2:RunInstances"

"ec2:CreateTags"

« Amazon Systems ManagerfX R :

"ssm:DescribeInstanceInformation"
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10.

11.

12.
13.
14.

b. WABHXMNB , RENBAXRE MR AR IEFE — MR

c. ZELAE OpenSSH —EFEAMNEINRFALE |, H1&F pem. ELLAIE PUTTY —E2FEH
RN RERS , FiEE ppko

d. EEBIEZHAN
e. BHNRBLBEITHRAERAXM. FLEBANHRFEREMNE.

/A Important
XRERELEBANMHNE -T2,

HEEHRGINENNERER DT , EERKE. M VPC - BFTHIIRFEREER RN
VPC,

MFRTHFIRFERE VPC RREF—PMLEFW, RENFRLIHAANBREREA
FEBRRMMKx, BNHEETEEZESIRA,

BRIMAEZEZEBENNINESER , H5H (Amazon VPC BF1ER) YA BB M
REEFHERMN,

ERFOIEABIPT , EEER,

BXAEARE P it NESEL | BSHI D% EC2 A EETMTDH EC2 246l 1P #
it

NFBAE (ReA ) RE , STUEARANRBRH TEIURREHER,
NFRBEHIEE , £AUEARNEBR#TESUFZLHER,
EREREMELEHS , ASIIA B R TRIIRPIERENE.

@ Note
EEREMABRRE , EURSED :

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 BaESRFIHEERNEMNIE SSM X4 |, ML HILEIR, BRI
WATL T REZ — -
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https://docs.amazonaws.cn//vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn//vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/using-instance-addressing.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/using-instance-addressing.html
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« MREZHRBEY SSM XEH EEMFSTAH |, HRERAFHREFEZ) EC2
Bl |, TAEE R,

o SRFIELALMBRIIA SSM AL EEEELAMIBR SSM M, XF AT LRESERE
MR SSM X #%, SSM XS ZF 3 EC2 EHlat B3 6,

15. 3F IAM EHIEEXH , BRILLERIER IAM SEHIEE XA S IEFH IAM SEHIEE S
o M IAM SEBIELE S T 12 5 3k ik $E —NSSMDirectoryServiceAccessHf & Ama zon
SSMManaged InstanceCore #1 Amazon Amazon £ & KK IAM EHIE B4, BRI
IAM BEE S | HEFRAIEFH IAM BB X5 |, REHMITUTRE .

1. BRREAG,

2. EEEZEENEMST |, EFE Amazon RS,
3. f£ Use case ( EAZRAI ) T , %&#F EC2,
4

CTE NIRRT THERBESIERS | %R Amazon SSMManaged InstanceCore &1 Ama zon
SSMDirectory ServiceAccess BUR, FEEBREEREA SSM UTFiEIIR, EET—F,

(® Note

Amazon SSMDirectory ServiceAccess AL SEHIMA B EERESN B R
BRAmazon Directory Service, Amazon SSMManaged InstanceCore 12t
ZAmazon Systems ManagerfRSFTENRENR. AXAUIEZEFXLENRN A
BHNEZSER , URETLSES IAM SENHANRMERNER , H5H
{Amazon Systems Manager FiFF{5r) HM Y Systems Manager €12 IAM £

BLiE X o
5. E8W, EENCIERNEL , W AABEN, EFEEFLASRFMMEIK EC24),
6. ( Ak ) BAILAEHRFER PR IAM SSHIE B AR R
7. EROEAE,
8. REIE I SLHITUE , & IAM SEHIE B XA Z 1L RIFTEFR. RAYHT IAM SEBIEL B T4+
BRE IAM RO EXH TRIIRFP, AEFHNEENH  HRRERERIAE.

16. EFEF LM,
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https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-profile.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-profile.html
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Manually join EC2 Windows instance

EFFFUEL L% EC2 WindowsSEHI i1 A AmazoniEE # Microsoft AD &3 B & , 4EA SIS
ENS BB 31ZEHN I 5% EC2 Windows £ 1 A YREYAmazoniE & %% AD 5&3h B .

REZEHEX AD DNS Amazon FEERS R IP #hit, ESTUEBRFRRS > BX > BXRNEXR
ID 4%#% > BRHFHAGREURNMBZELZL THKE

5% Services Q Search

Directory Service X Directory Service » Directories » d-1234567890

d-1234567890

¥ Active Directory

Directories shared with me Directory details

¥ Cloud Directory

) . Directory type Directory DNS name
Directories
Microsoft AD corp.example.com
Schemas
Edition Directory NetBIOS name
Standard corp
Operating system version Directory administration EC2 instance(s)

Windows Server 2019

Networking & security Scale & share Application

Networking details

VPC Subnets

Availability zones

us-east-2a DNS address
us-east-2b 192.0.2.1
198.51.100.1

$F Windows 324510 A Amazon¥E &k AD &3 B &

1. EREMZERE DT mEEDISEH.
2. TEXBILITIF TCP/ IPv4 BT EE,

a. ITFF Network Connections.

® Tip
BRI LAESRB ENG SR ARSI TS , BT Network Connections,

%SystemRoot%\system32\control.exe ncpa.cpl

b. #TEMEREAMKEREN L TXRE (ARET) , RFiEEF Properties,
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c. MEEEBMXNERES , ITF (i) Internet Protocol Version 4,

3. & “FEALLT DNS RS2 |, o “BEik DNS BRE28” A “& A DNS RS esthit” Eakh
Microsoft AD 12t AmazonitE DNS FRSE8H IP bt , AREEER “HBE",

Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: ‘ | . . . ‘

Alternate DNS server: ‘ . . . ‘

[ ] validate settings upon exit .

4. FTFFEBIRY System Properties JHEAE , 1%£#F Computer Name &I+ , AR/F%# Change,

® Tip
B ERG EMNG SR RFETU TS , T System Properties X iE4E.

%SystemRoot%\system32\control.exe sysdm.cpl

5. ‘R FEBYF , &R E, wAZRKNAmazonTE Microsoft AD Active Directory BT £RE
B, REIERE “BE

6. HRARTWMABEEANBMMZLN , MAEGEMANRBENKSFHWAFEMNEL, BX
ZREXENBEHNEZEER , S Amazon Managed Microsoft AD Z ik B 0 AR,
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® Note

ALBATLRENEED NetBIOS &, FRRAML (\) , RERAFE. AFA
BA Admin, I3 | corp.example.com\admin = corp\admin,

7. WEXLDMABKERZE , EMBIIXFIEEREN

L |, BHYSEHIE I A AmazoniEE Microsoft AD Active Directory 13 , & A LUERE B FKiZL6 H %
ATEEERNIARER , flaFmMBFRMB4E, Active Directory EEBTERATFRIZRAF M
B, BXRESZEL , S 7 Amazon Managed Microsoft AD Z % Active Directory B T &,

(® Note
&4 8] LAfEF§ Amazon Route 53 k432 DNS &if) , MA X F 3 E R Amazon EC2 3£
{5l A9 DNS #tisit, BXEZELE , ES 4 Directory Service B9 DNS #4715 Amazon
Route 53 Resolver £ 5 H 3k DNS &Eifj % & BRI LK,

5% EC2 Linux SEHII0 ARBIAmazonit EHiEr AD SE3h B %

YREJLAIEHR E 3 EC2 Linux SE46 R E il A RBYAmazon}E & Microsoft AD Amazon Web Services &
B A, Rt LLF 0 EC2 Linux SRHIIIALREIAmazoniT E %k AD, 1] LASE A & Winbind iX
HHIE  XELRBATLUF EC2 Linux SE4IN A YREIAMazonFEE ik AD,

TR Linux 3249 & MR FRR A

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 i x86 )

« Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS #1 Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

 SUSE Linux ) fR %588 15 SP1
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https://www.amazonaws.cn/blogs//networking-and-content-delivery/integrating-your-directory-services-dns-resolution-with-amazon-route-53-resolvers/
https://www.amazonaws.cn/blogs//networking-and-content-delivery/integrating-your-directory-services-dns-resolution-with-amazon-route-53-resolvers/
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver-forwarding-outbound-queries
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® Note
Ubuntu 14 1 Red Hat Enterprise Linux 7 #l 8 Z BIHY R TR X F 4813 tn A ThEE,

N EC2 Linux SEBIRYIZE 5%
« FW 5@ EC2 Linux EHIFTLEMA IR AmazonEE 143k AD 5E3) B
« FIWG# EC2 Linux SKHIFT L MA HZNHEKAmazonFEE AD
o FEHFLD# EC2 Linux EHIMIA R AmazonFE Bk AD &3 B
« A Winb EC2 ind F a1l Si#h Linux KB AYREIAmazoniE E K AD SE3I B &

I 53 EC2 Linux SRHIF 48 N ARV AmazoniT E 3k AD &3 B &

WIS 2T 5# EC2 Linux 26148 E BRI Amazon T E SR AD SEZh H R, EXRMERE |, &
EEQR — PR £ ST AR Amazon Secrets Manager®4i, EXxEZER |, S M Amazon
Secrets ManagerZE#t-

MREFEEZS Mmazonlk F#TLEFMA , WAILERERAERHRE,
FHELLT Linux £ 9 & MRFIRRA -

* Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 i x86 )

Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
CentOS 7 x86-64

SUSE Linux 1)l fR$588 15 SP1

(® Note
Ubuntu 14 1 Red Hat Enterprise Linux 7 #l 8 Z BIY R {ThRF X F 683 tn A ThEE,

AR Linux 3£4]F48 10 A Amazon$E & Microsoft AD Active Directory BIXIFEHIER |, & YouTube M
BT W,

A Linux 541 k7 1.0 243


https://www.amazonaws.cn/secrets-manager/pricing/
https://www.amazonaws.cn/secrets-manager/pricing/
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
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EEEmE

Amazon EC2 for Linux o4&/ &8 & M AE TR

FoRF A
FEiRES EC2 Linux =HIMNTAEMA 28l , BEETERIXL

Fou& E N A By P £ ST R S A

IR

B IMA EC2 Linux 3K , BMRETRIATERE

15

0N

FEUT IAM RFBETLE M A EC2 Linux 3K

« BEAmazonFEEM Microsoft '8, ETHEZEES
AD.

- BEELT IAM XRF 8ETCLE A EC2Windows3El

BELUT IAM RAY IAM SEHIEE ST H -

* AmazonSSMManagedInstanceCore

* AmazonSSMDirectoryServiceAccess

Amazon Directory ServicetX R :

* "ds:DescribeDirectories"”
+ "ds:CreateComputer"
Amazon VPC X R :

+ "ec2:DescribeVpcs"

e "ec2:DescribeSubnets"

"ec2:DescribeNetworkInterfaces"

"ec2:CreateNetworkInterface"

"ec2:AttachNetworkInterface"

EC2 fX[R :

"ec2:DescribeInstances"

"ec2:DescribelImages"”

"ec2:DescribelInstanceTypes"

"ec2:RunInstances"

"ec2:CreateTags"

Amazon Systems ManagerfXfR :

o PRLZR,

B2 8|2 Amazon Managed Microsoft

Fo5& A Amazon3EE Microsoft AD AP EE EC2 U T IAM R :
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https://www.youtube.com/embed/NNUtdVVZVxU?si=_0zOiXhUObcW0_Wo
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 "ssm:DescribeInstanceInformation"
* "ssm:SendCommand"
e "ssm:GetCommandInvocation"

 "ssm:CreateBatchAssociation"

- fZAmazoniTE Microsoft AD i} , RESBE— NI EALMEBLERANNRLE, ETHRERXLE
MNERANESZELR , S HBE Amazon Managed Microsoft AD SIEH NS, BEFLLEMAERE M
A EC2 Linux &%l , #BE31£HI18 VPC B o 1¥F 5 AmazoniEE Microsoft AD Z£4H A9 A U1 H uh#
N AR % AR R

- BREMKXZ2NMBABRE , EUTRFEATINNHIERE, WHREBFMEY HTTPS (HwA
443 ) BEATIRR

U I= At
ec2messages. region.amazonaw FEASEEERRS EMB R FEBE,
s.com BXEZER , 55 H Amazon Systems

Manager i 11 S A FRE

ssm.region.amazonaws.com #4517 S Amazon Systems Manager
Session Manager, BXEZEE , HSH
Amazon Systems Manager £ 3% 5 R

i
ssmmessages. region.amazonaw FASEEERERS EMM R FBE,
s.com BXEZER , HZS 0 Amazon Systems

Manager £ i S F R H

ds.region.amazonaws.com #94&i% 5 L Amazon Directory Service, &
REZEEL , ESH it X% Amazon
Directory Serviceo

secretsmanager. region.amazonaw 9 £ i% 17 RAmazon Secrets Manager. B>
s.com ¥ 258 , 2/ Amazon Secrets Manager

L m T R ERE

o FRATEWSEA DNS BRSS 23K EATIRAY Microsoft AD Amazon EE B, EXILLRE |, A6
DHCP %&£, &2 Amazon Managed Microsoft AD 2= 8tk DHCP &IN5 T ¥ 215

ey
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o MBFEEFFRBE DHCP EINEE | NER DNS RE BN EBRAN |, HHEEWNAMazonFEE
Microsoft AD #1TE &

LR T A A RS K

YRATATC 48 #01F Linux THEHLINAYRIIAmazonEE %X AD Active Directory 5, EHITILIRME , B4
MEA—NEENEUTENKFNROAFIKS |, FeeFitENmMAE,. RE Amazon ZREEAR
HihBW K R TaEE 2B NN RFITENMASE , ERMNTFENFEAXEAR, FARESEK , RIE
WA HEE T EN A ERERERRH RS K,

EZREAEFTENMASMENRENRENKS , ATLUSTELT PowerShell 5%, BMAMEE TR
 Amazon Managed Microsoft AD %% Active Directory B2 T E W E M A Windows it E#lE
BITXERS, ki, BXAERABIERENITEN OU RBEFNRIIKF . Z PowerShell i 1%
ENR , AFRSKFESHRIANTENESPLIRITENTR,

$AccountName = 'awsSeamlessDomain'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$Domain = Get-ADDomain -ErrorAction Stop

$BaseDn = $Domain.DistinguishedName

$ComputersContainer = $Domain.ComputersContainer

$SchemaNamingContext = Get-ADRootDSE | Select-Object -ExpandProperty
'schemaNamingContext'

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase $SchemaNamingContext
-Filter { 1DAPDisplayName -eq 'Computer' } -Properties 'schemaIDGUID').schemaIDGUID

# Getting Service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier'
$AccountProperties.SID.Value

# Getting ACL settings for the Computers container.

$0bjectAcl = Get-ACL -Path "AD:\$ComputersContainer"

# Setting ACL allowing the service account the ability to create child computer objects
in the Computers container.

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'CreateChild',
'"Allow', $ServicePrincipalNameGUID, 'All'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0ObjectAcl -Path "AD:\$ComputersContainer"

NMREEEREABFEASRE (GUI) |, BAILER &S IKS ZRINEE PATRN F IR
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BIRZ A S B AR S K

& 0] LA FlAmazon Secrets ManagerZ#1i8& RSk~ . BXEZEE , HSHAIEAmazon Secrets
Manager#4i.

® Note

Secrets Manager &= %% H. BXEFZELR , H5H (Amazon Secrets Manager User
Guide) ®H Pricingo

BIEBAHFHBRS K, ES

1. B FAmazon Web Services B2 H| & H$TFFAmazon Secrets ManageriZ#l & , Mt R https://
console.aws.amazon.com/secretsmanager/o

2. “ERTFHHEHA.
3. 7 Store anew secret ( FEMZF4E ) WEH L , HITUATRE !

a. HEFHEET 6 L£RHMOZFHARE,
b. ERMEXNT , ITUTIRE
i. HEE—NED , #HA awsSeamlessDomainUsername, EE—{TH T —MMES |, WA
TBREKFHEAF G, flt , MRE B AT 1Z PowerShell i85 , MRS K BT

HawsSeamlessDomain,

® Note

WML IRBELEH A awsSeamlessDomainUsername. R EIGEHE&EEMA
=, AN, SR KK,
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https://docs.amazonaws.cn//secretsmanager/latest/userguide/create_secret.html
https://docs.amazonaws.cn//secretsmanager/latest/userguide/create_secret.html
https://docs.amazonaws.cn//secretsmanager/latest/userguide/intro.html#asm_pricing
https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/secretsmanager/
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i85 Services ‘ Q Search B & ® & onhovw

AWS Secrets Manager D> Secrets » Store a new secret

Step 1

Choose secret type

Choose secret type

EEpa Secret type info

Configure secret

Step 3 - optional (O Credentials for Amazon RDS (O Credentials for Amazon (O Credentials for Amazon
Configure rotation database DocumentDB database Redshift cluster

Hzp O Credentials for other O Other type of secret

Review database API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
[ awsSeamlessDomainUsername ] ‘
+ Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create

aws/secretsmanager v ‘ ‘ c ‘
Add new key [4

Cancel Next

i.  EBARMT
ii. TEFITHE—MEPH# A awsSeamlessDomainPassword, EE—TH T —MEH |
i ARSIk 3 88,

(® Note

HRTEERBEEM A awsSeamlessDomainPassword., R EIGE&EEM
. BN, FHinAS KK,

iv. ENBRZAT , REMRIAE aws/secretsmanager, EFULIETAS | Amazon Secrets
Manager IR X B TN, SR SLUERESLENZER.

V. iﬁ;%jt—*ﬁo

4, TE“BHEIBH T , FRAUTERAAZESEHNE R ID WEHPERIN , d-xxxxxxxxxBiRAENE
x D :
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aws/directory-services/d-xxxxxxxxx/seamless-domain-join

XRATRRNARFPHFH,

@ Note

& Maws/directory-services/d-xxxxxxxxx/seamless-domain-joinE £ 1%
FEEBA , BEd-xxxxxxxxxxFAEHWE F ID &k, BRIGEXEE®E, N, 3m
N T

Services [o}

AWS Secrets Manager » Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

S Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

Fiod Secret name must contain only alphanumeric characters and the characters /_+=.@-
ep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters,

Tags - optional

No tags associated with the secret.

[haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge.

Cancel Previous Next
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5. NHEMAEANBHRENERIAME , RAREET—F,
6. EEEERRT  EFEABIRR , RAFERT -5,

FRLEERSAR  BUANHERARR,

7. BFRE , AREEREMELUREEN, Secrets Manager 2 & A [IREEKF HHZAIER , HE
HRPUESTEFNESR,

8. MIIRFPEREHEBNZARY , FICTHEA ARN B, BFEEET —HIHPERAZBR.
HBERS K B4R B AR

BINEWEEHRRBANLERZERR.

HBIRS K B4R B AR

- 1&B (Amazon Secrets Managerfl F1#E/) #J9Amazon Secrets ManagerZ AR & B a1 B ik H
(Y 5 B AT IR AE

FNFLES5, £H (Amazon Secrets Manager A F15F) VR IEIEIR Microsoft Active
Directory &ilf,

mEFEHE , 2 (Amazon Secrets Manager P #E/) HHIAmazon Secrets Manager¥ # 58
ERRE

BIZFTE IAM policy M A

FAUTERZGLSROUEZBENEKR , ZKREA X B Secrets Manager T MA R ( B2
BIBIERA ) BT RIFZEE , HEIEFH Linux EC2 DomainJoin IAM A€,

B2 Secrets Manager IAM 152HUK #&
AT LAERA 1AM 25 A R REL |, | TFX Secrets Manager Z 431 R L5 AR
B2 Secrets Manager IAM 152HUK #&

1. LAENGIE IAM FrH AP Amazon Web Services BB 4|5 592 F, REELITIF IAM 2

# & https://console.aws.amazon.com/iam/.
2. ESMERTHNIHREERT , EEFRE,
3. ERAIERR,
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotate-secrets_turn-on-for-other.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/reference_available-rotation-templates.html#template-AD-password
https://docs.amazonaws.cn/secretsmanager/latest/userguide/reference_available-rotation-templates.html#template-AD-password
https://docs.amazonaws.cn/secretsmanager/latest/userguide/troubleshoot_rotation.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/troubleshoot_rotation.html
https://console.amazonaws.cn/iam/
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4. & JSON LI+ , REEHILLT JSON REEXEFHIXA, REFEMWEE JSON XARER,

® Note
RS XE AR R ARN 2Ry 82 51 62 19 240 Y SRR X R B R ARN.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-

services/d-xxxxxxxxx/seamless-domain-join"

]
}

}

5. A, BBET—F, RERIIEFFREEMEEE R AXESEFEE , BSHARIE IAM

policy,
6. EREFMAEL , MA—TEBEH , 0 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read,
EERENY , LEFLNRERFHONR, RRCERE K REER. RERKIRPHERH

Rig , FEMECHEZFHNE S G H.

(@ Note
BMNBYEN BN BHLE R, XEMITUBRRIFIREHRMENNEZER , AEXHZ

B REERE.

#1% Linux EC2 DomainJoin &

BRI LAERA IAM #2515 212 B T A LR Linux EC2 SRAINEE N AR,

0N
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_policy-validator.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_policy-validator.html
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#% Linux EC2 DomainJoin &

1.

o & 0N

LAER A2 IAM KrEHY B FF Amazon Web Services B2 4|4 B & F., REELITH IAM #
#| & https://console.aws.amazon.com/iam/.

ESMERTNHREET K EAE,
EARERTD K ERtIRAG,
FERZEERENRET |, & Amazon Bk
AT, EEEC2, RRERE T,

Q se [Alt+S]

Select trusted entity .

Trusted entity type

X T IEILREE , MATEA TR

a. %A AmazonSSMManagedInstanceCore., AFERIIRFIZINAE W EEIE,
b. #%i A AmazonSSMDirectoryServiceAccess., REERIIRFZINAE W EEIE,

c. HA SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read ( R&EE L —SEHCIENKIES
M) o AREIERIIKRFPIZIENEIEE,

AT LESIHN=ANRERE  ERRAG,

Q

(® Note

Amazon SSMDirectory ServiceAccess = ALIF L5 A HEE M ED) B R BRAmMazon
Directory Service, Amazon SSMManaged InstanceCore 12 i iZAmazon Systems
ManagerfR S AT EHN R IENR. EXCIEBZEAXENRNACHNESEFER , UREAN
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https://console.amazonaws.cn/iam/
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DELA 1AM B BN EMNRFKEEMNES , B5H (Amazon Systems Manager F F 5
) HHR Systems Manager £12 IAM SEHIELE X 4.

7. EAGEMFERY , MAFAGNEN , W0 LinuxEC2DomainJoin HEEX K H L& .
8. (Wik)XFAGHER 6 EFmARRK,

9. (W& ) EDR 3 HRNRZETRBRNNFIRZLURINIFRE ., REREXNATAHLR, RERSEZFLT
AN RENR,

10. EECEAG,

Fos& A Linux 3241
Fos& A Linux 3241

1. E3FKAmazon Web Services EE#ZHI & HFTFF Amazon EC2 ##I& , Mk R https:/
console.aws.amazon.com/ec2/,

MEREN X EREEF | &R EI A B FAmazon Web Services XIEHEIH B F.
FEEC2 ZBHERNBEEHE 2 |, EFEB3EH,
ERIZHINENBHMREILDT , MABERT Linux EC2 RHIKNE .

( Wik ) R RMEMIRL URIN— MRS MRERBEN |, AR, RESIEEI EC2 68
T RIAR

6. ENARFMRERZHE (Amazon HEME ) o H , EFEBEFZHH Linux AMI,

o ~ @b

® Note

FEAK AMI 2712 Amazon Systems Manager ( SSM K32 ) MR4s 2.3.1644.0 E SR
X, EBBIMNIZ AMI BEEHIKRKE AMI HE LK SSM Agent BRA |, 5SS FIRELE HI
Z4#H) SSM Agent Wi, MMBREBEEFL SSM RE |, FHSHE Linux EC2 £l E& %
MEE SSM KE,

SSM £ Linux 3£ A Active Directory A4/ aws :domainJoin . Zi@HH
Linux 32689 =B E RN EC2 AMAZ-XXXXXXX &= . B aws:domainJoin EZ
8 , 2@ (Amazon Systems Manager FiF#8R) HH Amazon Systems Manager
WENERESE.

7. HEXRBIREIS , NROIRBETHIIRPIEFEEZERAIEHIRE,
8. HEFHAN (BF) H7 , BAULERFRRFZAX , INIABBRHAN PHTIER, ZEIRFMHER
X, FERMERZAN. HARANNER , RENBAXNRENMALA AR RIEERE — MR
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https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-profile.html
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https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent-get-version.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent-get-version.html
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ELT 5 OpenSSH —EANENARELH , HIEF pem. BUAE PUTTY —EERANERR
4R | HIERR ppk. EEBIREZAX . EHNRKBLEI THREEAXXM. HREBRHAXHR
FEZEVE,

/A Important
X REREFLEBANMGE—H2,

0. ERPEARENMARESS T , BHEHE. N VPC - KETHIIREBEOIRE KM VPC,

10. MFMTFHIIRFILE VPC PHEHP—MAET M, BHEHTFRAGHE R B BB 0T E
BMM%, UG HTRIEEDRA,
BXMMEEHERMMANESES , 580 (Amazon VPC AR PR EHMMX
ERE BN,

1. EEHHEAE P T, BBERA.

BXONENIE Pt ESELR , BSRILE# EC2 AFERHP I S# EC2 3544 IP #hil,
12. HFBHAE (R2E ) RE , FUUEARARER#HTEUURRENER,
13. NFEBEFHIRE  CUUEARNREIH#TEUAFRENER,
14, RRBREFMERRS , NEIABFTRIIRHEZENE,

® Note
EREMABRE , BAgE2EF

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 BHBFIRFHEEZT/HEMNIAE SSM X , MBIt EIR, BT

UT#®REZ2—

- MRFBZEREN SSM XA EEMRFETH , BERBRAHMEZS) EC2 K4 ,
AT E K,

o GEFRTELAMERIIE SSM XA EEEE LUMIBR SSM XA, XFFAVFRIERTE EBEMEN
SSM X 1%, SSM X ERF3) EC2 Lflrt B I,
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15. XFF IAM EHIBE X |, BEBRBZHELERFZHFEBDEE 2 : 812 Linux EC2 DomainJoin B
FHIER IAM Af,

16. EEB M,

(® Note

WMREEMFA SUSE Linux HTRLEEMA , NEEEFHFBIFEHITHEHRIUE, EM Linux
LKIREF SUSE , i5# A sudo reboot,

RIS EC2 Linux KB T4 INA L Z B B AmazonfEE AD

FEHERED |, BTN Amazon EC2 Linux SEHIINA £ Z#AmazoniEE Microsoft AD. Ak , &
FEHXERF3 EC2 Linux EC2 SEHIHI K - Y21 B & 61 Amazon Secrets Manager IAM EREUR
B, ZIKF LSRR HEMN Account 2, BEEFIFEANS —NKFS (#8 Account 1) HER

Amazon Managed Microsoft AD,
FRFEMH
£ Di# EC2 Linux £ T8 M A £ ZEH AmazonitE Microsoft AD 28 , BEETRIL TIRE

o 2 . HE{RIIAmMazonFEE Microsoft AD B RIS 48 EC2 HiEZ MAKEHNLE 13 3, &
I 5| SRR E W& F H ZAmazonIEE Microsoft AD.

« G 5% EC2 Linux SEHIFTLE M A REIAMazonIEE # %k AD 5530 B 8 7 il &,

S 1 EKF 2 B2 Linux EC2 DomainJoin &

EHLES | EBRER IAM BHA02E IAM E6 , ATHEEZZIMAZK EC2 Linux SEHIAYIE
#ZAccount 2.

#17 Linux EC2 DomainJoin &

£/ https://console.aws.amazon.com/iam/ 3TFF IAM &5
EENSMERTNIHTRIEET  ERAG,

£ Roles ( At ) WE L , %% Create role ( BIEAE® ),

T ERZEERANER T | i&HF Amazon BRF.

£AF T, BB EC2, ARKRER “T—%

o > oD~
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6. X THERE , AT TR

a. %A AmazonSSMManagedInstanceCore. SRBTEYIRPIEFZIE WEIEIE,
b. #iA AmazonSSMDirectoryServiceAccess., REEYITRHPEFZIE NWEIEE,
c. MHIXLEERE , EERECNEAE,

® Note

AmazonSSMDirectoryServiceAccessi fF2 A A HEEM Active Directory
#91X PFRAmazon Directory Service, AmazonSSMManagedInstanceCoreigfit 7
AT EMN BRIEMNFEAmazon Systems Manager. BXxtIEEGXENBENEENE
ZEE , URETUSES IAM AN HMNRRMKENEES , 525 (Amazon
Systems Manager FIF$E8) HH 7 Systems Manager Bt & i 35 B LI FR

7. EAGEMNFERY ,  MAFAGNWEN , W0 LinuxEC2DomainJoin HEEXM K H L& #r.
8. (Wit)XFARER, FaAER,

9. (k) &SR3 AMIRETRBRMNFIRELURNIRE . REREXNATAHLR, RERSZHLT
e RRR,

10. EECIEAG,

SRR 2 BIREK /IR RN R AL ZEAmazon Secrets Managerfl &

T—PTEEEFEMNEHMER |, FEEF EC2 Linux =I5 X ZHAmazoniEE Microsoft AD o481
., XLERTIECIREIRE I HFEM A8 A RS FE R

ERFIKFFHAF RS —/MNKF F B Amazon Secrets Manager®40 |, BAMERBRIEN F 05K
B R R B ARG RN PR . X RS B 1 (8] AX PR AR 9 B Ik 7= 3R 1 (R BR o

XFhRB A F RN PRRE F R F Secrets Manager Z4AFFTEIK S B 1HRNR, BESMATF S
B ERAZEAMZR Amazon Key Management Service ( KMS ) 248, IR RMSEN , ANIETEE
FEAAmazontE #4A (aws/secretsmanager) HITEKFIHE. AR , BEEFHECIEN KMS
FAMEZR , ARREPHMNBHARKE. EEXBANNBEES , S H1E5 Amazon Secrets
Manager 4

(® Note

RIFEME A K F4Amazon Secrets Manager , 2 G 2 BXWTEH. BXYFITEENS
% , 2@ Amazon Secrets Manager Eft. #RAIEAER Secrets Manager €12 85 5 5% N
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BRIRER ., Amazon FEEXF4E aws/secretsmanager MRERIE B S KMS Z4A3R N
RIGMHZ | MEHET Amazon KMS &R [@EAmazonli %, BXESZELR |, 52 HAmazon
Key Management Service E#}»

UTHSBRAFEQNERTRER , FHAFREBIT EC2 Linux 241K N A X ZHAmazoniEE Microsoft
AD,

TR R R B AZE Account 1 FEYZR4R

1. $TF Secrets Manager ###|A& , Wit A https://console.aws.amazon.com/secretsmanager/o
2. MERIKRP  EREELRZEHEIZNEHA.,

3. EFPEMFAGETHMNBIREIMFT , BT R3EERNE

4. EREBENR.

- EXBFERDHMALTERRE, LTREALIFEC2Domaindoind # Linux Account 2 i5EH
W& AAccount 1. ff ARN EEBRNEEDSE 1 POIEM LinuxEC2DomainJoin A&
Account 2 #J ARN fH., EFHILER , BZ FE R M I1ZE]Amazon Secrets Manager

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/LinuxEC2DomainJoin"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
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FHEQRME Account 1 1 KMS A Z4ABKR F

$TFF Secrets Manager #£#|& , M1t Fhttps://console.aws.amazon.com/secretsmanager/o
EEMSHESD , ERTFAEELERHA,

EEFEEAFANE L , EREENESA,

EEAFAGEEREL , SMBIBABER , ARERRE.

AR Z4ABERBEA Y Account 2 9 ApplicationRole £/ Account 1 HfJ KMS %4A
REEZ Account 1 FHIEH. EFALED , EBFERNE KMS BRANZHREP, BXRES
BE , BEHENHHER,

o M 0N =

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
I
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

A Account 2 R 5 178122 5 19 SR B

1. £ https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,

2. EEMSMBERTHNHEEET , EFERE,

3. 1%&#F Create Policy (R XKE), ERBEEBEIRTD , EF JSON,

4. LATERBE AU Account 2 HfY ApplicationRole i8] Account 1 HEIZ4R , HEIFEAE
LT Account 1 FHIMNEBRARBZRZIAE. BAILUE Secrets Manager 13 &l & 19 257 ¥ 40
FEENENZES ARN THKREEHNESR ARN, & , B LA describe-secret SLR B 47
ARN, fF&JR ARN & %48 ARN F Account 1 H&R ARN, EF ALK , ESRNNR
R BE Y AN EJAmazon Secrets Manager®4H .

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secretName-AbCdEf"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :Describekey"
]I
"Resource": "arn:aws:kms:us-
east-1:111122223333:key/Your_Encryption_Key"
}

1
}

5. ‘ET—% K REEBEREFENR.

6. fEAttach a resource policy to the secret in Account 1 &K HIERIEIE Account 2 FEIBHNA
=

7. HEAMRRT , EERH IR,

8. HEEZ#EF | HIBLEIAID a statement to the key policy for the KMS key in Account 17 8122 #Y 5K
B, HIEBRZRBEAMIACKE, REERFMER.,

S 3: LA Linux 3£

WME , B LER U TS EFER EC2 Linux EHI T4 MM A X EHAmazon¥EE Microsoft AD,
FToé& A Linux SE451

1. &FAmazon Web Services EIE12H| & HTFF Amazon EC2 #2#|& , Wit R https://
console.aws.amazon.com/ec2/,

MERENXIEEREET | &R EI A B FAmazon Web Services XIEtHEIH B F.
3. fEEC2 #4EmiRNBa=FIZ o , EBRB3IEH,
4. EBRHIZHINEOBHMREDBDT , WMALBERTF Linux EC2 RHIKNE .

N
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5.

6.

10.

11.

12.
13.

(A ) IR RMEMRE BUM— MRS MREREX |, AR, RERSEFI EC2 KR
T E AR

ENARFRNBERSMRE ( Amazon Hl28ME ) o |, EFREBREFZHH Linux AMI,

(® Note

FAK AMI 2491 EHAmazon Systems Manager ( SSM X3 ) k7S 2.3.1644.0 E S iR
K, EBEIMNZ AMI BIEHIRE AMI FEZ KM SSM Agent BRA |, S FIRELE HI
ZE#HK SSM Agent IR, MRBFEHLK SSM RE |, HSRE Linux EC2 3£ E&%E
HMELE SSM K,

SSM £ Linux =410 A Active Directory At/ aws:domainJoin &, i@
Linux SEBIA EHM B EHHR EC2 AMAZ-XXXXXXX #&. Bx aws:domainJoin HWE %
ER , B2 (Amazon Systems Manager FiFF1Ef) FH# Amazon Systems Manager
wEXEESESE,

ERPIREIES , NEHIRBETHIIRPEREFEANEHIRE,

EZHEN (BF) B0 , EULUERARHZRAXN , INIAEZANPHITIER. EREFHNER
N, BEERFEFBAN. AAZENNER , AR A BHENXBEMAA B RIER —NET,

ELT S OpenSSH — 2 FAMNENRERLS , HiEE pem. BEUT S PUTTY —REAHERR
BFRH |, BT ppk. EFVEZHAXN ., BHNKEFESEI TEHABEZHXM . FRAEZHXHR
BEZSNE,

/A Important
XREREFLEBANMGHE—H2,

EEHXRGIMENMNERERD T , £EHKE. M VPC - BFTHFIRPIEFCEE R VPC,
MFRTHFIRFERE VPC FRER—PMRE TN, GBENFRLIEMAENBRESRKETE
BRMIMR, BRI EIEEEETISLH,

BXRMMEEIEBEMMRINESER , 528 (Amazon VPC B ERE) H YA BB MM X<
EEREERM

ERFOIEABIPT , EEERA,

BXRNBHNALE P #iUtNESEER | FSHELSEH EC2 AFEMT I S EC2 K41 IP it
XFPXE (REE ) RE , BASMERARINRERETERURREHFER,
NFREEFHRE , BUUAEARANREREITERUFZENER.
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14. RESRFAEEED , NEMA B R TAIRAPIEZEENE,

(® Note
EEEMABRRE , BAEKEE :

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 BHMSRIINEEEENBEEMNIAE SSM X# |, MAHIEIR, BATLIT

ATR#BEz— -

s MBEBZERET SSM XHEH ABEMAFETH , HRBRAHMREZS EC2 24| , F
HAE A E X,

o JRFELAMBRIIA SSM AL EEEELMIBR SSM X, XF AT IR EREMRN
SSM X #4, SSM MA%FESEBE) EC2 LHIrt EHBI8IE,

15. NF IAM EHIEEXH , BB E 2 ELERZHB D PR 2 : 812 Linux EC2 DomainJoin &
FHIEN IAM Af,

16. EERZHKH,

(@ Note

WMREEMFH SUSE Linux HTTRLEEMA , NEEEFHFBIFEHITEHRIUE, EM Linux
LI E R SUSE , i# A sudo reboot,

FIG E% EC2 Linux SEHIINA R AMazoniE E &% AD 5EZ B &

KL I# EC2 WindowsSEBI Ak | 4#85% AT LA F 4630 i EC2 Linux SE6IHN A BRI E AD 5EZHE &
Amazon¥tE., XIFLLT Linux 6140 ZRFIMRAS :

 Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 fi x86 )

 Amazon Linux 2023 AMI
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« Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

 SUSE Linux ) fR %588 15 SP1

® Note
HAth Linux 2 KIRFMRAARERQERIZT , EREINH,

¥ Linux =410 AREIAmazonFE E M5k AD

QISR R TTEE DA Linux £ RIEEM S RBoIEHI , AR T 8EF Amazon Linux, CentOS, Red
Hat 5 Ubuntu =60 A B .

/A Important
UTREESRNRKREBNT , TRLESHITETRHAFATA, Hit , FMNBUBWERNIT
X R Z AN Pt 2R OB RRE,

$F Linux =60 B &
EAL TR 2 —F 45 E Linux SEHIITEER -

Amazon Linux

1. EF{EAT SSH & imiE 2 EI2 6,

2. §% Linux S<HIE & 9 f FI Amazon Directory Servicei2##9 DNS FRS8589 DNS ARE 23 IP it
i, AILAENEMINE] VPC #9 DHCP MTEFH#TIRE , REBEIERF LFHIRE |, KT
IiRE, MBEBFFHRE , BFSPAmazon R F O IAFEEA DNS RE B0 EATE
Amazon EC2 SE4l| | LUREVE X N IEHIEE Linux RITHRFMAMRANIRE K X DNS RS ERIIEM.

3. 1R 64 1L Amazon Linux 34 H &FIRES,

sudo yum -y update

4. 7£ Linux 326l L Z&RFrER Amazon Linux 342,
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EEIEE
® Note
Hp-—EREFIARERE.
ZEREFIN , IR2BI/INREEER®S, BEAUNIEREFNFERRENE

Ho

Amazon Linux

sudo yum install samba-common-tools realmd oddjob oddjob-mkhomedir sssd adcli
krb5-workstation

@ Note

BXRBELEANIDE Linux MRASH 5 BY

, HS I E5% Linux S24] EC2 AFiEmH
RIR B 3% Linux B,

5. FERU T o SRSEHIIIA B Fo

sudo realm join -U join_account@EXAMPLE.COM example.com --verbose

join_account@EXAMPLE.COM

example.comBH EFFHMANRNIKST, EHIARTRBAKSHNEZE, BXFLIXLRN
BRIEZELR , 383 Amazon Managed Microsoft AD Z ik B S0 AR,

example.com

B K EE2RE DNS B#5,

* Successfully enrolled machine in realm
6. & SSH RF A FH 1T & 4Kl
a. EXARmEEFFITIF /etc/ssh/sshd_config X4,
sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/amazon-linux-ami-basics.html#amazon-linux-image-id

Amazon Directory Service EEEmR

PasswordAuthentication yes

c. E¥E3) SSH RS

sudo systemctl restart sshd.service

HE

sudo service sshd restart
7. RBIEFBE , FAMEMA SSH B imEZRZES , ARBIHRITUT T RFAMmazonEIRE
I8 5 AR HNE| sudoers FI&R A :
a. FRAUT ST sudoers X4 :

sudo visudo

b. UL TARFME| sudoers XHWEIHRFIZI o

## Add the "AmazonDelegated Administrators" group from the example.com domain.
%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( JA ERBIfE A “\<space>"F B Linux ZZH&F R, )

CentOS

1. EAET SSH & imiEEEIL 61,

2. ¥ Linux SEHIE & 9 £ FH Amazon Directory Servicei2t#9 DNS ARS585#9 DNS BRSSE5 IP i
b, ATBUBNEMIINE VPC By DHCP ETEFHTIRE , RRBIERF LFHgE , KNIT
LIRE, MBEEFIRE , BFSRAmazonFNRH ORI NI FEES DNS RS0 EATE
Amazon EC2 3£4 , BAREVE X N IEHIAEE Linux ZITARFARAIZREB K X DNS RS 2918,

3. F{R CentOS 7 SLHIA HRHFIRA

sudo yum -y update

4. 1 Linux 354 £ Z%FrE CentOS 7 £ #43,
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® Note
Hp-—EREFIARERE.
ZEREFIN , IR2BI/INREEER®S, BEAUNIEREFNFERRENE

Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools
5 AU TwS/EMMA R R,
sudo realm join -U join_account@example.com example.com --verbose

join_account@example.com

example.comBHEGFHMANBENIKS, EHIRREHBMAKFNEL, BXERXLER
BRONEZELR , 387 Amazon Managed Microsoft AD Z ik B F AR,

example.com

B XK E2RE DNS B#5,

* Successfully enrolled machine in realm

6. I®E SSH RS UAFHITHBEHRIL,
a. BN ARIRBEEFHITFF /etc/ssh/sshd_config 34,

sudo vi /etc/ssh/sshd_config

b. ’ PasswordAuthentication i &N yes,

PasswordAuthentication yes

C. E%ﬁﬁﬁ SSH HE%O

sudo systemctl restart sshd.service

WE
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sudo service sshd restart

7. RBIEFBE , FREM SSH BEFIRIEZERIZES , ARBEIRTUTSENAMmazonERE
¥ 5 A5 HNZE sudoers FI&RF :

a. EA T HITH sudoers X4 :

sudo visudo

b. U TARFME| sudoers XHHEIHHRFIZ o

## Add the "AmazonDelegated Administrators" group from the example.com domain.
%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( A ERBIEA \<space>"F K Linux ZH&F R, )

Red Hat

1. EHAEM SSH B ImEZEIEH,

2. ¥ Linux SEHIE & J # A Amazon Directory Servicei2t#9 DNS ARZ-83#9 DNS BRESE5 IP i
th, AL EMINEl VPC B9 DHCP AP #HTIRE , ARBNESEH EFHRE , KNIT
WiRE, WMRERFHIRE , FSHAmazonEMRAF LR INANEES DNS RE =0 EBATAE
Amazon EC2 324l | IIRERE R BB E Linux ZITHRFIMRAIZ B K A DNS RS E5HIER .

3. ¥R Red Hat - 64 13267 FF RS

sudo yum -y update

4. 7£ Linux 326 E Z&KFIEM Red Hat B Eo

® Note
Hp—-ERFIARERE,
ZERFIN , JRRKIBIH/INRLEERR. BERTUNXERFTHNTERENZ
Ho
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sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5 FERAUTHSEEAMAEF.
sudo realm join -v -U join_account example.com --install=/

join_account

wHhEHexample. comiF i AR HY bk 7 B9 AMAccountB& #ro 1 HH 12 /R B 4 A IK P B 27
B, BXEAXENRNEZEES , HSHE A Amazon Managed Microsoft AD ZiRH FZMA
R

example.com

B M TERE DNS B#5,

* Successfully enrolled machine in realm

6. IRE SSH BRFZUA TR ITEB EHRIE,
a. TN ARIREEFHPITFF /etc/ssh/sshd_config X4,

sudo vi /etc/ssh/sshd_config

b. ’ PasswordAuthentication i &N yes,

PasswordAuthentication yes

c. E#E3 SSH RS-

sudo systemctl restart sshd.service
RnE

sudo service sshd restart

7. XGIEFBE , FHEA SSH B IHIEZETZEH , ARBEIRITUTEERFAMmazonERE
I8 R A5 INF sudoers FIKRF :

a. FRALUTHSIH sudoers X4 :
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sudo visudo

b. U TARFME sudoers XHHEIBHRFIZI o

## Add the "AmazonDelegated Administrators" group from the example.com domain.
%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( A ERBIERA \<space>"FER Linux ZRF /. )

SUSE

1. R SSH & imiE 25 Al.

2. BLi& Linux 25 LAEH Amazon Directory Service 1248 DNS BRS25H DNS ARSSE5 IP #udit,
AILUEN7EMINE VPC #9 DHCP MEEHRHTIRE , REBBIERH LFHRE , KHTt
B, MREEFFHZE | B5SHAmazonEFHR B O H tIAGEE A DNS RE B0 A FAE
Amazon EC2 3£ , AIRERVE R BB E Linux ZITARFIMRAIZE KA DNS RSB EEHIER.

3. R EM SUSE Linux 15 =68 & EFR S

a. EEEFOF#E

sudo SUSEConnect -p PackageHub/15.1/x86_64

b. E# SUSE,

sudo zypper update -y

4. 7£ Linux 3246 E 2% FrER SUSE Linux 15 BF &,

® Note
HA—-ERFIITREELRR.
ZERFAN , THLBINARERERS. BEUUSXERREFHTREENZ
Ho
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sudo zypper -n install realmd adcli sssd sssd-tools sssd-ad samba-client krb5-
client

5. AU T HREAIMA R .
sudo realm join -U join_account example.com --verbose

join_account

BEEMANERRexample. comBH#I s AMAccount B#i. 7E IR RES 5 ATK F 8928
B, BXZEAXENRNEZEL , HSHE A Amazon Managed Microsoft AD ZiRH FZMA
R

example.com

B ZHY5T2RE DNS B#5.

realm: Couldn't join realm: Enabling SSSD in nsswitch.conf and PAM failed.

! Couldn't authenticate with keytab while discovering which salt to use:
! Enabling SSSD in nsswitch.conf and PAM failed.

6. £ PAM FF 35 A SSSD,

sudo pam-config --add --sss

7. ¥%8 nsswitch.conf LAFE nsswitch.conf /2 B SSSD

sudo vi /etc/nsswitch.conf

passwd: compat sss
group: compat sss
shadow: compat sss

8. LA 1T N ZEl/etc/pam.d/common-session LAEHI B EFZNBEFCIEEE
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sudo vi /etc/pam.d/common-session

session optional pam_mkhomedir.so skel=/etc/skel umask=077

9. EF5IFRAILLSTERMABRIZE

sudo reboot

10fEFAEE SSH B M EMMEZERSEA , RIEHMARERSERY TR H TR EMLT R

a. WIAEEE P IEMHI

sudo realm list

example.com
type: kerberos
realm-name: EXAMPLE.COM
domain-name: example.com
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: adcli
required-package: samba-client
login-formats: %Urexample.com
login-policy: allow-realm-logins

b. ¥iF SSSD SFHEFHIRES

systemctl status sssd

sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor

preset: disabled)

Active: active (running) since Wed 2020-04-15 16:22:32 UTC; 3min 49s ago

Main PID: 479 (sssd)
Tasks: 4
CGroup: /system.slice/sssd.service

##479 /usr/sbin/sssd -i --logger=files
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##505 /usr/lib/sssd/sssd_be --domain example.com --uid @ --gid 0 --
logger=files

##548 /usr/lib/sssd/sssd_nss --uid @ --gid @ --logger=files

##549 /usr/lib/sssd/sssd_pam --uid @ --gid @ --logger=files

MAFRAFBEE SSH MiEH A 1TIAR
sudo realm permit join_account@example.com
VBT SSH Mz HI & 5 E = A
sudo realm permit -g 'AmazonDelegated Administrators'
HEAFERF TR

sudo realm permit --all

12i% B SSH BRFUAFHITHE F MR,
a. BN ARIREEFHITFF /etc/ssh/sshd_config 3,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication i &N yes,

PasswordAuthentication yes

C. E%ﬁ%i—j] SSH HE%O

sudo systemctl restart sshd.service
HNE

sudo service sshd restart

1313. RBIEFBE , FHEM SSH FFAWERETZEA , RAEEIHRITUATEEHEAmazonE
TREE R ARME sudoers FIRT :

a. AL TS ITF sudoers X4 :

sudo visudo
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b. LT ARFINE sudoers 4K ESF HARIFZ 4

## Add the "Domain Admins" group from the awsad.com domain.
%AWS\ Delegated\ Administratorseexample.com ALL=(ALL) NOPASSWD: ALL

Ubuntu

1. EHAEM SSH B imEZEEIEH1,

2. ¥ Linux SEHIE & J £ FH Amazon Directory Servicei2#9 DNS ARZ-83#9 DNS BRSE5 IP i
fh, AL EMINE] VPC B9 DHCP ISR #HTIRE , IRBIEEM EFHRE , KRNIT
WiRE, MBEBFFHRE | BFSEAmazon R F O INAFEEA DNS RG2S 0EATE
Amazon EC2 £l | LUIRERE R RIEHHEE Linux KITARFARAIRE K X DNS FRE 2SR,

3. WREH Ubuntu - 64 {3568 &FTRA.

sudo apt-get update
sudo apt-get -y upgrade

4. 1 Linux 35| E Z3%&AER Ubuntu BF .

(® Note

R —LRFATHEERE,
RERFAN , THLBIARERERE, B TUTXERERNFRRENE
z}

sudo apt-get -y install sssd realmd krb5-user samba-common packagekit adcli

5. ZAk M@ DNS #4r , FHERIAGUERE N ZREA FQDN, Ubuntu SEI7E DNS H 470 ] LA
C RN, QT BEFER. N , EBHAMIE /etc/krb5.conf FZEF DNS , M T~A7R :

sudo vi /etc/krb5.conf

[libdefaults]
default_realm = EXAMPLE.COM
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rdns = false

6. FEAU T SREHMA B Fo

sudo realm join -U join_account example.com --verbose

join_account@example.com

#Hh BEHexample. comiZ i AR K bk P B9 AMAccountB #ro 1E H B IR R A5 A K P2 B9 2%
B, BEXZEAXENBHEZELR , ESHE A Amazon Managed Microsoft AD Z )ik B 0 A

R,

example.com

B ZHYT2RE DNS B#5.

* Successfully enrolled machine in realm

7. 1% E SSH RFUAGFH THL F B RIE,
a. ENXARIRBEEEHPITFF /etc/ssh/sshd_config X4,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%Eﬂ] SSH HE%O

sudo systemctl restart sshd.service

RNE

sudo service sshd restart

8. XPIEFMBZN/GE , ERAEM SSH B imEEFZEH , RAEEINITU T HZRFAmazonERE

¥R R 4R 7N INE sudoers BIERT :
a. ERTHSITH sudoers X4 :
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sudo visudo

b. U TARFME sudoers XHHEIBHRFIZI o

## Add the "AmazonDelegated Administrators" group from the example.com domain.
%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( JA ERBIfEA“\<space>"FE &K Linux ZEHEFERF, )

BR 5T 7= 2 S 15 ]

H R BN # =T Active Directory FEXH , RHLBIABERT , BXRHPWNAIERAFBAUZRIZE
5, B LATE sssd.conf F A ad_access_filter SRR A FIEER P& FEEH, Fa0

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

BERMEAFREEANKARN , T RFEAI15RSK6,

cn

REF RN RAARNBRAEN. ELRGAP , BENadmins,

ou

X2 LFHENAMENEALREN, FEHRAIF , OU RTestou,
dc

XRENENEAERKSD . EARTRBIHR |, examples
dc

XEMISARE D EARBIF , com.

AR F NG ad_access_filter FNZ! /etc/sssd/sssd.conf.

ENAYREEIZHITFF /etc/sssd/sssd.conf X4,

sudo vi /etc/sssd/sssd.conf
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BMITHIBREZSS |, sssd.conf ATREZE LT TEIXFE :

[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d

access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

FEER sssd RFEMEBFBEEM :

sudo systemctl restart sssd.service

HE , BEOLER :
sudo service sssd restart

X R FrE MK &= 7E Active Directory FENXH , RELEBRIAER T , BZRHPHWAE R EA AEFRIZE
5, BJLATE sssd.conf F{E M ad_access_filter R A4S E P & X226,

fln -
ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

BEREAFREEANKARN , T RFEI15R K6,
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cn

MERHERROANBER R, EIRHF  AENadmins,

ou

X2 LEHEMNAMENEALSEN, FEHRBIF , OU RTestou,
dc

XRENBHNEARD . ERRBIF , example,
dc

XM nEAREB D . EARBIF , coms

AR F BN ad_access._filter #iNZE /etc/sssd/sssd.confo

1. BENAYRBEIZTPITH /etc/sssd/sssd.conf X4,

sudo vi /etc/sssd/sssd.conf

2. WITHIBEZE |, sssd.conf ATRESR{LF T EIXEE :

[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d
access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

3. FEER sssd RFMEFBEEM :
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sudo systemctl restart sssd.service

RE , BHRALER

sudo service sssd restart

ID AR &

A LU BT ST ID BRET | BA4EH UNIX/Linux F P ARA%F (UID ) FIZFRAM ( GID ) MR
Windows # Active Directory Z2#rRAF (SID ) B ZBMNGE — 4K, XLEHFENT :

1. £t
2. DAk

® Note
Active Directory FHIEFR XA S S MMH T EAUBERERSEOR POSIX,

ShXAF SRR

Active Directory S} E R & B FifEHiL ( LDAP ) BREH Linux A EME UID # GID, £ Active
Directory F , lIREE T POSIX B , XEFRFNFHEAFNEMSSP -

« UID: Linux AF& ( 2£F8)
- UD% : Linux BF ID & ( %)
- GID5 : Linux A ID & ( %)

EH¥ Linux SEBIELE R £ A Active Directory 32ft# UID Ml GID , 57 sssd.conf XHFHIZE
ldap_id_mapping = False., HREWEZH , FHEINEE @ Active Directory HEY A 7 R4 74N
7 UID, UID &5# GID =,

7R 5D ER Y

IR Active Directory &8 POSIX T BE , B NREBERTEFEE MRS |, Linux ATLITE UID
M GID {B. Linux AP —Z£iRRAF (SID ) REREF— 3,
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EfRESHRNAF ID BE | B sssd.conf X Hi&E 1dap_id_mapping = True.

LN

il
WMRIZE ldap_id_mapping = False , Bit/E3) SSSD RF LM, LLEAMMWERREHR UIDs
FX$F. BIESIRMN ID MEEHR N POSIX B , M POSIX BHEEXRS ID BETEHHIBR SSSD &
F. BX ID B&5 |dap_id_mapping SN EZFHMAE L |, iHSH Linux S5 1THH sssd-ldap(8) F
Mo

E#Z Linux 3241

HAFEA SSH B mEEEIRAR , RESRT™MUImMARFE. APIUUXRA
username@example.com B EXAMPLE\username ®X@WABF B, MAFRLUFUTHRSE , &
BUR T & ERAR Linux KITHR :

Amazon Linux, Red Hat Enterprise Linux 1 CentOS Linux

login as: johndoe@example.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management

Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/

Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admin@example.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)
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* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

£ Winb EC2 ind F3h L 53 Linux X4 AREIAmazonFEEMEL AD SE3h B &

YRA] LAE A Winbind BRE F 3R Di# EC2 Linux SEHIAIA$E %R AD Active Directory Amazon 1
B, XEEIMBHAHE Active Directory F F7 BEH F 15 7] H A S&EBY Amazon$E & Microsoft AD 7&3h B
&Y Linux SEAIRHEREES) B FEHE. ZIFUT Linux SKHI10 K RFAARAS

* Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 i x86 )

* Amazon Linux 2023 AMI

« Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS

+ CentOS 7 x86-64

 SUSE Linux ) fR%588 15 SP1

(@ Note
HAtt Linux 2 RIRFRAATRER ERIZTT , ERET M,

FF Linux KB AYRBYAmazonFEE M ER AD 5E3h B &

/A Important

UTHEEZSRBNRREBRNIT , TRKERFITEZFRHAATH, it , RAIEZEWIERNIT
X LT T 2 BIX SR 6 2 R D SRR R

SO Linux SE4 WA 1.0 279



Amazon Directory Service EEEmR

$F Linux =40 A B F

ER TR 2 — 34 E Linux SKAIHITERR

Amazon Linux/CENTOS/REDHAT

1. EHAEM SSH B mEZEIEHI,

2. BLiE Linux 25 LA{EH Amazon Directory Service 124£#) DNS fRS25H9 DNS RSS2 IP ik,
ATLAES 2R ANE] VPC By DHCP IETEFHTIRE , AR BIERF LFHIRE , KT
B, MREEFIZE | 5SFHAmazon &R B O E LG EE A DNS RE B0 A FAE
Amazon EC2 3£ , AIRERVE R BB HEE Linux ZITARFIMRAIEE KA DNS RS EEMIER.

3. BR Linux 2618 &FIRS.

sudo yum -y update

4. £ Linux 3£l £ Z % FrE Samba/Winbind E42.

sudo yum -y install authconfig samba samba-client samba-winbind samba-winbind-
clients

5. W FE smb.conf X#H#THEM , SAEHE HIEM R ES o] BURE B% 304

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EXAEEESPITFRIBEE X4 [/etc/samba/smb. conf].

sudo vim /etc/samba/smb.conf

15 E Active Directory HIMEFE R , BT HIFTR :

[global]

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no
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template homedir = /home/%U@%D
template shell = /bin/bash
winbind use default domain = false

7. EXARREESEPITFENH [/etc/hosts].

sudo vim /etc/hosts

BT AR Linux SEEIFAE 1P it -

10.x.x.x Linux_hostname.example.com Linux_hostname

(@ Note
WMRIERTE /etc/hosts XHHIERE IP ik , WAERKAE NS ATRELKE AT
DNS %,

No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
HEIRFRRIMABLL) , B2 [net ads] aaHTETE DNS A DNS i2%.

8. £/ net SEAREFF Linux =HIH0A Active Directoryo
sudo net ads join -U join_account@example.com

join_account@example.com

example.comBH EFFHMANRNIKST, EHIARTRBAKFHNEZE, BXFLIXLRN
BRIEZELR , 37 Amazon Managed Microsoft AD Z ik B SN AR,

example.com

B XK EERE DNS B#5,

Enter join_account@example.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. & PAM BLE X , A &SI Winbind B RIEFFIENSZKE -

sudo authconfig --enablewinbind --enablewinbindauth --enablemkhomedir --update
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10 B3 1& K /etc/ssh/sshd_config XHRE SSH BRFLAAFHTERE F BRI,
a. EXARREEFFITIF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

c. E¥E3h SSH RS

sudo systemctl restart sshd.service

HE
sudo service sshd restart

MEFBHXEHI2FE , FHEM SSH BEFRFmEETT , ARBIRTUTIREERNGHAFHA
B FHRNRRIE| sudoers %Ik :

a. FRALUTHSITI sudoers 4 :

sudo visudo

b. RINTHAAXNEERAEEPRNFFENAIAS , REFERT

## Adding Domain Users/Groups.

%sdomainname\\Amazon\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%sdomainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
Trusted_DomainName\\username ALL=(ALL:ALL) ALL

( A ERBIfE A “\<space>"F K Linux ZZH&F R, )

SUSE

1. SERE SSH & imE #2556,

SO Linux SE4 WA 1.0 282



Amazon Directory Service

EEEmE

2. BLi& Linux 251 LA{EH Amazon Directory Service 124t# DNS RS 25H DNS ARSSE5 IP #udit,
AILAES 7R ANE] VPC By DHCP ETEFRHITIRE , BRI ERF LFHIRE , KT

/R 48

0N 20N

B’iE, MR FHKE |, B
Amazon EC2 3£ | LISRERER A

3. |iR
a. EEEFOF#E,

R

P4\

IR

AN

ZFEAmazon AR RO R LA 575 DNS fRS 8 0 BLAiAE

BY4EE Linux RITARMARAIRE KA DNS RS 22HIHE R

Y SUSE Linux 15 L6 &#FIRAS.

sudo SUSEConnect -p PackageHub/15.1/x86_64

b. E#7 SUSE,

sudo zypper update -y

4. £ Linux 3£ L Z % FrE Samba/Winbind 42,

sudo zypper in -y samba samba-winbind

5. X =E smb.conf XHHITEAD , SMERE HIEAT R AT SUIRE F%H

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EXARmBEERPITFIRBE E X [/etc/samba/smb. conf].

sudo vim /etc/samba/smb.conf

1EE Active Directory HEFE R , MTHIFR

[global]
workgroup = example
security = ads

realm
idmap config * :
idmap config * :

example.com
rangesize
range =

idmap config * : backend =
winbind enum users = no
winbind enum groups = no

template homedir = /home/%U@%D

template shell = /bin/bash
winbind use default domain

1000000

1000000-19999999
autorid

false
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7. EXAgmERPITIFENH [/etc/hosts]o

sudo vim /etc/hosts

BRIT AR Linux SEHIFAE 1P tbiit :

10.x.x.x Linux_hostname.example.com Linux_hostname

® Note

MRERE /etc/hosts XHEFRIEE IP #thatk , MFERFEBIM AR ATRESQUEIBAT
DNS £5ix.

No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
HEIRRRIARL |, B2 [net ads] a5 7oA 7E DNS #EM DNS i85k,

8. AT H¥ Linux XBIMA B %,
sudo net ads join -U join_account@example.com

join_account

BEEEMANRexample. comBiH i s AMAccount B#r. 1 HBVIRRAT 4 ATK P 27
B, BEXZEAXENBHEZEELR , ESHE A Amazon Managed Microsoft AD Z )ik B &0 A
R

example.com

B ZHYT2RE DNS B#5.

Enter join_account@example.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. & PAM BLE X , A TSI Winbind B KIEFIENSZKE -

sudo pam-config --add --winbind --mkhomedir

10fE XA 4B 25 P $TFF Name Service Switch B & X4 [/etc/nsswitch.conflo
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vim /etc/nsswitch.conf

W H0 Winbind 3%, N,

passwd: files winbind
shadow: files winbind
group: files winbind

11BN /etc/ssh/sshd_config XHZE SSH BRFUA A FH 1TERE & BRI,
a. BN ARIREEFHITFF /etc/ssh/sshd_config 34,

sudo vim /etc/ssh/sshd_config

b. ’ PasswordAuthentication i &N yes,

PasswordAuthentication yes

C. E%ﬁ%ﬁ] SSH HE%O

sudo systemctl restart sshd.service
NE

sudo service sshd restart

12EHBXR6l2E , FREM SSH BEFRFIWERETT , ARBIRTUTETERENERGRAFSA
BFHERNRRME sudoers %K :

a. EA T HITH sudoers X4 :

sudo visudo

b. BM T AXMNEERAFHPRMAZFNEAIAST , RAEHERT,

## Adding Domain Users/Groups.

%sdomainname\\Amazon\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%domainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
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Trusted_DomainName\\username ALL=(ALL:ALL) ALL

( A ERBIERA“\<space>"FZ B Linux ZZHEFR/F. )

Ubuntu

1. EREM SSH B ImiEZZIZ 61,

2. BL& Linux 3545 LA A Amazon Directory Service 2##9 DNS FRS 8589 DNS ARE25 IP #tbiit,
ATLUENFEM INE) VPC B9 DHCP A TIEHMHITIRE , REBIEZH LFFHIRE |, KTt
B, MBHREEHEE | BSHAmazonEHR RO I0AFE:7S DNS RE B0 B4 TAE
Amazon EC2 £l | LIERERE R NIERHEE Linux KITARFRAIRE KX DNS RS EMIE™E.

3. 4R Linux 613 KIFIRES.

sudo apt-get -y upgrade

4. 1 Linux 354 £ Z % FrE Samba/Winbind E 43,

sudo apt -y install samba winbind libnss-winbind libpam-winbind

5. X =E smb.conf XHHITEAD , SMERE HIUETHRE R AT VIR E F%H

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EXARERPITFIRBE EXH [/etc/samba/smb. conf].

sudo vim /etc/samba/smb.conf

1EE Active Directory HIMEFE R, WITHIFTR :

[global]

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no
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template homedir = /home/%U@%D
template shell = /bin/bash
winbind use default domain = false

7. EXARREESEPITFENH [/etc/hosts].

sudo vim /etc/hosts

BT AR Linux SEEIFAE 1P it -

10.x.x.x Linux_hostname.example.com Linux_hostname

(@ Note
WMRIERTE /etc/hosts XHHIERE IP ik , WAERKAE NS ATRELKE AT
DNS %,

No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
HEIRFRRIMABLL) , B2 [net ads] aaHTETE DNS A DNS i2%.

8. £/ net SEAREFF Linux =HIH0A Active Directoryo
sudo net ads join -U join_account@example.com

join_account@example.com

example.comBH EFFHMANRNIKST, EHIARTRBAKFHNEZE, BXFLIXLRN
BRIEZELR , 37 Amazon Managed Microsoft AD Z ik B SN AR,

example.com

B XK EERE DNS B#5,

Enter join_account@example.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. & PAM BLE X , A &SI Winbind B RIEFFIENSZKE -

sudo pam-auth-update --add --winbind --enable mkhomedir
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107 AR R 23 3T FF Name Service Switch BLE X4 [/etc/nsswitch.conf].

vim /etc/nsswitch.conf

B0 Winbind 384, I TFFFR.

passwd: compat winbind
group: compat winbind
shadow: compat winbind

11B31E N /etc/ssh/sshd_config XHRE SSH BRFSLAAFH1TERE F BRI,
a. EXARREEEPITFF /etc/ssh/sshd_config X4,

sudo vim /etc/ssh/sshd_config

b. ’ PasswordAuthentication i &N yes,

PasswordAuthentication yes

C. E%ﬁ%ﬁ] SSH HE%O

sudo systemctl restart sshd.service
WE
sudo service sshd restart
REFRIEPZE , FAEM SSH BEFRREZIT , ARBIRTUTTSREENFAFRE

BFHERNRRIME sudoers %Ik :
a. ERTHSITH sudoers X4 :

sudo visudo

b. BN T HAAXNEEHAEEPRNFAENAIAS , REFERT

## Adding Domain Users/Groups.

%sdomainname\\Amazon\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%sdomainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL

S Tructod DomainNamo\\aroupname AlL—=(All A
e e e e e
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Trusted_DomainName\\username ALL=(ALL:ALL) ALL
( LA RBIfE R “\<space>"FE B Linux Z=1&F/F. )

HE#EZ Linux 3241

HAFP R SSH B mEEEIEAIN , REQRTMMNBARFE. AR TUXRA
username@example.com 5 EXAMPLE\username XXM ARF &, WRFRLUFUTHE , &
BUR T & ERAR Linux KITHR :

Amazon Linux, Red Hat Enterprise Linux H CentOS Linux

login as: johndoeeexample.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management

Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/
Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admin@example.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

SO Linux SE4 WA 1.0 289



Amazon Directory Service EEEmR

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

FHL 5% EC2 Mac 240 AYREYAmazonFE B 3k AD JE3) B &
LSRR F I EIT D% EC2 Mac 32410 AR AmazonFE & # 3k AD J&31 B %,
SREH

» W5 EC2 Mac EHIF/EL Dt EC2 TAEN, BUMIBE—AETBENHEZEN LB
Bl. BXEZEER , F20 (L5 EC2 AFiERE) H/Y “E3) Mac K417,

o BATEWERIAmazonEE M Microsoft AD JEz) B F£|E DHCP 12T &, X{E Amazon VPC FHIE
fAISEBIER AT BA3E M 45 B = 1 DNS BRF3 MUET Hig & . 5259 Amazon Managed Microsoft AD
B E R DHCP EIE THEZEE,

(@ Note

TERFVHNENREEENARIET MR, BXESELR , 55K Amazon EC2 R ERH
HENTKE

FZHMMA Mac E4I

1. fEALLT SSH S HiEEE Mac =6, BXREREE Mac RHINEZEE |, HSRIEEET Mac 3=
i

ssh -i /path/key-pair-name.pem ec2-user@my-instance-public-dns-name

2. E#3F Mac XflE , EANRT@TRNIZec2-usertk P aIRED :

sudo passwd ec2-user

3. HMBTHIRTH , BRMtZec2-usertk FMNEHEB. BAILUZE Amazon EC2 IFERHE
HMREREM RPN S REMNBERENRG,
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4. ERLTdsconfigadin HYFREY Mac =410 AAmazoniTE#Y Microsoft AD Active Directory
B, BERMEE. TENBMMEALR LU ERANIRE Microsoft AD Active Directory Amazon &
HIEE, BXEZEE | B5SH Apple Wit LK 7E Mac EW B FSEA T E FEEH A,

/A Warning

TEHNEMTNESEFRH. EFFAELMEEHERIFEER Amazon Microsoft AD
Active Directory,

sudo dsconfigad -add domainName -computer computerName -username Username -
ou "Your-AWS-Delegated-Organizational-Unit"

TR RBIERTHEHN myec2macol By Mac KBl LM EE A F A example. com A i S H
B

sudo dsconfigad -add example.com -computer myecZ2mac@l -username admin -
ou "OU=Computers,0OU=Example,DC=Example,DC=com"

5. FEAUTHSE Amazon EREE A NME Mac 24| ENEEBRF -

sudo dsconfigad -group "EXAMPLE\aws delegated administrators

6. FEAUTHSHEIAAmMazoniEE Microsoft AD Active Directory 1B Ih I A :

dsconfigad -show

YRE BRIV Mac KB AYREYAmazonE E MK AD SE3) B F. IIE , BRI LEAAmazonEEW
Microsoft AD Active Directory & Z&H Mac =41,

BIREF Mac 2408 , NASRMVEM AP SHEFHED, et , B ERZKN Active
Directory HEUE & F Mac Kfl, MREHXLELSRE , BXRF LARBMHEHAMED , 1§ ec2-user
FHEFR, REEH

EFARFAFPREEZBAR, , HRE Amazon EC2 AFIERH Connect ZISEFIE A RE
(GUI) PRSI 1TIRAE,
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3 Amazon Managed Microsoft AD &k B F i1 AR

BT E NI AREIAmazonFEE Microsoft AD , fREE—MNERCFITENMAZB ZHKF,

f# F Microsoft Amazon Active Directory B9 Directory Service , B A flAmazonE kRS EE A H
MR B B X LR,

BEERESERK , NMEARRAEMENR/NMEBRNIKS, UTIRERNFALIZERN Joiners B
A, FrEAZTFITEV AR B FKATFERNER.

EBAME S AR B FA B %R% Active Directory AP MitEHN MMC B8 T it EN LT
B, BIEVLMHER R BMHER,

H$¥EAmazon® Microsoft AD Zik AR

1. $TFF Active Directory User and Computers , FE S PiEFE EEEH NetBIOS B¥HVHL £y
(OV) , AfFi%#E Users OU,

/A Important

L R/Z 3N Microsoft Active Directory #IAmazon B FZIRSEEY , Amazon& Bl — NI EFT
BEERNRIWALEN (OU), It OU (BEBEZELEE ZIEAKN NetBIOS BF5) L FiF
REFH, HREAEMNEEAmazon, TEMNBRAFHITER , RS HEEFEN
NetBIOS &K OU H8l% Joiners 4,

2. TF Users WLETX (REES) e , RAFHAIRIERE New F Group,
3. 7 New Object - Group E# , BALUTAHR , RFERE OK,

« XF Group name (H&E#5) , A Joiners.,
« XF Group scope , %£# Global,
« 3F Group type , i%#% Security,

4. FESMMTF , EFEH NetBIOS BF T H Computers B85, M Action X8 Hi%$E Delegate
Control,

5. & Delegation of Control Wizard TUE L , #%$F Next , R/F%EEF Add,

6. & Select Users, Computers, or Groups &9 , A Joiners , RFEF OK, MRKEIZ/NX
R, BEFLEAEN Joiners H, EET—%,

7. 7E Tasks to Delegate T [H £ , 1%£3¥ Create a custom task to delegate , R/Fi%E#E Nexto
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8. %&$% Only the following objects in the folder , #Af5i%£$F Computer objects.

9. 1%&#& Create selected objects in this folder , #Af51%#F Delete selected objects in this folder. Af5
ﬁ?%jt_io

Delegation of Control Wizard -
Active Directory Object Type B 1
Indicate the scope of the tazk pou want to delegate. HJU)\ s

Delegate control of;

() This folder, existing objects in this folder. and creation of new objects in thiz folder

(®) i0nly the following objects in the folder:

Computer objects ”
[] Connection objects

[ ] Cortact abjects

[] document objects

[ ] documentSeries objects

[ ] domainF elatedObject objects y

Create selected objects in this folder
Delete zelected objects in this folder

| < Back ” Hent » || Cancel | | Help

10. %1% Read 1 Write , R/51%1% Next,
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Delegation of Control Wizard -

Permiszions &
Select the permizzions you want to delegate. “ )
.1

Show theze permizsions:

General

[ ] Creation/deletion of zpecific child objects

Permizsions:

[ ] Full Control ~
Fead

Write

[ ] Create &ll Child Objects

[] Delete &ll Child Objects

[] Read &l Froperties w

| ¢ Back ” MHewt » || Cancel || Help |

11. £ Completing the Delegation of Control Wizard TN E LRIEEE. , ARF%$F Finish,
12. EABEBCE-INAR , HRZAFPRME Joiners A, AP SN TEH NetBIOS &5

TH Users BEzH. ZAFEHA R ANRIFKOEES B F.

3 Amazon Managed Microsoft AD 812 = E i DHCP £

AmazonZ & Amazon Directory Service B & 1|2 DHCP &£ , 74§ DHCP &I % B L8 B
KPETERY VPC, XfEiZ VPC RV ERISE I E AT LAfE M35 E 18 F1 DNS RRS5 28 AT Hig &,

B< DHCP TENEZE R , B2 Mhttps://docs.amazonaws.cn/vpc/latest/userguide/
VPC_DHCP_Options.html {Amazon VPC A #&) F# DHCP &I,

7 B %8IE DHCP &I &

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &
2. HESMBEKD | % DHCP Options Sets , AAFi%#¥ Create DHCP options sets
3. HEZCIEZDHCPEMEREL , ABZHNITE :
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=L

TR RY AT IA AR
B

BXHNELRERBM , W corp.example.coms
H A RS

& AmazoniZ Ay B A7 DNS IREZ 2589 IP Hbit,

® Note

A LA¥: B Amazon Directory Service 2#H A SMEK , REBE X , AREREBHNE
X ID, N BX LMt

NTP AR5 8%

HtFEREZ,
NetBIOS & #1585

HtFEREZE,

NetBIOS i R H

FFHEEz=,
4. EFBIZE DHCP LT, ##Y DHCP I E & HIE LM DHCP &I YR,
5. 12T HH DHCP EIER ID (dopt-xxxxxxxx). EHATCFHHIETES VPC HxE,

E 5 VPC MxEkRY DHCP iz &,

& 0)2 DHCP iUk 2/ , BELEBBRX LRI, MREFE VPC EATRER DHCP it
W& , BLTOIBFNETE |, FRHEEEN VPC HXER, BEFIRE VPC , LHAREREMA
DHCP &%,

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. ESMBERKF , EFEWN VPCs,
3. %&#F VPC , RRMIRIEERRE. &E VPC RE.
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4. XF DHCP B , @ —METERILET DHCP RTE , RFEFERF.

EfAGTITERS VPC #HXEA DHCP EUIE , BZHUTAR !

* Amazon CLI: associate-dhcp-options

* Amazon Tools for Windows PowerShell: Register-EC2DhcpOption

AmazonitE Microsoft AD FRy A B A SE

YRA] LAFEAmazonit & Microsoft AD FEERAFMEEA. BuULCIZAFRUKRTILIGEEEFRHAR
IR, BETUBIERA —RBEZSMNAFPRFNIELNR, BRNAILUFAPRMEA | B SUFA R
EAE, SEFRAPFMEAN , ZAPNEERSELSZANACHNNIR. FEAFMIBERN |, XLHF
HERXFXRR , FEHREDEEREANACNNIE, BHEAUNARPNEAKRBREFSHMAR,

A LAGE A LA J5 3% 833 the section called “Directory Service Data” B2 F4A -

« Amazon Web Services BB 4|4

* Amazon CLI

+ AmazonDirectory Service ¥ #E

* Amazon Tools for Windows PowerShell

&< Amazon Directory Service Data CLI B¥JE 7R , B YouTubeM & A T4,

£/ CRUD &IEAmazonitE Microsoft AD FHY - FEE4H APIs

;& , B0 LAEEA A 3R =,
£ Amazon Web Services EE 4 A EE AP F4A

&\ LAE A with Di Amazon rectory Servic Amazon Web Services B2 #]4 e Data BB
B4, Directory Service Data @MY & , EEEEBHITHNENNREE TS, Amazon Directory
Service R — LIS TIECIEAFMA, FRABMEAURFARMEA,

BXEZER , ESFMEA Amazon Web Services B2 #] A EE Amazon Managed Microsoft AD
i1
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® Note

EFAIIIEE , XMFHER. EXEZERE , BSREAARNAEE,

& X gEfE A = Amazon Web Services X1 B FH#Y F 7 FEELHAmazon Web Services B3R 1%
FAREEAFPNEL. EXESEER , BZAEIXE5HMXE,

IBEELERN IAM PRI BEAE A Amazon Directory Service #i#E., BXxE %5

8 , #5381 Amazon Directory ServiceAP| X [R : ##/E. ®EMZHSE, BEF
BEENAFMIEAER TR , B EAAmazonFEE KB |, Bli1Amazon

FEE KW . AWSDirectoryServiceDataFullAccessZAmazon & KK :
AWSDirectoryServiceDataReadOnlyAccess. BXEZER , §5H IAM Z2 REXEK.

£ Amazon CLIEIEFH P f4A

&1 LAAmazon CLIE3E Di Amazonrectory Service Data AP| ¥ A P M##4H ., Directory Service Data
2NV B , eFEEEBFEAds-datam B ZRARITHAEN N REEES . Amazon Directory ServiceH
P-EEFITECNEAFNA, AP FMEIE R FEFMEIL,

£ Di Amazon rectory Service Data CLI &2 F

LT REAds-datain & ZEE 82 A F #9Amazon CLIT S R4,

aws ds-data create-user --directory-id d-1234567890 --sam-account-name "jane.doe" --
region your-Primary-Region-name

® Note
E#EATAmazon CLI , XRHBER, BXEZER , BN ERASEAASNBEHEER

Amazon Directory Service Datao

& L gefE A B %/ £AmazonAmazon Web Services X 13 B &A1 # Directory Service Data CLI
REEBERAFNBEA, BXEZEL , ESREXESEMXIE,

IBEELER IAM PRI BEAE A Amazon Directory Service $i#g., BXxE S5

£ , 53 Amazon Directory ServiceAP| X [R : ##/E. HEMZHSE, BEF
BREAFMNIEARR TR , B UERAmazonEE R |, flal, Amazon

FEE XM . AWSDirectoryServiceDataFullAccesssAmazon & = KB
AWSDirectoryServiceDataReadOnlyAccess. BXEZER , 5 IAM Z2 REKEK.
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BXEZEER , BHSRFERA Amazon CLIEE Amazon Managed Microsoft AD F F° #l4H.

£ Amazon Tools for PowerShell &% A~ f4A

Amazon Tools for PowerShelli2#t 7 BN 234 1Y & IR HE 3R Amazon Directory
Service : AWS.Tools.DirectoryService(DS) # AWS.Tools.DirectoryServiceData
(DSD). f#F#tAmazon Directory Service , iERRERES EFIRIRENER,

- DirectoryService BREBEATEREZXRSEEMETEMN cmdlet , B35 Enable-
DSDirectoryDataAccess. Disable-DSDirectoryDataAccess # Reset-
DSUserPassword & cmdlet,

« DirectoryServiceData EREE A TER ZPRITREN cmdlet , BRIRMETFT A
HE, XL DSD cmdlet IEAFE R ( New-DSDUser, Get-DSDUser, Update-
DSDUser ] Remove-DSDUser ), AE R ( New-DSDGroup., Get-DSDGroup H Update-
DSDGroup., Remove-DSDGroup ). A A BHKEE ( Add-DSDGroupMember 1 Remove-
DSDGroupMember ) AR R IEE ( Search-DSDUser # Search-DSDGroup ) o

{55 FH A #th 3245 5, Amazon EC2 SEfIEIE A A

# R Amazon Directory Service Data A X FREVAHI , BANBWEA XM EC2 KHIEE A~ MEF
4,

E £ AmazonFEE Microsoft AD FeIZ AP MELE | &7 LAEEREMR S A AmazoniEE Microsoft AD
BSR4 ( AL EC2) . BEEUEENRCUIBZBAFRNEANAFR BHESR, BEEEERF LEZE
Active Directory TE | LAM@RINE A Active Directory AP MITEH T EWNAFFMA,

o BULAEREEEE A PMEREN Active Directory Amazon Directory Service B2 T EXEMEE
B EC2 326l, BXEZELR , S £ Amazon Managed Microsoft AD Active Directory F /33 B
KEEEH,

s MRECFEECAEEIENEEREE EC2 RPIHLXELENTE | ESHE 3 S B L TH
EC2 Rk E BRI Amazon L B X AD Active Directory,

F3
« fEFAAmazon Web Services BIEi24]4&. Amazon CLIZK , AmazonEEIEE R Microsoft AD A F
£t4H Amazon Tools for PowerShell

« {#F Amazon EC2 SEHIE IR F~ MH
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5 A Amazon Web Services EE#EH|A. Amazon CLIZ , AmazonEEBHEE
B9 Microsoft AD B fM& 4 Amazon Tools for PowerShell

YR LAfE B Amazon Web Services B 212 #]1& Amazon CLI, ElAmazon Tools for PowerShell3g
AmazonBE BRIV FEE Microsoft AD A P #M &4 Amazon Directory Service Data, AmazonDirectory
Service Data CLI ffflds-datati & ZH., BXEZEEAmazon CLI , iHZHE A TJAmazon CLl, B
XK E %15 EAmazon Tools for PowerShell , 2% (Amazon Tools for PowerShell HF3EFE) o

BxtE, £F. EHANMBERAMazonFEER Microsoft AD AP MBLANEZER |, FSRUTEE,

APMAEENE

- BRARZRAAFFEAEER Amazon Directory Service Data

« BIBHE AD Amazon EERAF

- EFEMEFHAmazonEEH Microsoft AD A F°

« MIERTEE AD Amazon £&E A

« ZRHE AD Amazon EERAF

« EEME AAmazonfEE Microsoft AD Al &5

« BlE2AmazonEEME AD 4

- EFEMEHFAmazonFEE Microsoft AD AR IFHEL

o HiERAmazonEER #EL AD 4

« EEERMABBERAMazonIEE Microsoft AD X & LA K B B¥ LR N i A 2 BREF4A
« ffAmazon#EEH Microsoft AD Ak & &1 & HlE] Amazon Web Services 1244

BHARER AP MEHEEE S Amazon Directory Service Data

EFAH P MEAEESH Amazon Directory Service Data , #UCNEEFEH. BRAE , B ES
Amazon Web Services BI212 &l & Amazon CLI, KEEHF & 4HAmazon Tools for PowerShell,

/A Important
- BREENE B FPAmazon Web Services XiZih B ZBRAMINEE, BXEZELE , BSRNE
@5 EMXE.

+ BHX X% Amazon Directory Service Data K XiZ 3% , F2 8 % $F Dire Amazon Web
Services X3 ctory Service ##E.
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/multi-region-global-primary-additional.html
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« AmazonDirectory Service & 1 Rl #2 & 51 &% WorkSpaces. Amazon Quick Suite
I B#Amazon Web Services fR$ZER 15 B 126 RE WorkMail, EXEZER , B H
AmazonfE A B RS HFEHITHAEFEN.

B A Amazon “B &R HE”

FEAUTSERAER. I EAMazonIEE Microsoft AD & A AP A EEHAmazon B FRE HIE
Amazon Tools for PowerShell, Amazon Web Services & 1244 Amazon CLI

Amazon Web Services BIE1R &5

&7 LAfE A Amazon Web Services B4l A EAAPNAEHE,
BRRAFMAER

1. #TFFAmazon Directory Servicef2#|& , it A https://console.aws.amazon.com/
directoryservicev2/,

2. HEF¥AGERNEL K ESAAFVNLAEE  BEEEA.
3. ERARAFPMNAEENEES , KRB,

Amazon CLI

THENBMAHER{CS A Di Amazon rectory Service Data CLI IiER, B4 AEFERDEEE R
ID 5,

® Note
/8 B Amazon Directory Service Data CLI ts 5 Haws dso

/8 F§ Amazon Directory Service $3& CLI

o ITFHZETLLTHSAmazon CLI, £ HF ID BN RAIAmMazoniEE Microsoft AD B ID :

aws ds enable-directory-data-access --directory-id d-1234567890
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Amazon Tools for PowerShell
F A LLT T E 5 A Directory Service #3#& PowerShell

« A HETUTaSPowerShell , F B & ID it N REIAmMazonIEE Microsoft AD B ID :

Enable-DSDirectoryDataAccess -DirectoryIld d-1234567890

A Amazon “B FZRE HIE

FEAUTSREAFRS. HWIBAMazonIEE Microsoft AD £ A F FA EE K Amazon B FIRE IR
Amazon Tools for PowerShell, Amazon Web Services & #24]& Amazon CLI

Amazon Web Services BIBi& &
& A LA Amazon Web Services BRI AZHAFPNAEE,
ZRRAFRMAER

1. #TFFAmazon Directory ServicefZ#|& , it A https://console.aws.amazon.com/
directoryservicev2/,

2. HEEFWAGENEL K EXAAFNAERE  BEEEAH
3. EEAAFPMASEXNFEESD , EEEA

Amazon CLI

AL Z A Di Amazon rectory Service Data CLI B9iER, BHAMEFERFETER F
|D -’?o

@ Note
# A Amazon Directory Service Data CLI ts S Haws dso

#ZF Amazon Directory Service $3& CLI

o ITFHHZETLLTSAmazon CLI , B F ID BN RAIAmMazoniEE Microsoft AD B ID :
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aws ds disable-directory-data-access --directory-id d-1234567890

Amazon Tools for PowerShell
FEH LT T EZH Directory Service ##E PowerShell

o ITFHIETUA TS PowerShell |, B & ID & R AmazonIEE Microsoft AD B ID :

Disable-DSDirectoryDataAccess -DirectoryId d-123456789

BIZE 4 E AD Amazon EER

FEAUTSREIEBHAMmazonFEE Microsoft AD AAF |, iZF F f£Amazon Web Services B2 4| &
Amazon CLI, =54 A AP A EEHAmazon B FIRESE B IEAmMazon Tools for PowerShell,

EFFRE—IRZA , BFEETRUATERE

- EFFABAPMAEESK Amazon Directory Service Data CLI , #FUFHER, BEXxEZEL |, 5
% j5 A A P A1 4H B2 =), Directory Service Datas

« IBAREME B FHAmazon Web Services Xigih B B RALtIhaE, EXEZER , FSREXES
HbXig,

. BEBNLEM IAM R AE#E A Amazon Directory Service #iE. BEXEZE LR |, HS Amazon
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directoryservicev2/,
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c. (M&E)EIEMXEERST , BULBMARFNIE]. 28, hAEMLFE,
d. (A& ) EuutEo T , WA Rt

e. (Mk)EKFRERST , EUMBMARFNEE. BRESVRSEEET.

EXAFPBRBHEMNEZEELR |, 2 lAmazon B FREHIE B4R Microsoft 3R,
RBUHBAFKFIEMAESES , EBT -5,

FERAFRMEA (Wit ) REL , ERLCEAFANEFHARIMBAS, KOTLFAEH
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8. (W& ) ECIEMEE , B HALIEAmazonFEER Microsoft AD 4,
9. (FE)ENHALTMEIMEA , FHRITUTERE

- HEAHSTF , EREFFASAMIENE, BEREA , FEEREPWALBT.
10. (E ) EFUARAFPNEAKARBEHIFAS, , FRITUTRAE
a. EREHAPHNEMARERTF, EEREREFNEARARKRNAT , BEAF D
THERREFRMARFERS,
b. HREAIH T , EEMASEMANE,
1. HEFFREFHPKSE BB T -5,

12. EEENCIZAFNEF , EFEMBNMELER. EBSIEAF,
13. BRBEAFRE , BN# AFAFPNFAEENHE, FHIA—MEE , ERERBUNEAF,
/A Important
MREBRKE—FEREE , FHELTROERAF , FRBEREEFNRBABEREERRT
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DisplayName BMMAFEREMH. BXEZER , 55 HAmazon B FRSHE BHMARE
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£ A tlZAmazoniT E I AD A Amazon CLI

«  HFHZETUTHSAmazon CLI , FEH ID. AFPEMNEREHERNENAMazonIEE
Microsoft AD B % ID fIFFENETE :

aws ds-data create-user \
--directory-id d-1234567890 \
--sam-account-name "jane.doe" \
--other-attributes '{
"DisplayName" : { "S": "jane.doe"},
"Department":{ "S": "Legal"}
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Microsoft AD B % ID fIFRFENETE :

New-DSDUser
-DirectoryId d-1234567890 °
-SAMAccountName "jane.doe" °
-OtherAttribute @{
DisplayName = [Amazon.DirectoryServiceData.Model.AttributeValuel@{S =
'jane.doe' }
Department = [Amazon.DirectoryServiceData.Model.AttributeValue]e{S =
'Legal' }
}

EEFMEFHAmMazonEE R Microsoft AD

FERAUTSREBZRERN Microsoft AD Amazon EERFHNFHAER , SEA -~ MEFLEEHAmazon
B ZARESEIE ( 2 FAmazon Web Services BE##|A. Amazon CLI, 2 ) Amazon Tools for
PowerShell,

& HAmazonitE Microsoft AD FIFHiF4ER

#& ] LA Amazon Web Services EEZHI AP EFERAFNIFHME EAmazon CLl. AFNFHEES
BMARBNKSEEAREAR R R,

EFRE—IRZE , BEETRATERE

« 8J# Amazon Managed Microsoft AD.

- BEFEARAFMAEES Amazon Directory Service Data CLI , #FUREBH. BXEZEL | S
1% /5 B A P F4A B3 5} Directory Service Data.
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4. EERAF. REMFHEREEZPAFNIIR,
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- AFEMA (LARARRE)

s PARBFAERE (PIUWAFERE, 8F. EREFXEREFR)
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EXAPBEBHEMNESZEER |, 2 HAmazon B FRESHIE B4R Microsoft T4,
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LT AR N B I{A £ A Amazon B F RS BHE CLI EFAmazoniEE Microsoft AD i FHiE4E

/N0

- EEFAFPHNEHAEFEE , FHHAHETU T SAmazon CLI , FEX ID MIAFRZBHRAEN
AmazoniE® Microsoft AD B ID MAFE :

aws ds-data describe-user --directory-id d-1234567890 --sam-account-name "jane.doe"

EEH
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HY4E R R R A%
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LT AR E A FAAmazon B RS #IE CLI ZE2FHAmazoniE® Microsoft AD AP W EHARK &
B

- EEFRAFNBEARRARE  BHAHETUATGSAmazon CLI , HEX ID MIAFBEHRR
R AmazonIEE Microsoft AD B ID MAFH :

aws ds-data list-groups-for-member --directory-id d-1234567890 --sam-account-name
"jane.doe"

EXAFPBEMENEZEELR |, 5 HAmazon B FRSHIE B4 Microsoft LY,

Amazon Tools for PowerShell

£/ Tools for PowerShell , A LEZERAFMWIEAEE , BENMABTRNKFEEURBARRR
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LT T E&EEAmazoniE® Microsoft AD A N A G KB Fik /#4015 2 PowerShell
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- EBSFRAFPNEHEEE , BIFAHETUTHESPowerShell , B ID AR BB ANEN
Amazonit & Microsoft AD BE% ID A% :

Get-DSDUser -DirectoryId d-1234567890 -SAMAccountName "jane.doe"
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TENENAFER T EZEEAmazoniE® Microsoft AD A B EE4E 5 A ‘& 1% PowerShell,
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YRS AmazonIEE Microsoft AD B ID MAFE :

(Get-DSDGroupsForMemberList -DirectoryId d-1234567890 -SAMAccountName
"jane.doe").Groups

EXAFPBEHENEZEELR |, 5 HAmazon B FRSHE B4 Microsoft ST,

E i AD Amazon EERAFHFHES

FERAUTSRERHFP MEHAMazonEE HAmazon B FRSHIFEHIEE Microsoft AD A , Hep

£ —#= I FAmazon Web Services EE$Z#|&. Amazon CLI, Amazon Tools for PowerShell,

(® Note
RPOBEBHERENR 1.

EFFRE—IRZE , BFETRUATERE

« /% Amazon Managed Microsoft AD.

- BEFEARAFMAEES Amazon Directory Service Data CLI , #FUNEBH. BEXEZEL | S
53 /5 A P #A14A B =) Directory Service Data,

- A BEMNEH FHAmazon Web Services XiBih BEZBHILIIEE, EXEZERE , BSHEXES
H 4t X35,
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LAE FAmazonit B KB |, fliAmazonitE %K EE : AWSDirectoryServiceDataFullAccessBiAmazon
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o

o BIE#EL AD Amazon FEEH .
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2. HESMBEES , % Active Directory , AFERE R, BB E@T ‘BxX" BE , Bl EH
hEEFEH B FFIFRKAmazon Web Services XiF,

3. B 1MEHZR, RESFLERNZ BERFEAEERE

4. BEERF, ZEMFHNIEREEZFPAFNYIR,
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7. ERBAFPHNMNABRHEAGE , BEBRMNARH K RAEERRE. RERBRE , RFk
BRERAF, #ITEFHEFTEH , ARERRE,

/A Warning
HOlZRAFE , REEERAFERA,

8. ERBAFNK/RE , BFEEAFK/RE, EERERE  RGERRERF. #ITENR
AEREN , REEERT.

EXAPBRBHEMNEZEELR |, 25 lAmazon B FREHIE B4R Microsoft 3R,

Amazon CLI

LTARBNEI{A6E A Amazon B FRE HIE CLI B RLEFHAmazoniEE Microsoft AD 140
SEMER,

LEEFAFKSN , XATELNEXZIDSHNAFRERRE, BEMSTEBRPIEFTHER
MEEHWEM , FIWTF Surname SHWAFKK. BXEZEE , 12 Amazon Directory
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aws ds-data update-user --directory-id d-1234567890 --sam-account-name "jane.doe" --
update-type "REPLACE" --surname "Doe"

(® Note

£/ update-user CLI e S BRAF BN , XMIEEEBRNELENBIE, EBERAF
B , Al describe-user B

EXAPEHEMNEZEER |, 2 MAmazon B FREHIE B M Microsoft T4,

Amazon Tools for PowerShell

UTRBNENAERR{CEFTAMazoniEE Microsoft AD A i 4015 B 895 R Amazon Tools for
PowerShell,

LEEHAFPK,RN , XTBELNERXID SHAFPRRE, BEXTNEBERPEIEEHER
MEEHWEM , flWTF Surname SHWAFKK, BXEZEE , 12 Amazon Directory
Service Data & .

- EEHAFPNEMAEER , BHFHETUTomSPowerShell , fFFEX ID, AFR&A. AFXEA
B MEE BN B Amazon# Microsoft AD Directory ID, BFBURFMENAFEBNESE :

Update-DSDUser -DirectoryIld d-1234567890 -SAMAccountName "jane.doe" -UpdateType
"REPLACE" -Surname "Doe"
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B

B E AD Amazon EERAF.
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{5 FA M BRAmazonFE B #Y Microsoft AD AP ik~ Amazon Web Services B2 HI &
1. $TFFAmazon Directory ServiceiZ A , Mt https://console.aws.amazon.com/
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2. HESMBEES , % Active Directory , AFERE =, BB E@T ‘BxX" BE , Bl EH
hEFEH B FFIFRKAmazon Web Services XiF,

3. EE—IER. RESFHEERRBREAGERF.
4. HEERF. ZETFREREEFZRPRAFNIIR,

5. EREMBREKFWRAS. EERAS  BEAFBI THRREPRARAFSERE. R4
HeEERE AP EREERT.

6. ERRE. RBEEERBRASKS , REBRIEERBRASKS.
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i A Il BxAmazon3E B #Y Microsoft AD A ik~ Amazon CLI

o ITFHZETLLTSAmazon CLI, S EHF ID MAFZHiRNIERHAMazonIEE Microsoft AD
BXIDAMAFS :

aws ds-data delete-user --directory-id d-1234567890 --sam-account-name "jane.doe"

Amazon Tools for PowerShell

TENENAER{CH BRAMazoniEE Microsoft AD A F itk /Y& R Amazon Tools for
PowerShell,

£ A Il BxAmazon3EE#Y Microsoft AD A ik Amazon Tools for PowerShell

o ITFHZETLL T SPowerShell |, B % ID M A & i & AmazonFEE Microsoft AD
B IDMAFS :

Remove-DSDUser -Directoryld d-1234567890 -SAMAccountName "jane.doe"

A AD Amazon IEEAF

FERAUTSREAESAF A AmazonEE e K Amazon B FIRE HIEHIEE Microsoft AD A~
Amazon Web Services BIE124|&. Amazon CLI, 5 Amazon Tools for PowerShell,

/A Important
SEERRAPKSE , ZAPRREBREKS MNAEFNERER.

EIFRE—IRZa , EFETRATRE

- 812 Amazon Managed Microsoft AD.

- EFEAAFMEAEESR Amazon Directory Service Data CLI , #FFEEH. BXEZELE | 55
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44, CLI 3 PowerShell B2 A~ A MR 1.0 312


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/multi-region-global-primary-additional.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/multi-region-global-primary-additional.html

Amazon Directory Service EEEmR

. BEBELEM IAM R AEM#E A Amazon Directory Service #iE. BEXxEZE LR |, FS Amazon
Directory ServiceAP| X [R : 1. BEMNZHSE, EFBROENAFRPNIEMABRTNR , &9
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Amazon Web Services BIEiR&| 4
LRA] LA fE H EFH AmazonFEE Microsoft AD A PP itk " Amazon Web Services BIB1R&I&,
£ A ZE A Microsoft AD Amazon & B F ik Amazon Web Services B2 H &

1. $TFFAmazon Directory ServiceiZ &l & , Mk A https://console.aws.amazon.com/
directoryservicev2/,

2. TESMBE®RSF , %2 Active Directory , RAFIEEREH R, SRHERE ‘BR RE , B£LEH
FEEEH B F¥|RAmazon Web Services X1,

3. EE—IMEHZR. RESFLEEREBERHEHAEERE

4. EERF, ZEMFNIEREERPAFNIIR,

5. BEREZFAHKFNAF. RESFHZENIAFRFAGERE.

6. ERIRE, ABREEZARAFRK, K AEBXEEZARFRKF,

(® Note
EENERAPK,  XNMEERFNEB, BXEZER |, B5H EEHEHAmazonit
& Microsoft AD B F 1,
Amazon CLI

LR RBNBa{aE A Di Amazon rectory Service Data CLI #3X{t 2 H Microsoft AD Amazon £
ERFKFHIER,
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aws ds-data disable-user --directory-id d-1234567890 --sam-account-name "jane.doe"

(® Note

EENMEHAAFPKF, K SMEERAFNEBR, BXEZEER | B5H EEFNEHAmazonit
& Microsoft AD B F 1,

Amazon Tools for PowerShell

TENBNMAERILER Microsoft AD Amazon FE& B P itk P B9 Amazon Tools for PowerShelli&
Ro

£ FAZ A Amazon#t & Microsoft AD F F ik~ Amazon Tools for PowerShell

«  3TFPowerShell; , REZTUATHT , MEF ID MAFBZRNREAmMazoniEE Microsoft
AD B ID fAFE :

Disable-DSDUser -Directoryld d-1234567890 -SAMAccountName "jane.doe"

® Note
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& Microsoft AD FiF 1,

EEME AAmazonitE Microsoft AD Y 2315

FEHALTLSBRERE Microsoft AD Amazon £ ERAF W |, U AEKFH A~ MEEAEESHAmazon
BRZRESHIE , ERE—#={IFAmazon Web Services BIE#2#4|&. Amazon CLI, F1Amazon Tools
for PowerShell,

EFFRE—SREZE , BFETRATERE

- % Amazon Managed Microsoft AD.
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% /5 A A P #4A B 5} Directory Service Data.
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HizflA, ZULUEEZRERERFFAEEREPRITHES,
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1. #TFFAmazon Directory ServicefZ#|& , it A https://console.aws.amazon.com/
directoryservicev2/,
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hEEEW B F¥|RAmazon Web Services XiF,

3. ERE-1MER. RESFLEQIERRAGERR
4. EERAPF. ZEMFHEREEZFPAFNIIR,
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5. EREEEEBMNAF,
6. EERRE, K AREREERAFEBHBAKS.

a. EHEBT , WARFNHED,
b. HEWINFBT , W ARFHNHEHD,
7. BWNRPNHEDR , EREERDHABRAKS.

Amazon CLI
A LA A Amazon B &R #3E CLI EEAmazoniEE Microsoft AD AFHIZE , LUEAHEMK
Fo

® Note
EEAFPNZEBoSHER aws dso

5 A =B Amazon3It & Microsoft AD A F 2% Amazon CLI

- EEFEEAFPNZHE , B ETUTHSAmazon CLI, FEHFE ID. AFENEZBEiRRE
K AmazoniEE Microsoft AD H% ID. AP BMAEETE :

aws ds reset-user-password --directory-id d-1234567890 --user-name "jane.doe" --new-
password "your-password"

Amazon Tools for PowerShell

YRA[ LA E B Amazonit & Microsoft AD F F Y18 LAE B #4719 1k 2 Amazon Tools for
PowerShell,

£ Fi E & AmazonitE Microsoft AD i F B %53 Amazon Tools for PowerShell

- EEERAFPWEE , BT PowerShell , RAFEZETHUTWS , MEXID. AFRBNEBER
&K Amazon Managed Microsoft AD Directory ID, BB & HMAFEMNEIL

Reset-DSUserPassword -DirectoryId d-1234567890 -UserName "jane.doe" -NewPassword
"your-password"
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BlEAmazonEE M EL AD 4

FRAUTSRUNEZERS AP FIHAAMazonEE FHAmazon B FREHIEHNIEE Microsoft AD 4 , HEE
Amazon Web Services B2 4l|& Amazon CLI, Z{Amazon Tools for PowerShell,

EFFRE—SREZE , BFETRATERE

- % Amazon Managed Microsoft AD.

- EFEAAFMAEESR Amazon Directory Service Data CLI , #FFEEH. BXEZELE | 55
5% /5 A A P #14H B3 =), Directory Service Datas

o BAABEME B FHAmazon Web Services Xigin B B RAILLIhEE, BXESZELR , FSREXES
HbXig,

o BEELEM IAM R T REFE A Amazon Directory Service #iiE., BXxEZER , HSH Amazon
Directory ServiceAPI X [R : B, REMEZHSE. BEFREENAFNTEABERE TR , &9
LAfE FAAmazoniT B KB , HlaAmazonfE B &K BE : AWSDirectoryServiceDataFullAccessZiAmazon
FEE X F R : AWSDirectoryServiceDataReadOnlyAccess, BEXxEZER , HSH IAM Z2HIEE
o

Amazon Web Services B4 &

YRA] LA TE Bl 2 B AmazonIEE Microsoft AD 4AAmazon Web Services B4 &, SIEIFH
B, BREEREANFACEEABEANEENTE, Bk LUER 2 A P M F4H R INE R
B ERFENFTAPNBIRA,

5 A Bl Amazon3t & Microsoft AD 4 Amazon Web Services BB 4|5

1. $TFFAmazon Directory Service#Z2Hl& , Mk https://console.aws.amazon.com/
directoryservicev2/,

2. ESMBEHKP , % Active Directory , RF%EFEBE . ZNEEQE ‘BR BRE , BUUEH
hEFEH B F5IZFRKAmazon Web Services XiF,

ERE—NEFR, REQFEEQD B REACERSR.

ERA, ZEMFFE RERN Amazon Web Services XigiF AR 5K,
ERAERYE, RESNEENITAMANENTRE,
EEAFAEERNEFITH. WALBH. ABMUTAFEUTERYE

o g &~ »w

< BB —
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10.

11.

12.

13.

.« BKAN 64 M EH
. AREETRNTEH

. ~I@HS%A&* —+=" |\ "<>,.?/

/A Warning
AOIEE , BEEERABM.

M T ET AR ERHER
- ReMH
- P
- ETMEZER , 5SS Mthe section called “Group type”s
MU T ET R ERETEE

o ARithig
- BH
* Global
o BEULUITALEEE , LETREABEZRNEUZANTRIZAENER. ETHRESE
B , 2 Mthe section called “Group scope’s
REFEGEENRRANGE , EET—F,
FRAFRMEIA (k) RESTH , @ALLFARRMEFAS., EERERMEILNH
P, EERAFRB THEBZETRARFERE, ERERMIEANAF , REEET %,

WA (LR ) RERHTIT , SR CRIEARMEIFES. NEAR/IAFTLIEZLAN T
B, HEFFATMIEHAR , ENAFRARE , I FA/FBEEHANFIE B BN
fRo EEREMMNVA , BEAMNTFARD THWEREFMALARI. EREZERNMEFAN T
B, RRERT—F,

AINRA (AL ) WEFRHTF |, S CRARMEMAAF, MARKANBENRE, 3
FENARMBIRAR , BOARRIFEH , ARERANFESEHANR, EEREFN
BV, FERMMRXATRS THEREFMALENT, EREFMIFEANKAE , AREET—
&

REENRATE L , EFEMNIEE , AEERCIB4EA.
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Amazon CLI

TET B A Amazon B FRESHIE CLI #& L 81 AmazonEE Microsoft AD HAARER, =
BAEFAN , XMBTELWE R ID SNABH. BTN IEHMEMY , HlI07F DisplayName
BMYNAERENH. BXEZEL | HSHAmMazon B FRESHIE BUHMARBMNATBE,

5 A 812 Amazon3t & Microsoft AD 48 Amazon CLI

«  ITFHHEZETLUTHSAmazon CLI , FEHF ID. AP BMEAE REMBIRNIEAmMazonHy
Microsoft AD Directory ID, AP B FMFTZENEFHE TEMN

aws ds-data create-group \
--directory-id d-1234567890 \
--sam-account-name "your-group-name" \
--other-attributes '{
"DisplayName": { "S": "myGroupDisplayName"}
"Description":{ "S": "myGroupDescription"}

} 1
Amazon Tools for PowerShell

TENENAERCER2ZEAmazonEE Microsoft AD 48 #YiEF R Amazon Tools for PowerShells,
HBQEAR , XMIMEBEEWER ID SMARH. BETMUIEHMEY , flw
DisplayName BMMEAZE REH. BXEZEE | HSWAmazon B ZREHE BHEMALRA
HSBHE,

£ A 8122 Amazon3t & Microsoft AD 48 Amazon Tools for PowerShell

« IR HETUTHSPowerShell , B X ID. AFBNHFHA I REHEHRNEAmazony
Microsoft AD Directory ID, AP B FMFTHENEHE TEMN

New-DSDGroup
-DirectoryId d-1234567890 °
-SAMAccountName "your-group-name" °
-OtherAttribute @{
DisplayName = [Amazon.DirectoryServiceData.Model.AttributeValue]@{S
"myGroupDisplayName' }
Description = [Amazon.DirectoryServiceData.Model.AttributeValue]@{S
"myGroupDescription' }
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}

BHEF MEFHAmMazonFEE Microsoft AD AN FHEE

FRAUTSREEREHAmazoniEE Microsoft AD ARiFMELR , 2FEAF MEAEEHAmazon
B RS EBIE ( L FAmazon Web Services B2 #HlA. Amazon CLI, = ) Amazon Tools for
PowerShell,

# & AmazonFEE Microsoft AD ARVFHEE

& Al LATEAmazon Web Services EIEiR&]& . Amazon CLIZK & & = E & EH LA /Y 1¥ 415 2 Amazon
Tools for PowerShell,

EIFRE—IRB 2 , BFETRATRE

- 812 Amazon Managed Microsoft AD.

- BEFEAAFPMAEESR Amazon Directory Service Data CLI , #TUNEBH. BXEZELR | S
1% /5 B A P~ #4A B 5} Directory Service Data.

- R BEMNEH FHAmazon Web Services XiFi N B ZEALINEE. BXEZER , FSHEXES
Hib X1,

. MEBLEM IAM R FREFE A Amazon Directory Service #iE, BEXEZELR , H5H Amazon
Directory ServiceAP| X [R : 1. BEMNZHSZE, EFBEOENAFRPNITEABRTNR , &9
LAfEFAmazoniT E KB , ffli1AmazoniEE KB . AWSDirectoryServiceDataFullAccessZAmazon
FEE X FRE | AWSDirectoryServiceDataReadOnlyAccess, BXEZELR , BSH IAM Z£ BESE
[N

o BlEAmMazonIEEMER AD 4,

Amazon Web Services BIB14] 4
YR O] LA F & B Amazonit & Microsoft AD 4H K i¥ 4l 15 2 Amazon Web Services BRE#EH A,
E&EEAmazonFEE Microsoft AD ARYiFHAEE , i5EH Amazon Web Services EIBIREH A

1. $TFFAmazon Directory ServiceiZ &l & , Mk A https://console.aws.amazon.com/
directoryservicev2/,

2. TESMBE®KSF , %2 Active Directory , RAFIEEREH R, SNHERE ‘BR RE , B£LEH
FEEEH B F¥|RAmazon Web Services X1,
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3. ERE—1HEHR, REFEBEOF BRHFHABGERS
4, EERA, ZETMFRHEREH Amazon Web Services X3 RA K5I &,

5. &E—IA, EERYE K FHEAFI THERREFAALERR. RESFEEQREAFAE
BER%w, AFAGEERBETRUTER

- RRZETFIHTETENEANASNTFA,
« RAGETFF|HTENAPTBERHRA,
- BHEETRIILTHRY (PIMEAER, AERENEFEXERR ).

Amazon CLI
YRA] LAfE A Di Amazon rectory Service Data CLI &&Amazon3t& Microsoft AD AR FMER.
E&EEFEAmazonEE Microsoft AD HIViFMELR , iHEMA Amazon CLI
T XA B Al A & & AmazonFE & Microsoft AD 4 1Y 1i¥ 4115 B Amazon CLl,

- EEFRANFEAGE  BHAHETU T SAmazon CLI, FEFR ID MFABHBHRIE
Amazon#J Microsoft AD Directory ID FEfH B :

aws ds-data describe-group --directory-id d-1234567890 --sam-account-name "your-
group-name"

E&EEAmazoniEE Microsoft AD BFAMBIAK G , iBEFEH Amazon CLI
L TFRABNE A ZEFAmazonitE Microsoft AD E4H K B i Amazon CLl,

- EEFRAMFAEE  BHAHETUT®mSAmazon CLI, fFEHF ID MFEAZHERAE
Amazon#y Microsoft AD Directory ID FEA B :

aws ds-data list-group-members --directory-id d-1234567890 --sam-account-name "your-
group-name"

Amazon Tools for PowerShell
R E] LA F & & Amazon3E & Microsoft AD 4B BYi¥ 4015 2 Amazon Tools for PowerShell,

EBEEFEAmazoniEE R Microsoft AD BERIEFHMEL |, EEH Amazon Tools for PowerShell
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UTRBENEAER T EEEAmazoniEE Microsoft AD 4H i 4015 2 PowerShell,

- EEFHMFEMAEE , BHF PowerShell, RAEZETUTHS , MEX ID MABZHEBLRRIE
#) Amazon Managed Microsoft AD Directory ID FI4H & #x :

Get-DSDGroup -DirectoryId d-1234567890 -SAMAccountName "your-group-name"

FERLLT HREEFAmMazonFEE Microsoft AD BFH M EELH X R Amazon Tools for PowerShell

LTRABNE AR T BEEEAmazonitE Microsoft AD BRI K A PowerShell,

- EEFHEMFHAEFEE , BIF PowerShell , AFETUTHS , FEF ID MABMBERNE
# Amazon Managed Microsoft AD Directory ID F4A & 75 :

(Get-DSDGroupMemberlList -DirectorylId d-1234567890 -SAMAccountName "your-group-
name") .Members

E#AmazonFEE Microsoft AD ARV FHEE

FERUTERER. AP MEAAMazonEE Amazon B ZIRFZ TR E FHIEE Microsoft AD A
#JAmazon Web Services B HE 4| & i¥ 4115 B Amazon Tools for PowerShell, Amazon CLI

EFFRE—BRZA , BFEETRUATERE

. B2 Amazon Managed Microsoft AD.

- BB MABEESK Amazon Directory Service Data CLI , #FUFHER, BEXEZEL |, 5
% j5 A A P #14H B2 =), Directory Service Datas

« IBAREME B FHAmazon Web Services Xigih B B ALtIhaE, EXEZER , FSREXES
HbXig,

. BEBELEM IAM R AEM#E A Amazon Directory Service HiE. BEXxEZE LR |, FS Amazon
Directory ServiceAP| X [R : 1. BEMNZHSE, EFBOENAFRPNIEABR TR , &9
LAfEFAAmazonit E KB , flaAmazonFEE KB . AWSDirectoryServiceDataFullAccessZiAmazon
FEE X KM | AWSDirectoryServiceDataReadOnlyAccess. BXxEZELE , H5H IAM R HEX
o

o BlEAmMazonITEMER AD 4,
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Amazon Web Services BIEiR&| 4

O] LABEF Amazon Web Services EEBEFIAEHAFMER, BXREZER |, BESH
Amazon‘B FRFEHIE B M AXBEMNATTE

EEHAmazonIEE Microsoft AD AMiFAEE |, i5HEH Amazon Web Services BB 4| &

1. $TFAmazon Directory Servicei®fl & , Mt https://console.aws.amazon.com/
directoryservicev2/,

2. HESMBEHKP , & Active Directory , RFEEBE R, ZFEEQE ‘BR BE , BUEH
REEEW B F¥|RAmazon Web Services XiF,

3. EE—NEF, RESFELEQIEFEAGERE.

4. BEFEA, ZETMFFHEREH Amazon Web Services X3 RA K 5 &,

5 EE—NME, EEHRE , BEABI THEREFRALEN. REXFEEQIAFHE
BR%,

6. ERBETENEANAFRNFA , BEEKA., EHET+~H , BALUFAFMFARMER
WEH  INFRIBRAFRMNTFA, BXEZEL , BHSE EHEPRMFMBRAK R UREAFF
DA BREA

7. ERBENEAMBNRA , HEERYE, EHETFSF , SR SUNENARMEIRA , IMNF
MBREHE, BXEZEL , TSR EE PR INFMIBRER 7 AR E L PRI FIHIBRA

8. ERBENAREM 6 BEEEM , RAEERERE, REEERERE , ARERREH, #HTEN
HEEFEH , AREERT

Amazon CLI

TEIT B E A Amazon B FREEIE CLI #& L EFHAmazonEE Microsoft AD HiFH{E 2/

B3R,

HIZEFAN  XMEBELWE R ID SHNABH. BEMREBFERFIEEHRBENETHTNE
# , BlInHE EmailAddress SEMVE B FHREF i, BEXREZEER |, HSFAmazon B FREH
& BHEMAXRFATBE,

EFE #HAmazonFEE Microsoft AD ARYiFHMELE. , iHEA Amazon CLI

EFHHANFAGE , BITAH 2T TS Amazon CLI , B F ID, BAZH. EHE
BFNE M B #2 9 B Amazonfy Microsoft AD Directory ID, B¥ABFURFIENEFRBNE
%
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aws ds-data update-group --directory-id d-1234567890 --sam-account-name "your-group-
name" --update-type "REPLACE" --group-scope '"global"

Amazon Tools for PowerShell

TENBMMAERILEIFTAMazonIEE Microsoft AD 48 i¥ 1= B /Y iF R Amazon Tools for
PowerShell,

MIBEHAN K HNETEEWERXID BNABH, BEMREBRTTEEHRBENEETTNE
4, Bl EmailAddress SEMA B FHiHFbit, BEXREZEER |, H5HWAmazon“B FIRFH
B EHMARBMATE,

«  EF#HAmazonFEE Microsoft AD ARVFEHME L |, FEAH Amazon Tools for PowerShell

EEHMBANFAGR , BT ETUA T SPowerShell , B & ID, BAEBM, EFHER
S B #9 BAmazonky Microsoft AD Directory ID, BABZMURFIENEFREMNEM

Update-DSDGroup -DirectoryId d-1234567890 -SAMAccountName "your-group-name" -
UpdateType "REPLACE" -GroupScope "global"

il BRAmazonFE E BV ER AD 44

FERLUTSERMER. . P SH//NAEEHKAMazon B ZIRSE HIEH AmazonEE Microsoft AD 4
Amazon Tools for PowerShell, Amazon Web Services & 2%l & Amazon CLI

/A Important
MERE R , BRZANFEESEBFHEMER , BIREAK R BENFIENR,

EFHRE—IRZE , BEETRUATRE

- 8% Amazon Managed Microsoft AD.

- BEFEARAFMAEES Amazon Directory Service Data CLI , #FUNEBH. BXEZEL |, S
% /5 A A P~ F4H B3 5} Directory Service Data.

- BRABEMNE B FHAmazon Web Services X B RBALIIGE, BEXESEER , BZHREXEE
HAh X,
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. BEBELEM IAM R AEM#E A Amazon Directory Service #iE. BEXxEZE LR |, FS Amazon
Directory ServiceAP| X [R : 1. BEMNZHSE, EFBROENAFRPNIEMABRTNR , &9
LAfEFAAmazonit E KB , flaAmazonFEE KB . AWSDirectoryServiceDataFullAccessZAmazon
FEE X KM | AWSDirectoryServiceDataReadOnlyAccess. BXEZEL , HSH IAM R HEX
o

o BlEAmMazonITEMER AD 4,

Amazon Web Services BIEiR&| 4

R 7] LA 7E Bl BRAmazonFE B B Microsoft AD 4AAmazon Web Services BE 4 & .
5 AL T 65 S BRAmazonE & B9 Microsoft AD 4 Amazon Web Services BEE & &

1. $TFFAmazon Directory ServiceiZ A , Mt Hhttps://console.aws.amazon.com/
directoryservicev2/,

2. HESMBEES , % Active Directory , AFERE =, BB E@T ‘BxX" BE , Bl EH
hEFEK B FFIFRKAmazon Web Services XiF,

3. E&E—ITBxK. RESHEEOREFKIEAEERE.,
4. EBFBEA., ZEWMFFEERERN Amazon Web Services Xig AR IR,

5. EREEMRNE. EEHRA , FEAHI THEREFAALEN. RESFEEQIAF
HERRE

6. EEMBRA, FHI—NXHEE , LA LEE PSR IA U ERIZE

Amazon CLI

THEN A A Amazon B AR BIE CLI X LMl BRAmazoniTE Microsoft AD AMER,
FERAUT Sl ERAmazonFEE I Microsoft AD 44 Amazon CLI

« A HETUTaSAmazon CLI, B ID MEBAEZHERNIRIHAMazonIEE Microsoft
AD B ID FIEA B :

aws ds-data delete-group --directory-id d-1234567890 --sam-account-name "your-group-
name"
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Amazon Tools for PowerShell
T XA B AL BRAmazonIEE Microsoft AD 48 B9 i& R Amazon Tools for PowerShell,
AU T S BRAmazonFE & /Y Microsoft AD 48 Amazon Tools for PowerShell

o ITFHZEITLLT S PowerShell |, ¥ B % ID M4 & #HE#R 7 B Amazoniy Microsoft AD
Directory ID FEFA B :

Remove-DSDGroup -DirectoryId d-1234567890 -SAMAccountName "your-group-name"

B B R IR B BRAmazoniEE Microsoft AD X 51 LA K [a B¥ 4R i InFN #Z BRE¥4H

£ Amazon Directory Service Data APl , KRR AIARAF, A=Rit&E . AFRKRTALFRERF
MWARREE, AATFE—REZMNAFRTHIELNR,

FERALUTI3EFAMazonZ E Microsoft AD AP RINBIBARNFAFBRIBKRE S —NEFHH
Amazon Web Services EE##|A. Amazon CLI, S EEHF MEAEE S Amazon Directory
Service FIEHI BELH Amazon Tools for PowerShell,

R P AmEIA

55 LA S BAF Microsoft AD Amazon B AP ANEIZTE AR MAEEHAmazon B ZRESBIENEH
¢80 F Amazon Web Services BIE12 4|4 . Amazon CLI, 5 Amazon Tools for PowerShells,

/A Important

LR Microsoft AD Amazon FEER P ARINEIEFARN | ZAP NSRS ELS ZFHANABHR
R, XLABMNXERRAFNEARR BEHN—ZD,

EIFRE—IR2a , BFETRATRE

« 8J# Amazon Managed Microsoft AD.

- BEFEARAFMAEES Amazon Directory Service Data CLI , #FUNEBH. BXEZEL | S
% /5 A P #14E B ¥ 5} Directory Service Datas

- BREEMEH FFAmazon Web Services XN B FERALIIEE, EXEZER , BZREXES
HAb X,
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- BWEELERN IAM PR F BEFEH Amazon Directory Service #ig, BXEZEE |, 55 ¥ Amazon
Directory ServiceAPI fX[R : ##1E. BRENZRHZZ. EFBROENAFPNIEREZEBETNR , &7
LAfEFAAmazonit E KB , flaAmazonFEE KB . AWSDirectoryServiceDataFullAccessZAmazon
FEE X KM | AWSDirectoryServiceDataReadOnlyAccess. BXEZEL , HSH IAM R HEX
o

o BIEME AD Amazon EEAF,
o BlEAmazonFEEMEX AD 4,

Amazon Web Services BIER4&| 4
YR A] LLBE A F AmazonFE & Microsoft AD B 5 7S il & B 4H fF Amazon Web Services EBE#Z§| &
EfFAmazonFEE M Microsoft AD B F R INEIEE4A F Amazon Web Services E 24| &

1. $TFAmazon Directory Servicei®#l & , Mk https://console.aws.amazon.com/
directoryservicev2/,

2. HESMBEHP , % Active Directory , RFERBE xR, BB EQE ‘BX RE , BUUEH
hEFEH B F5IZFKAmazon Web Services XiF,

3. EE—IEBER. RESFEELRBREAGERRF.

4, EBE, BEERYE  FEAFITWEREPRALABR, ZEMFI RENEATIXR
Amazon Web Services XiF,

5. &E— 1, REoEEAERIAFAGEERE.

6. EBRKRA. ZEMFHRATWRKAXRBEE RAFRMFASX,

7. ERAEDMFRT , &AM E,

8. EMAT , EBERMNBAFNAF , AFERERARNELA, EEXKA , BEKATD
THEZREPHARAFPHNEZZNANBEM.

Amazon CLI

THENE A EHAmazon B RS BIE CLI X 1LRFAmMazoniEE Microsoft AD B B 7 NI 4A
iEK,

¥ Microsoft AD Amazon B AP AMBIEAS |, i5EH Amazon CLI

- EFAPFAMEEAE , FHAHETUTHS , FFEF ID Amazon CLI, BAMKEBHER
BB Amazon3tE Microsoft AD Directory ID LA B¥AF K R B
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aws ds-data add-group-member --directory-id d-1234567890 --group-name "your-group-
name" --member-name "jane.doe"

Amazon Tools for PowerShell

N B AR KA FAmazonFEE Microsoft AD X 5 7 bl 2 E¥4H /Y iF SR Amazon Tools for
PowerShell,

EA LT A EFAmazonfEE Microsoft AD F PR INEIEFH Amazon Tools for PowerShell

- EFAPFMEIA , B PowerShell , REETUTHS , FEF ID. AFKABHER
HIEH Amazon Managed Microsoft AD Directory ID AR A FR R B

Add-DSDGroupMember -DirectorylId d-1234567890 -GroupName "your-group-name"
MemberName "jane.doe"

MR R BR A =

£ Amazon Directory Service Data APl , KRR AIARAF, A=xit&E . AFXRTANFRIEZR
WAREES, AATE—RASMNHPRTIIELNE,

5 LT S BAF Microsoft AD Amazon B EAFBEEE AR MAEEHAmazon B ZRESHIEANEA
1 Amazon Web Services B4 A . Amazon CLI, 5{Amazon Tools for PowerShell,

/A Important

MR M EELE P B B& Microsoft AD Amazon & FﬁF'H'J‘ ZHAPEELTERRPBRAZEANAE
FR, XA BMNR AR A RIEH —IB

EIFRE—IR 2 , EFETRATRE

« 812 Amazon Managed Microsoft AD.

- BEFEARAFMAEES Amazon Directory Service Data CLI , #FUNEBH. BEXEZELE |, S
1% )= A A P ME BB S Directory Service Datao

o A BEMNEH FHAmazon Web Services X BEZBHALIIEE,. EXEZEERE , BSHEXES
Ht X9,
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- BWEELERN IAM PR F BEFEH Amazon Directory Service #ig, BXEZEE |, 55 ¥ Amazon
Directory ServiceAP| &R : ##1E., RFERNEZHSE, EXFREEHNAFPNIEAERTINR , &7
LAfEFAAmazonit E KB , flaAmazonFEE KB . AWSDirectoryServiceDataFullAccessZAmazon
FEE X KM | AWSDirectoryServiceDataReadOnlyAccess. BXEZEL , HSH IAM R HEX
B

- BIZEHE AD Amazon FEE R,

« BZEAmazonEERIK AD 4,

Amazon Web Services BIER4&| 4
YRA] LABE A RFAmazoniE & Microsoft AD B G MEFH ¥ BRAmazon Web Services B2 A,
E X AmazonFEE Microsoft AD FA F MEHE F B ER Amazon Web Services EE 2 &Il A

1. $TFAmazon Directory Servicei®#l & , Mk https://console.aws.amazon.com/
directoryservicev2/,

2. HESMBEHKP , % Active Directory , RFEFEBE . ZFEEQR ‘BR BRE , BUUEH
hEFEH B F5IZFKAmazon Web Services XiF,

3. EBR—1BER, RESFLELNIERFMEERE.
4. EBEA., ZEMFFERER Amazon Web Services XA/ FI R,

5. EE-—NM., EEHRE  FEAH I THEREFRALEN. RESNEEQIARAE
BR%.

6. EEMRRA. WEATMFHRAPHRARBEE RAFNFASIR.

7. ERENATRIBROAS  REEFERRR. EEERAS  BEKABS THERERRARFS
B2FRAB.

8. WINENAFRBRAF , REBIEERER.

Amazon CLI

THEN A A Amazon B KRS EIE CLI BN LMEEAH A B ER Microsoft AD Amazon FEE R R
iER,

FERAUT S MEA P IBBR Microsoft AD Amazon & B~ Amazon CLI

- ENAPBERYE , WITAHETUTHS , 8% ID Amazon CLI, BF#AFKABHERNR
& # Amazon¥EE Microsoft AD Directory ID, AR A B :
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aws ds-data remove-group-member --directory-id d-1234567890 --group-name "your-
group-name" --member-name "jane.doe"

Amazon Tools for PowerShell

EN BRI NEEA P B BRAmMazonFEE Microsoft AD X & #i& K Amazon Tools for
PowerShell,

AL TS MNBEAE P BBR Microsoft AD Amazon 3 £& A Amazon Tools for PowerShell

- BEMNADRBRAF , BT PowerShell, REEITUTHT , FEF ID, AR BHER
HIEH Amazon Managed Microsoft AD Directory ID, A FR R B

Remove-DSDGroupMember -DirectoryId d-1234567890 -GroupName "your-group-name"
MemberName "jane.doe"

FHARMEIA

LR AmazonIEE Microsoft AD BERINE S —NEAR |, XEFAPFREERXFRR, FAFTURE
B2 EAZREANARNNE, S LUNFARINBENA , BRI LUFEMARMBIRA,

EIFRE—IR2h , BFETRATRE

+ 2 Amazon Managed Microsoft AD.

- BEFEAAFPMLAEESR Amazon Directory Service Data CLI , #TUNEBH. BXEZEL | S
% /5 A A P F4H B3 5} Directory Service Data.

o MR BEME B FFAmazon Web Services XiFih B ZBHILIIEE, EXEZEER , BSHEXES
Hth[Xig,

- BEELER IAM PR LA Amazon Directory Service i, BEXEZEE , 5 H Amazon
Directory ServiceAP| X [R : &1, BRMEZHSE, EFHREENAFPNITEABRTNR , &9
LA A AmazonEE KB |, HlalAmazonit & B : AWSDirectoryServiceDataFullAccessEAmazon
FEE R KB : AWSDirectoryServiceDataReadOnlyAccess, BXEZELR , HS 1 IAM £ HESK
=

+ SlEAmazonfEE MR AD 4,
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Amazon Web Services BIEiR&| 4

YRA] LA fE B Amazon$EE Microsoft AD A 7N INEIEE4H 1 Amazon Web Services ERB#Z#I &,

B FEARNNBEHNEASG | EEEH Amazon Web Services EE#ZH A

1.

$TFF Amazon Directory Service#Z2#l& , Bt 7 https://console.aws.amazon.com/
directoryservicev2/,

ESMERT , % Active Directory , AFEF B R, BFFEEQE ‘BX" BT , Bl EH
h&EFEH B FFIFRKAmazon Web Services XiF,

ER—IPMEF. RELAFLENIERIFAEERE.
ERA, ZETREE REH Amazon Web Services KiIiHA B 5K,

MR-, BEREA , BEASS THERETHALEH. RALFEEAIAEME
BRE,

EERAR . ZETFRHRATFHAARBEE TR MFANR,
IEFRNIR R
ERAT , REREFNIENENTE , REEBHsRARNNEA,

B RBERIEIEELA B Amazon Web Services BIRIRE A

1.

$TFF Amazon Directory Service#Z2 & , Bt 7 https://console.aws.amazon.com/
directoryservicev2/,

ESMERT , % Active Directory , AFEF B F. BFFEEQE ‘BR" BT , B UEH
hEFEH B FFIFRKAmazon Web Services XiF,

ER—IPMEF. RELAFLENIERIFAEERE.
ERA, ZETREE REH Amazon Web Services XiiHA K 5K,

EE-NM, BERE  BEARS THERETRALAER. REFEERIAFARE
BR%F.

EERA, ZETFRERENAFRRARNSIR,
EERNIMRA
AT , RRERENEANMIZINE , REBRERERNRKA,
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Amazon CLI

THEAN A Amazon B KR B IE CLI XL AmazoniTE Microsoft AD 41N E B¥H Y

FXo
B FEARNMEEHNEEAS | FEH Amazon CLI

- EFFRATMBIRXEBEAE  BHFAHETUTSES , B ID Amazon CLI, BAMERA B
& Amazonky Microsoft AD Directory ID, BFHAFMRRA B

aws ds-data add-group-member --directory-id d-1234567890 --group-name "parent-group-
name" --member-name "child-group-name"

Amazon Tools for PowerShell

TENEMAERIIFAMazonIEE Microsoft AD 48 7 inE|E¥ 4 /Y15 SR Amazon Tools for
PowerShell,

B FEEARNNEENEEAR | BERLLT A% Amazon Tools for PowerShell

- EFNTFHATMIRKEA  FHAASITUTSHS , B % ID PowerShell, EFAMMK R A
E# &Amazonky Microsoft AD Directory ID, FFHAFMR A B

Add-DSDGroupMember -DirectoryIld d-1234567890 -GroupName "parent-group-name" -
MemberName '"child-group-name"

M AR

BMERME —PNEHA P B BRAMazonEE Microsoft AD BF4ART , XEFAFABRAERFXxR, FAFTE
EHRIPEAZRENACTNNIR, EALUNENAPRERFAH , B LAARA FHIBRIERIA,

EIFRE—IR2n , BFETHRUATRE

« #J# Amazon Managed Microsoft AD.

- BEFEARAFMAEES Amazon Directory Service Data CLI , #FUREBH. BXEZEEL |, S
% /5 B A P~ F4H B3 5} Directory Service Data.

- BABEMNE B FHAmazon Web Services X1 0 BREALIIEE, BXEZEE , BSHEXEE
HAb X3,
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. BEBELEM IAM R AEM#E A Amazon Directory Service #iE. BEXxEZE LR |, FS Amazon
Directory ServiceAP| X [R : 1. BEMNZHSE, EFBROENAFRPNIEMABRTNR , &9
LAfEFAAmazonit E KB , flaAmazonFEE KB . AWSDirectoryServiceDataFullAccessZAmazon
FEE X KM | AWSDirectoryServiceDataReadOnlyAccess. BXEZEL , HSH IAM R HEX
o

« Bl AmazonfEE i AD 4,

Amazon Web Services BIRi 4l &
YRE] LA R Amazon$E & Microsoft AD 4% 24 H Amazon Web Services BEEIEHI A,
ENTEHANECHEAST B , BFEH Amazon Web Services BB 4| &

1. $TFFAmazon Directory ServiceiZ &l & , Mk A https://console.aws.amazon.com/
directoryservicev2/,

2. ESMBEKD , EF Active Directory , RFIEFE R, ZFPRE@E ‘BR" FE , BUUEH
hEF K B F£FIFRKAmazon Web Services XiF,

3. EBR—1BER. RESFELENIERIEFAEERE.
4. EFA., ZEWMFFERERN Amazon Web Services Xig AR 5K,

5. ZE—I4A, RESFEERINEAFACEFRF. BERE , FEANS THERERMAL
B Ro

6. EEMRA. ZETMFHRAPHRARBEERAFNFASIR.
7. ERENEWADBERNTA , REEEWER,
8. WINENEWATMERN FA , REBIEEMNER,

B BEA MR EEA F R Amazon Web Services BEIZH A

1. $TFAmazon Directory Servicei® & , Mt https://console.aws.amazon.com/
directoryservicev2/,

2. HESMBEHKP , & Active Directory , RFEEBE R, ZFEEQE ‘BR BRE , £UEH
F&EFEH B F£FHFRKAmazon Web Services X1,

3. EE—1BExR,. RELSHEEONEREFEACEERE.,
4. &EEBEA., ZETFEEREH Amazon Web Services XiH A K5 &R,

5. EE—IMA, RESHLEQIEARACGERRF. EERE  FREANI THEREFR AL
BFo
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6. GEERRA. ZETMFHERENAFREANSIXR.
7. ERENPRIRENANREA , AEEREBIERRA.
8. WIABZMNFMRENANRKEA , REBEREEMRRE,

Amazon CLI

TET B E A Amazon B FRSHIE CLI #& XL FFAmazonFEE Microsoft AD AR EEFAMIE
Ko

« FAUTHSNFAMNRAHEER Amazon CLI

ENRBAPRIMBIRTFEAE |, FHTAHETU T SAmazon CLI, FEF ID, BAMKR
B E RN B Amazoni Microsoft AD Directory ID, EHAFBERA BT

aws ds-data remove-group-member --directory-id d-1234567890 --group-name "parent-
group-name" --member-name "child-group-name"

Amazon Tools for PowerShell

TENBMAERIFAMazonFEE Microsoft AD 45 Z B¥4H /Y15 R Amazon Tools for
PowerShell,

. FRAUATHSMNREAFRBETH Amazon Tools for PowerShell
ENRBADTIMBERFEA | BT HZTUT o SPowerShell , B ID, BAFMKR A
B0 R B Amazonfy Microsoft AD Directory ID, BA MK A B :

Remove-DSDGroupMember -DirectoryId d-1234567890 -GroupName "parent-group-name" -
MemberName '"child-group-name"

FAmazonfEE /Y Microsoft AD A X A %1% & #1E] Amazon Web Services EEZH &

Ba L EREEARK R BN —NAmazonFEE Microsoft AD AR E4IZ|% —/MNAFF ., Amazon Web
Services BEEEHI A A KR TIKE2EMA RN INEA T HYe RN A TN,
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EFF RS RE A, BFETRATRE

- B2 Amazon Managed Microsoft AD.
- EFFAAPMABEES Amazon Directory Service Data CLI , #FUFHER, BEXEZELR , 5

% j5 A A P A1 4H B2 =), Directory Service Datas

« IBAREME B FHAmazon Web Services Xigih B B RALtIhaE, EXEZER , FSREXES

Hit X3

- BWEELERN IAM RBRF BEFEH Amazon Directory Service #ig, BXEZEE |, 558 Amazon

Directory ServiceAPI fX[R : ##1E. BRENZRHZZ. EFBROENAFPANIEREZEBETNR , &7
LAfEFAAmazonit E KB , flaAmazonFEE KB . AWSDirectoryServiceDataFullAccessZAmazon
FEE X KM | AWSDirectoryServiceDataReadOnlyAccess. BXEZELE , HSH IAM R HEX
B

o BlEAmMazonITEMER AD 4,

£ A & #HlAmazonIEE Microsoft AD 4H X & ‘& ¥ Amazon Web Services B4l &

1.

$TFF Amazon Directory Service#Z2 & , Bt 7 https://console.aws.amazon.com/
directoryservicev2/,

ESMERT , %8 Active Directory , AFEFRB R, RESPNEEQRERES , BUUEH
h&EEFEH Amazon Web Services X & B FH5&K.

ER—IPMEF. REAFLENIERFAEERE.
ERA, ZETREE REH Amazon Web Services XiIBiHA B 5K,

RRESHEKPOARABKOAF. BEERAF  BEAFS2 THRREFRARFER
B, REREBERIAFFRERRR.

REREHMAEAKARE. RESFEENIEEEEFNEANTRE,

a. NTRIZEHNEA , EEEHNAT K LARGSESHNALINERNE , REEET—
&

b. WTAFEHRK, , EKFRET , ARIFHFKS, , FAKAREEFZNEHAFKS
Bo HE , ARFERAFKSUQIEFAS  AREARARKEHZFALK,F, BEEK
A, FEAEARS THEREPMAABN.

i (FE) WRERVWEAFKF, , BERERAGNNREFBNERKST , AEEET
_io

fEFAEE A, CLI = PowerShell B A~ M4 W7 1.0 335


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/multi-region-global-primary-additional.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/multi-region-global-primary-additional.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn//IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://console.amazonaws.cn/directoryservicev2/
https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service EEEmR

i. (Wit ) MRERFEASKS  BEKZEE  REEET L. AxUBRAFNE
B, BSRLERAS
c. NTEBNERAKARK , FERENER  REEBREHAKR R,

£/ Amazon EC2 LHIEE A f4A

ER B FEE A 2 A Amazon Managed Microsoft AD B Amazon EC2 2SR EE A MAK S

o

#N R Directory Service Data API A #FHEWAH , BATEIWEFER Amazon EC2 SKBIEE A~ M4A,
BXEZEE , 21 Amazon Directory Service Data APl 5%,

® Note

EERUATEBRNERANEREZE , BUMEE Active Directory EEBETE, BXEZEER
ES R %% Active Directory BB T B,

F&

« 7 Amazon Managed Microsoft AD % ¥ Active Directory EE T &
812 Amazon Managed Microsoft AD Fi F°

I BR A P 65 5 Amazon EC2 L4589 Ik 72

E B Amazon¥tE Microsoft AD A~ #3

8J2 Amazon Managed Microsoft AD 42

£ Amazon Managed Microsoft AD F Pt ZEI4A

74 Amazon Managed Microsoft AD &% Active Directory E¥E T &

&I LAfE A Active Directory Domain Services and Active Directory Lightweight Directory Services
Tools B Amazon Managed Microsoft AD Active Directory, Ef/ Active Directory Domain
Services and Active Directory Lightweight Directory Services Tools , BEEZREE], U TIE[NEI
S8 7 B I{AE Amazon EC2 Windows Server 54| L5 £/ PowerShell in S ZEXETE, RF ,
BRI EREXETENE XERE EC2 =6,

EC2 Windows Server instance

HEIF RIS R 2Bl , ETERA TRE
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1. #12 Amazon Managed Microsoft AD Active Directory, HEXEZEE |, i5S ¥ 612 Amazon
Managed Microsoft AD.

2. 53 EC2 Windows Server K HFE i1 A Amazon Managed Microsoft AD Active
Directory, EC2 SRBIFEEMFAUTREERAIEAF A : AmazonSSMManagedInstanceCore
# AmazonSSMDirectoryServiceAccess, BEXEZEE , SR Amazon Managed
Microsoft AD Active Directory H /53 B F &I LI I S# EC2 Windows =450 A #REY
Amazon$EE I AD JEzH B %o

3. WG FEELM Active Directory BB G FEIE, XLEFU R ESIE Amazon Managed Microsoft
AD K 8IZEH ., MR EZRBBEIZE Amazon Managed Microsoft AD R TRIRE | NEHNEER
BF&NEEEN NetBIOS B# corp\admin,

f£ EC2 Windows Server 3£l £ Z % Active Directory EE T &

1. B AT MuLiTFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

f£ Amazon EC2 2 #IA 7 , #%F LAl , % Windows Server 32l , AFIEFIERE,
FEEREBELFREF , %F RDP &/ i,

£ RDP BN FH , R TRHZERKRE XM , REERRIED , LRREBEE,

£3RE Windows ZEH |, EF FEFAANXH . 1EFE Windows Server SEfI<BXHY .pem FA%R
X, LERMANGE , EEREED,

6. £ Windows Z£XEFMHERH , E4) Windows Server it B A EE R FIE LB R, AFSE
AURANATHER : NetBIOS-Name\admin = DNS-Name\admin, f5lg0 , a1 REZEOIE
Amazon Managed Microsoft AD RS RE#1TIRIE , WA, BEHN corp\admin,

7. &3 Windows Server EHIf5 , N“F R XEFIERRSEREER , T HRSSHEERS.
8. HERFEHEEEIFEFERSD , REBERNNAEMINEE,

9. 7£ Add Roles and Features Wizard (R iNAEFIhEE@S) B , #XER Installation Type (%
K A), Role-based or feature-based installation (B F A2 RE T IEEMN LK) M Next (T —
#)o

10. 7£ Server Selection ([RFEFIER) T , BREED A MRS , REEREMSHERH
Features (ZhEE).

1. ETREMA , FORERHIT A ZRRFHEEILE, ACEETEMADDS M ADLDS T
8, %% ADDS #1 AD LDS T &5 , Fi%FEA T PowerShell B Active Directory 3R, AD
DS TEMADLDS EEERMGTITIE, @M TFRHHERE DNS RFHITE , REERT -
&,

o K~ w0 DN
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Add Roles and Features Wizard — O X

DESTINATION SERVER

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection Remote Differential Compression Remote Server Administration Tools
Server Roles PEEIR=mote Server Administration Toolsf includes snap-ins and conlwmandfline
b [ ] Feature Administration Tools tools for remotely managing roles
eatures (Ca Role Administration Tools ) and features.
Confirmation 4 AD DS and AD LDS Tools

Active Directory module for Windows P
I AD DS Tools
AD LDS Snap-Ins and Command-Line Tc
[] Hyper-V Management Tools
[] Remote Desktop Services Tools
[] Windows Server Update Services Tools
[] Active Directory Certificate Services Tools
[] Active Directory Rights Management Servic
[ ] DHCP Server Tools
[ [v] DNS Server Tools ]

Fax Server Tools

i [] File Services Tools
[] Network Controller Management Tools
[] Network Policy and Access Services Tools

| < Previous | l Next > l Install

12. REFER , RARIEERRE, HZINERETMR/E , Active Directory 13RS T EH Active
Directory REZ B ZRRS T ENEAE FH RENEBETEXHRKSF,

PowerShell

& T LAE A PowerShell 2%k Active Directory B2 T &, ﬁﬂﬁﬂ , WA LAEA Install-
WindowsFeature RSAT-ADDS M PowerShell I8 REFZ % Active Directory IEfZEE T E, BAX
EZ{EE |, 15 Microsoft ML LB Install-WindowsFeature,

Directory administration instance

& B LATE Amazon Web Services BEEEFIAPE3 HREE EC2 X4 , i%3=fI 2R B7E Amazon
Managed Microsoft AD Active Directory /53 B XEELHIHPHEFZELRE T Active Directory 1R
% T B H Active Directory RE B ZBRE T E,

£ Amazon EC2 S| &2 P F4A W7 1.0 338


https://docs.microsoft.com/en-us/powershell/module/servermanager/install-windowsfeature?view=winserver2012r2-ps

Amazon Directory Service EEEmR

#|Z Amazon Managed Microsoft AD F

& LAE A Active Directory B T Efl PowerShell £/2 Amazon Managed Microsoft AD A, 1
£ A Active Directory EE T EQIEZAF 28l , BFEETAH 71 Amazon Managed Microsoft AD &3
Active Directory E¥E T B PR,

Active Directory Administration Tools

BB T IR Active Directory B T B 4|2 Amazon Managed Microsoft AD A/,

1. EFEFIRE T Active Directory B T B4,

2. M Windows By“JF 24”32 8 Fh 3T FF“Active Directory FIF it &E#H"T &, Windows BEE T EX
HrbhE—NMZITENRESR,

® Tip
B B R EN S RARIETUT®S , EEITFF Active Directory AP fMit&E
M T B4R,

%SystemRoot%\system32\dsa.msc

3. EBEMH , LB FM NetBIOS H# OU TEFEFMHEAFH OU ( flM0 corp\Users ) .
BX Amazon FERFERAN OU £EHNWEZELR |, EZH B8 Amazon Managed Microsoft AD
BIENHAE.

f# /A Amazon EC2 SEfIEE A A WA 1.0 339



Amazon Directory Service EEEmR

| Active Directory Users and Computers - X
File Action View Help

& HE 40 XEBLE BHE $aETva%

= Active Directory Users and Computers Name Type Description

| Saved Queries
v i corpexample.com
=] AWS Delegated Groups

151 Computers Organizational
137 Users Organizational ...

| Builtin

Computers
3| Computers

=1 Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
System
Users

4. EREXREL  AEFE , RRERAFTFHAF DS,
5. EESMWE-—RL, MAUTZERNE , AREET -5,

. B2
. MK -
* User logon name

6. EFRAFOSMNE-_RL K AZEMNEAZEHARRZE, BRIEDTHAF TXREZANAMA
E&%Egﬁlﬁo x)ﬁﬁ?¥1fﬁﬁﬂﬂﬁlﬁo iijr%—lt_io

7. EFAFOSWE=NL  RIIFAFNEEERTETIR , RARERTHK. FAFSHIE
Users X#k s,

PowerShell

EBEUL T Z A PowerShell 812 Amazon Managed Microsoft AD A7,

1. LA Active Directory B G 514 , EZZISMA Active Directory I KB,
2. 37 PowerShell,

3. BAUTHT , §AFH jane.doe BN ERENAFWAF A, PowerShell FHEREH
AFTAFPHZEE, B Active Directory ZIBREXRMERNEZER , ESH Microsoft 3L,
BX New-ADUser in T EZER , iHZ 5 Microsoft3X s
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New-ADUser -Name "jane.doe" -Enabled $true -AccountPassword (Read-Host -
AsSecureString 'Password')

il B& A P £ Amazon EC2 =4I/ Tk /2

BT AR BT 3R A E A Amazon Managed Microsoft AD B Amazon EC2 SSIf R A .

@ Note

EETRESTREZHE , BUMEE Active Directory EEETE, EXEZEL , FoRLE
Active Directory EE T &,

1 B A P

1. $TF“Active Directory AP FitEH"TE, Windows EEBTEXH4XRFHPE—NZITENIRES
o

® Tip
BA LB R LN SR RFEITUA TS , BE#EITH“Active Directory AP Mit&E
T EAE,

%SystemRoot%\system32\dsa.msc

2. EEFRWMT  ERTESEMERAOAFE OU (i, Corp\Users ) .
3. ERERRNAF,, ERE FE L, EERER.
4. FEA—IXNEE , RIEWAERRZAF. EFRUBMBRZAF,

MR AP SE R F&E AD Blkitd, BX AD BRI EZEE |, 15 Microsoft #Y Ask
the Directory Services Team & H# The AD Recycle Bin: Understanding, Implementing, Best
Practices, and Troubleshooting,
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E B AmazonitE Microsoft AD A 2258

P 248 5F Active Directory FE X B REE, LLFENSNRIEZENAFERERAER , 2
#& Active Directory B Ff ., £4£X#M1E)RAT , Amazon Directory Service 1 R f F B{EEAmazonit &
Microsoft AD # , M AJ LARIRE B A I Z18,

BUTUAEEXENRVAF SHERTREERB, BXNBENESER |, HSH EEAmazon
Directory Service s R i [0 I R BEIR

A LAA Active Directory RFIVEMAFEEZRD , BUTHERERA

o BAILAR BT EAEAIZ Active Directory IR HY NetBIOS BAFHALRE T (OU ) ANEMAFE
ERB, flin, MREIZRBLBRIZE , MEK NetBIOS BFF N CORP , MBI LLEEN A F &3
fF2 OU BB Corp/Users fi, 2 Amazon Managed Microsoft AD

« BIENETEIZLIE Active Directory BT EEFH NetBIOS B#H OU 2 AN AAFEEED,

flan | BFTEEE Amazon I OURM AP EB, BXxAmazonit® Microsoft AD B OU 43Ry
EZEL , HS 9B Amazon Managed Microsoft AD 8l R &,

A XTE Amazon Managed Microsoft AD FEEZHBR AN AZBREHNESEE , BSRZBERE
MR AA R,
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t8F name tEF
SID objectSid AF/4A%Z SID ReadOnly M/, 4 FH& )
SRR
(SID)
Surname  sn o Surname A A AF FRIP =
UserPrinc userPrinc B FE{k  UserPrinc ReadOnly HF TR B
ipalName ipalName &} ipalName
Amazon“ B FIRFEHIE" Bk M7 1.0 348


https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_CreateGroup.html
https://learn.microsoft.com/en-us/windows/win32/adschema/a-distinguishedname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-distinguishedname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-mail
https://learn.microsoft.com/en-us/windows/win32/adschema/a-mail
https://learn.microsoft.com/en-us/windows/win32/adschema/a-givenname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-givenname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-grouptype
https://learn.microsoft.com/en-us/windows/win32/adschema/a-grouptype
https://learn.microsoft.com/en-us/windows/win32/adschema/a-grouptype
https://learn.microsoft.com/en-us/windows/win32/adschema/a-grouptype
https://learn.microsoft.com/en-us/windows/win32/adschema/a-samaccountname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-samaccountname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-objectsid
https://learn.microsoft.com/en-us/windows/win32/adschema/a-sn
https://learn.microsoft.com/en-us/windows/win32/adschema/a-userprincipalname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-userprincipalname

Amazon Directory Service

EEEmE

HiuE M

LT REMESIE OtherAttributes FEN , F EFBRFIMEMBERIEXSH. HHERFELH

B, DAABINEHEEREENS. BIERENE, BXROAEXEEMEN A , E5H
{AmazonDirectory Service Data APl %) CreateUserdffi,
® Note
HERNMAREN , XEBENEMTX D KNE |, EXT LDAP ERE M.
Directory LDAP &  Amazon  PowerShel Access WREH EHE CIE: ¥
Service RAM Web | B4 type ( 1A
Data & Services B KA )
HEWR B 4
AN
A
Assistant  assistant  BhF 7 ReadOnly HAF TR =
Cn cn NRAE 7 ReadOnly A/, 4 FfF&H =)
Co co ExRmX BEXRMX Mutable AR FRIEH =)
Company company Company /A A A 2 AF FRIH B
Departmen departmen Departmen Departmen T 8% A TR B
t t t t
iR HiR Descripti  Descripti A2 AF., 4 =F&=H B
on on
DirectRep directRep E#ETE T ReadOnly HAF FHERE B
orts orts
DisplayNa displayNa E7R#E#  DisplayNa #[¢l|& AF. 4 F&H =
me me me
Amazon“B FRSHIE B M7 1.0 349


https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_CreateUser.html
https://learn.microsoft.com/en-us/windows/win32/adschema/a-assistant
https://learn.microsoft.com/en-us/windows/win32/adschema/a-cn
https://learn.microsoft.com/en-us/windows/win32/adschema/a-co
https://learn.microsoft.com/en-us/windows/win32/adschema/a-company
https://learn.microsoft.com/en-us/windows/win32/adschema/a-department
https://learn.microsoft.com/en-us/windows/win32/adschema/a-department
https://learn.microsoft.com/en-us/windows/win32/adschema/a-description
https://learn.microsoft.com/en-us/windows/win32/adschema/a-directreports
https://learn.microsoft.com/en-us/windows/win32/adschema/a-directreports
https://learn.microsoft.com/en-us/windows/win32/adschema/a-displayname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-displayname

Amazon Directory Service

EEEmE

Directory
Service
Data &
HEWH

Facsimile

Telephone
Number

HomePhon

]
il
¢l

Initials

IpPhone

I

Manager

Mail

B3

ObjectCla
ss

ObjectGUI
D

Pager

LDAP &
B

facsimile
Telephone
Number

homePhon

info
initials
ipPhone
I
manager

mail

B

objectCla
ss

objectGUI
D

pager

Amazon
Web
Services

B

L
A

Fax

RERF
=5
AE
Initials

IP B8i%
W

Manager

B8, F- B4
b3k

FHEH

R /4A

=R
—FRiR
(G
UID )

Pager

PowerShel

| B &

Fax

HomePhon

7

Initials
7

3
Manager

EmailAddr
ess

MobilePho
ne

I

Access
type ( 1A
mRA )

A B3

A B2

Mutable
Mutable
Mutable
Gl )=

Mutable

Mutable

Mutable

ReadOnly

ReadOnly

Mutable

XS RFH

AP, 4

il

AP, 4
RF
AP
AP
R

Group

AP

Group

RAF. 4

A

BHEE

AR

|

|

B o

7|

i

i

7|

7|

7|

7|

Amazon“‘B ZRFHE B

7 1.0 350


https://learn.microsoft.com/en-us/windows/win32/adschema/a-facsimiletelephonenumber
https://learn.microsoft.com/en-us/windows/win32/adschema/a-facsimiletelephonenumber
https://learn.microsoft.com/en-us/windows/win32/adschema/a-facsimiletelephonenumber
https://learn.microsoft.com/en-us/windows/win32/adschema/a-homephone
https://learn.microsoft.com/en-us/windows/win32/adschema/a-homephone
https://learn.microsoft.com/en-us/windows/win32/adschema/a-info
https://learn.microsoft.com/en-us/windows/win32/adschema/a-initials
https://learn.microsoft.com/en-us/windows/win32/adschema/a-ipphone
https://learn.microsoft.com/en-us/windows/win32/adschema/a-l
https://learn.microsoft.com/en-us/windows/win32/adschema/a-manager
https://learn.microsoft.com/en-us/windows/win32/adschema/a-mail
https://learn.microsoft.com/en-us/windows/win32/adschema/a-mobile
https://learn.microsoft.com/en-us/windows/win32/adschema/a-objectguid
https://learn.microsoft.com/en-us/windows/win32/adschema/a-objectguid
https://learn.microsoft.com/en-us/windows/win32/adschema/a-pager

Amazon Directory Service

EEEmE

Directory
Service
Data &
HEWH

PhysicalD

eliveryOf
ficeName

PostalCod
e

Preferred
Language

ProxyAddr
esses

ServicePr
incipalNa

me
St

StreetAdd
ress

Telephone
Number

PR

WhenChan

ed

LDAP &
B

physicalD
eliveryOf
fice B #5

postalCod
e

preferred
Language

proxyAddr
esses

servicePr
incipalNa
me

st

streetAdd
ress

telephone
Number

il BR S 1
RER

whenChan¢
ed

Amazon
Web
Services

B

L
A

Office

BB B 4w 15

BIXES

IR 31t

RS EHE
ABR

M/

@b it

CARRERE

B

EREFH
B[]

PowerShel

| B &

PostalCod
e

T

T

ServicePr
incipalNa
me

M

StreetAdd
ress

OfficePho
ne

PR

I

Access
type ( 1A
mRA )

A B3

A B2

Mutable

ReadOnly

Mutable

A2

o=

Cijek:S

Mutable

ReadOnly

XS RFH

R~

il

R

AP, 4

AP

AP

R

AP

AP

RAF. 4

BHEE

AR

fim

|

7|

fim

7|

7|

7|

7|

Amazon“‘B ZRFHE B

WA 1.0 351


https://learn.microsoft.com/en-us/windows/win32/adschema/a-physicaldeliveryofficename
https://learn.microsoft.com/en-us/windows/win32/adschema/a-physicaldeliveryofficename
https://learn.microsoft.com/en-us/windows/win32/adschema/a-physicaldeliveryofficename
https://learn.microsoft.com/en-us/windows/win32/adschema/a-postalcode
https://learn.microsoft.com/en-us/windows/win32/adschema/a-postalcode
https://learn.microsoft.com/en-us/windows/win32/adschema/a-preferredlanguage
https://learn.microsoft.com/en-us/windows/win32/adschema/a-preferredlanguage
https://learn.microsoft.com/en-us/windows/win32/adschema/a-proxyaddresses
https://learn.microsoft.com/en-us/windows/win32/adschema/a-proxyaddresses
https://learn.microsoft.com/en-us/windows/win32/adschema/a-serviceprincipalname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-serviceprincipalname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-serviceprincipalname
https://learn.microsoft.com/en-us/windows/win32/adschema/a-st
https://learn.microsoft.com/en-us/windows/win32/adschema/a-street
https://learn.microsoft.com/en-us/windows/win32/adschema/a-street
https://learn.microsoft.com/en-us/windows/win32/adschema/a-telephonenumber
https://learn.microsoft.com/en-us/windows/win32/adschema/a-telephonenumber
https://learn.microsoft.com/en-us/windows/win32/adschema/a-title
https://learn.microsoft.com/en-us/windows/win32/adschema/a-whenchanged
https://learn.microsoft.com/en-us/windows/win32/adschema/a-whenchanged

Amazon Directory Service

EEEmE

Directory LDAP &  Amazon  PowerShel Access WNREHEH EHE

Service TEW Web | 3517 type (17
Data | Services E3EH )
HZ R B
AN
|
WWWHom w P FWURL wP Mutable  AF. 4 FHH
TH WWHome WWHome
age age
ARAFMASTE
Amazon Managed Microsoft AD FHHEN EFHEXBMATE., EXTHNESER ,
£,
=3

» Group type

» Group scope

Group type
4H KRR TELH K A AT LA B Active Directory FHIBBERZRIF, BFHFhARR -

o T2 BALNIXEE S TR , SMELAR R ATELA B HZE Active Directory &R

« DR EAIERLRBEZBE TS KFIR, XEHKRRATFETIR Active Directory 3

TELA KR 2 (B 4T Rt TSR &
BRARBNEZER |, 1§55 Microsoft XY,

Group scope
ABEDREMAEABMBIMKRELAKR. BE=NETHE :

o AKihig RN TE—EHHPHER G 2 BENR,
- B AV TEMEPHERR D ERR.
« 2/ FUTEMBHMFIERRDERR,

AR

BSEULT

HERR,

ARBNATHE

WA 1.0 352


https://learn.microsoft.com/en-us/windows/win32/adschema/a-wwwhomepage
https://learn.microsoft.com/en-us/windows/win32/adschema/a-wwwhomepage
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups#how-active-directory-security-groups-work

Amazon Directory Service EEEmR

ERABEMFERS . ATIRMEBR T IXLERS,

- HASCEHRAMEERNER : 2
« BRIEZAMHARS — M AuEHERNRA,
- FEACEBHERER N RS : B
- REZBRALARS —MNERAENFA.
- FEABEHBERERANER : B
- RIZEALARS —MERANRA,
- RHACEBHERERNEM : &
- RFZERARS -1 ERANTF4A.

EXATEMNEZER |, 1§55 Microsoft X4,

Universal group Global group

ll—l

Any domain within forest, Same domain

|— Trusted external domain |
Rle}

B9
[A7~YA]
main Loca

roups

$¥ Amazon Managed Microsoft AD % #£%| Microsoft Entra Connect
Sync

A S BT R EZE Microsoft Entra Connect Sync FREERZZER |, LUERFEH Microsoft Entra ID
[@25 2] Amazon Managed Microsoft ADo

HEAHED , LRFHRITUTERE

1. 812 Amazon Managed Microsoft AD A Fs
2. T Entra Connect Sync,

fF % #2 Microsoft Entra Connect Sync W7 1.0 353


https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups#group-scope
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sync-whatis
https://learn.microsoft.com/en-us/entra/fundamentals/whatis

Amazon Directory Service EEEmR

3. £/ PowerShell B1THIZS , LAE I #T O/ A F M EE SRR
4. %3 Entra Connect Sync.
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- BIIAZEH Amazon Managed Microsoft AD B Amazon EC2 Windows Server 3l, BXxEZ{E
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SEARERZETH  REFEREMALSR 1 PHEIZENEAFH sAMAccountName,
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AT A psl T BEBNBIARERRL temp BIXHFRF, REETUFERULT
PowerShell f5 5 INEK IS

import-module "c:\temp\entra.psl"

MEHAE , BRIEAL TR SRIEBZTHAFMENNR |, &
Entra_Service_Account_Name B RIEM Entra BREKF B :

Set-EntraConnectSvcPerms -ServiceAccountName Entra_Service_Account_Name

$modulePath = "C:\Program Files\Microsoft Azure Active Directory Connect\AdSyncConfig
\AdSyncConfig.psml"

try {
# Attempt to import the module

Write-Host -ForegroundColor Green "Importing Module for Azure Entra Connect..."
Import-Module $modulePath -ErrorAction Stop

Write-Host -ForegroundColor Green "Success!"

}

catch {
# Display the exception message
Write-Host -ForegroundColor Red "An error occurred: $($_.Exception.Message)"

Function Set-EntraConnectSvcPerms {
[CmdletBinding()]
Param (

[String]$ServiceAccountName
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https://learn.microsoft.com/en-us/powershell/scripting/windows-powershell/starting-windows-powershell?view=powershell-7.4
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#Requires -Modules 'ActiveDirectory' -RunAsAdministrator

Try {
$Domain = Get-ADDomain -ErrorAction Stop
} Catch [System.Exception] {
Write-Output "Failed to get AD domain information $_"

$BaseDn = $Domain | Select-Object -ExpandProperty 'DistinguishedName'
$Netbios = $Domain | Select-Object -ExpandProperty 'NetBIOSName'

Try {
$0Us = Get-ADOrganizationalUnit -SearchBase "OU=$Netbios, $BaseDn" -
SearchScope 'Onelevel' -Filter * -ErrorAction Stop | Select-Object -ExpandProperty
'DistinguishedName’
} Catch [System.Exception] {
Write-Output "Failed to get OUs under OU=$Netbios,$BaseDn $_"

Try {
$ADConnectorAccountDN = Get-ADUser -Identity $ServiceAccountName -ErrorAction
Stop | Select-Object -ExpandProperty 'DistinguishedName'’
} Catch [System.Exception] {
Write-Output "Failed to get service account DN $_"

Foreach ($0U in $0Us) {
try {
Set-ADSyncMsDsConsistencyGuidPermissions -ADConnectorAccountDN
$ADConnectorAccountDN -ADobjectDN $0U -Confirm:$false -ErrorAction Stop
Write-Host "Permissions set successfully for $ADConnectorAccountDN and $0U"

Set-ADSyncBasicReadPermissions -ADConnectorAccountDN $ADConnectorAccountDN -
ADobjectDN $0U -Confirm:$false -ErrorAction Stop
Write-Host "Basic read permissions set successfully for $ADConnectorAccountDN
on OU $ou"
}
catch {
Write-Host "An error occurred while setting permissions for
$ADConnectorAccountDN on OU $0U : $_"
}
}
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Z %< Entra Connect Sync
1. BAZRE , B LLE1T T Microsoft Entra Connect ( BABI#F N Azure Active Directory
Connect ) BLi& X4,

2. BITE—SHhWEESXHE , FHTFF Microsoft Azure Active Directory Connect & 0, 1ERIEIR
BEEOF , EEFEAE L

& Microsoft Azure Active Directory Connect

Express Settings

Required Compaonents
User Sian-In If you have a single Windows Server Active Directory forest, we will do the following:
& Configure synchronization of identities in the current AD forest of

® Configure password hash synchronization from on-premises AD to Azure AD
& Start an initial synchronization

® Synchronize all attributes

® Enable Auto Upgrade

Learn more about express settings

Select Customize to choose advanced deployment options or import settings from an existing server.

3. ERELM/FHHM4EOD , EPEAINERIK-AEIEE, ERZFKFEHMNBRIK-ABEF | @
AEESE 1 helZAA K AD DS Connector account& #rf 1, a0 , RER AD DS
Connector accountB# 7 entra , MK/ &7 corp\entra. REEFLEK,

Z % Entra Connect Sync WA 1.0 357
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& Microsoft Azure Active Directory Connect - X
-
Install required components
Express Settings . L _ i i
Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization
service will be installed. €

User Sign-In

[ specify a custom installation location
[ Use an existing SQL Server

Use an existing service account

) Managed Service Account
® Domain Account
SERVICE ACCOUNT MAME

| corphentra |

SERVICE ACCOUNT PASSWORD

[[] specify custom sync groups

[ Import synchrenization settings'ﬂ'

Previous Install

4. HERAFERFREQOF , BRUT®RIZ—

a. EBSHRIL : LETAFEFERAF & MEBER Active Directory,

b. FEIE : WEMAYFEEER Microsoft Entra ( BLBIFR A Azure Active Directory ( Azure
AD ) ) = Office 365 Bx& & Fo

REERT—%,
5. TEE#EZ Azure BOH , MAEntralD WEREBERRAFBANEE , ARERT—F,

6. EEREMBEREOS , WF B FERIEE Active Directory, X FHk , FIEH Amazon Managed
Microsoft AD &, AFEERFME F.

7. FEREEE  EREERKFED, EFERIE AD KF. WAESER 1 REIEMN AD DS
Connector accountliF & MZE , AFERBE, REERT—%,
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https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-pta
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference#global-administrator
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Connect your directories

AD forest account
Entar connection information for your on-premises directories or forests. 7]

DIRECTORY TYPE An aD account with sufficient permissions is required for penodic synchronization. Azure A0
Connect to Azure AD . Connect can create the account for you, Altermatively, you may provide an exsting account with
Active Directory N the required permissions. Leam more about managing account permissions.

FOREST @)

corp.example.com Ml Add Directory

No directanies ae cumranily comfigurad

The first option & recommended and requires you to enter Enterprise Admin credentials,
Select account option

~) Create new AD account

® Use existing A0 account

DOMAIN LISERNAME
Congure corp.example.com

PASSWORD

LT LT

| N

8. 7 Azure AD BREOH , NIYERRNELI KU ELUIRARMNE Entra ID B, SR HE T AFF AR
A UPN BRRLEEDERIEE. AEEET -5,

9. HEH/OU MEEOH , EBESEFTRNIET., EXEZEL , BZH Microsoft XAHHY Entra
Connect Sync : BLEFiE. REEET—F,

10. HIRBA/, HEMTENEEOS , RERANEHEET D,

1. EREEOS  EBHEBIREHLEBREE., Entra Connect Sync WLEFZRK , AP RFHBE
Microsoft Entra ID IEbFo

Amazon Managed Microsoft AD JUi# K36 E2iE

AFHRET —RINESKAHIE , THBIEE Amazon Managed Microsoft AD F128 37 Il i SR8 FIME
FEIEEKE Amazon Managed Microsoft AD,

£
o IR  EHIREEMAmazonFEE Microsoft AD Jix k¥ ZE Amazon

« HFE : 8IEM Amazon Managed Microsoft AD Z| Amazon EC2 £ BIEE R Active Directory Z3H
B

Amazon Managed Microsoft AD Jlif 318 E#72 M7 1.0 359


https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sync-configure-filtering
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sync-configure-filtering
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IR . EgEEMAmMazonFEE Microsoft AD MiE 3L =E Amazon

IR HAR A% B AmazonEhiE | N EIZ1T Windows Server 2019 I S EC2 Kl LK<
# Microsoft AD Amazon EE T EZ. AR5 , CLBIRFERABEEM Active Directory EE T EM EC2
Windows 3E#5lAmazon & R Microsoft AD EEHIR, HIRTRAHER , IRELIREH 7MKL
REHHELE T HHIAmazonEE Microsoft AD o

WTEMTR , BREAKELENXRE R F S AmazonEE Microsoft AD BV EALAH, &)
DBELERNTEHRE , LREBEZHFHE, AHERYIEFEESEEFHEA Amazon Managed
Microsoft AD HEZEN XX ELUHTIFENAF . TRABEZTEKRA 1 N)at,

%
u Microsoft AD

Test Labs

Creating a Trust
From Microsoft
AD to a Self-
Managed AD
Install on EC2

Setting Up Your
Base Microsoft
AD Test Lab in

STEP 4

@

o

Set up your Create your Test the
environment Microsoft AD EC2 instance lab

S 1 : HAmazonitE Microsoft AD Active Directory i& i@ Amazonifig

TRYEESE , BALEERN EC2 SZHlha|ZMEE Amazon VPC,

HIE . RE R ERAmazonE Microsoft AD MUiX LK =F W7 1.0 360
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£ 2% BlERIAmazonFEEMEL AD JE3N B &

ERSED | FREXREPFAmMazoni&E T AmazonitE Microsoft AD.
% 3 HEL S EC2 LAIKEEIRAIAmazonFE E # 3k AD Active Directory

HEXE , BFN ARt EVLERIEHFHEHEFIREHA Windows Server REEATHE R &5t
HERES. EC2

ST BRIEEARNAKREEETHE

B, FREER , FEERIITACES LM Windows Server R4 & F HiE#E|AmazonitE
Microsoft AD EC2, FERZHNIK TERZEALUEITZE , B UKL R MEMSSR RIEFER,

FRF M

MBERITRINEARHEFN U SEROUENRAREE |, MBS ERZG4BLHEZLTE 1, B
£ , MREITRIEHAmazon CLIF S 5 Amazon Tools for Windows PowerShell#& HR 5k 61l 2 1% 3216 =
HiE  MAMEREULATAR :

- FHRIFEFHANLEFRZEHN IAM AP — MREEFEFHAmazon CLIEEAmazon Tools for
Windows PowerShell#R | MIFEEZEHEHRIZHAN IAM AP, NREEKEHRZRE , BSRCIE.
&S M BR S B 2 /Y15 18 %248 ( Amazon Web Services BEEE4IA ) »

« Amazon Command Line Interface ( Ali%& ) — Amazon CLI#E Windows F FTEH L%, R¥EZE ,
HAGSRTFEE PowerShell EO , AFRA aws configure, HEE , BFEEHEBHAMNL
BEZAUERRE, BXRUAZREEIFSHNIR  BEEE—NEREZH., ERFEFRETRUTH

S

="

« Amazonii[B1%#4A ID [F]: AKIATIOSFODNN7EXAMPLE

« Amazon®# i | %48 [F]: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
o BRIAXIHAF [L] : us-west-2

o BiAf &R [F] : json

« Amazon Tools for Windows PowerShell ( A% ) - T8 H REREHIRAHK f Amazon Tools for
Windows PowerShell https://aws.amazon.com/powershell/rom , REBTUT &G, BEE , £F

EVRRZANBEBEAUTRIRE, AROATREESHIR , FEFF —DMEREH.

Set-AWSCredentials -AccessKey {AKIAIOSFODNN7EXAMPLE} -SecretKey
{wJalrXUtnFEMI/K7MDENG/ bPxRfiCYEXAMPLEKEY} -StoreAs {default}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/cli/latest/userguide/install-windows.html
https://www.amazonaws.cn/powershell/
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H 1 . HAmazonFEE Microsoft AD Active Directory 1% EAmazonhig

EAmazonillix 3256 = F 6] AmazoniEE Microsoft AD 28 , B EEFERELHN Amazon EC2 &
AX , LEXNEEZERHFITINE,

BIEZRHAX

MBS EECRAN , IERSER, BHX Amazon EC2 B4 N EZER | HSHEOIERE T,

BIEZANT

1. &FAmazon Web Services EIR12H| & HTFF Amazon EC2 #2#|& , Wik R https://
console.aws.amazon.com/ec2/,

2. ESMBEHETPE Network & Security T , 1% Key Pairs , A/5i%#% Create Key Pair,

3. XTF Key pair name (Z4FTE#) , A Amazon-DS-KP, ¥ F Key pair file format (4834 304
BR) , &#F pem , ARFIEEFE Create (8I12).

4. BN RB[2XEI THREBANMY. AXHBREEUEBANNIEENEN , TREN
.pem, HIEBZHRAXHRFERESNVE.

/A Important

XREREFLEEANHNE—o, BRI , FEREBANNEN | SEH#
ZXplZBe , FEREANHVLEER,

B, BEEMNZFERA Amazon VPCs

MTEMER , YREEXNSSROSEN , REZXCEHBETHINLNE TN , 81 VPC BHMA

BHFM VPCs , 4 VPC —/ Internet Gateway , AR F & 2RI —1 VPC W &EiE#E, VPCsHTF

E A MFEAE VPCs B, BINEREALMIMFMN, N FEFTEAR , RNBWEEALEER
VPCs, BXiEE VPC Z2MHMWEZEL , 3 H Amazon Virtual Private Cloud I Z £ 1%,
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https://docs.amazonaws.cn//AWSEC2/latest/UserGuide/create-key-pairs.html
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/vpc/latest/userguide/security.html
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' Cloud (Single Account)

fay
IPv4 CIDR: 10.0.0.0/16

fat =1
IPv4 CIDR: 10.0.0.0/24 IPv4 CIDR: 10.0.1.0/24

||!-" a:::} VPC and Subnets are Public and
M5 | 1 connected to Internet Gateway

MGMT Instance

VPCs are Peered

IPv4 CIDR: 10.100.0.0i16

J:L 4
IPv4 CIDR: 10.100.0.0/24 IPv4 CIDR: 10.100.1.0/24

VPC and Subnets are Public and
connected to Internet Gateway

P Amazon CLIF PowerShell ;RHIEFER TEH VPC EE , HBERTE us-west-2 FREM, Ea[EL
EREMZ T ENXIERGERE, BXx—KRELR , 55 Amazon VPC 2114 ?,

HE] 1 elERA VPCs

EWSRP K BEEFEATER VPCs PEESHER —NMNKFFRIERA. AmazonfEE Microsoft
AD X #x#EAEAZE = Amazon Managed Microsoft ADIIARERY B kK=, $£— VPC AT
Amazon#t& Microsoft AD, %= VPC A TG TEERE #iE : 8lEM Amazon Managed
Microsoft AD E| Amazon EC2 £ B#E 3\ Active Directory ZEMEEREANEIR.

Managed Active Directory VPC {5 & i VPC 58

M £ % . Amazon-DS-VPCO01 HEZ % . Amazon-OnPrem-VPCO01
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/regions.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
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EEEmE

Managed Active Directory VPC &
IPv4 CIDR X#R : 10.0.0.0/16

IPv6 CIDR #R : j&7% IPv6 CIDR 3R

FHE : BIA

BRIFAVH , FSHELIE VPC,

HB|2: 849 VPC I TN

A VPC E 2
IPv4 CIDR X#t : 10.100.0.0/16

IPv6 CIDR #R : j&7% IPv6 CIDR 3R

FHE : BIA

BETENGE , VPCs BREFATRINIEESHNESN VPC AIEAN TN, XN FARNMHARKE ,
NFRFR 24, XFAFBNFREZ A H 256 Mttt, SN TFRATNFRIHWATAXH, FE840
TR MRER A XA R 812 Amazon Managed Microsoft AD B ERZHE 2 —,

Amazon-DS-VPC01 ¥REER :
#EZ#r% . Amazon-ds-vpcO1-subnet01

VPC : VPC-XXXXXXXXXXXXXXXXXXXXXXX-dS-V
PCO01 Amazon

ATAK : us-west-2a
IPv4 CIDR X#R : 10.0.0.0/24
#Z#5% . Amazon-ds-vpc01-subnet02

VPC : VPC-XXXXXXXXXXXXXXXXXXXXXXX-dS-V
PC01 Amazon

A AKX : us-west-2b

IPv4 CIDR X#t : 10.0.1.0/24

BRIEFAVH , FSHEE VPC FElEFM,

Amazon-OnPrem-VPC01 +R{E R
HEZFRZ . AmazonOnPrem-vpc01-subnet01

VPC : VPC-XXXXXXXXXXXXXXXXXXXXXX--VPCO01
Amazon OnPrem

ATAX : us-west-2a
IPv4 CIDR X : 10.100.0.0/24
HEZFRZ . AmazonOnPrem-vpc01-subnet02

VPC : VPC-XXXXXXXXXXXXXXXXXXXXXX--VPCO01
Amazon OnPrem

AKX : us-west-2b

IPv4 CIDR X#t : 10.100.1.0/24

F] 3 Bl — Internet Gateway FH [ EHEEEFRE VPCs

IR RBRIERMAmMazoniEE Microsoft AD i3 =

WA 1.0 364


https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
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EE??MI]E)%E’JE’AJJ—( *x , Bt VPCs &FEE VPCs A TRAWIEESHZEBRMM KX A FH
TGN, XREEEYERENEREN EC2 X461,

Amazon-DS-VPC01 EERMKE R Amazon-OnPrem-VPCO01 Internet Gateway 1§
I%\

HEZ L . Amazon-DS-VPCO01-IGW HEZ L . OnPrem-Amazon-VPC01-IGW

VPC : VPC-XXXXXXXXXXXXXXXXXXXXXXX-dS-V VPC : VPC-XXXXXXXXXXXXXXXXXXXXXX--VPCO01

PCO01 Amazon Amazon OnPrem

BXREFEHMRE , i5SH Internet Mx,
S’ 4 : 7£ Amazon-DS-VPC01 fI-VPCO01 ZaE & VPC X %1 Amazon OnPrem

HT&E VPCs ZHIEZLBETHRA , ALEFEFATRIPNVIEESHER VPC NEEEN B
ME—iE, BAREBALIEL S AR #TERE VPCs , BAHBFFER VPC XNEERE, Amazonit®
Microsoft AD X #FZfhfE R A RFKIEEIR VPCs , Hp— &8 VPC WEHIE, T ransit Gateway
VPN,

FEEEBZFHRL : Amazon-ds-VPC01&-Amazon vpc01-Peer OnPrem
VPC (ER#E ) : VPC-XXXXXXXXXXXXXXXXXXXXX-dS-V Amazon PCO1

[ Ii24: 0] 9

X : X

VPC (EZE ) : VPC-XXXXXXXXXXXXXXXXXXXX--VPC01 Amazon OnPrem

BRIMAEEZIKF PP VPC 28l VPC XMFEEN YR , TSRELKS PR F D VPC Z[H
B2 VPC XF&EE,

SR 5: mEN VPC WEBHBERFINFAREH

NTEERESREHEER Internet Gateways M VPC W EFEEEEZIT , BEE VPCs FATRF
WIEESHENMENERAR. BERMAKIEE : 0.0.0.00 ( CHEHIKBRAPHANENTE
B & ) 1 10.0.0.0/16 =% 10.100.0.0/16 ( EFET LHEMLH VPC WEEEEKBHFEN VPC) .
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/vpc/latest/peering/what-is-vpc-peering.html
https://docs.amazonaws.cn/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.amazonaws.cn/vpc/latest/adminguide/Welcome.html
https://docs.amazonaws.cn/vpc/latest/peering/create-vpc-peering-connection.html#create-vpc-peering-connection-local
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B VPC BFHRE ( Amazon-DS-VPCO1 H-VPCO1 ) , EAIMBRHKEIEA VPC M EHEH
#Fo Amazon OnPrem

Amazon-DS-VPCO01 Amazon-DS-VPCO01 Amazon-OnPrem- Amazon-OnPrem-
BB 1ER H2ER VPCO1 884 1 88 VPCO1 B84 2 § &
B# bk : 0.0.0.0/0 BEvit : 10.10 B# bk : 0.0.0.0/0 BHv : 10.0.0.0/16
0.0.0/16
B : igw-xx B : igw-xx B#R : pex-xx
XXXXXXXXXXXXXXXXXX B : pcx-xx XXXXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXXXX
xxxx-ds-vpc01-IGW XXXXXXXXXXXXXXX XXX xxx-onPrem-vpc01 xxx-ds-vpc Amazon
Amazon xxx-ds-vpc Amazon Amazon 01&-vpc01-Peer
01&-vpc01-Peer Amazon OnPrem

Amazon OnPrem

BRAMAE VPC B H RN EHAVELEA | 2S5BS B R0 A0 BRER B

H Amazon EC2 EfltlEL 24

EIABERT , Amazon¥E®E Microsoft AD 2AIE— N L AREEHFIEH R ZBNRE, EXRTH ,
BEECNR2ANMNLE2E (BNVPC —1) , BTEATRINVIEESHEREMN EC2 4617 VPC A
WRE, BEZEERMAN , RATFEMNEEMER RDP (3389) Ay , AIEKRBEAM VPC WG HRES
A, BXEZELR , BSREAT Windows EHIHTI Di# EC2R £ 4,

Amazon-DS-VPC01 Z44EE :
242 EEZF : AmazonDS NiXSE TR £ A
iR : AmazonDS MK EL LA

VPC : VPC-XXXXXXXXXXXXXXXXXXXXXXX-ds-VPC01 Amazon

-DS Amazon-VPC01 FI L4 4A A vEH N

Type 7 i 0SB R ik Etic
HEX TCP#MN  TCP 3389 By 1P ERRRE
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https://docs.amazonaws.cn/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
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Type I3V AsEE KR RERERR
MERE All 2B 10.0.0.0/16 FrEA&# VPC i
=

-DS Amazon-VPCO01 &£ 4 H s # N
Type 71 im OB E Bir L E MERER
MERE All <= 0.0.0.0/0 FMERE
Amazon-OnPrem-VPC01 Z£4AEE
Z4ELZF - AmazonOnPrem MK TR LA,
AR : AmazonOnPrem JIi{SE =L 44,
VPC : VPC-XXXXXXXXXXXXXXXXXXXXXX--VPC01 Amazon OnPrem

AmazonOnPrem-VPCO01 By &4 40 A 53
Type i % 0SB E KR RERRR
HENX TCP#M TCP 3389 BHIP IR RE
HEM TCP#N TCP 53 10.0.0.0/16 DNS
HEM TCP#N TCP 88 10.0.0.0/16 Kerberos
BENX TCP#M TCP 389 10.0.0.0/16 LDAP
BEM TCP#N TCP 464 10.0.0.0/16 Kerberos & /1%

R

BENX TCP#N TCP 445 10.0.0.0/16 SMB / CIFS
BENX TCP#M TCP 135 10.0.0.0/16 S5l

#HiE  REFRNEMAmMazonIEE Microsoft AD Mix K1 = MRS 1.0 367



Amazon Directory Service

EEEmE

Type i % 0SB E
BEMX TCP#N TCP 636

HEM TCP#N TCP 49152 - 65535

BEMX TCP#M TCP 3268 - 3269
BENX UDP #N UDP 53

BEMN UDP #l UDP 88

BENX UDP #il UDP 123

BHEMN UDP #N UDP 389

HENX UDP #N UDP 464
FIERE All 20

AmazonOnPrem-VPCO01 By &4 48 H y5 3 Nl

Type I3V = O35

FRBER All £

il

HRIR
10.0.0.0/16
10.0.0.0/16

10.0.0.0/16

10.0.0.0/16
10.0.0.0/16
10.0.0.0/16
10.0.0.0/16

10.0.0.0/16

10.100.0.0/16

BirfuE

0.0.0.0/0

BRIMAGIZEAN FARAURMB L2 AN FRER  BTSRERAZEA,

% 2% QBRI AmazonEE M AD SES B

RPC

LDAP GC #
LDAP GC SSL

DNS
Kerberos
Windows B E]
LDAP

Kerberos B /1%
ERCARE

FREZ i VPC it

2

BAUERA=MT RN ERLER K. BALUEAZAmMazon Web Services B2 H A ERE ( B
EARHKEDRMER ) , o LAEHAmazon CLIEIAmazon Tools for Windows PowerShellid 23k 61 22 81

B %o
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Amazon Directory Service EEEmR

FiE 1 IR B3R AD Amazon #£% B 3% (Amazon Web Services B2 H &)

1. £ Amazon Directory Service ZHl & SMEKHR , EFEF , AFEFREB R,
2. TEEBBEFREBWELE , %8 Amazon Managed Microsoft AD , REEER T —F,
3. 7 Enter directory information (i ABFELE) TE L , #BEUTEE , RFIEE Next (T—%),

« XfF Edition (MR7) , %£$F Standard Edition (¥%/&£hR) = Enterprise Edition (i2MLfR), BXARZA
WEZEELR , H23 M Amazon Directory Service for Microsoft Active Directory,

« XIF Directory DNS name (B 3% DNS &%) , A corp.example.com,
« X F Directory NetBIOS name (B 3% NetBIOS &#5) , # A corpo
« X¥F Directory description (B %&#iR) , € A AmazonDS Managed.

« X¥F Admin password , B ALER T HIK W EB , H 7 Confirm password FERBAE
B, tk Admin IKFEE REBZSIERFPE0E, BETEITE R admin, BREERAFBKX
DKRNE , BRKEXANT 8 E 64 (8) NrERZE. £, EXEAMITE T AR+ =5
RKAN—NFR

- NEFHF (a-2)

- KEFH (A-2)

« ¥F (0-9)

- FFBBEFH (M@HS%&_+="\){;"<>,.?/)

4. 1£ Choose VPC and subnets (%% VPC M¥®) WE L , #EHUATELR , RFEE Next (T—
#)o

- XIF VPC , #425L Amazon-DS-VPCO1 FF3k 1L (10.0.0.0/16) LR ML,
. Xt F Subnets (M) , &2 10.0.0.0/24 1 10.0.1.0/24 NEFM,

5. 1E Review & create (REHAUIE) MTHL , REAREEHHTTAXENENR, MREEER,
1% Create directory (B2 B %), QIEZBRFEE 20 2 40 2%, 0S5 , Status EREXRN

Active,

& 2 1 BIZELREY Microsoft Amazon ¥£& AD (PowerShell) ( A% )

1. 3TF PowerShell,
2. BAUTHT. FESAEABIRAMazon Web Services B4 AN SR 4 DIEHNE,
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https://console.amazonaws.cn/directoryservicev2/
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New-DSMicrosoftAD -Name corp.example.com -ShortName corp -Password P@ssw@rd
-Description "AmazonDS Managed" - VpcSettings_VpcId vpc-xxxxxxxx -
VpcSettings_SubnetId subnet-xxxxxxxx, subnet-xxxxxxxx

% 3 BIEIREY Microsoft Amazon #£% AD (Amazon CLI) ( ATk )
1. $TFAmazon CLI.
2. BALUT@®®, BHSEMAEIIRAMazon Web Services BB H AT RS 4 FIRHMNE,

aws ds create-microsoft-ad --name corp.example.com --short-name corp --
password P@sswlrd --description "AmazonDS Managed" --vpc-settings VpcId= vpc-
xxxxxxxx,SubnetIds= subnet-xxxxxxxx, subnet-xxxxXxxxx

35 BpBILD# EC2 SLHIKEERRIAmazonIEE %k AD Active Directory

EAZEF  RIEREELNE IP thitiY Amazon EC2 3261 |, @ T MIE{at H iR BB, fEE~
WER , BOLAEARE VPC HEYEHI | iXLERHI ReEEBT VPN 5 Amazon Direct Connect 815
B, MFEFEEEELE IP ibFBEKR,

EAYTF | BN EBEFRITENEH EC2 £4] £ A Windows Server iEZE| ST EN & fp I
BEES, BET—Fd |, &EEH Windows Server SR IESER = IF EIiE1T,

A& : B 8lZ-D Amazon S-VPC01 #i&EH DHCP &I

EHWTHELSES | R E DHCP RIS E |, LMESRR VPC /Y EC2 324l B3 E A&/ Amazonit
& Microsoft AD #1T DNS f##7, EXEZEE , 52 DHCP £ &,

7 BB DHCP &I &

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #Z#1&,
2. TESMBEKD | %£F DHCP Options Sets , A% Create DHCP options set.
3. HEGIEDHCPEmM&ENH L K RHEBFRMNIUTE

« NTFHEF , A AmazonDS DHCP,
« XF Domain name (i #) , # A corp.example.com,

« XF Domain name servers (& RFEE) , A Amazon Pzt B FX# DNS BRF 20 IP itb
ik,
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https://docs.amazonaws.cn/AmazonVPC/latest/UserGuide/VPC_DHCP_Options.html
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® Note

BEEHKixEu | FHEZIAmazon Directory Service B X TUHE , AFEFEANE F
ID. £ “FHAES” WAL , RBIHEH DNS thut A ERE. IPs

HE , EEKIXLEMUE |, FHE Amazon Directory Service B &R H , REIEZRER
MWEBEXID. AF , RFT BNEE, £ HRHEE T IPs |, RBHER IP thutpER
9,

« 3 NTP servers, NetBIOS name servers Fl NetBIOS node type BYi%E&E Z=,
4. EFRBIE DHCP EIE , AFEREXA, K DHCP EIES HINERA DHCP I HIFRF,

5. 12 THH DHCP TR ID (dopt-xxxxxxxx). EIEREHRE , BFEFEMES VPC xBRAT
{55 A b T

(@ Note
TR MAREER , MEAFEIE DHCP @EIIE,

6. HESMBEKSD , EEEM VPCs,
7. #E5IERS VPCs , %1% AmazonDS VPC , %1% , ARG %IR%mEE DHCP &IE,
8. 7E4REE DHCPEMERHLE , MBLELE 5 PIEFRMNEINE | RERBRE,

B2 A @ LU Windows 32410 A REYAmazonit B #%k AD 1T

AL S ER E B T~ Amazon EC2 Windows EHIMMABH AR, BEXEZER |, FSH HI5#
EC2 Windows =410 A #REIAmazoniE B #5 5k AD 5&zh B .

BLiE N EC2 ff Windows SE4I 0 A SRR 35

£ https://console.aws.amazon.com/iam/ 3T FF IAM 2#| &,

£ IAM 2HENSMERT  EERAG , ARERUIEAG,

T EFRZEESRARNER T | %£HF Amazon BRF.
FOEFEEERALAGNRS T , &R EC2, RE%EE “T—F : KR,
M MR R NE L |, AT T]RE -

o & 0N~

« 1%&7 Amazon SSMManaged InstanceCore ¥t B BURZ I W EEME, LLRERIRME T A
Systems Manager AR5 Pt & Y & BRI R
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6
7.
8.
9

« %&H Amazon SSMDirectory ServiceAccess B BUR S W EEME, ZRIIEM T REFMMA
F Amazon Directory Service ¥£E&H# Active Directory BY R BR.

BX T LR Systems Manager MBI EFME MR EANFE S |, i55H (Amazon Systems
Manager FiF$8R) H BV Systems Manager 812 IAM EHIELE X4, BRAEERBNESE
B, #ZH (AM AFEmR) F8 Amazon FEEFEE,

EET—F 1%,

(A& ) R —ANHSMRERENUAR, REJEFZACHER , RAEEET -5 7/,
EAGENT K MASCHNEN , HAZASRATHXGMASE , flZIEC2DomainJoin,

(AR ) X T AR  FhAER,

10. 4% Create role (RIEA®), REFUEEREE A RH,

812 Amazon EC2 EHIH B IIAZE &

EHERD | B8 E— EC2 £HIHi&E Windows Server R4 |, ZR &G AT EE Active
Directory FEIA P, HAMKEE,

B2 EC2 SZHIHBFMA B F

1.
2.
3.

LS EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,

prit=d =P oML

£ “SE 1 WAL , FEHE Windows Server 2019 Base 351 — ami-xXXXXXXXXXXXXXXXX 1EFF
“EE

1£ Step 2 (B 2) ME L , i&£$F t3.micro ( EFE , B LUEARFREHIZERE ) | REIEE Next:
Configure Instance Details (T —2% : BiEEHIEFEHER).

£ Step 3 WEH , AT TR :

« WFMLE , BEFLL Amazon-DS-VPCO01 £ VPC ( i , vpc-|-ds-V
PCO1 ) o XXXXXXXXXXXXXXXXX Amazon

s WFFW , FRBELXEFM 1, ZFRNEX S ERTHXHTREE (FlW, F

P -xx XXX xXXXXXXXXXXXxX | Amazon-ds-vpcO1-subnet01 | ) o us-west-2a
« XF Auto-assign Public IP , 1% Enable (1R FMizERERIAZERBH).
o JFEMABEF , E%$F c orp.example.com (d-)o XXXXXXXXXX
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« WFIAM A6  FEEBEEZEANXFAGIKEENBMEIESELUT Windows SE4 i1 AYREIAmazon
EE % AD 13, , HIZIEC2DomainJoin,

- FHMZERENERIAE.
« EEBET—F : BINFH.
6. £ Step4 REL , REBRINZRE , RFEIEE Next: Add Tags.

7. 1E Step5 WME.L , #%£$F Add Tag. 7 Key () T , A corp.example.com-mgmt , R/FiEF
Next: Configure Security Group (F—%: BLEZ£4).

8. HELHTW6MEL , MNERERMELZSE, Amazon DS RDP ££ 4 ( BB EEAKIEHD
RE ) NEFEHBHIAEEFRN,

9. EStep7 MEL , EFRMEH , AFERE Launch,
10. 7£ Select an existing key pair or create a new key pair JiEFEL |, T THIREZ— :

- RRERABEAX,

- EEBRBHANT , i£HF Amazon-DS-KP,
&M | acknowledge... Ei&4E,
- EFBHFTES,
1. EFEEFXHEEE Amazon EC2 B4l AHEFBBIRS

FEIEH EC2Rfl L2 FEFHERTE

BRI AN F M AR TIER | E8/M EC2 326l £ &% Active Directory BIEE T E, ERALAFEH
Server Manager Ul ( A#BREE K F 7% ) = PowerShell,

1EI8H) EC2 £4 L% %k Active Directory TE ( RS2 EEST )

1. 7£ Amazon EC2 B#HI&EH | B H | R ENI N S ZBAYSEH] | ARAFEE Connects

2. HEEEINECHXRGNEES , RERMZBIURRENED (MREERXEFM ) , REEETHR
AR R E X Ao

3. 7 Windows Security (Windows Z£) MiEHES , & A Windows Server i+ B Ay 2 ith B2 57 £ iE
LAZE S (I , administrator ),

4. M Start EZEHH % Server Manager,
5. 1 Dashboard A& , 1%#* Add Roles and Features,
6. 7t Add Roles and Features Wizard A , 1%&1% Next.
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7. 7 Select installation type T H L% Role-based or feature-based installation , fAG1%£$E Nexto
8. 7t Select destination server TUHE £ , IF#RER T A RFEE , AEF%EF Nexto

9. £ Select server roles TUHE £ , 3% Nexto

10. 7 Select features WHEH , AT TR :

i Group Policy Management Ei%4E .

« BFF Remote Server Administration Tools , A/EEFF Role Administration Tools.
1% AD DS and AD LDS Tools Ei%4E,

1% 7 DNS Server Tools Ei&4E,

« BET %,

11. #E Confirm installation selections WH L , EFEE , ARIER Install, WEELZETHE , ATH
TEREES UNEFHR EEN“Windows EETE X HRF A,

« Active Directory EEH

« Active Directory S #{S{F

« SEHTF PowerShell B9 Active Directory &R
- Active Directory ¥ 2 FRSS

« Active Directory Fi F 1T &l

- ADS| %

« DNS

- HRBERE

EI8H EC2 k4 L %% Active Directory T & (PowerShell) ( A% )
1. J33h PowerShell,

2. BAUTHS,

Install-WindowsFeature -Name GPMC,RSAT-AD-PowerShell,RSAT-AD-AdminCenter, RSAT-ADDS-
Tools, RSAT-DNS-Server
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S|4 RUFEARN AL EIEE T

EAMEMMAREEEREERZE , FRAUATEIRRIEIEENEEZVNRERE, LIBRRIEEN
Windows FRESREEBERB LW , BB WLUERE corp.example.com i , AR RERATERENITEE
Amazonf{ 3k AD #K,

RIEEANAKRKEERE TIE

1. FHEBUXRMER R S HBRMN EC2 K41,

2. JRE Amazon EC2 #2%l& , ZSMERPEREES, RAEEFEENZE, EFEE,

3. 1 Connect To Your Instance X iFEH , 1%$F Download Remote Desktop File,

4. 1 Windows Security (Windows &%) XHiEHERH , B ALK CORP HMEE A KIELUMERR (5l
W, corp\admin ) .

5. BEFxZfE , ¥ Start ¥ FH Windows Administrative Tools T , i%# Active Directory Users and
Computers,

6. 1RRZ2FEE corp.example.com LR R TFIBERIAE A OUs MEHIFEEXBKNIK,, £ 5
4188" T | BIEAEAHENS R 2 F8EAmazoniE® Microsoft AD Bt B )t 2 M EiR 4185 B
o

RER | IBEAmazontE Microsoft AD EfN[XXRERFIV B ETE, B LA FRAMZER
P T — MR =,

T—NEEE - %38 : 82 M Amazon Managed Microsoft AD E| Amazon EC2 £ BHIEE X Active
Directory Z3=MEE

#HFE : 812 M Amazon Managed Microsoft AD E| Amazon EC2 EBH#EE
Active Directory Z#&=MEE

EAHES  BRZEIEELRHEFLIEMN Amazon Directory Service for Microsoft Active Directory
Mzla , WAERIEBEE, BERF T Amazon EC2 Y Windows Server £ 81 #TH A4/l Active
Directory ¥, M TEAAFT , BEAHECENZRE |, X T RETEHN Amazon Managed Microsoft
AD MXRRERFEZBE-NMDFATDNHEBER, BAUEANEERERNEZLETEIETE
A =M Amazon R AR,

BRAFBRCERAHE—R. RE , EUUREFENNTENHE , RRESHER,
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Microsoft AD
Test Labs

Creating a Trust
From Microsoft
AD to a Self-
Managed AD
Install on EC2

Setting Up Your
Base Microsoft
AD Test Lab in

STEP1, STEP2, STEP3

® = W &)
-

Set up your Create Verify
environment the trusts the trust

1: ARV EERENE

\

FEFH Active Directory MEZ1EE AR HEF AIZH Amazon Managed Microsoft AD M2 [E] 2§
£81 , FEES Amazon EC2 38, At , BEH A FEEGIE — Windows Server 2019 BRS5E ,
FizRFREA MR F R | AEHEMMEEZHN VPC,

SB] 2 EEE

FEHDSTRF |, EFEFH BN Amazon EC2 FIEER Active Directory S5 Amazon H Y
Amazon Managed Microsoft AD 2 & 8|2 — N EMEEX R,

SB 3 RIHEHE

B, FABEER , EALUEMA Amazon Directory Service 84| AR B FTNEERBEEET.

TB1: ARV EERENE
EART AP | iZE Amazon EC2 35 | SPEFHEIM |, HIERZEM VPC LUMEE Amazon 2 BIE I FE,
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EEEmE

' Cloud (Single Account)

den

IPv4 CIDR: 10.0.0.0M16

fat =1
IPv4 CIDR: 10.0.0.0/24 IPv4 CIDR: 10.0.1.0/24

/5 [

MGMT Instance

VPCs are Peered

IPv4 CIDR: 10.100.0.0i16

J:L 4
IPv4 CIDR: 10.100.0.0/24 IPv4 CIDR: 10.100.1.0/24

VPC and Subnets are Public and
connected to Internet Gateway

VPC and Subnets are Public and
connected to Internet Gateway

#12 Windows Server 2019 EC2 324

FEALLTIFEE Amazon EC2 #6812 — /™ Windows Server 2019 B 7 fR55 25

#12 Windows Server 2019 EC2 324

1.
2.

BN LA T M HE3TF Amazon EC2 %A : https://console.aws.amazon.com/ec2/.

£ Amazon EC2 #Z#l&m | BB,

£ Step 1 (B, 1) WAL , EHIFRH K E Microsoft Windows Server 2019 Base -

AMI-XXXXXXXXXXXXXXXXXo $RIG1EIE Select,

£ Step 2 WA L , 1% t2.large , A/F%EHEF Next: Configure Instance Details,

£ Step 3 WHEF , AT TRE :
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o FFFMLE , EER vpc-xxxxxxxxxxxxxxxxx Amazon-DS-VPCO01 ( BB EEAHIER R
B ),

o WFFM , EFR subnet-xxxxxxxxxxxxxxxxx | Amazon-OnPrem-VPC01-Subnet01 |
Amazon-OnPrem-VPCO01,

« XIF Auto-assign Public IP %% , i£$F Enable (1R FMiZREREINIZE SN Enable),
- MEAMRERENRIAE.
- EBERET—F . FINEMHK

6. 7EStep4 WEL , REBRINRE , AFEIERFE Next: Add Tags.

7. 1E Step5 WHEL , #%$#F Add Tag. £ Key () T , A example.local-DCO1 , R/Fi%EF
Next: Configure Security Group (F—%: BEEZ£4).

8. HEHW6MEL , FORERLERNERELA. Amazon On-Prem DS RDP 24 ( BUAIEESR
BEPERE ) NEFHBHUEERM),

9. &EStep7 MEL , EFNMEH , AFIEE Launch,
10. 7E Select an existing key pair or create a new key pair XiEFHE L , #IT 5 E2— :

- BERERINEEAN,
« BEREBEFBHANT | % Amazon-DS-KP ( BUBIEEAHEFERE ) .
« & | acknowledge... Ei%&4E,
- EFBHFEH,
11. EBREFRHILURE Amazon EC2 ## & HEEBBIVRS.

FARS AR A N B HIES

EOREEZA , BB FHREEMEPEE —MIGIEFIZR, EHEREP , EFEREHH Active
Directory #k , &% DNS , FF I ARS 2R IRE J A A DNS BRS52BERBT R M. HULTRLERAET
BB MEFN BT RS

(® Note

WNREHLEEHAHMER Amazon FRIZFIRFIZR , BAEFEE LT EC2 KA
ARER A, RfE , BRI LLRIRS R REA N EIRHER.
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FHER RS BRR +  HiR SR

1.

£ Amazon EC2 #Z#| A/ | ELH , ERERINIGIZEIKA | RFIEFEE,

2. 7E Connect To Your Instance XfiE#EH , %&# Download Remote Desktop File

3. 1 Windows Security (Windows &£) XiEF#EH , A Windows Server 1T & A A ith & 32 7 Kk
PAEF (I, administrator ) ., MRBESEARMEE R ZE |, iHIREZE Amazon EC2 2
A, BREGHIZES , REEZFIRE Windows ZEiB, SMEIZEH Amazon DS KP.pem XK
BN A cpem 4, A& Decrypt Password,

4. M Start ZEH % Server Manager,

5. 7 Dashboard # , ¥ Add Roles and Features.

6. 7£ Add Roles and Features Wizard # , 1% Next,

7. 7E Select installation type T HE L% Role-based or feature-based installation , fAF1%£#F Next,

8. 7E Select destination server WHE L , FHEARIEP T ARSI , RE%EFE Nexto

9. 7E Select server roles T1H L , i%£$F Active Directory Domain Services, 7 Add Roles and
Features Wizard 3iE#EH , 1A Include management tools (M1REA) EEERiEF, %F Add
Features , RfF1%#F Next.

10. EEFRYERE L , EET—

11. 1£ Active Directory Domain Services T1H £ , #%£# Next,

12. 7E Confirm installation selections J1H L , 1%#F Install,

13. 1E& % Active Directory Z3##I3X# /5 , #%4F Close,

14. $TFF Server Manager & , B, REF £ {7 Manage EZiIHFRIC,. HMIRiCERERG , BN AR
FaRo

15. ®EFEEIRID , AF%EEF Promote this server to a domain controller,

16. 1£ Deployment Configuration W L , 1%£3% Add a new forest, #£ Root domain name (AR5 H)
F , # A example.local , AR/Fi%EE Next (T—%).

17. 7£ Domain Controller Options W Lt , T T&4E :
- 7£ Forest functional level 1 Domain functional level A , i%£3F Windows Server 2016,

- 7£ Specify domain controller capabilities T , #{R DNS server Fl Global Catalog ( GC ) #B&b
Tk R

- BAHBINE ZBRFSERER (DSRM) Z8, RAFEET—F,

18. 7£ DNS Options MEH L , ZBEXZRENES , AFIEE Nexto

19. £ Additional options (EftZi£IN) WE L , #{R EXAMPLE #E7 NetBios =% %1,
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20. 7£ Paths WHE L , REBEINRE , AF1ER Next,

21. 1 Review Options WH £ , %% Next, I , RFB|LREUHRIBIZHB[HNIE ERFZHEE
BHER. BT IER—EEE  TIEUTURLZEE],

22. ERRF, RETHE , REHR2KER , ARTNEESITREIRSER.

Fli& VPC

THE=AERBEIESETRE Amazon ERHEZEEE VPC HENTE,

B VPC HusM

1. & Amazon Directory Service #£#l&H |, iIB TR BIEEARHEFBIEMN corp.example.com #Y
Amazon Managed Microsoft AD B 3k ID.

2. BELATMUEITHF Amazon VPC ##|A& : hitps://console.aws.amazon.com/vpc/e

3. HESMERT , ERRL4A,

4. # 3R Amazon Managed Microsoft AD B3 ID, FEERERF |, %FEF Amazon B d-xxxxxx
BRGS0 ER LA RWANI

(® Note
Itz 2P E BRI 0EE R BT,

5. EFRZETLAT AR Outbound Rules BT, #KXi%EFE Edit # Add another rule , RAERMAT
B :
« XTF Type , #%3#F All Traffico
« XF Destination , ¥ 0.0.0.0/0,
- FHMRERENERIAE.
- ERRE

EWREEE A Kerberos 7 & 4 8iiE

1. 7£ example.local H 2 HI8g £ , $TFF Server Manager,
2. 7TE Tools & £ | #%#% Active Directory Users and Computers,

3. SMmE Users (AF) BX , 6RBETEERAFHER B , ABIEE Account (IKF) TR, £
Account options FIF& 7 , [ TRz HHRK %+ Do not require Kerberos preauthentication.
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4.

BE

M corp.example.com-mgmt SE6I34 corp.example.com 1T E B9 B

DNS & xRS 2R

® Note

© © N o o & w DN =

=
o

SR AEERME LA DNS fRSSES , A TIRIBEAHH DNS HE & DNS &ifl, Hlan, 1]
LUS DNS R 25EL B 7 1 © 2B £ X9 BA widgets.example.com & BB M FTE & F
EBIFEAN4STE DNS RSEH IP bk =824 DNS FRSE5H9 IP sk,

$TFF Amazon Directory Service BIEZ4IA

ESMERSD , EEE R,

1%£1# Amazon Managed Microsoft AD B9 B % ID,

BT B ZHZELREESE (FQDN) corp.example.com #1 DNS #uiit,

IIE , REFZEE example.local 12 #I85 , ABITFF Server Manager,

£ Tools ¥ & + | #%$% DNS,

FEEHARD , BFAHREFENEN DNS lkF 3 , AF5SME Conditional Forwarders.
H# % & Conditional Forwarders , /5% New Conditional Forwarder,

£ DNS 5% , # A corp.example.com,

. EERSEHEN IP T | EF < HELEARM... >, A Amazon Managed Microsoft AD B 3%

RY%E —> DNS it ( ZBEE L —NEEHIEHK ) , R/FEK Entero WHFE /> DNS it ITHERR
B¥E. FEHEA DNS #hsit 2 f5 , AJRel @R @ T EBRIT R IR, BEJUZKXLEHEIR,

. 1% Store this conditional forwarder in Active Directory, and replicate as follows Ei%&4#E. £ I

¥#h | 1%$% All DNS servers in this Forest , R/51%3 OK,

SR 2 BEEE

EARLBDH , BFAER N LM MRET. — MM EC2 3£ LK Active Directory H 812 , 3 —1MN
Amazon E£# Amazon Managed Microsoft AD &%,
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Two Way Trust
+Nu Selective ,f-"lutl'l_lr
K s

corp.example.com example.local
10.0.0% 10100.0#
1001%

BIZM EC2 5F| Amazon Managed Microsoft AD FJ{E{E

1. &%Z example.local,

2. §TFF Server Manager , RiGEIEH AR EEFE DNS, i 5 HIARS SR IPv4 bk, BT —I=E
o, YHIEBIEM corp.example.com E| example.local B FH &ML RS0 |, BNEE i
Ht,

£ Tools ¥E# /| i%£$F Active Directory Domains and Trusts.

EEEARMF |, BB %S example.local , ARFIER Propertieso

£ Trusts W+ £ , %% New Trust , RE%EF Nexto

£ Trust Name (S8 %) RE L , A corp.example.com , REIERE Next (T —F),
£ Trust Type TWE L , 1%#F Forest trust , RA/F1EF Next,

N o o bk~ w

(® Note
Amazon Managed Microsoft AD X #F/AEEE. R , EHHES , BFIE - N
HEE

8. £ Direction of Trust RE L , % Two-way , R/F%ERE Nexto

(® Note

MREBHEREFEALQEERZHLERE , FHEAEBREST SO (EEEEH LA
i, EEEEHLEEAN) . BX—MKREER , 55 Microsoft Msk LM T ##EEH [,

9. £ Sides of Trust TWH £ , #%# This domain only , AAFi%#E Next,

10. 7E Outgoing Trust Authentication Level JUH L , %£$# Forest-wide authentication , R/FiE#E
Nexto
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11.

12.
13.
14.
15.
16.

® Note
B #R Selective authentication (&R M B HKIE) B — & , BRHARKERERER |, A
BUAENLGTEEAT. BEE , XN AIBRME TR 5 BRI ZEEE M
PATIXEAF  ERBEAXEAFREANYTZZEEHEIMPHITENNR ( BR
TTE ) WEHBRIENR. BXEZEL , B3 Configuring selective authentication
settings.

£ Trust Password WAL , BAGEZBIIX , RFIEE Nexte EF—NEEAF , BEFEHIAN
R F L,

£ Trust Selections Complete WHE L , ELER , AFIEEFE Nexto

£ Trust Creation Complete WE L , RELER , AREIEF Nexto

£ Confirm Outgoing Trust T £ , i%4F No, do not confirm the outgoing trust, RFEFET—/
£ Confirm Incoming Trust WA L , #%#¥ No, do not confirm the incoming trust, RAFEET—1
1£ Completing the New Trust Wizard 1 £ , #%&# Finish,

(@ Note

EE< %2 Amazon Managed Microsoft AD £ FIhat, MREERZE 7 Amazon
Managed Microsoft AD Bt &% X E &l , MAME £ XiF dHTUATERE. EXHEzINA
FrRrESEHNXE, BXEZER , H5H £RE5XEEE,

12 M Amazon Managed Microsoft AD | EC2 i#I{E{E

$TFF Amazon Directory Service BEEIZHI A

%32 corp.example.com H %,

ERESFAEEREL , JITUATREZ—

- MRASXEEFTERSNME , EREEXE , RAEEEMEZELLET~. BXEZEE , &
2 X 5HMXE,

- MRZSXFEFHTARERMEAXE , EENEESLTLETF,

EEEXRBoP , ERRE , ARERIMEEXR.

£ Add a trust relationship X iEES , ITUATIRE
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1 Trust type (B1EKEHE) T , %#% Forest trust (FRE1E).

® Note

HREEHLERENEEXRESEZHIEPRENEREEXRETE ( QIZM EC2 i
ZJ Amazon Managed Microsoft AD BI{E1E )

« XIF Existing or new remote domain name (I B HFHZZEITA) , B A example.local,
o XIF Trust password , BAKRE L —SEHRBHVMERZE,
« 7E Trust direction (f§4FA M) T , %&# Two-way (XX [E).

(® Note
- MREBHEREFEREREERZHIERE , FRREBIRESES D ( EEEFE
EEH  EEEEEEAN ). BX—KRIEL , ES 5 Microsoft MiE LM 7 #EESH
EO

- B R Selective authentication (&£ #FE M4 &M RIE) 2 —NEW , BERARKEREEN |
BINBWEERLTESAE. BRER , XN ABRMEFEM RN PR 7N Z
FBEFSEIMPHUATXEAF  cHBEEXEAFP RNV T ZZEEEIMPE
TENNR (RFEITEN ) WFHRIENR. BEXEZER , HZH Configuring

selective authentication settings,

« X}F Conditional forwarder (¥ &285) , A example.local S ERE DNS ARSEFHY IP st
(BEL—NIRBHIZZAHIE ) o

® Note

FUHRRB[BEML LK DNS fR$EE , A TRIFEZWHH DNS HE K DNS &ifj, 4l
o0, ATEARF DNS ARSSeRH0E 9 5% e U R/ £ X4 B widgets.example.com & B H & #5
M E W R B ENMSEE DNS IRF 2R IP it s DNS RS ER4Y IP bt

6. IEERM.

SR 3 WULEE

EATF | SN 25 ERIE Amazon 5 Amazon EC2 E#Y Active Directory 2 [BiRBS1E.
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BiEfEE

1. $TFF Amazon Directory Service EIEZHI A,

2. 1%3#% corp.example.com H %,
3. EREFMAGENEL , BITUTREZ—
- MRSXFEFITERS/NXE , EREXE , AGEENEELZLET~, BXESZELR , &
2 EXFSHMXIE,
- MRSXFEFTREREAXE , EREMXERZLETF,
4, HEEEXRTIH , EENQIBHEEXR.
5. 1%&3% Actions , R/FI%E$R Verify trust relationship.

—BRIETERGE , BNZTLAEFEE Status THER Verified,
MBEZRAHE | BIEE —NIEZTZNEE S ME Active Directory 31458 |, 87 BUMIZIMEFT
BN SR, a0 EHRBITRIE 2018 F£H#H |, Akt , FARER T EHIEIhEE,

Amazon Managed Microsoft AD PR&i

AR & Amazon Managed Microsoft AD FIBRIABRE ., MRIEFSH XA , ENENMRIHEXE ——X
R o

Amazon Managed Microsoft AD PR

R ERIAELER

Amazon Managed Microsoft AD B 3 ( #5/#hR 20

Al bR )

Amazon Managed Microsoft AD B 3% ( B& 5

R )

FHHRE (AR ) * & Amazon Managed Microsoft AD B3 5 i
RER

FohIREBHAR ** 180 X

BB ZNR X IFIRHSERE 20
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https://console.amazonaws.cn/directoryservicev2/
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IR W
TR A Microsoft AD Y 3 = a5+ 25

AN ALAR Microsoft AD #9 3 = ig* 500
FNE 4 Microsoft AD K # Z g 125

BB RNKRAEAEBRAN (CA) EBEH 5

& 4~ Amazon Managed Microsoft AD ( 1l 5
W) B FXHHERK Amazon Xig &S50***

* FHRRBRMEEE R

* FHRBEFOHZEHRR 180 X , TEER. X2HTHERIIRE Tombstone-Life B , ZE %
EXT Active Directory W RGRBZ DN EARRE, TENET 180 RWRBHTER, BXES
E£8 , 1§21 Microsoft W4 LY Active Directory HI REVIRAZ DA AR H,

> HEEHBRIARTAREATUXZEN B FHNKFARE,

e REF 1M EERENRS 4 M EAKE, BXESER  FEH EXE5EMXE,

(® Note
A P H ik B ANENERHY Amazon MR LEE D (ENI),

EXMARERITAARSROES | BSM N Anazontts Microsoft AD Gi2 R IR i 9 B £ i

BXREHEMNRELE , 259 Amazon Directory Service EH TWHE LK B R,

Amazon Managed Microsoft AD [ BHE&E

LTRARA AR B HEEE 8IS H Amazon Managed Microsoft AD Active Directory A A gE £ 1B EI#Y
—EFE N[,
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/backup-and-storage/shelf-life-system-state-backup-ad
https://www.amazonaws.cn/directoryservice/pricing/
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Amazon Managed Microsoft AD #8 < 8] &

B EHERRES REEET Amazon Web Services X3F Tko U T2 DES

- E# /B3 Amazon Directory Service 2315 425,
« A% Amazon Managed Microsoft AD.

EOBEXERS , BSHACNBEZISERGAMEGEE,
Netlogon & £ {5 & &S < A&

YE} CVE-2020-1472 KNEMEIEHE , Microsoft K% T4MT |, %4 T 18 UIHZRHIZF4L I Netlogon &4
BEBENFRN. BME|IAXLEZLE Netlogon ZZE LA3K , Amazon Managed Microsoft AD AJ8E &S
F L Netlogon iE# ( RF 8. THEENETRIE ).

ERIEFFREE Netlogon R LFEEFHEX , IE7E Amazon CloudWatch Logs REZREH ID
5827 ( BB HHRIULMEXH AR ) = 5828 ( H>x AD FERUEMEXMEIE ) . HXBEA Amazon
Managed Microsoft AD ) CloudWatch WEZEE , SR JJAmazonitE Microsoft AD 5 LS
# CloudWatch HE#, XK.

BXEI CVE-2020-1472 W RBERNEZER , BZH Microsoft My ERAEES
CVE-2020-1472 #<BkHY Netlogon Z£ BB EEPHE N,

ZHEEAFPFEN , KR EI“Response Status: 400 Bad Request’$5i%
FHREERAFZBN , BFRIIRLCTUATRENHEREE
Response Status: 400 Bad Request

% Amazon Managed Microsoft AD A4R 847 (OU ) FEEEEHERAFEZENEEN R , &7
BERBEILLRFB, APRBERBELIM—, EXEZEE , BSH Microsoft X B FEIE R K
PEHERR,

g [E

MR AP i ZBREEFKE Amazon Managed Microsoft AD B FZEHBZRIRIE |, & LAEA Amazon
Web Services BB #HlA. PowerShell 5 Amazon CLI EEH T,

EXEZEER , H5H EEAmazonitE Microsoft AD F 215,
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https://docs.amazonaws.cn/awssupport/latest/user/case-management.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1472
https://support.microsoft.com/en-us/topic/how-to-manage-the-changes-in-netlogon-secure-channel-connections-associated-with-cve-2020-1472-f7e8cc17-0309-1d6a-304e-5ba73cd1a11e
https://support.microsoft.com/en-us/topic/how-to-manage-the-changes-in-netlogon-secure-channel-connections-associated-with-cve-2020-1472-f7e8cc17-0309-1d6a-304e-5ba73cd1a11e
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/bb727059(v=technet.10)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/bb727059(v=technet.10)?redirectedfrom=MSDN
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SRS
H At 5 R

T 3R FRB B TEEER Amazon HEHFERE,

« Amazon HRH A EREN RBFESMEMERAOERE |, BEEEERB,
« Amazon XZ¥FHO0  FREBE AR,
« Amazon Premium Support /0 1 IREVERBFAR T,

UTHRFEEBTEHEEN Active Directory [RIRE,

« Active Directory 344
- AD DS #EHERR

FH

« Amazon EC2 Linux SEBIig A £51R

+ Amazon Managed Microsoft AD 7] Fi 174 Z8 18] R &
- By EBHEIR

- EEAERSER

Amazon EC2 Linux £33 0 A 48 ix

UTHRAEBEBEETESS Amazon EC2 Linux SE4I0A Amazon Managed Microsoft AD B i 7] 88
BEIN—LERER,

Linux SEHIFE3E 0 A B R 3# 1T 5 1918 E

Ubuntu 14.04, 16.04 F1 18.04 =5|7E DNS A A0 AT LA e [a] & AT |, S8 8EfE A Microsoft Active
Directory, &N , BAIRESBEIUTAMGRZ — .

5= 1 : Ubuntu 3245114 < 0 A 458,

FF 2 ASIEE Ubuntu 4 , MiZ sudo realm join @R AAER LRI A BT E /IR H
AREE RUATERIR

I Couldn't authenticate to active directory: SASL(-1): generic failure: GSSAPI Error: An invalid name
was supplied (Success) adcli: couldn't connect to EXAMPLE.COM domain: Couldn't authenticate to

Hip R W7 1.0 388


https://www.amazonaws.cn/premiumsupport/knowledge-center/
https://console.amazonaws.cn/support/home#/
https://www.amazonaws.cn/premiumsupport/
https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/active-directory-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-ds-troubleshooting
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active directory: SASL(-1): generic failure: GSSAPI Error: An invalid name was supplied (Success) !
Insufficient permissions to join the domain realm: Couldn't join realm: Insufficient permissions to join
the domain

& 2 : Ubuntu 3412 h0 A $5i5,

3 FE A Microsoft Active Directory i) Ubuntu 354 , SSH =R EREEIEH# AZHI AT RES KM ,
HERUTHEIR

$ ssh admin@EXAMPLE.COM@198.51.100

SRB LR B : /Users/username/.ssh/id_ed25519 : & B KB X#H =B %
admin@EXAMPLE.COM@198.51.100 K %575 -

NPRIGIELE | HER,

admin@EXAMPLE.COM@198.51.100 K Z3%5 :

MREALARFIKRBIH AL /var/log/auth.log , BAELEIUTEXRTERIAF N

= :

5 A 12 H 01:02:12 ip-192-0-2-0 sshd[2251] : pam_unix(sshd:auth) : S3IELK ; logname=
uid=0 euid=0 tty=ssh ruser= rhost=203.0.113.0

A 12 H 01:02:12 ip-192-0-2-0 sshd[2251] : pam_sss(sshd:auth) : B3 RIE KM ; logname= uid=0
euid=0 tty=ssh ruser= rhost=203.0.113.0 user=admin@EXAMPLE.COM

5 A 12 B 01:02:12 ip-192-0-2-0 sshd[2251] : pam_sss(sshd:auth) : FiF* admin@EXAMPLE.COM
BEWE ;10 ( EESHRIEERTANENAF )

5 A 12 B 01:02:14 ip-192-0-2-0 sshd[2251] : 3R & 203.0.113.0 # 0 13344 ssh2 BT A~
admin@EXAMPLE.COM Ky B8 % 1§

5 B 12 B 01:02:15 ip-192-0-2-0 sshd[2251] : E3&id 203.0.113.0 [preauth] 3%
B, AFW kinit PAREN. SHEELRH

ubuntu@ip-192-0-2-0:~$ kinit admin@EXAMPLE.COM admin@EXAMPLE.COM &Y
B ubuntu@ip-192-0-2-0:~$ klist RIE&FF : FILE:/tmp/krb5cc_1000 BRIAZEFEA -
admin@EXAMPLE.COM

Amazon EC2 Linux 3=l 0 A 48R WA 1.0 389
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R R T %

XA R YaHEENRFRRSG ERZR (libdefaults] 32 /etc/krb5.conf FHYX[E DNS , W1 TRFR
N

[libdefaults]
default_realm = EXAMPLE.COM
rdns = false

FoSE A B B B S 1E 5 5 Kk F &

MR A Amazon Managed Microsoft AD F75ith Active Directory Z B3 7 # @& HEFE , MES
= fE AKX A Winbind B 8IS Active Directory FiEXS 2 AT Linux SRR 1T H B RUER |, ATRERIE
A RIERIE,

Hix

Jul 31 00:00:00 EC2AMAZ-LSMWQT sshd[23832]: Failed password for user@corp.example.com
from xxx.xxx.xxx.xxx port 18309 ssh2

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): getting password
(0x00000390)

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): pam_get_item returned
a password

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): request wbcLogonUser
failed: WBC_ERR_AUTH_ERROR, PAM error: PAM_SYSTEM_ERR (4), NTSTATUS:
**NT_STATUS_OBJECT_NAME_NOT_FOUND**, Error message was: The object name is not found.

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): internal module error
(retval = PAM_SYSTEM_ERR(4), user = 'CORP\user’)

BRI %

EMREEE , KREFAUATSRIRESIMN PAM BREEXH (/etc/security/
pam_winbind.conf) Al BRIE S

1. ENAREEIRRIFITH /etc/security/pam_winbind.conf 34,

sudo vim /etc/security/pam_winbind.conf

Amazon EC2 Linux 3=l 0 A 48R MRA 1.0 390
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2. ABREDMERIATIES krb5_auth = yes,

[global]

cached_login = yes
krb5_ccache_type = FILE
#krb5_auth = yes

3. %1k Winbind RS , AREFEIE.

service winbind stop or systemctl stop winbind
net cache flush
service winbind start or systemctl start winbind

Amazon Managed Microsoft AD 7] 174 ZE A &~ 2

2 Amazon Managed Microsoft AD HF Active Directory WA BE#ER A EMZHN , EEVAR
B e BEF B FME ZEZ RS IMHRINANEELREREUATETHNA :

1. SYSVOL XHRERENMNEREAFBIR
2. Active Directory BIEEEIERS

& X Amazon Managed Microsoft AD N EZEE. , 2 Amazon Directory Service Effto

SYSVOL X #REF 2N EAREREEXS R

HREN —NERLRRRBFEME SYSVOL XH4RAPHITHRBAENIELEXH, XEIFLE
XHALAR EXE, MSI| S TH RO ENTXENTAEM G, BEAENARENERANREA
KENR, BRIGEEMANMEARTBY ROPRER, FEAELEXHERFH#E Amazon Managed
Microsoft AD 1532 %28 A /A B S AR S5 88 Lo

MREEXHHTERREMGZE  NINFEAXERSSHBREFEXELZEXS, IRETHEEBTER
XRS5 S , Amazon R E RS EFIET Amazon FSx.

EBREMARSEN G , B IENERAGELAE (UNC) BBZ15E SYSVOL =, filin , R
BRI T2 BREEA ( FQDN ) £ example.com , ] SYSVOL B UNC B 2&3% 7 “\\example.local
\SYSVOL\example.local\’. — B 1% Z|H M FRAKBELIE B RN A LENNR , B RMIZTE 30 78K
MEFEIRS. R 30 285 ZEFRAREFEHRS , BHBKFR Amazon Support,

KA AF#ZEE WA 1.0 391


https://www.amazonaws.cn/directoryservice/pricing/#Comparison_Table
https://learn.microsoft.com/en-us/troubleshoot/windows-client/group-policy/create-and-manage-central-store
https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/use-group-policy-to-install-software
https://www.amazonaws.cn/fsx/
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{R7E SYSVOL £ ERREFHEANARBENHNEETHRETSE SYSVOL WK MIRE SN E %o

Active Directory BiEFE B EE RS

HIREN —NELRERHBT Active Directory IEFEER S, ERIIRBE TXMER , BUNUEE
BFRHPXNRPLBITHE. BIMPFETXFMNE , LARETHEHBRAONROAITTAEZPFHNRE
8

EIAER T , Amazon Managed Microsoft AD f$51 B R &£ AD EIREEH 180 X , RAFWE X2/
AEWHR. —BE—INREAANEBNR (ZERER) , c2BRE 180 X, AETHRLENBRHE
BRo HIL , H—NMNREMBRE , ELTEBRBTFEEPFE 360 X, AEEER. XREEETMEX
REBHERERR,

Hx Amazon Managed Microsoft AD XM RITBNEZFMELR , S Amazon Directory
Service Efto

ERNMEIECHERN R E FHOXNREE , ATLAMMNA Windows EHIRY 1= 1T LT PowerShell &5
S, BXUNARBEEEXLFINSE , S @Amazon¥EE Microsoft AD FEJ A FEFAEE,

Get-ADObject -Filter * -IncludeDeletedObjects | Measure-Object -Property 'Count' |
Select-0Object -Property 'Count'

THRETLRAGTHRAIMHL

MRBUHET ERERFIHNBERANNZHFHIRNRITHE , IRTECBLEERNEE.
BUTRIEBUAH T RRERILRE

1. BE AD
a. BIBREMTFZERN AD H Ko

b. M\ AD BRI FRIBREMFTRENN R, FEE , LBRERBAMEYN |, MEX LR BRI RAVKE
—HAERHRITERNER,

c. AT ar &M AD B vk i i BRPir B E M BREIXY R

KA AF#ZEE WA 1.0 392


https://www.amazonaws.cn/directoryservice/pricing/#Comparison_Table
https://www.amazonaws.cn/directoryservice/pricing/#Comparison_Table
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/A Important
FEEEALSGT , AAXR—MUMESR T , MEXLEHERX RAVME—FERHITH
FKAIER,

$DomainInfo = Get-ADDomain

$BaseDn = $DomainInfo.DistinguishedName

$NetBios = $DomainInfo.NetBIOSName

$0bjectsToRemove = Get-ADObject -Filter { isDeleted -eq $true } -

IncludeDeletedObjects -SearchBase "CN=Deleted Objects, $BaseDn" -Properties
'LastKnownParent', 'DistinguishedName', 'msDS-LastKnownRDN' | Where-Object

{ ($_.LastknownParent -Like "*0U=$NetBios, $BaseDn") -or ($_.LastKnownParent -Like
'"*\QADEL:*') }

ForEach ($0bjectToRemove in $0ObjectsToRemove) { Remove-ADObject -Identity
$0bjectToRemove.DistinguishedName -IncludeDeletedObjects }

d. @ Amazon Support €2 —N=4Hl , ¥R Amazon Directory Service [E Y 7] %88,

2. MRIEH B FEENFREM , @ Amazon Support Bl —NEH| , FRFEZARIIDUIR, Xt
LB E FHUEAER. BREMEEL , iS5 Amazon Directory Service Efto

£ Amazon Managed Microsoft AD A , Amazon BRI REGEAHEREE R AN K A REB ISR
msDS-DeletedObjectLifetime B , ZEM A RECH RN RER N BRI RZBREE AD H
Wt A Y R

(@ Note

XR-—IMEREE, MREEFS , NARSBBEELR, RMNBNBWWEEXES AD @R
vh THRE, SSHe, BEKEMMEEHER , UEFih T RIXETRE,

FF msDS-DeletedObjectLifetime BHEEXNRENBENEIE THEAEHNRITETS
EIZEFENRG. KEMETRENNREEREN 2 X, BRZERS , BFLEEER AD B ILHE
SCHBRANR, EEMNRBERERTEMEXIHEANR, EXEZER , F5H £ARBIRER
fIAmazon¥EE Microsoft AD, FARBERELSHBFEZEL , ERElR2—LrtE K,

EFRAFNEMBENREREAR , BETUTHES

KA AF#ZEE WA 1.0 393


https://www.amazonaws.cn/directoryservice/pricing/#Comparison_Table
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/the-ad-recycle-bin-understanding-implementing-best-practices-and/ba-p/396944
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/the-ad-recycle-bin-understanding-implementing-best-practices-and/ba-p/396944
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® Note

MRBRERZITHT , ©E2IF Deleted Object Lifetime (MIERX RE B H) B HEIZRER 30
Ko MREEFEEGARERIEE , ERABFLENTARFER 30, BR , BRINBET
ESTERIAF 180,

$DeletedObjectLifetime = 30

$DomainInfo = Get-ADDomain

$BaseDn = $DomainInfo.DistinguishedName

Set-ADObject -Identity "CN=Directory Service,CN=Windows
NT,CN=Services,CN=Configuration, $BaseDn" -Partition "CN=Configuration,$BaseDn" -
Replace:@{"msDS-DeletedObjectLifetime" = $DeletedObjectLifetime}

Ry BEx

LTARBTHEBEHEEE N Amazon Managed Microsoft AD B & R aJAEIB B K — 4R IRE
g,

5| H
Hix

Add error on entry starting on line 1: Referral The server side error is: 0x202b A referral was
returned from the server. The extended server error is: 0000202B: RefErr: DSID-0310082F, data
0, 1 access points \tref 1: ‘example.com' Number of Objects Modified: 0

TR HERR
BRAIEUIHBEHNZRBEGEBNE B, £ LR RHIFH , DC=example,dc=com R E# R
cmdlet DistinguishedName & R"#J Get-ADDomain,

ToERIS A X

iR

Unable to read the import file. Number of Objects Modified: 0
HEHEER

S AW LDIF XHRNZ (0 FT7). BRE LA EBAIXH.

Y RBEIR WA 1.0 394
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BIEEIR

tHix

There is a syntax error in the input file Failed on line 21. The last token starts with 'q's Number of
Objects Modified: 0

R HEBR

E21ITHXAEXTER, TRXEANE—NFER A, AENY LDIF BEEMHE 21 17, BX
W E LDIF XEBRIANEZEL , FSHLSE 1 62 LDIF X4,

BHRERFE
iR

Add error on entry starting on line 1: Attribute Or Value Exists The server side error is: 0x2083 The
specified value already exists. The extended server error is: 00002083: AtrErr: DSID-03151830,
#1:\t0: 00002083: DSID-03151830, problem 1006 (ATT_OR_VALUE_EXISTS), data 0, Att 20019
(mayContain):len 4 Number of Objects Modified: 0

R HERR
RHWERE N,

ToULRE M
Hig

Add error on entry starting on line 1: No Such Attribute The server side error is: 0x2085 The
attribute value cannot be removed because it is not present on the object. The extended server
error is: 00002085: AtrErr: DSID-03152367, #1: \t0: 00002085: DSID-03152367, problem 1001
(NO_ATTRIBUTE_OR_VAL), data 0, Att 20019 (mayContain):len 4 Number of Objects Modified: 0

R HEBR

LDIF XHIEZHM—EABMBREN , BZEE LR RMINEZK, TRENAREER,
iR

Add error on entry starting on line 41: No Such Attribute 0x57 The parameter is incorrect. The
extended server error is: 0x208d Directory object not found., The extended server error is:

Ry REIR < 1.0 395
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"00000057: LdapErr: DSID-0C090D8A, comment: Error in attribute conversion operation, data 0,
v2580" Number of Objects Modified: 0

MR HERR

B THIHNEETER, FEEHE.

TR R
HiR

Add error on entry starting on line 1: No Such Object The server side error is:

0x208d Directory object not found. The extended server error is: 0000208D:

NameErr: DSID-03100238, problem 2001 (NO_OBJECT), data 0, best match of:
'CN=Schema,CN=Configuration,DC=example,DC=com' Number of Objects Modified: 0

R PERR
A5 #E 7 (DN) 5| BN R FE.

FEELERSRER

% Amazon Managed Microsoft AD EERIZAME , RSEEF I EHMES . UTAHARATLFE
BT RIXEEENE Lo

T (R 4R FE 4t

FHOUBEERTGRHEEL, SEFRHTER , IZBENZERETANERERSE. BXEENES
E8 , BSRAEAM KB DCLocator RS FEMEMR, BFRILFAB , BFERIHATERE

- FRIUCEANGEZBEEZEE L IZANEENERANEBMER,
- BiFFZEREAVFSIREE,

- RIFAHMEZEREEERBER, B4R , ®E Local Security Policy > Local
Policies > Security Options > Network access: Named Pipes that can be
accessed anonymously #ERHEZEDLITEUAT=EAGEEE :

* netlogon
* samr

* Isarpc

FEUERSRER 7% 1.0 396
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- BIFFESBENEEREIEN NullSessionPipes SEMtRIMWERE |, iZEMRIL FEMRBE
HKLM\SYSTEM\CurrentControlSet\services\LanmanServer\Parameters #, X LB %A AE 2 FF
1T L.

(@ Note

ZRIABEIR T , Network access: Named Pipes that can be accessed
anonymously RigEH E R Not Defined. X2IEEHK , ERFHEHEEN T Network
access: Named Pipes that can be accessed anonymously HEMBRINRER
netlogon, samr. lsarpc.

« RIFRIAEZHRREPHATRSF|ESRR (SMB ) LR RE. XEREFAJUEITENEE >
Windows R E > Z£IRE > A RE/RELRM T I, XERENEUATRE LT

« Microsoft MEEFim : B EHRITHFZZER (E=2) : BiA: BH
« Microsoft MEEFin - WBEHITHFZER (MRRSZEEE) - ML BH
 Microsoft M#&RSS 2 - NBEHITHFER (B BN BH
+ Microsoft MERS S - WBEHITHFER (MREF®EE) BN BH

A it = B DCLocator I2F S %=X

X TFHEEZBEMEERRKE , F—NEKBH (Sl Default-First-Site-Name ) TR AFEHN, B
=, PR ZENFUKENTEZRSHEHIFEMSR (dcLocator ) IHBERR, XHNFFAIKE
5 PRAS (R RV 3042 I 2R B TN S 42 4

DCLocator I X FHER R FMMAAP I HKIFIZEHB[EXEE, B DCLocator IENWEZER | &
2 Microsoft 1%, BN REEFUEIR, BEAEEEMBEFEE , MRS EBEMRIENMERE
CIE 3

BRI KL B #HH DCLocator SRR MAMHEF MW EZELE , HSHELLT Microsoft X E :

o« WEMEM SRS
- BMEIENER

RS T ERTE

EfREEE , FEAENELEHEIZEN VPC WiFREFI5IFK (ACL) £ , HEEWEMAZTHEXR
REEMER . Amazon FREAE B NIXFTFF Active Directory BEEFTEN KA. ERINEED , T2
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/troubleshoot-domain-controller-location-issues
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/how-domain-controllers-are-located-across-trusts/ba-p/256180
https://techcommunity.microsoft.com/blog/askds/domain-locator-across-a-forest-trust/395689
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AESNEE IP i FXERONRE. HERENRTZL2E. CEEEHMTLANTHHAN , U
ARTFRERALRMNE, BRLZL2ERNEZER , 528 $EK 2 . H#% Amazon Managed Microsoft

fq—d Summary Inbound Rules Outbound Rules Tags

§ Cancel m

? Type Protocol Port Range  Destination Remove
j ALL Traffic [=) | AL ALL 0.0.0.0/0]

Add another rule

MRHME FMLEE DNS RSEREA LM (3ERFC 1918 ) IP thit , MFEEE B F LRM—%M
Directory Services 2%l & %] DNS fRE523H IP Bk H., BXELZEE , BEHUE. BIFSiMBREER

RAEREM.

BEBERSB2ENME (IANA) ENFAEERMEAE 7T 331 IP ik Z=E

+ 10.0.0.0 - 10.255.255.255 ( 10/8 BI4R )
+ 172.16.0.0 - 172.31.255.255 ( 172.16/12 B4R )
+ 192.168.0.0 - 192.168.255.255 ( 192.168/16 HI%R )

BREZER | i3 M https://tools.ietf.org/html/rfc1918,

I UF Amazon Managed Microsoft AD FYBRIA AD it R BB S A B % i EIA AD i S&
MMETE. TENERITENMENSEMARAFNERBERREN. NERERmE N ERIEN A
Y RME , AR DC LA E ARSI RAVRIEFIRR. MRIXHFMTEBEREE  NTERRNE
FTURRIENZHHRERSHBNES , NFEL TREFNEE. EFL0H , ARBRZHWEE
EMFHERRSER.

EXEIEREBENEZEE , SR Microsoft Mk L Domain Locator Across a Forest Trust,

FEUERSRER W7 1.0 398


https://tools.ietf.org/html/rfc1918
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/domain-locator-across-a-forest-trust/ba-p/395689
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Bip-r: Active Directory Sites and Services
File Action View Help
@ |F = HEl Z

[ Active Directory Sites and Services|| Name Type Description
w || Sites

: ) ] Sites Sites Container
| Inter-5ite Transports

; Subnets
E Default-First-Site-Mame

TEE MR ERITIRRE

ERR RS |, FEARRANE/E RN NETBIOS BT ER, WRE/BFAIBFESRMN NETBIOS &
#h, IBEMATER NETBIOS BMEMEIBHEF -, REEE,

BT HIHMEERRNEEHIR | FEUERK

DNS EMARBEFEFH (AZ) . BFFH(09). BE (-)MAR(.). REHARFHFA
ToREFEXEMNAKSBIE , T RTFER. ZHEZRATER

« Amazon Managed Microsoft AD T X #FX EMRZFHWEE. BXEZER , S Microsoft X &£
MrZEHN X

« 1R#E RFC 1123 ( https://tools.ietf.org/html/rfc1123 ) , DNS $rZXH M —TA A ERANFEHFRE A-Z, a-
z, -9 LIRIEFR (-). DNS BEFPtiEA AN ], {EREE1E DNS /X Z[E M FQDN £ R4 #
38

- 1B#E RFC 952 ( https://tools.ietf.org/html/rfc952 ) , B ( MK, A, WXFFHE ) 2—NP T
o 24 NFRNIAZRHEE , AFERAFRE (AZ)., BF (09)., BE (-) A (.) BE, &%
B, REYS9RATsREEXEXNEHRNEARBOHN , TATEA.

HXEZEE , HZH Microsoft Mk _E#I Complying with Name Restrictions for Hosts and
Domains.

ATNHEEN—KRTE
UTRUATHESHEERXEENTL,

Amazon Systems Manager Bal{t @ HET R

FEUERSRER W7 1.0 399


https://docs.microsoft.com/en-US/troubleshoot/windows-server/networking/single-label-domains-support-policy
https://docs.microsoft.com/en-US/troubleshoot/windows-server/networking/single-label-domains-support-policy
https://tools.ietf.org/html/rfc1123
https://tools.ietf.org/html/rfc952
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/cc959336(v=technet.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/cc959336(v=technet.10)

Amazon Directory Service EEEmR

B3I T/ER ( SAW ) A Amazon Systems Manager Automation &2 471 € L #Y Amazon
Directory Service i&1TFfft. AWSSupport-TroubleshootDirectoryTrust iz 1T F it T B 7] #5 By #8512 I
Amazon Managed Microsoft AD F1Zxith Microsoft Active Directory 2 [B% WL EE I R &,

DirectoryServicePortTest T&

DirectoryServicePortTest JIlif T E7EBEBR Amazon Managed Microsoft AD F1Z4th Active Directory 2
EREEURRABEMNIIEEER. BXROAFERAIENRG , 2N AD Connector,

NETDOM # NLTEST T &

EE G A LAEREA Netdom # Nitest (s T LEREHK., TR, SIE, BBRMEEEF, XET
BEESEEEE LM LSA & E. AxNAMERXE T EWNRE , 35 Microsoft Wiy LK
Netdom # NLTEST,

HEI/HRITE
B LAMER N ER Windows R BHRIABRFRBFENBRABENNEZRT, BXESER , S

%] Capture a Network Trace without installing anything.
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AD Connector

AD Connector @ —M B FMx , EBE A1 UM B FiER EE [ 2|7 # Microsoft Active Directory , T
LEERHPEFEAES. AD Connector R A/ , BI/NEFIKE, /8 AD Connector X[ THATF
MER/PINAL  SHLENIRERED . KE AD Connector T THTFHAERANALR , SRLE
HIRERBMNTEIESZ, BAUEZA AD Connector 2 M ARFHE , BIFEEHMESERBTY
B. %BERGIEREN AP RIEZRS,

AD Connector &% #f Active Directory 1&i&{51E. AD Connector fZxith Active Directory HEH 1 Xt
1 X%, URMERW , W FENAK#ME , EIF Active Directory MABREH XN EB1THEHRIEN 75 , &
I BIEEME—#Y AD Connector,

(@ Note

AD Connector T E5H it Amazon IKFH=E, MRFJEIXHM , ATLEEREA Amazon
Managed Microsoft AD 3k #= Amazon Managed Microsoft AD, AD Connector 157 % B Al
% VPC , XEWR&E WorkSpaces iX#H Amazon MAREFEEE EZ|S AD Connector #
E# VPC H,

ZE2ZG , AD Connector EZLLT{LE -

- REAFPMNIT EERTUEAENBLUZEIEEF Amazon MARER , W
WorkSpaces, WorkDocs 3 Amazon WorkMail,

« AUUERET IAM &/ Amazon Web Services EE#E 4|4 T RINREEIE Amazon &R , i
Amazon EC2 3£l Amazon S3 7# &,

o BULBAN—tXEIERERE (NFREIH, ZEHEMKFSE ) , TeAFPRITEER
=15 A A 3 B AR Kk & Amazon =R R IR,

- ALUEN E5E T RADIUS HWEIE MFA EmigEERK , 8 AD Connector ERAZERIE , NTEH
Fi5R] Amazon M AREFEIERE M,

WEEFEAT RN ED | 7HENAEREDE ZUKRFEDFA AD Connector Zh&E,
£

- FFE4{ER AD Connector
« AD Connector x{E£3ciE
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o M AD Connector B %

« RIFIEH AD Connector B

- & AD Connector B %

« M AD Connector 57 Amazon N AR MRS
¥ Amazon EC2 SEfIm ALK EZ B RN B &
+ AD Connector EtEl

« AD Connector #EEHEBR

FF 46 AD Connector

Z1& AD Connector , 28] LU Amazon Directory Service E# 2RI B 1l Active Directory, HiE
EIENIA B XA, BHVFE B FBEMREBEHIEHZZ L. Amazon Directory Service T & Hl1&#Y
£ B F8IE

£

« AD Connector f R &4

« #2 AD Connector

« 5 AD Connector — 2 8IZHNHNE

AD Connector FciR5 44

ZE#H AD Connector JEZZIBZNWIMBE R , BEE .

Amazon VPC

¥ VPC # T T iRE

« EOPNFH, BNFRLANTARNTAKX , EMKEREMEE,
AL IPv6 T VPC, BXEZER , 5 (Amazon Virtual Private Cloud FIF1E/) Y
VPC % ¥ IPv6,

. HEMEAML (VPN) #E# 5 Amazon Direct Connect F VPC EZ RN I B ML,

« VPC A EBRIAEHEF,
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Amazon Directory Service fERM VPC &4, HEE R FH EC2 EHIEHEM Amazon Kz 70z
17 , B Amazon B, HH ETHO M ETH1 MANMEEE 2R, ETHO REREER , FETEMNIK
Fz5. ETH1 &K A1,

BRH ETHO MENERE IP EEUAREAF LR , LAREFTLEHNBE RN VPC REMR, It
IPSERE AT ARUATE—X (EANEFREFRNFMAIZET) -

+ 10.0.1.0/24 0 10.0.2.0/24

+ 169.254.0.0/16

« 192.168.1.0/24 1 192.168.2.0/24

FAVBETAE ETHL CIDR IS — N/ (L F T RBRIPZR, WMRLL 10 Tk, BARMRIEE—
M 192.168.0.0/16 VPC , HF M7 192.168.1.0/24 1 192.168.2.0/24, MREHE—N/\UFT TR
10 , MFATEFE — 10.0.0.0/16 VPC , EFMA 10.0.1.0/24 # 10.0.2.0/24,

IRREETBEE VPC LHH, Fit , XMBER TS IP AR,

BEXREZER | 52 % Amazon VPC A5 BT £/ ;
« Amazon VPC Bft4 ?

« & VPC HHF X

- EEW VPC FIRMEHARELEAMX

& X Amazon Direct Connect WE Z{EE. |, 5% Amazon Direct Connect i FF 18/,
A Active Directory

R EEERET B Active Directory BRI A M,

(@ Note
AD Connector XX FE N FRE i,

It Active Directory 1B#I hBER BI 4 A= Windows Server 2003 E=IRA, AD Connector i&
X #FE S| Amazon EC2 324l EIEERH.

(® Note
5 Amazon EC2 i1 AThaES & AT , AD Connector A3 # Rig #4288 ( RODC )
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AR S5 K 7

BB EINE B FPHEIR T TR RS K R EIE -
- REVAPMAE - 45
o FtENMALE - X ZHEHFTLEE AR WorkSpaces B4 FE
- BIBENITR - XEFEATLEMARN WorkSpaces B4 FE
- RSKSEBRFE Amazon ZHBER, Amazon BRI :
- KENT8H 128 NFRZEA (ZELRE) .
- ELEETHMFER P =FRBIN—NFR
- NEFE (a-2)
- KEFH& (A-2)
© BF (0-9)
. EFRBETH (~I@HS%A&*_—+=\)D:"<>,.?/)

BREZEER , F5H OERN RS K, ZRNR,.

(® Note

AD Connector £ Kerberos X Amazon B FARF#H 1T M RIEMIRIN, LDAP XA TH
PHANRER (FERE ) . T LDAP BFH , FFESHTAIE , KLt RLUBAXER1E
B, BMRIUEHE Amazon AEPRFALIE | ZIRS EA Kerberos ZiIELLAF B 34017 LDAP
B’1E

F PR

FiE Active Directory AP ZMENERMECWEY. E4mME , S/UTEM .
+ GivenName

« SurName

- BB

« SamAccountName

 UserPrincipalName

+ UserAccountControl

 MemberOf
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ZRIAER T , Active Directory A FHASSERUEEUXEEM, B2 , BB A A ERMESUX LR |
Atk , BATREF L £ B XiZE AD Connector 28I , RiIFTAF RFEA X LEIEENE,

IP i3k

IREVEI A B FIH A DNS FRFRTUHIZHIZRH 1P ik,

AD Connector TEE#ZFI/Z 8 B FAHFMIX LIRS ESIREN _1dap._tcp. <DnsDomainName>

M _kerberos._tcp.<DnsDomainName> SRV ig% , HIiX ERKZEFAMEEIX L SRV id

o AD Connector iR EHFREIRTIRE LDAP 1 Kerberos IREZHI N A E 24188 , Htbix L SRV
BERMNELEE NI, X SRV IEZENEZEER |, HEE Microsoft TechNet £#Y
SRV Resource Records,

T MY iR O

9 7 £ AD Connector f§ B ZEREEREIEHWIME Active Directory Z1RHI25 , INEMEHIBH N E
HIX Amazon VPC FFRANFMEY CIDR MM Tiw O,

« TCP/UDP 53 - DNS

« TCP/UDP 88 - Kerberos & {3 3&1iF

« TCP/UDP 389 - LDAP

XL Z AD Connector REBIEIZFIBE R BIFfEN R VIO, BREENSELRE , EEEEHF
HibiwA,

MR EFH AD Connector #1 Amazon WorkSpaces , N EEF1F 12418589
DisableVLVSupportLDAP BMHiZERN 0, X2IHEHIB[WERINZE. WRBEAT
DisableVLVSupportLDAP B , AD Connector L EEHWBE FZFHWAF, XIHELSHAD
Connector o355 Amazon WorkSpaces B &,

® Note

IRIA Active Directory 15k DNS BRI IEFIZRRF2_E VPC N, HX LRSS 2R4E
KRR LA NI E VPC FRIFHNFME CIDR FRLRwmO,

BxHMiHOER |, 5 Microsoft 3X#H Y AD f AD DS i O ER,
Kerberos 7 & 1738 iE

BP0k %908 B Kerberos BRI, BXMMAE AR RENIFMER | BSHBREEH
Kerberos I & 5iF, BXIIZREMN —RXE L , 1§15 17 Microsoft TechNet LB & 5 K1,
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g a
Hi@d Kerberos X # Active Directory 12 Hl25 31T & B IERT , AD Connector X35 LT IN%&R
KA .
+ AES-256-HMAC
» AES-128-HMAC
+ RC4-HMAC

Amazon IAM Identity Center 5t R &4
MRt X 1AM Identity Center 5 AD Connector &4 , N EEBRFRFEUTERHE

« &K AD Connector &7 Amazon AL EIENK - PiRE,
« &8 |IAM Identity Center KBz FEEH B iZE AD Connector By [E— XiFH,

BEXREZELR , i52H (Amazon IAM Identity Center User Guide) ®#9 IAM Identity Center
prerequisites.

ZE MBI LREH
RNTERAEE AD Connector B XX EZESHRIE , BEEUTHA :

- NEMZHEERNEFinLEnT RNIZES HKIEE A SRS (RADIUS) iR 88, RADIUS &
FimfinTREAUTER
- ERIBLKIRET R, BFEE Amazon Directory Service RS 251 IP ik, XL IP it AT BAME

¥ 4015 B 89 Directory IP Address FEH3REL,

« B RADIUS &K R 4 EREBNHERI,

- BHIBEMNZ LM AVFELBRIAN RADIUS BRF 284 O (1812) M Amazon Directory Service fRS5 85
E AN TRE,

« &1 RADIUS FRSE3RE5EMNIE B AR B LR,

BxEE MFA {# AD Connector WEZEE. , 5 I AD Connector B HZE 5 HKIE,
o) SR Y AR 55 Ik 7 &R AX R

EEREINECNIEER , XM EIEEZHPHERZR 7T ELENRM AD Connector RS TK 7 BV E1IE
RE& Domain Admins A A E EBHNNRIEZIE R , ERENRESR | BNERAREGTERET
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BRAIENS&NMURHRESKS . UATERERNMAIER N Connectors BWHTA , ZIRIF Amazon
Directory Service EZEZI ZAMBNAXENR , RAEFHRSIK A RINENZ4H,

MHIE B INA R B A B %% Active Directory User and Computers MMC BB 8 T it EHl EHiTIt
ﬁ*EDEo j&ﬁ/\\gﬁl’j\iﬁzgiiﬁgﬁyéio

[] $ B9 BR 35 K = AR R

1. $TFF Active Directory User and Computers H7£ S it it B EHEE
2. TEEMBHEROFIRS , ARBEE Users , %&£ New , RFIEE Groupo
3. 7 New Object - Group X iEESH , AU TAR , AFE T OK,

FER I=Vpvig =2

HE Connectors
Group scope 28/ :

Group type ZEM,

4. 1 Active Directory AP Mt EHSHMF  EREEENEEPURTENKFANALR LY
(OU), IEX#h %8 Action , R/F1E$E Delegate Control, &I LA —EEZRFIFHHR OU ,
KRR EEIEEF OU, IRIEM AD Connector Ei£# %) Amazon Managed Microsoft AD , I
[T EFRFERR BN ERES, EXHERT , EREEHN , BEEWE R OU TERNE
Ho a2t EHXNRE OU,

5. 1£ Delegation of Control Wizard WH £ , 8 Next , R/F % o Add,

6. 7 Select Users, Computers, or Groups XiEHEH , Hi A Connectors , RFH#EH OK, MRKE
ZANR , BHkFLESEKN Connectors ., BEHT—%,

7. 7 Tasks to Delegate 1 [H £ , 1%£3¥ Create a custom task to delegate , R/Fi%E#E Nexto
8. 1%#F Only the following objects in the folder , &AJ/51%# Computer objects 1 User objects,

9. 1%#F Create selected objects in this folder , #AJ/5%#F Delete selected objects in this folder, A5
ﬁj:%-lt_z":o
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Delegation of Control Wizard >
- - [ =,
Active Directory Object Type 1
Indicate the scope of the task you want to delegate. xu-'u)' 5

Delegate control of:
(") This folder, existing objects in this folder, and creation of new objects in this folder
{®) Only the following objects in the folder:

[] Site Settings objects y
[] Sites Container objects

] Subnet objects

[] Subnets Container objects

[ ] Trusted Domain ohijects

User objects ™

Create selected objects in this folder
Delete selected objects in this folder

< Back Mest = Cancel Help

10. 1%#* Read , A/FiEE Next,

® Note

0 RIEAGE FA Fs& 18 N A 2 WorkSpaces , NiE 458 B AXPR , A& Active Directory

AT EN R
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Delegation of Control Wizard >
Select the pemissions you want to delegate. 'ILH‘\.- X

Show these permissions:

General
Froperty-specific
[] Creation/deletion of specific child objects

Pemissions:

[ ] Full Contral h
Read

D Write

[] Create Al Child Objects

[] Delete Al Child Objects

[] Read Al Properties o

= Back Mext = Cancel Help

11. £ Completing the Delegation of Control Wizard R H L RIFEE , AEE T Finisho

12. FRBZREUE—IAFKF, , FFZAFPRME Connectors A, AP RNEF N ER AD
Connector RS , HTHMAER Connectors AN A , Kt EH EBENIER Amazon
Directory Service ZE#Z %I B %,

Ji® AD Connector

A AD Connector BEBEREZNIE B % , IIAEMKEBL X iE X6 VPC FEVH AN FMEY CIDR FF
BEENKO, ENRXERFTEXERYE , BRITUTSER :

iz, =

1. 7 VPC HE3— Windows 3Xfi3i&Eid RDP E#T. KAIMMAREAEHINKA. i VPC
KB EMATRRES R

2. TEHMEES DirectoryServicePortTest MM AR, HPEBERABR Visual Studio T H X
# , BALUREEESRZNEXNARER.
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® Note
Windows Server 2003 R EERAWIRIERE T ZIFILBIA,

3. 1 Windows S R RAF T , AL TIETUZE1T DirectoryServicePortTest Wit S AT :

® Note
DirectoryServicePortTest Uiz N T2 7 R e MM IhsEL IR E H Windows Server
2012 R2 R E{RMRAB £,

DirectoryServicePortTest.exe -d <domain_name> -ip <server_IP_address> -tcp
"53,88,389" -udp "53,88,389"

<domain_name>

TEREHR. XTATUHAMRMBIIERES . MRFEEHSR , WANIRAZHEERA

<server_IP_address>

MEBPHZFIZRH P ik, FEIZ% IP RN Hw O, WRFEE IP ik , AN
Ho

BN AN ARFRERSITIT TM VPC BN AERO , HRIUESENMAEINER .

ZRHERRUTUTRAR

Testing forest functional level.
Forest Functional Level = Windows2008R2Forest : PASSED

Testing domain functional level.
Domain Functional Level = Windows2@@8R2Domain : PASSED

Testing required TCP ports to <server IP_address>:
Checking TCP port 53: PASSED

Checking TCP port 88: PASSED

Checking TCP port 389: PASSED
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Testing required UDP ports to <server_IP_address>:

Checking UDP port 53: PASSED
Checking UDP port 88: PASSED
Checking UDP port 389: PASSED

LLF 2 DirectoryServicePortTest B A2 FHIRAB,

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.

Collections.Generic;

I0;

Ling;

Net;

Net.Sockets;

Text;

Threading.Tasks;
DirectoryServices.ActiveDirectory;
Threading;
DirectoryServices.AccountManagement;
DirectoryServices;
Security.Authentication;
Security.AccessControl;
Security.Principal;

namespace DirectoryServicePortTest

{

class Program

{

priva
priva

priva
priva

stati

{
i

{

te static List<int> _tcpPorts;
te static List<int> _udpPorts;
te static string _domain = "";
te static IPAddress _ipAddr = null;

c void Main(string[] args)

f (ParseArgs(args))

try

{
if (_domain.Length > 0)

{
try

AD Connector %R 4
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{
TestForestFunctionallLevel();
TestDomainFunctionallLevel();
}
catch (ActiveDirectoryObjectNotFoundException)
{
Console.WritelLine("The domain {@} could not be found.\n",
_domain);
}
}
if (null != _ipAddr)
{
if (_tcpPorts.Count > Q)
{
TestTcpPorts(_tcpPorts);
}
if (_udpPorts.Count > Q)
{
TestUdpPorts(_udpPorts);
}
}
}
catch (AuthenticationException ex)
{
Console.WriteLine(ex.Message);
}
}
else
{
PrintUsage();
}
Console.Write("Press <enter> to continue.");
Console.ReadLine();
}

static void PrintUsage()
{
string currentApp =
Path.GetFileName(System.Reflection.Assembly.GetExecutingAssembly().Location);
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Console.WriteLine("Usage: {0} \n-d <domain> \n-ip \"<server IP address>\"
\n[-tcp \"<tcp_portl>,<tcp_port2>,etc\"] \n[-udp \"<udp_portl>, <udp_port2>,etc\"]",

currentApp);
}
static bool ParseArgs(string[] args)
{
bool fReturn = false;
string ipAddress = "";
try
{

_tcpPorts = new List<int>();
_udpPorts = new List<int>();

for (int i = @; i < args.Length; i++)

{
string arg = args[i];
if ("-tcp" == arg | "/tcp" == arg)
{
i++:

string portList = args[i];
_tcpPorts = ParsePortlList(portList);

}
if ("-udp" == arg | "/udp" == arg)
{
i++;
string portlList = args[i];
_udpPorts = ParsePortlList(portList);
}
if ("-d" == arg | "/d" == arg)
{
i++;
_domain = args[i];
}
if ("-ip" == arg | "/ip" == arg)
{
i++;
ipAddress = args[i];
}
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}
}
catch (ArgumentOutOfRangeException)
{
return false;
}
if (_domain.Length > @ || ipAddress.Length > 0)
{
fReturn = true;
}
if (ipAddress.Length > 0)
{
_ipAddr = IPAddress.Parse(ipAddress);
}
return fReturn;
}
static List<int> ParsePortlList(string portlList)
{
List<int> ports = new List<int>();
char[] separators = {',', ';', ':'};
string[] portStrings = portList.Split(separators);
foreach (string portString in portStrings)
{
try
{
ports.Add(Convert.ToInt32(portString));
}
catch (FormatException)
{
}
}
return ports;
}

static void TestForestFunctionallLevel()

{

Console.WritelLine("Testing forest functional level.");
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DirectoryContext dirContext = new
DirectoryContext(DirectoryContextType.Forest, _domain, null, null);
Forest forestContext = Forest.GetForest(dirContext);

Console.Write("Forest Functional Level = {@} : ",
forestContext.ForestMode);

if (forestContext.ForestMode >= ForestMode.Windows2@@3Forest)

{

Console.WritelLine("PASSED");
}
else
{

Console.WritelLine("FAILED");
}

Console.WriteLine();

static void TestDomainFunctionallLevel()

{
Console.WriteLine("Testing domain functional level.");
DirectoryContext dirContext = new
DirectoryContext(DirectoryContextType.Domain, _domain, null, null);
Domain domainObject = Domain.GetDomain(dirContext);

Console.Write("Domain Functional Level = {0} : ", domainObject.DomainMode);

if (domainObject.DomainMode >= DomainMode.Windows2@@3Domain)

{

Console.WritelLine("PASSED");
}
else
{

Console.WritelLine("FAILED");
}

Console.WriteLine();

static List<int> TestTcpPorts(List<int> portList)

{
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Console.WriteLine("Testing TCP ports to {@}:", _ipAddr.ToString());
List<int> failedPorts = new List<int>();

foreach (int port in portList)

{
Console.Write("Checking TCP port {@}: ", port);

TcpClient tcpClient = new TcpClient();

try

{
tcpClient.Connect(_ipAddr, port);

tcpClient.Close();
Console.WritelLine("PASSED");

}
catch (SocketException)

{
failedPorts.Add(port);
Console.WritelLine("FAILED");

Console.WriteLine();
return failedPorts;
static List<int> TestUdpPorts(List<int> portList)
{
Console.WriteLine("Testing UDP ports to {@}:", _ipAddr.ToString());
List<int> failedPorts = new List<int>();
foreach (int port in portlList)
{
Console.Write("Checking UDP port {@}: ", port);
UdpClient udpClient = new UdpClient();
try

{
udpClient.Connect(_ipAddr, port);
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udpClient.Close();
Console.WritelLine("PASSED");

}
catch (SocketException)
{
failedPorts.Add(port);
Console.WritelLine("FAILED");
}

}
Console.WritelLine();

return failedPorts;

#|2 AD Connector

EEA AD Connector IEZFITMAEF , TMITUT LR, EFRLERE T , TRERESHZE TAD

Connector 5 R4 PHER TR FH-

(@ Note
BT A Cloud Formation ## 4k 612 AD Connector,

5/ AD Connector £

1. 7E£ Amazon Directory Service #ZEH 8 SMEKT , EFEFR , AFERRER R,

2. TERPBPEHFERBTELE , %% AD Connector , AFEERT—%,

3. 1£ Enter AD Connector information (% A AD Connector §8) THE L , #EHUTER :

B F A/

MBI KB KN ET i TIERE, BXRXAKPHWEZEER | IH5SHEAD Connector,

B FHiR
B B LA R,

#12 AD Connector
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4. 1 Choose VPC and subnets (#%# VPC M1¥®) WE L ,

i)o
VPC

B %® VPC,
EiL
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SO L EARM RN A EREEZ i LDAPS i&&., &aLA#E A Amazon Web Services & 124l
& A== Amazon CLI F%.

BEFIEPEMER
FERATIAEEZ —EFERRE AT H,
%% 1 : &£ Amazon Directory Service FEFIEHF4{E S (Amazon Web Services B2 HI &)

1. & Amazon Directory Service 2| & SMREEF |, EEFEB %,

2. EFEFRWEZID 8%

3. 7E Directory details (B RiF4HEE) WHE L , % Networking & security (WM& ML £ M) ETF,
4. 7£ Client-side LDAPS (& i LDAPS) 8% #9 CA certificates (CA iE$) T , WEREXIEBNE

JBNO

3% 2 £ Amazon Directory Service FEFIEHF4HE S (Amazon CLI)

« BITUTHS. WFIERID, EMEMAHE register-certificate 5 list-certificates iR
B 9 FRIR T o

aws ds describe-certificate --directory-id your directory_ id --certificate-
id your_cert_id
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BUHEAHEF

£ T 5175 %2 —BUREME

(® Note
MRFEM T —MEH , MAFEER LDAPS , R REBUREME .

%7 1 : £ Amazon Directory Service FREUE FAHEH (Amazon Web Services BB R &)

1. 7E Amazon Directory Service #2#| & SMBEKH , BB Fo
EE B FH B X ID 8%,
£ Directory details (B XFHEE) TWH L , %£#F Networking & security (ME ML £ 4%) &I+,

£ Client-side LDAPS (% i LDAPS) &8 H , 1%3% Actions (81E) , R/F1%&$F Deregister
certificate (BUHEMIEP),

5. 7 Deregister a CA certificate (BUHEM CA iE$H) XiEEF |, & Deregister (BUHEM)o

w0 DN

%% 2 : £ Amazon Directory Service FEUHEAHES (Amazon CLI)

S

« BITUTHT. WFIEHID, EFEAH register-certificate = list-certificates g
BB FRIREF

51

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

Z A% Fim LDAPS
AT Ez—EAEFin LDAPS,
7% 1 1 7 Amazon Directory Service 2% P im LDAPS (Amazon Web Services EE 1251 &)

1. £ Amazon Directory Service 24|48 S EEF |, EEE .

2. EFEBFMERID 8%

3. 1f Directory details (B XiF*4{E L) WHE L , %#F Networking & security (NE ML £ t) EI -+,
4. 7£ Client-side LDAPS (& F % LDAPS) 4 # , #%$F Disable ().
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EEEmE

5. 7£ Disable client-side LDAPS (ZF & F i LDAPS) X iFHEH |, #%#® Disable (£H).

%% 2 : £ Amazon Directory Service FZ A% Fim LDAPS (Amazon CLI)

BT T @S,

aws ds disable-ldaps --directory-id your_ directory_id --type Client

7£ AD Connector 98 mTLS BRI EES SRS ER

FZANFHETIEBPNHEERRERSE (MTLS) FHRIESEEF—EEA , WorkSpaces BEZ AT
EIEH Active Directory (AD) 1 AD Connector X AP # TS RIE , #ALD#H, BRAE , AFE
£ WorkSpaces B XRRE LIEFBCHWEREF , ARRMA PINHTEHARIE , MAREARF BN

1, Windows 5 Linux B\ R Al 7 LA A B RE FMAHLKRERERSH 1T AD FHRIE.

(® Note

AD Connector F R & RE+ B R IEIE L TR T 7T HAmazon Web Services X13, , 3 B{X

&R T WorkSpaces, BB R Z#FHHMAmazonNAREF.

« ZEKRE (HEFRLMILER)

- XEES (BBRM )

- TAMX (EE)

« TAMKX (KR)

- BMX (FBRZ)

« AmazonGovCloud ( ZEFEZP )
« AmazonGovCloud ( EEHXZP)

&3& A LABGH M M ZE AIEF

£}
- EREFH

- BRERFSHRIE
- EEEREFSORITRE
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FoRFH

EFEAEREFRHR Amazon WorkSpaces BFin/E AR TIEPHHEEABELZE (MTLS) FHBKIE ,
BREEFNTRENEEFEMERSEBITEERN Active Directory E£R. B < an{a]{# A I & i#h
WorkSpaces #l Active Directory REH B FE MR RIINEZEL |, HSH (L Z# WorkSpaces EE
B .

£ R BB £ B B WIT 2 81 WorkSpaces , & BT REH -

« CAUEBEX

- APUERER

- TP RERERE
- EEEWM

CAEHER

AD Connector EEZIUEHMAN (CA) iEH (RERAFIUEPHMAE ) BTEREFFHRIE. AD

Connector f CA EFEAFBIHE R FRUMNIEBH#ITTE, FIEEUT CAILEFHER :

« CAIEPHERHSIAKRTF 90 XA sei#t 17 EM.

« CAUEBAIMEARIIEREEY (PEM ) #8X. WREM Active Directory FES Hi CA EH | Fik
1% Base64 {mIZHY X.509 (.CER) fERA S H X H1& =

o A EENTMKUES CA EEBAPIEBHAMERIEBRPE CAIULES , BEEEFSFHRIETEEK .

« 1 AD Connector B &% A ##f& 1001 CA iEH

« AD Connector 7% #5 CA iE$H#) RSASSA-PSS £& E %,

- RIFEBEEBRSESREN BB EEETT.

APFIEBER
UTRAFIEBR—EER

- AFNERFIRPEERAFNFERER AR (SAN) userPrincipalName (UPN),

- AFNEBREFRIPERAEREZAREENBTEFRFER (1.3.6.1.4.1.311.20.2.2 ) EFHH AR
(1.3.6.155.73.2),

- AFERFIEBPNELIERRSH (OCSP ) FEEN A MR HIIE B ViR R FE=TELIE
FARASHN (1.3.6.1.5.5.7.48.1) 7,
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B3 AD Connector fIEEEFEHRIIERNEZER |, BSH (WL S# WorkSpaces BEEIER) H
MER, BXxBRIL D% WorkSpaces [E1# ( f5la0% 5 WorkSpaces, EEHBHIEEE ) WAL
WorkSpaces , iEZ# (I Z# WorkSpaces AP 18R HH “ff R WorkSpaces &/ [B]#”,

I RERERE

N THRITEREFR S MRIE , AD Connector 2 ATELIE RSN ( OCSP ) ER FIEHH
PHERS, ERTIEPRHEKE , OCSP MEEF URL A @I BB MG E,. MRFEH DNS &
#r , OCSP M2 /F URL ZAfE A BB Mm-S 2 B Ali (IANA ) 4R XiE 50E B 3k B TR o

AD Connector if H REREIENT :
« AD Connector 7 & A FiE P IMAHEESHE (AIA) ¥ ELIREL OCSP M FEF URL ,
SRFE AD Connector f£f1Z URL REREBE B H-

« 18R AD Connector LB ERAFIUES AIAT BHHRFE URL , L EZFERAFIEPRHHE OCSP
B2 URL , M AD Connector fF £ A ER CA EBEAMHEAREIIZ A AIE OCSP URL.,

WMEBEAFIUES AIAYT EHH URL EEAERERA , NAF B HRIEAK,

« MRER CAIFFTMEAE RN OCSP IgRFEF URL T, TN AR OCSP lFE
F URL , A F 5 /BRI LMK,

« OCSP [RE|LMAFE RFC 6960, bk , WFEHNFHETF 255 FIRIER , OCSP BRI/ 44
MZHFER GET IEMNER,

® Note
AD Connector EZ OCSP &5 URL B HTTP URL.

EEEM
1£ AD Connector F/5 B FEHRIUE2 Al , FERIATEM :

« AD Connector FRETIEPHNHEEERHELZLETIMNE MR (MBETLS ) , BIETEHRRH
H) B BEFIEHXY Active Directory WA P # 1T H @RI, BN XFBERABEF (CAC) MIMAHH
Wik (PIV) . HEEAWETEHAIREFNEREF I AMER |, BARELT 5 WorkSpacesii
IR B & 5 A RO MR

- BEEFEMORIEERN T AP B MEE F 4% WorkSpaces,
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Amazon Directory Service BEEIEH
MERIEAE AD Connector B FZHEE 7 HittAmazon M ARRFHERA T ERFFHRIE , NiXENA
EFNaL R RAFRENEBBRARR.

- BRBEFEHRISNAFRAERKREIN Kerberos RS ZIEMRAEGER. EOIUFERAR
BEENIRE , RABR TRHEREN 10 Mid. BEXZRENEZEE. , BSH Microsoft X%,

« AD Connector BRS5 K F X #5#7 Kerberos MK B N S8 MR FIBE 78 Kerberos IN&EZEE A5 T
[T

BEREgFEHRIE

E 7 AD Connecto WorkSpaces r LIS AEREFHHRIE , EEFTEMIERMANMY (CA) EHFA
AD Connector, # ] FlAmazon Directory ServiceiZ#l& . API 2 CLI &M CAEHS A AD
Connector, RBUTLSREALEN CAILLY , AEEASRFSHRIL.

Steps

* 3 AD Connector fRZ K 7= /& A Kerberos £ R ZE ik

- 7£ AD Connector FJEfft CA iE$

- AXEFH Amazon NARFNERSERERE RS ORI

A AD Connector fR K /g B Kerberos £ 3RZE Ik

EX} AD Connector R EEEF BRI , 4718 AD Connector FRFIK X BITEE AD B FXHH
LDAP BR%% /3 B Kerberos A3RZEFE (KCD ) »

Kerberos YR ZEHEE Windows Server Y —INThAE, LLThREMFEEIE RAEBE T RFINAREF RS AL
BREXKAFRTRENTEE K MNMEEMNXENARFEETLIR,. BXEZEER |, B5SH Kerberos £
RER,

(® Note

K@@ erberos 4R ZE$E (KCD) E3R AD Connector RE KA 2 5B —HAFH
AMAccountBZ #HHIEEL, s BIAMAccountB PR &HI7E 20 N F LKW, s AMAccount B #i=
Microsoft Active Directory BB , F{ELBIMRAEY Windows &F P HLMRFZ B[/ EFRA.

1. fEF SetSpn B HEITEE AD /9 AD Connector [REIKFi& B RS E4EEF (SPN ) . X
BRZEREENRSK,
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SPN A LAREMBSHEMAS , EFEEHNEA SPN EE. -s RERBFHEEEW.

setspn -s my/spn service_account

2. EAD APMUENS , FIF LT ( ARED ) RKEFHEFEAD Connector BRFIKS” , Riaik
BEM,

ERERETF,

ERE AP UZERIEERS NEATASHRIEGEDL,

TR, REEZERPSRITENAERSIEHIR.

ERBRENE TATERNTARS IR,

%4%F Idap RS EH | REEEREE,

BREBRBEURERE.

Xt Active Directory FHIH IR FIBRES TR, HF , BUUFEAEHRMITZEE

PowerShell,

© © N o 0o bk ©

£ AD Connector #3Efft CA iE$
FERUTE—FEREB AD Connector B F3E Mt CA iE$,
3% 1 : 7 AD Connector ( Amazon Web Services B2 414 ) S EMEHES

f£ Amazon Directory Service #£#| A SMBEHEF , EEB F.

% EH R E R ID 8%,

£ Directory details (B ZFHME L) WHE L , 1£$F Networking & security (MEFMZ£H) £+,
EEEFEARIEED |, EFRRME , AREEIMESE,

M CAUEBIEES | EFRERXXY , RABEFRIUEPLHERTH., EAERESRHEELE
PRI (OCSP ) MABIFEF URL KA LLIERHITRERE, HX OCSP WEZEER , BSH
P mERERE.

6. 1%3#F Register certificate GEMHES), HEBFIUPRSED N EFMET , RRIMEIESHIIT
Fo

o ~ w0 bnhp =

%% 2 : £ AD Connector ( Amazon CLI ) F EMEHIES

BITUTHR. NFIEREIE , 5[ CAIEBRXHHMNE, ERAMAFHE OCSP I NZF it
BEAIEMN ClientCertAuthSettings 3 &Ko
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aws ds register-certificate --directory-id your_directory_id --certificate-
data file://your _file_path --type ClientCertAuth --client-cert-auth-settings
0CSPUrl=http://your_0OCSP_address

MBI, RCRRMEIES ID, B LUETEZETT CLI B REBIEEMN CAEPREEMR
I

aws ds list-certificates --directory-id your_directory_id

MBRIRSEIRE Registered , MR REHUEP B LI EM

N XFEH Amazon MRARERFHNRSERERFSHRIE

FERALTE—3ERER AD Connector B F5EM CA iEH,
F%3% 1 : #£ AD Connector ( Amazon Web Services BEE#241A ) FEA S FEHRIT

1. SMBEFHAGERHLNEEFSHRIERS , REEEEA. IRLERFATA , BTRIEE
MIEBRECSHAIEM , REER

2. EERERFEARIENEESD  EEER

J3% 2 : 7 AD Connector ( Amazon CLI ) B8 &8+ FHRIE
- EBITUT®HS,

aws ds enable-client-authentication --directory-id your_directory_id --type
SmartCard

WMEREKIH , W AD Connector £IREIFHZ HTTP IEXXH HTTP 200 MR,

BXREFULH, FUHEIMREALEFNESEE , FEAEEERFEHRIIRE

EEERFENRILRE

WO LAERARRRTAEN A EREBERFIRE, B LEAAmMazon Web Services BIBIEHI B HE
Amazon CLIF %,
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£

- BERUPFAES
« BUBEMES

- ZRERFSLRIE

BEFIIPEFMER
FERATIAEZZ —EFIERRER AT H,
%3% 1 : £ Amazon Directory Service (Amazon Web Services B4 A) FEFIIBHIFMAER

1. 7E Amazon Directory Service #2#| & SMBEK D , R B F,

2. E$RI& AD Connector B % # B % ID $£31%,

3. £ Directory details (B Zi#F4HE L) WHE L , i%£4® Networking & security (NEMEZ£4) £+,
4. EERFIFHRIUETLOM CALERT , EBEFIUES ID LERBEXZIEBHFHAEFE.

%% 2 : % Amazon Directory Service (Amazon CLI) FEFIEHFMAER

 BITWMTHT. WFIUEHID, EEAH register-certificate = list-certificates &
BB FRIRE

aws ds describe-certificate --directory-id your directory id --certificate-
id your_cert_id

HUHEAHE
£ T 5175 7% 2 —BUREME S
@ Note

MRFGEM T —MES , WA EERERFFHRIE , REFEBUEEMES.

%% 1 : £ Amazon Directory Service () Amazon Web Services IR H| & FIEHIEH

1. % Amazon Directory Service 24| & S EEH |, EEE .
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2. 1%&$RIE AD Connector B &M B F ID 4%,
3. £ Directory details (B ZiFME L) WHE L , i%£$® Networking & security (NEMEZ£H) £+,

4. HERFEOHRIERNIHN CAILERT , RRERUEEMVIES , ERRE , ABEFRIUHEME
PBo

/A Important
BREZEBUHEMAVE S R TENRESH B EENEREFFHRIUE CA UEHEEH — P

5. 1£ Deregister a CA certificate (BUBE EM CA iE$) X EEH , i3 Deregister (BUHEM).

%% 2 : £ Amazon Directory Service () Amazon CLI HE4HiE+H

« BITWMTHT. WFIUEHID, EEAH register-certificate = list-certificates &
BB FRIRE

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

ERERFIHORIE

FERAUTEA—fAEEREAEREFFORIE,

%% 1 : £ Amazon Directory Service (Amazon Web Services BIE2HIA) P REA S~ 5 HKIE
1. & Amazon Directory Service &l & SBEKTF |, EEBHF.

2. % IE AD Connector B ) H & ID 43,

3. 7E Directory details (B RiFHELE) WHE L , % Networking & security (WM& MZ £ M) ETF,
4. HEEEFEHRIIERS , EEZA,

5. EZAERFENRIIMNFEES , EBEH,

%% 2 : £ Amazon Directory Service (Amazon CLI) 22 & &EF 5 4 10 iE

* J‘i/fﬂUTﬁi‘%o
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aws ds disable-client-authentication --directory-id your_directory_id --type
SmartCard

£ Amazon Web Services B2 |5 H E# AD Connector JRS K F E it

#&7E Amazon Directory Service F12## AD Connector ZIERRATFiFRIIME A B FHRES K,
WA LUEE ATA T BRI Amazon Directory Service F& 30X £ iR 55k P 4Z 1 o

(@ Note

WMRRBFIFBHAT Amazon IAM Identity Center , Nl Amazon Directory Service 27U~ RS £
EEF (SPN ) MEHBIRS K- #B RS IK, . 1R 81 ARS K - AU BR SPN Z#T
BRIk = FoAUR M SPN , M RE SRR ABIITEXAMREN B XK WEIE, XEEIE
AT &% SPN , T2HRFSHITER.

1£ Amazon Directory Service R E#T AD Connector B35 K = ik

#£ Amazon Directory Service $# i & S M & EY Active Directory T , 1£#F B %,
%R B R B X ID 8%,

EREXRFHAGEREL , a TR FBRS KA ZUEES .

£ Service account credentials (AR IK 7 E#E) EBH A , 1£$R Update (F ).

HEMBRSKSZTUEXNEFES , BABRSKSIAFTBENED, EFRABDHRTEILN, REE
BE#.

o K~ w0 Dhd =

%2 Amazon FAF CA Connector for AD

I&TILAE A AD Connector i B 1T &/ Active Directory 5 Amazon FAEIEBME N ER , LUER
A AD BHAF, AMitENMEMERIER, Amazon #4258 CAConnector for AD IRt TEIEEW
Amazon FAE CAER BITEENDIL CARNESERAR , MEAERNE, BHIIEHMTREBERIRE
BR%5 25

& B] LAEE Amazon Directory Service ##1& ., Amazon 48 CA Connector for AD 12| & 8
A CreateTemplate API RiIZREIX—5&E K. EH Active Directory 2%l & £/H Amazon A8
CA Connector , {55 # Amazon #,4 CA Connector for Active Directory, BATET B 7 I
Amazon Directory Service ##| & 1&ELLERK o
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FRF M

BXIEEHE , 35 (Amazon FAH CA Connector for AD B #EE) HRYIZE Connector for AD,

iX & Amazon A& CA Connector for AD

7 Active Directory 8|2 Private CA E#88

1.

&% E| Amazon Web Services EEZEFIE , AFER LT MiEITHF Amazon Directory Service 1%
#l A& : https://console.amazonaws.cn/directoryservicev2/,

EBXIEL , &HENE X ID,

ENARFEEERTFHM Amazon MAREFMERSFZH ST |, %E#F Amazon 48 CA Connector for
AD,

£ 9 Active Directory €| Private CAIEBE L , 5EFH Active Directory Connector €|
Private CA V&1,

BXEZEER , iHZH Creating a connector,

#&ZE Amazon A8 CA Connector for AD

& F Private CA EESEMNEMER

1.

B FF| Amazon Web Services EXEZEFIE , AEET LT MuEITHF Amazon Directory Service 1%
#|A& : https://console.amazonaws.cn/directoryservicev2/o

EBRNEL , ERENEXID,

ENRAERFEERERTIFM Amazon MRABFSRFZHD T , EFEH Private CA EZESFREH
Private CA, ZRUTFE :

a. Amazon #AF CA Connector ID — Amazon #A5 CA Connector M —FRiRRF, R UEFRE
gH“E,%\ﬁﬁo

b. Amazon A5 CAEHE - BXx CANT P HRBMNER, ERUEFFMAEETTH.
c. IRA : Amazon #AH CA Connector 1 Amazon A CA WIRAREL

« BUE IR EYBES
s 12REBEBRW : —IXREBERK
o KI: AR EEY XK
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BREAMRSHFEHAER , BNEFRFEERE LEEREXRNI,
d. DCIEFEMRA : HEHISRFEPRESRE :

- B EBEMERH
« BH B EMEEA
e. Bl BH : Amazon #A%F CA Connector B 822 At (8]
BXEZEER |, iB5H View connector detailso
urm@ AD B P oAUt

FERIA T S ERKHEIA Amazon #48 CA I[E#E [0 HITE /Y Active Directory SR U+,

- ERZR AR,
- £/ Microsoft Management ConsoleE & &MU H., BXEZEE , 2 Microsoft 34,

5= IRHY AD Connector B &

B LA T ST REY AD Connector JRZS K B 3T #8289 AD Connector EBRET 4 , NTiZE 2 FIA AD
Connector, &% f]LLE A Amazon Simple Notification Service #UHE X EH AD Connector RS E
Ao

532 AD Connector BI1ES :
o THREFZIRE
« {5 Amazon SNS E A AD Connector B ZIRASEH

T B FRA
BT 2 B &N B IR,
SE B
Z B RIZ{TIE®E ., Amazon Directory Service K& 2 B FZEE (MR Z,
Creating

HAEESIRIZBE R, BROETEEEFE 20 45 2% , BAERRE AT F.
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Deleted
EMERIZE FK. EBRBIZEZNFIERE, —BEZRHALRS , ELERE,
il B

LB EEMERIZE . BZRHRBIRDS , EFHT2MBER. — BB FZHEAMRES | BT EEBUER
KigE , BRBETERE,

KM
TEBIR1ZE F. BRI E R, MRRBPHEE , HEHKER Amazon Web Services 3 H /i,

Impaired (Z 1

BREEBRFRETET. RUE—PHZNAB , JEENERBREREZLER M IE, BX
HFHRSESANUENRER, XERRTIFEENRELTED (0T T EC2 Ef5MR ) |
Hp—A5EEHE LN ENNARFRNEAIRR] , EENNEHTTER ( TEEEFPHALE
*BEE ). BXEZELR , 28, Amazon Managed Microsoft AD [AIE#EZ, AD Connector #
PEHERR. Simple AD [MEHFEXN FEEFE4H#FHXHEM , Amazon &7 40 D AR, MRE
EEWEHREIERE , £ EFRLTSHRRSHAEES 40 28 , BB WEEBKR Amazon Web
Services X /b

/A Important
YEHRLTFZHRAN |, FAEXRFERB, BRZHREBIRDEERBIER, BXESZE
B, B2 R RBEIE RIIAmMmazonFEE Microsoft AD,

Inoperable (7 A R 1E

ZERELZEEEIE, BB RLRT RHBREFRE,
Requested (B1&K

BB FNBERIGFEESFSLE,

5 Amazon SNS E B AD Connector B IR E A

Ei3 A Amazon Simple Notification Service ( Amazon SNS ) |, BT BUE B MBS K ET LT ER
BFEREF TR A (SMS ) JHE.. MREW B FNENRESTR ST RERS , BHKEE
H, HEFIIENTENRSE |, EH2WEIBA,
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TFRE

Amazon SNS FRA‘EFB"RIRENM D ZEE. BNEBBE—NHSMIAAF |, wEREAHREZ
FEHEHE, BRBRUTSE | £ LUE Amazon SNS EB # 5 ilAmazon Directory Service RS &
3. ZiAmazon Directory Service® M FIEH B RSB X ETLE , EcmZEBAHT—FEE , RE
FHEEAZETWNITHAE,

BAUKRBRZNE FZERENTEN LM E, XU E FIRASHEERINEE 251 Amazon SNS
FRIENED, SN HESLEBT X MABTMTREBH#TIEMNES, HX Amazon SNS 5
BEER , BSRT4LE Amazon SNS 7,

NEMBFRBR SNS HERE

1. E3FAmazon Web Services B2 %l & H #TFF Amazon Directory ServiceiZ &
EEFRTHEL , EBEHNEZ D,

EFREF IR,

EEFEEES , ERERE, ARERCIEBA,

HORBANEL , ZFERBHARE , ARERCIERMBEA, NE , WREHAEEE -1 SNS
FB , BRI DUERERBRIA SNS B M ZEBM AL B FHPRAHER.

o K~ 0N

(@ Note
MREEZFCNEINEL , B2EERASIMAE SNS TEHEEMEBBAH , M Amazon SNS
Tt BHET , AREMEETTRMFITHE R,
MR FBIEFRREIAE SNS T8 |, BREREZE RN TE— XA SNS £,

6. ERBMFARE  REWARGABRRER. MREN SMS WABESHE , ERAEARF. T2
BHirS,. ZR3RES

7. (W& ) AEEM SNS EREBMEHREN. EREMNRSZ 10N FHNEEN , E2EXREZ
FBHIFIE SMS HEH, £ SMS EH AFREE REMR.

@ Note
R & R B DirectoryServiceFullAccessIEE KB IAM AR RAGZ R , NEHER
BIRAAEL “DirectoryMonitoring” FFk, MR EEH —FBENEBEMH , BEEX SNS
A B S BR o

8. EEBIE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/connectawsad.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/connectawsad.html
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BXEZEER | i52H Amazon Connect
Administration Guide,

EXEZEE , i3/ Amazon WorkDocs A
7o

BXEZEER , FEHGEASR,

BT LAE#EM WorkSpaces 812 Simple
AD. Amazon Managed Microsoft AD I,
AD Connectore REECIE XA E3)
Advanced Setup.

BXEZEER , H5R Amazon WorkSpaces
Administration Guide,

EXEZEER |, B2 (Amazon Client VPN F
FIE) .
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HE =182 AD Connector Bt ¥ El“Connectivity issues detected 45 ix

mREEZHBIE AD Connector B U E]“Connectivity issue detected’$&1% , N Z 48R ATRE 2 B T i%
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B, = AD Connector T RIFX L SRV B F KRB BRI RFZEH 52 EEN , AR EXME
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3. BEREREF.
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https://learn.microsoft.com/en-us/services-hub/unified/health/remediation-steps-ad/configure-the-root-pdc-with-an-authoritative-time-source-and-avoid-widespread-time-skew
https://learn.microsoft.com/en-us/services-hub/unified/health/remediation-steps-ad/configure-the-root-pdc-with-an-authoritative-time-source-and-avoid-widespread-time-skew
https://learn.microsoft.com/en-us/windows-server/networking/windows-time-service/how-the-windows-time-service-works
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/maximum-tolerance-for-computer-clock-synchronization
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Web Services X# F 10

S EMNBHRFHREPERE R, MRBEFRBEEFTE/ Lo #atE , EARRTRESRH B R
B,
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BEXEZER , 35 Simple AD B FIRZESE B FEHERR,

{#F Amazon Simple Notification Service /& i Simple AD B FIRAE A

BEi3EF Amazon Simple Notification Service ( Amazon SNS ) |, A LE B FIRB K ETLTER
BFHREFHA (SMS ) HE . MRENE FMNENRBSERN IR T ARERS , ERFKEE
H, HBEFIIENTENRSE |, EH2UWEIBA,

TERE

Amazon SNS AT RIEM D L EHE. BNEBBE—NLSMIAAF |, iEBRAHEZ
FEHEHE, BBUTSRE , B0 LLTE Amazon SNS B H 7R ilIAmazon Directory Service i Hx & &
. ZAmazon Directory Service® M F K B RS K ETLE , ELPRZEBRMT—FELR , AlF
MHRALGZEBNITREE,

B LR ZNE FRIERNBEANETBMN R A E, BIETLUET B FRAHEERINEIE 2 51 Amazon SNS
FEIZNET, BAUNHEEBLDET L MABNITRET#HTIEMANES, HX Amazon SNS H5E
BER , BSRT LR Amazon SNS 7,

NEMBRBR SNS HERE

B FAmazon Web Services EIE 2 #I & H3TFF Amazon Directory ServicefZHl & o
EEFREL , EREHNEZRID,

EREF R,

FEEFRGERBS , ERERE, ARERCEBA,

HORBANEL , 2FERBHARE  ARERCIRMBEA,. HE , WREHAEEE—1 SNS
FB , BALUERERBRIA SNS B M ZEB AL B FAPRAER.

o &> oD~

(® Note
MREEFRCEFBEA , B2EEMASIA SNS TEMENEZEH , I Amazon SNS
FTatlEHEE , AZR[IEEBRIFITFE R,
MREIEFERERIA SNS T8 , BREEEREEZB FAUTE—XEHH SNS &,

6. EEBMAFARE  RARWABRGABRRER. MREN SMSHABESE , BRAEAHRF. T2
BWirS., ZRIAES.

7. (HiE) AEEM SNS EREMREHREN. EREVANRZ 10 N FHNEEN , B8EXRAZ
FBHIFIE SMS HEH, £H SMS Tt AFREE REWN.
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® Note
R & A R G DirectoryServiceFullAccessEERIEH IAM AR RARER , MEZNEE
BIRAAEL “DirectoryMonitoring” FFk, MR EEH —FBENEBEN , BEEF SNS
HY LM PR o

8. EEBIE,

MRIEEISEHM SNS 1T E |, HINEFSNA B Fap4it. Amazon SQS BA%IAmazon Lambdas, ,
AT BAM Amazon SNS 2 & AT L ERE,

MEBBRE FREHER

1. &3FAmazon Web Services EIE#2#| & HFTFF Amazon Directory ServicefZHl & o
2. EBEFREL , EFREHNEZRID,

3. EREIETF,

4., EEFREEIS , EHRPIEFE— SNS TEER , mFRE , AREERBR.
5. EEBR.

RKABREERWEE SNS THEHESH. NEEEMBREATH , 7B Amazon SNS 24
LRATHIRE,
® Note
FEGEF SNS 24 A Amazon SNS TH 2§ , BNRE FOREEE RETEERS M
=,

MREER SNS 25l A 1Bk Amazon SNS £ , N Directory Services #Hl &R R EIR
MEER,. BEFEFRTREOEHBROEBLAEANN , BFLREGEH , Bt , BFEEZE
FH Monitoring T+ EFEF —NEFHRE , ERTERTZEH,

Hit , WERESEENEFRSEER , EMEREMMAF Amazon Directory ServicetZWUE B
WEB2H , BRFENEFSHM Amazon SNS FBAHXEK,
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B Simple AD 518 Amazon N BRERF RS

A LA[ Simple AD AP & F 15 Amazon B AREF RSN, HA—L Amazon R AREF AR
FO¥E

 Amazon WorkDocs
« Amazon Web Services B 4|4

* Amazon WorkSpaces

#&3& "] LATE Simple AD REA 7R URL Ml&# o &K,

£}

- Simple AD R AEEFRAEMRE

« 73 Simple AD /5 A%t Amazon R F%2 F A BRSS9 15 18] X FR

- f£/ Simple AD ZiE /g A% Amazon Web Services EE 218 B9 15 R R
« 79 Simple AD #2158 URL

- BRARESEXR

Simple AD HI R AR R MR B

Simple AD 2 Samba B3EE | £ Active Directory BViF ZEAINAE, BT E A Active Directory B B
ENXFELIMENARFEARZ , Amazon T2 BTEEXR S Simple AD ®#EMNE=Z A NARFRITER
BEEMRIE, RE Amazon SEFZHTREMBENAERFRETEENRE , BRINTEERIE
EANARFESSNSES Simple AD %%

THE=5NAREFS Simple AD: && :

« LAY A& L# Microsoft Internet Information Services (I1S) :
* Windows Server 2003 R2
* Windows Server 2008 R1
* Windows Server 2008 R2
* Windows Server 2012
« Windows Server 2012 R2
* Microsoft SQL Server:

18] Amazon R AR MRS WA 1.0 489
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 SQL Server 2005 R2 (Express. Web 1 Standard k7<)
+ SQL Server 2008 R2 (Express, Web 1 Standard k%)
+ SQL Server 2012 (Express. Web H Standard k7<)
+ SQL Server 2014 (Express, Web H Standard kx7x)
* Microsoft SharePoint :
« SharePoint 2010 Foundation
» SharePoint 2010 Enterprise
» SharePoint 2013 Enterprise

E A LAEE A Amazon Directory Service for Microsoft Active Directory ( Amazonf§k AD £
&) , METFEFR Active Directory SEIE SR B 5B M,

A Simple AD J3 FAX Amazon RI T2 7 F AR S5 89 17 (8] A BR

AP A AR Simple AD &5 Amazon R AREF MRS ( B2 Amazon WorkSpaces ) 15 [A]1 £2#Y
Active Directory, RIS ASE A LLT Amazon B AT F MRS LAEA Simple AD,

Amazon N ARF/RS EZER......

Amazon WorkDocs EXEZEE , B2 Amazon WorkDocs B2
}EF.

Amazon WorkMail EXEZEEL , 15 Amazon WorkMail

Administrator Guide,

Amazon WorkSpaces & LAE 8 M WorkSpaces 812 Simple
AD. Amazon Managed Microsoft AD T,
AD Connectore REECIETEXEE3
Advanced Setup.,

BXEZEER , BH5R Amazon WorkSpaces
Administration Guide,

Amazon Web Services B & & BXxEZER , S £/ Amazon Managed
Microsoft AD £t /5 B Amazon Web Services
BEEH AR,
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BRAZE , IEERHERFERHRNENNAEFIBEFHEGFHEFEEX B RNHENE. B
Amazon Directory Service ##|& R &EHK LRk Amazon MARF MRS ERE , BHRITUTIR,

ERERTBRNNARFMRS

1. 1& Amazon Directory Service 24l A SMEKH | EFHF,
2. EEETELE , #BEMHEFHID,

3. £ Directory details (B R#FHME L) TWHE L , 1%£$#F Application management (M AREFEE) &I
o

4. EFE Amazon NARFANRSEH D TR,

A X WM{A%E A Amazon Directory Service X Amazon B AR F MRS #HITENRECHENNESE
B | B85 #RAX Amazon i A2 F M IR S5 B X Amazon Directory Service,

5 F Simple AD ZiE /3 AX Amazon Web Services B2 & & B 75 B 1R

Amazon Directory Service 2@ B K AR T HENERE. Amazon Web Services B 12 & FRIA
BRT , BRKRATNFEEA Amazon BiR. A IAM AGSELBEZRHA , MERAEREFEM
Amazon [RFFMEREGRINE. IAM BEEX B FRAFBEENERS. RRMFRENERF.

BERMANELERHR URL, ARZSTREQEZRARTEHAFRINE. BXxUMEE B FIFHE
BMIREGAE URL WEZER |, 51 &EFAmazoniEEME AD B F{EE, AXW{AIEH R URL
WEZER , H5 M7 Amazon Managed Microsoft AD #1258 URL,

BRUMEIE IAM ABUEREEPEABEZKRANESZELR | ESHE @ Microsoft AD Amazon 3£ & A
PREAEFER IAM A/iFE Amazon & RIRER.

£

+ B Amazon Web Services B2 12 #4157 B X R
« 2/ Amazon Web Services B2 H] & 15 R 4R
- REEFZFQFEKE

XK Amazon Z2BEXE

« How to Access the Amazon Web Services Bl & Using Amazon Managed Microsoft AD and
Your On-Premises Credentials
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8> Amazon Web Services re:Post X &

« A A4 Active Directory Fi P& F 18] Amazon Web Services BB & IR ?

B Amazon Web Services B 124 & 5 R AR

MNBERT , TeRNEMERBEAEHETHR. ENEBZFAFPNABREGGHR , BIITUTESR
BREZEH &R

1. £ Amazon Directory Service 2| & S EEF | EEFEB %,
2. HEEFIEL, &EBRENBEHID,

3. £ Directory details (B XiF4ELE) WA L , % Application management (M AR FEE) £
o

4. 7£ Amazon Web Services BT HIA o T , EESH. BHAEHRIAEERNERE A

/A Important

EAFERER URL BREBFHIAEZH , BXAENAFRMNE IAM ARF, BXAH
FoE IAM B2 —KRER , ESH @IlE IAM AersE A SE. 28 IAM AE2
f&, AFRRAIAEAGRE URL HREHE T, fla0, R ERWIGE URL 2 example-
corp.awsapps.com , A FiFR$EH & H URL & https://example-corp.awsapps.com/
console/o

£ Amazon Web Services B4 & i [0 AR

EZHEFAPMAZRESATER , BRITUTSER
ARG AR
1. 1& Amazon Directory Service 24l A SMEKH | EFHF,

2. HEEBEXTEL , ERENBF D,

3. £ Directory details (B XiF4MEE) TWHE L , #%# Application management (M A FEE) £
+o

4. 7 Amazon Web Services EEZEFIA o T , EFE2A, BHESHRMESCHEFZREA,
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5. MREEMIAM BEESBRLEEZFTHNAFRE , WEARAFTETTA, EXTERT , B
MR E MR IAM BEerEB4E , BB FHENBRNEGNAFIANSE , F3IER
NEMERAFHEMEREA

MERFTE IAM BE5E2E , EEU LS R,

REERQBERE

BRANBRT , ARERIEREHECEUIEEZH , 1/ B ERARESE, Btz , A
FPYRBRERIETET N1 DI2E  REBREH, TUERATIEN SN EREK
EEXARK 12 L,

RE BRRERE

1. £ Amazon Directory Service £ #|ASMBE KT |, EEB H,
2. EEZFNHEL , #FREMNBE X ID,

3. £ Directory details (B XiF4ELE) TWHE L , % Application management (N A FEE) £
+o

4. 7T Amazon MRARFMRS #2 T , %&£ Amazon BEIEFH A,
5. HEEEX Amazon BRI G RIXFES | EBREE,

6. 7E Assign users and groups to IAM roles TTH F#Y Set login session length T75 , RS
B , AFIEE Save,

9 Simple AD €12 1517 URL
1518 URL t Amazon R AREF MRS ( 11 Amazon WorkDocs ) ARG R 5 B FARBKNEZR@E. It
URL A& RME—, AIBEHITUTES RN B FeIZ1HE URL,

/A Warning

—BREFREENAEFHR URL, REEZERTE, BIETR URL 2/F , b AETEE
Ae. MEMERE S, WiFE URL taMIER |, B8/ A SAREAE MK AT ER,

I 5 R URL

1. 7 Amazon Directory Service % & SMBEK+ , EEH Fo
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2. #HEBEXTEL , ERENBF D,

3. 7 Directory details (B Ri*4EE) WE L , 1% Application management (M AEFEIE) £
o

4. 7£ Application access URL (RIFAfEF14E URL) Fo A , R K[ B FRoOBE R URL , &S
7~ Create (812) 4. WA BRAE , AFIEEF Create (R1E), WRIRE Entity Already Exists
BiR, WEEBRANEEDE. 2R3 —MAEHEENIRE,

BRI TR URL B <alias>.awsapps.com BIE I E R,

FERERER

Amazon Directory Service R FEHAFMNEMA B FHITE LGB WorkDocs , mMEF LI ARE
iF,

BREQJERZH , BREMNTHMSER , UEEAFH Web RRAUZREQIRFR, AFAES
EEWH Web R IRERE AL RIFER,

(® Note

HRBEEEMAZE Amazon Directory Service B RHWITEN LF X HFRE LB F, RKIMABFH
WiItEN L X EFEAE QIR R,

R IRH B FE AD Connector B3 , B AD Connector RS K& ENBRRINBMBEEBSEIEAS
HEM, IRNTTEANSES M6, BERMEM :

1. WA ABERE | REFRETIEBAAEEBUTXENE XAFWAF B MEREE : /7 AD Connector
REMKF ERINSMBRIRS ZEFRABHESE. IEFENATERAREAESR , THRS#HTEMS.
T4 AD Connector RS K R,

2. WA LAEIRINPR LA 2 ¥F AD Connector RS FE B & ERINSMBRBRSZEREABHEY , 89
LMEREAMNKS (ZKFARIEHR AD Connector RS K HIR ) MINABKITEHIEITUT
PowerShell . A T S¥F6E AD Connector IRE K FREB X N E B B R MAMBIBRIRS ZIEAR
MEM.

$AccountName = 'ConnectorAccountName'
# DO NOT modify anything below this comment.
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# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$RootDse = Get-ADRootDSE

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -

Properties 'schemaIDGUID').schemaIDGUID

# Getting AD Connector service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AclPath = $AccountProperties.DistinguishedName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier'
$AccountProperties.SID.Value

# Getting ACL settings for AD Connector service account.

$0bjectAcl = Get-ACL -Path "AD:\$AclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGUID, 'None'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0ObjectAcl -Path "AD:\$AclPath"

E#FH WorkDocs 5 S ZERE A &

1. & Amazon Directory Service 2| & SEHF , EEFEB %,

2. HEEFIEL, EBRENEFID,

3. 1£ Directory details (B RiF4EL) WHE L , %#F Application management (B ATEFE ) £
+o

4. 1£ Application access URL (BRI A2 1518 URL) #8497 , &42 /5 LAME R WorkDocs 5 8 m &
Ko

MRESERINEARE , WAREEGEQRHE URL , RBETEEI RILIET, BXxMAezE
A URL WEZEER |, 57 Amazon Managed Microsoft AD 812173 URL,
5. EAKEREARLSEBRRMNEEY , EREH. EREXENEFRER.

6. WMREBLUFFHFZLEH I WorkDocs ZHE LB, BiERER  ARENNEZREARE I BEZNIE
B BRERER

o0
« |E 1 Chrome BV S & F
 Firefox Y8 &
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IE # Chrome BV = &

EfF Microsoft B9 Internet Explorer ( IE ) 1 Google #J Chrome FIM BRI AR FE S B FK , MTEFR
Pt &N EHITATES -

« J$i5E URL ( 520 https://<alias>.awsapps.com ) RMESEA TR S EFZNAF I RFIRSD,
- BREZMIZA (JavaScript).

- RTEHFIEFR,

- ERERSHRIE,

BHRENAFPFIRITIXERES , U MERAARBREFSUXERE,
£

« Windows FB Q& FZMNF o EM

« OSX FB S BEFNWFEH

c BOEFZMWARKIZE

Windows E# &KW FHEH

E7 Windows TEHl L FHEAERER , BEFFRITENLHITUATER, Eh-LREAEE
EWiRE,

£ Windows L Internet Explorer #1 Chrome F3h8 A R &%

1. E4TFF Internet Properties XiEHE , Bi1E$E Start &8 |, FEREFEA Internet Options,
RIFIERR Internet Options,

2. BEHTUTIREVGR URL AMBERTERBZNEFHMRIIRSF

a. 7E Internet Properties 1 iE4E 1% Security &I+,
b. %&# Local intranet , #AF 1% Sites.
c. 1 Local intranet X iEH#EH , % Advanced,
d. f¥iFE URL ARMEIML5IR , R51EE Close,
e. £ Local intranet XYiEAEH , E£$F OK.,
3. ERAEIMAX  BWITUTISER

a. 1£ Internet Properties X1 iE4EHY Security LI FH |, %% Custom level,
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b. £ Security Settings - Local Intranet Zone X} E4EF , [ TRz 2 Scripting , A/FTE Active
scripting %% Enable,

c. 1E Security Settings - Local Intranet Zone XiEHEH , £ OK,
4. EZRABZERX, BHRITUTTIR .

a. 1f Internet Properties X1 iE4EHY Security LI FH |, %42 Custom level,

b. 7E Security Settings - Local Intranet Zone XiEHEH , [@ TRz User Authentication J7E
Logon Ti%&## Automatic logon only in Intranet zone,

c. 1E Security Settings - Local Intranet Zone XiEHEH , £ OK,
d. 7E Security Settings - Local Intranet Zone XiEHEH , £ OK,
5. ERRAERFHRIE , BRITUTEIR

a. £ Internet Properties 31 i54E i%#F Advanced £+,
b. [ TRzIE Security , ARFi%E Enable Integrated Windows Authentication.
c. £ Internet Properties 31 iEHEA , %% OKo

6. XHAAEMITIAHERILIXLEERERK,

OS X LEQEFMNFIIERM

E# OSX £ Chrome FHERAERER , BEFMRmITENLHITUTEIR, FETENLHE
EANMRTRETEMXES R,

£ OS X £H Chrome Fahg A & F%

1. BEETUTHSEHR URL FME| AuthServerAllowlist 5B :

defaults write com.google.Chrome AuthServerAllowlist "https://<alias>.awsapps.com"

2. TFF System Preferences , ¥:%| Profiles E#k , A/EMIER Chrome Kerberos Configuration
BLE X

3. E#E3N Chrome , ARIFTE Chrome HITF chrome://policy LAFAIAFIIR B B K HE,

BREFNEARKIRE

HEERJURBARBREAEMASNEFHITEN LR ITEQIRREYR.
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®

Note

MREHHHITEN LA Chrome FKEEEE Chrome Web 5% 25 , M AU 5 R URL 70
3| AuthServerAllowlist 3K, BX1RE Chrome KHHNEZEL |, i§% 2 Policy Settings in

Chrome,

FHAHEKREIZE N Internet Explorer 1 Chrome BH#E 2 &

1. BERTUATIROUZFNARBENR :

a.
b.

C.

HHARREETE  SHREEMIEHIER Group Policy Objects.
EEFEG | &R Action , RF%EE Newo

TEFE GPO XYiFEF , AR RBA—NERMBRM (W0 IAM Identity Center
Policy ) , ¥R Starter GPO R&H (k) . L THHE,

2. BEHITUTSER[GHE URL AMBIERTRERBRNETFHIERIIERS !

a.

EHEXRREETES  SMEEWE , EFRARBEXIR , F7TFF IAM Identity Center KEEH L
TX (68%% ) X%, ARERRS.

EERBEHH , SMEF User Configuration > Preferences > Windows Settings.

£ Windows Settings 513k , TFF Registry B E T X (AR %) ¥ % Hi%ZE New registry
item,

£ New Registry Properties S iFESF , WAL TIRE , RF%EE OK :
BE
Update
Hive
HKEY_CURRENT_USER
22

Software\Microsoft\Windows\CurrentVersion\Internet Settings
\ZoneMap\Domains\awsapps.com\<alias>

<alias> NEREBTR URL, MRIGME URL  https://
examplecorp.awsapps.com, 3| & 2 examplecorp , EMERIRZ Software
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\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
\Domains\awsapps.com\examplecorp,

Value name

https
=Bl

REG_DWORD

Value data

1
3. ERREIMAE , BHITIUTESR
a. EAXMEEIES K SHIENE , ERARBENR , 77T IAM Identity Center KR £
X (ARED ) XE , REIERERE,

b. EXREEHH , M EF Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone.,

c. 1 Intranet Zone 5K , FTFF Allow active scripting B9 E T X (F#g# ) X8 |, %#&F Edit,
d. 7E Allow active scripting XFHEAR , WAL TIRE , AF%EE OK :

« %% Enabled #i%i%4.
« 7£ Options T , ¥ Allow active scripting I8 & Enable.
4. BFRABHER, BRITUTER :
a. EHAXMEBIES  SMBIEME , %F Group Policy Objects” , TFF SSO REEH LT3
(B2 T X8 , RFEFE Edit,

b. EXREEHH , M EF Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone.,

c. ¥ Intranet Zone %|& ™ , TF Logon options I E R (B ¥ H) F& | & Edit,
d. 7E Logon options X iFEAF , AL TIRE , AEEE OK :

« 1%&3% Enabled #i%&3%4H,

 7£ Options T , ¥ Logon options % &} Automatic logon only in Intranet zone,
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a. HHAXMEEBEIER  SHIEHE , EFHRXER , FTFF IAM Identity Center KEEH £
TX (ARETG ) XE , RAREREE.

b. EXREEHH , M EF User Configuration > Preferences > Windows Settings.
c. 1 Windows Settings FIZ& ™ , 3TFF Registry B9 E T3 (A2 F) FE 8 HiEE New registry

item,

d. 7 New Registry Properties XiEEH , AL TIRE , AFEE OK :

BE
Update
Hive
HKEY_CURRENT_USER
R
Software\Microsoft\Windows\CurrentVersion\Internet Settings
Value name
EnableNegotiate
EXE
REG_DWORD

Value data

1
6. HH Group Policy Management Editor & AT , XHZE D,
7. BERTUTSRGHMEB D ESENSE -

a. EHRHREENMD , THFEWEN LT (FRET) X8 , AFIER Link an Existing GPO,
b. HEHAFRHEIIRIIERS , & IAM Identity Center FHE | REIERBRHEE,

REFRRXEFF R ENT - ARBEF 2F , ARETRAFBEREN
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Firefox BV 8 R & Kk

E{F Mozilla £ Firefox M R/ AUZ IR [LEFT , EFUHE URL (i
https://<alias>.awsapps.com ) RMEEATERIEFNALFHIEQIFIRD, XAUFIHHNIT , 2T
DAERMA B3 #1T,

E&

- BRBEXNFIEH

- BRBEXNEIEH

BREXNFIHERN
B Firefox FEE URL FaRMEILFHIIERIIRF , FEFFRITENLMITU TSR,
£ Firefox 15 R URL FEIRMEIZF #vE R 5IR

1. 3T7FF Firefox , AREFTFF about:config WH.

2. 3TFF network.negotiate-auth.trusted-uris Ei&M , REFIHE URL FRNEI R 5|xK
F, FRAES () 2REZ1N%E.

BREXNBIIERMR

EREEER , AIAERAMAEMSE LN ITTEY LS5 R URL 7R INE Firefox
network.negotiate-auth.trusted-uris AP E%EM. BXEZEL , iE5%E https:/
support.mozilla.org/en-US/questions/939037,

I S5% EC2 261N AYREY Simple AD Y5 3%

Amazon EC2 KBIBzfE , BRI LU ZSKHIZLEMA LN ES B X, BXELER , B5H F
I 53k EC2 Windows SEAI N A #REIAmazon$EE i3k AD JEzN B Fo. BEREAERA A Amazon
Systems Managerut omation E#MAmazon Directory Servicei®#l A& B3h EC2 EHIHHEMA
Active Directory 13,

MBLEEF G EC2 SEHIMNAIER Active Directory 18 , M AREMAMHXIFMLZ AR FWHF
HZEH , AEFZ=HIAZE,

BB EEEIXESS , KAEAMNFTEZENMEIKEN IP EE, EASHIBERT , XERE
BRI M XEREE VPC , FEXRBIEFLE IP it

FRBIIA B K85 E 7 1.0 501
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£

« I S# EC2 Windows SEAINAYREY Simple AD J&Ez) B
« % Amazon EC2 Linux SEfI N A#R#Y Simple AD J&3 B 3%

« ZjR Simple AD K B FZ AR PR

- 3 Simple AD £ DHCP &I &

FIL B # EC2 Windows SE4INAYREY Simple AD 5&z) B &

BAI LB L S # EC2 WindowsSE 6l HFE A F Simple AD, & , B LAF A EC2
Windows 3£ 0 A &l Simple AD

Seamlessly join an EC2 Windows
ETEMAEE EC2 k6l , BEEFTHIUATRE
TRFH

- #§8 Simple AD, ETHEZEE , EZH 4|2 Simple AD,
o BEELT IAM XBEFBEFLLE M A EC2WindowsEH :
« BEBELT IAM X PREY IAM LB ER B 34 -

* AmazonSSMManagedInstanceCore

* AmazonSSMDirectoryServiceAccess
- F4&A Simple AD WAFEE EC2 LT IAM &R :
« Amazon Directory ServicetX R :
* "ds:DescribeDirectories"
* "ds:CreateComputer"
 Amazon VPC R :
» "ec2:DescribeVpcs"
* "ec2:DescribeSubnets"
* "ec2:DescribeNetworkInterfaces"
* "ec2:CreateNetworkInterface"
* "ec2:AttachNetworkInterface"
- EC2 PR :

« "ec2:DescribeInstances"
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» "ec2:DescribeImages"
+ "ec2:DescribeInstanceTypes"
 "ec2:RunInstances"
» "ec2:CreateTags"
« Amazon Systems ManagerfXfR :
* "ssm:DescribeInstanceInformation"
* "ssm:SendCommand"
* "ssm:GetCommandInvocation"

 "ssm:CreateBatchAssociation"

28/2 Simple AD B , 2812 — NMNEEABSHEANNEZLA, ETHERAXEANSKANES
E£8 , BESABE Simple AD 8IEHNHNE., EFLLEMA EC2 Windows3k4l , BB 6I#Y VPC R A
5 Simple AD Z2 A M A B IEH N A AT Iw O MEE.

mﬁm%zﬁuw&xtm , AR FEATTANLIRE, WREMBESE HTTPS (wO
443 ) FIEL T A

i R At
ec2messages. region.amazonaw FASEEERRSUENB RaERE
s.com BXEZER , iS5 Amazon Systems

Manager £ i T SUF R

SSm.region.amazonaws.com Y £ 5% T Amazon Systems Manager
Session Manager. BEXEZEE , H5H
Amazon Systems Manager £ ,\“%ﬂ PR
i,

ssmmessages. region.amazonaw FASEEERRSUENB R ERE

s.com EXEZER , S Amazon Systems

Manager & i1 KA FRE,

ds.region.amazonaws.com E’J”{iﬁ’ﬁﬂﬁ,\“Amazon Directory Service, &

XEZEE |, BSH WX o] B Amazon

Directory Service,
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- BIUEMBEB RN Simple AD &K DNS fRS538. BRI , A6/ DHCP UL, B

599 Simple AD #2 DHCP UK T REZE R,

« WMRIEFTGIZE DHCP T , N DNS RS 2-FF R &AM , HFH Simple AD #1TEE.

o &~ 0N

10.

B FAmazon Web Services BRI & HITHF Amazon EC2 ###|& , Mk Hhttps:/
console.aws.amazon.com/ec2/.

ESmEd | EBEE5ME H FAmazon Web Services XiBiHEIH B .
EEC2 # 4 ERMB=FIZ D |, EBBIEH,
ERFRFITTHMNBMIIREIRDT , @ ALERT Windows EC2 K4HIH & Fo

(A ) EF RMEMARE” UM — MRS MREREXN | AR, REZEH I EC2 3%
By 75 R A BR

ENAREFNREREMREG ( Amazon HERME ) 3o , EREATEK P EE Windows, &
AT LA MAmazon HlagMR& ( AMI ) THRISIRHE X Windows Amazon HlLERBRE ( AMI ) .

FERBIREE D , ANRBIRE TSI RFEREFEHKRGIRE,
HEEZAX (2R ) &2 , EULERIERFRAN , INABTEAXN PR ITEE,

a. EQEFNEAN , BEEMERBHX
b. WABEAXNNEN , RENBAX KRB MR AR IERE — MR

c. ZELAE OpenSSH —EFEAMNEXRFRLE |, H1&EFE pem, ELLAE PUTTY —E2FEH
RN REFALR |, HIER ppko

d. EEBIEZHAN,
e. BHNRBLBEITHRBERAXXM. FLEBANHRFERENE.

/A Important
XRERELERAXFNE—N2.

HEEHXRGITENNERERD T , EERKE. M VPC - BFTHIIRFERER FHN
VPC,

MFRTHRFIRFIERE VPC R EF —MABFN, ERENFRATOFFEINERREEREE B
FEBRMMx, BURTEZREEZTRHM.

BRIMAEZIEBRMNNINESER , 50 (Amazon VPC A 1ER) PRI A B BRI X
FEEFEBRMN,
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11. EAFTELEIPT , EBEEA.

BXAEARE P it NESEL | BSHI D% EC2 A SETiTD# EC2 24l 1P #
it

12. FPBHRE (R4 ) RE , BAUEARNRERRITERUARENER,
13. ¥TEREFMIRE , B AEAMARETHETERFRZEHFER.
14. RESRFAEEEHD , NEMA B FTAIRAPIEEENE,

o

® Note
EREMABRRE , BAgE2EFD

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 BaESRFIHEERNEMNIE SSM X4 |, NS HILEIR, BRI

MATL T REZ — -

« MREBZAHFET SSM XHAEH ERUFETH , HRBEXAHMERT EC2 £
Bl |, TEFER,

o GEFRTELACMERIIE SSM A EEEELUMIBR SSM X #Y, XA CIRTSERE
MR SSM X 1%, SSM XiHFERF3) EC2 et B3 6,

15. X3 F IAM EHIEE X H |, BRI LUEFRIER IAM SEHIEE X4 RAIEHH 1AM ZHIE E X
. M IAM SEAIEL B 34 T HL 51 5k ik — N SSMDirectoryServiceAccessHf B Ama zon
SSMManaged InstanceCore 1 Amazon Amazon & REH IAM EHIEE X, ERIEHH
IAM BEE X # | HEFQIBIH IAM BB X451 , ARWMITUTRAE !

1. ERCEBAE,
2. BIEBRZEENRAT , &F Amazon RS-
3. £ Use case ( EAZEHBI ) T , &#&F EC2,

4. T£ “NININPR” THIRBES|R S | i£F Amazon SSMManaged InstanceCore 1 Ama zon
SSMDirectory ServiceAccess BUR, B REHREA SSM UUFIEIIR, EET—F,
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® Note

Amazon SSMDirectory ServiceAccess AL SEHIMA B EERES) B R
BRAmazon Directory Service, Amazon SSMManaged InstanceCore 12
ZAmazon Systems ManagerfRSFIEN RENRE. BXAUIEEFX LN RN A
BHEZELE , UREBTLUIES IAM AN EHMNRFRENER , BSH

{Amazon Systems Manager A #§/) HRIN Systems Manager @7 IAM SE4]
&

HEWN, ERNGERNEL AASCEN. EFE2RULACERMINEISK EC241,
( ALk ) B EHERFERFRE IAM KHIEE 4R,
EEGEAE,

BREFEEZPIRE |, %EF IAM EEIBREXHZ DR RIFER. LA9E IAM SO B X4 R
ERE IAM RO EXH TRIIRFP, EEFHNEENH  HRRERERIAE.

16. ER B,

© N o O

Manually join an EC2 Windows

ENIMAE Amazon EC2 Windows EHIF N A Z| Simple AD 5E3I B & , XAERAFEENSHE
N 1ZE BT S EC2 Windows SEHI N AYREY Simple AD 5&3) B %,

&R R E Simple AD DNS BRSS8:RY IP dak, WSS WTUAE R FIRS > B > BRI B 5 ID g5
> BREAGEEURNEERE THIE,
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Directory Service X Directory Service > Directories » d-1234567890

d-1234567890

¥ Active Directory

Directories shared with me Directory details

¥ Cloud Directory

) . Directory type Directory DNS name
Directories
Microsoft AD corp.example.com
Schemas
Edition Directory NetBIOS name
Standard corp
Operating system version Directory administration EC2 instance(s)

Windows Server 2019

Networking & security Scale & share Application r

Networking details

VPC Subnets

Availability zones

us-east-2a DNS address
us-east-2b 192.0.2.1
198.51.100.1

FF Windows 340 Simple AD Active Directory

1. FERAEMZEEEEEFIRIEZEDSE6,
2. TESEHI EITFF TCP/ IPV4 BT iEE.

a. ¥TFF Network Connections.

® Tip
BRI ATE SR EMNS SR REFESITU TS , EEFTFF Network Connections.

%SystemRoot%\system32\control.exe ncpa.cpl

b. IFAEMAEEAMZEEN TR (GRED) , RFERF Properties,
c. TEEEEMIFEES , ITF XE) Internet Protocol Version 4,

3. EFMFEALLT DNS fRSSEatbut |, fFEH%& DNS fRFSesbut #12& F DNS RS esitb it Bk
Simple AD 2% DNS BRS317 IP bt , RFEFEE,
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Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: ‘ | . . . ‘

Alternate DNS server: ‘ . . . ‘

[ ] validate settings upon exit .

4. FTFFEBIRY System Properties JHEAE , 1%£#F Computer Name &I+ , AR/F%# Change,

® Tip
B ERG EMNG SR RFETU TS , T System Properties X iE4E.

%SystemRoot%\system32\control.exe sysdm.cpl

5. ERRFERH , %1 , # A Simple AD Active Directory I £REB T , REEREREBE,

6. HRERTHASEERMNBMNZRNN , AERTHMATRNKSNAFBEMEDL, X
ZRXENRNWESZER , FSHRZEIR Simple AD B B FIANER.

@ Note

ALl AT L RENITAD NetBIOS B# , FBIRERFML (\) , AERAFRE. A
FF &R Administrator, 5121 , corp.example.com\administrator = coxp
\administratoxr,
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7. WEREMABKESEZE , ENEHSSOIEEREN.

MAELHIE A Simple AD Active Directory 5 , B A/ LUIERREFIZEHIHLEXLHATERXREER
F, SRMAFFA, Active Directory EETERATOEAFRMNEA. EXEZEE , BZH L
#3EH T Simple AD B Active Directory 2 T B,

£ Amazon EC2 Linux =4I A¥REY Simple AD 5&31 B %

YR LAER B S# EC2 Linux SEHIFFE M ALRE Simple AD Amazon Web Services & X212
Ao, RUATLLFESNEF EC2 Linux SEHIINAREY Simple AD,

LT Linux 3249 &M AR S -

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 i x86 )

« Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

 SUSE Linux ) AR %588 15 SP1

@ Note
Ubuntu 14 # Red Hat Enterprise Linux 7 1 8 Z BIM & TR X F 48 = tn A Thee.

N EC2 Linux SEBIEY A B % -
« 3§ Amazon EC2 Linux SEIFT 48N AYREY Simple AD J&E31 B &
« F30¥ Amazon EC2 Linux SEHIIIAYREY Simple AD &1 B &

£ Amazon EC2 Linux 261742 N A¥REY Simple AD &35 B &
I RF Amazon EC2 Linux K5I o4& 3E # 288 Simple AD 5&3h B %o

LT Linux 3249 & MR AR S -
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« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 fi x86 )

« Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

« SUSE Linux ) fR 588 15 SP1

® Note
Ubuntu 14 1 Red Hat Enterprise Linux 7 1 8 Z &I X 1THRF XT8N A Thik,

FRZMH
BREETUATHNERE , TeREBSHITLEMA Linux K4,
R TTHE A A RS K

&AL Linux ITTEALTTEE M A Simple AD . EITIIRE , L4 E - ERGIRITENIKS
RERNAFKSE , TR iTENMAE,. RESEEARNEMBANKR JEEZBHNRFITENMA
B, BRMNFRUEALAG. FHRESKEK , RINBWEERESRITENINAESRERIENRA MR
S o

BRIMALEHZERRBBS K ZRENRACIBITENKVES |, BSH @8RS K- Z)
R

IR Z A S B AR S K

& 7] LLfE F§ Amazon Secrets ManagerZ# 8B RS K. BXEZEER |, 55 M 6/ZEAmazon Secrets
Manager#4i.

® Note

Secrets Manager &= %% A, BXEFZELR , H5H (Amazon Secrets Manager User
Guide) ®H Pricingo
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https://docs.amazonaws.cn//secretsmanager/latest/userguide/create_secret.html
https://docs.amazonaws.cn//secretsmanager/latest/userguide/create_secret.html
https://docs.amazonaws.cn//secretsmanager/latest/userguide/intro.html#asm_pricing
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BIEBAHFHBERS K ES

1. B FAmazon Web Services B2 H| & H$TFFAmazon Secrets ManageriZ#l& , Mt Fhttps://
console.aws.amazon.com/secretsmanager/o

2. “EERTFHHEHA.
3. 7 Store anew secret ( FEMZ4E ) WEH L , HITUATRE !

a. EFHEET 6 L£RHMOZFHARB,
b. ERMEXNT , ITUTIRE
i. HEE—NED , #HiA awsSeamlessDomainUsername, EE—{TH T —MES , WA
TBREKFHEAF G, flt , MRE B AT 1Z PowerShell i85 , MRS K BT

HawsSeamlessDomain,

® Note

WML IRBELEH A awsSeamlessDomainUsername. R EIGHE&EEMA
=, BN, SR KK,
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i85 Services ‘ Q Search B & ® & onhovw

AWS Secrets Manager D> Secrets » Store a new secret

Step 1

Choose secret type

Choose secret type

EEpa Secret type info

Configure secret

Step 3 - optional (O Credentials for Amazon RDS (O Credentials for Amazon (O Credentials for Amazon
Configure rotation database DocumentDB database Redshift cluster

Hzp O Credentials for other O Other type of secret

Review database API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
[ awsSeamlessDomainUsername ] ‘
+ Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create

aws/secretsmanager v ‘ ‘ c ‘
Add new key [4

Cancel Next

i.  EBARMT
ii. TEFITHE—MEPH# A awsSeamlessDomainPassword, EE—TH T —MEH |
i ARSIk 3 88,

(® Note

HRTEERBEEM A awsSeamlessDomainPassword., R EIGE&EEM
. BN, FHinAS KK,

iv. ENBRZAT , REMRIAE aws/secretsmanager, EFULIETAS | Amazon Secrets
Manager IR X B TN, SR SLUERESLENZER.

V. iﬁ;%jt—*ﬁo

4, TE“BHEIBH T , FRAUTERAAZESEHNE R ID WEHPERIN , d-xxxxxxxxxBiRAENE
x D :
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aws/directory-services/d-xxxxxxxxx/seamless-domain-join

XRATRRNARFPHFH,

@ Note

& Maws/directory-services/d-xxxxxxxxx/seamless-domain-joinE £ 1%
FEEBA , BEd-xxxxxxxxxxFAEHWE F ID &k, BRIGEXEE®E, N, 3m
N T

Services [o}

AWS Secrets Manager » Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

S Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

Fiod Secret name must contain only alphanumeric characters and the characters /_+=.@-
ep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters,

Tags - optional

No tags associated with the secret.

[haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge.

Cancel Previous Next
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5. NHEMAEANBHRENERIAME , RAREET—F,
6. EEEERRT  EFEABIRR , RAFERT -5,

FRLEERSAR  BUANHERARR,

7. BFRE , AREEREMELUREEN, Secrets Manager 2 & A [IREEKF HHZAIER , HE
HRPUESTEFNESR,

8. MIIRFPEREHEBNZARY , FICTHEA ARN B, BFEEET —HIHPERAZBR.
HBERS K B4R B AR

BINEWEEHRRBANLERZERR.

HBIRS K B4R B AR

- 1&B (Amazon Secrets Managerfl F1#E/) #J9Amazon Secrets ManagerZ AR & B a1 B ik H
(Y 5 B AT IR AE

FNFLES5, £H (Amazon Secrets Manager A F15F) VR IEIEIR Microsoft Active
Directory &ilf,

mEFEHE , 2 (Amazon Secrets Manager P #E/) HHIAmazon Secrets Manager¥ # 58
ERRE

BIZFTE IAM policy M A

FAUTERZGLSROUEZBENEKR , ZKREA X B Secrets Manager T MA R ( B2
BIBIERA ) BT RIFZEE , HEIEFH Linux EC2 DomainJoin IAM A€,

B2 Secrets Manager IAM 152HUK #&
AT LAERA 1AM 25 A R REL |, | TFX Secrets Manager Z 431 R L5 AR
B2 Secrets Manager IAM 152HUK #&

1. LAENGIE IAM FrH AP Amazon Web Services BB 4|5 592 F, REELITIF IAM 2

# & https://console.aws.amazon.com/iam/.
2. ESMERTHNIHREERT , EEFRE,
3. ERAIERR,
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4. & JSON LI+ , REEHILLT JSON REEXEFHIXA, REFEMWEE JSON XARER,

® Note
RS XE AR R ARN 2Ry 82 51 62 19 240 Y SRR X R B R ARN.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-

services/d-xxxxxxxxx/seamless-domain-join"

]
}

}

5. A, BBET—F, RERIIEFFREEMEEE R AXESEFEE , BSHARIE IAM

policy,
6. EREFMAEL , MA—TEBEH , 0 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read,
EERENY , LEFLNRERFHONR, RRCERE K REER. RERKIRPHERH

Rig , FEMECHEZFHNE S G H.

(@ Note
BMNBYEN BN BHLE R, XEMITUBRRIFIREHRMENNEZER , AEXHZ

B REERE.

#1% Linux EC2 DomainJoin &

BRI LAERA IAM #2515 212 B T A LR Linux EC2 SRAINEE N AR,

0N
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#% Linux EC2 DomainJoin &

1.

o & 0N

LAER A2 IAM KrEHY B FF Amazon Web Services B2 4|4 B & F., REELITH IAM #
#| & https://console.aws.amazon.com/iam/.

ESMERTNHREET K EAE,
EARERTD K ERtIRAG,
FERZEERENRET |, & Amazon Bk
AT, EEEC2, RRERE T,

Q se [Alt+S]

Select trusted entity .

Trusted entity type

X T IEILREE , MATEA TR

a. %A AmazonSSMManagedInstanceCore., AFERIIRFIZINAE W EEIE,
b. #%i A AmazonSSMDirectoryServiceAccess., REERIIRFZINAE W EEIE,

c. HA SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read ( R&EE L —SEHCIENKIES
M) o AREIERIIKRFPIZIENEIEE,

AT LESIHN=ANRERE  ERRAG,

Q

(® Note

Amazon SSMDirectory ServiceAccess = ALIF L5 A HEE M ED) B R BRAmMazon
Directory Service, Amazon SSMManaged InstanceCore 12 i iZAmazon Systems
ManagerfR S AT EHN R IENR. EXCIEBZEAXENRNACHNESEFER , UREAN
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DELA 1AM B BN EMNRFKEEMNES , B5H (Amazon Systems Manager F F 5
) HHR Systems Manager £12 IAM SEHIELE X 4.

7. EAGEMFERY , MAFAGNEN , W0 LinuxEC2DomainJoin HEEX K H L& .
8. (Wik)XFAGHER 6 EFmARRK,

9. (W& ) EDR 3 HRNRZETRBRNNFIRZLURINIFRE ., REREXNATAHLR, RERSEZFLT
AN RENR,

10. EECEAG,

FF Linux EHIF 48N A Simple AD Active Directory
T A Linux =4

1. E3FKAmazon Web Services EE#ZHI & HFTFF Amazon EC2 ##I& , Mk R https:/
console.aws.amazon.com/ec2/,

MEREN X EREEF | &R EI A B FAmazon Web Services XIEHEIH B F.
FEEC2 ZBHERNBEEHE 2 |, EFEB3EH,
ERIZHINENBHMREILDT , MABERT Linux EC2 RHIKNE .

( Wik ) R RMEMIRL URIN— MRS MRERBEN |, AR, RESIEEI EC2 68
T RIAR

6. ENARFMRERZHE (Amazon HEME ) o H , EFEBEFZHH Linux AMI,

o ~ @b

® Note

FEAK AMI 2712 Amazon Systems Manager ( SSM K32 ) MR4s 2.3.1644.0 E SR
X, EBBIMNIZ AMI BEEHIKRKE AMI HE LK SSM Agent BRA |, 5SS FIRELE HI
Z4#H) SSM Agent Wi, MMBREBEEFL SSM RE |, FHSHE Linux EC2 £l E& %
MEE SSM KE,

SSM £ Linux 3£ A Active Directory A4/ aws :domainJoin . Zi@HH
Linux 32689 =B E RN EC2 AMAZ-XXXXXXX &= . B aws:domainJoin EZ
8 , 2@ (Amazon Systems Manager FiF#8R) HH Amazon Systems Manager
WENERESE.

7. HEXRBIREIS , NROIRBETHIIRPIEFEEZERAIEHIRE,
8. HEFHAN (BF) H7 , BAULERFRRFZAX , INIABBRHAN PHTIER, ZEIRFMHER
X, FERMERZAN. HARANNER , RENBAXNRENMALA AR RIEERE — MR
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https://console.amazonaws.cn/ec2/
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ELT 5 OpenSSH —EANENARELH , HIEF pem. BUAE PUTTY —EERANERR
4R | HIERR ppk. EEBIREZAX . EHNRKBLEI THREEAXXM. HREBRHAXHR
FEZEVE,

/A Important
X REREFLEBANMGE—H2,

0. ERPEARENMARESS T , BHEHE. N VPC - KETHIIREBEOIRE KM VPC,

10. MFMTFHIIRFILE VPC PHEHP—MAET M, BHEHTFRAGHE R B BB 0T E
BMM%, UG HTRIEEDRA,
BXMMEEHERMMANESES , 580 (Amazon VPC AR PR EHMMX
ERE BN,

1. EEHHEAE P T, BBERA.

BXONENIE Pt ESELR , BSRILE# EC2 AFERHP I S# EC2 3544 IP #hil,
12. HFBHAE (R2E ) RE , FUUEARARER#HTEUURRENER,
13. NFEBEFHIRE  CUUEARNREIH#TEUAFRENER,
14, RRBREFMERRS , NEIABFTRIIRHEZENE,

® Note
EREMABRE , BAgE2EF

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 BHBFIRFHEEZT/HEMNIAE SSM X , MBIt EIR, BT

UT#®REZ2—

- MRFBZEREN SSM XA EEMRFETH , BERBRAHMEZS) EC2 K4 ,
AT E K,

o GEFRTELAMERIIE SSM XA EEEE LUMIBR SSM XA, XFFAVFRIERTE EBEMEN
SSM X 1%, SSM X ERF3) EC2 Lflrt B I,
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15. XFF IAM EHIBE X |, BEBRBZHELERFZHFEBDEE 2 : 812 Linux EC2 DomainJoin B
FHIER IAM Af,

16. ER B3I,

® Note

WMREEMF A SUSE Linux HTERLEEMA , NEEEFHZHFEHRITEMRIUE. EM Linux
LIS E R SUSE , % A sudo reboot,

F 25 Amazon EC2 Linux SZHIMNIAYREY Simple AD 5&3) B %

BRT YL S EC2 Windows KB4\ |, fRIE T LU FE LD 5% EC2 Linux SEHINAYREY Simple AD Active
Directory, X#ELT Linux 3542 & RFARA :

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 i x86 )

* Amazon Linux 2023 AMI

« Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS A Ubuntu Server 16.04 LTS

+ CentOS 7 x86-64

 SUSE Linux ) iR %588 15 SP1

(® Note
HAth Linux 2 RIRFRAATRER ERIZIT , ERETM .

FRFZM
RS IRER S Amazon EC2 Linux 34|48 N AYREY Simple AD J&Ez) B F RISENETRBIEH , R

J& = BERF Amazon Linux, CentOS. Red Hat = Ubuntu =N A B .
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/A Important

UTRESBEWNRREBNIT , TRLKESNGITETRRFIATA. Bt , BA1EBABRWIERT
X LT TR 2 BIX K5 6 2 & A SRR R

FF Linux =40 A B F
FRAUTERF2—X43E Linux E6IITSR :

Amazon Linux

1. EHEM SSH B miEZEIEH1,

2. ¥ Linux SEHIE & H # A Amazon Directory Servicei2t#9 DNS RS- 83#9 DNS BREE5 IP it
Hh, ATBAEEEMINEl VPC B9 DHCP #IEH#HTIRE , IRBNEESEH LFHZE , KRNIT
WiRE, MRERFHIRE , BFSHAmazonENRF LR INANEES DNS RE =0 EBATAE
Amazon EC2 3£l | BUIRERE R NIEHHEE Linux KITARFMRARIRE KX DNS FRE WIS,

3. ¥4 64 {2 Amazon Linux S & RS

sudo yum -y update

4. £ Linux 32| E 2 ZEFrER Amazon Linux 342,

@ Note
He-LEREFamgiiE,
REEFEN  TRKBEH/INMRERERS. BRUUARXEREPHNFRRENE
Ho

Amazon Linux

sudo yum install samba-common-tools realmd oddjob oddjob-mkhomedir sssd adcli
krb5-workstation
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® Note

BEXRBELFEHAMNITDE Linux lRASHEBRY , SR Z# Linux 3£4] EC2 A8+
AR B B Linux SR &

5. FEAU T o SRSEHIIA B Fo
sudo realm join -U join_account@EXAMPLE.COM example.com --verbose

join_account@EXAMPLE.COM

example.comBH EBFHMANRIK, . E£HIMNBREBAKSHZE, BXTEIXLN
BRIEZELR , 373 Amazon Managed Microsoft AD &k B i AR,

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

6. I E SSH IRF U A GFH 1T F B RIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁﬁ SSH HE%O

sudo systemctl restart sshd.service

HE

sudo service sshd restart
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7. EFRHRFlzE , EHEM SSH HEFRIHERESE , AEEIRITUATSREEHEERARNM
2| sudoers 3% :

a. FRALUTHESITH sudoers 4 :

sudo visudo

b. MU THARNME sudoers XHHEBHREFIZMH.

## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

( A ERBIfE A “\<space>"F B Linux ZH{F A, )

CentOS

1. EHEM SSH B IimiEZEEIZ 61,

2. ¥ Linux SEHIE & J # FH Amazon Directory Servicei2t#9 DNS ARZ-83#9 DNS BRESE5 IP i
tt, ATLUEEEMIINE] VPC B9 DHCP MEIMEHH#HTIRE , A 2BIEXH EFHRE |, KNTT
WiRE, MRERBFHIRE , S HAmazonENRF LR INANEEAS DNS [RE =0 EBATAE
Amazon EC2 4 |, IIRERE X N IEHEEE Linux KITHRFARAIEE K A DNS RS 25098,

3. R CentOS 7 B HZFIRS-

sudo yum -y update

4. 7£ Linux 3£l E Z&FIE CentOS 7 #i+3,

(® Note
Hp-EEFEARERE,
ZERREFEN  TRKBH/INMRERERS. BRUUARXEREPINFRRENE

Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. FEAL T SREHMA R Fo
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sudo realm join -U join_account@example.com example.com --verbose

join_account@example.com

example.comBH EBFHMANRHKS . F£HINBREBAKSHZE, BXTRIXLN
BRINEZELR , 373 Amazon Managed Microsoft AD Z ik B i AR,

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

6. I E SSH IRF U A GFH 1T F B RIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁfﬂ] SSH HE%O

sudo systemctl restart sshd.service
HE

sudo service sshd restart

7. EFRHRFlzE , EAEM SSH BEFRIHERESEIE , AEEIRITUATSREEHEERARNM
2| sudoers 3% :

a. FRAUTHSITI sudoers X4 :

sudo visudo

b. FLLTHAERME sudoers XHENEZBHREFZH,
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## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

( BA ERBIfE A “\<space>"FE K Linux ZEHEERF, )

Red hat

1. EAET SSH & F imiEEEI= 61,

2. ¥ Linux £ & 9 £ FH Amazon Directory Servicei2 #9 DNS ARS525#9 DNS BRSSE5 IP i
e ATBUBNEMINE VPC By DHCP KR HTIRE , ARBIERF LFHgE , KNIT
WIRE, MBEBFIHRE , S PAmazon R PO AT EES DNS RG2S D EATE
Amazon EC2 3£ , LIREVE R BB E Linux ZITARFIMRAIZE KX DNS RS EEHIER.

3. #1% Red Hat - 64 I S20I 8 HEFIRS,

sudo yum -y update

4. 1 Linux 35| E Z3%FrER Red Hat BFE.

(® Note
Hp-LEFIAEERE.
ZERFON , THLABIANRHEERE, EXTUEXLERBTFNTRRENZ
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. AT =REBIMA B Fo

sudo realm join -v -U join_account example.com --install=/
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join_account

wHhEHexample. comF i AR EY Mk F BIAMAccountB& #r, 1 HHE 12 /R B 4 A K P B 27
B, BXERAXENRNEZEES , HSHE A Amazon Managed Microsoft AD ZiREH FZMA
R

example.com

B ZHY5T2RE DNS B#5.

* Successfully enrolled machine in realm
6. IR E SSH IRFUAFH ITH F B RIL,
a. EXARmEEFFITIF /etc/ssh/sshd_config X4,
sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication i®E&ER yes,

PasswordAuthentication yes

c. E¥E3) SSH RS

sudo systemctl restart sshd.service
WmE -

sudo service sshd restart

7. EFRHRPFlzE , EAEM SSH HERIHEESITE , AFEIRITUA TS REEHEERARNM
2| sudoers 5% :

a. FRALUTHSITH sudoers 4 :

sudo visudo

b. U TARFME sudoers XA EIHRF X

## Add the "Domain Admins" group from the example.com domain.

%Domain\_ Adminseexample.com ALL=(ALL:ALL) ALL
A Linux SE41 MRS 1.0 525




Amazon Directory Service EEEmR

( JA ERBIfE A “\<space>"FL B Linux ZZHF R, )

Ubuntu

1. EH{EM SSH B IimiEEEIE 61,

2. ¥ Linux S£4i &t & 79 £ | Amazon Directory Servicei2 £# DNS FRZ2589 DNS ARS8 IP b
th, ATLAEEEMI NZEl VPC B9 DHCP IEFH TIRE , IRBHESEH LFHZE , RNIT
WiRE, MRERFHIRE , HSHAmazonENRF OB INAFEEAS DNS RS =0 EBATAE
Amazon EC2 3£ , IREVE R N EHEE Linux ZITARFIMRAIZE KX DNS RS EEMIER,

3. BIRE/ Ubuntu - 64 LK HIR &FIRA.

sudo apt-get update
sudo apt-get -y upgrade

4. 7£ Linux 326l E Z&KFIER Ubuntu BF .

(® Note

R —ERFATHDRR.
RERFAN , THLBIANBHERRE, BETURXERERNTRREH
A,

sudo apt-get -y install sssd realmd krb5-user samba-common packagekit adcli

5. A& [ DNS @47 , HSEBIASIERE N EHIEA FQDN. Ubuntu SE45I7E DNS 400 af &
mfRAT , SUSFREFER., BN |, BAIE letc/krb5.conf FE A DNS , I TR -

sudo vi /etc/krb5.conf

[libdefaults]
default_realm = EXAMPLE.COM
rdns = false

6. FEAU TR SRERHMA B Fo
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sudo realm join -U join_account example.com --verbose

join_account@example.com

H BEHexample. comZn AR K bk P BIAMAccountB #ro £ BN IR R A5 A K P B9 2%
B, BEXZEAXENBRHEZEER , ESHE A Amazon Managed Microsoft AD Z )ik B 0 A
R

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

7. 1% E SSH RF U A GFH 1THE F B KIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁfﬂ] SSH HE%O

sudo systemctl restart sshd.service
HE

sudo service sshd restart

8. EFRIXPFlzE , EAEM SSH HEFIHEESIT , AEEIRITUATSREEHETERANRNM
2| sudoers 3% :

a. FRAUTHSITI sudoers X4 :

sudo visudo

b. FLLTHAERME sudoers XHENEZBHREFZH,
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## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

( A ERBIER \<space>"FEM Linux ZHRF /. )

® Note

£/ Simple AD B} , 218 7E Linux 24l EOIZAFPKFRER T BB EERERNER
HEED , WiZAFTTEER kpasswd BEXERHEZE, EEREREE , HEEAXE
A Active Directory EXE T EEH A~ Z18,

BT Linux SEHIEEK

EESE Linux SEHIEE Simple AD FHIKF | BAMEIFEH Linux 26| LS EER B XY , ITFFF
N

1. 1£ /.conf X5 krb5_use_kdcin fo iR BN False, etc/sssd/sssdf5lin :

[domain/example.com]
krb5_use_kdcinfo = False

2. EEEJF sssd RSBELEFBEAER -

$ sudo systemctl restart sssd.service
RNE , B BUER -

$ sudo service sssd start
3. MRBFET CentOS Linux SEHIEBAF |, B AMmE X /etc/smb.conf LLEFE -

[global]
workgroup = EXAMPLE.COM
realm = EXAMPLE.COM
netbios name = EXAMPLE
security = ads
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EEEmE

BR 5 7= 2 15 ]

H R BN # = TE Active Directory FEXH , AHBRIAERT , BRHPWNFIERAFBAIURRIZE

5, ATLATE sssd.conf FfE ad_access_filter AN A F 4 E A P & &3S, Fan :

ad_access_filter = (memberOf=cn=admins, ou=Testou,dc=example,dc=com)

memberOf

ERMERAFREEANRAR , T RTFAMNERSEH,

cn

MERRNRAARNBAEN. FIRGAH , BBNadmins,

ou

X2 TEWAMENALNLEN, FLHRFIF , OU BTestous
dc

XRENBHNEARSD . ERRBIF , example,
dc

XM A REB D FEAREIF |, coms

AR F NG ad_access_filter #xNZ /etc/sssd/sssd.conf.

ENAYREEIZHITFF /etc/sssd/sssd.conf 344,

sudo vi /etc/sssd/sssd.conf

MITHIREZfE , sssd.conf ATRESRLLTF T EIXEE ;

[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]
ad_domain = example.com
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krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d

access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

EEEF sssd REEEFBEER -

sudo systemctl restart sssd.service

NE , BHRALER

sudo service sssd restart

ID AR &Y

ATLUEE FRh 5 5E AT ID BRET |, BA4E4P UNIX/Linux A FP#RIREF (UID ) FAFRIRAF (GID ) UK
Windows # Active Directory Z2#riRAF (SID ) ERZBAMNE — KK, XLEHFENT :

1. £t
2. 7R

@ Note
Active Directory FHIEFR XA F MM HEEAURERERSEOR POSIX,

ShXAF SRR

Active Directory S} E bR & B i | thHi ( LDAP ) BREH Linux A R#E UID M GID, £ Active
Directory F , IREE T POSIX B , XEFRAFNEFHEZAFNEMSES !

« UID: Linux AF & ( /8 )
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« UDS : Linux AF ID& ( %)
- GID5 : Linux A ID & ( %)

4 Linux SEBIELE N £ A Active Directory 3ft# UID Ml GID , 57 sssd.conf XHFHIZE
ldap_id_mapping = False. #EiRELEZH , BFHEHIALE M Active Directory HEY A F FA 7 N
7 UID, UID &% GID &,

2R AT BR Y

R Active Directory }%¥ 8 POSIX T B®E , IEMRBEEFEFREFEE S MRS |, Linux ATELTE UID
M GID {E, Linux A A KME—ZE£PRRF ( SID ) REREF— 3,

EfRESHANAF ID S |, {57 sssd.conf X#HHi%E 1dap_id_mapping = Trueo
AR b

WMRIZE 1dap_id_mapping = False , BiT/E3) SSSD RF XM, LLEAMHERREN UIDs
X, BWESRM ID MEEHRN POSIX BEHY , M POSIX BHERN ID BREEtHIBR SSSD &
F. BX ID M5t 5 |dap_id_mapping ZHMNEZFMELR , S H Linux I8 H1THM sssd-ldap(8) F
M,

E#Z Linux SE4)

AP MR SSH B mEREEIEFIN , REQRETMIMNBARFE. AR TUXRA
username@example.com = EXAMPLE\username X AR &, WRFRLUFUTRE , E4&
BURTF &R Linux Z1THR :

Amazon Linux, Red Hat Enterprise Linux F CentOS Linux

login as: johndoeeexample.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
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- yast command for configuration management
Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/

Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admin@example.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

Z ik Simple AD B9 B &N AR
ENTENMAZBESR , FEEFITENMAZI B FBKF,
¥tF Simple AD , HIEBERANKAHEEEZENBEFITENMAREB F,

BERBERESNEK , NMEARRERMFEN&RIMRBRHIKS, ATIERRNMTEIERN Joiners AYFT
4, FEEERFITENMAZR B RrENRR.

EBAME S AR B FR A B %% Active Directory AP MitEHN MMC BB £ i itEN LTS
2, BEXMUGEE R BHER,

EZ T Simple AD FI I AR

1. FJFF Active Directory User and Computers H 7 St it R 211548
2. EAEMPSHME , 7T Users W ETXXE (GREDT) , 1£F New , RF%EE Group,
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3.

£ New Object - Group fEH , BALUTHA , AFERE OK,

« XfF Group name (4A&*5) , ¥ A Joiners.,

« XF Group scope , #%£# Global,

« XIF Group type , i&£#F Security,

ESMft | RBEHIEIR, M Action K# %R Delegate Controlo
£ Delegation of Control Wizard TTE £ , #%#F Next , R/F1EF Add,

1t Select Users, Computers, or Groups 9 , # A Joiners , AFiEE OK, MRKEZ/3
R, BFEBRLIEGEMN Joiners f, BT —%,

£ Tasks to Delegate TUE L , #%#® Create a custom task to delegate , #R/F%# Next,
1£3% Only the following objects in the folder , AF % Computer objects.

1%$% Create selected objects in this folder , A/51%£$% Delete selected objects in this folder, AE
ﬁj::%-lt_i"zo

Delegation of Control Wizard *
Active Directory Object Type ‘ﬁ_‘l
Indicate the scope of the task you want to delegate. HJI[J‘\ .

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder
{®) Crnly the following objects in the folder:

[] Site Settings objects ~
[] Sites Container objects

[] Subnet objects

[] Subnets Container ohjects

[ ] Trusted Domain objects

User objects o

Create selected objects in this folder
Delete selected objects in this folder

< Back Mead = Cancel Help

10. & Read # Write , R/F1%#F Next,
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Delegation of Control Wizard >
Select the pemissions you want to delegate. u’p)' X

Show these permissions:

General
Froperty-specific
[] Creation/deletion of specific child objects

Pemissions:

[ ] Full Contral h
Read

D Write

[] Create Al Child Objects

[] Delete Al Child Objects

[] Read Al Properties o

= Back Mext = Cancel Help

11. £ Completing the Delegation of Control Wizard I H ERIFEE , AFIEEE Finisho
12. FABRFEBYNE—AF , FFZAFPARME Joiners . AE , AFSE R HNBRAmMazon

Directory ServiceiE1## %% B &,
A Simple AD €2 DHCP £ &

AmazonZiLI& 7 Amazon Directory Service B k812 DHCP i£1& , #f DHCP I E 2 B4 EHN B
XPATER VPC, XfE1Z VPC R HVETEHIEB AT LAE @38 E 15 F DNS BRFZES AT Hig A

Bx DHCP tMEMEZER |, S Fhttps://docs.amazonaws.cn/vpc/latest/userguide/
VPC_DHCP_Options.html {Amazon VPC A {5R) ## DHCP &I,

7B % AIE DHCP 1£Im &

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,
2. HESMBEKD | % DHCP Options Sets , AAfFi%#¥ Create DHCP options sets
3. HEGIEDHCPEmM&ENH L , MABERKNIUTE:
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=L

TR RY AT IA AR
B

BXHNELRERBM , W corp.example.coms
H A RS

& AmazoniZ Ay B A7 DNS IREZ 2589 IP Hbit,

® Note

A LA¥: B Amazon Directory Service 2#H A SMEK , REBE X , AREREBHNE
X ID, N BX LMt

NTP AR5 8%

HtFEREZ,
NetBIOS & #1585

HtFEREZE,

NetBIOS i R H

FFHEEz=,
4. EFBIZE DHCP LT, ##Y DHCP I E & HIE LM DHCP &I YR,
5. 12T HH DHCP EIER ID (dopt-xxxxxxxx). EHATCFHHIETES VPC HxE,

E 5 VPC MxEkRY DHCP iz &,

& 0)2 DHCP iUk 2/ , BELEBBRX LRI, MREFE VPC EATRER DHCP it
W& , BLTOIBFNETE |, FRHEEEN VPC HXER, BEFIRE VPC , LHAREREMA
DHCP &%,

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. ESMBERKF , EFEWN VPCs,
3. %&#F VPC , RRMIRIEERRE. &E VPC RE.
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4. XF DHCP B , @ —METERILET DHCP RTE , RFEFERF.

EfAGTITERS VPC #HXEA DHCP EUIE , BZHUTAR !

» Amazon CLI: associate-dhcp-options

» Amazon Tools for Windows PowerShell: Register-EC2DhcpOption

Simple AD F &Y - FMHEEE

AP RRIEREEEN B RAIBINMAZKE, N THNAFEARTHIELNRFEEETH , NI LH
XENREATEMIYAF. URAFBHITRANEAR  BFZASBIITEANERE , 2B
BRI A L P R RV ER

E £ Amazon Directory Service B ZHEIZAFM4A , BL4FAFEHSLMA Amazon Directory Service
BRMNEESRA (kREAXME EC2) , A BEFENEREIBEAFNEANAFRER, BEFERE EC2 X%
5] %% Active Directory TE | BAMERINEE Active Directory AF Mt EHEER L T AP FA,
BXWAZE EC2 RHIMEZEMEBEIENESELR , BSH FILT# EC2 EHIMALRE Simple AD
5%

(® Note

APk 2903 B Kerberos i & @ KiE, XE2HAFKFHERINKE , BEFAMHTER,
BxliEBNEZER |, 55 Microsoft TechNet LB Preauthentication,

UTEENET At ZNEEAF~MNA,

£

- REFEHAT Simple AD #J Active Directory B2 T &
- BIZ Simple AD AF*

- HIE& Simple AD Af~

- Hi& Simple AD A%

« B2 Simple AD 4

¥ Simple AD B R mMEIH
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Z4$EA T Simple AD B Active Directory B2 T &

=M Amazon EC2 Windows Server Kl E I Active Directory , IEBEE XA E =% Active
Directory Domain Services #1 Active Directory Lightweight Directory Services T&, FRANTHERERE
EC2 Windows Server 326l E Z&RXETE,

TEIRFZAF
EF RIS RZE , ERRATRE

1. #|& Simple AD Active Directory, BXEZEE , 25 812 Simple AD,

2. Az EC2 Windows Server KB FE A Simple AD Active Directory, EC2 &
BIEEFALLTRERSIZA A . AmazonSSMManagedInstanceCore #
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Directory Service Data AP| &,

TBRBERAENR

RIFFIEERUERTRENAmazonKF, BRRY , RFEMEERN QEBTRNVERETHORIENE
ARG (RIKF, 1AM AP 1AM A6 ) WIKS . AmazonBA FRHIHER T ERN THERE

« WNRIEAE R K P B9 AR IK P UE B 8 B Amazon Directory Service® IR ( FIINBE % ) , W& Amazonlk
FPREZRBRNAEZE. Amazon

« WREEAmazonlk F I IAM AP H @iz AP &5 82 Amazon Directory Service BRI R |
NiZ A 7= 2 ] A6l Amazon Directory Service® iR, B2 , %A P& EH Amazonlik P B IX
LB R o

- MRIEIEAmMazonlk F ]2 B & 8 Amazon Directory Service BRINRH IAM &€ | NI{EIAE
BIREZ A EK A BT L8] Amazon Directory Service ®iR. ZA & FTE #Amazonlik FF i HiX L
Amazon Directory Service &R

EEX AR

RRREEAEW AL A BLERR, T —F N EENR KRR A AR,

BREERNER 7 1.0 555


https://docs.amazonaws.cn//directoryservice/latest/devguide/API_Operations.html
https://docs.amazonaws.cn//directoryservicedata/latest/DirectoryServiceDataAPIReference/Welcome.html

Amazon Directory Service EEEmR

@® Note
A IHE RN E R EA IAM Amazon Directory Service, X ETFIREE X IAM REHFA
BE. BXZTEN IAM X , BZH IAM AFEBFHMTLE IAM? . B3X IAM policy &%
MEANER , BSH IAM AF1ERE) $8 IAM JSON EBSE,

HEnZ IAM SR ERMAET S ONERE (1AM X8 ) | NSERARBEHIET RROEE,
Amazon Directory ServicefX X &HE T B HIKEE ( IAM KB ) 6

E3-
« ET 5K (1AM KB )
« ETRFENRRE

HET MR EKE (IAM KB )
BRI LA[E 1AM B DM INREE, fFlan |, BRI IT AT IRE -

- F@@ NEREEH MEEMK - ey AP BFA-IK - EE A T USSR E R P RBRE IR R B [ 1%
A F#&FtlZAmazon Directory Service’ &R ( 0% B 5 ) BIRER,

- BACKHIMNEER (FEFTEKSNE) - STLE IAM B NET S ONNERE , UWRTiE
ik = X PR o

BXER IAM ZERNEBHNESELR , BZH IAM AP EREPHHRNREE,

LT R R AP FRBRLUE T Describe AWM RE, XLIRES REXAmazon
Directory Service ®RIEER |, Hlan B FHMRE, FEFE , Resource TEFWBESF (*) XRRAGTFR
T F= #8 §9 7T /8 Amazon Directory Service &R {TIX L 45,

JSON

{
"Version":"2012-10-17",

"Statement":[

{
"Effect":"Allow",

"Action":"ds:Describe*",
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"Resource":"*"

BXNETEHNREEERSFERAWEZE S Amazon Directory Service , 588, FRETEMHHE
B (1AM 5K B% ) Amazon Directory ServiceBXAF., A, ABFNXRBHNESZER , BESH IAM AF1E
EPN SN (AR, 4FAe ),

ET R R

HAARSS ( 20 Amazon S3 ) X FE T HIRMNN R, Hl | S LU RIEMIINE S3 1768 ,
BB ZEFEEEAIHENPR, Amazon Directory Service T X E T RIR K,

BEERITER  BF. ®R. BRAERK

Xt F & fhAmazon Directory Service IR , ZIRFEENL T —4H API B1E, BXEZEER , HSH
Amazon Directory Service ®IRFIZE . BXAIA APl BENSIK , HSH B FRFEE

EFFiXLE AP BEMNER |, iAmazon Directory ServicelTE L — A [ ERIEh IS ENIRE, HEE
PATEI API RERTREZ ERIT S MRIERINIR,

UTRERWREITE :

o BRI ERREP , BALIER Amazon BIREF ( ARN ) FRIREK MM AR EIR. X FAmazon
Directory Service® IR , BIHLE IAM FBRPEABER (. BXEZELR , B3 Amazon
Directory Service &Rz E .

o BE - B AFERBRERBRERDEAFRIEL N EIRIRIE, HII0 , ds:DescribeDirectories
PR 24T Amazon Directory ServiceDescribeDirectories 4 A PR,

c R -FATEELHAFPBERBERENNER, TURATREL. MESFEEXNRT (AT )X
FORM T EIARBR , MRNIELFR, S EXNELNRIRNIGR , XETEERASTERRIZR
R, IEEHMERR T T IHRNENERT 2t

« FH EETHMHREE (IAMREE ) P, MMTRBHAFERAEE. ITETRRNRRE ,
B EEERESNRMARS, KA, RESHMEE (NEATETRFENER ) . Amazon
Directory Service N X E T H# RN K,

E T # 1AM policy EEMFHENESEL , H2H (AM AFIERE) F/ 1AM JSON EKSZ,
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B X ERFE Amazon Directory Service AP| #ERHEAN R RN TR , HZHAmazon Directory
ServiceAPI IR : #1E. BRRMZHSE.

EREPEESNF

LR TR |, AIE A U7 R R EEHE B RIEENE R EMAFRA. Fln , BT aEH LR VESR
ERMENA. BXEARBESEERMHNESEE , B30 (AM AFEmR) hHEKt.

ERTRY  BUUERATEXNEFEE, ZREHET Amazon Directory Service W& 4E. BR ,
A REEEMEA — LAmazon£ M B, HXAmazonZANTEIEK , ES00 IAM AFEREHH A
AL RZHEH.

Amazonfy 3T E K’ Amazon Directory Service

AmazonFE E K I B H A ZMEE NN KIEAmazon, AmazonFEE XM EENFZE N AGIRMEN
R, REETUFHEANAF, ANBEDTENR,

EFiEE , AmazonEE R AT 2N EN B EAFRFRIENBENIR , AR el THAEAMmazonE
FPEA. BINBESENRSETERARANE - EEAFRKH—DHDNR,

BT EERAMazonIEE R P E MW R, tRAmazonEFHAmazonIiEE R P E L HNIR , ME
HEEMZEMARBENATEERASHS (AP, ANEAR® )., AmazonRE WJREEB I API =
A BRSS BT LAfE A #TAmazon Web Services BREHY AP 2 /ERT E#HAmazonit & K B,

BXREZEE , BHZHRE (IAM AFERE) M Amazon FEE XK,

LUTETHERT HBETHAmazonFEE R B&Amazon Directory Service, #&A] BURFIX L 5% BE B 10 B 48 ik
FHROAF,

BREZEER , F5H (AM AFERE) M Amazon EEX K.

AmazoniT BB : AWSDirectoryServiceFullAccess

A LASF AWSDirectoryServiceFullAccess REEHIINE IAM 54, EEFIREHN SR ,
#S B AWSDirectoryServiceFullAccess {Amazonit B RIS E) ,

WERBRFEBENR , AFEFEATEHEFTEAmMazon Directory ServicelR1E, A X LRI E K
ALlBIE, BEEMNEE B R , 815 Simple AD, AD Connector Fl Managed Microsoft AD., Ith#43& A] LA
EEERHE, SEXRTNLERE, XK FEEEEXBRSMBREMSERMIZEAR,

RRFHRER

il
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ZRBEEE TR :

« ds : AFFEAKTLIEFTE Amazon Directory Service R 1E,

c ec2: A EHEBEBEMEEO, Z2EMNERE XIREFMEMN VPC &R,

¢ sns— AUERACBNEERT B RLRM SNS T , 432K FRSL “ DirectoryMonitoring FF 3k
N EH,

« iam: AWEMSIHH#ITE RRFREN IAM AG,

« organizations— AT ZEIEAEE Organi Amazon zations K B ZRSH enable/disable AR
A EA PR

Amazonft & KB : AWSDirectoryServiceReadOnlyAccess

B LA AWSDirectoryServiceReadOnlyAccess KREEHIMNZEl IAM &7, EEF R EEH 2 BN
BR , i§Z I AWSDirectoryServiceReadOnlyAccess {Amazon¥tBEXRMESE) ,

WERBERF RIENR , KA FESE Amazon Directory Service REIE R Hf Nt RBEH T T ERT
BRFIHBEEHTEAEH. HlWn , HEXLENENEZATUEEFEERFAEE. BEXIMIEER
B, BREERNE ZIBRIEE R, AERTUEFHEXH EC2 MERFEHNEH FXEKH SNS
TR,

RRFHRER
ZRBIEUATIR

o ds : AFHAFHITIRE B REEN RIERIE, XEBFEL Check, Describe, Get, List =
Verify FFik#9 API 81E,

- ec2— ATRAPHERMEZED, FRUK VPCs 5H FRRFSMHEREK,
- sns : AFAFSIEMKREAT B RKEMN SNS AT REMEXEL,
- organizations : AFAF#ERE B FRFMEXE Amazon Organizations i = F AR S5 15 B AL & .

Amazonit B KB : AWSDirectoryServiceDataFullAccess

& T LAKF AWSDirectoryServiceDataFullAccess REEHINZE IAM B0, BEEE I FH LN
BR , 2 BAWSDirectoryServiceDataFullAccess {Amazonit&E RIS E) ,

HWEREFEENR , LT FEMATLIE Directory Service Data 45, A XL BN EATTLUEE
EBERXPRIE. FHMMIER Active Directory AFFIH, ATV EBEAR R T , BRARZARF, ,
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DEMNITZENAFPMAEERRE, LR EATEEURRESNEE Active Directory R EE

=
o

KR FAE R
ZERBIEUTRR :

s . AT EMIEN Directory Service Data API 18] B R,

« ds-data : AFEET L1 EFTE Directory Service Data 124E , BIEBIE, FEHMMIBRA A,
EREARAREUREBREFENR,

Amazon EE A KR : AWSDirectoryServiceDataReadOnlyAccess

BT LA} AwSDirectoryServiceDataReadOnlyAccess RESHIINE] IAM 513, EEELLRIEHN
IR |, 5SS FEAWSDirectoryServiceDataReadOnlyAccess {Amazonit B RIS E) ,

HRERTRIENR , XFAFEENERTEE B XPH Active Directory TR, ittt RELHY 44T
EXRAF, ARARAREHTEMNER. Hl0 , HEXENRNEETUERAFRNEL, EFRFMA
EWEFAEREURIIHAR AR , BLERNE. EHIBBREME RZRIR,

RRFAE R
ZERBESATRR :

« ds : A EMET Directory Service Data API 157 B FEIE.

« ds-data : RAFAFHITIRE H RN REEN RIFERIE, XBFELDescribe, List = Search 7
sLEY AP 21k,

AWSDirectoryServiceServiceRolePolicy

IEAR T LU AWSDirectoryServiceServiceRolePolicy FREEHIINE] IAM & 15, Jﬂ:lﬂﬂﬂ] ES):
Mk A BRI K L1 Amazon Directory Service RRZHNITIRIE, EEFHRENWNIR , BSH
{Amazon HERKKSE) HH AWSDirectoryServiceServiceRolePolicy.

Lt SR BE 1R F BV X PR S i Amazon Directory ServicefEi2 & Active Directory SREH ISR ITE B REE
IR EIER. ZRSEAXENRERZETEHETRRTME, RITREMEN R PowerShell i 24 LA K Y
EMEZEREFES , MBRESNERESEENEIMREI G,

RRFHRER
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ZRBEEE TR :

« ssm— AVFIZRSE EA 1T 2525 &% PowerShell S HR RGBSR ITE R TR EMNITE,
c ec2— AT ZBRSHEARMERIR VPCs , flanFM, Z2EAFMMEED , URIEESEERE,
IAM 13 EAmazon® K #&HYAmazon Directory Service E#T

BEBIZRS BB ERIX LEE WK IAM FAmazonEEREAMIMN EFNFAEE. ERBEX
TMHEENBEZIREE , 7 IAM FlAmazon Directory Service XX #4771 £ 12 F TWHE LiT ¥ RSS feed.

B HiRr H 5
AWSDirectoryServiceServiceR ~ Amazon Directory Service /8l 2025 €7 B 30 B
olePolicy - ¥R B T —I#FEEE , Amazon /i iF
BEEFNBTEERNEZES
2o

Amazon FEE KR | AWS Amazon Directory Service®™fl 2024 £9 A 17 H
DirectoryServiceDataReadOnl 7 —I#KEE , RiFAFE
yAccess : TR B HiFRNPRREFMER AD

AP, BAMEA.

AmazonitE & % : AWSDire Amazon Directory Service™l 2024 £9 A 17 H
ctoryServiceDataFullAccess : TR , RATRAPRE
R g HEABFKRSBEHEDNE

WNREE , ANTeIZE, EEM

EBE AD AP, RAMEA,

Amazon Directory ServiceBEF  Amazon Directory Service7t#8 2024 £ 9 B 17 B
TRERERE X BEREAMazonEERKNE
o

FRETSMPHKRE (1AM KB ) Amazon Directory Service

AETBRUETHONRRRE , EXERGF  WEEEZTUE IAM 54 (AR, 4N8€ ) K
DA PR SR BE . X LERPBISER T H Y 1AM FB&Amazon Directory Service, #ERIZISHAMEIE B C R RIS
FIEN B &M ERFIRE,
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/A Important

BANBWELEMENEMER | XL FHHERE T EEAmazon Directory Service s R i R X FR
PEABSHET, BXEZEELR |, i55H EEAmazon Directory Service &R 17 7] £ PRk
R

REFNZNBOBEATAE :

{# F§ Amazon Directory Servicei2#l & P EHI X R

AmazonfFEE ( FENX ) B Amazon Directory Service
B EER R RS
£ IAM R P EARE

TETENREM R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDsEc2IamGetRole",
"Effect": "Allow",
"Action": [
"ds:CreateDirectory",
"ec2:RevokeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribeNetworkIntexfaces",
"ec2:DescribeVpcs",
"ec2:CreateSecurityGroup",
"ec2:RevokeSecurityGroupEgress",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DescribeSubnets",
iam:GetRole"

1,
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"Resource": "*"

"Sid": "WarningAllowsCreatingRolesWithDixSvcPrefix",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy"

1,

"Resource": "arn:aws:iam::111122223333:role/DixSvc*"

"Sid": "AllowPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::111122223333:xo0le/Your-Role-Name",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "cloudwatch.amazonaws.com"

}

REPH=FEFARTNR , MTAR :

« E—%IBHEF LIEAmazon Directory Service B ZHIPR. BF Amazon Directory Service T X #
FRRHVIRENR , ZFMIEEBESR (*) R Resource fH,

« BZRIBART IAM REMNTHEINER , LAE Amazon Directory Service AJ LA R BIEZEA G812 1AM
A, Resource EREMNBERA () RT™ZIBUAFEM IAM ACHIT IAM BENNIR, N
NERHFFEAE , FEAREACEMNBRER ARN FHEERR (. BXEZELRE , BZH
1AM 24,

« BERBARTFX Amazon F—HBERFENNR EC2 , XERFE0E, REMHEREB R
MFEM . Amazon Directory Servicel§ A€ ARN BN ENAGB, BXEZEER , iHSH Amazon
EC2 #1k,
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BHERBEPELRE Principal &, RAEETHONERED , BREERDNROEE, 0T
REHAFRBIAEREA, @ IAM AR NNRKES , 28BN EERBEPIMANEEARRER
PR,

B X & RFTE Amazon Directory Service AP| IRER HEAN R R EE , S K Amazon Directory
ServiceAPI B[R : &1, BREMZRHKSE,

{# Fd Amazon Directory ServiceiZ %l & Ffr 5E #Y 1 R

E 5 Amazon Directory ServiceZ2#l& , ZAFMXMER LRKBEHRIHHONE , REHEBZRS
Z2HEAGREFBRSREAGHMBTFHNR , HFHRAMazonWEE (MEN ) FH# Amazon
Directory Serviceo

MRGELEAFNRENREN=EH 1AM KB, X TN T % IAM RENAF |, 28 87T EEM
HIEEIZET.

AmazontV1EE ( Tl X ) A& Amazon Directory Service

AmazonBE RAHGIEMNEENTE LHIEER IAM KR BERFZE LA HIAmazon, £E XK
RTFERLRBINLENR , NTHBEREFMFNNR, BXEZEE , HSH Amazonky & K

Amazon Directory Service,
EREEBRKE R

FEART G | ALK T F & FPAmazon Directory Service R VEI R A P 5K BE R4 o

(® Note
FrARGIEMERAXEREL (R8N ) XE (us-west-2) , HEEEMIKS. IDs

ANl
« 1 AR P X{EfRAmazon Directory Service BRI ITAEM “HiR” #4E
- Ml 2 AFAFAIEER

w1 R B P 3R Amazon Directory Service & RIITAEM “Hid” #4E

LA R BR K B @ A 72 &% F 1 Amazon#E & Microsoft AD Describe HELE 5 ID d-1234567890 FFk
H9 P A R ERY R BRAmazon Web Services 7111122223333, X LE424EE RAE X Amazon Directory
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EEEmE

Service WiR ( B XFHIRE ) WER. ESLF Amazon Web Services X1iFFlk = F A

HMXEMBCSHIKS.

JSON

{

"Version'":"2012-10-17",
"Statement":[

{

"Effect":"Allow",
"Action":"ds:Describe*",
"Resource": "arn:aws:ds:us-west-2:111122223333:directory/d-1234567890"

w2 RFRFAIEE R

EEEH

UTHBRRERTFNBRAALTFRAFAUZEZANAMERMMEXER (WREBMET). At , EEEBREBE
£ Amazon EC2 RE KR,

JSON

"Version":"2012-10-17",

"Statement":

{

"Effect":
"Action":

[

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"Allow",
[

AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
CreateSecurityGroup",
DeleteNetworkInterface",
DeleteSecurityGroup",
DescribeNetworkInterfaces",
DescribeSubnets",
DescribeVpcs",
RevokeSecurityGroupEgress",
RevokeSecurityGroupIngress",
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"ec2:CreateTags"

]I

"Resource": "*"
}I
{

"Effect": "Allow",

"Action": [
"ds:CreateDirectory",
"ds:DescribeDirectories"

]I

"Resource": "arn:aws:ds:*:111122223333:*"

}

£ IAM KR EAIRE

&0 LATE B F K 23 Amazon Directory Service API 32 1ERY IAM SR BE A 57 F B FHRZ & RRINR
XA LR E SRS AR, SRIEAMLERIE, £ IAM policy FFF Condition & (B
fE Condition R ) EUTRHLTXRBNELEEFEAXETRERSESAFHER (NR)

« f£f aws:ResourceTag/tag-key: tag-value A RUFERIELE I 45 EFRZ KRN A P BRE,

- f£/ aws:ResourceTag/tag-key: tag-value Al ERE LR HAIBRIE R A TFIRSHNRIR API iF
RIVER ( RAEA ) FERZ,

- M aws:TagKeys: [tag-key, ...| AIEREXR BB B RATFIRSMNEIRN API ERMNER (=
TER ) —ERBERSE,

(@ Note

IAM policy R &M £ T XRFMELGER TEBFIEHN R BRHNITRATELES I AL
Amazon Directory Service &£,

(AM RF$Em) FEVEARSEGHREFEXEAMENEMES. ERM IAM JSON KiES
Z#,HEE 1AM Y JSON KR TR, TEMITMESZENFMEE, HRNKRH,

REFERAUTHE , LUTHREREER LT 22 Amazon Directory Service B 3%
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- B AT
- FiEE . EnligieHEBA
o FRAHL 1234

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ds:CreateDirectory"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Environment": "Production",
"aws:RequestTag/Ownexr": "Infrastructure-Team",
"aws:RequestTag/CostCenter": "12345"
}
}
}
]
}

REGFAUTHRE | UTHRERER 21T E#H M BRAmazon Directory Service B % :

- INH : Atlas
- FIEERIT] : THEEP
o INE AR

JSON

"Version":"2012-10-17",
"Statement": [
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WA 1.0 567



Amazon Directory Service

EEEmE

{

"Effect": "Allow",

"Action": [
"ds:DeleteDirectory"”,
"ds:UpdateDirectory"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/Project": "Atlas",
"aws:ResourceTag/Department": "Engineering",
"aws :ResourceTag/Environment"”: "Staging"

Amazon Directory Service IR BREBUTHEZ — , MU TIRZREIEL X T RHATIRIC

S
. meHE
. @

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Deny",
"Action": [

"ds:AddTagsToResource"
1,
"Resource": "*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": ["Production", "Security", "Confidential"]

FRETHHHREE (1AM REE )
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}

BXEZEE ARNs |, IS Amazon &JREF (ARNs) FlAmazonfi35n & 2516 o

LU Amazon Directory Service APl 2{ESI R EIFE TR R RRR

* AcceptSharedDirectory

» AddIpRoutes
* AddTagsToResource

* CancelSchemaExtension

* CreateAlias

* CreateComputer

* CreateConditionalForwarder

* CreateSnapshot

» CreateLogSubscription

* CreateTrust

* DeleteConditionalForwarder

» DeleteDirectory

» DeletelLogSubscription

» DeleteSnapshot

* DeleteTrust

» DeregisterEventTopic

» DescribeConditionalForwarders

* DescribeDomainControllers

» DescribeEventTopics

* DescribeSharedDirectories

» DescribeSnapshots

* DescribeTrusts

* DisableRadius

* DisableSso
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+ EnableRadius

* EnableSso
» GetSnapshotLimits

* ListlpRoutes
* ListSchemaExtensions

» ListTagsForResource

» RegisterEventTopic

* RejectSharedDirectory

* RemovelpRoutes

* RemoveTagsFromResource

* ResetUserPassword

» RestoreFromSnapshot

» ShareDirectory

* StartSchemaExtension

* UnshareDirectory

» UpdateConditionalForwarder

* UpdateNumberOfDomainControllers
» UpdateRadius

» UpdateTrust
* VerifyTrust

Amazon Directory ServiceAPI X PR : &, BRMFZMHSZE

FiRE HRES MEBETHME IAM FHOMNXRER (ET S MK ) it , IJEERA Amazon
Directory ServiceAPI (PR : ##1E. REMNEZHSE RIENSE, PHEN API ZBEHIEUTHEA :

. 8 APl BENEBR
o BURFNBRHITHITHEAN API BRIEFX RIIRE
o WO EHPRFINEHAMmazon &R

FBERKH Action ZERPEERE , HEXREMN Resource FRHPIBERRE. EfE
ERE | B1E AP IREBIRZBIER ds: 814 (I , ds:CreateDirectory ), Fi&
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https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ListSchemaExtensions.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ListTagsForResource.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RegisterEventTopic.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RejectSharedDirectory.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RemoveIpRoutes.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RemoveTagsFromResource.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ResetUserPassword.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RestoreFromSnapshot.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ShareDirectory.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_StartSchemaExtension.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UnshareDirectory.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateConditionalForwarder.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateNumberOfDomainControllers.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateRadius.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateTrust.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_VerifyTrust.html
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AmazonRI AR F JREEEE H KR FEHIELH Amazon Directory Service API 24E | 4l
ds:AuthorizeApplicationds:CheckAliasds:CreateldentityPoolDirectoryds:GetAuthor:
Fds:UnauthorizeApplication,

B Amazon Directory ServiceAPls R gg@Ed @ i Amazon Web Services BB HIA. BT =2
DT APIs , NEREX L , EMTEUAEERLSNER , B F2HBE SDK #EHN. &1
EZRPEIE, X% API #2/E81E ds:DisableRoleAccess, ds:EnableRoleAccess #
ds:UpdateDirectory.

& 1] LAfE Amazon Directory Service# Directory Service Data KRB i Amazon£ B&HBRRIER
. BXxAmazonZANTEIIR , HZH IAM AFEEFN AL BEREER.

Amazon Directory ServiceAP| FigEFTEHI R
AmazonDirectory Service Data API R /EFTE R R

(® Note

ZIEERE , BE API BEBMZAEA ds-data: BIR (W, ds-
data:AddGroupMember ) .

Directory Service Data  FFF&EXFR ( API #1E ) IR
API #1E

AddGroupMember ds-data:AddGroupMember *
CreateGroup ds-data:CreateGroup *
CreateUser ds-data:CreateUser *
DeleteGroup ds-data:DeleteGroup *
DeleteUser ds-data:DeleteUser *
DescribeGroup ds-data:DescribeGroup *
DescribeUser ds-data:DescribeUser *
DisableUser ds-data:DisableUser *
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#AvailableKeys
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_AddGroupMember.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_CreateGroup.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_CreateUser.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DeleteGroup.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/DeleteUser.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DescribeGroup.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DescribeUser.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_DisableUser.html
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Directory Service Data  FT & X PR ( API #1E ) IR
AP| 4

ListGroups ds-data:ListGroups *
ListGroupMembers ds-data:ListGroupMembers *

ListGroupsForMember ds-data:ListGroups
ForMember

ListUsers ds-data:ListUsers

RemoveGroupMember ds-data:RemoveGroupMember

SearchGroups ds-data:DescribeGroup

ds-data:SearchGroups
SearchUsers ds-data:DescribeUser

ds-data:SearchUsers

UpdateGroup ds-data:UpdateGroup *
UpdateUser ds-data:UpdateUser *
X EB

o TR

Directory Service Data $#F4@

5 Directory Service Data sk4F4 [0 A P FA R B 17 RXBRRNEEED. XEHRFEEBREWHL
T B ABRBHATIRE |, UREALRETHRIT,

FUERRHFARILEAUEEEVERNSFMSF. FETENDERE, EUCIRERAFFZER
(B, EF (=) DT (<) ) WRAERER , UERBHRNHRHSERPHEMRTE,

MREE-—NEATEESIRURE , REENREARPEESME , U Amazon LA AND 2
BEHEITERMS. MRENENFAEREESNME , WEMZEE OR EBERAmazontHERM. ERT
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https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroups.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroupMembers.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListGroupsForMember.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListUsers.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_RemoveGroupMember.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_SearchGroups.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_SearchUsers.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_UpdateGroup.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_UpdateUser.html
https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/welcome.html
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EANNR A SBIHEEPENZNS. BEERGN , BEUTUER SUMFERE, flm , YRR
BUIAM B P& #ATHRCE , B aEm% IAM AP R FIHRIZERONER. BXER , H2H (IAM A
FiEE) P EB S MERERNFK.

BXMEREZIFXEZAENTIEK  ESH (RFENSZE) FH “AmazonDirectory Service Data”
EXHBRE,

(® Note
BRETHRENRFERINNRWES , HSHE IAM KHE P EARE,

ds-data : #¥ SAMAccount
SEZXHEEERESFER.
HEATFHEATFRIELEND IAM S 4EEAR P AR ITEE,

/A Important

£ SAMAccountName % MemberName Y , BHA1ZE I} ds-data:Identifier IEE R
SAMAccountName, X% A[LAB51E Amazon Directory Service Data X##) future 51245 ( 4
mSID ) IR ENIR,

AT RBEIEL IAM EEHERAF joe HEIR4A joegroups

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyDescribe",
"Effect": "Deny",
"Action": "ds-data:Describe*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"ds-data:SAMAccountName": [
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_directoryservice-data.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_directoryservice-data.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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EEEmE

"joe",
"joegroup"

1,

"ds-data:identifier": [
"SAMAccountName"

]

}
}
}
]
}
(@ Note

RGBT X D KNE, TRFHBNEWA |, BLMAFEA StringEqualsIgnoreCase

StringNotEqualsIgnoreCase &4 ZEFRLELBFRFRE,

ds-data:ldentifier
SEZRHEERNESER,
RATENER IAM KN RFERANRRRT. B e Z# SAMAccountName,

LAY IAM EEEFHAF joeo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Updateloe",
"Effect": "Allow",
"Action": "ds-data:UpdateUsexr",
"Resource": "arn:aws:ds:us-east-1:111122223333:directory/d-012345678"
"Condition": {
"StringEqualsIgnoreCase": {
"ds-data:SAMAccountName": [
"joe"

’
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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1,
"ds-data:identifier": [
"SAMAccountName"

ds-data : MemberName
BEZRRNEERNESFER,

L8 AT E AT B AT IR AR R o

/A Important

{5/ MemberName = SAMAccountName Bt , BAVEWHF ds-data:Identifier EEEER
SAMAccountName., X A[LAB5IE Directory Service Data KRR ZIFMARIRAF ( 4l20 SID ) B
FIMBENR,

AR R BE AL 7F IAM EEITEATLE PR R joe 1T AddGroupMember,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AddJoe",
"Effect": "Allow",
"Action": "ds-data:AddGroupMember",
"Resource": "arn:aws:ds:us-east-1:111122223333:directory/d-012345678",
"Condition": {
"StringEqualsIgnoreCase": {
"ds-data:MemberName": "joe"

}
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}
1
}

(@ Note

HRHERFAIX D KNE, TRF/AXPDENA , HABER StringEqualsIgnoreCase
StringNotEqualsIgnoreCase &4 ZEFRLELBFRFRE,

ds-data : MemberRealm
EXHERERESER.
HEATREFRKTPR ds-data:MemberRealm BB SIEFRP I K & SIS T,

(® Note

WERHERFX D KNE, TRFH/APNEWA , HABER StringEqualsIgnoreCase
StringNotEqualsIgnoreCase %M izE/FRLELBRFZRFEE,

LUR SR BE AL |IAM 4R 4ig ONE . TRUL . AMAZON.COM FEY R 5 bob A AddGroupMember,

(® Note
LUTRHIMXER ds-data:MemberName £ TF38#,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "addbob",
"Effect": "Allow",
"Action": "ds-data:AddGroupMember",
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"Resource": "arn:aws:ds:us-east-1:111122223333:directory/d-012345678",
"Condition": {
"StringEqualsIgnoreCase": {
"ds-data:MembexrName": "bob",
"ds-data:MemberRealm": "one.trul.amazon.com"

ds-data:Realm

EXNECENEEER,

FALZRARERKPMNds-data:RealmEREE IAM Z£# AT A T @ Directory Service Data & H
BRI FUFATE APIs,

@ Note

HRHFRFIX D KNE, TRF/BANENMA , HAFEA StringEqualsIgnoreCase
StringNotEqualsIgnoreCase & ZEFRLRFFRE,

AT SEBRIEL IAM 44X 41 one. trul.amazon.com @M ListUsers,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyTrustedList",
"Effect": "Deny",
"Action": "ds-data:ListUsexs",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"ds-data:Realm": [
"one.trul.amazon.com"
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52 XS Amazon B A 2 7 M AR 55 B #%2 X Amazon Directory Service

ARERSEE A Di Amazon rectory Service Data XfAmazon B f #2FFAmazon Directory Service AR
FHEN

£ Active Di Amazon rectory EZR R AREF

Amazon Directory Servicet® T N AR FNISENR , AEEERNNARFNSEH Active
Directory o485 K. Amazon AmazonfX M AREFRETFHSEAGIFMENARNER. A TARNER
FRARFNNARFEER RN AIPNRE

(@ Note

FEiZds: AuthorizationApplicationfXBRF 89 7E 3N B FEYFTAmazon N AR F B,
HEEmBLE 5 Directory Service £ K EE R R ILIRIER DR,

- EFREREAD, Simple AD. AD Connector B ZHWFTEHLA £ (OU) LAk Amazont B ER
AD WA , BEWXT Active Directory AP, B4, ARHB, THENSIERMANBEEN B
EPR ( REFEXRAHF ) o Amazon

« BEAXtAmazonft&E Microsoft AD LR RMNAPAF, BE, BEARARTSE, TENSERMAEIN
BRI RNBR, X Simple AD FIFFE OU HIE AN PR.

- XFrE B FERM Active Directory AP B RIEM & IEEENIR,

L AmazoniEE#Y Microsoft AD BIFATER ( i Amazon RDS #1 Amazon ) B B & M KiEE

FSx & EIEREZN B . ERXMITRT , BRRXEFEAZAY Active Directory #1 , 420 LDAP
Kerberos, X&£Amazonki ATEF IR BN AREF RN B £AmazonTl B AR £ 47 (OU) HElER
BRAFKFEG PN AINARFCENEENL OU K DNS EEBNZELTHRMNE. EFAL
KFE, NARFEEESAAEEILEDS IAM AEH4T ds:GetAuthorizedApplicationDetails
BRERNR,
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A3 Amazon Directory Service API IX[RBVE ZE L. , iHZEAmazon Directory ServiceAPI £[R : &
£, BRENEZHESE,

B X HAmazoniE Microsoft AD /5 lAmazonN ARRFHBRZHNEZELR | S HEN Amazon
Managed Microsoft AD i [A] Amazon M AREF RS . BXH Simple AD /5 AAmazonki A2 7
RENWEZELR |, 55 HES Simple AD 1518 Amazon MAREF MRS . HXHF AD Connector 5 H
AmazonR AREFHMRFZHES , S M AD Connector 18] Amazon B A F MK

BUHIY Active Direct Amazon ory £ R BRI

il BR Amazon Rz %2 75 [F] Active Directory FIRXBREFEE N PR. ds:UnauthorizedApplicationi®
BNUARFRUENSRNHEEAR,

AmazonfE A B ZRFBIEH TN AEFEN

¥ FAmazonItE Y Microsoft AD B , B FIRFEIE (ds-data) API RN AR NBEHEBRTSHN R
BEHEMNPR. AmazonRi A RRIE R S Directory Service Data 7 RIIEHEIR 2 FFHY | XERE
B RIS HBIEREN T RRET 2 WAmazon AR RN, ELT5E ds-data FHY B F R R
Amazonp AATEFER I AREFHAH. Amazon

FE TN Amazon i FFEFH Microsoft AD Amazon B B FEEIHEKRER , HFE B AALR
NHAmazon N FAREF S B ZIRSHE APl , AR FFAIEETRER AT A, T S# WorkDocs, &b

WorkMail, ¥ Z# WorkSpaces. Amazon Quick Suite #1 Amazon Chime #3EE 24 7 AP MBEA
EERIE, APIsHEA IAM REIZEIXT tAmazon B A2 7 ThERY 175 R X FR .

=~

UTHRBERTZBEFRERENAmazon AR ( HlE0F Amazon WorkMail ) Bf#E4EDeleteUserh
BERYESIR WorkDocs MIE# A%,

Hix

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "VisualEditox0",
"Effect": "Deny",
"Action": [
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"ds-data:DeleteUser"

1,

"Resource": "*"

I

JSON

"Vexrsion":"2012-10-17",
"Statement": [{
"Sid": "VisualEditor0",
"Effect": "Deny",
"Action": [
"ds-data:DeleteUser",
"workmail:DeleteUsex",
"workdocs:DeleteUsex"

1,

"Resource": "*"

TR <BX A BT Amazon Directory Service

Amazon Directory Servicef£ B Amazon Identity and Access Management (IAM) fRS < AR, RS
HXxABR—TEZEEXBRN IAM A1 I%H4F2EE, Amazon Directory ServicefRFHxABH RS
il L Amazon Directory Service , ‘B1F %R KR EEAHMAmazon RS AT E KT E R,

BR 5 4B % A & iR B B Amazon Directory Service EINA S , A ABRLF o R IMAERRER,
Amazon Directory Service E X ERFZHEX AR , BRIEFSBENL , BN Amazon Directory
Service RgeEEFHA®, EXWNRESEEERBANERRE | XLRIETEEM MBEME A4 IAM 3£
5,

REEEERBRBRSHEXACHEXRRE , TEBRZACR, IHETUBLEERNTELEFBRT
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BAXFERSXKACHEMBSNEES , B2H5 IAM BEE&FEAMN Amazon RS

£

+ WERSF XA BNPR Amazon Directory Service

7 Bl Bk 35 485 A& € Amazon Directory Service
mEE N BRSSAB>< A& & Amazon Directory Service

1l B 89 BR 25 4B >< A& & Amazon Directory Service
Amazon Directory Service [R5 Mx A & X 1 X135

9 BR S5 455 A B X BR Amazon Directory Service

Amazon Directory Servicef£ & H# RS < A& AWSServiceRoleForDirectoryService— Amazon
AWKREEFNBTEENEEGEE,

AWSServiceRoleForDirectoryService [RFHXABEEATRISRKAZAL !
* ds.amazonaws.com
BN A BINREBE AWSDirectoryServiceServiceRolePolicy Amazon Directory Service

ATENEERBRTEHATERE, EXTEHNRENRE , 55H (AmazonfEEXKS
#Y» AWSDirectoryServiceServiceRolePolicyF #Y

¢ ec2— ATZBRFHEARMLEIR VPCs , fltnFH, KLEBFMMNEZED , URIDESEZERE !
* ec2:DescribeAvailabilityZones
* ec2:DescribeDhcpOptions
* ec2:DescribeNetworkInterfaces
* ec2:DescribeRouteTables
* ec2:DescribeSecurityGroups
* ec2:DescribeSubnets
* ec2:DescribeVpcs
o ssm— SIFZIRSS B A it 19 45 ) 8 & 35 F1 5 #2 PowerShell guilabel BAdE 1T 533 F P44 -
* ssm:Sendguilabel
* ssm:Listguilabels

* ssm:GetguilabelInvocation
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» ssm:DescribeInstanceInformation

 ssm:GetConnectionStatus

BUAEEFERAF, ANACEBCIR, FEINRBESHAXAGHNIR. BXEZER , 5
B (IAM R ER) YRS HEX A BRER.

B2 RS #< A& Amazon Directory Service

BEEFHUNEBRRZ <BKAR®R, MREAmazonRiFEAmMazon Web Services BEE#4|A. = Amazon
APl RS E P B TEERNEESI83Amazon CLI , MAmazon Directory Servicee 7y #& 6172 IR A%
A, BXZEMNESZER , BSREKEN,

/A Important

MREEHMEALACTIFNINENRSPEXENMRE , WRFZREKAGATLUHNA
EENIKF T, B, RETE 2017 £ 1 A 1 HAmazon Directory Service [REFF 14
XERSHEXxACZAIFERIZRS , NEEH K F Amazon Directory ServicelZ2 7
ZAWSServiceRoleForDirectoryServiceis, ETHEZEER , EZH ‘BN pHIT -1
#1 £ & Amazon Web Services IKF° o

‘mEEHY BRSS 4B < B Amazon Directory Service

Amazon Directory Service T St i &4 EBAWSServiceRoleForDirectoryService RS HEX A, BI1ZER
FRRABRE , BANLTEERACGNEY , ENTRESHIKS|IAZAR, BRUNUER IAM 418
AEER, BXEZEL , E2H (AM AFER) FREBRSXKAE,

T BR &9 BR 25 #8 >< & £ Amazon Directory Service

NRETBREEAENFTERSHXACHNIEIRS , RNBWENRZAC, XFERIEREK
ERHEEREFHREAXE, BR , BLARBRESAXBENRR , RAREFEFIMERE.

(® Note

7N B 482 354 il BR %8 SR B Amazon Directory Service RS EEFEAZA R , NBIBRTTEES KK,
MBEREXMER , FEF/LOHEER.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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il B® 55 A3 #9 Amazon Directory Service#® & AWSService RoleForDirectoryService

EMBRE F , S FEMBRIRE Microsoft Amazon FE& T &,

£/ IAM FahHIBRARSS KBk B &

£/ IAM $#2%|&Amazon CLI, = Amazon API il BRAWSServiceRoleForDirectoryService IR 55 # < &

B, AXEZER , BZH (IAM AFER) PRIBRES<EAE,
Amazon Directory Service [R5 HHx A B FH X1

Amazon Directory ServiceF X i5HERERSHBNMNXEFFEARSHEXAR, B2, Xi&
AT LLERE NGRS B &Amazon Web Services X139 3t 75 Amazon Directory Servicefi F
ZAWSServiceRoleForDirectoryService & &,

BEEFAERMAXEX#F

X5 A Xig#RiR ERMA S
EERE (FHEFRILMILED ) us-east-1 =
ZERIB ( BZEM ) us-east-2 =
ZEFEEB (JLmRERIL ) us-west-1 =
ZEFEIB (HEXM ) us-west-2 B
PR X ( HT R REE ) eu-north-1 =
FR (Bf) me-south-1 =
WAHX (&HX) ap-south-1 =
BoM (B2 eu-west-3 =
o ARH# X ( HEDDE ) ap-southeast-3 =
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BN X ( ZR= ) eu-west-1 =
7R ( PUEREE ) me-central-1 =
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CloudWatch 3545 5K ¥ E B A pig R Hl 8

 Amazon CloudTrail

« &AL CloudTrail 57 Amazon Directory Service B FREBE—EFERH, EXEZEL , HSH &
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« #RAILATE D CloudTrail irectory Service Data APl £ FHAmazont & Microsoft AD. BEXEZE
2 , %21 FA1i23% Amazon Directory Service $3& API #F Amazon CloudTrail,

£ Aid % Amazon Directory Service API 8 A Amazon CloudTrail

Amazon}t & Microsoft AD APl 5—Ti g% & K Amazon CloudTrail , %R AT IR HAmazonit &
Microsoft AD ST MK AD FEARHP R HH API @A , Amazon Web Services i = 3 B & X 4%
EEMRIEENTL S S3 F#M. CloudTrail #3R kK BAmazoniT EER AD #5188 API AU KR
FtAmazonFE E M E AD HWREBEA APls. ERAWERNEER CloudTrail , 7] LA E @AmazonitE
Microsoft AD & 7+ 4AER., AHBERNIR IP sk, #RETHER, ANAHERE, ETHES
f£ & CloudTrail , & ®Amazon CloudTrail  F .

Amazon¥EE %k AD € & CloudTrail

CloudTrail £ & 812 0K /" Amazon Web Services Ik P it EE &K, EEH. £AmazonitE
Microsoft AD &4 EFNET | iZEsI a5 HMAmazonfk% CloudTrail EH —EBIERESHALIEH
., BALEFEER, BENTHRRIEXENEHAmazon Web Services Ik, BXEZER |, S
R 5E B 218 %EE CloudTrail &4,

ERZILFARIIEHAmazon Web Services IKF , ‘@#EAmazonitE Microsoft AD WWEH4 |, FRIER
R, BRERAY CloudTrail 1 B &£ ZE] Amazon S3 . BRIMBRT , YEEERH A D62
BREREY , ZERER A A FRrEAmazonX i, RERIEFAmazons XHPMEXEHNEH , AL
HAEA B IZIEER Amazon S3 i@, WAL | BRI LIE B HfbAmazonfRS , LAt — S oA fIsb =2
CloudTrail BEHRRENSHEBIE. EXELEE , BZHATINE .

- BIRRIERBIR
* CloudTrail X358 BRSS M AL

o Bt Amazon SNS &4 CloudTrail
o EYKBEZAMNXIFH CloudTrail B EXHFIZRK B ZANKF B CloudTrail B &4
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B S F A CloudTrail BE&12FEAmazon Web Services Ik , 3 Amazonit & Microsoft AD #
EFITHATE APl EAAESE AR H#HITRE. Amazonit® Microsoft AD ik S5 H I Amazon
fREiER—BBEARBEXH. CloudTrail RIFET BB HK/NREMTCIBMNBE AT XM, Xt
Amazon Directory Service API = CLI A # TR A AP M I1Ex CloudTrail.

ENAXREHEEEXERBROARNELE., AEHNAFBREETHEBEREEREERAEH
FIiE$HiER IAM AFIE+H, AeRREAFERZ2IEH , ERAHMAmazon RF XK EHN. BXES
E8 , BSH BHSZHH CloudTrail userldentity FE&,

AEXH AU EF#EREPEREERNE , TEEEATNUEN Amazon S3 £ BN BF FER
iR B &, BRIABERT |, fH6EA Amazon S3 fRSERimINE (SSE) X B & H# 1T,

IR EABIE /L B E S R PR R E TS |, AT LUERLEHT B B SUHE AT CloudTrail &% Amazon
SNS BHl, BXxEZER , BZHEE Amazon SNS B,

38 A LURFSR B 2 MNAmazon X 3B Amazon3t & Microsoft AD A &R 4 Amazon Web Services K
P RIBEA Amazon S3 FiE@T. BEXEZER |, HS Y CloudTrail B EXHREZI#E /D Amazon
S3 FEM,

T fEAmazonIEE R Microsoft AD B &% H

CloudTrail BEX#HAIREBE —MHEZNMEERE , EHFEN KB BHZA JSON RANWEHAK. —
MEERBRRKBEMRN—MER , BRERBXRAERNEE. AESHARREN B BN BEE
B TRARILEAEREEFEMRBEINF ; W2 , ©IIFRLHL AP BRN A FHRRER,

FHE BB B PIE R RS

ol

B, flmEE, FoRIERie. XHETRNXHERE.

AT RBIE R T Amazonit® Microsoft AD B9 CloudTrail BESH R4 :

{
"Records" : [
{

"eventVersion" : "1.02",

"userIdentity" :

{
"type" : "IAMUser",
"principalld" : "<user_id>",
"arn" : "<user_arn>",
"accountId" : "<account_id>",
"accessKeyId" : "<access_key_id>",
"userName" : "<username>"
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}I

"eventTime" : '"<event_time>",

"eventSource" : "ds.amazonaws.com",
"eventName" : "CreateDirectory",
"awsRegion" : '"<region>",
"sourceIPAddress" : "<IP_address>",
"userAgent" : "<user_agent>",
"requestParameters" :
{
"name" : "<name>",
"shortName" : '"<short_name>",
"vpcSettings" :
{
"vpcId" : "<vpc_id>",
"subnetIds" : [
"<subnet_id_1>",
"<subnet_id_2>"
]
},
"type" : '"<size>",
"setAsDefault" : <option>,
"password" : "***QMITTED***"
},
"responseElements" :
{
"requestId" : '"<request_id>",
"directoryId" : "<directory_ id>"
.
"requestID" : "<request_id>",
"eventID" : "<event_id>",
"eventType" : "AwsApiCall",
"recipientAccountId" : "<account_id>"

£ AH1d & Amazon Directory Service ##& API 1§ Amazon CloudTrail

AmazonDirectory Service Data 5Amazon CloudTrail—I RS ERK , iZAmazon RS 7 B ZRE IR
FIERAF. ARERSFIXEAEME, CloudTrail f$F7E APl A H Directory Service HIEHIR A
=, WIRWIFAASIEXRE Directory Service Data 12 & B9 78 FA FMXT Directory Service Data API #&1E
WA AR, MRECERE , WA LUF CloudTrail B4 L& M E] Amazon S3 FiEM , @¥EE Xk
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SHEANEMH. FERAKRENER CloudTrail , &AL E [ Directory Service Data X HHER., & H
BRW IP #hut, ERETER, ANREHERAREMFAEER.

ETHEZ{EE CloudTrail , i5Z R Amazon CloudTrail A $EF,

Directory Service FHI¥#EE & CloudTrail

CloudTrail £ & 8|2 7~ Amazon Web Services Ik it EEZRNIKF LS A, % Directory Service
Data P HHII TN EMHES ( EEEH ) i, ZEIFEHMAmazonRS CloudTrailE4 —Eid &
EEHRELIEFEP, EALLE Amazon Web Services Ik HREE, BRMTH I E 90 RWEESE
., BXREZER , BSRACAEHHLIEREE CloudTrall Etf. EFEEHTLIERERTN.,

EFLZILF A Amazon Web Services Ik~ E 4 ( ‘23E Directory Service Data WEH ) |, HRIER

iR, BRIRAYF CloudTrail ¥ B E X H-E#HZE Amazon S3 7M. BINMBERT , EiR4l8holZRE

et |, WIRERIZE M AT FTE Amazon Web Services X8, RERIZFAmazon? KB XEHNE
%, B EXHEEBEIEERN Amazon S3 F# S, A | BRI LR B HEttAmazoniRS , At —
LSO FALEE CloudTrail BERKRENSHHRIE, BXEZEE , ESHETINS :

- BIERERICFER

« CloudTrail XM RS MERK

« 79 CloudTrail Bti& Amazon SNS &4

- BWRBEZMXE CloudTrail BEXHMZWRE ZNKFH CloudTrail BEIH

A B ZBRSBIEHREGH (BRBRSEHIE API 2%E) 125 CloudTrail Hi2R#E (B RS HIE AP
2E) H, pltn , WHADescribeUserfMSearchGroupsBERTE CloudTrail B A A4 A%
B. AddGroupMember

BIMEHBATREBEEAERERBFRNARGRE. BHEERBTEREUTRRE !

- BERIZMEARIEFHIER Amazon Identity and Access Management (IAM) B F&EIEX Ho
- BREEAACGERKEAFNIENZEEIEAEHN,
- EREEHHEMAMazonRF K H.

BXREZER , 2 M CloudTrail userldentity T,
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T # Directory Service Data B &M% B

BEE—MEE 6 AFSSH4ENBEXEERIEEEN Amazon S3 1Z##. CloudTrail B &34
BE—NEZNMEEZRB. EHRKRKRBEMRENEMER , BEEXFRWRE. BEN BB
B, BERSHBEMNELS. CloudTrail BEXHTELH API HANEFR#ERRE , el FTSRE
A4S EIRR HE .

AT RBIE R T ERZCreateUseri&YERY CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "1234567890abcdef@:admin-role",
"arn": "arn:aws:sts::111222333444:assumed-role/AdAdmin/admin-role",
"accountId": "111222333444",
"accessKeyId": "©21345abcdef6789",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "1234567890abcdef@",
"arn": "arn:aws:iam::111222333444:r0le/AdAdmin",
"accountId": "111222333444",
"userName": "AdAdmin"
},
"attributes": {
"creationDate": "2023-05-30T18:22:38Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-05-30T19:17:037",
"eventSource": "ds.amazonaws.com",
"eventName": "CreateUser",
"awsRegion": "ap-northeast-2",
"sourceIPAddress": ": 10.24.34.0",

"userAgent": "aws-cli/2.9.20 Python/3.11.1 Darwin/21.6.0 source/x86_64 prompt/off
command/ds-data.create-user",
"requestParameters": {
"directoryId": "d-1234567890",
"sAMAccountName": "johnsmith",
"clientToken": "example_token"
"emailAddress": "HIDDEN_DUE_TO_SECURITY_REASONS",
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""givenName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"surname": "HIDDEN_DUE_TO_SECURITY_REASONS",
"otherAttributes": {
"physicalDeliveryOfficeName": {
"s'": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"telephoneNumber": {
"s'": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"streetAddress": {
"s'": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"displayName": {
"s'": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"homePhone": {
"s'": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"postalCode": {
"s'": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"description": {
"s'": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
},
"clientToken": "createUserToken4"
},
"responseElements": {
"directoryId": "d-1234567890",
"sID": "S-1-5-21-1234567890-123456789-123456789-1234",
"sAMAccountName": "johnsmith"
.
"additionalEventData": {
"SID": "S-1-5-21-1234567890-123456789-123456789-1234"
},
"requestID": "4567ab89-c12d-3333-2222-1e0012f34a7c",
"eventID": "1234567b-f@a®-12ab-3c45-d678900d1255",
"readOnly": false,
"resources": [

{

"accountId": "111222333444",

"type": "AWS::DirectoryService::MicrosoftAD",

"ARN": "arn:aws:ds:ap-northeast-2:111222333444:directory/d-1234567890"
}
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1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111222333444",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "ds-data.ap-northeast-2.amazonaws.com"

}I

AT RIS R TERiZListUsersi&4ERY CloudTrail BZE%H -

TR BN RNV BESIRE Z AL,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "1234567890abcdef@:admin-role",
"arn": "arn:aws:sts::111222333444:assumed-role/AdAdmin/admin-role",
"accountId": "111222333444",
"accessKeyId": "021345abcdef6789",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "1234567890abcdef0",
"arn": "arn:aws:iam::111222333444:r0le/AdAdmin",
"accountId": "111222333444",
"userName": "AdAdmin"
},
"attributes": {
"creationDate": "2023-05-30T18:22:38Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-05-30T18:22:527",
"eventSource": "ds.amazonaws.com",
"eventName": "ListUsers",
"awsRegion": "ap-northeast-2",

"sourceIPAddress": "10.24.34.0",

Amazon B % Service #iE B & WA 1.0 591


https://docs.amazonaws.cn/directoryservicedata/latest/DirectoryServiceDataAPIReference/API_ListUsers.html

Amazon Directory Service EEEmR

"userAgent": "aws-cli/2.9.20 Python/3.11.1 Darwin/21.6.0 source/x86_64 prompt/off
command/ds-data.list-users",
"requestParameters": {
"directoryId": "d-1234567890",
"maxResults": 1
I
"responseElements": null,
"requestID": "4567ab89-c12d-3333-2222-1e0012f34a7c",
"eventID": "1234567b-f@a®-12ab-3c45-d678900d1244",
"readOnly": true,
"resources": [

{

"accountId": "111222333444",

"type": "AWS::DirectoryService::MicrosoftAD",

"ARN": "arn:aws:ds:ap-northeast-2:111222333444:directory/d-1234567890"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111222333444",

"eventCategory": '"Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "ds-data.ap-northeast-2.amazonaws.com"

AT RIS R T ERiZListGroups#R#EH CloudTrail H&% B,

(® Note
NextToken JTEFMATE BHER B H#ilER,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "1234567890abcdef@:admin-role",
"arn": "arn:aws:sts::111222333444:assumed-role/AdAdmin/admin-role",
"accountId": "111222333444",
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"accessKeyId": "©21345abcdef6789",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "1234567890abcdef@",
"arn": "arn:aws:iam::111222333444:r0le/AdAdmin",
"accountId": "111222333444",
"userName": "AdAdmin"
},
"attributes": {
"creationDate": "2023-05-30T18:22:38Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-05-30T18:29:157",
"eventSource": "ds.amazonaws.com",
"eventName": "ListGroups",
"awsRegion": "ap-northeast-2",

"sourceIPAddress": "10.24.34.0",
"userAgent": "aws-cli/2.9.20 Python/3.11.1 Darwin/21.6.0 source/x86_64 prompt/off
command/ds-data.list-groups",
"requestParameters": {
"directoryId": "d-1234567890",
"nextToken": "REDACTED",
"maxResults": 1
},
"responseElements": null,
"requestID": "4567ab89-c12d-3333-2222-1e0012f34a7c",
"eventID": "1234567b-f@a0-12ab-3c45-d678900d1255",
"readOnly": true,
"resources": [

{

"accountId": "111222333444",

"type": "AWS::DirectoryService::MicrosoftAD",

"ARN": "arn:aws:ds:ap-northeast-2:111222333444:directory/d-1234567890"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management",
"tlsDetails": {

"tlsVersion": "TLSv1.3",
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"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "ds-data.ap-northeast-2.amazonaws.com"

BXREHRRNBAERE

LTREIERT “HRIMIEL” $51R1 CloudTrail BERH. BXIEEIRNER , 55 (AM BFE
B HHIX Access Denied ££1% 58 B3t T fEHERR

(® Note

Access Denied B ERE RIFRSH,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "1234567890abcdef@:admin-role",
"arn": "arn:aws:sts::111222333444:assumed-role/AdAdmin/admin-role",
"accountId": "111222333444",
"accessKeyId": "©21345abcdef6789",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "1234567890abcdef",
"arn": "arn:aws:iam::111222333444:r0le/AdAdmin",
"accountId": "111222333444",
"userName": "AdAdmin"
I
"attributes": {
"creationDate": "2023-05-31T23:25:497",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-05-31T723:38:18Z2",
"eventSource": "ds.amazonaws.com",
"eventName": "CreateUser",
"awsRegion": "ap-northeast-2",

"sourceIPAddress": "10.24.34.0",
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"userAgent": "aws-cli/2.9.20 Python/3.11.1 Darwin/21.6.0 source/x86_64 prompt/off
command/ds-data.create-user",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:sts::111222333444:assumed-role/AdAdmin/admin-
role is not authorized to perform: ds-data:CreateUser on resource: arn:aws:ds:ap-
northeast-2:111222333444:directory/d-1234567890 because no identity-based policy allows
the ds-data:CreateUser action",

"requestParameters": null,

"responseElements": null,

"requestID": "4567ab89-c12d-3333-2222-1e0012f34a7c",

"eventID": "1234567b-f@a®@-12ab-3c45-d678900d1255",

"readOnly": false,

"resources": [

{

"accountId": "111222333444",

"type": "AWS::DirectoryService::MicrosoftAD",

"ARN": "arn:aws:ds:ap-northeast-2:111222333444:directory/d-1234567890"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111222333444",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "ds-data.ap-northeast-2.amazonaws.com"

UTRAIERT “RIFBIFIR" t51%x#Y CloudTrail BESHRE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "1234567890abcdef@:admin-role",
"arn": "arn:aws:sts::111222333444:assumed-role/AdAdmin/admin-role",
"accountId": "111222333444",
"accessKeyId": "©021345abcdef6789",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalld": "1234567890abcdef",
"arn": "arn:aws:iam::111222333444:r0le/AdAdmin",
"accountId": "111222333444",
"userName": "AdAdmin"

},

"attributes": {
"creationDate": "2023-05-30T20:41:50Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-05-30T21:10:16Z",
"eventSource": "ds.amazonaws.com",
"eventName": "DescribeUser",
"awsRegion": "ap-northeast-2",

"sourceIPAddress": "10.24.34.0",

"userAgent": "aws-cli/2.9.20 Python/3.11.1 Darwin/21.6.0 source/x86_64 prompt/off

command/ds-data.describe-user",
"errorCode": "ResourceNotFoundException",
"errorMessage": "User not found in directory d-1234567890.",
"requestParameters": {
"directoryId": "d-1234567890",

"sAMAccountName": "nonExistingUser",
"otherAttributes": [
Ilcoll’

"givenName",

sn",
"telephoneNumber"

I

"responseElements": null,

"requestID": "4567ab89-c12d-3333-2222-1e0012f34a7c",
"eventID": "1234567b-f@a®-12ab-3c45-d678900d1255",
"readOnly": true,

"resources": [

{

"accountId": "111222333444",

"type": "AWS::DirectoryService::MicrosoftAD",

"ARN": "arn:aws:ds:ap-northeast-2:111222333444:directory/d-1234567890"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444"
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"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "ds-data.ap-northeast-2.amazonaws.com"
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aws :SourceArn EREEM S ID , a1 Amazon S3 176#1# ARN |, BAAERAFANLBEE LT
NEZEARRFEINRE. MREAREAEZBEFHELTXHAMITEKS ID B aws:SourceArn & , N
aws:SourceAccount {EH aws:SourceArn EFMNIKFER —REEQHFERAN , BDAFEAHEBR
WP 1D, MREBAFEF—NMNRBREEBERSHRIMEXE , BEA aws:SourceArn, MREE RFIX
KEHPHNERRREERSERAREMRE , BEMH. aws:SourceAccount

EUT RIS |, B9{Eaws : SourceArn44412 CloudWatch B4,

BSEEERERBZERN A EREA aws :SourceArn £B&HF L TN ERINTE ARN,
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"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
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"Principal": {
"Service": "ds.amazonaws.com"
},
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Resourxce": [
"arn:aws:logs:us-east-1:111122223333:10g-group:/aws/
directoryservice/Log_Group_Name:*"

1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ds:us-
east-1:111122223333:directory/Directory_ Name"
}I
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
}

XNFLUTREl, aws:SourceArn WELIREKS HH SNS &, Hlan , (RAUER
#arn:aws:sns:ap-
southeast-1:123456789012:DirectoryMonitoring_d-966739499f 40 “ap-southeast-1”
=IRIVXIE | “123456789012" 2IRAVEF ID , “_d-966739499f 2REIZEM I S#h SNS FHA
#i. DirectoryMonitoring

EREREREZFARNAZERMEA aws:SourceArn £ R&H L TXEMNE RN TE ARN, 0
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"Version":"2012-10-17",
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"Statement": {

"Effect": "Allow",

"Principal": {

"Sexvice": "ds.amazonaws.com

},

"Action": [
"SNS:GetTopicAttributes”,
"SNS:SetTopicAttributes”,
"SNS:AddPexrmission",

"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,
"Resource": [
"arn:aws:sns:us-east-1:111122223333:SNS_TOPIC_NAME"

]I
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ds:us-
east-1:111122223333:directoxry/EXTERNAL_DIRECTORY_ID"
},
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
}
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WRPHERRR,. BREZER , BZRHAE LK EIRZEE Amazon Directory Service, a0 ,
BATLAERA arn:aws:ds:us-east-1:123456789012:directory/d-1234567890 , H

123456789012 REMEF ID, d-1234567890 2&EHE X ID,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",

Bh LB R SSR B REE 7= 1.0 600


https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsdirectoryservice.html#awsdirectoryservice-resources-for-iam-policies

Amazon Directory Service EEEmR

"Principal": {

"Sexvice": "ds.amazonaws.com"
},
"Action": [
"sts:AssumeRole"
]I
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ds:us-
east-1:111122223333:directory/YOUR_DIRECTORY_ID"
},
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
}
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"ds:action-1",
"ds:action-2",
"ds:action-3"

1,

"Resource":"*"
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{

"Principal": "*",

"Effect": "Allow",

"Action": [
"ds-data:action-1",
"ds-data:action-2",
"ds-data:action-3"

1,

"Resource":"*"
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