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https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpn-connections.html
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Amazon X AD £ &

Amazon Directory Service R EERNIEEBRSIZ1T Microsoft Active Directory (AD), Amazon ¥k
Active Directory ¥ B FRS , B¥5 4 Amazon FEE 3K AD , B Windows Server 2019 {2t #5, 1%
BENEt B REER , E2tB N —XEEFELFAE R ( Amazon VPC ) WE AT AEEHIEE, HiE
FlEREFIEXBHAN AR ATAXRNIEZET. EVEZENRE., BEES. RENRGCENFREINEEE
MEEW,

f&Bh Amazon & Microsoft AD , RAJLATE Amazon =HIZITE XBHB TEME , BEET.NET
Microsoft SharePoint 1 SQL Server WEE X NARERF. BEAAERAEE Amazon =i Amazon 1
‘E Microsoft AD E&HIE A1 ZPE 2 B {5 E5< R MicrosoftActive Directory , J3 i P FEF4H IR XY
£ —1g P &R 5 RN PR Amazon IAM Identity Center,

Amazon Directory Service A LB ¥A#1E Amazon ZHIREMIIZTE % , REFNEHN Amazon BRE
I 1Y 7S 3 7% R 122 42 Sk MicrosoftActive Directory, BFZBIEB G , TS AT &EMES

- EEAFMA

- NNARFNRSFRHEERER

- BRI RFAE R

- FLETF =M Linux # Microsoft Windows TEREKZBEMEE

« A LAE A Amazon 3£E Microsoft AD S B E T RADIUS B9 MFA EREZEMER , NTIEAF
HRNARFNREEFANZEARY , NTTZNZBEE S HRIUE Amazon

« ZEEETLE EC2 Linux FWindowsSE4l

(@ Note
Amazon IR EEWindowsBRFEHREHINITFA ; BFEEMNMRENEFERANEHILE, BFE
EMERG AN WindowsfR S5 88 & F ik 7 B F ATIE (CALs) , AR ARINREBEENER. 84N
SEIHERMATERENZEEE, NREBFERNALNERE  REFTEXLEZATE
EAMUANAE WA Es| AHMZEKERS CALs T8 LFEA Amazon,

FHERTHED , FREIZEFLEDN Microsoft AD B 3 , &£ Amazon F£EEH Microsoft AD FYREY A s B
& Z [ Amazon RIEBEEXR , UET BRI Amazon EEHE AD Z-H,

ES}
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5 AD Amazon FEE Al

Amazon Managed Microsoft AD ) X B S M HKIEXE

% AD Amazon £& F fi

3 YRE Microsoft Amazon &/ &

R YR Amazon FE Microsoft AD

WEIRE Amazon FEE K AD

JBIY Managed Microsoft AD 78] Amazon R F#2F # RS Amazon

[ Microsoft AD Amazon £ E AP MEFLARTEA IAM A€ 17 E Amazon IR R
71 Amazon & Microsoft AD i i& % Xig & i

2 ZARE Microsoft Amazon & &

FEs) B FA P EBE Amazon FEEME AD

Connect Amazon & Microsoft AD EEFIRI BRI ESN B REMEN
¥ EBARE Amazon FEEHE AD £

LS5 EC2 SEBI A B R Amazon BET &M S E

Amazon ¥ & Microsoft AD Y F FEAEE

Amazon Directory JRSS Bk

FREY Amazon & Microsoft AD iE3%Z] Microsoft Entra Connect Sync
Amazon 3 AD HEM ALK EHE

Amazon FEE WM AD Bizi

#3% AD Amazon FEEHIEHERR

8% Amazon ZLEENE

 W{AFHE Amazon & Microsoft AD B FH EEZ L A HActive Directory A F°

n{a] 5 A Amazon 3 £E Microsoft AD kil & & /™ #& Y 215 2K B¢ Amazon Directory Service BA#5 Bh#
RBIRNZ SR A

J0R] 38 53 7 hnig i i 25 SR 32/ Amazon FEE Microsoft AD 9 JTsR#1ME 82 Amazon Directory Service
W@ £ Amazon & Microsoft AD EEEMicrosoftit 2 R HiF W BB KE AEiE2 A

247 Amazon Web Services Management Console {#f Amazon ¥£& Microsoft AD FE ) A iy £
E#1TIHE

A& 1.07


https://www.amazonaws.cn/blogs/security/how-to-delegate-administration-of-your-aws-managed-microsoft-ad-directory-to-your-on-premises-active-directory-users/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-increase-the-redundancy-and-performance-of-your-aws-directory-service-for-microsoft-ad-directory-by-adding-domain-controllers/
https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-access-the-aws-management-console-using-aws-microsoft-ad-and-your-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-access-the-aws-management-console-using-aws-microsoft-ad-and-your-on-premises-credentials/
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« f0fA{E A Amazon ¥£& Microsoft AD FA&#ZIE N Amazon BEBEAZRESHRIE
o JMATFE A 3 5 B B #A B 5 Amazon JRZ Active Directory

Mk AD Amazon & Al

Amazon Managed Microsoft AD Bl T —/NT23EER , Microsoft Active Directoryl Windows
Server 2019 2% , £ 2012 £ R2 Forest # Domain 18E4 5| Ei=1T. Amazon Web Services
= YH{REA Amazon & Microsoft AD Amazon Directory Service 812 B &t , 28IEH L5585
HAKRLRADIN DNS RS, Hi24I887 Amazon VPC BIARREFM A6 ; itk T REBHAFRENFEEH]
HIERH R B ZMAIGR,. MREEEESHIRFER , BANEUERME . BXEZER , 55H
A Amazon Managed Microsoft AD ZBE& /MY IR HI85 .

Bx Amazon & Microsoft AD HERFIEEIA |, BEYouTubeM & A T M,

Amazon #Ek AD T EE R MBLA

£}

+ 812 Amazon Managed Microsoft AD B 5 R &4
Amazon IAM ldentity Center &3R4
ZESRIETREMN

BIZEYRE Microsoft Amazon &/ &

« B& Amazon Managed Microsoft AD S HNE
Amazon FEE# Microsoft AD E I8 & K /-~ FIEFE R

#2 Amazon Managed Microsoft AD B 5t R &4

E 6|2 Amazon F£& Microsoft ADActive Directory , BEE—PMEFUTARMNIL Z# VPC :

o ELENFN. BNTFRMSTNTFARINTAKX,
- VPC %M EBBRIANEHHE,,
o IRIEMEA 198.18.0.0/15 #butZE @l R Ay bt £ VPC 612 Amazon & Microsoft AD,

MREFZERF Amazon F£E Microsoft AD B 5B A tbActive DirectoryiB & 5L , M LAV K b 35 By K
FIFTheER BI& B N Windows Server 2003 = E & A,

Al &% 1.08


https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-easily-log-on-to-aws-services-by-using-your-on-premises-active-directory/
https://www.youtube.com/embed/MdkhobcciX8?si=o0HpdeTIDwK3YWla
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Amazon Directory Service fERM VPC &4, #EE R ZH EC2 EHIEHEM Amazon Kz Mz
17, FHEE Amazon, HH ETHO M ETH1 MAMEERER. ETHO REEERR , FETENKS,
25 ETHL EEHNK P RBIE,

& B FXH ETHO MEBMERE IP SEE R 198.18.0.0/15,

B a2 Amazon ¥3EF Amazon £E Microsoft AD I8 |, i§Z M Amazon & AD FEE i
S EHAR,

Amazon IAM Identity Center &R 4
WREIT XS IAM &5 505 Amazon 3 £E Microsoft AD —2EH , WEEBRFEUATEY :
« {REY Microsoft AD Amazon & B X2 E/R Amazon AAMNERIKFFIREMN,

o K 1AM B9 RO Fi8E Amazon FEE Microsoft AD B FHE — X5,

BXEZEER , 55H (Amazon IAM Identity Center AF#8R) H#Y IAM Identity Center 5o R 54,
ZE BRI RZMY

EX X Amazon £E Microsoft AD B ZHITZREFHRIE , XMBEUTHFRAEEABRIET=
WIZiE 5 KIEE A AP RS (RADIUS) RS2 | BHEEBEZ K B EE Amazon Microsoft AD B &
KiER. Amazon

1. EYREY RADIUS R85 L |, BIERH N RADIUS HFmRA KA Amazon E Microsoft AD
1528 (DCs) Amazon, XMEAUTERASHEERNE i ( £8 RADIUS lREETELE
FRIRRE)

o Hisit (DNS = IP) : X2HEAF — Amazon ¥£%E Microsoft AD ¥ DNS #hsit DCs, iXF > DNS
3t ZB AT AFEARITRIE A MFA B9 Amazon 3£& Microsoft AD B XHiFHAE SN EM B FRSE
HAEPHE, Amazon ERH DNS it RFEAB B Amazon ITE Microsoft AD DCs Y IP
# it Amazon,

(® Note

SR RADIUS BRE-88 535 DNS bt |, N REERIE — RADIUS B iwEE. &N ,
AR BN Amazon FEEB Microsoft AD DC ]2 — RADIUS B il &,

- w05 : BE RADIUS fRSF23NHIESF RADIUS BEFmEZNIKRO S, #5/HE RADIUS IO =2
1812,

Amazon IAM Identity Center 3R &4 WA 1.0 9


https://docs.amazonaws.cn/singlesignon/latest/userguide/prereqs.html
https://en.wikipedia.org/wiki/RADIUS
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- HEEH  BARLERRHE RADIUS RS 2RA T5 RADIUS B imERN L EE4A,

o Y BATBEEETE Amazon FEE M Microsoft AD DCs 1 RADIUS RS 282 BIf B 5 /W iE
Wo XEFHWHILE PAP, CHAP MS-CHAPv1 1 MS-CHAPv2, ZEifEF CHAPV2 MS- , BRE
RBETX=MEmMPHRENZ SN,

- NAREFAEN  £E L RADIUS BRSBHFNAERE , BERATHEHREIREPMRANAERF.

2. MBIAML , 0¥ M RADIUS & #% ( Amazon & Microsoft AD DCs DNS #hiit , S L H
1) E&H RADIUS FREE5IH O AR E.

3. 72 Amazon & Microsoft AD I Zi#h EC2 ZLAHRRM—FHN , RAFRBZHIENL
#9 RADIUS fR%588 DNS it Mg OSHAMRE, BXELZELR , BTSHEC2 AFERHTHNEXR
SER BN

BX ¥ Amazon ¥£E Microsoft AD 5 MFA Bl & AN EZELR |, F2H. I Amazon TEM
Microsoft AD /5 i Z K% 5 { ki

Bl ZYRHY Microsoft Amazon & &

E B M Amazon FEE Microsoft ADActive Directory , BT TSR, EF RIS ECH , FH
REFE T 82 Amazon Managed Microsoft AD B 7RS4 R E R KR Z 4.

#1223 Amazon & Microsoft I~ &

1. £ Amazon Directory Service ZHl & SMEKHR , EFEF , AFEFREB R,
2. EERFBEFREETMELE , %E# Amazon Managed Microsoft AD , REEET —F,
3. EMABRGBRENEL K BREUTER

JITES

M Amazon & Microsoft AD BIFR/ERRR D AR P ITEE, BXREANEZER | HSH

Amazon Directory Service for Microsoft Active Directory,

B3 DNS £

BRWELRERM , 0 corp.example.com,

B IR Microsoft Amazon L& & MRS 1.0 10


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://console.amazonaws.cn/directoryservicev2/
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® Note

TR AR E AT D% Route 53 31T DNS , N#EH Amazon $£& Microsoft AD BY15
Z HMEER Route 53 HEZFTRE. R Route 53 1 Amazon 3 £E Microsoft AD £ =
MHENIER , NATsES HEL DNS 4T R &,

H % NetBIOS & #r

BRHVER , 2 CORP,
B FiEiR

B XA AE#ER, SIZEEN Amazon F£E Microsoft AD 5 , AILAE Stk iR,
EE AR

BEXEEANZFE, BXCEIENCE—NEES Adnin AFEFMLZBHNERERAK,, R
A LATE 812 Amazon F£& Microsoft AD FEXEE { B,

#BA DS #iA “admin’,
AREEREBRSANE , AREMANT 6 8 64 (&) NFHZH, B, CELAEE
T oI P = RPN —DNFR
- NEFH (a-z)
- XKEFH (A-2)
- ¥ (0-9)
. ETRBBELH (~@HS%AE*_—+=\)O:"<>,.?/)
HWIAEH

ENRAETERED,
(ALt ) AFNAER

EMNFFE A Amazon $£E Microsoft AD F P fMEFHEIE Amazon Web Services Management
Console , IBEFIEREEHF MEHEE Amazon Web Services Management Console, &
XUfAIERAFMNAERBNEZEER |, 55/ the section called “FERAEHIE, CLI EERHFH
4 PowerShell”,

B IR Microsoft Amazon L& & MRA 1.0 11
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4. 7E£ Choose VPC and subnets (#%# VPC Ml¥M) WE L , BHUTER , AEERE Next (T —
#)o

VPC

B %® VPC,
EiL

NERFREERE TR, WNFRAFTAENTHX,

5. 1f Review & create (REHEAIZE) THL , REBREEHBTEAMXENER, MREEER ,
B 1% Create directory (B2 B %), IEZBRFEE 20 3 40 74, 05 , Status ERFEXRN

Active,

EXFEH Amazon & Microsoft AD BIZHABNEZELR , BSEUTAHE ;

« & Amazon Managed Microsoft AD S| HNA
« Amazon ¥EE&H Microsoft AD B & ik F~ M & 4H X R

B& Amazon Managed Microsoft AD BIZH A&

LRI Active Directory £/ Amazon £& Microsoft AD , X &R Amazon Directory Service $1T3A
TS -

- BESIBBMEMLED (EN) FNESSMIREISEHERE, eMPNE—NEX&E ENIs B
VPC #1 Amazon Directory Service B HIgF 2 BINEREXRETE | Y17 EMBR. &R LL Amazon
Directory Service BE #RRIFRAMERBEHEANMEEZDO : “EFHF ID Amazon BIEH &
BEO, BXEZEE , H5H Amazon EC2 AFERPHHEMEMNEED, Amazon EEME AD B
2R\ DNS PRZ 38 Active Directory 24 F R H ¥ (CIDR) +2 # VPC DNS B8, B*XES
E8 , 2R (Amazon VPC AF#Em) #H Amazon DNS RS &5

(@ Note
HKIABERT , SHEHSEHBE —IMNXENANTAX , HEZTEH Amazon
VPC (VPC) ., B XE3&M—X , BEiN% Amazon EBS ( EBS ) HELUARBSEIENZ
2, HABENERFIRZSER —TAXRERERN IP it B8R |, AU ERSH
NEAHRITEERERE,

k& Amazon Managed Microsoft AD &2 AR RS 1.0 12


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#AmazonDNS
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« % Active Directory E£H VPC RNERAAMNMERFISZINRENS AL, EXEIEZERER
FATFENRSE , AUMEESHRFRUREESHIRERDTMLEE, EXEZEER , BN
A Amazon Managed Microsoft AD SBE &MY IR 5185,

(® Note
Amazon &2 Amazon IEE R Microsoft AD g2 488 F A ISR IE,

« fEAmazon £ sg-1234567890abcdef0 , At KR FIERHREFEMZAN ., BRIAHIL
N AGFFRERERCME IPv4 ik, BRIAWAWEANR A FREBLFIER RO Active Directory
Sk B 5E/ IPv4 Amazon F£& Microsoft AD B9 VPC B XBNEMER, N TIREXEM ENIs |
BIBHEE IPski iz | BBELOFEME IP MMELX LRSS EE ENIs, Et , BRIABRT | HE—
Al LS8 Amazon F£& Microsoft AD BIEMALRER A M VPC, BAILNERZEALMNL SR
FHMARENRR , flink 8 Hax&Fi&E®E VPCs HEXN VPN CIDRs h R EMARENRR. WMRE
SHESXLERAN , FHENG , NGRS ASHRFHREENED,. BXESER , B
Z Amazon #3X AD & {E KK FMIBR IR Microsoft AD Amazon BEMEZLZLEME.

AT LB R R E R 2 AR EEAN CIDR R, HASREEENRER L ANBERES

EMAS. B LESEGHBRAMBPILAZAN CIDR R |, LT BENMERE,

« £—/> Windows B/ | BEFIREF BN RS EER (SMB) Siw 0 445 #TEBE. ZHUE
BT BMRE  SIISXHFNITENNEZEUREARNEZERES, (RHFERDO 445 EEREFIHRE
Amazon & Microsoft AD S 4I88NEEREO,

e/ N B P ARE DNS (3% 0 53 ) A NetBIOS ( 3% 0 138 ) BFMEMTRERKEH Amazon
REM AD HRRN , RAEIXHRE, EERGEEN , XEFEF KB E @R ERHE
WEMAAZEOD, XMTARMBZHH , HEBEREEEE S/ NEERSZNWIFEF , SMB
Multichannel A& FimBETREMEORIEZEBRMEN TR,

KRINBER T 2BIZELLT Amazon Z2AHN -

A AL
% U 038 Bl IR TREREE Active Directory
ERER
ICMP TiE A Amazon Ef  Ping LDAP R$F5E
% AD VPC IPv4 3 , DFS

CIDR

k& Amazon Managed Microsoft AD &2 AR MRS 1.0 13


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_status.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://learn.microsoft.com/en-us/windows/win32/fileio/microsoft-smb-protocol-and-cifs-protocol-overview
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn610980(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn610980(v=ws.11)
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EEEmE

73N i 038 &l IR TRERKE Active Directory
FERER
TCP #1 UDP 53 Amazon £EH  DNS BAFPMitENS
& AD VPC IPv4 HRIE, BN
CIDR . BF
TCP #1 UDP 88 Amazon ¥EE®  Kerberos BAFRFMiTENS
& AD VPC IPv4 BIE, MERE
CIDR £
TCP 1 UDP 389 Amazon £E#  LDAP B%, 8%, A
& AD VPC IPv4 FRITEN S &
CIDR BUFAREE, 15
£
TCP #1 UDP 445 Amazon £E®H  SMB/CIFS 4, APt
& AD VPC IPv4 EYL B MBI,
CIDR HARRE, ST
TCP #1 UDP 464 Amazon FEE#  Kerberos B/ 4, APt
% AD VPC IPv4 iR EBZHB BV 5 BRI,
CIDR S
TCP 135 Amazon EEM &5 RPC. EPM
& AD VPC IPv4
CIDR
TCP 636 Amazon EEH  LDAP SSL Bx, £%. A
& AD VPC IPv4 FRtENS &
CIDR IOUF, 4HERHE,
R
TCP 1024-65535 Amazon EE®#  RPC £4, ARt
& AD VPC IPv4 BN B HRIE,
CIDR ARG, BE
k& Amazon Managed Microsoft AD &2 AR MRS 1.0 14
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EEEmE

X

TCP

UDP

UDP

i uh ALY

I

i

- BxfEANG O MBI EZEE Active Directory
Microsoft 3X#4H )

- EAAFA Admin F#
F) o B LMERAtk R EPERL
Amazon & Microsoft AD

3268 - 3269

AsEE

123

138

bl-'ﬁr-'ﬂ

B E &

HKIR

Amazon EE
R AD VPC IPv4
CIDR

Amazon &M
¥ AD VPC IPv4
CIDR

Amazon &M
¥ AD VPC IPv4
CIDR

Amazon Jigi%
HISEBETZE
4l (sg-123456
7890abcde
fo )

B R

0.0.0.0/0

3 CUEL]

LDAP GC #
LDAP GC SSL

Windows B[]

DFSN #

NetLogon

FIERE

Sif
0
=
ok
[

FBERE

Active Directory
ERER

B%. £#. B
PRI ENS 65
WOUE, 4HRRE,
=1

Windows B &],
Sk

DFS., X

Active Directory
ERBER

ZRPH Windows RS8R F W £& i O E 3K

BREERXEERIKF, WK/ T Users OU ( 430

AE >

#9 B 3% Amazon Web Services =, EXEZELR , 5SS
EE K. FMEBHENR,
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https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/service-overview-and-network-port-requirements#system-services-ports
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/A Important

BESAHREFL B, Amazon Directory Service REMELL#1E |, BT ERE, HRE , B
JBid Amazon Directory Service 2 & A ResetUserPasswordAPI EE &,

- EERERTREUT=TELREA (OUs) :

OU & DU

Amazon Delegated Groups FEPAE A TRAFZERK Amazon %5 EXR
HYBE4.,

Amazon Reserved T A4S E T Amazon EEHIKF,

<SBH B> It OU WEMETEEER RNEAN

NetBIOS B&#5, MREKRIEE NetBIOS &

o, Mtk BFFEBRIN R B B 5 DNS BF5
MEE—E85 (il , R EF DNS BHHR
corp.example.com , M NetBIOS & #4F 7
corp ) o It OU I3FFHE Amazon B EEFE
AmazontiX B B R , BEBRFIHXLENR
WEEEEN. RIABERT , It OU T OUs B
AANFI : “HEN WA, Bl

« Corp
» Computers
+ Users
- EHBIELLTE4A Amazon Delegated Groups OU:
HE iR
Amazon Delegated Account Operators hZLANRAREERNIKSEEED , W
HIBEE

k& Amazon Managed Microsoft AD &2 AR W7 1.0 16


https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ResetUserPassword.html
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EEEmE

HE

Amazon Delegated Active Directory Based
Activation Administrators

Amazon Delegated Add Workstations To
Domain Users

Amazon Delegated Administrators

Amazon Delegated Allowed to Authenticate
Objects

Amazon Delegated Allowed to Authenticate to
Domain Controllers

Amazon Delegated Deleted Object Lifetime
Administrators

Amazon Delegated Distributed File System
Administrators

Amazon Delegated Domain Name System
Administrators

Amazon Delegated Dynamic Host Configura
tion Protocol Administrators

Amazon Delegated Enterprise Certificate
Authority Administrators

DU

WZLAR R T LABIE Active Directory #t 2
FHBERNR , XERIEEELSHENIE
BRUEITENL

R AR AR 10 & iFEMAER,

ZEREHMWKE T Amazon EEEE
Microsoft AD , & H|H A E P FFEXT
R, AULEEEEE OU HH4E Amazon De
legated Groups OU.

ZEEHANR A BN PHRITEN R RHETS
B 1AE Amazon Reserved OU ( {X/E A 7 %%
HEHRIFNABTNRETTEE )

ZEEANR A BN PRITENERHETS
3 1F Domain Controllers OU ( X/ A T ik
BEEORITINANREETIEE ),

ZEEHM K R AT M8 msDS-DeletedObject
Lifetime XY& , ©E X T SHIBRAXT R A LAM
AD B3t iR E % B [E .

Z ARG A LAR AR FRS, DFS-R
1 DFS t8 & Z=EH),

LA G AT LEE S Active Directory &
FXHY DNS,

& £ A YA R A BT ik P EY Windows
DHCP ARS52REE1T RN

WEEABK G T AEEFMEE Microsoft 4l
UE P& WA B Az e

k& Amazon Managed Microsoft AD &2 AR
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EEEmE

HE

Amazon Delegated Fine Grained Password
Policy Administrators

Amazon Delegated FSx Administrators

Amazon Delegated Group Policy Administr
ators

Amazon Delegated Kerberos Delegation
Administrators

Amazon Delegated Managed Service Account
Administrators

Amazon Delegated MS-NPRC Non-Compliant
Devices

Amazon Delegated Remote Access Service
Administrators

Amazon Delegated Replicate Directory
Changes Administrators

Amazon Delegated Server Administrators

Amazon Delegated Sites and Services
Administrators

Amazon Delegated System Management
Administrators

Amazon Delegated Terminal Server Licensing
Administrators

DU
b % & 4A R R A BT BAMS T St 2 MY RS A 2 60
KW,

ZEZEEN R R T AEE Amazon FSx &R,

bR 2 AR KR ATUHRITARKERES (€
B, &8, MR, 88),

% A YRR BT BAE XS I E AL A 7 K 5
KRERAZER.

Ith %2 4 B9 BX R RJ LA 6132 A0 A BR 4 AR 55 Ik
P

ZEEARNK R FRFRESEHEHSRETR
SEEBENERZA. LAERTITENIK
P

&2 E R R R BTN MM ER RAS 1 IAS
RS ER4A F B RAS BRS5 8%

ZRZEHMIK G AL Active Directory A EYELR
B X 4E B 5 SharePoint IRE288E L,

WZEHNK R BEEFEMAZNITENLN
A EBRAR,

ZREHR B R A LAE Active Directory M4
MRS Edy A iZ Default-First-Site-NameXd
Ko

hZEANKAATUENERRSGEEERRR
FEXT R

IR 2 AR X R AT ATE L im R 55 28R VT AT R S5 8%
48 R 3 DA BR£8 i AR 55 25 VF T AR S5 8% o

k& Amazon Managed Microsoft AD &2 AR
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EEEmE

HE

Amazon Delegated User Principal Name

Suffix Administrators

® Note

DU

MR,

YRATLUAR DN EX £ Amazon Delegated Groups.

. BIE RN TAZKINR (GPOs) :

® Note

=2 H B AR R AT BOR INAMIBR A P EHE AR

IBTRMER, EARAFRIXLE GPOsH B g, XRIRITER , BRENRREH

Amazon AN, MREE |

AR BERRD

Default Domain Policy

ServerAdmins

Amazon Reserved Policy:Us
er

Amazon Managed Active
Directory Policy

TimePolicyNT5DS

&R LURF e ] 858 OUs 2/&

ERAT
1

AR H R T E K

Amazon Reserved user

accounts
P 35 i 25
P& 3k PDCe {2 #l35

EHIRIR R

DU

‘BIEIHZ B Kerberos F
B o

¥ 0 'Amazon Delegated
Server Administrators' ¥E &
F#— R BUILTIN\Administra
tors Group.

AAERAFPKFIRER I
£ 4 1% 8 Amazon Reserved
OuU.

ARSI EiRE RN
ZERE

S FrE 3E PDCe 1H12 4128 89 i
B SR EE 1% B N £ A Windows
&t (NT5DS).
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HEBER EAT iR

TimePolicyPDC PDCe i3z #l 28 £ PDCe 12 525 RV B [E] 2R
B 1% B 9 5 R ) 4% Bt 1] 1ML
(NTP),

Default Domain Controllers REH a2 TRE , £8

Policy Amazon 1T & Active Directory
ERRET.

MREEESN GPOWRE , TUNBATHRKEEZES S (GPMC ) BINAEA Windows 3K
PlREEE].

o B LA THNZA default local accounts X F Amazon ¥ & #E AD BIE :

/A Important

BSUREEERZEE, Amazon Directory Service R ILER , LT EKE, B , &
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https://www.amazonaws.cn/blogs/containers/using-amazon-fsx-for-windows-file-server-as-persistent-storage-on-windows-containers/
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_key_concepts_gmsa.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/what-is-appstream.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/walkthrough04-fsx-with-appstream2.html
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://docs.amazonaws.cn/appstream2/latest/developerguide/active-directory.html
https://docs.microsoft.com/en-us/sql/database-engine/install-windows/install-sql-server-with-smb-fileshare-as-a-storage-option?view=sql-server-ver15
https://www.amazonaws.cn/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_key_concepts_gmsa.html
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https://www.amazonaws.cn/blogs/storage/windows-home-directories-and-file-shares-made-easy-with-amazon-fsx/
https://docs.microsoft.com/en-us/windows-server/storage/folder-redirection/deploy-roaming-user-profiles
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/scale-out-performance.html
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn581924(v%3Dws.11)
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/use-group-policy-to-install-software
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ee849849(v=ws.10)#to-perform-a-system-state-recovery-of-your-server
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/shared-mad.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/mysql-kerberos.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/oracle-kerberos.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/postgresql-kerberos.html
https://www.amazonaws.cn/blogs/database/joining-your-amazon-rds-instances-across-accounts-to-a-single-shared-domain/
https://www.amazonaws.cn/blogs/database/join-amazon-rds-for-sql-server-to-your-self-managed-active-directory/
https://www.amazonaws.cn/blogs/database/join-amazon-rds-for-sql-server-to-your-self-managed-active-directory/
https://www.amazonaws.cn/blogs/security/how-aws-managed-microsoft-ad-helps-to-simplify-the-deployment-and-improve-the-security-of-active-directory-integrated-net-applications/
https://www.amazonaws.cn/blogs/security/how-aws-managed-microsoft-ad-helps-to-simplify-the-deployment-and-improve-the-security-of-active-directory-integrated-net-applications/
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https://docs.amazonaws.cn/en_us/directoryservice/latest/admin-guide/ms_ad_join_instance.html
https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://forums.aws.csdn.net/ann.jspa?annID=4636
https://www.amazonaws.cn/about-aws/whats-new/2017/05/simplify-migration-and-improve-security-of-active-directory-integrated-net-applications-by-using-aws-microsoft-ad/
https://www.amazonaws.cn/about-aws/whats-new/2017/05/simplify-migration-and-improve-security-of-active-directory-integrated-net-applications-by-using-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-enable-your-users-to-access-office-365-with-aws-microsoft-active-directory-credentials/
https://docs.amazonaws.cn/singlesignon/latest/userguide/manage-your-identity-source-ad.html
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o EPEH MR 4I2E LIRS M Amazon I EE Microsoft AD Ry EREFN AT A 1.

o FHREY Amazon F£E Microsoft AD MFrERRFH R B FE 2 B IR

« AMEZFAAPEEET (UPN) URABFEZRAER,

« EmAIRI Amazon F£E Microsoft AD U 2 & #5 , LARE Amazon 3 £E Microsoft AD TEA i B XA
ERMNBIETEES B XA,

- 3@ RFTFBEZE Amazon EE B Microsoft I &8 |, FFEMIER,

& FH Amazon IEE W Microsoft AD B ZELE

YRA]T LAEF Amazon Web Services Management Console R&E &R Amazon 3£ Microsoft AD B
FWFMESR , Bl -
- BREKH
- BXID
- BFERRE
« {REY Amazon ¥£& Microsoft AD BRI E¥1E , B0 :
* Amazon VPC
- FH
- ATAK
« DNS ittt

RE] LA BB <RI Amazon £ & Microsoft AD UL TE R :
s EHENHAS KM ET , BALLESHMAZLEZEHN Amazon £E Microsoft AD , Amazon Web
Services K 3 T RS IESIBSAHMKZIFHAE L,

s ENARFERE EIMFT , #BA LR Amazon £E Microsoft AD /3 A Amazon R RREF G RN
it , HRIEE Microsoft AD BRAMARF MRS . Amazon

« U RTFT  BUNEALDREEERARS , EREEXENHEKTE Amazon FEERS
HBHHEEREN Amazon REWB HHRE,

« BX Status FEBMNEZEE |, BSH 7 #BIRE Amazon & Microsoft AD B FIRZS,

YRA] LAfEF Amazon Web Services Management Console, Amazon CLIZiZE & Amazon &M
Microsoft AD B F{§ & PowerShell:
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Amazon Web Services Management Console
EEFFHMANEREE |, 1515 Amazon Web Services Management Console

1. T£Amazon Directory Service 12| & S E®KH , 7 Active Directory , % “H R,
2. ZEEFEEFMBXID ##E., EXxEXNEELEREERFHAEFEEREF,

> Directories > d-12345678%0

Directory Service X Directory Service

d-1234567890 [ Actions v

Directories shared with me Directory details ‘ c
Directory type Directory DNS name Directory ID
Microsoft AD corp.example.com d-1234567890
Edition Directory NetBIOS name Description - Edit
Standard CORP Microsoft Active Directory

Operating system version Directory administration EC2 instance(s)

Networking details (]

VPC Subnets Status

©Active

Availability zones Last updated
ssssss t-1a DNs address Friday, July 21, 2023

Launch time
Friday, July 21, 2023

Amazon CLI
EEEFMANEREES , B H Amazon CLI

«  FTFF Amazon CLI. E&EE{RR Amazon ¥ £E Microsoft AD BREE , BETUTHS , HB
* ID B NIRH Amazon & Microsoft AD B ID :

aws ds describe-directories --directory-id d-1234567890 --output table

BEXxEZER |, 55/ describe-directories,

PowerShell
ESFFMANEFER , HEA PowerShell

«  FTFF PowerShell, E&EERH Amazon ¥£E Microsoft AD BXER , HiaTU TS , FE
% D Hi N IREY Amazon F£E Microsoft AD B ID :

(Get-DSDirectory -Directoryld d-1234567890 |
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https://console.amazonaws.cn/directoryservicev2/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/describe-directories.html
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ForEach-Object {$_, $_.RegionsInfo, $_.VpcSettings}) |
Format-List *

BXEZER , S Get-DSDirectory,

A RBIXRE R Amazon 32 Microsoft AD

Amazon Directory Service 12t Bz1B R IRR , HEEH I Amazon & Microsoft AD Fzh iR EIE
HRER Active Directory, iXLERER T AT R EHIT point-in-timeik & Active Directory, BREER T
Microsoft Amazon 38 AD 24t Ak F 3R Active Directory, MREEBLZEBIMLIRE] | M 240 Sl
BR—IMNIEBNFHIRE , RETEAUERES — N FHIRER, TEHF AD Connector B FHIIRE,

@ Note
IREE R Amazon & Microsoft AD By —I£EkIhge, WREFEAMNR I Amazon TEH
Microsoft AD BLE 2 X EH , MMAME = XiF ARITUTERE, EXNEINATHRESE
HHWXiE, BEXEZELR , 50 2BEEXEES®,

ES}

- NEFOERE
- MRERIZFE %
- HIBRIRER

B FEERR

REG T SUR TR/ B R R EHR R B E RETRRS. BRIRBEROFHRE , FRITUATIR,

(® Note

NTEANEFR, RN S5 ANAFHRR. MRESKXBRES , KHEMBR—DAEFHIRE S 8
IR S — MR

FEAUTHZRAIE Amazon & Microsoft AD FIFZHRIR , £ Amazon Web Services Management
Console Amazon CLI, = PowerShell:
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https://docs.amazonaws.cn/powershell/latest/reference/items/Get-DSDirectory.html
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Amazon Web Services Management Console
EEHBIEFFRE Amazon Web Services Management Console

1. 1& Amazon Directory Service 2 #l A SME®KH | EFHF,

2. EERTEL, EEEHEZHID,

3. EEFRFMAFEREL , EREFETF,

4. TERBED P, EFERE  REEFVUNERE,

5, HUEZEBRREIFES , RURBHNET (NMREFE ). AR, ERUIERE,

Amazon CLI

£ A £32 F 31 tRE& Amazon CLI

«  3TF Amazon CLI. EBIZ{RHI Amazon £E& Microsoft AD FYIRER | HZTUATHS , FEFR
ID B NIREY Amazon F£& Microsoft AD B3 ID :

aws ds create-snapshot --directory-id d-1234567890 --name ManualSnapshot

BEXEZER , HSH create-snapshot,

PowerShell

FERACIZEFHIRR PowerShell

«  3TH PowerShell, E/IZE{RY Amazon I£E Microsoft AD FYIRER | HZTUTHS , FEF
ID B# RIREY Amazon F£& Microsoft AD B% ID :

New-DSSnapshot -DirectorylId d-1234567890 -Name ManualSnapshot

BXREZEER | EZSE New-DSSnapshot,

BRIFEFHARD , TEFE/LSETEKRERR, REEZRMEZE |, Status EEXRR
Completed,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/create-snapshot.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-DSSnapshot.html
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MR BRI SR B 3

MRBERE FERTHEFZBIEFUGMNNE, BEXRBECNEZTCINNERPE2H KN, REBREE
MEFCREMNHVE R, A, FHIRBIFNREHERN 180 X, BXEZEER , BZRRERD
/W EMRFE Active Directory#E Microsoft M ¥,

/A Warning

RMNZBUEERERBZATERR Amazon Web Services 3235 B0 ; AT LARS B85 R 1T
REBIER, FARBEEHFSSHBEZELR , BACIR— LA R, EERIRETRZE ,
51Z B FXBKHFFAE DCs # DNS [REFEFE FRYIRS , X—RBEE,

FRALT S BE T Amazon Web Services Management Console, Amazon CLI, = , MREHiKE
& B F PowerShell:

Amazon Web Services Management Console
EMREBHRE B F Amazon Web Services Management Console
1. £ Amazon Directory Service 2| & SR EEF | EEFEB .
EERTEL , E#BEZHEFID,
EEREMAEENEL , EREFIETF,

2
3
4. HEREED  EIIRFEFE-MRE , BRERE  REEREFRRE,
5. EERFRBEFRREXNBFEFNER , RAEEREER,

Amazon CLI
{55 Fl iR BR ik & B 3% Amazon CLI
1. $TF Amazon CLI. E5|HRH Amazon F£E Microsoft AD RJIRER | FIZ{TU TS , FEHH

ID B#IREY Amazon & Microsoft AD B ID :

aws ds describe-snapshots --directory-id d-1234567890 \
--query '(sort_by(Snapshots[*].

{ID:SnapshotId,Status:Status, Type:Type,StartTime:StartTime}, &StartTime))' \
--output table
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/backup-and-storage/shelf-life-system-state-backup-ad
https://console.amazonaws.cn/support/home#/
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2. ENRBIXE Amazon F£E Microsoft AD , fRAIAfEArestore-from-snapshot@ . ¥
R¥Fsnapshot-idSEHE RN EH TIE Amazon £E Microsoft AD FYIRER ID :

aws ds restore-from-snapshot --snapshot-id s-1234567890

PowerShell
fE R ER X & B % PowerShell

1. $TFF PowerShell, E%|HREY Amazon 3 £E Microsoft AD R | FETUTHS , MEH
ID Ei# NYREY Amazon £ & Microsoft AD B3 ID :

5

Get-DSSnapshot -DirectoryId d-1234567890 | Sort-Object StartTime | Format-Table

2. ENRRIXE Amazon ¥£E Microsoft AD , fRAISAfEARestore-DSFromSnapshotii .
R¥Fsnapshot-idSHE RN ER TIE Amazon F£E Microsoft AD BYHRER ID :

Restore-DSFromSnapshot -Snapshotld s-1234567890

T Amazon E£EH Microsoft AD B% , MEZBZUREZFERB=Iat, BERWERZE , R
NELEURHN Active, 2BERBHP 2B B ZHITHEMER,

) BR AR B

LT SR MIERHHE Amazon Web Services Management Console, Amazon CLIZ, Microsoft
Amazon & HEHRER PowerShell:

Amazon Web Services Management Console
E 11 A BRI B Amazon Web Services Management Console

1. 7E Amazon Directory Service #2#| & SMBEK D |, R B Fo
2. EBEFREL , EFREHNEZRID,

3. EEFRHAGEREL , EFR&FIETF,

4. HEREHDP | EFRRE , RAEEERRRE,

5. WINEEMRRE , REEERIER.
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Amazon CLI

{55 FA M BR R B8 Amazon CLI

1. ¥TFF Amazon CLI. E5|HRE Amazon 3 £E Microsoft AD FRIE | FEZETUTHS , MEH
ID B NIREY Amazon F£& Microsoft AD B3 ID :

aws ds describe-snapshots --directory-id d-1234567890 \
--query '(sort_by(Snapshots[*].

{ID:SnapshotId,Status:Status, Type:Type,StartTime:StartTime}, &StartTime))' \
--output table

2. ERERIREY Amazon $£E Microsoft AD KRR , fRATLAfEAdelete-snapshot@f. HR
Fsnapshot-idSEHEHR N EMERAIRBHRE ID :

aws ds delete-snapshot --snapshot-id s-1234567890

PowerShell

{55 FA I BX 1R BB PowerShell

1.  $TFF PowerShell, ZE%I|HRH Amazon F£E& Microsoft AD HIRER |, B TUTHS , MEx
ID i NYREY Amazon £ & Microsoft AD B3 ID :

X

Get-DSSnapshot -DirectoryIld d-1234567890 | Sort-Object StartTime | Format-Table

2. ENREBIXE Amazon F£E Microsoft AD , fRAIBAfEfRemove-DSnapshotii®. iR
Fsnapshot-idSHE R EMERARBHRE D :

Remove-DSSnapshot -SnapshotId s-1234567890

I Amazon Managed Microsoft AD %} Fh #1212 i 25

73 Amazon & Microsoft AD IBEFMAWFIZEHIZFAEMITR , NMIENESHBENESH A
M, XETUBE XFFELHE ZKIES B XMW MHEE Active Directory R, Hlan , BIERTLUERA
Amazon £ & Microsoft AD R FEEBEARE N S EC2 ML Si# RDS for SQL Server £4| E#Y %
MNET MARERF
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/delete-snapshot.html
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BRBIE B %AT , Microsoft AD Amazon RESEZNITAXBER MNEEHSE , XEXUSTHKER
HTAEN, BE , EREEEFENSIEHIETE 5, BIATES# 4] Amazon Directory Service B8
B HEAMITEFIEE, Amazon & Microsoft AD £fFESNIHEFIZR 2 X BETENBE RN TAK
M % VPC +M,

fltn , FTES , DC-1 M DC-2 KERZ VAW H R —ELIENA NEIEFIBE. Amazon Directory
Service 2 #| A X LEERIN IR HIZBZ MR “HFE”, Amazon B FZEIBETEF , F£E Microsoft AD &
HENESNIRFBAEETRNTAXS, 25 , SR ERNMNS A MEIRGIZE | LB D Hig
BEERNEN MRS, DC-3 # DC-4 HRTHMVIFHRFIS , £RFHAD , UEFElRTIA
SNEHIBE. SELEI—# , Microsoft AD Amazon EEBX B NHWIERFISENEETRNTAXA ,
DA R IE 9 35 R0 = AT A

.rf# ___________ ™ .l'/ ___________ ",
| ]| e ™ i
| |
| || V!
| | |
| || |
| | |
| | |
| |
| , S
| ] |
' |
| T ™
| I |
| | |
| I |
| I |
| I |
| | | DC-4 |
| Y | | r |
| |
: \\ \VPC subnet Sub-1 Vi | : VPC subnet Sub-2 |
| |
| |

- /
k\ Availability Zone AZ-1 RN Availability Zone AZ-2 )/
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BIEERE , SFFTBEEFIREBRKEES. BaLE B RBINFA/NMTIR G S[HTHERE, B
A AR B T B MIE 1T R B1ES Active Directory— Amazon Web Services = TEZEMLEI B C
By T4 E Active Directory E & 1.

BRI LAEA L TE— I E R Amazon £E Microsoft AD B 5515 bR H fth g 15 4188 -

« update-number-of-domain-controllers Amazon CLI &85

» UpdateNumberOfDomainControllers API

« £ Amazon Web Services Management Console 7 Ik 8 BREA I\ B9 13132 #1185

(® Note

H b %188 = Amazon 3£ E Microsoft AD B —IMXigiIhet, MREFEANRZXiEES |, N
SR ANEBNMNKIBGHNAULTIERE, BXEZEERE , B5H £A5XigE6E,

A Amazon Web Services Management Console 7 118 % BREU SN 1Y 13 352 411 85

&R LAE A Amazon Web Services Management Console [E1#&#) Amazon F£& Microsoft AD #8 1=}
i B L At 42 I B

TR

@ Amazon & Microsoft AD NI EREMFIEFIZR 2B , LT REXRBEHBERNESE

=

CN .

- EFBEANERHEER , EULHERFHRENRERO IR, IRXNBRENSTHEBNARE
&N E,

« CHIERAYEHIZ SR NSNS R BIZR PR MR, EHIEFIRMEBBIZRIRRLTEN |, TTEMER.

- MREEFF Amazon F£E Microsoft AD ELiE 7 /8 LDAPS |, AR L& IV EAT H fib 1542 51 85 th
Bz/SH LDAPS, BXxEZELR |, B2 BER% % LDAP 5 LDAPS,

UK

EALT SBRIE Amazon F£E Microsoft AD FEBEB R B IR EMIFHEFIZT , ££/8 Amazon Web Services
Management Console Amazon CLI, = PowerShell.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ds/update-number-of-domain-controllers.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateNumberOfDomainControllers.html
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Amazon Web Services Management Console
EFARNINBBRE 251285 Amazon Web Services Management Console

1. 1& Amazon Directory Service 2 #l A SME®KH | EFHF,
2. EEETELE , #BEMNEFHID,
3. ERLHFFAGEREL , RITUTHREZ—

- MRZXHEFTERSNXE , ERZRNIBREZFROXE , REEET BML
FkT+~, BXESER , B0 EXE5EMXE,

- IRSXFEFTAREREAXE , EFEFBAREZERIF,
4. 1 Domain controllers (3Zi#24I88) 2B , kR REE,
5. BEEELNBFPRMTMBRANBIRFEHE | REIEFE Modify (182K).

6. Amazon & Microsoft AD SEXEBEIE/G , TREEHBRHENERENRES , A RRETRS
BV A A XML S VPC FM. HEVEEGHISRSOS 2 hECHBELNE ZNATRAXM T
R,

Amazon CLI
{5 F A ISR B8 BREL fth 1542 %8§ Amazon CLI

1. 37 Amazon CLI. EEFHAINEHEHRBHE  BETUTHS , HEX ID BB AEHN
Amazon & Microsoft AD B3 ID :

aws ds describe-directories --directory-id d-1234567890 | grep
DesiredNumberOfDomainControllers

2. ERISRBRRIGEEIE , A HAupdate-number-of-domain-controllerséis, 4l
m, BRI ERAU TSRS SBREN 4. BRNEF ID BiRA Amazon £E
Microsoft AD B3 ID , ffdesired-numberSHEH N ERBHNHIZFHIZHE,

aws ds update-number-of-domain-controllers --directory-id d-1234567890 --
desired-number 4
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PowerShell
{55 A NS BB BRE {15 #2 %I 8§ PowerShell

1. 3TFF PowerShell, EEEIHFINEEFHESEHE , BETUTHS , FEX ID BRAEH
Amazon & Microsoft AD B3 ID :

Get-DSDirectory -DirectoryId d-1234567890 | Select-Object
DesiredNumberOfDomainControllers

2. ERISRBERIEEEIES , ATUERASet-DSDomainControllerCountf®. Hlan , BA]LAfE
AU T RSN EBRERN 4. BRIFE X ID i Amazon & Microsoft AD B
% ID , FDesiredNumberS B N ELBHITIEHIZ/HE.,

Set-DSDomainControllerCount -Directoryld d-1234567890 -DesiredNumber 4

tH%x Amazon 2 BENE

o MA@ AN IR HIEESRIR S Amazon & Microsoft AD B9 TR H 1 BE Amazon Directory Service

HEIREY Amazon IEE Microsoft AD

{RA] LA PR ERR Amazon & Microsoft AD ALK Bl AR, TEBLHR T AR AR R BB ZE5 -

 #R/AERR : Amazon Managed Microsoft AD ( #RAERR ) @81 , AT E R TH &S 5000 ARy H/NE
UHPREFZEER. CREETEBNERERE , XEFRKS 30000* MEZFXNR , flTnAF, ARt
o

« AR : Amazon Managed Microsoft AD ( &Ml kR ) EERA T XF&KE 500000* B F3 KAVl
4R,

* ERAIELUE. RENRKD, BURNARFHTANMEREER  EHE RGN KRBATRES ,
A REE D,

FHRIREFRAERR Amazon 3 & Microsoft AD Active Directory Eif Rl bk , IEEELR Amazon
Web Services X1F., BXEZEELR , 5% (Amazon Web Services X3F AFIERE) FHBIES
ESRIESIN=$E
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https://docs.amazonaws.cn/powershell/latest/reference/items/Set-DSDomainControllerCount.html
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® Note
% Xig & H{XFE LU T X8 Microsoft AD Enterprise Amazon & RF AT A :

o XEFRIP (BEIEMN )

« XEFRI (HERLMILE)
- XEAEI ( MRERLILE )
- XEES (BBXM )
 Asia Pacific (Mumbai)

« WAHX (KR )

- MAHK (ER )

o WAHX (AN )

- TA#K (EE )

- TAMKX (RE)

- WA#HKX (RR)

« MEX (HEB)

- BE (=)

. hE(FH)

- EFF ($H)

« BiMuX (E=RE )

o BRMNH#EX ( BRZ)

- BOMX (£F)

o BRMHEX (B3R )

o BN X ( HTEERE )

- EEM(ERF)

« Amazon GovCloud ( EEFEER )
« Amazon GovCloud ( EEZFKER)

H4 Amazon 3 E£E Microsoft AD RIEEFTE—LREH, IR :

- ARFEETFNTH, EXEZELR , FZH Amazon Directory Service ETo
- —B{R# Active Directory EH % , TERE E 2 B AR,

HEKARE Amazon £ Microsoft AD TRA 1.0 53


https://www.amazonaws.cn/directoryservice/pricing/
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« LBIMIRBBTEEA T E Active Directory EH R Z T

- AR ESEENTE B AT E¥ 1T Amazon Web Services X, Fr 4 F1E K AR AT BB
—ZERARLF 9 KETHF 5 AZBE#HTT,

- ARIEFEME TN/,

o EARFIES , B Amazon EE Microsoft AD FIFIEHIEFTE — AR, XTELTMEE=ERAE
Fm, HUESHELF RN EHNEN.

- ARIEFEXESMAREFF[IZFANENS , BH IP hiDFRFFE,

- MREFEANZ LDAPS (ETF SSL WRE B FIHRIMN ) , MR FEEMNIER,

& H UPN B85 MERIFEE Amazon Microsoft AD

A AL A T BT B2 Active Directory (AD) B3R & HBIEHE Amazon Microsoft AD B R
wNEAAFEEE (UPN) BRKRAERAFBEFRAER. Nk, BXTERAEERKS SN Amazon
AFRXEHENEREREEAEANANK,AER, BXRUEANESEER , FHZHEBE Amazon Managed
Microsoft AD SIZH A A

&R UPN F&

1. 3TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/o

2. RISMALZE Amazon I£EE Microsoft AD B FHIL % EC2 24l EFIZLH , RiFikF
Connect (E#).

3. 1f Server Manager ([RFREESR) EOF , %F Tools (TE), A/FiE#E Active Directory
Domains and Trusts (Active Directory 1B {5 1E).

4, TEEMBE®ES , HEEE Active Directory Domains and Trusts (Active Directory B {E1E) , AF
1%£$% Properties (B %),

5. 7£ UPN Suffixes (UPN F&) &I+ , BAZ A UPN 54 ( 10 sales.example.com) ., i&#F
Add (Fin) , ARBIEE Apply (RA).

6. WMREFBNNMEMEZMH UPN R , FEELR S EXZELER/MEN UPN FR,

B B REY Microsoft AD Amazon & B &8 M L& #r

YRATLAE @B Microsoft AD Amazon £&E B RN R B , FHESRIMEM Microsoft Active
Directory (AD) ¥h R & MM TE, X £ Amazon ¥£%& Microsoft AD AI AE Rt FE A ith B FHEHR MK
EIAW AD AF, Eitt , YAFREZEMASE AD Amazon & B M Amazon EC2 &l Ama zon
RDS for SQL Server 3£41& Amazon &RE |, AR ESELF,

A& A UPN B4 MR 1.0 54


https://console.amazonaws.cn/ec2/
https://www.amazonaws.cn/ec2/
https://www.amazonaws.cn/rds/sqlserver/
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Ak, BAFER Admin (B2 R) I i3 Amazon Delegated Sites and Services Administrators
(ERNBRSEREERR) ARANKFER, BXUEEANEZER |, S Amazon Managed
Microsoft AD S A&,

BXREDBEFEMAXNBRNEMEFL , E5 5 Microsoft W ¥ _E A EEAYEE 1857,

B & Amazon 1E£E Microsoft AD 35 S &

1. ITHLSE EC2 #B#H1& , Mtk https://console.aws.amazon.com/ec2/o

2. KRISMALE Amazon 1£E Microsoft AD B FMIL % EC2 SEfl, EFIZLH , RiFER
Connect (E#).

3. & Server Manager (FRGEREESR) BOF , 1R Tools (TE), AFIEE Active Directory Sites
and Services (Active Directory 35 2 FBRS),

4. TEEMBEH , BRI Sites (WR) XX , GRETLKBN (BRIAB A Default-Site-Name)
A% Rename (EHAB)o

5. BAFNMKEN , REEE Enter,

R BRREY Microsoft Amazon & &

il Ex Amazon & Microsoft AD = Simple AD /5 , FiE B FEHIEFM R BEGHMIR BT ERE. WBR
BR2ZE , MARBXRNFERFIBRETFE, B2 , THEABRFIEZRXLESRG, FEFEHARS)
B9 2K 3t F PR K P B X L 3245

B AD Connector B , A#h B ZHRIFAE, MAE B ZFHOFAEXRFGHEREFRT | HREMAXME
Fo HAILAEH B FKEIUE B FIXLELH,

EMIBRE F

1. 1£ Amazon Directory Service #ZHl 8 SME KT , EF B R, FREActive Directoryf T E0
& Amazon Web Services X V&, BXEZER , BZREEXE,

2. WERKNEMERN B X BEM Amazon NEAREF. B A Amazon B FREF T LRI BR
Amazon FEEH Microsoft AD 5 Simple AD,

a. HEBEXNEL , EERENBFID,

b. £ Directory details (B FiFMAE L) WE L , £ Application management (R A2 FE )
®IMF, £ “Amazon RLARF MRS &5 , EAAUEEENE XZH 7 WL Amazon B
BF.

MIBR¥RAY Microsoft Amazon ¥ & & WA 1.0 55
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A Amazon Web Services Management Console 5[RIf PR, BEXEZEL , ESH £H
Amazon Web Services Management Console i 8] R o

E2H Amazon WorkSpaces , %M WorkSpaces 24| & # B FHEUEEMIZRS
BAXEZER | 52019 (Amazon WorkSpaces BE#/E) FHIM K E F.

EZ A WorkDocs , 4 MIE WorkDocs#2 #l & A BriZ WorkDocs # R, BXREZELR
&2 {(Amazon WorkDocs EIEHE) H AIMIER R U4 o

EE R S# WorkMail , BAMIET i WorkMail 32%] & & il BRIE &% WorkMail 4248,
EXEZELR , 25 (Amazon WorkMail EE R {EF) RHBKRAL,

E# FSx A Windows MR b File Server , B AMMIBAMIRIT D% FSx XHERE, B
REZEER , 521 (ILE#F FSx iR Active Directory Windows X4 RS8R Figm) &
A 7E Windows X RS EFHREA, FSx

E# M Amazon Relational Database Service , HAMMIB F R Amazon RDS =4I, %
EZER |, 558 (Amazon RDS AFIERM) HRYIEIE S E MIEESH,

E# M Amazon Client VPN RS , %M Client VPN i S IR B FBS. AXESE
B , &5 (Amazon Client VPN BEE R M) FWFEAEF K VPN,

EE A Amazon Connect , 47| B} Amazon Connect 3£25l, EXEZER |, ES5H
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements#security-considerations
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/active-directory-administrative-center
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/minimum-password-age#security-considerations

Amazon Directory Service EEEmR

REEB T LR

CustomerPSO-01 10

CustomerPS0O-02 20

CustomerPS0O-03 30

CustomerPSO-04 40

CustomerPS0O-05 50
iR E

BUARBENEZBREPHOUTEY , MEFSEAERE , NTRZENLFER,

- REEERH

- BHIEBALE

- RERBEKE

- REZBFEAHR

- BREFBEERGR

o {EF AN A D
- BRSNS EEMER

BT EEUWXERBIEEINFE, BXxXEFENMAENRBREIAKNTHEZSFAEGE , ESH
M ic TechNet rosoft Ry L&Y AD DS : B E K, BXRXLEREN—MREER , i5ZSH Microsoft
TechNet W5 F #2528 KRG,

K = 8 72 SR B
IR LME N Z BRI TE Y , LUEE Active Directory TE B F A M BRE U R MABIEK - -

« AWHRARMERZHH
o« IKPBiERFEERT A
- E-BREBEMNEEEEAMMNERZR

BERIXEBEN—MREER , i35 Microsoft TechNet M4 _EKIiK P 81 E BUE,

T IR TE R x4 1.0 60


https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/enforce-password-history
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/minimum-password-length
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https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://technet.microsoft.com/en-us/library/dd560651.aspx
https://technet.microsoft.com/en-us/library/dd560651.aspx
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https://docs.microsoft.com/en-us/powershell/module/activedirectory/get-aduserresultantpasswordpolicy?view=windowsserver2022-ps
https://blogs.technet.microsoft.com/canitpro/2013/05/29/step-by-step-enabling-and-using-fine-grained-password-policies-in-ad/
https://technet.microsoft.com/en-us/library/dd560651.aspx
https://technet.microsoft.com/en-us/library/dd560651.aspx
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https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
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https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://console.amazonaws.cn/directoryservicev2/
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b. MRRSHHERNERED , ERBEE,
c. FEHEWEELHN Windows 10/Windows Server 2016,
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® Note
Amazon FEE# % AD B Windows Server 2019 2t #;,

d. WRRSGRHERMNEXREQD , EEAE,

6. BB EW+F , FERERBHEHRN LDAPOver SSL HELENEMEAMBE TR,

7. BHERL2RTF , RARERARAS B0 PREEEER . AEESRNONRED , BIACE
FRIRER, SEMA B FEME VR,

8. & “WE” 6/ LDAPOverSSL ( IGE LEEEN A ) IEHER, KAEHEREHESE
Ho

9. HIEPWMAYNMEOS , ARFHIUEBERR , RBRMEERERE > ERRVUEBEMR.

10. £ “BAILEHER" EOH , &% LDAPOverSSL ( REE LHIEENEN ) , RAFERE “BE

SIRAAMBZEHBN

KERE—HH , BYBHMITIT Amazon EC2 2| & HRMEBEEMN . X LEFNRF 72 VR B2 HIBRE
EE b CA BUIERIES, Hit , FRMAUEMN , UEERN DI CA RS K B ARV HIEHIZRAVE
ARE. ARFE , AINHEIEAN B S NER R HIZR R Bl CA IRE.

—BERETHMNN , EHFEFRSBINEN BN CA BRIES , A RERHE FE A LDAPS. &
Ry SRR LRY LDAP BRSSEI B AR 71232 LDAPS E#,

B EREAMN

1. 1 https://console.aws.amazon.com/ec2 LS MBI Amazon EC2 #£#l& , AEFEAEEARK
R,

EEMBEEF |, E#F Network & Security T 758 Security Groups.

EEEHF , HIEH CA EE Amazon £ 4,

1% Inbound ETF , AFEE Edit,

£ Edit inbound rules XiEHEAH |, HMITUATRE -

o M 0N

o EFRAIMN,

- 7 Type &% All traffic , 379 Source %# Custom,

. ERFEZLMAEDE A B F Amazon R 24 (130 sg-123456789 )
- ERRF
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6. IMIEEFIRH Microsoft AD Amazon #£%& B % Amazon BWZ €4, 1%3F Outbound I+ , R/E
% Edit,
7. 7£ Edit outbound rules JHiEHER |, HITLATIRE :

o EEBRBN,

« A Type 1&#ZF All traffic , 373 Destination 1£3% Custom,
- EERZLNEPEAEN CA Amazon WL 24,

. ERRE

YRATLABER LDP I EMliX LDAPS 5 Amazon ¥£E&E R Microsoft AD B x&HERE, LDP T EfE Active
Directory EETE—ERE#, EXEZEE , HZH NFEEM Microsoft AD ZEJESN B F Amazon
EETE,

(® Note
FEN i LDAPS E# 28l , BARMEFHRK 30 2 #ETE , LUEME CA EIFHRHIZRMAIES,

BXRRFEE LDAPS WEZFAGERUARNABHTREN RGAE , F2HARLBE LNUNFAIIREE
Amazon Microsoft AD B /8 RS 855 LDAPS, Amazon

£ A% Amazon Microsoft AD B A& s LDAPS

& Amazon Microsoft AD FHIEF iR R ER B RFRIMNEZLEETRE (SSL) fZREZRE (TLS)
(LDAPS) XEMZBRERE (At ) HESESEH R (AD) SNARFZEMNERE. Amazon ER A
R F IR FE WorkSpaces, Amazon IAM Identity Center QuickSight, #1 Amazon Chime, X0
RA LB AT RPALNSOBRBEARELENTLER,

FRFZ M

JFER% P LDAPS 28l , BFEEREUATER,

F&

« EYREY Amazon FEE Microsoft AD M B REE < B E I EEX R Microsoft Active Directory
« 1£ Active Directory F 3B RS EFIEP

o EPMANMIERER

- RMER
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RS Amazon #£%& Microsoft AD M B EEE 2 [ B 1 F1E< R Microsoft Active Directory

B , fIREETE Amazon & Microsoft AD FIBREE Z RIEIEEXR , MicrosoftActive Directory
LB A% ik LDAPS. BXEZEE , iS5 the section called “BIEEEXR",

£ Active Directory FZBE Bk S5 8FEF

EFAET MR LDAPS |, BEZEXR Active Directory 1Y B MIIRFIZRIREU TE RS |/IEH, LDAP
PR 55457 68 i 3 L6 3IE 5 SRA0TOF HF B 31322 5k B LDAP B ik SSLiE#E, EAILUEA B AER Active
Directory Certificate Services (ADCS) &BZ& 5 & HY MBS b M & HlA94L K HY SSL iEH. BX Active
Directory BRSEBHERERNEZE L |, 1S Microsoft Wik E# LDAP over SSL (LDAPS) if$.,

UEB FUR L AUEH ER

E ik LDAPS BREFEIEPM AN (CA) IS , ERTRFZ[IEPHMEE. CAIUPFSH
Active Directory iZ#2 HI 28R M RS 2R IE BB R INZ LDAP B, HEEMUT CAUEHER :

« EEMWIFBMEN (CA) LUBFAZEF iR LDAPS, &AL A Active Directory iF RS, =
F e & A= Amazon Certificate Manager, B3 Microsoft 4l iF 50 & H I E Z(E
B, 35 Microsoft 3X#4,

o BEUEM—MNED , RHUEBLIE 90 RS S EIH.

o UWEBHIURARFAEBEY (PEM) 183, WREM Active Directory RFEBS H CA iE$ |, HiEE
base64 {wiBHY X.509 (.CER) fERN S H X H KR,

« B/ Amazon £& Microsoft AD B FHRZ A LAFM# E (5) I CA iEH,
- {8 RSSAS-PSS £ZE M B AT,
- RIUEMEEISNZEEEPNENRSF[IUERH CA S,

BRI ZER

Amazon R FEF LDAP REFNTE TCP 1w A 636 Liz1T , T2 EEZE| LDAP %A 389, B , X
BFEH. FEEMN Windows LDAP BERFMEFEAHH Windows AL £ R LDAP w0 389,
Bl Amazon T2 A FMERLF X% , LA TFREE Amazon Microsoft AD ( ¥ ) FBZREER Active
Directory ( A4 ) FHYU%O 636 L3 1T TCP i@fS. £ Amazon Managed Microsoft AD Ml B E X
Active Directory Z [BI1R B FF LAY LDAP %0 389,
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BHEZEF % LDAPS

EFZAZEFi% LDAPS , BEEFIERM AN ( CA ) IEBH A Amazon Managed Microsoft AD ,
REEBFRLEBH LDAPS, BRAE , Amazon AR EEBTEEM Active Directory Z BIBFTE
LDAP BENBILLEETR (SSL) BEMEHIT&H

B LAERARMT RN A ENEN B FXERAE iR LDAPS, &A LAEA Amazon Web Services
Management Console 7575, Amazon CLI 5%,

(® Note

Z i LDAPS 2 Amazon Microsoft 3 £& AD By —I Xt Thee, MBEFEANRZXEE
H o, NSRBI EENBEPRNAUATER. BXEZER |, 523 2BEEXEEE,

£
« ST 1 . EFEMIEPR Amazon Directory Service
TR 2 RETMIRS

. BAE % LDAPS
: &F LDAPS K&

S

QEl Y
A\ \ﬁa AN
i w N

Nl
B

S| 1 . TEHPEMIEPS Amazon Directory Service
A TE— A EE S EMIES Amazon Directory Service,

%% 1 : % Amazon Directory Service (Amazon Web Services Management Console) 55 fift &R A9 iE
+

1. 7E Amazon Directory Service #2#| & SMBEK D |, R B F,

2. EFHFXWBXRID ##%,

3. EHRHFHRMAGEREL , ITUTHREZ—

- MRSXFEFHTERSME , RRERZIMEIPHNXE , RAREEMEZERLIETF, BX
EZEE , ®FEH EXE5HMXE,

- MRZXEEFTREMEAXE , BENEZERERTFR,

4. 7£ Client-side LDAPS (& i LDAPS) 2 H |, 1% Actions (1F) X% | A% F Register
certificate GEMHEP).

B A%Z% LDAP = LDAPS MRAS 1.0 72


https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service EEEmR

5. £ Register a CA certificate (£} CA iEP) XIEMEAF |, £ Browse (N I) , ABERIE P HikE
Open (FTF)o

6. i%#E Register certificate CEMHES).

J3% 2 : 7 Amazon Directory Service (Amazon CLI) F M & HYIE$

« BITUTHS. NFIERHKE , BEE CAUEBXHNNE. WNPFLRMBIES D,

aws ds register-certificate --directory-id your_directory id --certificate-data
file://your_file_path

HIR 2 REFIMRES
BEERUEREMVREREEMERRIIR , FEAUATE—TE.

%% 1 : % Amazon Directory Service (Amazon Web Services Management Console) H48 ZiE$5F
AHRZS

1. BIBFEAFENELNEFFw LDAPS &2

2. &% Registration status (EAPR) 51T E R HFNEREEMARS. HEMMRSEERR
Registered (2E) B , EHIEH E R ZEM

J3% 2 : £ Amazon Directory Service (Amazon CLI) F# &l B EAIRS

- BITUTHS. WRRAEIEE Registered , MR REHIEH S RIhEAM.

aws ds list-certificates --directory-id your_directory_id

SR 3 FAE % LDAPS

FERAUTE—FEESRBAEFF % LDAPS, Amazon Directory Service

(® Note
BAMERIEMED —NMEP |, REFEBAFF % LDAPS,
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%3 1. 7 () F Amazon Directory Service /8 A% P i LDAPS Amazon Web Services Management
Console

1. HRIBFFAFEENELNEF I LDAPS H 5%
2. BEBRBEA. MRLEDATH , FRIEAENIERPREENINEMR , ARER,
3. 1£ Enable client-side LDAPS (/8 A& i LDAPS) X4 , i%#% Enable (B ).

3% 2 1 £ () § Amazon Directory Service /& i & i LDAPS Amazon CLI
- BITUT®HS

aws ds enable-ldaps --directory-id your_directory_id --type Client

S 4. BF LDAPS RS

FERAUTE—FEEFRE LDAPS A%, Amazon Directory Service

J73% 1 : 7 Amazon Directory Service (JAmazon Web Services Management Console 1 Z& LDAPS
RS

1. HIBRFHREENELHEFF G LDAPS 25
2. MPRFESRF Enabled (BA) , U LDAPS ERMEE

%% 2 : £ Amazon Directory Service (JAmazon CLIF# & LDAPS R3S

«  BETUTHS. NRIRAMEIRE Enabled , N LDAPS ERXIHEE

aws ds describe-ldaps-settings --directory-id your_directory_id

EEE P im LDAPS

i

RAixLan S EE LDAPS BlE

RO LMERM TR G EREEE SR LDAPS 8 &, B LA#EA Amazon Web Services
Management Console 3345 Amazon CLI 3%,
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ERILERFEMAER

FATIFEZ —ERILEHRENAR T,
%% 1 : £ Amazon Directory Service (Amazon Web Services Management Console) F & EiE $1¥
HER

1. 7E Amazon Directory Service #2#| & SMEK S , R B F,
2. %EFEBERWEFID 85,
3. ERFHFMAEENHL , ITUTREZ—

- IRSEXEEFTERSMXE , RRBAESFIEPHXE , AREENEELZLETF. BX
BEZEE , FEH EXE5HMXE,

- MRZXHEFTREMEAXE , BENEZERERTFR,

4. £ Client-side LDAPS (& 1% LDAPS) #8%#9 CA certificates (CA iE$) T , FERBEXIEBHE
=

J3% 2 : £ Amazon Directory Service (Amazon CLI) F&EFIEBIFMAER

BT TGS, WFIEP ID, EEAH register-certificate = list-certificates iR
BB FRIREF o

aws ds describe-certificate --directory-id your_directory_id --certificate-
id your_cert_id

BUHE EMHIE S

FEA TG ZEZ —BUEEMES,

® Note
MRFGEM T —MEH , WSHEER LDAPS , Ria= sEBUHEMES.

J3% 1 : % Amazon Directory Service (JAmazon Web Services Management Console # jE 55 iE $

1. 1€ Amazon Directory Service 24| A SMEK S | EFH .
2. EBEBFRWEFID .
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3. ERFHRAGENEL , ITUTREZ—:

o

- MRSXHEFTERSNXE , RRBEZICHIMEPNXE , RAEEERNEERERIMF,
BREZER , FEH EXEE5EHMXE,

- MRSXFEFTAREREAXE , EENZESRLIET R,

4. 7f Client-side LDAPS (& Fim LDAPS) #7 # , &% Actions (1) , A/51£#% Deregister
certificate (BUHEAHES).

5. 7 Deregister a CA certificate (BUHEM CA iE$H) XiEHEH |, & Deregister (BUHEM)o

%% 2 : £ Amazon Directory Service (JAmazon CLIF ST 85iE$

BITUATHS. WFIUEH ID, EEAMH register-certificate & list-certificates &
BB FRIRE

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

Z R % im LDAPS
ER T35 %2 — A% ik LDAPS,

J3% 1 : % () F Amazon Directory Service 2% i LDAPS Amazon Web Services Management
Console

1. 7E Amazon Directory Service 4| & SMEK T , EE B F.

2. EFHFEWBZRID i,

3. EHRHFHMAGEREL , ITUTHREZ—

- IRSEXEHEFTERSMXE , RRERERZAEFFim LDAPS WX , RGERNEZER LI
T+, BXEZEERE , #5H EXH5HMXE,

- MRSXEFEF FTARETEAXE , ERNZSLLETF,
4. £ Client-side LDAPS (& i LDAPS) #4 H , #£#% Disable (/).
5. 7 Disable client-side LDAPS (A& Fim LDAPS) XiEHEH |, #%£# Disable (ZH).
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3% 2 1 £ () § Amazon Directory Service 2 % i LDAPS Amazon CLI

« ETUTEHS.

aws ds disable-ldaps --directory-id your_directory_id --type Client

UE 5 53 A ) &

£ CA LM Amazon F£E Microsoft AD B FIZSN SRR ZAEEE 30 98, MREEILH
EMEHER R B |, HEEEEHFS Amazon IE Microsoft AD 1312 #1285 , AT LABXR Amazon Web
Services X, ERIBIRERS , BSRNETEEMMEGEE,

EIE Amazon FEERME AD HWEHIHE

YRATLAfEA Amazon & Microsoft AD R # Amazon =ik REY Active Directory B2 &l Active
Directory WM FARF , XENARFLIETUATEAMEER, T , MREFEA Simple AD , M A
BEETAHEEAMRER,

XEFN AR

Amazon & Microsoft AD ELT U THENTIT , BREBENBRARN—HoER , REERE
BMMINIE,

Amazon F£& Microsoft AD FFE B I XM IBNEE TR
(FedRAMP) HZ£E R , #E3RB FedRAMP HEFFE
4K FedRAMP BXE®RINZE R & (JAB) B EZE R (P-
ATO). B3 FedRAMP WEZER , 55 FedRAMP &
M,

FedRAMP
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Pei

PARTICIPATING ORGANIZATION™

Amazon & Microsoft AD £ RS IBEEHRBIN 1 X
1Tl (PCI) BIEZ £45# (DSS) 3.2 IREMMIAIE, F£H
Amazon F=mMRFFME. LEBHIEHFRFABRBENEST

o [ BUERA Amazon & Microsoft AD RE = & 2 PCI DSS
BN,

Bx PCIDSS WEZEE , MM EE PCl Compliance
Package F &7 , 2 ¥ Amazon PCIDSS £ 1 %, BEE
K2 , BHUMIEFEE Amazon Microsoft AD FEL ERBAAH
HIBERE , 25 PCIDSS WA 3.2 #rERIF—B. Bx
B FIRITHPLE R B MV IFAE R |, HSH TERER R
Amazon &1 Microsoft AD B /G PClI &#1%” BEB
o

Amazon E¥ AH (BRERRRBESRTER) (HIPAA)
EAITK , FFEE Amazon HE T HFIRFE HIP AARE
HRS . MREBEZIT 7@l R4 (BAA) Amazon
M| AT LAEF Amazon & Microsoft AD REBEBIHEFS
HIPAA ¥R/ S AR F o

Amazon BNl — 5 T B AR F 2 RE S L E N T4
MEFRMET —H 2 HIPAA Amazon AERWBES. B
REZEE , FSH HIPAA &M

TEHRE

ZeM (BEHPAAM PCI 60t ) B—MREHRETITHE, X98HB , Amazon £E Microsoft AD

EAEREF 2B NATIRE Amazon ZIRETHRAEF. BFEBREX Amazon RS
RFERE,

£ % Amazon 3 £E Microsoft AD XiZHATE & Amazon EMitXIMNZEIIR | FSHEEMNITRIX
2 HIEE N B Amazon RS .

R ER AD Amazon £E BRKE A PCl &M%

EREK Amazon FEE Microsoft AD B ZE A PCl &3t | I8 40IREIRMM PCI DSS &M M UERA
(AOC) MEAREXNPFNM EER BB MV ZIL KB, Amazon Artifact

BB B FHENNE fR71.078
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BREARAZBRBNESES , HSMH T # Amazon FEEWI AD ZiEKE,

1R /RAY Microsoft AD Amazon EEWMEZ L4 B

5 Amazon & Microsoft AD B XElE Amazon WEZELABE E T XIFEE Microsoft AD B FEHFR
BEEARGIFENR/NMAEMER O, Amazon BEXEEE Amazon R£ENEZEE , BSHEE
Amazon Managed Microsoft AD SIEH AR

Ei# —H 1858 Amazon ¥E Microsoft AD B FHIMLE Amazon Z2 , BAILUBRTBEBUATERERIEUR
£4,

F %88 CIDR-I CIDR R 2R F A SR FIZR AT ERN T

EF &P CIDR-1 CIDR RSN E % ( SIMITENSKAF ) mEKNEE Amazon Microsoft AD
HITHEMRIENS . YREY Amazon & Microsoft AD 1312 #8584 Tt CIDR 3R,

HE

« Amazon XX #FHNAREF

« Amazon R FHEENNAEF

« Amazon MAEFMAMES B RIEREXE

« Amazon N AEFMA#ED BFTEASZE , AXBEEXE

Amazon XX EFENRAERF

FrE A P ik P X FE R E Amazon 38 Microsoft AD F#{TEE , MEES XM Amazon MAREF—iE
£, flm -

* Amazon Chime

» Amazon Connect

* QuickSight

* Amazon IAM ldentity Center

* WorkDocs

* Amazon WorkMail

* Amazon Client VPN

* Amazon Web Services Management Console
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BOLAEALLT Amazon Z2 AR E R LEFTE T E Amazon & Microsoft AD EZ HIgSHV IELER

=
o

(@ Note

« UTHABESI Amazon ZEAFREFRFES :
« IS5 EC2 =451

Amazon FSx

* Amazon RDS for MySQL

» Amazon RDS for Oracle

» Amazon RDS for PostgreSQL
« Amazon RDS for SQL Server
» WorkSpaces

« Active Directory 54

« DNABRYE P inEk AR S5 2R

AAA

o

HH 5 A T

o

Amazon X XFHEENNARRF

P8 A P ik P97 4889 Amazon 3£ Microsoft AD = ZfF4E#Y Active Directory F#{TELE , AEE
XFH Amazon NRAREF—EER |, fl

* Amazon Chime

» Amazon Connect

* QuickSight

» Amazon IAM Identity Center

 WorkDocs
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 Amazon WorkMail
» Amazon WorkSpaces
 Amazon Client VPN

* Amazon Web Services Management Console

WA LMEHMEEE Amazon ESABEE |, LAPRLEFIE R EIEE Amazon Microsoft AD 15§12 #3593k

VERE,

@ Note

- LTRAEY Amazon Z2HBBLRRE :

- W5 EC2 =4l

« Amazon FSx

« Amazon RDS for MySQL

» Amazon RDS for Oracle

» Amazon RDS for PostgreSQL

« Amazon RDS for SQL Server

» WorkSpaces

- Active Directory 51F

« IMAEREF RS RS 2R
- EREZEREHR “FHIEFER CIDR” MEREEM,
« TCP 445 (XA TRIREE , AIERMEERMER.
- NHEAET SSL# LDAP Bt , FFEE TCP 636,

A VLR
173N ¥ 038 Bl IR TRERKR Active Directory
ERAER
TCP #1 UDP 53 ey abcgutls DNS AFRMTENS
CIDR BIIE, AR
. B

g KL e MRS 1.0 81
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X

TCP #1 UDP

TCP #1 UDP

TCP # UDP

TCP

TCP

TCP

TCP

TCP

UDP

¥ 036 E

389

464

445

135

636

49152 - 65535

3268 - 3269

123

HRIR

&P EEEEs
CIDR

&R
CIDR

&R
CIDR

e bk
CIDR

& PR Rs
CIDR

& PR Rs
CIDR

& PR Re
CIDR

E b el
CIDR

- mbeked
CIDR

MERYRE

Kerberos

LDAP

Kerberos % /1%

RS

SMB / CIFS

45

LDAP SSL

RPC

LDAP GC
LDAP GC SSL

Windows B ]

Active Directory
ERER

RPMItENS
PIUE, MEIE
£

B%. €%, B
PRI ENS 5
WIFA R, 5
(72

5. AP
B S HRIE,
=1

4%, AP
B S HEIE.
ARBRSIE

RPC. EPM

B%. €%, A
PR EN S5
WIFA R, 5
£

4. AFML
EHE BRI,
AREE, 1

Bx. £%. A
PRt EN S5
WIFA R, 5
£

Windows B [&],
B

HEMETE
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o s A )
173N i 038 &l IR TMERKE Active Directory
FEABER
£ & £ & &P iR slsE FRIERE

CIDR

Amazon R A1 ES) B R TR F

{R1EZEK Amazon & Microsoft AD HEEAF K, , LES XN Amazon NAREF—EEA , f
-

* Amazon Chime

« Amazon Connect

- WE# EC2 3Rl

* Amazon FSx

+ QuickSight

» Amazon RDS for MySQL

« Amazon RDS for Oracle

» Amazon RDS for PostgreSQL
« Amazon RDS for SQL Server
* Amazon IAM Identity Center
* WorkDocs

* Amazon WorkMail

» WorkSpaces

« Amazon Client VPN

* Amazon Web Services Management Console

BA LMER B ELE Amazon BWEZ S ABE , LAPRIEFIE R EIEE Amazon Microsoft AD 15128 #2549 3E

VERE,
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® Note

« Active Directory 7oA &89 Amazon ¥£& Microsoft AD B & FiEi2 4185 CIDR 28 l&
M E1E.

- TEREGHR “FEFEFE CIDR” MENL S,
o RYFEAHET SSL B LDAP &Y , F=EZ TCP 636,

- MREBFEHERUEENDI CA, MFEZECIZLIEMN “TCP, 443, CA CIDR”

ASEA I
DIV i OSEE KR mERRR Active Directory
FERER
TCP #1 UDP 53 BB i DNS BAFRMITENS
CIDR HRIE, BN
. EFE
TCP #1 UDP 88 EREPiR Kerberos AFRMITENS
CIDR BWUF, MRE
£
TCP #1 UDP 389 BB i LDAP B%., &4, A
CIDR FRITEN S &
IHIFA KL, 5
£
TCP #1 UDP 445 EREPG SMB / CIFS 4. ARt
CIDR BEY 5 MR,
{HERREIS{E
TCP #1 UDP 464 EFREFim Kerberos BEci/i& E#l. AP Mt
CIDR A BV B BRI,
s
TCP 135 BRI 5l RPC. EPM
CIDR
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173N i 038 &l IR TRERKE Active Directory
FERAER
TCP 636 BEFEF IS LDAP SSL Bx. 8%, A
CIDR FPRTEYS 7
WiFA KRB, 18
£
TCP 49152 - 65535 BEFREFiR RPC g%, APt
CIDR EHF BRI,
HRRE, F1F
TCP 3268 - 3269 BEFEF IS LDAP GC M Bx. 8%, A
CIDR LDAP GC SSL FPRTENS B
WUFA KRB, 18
£
TCP 9389 BEFEF IS SOAP AD DS Web g%
CIDR
UDP 123 BEFEF IS Windows B &] Windows B8],
CIDR F1E
UDP 138 EFEFG DFSN #1 DFS., (AXKHE
CIDR NetLogon
ey L
To

Amazon M ARFNAMES B RITEAEZRE , HAXHEEXE

FrE A P ik 39724889 Amazon 3£ Microsoft AD = Zf54E#Y Active Directory F#{TELE , AEE
T #EFH Amazon NARF—EFER |, Hlw -
* Amazon Chime

 Amazon Connect

- TD# EC2 L4
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EEEmE

Amazon FSx

QuickSight

Amazon RDS for MySQL
Amazon RDS for Oracle
Amazon RDS for PostgreSQL
Amazon RDS for SQL Server
Amazon IAM Identity Center
WorkDocs

Amazon WorkMail
WorkSpaces

Amazon Client VPN

Amazon Web Services Management Console

B L MER BB E Amazon WZ AR E , LAELIEFMERMDITE Amazon Microsoft AD 1512 &Il 85 #9 IE

VERE,

@ Note

- TEREHR “F/EHIEFIER CIDR” M “EF&E ik CIDR” MR EEM.

- A “BFIEEEI2E CIDR” 89 TCP 445 (X B T RIZBEE , BIAGSES T U EMIBR.
- WA “BFEPiE CIDR” B TCP 445 RRIZFITHRS , BRX R4 BA KRBT SEN,
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