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BXBEA IAM policy KB HIXS Amazon Directory Service BRI ITRNESELR , SR 1
Amazon Directory Service R E T 5 AYKEE (IAM policy ) o
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Amazon Managed Microsoft AD

Amazon Directory Service &0 LU Microsoft Active Directory ( AD ) #ERFEE RS =

1T. AmazonDirectory Service for Microsoft Active Directory ( t2#J3 Amazon Managed Microsoft
AD ) B Windows Server 2019 2t %%, %&FEMB L B FRER , B2 AIEN —XEEE Virtual
Private Cloud (VPC) W& A AiEiZ IR, BEHREMEXEPN TR ATARNIET. G
. BEES. RENRGEFREAINERENEEN.

f&Bh Amazon Managed Microsoft AD , AT BA#E Amazon Cloud FiZ1T B ZRBAB TERE , BFE
Microsoft SharePoint AR ETF .NET # SQL Server ¥ B EXNAREF. &7 LATE Amazon Cloud #
#9 Amazon Managed Microsoft AD 534G A5 Microsoft Active Directory Z RIEIBEEXR , N
AP AMA T LAER Amazon IAM Identity Center 177 [R4E — 5 89 & IR

iBi¥ Amazon Directory Service AJ LE¥A#TE Amazon ZHIREMIZITE X , B AILUF Amazon &BIR
S ARy Microsoft Active Directory 1%, BREIEZE , TN ERATEHES -

- EEAFMA

- NNARFNRSFRHEERER

- BRI RFAE R

- FLETF =M Linux # Microsoft Windows TEREKZBEMEE

- AIEEEET RADIUS WG MFA ERti&ESEEK , £/A Amazon Managed Microsoft AD J5 i %
ERiE , NMEAFE Amazon RARFITIEREZSM

o L4 ihiEREE] Amazon EC2 Linux 1 Windows SE41

(@ Note
Amazon £ 7 ZEE Windows Server SRBINFTA ; BMRAFAEANKHIfF R, BBTEWE
#S\HY Windows Server & is15RIVFAIIE ( CAL ) , RAMEFEEZEHERE, F4HE44)
HEAMATEENZREE, IREFERNALNERE  IEFTEXLEZATEEN
NEAE  NEEES| AFIHNNIZREREARS CAL F 8% Amazon L,

PSRRI ER |, FFEEeIZ2 Amazon Managed Microsoft AD B %. £ Amazon Managed Microsoft
AD Exxih B F 2 B el 2EEXRURYT B Amazon Managed Microsoft AD Z£#4,

ES}
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Amazon Managed Microsoft AD A[]
Amazon Managed Microsoft AD B F Z# =
Amazon Managed Microsoft AD K1 F =4I
W EE Amazon Managed Microsoft AD

Amazon Managed Microsoft AD Ex{¥3Eik

Amazon Managed Microsoft AD PRE

Amazon Managed Microsoft AD BRI FATE F 3R BRI
Amazon Managed Microsoft AD Il i#, 323 ZEHFE
Amazon Managed Microsoft AD [A] B k&

XH Amazon T ERE N E

How to delegate administration of your Amazon Managed Microsoft AD directory to your on-

premises Active Directory users

How to configure even stronger password policies to help meet your security standards by using

Amazon Directory Service for Amazon Managed Microsoft AD

How to increase the redundancy and performance of your Amazon Directory Service for Amazon

Managed Microsoft AD by adding Domain controllers

How to enable the use of remote desktops by deploying Microsoft remote desktop licensing

manager on Amazon Managed Microsoft AD

How to access the Amazon Web Services Management Console using Amazon Managed Microsoft
AD and your on-premises credentials

How to enable multi-factor authentication for Amazon services by using Amazon Managed

Microsoft AD and on-premises credentials

How to easily log on to Amazon services by using your on-premises Active Directory

Amazon Managed Microsoft AD A

Amazon Managed Microsoft AD £ Amazon Cloud F 8122 —NE£FEEH Microsoft Active

Directory , B Windows Server 2019 2t X #H7E 2012 R2 MM IMIhsef 5l L2917, HEER
Amazon Managed Microsoft AD ]2 B &} , Amazon Directory Service /&R &8I 2 N2 5185
FH 70 DNS RS, H#ZEFIZEE Amazon VPC AR FMH 61 , XM TREB THEARINERESE

T 1E A fR7< 1.0 10


https://www.amazonaws.cn/blogs/security/how-to-delegate-administration-of-your-aws-managed-microsoft-ad-directory-to-your-on-premises-active-directory-users/
https://www.amazonaws.cn/blogs/security/how-to-delegate-administration-of-your-aws-managed-microsoft-ad-directory-to-your-on-premises-active-directory-users/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://www.amazonaws.cn/blogs/security/how-to-increase-the-redundancy-and-performance-of-your-aws-directory-service-for-microsoft-ad-directory-by-adding-domain-controllers/
https://www.amazonaws.cn/blogs/security/how-to-increase-the-redundancy-and-performance-of-your-aws-directory-service-for-microsoft-ad-directory-by-adding-domain-controllers/
https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://www.amazonaws.cn/blogs/security/how-to-access-the-aws-management-console-using-aws-microsoft-ad-and-your-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-access-the-aws-management-console-using-aws-microsoft-ad-and-your-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://www.amazonaws.cn/blogs/security/how-to-easily-log-on-to-aws-services-by-using-your-on-premises-active-directory/

Amazon Directory Service EEEmR

WEEH R B &, MREFEESHIRFIR , BULUEUEMIE . BXESZELR , FSHAEHR
SRy HIES

£

« Amazon Managed Microsoft AD & )R%4

- BIEREIAmazonFEE Microsoft AD jEZ) B &

« A{REIAmazonEE Microsoft AD JEZN B FBIE T H 4L
- EERAKSHNR

Amazon Managed Microsoft AD 5t R &4
E |2 AmazonEEH Microsoft AD SEFI B R , EFEE—NMERAUTHENLS# VPC :

« EDANFM, BNFRLTN TR A AKX,
« VPC XM EBRINELHHES
- BWAEEMEH 198.18.0.0/15 thuk Z2 (A AV b1k 7£ VPC #1812 Amazon Managed Microsoft AD,

MR EFEEN Amazon Managed Microsoft AD 53 B # Active Directory &R , NI AHRF &
35 A9 PRI T BE R BIi& B 9 Windows Server 2003 =& & R4,

Amazon Directory Service fEFAM VPC &1, HKEEB FH EC2 EHIELEK Amazon K 2 Mz
17 , 1 Amazon B3, H%E ETHO 1 ETHL B MEEE S, ETHO REEEHS , FETENKFZ
o ETH1 EZHIKF A A1 E,

& H FM ETHO MK ERE IP SBE 2 198.18.0.0/15,
Amazon IAM Identity Center5c RSk

MRt KFF IAM Identity Center 5 Amazon Managed Microsoft AD &£& A , EEBRFEFEZUTR
# .

« #&# Amazon Managed Microsoft AD B &=27 Amazon ALAMNEERIKF PIREMN,

« &1 |IAM Identity Center KB FEEH HiZRE Amazon Managed Microsoft AD B &Ky [E— Xi
#,

BXEZEER , B3R (Amazon IAM Identity Center User Guide) H#J IAM Identity Center
prerequisites.

Amazon Managed Microsoft AD &Rk MR 1.0 11


https://docs.amazonaws.cn/singlesignon/latest/userguide/prereqs.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/prereqs.html
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ZES ORI TREH

EHNEH Amazon Managed Microsoft AD B XX FZERIE , XAXRANATAREEAHHHIET
ZWIERESHRIEE AAF RS ( RADIUS ) BRSFER , MET A LIEZ KB Amazon FH Amazon
Managed Microsoft AD B &R,

1. 7 RADIUS fR$588 £ , BIZ /) RADIUS &% , & Amazon FHI B Amazon Managed
Microsoft AD 15#2 %88 (DC ) . XFEAUTERASHEERNEFiH ( EH RADIUS RS2 T RE
2BmMAE)

o it (DNS = IP ) : XR2HEAH—/ Amazon Managed Microsoft AD DC #9 DNS #biit, B4
DNS #h31t &8 ] LA7E Amazon Directory Service ##| &K E| , L FEITRIEEPER MFA B
Amazon Managed Microsoft AD B M iFHAEETNHE L, & A DNS thit R R Amazon FirfEH
B Amazon Managed Microsoft AD DC 9 IP #uiit,

(® Note

R RADIUS FR%5832#F DNS tthait , MR REE0IE2— 4 RADIUS BFRHEE. & ,
PR T Amazon Managed Microsoft AD DC &€ —/ RADIUS FFinElE.

- IWOS : EE RADIUS [R5 85 HiES RADIUS BFMERNIRO S, /1 RADIUS %O 2
1812,
. REEH  RARERFH RADIUS BB AT 5 RADIUS B s I R 24,

« i : ATEEEEA Amazon Managed Microsoft AD DC 5 RADIUS BRE 28 2 [HIBL & 5 A I iE th
Yo ZEFEWIHMNE PAP, CHAP MS-CHAPv1 #1 MS-CHAPV2, EiUfEA MS-CHAPvV2 , AR ©
RHE=FZEIPHRENTSMY,

RARFAM  £EL RADIUS BRSHFFHNAIERE , BERATHEHREIREPHRRANARF.

2. BEIEMELLARFM RADIUS EF % ( Amazon Managed Microsoft AD DC DNS it |, 58
S 1) ¥ RADIUS BREE8im AN AL RE,

3. @ Amazon Managed Microsoft AD 13 F#) Amazon EC2 Z2ARMAMN , LA R B AFIE LK
RADIUS fR$58% DNS it M O S AWRE. BXREZFEE , 28 (EC2 AFER) #M[@
L2 R MM,

B} Amazon Managed Microsoft AD 5 MFA £ & AN EZEE , 5@ 7 Amazon Managed
Microsoft AD EAZESH KL,
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https://en.wikipedia.org/wiki/RADIUS
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
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BRI AmazonFEE Microsoft AD &z B &

EQEFER , BIITUTSR, EFRELEREZE , BHEAEHE 7 Amazon Managed Microsoft
AD FRFZMREEN L REZ M

#12 Amazon FEE M Microsoft AD B &

1. £ Amazon Directory Service ZHl & SMEKHR , EFEF , AFEFREB R,
2. TEEBBEFRERBWELE , 1% Amazon Managed Microsoft AD , REEFR T —F,
3. EWMABREENEL, #HUTEES :

TS

M Amazon Managed Microsoft AD MI#REMREE AR IEF, BRREANESER , F5H
Amazon Directory Service for Microsoft Active Directory,

B3 DNS &

BRWELRERN , 0 corp.example.com,
B % NetBIOS & #i

BRHVER , 2 CORP,

B FH#ik
B B AR
EERRD

BEXEEANEBR, BXRUEIEFLUE—/EE Adnin AFEMLZEBHNEERAK,
T EETE £ iFadmin’,

BEXEEAZBROANE , BKEMXANT 8 El 64 (&) NE/FZE. EEL , eEM4AEE
T iR b =FpE BN — DN 2R -

- NEFH (a-2)

- KEFH (A-2)

- BF (0-9)

. ETRMEEHG (~I@HS%AE*_+="\)0]:"<>,.7))
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https://console.amazonaws.cn/directoryservicev2/
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BUAEE
BN RAERABG,

4. 7E£ Choose VPC and subnets (#%# VPC Ml¥M) WE L , BHUTER , REERE Next (T —
#)o

VPC

B 3® VPC,
EiL

NERFREERE TR, WNFRAFLTAENATHX,

5. 1f Review & create (REHGIE) THL , REBREEHFTEMAMXENER, MREEERH ,
E 1% Create directory (B2 B %), IEZBRFEE 20 3 40 74, 05 , Status ERFEXRN
Active,

FH{YREIAmMazonIEE Microsoft AD SEZN B FRAIEZ T4

LREEFAAmazonitE Microsoft AD ]2 5E3h B it , Amazon Directory Service 2 R RARHMITUATE

%

- BFRIEBMEMRZED (ENI) FFEHESMIEFIRMEXEK. HPSMENIXTEH VPC &5
Amazon Directory Service 24|88 2 AIMEZMEXEE , AT MMBR, BSOS BT #iR17
#lfR 8 AT Amazon Directory Service FIFTEM LD : “Amazon 7 B 3% directory-id €122/ M 4%
B0, BXEZELR , E52H GEAT Windows 3E4I# Amazon EC2 FIF#5RI) H Y58 M4 R 4% 332
e

® Note

RINBERT , HEHRBBE—MMXWHENTRHXSF |, HEZESZRH Amazon VPC
(VPC)e BXBEFHEH—IX , 3#X Amazon EBS (EBS) &#TNE , LIARBAHRENR
2, HIHENERHEAER —TAXPERAMEREN P it Bsi Bk , HETUERRH
NERORITEERNERE,

- FERAFEMEIZREIZE VPC BFlE Active Directory , AR BEMS T AM. ERNCIEZEXAEE R
RFENRSE , TUAMBEEZSHEFRURSESNREE L MNERE, BXEZER , BSHEE
NN IR FIES -
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_status.html
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® Note
Amazon & ¥ Amazon Managed Microsoft AD 152485 F 35K E,

« B2 Amazon Z24H , NTE I X 4E ARME B HIZSAHRENRERN] . BRIAHEH N A2 Fr
AR E ENI HEHIEESICIER Amazon T2 44H, BIAAWEMNAR fo 1K BERRAES Active
Directory Fr & im DAY E (0.0.0.0/0), 0.0.0.0/0 MUFLEIAZLI®E , BRHEEHEFEBFHREN
PR3k B &/ VPC. RBHAITE VPC 5k B & A Amazon Direct Connect, Amazon R X 5
EETAMNZEZNNMENRE. ATREZSMY , /2K ENEBEERMY 1P, HBETHEY
HM P EZETNX L ENI IR, Eit , ¥ —71 5 Amazon Managed Microsoft AD BEMN ALFRE
24 VPC # VPC BEHRE, MREZXFIOXLEMRN , HH/NG , ARAEATELSBEIRSERE
FIBSBEMEEN, BRESZEER , 152 M Amazon Managed Microsoft AD E{ESEE : BRINBERT |
2812 LLT Amazon ZE£AHHN

ASEAN

Sif

73N i 038 &l R TRERKE Active Directory

AR

ICMP N/A 0.0.0.0/0 Ping LDAP R¥5E
a1 , DFS

TCP #1 UDP 53 0.0.0.0/0 DNS AFEMItENS
RWUE, B
. E1E

TCP #1 UDP 88 0.0.0.0/0 Kerberos APt ENS
RWUE, MERIE
(72

TCP # UDP 389 0.0.0.0/0 LDAP B, &%, A
PR S5
WIFA R, 5
(75
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
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EEEmE

73N i 038 &l R TRERKE Active Directory
EABR
TCP #1 UDP 445 0.0.0.0/0 SMB / CIFS %, AFRMit
BN 5 HRIE,
HRRE, B
TCP # UDP 464 0.0.0.0/0 Kerberos B/ %, AFRMit
% EZB BN 5 HRIE,
F1E
TCP 135 0.0.0.0/0 E4l RPC., EPM
TCP 636 0.0.0.0/0 LDAP SSL Bx. &%, A
FRitTENS &%
OUF, AR,
F1E
TCP 1024-65535 0.0.0.0/0 RPC £%. AFRMIt
EW B HRIE,
HRRE, E1F
TCP 3268 - 3269 0.0.0.0/0 LDAP GC Bx. £%. A
LDAP GC SSL FPRITEYE 75
IOUF., HAKRE,
F1E
UDP 123 0.0.0.0/0 Windows B8] Windows B8],
B
UDP 138 0.0.0.0/0 DFSN # DFS, 4A%KEE
NetLogon
=0 =0 SQ-HHHH#H# FIERE
HHHHHHHHH ]
oB b A
F{REIAmazonIEE Microsoft AD SEZI B FOIE T4 MRAS 1.0 16
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173N i 038 &l BArLE TRERKE Active Directory
FEAER
2 2 Sq-HHHH#HH FRIERE
HHA R

« B3 Active Directory fERM IR OFDIWEZE L |, 55 H Microsoft XA Windows AR &5 #EiA
FRKum A ER,

- FAAFE Admin MEEEZBAEEREEAKS,, KM T Users OU T (it , Corp >
Users), BAIAFERALIKFEE Amazon zHHNE R, BXEZELE , BSRAEEAKFHNER -

/A Important
BEMHREFWZE, Amazon Directory Service T &Z# L 215 |, HF AR ZRRBTER R,
B2 , A LB Amazon Directory Service® &l & = £ ResetUserPasswordAP| EE#
B,

- EEREFRTORUT=NMERE( (OU) :

OU & #5 EpUN

Amazon £ 4 15427 F T4F Amazon $EXBRZE R4 A
HRT R4,

Amazon & F1% A Amazon BEASEK .

<& B> itk OU HMEMETHRECIEE ZHEAN

NetBIOS & #5, MREKRIEE NetBIOS &
o, Mt B FFEBRIA S EH B & DNS B #5
ME—L5 (Hlan , IR B % DNS BHA
corp.example.com , M| NetBIOS & ¥ [
corp ) o bt OU BT Amazon B EEHEEN
STEEHBFTE Amazon X B FFH R, i
BRT , tk OU FFERAF OU : Comput
ers # Users, 40 :

» Corp
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https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/service-overview-and-network-port-requirements#system-services-ports
https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/service-overview-and-network-port-requirements#system-services-ports
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ResetUserPassword.html
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OU &% iR
» Computers
- AF

« 1£ Amazon E1E4H OU HRIELTA :

Group name iR
Amazon Tk P EIERER WZEHANKAREERNKFEERED |, W
RBEEE

Amazon ZiREVE T Active Directory FNBUEE  thRLHRI R R AT LARIE Active Directory #t 2

R FAEGEN R , XESIAEBEY SHIBNE
BRI ENL.

Amazon FEF RN TELNEIERAF LtZSENRE T 10 BITEHMAEF,

Amazon ZREE R bt %&£ H Y R 5 AT LAE E Amazon Managed

Microsoft AD , X#& OU RHIFTER RIFAE T
S 3EIR , FHAUEE Amazon £34H OU &
TENE,

Amazon Z T AN RIITE B RIE E AWK R ALY Amazon 718 OU /Y
TTENERHTEARIE (NYABFTRES
BRATHRBERMEENBRITINEENIEE),

Amazon Ek 7 AN BERFERETIHRIE  HWREHRK R ATUXZIESER OU HFHITE
MR FRHTHORIE (REFENREFFA
TEEMEEHRIENEENIEFE) .

Amazon ZREMIBRN REGEAHEERER ZZEA MK R T A& MSD-Delet
edObjectLifetime K , ZXNRE X T EMIBR
FIXTR AT UM AD Bl F R E Z KAt iE.

Amazon 2 ANHREEZREERR Z S ARG AT BORINFMIBR FRS, DFS-R
1 DFS sn & Z=[E],

AR AmazoniE & Microsoft AD SEZH B FOIE T4 4 MRA< 1.0 18
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EEEmE

Group name

Amazon HEREEZHEER

Amazon IR EVEEDNEREER

Amazon tAFBMEHHEREERR

Amazon BAZRRKERXEER

Amazon ZEkHY FSx BEXE R

Amazon A FXBEREER

Amazon Kerberos ZitEE R

Amazon RERSKFZEREER

Amazon Z#EH MS-NPRC FEMi&%Z

Amazon EZEEH A RFELEER

Amazon EFIEZTEZREER

Amazon fREESEZERAEER

Amazon ¥ S MRS EHEEER

DU

WZ AR A AT LEE S Active Directory £
FX#9 DNS,

&2 4 4R BV pX R AT LA £l R AV Windows
DHCP ARSS 85 H 1T,

WZ AR R A B MEIE Microsoft 41l
WEP A ER IR,

b % 48 Y R R B BAS ol T St B 2 MY RS A 2 50
KW,

WZEENK R ATLLEE Amazon FSx BiR.

RS ER KR TURITARKEERES (8
B, wiE. MIBR. 831%).

&2 4H R R R BT BAET XS 1T E AL A K P 5
KRERZER.

It 2 4B B R R BT BA 81 22 MM BRAE B AR S5 IK
P

ZREEAN KR FRFRESHEHRTTR
SEEBENERZA. LEAERATITENK
Fo

&2 E R R R BT BN A MIER RAS 7 IAS
AR5 B8R4 PRI RAS BRSS 85,

Z&R AR R AU Active Directory Y ER
B XS B 5 SharePoint Bk e5EE .

hZEENR A DS EFRBMAZ T ER
A EERAR,

HRLHM KA RTLAEw R Active Directory %5
RAPRS F #Y Default-First-Site-Name X R,

AR AmazoniE & Microsoft AD SEZH B FOIE T4 4
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Group name R

Amazon R REEE R ZSENKRAATUCIEZNEERGEERSR
FEIX R

Amazon KisRSGBRFAIZHEERR HELENKR A A EL R RS SR IR 28
48 F 75 HN AN M BR 48 i AR S5 2R 1F BT R S5 3R

Amazon IFZERABHERERXEER =2 AR TN MABERAFZEREASR
MER.

- RIEHNAUTHARENR (GPO) :

@ Note

BRBMIBR, XL GPO SHEUER &, XRRIHER , EAEII—RRE M Amazon £
A, MRFE , TCFENEERE2F OU,

4H R B ERT BN

RIA L R B Domain A3 R Kerberos F
B o

ServerAdmins FrE eI IR HIBS 1T ENLIK fFAmazon ZHERSERE

BRI BUILTIN\A
dministrators AR & -

Amazon REXKEE : AF Amazon R A K~ Xt Amazon fRE OU H PR
ERAFRPKPREBUNRZEIR
=

Amazon Managed Active Fr A 182 525 EEEEGIEE LR ERIWA

Directory SRR Z2RE,

TimePolicyNT5DS FrE3E PDCe 5 425 A IE PDCe 142 425 A ]

RREIZRE N A Windows At
& (NT5DS),

AR AmazoniE & Microsoft AD SEZH B FOIE T4 4 MRS 1.0 20
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HERBEWNR EAT iR

TimePolicyPDC PDCe i3z #l 28 £ PDCe 12 525 RV B [E] 2R
B 1% (B 9 52 PR ) 4% Y 1] 1AM
(NTP),

BRIA 2 Il 28 SR g KREEA EECIZBRTE | fFER
Amazon Managed Active
Directory &K #&,

MREEESN GPOWRE , TUNBATHRKEEZES S (GPMC ) BINAEA Windows 3K
PlREEE].

B A MK AR

mRE 42 Amazon Directory Service for Microsoft Active Directory B 3 , Amazon £ 614 4258
(OU) kF# S Amazon HHXHFIBAFK, . BXxIl OUWEZER |, 55H AR AMazonitE
Microsoft AD SEZI B ROIETH AL, HPIFEEEAKS . EEAKFARNEN OU HITHUTER
HEEED -

o AN, EFSIMBEBRAS. AMiTEN. BXREZFEL , BZHTE Amazon Managed Microsoft AD 1
EEAFNA -

« FFRIFRMENE (WXHRITENIRSSER) , REH OU YA F MA 5 B X L5 IRATNER.
- BIEFH AN OU MASR,

o ZRHMIIN OU MBBBHNR, BXEZEE |, SR ZE R Amazon Managed Microsoft AD K B il
AR :

- BIEREEEA KR,

M Active Directory [E1U 3 3% Rl BREY 3T Ko

- TE5E31 B F Web BR%S £i21T Active Directory 1 DNS Windows PowerShell 1811,
- SIENEEARERSKST. BXRXEZEE , BZREARERSKS,

 BLE Kerberos ARE, BXREZER , H5MKerberos YREF :

EEAKSEEBEEEEAEITAT RS AINR
- EXE DNS BE (Atl, MRIEFHICRK., KEMHEEES)
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc753298(v=ws.10)
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- EE DNS EH#BE
- BEELZ2EHES

RAFER AT HATIHA S HAVERE. X THE OU JMEF (MER OU £) NEME FHAXRE , B
B R K 1R ENR,

/A Important
Amazon HEEB AN Amazon tRENFMEEEEZEEBIHRINE. BHX Amazon WM{A-E
Amazon RE L FHIAR (BREEBRER ) WEZER , S5 Amazon &R MUK
Amazon IR E N [,

@ Note

BINBEWETERBRREGB LK, . IREFBECLAZKST  BUWERE-IMNKED (&K
% 64 NEHLFR ) | RRERZKS,

1l A E R 5 S AU P

Amazon £ 90 XEHFHNEEERERAZWERNENER, BEERNENEEABBHEANEARAN ,
RERESBIE — Amazon EiE Hi2FFE Amazon Directory Service FIBAF, kP EIIBEEZ£EE
HITAIMEFMLIE, i, EE R K/ &I R B8EH Amazon Directory Service B HRAF1F,

ERTIREEREEMNWE R , Amazon B EEHEE R FEEE ANRAKF BB, XBEX Active
Directory B Atk P WIRZEHN. AmazonBIFABBEEEHIEERZE , NMRF UK, £E
HEREE R EBA , Amazon 28IZ— M NAFKFA AR TFHIGEEE AR, Link~2R8EZ
BEREZBRRHBENEE AR, . Amazon HIHEREERABBRE , Amazon 2l BRilE A & & Ik
Fo

B Amazon BRXBEZ£B3. MREFLRBLEHRZERA , Amazon JEEEEFE 1%
BIRMEREENEREES (DC) BT, EXERIHBERT , Amazon EHEiERBH RS K
BFIHRNE, FHEED , Amazon BF{LAELZNE XD E—NEGHEE RN R RA Ak
Fo Amazon A F Ik 545k ik B FH TRIMAEXEK, Amazon MiZXBKIERERINWAER
g HAIRITREEFERANEILE. TRFAMEBWAAERERIZRAE Windows EH4HBEHR, ZHp
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« A Type i&#F All traffic , 39 Destination 1%£$# Custom,

« & AmazonDestination N HEREAEH CAH T4,
« %&$ Save (&RTEF )

IEAILAE A LDP T E Nt 5 Amazon Managed Microsoft AD B &%#J LDAPS i%#3%, LDP T ERE
Active Directory EB T E— 21, BXEZEL , HSH TEER TAmazonFEEHE AD 1
Active Directory BT &,

@ Note
FENiX LDAPS E#Z B , BUMEFFHRK 30 28 8TE , SMEMNE CA EEZEBIZSRFAKIS,

BRERSER LDAPS WESHAGEURBEERMARECH REIAS , 55K Amazon Z£1BFE
F#Y How to Enable Server-Side LDAPS for Your Amazon Managed Microsoft AD Directory.
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£ Amazon Managed Microsoft AD /& i %& /i LDAPS

Amazon Managed Microsoft AD % F i LDAPS Xt Microsoft Active Directory ( AD )
Amazon NRAEFZBINBEHTMNE. ERNARERFNRGIEIE WorkSpaces. Amazon IAM
Identity Center, Amazon QuickSight 1 Amazon Chime. It 0% 0] #5 B8 F iF iR 3 IR E LK B 93K
BEHBEREHNEZLER,

FREH

JBER%E P4 LDAPS 281 , BEEHFEATER,
£

« 1£ Active Directory F 3B RS EFIEP

- CAIEBRER

- BRMER

£ Active Directory FZBE Bk S8 E+

ER AT MR LDAPS |, BEEXR Active Directory 1 B MIIRFIZRIREU TE RS |/IEH, LDAP
PR 55457 65 i 3 L6 3IE 5 SRA0TOF HF B 31322 5k B LDAP B imhY SSLiE#E, SR LAE A B AER Active
Directory Certificate Services (ADCS) &BZ& 5 & HY MBS M & HlLA94L K HY SSL UEH., BX Active
Directory BRSEBHERERNEZE L |, 1S Microsoft Wik E# LDAP over SSL (LDAPS) if$,

CAEHER

E ik LDAPS BEFEIEPM AN (CA) P , ERTRFZ[IEPHMEE. CAIUPFSH
Active Directory iZ#2 HI 28R M RS 2R IE BB R INZ LDAP B, HEEMUT CAUEHER :
o EEM—MED , ZIEPMSAE 90 KRG F EIH,

o WEBMIURARIAEREY (PEM) 183X, WREM Active Directory RFEBS H CA iE$ |, HiEE
base64 {wiBHY X.509 (.CER) fERN S H X H KR,

« &/ Amazon Managed Microsoft AD B Z&Z W 1F#H (5) 4 CAEH,
- f#H RSSAS-PSS £ZE M BAZT T,
- RIUEMEEISANZEEEPNENRSF[IUERH CA R,
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BRI ZER

Amazon B HEF LDAP FRERXE TCP %A 636 £i&1T , MA<EIEZE| LDAP %A 389, BR ,
XREH., FEEM Windows LDAP BEFHEFEATHE Windows ¥l Z£ MR LDAP %O 389,
Bl Amazon R A MM LR X | LA Amazon Managed Microsoft AD ( i ) MIBHEER
Active Directory ( A¥h ) FHII%O 636 LH TCP i#fS. 7 Amazon Managed Microsoft AD M1 B E
3\ Active Directory Z [BI{R B FF i HY LDAP %% 0 389,

B RA%EFi% LDAPS

ZEFRAEFIG LDAPS |, BEEFIEPM AN ( CA) IEHH A Amazon Managed Microsoft AD
REEBEXLEH LDAPS, BERAJE , Amazon NARFEEB1TEER Active Directory Z[BIHIFIE
LDAP BENBEIZE£EETR (SSL) BEMEZEHITEHR,

B LAERARMT RN A ENENE FXERAE iR LDAPS, A LAEA Amazon Web Services
Management Console 73542, Amazon CLI 5 3%.

(@ Note

% P LDAPS  Amazon Managed Microsoft AD #y —I [Xig 4 IhaE, MREEANRE 2X
BES , MMRDANEBNMNKBPNANTER. BXEZER , F2H 2REEXEEE,

N

FH;

\|

« %% 1 : £ Amazon Directory Service I EMIEPH
- TR 2 REIMRES

- SR 3 BAEF I LDAPS

- ZR 4 BEF LDAPS KA

%% 1 . £ Amazon Directory Service F 3 AHE
5 T~ %| %5 3% 2 —1E Amazon Directory Service FJEHIEH,

7% 1 : # Amazon Directory Service F3EMEMIIE+H (Amazon Web Services Management
Console)

1. 7E Amazon Directory Service #2#| & SMBEK D , R B F,
2. EEBEBFWEFID &,
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3. ERFHRAGENEL , ITUTREZ—:

- IRSXFHEFHTERSMNXE , ERAEIMEIPHXE , AREENEEREETF, BX
EZEE , FEA EXE5HMXE,

- MRSZXFEFTREFMEAXE , BENZERERTF,

4. 7f Client-side LDAPS (& Fim LDAPS) #87 # , 1% Actions (1) &8 , R/F51EHFE Register
certificate GEMHES).

5. £ Register a CA certificate (£} CA iEP) XIEMEAF |, £ Browse (N I) , ABERIE P HikE
Open (FTF)o

6. i%#E Register certificate CEMHES).

%% 2 : £ Amazon Directory Service HEMHREYIES (Amazon CLI)

« BITUTHS. NTFIEBHKIE , BEQ CAEBXHNMNE, MNP RFLEMIES D,
aws ds register-certificate --directory-id your_directory id --certificate-data
file://your_file_path

TR 2 RETIHIRES

EEF MR EMRSREFTMEBRNIIR , FEAUTE—FZ.

%% 1 & Amazon Directory Service FREIEBEMIRA (Amazon Web Services Management
Console)

1. BIBFEAFENELNEFFw LDAPS &2

2. &% Registration status (EAPRS) 51T E R HEEREMARS. HEMMRSEERR
Registered (2E) B , EHIEH E R ZEM

%% 2 : £ Amazon Directory Service FREIEHEMIRZS (Amazon CLI)

c BITUTHS. WRRAEIRE Registered , MR REHIEH S RIhEAM.

aws ds list-certificates --directory-id your_directory_id
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HUR 3 BRAE /i LDAPS

# A T %75 % 2 —% Amazon Directory Service #/8 FI%& s LDAPS.,

(® Note
BRAMERIIEMRELD —NMIEB |, REFEER AEF % LDAPS,

%% 1 . 7 Amazon Directory Service F /8 A% F i LDAPS (Amazon Web Services Management
Console)

1. BRIBFREFMEETNELWEF i LDAPS 49,
2. 1Ek#E Enable, MRWIEMAAA , BRIEBREBRBEKINEM , REEIH,
3. £ Enable client-side LDAPS (/8 & F i LDAPS) X i&HE A |, i%£4% Enable (B H).

%3 2 : £ Amazon Directory Service F /8 Fi & F i LDAPS (Amazon CLI)

. EUTHS,

aws ds enable-ldaps --directory-id your_directory_id --type Client

SR 4 BEF LDAPS RE
F A T %5 %E2—®ZE Amazon Directory Service F#J LDAPS A%,

%% 1 : 7 Amazon Directory Service F# & LDAPS IRZS (Amazon Web Services Management
Console)

1. HIERFHAEENEHLHEF G LDAPS 25,
2. MBRSEERH Enabled (BA) , U LDAPS ERIHEE,

%% 2 : £ Amazon Directory Service 8 & LDAPS JAZS (Amazon CLI)

«  BIUTHS. MRRAEIRE Enabled , N LDAPS ERIHELE.

aws ds describe-ldaps-settings --directory-id your_directory_id
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EEEFim LDAPS

ERXER S ERE LDAPS BE

BRI AR TRN A EREEER % LDAPS Ri&E. & LAEH Amazon Web Services
Management Console 73345 Amazon CLI 3%,

ERILERFEMAER
ERATIGEEZ-—ERLERRENFATTH,

%7 1 : £ Amazon Directory Service FEFIEBFHMEE (Amazon Web Services Management
Console)

1. 7 Amazon Directory Service & & SMBEKH , EER B Fo

2. EEBEFRHEFID 8%,

3. ERGEFMAEETEL , ITUT®RIEZ—

- IRSXFHEFHTERSNXE , ERRESFIEPHXE , AREENESZLETF, BX
EZEE , F5A EXE5HMXE,
- MRESZXFEFTREFMEAXE , BENZEREETF,

4. 1£ Client-side LDAPS (& F it LDAPS) #84#9 CA certificates (CAiE#) T , WEREXIEBNE
=

/N0

%% 2 : £ Amazon Directory Service F&EFIEHF4HE S (Amazon CLI)

« BITUTHT. WFIUEHID, EFEAH register-certificate = list-certificates &
BB FRIRE

aws ds describe-certificate --directory-id your_directory id --certificate-
id your_cert_id

BUHEAHE

£ T 5175 7% 2 —BUREME S,
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® Note
MRLGEM T —MIEH |, WA EER LDAPS , AREF seBUE LS.

7% 1 : 7 Amazon Directory Service FEUHEMIEF (Amazon Web Services Management
Console)

1. 1€ Amazon Directory Service 24| A S BEK B |, EFH .
. %EFEFHB R ID I
3. ERFHFAGERNEL , WITUTHREZ—

- MRZSXFEFITERSNXE , ERBREFUEIMEPHXE , RAREREMNZSELETF,
BEXEZER , H5H EXE5HEHMXE,
- MRZSXFEFTREREAXE , EEMZERZLETF,
4. 7t Client-side LDAPS (& Fim LDAPS) #2H |, 1% Actions (#1F) , AF1%$F Deregister
certificate (BUEEAHES).
5. 1£ Deregister a CA certificate (BUBEEM CA iE$) XEEH , 1% Deregister (BUHEM).

%% 2 : £ Amazon Directory Service FEUHEAHES (Amazon CLI)

BITUATHS. YFIES ID, 5FEAH register-certificate s list-certificates iR
B AR IR A

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

R %P um LDAPS
ER T35 Rz —ER%EFi% LDAPS,

%% 1 & Amazon Directory Service #EF % Fim LDAPS (Amazon Web Services Management
Console)

1. 1€ Amazon Directory Service 24| A SMBEK B |, EFH .,
2. EBEBFRMEFID .
3. ERFHFAGENEL , WITUTEREZ—
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- IRSEXEEFTERSMNXE , RBFERERZAEF s LDAPS X , REEENEZELR LI
T+, BREZEER , #5H EXB5HMXE,

- MRSXFEFTREREAXE , EENZERLIET R,
4. 7 Client-side LDAPS (& i LDAPS) # 4 # , 1% Disable ().
5. 7£ Disable client-side LDAPS (ZF & F i LDAPS) X iFHEH |, #%#® Disable (£H).

%% 2 : £ Amazon Directory Service #Z A% Fim LDAPS (Amazon CLI)

BT T8 o

aws ds disable-ldaps --directory-id your_directory_id --type Client

&1 Amazon Managed Microsoft AD B & # %

& T LATE Amazon Cloud A Amazon Managed Microsoft AD X#FZ U T EM M ERA R Active
Directory BB NARF. T , MREMEH Simple AD , NARFHAFEEAMER,

XN S AR

Amazon Managed Microsoft AD it 7T A THENEZ , AR THEERMESAMIANEINFRA R,

Amazon Managed Microsoft AD &% 2B FH X 5ZNE
BINH (FedRAMP ) 22 ER |, #} H3REB T FedRAMP Bk
EENZEZERS (JAB) B FedRAMP SEE M & E A IR 1%
BURYE (P-ATO ) . BX FedRAMP WEZEE |, SR
FedRAMP &M 1%,

FedRAMP
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Pei

PARTICIPATING ORGANIZATION™

Amazon Managed Microsoft AD 2@ X fF+17 ( PCI)
WIWEZ LI (DSS ) IRA 3.2 — RS EEFHEHMEIN
_ iE. Xt T A Amazon 7= mMARSKEM. LEFLZREF
N i RABENES , EEEACDH PCI DSS SHHEINER
A LAE A Amazon Managed Microsoft AD,

£X PCIDSS WEZEE , GiFE{A#ER Amazon PCI

Compliance Package FEIZ , i5Z# PCI DSS £ 1 H.
BEEMR , BHAMIE Amazon Managed Microsoft AD AR
EliE5 PCIDSS fr7AK 3.2 irE— B BHAZ BRI, X

TR RIS AL FMEE. | BSH T X HEW

Amazon Managed Microsoft AD B /G PClI &M #"—
T,

Amazon E¥ BT HRERRRAIHEMSTEE (HIPAA) &
MK , ¥ Amazon Managed Microsoft AD ‘@E4ER &F
4 HIPAA ERIARS . MNRBE Amazon ZiT T il {0
i ( BAA) , WA A Amazon Managed Microsoft AD
HEHEFA HIPAA EXRHNARR

Amazon 2T —%LL HIPAA IEBHN RS |, fHEE
TEMMFA Amazon BN E#ETFEEFENERE
K, BXEZEER , BFSHE HIPAA §HL1%,

TiEHE

ZeM (BEHPAAM PCI MM ) B—IMEEHRETIHE, SLEHEMWR , Amazon Managed
Microsoft AD §M M RAST L B R AZEE Amazon Cloud P ETHNARRF. BEEBRUZFS
EN SN ER Amazon RS,

A X Amazon Managed Microsoft AD X#FHIFTE &fh Amazon EMMEIT KN TES|xK , S HIREMN
Mt XRENBE RN Amazon Bk

&K Amazon Managed Microsoft AD B &/ H PCI &%

EHEH Amazon Managed Microsoft AD B /g PCI &8t , BA45Z PCI DSS SHMIAE
( AOC ) Al Amazon Artifact FTRREREREXETHNE , BEBHZBRE,

AXEABARBLERNESEE , F2HEE Amazon Managed Microsoft AD B 21 5K,

A= S WR7< 1.0 53


https://www.amazonaws.cn/compliance/pci-dss-level-1-faqs/
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://docs.amazonaws.cn/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://www.amazonaws.cn/compliance/hipaa-compliance/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/

Amazon Directory Service EEEmR

158 Amazon Managed Microsoft AD M &% £ &

¥t F 3 Amazon Managed Microsoft AD B RMEHK Amazon Z£4H , REEE T X% Amazon
Managed Microsoft AD B FWFIEEHEARFIFMENRD ALMEIR AR, BEXMER Amazon &
SHNEZFEL | BHSH AR AmazonitE Microsoft AD &3 B FEIE 7 4.

J 3t — 1858 Amazon Managed Microsoft AD BXMIMEZ 24 , BUURETEIHNEL S RE
% Amazon Z& 4,

£

« XNZ# Amazon B ARERF

« NEFEFEEN Amazon NAREF

» Amazon R T2 F A4 Active Directory THEE X

« Amazon R T2 FFMAH Active Directory THERE X FUREEXE

X £ ¥ Amazon RIAREF

P8 B P ik F{X#E Amazon Managed Microsoft AD RflE N 5 X FM Amazon ARF—EFEH |
flgn -

* Amazon Chime

* Amazon Connect

« Amazon QuickSight

* Amazon IAM Identity Center
* Amazon WorkDocs

* Amazon WorkMail

« Amazon Client VPN

* Amazon Web Services Management Console

B LAMERA LT Amazon R4 4 Bl iEkBA 1L E Amazon Managed Microsoft AD 1333 ) 25 B9 Fr 8 JE &4
AR,

@ Note

« U THAEW Amazon T2 EBETHES :
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 Amazon EC2 3£4l

« Amazon FSx

« Amazon RDS for MySQL

» Amazon RDS for Oracle

« Amazon RDS for PostgreSQL
« Amazon RDS for SQL Server
» WorkSpaces

« Active Directory 54

« IMABREF RS ARS 2R

Ny g

o

H v A

o

REFEBEEHN Amazon NARRF

P8 A ik 7 &4 Amazon Managed Microsoft AD =32 {54E#Y Active Directory FTlE N EZ W
Amazon NAERF—EER , Hla0

« Amazon Chime

« Amazon Connect

« Amazon QuickSight

* Amazon IAM Identity Center

+ Amazon WorkDocs

+ Amazon WorkMail

» Amazon WorkSpaces

« Amazon Client VPN

* Amazon Web Services Management Console
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EEEmE

WA LS ER Amazon T2 4AREE , LAPE L5 @ Amazon Managed Microsoft AD 2 HIBE P E
IFMNEBE.

® Note

« LTHAESI Amazon Z£AREFHE :

Amazon EC2 £4i

Amazon FSx

Amazon RDS for MySQL
Amazon RDS for Oracle
Amazon RDS for PostgreSQL
Amazon RDS for SQL Server
WorkSpaces

Active Directory 54F
AR B P im S AR SS 2R

- WEREEREHWER LH CDR'MERLTLM,
« TCP 445 XA T RIEEE , I EEMEEFMER.

- NHEAET SSL# LDAP B , FFEE TCP 636,

N
7308 ¥ 038 Bl R TRERKR Active Directory
TCP # UDP 53 Zih CIDR DNS AFPMItENS
RWUE, BN
TCP # UDP 88 Z#h CIDR Kerberos AFMTENS
BRIE, MRE
TCP # UDP 389 Zih CIDR LDAP Bx. £%. A
PRt EN S 75
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EEEmE

X

TCP #1 UDP

TCP

TCP

TCP

TCP

TCP

UDP

i uE ALY

¥ 036 E

464

445

135

636

49152 - 65535

3268 - 3269

123

iR

74 CIDR

A5 CIDR

A CIDR

A4 CIDR

74 CIDR

74 CIDR

Ay CIDR

Kerberos % /1%
AR

SMB / CIFS

45

LDAP SSL

RPC

LDAP GC M
LDAP GC SSL

Windows A [8]

Active Directory
ERER
BiIFAXRME, 5
£

45, AP
BN S HRIE.
(=i

£%, AP
B S HEIE.
ARBEEE

RPC. EPM

B%. €%, B
PR8N S5
WIFA R, 5
£

4. R/EMT
BN S HEIE.
AREE, B

B%. €%, A
PRt EN S5
WIFA R, 5
£

Windows B H],
B

R B %
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EEEmE

7 v FSE
=& =&

Amazon R T2 F M A Active Directory TS H i

A4 CIDR

MERNRE Active Directory
EARR
FIERE

FA P Ik P {X#£ Amazon Managed Microsoft AD ATRE N 5 F X #FH Amazon BARF—EEH , §

m

« Amazon Chime

* Amazon Connect

« Amazon EC2 =4l

* Amazon FSx

» Amazon QuickSight

« Amazon RDS for MySQL

* Amazon RDS for Oracle

« Amazon RDS for PostgreSQL
+ Amazon RDS for SQL Server
» Amazon IAM Identity Center
* Amazon WorkDocs

* Amazon WorkMail

* WorkSpaces

« Amazon Client VPN

* Amazon Web Services Management Console

BRI ME M ER Amazon T2 4ARE |, LAPE L5 @ Amazon Managed Microsoft AD 2 B8R FrE

FLEBEE.

@ Note

- F&E7E Amazon Managed Microsoft AD B A ithig 2 8] 82 M43 Active Directory &

(=S

R B %
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- TEREHREF iR CIDR'NERLZL2M,

- NEEAET SSL# LDAP B , FFEZE TCP 636,

- MREBETBEEFEMADIL CA, NEZCZHEMNTCP, 443, CA CIDR,

AYEFN

I3

TCP # UDP

TCP # UDP

TCP # UDP

TCP # UDP

TCP # UDP

TCP

TCP

i 036 &

53

88

389

445

464

135

636

iR

Z % CIDR

Z % CIDR

Z % CIDR

Z % CIDR

Z % CIDR

Z Fim CIDR

Z Fim CIDR

i

N

MERYRE

=

Kerberos

LDAP

SMB / CIFS

Kerberos % /1%
ERARE)

4

LDAP SSL

Active Directory
EARR

RAPMTENS
DRIE, AR
. E1F

RAPMTENS
RWUE, HEIE
(75

B%. €%, B
PR8N S5
WIFA R, 5
£

4. AFML
BN S HRWIE.
ARBRSIE

4, AP
BN S HEIE.
B

RPC. EPM
A%, £%. A
FHITENE 5

KIFARREE, 5
£

R B %
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EEEmE

X

TCP

TCP

TCP

UDP

UDP

v ALY

7co

¥ 036 E

49152 - 65535

3268 - 3269

9389

123

138

iR

% Fim CIDR

% s CIDR

% Fim CIDR

Z % CIDR

Z % CIDR

RPC

LDAP GC #
LDAP GC SSL

SOAP

Windows B8]

DFSN A
NetLogon

Amazon B2 F FMAHL Active Directory TR ZIFUREEXE

Active Directory
ERER

4%, AP
BN S HRIE.
AREE, F1E

B%. €%, B
PRI ENS 5
WIFA R, 5
(72

AD DS Web %

Windows B &],
F1E

DFS. 4H5%KR

P8 B F° Ik 7 #87E Amazon Managed Microsoft AD 232 {5{E# Active Directory FTIBE N 52 X1
Amazon NAEF—EER , flin

* Amazon Chime
 Amazon Connect

« Amazon EC2 3=/

« Amazon FSx

« Amazon QuickSight
* Amazon RDS for MySQL

 Amazon RDS for Oracle

» Amazon RDS for PostgreSQL

R B %
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« Amazon RDS for SQL Server
« Amazon IAM Identity Center
+ Amazon WorkDocs

* Amazon WorkMail

» WorkSpaces

« Amazon Client VPN

* Amazon Web Services Management Console

BRI LB TMER Amazon 24 HE , SAPRLIEIE[E Amazon Managed Microsoft AD 2 2RV Fr B
IFEREEE,

(® Note

- TEREHR K CIDR"M“E i CIDR'TMERRZREM,

- WA A CIDR'HY TCP 445 R AT RIEEE , AIEE M EESMER.

- WAE“EF i CIDR'M TCP 445 RIRIFIT RS , RRERARRLEFTAEN,
- NYFERAET SSL #Y LDAP &t , FEE TCP 636,

- MREBLMEECALW CA, MFEZQIE LM TCP, 443, CA CIDR

Ny

73N i O35 El R TRERKE Active Directory
FERER

TCP #1 UDP 53 73 CIDR DNS AFRMitENS
RWUE, BNR
. EF

TCP #1 UDP 88 7 CIDR Kerberos BAFPMitENE
RIE, MERE
£

TCP #1 UDP 389 Z<ith CIDR LDAP B, £%l. A
FRITEN S &5
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X

TCP #1 UDP

TCP

TCP

TCP

TCP

TCP

UDP

TCP %1 UDP

¥ 036 E

464

445

135

636

49152 - 65535

3268 - 3269

123

53

iR

74 CIDR

A5 CIDR

A CIDR

A4 CIDR

74 CIDR

74 CIDR

Ay CIDR

Z Fim CIDR

Kerberos % /1%
AR

SMB / CIFS

45

LDAP SSL

RPC

LDAP GC M
LDAP GC SSL

Windows A [8]

DNS

Active Directory
ERER
BiIFAXRME, 5
£

45, AP
BN S HRIE.
(=i

£%, AP
B S HEIE.
ARBEEE

RPC. EPM

B%. €%, B
PR8N S5
WIFA R, 5
£

4. R/EMT
BN S HEIE.
AREE, B

B%. €%, A
PRt EN S5
WIFA R, 5
£

Windows B H],
B

RPNt ENE
RIUE, BV
. BE

R B %

MR 1.0 62



Amazon Directory Service

EEEmE

X

TCP #1 UDP

TCP #1 UDP

TCP # UDP

TCP # UDP

TCP

TCP

TCP

TCP

TCP

¥ 036 E

88

389

445

464

135

636

49152 - 65535

3268 - 3269

9389

iR

% Fim CIDR

% s CIDR

% Fim CIDR

Z % CIDR

Z % CIDR

Z % CIDR

Z % CIDR

Z Fim CIDR

Z Fim CIDR

Kerberos

LDAP

SMB / CIFS

Kerberos % /1%

RS

45

LDAP SSL

RPC

LDAP GC
LDAP GC SSL

SOAP

Active Directory
ERER

RPMItENS
PIUE, MEIE
£

B%. €%, B
PRI ENS 5
WIFA R, 5
(72

5. AP
B S HRIE,
A RIS

4%, AP
B S HEIE.
=1

RPC. EPM

B%. €%, A
PR EN S5
WIFA R, 5
£

4. AFML
EHE BRI,
AREE, 1

Bx. £%. A
PRt EN S5
WIFA R, 5
£

AD DS Web BRE

R B %
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173N i 038 &l R MERER Active Directory
FERER
UDP 123 & Fim CIDR Windows 8] Windows B[],
B
UDP 138 % Fim CIDR DFSN # DFS., HXKXE
NetLogon
gy AL
i i OSEE i TRERER Active Directory
FEREBER
2B 2B 73 CIDR FIERE
BEBRZERE

B E LA R & Amazon Managed Microsoft AD BiERFAMN B RIRE , UEREMNET TEARNE
RTEBRENEAMNEZLER, EEFRREYF , BUUEHEZEANDUANEBENLLBEER

B, fln , WA LR EMEREAMESZRT (620 RC4 = DES ) MiHiL ( #la0 SSL 2.0/3.0 # TLS
1.0/1.1) » AmazonfRJ5 , Managed Microsoft AD £ FEESEE B RHHNAMEEEGES K SBEE
SIS ERES , HELEOT RHIFBE % Amazon Web Services XiF] BHRIFIEE, XA
FEBEMNFHAEES , B5H BEXL2REIIR,

REBRZERE
& DB B M 4m B A B FERE
4B E FiRIE

1. BIfE https://console.amazonaws.cn/directoryservicev2/ , E3x %) Amazon EEEFI& |, T
Amazon Directory Service ##|&

2. EBXNEL , EERENBFID,
EMEEZ2T , R BFRE , AREREFERE.

4. EHFBEREF K EYRERBNRENE. REREN , RRS2MNRANESNENEZRE, DR
BiRmETZIRE  NERSHNEEMERNEHERNLE. REERES.
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5, EEENMEHREYF , EFEEFREABRNESLBER, MRENREHTEMEMER , Hik
BRBIRE, SENERRBEBEAEFREHEN , FEAREMRE, RE , LREEEE xR
ID JHo,

(® Note

EEFRRET , BUNEEEERNRENRS. XHREF , RERERNEEERH. 4
RETRSTERNEEEFNN , EREARBEHMIRE, MRENFEEXDEH TRE ,
NPRSFE RN CERH, MREHNRELEIEMRE , WRSFERAXK,

BRZEREXNK

NEW. BERBRST , REFTLEFHNHE , BRHK

MREREEMIEFHIAER , WRASHER
R ERE 2 LA RTAYES

EH#EXE, SANEREMXLREN
FR IR BEFTIRE K M AY ) &
EEFRET , ERFERRAVNRE. RE , MITUTREZ—:

- EFREMETNRMRS N RBEE , FEERERAMNRE. R, EREENX PERERX
£,

- ZEREFERRE  FEBRERAMNKRE. MREEERAMNER 2N B FREH#TH
fbEck , FARUEEE, EEEAEXAUNERT , EREHMRE,

BRZEREIIR
UTHRERTHREATAERREEREMNRE, REBW. API &, BEEMREHR,

MEEFATHEHMELZSRE , MBRIABRZRLZLIRERN TLS 1.2 M AES 256/256, TEZZAEA .
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BREZE
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RE RE  API B BHEE RE LA
B

TLS TLS_1_1 BA 2 BRASEH

1.1 TLS 1.1 #M%
DAMEE B ZF
fY 13 12 B
EHITREN
FEEE (R
SERMERS

L

Ui ) o

1%i® Amazon Private CA Connector for AD

YRA] LA Amazon3t & Microsoft AD 5 Amazon Private Certificate Authority (CA) 85X , NYREY Active
Directory MM AKW AR, BAMITENMAFNEEIUESR, Amazon Private CAActive Directory #9
Connector 7 &4 A T2 E M Amazon Private CABRARBR A RRKREBTEENDSL CA, ™
TELHRE., BILEFAREBER R ERS.

(® Note

X #EH Active Directory Amazon Private CA E1Z2HV & M Amazon icrosoft AD 1313
FIZFH AR SS 25 4% LDAPS iEfiEM. EH B RS ARSI LDAPS |, 2 How to enable
server-side LDAPS for your Amazon Managed Microsoft AD directory.

BRI LB B ARG #EHI A, Active Directory & B Amazon Private CAE#EZ28E Y A A
CreateTemplateAP| Ki& &5 B F#IEAmazon Private CARX., Ei&id Active Directory Amazon
Private CA JE #2126 A 1REME CA &N , BZH OB EESRFER, BXx{EM Amazon Directory
Service BHIRRELERNTR , BSH T

1% & Amazon Private CA Connector for AD

1. B LT Mk & Amazon Web Services Management Console 3] 7 Amazon Directory
Service ##|#& : https://console.amazonaws.cn/directoryservicev2/,

2. EBXNEL , ERENBF D,
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3.

EMEZE SR LM%M+ TH Amazon Private CA Connector for AD T , #%#1& & Amazon Private
CA Connector for AD, FFHII6I% Active Directory FAE CAIEPRHE. RBESA LWNSEL
2 Active Directory Connector B9, CA BUEMEMFAE CA. BXEZELR |, HSH Creating a
connector,

tlgEERE  FREATIREFRARGE | SEEESFNVRSHXREKNILAE CA RS,

& & Amazon Private CA Connector for AD

BX

B AT M ik & 5 Amazon Web Services Management Console#3TH Amazon Directory
Service ##|#A& : https://console.amazonaws.cn/directoryservicev2/,

EBRIEL , &HENE X ID,

EMEZ 5L LM TH Amazon Private CA Connector for AD T |, A LB EENFAE CA EREEE
FREXMFLE CA. BRIAMBRT , BLFRUTEE :

a. Amazon Private CA Connector ID — Amazon Private CA Connector B M —#RiRF, B HZF
E& 43 A iZ Amazon Private CA Connector B 40{E BTN,

b. Amazon Private CA £ - §x CAWTU 2 HBMWEER, SH1ZFER&#H A1Z Amazon
Private CA Wi 4R{EE TN HE,

c. IRA - ETX Amazon Private CA Connector 1 Amazon Private CA FPIRESKE., MEHIM
RELHBEY K NeERES, REP-—TRELK , MISER12KELXK. MRATKLE
AW, MeETEAM. BXRABMRSNESEL , BHERAEEESE LU THBIKE
KW, HBESEPNIRARITIEES,

d. I B & - Amazon Private CA Connector #9812 B &,

BEZEER , i3/ View connector details,

¥ Amazon Managed Microsoft AD

&y

LUEE LA T 7535 % #8 Amazon Managed Microsoft AD B 3% :

FA
° Tﬁﬁa%'ﬂ(/u
- BEEBEFRSEH

& E &K Amazon Managed Microsoft AD B & B &

- EABEEER
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- (EFtERRIE PR S R IE IR RS

TR B FRE
BT 2 B RN ERES
Active (& FIENIRA)

Z B FREZEITIEE, Amazon Directory Service M 2EH B FEZEE(AEF,
Creating

HAEREGEZER. BFRCUEIREEFTE 20 2/ 45 28 , BEURREREAEMR.
Deleted (2 MilBR)

EMRIZE R, ERRZBAZNAERR. — BB FHAWRE , BRERE.
Deleting

HElEEMRIZE R, BFRRFRFILRES , ERRTEMER, —BBREAWRS , FEEBCER
BRIRE , BRBTERE.,

Failed

TERIRIZE R, BEMBRLE R, MRFEBNFE , BBRER Amazon Web Services Support F /0

Impaired (Z 1)

BREERFRETET. RUB—NMRZNAE , JEENERBREREZSER M IE, BX
HFHRSESANTENERER, XEFRRTIFEEWRELTIES (0T TR EC2 EHIFHR ) |
Hh -t tNENNARFIBNRARK , REEWMEHTTER ( T L EHFEIRE
KBEBE ). BXESZEER |, 2 M Amazon Managed Microsoft AD [A|BHEZ, AD Connector #fE
HEBR. Simple AD AIfiHEE, N TFEEE4LFHEXNEBE , Amazon &7 40 7 HAFR, WRE

EEWEFREIEE , £ ERLTSHRRSHE BN 40 24 , BRATBWEEKR Amazon Web
Services Support # /0

/A Important
HBERLETZRRESER , BAEERRR. BRZHABROFBZRRBRER,. BXESE
B, BZHR N ERHERREHEFE .
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Inoperable (7~ A& 4E)

ZERELEEEIE, B ERLRTREBREEFRE,
Requested (21 3K)

BIE B ZWBERYIEEEFFLHE,
RestoreFailed (3% R %K)

MRBEFR B FERM, BERERRE, MRXMERBRERFE , B REMREBHRELR Amazon
Web Services Support A/t

Restoring (it JR)

HAEMNBHRFHREPERE R, MRBEFRBEFTE/ Lo #atE , EABRRTRESRRE R
B,

BXEZEER , 551 Simple AD BEFRESER,

Bl B RS EA

B E A Amazon Simple Notification Service ( Amazon SNS ) , &AL B RS K E T L AT
BFHRFE AR (SMS ) BHE . MREHNEFMNENRBSERNZIRR T ARERS , BFKEE
H, YEFRERNEHREH , BHE2WEIBA,

THERFRX

Amazon SNS ER“EB"RINEMD EHE. BNEEME—NHZNMIRAF |, iBEREHREZ
FEHHEE, BILUTESE , &L Amazon Directory Service %08 Amazon SNS B K kX 4
#%. Amazon Directory Service R E A B RS K ETHN , 2AZETRF—FELE , ZEE
BEEREARZEBWITIE,

B RSN E FERNBEANTEN R A E, BETLUEEH FTRAHEERINEE 28 E Amazon SNS
FRIENES, Sr XN EESEmETLEMAIMITREZHITIEANEZEE, BX Amazon SNS T
BEER , BSRT4LE Amazon SNS ?,

(® Note

B FIRABEH 2 Amazon Managed Microsoft AD B —I XigtEThaE, MREFEHH R ZXig
E&, WARD AN EBNMNFHINAUTERE, BEXESZER , TR £/E5XEEE,
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NEMBFRBA SNS HERZE

1. %&3% Amazon Web Services Management Console , R/53#F Amazon Directory Service 2|
A , MutR : https://console.aws.amazon.com/directoryservicev2/,

2. EEFERNEL , EFEMNBEFID,
3. ERFHRAGENEL , ITUTREZ—:

- MRSXFEFTERSMIXE , ERESA SNS HERANKE , AEEREF LT+, &
*XEZER  FEH EXESEMXE,

- MRSXEEFTREREMEXE , EELFIRTIF,
4. HEBREERED , AREE RABERQRBEA,

5. HElZBANEL 6 RFERBEANRE  RGEFEFTEA. HE , MREHAESHE -1 SNS
FE , BELUERERBKIAE SNS T MIZEBAIEL B FHARHEE.

® Note
MBEEZRCNEFEHN , BE2EEASIE SNS THMERMNEBEF , W Amazon SNS
TotlEHER , ARMIE BRI EE R,
MREEFRREKIE SNS £/ , BREEFSZE FMNTE—XIHH SNS £&,

6. ERBMFARE  REWARGABRRER. MREN SMSWABESH , ERAEARF. T2
BHirS,. ZR3RES

7. (W& ) ANEEM SNS EREBMEHREN. EREVNRZ 10 N FHANEEYN , B8EXRAZ
FBHFE SMS HEH, A SMS izTRt AFREE RE W,

® Note
MR &E A XA DirectoryServiceFullAccess FEE R IAM AR RABER , NETSR
AL “DirectoryMonitoring”ff k. MREE#—SEENTEEH , BLEEX SNS B
MR

8. 1&#% Create (I ),

MRERIEEEM SNSITHAF |, flinEt s Fop4Ftit, Amazon SQS BAFIE, Amazon Lambda |,
M| AT BAFE https://console.aws.amazon.com/sns/v3/home @3 Amazon SNS 2§ & 1T R E,
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MEBBRE FRSHER

1. %&3% Amazon Web Services Management Console , R/53#F Amazon Directory Service 2|
A , MutR : https://console.aws.amazon.com/directoryservicev2/,

2. EEFERNEL , EFEMNBEFID,
3. ERFHRAGENEL , ITUTREZ—:

- MRSXHEFTERSNXE , EREBRRSEENXE , AREREPETF, AXES
8, R EXE5EMXE,

- MRSXEEFTREREMEXE , EELFIRTIF,
4. HEBEFUEHRD , EHRPEE- SNS TEEH , BRRIE , AEEEBR,

5. %&£ Remove,

XRBREE ZNIEE SNS TBLRHEFH. WRESBHRENEE , M B https://
console.aws.amazon.com/sns/v3/home FiEiE Amazon SNS 2&] & TR /E,

® Note
FEGEF SNS 2 & & MR Amazon SNS £ Al , BNHERB FREEMZEBRIERSH
Bo

MREFEA SNS 25| & MR Amazon SNS & , Nl Directory Services ##l &P R BIR
MENESR, BEFEXTREAEHBRAOEBE MBI , BF2IREBA , Bet , BHEZE
FH Monitoring T+ EFEF —NEFHRE , ERTERTZEH,

Hit , hERESEENEFRESEE | EMBERM Amazon Directory Service #EWUHE S E1T
FRE2H , R ENE FR5HM Amazon SNS EBKEX,

EEFEH Amazon Managed Microsoft AD B X A&

3k B Amazon Managed Microsoft AD iH 2 Hlg8 R flH L2 AESFER —FatE,. BEFUERER
#9 Amazon Managed Microsoft AD B LU #2 #1858 B IR F 3567 #h 3% & £ Amazon CloudWatch
Logs. BXEZER , SR B BEH K,

Amazon IBZRAUA TEHLBRE M,
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Lk eyl RHiRE BRRE
RIS HRIEREENR B, R
FRRNRIEE X B, R
B MPSSVC ML 5 KAE BT
B
FREHMREERESF R

R AE A HRBRBASNER B, RIK

System B IPsec WEITZF B, RIK
FREMRESEH B, KRR
FREZENSENR B, RIK
FREERET B B, KRR
HRRETEM B, KRR

BERBEHR

& B] LAE A Amazon Directory Service ##| A8 API iR H2 2 £E 4 HEH K2 Amazon
CloudWatch Logs. XA B ZRHANZEEHREATERE , NMBBEHELLLE, FiIINBEERS
EEREXR,

CloudWatch Logs & A /R X e B4 & EEH M Amazon ICF, Amazon REHE=ZFNARF. X
—3k , BULUEMREA R PSR NE B IREE | MM EEIRE FSEat i M 3 3= 3h e B 7 & 5E3 .

BRAJE , B LEA CloudWatch Logs A MNE ALRFINIEEN A EAPRELRIE, tkBEAN
DEENFRFEFHNRELAE,

BXRXEAEFAURNMARBREINBENESZER , 2/ (Amazon CloudWatch Logs A F g
&) PERESEMBER,
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® Note

H&# & 2 Amazon Managed Microsoft AD 9 —IN X1 ThaE, MREFEANRE SXFEH ,
NMATD AN EBNMNXBEHIRNAUATERE. BXEZELR , BZH £REXESEE,

BERBEER

1. 7E Amazon Directory Service #2#| & SMBEEH , ER B Fo
2. EFEBEHZH Amazon Managed Microsoft AD B %#9H % ID,
3. EMHFFRMAGENELE , ITUTREZ—

- IRSXHEFHTERSNMXE , ERBAEZEEAASRANXE , AGEREMEZEREEIF,
BREZER , F5H EXES5HEHMXE,

- MRSXFEFTREREAXE , EEMZERZLETF,
4. 71 Log forwarding (A& K) Zh5 H , &% Enable (B ).

5. 1£ Enable log forwarding to CloudWatch (/g Fi El CloudWatch B B &%) FEEHR |, EBLUATE
—IRIA :

a. EEBIEHM CloudWatch HEL |, £ CloudWatch BELAZHRT |, IEELEAE CloudWatch
Logs # 5| A B 5,

b. i%# Choose an existing CloudWatch log group (i£#¥4& CloudWatch BE4A) , ARG
Existing CloudWatch log groups (15 CloudWatch BEE) T, N2 FIEFAEA,

6. EEFEEMEEMERE , RF%E Enable (BA).

ZERBESHER

1. % Amazon Directory Service 24|58 S EEH | EEE .
2. ‘EBIEBEHZMH Amazon Managed Microsoft AD B &# B 3% ID,
3. EHREFMEENEL , ITUTREZ— :

- MRZSXEEFTERSNXE , RRBEZAATHREANXE  RAEEERNEERERIF,
BXREZER R EXESHMXE,

- MRZXFEFTREREAXE , EEMZERZLETF,
4. 7f Log forwarding (B&E¥K) &8 % , 1% Disable (£A).
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5. [ Disable log forwarding (A BE# K) XiEEFNERZ/E , 1&# Disable ().

£/ CLI ERABEEX

BB Amazon CloudWatch BEE |, REBIE IAM BRKE SRR LA R FAENR , RAES
ﬁbﬁﬁﬁ ds create-log-subscription %, EfH CLI BAREEK , BERATHES K.

%% 1 : £ CloudWatch Logs F 812 A &4

SR MEATEECREEEHENZSAENAREA, RNEBNEAHRIAM /aws/
directoryservice/ , BEXF2XEMN. Flm :

TPl CLI 6

aws logs create-log-group --log-group-name '/aws/directoryservice/
d-9876543210'

&% POWERSHELL &%
New-CWLLogGroup -LogGroupName '/aws/directoryservice/d-9876543210'

BRUMMEI CloudWatch Logs AR FHMEEE , S (Amazon CloudWatch Logs AAF$8R) A
BYE CloudWatch Logs 8l HE 4.,

S| 2 : £ IAM 8|2 CloudWatch Logs %R %K B

B2 CloudWatch Logs &R EERE Amazon Directory Service B F IR BIBES TR 1 D EIENH
BEARMAE. SN AERAEEEYIA ARN LR Amazon Directory Service X3 E At A 740 #Y
HENR , XAEABRFUATEMEREEL, AT ROIREEABEFAERINAFIEENE FREE
HA K Amazon IKFHILL /aws/directoryservice/ FFkHIFTE BE4A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"
},
"Action": [
"logs:CreatelLogStream",
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"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:YOUR_REGION:YOUR_ACCOUNT_NUMBER:log-group:/aws/
directoryservice/*"

}
]

IRE BRI R RE R B AR s TAEUE E I STA S ( fl3n , DSPolicy.json ) 1 , A A ENEERES
CLI E1TE, fitn :

Tfl CLlI %

aws logs put-resource-policy --policy-name DSLogSubscription --policy-
document file://DSPolicy.json

~jl POWERSHELL @4
$PolicyDocument = Get-Content .\DSPolicy.json -Raw

Write-CWLResourcePolicy -PolicyName DSLogSubscription -PolicyDocument
$PolicyDocument

S 3 : 812 Amazon Directory Service H&1T
EhSLALSRY , KUEATUBELQEZBETRRS4LEABERK, W
=l CLI fa

aws ds create-log-subscription --directory-id 'd-9876543210' --log-group-
name '/aws/directoryservice/d-9876543210'

~fl POWERSHELL %%

New-DSLogSubscription -DirectoryId 'd-9876543210' -LogGroupName '/aws/
directoryservice/d-9876543210"'

fE A tERR R AR iE R I iR 1Rl 2R

Amazon Directory Service & Amazon CloudWatch 55 , TT#BIEN B ZRHN S NMIREREHEE
M MEBEIEIR, XEWRES AT LAUS IR RIS R THBER |, Al CPU MINERIAR, BEATURESE
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HEBEHEFRE , LN SR AR, i, SarelhEies s CPU MIARBE 70% BBEE |
HEIE— SNS FBHEXEXERMBHE, EAILAEAL SNS EBE3 B3t ( f]20 Amazon
Lambda BI¥t ) , SAUEINE RPEIEFIZEERE.

BXRERERHSENESER , 50 /8 Amazon CloudWatch 3E#5K 5 E A8 A pnig 2 525,

£ CloudWatch & E HIsF 4 sEiE R

£ CloudWatch #2HlAH , FEBRSWENRE ERBRSHV BB ZRH#ITOH, BRALURMME T
ZEE N IERTRIE R, FALUTHEEERE CloudWatch Hi% & Amazon Managed Microsoft AD 1332
FIEFIEARFT BN EA & Z R FMMNE B,

E 7 CloudWatch | & R E K R FI2RIER

1. 1518 https://console.aws.amazon.com/cloudwatch/ T 7 CloudWatch 2 #I& .
2. ESMERTP , BEEER.

3.  MIB#R%IFKF %R Directory Service & ZH , AREMFIFRHPEEFE Amazon Managed Microsoft
AD 38#%,

BXRWMAEA CloudWatch 2§ &% EEZ HISRERNIF M |, ESH Amazon T2 EEHH How
to automate Amazon Managed Microsoft AD scaling based on utilization metrics,

% X1 &

% X8 & 7 A F £ ZMAmazon Web Services X 18] [X 132 (8] B 35 & #I#RHY Microsoft AD Amazon %
EERHE. LEFTURSSBNIEVENA - MNAEFNMEBE. AmazonManaged Microsoft
AD fE FZ&#/l Active Directory & HlThsERF &M B ZBIEL £ i 8 B X,

R A Amazon Managed Microsoft AD #9135 % X i3 &

£ K% ¥ Amazon Managed Microsoft AD Al A XA , AILAERA Bz 2 XiFE 5,

/A Important
EUTAEREMANXES | SXEHEFFAH

o JEM ( FER ) (af-south-1)
« TA#KX ( &% ) ap-east-1
- IA#KX ( BEHE ) ap-south-2
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« AKX ( HHNIE ) ap-southeast-3
« AKX ( |//RZA ) ap-southeast-4
« BN (K= ) (eu-south-1)

« BN ( EIESF ) eu-south-2

« BN ( 7RE 1t ) eu-central-2

- LB ( Fh4% X ) il-central-1

« PR ( BAK ) me-south-1

« FAZR ( FIBXEE ) me-central-1

BXMAEXGURMABACIINESZER , E5H (Amazon Account Management
Guide) H B Specify which Amazon Web Services X1 your account can use,

LR

& BhAmazon¥E & Microsoft AD ARV Z X E #| , X #F Active Directory BN AREFEARER B
DIRBEMEE , FRSXEERINE M, SUNNSXEEHSEXIFENERNNARR (il

SharePoint SQL Server Always On ) BAR &R F SQL Server # Amazon RDS FI3& A F Windows
File Server By FSX FAmazonfRF—E2EA. ZXHEHERZUTHANES,

- EATZESKEERNRIEILE L MmazoniTE Microsoft AD 324 , HHRT BEREE 2B Active
Directory EAi% MM B E T £,

« SELTUERN., BER2FERESZ D Amazon KEZEEMEE Windows M Linux THEAH. B
N ZXFEF TEZFHFL B Active Directory W AREF PRI HEMBE, FBFE Windows 5 Linux
Sc 451 Fh B9 AT S B2 A A2 B 4 A iZ X i Y 45 32 Amazon Managed Microsoft AD |, BAE MR B RE#EIR /Y
X i3 M 82 A P i Ko

- TRHEZXEHEM, Microsoft AD Amazon £ EZHEBESE A AWNAmazoniTEEMELF | T4
FIE X EE Active Directory B R Ba A EH., K1E, MENRE, XEETUEETH
BNARER.

E&

- 2REREEE

- EXEEHEHMXE

- ZXEEHNTEFRE
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« AINEHXE
- MIBRE BIX

EREXSEE

2 XigE $4F Amazon Xig7R %] B FH At , Amazon Directory Service B LA KFr B ThaE Ay
Bl , FHERXEBARE D, XEINEIEFAEETENEZNEDF L , £ Amazon Directory
Service ZHIAHEFE R ID NEERZNHE,. XEKREMEIFTRBEEEHANZXEE
FIE D PIEBRHXEREH, BEREE. BNEMNXEPNWINEMBNERELANATEE , ELN
ATFEANXE,

R A Amazon Managed Microsoft AD Bl ix 3 35 % X i3 & #l
2 FTHEE
BEER £ XE X2 BT ee ARV E B A A T A X4,

LA EEFFAEERNELRANEREANIIE  RAXEDEZLL2ERNATHEEHNXE,
RE , WREEIRPEENS —MREAREXE , WALRZ2FEANNEE , RNEN2E RS
AEEXH,

X ZhRE
& Bt X35 7 B9 Zh RE AT AT A7 3B SO BB RN A T i X 8o

AL ERFRFMAEENE LRAXEERN NG  BAXEHEZLF2ERNATHEERNEX
e A B E X,

EXHEEMWXE

FFZXiFGEH , Amazon Managed Microsoft AD {8 F LA T~ # fp 2K B Y (X i 3R X 0 a0 el £ B X+ K A
£ R X EE,

x XE

BREVEBZNIBXEMRNEXE, SREWNTEE B IRARE , FlIAIE Active Directory
FEEURMNEXIBER AD 214,

EXBRAALURRANERESEKEEFE D HHIRAERE —NXE , FU - FER, il , XE
REB (BEFRIIMALER ) - £,
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BHERFEEXERN £ B8 AR EAERESNA THREXE,

BREERREXENANXE, BXEZEL , FEAMESFXSE :
H At X 15
IEAINE B F o VB X EE N E b X8,

REBLEYEALNEMBEXERNHTLAEEE  BEMIENRXEEIMEERE, EEEAMXSE (FE
X1 ) WIhee , AAMEMNBFRFAEENHLSXEEHH NI RFERHLMXE, RE , G074
SEBZINEE.

SIS R EAD KR XS0 AL PRAREEMTE b RLA T X o
ZXEHEFN THERE

BB X E HIThEE , Microsoft AD Amazon FEEHER 7 EE £ IK Active Directory Bl i% ey Fo 2= 5
EENIE, BER , Amazon HEZN Amazon KiIBEHIFMTEEFEREKE , 8FAF, 4. 4%
BEFIZEH,

AINETXEE | REMITUTRE , AR

« Amazon Managed Microsoft AD fEI£EH VPC FAIZH MR FIEE , HEAR —4 Amazon Ik
FEMBBHFOKE, 08 A% (directory_id) EFEBRRRZTE, NERE 47
LARE R N NER 2R S R 81

« Amazon Managed Microsoft AD Bt & 3 X 8§ #7 X i3 2 [8] Y W 45 3E #2

« Amazon3tE Microsoft AD ]2 — /¥ Active Directory 3 2 , HFEGB N EZXBHEBHN A
, B30 us-east-1, BB AT LAFEEEH Active Directory W R MRS TEXNHEBITEDR B,

« AmazonMicrosoft AD f$FH& Active Directory M RMEEEFIFFHXE , SIEA/. FA. FEAX
B, SEZH B RS, HLABMUNESE F2M, Active Directory S R SR ENFEREEL., B
REKREREANE , ERaAERESABERNMEAEIZRER  SEFTELRSEHNE
Ho

o MRXZEPMEE—NXIF , I Amazon Managed Microsoft AD &G FrE HAEIRE R AT AIZ X
H. BXEZER , FEHLREEXEEE
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BRI

) Primary Region ecececcceaaa,

e

"----'--------.---—-'-“

L
-

account

u”

Managed
Microsoft AD
(example.com
d-12345678390)

AD site

&

-

-

Replication

) Additional Region

*

'
]
]
L]
L]
L]
L]
]
]

Q}Eiault—First—Sit&Name]

Active Directory ¥ =

ZXHEFTHZNEN B RUER ( MK — Active Directory ¥R ) o RINFTXEE , HagE
EMEZXEHNEMMEE , HlH0 us-east-1, EWATLAFEEER Active Directory ¥ RFRF N H#ITE

who

Amazon RS

.

MNetwork
connection

*

Y

o

”

Managed
Microsoft AD
{[example.com
d-12345672890)

AD site

(us-east-1)

\

J

b R

#I Amazon RDS for SQL Server 1 Amazon FSx Z 3£ # Amazon IRFIEZEZ| £ F B A A H#3E
B, X¥ , BHWAF REEFR—RATEZEMAmazonXiGHizTH X FHEHEZNONARFUR
# 20 Amazon RDS Amazon for Amazon SQL Server Z £ Amazonfk%. Hitt , HEEE Amazon
Managed Microsoft AD i , AP EE R B Amazon Managed Microsoft AD =25 Active Directory #Y

ik,

BRI LU EAT Amazon RS EZ X EFIThetEl & A,

* Amazon EC2

BEZXEEH

R 1.0 87



Amazon Directory Service EEEmR

« FSx for Windows File Server
« Amazon RDS for SQL Server
» Amazon RDS for Oracle

« Amazon RDS for MySQL

« Amazon RDS for PostgreSQL
« Amazon RDS for MariaDB

« Amazon Aurora for MySQL

« Amazon Aurora for PostgreSQL

RYER

MR — MR AT E s & HIEHFE | Amazon Managed Microsoft AD & B 3h ik & 1335 #2857
SHEBEREE, B , HttXENERFSERIEEEZT,.

N & I X 12

UIRER ZXEE & ThEe R X AT , Amazon Managed Microsoft AD £ £ E# Amazon XiE
BT ME#EEI25 |, B Amazon Virtual Private Cloud ( VPC ) M1 7M., AmazonManaged Microsoft
AD E£BIBMEXNELLH , £ Windows TEARER EZIHXFEHHER. EXEEHEBBEER
f9AE[E Amazon K P BIZIX LR, EFEXE, IBE VPC HiRMEH XEME B R LLIERE,

R Amazon Managed Microsoft AD #4ll ik 3235 % X 58 %1,

BIR &M

ERERTRIMFEF KBNS REE , BILEEF AT EREHES,

- WINEEN B REHENHXEFHELEMN Amazon Identity and Access Management ( 1AM ) X

FE. Amazon VPC iZEN FMiIXE .

- MREBERAINERN AU Active Directory FE3E K5 7 M EE A X #F Active Directory B TYERE
Amazon , M AMFEFEE Amazon Microsoft AD FEHI 2t AD Eft iR B2 EBE XEFE. B
XEENEZEELR |, FSH Connect I EMBHES B ZEMEM,

- WMREH M Active Directory ZBIFEFEXR , HEABREFMEH X , IFEERAEENE R
SEHFNFXEFREFIRE T LEMN Amazon VPC F+M,
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AN X

FERLUT S B AEH Amazon Managed Microsoft AD B A& &l X i3,

NS X 15
1. 1£ Amazon Directory Service 2 #l A SMEKH |, EFHF,
2. EBEFNHEL , EBEHNEFID,
3. EERFAGENEMNZIXEHEST , MNIRFPEREXE , RAEEFFMXE,
(® Note
FBAREEEREXFENANXE, EXEZEE , B5HE Xi :
4, ERANMXFREHXET , NIIRPERZRMOGXE,
EVPCT , B ERATIZXEH VPC,
@ Note
It VPC WK BIEH A H (CIDR ) A1 E5ZBRES — M XBHEAN VPC EE,
6. EFMT , EBEATZXEHNFM,
7. BEENTWER , REEEFM,
8. 3 Amazon Managed Microsoft AD ERIFEHIR BRI RE , ZXEBFERNENRS., RE
A VR IEFE EX Z X ig#H T E#H
IS £

ERFEERE , ENERRTUTERIR

- REFENTONEEFZR (&S 20 1) BFBIFHFXE. MIANBERT , N0 XS RS2 H 28

BR 2N, IRXUBTENSITANAMENR I RE., AXESZEER , TSR FAMABERFAINL
FEHIER

« B8N MMEXHNES Amazon IKFHELENE R, BRAZEEET2BINEXEHES . AXRESE

B, FSHAZEENE F

- BRABE#KIIEE , FAXKBHXEA Amazon Logs & B M Z 4 CloudWatch B&. BRABE

BERN , BUREEHBEFNENXGFRB—NBELAEN. EXEZEE , BESHBEHEER
K
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- RE XS A Amazon Simple Notification Service ( Amazon SNS ) , LIREFENXEH B Riz1T
RiRe BXEZEE , BZHAERER FREEA :

i BR & A (X 45

FERAUTSBRER Amazon Managed Microsoft AD B ZMBRX g, EMBREMNXE 260 , THRERZ
XFFRIEUTEA—I :

- MIMBIE LWBRNSARER.

- BEZRBHNAZER,

il Bk 1 X 30

1. & Amazon Directory Service &l & SBEKHF |, EEBH F.

2. ESMEF , ERXEERR , AREEE# A ZHXHE,

3. EEFRMEL , EFREMNEZRID,

4. EAFFMAGENENSXEEST , EEBERXE.,

5. EMRXEXEEP , EFEEE , ARMAXEBMHEITHEHIN, REERE Delete (MR ) »

(® Note
FERI R Z e XA |, ST RN HA (TR

Amazon Managed Microsoft AD 5 Amazon Organizations EZ &R , AR FHEZ N Amazon Tk #Y
THBFHE, BAUFENBZEMEREALFHEMAE Amazon KFZ=E , A UHBEFEALAR
S E AL Amazon P9 =, B A LE Amazon K BRI ARALANR AR EZE F,

(® Note
Amazon 2 WEEISNN B RHEEZFRH. ETHEZEER , 1525 Amazon Directory Service M
W ERENTTE,.
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B & Z{F Amazon Managed Microsoft AD B T 524N\~ F VPC F ) Amazon EC2 #1THEKK
FAFeMN AR, BREZEEMERM Amazon Managed Microsoft AD # Amazon X1z A 8] .

® Note

£ Amazon FE ( T8 ) X1 , lIhEEREME A Amazon Systems Manager ( SSM ) F4&10
A Amazon EC2 324let & A

Bx BRHEZLURUWME Amazon i1 7Y B &K Amazon Managed Microsoft AD B B EBE M
BEZER , BSAUTER,

£

- XBERAEHE

« ##2 : = Amazon Managed Microsoft AD B FELAE T4 N A EC2 35

- BUEREZEZNE R

*BEFZHERR

MRERABUATEERS , NEBER DR A B RHAZIEE,

5 Directory owner account

Directory Sharing
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BXABEEKS

BEXAEERERZERARRTF , HERHB ZH Amazon Web Services Ik FHE A, LWKFHHE
BRULEIEESHAEZH XM Amazon Web Services I/~ REARBZHE, BRFAEETUE
Amazon Directory Service B Hl &P ERALSEEFZNT BN ZEN FEFMNEELZT TZE R,

BxEMEKS

EHEBRXRYP , BRERAERTERMBES ZHE B B Amazon Web Services I . 1RITEFT
RANAESE  KKFANEERTREFEEZEEZRAEBEZMAENEE A AETRTBERAREE
Fo

BERAEREEEREAEKFHOUBRRAZER, UHAEERIE IR , £5 EC2 KHIATLE

BMANTERAEEKRKFNERGEERFHE, BREAEKFPNSIMNEZEREGE —FFRE
( Shared directory ID (XZH% ID) ) »

HERHE

Amazon Managed Microsoft AD It TUTHRM ERHRES L :

« Amazon Organizations — St 5 A AB M E BN A QP RZ B F |, RSB LU H U B F6E
RAEWF,. EfFRALED , ZNEQLATERATARENEE , BRONEHLNERKF, P, HEER
LT7TEMNEE BN ECEEEXFAERKFESENEZHAZE R, EE8HAD |, kAEHER NN
B X E5&HA LA Amazon Web Services Ik £ =,

« BF - WHEELEKRAFER Amazon Organizations EHABREE, BFHEERBREAEKFE
SZHEHRHEER, BEHED , WEEEHRNEEHM Amazon Web Services Ik £E K B %,

P48 325

P& E B2 B Amazon Web Services Ik A B REZEXRRHEREZH . Amazon XIS TiEE
VPC HfRRF R , Hf — LR FRIIE VPC XWE, EHMAHM VPN, ETHHERAE , B30 %
#2 : £Z Amazon Managed Microsoft AD B FZELAMEFLS A EC2 13,

#HFE : = Amazon Managed Microsoft AD B FLAETL# N A EC2 15

RHEN B E S — Amazon Web Services i ( B ZREAEKF ) = Amazon Managed
Microsoft AD B ( BERHEEEKF ) . —BZRMBEREZML , BFER Amazon Web Services
K 2EAZER R, RE , ZFEI 0N EC2 EHIFTLMA B FREAEKS, PV,

BINEBWEEFRZIZRERZIALAETERAZRBERSNERARGINE. BXESEE , BS
FAXBERAEHE
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HEBFWEBRLEMATE , E4BURTFERER— Amazon HLAF S — Amazon Web Services
mKF /\?—E % EIEE Amazon éﬂ”ﬁ}‘ﬁﬁﬁﬁﬂl{()ﬁ' /\?—o E*zx?—m I#H_QEIQE%E/%\ |§.|/\?—
Bt

WITEREEENNEERS R
Directory owner account Directory consumer account
. STEP 1 STEP 2 STEP 3 STEP 4
)

Setu Share w Accept Test EC2.
networking directory invitation domain-join

SRR RENBHIE

EEXFHEERF,F , BULIRE R RAEZLEMEBNME ML REZMY,
P2 HEB R

FAHE %#ﬁﬁ%"”‘iﬂ REERFEE , B L3 F Amazon Directory Service BHAH B HERH
IﬂElJlb ) Iﬂfumé*halﬁ Ziﬁ% JE iﬁﬁﬁ %'J]KF'o

SRR3R HEEFREIE (L)

FHERAEEEBEARZIERERE , B L3TFH Amazon Directory Service B #| A HEZERZRHE
g,
H, 4 : Wi FFEHTF Windows Server By EC2 324 F 58 b A B35

&G, FAERAREERER A SFEZN EC2 RAMAENEARIECRER Y.

H 3R

s ARG : HZ B FZLUEF Amazon EC2 SEHIT4 1A Amazon Web Services Ik K F #9135

+ Amazon Z21EENE : W{A%F Amazon EC2 EHIMNZ/NIKF F VPC tiA Amazon FEE R RN
Microsoft AD B
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HI] 1 REMBHE

TTRAHRBPNS A , BDAEHITUTERE

« ERA—XEFAERNDE TN B BRE Amazon Web Services I, & 6|2 Amazon Web
Services Ik Bt , ELEBNKFFAEFVUNETRELIAE = (VPC) ., B FEMNKFFH VPC
ID, BHEELEEREELS,

« FRAKSRANEEEZSNKSFNFHD VPC ZHEEIE VPC XN FEE,

® Note

SRERESFEATUEZB RAFENB REAEKS VPC , BRBERER VPC XEH
Ho BXREM VPC EEEM , FS R M A EE,

HEFREENEREREKF 2REE VPC X FEE

R EIEN VPC NFEEMNTEREAENERAEE VPC 2l BRBUTIREE VPC XE
T UEEREAEKFEZLERE, BYERE SN EATLSE IP it ER VPC Z B HR

=,

EEFRAEENERFERAEKS, 2B R VPC X &EiE#E

B LA T M ITFF Amazon VPC #24I& : https://console.aws.amazon.com/vpc/. R B &R
BEKFHEEEEREAKINAFRINESR,

2. HESMBERD , % Peering Connections, A/G1%#F Create Peering Connection (812X &iE
).

3. BEUTEER:

—

- Peering connection name tag (N EE AWML . #H—NEH% , ATEEXERABEKFAHE
EInRE VPC M tbEREE,

- VPC (Requester) (VPC (RiE%)) : EFEFZAEEKFK VPC ID,

- £ Select another VPC to peer with (EBREREXNEN S —1 VPC) , B{REH My account (3
Bk 7)) 0 This region (b X13),

« VPC (Accepter) (VPC (X2 7)) : EFEBREAEK,H VPC ID,
4. 1%3$%F Create Peering Connection (BI2X &iE#), EWEIATFEEH , %#F OK,
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BHTHEA VPC U TE—MXE , Bt &RIE VPC HEFRNEZBEERFNERR B ITURKE R
EREKFEZNEFER.

KEREFZEHAEKFEIXNFER

1. B LLTMuLFTFF Amazon VPC ## &l & : https://console.aws.amazon.com/vpc/o

2. HESMBERKF , %F Peering Connections,

3. EBRERMN VPC XNEERE, (HIRBIN“Pending Acceptance (F3#3)", ) HIXER Actions (I
E). Accept Request (IEZiER),

4. TEWIAITEES | &8 Yes, Accepte & T —MEIAXTERER , i£#F Modify my route tables now
(ZEMEREMN BB R) EEEIRHRTE,

DAL VPC WEEE DA TERS |, B4H @ E FRABEKS BN VPC WERHARAMMEKE, X
HMAILURREE MR B REAEKSHH VPC,

6] B R A EKS FHY VPC BHERAFINZE

1. 7£ Amazon VPC #ZHI5H BB Ry , BB FXMEE VPC HEHER,
2. ERBEMFPERBHEERS , RAEEERMEH,

3. 1f Destination (B#r) Fl4 , W A BXEMA#E VPC B CIDR R,

4

& Target (B47) 5% , AL ZHEEXFEEERS, P OIENXNFEEN VPC NEEE ID (4
i pecx-123456789abcde000 )

5. %4% Save changes ( RFEH ) -

6 B RAEEAEKS FHY VPC BHERAINZE

1. 7 Amazon VPC #Z#HI 5B RIT Y , BB REAE VPC HEHR,
ERRBETFHERREREB , ARIERZARMEKA,
£ Destination (B #x) 59 , # A HXIHHE#E VPC #9 CIDR R,

£ Target (B#7) 5% , RALZZB1E B FZEAEKS F BN FEEN VPC NFEHE ID (4
7 pcx-123456789abcde00l )

5. %4% Save changes ( RFEH ) -

LD

H{RE SR Active Directory FMXFim CRMB HEH N K |, REEB ZEAE VPC WZ2ALUFH
HutHE, BXEZEER |, 55 VPC L2 A M Amazon Managed Microsoft AD 56 R 54,
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T—5%

SR|2: HEBAH

it

igﬁ%z 7N\ E

il

1t

ERAUATIENE ZRBEERSPFBEZFHAETHER.

® Note

B %2 Amazon Managed Microsoft AD By —I [X Eii’l'_*..IjJ B, MREFEANZE ZXHES , N
PADANEBINBHRNANTER, BXEZER , BALREEXEEE .

MEFRHBEKF HEZENE R

1. FABXFEEKFPHERE R ZILEF Amazon Web Services Management Console 3
JEIS LA M4k 3T FF Amazon Directory Service 2% & : https://console.aws.amazon.com/
directoryservicev2/,

2. ESmERP  EREF.
3. B‘EBEEHZH Amazon Managed Microsoft AD B F# B 3 ID.
4. ERFFAGENEL , RITUTHREZ—

ﬂﬂ%%[ﬂiﬁ%ﬂ'l'm_a'\%/\[ﬂi RREEAZERHXE , RREET BRMAZRT R, BXRE
ZER , FEREXESEMXE :

- MRSXEEFHTREREMXE , RFT BRMAFRIF,

5. 1f Shared directories (X Z B 3X) #82# , 1&£$F Actions (1) , A/F1%&#E Create new shared
directory (RIZEFHHEZEB X).

6. HEEREEBEZHZMH Amazon Web Services IF TTHE L , RIEFEBHOLWESERERUTHER X2

a. FtBEZEHEALNE Amazon Web Services Ik HF — X FULED |, BRI UM E R
Amazon AL MNFTE Amazon Web Services Ik FISIRAFIEBESH FHEM Amazon
Web Services LKF' EHRHZBERZH , HHEF Amazon Directory Service /8 AR5,
BXEZER , BSRNAEARZERTEHE,
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® Note
EFALED , fFNEALXTNERATAENRE , BRSNEHLNERK, P,

i. TEALHHE Amazon Web Services IKF T , B EEHHXZ B FH Amazon Web
Services K , AR E LR,

i. EFEMFHAEE , AFIERE Share (XE),

ii. flifimﬁzlﬁiaﬁqﬂﬁﬁ*%% 4, BT FTE Amazon Web Services K #ER—PALR
RN EBTLEEESRE 3,

b. EHXHft Amazon Web Services Ik HE B F - X F bk |, &0/ A5 Amazon ALE KN EF
AU EKFHEE R, MREWE FZFT R Amazon AL RE G HBEEE S —4 Amazon
Web Services Mk~ 2= | b A] LAfE R bk D,

i.  7£ Amazon Web Services IK/” ID # |, AR S 2 H= B FEMAE Amazon Web
Services K7 ID , ARG E TR,

i. EREIBP, BAEREAHM Amazon Web Services K~ HIVEE G HEE,

i. EFEEMFMAEE , AFI1ERE Share (EE),

iv. SREMITISER 3

SR 3 HEHAFEHFREIE (AL )

HR3 ERHAFEFREIE (k)

MRIEHE E—S ik B ESHM Amazon Web Services i HZWBE S (BFH% ) &1, N REH
WEREREZEERIER, IREERTHKEXELRALRNE Amazon Web Services Ik - H=Zi%
0, S S RHBRERITIR 4,

EX/\; E i%iﬁ

1. FABXMFEAEKFPHERE R KU E S Amazon Web Services Management Console 3
JEIS LA M4k 3T FF Amazon Directory Service 2% & : https://console.aws.amazon.com/
directoryservicev2/,

2. HESMBEKD | %8 Directories shared with me (SR HEZM B F).
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3. 7 Shared directory ID (XZ H % ID) 5|/ , 1%£#F Pending acceptance ({F# %) R THE =
IDo

4. 7£ Shared directory details (X Z B FiIFHEE) WEF , %&#F Review (F#).
£ Pending shared directory invitation (F4: B H = B F#iE) WiFEF , EFIR. BXRHEEE
FHEEUREBEXENNES. MREBEE , F%&F Accept () UFHBFERZE F.

T—%

S 4 NiRFE A F Windows Server B9 EC2 SE4 T 48 hn A Zll 18 &

S8 4 MRF5E A F Windows Server By EC2 SE5] S48 tn A Zi8 b

SERBAMER A TR R 2 —RMIA T L8R EC2 KB A,

FiE 1 A Amazon EC2 &I &K F M A
HEBEREREKS PEAXLEDSR,

1.

o ~ @b

%33 %) Amazon Web Services Management Console 33T Amazon EC2 ###I& ( https:/
console.aws.amazon.com/ec2/ ) o

ESMESF | EESIE B FMEEHN Amazon Web Services X,

£ EC2 ZHIERM B3R BIEB 0 |, EFR B3 EH,

ERFRPINEHNEMARZES T , ALEAT Windows EC2 SKHIHI & R,

( Ak ) EFEAMEMFE | RIN—NRSMRZFHAEX |, AR, RERSIEHRT L EC2 L4
fY 17 5] A BR

ENARFNRERSRG ( LDBGERE ) 85 , EREATEERHILEE Windows, EHHL
ML S5z 288 ( AMI ) THIFI&RF E X Windows T S HLERHR& ( AMI ) o

FEEFIEBER S , NEFIEB TR I RPIEFEFEHNEHIFEE,

EZAN (2% ) 87 , EUEERECRFESAXY , INIAEBEEXNPHITIER. ECEFTNER
X, BEFEMENEZAN. MABANNER , AEHNEZAXN KB MIARA 4B NEE —NET,
ELT 5 OpenSSH — R FEAMNENREFRLS |, HEER pem. BRI E PUTTY —EFEANERR
FHER | BIEE ppke. EFRVEFHAX, EHNKER2 B TERAEBAXY . FREBHXHR
FERENE,

/A Important
XRERELEBANHNE -T2,
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9.

10.

11.

12.
13.
14.
15.

HEEHXRGIMENMNERERD T , £EHFE. M VPC - BFTHIIRPIEFCEE R VPC,
MFRTHFIRFERE VPC RREF—PRE TN, BENTFRLIERENBRESKETE
BRMIMR, BRI ERIEEEEDISH,

BRNMEEIEBEMMARNESZESR , 52 W (Amazon VPC BFERE) HHEH BB MK
EEREBRM,

ERFOIEABIPT , EEEA,

EXNENAE IPFUMEZEELR , 55 (Amazon EC2 Windows EHIAFERE) Y
Amazon EC2 3£l IP F1it,

XFARE (REE ) RE , BAAEARARETEITERUAREHFER.
NTEREEFMIRE , SUUEARNRESHITERUHEENER,
RESRFEAEEHD , NEIA B F TR RPERENE.

XTF IAM KHIEENH |, B LUERIER IAM SKPIEE XS0l 2Ry IAM REIEE XX . B
KWMATERE—TE , BSHE T

a. M IAM EHIEE X4 T H1 5 & %% — P DirectoryServiceAccessBff § Amazon it & &K B
AmazonSSM ManagedInstanceCore 1 AmazonSSM Y 1AM =1 EL & X4

b. WMRERKREIZEME AmazonSSM ManagedinstanceCore 1 A mazonSSM
DirectoryServiceAccess £ & REKRY | AM SEHIELE X4 |, BEFQNEFH IAM Bl E X442
B, RARWITUTRIE

1. & SRAG,
2. TEEZEENEHRT |, EF Amazon S,
3. 7 Use case ( EAZEHAI ) T , %&#& EC2,

4. £ “BIIRPR” THRBEFIRAF | i%£3F AmazonSSM ManagedinstanceCore A
AmazonSSM B, DirectoryServiceAccessTEE REHE A SSM LATFIESI TR, EFT—
&

(® Note

AmazonSSM DirectoryServiceAccess RSN A HEEM Active Directory
B PR, Amazon Directory ServiceAmazonSSM ManagedinstanceCore 12 {#
BiZREFENRKIENE. Amazon Systems ManagerG <812 EAiX LR RH
BENEZERE  URETLUIES IAM AEHNEMANENERNER | B5H
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{Amazon Systems Manager A #§R/) HKIN Systems Manager #12 IAM SE4]
=B

HEW, ERENCERNEL  AASREN. ENFELABBMRMME EC2 Kb,
(A ) B AR TR P RE IAM KEIEE SRR,
®E SRR,

REZBKAEITE , 1%55F 1AM KAIE EXHZURIRIFER. EEH 1AM SSHIE B SN
R E IAM RO EXH TRFIRFP, ARFHNEENH  HRIREFRERIAE.

16. EEB 6,

© N o o

3% 2 ;- £ Amazon Systems Manager 2| & M= i3 0 A

EEREAERKFAEARXESR, EXRUEE  EEEFXEXMBEKFN—EER , fIWB
ID. B3XEBHA DNS IP tbit,

FREM

« % & Amazon Systems Manager,
« BX Systems Manager WEZEE , 55 H Amazon Systems Manager HEMIZE
o BELEMAMEES B FAmazonit & 58 K HI 4K in— N2 & AmazonSSM
ManagedinstanceCore F A mazonSSM £ & K E&HY | A DirectoryServiceAccess M H &,
« BXA LN Systems Manager i MWL K FEEMHE M RN EZER |, 55 (Amazon
Systems Manager A {55E) HHY Systems Manager 82 IAM SEfIf B X, BXRITERE
WEZER , BZ5H (AM AFEM) F 8 Amazon FEEEEE,

B <fEH Systems Manager ¥ EC2 £l A Amazon Managed Microsoft Active Directory iH# &
ZEL , B REMMAER Amazon Systems Manager $FIE#£i217H EC2 Windows 340 A B E &Y
Amazon Directory Service 13 ? o

1. M Amazon Systems Manager ¥JFF https://console.amazonaws.cn/systems-manager/ 2§ & o
2. ESMBHRATRERT , EFETHS,

3. %#% Run command ( E{THS ) o
4

HEETHSRMEL , #3% AWS-JoinDirectoryServiceDomain, ¥EZ REEBRERDA
1%£$# AWS-JoinDirectoryServiceDomain i£Hi,

5. @ T&R3E Command parameters (FTSE) 5. BLTRMEUTSE -
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® Note

IR[E Amazon Directory Service #2#l& , RFEERHAEZNER , AFERHENE R , B
AIREB X ID, BXBMA DNS IP #itit, B3 ID A EHREZBE RN FAGET D TIK
B, BALEMEEBFRFAG SIS TKEEFREHF DNS IP it {E,

« ¥FHEZFXID, A Amazon Managed Microsoft Active Directory 9% 5,
« W¥FBERB# , #i A Amazon Managed Microsoft Active Directory ( 3 F B XFIE&EKF ) o

« XF DNS IP #bit | % A Amazon Managed Microsoft Active Directory # DNS RSS8589 IP #h
i (N FEFRAEEKF ).

6. XTE&HR, BEFHEREXSG , REEEEMAZKEA,
7. REBANRRBORENERINE , @ TRIAE , RFEE Run (B17).

8. EHINMAEE S TREFMNFREERNEI, &R BURIREER A SR KB S5 1D
NEERMHREEG TR,

ERE—SRASTEZE , BIENZEBHFEN EC2 ZHIMAE, STRIRERS , BUlERZRE
SEMY ( RDP ) EF %A Amazon Managed Microsoft AD F P Ik P /R B 453 & 3261,

BB ZESRMWEZ
Al LA A A TS R T HUE £ = Amazon Managed Microsoft AD B &%,
BUEREZEZNE R

1. & Amazon Directory Service &l & SMBE M Active Directory T , EF B .
2. EBEBEHCEHEEZM Amazon Managed Microsoft AD B &# B 3 ID,
3. EHRHFHMAGEREL , ITUTHREZ—

- IRSXHEFHTERSMXE , EREUEAZERNXE , RAGERY BNAZET+, &
XEZER  FEH EXES5EMAXE,

- MRZXFGEFTREMEAXE , EEF BMAFRIFR,

4. 1£ Shared directories (X Z B %) o d , R EHHRZEMNHEZBE F |, %% Actions (B1E) , &
J51%# Unshare (BUE X E),

5. 1E Unshare directory (BUEHZ B &) X iEEH , 1£# Unshare (BUEHE),
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H {7 IR

- FRAEG . =B FLUERN Amazon EC2 EHIFTEE A Amazon K F &Y 15
+ Amazon Z£EEXE : How to join Amazon EC2 instances from multiple accounts and VPCs to a
single Amazon Managed Microsoft AD directory

» Joining your Amazon RDS DB instances across accounts to a single shared domain

¥ Amazon EC2 =41 A B AmazonIEE#Er AD 7E31 B &

4 Amazon EC2 XflEaIY , BRI LU ZEBITEMALZNES BRI, BXESEE , BSHAE

I 5 # EC2 Windows SEBIFC48 10 A #REIAmazonIE B 48 %Ek AD Active Directory : & AT EAER A
Amazon Systems Managerut omation E#MAmazon Directory ServiceiZ#l|& B3 EC2 =4I HFE in
A Active Directory 13,

MREBEEF T EC2 EHIMAIRR Active Directory 13 , M AFIEMAMH XIGMLZ AR FHHF
#HiZEB , AREREEHIIAZE.

BB EEEIX LA, MMEEMNFTEENMNERZMIN IP EE, EAZBIERT , XEXRE
BRI M <EES VPC , A BRBIEFELE IP #hit,

FH

« TEfREYAmMazonIEE Microsoft AD 5E3h B FH/ash B FE B

« [ 5# EC2 Windows SEAIF 48 i AYREYAmazonFE E Kk AD Active Directory

« F 1% Amazon EC2 Windows S0 A &Y AmazonE B EX AD J&E3I B &

« IS # EC2 Linux SEHIToEE A S AmazonFE B 83 AD 5&3) B %

o FEFLD# EC2 Linux SEHIIIAEH AmazonFE B 3 AD 5&3) B %

« £/ Winbind FFL 5 # EC2 Linux SEHIINAREIAmazonEEMEL AD JEZ B &

« FIFTSE EC2 Mac 3411 A EE AmazoniE B #8%Ek AD 5E3h B %

+ Z# Amazon Managed Microsoft AD B B 0 AR

« B3 DHCP J&T&E

E{RBIAmMazonFEE Microsoft AD SEZN B ZH S5z B ZEE LA

EEESFE ZFEE EC2 Windows =41 , Amazon Web Services Management Console
f# FAAmazon Systems Manager Bz1{t REBEH B £, B lBLEEEENLEFHA
Managementlnstance iz 1T B 371t Amazon-createds k5t X tkAmazon Systems Managerig{E,
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EEEmE

EIE=2es

ENEF AR EFEE EC2 14l , BHXTEKFHERUTRR,

* ds:DescribeDirectories

* ec2:
* ec2:
* ec2:
* ec2:
* ec2:
* ec2:
* ec2:
* ec2:
* ec2:
* ec2:
* ec2:
* iam:
* iam:

e jam:

e jam

e jam

* iam:
* iam:
* iam:
* iam:
* iam:
* iam:
* iam:
* iam:
* iam:

e jam:

AuthorizeSecurityGroupIngress
CreateSecurityGroup
CreateTags
DeleteSecurityGroup
DescribeInstances
DescribeInstanceStatus
DescribeKeyPairs
DescribeSecurityGroups
DescribeVpcs
RunInstances
TerminateInstances
AddRoleToInstanceProfile
AttachRolePolicy

CreateInstanceProfile

:CreateRole

:DeleteInstanceProfile

DeleteRole

DetachRolePolicy
GetInstanceProfile

GetRole
ListAttachedRolePolicies
ListInstanceProfiles
ListInstanceProfilesForRole
PassRole
RemoveRoleFromInstanceProfile

TagInstanceProfile
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« iam:TagRole

* ssm:CreateDocument

* ssm:DeleteDocument

* ssm:DescribeInstanceInformation
* ssm:GetAutomationExecution

* ssm:GetParameters

* ssm:ListCommandInvocations

* ssm:ListCommands

* ssm:ListDocuments

* ssm:SendCommand

* ssm:StartAutomationExecution

* ssm:GetDocument

B E3 B ZEE EC2 4] Amazon Web Services Management Console

—

& 3% Amazon Directory Service Z£#| &

£ Active Directory T , & B %o

R EREHFRF 3 A ctive Directory B EC2 I B XM B % 1D

EEZXNENEG LA | EERRE,

ERETHIIRSD , EEFEEHBREE EC2 K6,

ERFEREE EC2RPINHEMNAMASEHT , EEFKR,

( Wik ) %FEEFE Amazon CLI i B AEE £ Amazon CLI FAFET I BE{LEI R,
TR,

FZRHREEERNE, RENSBLKER—INMNEENLE , RRESHITTHRE.

© © N o o~ 0D

BE B REE EC2 K4
MREE AN BFBEHEMEC2 RG], WLEBREE EC2 RHITERENL (-) .

1. £ Active Directory T , BB F , RAREREEENE X,
2. HEFFMAEET  EEREEEC2XHIT , MBREEEN —NHAEXH,
3. HFEERGIN , FHEHE EC2 EFEIRFINE , HrERmEZERIE,
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L 3% EC2 Windows 3K Fo 48 i A #REYAmazonFE B #%X AD Active Directory

L3 2R EC2 Windows 3K o481 #Z BB Y AmazonFE B f#k AD Active Directory, MMREBEE
BEZA Amazon IKFHATTEAEMA , ANEREAERLEAE, FXELEERE , BSHAHE 4=

Amazon Managed Microsoft AD B ZLAMEFT4&# I A EC2 13 :

Fx Amazon EC2 WEZEER , ST 4R Amazon EC2 7,

7o 4% i Bk 2 Windows EC2 =45l

1. &%ZF| Amazon Web Services Management Console }3TFF Amazon EC2 ##|#& ( https:/
console.aws.amazon.com/ec2/ ) o

ESMiEF , EEEINAE B FHRER Amazon Web Services X,

£ EC2 2 HIERMN B3RP D |, EEBFIKH,

ERHEFITEBBHMITLES T , WMALEAT Windows EC2 LB B K,

(AL ) EBERMEMREL , FIN— MRS IMFERAEX , UALR, RERFUEFIX L EC2 L4
Y15 FI A R

6. ENABRFNREFERERE (LDEYRRE ) B2 , EREATEERIERE Windows, EH B
M EALEZRE (AMI ) THRIFIFRPE R Windows T SEHLERERE ( AMI) o

7. HEXRBIREIS , NROIRBETHIIRPIEREZERAIEHRE,

8. EFRAN (BF) H7 , BAEFRGRFZAXY , INIABBRANPHTIER, ECIRHMHEH
X, FERRMERZAX. WARANNER , RN BAXNRBEMAA AR RIEERE - MR
ELT 5 OpenSSH —EANENARELH , HIEE pem. BUAIE PUTTY —EERABNEIR
FRR |, HiEER ppk. IEFQBEZAXN . BHRNRHFLEI TRABEEAMS. RAEBRHAXHR
FREZENVE,

o ~ w0 N

/A Important
XRERFLRERAFHE -T2,

9. HEEIXPREHIMNERERS T , &FERE. N VPC - LFTHFIRPIEFECIEE FH VPC,
10. NFRTHFIRFERE VPC RREF—PLE TN, GRENFHLIGRENBRERKETE
BRI, 7 R To SR AR I 2SR 4B

BRIMAEEZEBENNINESER , F5H (Amazon VPC AF1ER) HRYEEH BB M
BEER M,
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11.

12.
13.
14.
15.

EEFTEAEIP T, &FEH.

BXNENAE IPIUHMNESEFEER |, H5H (Amazon EC2 Windows KBIFAFIER) HiY
Amazon EC2 £41 IP i,

WNFPARE (Z24 ) RE , BUUEARANRERHTERUFZENFER,
WNFREFHRE , BUUERARIANEESHTERUHZENER,
ERESRFMAEESD , NEMA B FRTRIRPIERENSE,

NF IAM SEHIEE S |, B SUEEINEN IAM P B X4l 2H M IAM SEIEREX 4. §
KUMAZERAE—TRE , HTSH T o

a. M IAM EHIEE ST T H15) & i $E — N DirectoryServiceAccessfft B Amazont & &K B
AmazonSSM ManagedInstanceCore 1 AmazonSSM #J IAM SEAIEL & X4

b. WMREHKEIEME AmazonSSM ManagedinstanceCore 1 A mazonSSM
DirectoryServiceAccess B REEH | AM SEHIELE X H , 1HEF AN IAM B & 44
B, RARWITUTRE

1. %8 SRR,

2. EERZEENESRET |, &F Amazon RS,
3. £ Usecase (EAZRSAl ) T , &#F EC2,
4

CTE NIRRT THRRESIR S |, £ AmazonSSM ManagedinstanceCore #l
AmazonSSM B, DirectoryServiceAccessTEE REHEA SSM LATFIESI TR, EFT —
&

(® Note

AmazonSSM DirectoryServiceAccess 12 EF KB NA HEEAESN B AN

BR. Amazon Directory ServiceAmazonSSM ManagedInstanceCore 12 1# %R
ZFRENRIENPR, Amazon Systems ManagerE x| ZE A XEN RN AN E
ZEE , URETUSES IAM AN HMNRRARENEES , 525 (Amazon
Systems Manager A $5/) H#Y Systems Manager 812 IAM SE4IER B X4

HEWN, ERENCERNEL AAREEN. EHFELASEHRMMNE EC2 KA,
(i ) B RS TR P RE IAM KEIEE R ER.
®E CRAG,

EEEHRAIRE | 355 IAM SO B E0 0 RISERT., S5 IAM ZHIR B 5
8 1AM ROIREH THFIRS. BEFNEEH  HARBRERINE.

© N o o
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16. ER B3I,

F o Amazon EC2 Windows 3£ 10 A &Y AmazonFE & %k AD 5E3h B %

EFZFIAE Amazon EC2 Windows SE] 11 A AmazoniE & sk AD SHE# AD SE5H B F , STFE
ARIEENS B ZSEFFT S% EC2 Windows SEHI 48 10 AYREYAmazoniE &k Ek AD Active

Directory,

¥ FE Amazon Directory Service 12ty DNS BRS5288) IP thiik, WWESAIMEERRS > B >
BRMEBERID &> BRFAGREURNEZEEZETHEL,

Directory Service

¥ Active Directory

Directories

Directories shared with me

¥ Cloud Directory
Directories

Schemas

Directory Service » Directories » d-1234567890

d-1234567890

Directory details

Directory type
Microsoft AD

Edition
Standard

Operating system version

Directory DNS name
corp.example.com

Directory NetBIOS name

corp

Directory administration EC2 instance(s)

Windows Server 2019

Networking & security Scale & share Application management Maintenance
Networking details
VPC Subnets

Availability zones

us-east-2a DNS address
us-east-2b 192.0.2.1
198.51.100.1

#F Windows =410 AAmazonfEE #%X AD = Simple AD AD Active Directory

1. FREMEZEEEPMEF mEZEDISES),
2. TESEHI EITFF TCP/IPV4A B X FEAE,

a. ¥TFF Network Connections.

® Tip
BRI LATE SR EMNS SR REFEITU TS |, EEFTFF Network Connections.
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%SystemRoot%\system32\control.exe ncpa.cpl

b. {IAEMESAMKEREN LTXEE (GRS, RB1EE Properties,
c. MEEEBMXERES , ITF (i) Internet Protocol Version 4,

3. EBMFEALLT DNS RS E5tut , &%k DNS BRSE5tb it F% A DNS ARSS 85t B2k Amazon
Directory Service 12f#) DNS ARS2RHY IP #hsit , RFEFEHEE,

Internet Protocol Version 4 (TCP/IPv4) Properties K

General Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

(") Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: ‘ | . . . ‘

Alternate DNS server: ‘ . . . ‘

[ ] validate settings upon exit AT

4. FTFEHIEY System Properties X EAE , £ Computer Name &I+ , AAF 1% Change,

® Tip
B ATES B EMN S S RRFETUT @S , 7T System Properties 3iE4E.

%SystemRoot%\system32\control.exe sysdm.cpl

5. ERAFERF , &EZFE , %A Amazon Directory Service B ZHTLRERH , ARERERE,
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6. HRXSRERWMABEEANAFRINEZBN  FWAEGEMNANRNKFNAFRBENZRB, X
ZRXENBRHESZER , SR ZEF Amazon Managed Microsoft AD B9 B 0 AR

(@ Note

AL A T2 RER R NetBIOS B, ERRFML (), RERARF B,

R A AmazonFEE Microsoft AD , WAFBRHA “BEE A", Hla , corp.example.com
\admin =% corp\admin,

MRFEA Simple AD , WAFREFR “EER", HIW , corp.example.com
\administrator ¥ corp\administrator,

7. WEREMABKESEZE , ENEHSROIEEREN.

MEXRBIEMAE , BALEEERZIFIHLZELATIEREEE R, FIMAF A,
S 3 EC2 Linux SEHIFC4& 10 A IREVAmazonFE B4k sk AD 5551 B

SRS % EC2 Linux SEHI G448 E R BB AmazoniEE#MEk AD SEFS B &, NREBEEEZAN
Amazon IKFPHATEREFMA , TUERERAERAE,

FELT Linux =619 ZARFRRA

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 fi x86 )

 Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

« SUSE Linux Enterprise Server 15 SP1

(® Note
Ubuntu 14 1 Red Hat Enterprise Linux 7 Z BI#Y X 1THRF X3 Tc 4818 i A ThaE,

BXF Linux 3E4]Fc4& i1 AAmazon3E & Microsoft AD Active Directory B F2HE R , 5 YouTube M
BT,
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FATF Linux B Amazon EC2 F4& AD N AE R

BIRRSRAF
FIRETEHMAZ Linux £Hlz8l , EFBTRAT RIS,
IEFRTTHE A A BRSS K

YRAT AT 8 #4F Linux T EHLINAREIAmazon £ E #8%X AD Active Directory 8. EHITIHIRIE , &%

MER—NEEEITENKFNRABFKS , FEEFITENMAL ., RE Amazon ZREERR

Eﬂﬂiﬂﬂ’ﬂﬁﬁi—I“bﬁi’ﬂlgﬂ’ﬂ1‘ﬂl3ﬂ4sfi'l'§$ﬂbﬂ)\iﬁ BERNTERNERAXLEAE, FARESSE , BRI1NE
WA HEE M ITEN A ERERIERRH RS K,

EZREAEFTENMASMENRENENKS , ATLUSTELT PowerShell 5%, BMAMEE LR
*"*‘ﬁﬁﬁ ?Amazon%”ﬂh AD HY Active Directory B3 T & B2 A Windows l‘l'ﬁmJ:Jaﬁ

XERT, A, BXIEREIERENITEY OU HBEJNXRAK S . % PowerShell fn 5% ER
bR, Juﬁﬂﬁ%ﬂ]&F‘Tj‘:iEQE’\J%ﬁlkl‘l‘ﬁ*ﬂﬁ%ﬁqﬂﬁﬂﬂl‘l'%’*ﬂﬂgio

$AccountName = 'awsSeamlessDomain'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$Domain = Get-ADDomain -ErrorAction Stop

$BaseDn = $Domain.DistinguishedName

$ComputersContainer = $Domain.ComputersContainer

$SchemaNamingContext = Get-ADRootDSE | Select-Object -ExpandProperty
'schemaNamingContext'

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase $SchemaNamingContext
-Filter { 1DAPDisplayName -eq 'Computer' } -Properties 'schemaIDGUID').schemaIDGUID

# Getting Service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier'
$AccountProperties.SID.Value

# Getting ACL settings for the Computers container.

$0bjectAcl = Get-ACL -Path "AD:\$ComputersContainer"

# Setting ACL allowing the service account the ability to create child computer objects
in the Computers container.

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'CreateChild’,
"Allow', $ServicePrincipalNameGUID, 'All'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0ObjectAcl -Path "AD:\$ComputersContainer"
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MREEENRFEARFEAFRE (GUI) |, ERIBER [EN RS IKS ZRRR RARRN FaHERE,

BB A IR S K
& T LAE A Amazon Secrets Manager 1215 RS MK 7 o
BB A EEERSKFER

1. &3 Amazon Web Services Management Console , £ https://console.aws.amazon.com/
secretsmanager/ F¥TF Amazon Secrets Manager 2% & .
2. i&#%E Store a new secret (TZEH%4A).

3. 7 Store anew secret ( FEMZF4E ) WEH L , HITUATRE :

a. T “BHER T, &E HMEBHNZRA,
b. £ “RBMEX" T , ITUTRE
i. HEE—NED , #HA awsSeamlessDomainUsername, EE—{THT—MES , WA
TBHRSKSNEAF R, fli , MRE A EHTZ PowerShell 5% , N RS 1K B

¥ N awsSeamlessDomain,

® Note

WML IRBELEH A awsSeamlessDomainUsername. R EIGEHE&EEMA
=, BN, SR KK,
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i85 Services ‘ Q Search B & ® & onhovw

AWS Secrets Manager D> Secrets » Store a new secret

Step 1

Choose secret type

Choose secret type

EEpa Secret type info

Configure secret

Step 3 - optional (O Credentials for Amazon RDS (O Credentials for Amazon (O Credentials for Amazon
Configure rotation database DocumentDB database Redshift cluster

Hzp O Credentials for other O Other type of secret

Review database API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
[ awsSeamlessDomainUsername ] ‘
+ Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create

aws/secretsmanager v ‘ ‘ c ‘
Add new key [4

Cancel Next

i.  EBARMT
ii. TEFITHE—MEPH# A awsSeamlessDomainPassword, EE—TH T —MEH |
i ARSIk 3 88,

(® Note

HRTEERBEEM A awsSeamlessDomainPassword., R EIGE&EEM
. BN, FHinAS KK,

iv. BB T, REBEHRIAEaws/secretsmanager., Amazon Secrets Manager i&
ERIETIR |, BEAASNFARITINER, RO JLUEREZAENZA,

(® Note

RIFEME A K Z4HAmazon Secrets Manager , 2GS 2 XA, BXY
BIEBEMNIIR , HS M Amazon Secrets Manager EHT-
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YRATLAE A Secrets Manager 12 aws/secretsmanagerfAmazonit & #4A
RERMBRHOHER, MRECIEBCH KMS ZARMBEMHE , Amazon
FHHEZ LB Amazon KMS R @&k, BXESELR , 1§50 Amazon Key
Management Service .

V. iﬁ;%jt—*ﬁo

4. EBPEBW T , FAUTERXBAZSENERID WEBEBN , I d-xxxxxxxxxx BRE
BEBEXID:

aws/directory-services/d-xxxxxxxxx/seamless-domain-join

XRATRRNARFPHEH.

(® Note
BT IRBIEEBM A aws/directory-services/d-xxxxxxxxx/seamless-
domain-join , BN d-xxxxxxxxxx B REME = ID. BRIIEEREEK, &
M, 80 AN &M
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228 Services Search E2] & (O] © @ils ¥

AWS Secrets Manager > Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

SEeZ Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

cien s Secret name must contain only alphanumeric characters and the characters /_+=.@-
tep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

No tags associated with the secret.

[ haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge

Cancel Previous Next

5. REMMEARMRENMIAE , REEET %,
6. EEREEIRRT K AREREIRHR  RBEERT—F,

7. BFIRE , AREBREHELUREER. Secrets Manager 24| & RE &K P R FAIIR |, HE
FIRPIEDEFVZH,

8. MIIKRFPEREHLUBRNFHAEN , HIETHEH ARN H, BEEET —HoPERAZER.
BIZFTE IAM policy A&

FAUTERZHGSRUZEBE KR , ZREA X B Secrets Manager T IMA R ( B2
BIRIZEM ) HITRiIEHR , HEIEFHM LinuxEC2 DomainJoin IAM A,
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B2 Secrets Manager IAM 2EU 3R #&

BRI AR IAM 25 SRR , BT X Secrets Manager 24789 R L5 01X BR o

P4\

B2 Secrets Manager IAM 2EU 3R #&

1. LLEHHIZ IAM policy X PREY A I~ & 14 & F Amazon Web Services Management Console., &f&
BN LA TR ITH IAM 2% A& : https://console.aws.amazon.com/iam/o

2. ESMERN FREER B, &R EE

3. ERBIERME,

4. EF JSON T+ , RIEEFILLT JSON REE XTI XA, REFEHME JSON XAEH,

® Note
B FXEMAR ARN iR 2 5l 62 19 240 8 SRR X E R R R ARN.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-

services/d-xxxxxxxxx/seamless-domain-join"
]

}

5. R , E#E Nexto RERIEERFRBEEMEEER. BXREZER , FSHARKIE IAM

policy,

6. EREFMAIEL , MA—TEBEH , 0 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read,
EERENY , LEFLNRERFHONR, RRCERE K REER. RERKIRPHERH
KEg , HAUECSHEZHFH MBI S HBH,
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® Note

BMNBUEHEBINBHUE R, IHEMATUBARIERELFENNEZSR , FEXHZ
MR R ERE.

12 LinuxEC2 & DomainJoin

BAILAGER 1AM 2SI A FE A Linux EC2 RSl A R,

f]2 LinuxEC2 A% DomainJoin

1. LLEHHIZ IAM policy X PREY A I~ & 19 & F Amazon Web Services Management Console., &f&
B A TMUEITFF IAM 2§ A& : hitps://console.aws.amazon.com/iam/o

ESMBERN HEEERE T , &8 ‘A

ERRBERKRT , EFUEAE,

EEEZEESEMENERET | %&H Amazon B,

£AB T, R EC2 , REBIEE “T—%7,

o A 0N

Select trusted entity .

Select trusted entity

Trusted entity type

© AWS ser
Al

Use case
Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

6. X TIERE , AT TR

a. %A AmazonSSMManagedInstanceCore., AFIERIIRFIZINAE W EEIE,
b. %A AmazonSSMDirectoryServiceAccess, R/FERFIRHPIZI A WEIRE,
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c. HA SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read ( REE L —SREFEIBHKRES
M) o RBEREIRFZIAENEIRE,

d. AMEEIHN=ZAKKE , ERCEAG,

(® Note

AmazonSSM DirectoryServiceAccess 12T SEHI A HEEHES) B FHN

BR. Amazon Directory ServiceAmazonSSM ManagedinstanceCore 1R 4 Z RS Fr &
R X PR, Amazon Systems ManagerBx<tIZ2EEXENENACGHNEZEFER , UK
B DS IAM AN HMRRAMRENEES , 25 (Amazon Systems Manager
AP FH A Systems Manager ¢I2 IAM SEHIf & 4

7. EABENFRIPBMAFTAGHEN , HlMLinuxEC2DomainJoinF EEERM B,
8. (Hit)XTAGHER , FwAHR.

9. (FNE)HE“FR3: FIFLE TEE RMFHIREL" SUMIFRE, REREXNATALR, RIKH
bt B e R AR,

10. EE tI2Ae,

FoL& IALREY Linux K4
Wi K LELBEETHELRZES , EUERNUTIELEMALRN EC2 Linux K41,
FoL& IALREY Linux K4

1. & ZFZ Amazon Web Services Management Console 3 3#TFF Amazon EC2 ##|#& ( https:/
console.aws.amazon.com/ec2/ ) o

MNSIENXiEEFReET |, %F 5T A B FAmazon Web Services Xig#HE/ B .
£ EC2 ##IHRN B o RHIE 5 |, EBRB3IEH,
ERHXZHINENBHMIREELD T , WMALERTF Linux EC2 RHIKE FF.

( ANk ) EEREARMEMIRE |, FI—PRSMIERAEX , AL, RIERSIZRHI I EC2 K4
Y15 R A PR

6. T “NMARFNBRERSMRE (Amazon REMEG )" &5 , BEER3H Linux AMI,

o & w0 b
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10.

11.

12.
13.
14.

® Note

FrER K AMI %12 H Amazon Systems Manager ( SSM Agent ) ARZ 2.3.1644.0 RE
B, EBEMNZ AMI BEIEFIREE AMI FEREH SSM Agent i , EZHR
B 5 R SSM Agent Ix AR, MNREBFEHALK SSM Agent , FSREEEA T Linux B9
EC2 4l EZEMEE SSM Agent.

SSM £ Linux 3E#HIA0A Active Directory 1A% £ Fl iZaws : domainJoinf@
ZIEHF Linux SEHIR EH B E RN EC2AMAZ-XXXXXX X 18X BAXRNESZE
Haws:domainJoin , 2 {Amazon Systems Managerf FF1§f) FHAmazon
Systems Manageran © X EEHSZE,

HERBIREED , MROIRE TSI RAPIEFEEEAARAIRE,

HEEZAX (2R ) &2 , EULLARERZAN , INABEAX PRITEE. EQEHHEN
X, FRREMERZAN. HARANNER , RENBAXNRBEMALA AR RIEERE - MR

ELT 5 OpenSSH —BEANENARELH , HiEE pem. BUAE PUTTY —EERABNERR
FRR |, HiEETR ppk. EFQBEZAN . BHRNRFLEI TRAEEAMS. RABBHAXHR
FREZENVE,

/A Important
XRERELEBANHNE -T2,

ERDRARANNAEESS T | EERE. M VPC - KB TFHFIRHLEZIRE R VPC,
MFR RIS R VPC PR —MAE T, MR T WA R 2 E
BRI, ZNRTEEREEEIR,
AXMAEENEHMMNXNESES  #28 (Amazon VPC R /) A BB M
B EHBR,

EEHHBAE IP T, #REA.

BXRNENAE IPIHNEZEER |, 55 (Amazon EC2 Windows EH|AF i) K
Amazon EC2 =41 IP &1it,

NTFHRE (RZ24 ) RE , BAUERARNRERRITERUBRENER,
NTEEFMIRE , B AEARARERETERUAR BT R,
EESRFAREERD , NEIA B F TR RPIERENE.
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EEEmE

15. JtF IAM EHIBEXH | BHEBREZHELERZEE DT E 2 - 82 LinuxEC Domaindoin 2 B

FelEN IAM B,
16. % B 3NEH,

® Note

WMREEMER SUSE Linux AT MA , WEEEFHBHFHTHHRIE. EM Linux

AKIREF SUSE , 5 A sudo reboot,

FHIT DT EC2 Linux STHIMA BB AmazoniE& 83K AD E B &

B 7 I &%k EC2 Windows =414 |, R AT LU R LT 5 EC2 Linux K410 A S&#I Amazonit & %

AD JEZN B Fo. Z#FLLT Linux 3246190 X RF AR :

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 i x86 )

« WHE# Linux 2023 AMI

« Red Hat Enterprise Linux 8 (HVM) ( 64 i x86 )

« Ubuntu Server 18.04 LTS A Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

» SUSE Linux Enterprise Server 15 SP1

(® Note
HAth Linux 2 RIRFRAATRER ERIZIT , ERETM .

$F Linux =60 A REYAmazoniT E %k AD

RIMFEIRER TS AREY Linux SE6 RIS EMPZRBIEH , AR F B Amazon
Linux, CentOS. Red Hat = Ubuntu SEIiN A B .
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/A Important

UTRESBEWNRREBNIT , TRLKESNGITETRRFIATA. Bt , BA1EBABRWIERT
X LT TR 2 BIX K5 6 2 & A SRR R

FF Linux =40 A B F
FRAUTERF2—X43E Linux E6IITSR :

Amazon Linux

1. EHEM SSH B miEZEIEH1,

2. BLi& Linux 25 LA{EH Amazon Directory Service 12489 DNS BRS25H DNS ARSS 25 IP #udit,
AILAES 7R ANE] VPC B9 DHCP ETEFRHITIRE , W2 BIERF LFHIRE , KTt
BE, MREFHEE , FSH Amazon ARG AR FAE EC2 £ 5 BLEEZS DNS RS
g, LATHAXRNBE Linux 7 X BRAMRAIRERF AL DNS BRSHENES

3. ¥4 64 {2 Amazon Linux S & RS

sudo yum -y update

4. £ Linux 32| E 2 ZEFrER Amazon Linux 342,

@ Note
He-LEREFamgiiE,
REEFEN  TRKBEH/INMRERERS. BRUUARXEREPHNFRRENE
Ho

Amazon Linux

sudo yum install samba-common-tools realmd oddjob oddjob-mkhomedir sssd adcli
krb5-workstation
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® Note

BXEELEFTERK Amazon Linux WRANEIEEBD | 558 (Amazon EC2 AF 18R (&
AT Linux 341 ) » B8R %] Amazon Linux B,

5. FEAU T o SRSEHIIA B Fo
sudo realm join -U join_account@EXAMPLE.COM example.com --verbose

join_account@EXAMPLE.COM

example.com B EEEHMANRHKS . EHINERNEBAKFHRB, BXTREXLE
MR EZEE |, 5SHZE I Amazon Managed Microsoft AD B B F 1 AR,

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

6. I E SSH IRF U A GFH 1T F B RIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁfﬂ] SSH HE%O

sudo systemctl restart sshd.service

HE

sudo service sshd restart

FFSE BN ALRBI Amazon3EE Microsoft AD MR 1.0 121


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/amazon-linux-ami-basics.html#amazon-linux-image-id

Amazon Directory Service EEEmR

7. EFRIRFlzE , EAEM SSH HEFRHREESIE , RAEEIRITUA TSRS Amazon EEE
B R 47N INZ sudoers Bl :

a. FRAUTHSITI sudoers X4 :

sudo visudo

b. FLLTHAERME sudoers XHENEZBHREFZH,

## Add the "Amazon Delegated Administrators" group from the example.com domain.
%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( JA ERBIf6EA“\<space>"FE K Linux ZEHEERF, )

CentOS

1. EHEM SSH B ImiEZEIEH1,

2. BLi& Linux 325 LA{EH Amazon Directory Service 1248 DNS PRS25H DNS ARSSE5 IP #udit,
ATLUE M INE] VPC B DHCP AR #HTIRE , 2 BIEXH EFIHRE |, KTt
BE, MREFHEE , BFSH Amazon HIRALE A RFAE EC2 415 Bl EEZS DNS RS
g, LA THAEXRNEE Linux 2 XBRAMRAIRERF AL DNS BRFSHENIES

3. 1R CentOS 7 L6l R HFIFIRS.

sudo yum -y update

4. 7£ Linux 3£l E 2% FrE CentOS 7 B3,

(® Note

Hp-—EEFaURERE,
ZEEFER , TRIJIBI/INMEEEERS. BREUUSXEREPNFTRRENE
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools
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5. FRAUToHSEESINA B o

sudo realm join -U join_account@example.com example.com --verbose

join_account@example.com

example.com B EBEHMANRHKS . EHINERNEBAKFHZRB, BXTRXL
WEMEZELR | S Z$E Amazon Managed Microsoft AD # B SN A PR

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

6. I E SSH IRF U A GFH 1T F B RIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁfﬂ] SSH HE%O

sudo systemctl restart sshd.service
HE

sudo service sshd restart

7. EFRBIRFlzE , EAEM SSH HEFRHREESIE , RAEEIRITUA TSRS Amazon EE
B R 47N INZ sudoers Bl :

a. FRAUTHSITI sudoers X4 :

sudo visudo
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## Add the "Amazon Delegated Administrators" group from the example.com domain.
%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( A ERBIERA“\<space>"F2 B Linux ZZHEFR/F. )

Red Hat

1. SEFET SSH & 7 i #5226l

2. BLiE Linux 2 LAEH Amazon Directory Service 12£#9 DNS RSS25H9 DNS ARS8 IP ik,
AILAUE EMINE] VPC By DHCP AR #HTIRE , I=BIEXM EFFHRE |, KTt
B, MREFHRE , ESH Amazon FHRFA LW I{A R FAE EC2 L6l 5 BLEZS DNS RS
g2, ATHABEXARBE Linux 7 XMRARERERF A DNS RFGRNES,

3. 1R Red Hat - 64 (368 HZRIFIRS,

sudo yum -y update

4. 7£ Linux 326 E Z&KFIER Red Hat B o

® Note
Hp-—EREFIARERE.
ZEREFIN , IR2BI/INREEERS, BEAUNIEREFNFERRENE
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. BANT o HREAIMAB Fo

sudo realm join -v -U join_account example.com --install=/
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join_account

e x am AccountName ple.com HH EFFHMANRNIKFH SaM, EHIRERETEA
WKRHNEB, BXAERXENRNESEFEER , HSHEZEF Amazon Managed Microsoft AD #Y
B F AR,

example.com

B ZHY5T2RE DNS B#5.

* Successfully enrolled machine in realm

6. RiE SSH IRESUA AR F#H 1T FHRIL,
a. EXARmEEFFITIF /etc/ssh/sshd_config X4,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication i®E&ER yes,

PasswordAuthentication yes

c. E¥E3) SSH RS

sudo systemctl restart sshd.service
WmE -

sudo service sshd restart

7. EFRIXPFlzE , EAEM SSH HERHEESIE , RAEEIRITUA TSRS Amazon Z1EE
¥R R A7 INE sudoers Bl :

a. FRALUTHSITH sudoers 4 :

sudo visudo

b. U TARFME sudoers XA EIHRF X

## Add the "Amazon Delegated Administrators" group from the example.com domain.
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%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( A ERBIEA \<space>"F K Linux ZH&F R, )

SUSE

1. EFET SSH &/ i #2261,

2. BLiE Linux 25 LAEH Amazon Directory Service 124t#9 DNS RS 25H9 DNS RSS2 IP ik,
AILAES 2R ANE] VPC By DHCP IETEFHTIRE , R BIERF LFHIRE , KT
BE. MREFIHRE , HZH Amazon iR LM AA N FAE EC2 K65 ELEAS DNS RS
2=, ATHAEXARBE Linux 7 KRR RERF A DNS RESENES.

3. BRIER SUSE Linux 15 3E6IR &EFRA.

a. EEREFITHEE.

sudo SUSEConnect -p PackageHub/15.1/x86_64

b. E#7 SUSE,

sudo zypper update -y

4. £ Linux 3£l - Z % FrER SUSE Linux 15 R 32,

(@ Note

He—ERFATHERE.
REBFAN , TELMEIRERERE. X TURRERETNTRRENZ
R

sudo zypper -n install realmd adcli sssd sssd-tools sssd-ad samba-client krb5-
client

5. FERU T SREHMA B Fo
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sudo realm join -U join_account example.com --verbose

join_account

e xample. com iFAccountName F EEIHIMARRE SaM., 1 IR RS 5 ARKF 2=
B, BXZERXENRNESZEE | HSRZEFE Amazon Managed Microsoft AD B B S0 A
R

example.com

B XK EE2RE DNS B#5.

realm: Couldn't join realm: Enabling SSSD in nsswitch.conf and PAM failed.
FER , NZBEUTRIRE AR,

! Couldn't authenticate with keytab while discovering which salt to use:
! Enabling SSSD in nsswitch.conf and PAM failed.

6. £ PAM F F 3 /5 F SSSD.

sudo pam-config --add --sss

7. YR8 nsswitch.conf BA7E nsswitch.conf /8 A SSSD

sudo vi /etc/nsswitch.conf

passwd: compat sss
group: compat sss
shadow: compat sss

8. MEA 1T INE| /etc/pam.d/common-session # |, AMEEHAREZHEBHCIEEE F

sudo vi /etc/pam.d/common-session

session optional pam_mkhomedir.so skel=/etc/skel umask=077

9. EH 5| S RHILSTERIMAB IR,
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sudo reboot

10fEFAEE SSH B M EMMEZEREA , RIEEMARERTERAI TR A TR AT R
a. WIABTEE P IEM LA

sudo realm list

example.com
type: kerberos
realm-name: EXAMPLE.COM
domain-name: example.com
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: adcli
required-package: samba-client
login-formats: %Ueexample.com
login-policy: allow-realm-logins

b. BiE SSSD SFH EFRIRES

systemctl status sssd

sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor
preset: disabled)
Active: active (running) since Wed 2020-04-15 16:22:32 UTC; 3min 49s ago
Main PID: 479 (sssd)
Tasks: 4
CGroup: /system.slice/sssd.service
##479 /usr/sbin/sssd -i --logger=files
##505 /usr/lib/sssd/sssd_be --domain example.com --uid @ --gid @ --
logger=files
##548 /usr/lib/sssd/sssd_nss --uid @ --gid @ --logger=files
##549 /usr/lib/sssd/sssd_pam --uid @ --gid @ --logger=files

MAFAFBEY SSH MEH e #H1TIAR
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sudo realm permit join_accounteexample.com

SAVFEE SSH MizH 5 FIEA

sudo realm permit -g 'Amazon Delegated Administrators'

REAWRBERFHE
sudo realm permit --all

12i% & SSH FRFAUAAGFHITHEB S BRI,
a. ENXARIRBEEEHPITFF /etc/ssh/sshd_config X4,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁﬁ] SSH HE%O

sudo systemctl restart sshd.service

HE
sudo service sshd restart

1313. EFEeIRHlzE , EHAEM SSH HEFWEEEIT , AREIRMTUTESEN Amazon &
EEERARME sudoers FIZK :

a. AL T ST F sudoers X4 :

sudo visudo

b. FELTARFIME sudoers 4K KB FHRIF %4

## Add the "Domain Admins" group from the awsad.com domain.
%AWS\ Delegated\ Administratorseexample.com ALL=(ALL) NOPASSWD: ALL
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Ubuntu

1. EHAEM SSH B mEZEIEH1,

2. BLi& Linux 251 LA{EH Amazon Directory Service 1248 DNS PRS25H DNS RSS2 IP #udit,
AILAES 7R ANE] VPC By DHCP ETEFRHITIRE , W2 BIERF LFHIRE , KTt
BE, MREFHEE , FSH Amazon AR A RFAE EC2 £ 5 BLEEZS DNS RS
g, LA THAEXRNBE Linux 7 XBRAMRAIRERF AL DNS BRSHENIES

3. WREH Ubuntu - 64 {3568 &FTRAS,

sudo apt-get update
sudo apt-get -y upgrade

4. 1 Linux 35| E Z%&EFMER Ubuntu BF .

(® Note
Hp-LEFEARERR,
ZREFEN  TRKBIH/INMRERERS. BRUUARXERETNFRRENE
Ho

sudo apt-get -y install sssd realmd krb5-user samba-common packagekit adcli

5. ZAxk @ DNS f#4r , FERIAGUERE N EHEA FQDN. Ubuntu SE5I17E DNS H 470 A LA
e, TS REER. BN, BAITE /etc/krb5.conf FEEH DNS , M1 FFIR :

sudo vi /etc/krb5.conf

[libdefaults]
default_realm = EXAMPLE.COM
rdns = false

6. FRAUTHSEEGMA B .

sudo realm join -U join_account example.com --verbose
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join_account@example.com

e x am AccountName ple.com HH EFFHMANRNIKFH SaM, EHIRERETEA
WKRHNEB, BXAERXENRNESEFEER , HSHEZEF Amazon Managed Microsoft AD #Y
B F AR,

example.com

B ZHY5T2RE DNS B#5.

* Successfully enrolled machine in realm

7. 1% E SSH RFUAFH ITHL F B RIL,
a. ENXARIREEEHPITFF /etc/ssh/sshd_config X4,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication i®E&ER yes,

PasswordAuthentication yes

c. E¥E3) SSH RS

sudo systemctl restart sshd.service
WmE -

sudo service sshd restart

8. EFRIIXPlzE , EAEM SSH FEFRHEESIE , RAEEBEIRITU TSRS Amazon Z1EE
¥R R A7 INE sudoers Bl :

a. FRALUTHSITH sudoers 4 :

sudo visudo

b. U TARFME sudoers XA EIHRF X

## Add the "Amazon Delegated Administrators" group from the example.com domain.

FF 3241 50 A £REY AmazonFE & Microsoft AD MRS 1.0 131



Amazon Directory Service EEEmR

%Amazon\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

( JA £ R BIfE A “\<space>"F B Linux ZH&F A, )

B 5l 7= 2 S 15 ]

X 7 Fr B K &8 21E Active Directory FENX K , REEBIABERT , BZRHPHFE AP E8 A B FI1Z5E
5, TILATE sssd.conf A {EfH ad_access_filter AN /o iF4EE A A B 25561, Hilan -

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

BERNEAFREEANKARN , T RFEI15R K6,

cn

MERHRKRAVANBER BN, ELREIH , AR admins.

ou

XELrHEMNAMENALEN, FEHRBIF , OU R Testouo
dc

XEENENEEKE D, EHRBIHRE example,
dc

XM nEA K E D . L RBIARRE como
AR FENIF ad_access_filter FiNZ /etc/sssd/sssd.confo.
EX AR YREEE P FTIF /etc/sssd/sssd.conf T4,
sudo vi /etc/sssd/sssd.conf
HMITHIEEZ S |, sssd.conf ATRESR LT THEIXAE :

[sssd]
domains = example.com
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config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d

access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

FEER sssd RFEEFBEEM :

sudo systemctl restart sssd.service
NE , BEALIEA

sudo service sssd restart

X R FrE MK & =R 7E Active Directory FENXH , FELEBRIAERT , BZRHPHWAME R EA AEFRIZE
5, BJLATE sssd.conf F{E M ad_access_filter R A4S E AP & X226,

Hlan -

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

BERMEAFRBEANKARN , T RFEAI15RSK6,

cn

RER RN RAARNBAGNT. EIRGAP , BR'HIE admins,

ou

X2 FHEWNAMENALNEN, FELRFIF , OU Z Testou,
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dc

XEENENEAEKE D, EHRBIHRE example,
dc

XM ISAKE D, ELHRBIFR coms

AR F NG ad_access_filter #¥NZ /etc/sssd/sssd.conf

1. TEXARYRBEIIFPFT I /etc/sssd/sssd.conf X4,

sudo vi /etc/sssd/sssd.conf

2. BHITHEBEZE , sssd.conf ATRERLLTF FEIXFE :

[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d

access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

3. EEE sssd REBEFREEM :

sudo systemctl restart sssd.service

RE L BHEALEA

sudo service sssd restart
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S

ATLUEE FRh 5 AT ID BRET | BA4EdP UNIX/Linux AP #RIREF (UID) MAFRIREF (GID) MUK
Windows # Active Directory Z£#rRFF (SID) B4 2 B S — &%,

1. &F1E
2. 7H3

(® Note
Active Directory FHEFR XA SMMRHFAFTEF/ERXRERSEEOR POSIX,

SEPXAF S0

Active Directory st E b2 & B FiF R MY (LDAP) BR$S R Linux AR UID # GID, £ Active
Directory H , XEARRFEHEAFNEMS -

« UID-Linux AF®& ( F/FH)
« UID &-Linux AF ID & ( B )
« GID B#-Linux B4 ID 5 ( &%)

E¥ Linux 24IE & £/ Active Directory F#9 UID # GID , iE4E sssd.conf X
#1dap_id_mapping = Falsed#{TIRE., EIREBEMWEZH , FHEINEZ M@ Active Directory Y
RAPRMEARIMNT UID, UIDSH GID 5,

2R 5D R Y

IR Active Directory %8 POSIX ¥ BE , AERERFTEREEF MRS , Linux AJLATHE UID
GID fE. Linux £ AWK —Z2FRRRF (SID) KR —HiE,

ERESHAXNAF ID MBS |, i57E sssd.conf X#1ldap_id_mapping = Truedh#ITiRE,
E#F Linux 3£

HAFP R SSH B imEEEIEAIN , RESRT™MMNBMARFE. AFRTUXRA
username@example.com 5 EXAMPLE\username XXM AR F &, RFBEMFEAH Linux KIThR ,
RS A TRASEL

Amazon Linux, Red Hat Enterprise Linux 1 CentOS Linux
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login as: johndoe@example.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management

Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/

Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admineexample.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

£ A Winbind F3hf$ 1 &% EC2 Linux =610 A REYAmazoniE & %3k AD j&3h B &

YRA]LAE A Winbind ARSS F 3 4RE Amazon EC2 Linux 3610 A #5%k AD Active Directory Amazon
REH. XEEINGRIZEM Active Directory A F BER 72 15 [8] tl A &I AmazonFEE Microsoft AD &3
B 3RH Linux SEBITERAEES B RETE. ZIFUT Linux 2615 KR FIMRZA :

 Amazon Linux AMI 2018.03.0
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« Amazon Linux 2 ( 64 fi x86 )

T #h Linux 2023 AMI

Red Hat Enterprise Linux 8 (HVM) ( 64 {3 x86 )
Ubuntu Server 18.04 LTS # Ubuntu Server 16.04 LTS
CentOS 7 x86-64

SUSE Linux Enterprise Server 15 SP1

(® Note
HAt Linux 2 RIRFMRAATRER EREIZTT , ERETM R,

¥ Linux SEHIMN AR AmMazonIEE 8%k AD 5EZN B

/A Important

UTREEZSBNRREBRNIT , TRESEXRFITEZFRHAATH, Hit , BAEZEWIERNIT
XTI 2 BIX SR 6 2 R DR RR

 Linux =40 A B F
AL TR 2 —3 45 E Linux SEHIMITEER -

Amazon Linux/CENTOS/REDHAT

1. AR SSH B imEZE R34,

2. Bt & Linux =51 LAEF Amazon Directory Service 1289 DNS ARZ25H9 DNS BR85S IP i,
AT EMINE] VPC By DHCP AR #HTIRE , I=BIEXM EFFHRE |, KTt
B, MREFFHRE , HSH Amazon HRF LR A{A RN FAE EC2 SE6 5 B F#7S DNS BRSS
25, LTHEXREE Linux 2 KRFIMRAIZEF A DNS REENIES.

3. B4R Linux AR JZEFTIRS.

sudo yum -y update

4. 1£ Linux 3£l = 2% FrE Samba/Winbind 342,
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EEEmE

sudo yum -y install authconfig samba samba-client samba-winbind samba-winbind-

clients

5. XW=E smb.conf XHHITEAD , SMERE HIEAT R AT SUIRE F%3H

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EXARmBEERPITFIRBE E X [/etc/samba/smb. conf].

sudo vim /etc/samba/smb.conf
IEE R Active Directory IB3MEEE , N HIFFR :

[global]

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no

template homedir = /home/%U@%D
template shell = /bin/bash

winbind use default domain = false

7. EX A gmEERP I ITENX [/etc/hosts]o

sudo vim /etc/hosts

BRIT AR Linux SEHIFAE 1P tbit :

10.x.x.x Linux_hostname.example.com Linux_hostname

@ Note

WMRIERE /etc/hosts XHFIETE P bt , MAEFFSZBI A BET ATREL RS ST

DNS $5i%.
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No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
BERIRRARIARS |, B2 [net ads] iR 7oA 7E DNS H5EA DNS 123k,

8. £/ net SR Linux =HIH0A Active Directoryo
sudo net ads join -U join_account@example.com

join_account@example.com

example.com HHEEFHMANENIK,, EHIERNEAKSFNERR, BXRERXXE
MENEZEER | 2 HZ$E Amazon Managed Microsoft AD B B F AR

example.com

B XK TERE DNS B#5,

Enter join_accounteexample.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. {8tk PAM BCE XM , EA LA T 88 70 Winbind & RIFFIEH%E :

sudo authconfig --enablewinbind --enablewinbindauth --enablemkhomedir --update

10 @I E K /etc/ssh/sshd_config XHRE SSH BRFUATFHITEHE H MK,
a. EXARmEEFFITIF /etc/ssh/sshd_config X4,

sudo vi /etc/ssh/sshd_config

b. Ff PasswordAuthentication &N yes,

PasswordAuthentication yes

c. E¥E3h SSH RS

sudo systemctl restart sshd.service

HE
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sudo service sshd restart
MEHFBIXEGI2E , FHEM SSH FEFREETE , AEEIHRTUTSREERNFGAFARA
BEFHRBRAINE sudoers FIEK :
a. FRALUTH S sudoers X4 :

sudo visudo

b. BT AXMNEERAFEHPRMAZFNEARIAS , RAEFERE

## Adding Domain Users/Groups.

%sdomainname\\Amazon\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%domainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
Trusted_DomainName\\username ALL=(ALL:ALL) ALL

( A ERBIEA \<space>"F K Linux ZH&F R, )

SUSE

1. ERET SSH &/ i #5226,

2. BLiE Linux 25 LA{EH Amazon Directory Service 124£#9 DNS FRS25H9 DNS RSS2 IP #udit,
ATLAES 2R NS VPC By DHCP IETIEFHTIRE , ARBIERF LFHIRE , KHITLE
BEF, MREFIHRE , 2 H Amazon FiRF LM AN FAE EC2 L6545 B EAS DNS RS
2, ATHAEXARBE Linux 7 KRR EIRERF A DNS REENES,

3. BRER SUSE Linux 15 3E6IR &EFRA.

a. EEREFAITHEE.

sudo SUSEConnect -p PackageHub/15.1/x86_64

b. E#7 SUSE,

sudo zypper update -y

4. £ Linux 3£ £ Z % FrE Samba/Winbind 42,
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sudo zypper in -y samba samba-winbind

5. X =E smb.conf XHHITEAD , SMERE HIUETHRER A SUIRE B%3H

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EXAYgmEEEPITH RIBEE X [/etc/samba/smb. confl.

sudo vim /etc/samba/smb.conf

1EE Active Directory IMEFE R , WITHIFTR :

[global]

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no

template homedir = /home/%U@%D
template shell = /bin/bash

winbind use default domain = false

7. ENXARREEEPITF ENXH [/etc/hosts].

sudo vim /etc/hosts

BT AR Linux SEBIFAE 1P it -

10.x.x.x Linux_hostname.example.com Linux_hostname

@ Note
WMRIERTE /etc/hosts XHHIEE IP #usik , MAERFKBIIMA LR JRELQWEILT
DNS %,

No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
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HEIRFRRIMABLL) , B2 [net ads] aaHTETE DNS A DNS i2%.

8. AL T @ H4F Linux EHIMA B Fo
sudo net ads join -U join_account@example.com

join_account

e xample. com iHAccountName F EGFHIMARRE SaM. £ HIR R AKSHE
B, BXERXENRHESZEE , SR ZH Amazon Managed Microsoft AD # B FinA
R,

example.com

B XK EELRE DNS B#5.

Enter join_account@example.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. 8 PAM BLE X # , AL TS50 Winbind B IEFTEN%KE -

sudo pam-config --add --winbind --mkhomedir

10 E XA 4w %E 25 3T FF Name Service Switch Bt & X # [/etc/nsswitch.conf].

vim /etc/nsswitch.conf

70 Winbind 385, I T F7R.

passwd: files winbind
shadow: files winbind
group: files winbind

1B &R /etc/ssh/sshd_config XHiRE SSH RS A A F# 1THEE B 4RI,
a. EXARmEEFFITIF /etc/ssh/sshd_config X4,
sudo vim /etc/ssh/sshd_config

b. ¥ PasswordAuthentication i®E&ER yes,
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PasswordAuthentication yes

c. E¥E3) SSH RS

sudo systemctl restart sshd.service
HE
sudo service sshd restart
NREMBEHEPIZE , FREM SSH BEFRmEEITE  ARBIRTUTSREENSAFSKA

B FHRNRANIE| sudoers %Ik :
a. FRALUTH ST sudoers 4 :

sudo visudo

b. RINTAXNEERAEEPRNFAENAIAS , REFERT

## Adding Domain Users/Groups.

%sdomainname\\Amazon\ Delegated\ Administrators ALL=(ALL:ALL) ALL
sdomainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
Trusted_DomainName\\username ALL=(ALL:ALL) ALL

( JA ERBIfEA“\<space>"FE K Linux ZEHEER/F, )

Ubuntu

1. EAET SSH & F imiEEEI= 61,

2. BL& Linux =4I LAEF Amazon Directory Service 12£#9 DNS JRS25H9 DNS BRSSE5 IP i,
AILUBE EMIINE| VPC B DHCP I #HTIRE , REBEIELF EFHRE , KRTIE
BE, MREFIHRE , HZH Amazon HiRH O AR FAE EC2 345 B 52745 DNS RS
2, ATHMABEXARBE Linux 7 KMRFRAIRERF A DNS REBENES.

3. B4R Linux 617 RIFIRES.
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sudo yum -y update

sudo apt-get -y upgrade

4. £ Linux 3£ £ Z % FrE Samba/Winbind 42,

sudo apt -y install samba winbind libnss-winbind libpam-winbind

5. X =E smb.conf XHHITEAD , SMERE HIEAT R A SURE F%H

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EXARmBEERPITFIRBE EXH [/etc/samba/smb. conf].

sudo vim /etc/samba/smb.conf

1EE Active Directory HEFE R , MTHIFTR

[global]

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no

template homedir = /home/%U@%D
template shell = /bin/bash

winbind use default domain = false

7. EX A gmEERP I ITENX [/etc/hosts]o

sudo vim /etc/hosts

BRIT AR Linux SEHIFAE 1P tbit :

10.x.x.x Linux_hostname.example.com Linux_hostname
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® Note

MRERE /etc/hosts XHEFRIEE IP bt , MFERFKBIMA S ATRESQUEIBAT
DNS #ix,

No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
WEIRFRRMARI , B2 [net ads] &5 T A7 DNS F5EA DNS i2%o

8. £/ net SEAREFHF Linux S=IH0A Active Directoryo
sudo net ads join -U join_account@example.com

join_account@example.com

example.com BHEEFHMANENIK,, ZHIRTEBMAKSNEL, BXERXL
BRI EZEE |, 52/ ZE Amazon Managed Microsoft AD # B AR

example.com

B KT ERE DNS B#5,

Enter join_accounteexample.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. 8 PAM BLEBX# , AL TSI Winbind S RIEFIENEKE :

sudo pam-auth-update --add --winbind --enable mkhomedir

10 E XA 44825 3T FF Name Service Switch Bt & X # [/etc/nsswitch.conf].

vim /etc/nsswitch.conf

70 Winbind 385, I T F7R.

passwd: compat winbind
group: compat winbind
shadow: compat winbind

1183 1E K /etc/ssh/sshd_config XHRE SSH RS LAAFH 1TERE F BRI,
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a. EXAmEEEFHITIF /etc/ssh/sshd_config X

sudo vim /etc/ssh/sshd_config

b. ’ PasswordAuthentication i &R yes,

PasswordAuthentication yes
C. E%ﬁﬁﬁ] SSH HE%O

sudo systemctl restart sshd.service

HE :
sudo service sshd restart

122EHBHEH2E , FHEM SSH BEFRmEETT , ARBIRTUTETREERNGHAFHA
B FHRNRANIE| sudoers %Ik :
a. FRALUTH ST sudoers 4 :

sudo visudo

b. BT AXMNEERAFHPRMAZFNEAIAS , REFHERE,

## Adding Domain Users/Groups.

%sdomainname\\Amazon\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%sdomainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
Trusted_DomainName\\username ALL=(ALL:ALL) ALL

( BA ERBIfEA“\<space>"FE &K Linux ZHEFERF, )

ZE#EF Linux L4

HAFP MR SSH B imEEEIEFIN , RESRTMMNBMARFE. AFRTUERA
username@example.com 5 EXAMPLE\username XXM AR &, RFEMFEAH Linux KIThR ,

e BIRF S AT B REL

Amazon Linux, Red Hat Enterprise Linux Hl CentOS Linux
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login as: johndoe@example.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management

Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/

Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admineexample.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws Xx86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

F oI T# EC2 Mac =6 A BRI AmazonFEE#iEr AD SEZ1 B &

WS FEF 0 Amazon EC2 Mac =410 A &I AmazoniT E %L AD 5&3h B %,
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EIE=2es

« WO EC2 Mac EHIFBEN S EC2 ERAFEN., BUAMSEBE—EBETRAENHEZENLBIE
Bl, BXEZEL |, i3 Amazon EC2 Linux S=4I A 18T 8 E 31 Mac SE4,

o BATEWAAmazonEE R Microsoft AD 5&E3) B F 6|3 DHCP £ E, X4 2 1F&ER Amazon VPC
FEVETE BB IS ERIE , FH 1F DNS FRF SRk EIZE, S0 62 DHCP AINE THES

1% /N0

® Note

TAFIHNENREEENARATRATF. BXRESELR , HS5H Amazon EC2 Linux SLHIH
FEEATFNENTIKE,

Fz A Mac L4l

1. fEFALLT SSH T EEREM Mac k6, BRIEEEH Mac EFIMEZEER |, SR Connect
B IRE Mac =41,

ssh -i /path/key-pair-name.pem ec2-user@my-instance-public-dns-name

2. E#EZE| Mac EpIfE , FRUTHSAR ec2-user 1k RIZEZRD

sudo passwd ec2-user

3. HMTITHIRTE , FiRfM ec2 ##kF BB, BAILURBER T Linux 32618 Amazon EC2
AFREEPEMRERENR4PNSREFBRERENRHG,
4. ERLT dsconfigad = ¥FRE Mac £ N A FEE I Amazonfil ¥ AD Active Directory 1.

BERSEE., TEVNBHRMNEALR LM ERNIRE Microsoft AD Active Directory Amazon EEEHE
B, BXEZEE , 5 Apple Mt £ Mac E# "B AT E g EFiGRINR.

/A Warning

TENBHRTNEBEEZH. EFFTAELME LS ERIEER Amazon Microsoft AD
Active Directory,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-hosts-billing.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#connect-to-mac-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#connect-to-mac-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-updates
https://support.apple.com/guide/directory-utility/configure-domain-access-diru11f4f748/mac
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sudo dsconfigad -add domainName -computer computerName -username Username -
ou "Your-AWS-Delegated-Organizational-Unit"

AR R BIRTERE Hexample. comiFH) Mac K46l E M A EE AP as S myec2macO1i# F .

sudo dsconfigad -add example.com -computer myec2mac@l -username admin -
ou "OU=Computers,OU=Example,DC=Example,DC=com"

5. FEAULTHSFAmazonZEREE G RIE Mac RH LWEBAF :

sudo dsconfigad -group "EXAMPLE\aws delegated administrators

6. EAUTHSHEIAAmMazoniEE Microsoft AD Active Directory B I NA :

dsconfigad -show

RE B IHFHRAY Mac KBl AYREYAmazonFEEMER AD J&3) B . & , BRI UEAAmazonEEH
Microsoft AD Active Directory E3E & F&EH Mac =41,

BREF Mac EHIRY , MIRAU “Htt” AP S5 RMEI, Sbit , B LAERER Active Directory
HERESZ R Mac 6], MRERXETRE , BXRELEEETR “Htt" , B ec2-user FHER
REEH.

EFEAREAFRESEASES , 5K Amazon EC2 Linux EAIAFERE R SIS E A
F2 5 E (GUI)” VSR ATERE,

Z £ Amazon Managed Microsoft AD B B il A X R
EFTENMAZBE R , FEEDCRITENMAZ B KK,

¥¥F Amazon Directory Service for Microsoft Active Directory , B 5 1 Amazon JREEEHXEE
RANKRAPBEXENR,

BRRESZESEK , NMEARBAAMENRNMMIRNIKS, U TR RNALIZEZN Joiners K
A, FEETRFITENMNAZ B R ENXRR.

& MEC A S B BB %% Active Directory AP MITEHY MMC EE £ TV it EH LTI
B, BELAUNRERERFHEFR,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
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EZ# Amazon Managed Microsoft AD &9 i AR

1. $TFF Active Directory User and Computers , FE St PiEFE E B EH NetBIOS BAFRHVH LA F
(OV) , AfF1E# Users OU,

/A Important

£ /23 Amazon Directory Service for Microsoft Active Directory B} , Amazon & 8%
—MNMAREBEN (OU) , HFEEEZNAENR. It OU (EFAECIZE RNEAN
NetBIOS E#5) U TR B FH., LIHR B FKH Amazon HENEE, TENBIRAE S
TEXR , HitAMEEBEN NetBIOS ZE#H OU 812 Joiners 4,

2. fTF Users WETX (A% S) X8 , RFAIRERE New 1 Group,
3. 7 New Object - Group EH , BALUTHE , AF1EE OK,

« XIF Group name (A& FF) , A Joiners,
« XF Group scope , #%# Global,
« XIF Group type , i£#¥ Security,

4. TESHF , EBEH NetBIOS BFTH Computers B85, M Action & A i%E$F Delegate
Control,

5. 1f Delegation of Control Wizard W £ , #%# Next , R/FEFE Add,

6. & Select Users, Computers, or Groups & , A Joiners , RFEF OK, MRKEIZ/N
R, BEFLEAEN Joiners H, EET—%,

7. £ Tasks to Delegate T [H L , #%#%F Create a custom task to delegate , R/F1%E1E Next,
8. 1% Only the following objects in the folder , fA/5%$% Computer objects,

9. J%#E Create selected objects in this folder , #Af51%$F Delete selected objects in this folder. ARG
ii*%jt_io
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Delegation of Control Wizard -
Active Directory Object Type ‘ﬁ_l
Indicate the scope of the tazk pou want to delegate. “u'l])' b

Delegate control of;

() This folder, existing objects in this folder. and creation of new objects in thiz folder

(®) i0nly the following objects in the folder:

Computer objects ”
[] Connection objects

[ ] Cortact abjects

[] document objects

[ ] documentSeries objects

[ ] domainF elatedObject objects y

Create selected objects in this folder
Delete zelected objects in this folder

| < Back ” Hent » || Cancel | | Help

10. %32 Read % Write , /5% Nexto
Delegation of Control Wizard -

Permissions o
Select the permizzions vau want to delegate. u'[])' t

Show theze permizzions:

General

[] Creation/deletion of specific child objects

Permizsions:

[] Full Cantral -
Read

rite

[ ] Create &ll Child Objects

[] Delete &ll Child Objects

[] Read &l Properties Ny

| ¢ Back ” MHest > || Cancel || Help |

11. 7£ Completing the Delegation of Control Wizard TWH ERIEE R , AFIEER Finisho
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12. FRABREAE—NAF , FFZAFPRME Joiners A, A F S TEH NetBIOS &#i
T Users Begt, ZAFEEHREZBHONRESSFEES B %,

2% DHCP &I &

Amazon E1 R Amazon Directory Service B F8|% DHCP & &} ff DHCP ‘M E 5 B4 1% B FFr
£ VPC, XfEi% VPC FIEMSSFIE AT LAIE M5 E1HH DNS RS8BT HIF &,

BX DHCP MENEZER |, iS5 Hhttps://docs.amazonaws.cn/vpc/latest/userguide/
VVPC_DHCP_Options.html {Amazon VPC A #R) F# DHCP &I,

79 B 3% 02 DHCP &I &

1. BELATMutIiTH Amazon VPC ##&1& : https://console.aws.amazon.com/vpc/e
2. HESMBEHS , 1% DHCP Options Sets , AAfFi%#E Create DHCP options set.
3. HECIEZDHCPEMEREL , IABZHNIUTE :

=L

IETUERRY AT IAARE
A

BXMTELRERH , HlW corp.example.coms
HE RS

Amazon I2# B 5 DNS RS20 IP #hdit,

(® Note

A] A% %] Amazon Directory Service #E# 2 S B , #BERX , ARERERNE
X ID , Mk EiX L it

NTP BRS5 2%

HtFEREZE,
NetBIOS & AR S5 25

Ha

it F &8

o
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_DHCP_Options.html
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/directoryservicev2/
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NetBIOS 5 /3 H

FHFEREZE,
4. EERBIE DHCP AL, #H DHCP A E 4 HIMEEM DHCP EI T &K+,
5. 1B E 8 DHCP ETER ID (dopt-xxxxxxxx)o EHAECEIIETES VPC HXE,

E X5 VPC #xEx#y DHCP &Ti &,

HEEIZE DHCP BIMKE 25 , BELEBBIX LRI, MREFE VPC ERATEH DHCP i&
M |, ST EIIETE | FHEHEEN VPC MXE. BEFLNRE VPC , LEFEREM
DHCP &3,

1. BELLT®utiTH Amazon VPC 2 &1& : hitps://console.aws.amazon.com/vpc/e
2. ESMERP , EREN VPC,

3. EEVPC, AEMKIERIRIE. 4wiE DHCP LI,

4. YT DHCP &EIE | iEFE—METEHIEFET DHCP &K , RFERRE,

£ Amazon Managed Microsoft AD F & f =~ F4AH

AP RRERGEEN EFOMINMADTESE, FTHRAFEARTHIELNRIEERA , NS
XENREATEMIYAF. URAFBHIFTRANEAR  BFZASBIITEANERE , 2B
BRI A L PR TR RV R

E7£ Amazon Directory Service BZFSIZBAF A , BL4AFEHELMA Amazon Directory Service
BRMEESM (kEA#I EC2 ) , HESENENCZAFRNANAFRER, BEFERE EC2 K
5 £ %% Active Directory TE |, LMERIMEAE Active Directory AP MitEHER 2 T AP A,

& LAE A Amazon Directory Service B2 A P L EH Active Directory 32 T B EMBERY
EC2 £fil, BEXEZEEL , 51 ERKNAmazoniEE Microsoft AD &z B FH /53N B FEEEH.

NMRLFECXAEETENEEREN EC2RHIHLELENTE | F51 H%K 3 . #F EC2 L4l
ERE LLEE Amazon Managed Microsoft AD,

(® Note

BP0k %908 B Kerberos B HRIE, X2FAFKFHERINZE , BEFRNH#TER,
BXxIMEEMNEZEER , 1§21 Microsoft TechNet £ Preauthentication,
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https://console.amazonaws.cn/vpc/
http://technet.microsoft.com/en-us/library/cc961961.aspx
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LTEENET Ao ZMNEERERFNA,

2

=
« ZEEA TAmazonFEE I AD B9 Active Directory EEET B
- BIEAR

- MBRAS

- EEATED

- BIE4A

- AP RMEA

1

REFEF T AmazoniE %L AD i Active Directory EE T &

Ei®B Amazon EC2 Windows Server SR EBEBES B R , BFEEEZEH| ELEK Active
Directory HRFFEz B REERBFRFITE, FRAUTEREE EC2 Windows fRFeE3E6] L L&

XETE,
BIRZR M
EFRLEIREZE , BERAATRE

1. Bl AmazoniTE M Microsoft AD SEFIH . BEXEZEER , BSHAERNAMmazontE
Microsoft AD S&Ezh B 3% :

2. a3 EC2 Windows Server K4 3% & i A &9 AmazoniT E
£k AD Active Directory, EC2 SEHIFEZELT KEEROIEZAF MEE
43 : AWSSSMManagedInstanceCoreXlAmazonSSMDirectoryServiceAccess, BXE%
E8 , FSH ERAmazoniEE Microsoft AD SEZN B FH B3 B ZEELH| M & 5% EC2
Windows 34 748 b A #R B9 Amazon$E & # X AD Active Directory.

3. B FELNEY A FAEEANEIU, XEFIERE I EAmazoniEE Microsoft AD I I,
MR BIZBHNSBRIRELZ IR AmazoniEE Microsoft AD JEFIE & , AN EER AF BN
FEIRHY NetBIOS £#5. corp\admin

£ EC2 Windows R385 4l =% %% Active Directory B2 T E
£ EC2 Windows R385 4l =% %% Active Directory B2 T E

1. B AT MuEITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
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2.

3
4.
5

10.

11.

1£ Amazon EC2 ###l& |, EEBESHl |, % Windows Server 324 |, AR RFBIERE,
EEFEBXFITEA | £ RDP EF i,
£ RDP BEFmEI+H , B THZESE XY , AR ERREFE , LRRFE,

EIRE Windows ZiEF | 1&F E&AFAHA XM, %EFEE Windows Server SEfIRBXH) .pem FAFAX
. LERABAXMHE  EERBEE,

£ Windows Z2£XiEER , &l Windows lRGEITENNAMERAERH#ITER, AFET
LRAUTHER : netBios-name\ admin # DN S-name\admin, flf0 , M RIERBEFH LR
HATIEE , Ncoxrp\adminfF 2 A F & SlZREYAmazonIEE Microsoft AD &3 B .

F% Windows Server 3KfljE , M\ “Fria” REFIGRE RSB[EER , T "RS[EER
ERS AR EERZHERT , EERMBENINEE.

£ Add Roles and Features Wizard (RinA & MIheE@ ) F , #IXIERF Installation Type (Z&3E
#), Role-based or feature-based installation (2T B & HE T IhAEM L %) M Next (F—F).

£ Server Selection (BRSFER1EEE) T , HREEPF A IRSEE , ARERBEMSMEFH
Features (Zh&E).

EINEERM AR | OREBRHITHAZERSHFEEIL, AEGEETEMADDS M ADLDS TE, &
#ADDS M ADLDS TEfF , fi%&#BER T Windows PowerShell #J Active Directory R, AD
DS TE, ADLDS BEEBETHMmTITIE., M NRMHILEEDNS RFHTE , RFERT—
¥,
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Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Features

12. REFR , REERRE,

RE

Confirmation

— ([ X

DESTINATION SERVER

Select one or more features to install on the selected server.

Features Description
Remote Differential Compression Remote Server Administration Tools
Remote Server Administration Tools. includes snap-ins and command-line
I | ] Feature Administration Tools tools for remotely managing roles
L4 Role Administration Tools ) and features.

4 AD DS and AD LDS Tools
Active Directory module for Windows P
P AD DS Tools
AD LDS Snap-Ins and Command-Line T
[ ] Hyper-V Management Tools
[] Remote Desktop Services Tools
[] Windows Server Update Services Tools
[] Active Directory Certificate Services Tools
[] Active Directory Rights Management Servic
[ ] DHCP Server Tools
[ [v] DNS Server Tools ]
[ | Fax Server Tools
I [] File Services Tools
[] Network Controller Management Tools
[] Network Policy and Access Services Tools

Cancel

HiZMEER TR , Active Directory 13RS T E M Active Directory

wn
—
3]

‘ < Previous ‘ ‘ Next > ‘ In

REFRSTERHRE TR RENEE TR XA,

£ EC2 Windows AR35883: 61 =% %€ Active Directory BB TEMNER 5 X

« LUTR%Z% Active Directory BB T B — L HM 5% -

o WO LLUEEREA Windows &

#*EDHZXEE T E PowerShell, #la0 , &A1 LAfEA 7 PowerShell

BRI T R % Active Directory iItf2EE T EInstall-WindowsFeature RSAT-ADDS, BEXE
258 , ESF Microsoft WindowsFeature Mt E#) “Z -7,

« &IETLLTE Amazon Web Services Management Console F/8zh B X B EC2 =41 |, %34l
BB ERIWAmazoniEE Microsoft AD SEZ B RF B B REEXS PHERERE T Active
Directory 3RS T B Active Directory REH B FREZ T E,

EEAPMA
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https://docs.microsoft.com/en-us/powershell/module/servermanager/install-windowsfeature?view=winserver2012r2-ps
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BIZA

FRAUTIETELE EC2 SE40 A2 Amazon Managed Microsoft AD BEXMAF, EEIBAFZ
Bl , IMEBEFT R L% Active Directory EE T EFfyE 1R,

BT LAEF Windows Powershell SF SRE8IZAF ., BXEZEL |, ES M Windows Server 2022
NP HHEETSAF, PowerShell

k=0

1. EFEFIRE T Active Directory B T B4,

2. M Windows BJ “FF 4" 3 & 3T FF Active Directory AP it EH T E, #£ Windows BB T EX#
R AT AR T EMNRES K,

® Tip
B LB R EN S RRRIETUT®S , BEEITFF Active Directory AP fMit&E
M T B4R,

%SystemRoot%\system32\dsa.msc

3. HEEZFRWMH , EEHREK NetBIOS £# OU TIEEREFMAFH OU ( i Corp\Users ) « BHX
Amazon FEZFERHH OU £HNEZEER |, 551 AR AmMazoniTE Microsoft AD j&z) H 5
BT H A4,
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_install_ad_tools.html
https://learn.microsoft.com/en-us/powershell/module/activedirectory/new-aduser?view=windowsserver2022-ps
https://learn.microsoft.com/en-us/powershell/module/activedirectory/new-aduser?view=windowsserver2022-ps
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 Active Directory Users and Computers - X
File Action View Help
e 7@ A0 XEoz B 8 aET7E%
 Active Directory Users and Computers Name Type Description
- Saved Queries 2 Computers Organizational
v &4 corpexamplecom 157 Users Organizational ...

21 AWS Delegated Groups
3 AWS Reserved
| Builtin

Computers

3. Computers

=1 Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
System
Users

4. HEREXREL  ZEHE  RAREERAFHAHFASES.
5. EESME-—RLE, MAUTZERNE , AREET -5,

- B
- %
» User logon name

6. EMAFOSHNE-RL, AEBNHEAZEHAGNEB, BREPTHAFP TABRRNSAAER
:{fhl\ﬁg,ii:bﬁo Z:mii*¥1}ﬁﬁf&ﬁﬁo iij:¥-|:_$o

7. EFRAFESHNE=REL RIFAFHNEEEBER , ARERETR. AP SHIE Users
XHRHF,

fiBR A P

FERAUTIZE TR BRE EC2 Windows SE41 i1 A E] Amazon Managed Microsoft AD B &HAF,

& T LAE A Windows Powershell S8 S 3RMIBRAF . BXEZELR |, ES I Windows Ser ver 2022
NHEFRHBERIEHAF . PowerShell

ZIBR A

1. EEBIRE T Active Directory B2 T EHLH,
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https://learn.microsoft.com/en-us/powershell/module/activedirectory/remove-aduser?view=windowsserver2022-ps
https://learn.microsoft.com/en-us/powershell/module/activedirectory/remove-aduser?view=windowsserver2022-ps
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2. M Windows B “FF#8” E# F$TFF Active Directory AFMITEH T E, £ Windows EE T E X4
T KB T ERNRES R,

® Tip
B BEEEA LN SRAFEITU TGS , BT “Active Directory AP Mt E
M T BAE,

%SystemRoot%\system32\dsa.msc

3. EEFWMY  ERISEMRAAFH OU (i, Corp\Users ) o

| Active Directory Users and Computers - X
File Action View Help
e 5@ /0 XEBoz BHE 3 aETE%
] Active Directory Users and Computers Name Type Description
= Saved Queries 2 Computers Organizational ..
v &4 corpexamplecom 121 Users Organizational ...

5. AWS Delegated Groups
=1 AWS Reserved
| Builtin
| Computers
2 Computers

51 Domain Controllers

ForeignSecurityPrincipals
LostAndFound

Managed Service Accounts
Program Data

System

Users

4. GEEMBRNRAS. EH8RE XEL | EERER.

5. FHI—AXEE , BRAEWAZRERZAF . BERUMBRZAS . HERERKAMERAER
Fo

EMEREY AP SE R F#E AD Bkt H, BX AD BN EZEE |, 1S H Microsoft #9 Ask
the Directory Services Team & H# The AD Recycle Bin: Understanding, Implementing, Best
Practices, and Troubleshooting.
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https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/the-ad-recycle-bin-understanding-implementing-best-practices-and/ba-p/396944
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/the-ad-recycle-bin-understanding-implementing-best-practices-and/ba-p/396944
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EER P E

AP XIUEST B FHENNWHIERE, FHENAISIEEENAFERRAETR , SFEEXEE
Ro REXMEREN , MEAFHMTF Simple AD B = Amazon Managed Microsoft AD B &/ , M7
LA# A Amazon Directory Service E &% F B,

BT EEXVENRNAFENERTREEFE, EXEZEERE , HSHREE Amazon Directory
Service R HY 17 7] B R AV BEIR .

BN BRANEAAFERRZD , BUTRERER

« X¥F Simple AD , RTEERAAFZHN , BLLEERTHEEARDWERERAKZNWETMAS
=1,

« X FAmazonitE Microsoft AD , Br T E T YRIEBIE Active Directory A148 AH#Y NetBIOS H# ) OU
2N MELEBHLARMNPTAAFNRE, flu , BT EERE Amazon 8 OU AP E
B, BHXAmazon¥EE Microsoft AD Active Directory ¥ OU £ EZEL |, iS5 AR Amazon
FEE Microsoft AD 5&zh B R8I 7 1 4.

BAUERANTEEFEEERFNEE,

Bt 1 EERF R ( Amazon Web Services Management Console )

1. 7E Amazon Directory Service 2| & S E KK Active Directory T , B % , ABREFIR+PIE
BREEERAFZBNER.

2. HEEFFMAGEENEL , &RRE , RAREREERB,

3. B'EERAFEE XNEEY , £ AFE8 PRAZEEXEBNAFNAS S,

4. EHEBEBNBHABEPRAZE  RAFEFEEEB,

Bt 2 . EERF#RB (Windows PowerShell)

1. ¥TFBEF PowerShell,

2. BAUT®S , FHEFA ane_doe”. B ID MZEB “P @sswOrd” H# N &8 AD B ID MFF
EMNERE, BXEZEER , 5 reset-ds UserPassword Cmdlet,

Reset-DSUserPassword -UserName jane_doe -Directoryld d-1234567890 -NewPassword P@ssw@rd
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/IAM_Auth_Access_Overview.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/IAM_Auth_Access_Overview.html
https://console.amazonaws.cn/directoryservicev2/
https://docs.amazonaws.cn/powershell/latest/reference/items/Reset-DSUserPassword.html
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FE 3 EERAF#EE ( Amazon CLI)

1. E%Z% Amazon CLI , 55 L% = E# Amazon CLI B HHFTRA .
2.  ¥TF Amazon CLlI,

3. BALT®S , IWERID. AFE ane_doe” FIZB “P @sswOrd” Bt Jy & AD B % ID FIFF
ENERE, BXEZEE reset-user-password , 2 (Amazon CLIGTSSE) HH,

aws ds reset-user-password --directory-id d-1234567890 --user-name jane_doe
--new-password P@sswlrd

ek 2|

FRAUTIETELE EC2 411 AZ Amazon Managed Microsoft AD B XM Z 24, EERS
B2 ul , IMEEXEK L Active Directory B T E 372,

& A LAE F Windows Powershell s SR 81E2EH, EXEZEE , 5 Windows Server 2022
PP EIE 454, PowerShell

ekl

1. EEFIRHET Active Directory B T BEfL4H,
2. T “Active Directory AFMITEN'TE, EBEIEXHXPE-—MNZIENRELK,

® Tip
BA LB R LN SR RFEITUA TS , BE#EITH“Active Directory AP Mit&E
] =

%SystemRoot%\system32\dsa.msc

3. EHZEWT , EFEHREH NetBIOS B OU TERBRERMAR OU ( fflan Corp\Users ) » BX
Amazon F HZEHAN OU £EHHNEZER | ESHE AR AmazoniTE Microsoft AD &3 B &
B T 4,
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/cli/latest/reference/ds/reset-user-password.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_install_ad_tools.html
https://learn.microsoft.com/en-us/powershell/module/activedirectory/new-adgroup?view=windowsserver2022-ps
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 Active Directory Users and Computers - X
File Action View Help
- — T — _— —
e 7H 8 XELz BHm Taarar
_: Active Directory Users and Computers Name Type Description
- Saved Queries 2 Computers Organizational
v &4 corpexamplecom 157 Users Organizational ...

21 AWS Delegated Groups
3 AWS Reserved
| Builtin

Computers

3. Computers

=1 Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
System
Users

4. 7£ Action 8 F | B New , Ri5# & Group ITHFAM S,

5. HEHEABMHPRALAEYN , ERFHELFERATE , ARNHEEKRREERSE, BX Active Directory
ABEMNEZSEHNESZER |, HSH Microsoft Windows Server X#4H#J Active Directory &4
4,

6. BEWEE. HRSELHIAERTXMHRA,

R P RMEIA
FALTIETRAFRMEE EC2 =4l A E Amazon Managed Microsoft AD B R £,
WAl B4R 7 o0 A P

1. EEFIRHET Active Directory B T BEL4H,
2. T “Active Directory AP MITEN'TE, EBEIEXHXPE-— N ZIENRELK,

® Tip
BA LB R LN TR RFETUA TS , BE#EITH“Active Directory AP Mit&E
] =
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%SystemRoot%\system32\dsa.msc

3. HEBEFMH , EREFMHANEF NetBIOS B OU THY OU , REERERMA S N R E,

_ Active Directory Users and Computers - X
File Action View Help
e 7@ A0 XEBAz2 BHE 3 &aETE%
] Active Directory Users and Computers Name Type Description
| saved Queries 3. Computers. Organizational ..

v j'ii corp.example.com
S| AWS Delegated Groups
5| AWS Reserved
| Builtin

| Computers

5| Computers

2 Domain Controllers

2] Users Organizational ..

| ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data

1 System
Users

4. HEREXREL  BHESTTANEEXEE,
5. RN RIET AR TR,

6. ERWAELEENNREN F , BAERMNAFSE , REET “"BE . ZENFEREKRT
&P, BREE OK EFMAR R R

7. BREAFPXHXRFEERF  REETREXEPHEEITTEENEE  RIEZAFAERS
RAMNKA. BERRAETF, ENZAUERFAENASIRFEINAN BN,

Connect E#F G B AYES) B FER R

5 97 4R anfaT B EAmazonFEE Microsoft AD FI#RELEH Active Directory E i iR i 2 B EEX R,
£

- BIBREEXRR

« EAAE IP ks IP B H
- ##E : /£ Amazon Microsoft AD 5B E R Active Directory B2 B SIBEEXR
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« #F2 : £ Amazon Managed Microsoft AD 18 2 Bl S| BEE X R

BIEEERR

& A LATE Amazon Cloud A #9 Amazon Directory Service for Microsoft Active Directory 5 B &5\
( Ay ) B Rz B K& Z/ Amazon Managed Microsoft AD B & I8 , Bt & & [a/MX @ A FMHEE R
F. AmazonManaged Microsoft AD XEFFE=MEEXxRFME : £ A, FHMNME,

BXREEXRRNESEFER , TSHMRE T #H B XAmazonFEE Microsoft AD WEENAAERE .

(® Note

REEEXRRN , HFHAKRBEFEEN B FE Amazon Directory Service A HRIF U FRE M,
BXENRENEZER , BSRRMNNTEREER,

Amazon Managed Microsoft AD X F/ATBEEMMEE. BELHERNACERSENROLR , B
SR . &£ Amazon Microsoft AD 5B EE 3 Active Directory i3 2 Bl 8| BEE X R,

Amazon Chime. Amazon Connect, &k, WLk, W 5# QuickSight, I Amazon IAM Identity
Centeri#t WorkSpaces, WorkDocs WorkMailll & # & Amazontt il B AR FFEEN@{EE. Amazon
Web Services Management Console Amazonit& Microsoft AD XM eEBEHIRETEER Active
Directory FREYF P FBEA,

Amazon EC2, Amazon RDS F1 Amazon FSx X% 8 @ =X @S E S E—F,
IR R
ABEERENANTR  EREREGECISLIMATH —LEARZHIER,

(® Note
Amazon Managed Microsoft AD X # 3t £ NMrLEH N EE.

E#E VPC

NMEECESECHERERNERELUGEXR , UAMALHEREXMNEZEEEETE Amazon
Managed Microsoft AD B9 VPC., 8 B E R Amazon Managed Microsoft AD P £% B9 By X 3% 2470
#TFF Windows Server 2008 & & & MR A 5Il i #9 R &% 0 o
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XEREBERIEFRAMENZL KO, BEENEEERE  SURFEETTEMKO,

[

[

VPC

‘©& Amazon Managed Microsoft AD ) VPC M E B E L&Y H ik M A EHN,

EE VPC HutHmml

1. 7 Amazon Directory Service ##| AP B FIFEMAEFEETE L , i T Amazon Managed Microsoft
AD B3% ID,

2. BELATMUEITH Amazon VPC ##|A& : hitps://console.aws.amazon.com/vpc/e

1% Security Groups.

4. #3FE Amazon Managed Microsoft AD B3 ID, EERERF , #EFH“Amazon 25 directory ID
BREZEFIFRER2H RN,

(® Note
FricZeARERVCIEZE XN ENCIBNRZEE,

5. #I|ZZ4£4ARM Outbound Rules i F, #KXiE#F Edit, Add another rule, X FFHN |, & A
AR E :

» Type : All Traffic

* Protocol : All

- BWHHEEREXMERAURTSRHBNRE , LR TTUMEEBAL. A CIDR 7%
BESEAN IP b=k IP utSE i (130 203.0.113.5/32), LG AT LUIEER — XS H EMZSH M
EMH ID, BXEZER , SR TH B FMN Amazon Z2AREMFEA :

6. ii?% Save ( 1%# ) °

B B Kerberos i & 14 1 iF

R P K= 98 A Kerberos & 3iE. AXBIRENEZES , HEE Microsoft TechNet EHIT
SHRIE.

EERENFFEE DNS M4 KR

HHEEFEEXNEPIRE DNS FHERRSR. ARFZMHERFNFHAES , S H Microsoft £
TechNet N E#& 5 Bk R 2R
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http://technet.microsoft.com/en-us/library/cc961961.aspx
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ERTUTESR , BREXNFSLMENF R LLT Windows Server TE :

- ADDSM ADLDS T&
+ DNS

EEARENE LRERMFERRR

1. B RMSMIREVE X Amazon Managed Microsoft AD By —26{S 8, & Amazon Web Services
Management Console #3TFF Amazon Directory Service & &

ESMERD , &EF Directories,
1%£3#% Amazon Managed Microsoft AD B B 3% ID,
B TEZRMNTLREEE (FQDN) 1 DNS #hit,
iz, REARERNFEFGR. TTRSFHEESR.
£ Tools ¥ & + | #%#F DNS,
EEREEHP , BT NEREFGEREN DNS RS ER.
FEEFIERF , #%$F Conditional Forwarders,
£ Action & L | %% New conditional forwarder.
. £ DNS 3% , # A B2 & Amazon Managed Microsoft AD BT £ FREEH A ( FQDN ) ,

B ERSEEM P it , RAERABEIZ TH Amazon Managed Microsoft AD B 3 DNS i
ko

© © N o a kM DN

_
= O

WA DNS #hat 2 f5 , AIEEEE BT AT HE iR, BETUZKXLEHE R,

12. #&$F Store this conditional forwarder in Active Directory and replicate as follows: All DNS servers
in this domain, £ HE,

BEXRER

MEENRSMAEFTWEERXE , WEA Windows Server BB T EXZHRBEFRXR, HITIHIEE
B, HIiE TArE AN EEZEE, £ Amazon Managed Microsoft AD Fi§BEEEFXREN , EEFRZE
B, BXEZEER , 5SS HE Microsoft L EIE{E1F TechNet,

MEBEHRZRE , W Amazon Managed Microsoft AD E8IZEERR,
NetBIOS FiF &

NTBIUFEERR , NetBIOS M B AFEME—HY , FEFBEMEL

Connect ZI B HES) B FEMEN hR# 1.0 166
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https://technet.microsoft.com/en-us/library/cc771568.aspx
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B, WIFsiMiRREERR

® Note

fEEX R 2 Amazon Managed Microsoft AD H £ /HIhés, MEEERANE SXFGEH , M4
ME X Xig FHRITU TR, BERFEaNATAEEFNXE. BXEZEER , BEZHE
BREXEESE

#8125 Amazon Managed Microsoft AD BJ{S{EX R

10.

3T FF Amazon Directory ServiceiZ#l& o
EBRTHEL , #%# Amazon Managed Microsoft AD ID,
EREFAGEREL , ITUATREZ—

- MRZXFEFTERSANXE , BEEXE , REAEMNXEZ2ETF, BXESEE , F
SHREXHBEHMXE :

« MRSZXFEFTREFMEAXE , BENZEREETF,
HEEEXREDH , BERERE  REEEFNEEXR.

ERNEEXZNEL  BREREES , 2RBEERE., EEENTLREES (FQDN), FF
ZBNEESI@E,

( Wik ) NREFHLENAEFRNAF 17 Amazon Managed Microsoft AD B FHHIEIR , Al Lk
BiEPEREMSHRITEEE. BXRERMHSHRIEN—KES , HSH Microsoft LEENZS

JEEZEIM TechNet,

FWFREHELRSE , BABEEX DNS IRSEEM IP thit, MBUEOES R RERSEE , W
EABIEEXEMN FQDN , M2 DNS IP ik,

(A ) EFRRMEAD P it , RARRAS— 5 BEEN DNS RS IP ik, IUNEEE
Fi#Hy DNS fRs5esibit EE SR , EH @M AN M bit,

it 718

izu%aﬁ'”ﬂ“ﬁﬂm DNS R EBRFMEFEA LA (I RFC 1918 ) IP #bukZ=H , NERE IP B L
B, mBRAE , RAEERFMEKE, £/ CIDR #BXEA DNS RSHFLBREXMEH IP
i&ijtﬂ% Hi4n 203.0.113.0/24, 3R DNS S5 MBEEXMEIER RFC 1918 IP ik 22
WERHTRLEN,
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https://technet.microsoft.com/pt-pt/library/cc755321(v=ws.10).aspx
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@® Note
MBFEHNE IP it ZEE | FRERETLER Amazon IP #35EE RN Mt | BR
TEERE .

1. (& ) BATEW , SR TRMRERE LA | BEATLUERE ML B 5/ VPC R AR
M, XHSERREEERE VPCHNFEAUAREELZSH, XERSHN S EAR LTI AERH
FEO, MRERAAR , WELEH-FER , BREAENTRE4A,

BFR AN HIREFERR, RRLAEENR. Hl, MRE-PHELIREHEE  WLAES
— M LA ANEE
MREGESMEBNEERR , NEA Windows Server X T EXiZHREEFERR

A LATE Amazon Managed Microsoft AD 5& Active Directory B2 B 8IZZMEE, ER , BXR
BE—NMEEXRTFRE. A, IRE—NMEAFO'NIAEEQEE  BEEREEHFENS —
MEEXR , WEERRIABEEXRR , BOIEFN N @ EE,

W& BEEXR

1. 3TFFAmazon Directory ServiceiZHl A o
2. TEEHXRRM@EL , %#F Amazon Managed Microsoft AD ID,
3. EREFFMAGEEREL , ITUTREZ—

- IRSEXEHEFHTERSNXE , BREXE , AREENEERLIRETF, BXESZEE B
SREXEESEMXE :

- MRZXHEFTREMEAXE , BENEZERERTFR,
4. EFEXRBIP , EREBERIENGE , BRRE , ARERRIEFEXR.

RN [EEREE A E, Amazon FXRIFRIEE ANEE. BXUARIESERITEEN
Active Directory 2 BIFNEEMNEZER , HSHTE Microsoft TechNet LRIF{EE

BERMBEEXR

1. 3TFFAmazon Directory ServiceiZHl A o
2. TEEHRRM@EL , %#F Amazon Managed Microsoft AD ID,
3. EREFFMAGEEEL , ITUTREZ—
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https://console.amazonaws.cn/directoryservicev2/
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- MRZXFEFTERSNXE , BEEXE , REAEMNXERZ2ETF, BXESEE , F
SHREXHEHMXE :

- MREZXFEFHTAREREAXE , EEMZEZLETF,
4. EFEXRIDH , RFCEERBROET , EBRRE , RAREERBREEXR.
5. i%&#E Delete ( MIBR ) o

FERAE IP #hutatiiin 1P BH

AILAfEF Amazon Directory Service for Microsoft Active Directory 3R F| i i 258 X#Y Active Directory
TheE , BRESHMBERBIEEXR. BER , WRHMBE ZMEHN DNS REBHFFEALE (3ERFC
1918) IP tthiit , M AMEREEENIRPIEEXLE IP thit, BRHIITIBENHEBAETOEESES
o

B, MR VPC EFALE IPEBE , MEMNREM Amazon E# Amazon Managed Microsoft AD 3§ H
X% Amazon VPC B |, th A JU4a A IP #sit{E R,

HIBRBOIEGEXRFARFM IP thikat |, HA]LUEEFE Add routes to the security group for this
directory's VPC, BRIEUFIBEN TZLAURTERE (WTR) , BURAERNET, BXES
E8 ,ESH THE W Amazon Z2AEBHEH,

##2 . £ Amazon Microsoft AD 5B & Active Directory HiZ B SIZEEXR

AHRIESETRIE Amazon Directory Service for Microsoft Active Directory 5BEE X ( &

#th ) Microsoft Active Directory Z BV EEXRMENLBIR. BARVUNEEERFERITIIANTR,
BEXKMETHRUTAREZESER,

FT

. EREFH

- ZB]R1: EZBEEN AD I

« SR 2 . & Amazon Managed Microsoft AD

- ZIR3: BIBEEXR

S

ft

ZH

]
i

]
73

BEEEXR
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
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TR

THERELCEBZUTRME

(@ Note
Amazon Managed Microsoft AD Rz #EX £ MR EE N ETE

« —/NBIE%E Amazon £ Amazon Managed Microsoft AD B %, MIREBEXMITIIRIEREED |
&2 Amazon Managed Microsoft AD Al7,

o —/NAINEZ Amazon Managed Microsoft AD #J324T Windows B9 EC2 SEfl, IR ZFEH/ XTI
RENREB | E2 R F3IF Amazon EC2 Windows 3540 A S AmazoniE &k AD 5E3) B .

/A Important
Amazon Managed Microsoft AD K92 5 Ik 7 4038 8 1t 3551 B9 B 22 177 () AR o

o EZEHI ERET LT Windows Server TE :
- ADDS#ADLDS T &
« DNS
MEFERXNITHRENTED | ES R T EER TAmazonFE E ik AD B Active Directory B
TR,
« —NBEFEER (A ) Microsoft Active Directory

BB ENEZNEBH RN, EHEYHAYHERE Windows Server T &k X4 0] ATtk B .

- BRERANEEEE Amazon Managed Microsoft AD B VPC Z B —NESNER, MREFEEEX
BT LR VERIEEBY | 1§58 Amazon Virtual Private Cloud i #23%1

s —NEWEENAMEZ S, BE Local Security Policy > Local Policies >
Security Options > Network access: Named Pipes that can be accessed
anonymously HEREZELEBEUT=ANBEE :

* netlogon

« samr
* Isarpc

- ATEBMFEMEXR, NetBIOS M B XA RH—8 , HFETREAERE
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BREYUBEEXRRNARZHNESER , BEH BIEEEXR

HERE

EAHRES | RIBL61E T —1 Amazon Managed Microsoft AD fl—MNEHIEERH. BRIEERAW
& B3%E#3] Amazon Managed Microsoft AD B VPC, A TEFAM B ZHNEMX

£ Amazon L£i=1TH Amazon Managed Microsoft AD

- 1% (FQDN) : MyManagedAD.example.com
« NetBIOS #£# : MyManagedAD

« DNS #ufit : 10.0.10.246, 10.0.20.121

« VPC CIDR : 10.0.0.0/16

Amazon Managed Microsoft AD i F VPC ID : vpc-12345678 .,

B E X = Amazon Managed Microsoft AD 13

#%& (FQDN) : corp.example.com
NetBIOS % : CORP

DNS #bit : 172.16.10.153

- BEEX CIDR : 172.16.0.0/16

T—%

ST, EREEEXAD 5

SR EREEER AD
BEAZEZANBRER (£t ) HER/LNERZELS R,
BB BB B K%

MAEEBFEER A , LUEREE Amazon Managed Microsoft AD B9 VPC FrfEIIFTE 7 M |
EME CIDR FTFA U T, EXRHKER , BINEUTIHO LAKRE 10.0.0.0/16 ( Amazon Managed
Microsoft AD # VPC #J CIDR 3 ) B/ AR HFR &,
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« TCP/UDP 53 - DNS

- TCP/UDP 88 - Kerberos & {73 1iF
« TCP/UDP 389 - LDAP

« TCP 445 - SMB

(@ Note
TBEX#EF SMBv1,
XERN VPC EZIEREXNBERZRAAENGERLS KO, BRBRENEERE , BUEEETHFE
fbiw O

R E B A Kerberos T & 4 & iiE

S
JES

PN B FHH AP KF A958R Kerberos & 3 1IE. XEMIAME , BURMNKEETAENASH

B BRTEMER.

EHEAFPM Kerberos IR E

1.
2.
3.

EEFEENEZEHRL | ITHARSB[EESS,
£ Tools ¥ &8 I | ##%F Active Directory Users and Computers,

£ Users MHERHATFHF LT (ARET ) X2, ARAERPIIHNEMAENATIKS, &
EERRE M,

1% Account &I, 7£ Account options FIF&RH , [ TR HHEMRAK % Do not require
Kerberos preauthentication,
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Amazon Directory Service

EEEmE

Corp1 User Properties

Member Of |  Diahin

| Environment | Sessions

Remate contral Remote Desktop Services Profile | COM+

General | Addrezs Accourt

Profile | Telephones I Organization

|User logon name:

corpusel | | @comp .example.com

User logon name {pre-Windows 2000):

|COHP"-. | ||:|:ur|:|user'|

| Logon Hours. .. || Log On To... |

[ ] Unlock account

Accourt options:

[] Uze Kerberos DES encryption types for this accourt

[] This account supports Kerberos AES 128 bit encryption.

[ | This account supports Kerberos AES 256 bit encryption.
IE Do not require Kerberos preauthentication I

NERENEEE DNS ZHHE LR

HAEBNMHFHIRE DNS RUEERRS . FEREXNSHRTIEEZH , BXERIMEX

Amazon Managed Microsoft AD fy —E &,

ExEREANS LRERAH AR

1. &3 Amazon Web Services Management Console ¥} $TFH Amazon Directory Service 2%l & o

ESMBERKF , %% Directories,
1%£$# Amazon Managed Microsoft AD #9 B 3% ID,

UE , REBRENTIEFIEE. TARSSFEES.
1 Tools & | i%£$# DNS,

N o o M w0 DN

WIN-5V70CN7VJ0.corp.example.com,
EE&E AR g | 1% Conditional Forwarders,
9. 7£ Action 3% I | i%# New conditional forwarder,

©

EHAEEREL , i AN B FH B FEMHN DNS it FHY{E,

EEEAERTR , BT NEREFSERNEMN DNS BRSS5EE. RIMWERSHRR
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https://console.amazonaws.cn/directoryservicev2/
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10. 7£ DNS & , @ ABIEIZ T8 Amazon Managed Microsoft AD B E£PREHE (FQDN ) , &
W RIF |, FQDN 2 MyManaged ad.example.com,

1. R FRSEEW P shak , AFR AR EIZ TH Amazon Managed Microsoft AD B %# DNS its
i, FEUERABIA | XLEER ;- 10.0.10.246, 10.0.20.121

A DNS ittt 2 f5 , e BRI BT EBITE IR, BE JURKXLHEIR,

DS Domain:

II MyManagedal, example, com I

IP addresses of the masker servers:

IP Address | Server FODR I ‘alidated | Delete |
=Click hete to add a...

t:i' 10,0,10.246 <lnable to resolve > & timeout occurred durd,,, g |

t:i' 10.0.20.121 <l nable to resolve A kimeout ocourred duri. ..

D@

W Store this conditional Forwarder in Ackive Directary, and replicate it as Follows:

This will nok replicate to DMS Servers that are pre-Windows Server 2003
= Domain Controllers

rumber of seconds before Forward queries time ouk: I 5

The server FQDM will not be available if the appropriate reverse lookup zones and entries are nok

configured,

(04 I Zancel

12. %#% Store this conditional forwarder in Active Directory, and replicate it as follows,

13. 1%#F All DNS servers in this domain , R/F1%#F OK,

~%

-

S 2 : & Amazon Managed Microsoft AD

N

S, 2 : & Amazon Managed Microsoft AD

N

MR ER Amazon Managed Microsoft AD , MEBIEEEXR. UTHZLSRERFIHERE
RNEZHNSRILFHEE, B2, XRXZFEMARZE Amazon Managed Microsoft AD o
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BE VPC FRMZ£4A

BUAATFRENBRERXNME R B EE Amazon Managed Microsoft AD B9 VPC, it , BEEHR
T &B¥ Amazon Managed Microsoft AD B, 5FMxEkRY ACL LU RigZEFIZE LR ERN T2 AN
BATFVENREUAZFEE

i O ERAF R FIZRFE A Windows Server [RAFIRFAGENRSINARF MR, EERHES ,
EREEITFUTRO

N

+ TCP/UDP 53 - DNS

« TCP/UDP 88 - Kerberos & 143 1iF

« UDP 123 - NTP

« TCP 135-RPC

« TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

« TCP/UDP 464 - Kerberos 51331

- TCP 636 - LDAPS (i&i3 TLS/SSL #J LDAP)
- TCP 3268-3269 - £/ H*

« TCP/UDP 49152-65535 — RPC Y lif5 it A

(® Note
TEBX# SMBv1,

¥4

« ALL

(® Note
E# VPC MIEREXNBRAENRI RO, RECHBERE  SURFEETTHM

St fir

XL 2
0,
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Efi & Amazon Managed Microsoft AD 1333 &1 25 H 3 A1 A U5 5

1.

IR[EE Amazon Directory Service ##l&. £ B %FFEZH , i2 T Amazon Managed Microsoft AD
BHRXMWEB X ID,

B LT M4k 3THF Amazon VPC #2 &l & : hitps://console.aws.amazon.com/vpc/o
ESMBEEF |, %$F Security Groups ( Z£4 ) -
£ FA 8 RAEE E Amazon Managed Microsoft AD B % ID, EERERD | FFTHHER

HZ<4HAmazon created security group for yourdirectoryID directory
controllers,

Security Groups (5) info | C || Actions ¥

oL ) X

Potential matches

VPCID Description Owner
Security group name:

default VPC securit...
Description: AWS created security group for :directory controllers

®EZL£AR Outbound Rules &I+, EFRHEFHIEAN , REEFRMAN, XFFFHAN ,
WMALLTE :

* Type : ALL Traffic

* Protocol : ALL

« Destination T8 E A LA FH IRV ISR BIBIMFRE |, AR E A LMEIX R4, B CIDR RRZEERE
BAN P k=g IP #utSEE (Bl 203.0.113.5/32), AR LUEEER — X EMEZEHNBEM
= 1D, BXEZEER , ESH 7 #HE XM Amazon Z=ABERNFEH

ERRERN,

Edit outbound rules...

Outbound rules control the outgoing traffic that's allowed to leave the instance.

Outbound rules i

Security group rule ID Type info Protocol info Port range info Destination nfo Description - optional info

[ All traffic v Anywhere... ¥ ] Delete

Add rule

R E B B Kerberos T & 42 18 iE

IMEEHFIA Amazon Managed Microsoft AD FEIAFE/E A T Kerberos Ml & 0 KiE. ttIESEHXS

BREXBRERNIEAR, XRMINRE , BERRMNKRE-TUARKREIMEFARE,
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E&EE AP Kerberos I8 E

1. AN EEAKFANE REeZRERITHA AR K. EREN Amazon Managed
Microsoft AD B &K 5 BI3= 4,

2. MRBRMAKRZE 6 BELRE Active Directory AFFITEN"TEMDNS TE, AJELZEERAT
Amazon¥EE % AD I Active Directory BB T Edh T I L HXLET E,

3. IABRFEBEESR. 7 Tools &8 £ | i%$F Active Directory Users and Computers,

4. EREWNFFH Users XX, FFE , X2EH NetBIOS EMTHWAFRXHX , MARLRE
& (FQDN) THYA 7 323K

= Active Directory Users and Computers |_'

File Action View Help

e nE 8oz BHE 3 aETE%

] Active Directory Users and Computers [WIN-SVNJ33I|| Name Type
- [ Saved Queries 82, Account Admins Security Group...
A _-f MyManagedAD.example.com _1_;' Admin ser
f :% Reserved 82, Admins Security Group...
[ - Builtin EE,CertificateAdmins Security Group...
> Cnmp_uters 52 DHCP Admins Security Group...
b = EnrﬁalnSCnnFm::lle.rs - _‘EDNSAdmins Security Group...
|| FereignSecurityPrincipals a : : :
> [ Managed Service Accounts %EPD“C}"AEIMIHS Security Group...
. 82, Server Admins Security Groug..,
4 2] MyManagedAD
I gl ters
2| Users

5. HRAPSIXRT , AREG—RAF , RREEEMS.

6. 1%3%F Account I+, £ Account options $IFRF , F{RK & Do not require Kerberos
preauthentication,

=%

\

HE]3 : BIEEEXR

SR 3 BIBREEXR

NEERIHECER , REN/INTRILEEE. BEEEEREXNBLAUEEFE , &/FE Amazon
Managed Microsoft AD E8I2FF. MREEVEEENIEFEREEMAMEE , FSRESECIERS
JREIRGHBY,
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£ BHIEER Active Directory FEBSE

EAHREY  FREB—INOMKEE. B2 , IRCBEOMELE , BTEE , ENELHVEEE RSN
Bz, Hltn , mMREERERNG LB R @& EHEE , WEER Amazon Managed Microsoft AD
o2 B mE AEE.

® Note
Amazon Managed Microsoft AD i X\ EEE. ER , BHEF , BZFOE - PN @ME
1Fee

BLEX IR B TEEM Active Directory HEE

1. ITHRSEER , ARETE Tools &£ L | 1% Active Directory Domains and Trusts,
2. IFEMNETX (B8%Th) X%, 1%1% Properties,

3. & Trusts BT+ |, ARFIESR New trust, A Amazon Managed Microsoft AD BN & # , AFi%
BTr—%,

4. %$F Forest trusto ERT—F,

5. & Two-way, EET—%,

6. i%&# This domain only, B T—%,

7. %32 Forest-wide authentication, %&E T —%,

8. #A Trust password, HFAIBFHE , BNTEHN Amazon Managed Microsoft AD iR & & {E 8

2FET,
9. HET—/AMEEAH , BINMRE , RFIER Nexte BIAERINGIEETE , BIERE Nexto
10. #%# No, do not confirm the outgoing trust, E&ET—2%,

11. #%# No, do not confirm the incoming trust, EHET—%,

£ Amazon Managed Microsoft AD B ZHEEET

&J5 , ELiE 5 Amazon Managed Microsoft AD B XM EEXR. RASEERERNF LB TNME
MEE , LR FAEA Amazon Managed Microsoft AD 8|2 @ E1E.
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® Note

fEEXFR 2 Amazon Managed Microsoft AD (W& FIhRE. MREFHANE ZXFEH , &4
ME £ Xig FHRITU TR, BERFEaNATAEEFNXE. BXEZEER , BEZHE
BREXEESE

E7£ Amazon Managed Microsoft AD B &l B{5E

1. IREE Amazon Directory Service %A .
2. TEEHRRM@EL , i%#F Amazon Managed Microsoft AD ID,
3. EHRHFHMAGEREL , ITUTHREZ—

- MRSEXEHEFHTERSNXE , ZREXE , AREENEERLIETF, BXESZEE B
SREXHESHMXE :

- MRZXGEFTREMEAXE , BENEZERERTFR,
4. EEEXRRHBOP , BRRE , RAREREFMIEEXR,

5. EARMEEXRNEL , BEEGEXE, EXf+d , RMNEEHETE. BAEBREREHN
FQDN ( ZEA# % corp.example.com ¥ ) , BAZBRENFH LOIBREENAEANEER
B, EEAFM@. EAREH , BIMEENE,

6. ERBELAXBRFERYT , M ABILEN DNS REE309 IP ik, M RAIH | WA 172.16.10.153,

7. (FIE ) EBAINEM P it HimABFEEN DNS RFEFMNEZ/ IP ik, RBAULIBELR
# 4 DNS PR,

8. IEEEARM,

MBEE, TE , MR BREBEIA (corp.example.com) FREIFEE Amazonfl#X AD (ad.example.com)
ZBRFEFEXRR. MyManaged XA MEZBREERE—NKR. fl, MREFREEFOEHR L
[, WEEEBBRREEEXRR , RAETEUETXR,

BEXEZER (BFEEXKRIESIMBREENEA) , BSHEIEGFEXR,
#HIE : A Amazon Managed Microsoft AD 13 2 [ 8| B EE X %

AR S EBTERIEMR Amazon Directory Service for Microsoft Active Directory 132 B2 3 F1Fx
RATENEELS R,

£}
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- S/ 1: % Amazon Managed Microsoft AD
- S 2 : 5HM Amazon Managed Microsoft AD E8IZBEEXx R

BESH
BIBEEXR
S 1 : H#& Amazon Managed Microsoft AD

EARTHF | B FE Amazon Managed Microsoft AD &4 , LMEESH it Amazon Managed
Microsoft AD B FEXR. U T FZFREE #HEE : &£ Amazon Microsoft AD 5 BFEE Active
Directory i 2 [ESI2EEXR FEANTSRILFMEE, BR , X—KX , ZZf Amazon Managed
Microsoft AD ¥ 3% Bt & 9 48 B e,

BLE VPC FMNZ 4

AT REM Amazon Managed Microsoft AD R ‘2 & % —/ Amazon Managed Microsoft
AD #9 VPC, At , BEEWR A T2 Amazon Managed Microsoft AD I, 5FM<B# ACL L
REEHRE LRENZSEAANBATFSLENREUAZFEE.

i O EsRE #1855 A B Windows Server IR AR A ABEEN RS IBNAERFMF. EAHEF
EREETHFUT®A :

Ak

« TCP/UDP 53 - DNS

« TCP/UDP 88 - Kerberos & 143 1iF
« UDP 123 - NTP

« TCP 135-RPC

« TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

(® Note
TEBX# SMBv1,

« TCP/UDP 464 - Kerberos &3 %iiF
« TCP 636 - LDAPS (ﬁﬂ TLS/SSL 19 LDAP)
« TCP 3268-3269-+¢RB*
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« TCP/UDP 1024-65535 - RPC #Y I % i 0

e}’

« ALL

® Note

XL 2 MFHE A Amazon Managed Microsoft AD B B &iE# VPC FTEMNRIK®RO. BESL
WHERE , BURESETAHMKD. BEXEZEL , 25 Microsoft Mk EH How to

configure a firewall for Active Directory domains and trusts,

EEE Amazon Managed Microsoft AD 1332 %I 25 H vk H N

® Note
NENEFEETENSER 1-6,

1. ¥ %] Amazon Directory Service ##l&. B XIIFEKF , i2 T Amazon Managed Microsoft AD H
FHE 1D,

2. BELATMUEITFF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/e
3. ESMBEKD , EF Security Groups ( T4 )

4. fEREEREE R Amazon Managed Microsoft AD B % ID, EERLERD | i&#RH Amazon
created security group for yourdirectoryID directory controllers HiRHYIN
B,

Security Groups (5) info | @] || Actions ¥ |

ol ) x

Potential matches

VPCID Description Owner
Security group name:

default VPC securit...
Description: AWS created security group for =directcry controllers

5. #I|ZZ£4AR Outbound Rules i£IMF, #KXiE#F Edit, Add another rule, X FFHN |, @ A
AR E :

* Type : ALL Traffic
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* Protocol : ALL

« Destination T8 E A AB FF ISR FISSMAE | URE R MEERAT4, A CIDR RRZEIEE
BN P st sR IP #stSEE (440 203.0.113.5/32), EEALEER —XKBhHMt L £EHNE T
H 1D, BEXEZEER , ESH 7 #E M Amazon T HEEFMEA -

iij::zp Save ( 1%# ) o

Edit outbound rules..

Qutbound rules control the outgoing traffic that's allowed to leave the instance.

Outbound rules i

Security group rule ID Type info Protocel info Port range info Destination info Description - optional info

== v et v ]
0.0.0.0/0 X

Add rule

R E B B Kerberos T & 42 18 iF

IMEEHIA Amazon Managed Microsoft AD FHI A FE/E A T Kerberos Ml & 1 KiE, tbIESEXS
A HFRERNIEEE. XRRIAZE , ERBINRKRE-TUARKRERTAANR,

EEE A Kerberos &E

1.

FEAEN EEAKFHNNE KeZREEE AP WRBRNIKS ZFRERN Amazon Managed
Microsoft AD B F X 5 B35,

MREAREZE |, HLE Active Directory AP MU EN"TEMDNS TE, AAEZEEAT
Amazon¥EEHE AD 9 Active Directory B T E R THIMAZHEXLTE,

RS EEESR. £ Tools ¥ £ | #%#8 Active Directory Users and Computers,

ERERE P Users XHR, HEE , XRER NetBIOS EMTHWAFXHR , MFARERE
& (FQDN) TR AP X #HX,
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] Active Directory Users and Computers |_'
File Action View Help

e HE e Bk B dataTvai

] Active Directory Users and Computers [WIN-SVNJ93I|| Name Type
b [ ] Saved Queries 8% Account Admins Security Group...
4 F3 MyManagedAD.example.com _{,Admin User
s :T Reserved 82, Admins Security Group...
f _ _| Builtin _‘ii,CertiﬁcatEAdmins Security Group...
3 C':'rﬂp_uters 82, DHCP Admins Security Group...
B g EnrﬁalnSCnnFrn::lle.rs . 2, DNS Admins Security Group...
oot
. J 82, Server Admins Security Group...
4 [@] M}rManagedAD
[+ ters
3| Users

5. ®APFSERF , ARET—BAF , RAREEREM,

6. 1%3#F Account &I, £ Account options ZIFRF , F{RK & Do not require Kerberos
preauthentication,

&

T
ST 2 . 5EEM Amazon Managed Microsoft AD 8| ZEEXHR

S 2 . 5H M Amazon Managed Microsoft AD Z 8| ZEEx R

NEHERITHESEN , EE'EJEE’\JJ'L/I\*/F?%%E%A Amazon Managed Microsoft AD Z B 8IZ2{E{F, R
BECIEGENIRPEIEMEE , ESHAEEUERSERREBHE,

£ B Amazon Managed Microsoft AD 13 &g B {5 1E

EAHEF , FRE—IMNEAMRETE. B2, IRCEBEOMERE , FEE , SN LNEEF XM
EHtbz. Hlan, ﬂﬂ%ﬁ:ﬁﬁ/\ﬁﬁtﬁﬂﬂiﬂﬁ HEE , MEEEE =4 Amazon Managed Microsoft
AD iF k8|28 2 [mE AGE

(® Note
Amazon Managed Microsoft AD X #F/AEEE. R , EHHES , BFIE - NOHKE
=8
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E7£ B Amazon Managed Microsoft AD i3 &l B {5 £

1.
2.
3.

377 Amazon Directory Service 24| & .
EBEFRTEL , &BE Amazon Managed Microsoft AD 1D,
EREFAEEREL , ITUTREZ— -

- MESKHEHTERSIRE , BHERE , ABEBNESRLBTF. BXESEL , ¥
$8 TRGSHMHK,

- MRSXFEFTREREAXE , EEMZERZLETF,

EEEXRED P , EERE  ARERRNEEXR.

ERMEEXRTEL , A% =1 Amazon Managed Microsoft AD iH#J FQDN, EFK2418F1t
2B , BRNERNFE =/ Amazon Managed Microsoft AD iR BEEENELEET, BEEAE. EAH
o IEENE,

ERBHEXBFRS |, 8 A Amazon Managed Microsoft AD DNS RS 858Y IP #thiit,

( |k ) EBRIMEAM IP #hut | H A =/ Amazon Managed Microsoft AD DNS BRS583#9 58
ZANIP ik, RZBAILIEE S H£ M DNS RS AR

B A () o WRHMEERAM , RIMNCIBEENS —wza , LATHTH.

£ % =1 Amazon Managed Microsoft AD iZ i ESE

M7 , BESHE =4 Amazon Managed Microsoft AD B ZHMEEXRFR. BNESEE D Amazon
Managed Microsoft AD 15 £ 612 7 X @ #EE , BB ERA L Amazon Managed Microsoft AD 15
B EEE

E7£ 5% =1 Amazon Managed Microsoft AD 15 #i B {5 1E

1.
2.
3.

IR [EE] Amazon Directory Service #£&| & o
FERREL , %&FHE =4 Amazon Managed Microsoft AD ID,
EREFAEEREL , ITUATREZ—

C NRSREEHTERSARE , SBERE , AREBEMESELBTF, BXTSEL 1§
B4 TRE5H X,

- MRZXEEFTREMEAXE , BENEZERERTFR,
EEEXREDF , BFERE  REEFERFNEEXR.

EARNMEEXRZTEL , BAED Amazon Managed Microsoft AD 3/ FQDN, & AFEA g £
BIREENFIFERANEEEB. EEAM@. EARGIH | EFEXXE,

Connect ZI B HES) B FEMEN W7 1.0 184


https://console.amazonaws.cn/directoryservicev2/
https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service EEEmR

6. TERBHEIJ[FZERD , W AED Amazon Managed Microsoft AD DNS ARSS838Y IP ik,

7. (AR ) EBRMEAMD IP bt |, H#EAE D Amazon Managed Microsoft AD DNS BR&5e8#9 5 —
MNP ik, HZAEELS LA DNS RS ER.

8. & Add (7AMN) . BENEFAZEFRERIE,
9. & , EELEENMFENEE  REERRIEEFEEXRR.

WBIE, MIE , BHIFH D Amazon Managed Microsoft AD B2 B 2 EBEERR, XFHNEZ B REE
WE—NMRR. flon, MEEFEEFQEXNERD , WEBEBBRIAEEERR , AEFECIEFX
Ro

§RERM

Amazon Managed Microsoft AD S FAZR KA LR TS e B FBENFHE. MRWRNELNIER
NY RER . FARMBY R , B EREMN LDAP HIEREER ( LDIF ) X4 Amazon
Managed Microsoft AD B &R, BX AD EHURNAYT BRENEZEL , FSRTEIIHN
FH,

FA
B B Amazon Managed Microsoft AD ZE#3
- #iZ : ¥ B Amazon Managed Microsoft AD 23

A4 B Amazon Managed Microsoft AD 2243

B R INE X KEFE A LAY B Amazon Managed Microsoft AD 28¥9, flin , MMREFEEFT KR
MUEX SR SERMENNARER , TR TIERAE,

A LAE R ZRET R KB T45E Active Directory WREMBEHNNARFEAXE. EEER/KH
F Amazon Managed Microsoft AD B4l B F 2 71X % £ Amazon Cloud B1ER T , X4F51E Ao

WINZE|FE Active Directory RN B NEMRELIMAIEAM— ID HITE L. XHEELTEEER
my-Eet , XEFRBAUURIERE K , TRHEEHRZR, XL D HH AD NRIFRFF (OID) , 7
£ Amazon Managed Microsoft AD H,

ETHERZL , B2 8 . ¥ B Amazon Managed Microsoft AD Z2%3,

MR EMH
- T REN
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« BYERTE

#IE . ¥ B Amazon Managed Microsoft AD 2E%3

EAHRES | S/FZFI @RI RS EERNE—EMHRMZEKY B Amazon Directory

Service for Microsoft Active Directory B % ( t#:3 Amazon Managed Microsoft AD ) #92

4, AmazonManaged Microsoft AD Z£#3¥ B ReeEAE XK LDIF ( BER B RRRIRERX ) MARXH
Sk EEMMA.

J& % (attributeSchema) E X BIEFEFMFE , MK (classSchema) EXTEEHR &K, Hla0 , Active
Directory FHYFTE AP XN REHAEIE User EX , MAFNENEM (2058 F B4 ith it 5 8B 1% 553)
HEBMNEME L,

MR EERIFE M (0 Shoe-Size) , BEEEN — integer REMFEM . L&A SIE L TR
EBR, 201 ) 20, BIE Shoe-Size attributeSchema & /E , AILAE X User classSchema Xf 5 LA
BEZEM. BHALUXEKEZANE, Flm , A BUF Shoe-Size AR 1NZE Contact 3, HX Active
Directory RN EZEL |, HSRARYT B Amazon Managed Microsoft AD 2244,

L THEREER=ZNELSRK,

STEP 2 STEP 3

" shoesize T — Shoe-Size
r— s . Timit 1 to 20
S B Limits Classes

-
Contact

Asciatcd w w
Create Cosses Import Verify schema
LDIF file LDIF file changes

S 1 812 LDIF X4

B, 812 — LDIF XX 7 E U E M AR X BUR R IR AR SE, BRIBURL AT T
FEREN T —B R

T REN k7 1.0 186



Amazon Directory Service EEEmR

S, 2 5 A LDIF X

LS B | &R Amazon Directory ServiceiZ &l & LDIF X5 A Microsoft Active
Directory ¥R E A,

S 3 BIERAYT BRERBKY

BE , BUEEASMFER EC2 EHIRKIEHY B2 E HINE Active Directory R EREE T,

$IB 1. 82 LDIF X¥

LDIF X2 TR~ LDAP (BE R FIRIMHMIL) B FABRMEHE ROIFES XA BRI
Ao LDIF FEFABREN—HIEFKKELE , BIXNR (HFKEB) WN—FKiEFRK. ©FEFRER (WH
o, . BBRNESS) R TIA—AiLFK , BIEFMBERIN—FKiEFK.

Amazon Directory Service Bid ¥t Amazon Managed Microsoft AD B %217 1difde.exe NARERF
REANTERWENRMN LDIF X, Bt , B KINEMR LDIF HABLZREHRE. BXEZELR B
2 LDIF s,

Zi%E =% LDIF TEHWRE, FENEMENRUERH, TIeEEABMITE , METH LDIF X
TR ERANERATSLAE -  X-/REE,

EARWEHELZBCH LDIF X2 EEF U THEMETR.
- BYTE- THEMTE , B, X, IR IDMXEKEE. AXESEE , FSHENITE !

- MBF% - B4R LDIF XMW BEABIRFE LM TRBEZESEN (DIT ) 31T, LDIF X4+
ENRF Y —fFN T -

- FEMBZRAUZEATSRE.
- FTHEMNEERMBZE.
- BREMDPEFEBEINREEILE, MRFFE , WABEFERMBELR , RETREFER,
pln , BB EARZE , BAUECNEZENY.
- DN 948 3 - X F LDIF XHEHWEBNHES , FAT2WEHR (DN ) EXAETHNE—1T. DN &
Active Directory X} R #5111 Active Directory MR , F EXMTE B RWFAH., FlW , EEHE
F, BXHEAH R DC=example, DC=com,

DN & 2478 & Active Directory IR /AFHE (CN)o F—1 CN KB RBEMREEMH. ETX , &4
ME CN=Schema, CN=Configuration., Lkt CN AIH{RIZEEHBH B Active Directory 2843, M|
R |, ST RN 1& R Active Directory I REIA R, DN B — & X TR,
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dn: CN=[attribute or class name],CN=Schema,CN=Configuration,DC=[domain_name]

EAR#%FED |, # Shoe-Size BMRY DN HLLTF :

dn: CN=Shoe-Size,CN=Schema,CN=Configuration,DC=example, DC=com

- FRY RERMIESE TENES.

E?J"JE Active Directory ZR¥JZ &l , %A EEE Microsoft BEXWIRENF MW E S, BXESZE
, BSRET BREMZHEET ﬁ’iﬂ’]%lﬁo

- BTEMRELEESZE, Bit , MRELTHEREFTENROFPER , WREZAZNR. BX
EZEE , BEREAIARNERNEM,

« A%#F defaultSecurityDescriptor X #Y 5 i,

ETHAXLDIF XHHMERFRNNESEFERHES A AT MR Amazon Managed Microsoft AD 3£+
¥ BH B LDIF X |, 25 Amazon Z£1EF X E How to Extend your Amazon Managed
Microsoft AD Directory Schema,

T—s%

$B2: 5 A LDIF X4

SB2: 5 A LDIF X#

&) LA M Amazon Directory Service 2 A EA APl § A LDIF XX R ENEM, Bx
AIEFAZREYT B APl WITIIRENEZE R |, 1§35 Amazon Directory Service AP Reference, H
Al , Amazon AXFBEIHE R AR ( 10 Microsoft Exchange ) B ITRMEERH

/A Important

H4EX Amazon Managed Microsoft AD B R TERN , LRETERE. RS2, #
K EM— B2 | Active Directory TR FBGEMBR, B2 , BIFHEERR,
MBELTMIBREMER , —METIRMNZ BN RBHIERE F. ERRBFEEME T
E%‘B@iﬁ?‘]lf}lﬁﬁﬁ’]ﬁ‘h‘ﬂﬁ MR B EREN, BFEE , RBIFHNEKIRER 180 k. B
REZEER |, 235 Microsoft Mih LK Active Directory FI RERAZ WA ARFEH,

EHERIFR AT , Amazon Managed Microsoft AD £ IRIRBRARE B FZH LIRS
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(@ Note
ZY B & Amazon Managed Microsoft AD BV —I£ /e, WREFEANE ZXEEH ,
MAE £ X PHITUTERE. BERFEINATHREEHNXE.,. BEXELZER , B2
HEREXEFEE

S A LDIF X#f

1. 1 Amazon Directory Service &l A SMBEEF |, EE B H,
2. EEETELE , #BEMNEFHID,

3. ERGFFAGEREL , RITUTHREZ—

- MRSXFEFHTERSME , RBEXE , AREREF RN+, BXESZER , FEHE
XEEHE M X :

- MRBXFEFH TREREMXE , EFREF &+,
4, TEEMYT BRIDD , EBRE  REEBFELENEHREN,
5. TEXEES , B2 Browse , EFREMM LDIF X , AR , RFIEEF Update Schemas,

/A Important

FREMHR-EXEENRE, TRV NG P ERERNAREFX REE#HT
Wiz 8l , BAOEEFHEFNAEARYER

wqEI R A LDIF X4

L4819 LDIF X5 , Amazon Managed Microsoft AD MR T IRFNTERREIPEHNE F , ML
B 1 B B kA B4R IR

1. BIUE LDIF X%, BT LDIF BT AL P ERX R , Ett Amazon Managed Microsoft AD
EHEEEZRBINEITRE , MBRSABRET2AK. EHIEATHAUATEINRKE :
- EEHANNKRNREERBBRT
- DC (12 %1285) T2 51217 LDIF BIAFRE 15 A & FRITHD

2. A AFENRE, EEFRNENRNARF HIEAREIE , JUERZREBRERE F.
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3. NEXMAZEA DC, AmazonManaged Microsoft AD 2fREEH —4 DC HfF LDIF X4 +#Y
FHNATREN DC, RE, CEkFEP—N DCERNFELEM , MBZEH|IDHIKRIZ DC , HEH
Ldifde.exe R LDIF X4,

4. EHF4IIFTAE DC #1T. AmazonManaged Microsoft AD fFfER# DC EFAMBEHAES |
DERE#H. ERTXERENTESD , B ERSRE N EH R AREFREM Active Directory AR
%, MAKEPH,

T—%
S 3 BIEET BEARY

SRR 3 RIERMYT REREBKI

ERSATERE  FERIIERNEFREENAIENERY , XI—RREE, EXBRERKRBIZRY
EFNEANAREZE  X—RAHEE, BKUFERAZHTEN LDAP TEREN REKHB X H
MBI LDAP f5 5B T B SR 1T HLIR T

32 E A Active Directory 2R E 1 8 ST H/= PowerShell WiFZRMEFRECN A, EATME N
A Amazon Managed Microsoft AD Wit E#Hl LIZ{TXETE, XA EHR@ET R Virtual
Private Cloud (VPC) BN E#l & AM L (VPN) EEIZ1TH Windows JRS585. i& A LAXT Amazon
EC2 Windows E#liz1TiX & T B ( 28 How to launch a new EC2 instance with seamless domain

foin ) «

£ 8 Active Directory R ¥ E 12 8 ST {TIRIE

1. EEBTechNetMuh LAY B R %< Active Directory ZR¥EE ¥ 7T,
2. ITF Microsoft EE#E S (MMC) HEF B FH AD ZEK,
3. XY Classes # Attributes X3k |, B E K F| & A8 PR Y BRI E K,

E@ /TR |, A PowerShell

1. 37— PowerShell B&EF.
2. FERWMTFRM Get-ADObject cmdlet RIIFLRME R, Hl :

get-adobject -Identity 'CN=Shoe-
Size,CN=Schema,CN=Configuration,DC=example,DC=com' -Properties *

ARSI
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(RI3E) EIHTE 4 AR N{E

(RI3E) [EIHTE M AR NE

IR 21 Amazon Managed Microsoft AD BxHEIZFEMH B ERZE P RINFFER , AIEAL
AES R,

[] /& £ AR e

1. 3TF Windows PowerShell (s B {TRARBRFHEAUTHRIREHREM. EARAG |, BA1E@IES
E1TEYHE R IFE EC2InstancelD B,

PS C:\> set-adcomputer -Identity computer name -add @{example-
EC2InstanceID = 'EC2 instance ID'}

2. A@EEETUTHRREIERE SN EC2InstancelD ERMEBITENIIR :

PS C:\> get-adcomputer -Identity computer name -Property example-
EC2InstancelD

HREIR
AT & RN T Microsoft Mg £, HEM THREER,

s ¥ EZEM (Windows)

« Active Directory 285 (Windows)

+ Active Directory 2243

« Windows B2 : § & Active Directory Z8%3
- iy BREH (Windows)

Laifde

44 Amazon Managed Microsoft AD B %

AN FUMEHA Amazon Managed Microsoft AD IME4E I E N EBES,
F

- A& UPN B4

« MIEREH Amazon Managed Microsoft AD
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EEEmE

Amazon N HEF/RSF

Amazon WorkSpaces Application Manager

Amazon Client VPN

Amazon IAM Identity Center

Amazon License Manager

Amazon Web Services Management Console

Amazon Private Certificate Authority

Amazon Transfer Family

EZEE......
AD Connectoro REECIEZ THEXEFE3)
Advanced Setup.

BXEZER |, iHS Amazon WorkSpaces
Administration Guide,

EXEZEER |, B55H Amazon WAM BE1g
Mo

EXEZEE , 52/ Amazon Client VPN A
FiEr,

BXEZEER B
Center AF ™.

2% Amazon IAM Identity

BXESER,
.

2 H License Manager A F°

BXEZEE , B850 AFER AD FiEiE
Amazon Web Services Management Console,

BXEZEE , 2 Amazon Private CA
Connector for Active Directory.

BEXEZER , 3% Amazon Transfer Family
RAFiEE,

BRAZE , TEENHERFERHENBRHANARFIRSHEFAEPEEN B RWLRNER, EE
Amazon Directory Service %] & R &EHK LRk Amazon M ARFMERESEE , BHITUTIR,

LRERTERONARFNERS

1. 1€ Amazon Directory Service 24| A SMBEK T |, EFH .

2. EEFNEL, EREWNBEFID,

3. 1£ Directory details (B RiF4EL) WHE L , %#F Application management (B AR FEEE) £

.

4. &EFH Amazon MABRFMRZ IS THHIR,

B A Amazon R FATERF F RS #9175 ]

WA 1.0 204


https://docs.amazonaws.cn/workspaces/latest/adminguide/
https://docs.amazonaws.cn/workspaces/latest/adminguide/
https://docs.amazonaws.cn/wam/latest/adminguide/
https://docs.amazonaws.cn/wam/latest/adminguide/
https://docs.amazonaws.cn/vpn/latest/clientvpn-user/
https://docs.amazonaws.cn/vpn/latest/clientvpn-user/
https://docs.amazonaws.cn/singlesignon/latest/userguide/
https://docs.amazonaws.cn/singlesignon/latest/userguide/
https://docs.amazonaws.cn/license-manager/latest/userguide/
https://docs.amazonaws.cn/license-manager/latest/userguide/
https://docs.amazonaws.cn/privateca/latest/userguide/connector-for-ad.html
https://docs.amazonaws.cn/privateca/latest/userguide/connector-for-ad.html
https://docs.amazonaws.cn/transfer/latest/userguide/what-is-aws-transfer-family.html
https://docs.amazonaws.cn/transfer/latest/userguide/what-is-aws-transfer-family.html
https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service EEEmR

A X WM{AHE A Amazon Directory Service Xf Amazon B ARRF MRS HITENRECEBENNESE
B , &2 #H Amazon Directory Service X} Amazon R 25 f RS # 17 %o

£
« BIZ15R URL
- BRER

B2 75 A URL

118 URL  Amazon SR FFMARSE ( &1 Amazon WorkDocs ) ARG R 5B FARBKMWEZR@E. It
URL %< F/ME—, JUBEHITUATSRN B FAIEHE URL,

/A Warning

—BARBEFEBNAEFER URL, METEERE. €E15R URL 25 , HEAETEE
Ae. MEMERE S, WiFE URL taMIER , B8/ AT SAREAE MK FrER,

(® Note
FRAZXEE RN, RENEXIEEE R URL,

I 15 R URL

1. % Amazon Directory Service 24|48 S EHH | EEEH =,
2. HEEFIEL, ERENEZHID,
3. EHREFMAGEEREL , ITUTREZ—

- IRSXHEFHTERSMXE , BREXE , AREENARFERETF, AXESZER
FZH EXE5EAmXE,
- MRZXGEFTREMEAXE , BRNARFERIATF,

4. 1£ Application access URL (BRI AT2F15E URL) 207 , IR KM EHFZPEIHR URL , & E
7~ Create (812) &4, WA BRAE , AFIEF Create (8]2). WRIRE Entity Already Exists
BiR, WEEBFRINEEDE. EBI M AEHEENIRE,
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WA URL B <alias>.awsapps.com BN E R, BIABERT , It URL & F&E5|&E
Amazon WorkDocs B9 & T H,

BRER

Amazon Directory Service /o &8 F @ tn A B % WorkDocs By it E #1518 Amazon , M H £id
WAL,

BREQJERZH , BREMNTHMSER , WEEAFH Web I RRAUZRERIEFR, AFAES
EEHWH Web R REREAERIFER,

@ Note

REEEMAZ Amazon Directory Service B FHRITEN EF X FHE B F, RMABFH
WItEN L TEZFERAE B R,

WRIEH B FE AD Connector B , B AD Connector [RE K & ENRERMBMBREBRSEIEASR
HEM K INFTENSES M6, BEMME :

1. WA ABRERE  REFRREMAEGUTNRNEBEFAFPNAF B MERE : 7[1E AD Connector
RS ERIMSBMEBRRSERABHES. XEFIENATEALERER , THRSHITEM,
FEE® AD Connector BRSS K F 1R

2. AT LAEFE PR LA 2 F AD Connector RS M P RIS MIBR B B RS EARBMEMY |, BALUEH
BREH AD Connector JRSS itk A RAI K I A B iT EH £z 1T LT PowerShell 55, AT
S FHE AD Connector IR K F 8e XN H B B INA M BRIRS ZEFEA B HE .

$AccountName = 'ConnectorAccountName'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$RootDse = Get-ADRootDSE

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -
Properties 'schemaIDGUID').schemaIDGUID

# Getting AD Connector service account Information.
$AccountProperties = Get-ADUser -Identity $AccountName

$AclPath = $AccountProperties.DistinguishedName
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$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier'’
$AccountProperties.SID.Value

# Getting ACL settings for AD Connector service account.

$0bjectAcl = Get-ACL -Path "AD:\$AclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGUID, 'None'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0ObjectAcl -Path "AD:\$AclPath"

B RS E R Amazon % 5 &3 WorkDocs

1. 1£ Amazon Directory Service 2 #l A SME®KH |, EFHF,
2. EEETELE , #BEMHEFHID,

3. 7E Directory details (B XiF4EE) TWH L , % Application management (N A FE &) £
+o

4. TE“RIARFIHRIMU” 2o |, %&#F B A LLUS B Amazon WorkDocs Y8 = & %,

MBHEREEINEHZYE , NAEEEELCIEHR URL , RAEFEE RILET, BxMAeIE
HE URL WEZEER | F5E0IEHE URL,.

5, ENHBEFRERARSKESXYERES  &BERA. EREFXENAREA.

6. MWRMELUFEEE Amazon M ¥ 5% F WorkDocs , Hi&iR “2H" , RAEE BHLEENESZR
FXIEES , BRkR ‘B,

£
« |IE 1 Chrome By S & F
 Firefox HY8 R &

IE 1 Chrome B8 o B

EfF Microsoft B Internet Explorer ( IE ) 1 Google #J Chrome M2 AZ 8 Q&K , MTNEFR
FPisitEN ERITUATES -

 J$i5E URL ( 30 https://<alias>.awsapps.com ) RMNESEA T2 SEFZNAFHIEIF|IRSD,
- BRESIHIZA (JavaScript)o
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EEEmE

- RFBHBEFR,
* Em%ﬂi%ﬁgﬁiﬁo

BRI

0N

ES ]

AP FHIITIXLEES , LA AERERBIREESUXERE,

« Windows F# S & FWFZhEH

- OSX LERBFNFHERMN

- BREFNARKIRE

Windows ¥ S & XN FHEH

E Windows TEN EFHEREREFR

EWRE,

£ Windows Lt Internet Explorer #1 Chrome Fah8 A R &%

BERSHIEN AT TSR, R — g B Ta

1. E4TFF Internet Properties XiEHE , E1E$F Start EH , FEREFEA Internet Options,
RIG1E$E Internet Options,

2. BEWITUTIERFGHE URL AMBIERATRERBERNETHIERIIRS !

a
b.
C.
d.

e.

£ Internet Properties X¥ &4 F1£3% Security &I+,
1%$% Local intranet , fRf51%$F Sites.

# Local intranet X} FHEH , &+ Advanced,

AR URL AR NEIRBE5I R | ARM51EF Close,

# Local intranet X iE4EH , %E#F OK,

3. ERREIMAE , BHITIUTESR

a.
b.

C.

£ Internet Properties iR Security I , 1%3F Custom level,

£ Security Settings - Local Intranet Zone XiE4EH , @ TR0 E Scripting , A/F7E Active

scripting T 1%&# Enable,

£ Security Settings - Local Intranet Zone X iFEH , £ OK,

4. ERREHESR, BHRITIUTIR

a.

£ Internet Properties iEHEHY Security £ |, 1%£4F Custom level,
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b. 7E Security Settings - Local Intranet Zone XiEHEH , [@ TRz User Authentication J7E
Logon Ti%&## Automatic logon only in Intranet zone,

c. 1E Security Settings - Local Intranet Zone XiEHEH , £ OK,
d. 7E Security Settings - Local Intranet Zone XiEHEH , £ OK,
5. ERRAERFHRIE , BHRITUTIR :

a. £ Internet Properties X1 i54E i%#F Advanced &£+,
b. [ TRzIE Security , ARFi%E Enable Integrated Windows Authentication.

c. £ Internet Properties 31 iEHEA , %% OKo
6. XM EFITIHN B[ LIXLEEREN,

OS X LEQEFMNFIIERM

EE OSX £ Chrome FHERAERER , BEFMRITENLHITUTER, FETENLHE
EANMRTRETEUXES R,

£ OS X £H Chrome Fahg A m &%

1. BEETUT S SE0 5 R MR inE|AuthServerAllowlistSEBE A -

defaults write com.google.Chrome AuthServerAllowlist "https://<alias>.awsapps.com"

2. $TFF System Preferences , ¥ %/ Profiles E#k , A/EMIER Chrome Kerberos Configuration
BLE X

3. E#E3N Chrome , ARIFTE Chrome HITF chrome://policy LAFAIAFI IR B B K HEo

BREFNEARKIRE

HEERJURBARBREAEMASNESHITEN LR ITEQIBREYR.
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®

Note

MEEAFEH Chrome BUREE MR T EH LI Chrome FLEHIYES | T AZUR 7 1) B 1k 78 hn
BlAuthServerAllowlistBlER H, BHXIZE Chrome KM EZE R , 53 F Policy Settings in

Chrome,

FHAHEKREIZE N Internet Explorer 1 Chrome BH#E 2 &

1. BERTUATIROUZFNARBENR :

a.
b.

C.

HHARREETE  SHREEMIEHIER Group Policy Objects.
EEFEG | &R Action , RF%EE Newo

TEFE GPO XYiFEF , AR RBA—NERMBRM (W0 IAM Identity Center
Policy ) , ¥R Starter GPO R&H (k) . L THHE,

2. BEHITUTSER[GHE URL AMBIERTRERBRNETFHIERIIERS !

a.

EHEXRREETES  SMEEWE , EFRARBEXIR , F7TFF IAM Identity Center KEEH L
TX (68%% ) X%, ARERRS.

EERBEHH , SMEF User Configuration > Preferences > Windows Settings.

£ Windows Settings 513k , TFF Registry B E T X (AR %) ¥ % Hi%ZE New registry
item,

£ New Registry Properties S iFESF , WAL TIRE , RF%EE OK :
BE
Update
Hive
HKEY_CURRENT_USER
PR R

Software\Microsoft\Windows\CurrentVersion\Internet Settings
\ZoneMap\Domains\awsapps.com\<alias>

<alias> NEREBTR URL, MRIGME URL  https://
examplecorp.awsapps.com, 3| & 2 examplecorp , EMERIRZ Software
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\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
\Domains\awsapps.com\examplecorp,

Value name

https
=Bl

REG_DWORD

Value data

1
3. ERREIMAE , BHITIUTESR
a. EAXMEEIES K SHIENE , ERARBENR , 77T IAM Identity Center KR £
X (ARED ) XE , REIERERE,

b. EXREEHH , M EF Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone.,

c. 1 Intranet Zone 5K , FTFF Allow active scripting B9 E T X (F#g# ) X8 |, %#&F Edit,
d. 7E Allow active scripting XFHEAR , WAL TIRE , AF%EE OK :

« %% Enabled #i%i%4.
« 7£ Options T , ¥ Allow active scripting I8 & Enable.
4. BFRABHER, BRITUTER :
a. EHAXMEBIES  SMBIEME , %F Group Policy Objects” , TFF SSO REEH LT3
(B2 T X8 , RFEFE Edit,

b. EXREEHH , M EF Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone.,

c. ¥ Intranet Zone %|& ™ , TF Logon options I E R (B ¥ H) F& | & Edit,
d. 7E Logon options X iFEAF , AL TIRE , AEEE OK :

« 1%&3% Enabled #i%&3%4H,

 7£ Options T , ¥ Logon options % &} Automatic logon only in Intranet zone,
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a. HHAXMEEBEIER  SHIEHE , EFHRXER , FTFF IAM Identity Center KEEH £
TX (ARETG ) XE , RAREREE.

b. EXREEHH , M EF User Configuration > Preferences > Windows Settings.
c. 1 Windows Settings FIZ& ™ , 3TFF Registry B9 E T3 (A2 F) FE 8 HiEE New registry

item,

d. 7 New Registry Properties XiEEH , AL TIRE , AFEE OK :

BE
Update
Hive
HKEY_CURRENT_USER
R
Software\Microsoft\Windows\CurrentVersion\Internet Settings
Value name
EnableNegotiate
e
REG_DWORD

Value data

1
6. HH Group Policy Management Editor & AT , XHZE D,
7. BERTUTSRGHMEB D ESENSE -

a. EHRHREENMD , THFEWEN LT (FRET) X8 , AFIER Link an Existing GPO,
b. HEHAFRHEIIRIIERS , & IAM Identity Center FHE | REIERBRHEE,

REFRRXEFF R ENT - ARBEF 2F , ARETRAFBEREN
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Firefox By 8 S &

EF Mozilla B9 Firefox X2 AI AT 8 Q85 , B4\ URL ( 40
https://<alias>.awsapps.com ) FMMEIEATEQEFZNALFHILRFIKRP, XTUAFFHHIT , B
LAERMAB 31T,

e

- BFRBEXNFIEM

- BFRBEXNEIER

BORFNFIER
E7£ Firefox B35 URL FaifmBI@ TSRS | BEFEFHITEVN LLRITU TSR,
£ Firefox F4515 R URL FaRMBIL T H L R FIKRH

1. 3T7FF Firefox , SRIGFTFF about:config TWH.

2. 3TFF network.negotiate-auth.trusted-uris Ei&M , REFIHE URL RINE K5
B, ERES () 2RZE1M%E,

BRERNEDERN

FERNFEER , IUERAMAEMS ENAAEITTEN &5 R URL ANE Firefox
network.negotiate-auth.trusted-uris AP E&ET, BXEZEE , BTHE https://
support.mozilla.org/en-US/questions/939037,

SN

AFFEH AD EiE1H R Amazon Web Services Management Console

Amazon Directory Service S [6 B &M K & % F Amazon Web Services Management Consoleifi[7]
FPBR. BINBERT , B RK A LN EEM Amazon BiR. T IAM ARSEABEZRKA , MERHE
BT &M Amazon REFMBRHIFFENE. IAM AEENEZKAFMBEENRS., IR ERRE

Ao

BRMMEEERER URL , REETREMOEFRARTEHAHEANR, BXUMER B FRFAE
BHMIKEAR URLMESZEE , SR EFERES. AXRUMEIEER URLNESER |, HS
FABIE T E URL,
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BXROMAGE IAM BEURREIBLBERKANESER , E5H RTFASFMEAXN Amazon &R
T E AR

£

+ & F Amazon Web Services Management Console 15 [d]

« 2 Amazon Web Services Management Console 15 [7]

- REBRSEKE

1A% H Amazon ZLEE N E

» How to Access the Amazon Web Services Management Console Using Amazon Managed
Microsoft AD and Your On-Premises Credentials

(® Note
¥ Amazon Web Services Management Console #Ji5[R#XBR 2 Amazon Managed Microsoft
AD N—IIXiEMTEE, MREFEANRE ZXEES , WS4 DA ESNMXEP AT
B. AXEZEERE , BZH 2R5XKEEE,

& H Amazon Web Services Management Console 15 d]
RINMERT , TR EMERBARGATRN. EREFAFPNARARH AR , ERITUATSE
B R E &R

1. 1£ Amazon Directory Service 2 #l A SMEKH |, EFHF,
2. EEZFNHEL , #FREMNBE X ID,
3. ERFHFAGENEL , WITUTHREZ—

- MRSXFEFITERSNXE , EFERNHE A Amazon Web Services Management
Console iR XHE , REEERNMARFERIEIF, BXELEL , F2H XE5HEMKX
o
- MRSXEEFTREREAXE , ERENAEFERIETF,
4. 1£ Amazon Web Services Management Console #% F , itBRE A, REABEUNEESHERE
Ao
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ERAFEAGR ML EREF A2 , EXNEFAFRAMEACY, BXNAFDE IAM A6
W—MREE , BZH NAFIESEINEAE, 28 IAMAGZE , AFPRAILERFR URL
HEEEHAE T, Hlm , MR EFZMIHE URL  example-corp.awsapps.com , N A FiGEZH &
# URL =2 https://example-corp.awsapps.com/console/o

A Amazon Web Services Management Console 7]

ERNBFRAFNARERAEZHE AR, FHRITIUTER

ZREHE R
1. 1€ Amazon Directory Service 24| A SMEK T |, E&FH .
2. HEEZWEL , EFELEHBEFID,
3. ERFHFMEENHL , ITUTREZ—
- MRSXFEFTERSANXE , EFEEHHERA Amazon Web Services Management
Console /HEIX1E , REEFRENMARFERRNF, AXELEL , F2H XE5HEMKX
Ho
- MRZXFEFTREREAXE , EENAEFERET F,
4. 71£ Amazon Web Services Management Console % T , 22/, #H A8 FRIMESHE ZRE
Ao
5. MREEMIAM ARESERABEZTHAFRE , WEAREATETTRA, EXTERT , B
MR B XA IAM SerBEEHRE  SEERPEMBRNENAFRSEAN S E , 25IER
7 ERIBRA PR E M ERE
HIBRFFE IAM S5 EzE , EEUES R,
REERZRQRERE

BRANBRT , ARERNERREFHECEUIEEZH , 1 /B TERARSE, Bkl , A
PYRBRERIETET N1 DM2E  REBREH. TUAERATIEN SN EREK
EEXARK 12 L,

REERRERE

1.
2.

#£ Amazon Directory Service £l & SMBEKF , EFEB X,
EERNEL , &EFEENEZR D,
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3. ERFHRAGENEL , ITUTREZ—:

- MRZSXFEFHTERSME , RRENHREZRLERNKNIXE , AGEENAERFE
BixWl+, BXEZER , B5H TXE5HEMXE,

- MBEZXEEHTAEREMAXE , ERENAERFEERT~,
4. 7TE Amazon MRARFMRS #H2 T , %&£ Amazon BEEFH A,
5. TEEEX Amazon BIREMIGRIFIFMEA | EBYREE,

6. 7E Assign users and groups to IAM roles TXH AR #Y Set login session length T75 , fREHRS 1Y
B , RFERF Save,

eI ekt

HBBHAWEZE RGN TRE , NMRBEHEFNREELIMNESHTAM, XTEEETE

T X EZ M Active Directory iE3K |, o= B ZHIMEE, #lan | EBIME A LAER Amazon Managed
Microsoft AD X 1#FZfE 4 K8 Amazon EC2 1 Amazon RDS for SQL Server £ EBZ A NET A
BF.

LYIBE X 8E B %84 , Amazon Managed Microsoft AD B %/ 1] A XZEFH M IEHEIZT | X2
S AMMBEN. 25, BREEEMEEEHEEMNEE , BIAEY Amazon Directory Service 12
A RWIPBHIRIEIRFIBF, AmazonManaged Microsoft AD NEH L FEZETENE ZNTAKX
F Amazon VPC F M4 BREA /AR 13 #5525

fltn , FTFES , DC-1 M DC-2 KR Z VAW H R —ELIENA NEIEFIBE. 7£ Amazon Directory
Service BH|AH , XLERIAEIZEFZBE N L FENEFIZT, Amazonft B ZEL|EI=EH , Managed
Microsoft AD 5 E & MNMARFIBFIRA TR TRAXP, 25 , BRIGERERNMS B/ MIRHIEE , U
B I EEFZA RN B P RIEAH., DC-3 M DC-4 R TREHVEIEEIES , £2EAaS , MEFEA]
RITANFINEHZT. FLLEI—# , Amazon Managed Microsoft AD £ BX B3NS FIssEE T
BN AAXS , LRSI S A A,
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DC-4

\.

VPC subnet Sub-2

— — —— — — — — — — i — — — — —— — — —— —

\_ VPC subnet Sub-1 J

BOEER , SFFBFEEFIREERKEES. BaLE B REBINFA/NTIRH BRHT
Wi, BEA , BRISUE RN I Amazon Cloud FiIEBMIZTESXEE Active Directory
ERTEME , MAXLIBBFLET B B2 Active Directory BERtig e, #0% 0] LAE A
UpdateNumberOfDomainControllersAP| J Amazon3t & Microsoft AD BBl # BrH g2 488,

(® Note

FINR 33 5|85 2 Amazon Managed Microsoft AD #9 —I X1 IhaE, MREFEANR 2 X
5, WARDBEBIMNEHPRANATER. EXESER , BZALEEXEEE .
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NSRS BREA SN Y 42 1 2R
ERMBBERFNNBIRFEE 28 , FEBUATAXERHB[ERNESER

- ERFFNEEGIRG  SUREEFNBRNBERD AR, SRXUFENSTHEBNAE
&/ NHE,
« CHIBRRY RSN TR HIZRH R PRBR. EHRGRZNHEBIEFRILFEN , FTERER.

- WMREBEEEH Amazon Managed Microsoft AD 3R /3 F LDAPS , N& R hNAY4E Z &SN 332 488
B35 A LDAPS, EXELER , BSHE A% % LDAP (LDAPS)

F AT I T EEE Amazon Managed Microsoft AD B 3% 7 252 =k il BR &7 S\ 1Y 13 35 1) 25 .
A D0 SR A BR 2R A 69 330 42 I 25

1. 7E Amazon Directory Service #2#| & SMBEK D , R B Fo
2. HEEEZWEL , EFELEHBEZFID,
3. ERMHFHMAGENELE , MITUTREZ—

- MRSXFEFHTERSME , EREAMIBRBIZF[OXE , ARERT BRMAFIED
o BRESZER  FEREXBESEMBXE !

- MRSXFEFTAREREAXE , EEFBARAZETFR,
4. 1 Domain controllers (32 4I85) 2B & , kR 4EE,
5. BEEELNBFPRMNTMBRANSIRFEHE | REIEFE Modify (182K).

6. = Amazon Managed Microsoft AD SERX BT EE , AIEEHEFSEHAE REIRE , AHIA D
B A A XA Amazon VPC FM, #WiERHIR2ESsHECHBENE RN ITAXMNFM
.,

XK Amazon Z£EEXE

» How to increase the redundancy and performance of your Amazon Directory Service for Amazon
Managed Microsoft AD by adding domain controllers

£ Amazon CloudWatch #8535 TE {r] B 78 b ig 322 1 25

EFAEEEFIEZBHTAEEER TE XNBENMMEFEEEE, I 7THEBEMLILAMazonEE
Microsoft AD ARigi2HIZFRIMEE | MNBIWEF KB EERHR CloudWatch AFEREHE, EHTE
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o, BULEENENERSMENE R, MBEFHNEEERANAR, BEELER , EUUEHE
2IX LIS PRR A By E (A 0] B RANINERHIRR. BXRESER | B REAMEREREREIZHE

UTEANTEHERETEEE. BXPUAFEFSFERNTES|R CloudWatch , iEZEAmazon
Managed Microsoft AD Mgt EkES.

- BETHZEFIB[OIER , Filw
- RLEESR
- WTF
- BEHA
- M&#EA
« Amazon Managed Microsoft AD B 43 EW s , Sl :
- LDAP #%
- 4
« DNS &if
« BFIZE
- BHEXEA
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« XF Domain join directory , 1% corp.example.com (d-XXXXXXXXXX)o

« JWFIAM A€ , BERENXRFABIEENBMLEAE LU Windows SE4J0A Amazon
Managed Microsoft AD 13 , 5% EC2 DomainJoin,

- FHMEERENRINE,
- EBRT—% . KinEsk,
6. f£ Step4 REL , REBINRE , AREIEE Next: Add Tags.

7. 7E Step 5 WHE.L , 1%£$F Add Tag. 7£ Key (8) T , # A corp.example.com-mgmt , AFIEF
Next: Configure Security Group (F—%: BLEZ£4).

8. HEFXJW6MAL , fNERERINEZSA, Amazon DS RDP Z£4 ( BURBIEELRHESE
RE ) MEEHBHAEFTELH,

9. EStep7 RHEL , EFRMEH , ARFEE Launch,
10. 7E Select an existing key pair or create a new key pair 3iFE L |, T TIIREZ— -

 #%3#E Choose an existing key pair

o EERBEBEXNT |, %#F Amazon-DS-KP,
« & | acknowledge... Ei&4E,
« %32 Launch Instances.
1. EFREFEHILURE Amazon EC2 2% & HEFHBEBHVIRS.

£ EC2 3£l =% %% Active Directory TE

BT AN FE TP 7 5E kR | £ EC2 354 E R % Active Directory BB T B, {RAILAEARSSH[ER
EAPRE ( AHEHEMEA ) = Windows PowerShell,

£ EC2 k4l %% Active Directory T & ( Server Manager )

1. £ Amazon EC2 Z#lAH , &FELf] , EEFELENIN CIZEE] , REEFEE,

2. HEEEINCHZHNEEDR , EREFRIMEBURRENEE (MREHRXHEY ) , RBEETH
R RE X,

3. 1 Windows Security (Windows &£) XiEFHEH , A Windows Server 1T & HlH A ith & 3 7 Kk
LAE S (0 , administrator ),

4. M Start EEH % Server Manager,

5. 7t Dashboard # , #%# Add Roles and Features,
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6
7
8
9

10.

11.

A

1.
2

1£ Add Roles and Features Wizard & , %3 Next,

£ Select installation type T H _£i%1F Role-based or feature-based installation , #A/F%# Next,

£ Select destination server WA L |, FHAREH T A MRS 2T , ARFIERE Nexto
1 Select server roles WHE £ , & Next.

£ Select features WEF , ITATERE :

« & Group Policy Management &% 4E,

« BFF Remote Server Administration Tools , A/EEFF Role Administration Tools.
- 3% AD DS and AD LDS Tools Ei&4E,

« 1% DNS Server Tools Ei%4E,

« BET %,

£ Confirm installation selections WH L , E&ER , AFERE Install,. THEELRETR/E
ITEREEL THEFH XEN Windows EETE"XHRFTA,

« Active Directory EEH

« Active Directory S #{S{F

- EAT Windows Ky5ESN B FAER PowerShell

- Active Directory ¥ 2 FRSS

« Active Directory Fi F 1T &l

- ADSI i

« DNS

- ARBEE

#) EC2 34l £ %% Active Directory T & (Windows PowerShell) ( &% )
/B3 Windows PowerShell,

BALLT@®T,

Install-WindowsFeature -Name GPMC,RSAT-AD-PowerShell,RSAT-AD-
AdminCenter, RSAT-ADDS-Tools, RSAT-DNS-Server

, AT

#Hi2 . IREE K Amazon Managed Microsoft AD JIli# 3L =
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S|4 RUFEARN AL EIEE T

EAMEMANAKREEEEER 2 , FRAATEERIEEHNREZNAKRRE, LIRERIESE
# Windows Server EIEAEE, ™ LLEREZE corp.example.com 13 , H# A FEE Amazon Managed
Microsoft AD #k,

RIEEANAKRKEERE TIE

1. MEBUUFR#EE R F 4B R EC2 LI iE4H

2. iR[E Amazon EC2 #£#lA , ZSMEBHPEEIM, RAEEFCAUENIA, EFEE,
3. 1 Connect To Your Instance X iFEH , 1%$F Download Remote Desktop File,
4

#£ Windows Security (Windows &£) XiFHEH , ALK CORP BHNERE R I AERF (A
W, corp\admin ) .

5. BEFxZfE , ¥ Start ¥ FH Windows Administrative Tools T , i%# Active Directory Users and

Computers,

6. BRIEZ corp.example.com &R T FIEERIA OU AR SFITXREKMIK . EEEHET |, iIBRE
AHENE 2 S, HEAIE Amazon Managed Microsoft AD B B Zh 1 22 1Y 13 32 #2589 B #ho

REHL | JTE , Amazon Managed Microsoft AD EANMIAZHR EINECLEE, &0 ARG FF 1870
ZRIFHT—MURERE,

—NRR - AR - 812 M Amazon Managed Microsoft AD E| Amazon EC2 £ BIEE X Active
Directory Z3=MEE

HIE . 812 M Amazon Managed Microsoft AD | Amazon EC2 F BHE
Active Directory Z#&MWEE

EARHRED , BFEIEERHEDAEMN Amazon Directory Service for Microsoft Active Directory
Mzla , WAERIEBEE, BERF T Amazon EC2 Y Windows Server £ 81 #TH A4/l Active
Directory ¥, M TEAAFT , BEAHEBECENZRE |, XTI RETEHN Amazon Managed Microsoft
AD Mi#RBERFEZ2E-ANMTFALPHEER, BOUEANRERERNEEEETF=HETE
& =W Amazon R AR

BRAFBRCERAHE—R. RE , EUUREFTENNTENHE , RRESHER,
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Microsoft AD
Test Labs

Creating a Trust
From Microsoft
AD to a Self-
Managed AD
Install on EC2

Setting Up Your
Base Microsoft
AD Test Lab in

STEP1, STEP2, STEP3

® = W &)
-

Set up your Create Verify
environment the trusts the trust

1: ARV EERENE

\

FEFH Active Directory MEZ1EE AR HEF AIZH Amazon Managed Microsoft AD M2 [E] 2§
£81 , FEES Amazon EC2 38, At , BEH A FEEGIE — Windows Server 2019 BRS5E ,
FizRFREA MR F R | AEHEMMEEZHN VPC,

SB] 2 EEE

FEHDSTRF |, EFEFH BN Amazon EC2 FIEER Active Directory S5 Amazon H Y
Amazon Managed Microsoft AD 2 & 8|2 — N EMEEX R,

SB 3 RIHEHE

B, FABEER , EALUEMA Amazon Directory Service 84| AR B FTNEERBEEET.

TB1: ARV EERENE
EART AP | iZE Amazon EC2 35 | SPEFHEIM |, HIERZEM VPC LUMEE Amazon 2 BIE I FE,
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' Cloud (Single Account)

den

IPv4 CIDR: 10.0.0.0M16

fat =1
IPv4 CIDR: 10.0.0.0/24 IPv4 CIDR: 10.0.1.0/24

/5 [

MGMT Instance

VPCs are Peered

IPv4 CIDR: 10.100.0.0i16

J:L 4
IPv4 CIDR: 10.100.0.0/24 IPv4 CIDR: 10.100.1.0/24

VPC and Subnets are Public and
connected to Internet Gateway

VPC and Subnets are Public and
connected to Internet Gateway

#12 Windows Server 2019 EC2 324

FEALLTIFEE Amazon EC2 #6812 — /™ Windows Server 2019 B 7 fR55 25

#12 Windows Server 2019 EC2 324

1.
2.

BN LA T M HE3TF Amazon EC2 %A : https://console.aws.amazon.com/ec2/.

£ Amazon EC2 #Z#l&m | BB,

£ Step 1 (B, 1) WAL , EHIFRH K E Microsoft Windows Server 2019 Base -

AMI-XXXXXXXXXXXXXXXXXo $RIG1EIE Select,

£ Step 2 WA L , 1% t2.large , A/F%EHEF Next: Configure Instance Details,

£ Step 3 WHEF , AT TRE :
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o WFMLE , B vpo-XXXXXXXXXXXXXXXXXXXXXXXX OnPrem-Amazon-VPCO01 ( fRZ BIfEE
MBEPHITTIRE )

o« WFFM , EEFEFM -xxxxxxxxxxxxxxxxxxx [-vpc01-subnet01 |-VPCO1 |-
VPCO01, Amazon OnPrem Amazon OnPrem

« XIF Auto-assign Public IP %% , i£$F Enable (1R FMiZREREINIZE SN Enable),
- MEAMRERENRIAE.
- EBERET—F . FINEMHK

6. 7EStep4 WEL , REBRINRE , AFEIERFE Next: Add Tags.

7. 1E Step5 WHEL , #%$#F Add Tag. £ Key () T , A example.local-DCO1 , R/Fi%EF
Next: Configure Security Group (F—%: BEEZ£4).

8. HEHW6MEL , FORERLERNERELA. Amazon On-Prem DS RDP 24 ( BUAIEESR
BEPERE ) NEFHBHUEERM),

9. &EStep7 MEL , EFNMEH , AFIEE Launch,
10. 7£ Select an existing key pair or create a new key pair JiEFE L |, T THIREZ— :

« 1%$E Choose an existing key pair,

« BEREBEFBHANT | % Amazon-DS-KP ( BUBIEEAHEFERE ) .
« & | acknowledge... Ei%&4E,

« %32 Launch Instances.

1. EFEEFXHILIRE Amazon EC2 & & HAEEHBNIRES

FARS AR A N B HIES

EOREEZA , BB FHREEMEPEE —MIGIEFIZR, EHEREP , EFEREHH Active
Directory #k , &% DNS , FF I ARS 2R IRE J A A DNS BRS52BERBT R M. HULTRLERAET
BB MEFN BT RS

(® Note

WNREHLEEHAHMER Amazon FRIZFIRFIZR , BAEFEE LT EC2 KA
ARER A, RfE , BRI LLRIRS R REA N EIRHER.
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FHER RS BRR +  HiR SR

1.

£ Amazon EC2 #Z#| A/ | ELH , ERERINIGIZEIKA | RFIEFEE,

2. 7E Connect To Your Instance XfiE#EH , %&# Download Remote Desktop File

3. 1 Windows Security (Windows &£) XiEF#EH , A Windows Server 1T & A A ith & 32 7 Kk
PAEF (I, administrator ) ., MRBESEARMEE R ZE |, iHIREZE Amazon EC2 2
A, BREGHIZES , REEZFIRE Windows ZEiB, SMEIZEH Amazon DS KP.pem XK
BN A cpem 4, A& Decrypt Password,

4. M Start ZEH % Server Manager,

5. 7 Dashboard # , ¥ Add Roles and Features.

6. 7£ Add Roles and Features Wizard # , 1% Next,

7. 7E Select installation type T HE L% Role-based or feature-based installation , fAF1%£#F Next,

8. 7E Select destination server WHE L , FHEARIEP T ARSI , RE%EFE Nexto

9. 7E Select server roles T1H L , i%£$F Active Directory Domain Services, 7 Add Roles and
Features Wizard 3iE#EH , 1A Include management tools (M1REA) EEERiEF, %F Add
Features , RfF1%#F Next.

10. EEFRYERE L , EET—

11. 1£ Active Directory Domain Services T1H £ , #%£# Next,

12. 7E Confirm installation selections J1H L , 1%#F Install,

13. 1E& % Active Directory Z3##I3X# /5 , #%4F Close,

14. $TFF Server Manager & , B, REF £ {7 Manage EZiIHFRIC,. HMIRiCERERG , BN AR
FaRo

15. ®EFEEIRID , AF%EEF Promote this server to a domain controller,

16. 1£ Deployment Configuration W L , 1%£3% Add a new forest, #£ Root domain name (AR5 H)
F , # A example.local , AR/Fi%EE Next (T—%).

17. 7£ Domain Controller Options W Lt , T T&4E :
- 7£ Forest functional level 1 Domain functional level A , i%£3F Windows Server 2016,

- 7£ Specify domain controller capabilities T , ##& Domain Name System (DNS) server
Global Catalog (GC) #4&b F i IR 7o

- BAHBINE ZBRFSERER (DSRM) Z8, RAFEET—F,

18. 7£ DNS Options MEH L , ZBEXZRENES , AFIEE Nexto

19. EHAMEMAE L , #BRF EX AM PLE 3 NetBios ##,
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20. 7£ Paths WHE L , REBEINRE , AF1ER Next,

21. 1 Review Options WH £ , %% Next, I , RFB|LREUHRIBIZHB[HNIE ERFZHEE
BHER. BT IER—EEE  TIEUTURLZEE],

22. ERRF, RETHE , REHR2KER , ARTNEESITREIRSER.

Fli& VPC

THE=AERBEIESETRE Amazon ERHEZEEE VPC HENTE,

B VPC HusM

1. & Amazon Directory Service #£#l&H |, iIB TR BIEEARHEFBIEMN corp.example.com #Y
Amazon Managed Microsoft AD B 3k ID.

2. BELATMUEITFF Amazon VPC & & : https://console.aws.amazon.com/vpc/e

3. ESMBEHKT , % Security Groups ( T4 ) o

4. # 3R Amazon Managed Microsoft AD B3 ID, FEERERF |, %FEF Amazon B d-xxxxxx
BRGS0 ER LA RWANI

(® Note
Itz 2P E BRI 0EE R BT,

5. EFRZETLAT AR Outbound Rules BT, #KXi%EFE Edit # Add another rule , RAERMAT
B :
« XTF Type , #%3#F All Traffico
« XF Destination , ¥ 0.0.0.0/0,
- FHMRERENERIAE.
- %$F Save (R%E ) -

EWREEE A Kerberos 7 & 4 8iiE

1. 7£ example.local H 2 HI8g £ , $TFF Server Manager,
2. 7TE Tools & £ | #%#% Active Directory Users and Computers,

3. SMmE Users (AF) BX , 6RBETEERAFHER B , ABIEE Account (IKF) TR, £
Account options FIF& 7 , [ TRz HHRK %+ Do not require Kerberos preauthentication.
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4.

M corp.example.com-mgmt SE6I34 corp.example.com 1T E B9 B

BLE DNS &HH K RSS2

® Note

© © N o o & w DN =

=
o

11.

SR AEERME LA DNS fRSSES , A TIRIBEAHH DNS HE & DNS &ifl, Hlan, 1]
LUS DNS R 25EL B 7 1 © 2B £ X9 BA widgets.example.com & BB M FTE & F
EBIFEAN4STE DNS RSEH IP bk =824 DNS FRSE5H9 IP sk,

3T FF Amazon Directory ServiceiZ#l& o

ESMERSD , EEE R,

1%£1# Amazon Managed Microsoft AD B9 B % ID,

BT B ZHZELREESE (FQDN) corp.example.com #1 DNS #uiit,

IIE , REFZEE example.local 12 #I85 , ABITFF Server Manager,

£ Tools ¥ & + | #%$% DNS,

FEEHARD , BFAHREFENEN DNS lkF 3 , AF5SME Conditional Forwarders.
H# % & Conditional Forwarders , /5% New Conditional Forwarder,

£ DNS 5% , # A corp.example.com,

. EERSEEM IP LT |, E&F <RditawARm.. >, A Amazon BR (BEEL—NIEHR

183k ) BWEE— DNS tthtit , R/EI& Entero X5 =4 DNS b ut T EIVIRIE. TE5 A DNS itb
e fg , TeEIEEIHEAT R T EBTE IR, BE O LAZBIX LEEIR,

1% 7 Store this conditional forwarder in Active Directory, and replicate as follows Ei%&4#E. £ I
b | %$2 All DNS servers in this Forest , SA/Fi%# OKo

SR 2 BEEE

EARLBDH , BFAER N LM MRET. — MM EC2 3£ LK Active Directory H 812 , 3 —1MN
Amazon E£# Amazon Managed Microsoft AD &%,
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Two Way Trust
+Nu Selective ,f-"lutl'l_lr
K s

corp.example.com example.local
10.0.0% 10100.0#
1001%

BIZM EC2 5F| Amazon Managed Microsoft AD FJ{E{E

1. &%Z example.local,

2. §TFF Server Manager , RiGEIEH AR EEFE DNS, i 5 HIARS SR IPv4 bk, BT —I=E
o, YHIEBIEM corp.example.com E| example.local B FH &ML RS0 |, BNEE i
Ht,

£ Tools ¥E# /| i%£$F Active Directory Domains and Trusts.

EEEARMF |, BB %S example.local , ARFIER Propertieso

£ Trusts W+ £ , %% New Trust , RE%EF Nexto

£ Trust Name (S8 %) RE L , A corp.example.com , REIERE Next (T —F),
£ Trust Type TWE L , 1%#F Forest trust , RA/F1EF Next,

N o o bk~ w

(® Note
Amazon Managed Microsoft AD X #F/AEEE. R , EHHES , BFIE - N
HEE

8. £ Direction of Trust RE L , % Two-way , R/F%ERE Nexto

(® Note

MREBHEREFEALQEERZHLERE , FHEAEBREST SO (EEEEH LA
i, EEEEHLEEAN) . BX—MKREER , 55 Microsoft Msk LM T ##EEH [,

9. £ Sides of Trust TWH £ , #%# This domain only , AAFi%#E Next,

10. 7E Outgoing Trust Authentication Level JUH L , %£$# Forest-wide authentication , R/FiE#E
Nexto
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11.

12.
13.
14.
15.
16.

® Note
B #R Selective authentication (&R M B HKIE) B — & , BRHARKERERER |, A
BUAENLGTEEAT. BEE , XN AIBRME TR 5 BRI ZEEE M
PATIXEAF  ERBEAXEAFREANYTZZEEHEIMPHITENNR ( BR
TTE ) WEHBRIENR. BXEZEL , B3 Configuring selective authentication
settings.

£ Trust Password WAL , BAGEZBIIX , RFIEE Nexte EF—NEEAF , BEFEHIAN
R F L,

£ Trust Selections Complete WHE L , ELER , AFIEEFE Nexto

£ Trust Creation Complete WE L , RELER , AREIEF Nexto

£ Confirm Outgoing Trust T £ , i%4F No, do not confirm the outgoing trust, RFEFET—/
£ Confirm Incoming Trust WA L , #%#¥ No, do not confirm the incoming trust, RAFEET—1
1£ Completing the New Trust Wizard 1 £ , #%&# Finish,

(@ Note

fEE< K2 Amazon Managed Microsoft AD £ FIhaE. MREFEANE ZXEEF , M4
ME £ XiF ARITU TR, BERFEaINATAREEFNXE. EXEZEE , BEHE
BEXiE&E

12 M Amazon Managed Microsoft AD | EC2 i#I{E{E

$TFF Amazon Directory ServiceiZ#l A .

%32 corp.example.com H %,

ERESFAEEREL , JITUATREZ—

- MRASXEEFTERSNME , EREEXE , RAEEEMEZELLET~. BXEZEE , &
SRAEXFSHMWX :

- MRZSXFEFHTARERMEAXE , EENEESLTLETF,

EEEXRBoP , ERRE , ARERIMEEXR.

£ Add a trust relationship X iEES , ITUATIRE
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1 Trust type (B1EKEHE) T , %#% Forest trust (FRE1E).

® Note

HREEHLERENEEXRESEZHIEPRENEREEXRETE ( QIZM EC2 i
ZJ Amazon Managed Microsoft AD BI{E1E )

« XIF Existing or new remote domain name (I B HFHZZEITA) , B A example.local,
o XIF Trust password , BAKRE L —SEHRBHVMERZE,
« 7E Trust direction (f§4FA M) T , %&# Two-way (XX [E).

(® Note
- MREBHEREFEREREERZHIERE , FRREBIRESES D ( EEEFE
EEH  EEEEEEAN ). BX—KRIEL , ES 5 Microsoft MiE LM 7 #EESH
EO

- B R Selective authentication (&£ #FE M4 &M RIE) 2 —NEW , BERARKEREEN |
BINBWEERLTESAE. BRER , XN ABRMEFEM RN PR 7N Z
FBEFSEIMPHUATXEAF  cHBEEXEAFP RNV T ZZEEEIMPE
TENNR (RFEITEN ) WFHRIENR. BEXEZER , HZH Configuring

selective authentication settings,

« X}F Conditional forwarder (¥ &285) , A example.local S ERE DNS ARSEFHY IP st
(BEL—NIRBHIZZAHIE ) o

® Note

FUHRRB[BEML LK DNS fR$EE , A TRIFEZWHH DNS HE K DNS &ifj, 4l
o0, ATEARF DNS ARSSeRH0E 9 5% e U R/ £ X4 B widgets.example.com & B H & #5
M E W R B ENMSEE DNS IRF 2R IP it s DNS RS ER4Y IP bt

6. IEERM.

SR 3 WULEE

EATF | SN 25 ERIE Amazon 5 Amazon EC2 E#Y Active Directory 2 [BiRBS1E.
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B fEE

1. $TF Amazon Directory ServiceiZ &l Ao
2. 1%&#% corp.example.com H %,
3. ERFHEMAGENELE , ITUTREZ—

- MRZXFEFTERSANXE , BEEXE , REAEMNXEZ2ETF, BXESEE , F
SHREXHEHMXE :

- MRSXFEFTREREAXE , EEMZERLETF,
4. EEEXRIDH , EENIENEEXR.
1% Actions , R/F1%E$F Verify trust relationshipo

—BRUFSERRSG , B M1Z A LAFE B Status 5 £ 7R Verifiedo

RMBREBEEAHRE | ZIAEE—NIEZRHNTEZ/MKI Active Directory 3848 | A LU IZIFETF
BNRE RS, itk R EHEITRIE 2018 FHEH , At , FANER T FH1E AL,

Amazon Managed Microsoft AD [REH&E
BUT P78 T BB B HE S5 7E SIS A B A AT AL B ) — B L I,
Netlogon M&Z £ {EEEEFE R

B CVE-2020-1472 WERRIEHE , Microsoft & 74T |, &4 T 21& BUH iR HI2R4LE Netlogon T
FEBENFRN. BME|IAXLZL2E Netlogon ZZE LAK , Amazon Managed Microsoft AD AJBE T &S
F L Netlogon %1% ( RS2, THEMFMEERIE ).

ERIFFRIBREE Netlogon EZLFEBEFEHE>X , i5HE Amazon CloudWatch Logs H#E % E4 ID
5827 ( BiRZHMHRIEMXMIFIR ) 5 5828 ( A< AD EERIEMEXHEIE ) . XA Amazon
Managed Microsoft AD H#J CloudWatch WEZER , #2H BEABEHL.

BXEI CVE-2020-1472 W RBERNEZER , B Microsoft My ERAEES
CVE-2020-1472 #<BkHY Netlogon &£ 5B EE P E X,

i [E

MRAFSICEBREEFE Simple AD 5 Amazon Managed Microsoft AD B FATEE| @ , o] LAfE
F Amazon Web Services Management Console, Windows PowerShell 2% Amazon CLI EE %3,
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BREZER , FSH EEAT#B,

£

- £ Microsoft EHEEERIE DNS lRF R
o Linux A &R

« Active Directory 1 7] Fi 77 Z2 i8]

- BT EREIR

- EEUERETER

5 A Microsoft B4 EF =5 DNS RS 85

B A LR IR M Amazon Managed Microsoft AD DNS =4 , N ER ¥ EMBEE DNS @&, 4l
W, MR- DNS iERHrk , B LUEH DNS FREH AEZHBPBERTRERHBEZRE, B
KMFPELIER B ATEE IP #utiER , L&A DNS FREH AERE TSN,

At , BAREREERAKS RN Amazon HERAEEBERARANKS ERK, BXRIHEANESE
B, BS5EBRAmazonFEE Microsoft AD &z B FZBIE T 14,

1418 Amazon Managed Microsoft AD DNS FWE#&E &3S

1. B AT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. EEMSMERD , % Instances (3£4)

3. HEFMALEE Amazon Managed Microsoft AD B %#9 Amazon EC2 3£, EBiZEH , RE
%% Connect (£#£),

4. E#Z Amazon EC2 KHlfa , T F AR £ HiEE Windows EETENHR, AEETEXHF
(e REREHEER

5. 1f Event Viewer (B4E&FES8) BEOH , & Action (BR1E) , A/F1%E$F Connect to Another
Computer (E#EF S —A1TEW).

6. EEZ—ABITEWN , A Amazon Managed Microsoft AD DNS FREZE8Z M IP itz — |, RE
EREE,

7. EENBE®EFR , SME Applications and Services Logs (MAREF MRS A %)
>Microsoft>Windows>DNS-Server (DNS R$583) , AEIEER Audit (F#).
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Linux 3 A0 A 8%

LT AR #BIEHEE S EC2 Linux E4I0A Amazon Managed Microsoft AD B 8+ Al 8538 B #9 —
g%i%iﬁ/%\(}

Linux SE5) 753 hN A S s 3 1T B 19 IR iE

Ubuntu 14.04, 16.04 # 18.04 EHI24J01E DNS AR ] LA @) 4T |, AR J5 F RE(E F 5%k Active
Directory, &l , BARELBEIU TR 2 — !

%5 1 : Ubuntu SE45I1& R 0 A 455,

3 FZRMAFITE Ubuntu 3241, MiZ sudo realm join @ ATRER IR AN A Z AT E MR H
AREE RUATERIR -

I Couldn't authenticate to active directory: SASL(-1): generic failure: GSSAPI Error: An invalid name
was supplied (Success) adcli: couldn't connect to EXAMPLE.COM domain: Couldn't authenticate to
active directory: SASL(-1): generic failure: GSSAPI Error: An invalid name was supplied (Success) !
Insufficient permissions to join the domain realm: Couldn't join realm: Insufficient permissions to join
the domain

5= 2 : Ubuntu 32412 h0 A S5,

FFEL A Microsoft Active Directory 38 Ubuntu 354 , 2 i E & @8 SSH iEEE %= 4l
AJRERRM , HHIAUTHEIR

$ ssh admin@EXAMPLE.COM@198.51.100

SZRB WK B M : /Users/username/.ssh/id_ed25519 : & B H B XH = B
admin@EXAMPLE.COM@198.51.100 By &35 :

RPRWIEL |, EEi,

admin@EXAMPLE.COM@198.51.100 Y2275 :

MREALNAERIZFHAE /var/log/auth.log , BAREABIUATEXREERIAFNE

= |
R .

5 B 12 B 01:02:12 ip-192-0-2-0 sshd[2251] : pam_unix(sshd:auth) : B3 RIEKLM ; logname=
uid=0 euid=0 tty=ssh ruser= rhost=203.0.113.0
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5 A 12 B 01:02:12 ip-192-0-2-0 sshd[2251] : pam_sss(sshd:auth) : S RIE%.M ; logname= uid=0
euid=0 tty=ssh ruser= rhost=203.0.113.0 user=admin@EXAMPLE.COM

5 A 12 B 01:02:12 ip-192-0-2-0 sshd[2251] : pam_sss(sshd:auth) : A admin@EXAMPLE.COM
EWRE : 10 (KRS HRIMERTHERAF, )

5 A 12 B 01:02:14 ip-192-0-2-0 sshd[2251] : & B 203.0.113.0 # O 13344 ssh2 # T 3% f F
admin@EXAMPLE.COM HJ B8 % I

5 A 12 B 01:02:15 ip-192-0-2-0 sshd[2251] : E&3d 203.0.113.0 [preauth] < FiE$#
B2, AFM kinit MRER. SHEHLRH

ubuntu@ip-192-0-2-0:~$ kinit admin@EXAMPLE.COM admin@EXAMPLE.COM &Y

#E5 : ubuntu@ip-192-0-2-0:~$ klist ZEUF4RTF : FILE:/tmp/krb5cc_1000 EBRINEIEA
admin@EXAMPLE.COM

R E

X i S Y a SN RS EREZH [libdefaults] #4% /etc/krb5.conf HEYKR[E DNS , Z1T~FT

N

[1libdefaults]
default_realm = EXAMPLE.COM
rdns = false

TN L OEE S HRERE

R &1 AmazonIEE /Y Microsoft AD FIRHI A i Active Directory Z [BIZE I 7 # [b/& HEE , MES
HEEATHE Winbind BYR1{E Active Directory FHEX 2B Linux SEHIH T S A RIER , TJEESIB
B & AR [

Bix

Jul 31 00:00:00 EC2AMAZ-LSMWQT sshd[23832]: Failed password for user@corp.example.com

from xxx.xxx.xxx.xxx port 18309 ssh2

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): getting password
(0x00000390)

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): pam_get_item returned
a password
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7 B 31 B 00:05:00 ec2amaz-Ilsmwqt sshd [23832] : pam_winbind (sshd: auth) : &3k wbcLogonUser
&M : WBC_ERR_AUTH_ERROR , PAM £8i% : PAM_SYSTEM_ERR (4) , NTSTATUS :
*NT_STATUS_OBJECT_NAME_NOT_FOUND** , fixEE R : HTEIFNRBE .

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): internal module error
(retval = PAM_SYSTEM_ERR(4), user = 'CORP\user’)

BRI %

EMREEE , ZREFAUATSRIRESIMN PAM BREEXH (/etc/security/
pam_winbind.conf) Al BRIE S

1. BEXREHEI[PITFF /etc/security/pam_winbind.conf X4,

sudo vim /etc/security/pam_winbind.conf

2. ABREDIMEREILTIES krb5_auth = yes,

[global]

cached_login = yes
krb5_ccache_type = FILE
#krb5_auth = yes

3. {21k Winbind fR% , AREF BRI E.

service winbind stop or systemctl stop winbind
net cache flush
service winbind start or systemctl start winbind

Active Directory 1§ 7] Fi 17 fi& Z= 8]

% Amazon Managed Microsoft AD i F Active Directory WAl ZEZRIF EMZHMAT , EEMLHAX
BB e B RMEFEHRS . XHRIINANINGEELREEATETHNE :

1. SYSVOL XHREFHSNERARBENR
2. Active Directory BIEEEIERS

& X Amazon Managed Microsoft AD N EZEE. , 2 Amazon Directory Service Effto
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SYSVOL Xk F S NEARE R R

RN —NELRE 2B TEME SYSVOL XHRAPHITHRBOENIELE 4, XEIFLE
XA AR EXE, MS| S TH RO ENTXENTMEAM . EAENARBENERANREAH
RENR, BROAEMANATBNRWPREFRE., TAELEXHEH LT T Amazon Managed
Microsoft AD 1312 # 88 LA/ BY X4 AR S5 85 L

MREEXHHTERREMEZE  NINFEAXERSSHBREFEXIELZEXYH, IREFTHEEBITER
XHRSEF , Amazon SREEE X 4IRS EFED Amazon FSx,

ERREARSENXMG , BB BEAGAENE (UNC) BEZiGR SYSVOL =, fltn , R EH
HHTEREESE (FQDN) 2 example.com , M SYSVOL # UNC B2 7 “\example.loca\SYSVOL
\example.local\’e — B3I HMIBRARIEALIER FNFASENXNR |, %28 FMIZE 30 284N RERE
MRS, WR 30 P8 /E1% B FAREFENRE , EBLR Amazon Support.

{N7E SYSVOL £ EFFEF ERNAREXHNEELETHRET2E SYSVOL MR E B/ B F.
Active Directory BIEEEE XS

WIREN—NELREARHT Active Directory BiIEFEEXR S, ERIERER TEXMIER , BAUESR
BRPNRWEITHE, BITPFEITXFME , LBRETHREB RO RMATABERPHINRE
o

ERIAER T , Amazon Managed Microsoft AD f§51 B R B 7 AD B IEH 180 K , RAFWMB F &K
ANEBN R, —BE—PIRREAAEBHR (ZEMER ) K EoBRE 180X, AEFTHZREMNBRPE

Bro HIt , H—IXNREMERE , EEBFBIREESRFAE 360 X, REBEER. XREFETMEX
KREBHWEREE,

A< Amazon Managed Microsoft AD XIFHF RITBNEZFHMELR , H5ZH Amazon Directory
Service EH'o

ERNETECHBRNRAE ZHHINREL , ATSAAIA Windows SEAIEYIEIZ1T AT PowerShell @5
T BXRUMARBEEXFINSE , 55 EE Amazon Managed Microsoft AD &R /4,

Get-ADObject -Filter * -IncludeDeletedObjects | Measure-Object -Property 'Count' |
Select-0Object -Property 'Count'

THRETLRAGTHRAIHL

Count
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https://www.amazonaws.cn/directoryservice/pricing/#Comparison_Table
https://www.amazonaws.cn/directoryservice/pricing/#Comparison_Table

Amazon Directory Service EEEmR

10000

MRBUHET ERERFIHN B RANIZFHIRNRITE , IRTECBLERNEE.
UTRIEBUAH T RRRILRE

1. &% AD
a. BIBREMTFZER AD H Ko

b. M\ AD EIRUEFRBREMFTRENN R, FEE , LLBRERBAMEDN |, MEX LSRR RAVKE
—HARRITERNER,

c. AT e &M AD =1 vk A i BR PR E M BREIXY R

/A Important
FEECALGT , EAXR-— MU ST , MEXLEMBRN RV —FERMITE
FKAIER,

$DomainInfo = Get-ADDomain

$BaseDn = $DomainInfo.DistinguishedName

$NetBios = $DomainInfo.NetBIOSName

$0bjectsToRemove = Get-ADObject -Filter { isDeleted -eq $true } -

IncludeDeletedObjects -SearchBase "CN=Deleted Objects, $BaseDn" -Properties
'LastKnownParent', 'DistinguishedName', 'msDS-LastKnownRDN' | Where-Object

{ ($_.LastknownParent -Like "*0U=$NetBios,$BaseDn") -or ($_.LastKnownParent -Like
'"*\QADEL:*') }

ForEach ($0bjectToRemove in $0ObjectsToRemove) { Remove-ADObject -Identity
$0bjectToRemove.DistinguishedName -IncludeDeletedObjects }

d. @ Amazon Support Bl —NZRHI , iEK Amazon Directory Service [E Y 8] F Z2[d],

2. MNRIEH B FRENFREM , @ Amazon Support BIEZ—NEH| , FRFEZARIIDUAR, Xt
LB E FHUEAER. BREMEEL , 1S H Amazon Directory Service E o

#£ Amazon Managed Microsoft AD & |, Amazon MIBRXN REGAPZE X ERE AN K R REB ISR
msDS-DeletedObjectLifetime B , ZEMTRE MR RER I BRI R ZEIREE AD |
Wt A B R
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® Note

XE-—IMEREE, NREETS , NARSBBEER, RMNBNBWEERESE AD B
Uh: THRE, SKhe. BERERMBEESER , WEFih T RIXETRE,

¥ msDS-DeletedObjectLifetime BMHEEXNRENKENEN BT TRARENINRITHT2
BEXENRD . KEETRENNKEEREN 2 X, BLiZER , BFLTEBER AD EKRIGHR
ECHBRNXNR, FEMNRBERBERIEMEIFNINR, BXEZER , FEH HEFHBERE
FEFE F. FARRBREERHBLSBHEER , BAEIR—LERER.

EEWEFNERHBENREGEAY , BETUATHT :

® Note
MRRFEHIZTHT , E2F Deleted Object Lifetime (Ml BrX K4 ar B H) B HEIREN 30
Ro MREEEENAPERKERE , FREFENEAHRFER 30, BR , RIMNBWET

B TRIABF 180,

$DeletedObjectLifetime = 30

$DomainInfo = Get-ADDomain

$BaseDn = $DomainInfo.DistinguishedName

Set-ADObject -Identity "CN=Directory Service,CN=Windows
NT,CN=Services,CN=Configuration, $BaseDn" -Partition "CN=Configuration, $BaseDn" -
Replace:@{"msDS-DeletedObjectLifetime" = $DeletedObjectLifetime}

Ry RiEIR

LR AR #BIEHEEE N Amazon Managed Microsoft AD B &3 B R 5 IJ A28 B fY — LE4E IR H

JBNO

5| H
iR

Add error on entry starting on line 1: Referral The server side error is: 0x202b A referral was
returned from the server. The extended server error is: 0000202B: RefErr: DSID-0310082F, data
0, 1 access points \tref 1: ‘example.com’ Number of Objects Modified: 0
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[RIBHEE

HBRAEUSHEMNFTERBETERNE R, ELRRHIH , DC=example,dc=com R ER N

cmdlet Get-ADDomain £ Y DistinguishedName,

ToRBRENS A
HiR

Unable to read the import file. Number of Objects Modified: 0
[F) B HEE

SAH LDIF XHRZ (0 FT7). BRE LA EBATXH.

BIEHEIR
iR

There is a syntax error in the input file Failed on line 21. The last token starts with 'q's Number of
Objects Modified: 0

[RIBHEE

E21ITHXAEXTERH, TRXANE—NFRR A, AENY LDIF BEEMHE 21 17, BX
WA E LDIF XEBRANEZEL , TSHELSE 1 62 LDIF X4,

BHRERFE
Hix

Add error on entry starting on line 1: Attribute Or Value Exists The server side error is: 0x2083 The
specified value already exists. The extended server error is: 00002083: AtrErr: DSID-03151830,
#1:\t0: 00002083: DSID-03151830, problem 1006 (ATT_OR_VALUE_EXISTS), data 0, Att 20019
(mayContain):len 4 Number of Objects Modified: O

[RIBHEE

EWERENA,
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FZHRE

tHix

Add error on entry starting on line 1: No Such Attribute The server side error is: 0x2085 The
attribute value cannot be removed because it is not present on the object. The extended server
error is: 00002085: AtrErr: DSID-03152367, #1: \t0: 00002085: DSID-03152367, problem 1001
(NO_ATTRIBUTE_OR_VAL), data 0, Att 20019 (mayContain):len 4 Number of Objects Modified: 0

FIEHEE
LDIF XHEZHM—NEPRERENE , BZEE R AR INEZK, TRENAREER,
Hix

Add error on entry starting on line 41: No Such Attribute 0x57 The parameter is incorrect. The
extended server error is: 0x208d Directory object not found., The extended server error is:
"00000057: LdapErr: DSID-0C090D8A, comment: Error in attribute conversion operation, data 0,
v2580" Number of Objects Modified: 0

FIEAHEE

B A THIIHNERETIER, BEEHE.

FRERII R
iR

Add error on entry starting on line 1: No Such Object The server side error is:

0x208d Directory object not found. The extended server error is: 0000208D:

NameErr: DSID-03100238, problem 2001 (NO_OBJECT), data 0, best match of:
'CN=Schema,CN=Configuration,DC=example,DC=com’ Number of Objects Modified: 0

[RIBHEE

A5 $E 7 (DN) 5| AN R F&.

FEEUERSE

EEUEAME , KSEERFHISHMER . UATEEUHBEREFRXLEHENES L,
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5 [A) #7 3E 4

ZHABEENIFREEL, EEEBIEN , AIZBFNLZLREFTATRERSFT. EfRILFER ,
'Lﬁﬁ'l_tl’)\—r??"xﬂz .

BRIEFANGEERSEZERE LA EZENEENERNEBEERE,

- RiIFZLRE AT RIREE

- BMIFAHZERRRERSEWH, E4XKE , RE Local Security Policy > Local
Policies > Security Options > Network access: Named Pipes that can be
accessed anonymously #ERHZEDLITEUAT=ATEEE :

* netlogon

* samr

* Isarpc

- BiIF FESBENEEREIEN NullSessionPipes SEMRIMMWERZE |, iZEMRIAMV FEMRBE
HKLM\SYSTEM\CurrentControlSet\services\LanmanServer\Parameters F, X EEA3EAZ 2B
1T L,

@ Note

EIABER T , Network access: Named Pipes that can be accessed
anonymously KRZFEHE R Not Definedo XRIEEM , RAEHEFEEN T Network
access: Named Pipes that can be accessed anonymously HERERINRE R
netlogon, samr, lsarpc.

BEESB T EEREETR

EMRERE , FRRENETSHIREN VPC WiFEEH Sk (ACL) EH , HEHEBRRMAZREELR
REEEE . Amazon FREAE B NIXFTFF Active Directory BEEFTEN KA. ERINEES , T2
HEFEZMNEE IP it FXEHONRE, H:'.ztn'juu,gﬂffﬂﬂ:fzééﬂo BREEEHRSANBEHAN | LA
AT RERARENE, BXLZL2ERNESEFER , 52H K 2 . H#FE Amazon Managed Microsoft
AD,
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f’\—«-mwmm PR — S-S V- e
{‘ Summary Inbound Rules Outbound Rules Tags

§ Cancel m

? Type Protocol Port Range  Destination Remove
j ALL Traffic [= | AL ALL 0.0.0.0/0| x]

Add another rule

MEEME FMEH DNS RFSBFEALH (JERFC1918) IP that , MEFEEEBF LERM—FMN
Directory Services $##| & ) DNS fRF80 IP 5. EXELZER , E5H 2. BiFiRETR

ES E T
EBMESBHEAM (IANA ) ERFAEEBMRZE T T 35 IP #2208 -

+ 10.0.0.0 - 10.255.255.255 ( 10/8 B4R )
« 172.16.0.0 - 172.31.255.255 ( 172.16/12 B4 )
+ 192.168.0.0 - 192.168.255.255 ( 192.168/16 HI% )

BXEZER , ESH https://tools.ietf.org/html/rfc1918,

iF Amazon Managed Microsoft AD FIERIA AD Bh R BMER SR EMIZEF I ERIA AD KB
MHEEE, TENEATENMENEMTRAFNERBEESER. FUAREGTRENESRIEN A
Uh R |, AEE{R DC B FEARIA I SR FIgs. MRIXHEMTERRERE , NTERRAE
FETUHBNREELARSB[NER , NTELLTHEHFNGEE. S50, ARBRZRCIES
FERMEZHERRSEE.

BXREIEREBNEZEER |, B2 F Microsoft ML EA Domain Locator Across a Forest Trust,

EiE Active Directory Sites and Services
File Action View Help
=@ =z HBEl 2

@i Active Directory Sites and Services|| pame Type Description

M SI.tES . [ Sites Sites Container
| Inter-5ite Transports
_| Subnets

E Default-First-5ite-Mame
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ToETE L E AT IZIRE

ERIE AR | FEERFEANE/E X NETBIOS EMAEE, MRE/HFZBXEEEMN NETBIOS &
, BEEATRERN NETBIOS EMEFUEHEP—/ , ABRER,

HTHIHEEAEMNEE HIR , FEUIEXK

DNS EMARBEFEFH (AZ) . BFFH(09). BE (-) AR (.). REHARFHA
ToREFXBEMNAKSBIE , T RTFER. ZHEZRATER

« Amazon Managed Microsoft AD T X #HX ENMRZFHWEE. BXEZER , S Microsoft X &£
BREEH X,

« 1B#E RFC 1123 ( https://tools.ietf.org/html/rfc1123 ) , DNS $rZXHH—TA A ERANFEHF R A-Z, a-
z, -9 LARIEFRF (-) . DNS B R AR[], {8 RAETE DNS #RE 2 [EH FQDN & 24 fE
o

« 1B#E RFC 952 ( https://tools.ietf.org/html/rfc952 ) , BFR ( W&, £, WXFEE ) 2—NFE
o 24 NFRNAZRE , AIFERAFR (AZ). BF (09). BE (-) A (.) BlE, &%
B, RAEY9RATsREEEXNEHRNEARBON , TATEA.

BXEZEE , B2 Microsoft Mk _E Complying with Name Restrictions for Hosts and Domains.
ATUNHEEN—KRIE
DTRUATHERREEHEXRENIE,

Amazon Systems Manager B3l {LRIBHETE

B TEFR ( SAW ) FA Amazon Systems Manager Automation J &2 70 E X #9 Amazon
Directory Service &1TF M. AWSSupport-TroubleshotDirectoryTrust i&1T F it T B 7] &8 Bh 1812 W
Amazon Managed Microsoft AD F1Z<th Microsoft Active Directory 2 [B% WL HYEE I R &,

DirectoryServicePortTest T&

DirectoryServicePortTest Il if T E7EBEBR Amazon Managed Microsoft AD F1Zth Active Directory 2
ERNEELRRBEMNIEEER. BXOAFERAIENRG , 2N AD Connector,

NETDOM # NLTEST T &

=1 R A LA Netdom f Nitest s ST T ERERK., T, 0IE. HERNETEEE, XET
B EEEEEHE LN LSANBBEE., BXAERXLETEN RS , 555 Microsoft Mg EH
Netdom 1 NLTEST,
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Amazon Directory Service

HEI/HRTE

EEEmE

R

B LAMER N ER Windows R BHRIABRFRBFENBRABENNEZRZ, BXESER , S

%] Capture a Network Trace without installing anything.
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AD Connector

AD Connector @ —M B FMx , EBE AT UM B FiEREE @ 2|7 # Microsoft Active Directory , T
LTEERHPEFEAES. AD Connector R A/, BI/NEFI KR, /8 AD Connector X[ THTF
MERPINAL  SRLENIRERED . KB AD Connector EI TATHAERANALR , SRLE
HIREHREBNTERESZ, BAUEZA AD Connector 2 M ARFE , BIFEEHMAESERBTY
Bo. REREEIEEN AP SEZERS,

AD Connector % AD Directory &% {54F. AD E#ZEFMER At Active Directory 152 —X —HIX
R, RN , ¥ TFEN R , SFEHITHHRIEM Active Directory KRy 715 , FATBIE—
NHE—H9 AD Connector,

® Note

AD Connector TeE5HM Amazon IKFHZE, MEFEE XM , ATLAZEER Amazon
Managed Microsoft AD 3k =2 H %, AD Connector i R % VPC |, XEWRETEN
B WWorkSpacestt R B Amazon N A2 F B E 2] 5 AD E#2RME R/ VPC H,

RE2ZG , AD Connector E&LLT{LE -
- BNRLAFPTIT B2 A UFERMNINEN L BIIEH B FAmazon N ATEF WorkSpaces , 40
Amazon 5 Ama WorkDocs zon WorkMail,

- AIBUESET IAM B8 Amazon Web Services Management Console 7 B X RKEE Amazon
BR , Blan Amazon EC2 3415 Amazon S3 77 .

s BOLIBRAN—ibNENEREREE (WEBEH, ZEFELMKFSE ) , T1eAFPHITEERR
=17 ) A 3 B AR FE ik = Amazon =R VR IR.

- WLUENESET RADIUS WA MFA Rt ESERK , £/ AD Connector ERAZERIE , NEH
FiAE Amazon MARFRIEEEZ S M,

PEEFIRATHNEDR | THRIERRIEZUKFIE D FA AD Connector ZheE,
FB

« FF#a{ERA AD Connector
« W{AIEE AD Connector
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« AD Connector H{E3RE

« AD Connector Bt

« AD Connector ¥ N FEFFRA R
« AD Connector #BEHEER

FF 54 AD Connector

£ AD Connecto Amazon Directory Service r , R A SUE BRI AN DL ES B . HEZEFIBHWIN
BB ZAt , BFTE B RBEMNREEEESEE £, Amazon Directory Service & $l & BT B
.

F&

« AD Connector %R &4

« 812 AD Connector

« {# AD Connector BIZ T4

AD Connector % R& 4

EfEA AD Connector iEE#ZZ|EHNMEE K , BEE :

VPC

3 VPC HITITRE

« ELANFM. BN FRAMN T TR ATHX,

- HIBENEREAME (VPN) E#E R Amazon Direct Connect i VPC EZE RN I E M &K,

« VPC XM EBBRINEHES,,

Amazon Directory Service fERM VPC &4, HEE R ZH EC2 EHIEHEE Amazon Kz Mz

1T , HH Amazon ¥, HA ETHO M ETH1 AWML &liES. ETHO REEEE S , FETEMNK
Pz, ETHL FEI8RIK - N8,

BXH ETHO MENERE IP SEEUAREARNGER , MBRETL5EHF B RN VPC REMR, It
IPSEE AR TE—X (ANERERDFHFIET)

* 10.0.1.0/24 1 10.0.2.0/24
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« 192.168.1.0/24 F 192.168.2.0/24

ENMESRE ETHL CIDR WE—N U FTRBRFR, MR 10 Tk, BARMNBEE—
M 192.168.0.0/16 VPC , HF¥ M7 192.168.1.0/24 1 192.168.2.0/24, MREE—N\UFTFZ
10, MFATEFE — 10.0.0.0/16 VPC , EFM A 10.0.1.0/24 # 10.0.2.0/24,

EREETBEE VPC LHEH, Fit , XMBER TS IP AR,

BEXREZELR , 52 W Amazon VPC A5 BT £/ ;
« Amazon VPC B4 ?

- BVPC HHI T

- EEH VPC iR EHELEAMX

&5 Amazon Direct Connect WEZ{EE. , 2 Amazon Direct Connect F F 15/,
A Active Directory

BN EEERETEA Active Directory B I A MWL,

® Note
AD Connector 232 N Fr&iE,

It Active Directory iHiHI ThE 4 B 2451% FWindows Server 2003=¥E 5. AD Connector &3
#iE#E Amazon EC2 £ EEE /I,

(® Note
5 Amazon EC2 i1 AThaES & E AT , AD Connector A3 # RiE #4288 ( RODC )

AR S5 K

BB E B RPHEEIR T L TRERA RS K- EIE :

- EEAPAE - 4F

o JFITEVLIAE-XTE AT AR F FEE WorkSpaces
o BIEBITENIT R-NAE B FTLEE A B+ EE WorkSpaces
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BXREZEE , FSAMERN RS K, ZRNR

(@ Note

AD Connector £ Kerberos ¥ Amazon N AREF#1TH B RIEMZN, LDAP XATFH
FPHANRER (EEIRE ) . T LDAP K , FIEMAIE , FIEtW AR 1E
%, HHRIEHE Amazon AERESAE | ZRSE A Kerberos ZiELAA F & #1117 LDAP
®’1E

AR

FiA Active Directory AP Z4MENEBECWEY. E4mME , SEUTEMY !
« GivenName

« SurName

+ Mail

+ SamAccountName

+ UserPrincipalName

» UserAccountControl

* MemberOf

ERIAEIR T , Active Directory AP X BERUREUX L ES, B2 , BE A T UABMESUX LR ,
Fit |, B AJEEFH L B OXIRIE AD Connector 281 , RiFAF RE 68X LEEENER,

IP ithiit
IREVEI A B FHMF P DNS BRST2RSURIZFIZZH IP it

AD Connector TEE# |28 B FAFMIX LIRSS ESIREN _1dap._tcp. <DnsDomainName>

M _kerberos._tcp.<DnsDomainName> SRV ig5% , HIiX ERKZEFHAMEEIX L SRV id
. AD Connector ZiXEHFEIRTIR M LDAP # Kerberos RSB AigiiE 8T | HibiX L& SRV
BERMMNELEE—NLAEEEEE, X SRV IEZNEZEER |, iB1H1E Microsoft L# SRV &
JRi2F, TechNet

F MmO

9 7 £ AD Connector ¥ B FEREERZIEHNINE Active Directory 1H #1238 , NEMZHIBH X 1
PR Amazon VPC FFANFMEY CIDR FHUEA T O,
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« TCP/UDP 53 - DNS
« TCP/UDP 88 - Kerberos & 3% iF
« TCP/UDP 389 - LDAP

XL Z AD Connector FEBIEERIB X2 BIFMEN R IHEO, BELNEFEEE , BUEEEHH
HfigO,
(® Note

WRIA Active Directory 1K) DNS IRF eI HIZFRFERE VPC N, EiX RS 2R4E
KW Z A NTE VPC FRFHNFME CIDR FLERwmO,

BXEHMEOER | #HS5 Microsoft LY AD #1 AD DS i 0 E3R TechNet,
Kerberos il & 10 1 iE

B Pk %908 B Kerberos BRI, BXMMAE A RENIFMER  BHSHBREEH
Kerberos 1 57 51F, BXIIREN —RKEER , B3 2 Microsoft TechNet BTl & 1330 1F .

hnz s

@S Kerberos XY #&HY Active Directory 112 #2853 1T & 0 IERT , AD Connector XL T N
A

« AES-256-HMAC
+ AES-128-HMAC
+ RC4-HMAC

Amazon IAM Identity Center &R 54

MR i+ K IAM Identity Center 5 AD Connector £&6 1/ , N EEWABE U TR

« &9 AD Connector 21 Amazon AL EB XK, ik E
« &1 |IAM Identity Center Kz FEEH B iZE AD Connector Ky [E— XigH,

BXEZEE , ESH (Amazon IAM Identity Center User Guide) A Y IAM Identity Center
prerequisites.
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ZE MBI LREH
RNT EAEH AD Connector EZRZRBFZESHRIE , BEEUTHEA :

- NEMZHEERNEFIHRKRET RNIZESHKIEE AH P RS (RADIUS) fR$ 8. RADIUS &
FPRmARTRERNTER
- ERIBLKIRET R, BFEE Amazon Directory Service JREZ25HY IP ik, XL IP it AT BAME

#4115 21 Directory IP Address FEH3REL,

« T RADIUS &KinT7 R 4AMEREBRNHEZRI,

- BB M &AM SR BRIAR RADIUS ARSSE55% O (1812) M Amazon Directory Service fRS5 85
EAANETRE,

- &1 RADIUS RFBHB[ELENWINEEINAFRBLAMEE,

BXRES MFA 8 AD Connector WEZEE , 5% I AD Connector B ZE B KK,
o] S8 B9 PR 55 T = & A BR

EEEICNNEER , XTI EERTHERZR TELENRMN AD Connector RS IK B ZEIE,
R%& Domain Admins AW A B EBHNREES B R , ERENRESRK , BNEANEGEED
BRAENZ/IMURHNEBRSKF . U THREERNMAAEE S Connectors MFTH , ZIF Amazon
Directory Service EZEZI ZHMBNAXENR , RAEFHRSF KA RINENZ4H,

MHIEEINA R B F A B &% Active Directory User and Computers MMC BB 8 T it EHl EHITIE
ij*EDEo j@ﬁ/\\gﬁl’j\iﬁﬁiiﬁgﬁyéio
[6] S8} 19 AR 55 K P 22 A BR

1. $TFF Active Directory User and Computers H7£ S it ik B EEE
2. TEEMBHERNOFIRSD  AREE Users , % New , RFIEE Groupo
3. 7 New Object - Group X iEEH , AU THR , RFE T OK,

FE BEEEF
Group name Connectors
Group scope Global
Group type ZeH
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4.

£ Active Directory User and Computers St | R EIEIR, EXEH | % Action , &
J5i%$# Delegate Control, f1R#&EH AD Connector B3%# %] Amazon Managed Microsoft AD , NI
FRZHEFRREBNEIREES, EXTERLT , EEREHN , BEENE R OU TEFEFE
Ho a2 iTEHNREB OU,

7t Delegation of Control Wizard WHE L , 81 Next , ARfF# & Add.

£ Select Users, Computers, or Groups XiE#EH , #i A Connectors , AF# & OK, MRKE
ZAWR , BHkBELESEDN Connectors H, B Next( T—% ),

£ Tasks to Delegate T1[H L , i£3% Create a custom task to delegate , AE1%#E Next
1%£$# Only the following objects in the folder , fAfF1%#E Computer objects H User objects,

1%£$% Create selected objects in this folder , #A/51%1F Delete selected objects in this folder. R/5
ﬁ?¥-|:_$o

Delegation of Control Wizard x

Active Directory Object Type 77 1
Indicate the scope of the task you wart to delegate. lej\

Delegate control of:
(") This folder, existing objects in this folder, and creation of new objects in this folder
(®) Only the following objects in the folder:

] Site Settings objects S
[] Sites Cortainer objects

[ ] Subnet objects

[] Subnets Container objects

[ ] Trusted Domain objects

IUser objects v

Create selected objects in this folder
Delete selected objects in this folder

< Back Mext = Cancel Help

10. 1%#* Read , A/FiEE Nexto

(@ Note

MREEFEATHEFIMAS WorkSpaces , MEXHE AEAR |, iX# Active Directory
FRERIBITENI R,
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Delegation of Control Wizard >
Select the pemissions you want to delegate. 'ILH‘\.- X

Show these permissions:

General
Froperty-specific
[] Creation/deletion of specific child objects

Pemissions:

[ ] Full Contral h
Read

D Write

[] Create Al Child Objects

[] Delete Al Child Objects

[] Read Al Properties o

= Back Mext = Cancel Help

11. £ Completing the Delegation of Control Wizard R H L RIFEE , AEE T Finisho

12. FRBZREUE—IAFKF, , FFZAFPRME Connectors A, AP RNEF N ER AD
Connector RS , HTHMAER Connectors AN A , Kt EH EBENIER Amazon
Directory Service ZE#Z %I B %,

Ji® AD Connector

A AD Connector BEBEREZNIE B % , IIAEMKEBL X iE X6 VPC FEVH AN FMEY CIDR FF
BEENKO, ENRXERFTEXERYE , BRITUTSER :

iz, =

1. 7 VPC HE3— Windows 3Xfi3i&Eid RDP E#T. KAIMMAREAEHINKA. i VPC
KB EMATRRES R

2. T EHMELDirectoryServicePortTestMiZNARF. P ZRAEBE K Visual Studio T B X
# , B URBEEEEIZNXNARF,
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® Note
Windows Server 2003 R EERAWIRIERE T ZIFILBIA,

3. 1 Windows S R RAF T , AL TIETUZE1T DirectoryServicePortTest Wit S AT :

® Note

RERGMINEER FIi& B Windows Server 2012 R2 R E{KMRAAT , FBefE A
DirectoryServicePortTest JUi% & B2 FF o

DirectoryServicePortTest.exe -d <domain_name> -ip <server_IP_address> -tcp
"53,88,389" -udp "53,88,389"

<domain_name>

TEREHR. XTATUHAMRMBIIERES . MRFEEHSR , WANIRAZHEERA

<server_IP_address>

MEBPHZFIZRH P ik, FEIZ% IP RN Hw O, WRFEE IP ik , AN
Ho

BN AN ARFRERSITIT TM VPC BN AERO , HRIUESENMAEINER .

ZRHERRUTUTRAR

Testing forest functional level.
Forest Functional Level = Windows2008R2Forest : PASSED

Testing domain functional level.
Domain Functional Level = Windows2@@8R2Domain : PASSED

Testing required TCP ports to <server IP_address>:
Checking TCP port 53: PASSED

Checking TCP port 88: PASSED

Checking TCP port 389: PASSED
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Testing required UDP ports to <server_IP_address>:
Checking UDP port 53: PASSED
Checking UDP port 88: PASSED
Checking UDP port 389: PASSED

LLF 2 DirectoryServicePortTest B A2 FHIRAB,

/-k

*/

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").

You may not use this file except in compliance with the License. A copy of
the License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR

CONDITIONS OF ANY KIND, either express or implied. See the License for the
specific language governing permissions and limitations under the License.

using System;

using System.Collections.Generic;
using System.IO;

using System.Ling;

using System.Net;

using System.Net.Sockets;

using System.Text;

using System.Threading.Tasks;

using System.DirectoryServices.ActiveDirectory;

using System.Threading;

using System.DirectoryServices.AccountManagement;
using System.DirectoryServices;

using System.Security.Authentication;

using System.Security.AccessControl;

using System.Security.Principal;

namespace DirectoryServicePortTest

{

class Program

{
private static List<int> _tcpPorts;
private static List<int> _udpPorts;

AD Connector %R 4

WA 1.0 281



Amazon Directory Service EEEmR

private static string _domain = "";
private static IPAddress _ipAddr = null;

static void Main(string[] args)

{
if (ParseArgs(args))
{
try
{
if (_domain.Length > 0)
{
try
{
TestForestFunctionallLevel();
TestDomainFunctionalLevel();
}
catch (ActiveDirectoryObjectNotFoundException)
{
Console.WriteLine("The domain {0} could not be found.\n",
_domain);
}
}
if (null != _ipAddr)
{
if (_tcpPorts.Count > 0)
{
TestTcpPorts(_tcpPorts);
}
if (_udpPorts.Count > 0)
{
TestUdpPorts(_udpPorts);
}
}
}
catch (AuthenticationException ex)
{
Console.WriteLine(ex.Message);
}
}
else
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{
PrintUsage();

Console.Write("Press <enter> to continue.");
Console.ReadLine();

static void PrintUsage()

{

string currentApp =

Path.GetFileName(System.Reflection.Assembly.GetExecutingAssembly().Location);

Console.WriteLine("Usage: {0} \n-d <domain> \n-ip \"<server IP address>\"
\n[-tcp \"<tcp_portl>,<tcp_port2>,etc\"] \n[-udp \"<udp_portl>, <udp_port2>,etc\"]",

currentApp);
}
static bool ParseArgs(string[] args)
{
bool fReturn = false;
string ipAddress = "";
try
{

_tcpPorts = new List<int>();
_udpPorts = new List<int>();

for (int i = @; i < args.Length; i++)

{
string arg = args[i];
if ("-tcp" == arg | "/tcp" == arg)
{
i++:

string portList = args[i];
_tcpPorts = ParsePortlList(portList);

}
if ("-udp" == arg | "/udp" == arg)
{
i++;
string portlList = args[i];
_udpPorts = ParsePortlList(portList);
}

AD Connector %R 4

7 1.0 283



Amazon Directory Service EEEmR

if ("-d" == arg | "/d" == arg)
{

i++;

_domain = args[i];

}
if ("-ip" == arg | "/ip" == arg)
{
i++;
ipAddress = args[i];
}
}
}
catch (ArgumentOutOfRangeException)
{
return false;
}
if (_domain.Length > @ || ipAddress.Length > 0)
{
fReturn = true;
}
if (ipAddress.Length > 0)
{
_ipAddr = IPAddress.Parse(ipAddress);
}

return fReturn;

static List<int> ParsePortlList(string portlList)

{

List<int> ports = new List<int>();

char[] separators = {',', ';', ':'};

string[] portStrings = portList.Split(separators);
foreach (string portString in portStrings)
{
try
{
ports.Add(Convert.ToInt32(portString));
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}
catch (FormatException)
{
}

return ports;

static void TestForestFunctionallLevel()

{

Console.WritelLine("Testing forest functional level.");
DirectoryContext dirContext = new
DirectoryContext(DirectoryContextType.Forest, _domain, null, null);

Forest forestContext = Forest.GetForest(dirContext);

Console.Write("Forest Functional Level = {@} : ",
forestContext.ForestMode);

if (forestContext.ForestMode >= ForestMode.Windows2@@3Forest)

{

Console.WritelLine("PASSED");
}
else
{

Console.WritelLine("FAILED");
}

Console.WriteLine();

static void TestDomainFunctionallLevel()

{

Console.WriteLine("Testing domain functional level.");

DirectoryContext dirContext = new
DirectoryContext(DirectoryContextType.Domain, _domain, null, null);

Domain domainObject = Domain.GetDomain(dirContext);

Console.Write("Domain Functional Level = {0} : ", domainObject.DomainMode);

if (domainObject.DomainMode >= DomainMode.Windows2@@3Domain)

{
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Console.WritelLine("PASSED");
}

else

{
Console.WritelLine("FAILED");

Console.WriteLine();

static List<int> TestTcpPorts(List<int> portList)
{

Console.WriteLine("Testing TCP ports to {0}:"

List<int> failedPorts = new List<int>();

foreach (int port in portList)

{

, _ipAddr.ToString());

Console.Write("Checking TCP port {@}: ", port);

TcpClient tcpClient = new TcpClient();

try

{
tcpClient.Connect(_ipAddr, port);

tcpClient.Close();
Console.WritelLine("PASSED");

}
catch (SocketException)

{
failedPorts.Add(port);
Console.WritelLine("FAILED");

Console.WritelLine();

return failedPorts;

static List<int> TestUdpPorts(List<int> portlList)

{
Console.WriteLine("Testing UDP ports to {@}:"

, _ipAddr.ToString());

AD Connector %R 4

7 1.0 286



Amazon Directory Service

EEEmE

List<int> failedPorts = new List<int>();

foreach (int port in portlList)

{
Console.Write("Checking UDP port {@}: ", port);

UdpClient udpClient = new UdpClient();

try

{
udpClient.Connect(_ipAddr, port);
udpClient.Close();
Console.WritelLine("PASSED");

}
catch (SocketException)

{
failedPorts.Add(port);
Console.WritelLine("FAILED");

Console.WritelLine();

return failedPorts;
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ZEE A AD Connector E#ZZTMBEB R , BMITUTIR, E2FREIEZE , BRRKRESHE TAD

Connector o REMHHPHEER TR EZ M,

® Note
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5/ AD Connector £
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2. HEERFEBEFREBTEL , % AD Connector , REEERT —%,
3. 1£ Enter AD Connector information (5 A AD Connector §2) TTH L , ##HUTEER :

B F A/

MBI KRB R/ NI ITIRETE, BXRRKDHEZEER | BHSHEAD Connector,
B iR

B Ky AL R,
4. 7E£ Choose VPC and subnets (#%# VPC Ml+M) WE L , BHUTER , REERE Next (T —
#)o

VPC

B 3® VPC,
T M

NIBRFIBREREF W, AN FRLANTFREATAX,
5. 1£ Connect to AD (E#%| AD) mE L , REUTEE :

B3 DNS &

NEBFZNETLRERN , B0 corp.example. com.
B 3% NetBIOS & #i

A B FAVEAF , Hli0 CORP,

DNS IP 4
NEBFHPED—/ DNS BRSF2RAY IP i, XERSFF[AMAMNTR 4 PFEENEN TR
HEl, REEEN M DNS fRS5as IP it 2 A FEMBER | XLERSSFR AT T I
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ARSI A&
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6. 7& Review & create (REHCIE) ME L , REEFEEHH#ITEMALENER. WRESLE
¥ , Fi%£$F Create directory (BI2 B X). BRBIEBEFE/ Lo HatE,. SRS , Status BFEXRN

Active,

£/ AD Connector g2 T {4

£ 42 8I2 AD Connector B¥ , Amazon Directory Service B3 #MM&#ED (ENI ) 584 AD
Connector LR E. HHHA ENI X F&H VPC 5 Amazon Directory Service AD Connector 2
ERNEZEBEXEE , £TNMR. EASUEN T #RIRF4RE AT Amazon Directory Service H
FTEMIED : “Amazon 7 B 3% directory-id BIBHIMEKIELD", EXREZEE , HZH (Amazon EC2
Windows EHIAFIEr) PRFEMENEED,

® Note

EIAER T , AD Connector SEFIEE —MXBHHNATAXAF | HEESIEH Amazon
Virtual Private Cloud ( VPC ) . &M # AD Connector SR ER — A A X FERAERR IP it
I=FrR=:

Y IRZFZAETE AD Connector ( Amazon |IAM Identity Center@3EFE R ) R KIAmazonN BREF
fREE , NARRFRERESSFENFHRIEERE KL AD Connector , AD Connector f /5 & fFiFK
HRE|EBITEEM Active Directory RV IR FIZF#H T H MR, MREKINET BEEEMN Active
Directory BY & 4 11F , AD Connector 2B N AR FHRFRE FHRIESHE ( LT Kerberos &
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« W& AD Connector B %

«  EC2 E4I1A Active Directory

o #F M AD Connector B %

« BAX Amazon NARF MRS EE
29 AD Connector E#1 DNS bt

R312H AD Connector B

AFTNAB T R AD Connector SREREEZ B,

£}

« £ Amazon Directory Service FE# AD Connector RSk 7= ZEiE
71 AD Connector 8 AZE 5 RiE

£/ AD Connector /g A& F i LDAPS

f£ AD Connector F/8Fl mTLS S RIFUESEEF—EFEH

1% Amazon Private CA Connector for AD

1£ Amazon Directory Service FE#1 AD Connector AR5 i F &EiE

#&1E Amazon Directory Service H32# AD Connector EIEXRRA FIHRIMA AR B FH RS K,
& T OB AT AT S B 4E Amazon Directory Service F£3IX L ARSIk /2 4Z1E

(® Note

MRFNEFZZBHT Amazon IAM Identity Center , ] Amazon Directory Service 2FUF RS E
KB (SPN ) MEHTIRS K H#BIFMNBRSKS . RIS FARS K, T ER SPN =T
BRSSIK 7 FEAR I SPN | MIRSE QR R ABEINITEAMNRIEN B RIKFWEIE, XEEIE
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4. £ Service account credentials (RS IK P &EHE) o H |, i%#F Update (EH).

5. HEMBRSKFEIEXNFES , BABRSKFNAFBMNEDL, ENWARDRTHIN, RFE
BEM.

A AD Connector 5 AZ E BRI

LIREARM T EC2 KHIH1Z1T Active Directory B} , ATEL AD Connector BRAZEFHBRIE, X%
EXUE5 Amazon Directory Service ZE&AMEZEE. , S AD Connector FiRFEH,

(@ Note

ZEHHRRIEX Simple AD A H, {ER , T Amazon Managed Microsoft AD B /8
MFA. BEXEZEER , 2N Amazon Managed Microsoft AD /5 Fi Z & & 311 :

5 AD Connector BRZE 5K KT

1. % Amazon Directory Service #2#| & S EEH | EEFEH .

2. %&¥E4E AD Connector B &/ B & ID §53%,
3. EEFRFMEETEL , i%&# Networking & security (BxM = £4) &+,
4. HEZERIEIDF , &BBE , AREEBR.
5. EERAZESHRI (MFA) REL , BHUTE :
& RIRE
REIRZEE N

RADIUS AR%528 DNS & #g IP it

2 1 RADIUS FRSSBLK 5T A M IP #hik 5 & & RADIUS RS S MEIOHTEEM IP Hisk, T
DA S P bt |, FES 2SI ($ 192.0.0.0,192.0.0.12) ,

(® Note
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BL & 3 8E

AFRERmARFBENRBAAE MFA {18, & , B4AFERHRIT MFA R
= , out-of-band flfnxf A7 # 4T SMS XAKiIE, £ out-of-band MFA BRF R |

IR N BRI R IR 5 R IEHIR B RADIUS #BEHE. #/ out-of-band MFA f#R5 %=
i, BRAENERAFEA MFA B, EXHERT , REFEZRILAFERBF
B MFA FE 9 AR,

i

RADIUS fRSBRARBENG 0. B Z 1 W &40 2 18T BIAW RADIUS BRS5 28R O
( UDP:1812 ) M Amazon Directory Service IRE23EZ AAWFRE,

Shared secret code

82 RADIUS &Kir T RETIEENHERE,
#

Confirm shared secret code (AL Z &)
HIAEH RADIUS Kin T RN E R,

Y
IR 1R RADIUS L 55%5 SIS R I L,
MRS BABE (A REL )
%44 RADIUS SR S8 RIRORT (I BE (BN 2 4i). LEESANT 1 M 50 ZH.
RADIUS # RS A E it 8

H=id5 RADIUS lRFF|BEMNRE. LEXTNT 0 10 2HE,

34 RADIUS Status EX N Enabled Bt , ZEWUERF A A,
6. WBHEREBH.
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- KREH

- BRAEFFim LDAPS
- EEEFFim LDAPS

FoRFAM
BHAZEFI LDAPS 28l , BEEFREZUTER,

FH

« 7£ Active Directory FZ3 & RS 25 IE P
- CAIEBRER

« BRMER

£ Active Directory H ZBE Bk %58 EF

EFHEF R LDAPS |, BEE R Active Directory RV E MR HISFREH RRRSEEH. LDAP
PR S50 468 P 3 LB E B SR 40T O FF B M35k B LDAP B iRk SSL &R, & A LUE A R RSB Active
Directory Certificate Services (ADCS) &BZ M A& #Y MBSl & HlA94 KK SSL iEH., BX Active
Directory [RE2HEPERMEZE L |, 1S5 Microsoft Mk _E# LDAP over SSL (LDAPS) iE$,

CAEHER

E ik LDAPS BEFEZIERMANM (CA) i , ERTRSF|[IUERPHMEE. CAIERFEEH
Active Directory H 12 5l 2512 I HI RSB UL P ITBLR INEE LDAP BfE. BHEEMUT CAERERK :
o EEM—MEP , ZIEBSAE 90 RS F EIHE,

o EPAIR ARG R (PEM) K. MREM Active Directory AEBS H CA IEH |, HIEEF
base64 {wiBHY X.509 (.CER) fER S H X H#E R,

- 81 AD Connector B Z&Z A[#7#H (5) I CAiEH,
- {£F RSSAS-PSS XZEZMIEBFZ X,

B ZE K

Amazon R FATEF LDAP RE2XFE TCP #% 0 636 Li=1T , MA2EEZ| LDAP #% 0 389, {EE |
YEFEF, EEEN Windows LDAP BEFHEMFERAT A Windows AHlZ £ M LDAP %O 389,
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Bl Amazon ZEAMMLERL A& |, AL AD Connector ( ik ) fBEEE X Active Directory (A
35 ) RO 636 LB TCP @,

BHEZEF % LDAPS

EZAEF IR LDAPS , BEEMIEBMANM ( CA) iIEHH A AD Connector , RFEELNWERZRLR
A LDAPS, BHRJE , Amazon RABFSEBTEEM Active Directory Z [BIBIFFE LDAP BEHE
HZ£EEFE (SSL) BEMBRHITER,

B AR TRN A ERNEN B RERAEFin LDAPS, ZA LM Amazon Web Services
Management Console 73745 Amazon CLI 3%,

F&

« S 1 : £ Amazon Directory Service FEMHIEH

- SR 2 REFMRS

- PR3 BAE U LDAPS

- Z}R 4 BEF LDAPS KA

%P 1 . £ Amazon Directory Service H3E fAHE
5 T %% %2 —7E Amazon Directory Service FJEMHIEH,

J%3% 1 : & Amazon Directory Service FEMERIUES (Amazon Web Services Management
Console)

1. 1€ Amazon Directory Service 24| A SMMBEK S | EFH .

2. EFEBERWEBFID 85,

3. £ Directory details (B XiFELE) WHE L , % Networking & security (WM& MZ £ M) BT,

4. 71z Client-side LDAPS (& i LDAPS) #2 H , i&# Actions (IR1E) X% , RF1EE Register
certificate (EMHE)o

5. £ Register a CA certificate (JEff} CA iEP) JHIEMESF , % Browse (F ) , ARBIERFRIEP HiEF
Open (FTF).

6. 1%&$® Register certificate (EMHER).

J3% 2 : £ Amazon Directory Service F5EAHEEYIES (Amazon CLI)

o ETUTEHR. NTIEBHE , BE@ CAEBXHNNVE, HNF /L REIES D,
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aws ds register-certificate --directory-id your_directory id --certificate-data
file://your_file_path

HIR 2 REFIMRES
BEERUEREMOVREREEMERRIFIR , FEAUATE—TE.

%% 1 & Amazon Directory Service FREIEHEMIRA (Amazon Web Services Management
Console)

1. ®HIBFFAFEERNELHNEF R LDAPS 50
2. &% Registration status (EAPRS) 51T E R HFNEREMARS. HEMRSEERR

Registered (2E) B , EHIEH E R ZEM
%% 2 : £ Amazon Directory Service FREIEH MRS (Amazon CLI)

- BITUTHS. WRRAEIRE Registered , MR REHIEH S RIhEAM.

aws ds list-certificates --directory-id your_directory_id

HPR 3 FAE % LDAPS

# A T %75 % 2 —% Amazon Directory Service #/3 Fi%& i LDAPS.

(® Note
BAMERIEMED —NEP , REFEBAFEF % LDAPS,

%% 1 - 7 Amazon Directory Service /3 A& Fim LDAPS (Amazon Web Services Management
Console)

1. HIBFFAEERNELWEF % LDAPS 5

2. 1E%#E Enable, MRWIETMAAA , BRIEBREBREBEKINEMR , REEIH,

3. £ Enable client-side LDAPS (J8 A& F i LDAPS) XiEHEH |, #%# Enable (B ).
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% 2 : 7 Amazon Directory Service # /8 Fi & i LDAPS (Amazon CLI)

« ETUTEHS.

aws ds enable-ldaps --directory-id your_directory_id --type Client

HWR 4 . EF LDAPS A

A T3 H% 2 —8E Amazon Directory Service FHJ LDAPS IR 7o

%% 1 . £ Amazon Directory Service /& LDAPS R (Amazon Web Services Management
Console)

1. HIEFRFMEERNELBES % LDAPS &4
2. MBERASEETH Enabled (BA) , Il LDAPS ERIEE
%% 2 : £ Amazon Directory Service F#& LDAPS JAZS (Amazon CLI)

«  ZBIUATHS. NRIRAEIRE Enabled , M LDAPS B IHE B

aws ds describe-ldaps-settings -directory-id your directory id

EEEF % LDAPS
FERIXLi S EE LDAPS B &

BRI LAERAF TR T EREEE i LDAPS ®iE. B LAER Amazon Web Services
Management Console 75345 Amazon CLI 5%,

ERILERHRFMAER
ERATIGEZ-—ERLERRENFATTH,

%% 1 & Amazon Directory Service FEFIEBFHE S (Amazon Web Services Management
Console)

1. 1£ Amazon Directory Service 2 #l A SME®KH | EFHF,
2. EFEEFHEFID #i%,
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3. £ Directory details (B XiF¥4EE) TWHE L , % Networking & security (W& MZ £ M) T+,

4. 7£ Client-side LDAPS (& F ik LDAPS) Z8% #9 CA certificates (CA iE$) T , WEREXIEBNE
=

/BN 0

%% 2 : £ Amazon Directory Service F&EFIEHF4H/E S (Amazon CLI)

« BITUTHT. WFIEHID, EEAH register-certificate = list-certificates g
BB FRIRE

aws ds describe-certificate --directory-id your_directory id --certificate-
id your_cert_id

BUHEAHE

£ T 5175 % 2 —BUREME S,

(@ Note
MRFEMT —MEH , WHBHTEM LDAPS |, ARG ReBUREMEF.

J33% 1 : 7 Amazon Directory Service R EUHEMIEF (Amazon Web Services Management
Console)

1. 1 Amazon Directory Service 2% & SMBEK S , &R B Fo

2. EFHFWBZRID g#%,

3. 1£ Directory details (B XiF4E L) WHE L , %#F Networking & security (NE ML 2 ) EI -+,
4

£ Client-side LDAPS (% i LDAPS) B H , 1%#% Actions (81E) , R/F1%&$E Deregister
certificate (BUHEMHES).

5. 1£ Deregister a CA certificate (BUE EM CA iE$) XFES , i Deregister (BUHEM).

%% 2 : £ Amazon Directory Service FEUHEMHES (Amazon CLI)

« BITUTHS. XFIEH ID, iEFEHH register-certificate ® list-certificates iR
B PRIRAT o
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aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

HAZ P LDAPS
FRATIEEZ —ZHAEF % LDAPS,

J33% 1 : 7 Amazon Directory Service FE F & F i LDAPS (Amazon Web Services Management
Console)

#£ Amazon Directory Service 2 SMEKT , EFEH R,

EEE R E R D g%,

£ Directory details (B ZFHE L) WHE L , 1£1F Networking & security (MEFMZ£4) EIF,
£ Client-side LDAPS (& Fif LDAPS) #4H , #£#%F Disable ().

£ Disable client-side LDAPS (2R % Fim LDAPS) XJiEF4#EH , 1%£4F Disable ().

o kb w0 Dd =

%% 2 : % Amazon Directory Service 2 & F i LDAPS (Amazon CLI)
« EBITUTHS

aws ds disable-ldaps --directory-id your_directory_id --type Client

7£ AD Connector F/5 mTLS BRI LEEEEF—EEH

U LERETIEPHWHE£LARERS (IMTLS) BHRIEMEREF , WorkSpaces B BHITER
9 Active Directory (AD) 1 AD Connector AP #HTHHBRIE , #FALS#H, BAE , AFREE
WorkSpaces B2 X EH L AFEBECHNEREF , AFHA PIN #THMRIE , MARERAARBENE
B, Windows = Linux EE#\RE AT ELLE A B FMNAN K ERERGH 1T AD FHRIE,

(® Note

AD Connector FHYERE+ B 4K IEAE L TR T 7l HAmazon Web Services X138 , 3 B{X
BT WorkSpaces, BB R Z#FHHAM Amazon B AR,

« XERE (FFRILMILER )
- XERL (HRBRM )
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« TA#MKX (&E )
 TAXSE (FR)
o BOMHX (ZRZ)
« Amazon GovCloud ( EEAEZR )

ES}

- BIRSEH

- BRERFSHEIT

- ERERFEORIIRE

Bl SR

EFEAEEE R Amazon WorkSpaces &P im/a A mTLS BRI , FFEEH U RENEEFEM IR
BEENBERERE AD £K. BXWAEEH Amazon WorkSpaces #1 AD IREBE R+ FHRITNEZ
E8 , 25 (T D% WorkSpaces BEIERM) o

ERBREEFHMRIEZE WorkSpaces , BEFA T EEEM :

« CAIEHER
« AFERER
- ETPRERERE

CAEHER

AD Connector EEIUEHMAN (CA) iEH (RERAFIUEBHMEAE ) BTEREFFHRIE. AD
Connector ¥ CA I B SERFEBESHEEFIRENIEPH TR, HEFEUT CAIEPER :
« CAIEPMAERPUAKTF 90 XF gedt1TEM.

« CA IR XMEARIIEREERH (PEM ) 3. MREM Active Directory AEBSH CA IEH |, ik
12 Base64 M X.509 ((CER) 45 S T &=,

o AT EENTEUES CA ST A ERWFIERIERFAPE CAILEP , BREFHHORIEFRER I,
« &1 AD Connector B R Z [ Ff 100 CA iE$H
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« AD Connector 73X CA iE## RSASSA-PSS XEZ & %,

APFIEBER

@] AD Connector 2#t#Y A FIEHAMEIEBI subjectAltName (SAN) FEAREE AD AFH
userPrincipalName (UPN),

I RERERRE

N THITEREFRFMRIUE , AD Connector A ERAELIEFIRSHIL (OCSP ) REAFIERH
RHRS. ERTIEPRERE , OCSP IMRNREF URL XM BT EBMiGE, MREH DNS &
# , OCSP M RIf2F URL A BB Mm-S 2 Bl (JANA ) 1R BIg 3R FE P R B T 5.

AD Connector if H REREIENT :

« AD Connector A ERFIEBHRHPMAVEERTEE (AIA) FEBLIREL OCSP M FEF URL ,
G AD Connector £ % URL KERBE HH,

« N5 AD Connector ToEBMEAFIUER AIA T BHEREIN URL , 2 ERAFIEBFHEE OCSP
B2 F URL , Il AD Connector f$EFAE4R CA IEF E A AR R # A9 7% OCSP URL,

MBAFIES AIAYT BHH URL BEMERERE , NAF BHRIEAK,

« MRER CAIEFTMEIEIRMHAN OCSP IgMFEF URL T, TN ARM OCSP I FE
F URL , NAF BHKIERK,

(® Note
AD Connector EE OCSP g2 URL B9 HTTP URL,

HttEZERZE
1£ AD Connector F/5 B FEHRIUE2 Al , FERIATEM :

« AD Connector FRETIEPHNHEEERHELZLETIMNE MR (MBETLS ) , BIETEHRRH
H) B BEFIEHXY Active Directory WA P # 1T H @RI, BN XFBERABEF (CAC) MIMAHH
Wik (PIV) . HEEAWETEHAIREFNEREF I AMER |, BARELT 5 WorkSpacesii
IR B & 5 A RO MR

- BREFESORIEEA T AP B NBB S MK WorkSpaces.
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MR IR AD Connector B FHELE 7 Hftt Amazon BABRFHBATEREFESHRIE , NIXLR
AEFN2ERAFENEBRARRE.

- BRABRFEARISNAFAERKREIN Kerberos REZIEM KRR EGER. EOUUERAR
MEELIRE , RABRTHEREN 10 Mif. BXRZRENESZFEE , BZH Microsoft X4,

- AD Connector RSk X5 Kerberos M2 E N 58 MIIRHIZE X158 Kerberos MNZEZE A T
[T

BRERFEHRIE

E1E AD Connecto WorkSpaces r L5 AEREFEMHRIE , BEAFTEFIEPTANM (CA) EHSA
AD Connector, # AL fEA Amazon Directory Service ##I&. API 5 CLI f#& M CAEHS A AD
Connector, RBUTLHRS ALK CAILLP , AEBAEREFFHARIL.

K
[

5

\‘\\'Fl'

59
59
g:

1 : 3 AD Connector fRS K F° /g i Kerberos ARZER
: £ AD Connector #JEfiff CA iE$
- AXEH Amazon N EARFMRESERERE BRI

A

&

NG
A
w [N

R

Nil

FI 1 . I AD Connector fRFS K id Al Kerberos ARZEH

EXt AD Connector fE A ERE+ F MR , %4917 AD Connector RSP XN HTEIE AD BHE S/
LDAP BR%% /3 B Kerberos ARZEFE (KCD ) »

Kerberos 3R ZHEE Windows Server R —INIhEE, LEIhEEMFEEIE REEBEIRFINAREFRFEE
BREAFPHITRENESE , MNMEBEEMSENARFETLR. BXEZELR |, HSH Kerberos 4
RER,

(® Note

K@@ erberos 4R Z 4t (KCD) E3k AD Connector RS KA S0 5R—HAFH
SaM AccountName #HPEEE, SaM BR#lAccountName 73 20 NE%F, saM AccountName =2
Microsoft Y Active Directory B , A{EEBTARZAH Windows B FimfMARFHRNERE,

1. fEF SetSpn N EITEE AD /8 AD Connector JREIKFi& BIRS E4EEF (SPN ) » X
ERZEREERENRSIKS,,
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SPN A LAREMBSHEMAS , EFEEHNEA SPN EE. -s RERBFHEEEW.

setspn -s my/spn service_account

2. EAD APMUENSF , IF LT ( ARES ) REHEEAD Connector BRFIKF” , RiFiE
BEM.

EREFLIRTF,

EERE AL A P LA R FE B8 TE AR S5 M6 A & 43 A SR

RN, REEER PRI B A EREIRHI=R,

EREELE RATZEENATRAERS IR

E$R Idap BRSSRE |, AFERBE,

BRERBEUREFEE.

XES) B RPN HMBIZRRESNTRE, RE , BLUERBFINITIZIRE PowerShell.

© © N o o bk~

£ 2 : £ AD Connector F5EA} CA iE$
FERALTE—AERNER AD Connector B FiEf CA IEH,
%% 1 . £ AD Connector ( Amazon Web Services Management Console ) HEMH&HYIEH

1. & Amazon Directory Service &l & SBEKTF |, EFBH .

2. EFEBEFHEFID ##%,

3. 1£ Directory details (B Xi*4E L) ME L , £1F Networking & security (MM Z £ M4) £+,

4. EBHEFFORIEIS | EBIRE , ARERBEEMMIESR,

5 TEEM CAMERMNEED , “FER M , ARERBIEBHERTH, SRUERETRMELIE
PRAII ( OCSP ) MBFEF URL KA LLIERHITRERE, HX OCSP WEZEER |, ESH
EPRERERE.

6. 1%&#%F Register certificate CEMFEDR). HEFIEPRSES N M , KTREMISESHIE
o

3% 2 : £ AD Connector ( Amazon CLI ) F EMEHYES

ETUATwES. NFIERKIE , EiEm CAEBRXHNNLE, ERAMHE) OCSP I fN~E it
EEA LR ClientCertAuthSettings &K,
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aws ds register-certificate --directory-id your_directory_id --certificate-
data file://your _file_path --type ClientCertAuth --client-cert-auth-settings
0CSPUrl=http://your_0OCSP_address

MR, WRALFIRMIUES ID, B ALUETIZITUT CLI S REIEER CA IEBEEEMAK
I

aws ds list-certificates --directory-id your_directory_id

MRRSEIRE Registered , MFRRERUEP E B ThEM

HIR 3 AXFHH Amazon NAREFNERSERAEREFISHRIE
FERALTE—FEREH AD Connector B F5EM CA iEH,
%3% 1 : £ AD Connector ( Amazon Web Services Management Console ) /5 A&+ 5 R KL

1. SHIABRFWAEENALNBEFIORIEDS  ABEREA. NRUSTRTA , BRIEE
WESRBERIEM , AEER

2. EERAERFEARIEXEES , EEFH,
3% 2 : £ AD Connector ( Amazon CLI ) /G5 &8~ 5 R RIE
«  BITHUTWHS.

aws ds enable-client-authentication --directory-id your_directory_id --type
SmartCard

WMERAKIH , W AD Connector £IREIFHZE HTTP IEXXH HTTP 200 MR,

EERERFEFORIERE

BRI LAERAFMTREN T EREBEREFIRE, EALEA Amazon Web Services Management
Console 5348, Amazon CLI 5%,

ES ]
ERILEHFHES
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« BUEEMIES
- EREREFSORIE

ERILERHRFMAER
ER TS EE 2 —EREPRENATH,

%% 1 : &£ Amazon Directory Service F&EFIEHiF 4158 (Amazon Web Services Management
Console)

1. % Amazon Directory Service 24|58 S EKH |, EEH F.

2. E$RI& AD Connector B % # B % ID 5%,

3. £ Directory details (B ZiFME L) WHE L , i%£$® Networking & security (NEMEZ£H) £+,
4., HEEEFEARIIEFTH CAIEERT , EFRIES ID LEREXZEBHIFHAFEE.

J3% 2 : £ Amazon Directory Service FEFIEH ¥ 4115 S (Amazon CLI)

 BITUTHS. XFIEH ID, iEFEHH register-certificate = list-certificates iR
B AR IRA

aws ds describe-certificate --directory-id your_directory id --certificate-
id your_cert_id

BUHEAHE
£ T3 7572 —BUHEME S

® Note
WMRFGEM T —MEH , WAREEREEFFOHRIE , RS seBUHEMES.

J73% 1 : 7 Amazon Directory Service R EUHEMIEF (Amazon Web Services Management
Console)

1. 7E Amazon Directory Service 24| & SMBEK D , EE B F.
2. &3R4 AD Connector B &K B % ID 52,
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3. £ Directory details (B XiF¥4EE) TWHE L , % Networking & security (W& MZ £ M) T+,

4. HERFEOHRIERNIHN CAILERT , RRERUEEMVIES , ERRE , ABEFRIUHEME
PBo

/A Important
BREZEBUHEMAE S R TENRESH B EENEREF FHRIUE CA UEHEEH — P
7o

5. 1£ Deregister a CA certificate (BUBE EM CA iE$) XEEH , i Deregister (BUHEM).

%% 2 : £ Amazon Directory Service FEUHEMIES (Amazon CLI)

« BITUTHT. WFIEHID, EFEAH register-certificate = list-certificates &
BB FRIRE

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

ZERERFEHRIE
ERAUATEA—RAEZREAEREFH BRI,

%% 1 . £ Amazon Directory Service ( Amazon Web Services Management Console ) P2 E &+
SHRIE

1. & Amazon Directory Service &l & SBEKTF |, EEBHF.

2. 1&$FIE AD Connector B FH B % ID $1%,

3. 7E Directory details (B RiFHELE) WHE L , % Networking & security (WM& MZ £ M) ETF,
4. HEEREFHHRIENY , EEREM,

5. EEAERFIARIEXFES , REEA,

%% 2 : £ Amazon Directory Service ( Amazon CLI ) HEZAE s+ AR

. EUT®S.
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aws ds disable-client-authentication --directory-id your_directory_id --type
SmartCard

1% & Amazon Private CA Connector for AD

B LA BFEE X Active Directory ( AD ) 5 Amazon Private Certificate Authority ( CA ) &

AD Connector 55 , AT IIA AD SR P, AFitENMAMEEIUE+H, Amazon Private
CAConnector for AD A iF&EF TS EM Amazon Private CA B ZBRARRKABERER W
CA, MEERNE. BIIEHME A EHNERSER.

& W] LAEE Directory Service # %1%, Amazon Private CA Connector for AD 2%l & =i
CreateTemplate API RiZE 5 B FX# Amazon Private CA ££5%. E&XI Active Directory Amazon
Private CA JE #8518 A REFE CA £ , 31 Act ive Directory Amazon Private CA iE#85., B
X4 M Amazon Directory Service B H A RBEHERN TSR , FSH T X,

TR

£/ AD Connector B , BEEMORSZK - ZETIANRE, EEIRSK - LigiE 77015 &5 5%
(ACL) , MEBCREBIITUATERE,

- EHEHB G RMAMPIBRIRSS EEEZFR (SPN)
« EUTASRPCEMNEFRIERMAYA

#containers

CN=Public Key Services,CN=Services,CN=Configuration

CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration

CN=Certification Authorities,CN=Public Key Services,CN=Services,CN=Configuration

- BIEFEF NT AuthCertificates IEBM A IR , M TFHIFTR. R NT AuthCertificates iE 3 9
EHBENREE , UMSATARNEERNE, WRNRFEE , MM AERELFARZSERLUEFRIR
IR PR

#objects
CN=NTAuthCertificates,CN=Public Key Services,CN=Services,(CN=Configuration
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® Note

MmREEAH R Amazon Managed Microsoft AD , BB A & B F&HE X Amazon Private CA
Connector for AD BRS 6T |, ¥ BB ERFHMR.

B LAE A LA PowerShell AR ZE R E X PR H 812 NT AuthCertifiates i 5 & HLH3T R,
FF“myconnectoraccount” & # 7 RS K F & #io

$AccountName = 'myconnectoraccount'

# DO NOT modify anything below this comment.
# Getting Active Directory information.
Import-Module -Name 'ActiveDirectory'
$Ro0tDSE = Get-ADRooOtDSE

# Getting AD Connector service account Information

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier’
$AccountProperties.SID.Value

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -
Properties 'schemaIDGUID').schemaIDGUID

$AccountAclPath = $AccountProperties.DistinguishedName

# Getting ACL settings for AD Connector service account.
$AccountAcl = Get-ACL -Path "AD:\$AccountAclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AccountAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGuid, 'None'

$AccountAcl.AddAccessRule($AccountAccessRule)

Set-ACL -AclObject $AccountAcl -Path "AD:\$AccountAclPath"

# Add ACLs allowing AD Connector service account the ability to create certification
authorities

[System.GUID]$CertificationAuthorityGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'certificationAuthority' }
-Properties 'schemaIDGUID').schemaIDGUID

R EF 7 1.0 307



Amazon Directory Service EEEmR

$CAAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid,
'ReadProperty,WriteProperty,CreateChild,DeleteChild', 'Allow',
$CertificationAuthorityGuid, 'None'

$PKSDN = "CN=Public Key Services,CN=Services,CN=Configuration,

$($Ro0tDSE.rootDomainNamingContext)"

$PKSACL = Get-ACL -Path "AD:\$PKSDN"

$PKSACL .AddAccessRule($CAAccessRule)

Set-ACL -AclObject $PKSACL -Path "AD:\$PKSDN"

$AIADN = "CN=AIA,CN=Public Key Services,(CN=Services,CN=Configuration,
$($Ro0tDSE.rootDomainNamingContext)"

$AIAACL = Get-ACL -Path "AD:\$AIADN"

$ATAACL .AddAccessRule($CAAccessRule)

Set-ACL -AclObject $AIAACL -Path "AD:\$AIADN"

$CertificationAuthoritiesDN = "CN=Certification Authorities,CN=Public Key
Services,CN=Services,CN=Configuration, $($RootDSE.rootDomainNamingContext)"
$CertificationAuthoritiesACL = Get-ACL -Path "AD:\$CertificationAuthoritiesDN"
$CertificationAuthoritiesACL.AddAccessRule($CAAccessRule)

Set-ACL -AclObject $CertificationAuthoritiesACL -Path "AD:\$CertificationAuthoritiesDN"

$NTAuthCertificatesDN = "CN=NTAuthCertificates,CN=Public Key
Services,CN=Services,CN=Configuration, $($RootDSE.rootDomainNamingContext)"

If (-Not (Test-Path -Path "AD:\$NTAuthCertificatesDN")) {

New-ADObject -Name 'NTAuthCertificates' -Type 'certificationAuthority' -OtherAttributes
@{certificateRevocationList=[byte[]]'00';authorityRevocationList=[byte[]]'00"';cACertificate=[k
-Path "CN=Public Key Services,CN=Services,CN=Configuration,

$($Ro0tDSE.rootDomainNamingContext)"

}

$NTAuthCertificatesACL = Get-ACL -Path "AD:\$NTAuthCertificatesDN"

$NullGuid = [System.GUID]'00000000-0000-0000-0000-000000000000"

$NTAuthAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid,
'ReadProperty,WriteProperty', 'Allow', $NullGuid, 'None'

$NTAuthCertificatesACL.AddAccessRule($NTAuthAccessRule)

Set-ACL -AclObject $NTAuthCertificatesACL -Path "AD:\$NTAuthCertificatesDN"
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1% & Amazon Private CA Connector for AD

1. BN LA T ML &% Amazon Web Services Management Console 3T F Amazon Directory
Service ##|A& : https://console.amazonaws.cn/directoryservicev2/,

2. EBXNEL , ERENBFID,

3. EMKZELRLMIET+ T Amazon Private CA Connector for AD T , #&31%i& & Amazon Private
CA Connector for AD, FHI 8172 Active Directory BIFAE CA ML PR HE, KEBZFA LWL R
2 Active Directory Connector 9, CA LUEMEMFLE CA. BXEZELR |, HSH Creating a
connector,

4. BIEEESFE  BFRRUTIREFTHAGE , SLEEESFIVRSNREKBNFIE CA FRE.

& & Amazon Private CA Connector for AD

1. B LT Mt E % Amazon Web Services Management Console 33T 7 Amazon Directory
Service ##|#A& : https://console.amazonaws.cn/directoryservicev2/,

2. HEBEXTEL , ERENBF D,

3. EMEKE5L4£MTH Amazon Private CA Connector for AD T , B Al UAEEERNFAE CA EEZES
FIREMFLE CA. BRIANBRT , BELFRUTFE :

a. Amazon Private CA Connector ID — Amazon Private CA Connector M —#riRF, B HiZF
B4 A% Amazon Private CA Connector FYiF4{E BTN H .

b. Amazon Private CA £/ - HXx CAWNAIZWEMNER . SEZFERAS# AZ Amazon
Private CA Hi¥4A{E 2 U H,

c. REA - ETFX Amazon Private CA Connector 1 Amazon Private CA RS RE, MR
rREFES , N2EREN, MREP-—TREXRK , WLER12KREXK, MRARIRE
BHERM , MeEREAK, BXRXEAMRSHNEZRFELRE , FREARETESEZE LU THBHLE
KM, RBEHEPHIHARTES.,

d. #IZ B — Amazon Private CA Connector B2 B 1,

EXEZEER , i3/ View connector details,

W= IRpY AD Connector B &

WA LUBE AT A48 AD Connector B 3 :
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£
« TREFIKRE
- BiEBFKREEA

TR B FIRE
TR B FHEHRE
Active (&t FiENIRA)
ZEBFREITIEE ., Amazon Directory Service F M 2K B FEE A EE,
Creating

HAEEQEZBER. BRUBIEBEETE 20 3/ 45 548 , B REAH TR,
Deleted (2 il BR)

ERRIZE R, ERRZBZNMAERR, —BEFRHAWRS , BLERE.
Deleting

LR EERRIZE R, BRERFLERS , BEFHEZE2MER. — BB FHARES |, BT EEBUEH
BRigIE , BRI EME.,

Failed
TERRBIZE R, BEMBRLLE R, MREBFE , BBRER Amazon Web Services Support H /0

Impaired (Z 1)

BREEBRFRETET. RUE - HNZNEE , JENERRERETLEN M IF, B
RHFHRSEZANTENERER, XERRTIFEEWRELTED (0T T EC2 =fl%HR ) |
Hp—AaEEH tNENNARFRNEAARR , HEENNEZHITTENR ( TEREPHFE
*BE ). BXEZELR , B2 HAmazon Managed Microsoft AD [B)ZiH#EZ, AD Connector #[E
HEBR. Simple AD RIEHEE, N TESEE4FHERWEIRD , Amazon &7 40 7 HRNFER, WRE
EEWEHRERE , £ EFRL TEZHRRSH BT 40 248, RAMNBWEBKRR Amazon Web
Services Support A/t

/A Important
HERLE TR , BAEERRR, BRZHABROFBZRRER,. BXESE
B, BZHR N ERHERREHEFE .
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Inoperable (7~ A& 4E)

ZEAXEEEEIE., A EFRLETYIBREFRE,
Requested (21 3K)

BIEZ B RN BERIGH EEEHFLE,

RestoreFailed (3% R %k 1K)
MRBER B FEAM,. BERERRE, URXHERSEEFE , B HHEMRBZHEKR Amazon
Web Services Support H/0x,

Restoring (& J&)

HSENBHRFHREPERE R, MRBEREEFTE/ Lo #etE , EABURTRESRRE R
6 DA NS

BXEZER , 2 H Simple AD B FREFER,

BlE B REEA

i3 Amazon Simple Notification Service ( Amazon SNS ) |, A LUE B FIRB K ETLATER
BFHREFHAR (SMS ) HE . MRENEFMNENRBSTERN SRR P ARERS , BFKREE
H, HBFWRERN Active”RESH , BHELWEIBEA,

THERE

Amazon SNS FR“EF"RINEN D K EE. BNEBHE NS MITRAF , f1BEREREZ
FEHEHE, B TEER , B LU Amazon Directory Service %18 Amazon SNS B & %
#, Amazon Directory Service RN EZH B FREXEZTEN , 2EAZEBERHT—FEE , ZEE
BEfE RIZGIZEBHITRE,

B RSN E FERNBEANTEN R A E, BETLUEE FTRAHEERNEE 28 E Amazon SNS
FEIZNET, BAUNHEEBLDET L MABTMTREB#HTIEMANIES, HX Amazon SNS H5E
BER , BSRT4LE Amazon SNS ?,

NEM B RBR SNS HERE

1. &3 Amazon Web Services Management Console , fA/53TFF Amazon Directory Service 3l
A , Wit : https://console.aws.amazon.com/directoryservicev2/,
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8.

EBRIEL , &RENE X ID,
IEREF TR,
£ B FREERD , ERRE, REERIBREX,

HOZBEANEL , BFEFEENRE  RGEFCIEMEA, &, MREHAESH -1 SNS
FB , BASUEERERBKIE SNS TR MIZEB A XL B FHIRSHEE.

® Note
MBEERCNEFEHN , BE2EEASIE SNS TBHERMNEBEF , W Amazon SNS
TotlEHER , ARMIE BRI EE R,
MREEFRREKIE SNS £/ , BREEFRSZE FMTE— XA SNS £&,

ERRARE  ARWMABRGARRER. MREN SMS HABESE , BREARF. T2
RS, ZRIEES.

(k) AEBH SNS EREBEMEREBN. ERBEHNRZ 10 NMNFZHNERN , 2EEREZ
FBHFIE SMS HEH, H SMS EHt AFREE REWN.

@ Note
R EEA{XAE DirectoryServiceFullAccess EEREH IAM AFRRAGER , WEB A
MR LL“DirectoryMonitoring”ff k. MREEH S EENEFBEN , BFEEX SNS B
AR

%R Create (B ) o

MREBIEEEM SNSITHAF |, flinEt s Fop4Ftit, Amazon SQS BAFIEL Amazon Lambda
M| AT BAFE https://console.aws.amazon.com/sns/v3/home H @3 Amazon SNS 2§ & 1T R E,

MEBBRE FREHER

& F Amazon Web Services Management Console , fRf53TFF Amazon Directory Service 13l
A , MR : https://console.aws.amazon.com/directoryservicev2/o

EERTEL , &&ENE R ID,
IEREF R,
EEFREERS , EHIRPIEFE - SNS TEEH , EFRHE  REEEBR,

i%# Remove,
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XRBREE ZWIEE SNS TBLRTEFH. WRESBHRENEE , N B https://
console.aws.amazon.com/sns/v3/home FiEiE Amazon SNS 2&] & TR /E,

(® Note
FEfEA SNS 24 & #IBR Amazon SNS £& 25l , BN RE FXBERZEBRRERESH
Bo

WMREER SNS I & 1Bk Amazon SNS & , | Directory Services ##l& P F &I B R
MEKER, BEFEFRTROECHBROEBLAEHN , BF2REGEH , Bt , BFEZE
X Monitoring BT~ EFEE —NEFRS , BRTERBZEH,

Hit , AERESEENEFRESEE , EMBERM Amazon Directory Service #EUWE S HE1T
FHzE , N ENEREHM Amazon SNS BBk,

£ EC2 £4hn A Active Directory

AD Connector 2 —f B ZM>x , FEBE o] LAF B FiEREE [ R4 Microsoft Active Directory ,
TEECHFEFEMAER. UTREXUME Amazon EC2 A Active Directory BN EZEL :

- Y EC2RPBlEzET , BELURFZRBITLEMAERED B RKiF. BXEZEE , HSH Seamlessly
joining a Windows instance to an Amazon Managed Microsoft AD domain,

- MBREBEEFIHET EC2 LA AIZM Active Directory 35 , N 24 4E 48 SI Amazon Web Services X
BHNRLAHFMPEZEE , AR Z=HII AR Active Directory 1.

- ERBTEERIXESM , MAEBMNMERNMNEREFR IP EE, EXZSEBERT , XEX
HEXMMXEEE Amazon VPC , A BXBIEFRE IP ik, BRERBEBRMMEREEEERMAY
BZER , 53 (Amazon VPC AF1ER) HRIEA EBMMCEEE B EBM,

(® Note

FFRHIMABIEER Active Directory ( A4 ) f§ , ZEHIFEZESEM Active Directory JB{E
H%&33 AD Connector,

F&
« {# M AD Connector ¥& Windows EC2 SEfI TSN A BREES B
« {#F AD Connector ¥ Linux EC2 SEfI L&A BRI EZI B
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5/ AD Connector ¥ Windows EC2 £ 4N A BHEZN B &

W BT EE 1 4F Windows EC2 SEAIBX1ZZI &Y Amazon Managed Microsoft AD B %o

T b8 1 BX 32 Windows EC2 S24

1. & FZF Amazon Web Services Management Console #3TFF Amazon EC2 ###l& ( https:/

console.aws.amazon.com/ec2/ ) o

E&MEF | EESIE B FKMERER Amazon Web Services X1,

£ EC2 EHIERM B3R BIEB 0 |, EFE B3 EH,

EREHTHNEHRNFES T |, @ ALERT Windows EC2 LB & #.

( & ) EFRFMEMRE , RIN— NS MrZRAEN , AR, RERSIEH T EC2 K4

MY 15 B AR .

6. ENARFANRERGHRE (LSRRG ) 3D , BREATERFIERE Windows, BATEL
ML S B YRR (AMI ) THIFIFRHPE R Windows T S#Hl25HR & ( AMI ) o

7. ERFIRBIS , NEFIRBTHIIRPEFREFANEFIKE,

8. HEEPX (BF) Iy , BULLERCENBAX , INABEEEXNPHITIER. ECENNER
X, BEBEFENEAN. RAZBANNEN , AENBAXNXBNAPAXHERRERE —MED,
ZE L A5 OpenSSH —i2 AR RIFAS | BERE pem. BEUFAE PUuTTY —EFEANBRF
AR | BIEE ppko. EFRVEFHAX, BHNKBR2 B THAEBAXY . FREBHAXHR
FEREME,

o > 0N

/A Important
XRERELERAXNAFNE—NZ.

9. ERFIXPINEANMEGRERS T , EFEHE. M\ VPC - BFTHIIRFEZREEFMN VPC,

10. NFRTHRFIERFIERE VPC FREF—DMRETH, EFENTRLAINAAENSRESREETE
BRRMX. BT EEREZDIKH,
BRMMEZINEBRRMXNESFEER , HSH (Amazon VPC AFIER) A9EEA BB M M
EEBEBRM,

M. ZEAHTBAFIP T, EREA.

BEXRNENAE IPIHNEZEER |, 55 (Amazon EC2 Windows E#|AF iR K
Amazon EC2 =41 IP F1it,
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12. NTFHXE (TL4E ) RE , BUUFEARANRESIHTEXUREZENFER,

13. NTEREFERE , ZAUAEARANRERHITERURZBHFER,

14. ERESRFMAEEHD , NEMA B R TRIIRPIERENE,

15. XF IAM SRBIEEX# , BRI LUERTERN IAM ZHIEE X 4RI EMHE IAM KOIREXH. B
KMATERE—TE , BSH T

a. M IAM EHIEE X4 T H1 5 & %% — P DirectoryServiceAccesskff § Amazon it & &K B
AmazonSSM ManagedInstanceCore 1 AmazonSSM Y 1AM =1 EL & X4

b. WMRERKREIZEME AmazonSSM ManagedinstanceCore 1 A mazonSSM
DirectoryServiceAccess FEERIEHY | AM SKBIECE S |, BEFCIEFTRY IAM Bl E X H44%
B, RARWITUTRE

1. & SRAG,

2. TEEZEENEHRT |, EFE Amazon S,
3. 7t Use case ( EAZEHAI ) T , %&#& EC2,
4

CTE NIRRT THRRESIRS |, %R AmazonSSM ManagedinstanceCore #l
AmazonSSM B, DirectoryServiceAccessTEE REHEA SSM LATFIESI TR, EFT—
&

(® Note

AmazonSSM DirectoryServiceAccess L SE M A HEEM Active Directory
B PR, Amazon Directory ServiceAmazonSSM ManagedinstanceCore 12 {#
BiZREFENRKIEMNE. Amazon Systems ManagerG <812 E A iX LR RH
BENEZER  URETLUIES IAM AEHNEMANENERNER | B5H

{Amazon Systems Manager AP $EF8) F#H Systems Manager €% IAM =41
=B

EEW, EEVNGEREL  WALREN. EHFELAGBIRMME EC2 K61,
(AR ) B AR TR P RME IAM KEIEE SR IR,
®E SRR,

REEFSEEIRE |, EF IAM KB B X H4ZD MR ER. SR 1AM SEHIEE SN
LR IAM RO B X4 THFIRP . EEFNEEXH , ERRERERINE.

16. EFEF M,

© N o o
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f£ A AD Connector ¥ Linux EC2 SEfl 48 in A &85 B &

L3 RN Linux EC2 3R] 42 N A #& 8 Amazon Managed Microsoft AD B %,
ZFUT Linux 32610 KRR

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 fi x86 )

 Red Hat Enterprise Linux 8 (HVM) ( 64 i x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

« SUSE Linux Enterprise Server 15 SP1

(® Note
Ubuntu 14 # Red Hat Enterprise Linux 7 Z BI#I X 1THR A X Tc 4833 i A ThEE,

AR SR
BREETHATHNERE , T8 iRETLEIMAZE Linux EC2 R4,
LR TTHE A A BRSS K

A LUBIS AD Connector ¥ Linux THEHlFT4&N A BBV it Active Directory 18, EBEHITIIRME |, &
KB BE—NEFCETENKF,NRAAFRKS , FeeFITENMAE, WREEE , AR AD
Connector REKF . ¥ , BUUFEAEEEBNRENEMEMIK A FITENMAE,. REFER
ARHMENRATEEZBWRFITENMALE , ERNFTENUEAXENR, ENZESE , &
MNENEER EEFITENMA S ERENRNRS K,

EZREEFTENMASPMENREREBRHKS , ATLUE1TELT PowerShell 5 5. BUNEERE
Z %38 A T AmazoniT B3 AD B Active Directory B2 T E 92 i AHH Windows i+ & #l LiE1T
XEGS, WA, BATERABERENTEN OU REF[NRMIIKS . 1% PowerShell i G i%E
R, AFRSKSEENENRATENRSFURITENNR. NREEEREARFEAFRE
(GUI) , BABAER mEHN RS IKS ZRAR AR Faid 2,

$AccountName = 'awsSeamlessDomain'
# DO NOT modify anything below this comment.
# Getting Active Directory information.
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Import-Module 'ActiveDirectory'

$Domain = Get-ADDomain -ErrorAction Stop

$BaseDn = $Domain.DistinguishedName

$ComputersContainer = $Domain.ComputersContainer

$SchemaNamingContext = Get-ADRootDSE | Select-Object -ExpandProperty
'schemaNamingContext'

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase $SchemaNamingContext
-Filter { 1DAPDisplayName -eq 'Computer' } -Properties 'schemaIDGUID').schemaIDGUID

# Getting Service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier'’
$AccountProperties.SID.Value

# Getting ACL settings for the Computers container.

$0bjectAcl = Get-ACL -Path "AD:\$ComputersContainer"

# Setting ACL allowing the service account the ability to create child computer objects
in the Computers container.

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'CreateChild’,
'Allow', $ServicePrincipalNameGUID, 'All'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0ObjectAcl -Path "AD:\$ComputersContainer"

MREEENRFEARFEAFRE (GUI) |, ERIBER SRS IKS ZRARR AR FaERE,

B 240 LU AR &5 0K
I&TLAE A Amazon Secrets Manager 1 RS MK o
BIBZRAHFRHEBRIZKFAER

1. %3 Amazon Web Services Management Console , 1 https://console.aws.amazon.com/
secretsmanager/ F¥TF Amazon Secrets Manager 2§ & .
2. i&#%E Store a new secret (TZEFH%4A).

3. 7 Store anew secret ( FEMZE4E ) WEH L , HITUATRE !

a. TE“BHARE T | ER HMRXBMWRE,
b. & “BMEX T , ITUTERME
i. TEE—MED , HA awsSeamlessDomainUsername, ERE—{TH T —MES | WA

TBHRSkSHNAFE, Al , MBEZEERTZ PowerShell i, MRStk =~ B
f¥ 7 awsSeamlessDomain.

ff EC2 =HInA B F WA 1.0 317


https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/secretsmanager/

Amazon Directory Service EEEmR

® Note

BT IRBEFH A awsSeamlessDomainUsername, BWREIGEHEEEEM
=, BN, S LK.

AWS Secrets Manager ) Secrets » Store a new secret

Step 1

Choose secret type

Choose secret type

Step 2 Secret type info
Configure secret

Step 3 - optional () Credentials for Amazon RDS () Credentials for Amazon () Credentials for Amazon
Configure rotation database DocumentDB database Redshift cluster

Blepi O Credentials for other © Other type of secret

Review database API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
[ awsSeamlessDomainUsername ] ‘
‘ + Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create.

aws/secretsmanager v ‘ ‘ G ‘

Add new key [

Cancel Next

i.  EERMT,
ii. EFTHE—MEDH A awsSeamlessDomainPassword, EE—{TH T —MEH |
A BRSS Ik P 225D,

® Note

WML IRBELEH A awsSeamlessDomainPassword., R EIGEHE&EEMA
=, BN, SR KK,
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iv. TE“INBmZE T, REBBRIAEaws/secretsmanager., Amazon Secrets Manager &
EFRIETR |, SRR SN ZRABITNE, BEALLUERECIENEZA,

(® Note

RIFEME A K 4 Amazon Secrets Manager , 2GS 2 XA, BXY
HIZEBEMFIER , FS 0 Amazon Secrets Manager EHto

YRATLABER Secrets Manager #lZaws/secretsmanagerfIAmazonit & & 4A
REFZMZBRORE, MRECIEBSH KMS ZHERMBENHE , Amazon
FHE L Amazon KMS BR @&, BEXEZEER , HSH Amazon Key
Management Service o

V. ﬁ?¥-|:_$o

4. FEBHEN T , FAUATERNGABEENER ID PNZEBR , T d-xxxxxxxxxx BRAE
WEXID:

aws/directory-services/d-xxxxxxxxx/seamless-domain-join

XRATRRNARFPHEH,

® Note
BAMEERBEMEM A aws/directory-services/d-xxxxxxxxx/seamless -
domain-join , BiffF d-xxxxxxxxxx B AEWER ID. BRAIGZEZEZEK. &
M, 3800 A5 < M
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228 Services Search E2] & (O] © @ils ¥

AWS Secrets Manager > Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

SEeZ Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

cien s Secret name must contain only alphanumeric characters and the characters /_+=.@-
tep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

No tags associated with the secret.

[ haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge

Cancel Previous Next

5. REMMEARMRENMIAE , REEET %,
6. EEREEIRRT K AREREIRHR  RBEERT—F,

7. BFIRE , AREBREHELUREER. Secrets Manager 24| & RE &K P R FAIIR |, HE
FIRPIEDEFVZH,

8. MIIKRFPEREHLUBRNFHAEN , HIETHEH ARN H, BEEET —HoPERAZER.
BIZFTE IAM policy A&

FAUTERZHGSRUZEBE KR , ZREA X B Secrets Manager T IMA R ( B2
BIRIZEM ) HITRiIEHR , HEIEFHM LinuxEC2 DomainJoin IAM A,
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B2 Secrets Manager IAM 2EU 3R #&

BRI AR IAM 25 SRR , BT X Secrets Manager 24789 R L5 01X BR o

P4\

B2 Secrets Manager IAM 2EU 3R #&

1. LLEHHIZ IAM policy X PREY A I~ & 14 & F Amazon Web Services Management Console., &f&
BN LA TR ITH IAM 2% A& : https://console.aws.amazon.com/iam/o

2. ESMERN FREER B, &R EE

3. ERBIERME,

4. EF JSON T+ , RIEEFILLT JSON REE XTI XA, REFEHME JSON XAEH,

® Note
B FXEMAR ARN iR 2 5l 62 19 240 8 SRR X E R R R ARN.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-

services/d-xxxxxxxxx/seamless-domain-join"
]

}

5. R , E#E Nexto RERIEERFRBEEMEEER. BXREZER , FSHARKIE IAM

policy,

6. EREFMAIEL , MA—TEBEH , 0 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read,
EERENY , LEFLNRERFHONR, RRCERE K REER. RERKIRPHERH
KEg , HAUECSHEZHFH MBI S HBH,
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® Note

BMNBUEHEBINBHUE R, IHEMATUBARIERELFENNEZSR , FEXHZ
MR R ERE.

12 LinuxEC2 & DomainJoin

BAILAGER 1AM 2SI A FE A Linux EC2 RSl A R,

f]2 LinuxEC2 A% DomainJoin

1. LLEHHIZ IAM policy X PREY A I~ & 19 & F Amazon Web Services Management Console., &f&
B A TMUEITFF IAM 2§ A& : hitps://console.aws.amazon.com/iam/o

ESMBERN HEEERE T , &8 ‘A

ERRBERKRT , EFUEAE,

EEEZEESEMENERET | %&H Amazon B,

£AB T, R EC2 , REBIEE “T—%7,

o A 0N

Select trusted entity .

Select trusted entity

Trusted entity type

© AWS ser
Al

Use case
Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Choose a use case for the specified service.

6. X TIERE , AT TR

a. %A AmazonSSMManagedInstanceCore., AFIERIIRFIZINAE W EEIE,
b. %A AmazonSSMDirectoryServiceAccess, R/FERFIRHPIZI A WEIRE,
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c. HA SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read ( REE L —SREFEIBHKRES
M) o RBEREIRFZIAENEIRE,

d. AMEEIHN=ZAKKE , ERCEAG,

(® Note

AmazonSSM DirectoryServiceAccess FE#LFSE N A HEER Active Directory BJ1X
BR. Amazon Directory ServiceAmazonSSM ManagedinstanceCore 1R 4 Z RS Fr &
R X PR, Amazon Systems ManagerBx<tIZ2EEXENENACGHNEZEFER , UK
B DS IAM AN HMRRAMRENEES , 25 (Amazon Systems Manager
AP FH A Systems Manager ¢I2 IAM SEHIf & 4

7. EABENFRIPBMAFTAGHEN , HlMLinuxEC2DomainJoinF EEERM B,
8. (Hit)XTAGHER , FwAHR.

9. (FNE)HE“FR3: FIFLE TEE RMFHIREL" SUMIFRE, REREXNATALR, RIKH
bt B e R AR,

10. EE tI2Ae,

FF Linux EC2 =£41F4& A Amazon Managed Microsoft AD B
NE , BELARME THEXRES , BUUERAUTIELEMALERN EC2 Linux £4l,
FToaE I AYREY Linux 341
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« BIE/REY Simple AD 5&3) B %

« FYREY Simple AD EZ B ZBIE T H A
+ 7 Simple AD & & DNS

Simple AD JtR%& 4
E8Z Simple ADEZIE X , ZRFEEFLUTHEM Amazon VPC :

« VPC BAMEBRMIAEHES,
« T EAUT VPC LinT REE VPC :

FroaeER R4 1.0 337


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints.html

Amazon Directory Service EEEmR

« Route53 VPC i , HFEE *.amazonaws.com Yy DNS 4B = |, AT N IELE Amazon IP
ik

« CloudWatch VPC &imT |

« Systems Manager VPC i R

« Security Token Service VPC i )R
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 Active Directory Users and Computers - X
File Action View Help
- — T — _— —
e 7H 8 XELz BHm Taarar
_: Active Directory Users and Computers Name Type Description
- Saved Queries 2 Computers Organizational
v &4 corpexamplecom 157 Users Organizational ...

21 AWS Delegated Groups
3 AWS Reserved
| Builtin

Computers

3. Computers

=1 Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
System
Users

4. 7£ Action 8 F | B New , Ri5# & Group ITHFAM S,

5. HEHEABMHPRALAEYN , ERFHELFERATE , ARNHEEKRREERSE, BX Active Directory
ABEMNEZSEHNESZER |, HSH Microsoft Windows Server X#4H#J Active Directory &4
4,

6. BEWEE. HRSELHIAERTXMHRA,

AP AMEIA
FEAUTEETHAFPRINEIE EC2 24N AR Simple AD B EZHZ 24,
N4AT Sy BF4E AN 0 AR P

1. EEFIRHET Active Directory B T BEL4H,
2. T “Active Directory AP MITEN'TE, EBEIEXHXPE-— N ZIENRELK,

® Tip
BA LB R LN TR RFETUA TS , BE#EITH“Active Directory AP Mit&E
] =
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%SystemRoot%\system32\dsa.msc

3. HEBEFEMH , EERFMHAMNEF NetBIOS B OU TR OU , RFEEFRERMA S N RE,

_ Active Directory Users and Computer: X
File Actio View Help
o 10 8 XEG= BHE PaEaTa%
] Active Directory Users and Computers Name Type Description
= Saved Queries 3| Computers Organizational
v G corpexample.com 121 Users Organizational ..

S| AWS Delegated Groups
5| AWS Reserved
| Builtin

Computers
= Computers
2 Domain Controllers

| ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data

1 System
Users

4. HEREXRREL  BHEMSTITANEEXEE,
5. EEKRIETFH TR,

6. ERMABEENNKENR B, BAERNWAFRE , AREE “BE, ZEMFERERAT
?—Eq:lo ﬁ/AiEE OK E%ﬁéﬂﬁzﬁﬁ%o

7. BYEAPXHXRDEERF AR HREXREFHEETTEENEE K RIEZAFAERS
REAMNKRA. BERRAETF, ENZALERAFAENASIRFEINANBR,

92 Simple AD B &

&R LUBE LA T 73 3£ 42 Simple AD B 3 :
ES ]

- TEREFRE

- BEBFREBEH
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THRBEFRE

BT R B FZRNERES.

Active (& F5ENIRTE)
Z B RIZ{TIE®E ., Amazon Directory Service K& ZEH B FZEEEMRIZ,

Creating

A EEMRZBR. BFOUBIBEEEFE 20 3/ 45 5% , BAgERA RS AT Fo
Deleted (2l E})
EMRIZE R, ERRZBAZNAERR. — BB FHAWRE , BRERE.
Deleting
HAEEMERZE K. BFRRRFLRE , EFRTEMER. — BB F#EALIRE |, /T EBUEH
BRIRME , BRBTERE,
Failed

TAEEZBE R, BERRILE R, MRRBFE , iR Amazon Web Services Support F/0x,

Impaired (Z 1)

BREERFRETET. RUB—NMRZNAE , JEENERBREREZSER M IE, BX
HFHRSESANTENERER, XEFRRTIFEEWRELTIES (0T TR EC2 EHIFHR ) |
Hp -t tNENNARFIBNRARK , REEWNEHT T ER ( TeeLEHFEIRE
KBEE ). BXESZEER |, 2 M Amazon Managed Microsoft AD [A|BHEZ, AD Connector #fE
HEBR. Simple AD AIfiHEE, N TFEEE4LFHEXHEBE , Amazon £ 40 7 HAFR, WRE
EEWEFREIEE , £ ERLTSHRRSHEBEES 40 24 , BRATEBWEEKR Amazon Web
Services Support # /0

/A Important

HBFATEZRRESH , FAEERRRE, BRZBAABRIEERBRER. BREZE
B, B0 3 B FHERREHERE F.

Inoperable (7 A & 4k)
ZERETEEEIE, FiEERELETRHBREGRE,
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Requested (21 3R)

B B R BER Y EESESFLIE,
RestoreFailed (3% & k1K)

MRBERE FRAM,. BERERRE, MRXERBREFE , BEREMRBIELR Amazon
Web Services Support /0,

Restoring (it JR)

HWMEMBFIRFHIRBIFERE R, NMREEFREEFTE/LDHETE , EABRTREPHE R
IR,

BXEZER , %25 Simple AD B FREFER,

BB B RS EA

i3 Amazon Simple Notification Service ( Amazon SNS ) |, A LE B FIRBS K ETLAER
BFHREFH AR (SMS ) HE . MRENEFMNENRSTERN SR T ARERS , BFKREE
H, HBFWRE RN Active” RS , BHLWEIBEA,

THERE

Amazon SNS FERA‘EFB"RKREN D ZEE. BNEBBE—NESMIAAF |, iEREAHEZ
FBHHE, BILUTESE , &£ LU Amazon Directory Service 15 Amazon SNS B K X7

# ., Amazon Directory Service ZER M FEH B RS K ETH , RAZEFRH—FEL , ZEE
BEERERZEBWITIEE,

B LR ZNE FERNEANTEN R A E, BETLUEE FTRAHEERNEBE ZF1E Amazon SNS
FRIZNET, S EEBRAETTRAARNBMNITEEZTHTIFEANIES, BH% Amazon SNS 5
BER  BHSEMTALE Amazon SNS 7,

NIEM B RKIE A SNS HERIA

1. &% Amazon Web Services Management Console , /53 FF Amazon Directory Service 2|
A , MutX : hitps://console.aws.amazon.com/directoryservicev2/,

2. EERTEL , EFEEHBERID,

3. EREFRTIF,

ERFREERD , EFRRE , RAREERECEEN,

s
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5. HElZBANEL 6 RFEREANRE  RGEFEFTEA. HE , MREHAESHE -1 SNS
FE , BESUERERBKRIAE SNS T MIZEB A IEL B KR HEE.

(® Note
MREEFRCEFBEA , B2EEMASIA SNS TEMENEZEH , N Amazon SNS
TatlEHEE , AZR[IE EFRIFITIE R,
MREIEFERERIA SNS T8 , BREEEEZB FAUTE—XEHH SNS &,

6. ERBMFARE  RARWARGABRRER. MREN SMSHWABESHE , BRAEAKF. T2
RS, ZRIEES.

7. (W& ) ANEEM SNS EREMEHREN. EREVNRZ 10NN FHANEEN , B2EXRAZ
FBHFE SMS JHEH, £H SMS 2Tt AFREE RE W,

(® Note
W REAEAXA DirectoryServiceFullAccess EERH IAM ARSRARERE  NEBER
M4 “DirectoryMonitoring”fF 3k, MREEH —SEENFEERN , BEEX SNS B
FMBR

8. i%#¥ Create (BIE ),

MREIEIEEHM SNSITHEAF |, flanHEH e Fhp4thit, Amazon SQS FA5IE Amazon Lambda ,
M AT LATE https://console.aws.amazon.com/sns/v3/home B33 Amazon SNS &l & 1T ILIR 4,

MEBBRE FREHER

1. &3 Amazon Web Services Management Console , /53T FF Amazon Directory Service 3l
A , MutR : https://console.aws.amazon.com/directoryservicev2/o

2. EEFNEL 6 EBRENEFID,

3. ER4E ‘I,

4. TEBFRYEIS , EHIXRAPEE—/ SNS THERH , kiFRRE K ABEEBK.

5. 1%&# Remove,

XSBREEFXWIETE SNS B AN EE D, MEREAARBREANEE , NTEAFE https://

console.aws.amazon.com/sns/v3/home A@IE Amazon SNS 32&] & 1Tt i8R 1E,
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® Note
FEGEF SNS 2 & & MR Amazon SNS £ 8l , BNHERB FREEMZEBRIERSH
Bo

MREFEA SNS 25| & MR Amazon SNS =& , Nl Directory Services &l & PRI BIR
MENESR, BEFEXTREAEHBRAETBE MBI , BF2IREBA |, Bet , BHEZE
&K Monitoring W< LB E —NEFRS , BRILEKIZE-E,

Hit , hERESEENEFRSEE | EMBERM Amazon Directory Service #EWUHE S E1T
FE2H , R ENEFR5HM Amazon SNS EBKEX,

£ Amazon EC2 =4I A& Simple AD 5&zh B &

2 Amazon EC2 =g st , BAILUSZEFITEMALRNEN BRI, BEXESZEE , BZRAEY

I 5 EC2 Windows 3£ 748 il AYREYAmazonIE B 5% AD Active Directory : BiE T LAEA A
Amazon Systems Managerut omation E#MAmazon Directory ServiceiZ#l|& B3 EC2 =4I HFE in
A Active Directory 13,

MBLEBEF G EC2 SEHIMNAIER Active Directory 18 , M AAEMAMH XIFMLZ AR FWHF
KB, AR ZEFMAZE,

BB IEEIERER XS |, MAMEAEMNFTEZNMNERIEFN IPEE, EASZSHERT , XERE
BRI XEREE VPC , #AXHIEFLHE IP ik,

FH

* ¥ Amazon EC2 Windows SEfIF 48 i AREY Simple AD Active Directory
« FZI Amazon EC2 Windows E4I 0 AYREY Simple AD j&3h B &

* ¥ Amazon EC2 Linux 21748 N AYREY Simple AD &3 B &

- F30¥ Amazon EC2 Linux SEHIII AR Simple AD 7&31 B &

« &3 Simple AD #J B F N AR

« Bl DHCP &I &

& Amazon EC2 Windows 3k#I7c4& i AYREY Simple AD Active Directory
I3 2 Amazon EC2 Windows SE5IFo4&%E # 2 &MY Simple AD &3 B %,

Fo8&n A EC2 Windows 343
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1.

o M w0 DN

10.

11.

12.
13.
14.
15.

%% Z2| Amazon Web Services Management Console F$TFF Amazon EC2 #2#|& ( https:/
console.aws.amazon.com/ec2/ ) o

ESmES , EESIE B FMEEHN Amazon Web Services X1,

£ EC2 B HIE R B 3= 6IEB 0 |, EF B3 EHl,

ERHRGINENBEMIRZES T , MALZEAT Windows EC2 KHIH & .

( miE ) EBAMEMTL |, BIN—DPRZSMREZLAEX , UAR, REIIFEHXI L EC2 =4
9 RN BR

ENARFNRERSREG ( LDBGERE ) 85 , EREATERHILEE Windows. EHTHL
ML b A2 ( AMI ) THRFIFRAFER Windows T S HLEFME ( AMI)

ERPIREI D , NRPIRBETHIRPEREFEANEFIRE,

EEAX (BF) By , BUALUERIEFTZAX  INAEBANFRHITER. EQEFTNES
X, BERMENEAXN. RAZAXNNER , AN BAXN KB NAA 4B EERE —MED,
EL A5 OpenSSH —RERAMNENREFLR |, BEkE pem. EUAE PUTTY —EEANKNFR
FH4A | BIEE ppk. ERVEFAX, BHUNKR2BI TEHAEBAXYE . FRAEBAXHR
FERR2MNE.

/A Important
XRERELERAXNFNE—N2.

ERDRATEONERERS T , BEEE. A VPC - BB THFIRHFEE6I2E RN VPC,
WF R T RFIRPIES VPC il H—AAE TR, BE0HTRUREFEASRERBLIE
BRI, BT RTREREIRA.
AXNAERHERRNXNESES , WSH (Amazon VPC A ER) HE9 A HE M.
SEEREBRA,

EAHIBAEIP T, #EEA.,

BXRNEMNAE IPIHNEZEER , 555 (Amazon EC2 Windows E#|A i) K
Amazon EC2 =4 IP S1it,

NFHARE (RE4 ) RE , BAUEARNRERRITERUARENER,
NTEEF#IRE , S UEARANRESEITERUHZEHNER,
EESRFAEERD , NEIA B F TR RPIERENE.

XNF IAM SEHIEE S |, BRI LUERIER IAM E6IE E X 4RI 2 1AM KOIREXH. B
KMATERE—TIE , HZH T
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a. M IAM SEBIEL & S 4 T A5 R %8 — M DirectoryServiceAccess M B Amazon it & & BE
AmazonSSM ManagedInstanceCore 1 AmazonSSM Y 1AM =1 EL & X4

b. WMRERKREIZEME AmazonSSM ManagedinstanceCore 1 A mazonSSM
DirectoryServiceAccess £ & REEKY | AM SEHIELE X4 |, BEFQEFH IAM Bl E X442
B, RARWITUTRIE

1. 1% tIBAG,

2. EEERZEENEET |, &HE Amazon &S,

3. 7 Use case ( EAZEHAI ) T , %&#& EC2,

4. 17F IR THRBEFIRAF | i%£3F AmazonSSM ManagedinstanceCore A

AmazonSSM B, DirectoryServiceAccessTEE REHEA SSM LATFIESI TR, EFT—
&

(® Note

AmazonSSM DirectoryServiceAccess 2R SEHI A HEEHES) B FHN

PR, Amazon Directory ServiceAmazonSSM ManagedIinstanceCore 124§ iZ R
SFTENRIENPR, Amazon Systems ManagerE x| ZE A XEN RN AN E
ZEE  URETUSES IAM AN HEMRRARENEES , 55 (Amazon
Systems Manager FIFF$888) HHI 7 Systems Manager 813 IAM SEBIEL & 3 4+

&N, EEVGEREL K WALREN. EHFELAGBIRMME EC2 K61,
(A ) B AR F B PR IAM KEIEE SRR
®E CEAG,

REEFSEEIRE |, EF IAM KGIE B X H4ZD MR ER. SR 1AM SEHIEE SN
LR IAM RO B X4 THFIRP . EEFNEEXH , ERRERERINE.

16. EEE KM,

© N o o

F 354 Amazon EC2 Windows 21T AYRE Simple AD 5&z B %

EF A Amazon EC2 Windows =1 A AmazoniE B #Ex AD &8 AD 5Ezh B & , HMAfE
AHiEENS BB ZSEFST D% EC2 Windows SEITc48 11 A #REYAmazoniE & ik AD Active
Directory,
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49 FZE Amazon Directory Service 12t DNS fRFE5H IP thit, WESAUEERRS > BFX >
BRMEFID ##E > BRFAGEURNEEZETHRE,

Directory Service » Directories » d-1234567890

d-1234567890

Directory Service X

¥ Active Directory

Directories

Directories shared with me

¥ Cloud Directory
Directories

Schemas

Directory details

Directory type
Microsoft AD

Edition
Standard

Operating system version

Directory DNS name

corp.example.com

Directory NetBIOS name

corp

Directory administration EC2 instance(s)

Windows Server 2019

Networking & security Scale & share Application management Maintenance

Networking details

VPC Subnets

Availability zones

us-east-2a DNS address
us-east-2b 192.0.2.1
198.51.100.1

¥ Windows 3£ 46N AAmazoniE &%k AD = Simple AD 5&3 B &

1. EREMZEREDIEF mEERISEH,
2. TEXBILITIF TCP/IPv4 BHEXELE

a. ¥TFF Network Connections.

® Tip
BRI LAESRB ENGSRRRIETUT &S , E#ITH Network Connections,

%SystemRoot%\system32\control.exe ncpa.cpl

b. ITAEMESAMEBERZN LTXXE (GRED) , AKF%ERE Properties,
c. MEEEEMXNERES , ITHF (i) Internet Protocol Version 4,

3. EBRMEALLT DNS RSE5tut , FF &% DNS BRSSE5tb it #% A DNS ARSS 85t B2kl Amazon
Directory Service 12ty DNS ARSSE5HY IP itk , ARBIEREE,
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Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

() Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: ‘ | . . . ‘

Alternate DNS server: ‘ . . . ‘

[ ] validate settings upon exit .

4. FTFFEBIRY System Properties JHiEAE , 1%£3F Computer Name &I+ , AR/F%# Change,

® Tip
B ERG EMNG SR RFETU TS , T System Properties X iE4E.

%SystemRoot%\system32\control.exe sysdm.cpl

5. ERRAFERH , %19 , # A Amazon Directory Service B XMW T EREBIH , R EREBE,

6. HYRERTAASEEANBMNZEN , BEMAEFEHMANRBRNKFOAFRENRBE, BXE
EXENBHNESZEELR |, 55 R ZE £ Amazon Managed Microsoft AD B B F i1 AR R

@ Note

B LB AN T2 REZME NetBIOS B, BRRAT (), RAEWABFE,
R fE A Amazon3tE Microsoft AD , AR BN “BER”, 5l , corp.example.com
\admin =% corp\admin,
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MRFEA Simple AD , WAFENE “BER", M, corp.example.com
\administrator =% corp\administrator,

7. WEXLOMASKERZE , EFRIRAIFEERENR.

REXFEMAR , BANZEEFZRFIAZTESATIEREEE R, MIRMAFM4EA,
¥ Amazon EC2 Linux 3=IFc48 I A¥RE Simple AD 5&3z) B %

L3 2R Amazon EC2 Linux SEBITC4&E #2 2 8 /Y Simple AD 5&3) B %o

XFELLUF Linux 35615 & MR AR A

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 fi x86 )

« Red Hat Enterprise Linux 8 (HVM) ( 64 1 x86 )

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

« SUSE Linux Enterprise Server 15 SP1

® Note
Ubuntu 14 #1 Red Hat Enterprise Linux 7 Z Bl & {TARF X & T 4& 3 hn A Thie,

HI R SR
FIRETEHMAZ Linux EHlz8l , EBFBEZTRATHNS R,
IEFRTTLE R A FRSSK

SET LR Linux ITEALTLE DA Simple AD . EHITIIRE | BT B -MEFGIRITENIKS
KRB AFKE , TR ITENMAE, REFGERERANAEMAN KR AT EBHNER™TITTENMA
B, BERNFTRUEALAG. FHRESKEK , RNBEERESRITEV A SR ERENRA AR
S o

BRIMANEAZENRIBS K ZENRACIBIUTENKSNES |, SR @8RS KT Eik
KR,
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BIRZ A S B AR S K

& T LAE A Amazon Secrets Manager 2135 IRE MK 7 o
BIBRBRAHAEEERSKFER

1. &3 Amazon Web Services Management Console , £ https://console.aws.amazon.com/
secretsmanager/ F¥TF Amazon Secrets Manager 2§ & .
2. i&#%E Store a new secret (& #H%4A).

3. 7 Store anew secret ( FEMZ4E ) WEH L , HITUATRE !

a. T “BHER T, &E HMEBHNZRAE,
b. £ “RBMEX" T , ITUTRE
i. HEE—NED , #iA awsSeamlessDomainUsername, EE—{TH T —MES |, WA
RS KSNEAF R, fli , MREZAEHTZ PowerShell 5%, N RS 1K &K

¥ N awsSeamlessDomain,

® Note

WML IRBELEH A awsSeamlessDomainUsername. R EIGHE&EEMA
=g, BN, = AR KM,
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i85 Services ‘ Q Search B & ® & onhovw

AWS Secrets Manager D> Secrets » Store a new secret

Step 1

Choose secret type

Choose secret type

EEpa Secret type info

Configure secret

Step 3 - optional (O Credentials for Amazon RDS (O Credentials for Amazon (O Credentials for Amazon
Configure rotation database DocumentDB database Redshift cluster

Hzp O Credentials for other O Other type of secret

Review database API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
[ awsSeamlessDomainUsername ] ‘
+ Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create

aws/secretsmanager v ‘ ‘ c ‘
Add new key [4

Cancel Next

i.  EBARMT
ii. TEFITHE—MEPH# A awsSeamlessDomainPassword, EE—TH T —MEH |
i ARSIk 3 88,

(® Note

HRTEERBEEM A awsSeamlessDomainPassword., R EIGE&EEM
. BN, FHinAS KK,

iv. TE“MBZA T , REBIAEaws/secretsmanager, Amazon Secrets Managerit#
LR TIRY |, IR S INZEZ, BHETLLUERECIENZA,

(® Note

RIFEME A K Z4HAmazon Secrets Manager , 2GS 2 XA, BXY
BIEBEMNIIR , HS M Amazon Secrets Manager EHT-
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https://www.amazonaws.cn/secrets-manager/pricing/
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YRATLAE A Secrets Manager 12 aws/secretsmanagerfAmazonit & #4A
RERMBRHOHER, MRECIEBCH KMS ZARMBEMHE , Amazon
FHHEZ LB Amazon KMS R @&k, BXESELR , 1§50 Amazon Key
Management Service .

V. iﬁ;%jt—*ﬁo

4. EBPEBW T , FAUTERXBAZSENE R ID WIBEH , F d-xxxxxxxxxx BRE
BEBEXID:

aws/directory-services/d-xxxxxxxxx/seamless-domain-join

XRATRRNARFPHEH.

(® Note
BT IRBIEEBM A aws/directory-services/d-xxxxxxxxx/seamless-
domain-join , BN d-xxxxxxxxxx B REME = ID. BRIIEEREEK, &
M, 80 AN &M
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Amazon Directory Service EEEmR

228 Services Search E2] & (O] © @ils ¥

AWS Secrets Manager > Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

SEeZ Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

cien s Secret name must contain only alphanumeric characters and the characters /_+=.@-
tep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

No tags associated with the secret.

[ haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge

Cancel Previous Next

5. REMMEARMRENMIAE , REEET %,
6. EEREEIRRT K AREREIRHR  RBEERT—F,

7. BFIRE , AREBREHELUREER. Secrets Manager 24| & RE &K P R FAIIR |, HE
FIRPIEDEFVZH,

8. MIIKRFPEREHLUBRNFHAEN , HIETHEH ARN H, BEEET —HoPERAZER.
BIZFTE IAM policy A&

FAUTERZHGSRUZEBE KR , ZREA X B Secrets Manager T IMA R ( B2
BIRIZEM ) HITRiIEHR , HEIEFHM LinuxEC2 DomainJoin IAM A,

FFEBIIMALRE Simple AD < 1.0 365



Amazon Directory Service EEEmR

B2 Secrets Manager IAM 2EU 3R #&

BRI AR IAM 25 SRR , BT X Secrets Manager 24789 R L5 01X BR o

P4\

B2 Secrets Manager IAM 2EU 3R #&

1. LLEHHIZ IAM policy X PREY A I~ & 14 & F Amazon Web Services Management Console., &f&
BN LA TR ITH IAM 2% A& : https://console.aws.amazon.com/iam/o

2. ESMERN FREER B, &R EE

3. ERBIERME,

4. EF JSON T+ , RIEEFILLT JSON REE XTI XA, REFEHME JSON XAEH,

® Note
B FXEMAR ARN iR 2 5l 62 19 240 8 SRR X E R R R ARN.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-

services/d-xxxxxxxxx/seamless-domain-join"
]

}

5. R , E#E Nexto RERIEERFRBEEMEEER. BXREZER , FSHARKIE IAM

policy,

6. EREFMAIEL , MA—TEBEH , 0 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read,
EERENY , LEFLNRERFHONR, RRCERE K REER. RERKIRPHERH
KEg , HAUECSHEZHFH MBI S HBH,
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® Note

BMNBUEHEBINBHUE R, IHEMATUBARIERELFENNEZSR , FEXHZ
MR R ERE.

12 LinuxEC2 & DomainJoin

BAILAGER 1AM 2SI A FE A Linux EC2 RSl A R,

f]2 LinuxEC2 A% DomainJoin

1. LLEHHIZ IAM policy X PREY A I~ & 19 & F Amazon Web Services Management Console., &f&
B A TMUEITFF IAM 2§ A& : hitps://console.aws.amazon.com/iam/o

ESMBERN HEEERE T , &8 ‘A

ERRBERKRT , EFUEAE,

EEEZEESEMENERET | %&H Amazon B,

£AB T, R EC2 , REBIEE “T—%7,

o A 0N

Select trusted entity .

Select trusted entity

Trusted entity type

© AWS ser
Al

Use case
Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Choose a use case for the specified service.

6. X TIERE , AT TR

a. %A AmazonSSMManagedInstanceCore., AFIERIIRFIZINAE W EEIE,
b. %A AmazonSSMDirectoryServiceAccess, R/FERFIRHPIZI A WEIRE,
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c. HA SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read ( REE L —SREFEIBHKRES
M) o RBEREIRFZIAENEIRE,

d. AMEEIHN=ZAKKE , ERCEAG,

(® Note

AmazonSSM DirectoryServiceAccess 12T SEHI A HEEHES) B FHN

BR. Amazon Directory ServiceAmazonSSM ManagedinstanceCore 1R 4 Z RS Fr &
R X PR, Amazon Systems ManagerBx<tIZ2EEXENENACGHNEZEFER , UK
B DS IAM AN HMRRAMRENEES , 25 (Amazon Systems Manager
AP FH A Systems Manager ¢I2 IAM SEHIf & 4

7. EABENFRIPBMAFTAGHEN , HlMLinuxEC2DomainJoinF EEERM B,
8. (Hit)XTAGHER , FwAHR.

9. (FNE)HE“FR3: FIFLE TEE RMFHIREL" SUMIFRE, REREXNATALR, RIKH
bt B e R AR,

10. EE tI2Ae,

FF Linux SR 4& i A¥REY Simple AD &35 B 3%
NE , FELBEETHMBELEES , BUUFERHUTIRTLEMMAZRK EC2 Linux 41,
FToEE I AYREY Linux SE41

1. & ZFZ Amazon Web Services Management Console 3 3#TFF Amazon EC2 ##|#& ( https:/
console.aws.amazon.com/ec2/ ) o

MNSIENXiEEFReET |, %F 5T A B FAmazon Web Services Xig#HE/ B .
£ EC2 ##IHRN B o RHIE 5 |, EBRB3IEH,
ERHXZHINENBHMIREELD T , WMALERTF Linux EC2 RHIKE FF.

( ANk ) EEREARMEMIRE |, FI—PRSMIERAEX , AL, RIERSIZRHI I EC2 K4
Y15 R A PR

6. T “NMARFNBRERSMRE (Amazon REMEG )" &5 , BEER3H Linux AMI,

o & w0 b
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10.

11.

12.
13.
14.

® Note

FrER K AMI %12 H Amazon Systems Manager ( SSM Agent ) ARZ 2.3.1644.0 RE
B, EBEMNZ AMI BEIEFIREE AMI FEREH SSM Agent i , EZHR
B 5 R SSM Agent Ix AR, MNREBFEHALK SSM Agent , FSREEEA T Linux B9
EC2 4l EZEMEE SSM Agent.

SSM £ Linux 3E#HIA0A Active Directory 1A% £ Fl iZaws : domainJoinf@
ZIEHF Linux SEHIR EH B E RN EC2AMAZ-XXXXXX X 18X BAXRNESZE
Haws:domainJoin , 2 {Amazon Systems Managerf FF1§f) FHAmazon
Systems Manageran © X EEHSZE,

HERBIREED , MROIRE TSI RAPIEFEEEAARAIRE,

HEEZAX (2R ) &2 , EULLARERZAN , INABEAX PRITEE. EQEHHEN
X, FRREMERZAN. HARANNER , RENBAXNRBEMALA AR RIEERE - MR

ELT 5 OpenSSH —BEANENARELH , HiEE pem. BUAE PUTTY —EERABNERR
FRR |, HiEETR ppk. EFQBEZAN . BHRNRFLEI TRAEEAMS. RABBHAXHR
FREZENVE,

/A Important
XRERELEBANHNE -T2,

ERDRARANNAEESS T | EERE. M VPC - KB TFHFIRHLEZIRE R VPC,
MFR RIS R VPC PR —MAE T, MR T WA R 2 E
BRI, ZNRTEEREEEIR,
AXMAEENEHMMNXNESES  #28 (Amazon VPC R /) A BB M
B EHBR,

EEHHBAE IP T, #REA.

BXRNENAE IPIHNEZEER |, 55 (Amazon EC2 Windows EH|AF i) K
Amazon EC2 =41 IP &1it,

NTFHRE (RZ24 ) RE , BAUERARNRERRITERUBRENER,
NTEEFMIRE , B AEARARERETERUAR BT R,
EESRFAREERD , NEIA B F TR RPIERENE.
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15. XFF IAM EHIBE X |, BEBRBZHELERFZHFEBDEE 2 : 812 LinuxEC DomainJoin 2 B
FHIER IAM Af,

16. ER B3I,

® Note

WMREEMF A SUSE Linux HTERLEEMA , NEEEFHZHFEHRITEMRIUE. EM Linux
LIS E R SUSE , % A sudo reboot,

F 34§ Amazon EC2 Linux SEBIINASER) Simple AD $&3h B &

PR T 53 EC2 Windows KBS , 58 A LR R LT B3 EC2 Linux SKBIMIA SRR Simple AD J&3h
B%o. XFUT Linux =60 KRR

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 ( 64 i x86 )

« WHE# Linux 2023 AMI

« Red Hat Enterprise Linux 8 (HVM) ( 64 {i x86 )

« Ubuntu Server 18.04 LTS A Ubuntu Server 16.04 LTS

+ CentOS 7 x86-64

« SUSE Linux Enterprise Server 15 SP1

(® Note
HAth Linux 2 RIRFRAATRER ERIZIT , ERETM .

IR 3G
RS IRER S Amazon EC2 Linux 34|48 N AYREY Simple AD J&Ez) B F RISENETRBIEH , R

J& = BERF Amazon Linux, CentOS. Red Hat = Ubuntu =N A B .
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/A Important

UTRESBEWNRREBNIT , TRLKESNGITETRRFIATA. Bt , BA1EBABRWIERT
X LT TR 2 BIX K5 6 2 & A SRR R

FF Linux =40 A B F
FRAUTERF2—X43E Linux E6IITSR :

Amazon Linux

1. EHEM SSH B miEZEIEH1,

2. BLi& Linux 25 LA{EH Amazon Directory Service 12489 DNS BRS25H DNS ARSS 25 IP #udit,
AILAES 7R ANE] VPC B9 DHCP ETEFRHITIRE , W2 BIERF LFHIRE , KTt
BE, MREFHEE , FSH Amazon ARG AR FAE EC2 £ 5 BLEEZS DNS RS
g, LATHAXRNBE Linux 7 X BRAMRAIRERF AL DNS BRSHENES

3. ¥4 64 {2 Amazon Linux S & RS

sudo yum -y update

4. £ Linux 32| E 2 ZEFrER Amazon Linux 342,

@ Note
Hp-LEREFamkeRR.
REEFEN  TRKBEH/INMRERERS. BRUUARXEREPHNFRRENE
Ho

Amazon Linux

sudo yum install samba-common-tools realmd oddjob oddjob-mkhomedir sssd adcli
krb5-workstation
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® Note

BXEELEFTERK Amazon Linux WRANEIEEBD | 558 (Amazon EC2 AF 18R (&
AT Linux 341 ) » B8R %] Amazon Linux B,

5. FEAU T o SRSEHIIA B Fo
sudo realm join -U join_account@EXAMPLE.COM example.com --verbose

join_account@EXAMPLE.COM

example.com B EEEHMANRHKS . EHINERNEBAKFHRB, BXTREXLE
MR EZEE |, 5SHZE I Amazon Managed Microsoft AD B B F 1 AR,

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

6. I E SSH IRF U A GFH 1T F B RIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁfﬂ] SSH HE%O

sudo systemctl restart sshd.service

HE

sudo service sshd restart
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7. EFRHRFlzE , EHEM SSH HEFRIHERESE , AEEIRITUATSREEHEERARNM
2| sudoers 3% :

a. FRALUTHESITH sudoers 4 :

sudo visudo

b. MU THARNME sudoers XHHEBHREFIZMH.

## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

( A ERBIfE A “\<space>"F B Linux ZH{F A, )

CentOS

1. EHEM SSH B IimiEZEEIZ 61,

2. B Linux 251 LA{EFH Amazon Directory Service 1289 DNS fRS25H9 DNS IRSSE5 IP #udit,
AILAES 7R ANE] VPC By DHCP IETEFRHITIRE , BRI ERF LFHIRE , KHITLE
BE, MREFHEE , FSH Amazon AR A RFAE EC2 £ 5 Bl EEZS DNS RS
g, LATHAEXRNBE Linux 2 XBRAMAIRERF AL DNS BRSHENES

3. R CentOS 7 B HZFIRS-

sudo yum -y update

4. 7£ Linux 3£l E Z&FIE CentOS 7 #i+3,

(® Note
Hp-EEFEARERE,
ZERREFEN  TRKBH/INMRERERS. BRUUARXEREPINFRRENE

Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. FEAL T SREHMA R Fo
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sudo realm join -U join_account@example.com example.com --verbose

join_account@example.com

example.com B EEEHMANRHKS . EHINERNEBAKFHZRB, BXTRXL
WEMEZELR | S Z$E Amazon Managed Microsoft AD # B SN A PR

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

6. I E SSH IRF U A GFH 1T F B RIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁfﬂ] SSH HE%O

sudo systemctl restart sshd.service
HE

sudo service sshd restart

7. EFRHRFlzE , EAEM SSH BEFRIHERESEIE , AEEIRITUATSREEHEERARNM
2| sudoers 3% :

a. FRAUTHSITI sudoers X4 :

sudo visudo

b. FLLTHAERME sudoers XHENEZBHREFZH,
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## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

( BA ERBIfE A “\<space>"FE K Linux ZEHEERF, )

Red hat

1. EAET SSH & F imiEEEI= 61,

2. BL& Linux =4I LAEF Amazon Directory Service $2£#9 DNS JRS525H9 DNS BRSS 85 IP i,
AILUB M NEl VPC B DHCP T #HTIRE , REBEIELF EFHRE , KNTLE
BE, MREFIHRE , FSH Amazon HIRF O I{A R FAE EC2 SE4I% Fi 523 DNS RS
g8 , LA THAEXRFRBE Linux 7 KBRAMRAIRERF AL DNS BRF5HENIES

3. #1% Red Hat - 64 I S20I 8 HEFIRS,

sudo yum -y update

4. 1 Linux 35| E Z3%FrER Red Hat BFE.

(® Note
Hp-LEFIAEERE.
ZERFON , THLABIANRHEERE, EXTUEXLERBTFNTRRENZ
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. AT =REBIMA B Fo

sudo realm join -v -U join_account example.com --install=/
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join_account

e x am AccountName ple.com HH EFFHMANRNIKFH SaM, EHIRERETEA
WKRHNEB, BXAERXENRNESEFEER , HSHEZEF Amazon Managed Microsoft AD #Y
B F AR,

example.com

B ZHY5T2RE DNS B#5.

* Successfully enrolled machine in realm
6. IR E SSH IRFUAFH ITH F B RIL,
a. EXARmEEFFITIF /etc/ssh/sshd_config X4,
sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication i®E&ER yes,

PasswordAuthentication yes

c. E¥E3) SSH RS

sudo systemctl restart sshd.service
WmE -

sudo service sshd restart

7. EFRHRPFlzE , EAEM SSH HERIHEESITE , AFEIRITUA TS REEHEERARNM
2| sudoers 5% :

a. FRALUTHSITH sudoers 4 :

sudo visudo

b. U TARFME sudoers XA EIHRF X

## Add the "Domain Admins" group from the example.com domain.

%Domain\_ Adminseexample.com ALL=(ALL:ALL) ALL
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( JA ERBIfE A “\<space>"FL B Linux ZZHF R, )

Ubuntu

1. EH{EM SSH B IimiEEEIE 61,

2. BLi& Linux 25 LA{EH Amazon Directory Service 12489 DNS BRS25H DNS ARSSE5 IP #udit,
AILUER M INE] VPC B DHCP AR #HTIRE , A2 BIEXM EFIHRE |, KTt
BE, MREFHEE , BFSH Amazon HIRALE A RFAE EC2 415 Bl EEZS DNS RS
g8, LTHAEXRFNRBE Linux 7 XBRAMAIRERF AL DNS BRSHENIES

3. BIRE/ Ubuntu - 64 LK HIR &FIRA.

sudo apt-get update
sudo apt-get -y upgrade

4. 7£ Linux 326l E Z&KFIER Ubuntu BF .

® Note
HA-ERFIITREELRR.
TERFEN , THLBII M REEERS. EXTUTXERBTNTRAENE
Ho

sudo apt-get -y install sssd realmd krb5-user samba-common packagekit adcli

5. A& [ DNS @47 , HSEBIASIERE N EHIEA FQDN. Ubuntu SE45I7E DNS 400 af &
mfRAT , SUSFREFER., BN |, BAIE letc/krb5.conf FE A DNS , I TR -

sudo vi /etc/krb5.conf

[libdefaults]
default_realm = EXAMPLE.COM
rdns = false

6. FEAU TR SRERHMA B Fo
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sudo realm join -U join_account example.com --verbose

join_account@example.com

e x am AccountName ple.com HHEFFHMANRHKFH SaM, £ HIIBREAA
WA ZB, BEAXERXENRNESZEER , BHSHRZEF Amazon Managed Microsoft AD £Y
B FZARR,

example.com

B XK EE2RE DNS B#5.

* Successfully enrolled machine in realm

7. 1% E SSH RF U A GFH 1THE F B KIE,
a. TN ARIREEFHITFF /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. ¥ PasswordAuthentication &R yes,

PasswordAuthentication yes

C. E%ﬁﬁfﬂ] SSH HE%O

sudo systemctl restart sshd.service
HE

sudo service sshd restart

8. EFRIXPFlzE , EAEM SSH HEFIHEESIT , AEEIRITUATSREEHETERANRNM
2| sudoers 3% :

a. FRAUTHSITI sudoers X4 :

sudo visudo

b. FLLTHAERME sudoers XHENEZBHREFZH,
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## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

( A ERBIER \<space>"FEM Linux ZHRF /. )

® Note

£/ Simple AD B} , 218 7E Linux 24l EOIZAFPKFRER T BB EERERNER
HEED , WiZAFTTEER kpasswd BEXERHEZE, EEREREE , HEEAXE
A Active Directory EXE T EEH A~ Z18,

BT Linux SEHIEEK

EESE Linux SEHIEE Simple AD FHIKF | BAMEIFEH Linux 26| LS EER B XY , ITFFF
N

1. FFH4E /etc/sssd/sssd.conf X4 H4F krb5_use_kdcinfo iRE R False. A :

[domain/example.com]
krb5_use_kdcinfo = False

2. EEEJF sssd RSBELEFBEAER -

$ sudo systemctl restart sssd.service
RNE , B BUER -

$ sudo service sssd start
3. MRBFET CentOS Linux SEHIEBAF |, B AMmE X /etc/smb.conf LLEFE -

[global]
workgroup = EXAMPLE.COM
realm = EXAMPLE.COM
netbios name = EXAMPLE
security = ads
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BR 5 7= 2 15 ]

H R BN # =T Active Directory FEXH , HBIABERT , BEXRHPWAIERAFBAUZRIZE
5, B LATE sssd.conf B ad_access_filter R A FIEER P& FEEH, Fa0

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

BERMEAFREEANKARN , T RFEI15R K6,

cn

MERHRKRAVANBERBN, ELREIH , BEHRE admins.

ou

X2 THENAMENALNEN, FELRAFIF , OU  Testous
dc

XERENENRARED . EHREIFR examples
dc

XM nSA KT D, FELHREFPR coms

AR F TN ad_access_filter FiNZE /etc/sssd/sssd.confo

EN A YREEIZHITFF /etc/sssd/sssd.conf 344,

sudo vi /etc/sssd/sssd.conf

WMITHIREZ fE , sssd.conf ATRESRLLTF T EIXEE ;

[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
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cache_credentials = True

id_provider = ad

krb5_store_password_if_offline = True

default_shell = /bin/bash

ldap_id_mapping = True

use_fully_qualified_names = True

fallback_homedir = /home/%u@%d

access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

FEER sssd RFEEBEBFBEEM ¢

sudo systemctl restart sssd.service
NE , BEALUER

sudo service sssd restart

B mR5t

B LU AR A AT ID BRET | U4 UNIX/Linux Bl FRIR% (UID) FI4AFRIRA (GID) LUK
Windows # Active Directory Z£#rRAF (SID) B4 2 B — &%,

1. £t
2. 7=

(® Note
Active Directory FEFR XA SMMRHFFTEF/EXNRERSEEOR POSIX,

SEPXAF S0

Active Directory S} E b2 8 B 5| tHi (LDAP) RS A Linux A4 UID # GID, £ Active
Directory 1 , XEFRMRAKFFHEACHNEMSES

« UID-Linux AF & ( FfF&H )
« UID 5-Linux AF ID & ( %)
« GID B#-Linux B4 ID & ( &%)

fF32 41 AREY Simple AD WA 1.0 381



Amazon Directory Service EEEmR

E¥ Linux 24IE & £ Active Directory A #9 UID # GID , iE4E sssd.conf X
f1dap_id_mapping = FalseF#HITIRE. HIREWEZE , FHEIAEZ @ Active Directory FRY
BAFRMBLERMNT UID, UID S GID B,

2R AF SRR

R Active Directory &8 POSIX ¥ BE , AERERFEREEF MBS |, Linux AJLLTHE UID
GID fE. Linux AP H I —Z2FRRAF (SID) KR F— B,

ERESMNAF ID BRE |, i57E sssd.conf X#k1dap_id_mapping = Trued#H{TIRE,
HEREER Linux 3241

AP MR SSH B IHEREIEFIN , REQRETMIMNBARFE. AR TUXRA
username@example.com 5 EXAMPLE\username XM AR &, RIFEMFEAH Linux KIThR ,
MR ELUFUATAR :

Amazon Linux, Red Hat Enterprise Linux F CentOS Linux

login as: johndoe@example.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management

Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/

Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admin@example.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)
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* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

Z £ Simple AD #9 B i1 AR
EFHENMMAZBER , SEENHITENMAZ B KK,
XF Simple AD , HEEAHANKRZIAEEBRRFITENIMAZE R,

BRREZEREK , NMEARBEMENRNMRNIKS, UTIRERERNFALIZEN Joiners B
A , FrEttAETFITENINAZ B FKAFERINER,

IBAMTE E M AZE B X B E R % Active Directory AP it &4 MMC B2 & i it B4 LTS
I:I<> f@ﬁ”\?ﬁl«iiﬁ%fiﬁ%fﬁﬁio

EZF T Simple AD FI I AR

1. $TFF Active Directory User and Computers H#7£ St it B EHER
2. EEMNSHMA , ITFF Users W ETXXKE (AREDE) , %&F New , RFIEEF Group.
3. 7 New Object - Group E# , BALUTAHZR , RFERE OK,

« XF Group name (A& %5 , A Joiners,

« XF Group scope , i%£# Global,

« XF Group type , %1% Security,
4. TESMHF , EBEANER. M Action EE A i%E$E Delegate Controlo
5. £ Delegation of Control Wizard TUHE Lt , 1%£$#F Next , R/F1EFE Add,

6. & Select Users, Computers, or Groups 9 , £ A Joiners , RFEF OK, MRKEIZ/N
R, BEFLEAEN Joiners H, EET—%,

7. 7E Tasks to Delegate T £ , 1%£3F Create a custom task to delegate , R/Fi%E#F Nexto

8. #%$F Only the following objects in the folder , fRf5i%# Computer objects.
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EEEmE

9. 1%&#& Create selected objects in this folder , #Af51%#F Delete selected objects in this folder. Af5

ﬁj:%-lt —550
Delegation of Control Wizard

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
(") This folder, existing objects in this folder, and creation of new objects in this folder
{®) Only the following objects in the folder:

et

N

[] Sites Container objects
] Subnet objects

[] Subnets Container objects
[ ] Trusted Domain ohijects

[] Site Settings objects y

User objects ™

Create selected objects in this folder
Delete selected objects in this folder

< Back Mest = Cancel Help

10. 1%3#F Read 1 Write , AFIERE Next

Delegation of Control Wizard

Permissions
Select the pemissions you want to delegate.

Show these permissions:

General
Property-specific
[ ] Creation/deletion of speciic child objects

Pemissions:

A

[] Ful Contral

Read

[] White

[] Create Al Child Objects
] Delete &ll Child Objects
[ ] Read &l Properties

< Back Mext > Cancel

Help
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11. 7£ Completing the Delegation of Control Wizard W ERIEE R , AFIEER Finisho

12. FAREBCE—NAR , HHZAFRNE Joiners H. ZAFRERE R% R
Amazon Directory Service % B &,

2% DHCP &I &

Amazon WA Amazon Directory Service B 62 DHCP £ 5} ff DHCP &M & 2 B4R 1% B Al
K VPC, XfEiZ VPC P EVEMSSHIER vT LUE m 35 E 3 1 DNS BR&5 88 AT Hig &,

B> DHCP ATIENEZE LR , B S Mhttps://docs.amazonaws.cn/vpc/latest/userguide/
VPC_DHCP_Options.html {Amazon VPC B {5R) ## DHCP &I,

7B FAIE DHCP 1£Im &

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e
2. HESMBEKD | % DHCP Options Sets , AAfFi%#¥ Create DHCP options sets
3. HEGIEDHCPEmM&ENH L , MABERKNIUTE

=L

IETEE W AIIEFR
W&

BRMTERESZM , I corp.example.com,
HE RS

Amazon 2# B 5 DNS RS20 IP Hhiit,

(® Note

A] A% %] Amazon Directory Service #E# 2 S B , #BERX , ARERERNE
X ID , Mk Eix L it

NTP BRSS 28

He

HtFERE

o
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NetBIOS & # AR5 25

HtFEREZE,
NetBIOS 5 /3 H

FHFHEERE,
4. EFBIZE DHCP &I, ##Y DHCP K & HIE LM DHCP YR,
5. 1B EE DHCP ETER ID (dopt-xxxxxxxx)o EHAECFHIHIETES VPC HXE,

E X5 VPC #xEx# DHCP T &,

EZQE DHCP K2 /5 , BELLEBBIUXLIET, MREFHE VPC FHTRER DHCP i&
W& , BHMBNEFRIETE | HFEEEN VPC HXxB, BETLIHEE VPC |, itERFEREM
DHCP &5,

1. BELT®utiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e
ESMBERP , EFEEH VPC,

¥ VPC , RRMIERERIE, 4miE DHCP EIE,

¥tF DHCP &L £ |, &F—MNETE D EFR T DHCP &L , RFEFERTF.

R

43 Simple AD B &

AT NEBUMEHA Simple AD HRiE4HF E L EEES,
- MIB& Simple AD

- FEFHARRBIEREE

- BEFEHERXEER

filB& Simple AD

flBx Amazon Managed Microsoft AD = Simple AD B , FiE B ZBEMIRBEMER , H BT EMR
8. BERERZE , MAZEBFRNAEXRGBREFE, B2, THEEAEREZLEEZXLEX, FE
158 A SE I B9 A 3 F P2 I P B SRax L SE 451
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Bk AD Connector B , AS#th B ZRIFAE, MAE B ZFOFAEXRFBREFRT | HEREFMAXMEB
o MAILAMER B FEIEEFIX LA,

EMIBRE F

1. 1& Amazon Directory Service 24l A SMEKH | EFHF,

2. BIRRERNEEER KR B B HEM Amazon AR, BB Amazon N FTEF I 1E &M
Bk Amazon Managed Microsoft AD = Simple AD,

a.

b.

FEXRREL , EFEME X D,
£ Directory details (B Z1¥4E L) mHE L , 1£4F Application management (B AR FEE)
EIF, 7£ Amazon RARFMBRFILH , AIAEEIRN B FEAN Amazon NARERF.

« 2 Amazon Web Services Management Console 5[],

- EEH Amazon WorkSpaces , M WorkSpaces 12 & & # B FHEUEEMZKRS. &
XBEZER , B2/ (Amazon WorkSpaces Administration Guide) ##J Deregistering
from a directory,

« EZH Amazon WorkSpaces Application Manager , 27 Bk Amazon WAM #2&| & iy
FIERARFEDE. BXEZEER , $5H (Amazon WAM Administration Guide) ##
Removing all application assignments,

« EZ M Amazon WorkDocs , Z1E Amazon WorkDocs 12 &l & F il Bk Amazon WorkDocs
Mit, BXxEZEELR , 52 (Amazon WorkDocs Administration Guide) H# Delete a
siteo

« EZHMH Amazon WorkMail , %47 Amazon WorkMail 124l & F il Bk Amazon WorkMail 42
N, BXEZER |, 525 (Amazon WorkMail Administrator Guide) F# Remove an
organization,

« EBEREAT Windows File Server B9 Amazon FSx , 2 M5 il B} Amazon FSx X4
X%, BXEZER , 1555 (Amazon FSx for Windows File Server User Guide) HHY
Working with Active Directory in FSx for Windows File Server,

« EZH Amazon Relational Database Service , MR Amazon RDS =4, X%
EZER |, 55 (Amazon RDS AFIERM) HRYIEIE S8 MIEESH,

« EZM Amazon Client VPN RS , XN EF % VPN iIm S P BERE XRS. BXRESE
B &2/ (Amazon Client VPN B2 R $58) F M Active Directory 5311,

- EZ Amazon Connect , 7Bk Amazon Connect 356l, BXEZER , HSH
{Amazon Connect Administration Guide) Y Deleting an Amazon Connect instance,

$#PEx
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« EZ Amazon QuickSight , 4JNEUETT ) Amazon QuickSighte BXEZER , HSH
{Amazon QuickSight User Guide) ##J Closing your Amazon QuickSight account,

® Note

MERIREEME A Amazon IAM Identity Center 3 B 2 i © 4% H 1 2 2 i+ R M BR Y
Amazon Managed Microsoft AD B3 , WA EBXRFHIR , AR e EHMIER,
BEXREZER | 52K <IAM Identity Center User Guide) H#J Change your identity
sourceo.

3. HESMBERT , EEER.

4. PUEARERRRNBE R , AEEENER. WEREZFE/LoMEE. BFENRZE , E2NEFIR
I BR

NEFHBRRBHEFRB F

JB3id Amazon Directory Service AJEA 1 Simple AD B RBEFHRR, XLRB I T point-in-time
RE R B &, &S AD Connector B FKHIRE,

£

- NEFUBRE
- NREBERE F
- HIBRIR R

B FRABRR
REA LA TFERERIBERBONERLNARS. ECEZEFRNFHRE , BRITUTIER,
® Note

NFENEFK, REIA 5 ANFHRE, MREKFRE , DAEMER—NREFIIRES BE
RS — MR,

BIZFHRER

1. £ Amazon Directory Service 2| & SREEF |, EEFEB %,

£l 7 1.0 388


https://docs.amazonaws.cn/quicksight/latest/user/closing-account.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/manage-your-identity-source-change.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/manage-your-identity-source-change.html
https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service BRI
2. EEFRREL , EFRENEZRID,

3. HEEFWAGENEL 6 GREFIATIF,

4. HERBEHOF , ERERE  RGERGBRE,

5. HAZBFRRENEES , RERBNEN (MRFE ). sdE , BEEIERE,

BRFEEFHKD , TERE/LDHRIRCIERRE, RBERRE G , Status EEHH
Completed,

MRERE R B

MRBIERE FERTHEFZBIEF UGN E, BEXRBENERCINERPE2H KN, REREE
MEBRECHWE F. A, FHREBIFNHKKHRN 180 Ko BXEZFEL , S Microsoft
Mt E#Y Active Directory B RGERSZ N EARRE,

/A Warning
BANEBWIBEMRE RBZ BB R Amazon Web Services Support F/0y ; FA1 0] LA#S By #2838 5 33
TREBER, FARBERFLXSHBEFEER , AR ENER. FSLERABAR , 5
BHXXEXHFTE DC M DNS lRFHF L TELRS |, ERIERRIETK.

EMNRBEREF , THRITU TSR,
MRERE R B

1. 7E Amazon Directory Service #2#| & SMBEK D , R B F,

2. EEFRREL , EFREMNEZRID,

3. HEEFRHAGEREL , EFR&FREIF,

4. ERRBEHD  EIRPER-NMRE , ERRE , AEEREFRRE.
5. BEEERBEFRENEEPNER , AEEFER.

NF-—MERK, ARFER/LOHIREMELE R, BREBERZE , RSEKXERN Active, 278
HREBAMZEXEFHITHEMER.

£l k7 1.0 389


https://support.microsoft.com/en-za/help/216993/useful-shelf-life-of-a-system-state-backup-of-active-directory
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service EEEmR

i B A5k BB
T ay i BR 1R BR

1. 1& Amazon Directory Service 24l A SMEKH | EFHF,

2. EEFRREL , EFRENEFRID,

3. HEEFWAGENEL 6 GREFIATIF,

4. HERBEHDF , ERERE  REERRBRRE,
5. WINEEMERRRR , REEFRER.
EEERER

BRI EEBXBEZNEFEAESR
EEFAERER

1. 7E£ Amazon Directory Service 12 & S M E KK Active Directory T , E#F B %,
2. BREHEBERMBERID#E, AXREXNEEETERARFMAEETAETF,

AKX Status ZFERNEZER , FSM T # B RS

Directory Service X | Directon y Service > Directories >
d-1234567890 e password Delete directory |
ory
Directory details c |
P Sname  Dircoyld
Simple AD corp.example.com 4-1234567890
nnnnnnnn ysize Directory NetBIOS name Description - Edit
Small CORP Simple Active Directory
Networking & security pplication mana gement Maintenance
Networking details C
vPC Subnets Statu
] © Active

Availability zones Last updated
us-east-1b DNS address Thursday, August 31, 2023

Launch time
Thursday, August 31, 2023

5 A3 Amazon R AR R M AR S5 HY 5 (8]

B Al L E Simple AD ##F Amazon R ARRF MRS ( #1401 Amazon WorkSpaces ) 17 R 2HY
Active Directory, IS ARERA LT Amazon R AR MRS AEA Simple AD,
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Amazon N RAREF/RS BEZER......
Amazon Chime BXEZELR |, 5 Amazon Chime

Administration Guide,

Amazon WorkDocs EXEZELR , 12 Amazon WorkDocs &
{EF,
Amazon WorkMail BXEZEE , EZH Amazon WorkMail

Administrator Guide,.

Amazon WorkSpaces &R LABE#EM WorkSpaces 12 Simple
AD. Amazon Managed Microsoft AD =,
AD Connector, REERRITEXTE3)
Advanced Setup.

BXEZER |, iHS Amazon WorkSpaces
Administration Guide,

Amazon Web Services Management Console BEXEZER , B8 ATFEH AD EikiE A
Amazon Web Services Management Console,

BRAZE , TEERHERFEFRHRNENNAZFIBFZHEGFHEFEEX B RNHENE. B
Amazon Directory Service 24| & &E#H LRk Amazon MARF MRS EEE , HHRTUTSE,

ERERTBRNNARFMRS

1. 7E Amazon Directory Service 24| & SMBEK T , EE B F.
2. HEEFTEL, &RENEFID,

3. 1£ Directory details (B Xi*4E L) ME L , %£1F Application management (B A FEE) £
+o

4. &EFH Amazon MABRFMRZ IS TH IR,

AR ER Amazon Directory Service 3 Amazon MARF MRS HITRNHIBCEBRNNEZE
B, #&29 £/ Amazon Directory Service Xf Amazon R & 7 MRS #1782

£}
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« BIZ15R URL
- BREZR

B2 75 A URL

1518 URL f# Amazon R FAREF MRS ( 11 Amazon WorkDocs ) ARG R 5B RXBHWEFRTHE, It
URL A& RME—, AIIBEHITUTEZ RN B FEIZ 1R URL,

/A Warning

—BARBEFEBNAEFER URL, METEERE. €E15R URL 25 , HEAETEE
Ae. MEMERE S, WiFE URL taMiER , B8/ A SAREAE MK FrER,

I 15R URL

1. £ Amazon Directory Service 2| & SR EEF | EEFEB %,
2. HEEFIEL, ERBENEZHID,

3. 1£ Directory details (B FiF4EL) WHE L , %#F Application management (BRI AR FEEE) £
+o

4. 1£ Application access URL (BRI AT2F15E URL) 207 , IR KM EHFZ S EIHR URL , & E
7~ Create (812) 4. WA BRAE , AFIEF Create (812)., WRIRE Entity Already Exists
BiR, WEEEFRINEBEDE. EES —MAEHEENIRE,

BHIIAE URL B <alias>.awsapps.com HIHERE R

BREX

Amazon Directory Service 2 &K A P @I tn A B % WorkDocs HY it EHLiA B Amazon , mMEHE £
LN ATI I

BREREFRZHE , BRENTHMDR , UEFRAFR Web RRHBAUZHEQIE R, AFAES
EIEWH Web RIRBFREKREAERLER,

B A Amazon R FATERF F RS #9175 ] WA 1.0 392


https://console.amazonaws.cn/directoryservicev2/

Amazon Directory Service EEEmR

® Note

REEZEEMAZF Amazon Directory Service B ZFHFMITEY EF TR B R, KMABF+H
WItEN LA ERE R R,

RSB FE AD Connector B3 , H AD Connector FRE K & ENBERMBMBREBRSEIEASR
MEM, WXNTTENLSES 6, AWML :

1. WA ABERE  REFRETIEBRAESUTNRENE ZAFWAFZ MBS : a/7E AD Connector
REMKF ERMSBMERBRSERXAZRHEE. EEMENATERAERSESR , THRSHITER.
T4 E K AD Connector BRSSK F 1XBR,

2. WO LAEIENBR LA AD Connector BRE Tk PRSI E BNRSZ EAZHEY |, B LAER
BBE R AD Connector BRS ik F X BR AV ik £ D A BRI it E Al iz 1T AT PowerShell i5 . AT
WHFE AD Connector FRE K F 8E% X H B B IR INMMIBRIRS ZEFEA B HE M.

$AccountName = 'ConnectorAccountName'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$RootDse = Get-ADRootDSE

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -

Properties 'schemaIDGUID').schemaIDGUID

# Getting AD Connector service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AclPath = $AccountProperties.DistinguishedName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier’
$AccountProperties.SID.Value

# Getting ACL settings for AD Connector service account.

$0bjectAcl = Get-ACL -Path "AD:\$AclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGUID, 'None'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0bjectAcl -Path "AD:\$AclPath"
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BARZRA Amazon # 5 & F WorkDocs

1. 1& Amazon Directory Service 24l A SMEKH | EFHF,
2. EEETEL , &#BEMHEFID,

3. £ Directory details (B XiF4EE) TWHE L , % Application management (N A FE &) £
+o

4. HENEARFHRMIL” 2o, EF B A" LAS B Amazon WorkDocs B8 s & %,

MBHEEEINEHAZY , WAREREEELCIERR URL , AEFREE RILET, BxUMAeIE2
HE URL NEZEER |, H3[@0I21HE URL,

5, ENHBEFRERARSKESXYERES  &EERA. EREFXENAREA.

6. WMEZELUGFEEA Amazon E’J$ REF WorkDocs , B ‘2R, AGE ‘BEALKBEFRNERE
XVIEES , BROER ‘B

£
« |E 1 Chrome BV S & F
« Firefox Y8 R &

IE # Chrome 8 R &%

EfF Microsoft B9 Internet Explorer ( IE ) 1 Google #J Chrome MU FE SBEFK , MTEFR
Fimit & EHITUTES ¢

« FFiFR URL ( 40 https://<alias>.awsapps.com ) NMESEA TR A EFZWLTHIEIIRF,
- BRAESHIZA (JavaScript).

- RATBFEF,

- ERERSHRIE,

BHRENAFPFIRITIXERES , i AMERAARBRETE dUX &8
F3

« Windows F# QB FWFohEH

« OSX FR O EZNFHEN

- BQRFNWAKRIRE
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Windows F# S & ZNFHERH

E7 Windows T EHl L FHEAERER , BEFEFRITENLHITUATER, Hh-LREAEE
EWIRE,

#£ Windows £ Internet Explorer 1 Chrome F3) /5 A8 m & F
1.  EITF Internet Properties XJiE4E |, i5iE#F Start X8 | EEREPEA Internet Options,

ARIFIER Internet Options,
2. BERTUTSERGHE URL AMEIEATEQIERNELFTRIEQISIERF !

a. 7t Internet Properties X} 1E4E 1% Security I+,
b. 3% Local intranet , AE%## Sites.
c. 1E Local intranet XiFHEAH |, #%4#F Advanced,
d. fFiAE URL ARNEIMEL SR , REERE Close,
e. 7 Local intranet SHiEREH |, E#F OK,
3. EREREIMAE , BHITUTESR

a. £ Internet Properties X542/ Security £ |, %% Custom level,

b. 7E Security Settings - Local Intranet Zone XiEHEH , [@ T&R3h % Scripting , AE1E Active
scripting T 1%&# Enable,

c. 1E Security Settings - Local Intranet Zone XiEHEF , £ OK,
4. EEABZER, BRITUTIR

a. 7E Internet Properties X1 iE4ERY Security IR H , %&£ Custom level,

b. 7E Security Settings - Local Intranet Zone XiEHEH , [@ TRz User Authentication J7E
Logon Ti%&# Automatic logon only in Intranet zone,

c. 1E Security Settings - Local Intranet Zone XiEHEH , £ OK,
d. 7 Security Settings - Local Intranet Zone X IFHER , % OK.
5. EERAERFHRIE , BRITUTIR

a. £ Internet Properties 315 4E 1 i%#F Advanced &I+,
b. [ TRzIE Security , AREFi%ZE Enable Integrated Windows Authentication.
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c. £ Internet Properties X1 iEHEA , %% OKo
6. XM EFITIHN B[ LLIXLEEREN,

OS X LEQEFMNFIIERM
E# OSX £ Chrome FHERERER , BEFMRITENLHTUTEIR, FEHTENLHE

HRNRTRETERIX LS TR,
£ OS X £H Chrome Faig A S &F

1. BESTUTHSEERE MR inE AuthServerAllowlistE BE -

defaults write com.google.Chrome AuthServerAllowlist "https://<alias>.awsapps.com"

2. #F System Preferences , ¥ %| Profiles HE#R , AA/EMIBR Chrome Kerberos Configuration
BLiE X

3. E#HF3 Chrome , RETE Chrome FITF chrome://policy LAFRIAFTIR B B X5,

BREFNARKIRE
HEERATURBARKREUEMASNESRITEN LREITERBEREN,

(® Note

MRIEFEH Chrome BEREE MW ITEYL_ LR Chrome PILERI 2T | M AT 75 9] B 41k 7 o0
B|AuthServerAllowlistBUIER ., BHXi&E Chrome FREEHNEZE R , B F Policy Settings in
Chrome,

FRHEFRREIZE N Internet Explorer 1 Chrome BH# S5 &
1. BERITUATSRUBTVARENR

a. HAARKEEIER K SHIEHEHIEER Group Policy Objects,
b. FEEXXEd % Action , RFIEE New,

C. TEHE GPOFFER , NARBYRBMA—NMERMERZF (W IAM Identity Center
Policy ) , 4R Starter GPO REHN (T ) » £ HHE,

2. BEHITUTIRGHR URL AMBIERTRERBERNETHIERIIRS !
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a. HHAXMEEBEIER  SHIEHE , EFHRXER , FTFF IAM Identity Center KEEH £
TX (ARETG ) XE , RAREREE.

b. EXREEHH , M EF User Configuration > Preferences > Windows Settings.

c. 1 Windows Settings FIZ& ™ , 3TFF Registry B9 E T3 (A2 F) FE 8 HiEE New registry
item,

d. 7 New Registry Properties XiEEH , AL TIRE , AFEE OK :

BRI

Update

Hive
HKEY_CURRENT_USER
R

Software\Microsoft\Windows\CurrentVersion\Internet Settings
\ZoneMap\Domains\awsapps.com\<alias>

<alias> WEREBAR URL, MRi5ME URL & https://
examplecorp.awsapps.com, MEIH =R examplecorp , FMETRE Software
\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
\Domains\awsapps.com\examplecorp,

Value name

https
(ZES:]
REG_DWORD

Value data

1
3. ERAEIMAE , BIMITUTEIR .

a. THXRREEIES K SMEGWE , EFAEHRBEXR , 7T7F 1AM Identity Center SRE&HY £
TX (68%% ) X2, AREERRE.
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b.

EERERF | 5% Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone,

£ Intranet Zone BI&RF |, ITF Allow active scripting B9 E T (8% &) & | & Edit,
£ Allow active scripting XiF#EH , WA TIRE , RF1EE OK :

« %3$% Enabled #i%1%4.
« 7£ Options T , ¥ Allow active scripting I8 & Enable.

4. ERREHESR, BHRITUTIR

a.

EAREBETIEDR | SMBEHE | %£E“Group Policy Objects” , TFF SSO KK LT X
(BRRET) X8, R/FIERE Edit,

EERER A | S8 ZE Computer Configuration > Policies > Administrative Templates >
Windows Components > Internet Explorer > Internet Control Panel > Security Page >
Intranet Zone,

f£ Intranet Zone %|Z& ™ , TF Logon options B E R (AR ¥ ) & | & Edit,
£ Logon options XiFMER |, WAL TIRE , REIEE OK :

« 1%&3% Enabled #i%&3%4H,

 7£ Options T , ¥ Logon options % &} Automatic logon only in Intranet zone,

5. ERAEMSORIE , FHITHUTIR

a.

EARBEETES , SMBEHE , ERARBEXNR , 1777 IAM Identity Center RE&RY £
TX (ARED ) XE , REIERERE,

ERBEHH |, SMEF User Configuration > Preferences > Windows Settings.
£ Windows Settings $IF&# , ITH Registry B L TX (GB % o) X & Hi%EFE New registry

item,

£ New Registry Properties SHiEEH , MALTIRE , AFEE OK :
BE

Update

Hive

HKEY_CURRENT_USER
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PR

Software\Microsoft\Windows\CurrentVersion\Internet Settings

Value name

EnableNegotiate

CES

REG_DWORD

Value data

1
6. &R Group Policy Management Editor 8 OB , X<HZ&E O,
7. BERITUTTREF RS BLENSE

a. TEHERMEENS  ITHENENETX (AREE) X%, RFERF Link an Existing GPO,
b. EHAFRHEIIRIIERS , & IAM Identity Center FHE | REIERBRHEE,

XEFRSEFFHLIN T —XARBEF G , IRE N XAFPEBEREN,
Firefox BV 8 S &Kk

E{# Mozilla B9 Firefox F MR AT LR IFE QB S , B FIER URL ( Flan
https://<alias>.awsapps.com ) FNFEATEREBFNETHMR[/IIRF, XAUFFHHIT , 587
LAERMA B Z 31T,

&

- BRBFENFIEH

- BRBFENBIEH

BOEENFHER
E1 Firefox B4R URL FahRMBLETEHIESIERA | FEZFLPHITENLRITUT IR,
£ Firefox 431717 URL Faha B L= #iuE 25|k +

1. 3T Firefox , RE$TF about:config WHo,
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2. 3TFF network.negotiate-auth.trusted-uris Ei&IW , RERIHE URL MBI R 5|XK
., FRES () 2BEZ1%E.

BRERNEHER

ERNFEER , AUERAMAEMS ENAAEITTEY &5 R URL ANE Firefox
network.negotiate-auth.trusted-uris AP &N, BXESELR , iE%E https:/
support.mozilla.org/en-US/questions/939037,

ARUFEER AD ZiE 158 Amazon Web Services Management Console

Amazon Directory Service St i@ B FH K &2 % F Amazon Web Services Management Console i 8]
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(@ Note

KREER (REERAF ) REREEANRNAF. BXESZEER , EZH IAM AFE
M 1AM REKEK.

E&
« Amazon Directory Service &R IRE
. THRERIENR

BN AR 1B
EEXMTE BME. KRR AR
FE M P R A

Amazon Directory Service &R

#£ Amazon Directory Service # , B3& 2 EE# R, Amazon Directory Service & X 15 B F R B %
Ro T3, REEEHBEZFM ETXPOIERE, At , RE¥RNFEIR.

XL RREE G R — Amazon BIEAF (ARN) , M1 FRFF R
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RiIRER ARN #=

B % arn:aws:ds: region:account-id :directory/ external-
directory-id

RER arn:aws:ds: region:account-id :snapshot/ external-
snapshot-id

Amazon Directory Service Iefit —HIRERLEMNER. BXARARENSIXK , FSRERESE
1E,

TBRBEAEN

REFIEERLERFELN Amazon Ik, EFRW , RIRFEEER A=K (RIKF,, IAM AP
IAM B ) 9 Amazon IKF |, ZKF XN SIB R FENERJTENRIUE, UTRHEBETENIER
H .

- WMRFEHEN Amazon K BIRIK P ZIESR 812 Amazon Directory Service &R (B ) , N&
) Amazon Ik F R R ZBRNEEE,

o WMREE Amazon IKF 812 IAM AP H 3T Z A F & T 812 Amazon Directory Service B iREIX
BR , WiZ A /=t a] LA Amazon Directory Service ®iR. B2 , ZAFFIEHN Amazon K HAE
X LR,

« WMRIBIE Amazon Ik - 8122 EHF 8122 Amazon Directory Service BRIXRH IAM &€ |, NgEHEE
EiZAEWERAZTT L EIZ Amazon Directory Service ®iR. ZA®FTERN Amazon Ik #HEIX
£ Amazon Directory Service &R

EEXN AR

RRREEAMEW AL A BLERR, T —F B EN R KR TR A AR,

(® Note
AF 2 W{AIE Amazon Directory Service SEEIREA IAM. XEFRHEEX IAM BRSFH 14
BE. BXTEMN IAM XY , 50 IAM AFEBHRHTLE IAM? ., B3 IAM policy &%
MZANER , F2H IAM AF1ERM) F8 IAM JSON XBSE,
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HInZ IAM BN R AIET 5 MM KEE (IAM policy ) , MM MBI E RN REMRAETERN XK
B . Amazon Directory Service (XX HFE T &R KB ( 1AM policy ) -

F&
- ET 5K (1AM policy )
- ETRENRE

ET 550K (1AM policy )

SEE AR IAM S KT INERRE . a0, SETBURAT A TR E

- EEKFHRHNAFRAMMNXREE - KA EERATAEASHEAP BN RERREFZAF
2|2 Amazon Directory Service &R (2037 B %) IR,

- MACHIMNEERRE (BRFTEKRKSNER) - S5 E IAM S NETSONNRERE , URFE
T 7= B9 A PR o

BXERA IAMERNENESZELR |, i5S5H IAM AFERHBN 7GRN EEE,
AT RSN AP B FAPRLUZITUL Describe FFAWIFRERE, X LiRERE RAX Amazon

Directory Service #R ( B XIHRE ) WEE, EEE , Resource TEPRHBEE L (*) RTAIXZ
Tk ¥ BFTE Amazon Directory Service BIRIITIE %,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"ds:Describe*",
"Resource":"*"
}
]
}

B XX Amazon Directory Service FRE T SN RN ESZEE , 2 H 7 Amazon Directory
Service FAET S HAEE (IAMpolicy ) « BXAF. 4. AGFTNRENEZELR , ESH IAM A
FEETRNES (AR, 4HNE6 ),
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ETRIRH R

HAARSS (40 Simple Storage Service ( Amazon S3 ) | BXEFE T RRNNRERE, Hlm , BOILUGE
FRIFERREEH NE S3 FHEMUBEEXNZFEMIIERINBR. Amazon Directory Service X #FE T
TR R,

BEERITR | BF. BR. BRNESK

Xt F & Amazon Directory Service BIR , ZRFHENL T —4H API BE. EXEZEER , ES
[ Amazon Directory Service #RHMR/E : BXAH API BENFIXR , FSHE ZRFEE.

REFIXLE AP IRERBR , Amazon Directory Service EX. T —HE A L E R P IEENRE, BE
E , WTREU AP RETEZSERTSMEENNE.

UTRERWERIEITE :

* Resource ( &R ) - 7ERBEF , LA BLEA Amazon Resource Name (ARN) #R12 58 B 57 F B #9 &
H o XF Amazon Directory Service &R , #&BEAT A LA7E IAM policy FERBEAF () BXESZE
B , 55 M Amazon Directory Service ‘&RFMIEE :

o BE - B AFERBRERBRERDEAFRIEL N EIRIRIE, HII0 , ds:DescribeDirectories
PR 24T Amazon Directory Service DescribeDirectories &8 A PR,

c MR -ATEEIHIAFBEREERENNRRE. IURATFSEL, NRSKEEXRTF (AT )X
FRETERIABR , MRNIEL TR, B ENIELEXEROGR , XETBERAFTEBRZE
R, BEEEMERET T IHRNRAER T 2k,

« Fh-EETEMMIEKE (IAM policy) # , I T REMNAF RN IR, I TETERNOERE
FBALEEEREBNROAS. KP, BEIEMBE (REATETRRNEKRE ) . Amazon
Directory Service T X iFE T &RV K BE

ETH# IAM policy BEMEANEZEE , 2R IAM AFER) HH IAM JSON RS E,

BXxE RFrE Amazon Directory Service AP| R{ER HEERAWRRIEK , i5SH Amazon Directory
Service API X R : &4, BFEMNEZHSE.

EREEPEESRAF

LB TRRE | TEAN A ERESRISENEER AN R RE, Sl | ETER TR R
ERMERA. SXERAERESKERHNESES | H2H AM A EETHEE,
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ERTEMY , BUFERATEXWEGRE. XB4ET Amazon Directory Service BI& 48, ERE
Amazon %48 BRI LBRFEEEFEH. AX Amazon BN EEIR | E3 (AM BFER) &
RN EISE S

73 Amazon Directory Service EAE T H 4R XKEE ( IAM policy )

AEFTRETETSHNRBA RS EXLEREH , WHEBERAILE IAM &4 (B : B/, AW
A ) MR RREE

/A Important
BANBWEBELARBEUATAEEER | X
RINERFSMNET, BXESEE , 1§
RYBLIR -

L TP fE T EE Amazon Directory Service HIR1H
S REE Amazon Directory Service R 17 B 1 R

AEBHZMPOBEATAR

« f£ Amazon Directory Service 12 %] & Fr B R

« 5@ T Amazon Directory Service B9 Amazon ¥£& ( FiE X ) KK
- BERFEENERE TS

« 1£ IAM policy R EAIRE

THETERREEERH,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowDsEc2IamGetRole",
"Effect": "Allow",
"Action": [
"ds:CreateDirectory"”,
"ec2:RevokeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:AuthorizeSecurityGroupEgress",
ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeVpcs",
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ec2:CreateSecurityGroup",
"ec2:RevokeSecurityGroupEgress",
ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
ec2:DescribeSubnets",
"iam:GetRole"

1,
"Resource": "*"
},
{
"Sid": "WarningAllowsCreatingRolesWithDirSvcPrefix",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::111122223333:role/DirSvc*"
.
{
"Sid": "AllowPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "cloudwatch.amazonaws.com"
}
}
}
]
}
REIFEUATHE -

« E—RIBAIRFLIE Amazon Directory Service B FHIXPR. Amazon Directory Service 1£ % R 5
FEZFHBERENNIR. ALt , ZRBEEEBE R (*) EXN Resource B,

s BEIRIBARTHIBE IAM BENNRE, TZE IAM BEMNTHRMNEE , BUE Amazon Directory
Service AR KRB EIER IAM B, Resource ERENEESR (*) R RNZIBEQAAFEM IAM
AEHIT IAM ?EEVIEE’J*XIZEO EFENERHEFESE , BEEAREAGENBRAIR ARN FHE
B (). BXEZER , BSH IAM 21,

. %Eﬁiﬁﬂﬁ%ﬁﬂ—éﬂﬁm Amazon EC2 BRI BR , Amazon Directory Service |2, Bt EF
HRHARFEXENPR, Resource EREMNBEES () R ZBAAWXNEM EC2 BRIRRFR&E
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BRAT EC2 BAENNR, EFUENRRFAZFEAS , FEARERRIFRARERAZIR ARN F
MNBER (o BXEZEE , HZH Amazon EC2 &1k

ZREETIEE Principal & , EAEETHHNRES , BREERIUNRVEITL A, K0T KIS
MAFRBREREA. @AM ASHIIRREEE , ZACHNEERBFRRNELEAFRIR,

BXRERFIAE Amazon Directory Service APl BERHEERRIRIEK , 55 H Amazon Directory
Service API R : 84, RIENEZHESE.

{5 Amazon Directory Service 2| & Fr EHI R

EF R A LA A Amazon Directory Service #2#|& |, ZHAF AMHBE L ERKBEH 5 HARPR
22 Directory Service 52158 & &5 Directory Service RIEABFTRFHINIR , 205EHF Amazon
Directory Service B9 Amazon & ( FiENX ) EEEH PR,

MR LA BRI RENREN A IAM policy , X3 T T % IAM policy WA/ , BFI&/FTE
BRI EREZET,

& AT Amazon Directory Service B Amazon £& ( IENX ) KB
Amazoni@d 2t FAmazont| EMEER IR IAM policy KFRZFZERARFINER, TEXEK

ARFEARGINSENR , it , BUURERAERTERENRNIE, BXEZEL |, HS5H
{IAM FAFP$mE) F 8 Amazon EE R K.

BAUR Amazon ¥ E KRS ( AIMYINEEIK P R AF ) % E T Amazon Directory Service :

- AWSDirectoryServiceReadOnlyAccess — [a i P A & FX Amazon BRI~ #IFTE Amazon
Directory Service &R, EC2 7M., EC2 W& 0O LK Amazon Simple Notification
Service ( Amazon SNS ) EBMIT K RELFENR. BEXEZSER , HSHT Amazon FHE KR
5 Amazon Directory Service && 1 :

« AWSDirectoryServiceFullAccess — ] i P S A B F L TR
« X} Amazon Directory Service #9545 @] £ BR
« A5 RIfEA Amazon Directory Service FTE/I X% Amazon EC2 BRE
. BE5IH Amazon SNS =&
- BEBOIE. EEMMBRBZFLL  FLH Amazon SNS E& DirectoryMonitoring

BXEZER , HZSHE Amazon £ E X B S Amazon Directory Service £& 1A :
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WA, BEEM Amazon REREEATEHM IAM 6, XERKS B S S5EH Amazon Directory
Service BXHFHAFMEXBNAG, EfFXEAFPENXIFREAM Amazon &R ( /20 Amazon
EC2) , XERHEMLEN., BXEZER , FZRABRTAFLFAX Amazon IR HRIR :

% ] 6122 B E X 1AM policy R AW AP ARSER AP BREMTIR, &0 SURX L E E RN E
FEXENRE IAM AP H4E,

EFEEBNRE R
AITH A P R RO N A {1 $R F & Amazon Directory Service EERII PR,

(® Note
FBERPIBERXERL (REN) X (us-west-2) F B ESEMEIKS 1D,

]|
« 11 iR FPIE Amazon Directory Service & IRIRITEM Describe 4
- R"Bl2: ATAFPCIEER

R 1 AR P IHET Amazon Directory Service & IRINITIEM Describe 1§ 4

AR PR RBEX A R FRBRLUZE1TIA Describe FFAMIMMBERE, XLREE REX Amazon
Directory Service &R ( 1B FHIRR ) HWEE. EFEE , Resource TEFWBEER (*) "R AN Z
T F#8 B9 FTE Amazon Directory Service BIRRITIRE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"ds:Describe*",
"Resource":"*"
}
]
}
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w2 . R AR X

UTHBRRERFINBRAALFRAFAUEZE ZMNAEEMHEXER (REBRET). BERTHIRE , EF
B4 E Amazon EC2 FREHIER,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"ds:Create*",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSecurityGroup",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress"
1)

"Resource":"*"

]

£ 1AM policy HfE FFRZ

A] LATE A F K 2% Amazon Directory Service API #24Ef9 IAM policy & B A & TR B RHENR
XA E R E A o, S EAME SRR, £ IAM policy ¥ Condition 7tk ( BFF
fE Condition 3R ) EUTHR MG L TNRBNELESEARETRFRZREAFHR (XER) -

- ffM aws:ResourceTag/tag-key: tag-value T L FERIE4E X 43 EFF S K R IRH A iRk,

- f£/ aws:ResourceTag/tag-key: tag-value Al ERE L HAIBRIE R A FHRSHRIRE API iF
RMER (R EAR ) BERZ,

- M aws:TagKeys: [tag-key, ...| AEREXR BB RE XA TR EIRN API ERNER (=
TER ) —HBERSRE,
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@® Note
IAM policy FHI&H £ T XRBFMELGER TEBFICH R RHUIMAT L ES KN AL

Amazon Directory Service 4k,

(AM AFER) RPINERRSEFITHREEEXFARSHNEMER, ZIERHN IAM JSON KEES

EH02E 1AM Y JSON KEgHy TR, TEMNTEEBHEMEEL. BWENRA,

DLTFHRERE TG ATE ds BA |, IREREEI SRS/ "fooKey":"foovalue",

"Version":"2012-10-17",
"Statement": [

{
{
}I
{
}
]
}

AT LR RO AGERE ds AA |, sIRRRFEEE B % ID“d-12345678907,

"Sid":"VisualEditor0Q",
"Effect":"Allow",
"Action":[
"ds:*"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:ResourceTag/fooKey" :"fooValue"

}

"Effect":"Allow",
"Action":[
"ec2:*"

1,

"Resource":"*"

"Version":"2012-10-17",
"Statement": [
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{
"Sid":"VisualEditor@",
"Effect":"Allow",
"Action":[
"ds:*"
1,
"Resource":"arn:aws:ds:us-east-1:123456789012:directory/d-1234567890"
I
{
"Effect":"Allow",
"Action": [
"ec2:*"
1,
"Resource":"*"
}

BX ARN WEZER |, 5% Amazon BRAF (ARN) F Amazon R A ZEiE .

LR Amazon Directory Service API HREXIFE FHRICH B TRRNR

* AcceptSharedDirectory

» AddIpRoutes
* AddTagsToResource

* CancelSchemaExtension

* CreateAlias

» CreateComputer

* CreateConditionalForwarder

* CreateSnapshot

» CreateLogSubscription

* CreateTrust

* DeleteConditionalForwarder

» DeleteDirectory

» DeletelLogSubscription

» DeleteSnapshot
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* DeleteTrust

» DeregisterEventTopic

* DescribeConditionalForwarders

* DescribeDomainControllers

» DescribeEventTopics

* DescribeSharedDirectories

» DescribeSnapshots

* DescribeTrusts

* DisableRadius

* DisableSso

* EnableRadius

* EnableSso
* GetSnapshotLimits

* ListlpRoutes
» ListSchemaExtensions

» ListTagsForResource

* RegisterEventTopic

* RejectSharedDirectory

* RemovelpRoutes

* RemoveTagsFromResource

* ResetUserPassword

* RestoreFromSnapshot

» ShareDirectory

» StartSchemaExtension

* UnshareDirectory

» UpdateConditionalForwarder

* UpdateNumberOfDomainControllers

» UpdateRadius
» UpdateTrust

FERET S MK (1AM policy )

kR 1.0 427


https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DeleteTrust.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DeregisterEventTopic.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DescribeConditionalForwarders.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DescribeDomainControllers.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DescribeEventTopics.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DescribeSharedDirectories.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DescribeSnapshots.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DescribeTrusts.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DisableRadius.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_DisableSso.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_EnableRadius.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_EnableSso.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_GetSnapshotLimits.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ListIpRoutes.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ListSchemaExtensions.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ListTagsForResource.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RegisterEventTopic.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RejectSharedDirectory.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RemoveIpRoutes.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RemoveTagsFromResource.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ResetUserPassword.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_RestoreFromSnapshot.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_ShareDirectory.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_StartSchemaExtension.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UnshareDirectory.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateConditionalForwarder.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateNumberOfDomainControllers.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateRadius.html
https://docs.amazonaws.cn/directoryservice/latest/devguide/API_UpdateTrust.html

Amazon Directory Service EEEmR

* VerifyTrust

Amazon Directory Service API #X IR : ., BREMFZMHSE

HIRE 1525 MEBETHINE IAM SHANRER (ETSOMRE ) 6F , AIBER 222 RHE
NBE, FNEN API ZBHETSUTRE

« Amazon Directory Service API N &
o BARFIITZIRIEN RIS RIRIE
o BELR TR Amazon &R

BERKHN Action FRPEERNE , HEERKEHN Resource FRPIEERRE. EfE

ERE , B API BEBZBIER ds: B4R (5130 , ds:CreateDirectory ) » —4

Amazon NAEF REFEEEH KR P FEHIEL £ Amazon Directory Service API #24E |, 50
ds:AuthorizeApplication, ds:CheckAlias, ds:CreateldentityPoolDirectory. ds:Update
M ds:UnauthorizeApplication,

B £ Amazon Directory Service APl R 821834 i Fi Amazon Web Services Management Console,
MEREX LE  BMNARAH AP, ERENTEARELFRNBA , t A2 HEM SDK =AM,
fi1EZ AFIER, XL AP| #{E8%Eds:DisableRoleAccessds:EnableRoleAccess,
Mds:UpdateDirectory,

& A LATE Amazon Directory Service REEHFEH Amazon £ R&R4EREXRFZME, Bx Amazon #EH
TEI&K , BFSHE (AM AFER) PR IANEREAE,

MxEH

o piEEH

5 Amazon Directory Service 3 Amazon M AR MRFH TR
X

£ Active Directory £ Amazon R AR~

LIRZ Amazon BIFAFEFET , Amazon Directory Service AFTENMARFRFRENR , WEES
Active Directory T485E K. XX TF Amazon NARFHEHAGIFIENHENR, BRNERFHNAEZERN
NMAEFEERERNNINREMN TR
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® Note

[[#T Amazon R A2 F#EX Active Directory & Zi% ds:AuthorizationApplication X
R, RAEME E S Directory Service £ERHETE A R IRERNR,

« X} Amazon Managed Microsoft AD, Simple AD, AD Connector B XA MFTEHLEN (OU ) B
& Amazon Managed Microsoft AD K EJ{S15#Y Active Directory AP, A, AR FEN, TTEHYHRIE
PRV BB ERENR ( MREEXRATF) -

X} Amazon Managed Microsoft AD AR B FREYA /., A, ARA R, TTENFIERMRVEEK
FEHEANR, X Simple AD #FTH OU BB AR,

- XIFFE B FEEM Active Directory FiFF ) & 3 I IEF & 1EEENR,

F L Amazon Managed Microsoft AD BRI A2 & ( 5l Amazon RDS #1 Amazon FSx ) B E
BEMBEZEEKEIEH Active Directory, EXHERT , B ZRRXEEMAAA Active Directory 1
I, f5lzn LDAP 1 Kerberos, X% Amazon R AT 7B PR B N AR F R HEE Amazon
TREBHLREN (OU) ROIEMEBEZRAFRKFES , HP3iE DNS EBFX NARF N
BEMX OUNELIHENR. EFEALKS , MAEFSEEIdREAESILS IAM B&H1T
ds:GetAuthorizedApplicationDetails REMR,

A% Amazon Directory Service API f)XBRIEZEE , S8 Amazon Directory Service API R :
. BRENEZHSE,

B <A Amazon Managed Microsoft AD J§ | Amazon R ARFHNRSHNESZEE , BSHE BAX
Amazon N RREFMREEHIGE. XA AD Connector /& AAmazonM ARRFMNRENEZELR | &
SHE AX Amazon M ARFHRF LR, BXxHA Simple AD B Amazon NARFMBRSHNES
£8 , 21 B AX Amazon N AREF MRS KR,

HUB X Active Directory £ Amazon B AR HIEX
EMIER Amazon RIFAEF 1A Active Directory IR , FE ds:UnauthorizedApplication X
R, mBNARFRENSREHEM,

Amazon Directory Service Y B & 12K MK

FELQHTHE  BENFIENERHTIER , XREESR, XEWTHRES AETAZANE
%, HERFEEMNE R, Amazon Directory Service B I ZFEL T H P Amazon RS |, iLBEEB
BREQFALRNIHER
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« Y5 CloudWatch -#& 0] LU CloudWatch B4 5% AD Amazon £E B ZEBH —REEH, Bx
EZEE | BESHABRAAEEE.R | I, BETLAEA CloudWatchigbrk SRR s MeE, &
XEZER |, HSFEA Amazon CloudWatch 1EVR RS E A B 7 pnis 1= 4188 -

« Amazon CloudTrail-#& "] LA CloudTrail 5Fr&Amazon Directory Service B ZEHE —EFEH. BXE
ZEE , HS R CloudTrail 123 Amazon Directory Service APl i

Amazon Directory Service FJ &M R E

ETHEEAN Amazon Web Service EEEHRBESHMITREERN , E5H MM ITREE RN
Amazon Web Services , AR RFEBRBNMNBHENAMITR. BXEMNEELR , HSHE Amazon Web
Services A ITXo

O] LAEF Amazon Artifact FEE=Z S FitikE. EXEZELE |, 5. £ Amazon Artifact
HIRE

&5 Amazon Web Services HEMMREERARA T EAKENBERE, RARNESAMERUREAN

EEEM. Amazon RELUTRFRRAEBFZ AN

- ZEMEAHMPIEANTIER  XERNBREEITE T REEET , HEMTE Amazon EZFELL
ZEMMEAMENESINEHAINENS R,
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AR RBIER T 268 Amazon Managed Microsoft AD B89 aws : SourceArn #
aws:SourceAccount 2F/FH ETXEX , L RERBERERB,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"
},
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:YOUR_REGION:YOUR_ACCOUNT_NUMBER:log-group:/aws/
directoryservice/YOUR_LOG_GROUP:*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:ds:YOUR_REGION:YOUR_ACCOUNT_NUMBER:directory/YOUR_DIRECTORY_ID"
b
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}

NTFUTRAI, aws:SourceArn BEAMZBEMK T HHY SNS =&, Hlm , RETAER
#arn:aws:sns:ap-
southeast-1:123456789012:DirectoryMonitoring_d-966739499f 4 “ap-southeast-1”
=R X |, “123456789012" ZREVEF ID , “_d-966739499f" 2REIERMIL T SNS £ A
#. DirectoryMonitoring

e BEERERERGERNHFERMER aws :SourceArn £RAEZHF L TXRBARRNTE ARN,
RTHERRNTE ARN , REBEEEBEZNER , BN ARN RAF 2 FEAHFEEEHRF (*) B9
aws:SourceArn B L TXE&H4#, Hla0 , arn:aws:servicename:*:123456789012: *,
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aws:SourceAccount 2F/FH ETXEX , L RERBERERB,

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"
},
"Action": ["SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"],
"Resource": [
"arn:aws:sns:YOUR_REGION:YOUR_ACCOUNT_NUMBER:YOUR_SNS_TOPIC_NAME"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:sns:YOUR_REGION:YOUR_ACCOUNT_NUMBER:directory/YOUR_EXTERNAL_DIRECTORY_ID"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"

UTREIERT EZREFHETFRNENAGH IAM SEXKEE, aws:SourceArn F{EXIZ R
KPP ERRR. BXEZEL |, 55 Amazon Directory Service EX I RRER, Hign ,
BRI AR arn:aws:ds:us-east-1:123456789012:directory/d-1234567890 , Hr
123456789012 RIEMEF ID, d-1234567890 &K E % ID,

"Version": "2012-10-17",
"Statement": {
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Amazon Directory Service EEEmR

"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {

"Service": "ds.amazonaws.com"
},
"Action": [
"sts:AssumeRole"
1,
"Condition": {
"ArnLike": {

"aws:SourceArn":
"arn:aws:ds:YOUR_REGION:YOUR_ACCOUNT_NUMBER:directory/YOUR_DIRECTORY_ID"

},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"ds:action-1",
"ds:action-2",
"ds:action-3"

1,
"Resource":"*"
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