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console.aws.amazon.com
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Amazon CLI

&R AR Amazon Command Line Interface (Amazon CLI) SRE &K Amazon DocumentDB £ 8
MR, AZFRADEEEATMNEEZN LR IHEFFTTHFERA Amazon DocumentDB 12§ & IR LK FTE Th
o

« EZHK Amazon CLI , BZ R L% Amazon i ST R H.

« EFF A Amazon CLI SZEA T L% DocumentDB By |, &2 A 5% DocumentD B #JAmazon
MOTRESE,

MongoDB Rz 2

E4£ X Amazon DocumentDB S8 A FMEENARERF , £3& 7 LA MongoDB Kz #2 55 Amazon
DocumentDB £& A, BXEZEER , HZHFEHH MongoDB AFRET+<., EAT TLS BER T
HOESRE 2R T TLS WUIER TR ERE

BT RMTA?

FERETRHENET Amazon DocumentDB IREMEAREMIRHAH. BT -S4 ? BEFEEN
BR , BSRUNTEB2—THERZE

o EAMIERERNHF , FHBEEHA Amazon DocumentDB, Amazon CloudFormation i &
DocumentDB R3&E A [ 11§ F Amazon CloudFormation

- BEEA AIMERE RHVH A ZEBMEZHFF B E A Amazon DocumentDB,

- BEEA FAER Amazon DocumentDB S EEEF AR AV BE Q) R M EBFF 1 B Amazon

DocumentDB,

- £/ E#F Amazon DocumentDB HH 5 RFE K MongoDB SEIE#H E] Amazon DocumentDB

Amazon DocumentDB : TEA

Amazon DocumentDB ( & MongoDB #%& ) 2 — £ E M MongoDB #A M HIEERS . EE
Amazon DocumentDB , 7] LLZ1T 5 MongoDB MHEM M AREF RS , HEA S MongoDB M [E YK
HEFFMIE, Amazon DocumentDB & MongoDB 3.6, 4.0 5.0 %%,

ES}
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« Amazon DocumentDB i &

« TLS Support
« Amazon DocumentDB 72

« Amazon DocumentDB & 4l

 Amazon DocumentDB T 51
o REVEIETUHEI

- TTL MR

- AITRAIR

£/ Amazon DocumentDB B , BB SIZ—/NERH, EHAS/NIZ N HRIEESFIA R EEIX LSS
BB EEBE B A K. Amazon DocumentDB £EE R —NMNEZANTHARNELBEEFE#ES, &
N A XEE —NEFEBIERIA,

—4 Amazon DocumentDB £ AW MNAY :
- EBL  FHAREE#EBRSE=ATHARFERBEASR, NTREESEFABTANE®, —
4 Amazon DocumentDB £B# R B —NEHE | ZZ A/ 7FM# 128 TiB iE,

o L — REBIEELEESD  UROEHEEEEARBENMNPIEIHENEESD, —4 Amazon
DocumentDB S A LAE 0—16 N3EHl,

KB ERUTHHARZ— .
« EXRH — XFREBRE , ANERSHITABERSEEHR. 81 Amazon DocumentDB F£& #H —1
EXR

o BRG] — NEEFEEURE, BREXBFIZH , 84 Amazon DocumentDB £FHKRZ WHE 15 &l
R, HASANRAEETUDEIEMTERR. kA, BEIFHERETERNTRAXS | LETUE
BERTAM,

THEB T Amazon DocumentDB & F M ERSE, TXHIMBIARZEHRXZR :

ITHERR 11
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Reader endpoint

Cluster endpoint |

II
1 Instance endpoint Instance endpoint Instance endpoint

B - B
Primary { Replica Replica
Compute . .

Distributed storage volume

SAIIM

Storage

SEHXBILTENEBHKPIER , TUREFEMENL LT, ERERAFEIRL TEFNFEYT
REHNITERE,

HEWNARFNBEBEAETXMN , EXFLXRITHERBNFEABEA, ARG, eHXNMNEBEARNRK
A (MIEHIE ) EHBEANEFEIAR, Amazon DocumentDB BIAFTSELAEBE A |, Eitt Amazon
DocumentDB BIAE R FiZE B. X B Amazon DocumentDB BIAKIEIGRXES - , HRIA
HENEARE—BELTEXRFEAEFEHN 100 EX., RIFRBHEHRIEES A E L6060 FREE
APREHE. BRNFERATHREESANER  SEAETINNERIUEXIEMEIR TG, BXEZE
B , #Z@Amazon DocumentDB {E#5 Y ReplicationlLag #E+F.

Amazon DocumentDB i =

Amazon DocumentDB 2t ZfEZED , LENSEARFIREHERS . EEHEZ Amazon
DocumentDB & H XA , BEEREXRFINE S, KT A 2EVMuUFMEOS , BE52RE.

BB FEAERRRTIURAEER (1ESH ENEIAREEEE Amazon DocumentDB ) & #
BIERH  RICEATEREENFARTAREILETRNEBEEARS ., EFEREHIEWE
R, EEFE-IRHEFEMELETRE , MEEHEZNARFNER—BMERNEN , RAEEH
RBSIREY B8, secondaryPreferred IEEETUN G ARIAERE , HBRAEXRMUHNITES
T4E,

A M. Amazon DocumentDB £ 8 {E LU T i =,

Amazon DocumentDB i & 12
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Ll
SHRER

ERARARTR EREIERN YT ESM, EEKIETLTHATEERIE, —/Amazon DocumentDB
EBRAE1MEHRS.

ERAETRAANERNERNBEANEERANEEEIE. NREFNIEINEFAIXMHELNERE
DPE—NEINRFER , WEFHARTILBNFEZREREERIFHERF, FEEEEE Amazon
DocumentDB &8 , RIMNBUEFEAEFHFERAUNBIAEER (1FSH ENBIAEEZEE Amazon
DocumentDB ) ZEZ T B £ B,

LA 2 =4 Amazon DocumentDB £ &% = -

sample-cluster.cluster-123456789012.us-east-1.docdb.amazonaws.com:27017

BT RERALERARRT QB ROIERZRTS

mongodb://username:passwordesample-cluster.cluster-123456789012.us-
east-1.docdb.amazonaws.com:27017

BEXREREFLRTRNER , BEAESKRERNIRR.

Sy

EHEAET R BEBFPNAETHRIAN RBEEHTHRTE. WRES replicaSet &
RNHTIEE , WEFHENRHRANUERRERAEER  XERETEEFREF |, BIXESH

7 &replicaSet=rs@, EXFERT , TREERF LRITEARE, B2 , MREEEE
directConnection=true WEH# , IIZHEY 5 ENR K LN EERITEARERSHE R, —
Amazon DocumentDB £ # R B —MEEERH R

MEEHIITE— () =6, WILEEELIRT P EZERZERH, MEIAEFRINE Amazon
DocumentDB £ &8 , EEES IR R R EFMBIRL T ENRSEHTFSFHRIAN RIFERE,

LA 2 Amazon DocumentDB & &Y RIS ENEE i = :
sample-cluster.cluster-ro-123456789012.us-east-1.docdb.amazonaws.com:27017
LT REREIESEL T RN ROEEFZRFE

mongodb://username:password@esample-cluster.cluster-ro-123456789012.us-
east-1.docdb.amazonaws.com:27017

Amazon DocumentDB i & 13



Amazon DocumentDB FRARIER
EEEAET AN RIBREEMARRIERH#FTARTEE., NREEEHBRLETREZENFEAMES
TFHMERE , MERBERTELTEEEE 0B ABRAFXEREEE. BUARAERLNEZIESH
Kin T A HF A secondaryPreferred EEE X TIR D £ 1B Ko

BXEREHLZFRTRANER , BSRAERERNRS.

Sl i =

KO K IRT R EEINERPNEERS, HIEXRFIMNRHLET QAR TERMNEARE, R,
ZEH N RRB AR EHL IR T RIITBEARESS IR, Amazon DocumentDB &I BNEBISK
BB — LBl Ko

FNFAREFEEFEAERLRTARENMRLRTRNZR , THOKET RREHNBEXRINEZENE
B, mOIERARGIREERMER RSN IENE. EBRILME larger-than-normal @l Z4<3E 41 |, &£
AHESGIART REEEZEIEANTHES , SToMEE , ALK IEZEA, FEARGILRT AR
It RE M ERK,

TR Amazon DocumentDB & F B 4N L5 Y R 51 SRl =2,

sample-instance.123456789012.us-east-1.docdb.amazonaws.com:27017

THRERARFIL T QR ROEERF &

mongodb://username:password@esample-instance.123456789012.us-
east-1.docdb.amazonaws.com:27017

(® Note

HTHEEBRESG , XINEZEACRELTACTRASRETL,. EBHNRARFEXKERN
ZREBFENEHLET RREES. RIMNTBUCEERENARFEHILET Ko
R, BMNENEERAERELAET RAUBEIERERR (B2 EREIAREEREE Amazon
DocumentDB ) E#ZEZI BN ER, ERXNLAHREEZBREBHITESROES , FSHTH
Amazon DocumentDB 8B EHE .

BXREREFLRTRNER , BSRAEKREAN KR,

Amazon DocumentDB i & 14
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B AREE

BRI VB IEERIAEREMN rs0 UEIAREERENERES Amazon DocumentDB £ i K. ERIFREER
TiE#ET LAHE E“Read Concern (EEHUE )", “Write Concern (E A [A#) #“Read Preference (EEUE
ii]:ji)”iﬁljio E;&E%{E«%« , .‘l-%%jlﬁl -\Liﬂy_ﬁil":to

THRABAREE XN EZN REEZEFRS

mongodb://username:passwordesample-cluster.cluster-123456789012.us-
east-1.docdb.amazonaws.com:27017/?xeplicaSet=rs0

EBIAEER TEER |, £/ Amazon DocumentDB EEFENBIAE R RALCHNERFIBEFMNE,
o 1£ Amazon DocumentDB &R INFNMIERAI =44 B3 R BR7E B AN EB B A+,

S Amazon DocumentDB £&#H Y ZE—MNRINBIN 150 WEIARE, ZEIXREBMT EIELR,
ERXAEER T ERINEFRR BT AEENARNEERE,

@ Note
Amazon DocumentDB S & P XHIE1E R — TCP iw O L{RITmER,

TLS Support

EXxFERERERZREMEMY ( TLS ) i#3ZE] Amazon DocumentDB WE ZiFMER , BES 1 MELH
PR,

Amazon DocumentDB 7Zf&

Amazon DocumentDB BiEFREERFEY , ZB2—NMEABESEE () SSDs WENERE, &
BARANRIEIIARAR , ATEE D Amazon Web Services KIBINZAN AR 2B B EH, tE
FEBDTHARENHBEEGSFAN  BLREZELANTEYE. CEETHREKEXRBHARLZ
WEBESESTAY , ENENBBEIIAEFEETHMTAXS D, XEFIARTTLALKE [ Amazon
DocumentDB £ & 1Y SE IR BB E R RS

BEFHNITRLN

FEEHBEANIEI , Amazon DocumentDB & B3 1§ INEEEM K/, Amazon DocumentDB &%
ALEKE 128 TB WERABRE B , B2 EHN Amazon DocumentDB 5 &4 b & AR 28 |81

TLS Support 15
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%%, M Amazon DocumentDB 4.0 FF 1 , HBERHIE ( Hlwn , BIEFEHIRE ) i, BANDEH
ZRZEMEENHBER D, it , BUNBEIHBRTABEFTENRS, R, ZEESERKRED>EHERA. &£
Amazon DocumentDB 3.6 l A H , EFHE N UEEFAEZHBREENBENZE , BEEXRFH KD
KT D, Hit , £ 3.6 A , BIEBRKNZRAHEEMSH , YRBRESHKRSIN , BHEHAETR
LB EFEHEZERNEAE,

® Note

£ Amazon DocumentDB 3.6 A , F K AR TFMH ‘SR ( EEMNE QD ES
Amazon DocumentDB £ WHRAKE ), EAUBIBECIEZAXERINIEEREEBRRT
FENRIBBEZBIMBEREFHIEN ETL RERREERA. MRM Amazon DocumentDB
EHEPHBRBESBIBAERFEANZEE , WEESKNEZEMEA mongodump =
mongorestore ZRMW T ERITEBRIFRENERARENERIFER. IEMNEFRR
T2 BL P ENEE K RAEMFEROYERBEERHNRBPRETE,

® Note

£/ mongodump # mongorestore EFXARFRSH AL /0 &A , EFBURT ATREH
EAFRENBEE.

BRI 5# DocumentDB $iEZ @M 1/0 ENMHEE. , HS R % DocumentDB ( A
MongoDB ) EMFEM. FAQs

Amazon DocumentDB £ %l

#£ Amazon DocumentDB £# 7 , SN EIREHIB AT —MAL KR, XLEFARLET QIREXE

BEPHEANRETHR, SNELESESNEHFHZM LT BRENERIENS. SIIEETESR
# Amazon DocumentDB S8 AP it BiE BV BE H IR S B IE T A, Amazon DocumentDB Bl A1

RAMEREN , MREM Amazon DocumentDB SEEFHY £ 3541 k%, NRIRE A FIX LEFIA,

Amazon DocumentDB A F M4
Amazon DocumentDB Mg it EBAE, HANBTENRER. (A THAAY , BNEEZRH

Amazon DocumentDB %8 , FHETEN TAXEEZ M EIAEF, ) Amazon DocumentDB & iE
ZMAZIHEE  FERANRARNBEERRST R,
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FHEENEE

Amazon DocumentDB E=NAI AXHEFBIFEBNZNEIAR , NTTAKRE T REFE#EHEMEX
BIER AT8EME . Amazon DocumentDB £ B R M EHEFHNHIE, IREFENENXERER
BZ , Amazon DocumentDB £ EMEEZXE, SHEAEFHET SN HMEPNWHBIEURLBRREHE
EXERPHNBIEREHN, Eik , Amazon DocumentDB # & THIEE X , R T HMNEHIHES
point-in-time X & MR TEEHIFE K,

B3R EEFA

Amazon DocumentDB EEHEEFTFANHEFEBRENESESTF , MERTHEFU LMY THEEM
. T—XREBEERE  TASFNREEAEFEY.,. XUBRESEEEFBSINERARKIRSX
2 Wt AT IR

AR IRE

Amazon DocumentDB &1t N JLF A LA BIM AR IR E | HME N BN AREFBIERER
%, Amazon DocumentDB EHITEXE LR THITHRIRE , LEEREBRREEREERBITAH
JLFEM BN EEA

REERE

Amazon DocumentDB RHFERFHFIZITHREHE ( HlSTRRARE ) TEN TR,

AHEX S EYEHIEEESAFELDR , Amazon DocumentDB FXNiFER TR, A

I, RERETEIMNEERATEENEIR, MRNFEIFEEFE , WBERARIRER

et BAILAEALLT CloudWatch EfR GRS RFIFRERERHTAERZT

# : LowMemThrottleQueueDepth, . LowMemThrottleMaxQueueDepth, LowMemNumOperationsTrF
XEZEER | ESHFEAKE Amazon DocumentDB, CloudWatch#l R LowMem CloudWatch $§#x
EHEBHRPIBEAZSANEES , RINBIUET KEHANE | I TEASEERINANAE,

RENE R T

Amazon DocumentDB FFA=ZREHREFHERS , ZRFE=ANTAHAXEHIHE, X, AREHEKFE
¥ A M., Amazon DocumentDB FkBURIBIEE HIBIZ N RFIREMFA M, TLEFHERITESENE
Bk R 15 NRfl , EFNBEREERFAM,

BEAFAMN

Amazon DocumentDB £ —fid458, 2H . B, BREBENTFERSE., ZREE=1
Amazon AJ X EHIANEFEEIAE (V=6) , URESTAENWA . EEABIER , Amazon

BREL B IR TUE T 17
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DocumentDB EHIAEARFiRZE , BRAIBEBEABECEASHTRALEALR. IREBZTHE
=97 & MongoDB EIZ& £ , |5 Amazon DocumentDB #8tt , FABAXRE {w:3, j:true} fFiRft
RERE.

3t Amazon DocumentDB SEFFHEA LT HEFNEARTZHLE, ZRBEARRELX2SH

f5i%o. KB Amazon DocumentDB EXRFIHNEBIAEARBAN , HEELEER, RIANER

T , Amazon DocumentDB EEEFAMH BT XFIIFABE AL, BLEEIIFAELS (BIE
X3E ) » Amazon DocumentDB ZB w=anything , F BEEXRHIZ w: 3 M j: true. BEERDE,

1£ Amazon DocumentDB #fh |, EREITER2EN , ALEFENIHINERBERSENEA
H, BFAMEEEELE, Bt , EEEANLHIFEEF=NEHIA Amazon DocumentDB EESKI T
HEERANNEAY, BuUBBESEAFREERH BN AIBRBRRESEAM.

X Amazon DocumentDB BN E AN REEE N X R R FEE,

Amazon DocumentDB % # wtimeout &3 , HHWREETEH , FFA2REHEIR. X Amazon
DocumentDB £XHIHBEARERIETSTREEE,

R E

M Amazon DocumentDB 3£ fIiEEEN RIRE B F 18 2 8l ERFAFENEE., RN REEERFH
RATEIE BV ETE | B) , 1R TEA 3 1T IREL,

BRE— 3

M Amazon DocumentDB £E RN HEEERFAM , BF2ER, BB EEERFIEREAIE
EY B %ISR & 28 Amazon DocumentDBiRER Y1 EY — Bt . Amazon DocumentDB A3z #53E#F A iR EY
EIN,

FEIEEERERZHET , M Amazon DocumentDB SEFMELHIIEBMBEEERAEN - , HEES
read-after-write— M., MREBEASEEENCALENEERBEEH  RATEEERETEERE —
BMHEMEER. MRRRIRHNMEERSELR 3N , MEENIRFREHE , HEBEEEE/NT 100
EVHEIFRTG.

Amazon DocumentDB 52 B & & I

1% Amazon DocumentDB M BIREE XM EF in LUIREHEN , TXHFRERPNEEDT, REXRR
B4 & MongoDB &/ ik 2% 3K 21 12 /7§ 5 R i SR 8% B 2 Amazon DocumentDB S£ 8 5 19 £ 51 49
FR. BULABEEHRERNELRN , REEHN MongoDB B FEF P EMET, ( BXIAE
ERNERINRE  FERATEFHEBIEF I, )

EQ: Q= prilibriAl 18
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NRZNEFPHEHBIEFAREBAREER FEEEE Amazon DocumentDB E£#in = , NIEEIEIWE
RIS R AT,

Amazon DocumentDB R X+ r 10 IR E NIRE E LD,
& =4 OAE A §=BV A1)

« primary — §E primary I EETA B THRASAERBUERE B I LN 6, mMREX
BIFAAA |, MIRBURENAM, primaryiREUE &L A= 4 read-after-write— 3t , A TR %EE
& read-after-write— MM~ =25 A AEREET BHABH,

AR RBIFETE primary SRENEEIN

db.example.find().readPref('primary"')

+ primaryPreferred — #§%& primaryPreferred iU EIE &1 IE & R /EH B RHEEUE R B§
HEERF, MREREEFRFIBEER , MEFBIFERBEBEEAR, primaryPreferredif
EXNE AT 7] 7E IE B R EHA B 7= 4 read-after-write— Bt , HRAEHEEBSHHE~£ — %
Hl, primaryPreferrediREXEETUEMA FILEE R read-after-write— Bt F R REY BENHE
SRS A AR A6,

AR RBI3ETE primaryPreferred RERE A :

db.example.find().readPref('primaryPreferred')

- secondary — }§7E secondary REVEIET AT # R OFIREUEREHBIEIAR , TEHEBERH,
MBEFHFEERIARSES , MEEBERFAK, secondaryREEET AJ = £ &L — B , &
ATFREZREXRPIEAFTLEMA RS WA MM read-after-write— B HY A Bl

AR RBIFETE secondary SEEUE %N

db.example.find().readPref('secondary')

- secondaryPreferred — 6% secondaryPreferred EE HiE W A WRE — NS EI
AR FSESRASAFEEER BT RIREA, MREFPEETHNREARIG , NEEGE R

BREE A TUE T 19
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REIEXRF, HiEHAHAREIRIEMRRSE , secondaryPreferred RN ERMAT £ HL
—EMIREL, HIEEH EXRMIRHERSE , ©EA7= 4 read-after-write— Bt ( MEEEBSHER

V) . secondaryPreferrediZENEETERA T A ZERIEZERY BMS YA read-after-write £ R
= — MR A6,

LA RBIFETE secondaryPreferred EENE M :

db.example.find().readPref('secondaryPreferred')

- nearest — I§7E nearest I EIETUFXE TN EME /% E Amazon DocumentDB &
AXPlZ EIERREAIEZEER, YiEHARERRNEHRRSE |, nearest EHEIRTAT 4
BRA—BMHIEE, HiEEAHEXRFRERSE , B4 read-after-write— % ( EERB B4R
) o nearestiFENERTUEMR TE IR Al 8B AV 1REVIE R #1755 7T A read-after-writet M F =2
—HEREREY B/ A B,

AT RBIIERE nearest HEVEIEI :

db.example.find().readPref('nearest')

S A%

Amazon DocumentDB B} B A AEEERFIN AR EBENRKRIESETANERIE, WRESX
Bl , W —4 Amazon DocumentDB B|AR# IR A NI ESEH| , BHINEE PR , FELbHE | X
FXROIEHWEEEREEAN , HoHURE,

MR IEH Amazon DocumentDB £F#FZEEMEIA , NASELXMHAEEFCEEXH, B2 , #H
Amazon DocumentDB BIAE L EFHAUEEFXHIREZ, Hitk , BANEWZEBE — =24 Amazon
DocumentDB BIZA{ER k3% B 7o

EEAENEEBERNREIANEEXFEEHEEMNXESIEE, SMNNETRRTE:H8 T ARX At TE
B, o] LUEF L RIAREN BIEBEERB B IR, BXELE Amazon DocumentDB LASEIL 5 A A AV
RIESEER |, 2 7 Amazon DocumentDB EER45EE Do

EQ: Q= prilibriAl 20
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¥ RIRE

Amazon DocumentDB BIZA 2y BHWEAEER, Sl T A TERS LWIREUR®E , BIBIAT
WEBEAN, BIREFREEEHSP K MIARESXRMIZE, ALy , SMNEIANEREERA TLAEEN ,
MARESHME AL,

NMRFZHNARFEEESENAE WL UMRERQEFFMNER (BEETE+7HORBERTE
). MREHEMAEERED , WA LBBRTFTENE AR, FH Amazon DocumentDB EIZ |,
REANFENEHBIEMNT.

Amazon DocumentDB &3 £ Fi“Read Preference (BN EIE M) &M HFF P IRERY B, BXES
£8 , 1§28 Amazon DocumentDB EEUE %,

TTL MilRR

ERENEEEATERIINBEY EARESIIHN TTL R5|XEPHTHER , ReeR oMl KX
A, ROIFRFAR, XHEKPMEEELESFRERME TTL BIEREHHE

TTL MM 8R M BRIGH ASE T4 10 B |, XFHEMENKETR, MREFHEM TTL BREE
i, WETF 10 EAEAEM , EAIKENIZSE,

BHENBESLOE TTL Zaled , XAMBRFAER XA , 2F0IB1Z%E5. ZHERY TTL SSTRMIER
EEHP—/NMROXHEBTHAL , MBRMN-TFHRBNESEA TTIL, UXBERRELN , ARMRFE
—IRMEMBR AR B |, NIX TS BLLArEE S/ IOPS,

MREARAEGEE TTL REIKMIBRIA , BB RER AN XREEAAZNEST , HETBEEXRY
PR XL ESHIER, Hlan : BRI LSRACE—NESEMRIER , MA~4% 10 BA&, XAgELbER TTL &
5|EAE E E A&,

CIRAg &)

WEMNITEH Amazon DocumentDB &R

ER - EENRIEERS , Amazon DocumentDB X354, 126%. 110, RO MEIBEERURTE,
BXEZEER , B35 Amazon DocumentDB ( 5 MongoDB # & ) Bt

ERIENK F AR AT 2R RR H AT REMIBRIX LE B IR |, BT LAEA Amazon Web Services Management
Console 5 Amazon CLlI,

TTL iR 21
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£ Amazon Web Services Management Console

£ Amazon Web Services Management Console , A AL TIB N ATERNABTABE B/ Amazon
DocumentDB £ & . SEHIM1REE. Amazon Web Services X1

ERER. ZHIMRR

1. &3 Amazon Web Services Management Console , AJG1E /docdb 3T FF I 5 j#h ST R4 ¥R iR EE 422 41
A, https://console.aws.amazon.com

2. EBERRIAXBUAWXBHOAITREER , BERFEL LAIEREEE Amazon Web Services
X3 BEIR.

US East (N. Virginia)
US East (Ohio)

118 Weet (N Califnrniah

3. HESMBERKT , EFRERMNBHINITFRRIRFEE : Clusters (58¥). Instances (3EH1) =
Snapshots (1RHR).

Amazon DocumentDB ;

Clusters

Instances ‘
Snapshots

~ Syn?r [aT2 111"~ W SRV

4. AMERPIHTZXENAMBEETMENES. KNOTRE, ERFENERH. KOAMRRMNRE,

f# A Amazon CLI

£ Amazon CLI , A LR IIBRETENBTNEER Amazon DocumentDB £8f. LI FIRER,
Amazon Web Services X5

EREFNEHI
LT R HEEXBNRARENXS, MREERUANXSHEREFRNLSG , TUAERK --

region ¥,
Example

X F Linux, macOS & Unix :

THRAR 22


https://console.amazonaws.cn/docdb
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Amazon DocumentDB FEANGIER

aws docdb describe-db-clusters \
--region us-east-1 \
--query 'DBClusters[?Engine=="docdb™]"' | \
grep -e "DBClusterIdentifier" -e "DBInstanceIdentifier"

5 F Windows :

aws docdb describe-db-clusters #
--region us-east-1 #
--query 'DBClusters[?Engine=="docdb™]"' | 2
grep -e "DBClusterIdentifier" -e "DBInstanceldentifier"

BEERAER B HHRER LT T3

"DBClusterIdentifier": "docdb-2019-01-09-23-55-38",
"DBInstanceldentifier": "docdb-2019-01-09-23-55-38",
"DBInstanceldentifier": "docdb-2019-01-09-23-55-382",

"DBClusterIdentifier": "sample-cluster",
"DBClusterIdentifier": "sample-cluster2",
BERRE

LRI HEEXSNAARR, IRBERAXFETERRE , TUEK --region S8,

X F Linux, macOS & Unix :

aws docdb describe-db-cluster-snapshots \
--region us-east-1 \
--query 'DBClusterSnapshots[?Engine=="docdb ].
[DBClusterSnapshotIdentifier, SnapshotType]"

5 F Windows :

aws docdb describe-db-cluster-snapshots ~
--region us-east-1 #
--query 'DBClusterSnapshots[?Engine=="docdb ].
[DBClusterSnapshotIdentifier, SnapshotType]'

LEERAER B R ER LT T3

THRAR 2
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[
[
"rds:docdb-2019-01-09-23-55-38-2019-02-13-00-06",
"automated"
1,
[
"test-snap",
"manual"
]
]

BLRAEEMPBR manual REB, Automated 1RERS 1L 43 bR 52 BEa I BR o
BT EENNITTRAR
EMIBRERE , LS BRERE P B FTAE KB,

o EMBRSEH , FS MR Amazon DocumentDB 24,

/A Important

EEEMBREREPHNIS , MRENSZERFRENFRNZOAENSR. EFLRAL
%, BEBIMBRERNFHRE,

- EIBRESE , S MR Amazon DocumentDB £ &,
- EMBRFFHIRE , BSAMIBRERRE,

TARNERFEEF ?
—E5F % AR TREABILTNIREBHMBRE, B  ERARFESD  MERFH JSON X
i, ENFFR ARG EBRR BN S E N B,

MHEBREENZRDEETIRS , RN R AR AT BUE A A H N AR 083 A fE A BV A R SR
BRARRFEFEEFEDOHIE, XEBEENRTEBE APIs BT REH T BAMERR ZHEE.

£

o MHEBIEEER RS
- THRXH

- ERAXHE

T ARHEEIEE ? 24
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AR B 1 A 2R 41

TRERAFTEN B BEESHMRBNBEEFEREERE , CNEARGEENED. NTEE-IR
SRR SASRIAREIE T R TERERYE , XEBEEFEREMA. ATR-EERARFINRH , XHEHK
BEAUNXERFREHEZTNRLS

ES ]

- AFBRENXH
« KB AREIE
- RREE

A P BCiE S

HTXEHEFEERRERY , N TUFEESTREEMBREENE, XHEBEFRELT RN
KERERAAFR , ERATFEANAFPRETEXREANGEE, FAXHEESR  BINFREETSN NETH
B SN SREFEESIRAFHNAR,

RIFAFEERNBPERETBHNEE, EXHERT , EXETREW N ERRAAEUL , E
MR LS EMRILRMNEENHE | REEREMTERNBEENSE., THBEFEEREEL
KRN AR o

SR KEUHE

B REBEFENITBEERETRNEHENN , 2 RBERENLS/BERE  X—F
KT MREBBEFRIEENED, ERFHANEH LIRS , B XNRENEEFEEXEE,
BEERAXEHERE , Dl AN FE#NEEEMARENEERE , FREEFREEELN Bl 5| Z#1T
2. TEEZMMHE,

NEEE

EEMHEERR , CLTEBMNEMKFERENCEAR  REFARNEEF. HTHRENE
B, MEBEEFREESATHRENERETAXENEIE, BAUERATIIREIERMI AFTEENK
7, BRAFERNAE B, TN,

Ig: 38

NHEBEFATRFSHCBEFEANE  MARBRXRBEERFES IR BN BEHRTIE
1t , BIRBEHE—NEESH, FHEEXEBEEFHXEERRERENRERCENEHTHE

EIEESY) 25
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Mo A , FRREN XA UFERER —XHEBEES , NTAR TA BRI RUKENE
Ro Hlan , BT HANNAEEREBHR , B BT E 8 RO AP ATRR L F B JSON 4
B3] LA FE B — N MR R E o

F&

« SQL MIEXRRBIEEN L

- ABXA

« BRAXH

o MAEEBUREPE A AY RIS

« TR HEBIEEPHATY

SQL MEXRBEEN L

TR XAEEIEEF (MongoDB) ERMARES SQL HFEEEAMIRIERIT T LB,

SQL MongoDB
& o)
17 XA
51 FER
T Objectld
] ]
AE AE
BREXRINR HRA A
WA WA
] . 304
NEBEEFORMEXASE B IR, BRI ERARL JSON #AYHY | B &7 DUEH Hitb
BN,
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FMENHEFS - IMHININFR , FEFREXHFEBLTE-RA. EATRAG , FR
SSN, LName., FName, DOB, Street, City, State-Province. PostalCode #l Country £
XHEPE TR

{
"SSN": "123-45-6789",
"LName": "Rivera",
"FName": "Martha",
"DOB": "1992-11-16",
"Street": "125 Main St.",
"City": "Anytown",
"State-Province": "WA",
"PostalCode": "98117",
"Country": "USA"

}

ERAXEPALAGEEN , BN FRIEEMERE, ERRMANMI , XTERENMBTFETR R
Street, City. State-Province, PostalCode # Country,

BRAH

R HESE MR OERAERARBIE, RAEEHEES BREN RN BIETNRSE |, X
EHBERERSEREA TREES. FHALRTRE , BAIUEEPERA Address X, XHEMEE
FXEA T SCAS4EHY

"SSN": "123-45-6789",

"LName": "Rivera",

"FName": "Martha",

"DOB": "1992-11-16",

"Address":

{
"Street": "125 Main St.",
"City": "Anytown",
"State-Province": "WA",
"PostalCode": "98117",
"Country": "USA"

MIE , BEALHEREANFTE ("SSN":), HRAXMY ("Address":) ERA XM R A ("Address":
{"Street":}) XX BIEHTIHRE,

TREN Y >7
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SRR A Y TR A S AY

MEFR , BABBEEPHNEN IR EHRE , XAEBEFEPNXESHTRELERE A THNX
B, I REBXHE  Z—IEABANE  EEMNERRTE. T3 , e TE - XEHE
FEH

THR—NREIEFHH :

{
"_id" : "9876543210123",
"Type": "book",
"ISBN": "987-6-543-21012-3",
"Author":
{
"LName":"Roe",
"MI": "T",
"FName": "Richard"
},
"Title": "Understanding Document Databases"
}

LT R RAH R X ERN RGIHTISXH

"_id" : "@123456789012",
"Publication": "Programming Today",
"Issue":
{
"Volume": "14",
"Number": "@9"
},
"Articles" : [
{
"Title": "Is a Document Database Your Best Solution?",
"Author":
{
"LName": "Major",
"FName": "Mary"

"Title": "Databases for Online Solutions",
"Author":

TR AY 28
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{
"LName": "Stiles",
"FName": "John"

}
]

"Type": "periodical"

HBIXBAN XN EN, EBRRABIEE , BFEE LM periodical’ M “books" TR KR FEH F R EA
FAER null &, FlankA”, “EE, “XENM”, BT XAEBIBERRLEHLHN , SN STREEE L
THOWER , AEXANEATUER — M EBEEFHRE , T&E null FB. XEBEEST
WEBERHEIE.

X MAEBEERTI R , ATMKRIMRE, BRANFR. XRRNEAUDSHEREHNBEEHS |
MABERBNMNESNRE, NEBEFFEEESBET AV SZILHNIRER,

TN EBIEEF AT

MHEBREERIEAL ; E— I XEFRINBEANES I XEPES. I, XEZEAIREEE—
ERREER. flN, RREEM LE/EWY , IEWMHNFAERBEEE— NS, XHEMEABT
LR JSON 3245 :

{
"DateTime": "2018-08-15T12:13:10Z2",
"LName" : "Santos",
"FName" : "Paul",
"Cart" : [
{
"ItemId" : "9876543210123",
"Description" : "Understanding Document Databases",
"Price" : "29.95"
I
{
"ItemId" : "0123456789012",
"Description" : "Programming Today",
"Issue": {
"Volume": "14",
"Number": "@9"
},
"Price" : "8.95"
},
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{
"ItemId": "234567890-K",
"Description": "Gel Pen (black)",
"Price": "2.49"
}
1,
"PaymentMethod" :
{
"Issuer" : "MasterCard",
"Number" : "1234-5678-9012-3456"
},
"ShopperId" : "1234567890"

FIEXLEEERENNEFRERSZEST. BX , BRRISIEME—H4Ym. Bt , EERERE
—REE  #TE AR, FURENE I EEERERZEST.

{
"DateTime": "2018-08-15T14:49:007Z",
"LName" : "Santos",
"FName" : "Paul",
"Cart" : [
{
"ItemId" : "2109876543210",
"Description" : "Document Databases for Fun and Profit",
"Price" : "45.95"
}
1,
"PaymentMethod" :
{
"Issuer" : "Visa",
"Number" : "©987-6543-2109-8765"
},
"ShopperId" : "1234567890"
}

WEEEAN L AN TR —EREENENE D (kA MREEABEGEAF  BHER
FER) o BIEXR , BHERAAER, SITNBEREIRT LIRS ABEHLORESHR
TURERR , TRBEE,

AN ABFEREER—ENERFER. XRR—IMHEER , AN RESRWREEA
TRENEAF. SMXENEERNRZ B2 ERD,
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{55 FA S0

B SR EIEE |, Amazon DocumentDB AT LAR#AFE K, EiFIZE 5| JSON #fE. £ Amazon
DocumentDB ' | BR T & BB AR HISEHES — R | XBEEESRUTFRRABIEESH
Fo EAAWBFELUN N AE—E , FAFNENREER—BEES K MAZTEC(IEEHW M
o

FERBTEZD DM REISA | BB 4HX reading_material # office_supplies WEE, &
M 4B RERFINITXHEE THBANESS

AR R AIEA MongoDB API SRE RIEIAIN, &, FEHF AR,
F&:

o ARHNSCAY

- EifHY

- B

o HIBRITHY

I &E]

£ Amazon DocumentDB # , B XEE SR MXEN SAIBHITEE. ELRGHP , BHE test K
FEERUEEZN example WES , ZESRERINEFHNNERIAREE, ATREAE -
NEBERE , ALESBEEERIRRE, At , FEBEMFHHEHEIR (HM0 eexample MAR
example ) FFRIBEXHHFEARIME eexample £4 , MTAREMBEESF. HiRLELIHEH A
BRHITAE,

LT R BIfEF MongoDB AP SRR i3 4.

F&

o« AINEAH

« DS

NN HY

EFRNNERNERES , BEAFTELRRNELESHI M insertOne( {} ) B,

db.example.insertOne(
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FRARER

{
"Item": "Ruler",
"Colors": ["Red","Green","Blue","Clear", "Yellow"],
"Inventory": {
"OnHand": 47,
"MinOnHand": 40
},
"UnitPrice": 0.89
}

BEIRAFRY Sy R 2R LT R 32 ( JSON 483K ) o

{
"acknowledged" : true,
"insertedId" : ObjectId("5bedafbcf65ff161707de24f")
}
I EZN & =

ERZIXERNEES  FEAFTELBAFIMEESHEFIRMN insertMany( [{3, ...

{31 ) 8F, BRAKBEIRFHXEEATENEY , BEMALLIMER -—1INES.

db.example.insertMany(

[
{
"Item": "Pen",
"Colors": ["Red", "Green", "Blue", "Black"],
"Inventory": {
"OnHand": 244,
"MinOnHand": 72
}
},
{
"Item": "Poster Paint",
"Colors": ["Red","Green","Blue","Black","White"],
"Inventory": {
"OnHand": 47,
"MinOnHand": 50
}
},
{

"Item": "Spray Paint",

e
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"Colors": ["Black","Red","Green", "Blue"],
"Inventory": {

"OnHand": 47,

"MinOnHand": 50,

"OrderQnty": 36

)
BEIRAERY Sl H 2R LT R 32 ( JSON 483K ) 6

{

"acknowledged" : true,

"insertedIds" : [
ObjectId("5bedb@7941ca8d9198f5934c"),
ObjectId("5bedb@7941ca8d9198f5934d"),
ObjectId("5bedb@7941ca8d9198f5934e")

}
B
BE , BURFEESTELHENESR , IEEFRESIAVWIEHENm. ERESHENES |
ZREREESPHMEXY , ERXFEBLH B EFRERN X,
BEEWXH , BEA find() B, find() S TEFENMNNHESHY , ZSREL T HEEREREMN
M EEANIRE, find() WAHE—IXHE  HEXA—TXE , FERTH. ERINLtAHX

B, NTEINEMN M IRE , BEA find() . pretty(). AEBHRWABRHEER pretty() R
I a0 H AV A8 =Ko

FEREENHENES (Bl insertOne() M insertMany() ) ##EAEl example EEHFHEAN X
=

FH

- REEEHHNME XY

- RESFRELTARN XY

- RESHASE TR X

- RESWAEP N FEREITE A XY

- BRSEE TH AR

e 33
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- RESHAPHE IR TR
- FRAEEAREXE

KRES FHIFTA A
ERFESPTHWMA , B find() BENZEHXHEESER.

LLT&EHIRE example 4 FH AR,

db.example.find( {3} ).pretty()

KREFBREITE Y

ERREFRMNECEENAAENS , BF find() BENERXHE (MMRECEENFERNE ) £61&
o

B AR, kEAFREHEPU‘tem”FBRE T “Pen"tFT A X4
db.example.find( { "Item": "Pen" } ).pretty()

1 3R 5 HR A SO U BL Y 34

BEEREBRANEEENABXYE , HF find() BRENERIH (EEBRA R HMERA SR
FIEFERNE ) E6EA.

AEESRAMEITERR , ZXENBRAXENBERAAEERTHENER, W, RAXERNFERAM
EXNEEH T,

AT ER{UR E “Poster Paint’ X1, X_RE N ‘Pen”EEFREH“OnHand”f“MinOnHand™& , 3
B“Spray Paint’tt B XL — N FE (OrderQnty).

db.example.find({"Inventory": {
"OnHand": 47,
"MinOnHand": 50 } } ).pretty()

BREE]A T FERAE LA Y 34

EERERANEERENAAENXH , BF find() RENEWXHE ( BEBRA B HRMEAEY
FBEFENE ) E6FEM.

fERA Y 34
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ZRE LR, A TERFEAKRRTEREERAXENBNEBN TR, FREMEEXERNBET
BRI , MABEBRAXEP AR FEMEEMFER, LERFIRE Poster Paint”M“Spray Paint” , X
NefNEEENFERANE LT,

db.example.find({"Inventory.OnHand": 47, "Inventory.MinOnHand": 50 }).pretty()

1 3R E T4 TRED Y 30AY

EERMEESHRARENXY , B find() BENERNEBHBRABHUARKEATNABEEES
A, ERREARMEESETZENNEE (AT HAENNFSERTNZTLMEE ) 13X,

LTERREPen” , B “Poster Paint” &5 HME & (White) , 7 B “Spray Paint” BB Iii 7 B /Y
=

db.example.find( { "Colors": ["Red","Green","Blue", "Black"] } ).pretty()
BESHAPWETE A
EERMMEEERERAENXH , B find() BESLBRMBHOBABZHNELESER.

db.example.find( { "Colors": "Red" } ).pretty()

EFRBEFREIFFE=ZANXR , RRAENEE —1NER Colors WHA , HAMBATHEMIER
FRedH., MREBIEEE White” , MEHFSUR E“Poster Paint’,

ERZE/FR R
L TF&E#IRE“Inventory.OnHand & /M F 50 BIFTE X4,

db.example.find(
{ "Inventory.OnHand": { $1t: 50 } } )

BRXENERAZERNNIIER , SR EWNRFEEN.

BT
BE , EHNHETERSH , MEENNARER TERMK DHEITEFH. UTROBTRT EH LN
_u:=bjj_$£o

EFEHMWAXH , BEM update() B, update() BEEAHIMIHESH, F— I XHEHFREE
WA, BoANAXEEEERTHER.
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FRARER

EEHNEFEN , TRZFERMEFTER, BEATRBRAXY , HEEEFTRERHAE, ERES

RAET

£

BEX PR FERUTFEERNFTHFERMNE.

- EMNAFRNE

« ANINFFE

EHRERA XA
R B A HRA A

MASTAS o ) BR = BR

M B A THE P R 7 BR

EHNBFRNE

ETHENEFRES , FRABSZEIRME AT AN,

"Item": "Ruler",
"Colors": ["Red","Green","Blue","Clear", "Yellow"],
"Inventory": {

"OnHand": 47,

"MinOnHand": 40

Iy
"UnitPrice": 0.89

"Item": "Pen",
"Colors": ["Red","Green","Blue", "Black"],
"Inventory": {

"OnHand": 244,

"MinOnHand": 72

"Item": "Poster Paint",
"Colors": ["Red","Green","Blue","Black","White"],
"Inventory": {

"OnHand": 47,

"MinOnHand": 50

e
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FRARER

{
"Item": "Spray Paint",
"Colors": ["Black","Red","Green","Blue"],
"Inventory": {
"OnHand": 47,
"MinOnHand": 50,
"OrderQnty": 36
}
}
BEAERE TR

EEMEBATER , 5 update() M $set LEERAUBEEFREMME. U TREF Item

MPen"EHR“Gel Pen’,

db.example.update(
{ "Item" : "Pen" },
{ $set: { "Item": "Gel Pen" 1} }

LR S RFRET T3

{
"Item": "Gel Pen",
"Colors": ["Red", "Green","Blue", "Black"],
"Inventory": {
"OnHand": 244,
"MinOnHand": 72
}
}
BERA

LT RN EHERABRNFTHREA (HFEHE Orange ) AMEBIIRFBIER White, FHEHE

HIRMIEFFR1E update() BEPIEEMN,

db.example.update(
{ "Item" : "Poster Paint" 3},

{ $set: { "Colors": ["Red","Green","Blue","

LR S RFRET T3

OIange","BlaCk"] } }

e
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FRARE

3]

{
"Item": "Poster Paint",
"Colors": ["Red", "Green'
"Inventory": {
"OnHand": 47,
"MinOnHand": 50
}
}
AYIIE R =

',"Blue","Orange", "Black"],

EEIRM—N RSN FZRERA , BEATEERXEN update() BRF , ZEWXHER
$set EEAMAERANNERHTFERME,

LR RBIER 3.99 BWFE UnitPrice % NZE Spray Paints 3X#4, EFE , E3.99 R¥F , M

TRFZNH,

db.example.update(
{ "Item": "Spray Paint"
{ $set: { "UnitPrice":

PRV G MR BT T 3o

iy

3.99 } }

"Colors": ["Black","Red","Green","Blue"],

{
"Item": "Spray Paint",
"Inventory": {
"OnHand": 47,
"MinOnHand": 50,
"OrderQnty": 36
},
"UnitPrice": 3.99
}
BB A N

BB B0 ER A SRS S
MEBRNE ) ZEER.

LELLT MY,

, ¥ update() BN (£ $set ZEHFMRBRAXHKRE

e
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db.example.insert({

"DocName": "Document 1",

"Date": {
"Year": 1987,
"Month": 4,
"Day": 18

}

)
BRERA XY

LUF RO 280 Date MAHER NI XA , FERXESE Month M Day F& ; #BABEHER Year,

db.example.update(
{ "DocName" : "Document 1" },
{ $set: { "Date": { "Month": 4, "Day": 18 } } }

BEIRAFRY G AR T T 3o

{
"DocName": "Document 1",
"Date": {
"Month": 4,
"Day": 18
}
}
T 7 Bl A BRA XY

T BN ISR A A

EEYEBRAMERFN— NS M FERRIG R | 5FF update() BESXH (FRIRBRANY )
GEER , HER'RRTEBY $set EEMEERAXEURERANH FEME.

LETENXH , LTRBERKRKRREN Year # Dow FERAEABRAI Date XEH , HF
Words AR,

"DocName": "Document 1",
"Date": {
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"Month": 4,
"Day": 18

db.example.update(
{ "DocName" : "Document 1" },
{ $set: { "Date.Year": 1987,
"Date.DoW": "Saturday",
"Words": 2482 } }

LR S RFRET T3

{
"DocName": "Document 1",
"Date": {
"Month": 4,
"Day": 18,
"Year": 1987,
"DoW": "Saturday"
}I
"Words": 2482
}
MITAE 1 BR = R

B MR AP FERRIG R |, B update() BRESEHAXN (FRRENPRIBRFRX
&) M $unset BEN (EEEMBRNFER ) SEEM,

EAF RGIMBIR S A R Bk Words FER,

db.example.update(
{ "DocName" : "Document 1" },
{ $unset: { Words:1 } }

BRGSO R LT T 3o

"DocName": "Document 1",
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"Date": {
"Month": 4,
"Day": 18,
"Year": 1987,
"DoW": "Saturday"

}

}
MZA R R ER

FEIMNSAN R MIBRFESRIE R , BERAEEA $unset BEAFM multi EIAY update()
BERERN true,

AR RBINRBIEES FRFTE XA MR Inventory FER. MRXEEE Inventory FE , MFX
XA REETIRE, MREBET multi: true , WX RAEFEIRENE — N X ERITIRE,

db.example.update(

{3,
{ $unset: { Inventory:1 } },

{ multi: true }

) BR 3L A5

ENBHEBIEEBRIBRSCH |, BEA remove() BE , EEEM RN, UATRIEBFEM example
£ 4 iR “Gel Pen”,

db.example.remove( { "Item": "Gel Pen" } )

ENBEETRIBRMMEXS , EEATZEEBANremove ()R,

db.example.remove( { } )

BT HY 41



Amazon DocumentDB FEANGIER

Fr 146 FH Amazon DocumentDB

BiFZEEMFHBER Amazon DocumentDB B AR, IR 2 P I 186 F A58 K B9 TR B E
ERRR, REE, REREMNGZE. AERATFAmazon CloudShellB#EMMNEZEFEIREHN Amazon
DocumentDB £&f, Amazon Web Services Management ConsolefF& Amazon B EE LM
EP A% Di# DocumentDB CloudShell, #18R#&# Amazon CloudShell ®R#E5;, Amazon
DocumentDB £#FA THEAREETENRR , WEFERNXERRIZFEE Amazon FER, K
BB EREES SR BN LRI A A Amazon DocumentDB.,

(® Note

AIEEPWIHB LA T ZMNERET A Amazon DocumentDB 1 Amazon DocumentDB #Y
HETHIfyEEEE. Amazon CloudShell

o MREIEE A HERES] Amazon DocumentDB M EE | FSH FHEEH Amazon
DocumentDB ¥4 £ 8,

o MBENTF Amazon FE#X , EC2 BH3hiEREE AmazonigS i,

£}

- EREH

« SR BIEER

« $B 2 : Connect I ETENESR
- S| 3 mANEALKRE

« BAK  BER

FRF M
EBIE % — Amazon DocumentDB &2 8l , B4 ITULTIRIE -
282 Amazon Web Services ( Amazon ) Ik

FEF A Amazon DocumentDB 2 81 , B4HHHE Amazon Web Services ( Amazon ) K. 1%
Amazon Ik 2R BH, BRENEANRSFERST R,

MR IZ% T Amazon Web Services Ik , EERA T T ERFRKRNE -/,

TR 42
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k&S0 Amazon Web Services Ik F°

1.
2.

$T Fhttps://portal.aws.amazon.com/billing/5E it o
ERRE LWRBARE,

FESEMES , REFEE  EREABERENA —INRIES,

HIEEMBET Amazon Web Services I |, Fi& 812 Amazon Web Services IKF B HF —1N,
BRAPERGHRNZIK S B FTE Amazon Web Services RS M& R, (ENBRERZLSSE | &
NAFSPEEBHRNE , HAREARAFPRKRBITEEZERA - HRINENES,

REFTER Amazon Identity and Access Management (IAM) X PR,

EEHER SSOIMERSHEZ Amazon DocumentDB &R , EE Amazon BES I R iE Kt
TEMRRIENIER. BXEZEL , 5 EA T Amazon DocumentDB K Identity and Access
Management,

1.

© N o o bk~ W D

EHI B R Amazon Web Services Management Console , A IAM |, REEHIN TR X
B rhi%EE IAM,

—B&# A IAM 255, INSMERPERAF,

ERENAFE,

BHEAMESNR,

LR E B NS

FEBEREEZFEA AmazonDocDBFullAccess , HBE—BEEHNEBRERPHERZ.
BET—%,

BHEAMESZNR,

(® Note

#&H9 Amazon IKF EESNXEHBIE —MNERIA VPC, MRBERERLD#: VPC , BEK
Lo VPC AFiEEH a2 D VPC BT R,

TR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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Amazon DocumentDB FERARER
SB1 QIEER

EX—S$BD | #5622 Amazon DocumentDB &,

1. &3 Amazon Web Services Management Console , R/E1E /docdb 3T FF Il 5 #h 3T RS B 3E EE 12 %1
A, https://console.aws.amazon.com

2. 1£ Amazon DocumentDB B H|A £ , £8T |, kE6IE,

Clusters ‘:D) © @ Group Resources Connect to cluster Actions ¥ Create
[ Q, Filter Resources ] 1 ol
[  Cluster identifier a | sStatus ¥ | Role v | Engine version v | Region&AZ v | Instance health |

To create your first cluster, click here

b

3. 1£8IE Amazon DocumentDB SEBTTHEIN SRRy , ERETRANER (X=RHMIALE
m) o

Cluster type

Choose one of the following options.

() Elastic cluster
Elastic clusters can scale your database to millions of reads and writes per second, with petabytes of
storage capacity. Elastic clusters support MongoDB compatible sharding APIs. With Elastic Clusters,
you do not need to choose, manage or upgrade instances.

© Instance-based cluster
Instance based cluster can scale your database to millions of reads per second and up to 128 TiB of
storage capacity. With instance based clusters you can choose your instance type based on your
requirements.

(® Note

WEPP B —MET R MEER, E T ##AX Amazon DocumentDB 3 EBHNE 2E
B, i3 % Amazon DocumentDB 3# {4 & 8

4. HEBEE B

a. EEBRIAFD WA -, H/20 mydocdbcluster, EIE , TitAEmA , BHA
MG EERNENERINDE,
b. XFE5IZMRA , %$F 5.0.0,

Cluster configuration

Cluster identifier  Info
Specify a unique cluster identifier.

[ mydocdbcluster ]

The name must contain 1 to 63 alphanumeric characters or hyphens, the first character must be a letter, and it can't end with a hyphen or contain two consecutive hyphens.

Engine version

[ 5.0.0 v ]

SR BIEEE 44
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5. TEEHBEMEEDD , £ Amazon DocumentDB #RA4E ( kbW ERINEIR ) o

Cluster storage configuration info
Choose the storage configuration for your Amazon DocumentDB cluster that best fits your application's price predictability and price performance needs.

© Amazon DocumentDB Standard () Amazon DocumentDB 1/0-Optimized
s Pay-per-request I/O charges apply. Instance and storage prices don't include 1/0 usage. * No charges for I/0 operations. Instance and storage prices include 1/O usage.
= Cost-effective pricing for many applications with low to moderate /0 usage. = Predictable pricing for all applications. Improved price performance for I/O-intensive
applications.

(® Note

Jkl:?é%ﬂqﬂﬂ’ﬂ%—/\iilﬁ = &% DocumentDB 1/0 {£t. ETHAEXRE—RITNEZE
B | #2 Amazon DocumentDB EEZ M &

a. NWTFBEERGIX , RERAFMRARX (SFErX) (XEMNE)

—ANEHLEETENVMeBZENE, ETHRESZEER |, 55H B NVMe BHZFHEH,
b. JFFSEHIZE | FikFE db.t3.medium, XBEHEK Amazon R #FitH,

C. Rﬁziﬁﬂﬁ EFE 1 ADXRH, BE-PROIBETRARNME, MRXREFRS , BAE
WIETREC & =N KA BT RS

Instance configuration
The DB instance configuration options are limited to those supported by the engine that you selected above.

DB instance class | Info
o Memory optimized classes (include r classes)

() NVMe-backed classes - new

Instance class | Info

db.t3.medium (free trial eligible) v
2vCPUs  4GiB RAM

Number of instances | Info

L v

7. HEEE Bo9, RE TEED EC2 TERR HAINRE
Connectivity @

Choose whether to set up a connection to a compute resource for this database. Setting up a connection will autematically change connectivity settings so that the compute resource can connect to this database

() Connect to an EC2 compute resource © Don't connect to an EC2 compute resource
Set up a connection to an EC2 compute resource for this database. Don't set up a connection to a compute resource for this database.

8. T BNV MHF , WMATAFNASSE  REEEAREE, WARD  RAERITHIA.

SEA : BIEER 45
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MRIER N E LR “FEE” Amazon Secrets Manager , 5 Amazon DocumentDB 3 1723 &
LK% Amazon Secrets Managerid & # , THEZEE,

Authentication

Username Info
Specify an alphanumeric string that defines the login ID for the user.

[ SampleUser1 ]
Username must start with a letter and contain 1 to 63 characters
() Managed in AWS Secrets Manager © Self managed
DocumentDB generates a password for you and manages it throughout its lifecycle using AWS Create your own password.

Secrets Manager.

Password Info Confirm password Info

Password must be at least eight characters long and cannot contain a
/ (slash), " (double quote) or @ (at symbol).

9. FEEMAAAERIFRERIA, FEREER.

Amazon DocumentDB M E FE BB ER | X ATREFER KB M TR

(® Note
BXREFRSENELR , HS09 % Amazon DocumentDB’—ZEHH) EFHIRSE.

IR 2 : Connect EZEZIFHNEE

EFERER SN D2 XA EIEESESE ., Amazon CloudShell

1. 7£ Amazon DocumentDB EEZHIAM ‘&8 T , KEZCNENWERH, B R HEHZINER
ERIERIBHESE,

Clusters (1) @ @ Group Resources (El Connect to cluster ) ( Actions ¥ ) Create
[ Q Filter Resources ] 1 83
= [E]  Cluster identifier A Status v Role v Engine version v
9
[ [Z] mydocdbcluster ® Available Regional cluster 5.0.0
O mydocdbcluster ® Available Primary instance 5.0.0

2. #if Connecttocluster (fF “BR¥F” THXESZD ), AEELRGEREZUNEERER , T2
BREE , AEXEEFNESFINRSHEEL RIATH, FHI “ CloudShell ZITH S BE

S8 2 : Connect MEHT| MR ER 46
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3. HEHIREBW FERYP , WA—NHE—MBI, Sl test” , RFEDE “GIBHZ1T". VPC IR
HAEE 2B NERNIT S DocumentDB HIEEFEE.

Run command
A new CloudShell VPC ronment will be created to run this command.

Command New environment name

mongosh —-tls —-host myelasticcluster-

713738290397 us-east-1.docdb-

elastic.amazonaws.com --port 27017 —tIsCAFile Alphanumeric and hyphens. Maximum of 2|
Jeerts/rds-global.pem —username SampleUser1 —

retryWrites false » VPC environment details

Cance
4, HIETRE , WALZELSRE 1 812 Amazon DocumentDB &8 ( FHE 7 ) PRIBHNHE,

& Cloudshell (Adions v ) 7 @

us-east-1 X (& test X +

s —-host myelasticcluster-713738298397.us-east-1.docdb-elastic.amazonaws .com —-port 27817 --tlsCAFile /certs/rds-global.pem --username SamplelUserl --retr

ost myelasticcluster-7137. 99397 .us-east-1.docdb-elastic.amazonaws.com --port 27017 --t1sCAFile /certs/rds-global.pem --username SamplelUserl --

EEMmARBHHINIRRErs0 [direct: primary] <env-name>> , BB K INEZEEH
Amazon DocumentDB &%,

® Note
BXRN RHTREBHENEZEELR |, HSH Amazon DocumentDB [ HEE,

HR 3 MANE WIS

i , CEEEIECHER , BUNET/IANERRAE DA A X AEBIERE.
1. ERABRNH , FRWANUTAE

db.collection.insertOne({"hello":"DocumentDB"})

BLBRUTHE !

SR 3 AN ERHSE 47
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acknowledged: true,
insertedId: ObjectId('673657216bdf6258466b128c"')

}

2. BULLUEEERA findOne() i TARESMNXA (AAECRBREENR ), MANRT :
db.collection.findOne()

BoBEUTHE -
{ "_id" : ObjectId("5e401fe56056fda7321fbd67"), "hello" : "DocumentDB" }

3. BERTETEZEN , BERBERMARHAL. 8L , FILANKBEBAREN profiles HWE
éo ﬁALj\—F :

db.profiles.insertMany([{ _id: 1, name: 'Matt', status: 'active',6 level: 12, score:

202 1},
{ _id: 2, name: 'Frank',6 status: 'inactive', level: 2, score: 9 },
{ _id: 3, name: 'Karen',6 status: 'active', level: 7, score: 87 1},
{ _id: 4, name: 'Katie',6 status: 'active', level: 3, score: 27 }

D
BBRUTHE

{ acknowledged: true, insertedIds: { '@': 1, '1': 2, '2': 3, '3': 4 } }

4. fEA find() FRRENMABRESHHRAENX . @MANT :
db.profiles.find()

ERIREBEEEDTR 3 PRANBIEMRTEA B
5. FAMZSEXENMXEERER, MALT :

db.profiles.find({name: "Katie"})

BB THE

SR 3 AN ERHSE 48
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{ "_id" : 4, "name" : "Katie", "status": "active", "level": 3, "score":27}

6. W, ULBNBZHAERNMNABEHER findAndModify BRERE. BITNEARTRE A
F Matt HIRE 10 KRR 5 -

db.profiles.findAndModify({
query: { name: "Matt", status: "active"},
update: { $inc: { score: 10 } }
1)

REEIU TR (HFEE , a0 i REM ) :

[{id : 1, name : 'Matt', status: 'active',6 level: 12, score: 202}]
7. RAILMEBIATERRIIMMHN S BEREEE -
db.profiles.find({name: "Matt"})

BB TAY

{ "_id" : 1, "name" : "Matt", "status" : "active", "level" : 12, "score" : 212 }

La4LHRKE
HRELR | BERKITERKETF Amazon DocumentDB SEHIHNEBEMN AT TIER,
ETRMAA? THIMMZE DR X NEEEER SRR

o &I Amazon DocumentDB
- T E
o ZpFLER

(® Note

FRIEGFTEMBR , BNEEARANEI POIENEFNRERREAER, BXUB , HSHEAMER
Amazon DocumentDB £,



https://docs.amazonaws.cn/documentdb/latest/developerguide/managing-documentdb.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/operational_tasks.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/backup_restore.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/db-cluster-delete.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/db-cluster-delete.html
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VI Z# DocumentDB fRZE A1 H Amazon CloudFormation

T8 E& A Amazon CloudFormation #§ B & 1RESEIH Amazon DocumentDB ( & MongoDB #%& )
AN ERAMEMES, X Amazon DocumentDB #9 —#E L , S ¥ Amazon DocumentDB ( 3k
72 MongoDB ) 21+ 4.

X L6195 BA {8 F§ Amazon CloudFormation iR 1EERIERIA Amazon VPC Rl B EBMLHl, BXEHIT
BIEX LR RNWILE , HSRFHEH Amazon DocumentDB,

/A Important

L8R 82 H) Amazon CloudFormation ik 28|12 S MNER , ‘&2 Amazon

DocumentDB ( 0 , SEEFFSEH] ) M LM itE = (Flwn , FRA ) AN ERE.
Hp—EFBEHIERBRERRTR, BXEMEE , HSHILZ# DocumentDB EH F I 5%
EC2 Efh. EEAHKRTHRE , B LU BRE AL ILEMUIRER,

Itk Amazon CloudFormation %X A THEE W, MBRFLERA TEFKHE , BB ERAESK
B IAM R ZE, BXRIPRFENEE , ESH Amazon VPC Z2FI 5# EC2 Mk 5Z 4,

FH

. BREH

* Ja31 Amazon DocumentDB Amazon CloudFormation %
« 358 Amazon DocumentDB $§ 8

o LRI FMIBRRS

TR

E 812 Amazon DocumentDB & 2 B , AMMITUATIRE -

« B}iA Amazon VPC
o HER IAM R

FrERfy 1AM X PR

AT RBR A #3 Amazon CloudFormation #8122 &R -

TR 50


https://docs.amazonaws.cn/en_us/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.amazonaws.cn/ec2/pricing/
https://www.amazonaws.cn/documentdb/pricing/
https://www.amazonaws.cn/ec2/pricing/
https://www.amazonaws.cn/documentdb/pricing/
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Security.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_Network_and_Security.html

Amazon DocumentDB

FRARER

Amazon £ E R

* AWSCloudFormationReadOnlyAccess

* AmazonDocDBFullAccess

HAth 1AM R

LAT SR B4R T 0 22 1M BRIt Amazon CloudFormation 4% Fr 89 E A4 R,

ELUTREIF |, HENuser input placeholder RHIE#RFIENFRES,

"Version
"Stateme

{

". "2012-10-17",
nt": [

"Sid": "DocDBPermissions",

"Effect": "Allow",

"Action": [
"rds:CreateDBCluster",
"rds:DeleteDBCluster",
"rds:ModifyDBCluster",
"rds:DescribeDBClusters",
"rds:CreateDBInstance",
"rds:DeleteDBInstance",
"rds:ModifyDBInstance",
"rds:DescribeDBInstances",
"rds:CreateDBSubnetGroup",
"rds:DeleteDBSecurityGroup",
"rds:DescribeDBSubnetGroups"

1,

"Resource": [

"arn:aws:rds: {AWS_REGION}: {AWS_ACCOUNT_ID}

:cluster:*",

"arn:aws:rds:{AWS_REGION}: {AWS_ACCOUNT_ID}:db:*",
"arn:aws:rds: {AWS_REGION}: {AWS_ACCOUNT_ID}:subgrp:*"

]

"Sid": "EC2NetworkingPermissions",
"Effect": "Allow",

"Action": [

"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",

FRrER IAM R
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FRARER

stream:*"

]I

"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

"Resource": [

"arn:aws:ec2:{AWS_REGION}: {AWS_ACCOUNT_ID}

:security-group/*",

"arn:aws:ec2: {AWS_REGION}: {AWS_ACCOUNT_ID}:vpc/*",

"arn:aws:ec2:{AWS_REGION}: {AWS_ACCOUNT_ID}

"Sid": "EC2DescribePermissions",
"Effect": "Allow",
"Action": [

"ec2:DescribeAvailabilityZones"

iF
"Resource": "*"
"Sid": "CloudWatchLogsPermissions",

"Effect": "Allow",
"Action": [

]I

"cloudwatch:PutMetricData",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

"Resource": [

"arn:aws:logs: {AWS_REGION}: {AWS_ACCOUNT_ID}:log-group

:subnet/*"

:/aws/docdb/*",

"arn:aws:logs: {AWS_REGION}: {AWS_ACCOUNT_ID}:log-group:/aws/docdb/*:1log-

"Sid": "KMSPermissions",
"Effect": "Allow",
"Action": [

"kms:CreateKey",
"kms:DescribeKey",
"kms:EnableKey",
"kms:ListKeys",
"kms :PutKeyPolicy"

FREEHY IAM 1R

52
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1,
"Resource": "arn:aws:kms:{AWS_REGION}:{AWS_ACCOUNT_ID}:key/*"

"Sid": "KMSEncryption",
"Effect": "Allow",
"Action": [

"kms:Encrypt",

"kms:Decrypt",

"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:{AWS_REGION}:{AWS_ACCOUNT_ID}:key/*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"rds.{AWS_REGION}.amazonaws.com"

"Sid": "IAMServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::{AWS_ACCOUNT_ID}:role/aws-service-role/
rds.amazonaws.com/AWSServiceRoleForRDS",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "rds.amazonaws.com"

W 55 EC2 ZEAX

£ E 612 Amazon CloudFormation & XigiH |, BAMETRAKNZRAFN (M PEM X4 ) . IRE
TEQREAN , FZRLT% EC2 AFigm EC2HRME A S 8l EZHAX .

T 55k EC2 H4AXY 53


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html#having-ec2-create-your-key-pair
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B3 Amazon DocumentDB Amazon CloudFormation ##%

KT B 401 J3 zh ML B Amazon DocumentDB Amazon CloudFormation % .

1. &% ZF a Amazon Web Services Management Console t https://console.amazonaws.cn/.

2. TRIEBE Amazon Web Services XiZ#J Amazon DocumentDB ##&##x., I Amazon Web
Services X3 B o R IR R B sh %

X 15 BEER £ Designer & F I=k7)

’T‘Hﬂ (BN EEER f Designer ##%  (_Launch stack ©)
ﬁfﬂﬁ)ﬂ { LI & E R £ Designer &%  (_LavnchStack ©)
%@m“ (BBPN EFHER & Designer # &% (LaunchStack ©)
TAMK (ET) SRRR #£ Designer HEE Launch Stack Q)
TA#K (ER ) SRRR #£ Designer HEE Launch Stack Q)
WA X (s ) SRRR #£ Designer HEE Launch Stack Q)
TAMK (ER ) ERRR #£ Designer HEE Launch Stack Q)
TAMK (FE) SERR #£ Designer H&EE Launch Stack Q)
MEKX () SREN % Designer %% [ Launchstack )
E)’x?)ﬂimlz { A= SRR Y f£ Designer P& & Launch Stack ()
M X (BRL ) EERHR % Designer 7% [ Launchstack )
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https://console.amazonaws.cn/
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=us-east-2&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=us-east-2#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://us-east-2.console.aws.amazon.com/cloudformation/designer/home?templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml&region=us-east-2
https://console.amazonaws.cn/cloudformation/home?region=us-east-1#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=us-west-2&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=us-west-2#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=ap-south-1&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=ap-south-1#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=ap-northeast-2&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=ap-northeast-2#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=ap-southeast-1&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=ap-southeast-1#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=ap-southeast-2&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=ap-southeast-2#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=ap-northeast-1&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=ap-northeast-1#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=ca-central-1&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=ca-central-1#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=eu-central-1&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=eu-central-1#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=eu-west-1&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=eu-west-1#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
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X i3 BEEER £ Designer F&F =ka]
ROt X (462 ) EERR £ Designer & F [ Launch Stack gl
BRMib X ( B2 ) EERR £ Designer & E [ Launch Stack gl

3. Create stack(BIZ2#%) — FIRZIEEH Amazon DocumentDB iR, BN HEREE T —MENR
(JSON = YAML X ) , HHhIEeEXETEEHKPH Amazon BFENEE. A TEEEMN
FERHENERB IR , R ENEMRSEE RN Amazon Web Services X5 1 E R A2 —
A Amazon DocumentDB ik,

MR =23 Amazon CloudFormation #4%8F , Amazon DocumentDB & E I BRI EEBRIAER T
LTERARS, MREHNEHSABBRRY , BERUATIR, BN , iFiER Next (T —) A4k
ZHITTI—F,

EH Amazon DocumentDB £& 5 AMIERERY , BIRITUATRE :

1. NQIB#R TEN A T ARRRITETFESR

2. ERFIEERK “ Amazon CloudFormation i&1t88” TWHEA , FHEKK JSON # YAML 4
BRIESER. R E| Resources &85 H & E LA E1E DeletionProtection , T
iR B> A D Amazon CloudFormation esigner WE Z{E 8 |, iS5 42 Amazon
CloudFormation i®it2s ? .

JSON:

"Resources": {
"DBCluster": {
"Type": "AWS::DocDB::DBCluster",
"DeletionPolicy": "Delete",
"Properties": {
"DBClusterIdentifier": {
"Ref": "DBClusterName"
1,
"MasterUsername": {
"Ref": "MasterUser"
},
"MasterUserPassword": {
"Ref": "MasterPassword"
1,

"DeletionProtection": "true"

Ja31 Amazon DocumentDB Amazon CloudFormation % 55


https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=eu-west-2&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=eu-west-2#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/designer/home?region=eu-west-3&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://console.amazonaws.cn/cloudformation/home?region=eu-west-3#/stacks/new?stackName=DocumentDBQuickStart&templateURL=https://s3.amazonaws.com/amazon-documentdb-samples/v1/cloudformation-templates/documentdb_full_stack.yaml
https://docs.amazonaws.cn/en_us/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.amazonaws.cn/en_us/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
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},
YAML :

Resources:
DBCluster:

Type: 'AWS::DocDB::DBCluster'

DeletionPolicy: Delete

Properties:
DBClusterIdentifier: !Ref DBClusterName
MasterUsername: !Ref MasterUser
MasterUserPassword: !Ref MasterPassword
DeletionProtection: 'true'

3. NRE £ £ Ai%$E Create Stack (BIEHER) (
& )
URTFENHCER AiX LT R HEX.

4. REENGE , BHHEEMDE Create stack (BIEHER) TWH,

5 EBET—HUABE,

4. EEMKREAGSE—NENERBAERBNNSH, SBEBRPEL , ARTFEECIRNE
R A BE E.

e 7£ Stack name (R BH) T, MAHKRNBENREZRUNEN. HERBEHKITUNTEFE
(A—ZFa—z). BF (0—9) MEHS (—)

« T& Parameters (Z#) T , AU THFHER :
« DBCluster®& # — % AH Amazon DocumentDB £ & iz ZIBEMNE F.

E SRSk

« KERN [1-63] MFR, RFHEFH

« BENFRLTRFH,

« TRUEFNERJEEMNELEFZN.

- X1 Amazon RDS, Neptune 1 Amazon DocumentDB AR FT A SE B &R A4 =
— Amazon Web Services Ik #9,

 DBInstance® — \THIFIFR A |, BRI D TR IR B EE B R S 3,
« DBInstance®& # — i A H Amazon DocumentDB SEfIH B AR IEZESZIEHNEZ .

Ja31 Amazon DocumentDB Amazon CloudFormation % 56
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KBl B LR
« KERN[1-63] MFER, RFHEFH
s B-NFHLARTH,
« TRUEFHERJEEMNEZEFZN.

- X1 Amazon RDS, Neptune 1 Amazon DocumentDB H Y Fir 5 S5 45 &R 24 1 =2 ME
— Amazon Web Services Ik #,

» MasterPassword— ¥ iEE &2 G ik 7~ %483,

« MasterUser— BIEEEEAKFHAFE, MasterUser XML FRFFL , HEREEES
FRREFER,

1%#E Next (T —2) MREENEIFHRE,
5. Configure stack options (Bt E#% &) — Bt ESHERRE, NRME ML,

Tags (FR¥) —EEENA TR PR FENRL (RBE ) X, BAILUAEMERTINERZ 50
NHE—FRZ

Permissions (1XPR) — A&, %&# IAM A& LB E X Amazon CloudFormation 2047
R OIE, BRIMERER. MRETERAE , MSBREEZNAFERE Amazon
CloudFormation fEFAXR. EIEERFTACZH , FEHRLEFZEZZACHNR
(iam:PassRole), iam:PassRole X RIEEE T LAER ML HE,

(® Note
EERS A , Amazon CloudFormation 344 fif 1% & B HITIE XK EMITH
FIERE. AENLHERRTRENNRANEMASIUERZAR® | BIEAIE
REZEZAGHENE, MRZACGTSEAFPTHNEENNE , WETRELEFREA
TRAFHNR. BRZABERTHNRESRD.

Advanced options (&4 %EM) — A LUZE LA T S HRIED :

» Stack policy (A% K EE) — Wik, EXFEMKRER A ER LBAEFRHHR. BRINER
T, R EH PR A R RE T EH.

&R LAE LA JSON FE Uk AR SRS | B A DL B2 E 2 AR SR MEAY JSON Xt AXE
ZER , SN L ERER TR,
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* Rollback configuration (ERELE) — A%, 15T E7E 012N E MR G/
CloudWatch B &2k, Amazon CloudFormation 2R E/EZR T ERRE , IFEME
Amazon CloudFormation &,

« Notification options (B&IEI) — Al1E, IEEMPBBHRS (SNS) WEH,
- Stack creation options (¥ 8| 1ET) — A%, ATLAIEELA TED :
« Rollback on failure (X MBS ENR) — INRHER IR KK |, #HikERBRER,
« Timeout (BEY) — HEAR BI2 BB 2 BT 2 ¥
« Termination protection (£ IL{R$7) — Bh 1L Z S BR3ERR o

® Note

Amazon CloudFormation £ 1L &3 =& F Amazon DocumentDB #9fl B £r 3 8
2o BXREZER | BHSR K ILFRP TR BREF

WET —H oAk,

6. Review <stack-name> (®# <stack-name>) — WL HRER, FAEEMEEET., BT
LA7E R E K EBFT FF quick-create link (TRIRGIZEEE#E) , LIRS N HEEMREARE B/ HK,
- 1%$% Create (812) MBI H#EK,

- ®EF , B LLESRE Create change set (BIEREXE), ERERI1E QI EHER 2 5l an{a Fl & 1t
HRPTE, XATEERITEAREZIRESHEE,

518 Amazon DocumentDB & &

Amazon CloudFormation &R G , &R LAER T 5% EC2 LHIERETER Amazon DocumentDB
E8, BXEA SSH E#T T EC2 SEFIMNELR | HS T O EC2 A8 RIERETEHN
Linux 3241,

EEEZE , BSRANLTET , HREEE XM Amazon DocumentDB KIE &,

\

E
- F]|3  MANEARSE
2

o &I Amazon DocumentDB &R

o 1532 Amazon DocumentDB
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£ 1F4R37 M BR R 37

B ARIERR LK LR 2 Amazon DocumentDB B S {ESEER ., CloudFormation & LRI IhEES
Amazon DocumentDB il BR &R 1P TheEE AR [E .

o RIFRP-B T LUEE J S AL LRI KB IE CloudFormation %4 E/AMIBR. R A =it
MRENHBALLERPAOHER , WRBREES KXY , HFEHERFRETE, EAIEHEREN , BRIAE
LR A TFERARE CloudFormation, AJESIZ#EKRFNNES AL LERF. EXESZEER
S H1&E Amazon CloudFormation #4% %I,

* MERRHF —Amazon DocumentDB & X S8 5 AR RIFRYBE D, MRAFRERBRERT
HBRRHF #Y Amazon DocumentDB 58 , MIMIER KW , FEFRETE. BRAMBRRFE , AL
E S\ BR Amazon DocumentDB Amazon Web Services Management Console Amazon CLI, #l,
CloudFormation <% Amazon DocumentDB &5 ANZRABKRRFHVELEL , BSH HIRRE
¥
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Amazon DocumentDB & MongoDB # &%

Amazon DocumentDB X # MongoDB #& £ , @& MongoDB 4.0 1 MongoDB 5.0, MongoDB
REMEWKRE , KB BES MongoDB BiEFEEANLERSHNARF. BRI EE TSR
& Amazon DocumentDB — &£ , TILEMR LTI, XTHATHFE THMNXT Amazon
DocumentDB 5 MongoDB &AM —4] , BIEFMNEEMATIFE. A, TBRERENMIIEER,

FB
« MongoDB 5.0 &%
« 5 MongoDB 4.0 WA

MongoDB 5.0 #&&

F&

« Amazon DocumentDB 5.0 # B AH AR
« Amazon DocumentDB 5.0 A|’]

o AHKHIEHFT S% DocumentDB 5.0

- YEER

Amazon DocumentDB 5.0 B+ AF AR

Amazon DocumentDB 5.0 5| A T #¥4SEFMFIhee , HH SEEFEMBENEFHFEREMNZ, UTHE
48 7 Amazon DocumentDB 5.0 R 5| AW — . F BRI, EEFHIIEMNTRIIXR , BS5H K
B,

« X FARABEETEAIM Amazon DocumentDB SEBEME T o RS , FEHBEASE
128TiB.

« 5| A Amazon DocumentDB 5.0 5|2 ( hfxZ 3.0.775)
+ %1% MongoDB 5.0 AP| BE T2

- IREEFRFTERAME (FLE), ME , EEALIEZE Amazon DocumentDB & 2 81 , WA LFE
EFRWNFERNZ, BXEZER , BSREF KFERAME,

. IREBERS : $dateAdd, $dateSubtract
o X#EFF $elemMatch BRERWERS|, ALk , BEF $elemMatch WERFSHEREIFTE,
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Amazon DocumentDB H 3z MongoDB 5.0 BIFT B 43#E. #9% Amazon DocumentDB 5.0 B} , FA(]
MNEFREYERBMNUENFUEMNIIEE D I, BINGREEFERBINEENANS |, FE5RM
H fh MongoDB 5.0 ThaE, BXxZIFMWEF KR APIs , 55 7E Amazon Document APIs DB H 3 i
MongoDB, RIEFMBKIERE,

Amazon DocumentDB 5.0 A|7]

T ## Amazon DocumentDB 5.0 Al , HZFEAITIEE. BAUERSRETT X T EI0IERN
Amazon Document Amazon DB 5.0 &8 Amazon CLI , Amazon Web Services Management
Console ##&., Amazon CloudFormationiE1%%| Amazon DocumentDB B , E3R#& 6 FH 5 MongoDB
5.0 RESMRAFRAEMN MongoDB Rz EFHEATE,

® Note

Edad Amazon SDK Amazon CLI, =i Amazon CloudFormation , 5|ZRAFERIAR 5.0.0,
BBAEIEESH engineVersion = 4.0.0 LABI2#HH Amazon DocumentDB 4.0 £
Ficd j?,;}%l engineVersion = 3.6.0 LABIE#HH Amazon DocumentDB 3.6 &8 . N T4
E# Amazon DocumentDB %8 , B AEA A Adescribe-db-clusters=fEMA Amazon
DocumentDB B 1EH A REE I EETHN 5| BIRASKIBESFRA, Amazon CLI

Amazon DocumentDB 5.0 EC2 ¥ Amazon Graviton2 Lii%ﬁ flaireg LM EBRt4 . mediumsE
IR  HEERATRMEXIFNXE., BXENNESZEER , 1521 Amazon DocumentDB ( A
MongoDB ) EHt.

HHK KT BT % DocumentDB 5.0

B LAEA Amazon DMS 235 T & mongodump, mongorestore, mongoimport #l
mongoexport M MongoDB 3.6 2 MongoDB 4.0 E# %] Amazon DocumentDB 5.0, &< X
WIREE , B2H EAAREN T T X AAKITEELER Amazon Database Migration Service,

IjJFJI:. j'i'

Amazon DocumentDB 4.0 5 5.0 2Bl THEEE R

FE& T 5% DocumentDB 5.0 &4 , I 5% DocumentDB 4.0 I &% DocumentDB 5.0 Z [BI{E1E
EEER -
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- RLNEABRIEXF serverStatus, B - EERNACHALAAGHNNARFTURER X
Amazon DocumentDB £ERSHEZITE,

« SecondaryDelaySecs FERE#: replSetGetConfigfii i H slaveDelay,
* hello i & isMaster-hello JIRE#IR Amazon DocumentDB S8 A & 1Y XX #4,

« Amazon DocumentDB 5.0 MM EZIFEE —MRERFIEXA $elemMatch IREFNERSIFHE, W
BREAFIERFZES —NEKIM $elemMatch FFiEE , NXEFEXESIHME  BNREE—IHRE
$elemMatch &) , M FXFREEFE,

40 , £ Amazon DocumentDB 5.0 7 , MR BERERFFEE $elemMatch BER , FTFaK
£ Amazon DocumentDB 4.0 & Ff IR B $E

db.foo.insert(
[
{a: {b: 5}},
{a: {b: [51}},
{a: {b: [3, 713},
{a: [{b: 5}13,
{a: [{b: 3}, {b: 7313,
{a: [{b: [5]1}1},
{a: [{b: [3, 71}13},
{a: [[{b: 5311},
{a: [[{b: 33}, {b: 7}113%,
{a: [[{b: [51}113,
{a: [[{b: [3, 71311}
1);

// DocumentDB 5.0
> db.foo.find({a: {$elemMatch: {b: {$elemMatch: {$1t: 6, $gt: 43333}, {_id: 0})
{ Ilall : [ { Ilbll : [ 5 ] } ] }

// DocumentDB 4.0

> db.foo.find({a: {$elemMatch: {b: {$elemMatch: {$1t: 6, $gt: 4}333}}, {_id: @})
{"a" : L {"p" : [ 51311}

{"a" : L L{" :[513}1113

« Amazon DocumentDB 4.0 F#“$" 1% iR [ Fﬁﬁ%ﬁxE’JFﬁﬁK% 1£ Amazon DocumentDB 5.0
B, wOREWN find T RIREEEERASHN XY , XSHNEFRE CRENFR,

« £ Amazon DocumentDB 5.0 1 , & $regex H $options EHSEH find T HIRELEIR : “Ti&
£ $regex M $options EIATIEBIEIT,

« £ Amazon DocumentDB 5.0 # , B &l $index0fCP FELA TR AR E“-1”
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Amazon DocumentDB TR AR 155
- FHEREXPARKIFFRHE , R
- BERR—IMATERNHKF , &
- BERRATFHEFTRENHF.

« 1£ Amazon DocumentDB 4.0 A |, HERNEBERATARIAXATEHFEEZTTKENI
F , $index0fCP iR[E “07,

« 7 Amazon DocumentDB 5.0 F , £ _id fields RH& 8/ , Hli0 {"_id.nestedField" :
1}, REMR B EFTIRSFERHN Y, M Amazon DocumentDB 4.0 | REFERE S Ik
AR 3T,

5 MongoDB 4.0 &AM
F&:

« Amazon DocumentDB 4.0 4&1F

« Amazon DocumentDB 4.0 A|]

o F4HiEHZE Amazon DocumentDB 4.0

- JREER

Amazon DocumentDB 4.0 43{E

Amazon DocumentDB 4.0 5| A 7T F ZH4SIEFFTIIEE , & ACID ESMNEZERN SR, UATH
E R /RT Amazon DocumentDB 4.0 F5| AR —S. T B4, EEEWRENZTEIR , BSH £HiR
B,

« ACID % : Amazon DocumentDB MIEXZFE LN, R, EENBEERNTESHED, =
FiEA FREEH T Amazon DocumentDB B A ZE — NI SN XERITRFERE, —RE. B
EREMBFAZEE (ACID) |, B{tRARFFRX. EXEZER , B2 Amazon DocumentDB A
WEF.

« BTER : BUEHREDEEHEE ( client.watch() = mongo.watch() ) MEHREE
(db.watch() ) 3IAZEER , LAEE startAtOperationTime RITHAZERFER , FEK
B, BOEAUUARNTERRERLERE7 X (2N 24 /M0t ) . BXEZER , BZH FEER
5 Amazon DocumentDB && £ M.

« Amazon Database Migration Service(Amazon DMS) : &I 7E 7] LLfE FfF MongoDB 4.0 Amazon
DMS T #fgT# 2T 3% DocumentDB, Amazon DMS £ %3F MongoDB 4.0 JR, 3
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DocumentDB 4.0 B #:f1 &% DocumentDB 3.6 J& , AT &I &% DocumentDB 3.6 1 4.0 Z[&]
RITHE, BXEZELR , i52H Amazon DMS X #4,

- MBEMZREML : IE , BULURAS $lookup WES| , EXREWEE N FEI—IMNFERE
_id FBRAUMNRSIPEEEMMEENES (RENER ) PIEE, EB) findAndModify #1T
hint() WeEh. X $addToSet MItEREM L MG MR BEKR DR, BXREZER , BESH
KA,

« ¥4ESF : Amazon DocumentDB 4.0 MEXIF U LSHNRESBRE
fF : $ifNull, $replaceRoot, $setIsSubset, $setIntersection., $setUnion, $setEquals,
B E LEFBINXISHAEM APIs ongoDB, #EMBIEFRE, £ Amazon Document APIs DB
¥ #F MongoDB, BRIEMEKIEXRR

- ETACMNIHEES (RBAC) : FNFEMA®S ListCollection M ListDatabase , BIERA
LAk #E A authorizedCollections M authorizedDatabases ¥/t iF A 5 HAi1E X
HEHWESHNBEE K MEF2HEA listCollections M listDatabase AfB, BIETA LR
FEECHEE , MAFEMEMA KillCursor A,

Amazon DocumentDB }# % £ MongoDB 4.0 HIFi B 451iE. ¥98 Amazon DocumentDB 4.0 Bt , Al
MNEFRIBUERRMNEBASMEMNEEY D IE, BIMTEREFEFERRINEEBANE , FEFME
2 MongoDB 4.0 Th&E. #i& , Amazon DocumentDB 4.0 B 81323 MongoDB 4.0 15| ARy AL
BRIRETHZFRRER. BXZENEFHYIX APIs , HS T Amazon Document APls DB F 3735
MongoDB, BRIEMEHIEXRE,

Amazon DocumentDB 4.0 A|]

T % Amazon DocumentDB 4.0 Al , SR AI1ERE. BAAERARR4F AT ESRIEMHE
Amazon Document Amazon DB 4.0 £&f Amazon CLI , Amazon Web Services Management
Console . Amazon CloudFormationiE1%Z| Amazon DocumentDB Bt , ER&#H 5 MongoDB
4.0 RESRAFRAEH MongoDB BeIFEFHEAITE,

(® Note

£ Amazon SDK Amazon CLI, =&t Amazon CloudFormation , 5IZEARA¥FERIAH 5.0.00
BB IEIEES engineVersion = 4.0.0 LABIZEFHH Amazon DocumentDB 4.0 &
B WS engineVersion = 3.6.0 LABIEFHH Amazon DocumentDB 3.6 £8. W T4
EH Amazon DocumentDB &8 , BRI LAEA A Adescribe-db-clustersZ £ A Amazon
DocumentDB EEZEFI &R EEREEFN S| BIRAS KB ELRRFRZA. Amazon CLI
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Amazon DocumentDB 4.0 X1FEREBH 15, r6g. t3.medium M t4g.medium SRFIKRE | HAT
BFrRESXEXE, %E#MH Amazon DocumentDB 4.0 WEISAR A&, BXENNEZELR , F5
¥ Amazon DocumentDB ( & MongoDB # & ) E#

A4 KT E Amazon DocumentDB 4.0

BT LAE R Amazon DMS 53K T B # mongodump, mongorestore, mongoimport
mongoexport M MongoDB 3.6 2 MongoDB 4.0 % %I Amazon DocumentDB 4.0, {lih |, &7
LAfE FAME R T E M Amazon DocumentDB 3.6 # 4 %] Amazon DocumentDB 4.0, BXxIAEIEH A%
B, ESRE EAARENIT D EEIEEE R Amazon Database Migration Service.

IjJﬁb 7—1—

Amazon DocumentDB 3.6 5 4.0 Z B8y Th&E

fE7& Amazon DocumentDB 4.0 X% , Amazon DocumentDB 3.6 flAmazon DocumentDB 4.0 Z 8%
T:i_:IjJ Be ;H- .

- BMENHMWERE : Amazon DocumentDB 3.6 ER AR ZRBENHINE—INFER, B
5= , Amazon DocumentDB 4.0 fF#Mf F X NFIRFENA TENFX, Hlm  RKER
"a.b.c": 1, MTHERIMREFHERE, BR , URHEFR {a:{b:{c:133}} , W Amazon
DocumentDB 3.6 J{XFiZ ¥ M A T a” , mIED"H c",

« X minKey. maxKey# 1T : £ Amazon DocumentDB 4.0 A , Xf {x:{$gt:MaxKey}} BITHRFT
BEEAAS , X {x:{$1t:MaxKey}} BT HIEEFFERNR.

o NHLERER LB (Hlm, {"_id" :1, "a" :{"b":1}} A b ) FFEXRH
( double, int, long ) WEHENEEFBDHRFHRIBERE N N XENEIR R —HmE,

Amazon DocumentDB 4.0 5 MongoDB 4.0 Z [BIVIEEE R
LA 2 Amazon DocumentDB 4.0 & MongoDB 4.0 Z B ZhREE =,

- ERRDEPHERER  SESTSRANIHEEZRNE (Hlw{"x" [ { " : 10 3},
{ "b" : 203} 1}) , EEWHFTANFHUZFZRRLER (Hlmx. )&t , U Amazon
DocumentDB fFiREIZ M # , A EEHZEBEFPWAMEXR , M MongoDB IR E %X 4,

- BEPH $set0nInsert @ $ : £ Amazon DocumentDB R FERIRIERF $setOnInsert HE $
ERFHPHRLAEER , X5 MongoDB 4.0 — 3,

F 4% = F % E| Amazon DocumentDB 4.0 65


https://www.amazonaws.cn/documentdb/pricing/
https://www.amazonaws.cn/dms/
https://docs.amazonaws.cn/documentdb/latest/developerguide/backup_restore-dump_restore_import_export_data.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/backup_restore-dump_restore_import_export_data.html

Amazon DocumentDB FEANGIER

Amazon DocumentDB F I E 5

Amazon DocumentDB ( & MongoDB #%& ) M X% MongoDB 4.0 &% , BiEEF. BAUES
NXH, R, EENBEENTES. ESENFEREEHTE Amazon DocumentDB & A ZE — 1
RENNERITRFIRE. —BRE. REBRENSARE ACID), fLREARFETR. EANES
RAHBEMSLHIE, BITMEBITREURTFESZ ABER.

BERESTEEMRAR, BRAFHNXZPHENRE 10s BANFRE.

EHERASESEE , EFERBATER .

o AFEH Amazon DocumentDB 4.0 5|2,
o BATERS MongoDB 4.0 RESMRARENRIIERF,

SAER S
LUTR—BHESE | #EEET Amazon DocumentDB &4 FIFAES,
SHEESTERERRXBFLEES, MEESATAETERRSEARBEERRHTESEHEANR,
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- BURESREEMENRI TR, MRENESTESPITUNTEHEIENESHIET , B
X AR R ARt HE LRI IEESMIERATEIZEITEREUA B 7.

B 7

« Amazon DocumentDB 7T X #5555 N ZBEY 4R

« Amazon DocumentDB LA ESBFHUEFNES , H L EHXN T EFENEESEHR/ERN.

- XEEEAYESE 1 pHENEE , AREEERRE.

« Amazon DocumentDB AXFHAEXEA, TERERIMITERLH IS, WREFEHIBMR mongo

Shell ( 3E mongosh ) , FEEFARBFHEFEE retryWrites=false H. BRIAER
T, ZATEREA, 88 retryWrites=false WAESBUE FIEWH T KM,

« 4 Amazon DocumentDB EHIXS =4 LRI FT AN H RESHE #E LIRRE. X< TRE , #2
1% S5 451 BR 1

s WFALEMES , ESHEKRNMSINTF 32MB,

« Amazon DocumentDB #§SE X ESRHIZPM count () , BHIEFMERSIBFE XS INEE, —fE
RAEEMEA countDocuments() APl , BRIt HEBHRHERAIBTF I LNRESES,

- BEFE-SHHITRE , 21FF 30 HEN, NRBFEN , FEPLE  HELFERNSIXNAEES
RHENEAEES T E/FTEUTHEIR

WriteCommandError({

"ok" : 0O,

"operationTime" : Timestamp(1603491424, 627726),

"code" : 251,

"errmsg" : "Given transaction number @ does not match any in-progress transactions."

}

W RIS b
{&Bh Amazon DocumentDB 4.0 At R ZH X , 8N T Hftt CloudWatch 1EFrkEB BB EER S,

¥ CloudWatch %%

« DatabaseTransactions : E— 7 T ERFITHARESHEE.
« DatabaseTransactionsAborted : E— D RHFTHERILEEZHHE,
« DatabaseTransactionsMax : — 25 EBRRNFARESHRATE .,
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« TransactionsAborted : —Z 8 ERAXN —MNEFIFIENESEHE .

« TransactionsCommitted : — 7 BRAN — N EHIRIWESEHE .
- TransactionsOpen : £ — 288 B — N EHIF B ESHE

« TransactionsOpenMax : — 7 ¥ Bt ERAXN — N EHIF RESHWHERAREKE
- TransactionsStarted : — 3 # B BEAN —MRHlE3INWESHE.

® Note

£ < Amazon DocumentDB B % CloudWatch 8% , iFiHEl. AU T A XS D F
DocumentDB CloudWatch

BN, FHFEREAIZE currentOp 1sid, transactionThreadId , “idle
transaction’fI#FIAAE serverStatus E

% : currentActive, currentlInactive, currentOpen, totalAborted, totalCommitted
M totalStarteds

EXREL
BESE |, B LAERfEEreadConcernf , writeConcernf FHIFTR :

mySession.startTransaction({readConcern: {level: 'snapshot'}, writeConcern:
{w: 'majority'}});

X FreadConcern , Amazon DocumentDB BRIAX I RBEIRE, MRIEE T Ai#y”, “ATA'R‘S
#’HY readConcern , M Amazon DocumentDB & fiZreadConcern Bl H R K REE., Amazon
DocumentDB R X a4k 41t readConcern , MEEX IR A TS S IR,

5t FwriteConcern , Amazon DocumentDB BRIAZ#EZH , ¥ E=ANRIEFREINMHIFERIAR

B, BIERIBEAEEAR. AZSHIRIEEE KM writeConcern , ] Amazon DocumentDB &%
writeConcern AE& K ZH. kI , FIE Amazon DocumentDB EA## 12 , H# H B EINEETL EEE
A,

(EESY

KTFNERNESAP  ZEANSES
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ZiBERAESH

Amazon DocumentDB EFEZEGM , XEKELTUBEERNERZEREAESZMEANE
Ko WAL insert, update. delete fMfindAndModifyiREDH N B —RFBRE

— NS EAESNERLAFRE-RESF. flM  ERPARWKRE. Hit , EFENEHK/FIE (B
) 5003k , HHIE (FA ) S00XTELARNIKS . BERTZEE  LFEELEXZTRNR
ITEICHMBIICRE | WBREFIE. XFMPEHINENIKFEIZT 500X TERFAGRRIKSH
Biit. LTFRXANAPIEIEET

// *** Transfer $500 from Alice to Bob inside a transaction: Success Scenario***
// Setup bank account for Alice and Bob. Each have $1000 in their account

var databaseName = "bank";
var collectionName = "account";
var amountToTransfer = 500;

var session = db.getMongo().startSession({causalConsistency: false});
var bankDB = session.getDatabase(databaseName);

var accountColl = bankDB[collectionName];

accountColl.drop();

accountColl.insert({name: "Alice", balance: 1000});
accountColl.insert({name: "Bob", balance: 1000});

session.startTransaction();

// deduct $500 from Alice's account

var aliceBalance = accountColl.find({"name": "Alice"}).next().balance;

var newAliceBalance = aliceBalance - amountToTransfer;
accountColl.update({"name": "Alice"},{"$set": {"balance": newAliceBalancel});
var findAliceBalance = accountColl.find({"name": "Alice"}).next().balance;

// add $500 to Bob's account

var bobBalance = accountColl.find({"name": "Bob"}).next().balance;

var newBobBalance = bobBalance + amountToTransfer;
accountColl.update({"name": "Bob"}, {"$set": {"balance": newBobBalancel}});
var findBobBalance = accountColl.find({"name": "Bob"}).next().balance;

session.commitTransaction();

accountColl.find();
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// *** Transfer $500 from Alice to Bob inside a transaction: Failure Scenario***

// Setup bank account for Alice and Bob. Each have $1000 in their account
var databaseName = "bank";

var collectionName = "account";

var amountToTransfer = 500;

var session = db.getMongo().startSession({causalConsistency: false});
var bankDB = session.getDatabase(databaseName);

var accountColl = bankDB[collectionName];

accountColl.drop();

accountColl.insert({name: "Alice", balance: 1000});
accountColl.insert({name: "Bob", balance: 1000});

session.startTransaction();

// deduct $500 from Alice's account

var aliceBalance = accountColl.find({"name": "Alice"}).next().balance;

var newAliceBalance = aliceBalance - amountToTransfer;
accountColl.update({"name": "Alice"},{"$set": {"balance": newAliceBalancel});

var findAliceBalance = accountColl.find({"name": "Alice"}).next().balance;

session.abortTransaction();

ZEEEF

BINESHEZESYE  IERBCNTATIITE -SSARBEESNEESNZTURE, XEH—
BN BEARAEFRETEY, SRS TEN—NERER <> , EFFHRE all-or-nothing#i 4T |
RRR , ENELALEHKY , BELEHEK,

UTRZEAEFSH—AH , EERARA ZEIESTHINAERZ S MHE,

// *** Transfer $500 from Alice to Bob inside a transaction: Success Scenario***
// Setup bank account for Alice and Bob. Each have $1000 in their account
var amountToTransfer = 500;

var collectionName = "account";

var session = db.getMongo().startSession({causalConsistency: false});
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var accountCollInBankA = session.getDatabase("bankA")[collectionName];
var accountCollInBankB = session.getDatabase("bankB")[collectionName];

accountCollInBankA.drop();
accountCollInBankB.drop();

accountCollInBankA.insert({name: "Alice", balance: 1000});
accountCollInBankB.insert({name: "Bob", balance: 1000});

session.startTransaction();

// deduct $500 from Alice's account

var aliceBalance = accountCollInBankA.find({"name": "Alice"}).next().balance;

var newAliceBalance = aliceBalance - amountToTransfer;
accountCollInBankA.update({"name": "Alice"},{"$set": {"balance": newAliceBalancel}});
var findAliceBalance = accountCollInBankA.find({"name": "Alice"}).next().balance;

// add $500 to Bob's account

var bobBalance = accountCollInBankB.find({"name": "Bob"}).next().balance;

var newBobBalance = bobBalance + amountToTransfer;
accountCollInBankB.update({"name": "Bob"},{"$set": {"balance": newBobBalancel}});
var findBobBalance = accountCollInBankB.find({"name": "Bob"}).next().balance;

session.commitTransaction();

accountCollInBankA.find(); // Alice holds $500 in bankA
accountCollInBankB.find(); // Bob holds $1500 in bankB

// *** Transfer $500 from Alice to Bob inside a transaction: Failure Scenario***

// Setup bank account for Alice and Bob. Each have $1000 in their account
var collectionName = "account";
var amountToTransfer = 500;

var session = db.getMongo().startSession({causalConsistency: false});
var accountCollInBankA = session.getDatabase("bankA")[collectionName];
var accountCollInBankB = session.getDatabase("bankB")[collectionName];

accountCollInBankA.drop();
accountCollInBankB.drop();

accountCollInBankA.insert({name: "Alice", balance: 1000});
accountCollInBankB.insert({name: "Bob", balance: 1000});
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session.startTransaction();

// deduct $500 from Alice's account

var aliceBalance = accountCollInBankA.find({"name": "Alice"}).next().balance;

var newAliceBalance = aliceBalance - amountToTransfer;
accountCollInBankA.update({"name": "Alice"},{"$set": {"balance": newAliceBalancel}});
var findAliceBalance = accountCollInBankA.find({"name": "Alice"}).next().balance;

// add $500 to Bob's account

var bobBalance = accountCollInBankB.find({"name": "Bob"}).next().balance;

var newBobBalance = bobBalance + amountToTransfer;
accountCollInBankB.update({"name": "Bob"}, {"$set": {"balance": newBobBalancel}});
var findBobBalance = accountCollInBankB.find({"name": "Bob"}).next().balance;

session.abortTransaction();

accountCollInBankA.find(); // Alice holds $1000 in bankA
accountCollInBankB.find(); // Bob holds $100@ in bankB

B8 API FVEE55 API R4l
B API X AT T 4.2 XL EREIFEF,

Javascript

T RIEERIMES Javascript £ Amazon DocumentDB %55 AP,

// *** Transfer $500 from Alice to Bob inside a transaction: Success ***
// Setup bank account for Alice and Bob. Each have $1000 in their account
var databaseName = "bank";

var collectionName = "account";

var amountToTransfer = 500;

var session = db.getMongo().startSession({causalConsistency: false});
var bankDB = session.getDatabase(databaseName);

var accountColl = bankDB[collectionName];

accountColl.drop();

accountColl.insert({name: "Alice", balance: 1000});
accountColl.insert({name: "Bob", balance: 1000});

session.startTransaction();
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// deduct $500 from Alice's account

var aliceBalance = accountColl.find({"name": "Alice"}).next().balance;
assert(aliceBalance >= amountToTransfer);

var newAliceBalance = aliceBalance - amountToTransfer;
accountColl.update({"name": "Alice"},{"$set": {"balance": newAliceBalancel});
var findAliceBalance = accountColl.find({"name": "Alice"}).next().balance;
assert.eq(newAliceBalance, findAliceBalance);

// add $500 to Bob's account

var bobBalance = accountColl.find({"name": "Bob"}).next().balance;

var newBobBalance = bobBalance + amountToTransfer;
accountColl.update({"name": "Bob"}, {"$set": {"balance": newBobBalancel}});
var findBobBalance = accountColl.find({"name": "Bob"}).next().balance;
assert.eq(newBobBalance, findBobBalance);

session.commitTransaction();

accountColl.find();

Node.js

AR RIBERIN{AIEL S Node.js £/ Amazon DocumentDB £ API,

// Node.js callback API:

const bankDB = await mongoclient.db("bank");
var accountColl = await bankDB.createCollection("account");
var amountToTransfer = 500;

const session = mongoclient.startSession({causalConsistency: false});
await accountColl.drop();

await accountColl.insertOne({name: "Alice", balance: 1000}, { session });
await accountColl.insertOne({name: "Bob", balance: 1000}, { session });

const transactionOptions = {
readConcern: { level: 'snapshot' 1},
writeConcern: { w: 'majority' }

%

// deduct $500 from Alice's account
var aliceBalance = await accountColl.findOne({name: "Alice"}, {session});
assert(aliceBalance.balance >= amountToTransfer);
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var newAliceBalance = aliceBalance - amountToTransfer;
session.startTransaction(transactionOptions);

await accountColl.updateOne({name: "Alice"}, {$set: {balance: newAliceBalancel}},
{session });

await session.commitTransaction();

aliceBalance = await accountColl.findOne({name: "Alice"}, {session});

assert(newAliceBalance == aliceBalance.balance);

// add $500 to Bob's account

var bobBalance = await accountColl.findOne({name: "Bob"}, {session});

var newBobBalance = bobBalance.balance + amountToTransfer;
session.startTransaction(transactionOptions);

await accountColl.updateOne({name: "Bob"}, {$set: {balance: newBobBalancel}},
{session });

await session.commitTransaction();

bobBalance = await accountColl.findOne({name: "Bob"}, {session});

assert(newBobBalance == bobBalance.balance);

C#

AT REE R I{A AL S C# A Amazon DocumentDB E%5 API,

// C# Callback API

var dbName = "bank";
var collName = "account";
var amountToTransfer = 500;

using (var session = client.StartSession(new ClientSessionOptions{CausalConsistency
= false}))
{

var bankDB = client.GetDatabase(dbName);

var accountColl = bankDB.GetCollection<BsonDocument>(collName);

bankDB.DropCollection(collName);

accountColl.InsertOne(session, new BsonDocument { {"name", "Alice"}, {"balance",
1000 } });

accountColl.InsertOne(session, new BsonDocument { {"name", "Bob"}, {"balance",
1000 } });

// start transaction

var transactionOptions = new TransactionOptions(
readConcern: ReadConcern.Snapshot,
writeConcern: WriteConcern.WMajority);

var result = session.WithTransaction(
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(sess, cancellationtoken) =>
{
// deduct $500 from Alice's account
var aliceBalance = accountColl.Find(sess,
Builders<BsonDocument>.Filter.Eq("name",
"Alice")).FirstOrDefault().GetValue("balance");
Debug.Assert(aliceBalance >= amountToTransfer);
var newAliceBalance = aliceBalance.AsInt32 - amountToTransfer;

accountColl.UpdateOne(sess, Builders<BsonDocument>.Filter.Eq("name",

"Alice"),

Builders<BsonDocument>.Update.Set("balance",

newAliceBalance));
aliceBalance = accountColl.Find(sess,
Builders<BsonDocument>.Filter.Eq("name",
"Alice")).FirstOrDefault().GetValue("balance");
Debug.Assert(aliceBalance == newAliceBalance);

// add $500 from Bob's account

var bobBalance = accountColl.Find(sess,
Builders<BsonDocument>.Filter.Eq("name",
"Bob")).FirstOrDefault().GetValue("balance");

var newBobBalance = bobBalance.AsInt32 + amountToTransfer;

accountColl.UpdateOne(sess, Builders<BsonDocument>.Filter.Eq("name",

IIBObII ) ,

Builders<BsonDocument>.Update.Set("balance",

newBobBalance));
bobBalance = accountColl.Find(sess,
Builders<BsonDocument>.Filter.Eq("name",
"Bob")).FirstOrDefault().GetValue("balance");
Debug.Assert(bobBalance == newBobBalance);

return "Transaction committed";
}, transactionOptions);
// check values outside of transaction

var aliceNewBalance = accountColl.Find(Builders<BsonDocument>.Filter.Eq("name",

"Alice")).FirstOrDefault().GetValue("balance");

var bobNewBalance = accountColl.Find(Builders<BsonDocument>.Filter.Eq("name",

"Bob")).FirstOrDefault().GetValue("balance");
Debug.Assert(aliceNewBalance == 500);
Debug.Assert(bobNewBalance == 1500);
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Ruby

TR RIBERMAES Ruby £/ Amazon DocumentDB %55 AP,

// Ruby Callback API

dbName = "bank"
collName = "account"
amountToTransfer = 500

session = client.start_session(:causal_consistency=> false)
bankDB = Mongo::Database.new(client, dbName)

accountColl = bankDB[collName]

accountColl.drop()

accountColl.insert_one({"name"=>"Alice", "balance"=>1000})
accountColl.insert_one({"name"=>"Bob", "balance"=>1000})

# start transaction

session.with_transaction(read_concern: {level: :snapshot}, write_concern:

{w: :majority}) do

# deduct $500 from Alice's account

aliceBalance = accountColl.find({"name"=>"Alice"}, :session=>
session).first['balance']

assert aliceBalance >= amountToTransfer

newAliceBalance = aliceBalance - amountToTransfer

accountColl.update_one({"name"=>"Alice"}, { "$set" =>
{"balance"=>newAliceBalance} }, :session=> session)

aliceBalance = accountColl.find({"name"=>>"Alice"}, :session=>
session).first['balance']

assert_equal(newAliceBalance, aliceBalance)

# add $500 from Bob's account

bobBalance = accountColl.find({"name"=>"Bob"}, :session=>
session).first['balance']

newBobBalance = bobBalance + amountToTransfer

accountColl.update_one({"name"=>"Bob"}, { "$set" =>
{"balance"=>newBobBalance} }, :session=> session)

bobBalance = accountColl.find({"name"=>"Bob"}, :session=>
session).first['balance']

assert_equal(newBobBalance, bobBalance)

end

# check results outside of transaction
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aliceBalance = accountColl.find({"name"=>"Alice"}).first['balance']
bobBalance = accountColl.find({"name"=>"Bob"}).first['balance']
assert_equal(aliceBalance, 500)

assert_equal(bobBalance, 1500)

session.end_session

Go

LT RIEEERINAE S Go 8 Amazon DocumentDB B API,

// Go - Callback API

type Account struct {
Name string
Balance int

ctx := context.TODO()

dbName := "bank"
collName := "account"
amountToTransfer := 500

session, err := client.StartSession(options.Session().SetCausalConsistency(false))
assert.NilError(t, err)
defer session.EndSession(ctx)

bankDB := client.Database(dbName)
accountColl := bankDB.Collection(collName)
accountColl.Drop(ctx)

_, err = accountColl.InsertOne(ctx, bson.M{"name" : "Alice", "balance":1000})
_, err = accountColl.InsertOne(ctx, bson.M{"name" : "Bob", "balance":1000})
transactionOptions := options.Transaction().SetReadConcern(readconcern.Snapshot()).

SetWriteConcern(writeconcern.New(writeconcern.WMajority()))
_, err = session.WithTransaction(ctx, func(sessionCtx mongo.SessionContext)
(interface{}, error) {
var result Account
// deduct $500 from Alice's account

err = accountColl.FindOne(sessionCtx, bson.M{"name": "Alice"}).Decode(&result)
aliceBalance := result.Balance
newAliceBalance := aliceBalance - amountToTransfer
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_, err = accountColl.UpdateOne(sessionCtx, bson.M{"name": "Alice"},
bson.M{"$set": bson.M{"balance": newAliceBalancel}})
err = accountColl.FindOne(sessionCtx, bson.M{"name": "Alice"}).Decode(&result)

aliceBalance = result.Balance
assert.Equal(t, aliceBalance, newAliceBalance)

// add $500 to Bob's account

err = accountColl.FindOne(sessionCtx, bson.M{"name": "Bob"}).Decode(&result)

bobBalance := result.Balance

newBobBalance := bobBalance + amountToTransfer

_, err = accountColl.UpdateOne(sessionCtx, bson.M{"name": "Bob"}, bson.M{"$set":
bson.M{"balance": newBobBalance}})

err = accountColl.FindOne(sessionCtx, bson.M{"name": "Bob"}).Decode(&result)

bobBalance = result.Balance
assert.Equal(t, bobBalance, newBobBalance)

if err !'= nil {
return nil, err
}
return "transaction committed", err
}, transactionOptions)

// check results outside of transaction
var result Account

err = accountColl.FindOne(ctx, bson.M{"name": "Alice"}).Decode(&result)
aliceNewBalance := result.Balance

err = accountColl.FindOne(ctx, bson.M{"name": "Bob"}).Decode(&result)
bobNewBalance := result.Balance

assert.Equal(t, aliceNewBalance, 500)
assert.Equal(t, bobNewBalance, 1500)

Java

LT REEERIN{AE S Java 8 Amazon DocumentDB E5 AP,

// Java (sync) - Callback API

MongoDatabase bankDB = mongoClient.getDatabase("bank");
MongoCollection accountColl = bankDB.getCollection("account");
accountColl.drop();

int amountToTransfer = 500;

// add sample data
accountColl.insertOne(new Document("name", "Alice").append("balance", 1000));
accountColl.insertOne(new Document('"name", "Bob").append("balance", 1000));
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TransactionOptions txnOptions = TransactionOptions.buildex()
.readConcern(ReadConcern.SNAPSHOT)
.writeConcern(WriteConcern.MAJORITY)

.build();

ClientSessionOptions sessionOptions =
ClientSessionOptions.builder().causallyConsistent(false).build();

try ( ClientSession clientSession

= mongoClient.startSession(sessionOptions) ) {

clientSession.withTransaction(new TransactionBody<Void>() {

@Override
public Void execute() {

// deduct $500 from Alice's account
List<Document> documentList = new ArraylList<>();
accountColl.find(clientSession, new Document("name",

"Alice")).into(documentList);

int aliceBalance = (int) documentList.get(@).get("balance");

int newAliceBalance =

accountColl.updateOne

aliceBalance - amountToTransfer;

(clientSession, new Document('"name", "Alice"), new

Document("$set", new Document("balance", newAliceBalance)));

// check Alice's new balance
documentlList = new ArraylList<>();
accountColl.find(clientSession, new Document("name",

"Alice")).into(documentList);
int updatedBalance =

(int) documentlList.get(@).get("balance");

Assert.assertEquals(updatedBalance, newAliceBalance);

// add $500 to Bob's

account

documentList = new ArraylList<>();
accountColl.find(clientSession, new Document('"name",

"Bob")).into(documentList);
int bobBalance = (int

) documentList.get(@).get("balance");

int newBobBalance = bobBalance + amountToTransfer;

accountColl.updateOne(clientSession, new Document('"name", "Bob"), new
Document("$set", new Document("balance", newBobBalance)));

// check Bob's new balance
documentList = new ArraylList<>();
accountColl.find(clientSession, new Document('"name",

"Bob")).into(documentList);

updatedBalance = (int) documentList.get(Q).get("balance");
Assert.assertEquals(updatedBalance, newBobBalance);
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return null;

}
}, txnOptions);

LT REE R I{ABL S C 8 Amazon DocumentDB 55 AP,

// Sample Code for C with Callback

#include <bson.h>

#include <mongoc.h>
#include <stdio.h>
#include <string.h>
#include <assert.h>

typedef struct {
int64_t balance;
bson_t *account;
bson_t *opts;
mongoc_collection_t *collection;
} ctx_t;

bool callback_session (mongoc_client_session_t *session, void *ctx, bson_t **reply,
bson_error_t *error)
{
bool r = true;
ctx_t *data = (ctx_t *) ctx;
bson_t local_reply;
bson_t *selector = data->account;
bson_t *update = BCON_NEW ("$set", "{", "balance", BCON_INT64 (data->balance),
"3

mongoc_collection_update_one (data->collection, selector, update, data->opts,
&local_reply, error);

*reply = bson_copy (&local_reply);
bson_destroy (&local_reply);
bson_destroy (update);

return r;
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void test_callback_money_transfer(mongoc_client_t* client, mongoc_collection_t*
collection, int amount_to_transfer){

bson_t reply;

bool r = true;
const bson_t *doc;
bson_iter_t iter;
ctx_t alice_ctx;
ctx_t bob_ctx;
bson_error_t error;

// find query
bson_t *alice_query = bson_new ();
BSON_APPEND_UTF8(alice_query, "name", "Alice");

bson_t *bob_query = bson_new ();
BSON_APPEND_UTF8(bob_query, "name", "Bob");

// create session

// set causal consistency to false

mongoc_session_opt_t *session_opts = mongoc_session_opts_new ();

mongoc_session_opts_set_causal_consistency (session_opts, false);

// start the session

mongoc_client_session_t *client_session = mongoc_client_start_session (client,
session_opts, &error);

// add session to options
bson_t *opts = bson_new();
mongoc_client_session_append (client_session, opts, &error);

// deduct 500 from Alice

// find account balance of Alice

mongoc_cursor_t *cursor = mongoc_collection_find_with_opts (collection,
alice_query, NULL, NULL);

mongoc_cursor_next (cursor, &doc);

bson_iter_init (&iter, doc);

bson_iter_find (&iter, "balance");

int64_t alice_balance = (bson_iter_value (&iter))->value.v_int64;

assert(alice_balance >= amount_to_transfer);

int64_t new_alice_balance = alice_balance - amount_to_transfer;

// set variables which will be used by callback function
alice_ctx.collection = collection;
alice_ctx.opts = opts;
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alice_ctx.balance = new_alice_balance;
alice_ctx.account = alice_query;

// callback

r = mongoc_client_session_with_transaction (client_session, &callback_session,
NULL, &alice_ctx, &reply, &error);

assert(r);

// find account balance of Alice after transaction

cursor = mongoc_collection_find_with_opts (collection, alice_query, NULL, NULL);
mongoc_cursor_next (cursor, &doc);

bson_iter_init (&iter, doc);

bson_iter_find (&iter, "balance");

alice_balance = (bson_iter_value (&iter))->value.v_int64;

assert(alice_balance == new_alice_balance);

assert(alice_balance == 500);

// add 500 to bob's balance
// find account balance of Bob
cursor = mongoc_collection_find_with_opts (collection, bob_query, NULL, NULL);
mongoc_cursor_next (cursor, &doc);
bson_iter_init (&iter, doc);
bson_iter_find (&iter, "balance");
int64_t bob_balance = (bson_iter_value (&iter))->value.v_int64;
int64_t new_bob_balance = bob_balance + amount_to_transfer;

bob_ctx.collection = collection;
bob_ctx.opts = opts;
bob_ctx.balance = new_bob_balance;
bob_ctx.account = bob_query;

// set read & write concern

mongoc_read_concern_t *read_concern = mongoc_read_concern_new ();
mongoc_write_concern_t *write_concern = mongoc_write_concern_new ();
mongoc_transaction_opt_t *txn_opts = mongoc_transaction_opts_new ();

mongoc_write_concern_set_w(write_concern, MONGOC_WRITE_CONCERN_W_MAJORITY);
mongoc_read_concern_set_level(read_concern, MONGOC_READ_CONCERN_LEVEL_SNAPSHOT);
mongoc_transaction_opts_set_write_concern (txn_opts, write_concern);
mongoc_transaction_opts_set_read_concern (txn_opts, read_concern);

// callback
r = mongoc_client_session_with_transaction (client_session, &callback_session,
txn_opts, &bob_ctx, &reply, &error);
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assert(r);

// find account balance of Bob after transaction

int

cursor = mongoc_collection_find_with_opts (collection, bob_query, NULL, NULL);
mongoc_cursor_next (cursor, &doc);

bson_iter_init (&iter, doc);

bson_iter_find (&iter, "balance");

bob_balance = (bson_iter_value (&iter))->value.v_int64;

assert(bob_balance == new_bob_balance);

assert(bob_balance == 1500);

// cleanup

bson_destroy(alice_query);
bson_destroy(bob_query);
mongoc_client_session_destroy(client_session);
bson_destroy(opts);
mongoc_transaction_opts_destroy(txn_opts);
mongoc_read_concern_destroy(read_concezrn);
mongoc_write_concern_destroy(write_concern);
mongoc_cursor_destroy(cursor);
bson_destroy(doc);

main(int argc, char* argv[]) {

mongoc_init ();

mongoc_client_t* client = mongoc_client_new (<connection uri>);
bson_error_t error;

// connect to bank db

mongoc_database_t *database = mongoc_client_get_database (client, "bank");

// access account collection

mongoc_collection_t* collection = mongoc_client_get_collection(client, "bank",

"account");

// set amount to transfer

int64_t amount_to_transfer = 500;

// delete the collection if already existing
mongoc_collection_drop(collection, &error);

// open Alice account

bson_t *alice_account = bson_new ();
BSON_APPEND_UTF8(alice_account, "name", "Alice");
BSON_APPEND_INT64(alice_account, "balance", 1000);

// open Bob account
bson_t *bob_account = bson_new ();
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BSON_APPEND_UTF8(bob_account, '"name", "Bob");
BSON_APPEND_INT64(bob_account, "balance", 1000);

bool r = true;

r = mongoc_collection_insert_one(collection, alice_account, NULL, NULL, &error);
if (!'r) {printf("Error encountered:%s", error.message);}

r = mongoc_collection_insert_one(collection, bob_account, NULL, NULL, &error);
if (!'r) {printf("Error encountered:%s", error.message);}

test_callback_money_transfer(client, collection, amount_to_transfer);

Python

AR REBE R IN{AEL S Python £ A Amazon DocumentDB £55 API,

// Sample Python code with callback api
import pymongo

def callback(session, balance, query):
collection.update_one(query, {'$set': {"balance": balance}}, session=session)

client = pymongo.MongoClient(<connection uri>)
rc_snapshot = pymongo.read_concern.ReadConcern('snapshot')
wc_majority = pymongo.write_concern.WriteConcern('majority"')

# To start, drop and create an account collection and insert balances for both Alice
and Bob

collection = client.get_database("bank").get_collection("account")

collection.drop()

collection.insert_one({"_id": 1, "name": "Alice", "balance": 1000})

collection.insert_one({"_id": 2, "name": "Bob", "balance": 1000})

amount_to_transfer = 500

# deduct 500 from Alice's account

alice_balance = collection.find_one({"name": "Alice"}).get("balance")
assert alice_balance >= amount_to_transfer

new_alice_balance = alice_balance - amount_to_transfer

with client.start_session({'causalConsistency':False}) as session:
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session.with_transaction(lambda s: callback(s, new_alice_balance, {"name":
"Alice"}), read_concern=rc_snapshot, write_concern=wc_majority)

updated_alice_balance = collection.find_one({"name": "Alice"}).get("balance")
assert updated_alice_balance == new_alice_balance

# add 500 to Bob's account

bob_balance = collection.find_one({"name": "Bob"}).get("balance")
assert bob_balance >= amount_to_transfer

new_bob_balance = bob_balance + amount_to_transfer

with client.start_session({'causalConsistency':False}) as session:
session.with_transaction(lambda s: callback(s, new_bob_balance, {"name":
"Bob"}), read_concern=rc_snapshot, write_concern=wc_majority)

updated_bob_balance = collection.find_one({"name": "Bob"}).get("balance")
assert updated_bob_balance == new_bob_balance

&0 APl KY5E55 APl RO
Javascript
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// *** Transfer $500 from Alice to Bob inside a transaction: Success ***
// Setup bank account for Alice and Bob. Each have $1000 in their account
var databaseName = "bank";

var collectionName = "account";

var amountToTransfer = 500;

var session = db.getMongo().startSession({causalConsistency: false});
var bankDB = session.getDatabase(databaseName);

var accountColl = bankDB[collectionName];

accountColl.drop();

accountColl.insert({name: "Alice", balance: 1000});
accountColl.insert({name: "Bob", balance: 1000});

session.startTransaction();

// deduct $500 from Alice's account
var aliceBalance = accountColl.find({"name": "Alice"}).next().balance;
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assert(aliceBalance >= amountToTransfer);

var newAliceBalance = aliceBalance - amountToTransfer;
accountColl.update({"name": "Alice"}, {"$set": {"balance": newAliceBalancel}});
var findAliceBalance = accountColl.find({"name": "Alice"}).next().balance;
assert.eq(newAliceBalance, findAliceBalance);

// add $500 to Bob's account

var bobBalance = accountColl.find({"name": "Bob"}).next().balance;

var newBobBalance = bobBalance + amountToTransfer;
accountColl.update({"name": "Bob"}, {"$set": {"balance": newBobBalancel}});
var findBobBalance = accountColl.find({"name": "Bob"}).next().balance;
assert.eq(newBobBalance, findBobBalance);

session.commitTransaction();

accountColl.find();

C#

LT RIEEERIN{AR S C# £ 8 Amazon DocumentDB £ API,

// C# Core API

public void TransferMoneyWithRetry(IMongoCollection<bSondocument> accountColl,
IClientSessionHandle session)

{

var amountToTransfer = 500;

// start transaction
var transactionOptions = new TransactionOptions(
readConcern: ReadConcern.Snapshot,
writeConcern: WriteConcern.WMajority);
session.StartTransaction(transactionOptions);
try
{
// deduct $500 from Alice's account
var aliceBalance = accountColl.Find(session,
Builders<bSondocument>.Filter.Eq("name",
"Alice")).FirstOrDefault().GetValue("balance");
Debug.Assert(aliceBalance >= amountToTransfer);
var newAliceBalance = aliceBalance.AsInt32 - amountToTransfer;
accountColl.UpdateOne(session, Builders<bSondocument>.Filter.Eq('"name",
"Alice"),
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Builders<bSondocument>.Update.Set("balance",

newAliceBalance));
aliceBalance = accountColl.Find(session,
Builders<bSondocument>.Filter.Eq("name",
"Alice")).FirstOrDefault().GetValue("balance");
Debug.Assert(aliceBalance == newAliceBalance);

// add $500 from Bob's account

var bobBalance = accountColl.Find(session,
Builders<bSondocument>.Filter.Eq("name",
"Bob")).FirstOrDefault().GetValue("balance");

var newBobBalance = bobBalance.AsInt32 + amountToTransfer;

accountColl.UpdateOne(session, Builders<bSondocument>.Filter.Eq('"name",

"Bob"),
Builders<bSondocument>.Update.Set("balance",
newBobBalance));
bobBalance = accountColl.Find(session,
Builders<bSondocument>.Filter.Eq("name",
"Bob")).FirstOrDefault().GetValue("balance");
Debug.Assert(bobBalance == newBobBalance);

}

catch (Exception e)

{
session.AbortTransaction();
throw;

session.CommitTransaction();

}
public void DoTransactionWithRetry(MongoClient client)
{
var dbName = "bank";
var collName = "account";
using (var session = client.StartSession(new
ClientSessionOptions{CausalConsistency = false}))
{
try
{
var bankDB = client.GetDatabase(dbName);
var accountColl = bankDB.GetCollection<bSondocument>(collName);
bankDB.DropCollection(collName);
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accountColl.InsertOne(session, new BsonDocument { {"name", "Alice"},

{"balance", 1000 } 1});
accountColl.InsertOne(session, new BsonDocument { {"name", "Bob"},

{"balance", 1000 } 1});

while(true) {

try
{
TransferMoneyWithRetry(accountColl, session);
break;
}
catch (MongoException e)
{
if(e.HasErrorLabel("TransientTransactionError"))
{
continue;
}
else
{
throw;
}
}

// check values outside of transaction

var aliceNewBalance =
accountColl.Find(Builders<bSondocument>.Filter.Eq("name",
"Alice")).FirstOrDefault().GetValue("balance");

var bobNewBalance =
accountColl.Find(Builders<bSondocument>.Filter.Eq("name",
"Bob")).FirstOrDefault().GetValue("balance");

Debug.Assert(aliceNewBalance == 500);
Debug.Assert(bobNewBalance == 1500);
}
catch (Exception e)
{
Console.WriteLine("Error running transaction: " + e.Message);
}
}
}
Ruby

LR REBBERIMAE S Ruby 58 Amazon DocumentDB E55 AP,
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# Ruby Core API

def transfer_money_w_retry(session, accountColl)
amountToTransfer = 500

session.start_transaction(read_concern: {level: :snapshot}, write_concern:
{w: :majority})

# deduct $500 from Alice's account

aliceBalance = accountColl.find({"name"=>"Alice"}, :session=>
session).first['balance']

assert aliceBalance >= amountToTransfer

newAliceBalance = aliceBalance - amountToTransfer

accountColl.update_one({"name"=>"Alice"}, { "$set" =>
{"balance"=>newAliceBalance} }, :session=> session)

aliceBalance = accountColl.find({"name"=>"Alice"}, :session=>
session).first['balance']

assert_equal(newAliceBalance, aliceBalance)

# add $500 to Bob's account

bobBalance = accountColl.find({"name"=>"Bob"}, :session=>
session).first['balance']

newBobBalance = bobBalance + amountToTransfer

accountColl.update_one({"name"=>"Bob"}, { "$set" =>
{"balance"=>newBobBalance} }, :session=> session)

bobBalance = accountColl.find({"name"=>"Bob"}, :session=>
session).first['balance']

assert_equal(newBobBalance, bobBalance)

session.commit_transaction
end

def do_txn_w_retry(client)
dbName = "bank"
collName = "account"

session = client.start_session(:causal_consistency=> false)
bankDB = Mongo::Database.new(client, dbName)

accountColl = bankDB[collName]

accountColl.drop()

accountColl.insert_one({"name"=>"Alice", "balance"=>1000})
accountColl.insert_one({"name"=>"Bob", "balance"=>1000})
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begin
transferMoneyWithRetry(session, accountColl)
puts "transaction committed"
rescue Mongo::Error => e
if e.label?('TransientTransactionError')
retry
else
puts "transaction failed"
raise
end
end

# check results outside of transaction

aliceBalance = accountColl.find({"name"=>"Alice"}).first['balance']
bobBalance = accountColl.find({"name"=>"Bob"}).first['balance']
assert_equal(aliceBalance, 500)

assert_equal(bobBalance, 1500)

end

Go

LT RIEEERIAE S Go 8 Amazon DocumentDB B API,

// Go - Core API

type Account struct {
Name string
Balance int

func transferMoneyWithRetry(sessionContext mongo.SessionContext, accountColl
*mongo.Collection, t *testing.T) error {
amountToTransfer := 500

transactionOptions :=
options.Transaction().SetReadConcern(readconcern.Snapshot()).

SetWriteConcern(writeconcern.New(writeconcern.WMajority()))

if err := sessionContext.StartTransaction(transactionOptions); err != nil {
panic(err)

var result Account
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// deduct $500 from Alice's account

err := accountColl.FindOne(sessionContext, bson.M{"name":
"Alice"}).Decode(&result)

aliceBalance := result.Balance

newAliceBalance := aliceBalance - amountToTransfer

_, err = accountColl.UpdateOne(sessionContext, bson.M{"name": "Alice"},
bson.M{"$set": bson.M{"balance": newAliceBalancel}})

if err != nil {

sessionContext.AbortTransaction(sessionContext)

}

err = accountColl.FindOne(sessionContext, bson.M{"name":
"Alice"}).Decode(&result)

aliceBalance = result.Balance

assert.Equal(t, aliceBalance, newAliceBalance)

// add $500 to Bob's account

err = accountColl.FindOne(sessionContext, bson.M{"name": "Bob"}).Decode(&result)

bobBalance := result.Balance

newBobBalance := bobBalance + amountToTransfer

_, err = accountColl.UpdateOne(sessionContext, bson.M{"name": "Bob"},
bson.M{"$set": bson.M{"balance": newBobBalancel}})

if err != nil {

sessionContext.AbortTransaction(sessionContext)

}

err = accountColl.FindOne(sessionContext, bson.M{"name": "Bob"}).Decode(&result)

bobBalance = result.Balance

assert.Equal(t, bobBalance, newBobBalance)

err = sessionContext.CommitTransaction(sessionContext)
return err

func doTransactionWithRetry(t *testing.T) {
ctx := context.TODO()

dbName := "bank"

collName := "account"

bankDB := client.Database(dbName)
accountColl := bankDB.Collection(collName)

client.UseSessionWithOptions(ctx, options.Session().SetCausalConsistency(false),
func(sessionContext mongo.SessionContext) error {
accountColl.Drop(ctx)
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accountColl.InsertOne(sessionContext, bson.M{"name" : "Alice",
"balance":10003})
accountColl.InsertOne(sessionContext, bson.M{"name" : "Bob",
"balance":10003})
for {
err := transferMoneyWithRetry(sessionContext, accountColl,
if err == nil {

println("transaction committed")
return nil

}
if mongoErr := err.(mongo.CommandError);
mongoErr.HasErrorLabel("TransientTransactionError") {
continue
}

println("transaction failed")
return err

1)

// check results outside of transaction

var result Account

accountColl.FindOne(ctx, bson.M{"name": "Alice"}).Decode(&result)
aliceBalance := result.Balance

assert.Equal(t, aliceBalance, 500)

accountColl.FindOne(ctx, bson.M{"name": "Bob"}).Decode(&result)
bobBalance := result.Balance

assert.Equal(t, bobBalance, 1500)

Java

LT REERINAE S Java 8 Amazon DocumentDB B API,

// Java (sync) - Core API

public void transferMoneyWithRetry() {
// connect to server
MongoClientURI mongoURI new MongoClientURI(uri);
MongoClient mongoClient = new MongoClient(mongoURI);

MongoDatabase bankDB = mongoClient.getDatabase("bank");
MongoCollection accountColl = bankDB.getCollection("account");
accountColl.drop();

t)
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// insert some sample data

accountColl.insertOne(new Document("name", "Alice").append("balance", 1000));

accountColl.insertOne(new Document('"name", "Bob").append("balance", 1000));

while (true) {
try {
doTransferMoneyWithRetry(accountColl, mongoClient);
break;
} catch (MongoException e) {

if (e.hasErrorLabel(MongoException.TRANSIENT_TRANSACTION_ERROR_LABEL)) {

continue;
} else {
throw e;

public void doTransferMoneyWithRetry(MongoCollection accountColl, MongoClient

mongoClient) {
int amountToTransfer = 500;

TransactionOptions txnOptions = TransactionOptions.builder()
.readConcern(ReadConcern.SNAPSHOT)
.writeConcern(WriteConcern.MAJORITY)

.build();
ClientSessionOptions sessionOptions =
ClientSessionOptions.builder().causallyConsistent(false).build();

try ( ClientSession clientSession = mongoClient.startSession(sessionOptions) ) {

clientSession.startTransaction(txnOptions);

// deduct $500 from Alice's account

List<Document> documentList = new ArraylList<>();

accountColl.find(clientSession, new Document("name",
"Alice")).into(documentList);

int aliceBalance = (int) documentList.get(Q).get("balance");

Assert.assertTrue(aliceBalance >= amountToTransfer);

int newAliceBalance = aliceBalance - amountToTransfer;

accountColl.updateOne(clientSession, new Document('"name", "Alice"),
Document("$set", new Document("balance", newAliceBalance)));

// check Alice's new balance
documentlList = new ArraylList<>();

new
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accountColl.find(clientSession, new Document('"name",
"Alice")).into(documentList);

int updatedBalance = (int) documentlList.get(@).get("balance");

Assert.assertEquals(updatedBalance, newAliceBalance);

// add $500 to Bob's account

documentlList = new ArraylList<>();

accountColl.find(clientSession, new Document("name",
"Bob")).into(documentList);

int bobBalance = (int) documentlList.get(@).get("balance");

int newBobBalance = bobBalance + amountToTransfer;

accountColl.updateOne(clientSession, new Document('"name", "Bob"), new
Document("$set", new Document("balance", newBobBalance)));

// check Bob's new balance

documentList = new ArraylList<>();

accountColl.find(clientSession, new Document('"name",
"Bob")).into(documentList);

updatedBalance = (int) documentList.get(Q).get("balance");

Assert.assertEquals(updatedBalance, newBobBalance);

// commit transaction
clientSession.commitTransaction();

}
// Java (async) -- Core API
public void transferMoneyWithRetry() {
// connect to the server
MongoClient mongoClient = MongoClients.create(uri);

MongoDatabase bankDB = mongoClient.getDatabase("bank");

MongoCollection accountColl = bankDB.getCollection("account");
SubscriberLatchWrapper<Void> dropCallback = new SubscriberLatchWrapper<>();
mongoClient.getDatabase("bank").drop().subscribe(dropCallback);
dropCallback.await();

// insert some sample data

SubscriberLatchWrapper<InsertOneResult> insertionCallback = new
SubscriberLatchWrapper<>();

accountColl.insertOne(new Document("name", "Alice").append("balance",
1000)) .subscribe(insertionCallback);

insertionCallback.await();

insertionCallback = new SubscriberLatchWrapper<>();
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accountColl.insertOne(new Document('"name", "Bob").append("balance",
1000) ) .subscribe(insertionCallback);;
insertionCallback.await();

while (true) {
try {
doTransferMoneyWithRetry(accountColl, mongoClient);
break;
} catch (MongoException e) {
if (e.hasErrorLabel(MongoException.TRANSIENT_TRANSACTION_ERROR_LABEL)) {
continue;
} else {
throw e;

public void doTransferMoneyWithRetry(MongoCollection accountColl, MongoClient
mongoClient) {
int amountToTransfer = 500;

// start the transaction
TransactionOptions txnOptions = TransactionOptions.builder()
.readConcern(ReadConcern.SNAPSHOT)
.writeConcern(WriteConcern.MAJORITY)
.build();
ClientSessionOptions sessionOptions =
ClientSessionOptions.builder().causallyConsistent(false).build();

SubscriberlLatchWrapper<ClientSession> sessionCallback = new
SubscriberLatchWrapper<>();
mongoClient.startSession(sessionOptions).subscribe(sessionCallback);
ClientSession session = sessionCallback.get().get(Q);
session.startTransaction(txnOptions);

// deduct $500 from Alice's account

SubscriberLatchWrapper<Document> findCallback = new SubscriberlLatchWrapper<>();

accountColl.find(session, new Document("name",
"Alice")).first().subscribe(findCallback);

Document documentFound = findCallback.get().get(Q);

int aliceBalance = (int) documentFound.get('"balance");

int newAliceBalance = aliceBalance - amountToTransfer;
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SubscriberlLatchWrapper<UpdateResult> updateCallback = new
SubscriberLatchWrapper<>();

accountColl.updateOne(session, new Document('name",
"Alice"), new Document("$set", new Document("balance",
newAliceBalance))).subscribe(updateCallback);

updateCallback.await();

// check Alice's new balance

findCallback = new SubscriberLatchWrapper<>();

accountColl.find(session, new Document("name",
"Alice")).first().subscribe(findCallback);

documentFound = findCallback.get().get(0Q);

int updatedBalance = (int) documentFound.get("balance");

Assert.assertEquals(updatedBalance, newAliceBalance);

// add $500 to Bob's account

findCallback = new SubscriberLatchWrapper<>();

accountColl.find(session, new Document("name",
"Bob")).first().subscribe(findCallback);

documentFound = findCallback.get().get(Q);

int bobBalance = (int) documentFound.get("balance");

int newBobBalance = bobBalance + amountToTransfer;

updateCallback = new SubscriberlLatchWrapper<>();

accountColl.updateOne(session, new Document('"name", "Bob"), new Document("$set",

new Document("balance", newBobBalance))).subscribe(updateCallback);

updateCallback.await();

// check Bob's new balance

findCallback = new SubscriberlLatchWrapper<>();

accountColl.find(session, new Document("name",
"Bob")).first().subscribe(findCallback);

documentFound = findCallback.get().get(Q);

updatedBalance = (int) documentFound.get("balance");

Assert.assertEquals(updatedBalance, newBobBalance);

// commit the transaction
SubscriberLatchWrapper<Void> transactionCallback = new
SubscriberLatchWrapper<>();

session.commitTransaction().subscribe(transactionCallback);

transactionCallback.await();

public class SubscriberLatchWrapper<T> implements Subscriber<T>
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/**

* A Subscriber that stores the publishers results and provides a latch so can

block on completion.

*

* @param <T> The publishers result type

*/
private final List<T> received;
private final List<RuntimeException> errors;
private final CountDownLatch latch;
private volatile Subscription subscription;
private volatile boolean completed;

/**
* Construct an instance
*/
public SubscriberLatchWrapper() {
this.received = new ArraylList<>();
this.errors = new ArraylList<>();
this.latch = new CountDownLatch(1);

@Override

public void onSubscribe(final Subscription s) {
subscription = s;
subscription.request(Integer.MAX_VALUE);

@Override
public void onNext(final T t) {
received.add(t);

@Override
public void onError(final Throwable t) {
if (t instanceof RuntimeException) {
errors.add((RuntimeException) t);
} else {
errors.add(new RuntimeException("Unexpected exception", t));

}
onComplete();
}
@Override
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public void onComplete() {
completed = true;
subscription.cancel();
latch.countDown();

/**
* Get received elements
*
* @return the list of received elements
*/
public List<T> getReceived() {
return received;

/**
* Get received elements.
*
* @return the list of receive elements
*/
public List<T> get() {
return await().getReceived();

/**
* Await completion or error
*
* @return this
*/
public SubscriberlLatchWrapper<T> await() {
subscription.request(Integer.MAX_VALUE);
try {
if (!latch.await(300, TimeUnit.SECONDS)) {
throw new MongoTimeoutException("Publisher onComplete timed out for
300 seconds");
}
} catch (InterruptedException e) {
throw new MongoInterruptedException("Interrupted waiting for
observeration", e);
}
if (lerrors.isEmpty()) {
throw errors.get(0);
}

return this;
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}

public boolean getCompleted() {
return this.completed;

public void close() {
subscription.cancel();
received.clear();

UTRBERINMAE S C {8 Amazon DocumentDB &5 AP,

// Sample C code with core session

bool core_session(mongoc_client_session_t *client_session, mongoc_collection_t*
collection, bson_t *selector, int64_t balance){

bool r = true;

bson_error_t error;

bson_t *opts = bson_new();

bson_t *update = BCON_NEW ("$set", "{", "balance", BCON_INT64 (balance), "1}");

// set read & write concern

mongoc_read_concern_t *read_concern = mongoc_read_concern_new ();
mongoc_write_concern_t *write_concern = mongoc_write_concern_new ();
mongoc_transaction_opt_t *txn_opts = mongoc_transaction_opts_new ();

mongoc_write_concern_set_w(write_concern, MONGOC_WRITE_CONCERN_W_MAJORITY);
mongoc_read_concern_set_level(read_concern, MONGOC_READ_CONCERN_LEVEL_SNAPSHOT);
mongoc_transaction_opts_set_write_concern (txn_opts, write_concern);
mongoc_transaction_opts_set_read_concern (txn_opts, read_concern);

mongoc_client_session_start_transaction (client_session, txn_opts, &error);
mongoc_client_session_append (client_session, opts, &error);

r = mongoc_collection_update_one (collection, selector, update, opts, NULL,
&error);

mongoc_client_session_commit_transaction (client_session, NULL, &error);
bson_destroy (opts);
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mongoc_transaction_opts_destroy(txn_opts);
mongoc_read_concern_destroy(read_concern);
mongoc_write_concern_destroy(write_concern);
bson_destroy (update);

return r;

void test_core_money_transfer(mongoc_client_t* client, mongoc_collection_t*
collection, int amount_to_transfer){

bson_t reply;

bool r = true;
const bson_t *doc;
bson_iter_t iter;
bson_error_t error;

// find query
bson_t *alice_query = bson_new ();
BSON_APPEND_UTF8(alice_query, "name", "Alice");

bson_t *bob_query = bson_new ();
BSON_APPEND_UTF8(bob_query, "name", "Bob");

// create session

// set causal consistency to false

mongoc_session_opt_t *session_opts = mongoc_session_opts_new ();
mongoc_session_opts_set_causal_consistency (session_opts, false);
// start the session

mongoc_client_session_t *client_session = mongoc_client_start_session (client,

session_opts, &error);

// add session to options
bson_t *opts = bson_new();
mongoc_client_session_append (client_session, opts, &error);

// deduct 500 from Alice

// find account balance of Alice

mongoc_cursor_t *cursor = mongoc_collection_find_with_opts (collection,
alice_query, NULL, NULL);

mongoc_cursor_next (cursor, &doc);

bson_iter_init (&iter, doc);

bson_iter_find (&iter, "balance");

int64_t alice_balance = (bson_iter_value (&iter))->value.v_int64;

assert(alice_balance >= amount_to_transfer);
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int64_t new_alice_balance = alice_balance - amount_to_transfer;

// core

r = core_session (client_session, collection, alice_query, new_alice_balance);
assert(r);

// find account balance of Alice after transaction

cursor = mongoc_collection_find_with_opts (collection, alice_query, NULL, NULL);
mongoc_cursor_next (cursor, &doc);

bson_iter_init (&iter, doc);

bson_iter_find (&iter, "balance");

alice_balance = (bson_iter_value (&iter))->value.v_int64;

assert(alice_balance == new_alice_balance);

assert(alice_balance == 500);

// add 500 to Bob's balance

// find account balance of Bob

cursor = mongoc_collection_find_with_opts (collection, bob_query, NULL, NULL);
mongoc_cursor_next (cursor, &doc);

bson_iter_init (&iter, doc);

bson_iter_find (&iter, "balance");

int64_t bob_balance = (bson_iter_value (&iter))->value.v_int64;

int64_t new_bob_balance = bob_balance + amount_to_transfer;

//core

r = core_session (client_session, collection, bob_query, new_bob_balance);
assert(r);

// find account balance of Bob after transaction

cursor = mongoc_collection_find_with_opts (collection, bob_query, NULL, NULL);
mongoc_cursor_next (cursor, &doc);

bson_iter_init (&iter, doc);

bson_iter_find (&iter, "balance");

bob_balance = (bson_iter_value (&iter))->value.v_int64;

assert(bob_balance == new_bob_balance);

assert(bob_balance == 1500);

// cleanup

bson_destroy(alice_query);
bson_destroy(bob_query);
mongoc_client_session_destroy(client_session);
bson_destroy(opts);
mongoc_cursor_destroy(cursor);
bson_destroy(doc);
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}

int main(int argc, char* argv[]) {
mongoc_init ();
mongoc_client_t* client = mongoc_client_new (<connection uri>);
bson_error_t error;

// connect to bank db

mongoc_database_t *database = mongoc_client_get_database (client, "bank");

// access account collection

mongoc_collection_t* collection = mongoc_client_get_collection(client, "bank",
"account");

// set amount to transfer

int64_t amount_to_transfer = 500;

// delete the collection if already existing

mongoc_collection_drop(collection, &error);

// open Alice account

bson_t *alice_account = bson_new ();
BSON_APPEND_UTF8(alice_account, "name", "Alice");
BSON_APPEND_INT64(alice_account, "balance", 1000);

// open Bob account

bson_t *bob_account = bson_new ();

BSON_APPEND_UTF8(bob_account, '"name", "Bob");

BSON_APPEND_INT64(bob_account, "balance", 1000);

bool r = true;

r = mongoc_collection_insert_one(collection, alice_account, NULL, NULL, &error);
if (!'r) {printf("Error encountered:%s", error.message);}

r = mongoc_collection_insert_one(collection, bob_account, NULL, NULL, &error);

if (!'r) {printf("Error encountered:%s", error.message);}

test_core_money_transfer(client, collection, amount_to_transfer);

Scala
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// Scala Core API
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def transferMoneyWithRetry(sessionObservable: SingleObservable[ClientSession] ,
database: MongoDatabase ): Unit = {

val accountColl = database.getCollection("account")

var amountToTransfer = 500

var transactionObservable: Observable[ClientSession] =
sessionObservable.map(clientSession => {
clientSession.startTransaction()

// deduct $500 from Alice's account

var aliceBalance = accountColl.find(clientSession, Document('"name" ->
"Alice")).await().head.getInteger('"balance")

assert(aliceBalance >= amountToTransfer)

var newAliceBalance = aliceBalance - amountToTransfer

accountColl.updateOne(clientSession, Document('"name" -> "Alice"),
Document("$set" -> Document("balance" -> newAliceBalance))).await()

aliceBalance = accountColl.find(clientSession, Document('"name" ->
"Alice")).await().head.getInteger('"balance")

assert(aliceBalance == newAliceBalance)

// add $500 to Bob's account

var bobBalance = accountColl.find(clientSession, Document("name" ->
"Bob")).await().head.getInteger("balance")

var newBobBalance = bobBalance + amountToTransfer

accountColl.updateOne(clientSession, Document("name" -> "Bob"), Document("$set"
-> Document("balance" -> newBobBalance))).await()

bobBalance = accountColl.find(clientSession, Document("name" ->
"Bob")).await().head.getInteger("balance")

assert(bobBalance == newBobBalance)

clientSession

D

transactionObservable.flatMap(clientSession =>
clientSession.commitTransaction()).await()

}

def doTransactionWithRetry(): Unit = {
val client: MongoClient = MongoClientWrapper.getMongoClient()
val database: MongoDatabase = client.getDatabase("bank")
val accountColl = database.getCollection("account")
accountColl.drop().await()
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val sessionOptions =
ClientSessionOptions.builder().causallyConsistent(false).build()

var sessionObservable: SingleObservable[ClientSession] =
client.startSession(sessionOptions)

accountColl.insertOne(Document("name" -> "Alice", "balance" -> 1000)).await()

accountColl.insertOne(Document("name" -> "Bob", "balance" -> 1000)).await()

var retry = true
while (retry) {
try {
transferMoneyWithRetry(sessionObservable, database)
println("transaction committed")
retry = false
}
catch {
case e: MongoException if
e.hasErrorLabel(MongoException.TRANSIENT_TRANSACTION_ERROR_LABEL) => {
println("retrying transaction")
}
case other: Throwable => {
println("transaction failed")
retry = false
throw other

// check results outside of transaction

assert(accountColl.find(Document("name" ->
"Alice")).results().head.getInteger("balance") == 500)

assert(accountColl.find(Document("name" ->
"Bob")).results().head.getInteger("balance") == 1500)

accountColl.drop().await()

Python
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// Sample Python code with Core api

i APl IS API R 104



Amazon DocumentDB FEANGIER

import pymongo

client = pymongo.MongoClient(<connection_string>)
rc_snapshot = pymongo.read_concern.ReadConcern('snapshot')
wc_majority = pymongo.write_concern.WriteConcern('majority"')

# To start, drop and create an account collection and insert balances for both Alice
and Bob

collection = client.get_database("bank").get_collection("account")

collection.drop()

collection.insert_one({"_id": 1, "name": "Alice", "balance": 1000})
collection.insert_one({"_id": 2, "name": "Bob", "balance": 1000})

amount_to_transfer = 500

# deduct 500 from Alice's account

alice_balance = collection.find_one({"name": "Alice"}).get("balance")
assert alice_balance >= amount_to_transfer

new_alice_balance = alice_balance - amount_to_transfer

with client.start_session({'causalConsistency':False}) as session:
session.start_transaction(read_concern=rc_snapshot, write_concern=wc_majority)
collection.update_one({"name": "Alice"}, {'$set': {"balance":
new_alice_balancel}}, session=session)
session.commit_transaction()

updated_alice_balance = collection.find_one({"name": "Alice"}).get("balance")
assert updated_alice_balance == new_alice_balance

# add 500 to Bob's account

bob_balance = collection.find_one({"name": "Bob"}).get("balance")
assert bob_balance >= amount_to_transfer

new_bob_balance = bob_balance + amount_to_transfer

with client.start_session({'causalConsistency':False}) as session:
session.start_transaction(read_concern=rc_snapshot, write_concern=wc_majority)
collection.update_one({"name": "Bob"}, {'$set': {"balance": new_bob_balance}},
session=session)
session.commit_transaction()

updated_bob_balance = collection.find_one({"name": "Bob"}).get("balance")
assert updated_bob_balance == new_bob_balance
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X T

we X ¥

abortTransaction X
commitTransaction =
endSessions =
killSession =
killAllSession =
killAllSessionsByPattern =
refreshSessions =
startSession =

T EFHINEE

FE xR an
db.collection.aggregate() $collStats
$currentOp
$indexStats
$1listSessions
$out
db.collection.count() $where
db.collection.countDocuments() $near

$nearSphere

EEE: )

=ld
£l
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FiE ME S
db.collection.insert() WR insert FHFNMBEERZT, WEFEX
¥, MRXREEUTMEEESNER , NEE
Y
A\

Blﬁ

MongoDB 2ERATXHAEHEA, BR-—HM. ESREEBEHFEFRENER, tIEXERN
BESERRA (Isid) AFEFWRER , HEARSHRAEGTHN , ATREZSERNSNIERE,

Amazon DocumentDB X FEALEBEAES , BEFZXEBRER—FHHTERE A,

£ Amazon DocumentDB AZMEAESFES , ESFFEM session.startTransaction()
API N&ERSES , HE— 1P 2F—RXZXFE—SFFH. @F , FARX
(session.commitTransaction()) Sabort (session.abortTransaction()) APIs kERE

%o
RR—BE

HRE—HHRIE , ERENEFIRSIED , FFRIRNNEE read-after-write— 3% |, B R FiEEVE AN
EEMZERT , XERIFEATEHTIAESRS , M2 EEH, Amazon DocumentDB R
TERAR-FM  UTEINSHER.

var mySession = db.getMongo().startSession();
var mySessionObject = mySession.getDatabase('test').getCollection('account');

mySessionObject.updateOne({"_id": 2}, {"$inc": {"balance": 400}});
//Result:{ "acknowledged" : true, "matchedCount" : 1, "modifiedCount" : 1 }

mySessionObject.find()
//Error: error: {

// "ok" : Q,

// "code" : 303,

// "errmsg" : "Feature not supported: 'causal consistency'",
// "operationTime" : Timestamp(1603461817, 493214)

//}
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mySession.endSession()

B UESERNBERARR -, HIE  XEMEESEBEASEER | BT RERARR
— MR, A Amazon DocumentDB BY , M ESEHI R iEER N B read-after-writefRIE—2 , M
MNEIAZHIRIERPABRRLFRE—H, EF2FAHALEFNEERH,

var mySession = db.getMongo().startSession({causalConsistency: false});
var mySessionObject = mySession.getDatabase('test').getCollection('account');

mySessionObject.updateOne({"_id": 23}, {"$inc": {"balance": 400}});
//Result:{ "acknowledged" : true, "matchedCount" : 1, "modifiedCount" : 1 }

mySessionObject.find()

//7{ "_id" : 1, "name" : "Bob", "balance" : 100 }
//{ "_id" : 2, "name" : "Alice", "balance" : 1700 }
AEREA

AERBEAR—fIRE , YAEMEBEERETLAHELERIEZFN , EripgetEitEAR
¥E—X, Amazon DocumentDB AXFHMMERAAEREA, Bu L AEZEZFTEING T
(retryWrites=false) 2T,

@ Note
R EAE A IHAR mongo Shell ( T3E mongosh ) , FEEEARBEFEFEITE
retryWrites=false . BMIAERT , EATEREA, @& retryWrites=false A
BES BUE BiREG S KM,

E5H1

EAXZEN , BEBRARKTEHER , BEXZFSEEMEERITHRS BT,

X

HRUEEEDHHARZRTERK :

o

- E—oHNESENE.

« KB (RARITHT., FERRESF ) ERE  BIESSHINER , i TREIILMER. EXHER
HiE , BEELTEXSKRITERNESEPULEES CHNER. RTER , EFSTRRSTHE,
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AEBXFMERNRESLZEEESHERREE—HIW , £ $set TRB[MIFR BB RIRIE. ES
FETE :

{ "ok" : 0,

"operationTime" : Timestamp(1603938167, 1),

"code" : 251,

"errmsg" : "Given transaction number 1 does not match any in-progress transactions."
}
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Amazon DocumentDB BY & {ESt ik

T #EE A Amazon DocumentDB ( 5 MongoDB #%& ) WEESSEK, FEEFMNRESERMNEE | T
HRMER.

£

- EXBREES

- EHIKRNFHE

- REHEXRK

o B

o ERERIEE LR B

« TTL Mestid) fr 5 TS

« batchinsert # batchUpdate

EXRERS

LA 2 A Amazon DocumentDB B &4 A ZRHE B EARIREES 55 . Amazon DocumentDB Ak
SERMNERECER/BATIES HH.

« MW Amazon ATAXEBHEMNREZ Amazon DocumentDB =S R ER, NFE~ZIHENR
g, BUWE=SATHARPHES9E=/FH L L Amazon DocumentDB =R £,
s ERENRSEFANEARS. BXEZELR |, H5H Amazon DocumentDB B & 1 PR &l

- BWEEHNATF, CPU, EEMER&ERBER. N THEBERERSEEMTAY |, B CloudWatch
¥ Amazon RENEEARXREZR (RO MBS ERNBEHNE.

- HEIEAERBIE , U@ LT RENKSE, ENAXEXFTNEEZBNITERR (E
RAM, CPU) , BUBETETUN M N RAEFFEREK,

- RELNZOREHUEENMERBHRRE -
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o MXEBHNEBRNARNERE  UTHBENTENEARAME , ZIBZTEZKtE. EXEZEER B
2% Amazon DocumentDB K33,

- FHEHKR (1HSHE Amazon DocumentDB i & ) ABIRERR (1FSM ENEIAREEEE
Amazon DocumentDB ) i#E#£ %] Amazon DocumentDB 8 , LR AR Kk MEB X M ARFH

F

c ER-IMPHEFEWMEHEETRE , UEEFEENARFNER—BMHERVENZEAEERIES
BREY BEE D, secondaryPreferred BRENEEIUY G ABIAIERE , HEREEFILURITEST
B, BREZER , BSH EHEIETUET,

- FEHNARFIRITNEHARNENBEFEE IR ES RENX, EAENEIEFNERTEIRX
SRR RN F AR R, EHNEREREENFHER BN FER. BRENNARFEXKERLZ
HETE B HE — B,

- AFMBEFERRESEERENTMESS HEEMBRETF . MBR Amazon DocumentDB £ 2
B, FHRESALARE, REFEHLBER Amazon CloudFormation , TR ALK LR, BEXES
ER , B & IHE AW RE,

+ B2 Amazon DocumentDB £ &8} , --engine-version— N WESH , RIANRFNEE
SIZIRA, HETWEESIZBRARZ 5.0.00 RAHWEES|ZBRAR , HERIASIZBIRA--engine-
versionEMURMEFMNEESIBRAR, it , W FEFTHERAR , LHI LRI,

B 311t =k Amazon CloudFormation R#RH TEAE , RAMNBWELRABEEMHANEEZRAE, --

engine-version

KA RN EE

1%£3#% Amazon DocumentDB Rl K/ ZKXBLHZ ——EFH RAM £, Amazon DocumentDB
NEERZFRKRET=92—H RAM , XERERE=22=-MN=6l RAM ATRTR7EF. Bt , AT X
# Amazon DocumentDB MIs{EMRE , RFMBUERIEFEB E® RAM HIKHIZEE | IEEEHBH
NFERBNITES (BIBENRS ) ., RIEXPIEEEIRNEBTRICEMEMEE , HAUERARE M
BRAK 1/10 A,

ERELNNARFNIEERTSESNE , BUEBREH P ENMN T AFIRA CloudWatch HY <4l
HBufferCacheHitRatioffEA Amazon H1ER.

#ZBufferCacheHitRatio CloudWatch B2 R XFINEFEEFRUENBENZRSINE S L
(N FEHEE ) . —#%KH , BufferCacheHitRatio WEENZRWAES , BANIEERNTE
BERRBLNFEHESERBEFR. EERARE, RARRIE BufferCacheHitRatio RAEEHEE
iE 100% RHEEN , EURINSREESRRATEANNARFNIHEEXFMEEER, HRIE
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BufferCacheHitRatio RARER , BN EEHTHXLFEER® RAM , UERBENFHRE
eI M THEHES

MRENRSIFTERNTFD , EREER —MRER BufferCacheHitRatio., HEMNAFEFIRE , #F
SENBE PR ETHWN /0 T4 , mMBMsEE. WMREM BufferCacheHitRatio LRETF
M, B EREBENEFIA/D , UHIREHES RAM , IEFITEERERHNEANED, R EFAEHIZE
RNhaGH BufferCacheHitRatio KiERRE , MRPNARFNIEETERNTFHR, EOMLY
B , EZ BufferCacheHitRatio £y BBREFTEAE LA, BXEEXFNEFNEER , HSH
Amazon DocumentDB }§#F%.

BESHIEMSNERESR | SiFT LSRN ARFERERAEANBRAEARS
BufferCacheHitRatio & , AEEHIMIK BufferCacheHitRatio , AN L/ EETHHI
EETHEANES, EHRIK BufferCacheHitRatio RESRAE , AN GEERNETET I HEEK
ENFHEEFESEHTXER , MIUERNERE, RIMNEBWEEAEEERRUMESITEARNTE
FIRERNR G TSRS, LUE T HBIEAISEA BufferCacheHitRatio , AF BN ITEAHREE
BEF=RE,

BufferCacheHitRatio RBETXRAINEN , AE—SKFHEPTRXFITEEE TR
BufferCacheHitRatio & , E4HURFiEE EXRFIMBIAEF AN P EFRN. MRETIER
BLENEBREZTOMERNGEMEXRTEEEEMS BNV EREREMN , NEHFEAITEAERNE
HEFEIMEANEFEFRET. SUEIFREETSAEOESES , FoMEREDRIEDEIAR
%6, SKIMEL M BufferCacheHitRatio FRE. ZEAILUEN N 2 M E M E [ F45E Bl AL 515k 35
NAoREE  BEEMEE—CEILNEAESHONEZEIALZET , FEUERZE G,

BufferCacheHitRatio WEREEYUIRTENERARGMNARFER, LEREKE—INREER

HE&/ME ; AELTUMNRAN RN AR RERE AJLUES BufferCacheHitRatio ERRIEN A
FRo

(]
= RVAALE]

FEHIES A Amazon DocumentDB B | RIFES AKRBEHKBEE G LVNERS|, EALUMER Amazon
DocumentDB % 5| TEMIEEZ1TH MongoDB 3£4I5% mongodump B FIZRENZE S| , R/FHE Amazon
DocumentDB £E A SIZIXERS|, BXIBNESES |, HSRTHEE Amazon DocumentDB,

EARE| T


https://github.com/awslabs/amazon-documentdb-tools
https://github.com/awslabs/amazon-documentdb-tools
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FEliEE M

BNB2UBHRIGERFNEPNESEHREBETESHEEEN 1% WFR, Flm, MREHE
BEE 100,000 N34, MREMEBELI 1000 RREDHFER EAIRRES.

BEEAARER—E (HSEY ) NRSITHRKERFEEREDEXH , NTERSIHHEBB LR
BtERE. SEBREIN—MIFR—IE—R5 , ERIEAFEARZREEN X, BRERRE
BEhRFREVRSIM-—FHRERNRE, ATHRE , BREFENERARILEFTATREFEEHRR
5lo E&Y , REHRRSIHFRSERUEZEN /0 FHIR. FRNLRZEN , MFRE|IEMN T HREEHE
NEEERPE 1% REPHFER.

s, BUREBRE AERERGNFTREGIRRS  AEHERREANRS, BXESER , F5
B3 W T3R5I EAERHIRB AR EANZERE 2,

HEINBIEEAN KT

SRR TUBELBRAFMESHTHNEINXERESENME  EXPRERFANN. X TEEHNE
ANRE|, BXIEA, EMBMBREN , BIEERLINEFESHRFREAESHNESNR. W,
MRENESBANRS , WBEELTNITTREARE , TREEEHNSE K. Hit , 80
— I REIMSEM—DE AR, /0 FHEMSANEF#EERE.

FRAARIZE S RBERRFIN A, UBREMAE TEETNENFF, XHTUBEFENFESE
MFELIW , XEFEMEATEESH /0 FH, BXEZEE , BSH O K NBE,

NTREREMRE  BREFMSESTHRSINE  NANLENRSIKESEHAERN LR, ERT
EREASZNL , BE-IMRENESEN , RENESI N EEN R BERFEINMAN,

RBIERKEYFR 5

BMNEWEEHRARRVRS] , XR2—MBRENBE. BXEAES , BSREITIABIREH R

Bl 2,
RB REANRS

BMNRUEERRINHBBRREANRS] , RR—MREFVME. AXREARER  FSRUADHTES
ERERFH R ARERNZRE 2,
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o A B+
ZERERE

RNTRBBREREER , BH4FFEH Amazon Identity and Access Management (IAM) Tk 7 3R 32 %33 \E
5# DocumentDB API #RERN A EIER , LHR2AIE. SR S DocumentDB #IRHI R,
WERRIIFER, RLANSHA, I, BELTER IAM REBHPTELSEESHERE, 4
MEFMMNERER, A8 AN , BXASKPMERE,

- SERAET A /YT RZ H58 H AT RIERR,

- AENEE Amazon DocumentDB BRI A R 2B NA IAM K, E2Z06H Amazon Web
Services ik R A FKEE Amazon DocumentDB &if. AENA ( BEEEZ ) 2IZ— IAM
A

- BFELIAM AFBTHIRAMENR/DMRE.

- /A IAM EERHEEERATSMNAPHNR, BXIAMNESEE , 528 IAM AFERE. X
IAM EKERNEER , BH5H IAM HEREK,

- EHRHR IAM FIE,

+ ¥ S Amazon ecrets Manager Bt & B3 5## Amazon DocumentDB HI%4H. BXEZER

BZ# S Amazon ecrets Manager AP 385 PR IR IEHY Sec rets Manager 248 MR 55
DocumentDB BJAmazon %4,

« &F S Amazon DocumentDB AFBITHIRFIENR/NRE, EXEZEE , TSR FHAE
F A @K R EI3 T EIEE 1R,
- FRERERS (TLS) W& M P HEER TN Amazon KMS | X ESEHER TR,

RAEAL

AT RIS A # BN S E B R AR E BB KA Amazon DocumentDB B4, BXEMEE ,
BEZ RIS DocumentDB ( ##& MongoDB ) E# AL 5i# Docum en tDB ( &% Mong oDB ) »
FAQs

- EHERNZATHIKER 50% M 75% HOIZKERE, AXCUIRKEARENESER , H5HL
BIKSIRE,

« Amazon DocumentDB MR FFHEEITESE , AHFEREXFIEHLERSHEAL, &8 F
BE=ZATAXPNANFRAEFLKE , BRERSHNEFEAYE , MTAREFEPESDONRH], HEHW
SFEEREEEANRESTH , URHETAM. B , EETFTES AN AIFEALENEFTTF X
58 UL,

RERETER 114


https://docs.amazonaws.cn/IAM/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/IAMBestPractices.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets-documentdb.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets-documentdb.html
https://www.amazonaws.cn/documentdb/faqs/
https://www.amazonaws.cn/documentdb/pricing/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html#creating_billing_alarm_with_wizard
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html#creating_billing_alarm_with_wizard
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s WFHEFNRZE  EFEEEMEFLESH  AEMNEFLANBIEH., BEXEZER , H5H
= 1F M B3 Amazon DocumentDB &,

« B, EEAMERKER , TTL IZEREBLZE 110, MBREEBRAXLEYRE  EXRENAREH
FRT] , NEZERXLLThaER B TREFTF .

{5 F B PR 18 TE £ BE R &

£l

- BEEMBEER

« iZ{& CloudWatch ff4%

- LM REIERR

. {FAEIRIF(E Amazon DocumentDB 34| 485 CloudWatch
- RILER

ERERRTEMEMEIETAS BN AR | & U T AF Amazon DocumentDB £ & #Y15
#Fo

EERRIET

EH S MREIES: , LEBZNESEE AN FEEE, FREMZ/NME, X AIHBRFEEMEE T MR T
B, &N EENIERREIRE Amazon CloudWatch 21k , LAMEEXREX L HER W R IR EE,

EHRMERE , TRERGNEEMRTIEE, REMEFALULCERBETEARTEITZRE , £X
B-ERENER (H, 108t 24084, 17, 2 8 ) RKBRATBERERNFIE9E. FXENK
ME. XFFELREB THIZITIRN. XABTRHREAVISER A SRR ERERITHR. RS A LR
FIX 15 B E R et B B AR AR AT

&AILAE A Amazon Web Services Management Console SR&E & M 863848 Amazon CLI, BXEZ{E
B , ¥% 1 &F CloudWatch #iE.

% E CloudWatch f#4¢

EiE CloudWatch B4 , 55 R 5% CloudWatch A8 AT S # CloudWatch B1R.
bR TR

—IRBIEBE SN TR ENR. BE T#ZNEN S XNBURTER.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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CPU

- CPURNAE - EANTENLEREN B DL,

ol

- ATANE - X6 LA RAM £,
« RB|EXFEAER - ROERANRRZEE (ARFTREN) .

/a0 EH AR A

 XELIOPS , EA IOPS - #¥# TH#ME MR EARETEHHR.

« REUGER , EALR - EINHEAREN TR (AZRDREM) .
« HEHE K BEAFLE - SYNHERNHEANFERFZTH

- MEIRE-FETEAMENMEEZIHN /0 BRIENHE.,

MR

i

« MEEBELE K NEEATLHE - SVEAXONMEREBER (UIRFFTREMN )

R
- BWEEEE - EEIRIINFFIRIER.

—RME , MR T EZERRT ENEEMEUARNARFRITHERE. NAEEN TEEME
B — B e SR,

LTREXBERENERAE
- B CPUE# - CPU EEESIRRLERERER , RECNFESENNARFER (WELHERHR
E ) ABRETH. MR CPUEEBLRT 80% , BERY BEMNEH,

« & RAM JH#E - IR FreeableMemory AL ETREZLRFIAEN 10% AT , BERT B
BRI fl, BXRENNEBEERFIEZATSAREINREFANESZEE , 25 Amazon
DocumentDB #REE,

- RRXEABR - ZERNRENFHZLE, NRXRXEABRIEEKR , BERT BEHRH,
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- MERE —XNTRERE , EERFEER WL, LT HFENENEBRMNERNTAELE, MR
FEUHEBHRAETHS K WARAEMESRE,

- BiEEERE - RRIAFEERRS , BXEIMEE TR ERNNRER , BERARBEFRE
#, XONSERPEZRREHRERAMTRENEREMR. X TEEREREXRNER , 2
EEHRNEEFR RALEEERANRARESENEN  UTHEXREQRINRERFNE
B

MREERFEBDHAREE |, FZEIFEMN Amazon DocumentDB SEHIE AR N EBEZ SAER
BHRXHAER (CPU, RAM, RiEZ=R, MEHR , /0 BE ) BIEHIK,

£ A $E#R1E{E Amazon DocumentDB 3245l 1% )% CloudWatch

&R LAER CloudWatch IERRMBEMNLPIEFEHE , ARNEHXFRRENNARFRET ZHH
B BXRIGIRBHNWES , BIHSH KOIRS| HIRBISSHISKAIFAE T FBEH M EEEE,

MRENSZOIERBREEKBIBRE , NIRRT IREE, XL CloudWatch 845 7] BAESEX
iR, R @ BT R Fe T REIERBKAIZKE,

AELLT CloudWatch $EPRMELL T IR R A S RITSSHISK RS

» NetworkThroughput— Amazon DocumentDB & BN LN E P inEWEmHMEE L&,
LEHEETIEERTN LG EEHTFEESZANNERE,

« StorageNetworkThroughput— Amazon DocumentDB £ & f & /N SEHI$Z U 3 & 12 2] Amazon
DocumentDB £ #FHEBHMEZELE,

5% , NetworkThroughputStorageNetworkThroughputiAZ & Amazon DocumentDB £&H &4
KEIMNL S XA EEEF TR SBBNAZEZEFEHEREBNNERTLE, BRYSSH]HYSSFISERH
B R FXHNAS BRI ST,

EREMBERR , BUUERALATERREEREEFHENARFNNERENESFHMER
« NetworkReceiveThroughput— Amazon DocumentDB 8 F BN EFINEF P imZERHNNEETE,

hEHETIEEHTHXRIIEERFHESZANMNERE,

« NetworkTransmitThroughput— Amazon DocumentDB &SN RHI L XL FF IR NEEL
E, AU ETIREERTHNXHEEREREZRANMNERE,

« StorageNetworkReceive Throughput— S8 8325l A Amazon DocumentDB & 7 B1E WY
MEELE,

& A¥EFR 1T Amazon DocumentDB 324l 15 CloudWatch 117
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- StorageNetworkTransmitThroughput— 58 &3] &% F| Amazon DocumentDB EEF B
MEEHLE,

A X LIEFRAEM , LT H BN NEFEAERSEHIZERH NI LEER . EAIKERHN A TFXLHERE
FREYE A,

P& FRFIMSLAIR CPU FMARZMEER, HMEFLEFME , CPU FARBSIEM, K% CPU M
MEERBERTRESXARERNAXNERNER.

NTHEBHEBROMEERE , BAIUER

- ERERBYKHIK,

- HENDBEARTRUBLEAESE,
« FRETEREERS REKSG,

« MIBRE(TRERRIZRSE],

LILEN
EEEREENRESRZ - RUMBRERANSARSRRNEN  URERLETRE,

R LAE R 2 4788 (1S5 24T Amazon DocumentDB #£4E ) RigFAELER LIITHIREN T
FMFAEE. N TEREF ERESENREATPERSENENNVEREMBMAERERE , SR
FERHM.

BETLER explain TR THRNAITBEERANERITY . EUUAEALEREREARLER
SEURSERMRE (Hl, HmRs ).

TTL Mt F5 THERE

TTL 3R B HEHXERBRE - M THEEEANERE. TERIEEEMEIENERABERE, BX
gl%%gfﬂl‘] TTL BREM BRI HI S RAYetiE |, /KBRS, ROFRRMAR, XD, SF/F L
. REIBEBURRSINITEERENTRAREF , F5F,

£ TTL SR BRI AR , BRMIBRERSF=4 10 T8 , MIXFHEMENKEFZH, MREFHEN TTL
MIERIERE N , /O EAEMMEEM , NTSENIKEFAEM. B2 , WRERGE TTL K5
MR, MRNXERENEAIXESHBETEFTEXEESHEREAN , WAL KEEM IO K
AN, XATRELLEER TTL EHAEEARA NS,
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X T EFS TR, BURERLIBRRBESTAR TTL Tl , RNRFIES A LE 7 1 1l BRE
=, Bt /0O FHBER, MREBAEES (K32 EL 1TB WES ) HELBKIE TTL BEREY I/
O 4y , RMNBWERFER B F X/ I EZIES , HEFTBRESESPH X HESHER, &
AUEXEEEACE-IMEE , EARRTENBERERER, SRER2ANARFmR , E—MR
FHERENRY S BERSNNEES K MARKERINWAEES, HRXEESTL=EI0F
W, FELER TTL REIREER , KARRES.

T8

ERREME , BRINBWEFHIETHZE Amazon DocumentDB B , B %7 Amazon DocumentDB
haiERS| , RAEEIBHE. BAtERS|ITURBLERBHESEIBEE, Nt , BAUEH
Amazon DocumentDB 5| TE, BXxEIBMNEZEE , 5% Amazon DocumentDB F# 155,

BIDEEW , EXBENEFRIBE R , RIESKREEZ/RIhAE, e, BEMKA , £ Amazon
DocumentDB £ EMR &N AREF.

ERHEHZUA

RINBYW , ENEHSHEAFTRNATESES , FNENAEFRE AR XETFER, EREHEEN
{E8 , iHZ 7 Amazon DocumentDB A # 1T& 4 &R,

REEEEN

HEEASIMMBRNRESEEEWH BNITAERTHN —MEFER , BRF% $match BHERAESE
—MrERREETT L. BRAMER $match FRIREEEEAPEENBEFTELENNEHE , MR
SEHMEE,

batchInsert #l batchUpdate

URMITEHEAFEM batchInsert /HbatchUpdatel®fE , B EXHI L
fIFreeableMemory ( CloudWatch 1E#5 ) EZ AN ER , AR ERASIEMTHEABRNHA XK
M, HE, MRTERETEARNIRMYE , WA UMK R/N BB E, FreeableMemory



https://github.com/awslabs/amazon-documentdb-tools
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-migration.html
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IheEZE S : Amazon DocumentDB 1 MongoDB

TER Amazon DocumentDB ( 5 MongoDB #% ) 5 MongoDB 2 B IhREE 7,

£

« Amazon DocumentDB K IhE{L 5
- BHHNUBEER

« 5 MongoDB Z R NEEE R

Amazon DocumentDB BY ZhBE{EES

BAES

£ Amazon DocumentDB A | Fi CRUD i ( findAndModify, update, insert, delete)
BRIERFHERM -3 |, BEXN TFERSNXENRELE ML, fEE Amazon DocumentDB 4.0 #
B, MEXBHNSEARENSESRERME ACID BENERXES., B> Amazon DocumentDB H
FHAEESMNEZHNE , 26 Amazon DocumentDB FHES,

THEREFNEE Amazon DocumentDB FHRER T X TRIMBERZR FITAM—BITHANSZ NN
=

db.miles.update(
{ "credit_card": { $eq: true } },
{ $mul: { "flight_miles.$[]": NumberInt(2) } 3},
{ multi: true }

db.miles.updateMany(
{ "credit_card": { $eq: true } 3},
{ $mul: { "flight_miles.$[]": NumberInt(2) } }

db.runCommand({
update: "miles",

Amazon DocumentDB HJZhAE(EE 120
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updates: [

{
g: { "credit_card": { $eq: true } 3},
u: { $mul: { "flight_miles.$[]1": NumberInt(2) } 3},
multi: true
}
]
1)

db.products.deleteMany({
"cost": { $gt: 30.00 }
1)

db.runCommand({

delete: "products",

deletes: [{ q: { "cost": { $gt: 30.00 } }, limit: @ }]
)

HAR#ERE (W0 updateMany #l deleteMany ) HEMRERFE FIRIE , BEEMERERRERT
B, plmn , WREMNEARERIMTMAREIE R , MEA insertMany BIERERE F#EME, MR
insertMany BR{EBEIFEIR , insertMany BERSN RN BA BT IEEN R FRERIT. MR
BEEinsertManyupdateMany, #deleteManyiRER ACID B , EWFEAES,

EHNIhEEER

Amazon DocumentDB BIINE P EREBENWENTIEFROEF K , HEHES MongoDB RS
. XAEHBEEANE2FEAmazon DocumentDB FlBRIVINEEEZF , AEFF B ER M IR TN
BNRAER.

=

*

s
#

HFR 5|

- ZRERG

« FREPH Null Z6
- ETACNIHEES
« $regex 5l

#

ENH AR oY
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- BEXHERE

]

B 2020 &£ 4 A 23 B2 , Amazon DocumentDB I EX XN A F 2,048 NETH A &RBIZRSIHI T
BE, WAHEANMMRBRHMMRIZTRN 2,048 FF1 , X5 MongoDB —H,

MREEECIRIMRS , WEFRBRERNTRARRNIIE. WREFINERS, WA SUEI R BRZR 51 R
FREMOIBRREIRNANANIHEE, ERRHIIENLHRIREIREN "v" : 3

® Note

XNFEFER  MKRRSITR2FMENNARF TR, RINBUGEERES RGN E Lt
TR FEEITE, o, EFOERSIFIFAE AR RESHEABERPER,

B LERU TS ERRSIBRE.

db.collection.getIndexes()

HWRENRERFRLT T, BltHmEHP , ZWRER "v" : 3, XRENHESIRE,
[
{
"v' 1 3,
"key" : {
"_id" 1
.
"name" : "_id_"
"ns" : "test.test"
}
]
ZEZR 5

H 2020 &£ 4 A 23 B , Amazon DocumentDB MEXFER — M AT EZEEZNENESZESI
A ThEE,

MREEEQEIFRS , WAFRENTFAENTIEE. MREFNERE, WA LUBI R ERRSIA
FEMOIBRREIRN AN, ERNHINENZHRIREIRENR "v" : 3,

A RSB 122
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® Note

XNFEFEE  MKRRSI TR\ ENNARF TR, RNBUGEERES RGN E Lt
ITNIRFERITE, o, EFOERSIFIFNERRESHEABIERPIER,

LU LERU TS ERRSIBARE.

db.collection.getIndexes()

BEIRAFRY S HRSR LT T3 bR |, REIMMRAR "v" : 3, IR&EMH KRG

[
{
"v' 3,
"key" : {
"_id" 1
}I
"name" : "_id_"
"ns" : "test.test"
}
]

FRFEHM Null 25
B 2020 £ 6 A 22 Aif2 , Amazon DocumentDB FE X FFZRFEHE null ZHF ('\0' ).
ET/anipnEEl

B 2020 £ 3 A 26 Hi , Amazon DocumentDB HINERA X FETARMNIFRES (RBAC), E
THREZER , #2H ETAGWIHRES,

$regex E5|

H 2020 £ 6 A 22 A2 , Amazon DocumentDB FfE X & $regex EE R FERARSIMIHEE,

ENERSE $regex BEF—EFER , BXER hint() 5. #£A hint() &, &4
TIEES $regex NAEINFERNER., il , MBREEFE product EBERS|, BER
5|Z2# A p_1, Ml db.foo.find({product: /Ax.*/}).hint({product:1}) fFfE

FRBHH Null 28 123
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B p_1%5|, 18 db.foo.find({product: /~x.*/}).hint(“p_1") FERZESEIl,
BA LB A explain() T REA S MEBRICRKEREWRRIIZEER T RS, 4l
w , db.foo.find({product: /~Ax.*/}).hint(“p_1").explain(),

(® Note
hint() FE—RARE— IR —EEM.

7 $regex BHAERARSINIIE , HNEAMNRERERE i, mH o ENFREXETH ENREXE
WHT T 1.

RHEEIG $regex LFEFEAN , BEUEGEEASEEMNFREVERS| , XEFRNESEHER
THEEDEXHEEN 1% BFR, flm , MREHESEE 100,000 N4, MREMEEHI 1000
RBELHFEREGIERSE

REXHERE

£ 3.6 lRAH , Amazon DocumentDB 5 MongoDB Z [BI1FfE# $project BEFHMEEER |, &=
5B Amazon DocumentDB 4.0 15 2R , {B4£ Amazon DocumentDB 3.6 AR F X o

Amazon DocumentDB 3.6 X TER AR T ERMEXEFPHE—NFE , M MongoDB 3.6 F##4T
FXREHNBRENATEANF X,

Flan - MRKER “a.b.c”: 1, WiZITHTE Amazon DocumentDB 1 MongoDB H1R iz 1T
BE K MRKREE {a:{b:{c:1}}}, M Amazon DocumentDB 3.6 {XfFiZIx N A Fa, MIkE b =H
Co £ Amazon DocumentDB 4.0 # , 8% {a:{b:{c:1}}} MMATF a. b M co

5 MongoDB Z [BIFIhREZE R

£

« $vectorSearch =& &

» OpCountersCommand
- EBREENES
» cursormaxTimeMS

* explain()
- R5|WE

MEXEEE 124
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- EREDAZRER

« M APIs ongoDB, R{EMEIERR

« mongodump 1 mongorestore 3= A2

- ERYF

- AAIEREBA

- BHZE5

« £ $all RIAKXFEA $elemMatch

+ $ne. $nin, $nor. $not, $exists A $elemMatch &5l

- FREMPHET (5) L ()

+ $lookup
» $natural#  @HERF

N —

$vectorSearch ZEH

Amazon DocumentDB A% 3#F $vectorSearch ER MM IZER, KR , Bl1X#E $search ZEHF
A# vectorSearch, BXEZEE , 155 Amazon DocumentDB B £ %,

OpCountersCommand

Amazon DocumentDB EJOpCountersCommandfT 1 & T MongoDB Hopcounters. command &M
T

+ MongoDB Hopcounters.command it ABREA, EHFMMERZANAAE WS , ™ Amazon
DocumentDB #J OpCountersCommand tHEBR find &%,

« Amazon DocumentDB ff— K &far =it A OpCountersCommand,

EEBIEENES

Amazon DocumentDB R X IFEE At IEE , MongoDB system. * = startup_log E&HF
X#

cursormaxTimeMS

£ Amazon DocumentDB & |, cursor.maxTimeMS EB&HMNERKITEET. getMoreElt , R
EE T 3000MS maxTimeMS , MiZEBFER 2800MS , MEB/NE4LgetMoreidRFZER 300MS , N

$vectorSearch ZE & 125
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R T 2B, BFRNEEMRME ( TRRREAERENgetMoreld R ) BT EEEN T /E
BfmaxTimeMS. 5k , REFFRHITEIENIFEIRUE (5) s HERRTIET.

explain()

Amazon DocumentDB £ & [ T2 EIEESIZ APIs LE#I MongoDB 3.6, 4.0 1 5.0 , %5l
ZFAs» AN, BE. BREENTFRHRE. At , EHITXIF explain() Wi EH7E Amazon
DocumentDB #1 MongoDB Z B AIgE BT R, FERFEERITNEFTUEAR $hint EEH/F=E
FlIEREIERE],

|2

FEEILERE , Amazon DocumentDB R AFE—NESHHE—IRE|l, REA , REFE-
MBUFEEWERS| , ER—FEESLEKXET createIndex() 5 dropIndex () ZEHIEME , NF
SRR KMo

ZRINER T , Amazon DocumentDB F1 MongoDB ks 4.0 RV RE|IMBEFAHT. MREENRN
createlndexes HH Shell BIF createIndex() M createIndexes() , M MongoDB hix#A 4.2 R E
=R 2R 5 B R M EIET,

EHMERS|ITHGE , BRETE (TTL) R5IFHEXETH,

EREPHAZRER
LHIEAAEEZHRENRE—SoNE (Hlix., x..b) EEHR , HAZHNREHREARNPE—IN=F
HERBERE (Hm{"x" : L {" 103}, { "b" : 20 } 1} ) &, Amazon DocumentDB ¥

R [E 57 MongoDB FZTHEZERN TRINER.

£ MongoDB # , HZ=EFHERAEREFERNKRER , EHREARNBERZRIREFMTARIFETIE, B
=2, HEFHRRUTREERNKRER , EXEETHE.

B , £ Amazon DocumentDB # , {USEBARNBHE—NTE , BN
getArrayIndexFromKeyString HZFRBHRA 0 , N EZHRRERENRARSIBERLE,

M APIs ongoDB, Z{EFMEIERR

i ¥ DocumentDB & MongoDB 3.6, 4.0 1 5.0 %%, APIsEXxXEHINAEE up-to-dated|&k |, ES
#4E Amazon Document APIs DB 3% MongoDB, R{EFMEIEE R,

explain() 126
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mongodump F] mongorestore SXFHREF

Amazon DocumentDB A X IHFEBHIERE , HLLEME A mongodump = mongorestore SEARFEIR
HEREREBEREE, Y& Amazon DocumentDB AR mongorestore Bl BIEER | BR
THATRRBREN  CEEEFCUNEBAFLAE,

(® Note

FEAX Amazon DocumentDB ##&E &k B B#EMZ< 100.6.1 B MongoDB ##EET &, &AL
£ th 4k T8 MongoDB BEE T &,

& RBEF

Amazon DocumentDB FMRIFERENRKNEREFINF, EHRERENINF , A sort() £
NEEBFIRF,

LT ROBIEFEFFRIEEFNBEREESHINIE 7,

db.inventory.find().sort({ stock: -1 })

£ $sort REMERRT , BRIE $sort TRERREBEETRNRE— I , ENFTREBHFINF, &
$sort REMBRES $group REMBRESFERAN , $sort REMBRIGERT $first M $last &
ing&. 7 Amazon DocumentDB 4.0 # , #8iNZ#F $push SUEFHR B L4 $sort BB BEFIRF .

AJERHEA

MFIRA MongoDB 4.2 NRZIEFFTFHE , RIABATEHEA, B2 , 8 Amazon DocumentDB F
YEHAEREA, ZIHEFNETERLUATARNEREEF,

{"ok":0,"errmsg":"Unrecognized field: 'txnNumber'",'"code":9,'"name":"MongoError"}

B EZEFAE (HlMongoClient ("mongodb: //my.mongodb.cluster/db?
retryWrites=false") ) 3 MongoClient IWEEIKNXBFSHK (il ) ZEATERE
Ao MongoClient("mongodb://my.mongodb.cluster/db", retryWrites=False)

THR- IHEEEFHFEFEATEHAEARN Python R,

mongodump Fl mongorestore XAEF 127


https://www.mongodb.com/download-center/database-tools/releases/archive
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client =

pymongo.MongoClient( 'mongodb://
<username>:<password>@docdb-2019-03-17-16-49-12.cluster-ccuszbx3pn5e.us-
east-1.docdb.amazonaws.com:27017/?
replicaSet=rs0@',w='majority',j=True,retryWrites=False)

MR 5l

EFEAESEERATOIENRBRERS , MMERERSINFERFBER $exists 7., HIRE
M$exists , Amazon DocumentDB HT%EFH’T%E’B%‘EEB

AT

db.inventory.count({ "stock": { $exists: true 1}})

NFHHENZRERS , MRERIEERT —HEHARRD TEHIERSIFE , N Amazon
DocumentDB X 5 — AR, il , nR@MmAR "a" : [ { "b" : 23}, { "¢" : 13} 17,
M| createIndex({"a.b" : 1 }, { unique : true, sparse :true }) AZX#E K6 EAH
"a.c" FREZRSIF,

£ $all REAXHFFEA $elemMatch

MET , Amazon DocumentDB FX#1E $all1REXNFFEA $elemMatch BER, —HERFER ,
B LU $and EEBE $elemMatch £&ER , I TR,

RBEE -
db.col.find({
qty: {
$all: [

{ "$elemMatch": { part: "xyz", qty: { $1t: 11 } } 3},
{ "$elemMatch": { num: 40, size: "XL" } }
]
}
1)

EHENEE .

db.col.find({
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$and: [
{ qty: { "$elemMatch": { part: "xyz", qty: { $1t: 11 } } } 3},
{ qty: { "$elemMatch": { qty: 40, size: "XL" } } }
]
1)

$ne. $nin. $nor. $not. $exists M $elemMatch & 5|

Amazon DocumentDB B BIF X ##FF &5 5$ne. $nin, $nor. $not. $exists M $distinct 1=
BEF—RERANThEE, Fit , FAXEEERNSHEARN, BIEERULEER 2 — 2T
TR RO EEAENKRERE  MNMESHEE.

Amazon DocumentDB g il Amazon DocumentDB 5.0 flzétt$elemMatchEEF A = EFH

TREIHE, NREAETWTHFERER — PRI $elemMatch FFilkas , NMFR5IHHE , BNRY
B—MRE $elemMatch &) , NFXZHFRSIHH.

$elemMatchX$1E Amazon DocumentDB 5.0 & 5| FHFMN ERFIR
db.foo.find( { "a": {$elemMatch: { "b": "xyz", "c": "abc"} } })

$elemMatch® %7 Amazon DocumentDB 5.0 FZE 5| AN ERIR :

db.foo.find( { "a": {$elemMatch: { "b": {$elemMatch: { "d": "xyz", "e": "abc"} 3}} } })

FREAHFHET () MK ()

Amazon DocumentDB A X FEMRENRAEN Sin, $nin F Sall FHETT ($) FIRFER, Fl , LT
&) 7E Amazon DocumentDB R :

coll.find({"field": {"$all": [{ "$a": 1 }13})

$lookup

Amazon DocumentDB X ##THEICHE ( Hla0 , £EKE ) | XFTFHRFEN , BFXZFHERX
&,

$ne. $nin. $nor. $not, $exists M $elemMatch 5| 129
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B4 $lookup EAZES|

Wi, BALES $lookup MBZE/FERARS. REENVAS  FEETUARMCHENSTER
SHELEE, XM FERAT $lookup WARREHMLEZE , HEMLEERESAC THERARNER
LR,

ZRIAER T , Amazon DocumentDB #E{ffHallowDiskUse: falsef I FERBFE L | £
FallowDiskUse:truebtSHERHEFE .

® Note

find @S B BIFAX#F allowDiskUse &I, ZETNEZIFIERNREN —2B0 . BUFEREE
25 3llowDiskUse:true BEEfER , LA BAIREE Y AER BN KB EH,

XNTRLERH , AREFERBERMLBIRER —MFEEZE, LT R $lookup REZHERFTLEH
MARIRSMLEE :

- BRERN  IRAHES/NT 1GB BEARESHFNFEREERS| , IHREBRAFITVBEEERTIE
. MREEFEARE/RKEL , NABR TR ZHM B E RHANESTED_LOOP_LOOKUP,

- HFEH MRABESRNERFMAFREERSIABIEHRBEETEENTF , WHEFE HITXBE
FEERTIEME, WREECEAEFSHEZL , NHERITIFIZH ERE R NSORT_LOOKUP,

- % MRAISES DT 1GB BEIEHEEEESHNE , IRHBITNEEN TEAEERN, MRIEE
FRREEE , NERITREZM ERE R AHASH_LOOKUP,

ZBalBEEERAREAexplainkiRal AT EZE$lookupFHERSI &L, UTR2TRHA

db.localCollection.explain().aggregate(
[

{
$lookup:
{
from: "foreignCollection",
localField: "a",
foreignField: "b",
as: "joined"
}
}

$1ookup 130
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FRARER

]
)
output
{
"queryPlanner" : {
"plannerVersion" : 1,
"namespace" : "test.localCollection",
"winningPlan" : {
"stage" : "SUBSCAN",
"inputStage" : {
"stage" : "SORT_AGGREGATE",
"inputStage" : {
"stage" : "SORT",
"inputStage" : {
"stage" : "NESTED_LOOP_LOOKUP",
"inputStages" : [
{
"stage" : "COLLSCAN"
I
{
"stage" : "FETCH",
"inputStage" : {
"stage" : "COLLSCAN"
}
}
]
}
}
}
}
I
"serverInfo" : {
"host" : "devbox-test",
"port" : 27317,
"version" : "3.6.0"
},
"ok" : 1
}

ERERZexplain( ) FENBRFZE B UERARERKEEEEASLlookupzE/AFREANE

Eo BXREEXHNEZEER |, i5ZH 24 Amazon DocumentDB ##1E,

$1ookup
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£/ planHint

MREBHFLERFERLILERE S SLlookupFERATRNRSLE L , MEALAFEA planHint o Fit,
BEARSHEBEM A ERKRBHHBIT—NFTRITR,. TEHRZERNELZTRA

comment : {
comment : '"<string>",
lookupStage : { planHint : "SORT" | "HASH" | "NESTED_LOOP" }

T REMplanHint 38 HEHLLRERHASHREMLEER R~ A

db.foo.aggregate(

[
{
$lookup:
{
from: "foo",
localField: "_id",
foreignField: "_id",
as: "joined"
},
}
]

comment : "{ \"lookupStage\" : { \"planHint\": \"HASH\" }}"

ENABMELRESEN TR , TUEM explain A executionStatsSHITE
$1lookup BrERWVIRITEYE , EIRTIENZREI{LE L ( BPTHASH/SORT/NESTED_LOOP ) ,

LA RBIBAER SORT &3k |, M{AfEMA executionStats i & $lookup B EREIIITRTE,

db.foo.explain("executionStats").aggregate(
[
{
$lookup:
{
from: "foo",
localField: "_id",

$1ookup 132
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foreignField: "_id",
as: "joined"

}I

comment : "{ \"lookupStage\" : { \"planHint\": \"SORT\" }}"

$naturalfl = @ BEF

Amazon DocumentDB $natural XREFEEESHE. REOWERH ({$natural: -13}) FH
HMongoServerError.

$natural Mz @EHEFE 133
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#£ Amazon Document APIs DB #13#F MongoDB, g{EFEK
EERA

Amazon DocumentDB ( 5 MongoDB #%& ) 28— MRIE, AF E. SETHAEZTEEENXHEK
BERS , ©%#F MongoDB T{Efigk, I LE# DocumentDB 5 MongoDB 3.6, 4.0 1 5.0 &%,
APIsZER 2 5| H T ZFHIThEE, EIREB A M APIs ongoDB M F X #F , FZEF MongoDB
#HXitiz, MEMEALD# DocumentDB fRFHIXHF , HBARMEAK Amazon X#EFHRA. Bx
Amazon DocumentDB #1 MongoDB Z B IhEEEZ R , S ThEEE . Amazon DocumentDB A

MongoDB.,

RN EBEARTEATELERENRSH MongoDB i T MZERTEXEF , AERTEEXFN
R IE L

BARMEK , RATE R 50 ZMHNZHEE , F M mE /- 2 UR/MMNAFENIIE. AXKEXR

HWEER |, i3 Amazon DocumentDB A%,

MREHFLERNEE-MAZXEFMNINEE |, F [ Amazon DocumentDB RS H A k3% —H B EEH
accountlD, 53RV IHEEFNfE A RAGI8Y B FoB SRS ABATAE R o

£}

- BEEGS

- EHARTEZER
- EMEESR

. HIEZCR

- W5 E

- REEEEER
- BiEEKR

- RE|MR5IEMH
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- SKIE

- THI®D

- BB ARE

- BEEEGD

LEDD

« User management

« DRWT

EEWS
W 3.6 4.0 5.0 LR =22
ZRES B B B =
cloneColl B B = e
ectionAs 2 H TN
collMod &b i i) i)
collMod : x¥#F = = =
expireAft
erSeconds
convertTo B B B e
Capped
copydb = = = =
Bz X = = =
createView B B B )
createlndexes XHE = = =
currentOp Y = = =
drop Y = = =

EEWS 135
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Gkl 3.6 4.0 5.0 SRR
dropDatabase 2 = = =
dropindexes 2 = = =
filemd5 = a Y S
getAuditConfig B = = =
kill Cursors X = = =
killOp X £ £ 2
listCollections* x¥# = = =
listDatabases <¥#F = = =
listindexes x¥#F = = =
relndex B B = S
renameCol < ¥ = = B
lection

setAuditConfig = = = =

* FRBEE TR type B4,

Re
W 3.6 4.0 5.0 AR 323
aggregate 2 = = =
count X = = =
X5 XHE = = =
mapReduce = B e a

o)

136
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FRARER

S IiE

DA
AP T3

authenticate

4

Sl

A AL
op T

buildInfo
collStats
connPoolStats
connectionStatus
dataSize

dbHash

dbStats

explain

AR - execut
ionStats

Ihee
hostinfo
listCommands

profiler

3.6

3.6

>
>

X#
X#

7|

X
>

7|

>
>
>

|

>
>

| i

4.0

4.0

fim

fim

fm Fn O fn Fn  Fn O fm fon fm fm

| i

5.0

5.0

fim

fim

fm Fn O fn Fn  Fn O fm fon fm fm

| i

SR

fim

fim

MR

fn Fn O fm fon fm fm

fim

|

fim

fim

7|
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FRARER

Gkl 3.6 4.0 5.0 HUMRE
serverStatus x¥#F = = =
top 2 = = =
BRMEARE

W 3.6 4.0 5.0 MR
B E = = = B
i BR X#E = = =
Bk x#F = = =
findAndModify = = = =
getLastError = = = )
getMore X = = =
getPrevError = = = =
GridFS X i E = =
insert x¥#F = = =
parallelCollection & B B =
Scan

resetError B B B =
2R XHE = = =
ReplaceOne = = = =

BEHMEAERE 138
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2EWT

we 3.6 4.0 5.0 s

abortTransaction &= = = &5

commitTra e = 2 FiN

nsaction

endSessions P & B B

killAlISessions & = = ra

killAllISe & vy vy v

ssionsByPattern

killSessions & b3 = v

refreshSessions & & vy &

startSession & = = &
User management

we 3.6 4.0 5.0 oM EERE

createUser X = = =

dropAllUs = = = =

ersFromDa

tabase

dropUser X = = =

grantRole = = = =

sToUser
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Gkl 3.6 4.0 5.0 HUMRE

revokeRol = = = =

esFromUser

updateUser 2 = = =

usersinfo XHE = = =
DRWS

CEED) MR

abortReshardCollection B

addShard B

addShardToX 1 &

balancerCollectionStatus =

balancerStart =

balancerStatus =

balancerStop )

checkShardinglndex B

clearJumboFlag B

cleanupOrphaned B

cleanupReshardCollection B

commitReshardCollection e

enableSharding =

flushRouterConfig =

DR &S 141
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wE SRR

getShardMap B
getShardVersion B
isdbgrid =
listShards B
medianKey =
moveChunk &
movePrimary )
mergeChunks )
refineCollectionShard4f & e
removeShard e
removeShardFrom X i3 e
reshardCollection =
setAllowMigrations B
setShardVersion =
shardCollection 2
shardingState =
split B
splitVector oy
unsetSharding )
updateZoneKey 5112 =
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FRARER

ERNREZEN

%
H

fié
i
1
3

o]
&
(i
¥
&

() 3.6
Sall
$elemMatch

Psize

Gk 3.6
$bitsAllSet
$bitsAnySet
$bitsAllClear

$bitsAnyClear

X
>
>

>

fD O

fim

4.0

4.0

fiD O

i

A0 HD D

fim

5.0

5.0

fD AD

i

A0 fAD  Am

fim

SRR

fD AD

i

MR

A0 fAD  Am

fim

ERMNREEER
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FRARER

EREERF

DA
AP T3

$comment

LEREERF

A AL
ap T

sp
4

Pexists

$type

3.6

3.6

3.6

>

X
>
X
X
X
>
>
>

>
>

4.0

4.0

4.0

fim

il RO HD RO KD HD D

i

fim

fim

5.0

5.0

5.0

fim

W WD RO WD HWD RD RO

i

fim

fim

SR

fim

R

W WD RO WD HWD RD RO

i

MR

fim
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THEERGEER

Gkl 3.6 4.0 5.0 SRR
$expr = = = =
$jsonSchema = = = =
$mod x¥#F = = =
$regex X% = = =
$text B T = =¥
$where & B B a
12 s 1T
W 3.6 4.0 5.0 MR
$and x¥#F = = =
$nor x¥#F = = =
$not X% = = =
$or X% = = =
X ERT
W 3.6 4.0 5.0 MR
$ XHE = = =
$elemMatch X% = = =
$meta B a = a
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FRARER

DA
AP T3

$slice

0
$[<identifier>]
$addToSet
$pop

SpullAll

$pull

$push

3.6

>

3.6

>

i

>

fim

>
>
X
>

4.0

fim

4.0

WD WD KD WD KD @D D

fim

5.0

fim

5.0

WD RD AD WD KW  RD RO

fim

R

=
=

ST

WD RD AD WD KW RD RO

fim
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$bit

FREER

EEM
$currentDate
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$max

$min

$mul
$rename
$set
$setOninsert

Sunset
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$each
$position

$slice
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$sort

1h 38 Z2 [B]

JUAAT 5 B 4

BifEFEER
BOX

.center
$centerSphere
$geometry
$maxDistance
$minDistance
$nearSphere
$polygon

$uniqueDocs

Bk EaR

A AL
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$geolntersects
$geoWithin

Snear
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Gkl 3.6 4.0 5.0 HUMRE
$nearSphere FiF = =] =
$polygon & S S S
$uniqueDocs & B B a
iiZ7 s
W 3.6 4.0 5.0 SRR
cursor.ba x¥#F = = =
tchSize()
cursor.close() XH = = =
cursor.collation() = B ) a8
cursor.co X = = =
mment()
cursor.count() X = = =
cursor.explain() X = = &
cursor.forEach() X = = =
cursor.hasNext() X = = =
cursor.hint() X = = ="
cursor.isClosed() X = = =
cursor.is x¥#F = = o
Exhausted()
cursor.itcount() X = = B
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e 3.6 4.0 5.0 KRR
cursor.limit() X5 = = B
cursor.map() 2 = = =
cursor.max() B ) ) B
cursor.ma X = = B
xScan()

cursor.ma X = = B
xTimeMS()

cursor.min() B B B S
cursor.next() X = = =
FFRo B B B B
noCursorT

imeout()

¥#¥ro objsLeftl X = = B
nBatch ()

cursor.pretty() X = = B
cursor.re X = = B
adConcern()

cursor.readPref() X5 = = B
cursor.re = ay ay =
turnKey()

FeHro B B B B
showRecordId()

cursor.size() X5 = = B
cursor.skip() X = = B
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W 3.6 4.0 5.0 SRR
cursor.sort() T HE = = =
cursor.tailable() B ) ) B
cursor.toArray/() X = = B

*#Eg| hint REXXIEFES|, Hla0 db.foo.find().hint({x:1}).
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Expression 3.6
$accumulator
$addToSet

$avg

$count
$coVariancePop

$coVarian
ceSamp

$denseRank
$OTEm

X Hw =
$expMovingAvg
$first

$M 7

$last
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$rank
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$stdDevPop
$stdDevSamp

$sum
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$abs
$add
$ceil
$divide
$exp
$floor
$in
$log
$log10
$mod
$multiply
$pow

$round
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$sart
$subtract

$trunc

HHZER
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$arrayElemAt
$arrayToObject
$concatArrays
$filter

$first

$in
$indexOfArray
SisArray

$last
$objectToArray
$range
$reverseArray
$reduce
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() 3.6 4.0 5.0 MR
$cond = 7 = =
SifNull = = = =
$switch & = = &
BIREEBZER
we 3.6 4.0 5.0 s
$type X5 = = =
PR DMZERF
() 3.6 4.0 5.0 MR
$binarySize - - S )
$bsonSize - - S &5
BHIEE R
we 3.6 4.0 5.0 oM EERY
$dateAdd & B = =
$dateDiff - - 2 )
$dateFromParts F & & ra
$dateFromString = = = =
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Gkl 3.6 4.0 5.0 HUMRE
$dateSubtract B e = =
$dateToParts B B " B
$dateToString = = = =
$dateTrunc - - Y a
$dayOfMonth = = = =
$dayOfWeek = = = =
$dayOfYear = = = =
$hour < = = =
$ isoDayOf & X = = =
$isoWeek x¥#F = = =
$isoWeekYear = = = =
$millisecond <% = = =
$minute x¥#F = = =
$month x¥#F = = =
$second XHE = = =
$week X% = = =
$year X = = =
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$setUnion

$setWindo
wFields

MBS ER/

A AL
op T

$addFields
$bucket
$bucketAuto
$collStats
$count
$currentOp
$facet

$geoNear

$graphLookup

$group
$indexStats
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ISessions

$listSessions
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W 3.6 4.0 5.0 R

$lookup 2 = = =
$maitch x¥#F = = =
merge - - = S
$out XHE = = B
$planCacheStats - - = B
$project Y% =2 2 =
$redact < = = =
$replaceRoot X 2 = =
$sample X = = =
$set - - < =
$setWindo - - = e
wFields

$skip XH = = =
$sort x¥#F = = =
$sortByCount B e 5 5
$unionWith - - = =
$unset - - B =
$unwind X% = = =
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$indexOfCP
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$regexFind
$regexFindAll
$regexMatch
$replaceAll
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$toBool B = = =
$toDate B = = =
$toDecimal B = = =
$toDouble = = = =
$tolnt B = = =
$toLong B = = =
$toObjectld B = = =
$toString B = = =
W 3.6 4.0 5.0 SRR
$let < ¥ = = =
$map X = = =

we 3.6 4.0 5.0 s
$getField - - B B
$rand - - B B
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W 3.6 4.0 5.0 MR
32- <¥#F = = =
bit Integer (int)

64- <¥# = = =
bit Integer (long)

A X# = = =
ik 6 X = = =
mR{E X = = =
B X = = =
DBPointer B S S S
DBRefs = B B B
Decimal128 *¥#F = = =
RNEE X = = =
JavaScript v 5 S S
JavaScript ( B8 B B B B
R )

MaxKey = = = =
MinKey = = = =
Null X# = = =
PIE X = = =
Objectld = = = =
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G2k 3.6 4.0 5.0 SR
ENFRIAERN X = = =
F IR = = = =
SRS ) ) =) =)
Timestamp X = = =
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Re|MEREIEHE
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Amazon DocumentDB £ XA T & &

Amazon DocumentDB By IhBE R LEHLEEE S (ML) MAERX A TEEE (Al) HEEEH SERTALE Amazon
DocumentDB HZF M HKE. EFRLTEBRNEEELMNEM R, FERBEEEMRSURM
FHIEEFE HBIE.

BRALEBLK Amazon IMA /R Al EXRNEZER |, BSRIXE “What-is” XL E,

FI;
« {#H Amazon A SageMaker | Canvas # 1T R BHEEFT
« Amazon DocumentDB E 218 &

£ Amazon A SageMaker | Canvas # 1T LB 883

Amazon SageMaker Al Canvas AL EREEMARBEATHEBSCH AML BB, EALR IEIE 5Fl]
FNEERBAENSFEIER | T LM Amazon Bedrock 15 8] MG EAEER (FMs), 1&E

LA FMs M Amazon A SageMaker | J5[E A4 , JumpStart #{THABER. XA EAHE , J«Xi
BERR Al BRAE,

{5 SageMaker Al Canvas Y2 LA B ESFE IR

I &% DocumentDB I 51 #h A SageMaker | Canvas £/ , O A 1247 5i# DocumentDB
FIHESIALRBYEFET (ML), E , BEEREEM—TRE , RALEA Amazon
DocumentDB H{F M EIE , AEIAMTNFREE ML EE |, AEAEMERHITHNERENE
FXo

SageMaker Al Canvas 2t 7 —MNAI#ALERE , 1 Amazon DocumentDB & F ToEEM A/ML Flk
HIRHRR/E—TRIBETERTN, FFIMETUMABZ 3D SageMaker Al Canvas THEZE[E] Amazon
Web Services Management Console , § AF0A Amazon DocumentDB ##E , A THIE AR
BEH|Zk, Amazon DocumentDB HHIEIEIN £ 7] LATE SageMaker Al Canvas # A T 1922 F11858
BE | SNEFREA. RURE, NEFRSE,., FOlLSERMERRNE. BB SageMaker Al
Canvas WEAER , BEFRFINETUEAMREA A MAEZNRZZI R AE, QuickSightERIAER T |,
SageMaker Al Canvas R EIEIREVE B £ Amazon DocumentDB #BIEfHl Liz1T , NTBBRNARE
I SageMaker 1 Al Canvas IREX TEAE W HERETR Z RS,

I 5% DocumentDB & = A] SUEE S A EIFTHI I 5% DocumentDB FoAREB 855 S 124 & TUH HiE
EIFTHY S AT A #Y A SageMaker | Canvas THEZEEIRFF 4R A Al Canvas, SageMaker
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https://www.amazonaws.cn/what-is/artificial-intelligence/
https://docs.amazonaws.cn/sagemaker/latest/dg/canvas.html
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BLi& A SageMaker | 51 A - &l & 34

BRI AN L “X PR VPC” #ERIZ1THY A SageMaker | 5E #2 2] Amazon DocumentDB £ &, B &
&1 VPC /23 SageMaker Al 3% , B A] L2 IR B SageMaker Al Studio Al Canvas MER #iizE
o XEEALARE BB 7R , £ASRE Amazon RENZEINELBENBEERE |, #EY VPC
LIRT RUEETHM Amazon BIR. HSH (L5 # A SageMaker | FF A &EER) FH Amazon A
SageMaker | Canvas A THFELZE R EBMA VPC il E S# A SageMaker | Canvas , BIZ2#&
fy SageMaker Al 18 LAE #2542 19 &% DocumentDB 58,

NI E# DocumentDB F SageMaker Al Canvas EZiE IAM 7[R #X PR

24F AmazonDocDBConsoleFullAccess MiNEIHx<BX A &M &4 # Amazon DocumentDB f = 1]
LA Amazon Web Services Management Console, £ LRS54 RN TRE , BIF&ES
Amazon A SageMaker | Canvas 18 TR BHLEF

"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeDomain",
"sagemaker:ListDomains",
"sagemaker:ListUserProfiles"

A SageMaker Al Canvas BIEZIEERFMNA G

&R LA A Amazon DocumentDB Y E T A G A RIES] (RBAC) , BREIA /A o A BIEEHRITH
BENFRNXE,. RBACHWEREROAFRT—I1HENMNER, XEABRETAFAUNBEER
BHATH R,

e Canvas AAF |, BERARAFP B MFBEIEEEE Amazon DocumentDB $iEE, & 0] LAEH
Amazon DocumentDB RBAC ITh&E N E B4 EHIBE LI R Canvas AP SIZBEERF/IAE,

a0, E createUser #1E :

db.createUser({

user: "canvas_user",

pwd: "<insert-password>",

roles: [{role: "read", db: "sample-database-1"}]
1)

X AIE—NAE sample-database-1 BITEFIZEUNPRM canvas_user. Canvas 7 47 Jfi °] LAfE
AL EUEA 8] Amazon DocumentDB EEF IR, BSH FAET AN IHREGHITEIEEL
THEZER,

EiiE A SageMaker | S F1 F B & X4 168


https://docs.amazonaws.cn/sagemaker/latest/dg/canvas-getting-started.html
https://docs.amazonaws.cn/sagemaker/latest/dg/canvas-getting-started.html
https://docs.amazonaws.cn/sagemaker/latest/dg/canvas-vpc.html

Amazon DocumentDB FEANGIER
AKX

TRIBERKER TR XL D% DocumentDB 1 Amazon Al Canvas BI[X13, SageMaker XiE&
&

* us-east-1 ( FBHFEILIMILEE )
« us-east-2 ( XM )

* us-west-2 (#1X)

« ap-northeast-1 (RIX)

- ap-northeast-2 (E7R)

« ap-south-1 ( &3% )

- ap-southeast-1 (¥ l3%)

« ap-southeast-2 (G&fE)

. eu-central-1 GEX 7% 48)

. eu-west-1 (ZB/RX)

BZH I Z# A SageMaker | FF £ &15F) F B Amazon SageMaker Al Canv as , T & #Y it [X
AT A,

Amazon DocumentDB @ £ 3R

AEERZNNBFIEAN—HGE  CEIEAEEIHECUEEEROEBRTIREXELAERER
BUNBRER, FPOEEOEZRPEEL , MALUANKETEREHEE. XThE EZEaTHEEHR
BERNENEN, IRHGEEHEERS. BRESLENEGANEEHNAPBREA.

Amazon DocumentDB M £# R 3FE JSON XEHBEFN R EEMFEENERIIE , AROEER
K58 KIhaE, MREFHAIMAR Amazon DocumentDB FIEE R EH RSB IR L ¥R ENEEFT
MERKXAIERAG , flENiE B RAR, FREE. ML, BXISEA. BIERNNFER

M, Amazon DocumentDB [ EE X2 EWIEE 2%, Amazon DocumentDB 5.0 EF LBl EEF A
DERAmMERR,

- BIEmERSE
« FREEREIEN
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- BifjEE
o FEMPREH

A LE
ZE £ Amazon DocumentDB BiEERAQE , AIAERIAENIAEAL L :
I

LT ROENABIEEPCRT —NMESREINNENES. SIEBEAERIFR  FmBEHREM
RIEy @ EH#RA .

db.collection.insertMany([

{"product_name": "Product A", "vectorEmbedding": [0.2, 0.5, 0.8]},
{"product_name": "Product B", "vectorEmbedding": [0.7, 0.3, 0.9]13},
{"product_name": "Product C", "vectorEmbedding": [0.1, 0.2, 0.5]},
{"product_name": "Product D", "vectorEmbedding": [0.9, 0.6, 0.4]},
{"product_name": "Product E", "vectorEmbedding": [0.4, 0.7, 0.2]}
1);
tEmEE5

Amazon DocumentDB X0 E AT S/t (HNSW) R FERFLEES () Rl FENAEEX

. IVFFlat IVFFlat R @ ESD KR , ARBRXLEIRPFFLEAMENEEFE. 5—F
M, HNSW RE| N FaERBEBHLAKZERANE. RESZMEE , HNSW H 32t E &1 IVFFlat ,
BERHTEFNEAMENEEER, EZTREMZE IVFFlat , HNSW RS RINGSER , Rk TF MR
FEANBRBIERN AT ERREl, W TARZSEAAF , BIUER HNSW R XB#HITHEER,

MRTeZ@EZRS| , Amazon DocumentDB £#THREMIIMBER , NTARTENES R,
=, BEEEFISPERER, RINBWEARERS , IFATUEN - LELERXESEE, HF
EENR  ANEERSIAREFETRNERLER.

B

BALAMEALLT createIndex & runCommand 1tk , EHEFR LHAEOEZRG] :
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Using createlndex

ERLERHEFF |, tba mongosh F Java , A createIndex FHSE vectorOptions A
RELSEHER, EXRBERT , BUEA runCommand :

db.collection.createIndex(

{ "<vectorField>": "vector" 1},
{ "name": "<indexName>",
"vectorOptions": {
"type": " <hnsw> | <ivfflat> ",

"dimensions": <number_of_dimensions>,
"similarity": " <euclidean> | <cosine> | <dotProduct> ",
"lists": <number_of_lists> [applicable for IVFFlat],
"m": <max number of connections> [applicable for HNSW],
"efConstruction": <size of the dynamic list for index build> [applicable for
HNSW]
}
}
);

Using runCommand

ERLEWHFZERFF , Lkl mongosh # Java , £ createIndex FHSE vectorOptions A
RESSHER. EXMBERT , BIEAR runCommand :

db.runCommand(

{ "createIndexes": '"<collection>",
"indexes": [{
key: { "<vectorField>": "vector" },

vectorOptions: {
type: " <hnsw> | <ivfflat> ",
dimensions: <number of dimensions>,
similarity: " <euclidean> | <cosine> | <dotProduct> ",
lists: <number_of_lists> [applicable for IVFFlat],
m: <max number of connections> [applicable for HNSW],
efConstruction: <size of the dynamic list for index build> [applicable for
HNSW]
b
name: "myIndex"

3]

);
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S ER BERA iR &
MR IE DI FRHY
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RFHETF (2
m)o

BEEMHEYIRE for IVFFlat m ] for HNSW FlistsFSHefConstructionVfE , RAX &S WE
R EBRM/BER, WERNBFMMEEE, FJIREYEX , ZAREBR , RAXATURDENTIRFPEE
ERE , NMFERPMIXE, B2 , BIHWXEBAURELFEEZHNELER  NMBRELEBE, XT
HNSW k1% , #0 efConstruction Ml m WEFRSEEE , B8 MESI RN EM KN,
BZHEUT A

R~

HNSW

db.collection.createIndex(
{ "vectorEmbedding": "vector" },
{ "name": "myIndex",
"vectorOptions": {
"type": "hnsw",
"dimensions": 3,

"similarity": "euclidean",
"m": 16,
"efConstruction": 64
}
}
);
IVFFlat

db.collection.createIndex(
{ "vectorEmbedding": "vector" },
{ "name": "myIndex",
"vectorOptions": {
"type": "ivfflat",
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"dimensions": 3,
"similarity": "euclidean",
"lists":1

RERBIE X
ZAMEAMUT getIndexes HPEERSINIHMER , BFEHBRE| :

Bl

db.collection.getIndexes()
%

[
{
"v' 1 4,
"key" : {
"_id" 1
b,
"name" : "_id_",
"ns" : "test.collection"
1,
{
"v' 1 4,
"key" : {
"vectorEmbedding" : "vector"
b,
"name" : "myIndex",
"vectorOptions" : {
"type" : "ivfflat",
"dimensions" : 3,
"similarity" : "euclidean",
"lists" : 1
1,

"ns" : "test.collection"
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FRARER

& &
b EERER
FRAUATEREAOE !
db.collection.aggregate([
{
$search: {
"vectorSearch": {
"vector": <query vector>,
"path": "<vectorField>",
"similarity": "<distance metric>",

"k": <number of results>,
"probes" :<number of probes> [applicable for IVFFlat],
"efSearch":<size of the dynamic list during search> [applicable for HNSW]

vectorSea
rch

vector

path

similarity

=30

operator

array

B

iR

£ $search 5

FRATEROE

o

RAATHTER
a2 EH

)=

TE X 6 8 F R
Ao

EERRELH
RAGRBE,

EEMUETH
£ AR EE S
*71_‘0

euclidean
cosine

dotProduct

EiREE
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5% TR s b @

probes optional B FEQERERK  BIAE 1
ENERNE.
BEHEKX,K BEeX
Hr B
HMIRE, AT
HigE N IR
2, LH TR
MIELRIE R (1
RitXEFF S
AR ), I
RMRANEEIR
BN sqrt(# of
lists),

efSearch optional B & E HNSW FREIREE : 40
R EE R
HERANIA SEE : [1, 1000]
1RIE 5 FRM K
N, efSearch
WEBEX K &2
Ri@EF , B
HIRE,

B efSearch (HNSW) = probes (IVFFlat) BB , ARBIFFENMENBE. BSRUT R
BE

HNSW

db.collection.aggregate([
{
$search: {
"vectorSearch": {

"vector": [0.2, 0.5, 0.8],
"path": "vectorEmbedding",
"similarity": "euclidean",
"k": 2,
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"efSearch": 40
}
}
}
1);

IVFFlat

db.collection.aggregate([

{
$search: {
"vectorSearch": {
"vector": [0.2, 0.5, 0.8],
"path": "vectorEmbedding",
"similarity": "euclidean",
"k": 2,
"probes": 1
}
}
}
1);
%

BEIRAERY B H R LT LT R R

{ "_id" : ObjectId("653d835ff96bee@2cad7323c"), "product_name" : "Product A",
"vectorEmbedding" : [ 0.2, 0.5, 0.8 ] }
{ "_id" : ObjectId("653d835ff96bee@2cad7323e"), "product_name" : "Product C",

"vectorEmbedding" : [ 0.1, 0.2, 0.5 ] }

4S1E A1 PR 5
ARA A

« Amazon DocumentDB [ &1 Z{U&EMA F Amazon DocumentDB 5.0 E F =R EEE,

]

« Amazon DocumentDB & Z A LA R 2,000 MNEEW O ERFIRE, B2 , MBEFFEARE , AJEF
i 3% 16,000 NEE,

Him
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]

- X TFRIR IVFFlat &5l , FIRSEHVHEERE N XAE1000 (N THZ 100 AN EMsqrt(# of
documents)#@it 100 TN ) . BHTFIERFENBRS] , Amazon DocumentDB XFHE N &K
DNIRSHMEECERTHENRE, T&KRHF 500, 1000 12,000 MEEHNEERETIRSEFEKX
B, UitiesE .

KHIEA 26 500 MEERS] B85 1000 MEER  &F 2000 NMEER
i* 5l 5l
t3.med 372 257 150
r5.| 915 741 511
r5.xl 1,393 1,196 901
r5.2xl 5,460 5,230 4,788
r5.4x| 7,842 7,599 7,138
r5.8xl 11,220 10,974 10,498
r5.12xl 13,774 13,526 13,044
r5.16x 15,943 15,694 15,208
r5.24x 19,585 19,335 18,845

- MER5|F X compound, sparse B partial FHAMEFEIR,
« HNSW R5|FXEFHTREIMWE, XZHFF IVFFlat &5,

[ EEif

fim

s NTHEEREN , ZFXMIE probes 5 efSearch £S5 A REIRBRELE R, probes 5
efSearch ZHMEMK , E2£XEE , EERBEK, TRBRBRGSBOHEEFREN sqrt(# of
lists),
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FRARER

R{EXE

T #R7E Amazon DocumentDB FEFA M EE ZMNREXER, MEFNREXIERNABE , KT ETHE
o

 {£H Flat Compression (IVFFlat) &5| 82N EE XS RETHALUMNBE/LHTRENMEAL.,
W, RTERSIEMEN , BWECERSI 2o ED e —LHIE.

- WFREBEREH , FHUHE probes & efSearch ST REIRBHRIELE R, probes &

efSearch ZHMEBK , E2XHE , RERBIE. FHRHHAE probes ZHNEFRENR
sqrt(lists),

RIR

- MEERRNHEEBEENE
o BEUERRBRH
« Amazon DocumentDB @ 238 &R R4l
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%2 Amazon DocumentDB

Amazon DocumentDB ( & MongoDB &% ) 2 — T2 EM S MongoDB APl &N HIEERS
BRI AE AR P IR RENBEMN R R S #hE 4 1TE = (Amazon EC2) LiE1TH MongoDB
BIEFETHEL S# DocumentDB,

ES

=

BIE
- Discovery
« #X : Amazon DocumentDB S & E kK
- EBFHE
- EBIR
EREE
- W
o« MHEEM R
o REBEFEBMI
- E#1T3FM : M MongoDB F# Z] Amazon DocumentDB

i

T%ITE

EEBE| Amazon DocumentDB , AZHEFFEANHNEEIER Amazon Database Migration
Service (Amazon DMS) Man S 1TXBRERF , Hlfmongodumpfmongorestore, fENHEMZE , X
FERFE—EIN |, BAVBWIERETFRIT R 2 61 8 & 1E Amazon DocumentDB H 8|2 &S| , BAX AL
B EARBHESIBERE. Nk , BALEA Amazon DocumentDB 5| T &,

Amazon Database Migration Service

Amazon Database Migration Service (Amazon DMS) 2 —M=RS , AT AR R REIEEFIEX
RBIEREE T B E Amazon DocumentDB, & A LA F S B4 M AR tth S 2 ith 3L B Y BB BEE X8 Amazon

DMS %] Amazon DocumentDB, EC2fEfH Amazon DMS , A LU IT— X ETH , LAl LS HIEE
HITHE AR BRRERS,

BXRFEHAITH Amazon DMS ZI % DocumentDB HEZEE |, {551 :
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« {£ /4 MongoDB 45 3kJ& Amazon DMS
« A 5% DocumentDB YEJ9 B #% Amazon Database Migration Service
- &% : M\ MongoDB E# %] Amazon DocumentDB

HETRARSE

BT IETEZE Amazon DocumentDB F1IM Amazon DocumentDB EBHIEHNERAXAREF |
‘@FE& mongodump, mongorestore, mongoexport F mongoimport., E& , mongodump Fl
mongorestore RRARNEARESF , BACIERA - H#HEBRNEBEEFEENECRHE., XBE
eRELED K MASZESHMEE  FENBREEED, WREBEMFEH JSON 5 CSV EFZEXNSH
MS ABIE , TLAEA mongoexport #l mongoimport , AR HERARTEER , BEREE
%t mongodump/mongorestore 18 , MEBIWHFEE LR S,

BUTFEB 75 A F RIS A S Amazon DMS MERNRANGKESEA ARG TITEAERF,

Discovery

X TEREA MongoDB #% |, SN IZEEF ICKMARIE | REFBENETHIE. ZESNFEPEE
REINEBHENERNMEE,

e ANER ]
- B
%R T RERZI BN — B,
o MR
1B R EPE EEEZEITH MongoDB fxZ<, EEHKMA , EEMA mongo Shell EEFIRIRER A HIZTT

db.version() #E.

IEREBHE B RIRIA mongo £Hl, BIREER D FEH,

© B

\Jn

=

RRER Y

al
b1

A
Rck |


https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Source.MongoDB.html
https://docs.amazonaws.cn/dms/latest/userguide/target.docdb.html
https://docs.amazonaws.cn/dms/latest/userguide/target.docdb.tutorial.html
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ERENEER, BIASESIMYKANENSE. HiutFwO,

FNFEFEE , ERLUEI A mongo Shell iE#ZZ| mongo EHLHIZ1T sh.status() BRIEXRE
o R A

NFEIARE , B LABEE A mongo Shell EZEFIBIAREN & Hi121T rs.status() BERKREUK
Ao

 Oplog K]

NTFBIRESR D FEH , BEREBIEIRERAW oplog Ko BEEHKAM oplog X/, EEH
mongo Shell JEZF|BIARERK 57 H1Z1T ps.printReplicationInfo() B,

- BIAERARLER

NFRXRESLDHES | CXBNEAAEXANLER,. EERIFERZLLER , EFEH mongo
Shell EEFBIARERRA HZT rs.conf() BE. RERERN priority BHE,

- BEMEA TLS/SSL

EREREBM A LERAEKREZESM (TLS)Z£EEFR (SSL) #ITE R INE,

. BEEG

NTBNMES  EFRUATEER:
- B

- BERN

- EENE
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FRARER

EERBIEESITEIE |, B8 mongo Shell EZEIRIBEEHZITHS
db.runCommand({dbstats: 13}).

- EAGIT IR

WNFBNEE , BRUATEE :
« B ZEH
o BIEKN
- REIHE
ERBELR

- REIGITEE

NFBIES , BRUTREIER
- WEZEH

- ID

N

- B’

- TTL

- B

EEHREKSIES , HEH mongo Shell EEZRHBEEHZTHD
db.collection.getIndexes(),

» Opcounters

ZIEBWRBE T HEEH MongoDB THEABEN (REURFEE,

R REE N IR ¥ A Amazon DocumentDB SEfHE R IR HIES,

EARFEELRTH )

(=
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UTRERENHRIKENRBER (LITBBREN) -
- Biff
- HA

- HIBR

B LB 2 4] —ERETEI N db. serverStatus() M HERIKREVZELE., LA LAEH
mongostat T EFREUX LG T BBV ENAHE, BEFEAZEDR , BNEBITRI AT EEEEENR
Ho

- MBS IR

ZEENHBEET YA MongoDB T/EMEHES (EREUREERE, EAREEELRFE )., ©
EREB R IE ¥R Amazon DocumentDB SEfliERIZHIES

LTREELENHRIKENRBER (LITBBNEMY) -
- EEE

« MBRMAFTH

- MBREFTH

BRI LB T 42 %) — EREFIEI N db . serverStatus() T MM ERIRBIZELS. BATLUER
mongostat T EIREUX L& It HIEMEIRHE, BEMRZEDN , BRNEBITRITEET LREIEER
o

MK : Amazon DocumentDB EEE Sk

EXHRIITR , BEEFHEE Amazon DocumentDB EEN R EBUR N ARFIHHERENH K.
EREEHERN , BEEUTENEE :

- A%

#X : Amazon DocumentDB &£ & ER 184
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Amazon DocumentDB B HEEIAXFIRESTAHMYE , BIAROTEMRNRREBHIEFREA
NEXH, BIFEARXFBBINFRNTARX , EAKNESRAE T A%,

T&REMT Amazon DocumentDB FEEEE R , LUARFEN A M E R,

o] A B FR SPR EIEN AKX
99% 1 0 1
99.9% 2 1 2
99.99% 3 2 3

BERGURUEMXAERABELAY K MARNREEE. AEXAEEERSGIEMEZERNFESTEMN
B, S FAmazon Well-Architected Reliability Pillar Whitepapero

Amazon DocumentDB 4| A F R EEHNFRE, EHIHEZHEE  SEETRNAE
FMVCPU , X MEFNEEMsE, FRALBEXNMBRBRENEE B UXFEN ITEAT Mt
ERWEHIRE, BRSIIFIFIXBNIR | BESHE EELHE,

A Amazon DocumentDB &R IFRHIK AR | BEETEAFHEEERNUTHEA :
« VCPUs —EEFSEERNENTTRELZRTEAEES vCPU HIEHI,

- A7 URTE  FRIFREEREENFTFAIRKESHERE, —TEFREMNRSA Amazon
DocumentDB 5|ZEME =52 —HXRHIAE , FRRN =22 =R T ITHEHEESE

#XI : Amazon DocumentDB £ & E R 185
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FRARER

Amazon DocumentDB

. EE BIPHBREEERESA Amazon DocumentDB 34 vCPU 8 P iE#E, &R Amazon
DocumentDB EHIHEERHESSSE , BEEENEES vCPU 8 NMEER , EZEET RN
HREL B TR,

- Mg EAEREFFHIEEN THEARNZRBEANRZBIEMENREME L. #HERET
A Wt 5 A 48 3R

o FHAMEE BAXHFEAEE RIHIEF A Amazon DocumentDB ISR H . HEFABREEL
BAHARES,

o REERE MTHERFREBLA N FERESEEAENER, Rit , LRGIRFERNCRTESE
REEAFRRRENMCE.

B T MESSHIRMIEENZ N , Amazon DocumentDB B A2 BRI B NEIAE, 25, B LlE
I 7£ MongoDB RFI 2 FF ik BRI E TN RiEE KA D RIERIA, S LB RmaAsky
BiZEURE , N2 =26 EH B8 RE,

AUER —EFHPEHBERRERAIKEL Amazon DocumentDB &4, —MEN ROINERARGIZE
H—PNEERAKFIRENBEARLERN ST RE, WRFE-ABRSIPIRE | FTERRNEIE
PIRBRBMEBRLER. ZADTHRAMEBSEHBELREFEZB AN PNEIRRLEE AR,

. e

Amazon DocumentDB ZEEABBEN XBFELZHOHIE, TETEREMN 1-35 X (MAZHREH ) N
R point-in-timeX & (PITR) Zh&E. BRIARMREH N —XK. Amazon DocumentDB i Bz 8| 277
EENBAME  ILERBUAERENZOREHNRE,

#X : Amazon DocumentDB &£ & ER 186
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NMRERBFBLZHREBHRER | B AT LARER £ A Amazon Web Services Management Console
# Amazon Command Line Interface (Amazon CLI) Ba1 FaiiRB, BEXEZELR , HSH &
Amazon DocumentDB A3 175 12 FiE R

EARRTER |, FERUTEIM :
- ERHRIME LB (RPO) EXRMBMHREZH (1-35K) .
- BERESEEFIRRE , REE , BEMEERE.

T8I E

FEE=fAET AT RHEETE ST Amazon DocumentDB,

(® Note
BARIE T LLBERT £ Amazon DocumentDB 812 R 5| , B4R , ERIEREl , REBSA
KEBBENRESLER, EFAREHE , BRINBUNTFUTENSZE , ERTERZFIE L
1£ Amazon DocumentDB F 8|2 %E5|, RNtk , &I LAER Amazon DocumentDB E5| T E,

B

B4 H A A mongodump A mongorestore T ERF#H#EMIR MongoDB #&EE# E| Amazon
DocumentDB &8, BE4&HFEZRHREMENIRLEZE , EREHLAERTREZHNENE,

B4 IBNERIENTAR

1. Quiesce X MongoDB JR# TE A,
2. MR MongoDB H o Rk EESHEMZRSI,

3. MBRBEIBIIMMHER  EFHAsh.shardCollection() LRI HES, MBELRETBE
EFfNESE BRI T—%.

4. YGFE5|%&EJEZE| Amazon DocumentDB £&%,
5. FEESHIEEEZ Amazon DocumentDB &£ &,
6. FEHONAERRSEHRAIEAZ Amazon DocumentDB £,
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Offline Migration Approach

VPC

Public subnet Private subnet

N

s

(D
1. Application 5. Change endpoint to

quiesces writes to Amazon DocumentDB
MongoDB source. Customer cluster Amazon DocumentDB
Source Application Cluster

3. Pre-create indexes

(optional)
>
2. Dump data and 4. Restore data
indexes with with mongorestore
mongodump Migration
Instance

E253

1£4 F3E#E A Amazon Database Migration Service (Amazon DMS). E#1TMIR MongoDB ZEZ|
Amazon DocumentDB £ HIEZTEME. AFE , TUREFLXHIFERHIR (CDC) EXREFHIE
Ho ELHEABRARERDEFENNE , BEER=RAEFEEREN—1,

ELIBNERIENTAR

1.
2.

EHRARFEEFERARBERE.

MBEETBRHMUEER | EFMsh.shardCollection( )T RIEBDFEES. MRELETEE
ETFRFINES  BHET -5,

2R 513 R E Amazon DocumentDB 5,

Bl Amazon DMS EFUHITHR , AEEAMIR MongoDB £f& %] Amazon DocumentDB £
B9 CDC,

&
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5. Amazon DMS 5 = BUHE I IE £ & %1% Amazon DocumentDB B E /G , R ARBFHNARHET
S tJ#ZE] Amazon DocumentDB & &,

Online Migration Approach

VPC

Public subnet Private subnet
3. Perform full load

and replicate with

% CDC mode.

Database
Migration
Service task

N

— -
€ - > :
@ 1. Application uses 4, Change endpoint to
source DB Amazon DocumentDB
MongoDB Customer cluster Amazon DocumentDB
Source Application Cluster

2. Pre-create indexes
(optional)

a

Migration
Instance

b

BXEA Amazon DMS TBMEZE L , 55 FAmazon Database Migration Service A F $§&
B Amazon DocumentDB Y5 B #8 Amazon Database Migration Service X ##E,

SB
Ba

BE B EMEA mongodump M mongorestore T EFHIEMIR MongoDB ZPEE# E| Amazon
DocumentDB &8, A5 , © Amazon DMS £ CDC EX T FEAREHER. BEF EAEIBEREN
ENEEIAEI TS , EERX=AEPREXNF Z,

BEIBNERIBRM TR
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FRARER

> w0 Dd

o

BN AR R EEERAIR MongoDB #&.
MR MongoDB 7 # i E S HIEM KA,
& 5|37E R E] Amazon DocumentDB £ &%,

MBHETHRIEMER  FFEHsh.shardCollection( )BT UES FES, MRELETBE
HTFXHINES  EREIT—%,

8 A B3R % R 2| Amazon DocumentDB £ &,
B2 Amazon DMS £%LLE B CDC MR MongoDB #32%] Amazon DocumentDB £&,

2 Amazon DMS S HE A EZNEOANEHERN , BRHEHNNARFLETIEINEA

Amazon DocumentDB £,

Hybrid Migration Approach

VPC

Public subnet

Private subnet

N

]

MongoDB
Source

5. Enable
replication with
. % CDC mode.
I
Database
Migration
Service task
= >
1. Application uses 6. Change endpoint to
source DB Amazon DocumentDB
Customer cluster
Application

3. Pre-create indexes

(optional)

Amazon DocumentDB
Cluster

2. Dump data and
indexes with
mongodump

SN

a

Migration
Instance

4, Restore data
with mongorestore

ﬁu

if
o)
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"‘ii?#ﬂﬂ’i_ﬁjiif EEBEHIE 2B , £ Amazon DocumentDB &R £ tlZZE S| # 2 —Ff
Eiﬁx&ﬁ’]?’*ﬁﬁo =R Amazon DocumentDB RS2 HTHANEKIE , EXMEHBELRKSIZ2L
KERIE,

BT Amazon DMS A2IEBRE| (NIEBLEHNEE ) , RULTFERTHAL R AERBXER
5lo

TERIR

MR EE MongoDB JR2—MEIZ mongo #E , HEALBEFRAELRESERFZE , BAMIL
# mongo ¥R N EIAE , LUEAIE oplog KA CDC IR

WMRIEZEM MongoDB BIARES 7 HEFHTIER , FERNENEIAERD F B =R R HE
BIAEH D FRAEIBR. JITHREEREITEQEETAEEREREHNFHZMES MR, &
AUBEE N FREEFBENT QIEBREEX — KK,

EBIRRA

&R MongoDB #IEE iR 45 B ¥& Amazon DocumentDB EE R BRATE , BAIgeEERE
HERSRRARKIEE. RFBINHNERZFIR MongoDB ZEHA R F X FHHTBMRA

( MongoDB 3.0 i E&ERA ) , MARMAREFEIFZEFLAZEF B R Amazon DocumentDB fRZR,

WRENTIBER LRE—EXR , BFELEIBUNPRRBXESR , UAZINAEFARIEFE
Ko

TR

BRI AN B BTE S OIZ1THIR MongoDB B MET S #3246 Ei=1TH) MongoDB Z3& 1T F|
T O A4S IERE, EC2 M EC2 EiE1TH) MongoDB Tk EREE K REEBFHEHEEBLSENMFMED
CIP
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Migrating from EC2 Source

VPC

Public subnet Private subnet

-

N-.-:

&7

Database
Migration
Service task

N

M

J

MongoDB Customer
Source Application

]

Migration
Instance

N

S

Amazon DocumentDB
Cluster

e

M BRI B EE MongoDB BESERFE R (VPC) ZEIMNERE, BABERELTAN
& (VPN) iE# = A 1Z Amazon Direct Connect fFRFREIEE K. BAERTLUEN Internet TR Z|
VPC , EMNZ£AEXRE , XMEEFEZRET TR,

TEEA 7B VPN EZMN A 1R E Amazon DocumentDB Y EE
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Migrating from On-Premise Source (VPN)

(\) VPC
T

Public subnet Private subnet

Internet
_________ ’ %
T rd
AN
m Database
Migration
Service task
VPN

MongoDB Customer
Source Application

Amazon DocumentDB
Cluster

A 4

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1
: Connection
I%l . i -
I 1
| |
1 1
1 1
1 1
| 1
| 1
| 1
| 1
1 1
1 1
| 1
| 1
1 1
1 1

--------- ]

Migration
Instance

TERZERRMEER Amazon Direct Connect M\ 2SR E| Amazon DocumentDB BY T
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Migrating from On-Premise Source (Direct Connect)

Public subnet Private subnet

=

Database

>
=

Migration
Service task
Direct
Connect
-
~ Cd =
MongoDB CusFom.er Amazon DocumentDB
Source Application

Cluster

Migration
Instance

ELMEBEEEBHEFEEMEA Amazon DMS =41 |, Z3E6I%MFE Amazon B Amazon VPC EC2 A
ZE1T. FIEREHEETBIRSEEFFKIZIT mongodump M mongorestore, BH , /831 Amazon
DocumentDB £ &H# VPC I D EC2 £l EETIBRER[/ALERS , ERNEAUAKARELE
I 3% DocumentDB SEE¥HYE 2,

pIRE:S

U REB RN 847 -

- WIFATES E AT RAPENEB LR,

- BIERPIEBAENEETERLEARLARFOEEER,
- WIERARFEXMEBREANTH,

ER iR =5E B ]

EMi® Amazon DocumentDB iE#itXlet |, FEERIUTEIM,
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F&

« BRERE

- BAEHIE

- BRI

« Oplog X/NFZEE

« Amazon Database Migration Service Bl &

- N REBIR

& RZR 5|

ZRINER T , mongorestore 2NN ESVERS| , EREXREBERCECH], EHRELR
BB 2Bl , £ Amazon DocumentDB FBIEZZR 5| B4k ELEF R, X2 RN RSB EEFIFEMEH R E 2
HTILH.

MR FTARNERKS| , MFEFEA mongorestore ERHKIFEN A @ L1214 --noIndexRestore i%
Ik R5 IR SR,
AR

mongodump T E 2 MR MongoDB EiEB# M HIBEN EIE S E. BEIBEH ELNATRAR
R, B A LUEE £ A mongodump JETIE INE: & 09 H 1T E L ( BIAR 4 ) RNIZE --

numParallelCollections,

mongorestore T B2 ¥ BIE L FEZEl Amazon DocumentDB SEHIfI Bk 5%, &0 LUES A
-—numInsertionWorkersPerCollection MG ML EHE B NESH TELEBRKIESEEM
ge, ALAMA Amazon DocumentDB EE 324 W E N vCPU 28 1 N ITELREFT 1A,

Amazon DocumentDB 8]+ % mongorestore TEM --oplogReplay &I,

EIABERT , mongorestore FHEBAABRHBEERTE, NREFFZFNBIEERE
Amazon DocumentDB 3:fi] , X EXMER. flN , ERXEHBETEEFTHAENRIE, IR
187 BB BT R4S IRt T2 /2 1 mongorestore #4E , BEA --stopOnError &I,

Oplog K/MAE

MongoDB ##EHE (oplog) R —fERES , HPIENBEENFIEREES R, ERTLUEENEIA
SS9 KRAIZETT db.printReplicationInfo() BEXRZESE oplog W A/NREBEHESEE,
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MREGHEANRELIRESZE , BEAEBNEEAER S LNREAEREBE K , REUATEEENMIE
TBERE (ZXiLEEEmongodumpi® 2 Amazon DMS {£5 %% ) BRI EE R , HEHAE
WEHRX, BXEZEE , 52 MongoDB X#4H ) Check the Size of the Oplog (£%& Oplog HJ X
o BT 1EF mongodump = mongorestore #HFEZH Amazon DMS £ N ES B XNHE TR A
A B B Sk B8 TE PR FE RY & /> oplog K)o

Amazon Database Migration Service Bt &

Amazon Database Migration Service i P15z 7 & MongoDB JREIE T # E| Amazon

DocumentDB EEHFTEMAH LI R, L TEHET Amazon DMS UITEL R ESTBNWEARTE

EFHAHNITIER Amazon DMS

1.
2.

212 MongoDB Rt R. BEXEZER , HZHEA MongoDB £ Amazon DMSIE,
£1% Amazon DocumentDB # 0w R, BXEZEE , BHSRMEH Amazon DMS ik,

MELBEFERGEREENEMER  BEELENIE Amazon DocumentDB SSL iEBREATF
HMERN  LEEFERAUTSERNHMN SSL UE+ M N2l im

a. A https://www.amazontrust.com/repository/SFSRootCAG2.pem HFHBRENR
“SFSROOtCAG2.pem” X, XREBEBLESRIPFTES AMIEP X4,

b. tlEEMEF RN , ERKEET , EFEHMHF CAILEH,

« Xt TF Certificate identifier (UEPHFRIREF) , B A SFSRootCAG2. pem,

« X¥F Import certificate file (5 AIEHXH) , & Choose file (EEBEXH) , RESMEIZB T
#9 SFSRoOtCAG2.pem X, EFRHITIF U XM, ERSAULS , RFMEFRIUEPS TR
1%£$E SFSRootCAG2.pem

ZDBIE— Amazon DMS E#|3=6l, EXEZEE , BSREA Amazon DMS £ HI3£4,
ZDBIE— Amazon DMS E#FSH. EXEZEE , BSRMEA Amazon DMS £5%

WFELTE  IBESFERAITBER Migrate existing data and replicate ongoing changes (iF
NEBFEHEFFEER),

FNFEETE , EBESFERAITBER Replicate data changes only ((XEHIBIIBER), BT LLE
# CDC F#artE LA S mongodump BRAEHAY ¥ i B R F — 3o MongoDB oplog 2 B &M, 7
BEERER , HREFE mongodump STRETEIE CDC FARTE 2 BRE L5 M EEETHE,
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https://docs.amazonaws.cn/dms/latest/userguide/Welcome.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Source.MongoDB.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Endpoints.html
https://www.amazontrust.com/repository/SFSRootCAG2.pem
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_ReplicationInstance.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Tasks.html
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M7 R ERER

FEHREMN D EEHTEE Amazon DocumentDB EH|HERBER EREHTEBZNEIRNENTE,
Ao R EHTIBNN NN RBZERZEREEPA L EM 2 A EABSENE, XfERSSEEE
EBEETRENZTRE, ERMANRE | FSXFEEND 5 oplog EXR,

UTREBDFEFHNEZRN —EERERD .
* 125217 mongodump /S 31 Amazon DMS EBEF 28l , YINERAS R EBRHEESIHERFMELER
HITHEBTR. BXEZELR |, HSU MongoDB X #4##) Disable the Balancer (2 F15#28).

- WMREFER Amazon DMS E5IHE , BEETEBRES 2 ES N9 H LiE1T
#ZcleanupOrphaned@i®,. MREFREITHG S , WESTHESRINHEEMAM IDs, BEE
B, L zatugavrntiE, BXEZER , H5E MongoDB XA # cleanupOrphaned.

« MREHFEA mongodump TEHEBEHE , WN A2 HIZ1T— mongodump #HiE, HITEKEAY
FEURFEESNMNIBRSBREARERS FE MR,

- WMRIEFEH Amazon Database Migration Service E#IE#E , MSA RSN D H IR —NRERLHT
Ro ARANETBNBND AETED —NEBES. ETENENF ETEZSESNEFEHRE
RARERSIBMEE,

BN i

FERE K I EB EIN K Amazon DocumentDB 85 |, BEXNEEFHNTIR THEME ., BT Amazon
CloudWatch /R KIE 2R M BE R B E FI BT MongoDB IR BN HEIFHE,

IS LA <8 Amazon DocumentDB 3845 :

- MBELE
- BEARHE
- EIEHE
- BIAEE

BEXEZER |, BESH %1 Amazon DocumentDB,

PEREM it o7
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KRB N

IUE R 2R 1E Amazon DocumentDB A EBEHHRNITHIREHBEEZNTRAMESR, EEEH
A L B3 Amazon DocumentDB EE MW F I AU ER | BEEHTEH L | EBRREFESE FWAME
BiRE,

8] BUEE M Amazon CLIYT failover-db-cluster BERBH AU ER, EXEZELR , B3
S £ failover-db-cluster’@¥# Amazon DocumentDB 4, Amazon CLI

s/—,‘\
Emﬁh\

&2 Amazon Database Migration Service A5 R T £ :

o A S% DocumentDB #E9 B #& Amazon Database Migration Service
« J&Z : M MongoDB F# % Amazon DocumentDB

#1780 F M : M MongoDB E# %] Amazon DocumentDB
AEBTHFMERENETRMNSE , HBEIEM MongoDB #IEEITHE| Amazon DocumentDB,

THEZE T EHEM MongoDB $3EFE X% F Amazon DocumentDB B8 ¥ % R BLIE S &R,

- SR REMNYEER
- FR2: BEWIE

- SIR3: IBHE

- R4 BERIE

- PS5 NAEFEIE

S REMNIDEER

I &% DocumentDB & Apache 2.0 FFJ& MongoDB 3.6, 4.0 #1 5.0 #1T3XH, APIsEL , B LAE
Amazon DocumentDB H{EF#EH MongoDB Ezhi2F, MARBFNITE  RERLERRFTME
fATE X
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https://docs.amazonaws.cn/cli/latest/reference/rds/failover-db-cluster.html
https://docs.amazonaws.cn/dms/latest/userguide/target.docdb.html
https://docs.amazonaws.cn/dms/latest/userguide/target.docdb.tutorial.html
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F—FLRRENAEFTE MongoDB BiEE EERNZEAFMRSINFZRAMUKREE Amazon
DocumentDB RV AT AMY , H THREM 2 BHNINEEE R,

5/ Amazon DocumentDB RAMH T E* AR A NN ARFEEERATREFEA TEATRTIENZE
. T En L% MongoDB ﬁ&ﬁﬁﬂﬁ“%ﬁ BEXGHNARERRD , MEHAEXTIZIFZETHN
HRE. MREXNEATTAZEFNZERS , WEESANARFUABT N EERN,

EREIREFFHM MongoDB 2B &F 5 X #F#Amazon DocumentDB iz EFHFRAM , FHITUT
B’E.

git clone https://github.com/awslabs/amazon-documentdb-tools.git

cd amazon-documentdb-tools/compat-tool/

python3 compat.py --version <Amazon DocumentDB version> --directory <mongodb logfiles/
source code>

BXEZELR , iS5 £ Amazon Document APIs DB X # MongoDB, EEMBIERA,
* 3k Amazon& B X #,

ReIFRAEM

Ol LAE A Amazon DocumentDB &5 TE* | TMEEMEHA T Amazon DocumentDB T XX Y {E47]
Fo|EH, KT EEEEZIRBIEESLIEEESIE L.

Ak, BEAEEMEH --dump-indexes BRI ERSIE LR —NE FF, ARBMER --show-
issues BULUETH T E , fHUH B FUKRETHRBENES,

SHE5|

git clone https://github.com/awslabs/amazon-documentdb-tools.git

sudo pip install -r amazon-documentdb-tools/index-tool/requirements.txt

mkdir <directory to dump index definitions>

python3 migrationtools/documentdb_index_tool.py --dump-indexes --dir <directory> --uri
<source-mongodb-uri>

RERBRIRBENRSG

python3 migrationtools/documentdb_index_tool.py --show-issues --dir <dumped-index-
definitions-directory>
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https://github.com/awslabs/amazon-documentdb-tools/tree/master/compat-tool
https://github.com/awslabs/amazon-documentdb-tools/tree/master/index-tool
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MREDER TEATIFHREIRE , MSBTERNARFREEERE | LB EATRENR
5lo

£ X Amazon DocumentDB FXFHNRSIKBNEMNEZER |, BHSH R MESIEM URWMATE
Amazon DocumentDB Lt 4&#1% 5],

* 3£ AmazonE A %,
EEER

BEF 5 MongoDB Z BV INEEE F URATBER,

S, 2 B

B33 £ Amazon DocumentDB Liz{TNARFRENNHEAKF TSI , NN ZhEe
MERE, B BEEEE Amazon DocumentDB B HRIEFRHIERHFATM R, Hlw | B LAER
mongodump # mongorestore T EMIR MongoDB £ #I|$#E,

Zhaem st

£13 Amazon DocumentDB £ ( {52 612 Amazon DocumentDB 52 ) #5217 AR F R INAE
MAEH , BIFREMENAREF IERAPSEE Amazon DocumentDB E4REE T 51E1T,

PEREM it

DR F L= TESESMN TESRE , X Amazon DocumentDB LiE4TH B AR F SR RN X EH
BHATHRENS  NEFRERDRRIERER, MAITEARUIESHEE , IMBERT E Amazon
DocumentDB &8, BXEZEL , TSR e MG RFI AR HTHESRMYT E Amazon
DocumentDB £ &%,

B AR EFAKFIZEERIFE Amazon DocumentDB SEBM K/ , SURBREN M. BXES
B8, B EHXNEAE REXEK,

R M I

BO e EEME N AR F AR Amazon DocumentDB =T RER., T AAREBR ST &R
I ET SMBER , UREIAT SN ESSHEER. XEBTEBIANARFN XLEHMEME, BX
EZEER ,BS5H IEHEER,

ETHBNARFNAZNREURNAERAEXERE | 5 EH Amazon DocumentDB #j%E5#
MR EEF.
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https://www.amazonaws.cn/blogs/database/how-to-index-on-amazon-documentdb-with-mongodb-compatibility/
https://www.amazonaws.cn/blogs/database/how-to-index-on-amazon-documentdb-with-mongodb-compatibility/
https://www.amazonaws.cn/blogs/database/building-resilient-applications-with-amazon-documentdb-with-mongodb-compatibility-part-2-exception-handling/
https://www.amazonaws.cn/blogs/database/building-resilient-applications-with-amazon-documentdb-with-mongodb-compatibility-part-2-exception-handling/
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® Note
8B FHET LLERTE Amazon DocumentDB it T¥Ef1%k

S 3 TBHE

BIh# TSR |, B HIETREE Amazon DocumentDB, BRITHWAZHEFLFHELIBTLIT
BRERTIBEBE,

ELITR

FERELZIE S ZE , SULLEREEESJL GB R TB WEHIET B E Amazon DocumentDB , {E#1A
BJLFRE, BXREZEE , 55 Amazon Database Migration Service (Amazon DMS),

MEEM MongoDB $IEETE , Nl Amazon DMS AJ LAEAFE AR H EH EEHTHER,

Bk step-by-stepiiiz , HSRFEAEL S AT E Amazon DocumentDB,

HEE 730 (Amazon Database Migration Service FF#8/) F B H Amazon DocumentDB 1E
3 Amazon Database Migration Servicefd B #5845 -

FEIFEMNJLA Amazon DMS :

« DB FHITEZ TB WEIEER Amazon DMS , FHARIARETELRIE , BRRBRIAER
T ,DMS BN RIENESHMRERELEN , Ak IBREALERK, ENRABREEETIBNTSM
HIEE |, aJLAEA Amazon DMSHH 43 ERThEE,
BXAFEHA D BRNE ZFMEE Amazon DMS |, FSHE FH B 219 B8 Amazon DMS,

- DMS £k E  EMRBFEIBRERE , FEILESEN DMS 241,

BLiIe

B&IBRBBEITREE Amazon DocumentDB MRIEER X, XA EETERTF POCs MATFIER
HB AT RES BB A BN TER .

B X step-by-stepiii2 , HFSRFERABEL S EM MongoDB FEB FIL 5 # DocumentDB,
SB 4 BRI

BIERINIEE , BRIEHBENEBEUIIESEE, £ Amazon DMS IBEZEHIA L | B
FEBHBIEREIR. BXEZER , BFSHRBRIETIBHE,
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https://www.amazonaws.cn/dms/
https://www.amazonaws.cn/blogs/database/migrating-to-amazon-documentdb-with-the-online-method/
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Target.DocumentDB.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Target.DocumentDB.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_ReplicationInstance.Types.html
https://docs.amazonaws.cn/database/migrating-to-amazon-documentdb-with-the-online-method/
https://www.amazonaws.cn/blogs/database/migrate-from-mongodb-to-amazon-documentdb-using-the-offline-method/
https://catalog.us-east-1.prod.workshops.aws/workshops/464d6c17-9faa-4fef-ac9f-dd49610174d3/en-US/migration/dms/checkdata
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A LAUE A Amazon DocumentDB DataDiffer T B *3RI6 iR 4E i A B 518 w2 B B 3B — Bhid,
* 3E AmazonE 5 X,

SB|5: NARFIE
XS RENNARFNBIEREZFRS , UEA Amazon DocumentDB £ &,

B XRIEREEF Amazon DocumentDB WEZEE | SR /BN IR EE# 2] Amazon DocumentDB,

HELITR

SESERIFEMESTHRE , Amazon DMS L2 1F 3 1TH E M E R B E #1Z2) Amazon
DocumentDB, EXEXMBBRIELES , BT EAEI#ZE] Amazon DocumentDB,

BLITH
EREMEMSRAMBRERIERES | 575835 Amazon DocumentDB,
H fth 23 R

AT R— T A FEBNINAR :

i : %2 Amazon DocumentDB Y& {E KB
5% : Amazon DocumentDB AWM R = AT
« H{hXAREF : Amazon DocumentDB T E*

- ERF XEIERE . TBE Amazon DocumentDB

L[]
FNE‘
H

.
0
S:’ﬁ

* 3E AmazonE A %,

Hip R
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https://github.com/awslabs/amazon-documentdb-tools/tree/master/migration/data-differ
https://www.youtube.com/watch?v=LC35TxWv5fw
https://www.youtube.com/watch?v=PsHXnWBUU-g
https://github.com/awslabs/amazon-documentdb-tools
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Amazon DocumentDB = iR 2S5t ith F 4%

BEEZF ZHBNRE , Amazon DocumentDB F & # HEIREE S| ZBIVFTARA, & 0] BLUEER 10T A
KAt A HKIEH Amazon DocumentDB & & E F R4,

B &l , Amazon DocumentDB X#EF=FE/ZA : Amazon DocumentDB 3.6, 4.0 1 5.0, &7 LAX &
HBBEERITEREFR AR (MVU) , ARMREBIXLEERHNIKER, FEZENRE , HEUTUELHE
SR THREFEREHONFARF. IIEEEATIRE Amazon DocumentDB 5.0 PR A i [X 5 FR 1R 43,

/A Important
EERAF AR EE |, £/ Amazon DocumentDB £ A H , A BEMERNELAZ R
B, ARARE , BTEEE, SRREAEH, TRAEHNAREINETERE , X&
HERTFEES., R, BEENEFNHE . BIMNESEELNETE D HRSERFAERNR

HRMITHR. —BENERCAHAR  BXEFZEFERILIRAE | BRI SUEERR AL
RERIE R 2SR A

F&

« MVU Fo iR H1 R &l

- EMREFBARNARITHE

o HATEMRA R i F R

« Amazon DocumentDB 3.6/4.0 Fl 5.0 E A HKE & 5% Amazon DocumentDB 5.0 £ 2 B E R
o ERMAER M F R FEHERR

MVU 5 R 544 H1 BR i

AT REMRAT I F R TRFAMPBRE , EHRATARE , BAIEER T HIX L FRFMF MR F 57
1473

o LHIFEE — Amazon DocumentDB 4.0/5.0 X35 r4.* £, A THREFIRAFM AR |, BFF r4.*
SEGHE SR 5. £, iES 15K Amazon DocumentDB Sl T EZELR, F5H FTRXE L&
HISEHIZE LA T B E T Amazon DocumentDB 5| ZERRANHY = X 153241,

o Xl OS #M T - EMRMAMMAREERHTVIRERSE (OS) M TFHRET E, EHREMMHAR A,
BEX EHI S A FEHITH OS £ R1E, BXREZEER |, SR Amazon DocumentDB #1ER S
E#.

MVU SRS A R 203



Amazon DocumentDB FEANGIER

® Note
ERERRAT , IREBEFETHERREIZAT |, W6 OS 4T AR, EHENFAK
5l OS *h T UK BEEHITERAR AR ZH , BAREEENASHRSIZMINT . BSEAX
SRR 5| ZRAEHMITH T Eff.

« 1£T3k18 Amazon DocumentDB 5.0 K9 [X 1315 7T {2 {4 F AR AS 5 it TR

« YE7 BARARZAHY Amazon DocumentDB 4.0 73 # = MRS T it F 4o

« M Amazon DocumentDB 4.0 7t , TEXEFRAFEHR LI, MREM Amazon DocumentDB 3.6
AEZE 50, MAFEIE, BEMUERE NAFE | ARREH#ITHH MVU,

« Amazon DocumentDB £ 3KEEBF M £ FF £ B ol A X FHFERA R it A R

® Note

EAREHSREE  BMNEREEFRBRENHEIEE  NEHEXRIXKEGHEE  JKX
(X ) BERTERERAR , RAEBIUTAHARNEFCELBEHE . FHERNER
RINEBERURBECAHERNRESR. BEE , EENEAREEES FBEIEHRM
MBI , TRE 10 BT, BXNAEMBRIINERFEBRFBBBFENEASE
#2Z® M Amazon DocumentDB £ &R FMIBREEE,

- MREBERAKBMNES| (>3,000) H B IEFE A ZREHRESEHI ( HII0 t3.medium = t4g.medium ) £
BT, WESTREEHT BRERMES (Bl , ED 5large ) , AEEEFIHTRE 2B ARFR
TERER AR, EREFIBHARTRG , BRAILUEGR R EFI K. B db.t3 M db.t4g KHIE
HERERAREARTE IBNEAESI , FSHATE

e Bits MVU FF 30 R A% 3|
db.t4g.medium 3K
db.t3.medium 10K

F MR ARt FH R AV E R T

F&
o (M S BT AY SERF I i S MR A B 3t R
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o ERRAFRIME A LB B
o ERAF IR
o EREFMARSE

{5 F 52 P2 0T R SR B st 3 AR A 7oA 3t 4%

1.

ENAERAFR AL , RINBWEAREREDGECIBEEIRERN =E, RIESERZERH L
HEAHRE  BUNEREANSNEERERBARTLEREFEEEE,. EXERENESZE
B &2 m=M# Amazon DocumentDB & &%,
EFEXNMAEITERERAR M ARATEEROEE , B REERNSAITHS BiRESITE,

RN LT AR Amazon DocumentDB 5.0 £ R B FEEMINEER , LUEER—)
BWMEETT.

FERRAFL s F+ R BT 2 B

1.

HEZF—TMRARBNEHSHRA

X H 5| B AEA Amazon DocumentDB BRIANEFHSHAH , TSI ZBRACEZEBCHBEENE
BSHUA,

IR &SRB Amazon DocumentDB &S HAEN ALIE RN —2 0 , NEMRAFRHLFE B 5
EN B ZEHUENAFNSEHA,

RIS B B 10 50 R S FNBR HET 4 Fr 32 B B9 F MRAS T 3 T+ o R & A

BB FHIRER,

EARE , ARHEEBEFEFNRR, BAREEARIEZACIZECHFHIREKE, F
SHEBFHEFRR.

® Note
ERAFRBAREEKE , ARLRURNEHRET2BHMER. ABXMREERE
HEEAN , ERT2REEMER, —BECLBNBCHERARKY , BRATSUERE

b BR 1t PR BR

REBE & Npreupgrade-<name>-<version>-<timestamp>,

52 P 52 B 3T 9 SR BE M i AR AN B 3t R 205
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Q, Filter snapshots ‘ 1 (5]

Snapshot identifier A Cluster identifier v | Snapshot creation time ¥ | Status v Progress v VPC v Type
preupgrade-example-cluster-3-6-0-to-5-0-0-2023-08-31-17-41 example-cluster 8/31/2023, 12:45:58 PM . @ available Completed vpc-02c0445... manua L

rds:preupgrade-example-cluster-3-6-0-to-5-0-0-2023-08-31-17-41 example-cluster 8/31/2023, 12:45:58 PM . @ available Completed vpc-02c0445.. automated

4. BELERBEXNENEEFLHEEMAER AR,

MRECEHREBHEBREET —MMPEOPRNAT , NERAFMEARITIFEZRSE LT
W BEAUUE CLI FEFE, fRAEITdescribe-db-clustersi SRR EREBCLLHE
TR E AR TR -

aws docdb describe-db-cluster \
--region us-east-1 \
--db-cluster-identifier mydocdbcluster

£ LEEWRGIG | FE8 A user input placeholderBi NERMNEL,
ZHSRE TR S

"PendingModifiedValues": {
"EngineVersion": "5.0.0"

1,

5. EEREFFEHRFEASZEHITZRREZT , UEMEARTITRI A sEZE RN ERAR AL G
HER, RINEEAMERHE MAPWEFIHITRE , UEFAITTEREAREARNZTHE. B
XEZELR |, 5S W =¥ Amazon DocumentDB &%,

6. MR E—SMIy , BREEEFTERH LHITERERMEF R

= RR A< 4 3t 4 HA (8]

BB AEREN SHREZIRAIREAREE, ARTHE , ERBEBEFEREEFERE
EAREMH, ZARBEARENINMEHAMEMEHERT Amazon DocumentDB 12| & R EFFIE
RENSHNRE D, EEFRSEEMN EEARZKTA

M CLI /| #8A[LliEfTaws docdb create-event-subscription REIEEH#H Biz1T aws
docdb describe-events AUE#E#HE, BIETA N ERSEHMNEHBEAIRERK Amazon SNS
ERBE B FEp, HIXHENMEMAXNFBEBANBER. BXELZEER , B2# 175 Amazon
DocumentDB 4,

FRRAS R 1t F+ 4R A ) 206


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/docdb/describe-db-clusters.html
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FRARER

FHR AR E AT A RE KA TS

FHRFT

FRBATH
 EERES,
FRHATH
FRHATH
BREERTIEREEAR.

EERIEFAREIIRER [preupgrade-<cluster-name>-<timestamp>]

EEARBE AR
IEEFRFDBEER,

EfBERFE LS RETAATR

Events (44)

Q Filter events ‘ {1 2 3 456 7 8 9> &
Source r'y Type v ‘ Time v | Message v
example-cluster db-instance 8/31/2023, 9:10:31 AM UTC-5 DB instance created
example-cluster db-cluster 8/31/2023, 12:41:37 PM UTC-5 Database cluster engine version upgrade started
example-cluster db-cluster 8/31/2023, 12:44:44 PM UTC-5 Upgrade in progress: Performing online pre-upgrade checks.
example-cluster db-cluster 8/31/2023, 12:45:35 PM UTC-5 Upgrade in progress: Performing offline pre-upgrade checks.
example-cluster db-cluster 8/31/2023, 12:45:58 PM UTC-5 Upgrade in progress: Creating pre-upgrade snapshot [preupgrade-example-cluster-3-6-0-to-5-0-0-2023-08-31...

£ Amazon CLI , fRAILAE{Tdescribe-eventsin B REBEREHE :

aws docdb describe-events

--source-identifier mydocdbcluster

--source-type db-cluster

£ EEN RIS | F8 A Nuser input placeholderBit NEBRNWEE.,

2 BAFIRE A T

"Events": [

{

"Sourceldentifier": "mydocdbcluster",
"SourceType": "db-cluster",
"Message": "Database cluster engine version upgrade started."
"EventCategories": [
"maintenance"
1,
"Date": "2023-07-11T23:20:32.444000+00:00",

FRRAS R 1t F+ 4R A )
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/docdb/describe-events.html
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"SourceArn": "arn:aws:rds:us-east-l:xxxx:cluster:mycluster"
}
]
}
FERRA T TR

3¥F Amazon DocumentDB 3.6 , [MEERMIFE |, LXK &£ 2 M Amazon DocumentDB 3.6 F 4%
2 Amazon DocumentDB 5.0 , I A 2# 12 # Amazon DocumentDB 5.0 £8, HSHEXEHR
Amazon DocumentDB 5.0 ££8 5% Amazon DocumentDB 5.0 £& 2 B Z R 5,

ERE MVU EREFHHRRR , U EFEREINARGHRES, —BEREREARTAK , B3
REHEMIRE, AEFIRBEREWEERN , ERM T2 REEMEA.

EfEHA S Amazon DocumentDB 5.0 A<V TheE , AINBFFIRFRENE , BRIVEEZNERIERF
WA F+ 4% 2 MongoDB 5.0 API g2, HEXEZEE |, 52 Amazon DocumentDB 5.0 FE A H A
& 7 #% Amazon DocumentDB 5.0 Zh&EFI &,

/A Important

PATR ERA AR (MVU) /& , Amazon DocumentDB 5.0 £E I BN EFE R RS THIE |
BIEESI ZR U BEALERRITITR. Amazon DocumentDB $£8 TR E M AENER
SITBEEMITESIREREME. BF , X—IBFE/LIHATR , EUERIFEKER
MZA , ERERTER LNERSIBE, £tk MVU ZFIER. HEERSE L/E
TV B/ NDEASBREHAIRELPIHER LNRSI ABFEITELRE, RitERETARTERE , B
T8I Amazon DocumentDB 5.0 &£ E MR BTN B EREEBH THEER,

Lo, Btk MVU ERJE , ATANESURBIERRHIERIE 3 /Nt A,
MRERIXFPIGETHERE TR MVU ZFFEEI RN, B8R Amazon XiFA

=
Do

2EMIXFA LB Amazon DocumentDB 5.0 28 | R —YIRTAHIZ 1T

AT EMRA R F

Using the Amazon Web Services Management Console

E A Amazon Web Services Management Consolef\ 1T £ AR A< 7 ith F+ 4% -
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1. &3 Amazon Web Services Management Console# TF Amazo
2. EEERY , &BREH  2ERE, ARRHEKR.

n DocumentDB #2414 .

clusters (1) © Goup s o=

Q, Filter Resources ‘

= El  Cluster identifier a4 | Role v | Engineversion v | Region& AZ v | status ¥
O [&] example-cluster Regional cluster 3.6.0 us-east-1 @ available
O example-cluster Replica instance 3.6.0 us-east-1c @ available
O example-cluster2 Primary instance 36.0 us-east-1d @ available
O example-cluster3 Replica instance 3.6.0 us-east-1c @ available

Stop

| Modify

Instance health | ¢ Delete
Reboot
Add instances
Failover

™ Take snapshot

Restore to point in time

3. EEFHABRBTNERERTTEES , MEIBRATHKERiEEF

Cluster specifications

Cluster identifier Info
Specify a unique cluster identifier.

Disable deletion protection

Create clone

B R BIREMRA (5.0.0)0

example-cluster

Engine version

‘ 5.00

v

VPC security groups
A security group acts as a virtual firewall for your instance to control inbound and outbound traffic.

Select VPC security groups

v

‘ default (VPC) X

Mew master password Info Confirm password Info

Password must be at least eight characters long
and cannot contain a / (slash), * (double quote) or
@ (at symbol).

4. HEEFREUMHD , EREENFHESHA (default.docdb5.0) A B E NS KA.
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Cluster options

Port

TCP/IP port that is used to connect to the cluster.

| 27017

Cluster parameter group

| default.docdb5.0

][]

@ To create a new custom parameter group, please go to the Parameter group

page, create your new custom parameter group and re-initiate the in-place

Major Version Upgrade process.

5. —HZE® , BE TR HFEFHE,
6. EZRHBR WD , ARENERZHITX  MANARET - EFEOPNA,

MR EEE Modify cluster (15 R & &)

Modify cluster: example-cluster

Summary of modifications

You are about to submit the following modifications. Only values that will change are displayed. Carefully verify your changes and click

Modify cluster.

Attribute

Cluster parameter group

Engine version

Current value

default.docdb3.6

New value

default.docdb5.0

5.0.0

Scheduling of modifications

When to apply modifications

© Apply during the next scheduled maintenance window

Current maintenance window: fri:09:03-fri:09:33

O Apply immediately

The modifications in this request and any pending modifications will be asynchronously applied as
soon as possible, regardless of the maintenance window setting for this database instance.

Modifications will not be applied immediately

Maodifications will be applied during the next scheduled maintenance window (fri:08:03-fri:09:33). To apply these
madifications immediately, choose "Apply immediately” above.

Cancel Modify cluster

7. HEBRXRP , ETENEFEEARMTRES

Clusters (1)

Q, Filter Resources

O [E  Cluster identifier
[=] example-cluster
example-cluster

example-cluster2

Oo o o o

example-clusterd

Role

Regional cluster

Replica instance

Primary instance

Replica instance

Engine version v ‘ Region & AZ
3.6.0 us-east-1
3.6.0 us-east-1c
3.6.0 us-east-1d
3.6.0 us-east-Tc

v

@O Group Resources

Status v

@ upgrading...

@ upgrading...
@ upgrading...

@ upgrading...

Instance health

CPU

14.96%

13.54%

14.45%

Current activity

110 Connectic

110 Connectic

110 Connectic

3
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Using the Amazon CLI

RS AEMESI BT Mallow-major-version-upgradetr& & modify -db-

clusterfin$ :

aws docdb modify-db-cluster \
--db-cluster-identifier mydocdbcluster \
--allow-major-version-upgrade \
--engine-version 5.0.0 \
--apply-immediately \
--cluster-parameter-group mydocdbparametergroup \
--region us-east-1

E LENRGIS | FE8 N user input placeholderB NnEHNER,

Amazon DocumentDB 3.6/4.0 E| 5.0 E A &K EEE$ Amazon
DocumentDB 5.0 EE 7 BN ER

o ERARARRESHREFE LHNFEB KRS, 88 Amazon DocumentDB 5.0 , {1IES T R5|4
PRNRRESEABEERE  FIENTERERRS, I —BROKEERR | RIMNBIE MVU K
WEREEM reindex T EMAERS. EFCIERSIFTRLEN , XEFHRIAAN /10, BEXE
ZER , BSRAFEAESI4YF relndexo

« ZRBERFEXRN FUHLEE
- WMREHFHITH B Amazon DocumentDB 3.6 , N EfF 4 & Amazon DocumentDB 3.6 FX 4R
TH. WEMERMNRTF FXRF TR ( Hli0 Long, Double, Decimal128) ., flin ,

£ Amazon DocumentDB 3.6 A {a: {b: {NumberLong(1)}} A% F {a: {b: 1}} , Mm%
Amazon DocumentDB 4.0 RESRAR |, T e MEAEEHRITHER,

o XFF IR LB ITHNIFET Amazon DocumentDB 3.6 F{E FH ERRAFh b FH R M 3.6 RAFHEK
M3kA Amazon DocumentDB 5.0 &, XF&EH FHEIZH Amazon DocumentDB 5.0 &
B,

@ Note

£ < Amazon DocumentDB 3.6/4.0 1 Amazon DocumentDB 5.0 Z B IhgEEZERMFIR |, &
2%, Amazon DocumentDB 5 MongoDB #& &M

Amazon DocumentDB 3.6/4.0 & 5.0 B AR &8 5% Amazon DocumentDB 5.0 5£8 2 BN ZEF 211
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= MRS 3 FH R SR HEBR

s BERMERT , EREFRARFZHARER , ARAARBHERNRE — NS TRS. KT
R EDRFER —NEM | BIEEERFL T L EAGIRS : DocumentDB &AL T ERAARTEK
WTERAVIRE, " AT, BRZERR Amazon X IEFH AT FEHERR F ER = IR T R SR AT LALK
SWBERAEN TERR. EEMEAZANERLT , IRARSEBEITRE , FEKR Amazon X
R F R B

« AUWTERBREERAALE , EREITBERFIIRESTHE , ARGNEFTELEERNEAHN
IR RE T M CPU EA R S EE, MREFEEIMETRED 2 et , BERR Amazon X
BAR.
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A H L IE I S #h RSB IR EE £ 8F Amazon Database
Migration Service

/A Important

I 5% DocumentDB Ky Z3F 4 @A H 5 MongoDB A& , MongoDB Ay &t 8 &R & A F I I #h
Docum end-of-life entDB, B #1;% 8 I L% DocumentDB 3.6 KIitXl , &I A # MongoDB 3.6
KZEF,. NARFNIEN#L5T 3% DocumentDB BL& A, end-of-life

& ] LAGE S 488 Amazon DocumentDB EEARBIESHIARAS |, ERT & KR E > EHLeT [,
Amazon DMS Amazon DMS 2 -T2 EEMNRS , AT AR M\ IBH Amazon DocumentDB kR
AR, RERBIBEMIEXRRZRBIEE TR INEH B #5 Amazon DocumentDB £,

HY
[

- SR1:. BRZEER
- SR2: BREERRBHR
$B 3 EBENREI
S8 4 : 812 Amazon DMS £ #3£ 4l
- ST 5 : 8l Amazon DMS JFLIRT X
$% 6 : Bl Amazon DMS B &K iwT &
- FR7 BEHEZTEBES

« ] 8 FNARERFIKSENNEFR Amazon DocumentDB £ &

TR GRAZTER

ERAREHFHEENEIERE , Amazon DMS EEHREFHMNEER. Amazon DocumentDB 7F
B REEEENESTEEEPRENZEREIRFEINERS4FS. BEMNEERPIEER , 7
LA Amazon DMS #1TZEE#IERIK (CDC) , HFHEEFEH N A T B #5 Amazon DocumentDB £,

ERNRBERREELNMEESBEAZTER , BHEA mongo Shell X1 #&# Amazon DocumentDB S8
TEHRIEARITUTSGS

db.adminCommand({modifyChangeStreams: 1,
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database: "db_name",
collection: "",
enable: true});

S 2 BREERREHIR

BTk, RECHFEETERTRETESHANNERERETERREH. flw , WREMITEH
Amazon DMS #J Amazon DocumentDB & T HFE 12 NMIeT , MAFESRAERBERERN KT
12 /MEtEI{E. Amazon DocumentDB & EIAMRE EA N =/ ot B A LUEMA Amazon Web Services
Management Console ¥ Amazon DocumentDB S &Y & Ui H ZR B RIS N — MBI ERZ
B, Amazon CLIEXEZF¥MER , FSRERXEERAERSEZH,

HIR 3 EBENZES

£ 819 B #% Amazon DocumentDB &8 F 813 58 Amazon DocumentDB & HEEMN KRG, REE
Amazon DMS RIS EEHIEN TR , B EBEREl, EXBERS| , i5FEH Amazon DocumentDB

#5| TEMIR Amazon DocumentDB &8 S H 5|, &7 LU 82 Amazon DocumentDB T E
GitHub 7% FE B e PR R 5t 2 BB P 9 5 BA AT IR VERIREUZ T &, README . md & Al AM I 53 EC2 3K

IR 521 I I i%h ST A4 R IE EE £ 8412 1T £ Bl — Amazon VPC #HY Amazon Cloud9 IRERIEITIZT
=

=<0

FELUTREIF | HE8A user input placeholder B RIEEHCHEELR,

AT 2 MIERYIR Amazon DocumentDB &8 hitiE & 5| :

python migrationtools/documentdb_index_tool.py --dump-indexes

--uri mongodb://sample-user:user-password@sample-source-cluster.node.us-

east 1.docdb.amazonaws.com:27017/?tls=true&tlsCAFile=global-
bundle.pem&replicaSet=rs0&readPreference=secondaryPreferred&retryWrites=false’
--dir ~/index.js/

2020-02-11 21:51:23,245: Successfully authenticated to database: admin2020-02-11
21:46:50,432: Successfully connected to instance docdb-40-xx.cluster-XXXXXXxx.us-
east-1.docdb.amazonaws.com:27017

2020-02-11 21:46:50,432: Retrieving indexes from server...2020-02-11 21:46:50,440:
Completed writing index metadata to local folder: /home/ec2-user/index.js/

RIS HES| G, BNA[ 7 B 5 Amazon DocumentDB & H R RixLERS|, EXRREEL—Fh
TS HMES| , EEH Amazon DocumentDB &5 TE, U TaSRMIEE B FIEFE B $r Amazon
DocumentDB &+ 5,
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python migrationtools/documentdb_index_tool.py --restore-indexes

--uri mongodb://sample-user:user-password@sample-destination-
cluster.node.us-east 1.docdb.amazonaws.com:27017/?tls=true&tlsCAFile=global-
bundle.pem&replicaSet=rs0&readPreference=secondaryPreferred&retryWrites=false'
--dir ~/index.js/

2020-02-11 21:51:23,245: Successfully authenticated to database: admin2020-02-11
21:51:23,245: Successfully connected to instance docdb-50-xx.cluster-xxxxxxxx.us-
east-1.docdb.amazonaws.com:27017

2020-02-11 21:51:23,264: testdb.coll: added index: _id

EWAEREEWERZES| , A mongo Shell EZEEIE /Y B 47 Amazon DocumentDB &8 |, H 51
LKEEENERLl, ZAIUTHRE :

mongo --ssl
--host docdb-xx-xx.cluster-xxxxxxxx.us-east-1.docdb.amazonaws.com:27017
--ssl1CAFile rds-ca-2019-root.pem --username documentdb --password documentdb

db.coll.getIndexes()

S8 4 : 6] Amazon DMS & &34

Amazon DMS £ #I3EHIE #E#R Amazon DocumentDB 8 H MNP iEIHE A FEBEALZNE
¥r Amazon DocumentDB £#. Amazon DMS & #I£ 51l AT HE E NEF CDC BE, AEPH X
WEBEEENTFR, B, AKESFURESES»EHIHUE L, BEEFESNAEXHELBEARME,
EBHBER  EFEFEFRNEZRIEERSEH , LBRENMBEFRERS,

E 0 Amazon DMS EHISEHI | FHAITHA TR

1. #TF#% Amazon DMS A&,
2. ESMERP , EFEHEH,
3. %% Create replication instance (BIEE HIEHl) , HBAUTER :

T Name (B ) , WMABEENEM,. Bl , docdb36todocdbs0,

« XJF Description (#iR) , W ASHHHEIR, X T listitem , Amazon DocumentDB 3.6 £
Amazon DocumentDB 4.0 K& #3241,

FFEFIER | FREFEEREKXD,
N FEIZRA | EHiEFE3.4.1.

S 4 : 812 Amazon DMS & #5241 215


https://console.amazonaws.cn/dms/v2

Amazon DocumentDB FEARIERE
« XtF Amazon VPC , HixEFEHUREEF B & Amazon DocumentDB & #) Amazon VPC,

- ¥TESEFM# (GB) , BEAMIAE S0 GB, MRITEABNEATHERS , FEMLE
LA B S8 BY THE SRR

s WTFZUAX , MREFESTAMNANERE  BERER.
« XF Publicly accessible (AFFi41HE) |, /8 A LED,

S 4 : 812 Amazon DMS & #5241 216
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Replication instance configuration

Marme
The name must be unigue among all of your replication instances in the current region.

| docdb36todocdbdd |

Replication instance name must not start with a numeric valus

Description

| Amazon DocumentDB v3.6 to Amazon DecumentDB w4.0 replicatio |

The description must only have unicode letters, digits, whitespace, or one of these symbols: _-/=+-@. 1000
maximum character.

Instance class Info
Choose an appropriate instance class for your replication needs. Each instance class provides differing levels of
compute, natwork and memory capacity. DMS pricing [

dms.cd dzlarge
16wCPUs 30 GIB Memory

' |

D Include previous-generation instance classes

Ergine version
Choose an DMS versien to run on your replication instance. DMS versions [4

| 3.4.1 (Beta) v

@0 Include Beta DMS versions

Allocated storage (GIB)

Chaoese the amount of storage space you want for your replication instance. D5 usas this storage for
log files and cached transactions while replication tasks are In progress.

50 |

VPC

Choose an Amazon Virtual Private Cloud (WPC) where your replication instance should run.

| vpe-2bf12540 v |

Multi AZ
If you choose this option, DMS will perform a multi-AZ deployment,
with a primary instance in ene avallability zone (AZ) and a standby Instance
in another AZ. This configuration provides a highly available, fault-tolerant
replication environment. Billing is based on DMS pricing [

Publicly accessible
If you choose this option, DS will assign a public IF address to your
replication instance, and you'll be able to connect to databases outside of
your Amazon VPG

4. EEGIEEHIKA,
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FI8 5 : 4] Amazon DMS JRRixT =

JR& 3 = AT R Amazon DocumentDB £E,
BIERiRm=

1. #TFF#2%l Amazon DMS &,
2. ESMERTP | ERIRR
3. %$® Create endpoint HHAUTEE :

« X¥F Endpoint type (inRFEH) , FiEF Source (IR).

« X¥F Endpoint identifier (% [QIRIRAF) , BMABRZICEMNER , HlW0 docdb-source,
« WMFIR5IZ |, H%$F docdb,

« XF Server name ([RFEEB ) , Hi ALK Amazon DocumentDB £ & DNS & o
« XF Port (% H) , EH ALK Amazon DocumentDB &K 05,

« XF SSL mode (SSL =) , iHi&#F verify-full,

o X¥F CAES , HEZFHRME CAUEH, T, # CAUEPLGIE TLS E#EEY. AF , X
F Certificate identifier GEBFRIREF) , A rds-combined-ca-cn-bundle, ¥F Import
certificate file (5 AEH ) , %£$F Choose file GEBRXH) , RESMEBIZ B FTHM .pem X
o EEHITFXH, EBS AL , RiSrds-combined-ca-bundle MiERIEH T 15
TRHPEE

s WFAFRE , FH ALKNIR Amazon DocumentDB BN ETAF &,
o WFREB , B ALHIR Amazon DocumentDB & &) £ 315,
s NTFHEEBH , BRAEARNBIEESZ .

S 5 : 8l Amazon DMS JRL T & 218
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Endpoint configuration

Endpoint identifier Info
A label for the endpoint to help you identify it.

| docdb36-source |

Soeurce engine
The type of database engine this endpoint is connected to.

| docdb v |

Server rname

| testcluster cluster-cifogBnxfefi us-east-2 docdb. amazonaws.com |

Port Secure Socket Layer (550) mode

The port the database runs on for this endpeint. The type of Secure Socket Layer enforcement

| 27017 | | verify-full v |
CA certificate

| rds-cambined-ca-bundle v | Add new CA certificate

User name Info Password Info

| docdbadmin | Pr— |

Database name

| preddb |

4. MNAENEZEUARIEHEKIDIRE,

S, 5 : 8l Amazon DMS JRLiHT = 219
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¥ Test endpoint connection {optional)

VPC

vpe-2bf12540 v

Replication instance

A replication instance performs the database migration
docdb 26todocdba0 v
Endpoint identifier Replication instance Status Message
docdb36-source docdb36todocdban successful

5. %% Create Endpoint ( BIZH% R ) -

® Note
Amazon DMS — R ReeEB — 1N BIEE.

S 6 : 8 Amazon DMS B AR IR =

B frim = B T &8 B 5 Amazon DocumentDB £ &,
B2 B Frim =

1. $TF Amazon DMS EEZHIA,
2. ESMBHD , EBRES
3. %% Create endpoint (BIBIFR) , RAEWAUTEER :

¥ F Endpoint type (SR H) | iFiE#E Target (B #5)o

XfF Endpoint identifier (i SARIREF) , HRABZISEMNEF , S0 docdb-target,
NFIR5IZ |, H%F docdb,

« XF Server name (BRSEAF) , iBH ALZA Amazon DocumentDB £ &HH) DNS A& #5.
F Port (3% 0) , iEH#AER Amazon DocumentDB &M iHO 5,

S 6 : 82 Amazon DMS B & IRT R
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Endpoint configuration

Endpoint identifier Info
A label for the endpoint to help you Identify it.

docdb36-target

Target engine

The type of database engine this endpoint is connected to

docdb

Server name

% F SSL mode (SSL # =) , ik verify-full,
NF CAUES |, BMEFRIEH THRIIRPERFINE rds-combined-ca-cn-bundleif+f,
NFRFE , B AEH B Amazon DocumentDB EE#NEAF B,
S FH |, 5% ALK BFR Amazon DocumentDB 8K =1L,
NTFHEEER , BRASRERIREARNBEES M.

testelusterdO.cluster-cjfégBnxfefius-east-2 docdb.amazonaws. com

Port
The port the database runs an for this endpaint.

270717

CA certificate

rds-combined-ca-bundle

Usger name Info

docdbadmin

Database namae

proddb

4. WHAEHNEZURIEEERDIRE.

Secure Socket Layer (55L) mode
The type of Secure Socket Layer enforcemant

werify-full

Add new CA certificate

Password Info

S 6 : 82 Amazon DMS B & IRT R
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¥ Test endpoint connection (optional)

VPC

vpe=2bf12540 v

Replication instance

A replication instance performs the database migration
docdb36todocdb40 v
Endpoint identifier Replication instance Status Message
docdbib-targel docdbIbtadocdb40 siuiccassful

5. %4% Create Endpoint ( 12i% S ) -

S|T : QIEFETERES

Amazon DMS E& & E 4L 6 5 EHNREFIFRMEIREPIHNE, RETBESH | EEEETRASE
R, BRLER., EFRMIFNETAMENIRIRE, TUA=ZMTRENEBEEGE Amazon DMS 1F
S IBUEHE. IBRINEHRE. EFEEHTHERRNEFBEENR. HTREEZNENRESR
EEYLE RN FH S Amazon DocumentDB &8 |, FitbiX S RAA ZETREIBINEHRIEME S EE
BT ER. FRAMED , A AETBIEEHIERN Amazon DMS HIREH. Amazon DMS BIfE N
THEHRE  NoSEWRINAER, L, REEENEBEGBEFRSRERDS , NTEIEN6E
BRIOHEE,

UTREBEIBESURIKEFIAEEIBHLER

1. $TF#% Amazon DMS &,
2. ESMEET , BRREFEIBES.
3. &R CIBMEEEIBMES  ARE ‘ESEE BoMALUTER :

s WFHSARREF , FRARZICENEN , HI0 my-dms-upgrade-tasks
- ERRMLDEHFRET (ARN) # , WA —MNAFRFHEHUBESZERIA DMS ARN,

« XJF Replication instance (E#I3E4l) , FERBEE P 4 . 812 Amazon DMS & &34 # 4]
B EHIEHl,

SHRT7 EAZTEIEBES 222
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s NTRBFEEFELHTR , FREREETLIENRLRT KL S5 - 8122 Amazon DMS R4 i 7

/AN 0

s WTERBEFLRETR , FEREEPCENBERLRT QLK 6 : 62 Amazon DMS B 7
L2 T R

/AW O

« WTEBRE , RREIBNEH

Task configuration

Task identifier

my-dms-upgrade-task

Replication instance

docdb36todocdbd0 - vpe-b06365ca v

Source database endpoint

docdb36-source v

Target database endpoint

docdb40-target v

Migration type Info

Migrate existing data and replicate ongoing changes v

4. HEREFRE BoMALUTER :

i ERRBEZER B0 GF TABTR . XFBREREDSR 3 FOENRITEM
BRo

£ “EFEE FHoH , & “FFE B CloudWatch &7,
NTEBESEIERE , FEFECENB. BIBESE , FEIBEHIBRES
RO EBEEEIRES

Amazon DMS £ FF 145 53R WIS RYR Amazon DocumentDB £ 85T 8 Z4EH9 B #5 Amazon
DocumentDB &£ &, E&IRAM Starting (IEFE/F3h) BN Running (IEEE1T). EAILUERE
Amazon DMS 2 #| & kR “ES RKEBEHE, JLo®W//DPEE (BURTEBHKRD ) |, RENMN &

SRT7  QEHAESTEBES 223
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RN TR , EHEEHITH, XEWKE Amazon DMS EZHKMERIIR Amazon DocumentDB & &
F B #8 Amazon DocumentDB £EMHENAITE K NEEEEFHEREHLH,

Target

RE , BRRNBERFRERS, EUUBEINERESIT count() BEXRRIEFFAEXNSHREBET
¥, NIRIEHR B TRSZRES,

SB 8 JNARERFImSERN BE Amazon DocumentDB £ &

SERTEEMEHH CDC RIEFEEFIE , LA ARFNBIEEEER MR Amazon
DocumentDB &% 8 B 5 Amazon DocumentDB £ &%,

S$] 8 MNARFIHSERN B Amazon DocumentDB &8 224
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Amazon DocumentDB Fy &4

=ZR%E Amazon REHRZE, RN Amazon BF |, BRI UMNERFREASELZ 2 BRBEALNERM
MENBIEFONMEREPZIE,

T2 BN A HEHEE Amazon HWEE. ZXHHEENE T B N{AEFEH Amazon DocumentDB B R 3
FHEES, SEHLBEXSEER NN 22N WM

« ZEE — Amazon MRRIF7E Amazon =mHIZIT Amazon FREHWEMZEN, Amazon &) EiR it
AUZEFEANERS. N Amazon EAMEITTRIN—30 , BE=AF&ARAFEHU L MBI L
2HNERME., ETHEAT Amazon DocumentDB ( & MongoDB # & ) &M Kt , H5
#Amazon EF M it RISEE NH RS .

s THRE-BNREREFEAN Amazon RFERE. BEFENHMERART , BIEEHNWBTFAOBUR
M, BEANERUREREEER,

Amazon DocumentDB BEIRBE BN SENEER TR (FedRAMP) N, EREBT (XE ) XK
FedRAMP S #%1X , Amazon GovCloud X EXERZ/FAE#kXE FedRAMP A E RN, Amazon B
RXEATHENIFEMESR Amazon ARERTE , FSREHMEITRSEE NI Amazon k.

® Note
AERERTETROINESR  EATRMERE, BXESEE  BEAUATER,

BRI B 2 At Amazon BRERE BB S MET 28 Amazon DocumentDB &R, AT E
i BA tN{AI L B Amazon DocumentDB USRI R L2 M A S H 1 B 5o

Ui

 {#£H Amazon DocumentDB 3 1T %5 & ¥ LA & Amazon Secrets Manager

« Amazon DocumentDB By ZkIE 1R I

+ &M T Amazon DocumentDB #J Identity and Access Management
- £ IAM 5 H#TE BRI

-« E Amazon DocumentDB f I

- FRAETAGKNEESIRITHRIEER

+ Amazon DocumentDB A #Y H & 12 F Mk 1%
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o E#FEH Amazon DocumentDB TLS iE+$ ( cn-north-1 &l cn-northwest-1 )

+ Amazon DocumentDB H &M 4K F

+ Amazon DocumentDB A B #FE IR & #E

+ Amazon DocumentDB R EMIEHEEZ £ M4

« Amazon DocumentDB API| #1## 0 VPC ¥% 5 (Amazon PrivateLink)
« Amazon DocumentDB H R £ HfERE

« ®# Amazon DocumentDB B4

£ Amazon DocumentDB #1728 & ¥ LA & Amazon Secrets
Manager

Amazon DocumentDB & Secrets Manager £ , A TEBEBHN AP FE,

£l

+ Secrets Manager 5 &i# DocumentDB 5 X i R %l

- FRAEETHAFZBABLAR Amazon Secrets Manager

+ B8HI#H 1T Amazon DocumentDB X £ A Z B EE Amazon Secrets Manager
« {£ 8 Secrets Manager BB EE M * F P %15

Secrets Manager 5 &i# DocumentDB ££ &Y R &l

AR IheE R X #6EF Secrets Manager EEB XA F %1 -

« BT Amazon DocumentDB £ IR¥IE BEH £ B
« I 5% DocumentDB X i RiEgIA&

FRERE AP ZBEABER Amazon Secrets Manager

{5 Amazon Secrets Manager , LUK B A NERBEIL ( S FBEHEERE ) B0l 5(‘1

Secrets Manager # API R , AmEAFRREZFA, ﬁ?& Secrets Manager WEZEE , B5H
{Amazon Secrets Manager Fi F$§F) https://docs.amazonaws.cn/secretsmanager/latest/userguide/

intro.html,
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HYRIE Secrets Manager FFEEBIEEZAN |, 4R Amazon KF S48 A, BEXENMNER | 1§
2% Amazon Secrets Manager EEs

AT TBREZ —r |, LA LUEE Amazon DocumentDB 7£ Secrets Manager &2 I 5 i A4 EE
FEEFENEAFPEE

- BIERKEH
- BUEH

L {YRTE Secrets Manager FIEEH T SR X AHKEEFEERE A ZBE , Amazon DocumentDB £4%
R H I HF M E Secrets Manager F, B NEESHZAREURRERAFNIER, BETTRE
EEXEFREZARMEZERE , RE A Secrets Manager =HEH KMS F4,

RIAMER T , Amazon DocumentDB BB Z{AMNIRE , HASEtXRBHR—IRZH, B LHERE LR
B, flumEkitil. MREE Secrets Manager FHIBREEZRAMNER |, N ZF5 R HRBKRW TiiE
t S AR BR o

EFARATNEREZDER | B LM Secrets Manager PR EZEH, BEXEZER |, S
% {Amazon Secrets Manager FIF1ER) H# “FERAZEA PV EEM JDBC FREXAmMazon Secrets
Manager %48 Amazon Secrets Manager# Connect Z SQL ¥#EE"

58 H 1T Amazon DocumentDB Xt A F A B E 2 Amazon Secrets
Manager

BT LAER 1AM 424358 #1317 Amazon DocumentDB S EAF ZBHEE, Amazon
Secrets ManagerfkIEE A F Z18 H Amazon DocumentDB £ Secrets Manager F & , BN LT XK
B AV A PRI B S IR E L H S EFH.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"rds:CreateDBCluster"
1,
"Resource": "*",
"Condition": {
"Bool": {
"rds:ManageMasterUserPassword": false
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£/ Secrets Manager BB &N T A 21E

PATUA TR 4ERT |, BRI LATE Secrets Manager HELE Amazon DocumentDB SHEAFEBHNERE

 B)% Amazon DocumentDB &£ &

« {& Amazon DocumentDB £ &

Ol LAE AL 5% DocumentDB ##| & 3 Amazon CLI SRN1TIX LR 1E,

Amazon DocumentDB A By #iE R 3

Amazon 7 HEFTEERER T D2 XEABEEPWBIBEBRT ( A MongoDB ) » MAERFTIR
Amazon , AERPETAAIEANRNEEKERMZEH Amazon Web Services =, BRTEPNIEEEL
HEMEH ENRBINEE, SERREFERLN Amazon Web Services RS WEZ 2B EMERES,
AXBBERINESER |, BSHANERILENEH,

HTFHBERPEN , RNBWUERH Amazon Web Services i EE H A Amazon IAM Identity
Center 5} Amazon Identity and Access Management (IAM) i BN A B, X , SMNEFRRERE
THIERRAENNR, FERWEBEIUATARRPHE

- NBNKFPERAZESHRIE (MFA) .

« £ SSL/TLS E®RFEE. Amazon HATERMEH TLS 1.2, BiUfERA TLS 1.3,

- ERIRE API B &z HE Amazon CloudTraile XA CloudTrail BRERIEIR Amazon JEZIHY
{£8 , 2@ Amazon CloudTrail A BRI E AR CloudTrail .

« 5/ Amazon MZFHERF RUAREFWERIAZ £ EH Amazon Web Services fRS

- FRAERIEEZLRS (HlI Amazon Macie ) , ©EBIT XM AR Z#1E Amazon S3 HEV U
BE

o WMRBE Amazon BT SITRESR APl #T1HREBEELRT FIPS 140-3 RiIFMWINZRER | BEFEH
FIPS i 5. XA AN FIPS MR EZEE , B5H (ZEEKIPEELAERE (FIPS ) 5 140-3
) o
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BABWETNENEEERBRERS (NEEFWE T4 ) RAGRZHEHBERAXEATER
(MEBEMRFER ) ., XTEEFEARGE,. APl X Amazon Web Services BRSs 2 FIL 5 S AL BE FE Sk
Eﬂﬂlﬂiﬁlﬁo Amazon CLI Amazon SDKs#E A T & MR L B AN XA F B M AN ERIBES

RE2ATIHRIVHBEE. NMREMABRSR[EHEMNL , BRBRWEFTEENUEP IS EUFEEK
gAliER-J'l?(HE&%%EIJ'LE Ko

£

- BRmFBRENR

+ Amazon DocumentDB E 75 EE 1%
- ELEPEE

- BHEE
& um BRI

Amazon DocumentDB & i Z R INZR (FLE) A EEFFiENARFTHNHRKEEHS
Amazon DocumentDB & ZBIXN H#TNE, BBRBEETEF P FHENLENRENZRES , &R
NEZEFHNARRPHE,

E&A

- Al

s EEPIRXETES

- R

Al

Amazon DocumentDB A% Fis FLE WHHBEES WEANTR  SEAERNZRZRA,. TAGENARE
FXRE, BENARERFRURFERMNZFETE X CRUD &1,

© W
\éﬁﬁm“'

R A1 elE iz =4

K2 BACSNAEFXK
B3 -BENARER

- S|4 EX CRUD B

R BRmFREMBEE X4

\éFr

\éﬁ

\:ﬁ
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SRR AEMBREH

£/ Amazon Key Management Service , SI2H T MEMBEZHBHEFEFRONMGESR , A HhHEMS
PHER IAM AR, Amazon KMS 7 A T NZHEZL () WEF F4H (CKDKs), EMNEBICHE
FPREATFMHE KMS # |, UnE L £, BIEZAREME Amazon DocumentDB £ & VBN &
£, ERXEF®EE Amazon DocumentDB 28l , EEFARBERANBBRFERHITNE. BEFREA
NEEZAFITNE , MBBEBBRARIRSNBNBRZENHE, NREANILBEER , WTTNAE
—NSXFEER , #FRAXENTRERSACER,

BX (BENAERYE ) NEZEELE , BSEBAmazon HAEERSHF XA RIERE. Amazon Key
Management Service

SR]2 HHCENRAERFXEK

BIZEAE Y Amazon KMS REY IAM 5K, LRI R VFMIINEIE LAY IAM 5 0 3REUINE % 32 57
BRFBRPEEN KMS 24, ENRRAEFEAL IAM B3 1T 55 KIE Amazon KMS.

REE RN TR FRR

{ "Effect": "Allow",
"Action": ["kms:Decrypt", "kms:Encrypt"],
"Resource": "Customer Key ARN"

}

SERI . BENARERF

WE , BEPENLT EFEFZH Amazon KMS #8IEZT -1 IAM & |, ARERETHRIFEFSZHANIE
#IAM R, SABENERFZ,

import boto3

import json

import baseb4

from pymongo import MongoClient

from pymongo.encryption import (Algorithm,
ClientEncryption)

# create a session object:
my_session = boto3.session.Session()

# get access_key and secret_key programmatically using get_frozen_credentials() method:
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current_credentials = my_session.get_credentials().get_frozen_credentials()
1. $BE‘aws™EN KMS KR K ARMAEL—THPRRBINWIK - IER,

provider = "aws"
kms_providers = {
provider: {
"accessKeyId": current_credentials.access_key,
"secretAccessKey": current_credentials.secret_key

2. EEATHNEHEZRHANESES

customer_key = {
“region”: “AWS region of the customer_key”,
“key”: “customer_key ARN”

key_vault_namespace = "encryption.dataKeys"
key_alt_name = 'TEST_DATA_KEY'

3. E& MongoClient & :

client = MongoClient(connection_string)

coll = client.test.coll
coll.drop()

client_encryption = ClientEncryption(
kms_providers, # pass in the kms_providers variable from the previous step
key_vault_namespace = key_vault_namespace,
client,
coll.codec_options

4. ERENBEES

data_key_id = client_encryption.create_data_key(provider,
customer_key,
key_alt_name = [key_alt_name])
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5. RRIBWHEEES

data_key = DataKey("aws",
master_key = customer_key)
key_id = data_key["_id"]
data_key_id = client[key_vault_namespace].find_one({"_id": key_id})

HB 4 EX CRUD B4
£ F BRI TUE L CRUD #4F,

1. FEETE Y write/read/delete B2 ANSTHY -

coll = client.gameinfo.users

2. ERAMER - MEFERHMEA :

(® Note
MR Hkey_id”=H key_alt_name”FHI—/,

encrypted_first_name = client_encryption.encrypt(
"Jane",
Algorithm.AEAD_AES_256_CBC_HMAC_SHA_512_Deterministic,
key_alt_name=data_key_id

)

encrypted_last_name = client_encryption.encrypt(
"Doe",
Algorithm.AEAD_AES_256_CBC_HMAC_SHA_512_Deterministic,
key_alt_name=data_key_id

)

encrypted_dob = client_encryption.encrypt(
"1990-01-01",
Algorithm.AEAD_AES_256_CBC_HMAC_SHA_512_Random,
key_alt_name=data_key_id

)

coll.insert_one(
{"gamerTag": "jane_doe90",
"firstName": encrypted_first_name,
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"lastName": encrypted_last_name,
"dateOfBirth":encrypted_dob,
"Favorite_games":["Halo","Age of Empires 2","Medal of Honor"]

D

™ B IRT BRR A EE S

FELLTRBIF | FEA user input placeholder Bt HIEHCHWEER,

# import python packages:

import boto3

import json

import base64

from pymongo import MongoClient

from pymongo.encryption import (Algorithm,
ClientEncryption)

def main():

# create a session object:
my_session = boto3.session.Session()

# get aws_region from session object:
aws_region = my_session.region_name

# get access_key and secret_key programmatically using get_frozen_credentials()
method:

current_credentials = my_session.get_credentials().get_frozen_credentials()

provider = "aws"

# define the kms_providers which is later used to create the Data Key:
kms_providers = {
provider: {
"accessKeyId": current_credentials.access_key,
"secretAccessKey": current_credentials.secret_key

# enter the kms key ARN. Replace the example ARN value.
kms_arn = "arn:aws:kms:us-east-1:123456789:key/abcd-efgh-ijkl-mnop"
customer_key = {

"region": aws_region,

"key":kms_arn
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}

# secrets manager is used to strore and retrieve user credentials for connecting to
an Amazon DocumentDB cluster.
# retrieve the secret using the secret name. Replace the example secret key.

secret_name = "/dev/secretKey"
docdb_credentials = json.loads(my_session.client(service_name = 'secretsmanager',
region_name = "us-east-1").get_secret_value(SecretId = secret_name)['SecretString'])

connection_params = '/?tls=true&tlsCAFile=global-
bundle.pem&replicaSet=rs@&readPreference=secondaryPreferredretryWrites=false'

conn_str = 'mongodb://' + docdb_credentials["username"] + ':' +
docdb_credentials["password"] + '@' + docdb_credentials["host"] + ':' +
str(docdb_credentials["port"]) + connection_params

client = MongoClient(conn_str)

coll = client.test.coll
coll.drop()

# store the encryption data keys in a key vault collection (having naming
convention as db.collection):

key_vault_namespace = "encryption.dataKeys"

key_vault_db_name, key_vault_coll_name = key_vault_namespace.split(".", 1)

# set up the key vault (key_vault_namespace) for this example:
key_vault = client[key_vault_db_name][key_vault_coll_name]
key_vault.drop()

key_vault.create_index("keyAltNames", unique=True)

client_encryption = ClientEncryption(
kms_providers,
key_vault_namespace,
client,
coll.codec_options)

# create a new data key for the encrypted field:
data_key_id = client_encryption.create_data_key(provider, master_key=customer_key,
key_alt_names=["some_key_alt_name"], key_material = None)

# explicitly encrypt a field:

encrypted_first_name = client_encryption.encrypt(
"Jane",
Algorithm.AEAD_AES_256_CBC_HMAC_SHA_512_Deterministic,
key_id=data_key_id
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)

coll.insert_one(

{"gamerTag": "jane_doe90",

"firstName": encrypted_first_name

)

doc = coll.find_one()

print('Encrypted document: %s' % (doc,))

# explicitly decrypt the field:
doc["encryptedField"] = client_encryption.decrypt(doc["encryptedField"])
print('Decrypted document: %s' % (doc,))

# cleanup resources:
client_encryption.close()
client.close()

if __name__ == "__main__":
main()

HE P im X R &

Amazon DocumentDB XA E P ik FLE #1TRMEEER, THENLLRERTEELSIRE T HEFEL
Z£8, EXSEEENELX HEBRNRERL | SEMEARETESHNEASFAEBNITN.

Pl , EERHRS AT 500 KIXHRFFERM | FITLTRE

db.users.find( {
"gamerscore" : { $gt : 500 }
1))

ERmEAERXNEG ENERERITMNE

encrypted_gamerscore_filter = client_encryption.encrypt(

500,
Algorithm.AEAD_AES_256_CBC_HMAC_SHA_512_Deterministic,
key_alt_name=data_key_id
)

db.users.find( {
"gamerscore" : { $gt : encrypted_gamerscore_filter }

1)
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HEERBRED , Amazon DocumentDB £ K T FHEERKF INZE 500 EEEESAN PR
FREH#TLHER, ERABRREHNHENERTERRETNTHASERBITESEREFRERNER , BIEZ
BRIEKINERTE R,

BR

AR BR#EA T Amazon DocumentDB & P i FERR N -

« Amazon DocumentDB XX EFRHEEENH, THENLEREWTELQXRETHEBNER, SHER
BEHEALAHAARMNIREMRL  EBRANBEARETESHIZENAIFAEBNITH, ERTRI AT
500 HY RIS IR RS

db.users.find( {
"gamerscore" : { $gt : 500 }
D)

ERiRERAERNNEG ENERERITINE,

encrypted_gamerscore_filter = client_encryption.encrypt(
500,
Algorithm.AEAD_AES_256_CBC_HMAC_SHA_512_Deterministic,
key_alt_name=data_key_id

)

db.users.find({
"gamerscore" : { $gt : encrypted_gamerscore_filter }

1)

HEERZRED , Amazon DocumentDB £ X T FAHEERKF INZEE 500 EFEEEA LT AIM
RFRE#HITHR. EABEENHBENENTERRETNTHERRATERSIBEEFRENER |, B
EZBRIERIER T &R

« Amazon DocumentDB %3k B Mongo Shell WE X EF P if FLE, B2 |, ZMEEERATERIIXE
R EF
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Amazon DocumentDB 8 EIE N

(® Note

Amazon KMS [EFEff “BF E#4A (CMK)” —RERH “Amazon KMS key# KMS Z47”, X—
BeHREE, ATPHIEERER , Amazon KMS RE T ZARIBH — L3k,

B OB 1E I B E BT 18 EF M INZIE WK Amazon DocumentDB B MR BASEIE. F#MN
REBNEHTENGH , NATHESRS , BEEXRFANETAEIR, eENATERNEES. I
. R5l, BEX. BFEHMRE,

Amazon DocumentDB £/ 256 L &R MEFRE (AES-256) , EAFHE () PRIMNBEZANTEHN
BIEB1TIN% . Amazon Key Management Service Amazon KMS{#E 8 1% /8 AR Amazon
DocumentDB £ &8 , BLFBANARFEBRE~imiEREE. Amazon DocumentDB LAUFEEA 75 R4k
BRIFEAMZENRRE , XN MEEFENE R,

Amazon DocumentDB 55 Amazon KMS A —f# R EH BN G ERRF ENHE. SEH
Amazon DocumentDB £ &3 1T 11228 Amazon KMS , Amazon DocumentDB Amazon KMS £E R
FEREN KMS BHALERATNEZEMESNEZEXHERH. MEXFEREZHEREE LK KMS 4
HITME , HEMZABENEZE TBIE—EFM%. 2 Amazon DocumentDB FE i/ 8] &8 N Z5 51
Ert , ©4¥ER Amazon KMS EREN KMS ZHBEZEZRNHEZY , ANANBERAEFEAR
B, DU 3kt N 38 F 47 32 7 0 B P AV B

Amazon DocumentDB Y 1Z6E I B ThREE A T A e XM SE 6 RN AR PR B AT Amazon
DocumentDB Amazon Web Services X5 fith 55,

3 Amazon DocumentDB £ & S AE#AINER

UERAS () ELEBERA , £ LU Amazon DocumentDB 8% £ /5 Al Amazon Web Services
Management Console EZEAEESMNEF. Amazon Command Line Interface Amazon CLIZRIATER T ,
BERRFAAENERSR TRSMEIEE. BRIAMERT , BEHAAEN Amazon CLI £ AEH
BAENR, At , BHSHAEH --storage-encrypted SHERXNBABSMNE, TieWHiER , £
BEHE , BT EERHSNEBILED,

Amazon DocumentDB A TR ZMEBMZHHE , HE B H WA A Amazon KMS XL Z AR K
B, INRBFKIEE Amazon KMS Z4AFRIRE , Amazon DocumentDB 5 FHERIARY Amazon IEE R
% KMS #4H, Amazon DocumentDB £ W{RHEAN KMS Z4A 612 — /N EIdA KMS 248 Amazon
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Web Services X15 . Amazon Web Services IKFBEXEZEE , 2 Amazon Key Management
Service B &,

EFHREIEB S KMS F4 , i3 K Amazon Key Management Service FF & A BIERFHI AT,

/A Important
EATERANFRINZE KMS RN ERE | 7 Amazon DocumentDB X X X #5 N5
KMS %4, BZ6RAEXNT KMS Z =133 Amazon DocumentDB 8 AR 9 B 3@ 3t 17 40
R, BXEZEE | i5Z I Amazon Key Management Service Ff & A R {8 K FEXS # KMS
4 Amazon KMS,

R Amazon DocumentDB T HeEB BN H M EFH N NZHHH — Hlun | FEREZEHRINRR — i
FHEBRNTHALRRS, BEHEBERT , BRENRZHEFRES. X TF Amazon DocumentDB , &1
WMEBHA1 X,

A IREEEH B IN% Amazon DocumentDB SEEMN 4 , BERANAENZEFHNIEEH R
PR, #NE Amazon DocumentDB BEIAE L EZHTRINZAMBNER , MTaF ZEH#H ARLR
o BHRBT , EBHTETAH , HEBEEN LIRS TEME. BELRER  BL4NEHEBAX
Amazon DocumentDB B INZ AR AR , AENRE B EREE.

/A Important
EEQEMEZEREHN KMS BH)5 , BXZEERE. FHRRATAELHNMERHAER , REH
BIB MBI EE.

Using the Amazon Web Services Management Console

B EOIEERN , EEBRSME R, RIAMERT , HEMEA Amazon Web Services
Management Console Bl 2& &Y , B MEBL T ERARS. SEAUEBZELEBILEL,

£ O 2 SRR E RS N RIE I

1. WMATER2 PR 612 Amazon DocumentDB 58, BESE 6 7 , TERROIEREE,
2. £ Authentication (B RiE) #2 T , %£$F Show advanced settings (E RS RFZE),
3. [ TR#E E ncryption-at-rest B4,
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4.

5.

6.

EREHTHRSMBENERI, TRBEREBMNED , BLEEUBREREEXRE.
o EXNHERFHBRISHEHITMNE  EEESAMNE,
o WMREFBNHEFFHIBRSHEIEHITINE , Bi%&EDisable encryption (ERA M),

BRI ENER4H. Amazon DocumentDB £ Amazon Key Management Service
(Amazon KMS) kK ZMERMEZER , AENEFHNAFERAXLERANER, IREREE
Amazon KMS Z4A¥RIR%EF , Amazon DocumentDB {54 F BRIABY Amazon & RS KMS %
tH, BXEZER , 359 Amazon Key Management Service =,

(® Note

BIEMBNERR , BT EERZEREN KMS 2, FHRATHEENNBERAE
R, REBOIBINBENES.

REFETKEMED , RS CIRENER.

Using the Amazon CLI

EFEAIZE Amazon DocumentDB £&f Amazon CLI , i&iz{Tcreate-db-clustermn S HIgEk

I,

--storage-encryptedZBIAERT , ﬁﬁﬁﬁ'ﬁiﬂ’\] Amazon DocumentDB £ Amazon CLI

L

AT REIGIZB R T F6# %/ Amazon DocumentDB 5&,

ELUTROIF | FE8ANuser input placeholder "B NEFHNER,

Example

¥ F Linux, macOS = Unix :

aws docdb create-db-cluster \

--db-cluster-identifier mydocdbcluster \
--port 27017 \

--engine docdb \

--master-username SampleUserl \
--master-user-password primaryPassword \
--storage-encrypted

X F Windows :
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aws docdb create-db-cluster ~
--db-cluster-identifier SampleUserl ~
--port 27017 ~
--engine docdb A
--master-username SampleUserl A
--master-user-password primaryPassword
--storage-encrypted

ESIZE M Amazon DocumentDB &K | AT LUEE Amazon KMS Z4AFRIRAT , I T R4
T Ro

Example

% F Linux. macOS B Unix :

aws docdb create-db-cluster \
--db-cluster-identifier SampleUserl \
--port 27017 \
--engine docdb \
--master-username primaryUsername \
--master-user-password yourPrimaryPassword \
--storage-encrypted \
--kms-key-id key-arn-or-alias

5 F Windows :

aws docdb create-db-cluster ~
--db-cluster-identifier SampleUserl ~
--port 27017 ~
--engine docdb A
--master-username SampleUserl A
--master-user-password primaryPassword
--storage-encrypted 2
--kms-key-id key-arn-or-alias

(® Note
PIBMENERE , B EERZERN KMS B, BRALBEEECHMBZAER , A
EBAEINENEE,
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Amazon DocumentDB 1123 £ & 1 PR 41

Amazon DocumentDB MNZ K B 1712 LA T BR o

o IBMRABEERIE Amazon DocumentDB EE R MAREERIEZC2EEARNBABSNE, BR |, &1
BB ARMBRHEENRE | RENANBWIRBERNFES , AREEHESNZET,

BXEZER , BSRAUTER .
- DIEFHEHRR
- NEHRBER
- &%) Amazon DocumentDB &R
- TREENY B JE AEMINZER Amazon DocumentDB S8 (TSR EA MZR,

« Amazon DocumentDB 8 FIEXES]. B3R A, REMZESIEBFERAMERLN KMS Z4A3 1710
R,

Iz 4E R EE

BRI UERARHERESMMN (TLS ) MBNAREFE Amazon DocumentDB S8 2 BIRYER:. BRIA
BRT , NEBIZEMN Amazon DocumentDB &S A& HAINE ., AIGERENERERNIBEEEA
To BRAKEHRNEE , FEMAH TLS HITTLEZESRIEZTIER ., HXMEMA TLS EZEZ Amazon
DocumentDB WEZE LR , 25 LUmiEH NiEEE Amazon DocumentDB.,

&I Amazon DocumentDB £8 TLS i%i&

Amazon DocumentDB £# WA HAMBBEIEFHSHETHN TLS SHBHTEE., B LUEH
Amazon Web Services Management Console 2 Amazon Command Line Interface ()JAmazon CLIE
B &K Amazon DocumentDB &8 TLS iR B, BXIMAKRIEFNEHZE] TLS REMNEFER , TSR
T#D.

Using the Amazon Web Services Management Console

FERUTSR , ARG ENIT TLS MENEERES |, MRS HA. Wik TLS EUARET
BEBE R,

(® Note

BRIEGECIRERUAEMSRNERE , SN REARAEHFSRAEES, TEER
default £EHSHATNSH (HW , tls BR/ER) . Bt , MRENEREANZ

I TR v
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default £HSHYE K NEEEREHUFEHIIERINEFHSHA, g%, BUESECR
BENEHSHAE, BXEZER |, H2H 612 Amazon DocumentDB 8 S H4A,

1. BESHEANEHSRA

a. 7E /docdb EITH I S XAAEIEEREFI B, https://console.aws.amazon.com
b. ESMERP , EEEE.

® Tip
MBEERELMNEEEINSHEN  BEREE AR BES @
(= )

c. HAR K6 EEHSNET , SEMARIREREFNETRERM, XEFEREHTH. &
ZRTHRSEEUHESE,

Amazon DocumentDB X DocumentDB Clusters
Dashhoard Clusters [ o)
Clusters
Q

Snapshots
Subnet groups [El  Cluster identifier A Role Engine version Region & AZ
Parameter groups docdb-cloud9-getstarted Cluster 3.6.0 us-east-1
Events docdb-cloud9-getstarted Primary 3.6.0 us-east-1f
What's New ‘I’

robo3t Cluster 3.6.0 us-east-1
Tutorials
Blogs robo3t Primary 3.6.0 us-east-1d

d. ERERNBAER,
e. EREBELT+ , @ TRIFEHFAEEES , RERIKHSHA, FIEEHSHK
AER

MBEBRSHANBFE default (HliN , default.docdb3.6) , MEABEIE—D
BENEHSHE  ANHRENERNSHYE K AESTHERE, BXEZER , H5H
TIRA :

1. 82 Amazon DocumentDB 8 S4AH — MBREAUFERANEENERS A | &
ﬁu}i_/\o
2. 1€ Amazon DocumentDB 8 — {§ENEHUFERA B ENEHS KA,
2. BE tls EESHBWLYEIES
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£ /docdb T FFIL S A ERIEEEFI & . https://console.aws.amazon.com

ESMERP , ERSHE,

EEFHSHANRYD , EREBMNBHERSKRANER.

REBESHND . EEBESHIIRD |, K3 tls FHSHIT. e, U THIREE .

- Cluster parameter name (RSB ZHEN) — KHSBNEN. W TFEE TLS , FEXE
M= tls £BESH

* Values ({B) — BNMNERS B HFIE.

« Allowed values (RA1FH{E) — AIN AEIEBHS BN ENSIE,

- Apply type (BI A3 ) — static (58A)= dynamic (313). FMBAEHSHNERR R
ERRAIRMNA, NHISEHSBEWERAILZENA |, Al EERRFIR A,

3. &M tls KESHNE,

MR tls WETRMEN , FALERHSHABURHE, BEER tls EHSHNE , BRR
AT SRR AT — BB LR AT o

a.
b.

C.

BREBRSHEN (t1s) £MAYIRA,

prit=2 1

EFNX tls B{E , IBE Modify ( 2R ) tls FiEEAR , NTHRIIRPABEFSHER
FrEEME,

BEMER :

- BEAH —ZATLS

« BA-BHA TLS lixA& 1.0 & 1.3,

» fips-140-3 — A FIPS B A TLS. SR NEZHERABEELEIRE (FIPS) H
FR¥D 140-3 ERH R EEE, REUT#XHI D% DocumentDB 5.0 ( 512 iR
3.0.3727 ) &8 F XIF L IhAE : ca-central-1, us-west-2, us-east-1, us-east-2, us-
east-2, -1, -1, -1, us-gov-east us-gov-west

e tis1.2+ — A TLS lR& 1.2 REFHRA, RBELS# DocumentDB 4.0 ( 512k
2.0.10980 ) FL S i# DocumentDB ( 5|ZBhRZAX 3.0.11051 ) FrEAF Z# b Thak,

« tIs1.3+ — A TLS R 1.3 REGHRA, RBELS# DocumentDB 4.0 ( 5|27
2.0.10980 ) FL S i# DocumentDB ( 5|ZBhRZAX 3.0.11051 ) FrEAF Z# b Thak,
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d.

Modify tls X
This will modify the parameter tls on the following clusters: docdb-2024-05-17-16-
54-51

Allowed values
disabled,enabled,fips-140-3,tls1.2+,tls1.3+

Value

[ enabled v ]

Cancel Modify cluster parameter

1%£3#% Modify cluster parameter (f§ N EFHSH), EREERSNNARIET MR,

4. EJF Amazon DocumentDB 3Z4

EREBENENXA  LENSERNATERFTHAMERHE.

a.

£ /docdb EFTFF L Db X AEEIEEEHI &, https://console.aws.amazon.com
ESMEKT |, % Instances (SE4i),

EREESFERNXES , BEXFIFIRPKIISNM , HEFRZIROEHEMNRZE,
i%#R Actions ( #4E ) , R/F%$R Reboot (ER ) » BURBRERKBINEEER,

Using the Amazon CLI

BERLUTESE , 5H Amazon CLIAIT TLS IIZFHNEBES |, HIIiR5ISEE, BIE TLS B

KT HERE S,
(® Note

MRIECEVBERNUEMANIEE , SNEEARAEHS AR ER . TEBLH
default EHSHATNSH (HIW , t1ls BR/EZR ). Bt , IRENERFEANR
default EHSHE , WEEBREFUFEHIERNEFHSHE, BUREELQREE
NEHRSHA, BXEZER |, 55 812 Amazon DocumentDB £& S 54,

PNz i TR B 244


https://console.amazonaws.cn/docdb

Amazon DocumentDB FRARIER

1.

BESBEANERSRA

AL T EIZE{Tdescribe-db-clusters@$ :

* --db-cluster-identifier

* --query

ELUTREBIF |, HENuser input placeholderB HEBRWER,

aws docdb describe-db-clusters \
--db-cluster-identifier mydocdbcluster \
--query 'DBClusters[*].[DBClusterIdentifier,DBClusterParameterGroup]’

LEIRAERY S H 20 R PR ( JSON 83X ) -

"mydocdbcluster",
"myparametergroup"

MREHSHANBHR default (HlE , default.docdb3.6) , MEHME—PEHEN
EHSHA  HRERENERNSHREA  ARTeME, BXEZER , BSHANUTER -

1. 812 Amazon DocumentDB &S H4A — MRXERUEANBENEHSHA | Ho2

— N

Mo

2. &2 Amazon DocumentDB £ — S IEMERLUERA B ENEHS A,
BE tls £FHS BN YFIE,

ERMEXMEHSHANESZEER , BEAUTETUEITdescribe-db-cluster-
parameters®® :

* --db-cluster-parameter-group-name

« --query

S BRI NN TN FER : ParameterNameParameterValue, AllowedValues,
FMApplyTypeo
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FEUTRBIF | FEANuser input placeholderBi HERMNEL,

aws docdb describe-db-cluster-parameters \
--db-cluster-parameter-group-name myparametergroup \
--query 'Parameters[*].[ParameterName,ParameterValue,AllowedValues,ApplyType]'

LR ER R H AT AR (JSON #8350 ) -

[

[
"audit_logs",
"disabled",
"enabled,disabled",
"dynamic"

1,

[
"tls",
"disabled",
"disabled, enabled, fips-140-3,tlsl.2+,tlsl.3+",
"static"

1,

[
"ttl_monitor",
"enabled",
"disabled, enabled",
"dynamic"

]

]

3. B tls KHSUHE.

WR tls WETRAEN , WAKERSHABURHEE, EEREtIsHSHBNE , HEAN

TIEWHETmodify-db-cluster-parameter-group® :

¢ --db-cluster-parameter-group-name - %%&, EEUNEHSHEANENR. TR
default.* E&FHSHA,

- --parameters - 4%, EBRNEFHSHENSIIIX.
« ParameterName — 4E, BEERNEFHS B,
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« ParameterValue - #F, LEHSHNFHE, PAREHSHH AllowedValues Z

o

« enabled— E&EESFEA TLS R4 1.0 2 1.3 R EE,
e disabled — WWEBTEZHEH TLS WEEEE,

« fips-140-3 — ERNIESHESHKBEELEIRE (FIPS) HiRY 140-3 ERMN L4
EEE, REUT#HXHIT D% DocumentDB 5.0 ( 5IZ /R4S 3.0.3727 ) BT &b h
fE : ca-central-1, us-west-2, us-east-1, us-east-2, us-east-2, -1, -1, -1, us-gov-
east us-gov-west

« tlsl.2+— EHEZIFEA TLS 1.2 RESKREANZLERE. RBLS# DocumentDB
4.0 ( 5I1ZhRA 2.0.10980 ) MIL % DocumentDB 5.0 ( 5|2k 3.0.11051 ) FFiaF
XL ThEE,

« t1s1.3+— EHFEIFA TLS 1.3 RESHREANRLERE., RBELS# DocumentDB
4.0 ( 5|ZHRA< 2.0.10980 ) I 3 DocumentDB 5.0 ( 5|2/ 3.0.11051 ) FFiaS
S ThEE

« ApplyMethod — IR R ALK R, N TFRSEHSH (W tle) |, LLEXTAR
pending-reboot,

 pending-reboot —REESEFHERNAEESH, BXLMD I ESENERFE
Bl , AE BRI A SR L £,

ELUTREIF | S Nuser input placeholder RBIZHFNERNER,

LTRBERAtls , EBNXHIERTHERNATEANKXA,

aws docdb modify-db-cluster-parameter-group \
--db-cluster-parameter-group-name myparametergroup \
--parameters "ParameterName=tls,ParameterValue=disabled, ApplyMethod=pending-
reboot"

LTFRBEMtls (R&E1.021.3) BRI EPESPRERSA TEANEM,

aws docdb modify-db-cluster-parameter-group \
--db-cluster-parameter-group-name myparametergroup \
--parameters "ParameterName=tls,ParameterValue=enabled, ApplyMethod=pending-
reboot"

LUTRBERABA TLSTips-140-3 , HESNXHIERFNEXNA FE/NEH,
INER4E AR B 547
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aws docdb modify-db-cluster-parameter-group \

--db-cluster-parameter-group-name myparametergroup2 \

--parameters "ParameterName=tls,ParameterValue=fips-140-3,ApplyMethod=pending-
reboot"

LEIRAERY B H 20 R PR ( JSON &= ) -

"DBClusterParameterGroupName": "myparametergroup"

4. EJE Amazon DocumentDB 3Z4

EREHNESANES , UENSERNARNEFHFPWMESES, EEF Amazon DocumentDB 3£
B, FERAUTIEIZE{Treboot-db-instancef$ :

« --db-instance-identifier

LT RBNERBEH mydocdbinstance,
ELUTREIF |, S Nuser input placeholder RBIZHRNERNER,
Example

Xt F Linux, macOS & Unix :

aws docdb reboot-db-instance \
--db-instance-identifier mydocdbinstance

3+ F Windows :

aws docdb reboot-db-instance #
--db-instance-identifier mydocdbinstance

LEIRAERY B H 0 R FR ( JSON &= ) -

"DBInstance": {
"AutoMinorVersionUpgrade": true,
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"PubliclyAccessible": false,
"PreferredMaintenanceWindow": "fri:09:32-fri:10:02",
"PendingModifiedValues": {3},
"DBInstanceStatus": "rebooting",
"DBSubnetGroup": {
"Subnets": [
{
"SubnetStatus": "Active",
"SubnetAvailabilityZone": {

"Name": "us-east-1a"
},
"SubnetIdentifier": "subnet-4e26d263"
},
{
"SubnetStatus": "Active",
"SubnetAvailabilityZone": {
"Name": "us-east-1c"
I
"SubnetIdentifier": "subnet-afc329f4"
I
{
"SubnetStatus": "Active",
"SubnetAvailabilityZone": {
"Name": "us-east-le"
},
"SubnetIdentifier": "subnet-b3806e8f"
},
{
"SubnetStatus": "Active",
"SubnetAvailabilityZone": {
"Name": "us-east-1d"
I
"SubnetIdentifier": "subnet-53ab3636"
I
{
"SubnetStatus": "Active",
"SubnetAvailabilityZone": {
"Name": "us-east-1b"
},
"SubnetIdentifier": "subnet-991cb8d0"
},
{

"SubnetStatus": "Active",
"SubnetAvailabilityZone": {
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"Name": "us-east-1f"

1,
"SubnetIdentifier": "subnet-29abl1@25"

1,
"SubnetGroupStatus": "Complete",
"DBSubnetGroupDescription": "default",
"VpcId": "vpc-91280dfe6",
"DBSubnetGroupName": "default"
I
"PromotionTier": 2,
"DBInstanceClass": "db.r5.4xlarge",
"InstanceCreateTime": "2018-11-05T23:10:49.905Z7",
"PreferredBackupWindow": "00:00-00:30",

"KmsKeyId": "arn:aws:kms:us-east-1:012345678901:key/0961325d-a50b-44d4-

b6a0-al77d5ff730b",
"StorageEncrypted": true,
"VpcSecurityGroups": [
{
"Status": "active",
"VpcSecurityGroupId": '"sg-77186e0d"

1,
"EngineVersion": "3.6.0",
"DbiResourceId": "db-SAMPLERESOURCEID",

"DBInstanceldentifier": "mydocdbinstance",
"Engine": "docdb",
"AvailabilityZone": "us-east-1la",

"DBInstanceArn": "arn:aws:rds:us-east-1:012345678901:db

instance-00",
"BackupRetentionPeriod": 1,
"Endpoint": {
"Address": "mydocdbinstance.corcjozrlsfc.us-
east-1.docdb.amazonaws.com",
"Port": 27017,
"HostedZoneId": "Z2R2ITUGPM61AM"
},
"DBClusterIdentifier": "mydocdbcluster"

:sample-cluster-
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SHERSEE/LDETE, REESSFIRAR available (ATF) &Y , FREFEAEHI, E0] LR
ZH A H Amazon CLIEERFIRES, BXRXEZEER , HSH %2 Amazon DocumentDB 3£ 4

HRFS .
ZHEE

Amazon DocumentDB £ Amazon Key Management Service (Amazon KMS) R4 R M EE %
%40, Amazon KMS &£, SETANEANRENELES  REATT RISHNZAETERS,
£/ Amazon KMS , & B LABI 2 N2 2540 H & iR Hl an e A iX L Z A KBk, Amazon KMS X5
Amazon CloudTrail , Rt B AT A SF & BAFEAER , LRIEFANERAREER,

B8 Amazon KMS Z4A AT LG B X AABIBEEN L IFHN Amazon REEESER |, SN S#HEEEF
i BRSS (Amazon S3), MG #k REIEFEIRS (Amazon RDS), T Sz XR7F (Amazon EBS)
Elastic Block Store # Amazon Redshift, & xX#FH RS 5IF&R Amazon KMS |, &2 Amazon Key
Management Service JF & A 5 368 Amazon KMSH EIAmazon fREERAAF . BXHER Amazon
KMS , 251 42 Amazon Key Management Service ?

i& T Amazon DocumentDB &Y Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fR$ AIHBEE R R £
HIX Amazon BIRHIGRINR. IAM EXEREFETUBES S HRIE (BF ) IREEN (AN
BR ) RfE£A Amazon DocumentDB %R, &RILAEA IAM Amazon Web Services fRS , THE XTI
SR,

=

x
ZX

ER S HHITHHRIE

- EARKEEGF

 Amazon DocumentDB #I{A# & IAM T 4E
- Amazon DocumentDB & F & 14 9 K B = 6
 Amazon DocumentDB & 3 #1ij [5] BB HEE

. BN Amazon DocumentDB ‘&R &Y i & £ fR

K
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- HETHMHHIER (IAM B ) AT Amazon DocumentDB

 Amazon I Z# DocumentDB ML EBUE

« Amazon DocumentDB API X [R : 121, BRMEZHSE

X
2

I&HEH A3 Amazon Identity and Access Management (IAM) 28R E , E4AEUR T EEL D
DocumentDB = A #Y T4E.

RS AP - iR EEA Amazon DocumentDB BRFZRERES , NEHWERE & N B IRHMMEN IR
PR, BEEEFERAEZS Amazon DocumentDB IHEER TR LE , B EFEETNNIR, THNAEE
BENBETEOEEABERESHWNERE., WRETEE Amazon DocumentDB FHITHEE |, S
%] Amazon DocumentDB 5 3 11/ i8] [ B HE & o

REEER - MRIEBELTHEEE Amazon DocumentDB &R , &L AJHEX Amazon DocumentDB &
BERLHENR, BERTHEENIRS AP MG RIBL Amazon DocumentDB ThEEMEIR. ARfE ,
BmE IAM BEERRERFERAESRSAFPHNR. FEFZRAELWESNT# IAM B EZAH
2o BT HEAEXRENL TR IAM 5 Amazon DocumentDB #ZEFERANEZELE |, 55 % Amazon
DocumentDB #{alfil & IAM T4E,

IAMEEBR -MNMREZZE IAMERER , ZUEEE T HRUTHEERELEEX Amazon DocumentDB #Y
WRNEFEMAER, EEELTE IAM F#EAM Amazon DocumentDB ETF BN EKRE , F5H
Amazon DocumentDB E T & 9K K& =0,

£ & 01T S WU

SHRRIERE Amazon EABHEILEEFMN AR, B4 EL 1AM AF 54581218 Amazon Web
Services KR A FE IAM B &#1THHEIE ( &% Amazon )

WMRE Amazon LREARXTHE , IS Amazon RIEHHFF KEH (SDK) MasH17#O (CLI) , SU{E
FERENERTER#TNELER, MREETEH Amazon TE , NI A FTECEBER, GXEHHE
ENHFEZBTEBERNESER , H2H (AM AFER) A TEE APl ERMAmazon £4
MRS 4,

TiCERAMMERRIESZE , BHUTREEEREHEMZEER, HlI , Amazon BiUEFERZES K
BiE (MFA) RIEEKFNZEH, ETHEZEER , H2H (AM AFER) HH IAM FHIAmazon
ZEHHRILE,
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Amazon Web Services &~ root FiF°

BIZ8F Amazon Web Services ik , BAERE —NMNEREH , ZFHUAUZTLHEKS FHMERR
Amazon Web Services RS F&R. B4 #H Amazon Web Services I root AP |, &6l

B/ et AR TR it B B R A TG RZ 540, BAUBWERECARAFRITEEES.

R FRAFEIE , AFEAXEZIERRMTNEAF T URITHES. BXREREUBRAFSHEZH
FSHWTEIIER , BHSE IAM AFERTNEERAFEIENES.

BRE &1

ERRESXRR , ERAXAF (BEEEEELATTRNENAF ) FASSHRHEENEKS S ORI
Amazon Web Services IS & I B iE B #1715 o

BREBRRELZNDILAFBR, Web B4R, Identity C SEEMAEA Amazon Web Services
RS @ B RIBE N ERFTIHEMNAF, Amazon Directory Service 4Bk & & 415 8]+ Amazon
Web Services Ik , 1S EAE , ABIEAMIGHIHES,

IAM AP a4

| AM A 7= B4& Amazon Web Services Ik /™ RN MARNARFEERENRNF 4, EAENE
BT, BNBUERIENEILE, MARCIRZERKHEIL (MEBMNTRESR ) W IAM AF. B,
NREE-LERENERAGEFERREILUR IAM AR |, BWERRBEZHR, BXEZSER , &
ZH (IAM AFERE) PN TEERHFTIUENAS , NEZFENEHRGREH.

IAM AR —MEE—4 IAM AP SR, ETRERAANSHESR. BUUEREAR—RENSIA
FEENR. IREXREAF , FAEATUERMHEERFNR, S0, EUBE -2 INE
4, IAMAdminsH B ZEFAE R FERE IAM FRIR.

ArRsAterE., AFE—#SEMNARSINARFXE  MAGSELZSECHNEMNARA, AFE
BXAWKBPEL K MAGREHIGNZIE, ETRESZER |, HSHE (AM AFER) F1 IAM AP
RS ES]A

IAM A&

| AM £ & 2ENIBEFEHENR Amazon Web Services IKF & 17, ©RALTF IAM BF , BE5HE
ARTXEK, EEAIGREE IAM A€ Amazon Web Services Management Console , A SAM A
FHRE IAM A6 (2FE) . BRLEIEA Amazon CLI 2 Amazon API #ERFEA B E X URL
RKRAAB, BEXERAACGHNEEINESESR , 28 (AM AFER) PHRASENE *.
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- BRERAPR  ERRE SN ENR , FUEZACHNBEEUNIR, HREFORITHEHRIE
i, Z5OREAGHEXBRARRTHALACELINR. BXATHRSSORINACGHER | &
2 (IAM BFERE) PN NE=5 S0 RHFUIERAS (RESHRIE)

« ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LERREHXNBEESHTENR,

- BIKFFE : BULNER IAM ARUATTREKSFHEMA (AIEES ) BREHKS PHRE
Ho AERETEKSHAMBRNEELN, BR , X THELRIR Amazon Web Services % , &
AL R EEMMNEER (MAREAARENRE ), BETHEATEKSHRNASNETHR
MM BN EZ3 , 25 IAM BFEREHH IAM HEEETK - FRT R
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AE. Bl , HIBERSHRITBIEN , ZRSFEE 2 Amazon FZ1TRMAREF EC2 HHE Amazon
S3 FEHENR, RETRAEAXHARNEIENNIR, EARSAEHEARSHEXBERNIT
LB,

- BRERGELE (FAS) — HEEA IAM AP A BEFRITIRIER Amazon , BHEMAEZIE A
FERARLRSE , BURESHBIT—MNMRE , ABLBREEHMGERSHE S —MNMEIE. FASEA
HAZ AR LR Amazon Web Services fRSS B T ilEARS & HiERHER, Amazon Web
Services RFERELHBRFSWEIFEESHM Amazon Web Services fRFE RERREFBETRIVE
REt , Fo&kH FAS HR, EXMERT , BXMEERITXHIURENDNR. BXxAH FAS &
RETHYRBEFNE |, BSREEXR TR,

- RFAG - RSACGRRSAREELWIKS PRITRIEM S R IAM A€, 1AM EE G AL
£ IAM F oI, BRANBBRBRSACR, BXESZER , B2H (IAM AFERE) PHCED
Amazon Web Services fRFZERXBEH A€,

s REMBEXAER-BSHEXABE —THERSHEXRBKNERESA®. Amazon Web Services RS IR 7
DURARKREHTRIEN AR, RSHEXRAGHIESLNF Amazon Web Services Ik |, F B
REFIE. IAM BEERATUERETRERERSHEXABHINER,

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 Rl LETH AL
Amazon CLI 2% Amazon AP| {&3RE N AR IEFHES, XHEE EC2 SRflhFMFRIZHET
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FHRABSXE ) REFRMMEXLRE, KETHNRBERAFERELIER, KSHERBEL
JSON X #4#Y Amazon FERFREF. HXx JSON RENHENEHWNANETNESER , H2H IAM A
P8R JSON FKREHEN

IR R A LAER Amazon JSON REERIEE W AR BRI L, HFRY , BN EETT AR TR
1THRE | UREMALAFHTNIT.

RIANBRT , BRPMNAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, BEEABEUAMSENM IAM K , AR URAAG,

IAM ZRBEE SURERIINPR , o FAFERA MRS ZHITRE, Bl , RIREFE—NAYF iam:GetRole
BRENRRE, HAIZREH AP LM Amazon Web Services Management Console Amazon CLI,
= Amazon APl SRERABE L,

ET 508K

ETEHNRBETMMESZH (N IAM AP, AFASAR ) B9 JSON RRREE A, XL R
BHAFNASAEMAMES TN BLERFRITHRERE, BETHNMGTEZETSHNIRE , ES5H
(AM FiFiERE) FNERATSEERBEN BEXL IAM R,

ETSONRBEAH —SHXNAKRFERIIEENRE, NREBEZERAENAF, 4864,
RERBRIMVNRE , BULUREKRMBITHNZNAF. BHAMA® Amazon Web Services K7,
REXRKDIE Amazon REXBNEFRERE., E7HRNAEXE RN AR Z E#HTIER

BZHE (IAM AFiEm) PREREERBSNRER 2 EHTEE,

BT HIRM K

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FREMEREE ., EXFETHRNRBNRS T , RESEER JMERENREHXSE
RROTE X FEEPHMNREENRIR , RKIEESUSE EE T X ZFRHATHEREARETAL
FHETHIT, BLTEETHRENRBREEER, ERATUNSEKS, AF, A, BEAFEH

Amazon Web Services B

ETRFNRE RN TIZRS FHRNBKRE, ETREETRRENRBERER IAM F1 Amazon £E
KB,

W EEFI5] & (ACLs)

TR FIFIR (ACLs) 2HMERFTEA (KFKA., AFZAR ) BNBRER, ACLs SETHIRMH
REERL , RECAEEA JSON IR N,
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Amazon S3 1 Amazon VPC # R XM RS R~H| ACLss Amazon WAFET#MEZEER ACLs , &5
¥ (O R EERSTAERRE) PHIEEES 5|R (ACL) #EiR,

HREgRE

Amazon X#FHMAAERNWRERE, XLERBERBEATLIREE TR RERE @GR THHRAN
PR

- RRLA  RRLAAR-IERBE, AT REETHSORERBALN IAM K4 (1AM B A
&) BFHNRANR, BANTHRENRILR. SEEZRNREXGCET HHHRBERENRIL R
MIRX%E, # Principal FEEAFRAGHETHRIRBAZINRL A RS, F-—TREFNE
RNELFEZ AT, BRANRLANESEE , FZHIAM BFERTH IAM EEARID .

o PRFIEHIZKREE (SCPs)- SCPs RIEEHAHALR L (OU) FWERAXFEH JSON KEE Amazon
Organizations, Amazon Organizations & —HA TX &K A BRI Z Amazon Web Services i
P O TANEFERNERS. MREBEHALTHMEIEE , WA LUFARS 25K (SCPs)

N AT ENEAHAEKS . SCP RHIKAKFPHEME (BIEED Amazon Web Services ik 18
APPSR ) BWIFR. B Organization SCPs s fINEZE LR , 21 (Amazon Organizations f
FEME) FH RS EHIRE,

. BRIEFIZKEE (RCPs) — RCPs 2 JSON XBg |, BuLAERAERREKS PR RNF KRR ,
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ETHRAVRES M NE R IR JSON KRB, ETRRNREN R SHE IAM BEEEREN
Amazon S3 FEMEKR, EXFETHRVRBARS T , RSEE R JLMER SR HIIHE
BROTR . X TEEPH MR RIR , RIEE SUEE EE T X ZFRIAT L REUARETL
FHETHIT. BLAEETRENRBEPIEEEH. ZERATUNEEKS, AR, A, REAFR
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ESABK/FAE , SR LUCHENKFSEMKS PH IAM SEEERNETRENRBPN ESH, &
EBRKFEEFNEETERNRERARBIGEEXRRIEN —E¥ME, YZERANERLEFFREMERN
Amazon Web Services Ik , AI{EKF AH IAM EEBREMXMOZFXASE (AFPIAR ) BFiHE
FBRNR, 1B NET SO REMMESEUR TR, B2, MIRETRRENKHERE -
RPN EERTFHENR , WFFEFHANETEMNER, BXEZEER , FZ2H (AM AFE
) B IAM FR IR ERIEE
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TIERBRE 2

IR R A LAER Amazon JSON SREEREEWARBRMT L, tHFRY , BN EET N AR TR
1THRE  UREFLAFHTNIT.
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EERBHRITSMRE, XLEMINREMR R EXBE,

ERE P IS REURFIITRERBENR,
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"Action": [
"aws:actionl",

"aws:action2"

]
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THEBRR : 2
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o BRAIGIEFERAXREZER (fl, EFHNT ) OEHFRER |, UIERBAINZEEERPHNE
FTE,

MBBE—MEAFIEEZ Condition TE , REL/ Condition TEFEZMNME , N
Amazon EFiZ1E AND EE T EN]. MREBRNENZERIEEZNME , NIFEHAZBHEORZEX
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BX IAM AN REIRNESELR , H2H (AM AFER) $1 IAM AR £ HEXEK,
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MR AVFEFENEE B XER Amazon DocumentDB FRHFMELE. Amazon Web Services ik
FURCBEXENRENRENCENET SRR , X TN T ZRENEE (ARRAR) |,
BHEAFEERMBEEEZET,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1)

"Resource": "*"

}
]
}
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L E N marymajor B IAM A P 2R A% A £ Amazon DocumentDB FITIRIERT , LA TR R4S
=, BER , REVAEERSACHERE FHONRS THITIEE, Mary FEBERAGKIEEIRS
A BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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Amazon DocumentDB FRARER
- EEN RIRETE

- BERBTE | BF. BR. RENEHE

- EXRBIPEERH

Amazon DocumentDB &R iR 1E

£ Amazon DocumentDB A , T ERFER2EE, Amazon DocumentDB XA RS TERFE—2FEH
HNEMER , %4l SHAMNEHITR., XEREMEFER.

XEFRMNFRREE 5 ZXEKNME— Amazon BIRET (ARNs) , M1 TR R,

RIRRE ARN %3

£ arn:aws:rds: region:account-id :cluster: db-cluster-
name

EBHSHA arn:aws:rds: region:account-id :cluster-pg: cluster-p

arameter-group-name

SERE arn:aws:rds: region:account-id :cluster-snapshot:
cluster-snapshot-name

L arn:aws:rds: region:account-id :db:db-instance-name
Z24 arn:aws:rds: region:account-id :secgrp:security-
g g y

group-name

TMA arn:aws:rds: region:account-id :subgrp:subnet-group-
name

Amazon DocumentDB 12t — 48 #2435k 4L Amazon DocumentDB &R, BXAARENIIR |, F5
R R AE

TR IFEPRER

RIRFTAE &R Amazon Web Services IKF 158 R RN A, EREW , BRIRFIE &R Amazon Web
Services Ik JRIERBTRNIBERFITHEHRIENZIEASZME (RKF,, IAMAFPSR IAM AR ), T
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- MREFEREHB Amazon Web Services Ik #RIK FIE 02 D2 XAEBIBEERIR ( Hla0=4 ) |
& Amazon Web Services Ik~ #2ll S X EBIEERENFIEE,

« MREEFZE IAM P Amazon Web Services K H @1iZ A P % F 612 Amazon DocumentDB
BRAPR |, M A P A L8722 Amazon DocumentDB &R, B2 , A B Amazon Web
Services ik P AT &% DocumentDB &Ko

- MBEBEHEE Amazon Web Services Il EF 812 Amazon DocumentDB RIRHVIXFRRY IAM A
& , N{E{AseBBEEixAs e AE T LLAE Amazon DocumentDB &R, iZABFIENE Amazon
Web Services P #E T 5% DocumentDB &R,

EEX AR

PRRMEMEE R LABRIBLERR, T —T 9714 6 BN R KT AY A AT,

® Note
AFT {318 1E Amazon DocumentDB EE T A IAM, XETREHEERX IAM BRSHiFEMEER,
BXRTEWN IAM X8 |, FSE (IAM BF1EmR) FIM1 L2 IAM? . BX IAM policy B&iE %
FEBAWEE , FSHE IAM AP EEFRH AmazonlAM RS ZE,

HEnZ 1AM B R ERHERE T B 0K (IAM policy). KMNBIR RN ERMERETRERN £
B%. Amazon DocumentDB R ZFE T M HVKEL ( IAM KEE )

EB

- ET SRR (IAM KEE )

- ETRFEHRE

HETHMHEE (IAM KB )
BEILAE IAM B KT INREE, Bl | WA BARITUA TR E -
o FNPREKBEHMBEK RO AFRE - KR EBER U UAFERESESERAFP XN BRRERFiZH

F 812 Amazon DocumentDB &R ( #1354 ) HIBR,

- BIABHMNERERR (RFEKFRRE ) - &0 8l@ IAM B2 NETEONNRER , URFE
KB R, Flan , EBATUSE—INFEKEEMA Amazon Web Services i 2 Amazon
RERFEKFNE , AR :
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1. KF ABEERAAMNGE—NIAM AG , REAZASHINKRFEBEKS A RERINERERE,

2. Ik A BER T UEEERKHMERARINRKS BHAE , IS B B TMEN EHRAZAE
&

3. Ak , K/ BEERAMURRAZACHNRELLAKS B PNEMAS, X , K~ B A
FPRIFT SIS TG RIKS A PRVEIR. WRERE Amazon RSB FEEZBEHNR , NEE
REPHEFEABTLR Amazon BREZEFE A

BXREAR IAM ZERNRNESELR , F26H IAM AFERERRN I RINREE,

LLTRAWID RN 123456789012 KA HIEH Amazon Web Services MK Bl ZSEHIR ROIKEE . #T
EHIAMERLL default FFkMETIAMSEA  HEECHHAFER default FRAE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCreateDBInstanceOnly",

"Effect": "Allow",

"Action": [

"rds:CreateDBInstance"

1,

"Resource": [
"arn:aws:rds:*:123456789012:db:test*",
"arn:aws:rds:*:123456789012:pg:cluster-pg:default*",
"arn:aws:rds:*:123456789012:subgrp:default"

]

}
]
}

BXKBELE Amazon DocumentDB FRETHE MKW EZER |, HSH HE T B HRERE (1AM
%K ) AT Amazon DocumentDB, BXAF, A. AGNNENESELR | 25 (IAM AFE
) https://docs.amazonaws.cn/IAM/latest/UserGuide/id.himIF I &3 ( AP, HAFAE® ),

E T RIRAY RS

H R %520 Amazon Simple Storage Service (Amazon S3) XFE T R RN RRE, Hlan |, &7
TR ANE] Amazon S3 FERBUEEN ZE MBI FRIMNR. Amazon DocumentDB A X FE T &
TREY SR BE
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BEEREITER  BF. ®R. BRNERK

3 F & Amazon DocumentDB &R ( 2 Amazon DocumentDB ZIRFNIEE ) |, ZRSEENL —
B API BR1E, BXEZER , BERARE. BEXNIXL API BERFNR , Amazon DocumentDB TE X
T—HEAUERBPIEENRE, T —N AP BEFTREZSESMEENNIR,

UTRERNWRIEITE :

« TR - 1EFRREG | BA LR Amazon BIRB# ( ARN ) PRIREREE R A B8 &R IR.

o BE: BOULEARERBEZIMBEAR T RIEL N T IRIEIE, HlM0 , rds:DescribeDBInstances
MR A F AT DescribeDBInstances &1k,

MR BULEELHAFERSERE (TURATFRIEL ) MR, REEEXRF (AWF)
SRR RIAER | NBRN3ELhE, Bt o EXNELXSERATER , XEABRERFTEFRZE
R, EMEEEMRERTF 7T IHRNRNER THEEa1t,

« TR -TEETEMIKEE (IAMKEE ) MMTRBEHNAFPRRXEA, XTETERNERK
BA LR EERRNRANAF, kP, BREIEMEE (CEATETFRFENKE ) o Amazon
DocumentDB A X #FE T RIRA KR,

BX IAM RBEENMBERNESER , FSH IAM AF1ERE) 8 Amazon IAM REESZ,

BXE RFE Amazon DocumentDB APl R EATERANERINEK , i5S 1 Amazon DocumentDB
API R : B, RENZHSE,

EREPEESNF

HER TR |, AIERA IAM KIEE S RIEEENE R ERB 4. S, BAIaEHLERENE
BHERMENAH. AXEARBESEERMNESER , H5H (AM AFER) FEvEA.

BERREMY , BULIERTRE L HNEHEHE. Amazon DocumentDB &8 A LA#E IAM policy B /i FA #Y
BREEBEBLTXEH. BEXATRATHERSNERFZ G LTXEAIIE , FSH IAM BFRERHHN T
RHEHKAHZEH.

BETBMHHIER (IAM KB ) AT Amazon DocumentDB

/A Important

S FELESEIHEE | Amazon DocumentDB 5 Amazon RDS HERyigEHRRK, TLE@
DocumentDB £ &l & # APl A 1EFZ AN S RDS API B9i8H. Amazon CLI
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RMNBIEEELQBUTNAEES | XEETHE T ETHTFEE Amazon DocumentDB &
BRIFRINERBSMEN, EXEZELR |, H5SH EEX Amazon DocumentDB %R 17 7]
PR o

REFRETETEONRBNRA  EXLERED  KEEERTHUE IAM &4 (B : AF, 4
A ) KRR,

LLR 2 IAM policy B& R4l

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCreateDBInstanceOnly",

"Effect": "Allow",

"Action": [

"rds:CreateDBInstance"

1,

"Resource": [
"arn:aws:rds:*:123456789012:db:test*",
"arn:aws:rds:*:123456789012:pg:cluster-pg:default*",
"arn:aws:rds:*:123456789012:subgrp:default"

]

}
]
}

ZERBIE— NN IAM BFEEA TR RAIED

- ZREEAT IAM AP R “flZDBInstance” #EAIZE KA ( X t3iE A Fcreate-db-instance Amazon
CLI ##4EF Amazon Web Services Management Console ) o

* Resource TEEEAFIUMNITRENEIR. A Amazon BIREEH (ARN) EERIR. Ltk ARN

BERBRFIBRESHABI (xds). Amazon Web Services Xi& ( *RRARHOIFHEMXE ). A
FKES ( EARHIF123456789012 K AF ID ) MEFRER,

ZRBIFE Resource TENAFEEEXARNUATREERF -

o FEBIMEFIPMRFF LTI test FF3k ( HlEN , testCustomerDatal, test-region2-
data) .
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o IRGINERS AN default FFk,
o FTRBI FRANLME default FMLA,

ZREETIEE Principal Tk , RAEETEONRES , BRIEERERNEIL A 0T REE
MAFRRAZEA. @ IAM AEHIINRERERE , 282N EEREFIRRE EARREUNER.

BXE RFAE Amazon DocumentDB APl ##ER HEERAERIE , 55 Amazon DocumentDB API
BBR : 8, BRNZHGESE,

£ Amazon DocumentDB % & Fr E 3R B X R

X FEfEA Amazon DocumentDB #HANAF , ZAFPXIFE —HHEDINR. XENRAFRF
iR 1#9 Amazon DocumentDB %R Amazon Web Services K/ HIEMHEMIMEXERE , A IS
# EC2 Z£HMMEEL,

MRBZLHEMNENRENRE N EH IAM KEE |, TN TZ IAM RBEHWAF |, BHAaNE
ERMBEEEZET. EHRFRXERF{AER Amazon DocumentDB 2 &1& |, t vl & A KN
AmazonDocDBConsoleFullAccess BRI , 11 Amazon I &i# DocumentDB HYIEE B HFRT
R,

33 F{XiB A Amazon CLI 2 Amazon DocumentDB APl (WA , B LE RN HRE KIS AR,
=P EIE AR R

AY AP EBERANENAEFE Amazon DocumentDB BENNPR, X LRI G AL D%
DocumentDB AP| 1Rt 4EA Amazon SDKs , 5#&. Amazon CLILEFEREF AR , BEERF
BETEREEMEMINEE , £H Amazon DocumentDB 4| A FTERE 31T T itie.

3 FRELEEBINEE , Amazon DocumentDB f# i 5 Amazon Relational Database Service (Amazon
RDS) 1 Amazon Neptune £ ZHIREHAR,

(@ Note
FARGIEMERXERE ( FEFRLILE ) X (us-east-1) , FZEEMK, . IDs

i
o 1P 1: RFAPIER Amazon DocumentDB &R (TR R R4
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« 5 2 : By ik P ERSE A
- TRBI3: BRIEAEFEMNE , ENEILEAFIERER

R~ 1 RFB P IMEM Amazon DocumentDB &R 1T R84

AT R ERBEN A PP B FPRLUZITUL Describe FFAWIFRERIE, X LLiRER RAEX Amazon
DocumentDB &R ( #1354 ) K158, Resource AHFHBESR (*) X RANZKFRENFTE
Amazon DocumentDB %R /o FiX e384k,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"AllowRDSDescribe",
"Effect":"Allow",
"Action":"rds:Describe*",
"Resource":"*"
}
]
}

R 2 B AR P R BR S5

LU RR R BE R TR EARS LE R P ERASE KRB, Hlan |, A e8I EMIEEE R A5 BIBREAT £
KB,
{

"Version":"2012-10-17",
"Statement": [

{
"Sid":"DenyDeletel",
"Effect":"Deny",
"Action":"rds:DeleteDBInstance",
"Resource":"arn:aws:rds:us-east-1:123456789012:db:my-db-instance"
}

M 3 BRIEBRAFEMMNE , BNEIEAF LR
BRIEBAFEMINE , BN AT XPRKREEIEL A 4122 Amazon DocumentDB & IR,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PreventUnencryptedDocumentDB",
"Effect": "Deny",
"Action": "RDS:CreateDBCluster",
"Condition": {
"Bool": {
"rds:StorageEncrypted": "false"
.
"StringEquals": {
"rds:DatabaseEngine": "docdb"
}
.
"Resource": "*"
}
]
}

Amazon Y & # DocumentDB B EE B

EmAF., BANABFNNRE , A Amazon FEXKLELECHRERRERSBZ., IR NERN
RUMMENRN AV ZEFEERARHEENEMZ LR, EREAT, EATAFEAEIIH Amazon
REXKE, XEBERESELRS , AIEEHN Amazon IKFHEH,. X Amazon EE RN ESE
B, #31 (ldentity and A ccess Managem Amazon ent FiF38/) FHAmazon T E XK,

Amazon RS 4HF MEH Amazon EE XK, BLEEH Amazon HEREPHINR. RFZBREM
Amazon TERBERNMEMNRAZHHINEE, LEXEHSFMEMMNKEHNFRES D (AP, 4FA
B)., HELMIIEREHRETARN , REZE TEEH Amazon HERKE. RFT2M Amazon
REXRBTPBRNE , ALEBERT2BRAENRNENR,

A |, & Amazon TEHBZS MRS TERENITE R, B0 , ViewOnlyAccess Amazon EE X
BEIR XTI 2 Amazon BRF MR IRN RiRHENR. LIRSz —FHNEER , Amazon S AFERE
MBFRRMRIENR, BXRIERERENIIRMEA , i5SH Amazon IAM AFEERHPHAT ITE

BRAERY Amazon B R B

LA Amazon & F BN EH T Amazon DocumentDB |, & A LUSE M INZI M R AF, -

« AmazonDocDBFullif B # BR— % F 4RI 7~ X4 Ff 8 Amazon DocumentDB &JREY 5T £ 17 7] X BR
Amazon ,
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« AmazonDocDBReadOnlyAccess— & F 1Rk 7 Xt FTE Amazon DocumentDB %R #Y R 215 [B] X R
Amazon .

« AmazonDocDBConsoleFullAccess— B F# A Amazon Web Services Management Console®
Amazon DocumentDB # Amazon DocumentDB 3 M SE 8 %R Y 52 £ 15 | AR o

« AmazonDocDBElasticReadOnlyAccess— &% F Rk 7 Xt FTE Amazon DocumentDB 5% 4% £ ¥ 5% /R
#y R R PR Amazon ,

« AmazonDocDBElasticFullAccess— & F BRI F X Ff/8 Amazon DocumentDB # 4 EB T RENTE
H R BR Amazon .

AmazonDocDBFullif [a] £ BR

WEBREF T AT EHETLIHE Amazon DocumentDB FfH Amazon DocumentDB & /ERI E R,
LERBER A NBRIN T 24 -

« Amazon DocumentDB #X PR 7/t ¥ Ff & Amazon DocumentDB #1E,

« EEXRBEKPH —L Amazon EC2 fXFEF RERRIUE APl IERFP/EEMNERR. X 5 EFHER Amazon
DocumentDB BEBELSEH R INFERA TR, RPN ERT ZE EC2 AR A Sph XA EIEE
RS EH Amazon BIR , FEREBIEETIENER.

- 1£ API @R HAE , Amazon DocumentDB X PR B FRIEER H I BE4512 R IR. Amazon
DocumentDB FEEixX &R F BEHL S Amazon DocumentDB £ 8 — 2 A& 1% 1 4R,

« Amazon DocumentDB EEix £t CloudWatch BEFBEWR B EEMBARAE , ARXERAEXNF
KREHENEREN.

"Version": "2012-10-17",
"Statement": [
{
"Action": [

"rds:AddRoleToDBCluster",
"rds:AddSourceldentifierToSubscription",
"rds:AddTagsToResource",
"rds:ApplyPendingMaintenanceAction",
"rds:CopyDBClusterParameterGroup",
"rds:CopyDBClusterSnapshot",
"rds:CopyDBParameterGroup",
"rds:CreateDBCluster",
"rds:CreateDBClusterParameterGroup",
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"rds:

"rds:

"rds:

"rds:

"rds:

"rds:

"rds:

"rds:

"rds:

"rds:

"rds:

rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:

rds:
"rds:
rds:
"rds:
rds:

rds:
"rds:
rds:

CreateDBClusterSnapshot",
CreateDBInstance",
CreateDBParameterGroup",
CreateDBSubnetGroup",
CreateEventSubscription",
DeleteDBCluster",
DeleteDBClusterParameterGroup",
DeleteDBClusterSnapshot",
DeleteDBInstance",
DeleteDBParameterGroup",
DeleteDBSubnetGroup",
DeleteEventSubscription",
DescribeAccountAttributes",
DescribeCertificates",
DescribeDBClusterParameterGroups",
DescribeDBClusterParameters",
DescribeDBClusterSnapshotAttributes",
DescribeDBClusterSnapshots",
DescribeDBClusters",
DescribeDBEngineVersions",
DescribeDBInstances",
DescribeDBLogFiles",
DescribeDBParameterGroups",
DescribeDBParameters",
DescribeDBSecurityGroups",
DescribeDBSubnetGroups",

DescribeEngineDefaultClusterParameters",

DescribeEngineDefaultParameters",
DescribeEventCategories",
DescribeEventSubscriptions",
DescribeEvents",
DescribeOptionGroups",
DescribeOrderableDBInstanceOptions",
DescribePendingMaintenanceActions",

DescribeValidDBInstanceModifications",

DownloadDBLogFilePortion",
FailoverDBCluster",
ListTagsForResource",
ModifyDBCluster",
ModifyDBClusterParameterGroup",
ModifyDBClusterSnapshotAttribute",
ModifyDBInstance",
ModifyDBParameterGroup",
ModifyDBSubnetGroup",
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rds:ModifyEventSubscription",

"rds:PromoteReadReplicaDBCluster",

"rds:RebootDBInstance",
"rds:RemoveRoleFromDBCluster",
"rds:RemoveSourceldentifierFromSubscription",
"rds:RemoveTagsFromResource",
"rds:ResetDBClusterParameterGroup",
"rds:ResetDBParameterGroup",
"rds:RestoreDBClusterFromSnapshot",
"rds:RestoreDBClusterToPointInTime"

1,

"Effect": "Allow",

"Resource": [

i n

"Action": [
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"ec2:DescribeAccountAttributes",

"ec2:DescribeAvailabilityZones",

ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcAttribute",
"ec2:DescribeVpcs",
"kms:ListAliases",
"kms:ListKeyPolicies",
"kms:ListKeys",
"kms:ListRetirableGrants",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"sns:ListSubscriptions",
"sns:ListTopics",
"sns:Publish"

1,

"Effect": "Allow",

"Resource": [

"

"Action": "iam:CreateServicelLinkedRole",
"Effect": "Allow",
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"Resource": "arn:aws:iam::*:role/aws-service-role/rds.amazonaws.com/
AWSServiceRoleForRDS",
"Condition": {
"StringLike": {
"iam:Amazon ServiceName": "rds.amazonaws.com"

AmazonDocDBReadOnlyAccess

WERBET T LA EE Amazon DocumentDB A{EE K RiEMR R, MNAXFPREEH E AT e
TERAEHIPBRIMERR , hFEE0IEREHH Amazon DocumentDB FiR. Hl0 , MAEXLENEHN E
HA L EEEEKP RBNERYRNEE  BEFEEREMERENEERRE, HLREPHNEDT

o4

« Amazon DocumentDB X PR /2 %5 Amazon DocumentDB &R , AR EMHIKIMEXRENINE

/N O

« Amazon EC2 XX R T H RS £ XEH Amazon VPC, ENIs TR, Z£4H,
« Amazon DocumentDB X PR TR S ZEH BN ZH.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"rds:DescribeAccountAttributes",

"rds:DescribeCertificates",
"rds:DescribeDBClusterParameterGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBClusterSnapshotAttributes",
"rds:DescribeDBClusterSnapshots"”,
"rds:DescribeDBClusters",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBLogFiles",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBParameters",

"rds:DescribeDBSubnetGroups",
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rds:DescribeEventCategories”,

"rds:DescribeEventSubscriptions"”,

"rds:DescribeEvents",
"rds:DescribeOrderableDBInstanceOptions",
"rds:DescribePendingMaintenanceActions",
"rds:DownloadDBLogFilePortion",
"rds:ListTagsForResource"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
"ec2:DescribeAccountAttributes",
"ec2:DescribeAvailabilityZones",
"ec2:DescribelnternetGateways",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcAttribute",
"ec2:DescribeVpcs"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
"kms:ListKeys",
"kms:ListRetirableGrants",
"kms:ListAliases",
"kms:ListKeyPolicies"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
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"logs:DescribelLogStreams",
"logs:GetLogEvents"

1,
"Effect": "Allow",

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/rds/*:log-stream:*",
"arn:aws:logs:*:*:log-group:/aws/docdb/*:1log-stream:*"

AmazonDocDBConsoleFullAccess

RFERAUT HRNEE Amazon DocumentDB &RAISEL 5 EIMNR : Amazon Web Services
Management Console

« R¥FAE Amazon DocumentDB #1 Amazon DocumentDB £ & & /ER Amazon DocumentDB X
BR o

s FEAXRBEDRN—L Amazon EC2 R EF BEIRIE APl R RE B ER, X2 7 H#F Amazon
DocumentDB 82 R I E A RRRAERZFHEFERH, HREPHERT S EC2 NPR T Amazon
DocumentDB S| FrFER Amazon &R , AR EZFIEE , a0, VPCEndpoint

« Amazon KMS 7£ API i@ HiiE , &R Amazon KMS A TR IUFERF1£E N ER. Amazon
DocumentDB EEE1F 86Fl S Amazon DocumentDB 38 1 S£ 8¢ fiF A B 151% B R 4A IR TR 2R 5 5
BiE,

« Amazon DocumentDB EEiX ¥ CloudWatch BEF REFR B EEMBEFRAE , HEXERIERF
FHitMo T BEENERER.

« FEE Secrets Manager X REK UL BV H £ A EH Amazon DocumentDB # M EFHIREEE A
AR,

« Amazon DocumentDB £ EIEIZ/EEE Amazon RDS R, W TFHELEZHEIEE , Amazon
DocumentDB 5 Amazon RDS H£EZ/BRER AR,

« SNS fRFE4I5E Amazon Simple Notification Service (Amazon SNS) 1T RF E B K& & Amazon
DocumentDB 8 &.,

« BIENERHEFRNBSHENRSBKACER IAM XIR.

"Version": "2012-10-17",
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"Statement":

{

L

"Sid": "DocdbSids",
"Effect": "Allow",
"Action": [

"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic
"docdb-elastic:

CreateCluster"”,
UpdateCluster",
GetCluster",
DeleteCluster",
ListClusters",

:CreateClusterSnapshot",

GetClusterSnapshot",
DeleteClusterSnapshot",
ListClusterSnapshots",
RestoreClusterFromSnapshot",
TagResource",

:UntagResource",

ListTagsForResource",
CopyClusterSnapshot",
StartCluster",

StopCluster",
GetPendingMaintenanceAction",

:ListPendingMaintenanceActions",

ApplyPendingMaintenanceAction",

"rds:AddRoleToDBCluster",
"rds:AddSourceldentifierToSubscription",

rds:AddTagsToResource",

"rds:ApplyPendingMaintenanceAction",

rds:CopyDBClusterParameterGroup",

"rds:CopyDBClusterSnapshot",

rds:CopyDBParameterGroup",

"rds:CreateDBCluster",

rds:CreateDBClusterParameterGroup",

"rds:CreateDBClusterSnapshot",

rds:CreateDBInstance",

"rds:CreateDBParameterGroup",

rds:CreateDBSubnetGroup",

"rds:CreateEventSubscription",

rds:CreateGlobalCluster",

"rds:DeleteDBCluster",

rds:DeleteDBClusterParameterGroup",

"rds:DeleteDBClusterSnapshot",

rds:DeleteDBInstance",

"rds:DeleteDBParameterGroup",
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"rds:DeleteDBSubnetGroup",
"rds:DeleteEventSubscription",
"rds:DeleteGlobalCluster",
"rds:DescribeAccountAttributes"”,
"rds:DescribeCertificates",
"rds:DescribeDBClusterParameterGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBClusterSnapshotAttributes",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBLogFiles",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEngineDefaultClusterParameters"”,
"rds:DescribeEngineDefaultParameters",
"rds:DescribeEventCategories",
"rds:DescribeEventSubscriptions",
"rds:DescribeEvents",
"rds:DescribeGlobalClusters",
"rds:DescribeOptionGroups",
"rds:DescribeOrderableDBInstanceOptions",
"rds:DescribePendingMaintenanceActions",
"rds:DescribeValidDBInstanceModifications",
"rds:DownloadDBLogFilePortion",
"rds:FailoverDBCluster",
"rds:ListTagsForResource",
"rds:ModifyDBCluster",
"rds:ModifyDBClusterParameterGroup",
"rds:ModifyDBClusterSnapshotAttribute",
"rds:ModifyDBInstance",
"rds:ModifyDBParameterGroup",
"rds:ModifyDBSubnetGroup",
"rds:ModifyEventSubscription",
"rds:ModifyGlobalCluster",
"rds:PromoteReadReplicaDBCluster",
"rds:RebootDBInstance",
"rds:RemoveFromGlobalCluster",
"rds:RemoveRoleFromDBCluster",
"rds:RemoveSourceldentifierFromSubscription",

"rds:RemoveTagsFromResource",
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rds:ResetDBClusterParametexrGroup",
"rds:ResetDBParameterGroup",

"rds:RestoreDBClusterFromSnapshot",
"rds:RestoreDBClusterToPointInTime"

]I

"Resource": [

"

"Sid": "DependencySids",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"ec2:AllocateAddress",
"ec2:AssignIpv6Addresses”,
"ec2:AssignPrivateIpAddresses",
"ec2:AssociateAddress",
"ec2:AssociateRouteTable",
ec2:AssociateSubnetCidrBlock",
"ec2:AssociateVpcCidrBlock",
ec2:AttachInternetGateway",
"ec2:AttachNetworkInterface",
ec2:CreateCustomerGateway",
"ec2:CreateDefaultSubnet",
"ec2:CreateDefaultVpc",
"ec2:CreatelnternetGateway",
ec2:CreateNatGateway",
"ec2:CreateNetworkInterface",
ec2:CreateRoute",
"ec2:CreateRouteTable",
ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,
ec2:CreateVpc",
"ec2:CreateVpcEndpoint",
ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",
ec2:DescribeAvailabilityZones",
"ec2:DescribeCustomerGateways",
ec2:DescribeInstances",
"ec2:DescribeNatGateways",
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ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroupReferences",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeVpcAttribute",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcs",
"ec2:ModifyNetworkInterfaceAttribute",
ec2:ModifySubnetAttribute",
"ec2:ModifyVpcAttribute",
"ec2:ModifyVpcEndpoint",
"kms:DescribeKey",
"kms:ListAliases",
"kms:ListKeyPolicies",
"kms:ListKeys",
"kms:ListRetirableGrants",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"sns:ListSubscriptions",
"sns:ListTopics",
"sns:Publish"
1,

"Resource": [

i n

"Sid": "DocdbSLRSid",
"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/rds
leForRDS",

"Condition": {
"StringlLike": {
"iam:AWSServiceName": "rds.amazonaws.com"

"Sid": "DocdbElasticSLRSid",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

.amazonaws.com/
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"Resource": "arn:aws:iam::*:role/aws-service-role/docdb-
elastic.amazonaws.com/AWSServiceRoleForDocDB-Elastic",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "docdb-elastic.amazonaws.com"

AmazonDocDBElasticReadOnlyAccess

WERBEEF T AR ZESR Amazon DocumentDB Ara# M EEHE B RIENR, MiMAEXMPREEM E
ERRER TEAEF MR B RR , L TBERIZEFH Amazon DocumentDB &R, #la0 | HHXL
PR EATUEEEEKFRBENERIRANEE , ETEERNTMEHRNEERIRE. LERBEHH
MR T 24 :

« Amazon DocumentDB 3 M &£ B R A 1 &5 H Amazon DocumentDB M EERR , HAE1H
KEAEXTIINESR,
+ CloudWatch X R A TR UERFZ IEPR.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"docdb-elastic:ListClusters",
"docdb-elastic:GetCluster",
"docdb-elastic:ListClusterSnapshots",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListTagsForResource"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
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"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

AmazonDocDBElasticFullAccess

ERBETF T AFEATLIFE4ETY Amazon DocumentDB 314 £ B2 FTE Amazon DocumentDB £
ENEEBNR,

IR BE(E A S B9 Amazon #5255 (https://docs.aws.amazon.com/tag-editor/latest/userguide/
tagging.html) SRER#I33 ZRAF RN R, MBLREFAYE | NATG T ARZERH
DocDBElasticFullAccess MirE{EFIZ. MREAFEFATFREENER , WA FEANRER
4 DocDBElasticFullAccess MFRZEIRIC,

LEERBE PR PRN T 554

« Amazon DocumentDB ¥ M4 &£ & X R L 1FFTE Amazon DocumentDB ##1E,

s EEXRBETH—L Amazon EC2 fXFRF BEIE APl ER P23 ER. iX2H T ¥R Amazon
DocumentDB 8% B Ih i I BRI RE R T4 £ 8, WREPPVERIT S EC2 PR Amazon
DocumentDB I FTEM Amazon TR , FEEREEBB VPC KRiFgT o —HIE IS EE,

« Amazon KMS Amazon DocumentDB FEEN R F EEFEAZ AN FAXN I Db XAABIEEHE M ETHFHH
HEASEEHITNHNBER,

® Note
ZERIREENRANITE — N H 540 DocDBElasticFullAccess MRZEMWRE,

- SecretsManager & EN R BERIUEL EMN B HEHA EH Amazon DocumentDB # M EFREE
BRHAF

(® Note
AN ZHIME — %48 DocDBElasticFullAccess MRZEEMNRE,

BIBN R AERN A ESHENRSKEACEE IAM NR,
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"Version":

"2012-10-17",

"Statement": [

{

"Sid":

"Effect": "Allow",
"Action": [

1,

"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:

"docdb-elastic

"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
:ListTagsForResource",
CopyClusterSnapshot",

"docdb-elastic

"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:
"docdb-elastic:

"docdb-elastic

"Resource": [

min

"Sid": "EC2Sid",
"Effect": "Allow",
"Action": [

"DocdbElasticSid",

CreateCluster",
UpdateCluster",
GetCluster",
DeleteCluster",
ListClusters",

CreateClusterSnapshot",
:GetClusterSnapshot",
DeleteClusterSnapshot",
ListClusterSnapshots",
RestoreClusterFromSnapshot",

TagResource",
UntagResource",

StartCluster",
StopCluster",

GetPendingMaintenanceAction",
ListPendingMaintenanceActions",
:ApplyPendingMaintenanceAction"

ec2:CreateVpcEndpoint",

"ec2:DescribeVpcEndpoints",

ec2:DeleteVpcEndpoints",

"ec2:ModifyVpcEndpoint",

ec2:DescribeVpcAttribute",

"ec2:DescribeSecurityGroups",

ec2:DescribeSubnets",

"ec2:DescribeVpcs",
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"ec2:DescribeAvailabilityZones",
"secretsmanager:ListSecrets"

]I

"Resource": [

"gn

1,

"Condition": {
"StringEquals": {

"aws:CalledViaFirst": "docdb-elastic.amazonaws.com"
}
}
I
{
"Sid": "KMSSid",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"docdb-elastic.*.amazonaws.com"
1,
"aws:ResourceTag/DocDBElasticFullAccess": "*"
}
}
I
{

"Sid": "KMSGrantSid",
"Effect": "Allow",
"Action": [

"kms:CreateGrant"

1,
"Resource": "*",
"Condition": {

"StringLike": {
"aws:ResourceTag/DocDBElasticFullAccess": "*",
"kms:ViaService": [

"docdb-elastic.*.amazonaws.com"

iy
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"Bool": {
"kms:GrantIsForAWSResource": true

"Sid": "SecretManagerSid",

"Effect": "Allow",

"Action": [
"secretsmanager:ListSecretVersionIds",
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:GetResourcePolicy"

1,

"Resource": "*",

"Condition": {

"StringlLike": {

"secretsmanager:ResourceTag/DocDBElasticFullAccess":

I
"StringEquals": {
"aws:CalledViaFirst": "docdb-elastic.amazonaws.com"

"Sid": "CloudwatchSid",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:GetMetricStatistics"

1,

"Resource": [

i n

"Sid": "SLRSid",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/docdb-
elastic.amazonaws.com/AWSServiceRoleForDocDB-Elastic",
"Condition": {
"StringlLike": {

g n
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"iam:AWSServiceName": "docdb-elastic.amazonaws.com"

AmazonDocDB-ElasticServiceRolePolicy

YRF LM B AmazonDocDBElasticServiceRolePolicyfE#REY Amazon Identity and Access
Management 3£k &, X5 BE T b0 E /2 iF Amazon DocumentDB R EHITIREN RS KEKA G,
BEXEZER , B2 M ERTHERSXEKAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"Amazon/DocDB-Elastic"
]
}
}
}
]
}

I 5% DocumentDB E 37 7 #£& Amazon BUR

BX iR B &
AmazonDocDBElastic EHFTHBER , AT EHLEN 2025 11 B 2AH
FullAccess, AmazonDoc HEP R 1E,

DBConsoleFullAccess - EX
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EK

AmazonDocDBElastic
FullAccess, AmazonDoc
DBConsoleFullAccess - X

AmazonDocDBElastic

ReadOnlyAccess, AmazonDoc
DBElasticFullAccess - B

AmazonDocDBElastic
ReadOnlyAccess — # 5k &

AmazonDocDBElastic
FullAccess — ¥R B

AmazonDocDB-Elasti
cServiceRolePolicy : 5 i

AmazonDocDBConsole
FullAccess - X

AmazonDocDBConsole
FullAccess. AmazonDoc
DBFulli [E4#X R, AmazonDoc
DBReadOnlyAccess - ¥ 5 #&

DU

ERT T KM, AT BEMFLE
SE LR & HISFHRBIRE,

REECEFHLIEI cloudwatc
h:GetMetricData ##4E.

Amazon DocumentDB 3# 14 &
B IEERE,

Amazon DocumentDB 3# 1t &
BN EERE,

I 3% DocumentDB 7 &b
Documen Amazon ServiceRo

leForDoc tDB s8R FF QI T
— N B R P o 1 R S5 ok Bk

y=) ==

BEREEH , AT Amazon
DocumentDB £ X PR F15# 14
EBNR,

RS E3.

B

2024 2 H21H

20236 A 21 H

2023 8 A6 H

2023 5 A6 H

11/30/2022

11/30/2022

1/19/2017

Amazon DocumentDB AP| IR : i#4E. RENMZHSE

HEBIREB FETEMHER (1AM FEr ) BT Amazon DocumentDB H 4B & A LAM INZ) IAM 513

MR RKES (ETHORKRE ) i, IUERUATETEANSE,

TX5 T HEA Amazon DocumentDB API ##4E, FIRFP IIEE LR FRITIRENR Y HE N R
., TR FINREN Amazon BRUARATLEENATRA TG REFNZGHZFH, BEEREREN
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Action ZERPIEERIE. TR Resource FERHPIEERFE. EXRIM Condition FERFiE
EiH, BXZHENEZER , BSAEEBPIEESRL,

&7 LAFE Amazon DocumentDB BUR R EA Amazon® B&HERRESZ M. BX Amazonst B #4A
NEEIR , FSE IAM BPERTH AR,

&R LAE A 1AM policy simulator Mz IAM KBk E2Ba RESTIREMENERNSHIIR , 28F
Amazon DocumentDB Amazon &£, IAM policy simulator #E &5 EN B MRIEFTERNNR, B
< 1AM policy simulator 5. , B2 IAM AFERTPHA IAM KEEELZF N 1AM KB,

(® Note
EIETFRIE , BTE API BEBMZAIEA rds: 814k ( HlW0 , rds:CreateDBInstance ),

THE% H T Amazon RDS API IREREMKIRE,. RREMFZHEZRHA,
FB

o XEFRBERNBRER Amazon DocumentDB 4

« FAXEFRBHRNBER Amazon DocumentDB 24

T ERRRNEN Amazon DocumentDB #4E

BRERNRIBHELATEES  BEAFAPNERITIRENRR. Amazon DocumentDB #2 ZiFE IR
FIPR, XEBREN T HEL Amazon DocumentDB ##4E , BRI UETAHFENREIA TR ERN
BHRRR , BHMANATFAPERXERE, Hlm , BaLliE PR FRUE S ESSFIA R,

TmE%IH T Amazon DocumentDB API RER HAEXIRE, BRMEZHZHHA,

(® Note

N FEHLESEEINEE | Amazon DocumentDB £l & Amazon RDS HEMBER R, Bx
Amazon DocumentDB B#EFMINBEHWEZER |, HSHR (RFTRINSE) FH Amazon RDS
HIRE, REMIZHE,
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AddTagsToResource

rds:AddTa
gsToResource

ApplyPendingMainte

nanceAction

rds:Apply
PendingMa
intenanceAction

£ #IDBCluster{R B8

rds:CopyD
BClusterS
napshot

#1ZDBCluster

rds:Creat
eDBCluster

RIR

%l

arn:aws:rds: region:account-
id :db:db-instance-name

FMA

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

KA

arn:aws:rds: region:account-
id :db:db-instance-name

SEHRR

arn:aws:rds: region:account-
id :cluster-snapshot:
cluster-snapshot-name

3.t

arn:aws:rds: region:account-
id :cluster: db-cluster-
name

SHSHA

arn:aws:rds: region:account-
id :cluster-pg: cluster-p
arameter-group-name

FMA

e

rds:db-tag

rds:subgrp-tag

rds:db-tag

rds:cluster-snapsh

ot-tag

rds:cluster-tag

rds:cluster-pg-tag

rds:subgrp-tag
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2|2 DBClust
erParameterGroup

rds:Creat
eDBCluste
rParameterGroup

B ZDBClusterR B8

rds:Creat
eDBCluste
rSnapshot

#lZDBInstance

rds:Creat
eDBInstance

RIR e

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

KBB4 rds:cluster-pg-tag

arn:aws:rds: region:account-
id :cluster-pg: cluster-p
arameter-group-name

£ rds:cluster-tag

arn:aws:rds: region:account-
id :cluster: db-cluster-

name
SEBERR rds:cluster-snapsh
ot-tag

arn:aws:rds: region:account-
id :cluster-snapshot:

cluster-snapshot-name

L rds:DatabaseClass
arn:aws:rds: region:account-  rds:db-tag
id :db:db-instance-name
- :cd rds:cluster-tag

arn:aws:rds: region:account-
id :cluster: db-cluster-
name
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#1ZDBSubnet&4A

rds:Creat
eDBSubnetGroup

il EXDBInstance

rds:Delet
eDBInstance

M ERDBSubnet& 4

rds:Delet
eDBSubnetGroup

#IiRDBClust
erParameterGroups

rds:Descr
ibeDBClus
terParame
terGroups

#IRDBClusters#k

rds:Descr
ibeDBClus
terParameters

1R DBClusters

rds:Descr
ibeDBClusters

R e E i
TMA rds:subgrp-tag

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

2451 rds:db-tag

arn:aws:rds: region:account-
id :db:db-instance-name

TMA rds:subgrp-tag

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

S84 rds:cluster-pg-tag

arn:aws:rds: region:account-
id :cluster-pg: cluster-p
arameter-group-name

£HZR4A rds:cluster-pg-tag

arn:aws:rds: region:account-
id :cluster-pg: cluster-p
arameter-group-name

S

rds:cluster-tag

arn:aws:rds: region:account-
id :cluster: db-cluster-

instance-name
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#IRDBClust
erSnapshotAttributes

rds:Descr
ibeDBClus
terSnapsh
otAttributes

IR DBSubnetE 4

rds:Descr
ibeDBSubn
etGroups

DescribePendingMai

ntenanceActions

rds:Descr
ibePendin
gMaintena
nceActions

W BE % DBCluster

rds:Failo
verDBCluster

ListTagsForResource

rds:ListT
agsForResource

RIR

SEHRR

arn:aws:rds: region:account-
id :cluster-snapshot:
cluster-snapshot-name

FMA

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

KA

arn:aws:rds: region:account-
id :db:db-instance-name

£E#

arn:aws:rds: region:account-
id :cluster: db-cluster-

instance-name
2451

arn:aws:rds: region:account-
id :db:db-instance-name

P S
rds:cluster-snapsh
ot-tag
rds:subgrp-tag
rds:DatabaseClass
rds:db-tag
rds:cluster-tag

rds:

db-tag
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ModifyDBCluster

rds:Modif
yDBCluster

ModifyDBClusterPar
ameterGroup

rds:Modif
yDBCluste
rParameterGroup

ModifyDBClusterSna
pshotAttribute

rds:Modif
yDBCluste
rSnapshot
Attribute

RIR

TMA

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

£E#

arn:aws:rds: region:account-
id :cluster: db-cluster-
name

eSS 2]

arn:aws:rds: region:account-
id :cluster-pg: cluster-p
arameter-group-name

SRHZB4A

arn:aws:rds: region:account-
id :cluster-pg: cluster-p
arameter-group-name

SRR

arn:aws:rds: region:account-
id :cluster-snapshot:
cluster-snapshot-name

S
rds:subgrp-tag
rds:cluster-tag

rds:

rds:

rds:

cluster-pg-tag

cluster-pg-tag

cluster-snapsh

ot-tag
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ModifyDBInstance

rds:Modif
yDBInstance

E Z DBInstance

rds:Reboo
tDBInstance

RemoveTag

sFromResource

rds:Remov
eTagsFrom
Resource

ResetDBClusterPara
meterGroup

rds:Reset
DBCluster
ParameterGroup

1t JRDBClust
erFromSnapshot

rds:Resto
reDBClust
erFromSnapshot

PR P S
S rds:DatabaseClass
arn:aws:rds: region:account-  rds:db-tag

id :db:db-instance-name
S rds:db-tag

arn:aws:rds: region:account-
id :db:db-instance-name

S rds:db-tag

arn:aws:rds: region:account-
id :db:db-instance-name

T M H rds:subgrp-tag

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

SHZR4A rds:cluster-pg-tag

arn:aws:rds: region:account-
id :cluster-pg: cluster-p
arameter-group-name

- %:cd rds:cluster-tag

arn:aws:rds: region:account-
id :cluster: db-cluster-
instance-name
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https://docs.amazonaws.cn/documentdb/latest/developerguide/API_RemoveTagsFromResource.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/API_ResetDBClusterParameterGroup.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/API_ResetDBClusterParameterGroup.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/API_RestoreDBClusterFromSnapshot.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/API_RestoreDBClusterFromSnapshot.html
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Amazon DocumentDB ‘&R SR
API| Iz ERMIRE

SRR rds:cluster-snapsh

ot-tag
arn:aws:rds: region:account-

id :cluster-snapshot:
cluster-snapshot-name

& EDBClusterToPoint S8 rds:cluster-tag
InTime
arn:aws:rds: region:account-
rds:Resto id :cluster: db-cluster-
reDBClust instance-name
erToPointInTime
T ™A rds:subgrp-tag

arn:aws:rds: region:account-
id :subgrp:subnet-group-
name

A EHEEBERAPER Amazon DocumentDB &4k

I&TILAEE R — A 1AM policy B BIFTA Amazon DocumentDB 24E1% F R IE4 A = 6 A iZIR R
BR. B2 , H#3EFTHE Amazon DocumentDB REHZIFRBRRNIR , XFEEEBIEE TN HNTERE
MR, LA Amazon DocumentDB APl #EH B A HFRBRRNR, Hitk , E1EIAM policy B £ A
XLERE | BATBEINEFHPH Resource TERFEA * BEF , RFAFPNZBEFERMERR
R BR o

* rds:DescribeDBClusterSnapshots

e rds:DescribeDBInstances

EF 1AM & 3317 & 310 IE

Amazon DocumentDB AIF MM ARRFIUER IAM AP AG#TEHRKRIE , LIE#H A Amazon
DocumentDB &, Amazon DocumentDB IAM B RIE 2 —FfEEXBHNEHRIESE, A £
FA IAM Ae/BFPEN , BERENARFETALNRIE R KIXZE Amazon DocumentDB &8, #Hx |
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https://docs.amazonaws.cn/documentdb/latest/developerguide/API_RestoreDBClusterToPointInTime.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/API_RestoreDBClusterToPointInTime.html
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Amazon STS AN ZE TN EFIREREHTEMARIE. NE , FEBERRAFPNMNARFEER
F|R[E# Amazon DocumentDB &M EMRS A AT SAEAMEEH IAM 54 ARN., Amazon

B LLUARERERETZBN S AR IAM B4 , X i5[E Amazon DocumentDB £ &/ A
PHNBARFHITEHRIE, 28 Amazon DocumentDB & F IR EEMRA 5.0 T A LAER IAM &
%8, Amazon Documen ARNs tDB EAF A XEMER IAM 43 1T IAM B/ KIT,

® Note
IRAFREERIEETHBMN S PRIEHT S BRI,

&

- FHREA IAM ARNAG#ITS BRI

« 5/ IAM BLiE Amazon it &3 E Bl T 5 #h RS EIE E# 1T 5 9 EAE Amazon
- B IAM BHRRIFER

« £ IAM S /R

- X IAM W EF

- IAM SR RIFNER BEBE

FFeafEM 1AM B - M A &7 B0 RIE

E7 IAM 5 13#) Amazon DocumentDB A= RIA @ $external BIBET#{TOIRAER,
pIRA

SERF S RRITER , ARE AV AFNAEG

use $external;
db.createUser(

{
user: "arn:aws:iam::123456789123:user/iamuser",
mechanisms: ["MONGODB-Amazon"],
roles: [ { role: "readWrite", db: "readWriteDB" } ]
}

®E , FH IAM B850 Amazon DocumentDB A F :

FRER IAM AR MAE 301
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use $external;
db.createUser(

{
user: "arn:aws:iam::123456789123:role/iamrole",
mechanisms: ["MONGODB-Amazon"],
roles: [ { role: "readWrite", db: "readWriteDB" } ]
}

);

EWIAM HFHAE

EwMAE IAM B

use $external;
db.updateUser(
"arn:aws:iam::123456789123:user/iamuser",
{
roles: [ { role: "read", db: "readDB" } ]
}
)E

EHIME IAM BE

use $external;
db.updateUser(
"arn:aws:iam::123456789123:role/iamrole",
{
roles: [ { role: "read", db: "readDB" } ]
}
)7

RTREE IAM AFNAE .

use $external;
db.grantRolesToUser(
"arn:aws:iam::123456789123:user/iamuser",
[ { db: "admin", role: "readWriteAnyDatabase" } ]
)E

use $external;
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db.revokeRolesFromUser(

"arn:aws:iam: :123456789123:user/iamuser",

[ { db: "admin", role: "readWriteAnyDatabase" } ]
);

BFHBOE IAM BENAG .

use $external;
db.grantRolesToUsex(

"arn:aws:iam: :123456789123:user/iamrole",

[ { db: "admin", role: "readWriteAnyDatabase" } ]
);

use $external;
db.revokeRolesFromUser(

"arn:aws:iam: :123456789123:user/iamrole",

[ { db: "admin", role: "readWriteAnyDatabase" } ]
);

BEx IAM BB

MIBRILE IAM AP

use $external;
db.dropUser("arn:aws:iam::123456789123:user/iamuser");

MIERILE IAM B

use $external;
db.dropUser("arn:aws:iam::123456789123:role/iamrole");

ft i@ iE# URI LLEA Amazon IAM 31T &4 WE

E A Amazon IAM T HHRIE , EEMALT URI 33 : authSourceas $external
authMechanism as MONGODB-Amazon, MREA IAM AF , AR BNEBBFERDAISHRN
HRZRANAER, MREEE—NIAM AE |, NZAGKHIMEIEFTENRE (20, Amazon
Lambda B %X, Amazon EC2 3£#l ) ., #F MONGODB-Amazon #l&I#TE M RIEN , TELI &S
EMEIE, WREEHRZIEFEMONGODB-Amazon & HBRIEHHIH MongoDB WEIFEF |, X LEIK
HRRFETLUMITERH ( H120 Amazon EC2, Lambda BHEE ) &K IAM A®IEH, LT REIMEEH

FER IAM AFFAR 303
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mongo Shell #1T &M WIE , /5% 2 A MONGODB-Amazon & , B F &% (1AM AR ) 15E
LA FFLAE B4R B R Amazon DocumentDB 31T 5 49 1 iiF o

LA RGIEEA Python RIB#HTHMBRIE , FER A MONGODB-Amazon #HlL&HIERIT Amazon
DocumentDB # 1T & %iF , TFEERZBTAFIUE ( F£AMMBILLIREN IAM B ),

##Create a MongoDB client, open a connection to Amazon DocumentDB using an IAM role

client = pymongo.MongoClient(‘mongodb://<DocDBEndpoint>:27017/?
tls=true&tlsCAFile=global-
bundle.pem&replicaSet=rs@&readPreference=secondaryPreferred&retryWrites=false&authSource=
%24external&authMechanism=MONGODB-Amazon')

LAUR R BIfEF mongo Shell 31T & 8IE , &2 A MONGODB-Amazon &l , B Fah%iE (1AM
AR ) 1hE 2R MFAE 4K E I Amazon DocumentDB # 1T & 4 K.

$ mongo 'mongodb://<access_key>:<secret_key>@<cluster_endpoint>:<db_port>/test?
authSource=%24external&authMechanism=MONGODB-Amazon'

AR R BIEA mongo Shell #1T & KiE , &2 A MONGODB-Amazon HlLELERX Amazon
DocumentDB # 1T H A KIE , TFEEXBEBEAEIE ( FRAMMEILIFEN IAMAE ),

$ mongo 'mongodb://<cluster_endpoint>:<db_port>/test?authSource=
%24external&authMechanism=MONGODB-Amazon'

£/ IAM BE Amazon TTE B LA O 5 b X R EIRE Ei# 1T 5 4 Wik
Amazon

£ AL 5 # EC2/Amazon Lambda/Amazon Fargate

Amazon EC2 A TIMETE, MPHRE EC2 26 LKIMNT IAM ABHE Lambda B
Amazon ECS & XEHIT IAM B | NS BFERXLETE | KIHEF T UNIRE FIREUX L
& :

AWS_ACCESS_KEY_ID
AWS_SECRET_ACCESS_KEY
AWS_SESSION_TOKEN

EXETENESZEELR , 53 (Amazon Lambda F X A RIER) FWFEA Lambda FRELE,

{5 Amazon EKS

=
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https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
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@] Amazon Elastic Kubernetes Service (Amazon EKS) B A 7B AR L BHIRBEUTHNREL

= .

AWS_WEB_IDENTITY_TOKEN_FILE - path of web identity token file
AWS_ROLE_ARN - Name of IAM role to connect with

EEXLETE | H Amazon SDK HAFHRAEHRBHHNA
@,AssumeRoleW1thWebIdentlty ;

« ZB& ProviderID ¥,

« 7£ AWS_WEB_IDENTITY_TOKEN_FILE MMREZEFMAH X HHENK WebIdentityToken ZEKY
=

EXEZEER , 51 (Amazon EKS AF¥EME) FMH AL 2E Amazon EKS,

1R IAM B RUEiESR

£ Amazon DocumentDB &%

Al £ Amazon FEYE & B EXHX CloudWatch , AT EKERERNIRE IAM FHRIEN BE. Hi
wm, A { $.param.mechanism = "MONGODB-Amazon" } fER“EEFAEBER HWERER,

EXFERPAMIBFEHNEZER |, 551 F1#% Amazon DocumentDB E 44,

AL D% CloudWatch 1845

StsGetCallerIdentityCalls : ZIE#RE R T Amazon DocumentDB SEHIXS X151t Amazon
Security Token Service ()JAmazon STS#KIH T R f¥GetCallerIdentityB AR, BESH
MONGODB-Amazon S RIEME , THRBIEFES=FIRNAFEH#IT STS GetCallerIdentity A,

F/H IAM B /%I

MBREFEEECHRBEEHEERAFBNZRG |, ATLER IAM BHRIE, RE Amazon
DocumentDB E FLHIMERRA 5.0 T A LAEA IAM B HKIE,

IAM & @ RIEEB T STS BRS. EEA IAM FHRIERITEREF KRS STS TRAEEN , BINBWE
AR E AT AR R E R R,

BX IAM BFNEER , 5SE IAM AFERTH IAM 1 Amazon STS Bt #l,
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https://docs.amazonaws.cn/eks/latest/userguide/what-is-eks.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_iam-quotas.html
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X IAM IR Zh i F

% Amazon DocumentDB 5.0 1 MONGODB-Amazon & KIEH &M IREIFEF R 5 Amazon
DocumentDB F#Y IAM B RIESEINBESER.

/A Important

RZAE T 6.13.1 B Node.js BB FFESHRS , WEE XEBIEEN IAM F 4K B &5
FERXLEEHZERF. FH Node.js Wz F ( 20 mongosh ) B Node.js Wz 27 M T B %
AR AR Node.js EEFRFIRA 6.13.1 RESRA,

IAM 5 13 30 1E 9 7 DL (3] 3 R
REARTUSENTH 2
ESFUTRE T HRGIRHIAEE

« AERAFPWMAMFER IAM AFH IAM A% Amazon DocumentDB # 1T & 1536 iF
« £ IAM B&8X Amazon DocumentDB # 1T LR & 19 18 iE

EE@@ FEAEMN Python WehFZFATIEE] T —MEIR : “pymongo.errors, ConfigurationError:
MONGODB-ZZAmazon pymongo-auth-aws# 1T & B RIUE", IKiZ AR RIX 4N E] & 2

EZEXA IAM HHRIEK Python WRFE , FEARAUTIES

pip install 'pymongo[aws]'

XRRE IAM F BRI IEEETAIENEM Amazon KB,

HEW IAM B I | EEL DG ?

T2, IGet IAM BB TELEZENFHRIE, RE , MBEH#H —THEHRIEERE Amazon
DocumentDB & T, BIME IAM FIE R ERHR/FH |, EEEF PRI,

&8 Amazon DocumentDB B F

£ Amazon DocumentDB A , AP SZRB—EFATHEEIERN I NRIL. BN EHHETECIEE
BRI EBFEIL,

X% IAM BRE R T 306


https://github.com/aws-samples/amazon-documentdb-samples/tree/master/samples/iam_user_sample_code
https://github.com/aws-samples/amazon-documentdb-samples/tree/master/samples/iam_role_sample_code
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® Note
FRETE 2020 £ 3 A 26 AZHtIBZN AR HERET
dbAdminAnyDatabase, readWriteAnyDatabase fl clusterAdmin Aft, BiEEH
TEFIERAFPHBESESHAE , LEANAEHTPMEAFBGRITRENER,
BEXEZER B2 ERAETASN AR EFBTHERE R,

AP H serviceadmin A

FEIZH Amazon DocumentDB EEERMNAF : TAF M serviceadmin A,

THAPREENMNENAR , URTEEASHUZEEAGNEMA, ., BOERS Amazon
DocumentDB £&r , XMFERAEFERZIEHTHHRIU. AP ERE Amazon DocumentDB £ &
IR ZEBHNXEEENR , HERF root A&,

ERBEHITARNAEE serviceadmin AP, 4 Amazon DocumentDB & #E — 1N eEBE
BENEHWserviceadminB P, Amazon B ERF, HE. EnE. EXFE , REBK
serviceadmin B R., EMtEZXEBL S HE =,

@ Note
T LM BR Amazon DocumentDB S8V EAF M serviceadmin AP , W EEBBEERAFH
root A,
MBHEB=IET ERAFZEE , NATLAERA Amazon Web Services Management Console Sf$ &

E & Amazon CLI,

SBREMAF
EREAF (HEE createUser AENEMAF ) EEE , BULCIEBHAF , AT

db.createUser(

{
user: "sample-user-1",
pwd: "passwordl23",
roles:
[{"db":"admin", "role":"dbAdminAnyDatabase" }]
}

FHFM serviceadmin AR 307
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FRARER

EEEAFNEFEHAFEE , ATLAER show users s, MTFFIR

o BETLAER dropUser @il Bk
BAF. BXEZELR  B3H EFAGD.

show users

{
" id" : "serviceadmin",
"user" : "serviceadmin",
"db" : "admin",
"roles" : [
{
"role" : "root",
"db" : "admin"
}
]
3,
{
"_id" : "myPrimaryUser",
"user" : "myPrimaryUser",
"db" : "admin",
"roles" : [
{
"role" : "root",
"db" : "admin"
}
]
3,
{
"_id" : "sample-user-1",
"user" : "sample-user-1",
"db" : "admin",
"roles" : [
{
"role" : "dbAdminAnyDatabase",
"db" : "admin"
}
]
}
BIEE M AP
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ELEWNRGIG | FAF sample-user-1 2 admin BIEEMNRE., M FHAFKE | BRER2W
lt. Amazon DocumentDB ;&% authenticationDatabase W= , ALt E SR RILEE T
admin BIEEHHITH,

EREAFPE , MREREEACRER db FE , Nl Amazon DocumentDB 2B R FZABHE T
REEENBEE, i, MRENEZRETNBIERE sample-database £H#Y , FEZE1TH
Ta% , WAF sample-user-2 fH7 admin BEEFLEH EEXNHKIEE sample-database B
readWrite AR,

db.createUser(

{
user: "sample-user-2",
pwd: "passwordl23",
roles:
["readWrite"]
}

HEEEEFMEREFECENACKNAF (#II , readInAnyDatabase ) EEESIEZAF AT
admin BEE L TX , KBHECEA R HBEE/AGHEEE,

BERBERFE LT, AAMERL TGRS,

use admin

ETHAXRETACGHNTHREZEFUERXNERAFBHRHTRENBRNESEE  FZAEAETACH
173 [] 428 1B 17 B 15 )

Bz % Amazon DocumentDB Y 2248

£/ Amazon Secrets Manager , BRI UREBHHNEREBER ( SEEE ) FRAX Secrets
Manager ¥ APl A , UEBRARARRZH, XEHTHRRESNHNRBHAATSHEZRSA , BIH
FEARI SR, A, BETLIE E Secrets Manager ARIFEREMN TR BRI FA, XER
RERNKIERABRANENZNR , XEBTEERDHEXR.

£ Secrets Manager , #RE] LA Secrets Manager £24t# Amazon Lambda Ih&E B zh L #ARHY
Amazon DocumentDB #5 ( EI#LE )

A% Amazon Secrets Manager Amazon DocumentDB RAERKNELZELE | BSRUTRE :

ks dRE 309
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« 8% : WMI7E Amazon Secrets Manager F## Amazon DocumentDB # Amazon Redshift ‘i

« {42 S Amazon ecrets Manager ?

» #¥#t Amazon Secrets Manager %4

« Secrets Manager F# I &3 DocumentDB Eilf

ERETACNTERZFIRITREERR

I&ALAE A Amazon DocumentDB ( 5 MongoDB # % ) A E T A @K 7 R4 ( RBAC ) FREIAF
A LA BB E M ITHVIREN G B AXR, RBAC WREBEEBAFRF I HZ/MNAR, XEABRET
BB P AT LAY SRR R R AT RY IR 4E, Amazon DocumentDB B BB X IR EEHEELINHNERAE

( flinread, readWrite, readAnyDatabase, clusterAdmin) , tXFRENBERIENAF
ENABINBAER (FINETENERNES ).

RBAC HVE LA R4 2 BT 02N S8 P HIEEFEER RIRGRRA A P RKEFHITRENR |
URAFENAFBREFRTAEREFENSHAS NARFRIT,

® Note

FRETE 2020 & 3 A 26 BZRIGIZN AT HERRT
dbAdminAnyDatabase, readWriteAnyDatabase M clusterAdmin A&, BNEEH
WEFEREAEARBEEERAS , UEN BN EHEHRTRIERE,

£

- RBAC #i=

- RBACHEBABA

- RBACAFPEXABAI]

- LA §%iE#EE Amazon DocumentDB
- BRSBTS

- DEEER

- BRI

- ERETAGWIEREREHITRIEREER
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https://www.amazonaws.cn/blogs/security/how-to-rotate-amazon-documentdb-and-amazon-redshift-credentials-in-aws-secrets-manager/
https://docs.amazonaws.cn/secretsmanager/latest/userguide/intro.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets-documentdb.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/reference_secret_json_structure.html#reference_secret_json_structure_docdb
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RBAC #%:

UTREETAGHIFREZEHMENEZRFEMBE S, BX Amazon DocumentDB AFMEZEER |
&5 B Amazon DocumentDB A,

« AP WTEAT S 0L R BEEE AT IR ERY B AR,
- BB ATHAF#HITEORIENER,

- A BRAPN PRSI BIREEHITRE,

- EEREE AFEEPERACEIRNNEEE

« BIERE (db) KBTI EATERXENESH BB ZH,

LTS al2ZE R sample-user WA,

db.createUser({user: "sample-user", pwd: "abcl23", roles: [{role: "read", db: "sample-
database"}]1})

FEARAIR

« user: "sample-user" RRAF A,
- pwd: "abcl23" XRRAFHBE,

- role: "read", "db: "sample-database" {XRFAF sample-user f$7E sample-
database FEFEENR,

db.createUser({user: "sample-user", pwd: "abcl23", roles: [{role: "read", db: "sample-database"}]})

LT REIERERNAF sample-user % db.getUser(sample-user) % H, FESLRFIH |
A sample-user ¥ 8 admin #IEEF , fEEHE sample-database BHTFEFEMNEIAE,
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" id" : "sample-user"”, < User ID
"user" : "sample-user", < Username
lldb n : n adminl'l ,
n n . .
roles” : [ < All users created in
{ the admin database
"db" : "sample-database",
" le" : " 4" User sample-user has
role : rea < read permissions in
} database sample-database
]

EREAPN , IREREEACKEE db FE , Nl Amazon DocumentDB 2Bt fFZAGHE T
REERNOBEE, i, REEZZHTNBIERE sample-database £H# , FBEZE1TE
Tas , WAF sample-user ¥ admin BEFEF LB H EBEXNEIERE sample-database 9
readWrite &XR.

db.createUser({user: "sample-user", pwd: "abcl23", roles: ["readWrite"]})

BEERAER B HHRER LT T3

{
"user":"sample-user",
"roles":[
{
"db":"sample-database",
"role":"readWrite"
}
]
}

tEEEBFEREECENACKAF (I , readAnyDatabase ) EEESIZAF LT
admin BIEEN LT , B EZCRAFPNABEEACHWEIERER, EH4X adnin BHEFELE®S
AILAEA TS use admin, BXEZER , BSH BATT,

RBAC RIEA®AI]

NEBPEZRETAGNTRESG  XBFEENTEEI N =1RAFCIZEEFEIREEN A GNKEF
AT AR BREY R 5175 2o

RBAC MEA B AIT] 312
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« userl R—UMMLENEKZE K FEBEENHREFTNMERERE.
« user2 BR—UMATL , RAFHRE—S£HFHFHN—MNIERE sample-database-1,

« user3 RUBAI , FEEFENHER—EEHPH UG ENF RN T REEEE sample-
database-2,

HEiXZJE , userl M user2 HEFF T RF) , PREALTUREH MEATHY 5 RN R

EREBEAFNRTAG , # ASEATHITSORIENAFXAMERA LN createUser M
grantRole HITIREMXE AR, HlIN , At admin M userAdminAnyDatabase #A[ LR FHIT
EFRIEENNR. BEXBNACHNERE  BSRACAET AN AR EGHITHIEE R,

(® Note

£ Amazon DocumentDB A |, FRE AP M A ®IRHE ( 4
o, create, get. drop. grant, revoke %% ) % admin BEEFRRXHNIT , Tl
2EX admin BIEELAEHGBS.

BE K BETHMEBRDPNYUFAFANAR® , AILUEIT show users &9 , M T REIFIR. BHEEIH
MNAF , BNEHEW serviceadmin MIEAF . XA NAFPBREAEE , TEHEIBR. BXEZE
B . i#2/ &% Amazon DocumentDB A F,

show users

NTF userl , FANATHCOEZEANENERTAMEREENREHRNRNAE,

db.createUser({user: "userl", pwd: "abcl23", roles: [{role: "readWriteAnyDatabase", db:
"admin"}]13})

L3R AR R B R SR LT T 3

{
"user":"userl",
"roles":[
{

"role":"readWriteAnyDatabase",
"db":"admin"

}

RBAC RNEA®BAI] 313
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]

WF user2 , FRAUTHSRIENIHIEE sample-database-1 EEREHENEN A E,

db.createUser({user: "user2", pwd: "abcl23", roles: [{role: "read", db: "sample-
database-1"}]13})

BE R AER B HHRER LT T3

{
"user":"user2",
"roles":[
{
"role":"read",
"db":"sample-database-1"
}
]
}

EER user3 RNBRAFNER , BEACERF user3 , AEFHFABDHEL user3,

db.createUser({user: "user3", pwd: "abcl23", roles: [{role: "readWrite", db: "sample-
database-1"3}13})

BEIRAFRY Sy R 2R LT T 3o

{
"user":"user3",
"roles":[
{
"role":"readWrite",
"db":"sample-database-1"
}
]
}

MECLIRTAF user3 , I user3 DB AX sample-database-2 #1T read A,

db.grantRolesToUser("user3", [{role: "read", db: "sample-database-2"}])

RBAC AHEABAI]
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FRARER

&Ja , userl M user2 HEH T LT , EEHEMAIEFHNHRNR, ZRoTUES M BRAFX#R1T

teiR4E | WMTPR.

db.dropUser("userl")
db.dropUser("user2")

ERRAMBAFBEEELAR , IHERANUATHSIHRAERAF,

show users

BEERAER B HHRER LT T3

{
" id":"serviceadmin",
"user":"serviceadmin",
"db":"admin",
"roles":[
{
"db":"admin",
"role":"root"
}
]
}
{
"_id":"master-user",
"user":"master-user",
"db":"admin",
"roles":[
{
"db":"admin",
"role":"root"
}
]
}
{

_id":"user3",
"user":"user3"
"db":"admin",
"roles":[

{

"db":"sample-database-2",

"role":

’

read"

RBAC AHEABAI]
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},

{
"db":"sample-database-1",
"role":"readWrite"

}

]
}
RBAC AFENABAI]

NTHBEFREAAFENNARE , AT RTLTHEIHNEETRIHEIEN=""AF A EX
RERTHRENRNRHZ R,

EABIF , UTRAEER -

- userl B— UM LEMNEKZE K FEEBEENHREFTHMERERE.

c user2 R—UHAL , AEENR —EHFHFH—NBIEE sample-database-1 T EFK"BRIE,

« user3 RUERT , EEEFMHNTREIERE sample-database-2 FIIFEES col2 , b
AR ER —E#R L ETFRZES,

o WF userl , FAUTHSUEEENEBNERPAEREENREHENRHNAE,

db.createUser(

{

user: "userl", pwd: "abcl23",
roles: [{role: "readWriteAnyDatabase", db: "admin"}]

BEERAER B HHRER LT T3

{
"user":"userl",
"roles":[
{
"role":"readWriteAnyDatabase",
"db":"admin"
}
]
}

RBAC AAFEXABAIT] 316
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FRARER

FF user2 , FRAUTHSRE—MXNEHIEE sample-database-1 P ESEFERNEN A

&, FEE  kASFRREMXEKAS

db.createRole(

resource: {db: "sample-database-1", collection: ""}, actions:

{
role: "findRole",
privileges: [
{
1,
roles: []
}
)

LR AR R B RFER LT T3

{
"role":"findRole",
"privileges":[
{

"resource":{
"db":"sample-database-1",
"collection":""

b

"actions":[

"find"

]

}
1,
"roles":[
]
}

BETXR, ¢IZAF (user2 ) &I GIENA® findRole MIMNEIZAF,

db.createUser(

{
user: '"user2",
pwd: "abcl23",
roles: []

)

BITEREN,

RBAC AAFEXABAIT]
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db.grantRolesToUser("user2",["findRole"])

ATEM user3 EMEAFNZER , BECIERAF user3 , ARBIE—/18 A collectionRole BIFT &
&, BITNET—FHPDE R user3,

ME , BAUUSBEFACE user3, FHARFAFuser3fmA, B, MBRFEHKsample-
database-2H—/MFELEE col2 HiA R,

db.createUser(

{
user: '"user3",
pwd: "abcl23",
roles: []

)

db.createRole(
{
role: "collectionRole",
privileges: [
{
resource: {db: "sample-database-2", collection: "col2"}, actions: ["find",
"update", "insert", "remove"]

11,

roles: []

LEERAER B HHRER LT T3

"role":"collectionRole",
"privileges":[
{
"resource": {
"db":"sample-database-2",
"collection":"col2"

iy

"actions":[
"find",
"update",
"insert",
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"remove"

1,

"roles":[

MESRETAF user3 , {RATLAU AT collectionFind 2B user3,

db.grantRolesToUser("user3",["collectionRole"])

&Ja , userl M user2 HEH T LT , EEREMAIIERHNFRNE, BT OB M BRAFXKH1T
LthiiE | WWTRFFR.

db.dropUser("userl")
db.dropUser("user2")

EWRFRABAFBEEELAG , ERANUATHSIHRAERAF,

show users

3R AR RV B RFER LT T 32

{
" id":"serviceadmin",
"user":"serviceadmin",
"db":"admin",
"roles":[
{
"db":"admin",
"role":"root"
}
]
}
{

_id":"master-user",
"user":"master-user",
"db":"admin",

"roles":[
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{
"db":"admin",
"role":"root"
}
]
}
{
"_id":"user3",
"usexr":"user3",
"db":"admin",
"roles":[
{
"db":"admin",
"role":"collectionRole"
}
]
}

LU P B %%E#%] Amazon DocumentDB

1E£3E#%] Amazon DocumentDB 88 |, EEERERIREN L T XhHITERE, ?ﬁl}\%/ﬁ',-l_ meg
REEZEZFTEHIEERREE  NAK test BEELTXH EFEZEINER, MEEERIITT (W
insert M find ) #RHX test BPEHPHES LB,

EEREMELTXRERTER , WHRHBTHHEE | B mongo Shell #4EMA db % , T
FiRo

=i :

db

i

test

REBINEZETREMT test BHEFENLTXH , BEXAFT—EERBESEZXBKNAF BN test
BEEHRITRE. ELRRAFRS ﬂﬂ%f@ﬁﬁ?ﬁﬁ%fﬁ%ﬁﬂ’]ﬁﬁ? user3 EEBXf sample-
database-1 BIEEM readwrite (R AE , MEZNRIAL TR test HEF. BER ZZU%
BERG A test BIEEFRNESSD , BFUE Authorization failure (RINEMK) fFHiRE L.
RN ZAFRRRESNZHBFEERNTIZHSHRN , TR,
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=i :

db

w
test
Bif :
db.col.insert({x:1})
L

WriteCommandError({ "ok" : @, "code" : 13, "errmsg" : "Authorization failure" })

MREFERE FTXEHRN sample-database-1 BIEE , WABEAREESF , RAZAFEGHR
TR ERN R

B :
use sample-database-1
w
switched to db sample-database-1
=if :
db.col.insert({x:1})
w

WriteResult({ "nInserted" : 1})

FRBERAFRNERHTEARIN  EUUEEEZFRFIEEHREE, NRXHEM , WAFEESY
admin BIBEENERRIEFE , TBEERIT use 85,
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DTREZFRFRRIE adnin BEEXNABA#HTH AR , BiEELETXNWE sample-database-1
BIEE,

mongo "mongodb://user3:abcl23@sample-cluster.node.us-east-1.docdb.amazonaws.com:27017/
sample-database-2"

BRSBTS

AT RMEE Amazon DocumentDB R{ERE T AN HRZEFHNERG ST, BHAHBNTF admin
BENETXS , FEVNENESHAFRNAR, BALUER use admin S E| admin HIEE,

(® Note

NAFPMACHERNERRNKERE adnin BEEY. SIEEEEMEREFCENACH
AP (#la , readAnyDatabase ) FEEERQZAFNLT admin BIEE LT3 (B use
admin) , REECEAFNAEEEACHEERE (MATHRGI 2R ) .

B BIBWNBIEE foo BEA read BEMNAF.

db.createUser({user: "readInFooBar", pwd: "abcl23", roles: [{role: "read", db:

"foo"}1})

BEERAER B HHRER LT T3

{
"user":"readInFooBar",
"roles":[
{
"role":"read",
"db":"foo"
}
]
}

w2 IR ERABIEENREG R RAF

db.createUser({user: "readAllDBs", pwd: "abcl23", roles: [{role: "readAnyDatabase", db:
"admin"}]13})
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L3R AR RV B RFER LT T 32

{
"user":"readAllDBs",
"roles":[
{
"role":"readAnyDatabase",
"db":"admin"
}
]
}

T3 MFBEENIERAFRT read A€,

db.grantRolesToUser("readInFooBar", [{role: "read", db: "bar"}])

w4 ERAFHNAG.

db.updateUser("readInFooBar", {roles: [{role: "read", db: "foo"}, {role: "read", db:
Ilbazll}]})

A5 : R R P B B Y T R AR

db.revokeRolesFromUser("readInFooBar", [{role: "read", db: "baz"}])

w6 HIENERE,

db.getRole("read", {showPrivileges:true})

LEERAER B HHRER LT T3

"role":"read",
"db":"sample-database-1",
"isBuiltin":true,
"roles":[

1,

"inheritedRoles": [

]I
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"privileges":[
{
"resource":{
"db":"sample-database-1",

"collection":

I

"actions":[
"changeStream",
"collStats",
"dbStats",
"find",
"killCursors",
"listCollections",
"listIndexes"

1,
"inheritedPrivileges":[
{

"resource":{
"db":"sample-database-1",
"collection":""

},

"actions":[
"changeStream",
"collStats",
"dbStats",

"find",
"killCursors",
"listCollections",
"listIndexes"

R™IT7  NEEFRIBRAF

db.dropUser("readInFooBar")

LEER AR R B R SR LT T3

true
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w8 BN BEEESEARENRNAG

db.createRole(

{
role: "collectionRole",
privileges: [
{
resource: {db: "sample-database-2", collection: "col2"}, actions: ["find",
"update", "insert", "remove"]
1,
roles: []
}
)

L3R AR RV B RFERBLT T 32

{
"role":"collectionRole",
"privileges":[
{

"resource":{
"db":"sample-database-2",
"collection":"col2"

b

"actions":[

"find",
"update",
"insert",
"remove"
]
}

1,

"roles":[

]

}

w9 plBAFASTEAFELAR

db.createUser(

{

user: '"user3",
pwd: "abcl23",
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roles: []

1)

db.grantRolesToUser("user3",["collectionRole"])

w10 MAFEXABRTHMARR

db.grantPrivilegesToRole(
"collectionRole",

L

resource: { db: "sample-database-1", collection: "coll" },
actions: ["find", "update", "insert", '"remove"]

11 BIBRA P E XL B ERNR

db.revokePrivilegesFromRole(
"collectionRole",

L

resource: { db: "sample-database-1", collection: "col2" },
actions: ["find", "update", "insert", "remove"]

w12 EHUBRAFEN AR

db.updateRole(
"collectionRole",

{
privileges: [
{
resource: {db: "sample-database-3", collection: "sample-collection-3"},
actions: ["find", "update", "insert", "remove"]

11,

roles: []
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hEEEF

£ Amazon DocumentDB A , PR MABENFMHE admin BIEES , mMEBRE admin BBEEXH
PHITHHRIE, 1IhEES MongoDB #XiRAFME , 85 MongoDB Atlas — X,

Amazon DocumentDB & X ZER , xIheeiR iRt RINFHEIINERSEH |, XLEE
HEENEEH SR AL, listChangeStreams RENAFEEHR T ( BNEFMEHRE
FE ) , modifyChangeStreams E#ER N TFHEERIFERFHR .

PR 751

T &R E%E Amazon DocumentDB R E T & & /Y75 2] 32 HI 49 BR H1

EEPU PR 51
BIERNAPR 1000
ERFXEBENAEH 1000
RAPFEX AR 100
EMBRFERH R IR 100

ERET AT R R THREFETR

BEBETAGNTRES  EAAUGE-—TRAPARERTF IS A6, LEEZAF T AERE
FES SRR P AT IR EE 1R 4E

ELF 2 Amazon DocumentDB R BRI XA E A B FIXK,

® Note

#£ Amazon DocumentDB 4.0 1 5.0 § , ListCollection # ListDatabase % Al Lk
£/ authorizedCollections M authorizedDatabases S FIH A ARG R 2 BIE
E listCollections M listDatabase ABNESMHKIEE, A , ARPINERUETRE
E KillCursor ABMWHER TX LB S MR,
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FRARER

Database user

AEEN

read

readWrite

iR

BT R P34 E 3R R SREUAR

BT AP EEBEFERREANME AR ER
PR

R {F

changeStreams

collStats
dbStats
find
killCursors
listIndexes

listColle
ctions

£/ read EM AT
ﬁ?i{lﬁo

createCol
lection

dropCollection
createIndex
dropIndex
insert
killCursors
listIndexes

listColle
ctions

remove

EAETAGNIREHEITREER
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ABEN 3 Y5

update

5t

Cluster user

HBEN DU BR1E

readAnyDatabase BFRAPXN SR P BIEENZER, £/ read PREVFR
BRE,

listChang
eStreams

listDatabases

readWrite BRTAPNERTPAMEREEFENEENR, £ readwWrite ™
AnyDatabase R ERE.

listChang
eStreams

listDatabases

userAdmin BRTFRAPNERFP2BERESIIEEBIEE  changeCus
AnyDatabase NAEBRINRNEED . tomData

changePassword
createUser
dropRole
dropUser
grantRole
listDatabases

revokeRole
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ABEN iR Y5
viewRole
viewUser
dbAdminAn BYTRAPNEEEREENTREEEES &A dbAdmin KR
yDatabase BHBED,. AT E B
dropCollection
listDatabases
listChang
eStreams
modifyCha
ngeStreams
Superuser
BABEWR HiR B’
root BFAFPXNUTHMEAGHNEH® £ readwrite
RABENTHREINR . readwrite AnyDataba
AnyDatabase . dbAdminAn se . dbAdminAn
yDatabase . userAdminAnyDataba yDatabase
se ., clusterAdmin ., restore A . userAdmin
backup. AnyDataba

se , clusterAd
min ., restore #
backup BIFFE#
(=
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Database administrator

ABEN iR Y5

dbAdmin BRTAPNEEREFENITEERESHED, bypassDoc
umentVali
dation

collMod
collStats

createCol
lection

createlndex
dropCollection
dropDatabase
dropIndex
dbStats

find
killCursors
listIndexes

listColle
ctions

modifyCha
ngeStreams

dbOwner BEEHAE® dbAdmin F readwrite #F /A dbAdmin M
ARXEEREERTEMNERESHEED, readWrite MIFTHE
B’IE,
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Cluster administrator

ABEN IR Y5

=

clusterAdmin Bi¥E&H clusterManager . clusterMo M clusterMa
nitor # hostManager AGBRFRAF& nager . clusterMo
R EFHEEIF RN, nitor #l
hostManager HIFRF
5Bk

listChang
eStreams

dropDatabase

modifyCha
ngeStreams

clusterManager RFAPMNEEEFPITEEMGLZRRENSE 1istChang
il eStreams

listSessions

modifyCha
ngeStreams

replSetGe
tConfig

clusterMonitor BFRAPNSEETIEMEERIEHRAMNENEE collStats
Ho
dbStats
find
getParameter

hostInfo

indexStats
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ABEN 3 Y5

killCursors

5t

listChang
eStreams

listColle
ctions

listDatabases
listIndexes
listSessions

replSetGe
tConfig

serverStatus
top
hostManager BFRAFPGUMEERSI[/IEED auditConfigure
killCursors
killAnyCursor
killAnySession

killop

Backup administrator

y=R=E=R iR ByE
backup BTFRAFRGBBEBENIGRXER, getParameter

insert
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ABEMN iR R 1E
find

listChang
eStreams

listColle
ctions

listDatabases
listIndexes

update
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BAEEN

restore

DU

BT R P ERSIERRE R TR AR,

R {F

bypassDoc
umentVali
dation

changeCus
tomData

changePassword

collMod

createCol
lection

createIndex

createUser

dropCollection

dropRole

dropUser

getParameter

grantRole
find
insert

listColle
ctions

modifyCha
ngeStreams

revokeRole

EAETAGNIREHEITREER
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ABEN 3 Y5

remove

5t

viewRole
viewUser

update

Amazon DocumentDB #H /Y H & id F i1z

I 53 DocumentDB ( & MongoDB ) 12t 7 & &L S ig#R , A LA 121X L CloudWatch 3§
¥r, UFETL S# DocumentDB & MEHIMETIRR M ERE, B UFEASHNIEEFLE#H
DocumentDB $E#x , ‘@& S# DocumentDB ##l&. Amazon CLI, CloudWatch I &bzl & A
APl, CloudWatch BXMZBHNEZEL , HSR%E Amazon DocumentDB,

BR T Amazon CloudWatch ¥§#54h , L AT AR 2 SR ICREEH LITHRENHRITH RIFFHAE
B, NTUREEH I RESENRIEUSHERRESENEANMREMBAER MR , 2MRIEEFTH.
BRARE , BYEFIERXE Amazon CloudWatch Logs # , A B CloudWatch Insight SR %4, M5
MEFREH Amazon DocumentDB 2 #i#iiE. BXEZEE , 2 24 Amazon DocumentDB #
¥,

Amazon DocumentDB 5 —TRFERK , ZRFRMEA - Amazon CloudTrail, A&z Amazon AR
&7 Amazon DocumentDB F#ITHIREN IER ( A MongoDB ) . CloudTrail fFE & #h 3 £ 5
EFEMFTE Amazon CLI API ARAHRANEH , BEXKBILS# DocumentDB K& A M XTI 5 D
Amazon Web Services Management Console ocumentDB 54 F 4 TEGWNRIB AR, BXEZE
B, E&2H FRidFT 3% DocumentDB APl B Amazon CloudTrails

£/ Amazon DocumentDB , A LA E A EH P HRITHEH., 1BZHNSHH RE)SZHE K R K KB
SHRRIEER. BBRBEETHESHERS, BRIAMBERT , £ Amazon DocumentDB EZ A&
¥, HERZEBRFERZI6E. BXEZELR |, HSHE 58 Amazon DocumentDB E44,

EHIER Amazon DocumentDB TLS iE# ( cn-north-1 Fl cn-
northwest-1 )

£
. EHEHNNARRFEM Amazon DocumentDB &£ &
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- BIIRFERIEPRIR

-« BERFR

S AR EERNIEBMANN (CA) IEHETF 2024 F£9 A 9 HEH. WREMEMA Amazon
DocumentDB £& N BEA THEAEZ MM (TLS ) (BINRE ) , MAZKERLRENEF BN
BARFAMRSIFILED , WEEBERTUT SRR &EHNARFS Amazon DocumentDB &8 2 8 X
EEEERE,

£ Amazon DocumentDB HHR/ELF MZ L HIEZKN —E20 , CAHRSF[IIPBEEFH. BEFH
NARRFAIEHN CAIERRAMBIEFSEE#F , BIAE Amazon DocumentDB L6 AR EFHT R 1E
WRE A2 B EA#FA CAEH,

FIHEHN N ARSI Amazon DocumentDB &8

BREWEHS NS REFTNARFN CAILERRART (TR 1) , UREERNRSI[ILED (TR
2). ERZEENATEFREZH , RINBABWEETRPRREZAHRPNAILES R,

(® Note
BRMFTER B Amazon Web Services X1 #1515 DocumentDB &L TR 1 LR
2o

FWA TEEMN CAERAEHRENNARERF

TEHHN CAULBHAERENNARRF , UELAFHHN CA LB EIES Amazon DocumentDB Y TLS
E#E. M https://rds-truststore.s3.cn-north-1.amazonaws.com.cn/global/global-bundle.pem TEHTH
CALPHS T, IBENTHEN cn-northwest-1-bundle.pem B X4,

wget https://rds-truststore.s3.cn-north-1.amazonaws.com.cn/cn-northwest-1/cn-
northwest-1-bundle.pem

ETX, EFNARFAERFTNIERRS T, 1 CA B 3RENTEIHR CAIEF (rds-ca-2019)
MFH CAEH ( rds-ca-rsa2048-g1. 4096-g1. 384-g1) . rds-ca-rsa rds-ca-eccHfy CA I+
BENEEXHEN CAIES , BUUBIR NS REKREHBARFFER,

XNF Java NARRF , X EAFN CAIERSIEZHNETER, BXxiHA , ESR AT TLS WiE
N EVIER A Java kI,
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ERITEHNNARFERANRERENN CAILLBEME , BTERRNABHEREAN S CA #
e, MRECENABRFFEASTN CAILLBESE  NARELR 2.

BXF CAHASENNARFESERANTS , BSH MEERPHIEMEAT TLS BB TH
E,

@ Note
B &l , MongoDB Go Driver 1.2.1 R#3% sslcertificateauthorityfile Y —4 CA
RS ERIEH, BXxUMMERS A TLS BHEA Go #E#2| Amazon DocumentDB , 2 HEH T
TLS W1ER THEEE.

SR 2 EHFRSIR|IULESD

EEFNABRFLUGERTN CABAERE , TP REIE R Amazon DocumentDB £ & &AL
REFBRSI[ILED. EEXEFILAERAFTNRSI[ILED , BSEHUATREA,

Amazon DocumentDB 2L TR CAs REEBHIEELHINBIEERSSRIED

* rds-ca-ecc384-g1-E A EH ECC 384 AR EMEZ EEMIEBM AV, SHA384 Lt CA ZFHR
SEREB B3R, X B MY Amazon DocumentDB 4.0 1 5.0 L ¥ X,

* rds-ca-rsa2048-g1-E K Z X FH EHF RSA 2048 FAfAE EME R EEZMIEBM AN,
SHA256 Amazon Lt CA X #FRSEFIEF B Rk,

* rds-ca-rsa4096-g1-£ A EH RSA 4096 RAEZNL R EEZNIUE P M AN, SHA384 itk CA X
BR 55 B8E P B B R iRk

® Note
WMREEARIR Amazon CLI , MATLAEA d es cribe-certifices & £ 5 Hi AYIE 5 5K 4145
KB,

X CAURBEEXFEMELIKIEREA B, HIRN rds-ca-rsa 2048-g1, rds-ca-rsa 4096-g1 =
384- rds-ca-ecc g1 CA S¥IEE —# R F AT , Amazon DocumentDB 2 BB HIEE L W EIEERS 3%
i+, Amazon DocumentDB &7 $E B IR 27U B A gl B ah k.
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FRARER

®

Note

MR EEZITHEUTEIZEITIRAE , Amazon DocumentDB A EE & 3 Bl 7] #

« Amazon DocumentDB 3.6 : 1.0.208662 = ¥ & hx A<
« Amazon DocumentDB 4.0 : 2.0.10179 =¥ & hxZ<
« Amazon DocumentDB 5.0 : 3.0.4780 =¥ & iR

BA LB ZTU T o SR E Y EIHY Amazon DocumentDB 5| Z & %Mk
7 : db.runCommand({getEngineVersion: 1}).
EEFRS|/ULEB 28 , FRREESTX TEK 1.

Using the Amazon Web Services Management Console

TEREH

SR TEER , LUEA Amazon Web Services Management Console 8 Bl Amazon
DocumentDB SEBIFRIR M5k |H AR S5 B8R E+5,

1.

&3 Amazon Web Services Management Console , RA/G1E /docdb 3T FF I 5 i#h ST RS ERIE FE

##lA . https://console.aws.amazon.com

EREALLANKXEIRS | EREMEE Amazon Web Services X1, FFEH -

EEHEEMNNSMERSD  REERH,

I T B E 1A E RLE SSI1E 1B BRSSB8iE B £ (rds-ca-2017). &R LATE Clusters ( 8 ) &
&AM K Certificate authority ( IEFRM AV ) 5 ITIRE. EE R Certificate authority

(EBFEI) 5, FHRTATRE

£ Clusters ( &8 ) & , BFERK L FE Cluster identifier ( EEEFRRAF )

TEET  RUTUTRFER,

B, BHISKBIF

FEH AR N AREFEM Amazon DocumentDB 58
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Amazon DocumentDB X DocumentDB Clusters
Dashboard Clusters
Clusters
Q

Snapshots
Subnet groups [l Cluster identifier A Role
Parameter groups docdb-cloud9-getstarted Cluster
Events < docdb-cloud9-getstarted > Primary
What's New ‘I’

robo3t Cluster
Tutorials
Blogs robo3t Primary

6. IEARIERBIBHIEGIENHAE,
7. 1&3$F Actions ( BE ) , RF%EFE Modify (1828 )

8. 7 Certificate authority AEBMARN) T , FUSZFLERFHVIRS|/IED ( rds-ca-
rsa2048-gl) .

9. ETF—RLALBIMMESINBE, FE8 BRIz , 2F —NFANEREER
BRNARFERNRRMVIES CA BB , LRERIERETH,

10. AIBUERET —NMNEFRBARMAEHR , b EINA, MRETTEEERRSSFIED ,
B A Apply Immediately (IZEIRI ) %10,

1. IR KRB LA SE BB #To

Using the Amazon CLI
SERUATESE , LAEA Amazon CLIRIA Amazon DocumentDB SEIFRIR A H#R |H RS BR UL+

1. BEVEMEREM , EXNEHTNEIRFHIT TENG S,

aws docdb modify-db-instance --db-instance-identifier <yourInstanceIdentifier>
--ca-certificate-identifier rds-ca-rsa2048-gl --apply-immediately

2. BERERTHES , UEESHENT - NEPRBRPERANN CAILES , BNEHFPHED
KHIMATAT @R

B &M N A FH Amazon DocumentDB £ 8 340
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aws docdb modify-db-instance --db-instance-identifier <yourInstanceldentifier>
--ca-certificate-identifier rds-ca-rsa2048-gl --no-apply-immediately

B3 RS SR B

G DocumentDB X B RFBF[IUEB R, RSJ[IPEMEKABNEHLFHNMHIER, 518
CAEPAELL , RESB|PEBHNERHRE (12N ) , Amazon DocumentDB Fo 5 & K BUE {15 e BN
A EZICEEREE, Amazon DocumentDB EAMREIMR CARITES R , RLELTETEHHH CA
mEa,

/A Important

EIE#EE| Amazon DocumentDB &8 | MBIV EE TR CA BHI , MAREEEESD
RS EFUEH, XFFPSIERSEFIEPREF HILEEE IR, BSRBEAT TLS WIER FRIER,

Amazon DocumentDB ZRERFSH[IUEPWERHAE LN EELEF RARREBHNRSSR[IER, #
RS EEPAN BRI RN 12 1M A,

ffAdescribe-db-engine-versions@fHid
#SupportsCertificateRotationWithoutRestartiz& , BESIBRARB X ETFERWE
R TRRIER,

@ Note

MREBHEREITEUTEIZI THAS L , Amazon DocumentDB X 3FRSESIE PR , TE
BEFBD :

« Amazon DocumentDB 3.6 : 1.0.208662 = ¥ = hx A<
« Amazon DocumentDB 4.0 : 2.0.10179 H¥E & hx 2
« Amazon DocumentDB 5.0 : 3.0.4780 R E SR A

BA BN ZETA T a5 REBE L HH Amazon DocumentDB 5| Z %M T kR 7s:.
db.runCommand({getEngineVersion: 1})

MRIEERNRRIAASIZI T HRAS , Amazon DocumentDB 4 RZ B[S , AELHNE
EEFNBRRHEBEEERSH.
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= M (8]

LTREX TLS IEBH—EERRBENER,
WMRRERAHEEA , NZEAT?

MREBEEMERRIHFZ , FEER Amazon Web Services 5,

MAHERREBEMSEA TLS EERH Amazon DocumentDB 8 ?

BB EEREMNEHSHAN tls SBRBTENEREEFEMH TLS, RN tls SHikE
A enabled , MRREEREFEH TLS I PEEDNENEE, EXEZELR , i52H B3 Amazon
DocumentDB &S84,

N AEEFH CA MRS |[UES ?
MRBEFHE 2B RBUEATHRER ?

MREER TLS E I T AN CA LB T# DocumentDB 8 |, M@ TLS EZEN N AR
FRLEBEE5T S X HEBIEEEHEE.

Amazon DocumentDB A« EEIH 2 5l B BRI ENBIBEIL B, B4 NEEIHBA 2R EEH
NARFMESFLUFERFN CAIEH,

a8 KR B B LE Amazon DocumentDB SEBI1E 1B/ RS EFE+ ?

E{0BPEE A RS EFIEH A Amazon DocumentDB 3E41 |, & A LAE AT % D Amazon Web
Services Management Console ocumentDB =, Amazon CLI

£ Amazon Web Services Management Console
ERBIEHPEEER IBIEFHR LA

1. &% Amazon Web Services Management Console , fA/57E /docdb 3T FF I D i#h ST k4 EhIE FE 122 4
B, https://console.aws.amazon.com

2. ERBALANXEHIRS | EFEHEH Amazon Web Services X5 FFER
3. EERHAEMNSMERS , EBREEH,

4. Certificate authority GEPMEHM) 5] ( FIEXREREEH ) & R"WLHIHEFA BN RS SR
F (rds-ca-2017) , BEEHIEEFERFAVRSI[IUED ( rds-ca-rsa2048-gl) ).
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f£ A Amazon CLI

ENREHFEAEERA RS IR[EBH:A | BEEAFTITH describe-db-clusters &,

aws docdb describe-db-instances \

--filters Name=engine,Values=docdb \

--query 'DBInstances[*].
{CertificateVersion:CACertificateIdentifier,InstanceID:DBInstanceldentifier}"’

AT 1& e Amazon DocumentDB SE 8 FR Y B2 AN LI LA E FT AR SSBRUE S ?

RINBVUCEATERTRNEFAMEXRHINRSSH[ILE, EERENERTHH |, ATUEREZHA
= Amazon CLlI,

@ Note
EEHRSRIEPZE , FRAEEBEZRIER 1,

£/ Amazon Web Services Management Console

1. &3 Amazon Web Services Management Console , SA/57E /docdb 3T FF I 5 #h 3T R4 B 35 FE 3232 4
B, https://console.aws.amazon.com

2. ERBAHLANKXEIRS , EBREMNEE Amazon Web Services Xi3 FFEH -
3. EERFHAENNSHERSD | EREEH,

4. Certificate authority GEPMEHM) 5| ( FIEXREREGEH ) 2L WL HIBEFEA BN RS BRI
F (rds-ca-2017),

5. ¥ Clusters ( 528 ) &X# Cluster identifier ( £EEAR RS ) T, BEESRAEH,

6. 1%3#F Actions ( B1E) , ABIEE Modify ( 18X ) -

7. 7 Certificate authority GEBMANN) T , FURFHERFVIRSS[IED ( rds-ca-rsa2048-
gl) )o

8. ET—RLALBIMBEANEE. w8, BERXRMzE , 2F - NFNNEREEEHRK
RIFAEFFE R R &FAVIES CA WP , LR EREEPH,

9. WBERET-—MEFRERANMAEHR , B EINA,
10. RIS KRB LA TR EH
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f£ A Amazon CLI

SERATESE , LAEA Amazon CLIRIA Amazon DocumentDB SEFIFRIR A4 H#R |H RS BR UL+

1. EVEMEHRSERS , BXERFHENXFMIT TENG T

aws docdb modify-db-instance --db-instance-identifier <yourInstanceldentifier> --
ca-certificate-identifier rds-ca-rsa2048-gl --apply-immediately

2. EBREBHPHXRL  UAEEEHENT —NMEFPRERPEAFTN CAILES , BNEFFHENKH
WATEA T8 o

aws docdb modify-db-instance --db-instance-identifier <yourInstanceldentifier> --
ca-certificate-identifier rds-ca-rsa2048-gl --no-apply-immediately

MRREIMBERHPRMFAKE , 2EBLHE?
MRBNEBREXHBRIBERE , SELH?

MRERTAXAGI B , W OZR KBRS R XL B AR AN RS BR/IER. RINBWUERNE
HMAARBINRSRIES. WREHPRERNER | WEAHEXM LHBRSBF/IEH,

MRBEBEER TLS EEFNRNER  REFEEHNFNXAHE ?

EMN@ZIBWEH TLS, MR KRBHA TLS , BINMPARBWBELERITRIFER TLS EEEHT %R
Amazon DocumentDB =4I| EiEH, MREMRITRIFEA TLS E#F Amazon DocumentDB £ & |
NAREERITERE,

WMREBIRBER TLS ISR , BiTWFFRXEM , ZEALSL?

MRENEHRE 2024 F9 B 9 B2otlEN , BRBLE—HoPHNTE 1 PR 2 #HTRE , N
BRENNAEFEANEENEN CA #H4iE , S Amazon DocumentDB 3545l F 69 8 2 & #1
MRS ERIEH. MRBWERER 2024 £9 A9 ACFRIEYN , FLEBNEHCLEERFTHRSES
IH, ERIIENNARFERANEERRTN CAHSE , SRR EEMER TLS EZEIRMY
58 BREEEEHTNEHIL 2

BLAHRAEE 2024 F9 A9 AZFE?

MRENNMARFED TLS #HITERE , WEELERE L BH,
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Amazon DocumentDB FRARER
BRI EREANZRH CA B4 ?
N AEE CA B INEMPEER “RDS”?

NFHRUEEEINEE | HINIEHEE | Amazon DocumentDB £ 5 Amazon Relational Database
Service (Amazon RDS) £ ZMIRER R,

HMRSARLEPR (EBE ) BUTHAEH :

« rds-ca-rsa2048- g1 — 2061 F2IHA
« rds-ca-rsa4096- g1 — 2121 Z|f
« rds-ca-ecc384-g 1 — 2121 £ Z|Hj

HBRHBRRHEFMR. B , B2 HIHESH PRRNIEBRIEHER.
MRBNATHOBS LS , KATRENER B RSS[IEH ?

MRECEENLHIRENFEAIBHRSSF[IES , BUENEBHTPOAESSFIEHMHIITIRE, BUEH
Amazon Web Services Management Console Sk & £ 8 &N L HIAY RS EFUEH Amazon CLI,

£/ Amazon Web Services Management Console

1. &3 Amazon Web Services Management Console , R/S1E /docdb 3T FF U I #h ST A% B 32 B 122 %1
A, https://console.aws.amazon.com

2. ERBALANXEIIXRS | EFENEE Amazon Web Services Xi3 FIER
EEREHAENNSMBERS , EEEH,

4. 7E Clusters ( 528 ) &k Cluster identifier ( EBFRIRAF ) T , FREEHBEH], 1E$F Actions
(BR1E) , ARBEEFE Modify (152K).

5. 1 Certificate authority GEPMEH) T , BRI SLUER IBRVBRSSBFUEP (rds-ca-2017)).
6. %$F Continue (L) UEBBUWE,

7. EERNREYF , BULUERRHET —MNEFPNBPNABHR , RIZBRABHR, #TEER 6 R
Ji%$E Modify instance (&2k3:%1).

(® Note

WMREEFE BN SR , MZRE RN AFHEREATIPRIFAEER. MREM
FREERFEEN , R IR TS HEIME,
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f£ A Amazon CLI

MRIEEFE --no-apply-immediately , MFEREN T —NEF T ERR B AT ER,
MEENRBERSIHTHERLER , CLBEMVRSI[IERE ?

WRIEIE 2024 £ 9 B 9 HZJE point-in-time X ERBHMITIRE |, M EIZMNHEFNEAFA CA L
+,

WMREIEM Mac OS E#EIEREZIFRA Amazon DocumentDB E£& AR A |, ZEAL
2

Mac OS EEFMMN AFE PN ER, NE , IEIUEPHERBLATET 397 X (ESH https://
support.apple.com/en-us/HT211025 ) »

(® Note
HEBRHFARAH Mac OS F& HIX TR,

Amazon DocumentDB SKHIEEHEREBL ME | #id Mac RERGSWHERRERH. EMNIEIT Mac
OS Wit ENEEE RS Amazon DocumentDB &8 , BAMECQIE TLS EEN AR FEALTRIEF,
EXERT , TREPREEAEREEST 397 X, £E#EE| Amazon DocumentDB &R , BN T
ARFEALTRER 280 T EXEE

EEHAM Mac 0S iE#ZE| Amazon DocumentDB £8 Amazon CLI , E#ERAS
¥, tlsAllowInvalidCertificates

mongo --tls --host <hostname> --username <username> --password <password> --port 27017
--tlsAllowInvalidCertificates

£
« EHEHNNARRFEIM Amazon DocumentDB &£ &

- BREE

(® Note
ERERAT GovCloud ( £EFEES ) # GovCloud ( EERIB ) tXMWAF,
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B8 H B FEFF Amazon DocumentDB 58

BRULBOHNTREMUAREFN CAILRRAE (LR 1) , AREEFNRSRILED (TR
2). ERTENATEFRREZH , RIMNBNBWEETRIRRBZATRPNRAILELS R,

® Note
MR B Amazon Web Services X i3 #8811 5i# DocumentDB EERE TR 1 PR
2o

FE]1: TEHN CAUEBHEMREHNAERF

« XF GovCloud ( ZEFEEB ) , ¥EMhttps://truststore.pki.us-gov-west-1.rds.amazonaws.com/us-
gov-west-1/us-gov-west-1-bundle.pem T EHFHH CA EH . LLEEFTEHE N us-gov-west-1-
bundle.pem B X #,

« XF GovCloud ( EEZHREB) , & Mhttps://truststore.pki.us-gov-west-1.rds.amazonaws.com/us-
gov-east-1/us-gov-east-1-bundle.pem T EHH CA EPE B, BREFTEH BN us-gov-east-1-
bundle.pem B X #,

BXF CAHEASENNARFESERANTS , BEH MEERPHIEMERAT TLS BB TH
E,

(® Note

B & , MongoDB Go Driver 1.2.1 R##%¥ sslcertificateauthorityfile I —4 CA
REESIER. BXRWMMEZ A TLS EH Go #E# %] Amazon DocumentDB , HFSHERA T
TLS M1ER THEEE.

SR 2 EHRARSIRIULES

EEFNARFUCAFN CABSaSE , T—F 2B I &K Amazon DocumentDB E£& & N3244|
REFRSEFEP . BEREFIUAERAFTHNRSS[IES |, FSRUATRA,
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* rds-ca-ecc384-g1-fE A EH ECC 384 AR ENMLZ EEZMIEBM AV, SHA384 Lt CA ZFR
SR P HE M, X B B4 Amazon DocumentDB 4.0 1 5.0 L2 X,

* rds-ca-rsa2048-g1-FE K Z X EFHEHF RSA 2048 FAfAEEME R EEMIEBM AN,
SHA256 Amazon It CA X #FARSE [P B Rk,

* rds-ca-rsa4096-g1-£ A EH RSA 4096 RAEZNZEHZEEZNUE P M AN, SHA384 itk CA X
fR 55 B8E P B B R iRk,

® Note

WMREEARIR Amazon CLI , M ATLAEA d es cribe-certifices & £ 5 Hi AU+ 5K 4145
iR =R QI

® Note

Amazon DocumentDB 4.0 #1 5.0 IR EEE T,
B &R Amazon DocumentDB 3.6 SRHIZEEEHBD , XUES RS T, EEFHRS
BRiEBza , BRREEERITE 1,

Using the Amazon Web Services Management Console

SERATEER |, LAERA Amazon Web Services Management Console 8 ¥l Amazon
DocumentDB SEBIFRIR MF 1k |H IR SS 8 E+5,

1. %3 Amazon Web Services Management Console , R/E1E /docdb 3T FF IV 5 i#h 3T 44 B 3E i
Z#l& . https://console.aws.amazon.com

2. ERBALANKXEIRS , EEFENEE Amazon Web Services X3 FTER .
3. EERHAEMNSMERS , EBREEH,

4., BUREEEHTEWLZHPEIRRSS[IEPR L (rds-ca-2017), EAILTE EBMEHE T F
WATILIRE | ZFPBRINE FREVRS . EE R Certificate authority GEBMANK) 5 |, FHIT
AT #R14E -

a. 1% Settings (IRE) kI,
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5.

10.

DocumentDB Clusters
Clusters @ Group Resources Create
a : c
[Z]  Cluster identifier 'y Role ¥ Engine version ¥ Region & AZ ¥ Status v Size v Maintenance ¥

docdb-cloud9-getstarted Cluster 3.6.0 us-east-1 @ available 1 Instance None

docdb-cloud9-getstarted Primary 360 us-east-1f @ available db.r5.large None
robo3t Cluster 360 us-east-1 @ available 1 Instance None

robo3t Primary 360 us-east-1d @ available db.r5.large None

b. FEARIFIEKRT , &F EBMENEG,
c. 1&#F Confirm (¥iA) LURZFTEEY B Ko

iﬂTﬂ?@"‘J%ﬁ—Erﬂﬁ*Eqﬂ , fG & F| Cluster Identifier ( EFFRIREF ) . BAVSEHIH) T EH
, RUTFUTREEE,

Amazon DocumentDB X DocumentDB Clusters
Dashboard Clusters
Clusters
Q
Snapshots
[E]  Cluster identifier A Role ¥

Subnet groups

Parameter groups docdb-cloud9-getstarted Cluster

Events < docdb-cloud9-getstarted > Primary
What's New @

Tutorials

robo3t Cluster

Blogs robo3t Primary

1% FR IR LB Y SE 5 A2 U BV AE
1E$E Actions ( 81E ) |, ARBIEE Modify (182K )

ET—RMEAUEIMBEINRE. FEE , BEIKA2H , 2B - M ERREEL
BRNARFERANZRMVIES CA MY , LR EIERET U,

ALUERET —NEFRBARMAEH , b ENA, MREEITE SRR ZEBIIS ,
E A Apply Immediately (IZENRI ) &I,

IERE RSP TR EH .
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Using the Amazon CLI
SERATESE , LAEA Amazon CLIRIA Amazon DocumentDB SEfIFRIZ A4 H#R |H RS BR UL+

1. BEVIMEHSES  BXNEFPHNBIRAHRT TEHNS®S. EFANTIERZ— : rds-ca-
rsa2048-gl, rds-ca-rsa4096-gl =% rds-ca-ecc384-gl,

2. ERUEFHFFHRM, UEEEFNT —NEFPNERPERAFN CAILS , BXERIHEDN
EHIHRITATH S, EAUTIERZ— : rds-ca-rsa2048-gl, rds-ca-rsas096-gl =|
rds-ca-ecc384-gl,

= N (8]
LT 2E% TLS B — ¥ i aBnE=s,
WRBERASHAZE , NIZEALT?

MR EEE LR RIREB |, EB R Amazon Web Services &,

WMATENERE R EEMFEH TLS E#IKA Amazon DocumentDB £ ?

BANBETREERNERSHAN tls SHKREELNERREEER TLS, RN tls SHiRE
A enabled , NRREEEMFEH TLS I PEERNENER, EXEZEL |, 5SH EE Amazon
DocumentDB £8S 34,

N AEE# CA MRS |ILES ?
MRBEFH B 2B RBUEATHSER ?

WMRIEFER TLS EZEFER Amazon DocumentDB 58 |, HH1E 2022 £5 A 18 HZEDXRAHITE
N, BBLEN TLS E#ENNARF N EZEE Amazon DocumentDB £EBE.

Amazon DocumentDB FFR & ET iz o e B EHNHIEFEIL B, SUNEIHA i RZEEH
NARBFMESHLEHAFN CAILESR,

WA ENE R B BB LE Amazon DocumentDB SEBI4E 4 A (B/FT 8 RS BRIEH ?

E{NFBEE A IHRS 2REBH Amazon DocumentDB SE4I | A LA D% D Amazon Web
Services Management Console ocumentDB =, Amazon CLI
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£ Amazon Web Services Management Console

BiRB SR EEFEAIBIEFRRISEH

1. &3 Amazon Web Services Management Console , R/S1E /docdb 3T FF IV 5 #h 3T RS B 3E EE 12 51
A, https://console.aws.amazon.com

2. ERFALANXESIRT , EFELZHEH Amazon Web Services XI5 FiER o
3. EEFHAEELNHSMEED , %F Instances (3EHl).
4. a. %% Settings (IRE) T+,

b. EARIFIERT , %EF IEBMENE,

c. & Confirm (FIA) LMRFFTIAYE K

f£ A Amazon CLI

ENREHPEAEMEAIBRSIFEBHEA |, BEEAFTITH describe-db-clusters o

aws docdb describe-db-instances \

--filters Name=engine,Values=docdb \

--query 'DBInstances[*].
{CertificateVersion:CACertificateIdentifier,InstanceID:DBInstanceldentifier}"

A& 2t Amazon DocumentDB &P HY £ NS B LAE R RS 2R UEH ?

BINBVUGSEATEERDRENEFMERFNRSEFIEP. BEERENERFTHG | ATAERZEF A
= Amazon CLlI,

@Note
MENKPIFRENED  XUELKSFIBRS T, EEFRS|[ED 28T , FRELD
Ekﬂa%u

£/ Amazon Web Services Management Console

1. &3 Amazon Web Services Management Console , R/S7E /docdb 3T FF 0 5 i#h 3T RS B 3E EE 12 51
A, https://console.aws.amazon.com
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2. EREBALANXEIIERS , EFEHWES Amazon Web Services X135 FTER
3. EEHAEMNSMBERKRD , EF Instances (EH1).

4. Certificate authority ((E M ANH) 5 ( FRIANER T TRERS ) 2E RmEESSFIBEELRAIBRY
BRSSESIEH (rds-ca-2017). EE R Certificate authority GEPB M A HAE) 5 , BT TIRE :

a. %3 Settings (IRE) kI,

b. EARFIFIRT , EF UEBMEHM5I,

c. 1&#F Confirm (¥81A) SURZPTEY B 2,
EREE RIS,

1%£$E Actions ( B1E ) , ARF%ERE Modify (18 ) -

©® N o O

ET-RETUEHFMERNEE, W8 EEXRAZT , A M IANERERERR
RRRFERNRRFIES CA WS | R IEHEET I,

9. TWLEBRET— MNPt AER , taI A EIRA,

10. EFRIEHEFILLTEREFH

£ Amazon CLI

SRUTSE , LU{EA Amazon CLIIA Amazon DocumentDB SEHIFRIR M EE 1 |H RS SEE B,

1. BEVEMERRS , BNEHTNENEPHITTEHNS .
2. EBUEBHPHXRL  UAEESHN T —MEFRRPEATN CAILS , BNEFHFHEZIRH

WATEA T8 o
MRBEO DB ERPPINFRIKS , SBLH?
MRBNVEBHREXRFBRIBEERE , 2ELH?

MREFPEXGI R |, N OIRA LGRS ZE PRI E AR RS R/IED. RMNBWERNE
HMATAXRBINRSRIES. WREFHPRERNER , WEAHTERH LHBRS /LR,

MEBSEFER TLS ERIBNER  REFEFHEANEH0G 2
MBEKREER TLS #E#E S Amazon DocumentDB & , NI RN EERITIRE,
WMRZBEENZEER TLS EEFER |, BiFRIRkx#EEM , ZEBEALD?
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B ERERNR TN CA BH= ?

HTFRAMEERE , [HOFMIHFH CA BT X4 XHEZEHAN us-gov-west-1-bundle.pem, LEF,
IBE T L MER openssl B keytool T ERKE CA HHE,

N ARE CA RAINBIHPEE “RDS™?

STFRELESHEIHAE | FIEEPBEE | Amazon DocumentDB 5 Amazon Relational Database
Service (Amazon RDS) £ ZMRER R,
RS S[UEBE (BFE ) BUTAHRNSH -

* rds-ca-rsa2048- g1 — 2061 & | &f
* rds-ca-rsa4096- g1 — 2121 E|HA
« rds-ca-ecc384-g 1 — 2121 F£E|Hf

HRERABSHREFMR. BY  £2FHNSFIHESH FHBNIEBRIEHR.
MRFNATHOBS LS, WANRENEA BRI RS ZRIEBE ?

MRLFEENEHARENFEABNRFF|IUD , BWENEBFPNATE XM ITIHIRE, BUUER
Amazon Web Services Management Console 31k & 5 & 1 8 =l #9 Bk %5 85 E ¥ Amazon CLlI,

£/ Amazon Web Services Management Console

1. &3 Amazon Web Services Management Console , R/G1E /docdb 3T FF I B b ST R4 B 38 FE 422 5
A, https://console.aws.amazon.com

ERBALANXEYIRSF | EBRENES Amazon Web Services Xig FFFER o
EEREHAEENHNSMBERSR , % Instances (3EH1).
EBREERAEM, EEF Actions (1) , REIEE Modify (152X).

% Continue (#4£) LIEBERH/E,

EERNAESD , BALUERZHET —MNEFRBRPNAEH , RZENABHR. #HTEE, &
Jai%$% Modify instance (f&2X3=H1).

N o g A b
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® Note

MRIGER MBI AEN , MR ECFERNASFHESBASIFHNRAEER. WREM
FREBRFEREY , ERLETA S BENME.

£/ Amazon CLI
MRIEEFE --no-apply-immediately , MFERFN T — N RN AFT A E R,
MEBEBMNRBERSZIHITHERER , ELEHMNRS|[IERD ?

MR IFZTEM Mac OS X Catalina EHEEEE|FKA Amazon DocumentDB S &8 iE F[a]
B ZEAN?

Mac OS X Catalina EEFHXN AFGIERHNER, IE , UG IEPHNERHLATELY 825 X (1FS

¥ https://support.apple.com/en-us/HT210176 ) » Amazon DocumentDB SEHIiE 4 K9 8 SR E I Y

F , Ik Mac OS X B AEMBEKRK. EMiZ1T Mac OS X Catalina B it EHlEEEEE Amazon
DocumentDB £ & , BXMECIE TLS EEMNATFEALRIER. EXMERT , EREHREHRE
MHEEIY 825 X, TEEEE] Amazon DocumentDB £& 8 |, MU EATFFERALTRER 28 T XK,

EFAM OS X Catalina E$##Z2| Amazon DocumentDB 58 Amazon CLI , i§#EHS
¥, tlsAllowInvalidCertificates

mongo --tls --host <hostname> --username <username> --password <password> --port 27017
--tlsAllowInvalidCertificates

Amazon DocumentDB 7 & 3 I8 iF

ERZA Amazon EMMIUT I —EBS , B=73 %1t A K ¥4 Amazon DocumentDB HZ £ MM EM
t, BEUATHREA

- REMALRERE (SOC )1, 2 M3, BEXEZELR , 55 SOC,

- BANKRERNERME (FedRAMP), BXEZEE , B SN ITUEE M Amazon RS,
« ZFFTLEBELZSE (PCIDSS ), BXEZELR , 551 PCIDSS,

« 1SO 9001, 27001, 27017 #1 27018, EXREZER , BZH ISO A,
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(RERRFTESEAEE) HLUMEDS (HIPAABAA) . BXESEL | H5H HIPAA &
e

Amazon & “BREMIT R 2 HISEE N Amazon RS FIRH TR EEFNEESMNITREERAN
Amazon fRE 51K,

Ba LAMERE = AT IHIREHIT TE Amazon Artifacte BEXEZ{ER |, i5SHE Artifac t 7 Amazon
THIRE

BX Amazon EHMITNINEZELR |, 55 Amazon &MitEl,

BT EA Amazon DocumentDB I EM MR EH BBV BB, BALNEAMBERUKRERN
EEEINRE, MRETEFEH Amazon DocumentDB B AT S HIPAA 5 PCl %5/ , Amazon &
R RIRKESED -

« Amazon S ERE — AIREE R FEFET L MAERXHN TEFMAERmNES,

s ZEEEHMHIREANTIERE — BBIERE , TTICRIEET , HRHELFBUZESHNESNAMER
ERANEHENENS TR, Amazon

« Amazon Config — —IA BN RREEBEE S AEE LASHAIPRE, Tl ANRERNRS.

« Amazon Sec@@ urity Hub — £ T 8L 2IRZS Amazon |, AISBHEREBCSRE/RERET
A FRAEFN R AESRER,

« HPAA Z£ 58 EMBED — ZEEBHERT ARWMAER Amazon EXRBIERFS HIPAA FR
MR AR,

Amazon DocumentDB = 9 fE ik & &k

Amazon £ EREMIZ#E R E % Amazon Web Services Xif AT X#E#, Amazon Web Services X
H RUHSAMMEIBEARENTAX , XETAXEIEIER, SEHENSETRNMEERE, 7

ATAKX , £aL0giTNREETAX 2B LH it B SN AMEBNNARFNREE. 5&5H0
BARBZANEEFOEMELNEL  TAXEFESHNTAML. RELENATT B4,

REEELPHNTARFEEELTHEANTME Amazon VPC # | ZFEESIZE Amazon DocumentDB £
B, BIBEZLWANUTRAXDEEHWERIH , Amazon DocumentDB T # B R E B R A 7 FHRYSE
I, BNEEHHEI A KA REA £ ] FI X &, Amazon DocumentDB EFHNEFHESHRAB =/ THKXIE
MIFAMETHE , BIEERNATREMEED,

B X Amazon Web Services XiF M AXMWEZFEER , 5SS RAmazon £ ERER L,
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{
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