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. Availability Zone 1 f Availability Zone 2
Private subnet E Private subnet
; 10.0.1.0/24 ' ; 10.0.2.0/24

1
\ i
1
1
1
- i
'
i
I
i
i
'
i
H i
: '
1

10.0.1.31 ; : 10.0.2.31

{ Moun Lo

Mount target

____________________
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EUEF , VPCERANTAKX , BIMTARKBE - FN. ATXHRSGERENEX , BT RER
—MNEZ B, N TRSMHEIRESE , RIMNBWENERBRBRXGRE  ZERBREEREHE
BMHREMN EC2 KA TR - MATAKX,

MR | us-west-2c ATAX AR EC2 SHIFH AR AE A A X rER B R+ EC2 BiE AR
B, BXREZEERE , BEMH EREXHRLE,

Amazon EFS 148 Amazon Direct Connect 5 Amazon 3 £& VPN Bt & # A

BEfEALZEEARBRSES LM Amazon EFS XH4RE | B0 LU At B3 T 2| Amazon EFS X4
F4:¥ Amazon Web Services = FEENEIES ., BETLARIARIEIHEE, RAFEH , SR LUFEHREMN

Amazon EFS #14f Amazon Direct Connect & Amazon £%& VPN B & 6
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A fR S5 28 #8531 B Amazon EFS |, SA/51E Amazon VPC iy —4A T 5% EC2 E4] £33 H# 1T 9 4.
RE , BULVEERKABEMELZHNXHREGES , HFERBE AR ARS .

F£¥F Amazon EFS A RS RE LA |, HEBUTER :

o VA IRS BRLAE —NET Linux BIRERS . RIMNBWERA Linux IBARZE 4.0 ESRA

« ATHERER , BRIMNBUEAFEAESR B IP it A2 DNS BMHER ARS8 LEE Amazon
EFS X#H R4,

X&) Amazon EFS X RSN ARG RIAR L= FINER, BFEERN Amazon Direct Connect E1E
&89 Amazon VPC {35, BxEZEE |, 55 Amazon Direct Connect EfTo

TEHETRT MAMAN (ER T XHRENAH RS SR ) BB Amazon EFS X HREH =6,

Customer network

Availability Zone 1

VPC subnet 1

| ] (O
[ 100130 __: |
______________________________ (B N
e e B
Availability Zone 2 4
J Virtual Customer
| \fPC subnet 2 | reua Amazon Direct Connect  router/firewall
! ' Private
""""""""""""" Gateway
Mount target
= THE
10.0.2.30

_________________________

1l
Il
11
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Amazon EFS #14f Amazon Direct Connect & Amazon £%& VPN B & 7


https://www.amazonaws.cn/directconnect/pricing/
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MR IREEBE Ay JRSS 888 VPC 2B #Y Amazon Direct Connect HEZ R X R BRI F M |, W AJLA(E
AEN VPC HEER B R, ENAIRFEFHR Amazon EFS , BEEH BRZEAERMMAN |
RAFMNERRESEH A NFS 3O (2049 ) WALLTRE. BXEZEEL , BFFALR , BSHER

ESit

T 5# EFS 2UNfA{EA K Amazon Backup

BEHENNGRESRELENEZD , BT LR Amazon EFS 5& & A Amazon Backup, Amazon
Backup R—ME£HENZ MRS , TENEDF Bz HIT=IRM A Amazon FRSHEBIER

%o £ Amazon Backup , A LA HELE R 17 KBS H U512 Amazon BIRMNEMEDN. HXN T
B1R4E , Amazon EFS SR AN B XU RGRIE. ETHMEXERARZM EFS XHRENEZER
Amazon Backup , FZ R &1 EFS XX %,

Amazon EFS 89 Ih&E

LA 2 Amazon EFS K IhgE.

£

o FHRIUER R 2

« Amazon EFS H Ry EE — Bt

- EFS XHRENTAMRNEAY
- &5

5 10 10 UE M 15 R 15

BAMEBEE MM EIL S 8EEH Amazon EFS BIB#E4lA |, AR &i# Amazon EFS APl &K |, #linel
BXHRE, A, BEXTBECIES TR EM EFS # Amazon BIRHIER,

MR EIETE Amazon Identity and Access Management (IAM) REIZHW AR A BRFRIER B ER
R, BXNRMNEZFELR |, FSH Amazon EFS K 514 Fi5 R B,

NFS & Fim 1AM B2 Amazon EFS B —/ N NZ 2% , ©ERA IAM KE{LRE X4 RS
(NFS ) EF IR AMNE R EEE, B4 NFS FEFHEHN IAM B, B LER IAM AR LT
FRWAFRNEEX EFS XHRENR. NFS ZFHM IAM Bt H N =IRER T TR, BXX
NFS ZEFIRER IAM BN EZEE | SR £H IAM 25 X HREEHIEH .

W5 EFS A FAH Amazon Backup 8
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Amazon EFS #H #E — Bt

Amazon EFS £ 7 N A FHEM NFS 3R 8 close-to-openty — B H1E Lo

£ Amazon EFS A, #1X XEM X4 RENBEAREEUATER THBEAFEEZS N ITARS ¢

- NARFRTELSEANRE (Bl , F£HH open $rI12M 0_DIRECT Linux s S E# A fsync Linux

H8)

- NMRAERFXAXH,

BB EERXHNTE , Amazon EFS AT LR #LLEE close-to-openiE L EE K —BMRIE, MITRASHE
TR FRATIEM B AN IRIER B AR FELRIE TR 5 EEA read-after-write — 2%,

XH8iE

NFS B imNARF AT AR NFS Bl 4 XH8IE ( SEFTEESE ) X Amazon EFS #4317

EERE,

BiZEL T xF Amazon EFS MIASIEXHH A A :

» Amazon EFS XX IFEWMHE , A EREERITZAT2REYNERBFEET PR, Hll,
NTBERFRELHIAXEGRSRB , BHRNARFLIT #E NFS BN ( Fl40 close-to-open—H
).

- EEEENEXRGMBEEXHENARD , FA—NMEXHRZSALUE 512 M.

EFS M RER AT A NG A E

%5 /48 Amazon Elastic File System (Amazon EFS) X4 RS X B RS FE B F 6 Kk,
EFS X#FREGRE

Amazon EFS R XM M B X X HREKE,

- XM - KEMXHRS (#EF ) £E— Amazon Web Services XiE B Z /Nt IR & 2 B B9 7]
AXUTRFRFEBE. BSNMNITRAXFRBETARFERMSEZTAY , IEEFR - RSN
AXAT A Amazon Web Services X1 th 2 fnitk,

s BEX-BXNHAREEENTAXAFERBE. SREFREENTAX P I BIERERFLA
Att, BEEAMAXREANGIBERSIMANERT (FTATERE ) , FHREXERBHVHGREH
WBTEATRESEK,

Amazon EFS I E{E — B °
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RAriEmE

EAARTRRRENEEHE D Amazon AT X ERFIRAFEIERT , One Zone 173K Bl AP EYBHE AT
REaEX, Bl , KRFMKRESHARSBBIEER, BRTXERBNEMN  BRITHEXFMHEE
EEASXEMF#EAUNIRRI , AMRPRNKREZMIHEHE, TNNVRERENEE , i

TriER#0 B 1R 99.999999999% MY EIERF A1t

R T EBEBIFRY , Amazon EFS £ B3 A& 408 X334 R4t Amazon Backup. &7 LUK 4
REZ D IRE B P IEM AR /ER AT X Amazon Web Services Xi3, , B ATV EME R HM AKX
Amazon Web Services Xifi, FRAGIERMEEN EFS XHRE%Z D Amazon Backup 2 & #HE =4

AAKX , EEAFAMMRIT. BXEZELRE , BSFE P RE M Amazon Backup,

® Note

BXHXHRENERTREETRAX, BXRIHTAEEPEREXXHEREHTHXH R

%, EEHERXHREENTAKX,

TRIERTXHRGRE 2B ETAHLE, FARNEEEESE,

NXHRZE RITENVEX BAM (®1tE AwAM%
2 )
X 42 1 EEHEBAMM  99.999999 99.99%
o Al M BUE. 999% ( 11 4
9)
(X TEESEZAM  99.999999 99.99%
FH A SR, 999% ( 11 4
9)

BXXHREFNAAX

AKX

>=3

1

HtEER
ES

I

TR R &
Rz & A X
ERHER

BXEMHARGEMERATRELETAX, TRIIETETUEESFEH One Z IDs one XHREH
FANATAXH Amazon Web Services X AT AKX, EEFZKF,F A IDs KBRS |, ESH
Resource A ccess Manager AP 58 H# Amazon Amazon FEA A X IDs ,

AJRAESFAK


https://docs.amazonaws.cn/aws-backup/latest/devguide/disaster-recovery-resiliency.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-az-ids.html
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XFERXXHFRERNATAHKX

Amazon Web Services Xi8 % Amazon Web Services XiF 1 FHFMATAK IDs
i i

XERIP (HE3EBM ) us-east-2 use2-az1, use2-az2. use2-
az3
ZERI (FFRILEMILE) us-east-1 usel-az1, usel-az2. useil-

az4, usel-azb5, usel-az6
XER/I ( MFERILILE ) us-west-1 uswl-az1, usw1-az3

EEMI (HEBXM) us-west-2 usw2-az1, usw2-az2, usw2-
az3, usw2-az4

IEM (FER) af-south-1 afs1-az1, afs1-az2, afs1-az3

TA#BX (FE) ap-east-1 apel-az1, apel-az2, apei-
az3

TA#X (&X) ap-south-1 aps1-az1, aps1-az2, apsi-
az3

LWAH#X ( KR ) ap-northeast-3 apne3-az1, apne3-az

2, apne3-az3

WA#X (BR) ap-northeast-2 apne2-az1, apne2-az
2, apne2-az3

0 A X (703 ) ap-southeast-1 apsel-az1, apsel-az2
WA#X (FEE ) ap-southeast-2 apse2-az1, apse2-az

2, apse2-az3

WAHX (FRR) ap-northeast-1 apnel-az1. apneil-az4
MEXR () ca-central-1 cac1-az1, cacl-az2
FE (4R) cn-north-1 cnn1-az1, cnn1-az2

AJRAESFAK 11
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RAriEmE

Amazon Web Services Xi8 &
p

HE (TE)

B (R )
BN X (ERE )

RO (2% )
R (K= )

M (B )
BN ( HFRERE )

PR ( BHK)

EEM (ZRF )

Amazon GovCloud ( £EZ%

1)

Amazon GovCloud ( ZE
&8 )

Amazon Web Services X5 1t
i

cn-northwest-1

eu-central-1

eu-west-1

eu-west-2

eu-south-1

eu-west-3

eu-north-1

me-south-1

sa-east-1

us-gov-east-1

us-gov-west-1

X FHATAKX IDs

cnnw1-az1, cnnw1-az
2, cnnw1-az3

uc1-az1. eulaz2., eul-az3

euwl-az1, euwl1-az2. euwl-
az3

euw2-az1, euw2-az2

eusi1-az1., eusi1-az2. eusi-
az3

euw3-az1, euw3-az3

euni-az1, eun1-az2. euni-
az3

mesi1-az1, mes1-az2., mes1i-
az3

sael-az1, sael-az2, sael-
az3

usgel-az1, usgel-az
2. usgel-az3

usgw1-az1. usgwil-az
2. usgw1-az3

EFS 7243

Amazon EFS R T T AXRIKARN FRMRITNTREEFMEER , EABURT R,

AJRAESFAK 12
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RAriEmE

 EFS #r/f - EFS #RERM#RE R BAKSI 2R (SSD) TN MBE TG RIKN X REKEEER . HH
NHRGBIRE LB EFS iEFMR , ARALEREREAMEE D EE EFS FHRE TR X
M EFS AR,

« EFS THEFR (IA)- —MEALLHEESE , BRTENZERHRILURHSE.
« EFS A% - —MEAMLLRFESE | ERTEFHRJURREDRNVEIE.

ERRMAHERN EFS XMHREXHE EFS AFM#ER, —BEXHREEOARFHRDBYERE , BT
RER N RENELEBEH N R TARE.

iR S

TRNFHRAT TR, BRBNMeERNERNESFHARFEE , 55 RAmazon EFS &

EFS ¥R

EFS T4
Zihm

EFS 34

WRITREX

FELERWRIR
HRAER M RERY S
BHERHE

BEEMRBRIL
IRHFETEB B
#Zo
BFEHRJLRE
BEDIRKIETED
o=

H—NF
I
B

=
il
32“
5

L+E®

JLtE®

Al
(i&itE
)

99.999999
999%

(1A
9)

CIp:Ef ATHX
SLA

99.99% ( X

it ) (K

99.9% (& M)

%) 1 (BR)

99.9% (X =>3 (KX
Bt ) )

A
B SR AR K
BB

FEH

128KiB

128KiB

AJRAESFAK
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® Note

T HF One Zone XU RS MIBEEREEAN Amazon JARXS | FEL4EZE T AXAAR
BHIERI AR RS H A S Al A XIS | R EX RN NG RETBIEES
E%,

2 KRE#RTE 2023 F 11 A 26 BHRF 12 ARZEEHWEGEHFBEAT/NF 128KiB X
HoEE AP, HX Amazon EFS AN ZE NN HBEHTIHTEMNITENEZEE
EZ R Amazon EFS WAk & XA RERMTT R KD,

FRREN

BREENSNMRERNPHBEEN SR, BRI IA A FEPOXAN , IXNTEAESEAREERE
TFRERCBRHRROKE  CEFEINGFEHBRTZH. Amazon KEE REMFHEENEE , UEXY
NHRENFHEENITRITR, ETHESES , HS5 Amazon EFS Efl.

A RIREE (IA) MAKE#HERTFEN 128KB WXHEASEKETER, X/ T 128KiB #
XA R GER T AT ¥ERTE 2023 £ 11 B 26 B 12:00 2 FEFTNEGABRERE, AX
Amazon EFS SfAIX N HMaBBEHTITEMITRNESZER |, HSHAmazon EFS @Ak & X
HREFTRKD,

FAENERTEATMAETLENRBFUL BN XHRE,

« T EAMBEREELENNAHRS N ERNERENTAESLE (ET EFS frAEFHRPR
HiEE ) RO HITIT R,
s NTHEAREELHENXHRS , ATNELHENET EFS fEFERFFENBEERE.

BEX EFS FHERANESZER  BZAEHELS,
(® Note

FRAZOXIFLEGAYPEEN EFS XH RS Amazon Backup , BRAFEHRTFFRITER,
E 78X Amazon Amazon Backup EFS WEZ{E R , B2 & EFS XH RS,

TamEAMEE

EEESNNARES  EEHERNMEGARPLFERLEE  FERALESAHNEE. foRAHNEER
BAXHREELNEGEAYPERE , A EFERCARRYEE. toEANRER - AENEHEK

AJRAESFAK 14


https://www.amazonaws.cn/efs/pricing
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ATEXRPRXHRSHERRNECFHR. BXEZER , F5H EE EFS XHRENFRE
an B B B

g4

BT LAE R E $IThee B IR B C N EF 812 Amazon EFS XHRZEKEIA, Amazon Web Services X

15 E54 B3 ERT EFS XA RS LN BEMNTHEE SR ERIE RO EH O ENF B EFS

X#HFRS%. Amazon Web Services XiF EFS 2B R4 REMBERXHREREBERL ., EF2
ELER , EEREHANIRE R BHF (RPO) MIRERtE B R (RTO). XLAFE ] AR BN IRKIEH
ML SEEMBIR. BXEZEER , ESH &% EFS XHFE%,

5 15
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FF#4E A Amazon EFS

WMRERE X EA Amazon Elastic File System ( Amazon EFS ) , R TSRIZE , FREREHR
BE—/NEFS XHR4Z.

1. BEEANRREN

2. DI EFS XHREHBFEMN EC2 K41

3. AR XL BB EFS X FE % Amazon DataSync

4. BFEERH R EH Amazon K-

TR

EERANTRzE , BFRREFSUTER :
- BEMEH Amazon EC2 #&E B3I EC2 £fl, fREZE— Amazon Web Services Ik, —1MNEH
EENEWAF., —/ key pair I—1NMNL2£4d, EXEZEE , BSRIZENFEH Amazon EC2,

« ML 5% Virtual Private Cloud ( YL & 3# VPC ) Amazon Web Services X i3 1 EFS &IREBL T
HERES , HELEZWXEERIA VPC, EC2HIREERIAVPC , FFENEEFTNHINERS
VT VPC FEH KRS |, S X Amazon EC2 SEHIFER BEinfER VPC Z4 4,

« BRBERRALT AN T RIAN,

&l LAE A Amazon Command Line Interface (Amazon CLI) S8 S HITE LM AL I KAA EFS
APl, EXEZEE , TSN HiE : 8l EFS XA RS HFHEHERF EC2 34| L Amazon CLl,

B2 EFS XH RS H ZHEH EC2 £41

EBHREEZRANEINKREZMNGE , BAILLGE EFS XHREHBIEMN EC2 Kb, EHAA
HESRUFTBERFE - EFS XHRSE , BRVGEREXPIEHHEER EC2 MBI @S,

@ Note
YRABEfE A E T 4% Windows EC2instances B Amazon EFS.

TR 16


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/get-set-up-for-amazon-ec2.html
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ERAEZESE EFS XHREH EC2 B3 EC2 £4l

BHXRECE EC2 XHIZHat B MIES EFS XH RS |, SR Amazon EFS 5 Amazon Bt
&6/ EC2,

UTREERFIZHHRGIE EFS XHERENERITHE R,

1. ERZEREN key pair IR EQIEE Linux RERS LE1TH EC2 K41,
2. DIREEHEFREHFBHERE EC2 RHINKLE EFS XHREK.
3. B EC2 il , LAME EFS XHREhERt 7] A T 30250,

HE , BOLAE Amazon EFS B %lAF |, FAKERESBEVRESENH RS, BIETAEA
Amazon CLI #1 API BIEZ N H RS, BEXUEBXHRENFAIEEIMNEZEER , B5H6IE EFS X4
RE,

5 S X R M 2R E EFS X R4 Amazon DataSync

B EFS XHREE , BRI UERARNXGENRE X HREEEmEZXH RS Amazon DataSync,
DataSync 2 — I IEZHRS , IBIERMEL. Ba{LFMMEARFRERES Amazon 7 RS
ZENBIEBHMES , H&E. Amazon Direct Connect DataSync A LA4% 5 & B9 ST BB LA R U %
SABIE , Gl EN. B EB R RN R

A% DataSync WEZE LR |, H5 1 Amazon DataSync.
FoRFM

R AHE T EFS XA RG22 , THRREERZUTRMYE

o BEBDME R ERBIENIR NFS XHRE, FEEBET NFS WA 3, A 4 4.1 HEZERER
Go ROINHRGEZRUTAMBITERONXGHRE. BEEBRTHXHREMN EFS XHRE,

- BEHERFER DataSynce ZETHMEZER , 152 (Amazon DataSync User Guide) H Y
Setting up with Amazon DataSync.

ERAR R mE EFS X3R4 Amazon DataSync

BXEM DataSync fF3X £ 2| EFS XHRGEMHE , S Amazon DataSync i 1§ Amazon
DataSyncH 89 f F 1& 5 U

HX MRS 17


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEFS.html
https://www.amazonaws.cn/datasync
https://docs.amazonaws.cn/datasync/latest/userguide/setting-up.html
https://docs.amazonaws.cn/datasync/latest/userguide/transferring-data-datasync.html
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BT RERFXHERHE EFS XHRENERITHZ IR DataSync,

1.

o ~ w0 b

Connect iEZ R EC2 326l, BXEZELR |, 1§51 Amazon EC2 AAFIERE® M Connect ZI
) EC2 3241,

HEHIER T, SEABENE,
IR B RN B R E.
BIRARBEES.

BITES |, XN RERE E o

SE RSB HR P IR E) Amazon K

SERAANGI G , BRITUTEIRUERRREH R EH Amazon Web Services K,

R RR R B K P

1.

Connect EZEFEH EC2 £fl, BXEZER , 55 Amazon EC2 AFEEAHH Connect ZI
BH EC2 =4,

AN T T EHE EFS XHRE,

$ sudo umount efs

$TFF Amazon Elastic File System ##|#& , Pk} https://console.aws.amazon.com/efs/o

BEREEANEIRE - S HOIZR EFS XHRL,

a. BEREMNNHRSGIIRTBIBRE EFS XHRLEK,

b. XTI, ERMBRMH4RS,

c. TEXRAMBRXHUHREIEES , BAERRE EFS XHREMXHRE ID, REIEFERBR
HRE,

KIEERABATISLSI BehH EC2 =61, BXiHE , ESHAmazon IAM Identity Center A P38

EAHMLIE Amazon EC2 3£4,

MRERARAMEGIVNETREAE , NEFEBIER. BXUHA , 52 (Amazon IAM Identity

Center AP #88) H#Y Delete a security groupe

/A Warning
TEMERER VPC HERIARE4A,



https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://console.amazonaws.cn/efs/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/working-with-security-groups.html#deleting-security-group
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BIEZFNEIE EFS &R

Amazon EFS =S POSIX fr RN B R EXHEM, EEIBNXHFREZIFERBZ1 Amazon
EC2 RHIMNH R RENR, LM XHREHNRIE W ATE o] AX15R Amazon Web Services X1
ZXHRS,

BRI AERAME X HRGERA 4.0 7 4.1 i () EE T Amazon VPC WERIFAE = (VPC) H ) EC2
L4 E¥EE, Amazon EFS MRS, NFSVAEXEZER |, {55 Amazon EFS Y T/ERE,

Bltn | RIREELEH VPC HEF T — NS4 EC2 Rl, MELBEEX LIS LelZMER -1
XHRE, UTRE VPC HEA Amazon EFS XH RGN B IMITRYEREPER ¢

« B3 Amazon EFS X# R % - IZXHRER , RMNBUERARBIIRE, BUREZEIR NEEFE
B, ETRBIXHRSE. S0AIE X HRERINE M ERE,

« AXHRGIZERBAR-BEHRIEN VPC R XRG4 REEH BN Amazon EC2 3K
Bl | S&AMIE VPC F W IR B #Ro

« BIEZ£4A-Amazon EC2 SEHIMEH BB LMEFXENEZEE, XERSAR LB NIE
BEHIElNcBNRE, EUUERAEERERRBENZSAREHXHRENALRE, Nt , §@
ERERREARN—FATNEE EC2 ZHIHATHRIMAWEMAN, RiF , EHEEEZ EC2 K6l L
RBHMXHRS.

£

- XUNPHE

- BIERENESEMN
- B2 EFS XHRE
- MBR EFS X R%
- SlEZS4A

- BIBEXHRGER
- BIBEAR

- MBREAR

« ¥Rid EFS &R

- B VBV ENESAFPFER
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KUEE

¥ Amazon EFS |, X REREBRF. BIMXMHREHBIFZEM , S0, ID, SRS, 6
A, AFTHEUHNERERD, AXGREOENERETFNRE  URXHREEGARE
B

Amazon EFS X #HFEAHMERXKXEETERTR, XLEITEEFBEHRMFR A

- HEBHF - BEFEENXHRSE |, BHUAE VPC RolBES iR, S/ EZEREEUTEN &
HEBFRID, EEHPQEEZH BN FNID, HECBEREFHXHERSE ID, TUESXHREN
IP #zdit, VPC ZE£ALUKRESBIRARD. B LE mount sp 5 {ER IP #iik sk DNS & #5.

BONNHREHER T HFNE DNS B#5.

file-system-id.efs.aws-region.amazonaws.com

BATLAIE mount @8R RIS E L DNS B #LUEH Amazon EFS X RS, RIREE EC2 EHIFH 4
RS ERM Eefs-mount-pointBERTRIE T —NFEF. AT, B UERAERGSRES M4
R, Bl , £ Amazon Linux AMI 1 | AT BAERALLT mount 85,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-DNS-name:/ ~/efs-mount-point

BREZER , F5H EEEHE R,

s BAR -BARFRERZAF., ANXHREBRENATERAEARRHHNEAXHREER,
FRRNRERGZAFNAZEE NFS BERRRENTMEHES. XGRERRFREN TR SRR
FEAEFEFHAT. XTRARSMNNABRFETRAZENE T XHNBEENRAFEAEBNRERS
SHMEBNE R, FRTRASNNARFRETRAEECHEZRZ TERPHEE. BXEZE
B, 55 #H Amazon EFS AR T,

EFRENRNRERENHREXBEN F AR, EREENEXHREN L TXHEIEE,

Amazon EFS N ZRHE APl IRERQBANEE XL RF. BRTEBNRRQZENMERIEES , Amazon
EFS BX#FiiRiRE  WIREFELEBRERREEE, EAUTENGENEEXLERR

 f£A Amazon EFS #2#|& - BXxR6 , BZHEA A,

SUWE 20
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- f£H Amazon EFS s S1TRME ( CLI ) - BX Tl , BSH #HiE . 01 EFS XHRGHNEERE

EC2 34| £ Amazon CLlI,

- HAINBEEEANEEXLERE , MTAR :

« f£/ Amazon SDKs — @I # % JK/Z Amazon EFS API 3k Amazon SDKs fEi{L & RIEES .
HHFEAIEAEFmEESFERASRERANTFRZBARIEENER, BXEZER , BZRATHKE
FE,

- BENEHWNARERFRAA Amazon EFS APl — IR M T Ef SDKs RERTEMER |, N LE
BENEHNAREREAA Amazon EFS APl, BR , FRZENMNEEERELFENRBERRBIEE
Ro BX Amazon EFS API HEZEE , 2 Amazon EFS API,

%R IDs

Amazon EFS £ FrE EFS BRI & H o B M — 8B IFEIRIREF (IDs). FTE EFS BIRY IDs &
BARRBEUREE 0—9 M NEZH a—f WAESHRK.

2021 £ 10 A2 &, IDs PERAFUBNNGRENER BENERNEFTRHEER 8 NERF (4l
). fs-12345678M 2021 F£ 5 A% 2021 F£10 A , BRI XEERRBEERNEEFZFEEE
A7 ANFH (Flmn, fs-1234567890abcdefd ) . IDs RIFELIEMK A ETE , BOXHREME
HEMRRIRAREE —L Ds , BXEXRBHEAFHERALWEIEKNEE IDs, HIR ID KizFE®

ETHRNTSFMT

REMAHER AP BRREE—R. HTREUEER , MRRBERRDTER , WEEERFTLFE
FMAZW, XX FRLEESEE Amazon EFS API REMOIBEEESHEEE A

Amazon EFS APl XEFEFIRIERTERNESE. ERRERTEREERHIZFLERMIEEN
ME—F AT,

EFPRERTEALUREERS 64 I ASCIl ZRNWEEFHH. NREERDEREN—THRNEES
EREFIRERTE , APIRRERBFEROELFERES

MEZREREHE , CLBELERTE, NREFEREHATFHEENSERE , " EERNEIZSE
BEUTHER :

"CreationToken": "console-d215fa78-1f83-4651-b026-facafd8a7da7"

BIR IDs o1
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MREERRECE REZEARSBURENHRE , tIEZTHENEXNOT ¢

"CreationToken": "quickCreated-d7f56c5f-e433-41ca-8307-9d9c0f8a77a2"

22 EFS M R5:

B3R , Bar 23 A H Amazon Web Services Management Console €12 Amazon EFS X
#F % Amazon CLI,

ES}
- BIBNHREFER IAM IR
o XHRSEHEE LI

BB REAEN IAM R

EQE EFS BR , SINXHREMNBEAR , BATIREHERE APl ZEFEIRH Amazon Identity
and Access Management (IAM) X FR,

I 1AM B/, FER AP RO M401% F1T Amazon EFS BENNRR, haIEHAABKRT
B PR, Amazon Elastic File System & A —1 IAM lRFHEXAE , HF3BHE Amazon Web
Services RS RFREFEWUAPTEINR, BXERE AP RENBRHNEZELR , S Amazon EFS
e RHEEE,

M ARG R B B 1 T

A LAEF Amazon EFS #%& 5 Amazon Command Line Interface ( Amazon CLI ) 812 XH# R4,
&t T LAE A Amazon SDKs 5 Amazon EFS APl IR ARSI BN H RS, NREFRANR
Amazon EFS API 5 Amazon B#F AT E @ , MAILAEA CreateFileSystem EFS API BR{EXR A
BXHRERE,

EAEFIE P B E L BERE Amazon CLIBIE Amazon EFS XXHR SR , AT T XH4RET
REMBL B TUARIRIE

NHFREGRE

NHREGFEBRE T Amazon EFS X R S:7E Amazon Web Services X i3 1745 E 3B 00 7] A 14 F0 35
Atk BATLAN XU RGREEFR AT IER ¢
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« ERXEMETCIE - NXHRSE , ZXHRSETTE Amazon Web Services X FTE R X AT
REREHEBIEMTHIE, EETLAE Amazon Web Services XigiF SN TAX b alEES B
Fro ‘XM iR RS RN T AERFA M,

c EREXAQE-NMNHRE , ZIXHFRGEENTARAUAARARNEEBENLHE. £AEX
NHREXBN MG REREE —MNEHER. WEZERSIANTRERXHRENE —THAKH,

® Note

BXHXHRENERTREELETRAX, BXRIHTAEEPEREXXHREHNTHXH R
%, EEHERXHREENTAKX,

B3 & 4%

EEAEHEEXHRER , BHRFDERNBER THRALTERRS. £/ CLI 5 API gl H#
RGN , AEEEBERA X" XHRENXARER , T2RINEABEHEMN. BXESER  HS
1 B EFS XHREW BB

4 an B A SR g

S AHEREFERETARE  REFRNEX B XEBANBEBRAIRBENTRNEFR (1A) F
gk, FHBIEXH RS Amazon Web Services Management Console , X4 REH £ v B HI KB
FEAUTRIMZEHRTEE :

« BAIARERNB LXRIBRER 30 X,
« TransitionToArchivei® E R B LR iF R BAREY 90 X,
. BMAFRHAEREN T,

£/ Amazon EFS API SAIZE R %8t Amazon SDKs , FeEEIFHERBE A B EREE, Amazon CLI
MRER I HREBRTE , REFREMER PutLifecycleConfiguration APl BREEFEmE KK, &
KREZELR |, ESWEFS F#3% NEE EFS XU AR FEm B RERE,

oz

ERBXHREGR , MRHEEL TEIERS , WALEAMNE, IREAXHREERAME , NFEE
HAWAMERENTHRESTEME, 2 EFS XHRERE , RELEREMBRRE., XEKRELT

EEUAMBHOXGRGUCENE, ZEEQE—NHNMNBEXHRSE, B> Amazon EFS IMZEH

BZEER |, BSHE Amazon EFS FiNEZEHIE,

[ =Rvi 23
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E1E VPC REIBNHRSGERB IR , BYLTIEE VPC M, BFHALMEEREKS VPCs ik
M%l3k, Amazon Web Services X g %t , BE%EE VPC , REEFIAE25H VPC FHAAKX, X
FEANTAKX , BEFALUMIIRPIERE—NFR , REARKIAFR (WMRFE ) . EEFNE , B
BEFMPMEA IP bt , HATLALE Amazon EFS B3R — bt

HHEEK
B=FEMLBEXAHEE

- B (BN ) -RBRUIHEILRTENBEBRNELE , BUSE THEABBMEEER

(® Note
HEAEHEMERTEEEAMEREXNXHRS.

- A - RREEENFTLELRF , EXHRENRPEXR,
- RE - RATENEFEPHBEEMNT BHNEHE.

BXREZER SR EHERN,

(® Note
FEABEENTAREEESTETNEH, EXEZEER |, 5 Amazon S3 Eft.

PEREIR N
HOEX RGN , REEFEREREN. AR ATHERE  BANMKKX /O,

- BRAEANESRBFELERRE , BURATHREXHRLS,

« &R I/0 R E—RMERERE , THSEA TN IFERAEMRT , EEAENAL  TURTESH
MR, “BRXNHREAHEAREFLENXHRETIIFHRK /0 X,

/A Important
HT&K /0O WEXRELERRS , RLERMNBWNAEXGHRSEEABAMLEER,

it B 1E T 24
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RAriEmE

BXREZEER , F50H MR,

REVBEREFREN NGRS (248 )

EWLS RSP | EH Amazon EFS 2§ A I ZEBHEIREMN Amazon EFS XHR%., REFHABE
VEBSIENHRES  #5REREENRBCEHRS (#2486 ).

RIECIEEFHEFREMN Amazon EFS XHREK

1. &3F Amazon Web Services Management Console 3 #TF7 Amazon EFS #£#l& , Mt} https:/
console.aws.amazon.com/efs/,

o & w0 DN

EROE XM REUIT I B XA RGN EE,

( ik ) MAXHFRGENE .

NTEUBER (VPC) |, BEEEN VPC , ERHRENIRIA VPC,
EERCEUGBERUATRSEFRENHRLE

EEABE®ER. BEXESZEEL , S0 £ EFS XK RS,
ERUTREBENERE

- ERIEXHRENENATAKX Amazon Web Services X135 F 817,
o UTEEERN VPC BERIAFRA,

- A VPC MERINLZ2E- BAUE B4 REEEERS4A,

BREZFER , F5H EEERE .
XEEXHREGRE - BRESZEE , FSREFS XFRGRE,
BRME - BXESEE , BERMLEEER

HUELE -BAXEZERE  FERELEEN,

£/ Amazon EFS ( aws/elasticfilesystem ) WERINZAMBBRSEE - BXEZER

B R MEBSEIE,

4w AMEE - Amazon EFS RN T £ B RKAIEX KRS
- BH|FIARENELRFRFGEH 30 X,

« TransitionToArchiveiR &} B LR IG R LK 90 X,

- BHRAEIRBE AT,

BXEZEER , B2 EE EFS XARSHNFHEEmBAHBERRK,

[ =Rvi
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PBRXARGE , TUAENXXHREWNIRE B AEMFAE, NEAREEREXERA.

FHAXHRERE , TEHE—ME , ERECIBNXGRENRE, SXHRETAN |, #iF
PLERGRIXARSEFAE S RNEYEESE,

BXNHRENEZER , BSH T HEXHRERES.

FEREENEENRIHRS (2 )

EHNEAFERA Amazon EFS ##l8 , MAREARSHEENREVWNZEFTBEREMN EFS XHRE
PR, BREAHERECNBENHRENESZER  BSRRECEEFHERENNHRS (54
&),

EREFECIRZERBAENREN EFS XHRESRBENMTR

 FRI1-BEEAXHRSGRE , SFFHENEHERN,

- PR2-BMENHREMNBZRE , B/EURLESR (VPC ) MERKBIF. X TEMNEHER , REWT
AKX, M. IP it ME£4A,

« SRR 3- (Tt ) QEXHFRGRBEIES] NFS B/ imX X4 RER T H
« FRA-BEBENHRERE , HITEMNER , REQIEXHRS.

S| BEXHRERE

1. &3F Amazon Web Services Management Console 3 #TF7 Amazon EFS #£#l& , Mt} https:/
console.aws.amazon.com/efs/,

2. EEROEBXMHRGLITIT IR XHREX EE,

3. ERBEMNMUGEBAENXHRS  MAREARSHEENRERBXHRE, FITFXM4RE
RERH,

4. XNTEMRE , HITUTRAE,

a. (HiE)wAXHRENEN.
b. NFXHRERE , EFEFTAMIER

 ERXEMHAME-—NNERS | ZXEREAE Amazon Web Services RigiHIFTAE 7]
AXURKRAREE X REBIBEMNAHE. XEMHREESSEINTHAEMZR T,

[ =Rvi 26
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« REEXTWUBR-NMNHRE , ZXHREEENATRARXRAUTRE R FE XA REBIEAN
THE, MREREX  FARBEHPUEXHRENTHK , IEREMRINME. BXE
Z{ER , HS I EFS &FfiK,

c. MABERT , BIZHLTHABRES. AIUBTERENSREXHAEHED. BXRXESE

B, FZH &8 EFS X RS,

d. NTEREAHRER 6 MAEXE , BTEREWARERRK,

o BN A - BIFE EIRTESRETGE P UG S SUORATET A | SRR AR SR TN
HE (IA) FE K.

« BONIAY - RI|F B ERESRETE PR S LUORAYETE | R RIR T
E

« RBVNITE - ERREBERNHERSERRNFHE

BXEGEAPRBNESFER , BSHEE EFS XK RGN FREm AR,

e. XNFME , BSBENBERAER TLFERARS. RIABERT , Amazon EFS ERAEH
Amazon Key Management Service (Amazon KMSaws/elasticfilesystem) EFS fRE#
(). BEEFEHM KMS ZARTNE , BRITEENMERE , RAEMIIRFERZH, X
E , MAEFEAN KMS 2401 KMS %48 ID 5 Amazon BIREH (ARN ) .

MBELEEONEHZLA | FiRELE Amazon KMS keyLA B3I Amazon KMS #2411 & H 6125
4R,

A BRI B BREIEAE X P Y B S IR I

NRYHRGE  ARLERMERE, HXESES , H25H 7 Amazon EFS F
.

5. XWTMERE , FHITUTERE:

a. XNTHEHEHEN  MINERBRERER,

- EEATAESFLEEN  HARTMEE K RAEEMFEFULE (MB/s) PRAAZANNHR
SERMABENELE. FARNEFHEE RN ERANTLEN =15,

- EFARRELE  FREREK

Amazon EFS XHRSGUHMIBERNW =92 —ER{TEFEER, #AFTHEENXF , FE
TMHREEBRARANEITE, MHRETHAE , BUUEREHEERES,

[ =Rvi >7



Amazon Elastic File System ArfEm
BEXRRBEHESREFEENETLEEXNESER , 1S M Amazon EFS FNEHIE,
b. XTFHeEENX K RMANEA. EEXMEER , FRFEMRE , AFEEHZK /O,

NHREGETRRE , TEERMEER. AXRESER , F5H Mg,

/A Important
HT&KX /O WEXBRELERRS , ALERMNEBUNAEXGREERBA LEE
o

6. (Hit) RAXHRERMIRZREX.
7. EET—HUEREBEXMHRERIMNETHE,.

SB 2 RERSHH
ESW2 B CNREXHRFNMARE | Q1 VPC NERE

1. EBEEC2 RERPERIXARENENALEE (VPC), BXTSEL , WHH EBERE
7o

2. NTEHBR, TUANXARGECR-IHSMERBER. FTEMERER , FREUTES

« WAKX -EIAERT , £ Amazon Web Services XIBHFNENTAX PR BHES B, MMEF
HMERBENHAXRPLZEERBER , TREERUMBRZXIENER B iR, EitRHEXEREN
BN AXENE—NESERF , LBRETKRETER,

« W ID- \NTHAXHAHTAHFMAPFITIER, BFEERRINTN,

o IP ittt — BRIAER T , Amazon EFS 2 BaI N FRAE T Atk PiER IP ik, =FE |, AT
WMATREWNESE IP bit, REEHFEHRIAE—NIP it , EElRESETHANITRNE R
Ro

- ZeH -AUAEHRENEE—IMNRZINELE, BXEZER |, BSHE X Amazon EC2 E4
MEHBEFER VPC 24,

EFMEttZ2ERERTLE , FEREERZEA , ANIIRFHFNEMZSA, MRFELE
RRMINZ2E , THERR. AXESER  F5H tI2LE4,

3. EBRNMEHER , WREEHBNTAXGRESBIR, MRNESNTAREE THHBR,
BEIETA AT F o

4. BEEBET-HLUREXHREEREK,

[ =Rvi 28
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SR 3 IR RE RS Wik )

AN NHRECIRENH RS KM, EFS XARG KRR T IAM BRXM , TS NFS &/
WX MHERGENTIE, BXESER , HSH £/ IAM ZEHI X HREHIET I,

1. ERBERG , TUERTTATMEERKONEEAS !

« BN AR
« RINBERFNITRIEREHE
« XA E P IR5E S AT R I

2. HEARBREREENTREURBNZECHNERE, EREP - HEEN KL , JSON
RMECHETRERMBRERT. TS JSON UOIBMERN R, EREENR , HEFE
BRo

BL B AY R EEFE SRR TR BIX A Ao
3. EERET-—HUEBHUEXHRS

SR 4 wERIHIE

1. BEESIMXHAREGEESL, et , TUBTERRENENMMEHRITER.
2. ERVBUGBNHRES , AREBXHRENH.

PN BIEE REANBFXARS. YXA4RATHAN , BIETLE R BARX4REFAES
TE .
BIE XRS5 ( Amazon CLI )

fEA BT Amazon CLI, BRI RIRF IR ERR. B , QB INXHRSE. K5, EUUERABEN
9 Amazon CLI 88 % 9 X4+ R4 6 2 8 B R ME A H A A g4 IS,

AR R BIfERA adminuser 68 --profile S¥{E. YIEAEYHWAFREXHRREHEILE, X
£8 , #E2 @ (Amazon Command Line Interface User Guide) ## Prerequisites to use the Amazon
CLlo

- ERBEAEERNMBXHRE , BFEH Amazon EFS create-file-system CLI &5 ( #
BI#YIRYER CreateFileSystem ) , 1 RFi R,

aws efs create-file-system \

[ =Rvi 29
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--creation-token creation-token \

--encrypted \

--backup \

--performance-mode generalPurpose \
--throughput-mode elastic \

--region aws-region \

--tags Key=key,Value=value Key=keyl,Value=valuel \
--profile adminuser

f5lan , AN create-file-systemw SEAFHHEMFHE O E X H RS us-west-2Amazon
Web Services Xif, ZaFIEE MyFirstFS fEABIE S, BXA%E Amazon Web Services X
15 fAILk 62 Amazon EFS XHREMFI&K , ESEFH Amazon EFS Lim T K FEL & Amazon
Web Services —f8ZZ,

aws efs create-file-system \

--creation-token MyFirstFS \

--backup \

--encrypted \

--performance-mode generalPurpose \

--throughput-mode elastic \

--region us-west-2 \

--tags Key=Name,Value="Test File System" Key=developer,Value=rhoward \
--profile adminuser

IR XM REE , Amazon EFS €50 JSON FERIRE M HREHR |, ST ROIFTR.

"OwnerId": "123456789abcd",
"CreationToken": "MyFirstFS",
"Encrypted": true,
"FileSystemId": "fs-c7a0456e",
"CreationTime": 1422823614.0,
"LifeCycleState": "creating",
"Name": "Test File System",
"NumberOfMountTargets": 0,
"SizeInBytes": {
"Value": 6144,
"ValueInIA": 0O,
"ValueInStandard": 6144
"ValueInArchive": 0
by

"PerformanceMode": "generalPurpose",

[ =Rvi 30
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RAriEmE

"ThroughputMode": "elastic",
"Tags": [
{
"Key": "Name",
"Value": "Test File System"

« AT RPIEAavailability-zone-name B4 AIE T —NMEus-west-2a A X EARERL
BN XHRLE,

aws efs create-file-system \
--creation-token MyFirstFS \
--availability-zone-name us-west-2a \
--backup \

--encrypted \

--performance-mode generalPurpose \
--throughput-mode bursting \

--region us-west-2 \

--tags Key=Name,Value="Test File System" Key=developer,Value=rhoward \

--profile adminuser

IR XM REE , Amazon EFS €50 JSON FERIRE M HREHR , LT ROIFTR.

"AvailabilityZoneId": "usw-azl",
"AvailabilityZoneName": "us-west-2a",
"OwnerId": "123456789abcd",
"CreationToken": "MyFirstFS",
"Encrypted": true,
"FileSystemId": "fs-c7a0@456e",
"CreationTime": 1422823614.0,
"LifeCycleState": "creating",
"Name": "Test File System",
"NumberOfMountTargets": 0,
"SizeInBytes": {

"Value": 6144,

"ValueInIA": 0,

"ValueInStandard": 6144

"ValueInArchive": 0
3,

"PerformanceMode": "generalPurpose",

[ =Rvi
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"ThroughputMode": "bursting",
"Tags": [
{
"Key": "Name",
"Value": "Test File System"
}

Amazon EFS &2 describe-file-systems CLI 855 ( #85 APl #RER
DescribeFileSystems ) , AIAERA LT TELNKF PR REXHFRAEIIR , TR

aws efs describe-file-systems \
--region aws-region \
--profile adminuser

Amazon EFS &R E#&EHEEXiEH Amazon Web Services K 81BN XH RSN SR,

B EFS X &5

NHERGRBRR - T ERENRAMEERE, EFERAXMGRERETENEMAHTE NXEREHH
BRNEMBERSER , MEZERZESE. SAPNBRXEREPHHEN  SEREINFERAN
FH M. EFS MIUBKLN S ABHBZHIE,

/A Important
B3R 48 72 I BR oz B ED B LR S

MIBR R L (#2BFI5 )
M BR34 R Be

1.

2
3.
4

$TFF Amazon Elastic File System #2#|& , Bk Fhttps://console.aws.amazon.com/efs/o
ERENA RS TEPBIBRA RS

E M BR .

EMBRXHRETEED , AR TGRS ID, AEEFREIALEIAER,

I BR ST R S5 32
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BHRAEL T XHREMERRE, B, ©RMERIIROERBER , REMRXHRLE,

fRIBR ST RS (CLI)

A Amazon CLI S THIBR X RGBT , BT RN Z XM RECIEZMN TR B IRMEA
&

A Yd

BX Amazon CLI ss Rl , BSAER 4 : BFR,

tlEzEed

Amazon EC2 SKAIMER BrHMAXRBKNEZ2H, XERSHERYELHAXE , BHEMNBEHR
B, MRECEEF BN RREMHEZLA , Amazon EFS £8F VPC BRRIAZ 2A 52 KBk,

Tt | EFH EC2 RHISHEHBEIR (URNXHRE ) 2ZEANARE , BANMEXELZRLAFEELL
THN -

- BEHBRRBNZEALTAEEER A REMFE EC2 LHIXT NFS imA LAY TCP thilt
1T AVETIIR],

« BNEBNHRER EC2 KAWL E—NMREHE , VX NFS i A LRV B FRETHIAT
LI

EFUE EFS XHREEHBIRRBNZ 24 , FSREEEH BT
BXZ2ENESER , BSHT 5% EC2 AFEEHMEAT Linux SEAIMTT S EC2 Z£ 4,

(® Note
LATRER & 1143 Amazon EC2 , Wit B L2 44 , LMEBTAIERAZ £/ 5% (SSH) &
EREM S HEE Amazon EFS MHRSEHR6, tREEEEH SSH E#EEH Amazon EC2
SR, ) ET BABK IS AT,

tlEZedE (2F5)

&0 LA R E &K Amazon Web Services Management Console VPC FREIIZZ£4H, ERFEHN
Amazon EFS X REEZFENITL S EC2 K4l , BUMBIERNLLA . —MNATENLS#
EC23:4l , 5 —NATF&H Amazon EFS #; B 7,

tIEZe4 33


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-security-groups.html

Amazon Elastic File System =Pk

1. £ VPC HolBRARSM, BXUi8 , #2505 Amazon VPC A SRRl QIR RS 4,

2. TEVPC #B#lAT  BibxER2ENRUAAN, FATLAME Y RE — R A H TR 5
M.

3. AFARLE/FAAFEIR , WFFHF :

a. [6 EC2 R&HRM—FMN , ¥ SSH BEWwA 22 KA , TR, MRIRITEMEH
& SSH X### SSH &/ um , XREMA PuTTY B K iniE NEEIIH EELEMN EC2 L6,
HE , AL RBIR ML

BXRULEA |, 5% (Amazon VPC AFIERE) FRIMZ LM,
b. MEFEFHFRZTESARFMIAN , RFLLABE TCP im0 2049 #HTAWFR,. EC2 2
RNBENLELERE EC2LHIXBN L LA,

EEESLNNHERGES BRXENZ LA | FE EFS 2H A% | ERXHRAFHES
REFAHMBERT <. BXEZER , H5H EEERER.

@ Note

BAFTERMBEEAN , RARAHEAN R FFREHERE, ( MRBERIRIAL AN
W, AR — SR B IEA N BATE NFS im0 £ TCP i&E# |, FREHBHRREHIRFIN
B#ro )

4. BWIANRNREAIEEMAT AR RN T AWM B 5T,

BlEZ 24 ( Amazon CLI)

BEXERNAFEHVNELTLAMNRAE Amazon CLI , FSHELE 1 : 0| EC2 &R,

B X RS R B

A LAEA Amazon EFS #£ &1 A= Amazon CLIBIEX RS KK, B E##EH Amazon SDKs
= Amazon EFS AP| , UREF RN EXHREKE, EFS MWHRSEKKEE 2 I NE/FNRE, Bx
5 EFS MU REKXKBNWEZEEMRAE , FSREH IAM 26 X HREHIE .

(® Note
Amazon EFS XH RS RKBEE R IEEEE /LD T BEE R,

B 4 RS R AR 34
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IR RERE (2FE )

1. #TFF Amazon Elastic File System #£%l& , Mty https://console.aws.amazon.com/efs/o
2. i%3#% File Systems (X#H R %5).

3. TE Filesystems ( X#R4% ) THL , EREENHEENCIENHFRARBEHNXHERS,
4

5

R RGRE , RERFRRE,
EREATS , JUEETMEEXHRERBNEREAS

« ERIABRIEARTA M — BLIETI AT M A K EFS BAEE S BER ClientRootAccess,

o BUIABRFINIT RIZIGR - IR AT MR FH EFS RIEEFBBR ClientWriteAccess,
o BHLEER IR - IR AT M A FH EFS RIEEFBBR ClientMount,

o NETBRFiREFIATER P INE -tk T4 75 8] R N2 & i

EFEMEERRME , Kig JSON W RFE RERBRERERP,

6. FEARTFHFNXREmEAM IAM ZFEA ( 2FE S —4 Amazon Web Services I ) 2 F X HR SN
R, EFBRM , ATRMAZEQHRFNRNEMAHEMR ARN, AEEFERTFHNR., HMBNR
FMERERMRERT.

7. TLEARKREREELTEREREIUEZRA CH XA RERE, ERARERN , MKERKE
TURFA AT A, BRI N REREH TR OIEMRE | BREBR.

EREESRE , TRERKISERTA,
8. REBTEKE , EERE,
B4R KR ( Amazon CLI )

FELLT RBIF |, put-file-system-policyCLI fr H I X HREKEE , AIFIEER Amazon Web Services
M RIEMRBRIGE EFS XH RS, E3XM API 5B = PutFileSystemPolicy,

aws efs put-file-system-policy --file-system-id fs-01234567 --policy '{
"Id": "1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:ClientMount"

]I
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"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

}
}
]
3
{
"FileSystemId": "fs-01234567",
"Policy": "{
"Version" : "2012-10-17",
"Id" . "1",
"Statement" : [
{
"Sid" : "efs-statement-7c8d8687-1c94-4fdc-98b7-555555555555",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
.
"Action" : [
"elasticfilesystem:ClientMount"
1,
"Resource" : "arn:aws:elasticfilesystem:us-east-2:555555555555:file-system/

fs-01234567"
X

BIEEAR

B LAE A Amazon Web Services Management Console, Amazon Command Line Interface
(Amazon CLI) # Amazon EFS AP| 81 Z Fffl Bk Amazon EFS # AR , BL% SDKs, EAR—Z6IE
M EHITIER, RIECHFEREMFAR , ENXHREZZTLE 10,000 MEA R

(® Note
ﬂu%ﬁiii%éﬁﬂil_%/\ﬁﬂ NHERGELAIBEAQWER , A BXNHFRECFIEAIR
H, WXLEFERTERSZFRBEN, XEN THERXARETESNENEA LB,
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BXEFS HRIRMNEZER , HZ M EA Amazon EFS AR T,

BREAR (2FE )

1. #TFF Amazon Elastic File System #£&l& , Mty https://console.aws.amazon.com/efs/o
2. EBREBEARMUTAEAREO,
3. ERBNEEASUERAIEBEARITH,

AT B ERE X4 RERIT T I REAQNE. ERXHRENBMINHERE ID, RFE
BEARNCBEAR , N EZXHRECIBEAR

a. EEFAEEERFTMmANULTEES :
s XHRZE-WAXHREZHE ID, RAEERTENXHRS, ol AMNERE A FER
ERNIRPERXHERS,
o (FE) B -WMABARNBER,

« (HiE) RERBE-TUNBEAREERER  MABARRBRE RN /. EMARE FK
&, BEAKK /foo/bar. BXEZER , N EAEALEBINITEE F.

b. (W% )1 POSIX AFERT , AT EETEN POSIX 8 , LATHEAZEARN NFS &
PSP R ERSRITRAPNASESE. BXEZELR , 50 FREA SBEHTH
F &/,

- AF ID-wABFPHNE=Z POSIX AF ID,
- A ID-WMARAFHEE POSIX 4 ID,
- HBIA IDs- ALUES 2 FER Rk HBYA SR, IDs

c. (WM& )XTHREFGEMNR, AJLIEE Amazon EFS &/21R B FKEEETERARINR (MR
EEE , FERERETEFRE ). AXEZER , BZH EAEARBHRNITEE F.

® Note

WMRAIEEEMRE ZAAERMNR , HERE FKHFFHE , EFS FHA2t2EH
Fo ERBEARERXHRENE[ZHE/FEY.

- MBEERAPF ID-W ARFEREZMEENHF POSIX AF ID,
- HAEA ID-WARFEREZMEEANKF POSIX4A ID.
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« MR -BABFRH Unix X, —MERERER 755, BRABARAFRETIITH , U
BB AT R IR
4. BEBRVBBAL/UMEALEENRZEAR

fEEAL (CLI)
FEULTRHIF |, create-access-point CLI i HfFH EFS XHRAREBEAR. EXW API 55

f& CreateAccessPoint,

aws efs create-access-point --file-system-id fs-abcdef0123456789a --client-token
010102020-3 \

--root-directory “Path=/efs/mobileapp/
east,CreationInfo={0OwnerUid=0,0wnerGid=11, Permissions=775}" \

--posix-user “Uid=22,Gid=4" \

--tags Key=Name,Value=east-users

IRERELTD , CLI A A [ IR T8 AL,

"ClientToken": "010102020-3",
"Name": "east-users",
"AccessPointId": "fsap-abcd1234ef5678901",
"AccessPointArn": "arn:aws:elasticfilesystem:us-east-2:111122223333:access-point/
fsap-abcd1234ef5678901",
"FileSystemId": "fs-01234567",
"LifeCycleState": "creating",
"OwnerId": "111122223333",
"PosixUser": {
"Gid": 4,
"uid": 22
b
"RootDirectory": {
"CreationInfo": {
"OwnerGid": 0,
"OwneruUid": 11,

"Permissions": "775"
1,
"Path": "/efs/mobileapp/east",
1,
"Tags": []
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MERBEZRESNMER—XHRE LBBZAQINER , FAXHRECEIEALIR
ERARSZIREIMWA, XEHN THRNARETESNENEA LB,

il BREEA R

MEREARE  FAEAZEARNEFRERTELENEEEN Amazon EFS XHREE.
BIEREEAR (£EHE )

1. ¥TFF Amazon Elastic File System ###|& , Mt R https://console.aws.amazon.com/efs/,
EEMSMERS , EREARMIFEALTH.

ERERBRAVEA R

R BR

R IA LB AR H I BRIZEA R

o &~ 0D

Ml BR4ZA = ( Amazon CLI )

FEUTRHIF , delete-access-point CLI i S MIBRIEEMNEAR. EXW APl T2
DeleteAccessPoint, SRS , ZRFZLIREHFHZ HTTP IESXH HTTP 204 Rz,

aws efs delete-access-point --access-point-id fsap-092e9f80b3fb5e6f3 --client-token
010102020-3

Fric EFS &R

NTHEBEEE EFS BIR , TUBEIRENFERANEINRRIREECH BT, E£RAKRE , B
BRI AX Amazon HRH#T DR , fIMEAR, FIEERRERTDR, HEEFRZSARE
HRRRN , SHoREREA - EUURESIENFERERINBENR T, REBNAREHE
R BIRAR

IREE AR

FERES RS Amazon REWHFE, SMEEBLEELH — RN TRE,

HIBRIEA S 39
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PREME RS R BB AN Amazon BIR#ITH X , SINERAE, AEERRRITSR. Hiw,
&R LAA K R EY Amazon EFS XHREEN —AiRE | LUHEBRESMNXHRENEE.

RNBUEHHSRRRET —EFE  WERENEE, BA—MEENFse 2 FRNAE
IR, SR SURIE R A bR S R AL 2 R

FRE&3] Amazon EFS REEMENEY , RFERETHERTRS. AN  FETLEHHBELN
BR. EAMERRENEENE  TTUENMBRA RS, ETUHRENERNZNTES |
BEFEFEENEE, NREFNOFRENESEZFLNEHFSHERR  FHERLESBE,
MEMBER , HROFERE B LRMS,

PR PR
TEREATRENERRH :

. BARBROFEH LR -50

s NFEMNERR , BIMGZRBLARKE—H , BIMLRBAREE—1ME.

- RARBKE - 128 4 Unicode =% ( XF UTF-8 &= )

- BRAREKE -256 4 Unicode = ( XA UTF-8 &= )

- B Amazon EFS AW HEEREHFEATAFR , EHEMKRSEEE~KRNRE. LHFEFENR
SHEANFHEE  IUERA UTF-8 XRTNFE., BFENZERURUTERF (+-=._ 1/ @-

- REEANEX D KNE,

« Zaws: AR EREM Amazon A, WREMIZEEFTEUSREE  NETEERBZIFINEDS
B, BF aws: AIBNRERITABNRBRNRESER S,

FRENKBIRZENIMBRRIR , DAEERFRIRRAT. Fla0 , EMERFEAE 7 DeleteMe Y
RIS SH RS, ST DeleteFileSystem BEE X H RS EFRIMRAT (40
fs-1234567890abcdef0 ) &6,

RABHRZEERMFEN |, o BRSNS Amazon Web Services lKF A . ¥ EHMA
Amazon Web Services IKF AJATFAIXLERE, ENHERRHTETHRENFRES , SMNEER
JR#E Amazon Web Services I 4714 B B © B PR EE R 32 HIX B R A 75 R AR R

AT LA Amazon EFS X#HREMIZEA [T FRRINIRE,
AR B 1T 15 R 2 &l

A LAfE ARk HIXT Amazon EFS BIRMGR , HRIETE MM TFRINRES ( ABAC),

PR BRI 40
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® Note
SRR XA TETEMN AR RZES (ABAC).

PRI BT
AT AR EAK P o B A7 4EH) Amazon EFS XH REHEA R AR,
B REREA QAR (254 )

A BAEA Amazon EFS #2#| 8 R R RIFAEERE LNRZEMFFrENATRAERF, &
Amazon EFS #2&| &5 , AILE G FRE N EEERE, Fli , AILUMNERE Name MiETE
EHIIRE,

EXZHERT , BHASERRCRESE (MARERFECIERE ) LAINARS., REEZEHS
2B HE Name PREXRIFFHITHLE | BHIRZEXF Amazon EFS BRE&EEMIENLE X,
HIEXHRESHEA KRR ( Amazon CLI )

. WMREFEANE Amazon EFS APl Amazon CLI, 5 Amazon B4F XTI EE |, M A LUER
TagResource EFS API RN A TRE R R, A | EEFROIBRELETUEQRE
R A EHEERE,

THRIETHFEERZEH Amazon CLI S5 S U RZE%H Amazon EFS API &4k,

CLI &% iR FWUH APl B 1E
tag-resource WIFIREREHAETRE TagResource
list-tags-for-resource BERINERE ListTagsForResource
untag-resource BRI B IR Z UntagResource

HE  QBAUENSRAF FEX

B2 EFS XHREHFHZEEIAXH EC2RFI LE , EEAER—1ME RN EFS XHREMZEH
Fo file system rootW XHREREFZFN—NELAGIRNE EC2 6| LAIEZNENAF AR

R e


https://docs.amazonaws.cn/cli/latest/reference/efs/tag-resource.html
https://docs.amazonaws.cn/cli/latest/reference/efs/list-tags-for-resource.html
https://docs.amazonaws.cn/cli/latest/reference/efs/untag-resource.html
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—MNAB FER, ANZFEXRERIAFANEER L, AFEEZBRPOIENAMENHNFE
KFEFERATE EFS XM RG LOIZ,

® Note
AT DRI 145 S FE R0 EC2 SEAI Bl FIEE, EFS XHRE.

EUTERSG | BNIE—NAFP , " ZAFPSE—1MNFER , BAPRANZTEZRNFESE , AN
Amazon EFS FE REHZZAFNWEE F.

1. BIZRAF mike :
BREMKEC2Hl, EAREN (XEFEM sudow s ) , QIEAFH D ERD,

Bl , LTS eIZAF mike,

$ sudo useradd -c "Mike Smith" mike
$ sudo passwd mike

BERZEAFPGIEEE R, Bl , /home/mike,
2. TETFEFSrootAFBIE—1MNFEBFR.

Bl A TS Emike FEFSroot BIE F B F.

$ sudo mkdir /EFSroot/mike

REZBEFSroot RYRAYZA M B F & B,

3. BAFMRAHRFEZNMEE (TUEA1s -1 HkRRIE ), ERAFRRTNILFB RN
TEMER , AIRTFNEZRNAEN.

Hlan -
$ sudo chown mike:mike /EFSroot/mike
4. FEHA mount SN FERERIAFANEBRFZH,

Hlan -
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$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-DNS:/mike /home/mike

Zmount-target-DNSHbHEARIRIETE EFS XHRERR B Fo

MREHBFUERBR , AP EBRE R, RIEEMER , IXFEBRNR,
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%3 Amazon EFS & ik

BRAVEWIE LS Amazon EFS &% ( amazon-efs-utils ) , ©& Amazon EFS T ERFFRE
&. Amazon EFS BEFm T SBEHREYESF , E=R—NHBHEL EFS XU REEHNERF. ZBEF iR
H X $FE A Amazon CloudWatch kY512 EFS XHRGHWETRS , EXBFE—LITE | IUERN
#h 3t Amazon EFS X # R Gtk 5 F W EBIEIN TN,

BO R EETEZENRITHRNIL S# EC2 K6 L F3h %% Amazon EFS B k. N TREZIFNIRE
R4G , #A BL Amazon Systems Manager FFHE BN B ZESEH KT T, BXAEZEEHER
M &K 1Th %I Z Amazon Systems Manager , &2 [ Systems Manager Distributor X RIER S,

£l

- EFS T BRI

- XEFNARIT

- F3 &% Amazon EFS BF i

- R BEZZRESFEH Amazon EFS & i Amazon Systems Manager
o BEMALK botocore

o HZ stunnel

EFS T ERYAKHEIIN
amazon-efs-utils EBFLUTMHEI |, FNELLE amazon-efs-utils MH BT EEIX LA :

- NFS & iR
« RHEL, CentOS. Amazon Linux # Fedora K{THRHY nfs-utils
« Debian # Ubuntu X 1ThxKY nfs-common

- Pk ( stunnel BB 4.56 HESIRA )

« Python ( 3.4 iEEMRA )

« OpenSSL 1.0.2 HE S RA

(® Note

HINBERT , EEATERAERESMMIN (TLS ) W EFS BERHEBERN , ER#EPEFS
BEREILELENRBRE, EFS ERFEEFEM stunnel BFREMH TLS TheE, FLERAH

EFS T B/ 44
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Linux FEEBIAZIFXLE TLS ThEEM stunnel iRA, fEFEAIXLE Linux A&z —&t , A
TLS #E# EFS XHREF KM,

Z¥% amazon-efs-utils MHEEE , FH stunnel, BESH A stunnel,

& T LAE A Amazon Systems Manager & Amazon EFS &/ , H EEIHITE EC2 24| E R
B # amazon-efs-utiisHAr BAAENES. BXEZER , BSH A B3I LEREHH Amazon EFS
& il Amazon Systems Manager,

BAMEAE , BSRHRMEHE,
X EFHYRATHR

B X ELT Linux M Mac X1ThRXt Amazon EFS & Fimi#t 1T 7 1E -

RAThR GEFidl init R&

I 55k Linux 2023 (AL2023) rpm systemd

S5 Linux (2AL2) rom systemd

CentOS 8 rem systemd

55 Linux (AL1) 2017.09 rpm upstart
(@ Note

T D% Linux (AL1) AMI F 2023
£ 12 A 31 B end-of-life L1

X% 2024 £ 4 Az /kfm
Hamazon-efs-utils B4
( BRA< 2.0 REFMRA ) o

Debian 11 deb systemd
Fedora 29 - 32 rem systemd
macOS Big Sur launchd

X RATHR 45
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RAThR aRH init R4
macOS Monterey launchd
macOS Ventura launchd
macOS Sonoma launchd
OpenSUSE Leap, Tumbleweed rom systemd
Oracle8 rpm systemd
Red Hat Enterprise Linux ( RHE rem systemd
L)7. 8.9

SUSE Linux Enterprise Server ( SL rom systemd
ES) 12, 15

Ubuntu 16.04 LTS, 18.04 LTS, 20.04 deb systemd

LTS, 22.04 LTS

BXRZBHEEESRIENZIFRITRNTESIXK , 555 Github LAY amazon-efs-utils Bif
Xt

F %% Amazon EFS & ik

YRAT LAFETE B3 EC2 Linux SEHIEA K117 macOS Big Sur, macOS Monterey 1 macOS Ventura 9
EC2 Mac 3=l EFz &% Amazon EFS & FPim, BXX¥F Amazon EFS BFmM K 1THR5I% |, S
8 X B RATHR

UTRNED N AZZIRFNRERENRZEIE,
&
o £ 5 EC2 Linux 3E4| 2% 5 EFS & im

o TEHM Linux £1THR E %% Amazon EFS & iR

« #£7217 macOS Big Sur, m EC2 acOS Monterey 5 macOS Ventura #J Mac 3E4] £ Z& % Amazon
EFS &/ if

FHREK EFS Bl 46


https://github.com/aws/efs-utils/blob/master/README.md
https://github.com/aws/efs-utils/blob/master/README.md
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£ S5% EC2 Linux 324 E 2ET D% EFS B /iR

AFMUTHNELRESRT % EC2 Linux 24 EMamazon-efs-utilsi4a :
« SEAT Amazon Linux BIL Z# M350 ( AMI ) BB EEE. UTHBATM AMI RG-S E6#EE
Z% amazon-efs-utils B,

« Amazon efs-utils & E GitHub » BExMZZamazon-efs-utilsFHHEBMEZEE GitHub , i
SEEEM Linux 1T L %% Amazon EFS & ik,

(® Note

o MRBIEEEH Amazon Direct Connect , A SAE P IK B L EE 5 BB o R &4,

. W53 Linux (AL1) AMI F 2023 & 12 A 31 B end-of-life L , Rk 2024 £4 ARZE
KA amazon-efs-utilsBHE (IRA 2.0 RESRA ) . BRINNBIWEERNARRF AR
BT D% Linux 2023 (AL2023) , EhaEES] 2028 FH KX,

£ Amazon EC2 Linux 34l L 2%k B AMI #4212 # ERN S amazon-efs-utils
1. BREFEELKLCNET AL2 023, 5% Linux 2 (AL2) R 5% Linux (AL1) EC2 K, B u{A
TZRENEER , BSRSE 1 : B,

2. BEZE#% Shell (SSH) HHEHRFINLE , REERAEMNAFREER, BEXEZERE , S
%] Amazon EC2 A8 H Y Connect E|#&H EC2 324,

3. EZR¥ amazon-efs-utils B8 , HETUTH S

sudo yum install -y amazon-efs-utils

FEEHM Linux £1ThR E%&% Amazon EFS & %

WRIEFIEM Amazon Linux AMI amazon-efs-utils BAEFEEEPIRINEHEE , A LLELER
ZEAE GitHub,

RERZEBREEE , BULERALTEE —WEH L% amazon-efs-utils , E4AEURTFER Linux
RITHREZ WA ITER -

ET Z# EC2 Linux 356 £ L& S# EFS & F iR 47


https://github.com/aws/efs-utils
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 RPM — L5 Linux 2023 (AL2023), M55 Linux 2 (), L S# Linux (AL2), 5@ Linux
(AL1), £I18 Linux, CentOS &X#FtEERKA,

« DEB - Ubuntu, Debian FE UMW EZITIRZFZMHEZEE,

BEXRNETE Linux XITHREE amazon-efs-utils BE4SMREE , 555 Github £ amazon-efs-
utils BIRXHEHH On other Linux distributions,

1£121T macOS Big Sur, m EC2 acOS Monterey 3 macOS Ventura # Mac
5l £ %% Amazon EFS &%

Zamazon-efs-utilsHH4 B AIHEZEEIZIT macOS Big Sur, macOS Monterey = macOS
Ventura 89 EC2 Mac =4l L,

BXRTE Mac =6l L =% amazon-efs-utils BB , S Github £ amazon-efs-
utils BiRX#H# On MacOS Big Sur, macOS Monterey, macOS Sonoma and macOS Ventura
distribution,

IFEEA

EIEH EC2 Kflamazon-efs-utils ERETER , #ERTUTTRRLZREN XA RE

o Z¥botocore AEBE A LUER Amazon CloudWatch %12 X4 RS NESIRS,
o HEISEEHMAH stunnel LS AEH B EIEMSR,
- 5/ EFS EE#BEFEFHEN XHRE,

F A B3 2% E #H Amazon EFS & /i Amazon Systems
Manager

EAILAE A Amazon Systems Manager R &1t Amazon EFS & F % (amazon-efs-utils) HWEE,
Amazon Systems Manager & — A i T& & MEF E M2 Amazon BR$ Amazon, f& Amazon
Systems Manager B , LA B 1T EC2 Kl L R EK S Eframazon-efs-utilsHH4IER
£%%, B@XI Systems Manager Zhag ( 50 Distributor # State Manager ) , BHLABZHITU TR
=

o 433 Amazon EFS & P i i iR A3 41,
. EEFE#ARSHIF Amazon EFS BP9 & 2SN 5% EC25E4,

£ EC2 Mac =4l E &% EFS B 1% 48


https://github.com/aws/efs-utils?tab=readme-ov-file#on-other-linux-distributions
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- BEIIMITRER Amazon EC2 EHIMRRFEE SURSHRIE,

BXEZEER , i55® Amazon Systems Manager Fi FF 15/,

Amazon EFS BEF RELZEIEHWIEHA

A LAfE A Amazon EFS &/ i% B3 %30 % CloudWatch B EF X RSGHESIRA |, HEXR
1% Linux ZITARA R stunnel BIHZEFIRA. ZHEFEMA Systems Manager EEM I S# EC2 k| L=
% Amazon EFS EF AT , ERMITUATRE :

s FEAZEMAL botocoreIHRNMEZLZIRE R botocore HiF‘E, Amazon EFS EF ixfEH
botocore %# EFS M#HRSHESIRS.

- BEEHB AN CloudWatch BERHM EFS XU RAEFH RS ERefs-utils.confo BEXEZ
EE ,BSR LREFZHNERIIS KN,

« X FIZ{TRHEL7Z# EC2 E£HICent0S7 , Amazon EFS BF W B AR stunnel , MAFTIRF
% stunnel, EfEMA TLS BIHEH EFS XH RS , EEAHR stunnel , ™ RHEL7 M Cent0S7
MY stunnel lRZAT % Amazon EFS &/ ( amazon-efs-utils ).

Systems Manager Distributor 3258 IRERS

B EC2 EPIMITIEITUATIRER G2 — , TREA T B EHMF L E Amazon EFS BFiwm, Amazon
Systems Manager

T4 FAHRA 54
T 5@ Linux 2023 (AL2023) AL2023 x86_64, armé4 ( Graviton2 =,

EERAEIALE R )

I 55 Linux (2AL2) 2.0 x86_64, arm64 ( Amazon
Linux 2 , A1 SEfIKH )

T 55 Linux (AL1) 2017.09, 2018.03 x86_64

(® Note

S5 Linux (AL1)
AMI F 2023 £ 12

Amazon EFS B infERENEBPWEA 49


https://docs.amazonaws.cn/systems-manager/latest/userguide/what-is-systems-manager.html
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Fa F AR 214

A 31 B end-of-life
b, X 2024
F4ARZERM
#famazon-efs-
utilsEH4S ( lRA
20 REERA ) . &
MNEWEFRARFEH
KB S# Linux 2023
(AL2023) , Hrha$E
BEF 2028 FHKEX

¥

CentOS 7. 8 x86_64

Red Hat Enterprise Linux 7. 8 x86_64, arm64 ( RHEL 7.6 &

(RHEL) EERA , A1 EfISEE )

SUSE Linux Enterprise Server 12, 15 x86_64

(SLES)

Ubuntu Server 16.04, 18.04, 20.04 x86_64, arm64 ( Ubuntu
Server 16 REFMRA , A1 3%
BiZEL )

Bl & Amazon Systems Manager H 2% EFS & F i
EfF Systems Manager iR B N B ZEREH amazon-efs-utilsBi b2 , EE#HTHMP—AMEE,

hiia
1. FEHAFTENBREE Amazon Identity and Access Management (IAM) &4 &t & 3244
2. BLE State Manager A TR EHEMAVKER ( BIEATREIZK )

S ERAFFENREE IAM XHIEE M H

BRINER T , Amazon Systems Manager ¥ BN REE LM Amazon EFS B , U BREREH
amazon-efs-utilsEHF 2R, BAFUEIS £ Amazon Identity and Access Management ( 1AM )

fti& Amazon Systems Manager h &% EFS & i 50
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LI B SR 3R F X Systems Manager B G R RR, EHIE B X H—2REB N IAM AGEEEE
¢ Amazon EC2 LI A S,

A AmazonElasticFileSystemsUtils Amazon HEENRRBE AN BRI EELHNRE, BALR
SHREXHCIEFAE , S AmazonElasticFileSystemsUtils NERREFMBMEAERH,
RIE , IEE B SEBIEL B U B Zh B/ Amazon EC2 £4l, BXxEZEE , S HEE Systems
Manager PRI SEBIRER

£ 2 : BlE State Manager { F 9% Bk

#Zamazon-efs-utils¥ @B E1E Distributor F , A HEIBRLE EC2 3£fl, EEBEAHRZE
HERFTARA |, eI LAEA Amazon Systems Manager 2l 8 5 Bi%£ 8 Amazon i H{TLE, amazon-
efs-utilsEiH R 247 , B F] Fhttps://console.aws.amazon.com/systems-manager/F 1 2l S
BRPIEBESHE, £ LIBRE" S2EFSUtiIsHh KR ETL I#, %% Amazon EFSUtils EF B8R #
. BREZER , BSREERHS.

£ State Manager , LA BN iR 1T RIEFE EC2 £fl L R K FEHamazon-efs-utilsHi#
o AL, B LUBRIERT EC23EHlamazon-efs-utils E BEhREZ AL, B <ME A Distributor
State Manager REREFRHE BN ESZELR , S HEHA Distributor,

E#H Systems Manager £ & A X6l L B REREFH KRG amazon-efs-utils@ , FSRLZH R4
BREREF (BFE ) . XMHEREN State Manager BIEXRE , ZXBENENA T —HXHH
R, BIBRXBKEERAUTEA -

« NTSH, BERE > RRENLRRKE > BHBERN.

« XtF Targets , BWIRER “EFEAMBEXG" , FAABEFEFIRMNEG EC2 KEEM N EHRERE
#1 Amazon # B #REFSUtils, ¥ , BHRATLUEESRGINRE , FaEERAl , RFEFTREA NN
KERBAFRBIN F5E., WREIEEXFIFRE , MSAERIRZRER EC23EH6I , BAAF S Amazon
ystems Manager B3I T E# Amazon EFS & F i,

« XF “IBEITK” , Amazon FWEIUREEFSUtiIs IS 30 X—X. BRI LAE A4 RREREIZ cron 5
SR IT X

Amazon Systems Manager Z{F A Amazon EFS M#R&EHHEIZ/ EC2 k4l , S FN EFS &
HEZ EC2 E4l .

B Amazon Systems Manager W &% EFS &% 51


https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html
https://console.amazonaws.cn/systems-manager/
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-view-packages.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with-packages-deploy.html#distributor-deploy-sm-pkg-console
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with-packages-deploy.html#distributor-deploy-sm-pkg-console
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ZHRMHAL botocore

Amazon EFS & Firmbotocore A F5H Mt Amazon REH#ITRE, MBEL Logs % EFS X#
RENESZ AR EMK , WEE Y] CloudWatch &I, BEXEZELR | TS5 UWiEESZRWR
PIETIN S

BXRREMAR botocore WiHEA , S Github £ amazon-efs-utils BRI HHH Installing
botocore,

H4 stunnel

£ EFS EHHBHREFNBZEHPEIEEE OpenSSL A 1.0.2 REFRA , AR ER ZHFELIE
FIRASHMN ( OCSP ) FEPBENBRER stunnel A&, EFS EHHBEEFER stunnel BF1R
it TLS ThEE, HEE , BLERAM Linux FEEERINZIFIX L TLS EEM stunnel iRA, EFEAIX
L | inux RITARZ —8 , 5/ TLS & EFS XHREF AR,

EREEFS BERFAEBREFE , B MURBLUTHAARENRER stunnel iR,
£ Amazon Linux, Amazon Linux 2 MEAM XM Linux KITAHR ( SLES 12 BRHL ) EHAH stunnel

1. & Web X5 8HF , ¥ Estunnel TEIE https://stunnel.org/downloads.html.

2. HRIU tar.gz HARENERF stunnel A, BTEXHNER , ARNEEETROSRPF
FERE,

3. ELnuxBFmEITF -, RAREEHNIIFESTUATHS.

a. XF RPM:

sudo yum install -y gcc openssl-devel tcp_wrappers-devel

% F DEB :

sudo apt-get install build-essential libwrap@-dev libssl-dev

b. latest-stunnel-versionBRABZBELE 2 FIE THXHE,

sudo curl -o latest-stunnel-version.tar.gz https://www.stunnel.org/
downloads/latest-stunnel-version.tar.gz
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sudo tar xvfz latest-stunnel-version.tar.gz
cd latest-stunnel-version/
sudo ./configure

sudo make

9. HHTH stunnel HHSTREE bin/stunnel 1, BEFEAUTHSHBRZEF , UERIUE
FRARA

sudo rm /bin/stunnel
h. TERRHRE :

sudo make install

i BIERFSHEE

sudo 1n -s /usr/local/bin/stunnel /bin/stunnel

H4% macOS L£#Y stunnel

N

« f£ EC2 Mac =6l L3ITH L% , ARETUATHSHRIBKZHRAL stunnel,

A\

brew upgrade stunnel

H4 SLES 12 B9 stunnel

«  BITUTWHSHIZRE zypper BEESRNRBEZITHITESEH LA LK stunnel, SLES12

sudo zypper addrepo https://download.opensuse.org/repositories/security:Stunnel/
SLE_12_SP5/security:Stunnel.repo

sudo zypper refresh

sudo zypper install -y stunnel
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HRZERENEBFIEIEER stunnel fRAJE , ATBMER TLS M Amazon EFS BRI IREER MR

%o

i RE%E stunnel BB R 8] B

MRETELRE stunnel , BRHABREBENERE. WA, BEAELIEFHREHIL (OCSP ) R
RERTREENZ M,

ES ]
FHERENERE
- BERELKIEHREBDN

BRAUERENERE

MBTELREFFENMRBIN |, BATLUEERAE Amazon EFS EEEEFEETZAIIPENBRE,
BNBNUETERE R EPRZEALIIgE,. EZAERENERE , BHITUTERE -

1. FERAFTEN XA RESZFTIF /etc/amazon/efs/efs-utils.conf X4

2.} stunnel_check_cert_hostname HIZE N false,

3. REMNZXHNER , RERAIZXHt.

BXRERERTHBRENENESFER , BSRER EFS XHRS
B LA BRI

NTETENERN VPC 158 CA NZRAREMESXHRENTAY , HBEFNELEPREN ,
ZIANER TR B RAEL LIRS (OCSP ) o Amazon EFS 8 Amazon IEF & #1# ( CA)
RMAEAMEBH TLSEH , CAETREFWMER OCSP RRERESE W RHEHMIEH, LI ALES
Internet M Virtual Private Cloud 158 OCSP KixTi R , MREBIMEHHIRS. EIZREH , EFS HF4k
MUEFRAS | HPAFUER USRS N EF BB,

RTERUHEESRSM , BALUE A OCSP , LUE Linux BRI AR E#ESMNIEFH, OCSP AIphLEE
EFACHSENIIED  IHERTAAELREREEN VPC B, MRH4EE EFS TLS iE#H , Amazon &
EARZENE , HAMELCHENIEBITIR EFS EHEBER.

£ Linux & im E/E A OCSP , LAERKRER AT LA G EFS B TLS &E#

1. 3TF Linux &FFim L0 —1NLKig,
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2. {EAMENAREEEITIF /etc/amazon/efs/efs-utils.conf X4,
3. f¥ stunnel_check_cert_validity EiRER true,
4. REXNZXHMEDR , RERAZXH.

£ mount s S H /5 H OCSP

- FERUTEHSTEERXHRSENEA OCSP,

$ sudo mount -t efs -o tls,ocsp fs-12345678:/ /mnt/efs
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HEE EFS XHRE

BATRWUGER EFS BERHBYHREFER EFS XHRS, EFS BRI F AR AEETXFNKITR
# EC2 Linux 1 Mac £4I L#EE EFS X R%5 . ERHEBREFREERE Amazon EFS BF %

( amazon-efs-utils ) NRENFRIEEN —E 5. BX Amazon EFS B in M= ZHFKIThHR
MWEZER , BSH %% Amazon EFS & Fifiio

WE , B LERRERN Linux NFS BRIGF oIS EFS XHRG. ELD#RH EREXHRE
B} , Amazon EFS XM ARG 4.0 F 4.1 NFSv4 () i, EC2

AN, BELAER EFS E8B)F = NFS I EC2 KB E N ELFIFZ AT B3R EFS XHRE
£

* Linux NEZEESET

- £/ EFS XA BREFER EFS MHRE

- ERAMKXNHRGER EFS XHRE

- B3R EFS XHRSE

- HBEXHRS

- HiE : 0|2 EFS XHRGFFHEERES EC2 L6 £ Amazon CLI
- 3R A Linux B IRER

- BE  BYKAHT VPC WXHRS

« BREREZR

Linux S EFEEM
FEAVEIIE Linux EEHATESRINE :

« r5ize=1048576 - iXE NFS B imx BN READ BRI SUZRN R ABIEFT . £M EFS
XHRE LN SEIBERNALE, BINBUERTEFARAN KD (&% 1048576) , B
G RE T BR

« wsize=1048576 — ®i& NFS BEFIHNEMNME WRITE BRATURENFRABEFZT T £
FHIEBE AT EFS XHRGE LW XM MALE. BMNENERTEEARANKD (&Z
1048576 ) , A RMBE T,
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* hard - RE NFS &/ w7 NFS BREBERN ZENIRETH , LE NFS BRERFHFEE 2R LR

RER, BUEEABEESIED (hard) ABEERHFEZTEM, NMREFEH soft EHE , B timeo
SHEDIZEN 150 7 (15 % ) . IHHATRERDIRE RKESNBIEBRIAXE

* timeo=600 - FFEAHEIREN 600 2% (60 % ) , X2 NFS FFWHEEI NFS ERZAIEH1

RIRYETE, WMREBIMESENSH (timeo) , RANBWEEREDH 150 WE , XEZHT 158,
XA B Tl R R T B

« retrans=2 - NFS EFIRERBFERNWRIBREN 2 , BIWRBzBRFZRE - THRERE.
 noresvport - HH NFS B IR EM B MEEREN |, F£RAFNFSRERZHHIL (TCP ) IR

wE, XFEMBEBTER EFS MHREEMZMESHEEETRIMHN AT AL,

_netdev - /etc/fstab REFEAELETA | HELEEFiRSINES EFS XHRE , BEREHATH
&,

—RME , BRREFMEMTETRIAMENERLED , X&SBMRRENEMRE, WRETER
BIEMNIINE , FEENTEM :

s FREREEFRXAN NS EABHEESSHHER TR,
« Amazon EFS £Z I Rix O, MREEHR Amazon EFS RixO , NALBEME N,
« Amazon EFS A X #FHE Kerberos Z2 &K, #li , TENESR G EM,

$ mount -t nfs4 -o krb5p <DNS_NAME>:/ /efs/

« BMNEBWEERH DNS BMERXHRE, Amazon EFS TR BAASRREI T RLEBMET NS

&8 Amazon EC2 KBz TR — " AXRK EFS HEE BHRRY IP #ut, MREES EC2 XHIFRERT
AXAPEAESER , WEBEATAXRENREF~ErE EC2%A, TRE2HIRESHN X HRS
BRFIER

« BREZEFRTMBINRENFEARE , HSH Linux X,

® Note

MRTICHEM EFS XERSGRRS M |, 8K EC2 EHIHEERS , BEXHEFTHXHER
SLBHRRINZnofaili&ll, /etc/fstab
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£/ EFS A BIEFIER EFS XHRS

%% Amazon EFS &% (amazon-efs-utils) jg , AT LA EFS HEHHBHREFESITIENE
1TRREY EC2 Linux M Mac 3= L #% EFS XH#REK.,

(@ Note
Amazon EFS % #F M EC2 Windows SEfI# 1T,

EESNHRER  EHEEFELTHOMEXHRSGEKE (8 efs ) , BE Linux RHIRE
mount MHTLHE. HEEHBFEXIGFE EC2 Linux 26| LA /etc/fstabfl B X4 Y%K B ESE
BB st Bah%&EE EFS XHRE,

/A Warning
BEBIEFHRENER _netdev &1 , CATEENEXHRS, MR _netdeviip
%, 8K EC2RpIMEELFILMEN, HIMZERRRAN , EERITEXFIBHIENEEDNHEIL
MEXHRGE, BEXEZEE , ESWH BaEIHEAN , HEEFE BN,

LB EE TIB M —HEH RS

s WHREZIDNS B - MRFEANXHRS DNS B5) , BEZHFEBIRBRFLTEHENE , fln , £F
B VPC RERXHRESER , ©NEENEREZRBEIR IP thit, BXEZEER |, 5SH MNEAM
Amazon Web Services I 5 VPC ¥ EFS X4 R 5,

s XHRZEID-MBFEANXHRS D, EFHBEBEFLTERANIEIRED G E 4T S B brsi
M &EO ( ENI) Y Z it [P sk,

- HEHBR P it - AARERAESR - N HEREER B P it

A BAfE Amazon EFS 2 H| &8 R FIME X EEEMNE,. XHHRE5 DNS BRI EMMERFHHE,

FERPNBENZEFRRN EFS XHERGWREETR , REBF LABIL—NEF P iKstunnelit
2 , H#@amazon-efs-mount-watchdogfl — M EE#E, amazon-efs-mount-watchdog #
RIETE TLS HEEMETIAN , A EEXES TLS #H EFS XHRERN B3B3, MREHNEFIKE
Linux £i=21T , MBti3 2 A upstart = systemd BE , EABURTEH Linux R1THR. N TFTEXE
M macOS LZ{THEFin , EHEE launchd,
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Stunnel E—MIFRZHARME P, B stunnel HEMIAbiE AW AWLGE , EHHEE
FRNFS BEFinRBEEMEZAMEO,

ESHBBEFFER TLS 1.2 REENXHRSEHTERS. FATLSEEZEERIUER , HAXLIERE
EHZEEN Amazon IEBMENEEITER. BXRMENITESFXNEZEER |, HSHE Amazon
EFS RinZEIE,

FH

- EFS BEE A BEFFANERIRE

- REGEREFHE

- A EFS 8 HBEFNEREZH

- £/ EFS H&BVF & EC2 Linux SE4I L

- £/ EFS HEHBIFE EC2 Mac L4l EER

« NEMARSZREE EFS XH RS Amazon Web Services X5
- EREXNHRSE

- A 1AM BAER

« A EFS A RBMITHR

1 EFS ##HE|Z 1 EC2 L4

« MEHfth Amazon Web Services Ik 5 VPC 8 EFS XH R4S

EFS EHBEFFEANERIRE
Amazon EFS EH A BEFEFmER L THIT Amazon EFS 31T T E{LAYESHEIN -
* nfsvers=4.1— £ EC2 Linux 34 £ & %6t A

nfsvers=4.0— f£i&1T macOS Big Sur, Monterey # Ventura By X 3&# EC2 Mac £4) =& 2
Ed

« rsize=1048576 - fF NFS B in Al AN B NHE READ HREFWHNZABFEFTHREN
1048576 ( R KA AFTE ) , ABFEHETRE,

« wsize=1048576 - F NFS B KA AN BANME WRITE BRRENEABBEBFTEIREN
1048576 ( R AAAZFTE ) , LBRMRETRE,

« hard - ®& NFS B IR NFS ERERZEMNIIRETH , ME NFS BRERSFEEZFI LR
REE , NTTERHEETE,

EFS ERMYBREFEANERRE 59



Amazon Elastic File System PR
* timeo=600 - ¥ NFS ZFIHEEIR NFS ERZ A TEFHNABAEIREN 600 2% (60
), B RHeETRE,

« retrans=2 - NFS BEFmERBERNARBREN 2, BB zEHZHH —FTHIRERKE.
« noresvport — & A NFS BEFIREEHEL MK EER |, AN IEISUERIEFEITNN (TCP ) IR
W, £/ noresvport AR BNEMR EFS XHRAEEMEESIMNEMESHERISTEIM

HY AT A
« mountport=2049— {XEi=1T m EC2 acOS Big Sur. Monterey # Ventura B9 Mac 3=l £ % % e
Ed

REZH5 A&

EFS EHBIF HEWN EFS XHRENE T HEIER, B LLE Su Amazon pport £E X% B EL#H 1T
HIEHERR, AILAEA EFS BB FERFEEE~ K LMW /var/log/amazon/efs HH B &,
XL HEERT EFS HEEBEERF. stunnel #H1E ( BRIAERA ) |, ARSI stunnel HFEM amazon-
efs-mount-watchdog ##&,

@ Note

Zamazon-efs-mount-watchdogid 2 ATHEREMNERM stunnel HEEEZIT , HEHRK
EFS X#H R &R 1E stunnel #2, R stunnel HEHATEMERERZILILE , watchdog #FE
HEHBHZHRE

A LATE /etc/amazon/efs/efs-utils.conf FERBERE, EFETMABEEREN , EEFE
A EFS R EFHBEHERET XH RS, EFHBERF M watchdog HEN BEBRERSI R 20
MiBo BRIABIRT , FEHA stunnel #HER BHE,

/A Important
O LARA stunnel HEEHEBHAHEIESR. B2 , BH stunnel BERRESATEBHXHRE

LHERZRE,

fEF EFS EHFBEIREFH KRFEH

&I LAE A Amazon EFS R BEFEL L# EC2 KHI EHR EFS XHRS. ERAERFEDE
F, BEEER
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- REHNXHRENXMRS ID - EFS ERFEPREFFXAHRE ID @A EH B RBREMEED
(ENI') B9t IP b3t | TR BANBRIR,

- EFS #HBir — BHEEUFLE R (VPC) HEIRER BIR,. MREERARSHEFRELZRHEH A
BXHRE  NeENXHREMENSN AKX Amazon Web Services XI5 #6122 —/NES B #r.
BXREBERBRNGE , BSRAEEESE T

® Note

RNBENEAEFUENESERNEGRAPRSTEANTARSEF0Y , AFHEEN DNS #
HXHRSE, XTESFTLALE DNS iBRE X4 RS Amazon Web Services X8 FTER
BT eEE,

MBS EC2RHITRAMTRRHEAER BT , TR X KRBT 40 f EC2 2.
THE A EIRE S X REBREER,

« NAEIM A AXEREXXHRS

« XHRGUAXENEN — NMREELREMN EFS One Zone XHREE EC2 KL T RER A
AXH,

- HEHBEFR DNS B# - HE |, WA LUEEER BRI DNS B8, MARTARX,

« BTZXEFM Linux = macOS K1THRZ —H# Amazon EC2 34l — FERERBFEHHREN X
BRATHROT
* Amazon Linux 2
* Amazon Linux 2023
- Amazon Linux 2017.09 R E &R
» macOS Big Sur
- Red Hat Enterprise Linux ( {747 @ , 20 CentOS ) 7 MEHFHhRA
« Ubuntu 16.04 LTS FIE#ARA

® Note
EC2 =17 macOS Big Sur B Mac =X Z#F NFS 4.0,

« EFS #EEBFLEE EC2EHl L — EBBFRXHAEFamazon-efs-utils8@FHW—1IE,
BXZ% amazon-efs-utils WEER , FSR B L% EFS HEFRimMF 3L % amazon-efs-

utils,
5 R E— 61
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« EC2 Bl F VPC A — iE#M EC2 KHI45{Z FETF Amazon VPC lREHERFEB = (VPC)
R, BATUNSEBEE R E AR DNS BRSS2F Amazon., B> Amazon DNS RE3MEER | F5
¥ {Amazon VPC FIF1ER) H I DHCP I E,

« VPC /5 DNS £#l8 — i EC2 £HIfy VPC /S FH DNS =8B, EXEZEEL |, HSR
Amazon VPC AFIEEmHP M EFEM EC2 LHIHY DNS EHLE,

« WFAREH EC2 SEHIFIXHFFE L Amazon Web Services XiH-11 R EC2 LM EBESEN XHE RS
FTAEMMLE Amazon Web Services X5 , MFEERBefs-utils. confXHFH M region® 1%,
BEXELZER , H5 MNEMIREEES EFS X4 R4 Amazon Web Services X1,

£/ EFS #&(B)F & EC2 Linux 3k 3%

HERFEAEUTRS

o B L1 Amazon EC2 324l E &% T iZamazon-efs-utils®B#a, BXxEZEL , F55HE F3
%% Amazon EFS & i,

- BAXMGRECEERER. AXEZER  HEH EEEH BT

£ EC2 Linux 5l EERERFBEIRFER EFS XHRE

1. BIEZ2H5E (SSH) EEM EC2 24| LITHLXREN , ARERENNAFREER, BXEZE
B, BZ[# Amazon EC2 A F#8RH A Connect E|&H) EC2 324,

2. FERAUTHSHREREXHRERHRINE R efs

sudo mkdir efs

3. BITUT@#TZ—REHIHRSE.

® Note
R EC2 EHIMEBEHRNXHFRAENMNTARER Amazon Web Services Xi3 s A ) ELb iR
SEEEE EFS X FE S Amazon Web Services X5 , F& M mEBefs-utils. confX
HAHregionE 4o

- BEFEAXHRL IdRER , BHATUTERE
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sudo mount -t efs file-system-id efs-mount-point/

FEHELZENXHREN ID efs K¥efs-mount-point, file-system-id

sudo mount -t efs fs-abcd123456789ef0@ efs/

HE , MRECRAERTNERENR  SUERANATHTERXHRS,

sudo mount -t efs -o tls fs-abcdl123456789ef0:/ efs/

- SERANHFRS DNS B :

sudo mount -t efs -o tls file-system-dns-name efs-mount-point/

sudo mount -t efs -0 tls fs-abcdl123456789ef0.efs.us-east-2.amazonaws.com efs/

- EHAEZRBEMR P HbiES

sudo mount -t efs -o tls,mounttargetip=mount-target-ip file-system-id efs-mount-
point/

sudo mount -t efs -o tls,mounttargetip=192.0.2.0 fs-abcdl123456789%ef0@ efs/

AR X EEFERMES A TERXHRENBI GRS,

a. 7E Amazon EFS Z#A&/F , EBREEZN NHREUI REFAEERH.
b. EERATHXHRENES ST , BIEERA LAWK,

MMERERATEIUATARERXARENETST

« (B DNS 2 ) FXHREH DNS B#5 EFS EHABIREF T NFS FFin— 2
Ho

- (B IP HR ) £ NFS F - imhvEE Al A X P RVESR B AR IP #atk,
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£/ EFS #&81F % EC2 Mac 3R L##

HERFEREUATEMS

- BREBZELT# EC2 Mac £l LR T Zamazon-efs-utils#ifra. BXESER , BSH &
1217 macOS Big Sur, m EC2 acOS Monterey 5 macOS Ventura §J Mac 34l £ Z % Amazon EFS
B o

- BEANHGRGEERBir. TUECEXHRENBER B, HEFERMBIMEXHREF,
BEXEZER , BZH EEEFHET.

« {RIEFEiZ1T macOS Big Sur, Monterey = Ventura B EC2 Mac =6l L ZEXH RS, FXiFHAM
macOS hRA,

® Note

N Z#E1T m EC2 acOS Big Sur, Monterey # Ventura B Mac 3=6l, FXZ#FFHEAM macOS
A5 Amazon EFS £4& .

#£i21T macOS Big Sur, Monterey = Ventur EC2 a By Mac k% L{# 8 EFS #5iBhF 5 EFS X ¥
R&

1. BEZ2£H5% (SSH) £ EC2 Mac =l LT ALK IRE D , REEAEMNAFREER. BXEZE
B, 2% Amazon EC2 A F#8RH I Connect Z|#&H) EC2 324,

2. FERAUTHSHEEREXHREEH/NEFR

sudo mkdir efs

3. BITHAT@HTUERXMHRS.

® Note

RINBERT , TR REEEH IR ERAZtLIsET |, EFS EHBFEH <% EC2 Mac
SEI b Bt 6 A 4% B R D BN R

sudo mount -t efs file-system-id efs-mount-point/

£ EC2 Mac &% 64


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
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sudo mount -t efs fs-abcd123456789ef@ efs/

HEHERHETLER tls B,

sudo mount -t efs -o tls fs-abcdl123456789ef0:/ efs

E7 EC2 Mac kKBl EEH XHREM A ERERPNNE , SEMAnotlsEI , WL T BT
Ro

sudo mount -t efs -o notls file-system-id efs-mount-point/

AARRBRUMTRIR , EEERFH NI EEFEENESER X RENBIRT.

a. 7E Amazon EFS Z#|AF , R EEZN NHREUE REFAEERH.
b. EERATHXHRENESR ST , BEERA LAWK,

MMERERATEIATARNERXHRENETST

(B DNS #8 ) FXHR5H DNS B#55 EFS HEEFHBEFH NFS Bk — 2
Mo

(B IP R ) £ NFS B/ imAVEE Al A X R avER B A 1P ik,

ME PRS2 %52 EFS X4+ % 4t Amazon Web Services XiF;

ENEXHRS Amazon Web Services X1 RNEI#Y EC2 SEHl#EE EFS X4 RS , SididmiFefs-
utils.confX#HHWregion/EHE,

£ efs-utils.conf F4E%E region B

1. BE L2 (SSH) RGN EC2 S2HINKin , AREANMNNAFREER, BXEZELE B
2% Amazon EC2 A #8EH#Y Connect ZI&H EC2 =4,
2. #3%F efs-utils.conf XHHEAHERESEITH,

3. KRBT

#region = us-east-1
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a. BUHERBIT.
b. WRXHREFE us-east-1 XEFHHF , BFF us-east-1 BEMRAXHREMENXE ID,
c. REER.
4, RABEXFESFMENEZE, BXUBRFNESERE , BSRALSR 3 FERXKBIAMENEKE,
5. EAERAT Linux 2 Mac 3R EFS HEEBHREFESHRE.

EHEXNFRE

EFS One Zone XHREMZFEXHREMTE—THXNEMERE R, TERMEABER B4R,
AN EEREX N RENFEEENEI,

ERAEXHRGER BN TRE—TARXKH Amazon EC2 i+E3KI1AF EFS XHRE% , AT LRSI A
Xz B B9 B ¥ = B2 A SH ARG 4T AU M BB

ATHAHNEEFTERZATHRMF

- BB EC2%flamazon-efs-utils package &% 7T, BXEZER , HSH Fohi%E
Amazon EFS & ifio

- ENNHREUEBEHBIR. AXESEER , BHSH EEERER.

EFRENATAKX EC2 RER —IMNXEXHFRE

MREBEENTAETHAXE Amazon EC2 £l E Zi#x 8 XA RS , W AITE mount helper
mount T S HPIEEXH RGN TAXBMB MRS ES B A DNS B #5.

ERAATHTRERFEXHRGERRINEN efs WEF

sudo mkdir efs

FEANT®S , B EFS ERFBHRFERNMHRE, MR TEENHRENTHXE R,

sudo mount -t efs -0 az=availability-zone-name,tls file-system-id mount-point/
UTREATHENLGS :

sudo mount -t efs -o az=us-east-1la,tls fs-abcd1234567890ef efs/
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UTaTERXHRE |, BEXHREER B AR DNS &k,

sudo mount -t efs -o tls mount-target-dns-name mount-point/

LU REA RBIEER B4R DNS B E &,

sudo mount -t efs -0 tls us-east-la.fs-abcd1234567890ef9.efs.us-east-1.amazonaws.com
efs/

£/ EFS ERFBHEFEFRTHXHEHEREXIHRE

MBEEH/etc/FfstabBEMNTFAETHXB EC2 524l L%% EFS One Zone MXHR S |, M AH1E/
etc/fstabREFEEXHREN AR BZHBHRLIES BFrH DNS E#.

availability-zone-name.file-system-id.efs.aws-region.amazonaws.com:/ efs-mount-point
efs defaults,_netdev,noresvport,tls @ 0

us-east-la.fs-abcl23def456a7890.efs.us-east-1.amazonaws.com:/ efs-one-zone efs
defaults,_netdev,noresvport,tls @ 0

£/ NFS BatEHREXXHRE

MRIEER/etc/fstabBENT AR AXAE EC2 LA LR £ XigfrE ek EFS X4 RS , W4
/etc/fstab%kk B RIEEXH RS AT A X BN HRLHY DNS & 5o

availability-zone-name.file-system-id.efs.aws-region.amazonaws.com:/ efs-mount-point
nfs4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev 0@
0

us-east-la.fs-abcl23def456a7890.efs.us-east-1.amazonaws.com:/ efs-one-zone nfs4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev 0
0

BXRUARE /etc/fstab X, URILGTHERANENESER , HSR B ER EFS XX
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RAriEmE

EHAM Amazon TTEEH| EZ%&HH One Zone XHREHNXH RS

R X YHREST @8RS . Amazon Elastic Kubernetes Service Amazon Lambda

% Amazon Elastic Kubernetes Service —f2 AL} , BEEFZBSEENFERE EFS XHREHEE
WHAX , TR, HEUATETHHITNA.

B Amazon Web Senvices Cloud

Availability Zone 1a

HVPC
subnet 1

Amazon Elastic File System

AWS Lambda Amazon Elastic Kubernetes Amazon Elastic Container |
| Service Service

M Amazon Elastic Container Service #E#

AL EFS XHRES Amazon ECS Bt & A , BN AR RBIRAN A HENHRERHIE | X
TREBNES L TWASEE , AL RMERKAFHE. EfF EFS One Zone X#HF 45 Amazon
ECSEBEfER , EBaIESE , NMYEEEXHRENTR—TARNFMN,. BEXEZEER , BE2H
{Amazon Elastic Container Service F & A A 1Ef) HH Amazon EFS %,

M Amazon Elastic Kubernetes Service iF

M Amazon EKS #HE S XX 4RGN , BRI AEA X EFS #A LM Amazon EFS B2 17714
0O (CSI) B3N FE Amazon EKS B B HEEH Kubernetes EHHAN SN BBRZBAHENHR
%t. Amazon EFS CS| RzhiEfF L& Fargate 4k H ., £ EFS One Zone XHREH EH Amazon

EFS CSI BB FE , A A ES I Bes A iZnodeSelector kTR BREELHN X HRETER
_/FE.I-FH IZW-UE.”EO
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https://docs.amazonaws.cn/eks/latest/userguide/efs-csi.html
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%E# B Amazon Lambda

AT LU Amazon EFS 5B 4 Amazon Lambda £ , HERHAR 2B REHRIE | ERARSEZHIE
X, HEEBEEBEAKRKAGEHNEEZEFEME, Lambda HFEHEEH2eiEEINTR—-TAXMF
My EFS #EE B¥r. ¥ Lambda EEXXHRE—REAR , MYRBEEN DB ARABHE SR
WXHRGENTRE—ATAXHFMRH,

FEH IAM ZRHER

E A Amazon Identity and Access Management (IAM) R AXAE Linux 356 E#H# EFS XHRE | iF
£/ EFS EHHBHIEF. X NFS EFHEN IAM BRHNEZER , B2REA IAM 28304 R 55
BiGE.

EUTNEHDH , EEEUE-IMEFRENXHREGETR. IEAUTHTURERKE R efs

sudo mkdir efs

R, LU efs-mount-point BYSEBIEMRA efs,
£/ EC2 LHIEEXHBET IAM FEITH R

MREEBEY IAM BNIEFRFFE EC2 LHIf E XA Amazon EH |, iEEAtlsFiamIEFIE |
WTRFrRo

$ sudo mount -t efs -o tls,iam file-system-id efs-mount-point/

EZES IAM RNEEREIEE EC2 EHIE B SXHREA |, iB51E EC2 £4l/etc/FstabfI X 4R
AT,

file-system-id:/ efs-mount-point efs _netdev,tls,iam 0 0

EATREEXHET IAM H1THES

& 0] LA LB X3 Amazon CLI BLiE XX #~/ . aws/credentials K IAM EiE@ES IAM FHUH
1T%¥#,~/.aws/config. Amazon CLI MR KIEE "awsprofile" , WfEFH“BRINEL B L4

EFAKIEXHET IAM BIERE Linux 356 , E6EA tls, awsprofile f iam EHE&ED , 0T
i Ro

$ sudo mount -t efs -o tls,iam,awsprofile=namedprofile file-system-id efs-mount-point/
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EFERIEBHFES IAM BIXBEFERE Linux K6 |, B7E EC2 £4l/etc/FstabfI SRR T
1T

file-system-id:/ efs-mount-point efs _netdev,tls,iam,awsprofile=namedprofile @ 0

EH EFS A QB 1THS

RAEFERM EFS ERFEYERF , TREMEA EFS A QR EFS XH RS,

® Note
£/ EFS MAREH MRS , MAMANMGREHRE — MRS MER B o

EFERABRKRERXHRGR  RERAESTETN , ERBHEIIE access-point-id M tls EH
B, TEERT —MRO.

$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-id efs-mount-point
EZFEABARBIEI MRS , 1B EC2 £l LM /etc/FstabXXHHIFMUTIT,

file-system-id efs-mount-point efs _netdev,tls,accesspoint=access-point-id 0 @

BEX EFS hRAMNEZEELR | SR EH Amazon EFS # A 2 Tk,

R EFS ##2|Z A EC2 X

BT LU R 210 EFS XHRSHEZHFZ /N Amazon EC2 3£l , T EMEA Amazon Systems
Manager iIZ1T@ H B FIXEXH|, HX Amazon Systems Manager Run Command WEZEE , 5
@ {Amazon Systems Manager FIFF#88) H# Amazon Systems Manager Run Command. Mt
FEER EFS XHREZH , FEERHEATEREH

1. EC2 RflEzhrt &A@ EAmazonElasticFileSystemsUtil st R R BEHISSHIE B X . BX
BZER , BN SR FAMEXRE S IAM EHIR & X4,

2. 5l ER%¥ T Amazon EFS &F i ( amazon-efs-utils 248 ) B9 1.28.1 RESRA, EC2 &7
LAER S Amazon ystems Manager EZHR6l L B REHREF T, BXELSELR , BSH TR
2 : Bl & State Manager & #) < Bk,

/A EFS AR ITHER 70
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EREFHEFZ EFS XHRSGEHEIZ 4 EC2 K4

1. $TF Amazon Systems Manager ##|& , B4t https://console.aws.amazon.com/systems-
manager/o
ESMEKS |, i£## Run Command,

i%# Run a command ( B{T—1N&GT ) o

EoPERFEFH A Amazon-RunShellScript,
£+ Amazon-RunShellScript.
EwsS8H , AR TEERNS EFS XHRENEH TS il

o o K~ W N

sudo mount -t efs -o tls fs-12345678:/ /mnt/efs
sudo mount -t efs -o tls,accesspoint=fsap-12345678 fs-01233210 /mnt/efs

BXEH Amazon EFS B F ikl EFS HEE T THERZEL |, ESRMEH EFS HEH BN F & EC2
Linux 324 E3E#sk{EH EFS #E#H BYF £ EC2 Mac =4 L#E#,

7. E“EBRELHEZETHSH BFR Amazon Systems Manager 38 EC2 k4,
8. BEFERTEMEMEB, REERBETLLETHRSS , HAERSSTHIEEN EFS XHREK,

BITwTE , TAERTARERHEETERS.

MEM Amazon Web Services Ik 5 VPC £ EFS X R4

BRI LAER EFS 3B F £ A NFS ZF IR IAM A EFS A K% EFS XHFRS%, BB
MT , EFS HEHEBBREFEAE B RS (DNS) KR#HTIER EFS EFH B HRH IP ik, MEEMNH ALK
F 8 Virtual Private Cloud (VPC) 8 X #HR 4% , BMF N EM EFS HE B IR,

TE , £uUUKIBEEATEN NFS BN ER EFS £ B45 IP #hiutMiiE, SR AUKIE
XEBEZFFIRIACERZ IP it HEH EFS XHREH A,

FB

« \B—NER EFS X% Amazon Web Services T F°

« MEB—/VPC ## EFS X4 %R %
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M5B —NEE EFS X4 ZE % Amazon Web Services K 2

£/ shared VPCs , # A LIEE; Amazon Web Services Ik B 5 —4 Amazon EC2 SEfI#EH EFS
XHF % Amazon Web Services IKFF, BXIREHRE VPC WEZEER |, 5SH (Amazon VPC X &
EEEE) FMEHEEKFHZE VPC,

RE VPC #£=/5 , EC2 BT LAE A E RS (DNS) BFENTS EFS HEHAFBREFHER EFS X4
R, RABWER EFS ERFBRFER EFS XHRL.

M5B —1 VPC & EFS XHRE

HIBER VPC N EFE A MM KX TIEREER VPCs , —4 VPC H#Y Amazon EC2 S54I 7] LA/ 6] 5
—NVPC H#y EFS X#HR% , BIfE VPCs EfIE TAEMNIKS.

TR
EEATHEHNZRZA , ERITU TSR

- EEHEL EFS XHREMWITESH E L% Amazon EFS &R |, X2 FHEF amazon-efs-
utils EH—E D, ALAER amazon-efs-utils FEEW EFS ERABHEFRKEFH KRS,
BXRLZE amazon-efs-utils WiHH , S HE LK Amazon EFS B F i,

o R IAM KBRS EIEFIA IAM B EINIT ec2:DescribeAvailabilityZones &, &
RIS Amazon FEE KB fAmazonElasticFileSystemsUtils® IAM 3E4K | BUERZSK
RSB ERNR,

o« \B—MNXHRGERRT Amazon Web Services Ik , B E#H XHRE R IR KIS A FX HAobE 44K
ARN elasticfilesystem:DescribeMountTarget #{T#4E. Amazon Web Services Tk #i
m

{
"Id": "access-point-example@3",
"Statement": [
{
"Sid": "access-point-statement-example@3",

"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::555555555555:r00t"},
"Action": "elasticfilesystem:DescribeMountTargets",
"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-12345678"
}
]
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BXEFS XHRERBRENESEER |, HSHAmazon EFS ETRIRH KK,

« &% botocore, % — VPC HEHNHRSN , MRTEEFT MRS DNS €75, N EFS B

wafEA botocore KERIEFH BIR IP thtit, BXEZEER |, S H amazon-efs-utils BiRNX#H
AR Y % %E botocore,

- RE VPC W EEED VPC tERMxX,

A BAER VPC XY FEES VPC ERMXERE | EET KA VPC MER EFS XH4REH VPC,
HIBER VPC N EEEFA MM KRB TIEREER VPCs , —4 VPC H#y Amazon EC2 £ A LA ]
% —4 VPC H#y EFS X#REt |, BIfE VPCs BB T EAIKS,

RRMXE—NMEPERA , TATHENMNE VPCs MAMEZEE, BXEMA VPC FHEMX
MER , FZH (Amazon VPC REMXIER) I FHEMEAT,

VPC MEEEREM VPCsE Z B MEIERE, XMRBMNIEZFERERFEAIE Internet THLARA
4 (IPv4) = Internet TMYARZ 6 (IPv6) it EEMZ EEHRE, BALEERH VPC & EHiE VPCs
F£[E —/ Amazon Web Services X135 5/ #& 2 [8] Amazon Web Services Xigi#t1Ti%$#E, H>x VPC
WENEZER |, 525 (Amazon VPC X&) T AR VPC WE 2,

NTHRRENXHERENETHEYE , RINBUEGKAFERAS NFS BER B THETHAXE EFS #H2
BFrIP #it, MEEEFETKF,HPH EFS XHRE |, i5HMR NFS EFmM EFS EH B T4
BEMAARX ID A, WERER , RATAXREMREKS 2B TELBMRE,

£/ IAM S5 R RIEHAM VPC R EFS XHRE

1.

Connect EZEFEH EC2 £fl, BXEZER , 55 Amazon EC2 AFEREHH Connect Z|
B8 EC2 =24,

FEANTRTRIRATERXARENE F.

$ sudo mkdir /mnt/efs

EEMA IAM RBCRESXH RS , BEANTH T

$ sudo mount -t efs -o tls,iam file-system-dns-name /mnt/efs/

BXR/ IAM B85 EFS SE8EANEZEER |, B5H £/A IAM 2E XU RSGEBIELE.

EEM EFS TRIRERXHRS  FEAUTHS :
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https://github.com/aws/efs-utils#Install-botocore
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html
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$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-dns-name /mnt/
efs/

BXEFS HRIRMNESER , HSMHEA Amazon EFS AR T,

M7 E Amazon Web Services X85 EFS X4 R4

MREENEXHREFTREH Amazon Web Services X1 Hfth VPC ## EFS X#RE , NEER
¥iZefs-utils.confX#. & /dist/efs-utils.conf FHKEILLTIT :

#region = us-east-1

BUBZITHDER , MR XA RGEFE us-east-1, MBRNHRGEFIEXER ID E,

ERAMSE X REHER EFS XHFRS

BETR, 2IMAREMEA RS (NFS) &P in A K A £ 30 2k EC2 Kl £ Amazon EFS
MHERG, EAILIKEIATE mount ST HIEE X4 REHEE RS (DNS) B#H mount v A
RS, oA, BETT BMFAER fstab XHERAREEHS I EHIEFTERENX
HRE.

® Note
EARF | SBa LS A% amazon-efs-utilsER S8 1E )R TEE Amazon EFS X4 &
S, EFANHRENZEZHTPNBE  SXNERERELZSM (TLS) ERXH RS, B
It , BAVEWAEHZ amazon-efs-utilsBir 8, BXEZER |, {55/ ©% Amazon EFS &
o

£}

- EREH

- NFS X%

- R¥E NFS BEF iR

- HEMN NFS EFiRE

- {8 DNS Z#7E EC2 Amazon L& ¥
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o {EF IP HhhrHEEE

FRFAF
EAMESIHREZH , BRABRATER :

- Sl2, BEMB3NMEX Amazon BiR. BXUEHA |, 55 FHRER Amazon EFS,

« NIEH Amazon EC2 EfI812 VPC 244 , HER EEMEAUMEB LB RIREN BfR. BXE
ZEE |, BSH X Amazon EC2 EfIF1EH BrfER VPC 44,

NFS X%

D EC2 35| EREXHREAT , Amazon EFS XM E X HREARAS 4.0 1 4.1 (NFSv4) 1
Wo REXHE NFSv4 .0, BERMEBIUEMFER NFSv4 .1, EEH Amazon EC2 3£l £ %% Amazon
EFS XHREXEEZFEFE NFSv4 MUHI NFS EF k. 21T m EC2 acOS Big Sur HJIE &
Mac SEfI{X & #5 NFS v4.0,

Amazon EFS A% nconnect &,

@ Note

X F Linux RBZMRA 5.4.* | Linux NFS EFinfEA 128 KB BIBRIA read_ahead_kb B, i)
BUICHKEEMNE 15 MB, BXEZELR |, i55H 1t NFS read_ahead_kb BJ K/,

NRBEREMEURBREIZSHELNN NFS BEFHIEIR , BMNEBNEFERARHN Linux W%, MR
FEANREW Linux KITHR , RITEWEFERLTRE

* Amazon Linux 2

- Amazon Linux 2017.09 S E & AR

Red Hat Enterprise Linux ( #7477~ fm , 0 CentOS ) 7 FMEF A

Ubuntu 16.04 LTS F1E # kR4

SLES 12 Sp2 S E &4

MECEAEMETHREBENAZ , BRIMNBEEANK 4.3 RESHRA, ERRTE EC2 £4|FRFEH
Amazon EFS Bt EE L AMI SiAZRAMEXAEE |, ESREEEE AMI F R [R #,

TR 75



Amazon Elastic File System ArfEm

7

® Note

T FFERIZTHE Windows RYIE T3k EC2 SKBIHEER EFS MHRE.

# NFS & i

EEEH Amazon EC2 k4| EHEE EFS X RS , BAFELRE NFS B im, EEEREH EC2 £
BlH L% NFS B g , BEE EC2 24N /AE DNS EMMAFLRE TR R, SHINAFREEER

ec2-user,

T

1.

W) EC2 LHIlH L% NFS BF I

Connect EZZ|EM EC2 £fl, EXEZEE |, i85 Amazon EC2 AAF#ERAH Connect ZI
) EC2 3241,

BT BEXS SSH ANFF ] M, S&AJLAEF chmod 400 filename.pem TR BIXLENR, B
XESZELR , ESENEN Amazon EC2 L6681 A .

(A1) IRENEHHER

$ sudo yum -y update
$ sudo reboot

ERE , EMEEIIEM EC2 K01,
&% NFS & i,

R EFERANE Amazon Linux AMI 2 Red Hat Linux AMI , i5ERALUTHESRE NFS B,

$ sudo yum -y install nfs-utils

R RE AR Ubuntu Amazon EC2 AMI , BEERAU TS RE NFS B,

$ sudo apt-get -y install nfs-common

FEALLTHSE3 NFS lES. XF RHEL 7 :

$ sudo service nfs start

*F RHEL 8 :

[rmp o
Za<
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$ sudo service nfs-server start

6. Wif NFS lREERF3) , M.

$ sudo service nfs status
Redirecting to /bin/systemctl status nfs.service
# nfs-server.service - NFS server and services
Loaded: loaded (/usr/lib/systemd/system/nfs-server.service; disabled; vendor
preset: disabled)
Active: active (exited) since Wed 2019-10-30 16:13:44 UTC; 5s ago
Process: 29446 ExecStart=/usr/sbin/rpc.nfsd $RPCNFSDARGS (code=exited, status=0/
SUCCESS)
Process: 29441 ExecStartPre=/bin/sh -c /bin/kill -HUP ‘“cat /run/gssproxy.pid’
(code=exited, status=0/SUCCESS)
Process: 29439 ExecStartPre=/usr/sbin/exportfs -r (code=exited, status=0/SUCCESS)
Main PID: 29446 (code=exited, status=0/SUCCESS)
CGroup: /system.slice/nfs-server.service

MREEFEABELAZ (EIWEEBENL AMI) |, MIZEDEETE NFSV4 1 B ImAZERFEHH
NFS4 F Pz aEH BEIEF,

(® Note

MREEF LD 2T HtHER T T % Linux AMI 2016.03.0 SRIE S #k Linux AMI 2016.09.0 ,
NTLZENfs-utilsZE , BARINBERTEEEZEE AMI F, EC2

T—%  BEREHNXHRE
ERANUTERE 2 —EREH TR L.

« f£ DNS &# £ EC2 Amazon E& ¥
o {1/ IP #huriES
- B3EH EFS XHRE

HERN NFS BEHIRE

FEAVEIIE Linux EEHATESRINE :

HEN NFS EHIRE
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* noresvport — H & NFS FFinE ERTE M MEERER , £/ IFERUE MiEHIHi (TCP ) IR
W Ho. IBAR Linux R ( MRA v5.4 REEIRA ) FEZEH NFS BEFmRAEE—11TH , ZTHhE
SHNFS FFimEMTEZNZHER— TCP Rk A LEMERE. ITHTHFE TCPRFC EX ,
AEWRSALIXEEFIRREENEILE EFS XAHREERE,

£/ noresvport IMAE B THA NFS EF IR LB AN EFEREDEMN EFS XHRS% , AT
£ BB RS B4R EFEERHRIF TR WY o] A s

/A Important

A1 NEWEERM noresvport HEBOURTIRAB BN R EFS XA REHE EREEZ MK
EEHRRFTE MR A,

ZREMA EFS ERFEBEFEREH XM RS, EFS ERFEBREFEMTX Amazon EFS
XAHRGEMAL T HY NFS EHEFOETI,

« rsize=1048576 — Zi& NFS BEF XN B MNME READ ERTBERNZEAKEFT . M EFS
XHRE N X ERBERNALE, BINBUERTEFARAN KD (&% 1048576 ) , B
G RE T B

« wsize=1048576 - iRE NFS BEF mNEMNME WRITE BRITULENZRABEF TR, £
FHIIEBE AR EFS XHRE LW XA BALE, BNBENERTEEARANAD (&S
1048576 ) , LA G MHRET B,

« hard - 1®E& NFS BEFIR1E NFS B KRB 2 EWIIREITH , LME NFS BERERSZFRE LR
RER, BWEFEREESED (hard) UBARBIETEM., MREFEA soft EH , BN timeo
SREDREN 150 78 (158 ) . IRHAUTRERADE B RESNWEIEBRAREE,

« timeo=600 - FHHEMERE RN 600 7% (60 % ) , X2 NFS BEFIREEIL NFS ERZaIEEFN
NEESE, MRENNESEINSE (timeo) , RNEBNEFERAELD N 150 WE , XHEHTF 158,
X B BY T e tEBE T B

« retrans=2-f4 NFS HEFmEIRFERWIABIREN 2 , BBz EEER#E —SHWIRERE,

« _netdev - /etc/fstab REELIEDA |, FMELEEFIRSIRER EFS XHRSE , BEEEAHATR
&,

« nofail— MR FLILEEM EFS XHREHREB WA |, M EC2 EHIFEERS , FEXHFHPHX
HRE&EEZEHDRMZnofailikl, /etc/fstab

MRERERREBERIAE , FEEUATER :
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- —RME , BRRETMECTETFRINMENETIEN , XS HMEREMEMRE, Flil, EX
EFEEAX K NIZABRUHEFLSEMRE TR,
« Amazon EFS £Z & Rix 0, MREEH Amazon EFS RixO , NALBEME N,

« Amazon EFS X #F nconnect EFIET,
« Amazon EFS A XA Kerberos Z2 4K, Hli0 , TEMNER SR KK,

$ mount -t nfs4 -o krb5p <DNS_NAME>:/ /efs/

« BNBIWEFERE DNS BMEFRH RS, WEMBET N SEHWT DE EC2RFMN TR —TAXH
Amazon EFS #2; B#rfY IP #hit, MR EEEEM Amazon EC2 EHIFENAAX R ERESE
R, NETRAXEENBENTEREEC2 A, AREECHIRESN XHRSRELR,

s BXEZEFIETMEIANRENEM R , BESE Linux X,
£/ DNS | #1E EC2 Amazon L&

(® Note
EHESEIHRGEZH , CEERQERERTSEARMN—FAN |, AFZRSEHN AL NFS 5
B, EC2 BXxEZEER , HSH X Amazon EC2 L fEH BFRER VPC 424,

« XHFRE DNS B - A REH DNS BEMRRHEMNER G E. XRS5 DNS BB
FRAT I EERER Amazon EC2 KA A X AR iR BAReY IP bk, BT BAMNIRS| & HIREZ DNS &
Mo, HE MREEENHRSE D, AIRERAURTAEMEZSE o

file-system-id.efs.aws-region.amazonaws.com.cn

® Note
X FREE DNS B #5H DNS ST ZER Amazon EFS XHREESEFiRKGIMEERN AKX
FEFEHE .

o FRANHRS DNS B, B LAERALL TS E Amazon EC2 Linux 326l L EHEXH RS,

EC2 {5 F DNS #1TH#E 79
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sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com.cn:/ /efs-mount-point

- ERAXHRLE DNS BH , BAFERAU TR SHEEZITXEFRN m EC2 acOS M7 ( Big
Sur, Monterey, Ventura ) B9 Amazon Mac =6l EEH XK RS,

sudo mount -t nfs -o
nfsvers=4.0,rsize=65536,wsize=65536,hard, timeo=600, retrans=2,noresvport, mountport=2049 fil

system-id.efs.aws-region.amazonaws.com.cn:/ /efs

/A Important
mountport=20491EZ1TX#F macOS IRAK EC2 Mac =6l L Z&ut , AT EHA T BERK
ThiE#ES) EFS XH R,

- HEHEFRDNS B -2016 F£ 12 A , BAEIAT XHHRE DNS Bf. RINHEEN BN HRXKER
B#riRft DNS B A REFEERE . EH B4R DNS BN ERE XM TR,

availability-zone.file-system-id.efs.aws-region.amazonaws.com.cn

(@ Note
X 5T H X EER B #5 DNS A58,

EREERRT , BURBRER B, ARER—TRARXFEZFNERER. EXHERT |, %
o] A X Ry EERL B 4Ry DNS B# 5 B2 B 478 DNS B#HE[E,

ALEM I EEFERENEFATERNHRENBG T,

EREXMHRENERDT

1. 1E Amazon EFS #£#|&7H , SR EEFNXH4REUE REFMAEETTH,
2. EETATHXHGHREHNERGT , BEERE LS00,

MMNRRERATERXHRENBETR S,

EC2 f2F DNS #4TH#H 80



Amazon Elastic File System ArfEm

3. RIAWES DNS EHEMBE REFEAH EFS HHHEEEFH NFS B inERRERAXHREN
DNS BEMEEXHREN T T,

B XX ¥ Amazon EF Amazon Web Services X1 S #3515k , i§Z [ H # Amazon E lastic File Syst
em Amazon Web Services — i85 %,

BB E mount e HBEA DNS B , MIUBE A T&RM

- E¥E EC2 KHI4MNLTF VPC N, HBEXMEE N FEH Amazon I2#tE DNS fR$F88. B> Amazon
DNS fRFEHEE , 525 (Amazon VPC AF 1) F# Amazon VPC HH DHCP 1T,

- EH EC2 RHI8Y VPC X47[E R /5 A DNS 47 # DNS £¥l8. BEXEZEER , 1555 Amazon
VPC AFIERH M EEFEH EC2 SEHIH DNS 1%,

- JE3E EC2 ERHIMME EFS XHREZMTFR— VPC A, BXRMNEMNUBSRTEH VPC 7RI FIESR
XHRENEZER , BRI EREZHNEE  EZREET VPC HXHRS .

@ Note

ERBEFERE  BINBEWEEZ IO  RAEBEREBNXHRS, XHEFTLLLE DNS
B RE X RS Amazon Web Services X8 FRER LB T L1518,

£/ IP ik

BT {FF DNS B EREM Amazon EFS XHR S 25 , Amazon EC2 S245I3& AT LAfE A 3k B 459
P it ER XA RS, B 1P tutESER T2 DNS HWERE |, 4l VPCs 22/ DNS EH A KR

5.

X TEENRIAER DNS BMEH XA RENNARRF , BEATLURERER B IR IP #uk HEH 4+
REEENERET, EEIER BT IP thitst | NEAER BT IP it 5% EC2 KA TE—
NI XA ESER IP i ITRR

AR X EEFERMES A TERXHRENBI GRS,

(® Note

EHESEHREZH , CEENERERTLSEARMN—FAN , UAYRBZLLAN A
NFS ifEl, EC2 BXEZEER , H5H X Amazon EC2 SEHIFEL BiRrEH VPC 424,

5 IP thht S 81
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EEMSHIERAER BT IP it EFS MHRENE BT

1. $TFF Amazon Elastic File System ##l& , ity https://console.aws.amazon.com/efs/o
2. 7 Amazon EFS #£#l6% , EREHEFNXAHREUNE REFAEERE,

3. EETFATHXARSHER T , BERE LANKN,

4. MIMBEEE RATEHENHREHNBIGS,

EEED P EH , LERER NFS B miEE Al A X avER B AR P it 4R e

PN
T o

« ESPTERAESR BN IP it |, FBALER L FTmountd$ & Amazon EC2 Linux 324 E#EEi XX
HRE%,

sudo mount -t nfs -o

nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport mount-
target-IP:/  /efs

s EHTHREREFBERN IP it | BALUEHA L FTmount®$EZE T macOS Big Sur B9 EC2
Amazon Mac 3E4| EEH XK RS,

sudo mount -t nfs -o

nfsvers=4.0,rsize=65536,wsize=65536, hard, timeo=600, retrans=2,noresvport, mountport=2049 mount
target-IP:/ /efs

/A Important

mountport=20497E121T macOS Big Sur #J EC2 Mac 3= £ R¥xat , HMER FEERKTh
R EFS XHRE

£/ IP k#1725 Amazon CloudFormation

B A LAE A Amazon CloudFormation 4R HY IP it EHR XU RE. EXEZEER , H5H
awsdocs/ elastic-beanstalk-samples #Z# FE H Y storage-efs-mountfilesystem-ip-addr.config , 7 f##t
XEHOEENXH. GitHub
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BaiEE EFS XHRE

&I LAE A EFS 8B F 5 NFS R’ Amazon EC2 SKHIEE N ESLBIE 3Bt B R EFS XHRE.

- fEF EFS ERBHERF
- fEF EC2 BahfimSIZH A EC2 Linux SEHIRTKEIN EFS SXHRE.
- £ EFSEC2 /etc/fstab XHRENFK B BFZLM.
« XtF EC2 Linux H Mac k6l , fEFH&E EFS EFHEIEFH N FS EH EC2 /etc/fstabX#.

(® Note

EFS EHBIF R EHHFEIZ1T macOS Big Sur = Monterey #9 EC2 Mac k4|l L Bz, 18
&, A LAER NFS 7 EC2 Mac k4| Efil Bthe /etc/fstabX #E LA BEh#ES EFS XHR 5,

F&:

- EHH EC2 Linux 26l L5 A B3 ER

- fEPA EC2 Linux 6l L5 A B3 ER

- f£/ NFS #£ EC2 Linux 5% Mac X6l L8 A B ER

FEFTHY EC2 Linux 3R /5 A B EEH

HEFERALSE EC2 B3I kfimSeIE#H EC2 Linux E£6i8t , BRI LUFHEELE N BaEEH Amazon
EFS X# &K%, EC2 RHIEXRFIEREHNBEHERNHRE , 2 EXFIERR B ER 4R

%o

LT ER EFS ERBI FRERXHREE#KHI LH /etc/fstab X, EC2 HEHFBEFZ

amazon-efs-utils TEEMN—%59,

@ Note

EFS X RS X IFESEHI B ATFEIZ4T m EC2 acOS Big Sur % Monterey B9 Mac k4 L3E
#Ho
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® Note
REBERL S5 EFS AT & F &3 Windows EC2 KL 4,

BEELCNEBAN , REFERHMERE EC2 Xfl. BXEZEFR , F5H (LLT# EC2 AFE
M) PN S EC2 AN M S#h EC23E4] , LI HMAX,

FHEM EC2 KAIBENER I BFER EFS XHRE

1. 3TFF Amazon EC2 ##l& , ik Fhttps://console.aws.amazon.com/ec2/o

2. EEBREBHEH,

3. EFEA :EEFE— Amazon RGEBE (AMI) B, EFIRIAIFHEI— Amazon Linux AMI , &R
fEIEFRERE,

4. HEFR2: EBE-AEHRED | EFT—F  BEXHIFEHAEE.

5. 1f Step 3: Configure Instance Details (% 3 : BLEXHIFHARFE) B , BRMEUTEES :

« XFF Network (M%) , NIBEH K EFS XHREFMEMNRE— VPC %&E%E,

« WFFW , EEMTEAXEPIER—NEBRIAFH,

« X F File system (M#HR%) , R ERHH EFS XHRFE. XHRE ID ZLERHWEER
EC2 LA FEAMESR S , BUUNEH#ITER.

« 7£ Advanced Details (SR FHEE) T , FEZ4ERK User data (AP EIE) , A BEEREE
File systems (X #FR4) TEEM EFS XHREMENT T

EET—% . RinEk,

%32 Next: Add Tags.

WHRBNES , RFERT -5 BERE4A,

£ Step 6: Configure Security Group (5% 6 : BLEZR£4) # , & Assign a security group (7 &t
Z424) RE N Select an existing security group (R EBELZL4AH), ERERINZLALUBRRTE
BiFREH EFS XH RS,

© © N o

BEEFEREZLABIY LTSI (SSH) HREH EC2 =61, XFiBY SSH #1T1hR , &G
ALURBERINZ SR IN— AR SSH AN/ EZLE., BAUERAULTEE :

- A : SSH

« Y : TCP

« IWAEE : 22
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« JR : {E{ZE 0.0.0.0/0

10. EEFEZHB.

1. EEREH,

12. EHRZOIENZANNEEE , RAREFRB R0,

W, B EC2XHIERENTERIRMEFIES EFS XHR%.
EIMA EC2 Linux =4 LS A B3hiER

/etc/fstab XHFAEEXXHRENER, 05 mount -a EXRGIEZHAENEIT , B TESR /etc/
fstab FHHANFMEXH RS, EHEREH | £4FE Amazon EC2 Linux 3Efl/etc/fstab L FFHE
T, WEZXRHIEXPIEZHER EFS A BEF B EFNER EFS XHRZK,

@ Note

#£121T macOS Big Sur 2% Montere /etc/fstaby B9 EC2 Mac 3£#l £ , EFS X#RSEF X
M EFS R F A ER. MR , RRAILER NFS #1Z1T macOS Big Sur M Montere
EC2y #) Mac E6l £ BE#ER XK RS, /etc/fstab

L5 AR EFS ERFBBRFREB MRS, EHFAYEFE amazon-efs-utils TEEH—E

Z\
Ao

Xtamazon-efs-utils TERIEL S Linux FIL S Linux 2 LS #HLERME (AMIs) L 2%, A
X amazon-efs-utils WEZEER , HS R £ Amazon EFS B i, MRBEEEAEM Linux
KATHR , $]30 Red Hat Enterprise Linux (RHEL) , i5F 32 H Z% amazon-efs-utils, BXEZ
FE , ESH E£HM Linux X1THRER % Amazon EFS & F .

FRFZAM
ERNRELESREH , FERRATER :

- BERZCETEBEFETRN EFS XHRZ, BEXEZER , 550 RECNEZESHEFIREN L
HREZ (BEA).

- BERBEBTERENBIEFHRKE EFS XHRSEH EC2 Linux =41,

« EFS EEBBEFLZEE EC2 Linux 26l L, BREZEER , HSH ©% Amazon EFS & i,

A EC2 Linux3:4l 85
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¥ #ithe /etc/fstab3T 4

WITUA T EBRIE EC2 Linux Kflthe /etc/fstab L ITERH , MBEIZERHIEXRFIEZ I EH EFS FEFHS
BhiEF BEI EFER EFS XHRE,

EHRH EC2 £ L Wthe /etc/fstab3T 4

1. Connect EZF|ZH EC2 £fl, BXEZEER , S Amazon EC2 AF M+ H Connect Z|
BH EC2 =4,

2. TEYREBESHITH /etc/fstab .
3. XWFHER IAM BN EFS #EA SN BETES -

- EBET IAM BREHERFEAR EC2 KAIEENHNKA , EFE/etc/FstabXHFFMUT
1To

file-system-id:/ efs-mount-point efs _netdev,noresvport,tls,iam @ 0

- EFAKIEXHEY IAM R EZERE Linux 3K61 , R TITHRME /etc/fstab X4
Fo

file-system-id:/ efs-mount-point efs
_netdev, noresvport,tls,iam,awsprofile=namedprofile @ @

- B EFS BRIKBERNHRE , HFRATITAME /etc/fstab XHH,

file-system-id:/ efs-mount-point efs _netdev,noresvport,tls,accesspoint=access-
point-id @ 0

/A Warning

FHEAFEFNHRENEA _netdev BT , EATIHEEMEZ MRS, M
R_netdeviRk , B8 EC2 ZHIFREL TN, HIMZLERERAN , FREEITESS
B EMEENRILMEXHERSE. BXESEE , F5H BaESHAK , FESKMRE

BRESER , FSHMER IAM BEUER MER EFS A SRFITHER,
4. RENIXGAHMEIER.
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RAriEmE

® Note

EREERT , TIREHMN EFS XA REHVRD I |, &8 EC2 RHIHREEER 3, EX
EERT |, & nofail EBURME] /etc/fstab XHFFHXHRESLEF,

EARME) /etc/fstab XHMABITRNITA TR,

FER

file-system-id :/

efs-mount-point
efs

mount options

iR

B EFS XHREH ID, B LANIEE AIREUL ID , bl LB wiE
F M CLI 2 Amazon SDK #3REUL ID.

f&H) EC2354 £ EFS XHREMER R
NHRGHRE, EERAERFEPEFN , ZREBLEN efs,
NHERGHNERET. XR—MESDRIIR , EUTIAR :

« _netdev - ZIETARERGERNA4REVLTEENKZHEHNIRE
Fo ZEMBIERFIERHRSG , BEEEERFRLEBEATME,

* noresvport - &H NFS B IR{EENE MKERER , AN
AR HE (TCP ) Riw 0. XEMBEBTHR EFS XHREE
MEMEEHEERFTRIMH A%,

« tls - BRABPHEME,

o iam— FEAEDTATES IAM BREZHFIEF EC2LHIf & X H4/Y
KB, A iam BEREVEFERA tls EW, EXEZER | &
2 £ A 1AM BHI XA REEREIL A,

+ awsprofile= namedprofile - FMtiEINE iam M tls iEIN
Z6FER , MERZIEXHES IAM FREHE Linux E6l, Bx
EFS TR RNEZER , FZHER IAM 2N HREBIFE R,

« accesspoint= access-point-id -FWEINE tls ZMES
FEALEE EFS EAR#HITER. BX EFS HRANEZER | &
SR A Amazon EFS #A R T,

JEFERTNE dump FHXHRE, NT EFS , ZEMH 0.

A EC2 Linux3:4l
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X ik
0 fsck ERHNBREXARENIAF. XT EFS XHRS , ZEMY

0, "R fsck TREFFEHETT,

{8 NFS 7£ EC2 Linux 5} Mac =4l £/5 B B3

£ EC2 Linux Ml Mac =4l | & E EFS EHHBEERFH NFS EFHIL I EC2/etc/fstabX
#,

EHEH EC2 £ L /etc/Fstab3 ¥

1. Connect E#EZEH EC2 324, BXxEZER |, 52 Amazon EC2 BB ® M Connect |
BH EC2 324,

2. TEREEIPITH /etc/fstab X,

3. EfEM NFS M2 EFS ERFEPEF BN EH M RE , BHE /etc/fstab XHRRMET
7o

- file_system idBBRABEZNXHRSEH ID.
« aws-region¥i Amazon Web Services X1 I XHRSEFTEM , fflflus-east-1,
« ¥ mount_point BN XHRENER .

file_system_id.efs.aws-region.amazonaws.com:/ mount_point nfs&4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev
0

EARME) /etc/fstab XHFMABITRHNITA TR,

FE& DU

file-system-id :/  f&K EFS XH RS ID, EAILAMEFIAIREUL ID , Lo LB fwE
F M CLI 2 Amazon SDK F3RERL ID,

efs-mount-point 8K EC23E4I £ EFS X REHHER <.
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RAriEmE

FE
nfs4

mount options

(s

B}

r%&;

BEXHRERE,

252 RN XA REMERETFIR

nfsvers=4.1 -38EMEMA NFSv4.1,

rsize=1048576 - A TIREMEE , REM EFS XHRE LW XH
REBIER , NFS BRI A AR ENMNFNBEREBERBZEVNREABIET
T#. 1048576 BRAIREM R ATE.,

wsize=1048576 - A TIREMEE , 8B M EFS XHRE LM X4
EABER , NFS BERHRAUAENMNNBEABREENZEABET
T#, 1048576 R AIREMVRATE,

hard - & NFS ZFixfE NFS ERER 2 GWIRETH , LME
NFS BERERSB/EEZ A LRXER, BIEFEREESEI
(hard) LAEREETREME., NREFEH soft EH , B timeo &
BEDREN 150 9% (158 ) . IHEMITREBDRERERD
BIRIRIR XS

timeo=600 - FBEHMEIRE RN 600 2% (60F ) , X2 NFS &F
WEER NFS BRZAIEFMMNMAE, MRELINESEINSE
(timeo) , BMNBUEFERED N 150 WE , XHEHT 158, X
85 B T R AERE T B,

retrans=2 - F NFS BEFHERBFERAXRBZEN 2, BEIX
BeEHERH—SWRERE,

noresvport - & NFS & iRiE B EM MEEREN |, EAHR
R HE (TCP ) Riw 0. XEMBEBTHR EFS XHREE
MEMEEHEEETRIMH A%,

_netdev - ZItEFiREIRER EFS XHRES , BEREHTME,

EE dump & ; 0 FiF dump EABFARMHXHRS

Hifk fsck TRABRFAERHHETT,

£ NFS # Linux # Mac S£41
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N A RS

ERBRXHERGEZE , BNBUERENSZEZNSA Amazon EC2 36| L EHE ., BA@EEE
Amazon EC2 KHIAR & LizfTumountan &R ENE %SRBI LRI SRS, BT EBET Amazon CLI, 5
BEEMEXEE EFS X#H#FRS. Amazon Web Services Management Console Amazon SDKsZE
FIEEFNZT Linux B9 EC2 SEfIlf EFS XHRE , BREOT AR EAumount i :

umount /mnt/efs

BWETEREEEMTHEAM umount EW, BHIREFETERIAENE[AEM umount ETI,
BRI B ZETdf i B REIEEH EFS XHRGRBEHR. W TERHMEEEET Linux B
Ama EC2 zon S5l EN X REMNHBEASITES . MREHRM EFS XHERSEREJF T
FEIE , MRRZXGREESHH,
Example — iR % EFS M RGN R RSH T HE R

$ df -T

Filesystem Type 1K-blocks Used Available Use% Mounted on

/dev/sdal ext4 8123812 1138920 6884644 15% /

availability-zone.file-system-id.efs.aws-region.amazonaws.com :/ nfs4 9007199254740992
@ 9007199254740992 0% /mnt/efs

$ umount /mnt/efs
$ df -T

Filesystem Type 1K-blocks Used Available Use% Mounted on
/dev/sdal ext4 8123812 1138920 6884644 15% /

#HiE : Bl EFS XHRFEHHHEHES T EC2 3£4| £ Amazon CLI

BIEMEN EFS XHRS , FHEHEHIEN VPC F8 EC2 KHlL |, REFEANHIRE Amazon
CLl,
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® Note

AERHEG | BEERESA R Amazon EC2 #l EFS ®iR. EARBES , BEFEA
Amazon CLI RE#HNEE , EER N 7 EE Amazon EFS AP,

EAHRESD , RRFEEACSHIKSPEIZLT Amazon BIR :

- W5 EC2 iR
- BNREE (ATEN EC2 EHIF EFS XHRL ) o
BRI CHANAMBX LR LA |, SIRSGES MW A/ IkFE,. XBM A S EC2instance LR
ERAPRAER NFSv4 .1 TCP im O BT E & BREEIIH4RE.
- &K VPC FH—1 EC2 3R,
- Amazon EFS &R :
- XHRS
- XHRGHER BT

B EC2RPILERXHRE , BREREN VPC HelZEF Bir, £ALE VPC FHEANT
AXo 3t - M ERB R, BXESEER , $5 W Amazon EFS B TERE,

RfE , HEH EC2 HAIEMHANH RS, HRELERNNBEELSREM T HRXLERRNES.

AHEBEEEERFES (BBXM ) XE (us-west-2 ) BIEFIAEXLERIER. Tt Amazon Web Services
Xif SEAHH AR  BESBRANM—wERE. ENMERR (& VPCEC2, ®RMEFS &
B ) SN TFR—NEIFEF. Amazon Web Services X i3

EB

. FREMH

« i®%E Amazon CLI

« SB1: 8lE EC2 AR

. BlZE EFS &R

o
Qe
==
N

SR 3 £ EC2 6| B SRS H TN
- S 4 FBEKR

g | EAGEMRE RS Amazon CLI 91
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FRF M

o BO]LAE A EIVAREIE Amazon Web Services Ik B RiZFAHZRAAELY, ER , Amazon

Identity and Access Management (IAM) ZIUEFEE R BB IES Amazon Web Services 1K
MEEZNKFPUE-—NEEGAF , AFAXEEZIEREREZNK,S PN ER, MEEENIKS
FEE—NEERAF , AFAXEZIEREBENKAFHNRR, BXELELS , BSHAFER
F# 7 1AM Identity Cent Amazon IAM Identity Center er Fi 7 % Bit Amazon Web Services Ik 15

Al X BR

« BULERARIAVPC , BT LUEREENIKF PEIZRBE N VPC, N TAEL , AT AERARKIAG

VPCEBE, BR K MREZFEAEEN VPC , BRIELATER :
- 23 DNS E£HB., EXEZEELR , B2 (Amazon VPC AFIERE) HH VPC ) DNS &

EO

« Internet WX EEEREN VPC, BXEZELR |, 1§51 Amazon VPC AFIEEHRNFER BN

PREEIEERN,

- BEE VPC FMKJ VPC FRHEFHKFIERNE IP ik, BXEZFER , FZSH Amazon

VPC AFEMPER VPCs FFMAY IP H#bil,

- VPC BEAXRIE—MHAN , BUF Internet SEEIHFTERE XX E Internet MK,

o IREEZE Amazon CLI 3 RMMERE G AFEE S,

X E&E Amazon CLI

EBLATRAIRE Amazon CLI M A FBE X 4.

ZE g i& Amazon CLI

1.

T & HE & Amazon CLlI, Bxi%8H , 52 (Amazon Command Line Interface User Guide)
# Get started with the Amazon CLlI.

RERE X
B A P &R F M Amazon CLI configX#H, RAHBEFHRAI CLI a5 FIEE adminuser ELE

X, 1 config X6l adminuser BEEX #. tBAILATE config XHHPREERAFEE
MR E RN BRIABE N , MTFIR.

[profile adminuser]

aws_access_key_id = admin user access key ID
aws_secret_access_key = admin user secret access key
region = us-west-2

TR 92
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[default]

aws_access_key_id = admin user access key ID
aws_secret_access_key = admin user secret access key
region = us-west-2

B EN B S tiRE T BRIAE Amazon Web Services K18, fIR&EE CLI S HiIEEXE ,
NMRE R us-west-2 XiF,

3. EMTERRFLBAUTHSRBIIRE, A I HSESEIRNEM/EIE , FRURERARINEE X
HHEIL,

- Zif help 8%

A LUBE A - -profile ZHKREXNEEAFBEXH.

aws help

aws help \
--profile adminuser

S 1 Bl EC2 BIR

HEWSERED , LRFHRITUTERE

° ﬁUEW‘i/I\fﬁé’ﬂo
o ER2AFHMAN AR ERIN G E],
- BAKEC2Hl, ET—%H , LFEE— EFS XHRGEIHFHERIZZM L.

TER11: QIEmALRE4d
EAT | EE7E VPC B REH EC2 LI EFS 8 BirtlE LA, EXAHENTEERY , &

FixtEZ A 9E4 EC2 KR EFS HEFHBF. BXTZ2HNER , BSHEERT Linux SE489
Amazon EC2 &2 4,

ek deoge |

1. fEH create-security-group CLI S 8IEHANLZ 24 :
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a. HNIEH EC2 LHIBIER LA (efs-walkthroughl-ec2-sq) , FEHER VPC ID,

$ aws ec2 create-security-group \

--region us-west-2 \

--group-name efs-walkthroughl-ec2-sg \

--description "Amazon EFS walkthrough 1, SG for EC2 instance" \
--vpc-id vpc-id-in-us-west-2 \

--profile adminuser

B TR£E4A ID, LA H 0 R =B,

"GroupId": "sg-aexample"

A LAERAL TS ER VPCID :

$ aws ec2 describe-vpcs

b. 7 EFS EZHREBEMIEZLYA (efs-walkthroughl-mt-sg) . EEZERMH VPC ID,

$ aws ec2 create-security-group \

--region us-west-2 \

--group-name efs-walkthroughl-mt-sg \

--description "Amazon EFS walkthrough 1, SG for mount target" \
--vpc-id vpc-id-in-us-west-2 \

--profile adminuser

B TRE4A ID, AT H R =B,

"GroupId": "sg-aexample"

2. WIELR£4,

aws ec2 describe-security-groups \

--group-ids list of security group IDs separated by space \
--profile adminuser \

SB1:8BEC2HBR 94
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--region us-west-2
ANLLABNE RE—FAFE LG REN HWEHN,
ET—Td , S/ENEANLGE , SUHE
- fERRERIERETIEM EC2 4,
- B EC2EfIf EFS EH ERZBANRE ( AFEXAHENTEBI NXEZLAEZX

BX) o

HIR 1.2 : EREAPTRINAN SURIA U/ H A 15 7]

HZLSRED , SRERESA PN LR A G/ H 65
A I

1. BREANRELIE (SSH) EZF|EM EC2 KAWL L4 (efs-walkthroughl-ec2-sg), X

BB AT AR EHER SSH E#EZRER EC2 L6,

$ aws ec2 authorize-security-group-ingress \

--group-id id of the security group created for EC2 instance \
--protocol tcp \

--port 22 \

--cidr 0.0.0.0/0 \

--profile adminuser \

--region us-west-2

WiIE R £A BAETNINAT AL AN,

aws ec2 describe-security-groups \
--region us-west-2 \

--profile adminuser \

--group-id security-group-id

2. BNE)EFS HEHBIRZEA (efs-walkthroughl-mt-sg ) AR,

ERSRAFL , FAEEARAPEREXHZEITIAT Amazon CLI authorize-security-

group-ingressan SR MAEMA

$ aws ec2 authorize-security-group-ingress \

S 1 BIE EC2 BIR
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--group-id ID of the security group created for Amazon EFS mount target \
--protocol tcp \

--port 2049 \

--source-group ID of the security group created for EC2 instance \
--profile adminuser \

--region us-west-2

3. BUAFANZ2AIEBENT AWHR,

aws ec2 describe-security-groups \

--group-names efs-walkthroughl-ec2-sg efs-walkthroughl-mt-sg \
--profile adminuser \

--region us-west-2

H 1.3 Bz EC2 K4l
EHSER |, BFEF— EC2 LHi,

BE3E EC2 fl

1. WER EC2 THNEERMHUTIES

. BRI ER. BRORTHAX GV , FSETDH EC2 AR h N BN DH EC2 4
IR

- EE3H Amazon REME (AMI) B ID,

AT B3 EC2 489 Amazon CLI if T EEFEIEH Amazon RGEHE (AMI) B9 ID ERS
B, XEIEH Amazon Linux HVYM AMI,

(® Note

BAILEARSHET Linux WEHAE AMIs, MNREFERAEAM Linux AMI , EHEEER
PEEDEERESIG LR NFS BF IR, I, BOEEEERN— L4,

X FILDE Linux HYM AMI |, fRE[LAENE B3 Linux AMI IDs B3R BIFF A, EBAILUEIMT
F XM S5 Linux AMI IDs &% ID B :

- BEREXEAED (BN ) X8, MESRESFEXEELS (BBRM ) X8 (us-west-2)
BIBFRE R IR,
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2.

« % EBS XM HYM 64 UK H ( A AETE CLI ®FHIEE t2.micro EHIEH  ©F%
BRBIEM ) o

8H EC2 RHIBIENZ LA ID,
Amazon Web Services X1, AEZMEA us-west-2 X1,
BEEEDFIRHFIN VPC FMHY ID, ATLAER describe-subnets saRIRENFM %X,

$ aws ec2 describe-subnets \

--region us-west-2 \

--filters "Name=vpc-id,Values=vpc-id" \
--profile adminuser

EERFMID G, iET describe-subnets & RFHEATHE :

« ¥ ID-BIREFERFEENRE, EALKIF , BEERS EC2 XHINWE—FR P RIEE
#H B %,

s FRNITHAX-BEE N ENRMEELSR B4R DNS B , ZBHATE EC2 6l L EH XHFR

%o

1Z4TLLF Amazon CLI run-instances#n$ B3 EC25E4l,

$ aws ec2 run-instances \

--image-id AMI ID \

--count 1 \

--instance-type t2.micro \

--associate-public-ip-address \

--key-name key-pair-name \

--security-group-ids ID of the security group created for EC2 instance \
--subnet-id VPC subnet ID \

--region us-west-2 \

--profile adminuser

18T run-instances HIREIRSEHI ID.

ERIEM EC2 SKPIAMEF//NE DNS &5, E#EDZ EC2 RPIAER LERXHFRS.
A DNS BEMHERR :

€C2-XX=XX=XX=XXX. compute-1.amazonaws.com

BT CLI 885 , 12 T8 DNS E#5.
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aws ec2 describe-instances \
--instance-ids EC2 instance ID \
--region us-west-2 \

--profile adminuser

MBHKRFTAE DNS &5 , ERBEZ) EC2 THIW VPC WEE. SXESEL , B2 LR
Ei

5. (W& ) AEGIEKN EC2 RPIDE—NEFH. Ak, BRM—IMGRE , HPRENERENESD
BLASSBIN B TR, BT LAUBEZE 1T T Amazon CLI create-tagsin SRR IR AE,

$ aws ec2 create-tags \

--resources EC2-instance-ID \

--tags Key=Name,Value=Provide-instance-name \
--region us-west-2 \

--profile adminuser

ZYR 2 : 8lE EFS &R
HUSHE | BRAT TR

- BIEINE EFS XHREK,
- BREGARERE
« #ERZ T EFS SSHIRY AT A X eI ER B #R.

FSB 21 Bl EFS XH R

HEZSRP |, LRFOIE— EFS XHRLS, i2T FileSystemId , AMEREET —FH N 4R
BEHBRIER,

BEXHRS
o BIBENXHRSZHAMTIEN Name 7%,

a. HEMTERML , ETUT Amazon CLI create-file-system &5,

$ aws efs create-file-system \
--encrypted \
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--creation-token FileSystemForWalkthroughl \
--tags Key=Name,Value=SomeExampleNameValue \
--region us-west-2 \

--profile adminuser

S S E N )

"OwnerId": "111122223333",
"CreationToken": "FileSystemForWalkthroughl",
"FileSystemId": "fs-c657c8bf",
"CreationTime": 1548950706.0,
"LifeCycleState": "creating",
"NumberOfMountTargets": 0,
"SizeInBytes": {

"Value": 0O,

"ValueInIA": O,

"ValueInStandard": 0
.
"PerformanceMode": "generalPurpose",
"Encrypted": true,
"KmsKeyId": "arn:aws:kms:us-west-2:111122223333:35c11222-7a99-43c8-9dcc-

abcdef123456",

"ThroughputMode": "bursting",

"Tags": [
{
"Key": "Name",
"Value": "SomeExampleNameValue"
}

b. 12T FileSystemId MfE. EX K 2.3 : QIBEHEHRP A RN RGUBERBITNEE

Z{E.

SH]22: BREGEAHRERE

EZTRY , BREXHRELEALEGERERE  MEFEA EFS TMEHR (1A) FiEX, ETH

EZER , F2MH B EFS XHRSNFRAERE IR M EFS FM#XK.

H| 2 : B EFS HIR
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EREGEARER

- EGTRRFL , ETUT Amazon CLI put-lifecycle-configuration®$.

$ aws efs put-lifecycle-configuration \
--file-system-id fs-c657c8bf \

--lifecycle-policies TransitionToIA=AFTER_30_DAYS \
--region us-west-2 \

--profile adminuser

SEORF LR LA T W R

{
"LifecyclePolicies": [
{
"TransitionToIA": "AFTER_3@_DAYS"
}
]
}

SR 2.3 tIEEH B
HUWSTP | LRFER EC2 SKHIRY AT A X X R0l B AR,
1. BRESKRBUTEER

« BAHEHVBE BN XHERS (BI0 fs-example) B ID,
- BEHDBFF EC2 £HIH VPC FW ID HH 1 : 812 EC2 &R

EARHED , BERFD EC2 RHINE—FMPRIZER B, HLLEBEZEFM ID (4
Wsubnet-example ) o
- EE—SHERNEZBERCIENRELAMN ID,
2. HESTRER/L , iETLLT Amazon CLI create-mount-target® <.

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the security-group-created-for-mount-target \
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--region us-west-2 \
--profile adminuser

S S E N )

"MountTargetId": "fsmt-example",
"NetworkInterfaceId": "eni-example",
"FileSystemId": "fs-example",
"PerformanceMode" : '"generalPurpose",
"LifeCycleState": "available",
"SubnetId": "fs-subnet-example",
"OwnerId": "account-id",

"IpAddress": "XXX.XX.XX.XxXx"

3. BETLAMER describe-mount-targets R RREA KRS CIENESR BIrHER,

$ aws efs describe-mount-targets \
--file-system-id file-system-id \
--region us-west-2 \

--profile adminuser

SR 3 . £ EC2 K EEH RS H AT
ST | LRFRITATIRE -

- WEMREER.
« HEIEH EC2 £ ERE NFS & iR,
« HEM EC2 KBl ERRXH RS H BTN,

£}
- S]R31 WEEERE
- R 3.2 EHEM EC2 Kfl ERE NFS B IR

« HPR 3.3 : FEIEHY EC23LHI FER ARG HF T

\
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FE 31 IWEEE

EHOTATHSRE , BREFKRMUATES -
« &1 EC2 2Ry /28 DNS EMRAUTHER :

€C2-XX=XXX=XXX=XX. aws-region. compute.amazonaws.com

« XHFRSH DNS &R, BASMERUATERLAWEL DNS &7 :

file-system-id.efs.aws-region.amazonaws.com

fE R B FMES XA RER EC2 KA LA X4 R EEHY DNS A FEEAT N S B 478y IP ik,

® Note

Amazon EFS FEREH EC2 LI EF/ANE IP thit52\E DNS &Fr. BiE 5 HHOERN 4
NACELG RG], BN RBRETLEER SSH M VPC A ERiERERISSH,

SR 3.2 EBH EC2 324l LR% NFS & ik

\|

RATEAM Windows, &7 Linux, macOS X S E A Unix A it EVIEEZIRA EC2 £41,

Z% NFS B %

—

Connect EZEFEH EC2 £fl, BXEZER , 55 Amazon EC2 AFEEAHH Connect ZI
B8 EC2 3241,

2. {#MH SSH &3 EC2 2l LHITUTHE

a. (AiE) REEFHER.

$ sudo yum -y update
$ sudo reboot

ERGE , EMEEIIEM EC2 161,
b. &% NFS EFim,
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$ sudo yum -y install nfs-utils

(® Note

MREFEZ B EC2 KARtEEL L Linux AMI 2016.03.0 Amazon Linux AMI , [
ZEnfs-utilsZE , RN EERIANETESE AMI #,

HPR 3.3 . M EC23: 6| LERHR MM REH 1T
NE , BRXHERGERTEN EC2 =41 L,
1. #1283 (" efs-mount-point “),

$ mkdir ~/efs-mount-point

2. H#H EFS XHR4E.

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-DNS:/ ~/efs-mount-point

EC2 SEHI T LASHES B 55 DNS EF4MATH IP bk, S EZIETHES BFMN IP #bit,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,haxrd, timeo=600, retrans=2,noresvport mount-
target-ip:/ ~/efs-mount-point

3. Wk K LEBEHEEC2ZRHALERET EFS XHRE , MANGERNHT,

a. EE&E io

$ cd ~/efs-mount-point

b. FIHBEFRNAR,

$ 1s -al

He

fYo

ENiZE
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drwxr-xr-x 2 root root 4096 Dec 29 22:33 .
drwx------ 4 ec2-user ec2-user 4096 Dec 29 22:54 ..

c. NAIZNXHRENBERARAFAEHAARARERAFEA , REFEE SRR
Xt

$ sudo chmod go+rw .

E  MRERH 1s -al i h , AUBEINREE R

drwxrwxrwx 2 root root 4096 Dec 29 22:33 .
drwx------ 4 ec2-user ec2-user 4096 Dec 29 22:54 ..

d. BIE XARXH,
$ touch test-file.txt
e. JHBFRHRNA,

$ 1s -1

W |, LERIIE VPC R EC2 Kf| LRIEBHZRT EFS XHRS,

ERGHEBNNHRENTERFE. NTEDERERBE R, TUEA fstab X, MREMEA Auto
Scaling A/33) EC2 3B , W& A LATE B B EC B iR BRI A,

FSIE 4 - BB

MRTBFECACIRNTR , SFEMBR. TTAER CLI BBk,

« BIREC2 ®IR ( EC2 EHIMANZ LA ) . HEMPBRES BFRAT , Amazon EFS 21l BRI &1
Ho

- MIBR EFS BIR ( XHRE, EHER)

M BRTE AR SR 012K Amazon B IR
1. KUEBRHETHECIEMN EC2 K6,
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$ aws ec2?2 terminate-instances \
--instance-ids instance-id \
--profile adminuser

Bt A LAE ARSI S MR EC2 BiR. BXHA , HSREK L),
2. HIBRIES B Fro

REERBRA XGRS IR IER BIra S EMIBR X H RS, ATEAER describe-mount-
targets CLI i RIRGER B RSk,

$ aws efs describe-mount-targets \
--file-system-id file-system-ID \
--profile adminuser \

--region aws-region

ARG , A delete-mount-target CLI @55 HiBRIER B #5o

$ aws efs delete-mount-target \
--mount-target-id ID-of-mount-target-to-delete \
--profile adminuser \

--region aws-region

3. (&) HIBRERIENFNZ LA, IRL2AFEEXNTRA,

EMBR EC2 RHIN T2 A , XTMEMBRER BN T LA, EREVNREAFT—%5I1HZ
EC2 ZEAMAMN, Hitt , BREELMBER EC2 RN T LA,
ARV , 200 Amazon EC2 AP EEEH M BREN Z £ A,

4. B delete-file-system CLI i SHIBRXH RS, AILAEA describe-file-systems CLI
MERBXHEREIIR. ATUMIERNAIREXMHRS ID,

aws efs describe-file-systems \
--profile adminuser \
--region aws-region

BRI RE ID BIBRXARE

$ aws efs delete-file-system \
--file-system-id ID-of-file-system-to-delete \
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--region aws-region \
--profile adminuser

HIE . FERAXRH Linux B imiER

M fEFH Amazon Direct Connect 5 VPN E#%| Amazon VPC Bt |, R LA Amazon EFS X R G
HE AR MWBFEHORSER L. TRERT MR ZERE Amazon EFS X F 4 Amazon Web Services
R FRENERTER,

Customer network

Availability Zone 1

VPC subnet 1

: =) K
I 100130 i |
""""""""""""""" (> I

HE S I @I ? —|é—,
i Availability Zone 2 ¥
; Virtual Customer
! VPC subnet 2 | l_ ua Amazon Direct Connect routerﬂirewa"
! ! Private
1 | i Gateway
P Mount target . H
b = ;
o 10.02.30 ;

Amazon Elastic File System

® Note
A% Amazon EFS 5EF Microsoft Windows I & ik S,
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£

. HREZH

- SB 1 BIEEN EFS AR

- SR 2 RENFS B iR

- S] 3 EXRMES UK EER Amazon EFS XH R %
« SR 4 BFERFHRF LN Amazon K-

« AE ;AR PR BE

\|

\|

FRF M

BREELHE Amazon Direct Connect 2 VPN iE3#%, B3 Amazon Direct ConnectVEZEE |, ES
¥ Amazon Direct Connect FiFF 1§/, BXIRE VPN EEZENEZELS | 53 H (Amazon VPC A
) B VPN EE,

# 37 Amazon Direct Connect = VPN E#f5 , £&# Amazon VPC H 82— EFS X# RS —1
HE#H B, 28, BRANUTEHEHLEXLE amazon-efs-utiis TR, #ETX , BN E i Aol 32
BHRE, BE , NESGERFNEFESRREETHRXLETRNER,

WERGEEERSD (BPRM ) X (us-west-2 ) BIEMAEIXLERR, Tt Amazon Web Services
XiZ SERAHH AR  BESBRANM—wFERE. ENMERR (&1 VPC, & B#rHM Amazon
EFS M RE: ) AL TF Amazon Web Services XiFiE— 12 & , 2B Ro
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Customer network

Availability Zone 1

vpc subnet 1

BE = ]
_________ 100130 |

______________________________ (\b N
o oo N @I — €
i Availability Zone 2 5 4
‘ Virtual Customer
! VPC subnet 2 : irtua Amazon Direct Connect  router/firewall
! ! Private
[ Gateway
b Mount target
P =) i

10.0.2.30

_________________________

1l
Il
11
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(® Note

EREEERT , ENEHNARFTRFEEANE EFS XARERBATH. EXERRT , B
NMRAEFNEES - MEHRER A TANEREMERR P ik, EXFERT , RITEW
FERANEHEFHEITRN T AKX (AZs) EZFENXHRE , UREBESH T AL,

& O] LAE IR ARSI Amazon Web Services Ik BB H A HEiH A%, B2, Amazon
Identity and Access Management (IAM) Sx{ESEEREB AT EFE A B S WARIEFH Amazon Web
Services lKF7, MEEENKFPAE—NEERAF , HEAXLEZIEREEEHNIKS PO RIR.
BEXEZER , FSHRAFEETHA IAM Identity Cent Amazon IAM Identity Center er i 7 2 Bt
Amazon Web Services i 1 B4 R o
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BAILAEREIA VPC , LA UMERELNIKF IR BEEN VPCo X FACEL , AT AFERARIAN
VPCEBE, BR K MREZFEAEEN VPC , BRIELATER :

« Internet WX EEEREN VPC, BXEZELR , 5 Amazon VPC FAFIERE F# Internet M
Ko

« VPC BEARSE—NMHN , LU Internet SEEWATE R E X% Z Internet M,

ST BIEEK EFS BIR
HUSRE | £G0R EFS THERSNER B,
Bl EFS SH RS

1. $TFF Amazon Elastic File System # &l & , Bt 7 https://console.aws.amazon.com/efs/,
2. ERMEMHRS.

3. M VPC FRFHEFEERNEIN VPC,

4

EHRFAEATARYNNEEE. BRENSHEETRIATFN, B3 IP it MRIAREA, XL
RENERBIR. AXEZER  F2H EEEH BT

BEET—F,

WBALHNXHRE  EEBRABEUENENRIAMERERX , AEEET-F,
EFROIE RS,

MIIRFIERENHRE , AL TREAE, ET—NMNPREY , EFERIME,

© N o O

ENIN N X HREEREHBER. BN EHBENSER - XBENREH, ZRSERUELHX
BUERENERE, NREECEERBINRREMZTEE , Amazon EFS 2% VPC HERINR24H S
ZRER, MREBTERBERSRFITERE , WERBREARIAREA.

T—% , BFNEFEFNTLERMN—FAN , LAFAWBREHR AMEXH4RS (NFS) im0
(2049), EAILASERAFHM Amazon Web Services Management Console #RINEI#&H VPC HiEH E
MR EAR,

AT AMRER A NFS 1%0

1. &3 Amazon Web Services Management Console ¥ #T7F Amazon EC2 ##|& , Mt Jhttps:/
console.aws.amazon.com/ec2/,

2. EMZEZ2TH, &#FEZL4,
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3. EBRBELNNHREXRBNELE, SBELSR 1 0EER EFS RIEMNERIER T 1ZE.
AERLAFIRTHESNDRERT , EEAIRTF,

ERRE.

IEFERMAN | ARREFLLTRERAN

2

- ¥H _NFS
o R - EAuE

BNBEWENEREAMLERETMNIR, SAUAGIE-MIEN AT K IP it BE R ,
FEMNFF RS RERERE S HERERN 1P,

(® Note

BAFERMBIEAN , BARRIALEAN S VFRE HUERE, MRRFZMIAL N
W, EARM—ANHIEFNAFE NFS i A ETFF TCP i&E#E , NHESHBERREAEEN
B #Ro

T2 Z% NFS BEFim
EWP P | £ NFS BEF i,

A ARSS 28 L2 3% NFS B/ i

® Note

MRIGEBEEHPINBHIE , FFEH Amazon EFS 5 #BEIEF amazon-efs-utils M
R NFS B i, BXxLEMWEE amazon-efs-utils , 5[ “Alik : NBREHPHKRIE 3B
Do

1. THRIAHE IR H 40
2. EENFS,

MR EFE AR Red Hat Linux , AU T 5 %% NFS,

$ sudo yum -y install nfs-utils
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MREFEANE Ubuntu , BEALTHSEE NFS,

$ sudo apt-get -y install nfs-common

FSI|3 EAME s EEE Amazon EFS XHR 4
BEERE R
1. BFRAUATHSHERSCEE R,

Example

mkdir ~/efs
2. ERUAXPHERBERNATE IP #thit, S UMAH Linux EREHPNEIER, Hilk , FEH
EFXRIRMWIE  flipingX BARTAXH EC2 EHIHY IP it | KR BZERFIEAIEHI,

«  BITEEGTUERERBRN P it ER X RS,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-1P:/ ~/efs

I 23S Amazon EFS XHR S | BAl LAE AU T S FEx Bt 4704,
Mk Amazon EFS MR 4k

1. EAUATHTREXEANEQIENHE =

$ cd ~/efs

2. RIBEFERHFMZFERNMENERNEN EC2 XHIAF, BTX , AU THSSMEIZH
B %o

$ sudo mkdir getting-started
$ sudo chown ec2-user getting-started
$ cd getting-started
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3. HEANUT@®HOE - IR,

$ touch test-file.txt

4. FEAUTHTIHBERAR.

$ 1s -al

X, IR X

-Tw-Irw-r-- 1 username username @ Nov 15 15:32 test-file.txt

/A Warning
FHEAFEBNHRENEA _netdev &3, EATHEEMEZXHRS, MR_netdeviR
X, BH EC2RBI 2 F It AN, HAZERERN , FEREITEXMEIEMEFIHL
MEXHRG. BXEZSFER , 20 BaESKK , A EZHREREA,

TR 4 FEBRBREHRPEH Amazon IKF

ERANESGE  HENMRETBRRZXLES , NNHTOT SRR TR HA R 1EH) Amazon
K o

EERIR R EH Amazon Web Services T 2

1. ERALT oS EE Amazon EFS X4 %5k,

$ sudo umount ~/efs

15 18) https://console.aws.amazon.com/efs/ , $TF Amazon EFS 24| &.
ERENXHRG SR P MBRE Amazon EFS XH#HRE,
N FIRE | EEBBRXHF RS,

FEXR AR HREIEES , BAEZMBRE Amazon EFS MHREMXHRS ID , REIEFEH
BRI R S8,

$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/,
7. ESMERT  ERTL4E,

o K~ @b

o

SR 4 BFERFEHRFEHN Amazon K~ 112
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8. EREBHXAREGREFRIMNT AN L EHB B,

/A Warning
TEMBREN VPC HWERINZS4A,

9. NT&RME , FERRBEAWLAN,
10. EFREFMPVAWEHANREN X , RFIEEERF.

Ak I0ER%E S P B BREE
EXEm P EIERITNE |, B6EH Amazon EFS HEHEBBEFNKE NFS EF %, amazon-efs-utils

amazon-efs-utils @R —/NFFR Amazon EFS TE£, % amazon-efs-utiis&E &M iEHBFN T
B AU ERWMINZRE 4 Amazon EFS IR, BXEBRHEENEZELR | HS %% Amazon
EFS &/ i%, R4S TMNEETE GitHub , £ LB B4 S/ 176 ERIKEL

E amazon-efs-utils M\ F 31T =& GitHub
1. HRIAEFIHNL iR,

2. "R  FAUTH$SE amazon-efs-utils T E =& GitHub R E 4,

git clone https://github.com/aws/efs-utils

REREHRAE , ETUFRETRET . BRERUFRSRCEN , BEBRT FBE S
Linux K1ThR. XU TRITIR :

* Amazon Linux 2

» Amazon Linux

» Red Hat Enterprise Linux ( #1747~ & , 21 CentOS ) 7 ME R4

« Ubuntu 16.04 LTS FE#H A4

amazon-efs-utilsfEN RPM S-S # THIZM L%

1. EENEFELITARE , AESMEIZERE amazon-efs-utilsE 43 GitHub B .
2. FERAUTHSWEZHHS,
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make rpm

(® Note
MR REZ L rpm-builder R , BEAUTH IR ITRE,

sudo yum -y install rpm-build

3. HRANTHTRE RHE.

sudo yum -y install build/amazon-efs-utils*rpm

amazon-efs-utilsfEN deb B ITHENLE

1. EENEFELITARE , AESMEEZERE amazon-efs-utilsE 43 GitHub B .
2. FRUTHSHEZEHS,

./build-deb.sh

3. ERAUTHTERE R4,

sudo apt-get install build/amazon-efs-utils*deb

2R BEafE , BlE amazon-efs-utils I £ with Amazon Direct Connect 2 VPN #{£H., Amazon
Web Services Xi5

BLi& amazon-efs-utils N £ &K Amazon Web Services XiF;

1. FERAPTENIARERRFTIT /etc/amazon/efs/efs-utils.conf LAHITHREE,
2. & “dns_name_format = {fs_id}.efs.{region}.amazonaws.com” 1T,
3. ERAZH Amazon XM ID B {region} , #lf0 , us-west-2,

BEEXRMEF R EER EFS XHRE |, BEAEELRM Linux BRm LT KiK., BEERRES  BEEMF
AMX#HRES ID, HP—NEFBEHRMW IP ik | AR XHRSEH Amazon Web Services Xig, IR&E
ANBREVNETSNMNEFHER , WTHEFRE AT —IT,

ik ;- INERAE T R R EE 114
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EERZERN , BUUER=ASRERHRS

IEERE R
1. EAUATHTHERKUEEFR,

Example

mkdir ~/efs

2. BRETAXPHERBRNAE IP ik, SRBMNEM Linux BEFwFPNEBIER, At , HEA
ETHRRNTE , flalpingX RABATAHXA EC2 SKAIM IP ik | KR EHERE KK KH,

B3 /etc/hosts

«  EZXM /etc/hosts XHERRM—NEBIXMHRE ID MESREFR IP #utiIFE |, BXNOTAR
o

mount-target-IP-Address file-system-ID.efs.region.amazonaws.com
Example

192.0.2.0 fs-12345678.efs.us-west-2.amazonaws.com

tlEER A
1. FERUTHTHERRIER R,

Example

mkdir ~/efs
2. 1E1T mount AR S AERXH R A,

Example

sudo mount -t efs fs-12345678 ~/efs

MREFAERPOBEME , mount B HELUTUTAR,
Ak AL R R B 115
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Example

sudo mount -t efs -o tls fs-12345678 ~/efs

HE  EERBHETE VPC XA RS

EAXRHER |, BFRE— EC2 RHIREHMNTHEMELFE = (VPC) F10 EFS XH RS, BT LA
5/ EFS EHHBEFRITZIRE, EHHBEFRE amazon-efs-utils TEEWN—Z5. BxX
amazon-efs-utils WEZEER , TS L% Amazon EFS &/ i,

MIER VPC XN EE#ES VPC ZHMXEERT iR VPC fl EFS XH4REM VPC, ZHEFER VPC
N FEESE MR ITIEER VPCs , — VPC ) EC2 ZBIRT AT E 5 —4 VPC Y EFS X
R4, BIE VPCs EfIE TARMIKS .

® Note
A X 1FE Amazon EFS 5E T Microsoft Windows W& FiwsE & EH.

FH

. EREMH

- SR1 . BEEHERNITAXID

- P2 WEEIKEBIR IP Hbik

- SR3: NERBFAMENEKE

« SR 4 £/ EFS ERFBHEFEBRENHRS

- SBR5 . BERBEHRFEH Amazon Web Services Ik

FRFAF
ERRAHE , BATARATRE

s EFERAMSEZE , Zamazon-efs-utilsATE B &R %EHE EC2 24l L, HXZ% amazon-efs-
utils WiREA |, BS R Z % Amazon EFS & F i,

s FHIERZ— :

HiE  BEEKBEHT VPC WXHRE 116



Amazon Elastic File System ArfEm

- EFS XHRAFTEM VPC F EC2 EAIFTIEM VPC 2B VPC N&EiERE, VPC WEEER
M VPCsE Z B M EEE, XXM EEFETEBERATE Internet MR 4 (IPv4)
Internet M AR 6 (IPv6) it EEMIZ BB BERE. BUUFER VPC W& EHiE VPCs ERE—1
Amazon Web Services [X13 # & 2 [8] Amazon Web Services X 1TiEiE, BXEZEE ,
BZH (Amazon VPC X EiE#EER) FHOEHES VPC NFEE,

- E$E EFS XHREAFFEM VPC # EC2 EHIFFTER VPC HIERMK, EMMx2E— MM EHRE
R4, AT RENME VPCs MAMEZEIE, BXEZELR |, i55H (Amazon VPC Transit
Gateway 18R HHIFFIAMEFH P EEM K,

S| BEERBIANTARX D

NBRNHERENSATRAYE  BNBUEBLEAS NFS ERRALTE —ATARXH EC2 HEHER IP
ik, MREBEFHEMIKS P EFS XHRE , HHR NFS B mM EFS EH B R THEER A A
X IDH. WERER , BATHREMREKS 2B ATRSBAARE.

WE EC2 EAIMATAKX ID

1. Connect EZEZEH EC2 3Lfl, BXEZEE , S5 Amazon EC2 AP R $H Connect ZI
1) EC2 3241,

2. f#M describe-availability-zones CLI iR #E EC2 EHIFFEEM AT AKX ID , M1 FFFRo

[ec2-user@ip-10.0.0.1] $ aws ec2 describe-availability-zones --zone-name

{
"AvailabilityZones": [
{
"State": "available",
"ZoneName": "us-east-2b",
"Messages": [],
"Zoneld": "use2-az2",
"RegionName": "us-east-2"
}
]
}

AIAKX ID 1£ Zoneld B use2-az2 iR E

SH1 . BEEZKERNTAXID 117


https://docs.amazonaws.cn/vpc/latest/peering/create-vpc-peering-connection.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
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S 2 BEESE P it

MAELBCLAE EC2 RGN TAX ID , IEAURRNVTFHETAKX ID REyES B IR IP i,
ER—TTAKX ID FHEEEZ B¥r IP itk

«  RUTFFIR, A describe-mount-targets CLI 8% 7E use2-az2 AKX ID AR RXH R
S B AR IP ik,

$ aws efs describe-mount-targets --file-system-id file_system id

{
"MountTargets": [

"OwnerId": "111122223333",
"MountTargetId": "fsmt-11223344",

=====> "AvailabilityZoneId": "use2-az2",
"NetworkInterfaceId": "eni-048c09a306023eecec",
"AvailabilityZoneName": "us-east-2b",
"FileSystemId": "fs-01234567",
"LifeCycleState": "available",
"SubnetId": "subnet-06eb0@da37ee82a64f",
"OwnerId": "958322738406",

=====> "IpAddress": "10.0.2.153"

"OwnerId": "111122223333",

"MountTargetId": "fsmt-667788aa",
"AvailabilityZoneId": "use2-az3",
"NetworkInterfaceId": "eni-0Qedb579d21ed39261",
"AvailabilityZoneName": "us-east-2c",
"FileSystemId": "fs-01234567",
"LifeCycleState": "available",

"SubnetId": "subnet-@ee85556822c441af",
"OwnerId": "958322738406",

"IpAddress": "10.0.3.107"

use2-az2 ATAKX ID YR HFRHY IP kR 10.0.2.153,
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SR 3 AEHBIRRMENSRKE

I |, &AL EC2 3Efl/etc/hostsBINHHGIE—NRE |, FERBR IP MR B EFS X4
REMENAE,

NERBIRRINENSFE

1. # EC2 3kfl/etc/hostsBIXHHRIM—ITRRER B IP #ehito %5 B EM mount -
target-IP-Address file-system-ID.efs.region.amazonaws.com &=, AL T &
& TR MBI LR,

echo "10.0.2.153 fs-01234567.efs.cn-northwest-1.amazonaws.com.cn" | sudo tee -a /
etc/hosts

2. TR EC2 RHIMEH B VPC Z2HEBAFREZEEH N EFS XHREHWHAN, BXEZ
E8 , 5SS X Amazon EC2 SEHIFMiELH BEbrfER VPC 224,

SR 4 £ EFS EHFEHEFERENXHRE

EEHEFS MHRE AT EC2 R LAIBEFHBE R, AiF, £/A EFS &£88F , Ao l@Ed
Amazon Identity and Access Management (IAM) X5 EFS #ARBER XGRS, BXEZER,
FSREER IAM 25 X HRGEHIE R MEA Amazon EFS AR T,

tlEER A

« HEAUATHTERATERXARENE F.

$ sudo mkdir /mnt/efs/

ER IAM RBUER XM RS
- FEAUTEHT, BX IAM BRERNXHRS.

$ sudo mount -t efs -o tls,iam file-system-id /mnt/efs/

£/ EFS ThR QUER X RS
EAUTESS , B EFS R fREHXHRL,

ST|3 . REFEHRARMENEKE 119
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$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-id /mnt/efs/

MEHER EFS XHRSE , B LER T REN H# 7.
M EFS X REeERE
1. EANUATHTHEZERNEENHE =

$ cd ~/mnt/efs

2. PIEFEFRAMZFEZOMANERNEN EC2RPAIAF, #TkR , EAUT T SMEZH
B %o

$ sudo mkdir getting-started
$ sudo chown ec2-user getting-started
$ cd getting-started

3. HERANTHTaIE-—INAXH.

$ touch test-file.txt

4. FEAUTHTIHBERAR.

$ 1s -al

X, IR X

-rw-rw-r-- 1 username username @ Nov 15 15:32 test-file.txt

BT LAE /etc/fstab XHHFRNMEZEUBFIERXHRSE. BXEZELR | HSH £IH EC2
Linux =6l £ /5 A B3 EE#H .

/A Warning
BHEEDEHEXHERERER _netdev &1 , EATEEMNEXHRSE, IR _netdevih
%, 8K EC2RpITEELFEIEMEN, HIZERRRAN , EERITEXFIZHENEEDNHBIL
MEXHRGE, BXEZER , BESE BaEHEAN , HEEFEE M,

HPR 4 £/ EFS HEHBPREFERENTHERE 120



Amazon Elastic File System ArfEm

S5 BERRHARFEH Amazon Web Services ik

SERAHMER , BRTUTSRVEERRHARFERN Amazon Web Services IKF
EERIR R EH Amazon Web Services T 2

1. EANTHTEHE EFS XHRS,

$ sudo umount ~/efs

$TFF Amazon Elastic File System #2#|#& , Pk} https://console.aws.amazon.com/efs/,
ERENMNXHREFIRTPHBRE EFS XHRS.

XNFERE | EERBR RS,

EXRAMBRHEREXTFRES , BAZMERN EFS XHEREHXH RS ID , RISEEMBRHR

5o

$TFF Amazon EC2 #2#|& , it R https://console.aws.amazon.com/ec2/.
7. ESMBERR, ERZLYH,

8. EFEBEHINAHBEMEFRMT AN L LEHN B

o bk~ w0 DN

o

/A Warning
TERBREH VPC HERIAZ £ A,

9. XTF#EE, BFEFRREAUAN,

10. EBRERMHBAUEANKEN X, REEEREKT.

FR IR 0]

BHLETXH KB BEXHE EFS XHRGEREBHER,
£ Windows 4| EER XM R KKK

FEE Windows EHIE Sk EC2 Sl EER ARG XM,
EXENEBRE

E 7 Amazon EFS 5 Windows EC2 SEHIEEFER , RAXFAZ X,

SR 5 FEERRHRPIEHN Amazon Web Services K~ 121


https://console.amazonaws.cn/efs/
https://console.amazonaws.cn/ec2/
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AR %5 R TR 42 15 [A]
XHRGHEHBEAW , AR RUTHE :

/efs mount.nfs4: access denied by server while mounting 127.0.0.1:/

WRIEH NFS B KBEBXARENNR |, N AIsES I R,
ERERRE

MREZHER IAM EZXHRSE , FRREEEEGSPHEAT -0 iam &M, X&EH1F EFS #E
BN BV A58 48 EFS B iR, MBLBMREEHENE , BREEW NGRS RBN S
BERE , LBREEERATENIEREN DENY 74 , #BEELE—NERATIEEN ALLOW 748, &
XEZER , BSHAEH IAM BHEIXAREHEL R M2 RERE,

BRI ERKRM , FEXFRE W

WMREXRGI LB ERXHRS , HERFH _netdev 1&T , M AL HIMZEBE, WR_netdeviik
X, 18 EC2 AW RS F LM, HAZERRRN , FEEUTEXFIBIEMEZFHHILRE L
HRE%,

ERERRE

MR EHI LR |, FER Supp Amazon ort,

£ /etc/fstab FIEE Z > Amazon EFS X4 F& 4 kW

MREHIERAR systemd FIBILRRIE /etc/fstab FEEFHANAHEZ Amazon EFS %8 , BT
RS EESRAEPNIHs» B2 ERE, EXFERT , dnesg EERELUTFUTAHABRHN—1TRS
7o

NFS: nfs4_discover_server_trunking unhandled error -512. Exiting with error EIO

EXMAVERE

EXHERT , BIATEIWIEE /etc/systemd/system/mount-nfs-sequentially.service
ROIZEHTH systemd BRF X, XHEFRITENRBERTERFHIES MRS , E2FEH Amazon
EFS ERHERFHITHSR.

s MREFHEF KRS , MiZExecStartm A MIBRIME X4 RS (NFS4), EXHFHIELL
TR :

RS ERIEL (A 122
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[Unit]
Description=Workaround for mounting NFS file systems sequentially at boot time
After=remote-fs.target

[Service]

Type=oneshot
ExecStart=/bin/mount -avt nfs4
RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

- MREEHIR Amazon EFS EHHBIERF , MiZExecStartim T4t m EFS , MA_RERA®E
MEZRSE (TLS)e NFS4 TR XHFITEUTRE :

[Unit]

Description=Workaround for mounting NFS file systems sequentially at boot time
After=remote-fs.target

[Service]

Type=oneshot

ExecStart=/bin/mount -avt efs

RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

PR HE  BTATH GRS

1. sudo systemctl daemon-reload

2. sudo systemctl enable mount-nfs-sequentially.service

REERB M Amazon EC2 R4, FMEREEHRXHRE , BEE—¥ N,
EHamtEAM , HERGIRN fs XEHRER
EEDTEAN , AR RN THEIREE

mount: wrong fs type, bad option, bad superblock on 10.1.25.30:/,

EHGTAN , FEREIRMN fs KEHIRHEE 123
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missing codepage or helper program, or other error (for several filesystems
(e.g. nfs, cifs) you might need a /sbin/mount.<type> helper program)
In some cases useful info is found in syslog - try dmesg | tail or so.

EREHRE

MRWEBZHEE , BL%E nfs-utils ( = Ubuntu LB nfs-common ) B2, BXEZELE |, HS
51 L% NFS & iR,

EHMTAM , AR RTERNESERIHEIREE

EHGTAN , AERMTHERER,

mount.nfs: an incorrect mount option was specified

ERERRE

EE4E R E BIR AT R KA YRAY Linux RATIRAZISEME X RERA 4.0 M 4.1 (NFSv4), BEHWINRE
BTFxMER , BAETHU TR

$ grep CONFIG_NFS_V4_1 /boot/config*

MBRIRME FiRdyS# CONFIG_NFS V4 1 is not set , MFRREH Linux RITHRF X
NFSv4 .1, HxX# NFSv4 .1 NI D% # 4T E = (AmazonAMIs) NI L RS ( EC2) 5K |
BESFEINFS %5,

EREARERANR
ERBARRTERN  ERHHEK , HETRUTHRHEE :

mount.nfs4: mounting access_point failed, reason given by server: No such file or
directory

EXMAVERE

IR ERTIEERN EFS BETFE. BRERKEAIREZNAERMNNR, EFS FERALE
EHEBRER. BREZER , 55 £/ Amazon EFS AR T,

MRAREEEMRE ZAERMRR , FERBEFREFFE , EFS A2 0IBRE F. REXPER
B, EREARERNHRENEMZIAER KM

ERHTAY , HERTEBNESEICHERELS 124
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HEOBNHRERNHREER RN

ELIZE B RS (DNS ) iDZRHNERBRE , AsERFE IR 90 ¥ HVatE = sEEE A Amazon Web
Services XigH1£1%,

ERERIRE

MRELURBEF N BB RESXH RS ( HlafERA Amazon CloudFormation 4R ) |, FATEUESZI
L% M,

XERGERER , AEKRN , FRRBHHEIR
YHRGEESTER-FoH  REELK , FETBHER, TANRBERT —RHl.

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-ip:/ mnt

[2+ minute wait here]
mount.nfs: Connection timed out

$A

EXMAERE

Z AL 4RIR |, WTRERE A Amazon EC2 SEHIEH B2 2 ABRERER, BREZRBERZE
HEFAMEC2 Z2AEBIT NFS FRINAWMN, BXESER , BSH SIEZ S 4,

BRITEFISEMNESEMR IP it REEM. NREEMN IP it FRIEH  HEEZ IP it p&EFE
MEMRNBLIELES | NTELIBRZEE,

£/ NFS X DNS B ER RS RW

ZiAFEH NFS B ( AFH amazon-efs-utils /0w ) BE XHREMN DNS BHEHRIH R
SGERM , MR RBIFTR

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport file-

system-id.efs.aws-region.amazonaws.com:/ mnt

mount.nfs: Failed to resolve server file-system-id.efs.aws-region.amazonaws.com:
Name or service not known.
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EXRMAERE

BFRELN VPC BE. MREABEN VPC , FHAREEA DNS RE. BXEZEER , 5
{Amazon VPC FIFF#ER) H# VPC #J DNS B, o , XHAREMER B 5 DNS BRETTEM
CA1FEN VPC S ER# TR

BBMEHITUATRAE , RIFFEETE mount BT HERA XA REH DNS BMREH M4 RE

« H{RTE Amazon EC2 EHIFFEH A A X A E —/> Amazon EFS ¥ B #7.

- RTEES Amazon EC2 R4IEEH VPC A —NEH B s, BN , FREXM{Z FE Mt VPC H 8 EFS
E#H BirEH DNS BT, BXEZEE |, 55HE MEM Amazon Web Services Ik = VPC
&, EFS XHRE,

s ERENFEATLDZRMN DNS RS S VPC RIEZEEMNIT S EC2 3£6l, BXREZE
B, BZH (Amazon VPC AIF#ER) HH Amazon VPC F#) DHCP &I &,

. BREEMNT D% EC2 SEHA Amazon VPC EEH DNS FHl&. EXEZELR , T35

{Amazon VPC A Figr) H & VPC F# DNS &%,

NHRGESHEW | HEREIRNfs RN K
Amazon EFS X R &EH REMEEHIY ( TCP ) EfEZEEH AN , HREHEIR "nfs:

server_name still not responding".
EXEHERE

BEEH noresvport HEFREM , LRREEHEIMEERER , NFS B IR ERHN TCP Ris
O, XHMETHRENERESHEEGTEIME A M,

EH B REwBARAET

EE B REn BAHERE EEESERERBRRES.
ERERRE

Eid CreateMountTarget & DeleteMountTarget M.
ERAREWFAPRSE REIR
EHEREREARRSERAER,

EXRIRE

MHRGEHEY , FHERER s RIWA 126
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MEELFEE (VPC ) WIEEXMEEHNZR , Amazon EFS 2R X4 REER BRI B L E/
HE RS (DNS ) id3Fk. Amazon EFS TEEEFHENREERXNAIEHICRK, MREEELFER
MR efs.<region>.amazonaws.com DNSSEEMEEX , FELMMN VPC HA|BREX., &
X VPC I DNS FEEUHEZEE , BSHEN VPC B DNS B,

ERERIE | HM VPC FHIERHZRI efs. <region>.amazonaws.com 4l , RAEEFHIEER
Bir. BXMBREZEMNESER , FSHEEERE K.

&AM
Amazon EFS EHERRK&EMM., Hlin , 1s EoaiEiR,
EXERRE

WRE—IRRAEFEERAKERBEBEANXHRS , WA EIZER. EXBRFETHKE , TE2E
N EERBEANXHNTER, —#KER SR GREEREANXHNEARSHAAREFEIAEE
SERNERRE, a0, 1s T ARESEHREERBEANXARERE, HNZERERN , &
Linux RITARTE 1s e TR EABA , MERRXHEBEMEARIIEH B FAR,

ERRZAE , FRIES - MNARFREEENXHEA Amazon EFS #8 , HRIEERELAT
Uninterruptible sleep (D) RA , M THEHMN RAIFR

$ ps aux | grep large_io.py
root 33253 0.5 0.0 126652 5020 pts/3 D+ 18:22 0:00 python large_io.py /efs/large_file

AEeRIIEBEXMERcE , EUNBETEFEME ARFTHREET K —HE BRI ERERF]
B, & 1s m™PIP | BALIEEMER /bin/ls 8% , MAREAD B . XFEMAIUSSEHTHS , M
T2EBANNHLER, 8%  MREABRBENNRAEF TERSERBSIMTHRIER ( 7R
fsync(2) ) , SFBAREHTREXHRENEMEARFNENED. B2 , ENABRFEARK
et XA E ATRE M AR,

EENE P imr s

H##HF Amazon EFS XH RGN E M IHBR2EA T SRR MM ERR, NFS B/ iR S EE LI
R EERE , NTIRARELERDFIITHTEREN AR FHEMTAMNEE, EXSHIER
T, BEFGRSE/IRHRNEAN A XEREEE.

82 , |BAR Linux %% ( lRAS v5.4 RERRA ) FEEM NFS BEFRFmERHFEE—F1THR , Z1THES
B NFS B IR EZNEIRER— TCP Rig O LEFMERE., WITHFAFE TCPRFC ER |, #H
AL X EREFIRPRIREHFEISH EFS IRSS ( EAHIF R EFS XHRE ) MNiERE,

EROR AN L 127
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BRI EE |, BAVEZUEWEER Amazon EFS HEHFBIIEFRER EFS XHR%, EFS HHH
B2 fE RSt XY Amazon EFS XHRSEML THERIRE, BX EFS EFRMERBHREFNESRE

B, BZH %% Amazon EFS & i,

MBETCEER EFS BRBMBRF | RIVENEWEFEA noresvport NFS EHAET , T4l
R NFS B BEARY TCP R 0 EHRIEE  UBEENLNE, SXF2EL , H2H #E
t NFS ERiEE.

X TR XA RSN BRERE S AR EIR

HXNFEFN NG REMITHWIRMEIRE bad file handle £ix.

SR Amazon EC2 EHIERIEE IP b iEER — N XHREM—NEHER , RAERBRZXGRSEH
EH BN, NaekEliEiR, NMREERABRMIES B AR IP it 612 50 344 R 5 MIER B PRUE#EE
FiZ Amazon EC2 £ , N aJgE< Itk [A) &,

ERERIRE

BRI LUBE BB HRE , AJBTE Ama EC2 zon LA L B ER XA RENRERILHIR, BXREHE
By Amazon EFS X#HREMEZER , TSREB MRS

HEXHFRERR
MRIARGEN , WEEFELBR,
BRI

ST BB A R 5 SRR R B

- FRAEREE umount -l , EREETRNNHGRENIHREEREMFIBER , RAREXHR
SRBICERR EEEN X4 REMFTE S| A,

- EHMAERNBARERZR , AEHEXZRINIT umount H.

« {#8 umount -f S SRR IR

/A Warning

58 i EN BORF & R M BT XA RERITIE A BTERIHEARE. BXREALETNES
SENES , BERHFEFMRA.

RN M RGN BRERE R AR HIR 128


https://man7.org/linux/man-pages/man8/umount.8.html
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SEIEE AFEH Amazon EFS

& T LAE A Amazon DataSync %1 Amazon Transfer Family $F8k#E4& A 4% H#&H Amazon EFS X
#HR4. Amazon DataSync R —MELBIFEERHRS , AAMUEMNZXHRSE (NFS), BRFHJ|HEHER
(SMB) X #-fR52R. BREENNREMZBIURERESFZREHEBIE. Amazon Hx DataSync &
Amazon EFS B &AM EZELR , SR Amazon DataSync f &5z,

Amazon Transfer Family  —H 5 £ EH Amazon RE , £ ERACET Z 2 X 4EHETHY
(SFTP)., X#tEHthil (FTP) METFREEEFRE (FTPS) M FTP MY , 30 4-& A f4% H Amazon
EFS X#H RS, A Transfer Family , &7 LUl & EK R 417 ) 246 £ Amazon EFS X# %R
SHHNNR , ATBE A, ®HEE. AREBNMERSNARFERM, B<W Transfer
Family 5 Amazon EFS £ &AM EZER , i5ZHAmazon Transfer Family A & #EE.

E&
« Amazon DataSync B T EiE
« Amazon Transfer Family FB & iz

Amazon DataSync F T & ki

Amazon DataSync 2 —MELKEEL MRS , IFEL. BaLMMEREFE RS 2B AR FERS
ZENBEBHFE S, Amazon DataSync AIAATEMEZ X4 RS (NFS), ARSERE B3R (SMB) X4+
e, BEREEMNXIRFM. Amazon S3 F# . A Amazon Snowball Edge mazon EFS X# R4t
FSx A Windows 3BS85 3 M4 R & 2 A1 & S BHE.

BE A LAE A DataSync ER/N EFS M REZEEH XY , BRERTRAXGREFHNXERENTE

Amazon Web Services X1Zi#J EF Amazon Web Services Ik S fiEM X R %, £ DataSync %
EFS XHRGEZHEFHKE , BAUBTIUEETZE , A2 TEAREHENSE , B3

SHIUEIBFERF FMRE

BXEZER , H5H FikER Amazon EFS # Amazon DataSync i FF#ER.

Amazon Transfer Family B T 1% & i@

Amazon Transfer Family 2 —HE 2 EM Amazon RS , B0 LUEE A ©EE LU SO St & AR
f£ HH Amazon EFS X R4 -

£ Amazon DataSync 129


https://docs.amazonaws.cn/datasync/latest/userguide/what-is-datasync.html
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« Secure Shell ( SSH ) X#£#itHil ( SFTP ) ( Amazon Transfer for SFTP )
o BENHERML (FTPS ) ( Amazon Transfer for FTPS )
o XHERTML ( FTP ) ( Amazon Transfer for FTP )

f£H Transfer Family , A Z £t FE =7 ( HlNENEHEE, SENFERER, ) BEXEF
WM ELIKERAAMNEHEEHN XY , MEETEETMEMEN, i, BIEXTUER
SFTP, FTPS # FTP &/ imM Windows, macOS H Linux SMERW G R IEM EFS XHRE%, XB
BT SHEN T EMT BE NFS BEFHMNIZEASZI , BESANREHRHNAR,

£/ Transfer Family £ Amazon EFS X4 RGP EMBENZESASHMEFREAENZER X
HE., BXEZER , BZHREHEEX MAmazon EFS R,

ETHEZEE Amazon Transfer Family , i§ZAmazon Transfer Family A F {5/,

® Note

St F AR A 2021 £ 1 B 6 H 2R 8IZ# Amazon EF Amazon Web Services Ik S 44
RENARTFAFTIFRIMER |, NERIAER T 2Z A Transfer Family 5 Amazon EFS Bt & &
A, BEREMEA Transfer Family 5 RIS X4 RS |, i5BcHR Amazon Web Services X

F
« Amazon Transfer Family 5 Amazon EFS — 2 {# A i &R &4
« A Amazon Transfer FamilyBiti& EFS X#H R %

Amazon Transfer Family & Amazon EFS — 2B LR FH

ZFE A Transfer Family 7[RI Amazon EFS XH RS H , BB B X TUH R AT &4

« Transfer Family %588 f&H Amazon EFS X4 R4 T & — Amazon Web Services XiEH,

- IAM KEEELE N TG R Transfer Family fEFAEY IAM A, BXEZEL , 2 (Amazon
Transfer Family AF{E®E) FHCIE IAM A& E,

o (H[iE ) IR Transfer Family fRGS[IAE MK FIE , BB AEKS FE.

« BREVXHARERBETIATLBHR, BXRESEL , F5H FEX EFS ARG LN HEH
R,

Amazon Transfer Family & Amazon EFS —#2{# f K 5o R &4 130


https://docs.amazonaws.cn/transfer/latest/userguide/what-is-aws-transfer-family.html
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s BRXHRERBLUBABK,FR, EXEZEER , BS W BE& Transfer Family BV EIK 17
.

79 Amazon Transfer FamilyBit & EFS X4 R 45

Bt Amazon EFS X RS LAEA Transfer Family EEHITUT IR :

« F15 : FREDELA Transfer Family A8 POSIX IDs &K,

- 2% . £ IDs P EL4 Transfer Family AP #Y POSIX , #84R Transfer Family F /= 8] Ui [R] 324
REWE %,

- B34 BE IAM LLAFIFR Transfer Family K 1AM A&,

A Transfer Family Fi P iR E X4 B FZAPR

¥R Transfer Family A 7P aILATG RIEH EFS XHRELWAEXHME F., F£HAS B4 Transfer
Family AP # POSIX 5llZ&k7 B % IDs ZBFRINXR. EILRHIF , AF#E EFS BERATRIE—1 &
A transferFam B R, BELNFERER , QIBEREWEN. WRFE , B LE EFS XHXR
SEEBREEMAVE,

A Transfer Family B9 POSIX F P 2Bt 3 4 F1 B AR

1. EEIENL D EC2 £Hl, Amazon EFS XEIFEBE I E T Linux BISEH] EC2 #1THH .,

2. MR EFS XHRFAEMALTEE EC2 Rl L, BHHER, BEXEZER , BSH EH EFS X

3. MATFRBIMEE EFS XHRELOEB R , IRFHEHAEHRN Transfer Family AFH POSIX 4 ID
FEARRBIFHR 1101,

a. FRAUTHSOEBE R efs/transferFam, SEFrLE | BAIUEMRMEXHRE LFEHEHM
g,

[ec2-user@ip-192-0-2-0 ~]1$% 1s

efs efs-mount-point efs-mount-point2
[ec2-user@ip-192-0-2-0 ~1$% 1s efs
[ec2-user@ip-192-0-2-0 ~]1$% sudo mkdir efs/transfexFam
[ec2-user@ip-192-0-2-0 ~1$ 1s -1 efs

total 0

drwxr-xr-x 2 root root 6 Jan 6 15:58 transferFam
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b. FRAUT®HSH efs/transferFam AER AN B ELL Transfer Family A # POSIX GID,

[ec2-user@ip-192-0-2-0 ~]1$ sudo chown :1101 efs/transferxrFam/

C. Eﬁi}\EE&o

[ec2-user@ip-192-0-2-0 ~1$ 1s -1 efs
total 0
drwxr-xr-x 2 root 1101 6 Jan 6 15:58 transferFam

B RXt Transfer Family SR IAM A &858

£ Transfer Family 7 , A/ LB 2E T REH IAM FBEM IAM &€, BTEXHAFY EFS XHH
SHFRINR, BXEZEL |, 28 (Amazon Transfer Family A EE) FHEIE IAM BEFE
B, BATERA IAM B3 RGN XM R KME @ 1% Transfer Family IAM B &% FXH &M EFS XHR
SRy T3 R A BR o

LTREF IAM A EFS-role-for-transfer ClientMount ( 3EHY ) Al ClientWrite iH[RIHX
BREY X R G KB RO,

{
"Version": "2012-10-17",
"Id": "efs-policy-wizard-8698b356-4212-4d30-901e-ad2030b57762",
"Statement": [
{
"Sid": "Grant-transfer-role-access",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/EFS-role-for-transfer"
.
"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"
]
}
]
}

EXVEBNHREFRNEZEE B ENHREER, BXxERETEHH IAM REEEX
EFS B#RMIFRINEZEL |, 5 H®Amazon EFS ETF B QI FERE,

3 Amazon Transfer FamilyEti& EFS X#H R 5 132


https://docs.amazonaws.cn/transfer/latest/userguide/requirements-roles.html
https://docs.amazonaws.cn/transfer/latest/userguide/requirements-roles.html

Amazon Elastic File System ArfEm

BLi& Transfer Family B9 ¥ 0K F~ 12 HY

MR F 15 E B0 SRS Transfer Family BRE258 T E MRS 88 Amazon Web Services IKF° |
M AR FiZbk PR R SN XHRENNR, b, EBHXHRERTHEELARIELFTN, BxMEIEX
XHRENLNEBHENEZER , BSRRBX EFS MRS H 15 R,

A UEXHFRERBEPRE TN XHEREHTE Amazon Web Services Ik 5 EIfX PR, £ Amazon
EFS #4lA8% , FRAMHRARKEESRN “RIFMANR" 20 KI5 ELR T I XA RS 75 B XR
Amazon Web Services IKF Fg 5, EXBERFEENHRERBENESZER , BSRCIENXHRS
R,

A AE K ID SIKS Amazon OBEH (ARN ) RIS, HXTSES ARNs , 5 1AM
F = 4575 ARNSHEY 1AM,

UTR—NMNELFAXHRERERS , HERBRFIXEREHNEKFFZENERE. B8 THENE
B .

1. 8—/FEB NFS-client-read-write-via-fsmt AEAXHREESE BRIFRIXERSEHN
NFS BEFimIRFiEE., BEAMBNER,

2. BZRIBANIRFX Amazon Web Services Ik~ 111122223333 WIRENR , ZKFHE
Transfer Family fR$5588 , EEEEMIK/ R iFRIL EFS X#H R4, Grant-cross-account-
access

"Statement": [
{

"Sid": "NFS-client-read-write-via-fsmt",

"Effect": "Allow",

"Principal": {

"AWS™ . MM

.

"Action": [
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

1,

"Condition": {

"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

}
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RAriEmE

iy
{

LUTXHREREARNT —%F8 |, #FX Transfer Family fEAH IAM A& &K 75 E R

}

"Sid": "Grant-cross-account-access",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

"Statement": [

{

"Sid": "NFS-client-read-write-via-fsmt",
"Effect": "Allow",
"Principal": {

"AWS'": MM

},

"Action": [
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

1,

"Condition": {

"Bool": {
"elasticfilesystem:AccessedViaMountTarget":
}
}
"Sid": "Grant-cross-account-access",

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
},

"true"
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"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]
},
{

"Sid": "Grant-transfer-role-access",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/EFS-role-for-transfer"

},

"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]

}
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EIE EFS XH RS

XU REEBETSORECAEZEREENARENMETHRYE, EXEFHERN, ENHEGE
HiZRRE, BEEEMZUREAEEREXHRERA Amazon Budgets.

WA LAERRITIXE X HREEEES Amazon Web Services Management Console , t 7] LA
Amazon Command Line Interface (Amazon CLI) 3 API SURREA X NITIXLEXHRAETEES , M
T &R,

=

x
- EEEHER

BEXHRGEUHE

- B EFS XM RGN FHEEmERRE

- EEX BN XHEREFE

- EAEE EFS MRS A Amazon Budgets
- TRYXHRGRE

mg  |mR

i}

EEEH AR

& T LAME N X R BIERVES B A5 Amazon EC2 RERIAE = (VPC) Ry E A Amazon i+ &L
fl LESEXHRS. EBENARENEAHREREEE X4 REWER B iR,

B2 Amazon EFS X#R&G2/E , AIUBIEBER Bir. X TEAXEMEFMERN Amazon EFS XH#R
4t , AILA7E Amazon Web Services KB ENMNTAXFRIBER BF. N TEXXHRSE , RgEE
XHRGHEBNTAXFEIBENESHBir,. A5, BTN XHREESRITESS L 8F LI
EC2, Amazon ECS #1 Amazon Lambda B E#FAE = (VPC).

TERERT —MXEMEXHRSE , F8% VPC PNAAEATRAXHEIZER BIR. ZARERTESR
B VPC FRAEH =4 EC2 KHI15 R EFS XM RE, ZREERTENTARPH—MERER
(FEZEEBNTRXPHFFE)

BMNTHXARYEZE-— M ERER. IRTHXESZNTN , MIEPHEP-NXEHAR , MRBEE
Hp—/FRAtZEHBIR. RABELETHRPE-NMERER , WEEEAFMPREIIE EC2 X
PIE T AL ZR —MER B R

EEERAh e
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n Amazon Web Services Cloud

Availability Zone 1 Availability Zone 2 Availability Zone 3

(@] 'Amazon Virtual Private Cloud | |
= (Amazon VP() i ,

subnet i 5 subnet subnet
| 10.0.1.0/24 ! | 10.0.2.0/24 | ! 10.0.4.0/24 !
b E | Amazon EC2 j
i Amazon EC2 b P ;
i b Lo 10.0.4.14 "

: | E b : i o
i 3 10.0.1.31 ! ! . : subnet i
: 10.0.1.30 0.0.13 P : : e |

: ‘ | Mounttarget ! v i Mount target | ; | | Mounttarget | :
: : , : : : 0.03.1 ]

Amazon Elastic File System
(Amazon EFS)

TEER—MERXARSE  ESXAREHENTARFRT 2 ERER, ERus-west2cT
AR EC2 RABAXHRELFEREFARA , BN CSHR AL FFRNTAK,
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&) AWS Cloud

. Availability Zone 1 E Availability Zone 2
| Private subnet E ; Private subnet
' 10.0.1.0/24 ; ; 10.0.2.0/24
Amazon EC2 Amazon EC2
10.0.1.31 ! 10.0.2.31

i Moun {

Mount target

....................

Amazon Elastic File System

______________________________________________________________________________________

B ENESA T YIBEREBNEMNR AL, Sl CREPLEE S BT LIFR RS, AFNELL
THRE :
- EEERENRTSENBARE,
s B HRGEEHIEF KL,
+ NFS HNPREFZEI,
& , RE Amazon EC2 =4l LR A F F A X KRS read-write-executetX R, ARFEBitie

NFS ZRNRARHE RMAEERZRFRTFRBRNRE. BEXEZER , B5H NEXHRS
(NFS) &»IAF. AR,
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EEEHBERRENATES

« £ VPC FRIZNMBRERBIR - ELNELFENPLRXHREN BN THAXPEIR-—MEHE

FRo

- EMEKESLE - IBEHBERN SR ASEHBEREXEK, Z2ARIEURBAIE , AT

PRI R B AR R E . BRI BURIA SR AR SIS 8 B ARV TR, MR G XA R
Fl, BIZEHBIRGE , EUREEBRIBELACINNREE,

WA LAER., IXHRE6IEES B R Amazon Web Services Management Console Amazon CLI
A A ERAUEESF NN XGRS EERBIR. Amazon SDKsERAEHI AR , TUAEE RSB X
RENRYEXHREZ EEERBR. BXEREXHRSERFEA Amazon EFS 24| A 812 HER
BARsmiiE |, BSREABEEBEOENHRS (BFA ),

BEEHER (2FE )

BRBUTERE , B Amazon EFS XH#R SR IS R B 45,

B Amazon EFS XH R & LR B iR

1.

&3 Amazon Web Services Management Console F#$TFF Amazon EFS #£#l& , MitA https:/
console.aws.amazon.com/efs/,

EEMSMERS , BREXHRE, XHEREREE RKS FE EFS XHRS,

EREEERHEHFEFNXARENBEMINHRS ID LERXAREFAFEERE |, KX
XHRL,

ERMEE RIBER B RIIR,
EREENE RAUAXTEARTER.

EUWRELE , X TREEHER , UMMM BERESE | BRI BRESR B AR, A LIeIEMER
B #Ro

(® Note
NTFREXXHFRS , ARCBENERER , EATEXHREHERNTAXH,

- ENERBRPBREZLA | BEEZTSE ID ZILH X,
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- EnEHEFRINLELYE  FERERTLANETRTARSAN KR, HE , EIIRMBHER
FERAMAZE4A D,

« EFEHBIRBEAMERBAS | EIRFEBER.

@ Note
ERFRER B IR 28T, STEHE RS,

- ERMEFER , HEBRBRMERBE R, WETUEATER EFS KB EHEN XGRS ,
&R Amazon Web Services XIBH SN XA &R RFEREBEIR , Mk EHAI A,

6. ERFEEFUARFEMER.

¥t Amazon EFS XHREH VPC ( ##H 5 )

EFRAXHREMBEEN VPC , BAMBRX 4 RENFIEREER BT,

—

$TFF Amazon Elastic File System #Z#|& , Pt Fhttps://console.aws.amazon.com/efs/,
EEMSMERT , EREXHARS. XHERGREI RIKS P EFS XHRS,
NTERNHEERVPC INXHRE , FEBREMBNMHRE ID. RERXARSGEFMEERE.
EEMEUE RO EER B FIIR,

REEE, FERTHAXTMH,

BRUE LR ROFTEER B R,

ERRFUARFESAMIBRER B IR, MEETFERERBRRES N EEB R,
HMEEHEMRSHBE RN EMRE , EFEE, FERTAXTH,

MEBFE R (VPC ) JIRHPEREF VPC,

10. EFERMER BARLURMFER B iR, X THRMHSNMEREBER  BAUTRE :

© © N o g &> b

- ATAHKX
« M ID
- IP bk, SHIRENBED
c —ANRBAREE
1. EREREFUERE VPC MERBEFER,
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RAriEmE

EEEH B (CLI)

(® Note
HNTREXXMFRS , ALBRENERER , BATEXHREHERNTARXH,

BIEES A (CLI)

- EQIEEHBN , BMFEMA create-mount-target CLI &% ( MR ER
CreateMountTarget ) , M RFiRo

$ aws efs create-mount-target \
--file-system-id file-system-id \
--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \
--region aws-region \

--profile adminuser

T ROIERT HERIBENDS.

$ aws efs create-mount-target \
--file-system-id fs-0123467 \
--subnet-id subnet-b3983dc4 \
--security-group sg-01234567 \
--region us-east-2 \

--profile adminuser

I elZER B#5/E , Amazon EFS LA JSON X iRE#EH B #rEiR

"MountTargetId": "fsmt-f9als450",
"NetworkInterfaceId": "eni-385lec4e",
"FileSystemId": "fs-b6a@451f",
"LifeCycleState": "available",
"SubnetId": "subnet-b3983dc4",
"OwnerId": "23124example",
"IpAddress": "10.0.1.24"

, BT R BIFT R o
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KRXHREMNERBIRFIE (CLI)

o BETNLMERUTAERRINHRSGCIBNER B #R5I5K describe-mount-targetsCLI i3 ( Xt
RIKY#EVERDescribeMountTargets ) , BTN Ro

$ aws efs describe-mount-targets --file-system-id fs-a576a6dc

"MountTargets": [
{

"OwnerId": "111122223333",
"MountTargetId": "fsmt-48518531",
"FileSystemId": "fs-a576a6dc",
"SubnetId": "subnet-88556633",
"LifeCycleState": "available",
"IpAddress": "172.31.25.203",
"NetworkInterfaceId": "eni-0123456789abcdefl",
"AvailabilityZoneId": "use2-az2",
"AvailabilityZoneName": "us-east-2b"

"OwnerId": "111122223333",

"MountTargetId": "fsmt-5651852f",
"FileSystemId": "fs-a576a6dc",

"SubnetId": "subnet-44223377",
"LifeCycleState": "available",

"IpAddress": "172.31.46.181",
"NetworkInterfaceId": "eni-0123456789abcdefa",
"AvailabilityZoneId": "use2-az3",
"AvailabilityZoneName": "us-east-2c"

"OwnerId": "111122223333",

"MountTargetId": "fsmt-5751852e",
"FileSystemId": "fs-a576a6dc",

"SubnetId": "subnet-a3520bcb",
"LifeCycleState": "available",

"IpAddress": "172.31.12.219",
"NetworkInterfaceId": "eni-0123456789abcdef0",
"AvailabilityZoneId": "use2-azl",
"AvailabilityZoneName": "us-east-2a"

EEEH B 142


https://docs.amazonaws.cn/cli/latest/reference/efs/describe-mount-targets.html

Amazon Elastic File System

]

RAriEmE

MIBRIMBEZ B #5 (CLI)

ERRIENES B4R , iEFMAdelete-mount-target Amazon CLI &% ( ¥ RIAVIR/E
&= DeleteMountTarget ) , 1 FFRo

@ Note
ERFRER B IR 2B, STEHEXHERS,

$ aws efs delete-mount-target \
--mount-target-id mount-target-ID-to-delete \
--region aws-region-where-mount-target-exists

AT RER RGBT RH

$ aws efs delete-mount-target \
--mount-target-id fsmt-5751852e \
--region us-east-2 \

R EEH BN R EA

s EERNEZENEMNZREYA , BEMAmodify-mount-target-security-group Amazon

CLI 5% ( 3 RIHYIR4ERModifyMountTargetSecurityGroups ) BTN R E4AH , AT
o

$ aws efs modify-mount-target-security-groups \

--mount-target-id mount-target-ID-whose-configuration-to-update \
--security-groups security-group-ids-separated-by-space \
--region aws-region-where-mount-target-exists \

--profile adminuser

AT RERROIBITER RH
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$ aws efs modify-mount-target-security-groups \
--mount-target-id fsmt-5751852e \
--security-groups sg-1004395a sg-1114433a \
--region us-east-2

BREZEE  BESR HIE . 612 EFS XHRSEHFGEELR S EC2 =4] £ Amazon CLI

# VPC el st M A il BriE S B 47

EiH R VPC Y Amazon EFS X# R4 |, BEEMFERER B, X F Amazon EFS XH RS |, &40
HEUT &R -

« BEEESNTAXB R - MER B R

- MR VPC EATHXFESZSNFW , MWERAREEP—NFHPEIRBERB R, THXPAAE EC2
KB ER AT AL Z B ANER B 7o

(® Note

BNEWEESNTAR T3 62— NMEH B R, BIES —NARAXPEIZVER BT
PMXHRGEERITAXAN EC2 KO LEFBEREAAE, BXEZER , FSH Amazon
EFS. Mo, BERAEASKHITARXAER BIR , ATLURERE S ®ERR. WRERE
PR XELR £ R, NI EEE R B AR R RS

ANSRMBRES B AR , MR 58 5 o T SO R GV E M HEERR |, X AT BRE & Hp T o8 R 3 L 4 0 9 S 45 = A
BF. NBENARFTH , BERRERBAIRCIFLNARFH PR XHRSE. BXESZER , #
S EEEH BT

® Note
EMBRERBAZE , RHRXAERE, BXRESEER , BSH HBMHERS,

—IRRBHE—NVPC HER—IMXHRE, BRRER , —IRABEN -1 VPC FNXHREBIEER
Bfr. MMIRENS —N VPC HRIXHRS , BTN ZE VPC RRliBRER B R, R, #5 -1
VPC el 2 #Tay £ B #Ro

% VPC R OIRS AT RES B b T
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& Amazon Web Services Management Console Amazon CLI, # API , A LAE RS Lol
MEBEZER. NTHEEKER , JUAMNBREZLA , ERRERER. BXEZER |, F
Sy EEER B o

B ES BR8N VPC

—XREEE— VPC HETF Amazon VPC BRF A Amazon EFS X#HR%. w2l , &7 VPC
FAXHRGOBESER , HEAXEES B RREENZXHREN T RINER,

A LAMIX £ B #R3EE, Amazon EFS X4 R4

» E— VPC AL S5 EC2 L4

- EC2 B VPC X&EHM VPC HHISEHI

- 7RSS 83 A Amazon Direct Connect

« /A Amazon VPC B3 Amazon E# % A4 (VPN) SR A i fR 55 85

VPC WEIEEEFE BN MEIERE VPCs |, FEREBECIIZBRBRE, EETUERALERERK
PR 4 (IPv4) S BB MUARAS 6 (IPv6) ik, % Amazon EFS A VPC X &iE#EN
EZER , HSEMEM Amazon Web Services I = VPC ¥ EFS XH#ER %,

EMNHAM VPC Rl EC2 RBIHRIXH RS |, &AM

o MBR = mI#ER B FRo
- EH®VPC,
- BIEHFER B R

BXREFRITIX LSBT ZS 5 Amazon Web Services Management Console , 25 % ik
Amazon EFS XH# R &K VPC (#2418 ) .

£/ CLI

EESZ N VPC REANHRE , BEMBRERE VPC FRIENTMERBR. AE , ES 1
VPC el 2 HER B 5. HX T Amazon CLI &% , B2 5 BEEHEW (CLI)
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EHERBEE

NAXHRGOEERBINE , TRFEENMERNZL2E, EFEEXNBEH BN IP ik, EE
K IP btk , FEMIBRIER B AR AN 012 — B AR BIBRESR B AR 2 P RTEA IR X4
REHER

® Note
EMBRER BiRz el , REEXHRS,

FNMNEHBEFREE - IP i, SI2ES BN, TN REER BN FNPIEFE— IP bk, 0
RAEREE , Amazon EFS @M\ ZFWARIFRFEH IP ik,

BIEERBEIRGE , SR ETEXR IP #3tAY Amazon EFS ##4E, At , B EUREARIEFEH
Amazon CLIEEH IP thiit, BRI FERAEFARER IP thit, EEE , BH A FHERERBRHBR
B2 B R,

/A Warning
MRERER B IR P sk, NPMEMRAANXHRGER , DNEFERHRE,

S REME R AR TN IARBEERTATN A RERE, BHXERENBRERETRE,
k& ed

REAENAEMBEWTR,. SEEXEGERERERBENZSAR , FRAERNSEZN AN LI
T, XA RN EC2 KA EXHREBE.

BREZLANEZER , FEAL S EC2 AFEETHERT Linux SEAIMIL D EC2 R4 4,
EERERBERNEE2A  BEREEEZ R

BEXNHREGELE

HMRRAEHERS  BUATASHEARS. CABMELE  HRALAFIACQT BRER |
LHRETHEMBEINEERE. B  REHNETEABNBETREN (BEFLHE, BENTFRT
X)) , TREREREFHERRN,

AREENHAeFTERA2E .
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« MARELE - AIEEXHRETUARGNELERS , FREXAREANDAREBEIBRESR
W,

- REFHE - FHETRXHRETNEFHENT R , BRX&ZXF 12 MIREIEFKF,

B} Amazon EFS EHEEANESZEE , BERELERK,

(@ Note

NHREGETRHRE , EUTLEXEFELERANTAEEHE, ERFHEREXT2SBNARRF
. ER , BN XAREERANTMARFLERNSE MM BESFLEN , BLASFE
ED 24 Met , TREBAERFLEEXNTR LM BAREFLE.

AILAEF Amazon EFS ##/&. Amazon Command Line Interface ( Amazon CLI ) # Amazon EFS
AP REBNHREFTHERN,

EETHREELE (248 )

1. #TFF Amazon Elastic File System &l & , Bk https://console.aws.amazon.com/efs/,
2. EENSMERT  ERXHREUERKSHH EFS XHREHIR,

3. REFENHERFTHEREANNHRE.

4. ENHREFAGEENEHNEARSF  EERE. FERKRETH,

5. BuAEHEENRE.

- EFEARMTHEIMARELE  FREERE K RAFERRMHTAE.

MBIERTAR , AREMAEBEFLE (MiB/s) PRABZAXHREERMAENEFLE, &KX
ENEHESE RN CRANETLEEN =12, EFS XHRELEMBER=29 2 —HERITEiEE
BR, HARHER , FERXHREREARENGITHE,

(® Note

NHRGETRRE , EUTUEXELEEANTMEETHE. BR2 , SHENXMHRET
HEFANTMEREMMETHEN , BXMNEFGFED 24 /Mo, TRBAERTHE
BXAHROMERLE,

- EfARRELE  FRERE
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BEXRREHESREFEENELEEXNESER , BRAEHEELN,
6. EERTFEXUZRBENENR,

EENHRERLE (CLI)

£ A update-file-systemCLI 6% , AT ERXXHREFTHERXH UpdateFileSystem API #4E,

B EFS MM RETHY 176 &£ an B B SR g

BUNEBEXHRS  GHERMMGEARFLF e EFE. FRLEKAREE  REXHRENE
wEMERE , AFEFHERCARREE. SaRREERSN ARG REN =N ESRARRKA
Fo

R ABERISTES A RERANG S AN EFS THMEBE (1A ) FHE2H EFS R4
%, HREEET LR EREEEERN SO, 5 TREREEEETN ERBENE | R
TS A BRER BRI A ST ) (FIRR AT EEN POSIX THREBM ) « SR AREEME
MR | BAEBEEGARERITNE,

S EAHEEER TR EFS XHRE,

EFS £ EAHRIEN
« BN IA-EBEREGEAPEEMMEXEBETMEHBFME , ZEFHENENZENHBIILILN
BHEHITT AR, BINERT , FREFMEPBE 30 KAKRF RPN XHE SR 1A,

« BEONAR- EREGARERMAMN X 4BEAMEEE | ZERXENEFNERIUARED
IREVBHERT T R L, BINBRT , FEFMPE 90 RARTGEK X4 2R 7T,

- BAHAE- BEREGAREERERSE A RAMEEPHXHRIB R |, XA IA HAREE
EFME, BINERT , BIERENXGN , XHET2BENEFE L MEREN IA RERFHSE,

NTFEEFRIERMHENEEHBBEAS (FlINLEBEXENXHNRARR ) |, BEEE—IRHGR
B ST FR IR PR TR A

BRAXARGEREESAYNRBNESEE  FERERELEDEHER.
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S AHEERN X RGRE

LR EAMEEN XA RERENRERET EFS XHRGETHEATRENLER. RXHTARBH
IA MFEEREATEN B E X4 R NN EREITEARMST. flm , EHRE NN LR
B (8] A BE LL R D B B 17 i RVME R BV R A XA P TE B2 AV B 1R B o

NHTBE (BREXMHE. EREENXHREE REN ) MAF#E AT , SIEBBER—BH
TRIEERE.

R 1A SIBRERER HERERITHTRRRAE (HINFILERAES ) |, TEXABR, B8
MABREN A RESRERENERST | MEREREMEFRET | FRRFRREITR,

XNXHRER IA REARFERDXHFNREEAREBFELEARERHESE , RSk 24 MHER
REHRIERNEFESE,

Be i 4 an J3) B SR

FRAEEEHEIREN EFS X RS Amazon Web Services Management Console , X R &4
B ERAUTRIANEGEREREHTERE

- BN IARENB LEXRBRREN 30 X
« FRMNARRERN E LERFREER 90 Ko
- BBRAEIRB AT,

EEAER S ERE R EXH RS Amazon Web Services Management Console S 6122 X4 R
gt , WAL ERBRINE R AR Amazon CLl, ¥ , B UENEXHRE 2 GEIREE , Ll
TER=ERR,

NRBNHRGREE R AR (2FHE )
EALAE A Amazon Web Services Management Console RIIE X RSi% B £ v B IR,

1. %% Amazon Web Services Management Console }#3TFF Amazon EFS ###|& , Wik https:/
console.aws.amazon.com/efs/o

RN HRGUERKF R HFRETIR,

EEREE RN EHRBE RS
ENHRSEAEENEHNEAINRSH , B RE. NETREREH,
NTEREAPERE , FRELNEYRE

o & 0N
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« FHEBRNIARENTAENZ—. EFLENXHBA A FE , HERL,
« FHRHRNAERENATAENZ—. EFLEXEBAREER , BEEL,

o RERARERERNEIRGRIES , BIEXS IA T P AR ITIE T BERET R FEED)
R R

EEEEFERGRF XN IA BB ERRE | FRET,
6. ERRFEIURFENER,

RNOENHRSGEEE G ELER (CLI)
BT LAEA Amazon CLI SRR B SIS X RS £ an A HI KBS

N—

«  &fTput-lifecycle-configuration Amazon CLI @552k PutLifecycleConfiguration API &5
T, EEEEEEmAREENXHREN 4RSS ID,

$ aws efs put-lifecycle-configuration \

--file-system-id File-System-ID \

--lifecycle-policies "[{\"TransitionToIA\":\"AFTER_60_DAYS\"},
{\"TransitionToPrimaryStorageClass\":\"AFTER_1_ACCESS\"}, {\"TransitionToAxchive\":
\"AFTER_90_DAYS\"}1" \

--region us-west-2 \

--profile adminuser

SEORF IR LA B R

{
"LifecyclePolicies": [
{
"TransitionToIA": "AFTER_60@_DAYS"
3,
{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
}
{
"TransitionToArchive": "AFTER_90_DAYS"
}
]
}
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NMBEXHRGFLEEGERERE (CLI)

BT put-lifecycle-configuration % , EEEF L4 HAMEREN 4RGN XGRS
ID, ¥ --lifecycle-policies BMEZ,

$ aws efs put-lifecycle-configuration \
--file-system-id File-System-ID \
--lifecycle-policies \

--region us-west-2 \

--profile adminuser

SEORF IR LA B R

"LifecyclePolicies": []

SR B SRS

Al LA{E | Amazon EFS B INZH X RZR S, Amazon EFS XEMMERNXHRSEINRR | L5 0
BHBESNE, EERTHEAZAEENSHESMZEERX, Amazon EFS 2831 BB A F& M
FHZH,

MRACBEABSMEBNXHERS , WLBSNEREM THBIE. Amazon EFS £H Amazon Key
Management Service (Amazon KMS) #{TZAEE, ERIBREABRSMNEN XGRS , EEEE
— A Amazon KMS key, KMS B4 AT LA 2aws/elasticfilesystem ( Amazon ¥ EXZ4A EAT
Amazon EFS ) , i JARBEEN T RERR,

XHHE (XHRE ) REATEURXHRERNIEEN KMS ZRHSMEN. TBHIE (XHR. BX
BMBEFERNE ) 2FH Amazon EFS BB Z4A N,

XHREH EFS Amazon £ ERXE AE KMS B , BTNEXHREGERHNTHE , flmxxstA.,
BEXEBMERAT. CHRBEATHIONEXHHE (XHRE ) NEFREEESR,

REBEL AP BERAEEHN KMS ZRURENMEBXHREANE. XfiFEISEE Amazon Identity
and Access Management (IAM) R E& F SR B2 H] Amazon KMS, |IAM K E&#2H| A %t Amazon EFS
AP 24ERY T BIMXBR. Amazon KMS ZARBEZGEH AN EENEXHRENIEEN KMS B4ME
RINPR, BXEZEEL , BSHETIRNE

BN AR S RS =



Amazon Elastic File System ArfEm

(IAM FF#58) 8y IAM AP
{Amazon Key Management Service Developer Guide) H#J Key policies in Amazon KMS

{Amazon Key Management Service Developer Guide) H# Grants in Amazon KMS

ERZRERR |, WA USANEZRE, BETUESEA. ZANNKREAREBHRLE, RIg
EH KMS ZARNRS (ECIBREABRASNEZNXERER ) FWiFRIERNS. KMS ZHLTL
FenabledRZ , AP A 8EiARIMEAIZZE 128 encrypted-at-resttd XHFREH AR,

B EFS XHRZH KMS Z4A

A ZERASMBRENEFFEERN KMS B4 , tB A U Amazon EFS 15 RIEH KMS ZHARR. K
Amazon EFS 2R M 15 R SR B AR R 2R AT HUERIRIE. BER KMS AR BRI HilBR
KMS Z4A 2F AT HUE v R 1R,

MRZRASHMBRA TERNXAREN KMS B8, FHEUA TSRS

. % KMS B8 8E A YEH encrypted-at-restXX 4 R 5 M B4H
« fEAZ KMS 24T A encrypted-at-rest X R RS E — BRI EEELE TH,

WMRFEHF Amazon EFS BFHINEMABEZ MR EN L RINR |, %177 52 A M BR< B
KMS Z4AtEE. A& , encrypted-at-rest X RGE A UKEEZT , EoE—BRINEEFELIE.

ST LB IE S RIZEA SR, BIBREMEH Amazon EFS 5 R RE KMS %48 encrypted-at-restfy 32
BRE. Nk, FEHEZXHERS , HBIEREN Amazon EFS 3 B #r.

& FE S B ER Amazon KMS key , {BAI A= HEFE 7-30 RAFFEMBIBR. EEITRIBIBREA KMS E4
B, TR ZBARPATINERE, A BLEUE KMS 22478911 XIMIER.

ETHRNAEANENRSATAREEN KMS 48 , 5[ < Amazon Key Management Service 7F &
ARERE) PHEANERAZH. ETHNAZHERREFIEEN KMS 48 |, 152 ( Amazon Key
Management Service FF X A R IEm) FHIMIER KMS 248,

FEAERE EFS X R4 K4~ Amazon Budgets

A LA Amazon ERiTRIFEE Amazon EFS X#H RS R A,

& E] LAEE Amazon Billing and Cost Management 2§ & £/ Amazon &, EfH Amazon FlE ,
BEENEFS XHRGUEBARETE. TURENE , LMEEMITRAEITMESHTBAE
REREFEHTREIULEGME,

B EFS XHREM KMS 4 152
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fEA Amazon TRE A= 4£ —EHH, X FE&ANRE Amazon Web Services Ik |, BHEIRANTER
%M. BX Amazon ¥ ( BERAE ) WESFER , BZH (Amazon Billing AFER) PHER
TE SRR A,

BALMERATMESIHAKS. Amazon Web Services X RSZ HAFZ R BIH Amazon EFS B4 H
FREREAENTE, ETF—TF , BULUKRBEXNAERAMELE EFS MHRSE LIRERAK
Amazon TMEM S RIER, AJLUBE KA 9 B FRE K52 R LR 1E.

FoRFM

ERITUTETHRENSR , BRREEEUTAS :

- EFS X#R%

- BEBELTHBRA Amazon Identity and Access Management (IAM) SREE :

- 178 Amazon Billing and Cost Management &l &

« BEBINTT elasticfilesystem:CreateTags M elasticfilesystem:DescribeTags #

%,

N EFS XHREERERATIE

FERARZEN Amazon EFS XHRECEAERATE D N =AT R,
FRAREN EFS XHRERESAREME

1. BIE—IMRE  ATHREREREBEANNHRS, BT HNARE B2 HIRIE EFS HiR.

2. E'RENMEAEEREGFHAY  SRLHENHNEDERL, EXFALRE , F5H (Amazon
Billing AF ) PHBERASEXHHA D BFE,

3. % Billing and Cost Management #ZHAMNME T , EME R QIES A KA Amazon &, BAxiF
M35 , ESH (Amazon Billing User Guide) Ay Creating a budget,

tI2 EFS AERAMER , TUAEMERHFHERFTFERZNE , EPERUTHRERSEE

- MERBEMESENSRANERE,
- MEMENTAERA.
TR TRE A E A

- Bk, EREENME ST LR KA.

TR 153


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/budgets-create.html

Amazon Elastic File System ArfEm

- B, EREENTE ST LAY TN A

BXEF EFS KATMENEZEE , 2 M (Amazon Billing FHFER) PHNEFLNME.

T BRGNS

Al LAfEFH Amazon EFS #4423 Amazon CLIZE Amazon EFS X#ZR&ERIRAS. Amazon EFS X4
REUEETRAMBRERSEZ —-

M HERGIRE DU

AVAILABLE XHRGLTFTEERDS , LB R HTHEER,

CREATING Amazon EFS [EE I B XHR S,

DELETING Amazon EFS EEEMIBRSXH RS , UM AP £ ROBBRER, BXEZE
B | 555 MR EFS %5,

DELETED Amazon EFS EMIBRXHRE , LRN AP X 2OBBRER. BXEZELR ,
ES 1 M EFS R,

UPDATING XHREEEHTEFR , AR HAFP X ENEHFER,

ERROR NERATREXNHREHSIHRE,

THRGATHERS  BATRE, BHEXARERE | BHEXHRS
WEBERIF IR, BXESEL , E5H £ Amazon EFS FHI%
&
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53%® Amazon EFS

R 4H Amazon EFS f& M Amazon SRS R TIFEM., THAMMMENEEZARIT D, RINE
WIEM Amazon AR A RNFTES D WERZEHIE , UWEEHIZ S HER A LER A M# THR,
A, EFHBYEEE Amazon EFS 281 , M#IE—MEEITRIHE TR FEZT 5 @)=

- BEEHNEMAL?

o SRIFUSIRIRLE AR 2

o iR TR A SR B n] ?

o IBNGMER ML IETE ?

- EAFRMITHEZEES?

o HIEEIRET ROE A ?

T—%  BIEFRNENTRARFZGTNENRE , FENHEHEILIEE Amazon EFS HRENE
o ¥ Amazon EFS B , B EBFHFA LEERRE, LEMBERNECRASIEREERTL
RWEE K BEERHREANMMERERE | URRITERELEN 5 E,

Hlan , £H Amazon EFS , AIEEMEEHE, ®E /0 M/ THFERE. B RERIRXHRE
HRERIHRE, MRMERETERENELE , TRFEEAHREN AN DNREENFFRHE , U
B X IEH TR RE,

BREVEE, BELONERUT M

« XHERGHMEELE,
« MHERGNEF IREZEHE,
- BIANNHRGRENFTHR , 2 FHE RN, BESEANTRERE,

m
[

\r

- BETE

Amazon EFS TR & X4 RSGE MM R AN

- BEREEMRKD

« /A Amazon ¥ #2155 CloudWatch

- £Ai2% Amazon EFS API A Amazon CloudTrail

B
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s T H

Amazon 2T S T I451E Amazon EFS I E, AIUERBEPHN —LTERNERITEIET
% BEELIEEEFH T, BiVERAESMEEESEHIL.

BalsiETE

AERAUT b % T ESkS# Amazon EFS , HEHIE RN HITIRSG -

« A CloudWatch mazon Alarms — &8 E W BT B R MR ENER |, BB ZIERE S et E R
MAEN FAERENERT M STERE, ZRERKZEILISHFELBHRS (Amazon SNS)
Simple Notification Scaling £ I &i# A EC2 uto Scaling BUERIE%], CloudWatch BIRF 41X
NEREMNETFEBERSMARRE , ZRSVACERHRETEENHER, BXESER , 1B
SR £/ Amazon ¥ #2$E#8 CloudWatch,

« Amazon CloudWatch Logs — ¥#2, & i5[EK EH Amazon CloudTrail 3 E t>KIREY B &34
BXEZELR , 5510 Amazon CloudWatch B R IEE RIS B &304,

« Amazon CloudWatch Events — B E4HFFEEHE — MRS MNERRBER , UHITEXR, #
RIRSEEHAXIMYUEREKE, EXEZELE , B5H (L5% CloudWatch AF#ERM) T AR
O5% CloudWatch &3

« Amazon CloudTrail BEKE-EK 2B REZHEXH , BN CloudTrail BEX#HAEE “H
& RER Y CloudWatch BEX 4 , A Java RERAEAERARRF , ARIEEHN HEXHE
RiEFERBARENR CloudTrail, BXEZEE , i5ZH (Amazon CloudTrail AFiEm) /Y “EHA
CloudTrail B &4,

FHEETE

Y52 Amazon EFS 5 —MNEE# 29 K F 31 512 Amazon CloudWatch 3R R i 25 HY I
B. Amazon EFS F1Efh Amazon Web Services Management Console #Z#|Exi2# T Amazon ¥
BIRSH at-a-glanceM B, CloudWatchZ2 WGt BEF X4 RS LB EX S
« ALAM Amazon EFS #HI A HREIXHREMUTIA -
- HEIITE XD
- EFERNHE
- AR

« CloudWatch ETWE R :
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html

Amazon Elastic File System ArfEm
- HAIHEBENRE
- FEMREEEK

%
« REEITIRR

Lo\, R BAERA CloudWatch $4T A R IR1E -
- B EE RS ERAEIREERNERES.

- SEERBIER , UHERREIBHFEEBES,

« BRAFNNKENE Amazon R IRER.

- flENRESBEERAXEENE,

Amazon EFS WAk & X HFRSE I R KD

THHET A Amazon EFS IR E XHREKRD, XHERGANKRH A NMARIGREETLE,

it & Amazon EFS XHR&ETT &K

IET LAFE Amazon EFS REFERNNRBEEAXH. BR. FSHENBHRXMHF (FIFOs MEE
F)o. HANBMINRIER 2 TAZ#HEFT (KiB) T#¥E ( XX T H inode ) UK —1MEHZ4 4 KiB
FHEERITITE. UTHREE T FRRENXHREN RO ITTERFELRD

« BAXMH - EAXHNITERFEANREATT -1 4KB HENHEBA/) , BERBEXHTRER

o

BBEMH BEARXE —MER  ERIHBBEAPIZE , FT2RBEBEAXHNEEHVE, N TH
BX#H  ERERRT  EANXEEHENTEART -1 4KB HENSBADN, EXLERR
T , Amazon EFS i F BV SKRR 7R R 5 N IT BBV BHE RN

- BR-BERNUTERBEANRATERZENREXERBNBIREESWHSREZR , SAZT—14
KiB {8, ITENHFEANTEEXHBIRER KR EFE,

« FFEEENERXH - XEXNRIITEHREANMELN 4 KB,

% Amazon EFS B3 NFSv4 .1 space_used BERENREANZEAN , EBFEENRVYEE1TE
BEXD , BFEBREEATBEKRD. EAUERAATHANEARRENEXHNEEERER  du M
stat SERAERF. THNRA T AN ZXXHER du SERAER , FIA -k BILUREIA T F T R EMNME
L7l o

$ du -k file

XHhRGUE 57
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4 file

THIEER T A = XA stat SKARFRIRE XA #EEERER,

$ /usxr/bin/stat --format="%b*%B" file | bc
4096

ENEHFZFMWAD , BEH stat EAEF. #ZE Blocks H , RAFFZEFRURK/N, TEHEWMA
WNZE B XEH stat SEAERFEN R

$ /usxr/bin/stat --format="%b*%B" . | bc
4096

Amazon EFS X R &1t KD

Amazon EFS XHRERIT B X/NBIEFTA EFS FRRXRPAIAELAIXN RO KRN 2, BINREIKR/ND
BIFITE/NET ( Hl20 LS 8:00 B EF 9:00 ) NN KR AP RRMEEFITESH,

EXHXNNHEREITEA/NTHE 6 KB (2 KB T#IE + 4 KiB #iF ) . HRI&N , XHREF 12
RARE % , RILiTE X/ 6KiB.

BEXHRENITERNPELX —/PMTAHNEZXAHRENFAEEKSITRNERE,

(® Note
TENITEXNPNTFRRNAREEZ/PEANEAREN BN —BRE, Hk , ERFEDMH
N EESE (AR — /i ) EXHRETFENT RO D XEXPHEMBEZ
PRI XHFRGITEARD. At , XMHERENITERXNPBREAERXBEXHREFEARRTREZ
BN RITEARDN—H,

AEE AT HARESE Amazon EFS XHEZREWITE R/ :

- £/ describe-file-systems Amazon CLI #5 # DescribeFileSystemAPI ##4E , MNBIEATAR :

"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313744866,
"ValueInIA": 675432,

ITEBHXHRERN 158
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"ValueInStandard": 29312741784
"ValueInArchive": 327650

Hr | ValueInStandard WitEX/DNERATFHREFERARATHERNWXHFREN /10 FHEE
KRREERR,

- &&FStorageBytes CloudWatch 1E# , ZIEHRER TEBMNMEEEXPITENLSHBTE KRN, BX
StorageBytes ERMEZER , HZFCloudWatch I 53 EFS I EFR,

« 7 Linux F , £ EC2 KAWL ImR R TETZIFH T,

FTEEXMHRENBE X LER du S TRHTEREITE , ENREFR2RRATIHEXHRENTE
iz,

(® Note

ValueInStandard WitE X/ NEATEEELEN IO EHEEHEENREER, EXEZE
B #ESR REFHE,

TTETHER R MBHEME

EFS TINEGR (1A ) FMEREMEL 4KiB AIBEHRTITE , BX TENXHER&RIE 128KiB YHUK
BER, IAMBEXETEE (803X 2KB ) BAEMEREEHEFHEREEEEFITE, X
/NF 128KiB B TR SR 0GE R T AT ¥R A 2023 £ 11 B 26 B4 12:00 Sz 5 EFHHN LB
KEE, |A MARFHOEBIER R 128KiB AIEEH TiTE.

B LAME A ZStorageBytes CloudWatch IEfRREEBNMNFREEXFITENRIEKX /N, ZEREEL TR
THEIANMAXFEES , A TELEANGEMEENEFZTH. HXEF CloudWatch IEIRHNES
f§8 , 2158 Amazon EFS #9 CloudWatch $E#5. B> StorageBytes IE/MMNEZER |, S
[#CloudWatch I B # EFS BY3EFR.

it EELE

Amazon EFS HMXHRE /10 BRIEN =92 —FRRITEEMERNELE, flwm , WRES
M EEMEBEARFLE 30 MB (MiBps) , MEEEI2 T A ERELEN 10 MiBps , EAZH 1T
7 30 MiBps , TEEFHEN 40, MBpsBIEEERAREHNEFHERMEMeteredIOBytes
CloudWatch ¥#rH,

HTEFLE 159
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HUEFHEITE

NXHREERARMEHEERE , RENEXHREPEMFABEANTBENRERSR, FHMM
HFHERKMN Amazon EFS MH RSN T HIRRET R N IREURE , A BBEEATRNBEAEE,
THEREL 4 KB HEEITE , BIRIRFELU 32KiB HEEITE,

MARELEITE

NTFEAMEFUHEERNNXHRSE  RENSATHENRBE2E, Amazon EFS NEAMER
HEEXNWXGREESPHFHIT-RITE, XTREFHLEENZRERNDF—/DEITE , Amazon
EFS FHEZEVBEITE XSt E,

EFFMRAN

& AT LAE A Amazon EFS ###|&, = EFS APl EF XA RGN B M7 RSP Amazon CLIFFE T %
DRI

BEEEMEBIEAR/ ( Amazon EFS #£#|5 )

YHRGHAELAE LI RA/NAT R AT H R SR EER (T2, k2T, FATTAAT
) ERTHEREW LI BA N, ZIRE 15 28EH—K , AFEEE THRSHE— B K
HRAN, HRANERIHREEHADYLUTES |

« BRPMREHEXGRSETHEREH RN (LSHEFTREN )  SEMEE#HE,

o FRERMAK/DNREMFE EFS AT ERNBIEHN /DN (LSHEIFTREN )

o |A R K/NRIFMIE EFS THBIHRIFMHEFHREBEH RN (LZHBFTREN ), NTF
128KiB KX E L& AR 128KiB,

o AR KR/DRIFMIE EFS HREEFE#EPHIBEARD (AZHEFTREMN ), /NTF 128KB B
X @ EE AR 128KiB,

A LATE Amazon EFS #HI AN X HREFAFEENE LM KIEET+ EEF Storage bytes 1§
¥ro BXEZELR |, B3 158 Amazon EFS # CloudWatch 545
BEEFMEBIEKX/ ( Amazon CLI )

BRI LAEA Amazon CLI % EFS APl EE XU REN BN FHRPIFRE TZSOHE. B
XA describe-file-systems CLI i S EBFRFEFHIFMAEES ( M API BER
DescribeFileSystems ) o

BEEF#EEND 160
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$ aws efs describe-file-systems \
--region us-west-2 \
--profile adminuser

FEIMRIH , ValueInIA ERXHREMNTIMEHRIFHER LRITEN KD (UAFTHE

fZ ) . ValueInStandard E RFRHEFMEER EXITEN KD (LFETFRENMN ), ValueInArchive
ERAMEFEEF ERITEN KD (LEZFTREN ) . I=NMENENETFENHGHREHN KD, 10
Value F/Ro

"FileSystems": [
{
"OwnerId":"251839141158",
"CreationToken":"MyFileSysteml",
"FileSystemId":"fs-47a2c22e",
"PerformanceMode" : '"generalPurpose",
"CreationTime": 1403301078,
"LifeCycleState":"created",
"NumberOfMountTargets":1,
"SizeInBytes":{
"Value": 29313746702,
"ValueInIA": 675432,
"ValueInStandard": 29312741784,
"ValueInArchive":329486
.
"ThroughputMode": "elastic"
}

BXREFNNEUEFERBROEMTE , 55 M 1T E Amazon EFS XAREXT R

£ Amazon ¥ #238%r CloudWatch

B A LAE A Amazon ¥ 3% 4 CloudWatch , Amazon £UKE R B Amazon EFS B R IAEkIE H 1Y
HA B N uEMIE RN IER. XEZITRELRF 151N |, XEEMULLEF# T ## Web B
EFIBRSWETER.

ERINER T , Amazon EFS #EHR-EUEI 1 248 AR B3I %1% 2| CloudWatch , BRIEFE LB INIEIR S
B, Amazon EFS #H A RIERBT SN REABIEE ~R— X5 E XK CloudWatch, RIFELENE

55 F 5 #2248 4% CloudWatch 161
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R, BAEEERMEHAPRIMXGRENEYE , CloudWatch A RMIZH & & H B &R FIREEK
=

ExTO#HMEZEE CloudWatch , 52 L % CloudWatch A /.

Amazon EFS CloudWatch IR ARBF I ERIEE. FHETLS AR T3 HI5H 2V EH.
£}

« CloudWatch I &3k EFS WIEFR

« 518 Amazon EFS # CloudWatch $§#5

« f#/A Amazon EFS K CloudWatch ¥§#x

« FOHIEES CloudWatch IEHREL S £

- BERESZEHNEIISRK

« B2 CloudWatch R LAY #E Amazon EFS

CloudWatch Y & EFS FYI5#R

Amazon EFS $8#rf#F EFS tn & Z 8. AWS/EFS th B =8 BIELLT ¥R, BR TimeSincelastSync
A, FAEERSE N E —4E FileSystemId, AIEATE Amazon EFS EEBEFH AP RIIXHRSE
ID , % ID XA fs-abcdef0123456789a K&,
PercentIOLimit
S RXHREFOBEAMEERHN /10 REER.
BBk

BMEIEIE - Minimum, Maximum, Average

BurstCreditBalance

NHRGEANREFAE, MAREHE , XMHREUUREISTARNBRAXHREELKF
HELEERH,

Minimum £3it B3R R IZE BRNEM — 2 #HE RN RIE QBRB. Maximum ST HERZNRRE
fA— 2 HNHREAREIBRIA. Average ST HIERZATERAR FHRE BRI

By 2

CloudWatch $g#% 162
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BMEITHIE - Minimum, Maximum, Average

PermittedThroughput

MHERG AR REAFTLE,
« NTEABMEFLEENXHRS , WERRT XHRENEAREAFTLE,

s NTEAFEFLENXHRS , MR EFS REFREXPFHENBEEARTFENXGRERS T
BHMENEHEFSHNEUHE , NkEMRRHRESHELE K MARMENTLE,

s WTFFEAREAHEEXNWNHRSE , MERXHRSE KNS BurstCreditBalance R,

Minimum St BHER X ERAEMN — 2 AT R/NELE, Maximum ST HIER ZE BRAEM
— D HATNHRARELE, Average HKITHFERLMNERAANFIHELE,

(® Note
RERELHEMBRE= S 2 —NERITE,

By FH/H

BMEITEHE - Minimum, Maximum, Average
MeteredIOBytes

BIMXMHRGRENITEZ TR , SFRERIN, ZESANTHERE | REBURERETHLER
R ITHTH.

IBA LA B2 53 1Tk RMeteredIOBy tesH CloudWatch fE#REF FRIE
APermittedThroughput, MRXLEEEE , NHBPLEEFERIBRAXHRENEBELE,
EXFERT , AIRZEREAXHRENEHEENUREGESHELE,

Sum ZIBBEBREFMBE N REREXBKNETEFZ T Minimum ZITHERIZNERN KN
BREN KD, Maximum ZITHIERZNBANKRKBREN K/, Average HitBHIERIZTERNN
BAENFY KRN, SampleCount SitBIERE T ATERIER.

By

e Minimum, Maximum. Average # Sum ZitHIEHNENRFT,

« SampleCount HWEE.,

BREITEAE - Minimum, Maximum, Average, Sum, SampleCount
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TotalIOBytes

H Amazon EFS £ BH BN XU RERENIFFTH , FESEMRETHN. ZBF TR
FZHNARFERNEGRESH TR , RAE2E THREST. KBFHARESTHRERHEK
FPermittedThroughput,

BIERIELL 32 KB itE , HtRELL 4 KB T2, E&R/NMEZE , FIERFESESE KB it£,

Sum R BEREMBE XM REREXRBKNEFTHR, Minimum &it3iERZM BRI &/DMRE
B R De Maximum St HIERZNBERNARKIRIEN K. Average ZitHIER1ZATERARVIRE
HFEH K/, SampleCount ZitHUERME T FIEIRESR,

(® Note

EHEENTRANEY FGRER , ¥ SampleCount SEit BIEER AT R L,
EFEENRANFIEELE (BUFTH) , BF Sum ST BIRROZE BB BB,

B
e Minimum, Maximum. Average # Sum ZitHEHNENRFT,
« SampleCount HWEE.,

BRSITHIE - Minimum, Maximum, Average. Sum, SampleCount

DataReadIOBytes
BN B RGERBUREN SR F T

Sum i HFERESFEUREXRBRNEFETH, Minimum SitEHIERZHT RN &/IMZEURERN X
N Maximum ST EIE R XA R AN R KIRBURIEN K/N. Average Siit#iE =R 1Z 8T BRI RYIREL
BENFEE KR/, SampleCount Kt EIERME 7 iREURIES.

B

« XF Minimum, Maximum, Average H Sum , B{IHFH,

« SampleCount HWEE.,

BRSITHIE - Minimum, Maximum, Average. Sum, SampleCount

DataWriteIOBytes

BN REBEARENERZTH
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Sum Rt HIEEEEAREXBRNEAZTH, Minimum SitHiERZNBRNSENEABREN X
No Maximum ST BB R IZNBRANBKRABEAREN KD, Average ZiTHER ZNEANEA
BAENFEY KRN, SampleCount SitHIERE T B ABRER.

BT
e Minimum, Maximum. Average # Sum ZitHEHNENRFT,
- SampleCount ¥ E,

BMEITEAE - Minimum, Maximum, Average, Sum, SampleCount
MetadataIOBytes
BN TBRERENSSERF T,

Sum R BEREABFERERBNEZT R, Minimum SRR IZNBRNN /N THIERE
B K/Ne Maximum SiitEIERZN BHNHNR A THTFERIEN KD, Average SitHIERZINEA
B S THIRIRERI K/, SampleCount SiTHIRRE T THIERER.

LR

e Minimum, Maximum, Average # Sum KitHEHW RN RFT,

« SampleCount HEE,

BRSITHIE - Minimum, Maximum, Average. Sum, SampleCount

MetadataReadIOBytes
BN B REUREN SR F TG

Sum ST HIER S T BEREUREXRBN B F . Minimum 51t EUE R %A RN &/ T8
REURERI K7D e Maximum ST EUE R ZA BRI SR A T IR RBURMERN K/, Average Sit#
ERiZ RN THRIEEEUREN FH K/, SampleCount ZitBiBIRME T T HIFEHEURER.

LR

e Minimum, Maximum, Average # Sum ZitHENBENEFT,

« SampleCount W E,

BAMEITEHAE - Minimum, Maximum, Average, Sum, SampleCount

MetadataWriteIOBytes

B RTBEBEARFNEERF T
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Sum S HFEREABFEEAREXRBKNEFZ TR Minimum St BERZAERARN SN THE
BARERN KD, Maximum ST HERZBRANKATHEEAREN KN, Average Sit#
FERZNRANTHEEEARENTHA/N, SampleCount RitBFERHE T THEBEARER.

BA
e Minimum, Maximum, Average # Sum ZitHENENRFT,
« SampleCount B¥E,

BRSITHIE - Minimum, Maximum, Average. Sum, SampleCount

ClientConnections

NHREGENEFIREZERE, EAMEREF R , 812X KMN Amazon EC2 KHI|#E —MNMEE,

® Note
EHERBRE— 984t ERR ClientConnections & |, iHF Sum &1t EHdERR LAIZ AT
BRI 88,

By BRmEERRE

BRSITEHIE : Sum
StorageBytes

XHRZEHKND (AEFTHEN ) |, BFEEME EFS EHEPHIKRIEE, ZEFR CloudWatch &
15 D8R H— R
StorageBytes E/REBUTHE .

s Total REHEXHREHNERIE (FTEERE ) WITEXRD (UETREN ), IFEFSF
SEIGE (IA) #F EFS IAREAM3E | /N TF 128KiB B934 =& A ZE 128KiB,

« Standard RFM#E EFS fRAEFREFHNEENITERD (UFTHEMN)

- IA RTFMETE EFS TRE R FRERPHBBOSZERERN (AFZTREM )

« IASizeOverhead & EFS TIMBiFRIFMEPHERBIIFEBR/N (£ IANEEFRIER ) 5SHIX
o E& AR 128KB G ZEMEITEXN N ZEANER (AFTRBM)

« Archive R7F#E EFS HEFMEPHBTBHZFRERN (AZTHEN ) o

« ArchiveSizeOverhead 2 EFS AR FEMEPIEFREBIBEB AR/ (£ Archive 4EHET ) &
T trE L& AR 128KiB BN ZFHETERN N ZENER (UFTHEN ),
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BAFH

BMETHIE - Minimum, Maximum, Average

(@ Note

StorageBytes & 7R"1E Amazon EFS BHI AN X4 REERTE L , £/ 1024 NERE
I (FFH. KFT, FEFTHAFT ).

518 Amazon EFS B9 CloudWatch 3E#r

B LB Zfh 5 X EFE Amazon EFS CloudWatch B IE#HR :

 1£ Amazon EFS #&#l&
« 1£ CloudWatch %l &
- £ CloudWatch CLI

- £/ CloudWatch API

& F CloudWatch 1B+ M B4R ( Amazon EFS &5 )

1.

5.

&3 Amazon Web Services Management Console #$TF Amazon EFS #2#|& , WitR https:/
console.aws.amazon.com/efs/,

ERXHRE,
ERESEEH CloudWatch I 8FRHISIH RS,
ERGEDE RN HEREIERTE,

“WHRSEEWR THITIXERSEH —HEIA CloudWatchigtr., B E/MPTE CloudWatch 3R
L& ERXEER, WTHERAZK /O HEEXNXHRSE  RIANEREIRRESIBRKE , M
T2 10 B tREl, AAFERERIENFEBESRINRE , BT IRE R 15 RZX EE,

(® Note
FHEFR AR (%) EFRT = CloudWatch 1545 ; ©ER MM CloudWatch AHIEF 1T ESH
i)

ALAMERANXHRSERRE LN EFEZERNBERNERAN , MWTAR.
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- EREFISHEMEZRETHRERERX,
- ETRHEBRENNHREEERNFTE CloudWatch R,
- %R “BEEFEE S CloudWatch AEE FHIFEFR CloudWatch,
o M RMEEHEAR AT FEH CloudWatch 12 HIE AR H 7R & RAVIEHR.
- FERWERNEEDOM 1 /Nt EZER 1 F,

&EE CloudWatch 1EFRFEHR ( CloudWatch ##H & )

1.

2. ESMERF , EFER,

3. %R EFS B =M,

4. (i) BEEERENER , BEBRERFRIPRAEEN,
5 (k) ER4ETE |, Bi1EF FileSystemld,

E ;A K BRI FEFR Amazon CLI

FAHH --namespace "AWS/EFS" R ZEEM list-metrics MH. BXEZEE , TSN
Amazon CLI ii 58 ZE,

M CloudWatch API if B FE#R

WA GetMetricStatistics, AXEZEE |, 55 Amazon CloudWatch APl &%,

£ Amazon EFS 89 CloudWatch %5
Amazon EFS {REMEMRANERE TAELI TR ARXNSTWER., THMNIRE RXLIERN—LE
NWAE, XLEEAMNEWN , HT2H.

e ? MK IEFR

MABERNELE ? EATLUEEE Sum 84S H TotallOBytes SUBFEBUEFLENTL

=
= =)
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qnqe ? HKRIEHR
AR ERERERI MR BRI LUATE Sum #8FRM ClientConnections £it#HdE. EitEET
£5H9 Amazon EC2 3 — D HETERM ClientConnections FHE , B EFBREUZATER
BRI E ? Rk 8
IMEERN RGNS HBALlBESYIEXHRSEH BurstCreditBalance IR REFEN
RE? R, BXAREANREBININESZFEE , BSRREFHE,

AL EMEE

HH 2% CloudWatch #E¥r — TotalIOBytes ReadIOBytes, WriteIOBytes, #
MetadataIOBytes — RABENMHRE LI KFRELE, B MeteredIOBytes RREIETE
RPN EITTEFHENITESE R, TR Amazon EFS #H & BEDB PN EFHEF AR (%)
EREZEAHERNHAE, MREFHBEN CloudWatch U RIRFEMSEIETE | NI ZS#TH
KMeteredIOBytesHCloudWatch EfREiF RiAH PermittedThroughput,

PermittedThroughput IEXHREATHNELE, LEETUTHFZEZ—

« NTRABEFHENXHRS , WERRT XHREHNZAEAFTLE,

s NTHEAMEFRLEBRNXHRS , MR EFS fREFRRPEFRNBREE LT ENNHREE) L&
MENFHEESHAFLE  NWEERRRHREESHNELE K MARMENETHE,

s WFRAREBEHEN KRS , HERXHRSEKR/NS BurstCreditBalance BIBER, W
BurstCreditBalance UBREHN X HREUEREEFXMARERNERZIT, MRRF—EZF
FTHRZBEE , FERYRIEMEFHESTEEUHE , LIREFNEFHE,

X MeteredIOBytes # PermittedThroughput WEMHEN , BN XHREIHEHEMETASEL
E, XTEAMETLENH4RE , IUTMETNNETLE,

N $H#EF 5 CloudWatch IE#rEl &

FERERKE |, LA UERZ A Amazon CloudWatch 15 , FERABFRERBIEX LR OIZEHTH
RHE 5], &R EATE CloudWatch 2% & A AT IRAY 4 B B B 18] B 51 30 BRI B R AR P, Blan , AT
£/ Amazon EFS $E#r:4¥ DataRead BREMAKBRIA 60, ERRELTE 1 7 HEBANEXHRE L

BRI, BXIERBENEZELR , H5H Amazon CloudWatch A F i8R I £ 545

B=,
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AIUETXHEE —EE A Amazon EFS ERBEFERER,

£

s NHEEE . A1 E MiBps

- BREE BOLFEHE

- BEREBE ATHNBEHEFNAZRES L

- EfEE . FHE IOPS

- EFREE IOPSHS KL

. FERRBE T35 1/0 A (KiB)

« J&3d Amazon EFS #J Amazon CloudFormation #4x i F iE4RE5FE

NHEIFRE . HHE MiBps

EHE R AANFEELE (in MiBps) , 1B &&E—NEMNSEITHERIE
( DataReadIOBytesDataWriteIOBytes, MetadataIOBytes, B TotalIOBytes ). R/ ,
ZEREN MB |, H&ERIZE B RN,

RIZEBHRHIBER : (TotalIOBytes EF + 1048576 (JAR#RA MiB)) + Z At EREV IO EK

BRAIEH CloudWatch EHRE R M TR

ID ] AV iEHR Statistic JEHA

m1 * DataReadI sum 1 minute
OBytes

« DataWrite
IOBytes

* Metadatal
OBytes

* TotalIOBytes

R ID MREXNM TR
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ID Expression

el (m1/1048576)/PERIOD(m1)

ENHSE Ao EUHE

BIERBEREAXTEARATTRE IO XBENELAREFT L, fl0 , BIREUERRZHEFM
EFDH. BEFE—RIBREA /0 £8 (DataReadIOBytes, DataWriteIOBytes =
MetadatalOBytes ) FAMERRET D LE , FEANEMMENSEITERI 100, AR5 , FERRKR
LAE — B A ERBY TotalIOBytes Bit&Eit#dRE.

RiZEBHRHIIBER : (DataReadIOBytes EF x 100 (AR A B S L)) + TotalIOBytes E

HALIEK CloudWatch 1IEFREE WM T AT Ro

ID RN — NS NME Statistic AR
PR
m1 « TotalIOBytes sum 1 minute
m2 * DataReadl sum 1 minute
OBytes

BRI ID MREXM TR

ID Expression

el (m2*100)/ml1

EiREE AT EHENRRES L

EHE-BRNAAATFNELEF AR (MeteredIOBytes) WE L , BANFHERLL 100,
MiBpsfRfE , N4 RERUE —BTERH PermittedThroughput FHSITEIE ( ##N MiB)

BRIZIROROIBER2IXHR © (A MiBps x 100 AR N EFEHENEERFRER (RRIES
te) ) v (EF £1,048,576 (FFTEIRHF MIB) ) PermittedThroughput
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HALIEK CloudWatch 1IBFRE B WM T AT Ro

ID AR —NHZNME Statistic A
R
m1 MeteredIOBytes sum 1 minute
m2 Permitted average 1 minute
Throughput

IEHVIERR I ID MREX W TR,

ID Expression

el (m1/1048576)/PERIOD(m1)
e2 m2/1048576

e3 ((el)*100)/(e2)

B . FHE IOPS

EHERNNRBNFEIBHIRIER (OPS) , ERFEARSIT M

( DataReadIOBytes, DataWriteIOBytes, MetadataIOBytes X TotalIOBytes ) BREAIZAY
B RV R EL o

BRIZIEHRHIIZBER : DataWriteIOBytes HEAE + ZAT AR B

HAEK CloudWatch 1IEFRE B WM T FIRo

ID ] AV iEHR Statistic B HA
m1 « DataReadI AL 1 minute
OBytes
« DataWrite
IOBytes
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ID ] BV IEHR Statistic JEHA

 Metadatal
OBytes

* TotalIOBytes

EVEREE ID MRIAXNM TR

ID Expression

el ml/PERIOD(m1)

EWR#BF  IOPS BS L

EiTEENARNETR /0 28 ( DataReadIOBytes, DataWriteIOBytes =
MetadataIOBytes ) WS IOPS Bo kb , BAMMEMNHEARSEITBIERI 100, R , FixER
LA —Bt B ERHY TotalIOBytes BAEES it IR,

RIZEHRBIZEER : (MetadatalOBytes AT x 100 (AN B D L)) + TotallOBytes HA
0

HAEK CloudWatch 1EFRE B WM T FIRo

ID AT AW IEHR Statistic AR
m1 + TotalIOBytes V=TI 1 minute

m2 » DataReadI AR 1 minute
OBytes

« DataWrite
IOBytes

e Metadatal
OBytes

EHVIER I ID MREX W TR,
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ID Expression

e1 (m2*100)/m1

EREE P 1/0 K/ (KiB)

EItEEA TR FET 110 X/ (KiB) , 15 DataReadIOBytes, DataWriteIOBytes T
MetadatalOBytes IE#REVAE R E TG T BB BR SUZ AR AH B R B TH BRI

RiZBHRHIBER . (DataReadIOBytes B + 1024 ( LA 7 KiB ) ) + DataReadIOBytes
EFiN

HBAIER CloudWatch IEFRE B T FIRo

ID ] AV iEHR Statistic JEIHA

m1 * DataReadI sum 1 minute
OBytes

« DataWrite
IOBytes

» Metadatal
OBytes

m2 » DataReadI AR 1 minute
OBytes

* DataWrite
IOBytes

* Metadatal
OBytes

IEHVIEREE ID MREX W TR,

ID Expression

el (m1/1024)/m2
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®3id Amazon EFS B9 Amazon CloudFormation &4k i FA {8 #r $

& ] LABE Amazon CloudFormation #EiREIEZ A #IEFERIER, HF—PERTEETHMEE
X, LAMETE Amazon EFS #iZFR#EA GitHub, B A Amazon CloudFormation W EZEL |
25 (Amazon CloudFormation FAF#§R) FHIEEA Amazon CloudFormation #4x,

BEEHRZEHNEIIEXRK

& LAE A Amazon CloudWatch Logs izf2 121k S EFS XHREMBEHZHZRIIRNEAK , mMES
BREFPiR. FAUTIENEN EC2 XHIEENEA CloudWatch BERGEE X4 RGERSH
H9 B Zh =R 5 6

£ CloudWatch A& 5 ARE =1 B Th =k BUB Al

1. amazon-efs-utilsTEERHNHREN EC2 K| LR, BXEZER , ESHN FHEIZE
= E 3 Amazon EFS % i Amazon Systems Manager= F 3 &% Amazon EFS &/ i,

2. botocoreEFEEHNMHREM EC2 £l LRK, BXEZER , FEH ZENAR
botocore,

3. TEHBH “CloudWatch B&” Thggamazon-efs-utils, H&EFEH Amazon Systems Manager
Z&RMBERfamazon-efs-utils , REL B NETHK CloudWatch AEKiEFK. FhLE
amazon-efs-utils B4Rt , BDHBIBUEX cloudwatch-log F%5H # enabled =
true ITHERRF I EH /etc/amazon/efs/efs-utils.conf MEX#H. FRAUTGHSZ
—F 313 A CloudWatch B

3t F Linux 324 :

sudo sed -i -e '/\[cloudwatch-log\]/{N;s/# enabled = true/enabled
amazon/efs/efs-utils.conf

true/}' /etc/

3 F MacOS =4 :

EFS_UTILS_VERSION= efs-utils-version

sudo sed -i -e '/\[cloudwatch-log\]/{N;s/# enabled = true/enabled true/;}' Jusr/
local/Cellar/amazon-efs-utils/${EFS_UTILS_VERSION}/libexec/etc/amazon/efs/efs-
utils.conf

3 F Mac2 =41

EFS_UTILS_VERSION= efs-utils-version
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sudo sed -i -e '/\[cloudwatch-1log\]/{N;s/# enabled = true/enabled = true/;}' /opt/
homebrew/Cellar/amazon-efs-utils/${EFS_UTILS_VERSION}/libexec/etc/amazon/efs/efs-
utils.conf

4. E , WAULAEE CloudWatch BEE B H Eefs-utils. conf X HAFIRE B ERE KE,
WRE CloudWatch ABNERHEHNXHRGREL MV AEL | FEefs-utils.conf XA
Mlog_group_nameFEBRRERM/{fs_id} , TR :

[cloudwatch-1log]
log_group_name = /aws/efs/utils/{fs_id}

5. J¥AmazonElasticFileSystemsUtils Amazon ¥£& SR B& K H0 2 S&FT ANZEI EC2 SEHIEY IAM £
B EEER Amazon iEH, LR Systems Manager U {TILIRE , EXEZEL , F5
RS 1 FAPMENXREE IAM SEHIEE X4,

LTREHZHRSBEEZFBENTRA

Successfully mounted fs-12345678.efs.us-east-1.amazonaws.com at /home/ec2-user/efs
Mount failed, Failed to resolve "fs-01234567.efs.us-east-1.amazonaws.com"

1£ CloudWatch BEHEEEH RS

1.  FTFF CloudWatch ##|& , Mk https://console.aws.amazon.com/cloudwatch/o

2. EEMSmESR , EEFEAEAL,

3. &k /aws/efs/utiis AEH, EFEEEA Amazon EC2 356l EFS MHRSEEH B ER.
4. EERBAERUEEREBTEN , SFEFZHARDFEBRE.

613 CloudWatch Z3R LS Amazon EFS

&AL BI2 — 4 CloudWatch B , HBRRSREZILE , ZBRSKIE Amazon SNS JHE . HE
SERGIEENRRRANENMER. REERSBFEEREES N RRERANLEERENBERRNT
—MHSTIRE. BRIER—NRIEE Amazon SNS TR B 3H Y 4R AV EH,

BIRMNEA X FEAVRSZLF AR, CloudWatch BIRF2NNE N EMNL TRERSMIARRE ;
PRSI EE LA REE T IEERBTE R,

Amazon EFS CloudWatch B — NEZRAREXN XHRSEGMITESMNE, ALAELIE Amazon
EFS XHRENZABRISME, EX Amazon EFS X4 RS HEIMITEIE encryption-at-resti B , &
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A LA{# | Amazon CloudWatch 1 Amazon CloudTrail SR M X4 RSN EBHA R IIEREERH THES
o

® Note
BHl, BFESR LT INE,

TR ERE T AR Amazon EFS SI2Z1R,
£ A CloudWatch = H| A 1& BZR

1. &3 Amazon Web Services Management Console 33T F CloudWatch $###I& , Mt Fhttps:/
console.aws.amazon.com/cloudwatch/.

2. ERVEER. (IBREBROSHEEE.

3. &R EFS 1885 , #1830 Amazon EFS ERUKIENHREERNER. EEHTEFEERNETR
Amazon EFS 155 , FEENMHREN MRS ID, EREQNEEBRNIER , RAREET—F,

4. EEIEHRM Name, Description, Whenever {B,

5. R CloudWatch BEFEA B BRRSH @B LIEBFI4 |, BE SHLHER " FES , EF R
SHEIR”. 1 Send notification to (RIEBHE]) FEBH , EF—NIE SNS T8, MREEF

BER , BALHR AR FEFERAITRIRIREBR MM E TR, IIRRRETRASHE
FROBERFZERFERHRK

® Note

WMREFE A Create topic (RIEZE) A2 — /N Amazon SNS £& , BRA B FHR#Fitbut7£
BWEA i AFEL KU, SEREANBRRSH , F2REBFiH. IRERIS
FEB it 2 BB RRSZRETEL , BACINFLBREEA,

6. UEEt , Alarm Preview XA BB H — IR SR E AN ER, EROIEER,

EFEAIREEIR Amazon CLI

WA put-metric-alarm,. BXEZEE , $ZH Amazon CLI i 55 &,
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£ CloudWatch API i EZ3R

VA PutMetricAlarm, BXEZEER , 53 Amazon CloudWatch APl &%,

£ 12 & Amazon EFS API 8 Amazon CloudTrail

Amazon EFS 5 Amazon CloudTrail—IREEK , ZRFEEAF. ABEH Amazon RE#E
Amazon EFS F#1THIR/EM 2. CloudTrail £ Amazon EFS BFFE APl AABIRAEH , 81FEX
B 3% EFS 4l 5MERAMN LS EFS AP| #ENKBER,

WMREQZETRE , AL RFR CloudTrail B4 FE&4E#E Amazon S3 7Fi&# , @& Amazon EFS
WEH, MREABEBRE , BMATLE CloudTrail #8458 “SHFHRICK FEERHNEH,
BN WERNE S CloudTrail , A LA E R Amazon EFS X HEER, ZHERW IP bk, #AXHT
BR, ARAREHERAREMIFMRER.

BXEZEER | B5ZHE AF{EM. Amazon CloudTrail

Amazon EFS HF{E E CloudTrail

CloudTrail ZE& 8|2 MK~ Amazon Web Services Ik~ BRI EEEWKS LS A, = Amazon EFS #
REFHR | ZEHLEEHM Amazon IR CloudTrail B —RBI2RESH A RIZHP. BAUE
Amazon Web Services IKFHEE, BRMTEHEHEH, EXEZER , BSREMEA CloudTrail =
RN

ERLILREHEH Amazon Web Services kP , ‘@3 Amazon EFS IS4 |, BRI RER. BERA
¥ CloudTrail ¥ B EX &5 E| Amazon S3 Ff#E#E. BIABRT , HEEEH SR OIRERERER |, Z
ERERFFRLA FFTE Amazon Web Services X iRER, BRERIZFK Amazon 2 X Amazon Web Services
X5 FrFESEHH N B S XX E XTSRS ER Amazon S3 E4EM8, AL |, BT LB B HAth Amazon
BRS , LAt — 5 2 FILLE CloudTrail BEFRWENSZEHEIE. BEXEZEL , H5H (Amazon
CloudTrail AF1ER) PR TER

- RIEH Amazon Ik I IR ER

« Amazon 5 HER RS E MK CloudTrail

- Bt Amazon SNS & CloudTrail

- BRRBZANXEH CloudTrail BEXAFMEWR B ZANIKTHY CloudTrail B3
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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P& Amazon EFS API ¥E A & H g3k CloudTrail, #la0 , @
FCreateMountTarget#CreateTagsiRESTE CloudTrail B EX#HHERSE
B, CreateFileSystem

BNEARBEZEHTEEXRERBERVWARGE. FSOEEEMTERENATHES !

- BEREFEARAFIER Amazon Identity and Access Management (IAM) B FiE$H % H.
- BRRFEAACERKEAFNBNZLEIEREN,

- EREEHEM Amazon RF K H.

BXEZEE , ESH (CloudTrail BF$ER) A #Amazon CloudTrail AF &4 t#E,
T f# Amazon EFS BEX#H%E

BERERE—MEE 6 AVFNEHEN BEHERBIEIEEN Amazon S3 Ff##@. CloudTrail BHEIH
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , /EXFRWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HELET2RE
A4S EIRF I,

RUTREERT — CloudTrail BESZKE , Z&ZBEETRT NEH &R X4 RGO BIRER
HCreateTagsiRiE,

{
"eventVersion": "1.06",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-03-01T18:02:37Z"

}

}
},
"eventTime": "2017-03-01T19:25:47Z",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "CreateTags",
"awsRegion": "us-west-2",
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"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"fileSystemId": "fs-00112233",

"tags": [{
"key": "TagName",
"value": "AnotherNewTag"
}
]
1,

"responseElements": null,

"requestID": "dEXAMPLE-feb4-11e6-85f0-736EXAMPLE75",
"eventID": "eEXAMPLE-2d32-4619-bd00-657EXAMPLEe4",
"eventType": "AwsApiCall",

"apiVersion": "2015-02-01",

"recipientAccountId": "111122223333"

RTREIERT — CloudTrail BE%ZE |, Z&FEER T NEHE PR XS RENFFESAT
HDeleteTagsiRiE,

{
"eventVersion": "1.06",
"userIdentity": {
"type": "Root",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-03-01T18:02:37Z"

}

}

I

"eventTime": "2017-03-01T19:25:477",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "DeleteTags",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",
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"requestParameters": {
"fileSystemId": "fs-00112233",
"tagKeys": []
.
"responseElements": null,
"requestID": "dEXAMPLE-feb4-11e6-85f0-736EXAMPLE75",
"eventID": "eEXAMPLE-2d32-4619-bd00-657EXAMPLEe4",
"eventType": "AwsApiCall",
"apiVersion": "2015-02-01",
"recipientAccountId": "111122223333"

EFS RZMEX<ARWBERE

Amazon EFS BREHEX A @ Amazon &R 1T API AR, FNEE EFS RESMEXAR L LMY
B CloudTrail H&%H. username: AWSServiceRoleForAmazonElasticFileSystem&3x
EFS MIERSMHEXACHNEZEER , BZHEX Amazon EFS EARSHEXAE,

LTRRBIERT —/ CloudTrail B&% B , %% BERT Amazon EFS 6|
AWSServiceRoleForAmazonElasticFileSystem fRFHEX B EEIHICreateServiceLinkedRolelf
(=

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/userl”,
"accountId": "111122223333",
"accessKeyId": "A111122223333",
"userName": "userl",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-10-23T22:45:41Z"

}
},
"invokedBy": "elasticfilesystem.amazonaws.com”
},
"eventTime": "2019-10-23T22:45:417",
"eventSource": "iam.amazonaws.com",
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"eventName": "CreateServicelLinkedRole",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "user_agent",
"requestParameters": {
"aWSServiceName": "elasticfilesystem.amazonaws.com”
},
"responseElements": {
"role": {

"assumeRolePolicyDocument":
"111122223333-10-111122223333Statement111122223333Action111122223333AssumeRolel111122223333Effe
%22%3A%20%22A110w%22%2C%20%22Principal%22%3A%20%7B%22Service%22%3A%20%5B%22
elasticfilesystem.amazonaws.com%22%5D%7D%7D%5D%7D",
"arn": "arn:aws:iam::111122223333:r0le/aws-service-role/
elasticfilesystem.amazonaws.com/AWSServiceRoleForAmazonElasticFileSystem",
"roleId": "111122223333",
"createDate": "Oct 23, 2019 10:45:41 PM",
"roleName": "AWSServiceRoleForAmazonElasticFileSystem",
"path": "/aws-service-role/elasticfilesystem.amazonaws.com/”

1,

"requestID": "11111111-2222-3333-4444-abcdef123456",
"eventID": "11111111-2222-3333-4444-abcdef123456",
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

LT REIERT — CloudTrail BERE , Z%BERT
AWSServiceRoleForAmazonElasticFileSystemR S X A & FrHh TR CreateNetworkInterfacel®
£ , I FfsessionContextik,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::0123456789ab:assumed-role/
AWSServiceRoleForAmazonElasticFileSystem/0123456789ab",
"accountId": "@123456789ab",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:iam::0123456789ab:role/aws-service-role/
elasticfilesystem.amazonaws.com/AWSServiceRoleForAmazonElasticFileSystem",
"accountId": "@123456789ab",
"userName": "AWSServiceRoleForAmazonElasticFileSystem"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2019-10-23T22:50:05Z2"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "20You 19-10-23T22:50:05Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateNetworkInterface",
"awsRegion": "us-east-1",
"sourceIPAddress": "elasticfilesystem.amazonaws.com”,
"userAgent": "elasticfilesystem.amazonaws.com",

"requestParameters": {
"subnetId": "subnet-71e2f83a",
"description": "EFS mount target for fs-1234567 (fsmt-1234567)",
"groupSet": {3},
"privateIpAddressesSet": {3}
},
"responseElements": {
"requestId": "0708e4ad-03f6-4802-b4ce-4ba987d94b8d",
"networkInterface": {
"networkInterfaceId": "eni-0123456789abcdef0",
"subnetId": "subnet-12345678",
"vpcId": "vpc-01234567",
"availabilityZone": "us-east-1b",
"description": "EFS mount target for fs-1234567 (fsmt-1234567)",
"ownerId": "666051418590",
"requesterId": "0123456789ab",
"requesterManaged": true,
"status": "pending",
"macAddress": "0@0@:bb:ee:ff:aa:cc",
"privateIpAddress": "192.0.2.0",
"privateDnsName": "ip-192-0-2-0.ec2.internal",
"sourceDestCheck": true,
"groupSet": {
"items": [

{
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"groupId": "sg-cl6d65b6",
"groupName": "default"

1,
"privateIpAddressesSet": {
"item": [
{
"privateIpAddress": "192.0.2.0",
"primary": true

},
"tagSet": {3}

iy
"requestID": "11112222-3333-4444-5555-666666777777",

"eventID": "aaaabbbb-1111-2222-3333-444444555555",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

EFS S KIEN BEEKE

X NFS ZFim & §iNewClientConnectionfUpdateClientConnection CloudTrail
EHH Amazon EFS B, HEMREECEINRIUEEUREEFTEESZE , 2%
i NewClientConnection B4, HEMRMEEHAATHREIREKETLEN , 2K H

UpdateClientConnectiono UM AR FBREIRTESE ClientMount B , h& R HiZEH. &

X EFS RINNWEZER , BSHEER IAM BHEI X RS HIEHE,

LT RBIERT —/1NERNewClientConnection=4#Y CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::0123456789ab:assumed-role/abcdef0123456789",
"accountId": "@123456789ab",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE ",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::0123456789ab:role/us-east-2",

"accountId": "@123456789ab",
"userName": "username"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-12-23T17:50:16Z"

I
"ec2RoleDelivery": "1.0"
}
},
"eventTime": "2019-12-23T18:02:12Z",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "NewClientConnection",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "elasticfilesystem",

"requestParameters": null,
"responseElements": null,
"eventID": "27859ac9-053c-4112-aee3-f3429719d460",
"readOnly": true,
"resources": [
{
"accountId": "@123456789ab",
"type": "AWS::EFS::FileSystem",

"ARN": "arn:aws:elasticfilesystem:us-east-2:0123456789ab

fs-01234567"

I

{
"accountId": "@123456789ab",
"type": "AWS::EFS::AccessPoint",

"ARN": "arn:aws:elasticfilesystem:us-east-2:0123456789ab

fsap-0123456789abcdef@"
}
1,
"eventType": "AwsServiceEvent",
"recipientAccountId": "0123456789ab",
"serviceEventDetails": {
"permissions": {
"ClientRootAccess": true,
"ClientMount": true,
"ClientWrite": true

:file-system/

:access-point/
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},
"sourceIpAddress": "10.7.3.72"

X H RS Amazon EFS B & encrypted-at-rest3X 45 B

Amazon EFS AT BERENH4RERERABSMEN/SEHMPME, EXEZER , H5H &
Amazon EFS I iNZ#HE.

Amazon EFS £ & i Amazon KMS API &R & R ETEZ A MM Amazon EFS BEN &%
EMBE LT, XHRE ID 2BRSMENFIEXHRENMNE LT X, % CloudTrail H&E%H
MrequestParametersFB&H , MB L TXRUTFUTAR,

"EncryptionContextEquals": {}
"aws:elasticfilesystem:filesystem:id" : "fs-4EXAMPLE"
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Amazon EFS &g
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/A Important
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B LIRS Amazon EFS BiEl, HEBUICEATFRIKZ K IOPS, EXEZELR , B5H
the section called “EIL EESHHEH IOPS By TIERE",

3. MiBps X FEA# M EHEHFERARA 2.0 HESAH Amazon EFS &% ( amazon-
efs-utils A4~ ) = Amazon EFS CSI 312 ( aws-efs-csi-driver ) HENWXH RS |
BRAEHEERHLEN 1,500, N TFAEREMN 4GRS , FHERSIN 500 MiBps, B
Amazon EFS BEF RN EZER |, HSH%Z%E Amazon EFS & F .

4. FRARBFHENEXENHRETURGEFEARAFELENXEXHREHEBR per-
file-systemiZEBMAEA TR E (BN KEKIRINEN 5, EAWR KL GiBps BNER 3
GiBps ) o

ERIES
Amazon EFS %% N RIBERNERTRIT , BEBATAHI,

« EFS #rEFEHRMERABESRIE (SSD) FM N MBI R XA REFIEERRA . %7KV
BE-NFVHEREE 250 ¥ , EAF—NMFWEREE 2.7 EX,

« EFS TR (IA) M EFS IRF#RXAF/TRMRRENEE  SERFEFTTEMEL A
BFEFFENLEERE, SEFHREHRNE-NFTERNKTEY.

BX EFS FHEMNEZELR , i3 H the section called “EFS Ffif",

HREE
Amazon EFS R F A4 eEE - BAEIXFRAK /10 BR,

- BREANSRBRFERRE  BRXARENMIAEEENR, EXNHRGRAERBRAEEES,
NTREMRE , RNBUALERABAERERER,

« RRIOBEAR E-—RKMEERE  THEEH TN TERBEMRIT , EEARKMAL , XETHER
HUUARBDESHER, "X NHREREARUEFTLENNHFRETFFHRK /0 KX,

/A Important
HT&AK /0 WEXEFLERERS , RLERMNBWNAAENXHRSEEHBEREEEN,
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RNTHRHRPBRENTEAERSEFEAEAMEESN XGRS AR IOPS RESTE A |, Bl LAisE
ZPercentIOLimit CloudWatch %5, BXREZEE |, SR CloudWatch Y & EFS BYiE47,

MAEFAAEET BRE IOPS , SUAT EMAEEKMEXHRE, THELMN IOPS % ; EflE®sd
EXHREGENELERESR. BIMNEXHRE (NFS) BXREE 4 TFT (KB ) EHEHHKERF
SRR R/DMHE , WBRKE N,

FHEREN

YHREHNAERERNRET XHRETANELE, Amazon EFS fEH=fMFHE&ER : #M4, M
BEMRE, FMEUHECITH , FREPREEBEAFTUHEFSNENEUHE, SHEFHEEXT
A ANRAELEEREURT Amazon Web Services Xifl, BEXFTRIXBARANHREELENESE
B, 2 Amazon EFS [E#i,

SHRGETLAEH 100% WRBASHFLR. fiI , MBXHRGEERLRRAL BRI 33% , U
BXHRATURAT L EABL BRI 67%. TUERHANXHRAEBELNE OB
BRAE (%) BRTERXHRENBLRERERL. AXESEL  H50 LEFLRMLE,
AXFREEF EBEHNELERN

NXHGERGEFREBNELEEXIORT TEARVERER,

- BUMAHE (HE) — SN ITHEASEFEI TN BHEREEREUTNN , HELHNARERF
LA 5% s E KK average-to-peaktb Rz FMH ER | FEARINNEHTLE, BEXEZER | 15
S EUEHE,

- MEREFHE-MREBAMETHEABWEREER , IEYEHNNARFI 5% RESH average-to-
peakttfliREEUHEN K BEEATEEFHE., BXEZEE | FoH MEEFTE,

- RIPFHE - IRBHFEFHERNHREPNEFRHET R , BEAREFTHE,

MREFEAREFLER , RIUENRNRAEFZEFULERS (S0, FANFHEEIARTELE
B 80% , RECKFEATHARERY ) , WNFEABMEFLERTEFLE. RXESZEER i
SR REFUHE,

&R LA R Amazon CloudWatch B fFiE¥r SMeteredIOBytesiE#Ri#t 1T LR E THERE
#) average-to-peakPermittedThroughputtb®, F3x Amazon EFS ERNEZER |, H5
¥ CloudWatch I & EFS BV 847
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HEALE

NFEARMEELENXHRS , Amazon EFS 2 BaI T REHEMRE , WHER TEATEFIER,
N TFHEREEREUTN R RER A ATMNN TEAR , IENTEHEUFIEBEFHEN 5% HER
( average-to-peaktt® ) W ARERF K HMFHERSRERFHERN,

HTEAHMFHENXHRENELEMELBYT &, Rt TTEEERMEFL RN KBZNARE
FER, AFNEHHEANTHENSEENR  FAEEEAREFHENFT2RNTERRER
o

® Note
HUFHEMERATHEABAMEERNHRE.

BRENMNXENEEEFLERHNESR , BSREAUIESH Amazon EFS FEE,

MEERHE

FATMEEHER K AMUEEXHREAURGINELERS  TEXHRERNNRREIBRESY
M, MREEHETEARNMEEER , ELHNNARFNELERSEZ average-to-peak LR
5% XEZ , BEATEREFTE,

NFEAMEFHENNHRE , cHNANHRESANFTLELZKE, —MARNITENELE
HETFTEENTELE  ZFEHEEIXHREAESWINEFERNEERTE | THBXYE Amazon Web
Services XA IITHRIBEEFHERH,

MREVHARENEEFHEEITMEENELE  NT2BIFEAXHREATHREFHE (TEL
HAP I T\ Bursting E/EFHERS ) o Amazon Web Services X5

X ERegionProvisioned FHERFIMNELR , HSHETLUIESH Amazon EFS B,

RIFFHE

NTEBFUHEMNHREFREY RN ITHEAE , BUEAREEHE, FAREEHEN , E45F
HEEREFERPHXGRERDKEL , 8 GB FHZRINERNR KiBps 8 GiB & 50, ZHX#
REEFENTUHERTHEAFLEERRN , REQHHALRR , SFEHEBEIERERE , 2HBRR
R,
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HREVRDAARN , MFRERZUUNEHEERSE MiBps# TiB 7% 100 , & Amazon Web
Services X3 I RH , &/ N 100, MiBpstIREBERANRKIRD , MXHRERZ ALK
MiBps % TiB %4 50 1 , 2% 1. MiBps

BREBNMNXEHNREFEHLENFE L , iHSHGeneral resource quotas that cannot be changed.

T fi# Amazon EFS 3238 =%k

FRAREANHE K BN NHREENEHEBRSEERRNAREIN , ZEERRREFEME EFS W7
FREPFWXHRERPDRE, BEHEERERN MiBps & TiB [TiB] EfE 50 N ( #HEH T & KiBps GiB &
50 1) o Amazon EFS AFEEURETTERBEAREREN=972— , N\MATXHREFEERR
1253 KiBps 2 GiB iZHEML & 150 , 5% KiBps GiB EAEMH & 50,

MHERGANEEEITERRFERSHELE, BINAFRELTAEIRSUEFLERTHEEITE
BEE , XMERERSRZRREIY. RITHRERIENHRSANESEHLE  FESTHEER
£,

Blan |, REFEEDPER 100 GB ItEBENXHRENEESFSHENRN 5, MiBpsiE 24 /NatHIIETESH
RAT , SUHREIIIREMNE 43.2 FMIB (5 MiB x 86,400 ' = 432,000 Mi B ) #FR4 , iX LR 4 7
FAF LA 100 HEEE R K 354 72 944 (432,000 MiB € 100 MiBps = 72 %4F ) . MiBps

WMRAT 1 TiB BIXHREHE 50% WEEIRLTREDRE , ZXHEREEER 50% KA RIKHL T
LAZRIE,

TREHRT REITHO RO,

NHERGE KN RigFHE HERFHE

MEEMESRE « REZE 300 (MiBps) RiEES |, & . ELERFFZ 15 > MiBps RiEIK
100 GiB 11 E# REZ 72 0%, RE\ )b

& . REF 100 MiBps REER , 8% - EERHHS 5 MR MiBps BER

R AL 72 28

FREFETE 1 - ZRIEZE 300 MiBps REER , XK - IWzhEF 150 F4LE MiBps 1 RIERE
TiB it EIE 12 /MEt , HE . ELIRF 50 2 MiBps BER
. 8K 12 MHAZREE 100 MiBps
REERX

EFETRE 10 - LA GiBps RIENXREN 3, R - TWh:R 1.5 FL GiBps R
TiB itEHHE 12 /Y, B
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XHRZEKRND REAFUHE HEEFUHE
- BX12/PBIARER 1GiBps R « ELIRF) 500 R MiBps BER
EER
BE , RANX -« X TB E#EZEHEREE 300 - 5 TiB FEZ=RIELERS 150
R MiBps RIBRAS |, 4L 12 /AT, MiBps Rz
%A . 5 TiB I ZEEEL R 50 4
- 88X 12 /)t A%E TiB FEZEE T MiBps RE#E

228 % 100 MiBps RE A

@ Note
Amazon EFS AFTEXHRSRHENITERTHLERN 1 MiBps , BIEEERRRE,
BEEAERRNRIGERNAERANXHRSEK/PNRET DescribeFileSystems API ##4ER A
B ValueInStandard itE X/,
PNFATIBIXHRGEATURENRD AIEIRES 21 TBRORMA , ¥ T AT 1 TiB IXHR
%, AAEE TiB 776 2.1 TiB WIRD RF. HITHEREXHRETURREZBHN LBRE
SEZRIBKIR 12 /AT,

X PR A B R BB LT iE B RY R

ALEIMIMEXHRENELERAAETREHE, ER , ERFHERXYRIMEFHERELW
BEHERE  UTREFE 24 MAZ RS

« NFEEHERNRE R ERREFHERN,
c BOTMERHE,

Amazon EFS M4aER R

EBEFH Amazon EFS B | iEi{EA T HEER R,
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15 1/0 R/

Amazon EFS W MR T SR PV AT A, FAMNAY B, M2 MR ESEFRX
HFREAFERPWERTH, ATXHEIRENIEER , SEHEBE BT /0 X/MEMMME
i, RATFHEEERERFE 2R D #,

RIEZEESHULEMN IOPS By TR
HFEEEFLRN OPS WA , BEARE T BAMEEIMBIEEL BN KEM RS,

® Note
EXNMNELEHBHBIFEANRAKIRE IOPS , XHRELMEM Elastic FHE,

EXYSSRAERE  KHELSROTHAEENAREFRNTERBRFAFITE,

1. EMBEFRNEZR2ABITE TR , BERBELEEANEF RBEMEE,
2. BIFENEEETRNBBEERXHFXTT , RARE®BDFH,
3. I HEAHIEE 10 NHEZSH NFS Bl R , ENERHBIRFENINETREDE 64 MR

[5] B 432

B A LAE BT E Z 38 8T Amazon EC2 M E ftt Amazon iTE 3£ E3#EH Amazon EFS XHR%., 10
RUUBESXFAHTHRITNAER , WU EBITEXNREFREXHRENETLEER .

SRR
MREBANIXHERGENFSEA , WFLENBEARERERSEA Amazon EFS Z 51 Amazon
EC2 Rfl E#1TEF. RIBEABREEFRENLER, ERTRIBEAN , ARERFHRERTE
7.

BRATEALSEANXHRERFERARTTEFIEI ( HIE0 O_DIRECT ) T AN XHREFHE
Amazon EFS X HEZiER, ENMNRETHFERFFHM Amazon EFS ZEIFIR—IR,
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® Note

RN BEREXFENG -3 ( WREER S Amazon EC2 k6l ) MEE. EARSE
ATRELET -—MERZATREBENBEABFRES , NESHE—BE. EARSEAT
BEEZAHLENBEARERESELE.

NFS B ikl iaE

WINEEAMR EE EFS XMHRS M Linux WESUEESEW RHEENERET,

HEL S EC2 6l EZEXHRLE , Amazon EFS XEHMESXH R SR 4.0 F1 4.1 (NFSv4)
. NFSv4E 0 ( B¥ 4T 1,000 NX#H ) Lt , NFSv4.1 AHIT DM XHREURE (BRK
F 10,000 N4 ) BRI T EFHHEE, X Fiz21T EC2 macOS Big Sur BYIE S macOS =41 |, 1X
NFSv4x#F .0,

BOERNTESED
- noac, actimeo=0, acregmax=0. acdirmax=0- XLEEMAZABHER , XX HEE=43E
BRI M,

« lookupcache=pos. lookupcache=none - XLEEMEBRANHBZERETFT , XX HEEF~4IE
B,

« fsc- WATEAAMXHERT  EFRXERNFS EFHN -3 , tF2BDER,

(® Note
HESXHRERH , HERM NFS HEFmNIREZ X A/NMEME 1 MB,

AL/ ST BE
A BB B A SREE SR D S A BT T RS, WA, URR THERSSE ST RIE R I S 1
BEo

« REFDEERRS 2RI

MRUBFEIERPREXM , BREFTSEKAXE S, REXAHEBRFLTHTRSATUE
BGREFPNAREEIR, XATHF. XANTBEREEETEARS HAHELTEERTT.

NFS B iR IEE 195



Amazon Elastic File System ArfEm

BRESHEANHE , IAFATRIETEE,

BRAER ( XHTFF. XHXA ) IERNRETEEENHIBEARZTHERE-—HZ. EUHEHE
W FFIREHHTFF — IR A S B X, AEBRMEL BB REFTITRS2ERTR

« ERFATERBD RN EEFNE,

« FSEXHRHER zip XHH, FENRABRFEAREBERINEERRBXHNSE X, FiXLE
MHRAR - L zip XHHF , REIRITFF-RAFRIREEN AMERE S N 30,

.zip WA VFBEHLIE R R AN

RIAZEda

ERFHMESRHBEAREF (BT 10 FAXH ) EITHIHER®E (Is) B, Linux NFS BRI AT RERE
BMAREEE, LEBSENK5.11 RBE , ZAKEBAEE] Amazon Linux 2 R#% 4.14, 5.4 H
5.10,

BINBUEETENERT , SXHERELVERBREE 1 TN, RUESHFERAREF B R,
B R, MRFFEXHEMY , NBFZRIUXLEEYE , ENECIHAREREEREESF,

{£1t NFS read_ahead_kb By K/

NFS read_ahead_kb BHE X T Linux AZEIRFiEEURER A ZRNEMEBFTREN TET K.

SF 5.4.* 28K Linux ARZARZA |, read_ahead_kb EEi&3E NFS_MAX_READAHEAD & LA
rsize ( EFGETMPRENETFREENEMEFNX K/ ) WEKRIREN . FRAEENESGEIA | L
NI fF read_ahead_kb iREHN 15 MB,

® Note

M Linux ABZARA 5.4.* 718 |, Linux NFS P imE A BRIA read_ahead_kb {E 128 KB, ]
BUCRF L EE MME 15 MB,

EHXHREE , amazon-efs-utils MRAX 1.33.2 R ESRAFREH Amazon EFS EHH F IR F
£ B3¥ read_ahead_kb EEHNETF 15 * rsize = 15 MBo
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FF Linux N 5.4 RESHRA , RFAFEREHEREFREZXHRE , BEZEFH
fF read_ahead_kb i®ERN 15 MB LUREHEE, ERNHRERE , IFAUTHTEERE
read_ahead_kb B, EFERLGSZH , BRUTE :

* ¥ read-ahead-value-kb BRAFABNKRD (AFFTHENMN)
« ¥ efs-mount-point B A XHRENET =

device_number=$(stat -c '%d' efs-mount-point)

((major = ($device_number & OxFFFQQ) >> 8))

((minor = ($device_number & OxFF) | (($device_number >> 12) & OxFFF00)))

sudo bash -c "echo read-ahead-value-kb > /sys/class/bdi/$major:$minor/read_ahead_kb"

AT RHISF read_ahead_kb X/NMEERN 15 MB,

device_number=$(stat -c '%d' efs)

((major = ($device_number & OxFFFQQ) >> 8))

((minor = ($device_number & OxFF) | (($device_number >> 12) & OxFFF00Q)))
sudo bash -c "echo 15000 > /sys/class/bdi/$major:$minor/read_ahead_kb"

Amazon EFS MgERIEHEE

BE , WREEEMEERN Amazon EFS B |, EHEIAEERN R Linux A&, MRFEANZ
il Linux RIThR , BATEWEER TR :

o WNKRAR 4.3 HESRAH Amazon Linux 2

« Amazon Linux 2015.09 = E & R4

« RHEL 7.3 {E & R4

- P& Ubuntu 16.04 iRZA

- BEBMA& 3.13.0-83 HE S RAHK Ubuntu 14.04

- SLES 12 Sp2 EFRA

MREAEMRITHRIAELAR , RINBWEEAAK 4.3 HESHRA,

(® Note
BT AT SN NEE , MEETE , RHEL 6.9 AJREN TRHE LEARTHER,
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£

- TAEBIE EFS XHRE

- LT NFS XHRSE AT

+ 58 Amazon EFS &l AR H4E

« Amazon EC2 Efil##E

- EAXERENNAREFEER

o HATHFSAN MR, HEETE

- BEXNFS RESHEALR

+ {£f Oracle Recovery Manager 8|2 &Z 1 RERE

FE B EFS XHREE
Bl EFS XHRANERKK , HFETUTHE -

User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

EXMAVERE

KE LK Amazon Identity and Access Management (IAM) 3RE& | FINZE NS EE B ERBERMGH
EFS X#R&, BXREZER , 2 Amazon EFS WS G MR EE,

B4 15 E] NFS SRS E R VRIS

LB THEY 16 MNiRIA IDs (GIDs) WA F ZIRTE NFS XHRSE EITIRER | ATeEaE4 11
B MHERSELE ATV, 2FAEILkEE , GIDs AN NFS i X%# GIDs 8MNAFHZ 16
AN, FHEIEIE RFC 5531 AWEN , NFS B g iE R i H i iE R &S 8B,

EXEMERE
B4 NFS AR MAmS , WMENEBMNRAF BN IHRILETES 16 4 (). GIDs
1518 Amazon EFS & & st H 48

K NEHFEIHR Amazon EFS BIEiE4] A o fE B R4,
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¥HY ec2:DescribeVPCs Eif# 1T &5 P IUEAT H S

3[F] Amazon EFS Z##| A2 E RUTHIRHESR -
AuthFailure: An error occurred authenticating your credentials for ec2:DescribeVPCs.

WA IRR RN B FEUMARKIIET Amazon EC2 lRE#1THEHRIE, EE%EEN VPC 4l EFS
NHREGE , Amazon EFS #5842 KREFAAL S EC2 RS,

EXEWRE

WREWIZE T EFinisR Amazon EFS &5 #IRTE .

Amazon EC2 EfltEi#2

Amazon EC2 KfHIFgE2ER , EANBEESERHEXHRENIER THER T XHRSEES B R
EXEWRE

EMBRXHRGEER B IR/l , BHEXHRG, BXREHBE Amazon EFS XHRENESEE
BFS R EHEFRL

BEARERREVNAREFER
FREHBIEEA Amazon EFS WNARRFER , HSBEHIEH B3,
EXREAIRME

MRENARFZEEAKNBASENEMBEBRIEE A Amazon EFS |, Ml Linux JRESERHE3 ,
NHERLFERBEMR. AIAKREESHAENLITH , B) kernel.hung_task_panic
kernel.hung_task_timeout_secs,

EUT RIS , ERPIEEZH, ps T REENHBRSREN D, RAZHBEEFR /0,
$ ps aux | grep large_io.py

root 33253 0.5 0.0 126652 5020 pts/3 D+ 18:22 0:00 python large_io.py
/efs/large_file

EILEFHES , FEMNENHRIZARNZEBES N ER, AT THEAKRSH Linux
RE EERES KR,

$ sudo sysctl -w kernel.hung_task_panic=0
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HITITF ST, MR E

HITAFZAXHNNARFN /0 FTLERET 2 BT RHA

ERERRE

P& R EERRAS 4 (NFSv4) B IHAERA NFSv4 .1 B RHEL 6 B iR L& HIItLRIE | BRixLe
NFS ZEFisaF 5t NFS ST MK ARME, EFEHA NFS IMUARA 4.1 FMZWH Linux X1TH ( &
T:Ejttlh—.liaaﬁ ) Z_o

MRIETEEMEA NFSv4 .1, I E Linux NFSv4 .0 B ImIZAF ID MAXNIT T MK EREITF
Fl{t. IDsEIESZSNMEBHSZMLERNAHER , BaREMFINL, ZPAHERESR IDs TEE , &
Fig—R 2@ NFS BRS5 2R RIE—MTTHRARE, ERRXLEEE , 7T TIE—RE

« A LAER — Amazon EC2 24l EERFEMNAF ID BTN RE,
o BOLLEFTERAE IDs WiERFWAFRIERET , AN EHEA IDs &,
o BATLUMNEIEE Amazon EC2 SEHIE T BN HE,

BEX NFS RESHEALER

BLEBEN NFS BEFIRIRE , Amazon EC2 RHIGRZEE=HFEEFE TS — 1 Amazon EHI3S X4
RERITHWEARIE, EC2

ERERIRE
MRBEZER , A SUBEE A TE— TR INAEER

o MRIEEREBIEN Amazon EC2 L6 LMY NFS BEFIRERMERMEERT , BHREN KRS, A
&, A noac MM EHEH XM REURLABMEEF. MINMBERT , NFSv41 FNEMEEFLT
B R

(@ Note
ZEREFIRET IREEEEN N AERFEEE,

« BETLBEZEAS NFS IRRBNERESREFERENBELESF. ERITERE , EINE
RiE ACCESS HREERE M BIR X RENE R,

filgn |, WA LAER Python REESWENLTEA.
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# Does an NFS ACCESS procedure request to clear the attribute cache, given a path to
the file

import os

os.access(path, os.W_OK)

£ Oracle Recovery Manager S22 % 0K EERIE

MR F 3% B 1EN 25 Oracle Recovery Manager 1= 120 #' , £ Oracle Recovery Manager £
B MONIEE AJRERE,

ERERIRE

MEBRZEE , FEA Oracle B3 NFS |, I Oracle #BIHR LW E AFMERH NFS ERE: NFS BF
Ui 352 5l R AT IR

(@ Note
Amazon EFS F % #f Oracle iE#£ NFS,

BEE AMI F1 A # 7] &

BTXR, &aUKRIEXELD# EC23KHIF £/ Amazon EFS B #REFE LT D # RGME& (AMI)
AR AN FE X Y R R AV 15 Bl

F&

« TAEEHRAER

- BTEMmRER , MHEREEERTRE

« B R AR A FEHL

« JIHAE B FRPHXMFEZERKASE

TEERFTEN
LA Linux chown s SRt |, TEFE 4/ B ZHFMER.
HIMZEE R AR
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2.6.32
ERERIRE
SERBABAT A TR LU R Z AR IR

s MREZIT chown MITEXR EFS RE XFIENFIEN — XM IRESE , BULUNBITRHITAZ
HEFIHFZETT chown i f. N |, SEAKRFTARAH Amazon Linux.

* 3R chown REMNEF THEREN —HD , MIEATERNBLRAES BEFEM chown,

BTEFiRtER , XMEREEEHTRE
mTRNEFRER , MR EERITRAE
BRI BRI

BE SRR ER S BRI

& im & £ S8

B R SR

L 4 R B PR AR A

« M#A Linux 3.10.0-229.20.1.el7.x86_64 BY CentOS-7
« MR Linux 4.2.0-18-generic # Ubuntu 15.10

ERERIE
BT RAEZ—

« ARAEFHAKRE, T CentOS-7 , WBARA Linux 3.10.0-327 HESRAF B2 HMNIEE
BEF.
- BRARIBAZRAE,

FIHARE B FRAN XA FEERKEHE

WMRELH NFS B WIERN B KUK ERER , BREEREER , WAL ERXMER. &
A NFS FEFREXMETBEIEIEFARTREENRN , EHMLNXTHETER. Hit , T2
BEEERUNXHNAREBR , Is B ATREERKNEFBETK.
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H % IR B AR A

KT 2.6.32-696.el6 B9 CentOS M RHEL R#ZhRA
EREIRE
EMRZEE |, BHRIBRHTHRNZRAE,
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{®3 Amazon EFS iz

T RPERNEIE , Amazon EFS 2B &M EM EFS XH RS, A TH —SESHHEMNBERY
&I LLFE Amazon Web Services KB E 4| EFS XH RS, 20 MEF| EFS XHERE A RE EFS
NHREHELN BB RESENREIRS., N , EHERAIBIEZELNBERLT.

ES ]
- 10 EFS XH# RS
- 5% EFS XH# RS

%19 EFS XH{-FR 5

Amazon EFS E—IE £ ER Amazon Backup, ETFTREMNRSHT TREER , BAUEATRX
BREMEERRZMRE , LRI IETE Amazon EFS FHVEUIE,

/8 Amazon Backup EEF T Amazon EFS , &R BURITA TR ME -

- BUERERMDITY , EEAICENTHNRE. ERUEERDME, &OH, REZOHHNK
LA % 17 09 A o JB H SRR

« k& Amazon EFS B Z 10, AILLRNHRSEHFEIREZFHHIATNXHFRE, EATLLARER
MIT R E & R E RIRE .

BXRERANEZE LR Amazon Backup , & Amazon Backup FF &K A G 3§®Ehttps:/
docs.amazonaws.cn/aws-backup/latest/devguide/getting-started.htmI= #3,

£

« 304A Amazon Backup &5 Amazon EFS Ei&fFH
- FIEMN IAM R

- B4R

- EE EFS XHRSHNEFZH

#n4a] Amazon Backup & Amazon EFS Bl &£ H

RINERT , RESBHEZMEBMER Amazon EFS B#H| AR XH RS, Amazon Backup £ 812
EFS X#HRE&E , A LAMER Amazon CLI 5 API FFE B3I & 19, BRAIA EFS &1t XIEMA Amazon
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Backup #EMN BZIZMIRE , BMREHN 35 RWEEZD. £AMKIN EFS 01T RICIRH & 076
ERRIA EFS BB EF , ZE D EHLRA Amazon EFS RFREBIEM . ToEMRIIAZ 21T Z B KR
B,

TRBENFHEENM , EFS XMHRETHNAMBREDHEM0, YEZHN EFS XHREERAT £
BYEEF AERTHETR (A) ROAEFERNEEN , FRFERBETRER, ERIREQE
SRR X HE R BIPRE TR A

HERD

Amazon Backup #1T EFS X RENEER 7. TURZHRHE , FOBEBNXHRENEIR,
EZXHRENEEZMEE , REFHEEHR. EFMREMBRNIHNE F. BRBERZHHL
Amazon Backup REMVENSEHRRE , MEHTELME. BTEHFEHFHHE , XA EEHRARE
48 48 55 BX & 10 I 25 B B 18] R0 15 & 126 B AR

10— B

Amazon EFS EEHSEAIAM., £ Amazon BackupF#1T& B8t , BET LA B FMEH EFS X4
RE., BR , MRENTEANNXHREHT TER , WWESEIAT -, flNEE. ELHR
MR, XEBHTEBEA, EmE. BIDIBEREREE, AARAR-—BHNEH0 , RINBUEEZHIRESD
EESUAXHRENNARFIHRE, RE , F2OTHETBRAXHREHE,

FMEKED

BULHFENROEELTKED, LEANELFETREONNEER, IREETREQD , FHRRKRE
FETRER R M RE AR UM R RN MR IX A A BY T IR IR R 40 7 UE &8 O B8 5E Mo

EEEEOHRRERNZDIFIEANFTZERS. ETRENZGHEE , FMNPEEAE Amazon
Backup 1X& . T LAE Amazon Backup BE#E4l & LEEMER DRSS,

BEZH

£/ Amazon Backup , B U R EFENERREIZHES, 5iHEHTE , EEECIERZMHIT
R BEHRERHD. BNATUUNZRIBEEGEY X2 TFRESBIRAEHE , HiZERM
BT BRE o

A N SEFHAZOPTEFENRE , Amazon Backup B FBER RN HI7E. SlW , &
PIRZ O , BXHRSER 100 M4, MEELIRZDEMNEZRBBR T HAXH (100 N304 -
2 =B RE B8 IMXHF ) . ERBERISFHE , RERIEHRNXHBEnER R
98 N RHE N BRI IT TR
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AREZN

Amazon Backup & MBRFENBNMNERIEHTRAHRKEZMD. Hit , MRRGELEEHITH , N
TRIZHRHRIRERZMDTRES KM, B>x Amazon Backup BREINEZE L | i55H (Amazon Backup
Developer Guide) ## Amazon Backup quotas.

& 101 BR

BN EFS 2 REFEL AR IRENELPBFMER. EMBR EFS XHRENABTEZH , BAELR
EELRRE, IREZAETERREFLFRRBIIELTHER EFSRER , 2RI THERER

"Access Denied: Insufficient privileges to perform this action. Please consult with the
account administrator for necessary permissions."

ERERANZOREFETRRE , KNERRERBINR. BXESZER , 58 (IAM A
) PFRATMRE IAMBE (BERBEF ).

FTER 1AM PR

Amazon Backup EZH K~ PR KRECIERFZHEXAC, LABEEFHIT Amazon EFS R ATFENN
PR o

AILAfEA elasticfilesystem:backup #l elasticfilesystem:restore BIERAFHRIEL
IAM =& (Bl AF, AHA/E ) SIESERE EFS XHEREZREEN, BUUEXHRARERE
FEHH 1AM REEFERIXLRE, BXEZEER , HSMAmazon EFS W EH R EE MEHR
IAM 2 85I S RSB T[F] o

= ERE

BE , SUUMBUTZHOMIXEER Amazon Backup, X FRETERE , flNEsKEXHHE
KN IENR , REATRESER.

- BRHBEERRNETH 2,000 MXHHEBH 400 KFFT (MBps) , AREEN K.
- MERFRETR 1,500 NXHE 200 P34 MBps , ARIEE 7,
F 1D IREM R K IFLERTE Amazon Backup 3 30 X,

5/ Amazon Backup T &HEEERNRAIN D , BRIt ABBAMEEREN XHIRERS, BXESZE
B &2 Amazon EFS X R &EWE .
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EE EFS XHREWEDRH

LA Amazon EFS B# A8 NH RGN , BFIRORINETFHABRS., QIBXHRSERE |, &7
LA A Amazon CLI 5§ APl FE B31& 1

A LAE A Amazon Backup ZHl & RBRIARMITNNIRE. BEXEZELE , 25 (Amazon
Backup Developer Guide) HY Managing backup plans. &R LAEA Amazon Backup 2% & &EEHFT
E8EM , HREHRIAEFS RHITIVNRE.

BRABMEME , Amazon EFS £ffE R enabled ¥ aws:elasticfilesystem:default-
backup REHERNAT EFS XHRL,

NBNXHRGER , BUNERES A, 3 EFS API FEHXMAE3&MD. Amazon CLI
THHRAXHREGEEHEMD (BHE )

1. #TFF Amazon Elastic File System ##l& , Bt 7 https://console.aws.amazon.com/efs/,

2. EXHARGTET , ERENTFRIXABIRONNLGRE , AERNGRGFAEEREH.
3. EEREAREERTF , EERE.

4. - BN EHEHG , BEREAESHZMD.

- EXHEHRMG , BEREAENESD.

i%£$% Save changes (REEH ) »

o

HFRKRAXHRS B3 EZ D ( Amazon CLI )

£ put-backup-policy CLI 5% ( #BRIHY APl #4E2 PutBackupPolicy ) FTF R X<AIAE X
HRENBEHZMD

- AERAU TR SHTBESNEND.

$ aws efs put-backup-policy --file-system-id fs-01234567 \
--backup-policy Status="ENABLED"

EFS A& 0K TR,

{
"BackupPolicy": {
"Status": "ENABLING"
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}
}

- AIEANRTRSXAEIZR.

$ aws efs put-backup-policy --file-system-id fs-01234567 \
--backup-policy Status="DISABLED"

EFS & 0K TR,

"BackupPolicy": {
"Status": "DISABLING"

}
}

S H EFS XRS5

T BBFENBIERYE , W UE Amazon Web Services XiiP & &l EFS X# R4, & EFS X
R LEREHIRER , Amazon EFS 2 BE) UEAN AR HRE LN HEN T HIEEHE B
X RG . ERERERETHERBALEIN , BAUARMEBERANHRE. EMERE , LT
B R E B IRE T EER S B E B RS

NTERQRERXHREHEESREXHRERIEFELSNITRE , Amazon EFS EREHIEE.

BIZEFIERER , Amazon EFS KB ERX A REMBERXHRERFR D, R RGP A
EHRLL point-in-time—HW A RERMB B R4 RE, HR , EMNRBEEHN LXESHERT
Ry, LXEDERRTRNERZBERE—RXKNESHTEREE . LR E D e 3R R LT
NWESREFRZ B XHRE , BARLTEEHE LARSHRAZENRNEREMBNER. BXE
ZEE  BSH EEEFFHES.

FRE R Amazon EFS #9 Amazon Web Services X1F it XA TE ., EEHRIANBER T2
EANXEPH EFS XHRE , XAMEEREREMAZXE ., EXEZEL |, HZH (Amazon General

Reference Guide) HHY Specify which Amazon Web Services [X13] your account can use, #1RLL/G
IR X1 , Amazon EFS 2EFZXKENMESHES . EMEZEXNEFES , 1§ Amazon

Web Services X13 BIRIERMA
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® Note
SRR XA TETEMN AR RZES (ABAC).

o BRAR

- SFiteE

- FREN IAM R

- BERF EFS XHREHES

- BEZIIME EFS XHRENEH
¥ Amazon Ik S &l EFS MX#4 RS
- EEEHFHAGE

- RBREFERE

- EAEE

DN

RNETEH , Amazon EFS 2 BRXH RS LG REN B RMTEFE, XIEITRY 12 KFT
(MB) NMITERIE  BFENENR, BRNAXMHREFRITENESESR | F5HAmazon EFS AN
ARE RGN RAD,

S HItEse

HEELABEDIREIETLRFTNEFHRRZINFEHN S @ES , Amazon EFS 2MITHIHES |
Hp e —RIZBEFN R RERF, STHAHEE D FENRERR TR REH AN NE
PR XHHEFRE.

HmEHISTTRE , Amazon EFS HAZ R4 REMIRE R BIR (RPO) RIFHE 15 5, BR , MR
BXHRGENHESRERXHET 14240, EXH AT 100GB , MEHFAFERETE BT 15
D8, BXREREREHRITERNHNENEE , FEREFEFHFHAES.

B LAEREE A, Amazon Command Line Interface (Amazon CLI), APl H Amazon %12 £ )X B 2h
B KAt E CloudWatch, #EH CloudWatch , £ E TimeSincelLastSyncFS #6¥r. BXEZELR
BSR EEEHFHABE.
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FrEEry 1AM X BR

Amazon EFS EF & N EFS IREZ AR A BAWSServiceRoleForAmazonElasticFileSystems}
FIEEN IAM AEXRLSRX4REMNBERXERSGEZENEH . ZRM IAM A6 , ESHEEN
IAM AP AEX4MAELian: PassRole R, BXEZEER , E82H (ArER) #HEFAmazon
Identity and Access Management f 7 [@] Amazon fR&1%i% A BN IER,

- BXWEZEEiam:CreateServicelLinkedRole , HZFE B RHIXT Amazon EFS £/ R 48
KAEG®,

- AXAEX IAM BENESER  FSREREELEERKEIE IAM A6,

(® Note

MBHREERTEKRKFES  NECRESEESRSAIREYE IAM A€, TATFERARSHXA
&, BXEZEL , HSH. ¥ Amazon Ik &4 EFS XRS5

LHEGESFEENREHNRSHEXRACE IAM BAEX4TMEFUTEHINR.

* elasticfilesystem:DescribeFileSystem

« elasticfilesystem:CreateFileSystem

* elasticfilesystem:CreateReplicationConfiguration
* elasticfilesystem:DeleteReplicationConfiguration

 elasticfilesystem:DescribeReplicationConfigurations

& L ME A AmazonElasticFileSystemFullAccessitBERIE HFRIFTE L EN EFS R, &
KXEZELR | 85 Amazon EE KB : AmazonElasticFileSystemFullAccess,

Bl B2 EFS XHRERIE H

Amazon EFS 2 B QI XHERS , HFRHRXXE RS LB EIE N T HIEE 5 2 L FE TR QiR
BARXHRE. Amazon Web Services X8 EHIZIFH 4RGN , AILUERATMENXHRLEE
B F Amazon Key Management Service (Amazon KMS) %48, ™ E , Amazon EFS £ 812 B #5304
RERN T2 BEMNESBER. IREFHRER , MTEE— NS MNEHERKREFERHRS,
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® Note
—PMNHRERERET M EFRE, TRREAMEFHEEP R ERXHRGEAERER

%o

s XHREHEB - WHRERBEARTE T Amazon EFS X R S1E Amazon Web Services X181 17 %
PR ] RS R,

o ERXFEHMEE—NMNXHRE |, ZXHFRSEAE Amazon Web Services XIiF A B FTAE 7] A X A
TURF N FE IR TR,

c RREXWHBR-ANNHRE , ZXHREEENTARXRUTRA X BIEN T HE.

BXANHRERBENESEFELR , BSHEFS XHREERE,

« NZE -FAERXAREBRERABSNENRAL T RN, EUMEERTMZEBHRXHFRS
K% Amazon KMS . MRTHEE KMS B4 , NERAER Amazon EFS RS HEER KMS &
o

/A Important
IR BEMRNHREE , TEER KMS &,

BERXHREAEAETRNERENRIARECE, FINREATEVEEER,

- BIEH -NTHERAEXEFHENEFXAHRE , RNBRTEAAERED, RIEXHRSE , A
EXEHRNRE. BXRESER , F2H EE EFS WHRSEHWEIZH.

- MEER - BRNXAHRENERERSREXARENMEENEEE , RIFBRXAREEREX
i, EXMBERT , FERABARN., TEERMERER,

- FHERN - BRNAHRENFHERXSERNAHRSENEFHEREITE, tIBXHRSE A
MEHRER,

MBFEXHRENELEREXNATE , WEHRXGRENMETHES EXHRGNTETLEMET
B, RIERXHNMEEELT BERXHREXBHRE. IRFEXHRENTMEEEET BHFXHR
SHXERS , WBERXHRENTEEFHEENXERE, AXEZER , BZH BALESH
Amazon EFS Bt &,
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- EWEFHEE - REBNNARS LEREREAHEE, CIBERXHRSRE , BUUERAE. &
XEZEER , B2H EE EFS XK RSN FREEmEHBERRK,

SH1: QREFEE
EHIFMIMRENE - SRUBEHRE.

EEHERE (2H8)

1. &3F Amazon Web Services Management Console 3 #TF7 Amazon EFS #£#l& , Mt} https:/
console.aws.amazon.com/efs/,

2. HFEEHWXHRE :

a. EEMSMERTD K EEXHFRLS.

b. EXHREIRTD , EREEHNHRE, ERNXHRETERNEEFEE RS
RGN E IR RS

3. EREHIATF,
4. HEEHED  EERCIEEH,
5. EERIREHNT , EXLEHIRE :

a. NTEHERE A RREEREEFNIFTXHREERINEXMHRE,

b. TEH#FR® Amazon Web Services XiF , £ E Amazon Web Services [X1ig £ H & &34
REW B FrRo

6. EEMXHRGEREBIF , EXERXMHFRERE,
a. XNTXHRERE  EERXHREHNFMEIED

- ERBYHRSE , EHFZN M MBNE D RN A X P ITREMEEIE Amazon Web Services
Xig | HERXE,

- EQIBESFHNENTHARXRUTRS N F6 BB SRS Amazon Web Services X3 |
BkBE—-NXE , RAEEBZATAK,

BREZFER , F5H EFS XM RGRE,
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® Note

£124t Amazon EFS B9 Amazon Web Services X5 & , H A TR X #i2dte
XXHRS,

b. XFE , EENRXHERE LB EABRSHENE, BIAMERT , Amazon EFS
F &R Amazon Key Management Service (Amazon KMS) RS %48 (aws/
elasticfilesystem), EfAHET KMS 41 , iHikF KMS ZHR i A ZHH Amazon
BRBF (ARN) o

/A Important
BIBXHRER , BEER KMS %,

BIEE FIEZE ( Amazon CLI )

AFTRME T £ Amazon CLI FfEM create-replication-configuration M A|EEFIEEN T~
fil, &3 API @5 = CreateReplicationConfiguration,

Example : AXEMHERXHREQNEEFRE

AR RBIRXHRE fs-0123456789abcdef]l BIBEFIEE. ZRHIFEMARegionSHEFCIER
PR RS eu-west-2 Amazon Web Services X3, KmsKeyId SHIEEMBRBHRHRENERFE
FiH KMS 248 ID :

aws efs create-replication-configuration \

--source-file-system-id fs-0123456789abcdefl \

--destinations "[{\"Region\":\"eu-west-2\", \"KmsKeyId\":\"arn:aws:kms:us-
east-2:111122223333:key\/abcd1234-ef56-ab78-cd90-1111abcd2222\"}]"

Amazon CLI &ZEWT :

{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdefl",
"SourceFileSystemRegion": "us-east-1",
"Destinations": [
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{
"Status": "ENABLING",
"FileSystemId": "fs-0123456789abcde22",
"Region": "eu-west-2"

}

1,

"SourceFileSystemId": "fs-0123456789abcdefl",

"CreationTime": 1641491892.0,

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl"

}

Example : NEXEBRXHRECIEEHIEE

AR RBIASXHRE fs-0123456789abcdef] BIEEHIEE., Lt ~F5I6EH
AvailabilityZoneName S8 us-west-2a JRAXRHBHE— N ERXRBERXH RS, AT REE
KMS %48 , BRIt ER MK B BRIA Amazon KMS fRF 4R ( aws/elasticfilesystem ) Xt B#R3X 4
REHITINE,

aws efs create-replication-configuration \
--source-file-system-id fs-0123456789abcdefl \
--destinations AvailabilityZoneName=us-west-2a

SR 2 ERBRXHRS

Amazon EFS £ 6|2 B R X R G T2l BEMER B IR, EEBRBERXHRS , LAQE—
SNEHBER. BXESER , HSH EE EFS KRS,

BLEZRIA EFS XHRENEH

Amazon EFS &R X4 R 4 £ B3R F o BUE & &1 2 2% Amazon Web Services X3 B9 B #:X
HRE, EEHNEF , Amazon EFS 2iRAINHREZEANBREER , AFEFNATERXHR

5o

ESHIMAENHRE , FHITUAT SR,

4

a
5

 BFRAXHRGENEHIESRIIHEE
 PIREREE

i
5
N
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® Note
—PMNHRERERET M EFRE, TRREAMEFHEEP R ERXHRGEAERER

%o

ST BRAXHRENEHBERIhEE

B2 Amazon EFS X4 R4iat , FRMINGAEEHBRRI . EFBERIP LT LEEHIE
BRRXHREAERR. EEHEEPEAXHREENBIRZH , KA EERRIF I, NREM
REFERE , WXHRENEHBEFRTIEFEFNEA , XAEREFERNTBRS.

Amazon EFS X#H RGN E R B SR DEERARSAIUER FTRFHEENEZ —.

M HERGIRE iR

=Y=1::) XHURETREAEEHEHEETNERXHERSE, XHERERTEN, RIAER
T , EHBERIIHEEL T ENABLED RS,

DISABLED XHRETLLREESREFRHNERXHERS,

£l XHREEREEHRETHWERXERSE, XHERERREN , RE

Amazon EFS £ & #|Hi8) = sExt #1715 K.

PR HI AR

EHEFBERPUIEEEE elasticfilesystem:UpdateFileSystemProtection EEMNIR,
BXEZER , S Amazon EEXHE . AmazonElasticFileSystemFullAccess.

EREHBESRURE (EFE )

1. %&3% Amazon Web Services Management Console #3TFF Amazon EFS ###l4& , Mikh https:/
console.aws.amazon.com/efs/,

2. EEMSMERSD , ZEXHRS.
3. EXHRSIXRD , iBREFEEHEEPREBIRNXHFRLSHN Amazon EFS XHREE.
4. EXHRSGERFBoD , xAEFHBERRT
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ZEHEFEEZRY ()Amazon CLI

FEULTRHIF |, update-file-system-protectionCLI i S EAREXHRENEHBS R,
Z MW API 55 2 UpdateFileSystemProtections

aws efs update-file-system-protection --file-system-id fs-0a8b2be428114d97c --
replication-overwrite-protection DISABLED

Amazon CLI &£ T,

{
"ReplicationOverwriteProtection": "DISABLED"

}

|2 REFEE

EERXHARELZEASFHEBESFRTE  AUGREFRE, SHIINBXMHREN , BIRXXHRET
UERMXHREERAMEBRNKSRAERIMS

MRBEXHREEME | B BN EREHITINE, AL, MREXFRMEBETERXHRS
ENE , WERITAMEBELEZARBIMETREIR. BXRNBENESFEE , HSHE Amazon
EFS R inZ#HIE

FRFM
REEEANBRNXHRSE ID ( ATEAK/ES ) HERXHRS ARN (ATEKSEH ) WEIA,

MR BRXERSGESRXMERS Amazon Web Services Ik RF , HRIE— IAM B&UAYF
Amazon EFS UITEFIH N XU RSB RIRKEE, BXEZEER , 55H % Amazon IKF £ &l EFS
XHRS,

EEHERE (2H8)

1. &3F Amazon Web Services Management Console 3 #T7 Amazon EFS #£#|& , Mt} https:/
console.aws.amazon.com/efs/,

2. HFEEHWXHRE :

a. EEMSMERSD K EEXHFRLS.

b. EXHRFEIIRD , REFEEEHIK Amazon EFS XHRS. RN XHRETERNEEH
BLEF RN MR B IR X RS
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3. EBREHIETF,

4. HEEHBD  EERCIBREH.

5. WTEHEE , FERARTNHRS.

6. EEBIRXHFRL,

« BEHIR SRR S Amazon Web Services Ik HHEINSIH RS | BHHITUTIRE :

1. &R AR KPP XHRSE , REE “BFR” F Amazon Web Services X1 | #%#
Amazon Web Services X1 R X4 R 5 E 2B

2. EERK EFS , RBEBEXHRL. BIRXHRENRER REBHRESR,

« BEHIBSRIXEFZRL Amazon Web Services Ik FRINSIHRS |, HHITUTERE :
1. &R EHMKPPEEXHRS,
2. EEMXHRS ARN | A BRXHRENITL SR FEZ T (ARN).

® Note

MRXHRELERATEHBERF IR WER-—FES, RRZARY , EXFEM
FTHRAFXHRGEATAEEHBERPURE. ZRRPIER , BREIEEHIED
+ , FEERIFEELERES

7. XWFIAM A6 , T AARLT Amazon EFS S4B XH RS IAM A28 ARN. X FREKF
4, XRAHEN , BXTEKFESNESREN, BXESELR |, 558 B Amazon Ik E 4|
EFS XH#RZR,

8. EFMEEH , EHWIHEHMAERRA confirm , RAEEFRVBRES, EFHMIFE RS HIFH

1% =]
(=R Y]

BIEE FIEE (Amazon CLI)

AFIRM T £ Amazon CLI B create-replication-configuration §$eIEE4IE BN R
fil, &3 API @55 2 CreateReplicationConfiguration,

Example : B % —MXEFHNABERXHGREEZSEHEE

LUTREIBIET —1EGIEE  HPXHRS ID fs-0123456789abcdefl #E &l
Bl fs-0a8b2be428114d97c PRI HELE ID eu-west-2 Amazon Web Services X1,
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aws efs create-replication-configuration \
--source-file-system-id fs-0123456789abcdefl \
--destinations "[{\"Region\":\"eu-west-2\"\"FileSystemId\":\"fs-0a8b2be428114d97c\"\}1"

Amazon CLI =0T :

"SourceFileSystemId": "fs-0123456789abcdefl",

"SourceFileSystemRegion": "us-east-1",

"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdefl",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl",

"CreationTime": "2024-10-20T20:40:13+00:00",

"Destinations": [

{
"Status": "ENABLING",
"FileSystemId": "fs-0a8b2be428114d97c",
"Region": "eu-west-2",
"OwnerId": "123456789012,
}

1,
"SourceFileSystemOwnerId": "123456789012"

Example : I EIK - EFIHE

DUTTRBIBIRT —MNEHERE , EPRXHREMERXHRENTFRNAZE Amazon

Web Services M7, M fs-0123456789abcdef1 FRYEIERSE ID 55 %13 Mk
FF555666777888fs-0a8b2be428114d97c X HREE ID 123456789012, ZRPIIEE T BHRX
BRI T EREF (ARN) FURIK P & A Amazon EFS REREHRITEFIN IAM A€K ARN,
BT RIEE KMS Z40 , EBLERAKF A ERIA Amazon KMS RS %4 (aws/elasticfilesystem)
X B X REH TN,

aws efs

--region $REGION

--endpoint $ENDPOINT create-replication-configuration

--source-file-system-id fs-0123456789abcdef1

--destinations Region=eu-west-2,FileSystemId=arn:aws:elasticfilesystem:eu-
west-2:123456789012:file-system/

fs-0a8b2be428114d97c,RoleArn=arn:aws:iam: :555666777888:role/cross-account-replication
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Amazon CLI &ZEWT :

{

"SourceFileSystemId": "fs-0123456789abcdefl",

"SourceFileSystemRegion": "us-east-1",

"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:555666777888:file-
system/fs-0123456789abcdefl",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:555666777888:file-system/fs-0123456789abcdefl",

"CreationTime": "2024-10-20T20:40:13+00:00",

"Destinations": [

{

"Status": "ENABLING",

"FileSystemId": "fs-0a8b2be428114d97c",

"Region": "eu-west-2",

"OwnerId": "123456789012,

"RoleArn": "arn:aws:iam::555666777888:r0le/cross-account-replication”
}

1))
"SourceFileSystemOwnerId": "555666777888"

}

¥ Amazon Ik E &l EFS X4 R&

BAI LA E % EFS X3R4 Amazon Web Services Ik, B0k & #7858 KR E (DR) REEHE
MM EYE  HFEUUBHERELRNEMNER,

o , EAMERBEUTAEEREEFRRNIRE (HlINER, EEMIERE (DR) ) HEATEHKS
HE , BURELLXT , BRENEH T LL Amazon Web Services I REFRBE., XXPRM G H
RENERBANES  UREEENERFTIT, MREFKFEIAR (FlUZ2RE, BEHRIA
TBERED ) , M RERE RSB MEL MK PRI U IEREEHREN] , BPNREEHNEEE
B, HEARERERZBNVERAXE,

¥ S %] Amazon Web Services K EEFHANRLSIRENEKRIRE, BHXAEREK, E6lZE—N IAM
Al LURF Amazon EFS EEMRKF FRITEFNNR, EEEEEEERKFASZNXHRSE L6
BRI, tE IAM AeNXHGRERKE , B LleZEHIEE.,

FH
- FRHEENEERKECE IAM AR

« EEXARGENE R RS L AR
- DIESHIEE
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EHBAENEERKLE IAM A6

A T1k Amazon EFS KFRFRKFIHITEKSESH , XAERKS LOIE IAM A&, ZAGNME
Belasticfilesystem.amazonaws.com{S{EEREE , LA 1F Amazon EFS BEZAEH RHRSF
&, ZABXTBEHRTES (BESHMEN IAM SR ) FIENATE IAM R |, HRF o BFHRKkF
R X REH1TE SRR,

TR

BYTEEFHREPRNIBEXHRENBERXHRE , REFTREANRKSCIEZE IAM B8, EH4M
HEFREEN XM REH ARN,

NEK,EH 6EZ IAM A6

LT REMBENEERKLE IAM BB —iRPH]R , ATEM Amazon EFS #TEKFEH. &
KREIE IAM A step-by-stepii B , S ¥ Amazon Identity and Access Management B F#gR
NEABENEERRUEAE,

1. TEJRIKF# Amazon ldentity and Access Management #2 &l &5 | SIEFERUTEEREHN IAM
A, AXii8 , H2H (ldentity and Acc ess Managem Amazon ent FIF /) R EHBE
XEERELEAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "elasticfilesystem.amazonaws.com"
1Y
"Action": "sts:AssumeRole"
}
]
}

2. tIEAEE , NizAEYBEUTMBER, DESTINATION_FILE _SYSTEM_ARNE# N BHRXHRE
B ARN , SOURCE_FILE_SYSTEM_ARNE# N REXHRSH ARN, BEXNAGDENPRAYIREA |
ESFEEA JSON fmiEESS B R,

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticfilesystem:DeleteReplicationConfiguration",
"elasticfilesystem:ReplicationWrite"

1,
"Resource": "DESTINATION_FILE_SYSTEM_ARN"

"Effect": "Allow",

"Action": [
"elasticfilesystem:ReplicationRead",
"elasticfilesystem:DescribeFileSystems"

1,
"Resource": "SOURCE_FILE_SYSTEM_ARN"

}
3. EHIFET IAM SE&H ARN, EOIZEFIERERN , BFERA ARN,

R REM B NHRE L2 KM

B Amazon EFS REKFHREXHRS |, BU4FN BRNHRENRXHRE D B R, XLERE
RYFRREBKS B REFANANX GRS, RBENREXHRENKSABESREREKSRAX
AR5 5 B R RS

(@ Note

EEHE H Amazon Web Services Ik |, A A CIEB RN HREMEX GRS, EEFT
27 , Amazon EFS TR EBRIZ B R XHF RS,

B FR 3 RETRY RS

EAFRKFEFTBRXHEREHMNERKFPRBREHEE  SAEERXHERELBEUTE
B%, SOURCE_ACCOUNT_ROOTE#MNWERMHREHIK/H 1D,
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RAriEmE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Permissions for source account calls",
"Effect": "Allow",
"Principal": {
"Amazon": "SOURCE_ACCOUNT_ROOT"
3,
"Action": [
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticfilesystem:DeleteReplicationConfiguration",
"elasticfilesystem:ReplicationWrite"
1,
"Resource": "DESTINATION_FILE_SYSTEM_ARN"
}

R A ARG R SR

EATFBEREKFPNREKR S PRBREFERE , DI T REDELRXER
%5, DESTINATION_ACCOUNT_ROOTE#R NIFAE B XHRZEHKFH ID,

{
"Version": "2012-10-17",
"Id": "efs-policy",
"Statement": [
{
"Sid": "Permission to delete the replication by the destination
"Effect": "Allow",
"Principal": {
"AWS": "DESTINATION_ACCOUNT_ROOT"
b
"Action": "elasticfilesystem:DeleteReplicationConfiguration",
"Resource": "SOURCE_FILE_SYSTEM_ARN"
}
]
}

account",

% Amazon i = & 4l

222



Amazon Elastic File System ArfEm

BB N R R
EH E—THXRE , N ERXHERENMEXHRENITUT SR,

1. Amazon Web Services Management Console fERAfIE X4 RENKFER , RAEELTF
Amazon EFS ##|& https://console.aws.amazon.com/efs/o

2. IHAXHRE :

a. EEMSMERSD , ZEXHRS.
b. EXHREIRT , EEXHRL.
. EXHRERBIATIF L, EREE,
4. NRBEHUWGERBERER (Json} 7, REEERFRE.

RS HEE

B2 IAM AR XARERBEFIMEFEXMAREMERXHRSE , FREPHEERIE EFS X
RGN EFIHACEEFRE,

EEEFFAER

AsEEHEEF ERRII TR ESRETE . 1L ET 8 Z B3R A4 R S b R BE AT 45 A0 4 AT 58 ok R
ERDEFBERXERSE, EHNBZEXENTAERSBIELTEZTEES, BESELREFINK
SERKETIE |, &R LAER Amazon EFS ##|& Amazon CLI, API Sl &% CloudWatch,

« EEFSEFIad - MHREEHER > S5 PN LARSEHE RIRM B #rz B LIRKZHE S
SER R B AL

« 7£ Amazon CLI = APl i — Destination XY&RH HLastReplicatedTimestampBMHE R LIX
BRI TR EZ MR, EiFMELEM , iHEMA describe-replication-configurations CLI
5. DescribeReplicationConfigurations %K API 4,

« £ CloudWatch — Amazon EFS BTimeSincelLastSync CloudWatchig#rE R B EXRIIEKE
FLURLTHEE, BXEZER , B2 CloudWatch 5k EFS B 1E#7.

EFERETUEE TRHPARIVIRSE.

EHIME R
ENABLED SEFERELTEERS , AJHER,
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RAriEmE

EHRE
ENABLING
DELETING
PAUSING

PAUSED

ERROR

iR

Amazon EFS EEGIEE HIEE.

Amazon EFS EEMIRRE HIBELE , LANE R P & B I BRE R
Amazon EFS EEEFE .

HTEERE A6 EFHEEF. BRTAXZFAENEMEE.
SHEHEFEN - LREIRE

- BRSEIR. NREEFEE Amazon EFS #1TE%l. BRATOZEFIERERN
IAM B EEGRITEHNNR, EEBRRNGRSERKEER,

« Amazon KRR A, BERRKS M EARK S S0EAMEBMHIKS , Amazon
Web Services Xi&, H BB HWEF. BEXEZFEE , i5ZH (Amazon BH
SEIET) RMWIEE Amazon Web Services X1 #4297 LUE Ao

s TEFRIBRXHERERERXHERSEHN KMS 24, BRIBEBAESN G
REW KMS A TAIAR, BXEZER , B B8 EFS WHREN
KMS #4H,

EHRMELTRBORES , TERE . SATMBRE BB E H 6 2 H i E HIE
B

BEHTEXZASNEMES, XTEKFPIBEXBES | EiRATEERAN
S4B M E — Amazon Web Services Ik~ KMk, Amazon Web
Services X1

BESHRE (248 )

1. #TFF Amazon Elastic File System 2| & , P4k} https://console.aws.amazon.com/efs/,

w0 DN

HEEMSMERS , EEXHRLS,
MFIR PR TR L
EREHRMFUE RESES .

EEFIHOF , JUBIUTEHFHEEES :

EREEREAER
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- EFIRASARENEEZSA. EBH. EEMR. EEEE. EEEREIR. Amazon EFS 28
TEX “EE R HER RSHNERERRBFAER.

- EFAMERESRBENSE. EHNE-NMNXHRERRXHRS , EEFHEBIESHIES L
WEZNXHRSE , BERXHRS

« PREFERERXHRSE LIXRIIRDSHIR B, £ LAt E 2 83 R34 R 45 L EIE Ty E
MENEERDEFBERYRGE, ENEB2ERENTAEXBAELLEIEEEH,

- EFXHRGRENHRE D, HESHERETNAC (FRHBHF ). AMENERENRSIEH
S FIEE Amazon Web Services XiF] FH BN KRG, BXHRGSEEAENR , BARXH
REEHRIENR,

EEEHEE ( Amazon CLI )

EEEEHIEE , B Adescribe-replication-configurationsm®, BAUNEERFENH
RENEFIEE , bt JLAEE Amazon Web Services IkF FREEXHREWFIEE B E Amazon
Web Services X13, &3 # API @5 2 DescribeReplicationConfigurations,

MR E HIf B AIRZAS HPAUSEDERERROR , MIStatusMessageS ¥ H IR B4 5% a) R K LA K an{a 45
SRBMER,

Example : EEREXHRENEHEE

UTRBERT XHERGEHNESEETs-0123456789%abcdef1,

aws efs describe-replication-configurations --file-system-id fs-0123456789abcdef1

Amazon CLI &EWT,

"Replications": [
{

"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:111122223333:file-system/fs-abcdef0123456789a",

"CreationTime": 1641491892.0,

"SourceFileSystemRegion": "eu-west-1",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:111122223333:file-system/fs-abcdef@123456789a",

"SourceFileSystemId": "fs-abcdef0123456789a",

"Destinations": [

{
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"Status": "ENABLED",
"FileSystemId": "fs-0123456789abcdefl",
"Region": "us-east-1"

Example : EEKFHAEEHIERENEHIERE
LT RAIERT XHREHKFHTEEHEE Amazon Web Services XiBiHI S #IHL &

aws efs describe-replication-configurations

Amazon CLI &= T,

{
"Replications": [
{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-0123456789abcdefl",
"CreationTime": 1641491892.0,
"SourceFileSystemRegion": "eu-west-1",
"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-0123456789abcdefl",
"SourceFileSystemId": "fs-0123456789abcdefl",
"Destinations": [

{
"Status": "ENABLED",
"FileSystemId": "fs-abcdef0123456789a",
"Region": "us-east-1",
"LastReplicatedTimestamp": 1641491802.375
}
]
},
{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-

west-1:555555555555:file-system/fs-021345abcdef6789a",
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"CreationTime": 1641491822.0,

"SourceFileSystemRegion": "eu-west-1",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-021345abcdef6789a",

"SourceFileSystemId": "fs-021345abcdef6789a",

"Destinations": [

{
"Status": "ENABLED",
"FileSystemId": "fs-012abc3456789defl",
"Region": "us-east-1",
"LastReplicatedTimestamp": 1641491823.575

}

]
}
]
}
i BR & HIfL &

MRFEMEEXBINERXMHRS  EHBRETENEHEE, HREFEES  BRXHREZT AT
BRES , HEHNBEZRPURNEFER. BXESEE , FSH E£HEE,

BEREHEEHRERXHREERINAE , AIEER/LOHTETHK. WEREEE , Amazon EFS
TRAEAATHEIET —LEBEEABRXAREBRE FHH lost+found B FH

efs-replication-lost+found-source-file-system-id-TIMESTAMP

(® Note
TOEMBRE TEREENXHRE . EMBRXRS 28 , BHERREFIEE,

B LAEA Amazon EFS #2414, = API WEXHRSE D B #r XRS5+ Amazon CLIIBRILE & 5l
BE,

NTEKFHEXEES , Amazon EFS 2SMWFEKS M BARKS X BARBREFRE. MRFEER
BRNRFAZ , B Amazon EFS EMNF IR FREHEE , M RBEMAHE ( 01THIBRIR (RO IK P =
X ) BREE. BERAiERESEEBKSmIXENEET EIRE.
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B EHEE (2458 )

1. $TFF Amazon Elastic File System ##l& , ity https://console.aws.amazon.com/efs/o
2. EEMSMERT  EBEXHRE,

3. EREFIREPEMRNFEXHRERBFRXHRE.

4. BEBREFIETFUEREFHD .

5. EEMBREFIMBRESRE, RReT, WINER,

MREERBRERSEFHEE |, FBEFELENREN B Primi BRECE A FIE |, WA SUEER M R
e 324 R G RV B B RV IR T

® Note

X = Amazon EFS Fo R A BRIEK 7~ M B ARk F XA EHIEER |, MR HR
SHEE, WERAGEEFERLMKSHXEEELERE.

fiBRE HIEE ( Amazon CLI )

EMBREFIEE , B delete-replication-configuration CLl, %K APl @B 2
DeleteReplicationConfiguration,

AT RBIMBR T B HRENEFIBEfs-0123456789abcdef1,

aws efs --region us-west-2 delete-replication-configuration \
--source-file-system-id fs-0123456789abcdef1

N SR B E AN PR B BRE Ik Amazon EFS M\IRMIBREFIELE |, N REEM A ( ITHIBRIZIERY
KPR X ) MEREE, WERAEEESFEEMKFSXENEREELERE. FXUH APl S5
ADeletionMode , {ENLOCAL_CONFIGURATION_ONLY,

AT RBIMX Fs-0123456789abcde fINA M BRR X RGN E4IEE.,

aws efs --region us-west-2 delete-replication-configuration \
--source-file-system-id fs-0123456789abcdef1
--deletion-mode LOCAL_CONFIGURATION_ONLY
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fs£ F &l A
HERERERHTHER I, BB REREIAXHRENEFRERIBEBERI A4 R
S, BBREFRES , BIRNRENTERS , EUNTRENARF TEREFERATE. RESFNF

XEHIERE , BUUREERBIRERNEXHRS , BAILBITRE A IRE IRE X T8 E X4
REHBRE,

EABBHMEIES , BULERRFNBE ARG ER , bl BIREEHIEEXHR
SRFREFXLEER,

- EEREARREBHRANEAAHHER , BEETXHRELEMUBRRREFERE , EHh &AM
REREFEIR. EEHTED , Amazon EFS BYEMBI A XM RENBIEUEEXH R
FEMETE , NTED X4 RE.

- EEHERREBHAXNBAMBNESR , BERANHRSELEZSHEE , EhEXHRER
HER. AEFIEER , Amazon EFS RRFBEIAXHRENZER A REAMEENHRS. EF
SRS, BALENENIRRIGE SIEE 2B EREEE FEXMHFRE,

Amazon EFS ERXEHEEMEN N AEESTHE , EABRRTXHREHN XN NEPHXHHES
A&, BXEZER , H2H E4litee
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£ Amazon EFS R EiE

S IEREEE Amazon 7 3E A F Amazon Elastic File System FH IR . AERPTIR

Amazon , ERPETAAERNRNEEKERZEN Amazon Web Services =, BHRTLEPNIEEEL
Hutig ) ENABHEE, SEARERERKN Amazon Web Services RS WEZL2BEMEEES.
BEXRBERANEZER , BSRABUERLEN B,

HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2 Amazon Identity and Access Management (IAM) iIRBENMN AP, X# , 8NP RRE
THIERRMENNR. CEWNEBIU T AR HE

- NBNMNKFERAZES BRI (MFA)

- £ SSL/TLS ERRBE. Amazon HATERMEM TLS 1.2, BIUERA TLS 1.3,

- EAIRE API 1B &z HE Amazon CloudTraile X CloudTrail IRERIEIR Amazon JEZIHY
{£8 , 152 (Amazon CloudTrail BF1E®8) FHEAIR CloudTrail %o

« {£/A Amazon INZEFRF RUAKRE P ERIALEEH Amazon Web Services BRF

- FASREEZEIRS ( Hl10 Amazon Macie ) , EEBI T X FMRI F6E7E Amazon S3 FEVHUR
iz,

o MRBEE Amazon BE B TITREDS API #HITHRIRFEELIT FIPS 140-3 BIEMMEER |, EHEA
FIPS i R BXx<THMN FIPS mRNEZEER , 8SH (ZEBKIPEESLERAL (FIPS ) 5 140-3
W) .

BB BTN NHNZEERBRER ( WEEFNE FIR 4 ) RARSH BHERKRE

B (WBHFE ) . XBE Amazon Web Services RS EAEEA. API 55 EFS RE A4
Amazon CLIS 1R} Amazon SDKs, £ FR&HMIREE B A& XA ZER P AWNE M EIEE AL
L2BAFIHBEHRZIH BT, NRERNATRSF[IRENL | BBV ETEENUtFEIEEIEEERRKIE
iZRSS M iE KR,

E=3-0il

« 1 Amazon EFS # N2 iz

« Amazon EFS B & 9 fij n & 12

o R IAM BHIXHREHIERIR

o 34| NFS ZEFimXT Amazon EFS X4 &S5 #9 M 4& 17 (7]

« MESHERS (NFS ) RENAF, ARNR
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{8 Amazon EFS AR T

« B EFS XHARSGM LN H TR XER

-« Amazon EFS & # M RHIE

 Amazon EFS 9 #11E

« Amazon EFS W& RE

£ Amazon EFS H &R #kiE

Amazon EFS X EFEFRMEXNWXHRENE  FRPHRBEBNZNESNE, B AELE Amazon
EFS XHZRE&EN EABAHIENSR, Ul EESR IHRENE BEHPNHRIENS,

WRIEHE Amazon BE B SITRES APl #HTHRINEELZT FIPS 140-2 BT INZER | EEH
FIPSima. BXTHAMN FIPS mRWESZER |, BHSR (EBKFHEELERE ( FIPS) 5 140-2
) o

MREVALN N AL ERBERBESMBHRENTEE , RIOTBWWECEMBR XA RGEAERE
P& 5 P SR DN ER B9 S R B

ES ]

« Amazon KMS

- MNEBSEE

- NELRPHE

« BEBRINEBRHIE

Amazon KMS

Amazon EFS & Amazon Key Management Service (Amazon KMS) 5 , A TH4E®E . Amazon
EFS FAXFREZABEIUTHZENBENXHERS

o BAINETHIE - Amazon EFS ERAEA T Amazon EF 9 Amazon & X # 40 aws/
elasticfilesystem RIMBMABNHRETHE (B, XHE. BRBMMNERAR)

- BASMEXHBIE - CEERTNBEMBEXHRE (B, XHAR ) NEFREXHH. BALE
A, ZATHENLEFEEZANRN. LEFREEEATUARUNTRPRE 2 —
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« Amazon B X Z4A sEH T Amazon EFS — iX2EIANZ I ER4Haws/

elasticfilesystem, BLFZNUBENTFREFREBAINER , EFEINEATA. E

THMESZER |, 1§21 Amazon Key Management Service EHT

- BERFREXNZN -XREAKREN KMS 2 , ENEITUREEZRAREAR NS MNP DR
SREBEN, EXEBREFRERPNEZEELR , S Amazon Key Management Service FF &

AREERINEERN.

NRFEFREIZAATRENSNHES  SAUBEREZERARR. BAZHRRE  8F

Amazon KMS B BBREZR —IR, W/, ¥ TEFREEARN , EETUAEMERMANER, B
MEA., BHBRIHENEHNEEEXRANTRNR. AXESER , H2H EEXNYME X4+

L LS
/A Important
Amazon EFS REZNMNEFIEEXNEH. BT EEHE Amazon EFS RERAENHHNEFHE
BEAEH.

BABENZNMZE2FHLEN, B2 , Amazon EFS IDs 48 H Amazon IkF&HINEES
Amazon KMS ##/Etx<# Amazon CloudTrail B&EH, BXEZEE |, HSH XHRSEH Amazon

EFS Hi& encrypted-at-restX 45 B o

Amazon EFS FYZ4A BIZE Amazon KMS

RARBREFHNEFREXBANTENEELSR. EXBAXKNEZEE , BEZ5H (Amazon
Key Management Service FF & ARA18R) FH Amazon KMSH I AR, UTHRERT
Amazon EFS JEASME N4 REMBRUAE M I XN XIFHWFTE Amazon KMSHXAX R :

* kms:Encrypt - ( Ali ) FEAXMEN B, ZNRBEERNEARES,
* kms:Decrypt — ( 4% ) BEEX, BXRIUANMBNAX, ZRNRITLEERANEAREF,

* kms: ReEncrypt — ( Ait ) EAFNEAREEBANBRSHRRVBIE K MAEFF HREHE

MBI, [FAMBHE K REEFNE., ZNRSSERNBARED.

 kms: GenerateDataKeyWithoutPlaintext — ( 241 ) IREIfF A X F T E R A MBNEIEMZEZH.
M PR‘ZE 7 k ms: GenerateDataKey * THIERIAZ4AKRE P,

It

Amazon KMS
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« km CreateGrant s: — ( &8 ) MZEARMBTNR , LEEHAUEALAZETERAZEZR. BNEF
ABRRN BRG] BXENNEZFEE , 25 (Amazon Key Management Service FF & A
RIEM) PHEARN, ZNRBSERIABARED,

« kms: DescribeKey — ( 418 ) R EXEEEFREFANFMAEE . ZNRBEERINFIAER
.,

* km ListAliases s: — ( A1k ) SIHKFHHNAEZEAR B, EREHEEMBNXHRER |, R
FRIFIERIEFE KMS Z4%IR, BRIMNBWEFEAZNEAREZRENALER, ZNRISERIAE
AR,

Amazon EE X %48 EHA T Amazon EFS KMS B

EH T Amazon EFS Amazon £ & X %40 # KMS KB JS aws/elasticfilesystem ON @1 FR
N

{
"Version": "2012-10-17",
"Id": "auto-elasticfilesystem-1",
"Statement": [
{
"Sid": "Allow access to EFS for all principals in the account that are

authorized to use EFS",
"Effect": "Allow",
"Principal": {
"AWS'" A
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "elasticfilesystem.us-east-2.amazonaws.com",
"kms:CallerAccount": "111122223333"

}I
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{

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.

"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*",

"kms :RevokeGrant"

1,

"Resource": "*"

EEBSHE

&AI LAE R Amazon Web Services Management Console, Z&3d Amazon EFS API s{E f — B4
BAXMEMNZEXH RS, Amazon CLI Amazon SDKsIEHA R AREER MBRFTERBED R RHFT
BHE , ENMBERENARR. TEARSIFEXBRNATEHIE.

B2 EFS XHREE , EZEREMBRE. XEWEET EZE S RNBN XHERGEUEEINE,
BEEENE TR IR MR L

® Note

Amazon ZAE B E MM ALK IBESLEINE (FIPS) 140-2 #EAN MBS %, ZEMIE
e EEERMESEARMZER ( NIST ) 800-57 E1,

R HI B2 B S IER EFS XAFRE

B LATEE T Amazon Identity and Access Management ( 1AM ) B389 5K B& & & F
elasticfilesystem:Encrypted IAM FH4ERZEFH A/ B A ACIEZESINEZR Amazon EFS X
BRE, BEXFERALZERNESZEE | FSETH  BEl0IENR TGRS,

IEE T LAE N EBE X BRE 2 4IZRBE (SCPs) , Amazon Organizations LAX AR h By FTE AR EIIN 1T EF
Amazon Web Services IK/P S 1%, BXHRFEHIFEEMEZE S Amazon Organizations , {55 [#]
{Amazon Organizations FIF#§R) RS IZEHIK RS,
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ARG RBSIEBE XGRS
£/ Amazon EFS 12#| & I B XH RSN |, B MERIAE T B ARES.

® Note

£/ Amazon CLI, API MBI XHRER , BIABER T8 A#SNE SDKs, BXESE
B, EZH IEXHRS (Amazon CLI) .

BAMBENTESIR

EMBNXHRES  EFBENTEBEEAIXARE2H , FAINEHRTNER, B, ERIH
BEAHEN  ERERESNAERFZE  REIXNHEBITHEE, XLEIYER Amazon EFS SUEH
FRALER , @At , EFBEBRENNAEF.

Amazon EFS R T ¥R AES-256 B EEFHSINE EFS BIEMiE. BXESEE , FEH
{Amazon Key Management Service JF X A G 1EF) I INZ E A &R,

InzE & R B R

A LEER Amazon EFS BERHEBRFEIXMHRENEAECAEREMMN (TLS ) , BMERE
M Amazon EFS X R AR REMTPRENE, AXRESEER , S £/ EFS XA IR FER
EFS X#E%,

EFEHPHBIEBMMZEF RN Amazon EFS X#HREWESETR |, ERIEEFSNBILEF K
stunnel ##2, stunnel 2 —fFRZAERMEF L., B stunnel ERMWARIFEONAWRE |,
HEPREFEMEXMHRE (NFS) BEFmREEER T ZAiE O, EREBEFFER TLS1.2 RE
BN HEREHITES,

R INEN THERN

ERRARPHBEME  BEEA TLS E#EE| Amazon EFS. HATRIUEEA EFS B8 HBHREFRE
BB XHRE , RNSER NFS mount HH ML | LT HEEEE, EFS ERFEBREFERE
AT TLS 8 stunnel REEITRE, WRAREAERFEPRERF , SMATSE AEHEPHHE N
B, UTREMZREFMFBHRELER

EAER EFS ERFEPREFHNER T EREHFHBENE
1. TEHHZE stunnel , AT ZNARFMFTARO. BXRNTIRENGE , ESRAR

stunnel,
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2. BT stunnel LAfEM TLS B 0 2049 EZF|EH Amazon EFS XIHRZ,
3. fEFA NFS HFFimiEsl localhost:port , HEF port REFE—FSHIZETHIKA,

HTFEHATWHEENZREBRENMNEEZEREN , Hit , SMNEENERESH Li21T7EAM stunnel
#HE, RIABERT , EFS E£H#EBEFFEAMN stunnel #HEMITA#bixm O 20049 F 21049 , H&EiX
U O 2049 #E$#ZE| Amazon EFS,

(@ Note

BRIAMBRT , EEA®HE TLS B9 Amazon EFS EEHEBRBFR |, ZERAEBEFLBHINIT
ERENBERE, Amazon EFS EHHBREFEA stunnel EFEMA TLS ThEE, FEEMRAR
B Linux N3 EBRIAZHHIX L TLS ThAEMY stunnel AR, TEERIXLE Linux A&z —H8t | EF
TLS ## Amazon EFS X# R &M KW,

Z 4 amazon-efs-utisB 25 , EARREH stunnel ixA , EZH A stunnel,
BXRMZBRBA , FSRAERNESRE,

EEREHTHBENZN , NEWEN NFS BEFRIRIRE, ERELIFIEZFN KRS |, NaF
B — /N NHRGHEEHZ] 127.0.0.1 = localhost , LA T RHIFFIR,

$ mount | column -t
127.0.0.1:/ on /home/ec2-user/efs type nfs4
(rw,relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255, hard, proto=tcp, port=20127, timeo=¢€

£ TLS # Amazon EFS EFHBEFHITERN , FEFHEE NFS FF ik UER B A b i
O, EFS EE#BBRFEI —IMNEFE stunnel HFRUMTriZA#ixO , 8B stunnel £H TLS
ITFFE EFS XHREMMBZERE, EFS HHFEEF AT RENEF ZMBEZENRBKNEE.

EFEEW Amazon EFS XHRE ID W TH N ERES R , BAUERAUTH S, & efs-
mount-point BN ER XHRER R IKE,

grep -E "Successfully mounted.*efs-mount-point" /var/log/amazon/efs/mount.log | tail -1

ERESSEEFATERATHBEMNER , X282 — /N8N amazon-efs-mount-watchdog
R, ZHEBBESNERW stunnel #RRIEFEIZTT , HEHE Amazon EFS XHREFEFLE
stunnel, ¥R stunnel HEHTERMFERZINLILE |, watchdog #HEFEFH B3N 1ZHE,
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BERR DN 3 iR R

A BAE T X R EI B R R Amazon EFS & B @HE R,
- BEEERPRIENZENERS XK

- BEEERPEIENZ R EER M

« Encrypted-at-rest To3E 8 B X4 R 5

- TEBEANMNEXHRS

ERERPRENZENER RN

BRINBERT , YEERATEERERS MM ( TLS ) 89 Amazon EFS HEE#BIRFN |, ©2@4IH
TEVNEBRE, RERETRTZFIINEE , HlinfE A Red Hat Enterprise Linux 2 CentOS B, fEiXLE1E
MTE , EHMER TLS M EFS XHRE 2K M,

ERERRE

BINBUEARE P iw LR stunnel IRAUZFENEBRE, BXREZER , B5H AH stunnel,

S RERPREIENEZVER PR

ERDBERT , BFRBHAEQSHIIEN Amazon EFS X4 R ETHY I 23E B 3 i,
EXMAVERE

MR BE AR PBBINEN Amazon EFS XHREMWEZET , EHRITUTSR !

1. BREEZE P i% LIZ1T stunnel RS,

2. MAEEZEFIHE LETHEREFNARF amazon-efs-mount-watchdog, BAILMFERAUTHS
HBERBEREETZNARFR

ps aux | grep [a]lmazon-efs-mount-watchdog

3. RELHNXIFAT. BREZFER , BEH RESFHT

4. (W% ) A LS A stunnel BREURREXLEREHWER, BRI L /etc/amazon/efs/
efs-utils.conf PEXRBEEREBLLE A stunnel BE, BR , XEMEEHHE GRS , RAGE
AESRSEFEFERUFEERER.
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/A Important
B R stunnel BEARESAZENXHRE LNERZHE,

MR PPTHELE |, HER Su Amazon pport.
Encrypted-at-rest oA BB X R4

BEZHAEFW encrypted-at-restXHF RS, BR , BB —FERER , BARZEE Amazon
KMS &A1 A,

ERERRE

EWMPBHERT , e X E SR , XTERELZNRSEHPER Amazon KMS A A Amazon Web
Services Xigj, MBAXEXMIER , BHES , EZ Amazon KMS IME R A ARES , AREHAQE
KFF%\@JLO

TEERAN IR XHRE

MBI X REFLELIRE NFS RS8B4 i1R, Y EFSHTUTERZ—FTZEMNF Amazon KMS 8 E &
XA | AR K EX LR

- BRATEH

- MR T ZE4A,

- #4457 Amazon EFS A ZHAMNNR,
« Amazon KMS &R H o

ERERRE

B% , BiA Amazon KMS Z4AERE M. St , EANERFH AT EFXLEENA. FXEZER |, BES
¥ {Amazon Key Management Service FF X A R{Em) FHEE 4,

MRKXEAEH , BEEBEA. EXEZER , H2H (Amazon Key Management Service F & A i
B8 ¥ BEANZEAZEH.

MBZAAL FEMEBRRS |, RS TZAR, SLECER , REEFBERA®H. BXEZEER
%2 % (Amazon Key Management Service F X A RIERE) SRV TR FNEUHE 2540 M B
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MRZHAEEA , BEMARAETEE , IEEEHSAFHMERIRA , iFEFR Su Amazon pport.

Amazon EFS By B3 M5 R &1

Amazon Identity and Access Management (IAM) Amazon Web Services fR$S AI#HEBEE R 2 £
#HX Amazon BIRHVIAREINR. IAM EE ARG ETUES SHRIE ( ZF ) MIREEN ( BN
BR ) RfE Amazon EFS &R, & LAE A IAM Amazon Web Services RS , TEXRHHNATA,

£l

- B

- FASGHITEHRIE

- ERRBERTR

« Amazon Elastic File System #fa/5 IAM & &1 FH
« 5&F T Amazon Elastic File System B E T & 45 1 5K B =4l
« Amazon EFSAmazon EFS & T &R 5 #E =5l

+ Amazon I 5 EFS K E R

« J945% 5 Amazon EFS — 2 H

« Xt Amazon EFS FARFHEXAE

« Amazon Elastic File System &3 i} 5 B HE &

Z AR
#9573 Amazon Identity and Access Management (IAM) 28R E , E4AEBURF &4 Amazon
EFS H T T4k,

BRZ AP - tMREEA Amazon EFS lRFRERES , NENERE RN ERERENSIENNE,
B IEE A E % Amazon EFS THRERSER TE , BAIREZEEFNNIR, THEMAEE RN RA
FHREOEERABEREEWNR, MRETETR Amazon EFS Hf9IheE | S Amazon Elastic File
System &3 M BBHE,

BREEER - MRIEELNTRETEE Amazon EFS &R , BA[8EX Amazon EFS EB X2 1H R ER,
BARTEELN RS AP MR BL Amazon EFS EEMBRIR. R/E , B45E IAM EERRRIE
RUERBRSAFNNRE, BEFZRAALNESUTH® IAM WELES, ETHRAXEHAT A
WA IAM 5 Amazon EFS BB AN EZEE |, SR Amazon Elastic File System 1A 5 IAM F
1M,
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IAM EER - MRER IAM BEER , BUEFEETHEXNATHREREUEERN Amazon EFS 1Y
BRWEFEMAEE, EESFETLUE IAM BEHAM Amazon EFS ET B REERE , FSRERAT
Amazon Elastic File System W& T & 138 K8 R~ ¥,

5 B 02 1T B A3 IR IE

SHRRIERE Amazon A BHEIEEFZMN AR, B4EL 1AM BF B4 58138 Amazon Web
Services Ik PR FE IAM A& 1T BB IIE ( &% Amazon ) o

WMEIE Amazon SARIEF R HE , N4 Amazon RIERHEFF X EH (SDK) MasH1THEO (CLI) , SUME
FERENERNERFTNBELE, NWREFEH Amazon TE , NIAMBECZEBER, BxEHHE
ENFEZETSEERNESER , 528 (AM AFER) RFHATEE APl iERWAmazon 4
AR 4,

ZRERAAMSHRIESE , EMUTRFERREMELZLER. HlW, Amazon BEWEERAZESH
KiE (MFA) RIEEKFNZEM, ETRESER , B5H (IAM BFERE) F8 IAM FiAmazon
ZEHHEIL,

Amazon Web Services = root FiF°

B2 8t Amazon Web Services ik , BEERF—NEREM , ZEAUURLHRIKSFHMERIR
Amazon Web Services RS F&R. B4 FH Amazon Web Services I root AP |, &6

Bk EANE It MZEBERETHRZE M. BUBNUETECARAFRITEEES.

R FRAFPEIE , AFEAXEZIERRTNEBAF T URITHES. BXRXEREUBRAFSHEZH
EESNERIIEK , BFSH IAM AFRERTPNEEZRAFEIENES.

RE &4

ERRESXRR , ERAXAHF (BREEEEATRNENAF ) S5 HRHEENES 5 ORI
Amazon Web Services IRF & I BHIE B 1T Ao

REGMRELNDILAFBER, Web B41RMHME. Identity C HEFEMAEMA Amazon Web Services
RS B & RBENERH#TIHRMNA/ . Amazon Directory Service 4Bt & & 141517 & Amazon
Web Services IKF7 , ¥ EAE , AGREMIGFHES,

IAM AP F84A

| AM A 7 2% Amazon Web Services Ik WEFRNMNARNARFEERENRN S M. FEITERNE
T, RIMNBWEAIGHEE , MARNEES K& (MFEBMFRZER ) W IAM AP, BER,
MBELE-—ERENERAZESESERHESIIUR IAM BF , BIUERIRIFRIZE, BXELES , F
SR (IAM AFiEm) FRNTEERPEZIENAS , MEZEEREHHRZEH.
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- £/ IAM Access Analyzer BiEZH IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Kig. BXEZEE , EZ2H (IAM AFER) FMEA IAM Access Analyzer BiE R,

« EEZESHRIE (MFA)-TIR Amazon Web Services Il IEHNIZSEE IAM AFPSHBAF | 5
A MFALUREZR2M, EERAA API BENEE MFA |, 1B MFA RE4RMEIEH RS, BX
BEZEE , EZH (AM AFERE) FHEA MFA RF API 15[E,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK,.

£/ Amazon EFS 124l&

ZE 58 Amazon Elastic File System ##|& , BXMEE —HRENR, XLENBRXAMAFEIHNE
FEHXZM Amazon EFS ®IRIVIEHMIEE Amazon Web Services Ik, 0 R 612 tb K EH) HKN R
FEAFEEHNETEONRE , X THMNT ZRENRE (AFRRAE. )  BHAGEEARMBEREZ
1T

33 F{XiE A Amazon CLI 5 Amazon APl WA | BEENHREREZEFHANR, Hxk , RATFH
B SHZIHNITH AP R TE AV IRE,

RERAFPMNAGMARTLER Amazon EFS #8444 , EEZE Amazon EFS
AmazonElasticFileSystemReadOnlyAccess Amazon FEERBEM MEIKK, BXEZER |, &
ZH IAM AFiEm) PR AP RINSR,

AIELA L EBEE AmazonElasticFileSystemReadOnlyAccess FfE it Amazon EFS £ &R
555K : Amazon YU 5i#h EFS WY E R,

R REAPERMMNB SR

ZRBIRER T BRI RS LAY IAM AR EEHRMNIEAF SN ABRMITERKIE, LR
afEfEiE4lA LS EA Amazon CLI 2 Amazon API LARTE A R 58 B IR ERI AR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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RAriEmE

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R 58 2 N S A RS

LT RO T —MNETHHHRE |, 2R A EERREIBMEBE X RE.

{
"Statement": [
{
"Effect": "Allow",
"Action": "elasticfilesystem:CreateFileSystem",
"Condition": {
"Bool": {
"elasticfilesystem:Encrypted": "true"
}
I
"Resource": "*"
}

ET 508 RA
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}

MBFUERESEESHUNERMEXHREHWAR , BREEK. TeAFPERANZ. . Amazon
API & 2 SDK Amazon Web Services Management Console , fI1&BSBEXLUFUTARAEE. -
Amazon CLI

User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

| BRHI B ARINE R
AT RGIEAT —MNETHHHRE | ZRBE A ERRSIBRMZ XFRLS.

{
"Statement": [
{
"Effect": "Allow",
"Action": "elasticfilesystem:CreateFileSystem",
"Condition": {
"Bool": {
"elasticfilesystem:Encrypted": "false"
}
b
"Resource": "*"
}
]
}

MEFUEBSELZRUEEMBEXHREHNAF , BREEAK. ZieAFPEANRZ. . Amazon
API i& 2 SDK Amazon Web Services Management Console , 1B EXLUTUATARTAHEE :
Amazon CLI

User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

I&IE T L@ 812 Amazon Organizations RE32 | KBE (SCP) SRS MBI A NZEH Amazon
EFS M#R&E, BXxHPREEBFHKBEHNEZEE Amazon Organizations , {525 (Amazon
Organizations A1) PR RS 2 HI R,
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Amazon EFSAmazon EFS E T &R KBS =5l

EATH | BAILREIN & Amazon EFS RFER T HIEL N RA REIX 4R 5K M, Amazon EFS
NHRERER 2 ANZHNRE. BXRETARNKBHTENES , S5 HAmazon EFS ET &
TR EY R

/A Important
MREENHREREPEEN IAM AFHBERTFNR , WFEERBEXH RS AR

BERREHMRZZAFIAC, URXHY , ZAFRASRXGEEXFREPHUE , F BN
TEBRZAFSAG. BEXESER , H5H (AM BFER) HFHEEEA.

BXUANBRRERBNER , BSRAMEXHREERR,

FH

« R : E4HEE Amazon BERFIEENR
« Rl TBFRIRGEANR

o = ZFI EFS EBA LK E R

T~ E4EE Amazon ABEEFIRBNERE
E R | EFS MHREEREEF T

- MERE Allows

« Amazon Web Services ik~ R H FF1ZE N Testing_Role,
- BEIREN ClientMount ( 3EHY ) M ClientWrite,

s BFNBRAZHIREN AccessedViaMountTarget,

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/Testing_Role"
.

"Action": [
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"elasticfilesystem:ClientWrite",

"elasticfilesystem:ClientMount"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/

fs-1234abcd",

"Condition": {

"Bool": {

"elasticfilesystem:AccessedViaMountTarget": "true"

T TRF RIBIHRERE
AR X R 5K BEIR EfsReadOnly 8 IAM A& #ZClientMount F 5 RiEMN R,

"Id": "read-only-example-policy@2",
"Statement": [
{
"Sid": "efs-statement-example@2",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/EfsReadOnly"

.

"Action": [
"elasticfilesystem:ClientMount"

1)

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/
fs-12345678"
}

ET7HRNREEM XA RERE , SFEELNAAE IAM £ (BEEETHEIEERRIN ) WR TR
bR, HS A IAM BN NFS B imE AR E.

A~ BRI EFS A SR IERIAR

ERILAER EFS 5 RIKME M NFS B iniRfH EFS MH RS LETXHNAEREENNAEFEE
B SR LUE A S R G SRS 16 1 7] R T8 A R LRI AXUR

E T HIRH KRB 255
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IR ROIERAZRG TZEBAE ARN RN BEL R R[QR TX XHREH T2 T RINER,

BXEAEFSBARNESEER , S MM Amazon EFS AR T,

{
"Id": "access-point-example@3",
"Statement": [
{
"Sid": "access-point-statement-example@3",

"Effect": "Allow",

"Principal”: {"AWS": "arn:aws:iam::555555555555:r0le/
EfsAccessPointFullAccess"},

"Action": "elasticfilesystem:Client*",

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/
fs-12345678",

"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn":"arn:aws:elasticfilesystem:us-
east-2:555555555555:access-point/fsap-12345678" }

}
}

Amazon I &i# EFS WL E R IE

Amazon £ & XK 2 H I EME R IR KK Amazon, Amazon HERMEEN TS E N B IR 4
R, MEEAITF RN AR, ANMADENR,

FHicfE , Amazon HERB AT NENREMHIRTFRENRNR , BACITATHAE Amazon
ERER, RNBUVESERETENERZRNES EEE R KT — SR NR,

BT EE N Amazon FEEERBPENHNER. R Amazon EH Amazon FEE KA E XK E , I
EHSEMZREBAMABENMEZERASS (AP, 4FA® ). Amazon RREFEEERB I API
KA RS 7] LAE A # Amazon Web Services RS B9 API #24EBF E £ Amazon IEE XK.

BREZER , F5H (AM AFER) S8 Amazon FEEXK,
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Amazon ¥EE KR : AWSServiceRoleForAmazonElasticFileSystem

Amazon EFS fEFl FAWSServiceRoleForAmazonElasticFileSystem AWK RE R B E R
Amazon EFS R &REEE Amazon BR. ttAB{EFelasticfilesystem.amazonaws.comfRs 3k
REZAR, BXEZEE , 25 X Amazon EFS EARSHEXAE,

Amazon £E XK : AmazonElasticFileSystemFullAccess
& LA AmazonElasticFileSystemFullAccess K& MNEl IAM B4

LERBER T EENPR , AFX Amazon EFS #1752 178 H B 5 R #E5% Amazon AR% Amazon Web
Services Management Console.

RERFAE R
ZERBEBEU TR,

« elasticfilesystem— R FEKTE Amazon EFS 24| A T ERE, SEAUEFXAER
Amazon Backupf|# (elasticfilesystem:Backup) fMX& (elasticfilesystem:Restore)
&1,

« cloudwatch— ARFZEH AT Amazon EFS 2l & P #iR L 5# CloudWatch X# RS EHRMEAN
BRI ER,

« ec2— AFEE AT Amazon EFS ##H A AIE, BIRMEAMEZEZED , FRNEINEEORE
M, BWRTARK, 224, 7N, EXFAES (VPCs) AR E EFS X#HR&KEXBH VPC B,

« kms— RRFZEHE AFIH Amazon Key Management Service (Amazon KMS) 4R 5l & H 1
Amazon EFS 2| & F iR KMS %247,

o iam— BRFUERZ KSR , ZAB AT Amazon EFS XA FEE Amazon &R,
« iam:PassRole— #EF & IAM A 15154 Amazon EFS MR,

EEFWRBEHNR , 2 AmazonElasticFileSystemFullAccess {Amazon FEE RIS EZERE) -

Amazon FEE X : AmazonElasticFileSystemReadOnlyAccess

BAI LA AmazonElasticFileSystemReadOnlyAccess SKEEHIINE] IAM B 17
WER R FEEX Amazon EFS ) R 15 RIMX PR Amazon Web Services Management Console.
NRIFHAER

ZEBIEUTR,
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« elasticfilesystem— R FEMKIE Amazon EFS 24l A iR Amazon EFS XHREMNEM |
SREEFEIED, 2ONXGRER, £onRAHERE. EHEAFREZ2A. FENEAR,

+ cloudwatch— R FZEFE ATE Amazon EFS #2#l & 4 & CloudWatch 1855 H R IERE R,

« ec2— RFZEF AT Amazon EFS BHIAHFEFTAKX, MEEARHEEM., VPCs Z24d., W
FHEHEM,

« kms— RFZEF AT Amazon EFS ##|& F 5 H Amazon KMS Z4ARI 5B

BEEENFEHHUNPR , HSHAmazonElasticFileSystemReadOnlyAccess {Amazon & RS £
) o

Amazon £ E XK . AmazonElasticFileSystemClientFullAccess
AT LUK AmazonElasticFileSystemClientFullAccess RE&KEINE] IAM SE4E,

BERBER FEFIN EFS XHRERERR. WREE LV NFS B mER, REMEA EFS X+
R,

EEF W REHNR , 2 AmazonElasticFileSystemFullAccess {Amazon £ E RS EZERE) -

Amazon ¥£EE XK : AmazonElasticFileSystemClientReadWriteAccess
AT LUK AmazonElasticFileSystemClientReadWriteAccess SREEHMIANE] IAM 34K,

LRBER TR EFS XHREWRENR, LRV NFS B mER, REMEA EFS X#
RE,

EEFNKRBEHNR , B2 AmazonElasticFileSystemClientReadWriteAccess {Amazon B XS
Z1EmE) -

Amazon EFS E#T Amazon T iEE K

BEHIZBRSHTRBEERXEERUFRI Amazon EFS Amazon £ E XN EHNIFMAER., EFREE
XN TEEXRNBESIRR , iFiT 1 Amazon EFS #5125 TE LM RSS B,

B iR =i
EMIMB R K& : AmazonElasticFileSystemFullAccess 2024 £ 11 B
7 H

Amazon I E XK 258
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EK

ERTULA K&

ERTILA KK

ERTILA K&

ERTULA K&

ERTULA R BE

HiR

Amazon EFS AN TUATAR :

« ReplicationRead HReplicationWrite &
FREABEAXHRGEHTFEARITES.

« iam:PassRole #F Amazon EFS #8|ZE #|E &
HIABR

KB : AmazonElasticFileSystemServiceRolePolicy

Amazon EFS ReplicationWrite W&
BiReplicationRead HIFEFIEEMEANMHRE
IR LA 1T 8 HI R

&% . AmazonElasticFileSystemReadOnlyAccess

Amazon EFS AT B FERXHREHELHITE
H PRIV VE, ReplicationRead

% B& : AmazonElasticFileSystemReadOnlyAccess

Amazon EFS AN T AR |, R FRK - # B PRk
PIHARXGRGLHITEK, S H,

KW : AmazonElasticFileSystemFullAccess

Amazon EFS AT —IHFINER , AR TFEHEE
BANBERAMHREHNRY ., BEXLENBRFEAT
Amazon EFS E#IZITENXH RS,

B : AmazonElasticFileSystemServiceRolePolicy

Amazon EFS ™iN 7 #EIRER , RFEMAEGIZE, #HR
I ER Amazon EFS EBIZS , BAR 82 Amazon EFS
XHRE, FEEXENPRTBEAF Amazon EFS £
RAFEENHKREEFIERE,

B

2024 £ 11 R
7 H

2024 %11 A
7 H

20245 8A7
H

2023 11 A
27 H

2022 1R
25 H

Amazon £ & F
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RAriEmE

B
ERTILA K&

ERTILA K&

BT /3 IR R SR R

BT 5 RER K B

ERTULA K&

XA R EH

Amazon EFS EFF IR
BRER

iR

KB . AmazonElasticFileSystemReadOnlyAccess

Amazon EFS A N7 —WHIXER , RFEAEER
Amazon EFS &%, EEXLENXRBRFEATFRFESR
XHREEFHEE,

KB . AmazonElasticFileSystemFullAccess

Amazon EFS AN T HENER , RFEHEAIE, #HR
FIMIER Amazon EFS &%, EEXLENREFEER T
AFRFEBXHREEFERE.

K B& - AmazonElasticFileSystemClientReadWri
teAccess

[ NFS &P iniR T3 Amazon EFS XHREMEE
R

K BE : AmazonElasticFileSystemServiceRolePolicy

Amazon EFS W IRSZ X< BB ER,

KM : AmazonElasticFileSystemFullAccess

Amazon EFS /N7 #FXR , AiFEAERF#ER
Amazon EFS K ik, FEXLENRFERTH
FF1£ Amazon EFS 2§l &R EF MR EK 5 IED
KiE,

B : AmazonElasticFileSystemReadOnlyAccess

Amazon EFS AN T R , R EM4HEIR Amazon
EFS IKFEIEM, FEXENRIEATFHAFE
Amazon EFS BHEFREFK - BEIIRE,

Amazon EFS FIRIRERHE Amazon £ E KK
g,

B

2022 F£ 1 A
25 H

2022 1A
25 H

2022 1AR3
H

2021 £ 10 A
8 H

2021 5AR7
H

2021 £ 5R7
H

2021 £ 5R7
H

Amazon £ & F
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FHZE 5 Amazon EFS —iiE £ A

A LAE PR SR HIXS Amazon EFS BRI GE , HAXMETEMMNIHRINRIES] (ABAC ) . BX
ELER  ESH

« 712 EFS &R

o RIFRIR L AHIPRZIEH77 7] PR

« ABAC Bt 4H Amazon? £ IAM B ¥R+

® Note
Amazon EFS E#IFTX RS ATE TE MM IARINREES ( ABAC) .

EEQEBEN Amazon EFS BIRNARE , AP XM EBEL Amazon Identity and Access
Management ( IAM ) #XBR,

EREZREHR FIRCHRINR
LUT#RZE 812 Amazon EFS AP R{ER T EE IR R AT ERE,

* CreateAccessPoint

* CreateFileSystem

NEAFEBEEN N ERBMFE , IS NEFEALIERZARVERE (W
elasticfilesystem:CreateAccessPoint = elasticfilesystem:CreateFileSystem)
MR, RERFROUIBBEPERE THZ , NEXZIEE Amazon Web Services HITEIINRIN |
DSIEAFRAEENBEREL, elasticfilesystem:TagResourceA Lt , AFREXMEEFEH
elasticfilesystem:TagResource BR/EMENNER,

£ elasticfilesystem:TagResource E/EH IAM policy EXF |, fEA®HA Condition &4
M) elasticfilesystem:CreateAction Jt& , ARIERRIVBRIER TR IMRZH R,

Example 5RH& : {X 7o VFFE G2 8T [@) X REMINPRE

TEHHNREREATAFUEX4RS , HEURBERAX4RENARE, ARERREEARAER
R (AT EZ A elasticfilesystem: TagResource #4),
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{
"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticfilesystem:CreateFileSystem"

1,

"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*"

"Effect": "Allow",
"Action": [
"elasticfilesystem:TagResource"

1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"elasticfilesystem:CreateAction": "CreateFileSystem"

i AFRZ I HIY Amazon EFS &R 15 [ AR

E2H3 Amazon EFS BIRMBENTFEMNR , BAILREREER IAM K, S UERRR G E
R RS

o« BHBURTEX L BT £ VAREIRHIXY Amazon EFS BIRRY 15 EI AR,
o SERIBURFITE IAM B REZ M PR ETFLEIRE

BxrumAEAREES Amazon FIRGRINER , F2H IAM B igrE PRy E AR 2615 R R,

RAE TR L R PRS2 77 B AR

ERFHAFRABTLX Amazon EFS BIRFITHIRME , BAIUERARR LWRE, W, EW&e
ERFEXHRERF LR ERR/EN R THELXN ZFRNITIREEN API BRE,
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Example K8 : REFERASERZNCIBRXHRS

RESAFERARERSRENTIEXHREN , AT REKBS RTFAFIRXHRS , A REIH

A key=Department , value=Finance,

"Effect": "Allow",
"Action": [
"elasticfilesystem:CreateFileSystem",
"elasticfilesystem:TagResource"
1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"

Example K& : BIBRHE B EIREH X4 RS

AR RBIKIE R YA BIBRT A Department=Finance /3 &EH XH KL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:DeleteFileSystem"
1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
}
}
}
]
}

&S Amazon EFS —i2{#E A 263
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¥t Amazon EFS RS HEXAE

Amazon Elastic File System 8 Amazon Identity and Access Management (IAM) fRZ548% &
., Amazon EFS lRFHXABR —MIMEEREHN IAM A€ , ©5 Amazon EFS E#MEXx. FENH
Amazon EFS fRE < £ & 81F 1% RS Amazon Web Services fRS KRG A FTERNR,

REHEXBETILEERNMIZE Amazon EFS |, AN BRAFRMAERNRE, Amazon EFS E
NTERSHEXABHNER , B/ Amazon EFS AIUKAHA®, TXHNRAIFESEREARE
REE |, AR T BEMT DN B{EAT E At IAM SR BY A PR SR B o

RETEEMBRER Amazon EFS XRS5 , FHEMIER Amazon EFS lRZHEX AR, XFRIPEHN
Amazon EFS ®IR , AR < To= MRS &R U5 B R

RFZMEx B ALFET Amazon CloudTrallEEFTE API A, XEETHELEMETZER , AR
BT AR ER Amazon EFS RERBHITHFIERE. BXEZEER , S EFS REZMEXABKHAEESR
B

Amazon EFS W RS- < A X R

Amazon EFS fEFl FAWSServiceRoleForAmazonElasticFileSystem AWK REHERBE AU
Amazon EFS R&TR&EH EFS XHRAFAAFMEE Amazon &R

AWSServiceRoleForAmazonElasticFileSystem fRFHEXBREEUATRSRKRAAZASE :

* elasticfilesystem.amazonaws.com

AN PRKEE SSIF Amazon EFS ST RS E N JSON I EWRE :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"backup-storage:MountCapsule",
"ec2:CreateNetworkInterface",

"ec2:DeleteNetworkInterface",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeNetworkInterfaceAttribute",
"ec2:ModifyNetworkInterfaceAttribute",

"tag:GetResources"
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]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms:DescribeKey"

1,

"Resource": "arn:aws:kms:*:*:key/*"

"Effect": "Allow",

"Action": [
"backup:CreateBackupVault",
"backup:PutBackupVaultAccessPolicy"

1,

"Resource": [
"arn:aws:backup:*:*:backup-vault:aws/efs/automatic-backup-vault"

"Effect": "Allow",

"Action": [
"backup:CreateBackupPlan",
"backup:CreateBackupSelection"

1,

"Resource": [
"arn:aws:backup:*:*:backup-plan:*"

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"backup.amazonaws.com"

iy
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RAriEmE

{
"Effect": "Allow",

"Action": [
"iam:PassRole"

]I

"Resource": [

"arn:aws:iam::*:role/aws-service-role/backup.amazonaws.com/

AWSServiceRoleForBackup"
1,
"Condition": {
"StringlLike": {

"iam:PassedToService": "backup.amazonaws.com"

"Effect": "Allow",

"Action": [
"elasticfilesystem:
"elasticfilesystem:
"elasticfilesystem:
"elasticfilesystem:
"elasticfilesystem:
"elasticfilesystem:

]I

"Resource": "*"

(® Note

DescribeFileSystems",
CreateReplicationConfiguration",
DescribeReplicationConfigurations",
DeleteReplicationConfiguration",
ReplicationRead",

ReplicationWrite"

EREBHSINZMN I Amazon EFS X% 4 Amazon KMS B |, AR FEE IAM R, E

THEZER

FSH NEBSHE.

A Amazon EFS BIZRSHERER

BAMEBENPR 1 IAM SR4K ( flInA /., AAR ) tIZRSHEXAR, BiXE IAM 4R
iam:CreateServicelLinkedRole fXRFRMITUIRE , WAL T RHIFT R
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"Action": "iam:CreateServicelLinkedRole",
"Effect": "Allow",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"elasticfilesystem.amazonaws.com"

]

}

BREZER , F5H IAM AP EETHERESEXABNXR,

BEEFHCERSHERXAR, HBTE Amazon Web Services Management Console. B Amazon
APl ) EFS X#REIEES B E BB EY Amazon CLI , Amazon EFS R &8I RS X
A,

MREHBRZBRSHERAR  RAEETEBXCE , ZUUERAHRREEKFFEFCIELAR, HE
N EFS X RGoIBER BIRNEHEER , Amazon EFS FHER N EEZRSHEXAE,

A Amazon EFS fRERZHKA R

Amazon EFS R A& 4% AWSServiceRoleForAmazonElasticFileSystem RZHxAR, 6l
BRESMEXACE , BRLEERACHEN , BN UREESHMASI AZAE, BEETUFER IAM
REACHER, BXESZEE , #2H (IAM AFER) FHREERSHEXAE,

fBR Amazon EFS WERSHEXAE

NMREFBFEEARNTERSHEXACHYRIRS  BNBUEHRZAR, XHERXERH
EHEERLEFHNREALE, B, BLARXBRESAXBENRR , RARFEFIMERE.

(® Note

MR HEZ M EREIRES Amazon EFS RFIEREFERZAE , WHRRBAETRSAK, WMRE
EXHER  FEF/LOHEER,

fil Bx 55 FA 89 Amazon EFS &R AWSService RoleForAmazonElasticFileSystem

SR T SR BRE B Amazon EFS &R AWSServiceRoleForAmazonElasticFileSystem, B
IR  BSABEERFEART EH Amazon 1K/,
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1. EEMLDE EC2 k6] L |, 1% Amazon EFS X# R4,

2. MER Amazon EFS X# %%,

3. BMIRMHREMBENLREH,

/A Warning
MRENELMER (VPC ) EAMIARE4A , BONBRZZE4.

£/ IAM FahMIBRERS X B E

£/ IAM $2%|& Amazon CLI, =X Amazon API Bk AWSServiceRoleForAmazonElasticFileSystem
REHEXAR, BEXELZER , BESN IAM AFERHHHIBRESEXAE,

Amazon Elastic File System & 3 #1177 7] @ HE &=

BRILERUTEER , BB MANEEEER Amazon EFS # IAM B AT BEIE B AY & L [R) &

£l

« RFEMNIE Amazon EFS FIITIRIE

- EFEBIHT iam : PassRole

« REAFRIUINE AERIFE Amazon Web Services Ik B Amazon EFS &R

K FTAIE Amazon EFS A (T8 /E
MREFBNBEIRET |, BHELIITEMRE | WA EFH RS A FRITIZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRPEREN elasticfilesystem:GetWidget R , &K &£ LT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
elasticfilesystem:GetWidget on resource: my-example-widget

FERBERT , HMEFH mateojackson AFMEKRE , UAFER
elasticfilesystem:GetWidget BEGE my-example-widget &Ko

NMRBEEZHE |, FEBREN Amazon EE R, FNEEARRHEEREIIN A,
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KL AT iam : PassRole

MR RURE —MNEIR | I8 TRINIT iam: PassRole B4 , MIATMEHEBRUA T LG ABIERLS
Amazon EFS,

AL Amazon Web Services fRS5 RIFEFNAA/BEAEBLZRS , MTARUEFNRS A IR
XAEB, Nt , BLMEERACLEERSHINR.

ZH# R marymajor Ky IAM AR 2 AE ARG B Amazon EFS F#ITIRIER , R RELL T RHIEE
%o BR , RELMEBTRSACHRFHNRT AIMITILEE, Mary FTEBRABRZIE R RSN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BAEFH Mary B KB F 1T iam: PassRole #&1E,
MNBRBEEHB) , FIREREW Amazon EXE G, BFNEEARRMHERZREIIN A,
RAEARTFRUNE AIFEIEK Amazon Web Services I~ B8 Amazon EFS &R

ZAR—1MAG , UMEAEMKSPHNAFREALNANARTUERZAGKIL RSN TR, &7
LEEHEREY , AURARE, XN THETHRNRBEHIE FZHFIER (ACLs) HIRSS , &RTE
158 P IX L5 SR BE (0] AATVHR T 173 (R 8B BR A A PR

ETHREZER , BZRAUATREA :
- ETf# Amazon EFS & XX IhEE |, i3 M Amazon Elastic File System #{i1 5 1AM B & 1F
Ho

« BT HNMEANEEENEERENIG RN Amazon Web Services I/ |, {52 IAM AP IEE T
B 6] #8388 Amazon Web Services Ik B9 5 —4 IAM B P12 E 15 RIRER,

o BT MBINAIE = HIREIT S E IR E R Amazon Web Services I | &35 IAM P18
BRI @ = AR BE R, Amazon Web Services Ik P

- ETHRIMEBENBHBEASRIERAHENIR , F5H (IAM AFERE) P AL SN ERRIEN
AP ( BBRERIE ) BHEFENER,

- ETHEAACNETRRNRBRTEKRS LR ZENES , F50 (AM AFER) B8 1AM
P B BB K 7 B 5 ]
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R 1AM 2534 R G BE T )

IERLAMER 1AM S RN R IRRE , LN SHERT BRMMLLAT T XIEHIF P iw3S Amazon EFS
RRNTE BIEA IAM , BAIBLATFERFHN X4 RENTRERE , @FR%k. EANRE

Flo Xt 1AM S B RBEH XA RERFRERNVREN P RBRAFTEZEE ERESHRBNR
TR R B P [ B 4R T AR BR o

NFS & /=i Al AFEE#E) EFS XA RGRER IAM AefriREC, AT/ RERIIXHRE
BY , Amazon EFS 1FEXHRER IAM BIFREE ( MAXHRERE ) UREMET HHH 1AM K
B, AEER TR HRE T ERR,

HIEX NFS BEFmEA IAM RINE , B IREEM IAM ZEORK [ 12K E Amazon CloudTrail, B>x
n{a/ s Fid & Amazon EFS API B AR E 25 & CloudTrail , 25 F1ic 3% Amazon EFS API i F
Amazon CloudTrail,

/A Important

MAER EFS HERABIREFHER Amazon EFS RS , AR IAM RECKIZFIE F ikkY
BE. BREZER , B5H £/ 1AM RIREH,

AN EFS X RE KRG

BRIA EFS XHRAXKBEREA IAM #HTHHRIE , ©R T ERER BREEE X RENTMAE
EEFPIHRRTFELFRNR, BHAFBEN X ARERBTIENN (EECEXHRSER ) |, &K
INRBENER. BHRIAXHRSERBEEMA , DescribeFileSystemPolicy APl #2{E&I&IRE]

PolicyNotFound MR,

EFimHY EFS #1E

IER AN RN R R TR X RENEF IREEUL T RE.

BiE iR
elasticfilesystem:ClientMount REX XU RGN RiETHRIXPR,.
elasticfilesystem:ClientWrite REXN XHRENE AR,
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BE HiR
elasticfilesystem:ClientRoo REFEHEXHRSRERARA PR,
tAccess

IR EFS 4@

ERTEHY , EUUERATEXNEHER,. Amazon EFS 1 NFS ZFFmRRA 7 U THE XK HE.
ER IAM 2 FIRERP I EFS XHREM B HEE , FRBHRITEMEMRAR.

EFS &5 iR EE/
aws:SecureTransport FRAEBAERETFREEE HR{E
Bl EFS XH# RS EA TLS,
aws:Sourcelp IRl EFS XHRGENEF IR FRS
FE P sk,
elasticfilesystem:AccessPointArn BEFWEEEZEEINEFS A FHH
RH ARN,
elasticfilesystem:AccessedV FRAKEARLERERAXGER HARE
iaMountTarget SEZKBERNEFYLIER EFS
XHRE,
X REGREE

E&HEFH Amazon EFS XH RS KR B , S Amazon EFSAmazon EFS ET & RH KBS RHl,

2% NFS BEFiwX Amazon EFS X# RS HI M &5 ]

BRI UERAMNZELRE MM EFS XHRAKREEES NFS B/ imX Amazon EFS X#HREMGR, &
AILAEF Amazon M EEZEYLE EC2 , flal VPC Z2AMNF ML ACLs, 3% v] LAE A
Amazon IAM B EFS X#HRSEKEME T B MR KBEKIZS NFS 15 R PR,

ES}
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« X Amazon EC2 Ll BHER VPC Z£ 4
- £/ EFS WiRis O

- MBHRINELLEEEM

- /4 Amazon EFS Hf9#0 VPC im S

¥ Amazon EC2 EHIMEF BFrfER VPC 24

£/ Amazon EFS B , SRR BN EC2 KAIEEL D EC2 24 , W EXHREREKR EFS #E&H
EERSE, T2EPFRLABAE  EFMHANFESRE, EANEIF |, BHEF3) EC2 Kb
ROET —1N2ed, RE, BRE—1NL224EE5 EFS EF B HRMEXE (B, BREIA VPC RIERIA
ZEH ), XMITEERTANES], EXNTEFRE , MIREEFAT EFS WRENRNEZEA,

IERLAN IR EFS XHRER T AUMEGITEMNER, Nt , EBFEARMAN , RVFER EC2 KBIFE
FAME B RS (NFS) i QBT 5 B FRE#EE Amazon EFS XHRE, BMITUTSRUGBNE
MIEHNREA,

7 EC2 RBIMER BRI EZ A
1. & VPC HE|BWNRE4H,

BXEHA , BSH (Amazon VPC AAIFERM) TPHEIEL S HPH“BIERLH",
2. $TFF Amazon VPC B2 4lA https://console.aws.amazon.com/vpc/ , SRFRIEX L% £ 4H K 2R
AR, ANRELABNYRIAE—FATHEREHN HILHN,

BN RS HLERTENR

1. 37T TF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. NEM EC2 REAFM—FAN , AEALEINE (SSH) NMEMENREIT AR, HE | R
B 3k

EAFEARMBEAN , FARRALEAN R FFABHERE. IRFRXMER , EFERN—
ANMHIEFNLAZE NFS 3w A EITFF TCP &E# , NREH BT 2AIEEN BHr.

BRI , S0 (Amazon VPC AFIER) R NFIMI RN,
3. NEHBIRARIMAEMEIEA N,

« NEFEFRZ2AFMAERN |, LAKREZ EC2 REHMAMUILR. & EC2 RE&AMRAN
HRo

Xt Amazon EC2 SR FIEE BirfER VPC 24 272


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#CreatingSecurityGroups
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#AddRemoveRules
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o ANINHIEANEAEFRA NFS im0 E3T7F TCP &, R EC2R2AFRRN B R,

BXRUE , 25 (Amazon VPC RFIER) =AY H0AT M BRAL M,
4. BWINFANLZHAIMERT 7 A H T RIRR,

BXEZEAMEZELR , BSEERT Linux =4I89 Amazon EC2 44,

£ EFS WiRiw O

AT XEFEELEHHTER NFS FF % , Amazon EFS AR BEARE OMIERE, NREERNBNMWHE
PR LLiG[E Amazon EFS |, BATBWEBERUTEF wmh AEHN, FH SSH EERXHREHEIT
LLTFae:

iptables -I OUTPUT 1 -m owner --uid-owner 1-4294967294 -m tcp -p tcp --dport 2049 -j
DROP

ZaHTE OUTPUT $% (-1 OUTPUT 1) FFki@mAFEIAM , ZH N ZE 1EFARBREIERZHTE (-m
owner --uid-owner 1-4294967294) 3TF E| NFS #% O (-m tcp -p tcp -dport 2049) BYiE
.

AU oge D= =80

NFS 4.1 (NFSv4.1) IRAN B PN ABEEB S XM REEREBRZ—HW NFS 0O ( TCP %O
2049 ) B MG EZN TR XH RS, B, NFSv41 BEFIRREEEBEIMEERZNERLT
FREER R XA RERFHAAFMA D,

BEEFEMEEZEAUTERERFRE ;

- HEZBERN VPC RENNERE - XHREEHBIRTREEEXRBENAE IP thit, JESXH4
REWH —BIraIE
« Zi#th Amazon VPC I 5% EC2 K4

- EC2 BEiE#EMEH VPCs
« £/ Amazon Direct Connect H Amazon Virtual Private Network (VPN) #E#£ %] Amazon VPC &y
it B 55 25
- BFimAER E RN VPC FMBIM ST B2 5k (ACLs) , ATMNER B R FRASRITIHE —
ERZNHRSG , BRInSIEEBSER BRI NFS in OB TCP EEHEBURERE.,
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- FIEHENROEFiRMERS BN VPC ZEEMN — B EC2 LHERXHRSE , U Tx24
I AR

« XHRGUAER-—TMERER  HNEZO0EANREANMAN AR FE NFS im0 EEBARAR
DIy AVEERE, BT LR IP ik ( CIDREE ) RE2ERAAMER, EHBEMRMEEOD LN
A¥ENFS Im AN R EAMNKFERXHRETHRZEFNXRBER, MHRGERBHFHMEED
TERA NFS i E BAAAEY A S8 A SR A 47Tk b A3 0

« ERRHILAEF—IREED , HLRSAHNN AR LI XHFRGEWENER B4R LA NFS i
O hERE, ERLUZ P it ( CIDRSERE ) LRSS A H TR,

BEXEZEER | BSR EBEFER,
£ Amazon EFS #1930 VPC %R
EEERFET= (VPC) 5 Amazon EFS APl 2RI T AERE , UEIEED VPC R, maEH

5 Amazon EFS API IR £iE1E , TEEBRMMx, NAT EAHELETRAME (VPN ) E#E, XE
ZER , H5H Amazon VPC AF#EMHMIED VPC LixT M,

#0 VPC 4 inT S Amazon PrivateLinkiZIh8E iRt % |, ZIheE R FFEAFE IP it Amazon
RS2z E#TIREEE. EMH Amazon PrivateLink , FEATD# VPC #24|&. API = CLI £#&
f VPC H 3 Amazon EFS #2# 0 VPC KixT K. XM EAN Amazon EFS API & R1Z AR
SHFAE IP it BN FRP R — N MERNKZEO, SRR L VPCs £/ Amazon VPN, Amazon
Direct Connectsf, VPC S EMNARIMER HAIRFE LM VPC KT R, ETHRESZEE , B5H
Amazon VPC i F#§% Amazon PrivateLink /#9383 15 7] R 55 o

7 Amazon EFS #|ZEE Ok =

E5 Amazon EFS #l2# 0 VPC e , FHITUTEREZ—

+ com.amazonaws.region.elasticfilesystem - 3 Amazon EFS AP| R{E8IZ K <.

« com.amazonaws.region.elasticfilesystem-fips — 5 Amazon EFS AP| 8|2 #F& = E Bk
EBRLEHR A (FIPS ) 140-2 BYiR o

B> Amazon EFS i ST %K |, 55 {Amazon Web Services — &5 Z) FH Amazon Elastic
File System,

EXMACIBEORSNEZER , B2 (Amazon VPC AFIER) HMAIEE DK,

£ VPC 2 274


https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
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https://www.amazonaws.cn/compliance/fips/
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A Amazon EFS 6|72 VPC i & 5K B

ERFI3 Amazon EFS API B35 [RIAXER , AT BASF Amazon Identity and Access Management (IAM)
REGFTNEERRY VPC Kim T R, WERBEEATAR

« AHITIRENES,
- AHITHRAE,
o X HHPTREN TR,

BXREZER , H5 KR (Amazon VPC FIFiER) HRIEER VPC ik & 2 I AR 55 89 1 R AR

UTFROIERT =4 VPC KT QR , ZRBIELAMAANBIRET REIE EFS XHFREHN
BRo RAIKEEER TAIE ARITAE EabRFR R,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
.
{
"Action": "elasticfilesystem:CreateFileSystem",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
]
}

BXEZER , 2/ (Amazon VPC A1) HHVEA VPC i LK,

GRS (NFS ) RAIA/ . ANNR

BIBEXHRER , RNERT , RERAF (UID0) EFIEE, EAMRITNE, A TiHEMBAF thie
BRI HRS | BRAPARTAEE TG RINRE, SaLlEABR S BEIIEBAFTNREAN
Bk, BXEZER , B5H #£H Amazon EFS # A 2 T1E,

NFS HAIAF, AR 275


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html#vpc-endpoint-policies
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Amazon EFS M#HREXNREAF XM Unix NEER, ERXEEN TR ZNRITIRENNR, B
& Unix RSN A P AT LU T # Amazon EFS X ENR A EMITH

BN, 1E Unix RIS RSE L, AP MARKRS BB FFRIREF , Amazon EFS £ AXLEFRIREFRER R
HEN. XTF Amazon EFS , XHRENR (BIX#. BEXE ) HE/MEENENAHEE, HH
PERFRXEREIIRET IDs , Amazon EFS S IR ENER,

® Note

NFS M FHENMNEFHZ 16 14 IDs (GIDs) , EAEHAA GIDs &M NFS B ixiERH
B, BXEZELR , FSM 4B NFS XH RS L RN ST,

TH , B UHRFRRROILAR AR Amazon EFS B NFS REREESETH VL.
ES]

o XHMEFERR

1% Amazon EFS X RS fE A = A MR

« XHREPXHEMEFHASME ID KR

+ ZREE

- RIRETF

- BERXHRENRAER

- EFSEAR

A B FAXR

BRIEM EFS MARE R , BN EFS XHARGEHHWNHME FIIFETHH NFSv4 1 B inFmANA
A4 ID B4R Unix HXIREL, BEANRNMITNR,. AXESZER  B5H NEXHRS (NFS)
ZAAF. AR,

® Note

BINMERT , X—ZEFREHEURT X NFSv4 1 B ENAFMNA ID NEE. EaUER
Amazon ldentity and Access Management (IAM) & T & R KB F & 17 RBEXT NFS ZF 7 it
RN, HARHRE, EAFRIFRENE. BAUEA EFS (hE KB E NFS B IRRAMNER

XAFFNB AR 276
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ERGAFPMARRER. BXEZER , FSHAEM IAM BHXHARSHIRR R Mel2E
AR

XA4MB FAIERE, EAFMRITRERH—NROIZ | Alice TREANRENXHRE LN N AB F /alice

PIEIMMEBEARENEMRXF. T, BRREP , TARIF Alice HE—XHRE LK Mark MA B %
/mark PIEMBEEAEMXH. £ Alice Ml Mark EXHZ B /share X4  BEFEERAPE
AX Ao

5 Amazon EFS X R 448 A = AI FIXER

&R VPC el Amazon EFS MHRSEH N ZXHREER BIRGE , EHLE Amazon EC2 K4
LA ZREREXH RS, mount S A BMER XA REHTNEME R, T3 , EEERIEXHR
g, RE /AN —MRER. RAFNRAAFTERNE .

LA mount S FR S DNS B#FRIRA Amazon EFS X4 RSEMIRE FZIEH S /efs-
mount-point Z<i: B .,

sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com:/ efs-mount-point

ENREX AR F TR

« WATEHEIRHEFM read-write-execute R
o X4HAR B FEM read-execute IR
« JHEHME FM read-execute R

REBRAFATEHRILE R, RAFEREEMAF R TN EZHEANR, Fl0

- SIEZTENSRF B R, B step-by-stepiii B , ESRHE : QIEAENEAS FH X,

- RTAFEA Amazon EFS XHRERB £, EFRAFNEBRNAF T AEMAFRTHEZX
HRENR,

« Eff Amazon EFS XHREMANERNFRASNE , FEANTHT

$ sudo chown user:group /EFSroot

Ml Amazon EFS #3452 A SR 51 FA R 277
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- EEQNHRENNRERLEMENR , FERAUT SRS

$ sudo chmod 777 /EFSroot

WS OEES T MHREWTE EC23R4| LW FTE A F %5 read-write-execute X fR .

M ARG A B FAYH P AA 1D R

Amazon EFS X#REHFHN NGB XXZSETAF ID MAMNFRE Unix NIREL, EAMBITR,
IDs¥4 NFS F iR ERER R SER TES EFS XERSN , ERIHESWAF ID MN4A ID B2
B, EULAER EFS #EARKEE NFS FF i IDs FAMNAF ID MA, YAFRZRpRINXHEMNE
At , Amazon EFS @R &EHAF IDs MBAH , IDs URIISMNAFRBEERFRIX LR, Amazon
EFS & fEATA] IDs RIEFRAF IR XHME ZRNFIEENBEAFESE, Amazon EFS FaR&E
RAPSENER , eNEARFTIRRA.

@ Note

£ EC2 R4l LeIZA /e , Bl ZAF 2 EEAZ%FAF ID (UID) M4 ID (GID), &
Linux R& £, i IDs R7E/etc/passwdXHFHFIREM ., HF4A IDs £/etc/groupX
Hrh, XLEXHENLTEBHM IDsZ BB, £ EC2 3224k , Amazon EFS X EA1AT
A& BRI IDs , BEHR ID H 0,

WMRAFMNFENTER EC2 E4Ii5E Amazon EFS MRS |, MARIEA P 1EX 24 E/Y UID 24
BERARE , FLBITEANTRH , TR :

« WRWAN EC2 P LMAFMEE , IDs WERERMISES , Amazon EFS #RIA S A7) R RAEEIRY
R, EC2 WA EC2 KAIp R X4 REatay A A1 R ME R/

« MEREHFHN EC2 =4l IDs EHWRAFARE , Amazon EFS £ XLAFAANFRTENEAF. NMENTEBH
EC2 k4115717 Amazon EFS X#R &Rt , AR &R HTHMEE,

- MRFE EC2 KPI ELHNFANTEAFHE—ID, W Amazon EFS 2RI IE —MNEF.

BRI E R — Bt EEE EC2 SKAINAF ID e, AP ALER id i SREHEF ID,

$ id

XHRGEHPXHFE KA RE D R 278
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uid=502(joe) gid=502(joe) groups=502(joe)

M ID BREf 85

BERSGEPTH NFS THEFSE—INEN ID RFSNTHER , ATEERAFRAMNZENME, IDs
£ Amazon Linux A , ZSFHPEFFA rpc.idmapd , £ Ubuntu A% idmapd. ©fFAF M4 IDs
HBRABH , K2R, ER , Amazon EFS UGB F IDs. BATEIWETE EC2 K4 LA
o 7 Amazon Linux £ , ID EEBREELTERRS , BFBERAE. EXMA ID RERF  SEAMT
i

$ service rpcidmapd status
$ sudo service rpcidmapd stop

ERETE

INBERT , EFS MRS LERRFFE. Amazon EFS BI1THE no_root_squash B9 Linux NFS

BRSSE5KEL, MBAFHA ID R 0, Amazon EFS £FZAFMA root AF , HEINBREE (R

FiFRIFMERFIE XHREFR ) » 2 Amazon Identity and Access Management (Amazon IAM) & 4
RERRER AFIHRICLientRootAccessiRERT , I ERFIREZ LEARESR. HRFELT
BRRASH , RAPNEERRNE NFS RSB LEGERNBRHMAF,

BXEZEER , FSH £/ IAM BRI NHREBIEH R,

A IAM BH NFS BERinBRARKE

& LA Amazon EFS BLE R BS IEBREANE R TR 2 SNIFTE Amazon ZEA SR IGEEH
Amazon EFS X# R %, AILABEE AME MRS (NFS ) BEFIRELE Amazon Identity and Access
Management ( IAM ) BRESRIIT LR E,

At FEERERD 1AM NXRERE |, TR

« Bl EFS MHREXRE , ZRBABATNXHREHTERMBEATGR , FRAELIEEE,

 f£/A Amazon EC2 IR EXHNFEEXHRERH ENRK Amazon EC2 B Tt 5 E
IAM 13, B Amazon EC2 EHIEEXHMEZFER , i5ZHAmazon Identity and Access
Management A F 155 #0955 F SE 0 e i 34

« f¥AmazonElasticFileSystemClientFullAccess Amazon & X2 B A EE T/EWLM IAM
Af, BX EFS Amazon RERBNWEZELR |, S RAmazon EFS B &4 M ih I EE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html

Amazon Elastic File System ArfEm

EHEA IAM BRI NFS BEFREARFE , BEAUTIERE.

B L3 X R G ATIRIG A

1. $TFF Amazon Elastic File System ##l& , Wity https://console.aws.amazon.com/efs/o
2. EEMXHRE.

3. MWNHAREMEHPERESARFENXHRE,

4

EXHREFHREENEL , EEXA4RERE  AFEERE, LIDFER File system policy
(XHREKRE) NH,

ERBHETT | EEBIABELERTF K#E JSON N RIFERERBRERRT o
6. WE#F Save (RfF) SMRIF XM RE R,

o

FEREFHIUUNBETET AN RBEREN HGREHNRIGRNR, &
AmazonElasticFileSystemClientFullAccess BRI MBI THEMEN AR | IAM 21R1FE
TESHEY B 17 SR BE 3R T X TAE U A 4R 1 8] A BR o

MNEE T/ESE AR RIARR

1. M https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &,

2. EC2 3 Amazon BlEZ— 1B WM ABEFS-client-root-access, IAM 282 5&E4ER EC2
A & [E A R SE BB E XX

3. f¥ Amazon EE K BAmazonElasticFileSystemClientFullAccess# B4R B 8IER EC2
A, AEBHNABSWMTATR,

{
"Version”: "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:DescribeMountTargets"
1,
"Resource": "*"
}
]
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}

4. [RGB EHMINEEAEER IERMN EC2 K6 , TR, BEXEZEE , SR A
mazon Linux =4I| EC2 A F g R IAM A & hn 2324,

a. 3TFF Amazon EC2 #£#|& , it R https://console.aws.amazon.com/ec2/,
b. ESMBEKRP , EEFXH,

c. EFEZEHl, ITF Actions (H4E) , #%E# Instance Settings (EHIIRE) , AFiEIF Attach/
Replace 1AM role (Fff in/&# 1AM A ),

d. EREEE—SHEIEN IAM A€ EFS-client-root-access , AREEEF Apply (BA).

5. EEEI{Eih %% EFS EHHBBIERF. BX< EFS EFHBIEFH amazon-efs-utilsFi 4 S E
ZEER |, BHS R %% Amazon EFS EF i,

6. BUMAT iam EFETINUA TGS , TEBE T/Eu LHER EFS XH RS,

$ sudo mount -t efs -o tls,iam file-system-id:/ efs-mount-point

BT AR Amazon EC2 RHIELE N BN IAM B BFEHEXH RS, BXFER IAM BEUER
EFS X REMEZEE , BSRMEH IAM BAUEH,

NRERF

Amazon EFS LR XHNREF—/NERAETH, Rt , AIRSAE—NMELENER , KRITHBH T ENR
B9 A P TSR BT BTG (R R

BRXHRETNRABN

Amazon EFS 38 #ISEHE POSIX chown_restricted B, XEWRBERERAFL TUERH RS
NRWFMEH, root BFEMEZEAFPUUERNHRENRWMEEA, B2 , BRIEAF R root A
P, BNZAREERNFMEERFENYA,

EFS #EAR

HER FRERGHAF. ANA4RERENATERABRRKRRENEAXGEREER, HELWIE
ERGAFNEAER NFS BERHRENTAENER. XHREBRENHELNEE FEATFHL
Fo AZEAMBREMNNARFETRAAENET XN BESENBRACEHAEBNRERESONER
WE xR, FRABTRASNNARFRETRIEBECHERRZ TERFHEE. BXEALNESZER
B2 | FH Amazon EFS AR T,
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£ Amazon EFS A S T4

Amazon EFS # AR R EFS XHRETRETNABFNAOR , ETEMBEENRAEFNHAE
BEENTR. BARTUNBELIEARRENABEXHREBERBFHITHFEN (BEAFH
POSIX 4 ) . MARZEAILUAXHREBFHATIENRE SR , LEFFRRAEHREEERHE T
B P riE.

& T LAE A Amazon Identity and Access Management (IAM) SRSB4 ENBREFERBSENEA
Ro AIMERF IAM EBREEARMBLEESENENINARFRUENBERREENRLIHER,

(@ Note
EFEAEAR  BFEEHE EFS XHRE LED QBN ER B R,

&I LALE A Amazon Web Services Management Console, Amazon Command Line Interface
(Amazon CLI) #1 EFS APl AI1E Amazon EFS MRS OIEEAR. — 1N EFS XHRGEHZALE
1,000 MEA R, AR —KUERTEHITE R,

BROIEEA RN step-by-stepF R , HSHUIEEAR,

FERRQESEXHRER |, B LAER EFS E#HHEBREF, EEHHTT , BEXHRZK ID, /HE
B ID M tls EFIEW , LA T RBIFTRo

$ mount -t efs -o tls,iam,accesspoint=fsap-abcdef0123456789a fs-
abc@123def456789a: /localmountpoint

BXERATORESXHRENESER , BSREA EFS A S#HITHER,

F&

- ERAEARESBTRAS S5
- ERABASESRTEER
« EIAM RBERERAZEAR

EREALBHRITRAS &4

BRLMERBRRNBERTERAENAMEXHREFERBHNTRASNAEE. EEMALLLE , £F
BEiEERERTR AN ERBFRTHRERES M.
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Hep , BFREHAUTRE

- B/ ID- AFHYESF POSIX AF ID.
- 441D - AP HEYEF POSIX 4 ID,
- RE4Y IDs -REHAEFIK IDso

BERRAFEHE , Amazon EFS &% NFS B imMY A MAE IDs BN ERAR LAFTBEXHREE
FERENSH. APREERITERFRITUATERE

- IXHMBE ZHNAEENAREN R SWAF ID M4A D,
« EFS BMENHRENRNSEREAR IDs WA ID, 4 ID MiHBIHE, EFS 228 NFS &F

ﬁll_'ll'-lﬁo IDs

/A Important
BEHITHFP B4 ClientRootAccess IAM PRI R,
flan | EREERT , BUESFIHRSAF ID #/sA ID&EE RN ID (BN, & UID /=
GIDIEEN 0) . EHEBERT , BL4F[ME NFS BEFHIZF ClientRootAccess IAM
BRo

EAEARBHHIITRE R

BRLMERTBRRBEXHRENBRE F. ERHEMITRE RN, £RAHRKN NFS FFRERAER
RAIRKRLEENRER , MIFARXHRENRE F.

BALUBEERHRK/MRERF R Path BHRE A8, Path BB LB R A HH PR
BNHRSERNXARERE ZNZTERE, TERENKETEEY 100 M 2. ERZTEE
M B %o

HiHE R EIEERE RN , ZEFZRERANERZHR SN NFS FEF RN XHERENERE F. 600, &
RIGRSRMIBE RN /data. EEERT , EAFR SER fs-12345678: / EFERH R RER
fs-12345678:/data EEMHEINHE,

HENBRRQFEERB R, FHRREER ZNR , EEEARRFEBRIIER MRS, BEM
S FBRRANBEARAPIAIENMBEARE TIITMN, fln, BFXRE 755 A FEXRAFRE
FEHIHX M. QIEXANEHB R, ARFAEEMA S5 HXHMRRE R,
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NEASGEZRR F

MRNHRE LZBEEARNBREFKEE , W Amazon EFS 2 B3 812 BB EMA MK RH R B
Ko MREVERKRIEE B FKABERANR , Amazon EFS FALIEB B F. FALSE , AR
BREAFSINARFMEXHRELFEMER , MEFM Linux TVERXHERS, BZBER , £
BEARN , KERAATEEEERB FAENMNNR

« OwnerUid - ZEAERBEREBEENEF POSIX AF ID,

¢ OwnerGiD - ZERERBEFZPEEHLHNEF POSIX 4 ID,

o BPR - BXM Unix B, —NMNERLBER 755, BERANBASRAFPIRE THITH , F£EME118EBHRK
THERIFRE, HEEDEZHEEERFEEZHEA. IHNBEAFHFXHFNNRE, camEHEHMHA
FREFHAFIEXEFHNR, EXEH Unix XHMBEXREXNNEZEER , BSRNEILHRES
(NFS) EBIAF., AR,

REEAEALEBERIEET OwnUid. ownGID FIfXBRES , Amazon EFS F&£812iZB . MREFT
RBENES , Amazon EFS T2tlEBR B %, MRBERBEZRAERE , MFERAZASLHTERNZRNTX
Mo

EEBRTHBEARNXXMHRSGH , MR ZEREAFE , WBZEAQHRER , sTREBRER
OwnerUid MINRZE G BFARNEEN . NREASNREFZEERNBAZHEEFE , WEART
LEZUANR. MEMBRBEF , W EFS FETREABR QERXHRERERIZZE X,

® Note

MRRBIEEEARMRE ZHNFAERMNR , Amazon EFS HAR2IBZRE F, FiEHERE
ARNZ AR R K.

EARRBRBEFNEZEER

MIBEBRBEENET , Amazon EFS BITHELTF B AT no_subtree_check WA Linux NFS AR
%85

£ NFS thilld , RFBERNHIN , B RFXETRAERRXHINE—5IA, EFS A %%
WAERAF AN ERET EFS XHREN TR, YREZBZMULN , EFS HTF2EEERE R
ZAMBXHNXHIR, BR , ERERBRT , AP TREKEAER out-of-band#lHIRIRE T R K

AN XHEIW, Flw, MRMBIERGRE=-MEER , WEM TR F M. WRIIXHF
g, A3 AT IR B ARE.
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X F V516 A = V5 16 AR B RSB SUHE | SRR AT ST AR AR AR R
£ IAM KR ERZAR

BABAER IAM REEEFHE - BH IAM ACMRRHNESE NFS BEFRmABEHRSERRR. ALk,
BT LAER elasticfilesystem:AccessPointArn IAM &8, AccessPointArn & X#
REWE KK Amazon BIREZ R (ARN),

LTR—NMNNHRERE RG], ZRE AW IAM A€ appl FRABEAR fsap-01234567 KihE X4
R, ZEBEZE AW app2 BE BB REAXH RS fsap-89abcedef,

{
"Version": "2012-10-17",
"Id": "MyFileSystemPolicy",
"Statement": [
{
"Sid": "ApplAccess",
"Effect": "Allow",
"Principal": { "AWS": "arn:aws:iam::111122223333:role/appl" },
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"
1,
"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn" : "arn:aws:elasticfilesystem:us-
east-1:222233334444 access-point/fsap-01234567"
}
}
I
{
"Sid": "App2Access",
"Effect": "Allow",
"Principal": { "AWS": "arn:aws:iam::111122223333:role/app2" 1},
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"
1,
"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn" : "arn:aws:elasticfilesystem:us-
east-1:222233334444 access-point/fsap-89abcdef™"

}
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}

R EFS XHFRFH 2 H 5 RN R

Amazon EFS B2 5 R R RER B IR ERA BN IEEEX EFS XA RGN A HIEH. BINMER
T, ¥ EFS XHREFTAWLHITFR, ER , BUMBRAXHRERBEARTFLBTHF,

/A Important
B RN H TR ANR AR B EEM MBI X4 RENRRRERETFLHLBRNER , &
BTFRFELHRF. BRTBABRARBRANR 2N , EEFARELLT R , REINEA]
FaBFRHLTHRNR
« MINEIRER Amazon ZFEA ( iz, IAM BE ) BVE T 50 #7 KK

- BYNEISRERFIRHET Amazon BIRKIEERE ( @ , Amazon Key Management Service
(KMS) #4A )

£
« fF Amazon Transfer FamilyFE IE 2\ 17 4]
- ‘“DNE'HENX

£/ Amazon Transfer FamilyPa 1k 2B (7]

L I&JF Amazon EFS 5B & #EF A Amazon Transfer Family , IR XHREARFLAFHR , UNETF
SXHRGETREMKFH Transfer Family BR$5 854028 X4 R 4815 R1E R F4EPE LE. Amazon EFS &
TEXHREH IAM Kig , IRKBELEH , MaPEEEXER. EAF Amazon Transfer Family
WRZHXHRE  BEFENXHREERE , FETFHEAAN LT,

(® Note

XNFHE 2021 F£1 A6 AZatIEHN EFS MHREERBATF AT IHRN , MABERTLER
£ Amazon EFS #fEf Tran Amazon Web Services I sfer Family, E A Transfer
Family 17 RIEH X H RS |, HBR Amazon XEEBI .
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7 A\
RNE'HEN

ETENHRERBATFLEHRN , Amazon EFS BRIEXHRERBRENEN . RENNHEREX
BT  LBECREBEFSILBRMS. AXHRERBNAUT —IRSINRNEEE (T
EEERMANE ) BRTFLRMRN , FSRZRBEANELE

- —ATEITAKEH (CIDRs) , A, aws:SourceIlpBEX CIDRWEZEE , F5 R RFC HESEN
vh M RFC 4632,

« Amazon EEA, AP, AGBHEKRSEM (HIW , aws:PrincipalOrgID )
¢ aws:SourceArn

* aws:SourceVpc

* aws:SourceVpce

¢ aws:SourceOwner

¢ aws:SourceAccount

* elasticfilesystem:AccessedViaMountTarget

* aws:userid, outside the pattern "AROLEID:*"

BREXLEHAN | LT ROKBEAN LB,

{
"Version": "2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc@e55",
"Statement": [
{
"Sid": "efs-statement-14a7191c-9401-40e7-a388-6af6cfb7dd9c",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
b
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
]
}
]
}
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BT LAERIRE N True B9 EFS &% elasticfilesystem:AccessedViaMountTarget ’itt X
HREREIGHIELNE, BULUER elasticfilesystem:AccessedViaMountTarget fAFX&E
X HRGEEHBRAN EFS XHRENEFIHINITIEEN EFS B, UTILEXBERRENR
True By elasticfilesystem:AccessedViaMountTarget &44&,

{
"Version": "2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc@e55",
"Statement": [
{
"Sid": "efs-statement-14a7191c-9401-40e7-a388-6af6cfb7dd9c",
"Effect": "Allow",
"Principal": {
"AWS™ . "M
.
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
1,
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"
}
}
}
]
}

BX Amazon EFS %4 BNEZER , BSHEE /KN EFS £M4E. AXUBNHREXRMNESE
B, BEREN RS ERK,

Amazon EFS By & # tEI8iF

ETHMERETHESMNITNNTEE , H5FAmazon Web Services BRE “” Amazon Web Services R
% B “BREMITRIR 2 HSEE” , RAEERERBRMBHEMITH. Amazon Web Services BRS Bx
—mREL , BSREMIT,

O LA TEE =S FitkeE Amazon Artifact, BEXEZEE |, HSRFMN “TEHIRE” Amazon
Artifact,
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& EA Amazon Web Services BRS5 IR SR EBUA T BN BENBRZML, RATANEMRBIRUAR
ERARGERENZEN . Amazon R T U TRFERBEZIA S

« Security & Compliance : XEMRSREEIEFITILTEMERRER , HRHTHBLZLHEFNEN
HIRERN SR,

- EARR — ITHEBNEmETEERTENTLANAMEMX,

« f£fAAmazon Config F & A & i85 F B AN E{4 %R — % Amazon Config BR5 iF4 &8 B IRECE
EZAEELFEHNIPEE, 1T ANEMR,

« Amazon Security Hub— iX Amazon Web Services RS AI A2 H 7 B IEN R ERD
Amazon, Security Hub B3 &£ 2 H#E T4 EH Amazon BRAREHREHFERTLTUIRAT
REXREK, BXAZTIEFRSREGEENSIR , FSH Security Hub ##HliEHESZE,

« Amazon GuardDuty — BB K ZEH Amazon Web Services IKF IR ER 2B FE A RMEEE
31 , 3k Amazon Web Services fRS RNEH TEME. FENKERIGHEEREM. GuardDuty
BIBERLESAMERAENARRUESR , AIUBHEFEESHESMNEER , Hlan PCI DSS,

Amazon EFS FH#]14%

Amazon £ EREMIIZFE R E % Amazon Web Services XiF A X (AZs) W&, Amazon Web
Services Xif R LM ERENEE AZs , SBIRER, SEHENSELRNMEERE. &
AZsB , BAILLRITHRETEXEZ R B THEEBM AP ARFNBERE. AZsE&
SR —-RSHEFEBHOLEMEMEL  EEESHNTRAMY, BEEINTYT B,

Amazon EFS X4 R4 7] R5ERM T Amazon Web Services KiBiFHI — MRS N AT HRXHE, HEH BIR
A RIITHEESTAM, ERITESTAMNBEERIHaTHAER AZs |, §idE , EASNTH
XA B AR IP thub 1 DNS 285K , BEE(IRASINBRIFNARENH. BXEZER &
S L5 EFS M 5L S# &4 EC2.,

B X Amazon Web Services XiF MAAXMWEZFEEL , 5SS RAmazon £ ERER L,
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https://www.amazonaws.cn/solutions/technology/security/
https://www.amazonaws.cn/compliance/resources/
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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Amazon EFS WEIRE

BN —IEE RS , Amazon Elastic File Syste Amazon m Z 2| £KME L LRI . B> Amazon
Z2 RS UKW Amazon RFEMERNES , FESHAmazon =22, EFAEMEREZENE
F LB KIRITEM Amazon B8 | S S Amazon ecurity Pillar Well-Architected Fram ework
M E R IR R

O LAEH Amazon EX M EY APl BB MR Amazon EFS, BEFRAMZIFUTAR -

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEIWEH , #lin DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ 4
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

A, RIERFEREZES ID N5 IAM EERBRHUBZFRIBARITBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & F IR BFERF TR,

APls X LK BE O] UMMM EAEFA , (ER Amazon EFS XX EHETREMIGRKE | HdhoJge
BIEETR P et fIPRE, BB LAER Amazon EFS R REEHREABZETIBRELRER (1D
# VPC ) AT R BBEL R T KB IAE VPCs, EBRLE , XA BUEX4AE Amazon EFS B IRAY M &
T E 5 Amazon MR EY4EFE VPC RE T K.
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Amazon EFS PEZi

BRI AE T X H R EIE A Amazon EFS BRI ELEL,
£

- B LIRS/ Amazon EFS Fi&l

- BT EE UM Amazon EFS RIRELER

« NFS & im#) B &

« Amazon EFS X#REH L&

o AZEH NFSv4 .0 1 4.1 Thik

- BNEESIM

- BFIESRIFE XN X RFEIR

B LU B/ Amazon EFS Big #i

Service Quotas Z—I1 Amazon RS , AIEBIEBMN—MIBEBBETMHREF|, 7 S ervice Quotas &
HER , BEALEE Amazon EFS RHE , FEREINF EFS XHREGEHEBHEEH Amazon Web
Services X5 LA K SN & 1 7] 3B AV 2 EL IOPS,

AT LB S B R Amazon Support i53RI2E LA Amazon EFS B8, ETHMEZEL , H5H B8R
SR, Amazon EFS BRFHEIA 2w EFMEKR,

- BIEFKPHIXHREHE,
« BIMNXHREHWEARKE.

- FAEMFLENES N XHRSNEAIZE IOPS, HLFEHRIAYXHRSEHIZE IOPS #Emet , ©
ZLEFRINXHRSERIZE IOPS ME A IOPS &0,

- HFIEEENZEFIRNENXIEXHRENHMEAFMLE Amazon Web Services X3,
- HFIEEENEFIENEMNXIEXHRENTMEERTE, Amazon Web Services X1

TRIE T EALAE R E XA RRINE
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RAriEmE

RIR

—ANEFRKFFRENEFKS
B SR BE Amazon Web
Services X1

BANNHREN TR R

ERREEETEBNEN MRS
M &K IOPS

NFLREFRNKE , BaLE
RAFIEE IOPS WERIABL SRS
%Ik 10 . MET R EIEE
HY IOPS W8 Mtb & S HTELE
IR B IE A IRER IOPS MIE A
IOPS B8 1N,

ARIABCH

1000

10000
T E 15 RIKEHIEEZE : 90,000
SRENAY 37 B 15 8] B dE © 250,000

E A : 50,000

XEXHRE — BNINXHEREHRFAEEZENEFP RN ERRIAEMFRE S 1T Amazon Web Services [X

1

Amazon Web Services X5

KERER (H#EXEMN ) X

XERE (HFRILMIEER)
X1

EEES (HEEBHMN ) X5
WA (Fhg ) X5
Asia Pacific (Tokyo) Region
M (EZRE ) X
BRI X ( ZBR=Z ) X

RARNELE

¥ 60 TIKFT () GiBps

RABAFLE (ITEFML
g)

5 GiBps

BE LIRS M Amazon EFS B #i
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Amazon Web Services XiT; RAXERAEHE BRAEARHME (TTEFHT
&)

FrB H At Amazon Web 10 GiBps 1 GiBps
Services Xig

KB X4 RE-BNNHREFAEENT iR INTAE EFHE L1 Amazon Web Services X1

Amazon Web Services Xig BERXERNELE BEXEATHE (ITEFH
E)

EERE (HE=EM ) X 10 GiBps 3.33 GiBps

EEFRE (HEERLMILED )

X1

EZEAE (B8N ) XE

BUMit X ( ZR= ) XiF

FrB H At Amazon Web 3 GiBps 1 GiBps

Services X1

HRIE S BRER

EETESRIEINIX LB E Amazon Web Services 3% |, FMITUTEHE®., Amazon EFS HFIBAFEZ
Eagm%%iﬁ Sko

EFREEMEE , 58S Amazon Web Services X #

1. #TFF Amazon Web Services ¥ FONMEH B R (MBAMLE ) , A/FIEE Create Case (BIER
fl)o

2. 1£ Create case (BIZEZRH]) T , %£4F Service Limit Increase (12 & IR PRH).

3. X T Limit Type (FRRHEIXE) , RRERSHWRFIRE, EERLEPNMEZR , ARERENEER
BRI,
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RTSEE MY Amazon EFS &R Bl E0

B% Amazon EFS ®EWEF T EEX , 24 :

. BHRBRWEES , SN HRENIEER,

s BNMNEAXVHREHRENTBESFLERE |, SEHTF Amazon Web Services XigihFiE BiEZNHF
P,

s BIMKEENHFRETERNHEREHNRIGEMERE , EHTF Amazon Web Services XigiHrra
EEENEF R,

TRIBTEEERANEARFRA, EXXAREFLERFINMREEFLERS,
TR E R B A R IRE R

TR PR &0
BINXHREGREERK 25000
ARAXANEN X REAER BT 1
BNMNEUFRE R (VPC ) WER BITHE 1,400
BN EH BN LT 2AR 5
BN RGERIREH 50
81 VPCs XHREGNHE 1

® Note

EPmE A EEN EXHRETRNKFR VPC FHNERBR. BXEZER , 28 N
H 2 Amazon Web Services M/~ 3 VPC H# EFS X# R %,

BT EE A Amazon EFS &IRELET 294
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BXVHRE - BIMNXHBRENBRINERAMFHENMEFHE | EH TS Amazon Web Services

XA EEENEF iR

Amazon Web Services Xig BRRXERELE BEXEATHE (ITEFH
&)

%38 Amazon Web Services X 3 GiBps 1 GiBps

15

XX HREMNEXIBYHRE — BINXGRETEEENEZEFIE N HRENEREAFTHLE
Amazon Web Services X5

Amazon Web Services X 13 BRANEREHE BAEARHE
EERT (HE=EMN ) X 5 GiBps 3 GiBps

XERE (HFRILMIEER)
X2

EZEREI (HBXMN ) XiF
WAHK (EE ) X
RoMih X ( /R ) XiF

FiE H b Amazon Web 3 GiBps 1 GiBps
Services X13

NFS & im kY B &l

BRi& =2 Linux NFSv4 .1 &P , MISEAF NFS EFimHI A T ELER -

s WTFEARMEFLEHFEARE 2.0 KESKRAEH Amazon EFS B FFiw ( lRZ<MiBps ) = Amazon
EFS CSI &z F ( amazon-efs-utils ) REMNXHRG , FRAEHERNEATTENETH 1,500
JKFIT (aws-efs-csi-driver), FTEHMXHREHNZAFTLEN 500 MiBps,. BXMENEZFEER ,

ESH MEHE. NFS BTt EUAENBERNEFTREERITE | &/ NFS BERKIR

4KB ( EXEEERMA 13 ITBERF ) .
- BINEFImES LA 65536 NES AP BT X

NFS & F i B Bl 8
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« 4| EAERTITHF &% 65536 NX . FIHEFZRABT MR IT I

- BFIR NS NE —EESOEERZLIRE 1T 65536 M.

« E#E| Amazon EFS B, fu FA# 5 T EH M Amazon Web Services Xi3 8 NFS & i , 4L
MAE[E Amazon Web Services Xi#iZ£3# S| EFS it , 2HMRENEFHE, HIMHBENFER M
RIDEE M, XNEFEFHERANEHEEZEE 1 EVHERHINSEZIER, FAE DataSync BIEEM
A NFS RS 25T %3 EFS Bt , HERAKIETIBERS.

« NFS HhilXFHEBNMNAF &S 16 NN IDs (GIDs) , EAHMA GIDsERFM NFS B imiER P&
Wro AXREZER , BSH ELIR NFS RS £ VR X,

o A% Amazon EFS 5 Microsoft Windows & &,

Amazon EFS X#4R SR BLEN

AT R4S EF Amazon EFS X R4 :

R PR &0

XHEKE (AFTREN ) 255

HFEHEEE (symlink ) KE ( AETT RN ) 4,080

ST TR BE HE R 177

BN RN 52,673,613,135,872 F¥ (47.9
TiB )

B FIRE R 72 1000

B R SRAIF A P B A U BB 512

BN RE RN FRFR S 20000

*BRAEXTEY XHREHR 250,000

"AREBABEANSYXHRFENESER  FEAMRERE,

Amazon EFS X# RSB 296
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AR5/ NFSv4 .0 1 4.1 Thae

R%E Amazon EFS A%, NFSv2 NFSv3 , (BEE#S:E At X3F NFSv4 .1 F1 NFSv4 .0 , {BLA N ThEE
BRAL -

* pNFS
s (AR EFIRERSEAE
« OPEN #2E1548 3R [E OPEN_DELEGATE_NONE RN EiREH,

« OPEN J NFSERR_NOTSUPP #1 CLAIM_DELEGATE_CUR FBEZHR[g]
CLAIM_DELEGATE_PREV,

- BRHIPE

Amazon EFS HFFIESIEHRBIMHE , XERBFERMNEAREENITZHTI2RERRE
ERRBIE,

- JE/HE
NFS Z#FHZIELEMWEI S, XZIELFTEHAFM Windows B imARIEL EM A G R 24T
FEEEX 4, Amazon EFS FX#FZB1E , HII1EEBR OPEN4_SHARE_DENY_NONE Z#\#Y

HEZIE4ERNE{A OPEN 35 IR[E NFS 48i% NFS4ERR_NOTSUPP, Linux NFS & i A~ A
OPEN4_SHARE_DENY_NONE 2 AW EHMER A,

- TFRI#EHI SR (ACLS)
« Amazon EFS FEFH XH4iEHK time_access B, Amazon EFS EHLATEH Y

time_access :
« IR (eI inode )
- ENFS BEFiRENFA setattr &t
s BTMXHRPMERHIXHABEERFREESHE inode EARE
« EH{ET inode B
- WERZEHE
- FAMEERF
- ETF Kerberos W& 21
« NFSv4.1 BiERE
- B&XLEH SetUID

o QIR BRERTIIFNXHER  RIZR (NF4BLK), ZFFR8F (CHR), BM B (ATTR NF4
DI NF4 R) &% B4 (NFANAMEDATTR).
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- FXFHNEM . FATTR4_ARCHIVE, _FILES_AV FATTR4
AlL, _FILES_FREE, _FILES_TOTAL., _FATTR4 FS_LOCATIONS, FATTR4
_MIMETYPE., _QUOTA_AVAI FATTR4 L_HARD. _QUOTA_USED. _TIME_BACKUP # _ACL.
FATTR4 FATTR4 FATTR4 FATTR4 FATTR4 FATTR4

MRSAREXLEREY , HSBEOEFFiwAR NFSZERR_ATTRNOTSUPP iR

MHNEZ M

A FEZELTER :

« AxaflE Amazon EFS X4 FR4H Amazon Web Services X1 53 , 5 Amazon Web
Services —fl¢& %,

« Amazon EFS A% # nconnect #&i£T,

o BT LAEA Amazon Direct Connect 1 VPN MR ith ¥ 3E # 0 Bk 5 85 HE8 Amazon EFS X R4,
BEXEZEER | BSH ¥E . FARMEF,IRER,

HFESRIFE KRB NHFRERR

MBI R] EFS SXHRERT R‘JI#%»JPI#E’J%”"FE%UH;E% B HIX LR E &S B4R ESE
%o B Amazon EFS AETXHHRFINEZER , i5ZHAmazon EFS R,

BALMETXHER - EELNHREHREESNMERERI RS,

*

A
=

, AE R B HEERIUEIR
, HE R0 iR

, AR R XHEAKHEIR

, HE R ARRE XK HEIR

, AE R EEAZHIR

, HE R NHARAKEIR

=

bl Vel
=

A
E_

A
))g

B (2|2 |2 | | =
2 |9 [ | 2> |

A
=

wRAM , AR REHEEBETHR

Amazon EFS HEIAXFHAFWERH. MREBETUTEARS , WAL HRZER
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« &% 65536 NE A W AENITF XM, ZREZFHN—PTAFKPITA—ANESIAS,

o —RPIE—BZE&EZ AITI 65536 M. Flt B RABRTSUWNITIF X

- BERmENESNE-ERBRERRS A LIRE LT 65536 Mo

EXRMAERE

MRBEEZAE , TESHERN T ERBANRE  RERTERUBEZRE , MABR, BXES
B8 , S NFS B iR ELE

mHARM , HERINO HIR

BE TRz —NaKEEIR

. AEHIR—NRERI 65536 ANEZ ALK T 4.
ERIRAE

MRIBEZEE |, B LUK RESSA ESIFH T X BER B AR IZFIE, At , HRDERE L
BT FF Amazon EFS XX #F R EEH BY AR RV SESI A B

o INBRIEHTHERSH Amazon KMS Z4A 2 M BR.
EXERIRE

MRBREEE , WETRBEZHAZZAMNBNRE , XEREZBEFLERE,

BERY , FER XHFEAKEIR
U A S (symlink) AKED | &HIZBIR. IHBEEUATRS

- BMHKERZ N 255 MFT,
« FFEHENKRPESZH 4080 MFET,

EXRMAVERE

MRIBRZEE , TEERENEN X B RS HEENRELUA R IFHRE , ISR,
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WHRM , HERKRKEXHHEIR

HI A R R 2 FELEIHAY 32 fZMRA Oracle E-Business E4E A 32 U344 I1/O #0 , M EFS f&E
F 64 fi inode . ATRERMM RS 2IE “stat () # “readdir ()

EXRMAERE

MBI IR |, ATLAEERA nfs.enable_ino64=0 kernel Za1iA R E) B, LT 64 i EFS inode
BESN 32 4. NTFAREH Linux £1ThHR , IZB T E S XA E, £ Amazon Linux £ |, [@
/etc/default/grub & GRUB_CMDLINE_LINUX_DEFAULT ZE M nfs.enable_ino64=0
kernel BDH] /S AiZkll, BXIMASARNZBEIEMNES , BSRABET BN KITREAEXH,

WHRW , AR EEAZHER
UTHEEEASE , SHIARER, — NS TRSTE 177 MEEE,

BRI BRI

MBIBEZEE | DEDRED X EEEORBUAR ZHFHORS] MR,
WHRY , ARR XHFAKEIR

UTHARKE , REMZER, BV ADRS N 52,673,613,135,872 NFH (47.9 TiB)
BRI BRI

MEBEZEE | TBIRD XA NBR L ORISR

WHERY , FERREKIIMHER 300
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Amazon EFS API

Amazon EFS APl & F HTTP ( RFC 2616 ) WM& N, ¥ FEM API B , AHRENESEH
RSN X4 ERN Amazon EFS APl Kig T R A& H HTTP 3K, Amazon Web Services XiF APl &
FF HTTP &R/ 37 1E SXEF JSON (RFC 4627) 3T,

Amazon EFS API  —% RPC ##&, HZEHEHPERF-EBENRE , EFREAFSMRENEE
MEFEXRTEMARE, EUTHIH , BRI FERHR RPC REHREN APIHRENE
B T2ELERSMRENBR. NTEHMRE , ZEBREETER HTTP BHREZNMRE.

LLEIR RIS AV 4EE Amazon EFS BRFHTERMWGE ( GET, PUT, POST 5 DELETE ) MEEK
URI FIEEN & REX L EEE. MREERN PUT = POST , Il Amazon EFS FMER URI &S
B, EWZHBABEREXAR JSON HRFERIAASH.

® Note

REBREBH (HIW ) FEHMEME ECreateFileSystem , BiXEZFIE Amazon
Identity and Access Management (IAM) SREEFRBEE XN, BXEZEE , 2 Amazon
EFS & A M1A R EE,

BEBMHTATHED ST IEN SDK TEHH Amazon 5. APIsflil , E—NERH
Amazon CLI fi5create-file-systemA] LABRS % CreateFileSystemi&{E,
BREBFIE S S RTE Amazon EFS API A Amazon CloudTrail A&,

APl & imTi &

AP| KRixT R 21 API HK HTTP URI F FA{EEHLH DNS B#5. XL API ik 245 EF Amazon
Web Services XiF A TR

elasticfilesystem.aws-region.amazonaws.com
flgn , LTFREERI (HEX ) XEE Amazon EFS API ik =,

elasticfilesystem.us-west-2.amazonaws.com

B X Amazon EFS X#5H55&k ( BRI UEEFPOIBNEE NGRS ) |, BHSHHPH Amazon Elastic Fil
e Amazon Web Services X3 System Amazon Web Services —fi§5 %,
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BET XM APl IR AEEERIT AP AR AT LA B # Amazon EFS BIRSEE. #lm , ZH6EH
EIRAIRTT RAA DescribeFileSystems BERT , BFRBEELWIK S P OIENML T XE I
(BEXMN ) KB XHRESIR,

AP| hixZx

AT RAN API lREARHRIER URI WE—NBRESBRAERN , HFEHEKKXF ISO 8601 B, EXT
5 , I5&EF CreateFileSystem,

AP PHRATMRA S APl ARZ 2015-02-01,

X E&

LUTETHHERT APl RE |, UR A EZ R LUEHTE RS HRIEMNAFER IAM KBE R IXLE AP
BRER,
« Amazon EFS HJ 5 13 7 7] & 12

- BERE

{$/ Amazon EFS H &1 APl EREZR

Amazon EFS APl IR Xi#1TRS| , LIRS RS HEE. Amazon Web Services IKF Fi B
Amazon EFS API i , TRE/IRBENARRF. E2XKBILS# EFS #4548 , BFEEIAFNR
K API iEREZE, Amazon CLIEAK API iFREZR A8 E A M H Amazon Web Services X5, & HH
API E3RIA A FEE Amazon Web Services I

MR AP EREBIHEBIE API ERZER | FRFERE ThrottlingException &ixf#B, HBHIE
HINZER , FRAREZHNNABRFFIRESERTER APl ER, B RITIZIRE , BaRRER
HET AN EREHERER,

Foil
EHNARFTREEREEA AP BIELRERSER. EFREBZN  BHEREETRAE

M ERE, EFBRRAN , FEERNER EMNANNERRR. A T7TREZENUR , BHER
26 18 Y BEE B 6] s o
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RAriEmE

B ot E

EHRARFARFEERBWEER APIiER , SESANEIR (Hl0 , i Amazon EFS X# &

58 ) . BRI API FRIVER | FHEESENFERZENNENAERER. N TRERENRR , &

156 A 12 18 = A % AY RE AR A B o

1T SRR 8] fE

EFERWRER API ERE | RMNBWEEABEREREEZITE APl BRAZANERER, EHE
BHREEN TELFBREN , EREFFRRERERK, AXESEEURZEENIRERS , BSH

{Amazon Web Services —fi8ZZ&) K AmazonF R EiX s EIR,

B
SR TR

* CreateAccessPoint

* CreateFileSystem

» CreateMountTarget

» CreateReplicationConfiguration

» CreateTags
¢ DeleteAccessPoint

* DeleteFileSystem

* DeleteFileSystemPolicy

* DeleteMountTarget

» DeleteReplicationConfiguration

* DeleteTags
* DescribeAccessPoints

* DescribeAccountPreferences

» DescribeBackupPolicy

» DescribeFileSystemPolicy

* DescribeFileSystems

» DescribeLifecycleConfiguration

* DescribeMountTargets

Bl gita 2
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RAriEmE

DescribeMountTargetSecurityGroups

DescribeReplicationConfigurations

DescribeTags

ListTagsForResource

ModifyMountTargetSecurityGroups

PutAccountPreferences

PutBackupPolicy

PutFileSystemPolicy

PutLifecycleConfiguration

TagResource
UntagResource

UpdateFileSystem

UpdateFileSystemProtection

B
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CreateAccessPoint

92 EFS AR HRIKR EFS XNHRERETNABFNAE , FRERSAF NAURXHRE
BRENAIERZHR KR HNEAXHRSEER, RERGASNAE S NFS ERimRENETS
BER. XHREBERENLARNBE RO, FRBARKHNNARFARBREECSHE FRHUK
ERAFERFNEE. ETHRESER , BSFEEM EFS HR R EEXH RS,

(@ Note

MRREEZRESNER —NHRE LCIBBEARKNER , AENHREEIL 1 TMEAR
HYBR®E] , M ATRE QBRI IXLEERWRBIEAL, XEHN THAXARETEIRENIZEA KR
#lo

WIREEE elasticfilesystem:CreateAccessPoint REMNIR,

ARERIBRICEAR. WRECERBREREE THRZE, U IAM &3
elasticfilesystem:TagResource BEHMITHNNERENR , LRIEAFREEZUEIRSHNR,
Rt , BAFIRFEH elasticfilesystem: TagResource BENIEIRNNBE, BEXELZEL |, B
FENESERR FHRIERRENNR,

FRIEE

POST /2015-02-01/access-points HTTP/1.1
Content-type: application/json

{

"ClientToken": "string",

"FileSystemId": "string",

"PosixUser": {
"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

I

"RootDirectory": {
"CreationInfo": {

"OwnerGid": number,
"OwnerUid": number,
"Permissions": "string"

iy

"Path": "string"
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Tags": [
{
"Key": "string",
"Value": "string"

}

URI FRZSH
ZIERTEREM URI S,
ERIEX
BEREZFA JSON XU THE.
ClientToken
—MNHE% 64 1 ASCI FRAARMNF RS , Amazon EFS FERLLLFHERBREZHLE,
RE . FNEH
KERS : KETRHN 1, KELRHN 64,
B .+
FileSystemld
EARRMIFENRN EFS XHREH ID.

KE  FREH
KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

NE 2

PosixUser

MATERZEARKREHREXHREBERNEERGAF A,

CreateAccessPoint 306



Amazon Elastic File System ArfEm

KA : PosixUser W&

RootDirectory

EEEFS MHRGELWEBER , BEASFHENXHRENRE R , OFEAZEASN NFS BF IR
DT, EABASNEFIRIABNRBRERZTRZ THEFR#TIHR, WREEN RootDirectory >
Path AEE , YEFIHEZEIEA SN , Amazon EFS 2812 EEHNA CreationInfo i&
B, ¥ RootDirectory Y , 7Rt Path # CreationInfo,

HEELEEMT Creationinfo: OwnUid. ownGID 1 B FXBRJE , Amazon EFS &8I B &,
MREFRMEIEER , Amazon EFS FLBIERE xR, MRBERFEE , NERBEASBHITHESR
2R KW,

A : RootDirectory 3 &

Tags

BB EEARXBKNRE, EMZEHE—NMNEEXY , SMNEHBXTNRE—N, BXEZER 5
2[R { Amazon BRZSZ1Em) FHNAmazon FFRRINIRZE,

%7 : Tag W RHA

G RETDSS

HTTP/1.1 200
Content-type: application/json

{
"AccessPointArn": "string",
"AccessPointId": "string",
"ClientToken": "string",

FileSystemId": "string",
"LifeCycleState": "string",

"Name": "string",
"OwnerId": "string",
"PosixUser": {
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"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

iy

"RootDirectory": {
"CreationInfo": {
"OwnerGid": number,
"OwnerUid": number,
"Permissions": "string"

iy

"Path": "string"

iy
"Tags": [
{

Key": "string",
"Value": "string"

e 2 7T 3=
MRBBRAERT , MZRSFLRIEE HTTP 200 WAL,
AR5 L JSON HRIRE ML T #iiR.

AccessPointArn

5 A KRB ME— Amazon BRB R ( ARN),
RH . FFH
KERS : FAKER 128,

B3 : rarn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-f]1{8,40}$%

AccessPointld

¥ AR ID, B Amazon EFS % Ei,
KR R
KERS : RAKERN 128,
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3 : A(arn:aws[-a-z]*:elasticfilesystem:[@0-9a-z-:]+:access-point/fsap-
[0-9a-fT]1{8,40}|fsap-[0-9a-f]1{8,40})%
ClientToken

BERPEENTEAFHS , LBRESOE,
RKH  FREH
KERS : KETRI 1. KELRR 64,
B .+

FileSystemid
iE SR FAZIM EFS XHERSH 1D,

KR FHH
KERS : FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$
LifeCycleState

FRIREBA S £ B B
KE  FHREH

B : creating | available | updating | deleting | deleted | error

Name

EARNBEH. X2 Name FrZHE,

KR FHH

Ownerld
FRIR Amazon Web Services Ik~ HEEAQILRIRMN,
RHE : ZH&H
KERS : FRAEKER 14,
B 0 A(\d{12}) | (\d{4}-\d{4}-\d{4})$
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PosixUser

SSEW POSIX 514, GiFEA S IDs EMAF/ ID, 4 ID MEEBIA | NFS B AiZEA a3
TRAE LR E,

KA - PosixUser W&

RootDirectory

EFS XHRELMBFR , BEARSHEFENRE R , AEAZEAKH NFS EFELT.

A : RootDirectory 3 &R
Tags

BEEARKBRIRE , MIRENKRBEANTEAZU,

RHE : Tag WRHA

AccessPointAlreadyEXxists
MRZHVENEAREEFE , HFEAEBRPREETUERSTHE  IREERE.
HTTP RZAEE : 409

AccessPointLimitExceeded

R Amazon Web Services Ik EZ AR TEBNMNXHREATHREABENEAR , MRE, &
XEZER , S Hhttps://docs.amazonaws.cn/efs/latest/ug/limits. html#limits-efs-resources-per-
account-per-region,

HTTP RS : 403
BadRequest

MRFREXBRFESHER (HUNSHELTRIROHESH ) , WRELAR,

HTTP RZ&AES : 400
FileSystemNotFound

MREREMIEEFileSystemIdEFRFE , MIRE, Amazon Web Services ik~

HTTP RZSMKEE : 404
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RAriEmE

IncorrectFileSystemLifeCycleState
MRNHRENERBRRSTZR TR, MREKAR,

HTTP RS : 409

InternalServerError
MRRFF/HALERER , MERERAR,

HTTP RASEE @ 500
ThrottlingException

HiAM CreateAccessPoint API REMEETR , EXHRELNEARKEREERFE 120

RHRE AR,

BESH

BXRUBEES2—EHA APl WEZEE Amazon SDKs , I5Z R THREA :

« Amazon S TITRE

« Amazon & T .NET # SDK

« Amazon & F C++ iy SDK

« Amazon & T Go v2 #J SDK

« Amazon j& T Java #) SDK V2

+ Amazon JavaScript V3 liREH4F AT ES
« Amazon i@ F PHP ¥y SDK V3

+ Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK

CreateAccessPoint
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CreateFileSystem

BN XM RS, ZRERE Amazon EFS ATHAEZCNENERDIEZE—MIBSE (AN
ENCIESHRBARZEESERR ) . WRIFHAFEH Amazon Web Services Ik EFEECES
EHEAERENXGRS , MR EFRITUATRE

- DB ZENHRS, ZXHRSEFES Amazon EFS ZEHY ID , H B4HEGERPRESR

creatinge.

- REFOIEXHRENER,
BN | REFRE FileSystemAlreadyExists ik , ERFEEUEXHREHN ID,

(® Note
NTEARERREM , BTN IR TEERBEY AR UUID,

BEREATLER CreateFileSystem BA , MAXB RN NGREHXE ., SHHBFAU
EnXKKEt , AT REXTMER , FELEHERETERMROUIEXHRE. fla0, ATERET &
REFBENNEE T EE. REFAMERNCGESTE , IRVNKRAAERDIEXHRE , NEF KA
BAM FileSystemAlreadyExists fRiRH T XK RSN FE,

BXEZEE , 50 (Amazon EFS AAFIEE) PHBIEXHRS.

(® Note
UXH RGN EGERRSMA creating i}, CreateFileSystem FHAMIRE, AJLAES
@A DescribeFileSystems BRERKREXHREANEBRS , WBREFREXHRERSURE
L FEHNE S

IR EES I NG RER BT PerformanceMode 28, RINBWHRMEXHRSER
generalPurpose PerformanceMode, maxI0 X2 L —RMHEERE , THEEHTILN ITERR
migit , AJLALE generalPurpose BXBTBVESWIER, EXNHREHEAHBMETHEN KRS
x4 MaxI0 =R,

BIBNHREE , B EZEEHR PerformanceMode, BXEZELR |, 155 Amazon EFS MHAEE,

AILAEA ThroughputMode ZHIRENHRENEFHEER,
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ERLBBXHREZE , Amazon EFS FHAGEABRSIRE N available , BB BFE VPC
PANBREONE— NS I ERER. BXEZEE , S H CreateMountTarget, A AR

# B #8%F Amazon EFS X RS EHFEK VPC FH EC2 £l L, BEXEZEER , ESH Amazon
EFS : TRE,

WIREEE elasticfilesystem:CreateFileSystem BREMIR,

ARERIBR N XHREH TR, NRECNERBRETREETHRZ , U IAM &5
elasticfilesystem:TagResource BEHITHANEN , URIEAF R EEZCIERZHNIR,
Hit , BARIRFER elasticfilesystem: TagResource BEENERXNPR, BXEZEER |, HS
FELEIER R FIRCRRER.

BRIEE

POST /2015-02-01/file-systems HTTP/1.1
Content-type: application/json

{
"AvailabilityZoneName": "string",
"Backup": boolean,
"CreationToken": "string",

"Encrypted": boolean,

"KmsKeyId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,
"Tags": [
{

IlKe::ll: Ilstringll’
"Value": "string"
}

1,
"ThroughputMode": "string"

URI &3R5
ZiE R FET URI B8,
BRIEX

WREZ A JSON AN THIE,
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AvailabilityZoneName

NTEXXHRE , BEEEEREPEEXHRER Amazon ATAKX, AN us-east-1a :&3E
AKX, ARERXXHRENESEE , F50 (Amazon EFS AIF#ER) Y EFS MHRLR

2,

(@ Note

—AMNXE X4 FR S HIEEFTE T Amazon EFS Amazon Web Services X35 # 7] A X 15
&R A A

KA FRFEH
KERS  KETRRI 1, KELRH 64,

W
Backup

EERGHEERCENNHRELEABENEM, FREREN true UEABIEHN. NREL
BEXXHRS , WRIANBRAT2EAEN&EMD. BXEZEE , HSH (Amazon EFS A5
) FEED

ZRIAER false, BR , MRIEE AvailabilityZoneName , MERIAA true,

® Note

Amazon Backup H3IEEFT AR # Amazon EFS Amazon Web Services X1 #9ith 75 &5 7]
Ao

RH - HmRE

CreationToken

KERZN 64 N ASCIl FRHFRFHE, Amazon EFS A EXRERBFECIE,

KR FHH
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KERS : KETRRI 1. KELERH 64,

B+
Encrypted
—NERE , WRA true , MEIE—DPNBXHRE. QIRNMEBEXHRSE , B LLEREEN

A Amazon Key Management Service %4f ( KMS %4 ) . MIREFIEE KMS &4 , NI
Amazon EFS HIBRIA KMS %4A ( Bl /aws/elasticfilesystem ) RRF MBXH RS,

KR . HRE
KmsKeyld
EATRIPMBEXHRSEH KMS H48 ID, NHBEFEHIEERIA KMS Z4nt , WSS BRHSE

M. WMRAEELSE , WER Amazon EFS BIBIA KMS B4, AIERALTHRRIEE KMS 4
ID,

« B ID-BM—RRS , Hli0 1234abcd-12ab-34cd-56ef-1234567890ab.,

« ARN - 8/ Amazon BREAM (ARN) , ffl#0 arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,

- BAE - 2N BUENEREN , M0 alias/projectKeyl,

« #51% ARN - B3I # ARN , fflfl arn:aws:kms:us-west-2:444455556666:alias/
projectKeyl,

MREHAKmsKeyId , M40 encrypted CreateFileSystemZ HIRE R trues

/A Important
EFS {RIZEZ X KMS 4. THEETE Amazon EFS X#R % L AEX T KMS 4R,

RE :
KELHR  FAKEN 2048,

B3 A([0-9a-T]1{8}-[0-9a-T]1{4}-[0-9a-T]1{4}-[0-9a-T]1{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
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\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z20-9/_-1+))))$

PerformanceMode

XHRGEHHEEEER. BRINENAMEXHRGEHEFR generalPurpose HEEER, A maxI0
MEERNNWXHRETUT BAESRINRETHENTVRELR , EANMRRSEBIHRIEN
ERRE, BIBXHREE , BLEEMEER, EXXHRETEZIF maxI0 EX,

/A Important
BT &KX /0 NERRFEERRS , Rt BMNBUNMAEXHREEHEREREER.

ZRIAE R generalPurpose,
KA . FZHFER
BME : generalPurpose | maxIO

ProvisionedThroughputinMibps

FBEAEECENIHRETEENELE , LWEKFTER (MiBps) HEM, MEF
ThroughputMode iR &N provisioned , MR H4FEN. BRENRN 1-3414 MiBps , LR XM
E. EREGULRHI , iEER Amazon Web Services X%, BXEZEER , 5 H (Amazon EFS
RAPiEm) RHERARRSH Amazon EFS B,

KA NEE
B¥EE : &FIMER 1.0,

Tags

ATABEXHRAEXKHN —NRZS ML, BIMEEIN—MAFPENHNREEXN,. BIEE
"Key":"Name","Value":"{value}" BEXNREMNENAXHRETE. BNELIAEHK—
o BXEZER , B5H  Amazon BAZSEIER) FHHNAmazon FEIRFINFE,

KA : Tag NR¥BA

CreateFileSystem 316


https://docs.amazonaws.cn/efs/latest/ug/limits.html#soft-limits
https://docs.amazonaws.cn/general/latest/gr/aws_tagging.html

Amazon Elastic File System ArfEm

ThroughputMode

BEEXHRENELEEN, ZEX LR bursting, provisioned 5 elastic, MEFF
ThroughputMode iRIEN provisioned , MEH4MikE ProvisionedThroughputInMibps
WE. tIBXH4REZE , EAUBREBEN4RENTMRARELE  EEFHEEN AR , B
FE—ENERT. BXEZEER , 5 (Amazon EFS AF{ERE) FHEIMEENEESR

HE,

ZRIAE RN burstingo
KA . FHHR

BME : bursting | provisioned | elastic

I RES A

HTTP/1.1 201
Content-type: application/json

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"

iy

"KmsKeyId": "string",
"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {
"Timestamp": number,
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"Value": number,
"ValueInArchive": number,
"ValueInIA": number,
"ValueInStandard": number

IIK_eXII: Ilstringll’
"Value": "string"
}

1,
"ThroughputMode": "string"

I/ )7 7T 35
MR RERTD , MZRES L EKIER HTTP 201 MR,
BRZ5 LA JSON =R B #Y A TR,

AvailabilityZoneld

XHREFMETAXAM —B—BHNREAF , NN EXBXHREEM. a0, usel-azl2 us-
east Amazon Web Services Xig-1 WaIAX ID , e ESNTH IZEFE’HJ_E%B*EIEO Amazon Web

Services K F~

KR FHH

AvailabilityZoneName

HRXHREFFEN Amazon TAK , AN EXBXHREEN. BEXEZELR , F5H
{Amazon EFS FiIF{E/) HFMEH EFS 7k

RE :
KERS : <RETRI 1. KELRH 64,
B+

CreationTime

KRG SIERE , LR EM (B 1970-01-01T00:00:00Z 42 ) »

XA iEH
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CreationToken

FRPEENTEAFRH,
RE : FHFH
KERS : KETRAN 1. KELRHA 64,
B+
Encrypted
—NRE , MRIRA true , WIERXHEREENE,

XA . fHRE

FileSystemArn

EFS X#R%H Amazon BIREF (ARN) |, XH
arn:aws:elasticfilesystem:region:account-id:file-system/file-
system-id #®X. EARGIBEN RO - arn:aws:elasticfilesystem:us-
west-2:1111333322228888:file-system/fs-01234567
KA . FHH

FileSystemld
XHFRE 1D, B Amazon EFS 2B,

KR FHH
KERS : FAKER 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

FileSystemProtection

HiR XM R S LRI ThEE
A : FileSystemProtectionDescription Xf &R

KmsKeyld
Amazon KMS key A TRIFMEBXHREHW 1D,

KR FBHH
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KELHR  FAKER 2048,

B3 A([0-9a-T]1{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-Ff]1{4}-[0-9a-T]1{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-Ff]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$

LifeCycleState

XHREH o B H ER
KR FHH

BME : creating | available | updating | deleting | deleted | error

Name

AL AE XHRERNIRE |, B35 Name #7E, BXEZEER |, S CreateFileSystem, IR
A Name #5Z , Amazon EFS £3R[E It FERFIE.

KR FHH
KEARXR : FAKERN 256,

B ACD\P{LN\P{ZI\p{NI_. :/=+\-e]*)$
NumberOfMountTargets

XHERGHTNER B, BXEZER |, 2 CreateMountTarget,

KR B
B¥EE : &/MER 0,

Ownerld
Amazon Web Services Ik B X4 RS,
XKH . FRH
KERS : RAKER 14,

B A(\d{12}) | (\d{&}-\d{4}-\d{4})$

PerformanceMode

NHERGHEREER,
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KH . FHFH

BME : generalPurpose | maxIO
ProvisionedThroughputinMibps

XHRENTEREFLE ( L MiBpstTE#£L ) . XEAMNE ThroughputMode RE N
provisioned WX HREE Ko

KA NEE
ENeHE : &/MER 1.0,
SizelnBytes

XUREPFEFEEOBENRFEATTERD (ULFEFTREN ) (EH Value FEH ) , URBE

EA/NRE (EE Timestamp FEHF ) . Timestamp B2 1970-01-01T00:00:00Z LAk #y %
BB, SizeInBytes BH FREXHRE—HRBOAN , BERYFEEANH RSN , %A
BAARE—H, BREN , VAR AN ERRSULEREN | SizeInBytes F
RIRZEBRKD. BN, ZEFTRXHREEEMTE BB K D,

A : FileSystemSize X &
Tags
EX#HREXBNEE |, U Tag RKHBEARREN.

KA : Tag WR¥BA
ThroughputMode

ERLHRENELBMR, BXESEL , WSH (Amazon EFS AP EE) FHELEML,
SR

AMUE : bursting | provisioned | elastic

%
BadRequest
MEBEBREXNERIBEE R (FIUSHELRERDXESH ) , WRELKAS,

HTTP IRZSAH : 400
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FileSystemAlreadyExists
MEZHNENXHRSGEFE , EEAMRENCESE | MRELNE,

HTTP RS : 409

FileSystemLimitExceeded
MR Amazon Web Services Ik ELBIE T ENMNKF A TFHNRAXHRSGE , NRE,

HTTP RZSAKEE : 403
InsufficientThroughputCapacity

MRZXEEBNREXRMEFNNELE , NRELART, ZHAETRKEFHEEX TOIRNXHR
&, ZHENMAEXARENTREFTHE 2NN XM RENREFHEEA F IR
ERMERNN , TRERELE, FREER,

HTTP JRAAH : 503

InternalServerError
MERSFSFHAESEIR , MRELLAR,

HTTP RZSKE : 500
ThroughputLimitExceeded

WMRBTEXEE 1024 MiB/s HEHEBRFMELTZEXFLERAHTEEFHE , MIREIE,

HTTP IRZSXEE : 400
UnsupportedAvailabilityZone

WRERH Amazon EFS DI EREN ATARXHRARAA |, NRE tH{E,

HTTP RZSAH : 400

T~
BIENE EFS XHRE

AT Rl &L POST K , EREBHABHEMH us-west-2 XFHPUIEXHRS., ZIERIEE
myFileSysteml NEZEMNOIE T,
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~lE R

POST /2015-02-01/file-systems HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T215117Z

Authorization: <...>

Content-Type: application/json

Content-Length: 42

"CreationToken" : "myFileSysteml",
"PerformanceMode" : '"generalPurpose",
"Backup": true,
"Encrypted": true,
"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"

50 B

HTTP/1.1 201 Created

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 319

"ownerId":"251839141158",
"CreationToken":"myFileSysteml",
"Encrypted": true,
"PerformanceMode" : '"generalPurpose",
"fileSystemId":"fs-01234567",
"CreationTime":"1403301078",
"LifeCycleState":"creating",
"numberOfMountTargets":0,
"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313618372,
"ValueInArchive": 201156,
"ValueInIA": 675432,
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"ValueInStandard": 29312741784

.
"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}
1,

"ThroughputMode": "elastic"

SIZEREX AR EFS XHRE

LU RHI%3E POSTiBR , ERESHBEHEZHDH us-west-2 KGRI BNXH RS, ZXHREE
us-west-2b ATAXA N EREXEMH,

RIER

POST /2015-02-01/file-systems HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T215117Z

Authorization: <...>

Content-Type: application/json

Content-Length: 42

"CreationToken" : "myFileSystem2",
"PerformanceMode" : '"generalPurpose",
"Backup": true,
"AvailabilityZoneName": "us-west-2b",
"Encrypted": true,

"ThroughputMode": "elastic",

"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}
]
}
510 B2

HTTP/1.1 201 Created
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RAriEmE

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
Content-Length: 319

"ownerId":"251839141158",
"CreationToken":"myFileSysteml",
"Encrypted": true,
"AvailabilityZoneId": "usew2-az2",
"AvailabilityZoneName": "us-west-2b",
"PerformanceMode" : "generalPurpose",
"fileSystemId":"fs-01234567",
"CreationTime":"1403301078",
"LifeCycleState":"creating",
"numberO0OfMountTargets":Q,
"SizeInBytes":{

"Timestamp": 1403301078,

"Value": 29313618372,

"ValueInArchive": 201156,

"ValueInIA": 675432,

"ValueInStandard": 29312741784
I
"Tags":[

{
"Key": "Name",
"Value": "Test Groupl"

1,
"ThroughputMode": "elastic"

FESH
BFLSEES 2 — Al API BHE 2S5 Amazon SDKs , HS U TRE :

« Amazon IR 1TRE

« Amazon &R T .NET #J SDK

« Amazon i& A F C++ #y SDK

« Amazon & T Go v2 #J SDK

« Amazon i& AT Java #J SDK V2

« Amazon JavaScript V3 iREH4F X T ES
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« Amazon & F PHP #J SDK V3
» Amazon Python 4 F AT ES
« Amazon AT Ruby V3 # SDK
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CreateMountTarget

BIBMHRGENER BN, AF , EUNERER B XHREERT EC23K41 L,

ALV VPC RSN T AKK IR — NS B v, AETRKXAM VPC HRFTE EC2 SSAIEL T4
EXHRGHENES AR, NR—ATRARFESATR | WABERT— TRl — ML B
. EC2 EHIFBEHERBHFALTE—NFRAET SRR RS,

RENEXXHREUNE— N ER BT, YTESXHREMENE —TRAXH IR ZER B IR, £
DescribeFileSystems MR KA HY AvailabiltyZoneId # AvailabilityZoneName /&M R3RER
EE. SIBEHBRE , BEASXHREN A AXXEN subnetId,

BEXEZEER , 3 Amazon EFS | T/ERE,

BENXMHREGUNBERER , XERENERFARSLANA available. BEXEZER |, BEH

DescribeFileSystems,

EERSD , BEUTRE .

- NEBEEZBIRNXHRS ID,
- FMID, ATHELATAR
« Amazon EFS TR H 6|2 B R VPC
« Amazon EFS EHHG|EEF BN ATAX
- Amazon EFS MRS B 47 IP it iy 1P #ibBE ( B REERPIEE IP il )

BIEEH BHR/G , Amazon EFS FFiRE — MR , HA3IE—/ MountTargetId fM—4
IpAddress. £ EC2 Rl ERXH RGN , BWAILMEA L IP thit, FEAIAEERXHREHE
PR BFRH DNS B, FRER BRESXHRSER EC2 =4I LUF S B #78) DNS B ET 1
HIPthit, BXEZEEL , BRI IERE  SHEHHA,

BEE , BREE— VPC P AXBRERNEERENR , MEASNMNTHARXREE - MNEFH B R, BHt
B MREHANBERGUNE—NRZNERBR , WERNE —NEHBFNBERPIBEN FNHLMA
HBEUATER :

- XMENEEH BN FHETRE— VPC
- T EENAEHBERNEAFRULTE-TARXH

MBFERFEER , Ml Amazon EFS FHITUATIRE -
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- EIEEWNFMPLIRITHES B R,
s MEFMPRIEMOMEED , MTAAR :
o MRiERIEM IpAddress , N Amazon EFS FH@MKEO S BZ IP ik, &N , Amazon
EFS 2 FRA ST — M e Bt ( RGERKIEEEFA IP 35 Amazon EC2
CreateNetworkInterface AN AR ) o
- MRFEREM SecurityGroups , MEMNEZFEOAFEXLERLHXEK, AN, BT FHE
VPC WERIAZ £ 4,
- DB Mount target fsmt-id for file system fs-id , H& fsmt-id RiEF
B¥sID, fs-id =& FileSystemId,

« FMEZEOM requesterManaged BHIREN true , 34 requesterId HIREN EFS,

/> Amazon EFS E#H Bir#E — MERMWIEREEEMN EC2 ME#END, BIEMEED

J& , Amazon EFS &8 B s R K NetworkInterfaceld FRIRENMLEEND ID |, HIF
IpAddress FRIZEE N Hithit, MEMFZEOVNERK , MEA CreateMountTarget BERX
M

(® Note
CreateMountTarget WANRECIZNEZZOFIRE , BEES BRI A creating
B, ATBUEN @A DescribeMountTargets BRERR EER B IRQIBRE |, BRItz 4 | ZRE
IR E R B RR S

BMNEBWEESINTAXF A E - M EHBR. BIE-NTRAXPEIBZNESBIRES — M/
KA EAXGRENFEEERHE, BXESELR , BHSH Amazon S3 Efft, LAk , B HRAERASK
PIRTAX A ES B AR , ATBUHBRER D BER . MREEPCIBEZ BN ATRAXHRAEE , NE
BRI R B AR R R

HREFTENXHRSEMITATRENNR

* elasticfilesystem:CreateMountTarget

HREEEENR FBEMITELT Amazon EC2 1#1E -

» ec2:DescribeSubnets

e ec2:DescribeNetworkInterfaces
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RAriEmE

e ec2:CreateNetworkInterface

BRIEE

POST /2015-02-01/mount-targets HTTP/1.1
Content-type: application/json

{
"FileSystemId": "string",
"IpAddress": "string",
"SecurityGroups": [ "string" ],
"SubnetId": "string"

}

URI ERS

ZERTEREM URI S8,

HRIEX

BEREZ XA JSON MU THIE.

FileSystemid
ENHOBEES B IRRI RS ID,
RE : FHFH
KERS  FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-

[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$
IpAddress
BEFMibuSEE A AR IPv4 it

KE  FHREH
KERS  RPKEN 7, BRAKER 15,
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B ~A[0-91{1,3}\.[0-91{1,3}\.[0-9]1{1,3}\.[0-9]{1,3}$

SecurityGroups

VPC 2424 IDs , XX Hsg-xxxxxxxx. ENIXMSEENTFME THREH VPC, Z2HNHKK
BERRTKEH. BXEZELR |, 25 Amazon VPC B FIEEFH Amazon VPC B ( &
NEZLEHEK),

LR FREHA

b

BARR : &% 100 Ui,
KERS : &/ PNKERN 11, BAKENRN 43,
B : Arsg-[0-9a-T]1{8, 40}

Subnetld

EEEPPMEZH BN TR ID. NTREXXHFRS , BEMHSXHFRER A X KRB 1M,
RE . ZH&H

KERS : & PKER 15, RAKER 47,

B3 : Asubnet-[0-9a-f]1{8,403}$

e R 1R &

HTTP/1.1 200
Content-type: application/json

{

"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",

"FileSystemId": "string",
IpAddress": "string",
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"LifeCycleState": "string",
"MountTargetId": "string",
"NetworkInterfaceIld": "string",
"OwnerId": "string",
"SubnetId": "string",

"VpcId": "string"

e 2 7T &
IMRIRERZ , MZBRS L RIEE HTTP 200 W& 5L,
ARS5EL JSON 18 iR Bl A T #iR

AvailabilityZoneld

EHBMAETAXNK — B —BPRRRF, Hli0 |, usel-az12 us-east-1 XKW A AKX ID , #*
BE/MNXEMEEERE. Amazon Web Services Ik

KE : FRHEH

AvailabilityZoneName

EZERMENTAXEM, oA X7 RE EE4 0] A X EF Amazon Web Services I
Hian | BRI AT AXus-east-1a Amazon Web Services K/~ alRE 5 H b o] A X A E Amazon Web
Services Ik, us-east-1a

KE : FREH
KERS : KETRN 1. KEELRK 64,
B .+
FileSystemid
EHBEMREATHXHRE ID,

KE  FHEH
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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IpAddress
Al fE AR B R ER U R B sk,
KR FHH
KERS : R/PEERN 7, RRAEKER 15,

B . A[0-91{1,3\.[0-91{1,3}\.[0-91{1,3}\.[0-91{1,3}$
LifeCycleState

EH BN LR EHRES.
KB FHEH

BME : creating | available | updating | deleting | deleted | error
MountTargetld

REDBEHERBR ID.
KA FREH
KERS : &R PKERN 13, HRAKER 45,

B AMfsmt-[0-9a-f]1{8,40}$

NetworklInterfaceld

Amazon EFS £ 8|22 B frpd eI MEEO 1D,

KE : FREH

Ownerld
Amazon Web Services Ik #1H&IRH 1D
KHE  FHH
KERS : FAKERN 14,

B A(\d{123) | (\d{4}-\d{4}-\d{4})$
Subnetld

EHERFRH 1D,
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RE . FHE

KERS : &R PKER 15, RAKER 47,

= : Asubnet-[0-9a-f]1{8,40}%
Vpcld

EHEPEEEHBEFNEMIAESR (VPC) ID,

KE : FREH

"EH R
AvailabilityZonesMismatch

MRNEREREENTRAXENEXFREENTRAXAE , WERELAR, BXESEER
SRXEMEXEFHEITR.

HTTP RZSXE8 : 400
BadRequest

MRFREXBRFESHER (HUNSRETRIROXESH ) , WRELEAR,

HTTP RZSKEE : 400
FileSystemNotFound

WMRERENIEEFileSystemIdEFFHE , NEE, Amazon Web Services I/

HTTP IRZESHHE : 404

IncorrectFileSystemLifeCycleState

MRXHRENERFHRRESFRTA", WEELLEAR.

HTTP RN : 409

InternalServerError
MREBEFSemAEE IR , MRELLAR,

HTTP IRZSAH : 500
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IpAddressinUse
MEEREET FRHPEEFERHAN IpAddress , MIREILLAA,

HTTP R : 409
MountTargetConflict

MREHRERER TETXHRGUEEHBERNEERS 2— , MRELLAR,

HTTP RS : 409

NetworkInterfaceLimitExceeded

TR E2iAE4FE Amazon Web Services Xigis# MM EZOMNRS . ELAMBR—LMEED ,
BELBERRESKFESH, BXEZER , 58 (Amazon VPC AF1ERE) FH Amazon VPC B
o (ES Iﬂﬂfﬁ?ﬁﬂﬁqﬂﬂﬁ%/\l:ﬁﬂ’]ﬂfﬁ?ﬁﬂ ) o

HTTP RESHKEE : 409

NoFreeAddressesinSubnet
MRFRPRIEE IpAddress BFWAZEZERD IP tak | MRERAE,

HTTP IRZSAKEE : 409
SecurityGroupLimitExceeded
MRiFERPSecurityGroupsig EE’J%&E?GWE%' (ETKFEH ) , WiRE, ELMR— 24

B BELERESKFES, BXEZEE , B5ZH Amazon VPC FAFEMHH Amazon VPC fP
F(SRELEAR) .

HTTP RZSKEE : 400
SecurityGroupNotFound

WRFRWELRER (VPC ) FFAFEEENREA , NERELAR,

HTTP RSMKEE : 400
SubnetNotFound

MRERFIZERME ID F SubnetId WFM , MIREILAE,

HTTP IRZSAH : 400
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UnsupportedAvailabilityZone
WMRIERHW Amazon EFS R EIEENAIAXHAFAA , NRE LIE,

HTTP RZSAH : 400

T~
[6) 34+ R G N In3E S B AR

LTFERAXERECIBIER B IR, ZE RN SIER SubnetId M FileSystemId SHIEEE.
ZERAKRBETER SecurityGroups M IpAddress S8, X F IpAddress , WREFERAEE T
M —ANTT P bk, HREZEERS SecurityGroups B9 VPC KREXMERINZ 24,

RBIER

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{"SubnetId": "subnet-748c5d03", "FileSystemId": "fs-01234567"}
151l e j82

HTTP/1.1 200 OK

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252

"MountTargetId": "fsmt-55a4413c",
"NetworkInterfaceId": "eni-01234567",
"FileSystemId": "fs-01234567",
"LifeCycleState": "available",
"SubnetId": "subnet-01234567",
"OwnerId": "231243201240",
"IpAddress": "172.31.22.183"
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6 ARG A ISR B 4R

UTHEREENEERBERNABERSH

~lE R

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T2211187

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"IpAddress":"10.0.2.42",
"SecurityGroups":[

"sg-01234567"

]

}

0 R

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252

"OwnerId":"251839141158",
"MountTargetId":"fsmt-9al3661le",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-fdo4ffos4",
"LifeCycleState":"available",
"IpAddress":"10.0.2.42",
"NetworkInterfacelId":"eni-1bcb7772"

5iFEZH

BXRUBEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :
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« Amazon S TITRE

« Amazon & T .NET # SDK

« Amazon & F C++ iy SDK
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« Amazon i@ T Java #J SDK V2

« Amazon JavaScript V3 lREHF A T ES

« Amazon &fF PHP #J SDK V3
» Amazon Python 4F AT ES
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https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/CreateMountTarget
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https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreateMountTarget
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CreateReplicationConfiguration

RNFOBIME EFS XHRGUEBEFEE. EXEZEELR , B5H (Amazon EFS AAF#ER) FH
Amazon EFS £, WEGHIRERBEULATHEA :

- BXHRE-EEHH EFS XHRL,
- BRXHRE-REXHREEZEHINERXHRSE. EHEEFREF —NERXHRS.

® Note
— M HRERARRE T - EHEE.

EHEENERSEEARTEREEHIFNHREEREHIMENHRE , LRRBTERHE
#l. Amazon Web Services ik i§Z @ DestinationToCreate 7 S E Z 15 B,

WREEE elasticfilesystem:CreateReplicationConfiguration BENNR. |, &
SEHMNR , EABRTEEFNXHEREN AR, BXEZEELR , 52 Amazon EFS AFEEF
9 & I P E R

FREE

POST /2015-02-01/file-systems/SourceFileSystemId/replication-configuration HTTP/1.1
Content-type: application/json

{
"Destinations": [
{
"AvailabilityZoneName": "string",
"FileSystemId": "string",
"KmsKeyId": "string",
"Region": "string",
"RoleArn": "string"
}
]
}

URI #E3RSH

EREAUT URI 28,
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https://docs.amazonaws.cn/efs/latest/ug/efs-replication.html
https://docs.amazonaws.cn/efs/latest/ug/efs-replication.html#efs-replication-permissions
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SourceFileSystemid

EEEEFIH Amazon EFS X RS, EXHRETEREELRS —MEHEEFRHNRXAHREHE
PRIHEREGE

KERS : RAKENRN 128,

B : Ar(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

W

BREZEZ XA JSON B THIEE,
Destinations
BRRENROKEA, NEXF—INEREENR,

2 A . DestinationToCreate Xt 5%k

P ORETDSS

HTTP/1.1 200
Content-type: application/json

{
"CreationTime": number,
"Destinations": [
{
"FileSystemId": "string",
"LastReplicatedTimestamp": number,
"OwnerId": "string",
"Region": "string",
"RoleArn": "string",
"Status": "string",
"StatusMessage": "string"
}
1,
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"OriginalSourceFileSystemArn": "string",
"SourceFileSystemArn": "string",
"SourceFileSystemId": "string",
"SourceFileSystemOwnerId": "string",
"SourceFileSystemRegion": "string"

e Rz 7T 3=
WMRIRERT |, MIZARS R KEE HTTP 200 W# R,
AR5 LA JSON #&=NIR B BA T 8.
CreationTime
IR S HI L B Y IR A
R iEE
Destinations

BRNROHE, RXF-PEHFENR,

2 A : Destination X R#H4A

OriginalSourceFileSystemArn

SHEEFRRIR EFS XHREH Amazon BIRERB TR (ARN),

KR FHH

SourceFileSystemArn

EHEE D HRIRXHREN Amazon BIREH (ARN ) .
RE : P

SourceFileSystemld

[EEE&I8R Amazon EFS X %% ID,
KA . R
KERF : ZAKERN 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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SourceFileSystemOwnerld

RN HREGFRTEM ID. Amazon Web Services K
KHE: FH&H

KERS : RAKENRN 14,

B A(\d{12}) | (\d{4}-\d{4}-\d{s4})$

SourceFileSystemRegion

R EFS X REFEM. Amazon Web Services X1

RE : S

KERS : KETRAN 1. KELRNA 64,

B Ma-z1{2}-((iso[a-2]{0,1}-) | (gov-)){0,1}[a-z]+-{0,1}[0-91{0,1}$

%HEE
BadRequest
MEBRFEXNERIBEER (FIUSHELRERDXESE ) |, WRELAS,

HTTP IRZSAH : 400

ConflictException

MREHFWEXHFRECHE , BERXHREARNE , NERELAR.

HTTP RS : 409

FileSystemLimitExceeded
R Amazon Web Services Ik EL0IE T8 NMNKF ATFHNERAXERSGEEH , MR

HTTP IRZSAKEE : 403
FileSystemNotFound

MRERENIEEFileSystemIdEFREFE , MRE, Amazon Web Services 1K/

HTTP R : 404
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RAriEmE

IncorrectFileSystemLifeCycleState
WRNHERENEBBARRSTRTR", WRELEAR,

HTTP RS : 409
InsufficientThroughputCapacity

NMRKERBHNREXRMEFHANELE  WERELEAR, ZHETREFLERKX T RIBXH4HR
g, Z2REMIEXHRENTEEFHE , I=HVRAB X RENREELERAE S FE

BERMERNNT , TREQRELE, FREER,

HTTP RS : 503

InternalServerError
NREBEFemAEE IR, MRELLAR,

HTTP IRZSAH : 500

ReplicationNotFound
MREENXHRGXBEEFERE , MRELERE.

HTTP RS : 404
ThroughputLimitExceeded

WRBTEXLE 1024 MiB/s HEHEBRFMELT ZEXFLERAHTEEFHE

HTTP RZACE : 400
UnsupportedAvailabilityZone

WRERK Amazon EFS DHeEEIRREN TTAXFARTH |, NRE H{E,

HTTP RS : 400

ValidationException

WMEERPFTFER Amazon Backup RS A Amazon Web Services X5 , MR

HTTP IRZSAH : 400

5iESH

BXRUBEEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

, MR [E L E.

(IS

CreateReplicationConfiguration
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https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
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CreateTags

(® Note

EF A - ©FH CreateTags BXR4# . BN EFS RIRBIENRZ |, 1A TagResource API
B1E,

BERBEESNHREXBENRE, SIMNMZHE—ME-EXN,. IRBERPEENHEREEFETX
HREFR , NHREFEABRPRENEZEEE, MR Name HRZFMEIXH RS , Amazon
EFS £7£ 5} DescribeFileSystems & E#9 I 57 A HiR [F]

WIRIEEE elasticfilesystem:CreateTags BRENR,
EREE

POST /2015-02-01/create-tags/FileSystemId HTTP/1.1
Content-type: application/json

{
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

URI ERS

BEREALLT URI S,

FileSystemid
EEQHRENXHRS ID ( F/HH ) . LBREBESIRE | TMERXHRE,
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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B3R
& R#EZRA JSON R LU THIE,

Tags
ERMN Tag HROBA. 81 Tag IR —NREX,

e R 1R &

HTTP/1.1 204

e Rz 7T 3=
MRIRERTY , MIZRFLKIZEHEZE HTTP IEXH HTTP 204 WERL,
Hix
BadRequest
MEFRBEXERRNETEHR (HINSHBELTARRDSESH ) , MRELLAR,

HTTP R : 400
FileSystemNotFound

MRFERENEEFileSystemIdEREFE , MEE, Amazon Web Services Ik~

HTTP IR : 404

InternalServerError
MERSFSHFHAESEIR , MRELAR,

HTTP RZSAH : 500
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SESH

BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon ST RE

« Amazon i& AT .NET By SDK

« Amazon i& A F C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

» Amazon JavaScript V3 iRE4F X T ES
+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreateTags

Amazon Elastic File System ArfEm

DeleteAccessPoint

MERFEENHRR. MERTERE , IEFRHLEBEREIEAR. BBRIHEREIIEA KB E 7 i 4
217 , BEFENLLEESE,

WIREEE elasticfilesystem:DeleteAccessPoint RERNIR,
R
DELETE /2015-02-01/access-points/AccessPointId HTTP/1.1

URI i§3RS#

BEREAUT URI S8

AccessPointld

EMBRAVIEA R ID,
KERE : FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-f]1{8,40}|fsap-[0-9a-f]1{8,403})$

PNE 2
B SRR
ZEREEBEREX,
) 718 3%
HTTP/1.1 204
I Rz 7T 3=

MR RERID , MZREZALEZEBTEZ HTTP IEXH HTTP 204 MR,
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ALY
AccessPointNotFound
MRIBFERENIEEAccessPointIdEARFE , MRE, Amazon Web Services Ik F°

HTTP RASEE : 404
BadRequest

MRBFREXBRINIESHR (FMSBETRIROBESH ) |, MWRELEAR.

HTTP RS : 400

InternalServerError
MRBHemAEEIR , MRELLAR,

HTTP RZSMRE : 500

BESH
BXRUBEESZ—HFEHAI APl WEZEE Amazon SDKs , iI5Z R THER :

+ Amazon B {TRE

* Amazon FEA T .NET # SDK

+ Amazon & T C++ #Y SDK

+ Amazon & T Go v2 iy SDK

+ Amazon i& AT Java #J SDK V2

» Amazon JavaScript V3 liRE#4F X T ES
+ Amazon EA T PHP # SDK V3

+ Amazon Python i & T ES

+ Amazon & AT Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteAccessPoint
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DeleteFileSystem

BBRXHRE , KAREBAERS, BEE , XHERETBEE , TELRASHBRXHREHEMR

EMIBR EFS XHREH , FEFIMRERIINHRENERER. LSREEEMER Amazon 2
# & B BR S RGBT N EMATH .

(® Note
BT EMBRE T EFS EREENXHRE. FELRBREHEE.

TEMBREEFERANXHRE. BRRY , URNAREFEMERBERF , XALHERERBIR, BX
EZER , 2 DescribeMountTargets fDeleteMountTarget,

(@ Note
HXHREREDMA deleting B , FFiR[E DeleteFileSystem A, ATLAESEH
DescribeFileSystems RERKE X H RSB RIRDS |, ZBREQREIK S P XXHRES
Fo MRERZCHBRXHRENXHRS ID SHoIE S , DescribeFileSystems £IRE 404
FileSystemNotFound %&i%.

WIREEE elasticfilesystem:DeleteFileSystem BREMIR,
BREE
DELETE /2015-02-01/file-systems/FileSystemId HTTP/1.1

URI i§3RS#
EREALUT URI S5,

FileSystemid
EMBREIXHRS ID,

KERS : RRAKENRN 128,
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B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

R
BEREBEREL,
GINERS

HTTP/1.1 204

el B2 7T 3=
WMRIRERY , MIZRFLKIZEHTEZE HTTP IEEXH HTTP 204 IR,
Hix
BadRequest
MEFREXERRTEHR (HINSHRELTRRROSESE ) , RELAR,

HTTP IRZSAH : 400

FileSystemInUse
MREXHRGEHERBR , WRELLRAA.

HTTP RS : 409
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

HTTP RZSMREE @ 404

InternalServerError
MRREF/mAERER , MEREKRNE,

HTTP RZSKE : 500
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RAriEmE

=~
I BR ST A R 58

AR RfIE file-systems iR (elasticfilesystem.us-

west-2.amazonaws.com/2015-02-01/file-systems/fs-01234567 ) Xi%X DELETE &K |

LAMIER ID R fs-01234567 ISR L,

RIE R

DELETE /2015-02-01/file-systems/fs-01234567 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T2330217

Authorization: <...>

50 B

HTTP/1.1 204 No Content
x-amzn-RequestId: a2dl125b3-7ebd-4d6a-ab3d-5548630bff33
Content-Length: 0

BESH
BXRUBEES2—FEA APl WEZEE Amazon SDKs , iI5Z R THREA :

« Amazon S TITRE

« Amazon & T .NET # SDK

« Amazon & F C++ iy SDK

« Amazon & T Go v2 #y SDK

« Amazon §& A F Java #J SDK V2

+ Amazon JavaScript V3 lREH4F AT ES
« Amazon JEF T PHP # SDK V3

+ Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteFileSystem

Amazon Elastic File System ArfEm

DeleteFileSystemPolicy

BIBRIEEE X HREN FlleSystemPollcyo BIBRIMERRESS |, BRIA FileSystemPolicy BI4ERK,
BXRBINXHREEMNESELR , BSME EFS PEAE T HIRIN K,

WIREEE elasticfilesystem:DeleteFileSystemPolicy BIEHIINR,
BERIEE
DELETE /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1

URI &R S
BERERALLT URI S,
FileSystemid

FEEEMIBR FileSystemPolicy B EFS XHREE,

KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

N== N
B 3RE
ZEREEBEREX,
0 B2 1E 3%
HTTP/1.1 200
I Rz 5 3=

MR RERDD , MZREZALEZEBTEZE HTTP EEXH HTTP 200 MR,
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Hix
BadRequest
NREBRBRXERIITEHR (FINSHETHIRDZESEH ) |, WERELKANE.

HTTP RACEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdBERFE , MRE, Amazon Web Services K

HTTP RS : 404

IncorrectFileSystemLifeCycleState
MEXHRENERARRSFTRTA", MRELLRNE,

HTTP RS : 409

InternalServerError
MRBHemAESEIR , MRELLAR,

HTTP RZSMRE : 500

FESH
BXRUBEESZ—FEHAI APl WEZEE Amazon SDKs , iI5Z R THER :

« Amazon W HITRE

 Amazon FEA T .NET # SDK

+ Amazon & T C++ #Y SDK

+ Amazon & T Go v2 #y SDK

+ Amazon ;& T Java #J SDK V2

» Amazon JavaScript V3 liRE#4F X T ES
+ Amazon EA T PHP # SDK V3

+ Amazon Python i A T ES

+ Amazon & AT Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteFileSystemPolicy
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DeleteFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteFileSystemPolicy
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DeleteMountTarget
1l BR 16 E WY HEEL B 4R

BEIRAEE S 6 A M BRAVIE S B ARo8 B R T S RGNV HEER , XA RE & T2 X LR AR B
BARF., WBRNARFRADE , RAT , AAIREZERHSES B FRNAEER. WIREESHER
KERHMEED, ARXNBEATRRER , EREALREPHERBIRT2RANHRERE, F
REFTBIBHI XA RS, BUER S —MERBRERR VPC R EC2 KA,

BRFFE BN AR GERITUATRENNR

* elasticfilesystem:DeleteMountTarget

(® Note

HEHBERREMA deleting B , FFIR[E DeleteMountTarget WA, ATLUER A
DescribeMountTargets #R¥ERK EER B FiHBIBRTER , WIRESREALAEXHRENESRE
FRIER SR

ZBRELEETEH BRMIMSEED LHITUT Amazon EC2 BENRR :

» ec2:DeleteNetworkInterface

FRIEE

DELETE /2015-02-01/mount-targets/MountTargetId HTTP/1.1

URI #E3RSH
BEREAUT URI 23,

MountTargetld

EMROVESEFR ID (FHH)
KERS & PKER 13, RAKER 45,

B AMfsmt-[0-9a-F1{8,40}$
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15 R4
ZEREEEREXL,
) R %

HTTP/1.1 204

LIS

MR PLIRERTN , MZRFLKEEFEZE HTTP [EXH HTTP 204 WAL,
Hix

BadRequest

MRFREXERFESHER (HUNSREERIROHESH ) , WREHLEAR,

HTTP RS : 400

DependencyTimeout
RS EZHTRERNEN , ERrinNEiXEA,

HTTP RS : 504

InternalServerError
MRRFF/mALAERR , MERERAR,

HTTP RZSXE : 500
MountTargetNotFound

WMREFHHAER Amazon Web Services IKF AR ZEBIEFIEE ID WEF B , NIRELEAE,

HTTP RS : 404

=~
BERX ARG ER B AR
LA R &% DELETE 18 3R BAM BR 45 E 8 B 70
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RAriEmE

RPIER

DELETE /2015-02-01/mount-targets/fsmt-9al366le HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T232908Z

Authorization: <...>

90

HTTP/1.1 204 No Content
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef

SRS

BRUBEBSZ2—FEAIL API WE Z{EE Amazon SDKs , SR THEA :

« Amazon fip

TIIRE
* Amazon AT .NET # SDK
+ Amazon & T C++ iy SDK
+ Amazon & T Go v2 #y SDK
+ Amazon i& A F Java #J SDK V2
» Amazon JavaScript V3 liREH4F X T ES
* Amazon AT PHP #J SDK V3
« Amazon Python BF AT ES

+ Amazon & AT Ruby V3 #y SDK
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DeleteReplicationConfiguration

BEREHRE. BREFREXEREFIE. BEREFEER , BIAXHREZN Writeable , H
EHBERPIEFEHNEH. AXESZER , BEANKREFEE,

WIRIEEE elasticfilesystem:DeleteReplicationConfiguration BREMER,

BRI

DELETE /2015-02-01/file-systems/SourceFileSystemId/replication-configuration?
deletionMode=DeletionMode HTTP/1.1

URI &R

FEREAUT URI 28,

DeletionMode

FRIABERT , B Amazon Web Services i =¥ X 13 & #l8t+ Amazon Web Services X
13 , Amazon EFS £ MRk #1 B #r0K F 2 X 13 (ALL_CONFIGURATIONS) Al Br & I EL
B, MRFEEBHNERE , S Amazon EFS MR A MIBRESIE B , N7 LAEA
ZLOCAL_CONFIGURATION_ONLY#EAXMA M ( $RITHIBREYIK P =k X 15 ) MIBRE HIELE .

(® Note

{XFE Amazon EFS 7&3% [ Bl BRIR K 7 1 B $rik P =i X 13 h 19 & FI Bl E vt E
ZLOCAL_CONFIGURATION_ONLY#&ZX, Ml BR2s it fip & 2 15 H bk /7 =R X i3 49 Bt & To 3L 1R

£,
A, FEFREXATRKS, BXSES , RSS2 BadRequest #FE 4
xo

BM{E : ALL_CONFIGURATIONS | LOCAL_CONFIGURATION_ONLY

SourceFileSystemld

EHEEPRXHFREH ID,

KERS : RAKENRN 128,
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B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

R
BEREBEREL,
GINERS

HTTP/1.1 204

el B2 7T 3=
WMRIRERY , MIZRFLKIZEHTEZE HTTP IEEXH HTTP 204 IR,
Hix
BadRequest
MEFREXERRTEHR (HINSHRELTRRROSESE ) , RELAR,

HTTP IRZSXEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

HTTP IRZSMREE : 404

InternalServerError
MRRFF/HmALERER , MRERAR,

HTTP RZSKEE : 500

ReplicationNotFound

MREENNHREXBEFERE , NEERLAR.

HTTP IRZSMREE @ 404
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SESH

BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon W TITRE

« Amazon i& AT .NET By SDK

« Amazon i& A F C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& T Java By SDK V2
» Amazon JavaScript V3 lk SDK

+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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DeleteTags
(@ Note
EF A - EHF A DeleteTags BAR%HF ., EM EFS BIRFMERIFZ , EFEA UntagResource
AP #4E,

MR BRIE EMARE, R DeleteTags iERHPEEFTEEMNIRZR , Amazon EFS &
RBEHETL2SHBHER. EXNENEXRBRHNWESEELR |, HZH < Amazon Billing and Cost
Management FiF1ER) PERIIRZRH,

WIREEE elasticfilesystem:DeleteTags BIEMIIR.

BHRIEE

POST /2015-02-01/delete-tags/FileSystemId HTTP/1.1
Content-type: application/json

{
"TagKeys": [ "string" ]
}

URI B3RS

BEREALLT URI S,

FileSystemid
EMBRERENNHRS ID ( F/HH) o
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

R
WREZ A JSON AN THIE,
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TagKeys
ERRAREEYIR,

KB FHEHA

BARR : &P 1 MR, &% 50 W,

KERS : KETRN 1. BAKERN 128,

B AR [aAT{1 3 IwWI {13 [sS1{1} ) (I\p{LI\p{ZN\p{N}_. : /=+\-eI+)$

e R

HTTP/1.1 204

e B 7T 3%
WMRARERT , MZRFLREBRHFEZE HTTP IEXH HTTP 204 MR,
Hix
BadRequest
MRFRBEXAERJESHR (FIUNSBEERIRDXESH ) |, WRELHNE,

HTTP RZSXEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services K

HTTP R : 404

InternalServerError
MERSFSHFHEAESEIR , MRELAR,

HTTP IRZ&SAH : 500
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SESH

BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon ST RE

« Amazon i& AT .NET By SDK

« Amazon i& A F C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

» Amazon JavaScript V3 iRE4F X T ES
+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK

DeleteTags 362


https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteTags
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DescribeAccessPoints

IREI4$E Amazon EFS A SKIHER ( IR RM AccessPointId ) . WIRREM EFS
FileSystemld , EfREZXHRENAEZEARER, AIEERPRM AccessPointId =
FileSystemId , BfgEEINRREFE,

WREEE elasticfilesystem:DescribeAccessPoints REHNR,
BERIEZE
GET /2015-02-01/access-points?

AccessPointId=AccessPointId&FileSystemId=FileSystemId&MaxResults=MaxResults&NextToken=NextToker
HTTP/1.1

URI &R
EREALUT URI 33,

AccessPointld

(Wit ) EEEREMPFIRY EFSEAR ; 5 FileSystemId B,
KERS : RAKER 128,

B . A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-fT]1{8,40}|fsap-[0-9a-f]1{8,403})%
FileSystemid

(i ) INRIEBHET FileSystemId , EFS FREZNHRENFIEREAR 5
AccessPointId B/,

KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

MaxResults

(AR ) REXHRENFIARAREN , ATLUERIEE MaxItems SEk BRI 0w R 4R B A X R
B, RIAMER 100,

BRCEE : &/MER 1.
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NextToken

MBEXNIMNBHITO R , MER NextToken, AILAERLEERFFER NextMarker BT —T#EA
RIER,

KERS : KETRN 1, &AKERN 128,
B+

ERIEX
ZERZEEREL,
I B %

HTTP/1.1 200
Content-type: application/json

{
"AccessPoints": [
{
"AccessPointArn": "string",
"AccessPointId": "string",
"ClientToken": "string",

FileSystemId": "string",
"LifeCycleState": "string",

"Name": "string",

"OwnerId": "string",

"PosixUser": {
"Gid": number,
"SecondaryGids": [ number 1],
"Uid": number

},
"RootDirectory": {
"CreationInfo": {
"OwnerGid": number,
"OwnerUid": number,

"Permissions": "string"
3,
"Path": "string"
3,
"Tags": [

{
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"Key": "string",

"Value": "string"
}
]
}
1,
"NextToken": "string"
}
g B 7T 3

MRIRERT |, MIZARS R KEE HTTP 200 W# R,
AR5 LA JSON #&=0iR @ BL T 84,
AccessPoints

—RIEA SR

F A . AccessPointDescription XJ SR ¥4H

NextToken

MRBASHEESWHFREHHE , MER, BAUEFLIER NextMarker #  FRIREHE
fbFiiR

KA FHREH
KERS : KETRI 1. FAKER 128,
B L+

RS
AccessPointNotFound

MBEREMIEEACCcessPoint IdEREE  MEE. Amazon Web Services I F

HTTP RS : 404
BadRequest

MREFEREABRRESH R (HINSBETHRBROLESH ) |, WEELERR,
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HTTP RZSXEE : 400
FileSystemNotFound

WMREREWNIEEFileSystemIdEFFE , WEE, Amazon Web Services i/~

HTTP RS : 404

InternalServerError
MRBFSemAEE IR , MRELAR,

HTTP IRZ&SAH : 500

FiESH
BXRUBEES2—EAL APl WEZEE Amazon SDKs , iI5Z R THREA :

« Amazon S TITRE

« Amazon & T .NET # SDK

« Amazon & F C++ iy SDK

« Amazon & T Go v2 #J SDK

« Amazon j&f T Java #) SDK V2

+ Amazon JavaScript V3 liREH4F AT ES
« Amazon i@ F PHP ¥y SDK V3

« Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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DescribeAccountPreferences

REYF 5. HERA S Amazon Web Services K < Bk AY K 2 R 1% & Amazon Web Services
X1,

BRI

GET /2015-02-01/account-preferences HTTP/1.1
Content-type: application/json

{
"MaxResults": number,
"NextToken": "string"

URI ERS

ZERTERAEM URI S8,
HRIEX

BEREEZ XA JSON BN THIE.
MaxResults

(AL ) R HIETE , AJBUERIEE MaxItems SHEARGIBMEAREIHXN RBE. BRIAE
= 100,

KR . B
BEXCERE : &/DMER 1,

NextToken

(k) MR HEE ST, MALAERFLERPEM NextToken JREXTF —3 Amazon Web
Services K HiEIN,

KHE  FREH
KERS : KETRN 1, RAKERN 128,
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B’ L+

g R 1R

HTTP/1.1 200
Content-type: application/json

{

"NextToken": "string",

"ResourceIdPreference": {
"ResourceldType": "string",
"Resources": [ "string" ]

a7 7T 3

R BERERT , MZARS S KIEE HTTP 200 WAL,
AR5 LA JSON #&=0RE A T #HE.

NextToken

MRFENERZSTHENPEENIEZRE , MNER, ATLEREHERPER NextToken RIREVHE
fb iR

KB FHREH
KERS : <RETRI 1, RAKERN 128,

B L+

ResourceldPreference

ERY 5 A HERN AP Amazon Web Services Tk <EBXH &R ID BIEIiZE Amazon Web
Services X1,

KA : ResourceldPreference X &
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Hix
InternalServerError
MRRFF/HALEER , MRERRAAE,

HTTP RZSAH : 500

BESH
BXRUBEES2—EA APl WEZEE Amazon SDKs , iI5Z R THEA :

« Amazon S TITHRE

« Amazon & T .NET # SDK

« Amazon &R F C++ iy SDK

« Amazon & T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2

« Amazon JavaScript V3 lRE#HF A T ES
« Amazon i& AT PHP ¥ SDK V3

» Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
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DescribeBackupPolicy
REEE EFS X RGN & 1D KRG,
BRI E
GET /2015-02-01/file-systems/FileSystemId/backup-policy HTTP/1.1

URI &R S

BEREALT URI S,

FileSystemid
EEEREH BackupPolicy MY EFS XH# R4,
KERS  FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]{8,40}|fs-[0-9a-f]1{8,40})$

B 3RAE
ZIFRIEBEREN,
) B2 18 3%

HTTP/1.1 200
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}
I &7 7T 3%

MR RERTD , MZRES L KIER HTTP 200 R,
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RAriEmE

BRS5 LA JSON #&30R B LA N8R,
BackupPolicy
EFRNHRENRMRE , BHARFBERXABIEN.

A : BackupPolicy &

Hix
BadRequest
MRBFRBAFRITEHR (SINSRELTHSERDHKESE ) |, WERELERE.

HTTP R : 400
FileSystemNotFound

MRBERENIEEFileSystemIdERFHE , MEE, Amazon Web Services Ik

HTTP RS : 404

InternalServerError
MRRFF/HELERER , MERERRAAE,

HTTP R : 500
PolicyNotFound

MRno backupHEXiH EFS XHREHEE , MIRE

HTTP RS : 404

ValidationException
WM RERFTER Amazon Backup BRZ A A F Amazon Web Services Xig , MR [E]

HTTP RZSREE : 400

BESH
BXRUBEESZ—FEHA APl WEZEE Amazon SDKs , ISR THRE :

A

« Amazon iR I{THE
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Amazon & T .NET # SDK

Amazon & T C++ 1 SDK

Amazon & T Go v2 B SDK

Amazon & F Java #J SDK V2
Amazon JavaScript V3 liRE#HF A T ES

Amazon EHF PHP #y SDK V3
Amazon Python i F X T ES
Amazon & F Ruby V3 9 SDK
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https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeBackupPolicy
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DescribeFileSystemPolicy
IREEE EFS XHREGHW FileSystemPolicy.,
WIREEE elasticfilesystem:DescribeFileSystemPolicy R ERNFR,
BERIEZE
GET /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1

URI B3RS
BEREALT URI S5,
FileSystemid
EEERFE FileSystemPolicy By EFS XHREE,

KERS  FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

BR
ZIEREBERIE,
P ORETDSS

HTTP/1.1 200
Content-type: application/json

{

FileSystemId": "string",
Policy": "string"

e 2 7T 3

MRERERT , MZRSHLKIEE HTTP 200 WAL,
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RAriEmE

AR5 LA JSON #&=0IR Bl LA T #E.

FileSystemid
}E7E FileSystemPolicy EAM EFS XH R4,
RE : FREB
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-

[0-9a-f1{8,40}|fs-[0-9a-f1{8,40})$
Policy
EFS XHR%H JSON #x M FileSystemPolicy.
KA . PRH
KERS : KETRA 1. &RAKE R 20000,
B 0 [\s\S1+

%HEE
BadRequest
MRBEBRZEXNERSITEER (FIUSBELRERDSBESH ) , WRELHAS,

HTTP RZACE : 400
FileSystemNotFound

MREREWNIEEFileSystemIdEFEE , MEE, Amazon Web Services i /2

HTTP RS : 404

InternalServerError
MRRSF[/ImAERER , MREKRNE,

PolicyNotFound

WMRno backupHEXiH EFS XHRERE , MIRE
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HTTP RS : 404

]|
)
Lt R ER T B9 —Fh 5% DescribeFileSystemPolicy.

ROIER
GET /2015-02-01/file-systems/fs-01234567/policy HTTP/1.1

510 B

"FileSystemId": "fs-01234567",

"Policy": "{
"Version": "2012-10-17",
"Id": "efs-policy-wizard-cdef@l123-aaaa-6666-5555-444455556666",
"Statement": [

{
"Sid": "efs-statement-abcdef@1-1111-bbbb-2222-111122224444",
"Effect" : "Deny",
"Principal": {
"AWS" . "EM
},
"Action": "*",

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-01234567",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

}

"Sid": "efs-statement-01234567-aaaa-3333-4444-111122223333",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
.

"Action": [
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"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,
"Resource" : "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-01234567"
}
]
}
}
BEZH

BXRUBEEBES2—FEAIL API WEZ/E S Amazon SDKs , ESRUTAR :

« Amazon I BITRE

« Amazon &M T .NET # SDK

« Amazon & F C++ iy SDK

« Amazon &M T Go v2 i SDK

« Amazon J&f F Java #J SDK V2

« Amazon JavaScript V3 liREH4F X T ES
« Amazon J& T PHP # SDK V3

+ Amazon Python i &% T E&

+ Amazon A T Ruby V3 #J SDK
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DescribeFileSystems

IREI4$E Amazon EFS X REMER ( MREMH T XH RS CreationToken
FileSystemId) ., &N , ©fREREEF ALK S Amazon Web Services Ik RiEAFHERN
FIEXHREHHEIR, Amazon Web Services X1

KRFE XA RSH RN |, ATLUERIEE MaxItems SHRBREITEN P RKE, kT
BZREN 100, MREEHESNHRSHIR , Amazon EFS FEE KN FRE — M FEHN S
# NextMarker, EXFERT , NRE—NELER , HF Marker BRSEBWEREN
NextMarker,

ERFBXHRGHERIK , AN EERIBEPEALRE , EHIRP , BEERE Marker HER
T @M DescribeFileSystems , AFREMZLBEALLNS , HF Marker SHIRE N EI — MR FH
NextMarker {H , EE|IGR%HE NextMarker 1k,

KRIEFEE—IX DescribeFileSystems i IE R FIREIM X H4RGIRF , UKk ZEBIERR IR
B8y S RGN

WIREEE elasticfilesystem:DescribeFileSystems BIEHI R,
BEREE
GET /2015-02-01/file-systems?

CreationToken=CreationToken&FileSystemld=FileSystemId&Marker=Marker&MaxItems=MaxItems
HTTP/1.1

URI &R S
ERFEALT URI 25,

CreationToken

(AL ) ERLIETHE (FRS ) SRR XMHFRS, 6122 Amazon EFS XH RS , FE
BEELETE.

KERS : KETRI 1, KELRR 64,
B L+
FileSystemid
(k) ERFHBRAXHRE ID ( FHF)
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KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

Marker

( /3% ) MEABI®Y DescribeFileSystems R{EREIN R ER D THRIE ( FHFFE) . MRFRE,
48 & MIR 18 F R T 2 B 4R 42 B R 51 R

KERS : <RETRI 1, RAKERN 128,
B+

Maxltems

() HEEEEMNPRENZAXGREH (B ) . KBFAFPIREN 1000 MRXHRS
g 100 4, MMERIIRE T 100 BT S o

BRCEE : &MER 1.

HRIEX
ZEREEEREXL,
W) 7 15

HTTP/1.1 200
Content-type: application/json

{

FileSystems": [

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"

}I
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RAriEmE

KmsKeyId": "string",
"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {

"Timestamp": number,
"Value": number,

"ValueInArchive": number,
"ValueInIA": number,
"ValueInStandard": number

},
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"ThroughputMode": "string"
}
1,
"Marker": "string",
"NextMarker": "string"

e B 7T 3
MRIRERT |, MIZARS R KEE HTTP 200 W# R,
AR5 LA JSON #&=iR = BA T 83
FileSystems
—H X RGHIE

A : FileSystemDescription 3 &R¥4A

Marker

MRBERFWFAERME, WER (F/HFHE) -

ok

SR R
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KERS  KETRRI 1. RAKER 128,

B L+
NextMarker

MBENHREHEBLIMNPRENXHREHE (FR/FE ) , WE R, ATAEREENERPEHR
NextMarker RIREUX LIHIA,

ESIRESSE

KERS  KETRRI 1. RAKER 128,

B L+
Hix
BadRequest

MRBFREXBRINIEH R (FMSBELTRIROBESH ) |, WRELEAR.

HTTP R : 400
FileSystemNotFound

MRERENIEEFileSystemIdEFREE , MRE, Amazon Web Services Ik~

HTTP RZSMREE : 404

InternalServerError
MRRFRF/HmAEER , MRERAAE,

HTTP RZSMRE : 500

=~
KREE 10 MXHREMTIXR

AR RflE file-systems iR (elasticfilesystem.us-
west-2.amazonaws.com/2015-02-01/file-systems ) %% GET &K, Z#EREE—
MaxItems EHSH , FXHREHERNVBERFIN 10 1
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RAriEmE

RPIER

GET /2015-02-01/file-systems?MaxItems=10 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T191208Z

Authorization: <...>

451 W) L

HTTP/1.1 200 OK

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef

Content-Type: application/json
Content-Length: 499
{
"FileSystems":[
{
"OwnerId":"251839141158",
"CreationToken":"MyFileSysteml",
"FileSystemId":"fs-01234567",
"PerformanceMode" : "generalPurpose",
"CreationTime":"1403301078",
"LifeCycleState":"created",
"Name":"my first file system",
"NumberOfMountTargets":1,
"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313618372,
"ValueInArchive": 201156,
"ValueInIA": 675432,
"ValueInStandard": 29312741784

BESH

BEXRUEBEES2—EAI APl WEZ{EE Amazon SDKs |, i

« Amazon iR {THE
« Amazon 5@ F .NET BY SDK
« Amazon & F C++ By SDK

SHRUTAR :
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Amazon Elastic File System ArfEm

« Amazon &M T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2
» Amazon JavaScript V3 ki SDK

« Amazon i@ F PHP ¥y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 # SDK
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DescribeLifecycleConfiguration

REEE EFS XHRER YaTLifecycleConfiguration® R, £HAHREEME
A LifecycleConfiguration M RKEWEMNEFEEZBBIXEF. WTEE
LifecycleConfiguration MRMXH4RE , ZRAFEREPIRE —MNEHA,

WIREEE elasticfilesystem:DescribelLifecycleConfiguration BREMER,
BERIEE
GET /2015-02-01/file-systems/FileSystemId/lifecycle-configuration HTTP/1.1

URI iE RS

BEREAUT URI ZH,

FileSystemid
ERFRH LifecycleConfiguration R XHRSLE ID ( FRFHE ) .
KERS : ZRAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

HRAE
ZFERIRBERE

g R 15 &

HTTP/1.1 200
Content-type: application/json

{
"LifecyclePolicies": [
{
"TransitionToArchive": "string",
"TransitionToIA": "string",
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RAriEmE

"TransitionToPrimaryStorageClass": "string"

LRI VIES
MRBBRERT , MZRSFHELRIEE HTTP 200 MBAL,
AR B JSON #ERIBE L T #iR.

LifecyclePolicies

—RIEREAMEERMK, EFS XEFEBIMXMHREHKSZ KK,

A - LifecyclePolicy X SR¥A

BERR : &% 3 Ul

Hix
BadRequest
MRERBABRIITEHR (FNSHRETHIRDZESEH ) |, WRELKAR

HTTP RZACE : 400
FileSystemNotFound

MBEREWISEFileSystenIdEFREE , WIEE, Amazon Web Services I/

HTTP IRZSMREE @ 404

InternalServerError
MRBFemAESE IR, MRELAR,

HTTP RS : 500

Tl
REXHRENEGARES
LTERERIEEXH RSN LifecycleConfiguration SR,
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RPIER

GET /2015-02-01/file-systems/fs-01234567/1ifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181120T2211187

Authorization: <...>

451 W) RZ

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
Content-Length: 86

{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_27@_DAYS"
3,
{
"TransitionToIA": "AFTER_14_DAYS"
}
{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
}
]
}

BiESH

BRUBEBSZ2—FERIL API WE Z{EE Amazon SDKs , SR THEA :

« Amazon I S1THRE

« Amazon & AT .NET #y SDK

« Amazon & T C++ iy SDK

+ Amazon & T Go v2 #y SDK

« Amazon & T Java #J SDK V2

« Amazon JavaScript V3 lREHF AT ES
+ Amazon i& A F PHP ¥y SDK V3
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeLifecycleConfiguration
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» Amazon Python 4 F AT ES
« Amazon AT Ruby V3 # SDK
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DescribeMountTargets

BEXHRENAA S ES BRI EER BN ER. ERAMALSERBRN , RIEERHIR
B gy &k B ARIRT

HWREFEXNERE FileSystemId FIEENXHRE ID , HAEE MountTargetId HIEENERE
R X RS elasticfilesystem:DescribeMountTargets REMNR,

R B

GET /2015-02-01/mount-targets?
AccessPointId=AccessPointId&FileSystemId=FileSystemId&Marker=Marker&MaxItems=MaxItems&MountTarg

HTTP/1.1

URI &R S
EREALUT URI 33,

AccessPointld

(k) BEFHEEHBRNEAR ID. RERFPREBE FileSystemId =
MountTargetId , MAJFEITEEFRD, EZEAK ID = ARN ERHE A

KERS  FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-fT]1{8,40}|fsap-[0-9a-f]1{8,403})%
FileSystemid

(WiE ) ESHEEZRBENXXERE ID ( FHFF ) . WRERPARITE AccessPointId &
MountTargetId , MAIFHEHIEEFERP, EZXHRS ID X ARN ERH#IA,
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$
Marker

( /3% ) MEABI®Y DescribeMountTargets BREREBEINFER D THRIE ( FRE ) . IRE
£, MEeEENMNLE—NREREAPI L ERESIR,
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KERS  KETRRI 1. RAKER 128,

B L+

Maxltems

(7t ) EXEWMPRENES BFNEARE. S50, WBAFANRERN 10, HMAEERZRK, W
REZBIRET 100 4, WIEMZEER 100 TUHITH R,

BHER  &/MER 1.
MountTargetld

(k) BEMBWER B ID ( F/HH ), WRIERPRIE FileSystemId , MAFHFHED
BEFERSP., #ZHEFHBET D ARN ERTE A

KERS : &R/PKER 13, RAKER 45,

B AMfsmt-[0-9a-f]1{8,40}$

HRIEX
ZEREEEREX,
W) 7

HTTP/1.1 200
Content-type: application/json

{
"Marker": "string",
"MountTargets": [
{

"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",

"FileSystemId": "string",

IpAddress": "string",
"LifeCycleState": "string",

"MountTargetId": "string",
"NetworkInterfaceId": "string",
"OwnerId": "string",
"SubnetId": "string",

"VpcId": "string"
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}
1,

"NextMarker": "string"

}

e B2 T 3=
MRBBERT , MZRSFLKIEE HTTP 200 WAL,
BRS5 LA JSON #&3NIRE AT 838
Marker
MRBEREE Marker , M@ ERFEPIREIZE,
R  FHH
KERS : KETERA 1, RAKER 128,
B L+

MountTargets

LA MountTargetDescription XM REAMNFNIRE X HREHNIER B #r.

M - MountTargetDescription 3 R¥4A
NextMarker

MEFEEE , WXREESEHRBF. EEEERF , I EBERPREEFLEN Marker &
Q—F_éﬂﬁﬁﬁ*ﬁ‘o

EKH . 2R
KERS : KETRRI 1. FAKER 128,
B L+

RS
AccessPointNotFound

WMREREWNIEEAccessPointIdEFRFHE , MiRE, Amazon Web Services K/
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HTTP IRASREE : 404
BadRequest

MRFREXERFESHER (HUNSBEERIROSHESH ) , WRELEAE,

HTTP R : 400
FileSystemNotFound

MREREMIEEFileSystemIdEFRFE , MIRE, Amazon Web Services ik

HTTP IRZSXEE : 404

InternalServerError
MRREF[/ImAESER , MEREKRNE,

MountTargetNotFound

WMREFHAER Amazon Web Services IKFARARZBIEFIEE ID WEF B , NIREREA,

HTTP RS : 404

=~

KRN X R G IR ER B Rav iR
BTERRRNIEE X RE0ZrER B IRR#R
RIER

GET /2015-02-01/mount-targets?FileSystemId=fs-01234567 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20140622T1912527

Authorization: <...>

50 B

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
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Content-Length: 357

{
"MountTargets": [
{
"OwnerId":"251839141158",
"MountTargetId":"fsmt-01234567",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"LifeCycleState":"added",
"IpAddress":"10.0.2.42",
"NetworkInterfacelId":"eni-1bcb7772"
}
]
}
BiEZH

BXRUBEEBES2—FEHIL API WEZE S Amazon SDKs , ESFEUTAHAR :

« Amazon I BITRE

« Amazon &M T .NET # SDK

« Amazon & F C++ iy SDK

« Amazon & T Go v2 i SDK

« Amazon J&f F Java #J SDK V2

« Amazon JavaScript V3 liREH4F X T ES
« Amazon J& T PHP # SDK V3

+ Amazon Python i % T E&

+ Amazon A T Ruby V3 #J SDK
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DescribeMountTargetSecurityGroups

REEZENETI AN T SH, HRESECCIBZEFBEMHINSEED  FEEHBNETEH
IRAT =2 deletedo

HREFEUTRENNR

o XEH BN XHRSEINIT elasticfilesystem:DescribeMountTargetSecurityGroups
B1E,

- EHEFHBIRMMEED EHIT ec2:DescribeNetworkInterfaceAttribute #1E,

BREE

GET /2015-02-01/mount-targets/MountTargetId/security-groups HTTP/1.1

URI &ERS
EREALT URI S5,

MountTargetld

ERFHZLANER BT ID.
KERS : &R PKER 13, RAKER 45,

] AMfsmt-[0-9a-f]1{8,40}%

BR
ZIFREBERIE,
P RETDSS

HTTP/1.1 200
Content-type: application/json

{

"SecurityGroups": [ "string" ]
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RAriEmE

}

I 7 7T 35
MRIIRERTD , NZBRS L KIEE HTTP 200 M4,
PRS- LA JSON &= IR B LA N8R,

SecurityGroups

—HREH,

AR : &% 100 T,
KERS &/ KER 11, RAKENR 43,

#3 : rsg-[0-9a-T]1{8, 40}

tHiR

BadRequest
MRFREXERDDEHR (HINSBETIRRD &

HTTP RZSKEE : 400

IncorrectMountTargetState

MREH BIRARL TRITRENEBRRS | WERE,

HTTP RS : 409

InternalServerError
MRRFF/HmAEAERR , MERERRAR,

HTTP JRASEE @ 500
MountTargetNotFound

EHHH ) | MEELAR.

WMREFHAER Amazon Web Services IKFARARZBIEFIEE ID WEFE B , NIRERENAE,

HTTP RZSKEE : 404
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=~
BRRNHRENBRELZEEA

BT RAIRRN EERBIRRBRNNEEOBRN L EEH,

RPIER

GET /2015-02-01/mount-targets/fsmt-9al366le/security-groups HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20140620T223513Z

Authorization: <...>

90

HTTP/1.1 200 OK
x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-Length: 57

{

"SecurityGroups" : [
"sg-188d9f74"

]

}

BESH
BRUBEIBSZ2—FEAL API WE Z{EE Amazon SDKs , SR THREA :

« Amazon S S1TRE

 Amazon @A T .NET #9 SDK

+ Amazon & T C++ #Y SDK

« Amazon & T Go v2 i SDK

« Amazon j&f T Java #J SDK V2

+ Amazon JavaScript V3 liREH4F AT ES
+ Amazon AT PHP #) SDK V3

+ Amazon Python i & T ES

« Amazon & T Ruby V3 #J SDK
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DescribeReplicationConfigurations

REBEXHRENEFHEE, MBEREEXHRSE , M&£KE Amazon Web Services Ik FHIFFE
E4|FE, Amazon Web Services X5

BRI

GET /2015-02-01/file-systems/replication-configurations?
FileSystemId=FileSystemId&MaxResults=MaxResults&NextToken=NextToken HTTP/1.1

URI #E3RSH
EREAUT URI 33,

FileSystemid

B REAEREXHFRENXHRE ID REREEHEE, I TEKS. BEXZES , KA R
REERACXEP XA RENEFEE,

KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]{8,40})$

MaxResults
(i ) ERGIMAFIRENXRE , ATLUEE MaxItems S8, BIAER 100,

B¥EE  &/MER 1,
NextToken

MEBENMNHITO R , MER NextToken, ATAERLEERFFER NextToken FREL T —T 5
Ho

KERS : KETRI 1, ZRAKERN 128,
B’ L+

ERIEX
ZEREEEREL,
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RAriEmE

g R 15

HTTP/1.1 200
Content-type: application/json

"NextToken": "string",

"Replications": [
{
"CreationTime": number,
"Destinations": [

{

FileSystemId": "string",
"LastReplicatedTimestamp": number,

"OwnerId": "string",
"Region": "string",
"RoleArn": "string",
"Status": "string",
"StatusMessage": "string"

1,

"OriginalSourceFileSystemArn": "string",
"SourceFileSystemArn": "string",
"SourceFileSystemId": "string",
"SourceFileSystemOwnerId": "string",
"SourceFileSystemRegion": "string"

W 7 7T 32
MRBBRERT , MZRSFHELRIEE HTTP 200 WAL,
AR5 5L JSON #&XIRE ML T #iR.

NextToken

A LAERLEERPFER - HE NextToken SRIREREAIFIR,

KR FHH

KERS : KETRIN 1, RAKER 128,
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B L+

Replications

R E Y E HIEE

F A . ReplicationConfigurationDescription X & $k4H

Hix
BadRequest
NRBRERNERITEHER (HINSRELTHSRDKIESH ) , IERELEAS,

HTTP IRZSEE : 400
FileSystemNotFound

MREREWNIEEFileSystemIdEFFE , MEE, Amazon Web Services I/~

HTTP RS : 404

InternalServerError
NREBEFSemAESE IR, MRELLAR,

HTTP RZSE : 500

ReplicationNotFound

MREENNHREXBEFERE , NEERLAR.

HTTP RS : 404

ValidationException
R ERPFTER Amazon Backup ARS8 | Amazon Web Services X3 , MR E

HTTP RZSKEE : 400

BESH
BEXRUBEESZ—FEAI APl WEZEE Amazon SDKs , ISR THE :

A

« Amazon S I{THE
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RAriEmE

« Amazon & T .NET # SDK

« Amazon &R F C++ iy SDK

« Amazon & T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2

« Amazon JavaScript V3 lREHF A T ES

« Amazon & F PHP #J SDK V3
» Amazon Python 4 F AT ES
« Amazon AT Ruby V3 # SDK
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DescribeTags

(@ Note

B# M - DescribeTags BRECFABR4 Y., EEEFE EFS BIEXBRNGZ |, HEA
ListTagsForResource APl &4E,

BEEX#HREXBKWIRE, RIEELE— DescribeTags & A /YIE RN F iR BRI H IR FFEZNF
RERNImR S ( HEAS TN ) REFRIZHIRF.

WIREEE elasticfilesystem:DescribeTags BIEMNR,
WRIEE
GET /2015-02-01/tags/FileSystemId/?Marker=Marker&MaxItems=MaxItems HTTP/1.1

URI &R S

BEREALLT URI S,

FileSystemid
ERRHIREEMNHRL ID,
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

Marker

( Al ) MBARTHY DescribeTags #FRENFER D TS ( FHH ) . WREE , MEEE
ME =R Pl EH L FI R,

KERS : KETRI 1. FAKER 128,
B L+
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RAriEmE

Maxltems

(it ) EMNFRENEAXGREIRER, H5 , KBFEHIREN 100, HtbERZK. W

RERZEE 100 4, M@ RER 100 T#1TH A,

BRCEE : &RMER 1.

EREX
ZERFEEREL,

g R

HTTP/1.1 200
Content-type: application/json

{
"Marker": "string",
"NextMarker": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
e 5 7T 3

MRBBAERT , MZRSFLKIEE HTTP 200 WAL,
ARZ5 LA JSON #&=0iR B BA T 83

Marker

MRFERDE Marker , MBS FERPIREZE,

EKH . 2R
KERS : KETRI 1. FAKER 128,
B L+
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NextMarker

MBFEE , WEBEEAESHE, EREERT , THUE T —BRHIZMLE NextMarker /5
Marker SMEE , R T —AIFE.

RE : FRHEH
KERS : KETRA 1. AKENR 128,
B .+
Tags
B Tag WRBANFERNRBEEXHREXRKIVIFE,

KA : Tag NR¥BA

Hix
BadRequest
MRFRBFABRIETEHR (HNSHRETHHIRDZESE ) |, WERELKAR.

HTTP R : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services K/

HTTP RESREE : 404

InternalServerError
MRBH/mAESEIR , MRELLAR,

HTTP RA&AHE : 500

T~
BREXHRERKAIRE
UTERRREEEXHRERBENIRE (REX ).
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RPIER

GET /2015-02-01/tags/fs-01234567/ HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T2154042Z

Authorization: <...>

R4 W L

HTTP/1.1 200 OK

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 288

{
"Tags":[
{
"Key":"Name",
"Value":"my first file system"
},
{
"Key":"Fleet",
"Value":"Development"
},
{
"Key":"Developer",
"Value":"Alice"
}
]
}
SFEZH

BXRUBEES 2 —EAL API WEZ{ES Amazon SDKs , BZHUTAE :

Amazon M R1TRE

Amazon & T .NET # SDK
Amazon & T C++ 1y SDK
Amazon & T Go v2 By SDK
Amazon & T Java By SDK V2
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https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeTags
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« Amazon JavaScript V3 lREHF A T ES
« Amazon i@ F PHP ¥ SDK V3

» Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeTags
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ListTagsForResource
HIHTAR EFS BIRMNAIERE, DARUERREFENEIR ID,
WIREEE elasticfilesystem:DescribeAccessPoints EREMRIR,

BFRIEE

GET /2015-02-01/resource-tags/Resourceld?MaxResults=MaxResults&NextToken=NextToken
HTTP/1.1

URI FRZSH
EREALT URI 38,
MaxResults
(it ) BEEEMAN PREMNIFENRHFEAKE. BRIAER 100,

ENCeHE : &/MER 1,
NextToken

(A ) BB AHZE DT, NAIBAEFLERFFER NextToken IREUT — A Ko
KERS : KETRA 1. HRAKER 128,
B L+

Resourceld
BEERRERZH EFS BIR. AIAEAL APl s 2R EFS XA REMEASHIRZ,
<ERH : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[@0-9a-z-:]+:(access-point/fsap]
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

BRAE
ZIEREBERIEL.

ListTagsForResource 405
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RAriEmE

g R 15

HTTP/1.1 200
Content-type: application/json

{
"NextToken": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
e Rz 7T 3=

R PLIFEERTD , W%
BRZ5 LA JSON #&NIRE A N8R
NextToken

MBEEXNMNAHHJITIR , NE
TEARER

RE . PR
KERS : KETRA 1. AKENR 128,
B .+
Tags
1B EFS BIRMIREHA,

RHE : Tag WRHA

AccessPointNotFound

MRFERENIEEACcessPointIdERERE |, MR

RS/ KIEE HTTP 200 WE R,

El, Amazon Web Services ik~

7~ NextToken, AIBATE/RLEiERFPEA NextToken 2E T —

ListTagsForResource
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HTTP RASEE : 404
BadRequest

MRFREXEFERFESHR (HIUNSBEERIROXESH ) , WRELEAE,

HTTP RASEE @ 400
FileSystemNotFound

MRERENIEEFileSystemIdERFHE , MRE, Amazon Web Services Ik F

InternalServerError
MRREF/HAEER , MRERRAAE,

BESH
BXRUBEES2—EHA APl WEZEE Amazon SDKs , I5Z R THREA :

« Amazon S TITRE

« Amazon & T .NET # SDK

« Amazon & F C++ iy SDK

« Amazon & T Go v2 #J SDK

« Amazon j&f T Java #J SDK V2

+ Amazon JavaScript V3 liREH4F AT ES
« Amazon §& A F PHP ¥y SDK V3

+ Amazon Python 4 F AT ES

« Amazon A T Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/ListTagsForResource
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ModifyMountTargetSecurityGroups
BERER BTN —EERR L4,

B2 EE BAREY , Amazon EFS 2 eIEHMEEO., BXEZEE , 2 H CreateMountTarget,
LR EEESERXBENNEZEONERZ2HERNERPRMEMN SecurityGroups, LLRES
EEQIBERBERMNREED , HEEH BN ETABRRSTRE deleted,

BEIREFE B LT RAFRVANER -

o XWHEZHLBIRNXHREIT elasticfilesystem:ModifyMountTargetSecurityGroups i
(=

o EEHBIFHMEED EHIT ec2:ModifyNetworkInterfaceAttribute #4E,

BHRIEE

PUT /2015-02-01/mount-targets/MountTargetId/security-groups HTTP/1.1
Content-type: application/json

{

"SecurityGroups": [ "string" 1]

}

URI #E3RSH
ERFEALT URI 25,

MountTargetld

ERELTLANEFBIR ID,
KERS : R/DKERN 13, RAKER 45,
B AMfsmt-[0-9a-f]1{8,40}$

ER
WRES A JSON HRM L THIE,

ModifyMountTargetSecurityGroups 408
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RAriEmE

SecurityGroups

—4 VPC ££4 IDs,

RE  FRHFHA

WARKRA : &% 100 T,

KERS : &P KER 11, ZRAKENR 43,
B : Arsg-[0-9a-T]1{8, 40}

VE B

g R

HTTP/1.1 204

el B2 7T 3=

MRIRERTY , MIZRFLKIZEHTHEZE HTTP IEXH HTTP 204 MR,
Bix

BadRequest

MRFREXEFRJESHR (HIUNSBEERIRDSHESH ) , WRELEANE,

HTTP RZSREE : 400

IncorrectMountTargetState
MRER B IR ARL THATREN EERE , NRE,

HTTP RS : 409

InternalServerError
MRRFZF/HAEER , MERERRAAE,

HTTP R : 500
MountTargetNotFound

R ERAAER Amazon Web Services IkFHRKBIEFIEE ID WEH B , MR

Btk N A

ModifyMountTargetSecurityGroups
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HTTP RS : 404

SecurityGroupLimitExceeded

MRiERPSecurityGroupsig EE’J?&EK?FE%' (ETHKFEH ) , MRE, EABBKR— 22
H O BEALABFRESKFEH. BXEZEL | ESHE Amazon VPC A FIEFEHAE Amazon VPC Ft
FM(SAELEAR ),

HTTP RAEE : 400
SecurityGroupNotFound

MRFRNELRER (VPC ) FAFEEENREE , NRELAR,

HTTP RZARE : 400

~ Pl
EREHRARNRZSA
T REIER SEH B ARXBANEROERNRESA,

RIER

PUT /2015-02-01/mount-targets/fsmt-9al366le/security-groups HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20140620T223446Z

Authorization: <...>

Content-Type: application/json

Content-Length: 57

{
"SecurityGroups" : [
"sg-188d9f74"
]

}

A5 B2

HTTP/1.1 204 No Content
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef

ModifyMountTargetSecurityGroups 410


https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
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SESH

BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon ST RE

« Amazon i& AT .NET By SDK

« Amazon i& A F C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

» Amazon JavaScript V3 iRE4F X T ES
+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
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PutAccountPreferences

£ A LR VB 2 51 Amazon Web Services X1 tk P EIETIRE RN EAK 17 NFRF (63 L) HE 8
NFR (3211 ) AR IDs REMH EFS XHEREMERBRER. FIERNERR IDs BHF2ZFE
PR E RIS, £ EFS E R KRR IDshY |, BRI LAEERMARINIRE ID Bk, BXE
ZER |, BESHEEE Amazon EFS &R IDs,

(@ Note

M 2021 F£ 10 BFE , IR XGRS ERITEERNFRAE 8 NEFRINER ID , NSk
B4R, MREBRIERH X TEAXERENES BT RMNSEE IDs |, iHBKE Amazon
AR

BRIEE

PUT /2015-02-01/account-preferences HTTP/1.1
Content-type: application/json

{

"ResourceldType": "string"

}
URI &R S
ZiE R FET URI S8,
BERIEX
EREZEH JSON B THIE.

ResourceldType

BEERNAFIRER EFS &R ID Bi&I Amazon Web Services ik Amazon Web Services X
5, HEAERNHLONG_ID (17 NFHF ) HSHORT_ID ( 8 NFHF) -

(@ Note

M 2021 &£ 10 BFF#A , KPP EIETIRE N SHORT_ID R E4E iR, MREWSI4EEIRH
BXMERAXHRENEZERRENSAEE IDs |, i5BHR Amazon XFAR,

PutAccountPreferences 412


https://docs.amazonaws.cn/efs/latest/ug/manage-efs-resource-ids.html
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KH . FHFH

BWE : LONG_ID | SHORT_ID

I 7 3%

HTTP/1.1 200
Content-type: application/json

{
"ResourceldPreference": {
"ResourceldType": "string",
"Resources": [ "string" ]

I 7 7T 35
MRIIRERTY , NZBRS S KIEE HTTP 200 1R,
BRZ LA JSON = IR B LA T8,

ResourceldPreference

FIR YN ERREREEAFH Amazon Web Services I/~ ID B &I Amazon Web Services X
b

2K A : ResourceldPreference X &

BadRequest
MRABEBRZEXNERITEER (FIUSHELRIRDSBIESH ) |, WRELAE,

HTTP RS : 400

InternalServerError

WMRBRSF/RAR LSRR, WERELRAR,

PutAccountPreferences 413
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HTTP RRZSAH : 500

BESH
BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon ST RE

« Amazon i& AT .NET By SDK

« Amazon i& AT C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

» Amazon JavaScript V3 iRE4F X T ES
+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/PutAccountPreferences
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PutBackupPolicy
EFNHRENZHRR, IEALRERIRFELEIXHRENEDEHD.
BRI E

PUT /2015-02-01/file-systems/FileSystemId/backup-policy HTTP/1.1
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}

URI ERS

BEREALLT URI S,

FileSystemid
BEEENBN EFS XHREEMZ 10K,
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

B SR
BEREZ XA JSON XML THIE,
BackupPolicy
Z P ERMEBETE PutBackupPolicy &R,
A : BackupPolicy M &R

PutBackupPolicy 415
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RAriEmE

g R 15

HTTP/1.1 200
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}
g B T 3

MRERERT , MZRSH2KIEE HTTP 200 WAL,
AR5 LA JSON #&=0RE A T #HE.

BackupPolicy
HERXHRENZDER  BEHARTEERXFEIEZM.

A : BackupPolicy M &R

BadRequest
MREFRBABRIITEHR (FINSHRETHIRDZESE ) |, WERELKAR.

HTTP RZSXEE : 400
FileSystemNotFound

MRFRENIEEFileSystemIdEFREFRE , MiRE, Amazon Web Services Ik~

HTTP RS : 404

IncorrectFileSystemLifeCycleState

WRNHERENEDBARRSTRATA", WRELEAR,

HTTP RS : 409

PutBackupPolicy
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InternalServerError
MRRSFF/HALERER , MRERAR,

HTTP RRZSAH : 500

ValidationException
R ESKFTER Amazon Backup ARSSF 1] | Amazon Web Services X3, , 3R El,

HTTP RS : 400

BESH
BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon ST RE

« Amazon i& AT .NET By SDK

« Amazon i& AT C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

« Amazon JavaScript V3 liREH4F X T ES
+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/PutBackupPolicy
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PutFileSystemPolicy

#F Amazon EFS FileSystemPolicy R F Amazon EFS X# &%, XHRSEFEHRE—FMET IAM
TR , TUEEZ/MNEBEH, —MXHREBARE—INXHRAEKE , ZRETLERIA
KL, AT AR EAL API BERBEREHNVE XN KK, EFS XHREXKE 2 ANFRHNRE. &
BEEXNEKKE , CLBERIAER., BXRIAHREEBNESER , BSRMIAEFS HREE
B o

(@ Note
EFS XHREXKEE 2 TN FRRIRS,

WREEE elasticfilesystem: PutFileSystemPolicy BREMNER,
wRiES

PUT /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1
Content-type: application/json

{
"BypassPolicylLockoutSafetyCheck": boolean,
"Policy": "string"

}

URI ERS

BEREALLT URI S,

FileSystemid
ERNHBIEHEH FileSystemPolicy B EFS X# R4 ID,
KERS  FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

PutFileSystemPolicy 418


https://docs.amazonaws.cn/efs/latest/ug/iam-access-control-nfs-efs.html#default-filesystempolicy
https://docs.amazonaws.cn/efs/latest/ug/iam-access-control-nfs-efs.html#default-filesystempolicy

Amazon Elastic File System ArfEm
B R
BERFEZ XA JSON XA THIE,

BypassPolicylL ockoutSafetyCheck

(WiE ) BEREST FileSystemPolicy SiIELZERENH/RE. HIELELREWBEFERFH
RERDNPESME LA HIERN IAM EEERXHERS LR HARKE PutFileSystemPolicy
BER, REEITEHE LR HERN IAM EEERXHRS LR AL PutFileSystemPolicy &
ket 3 BypassPolicylLockoutSafetyCheck iRiEHN True. BRIAMENRN False,

KB . HRE

Policx

IEFE 02 # FileSystemPolicy, #3 JSON HAMKKENL . EFS MHRERER 2 TNFH
RIBR®SI, EWHA TR XA REREHTE |, HSH Amazon EFS E T HIRAY R,

RE : FFEH
KERS : KETRH? 1. RAKEN 20000,

B - [\s\S]+

I R7E 5%

HTTP/1.1 200
Content-type: application/json

{

"FileSystemId": "string",
"Policy": "string"

e 2 7T 32

MRERERT , MZRSHLKRIEE HTTP 200 WAL,

PutFileSystemPolicy 419


https://docs.amazonaws.cn/efs/latest/ug/security_iam_service-with-iam.html#security_iam_service-with-iam-resource-based-policies

Amazon Elastic File System

RAriEmE

AR5 LA JSON #&=0IR Bl LA T #E.

FileSystemid
}E7E FileSystemPolicy EAM EFS XH R4,
RE : ZH&H
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-

[0-9a-f1{8,40}|fs-[0-9a-f]1{8,40})$
Policy
EFS XHR%H JSON #XH FileSystemPolicy.,
KR FHH
KERS : KETRR7 1. &AKKENR 20000,
B 0 [\s\S]+

Hix
BadRequest
NREBRBAERINITEHR (FINSHETHIRDZESE ) |, WREKAE.

HTTP RZSXEE : 400
FileSystemNotFound

MREREMIEEFileSystemIdEFRFE , MIRE, Amazon Web Services ik~

HTTP RS : 404

IncorrectFileSystemLifeCycleState
WRNHEREHNEDBARRSTRATR", WRELAR,

HTTP RS : 409

InternalServerError

MRRSRIWREEIR , WRELRAR,

PutFileSystemPolicy
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RAriEmE

HTTP IRZESAH : 500

InvalidPolicyException

R FileSystemPolicy BAHRPEEHIR ( HIMSBELR R KB
REMEHAERZLRERIR , NIRE,

HTTP IRZSAH : 400

=~

2|2 EFS FileSystemPolicy

E

E4

), MRE, 0

AT ERBIEB—1FileSystemPolicy , AFFIE Amazon ZEFEALLRENRERIEEMN EFS X4

ROIER

PUT /2015-02-01/file-systems/fs-01234567/file-system-policy HTTP/1.1
{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

"Principal": {

"AWS": ["*"]

.

}
]
}
IR B2
{
"Version": "2012-10-17",
"Id": "1",
"Statement": [
{

PutFileSystemPolicy
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"Sid": "efs-statement-abcdef®1-1111-bbbb-2222-111122224444",
"Effect": "Allow",
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

15
"Principal": {
IIAWSII: [Il*ll]

},
"Resource":"arn:aws:elasticfilesystem:us-east-1:1111222233334444:Ffile-

system/fs-01234567"

}
]

BESH
BRUBEBSZ2—FEAL API WE Z{EE Amazon SDKs , SR THREA :

« Amazon S S1TRE

« Amazon @A T .NET #y SDK

+ Amazon & T C++ iy SDK

« Amazon i@ T Go v2 #J SDK

« Amazon i@ F Java #J SDK V2

« Amazon JavaScript V3 IR F AT ES
« Amazon i&fAF PHP #y SDK V3

« Amazon Python BF AT ES

« Amazon EFA T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/PutFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/PutFileSystemPolicy

Amazon Elastic File System ArfEm

PutLifecycleConfiguration

FERALIRETUEBR NG RENER. LifecycleConfiguration H—APHZANMENUTRHREN
LifecyclePolicy MRARK :

* TransitionToIA - WEPRMHREPHXHEMNEFM (FREFHSR ) BETMERFE (1A) 7.

* TransitionToArchive - MBI XHREFHXHNE L FIFMEE (1A SFRERMH ) BRA™T
fito

HEELRN IAFEEZE , XERETEERANAREM, EIt , TransitionToArchive EATREIRE |
EAXTEETF TransitionTo 1A,

(® Note
BREHEENERTEARMELERANEA R RS

- TransitionToPrimaryStorageClass - 7£ IA A EEPHFRIXHE , RENXHREFH
XHEBEIEFME (MRETFEE )

BREZER , FEREENHRGFH#,

B Amazon EFS X REHXF—MEwBAHREE , ZBEEERATEZXHR
SHNREX ., NRIEEXHRESEMN LifecycleConfiguration ¥REF

f£ , PutLifecycleConfiguration HASEXUERE, BREXHEIEZE
LifecyclePolicies $4AM PutLifecycleConfiguration AA&MBREMNAE
LifecycleConfiguration, EZiEXRS , EEU TN :

- BERR., ZRAIERELEGARERNXHEREN ID,

« LifecyclePolicy W&H LifecyclePolicies A , XLENRENAFXHBE IA 74,
BEER AR AR B E 7,

(® Note

Amazon EFS ERB8 LifecyclePolicy RRRAE R , R FEEFEH LM
LifecyclePolicy M&FK#i& LifecyclePolicies ., BEXREZELR , BSHUT
B0 Y R BIE K

PutLifecycleConfiguration 423


https://docs.amazonaws.cn/efs/latest/ug/lifecycle-management-efs.html
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WIREEE elasticfilesystem:PutLifecycleConfiguration REMNR,

EfLifecycleConfigurationWRNATFTMEBEXHRS , LEESUEMNE XSRS ERER

Amazon Key Management Service R,
R

PUT /2015-02-01/file-systems/FileSystemId/lifecycle-configuration HTTP/1.1
Content-type: application/json

{
"LifecyclePolicies": [
{
"TransitionToArchive": "string",
"TransitionToIA": "string",
"TransitionToPrimaryStorageClass": "string"
}
]
}

URI &RS

BEREALLT URI S,

FileSystemid
ERNHBE LifecycleConfiguration R XH RS ID ( FHE ) -
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

B 3RE

BEREZ KA JSON BRI U THIE,

LifecyclePolicies

ENXHRE LifecycleConfiguration S &K LifecyclePolicy X &#k
“, LifecycleConfiguration ¥REEGAHEREBHMUTHAS :

PutLifecycleConfiguration 424
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« TransitionToIA - A XHREPHXENETE (FFERREEX ) BEITMEILR (A) 7

fi&o
* TransitionToArchive - MBI XHREPHXHMNE L FIFHE (1A SFEFMHE ) BT
ERERD

EHGN A GFEEZE , MHERSETEEHRAAREM, Bt , TransitionToArchive EATREER
B, ELXTET TransitionTo 1A

@ Note
ARFRRXMERTEARMELEEXMNE AR T RS,

- TransitionToPrimaryStorageClass - 7 |IA R EH P HEXHE , EEEXHREH
M HBEEFM (FRETFHEE) .

@ Note
M put-lifecycle-configuration CLI @552 PutLifecycleConfiguration
AP| #4ERT , Amazon EFS BRS8N LifecyclePolicy WRRG— Rk, XEWREE
BXRIEXH , LifecyclePolicies #Af9EN LifecyclePolicy NRMWHKA , 84
BREBEBRNNT - INR. BEXEZERE , BSRUATHBI PR RGER

R - LifecyclePolicy X &R¥A

WAREA : &% 3 W,

I RETDS

HTTP/1.1 200
Content-type: application/json

{
"LifecyclePolicies": [
{
"TransitionToArchive": "string",
"TransitionToIA": "string",
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"TransitionToPrimaryStorageClass": "string"

I/ )7 7T 35
MBRIIRERTD , NZBRSHEKIEE HTTP 200 14K,
BRZ5- LA JSON &= IR B LA T EdE.

LifecyclePolicies

—RIEGEAMEERMK, EFS IEFBIMXMHREHKSZ KK,

A - LifecyclePolicy X SR¥4A

BERR : &% 3 W

Hix
BadRequest
MRBFRBAFRITESHR (SINSBETHSERDHKESH ) |, WERELERE.

HTTP R : 400
FileSystemNotFound

MRFEREMIEEFileSystemIdEFFHE , WEE, Amazon Web Services I/~

HTTP RZSMREE : 404

IncorrectFileSystemLifeCycleState
MREXHRGENEREAPRSFTRTA", MRELEAS.

HTTP RS : 409

InternalServerError
MRRFZRF/HAEER , MRERAAE,

HTTP RZSKEE : 500
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T~
tIEEREARERE

LT RBIERA PutLifecycleConfiguration #4ERIE LifecyclePolicy X R, LhRFIF0IE
—NE AR |, $8R EFS AT TIRE -

« FXHRGEFIE 30 RAREREF#EDHRSHRAEXHBE A 76,
« FXHRGERTE 90 RARERERM DI RSHWIAEXHBRFEEE,

« EIAREAEEEPHRNGE  FXABEREFR. DEFEXGER TEABEELEENM
B MR R RS

EXESES  WHH EFS FRENEEMRLHE.
ROIER

PUT /2015-02-01/file-systems/fs-0123456789abcdefb/lifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181122T232908Z

Authorization: <...>

Content-type: application/json

Content-Length: 86

{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_90_DAYS"
.
{
"TransitionToIA": "AFTER_30_DAYS"
},
{
"TransitionToPrimaryStorage": "AFTER_1_ACCESS"
}
]
}
IR B2

HTTP/1.1 200 0K

PutLifecycleConfiguration 427


https://docs.amazonaws.cn/efs/latest/ug/storage-classes.html
https://docs.amazonaws.cn/efs/latest/ug/lifecycle-management-efs.html

Amazon Elastic File System ArfEm

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-type: application/json
Content-Length: 86

{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_90_DAYS"
3,
{
"TransitionToIA": "AFTER_30@_DAYS"
1,
{
"TransitionToPrimaryStorage": "AFTER_1_ACCESS"
}
]
}

put-lifecycle-configurationCLI i& 3R 7=l
LR BA T 89 — R A 3% PutlifecycleConfiguration,

RPIER

aws efs put-lifecycle-configuration \

--file-system-id fs-0123456789abcdefb \

--lifecycle-policies "[{"TransitionToArchive":"AFTER_90_DAYS"},
{"TransitionToIA":"AFTER_3@_DAYS"},
{"TransitionToPrimaryStorageClass":"AFTER_1_ACCESS"}]

--region us-west-2 \

--profile adminuser

45l i) J8
{
"LifecyclePolicies": [

{
"TransitionToArchive": "AFTER_90_DAYS"

iy

{
"TransitionToIA": "AFTER_30_DAYS"

I,
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{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
}
]
}
EREWEARER

LT ROBEREEXHRENEwAREE,

RIER

PUT /2015-02-01/file-systems/fs-01234567/1ifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181122T232908Z

Authorization: <...>

Content-type: application/json

Content-Length: 86

{
"LifecyclePolicies": [ ]
}
T~ 451 W) Rz

HTTP/1.1 200 OK

x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-type: application/json

Content-Length: 86

"LifecyclePolicies": [ ]

\E >
BESH

BXRUBEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :
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« Amazon S TITRE

« Amazon & T .NET # SDK

« Amazon & F C++ iy SDK

« Amazon &M T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2

« Amazon JavaScript V3 lREHF A T ES

« Amazon &fF PHP #J SDK V3
» Amazon Python 4F AT ES
« Amazon AT Ruby V3 # SDK
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TagResource
A EFS BRGIZEIRE. WEFEAL APl RERIR EFS XHRAFMEASNTZ,
WREEE elasticfilesystem: TagResource BEMNNR,

BHRIEE

POST /2015-02-01/resource-tags/Resourceld HTTP/1.1
Content-type: application/json

{
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

URI iERS
BEREAUT URI S,
Resourceld
EEENHGEIREMN EFS RIRAY 1D,
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:(access-point/fsap]
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

wRE&
&R Z KA JSON BRI U THIE,

Tags
ERMK Tag IRWEH, B4 Tag HREFZE—MNRER,
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KA : Tag HRHBA

e R 1

HTTP/1.1 200

e B 7T 35

MBRERD , MZREFALLXEBTEZE HTTP EEXH HTTP 200 MR,

RS
AccessPointNotFound
MRERENIEEACcessPointIdEREFERE , MR

HTTP RS : 404

BadRequest
MRFREXBFRRTE

HTTP RZSXEE : 400
FileSystemNotFound

MREERENIEEFileSystemIdEREFERE , MR

HTTP IRZSMREE : 404

InternalServerError
NRBHSemAEEIR , MRELLAR,

HTTP RZSEE : 500

i
EXHRE LR
BT SR S M S K455 L BIB = MRS ( "keyl”.

HiR ( HINSBETRHERD &

R[E, Amazon Web Services Ik~

4 ;& ) )|_||J Elﬂ:tlj‘]‘ﬁ“o

B, Amazon Web Services M/~

||key2|| *u nkey3n ) o
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RPIER

POST /2015-02-01/tag-resource/fs-01234567 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{
"Tags": [
{
"Key": "keyl",
"Value": "valuel"
},
{
"Key": "key2",
"Value": "value2"
},
{
"Key": "key3",
"Value": "value3"
}
]
}
510 B2

HTTP/1.1 204 no content
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef

HESH
BXUBEES 2 — AL APl WESEE Amazon SDKs , HSHNTHE :

« Amazon IR 1TRE

Amazon & T .NET # SDK

Amazon & T C++ 1y SDK
EHA T Gov2 #9 SDK

Amazon & T Java By SDK V2

Amazon
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« Amazon JavaScript V3 lREHF A T ES
« Amazon i@ F PHP ¥ SDK V3

» Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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UntagResource
M EFS BRHPBIRIRE, AIAERALL APl 2/EM EFS XHREMBARBRIRZ,
WREEE elasticfilesystem:UntagResource BIEMIIR,
BEREE
DELETE /2015-02-01/resource-tags/Resourceld?tagKeys=TagKeys HTTP/1.1

URI &ERS#
BEREALLT URI S,
Resourceld
EEENPBRIRER EFS BiR,
KERS  FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:(access-point/fsap]|
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

TagKeys
ENEEN EFS BHRFPBRAVEBERSN AR,
BARR &P 1 MR, &% 50 W,
KERS : KETRN 1. ZRXKER 128,
B A [aAT{13IwWI {13 [sST{1}: ) ([\p{LI\p{ZN\p{NI_. : /=+\-@]1+)$

R

ZIERZBERIEL.
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g R 15

HTTP/1.1 200

I/ 7 7T 35
MRBRERT , MZREZFALLZEBTEZT HTTP EEXH HTTP 200 MR,

AccessPointNotFound
MRIBFERENIEEAccessPointIMEARFE , MRE, Amazon Web Services Ik F°

HTTP IRZSXEE : 404
BadRequest

MREFEREABRRESH R (HINSBETHIBROLKESH ) |, WEELERE,

HTTP R : 400
FileSystemNotFound

MREREMNIEEFileSystemIdEFRFE , MIRE, Amazon Web Services ik

HTTP RS : 404

InternalServerError

MRRSRIWREER , WRELRAR,

HTTP RZSE : 500

BESH
BXRUBFEESZ2—FERL API WEZ{EE Amazon SDKs , FZRIUTARA :

« Amazon S TITRE

Amazon AT .NET Ay SDK
Amazon & T C++ 1y SDK
Amazon & AT Go v2 Ky SDK
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« Amazon i@ F Java #J SDK V2
« Amazon JavaScript V3 lREHF A T ES
Amazon & F PHP #J SDK V3
Amazon Python i F X T ES
Amazon & F Ruby V3 # SDK
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UpdateFileSystem
EHAENHRENELEEABTEEULE,
BRI E

PUT /2015-02-01/file-systems/FileSystemId HTTP/1.1
Content-type: application/json

{
"ProvisionedThroughputInMibps": number,
"ThroughputMode": "string"

URI ERS

BEREALLT URI S,

FileSystemid
EFEHMH XA RE ID,
KERS  FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

w R
& R#EZ KA JSON BRI U THIE,

ProvisionedThroughputinMibps

(k) BERAEECNEN NG RETEENELE , LWEKFTER (MiBps) HEM, MEF
ThroughputMode i&E&H provisioned , M2 H4FEN . BRENR 1-3414 MiBps , LRMX
E., ERFIRE , 5B R Amazon Web Services X, BXREZER |, 525 (Amazon EFS
FFiER) RMER LIRS M Amazon EFS B,

RKH  NBE
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BRCEE : &/MER 1.0

ThroughputMode

(k) EMXHRENEFTUHERN, IRFTEFEHERN , WEFEEBERPRELE, NRF
ThroughputMode 2k provisioned , MAEHAMIZE ProvisionedThroughputInMibps
M1{E,

BME : bursting | provisioned | elastic
) 7 i %

HTTP/1.1 202
Content-type: application/json

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"

iy

"KmsKeyId": "string",
"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {

"Timestamp": number,
"Value": number,

"ValueInArchive": number,
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RAriEmE

"ValueInIA": number,
"ValueInStandard": number

Tags": [
{
"Key": "string",
"Value": "string"
3

1,
"ThroughputMode": "string"

}

e 5 7T 3

MRERERT , MZRSHLRIEE HTTP 202 WAL,

ARS5 LA JSON #&=0RE A T #4E,

AvailabilityZoneld

NHREGFE R A XEME— B -BERRR , N EXEXHRS

Mo BN |, usel-azlE us-

east Amazon Web Services Xigi-1 WAIAX ID , EEENTHAXF WA EEHERB. Amazon Web

Services K/~

KR ZHH

AvailabilityZoneName

RSB REFEN Amazon TAKX |, # AN EXEBXERSGEER. EXEZER
{Amazon EFS AF#Erm) FWEA EFS 73,

KR FHH

KERS : KETRI 1, KELR) 64,

- W

CreationTime

THREHBIENE |, LR B (B 1970-01-01T00:00:00Z #2 ) »

KA - pfE B

CreationToken

BRPIEENTERTHR,

ESH

UpdateFileSystem
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KH . FHFH

KERS : KETRI 1, KELR) 64,

B L+
Encrypted
—NBRE , MRIERH true , MEBRXHREENER,

XKH : HRE
FileSystemArn

EFS M#R£H Amazon BRE# (ARN) , XH
arn:aws:elasticfilesystem:region:account-id:file-system/file-
system-id . FEHATRHIBIEHNRE : arn:aws:elasticfilesystem:us-
west-2:1111333322228888:file-system/fs-01234567

KHE  FHREH
FileSystemid
X FR4% ID, B Amazon EFS 2B,
KE: FH&H
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

FileSystemProtection

HR X RS LRV RIP ZhEE,

A : FileSystemProtectionDescription 3 5

KmsKeyld

Amazon KMS key A FRF INZ X HREHH 1D,
KA . R
KEAR : FRKKER 2048,
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B3 A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$

LifeCycleState

X REH Lo B HR ER o
KR FHH

BME : creating | available | updating | deleting | deleted | error

Name

ALEXHRERIIRE | SIE Name i57E, BXEZEER , i8S H CreateFileSystem, R4
R 4HE Name #5% , Amazon EFS £IR[E b FERHHIES

KR FHH
KEARXR : FAKERN 256,

B AC\P{LIN\P{ZI\p{N}_.:/=+\-e]*)$
NumberOfMountTargets

XHERGHTUWER B, BXEZEER , 52 CreateMountTarget,

KR B
BFEE : &/IMER 0,

Ownerld
Amazon Web Services k= B2 X H4R5H.
KH: FHEH
KERS : FAKER 14,

B A(\d{12}) | (\d{4}-\d{4}-\d{4})$

PerformanceMode

NHERGHHEREER,
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KH . FHFH

BME : generalPurpose | maxIO
ProvisionedThroughputinMibps

XHRENTEREFLE ( L MiBpstTE#£L ) . XEAMNE ThroughputMode RE N
provisioned WX HREE Ko

KA NEE
ENeHE : &/MER 1.0,
SizelnBytes

XUREPFEFEEOBENRFEATTERD (ULFEFTREN ) (EH Value FEH ) , URBE

EA/NRE (EE Timestamp FEHF ) . Timestamp B2 1970-01-01T00:00:00Z LAk #y %
BB, SizeInBytes BH FREXHRE—HRBOAN , BERYFEEANH RSN , %A
BAARE—H, BREN , VAR AN ERRSULEREN | SizeInBytes F
RIRZEBRKD. BN, ZEFTRXHREEEMTE BB K D,

A : FileSystemSize X &
Tags
EX#HREXBNEE |, U Tag RKHBEARREN.

KA : Tag WR¥BA
ThroughputMode

ERLHRENELBMR, BXESEL , WSH (Amazon EFS AP EE) FHELEML,
SR

AMUE : bursting | provisioned | elastic

%
BadRequest
MEBEBREXNERIBEE R (FIUSHELRERDXESH ) , WRELKAS,

HTTP IRZSAH : 400
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FileSystemNotFound
MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

HTTP RAAEE : 404

IncorrectFileSystemLifeCycleState
MRNHREHNERAIRSTR TR, WRELAR,

HTTP IRZASAKE : 409
InsufficientThroughputCapacity

MRZXEEBNRERMEFNNELE , NRELAR, ZHETEEFHEEX TOIBRNXHR
g, ZHENMAEXARENTREFHE 2NN XHRENREFHEE N E I TR
BEETEENAN  TRESEOLE. FREER.

HTTP RS : 503

InternalServerError
MRRFFWHAEER , MRERRAAE,

HTTP RZSXE : 500
ThroughputLimitExceeded

WRBTEXLE 1024 MiB/s NEHEBRFMELTEZEXFLERAHTEEFHE , MIRELIE,

HTTP IRZSAH : 400

TooManyRequests
NREFREFHEEXSIRENMEEFLEBZINIEERED 24 /et , NRE,

HTTP RS : 429

BESH
BXRUBEEBESZ—FERL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon S I{THE
« Amazon S&FF .NET By SDK
« Amazon & F C++ By SDK
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« Amazon &M T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2

« Amazon JavaScript V3 lREHF A T ES
« Amazon i@ F PHP ¥y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 # SDK
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UpdateFileSystemProtection
BN HREHNRE,
WIREEE elasticfilesystem:UpdateFileSystemProtection BIEHIR,

FRIEE

PUT /2015-02-01/file-systems/FileSystemId/protection HTTP/1.1
Content-type: application/json

{

"ReplicationOverwriteProtection": "string"

}

URI &ERS#

BEREALLT URI S,

FileSystemid
EEHNHFRE 1D,
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

53R
R#EZRA JSON AU THIE,

ReplicationOverwriteProtection

XHRENE HBE R IRES

« ENABLED - b X RETEAKEFIHREFTHNERXERG. XERGERAEN. RIABILT,
SHIBER EEL T ENABLED A7,

« DISABLED - WNHREAUAEEFREFRHNWBERXERE. WHERERREN , RegBEY
EFS S#l# T8N,
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« REPLICATING - WXHRAEAEEFREFHENRXHRE. XHRERREN , NEY
EFS &3 T8,

MRBPBREFEE K MXHRENEFNBERFPIEFTERSAH , XMHEREFENTBERS.
KR . ZEH
B3{E : ENABLED | DISABLED | REPLICATING

g R 1

HTTP/1.1 200
Content-type: application/json

{

"ReplicationOverwriteProtection": "string"

}

I 7 7T 35
MBRIIRERTD , NZRS L KIEEB HTTP 200 MR,
BRSS LA JSON IR [E LA T EdE,

ReplicationOverwriteProtection

NHRGNE R B RRYT RS,

« ENABLED - kX R EFTEEREEFBHEFHNENRXHRE, XHRERUEN, BRIABERT ,

E HIBERT EE T ENABLED RS,

* DISABLED - WX RE T AEEFIEETHNERXHRE. XHERERREN , RAEELY

EFS EH# TR

« REPLICATING - kX REEREEFBEEFHNENRIHRSE, XHRER2REN , ReEEd

EFS EH# T X
MRBBREHERE  WXHRENEFNBZRIPIEFEFRSA  XHEREFEANTBERS

KR FHH

UpdateFileSystemProtection
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B{E : ENABLED | DISABLED | REPLICATING

Hix
BadRequest
MRFRBFABRITEHR (HIMSHRETHIRDSZESE ) |, WRELKAR.

HTTP RZSREE : 400
FileSystemNotFound

MRFERENIEEFileSystemIdEREFE , MEE, Amazon Web Services Ik~

HTTP IRZSXEE : 404

IncorrectFileSystemLifeCycleState
MEXHRGENERAPRESFTRTA", MRELEANS.
HTTP RS : 409

InsufficientThroughputCapacity

NREERBNRERTMEFHANELE  WRELAR, ZHETREFLERX TEIBXH4HR
g, Z2REMIBEXHRENTEEFHE , R=HVRAB X RENRETLERAE SN FE
ERMERAN , TRERELE. FREER.

HTTP RS : 503

InternalServerError
MRRFF/HAERR , MERERAR,

HTTP IRZSAH : 500

ReplicationAlreadyEXxists
MRNHRGEILSEEFRES , NERELAR,

HTTP KA : 409
ThroughputLimitExceeded

WRBTEXE 1024 MiB/s HEHEBRFMELTEZEXEFLERAHFEEFTHE , NIREIE,
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HTTP IRZSAKE : 400
TooManyRequests

NREERFUHERAYRENMEEFHEECIIBESFHED 24 /et , NEE,

HTTP RANHE : 429

BESH
BRUBEBSZ2—FEAL API WE Z{EE Amazon SDKs , SR THEA :

« Amazon W RITHRE

+ Amazon @A T .NET #9 SDK

« Amazon i& A F C++ #y SDK

« Amazon &M T Go v2 i SDK

« Amazon &R F Java #J SDK V2

« Amazon JavaScript V3 lREHF A T ES
+ Amazon AT PHP # SDK V3

« Amazon Python i & T ES

« Amazon & T Ruby V3 #J SDK

HiERE
FHTRIERR .

* AccessPointDescription

» BackupPolicy
* CreationInfo

* Destination

* DestinationToCreate

* FileSystemDescription

» FileSystemProtectionDescription

* FileSystemSize

+ LifecyclePolicy

BHIEHRE
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https://docs.amazonaws.cn/goto/aws-cli/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/DotNetSDKV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
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* MountTargetDescription

* PosixUser

* ReplicationConfigurationDescription

* ResourceldPreference

» RootDirectory

* Tag
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AccessPointDescription

REX EFS XHREEARHER,

NE

AccessPointArn
S5 A S KB EE— Amazon BRE# (ARN) .
KA FHH
KERS : RAKEHN 128,

B : rarn:aws[-a-z]*:elasticfilesystem:[@-9a-z-:]+:access-point/fsap-
[0-9a-T]1{8,40}%

AccessPointld
EASID, B Amazon EFS 2.
RKE  FRH
KERS : FAKKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-T]{8,40}|fsap-[0-9a-T]1{8,40})$

ClientToken

BERFEENTERAEZNS , LBRESCE,
KR . ZHFH

KERS : KETRRA 1. KEERR 64,

B L+
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FileSystemld
HR RN AEIN EFS XHREW ID,
RE : ZFH
KERS  FAKER 128,

BX : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

LifeCycleState

FRREA RN EG AN ER.
KA FRER

B : creating | available | updating | deleting | deleted | error

Name

EASNBEH. X2 Name FrZHE,

KA ZHH

Ownerld

#5112 Amazon Web Services Ik HEZEA LB RM,
KA . 2R

KERS : RAEKERN 14,

B A(\d{12}) | (\d{4}-\d{s}-\d{4})$

PosixUser

SSEM POSIX B4 , G A S IDs FMAF ID, 4 ID MEEBIA |, NFS B A iZiEA
1TPRA X 1E,
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KA : PosixUser W&

RootDirectory
EFS XHRSGELNBE R , BARSNEENRER , AERAEARN NFS B RAT.

A - RootDirectory X &

Tags

EEARXRBRIFE  URENKRBLANERXZNR.
KA : Tag HRHA

BESH

BXRUBEEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

+ Amazon & F C++ By SDK
+ Amazon & F Java By SDK V2
« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/AccessPointDescription
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/AccessPointDescription
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/AccessPointDescription
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BackupPolicy

RATHEEEARONXHRENZD R, MBIRESMEN ENABLED , MR RXHREEERTZF
B, BXEZEE , BZHEIEH.

ok
Status

R X R Z D RBHIRES,

« ENABLED - EFS EZE BaI &0 X KR4

« ENABLING - EFS EEFBXHREBZHEH
* DISABLED - EXHAIXHREBHEZD,

« DISABLING - EFS EEXHAIXHREBHZD

KR FHH
A3K{E : ENABLED | ENABLING | DISABLED | DISABLING

FESH
BXRUBEBES 2 —FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon 5S&FF C++ BY SDK
« Amazon & F Java 9 SDK V2
 Amazon i& AT Ruby V3 #J SDK
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https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#automatic-backups
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/BackupPolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/BackupPolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/BackupPolicy
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CreationlInfo

MRIEEM RootDirectory > Path A EEMXFE, HEEMNATEA KK POSIX IDs FXFR
RootDirectory > Path, MRAF KR EA FAFE , WHFFREZDHE K/ , EFS ERAXLER
ERZRE R, ¥8E CreationInfo i} , BAMEBEFTERBHENE.

HEEEERMET Creationinfo: OwnUid, ownGID 1 B FXBRJG , Amazon EFS T &¢|EE B &, MR
BRREEESR | Amazon EFS F2t|EB B F., MRBERAELE , NEAZASHRTEENZIR
R,

/A Important
MREFEM CreationInfo HF HIEEH RootDirectory NFME , M A R KR X H
RENZ T ERM,
RE
OwnerGid

FEEERNAZI RootDirectory I POSIX 4 ID, #EZNF 0 Fl 2432 Z AIHI{E (4294967295),
RE . KER
BREE : &F/MEN 0. HRAENR 4294967295,

OwnerUid

EEENAE RootDirectory B9 POSIX FAF ID. #EZ N T 0 El 2432 2 @ME
(4294967295),

ELIRES 1
BHERE : &/MEN 0. EAEN 4294967295,

Permissions

EEERAZ RootDirectory B POSIX R , 1= FRR AR R K AL AY /= HIEK
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KH . FHFH

KEAR : RPKERN 3. RAKER 4.
B A [0-71{3,43%

FiESH
BXRUBEES2—EHA APl WEZEE Amazon SDKs , iI5Z R THREA :

» Amazon ;& F C++ #J SDK
+ Amazon & F Java #J SDK V2
« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreationInfo
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreationInfo
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreationInfo
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Destination
iR E HIEE P RY B R XX RS
ES
FileSystemid
Amazon EFS X#*4: ID,
RE : FFH
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

Region

B HREFTERN. Amazon Web Services X5

KA . ¥R

KERS : KETRN 1, KELRR 64,

BWR : AMa-z]1{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-{0,1}[0-9]1{0,1}$
Status

MR EHRBHRS. BXEHRSHESEE , §5H Amazon EFS AR EETRNEE 5 501
1.

KA . FHH
B%{E : ENABLED | ENABLING | DELETING | ERROR | PAUSED | PAUSING
LastReplicatedTimestamp

BRI RS LRI TE R —IRE S AIRT Al 2 B[R] 2 BUXS IR S 4R R S b 19 B3 P A a9 £ 47T
ERMERDEFTBIRXMHRE, FREZERENEMNERRATERELTETEEH,
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https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
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i I 11 F5

Ownerld

B X REFIER ID.  Amazon Web Services ik F
RHE : ZH&H

KERSH  RAKENRN 14,

B A(\d{12}) | (\d{4}-\d{4}-\d{4})$

RoleArn

B IAM B SR EDE B RE R (ARN) , ZA BV Amazon EFS REREHTES, N TE
EES , X2AEN , N TEKSSH  WRLEN.

KA . R
KEAR : RAKERN 2048,
] : arn:(aws[a-zA-Z-]1*)?:iam::\d{12}:r0le/?[a-zA-Z_0-9+=, .@\-_/]+

StatusMessage

BEAEXEH HFrE EPAUSEDRERRRORIRAMIFMEENHE, AXEHIRSHEHENESZEER
5 Amazon EFS AFEERANEFEFiF1E,

KE : FREH

BESH

BXRUBEBES 2 —FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon S&EFF C++ By SDK
« Amazon & F Java Y SDK V2
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https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/Destination
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/Destination
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« Amazon & T Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/Destination
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DestinationToCreate

1R FIE BT RIB R B AR R,

- MRESHIFFAXHRE , BTFEN BB RGEEBEXH RS ID. Amazon EFS BIET —4
N ZEXHRG. N TEXEEME , FEEEEHRUEX4RENTHAX, EFEARIAKMS
Amazon Key Management Service Z48 AN ZE4R |, BIEEZEH. EXEZER , H5H
Amazon EFS AP e L& % Amazon EFS XHREHNEHl.

® Note
BEXHRER , BFTEE L KMS ZARMERER

- MRBLEEFIERXHRGEE—NMNKFNAEXHRE , WEERHEZEFH TN XHRSEMN ID
= Amazon BREZF (ARN), XMBANHKHRENEFBERYTF . BXEZEE |, i55H Amazon
EFS AP e EH 2 IAE XHRS.

- MREBERNHREEFIERXHRETRNKFPHIXHRE (BERTES ) |, WFEREXH
REHY ARN F 72 1F Amazon EFS XY BRIk HITEFIR IAM B8, KAZRANHRENEFES
R, BREZEELE , 5 Amazon EFS A7 #5E Amazon Web Services I~ R RIS E .

ES
AvailabilityZoneName
ROREREXFRIXAHRS  BFEEEEETIRZBHRNXHREH A XK E .
RE : FFH
KERS : KETRAN 1. KELRHA 64,
B L+

FileSystemld

ERTERNXHREN ID HARN, N TEKFEH , XSM2 ARN, HMEER 4RGN EH
BEEFITIEE, MRAKIEE ID X ARN , N6 — NN XHRE.

KA PR
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https://docs.amazonaws.cn/efs/latest/ug/create-replication.html
https://docs.amazonaws.cn/efs/latest/ug/efs-replication#replicate-existing-destination
https://docs.amazonaws.cn/efs/latest/ug/cross-account-replication.html
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KERS  RAKER 128,

BX : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

KmsKeyld

EBEERTNEBHRXHRLEH Amazon Key Management Service (Amazon KMS) Z4H,
MREFIEE KMS %48 , Amazon EFS fF{EH Amazon EFS KIBRIA KMS %48 /aws/
elasticfilesystem, Lt ID AIR TR Z— :

« BID-BHM B | M0 1234abcd-12ab-34cd-56ef-1234567890@ab.,

« ARN-f5l20 |, Z24A/ ARN, arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

- BHE - 2B NRBENERERN , W alias/projectKeyl,
« #50% ARN - #3128 ARN , fflf0 arn:aws:kms:us-west-2:444455556666:alias/

projectKeyl,
KA . FHEH
KEAR : &AKERN 2048,

B3 A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-T]1{4}-[0-9a-T]1{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$

Region

EIRFEAXEFEENXERS |, BIEEZE Amazon Web Services Xig E P82 B iR XX R
G, BRRNBERNHGRENBARXE, Amazon Web Services Ik BXEZEEL , H5H (
Amazon BASESE1E®) Amazon Web Services XiZiH iy “EE",

KA FHSH
KERS : KETRA 1, KELRN 64,
B3 : ~Ma-z1{2}-((iso[a-z]{0,1}-)|(gov-)){0,1}[a-z]+-{0,1}[0-9]1{0,1}$
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https://docs.amazonaws.cn/general/latest/gr/rande-manage.html#rande-manage-enable
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RoleArn

B IAM B BRI DETRE R (ARN) , ZA B Amazon EFS RERHEMITES. NTE
KEEH  XRAEN , N TEKSEH , M2AFEN.

RH . ZRFH
KEAR . RAKERN 2048,
B : arn:(aws[a-zA-Z-1*)?:iam::\d{12}:role/?[a-zA-Z_0-9+=, .@\-_/]+

HESH
BXUBEBTZ— AL API WESE S Amazon SDKs , HSHUTREA :

» Amazon ;& F C++ #J SDK
+ Amazon & F Java #J SDK V2
« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DestinationToCreate
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DestinationToCreate
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DestinationToCreate
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FileSystemDescription

RERZNHER,

N

CreationTime
XA RGBT E , LN A (B 1970-01-01T00:00:00Z #2 ) .
RKH  EB

CreationToken

BFRPEENTEAFZRH,

RKE  FREH

KERS : <RETRI 1, KELRH 64,
B+

FileSystemld
MRS D, B Amazon EFS 2,
KH: FHEH
KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

LifeCycleState

XHREMNE BN R,
KR R

BME : creating | available | updating | deleting | deleted | error
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NumberOfMountTargets

XHREHaNERHBRR. BXEZEE , 55 CreateMountTarget,

KR B
BIEE : &/MER 0,

Ownerld
Amazon Web Services I/ S X HREH.
RHE : ZH&H
KERS : RAKENR 14,
B A(\d{12}) | (\d{43-\d{4}-\d{4})$

PerformanceMode

NHRGREREER,
KHE: FH&H

BME : generalPurpose | maxIO

SizelnBytes

XHREFEENBENSEFEATERD (UFTREMN ) (EH Value FEH ) , UREE
BZAR/DHIETE (EHE Timestamp FEBHF ), Timestamp E2Z B 1970-01-01T00:00:00Z LAKHY
B, SizelnBytes EHFTRENMH4RE—BRBHAD , BERYZEEAXHREN , ZE
BALARE -, MR , REEBIJLANNERIETE R RIS R LR |, SizeInBytes =F
REKEBRKRD. BN, ZEFRXHEREEEMETELIFEED KD,

%A : FileSystemSize J R
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Tags
EXHRERBEWIRE | L Tag WRBAFRNED,
KA : Tag WRHA

AvailabilityZoneld

NHREMETRAXWE — B —BWRAEF , RN EXEXHREEM. i , usel-azl_ us-
east Amazon Web Services Xigi-1 WAIAX ID , EESNTAXF W EEHERE. Amazon Web
Services K /=

KH : FHH

AvailabilityZoneName

RS HREFREN Amazon TAK , FERXNERBXHREER. EXEZELR , FSH
{Amazon EFS AF#grm) FWEA EFS 73,

KE . PHE
KERS  KETRY 1. KELR) 64,

B L+
Encrypted

—ANHRE , MRIRH true , WERXH4REENE,
KR . HRE
FileSystemArn

EFS XHREH Amazon BIREZH (ARN ) , XH
arn:aws:elasticfilesystem:region:account-id:file-system/file-
system-id N, FERATRHIBIEHNRE : arn:aws:elasticfilesystem:us-
west-2:1111333322228888:file-system/fs-01234567
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https://docs.amazonaws.cn/efs/latest/ug/storage-classes.html
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KH . FHFH

FileSystemProtection
HRXHRE LR ThEE,

F A : FileSystemProtectionDescription XJ &

KmsKeyld

Amazon KMS key A FR¥F INZ X HREHH 1D,
KA FHFER
KEAR : RAKER 2048,

B A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-T]1{12}]
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})]|(alias/[a-zA-Z0-9/_-1+))))$

Name

AR X GREFMNIRE |, BIE Name 7L, BXEZFEE |, i5ZH CreateFileSystem, MRXXH
R4%H Name #5% , Amazon EFS 2R E| Lk FERHPHE,

KE: FH&H
KEAR : RAKENRN 256,
B AC\P{LN\P{ZN\p{NI_. : /=+\-e1*)$

ProvisionedThroughputinMibps

XHRGEHTMEERTE (L MiBps 224 ) » XEMAF ThroughputMode ZEH
provisioned WX #HR5EHE Mo

RKH NBE
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BRCEE : &/MER 1.0

ThroughputMode
ERNHRENELEEN, BXESER , 2 M (Amazon EFS AiFER) PHEHEE,
KA FHH
AMUE : bursting | provisioned | elastic

HESH
BXUBEBTZ— AL API WESE S Amazon SDKs , HSHUTREA :

» Amazon ;& F C++ #J SDK
+ Amazon & F Java #J SDK V2
« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/efs/latest/ug/performance.html#throughput-modes
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/FileSystemDescription
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/FileSystemDescription
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/FileSystemDescription
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FileSystemProtectionDescription
IR R E LR ThEE,

AES

ReplicationOverwriteProtection

NHRENEH B BRI EVRS.

e ENABLED - Lt MHRSEFEAEEFHREFNERXHRSE, XHERERTEN., RIAERT ,
EHBERIIIEEL T ENABLED IR,

« DISABLED - kX RS AEEFREFNENRXHRSE, XHRE2REN , REEd

EFS & #3715,
e REPLICATING - WXH#RAEAEEFREEFHBERXHRSE, XHRERREMN , RgeEd
EFS & #1718 K,

MEMBEHRE  WXHRENEHFERFDEBETRR , MHREFEH TERS,
KA . Pl

B3{E : ENABLED | DISABLED | REPLICATING

BESH

BRUBEBS2—FEAL API WEZ{EE Amazon SDKs , SR THREA :

« Amazon & F C++ #y SDK
« Amazon & F Java B SDK V2
« Amazon & F Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/FileSystemProtectionDescription
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/FileSystemProtectionDescription
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/FileSystemProtectionDescription
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FileSystemSize

NHRGEHFERNBENSHESATERAD (AFTREM ) (EH Value FBRHP ) , ARBEIZX
PNEYESE (FEH Timestamp FERHF ) o ZEATKRERXHRE—BRBHIKD , BRIRBEANHF
RGN , ZEKRLFREF - R , AEEEI/LNMIEHRBRARERIHERSH , WES X
REFRARD. B, EF—ERXHREEEMEEKIETT KD,

ES

Value
FREXHRETNBENSFHEHTERN (AFTREM ).
RE  KEH
BREE : &/MER 0,

Timestamp

BE Value ZERPIREIMBIEAR/DHIATE, ERB 1970-01-01T00:00:00Z LASKHI BEF B,
g IR 5 11 Bs

ValuelnArchive
FREPEFEERPPIBENEFEATERD (AFTRENM ).
KA . KER

BREE : &/MEN 0.

ValuelnlA

EHRETTMED R EHEEFNBRENSRSFEATERD (LEZTRENM)
KA. KER

BREE : &/MEN 0,
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ValuelnStandard

EREMEEREPHRENSTEMTRAN (UFTREM),
RH . KEH
BREE : &IMER 0,

BESH

BXRUBEEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

+ Amazon & F C++ By SDK
+ Amazon & F Java By SDK V2
« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/FileSystemSize
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/FileSystemSize
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/FileSystemSize

RAriEmE

Amazon Elastic File System

LifecyclePolicy

Rt AMEREEANRRE , IRBIEEMAMMEXHEANKLEF@EE. BXESZER  FSRHER
MHRGIFHE.

(® Note
£ put-lifecycle-configuration CLI @352 PutLifecycleConfiguration API
#B®1ERT , Amazon EFS EXREA LifecyclePolicy WRABF — X, XEWRBEEBERE
XH , LifecyclePolicies #4#iE N LifecyclePolicy WRHNEA K SNERFN T
— MR, BXEZELR |, 55 PutLifecycleConfiguration # B &K R4l

ok
TransitionToArchive

HEFE (FEF#ER ) PERBRIXHENRE , EZRBZERNHBEOEFME, BW5H
B RXABREFRBERETEEXHLRSEH.

RE : FREH

B3E : AFTER_1_DAY | AFTER_7_DAYS | AFTER_14_DAYS | AFTER_3@_DAYS |
AFTER_6@_DAYS | AFTER_90_DAYS | AFTER_180_DAYS | AFTER_270_DAYS |
AFTER_365_DAYS

TransitionTolA

HERFH (MEFMR ) PERBRIXHENRE , EZRBZERXHEBETHETR (IA) 7
i, I H B RARSETRFERETEEXHHRES,

KH : FHFH

B{E : AFTER_7_DAYS | AFTER_14_DAYS | AFTER_3@_DAYS | AFTER_60@_DAYS
| AFTER_9Q_DAYS | AFTER_1_DAY | AFTER_18@_DAYS | AFTER_270_DAYS |

AFTER_365_DAYS
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https://docs.amazonaws.cn/efs/latest/ug/lifecycle-management-efs.html
https://docs.amazonaws.cn/efs/latest/ug/lifecycle-management-efs.html
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TransitionToPrimaryStorageClass

EIARAMERPHRXHE  REFXABEE () FiE. BWIHBERRNBRETHIERE
TEEXHL RS

KR FHE
B3{E : AFTER_1_ACCESS

HESH
BXUBEBTZ— AL API WESEE Amazon SDKs , HSHUTREA :

» Amazon ;& F C++ #J SDK
+ Amazon & F Java #J SDK V2
« Amazon A T Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/LifecyclePolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/LifecyclePolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/LifecyclePolicy
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MountTargetDescription

RAN R B FRAVHR,

NE

FileSystemld
ERENEATHXHRE D,
RE : FFH
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

LifeCycleState

HER B £ FHRA
KH : FHH

B : creating | available | updating | deleting | deleted | error

MountTargetld

REDEHEREB R ID,

KA . 2R

KERS : R/PKERN 13, RAKER 45,
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