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=K. REEXDKNE,

BEOE , A/F%ER Create load balancer ( RN FPHTHEE ) . ZRUEIEHR , — ERIAEMES
MATFRESER. QRAEEESE , BULEENEEBEl]. BXEZER , B0 AFHY
BB,

SRR 4 N AEHETER

SIENBBERRE , BIAT EEQEN EC2EHRIERE.

plREAE 2k

1.

2
3.
4

EEWBI SR OIEARHEERNEH G , 1£#F Close,

ESME KT Load Balancing (7A#k391%5) T , %% Target Groups (B #54).

IR AIER B R4,

1%$F Targets HRIFBHWEFIREEME . MREHPRD R initial , RUERREN , EHIHE

EMERES  FERBELIUNEESTAENETRARER/NEE, EENED —PRHIBRS
A healthy fm , BN A EIGERR

ESMERKFH Load Balancing (fa 5k F#7) T , i%3#F Load Balancers (£ 19#21).

R OIEN AR ESE.

R HR H S H 1 E S E35M DNS &#5 ( #l20 , my-load-balancer-1234567890abcdef, elb.us-

east-2.amazonaws.com ) . % DNS B ¥R E 2iF#E Internet B Web X SEEFH it A, 0
R—YIEE , BRI RERSS[NIRIATE,

B4 WA FIDE R 7
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8. (FNE)EENEAMUTIRMAN , FSEAIAL

SES5: (k) MERERN RIS ER

HEENABEERTACRE  ERENREEZTHNEINIH 2 PIEINER, SETBREATY
fgeRet , AR EMER. ANBEERENRZE  EETEFTEINNBHOERTA. BEE , BERKR
BIERF2HWERBERPIIMO B4R, Flm , BERAIEET0IZNARBERE , £ EC2
KOIFFBRERIETT

i A A B BR A9 Hr 88
$TFF Amazon EC2 ##1& , Mt A https://console.aws.amazon.com/ec2/,
ESMBERFH Load Balancing (15 F#) T , #%&#F Load Balancers (£ 19#88).

1
2.
3. EFRAFIIHBRMNEILE , AFAORIERE Actions ( 21E ) F Delete ( HIBR ) -
4. HRZERHITHIAN | iE$F Yes, Delete ( 2 , HBR ) o

FW|S5: (W) MEREH B 8


https://console.amazonaws.cn/ec2/
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465 A N A2 S 358788 Amazon CLI

FYRBEFIEFNANARFARBEER, Amazon CLI

AFS

- FFIRBIHER T
- BlERARIGEE

« JRINHTTPS f0ras
- FINETERENES
- MiBR A E R

FFIa B ER TE
- FRAUTHSARIFSEREEIZITXIF Application Load Balancer 8 Amazon CLI ixZ<,

aws elbv2 help

MREREVEIREEE T elov2 TR2ERIEE , BEHEH Amazon CLI, BXEZER , HS
¥ Amazon Command Line Interface F F 188 Amazon CLIFF ) Z 2% AT ANHY o

- EELIE R (VPC) HEZNEMN EC2 KHl, BARXLSLHIN R A ARVFERMTYT R O FIZ TR
KREROD, BXEZER , BEZH BERnEE 4,

- REZVUBNLATRITES IPv4 X2 AT ITEER. IPvd IREHERFIHER IPv4 bt
SH89%58E , BEALED, MEREFEZFIRFER IPv4 # IPv6 thit SR EITHEERBE ,
B A dualstack, BB AILAEA dualstack 5/aiw B ¥r ( 140 IPve B ARFH Nk FM ) BE.
IPv6

s BFHESN EC2 £l EZ%&E Web BRSE5 |, #ila0 Apache S EBM{E B RS (11S). HHRIX LESLH]
NEL4AAFwD 80 LA HTTP i5E,

I MBI E =R

BOEE - AFERE  FERATIR,

FHEaRIAY R T 9


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
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ke dnks ek b

1. fEMcreate-load-balancerin S 8|2 A&, BUNEBEEXRETFTETRAXHHENFM,

aws elbv2 create-load-balancexr --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE

i f create-load-balancerin 5 8l fidualstackZ 5 &5,

aws elbv2 create-load-balancexr --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE --ip-address-type dualstack

i a S AHYE R/ Amazon Resource Name (ARN) , #XI0TF :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/app/my-load-
balancer/1234567890123456

2. f{EMcreate-target-groupin S OIZE B R4 , EEELA T EC2 4618 VPC,

BT LABIZ IPv4 5 IPv6 EMBFA NSRRI ERREK. BIRAR IP it RERE T 0ig
R A T Eiam B Rt TREURRE /IR E FRZITIRRE [P ARZA,

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

mEEEERAMN ARN , BXI0T :

arn:aws:elasticloadbalancing:us-east-2:123456789012:taxgetgroup/my-
targets/1234567890123456

3. fEH register-targets SRR SEHEM B B Fr4A

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-@abcdef1234567890 1d=i-1234567890abcdef0

4. {5 create-listener i T AEBN I EIFCIEMTES | ZMUTESH A ERE XD BrEERIA
o

elfednt=4kt 10


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-target-group.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/register-targets.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-listener.html
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aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTP --port 80 \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

mHAEEMTEEN ARN , BT ;

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenexr/app/my-1load-
balancer/1234567890123456/1234567890123456

5. (Al ) &R LAE A LU RN describe-target-health @ S 1R E B #r4E B SEM B FREVIE1TIRR

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

AN HTTPS {iirss

MREWAE® HTTP UM A BIGESR |, W AHRM T AR HTTPS TR,
[6) S B9 LB IS BRI HTTPS 1728
1. EATIREZ—CIEERTREIT%ERM SSLIEH :
- f£F Amazon Certificate Manager (ACM) BIEEH S AiEH., BEXEZEE |, S HAmazon

Certificate Manager AP EEEH B IFLAKIEBHS AUEH,

- f£F Amazon Identity and Access Management (IAM) LZIiE$H, BEXEZEL |, H5H IAM
AFEEPHERRSSFIES.

2. fEMA create-listener i S RIEZMTES , ZMWESFT AN BERELT B/RAMNERIAAN, E62
HTTPS {resat , MAMIEE SSL EH, HFEE , BLUERA --ssl-policy kIS EMRIAE
Z I\ SSL KK,

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTPS --poxrt 443 \

--certificates CertificateArn=certificate-arn \
--default-actions Type=forward,TargetGroupArn=targetgroup-arn

W0 HTTPS {iir 28 11


https://docs.amazonaws.cn/cli/latest/reference/elbv2/describe-target-health.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-public-certificates.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-listener.html
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AINETRENEH

MREH YT ER BB AR RFE R B — DN BARARNBABN |, WA —MFERE R u,:,—/\ga=

URL By BARARAN, a0 , AL —RIEREEA S - EARE , FREREREREHES—
BHFr4d,

A A N2 R R A B T 2R

1. fEMcreate-target-group@n 82 B #r4 :

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE

2. £ register-targets tn S F R SSBEM I B ARA

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-Qabcdef1234567890 1d=i-1234567890abcdef0

3. f{#H create-rule S EMRIITESRIN—/NAIE URL EB8EEENFERELXDIBIFANAN

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattexrn,Values='/img/*' \
--actions Type=forward, TargetGroupArn=targetgroup-arn

il B o1 B 29 7 2%
UATERENRGGRNE AN | TOUTEMB  WTAR -

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn

ARIME T RN R


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-target-group.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/register-targets.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
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Application Load Balancer

AHPERAUR /RN E —EMS, BRROARSERREER , ARGERFBERRERBEIR ,
Bl EC2 k6, BEEELHN NGRS , TURERE , RABFEREMBBIRE. LET L6
BOUTEERKRERBE TS RMERER , FRIBRMITSRAN LR A FE iR EREHE - RS E
PRA Y B FRo

BXEZER , S Elastic Load Balancing AP #8®8® # Elastic Load Balancing T/E/RE

Bx

- BRABITERN T M

- AEGERZTEYE

- NEIGE RS

- ESEREM

o IP HhytEH

« IPAM IP ik th

- MR RRER

- BAAXAHITE

« DNS &#5

+ 817 Application Load Balancer

- EFNARFARSERNTAX

+ Application Load Balancer By & £ 4

- EFNARFABIGERMN P iR
« B3 Application Load Balancer #J IPAM |P it b
+ Application Load Balancer B 5

- RENARFABOESRNEN

- NNARFABEERNINFE

 MIE& Application Load Balancer

- EENAEFAEIGE SRR RE

« 7189 #%28 Application Load Balancer WA E £ V&



https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html

Elastic Load Balancing NARFAEI9ESR
B BT SRR F M

YENARFARGESREN  EXAERASELNBERNXE, ®ERARE , BEXEHEE—NF
M, BERFEEEEEENS N XEH6E - M RBEESET o

EEREM

- HEBRASIEANKEHEREDL —IMEEMBIRE , AHBHEREZHERN.
- MREEEXEHREMELR , BRERAZXE , XECEM BT ENRBITERZRRE

« MEANNBGEREASMIXE , MXEXHHRBATMEE, Ha0, TeeRE B ARXMAR X
o

- BALEEEEEHEN T,

RARFASIIERIFATREN TN,
FRRHE

- TRAXFM

o A X4 F K

« Outpost M

S

BYNEDEREFNITRAXFM, UATRHEER :

- BN TFREBLTREFRENATARX,

- ERREHATHEERTUESBT R , BRIIASSESNIEINTARFREEHEEELITE
/27 (UK CIDR HIER (Hlin |, 10.0.0.0/27 ) AREBNFNEDAANER IP ik, XAAN
IP it R AFAEEEREZTENHTEAT BALEN, SRNASOEHSEEAXE IP thit 5H
FREBER., RETl], NARFARYESREZRERT AN ARERXERIEE , NMSHHEEAX
WRFS o

AE  MRNARFAEYESFRESEHT BRBARTHAWN IP it | NN BAREFASYESREE
RETENBRATET. ELtHE , BT RSEHENRERERS , EESHEILIEERN |, EF0NT
BZ2iAATES S B 5xx SHiRsiEBE,

BRI R T W 14
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St [X 13, - B

BALEE - NSRS E X TN, LTFREER

« BT BE Amazon WAF 55 #5835 —REFER,
o BAEENF Lambda EEAYEE FR.
o BRREFEAMMMESFINARERMM.

Outpost F M

BT LAIEE 8 Outpost ¥M, LATR&EIER :

o BAMEERBBFEHOPZEHEE T Outpost, Outpost 5H Amazon Xig 2 8] %451 BB 1] £/
MEEEZ, BXEZER , SR A iERE. Amazon Outposts

- AFIIEERFEETE Outpost L AREITEHRT RIREM A large Ehl, ZHMEPIERBRN TR,
AEOERTREZTEHRTTIR , BAUETIARNMNIZE—NES (M large Blxlarge , REM
xlarge F| 2xlarge , REM 2xlarge %l 4xlarge ) . TR BERAZFIEEF , MREE
FEFHNEE , ABIERSRM 4xlarge EHILMERN ABHERT R, MREZERBHEH
RESUAH IP itk BAZE%E:S , AFEEE M Amazon Health Dashboard R&EEH |, #
BAEHEEERIRAERN active_impaired,

« SEAILUBESEA ID 5 IP b EM B R, MREE Amazon KIBR N ETEETM B4R , WA EE
RIX LR R,

o LUTIEERT A : Lambda BE/ERN BFR. Amazon WAF £, ¥H41E. SHRIIXEFURS

Amazon Global Acceleratorfy £ 5 .

Application Load Balancer A SAZfE £ Outpost B c5/c5d, m5/m5d, or r5/r 5d 3kl £, TRERT A
#1928 7E Outpost L AIAERAMNBNEFIKEHN K/ EBS % :

AT EBS % (GB)
c5/chd

large 50

xlarge 50

753 X 45 F 15


https://docs.amazonaws.cn/outposts/latest/userguide/
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html
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3K 45 28 2 F0 A /)N EBS #%& (GB)
2xlarge 50
4xlarge 100
m5/m5d
large 50
xlarge 50
2xlarge 100
4xlarge 100
r5/rbd
large 50
xlarge 100
2xlarge 100
4xlarge 100
nEHERTE4A

ZEERBPFAFNER , TEFHATFRTFARIERNRE, B LUER RO MDA RTF AL
HIERE,

5ﬁﬁﬁﬁ%*ﬁ%§éﬁ%ﬂm%’ﬁﬁﬁ%%ﬁ_hﬁﬁﬁﬁ A EMNEFRE, HEFHTRR
MBIAFEYERIEHTEFANESTRIRERON , BUARELNZSAHN |, BREN LT R
OEHNERE. BXEZER , BSH HEEWNHN,

ME B EHRIRES

MEIGERR AL T FHIREZ— -

nEBESRZedE 16
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B AR A EER

provisioning
ERIRERHIGER,
active

NHEBERE T REF ERFEHRE,

active_impaired

MEYEREERBRE  BREVEMENRIR,
failed

NEIEHRLERIE,

MEBEERE T

LU BYFRENARFABRSERNEENHERTRE. AXESRER &

o
UTRABSEEEM
access_logs.s3.enabled

ETREERBAEM#E Amazon S3 RFRARI BE,. BRIAR false,

access_logs.s3.bucket

SR REABIGERE

e EI SFTAK Amazon S3 FREBHN BN, MREAGRIBEE , WEEMRLEN. BXEZE

S BRI EE,

access_logs.sS.prefix

Amazon S3 FEM P EMN IR,

client_keep_alive.seconds

ERRRFERE (PN EN ) . BINMER 3600 B,

deletion_protection.enabled

BRI ABERER. BIAR false,

idle_timeout.timeout_seconds

ZERERHE (AW N EN), BINMEH 60 B,

M EEREN
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ipve.deny_all_igw_traffic

BELE Internet MI3< (IGW) 1A 8] fa 819888 , SABFEE Internet M E AN A B AEBAEITEER. XN T
HEEBRMYAEEESE , BIREN false ; N TAIARKGES , ©REN true, LEHETS
BEAESE IGW BB 5[] ( Hlan , B X ZFHZE, Transit Gateway % Amazon Direct Connect )
Amazon VPN

routing.http.desync_mitigation_mode

WERBIGERIALE TN ENRARFHR T2 XRATER, TRENEN

monitor. defensive # strictest. BRIAF defensive,

routing.http.drop_invalid_header_fields.enabled

EREELTHHRLFEN HTTP ik R AT ERMER (true) EREHBIBHF (false)s
ERIAN false, Elastic Load Balancing ZREBMH HTTP FRLBMFESENRIAEN [-A-Za-
z0-91+ , M HTTP FRAEEMRFAME, BN ENBHFRRFZZTRNEFHFEAR. WREBM
BERPBBRTFELERM HTTP #53k |, iH%F true,

routing.http.preserve_host_header.enabled

EBRBARFASEEHSREENARE HTTP BRHP M Host #53k |, FHFIERLZIEE B Frm AEEM
B, AJEEME RN true M false, BIAHA falseo

routing.http.x_amzn_tls_version_and_cipher_suite.enabled

BRBMRL ( x-amzn-tls-version # x-amzn-tls-cipher-suite ) EXEF B2 8l
RETHRMBEFHER , LRI EEXNE TLS MANEBBEHNES. x-amzn-tls-
version ik BEBEXEREFIKIHEN TLS IMURAMHES , x-amzn-tls-cipher-suite #5
LBEEXREEFRNENEBESHNES. MMMRLERA OpenSSL KX, BHEMNTTEEEN
true M false, BIAN false,

routing.http.xff_client_port.enabled

}§7R X-Forwarded-For ik R BRGREEFImA T IEEMRIOEHR[NFEIRO, AENERN true
F false. BERIAR false,

routing.http.xff_header_processing.mode

XiEEUENARFEARSESNERLZZ BIR2EdR, REIBERHTTP ERHHY X-

Forwarded-For ¥rsk, TIBERI{EN append. preserve #l remove, ERIAA append,

- MRZENF append , WHARFARBERLFTE /s IP bt (&KE—Bk ) RNE HTTP &
SREY X-Forwarded-For ¥rk , REBFERKIEE B,

ML EEEY 18
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o WMRIZMENRN preserve , NINABEFAFHITEHIZSRE HTTP B3RP H X-Forwarded-For #r
sk HFEREEAZ B RMAEEMER,

o MRZENRN remove , NBNABFAFEIEHRSBER HTTP ERAH X-Forwarded-For #r
sk REBFEEREZEE B Fro

routing.http2.enabled

EBREBBHT HTTP/2. BRiAR trues

waf.fail_open.enabled

%

RNINR Amazon WAFZ A T 2 BEMNABIIER T EFERELRIER , WREAFERERE

H %] Amazon WAFB #5, RAIEEMVEN true M false., ERIAN false,

(® Note

5| AT routing.http.drop_invalid_header_fields.enabled BH¥MEMR HTTP &
B &R#. P routing.http.desync_mitigation_mode & AN K N AREFIRM
FLHEMNRY , FHERZ HTTP FRLHEM, ELERNERAXFENEYE , TURENARE
FREREFHF -1,

P b3
FRI LG BRI A TIARIER Internet MAIBHAAEISEERH IP a3 R,
RARFABIEIRZIFUT IP it KA
ipva

BEFIRSER IPv4 itk (0 192.0.2.1 ) EZ T RS E S,
dualstack

EFE A SMER st (B0 192.0.2.1 ) 1 IPv4 IPv6 itk ( Bl40 , 2001:0 db 8:85 a 3:0:0:8 a2e :
0370:7334 ) T89S

EEREM

- MEHERREFEEFEAN IP i RBERIRHITES.

IP iyt HY 19
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o MIBNAEHGERRE AXHEKERE | Elastic Load Balancing 1 fa 815 #7 8512 £ AAAA DNS i2
Fo A IPv4 it SABTERBENEFHSEN ADNS ik, £ IPve it SAHSHE
FHBENEFmSMBET AAAA DNS 23,

o BELEE BBk MRS xT A EBXR AR Ak 9 ss M i R , AR EA AR BEEM, B2 , XHTEEM
IE3E IGW BEM 5[ ( Flin , BEXNEEE, Transit Gateway 5 Amazon Direct Connect ) o
Amazon VPN

dualstack-without-public-ipvé

EFimABER IPve ik (150, 2001:0 db 8:85 a 3:0:0:8 a2e: 0370:7334 ) EZ R AFKIE
o

EREW

- Application Load Balancer &% iE{X IPv4 TEiE 1 Z F 31247 (IdP) 2 Amazon Cognito 4%
TR XE. REEAL IPv4 it , ARTIERREETREMRIETE , NS HTTP
500 £5i%.

BEXIPHuXRBNEZERE K BSHEMNARFATEEOESEN IP i3 H,

IPAM IP i3kt

IPAM IP #4182 Amazon VPC IP it BIEES (IPAM) B4R IP #4kSEE ( % CIDRs ) HES.
BEBIXF IPAM IP #iiit 5 Application Load Balancer Bt & , A BEBCHEBAMEZ S ERA
40 |Pv4 bk, HABETE IPAM FREIZE IPAM IP ibibtE | AR T e N AREFASSEEER. &
XEZEL | BESITEN IP thiH F IPAM,

EEREM

« IPAM IP #bsit it ERFAHIGEHRTEELE IP it KRBT RE. IPv4
. MBHEBYERYFEELFER IPAM IP #utt gy 1P sht | WIS EFEBIK,

- EIESTEA IPAM IP it iE |, A EERBIEABIGE SR HTTP F i keepalive F4ERY
B4 1E,

« IPAM IP st i AT AE S NIKF 2 BHRE, BXEZEE |, BHSRN IPAM B E E KL

IPAM [P Hhiik3th 7 i Rk RS I 2 E /04t IPv4 i SEE# AN BRFEASROESE  1SES/NA
BFAFEESE—RER, Amazon B EFithiEs IP it o8 , B LEENMEERNIRLZ SR
BEAEE | BRERTUNERIEAPZ S, ENABRFASEEIPER IPAM IP it R &= 4

IPAM IP ithiik 3t 20


https://docs.amazonaws.cn/vpc/latest/ipam/tutorials-byoip-ipam.html
https://docs.amazonaws.cn/vpc/latest/ipam/choose-single-user-or-orgs-ipam.html
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FAFNTER , BR , RIBEEANER , IPAM AJgE2~4£BXTEH. BXEZEL , 555 Amazon
VPC EH

Bz EC2 SRAIMMNARFARIGE SR , RAMREEREN IPAM IP ki | HEW IP it B
FEAN , SIS RETAH, REN IPAM IP thibth & B EM AT 2B 1P it , &S HE
Amazon % IP #hiit, Amazon 3£%E IP bt S £ N EH ., ERMEA IP that , JAE@MIME
IPAM IP ith it 5t H 7R N Y IP bt S,

M EaREE

FAEERE , AHEHRSEFRNEE . I EEFPRNEEN - IMSERNEE. AHS9ESRES
&P im 2 BB EEB AR AR ER. NBSERE B ZRNER BN EmERE.

5 ] X B9

NTRMARFASGES  RAMBERTEABTARARSE , TEEARIESRAIHITER. BxX
E%{ER |, 155 H (Elastic Load Balancing FAFF{sR) S HIE o] A X A9,

A A EEREARBIXABETRAXAESEE, BXEZEER , 1555 the section called “>< A 7] A X $1
9,

DNS & #r

# Application Load Balancer £ E —PNERIARY I & RSt (DNS) B¥5 , HiBEWT : name-id
elb, region.amazonaws.com, {1 , my-load-balancer-1234567890abcdef, elb.us-

east-2.amazonaws.com,

MREEREAERZICER DNS BF , M NGBZEE BB AFESHARF AHRITERN
DNS Z#MEXER. EF/FRMEMILEEEB#TIERE , DNS RS 3J[{C@ETHNARF ARI9E
228 DNS &R,

B, MLATHEZEMEEMER. BETX , FAEK DNS RS ( ENEEMRS ) 0l —
DNS iERHERBHEECHNARFEARIIESR. EXESEELE , S HEH DNS RFH X, 4
m , IREF Amazon Route 53 AYE DNS RS |, BRIB —FREQNARFASIIHERN B IER.
BXEZER , 5ZH Amazon Route 53 FF X A R IEEMHPI I RER B E ELB AT ES.

NMARFASSERAXNENEANTAXEE - IP ik, XERNARFATIESRT /M IP i
i, MARFABIIERN DNS BB AX LI, FlM , RIRENKNARFASGERNAEN

MR IERE 21


https://www.amazonaws.cn/vpc/pricing/
https://www.amazonaws.cn/vpc/pricing/
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html

Elastic Load Balancing NARFAEI9ESR

1% 2 example.applicationloadbalancer.com, LT dig B nslookup S HEER AR
FERSEHSR TS IP ik,

Linux = Mac

$ dig +short example.applicationloadbalancer.com

Windows

C:\> nslookup example.applicationloadbalancer.com

NMARFABIEEREEHT KK DNS i85k, BAIUERAEBLUTEER DNS EMREE

Application Load Balancer 7 SX#Y IP #hdit : az, name-id .elb. region.amazonaws.coms,

Linux 2% Mac
$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com
Windows

C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

#12 Application Load Balancer

NEITERBFRREFFHRNIER , FRERD REBIREAPH B R,

Fiaea , FRREE—NEEUTERNWELIE = (VPC) : EENREANEBNXEHFELE—IE
W, BXREZEER , S the section called “BH £ G E N F M7,

EFEH AR AEYE S Amazon CLI , BS R HBER N AR M HE#E2F Amazon CLl,

EFAIEAFIIE S Amazon Web Services Management Console , i§EK A TES

)

- SR EBEERRE

« S]R2:EMBFR

- FR 3 BEABIERNMITE
« BB, 4 N ARG EES

elfednt=4kt 22
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B BEBRA

BEBRAATFLEMESR , Hli EC2 =6, HEBEATR GRS , BEUSBRIEEMN B RAN
BEMTERN PN EIRE, BXEZER |, i35 Application Load Balancer # B #r4H .

EREHaEERRE

1.
2.
3.
4.

$TFF Amazon EC2 ##1& , it Fhttps://console.aws.amazon.com/ec2/o
ESMERT , EFBAFRA,

%% Create target group (RI1Z B454H).

£ Basic configuration (BB E) &2 7 , REL TS :

a. NTEFERER | EBFIHILUERSH] ID EE B , HIER P ihuk MR IP a8 E B
Fro MR BHFREE R Lambda function ( Lambda Bt ) , M A LAEIE £ Health checks ( 1217
WREE ) ZBH Fi%ZE Enable (BA ) REABTRRARE,

b. X¥F Target group name (B#r4EEF) , WA BIREAN B,

c. RIFFEEU Port (3 0) F Protocol (i),

d. MREFERIHISHK IP bt |, FiRBIPVARIPv6ER IP ik KR | FMBEIT —5,

BEE , NEGLEE IP it RBY BT BRELBERAS, EREBERAR , TEEXR
IP byt A,
e. XF VPC, i — Virtual Private Cloud (VPC) , Eh & EEET S BirE K B Fr.
f. XTFURA | EBHTTPUMARER M HTTP/1.1 2R HTTP/2 ; FEERIPMNHR HTTP/2
gRPC BHERR HTTP2 ; HiERWMU A gRPC B , %32 gRPC ( HiER#MYHA gRPC B )
7t Health checks ( BITRRKRE ) B0+ , REFEFEMEHINRE. XT Advanced health
check settings ( ERETRARE ) , EFETRARERDO, itk @i, BREHEERDIR
B, IRETRIREEEZESFTEEZTRER , ABRHEHSEEEREFELES. MRETR
RREEZBEIEZTRREERETE , AFHOEREEERREEH. EXEZELR , BTSN
BARFASRSESREREANETREARE,
(A1) RIN—NRZBMFE , TR -

a. BIFHRZEHD.

b. 1%&$# Add tag.

c. WMARZLENGZE. ATNFHIFEFE. =K. BF (UTF-8 B ) MU TRERFR : +
= 1@ BAEFANSERSERZE. REEXRS KINE,

%32 Next (F—%)

SR REBHA 23
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S 2 EME

AT LA EC2 3545, 1P #isik sk Lambda BBUEM A BAREAHR M B iR, X2UEATIGEB[N LS
R, BR , BAFUEMBER , UBKRABIEH R T REE BT B iR
1. 7£ Register targets (EME#R ) REF , RO TAHARXFM—NRNZNER ¢

MR BFREENR Instances (RH) , TEREFE—NHZANEH , WA —NHBZNwOA , RAEERE
Include as pending below (£ T E A EMH X H )0

MR BFRIEAN IP addresses (IP #rdit) , FHITATIRE

a. MIIRPIEERMLE VPC , LR Other private IP addresses (EAitFAF IP i),

b. FHMA IP thut , HEAEHIEMELER IP st —XZESAMWMA 5 IP sk,
c. WMARRERBIIEE IP hitMhiwO,

d. i%#% Include as pending below (£ T EH A FEME R A 0),

MR BHRFERN Lambda , iEFE—1 Lambda E# , S% A Lambda E%k ARN , Rk
Include as pending below ( £ FEAFEMBIFEAM ) o

2. i&#E Create target group (BI1Z B 454H),

SR 3 BERESESRFMMUTR

E 02 Application Load Balancer , &4 EREABIHRNELEEEFE , HlWBH. FREM
IP it E, RfF , REEXEHANEZUR —NHZMIFENER. TR TREEZBERN
2, TERETATANEFREEIARGERAPUFIRD., AXZIIENMPUAHONESER
BSANTSREE,

{5 FA 2 51 & BC B S s 9 7 2R MM U 2%

1. F#TFF Amazon EC2 #£#l4& , M1t A https://console.aws.amazon.com/ec2/o
2. HESMERF | EERARGESR.

3. i%#% Create Load Balancer ( IR %S ) -

4. £ Application Load Balancer T , #%£#® Create ( 812 )

5. BEARE

a. X{FLoad balancer name ( AEKITEREM ) , MAREIIHRN BN, FlW , my-alb, &
9 Application Load Balancer B & #R7EZ X 88 Application Load Balancer 1/ & 1 £ 39

ST 2 EMBEIR 24
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6.

7.

REHVTM—, EMRZSAEE 32 M7/, A BRI FERFZRHNEFZH. EMNF
BELLEFZNH internal- FARER, tIBNARFARBERELTEEXHE B,

b. X{F Scheme (FX) , EEFEHEKM-facing (E @ EBM) = Internal (R EB). T @ BBk M H f3
BHERFREEFHNERES EBRMNEHE BAR,. ASARSIER[RFEARLE P thibFiER
B B2 B #R.

c. XTFIP#butRA  E%$F IPv4Dualstack 5 Dualstack ( FAFF ) o IPVAERZHEFF
wIPVAREEA IPv4 thit EREIIEHRER. MRENEFHENFER IPv4 M IPv6 it 5
MEHEI[EE |, BIER Dualstack., IPVAINRBHEFIR{XEEA IPv6 it SRS E[E
& , BERFEFT TR Dualstacks

P 48 B 5

a. XWFVPC, BEEBERAT EC2 =4I VPC, MR Scheme FERTHERERN , N
RE VPCs % BB M M < o] ik 4%,

b. XF IPAM IP ipatits , BAILULERST IPAM spatitu A F o tiat, IPv4 BXESER , #5
Z IPAM IP b3kt

c. NTFAAXMFW , BdEFEFMIAEIEHEEAXE , MTHAR :

« RKEFEANHZNTAXHFH
« RBE—MEHZA Local Zones B F X
« — Outpost ¥X

EXEZEER |, 557 the section called “&r 1 £ 925/ F M7,

NT AR GERR , IPv4 M IPv6 #biit 7™ CIDR 2,

MRIERNABIIERER TIRERX |, FARENETEHWE IPv4 M IPv6 CIDR REYF M,

3 F Security groups ( 24 ) , kBN ELLERCEHF L LA,

FABHERNLRLEXAATEBROTHRROMNZTRIREROEEEIMERRTES. 2
HETAREHNAHEERVUE- N EEATRBENANNZ2A, SHANGE-— I %24,
REERE, BXEZER , B5H EENAN,

(AL ) ERABOESR[VNEHRLEH |, 5% Create a new security group ( BIEFZ£4H ) .

*}F Listeners and routing ( {RWTES MK E ) , BRINMEAITEREKIRO 80 LA HTTP &, &AM
RBEBIANDNF RO |, REERFRIPUAIE O, 3F Default action ( BRINRIE ) |, EFEA

FI| 3 BEABDERNMITER 25
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BB FRA, BET UL Add listener ( ARINMETVTES ) LARINE fbiivras ( Fla0 , HTTPS i
) o

9. (HiE)WEFEMAHTTPS iTss

NTFRELER , BWERACEASTINMELLZEEKE,
a. XFERIASSL/TLSIEH , AW AT A
- MBEEFEHBESRS A TIEH Amazon Certificate Manager , iE%#FRKEH ACM , REM
GEFRUER” FIERIES,
- WRFEAIAM SATIES , FEEM IAM , RFTEIEFIERPEFZIEDR,

- MREBEESANILES , BEMENXERREME ACM , FEESA , AEEEFEE IAM,
FUPEMFEPRALEPHNER. EIEPRERHED , EFHEUFAERHA XY ( PEM
EBOXH ) AR, BIEREXH , EFHFMEABTZHIERHY (PEM REBHXXH )
HNZA,. £ Certificate Chain A , EH|H R MEBEEXH ( PEM {RIBHXH ) WRE , BR
FEFEANEESRIERH AN RERERANEZIERHTEE,

b. (A% ) ZEEANOEARIE , FEFEFHKIERLCETERANEDEHBEIE (mTLS ) .
BRARE , BIAN@E TLS B h1EiE,
mRERFEREEFMETRIE
s RINBRT , ERRIEPESHNERSWIEL, EFRULTH , BEFSEK mTLS &
B, AREEFBIEPEHTERATFSHNEFES,
- EEETFHT , EBRINEEEERE , IEEFEEEEE.
- MREBRHEETFE , BRUSEFEBM. SSURIEBMEANMBME , HEEERE—
AN S3 URIEH REFIRME.
« (Hik ) ERREERH “E% TrustStore CA TEEM
10. (®ik ) ERIBREREYF , B EEY RSEXHF TR T HEMERSSABHEERER.

- IBALLERFERNESHB3IRIEN Web ACL RIEH A F Y E FEME Amazon WAF Z£ &R,
125 , ACLs AILATEAmazon WAF #Z#H| A EE Web, BXEZER |, B85H (FRXARIE
) HHE Web ACL 5 Amazon %R < B BUE < Bk, Amazon WAF

« B LLERLE Amazon Global Accelerator 71 &SI MNiEREs: , FH BN A IOE S 51ZMiERS <
BRo MEBEMRAUITEUTERF (HRZ 64 NMNFER) 1a-z, A-Z, 09, . (AR)M-(EF
). BIEMESRG , BRI LE Amazon Global Accelerator | AN E#TEE, AXES

FI| 3 BEABDERNMITER 26


https://console.amazonaws.cn/wafv2
https://docs.amazonaws.cn/waf/latest/developerguide/web-acl-associating-aws-resource.html
https://console.amazonaws.cn/globalaccelerator/home
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E8 , 2@ (Amazon Global Accelerator FF X A G 1ER) F Y Add an accelerator when you
create a load balancer,

11. ¥RicHIolzE

a. (&) RNBEEUARAEIERHToE. BIMNABHESINRIBLIAM—, ATFHNFR
BIEFE, B, BF (UTF8 KB ) I THHRERF +-=, _:/@. BTEFAISZE
BEEREZEE, REEXRDKPNE,

b. BEERE , AF%F Create load balancer ( RIEAH T ) . HRIEIES , —EBRIAE

MLNATARIIESR. CIRASGESE  BANEENEEEl]. BXEZER , F5H
I EBERE M,

HR 4 WA AR

BIEABIEESE , B URIEZEN EC2 RHIREBEE THHREITRARE, RF , BUURE
MEFEHR RS EEQERN EC2 RO KIEHRE. EMBRAZRIEESES , ES R MR Application Load
Balancer,

EN AT E=R

1. SIBRRAEHERZE , EEXH,
2. ESmMBERPR , EERBR4H,

3. EFEHUEMNBERA,
4

%1% Targets (B #5) AT LHRPREORE. WRIHMRBY initial , EEEENER
BIBAEEABS R R, IIRASE TR R BET WM I35 1T B B D R TR
B, EEL—ARPIRBHERE , ETNRARYEE. AXESEL , B30 BinETR
e

5. ESHEHKT , BEASYESE.

6. LEFHBNANIGES,

7. BEBHAREHEEERMOARSEERRBARIGEEN DNS E5 (HIm , my-load-

balancer-1234567890abcdef. elb.us-east-2.amazonaws.com ) o

- WTEBERMENAEHISESR , B DNS A EIEEEERMAY Web 3 53 35 89 it it 7 BY

o
- WTARBMABGER , 51 DNS MKMW E 5 VPC EFFLBIEEN Web R ERAY b1 7 R
o

B4 WA FIDE R 27


https://docs.amazonaws.cn/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.amazonaws.cn/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
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MEMEANBNEERERE , WHEFXERERSFFNRIATE,
8. MWMRMIAKETR , BSHUTXELEREE tE E BB MBS EHEBR S IR,

« X¥FE DNS KXW RIE , 551 (Amazon Route 53 FF XA RIERE) T RERMEE ELB
B9,
« NTFEASHEFMERVRE , FSH X Application Load Balancer 3# 1T 8 FEHEBR o

EHNAREFARSERNTARX

ETRERt S ARBEANBEERNTAX, EEA-—MTAKE , ABSEERSTHFERBEHEIZT
RAXHEEMER. IREBERENEANTAREGEREL —NMEMER , NARSERFERR
BMR,

EERA—NMTRAKE , ZARAXTHEFRDEEMEIRZSERS  EAREERTRXEEREHE
Ko

EREHAEHRTAKX

$TH Amazon EC2 #£&l& , Wik R https://console.aws.amazon.com/ec2/,

ESMERSD , EEREARHOER.

RS ERR.

EMFREIET < £ | ERRE TR,

ERAVTAK , BETHEEEHERE NN, IRIAFE—NTAKX , MERILFH,
EFREREANTARNFN , BMIIRFPEREMFNZ—,

EXRATAK , EEREEEE.

%42 Save changes ( REEX ) -

© N o o bk~ 0w Dhd =

EFEHIAKX , A Amazon CLI

£/ set-subnets f55

Application Load Balancer W& 24

MARFABSERNZSARF AR TIRNEFATOERNRE, SLTRRARBDERTENE
MmO MSTRRRER A EEEEMBRHTERS, SEFORRANBABIGERIET A

EHAAX 28


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/set-subnets.html
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HESREAN B RANETRARER OREHBERN , B4ARIESABTHIEHERRHKNEZLARR
AEFHBEOLHNEFRE. MBECNFTAYT , BAURENIXBENZSENANRFEEZLA5R
HYE IR, BALUER AV OB, Hli , BT LT AZIIEEEH Internet 13 H15E B 1ML
(ICMP) iE$% , BUmRL Ping iR (B2 , Ping B R T &E R EFEAEH).

HEERYALN

X FHEM Internet WA IGERT | BIUERLATHRI,

Inbound

Source Port Range Comment

0.0.0.0/0 listener ERBIERMITERRO LA
WABEALRE

Outbound

Destination Port Range Comment

instance security instance listener FEXRHMATERw O £ AFRME

group SRR R E

instance security health check EETRReERO L ATER

group oSS AT H v R 2

BU RS ABGER[ER LT,

Inbound

Source Port Range Comment

VPC CIDR listener ERESERMFHIRD LA
¥k B VPC CIDR WA RE

Outbound

Destination Port Range Comment

bi: 2= 3:0p 29
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instance security instance listener FEXBMAT SR O £ A FRME
group SRR R E

instance security health check EETRARERO LEATR
group oSS AT H v R 2

X+ F F4E Network Load Balancer B ¥r#9 Application Load Balancer , 2 i AL TH NI,

Inbound

Source Port Range Comment

client IP addresses/ alb listener ERFOERMFSERO LA

CIDR FAWEFiRRE

VPC CIDR alb listener ATFAWEFImREET
Amazon PrivateLink &5 %
220 T 8RR O

VPC CIDR alb listener A ¥R B Network Load
Balancer W AKRIZTIRRRE

Outbound

Destination Port Range Comment

instance security instance listener FEXRBIMITERE O £ AFRME

group SKBIEY HE R E

instance security health check EETRARERO LEATR

group oSS AT HE SR 2

BiEE , Application Load Balancer H) & 24 £ FiE R ERRBRER B XK B Network Load Balancer #Y
RENER. oLl Application Load Balancer IR BRI R £ A MMM A , HMIMITHIRER ETHEX
T o EC2 EERENEZEE |, BRI S#H EC2 AFEEFN LT S HIERRE,

NBFREN BIROIRBCREAEBEERNRE | FREGEIRXERN R ANEZ KRB ABITERNR
B, XAUESEBRZSENAOANPFREEERNZTEERENRRKIR,

bi: 2= 3:0p 30


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
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BINEEBWERTFAL ICMP REUXFBRE MTU XU, BXEZEE , B2H (L5#H EC2 AR
) P MTU xR IR &,

BRI Z A

R LARE R BT E AR E R RN R 24,

EREHEENLZE4A

1. 3TF Amazon EC2 ##l& , Wit Fhttps://console.aws.amazon.com/ec2/,
2. ESMERP , EEAFIGER

3. EEABIIER.

4. ER2METFLE , EFERE,

5

BN RLAENHGERKE , FARLZEA, ERRRZEAXEK , FRAERRZEAN X
FRo

6. i%#% Save changes (RFEH ) -

EEHEZE4A , BEFEH Amazon CLI

AL
ar)

{# /A set-security-groups @

o

BN AEFAESDEIH IP it kA

& 7] LARL B 2 HY Application Load Balancer , SAE%& Fim Al M E A IPv4 it s[RI £ IPv6 thiik
IPv4 Mttt ( X ) SABEERBERFE. ABRHSEH[REEFAN P it XBESHRHTEE. B
REZER , FSH IP ik,

dualstack E3R

« BRI B ARITERTIRE P it REH RN ERE,

« BRANFHEESREENELLESR (VPC) MFMAMEGREN IPV6 CIDR R, BEXEZEE | 1§
2% Amazon EC2 A 5B I IPv6i il

- MEHERTFMNEERLAEH IPV6 RE.
- MEBHERNLLAMMAY IPV6 RE,
- MEISERFMAIMSE ACLs LIS IPVE TE.

ENRBHREE 5


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/set-security-groups.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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EOIZIRE IP it RE

el RS E S PATRRERE.

(EFRHI B ER IP #hikRF

1. §TF Amazon EC2 ##l#& , it R https://console.aws.amazon.com/ec2/s
2. ESMERTP , EFRAEGER.

3. EEAFIGERR.

4. TEMEBENEDIF L | ERRE P b X H,

5

T IP bR | EFIPVvAN 5 IPv4 ik | %38 Dualstack LARIEY 2 5F IPv4 # IPv6 bt |
WEFIEFR I H kB Dualstack IPv4 Uz #ttbit, 1Pv6

6. i%# Save changes (RFEX )

EEH P etk , 5 A Amazon CLI

¥/ set-ip-address-type @

E ¥ Application Load Balancer BY IPAM |P b ittt

B IPAM FEIZ IPAM IP #biibit , RIEFBEREHRARFARGEREH. BXESER,
ESRGER P it B IPAM,

ERIERRE IPAM IP ik ith

wm elE RS ERSE PATRRERE.

ERZEHEHIAEH IPAM IP kit

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/.
ESMERT , EEFEAEGHESR.

RS EER.

EMERRET IR+ £ | ERIRE P St

EIPM T, TH “F IPAM T4 IPv4 Bitbat”,

E“NH IPv4 IPAM " T | EEFEFERAB IPAM #,

i%# Save changes (REZEX ) -

N o o~ w DN

FE# IPAM IP kst 32


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/set-ip-address-type.html
https://docs.amazonaws.cn/vpc/latest/ipam/tutorials-byoip-ipam.html
https://console.amazonaws.cn/ec2/
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EFH IPAM IP t#haikth | i§6EA Amazon CLI

& A modify-ip-pools &%

Application Load Balancer B &,

WA LU 5 /LI Amazon RS E R KR 1L Application Load Balancer 2843 , i858 5 A2
RIMERE, ZEMMT AN,

HEIIEEBRER

- Amazon N AEFIKREZEFIEE (ARC)

« Y53 CloudFront + Amazon WAF

 Amazon Global Accelerator

« Amazon Config

» Amazon WAF

Amazon N AREFIXRE R HIEE (ARC)

Amazon M AEFIIMEZEFIES (ARC) A& BE AN EE TN ARFHITFEZH TR ERWIRERE
Amazon, XEBMMXIiGEFBARE Amazon B ARFIRE #1285 (ARC) BIThaEE,

BEXEHR  BRE—NTRENTTERENZHNWTAXEBLE E, X8 |, @R TAMEM Amazon
Web Services XiZi A HEMZETRR BEHFHN T AXETT

5 zonal autoshift , AT AR Amazon FEEFHRAIRXRENTHAXBEBENARFNERRE |
LAESBh R IR ERTE ., Amazon HRNIPUBEREFEEREENEFNTAXEZHA | NE31 83
¥, Amazon B3 Baitlie | BAXBEFREENRENNARFREFBMNTRAXERBH
*,

HEBHTRAXERN  ARHERFLAZIEN TAXLERRAFRE, ARC 2 EIGIET
AX#%%E, B2, TARFEEHRTHNIAEZ L ARFEETNRETRER , EABRTE/IRT
AMEZERARR. BIFER DNS REMEMREE , IEEEARIF/LoWHE TR, , LUREHE
ERAEtE, BXEZEEL , BS0 (Amazon NAREFMREERLSIER (ARC ) FRARER) FHY Limit

the time that clients stay connected to your endpoints,

EENARFASSEHR LEAXKERBYEE , X908 ARC KERERIBHREN “BA"

M ER R A 33


https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-ip-pools.html
https://docs.amazonaws.cn/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
https://docs.amazonaws.cn/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
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R A Amazon NARFIREZSIER (ARC) ERHATHEAXFHB 28 , BEFUTHE

c REANBENTARFHBEARYEREITAREE. TEASANTRARBEHTARER,

« Amazon HZNEMIZHERBEZMRS T , 39 DNS R XS A& 9EES 1P thit, FEFHBT
AX#BCH , BS4RBEYFNTAREE, NRENAREERCAABTHAXAFEE ,
ERTAXEB BB AX A5G ES P by, WSTRAREBEENTAREALXEBRE
E,

- UNARBRFAHYESRENEMFHIE RN ERN  FRAMNNEAREEREHTARERE, MR
MEARFABHEEREITARER , INEHBEESHT2RNERE , HEEONAEF AR
HEREERE,

BXREZER , FZ KW (Amazon NAEFIREEHIER (ARC) FXARIER) FH ARC XEHBHE
Kixo
X5 XE N A REF QSR

£ 3 A XM & Application Load Balancer EF B X g% BR |, TG B RERNFESZ
BT A X AP ARRELE |, H B X IP kM DNS Fl &k

Ak

- ERWMATAHXBERRE.
- MRETHXHARMIHE , VEBRREXBIRENTHKX,
« A VB ELAIR B HERN AN AR FRSERE | B LT RIAMEL.

TARKRBERES

J& T Application Load Balancer #J B ¥R 2F — N 5IRASAdministrativeOverride Xk My
¥TargetHealthiR7S,

% Application Load Balancer FF i X386t , ZXBAMERBEN BB HEANHERE
. Application Load Balancer ¥ Z L ¥ RERHIWEEBENEN , ERINBEEEENXRAZ
ARETRE,

A BEM AdministrativeOverride R&EFE :
unknown

HTRABFER , TEEBRS

Amazon R ARRFIREEHIES (ARC) 34


https://docs.amazonaws.cn/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
https://docs.amazonaws.cn/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
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no_override

B LY BEEINES

zonal_shift_active

A XEBE B R A A XA TESIRES

I &3 CloudFront + Amazon WAF

Amazon CloudFront 2 —TM& RS , ISR RSMEANNARERFNMEE. THAENZSM
Amazon, CloudFront ZEEANAREFAEIIEREMN Web RABRFN S HRE—AOR. EAMNUY
BREARFARHEERNEXESSE , FHEBMMENOSVES RN AFREERS , RIELAR
REFHBLDELKAFPWIER, XEBEKMNEN BINAREEZE R Application Load Balancerfy £
#H, NMESHMEENATT B,

Elastic Load Balancing 2%l & R iRHN —BXEKX T2 EEHE Amazon WAF 2K H
CloudFront 7t , - RHHEXEKE SN NARERFAEITESE. X& Amazon WAF RIFE AT E
RIBN AR 2 A IEE LA Web BB, BRI A R AZSEERMN “EK ETFi5R
% CloudFront ZELR HAENNZ£EFIER. EXEZER , HZH (L S# CloudFront FF X
EEm) PH “EE Amazon WAF CloudFront Z£ 2 #IE4#R” F aw s.amazon.com/blogs L H#Y
CloudFront Z£ 2 $IH4MR, %— CDN MZE£EREN",

ERNZEREXEK , HNED Internet WNABRF ARSI HBNRLATRE NN AFRE Amazon
FETRIKRHNAURE CloudFront , HMIBREMEMALEMN, BEXEZER , HSH (LD
CloudFront FF X E#R) TR EA CloudFront EEBIRSIFER. EEN CloudFront @ERRIMBENX
HTTP #r3k MELE Application Load Balancer MAMX ¥ & @& EIRLIIER >,

(@ Note
CloudFront (R ZFEEREP ( FFEILILER ) us-east-1 XK ACM iEH., MREH
Application Load Balancer £ us-east-1 A X ELE T ACM iEHH HTTPS {itfirss ,
FEREEM HTTPS £ CloudFront H HTTP , SEHEEERE ( 5T LS ) XiEE
B ACM iEH HFHKM BB 2B H. CloudFront

Amazon Global Accelerator

ENCNARFONTAY, HENREMN  FHARGERCENESR, MEIJIK Amazon £IKM
FEMRESISIES P it , XEMUEEEFRKFICHXBFHRRLEER K. Amazon Global

I 53 CloudFront + Amazon WAF 35


https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/security-dashboard.html
https://www.amazonaws.cn/blogs/networking-and-content-delivery/introducing-cloudfront-security-dashboard-a-unified-cdn-and-security-experience/
https://www.amazonaws.cn/blogs/networking-and-content-delivery/introducing-cloudfront-security-dashboard-a-unified-cdn-and-security-experience/
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-add-custom-header.html
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https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://owasp.org/www-project-top-ten/
https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.amazonaws.cn/waf/latest/developerguide/web-acl.html
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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1 78BN 100, EEESLNME LCU MAXR |, 55 HIEEIER. LCUs CloudWatch &R LR E
CloudWatch 1R , &S24 EM ( ¥ELCUs ) EENTIZREEARTHR , AEES/PRHEM (
BLCUs ) CloudWatch {EFfR#ITHE , UHELREME T EBHNBREXRFEREF K,

BRRREE
PR SN T AR BRI E L LCU IBRE.
EREHAEE LCU MBHRS

1. ¥TF Amazon EC2 #Z#l& , Wit A https://console.aws.amazon.com/ec2/,
2. ESMBE®KD , EEABIHEES.
3. EENFHEREN.
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4. HREBRIIFL 6 SUUEEMERSMNIAE LCU E,

FEAKEE LCU M E IR Amazon CLI

£ describe-capacity-reservation &4,
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Application Load Balancer #9451 ¥7 2%

s R — MERA SR BN AR OREEZBERWIHRE. EFFHAER Application Load Balancer
ZE, BIRMED — MR, MRENATBERIEMNTER , WL EBRBCRBERFRORE, &
T ERE LR HNRE 7 B 528 AR A R R B O M B 47 (Bl EC2 3541 ) o
AES

s TEREE

- TEREM

o YT RR AN

- RNRMERE

S el

« HTTP #x3k#1 Application Load Balancer

« K Application Load Balancer &2 HTTP {725

- NAEFABIIE R SSL IEH

- NAEFABIIERNR SR

« JI&E Application Load Balancer 8122 HTTPS i85

+ Application Load Balancer {5251 N

« RIEH Application Load Balancer B3t HTTPS {785

- ENAEFABSERPEA TLS #ITXR @ S B KUE

« {£F Application Load Balancer i Fi F° & 7

- NMAEFABIGE R ER AN IRE

« B} Application Load Balancer {51785

« BB H Application fAES#ESA HTTP #5k

YT 2R iE

T 28 TRF LA T AIR A

o BMY : HTTP, HTTPS
« ¥w0O : 1-65535

=T 51



Elastic Load Balancing NARFAEI9ESR
AILAEA HTTPS MW mEB M@ EN TERXLENEITIER K , AMENAEFTUEETHILSE

B, MRMITHRDYN HTTPS , BHATEMFR LHBED — SSL RFHRIEPR, AXRESEFEELE , B
2% NIEW Application Load Balancer 812 HTTPS {85,

MRAMERERBER HTTPS REM A2 AFIIHEET , MR LIFER DO 443 LER TCP MiTsstlE&
ME A EEER, BY TCP sy , AFEEHR[ENZRELEINER K MATE#HTHER, BX
Network Load Balancer WEZE & , i5Z [ Network Load Balancers F F R,

BARFAEESENEHEESEE, WebSockets &I LAMEA HTTP EEAFFIEH HTTP/1.1
EEFARN WebSocket (wsHwss ) EE, AR, ATERN TCP ERE ( BIASHERNEE
) ABEAEEESERANEF RS ERZERNKA WebSocket iE#, &R LARR A WebSockets
HTTP M HTTPS {1¥r88. &R EITRERMNIETUIEA T WebSocket EEUKR HTTP RE. BEXES
88 , 52 Amazon CloudFront FF X E 15 Y WebSocket tHi TERIE,

Application Load Balancer 3fF HTTP/2 5 HTTPS irss — R ERRMAY I, FH—N HTTP/2
EERZSUUATEIE 128 NMER, BALUBIHMARAER HTTP2 MERKIZEI B, BXES
BB , B HhURAE, BT HTTP2 I ES Rt EAFIIRERE , BUEEIZIEFEFREARYE
B EMEERD, TEMEH HTTP/2 RS SSHEA Th AL,

BXEZEER , 557 Elastic Load Balancing A iEEH B REH,

TS E M
DT RNARFASESRNMTEEE M
routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name

RF L& SH X-Amzn-Mtls-Clientcert-Serial-Numb er HTTP & R#r 3k BI#RL B #o

routing.http.request.x_amzn_mtls_clientcert_issuer.header_name

A EIE K X-Amzn-Mtls-Clientcert-Is suer HTTP &3R5k BIFRL & Fro

routing.http.request.x_amzn_mtls_clientcert_subject.header_name

RAFIEIE R X-Amzn-Mtls-Clientcert-S ubject-Subject HTTP & 3R ¥Rk BI#R K B #Ro

routing.http.request.x_amzn_mtls_clientcert_validity.header_name

RAFIEIE R X-Amzn-Mtls-Clientcert-V alidity HTTP &R ¥Rk BIFR K B #Ro

routing.http.request.x_amzn_mtls_clientcert_leaf.header_name

RFIRIE R X-Amzn-Mtls-Clientcert-Leaf HTT P &R ¥Rk BIFR K B FRo
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routing.http.request.x_amzn_mtls_clientcert.header_name

AR EE % X-Amzn-Mtls-Clientcert HTTP & SR#5 L BYFR3L & Fro

routing.http.request.x_amzn_tls_version.header_name

AR EEH X-Amzn-Tls-Version HTT P &R #RL B FRL & Fro

routing.http.request.x_amzn_tls_cipher_suite.header_name

RAFIEIE R X-Amzn-Tls-Cipher-Suite HTT P & SRRk BI¥RL B Fro

routing.http.response.server.enabled

ARVFE S VFSMIBR HTTP 0 R AR S5 3847 3k o

routing.http.response.strict_transport_security.header_value

HEHRR TR, REEEM HTTPS HRiZMYs |, 3 BRFREMMER HTTP 15 R %M vk A= #8583

BN HTTPS,

routing.http.response.access_control_allow_origin.header_value

1B E L VE IR LE IR U5 R BR 55 27

routing.http.response.access_control_allow_methods.header_value

IR [2] M EL At SRR 177 8] BR 55 2R B R VF E R RLE HTTP J735%.

routing.http.response.access_control_allow_headers.header_value

1B EF SR E) R] LAGE AR R LE ARk

routing.http.response.access_control_allow_credentials.header_value

RRAER/ERHERNRERZTEE M Cookie T H BRIEZ RHWEHRE.

routing.http.response.access_control_expose_headers.header_value

IR 1315 52 25 AT LA 6] 15 SR A B P i 0 T R EE AR K o

routing.http.response.access_control_max_age.header_value

BEEWUASTRBERNEREFSKAE (AW REN ),

routing.http.response.content_security_policy.header_value

EER KRR FIKMAERRS , PR ARE M FERILRE L 2RI,

T 3R E
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routing.http.response.x_content_type_options.header_value

RTAEBNEEABRREIRKPEEN MIME KRB | MARER,

routing.http.response.x_frame_options.header_value

RTAEBEBAFRNRER/EER. iframe, MATINRFEINTME,

LT 2z M)

MR EBRMINRE |, HARRIIAAN . RN TEMBER , FEBELESRERT. AR
AN, XEFMBRER, — NS MREAR —NHSNIREEK ETUBERRIIREEAN, B
XEZEE , BHSH REAN,

AIAFY

I MYTEReT , FRIRINANE RE. RUANTERERMA. MRRBBMITIRNE-RNZEAE , N
FHAATRAAT I Y R 1F

THERZH & PRI B 7RG

Priority | Conditions (If) | Actions (Then) [A
Last Forward to target group
as
(default) If no other rule applies « my-targets: 1 (100%)
efau
= Group-level stickiness: Off
IRy Wt

BIMANBE -—MEER. ANRBEERIRF MNREEDHKSE) TEN. KEFEIRIAAN, &
A LARE R BB SR IE RN AV TR e BABEEXRMRIAANNL LR, BXEZER , F2H EFAN
LER.

B
SMNBREREERTRIETBENXE, RERAES. BXESEL , HSH ANBEXR,
A %A

BAANZHBERBENEERFS . ARMUNFEHEN , FTHEE, BXESER , BZR A
TS pERE,

BT ESFL MY 54
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H R AER B
LA 2T ss AN 2SR R -

authenticate-cognito

[HTTPS {ii%788] 5 Amazon Cognito RiIEAF &1, BXEZER , HSH £/ Application
Load Balancer BiF i F° & 18-

authenticate-oidc

[HTTPS {507 88] f# A4 OpenlD Connect (OIDC) &4H B ZHBERIIAF 54,

fixed-response

BEIBEX HTTP W, BAXEZER , 25 EEmMEE.

forward
FiERELRFIEEBIRE, EXEZEE , B5H BAEE,
redirect

BERM— URL ERBEIS—1. BXESER , B2H ERERE,

EHMITHRERRIEWIRIE. BRAN BB EUTEIEZ— : forward, redirect = fixed-
response , } BEMATABRITHRRE —MRE,

MR MR AZ gRPC 5 HTTP/2 , NI —XHFHIRIER forward B14E,
[E] XE M 5 $ 1E

WA LAE R fixed-response REMBREFFIHERHIRE BEN HTTP IR, &0 LA iR ER
| 2XX, 4XX 5 5XX Ma R4 53 M A& Ry E B

KEX fixed-response #ER , REMNEER@EHFW URL EREHE BED, EXEZER , ES
# 7R HEZ B, BN fixed-response BEMITEIE HTTP_Fixed_Response_Count ¥R IR
&, BXEZEER , 55 H Application Load Balancer f§#x.

Example #9E E M 87 Rl Amazon CLI

O ERE RIS RN IS ERE. BXEZELR |, BSH create-rule M modify-rule tiw. AT
EREEFEERSABIE R E XK EEm@RL,

[

ANR SR 55
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{

"Type": "fixed-response",

"FixedResponseConfig": {
"StatusCode": '"200",
"ContentType": "text/plain",
"MessageBody": "Hello world"

HRIBRIEF

R LAMER forward 8#4F , FERBET -SSP BERE. WRHIEA forward BREFEEESZNE

W BRANEBNEHAEENRE, SMEHANERR—NNT 0 999 ZHAVE, X FRHulT

AN EMRXEFRACRENER , SBREXLAFANNESBRAXLERIFE, i, MREERNE
A, SNERANNREN 10, NN BREFER—¥NiER. IREERNERE , —MENR

10, Z—MXER 20, WNENR 20 By BRAZRNFRFR S — PN BEIRARFHE,

RIABERT , MEANAEEMXERAZAIEREN , HRERIEZFEERE. A TEHRIE
ML, BRAANEABRAREYE, SAFOESREOFEREHIMNERER , B2l —1
B 7K Cookie AWSALBTG , ATXAEXIEE B IrANERMRITHRES , X Cookie HITME , H[FiZ
Cookie ZEENEFIHNIEN P, FFIKMNZEOARSESRNELFTRPITECKWEIN cookie, H
HESEERE5E BB FRAKERANITE * BAE Cookie HiERA |, iERMEHZ Cookie i
EM B RA

Application Load Balancer % # URL 4&#3#) Cookie fE,

T CORS ( BRAFRHE ) FER , ELERIKIZEE SameSite=None; Secure KZHAMM., 7
XfHER T , Elastic Load Balancing &4 {5 =/ cookie AWSALBTGCORS , EHh @& 5REKBAM
cookie MHEIME R AR tkSameSiteB . BEFWmBEN K EIXFH 4 Cookieo

Example #8 —/ B AN R IRERH

R ARSI BB AN B ERE. ARESS
ERE R R BB ER B R4,

B | 2 create-rule M modify-rule 8. AT

il

"Type'": "forwaxd",
"ForwardConfig": {
"TargetGroups": [

BRRRME 56
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{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-

west-2:123456789012:taxgetgroup/my-targets/73e2d6bc24d8a067"

}

]
}
}

]

Example 8 ™M 104X B #4805 K IR AER B
THNRERRESNBHRANNRE , HiERERIIFMEEN BIRE,

[
{
"Type'": "forwaxd",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
}I
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cda59",
"Weight": 20
}
]
}
}
]

Example /5 #6159 3 R R 4B R

MREEFE - NEBESNMENRANEREE AR 1SN EREAEERATHESE  WSKAERE
PR

THHNREFERERIMMEENERE , AEAT BREANE. X THREE/HME Cookie HFER ,
FRESNEFEANRERTER,

BRBRE 57
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"Type": "forwaxd",
"ForwardConfig": {
"TargetGroups": [

{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
}I
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/green-targets/09966783158cda59",
"Weight": 20
}

1,

"TargetGroupStickinessConfig": {
"Enabled": true,
"DurationSeconds": 1000

EEMBRE

B LA redirect BENEFIREBERMN—I URL EERES —1. REFE , KAFEEEE
E R IEE (HTTP 302) KA (HTTP 301),

URI @A TAHRE S
protocol://hostname:port/path?query

BRTIERATED —NAKB D B R EE@MER : i, B, AFE. mOZBE. RMEEW

EAERBIHRERRBE,

MY
L (HTTP S HTTPS ) » &R LU HTTP EE@E| HTTP, & HTTP EEM@ME| HTTPS AR F
HTTPS EE@E| HTTPS., F8ER HTTPS EEM@E] HTTP,

hostname
FHE. ENBFRXDKNE , KERZHN 128 1NFF , AFERFFH. BRAF ("M ?) Kk
FH/(-) B
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port (EFZ R ux )

B0 (13 65535)

path
B ER , LEIS VL. BRERDKIE , KEEZH 128 N7/ , AFBRFFR. BEF
(*FM?)., & (A &amp; ) RUATHEHFHRFRFALEK : _-$/~"@:+,

=i

BEHSH. RAKENRN 128 MNFo

BB A TREXRREF , AR URL PERARK URL B URI ARE S -

- #{protocol} - REBMPN, EHMERAREBD REMH
« #{host} - REiH, EXINE. BENETRAEARIBSHEA.
- #{port} -RBwHO, EiwA, BENEWHRIBD PEM.
« #{path} - RERE. ERENERARBS PEA,

- #{query} - REBEHNSH. EERNARIDFEA,

WIT redirect R , ERRKEBR BEH, BEXRXEZEE , BSH B EHEZE, RI
redirect BEMITIE HTTP_Redirect_Count E#RFIRE. BXEZER , 15 Application
Load Balancer {§#%5.

Example f& f 2% & 89 E 7€ [ R /Y R 6l

DTFHANMEEXKAEE@ME — URL , iZ URL A HTTPS MM FIIEEM I O (40443) , BREB R A
FHE. BENEWSH., WEESRE T hitps://#{host}:40443/#{path}?#{query}’,
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Action types

‘ (O Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

‘ HTTPS v | 40443 ‘

1-65535

[ Custom host, path, query
Select to modify host, path and guery. If no changes are made, settings from the request URL are retained.

Status code

301 - Permanently moved v

LTHANEEXAEZEEME —N URL , iZ URL BERAMY, wO., EHENERSE , HE
A #{path} XEFZRLUBBRHER, LLREFEZRET #Hprotocol}.//#{host}:#{port}/new/#{path}?
#{query}’s
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Action types

‘ () Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

‘ #{protocol} v | #{port} ‘

1-65535

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

#{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -,;
and wildcards (* and 2). At least one “." is required. Only alphabetical characters are allowed after the final ".” character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

[fnew/#{path}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: _-.%/~""@:+;
& (using &amp;); and wildcards (* and ?2).

Query - optional
Specify a guery or retain the original guery by using #{guery}. Not case sensitive.

‘ #{query} ‘

Maximum 128 characters.

Status code

‘ 301 - Permanently moved v ‘

Example ) EE [@# ¥ =5 Amazon CLI

BRI AERI B RIS AN IS ERE, BXEZEE |, S create-rule M modify-rule ti . AT
EFHTTP BREEMAUO 443 LW HTTPS #HR , HEH B, BENEAFHFERE HTTP EXRHM
EiA

BEM[IRE 61
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[
{

"Type": "redirect",

"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"

AN R B
UT RN HHRMHEE .
host-header

ETF8SNMNERNENEBH#ITHEH. BXEZER , BSH ENEH.
http-header

ETHMERN HTTP FrAHITHEH. BXREZEERE , FSH HTTP #rk &M
http-request-method

ETHMERN HTTP BRGEEH. BXREZEER , BSH HTTP BRFEFRHK
path-pattern

ETHERPHREEXH#TIRA URLs, BXESZER , F2H BESRN.

query-string

ETERNFHEFNR/ENIERTEEA. BXEZER  FSHA ERNFHERNE

source-ip

HETEMERWR IP thut # 178, BXEZER , 55H R IP ik 54,

BN B EBRHEHREZETEUTERMEZ—  host-header, http-request-method, path-
pattern M source-ip, BNMNEATUEEEMBEUTENEKEFRH —NHZA @ http-
header #l query-string,

pAIES S il 62
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BALA BN R EERS =NEETE, Hl, ¥ TEA http-header Fff , BREZBTLIEE=
NFRE , BLEERPH HTTP FRAMER TR, MREP—NZHFEE HTTP FRAHEETE , N
WEZMN, EEERMAZNEBEE , EHENEETFMESIZ-IFRE,

FBAILABEANEERSENCEER T, fiW , BALIR—NEFENZEHAN , EhE8 &4
#HE — I A,

®AILATE http-header, host-header. path-pattern #l query-string &4 EE TEHS
SERMF. SEFANNBREAFLRIEA.

MM B T TR ASCH 248 ; FaEREI24 (0x00 F 0x1f 1 OX7f ) o
BRET , B REREH,
HTTP #r3k&H

SERILAER HTTP ARk R4 REEE TiERAY HTTP #RAEHERAVALN . B fEERERAEX
HTTP fRAFEBRE B, MABMACETEFRX D RNE, EBRFHFRFUTEESR : * (EE O
NHEENFER ) M2 (Z2EE 1 NFR ) o MABHRTIIIFBEN

/8 A Applicat routing.http.drop_invalid_header_fields ion Load Balancer Bt/g , ©F
BIBRFRF & IEN RIXRMIRL B (A-Z,a-2,0-9)o HAILURIMFRFE EN FRIXRBIFRL B o

Example B HTTP #53k%& 4 R4 Amazon CLI

BRI L ECIEREXANIEERSE. BXRXEZER , S create-rule M modify-rule i v, EBS
EEFRER 2 — B User-Agent FR3KEVIER BB A T &4

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]
HTTP &R 75 A& M

ERILAER HTTP BRAEFRMAKEEER TIERMN HTTP BRI EBABE RO, BB ERE
FEEX HTTP Bk, EREITEXDXNE, FXFBEA ; Bt , FEBHLATETE,

HTTP #R3k &4 63
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BNBWEMEERH S XEEH GET M HEAD B3R , BNXHATLEEX HEAD & RHYIE R,

Example B9 HTTP 55754 =~ Amazon CLI

RO ESERIE RN IEERME. BEXEZELR , SR create-rule M modify-rule 5. FEHAE
ERENBERBRAT R

[
{
"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
}
}
]

EFAF

BRMERENZAHRELE T ENARXPHENBRABEROAN (B AETENNIRE ) o XE
LR EAE N NHEERXESN FENTRNTTERE,

FNEFXGKRNE , KELRRF 128 NFR , AEAIEUTEAZER .

e A-Z, a-z, 0-9

o (EE O APRBNER)

« 2 (BEEE1ANFER)

BRRBERL—N"FH. ERE—NFHZERETEZRERFEFH.
FHE =B

* example.com
+ test.example.com

+ * . example.com

HN *.example.com 5 test.example.com LB , {E5 example.com F[THL,

ENFAH 64
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Example By EHARLZ M4 RH] Amazon CLI

FBAINERESEXANSNIEERY. BXESEELE , BSH create-rule F modify-rule i . EFE
BEEFNHRE N ENIRLNERBREATRSE,

[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]
PR

FRUEARRRERELETERTH URL BBEEROAN (EHNETRENEH )

BEEXNNAT URLHWEBER , MANATEEASH. ENNAFTALN ASCI & ; TaiEES
FR/F (0x00 E 0x1f M 0x7f ) o

XY URI B2 5 F HATH MR,

BREERXXDOKNE , KEEZHN 128 MNFH , A ETESEUTEARS,
« A-Z, a-z. 0-9

- -8/~ @

« & ( £/ &amp; )

o *(EE O PNRBNER)

« 2 (REEE 1 ANFR)

MBRBPIRAR gRPC , MIZHAREFEFE. RS *.

R HTTP BRERER

« /img/*
« /img/*/pics

BERA 65
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TPl gRPC BREEKE

» /package
+ /package.service/

+ /package.service/method

BEEXATREBER K MARERER, flm , MR -—IRANAREFERXR /img/* , AN SR /
img/picture.jpg MIiERER /img/picture. jpg WERE KA IEE BIRA,

Example BB BE X &4 =B Amazon CLI

RO ERERIEHAN I IEESRYE. BEXEZELR , HSH create-rule M modify-rule i s, 25
SREEFZFEN URL WERBRUT R,

[
{
"Field": "path-pattern",
"PathPatternConfig": {
"Values": ["/img/*"]
}
}
]

BERFRBEFMS

AL ERAERFNEFAREEETERNFZTERNREXNHERBHFROAM, TEIFETXD
RNEo ZFATEER : * ([EE 0 MBS ZEH ) M2 (T2 EE 1 NFRF) o

Example B & i) 7 f&F & &4 =6l Amazon CLI

B LATE R B RIS SN ERY. BXREZEE |, 55 create-rule fl modify-rule i . 25
FER/ERT version=v1I"SEZRBIZRE N ‘example’ W EHZFENBERFE AT 4,

[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{

"Key": "version",
"Value": "v1"
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},
{

"Value": "*example*"

R IP b3k 544

BRI LAERR IP it A REEETIERWIR IP it B BIEROAN, 45 CIDR KR 15
EIP thit, BALARRER IPv4 § IPv6 #itt, FXIFBEEEF. TEERR IP AN KZMEIEE
255.255.255.255/32 CIDR,

MREFFHETREZE , NXRAEN IP it , MAREF RN IP it

X-Forwarded-Forfr @ I it it RRF S I 5 F. E1E X-Forwarded-Forfr@ 8 Rt | EEAhttp-
header%#,

Example BJR IP &4 =5l Amazon CLI

BRI L ECIBERIEXANRIEERSF. BXRXEZER , S create-rule M modify-rule ip o & IP
MUt FENEEM CIDR RAPWIERFZUAT R4,

[
{
"Field": "source-ip",
"SourceIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
]

HTTP #53kH Application Load Balancer

HTTP i&RM HTTP MR EAMRKFREZEEXR HTTP HEMER. HTTP FRL&BZRM, #kF
BRESRHEBFEY , FMEXN ZBHBEZESR (CR) MIRITH (LF) #1T0 M. RFC 2616 5245

KPENTHEHTTP iREFRE, WARENARE ZEAN BRI ERA HTTP 45k, ¥
LEIERRHE HTTP #r3k B H X-Forwarded 8i%&. Application Load Balancer X3 F X-Forwarded
¥Rk,
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Bx HTTP EENEZER |, 155 H Elastic Load Balancing A PRI BRI H.

X-Forwarded #r3k

» X-Forwarded-For

» X-Forwarded-Proto

» X-Forwarded-Port

X-Forwarded-For

EZBER HTTP = HTTPS R 9#838T , X-Forwarded-For ERFRL A& BHEIRFIE iR IP i
i, BFAEYERSEBEFHIRSSZENRE , R EWRSEEHE A EPRFRITEARSE
B0V IP Mutt, EEFEF R IP btk | A routing. http.xff_header_processing.mode
Bit, EBLEY , ZAUENARFARIERFERREFERFRZIBER. REJBBRHTTP F
RHEY X-Forwarded-For #rk, WEMMAIEEEN append. preserve fl remove, LHE MR
IAME R append,

/A Important

HMTHEEZ2NR , NiEEFEA X-Forwarded-For 5k, REHMBNBIZERFNR
SRR E S WARTE,

Append

RIABERT , NARFARIIHEERTE X-Forwarded-For ERIFLHPFHEE IR IP #huk | H5F

B BIB R ENIRSEE. R X-Forwarded-For BRIFARTERERKRIBERD , WARKIGESEL
B — AR i P #h3bE RN ERERRL. BN, ARGERIFNEF K IP it BB AR,
R ZFR AL B R B IRSER. X-Forwarded-For BRFA AT EZSNUES SRR IP thil,

X-Forwarded-For iERFRAKALUTER :
X-Forwarded-For: client-ip-address
THERZIP #ikh 203.0.113.7 WEFixlY X-Forwarded-For &R#RL B R Hl,

X-Forwarded-For: 203.0.113.7
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AT R IPv6 it A B FiwRIX - Forwarded-Forig R¥rk R
512001 :DB8: : 21f :5bff:febf:ce22:8a2e,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

EREYES EEAEPEREOREREMY (routing. http.xff_client_port.enabled) &, X-
Forwarded-For i&R#rLBFEMIE] client-ip-address B9 client-port-number ( LEH %

B ). RERARAUTER :

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

FF IPv6 , R , HAFHESRTMMclient-ip-addressEIAERLR | ©&MNFbutEESTE

55,
LLTRIPV4 it , OS5 ANE,#H12.34.56.788X-Forwarded-ForigsR#rk 418080,

X-Forwarded-For: 12.34.56.78:8080

LTRIPve it ., IO ANEFix2001 :db8:85a3:8d3:1319:8a2e:370:7348HIX-
Forwarded-ForigR#rk 4518080,

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

BHEARH preserve BRXAHREF HTTP BREAEB BRI AR UEA AR B TIEREHH X-
Forwarded-For ¥rk,

il B
BT remove BRXAER HTTP BERAEBI BIR2 oI BEBREFH X-Forwarded-For #rk,

(® Note

MREFHATEFwmEOREEM ( routing.http.xff_client_port.enabled) ,
BEtE RN routing.http.xff_header_processing.mode B#i£$E T preserve &

X-Forwarded-For
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B AR A EER

remove , NN ARBRFASEEHRNEEET P minOREEM. B2 X-Forwarded-For #x

KREFE , RERFPEEFNEXNREBR , ARBFERKIEF BT

LIB%ERE append, preserve =¥ remove HEX AT B FRF K EIRY X-Forwarded-For #R3kR"BIN T
To EUBIFR , HE—BKRY IP #h3tR 127.0.0. 1,

HRER
RIEERERE

XFF #r3k

RIEFERNEE
— A XFF #5360
—NEFim P i
3t

RIFERNEIE
—A XFF #r3k 0
ZANEF P i
ks

RIE R

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4,
127.0.0.8

append &E=X A
i XFF

X-Forward
ed-For:
127.0.0.1

X-Forward
ed-For:
127.0.0.4,
127.0.0.1

X-Forward
ed-For:
127.0.0.4,
127.0.0.8,
127.0.0.1

preserve #Ez

Y XFF
TEE

X-Forward
ed-For:
127.0.0.4

X-Forward
ed-For:
127.0.0.4,
127.0.0.8

remove E=R F
B XFF

T

T

T

X-Forwarded-For
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E&, REDHMER X-Forwarded-For {ER 1R & & rB

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ESMERT , EEFEAEGHESR.

EFE RIS,

EEMETF L |, &R mE,

ERERE oM BIFESLE T, AX-Forwarded-For FREUEEEM ( BN ) . “RE” = B

6. i%#% Save changes (RFEH ) o

o &~ 0 bdh =

Ei&k, REHMER X-Forwarded-For #xZfEH Amazon CLI

FRA®WArouting.http.xff_header_processing.model& A modify-load-balancer-
attributes @i o

X-Forwarded-Proto

X-Forwarded-Proto i&R#rL AT &S B RR B & P i S8 B S 85 E #Eat Fr A B P (HTTP =R
HTTPS). EMRFEHE AENTEERFHBENARIER Z2EEANBDIY ; FEEAXTERS
mAMAREERZRFEANPZER. UFEHMEREFRMASEEERZBERANBI, £/ X-
Forwarded-Proto i&E3R#5&, Elastic Load Balancing &% X-Forwarded-Proto i&R#Rxk F 174
EFmMARIIEER B ERANIL , HRkhid BB RS .

BN AREFS ML AT AEAFM#E X-Forwarded-Proto BRFLHPWHICRENEREQMEER
URL YU RL,

X-Forwarded-Proto BERFLRKAUTER :
X-Forwarded-Proto: originatingProtocol
LTRAIZBEE HTTPS HREARBE BT/ iwAIE R X-Forwarded-Proto iFR#rk :

X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port ¥R#rk Al & BRI B - i S8R A B D T SR i =t AT A RY B ARk O o
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& Application Load Balancer ]2 HTTP {25

MTRREERZER, BREIRABIIE RN E ISR | H AT RER @ A BIGEER R ITYT =8,

LR EWEE AR BE R ARG CE HTTP MIITES. EREHN AEESRIM HTTPS {lITss
BS 5 RN IER Application Load Balancer 812 HTTPS il 28,

FRF M

- EFERBEFMBIZBRIAMITRMAN , EXTUEETANEIRE. BEXESZER  F5H AEHNN
AEF A E =R 02 B iRd.

« BANESMITRFEER —NEFE , BXEMTRLARETE-—MB9ER. BENERES
NEBERESER | BATE AL BREAHE RSB E R YTRER,

AN HTTP {ia i 25

EhmTREER TMAEFIRERIABIEROHUIED , HARAMITHEANEEBRE, BX
EZEE , SR MRS,

FEREH AN HTTP RYT8

1. ITALS® EC2 2% & , Mk Ahttps://console.aws.amazon.com/ec2/.
ESMERT , EEFEAEGHESR.

RN ITERR.

AT ER RAMNED -+ £ | &3 AT 28,

NFHI w0, EF HTTP AREBERM N O E =M A w0,
FRINRE , BERTIETZ—

o g A w DN

s HRAEEBENE - B NN EFREXXIHEPNERE, EFRMEFE , BEERFME
i, MEFEAZANERE , BABNERAEENEAEEFEXRBENE L. MEEFR —1E
ZANBFRAB MM, NAMEIN /S H R

- EEME URL-EBEEFHERNEEDEAN URL, JLLEZ M T ARTAKLIERIE . 7£ URI B
DRI+ EDBMAZTNEHD , REETE URL AT~ LM ATEN I, W TFTREKB |, &
ALUFEEEEBE NI ( HTTP 302 ) &KX (HTTP 301) .

- REIEEMR - IEEMEEZ EMBREFIHBEROMARE, oA, BB E R A3 B[R
EX , BEEfITRHEN,

Bl HTTP {IIr 28 72
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7. &FR A

ERM HTTP (iWray , B #E A Amazon CLI

5/ create-listener i O] B IUTESFERIAMN |, 5 create-rule S A E L EZMITEFMN,

Rz A2 A B9 ERHY SSL iEF

HEARARFARSEHRUBRLLMTEEN , XAEATIERE LBBEDL —NIEB, ARHERE
= X.509 i ( SSL/TLS RFBI|IES ) o EHRHIEBMENM (CA) MENKFLEH, ERHITE
RIREE. BRHR. NEEHA. FISURAFTENBTFER,

EOEATRBIGERMIEBE , ELAEEHE. EPLNRELNEBENFHBICRKEE , UHEE
BAOIBEBIIE TLS &, WRFEE , MREFLME,

MHMREPRIBETERETE (FQDN) ( HlI0 www.example.com ) RIASIHA ( Hlin
example.com) . BEAUERHES () ENBEARRFEB—HHPHNZSNEQLE. BERBEAAIE
Frt, EF () XU THBENREMUZE , MERBERP —NFERFH. B0, *.example.com &
# corp.example.com # images.example.com , B ERY test.login.example.com, %
EEE , *.example.com {X&RH example.com B FiE , MARFPFEE RN K (example. com)s
BEABMIE RIEIUERA Subject ( £ ) FEH Subject Alternative Name ( TBEREH ) T B
., BXRAHIEPNESZEER , 551 (Amazon Certificate Manager A {ER) FHBIEAHIEP,

BAVEWEMER Amazon Certificate Manager (ACM) BB AF B SIBIEH. ACM XA

£ 2048, 3072 # 4096 (U FEAEKER RSAEP , LARFIE ECDSA if$., ACM 5 Elastic Load
Balancing $£F% , MERAI A EITE SR LIRS, BXEZER , i5SH Amazon Certificate
Manager Fi F{§/.

mE , BALAER SSUTLS TEABIEBZRIER (CSR) , AREIREN CA LEHR CSR MUERIES ,
REFEBS A ACM SFFEH E£E] (IAM)s  Amazon Identity and Access Management & < fFiE
S A ACM HWER , 5 ¥ Amazon Certificate Manager AF I EEHIFER S A, BXFIEP £
IAM WEZEE , B5HR IAM AFREEPHNFERARSSHIESR,

BRINIE
B HTTPS {IWTeseT , BHIEE —MEH. WUEBHABRINER. QIR HTTPS irssfE , &AL
BMEINEH, BXESZER , B5H BRIALH,

MRFILERFIRPEEEMIES , MRIFFRETEARSRBHIETR (SNI) B ER TEEE
EENBRERIRPRBEENIERER , FEARINESR.

SSLiEH 73
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-public-certificates.html
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NREREEHEMILEREFTEESE - NBVPHSRESNLRENAERF WA ERBEFERIA
IEBH SN E BN INEREZ AR (SAN).

UEH 5l &

B HTTPS MWTEsE , TEBBRINERPMZEIER TR, MRELBES GIZEMITEF Amazon Web
Services Management Console , MERIAEF IR MENE B SR A . &7 SUE R R o0 2 g8y
EBHERP, FRIEBIRAEATEERER —HOLIFEZNE , AN NEHRETENIER. &
REZER , B FERFRMEEHIIER,

AHIEBREALZIE SNI WEREIERIERE L. MREFRREENENEESERIIRPH —MEPE
B, WABHERFOERLIER, MRFFREHRNENE SUEBIRPHSMEBEE |, NARHEE
AR EF R XBNRELER, BREFEUTHRE  ZBTENIRFERIES

- NEHRAEE (ECDSA £%F RSA)
- BMFEZE (EEX SHA A MD52 )
- BAKE (BERKE)

- BEMH

NEBERL A ASFEEREFREENENRBNOEF HRRENILES. BXEZER BRI
REEEIEE

UEBELIT
BMELHEAERAR. ELTBREEVBER CNEITHERAFHER[NEMNES. XSERIA
EBFERFIRFPOIES. RITHBRIEPFEEARGERTLRERIWHTHIHER , ALEED

EXSTHWERNEH, RITER2E , FNERRERAZITENIES. ERIEFH2E , HBERGE
RS+,

BRI T A AERIEREITTMER

- BN REHEEFIEM Amazon Certificate Manager # ZBBE SN 1 HE 3] LRI LLE B4
iTo ACM 2ZRHEEMZHEITIEH, BXEZER , i5Z 1 Amazon Certificate Manager A 15
MR EELIT,

« MRAFERSAACM , MAFEMIERHE G ABHERBALIT. BXESER , 753
Amazon Certificate Manager Fi P8R H S AIE$,

- MRESFHEBSA IAM | MAFBIE—NFTES , FZFERSA ACM = IAM F | FHZFE
PBRMBIAEITESE | HMNARKSE =M BRI AW IES,

R FHIFR 74
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NMARFNEEEHSENRTE RS

Elastic Load Balancing fffl — 1% £ E#FZ (SSL) W BEE (MHLLEXK ) EEFHSAEHYE
B2 2 BIh7E SSL iE#E, Z2FRHEMNUMBBNAS, MUEEFHSRSSECEBIRSERE B
REZFPIHRSABERCEAXENFERERRABHRIE. ZBEFERAMEZERERSESNMNE
L, MUEASTEZEBEX Internet EWHRIFEBHITINER, £ EEHELRED , ERENASSERES
FERDNFREE B XFNBBNNUNTIR. BRINMERT , 2L EEEERSH[IRPEEM
—NE IR B TR E —NRE,

EREM

- NARFARIIHRNEIFEREEN SSL EFthE.
« Application Load Balancer F X HE X R £ KK,

« ELBSecurityPolicy-TLS13-1-2-2021-06 KEE=EM Amazon Web Services Management
ConsoleB|Z# HTTPS T8 BN R £ KB,

« ELBSecurityPolicy-2016-08 KE&ZFE A Amazon CLIBIZEM HTTPS (TS BRINZ £ K EE,

- B HTTPS WT5et , FEEEF —NRLEK,

« F{#EE ELBSecurityPolicy-TLS13-1-2-2021-06 Z£FKEE , ZREKREEIE TLS 1.3,
HE@MERAE TLS 1.2,

- BULERATHREEMAATRREENZTESRE,

- NTFEmiERE , MREMHTTPS MTRREAMNRE TLS 1.3 T2KH
NfEMA ELBSecurityPolicy-TLS13-1-0-2021-06 Z£ XK, &
M| , ELBSecurityPolicy-2016-08 Z£ XA T EiRER,

« EE  REHW HTTPS 25 LA FIPS TLS %RB& , ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-040 A T RimiE#,

s NTHEEEZRARL TLS MUURETHEAMNZLMINE BN T XHEECFAZENEE
P, B AEREF—F ELBSecurityPolicy-TLS- £ %K, EEFHNNARFARYE
BRHERH TLS thIUARA , B ARIGEREAHE AT CEZHREENNIGR BERE. BXE
Z{E8 , 531 Access logs for your Application Load Balancer,

o BE A5 B Amazon Web Services ik B9 IAM AR #Y Elastic Load Balancing %4 %47 M AR

SR BE (SCPs) RIRFIAF AT AWML Z £ KB, Amazon Organizations BXEZER , B
% {Amazon Organizations FIF$E/) PRI RS 2 HI%K B (SCPs)

- NARFAEEERIFMEA PSK (TLS 1.3) M4iE IDs /2EZEIE (TLS 1.2 RERRAE ) IRE
TLS, REEEFERNNARF AESES IP itifF XFIRE., KX 0-RTT HIEIHEER
early_data ¥ &,
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B AR A EER

& 7] LA F describe-ssl-policies Amazon CLI &

THRDPWUMED , BAUSET &R,

2R
« TLS ZE& XM

< BERBERI DB
< BEBEX 5B D
- BEBX DR
« FIPS 225K

< BERBERI DB
< BEBEX 5B D
- BEBX DR
« FS XEFHYREE

< BERBERI DB
< BEBEX 5B D
- BEBX DR

TLS R£ K

BRI TLS Z2RKMKFEEEZARL TLS MURETNEAMNR £ , AEXHEEESR

M= IEE iR,

&

« BERBEXI DI
< BEBEX 5B D
- BEBX DR

R BRI 7 B Y

TRERT B TLS T2 RMZIEFRITDHL

TLS B KM
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B AR A EER

BEREE

ELBSecurity BiZ-TLS13 -1-3-2021-06

ELBSecurity i ZR-TLS13 -1-2-2021-06

ELBSecurityB{2& TLS13 -1-2-Res-2021-06

ELBSecurity B3 TLS13 -1-2-Ext2-2021-06

ELBSecurity B3 TLS13 -1-2-Ext1-2021-06

ELBSecurity BiZ€-TLS13 -1-1-2021-06

ELBSecurityB{%€-1-0 TLS13 -2021-06

ELBSecurityPolicy-tls-1-2-ext-2018-06

ELBSecurityPolicy-tls-1-2-2017-01

ELBSecurity B %-tls-1-1-2017-01

ELBSecurityB{%-2016-08

ELBSecurity Bl %-2015-05

TLS
1.3

fim

fim

fim

fim

fm

fm

fm

5

5

P

5

5

TLS
1.2

fim

fim

fim

fm

fm

fm

fm

fm

il

Fim

fim

5

TLS
1.1

B

fm

fm

il

Fim

fim

5

5

5

5

s

5

5

TLS
1.0

B

fm

Fim

fim

o'

o'

o'

5’4

o'

>’

>’

>’

5.4

TLS R£ KR
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B AR A EER

R BE X 7 B B D
TRERT BN TLS RERMIIFHNEDE,

R 2R

ELBSecurity i ZR-TLS13 -1-3-2021-06

ELBSecurity i ZR-TLS13 -1-2-2021-06

ELBSecurity B2k TLS13 -1-2-Res-2021-06

ELBSecurity B3 TLS13 -1-2-Ext2-2021-06

/‘\EE

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHAZ2 POLY13 SHA256

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHAZ2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHA2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHAZ2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256

TLS R£ KR
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B AR A EER

BEREE

5

W

ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R£ KR
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B AR A EER

BEREE

ELBSecurity % TLS13 -1-2-Ext1-2021-06

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHA2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS R£ KR
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BEREE =g

ELBSecurity BiZ-TLS13 -1-1-2021-06 + TLS_AES_128 GCM_ SHA256
+ TLS_AES_256_GCM_ SHA384
+ TLS_0_05_CHACHA2 POLY13 SHA256
+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-ECDSA--SHA AES256
+ ECDHE-RSA--SHA AES256
+ AES128-GCM-SHA256
+ AES128-SHA256
+ AES128-SHA
+ AES256-GCM-SHA384
+ AES256-SHA256
+ AES256-SHA
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BEREE =g

ELBSecurity{2€-1-0 TLS13 -2021-06 + TLS_AES_128 GCM_ SHA256
+ TLS_AES_256_GCM_ SHA384
+ TLS_0_05_CHACHA2 POLY13 SHA256
+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-ECDSA--SHA AES256
+ ECDHE-RSA--SHA AES256
+ AES128-GCM-SHA256
+ AES128-SHA256
+ AES128-SHA
+ AES256-GCM-SHA384
+ AES256-SHA256
+ AES256-SHA
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B AR A EER

BEREE

ELBSecurityPolicy-tls-1-2-ext-2018-06

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R£ KR
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B AR A EER

BEREE

ELBSecurityPolicy-tls-1-2-2017-01

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS R£ KR
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B AR A EER

BEREE

ELBSecurity B %-tls-1-1-2017-01

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R£ KR
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B AR A EER

BEREE

ELBSecurity B %€-2016-08

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R£ KR
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B AR A EER

BEREE

ELBSecurity B %€-2015-05

BB X 72 B R B

TRER T ZFFNPHDH TLS TR

R

OpenSSL — TLS_AES_128_GCM_
SHA256

IANA — TLS_AES_128_GCM_ SHA256

5

-

i)

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

+ AES256-SHA
RERME RREH
« ELBSecurityBt®-TLS13 -1-3-2021-06 1301

 ELBSecurityBt%-TLS13 -1-2-2021-06

 ELBSecurityB{% TLS13 -1-2-Res-
2021-06

TLS R£ KR
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B AR A EER

BBB

OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384

OpenSSL — TL CHACHA2 S_0_05_
POLY13 SHA256

IANA — TLS CHACHA2 _0_05_
POLY13 SHA256

R REE

ELBSecurity U2 TLS13 -1-2-Ext2
-2021-06

ELBSecurity B2 TLS13 -1-2-Ext1
-2021-06

ELBSecurity BUZ&-TLS13 -1-1-2021-06
ELBSecurity{2€-1-0 TLS13 -2021-06

ELBSecurity Bl Z€-TLS13 -1-3-2021-06
ELBSecurity Bl Z€-TLS13 -1-2-2021-06

ELBSecurityB{€ TLS13 -1-2-Res-
2021-06

ELBSecurity B3 TLS13 -1-2-Ext2
-2021-06

ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

ELBSecurity Bl Z€-TLS13 -1-1-2021-06
ELBSecurity{2€-1-0 TLS13 -2021-06

ELBSecurity Bl Z€-TLS13 -1-3-2021-06
ELBSecurity Bl Z€-TLS13 -1-2-2021-06

ELBSecurityB{3€ TLS13 -1-2-Res-
2021-06

ELBSecurity B3 TLS13 -1-2-Ext2
-2021-06

ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

ELBSecurity Bl Z€-TLS13 -1-1-2021-06
ELBSecurity{%€-1-0 TLS13 -2021-06

ZHEH

1302

1303

TLS R£ KR
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B AR A EER

BBB

OpenSSL — ECDHE-ECDSA-AES 128-

GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_ SHA256

R REE

ELBSecurity Bl ZR-TLS13 -1-2-2021-06

ELBSecurityB{3€ TLS13 -1-2-Res-
2021-06

ELBSecurity B3 TLS13 -1-2-Ext2
-2021-06

ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurityB{%&-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08

ELBSecurity Bl Z&-TLS13 -1-2-2021-06

ELBSecurityB{€ TLS13 -1-2-Res-
2021-06

ELBSecurity B3 TLS13 -1-2-Ext2
-2021-06

ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurityB{%€-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08

ZHEH

c02b

c02f

TLS R£ KR
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B AR A EER

BBB

OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_CBC_ SHA256

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_ SHA256

R REE ZHEH

« ELBSecurityBt3-TLS13 -1-2-2021-06  c023

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurityBt%-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06
» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt ®-tls-1-1-2017-01

+ ELBSecurityB{%-2016-08

« ELBSecurityBt3-TLS13 -1-2-2021-06  c027

« ELBSecurity 3K TLS13 -1-2-Ext2
-2021-06

« ELBSecurity Btk TLS13 -1-2-Ext1
-2021-06

 ELBSecurityBt%-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06
» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt ®-tls-1-1-2017-01

+ ELBSecurityB{(%-2016-08

TLS R£ KR
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B AR A EER

BBB

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_256_GCM_ SHA384

R REE

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityBt%-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06
» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt -tls-1-1-2017-01

+ ELBSecurityB{%-2016-08

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

« ELBSecurityBt%-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06
» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt ®-tls-1-1-2017-01

+ ELBSecurityB%-2016-08

« ELBSecurity BtR-TLS13 -1-2-2021-06

« ELBSecurity Btk TLS13 -1-2-Res-
2021-06

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

« ELBSecurityBt%-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06
» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01

« ELBSecurityB{%-2016-08

ZHEH

c009

c013

c02c
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B AR A EER

BBB

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_GCM_ SHA384

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE

ELBSecurity Bl ZR-TLS13 -1-2-2021-06

ELBSecurity {2 TLS13 -1-2-Res-
2021-06

ELBSecurity 2R TLS13 -1-2-Ext2
-2021-06

ELBSecurity B2 TLS13 -1-2-Ext1
-2021-06

ELBSecurity Bl Z&-TLS13 -1-1-2021-06
ELBSecurityB{%€-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B % -tls-1-1-2017-01
ELBSecurityB{%-2016-08

ELBSecurity Bl ZR-TLS13 -1-2-2021-06

ELBSecurity B3 TLS13 -1-2-Ext2
-2021-06

ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurityB{%€-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08

ZHEH

c030

c024

TLS R£ KR
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B AR A EER

BBB

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-

AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

R REE ZHEH

« ELBSecurityBt%-TLS13 -1-2-2021-06  c028

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

 ELBSecurity Bt TLS13 -1-2-Ext1
-2021-06

« ELBSecurityBt®-TLS13 -1-1-2021-06
« ELBSecurityB{%-1-0 TLS13 -2021-06
» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt 3R-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

« ELBSecurity 3K TLS13 -1-2-Ext2 c00a
-2021-06

 ELBSecurityBt%-TLS13 -1-1-2021-06
 ELBSecurityBt%-1-0 TLS13 -2021-06
» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt -tls-1-1-2017-01

+ ELBSecurityB{%-2016-08

« ELBSecurity Bt TLS13 -1-2-Ext2 c014
-2021-06

 ELBSecurityBt®-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06
+ ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt -tls-1-1-2017-01

« ELBSecurityBt%-2016-08
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B AR A EER

RBE
OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

OpenSSL — AES128 SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_ SHA256

OpenSSL —SHA AES128

IANA : TLS_RSA_WITH_AES_
128_CBC_SHA

R REE

ELBSecurity B3 TLS13 -1-2-Ext2 9c
-2021-06

ELBSecurity B2 TLS13 -1-2-Ext1
-2021-06

ELBSecurityB{Z&-TLS13 -1-1-2021-06
ELBSecurityB{%&-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08

ELBSecurity {3 TLS13 -1-2-Ext2 3c
-2021-06

ELBSecurity i3 TLS13 -1-2-Ext1
-2021-06

ELBSecurity Bt2-TLS13 -1-1-2021-06
ELBSecurityB{%€-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurity Bt2-2016-08

ELBSecurity B3 TLS13 -1-2-Ext2 2f
-2021-06

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurityB{%&-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurity B %-tls-1-1-2017-01
ELBSecurity Bt 2€-2016-08

ZHEH
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B AR A EER

BBB
OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA _WITH_AES_2
56_GCM_ SHA384

OpenSSL — AES256 SHA256

IANA — TLS_RSA WITH_AES_2
56_CBC_ SHA256

OpenSSL —SHA AES256

IANA : TLS_RSA_WITH_AES_
256_CBC_SHA

R REE

ELBSecurity B3R TLS13 -1-2-Ext2 9d
-2021-06

ELBSecurity B2 TLS13 -1-2-Ext1
-2021-06

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurityB{%€-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B % -tls-1-1-2017-01
ELBSecurityB{%-2016-08

ELBSecurity B3 TLS13 -1-2-Ext2 3d
-2021-06

ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurityB{%€-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08

ELBSecurity B3 TLS13 -1-2-Ext2 35
-2021-06

ELBSecurity Bl Z&-TLS13 -1-1-2021-06
ELBSecurityB{%&-1-0 TLS13 -2021-06
ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurity B %-tls-1-1-2017-01
ELBSecurity Bt 2€-2016-08

ZHEH
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FIPS &4 XK

/A Important

B AN E N AR F ARSI E RV B T2 YT BR ERAAUE R FIPS T2 RUEHIE FIPS BEK
B ; EIITRESER. MRAFNABRFARBERER AN RNES LM E FIPS KEEH T
2, FEEHFEMITERKA FIPS REXKEE , BRBRABEMNYTR , ESRE-MH1E, H0h
FRNRERBERN FIPS , ARG FIPS ZERMOIZEMMITER. HE , ETURER
FIPS & K12 B A #1589 N A2 F A Ea R,

BRIBEBLLEITE (FIPS ) REEMMEABFRAE , HHAE T RP BRESNNBERRN R
2ER, ETHMEZEER , 5 Amazon Cloud Z2MEM MR E LW EE K FE S EIRE
FIPS ) 140,

FiE FIPS KBS FIA AWS-LC FIPS BIEMNZER, ETHREZELR , i5ZH NIST Cryptographic
Module Validation Program R4 E# AWS-LC Cryptographic Module T Ho

/A Important

RBE ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04 M ELBSecurityPolicy-
TLS13-1-0-FIPS-2023-04 RR AT SIBRFEMRERE. BAMAIER FIPS14 0 FHREA
FIPS fn% , B EM]ATRERRFE &M NIST TLS BLE1Em.

P
. RS WY
. BEW S HED
. REEY S W

R BE X 7 B L

TRERT B FIPS Z2 RGN
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https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4631

Elastic Load Balancing NARFAEI9ESR

gogcay 1) TLS TLS TLS TLS
1.3 1.2 1.1 1.0

ELBSecurityB{ % TLS13 -1-3-FIPS-2023-04

ELBSecurityB % TLS13 -1-2-FIPS-2023-04

ELBSecurity B %&-1-2-res TLS13-fips-2023-04

ELBSecurity B %€-1-2-ext2-f TLS13 ips-2023-04

ELBSecurity Bl %&-1-2-ext1-f TLS13 ips-2023-04

ELBSecurity B %€-1-2-ext0 TLS13-fips-2023-04

ELBSecurityB{ % TLS13 -1-1-FIPS-2023-04

ELBSecurity Bt %€-1-0 TLS13-FIPS-2023-04

BRBE X 7 B B D

TRERT B FIPS R2ERBIFNEDE,

RERM

ELBSecurityl % TLS13 -1-3-FIPS-2023-04

ELBSecurityl % TLS13 -1-2-FIPS-2023-04

5

=3 =) =)
= = =)
=3 =3 =)
=3 =3 =)
= = =l
=3 = =l
=3 =3 =3
3 3 3

=g

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

5

5

5

5

s

s

=l

B

=l

=l

"

"

fm

o'

o'

5’4

5’4

>’

>’

>’
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B AR A EER

BEREE

ELBSecurity B 2R -1-2-res TLS13-fips-2023-04

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384

FIPS R4 KR
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B AR A EER

BEREE

ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

FIPS R4 KR
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B AR A EER

BEREE

ELBSecurity B 2€-1-2-ext1-f TLS13 ips-2023-04

ELBSecurity B{ 2R -1-2-ext0 TLS13-fips-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS_AES_128 _GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256

FIPS R4 KR
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B AR A EER

BEREE

ELBSecurityB % TLS13 -1-1-FIPS-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

FIPS R4 KR
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BEREE =g

ELBSecurity B %€-1-0 TLS13-FIPS-2023-04

TLS_AES_128_GCM_ SHA256

+ TLS_AES_256_GCM_ SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

BB X 72 B R B
TRER T ZFFNRDH FIPS ZEXKMK,

TR Eoge o BREH
OpenSSL — TLS_AES_128 _GCM_ « ELBSecurityBt® TLS13 -1-3-FIPS 1301
SHA256 -2023-04

IANA — TLS_AES_128_GCM_ SHA256

FIPS R4 KR
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B AR A EER

BBB

OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384
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1. $TF Amazon EC2 ##4l#& , Bt Fhttps://console.aws.amazon.com/ec2/,
2. ESMERTP , ERAEGER.

3. EBRNFHERIUERTHFHMESR.

4, HERWTSBIMMUETF L, HITUTE—RE -

a. IR : 3w 051 AY A BT T T BR A9 ¥ 415 S T

EMUET+ L, EFRIMH,
b. &R @ ET NN AU 2R

SEEBAN | REEEFMAN.
5. WUEBHARETHANEE—AEH , BUEHTRUEN,

ERMEMRE | FERFNEMFEE XA,
6. ii*%jt_io
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B AR A EER

7. EFR RIS
8. AIM—NHBNUMTFRMF :

o EHRK - EXFENIRK, Bl : *.example.com, EFEINAREFRM

&% 128 N7 FRDRPE, AN FERR a-z. A-Z, 0-9; UTERZN - ; UKE

BRF(*M?)o

-« BB - ENEE. Bl Jitem/* o EERWIAURERM

RZ 128 N7, ROKRNPNE, RAUNFRHR a-z. A-Z, 0-9; ATREERFR : _-$/~"@:+ ;

& ; AR BEAF (*HM?).

o HTTP #RA3E - BN HTTP #R A%, BEEIALRERME.

RBZ 40 MNEF. ROKRNE, AWHNZERFN A-Z , URUTRHEZER | -_. TXEBERM.

« JR IP - LA CIDR B E IR IP bt EEFINUREFSRM

™ IPv4 #& IPv6 CIDRs #t¥. TXEBERF.

« HTTP #5335 - BASRKBRHARN— PRSI LRFRR, ERENARESA

» HTTP #RA B MNP T E MR KB R A IATEE,

RZ 40 MNFRF. FRBKRPIE, RAFNFRHR a-z. A-Z, 0-9 MTRHEFR : “2-14$
%&'+.A_‘|~o ;f:ﬁﬁiﬁﬁﬂﬁo

o HTTP #5kfE - MAES HTTP HRAERTHLRNFRFE,

&% 128 N7, FRDRPE, RTFNFRR a-z. A-Z, 0-9; = ; LTRHHEFRF: |7

#8%&' () +,0 [5<=>@ [ A}~ ; ARBEMF (*M? ),

- BENFHE -ETERNFFEINRENEBRBHER. EREINARERA.

8% 128 NEH. FROANE. AENEEN az. AZ, 09; UTFREZHE : _-$~"@:

+&(),;=; ARBERF (*M?),

9. IEET—2
10. NEHHNESLATEREZ—

« RERGBEA - ER-IMRSINENRERRIETNERE, BARMERE , HEFEHME

e, MREASNERE , FASNMNEREAERENEAETAXEKNEO L, REN -

ZNBRAR AN, WARERN LS BAFRM M,

vl
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- EEME URL-BEFFWRBERFEEMBEIN URL, ATLUER M T I HTLLIRE | £ URI &

DT~ LD MAEBNMED , HEETE URL &I F LA ATENIE, N TRENRE , &

AL EEEERE RIS (HTTP 302 ) KA ( HTTP 301) .

« REEEMER - EERMEER EMEREFmEROEARG, il | BEIEE N RSB M E A

EX , BEMNTRLEN.
1. BET—%,
12. BEfA 1 X 50000 B EREEA N AL ER
13. ®BET—F,
14. EESRNFANEENFAREFAGERNRE, NREREG , BFGE,

EZARMBAN | EEEH Amazon CLI

£/ create-rule S RIEMN, A describe-rules B EFEMNMEXEL,

SREE AL

BRI R BN AV IRERZ M. ANEFFLYER , REEEHANGH —/NRENER ,

ERAZ MU EBERKBAER, FAEERITHEREISTR,
e & mEAN

1. $TFF Amazon EC2 ##l& , Wit R https://console.aws.amazon.com/ec2/o
2. ESMERTF , EFRARGER.

3. EEAFIIES.

4, ERWTSBIMMUETF L, BITUTE—RE -

R ¢ 4% O 5 AR SR BUT T 2R Y (S B HE
i EANEB AT E D &, SRR EREIN B HREH P E O,

EREE , REEEREAN
i,  EFNETFEOATSRANEBD F |, ERERENAD,

ERRE , RAREREENN,
5. BREFSESRBHARE. ERMEMFE | BEERMMEMIREXR,
6. ﬁj:% -F_Z'Fo

LIS

YmiE AL
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7.
8.
9.

10.
11.
12.
13.

BREFTEB ARG, ERLURNENS. RERBFAZMBRESE,

®HE T—F,

REFEBIRE,

®E %,

BEFEEIANMLTR. ERSMEA 1 = 50000 B HIE,

®E T—F,

KRENEHANEENFFEFACGENETNRE, BEEETIRZE , ERREFER.

EFEAREHN Amazon CLI

£/ modify-rule @,
EFAN K R

AN RBZEERIF MNREEDRSE) TEN. KEFERRIAGN, &7 BEE E RIERIAS B
LER, ETEEE RFR NI AV TR

152 A 22 5 & EHR AL LR

1

2
3.
4

$TFF Amazon EC2 #2#|& , it R https://console.aws.amazon.com/ec2/.
ESMERSD , EEARHOER.

RS E R,

FEAUTSEMANEDT+ £ |, AT TE—RE

a. JEFEWIL : 3w O AN B Y ST BT T 2R Y I 4R EOUE

i IERERE REEEREFREERN ML LR,
i.  EMNETFOOTSRANEBS T, ERRE  RAREREFRBEANM TR,
b. EFMUTER.

EREEMAN  REEFEHREEAN N ER
EOUTRANE D, RERFIERHFANNAE TR, ETLESHA 1 E 50000 Z B HIEF
ERTAI L TR o
NERRBIEHER , ERREEL

EEHHNMKEELSR , EEH Amazon CLI

B FAN oY
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£/ set-rule-priorities B85 o
il B A I

18 0] LABE B A BR 0T U 2R B9 FERRIAAL I o B REM BRATYTBRAVRRIAMN . &M BRI 2R A , L MIERE
KRR AN,

152 F 422 %1 & 1) R AL U1

1. 3TFF Amazon EC2 ##l4& , it A https://console.aws.amazon.com/ec?/,
2. ESmERF  ERARHEESE.

3. ERAEGHESR.

4, ERWBMMUETF L, BITUTE—RE -

a. JEFEWIL : o O SN B R §Y STAS BT T T 25 BV i 4R EOUE

i IEFRERERAIAN

i, IARFRERE REEFRERAN

ii. EXAFEPHEA confirm, REEREMRIER.
b. EFRFIRZFIRY A BT FF AN 89 3F A E B RH

i EBRME , ABERBBRFN,
i. TEMARFERDBHA confirm , RFIEEMER.
EIgRAN |, EER Amazon CLI

£/ delete-rule 5,

JIEEY Application Load Balancer E#1 HTTPS {iiiT85

I HTTPS IWTeR /5 , BRI UEBRBMINES., EMEPIRIBRRL L KK,

5

« BBRAAES

o RUEBARIEUE 5K
« ME B 5% o i BRAIE 45
- EHMREERK
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« HTTP #rk{8K

BREIALEH

BALMERAN TR RERANBNRIANTIS. BXESEL , W5H SARF ARSE 8N SSLIT
Ho

£ R 2 & B RIALES

1. §TF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/s
ESMERP |, EEAFIGER

R RBITE R,

TR MM NET R £ | BRI O 51 SR BIT W 88 i 1 E S R E
FUEBET+ L, ERERRIAME

£ ACM Ml IAM IEBRAF | EFEFHAIMIAE S

B S FAMINE.

N o g bk~ w0 b

EFEWRERIAES , iBEFEH Amazon CLI

FH modify-listener g8 53,
FHEB R INEREH H R

FEA R AT I RERRMEITSRAIER IR, EXOIE HTTPS (TSRt , iEPIIERAZE, MR
188 B2 T 85 Amazon Web Services Management Console , W ERINE B R INENE B TR,
ALURI—ANRZMES, BRI LUEERMBIAES , LBRKRLEIERS SN H—EFEA , BIFEEH
BRARNEBLENY, BEXESERE , BSR NARFAFYEEEMN SSLiEH,

15 A2 5 & AN

1. 3TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/o

2. ESMERP , EEAFIGESR

3. GEENEFIGHESR.

4, EORFFRMMNEDF L, ERDICIRD S P SARSITF TSN EAE RN H.
5. FEIEREIDFL |, EBRINESR,
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6. 1 ACM M IAM kB &xRH , EEEFNWILES , RAEERTEUTHLESTL,

7. MRELZE—KE ACM = IAM EEWNIES , MERSAER , TREKE , REEES A

8. EBRIMFLIBIES,

EFEBARMEUEBSIRS |, FFEA Amazon CLI
/8 add-listener-certificates 55 o
MAIIE 45 51 5= = il BRALE 5

BRI LAMER AT IR HTTPS T 2RV EH 5 R P MIBRIEH . ZEMBR HTTPS 2RI BIAES | iF
S BRBMALES,

152 FA 22 8l & MAIIE45 51 3% P I BRALE +5

3T Amazon EC2 ##|#A& , Wit A https://console.aws.amazon.com/ec?/,
ESMERSD , EEREARHOER.

RS EER.

FEOUITER MMNGEDF £ | B ¢ 3% O 5§ STARBIT T 2R 9 1 445 B TUH
FIEHETF L |, EPIEBXN NN EEE , REEERER.

R THEIAR , WA confirm , RFIERMER.

2 T o

EMIEBFHNERPMBRIES , EEH Amazon CLI
£ remove-listener-certificates 55
BT RS

R HTTPS TEsat , MU ERFEENERNZLRE, PNFHNEZERKE , BUE
HTTPS MW EF N EA L H L £ KM, Application Load Balancer A XiFHBEN LR LK, BXE
ZEE , BoR RARFASSESENZSREK,

ENARFARIGEES LERA FIPS K

MBS ARFARDERNE L2 MTHRBLTER FIPS RERKHIE FIPS T2XK ; ©1F
RRESER. MRIABNARFARDEREMNRESERAIE FIPS KEEAVUYTR , H BEFEMYT
BRA FIPS T2 XK , BEMRFAAEMTER  ERRE-MAL, BOTHENRERBEEDN FIPS

M 51 2% o ) BRATE 45 124
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ARIEERA FIPS &R QB EABMIER. HE , LALUNEA FIPS R RO EEEH TR
R REFF L9 2g

EREH A B LR

$TFF Amazon EC2 #%#|#A& , Wit A https://console.aws.amazon.com/ec2/,
ESMERT , EEFEAEGHESR.

EE RIS,

TR RMNGET = £ | TV - 3% 0O 5§ SR ST F AT ss A9 ¥ 4115 R T E,
EHAEERNEL , EFRE  RASERRBIITSR.
EREMTBRRETINLLEET , REHNZERE,

%42 Save changes ( REEX ) -

N o o bk~ wDdh =

EFEHEZTLER , A Amazon CLI
£ A modify-listener a5 5,
HTTP #R3k18 2k

HTTP R R AW L EG B EARBERERBNIRL, BARER I RIFR K S K% 22 A BR 55 85 Wa RI AR
ko RIAREFF Ui 38 SIFE B R M B RIAR K BIAR Ko

BRESFER , TN N ENNARFAREERE A HTTP X B R,

ENAREFRASRESEIPERA TLS #H1TN @ & 4Kk

W@ TLS HFMRIEREREREMDI (TLS ) B —ME, £45 TLS ERFHFNF TR ARILER
£BE  HPRFHFEQEFFRRERES M, FBNE TLS , AFHERENE TLS NEHE
ErimMIRS R 2 WA E & ORI, HEFRME TLS ENARFARBEHRESERAR , ALFEL
BHORIEEEFBDNAREFH R,

BXFEXNE TLS ERNARFASEERESFER , FNAFTHERTUEREF RS MORIE , SUEE
HRAEZGENEFHTELNERNAREFBEE. FHAILIIEER , Application Load Balancer &
FAXBE=FIUEPBMENM (CA) HIEHFEA Amazon Private Certificate Authority (PCA) ( AIi% )
NEFRHFTHHRIE , A UEARHERE. NARFAROEREEFARIEIBDEEARZEER , &
WRARFAUFERAZEEHTEN, BIENARFASIEHSRPERANRE TLS , BUUAFEAD
BUENETIERPHEHARENE. AV EB. RENFHRIE,
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Rz 2 U9 B BRI X B] TLS R4 7 ST A MEBURIIEZRY X.509v3 & imiES

AR AXFE X509v1 B IRIEH,

« XX[@ TLS f&ik : SEEANRE TLS FREXE , RRARFABEERSER HTTP iRLHEANES
HIEPERERER. R, BIEATFIRIEDLE SRS NRAERF D RIE NN A
7= & IR B FR IR IUZ 3,

« XXE TLS WiE : HEEARE TLS RIFEXeY , RRARFABIIERSENTITERNE TLS &
BN EFiRIT X.509 B IGIES S HKIE.

EFHEAABERARFARSEEFEANG LS, CABEFMNEEEN EIRA B HY
FEEBET, BEAMNE TLS HATRIE , BARRTHUTRIE

- BIEHHEEFRER,
« HEZHEBMANNE (CA) BTN (7 ) mEIIR.
« FHEEFE IR E ) RIEE 7 imiE B R T ER.

BXERER Application Load Balancer EEiEXX [a TLS BUFE K step-by-stepiI 2 , TSR ER A
BEFAHHESE EHEENE TLS,

ENARFOESER EFREEXNE TLS Z 8

ENRARFAEGER LT HREENG TLS 281 , EEEU TS

BREH

R REF 89 2R B 548HY Amazon IKF REANEEEMRE. CAILEBNIERREIIRKE
MAXNFELRSE,

BXEZEER , 55 Quotas for your Application Load Balancers,
EPRER

NMARFARYERIFLUTIERATNG TLS BAKIE :
o XEMIEF : X.509v3
« M4 - RSA 2K - 8K B ECDSA secp256r1, secp384r1, secp521r1

- XML EEE  SHA256 , 384, 512, #HH RSA/SHA256, 384, 512 with EC/SHA
256,384,512 Mg FH{EF RSSASS-PSS %48 MGF1
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CA B

DUTHRBREATIEBMANN (CA) B :

- NARFABIOERLE EESMEBMANM (CA) EHESE. NRARFABIEERTIXE
LEBEMER, MRFERMIFIUED , WA EEUEB TSI

- BE CAIUEPRE , BHFEM ModifyTrustStoreAPl,
IE BRI F

MIBFERANE TLS £ , NARFARYES B AL UNEFIRIIPEZINARRE R, 2
MIRFMHEBFIE , UABIEBLER,

LFERE
NNRARBRFAFYEREANGE TLS FEHRIERAE , TXEFLERE,

HTTP #rk

EEAXE TLS thE T imiEEe , NARFABIGERER X-Anzn-Mtls FRXRIZIEBE
Bo ARESZEEMRHIIRK , ESH HTTP FREHINE TLS,

CA iEFH XX ¥

CAEBNHHBITHRRIUATER :
o WEBXHATER PEM ( RREAERERME ) #830

c EPRABLMEEHE ----- BEGIN CERTIFICATE----- M----- END CERTIFICATE-----

« ERMAL # FRTTL , HEFBLEEM - F64
- TREBAEMZIT,

TS (TR ) WIEB R -
# comments

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 01
Signature Algorithm: ecdsa-with-SHA384
Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE
Validity
Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 00:57:57 2029 GMT
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B AR A EER

Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
00:01:02:03:04:05:06:07:08
ASN1 OID: secp384rl
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

B (B%) WiEBH Rl :
1. B—if ¥ ( PEM %8B )

# comments

2. Z/MEH ( PEM 453 )

# comments

Base64-encoded certificate

FHEaRIAY R T
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HTTP #R3k X @ TLS

AENBHEEANRE TLS SEFRDEEENNARFABSERA TREIEREFEEN HTTP #5K,
R R R B ERERANBEE X-Anzn-Mtls FRABURTEIEEMNINE TLS X : AEEA K
B3,

BXBARFASHESRIFNEM HTTP #5kMELE |, BSH HTTP #5kF Application Load

Balancer,
fEIEE I HTTP 53k

X FAEEEXTHNGE TLS , MAREF A& ERA L TR

X-Amzn-Mtls-Clientcert

ARk B EEFEINNENT A IRIEHEN URL &8 PEM B8 , HEd +=/ ERRZE2FH.

kB R -
X-Amzn-Mtls-Clientcert: ----- BEGIN%20QCERTIFICATE----- %QAMIID<...reduced...>do@g
%3D%3D%0A----- END%2@CERTIFICATE----- %0A----- BEGIN%2QCERTIFICATE-----
%QAMIID1<...reduced...>3eZlyKA%3D%3D%0A----- END%2QCERTIFICATE----- %0A

WIFENXE HTTP #53K

NTRIEEXTHNRE TLS , NARFASEERER U TIRX,
X-Amzn-Mtls-Clientcert-Serial-Number

EEARK B EHER F IS HA#EFRRER,

REARBR R

X-Amzn-Mtls-Clientcert-Serial-Number: @3A5B1

X-Amzn-Mtls-Clientcert-Issuer

WFRABEMKRE TS YL (DN) B RFC2253 ZRHRRTRFER.
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AR RHB

X-Amzn-Mtls-Clientcert-Issuer:
CN=rootcamtls.com,OU=rootCA,0=mTLS,L=Seattle, ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Subject
ARk T EEBAI 7 #E T (DN) B RFC2253 FRFXRTER.
FRARE R :

X-Amzn-Mtls-Clientcert-Subject: CN=client_.com,0U=client-3,0=mTLS,ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Validity
WARREEE 1S086 01 #E X MInotBeforefnotAfter HHf,

REHNAETRH :

X-Amzn-Mtls-Clientcert-Validity:
NotBefore=2023-09-21T01:50:17Z;NotAfter=2024-09-20T01:50:17Z

X-Amzn-Mtls-Clientcert-Leaf
WFRKBEHIEBH URL w18 PEM =, , HEd +=/ ERN R 2 ZFH,
FRARE R -

X-Amzn-Mtls-Clientcert-Leaf: ----- BEGIN%2QCERTIFICATE----- %OAMIIG<...reduced...>NmrUlw
%OA----- END%2QCERTIFICATE----- %0A

EEFIUEBMRIM (CA) TZE

FIUEBMRNA (CA) EAEBMAHPF A EEENE TLS F AU H R 2 WEIES , N\ME
5T B RIERE,

BRI % CA XBAEF/a , Application Load Balancer fFRIES 2 RN ETEHE XM EESEHIES
MAENK (CAs) TBEMIIER, HEFIHE Application Load Balancer &£ %I B #58Y |, ZFFime
WKE|ZEEHN CA TBEEMIEK,

B2 CA XBEH 130
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£ TLS #EF HilE , & Application Load Balancer I REFIRIEHN , ELEUMPERELEPFITERZE
EHY CA A0 ETR5IK (DNs), XA UBHEFLERSEEN CA TEEHMMEEENERIES , A
fE{t H B RIEI R H WD IEZE IR

ER LSO MIE LTS LR B CA TEEH, BXESEEL | 28 F HTTPS MK
£,

N AR ARSI ERNEEBE

Elastic Load Balancing 2t TiE# B & , ATHREXREINARFARSESENERNEM. &
EAXEEEFE IP RO, FRHIEIREE, EEERUREEFAN TLS ZBEEE. RAE
AUEAXEEEAEREEERESNNE S,

BETRAXERASNESEL  #20 LARFASISERIEREEE
ENARFARSESR LEEXE TLS

AN IFENARFABIESR LRENXE TLS RIER AL TS BRI SR,

EFEANE TLS £EEN |, EREEEMWHRREN ESREFFHNEMEREIT, HERNME
TLS %i%n , NARFAEHEESAMEH HTTP LN BEANEFIRIERELEZIBH , XEREBE
BARFHEIERMNEORIENBENERE, EXEZSERE , BRANENNARFASRSES0E
HTTPS fiilT 85,

HBERIIEXTERAEER TLS i, NARFAESESRATEATEERNE TLS EER AF iR
1T X.509 B Fimit P 54 RKiE,

BEEAXE TLS RIEE | FHIT T IIERF

- BIEFHNEEFE#AR.
« BEEWIEBHANE (CA) WA ( 7k ) mEIIR.
o« FHEEF6E M N R EE B R P iR R AT ER

RERAT I FEE Amazon Web Services Management Console® B N T2 FF gk 19 #ies LB EXX
[ TLS BiFER, EFEA API BEMAREFIESBEEN @ TLS , 2 Application Load Balancer
API| Reference Guide,

5
- BIEEEEE

ERAS ey


https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/Welcome.html
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- XEKEEFH#

- EEGEFHFAES

- BRUSERE

- BIBREEFE

R EEEE

BUNBY=MAEXOREREFH  QENARFASSERN, tIZReMmMTRRURERESEFME
#HE. IREEEAFDER[RITRENFINEEFH  SEFEEIEHRNITRRIEK. HEE
REEEHEHEEGTFMEN , XAMBTHESMITRREK.

AN BUAERAEEFHESN S CUNEEEESE , EAENAEFRASIOEHSERMTENPIERND
BEMHEBIN, BXEZEE , 25 Configure a load balancer and a listener 1 Create an HTTPS
listener,

FRFM
- ZOIRGEEFEMR , EXTWBEREERMANM (CA) NIEFHBELHS.

EREH A IR ST

1. 3TFF Amazon EC2 ##l& , ik A https://console.aws.amazon.com/ec2/.
2. ESMEBERL  EREEEH.
3. EERCIBREETHE.

4, EREFHERE

a. XTEEF#, AALHNEEFENET.
b. NTIEHMAHMEAE , WALFLEEEFELEAN CAIEHBHZTH Amazon S3 B E.

Ak ERANRRAERE CA LB N ERRAE. BN , FEMASFRA.
5. WTmE , LA LUEARFILEH REIRBMBEEFME,

EIEIPREINRT K WALRBECSEFHERANLERRHEYIRHN Amazon S3 &R,

Ak ERAN RRAEFRUES BHSIRBTARE, BN, FERA S [RA,
6. NWTEEFHIFRE , BAGERRMARS 50 MrEUNA TEEFH#,
pridegnlfe JER AT

N

BLE X [E TLS 132
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KEREE70E

SEEEFMRE , EXTFEEMTRXE  RENARFASEERT T RERESERH. 8%
MR R XK —MEEFME |, B —MSEFME T UKRBKEZ MR,

BHNR 7T MHEEFERKBNEMNITEE. XE , BUUECIRENARF RS E R AT aeaT
REEXEFMH. BXEZEE |, 551 Configure a load balancer and a listener # Create an HTTPS
listener,

e R e xEREEF M

1. 3TFF Amazon EC2 ##l4& , it A https://console.aws.amazon.com/ec2/,

ESMERSD , EREARHOER.

ERABRSEENEFHFAGENE,

TSR MM NED+ £ | %3 Protocol:Port 5| Ay 58 AT FF R £ TSRV ¥ 5 B TN,
ERLEWFL , EREELTSMNTHRRE,

( Wik ) MRRFANE TLS , BEFFHIEPLETEEN@EFBRIE (MTLS ) , REEEFESE
REEF&ITRIE,

EEEE#ET , EREENEERME.
8. i&# Save changes (RTFEX )

2 R

~

EEEREEFEEIFEHAEE
CA IEHHE43

CAIEHHAEREEFREN —MLFAG. ERETIEBFRILEIERN ZEERIARUES M EHEH
MES, XELZYRIFMIERBEARSE P im A UEEMERNIES BHASRBEERRE.

BN EEEEFEP LR CAILERRAINANE.
EE CAILBRA4E
EREFEES CAILEBRHAE

1.  3TF Amazon EC2 ##l#& , Wit Jhttps://console.aws.amazon.com/ec2/,
2. ESMBRL  EREEEH.
3. EREEEFE#UEFFAEENE.,
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4. GERFRE , REEFIRE CA BH,
5. GERHAFHEITH.

B B IIER

FE L LULUNEEFEUBIDHHEIIR. RHEIRAILELARIERS , S EERHIEHHHE,
RI AR B9 8RN 3 PEM XYL R 5IR,

HFES RHEIRPNIEEFES , RESNERHBE ID. BNHFMEEEFHEN B HIIRER
= IDs B0, ABFTEER. MEANEEF#ETRRELREFIER , ERHE ID haWher , FEER
FFENARHRNT2EEEM.

(® Note
NMARFAZEEERTERHILIBRHEIRPERTAFIISHIES,

BRILEPREIIRK

FEREFAEERHEIE

1. $TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/o
2. ESMBHRL, EBEETER.

3. EBREFFE#UERFAEETH.

4, HEEPREIIFREDF L , EFRE , RAREFERIMAHEIIR.

5. EEHEHERTH

B ESE 1

—NMEEFRE-RRELE - CAILHRHE , ERETUERIREEFEGHENER CAEHRLH
Do

ik CAEHE4 T
fE R A B CA LB

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
2. HESMBERL , ERETEME.

BLE X [E TLS 134
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3. EBREEFHUEFTEHAFETE,

4, ERBRME REEFEHR CA B,

5. EEHRCARSINELEMIELMEAINEEAIT , MAFE CA B4EH Amazon S3 L&,
6. (ANE) EAXNKRMAERIED RHEIIRNEAMRE, BN , HEAIERE,

7. EFRER CA B4,

A INE - B 8 5l &

ERAEFARNBESIER

1. #TF Amazon EC2 ###|#& , itk R https://console.aws.amazon.com/ec2/o

2. ESMBERL  EREEEH.

3. EREAFHUEEHFAFERE.

4. HIEBREIHIREDFL , ERRE , RAREERMBHEHIIx.

5, EAMREIRTNELNIERREIRT , WAFMEILSBEHIIRE Amazon S3 V&
6. ( ANk ) EAXNKRMAERIED BHEIIRNEAMRE. BN , HEAIERE,

7. EERNMHEIK

M ERIE B B FIR

{52 A2 51 & 1l Bk B 8 5 &

1.

3T Amazon EC2 ##|A& , Wit A https://console.aws.amazon.com/ec2/,

2. HESMBERL , EEREEEMK,

3. EREEFHUERFHEEETE.

4, FUEPRBPEFIRETF L | ERRE  REEERREHEIIE.
5. A confirm HiAMIER.

6. IEEMIER.

HIBRIEE1F0E

UAREEAEMEEEHN | TLUTEMIER.

S IBANREMI R BT 5 R MUY SR R BRIV (SR

3=z
=

EEEXR @ TLS 135


https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/

Elastic Load Balancing NARFAEI9ESR

152 FR 22 51 & W BR S A 17

$TFF Amazon EC2 ##|A& , Mt A https://console.aws.amazon.com/ec2/,
ESMERL  RBREREEFEH.

EREEEMUEEHFAGENE.

ERRE , RREERBREEFR.

B A confirm BiAMIBR,

1% R 1 BR

o o A~ wbh =

HE N AREFAEHESE M Elastic Load Balancing 51174

Elastic Load Balancing 5 Amazon Resource Access Manager (Amazon RAM) &% LSS T EE124%
HEZ, Amazon RAM R —IRS , FERAEH EH LA RA LN %272 A Amazon Web Services Ik LA

EAZRE L ZHEE Elastic Load Balancing EEF#EEIR (OUs ) o o MREBESZANIKFS , WA
B —XEEFHE , ASEH Amazon RAM SEHAIHHMKS~FEA, MREHNIKSHEE Amazon
Organizations , W AILEHLAFHMEKF L ZEEFH , LA ANSEEEAARNNANKFARERS
176 (OUs ) o

£/ Amazon RAM , BRI B A BRARAZRAZZHAENRR. BRERAZEETEAZNRRAR
EoHER EE’JEFH%O ELE R AR Amazon Web Services Ik | HIEERBIENA (FTEE ) BHE
. Amazon Web Services Ik ( JHZEE ) HE, BHREUTUNREZNEEEEXKIENARFAE
HEERMUTE | BT B SNIKF PRIREEFMHE — .

EEFEHEMAEAUSUTHRAZEEEM

- BREHLALR Amazon Web Services Ik~ AIEBE A EB Amazon Organizations
- HALNRNZPHIH LA S Amazon Organizations
- THENALERTE Amazon Organizations

AE

- EEFHEAZHNERZHS
HEEEFHEHONR
HEEEFHE

FLEAZEEFH
TRENITE
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EEFERAENTRESF

« BATAEFBIEB R R E Amazon Resource Access Manager, HEXEZER |, 525 (Amazon
RAM B F#E8) ®# Create a resource share,

EHLSEEEHEE , BX4MEBCHEIEFRIHEE Amazon Web Services IKF, & FEEH
ENEEFME
EEEMA LR Amazon OrganizationsF AN B M HZEFFM , BHATEHE Amazon

OrganizationsfIHE, BEXEZEEL |, 55 HAmazon RAM (AF1ER) M LIFE Amazon
Organizations &=,

[SESHAPES

ink

HEEEFHINR
EEFRAEE

- ERETFHEEEATUCIRETEM.

- ERETFHEEEATUAEE— N/ PEATEASRSIERNEETHE.

- ERBEEMEE AT LEHEM Amazon kP HEZFERIE , #F Amazon Organizations.

- SEEIEPEE T UBUESET Amazon 1tk PRI ZFER)E , & Amazon Organizations.
- EEERABEETEELARSERERAR —KFHPNEEEFEMHR,

- EEERAEEALIIHERRAZEEFENAMENARFARIIHESR.

- MRHFOXBXREK , WEEFETEE T UBREEFE

- EEEEAEETUNBRS X ENFEFEXREK,

- FRAXEEETFMEN , EEFEAEE2WE CloudTrail B,

EEFHERE

- FEERERETUAEERAENEEFE,

- FEFHEERETUER MK/ P EREEFEZ IS R YT R,

- EREFEERETUCARENEEFE RIS SUMYTER.

- EREFHERELEZEATBHAENEEFERCIZRMYTER.

- FREEMERETEEAAENEFERE.

- EREFHEREESNITESRXBENAIUEERZNEEEFHE ARN.

- EREFRERAEETEARZEEFHEEIERMITRIT2WE CloudTrail B,
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EEMR

HEEEEFEN , BRLAEFEARENRRKZEFEEFHERZEATHRE, BUUEARIIANES
PR AWSRAMPermissionElasticlLoadBalancingTrustStore ( @B TAMNME ) , LAl
BEBCHNEFIEENR, DescribeTrustStores, DescribeTrustStoreRevocations #
DescribeTrustStoreAssociations ERBLBH , T M.

EEFEEREEZEXZFTHNR :
38 13 E & : CreatelListener

Al A R ENEEE MM IR FT T Es.
# M METFH . ModifyListener

AL R ENEEFEEM B A TS,
g1 T 5 SE 87 - GetTrustStoreCaCertificatesBundle

AU THESRENEEFM BN CAIERHEHNI,
3 1 8 18 : GetTrustStoreRevocationContent
AU TEHESRENEFEFMR]BEN BHE X,
¥ M 29 % : DescribeTrustStores ( BRIA )

Az FEENEEZENMEEEEME.
¥ M B 9% : DescribeTrustStoreRevocations ( ZRiA )

A LS HAEEEFH ARN WATE RERA,
¥ M Y% : DescribeTrustStoreAssociations ( ERiA )

ALSIHEEFREREKRKS D ERENEEFERBNARR R,

HEEEFMH

EHSZEEFMR  EXTMHEERANEBTRLEE, RERXEZER —I Amazon RAM &R , AJiL&E
Amazon Web Services kP HERR, REREZEETERENER. HERFNWEAE , URERE
AIABITHRE, ZHEFEA Amazon EC2 #H|l & X EFEEMT , ALUFEEFMENEBERRELEZS,
ENEEFHIAMAFNEREE , BLMNEEER Amazon RAM #ZH & BIB B RAE,

LIRS H M AR ZEIMENESEFEMHEE Amazon Web Services Ik | & T LA SR FX LMK G H Y
Application Load Balancer il #7288 5 &0k /= ff B E E 12 6f XA < Bk
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MRIERBLFH—R , Amazon Organizations FEEA THLARBHRE , ML BHRTFARFHHE
BRELRHAEEEFEINR. BN HRESWIMARRAZNEE K AEEIBERRENHE
K EEF BT RNR,

BAILAfE ] Amazon EC2 #%|A&. Amazon RAM ###| A S L E &M EMEERIE Amazon CLl,

£/ Amazon EC2 BH A X =R HENEEHEIS

$TFF Amazon EC2 ##14& , Mt Fhttps://console.aws.amazon.com/ec?/,
ESMBER LHNABIET  EREEFHR.
EREEFEHEMUAETHFMAEESRE.

EHZSEMF L, ERAZEEEM,

EHEEAFRIENTRAZT , ERENEEFENEBLERRAETHRE,
(k) MRFZVEFNRBFRE |, HEEFE RAM BH &P BT RAZHE,
ERAZEEFE.

N o g~ w D=

£/ Amazon RAM #2#| & L Z BB BV EEF4#

FZH (Amazon RAM AIFEE) #MEIERRL=,
BEHS LW BNEMEFM |, BER Amazon CLI

£ create-resource-share %

FLEHAZEEFH

EFLAZERENEEEE  LANRRAZHREBER. TEELAZEEEFEE  ABXKD
REE , ERTAUEENAENEEFERIUNXEK, SEEFREMEEIEITFREEREMERREK
B, ZRECRMNRANKS MR, IREFFREREFERBRARAE , WMHERGRAZNRE
E I BR 2K

A TIBR<ER
EEREIERTA & 1] LL{E A Delete TrustStoreAssociation#s 5358 HI i BRI A N E1E 1765 < Bk, M
BRXEE , EAEAGSEFE#NARSERMITRTLLBRIEIFFHIES , HE TLS BFF
KM

Ba LA Amazon EC2 #4l& . #4453 , Amazon RAM F 1t £ ZEFEE#E Amazon CLI,

HEFEETH 139


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.amazonaws.cn/cli/latest/reference/ram/create-resource-share.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/API_DeleteSharedTrustStoreAssociation.html

Elastic Load Balancing NARFAEI9ESR

FILER Amazon EC2 #l 8 A Z SR BN EERIE

$TFF Amazon EC2 ##|A& , Mt A https://console.aws.amazon.com/ec2/,
ESMER ENATIET  EREEFHR.
EREFEMEMUEEHFAFEERE.

ERHZFETFHRRAEZET  EREFLAZTNHERAE,

EREBE .

o ~ w0 bh =

£ Amazon RAM 2 & A F L R ZEMENEEFM
EZ (Amazon RAM AIF#EME) P EMRRLE,
EEEHELMENEEFME , 1BEA Amazon CLI
£/ disassociate-resource-share #4,

TERMITE

HENGEFHRERSENARFARSESRNSMEFHEBRKKREEENIREGEFMER | B/
it 5.

BEXREZER (BEEMNXEHNEMSEZER ) |, iHSH Elastic Load Balancing Et

£ Application Load Balancer i A F & 3

A LUF Application Load Balancer BEE N EAF RN ARFENZERIEAFN S M. XEETLE
WIFAF SN IERAARSESRTR , AENARFIUETETHILSBE,

SEUUTERARA

« B RS OpenlD Connect (OIDC) &4 & 31217 (IdP) RIEAF 514,

« BEIS# Cognito XIFM AP ME TR IdPsiE4E ( Hla0IE Si#h, Facebook AR ) XA # 1T
S HRIE,

- B3l B3, #FH SAML, OpenlD Connect (OIDC) &3 Amazon Cogn OAuth ito X389 A F
St A P BT B B RIE,

HEFERTE OIDC &4/ IdP

MREFHS OIDC %4 1dP 5 Application Load Balancer —#2 A , B ITU TIRE :
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« £/ IdP 8IZZ#H OIDC MAEF. |dP By DNS &= A 2 FT AT RY.
- BAEEFF U ID MEFFImESR.

« REUIP AU TLETR  ERARTR, THARETRMAFEELET R, JAEEES
KEIES.

o 1dP i RIEH N H AR A HIEB MR PR o

U DNS & B ZM2 A AT EFTH , BMETMBT RIS IP thitth 2,

« AWEER IdP NAERF URLs R#TUTEER , TIENASRERABMEER , A+ DNS 2
B AEIIEERNIE A , CNAME 2EM ARSI DNS 3% -
* https:/DNS/oauth2/idpresponse
* https:/CNAME/oauth2/idpresponse

MR £ Amazon Cognito
A A X3
R AR S E 25 Amazon Cognito ERXIIEEUTXEHEH -

. EERE (HERIMILE)
. ZERE (BZEN)

. EEFELH (MAIERLALE )
. ZEFELH (RBRMN )

. EA (HE)

. MEATEE (FRME )

. BOMK (HFEERE )

¢ EMHK (K2 )

. BMHK (ELEE)

M (Tt )

. BMHK (BRE )

. BMHR (1% )

. MK (B )

. BN X ( EIESF )

. BEMN (ZRD)

C MAHK (FS )

s
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- TAMK (FR)

- TARK (BR)

- WARK (KR )

- TAK (EX)

- TAMK (BENE)
« MWARHX ( F0H )

- TARK (ER)

- AKX ( HEE )
- WA (BRE )
. AT (FIBKRY )

« R (BH)

« FEM (FER)

- D5 (BhEX)

R &R Amazon Cognito A Fith S Application Load Balancer && /A , THITUATIRE -

- RIBAPM, BXESZEER |, 25 Amazon Cognito FF X A R #EHHI Amazon Cognito F F it

- BIEAFPME iR, BOTNNEFREENERETFRER. EFARBENARAXFENEGES
B OAuth SEE., BXEZELR , 25 Amazon Cognito FF & A RIS HE B A /it B T2
P& o

- SIBZAPMIE, BXEZELR , S Amazon Cognito FF & EfEmR P MEE H i,

« RIFERVBEREFRE ID T, fltn, BIASEE openid fFiRE ID T , B
aws.cognito.signin.user.admin SEETRIRE ID Sk,

- EEHRG M 1P BRE , BERE VRIS, FEA IdP. BEXEZELR , 125 Amazon
Cognito F R EEEMHPNERAE=H SR REFERA /.

 JA¥% URLs & Amazon Cognito FyElIfZ URL FERHPHEHITUTEREM , H& DNS BREM N ITHEF
1A , CNAME 2&ZH R AREFH DNS 318 ( MRBEEERZINE ) -
* https:/DNS/oauth2/idpresponse
* https:/CNAME/oauth2/idpresponse

- AWEIdP RAREFHNERE URL REALNAFME, £ IdP g, Hlan :

* https://domain-prefix.auth, region.amazoncognito, com/saml2/idpresponse

* https://luser-pool -domain/saml2/idpresponse
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MARFEFRKEPHEE URL #AEEERNEF,

EFEEAFRER N AT EREE N FEH Amazon Cognito RIEAF B , #MBEFZAFBA
cognito-idp:DescribeUserPoolClient &EMNPR,

HZFEA D% CloudFront

MR ETE Application Load Balancer BIE A CloudFront 2B , R AN TIRE :

o BEBERIRL (23 ) -BR CloudFront FEEFLT FHRIEMNERNMAE, X B RESHBRIE
SENHENEFRHBEN, RE , A TESASENBEXTXE , CloudFront 2 EHFTEET
LAFF time-to-live (TTL) EiR B R £ F 5 KIE Cookie I3 HI 2 BT HA,

- BRNFHABREANER (£3) - BRAFOEREBEHREA P XA HTERRIEMENESA
FRESH,

 Cookie #%& ( £ ) -lRFIFTE BB RIE Cookie CloudFront ¥ % Bl fa 8519 #7 85,

BLE M P & 3R E

BERN—ANRZSMITBIANCE S HRIERERREAF SFHRIE, HTTPS T8RN

# authenticate-cognito M authenticate-oidc B#EHRE, HXHNFERAVHEIR
%S f Elastic Load Balancing API 2Z kxZs 2015-12-01 AuthenticateOidcActionConfigH

A AuthenticateCognitoActionConfigHl .

NEIERRXME R AKIELTE Cookie ARFHARIPARS. ATAFSHRIEFE HTTPS T
U788 , Bt Cookie IH&‘EE secure B, Itk Cookie @& CORS ( BIRARLE ) iFRW
SameSite=None &%,

NTXFEIMFERUFFHSFORIENNARFHAEEER , EESORIERENESMITRAN
R EHME—H Cookie B X AIARE IR A MM FIEEN BIrA 2R AER IdP #TEHK
iE,

Application Load Balancer &% URL 4&#3#) Cookie B,

KRIMBIRT , SessionTimeout FERIZREN 7 H, WREZFEEFENLE , THLEENEERNEE 1
P, BXEZER | F3H &4FHE,

MR AREFHIERIZE OnUnauthenticatedRequest FER, i :

s EEAFFEAERSG LS HEZHNNARR - XHBRIAED authenticate X, MRAFXE
*, MAEOERLNEREEHD P B#RKET X E P HiERAFERAEAFP AEE S,
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- AEERFAPRHMLUBRINARBEFAFPRUEANENNARR - EXFHEBNNARE
F,EfEA allow &0, IRAFEESR , WAFOHSNREAFRBH BNARFTUREEDN
HRE, MRAPKRES , UAKSHSTERAERMARMEAFPREXENARFAIUREREN
e,

- BRIV ME —IXH JavaScript ETA N AREF-MREEAHZdeny R , N AFKSEHS2EZE
SHRIEFEN AJAX AIRE HTTP 401 RETRNHNEIR. B2 , IRAFNESARIEEFEEEN
B, e2aBEFRREERE IdP #IRNLRT R

MEHE R MR S |dP THLIHT & (TokenEndpoint) l IdP AFEELIHET R
(UserInfoEndpoint) Bff. MARFARIERNESXLER[BE IPv4 [T XXEF. MREM IdP
FRAEMI , FHRAESHNATZYIER[/NLZ AN VPC ACLs WMEARFIHELKET 2. FEARIPR
HI9ES R IP uk R A dualstack-without-public-ipv4 B, NAT RX AR EEE R SHS
WITEE. BXRXEZELR , 55 Amazon VPC AFERF R NAT MxEit,

EFALLT create-rule T ELERF BRI,

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattern,Values="/login" --actions file://actions.json

LA R actions.json X , ZXHIEE authenticate-oidc #B4EM forward #&
fE. AuthenticationRequestExtraParams RFERTE S0 RIFH B FMINSEEE LS AP, &
RBRENFHREFMRMENMEBERIN TR

[{

"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
I

"OnUnauthenticatedRequest": "deny"
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B AR A EER

1,
"Order": 1
1,
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
1]

THEREE authenticate-cognito B4R forward %M actions. json XHH KA,

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
id",
"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
},
"OnUnauthenticatedRequest": "deny"
},
"Order": 1
},
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
1]

BXEREL , HSA TEMN.
SO RIERE

THHMER 2 Application Load Balancer 211/ OIDC Xt f F # 1T & 13 3 UE Y AT 3R 7R

HHRIERE

145



Elastic Load Balancing NARFAEI9ESR

— D
_'_f_\-&\"“ - > «—i0— _LI

o
b
/—'

I \ " Target
e
NNy

Auth Token User-info
endpoint endpoint endpoint

THNESH , REERAMERE - TMEEPERHTE.

1.

©® N o o bk~ Ww

FAF @7 Application Load Balancer FEEERN ML RIA HTTPS K. HHEEEHHRIEERE
AR B B, ARIIE BRI REE RIFL P I FHRIELTE Cookieo

MR Cookie A EE , MAHBERLXFAFEEM@E IdP BREmT K, UE IdP AT B BT
%fﬁgulﬁo

RIEAFSMZE , IdP 2FEARNKERAF REAZGER,

AR ERIFRHBERNRBRIES |dP SERLHT o

EWBERWBRARTBE , IdP fF[ Application Load Balancer 124 ID 558115 [0 & k&,
AJa , Application Load Balancer i[RI S RKEFAFEERLHRT Ko
AFEELRTRARRAFFRANHES

Application Load Balancer ¥ 858 AWSELB &% iF«i% Cookie WA, EEMEIRH URI. BT
RZBUN B8N Cookie FREIH 4K K/, Rk AHBSERFEL 4K K/ Cookie B A ZA
Cookie, NEM IdP ZEWHWAFFHMGRSENEXPMET 11K FF , WAaRSESEaaEF

iR E HTTP 500 £5i% 7% 18 ELBAuthUserClaimsSizeExceeded f&#xo.

Application Load Balancer ¥ cookie AP {E B &K E| X-AMZN-0IDC-* HTTP #rkiREH
WBIR. BXEZER , B5Z5H AFREERBENEERIE,

BEHRRIERRE 146



Elastic Load Balancing NARFAEI9ESR

10. B#rmE A Application Load Balancer % [E a5,
11. Application Load Balancer [&] F F° & 3% B 44 0 K7 o

BNHERBEALRA Z 11, MBEEFERVWELLSER 9 B 11, UHEWR , RE cookie HARTH ,
BNEERBERENSR 9 iﬂtﬁ‘o

AP IdP #THMRILE , 2EERFLAF 70 AWSALBAuthNonce cookie, XAAKERN ARRF
MEEELEFRE P WEE[IF ROV AR.

MR IdP £ ID TEARME TERNRF T , MWARSERFRERMFTSEHAETHRSESHNER
RIFSERFTAFRRE  EERQEBEND P RIFTAK. MRAFZEE RNt BAZ9ES
2FAFEEME IdP #NLHT R, XEARIGEREBEASTHERNBRLKE. EXESER,
BESH SEEN,

(® Note

Cookie SHAIE B RITLERHARRE, Cookie EXHIZ Cookie W—NEH , IREN 7 KXo
S RIE&iERSSBREKE B Application Load Balancer £ 3 & 31 iE ThAEEL B #Y & 15 B AT 1
Eo. WEEBREEEFHRIE cookie EH |, ZEHBEZIMER,

AP HREREMEE I

EABHERADRIEAFEHZE , ELFM IdP KB AP RIBRIES Bir. ARIERENA
PRIBLER , MENARFIUARIEZER ARIERERAFHHIERRIEN,.

MEIEESRIMELT HTTP 4Rk :
X-amzn-oidc-accesstoken

THART RPN HRTE (AXHER ).

x-amzn-oidc-identity
RAPEELRET RPN EBEFE (sub) (FAXHER ).
AE W FFRARRINEERAFNEESZ.

Xx-amzn-oidc-data

PP (JSON Web 1 (JWT) #&3 ) .

RFRERBNEERE T
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HRTHENAFPFRE ID TEAE. HEsHEMAFRFRANATFRIRSSRAR , M ID SEEEN
FANEEUNAFR#TEMRIE. NARFARSEHSENAFP#HITSORIENQE —NINIERS
K, AN HRSENEREAZRESRR , BT2%EE ID TEER,

XESHERE JWT KX, BEFE ID 5, JWT KBS baseb4 URL RmIEBHIFRL., BARAFHM
XH , HERREBEERZR. Application Load Balancer £/ ES256 ( ECDSA £ P-256
SHA256 ) 4 R JWT &%,

JWT SRR EBUTFERA JSON R -

"alg": "algorithm",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",
Ilissll: Ilurlll’
"client": "client-id",
"exp": "expiration"
}
JWT B R — JSON XK , ZRKRIEM IdP AP EEL KT REBVRHNAFRE.
{
"sub": "1234567890",
"name": "name",
"email": "alias@example.com",
}

MRFLENPIGERMBENASFR , WL ERARENER HTTPS, 1A, EA-TRE K
ERE , RAMNBULF BRI MNEBRKRANARFABGERNRE, SUNBINBERNT24A
BLEN S| A E9ERA L 2AE ID REDULB .

NEpREE , BLAERFEFARITEARMARIELE , FWIE JIWT $RLFH signer FRER
BETHR R AR RHIIE R ARN,

BERELA , BN IWT FRAHREES ID AERAEMLRET RERLH !
NTFHE (R) , wRETAHAR

https://aws-elb-public-keys-prod-cn-north-1.s3.cn-north-1.amazonaws.com.cn/

RFRERBNEERE T
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AR RBIE R T S0ME4E Python 3.x H3REREZE4R ID. NAMBRAE .

import jwt
import requests
impoxt base64
import json

# Step 1: Validate the signer
expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id'

encoded_jwt headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headexrs)
received_alb_arn = decoded_json['signer']

assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from JIWT headers (the kid field)
kid = decoded_json['kid']

# Step 3: Get the public key from regional endpoint

url = 'https://aws-elb-public-keys-prod-cn-north-1.s3.cn-noxth-1.amazonaws.com.cn/' +
kid

req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

AT RBIE R T QA1 Python 2.7 RIREVZESA ID, NEAFMBERAH :

import jwt
import requests
impoxrt base64
import json

# Step 1: Validate the signer
expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancexr/
app/load-balancer-name/load-balancer-id'

RFRERBNEERE Ve



Elastic Load Balancing NARFAEI9ESR

encoded_jwt headers.dict['x-amzn-oidc-data']

jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_json = json.loads(decoded_jwt_headers)
received_alb_arn = decoded_json['signer']

assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from IWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url = 'https://aws-elb-public-keys-prod-cn-noxth-1.s3.cn-north-1.amazonaws.com.cn/' +
kid

req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

EEREM

- XERHITSENAFEASEPHEERIERITENSSE,
- REES IWT BN ARFARSESRSARISEPITENERTRE
- Elastic Load Balancing HHBRIEB R ATATHE (ItR ) #X, FXHFE (TE ) X,

i B
SiEHER
RIF ML EBNS— 8T, TR

- MR&FENETIHESESERE , MARSERTEFRFERN, MRAFE AP ZEEED

WEE , MTETSRRAAFEFRER. 8, aSAFEEREZERTE,

- R IdP £iF#E AT Application Load Balancer &t , M A~ TERMBEIETERZ
o MR , |dP &AM Z LI EE [ E Application Load Balancer, #EE— X4 EH
f , BIESBEHITEREFRI2 M,

« MR |dP £iFBZETHE T Application Load Balancer &iFBA , N A SR EEIESEE
FER, AFERGE , IdP 2 AFNRNABEE R E Application Load Balancer , R Jg & 3%
IERENHRIBDFREH 1T , BENERERFR,

AT 150
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- MRSFENKTFIHRTESHNENE AP FXERFTE  WABSEHSESNSHRIERXE—
EREIEHEN , 2FLAFBRAER. AF , CLAFBRER,

« MRSFERNKTHRSESEEF A P XERFTE , NaSS@mEfRn e EeH
NRIFAF2E, NESFHRIEXFENHIRFFRBRANZE , ABBERT2UAFBRER,

& P i B S Y

EFRSHIE 156 DHAEIATREHRIEIRE, MREFIRREERE 15 2 RFIRTR S HRIE
N & W E>k B ABEDEIRM HTTP 401 iR, T EE kSRR BT,

flan | R A @Y Application Load Balancer MIE B R INHE , MAME 15 7HATHERIERE, W
RAPEFHE 15 7HERNTHEZREER , WASIIESHENTXIRE HTTP 401 f5iR. AP S0URI#
nE , AEBRZHAER,

& AR UL T4

SNARFFEEIHAZSORIENASE , BREBRIESTE Cookie WEIHIREIRE N -1 H1F
ERWEEME P EHART R (MR IdP XHF—IMEETR ) . ABIEAFESEFERERERA
Cookie , BN R T HEESENESHNE, MREFHREAFDERREMRT — 21 cookie
Z21E cookie WIAEI GRS , RFTSHENE NULL , WARSERLKR IdP IBERAFREMN
T ZEFRES.

EFAHEBERTHARLFHRIE, XEREMNTEETFESHRIEMN Application Load Balancer
A,

« YGBRKEERN , NARFESTUNAE S RIE cookie WEIEIRTEZRE N -1, Application Load
Balancer x#& K 16K B9 Cookie , Rt TR Z A LABIE 4 N9/ K EAEF .

- MR IdP EFFHARTR , TNZAHEEME IdP EHL T K , % Amazon Cognito FF
EARIEEPIERAEHELRT R

- MR P RBEFHART R , FRFEEIFEFIRIHEERNE , HEMBHERIRE

« Rig IdP EFFHART R | IdP LAEFETEMBFSESH  FRAFEEQ R REHE
FWo

- REEREERR S HRIDRE,

BHREIH =


https://docs.amazonaws.cn/cognito/latest/developerguide/logout-endpoint.html
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1 P72 Fr 01 8 39 17 25 {0 AT 25 A AL I 9 #R &5

PRE T H BRI B B XU RMANFIT DK Hlan , B LRAR, A ESHINEN RIRRN
R,

A LA M B AL AR I Z AR . MUY 2R MM B9 PR 8 A UR ME— Y. X TR MAVARE |
MREHFHNREELEMNUITBRANMANRE , ©FERZIRENE.

FA SRR I AT LU B BR o
BR 1

- BNRBOFREH LR - 50

. RAZFAKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode 2%

- RERNEX 2 KNE, ATFERANFRIETA UTF-8 BXRTHNFR, ZRNHEF , URUT
BHRFRF: +-=0 _1/@. BTEFEANSZERIERZE,

s BNERZEHIERFEHaws  5IE , EATCERBM Amazon . BToiEY4mE M BR L8148
WL EMEE. EFLIBNRIRITATNRRIIRSERS,

EHT T BRI AR

{5 42 & B UT 2R AV PR

1. $TFF Amazon EC2 #2#l& , ik R https://console.aws.amazon.com/ec2/o
2. ESMERLNAREET , EFRAEEHESR.
3. EBRTGELEENMNMNTSEMNATIERNEY , MTAHFEAEENH,
4, ERWTB[MMUETF L, BITUTE—BRE -

a. EFRPI : im0 5 E SCARBT TR 1 41E B E,

EMRZSIETNF L, EREERL,
b. EBREFEHHRLEMMYTER.

BEREEMTE  AERREERL,
c. TEMRFRTFL |, LBFEIRE S A HY A BT T 0y 25 1% 415 5 T o

EEREERE,

AT B RINARE 152
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5.

6.

HEEBERENEL , T T IR S TR

a. EEFHRX , FHENERAHRE,

b. ERIRZ , BRFBRFNFFFRL  RENENERAE
c. EMBRIRZ , FWIRFRZZLAIMER.

EHEnER , BRREFEER.

EFEHMKWTENIFE |, B H Amazon CLI

£/ add-tags # remove-tags W Ho
ERANFRZ

{5 P2 51 & ER AN B AR

1.

2
3.
4

$TFF Amazon EC2 #2#|& , it R https://console.aws.amazon.com/ec2/.
ESMBER LENAEHDET , ERAFHEESR.
EROSLEEFHHANNASIERNES , LUTARFAFENHE,

EMYrER MMNER -~ L, ¥ TEEMEEFRANNMOTES | EFHIL : 30559 TA T TN
ITERAY I AE R UE

EMTRFAGEEREL , T TREZ—

a. EERBIMREIRI AT A AN FERES TE.

EANFAEEREL , EREERL,
b. NTEEHAMM , EEFRZEFIRIA,

EHREHEHRHEOPEREERRL,
EEERERNE L , JUTU T —IRSTURF :

a. EEFMHRZL , FHRBNERAFE.

b. BARMIRE , BRBERNFTL  RRABNERAE,
c. ZEMBRIFRZ | FERFBRZZLAIMIBR.

EHMEnER  BRREFER.

EFEHANMFRZL | EFEH Amazon CLI
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£/ add-tags # remove-tags 8 Ho

fB& Application Load Balancer K915 %7 35

o] DARE R BRAUITER . 2 EMIRR A B ISE R , LR BIBRE R AR AEMITER.
152 FA 422 %1 & I BR 4o U 25

1. $TFF Amazon EC2 ##2#l#& , Wit Hhttps://console.aws.amazon.com/ec2/,

2. ESMERTP , EFRARGER.

3. EBAFIIES.

4, EMRWTR[RMMNETF L, EPOTENNNEIEE , RARROERSEMITE. MEROITER.
5. WMRBRHATHEIA, WA confirm , FikFHER,

EffiprYTES , B A Amazon CLI

£ A delete-listener 455

& HIEHY Application TR ER I EERHY HTTP Frk

RIRTEF B9 88 XFHE SUE R MIMBIAR K HTTP 45k, TREEFNARFNRD , ESoirkBlT
BN ARFRENZ £,

BB

FRL BB IAERFEER B Application Load Balancer £ H R INEIE RPN FAIEEHEZ £ (TLS)
PR3k, BIEAD mTLS #RK MBS TLS #r3k. MRAFZL,

XFEHR HTTP SRk ThAEE 2/ Application Load Balancer BE# B ¥A S #5E A4S BRI ER A1
RikRk 9 B AR

PR DU

X-Amzn-Mtls-Clientcert-Serial-  #4R B #5 7] LR B F 36 iE &= 7
Number IG1E TLS EFHRERHEMNIESE
E$o
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B AR A EER

PR

X-Amzn-Mtls-Clientcert-Issuer

X-Amzn-Mtls-Clientcert-Subj

ect

X-Amzn-Mtls-Clientcert-Vali

dity

X-Amzn-Mtls-Clientcert-Leaf

X-Amzn-Mtls-Clientcert

x-amzn-tls Kx 7

x-amzn-TLS-Cipher-Suite

DU

T8 1R Bl 57 & UE P AV UE B 5K
WAy , BEBY B ARX B P IRIE
BATIRIEN & B RIE,

6 B AR A x [ H ik &
WRIEP R KEFRESR |, X
BEBTE mTLS &G KIUEHFE
TR, ORI, A
e

RFBEHRRIEEEFERNES
I R A HE LKA M
A, BRIEPXAEIHHTE R
£,

REMTLS EFHEANES
WWIEH |, RVFARSS BN & iR
HAT 5 MR A WU IE P 8%,
XEFAUBREEN RSN
o

BT TEBNEFIES, TR
PREE mTLS EF IR WU
PRESRM, WIUFUEHEEHX
&P iRt (T 5 A RIE,

RN TEREMN TLS MHI AR
X, cRPTHEBENRZ:
3. BREZRNBNBHRS
Mk,

RRATRY TLS EEER
BEENEASR. XERSIRRE
BIMEEEN RS | FBh
ITREMKESRR , ABRRE
FRERE

EwEiRE
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EFEEH Application Load Balancer {1WTgseE Emm B iE Rk , BEAUTHS :

aws elbv2 modify-listener-attributes \

--listener-arn ARN \

--attributes
Key="routing.http.request.actual_header_field_name.header_name",Value="desired_header_field_na

wAPRE

FEREAPRSK , A LU Application Load Balancer BB N EWRN F R MEREERAIPRL, BT T
NEEM , IRE A AR , @3 HSTS, CORS # CSP,

FIEXEFRBNEIAMBEY N, KEXFERE , Application Load Balancer & 1& Stk iia RiFRk o

R iR
Strict-Transport-Security 3B E R A RIEE X 5T 2858 Sl TR R HTTPS

FERE | XBEBTHER man-in-the-middledh
. PBREAAFEIR. BRELHANEBRZE
N EBEEKL T NE,

Access-Control-Allow-Origin ZH R E UM BRI KRR B 5 LR E R,
XATFEZEWBEERE |, G IERLRINE
@],

Access-Control-Allow-Methods BER B#RAEHERERN TN HTTP Bk,

E AT BRI BT SUA T B Y R AT BB L R4

Access-Control-Allow-Headers BEEEHIERP LG EHL B E L IEMEIR
ko MeFRKIE BARAT AR EIR B RRERBENE S
Ui AT LA & A R EE AR 3K o

Access-Control-Allow-Credentials BEEFREANEBRIERTEZEEMN
Cookie. HTTP B RBIFHREFHII P 2R E
o

Access-Control-Expose-Headers AV B ARIBEER F i A LAE B IR 18 3K /177 (7] R L
H At e RipRk o
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PR HiR
Access-Control-Max-Age EXN R UM BERNERRES KA

B, NTORDEEFHTHRENFER, XBBY
TEIRDELERERMEN OPTIONS &3

BWERMILERE,

Content-Security-Policy Z &4 RS I 4238 &l P o B SAhn s R 1T R R
B, BRERFER L XSS ERBEEAR
o

X-Content-Type-Options 5 no-sniff 38 , AT B LEX B 2555 N B IR AY

MIME %8 , ANTIHBREZ S, THENK
BURREFERNNELDERNE

X-Frame-Options FrkZ£HE |, B EE MRS o R ARE
RepSkRABIFS IE R FNE R E. B B4 H
“SAMEORIGIN” Z M BT UBRANBT T2
AFBERTFZEEHIMNL £,

Ef¥ Application Load Balancer {125 ELE N A HSTS #53k , BEAUTH T :

aws elbv2 modify-listener-attributes \
--listener-arn ARN \
--attributes
Key="routing.http.response.strict_transport_security.header_value",Value="max-
age=time_in_sec;includeSubdomains;preload;"

2 H PR

ERAZRAMRL , BB Application Load Balancer Bt & A 2R F K server:awselb/2. 0%r
Lo ZAMNBLRFZBRECENHE B NEHNNARFEN—EHANRE,

EBHE#MRErouting. http.response.server.enabled, ATAE RN truesifalse, BIAER
true,

E AL T &5fF Application Load Balancer {1¥r258L & W Rl Aserverdrk :

aws elbv2 modify-listener-attributes \

ERRE
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--listener-arn ARN \
--attributes Key="routing.http.response.server.enabled",6 Value=false

PR :

- MBETUSTEUTFH
- FEBFFH a-zA-Z, M0-9
s BHRER L\ PO ]es<>=- 4 4.0 | 1%

- ZEMNEXRNTERT 1K F15,

- Elastic Load Balancing £ {TEARNEM ARIEURIEFLERETEN. B2 , RIELEBIAMGER
L REBXFHIZE,

. NEEMIREZE AN S 2 Application Load Balancer X & EIZRIATT 1 -

o FRERAEA AR R 2xx = 3xx B9 HTTP @R A

BXE2EL  BEA TSR,
AIENNARFARIEERER HTTP fRk 8
BAERT |, FAEBUE T RIRE | H ASAEG SRR EEA.

EREF & B ARAIER

1. $TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/.
ESMERT , EFARHEESE.

2
3. %&#® Application Load Balancer.

4. FE“EUEBRFAN EBF L ERENETTER.

5. 1£ Attributes ( Bt ) &I+ L |, %3 Edit (FHE ) -

AR BTESSEMRE#HTELR, BLUARES AN IEERE.
6. [HTTPS {0iU788] AEEY m tIs/TLS #RL B

a. EBIFEHH mtls/TLS ¥Rk B o
b. BRZEEHNNFMEBERIFLAHANERHEN,
7 B0 B2 B Sk

~

a. RITAINERIFRK.
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b. BRLENMNNFTENNIRKH N HIEHE,
8. ALB RZ-850m RAR K

- BERREARSHFL.
9. i&# Save changes (RTFEX )

ERAfRBE N , B A Amazon CLI

8 A modify-listener-attributes %
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Application Load Balancer #Y B 54

Eﬁxéﬂﬁ}%f&‘ﬁﬁiﬂ’\]’miﬂﬂﬁﬁ”ﬁD%Fﬁ%ﬁ?ﬂ%m?@ﬂ%/ﬁﬁﬂﬂﬁ’ﬂ B#R (Bl EC2 KBl ) . BAL@EZANE
AEM— N BEIR. BEUUANENEREAREESTRARE, HEMEIERE (CRERRSGERN
AT BRI HE EAY) E’JFﬁﬁE*T\J: WATETIRRKRE,

BENMNEFASATHERBERE —IRZS/NEEMBVER. ELBRE MU , ATLUEE B /R4
MEMH, BREANZHSN , RESKRAIMENNEBERA, SN TREEENERIETEHN B IR4H,
Bl , A—RERVNE—NERFE , "NNABRFNHESERNEEMBERA, SAUFENBFRAN
S 1MagaER—EFEH, BXEZEE |, 55 Application Load Balancer 4A4F,

BETENARAENAFHIERNZTRARERE, BN EBFAOEARASTRIRERE , k&
FEEVNRERAMMNEBEEREENERITER. EUTRANPEE-—IMERLESE , ARBOESRIT
FREZEEEMIZBRANMER R (XEBRUTENAHBEREANTAXH) BBETRR.
ABGE R FRBATERZTHEEM B4R,

B %

- BEEE

» Target type

o IP ihhbRH

IS

- EEMER

- BiRdEM

- BRAEE

« BFRAEITIRR

- AN RAREFAESERCERRE

- EFRNARFARSESR B FRANEITIRRRE

- NARFNBEESFEFEANESTRIRE

- RENAEFABRSERNBRARY

- BNARFAEEESEBREEMER

« £/ Lambda BEBEN N AEF RBITE R B #R

- NARFASIIESRBREANTE
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- MIBRN AR RIS ER B AR

B EEE

MIANBRT , ABHEHRLEREECIRBFANEENDMNGOSFEREHEIEB IR, A &
AUBESESBREMBE AN AT HRERBE BFRNKO,

BARAZFA T AMEA

« MY : HTTP, HTTPS
« ¥wH : 1-65535

HBEMRARE T HTTPS thXEEA HTTPS BT R ER , MREM HTTPS TSR EEEA TLS
1.3 B2 K , MFEH ELBSecurityPolicy-TLS13-1-0-2021-06 & REEHITEREE, &
N , fFEA ELBSecurityPolicy-2016-08 Z£ KM, AR ERGEALEERLEZENIEIRES
BARERI TLS E#E. AFHERTRIEXEIMR, it , EUUEHAESRIERREIBHHIER. H
FHESHESREERUTEMRES (VPC) # , A AESE RS ERZENRENERESIH5
HITHHRIE , RBEE R EWIERER , R 2EIE man-in-the-middle X IR XL, BEFF
MR E Amazon fHE B RIBMNRYT , TR EXEMANERRE — SR RE,

Target type

tIZEfRAR  EEEBMRRE , WRENBEESERIL B FREEMERNEEN BRHNRE, 6Z8
AR, B EERHEBIRRE,

LA 2ulReRy B PR R -
instance

XL HPRBE A ID EBE.
ip

B2 IP bk,
lambda

B2 Lambda &%,

HERRER ip i, BALUEERBELT CIDR Rz —# IP it :
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- BFRER VPC BT

- 10.0.0.0/8 (RFC 1918)

- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

/A Important
TREEE M ATTEEHEY IP ik,

BRI AMEAMEXIEW CIDR R, M BFFEEMUATESR

- XpMLFERFHIES VPC NEMN VPC (N TFRE—XERFE X ) &,
« Amazon T&EX IP bt fix O Fut A RIR ( FIIMBIREE ) .
« Amazon &3 Amazon Direct Connect = Site-to-Site VPN & 3245 132 Bl 9 28 i#h 'R R o

(® Note
NTMEBEAGXBEANSARFAERDER |, ip BRST T E — DA X o gg i BOR
B

BXEZER , BSR4 K L Amazon ocal Zones ?

MREREH ID EEEER , WEAKFNEMEZOPEENELS IP IR REKRBE KA, W
REM P #utiEE B, WAERARE - MRS MNEEOWEATLE IP IbRORERE B RIS,
RXE—NKE ENSIRNRABRFAUAERAR —RO, SIMNEEOFATUEECHEL4E,

MR EFRARN BFREENR lambda , MALEMREA Lambda B, ZHAFHGEFWE Lambda &
BWiEket , ©2AH Lambda B, BEXEZEER |, B5H FH Lambda EREMER N AREF AR
#7338 B ¥R,

& A LU Amazon Elastic Container Service ( Amazon ECS ) BB N NARFARYERNERR. 8
XEZEER , BZH (IR HERBERFSF KEIERE) FH Amaz on ECS FANAREFMES
s,
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IP byt 28 B

Sl BARART , ALUAEBFRAR IP ik RE, It IP it R FIA T EBEHRBTEEHAREREITR
LY IP RS,

R R R EIIERE R IPv4 X5 IPv6 B, BIANERER IPv4.
EREW

- BAfRARHHAE IP bR EEHERR IP bk KH, Hltn , BT Em IPv4 BER4EEM IPve B
FRo

- IPv6 BArH REESdualstackmEg#es—i2FEM.,
« IPv6 BErA X IP FLHISEE B iR,

ZIRRTEN

BRIAER T , Application Load Balancer £ HTTP/1.1 [A B AR REE R 487 LUBI il i 2 48
HTTP/2 = gRPC [ B #r K iER,

THRLCE T ERDPIA B AP NIRAE S

B SR AR R SR

HTTP/1.1 HTTP/1.1 R

HTTP/2 HTTP/1.1 R

gRPC HTTP/1.1 iR

HTTP/1.1 HTTP/2 iR

HTTP/2 HTTP/2 R

gRPC HTTP/2 MR BRI grPC , WA
HTTP/1.1 gRPC iR

HTTP/2 gRPC M POST #R , MR
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B RPMY SRR AR gR
gRPC gRPC B Zh

gRPC i MRAR EZEIM

o ME—ZRFRNITRR AR HTTPS,

o WEUTERANIME — RIGHIRERER forward.

« M—XEFMWERERER instance M ipo

o MEISEREN gRPC BRHARBREEFZT. RSMAEF gRPC AR A BIMEAR BIr4E,
- MEPHEHRIE—TT. BFRREMSR. RS ERmR M E AN @R EFEE,

o BAIRMEENN /package.service/method KB EXZETRRARES %,

- ERERE BRI , HTIEE gRPC RAERB,

o TEESF Lambda BEEAE B #ro

HTTP/2 thill iR AN B E =B

o ME—ZFFRVATERIR HTTPS,

o WEUTERAIIIME — ISR ERER forward,

c ME—XIFWEREKER instance M ipo

- AEPERIFENEFERAAH. ARTERFIIHFRN A BRI B TR

e £ B #R

AR EERTIAFN RNV E —EMQ , ABEEEETHEIMERSREARE. EAALEEN
B EME - S B IREA T,

MRNARFEREM , BANE—NRSNBRAEMEMBRAERRZER. —BEMIRTX
FHEHRBE TR XARESTRARE , ARBERBSTHRRERHIFEIMOER , MAER
I Y 5 {5 40T

MRNARFFERBLORELEFTEN BIMERRS , S LUMNBFRABUEEM B R, BUBEM B/
BAATMBRE R , ER2ZBER. BUEIMENBRGE , AFHE R AEIEFERERBEEZE
ro BFRREEA draining RS , EERTHERTK. EEER T BRASSRWKERN , AJHE
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MREBEI LA ID KEMEFR , WA SAFAEITE SRS Auto Scaling A—RIEA. F—1BirEEE
#l Auto Scaling /5 , Auto Scaling E/23) BN 2N E@ZBHREEMBIR. EXEZELR , S
] Amazon Auto Scaling f /8 F AR A 9 E 8 N E A EC2 uto Scaling 4.,

BR 1

« BIEER— VPC HEM B —4 Application Load Balancer B9 IP #zit, #0128 % —4 Application
Load Balancer f T 57 £ 19%88 VPC &M VPC & , M AT LUEME IP b,

« WRXHLTERZBER VPC WEN VPC (X TR -XEHARXE ) # , WFEASEH D E
X LEZBl, AILAA IP sk E X L3R5l

BirA B

BALESREEREANBEREEEC. AXEZEER , F5HR REBMAREN.

MRBFRAEBN instance T ip , MZFUATEFRARBHK
deregistration_delay.timeout_seconds

Elastic Load Balancing ZEBUEEM B fr 2 eI EFHRTEIE, SBE N 0-3600 ¥, BRIAEN 300 ¥,
load_balancing.algorithm. type
NEIEE LB EERBIERN , AROEHROMERB IR, BEX

round_robin, least_outstanding_requests =% weighted_random., ERiAJ
round_robin,

load_balancing.algorithm.anomaly_mitigation

{X % load_balancing.algorithm.type H weighted_random A M. ETREREEARE
ZfE, ZEN on & of fo BIAN off,

load_balancing.cross_zone.enabled

ETREBATEXBARKEE. ZERN true. false =
use_load_balancer_configuration. BRIAJ use_load_balancer_configuration,
slow_start.duration_seconds

— MR (B) , HUHIR , ARSERFEA BRANREN SR INOF A IE L EM B
¥ro SEEN 30-900 ® (15 £4#). MINMEN 0 ¥ (BEEA).
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stickiness.enabled

EBREREEEAKMALE, ZENRN true & false, BIAKN false,

stickiness.app_cookie.cookie_name

M FTERF Cookie W&, RFATERF Cookie BMTREER L TEIZR : AWSALB, AWSALBAPP, =
AWSALBTG ; S TRHMREB AR AT ISR ER,

stickiness.app_cookie.duration_seconds

HETRRAEFN Cookie BXMH ( AR REN ) , KIXNEMHE , Cookie BIE i, H/NMER 1
¥, &AXERN 7 X (604800 #), BRIAEN 1 X (86400 #),

stickiness.lb_cookie.duration_seconds

HETHErIEM Cookie BMH ( AR REN ) . KIXNEMRHE , Cookie BIE i, H/NMER 1
¥, &RAXERN 7 X (604800 #), BRIAEN 1 X (86400 #),

stickiness.type

MMRYER, TTEEMVESRN 1b_cookie F app_cookie,

target_group_health.dns_failover.minimum_healthy_targets.count

HHFUETIRR RIFH BARE TR, MRSTRARFHBERHREETILE , F7 DNS KX
BAMCAETRATE , MEREMNBHESTRRLRFHIXE, AIRNER off 1 FBERKE
ERRZBEBEE, off B , DNS KRMHEBHHER , XZWERE B A FHAAE B IRESTIRR
TE , B FSM DNS FBRT K. BIA A 16

target_group_health.dns_failover.minimum_healthy_targets.percentage

BHBITRRBRFNERREE S L. RESTRARFHVERBEDLLETIE |, 57 DNS
TRFEASITRANME , LEREMEEHIETRR RN T K. AREMNER off 5 1 BRI
B FIRZEMNERY, off Bf , DNS KRMHEBHRER , XBWEAEEHREAFHAMRE B RSBETR
RAEE , B2 M DNS HBRTTR. BMIAA off.

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count
MAEITIRRRIFHEFRE TR, MRSTRRERFNERBERTIE , WFRERXZME
B (2REETRATENER ) . SEEN 1 HEHRBELR, BRIA N 1.
target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage
PAEITRRARIFHNERREE S L. MRESITRRRFNERE S HETIE , MFRERE

FFrEEMR ( BRETRETENESR ) . AIEENENRN off IE 1 F| 100 2 HHVER, BRiAR
offo
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MR BIRARTE N lambda , MXFHUTEFAREM :

lambda.multi_value_headers.enabled

FEREARYESRM Lambda BB Z BRI IERFMIOBIRKEE T SERNFEAENHA, TTEM
A true = false, BINERN false., BEXEZER , HSW ZEFL,

BEEE

BREAEZRERERL B RFEIGE RS AREERERNGZ. MANBRT , ERRHKEEHEEEEE
RARFIBEAER, EAURBENRAERFNEREA KD AT ERNMEEHE L —PMER
A-RAEBE-NEINRBEE , BRI LREFTEMN ERRHEE,

MRBERMESE NN ERBAE RN A TG BRER. REF-FFHRHRRERFEERIE
— B, NSRS ARy B B &%,

®H

« R ERRIRF R ERG DE A E B AR RESTIRR REFN B R,

- HWBIWFEREZEMRL, SEMBERNLERIEE , RELFEEBIRZBFEDEFERN |, B
wEALEE,

« R RFTRIIERER B E AR B R EERITHERBKDHE R

- HBWFWFEREXEARE. SEMBIRNLERITEN , BEERALEE.

o HXFFHTTP2 WABSERERXZRF HTTP/1.1 HEREN , ESNBERBRBRANZADHTTPA.1 B
Ro BREEF , RPATRBBEREEZLFEN HTTP2 HRMWA ZMER,

- EABES WebSockets , REARTHERBRZDEEZEZEBIR. ERE , ARGEHERFUEZEBITHN
EEAES I EERIEFTEHEE.

« RPRERNERBHEEZTREEREIRN—BER,

AR BEAL

o DN BEALER R EECABEALIR 7 1E B AR E R BT RF R B AR 2 E9 S R 1E Ko
- WEEXIFBIBERNE (ATW ) REEMHE,
« IRBENBR R EET RSB EH RN —EEM,

BREEE =
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o IRBENBR R EETRESHESE —RER,

fE R BARAR R R &R
S AR B 5 35 B AR 4 00 B P B35
RS R AU E %

$TFF Amazon EC2 ##1& , ik Fhttps://console.aws.amazon.com/ec2/o
ESMERLLHNAREET , EFBHRE
EFEEMAN BT AR FHAEERE,
EEMREAFAEENENEMHER L , EREE.

AEREBEMABMENHNREREN 2NN TFEREZET | mERHE, KD RTHEERIINEE
Mo

6. i%4% Save changes (RIFEH ) -

o bk w0 bd =

EEXRBEE |, BFEH Amazon CLI

FA®WAload_balancing.algorithm. type& M modify-target-group-attributes &+

B PRIz 1TIR0R

RUANBRT , REEHRAZELE-—NMETRARFNER , REBANSTRR R, MRENEHIE
BA, WRE-—PMETRARFHERANREREBRZETBN. Hk , EUUEELREITRLREF
HERHRETRIFZFEES L , ARIFTRRRFH B MR T 5 E R ER B9 e~ REUHB LR
. XHALURS T A%,

BATIRIR MERSHRE
A U TR R BB TRR BT RME :

- DNS HME#E — SEXFHHRSTRLRFNEHFETHER , RIMSE DNS R ZXEN REHE
BT RN IP HUAREHETIRRTE. Bt , ST/ IR AEIEER DNS 46t , REFS
B8R R EE TR RIFRY X8

- BEHBERE - SEXSHRSTRIRFNERETRER , ARGERSFRERAT ABDER

TRUANFABEER (BRSTRATENER ) . XENTEFEFREERDINIS , LEHEREBR
FEREELETRRRER |, FRE T TR RFH BRI R

B BARAR B EE 168


https://console.amazonaws.cn/ec2/
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ERFAFEEM

- TEEFLLINEE A T BAR R Lambda B BERd, MENARFAFHYERENEHFYESRRS
RERW B , BT ERN DNS HEEBEERE.

- MRAETREEETHPLENRE (ITBMNES L)  WASHSERSESERE—RENHNITEZ
B4E,

- MBRIXHIMRERIEE T RE , U DNS MEEHBHREL AR TRETEHBEEBHNRE , A
€ DNS BB AT HMEEBN R 2 KL,

- MREBFRELBENED L, BRIVFREE BHREATEMN B HFEBISNITEZE

- BRREBEURATXAZEZITABEXEAEIE, MREXIHMAFIEL T XRARS , WENTIXE
BEeXEHHWERKERE  XEREREFSINATENEEAXEFNERKE. MRETH
XAFHEL FIHARS , BN KRFRELEZTMEEEAXBHMNMERN , XEKREEEN
REFNREATREERARE+FHBEIREH.

- @ DNS #EH#E , RIS MNAFIIEEIHN DNS 4B PHIBRIZ TR FEXZEMN IP thit, B
2 , £ DNS i2%HFH time-to-live (TTL) Z/H (60 ¥ ) 281 , At ZE i DNS EFAREET EiX L
P it

- YEK4 DNS MEHBN , X MEAFIIHHFXHENAEERE, FRKRIRXEHPERBENE
ERNEBXEFARE , AHREBEXFATIHEXANERLT.

- £/ DNS BB , MRMAEATSEHSXEBHEANSTRRTE , WARIERLSTFRELR
EERAEXE (BEETRATENRSE ) .

- RTRBERBETRREFNENRTAESSH DNS HEEB 2 , aEEMRE |, flNXENE
TR

g
Tl iR B ARBHAREEROR | 15500 B FREHAM @EECloudWatch 347,
R~

LR RBER T SMA N A B AREETIRRIRE
m=

« X AMBAENTAXN RS ERS
- BANTAXFIE 10 MEMBE R
- BHRAEBUTERASTRRRE :
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- DNS #fE#% - 50%
- BREEERE - 50%

- AAAKX B RHBEARNEIRKK

MREX R E XA

« BNTRARFHNAREIERTRAENREBREZHTAXAL 10 ME R,
- TARKAFBE1I0MNESTRARFNER , FEMRNETRARFNBERE S b, ARIGERME
10 MEITIRR REFH BARZ B 0 ERE.
- TAXBHRBA4NETRRARFNENR , STAHKX B RAHBERT KERHN 40%. HTXET
FIRNETRARFNBIRED L , AREERIMITUTERE
- DNS #[E##% - ATAX B £ DNS RF#ARIENETRIATE. BT EF BT EFABIGEREN
BAAAAKX B PHNAFEEERTR , ARTRAXKASTRARY , AkEFR2OTHKX A X
EHEE,
- BREAWERY - SIERABRAAITAX BN, ARSEHHRLNRESI BRI TAKX B FHREAE
B ( BRSTRETMENBIR ) o XHF AR IERFRIZITINN REFH B ARR £,

WMREXE ARG EIT I

« BNMBHERTIAALUEARNTHAXPHNAE 20 MERBEHRRERE.

- TAXAFRE 10 MNETRARFNENR , TAHX BHAR4PMESTRAREFNER , BHEF 141N
TRRERHEFHN BER. XREFANATARFATIGERT SREHFN 70% , FEMENEITIREREFNE
A D L.

- MBHEIF/ERPITHAXA 14 MeTRLRFNERZBDERE,

RN A E R Route 53 DNS #H[E#E

WREER Route 53 Ff DNS &% R IR 1 i91aR , Bt AT BUEM Route 53 BN A E 2R E
B DNS #[E#%B., ERAMEBEETF , Route 53 FiERFH I ERMN BIFE BN ST LEER
REAATH. MEXAEEIMBNBIERMNESTRREEN B , RMRABIERESEZTRRF
£ , W Route 53 2 FREMMAIEAMAARIR , Hl21 Amazon S3 FZETTIRNR IEF HY A E 2R F
MG,

il |, RiIEEBE—NPATF www.example.com B Web AR , F A BFLEFEREFRXBEAEH
MBI ERZEETHARES, BFLEREFERHE —MXFHHNAZHEES , HEEFEEXR

R A HEESFE A Route 53 DNS HfEH % 170
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AHEREG S - MEPN RSO RAERH. WREE DNS MEHRB |, N ] LS E &/ = 5
Bh (B 17) B9 =R. MREABERTH , U Route 53 2FREEREENHTER , ENF
MEE R HB AT E RS

£ 1T 4 B ARs TR Zh g

- SNARFAESESRBIEXZ LN THEEREITIRLIREN Yes B , Route 53 FF1¥fh alias
target EEENRERNESITRRL. X TNARFABIGERR , Route 53 £ 5 E R R
BFRRAETRARE,

- HNARFABSERPHE BREASEITERR , Route 53 2FF 3| B IEFIRIENEITERE. W
REFGEEDEE—NMEITEENB , BEHREAFBEETRRRE, AF , Route 53 2BIFER
BRI RBEIREID R, MREMHKRBEBIHRE , I Route 53 RE F123R,

- MRNABRFABIERPNEMBEFASITAER , MR IEFTEET Route 53 BITRIIKE
( RMEF ) o« MREATEBEFRZITIORN , WRREBEBERES KXW,

- MRNARFASSESRTHRAEERASINZE (EXEBHF) , U Route 53 KUNZIEFRIZTAEERE
( RBEF R ) o« MRERTHEEFRZITIRORN , WRREBEBERES KK,

BEXEZEELR | 1558 Amazon Route 53 FF X A RIEEHHIELE DNS HEH#H,

NIENNARFAESERCIE B ir4E

FEREMBBIRE, RIABERT , ABHERERA LN BrAEEN RO MBI ERZET M
Br. RSN BEREMEBRAR , TERRIRD,

ERIEBHRAS , BALURIIRZ,

ENRERHATEREAPHNELR , BECIERMITHFRMITEMANE , FREPIEEBHFELE. BXES

BE , BZH S, BANESMITEFEER—MNERYE , EXEMTRL58 TR—N
Application Load Balancer, BB SN ESRESHER , BL4THEIABRESEHEAHAR
HGE RN ITEER,

ST LARE RS 1E B ARA RN BR B AR, BXEZEE |, BEM QNAREF NS EER B A B
o BHEALSHRERENSTRARERE. AXESRFEE  BFS5R EFNAEFABIGER BT
ARNBTRAREIRE,

EREH A2 B RE

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
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10.
11.

12.

13.
14.

ES B LR Load Balancing (f18391%) T , 1%&#F Target Groups (B454).
1%3% Create target group (B1Z B#x4),

¥F Choose a target type ( EFBFRER ) |, FEFEZRH ID EMERRIES, EiR IP bk
SEAR B AREY IP bt | SRE BN Lambda EEUEM I B #5889 Lambda B3

X F Target group name , BABRAN BN, KEBMESMNXENENKFRLTE— , KSH
DB R2ANFH, RETEFERFFHIEFTH , THRUAEFHFALILER.

(AT3%) 33 F Protocol (tHi%) # Port (i 0) , BIEEEERERIAES

MBEEFREHIZEHIH IP tbit |, HEBIPVASIPVEIER IP st E R | BBE T —%,

BAEE, NEEEE IP utXBW BT BREELBIRAY, EOEBRAR , TEEXRIP i
HERA,

XF VPC , i&# Virtual Private Cloud (VPC), i#HZEE , T IP #hut BFrRE |, VPCs A ffi£#F
M ERBLXIFEE L —SHIREN IP HutXEE B HREE,

( A% ) X F Protocol version (MR AR) , BITEFEEHHRIAE,

( A% ) 7£ Health checks (Z1TRIAKE) o+ , BEFTEBHRINRE,

MR BFRFEE N Lambda EEK , M AT LAUEI £ Health checks (Z1THRIRK E) EB2 Hi%$F Enable
(BA) kEAETRERE,

(AIE) RN —DRSMRE |, MR ¢

a. BIFHRZHD.

b. i%$#¥ Add tag (RINFRZ).

c. WARZEMIRZE,

EET—%,

( AE ) mM—ANHSANER, WRAR
WMRBRERBRES , FERE—ARNZIES , BA—ANRZNMRO , REERETEASFE
yiid: b= Wz
SEE AR EBIDEE IPv6 ik FRESE IPv6 B AREFEM.

- WRB#EHEN IP addresses (IP Huh) , BT TIRE :

a. MIIERAIEEML VPC , RikE Other private IP addresses (EFAHE IP i),

b. Fa@mA IP it  HEAXFFMAEEER IP ik, —IXEZ @A 5D IP ik,
MASRERBAIEE P HuAwO,

d. 1%&#® Include as pending below (7 T H LAfFE MY F2 X% 00)

o
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MR BRERZ Lambda BB , BFIEEE/ Lambda B , NERZBLETRHABEEIEE
Lambda B,

15. EHEEIE B R4,
16. ("t ) BUNEMTRANFIEEBIRE. BXESZER , FSHEMTSEAN,

EQZREFREA |, BEH Amazon CLI

{F B create-target-group@H I B Fr4E |, £ add -t ags S SFrICEARA |, £/ register-targets an
R0 B #Ro

TN AR AR R B AR B TIRORIRIE

BRI RN T AR BN E AN BIREAETIRRRE.

FEAREHAEHNEREETRRRE

1. 3#TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMBEKRLHVAEGFET , REEBHF4A.

3. “EREFEANEHLUTHAREAEETTH,

4. 7 Attributes ( B ) &I+ £ |, 1% Edit (FRE ) -

5

KRERFEERXATEXEARGE. REFEEMLRE  UBREXSHAKENEERS
MR ERLEFINRE,

B FF Target group health requirements ( BFRAZETIRAER ) o

7. ¥F Configuration type ( BEERE ) , HATE IR IESR Unified configuration ( Z—BE ) , ©&
ANANREIREMEBNEE.

8. XITF Healthy state requirements ( ETHRR BIFRSER ) , BHITUTRIEZ— -

«  %&$& Minimum healthy target count ( iZTRR RIFH BFRRIKITER ) , REWMANT 1 BB
FRAM R A B AR BIEE,

1%£$F Minimum healthy target percentage ( ETIRAEHFWEMRREE DL ) , RERA 1
F| 100 2RI F,

9. %4% Save changes ( RFEX ) -

o

EERERBEENEERE , B A Amazon CLI
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£ Al modify-target-group-attributes 8% A T REFANSITRAFERSBENS TR BFRE
REHN 50%.

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067 \

--attributes
Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50 \

Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=50

M ARERF O ESER B IREANSITRIRE

&9 Application Load Balancer & E 8@ HEM B FR & IX B RUANFERS. XEMNRXHREZTRR
BE,

BAOMNEEERT RO ERBAEAHGERNESATAXFHWERE B, SMMBEERT IS
EAENBREREN EREANESTIRIRERERLEZBEHFNETRE. EEMRERE , BIR4M
BE-—RESTRAREST SWANER, EXRBRSTRARER , ABEEHESRT LEXANEITR
DS E T2 M Y E L,

MREFRAREEBTRRTEREMRBAR , WABHERFERBAIMAXLERR , MAERXLE
BRIETIRR. XEKE , REMBESANTARS , MEERBRELETRIRE , WARK
HEBRRERMET R, RUEATRNIREREATGEEE , AFEAIMEEE AN TAXHH
FIEEHFNRE , MAZERXLERIHRNEITRR,

TXEFRERE WebSockets,
EITIRAREIRE

MTRRAR , BN BREAFNEREESZTRIRE., XRPEANREBNZ API REANA
M. MBPTHRFEAEENHD, MMUAETRARERER , §HealthCheckintervalSecondsF
EEANEMBFRRIE-RETRAREEFR, BEMNETRAREBRFZMIN , HEREE/ A
ERIEAEFLE, BRENETANEFREZBT —ZTRRREE RN EIRER. NRESTRERER
I UnhealthyThresholdCountEELE K BUREK , M A BB LSFEERELES. SETRARER
I HealthyThresholdCountELE R TR A} , A E R XFERERKZAFER,
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®E iRk
HealthCheckProtocol N EBFRPITETIRRRER A &SR ERN D

Wo WTFNARFARSESR , TRRNHLE
HTTP # HTTPS. BRIAMER HTTP %

XMW HTTP GET SRR RETHRRA
iR

HealthCheckPort X B R ITIE TR E i 51 5 15 E 28 6F A Vi
H. RINRERFERAENBRARNATE SRS
BEUORENEHEO,

HealthCheckPath Bfriz TR ER B B,

MR MMARARZ HTTP/1.1 = HTTP/2 , iBIEE
BAMH URI (/path?query). BRIAER /o

WRPWIRE R gRPC |, BEEAER /
package.service/method I BEBHENE
TR E T ERERE, I /AWS . ALB/
healthcheck o

HealthCheckTimeoutSeconds D#¥ R EKE , FHBRERA  ZEXRE
BRI ERE L EZBIEETRARE, SEE
N 2-120 . RIMER S (WRBHREEN
instance = ip ) M 30 ¥ ( MR BFREE N
lambda) ,

HealthChecklIntervalSeconds ENERNETRAREZ BN KRS8 EE (B
W), SEEN 5-300 B, BIAER 30 B
(NRBEFREHEN instance H ip ) M 35
(IR B#REHER lambda )

Healthy ThresholdCount FAEEERANERETZAMENESE
TRRRERXE. SBEA 2-10, BRIAMER
S
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B AR A EER

RIE

UnhealthyThresholdCount

Matcher

BfRE TR

HEABIGERE B IREE TR EE R A

DU

MEFRARNTEEZBMENERZTRARE
KBURE . SEEN 2-10, BINEN 2,

KER B B AR T E R A EE AR RD, XLk
REBEERE & FIRA KA.

MR IARA R HTTP/1.1 % HTTP/2 , 7]
BERV{ETE 200 %) 499 2 iH, EAILEEEZ D
18 ( Hlan, “200,202" ) S—RFIE ( Hla0, “2
00-299" ) » BRIAEF 200,

MREDARA R gRPC , NI ATRERY{ETE 0 I 99
ZiH, EBRLEESZME (Fltn, “0,17) H—FK
HI{E (Hltn | “0-5" ) o RRINER 12,

, BRI BREMEIBARE , ERRANPIEER

B , AARENABHEREAEFNTARX, BRSAMEBINHESTRARE  RETEER

KERBIGERNER, EEIRE

TR{ER S EM B PR EFRSH AT8EE.

|

initial

healthy

unhealthy

BiRERE.

BMETRIREER , IRER Healthy,

AT E RS IEAL TOEM B ARElX B AT 4RIZ TR A
BEREET.

M<EKEE/ : Elb.RegistrationInProgress |
Elb.InitialHealthChecking

MxEREN : F
B RIS TR ER KBS ETRARE.

BB TR
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=] 15 88
< FEE /L : Target.ResponseCodeMismatch

|Target.Timeout |Target.FailedHealt
hChecks |Elb.InternalError

unused BARAEMEIBHRA , MUTERAN R RERBRE , HE
B ERERANATRAXH |, SE B iRt TEIERLIER

HM<FEE{R : Target.NotRegistered
|Target.NotInUse |Target.InvalidState
|Target.IpUnusable

draining B EEBUEEM , EZENER,

M<FEE{R : Target.DeregistrationInProg
ress

unavailable MNERAZAZETRIRE,

Hx<EREB : Target.HealthCheckDisabled

EITIRARERR ARG

MR BFRAVRAS R Healthy BUAARAEMI{E , W API R E BN REABMER |, FEEHAFETR
MHER R, K ELb FFAMRERERE ARG ERE , M Target FXMNRRKRBIRE Birim. B
RETRAREIBNAERRENESER , FSHEEDR.

FERRHE 88
Elb.InitialHealthChecking EE#HTBRETRARE
Elb.InternalError HTRSFEIR , BITRIREXRK
Elb.RegistrationIn B AR EM EE#TH

Progress
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RRREG .88

Target.Deregistrat B R BUE M EE# 1T+

ionInProgress

Target.FailedHealthChecks BEITRAREXRK

Target.HealthCheck BITRAREEER

Disabled

Target.InvalidState B iR TFLIERES
B4 FLIERES

B R4k T4 LIRS

B AR F TRBORZS
Target.IpUnusable Z P st FAR A EIBERER , R ERAERRF
Target.NotInUse BARESBHEE N ZWCkEARTESRNRE

B TRENABEREANTAKX

Target.NotRegistered BARAREME BIRA
Target.ResponseCod BITRARELRMK , ERUTHRE : [code]
eMismatch

Target.Timeout BER BT

WE N MHREF AR B ITNETRR
AR E EEAE B ARAM BRIETRR.
EARHARE BRNETRR

1. FHLSE EC2 ##|A , Mt A https://console.aws.amazon.com/ec2/o
2. ESMBERLHATREGET  REBHR4A,
3. “ERBEFANBMUITFEFHAEETH.
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4. 1£ Targets T+ Lk |, Status Fli§ "8/ B IREDIRE,

5. WMRRER Healthy BAKMEME , WRSHEAGEIFESESEFER. ARETRARERK
KE B , BSREDER.

EREBRWESGE , 56H Amazon CLI

£ describe-target-health 5. WHTHAEHIEBRETRA. MRRSE Healthy SIAHE
A , WA aERERAE,

BREXRSTIRRTER B ARy 8 FH 4B

£/ CloudWatch BiRjfit & Lambda REUARIEBRTREB RN FEMES, BX step-by-stepii B ,
BSRANTEENE | REAZEERNETRRTEN B 5.

BN NAEFAREEREBEFEANEZTRIRERE

Al A RER ERT B ARAAN B ITIRAR EIRE,

EREFHAEHRERANETRIRERE

1. IIHFLSE EC2 #£#l& , Mtk Ahttps://console.aws.amazon.com/ec2/o

2. ESMERLNAREE T , EFBHFR4A,

3. GERAFANBHUITFREFEAESETE.

4. HHFEAEREMFHNETRARERESN S , REHEE.

5. 7 Edit health check settings (FBETRARERE) TEHL , REFEBIRE K AF%EF
Save changes (RFEE X).

EERERBEANESTRIRERE , B A Amazon CLI

{# A modify-target-group %

RIEENRREFNESIERNBRARNS
h AR RS SRR AREE | AT LURSEE B AR,

BirdE
« BUHEMEER
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Elastic Load Balancing R AREFNESES
- BEFHER

- NAERARIGEREBFEANEXEAE9E

- B EARNE (ATW)

« Application Load Balancer B ¥t &%

BUHEMEER

Elastic Load Balancing & L3185 R & X B [E EBUE EMEY B 45, BIAER T , Elastic Load Balancing
EECHEMERTEHAI2ERS 300 B , XEBTERE X BARN#HITHINIER, EE K Elastic Load
Balancing ZFFHVAt[E |, B EFHEBUHEMERE,

BUEEM B B SRV RIRS A draining. BUKEMIERELERE , BUHEMIERBTR , BFRRAT A
unused, IR B¥rR Auto Scaling AW — 5 , B LUFEL IEHE#,

MEBUEEME BFRgE#HITHRNER B EESNER |, Nl Elastic Load Balancing ¥ 37 B 52 B BX
SEEMERE , MAESFECEEMERLE R, B2, IFEEREIHEEK , ERFPIRSELETRH
draining , EEEHIER BN RS E, BtEREHGE , BARERHA unused RS,
MREFABCE M BREBUEEMIER & RATAILERE , ERWHFWE 500 FiEIRM A,
ERES A EMBUEEMIERE

$TFF Amazon EC2 #414& , Mt Fhttps://console.aws.amazon.com/ec?/,
ESMBER EHNATEIET , EFBHF4E,
EFBFANEMRUITFEFREERE.
FHEHERETFHNESS S , ERERE.

EREEMNEL , RESEFIUEIHEENE.

%42 Save changes ( REEX ) -

2 e A A

EEHBUEEMIEERE , A Amazon CLI
FHA®WAderegistration_delay.timeout_seconds/& I modify-target-group-attributes &+
BB ohiE=

MANBERT , BRAZIMBERAHEI THNESTRARE , e RERETENEROH. £
REEHEX AL B RBITHR , REABRSEHREERETENE R,
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NERAEREEYE  HEFEAUNEBERERER , HEFSHABEHERX, BEFEXTH AR
ERENERFFENAZEHERESFIEENEHEEIRN, AFHEHRLEEMNECAUEER
FEATHERRENERKE, EEFBEMBRHEEIRNAG , AHHERTUDECRETENER
B8,

EREW

- WEREAERERESzRE , EMBBEHRANERE BT ABEH RN,

- HENZEWEHRAEREREY , RRERE TMREIMEIRN , XEBHRTF2REABEHEN,
REEDPBE-ANEFBIRARLTIEEHERST , FEMBBIRS 2HAERHERX.

- MREEBBHEATECEIMESR , BRERHEEER, MREBIEME—BAR , M2 BFR
AINAZBIREERN , ENEABEHEN,

- MRLTEREHEAWERESAERE , NZBEMNEREEEHENX, HEFREFEER , BFER
B‘EABBHEA,

« ERARDREXNFRINNBENIRBE LN |, BT EZRERABRIEX.

£ AEH & EMI8 B a5t EE

—

$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/,
ESMERLLHNAREET , EFBHRE

EFEEMANBMUIT TR FHAEERE,
FHEAERETFNESS s , ERERE.

HRERMNEL BEFSEEXEEIFENANE, EEABEIRN | EHEFENEREN
0o

6. i%#* Save changes (RTFEX )

o & w0 DN

EFEHERBFEREE , BEH Amazon CLI

FRATAslow_start.duration_seconds/& M modify-target-group-attributes @i o

R A2 Fr B9 2R B A NV IE X A B9 1

NPTEHRNTRFREFF RN ERDBESLAEEMER. ERABTRAXAEREESE , 8/ N859E:R
TREEMAEEMITAXRFNEEIMERCASERE. FABTRAXAEEESE , 8/ N850ESR
TRENEETAXFHNEZFMERESERE. XARERREN TAXHEESML LT XEERE ,
MIERETRRRFATAXAZZE TR METARNZE | & WEBFIER,

BA A XARSE 181
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XTNARFAESESR  KREAERAROESRAINERETRAXAREE , FEATERM. X T B

4, MANREREANROERRE , ELATNBESE B AR ABXABETRAXARGERESHR
NRE.
EREM

- HBEUARXATHEERAN , TXIFEREM,

- HETAXAZGE XA , FX%% Lambda BEEERN B #r.

- MREMEHWSE AvailabilityZone ®ER all , MiHES
ModifyTargetGroupAttributes API XABTHXAZIEH LS HEIR.

« EMBEMREY , AvailabilityZone ¥ RHLEN. NHEBEAAXARGEXAN , FATRETRA
X{E, B , ZSBRE2BHAUA all,

RIERE

- HNENERE , EETBANANAAETARAAYZBH BEIRRE, MREENMESENTAHAK

MIUNEBHBE , BINBNEREEABETAXARSE.

ERZMNEMARENAEFAHSESRN , FREAMEENEAHSEREEXSRNARTAKX, X

RATBEEBETAXAREEXRANATAXAZ , BAXXN#EAZTAXNAE HTTP i53KA4

& 503 iR

- BREUEZFN, NARFAFSIERET DNS AF = FMAXE IP ik , XX HTTP #R
fit & 503 £ 1Ro

« EELEERT , XA TETRAXAROENEREAESI N TAXHBERBNITYBEREE  BTH
XA BRHEESTEE, SELA-—NMERAEEMAGITIRRTEN BFRET , M DNS #
BIBR A EIDEBR T AV IP bk, HEESARBEL —DMETRARFNBRGE | IP bR E 2
DNS,

x5 T X 19
&R LARE B XS B2 R A2 7 S 39 B8 B AR A K P S W] A X A s 19 .
EREE A< AT A XA E

1. $TFF Amazon EC2 ##l& , Wit R https://console.aws.amazon.com/ec2/o
2. ESMBERLH Load Balancing ( $a&15% ) T , %% Target Groups ( B4 ) -
3. “RERERANBHLUITHARFAEETE.
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4. 7 Attributes ( B ) IR L , 1%#F Edit (5RE ) -

5. % Edit target group attributes ( 4m3E B#r4L/EM ) WE L , 7 Cross-zone load balancing ( 57
RAXAEHEE ) EF Off (X ).

6. i%#¥ Save changes (RFEX )

BXxAEXEAGE , BEM Amazon CLI

£ FAmodify-target-group-attributes @ % ¥ 4¥1load_balancing.cross_zone.enabled B #i& &
Aifalse,

aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=false

LA J9 W8 2R 451

"Attributes": [
{

"Key": "load_balancing.cross_zone.enabled",
"Value": "false"

}I

B R A X g

ST LARE R X MR B 0T 2R BARA B RS W A X A8, BARARAIMNE A XAHEERE
LEBESZNHOERRIINRE,

EREH & B RETAXAES9E

$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/.
ESMERK LK Load Balancing ( $18:39% ) T , #%&#® Target Groups ( B#r4 ) o
EFRERENEHRUT AR FAFEERE,

£ Attributes ( B ) T~ L |, & Edit (RE ) -

£ Edit target group attributes ( 4r%8 B #r4/E™ ) WHE L , 73 Cross-zone load balancing ( ¥ A
RAXAE9E ) EF On (7).

6. i%#% Save changes (RFEH ) -

o K~ w0 Dd =
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EERFF BB XM 9% Amazon CLI

5 FAmodify-target-group-attributes s % H4¥1load_balancing.cross_zone.enabled @ Hi& &
HFtrue,

aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=true

LA 9 e Bz 7451
{
"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "true"
},

B3 B X E (ATW )

B BHE (ATW ) FRERETENNARFNER , RUEZMRRE (HHIRE ). ATWEE
BEIXNBIERERQN RS FHEEHE BIRRE.

B3 B XE (ATW ) 2BFNEKF NS MNARFABEERIITRERN, SRAREER
i, ATW I BFZRBE L BEHNRERBEXLER , RMAREER. ATW THELRED
B, UBRARE®RESENEFHNKRIIR , BNGARELRZRERAHRKE,

EAEEM

- RERN BB IERBENBEFRN HTTP 5xx WA REBUARSBEFRNIEREAK, FERMBAELT
FRIRA , TEXRA,
« £/ Lambda E8 B#RET | RXEF ATW,

FRERN

ATW ERANSEREMNSEHRETEHMEFNITAFEEERENER. SEREVNANRE , BY
EBE—1ERNESLRESEREATFHMEFN A LIRERBE, XEERBAERERFR , tb
ARER HTTP #HixRB, HEEHESTHFEIFNBERUBANRE,

Bz B E (ATW) T84
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FERVERBAFED>E=EANETRWARFNER. SEFRIMEIBRAN , EX4AE XBEIETT
WRKRESEFRELRRE, —BERRAERER , ATW AT REEBHRABERGTREE R,
WFEERENER , FEERN normal, X TFEFEEFENER , RELE RN anomalous,

ATW RERNIE T EHRASTRARE. BIRANBEMAEBHRASTRIRE , BHaRERE
AEMBARICARE. BREARET2FMEBFASTRERERS.

FRERMRS

ATW BFZ LM EX BIRRITHRERMARES. B LR Amazon Web Services Management
Console BT EE ZHHIIRZ Amazon CLI,

EREZEHEEERERNIRE

$TFF Amazon EC2 ##1& , ik Fhttps://console.aws.amazon.com/ec2/o
ESMERLLHNAREET , £EBHRE
EFEEMAN BT R FHAEERE,

EEMEAFHAEEREL , EFBRIETF,

EEAMBRERP , BANERERNERIFEEENBHFHNEERS.

o b~ w0 bd =

MREREMNBFE , WLERA normal,

WREMEIZFE , MERRN anomalous,

EEFFERNER |, H6ER Amazon CLI
FAFInclude . member . NJE B 1% B H W describe-target-health@s S AnomalyDetection,

REZE

/A Important
ATW #9575 5 A8 Th 88 0U1E 6 A i AR BB ALE% FR EARS AT Ao

ATW REZBCEIRRENRFBERBEEE , AERHIRENTS,
ZREHR

- ATW 2 EHRERAIFEERARE. Bl , BRNEEY -

Bz BARNE (ATW) 185
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« ATW &R HFREBRNRERDIBITREERAMENRERE.

s TEHERNARENERSEHRESEZRAITIINGE , ERCRISERATHATEE B
M EIZEKFE,

BRAATW REEMRE

BT LABERY B A R R R

EREHEERAREER

1. $TF Amazon EC2 ##l#& , Bt Fhttps://console.aws.amazon.com/ec?/,

2. ESMERLNAREE T , EFBHFR4A,

3. EEBHRANBMUITAHEFAEERE.

4. HEEHAFHAGENHHNEMHED L  &E&RE.

5. ERBENEABMTEHLINAERERINARTFEEZET , BRED NNBEN,

EE  YRVNEARNENE LR | RERMNBRIAETFFHFBRES,
6. EREZEHBT A BREPSHAREZH.
7. %$% Save changes ( REFEEX ) .

ERFBREEMINEE , BEH Amazon CLI

FATAload_balancing.algorithm.anomaly_mitigation/& M modify-target-group-
attributes@ o

REEBRS

B3 ATW X BT EBIEER | B0 LARERS £/ Amazon Web Services Management Console
5 Amazon CLIZE HEPRA,

EREHEEEREEHRS

$TFF Amazon EC2 #4#|#& , Mt A https://console.aws.amazon.com/ec2/,
ESMERLLHNAREET , EFEBHRE
EFBFANBEMUITFEFRAEERE.

EEMEAFHAEEREL , EFBRIETF,

EEAMBRERY , BANEERERIFEEENBRNRERBRS.

o K~ 0N~
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MREBARERTH , WREA yeso

MREMEERTH , WPRER noo

EEEREEMRRE , BEH Amazon CLI

AN Include.member . NJE B IR & I K describe-target-health@i S AnomalyDetection,

Application Load Balancer B #5142 1%

ZRIAER T , Application Load Balancer 2R 1EEE A #HE LGB UERLME AT S EMOE
Fro BR , BALMERAMMERETIGE (LM AREXEK ) , FARYESREBTAFRXEREEEEN
Bir. XUHRRESTFEHEFREAFNMBERLZERE - BHRF. N TEFRSERUEREF K
REFSEFEHVRS SRR , LERERA. EEAKRERXE , BEFRHSAMEREF Cookie,

Application Load Balancer X #FE F#4:nJE A Cookie MMEF R AREFH Cookie., MMELFLEBR
HERNEA. EALEERATPEEEAETFENBENAEYE, ETNARFOMMERIEM M,

EENMSFENXBREREARYER SR BEREHEE - BRNRERKE. REHNNARE
FiBE B2 SE Cookie , MAILAEAE TR ARFHMY , BASHEEIRELIE Cookie FHFLEHER
RAREF21E Cookie EEEMNFEME, MREHNRMARERFEEHSHWRIE Cookie , WAAEAE T
R0 8 MR A R E B RIE EF LRI AT E EF 21 Cookie.

MEITERRERRY Cookie AREARMBAME ., LT ERBEIE XA BERERR Cookie.

X FXF AR SR | Application Load Balancer Y E & & X1ER /G4 KK Cookie BT HAEAR., R
Cookie IHi , 2EFTBEENM | B IRAIZM Cookie FH XHIBR Cookie,

R

« HTTP/HTTPS 89 #ias.
« BMNTARAEDE —NETRRRFHIEE,

EREM

- MRBAAXAHEEER , WAXEHRTE2E. ZERETAXASESENSEHEAT2ERK
Mo

- XTETRHARFR Cookie , BB IRALTMEIIETE Cookie BM. BE , X TETIHFLIHER
Cookie , Pl B #RAFFER AWSALB 1EJy IE—RY & 5o
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- MREFERABN R ZE Application Load Balancer , N A LAMEAE T M ARFH Cookie EFFEE R
AfHELE, B2, MREAETFLEREMN Cookie , BRREE—NELEAMES2E , B
AWSALB =2 ME— 7] FI Y & #Fo

- MRNARFAFYESE WS AWSALBCORS 1 AWSALB B FiF4EnfE A *5H Cookie , M
AWSALBCORS HHERL %

- ETRNARFNRETESMNBEREALEEER.

- MREBEE—NIESNENREANERRE , HE— NS NEREACEA THMERE , MXAAEE
FRA R BB AR

« WebSocket JEZEAR LM, MREFFiRIERARERE WebSockets , NIREEZEREARHN
HTTP 101 RSB B FrF 2 WebSocketsiEZHEHM BFR. WebSockets ARZERGE , MAEH
ETF Cookie RI¥5 1,

« Application Load Balancer £/ Cookie #r3kH K Expires BHEM T = Max-Age & %,

« Application Load Balancer % #% URL 458/ Cookie {B,

- 2R Application Load Balancer 1 B AR EE MR WEFE R , WX B RIFHEEEHIIZEITRR
RHFH B #7.

ETEHEr AR

E T4t ARy ka4 68 A S #E B £ K Cookie (AWSALB) fFiEREE BB EArEFHE—R
¥ro Cookie AFFHAFEMEEEIR, MREMWNARFEEBCHAIE Cookie , BULIEEE IR,
HiFgEntE |, HEBAFYER -SSR BERERIIE— B HRaEKE.

UHFEHERE-—ARIRBEFHENERE , ©2 (RBEEEZE ) HEREBKADBHRHERER
AWSALB B Cookie, BEANTEE BIRMEXEEHRITHE , 2R Cookie , FHEXTE i I R A
‘€ Cookie, B F#E854E KM Cookice EEB B 7 XBIHetE , EXFAEE.,

HEEERSD , BEFWMEE AWSALB Cookie, HMEIIERWEIRBEE Cookie K iimAYiE R
B, ESRNBZERHFERBEHEIE—BFR. MR cookie FRELEMED , HE TR EEUH
EMBAEFEWE R, MABIGEEREEFE— N B AR ERFXH B R E S ER cookieo

NTFBERERLEZ (CORS ) ER , RLEFKEEFEE SameSite=None; Secure RGAMM. H
TXEXEREEE  ABHEERRESERE =/ Cookie AWSALBCORS ( HHEZEERMBAM
Cookie HHEIIEE. ) M SameSite B, BEF W EWA T cookie , BIEI CORS EXR,

EREFE R AETIFR R

1. $TFF Amazon EC2 #2#l& , ik A https://console.aws.amazon.com/ec2/o
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2. ESMEBERLNAREET , EEEHRE,

®EEAMRANBHRUIT AR FMAERSTE,

FAFAEEEMFHEMES P , LR RE.

£ Edit attributes TT £ , $h4TAT#4E -

o bk~ ©

a. IEFREM,

b. XJF Stickiness type ( Stickiness Z£# ) , {F%#® Load balancer generated cookie ( fa%13
#8354 A Cookie ) -

X F Stickiness duration , #EE—MTTF 1 B 7 RZBEWE.

d. i%# Save changes (RFEX )

o

EERETEHENRANY , BERA Amazon CLI

EA®HAstickiness.enabledMstickiness.1lb_cookie.duration_seconds/& /I modify-
target-group-attributes®@ o

AN TS ERE TRrEa H A R,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true
Key=stickiness.lb_cookie.duration_seconds,Value=time-in-seconds

S B 48 RIS LT BT

{
"Attributes": [
{
"Key": "stickiness.enabled",
"Value": "true"
iy
{
"Key": "stickiness.lb_cookie.duration_seconds",
"Value": "86500"
I
]
}
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ETNAERFENYE

ETNARFORETULEAR T AT iREMMEEEECHINE. BRETRNRAEFRMER
HEIERAREEEELNE —MERBHREEMEARNNER. AERAMY , BRNEESAFY
#38 L EE /K Cookie ITELH B E XN AR Cookie, ILEE X Cookie A2 & R AEFATENEM
Cookie B,

% Application Load Balancer ¥ Z3k B B #5# B E X R ATEF Cookie Bt , E< B £ INZE R N A
2 Cookie , IR ME S, AR ENNRARRF Cookie INENEHETRARFN
MR BARE IR EE R

B E RS R R TR Cookie TS BAMRER BENX Cookie WEM. ©EHCHTHIHAR N

7R, ZRTAREN. EXEFIHIGR A | Application Load Balancer X3 iE 7 B x4 4% 5 B i& 1Y
B7E X Cookie W& , MAKIEEEX Cookie WEBTHEM. REAMEER , ARSESRIN<X

% Cookie, B#RIZEN HIE X Cookie ARk gk 39# 254 AR A FEF Cookie , SRR % o

EREFERP , B HLIFMA Cookie KiEE REE, MFITERLBEENARERF Cookie |
ARERBENHERENBERENARBN. ARE , ©REM Cookie PHEEFERKIET BHRAPH
B—B# , URiERE, ABEEREXNEELNARERF Cookie RETBIR , MAREFENRE.
EEEWERP , 2N ERRGER LRENABIDERERBBAERF Cookie #YZIHHIFR M AL M #FLL
EHTEE. N TREFFHRMNBERZEAIREYE | Cookie HEIHHRM M FERE A 2H K.

WRBRAMEE BIRSTRANME , B ERKFIEFEREBAIZER , ARBEENROESR
ERIERFNESTRARFHNER. WE , ARSERFIEAN EE MM BHMOEESITER , F
SERFRIAZTHOERZT AR , EMEZRTAMH BREREEREZT,

FFERERHLE (CORS) iHXR , RELAFPKREMRAN Chromium80 HE & MRAEt |, gt #as=
&% SameSite=None; Secure BHHRMBIAHIGEZE RS ATRERF Cookie K3 AR,

BT KRS80 K85 Cookie I R/MRFIN 4K , Rt ATIIER T KT 4K IR AR Cookie 2 A
H %A Cookie., Application Load Balancer X & K 16K ) Cookie , Rtt &R Z AT AGIE 4 Mo R &

RAEFR. BEFRHEINNARRF Cookie BRI “AWSALBAPP-" 1k | #E8E— MR EBRES. #l
w , R Cookie K/MA 0-4K , NIFF IS EFEE AWSALBAPP -0, 18 cookie K/NA 4-8k , NIEF

e EE| AWSALBAPP -0 - AWSALBAPP 1, fKItL3EH#E,

EREFEERAETNREFMME

1. #TFF Amazon EC2 #£#l4& , Mt A https://console.aws.amazon.com/ec2/.
2. ESMBRLMNABHEET , EFEER4E,
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3. ERBEANBMLUTHFEFMAEERE.,
4. FHAFAEEEMFHNEHEIRD S , EBREE,
5. ¥£ Edit attributes W £ , HITATB4E :

a.
b.

IR,

X F Stickiness type ( Stickiness K& ) , i51%£#F Application-based cookie ( E TN AR
#9 Cookie ) o

*fF Stickiness duration , #EE—MTTF 1 B 7 RZBEWE.

Xt F App cookie name ( RIF#2F Cookie B ) , BRAETRAREFH Cookie & #f.

E{EF AWSALB, AWSALBAPP. B AWSALBTG ¥EN Cookie &% : EMTRHMRE LAt iy
EEREA,
%32 Save changes ( REEX ) -

ERRETNARERFOMNMY , B#ER Amazon CLI

A BB LT E MM modify-target-group-attributes & -

* stickiness.enabled

* stickiness.type

* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

EANATHTERETRNAREFAMMY,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true Key=stickiness.type,Value=app_cookie
Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name
Key=stickiness.app_cookie.duration_seconds,Value=time-in-seconds

514 50 L R 4L T 5L 7R 1

"Attributes": [

MR
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"Key": "stickiness.enabled",
"Value": "true"
},
{
"Key": "stickiness.app_cookie.cookie_name",
"Value": "MyCookie"
},
{
"Key": "stickiness.type",
"Value": "app_cookie"
},
{
"Key": "stickiness.app_cookie.duration_seconds",
"Value": "86500"
},
]
}
FHEFE

By ReE, MRERHBEAEEEM , WA THEMSEARIEFE, EXMERT , BT
ERAUATHGAXNEFEER LR

- SR ARRFERN Cookie I HiHARIE BE7E =6 H HAFIAS B 2 81, X#E A LABS IEZ P iRfF Cookie &
12| Application Load Balancer , N E# Bz B MRS E,

s WHENEHRETHNAEFOMEREREIFFEEWFENE , fla0 1 ¥, XHEF5EE Application
Load Balancer EFE I #514% |, BN BHFRRER Cookie 8 RIH,

6] B2 A2 T H9 2R B An A E A B AR

FEREMEERE., EOZBERAN , EEHBREE | kXEANBELNMEMEBR. fl, &
ATLUEMSEAI IDs, IP bk =% Lambda Bk, BXEZEE. , 1S Application Load Balancer #
PR,

WMREHE EEMBFRNFEREM , BALUEMHEMERUERRZER. EEMERFLEERRE , &
BFfEMEIZNBERE. REIMEIEETXABRBINBETRARE  ABSESRRSTTHRFER
B& = B #r.
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MREIMEFFERBLORELFTEN BIFRMERS , BT UM BFREABUEEM B iR, BUEEIMEANEB
brfE , MESERIEELLERBBREIZER. £RFERFEWERE , STUEXEBRERE
B¥r4,

EECHEM BFRE , ABRBERL—EEST , BEEHTHNBERTN. IHEEZER. TEEERY
B , B#REVIRA R draining.

HUHEMES IP i My Bénfa , XMEFECHEMERE R , RigF ATUEFEMEEA IP i
Hko

MREBEIRA D KEMBEIR , WAL R EIIE RS Auto Scaling A—EIfEA. B RAEREE
Auto Scaling AH BiZ4A Y RJE , B Auto Scaling A Bz V=1 BN E B A M. MREFE
¥R 5 Auto Scaling A2 & , NEFILBIMNBERARECEEM. BEXEZEE , S H Amazon
Auto Scaling AP IR FFAEHEERMINE] A EC2 uto Scaling 4,

Birk£4d

LR EC2 SKOLEM N BARaT , KA FRERFIN LA RV AFIHEREID T ERm O MES TR
R EROSEZNRPIES.

HERA

Inbound

Source Port Range Comment

load balancer security instance listener FEXFIMUrERwO L ATFRE
group MEERNRE

load balancer security  health check EETiReEmOa L ARFR
group BARSESENRE

BINEEBWERTFAL ICMP REUXIFRE MTU 2. BXEZEE , F2H (LD# EC2 AP
EE) P MTU X IRE,

HEFR

SEERBHEHRE VPC REIBNARFARGER. SEETRIMERSHNAZEN FHPEITH
B 7o
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https://docs.amazonaws.cn/autoscaling/ec2/userguide/attach-load-balancer-asg.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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EMEREBUEEM B A5

88 BARA R BARRER I E A iZ B AR B4R, BXREZEER , 155 H Target type.

Bx

B ID EMBEBUEEM B AR

« BY P ubE M EUEEM B R

« JEMEES Lambda BEK

« A Amazon CLEE M S EUE E M B 45

B KA 1D SEMECHEM B 45

(® Note

®BEHI ID / IPve BFRAEM B FRET , SN BEFRDE E IPV6 ilt, ETHEZER | F5
%] Amazon EC2 AAF 18RI/ IPv6 bt

e AL T 487 B FR4AIEEHY Virtual Private Cloud (VPC) 1, & EMeflat | SKHIE MM TF
running R3S,

SEAEFI B K6 1D SEMRIEUHEM B4R

1. 3TF Amazon EC2 ##l#& , Wit Fhttps://console.aws.amazon.com/ec2/o

2. ESMERLNARBEET , EEEHFE.

3. EEBHRANBEMUITAHEFMAEERE.

4, EERBRETFR,

5. EGEMKH , BEFIMBF, EFR-ANHZANEE , REFERARUNZSKO , RAEERET
EAFEMB R, RNEEEE |, EFREMEEM B R,

=z

53 .
EE

o HIMAEHFIZBEE IPv6 bt 8E[@ IPve B #r4A .

« Amazon GovCloud (US) Region s A #FFE ARG A 7B X IPv6 ik, EAMER API £
Amazon GovCloud (US) Region s F 9 Bl % IPv6 ik,

6. FEWHEXM , FRERM , REEFEH.

SEM S EUEEM B AR 194


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
https://console.amazonaws.cn/ec2/
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BT 1P sk M s BUEEM B Fr

IPv4 B #R
XM 1P ik KB T3 CIDR Rz — :

- B#R4EH VPC TR

- 10.0.0.0/8 (RFC 1918)

- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

I ETER — VPC H3EM S — A Application Load Balancer B9 IP #ziit, #0158 5 —4 Application Load
Balancer i T 5 #19#28 VPC XZEH VPC # , M AT LUEME IP tbit,

IPv6 B ¥R

o BUEMEY IP bk A F VPC CIDR $RAHKEXZF VPC CIDR RA,

EREH A% IP i M S EUHEM B 45

$TFF Amazon EC2 ##14& , Mt Fhttps://console.aws.amazon.com/ec?/,
ESMBERLHNARSEET , EEBHRE

EEFEEANBMUITFREFHAEERE,

%R Targets (B #5) &I+,

EOFEM IP ek | FEEFEEMBE IR, XWTFEA IP i | ERRE  mA IP it fiwO |, ARiE
BETEHRFEEMOER RN, EEXitE , EREIMEEME 7.

6. X4 IP bk | EHIEE IP it RFEFEUEEM . MREFSAEMN P bt , WATGERK
DUR GG LSS S B ke F IR E# B,

o & 0N~

SEMSES Lambda Bagk

B LA B S B AR SEM 24 Lambda Bi3{, Elastic Load Balancing 728 H Lambda EEHIX
fRo MREAFBFEMQREH Lambda BEAERE , W CNEHBEUE M. EBUEEM Lambda B
B, #ITPHERSKM , HER HTTP 5XX fiix. E&#R Lambda B , REFRLIE— NN B IR
H, BXREZEL , ESH FH Lambda WEER MAREF A E SN B #r.
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https://console.amazonaws.cn/ec2/
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EE ARG S EMBEUEES Lambda B

$TFF Amazon EC2 ##|A& , Mt A https://console.aws.amazon.com/ec2/,
ESMBERLHNARBEET , EFEBHRE

EFERENEHRUTFHFEAEE R,

% B AL,

R AR SEMEM Lambda B ER , Ei%E$R Register (Eft). % Lambda BIEH1EFF Register (£
o

6. ZEBUEIM Lambda E¥K , 1§i%3% Deregister (BUHEM). HRFIRTEFIAR |, &2 Deregister
(BUEEM).

o ~ w0 bh =

£ Amazon CLIEMEEUE M B #5

£ A register-targets e BRI B #5 , HEA deregister-targets S HIBR B #75.

£/ Lambda EREFEN N AREF RETERRH B R

BT LA Lambda BRBUEM N B FR H T2 B B A R iE R # & B Lambda BEEY B #R, H
HIEE N ERE LD BIRAHER Lambda EEERN Biret , ©2 VA Lambda EEH LL JSON #
N iE SRR BEE S| Lambda B3,

BR 1

 Lambda BB BrAMXBFR—-KFF , B TR—XEH,

o BALLA&I%E) Lambda BBV ER EXHBRAKR/NA 1 MB, BXREXAKNRE , ESH HTTP #5k
BR i,

« Lambda BREUAI BA K AR R JSON HIER K K/MA 1 MB,

« WebSockets TX% %, HRBERWEL , HE R HTTP 400 K588,

o FZERMXIE,

- FXEHEFHEHRNE (ATW ),

AEN

 /E® Lambda BEK

« 3 Lambda B Z8IE B fr 4
- MABSHEREREH
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https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/register-targets.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/deregister-targets.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
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- R AEITHE =S

- ZEHRX

- BRAEITRARE

4§ Lambda B %K

BXER , 551 Application Load Balancer E#) Lambda B #x.
R Lambda BEHEX

MR ERF Lambda E#E Application Load Balancer —#2# A , MU TEIGER,

A Lambda E AR

WMREH Amazon Web Services Management Console 2 B #xr4H H5E it Lambda BZX , 2#l& 4
RREFFAENNRRINE Lambda BB, BN , ERIBRBMRAFEREMEEE , XAFEAF
IR &% F Elastic Load Balancing A ## Lambda BB R, Amazon CLIRAIBIEEA
aws :SourceAccount M aws:SourceArn U ERFXIEEBFANEK AR, BXEZER , &
24 1AM A FEERE P RE B E AR,

aws lambda add-permission \

--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \

--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \

--source-arn target-group-arn \

--source-account target-group-account-id

Lambda EIEUR AN 32 %l

BRI AR B B AR SEM — A Lambda BB, ARG LAE R Lambda B H B A E SR HBL A
FAZHBIMRAR Lambda BE |, B 0 A EEE T TM Lambda BB 812 — MR BB HEEE ARN
FaEEZINE. BXEZER |, 53 (Amazon Lambda F A A R ERE) BHAmMazon Lambda Bk
bl 5=

B A

MHEBYERL—EZF , BEREMN Lambda RN SER, BUUEREMEZTHEEE Lambda
BN, AXRABREREEXRSENEER | HSHE E Lambda B#EBE, BXEALIEE
HNEXBERENEER , B3 HAmazon Lambda Ei#l,
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https://exampleloadbalancer.com/lambda_demo.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/cli/latest/reference/lambda/add-permission.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-aliases.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-aliases.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-timeout.html
https://docs.amazonaws.cn/lambda/latest/dg/gettingstarted-limits.html
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A Lambda BEX¥i 1% B #r4H

B NEEFRBHFEANBRE, ORERNBESMTRANCE? BEAEFZARTHRELE
PRARRE , MRS ER2AA S IEME Lambda B

EF R4S 0022 B ARE HEM Lambda B3

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/.
ES B LR Load Balancing (f1839#) T , %&#F Target Groups (B454).
1%£3$% Create target group (812 B #r4H),

NFEZRBRER | 1%EF Lambda B,

X F Target group name , # A B A B o

( ik ) BEREABTIRRKE |, B Health checks ( BITIRIRKE ) #80 Fik#E Enable ( B
).

7. (FE) AI—ANHBZMRE , TR

2 T

a. RIFFEEHD,

b. %% Add tag (RINFFE).

c. HAMERMREME,
8. EET—%,
9. IEEEAN Lambda B# , RERBUSRHELUEIEE Lambda B,
10. E#F 6|2 BAR4A,

£/ Amazon CLIt|% B #5487 £ M Lambda BI%X
{# A create-target-group M E A B $R 65 o

MR E &R 2R E A

NBIERZFES HTTP M HTTPS # 1T RM Lambda . AEITESFRXA JSON XK
EEH, NEYESRFUTHRLRNBIENER | X-Amzn-Trace-Id. X-Forwarded-For, X-
Forwarded-Port 1 X-Forwarded-Proto.

MR content-encoding #RkFHE , MEIIE IR SXS IE S #H 1T Base64 4mfs H Y
isBaseb64Encoded i&iE N true,

A Lambda R 0IE B R4 198


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-target-group.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/register-targets.html

Elastic Load Balancing

B AR A EER

MR content-encoding ¥rkF1FTE , Base64 WBEURTAHRBEXRE, WTFLUTRE K AFKGE
BREREEXINHEEEisBase64Encodedifalse : text/*,o application/json, application/
javascript, and application/xmI& R , $1& 5% 28 23T IE X 3# 1T Baseb4 4B HfF isBaseb64Encoded

RERN true,

UTRROIEH
{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
.
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

},

"isBaseb4Encoded": false,

"body": "request_body"

e B 5 B D T 2R

5k B Lambda BRI E R A B S Basebd RIDIRAS., RAERBAIRL, BALLEBEIE,

EAMNNEXHEE-HERNS , BLIAN A BT Base64 4w HIF isBase64Encoded RE N
true, MEBMERBUARTURR-HFEINBEHFZRNELEE HTTP MM IEXHHEF K.

e 1 £ 3 H9 i B
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R E BT T X 3F hop-by-hop#rk |, HlfiConnection® Transfer-Encoding, &AILLERE
Content-Length #53k , AN ARHIEHR AN WM REZEFIHZAIITEE.

LT RFKBET nodejs B Lambda BREREY 7R 45 B2,

{
"isBaseb64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
1,
"body": "Hello from Lambda (optional)"
}

BXENAERFAROIEHRISFERAN Lambda EEEMNR , iS5 github L& application-load-
balancer-serverless- app. 3% , ¥T7F Lambda 5|5 , fNERNARRF. QIENARER , RABEMN
Amazon Serverless Application Repository Hi%#B T 5 E & —:

« alb-Lambda-target-S UploadFileto
 alb-lambda-targe BinaryResponse

 alb-Lambda-target-IP WhatisMy

ZERk

MRKRBEFIRHERSEKE Lambda MHHBNIEEESMENIRARZREEE —FXL , RNE
EE-REASNMENERSH , WAIBANSERLEENZE. BRAZERXRE , ARGEHSEA
Lambda E#Z ALK MBS BRFEABEAM AR FZRF, NWREXBEBEASERXNEE  H
EnRAHEANSHERSZME , WS ERHEAREBIN&EE —ME.

B

- ZESERLHER

- BESERAHNES

- BRAZERX
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https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://console.amazonaws.cn/lambda
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BESEFRHER
RTHRANERAFHRSBNFREMBERSNERARAT ZERLAMEMTE.

LT REIEREERNIERNSHME —ME

http://www.example.com?&myKey=vall&myKey=val2

FNFRIANER , ABEERNFERAEFRAENRE —ME , A queryStringParameters [
BREDEERNFRESHNEYS, Hln -

"queryStringParameters": { "myKey": "val2"},

WMRERTZERL , UARFHBEEATFRRENANEE , HER
multiValueQueryStringParameters MAXKZXTEERNFHFESHNEMH., Hlwn .

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] },

B, RIREFIRAERAHEBEH A Cookie AIER :

"cookie": "namel=valuel",
"cookie": "name2=value2",

X TFRIAER , ABSERRERAT T IRRIER &G — Cookie , HEM headers MERIZEEIR
KEVEH. Hlm

"headers": {
"cookie": "name2=value2",

Iy

MBFSATZENRL , AFYESHEERAZEFIRAKIENF A Cookie HEH multiValueHeaders 4
BEEBEFRKNES, Hlin -

"multiValueHeaders": {
"cookie": ["namel=valuel", '"name2=value2"],

iy
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MREWSHRE URL FEH , NABEERFEXNEIRTHED, ELHE Lambda WBAHP N B
1THRRD

BEZEIRKRI KL

BTN ZREHBERERSNENREABA T ZEMRLAMAERMTE. WREHAT ZEMRL , NAMER
multiValueHeaders , &N{E M headers.,

X FRIAER | B BHEEE 4 Cookie :

{
"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",
"Content-Type": "application/json"
I
}

MRBRATZERL , BUMIEEZA Cookie , MITFIR :

{

"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],
"Content-Type": ["application/json"]
},
}

A E =R A& P i 2SR K B PRE B MY F AT 885 Lambda IR AR FIEENINFRE. it , &
ERERBEINFRERL,

B A ZERk
ZA AR B4REE Y lambda #9 B IRA B AR SERX,
fEFESA R ASERL

1. $TFF Amazon EC2 ##l& , Wit R https://console.aws.amazon.com/ec2/o
2. ESMEBERLNATEET , EFEHF4E,
3. RERERANBHLUITHAREFAEETE.
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https://console.amazonaws.cn/ec2/
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4, HEAFAEERETFHNEMENIF , EREE.

5. EBIFRZERL

6. i%# Save changes (RTFEX )

ERAZERL , A Amazon CLI

FA®WAlambda.multi_value_headers.enabled® M/ modify-target-group-attributes @ o

BRETRARE

BIAMBRT , XEHN lambda WERAZAZTRERE, ZAUBEAETRIRE , UEEY
Amazon Route 53 3XHE DNS # &%, Lambda BE A LATEN RLE TR BB R 2 51K E TR

FSMETRR. WMEXRE Lambda EBMARIE RETREIREXY , METREREAKEEZZEE
Route 53, &AL Route 53 BB N MEH B EIR 7 NAREF K,

BLEEZINETRIRENER |, RBEME[ Lambda EEEAK A —#,

AT REEFEN Lambda B ZTRARESHNIER. EREZEHEBNESTRARESH ,
BERE user-agent FERWE, BTRARENAFKERN ELB-HealthChecker /2.0,

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
3,
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

Iy
Ilbodyll: Illl’
"isBaseb64Encoded": false

EREFENBERABRRAETRARE

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/.
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://console.amazonaws.cn/ec2/
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2. ESMERLNAREET , EFAF4A,

EFBFANEMUITFEFAEERE.

FHEAFERETNFNETRARERER S P , EREE.

NFETRRRE | EEBA.

%3 Save changes ( REEN ) -

o g &~ »w

ERNERBEASEHABRERE , B A Amazon CLI

AT --health-check-enabled i&IH modify-target-group &5

S48 Lambda BIZK

MREFBFEMBEN Lambda WBRERE , WA LUREBUEEM . EBUEEM Lambda B#/E |
BITHRNERSKK , FER HTTP 5XX Hixo

EEM Lambda ¥ , BWECIEMABIRA , @F BARAEMEEER , FRHuYras N E R N ER
#MERATmARIA BIRE,

£ i #2 | & BUHE A Lambda BIEX

1. 3TFF Amazon EC2 ##l4& , it Fhttps://console.aws.amazon.com/ec?2/,
2. ESMERLNAREET , EFAHFR4A,

3. EFBAFANEBEMUITFEFAGEENE.

4. 7£ Targets (B#r) W< L , %£$F Deregister (BUEEM ).

5. HRABRTEBEIAR , %E$F Deregister (BUEEM).

EHUHEEM Lambda B8%k , & H Amazon CLI

£ deregister-targets 5

R 2 Fr fu gkt 2k B AR A VAR
FERBTREMTE (FIUMAR. FEERRE) N BRARTHE,

RN BN BREARMSMRE, BNERENRERLARZMHE -/, MREFMNIFZEFHNRESR
EEHREAXEK , B NERZIRENE.
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-target-group.html
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/deregister-targets.html
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FASEAREE S T BURFEL BR

PR 51

« BNREBENHRZEHR LR -50
« BRZBHAKE - 127 4 Unicode =&
« BREKE - 255 4 Unicode =&

- RERVNEX D KNE, AREANFHSEATH UTF-8 BXRTHNFE, ZRAHKF , URUT
BHRER: +-=0 _:1/ @. BAEEANSZRIEEZER,

s BONEMNZEMNREFREHaws 8IR , BN EREME Amazon . 70 %Y 5E UM BRI B4
HRLEEMRE. EFRHTIERNIRETITAENE RO,

£ Rz & E#H B R ERIRE

1. 3#TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
ESMBERLHARBEET , EE B R
EFRBEENEHRUTFHFEAEE R,

ERESETF L, EREERS , RAERITUT —TRZTURE

w0 N

a. EFEFHRZ , FHENERAFRE.
b. ERMFRE , WERBEFMIFE , AENENERAE.
c. ZEMIBRIRZE | FIEBEIRZZLRIMIBR.

5. E#MEMNER , BBEREFENR,

EFEHERBEANSRE |, B8 Amazon CLI

£ add-tags # remove-tags %

il BR B2 A A2 - A B 19 T 2R B AR

R B FRA R BEARITER AN A R RS A, MR SAMBRIZ B #nd. MEREFRAT 2 EEME
BAA BiR. MRETBEFECEMA EC2 K4 , MW BUF LEEILL 1EZ 356,

£ 25 & kR B 74

1. §TF Amazon EC2 ##l#& , Mt R https://console.aws.amazon.com/ec2/o
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https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/add-tags.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/remove-tags.html
https://console.amazonaws.cn/ec2/
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2. ESMERLNABEET  EFBR4E,

3. GEEBHA , RRHKREERERE. MR,

4. HRERWTRHETHIAR , EER | BBk,

EBR B Fr4A |, E6EH Amazon CLI

£ delete-target-group
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/delete-target-group.html
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¥4 Application Load Balancer

BOEAUL TS EAEEESS , o RERRA KBRS A HEIZH B AR R,
CloudWatch ¥g#5

B LAE A Amazon CloudWatch Sl—HEFH BB FIHE ( MAER ) WEXRZFXRAEKS
EBHRNEMFRABESNEITEIE, SUFAXEERRRIIZNAEREEMBIET. BXEZE
B , %2 # CloudWatch Application Load Balancer BJ3§#%.

PARE R

BOLAERGR BERBREXOATIHER A EHNERNVEFAEE , AUXEFAEEERBE
X HF#E Amazon S3 1, EBAIBMEAX LR B ESTREEXH B RSB IrEXBNRE, B
XEZELR |, {24 Application Load Balancer 8158 B &,

EERAER

B RERE B SHRAXREN AT ER[NBFROEY , HREENBEXHEFRE
Amazon S3 H1, ERILEARXLEEZAEKBER MK IP it MmO, FRRIERER. EEES
RUKEHEERA TLS Big, ARAUEAXLEERZASRKEFEREXANE MBS, BXESE
B, BZH NAEFAESERNEER T,

WRIRE

B LAEARIERIBERRIRER HTTP iR, AETEHR SN CERNEMERFMN— NI RER
NPk, BXREZEER |, BSH 53K Application Load Balancer #iR ¥z

CloudTrail B=&

&T LAE A Amazon CloudTrail #3RE XX Elastic Load Balancing APl i iFHEER , HH
HEN AR F#E Amazon S3 H, BALAEAIX L CloudTrail BERBER T 7 BLLrEy,
FEALSR B BANER IP bk, #3R3T 7 8E, AR THWUE, EXESEER , BSAEAILER
Elastic Load Balancing 9 API i CloudTrail,

CloudWatch Application Load Balancer By 35#F

Elastic Load Balancing f##) CloudWatch £k I9# 2z B R BTE LA M EL S, CloudWatch
AWEA—AEFNNEFIIEE (MHRER ) NEARZEXXLERFEINRITER. THEFRAR
ZURENTE , MERESUNZEERENBEECHE, flI , S AEEER B &R KA I9%S
WEFBHRNER. BN EES/BEEXERNNEEBN TIENE LM,
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https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/cloudtrail-logs.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/cloudtrail-logs.html
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EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERIESR , &
ZIEPRE RN WEZ AU E R B ERE (Hlanm B FEb it R EEA ) o

CloudWatch X & RiAEZ 1515 #8587 |, Elastic Load Balancing F 2B HER&5¥6+r. MREFHERA
Z 51 5191%8% , W Elastic Load Balancing # T &} XA 60 WMV EIREAEEIER. MREEFERRE
BB RIERERE | WRREER.

EXEZEER , {52 Amazon CloudWatch B ¥/,

ok

» Application Load Balancer }§#x

« Application Load Balancer B is¥r4E

+ Application Load Balancer 1E¥rEY 2511 $idE
- EFENMFITE M CloudWatch 3545

Application Load Balancer $§#x

NG

B A BT
Lambda B%k
RAF 55Kk

AWS/ApplicationELB 5% Z R SIFEAEITE A LT IER.

1R DU

ActiveConnectionCo NEFPIRB|AEGEIFUARN AT S ERE B IR H L5ES) TCP E#E
unt B B3,

wERAE - BFREE

ST HIE  RERANSITTER Sum,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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B¥R iR
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
AnomalousHostCount  RMFFENENHE.

REFRE - BRARE

SHHIE - FEAMSITIER Average. Minimum F Maximum,

Dimensions

* TargetGroup , LoadBalancer

* TargetGroup ,AvailabilityZone , LoadBalancer
BYoIPUtilPercentag P ERAE 2 .
: R © ERBIEE LA BYo P,

SR E—BAEUNSITTHIER Average,

Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , TargetGroup , AvailabilityZone

ClientTLSNegotiati HE TLS SR MARBEESARIIHRELXENET i KM TLS E#E

onErrorCount ¥, UEENERSEZBRIDPNAFEH HEFF kR T ERIERSES
EP M 7ERE,

RERE - BESE
SHE . FEANSITIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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R iR
ConsumedLCUs NEEERFEANAROEREIELN (LCU) E, BFEERNES/IN

LCUs BfEAEF%., X LCU B4 F5EaRASA , “BEMA" LCUs
FREFAERAETMERE , ONRFAEEIMERE , ol
RESTME LCUsRENE. BXEZEER , 55 Elastic Load
Balancing E#o

IRERE - BBERE
SITBIE - 230
Dimensions

* LoadBalancer

PeakLCUs BN RAHEERELAENEDREANSGAABSERETELN (LCU)
o NEFEA LCU MiTeHER,

REFRE : IRE

SHEAE FEANSITIERN Sum M Max.
Dimensions

* LoadBalancer

ReservedLCUs BEIHIREMERENITFEIER, EARERLCUs WIS 5ER 2
LCUs BEXNWEH, Hlin , RN —/DetfE 500, LCUs NIEH
HIEFRIE N 8.3LCUs 3, BXREZER |, FS5H WMy

wBERA  BHEEE
ST IR - £

Dimensions

* LoadBalancer
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B ik

DesyncMitigationMo  FfF& RFC 7230 ¥r/HEMERE.

de_NonCom .
pliant_Re RERE - BIESE
quest_Count Gt - BARGT TEE Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
MitigatedHostCount FEEFNEREE,

REFRE  IBERE

ST HIE REANKIT T AR Average, Minimum 1 Maximums

Dimensions

* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
GrpcRequestCount B MLER gRPC iER¥, IPv4 IPv6
&K  BHEEE

SR - REANSITEIER Sum. Minimum, Maximum BAK
Average £#fIRE 1,

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
* TargetGroup

* AvailabilityZone , TargetGroup
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B AR A EER

1R

HTTP_Fixed_Respons
e_Count

HTTP_Redirect_Coun
t

HTTP_Redirect_Url_

Limit_Exc
eeded_Count

BN

B T B [ XE Wi B 38R AR Y IR B
&R - BFREE

SR - E—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
BT Y E X @) R AR RV IR K

RETAE : BHEEE

SR HE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

BT iR ERRS P H URL KT 8K M7 & TE B HY B E MR AR
&R - BFREE

ST IR - H—BEXHNEITHIER Sum,

Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

HTTPCode_ELB_3XX_C
ount

HTTPCode_ELB_4XX_C
ount

DU

R ERBIGERRM HTTP XX EEERBH. ZiTHRT2TEBHREK
B9 I R AT

RERAE  BESE
SUEE  E—EAEXHRITHER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

RB MY EREN HTTP 4XX BEFREIRRBHIRE. ZITHTFEE
B ¥4 B B9 T RS,

MRBEREXERIAZTE , WERFFWER, RT ARG
RE HTTP 460 I UBHER 2 , BIRFTRREIXLE R, &it
HA 28 B RERNEAENRE,

REIRE  BFREE

SR - HEEAMNSZITEIER Sum. Minimum, Maximum AR
Average £ZPiRME 1,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

HTTPCode_ELB_5XX_C
ount

HTTPCode_ELB_500_C
ount

HTTPCode_ELB_502_C
ount

DU

B RESEREN HTTP 5XX RER[EXRABHIKE, ZITHTFEIE

B #r 4 R E I AR
REIRE  BEEE

ST HE - ZREANSITEHEIER Sum. Minimum, Maximum MK

Average £ZfiRE 1,
Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer

R BRI HTTP 500 iR KBHHE.,
REE  BHEEE

SUHE  E—BAEUNEIUTHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

R E RSN HTTP 502 SHiRBHHKE.
RERE  BIEEE

SUHE : E—BAEUNEIUTHIER Sum.
Dimensions

 LoadBalancerxr

» AvailabilityZone , LoadBalancer
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B¥R iRk
HTTPCode_ELB_503_C RENESEEEMN HTTP 503 &R XBHHE,
ount

RERAE  BEEE

SITHIE . E—BEUNRITHIER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
HTTPCode_ELB_504_C  JREMAFBERM HTTP 504 HiRKBHHE,
ount _

RETAE : BHEEE

SitEdE  E—BEUNSITHRER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

IPv6ProcessedBytes  AEHIEHERLENEFTEH IPV6, Lit¥EEE ProcessedBytes
#,

RERE - BESZE
ST HE  REANSITIER Sum,
Dimensions

 LoadBalancer

» AvailabilityZone , LoadBalancer
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B AR A EER

1R

IPv6RequestCount

NewConnectionCount

NonStickyRequestCo
unt

DU
NG E B[R EIAY IPV6 R
REIRE  BEEE

ST HIE - ZREANSITEIER Sum. Minimum, Maximum MK
Average £ZfiRE 1,

Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer

ME P im B 9 E 38 A R MR SIS E RS 2 B AR 2 MR #T TCP EER
B,

wmERE  BIESE
SITHIE - KEANSITIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

S ESRRELTEEANERESTEMERFTEFNERNEE.,

fflan |, BRERBFES RN E —MERBREARM Cookie , 1R1H
TRt Cookie B RIEEEEMEIL BFRAR B#5 , 51 Cookie HI1&
RERFESH , RELAATEIR , SBAFOEHR T AR

Cookies

&I E | EEBIRA LS AKM,
SitEdE  E—AEUHEITHIER Sum.
Dimensions

 LoadBalancerxr

» AvailabilityZone , LoadBalancer
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B AR A EER

1R

ProcessedBytes

RejectedConnection
Count

RequestCount

DU

MEERET IPv4 MLBHEFHHIPVE ( HTTP R4 HTTP
BRAE) . HiITHBEEFKBEZFFHH Lambda EREHRE , XA
EXkBERRERER (IdP) WRE (WRBRATHAFPSHRIE )

RERAE . BESE
SUHE . FEANSITIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

M T ASSEREEEREYR L RBELNEENSE,
wEIRE  BHREE

ST HIE - FERANSITTER Sum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

£33 IPv4 MALIEAYERE IPv6, LIEARMXIE R EITE 2R T SEE %
BRERNERPIZEE, FRFBERZIELHNERT2RRE ISR
Ho

RERE  BARE
SIHHE FEANSKITITEZE Sum,.
Dimensions

* LoadBalancer

* LoadBalancer ,AvailabilityZone

LoadBalancer , TargetGroup

LoadBalancer , AvailabilityZone , TargetGroup
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B AR A EER

1R

RuleEvaluations

ZonalShiftedHostCo
unt

DU

AETEHRELEBE RS ITEAANKBE, RUARAVFTEER. I
I EEMNERN 10 X2 TN,

& - BFREE

SitEdE FERANSITIAER Sum.
Dimensions

* LoadBalancer
HTXERBmEANZRNERRE,
wEIRE | BENERE

ST RE  FERANSITIER Sum,
Dimensions

* LoadBalancer , TargetGroup .

* AvailabilityZone , LoadBalancer , TargetGroup

AWS/ApplicationELB 5 & Z2 B ‘@1 B M A T 1B #x.

EiR

HealthyHostCount

iR

B

WIN ERBITH BIRHE,

R&EFRE - MRBEEM B FRNFEITHRE

SR BEAMNKITIER Average, Minimum 1 Maximums
Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup
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B AR A EER

1R

HTTPCode_Target_2X
X_Count , HTTPCode_
Target_3XX_Count
HTTPCode_Target_4X
X_Count ,HTTPCode_
Target_5XX_Count

RequestCountPerTar
get

HR

BFRERN HTTP MNARBHWHE, ©FSEAEEESERWEM
M Rz 455 o

HWEFRAE - MRAETMBFRNFTHRE.

ST HIE - REANSITHER Sum. Minimum, Maximum BAK
Average £ZfiRE 1,

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

BirA AR BN B E9E R, BYUTER TargetGroup #E#E
EBFRA, MRBFRR Lambda ¥R , MLIEFRTER.

Eeit B 6E A B ARA W RIRY 1B R B BBR I B ARA IS TR REFRY B 4R
HNHE, MRBFEARKESETRARFNER , WAFHERUEEM
B FREY S

RERE - BBARE
St E—AMHSRITHER Sum. XRKXFEE , mMTR2EM,
Dimensions

 TargetGroup
* TargetGroup , AvailabilityZone
* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup
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B AR A EER

1R

TargetConnectionEr
rorCount

TargetResponseTime

DU

AEITEBRN B IR RIEER M A RINIRE, MR EFR=Z Lambda
B, MERTER. KERTF2RESTIRRREER XM E
e

RERAE  BESE
SIHE . FEANSITIER Sum.
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

BEREFAEIIEERE BRI R L IEMBAR K23 M atiE ( A7
B ), X5HE BEFM target_processing_time FBRE
ZWH

REIRE - BFEEE

Statistics : &ZBEAMNSEITITER Average f pNN.NN ( BZ'LE ) 6

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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1R DU

TargetTLSNegotiati MRS EREYXENAFEERLKEN TLS EEN. TeNRES
onErrorCount EEZBHRIBNFTE., REFRE Lambda B3, MIERTER,

RERAE  BESE
SIHE . FEANSITIER Sum.
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
UnHealthyHostCount  #WMAREEESITHEIREE,

REA : WREZIMBEARUBITHRE,

SiHEIE - ZFEAMSITIER Average, Minimum F Maximumo

Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

AWS/ApplicationELB @& Z= R EIE B HRABTRRN LT IENR. BXEZELR , BSH the
section called “B#4A1E TR

B iR
HealthyStateDNS fFE DNS ETIRR BRIFRSERN XS E,

Sit#dE - FERANSITTAER Max.
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B AR A EER

1R

HealthyStateRoutin
g

UnhealthyRoutingRe
questCount

UnhealthyStateDNS

iR
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
RAERAZTRRRIFRSERHKEHE.

SUHE  FERANSITTER Max.

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
(E BRI MUE R BB E ( RS FT L ) BRI B R
SUHE : FERANSEITTER Sum.

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

A S DNS BT RIFRAER , Hitb#E DNS F#ARIENBEITIR

MAENXEHE,
SUHE . FEANSITIER Min.
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
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B AR A EER

1R

UnhealthyStateRout
ing

AWS/ApplicationELB & Z=

1EiR

LambdaInternalErro
T

LambdaTargetProces
sedBytes

DU

FRHERASTRRERIFREER , Rt ABSERSFRES B E
XEFHRE BAR ( 2RETIRRTENER ) HXEHE,

STHE - FERANSITIER Min,
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

°E RS SEM AN BARM Lambda BIERHI LA T $8 %R,

DU

& 1219 # 255 Amazon Lambda P8 H 0 8] Eﬁﬁ'ﬁ—‘?ﬂl?ﬂﬂlﬂ’]ﬂ
Lambda E;&Eﬁlﬁ tk;&o ggf(ﬂi%ﬁ liﬁlﬂfeagl §§1ﬁl'ﬂ H oA

error_reason F &,

REE  BIFEEBE

SUHE  E—BAEUNEIUTHIER Sum.
Dimensions

 TargetGroup

* TargetGroup , LoadBalancer

A EERH X Lambda BB E R MK B X B EREY R I K F
fiil:ch=y &

RERE - BESE
SUHE  E—EAEXHSRITHIER Sum.
Dimensions

* LoadBalancer
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B AR A EER

1R

LambdaUserError

Lambda B % I BB S BAMAFT Lambda BIEEYVIE R EL.
m, ARBEERZERAZEBNNER , AFIEHSEMENEIRFR
DAEF R EEIZEW JSON |, EEREXRII/H K NEZT 1

MB IR A KD, EREBRERNREE , BEFHE HEM error_rea
son FE

RERAE . BESE
SUEE  E—EAEXHRITHIER Sum.
Dimensions

 TargetGroup

* TargetGroup , LoadBalancer

AWS/ApplicationELB @& Z I BIEAF & 0 RIEHN L TR,

iR

ELBAuthError

ELBAuthFailure

DU

AT HARIFRERBHEIR, AFROERTES IdP BIERE , IR
HIEEERABERTLEENEMRIERE , ISBOETEEXAF
SRR, ERERERKRE , BEFHR AEMN error_rea
son F&,

RERE  BIESE
FITHIE - E—BEXWNEITHIER Sums.
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer

HF IdP IEL B F iR HBRARBISRXERASHN T EERAF 56
RIFRR ., BEREEERERNRE , BEFHE BHEM error_reason
FE,
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EAR EPU
& - BFREE
S HIE  BE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ELBAuthLatency [ IdP &£if] ID TEMAFEEFMANGRE (28 ) . MRXLERES
B-—IRZTBERM , XRRKBETE,

wERE - BIEEE
SRR - MESRITTBEHNEE L
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
ELBAuthRefreshToke MEIEERGEA (dP 124089 RIS R Th Rl A P BB e R 3.
nSuccess

REWRE - BESE

SITHIE - E—BEXWEITHIER Sums.

Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

ELBAuthSuccess

ELBAuthUserClaimsS
izeExceeded

DU

LI & IR ER IR S, A ERM IdP REAF SR FEHRG
, BIE THERE RAT ISR B 18,

RERAE . BESE
SUHE . FEANSITIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ELERY IdP REIA/NER 11K FT R AP F R,
RETAE : BHEEE

SR HE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer B s#r 4t E

EfFik Application Load Balancer By1E#R , B EFAUT4E,

4

Availabil
ityZone

LoadBalancer

TargetGroup

iR
A A X R R

BABSESRHREREE. B0 THXIBERETIHESS : app load-bala
ncer-name/1234567890123456 ( fagit9#iiss ARN &G —EB% ) -

EEMFARERERBE. RUOTHRNIEEBFA : targetgroup target-gr
oup-name/1234567890123456 ( B #r4l ARN H&E—E84 ) o

Application Load Balancer BJg#R4E B
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Application Load Balancer ¥8#r8 55 it 548

CloudWatch #8#& Elastic Load Balancing X KV EEIRBIES/LRMEITTHIE. SitBIEREEERNTE

BRCEMERBE, YERSGITHER  RENBERREGEMNLEEHRTRA. 4ERHATH—
FRRERNBHR-EX, fll, EAERERETAXE N AR IHRFHEMAEZETEERN EC2
SIS BIEE

Minimum M Maximum ST HERRENEEEOPESIMNBIERTRRENBESN R/ NMEN K
KRB, flan , BRENAREFABSEHSBHRNAREESETRAR, — N SH HealthyHostCount
B Minimum 9 2 , Maximum 3 10 , Average 7§ 6 , 3 —NT R# HealthyHostCount #J
Minimum 53 1, Maximum A 5, Average § 3, Hit , AFHEEEFH Minimum 3 1, Maximum A
10 , Average K4A 4,

FBAVENEKEE Minimum ST HIBEBHPHIESE UnHealthyHostCount , HESIMRELSNIIESE
A HER, MREFEA Minimum , MREFERMABEERPENTRNTAXIAN BIRETTE
ERER. MREBKRFBRBERBHNRE , WA BLEENIR Average = Maximum & HER ,
BIMNBWEFRELERFHAEIRSERE R, RBE Amazon Auto Scaling L B #haE B 2FRS
(Amazon ECS) HERAASHEERZTRARENRESK , AL EC2 B3 EBHE,

Sum ST BUIRERFIARABRISEHRT QEVLEE. ATXEERESNAHEEESMRE , Bit Sum
{GER TX A RS ERT QEtTC AR ER.

SampleCount ZitHIFERNEMN AR, BT XLEREETEXERRBMEFFTIREN , Btits
IHEE—#%E A, #li , 3 F HealthyHostCount , SampleCount EFH N EHE R T SR
MR, MARETRRIEEN ENE.

BANBEREMEERRBREFHNENME, BULEEEME DM , HRSERFHEADE (B
p95.45), Hlan , 2 95 NE DK 95% HWEBIEETIE , 5% WHES TIHE. B0 UBERE
ATREREE. flU, REEMNIARFNEEFRZSASHERNNER 1-2 ER , BOIREFR
R, Mt EEE 100-200 B, RAERMTHRIENER , BRI KXY 200 EW., FHEFRT
BIEN D M. BONREHRT NMNEEENHNNARFMENR, BYEFEASE 99 NE S NEIEN Auto
Scaling fil X 833% CloudWatch Bk , B LUSAER EEE 2 EWHNBEREENTET 1%.

EEF BN N EIGHESZM CloudWatch 85

&R BAMER Amazon EC2 2| 8 EF WA ERAY CloudWatch 558, XLEBRE RN EEZE
&Ko MRNBIGERL T EIRSHAEERERER , NERRR2ERBER

®E , B LEA CloudWatch 2 A EE MBI RN ER.
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EREHaEEER

1. §TF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/s
2. EEFRBEFARENER , BRITUATRE

a.
b.
C.

d.

ESMBE®KF , %$#F Target Groups,

EER B HRE , RE1EE Monitoring ETI+,

(i) EiRaTEEELE R , EM Showing data for ikt ESEE,
EREBENEFN—IMRAUE , FEFEER.

3. EEFERMBESRMENER  BHRITUTERAE

ESMEKS |, i£4® Load Balancers,

EFENAEIESR |, ABIEE Monitoring TR,

(i) EiRaTETEELE R , EM Showing data for iRt ESEE,
EREBENEFRN—IMRAUE , FEFHEER.

£/ CloudWatch 2% 5 EFE

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o

o A 0N

ESMERP | EERER.

i%4## ApplicationELB #5% Z= 6,

(k) EEMBLEETEENMER , BEERFRPAAHEN,
(Alik) EREERIE , HEETIETZ— :

- EREFRHNBIERRERNIEN , iH1EE Per AppELB Metrics, EEFENNH D E RIS

R, FEERFRPEARER.

- ENETHENBEREARSEHIESR | i5IEER Per AppELB, per TG Metrics, EEFENBIRAN

Eir , FERRFRTPAAERN.

 ENEAARERAATIITERIRENIET , 151EF Per AppELB, per AZ Metrics, EEFHEA

NETERNER , BTEERFRTAAREN. BEEEENMNTHRNER , FEERFRTH
AEBR

- ERZRTAXMBEAE RN AEIEHBIRENIET , B1EEF Per AppELB, per AZ, per TG

Metrics, EEE 2N NHBERNER , FERRFERTRAAELRN. EEFL ) ERANE
o, FEBRRFRIWAERR. BEERENTARNER , BEERFERPAAHEBN.
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E&EEEH , A Amazon CLI

EFALLTR list-metrics fi %I 0] FE%F :

aws cloudwatch list-metrics --namespace AWS/ApplicationELB

EREUSFR R 1T EE |, B A Amazon CLI

£ A LA R get-metric-statistics i T IREIE EER ML EM L 1HER. CloudWatch &8N —HEEH
BRI —NEHNIER. BLEFEARTNRANEEEAEREZRITHIE. S4TIEEIRIERNER
EI‘J |§.| _éﬁgo

aws cloudwatch get-metric-statistics --namespace AWS/ApplicationELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=app/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2016-04-18T00:00:00Z --end-time 2016-04-21T00:00:00Z

THRRAHEE
{
"Datapoints": [

{
"Timestamp": "2016-04-18T22:00:00Z2",
"Average": 0.0,
"Unit": "Count"

1,

{
"Timestamp": "2016-04-18T04:00:00Z",
"Average": 0.0,
"Unit": "Count"

.

1,
"Label": "UnHealthyHostCount"
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Application Load Balancer Y1517 B &

Elastic Load Balancing 2t T A8 B & , %178 H & HRE X KX A ERNERNIFAE
B. BNAEHITEREE (Plw , WEBERWEE, BN IP i, IR, EREEMERSHRE
N)o $RE]LAMEAIXLETT R B &9 TR EE N H R AE,

15 [A H&E =2 Elastic Load Balancing I —IAIIEZhEE , BIANBR T 22 AL e, AAEIEHREAH
] & 25 , Elastic Load Balancing 3k B & HFHAEN ER X4 F#EEIEER Amazon S3 74
W, BB 2 AR AR,

BEEX Amazon S3 WFM A , (B F X I Elastic Load Balancing AL B E X H KA E
Amazon S3 TR RH. BXRTFHEKUELANESZEER , BZH Amazon S3 Efft.

B =%

- R BEXH

R BE%E

TPIBE%E

S35 A B AR

3 Application Load Balancer j3 57 B &

A Application Load Balancer Z 58 B &

58] B &34

Elastic Load Balancing & 5 Z# A BN AEHEER T R/RRXH —XAEXH., AEERRLAR .
HESESRTUERERNBEBENZNEE. BE , IRESEFESRE , SEIARER.

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-address_random-
string.log.gz

bucket

S3 FfE A& o
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prefix

(AL ) FRBNIR (BBEREN ) . BEENIHRTEITEFHE AWSLogs. ERNESE
B, BEAEANREENR.

AwSLogs

BN EENFRBB MM IR E AN AWSLogs FF kB 4B E 7

aws-account-id

A&/ Amazon I~ 1D,

region

HMEBSERM S3 FREBATERN X,
yyyy/mm/dd

e B AR B,

load-balancer-id

MEHBE|/MOEIR ID. MRFR ID TEFEMERL (), IEERTFERNIDR ()0

end-time

BARICKAIRE R B HAReTE, Hlan | £ 3RetE 20140215T2340Z @& 7 UTC AfA ( BlE &t
18 ) 23:35 f 23:40 2 A A HHERBNEKE,

ip-address

REF RO ARDERT RN IP ik, N TFTREABIGESR , XERE P ik,

random-string

REERNBILZRTE,

TR =N R RE B SR R

s3://amzn-s3-demo-1logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-
east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BLTR-ANTFHBRN B EXHE R
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s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/
us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

HESXH T AR 4@ qﬂﬁ-ﬁ%ﬁc,@ KutE , A S LLE Y Amazon S3 £ EHH NI L BB FRER
MBRBFES M, BEXEZEL |, 5 Amazon S3 AR NREREHEE,

A BESE

Elastic Load Balancing 12X K EAAFITE[/MNER , BEMNREEBRHER. flm, mEEF
WmAEBRXERNBERINFEZEEENWEHRMMAER , IRIEFKIER. Elastic Load Balancing 7123
ETRERERFER,

BNMNAEXREHEERHF IR L HWEMNMER ( MR RiERE WebSockets ) HiFAES. XF
WebSockets , REEEEXNEFTAEALZE, MELEZETAHREWIERE , Il HTTP = HTTPS i&
RH9% B ME.

/A Important

Elastic Load Balancing ¥R HieRiER. RINNBWEFER BRI BERT #ERMER , MARE
NABEERNTEHEIR,

S

- EBE

- REUWRYE
- BixFEEAH

B

TRENF#HRT LR BSFENTR, EAZEIRBAEFR. E5AFHNFRE , SRXEFERR
MBI BERENKRE, ENAKBEFBEENEAFTFEENFR,

6 ik
s 7 BRUELOXT, TENEDT (BRETLIE) -
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FEB BN
* http-HTTP
* https -HTTP over TLS
* h2 -HTTP/2 over TLS
* grpcs — gRPC over TLS
* ws — WebSockets
« wss— WebSockets B3 TLS

At A] HESE A R E w9 B A9 R E) (KA 1SO 8601 #xX). AR
WebSockets , X 2E# < A RY BT E o

elb HEIEHSRNERR ID. MRBIEEMBTILR BESRE |, BEFERR IDs 7
LEEEST ().

client:port BREFIHRN IP a0, WRAFHEER[ITEENRE , NkFEN

LB HNRIER IP i,
target:port RO ESREY BARHY IP sk Ruw O,

MREFFIIKBRIETEER , WABHERTEFERDIKE B4R, H
HRERENRN -

R B¥R2 Lambda E&E , MERERN -,

R iERHEE 1L Amazon WAF , M {E1& & J- , elb_status_code HI{E &
BN 403,

R BE%E 233
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P

FE iR
R

request_processing MBS 2R R B E R B E R ZIE 2 B AT AR SRR ( AR R4,
_time RERER),

MRABEERTEFERDREBAR , W EREN -1, WRBIRE
ZREMNAIRAERE | AFFRAETRAFRNER , WaREXTE
o

MREXE 10 B TCP EEE 2RI EE BIREI TCP &EHE , bl
FIERER -10

MR & Amazon WAF B9 Application Load Balancer /5 s B #rE R 2
Lambda B8# , MPRFE Fim & 3% POST 3R AT 5 248 P46 2 AV B[R] 11
Ao request_processing_time

target_processing_ MAB I E T E R ZEE B FEZ B W5 I 15 &35 W R ARk P A 09 S B a)
time (UABRDREN  BERED ).

MRSBEEERTEFERDRE B AR, WHERERN -1, WRBIFE
ZRENBIXAERE , HAFFHRETHERNERNER , WaegEXTHE
Mo

MR FEMEREEREN Z B RMA , W EETRER -1,
MR B Amazon WAF B9 Application Load Balancer XGH , MIfFit A

E PR &L POST ERATEHRIEMIE RN E target_processing_
time o

response_processin MAEIIEEF IR EISR B B 180 e SR Sk B FF 18 [0 & 7 i A& 0% 1 S AT A B9 5
g_time iHE (AR REN , BERAED ) . IESEEATIIEEE LA PR
8] LA R N B 15 1 85 B B - i 9 % 23R BN A 1

MAERRFPEHIRXEEWIRE BIRNEA , WHEKREN 1. WRER
EZRENAIXAERE  FFHAETRAFERNER , MoREXT

1R o
elb_status_code H AE S E 54 R AV R AV IRZASES,  [EE W Sz A0 N =% BE LE 3R ERY Amazon

WAF B E X Im R K3,
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FE

target_status_code

received_bytes

sent_bytes

"request”

"user_agent"

ssl_cipher

ssl_protocol

target_group_arn
"trace_id"

"domain_name"

iR

kB BRI ARSRE, NEEEYEBRNEEZEBRE KX
RER MERME. &N, HiREN -

MNEFU (RiER) BRI ERKD LAEZTRHEM), XFHTTPER |, X
SERL, XF WebSockets , X2EEZE ENEFPIHZERPEFZTH,

FEFFEFin (RiFH) WIEEH KD LAZFRENM), JIFF HTTP &K ,
XEIEE R FRKFES, T WebSockets |, X BEEE L RELEFiH
K EFTH .

TCP #53kH TLS BF AR E A it EDataTransfer-Out-Bytes %
Amazon Cost Explorerd , 85 in &5 <8k,

KEFFWRNERT , BSENXEISAHARAUTHEA#AITICSE : HTTP
FE + G/ EN R O /uri + HTTP fRAS, fEBERIHREFTF iRICR
HR URI BT RIEH URL, EFREGR BEXHNARRE, HELE
R, BEREFRmAZE URL AR,

FRREHBRNEFIROAFREFZFR (ANEISEEX ) . ZF/FH
BE—NRZANBIFRF (product]/version]). MRFHFEKERT 8
KB , M4 &M,

[HTTPS {785 SSL 8, MEMTEFF2E HTTPS Milray , NILERE

[HTTPS {iWT85] SSL thi. MNRMMITEFF2Z HTTPS sy , NI ERE

B R4 # Amazon Resource Name (ARN),
X-Amzn-Trace-Id #RkHAA ( AXNXBISHEER ) -

[HTTPS {1%78%] TLS EFHRE FimiE4tH SNI 5 ( AX G| SHEEX
) o MRFFIHAZE SNI SULZSIEB A TE B EEF iRR AR IAE
B, NHEFRER -

i BE%E
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FE

"chosen_cert_arn"

matched_rule_priority

request_creation_time

"actions_executed"

"redirect_url"

"error_reason"

“target:port_list”

iR

[HTTPS U785 m&EFisRHEAIERH ARN ( ANEISHFEREX ) . R
BEEFHAE , NFHEIRERN session-reused , MRGTEFLE
HTTPS fii¥res , MILERERN -

CELE SR N L R KRB, WRTHE TEANHAN |, NEEHNTEEN T 1
F1 50000 28, MRKREEFARANHBEHITERINRE , NHERER
0. MRBZREEEMNIT A , METRERN -1, R TFEAHMEBR, ©

iﬁlﬁy‘j ~o
B ER[MNE S im R E RrVedE (RA 1SO 8601 #3X).

REFREPATHRE ( ANE|SHEER ) . BHER—ESTRHSI
&, TLEE REAVEE hATHERNE, MBARIITEMRE (S,
X NRIRVERARE ) |, MEREDR -

HTTP MRy EFR kW EE M BHRH URL , EAMEI SR, MRFHMIT
EE@RE , WHERENR -

BiRERARB (2EENEIETRN ), MRBEREM , NiX2 EiXERAE
FIFRNERRABz—. NREMXRNRETSTEEHRITRERBERT
= Lambda BHZX , ML EIKER -,

RO EBPEIESRAY BARRY IP thit Fim O 55k , S bk im0z B Az
¥ok , HEAXE|SiERE, S5, kIRANEE—1 I, HEE
target:port FER ILHL,

MREFFERBRETEER , WABHERTEFERDIKE B4R, H
HRERENRN -

MR B2 Lambda % , NERERN -.

RS RPE LE Amazon WAF |, T L{EIRER- , elb_status_code KIfE R
BN 403,

i BE%E
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FE iR

“target_status_cod BRRmMARSREIR , RBzZEAZES R, HEAXSSEEX,

e_list” ZHa) , IRALLEE -, F BE target_status_code FEXITHL,
RECEILISEMMNEZEBBREAEATMNNER FiERLE, B , &
REA -o

"classification" REEMBNDE (BEEMEIETRN ) . MEBFEBRFTHFE RFC 7230 A

N ATRERVE N “HI4E", “FEA®’” M =&,
MRERFE RFC 7230 ¥kt , M EIRE R,

"classification_reason" #EFRERENRBE (ZEENEITA ) . MREFERFAHFS RFC 7230 ¥rE , N
XR DRER PR D ERBZ—. WRFERFE RFC 7230 177

M EERE RN,

conn_trace_id EETERYE ID 2— 1M H—HNTER ID, ATHRRAENERE, 5SEFIR
BYEER , REEEFIRNEEERNEEZSENHHEERXREHEE
It ID, It ID TSR | BFEEZENG R B &2 B2 5,

KEHVIRE

RS E RN E XN RERMEE D E B E/ actions_executed FEH,

« authenticate - AFHHYER/RLIILE , RIEAF M , HEAFEERNBIMANEBFrEENE
RIRKHF,

- fixed-response - fag9#iss & L H NI B B FrE E /Y B E MR,

 forward - AFHEERFERER BN E BFTIEEM B #ro

- redirect - AHMERNFEREERAIANEEBFIIEEN S — URL,

« waf — UEIE S BE R KX T Amazon WAF LB ERBERMFERELXIBIF. NRXEHRIE
£, W Amazon WAF RERNIELZER. BRINMERT , HWIELKIER Amazon WAF FHEZFE
Fig %A “403”, elb_status_codeMELE Amazon WAF RIE4E R EHE X IE N iERE |
Zelb_status_code ¥ B i Ik MR B & Y e N X E5

« waf-failed— AT ER = ERE X E Amazon WAF |, BEEE XK.
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/\*JEIZ(I

WMRFRTAFE RFC 7230 1/t , B EIFFFE TR B ERHY classification_reason FEHF 7 A T L

Bez—. BREZER &

(R
AmbiguousUri

BadConten
tLength

BadHeader

BadTransf
erEncoding

BadUri
BadMethod
BadVersion

BothTeClPresent

Duplicate
ContentLength

EmptyHeader

GetHeadZe
roContent
Length

MultipleC
ontentLength

SR L EHBER,

iR
BHR URI L EEFIFH,

Content-Length $33k B & —NEEBTRTF=E

BB FHE
PR EE Null ZRFREER,

Transfer-Encoding #r3k B & iR E.

#R URI 8% Null ZRFHEEH,
ERGEEXTER,
BRI X TER,

ERERTEE Transfer-Encoding #r3k
Content-Length #r3k,

FESZNEGHEREERN Content-Length #r3k,
FRARZEN  HEBEE—THREEZEE,
F GET s HEAD i8R , HE—1MER O WY

Content-Length #r3k,

FEEZNEETEEN Content-Length Rk,

=B
B

B
B
=B

TEAH

TEAH

RO

ER

B

i BE%E
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(8T

MultipleT
ransferEn
codingChunked

NonCompli
antHeader

NonCompli
antVersion

SpaceInUri

Suspiciou
sHeader

Suspiciou
sTeClPresent

Undefined
ContentLe
ngthSemantics

Undefined
TransferE
ncodingSe
mantics

A xR A G

iR

Z7£ 2 Transfer-Encoding: chunked #r3k,

L BE I ASCH FRFIZHFH.

ERRALEHIRNE,

#HR URI 28— RXHA URL mEBHI 245,

B MR A BMERAE RN XAFE LR AR IR E
{3 Transfer-Encoding = Content-Length,

ZiERE 88 & Transfer-Encoding #xk #
Content-Length ¥53k , HAEDHF -2 A5
o

1Z7E 7 GET = HEAD #&3RE X # Content-L
ength #xk,

&N GET & HEAD #ERE XM Transfer-
Encoding #53k.

TEAH

B

TEAH

TEAH

MRARBERTETHE DRIERE , WARBERSE R HER error_reason 7B 774

Application Load Balancer }:3iE A F° 8 14

UTRERBZ—. NBEERELXEIMENRN CloudWatch iR, BXEZER , F5

b A

i BE%E
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(BT

AuthInval
idCookie

AuthInval

idGrantErroxr

AuthInval
idIdToken

AuthInval

idStateParam

AuthInval
idTokenRe
sponse

AuthInval
idUserinf
oResponse

AuthMissi

ngCodeParam

AuthMissi

ngHostHeader

AuthMissi

ngStateParam

AuthToken
EpRequest
Failed

AuthToken
EpRequest
Timeout

iR
B I8IE Cookie To%

KRBT EL R

REBRBRTFRBITH

ID SHEN.

RS BTN

K BB T R BATT K.

kBAFEELRT SIBATTY.

RERNLRET RN S HRIEMNRD S
Recode’ N ERSH,

R B RANL R T R B 42 B0 IE WA R R > EHAR K
FBo
K B AL 57 B B 40 30 IR R ER A

Restate’ I EHS .
THEAETREEEIRWER (I 2XX) .

AP RTEETHIFERBE , AETHIER
£ 5 B PRIRBENE AL,

EPR

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthError

ELBAuthFailure

ELBAuthError

ELBAuthError

i BE%E
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AW iR BHR
AuthUnhan MEEHFETRLENRE, ELBAuthError
dledException

AuthUseri IdP AFEELWmT RFESRRMA (3 ELBAuthError
nfoEpRequ 2XX) o

estFailed

AuthUseri MEHHRLES IdP AFPEERRAEES , #F ELBAuthError
nfoEpRequ APERRRE 5 BHREEMRARL

estTimeout

AuthUseri IdP IREIFF R AR/NES 11 K F37, ELBAuthUs
nfoRespon erClaimsS
seSizeExceeded izeExceeded

RN ERAREREN , N AFEEIFSEHR BHER error_reason FEXHF6E T HIRREB
Z_o

KB R

AWSALBTGCookieInva FF i B ¥R BEAH) AWSALBTG Cookie o8, fla0 , 2
lid Cookie fEX A URL 4mi3aTY , A HERH IR E LR IR,
WeightedTargetGrou HEIEHREI ARG ENZTE,

psUnhandledExcepti

on

WERX Lambda BREHVER AW |, MK IGHERFSEHR BED error_reason FEEHPFM T 5 FERE L
B2z—, AFIEHJIE LB MR CloudWatch ¥R, BXEZER |, S H Lambda 1 A #RE,

55 iR EPR
LambdaAcc MBS E R LA A Lambda BE, LambdaUserError
essDenied
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(8T

LambdaBad
Request

LambdaCon
nectionError

LambdaCon
nectionTimeout

LambdaEC2
AccessDen
iedException

LambdaEC2
Throttled
Exception

LambdaEC2
Unexpecte
dException

LambdaENI
LimitReac
hedException

LambdaInv
alidResponse

LambdaInv
alidRunti
meException

LambdaInv
alidSecur
ityGroupl
DException

iR

Lambda AAXM , BN EFFim
/\IE@E UTF-8 %ﬁo

mif RARAEIEX

MEHE IR EEREET Lambda,

2 E 33 Lambda B & &£ BT,

ERBWHB{CEE , WO EC2 B4 7 X
Lambda BYi7A] o

WS EC2 ¥t HAEI PR & T
Lambda,

Amazon EERE#HB{LERE EC2 BRI TENAR
o

Lambda Fo3£%E Lambda BB FIEEN
VPC a2 &ED , ARABHTMNEEON
PR

kB Lambda BI%RHYE B2 Y 4% 2 A E#5 S ER D 44
BEFR.

EEMRAH Lambda Z TR A2 X #,

Lambda BB EFIEENZ LA ID T,

ER

LambdaUserError

LambdalInt
ernalError

LambdaInt
ernalError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError
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(8T

LambdaInv
alidSubne
tIDException

LambdaInv
alidZipFi
leException

LambdakKMS
AccessDen
iedException

LambdakKMS
DisabledE
xception

LambdakKMS
InvalidSt
ateException

LambdakKMS
NotFoundE
xception

LambdaReq
uestToolLarge

LambdaRes
ourceNotFound

LambdaRes
ponseToolLarge

LambdaSer
viceException

iR

Lambda ER#ECE P HEEN FM ID T

Lambda T E R IE ERBERER zip X -

Lambda T ZNETE | HAXN KMS 47
GBS #IE4, 82 Lambda BEAY KMS X
FRo

Lambda xR HAINETE | AAEEN KMS
BEACHER, BE Lambda BHHH KMS 24

RiE,

Lambda T2 ZHHNETE | BN KMS Z4HH
RATH. ©E Lambda BIEkHY KMS 224R1%
=,

Lambda ToEBZERREE , AANHRTE KMS
4. BE Lambda B KMS B4R E,
BEREXHKRNEET 1 MB.
T2 Lambda B,

e RZ B K/ B e

1 MB.

Lambda BF| T W45 1%,

ER

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdalInt
ernalError
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e iR EPFR

LambdaSub Lambda F53&8 Lambda B #Ki% & VPC i5EI#X  LambdaUserError
netIPAddr R, BRA— NS FRXERAR IP ik,

essLimitR

eachedExc

eption

LambdaThr Lambda BREZ RIRS| , AABERTZ, LambdaUserError
ottling

LambdaUnhandled Lambda REUES] T KRB RE, LambdaUserError
LambdaUnh MBS ERFEF ARG ENRE, LambdaInt
andledExc ernalError
eption

LambdawWeb WebSockets Lambda %3, LambdaUserError
socketNot

Supported

MR A E L [ ERFRBREIR Amazon WAF , B4 & 158 BEM error_reason FE& 17
J’XT%&{%EQZ_O

KB iR

WAFConnectionError NEIGEER T EE#EE] Amazon WAF,
WAFConnectionTimeout SHEE Amazon WAF &8,
WAFResponseReadTim &R Amazon WAF #AT,

eout

WAFServiceError Amazon WAF iR [E T —4 5XX £HiR,
WAFUnhandledExcept AR BIRGCENRE,

ion
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RIRESRE

UTRRPIBERB. FEE , XAUSTERERRARN TELERR.

A~ HTTP &8

LA R HTTP %28 (3% A 80 Elix O 80) W RHIEE%E -

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

0 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "200" "-" "-"

7l HTTPS %&H

LR 2 HTTPS 11928 (4% 0 443 Bi 0 80) K RHIBE5E

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

192.168.131.39:2817 10.0.0.1:80 0.086 0.048 ©0.037 200 200 @ 57

"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-

east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02722:22:48.364000Z "authenticate,forward" "-" "-" "10.0.0.1:80" "200" "-"
"-" TID_123456

T~ HTTP/2 &8

TR HTTP2 Ry RBIBEZREB

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"
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1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.
Il2®®ll II_II II_II

=5 WebSockets B

LA & WebSockets #E#H B E5% 8 =4,

ws 2018-07-02T722:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 101 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T722:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1@1" "-" "

%4 WebSockets A O R4l

LT R% % WebSocketsiE M BE% B =4l

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02722:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "1@1" "-" "

Lambda EEH R~HI%E

AT 23 Lambda BRERHY R ZhiE SR ROIB EXKE

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

Q@ 2018-11-30T22:22:48.364000Z "forward" '"-'" '"-' M- w_wow_wow_u

AT 2% Lambda BEREEY K MiE RV RHI B E%E -

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

0.66:9000"

I BERE
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192.168.131.39:2817 - 0.000 0.001 0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse" "-" "-" "._m &_n»

b8 58] B & 4
WH ARSI RER . MRETEXETH  NSANEHTRESHEEEE,

WMREHME EBEREFER , MARHERTUERTE REREN BEXH (M GB A #{L), &A
TR AR ER line-by-lineb BNtk KREMEKIE. Hit , BTRLTERRHATLERRSRND
TR, i, BEERAT M TESHAMLEER B

« Amazon Athena R — MR EXNEHRS , ILEEEHBRHMERARAHE SQL 24 Amazon S3 FEIEIE.
BXEZEER , SR Amazon Athena A8 ZE ) Application Load Balancer HEo

 Loggly
» Splunk

« Sumo Logic

A Application Load Balancer /g i8] B &

ERAABHEHREALR BEN , EXTEEARSEBNEHPFHBEN S3 FHEANENR, 76
W24 EHF R Elastic Load Balancing E%E})\ﬁﬁ%ﬁﬂﬂwﬂﬂﬁﬁﬁ%ﬁ%lﬂ%

5
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- FR 4 BINFEBNR

- EHERR

SR 1 8l S3 7

ERERR BER , BAFN TR BEEE S3 F#Ef. SUNERAAFERE , BTN BEMNAT
i B ENFEE. FRERBRLIVAEATER,
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https://docs.amazonaws.cn/athena/latest/ug/application-load-balancer-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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B3R

« FRB4FANTEASRSERARNXES, ZFEFNARSERTHETIRNKSRE.

- HE—XZFHNRFBIRMBIETIZ Amazon S3 FEE#4A (SSE-S3) BXEZEER , i55H Amazon S3
BB 4R (SSE-S3)o

£/ Amazon S3 &I & BIE S3 FhEM,

1. ¥TFF Amazon S3 #Z#|& , MiLR https://console.aws.amazon.com/s3/o
2. i%3#% Create bucket (BIEEZEHE).
3. 1£ Create a bucket (RIZ7F& M) L , ITUTRE

a. NTHF#BEN , FRAFEBNEN. LBME Amazon S3 AFTRII B FH#E R P H4M
ME—, EREEXE AN FHBBENEEMR,. AXEZELR , 52/ (Amazon S3 A
FiER) PREFEBRE,

b. 3T Amazon XiF , EFEEHP IR AT ITEINXE,
c. XFERINMZ , % Amazon S3 EENF4 ( SSE-S3) ,
d. ERLETFER.

HUR 2 RFRBEMIINE] S3 FAEHE

S3 F ML MER N Elastic Load Balancing R TR 151F A B A F BN RNFEE R, 76
REREZE JSON FANES , REBGULRRBKESRE  ATHERBELLRNR. 8MEF
HIAFAXEIMMEBRNEEAETE —RIITE,

MBEBREAEFERAEEMMNEBNINE M , WT L Elastic Load Balancing i 7] B &85 A7~ N E
ZREE, WMREXEM , MWENBITEERNNRE , LBREINEATEEEENR B EWFHER
9 B A A

] FA 9 170 48 SR B

A E A B R BEBUR T X593 B Amazon Web Services X3 fMZEH,

BE 2022 F£8 ARZETANKIE

ZRBE S EMN B AL R RS R TNR, bR AT U T XiEH wT A XA X A S 519 es

- TA#X (BEUE)
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/BucketRestrictions.html
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. WAK ( DRETL )

- TA#KX (BRE)

- WAHK (FE )

- MEXREE (FRME )

« B ( BHEIT )

o BN (R ERI )

- el (BhEX)

« B (PUERE )

- EFF (PEB)

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "s3-bucket-arn/*"

s3-bucket-arnB#NiGE BEFREMER ARN, ZBIEEMN ARN BEURTZERITREL R I HEHA
iR BEN SR

HRIGRE S3 17648 ARN RAI

EFER B Namzn-s3-demo-logging-bucket , BIZ& N 1logging-prefix , &% EF Amazon
TP/ 1D 5111122223333,

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/111122223333/*

T E %M S3 EAiEHE ARN R4

EER B M Namzn-s3-demo-logging-bucket , 7AFHEEF Amazon IKF#Y ID
7111122223333,
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arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/111122223333/*

{# /A NotPrincipal Bt /8 Effect  Deny

MR Amazon S3 FHEBRBEERERN Deny MY Effect #8E NotPrincipal ( MTFHIFFR) |, &
H{RTE Service F&XRAPEE logdelivery.elasticloadbalancing.amazonaws.coms

{
"Effect": "Deny",
"NotPrincipal": {

"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

]

}
},

2022 £ 8 Az B A AR X1

Z K BE @15 ER Elastic Load Balancing & ID B#FXR. FREATUTHRY XS TAXE
Local Zones HFHI A EITE 25,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
I
"Action": "s3:PutObject",
"Resource": "s3-bucket-arn/*"
}

elb-account-id&# R IEFFTE# XM Elastic Load Balancing B9 ID : Amazon Web Services ik F°

. E (4b3 ) - 638102146993
. E ( FE ) - 037604701340
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s3-bucket-arnB|N1AF BEMEMERN ARN, BIEEN ARN BURTERB U ETSRIFEH
E B SR EE R,

™ Bl 4RHY S3 fFiEHE ARN R4

EEEE M Namzn-s3-demo-logging-bucket , BI%k N 1logging-prefix , I EEF Amazon
T F#9 1D 5111122223333,

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/111122223333/*

T IR S3 Ff#E 4 ARN R4

E#EEE M Namzn-s3-demo-logging-bucket , fEH#EF Amazon Ik # ID
7111122223333,

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/111122223333/*

5 A NotPrincipal B[8 Effect & Deny

MR Amazon S3 FHEERIEEAENRN Deny B9 Effect HEE NotPrincipal ( T HIFTR) , &
HR7E Service JIRFEE logdelivery.elasticloadbalancing.amazonaws.coms

{
"Effect": "Deny",
"NotPrincipal": {

"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

]

}
I

Outposts X1z
AT REEEIEEMN A EAERZE TR MUK A T Outposts Xigi I AT 2.
"Effect": "Allow",

"Principal": {
"Service": "logdelivery.elb.amazonaws.com"
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iy
"Action": "s3:PutObject",
"Resource": "s3-bucket-arn/*"

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

s3-bucket-arnB N 1AF BEMEMERN ARN, BIEEN ARN BURTERB U ETSRIFEH
R B SR EE R,

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/111122223333/*

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/111122223333/*

£/ NotPrincipal Bt /8 Effect  Deny

MR Amazon S3 FHEBRBEEREN Deny MY Effect #8E NotPrincipal ( TR HIFFR) |, &
H{RTE Service FFRFPEE logdelivery.elasticloadbalancing.amazonaws.coms

{
"Effect": "Deny",
"NotPrincipal": {

"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

]

}
1,

£ Amazon S3 2% & FF 13 7] B & &Y 17 6 18 5% B Bt D0 2 S8 |y 77 6 48

$TF Amazon S3 #2#|A , MR https://console.aws.amazon.com/s3/,
ERERENEMUTFEFAEERE.

%32 Permissions ( IXPR ) , ARG Bucket policy ( FAEREREE), Edit (&) .
EH AR U T AT ENR,

i%# Save changes (REEX ) -

o M 0N~
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H|3: BEEHR AR

EAATEIEEERLRBE , WBREREEFFEEXHERE S3 FEME,
B3R

FRBMATUHERE | DHPAERNER , HELTMNE 2 DHAERNFEBRK, MRITSH
&, WA FE2EFHFEH “AWSLogs”s

EAEE AN NEBEREREEBE

1. 3TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/o
ESMERP |, EEAFIGER
RSN ABIIE RO B R IT T HIF 41
EEMETF L | ERERE,

XN R, ITHER B

XF S3URI, A BEXHM S3 URI, FBIEEN URI BURTEREFERAATER.

,%\ﬁﬁo

o

o g &~ W b

- WAHBIRM URI: s3://amzn-s3-demo-1ogging-bucket/logging-prefix
o REBIZM URI: s3://amzn-s3-demo-1ogging-bucket
7. i&# Save changes (REEH )

ERAWBRBERE , BH Amazon CLI

{8 A modify-load-balancer-attributes %o

EERTFHE BER S3 FHEN

ERREEERTIHR A ENEEE  FREAESEZERABRASE. BN , MRE—IMNTFTETEN
Amazon Web Services Ik F8|22 T EEHERBHMULENFH G R FZM M , Elastic Load
Balancing & ZN AR ERMNTF R BEBAX N FHRE.

TR 4 HIAEEENR
ERREHESE BB BEE |, Elastic Load Balancing $F31E S3 124 |, F 6122 = 3 4 LAFE R

FEREBIEEMENR, B AER Amazon S3 #HARIERAECIEN A4, WiANHFFRE
BRIV IR BEXX M ; EREERHIER,
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https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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£/ Amazon S3 ##| A RWIL BN FREEH RS EE 7N X4

1. 3TFF Amazon S3 ##l& , Witk https://console.aws.amazon.com/s3/,
2. EREBIEERTIHRASHNEEEN B,
3. SMEBMLXH ELBAccessLogTestFile, (VBEURFEREERATIR,

s HHEBRNNE : amzn-s3-demo-1logging-bucketlogging-prefixl
AWSLogs/123456789012/ELBAccessLogTestFile

o FHEBIBRIALE : amzn-s3-demo-1ogging-bucket/AWSLogs/123456789012/
ELBAccessLogTestFile

HUBE HEBR

MREBELFIBIELE IR WTRRWERRIMT -

- FEMKRIEXE RN Elastic Load Balancing B F 1510 A SEAEZMEENNR., BIAEFERANRZKX
HIEBANF#EREE. BIAERE ARN FANFEEEEMESLZER AR A S5 EMNZ#E S8
B, MRFEBEZAHE BEMNKEENR , BHIAER ARN T2 2R,

- FRBEATXEFENRSS[IRMBE, ZF#ERLTEM Amazon S3 FEEHH (SSE-S3)

A Application Load Balancer ZA 1518 B &

"‘FLE‘I—UJ"‘E’JﬁEXiﬂﬁI%E?’EFHﬁIﬂ A&, #ZEABRAESE , B0NiEE BEHE S3 FRBTRE |
EEEFEBIBR. BXEZEE , HSH Amazon S3 AFERETMOIRE, BEEMFEA S3 FE.

EREF & FEA TR BE

1. 3TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/o
ESMERP |, EEAFIGER

RSN ABIIERNEH T A EFHAEETE.

ERMEDF L | EERRE.

XNFEE, X<AERBE.

%42 Save changes ( REFEEHX ) -

2 T

EERBRBER , BEH Amazon CLI
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https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.amazonaws.cn/ec2/
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{8 A modify-load-balancer-attributes o

R AR F ARSI EREZR S

Elastic Load Balancing 2 TiE# A& |, ZEZ B S HRE XXX A OEHBNERNIFHAE
B, BNMNEEHETERT/ RN IP it MmO, MW=RwO. €A TLS BBMHiL. TLS EFIER,
EERSNEFIRERFAGEERFER. EUNFEAXLEEZEALERSMERERHHERE,

4552 A & 2 Elastic Load Balancing B —I A[i£IheE , BUIAER TER2AILIIEE, N AR ERERE
#EREZE , Elastic Load Balancing ##3k EI/L,\?FHEVWJ FE4 X FEE BB ER Amazon S3 12 #
B, BB ZEREREAE,

BEEX S Amazon S3 WFM A , (B F X I Elastic Load Balancing AL B E X H KA E
Amazon S3 WH R A, BEXTFHEAEINESZEE , S H Amazon S3 Ef.

N
- EEREXH

EEBERXE

T~BIBEERE

- AEEEBASXHE

- BANAEFAEEERNEERAS
- ZRANAEFASSEEHRNEZRE

)

ERE RS

Elastic Load Balancing 8 5 28 A 8N AHHERTRAM —RAEXH., BEERRRERE -,
HEEERTUEHMERNBEERNZSANAE. BE , IRYSIEEERE , SHILER,

EEASHXFERAUTEN

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
conn_log.aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-
address_random-string.log.gz

bucket

S3 AR & o

EEAE 255


https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://www.amazonaws.cn/s3/pricing/
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prefix

(AL ) FRBNIR (BBEREN ) . BEENIHRTEITEFHE AWSLogs. ERNESE
B, BEAEANREENR.

AwSLogs

BN EENFRBB MM IR E AN AWSLogs FF kB 4B E 7

aws-account-id

A&/ Amazon I~ 1D,

region

HMEBSERM S3 FREBATERN X,
yyyy/mm/dd

e B AR B,

load-balancer-id

MEHBE|/MOEIR ID. MRFR ID TEFEMERL (), IEERTFERNIDR ()0

end-time

BARICKAIRE R B HAReTE, Hlan | £ 3RetE 20140215T2340Z @& 7 UTC AfA ( BlE &t
18 ) 23:35 f 23:40 2 A A HHERBNEKE,

ip-address

REF RO ARDERT RN IP ik, N TFTREABIGESR , XERE P ik,

random-string

REERNBILZRTE,

TR =N R RE B SR R

s3://amzn-s3-demo-1logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/
conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BLTR-ANTFHBRN B EXHE R
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-prefixes.html
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s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

ARG AN EFEEPREEEEEKNE , FEEBALUE N Amazon S3 £ i EEIH N LB S 7R
MBRBESH, BEXELZEL , 5 Amazon S3 ARSI REREHEE,

EEBAERE

BREEZREEZASXHFBE-—1FE. BEFHRBEROMIZIFRTEERFANERIERFX
B ERRAEERE-—NMER , EEEBR ASHERBTFUE-—I&KE. FAEERFZMER , H
SEVABSHUESNRE  AEEERATPERENKE,

P
. B

- HIREEAD

B
HEEASKEFERAUTER

[timestamp] [client_ip] [client_port] [listener_port] [tls_protocol] [tls_cipher]
[tls_handshake_latency] [leaf_client_cert_subject] [leaf_client_cert_validity]
[leaf_client_cert_serial_number] [tls_verify_status]

TRENFH#HRT EZAESKENENFZR. EAZKIRABFTR, E5IAFTNFRN , 2FXEF
BRAMIBERENKRE. BNZAKBSHKEEZRNEATFFEN TR,

TR iR

timestamp NI EEERBILIEZEAMAETE ( XA 1SO 8601 #
X ) o

client_ip BEREF®H IP ik,

client_port BEREFHNEO,

listener_port B R iRiE R AR EROTRNRD,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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FE ik
tls_protocol [HTTPS {ii¥rzs] IEFHRIEA M SSL/TLS tHhils X F3IE SSL/TLS &

R, BFRIRERN -,

tls_cipher [HTTPS {iiiT 28] EFHAE £ A RY SSL/TLS ¥, XFF3E SSL/TLS &
R, BFRIRERN -,

tls_handshake_late [HTTPS iTe5) BRI BFAANMEEE (AR REN  FRIE
ncy ). ETHERT , FBREERN - :

s fEANBERAFRZ SSL/TLS &K,

o RERMEIUETF,

leaf_client_cert_s [HTTPS {1¥r8sf] HEFIRIEPHERAEEN. ETIBERT , LFBIRE
ubject H -

« BAFERTR SSL/TLS Ko
- MEBERNTSRREENER mTLS.
« BRSSERTTIEMNBYBEMTHE FIRIER,

leaf_client_cert_v [HTTPS {1¥T88] HEFIRIEPEME , not-before M not-after
alidity XA 1SO 8601 1. ETIMNERT , WFERIREN - :

« EABERTRE SSLTLS HXR.
« AESERMITERAREERNEA mTLS,
o BRS5ERTIE INER/RAT I B P IRAE P

leaf_client_cert_s [HTTPS e8] HEFIKIEPWFIIS, ETIERT , LFERIZFER
erial_number -

& ATERF = SSL/TLS EXKo
B ERNITRAREEN B R mTLS.
AR S5 85 7o 3 N8/ AR AT I 2 P UmE P o

tls_verify_status [HTTPS {iWT8s] HEZF B RIVIRS. MERINEIER , NLER
Success, MREREELM , MZENRN Failed:$error_code
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B AR A EER

FE

conn_trace _id

A xR A G

iR

EEREHMY ID R—ME—WTEZEH ID, ATHASNEE. BEFEF R
BYEERE , RKALFEFHNEEERNEESEN TR BESRETES
It ID. it ID ZEHHME , AT EEEMGR B 22885,

MRAFDERTOREER |, MASERFEERASTEEUTREARBEZ—

(8T

ClientCer
tMaxChain
DepthExceeded

ClientCer
tMaxSizeE
xceeded

ClientCerx
tCrlHit

ClientCer
tCrlProce
ssingError

ClientCer
tUntrusted

ClientCer
tNotYetValid

ClientCerx
tExpired

s

S

EREHAEFIRIEHERE

EHE &KX EF S IwIEH AN

FFIRIEP E# CA B

CRL & E4Rix

& PRI A S

B PR s RAE

PRI 23

EEAERE
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K55 iR
ClientCer BERIRIEPERBERZFHF
tTypeUnsu
pported
ClientCer EFIRIEP TN
tInvalid
ClientCer EBEPIEBRAETTN
tPurposel
nvalid
ClientCer EPIRIEPH B E RS SRRIEEL
tRejected
UnmappedC RIS HIZTHINHEESIR
onnectionError

~HIREXRE

LT REEBEZE R

UTREwO 443 LA TN E TLS WIFERNH HTTPS U5 A ZhiEZEMN B E% B R4l

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSvl.2 ECDHE-RSA-AES128-GCM-
SHA256 4.036 "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4 Success

LTREmA 443 EERATXE TLS WIEE A HTTPS T 8RE K MAY B &% B R~HI

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-

GCM-SHA256 - "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T722:43:217;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4
Failed:ClientCertUntrusted
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ghEBIE S R4

EEASXAERESR, MREMEA Amazon S3 2H| AFTFX LM  NRFNERITHESR , HEF
ERMER. MRETHXENH , MAANERITHRESEERTEE.

MBEEHWRE EBEAEER , MASOERTUERTERERENBEH (ML GB FEf), BAEE
TEBEHALIEX line-by-linefb BNk KEWHKIE. Hit , BRI X TERAREHITAEBREEN D
WIE, flagn, BAUERAA T TES MG EEZAE

« Amazon Athena B — MR EXEHRS , HFEFEARHE SQL 24 Amazon S3 HEIE.
* Loggly

* Splunk

« Sumo Logic

BERNARFAREERNEZRE

EAABEEREAEEAEN , SEXAEEAROERNEHPFHEBEN S3 FRENEH. 7
WM E AR Elastic Load Balancing 12 FE A& AR R B 26 @R B

(F%)

- ST 1: BIE S3 FHEM

- R 2 FERHIINE S3 FiEAE

- PRI BEEEBE

- SB 4 BINEHERBUR

-« HRFEHERR

N

N

"FI'

SR 1 8l S3 M8

HERAEZAER |, B4 NEERTEE S3 7, SULERIAFM#EE T NET AT
EEASHEER. FRBSTRZUATER,

B3R

« FREBLANTERBESERMERNXEHR, ZFE\BNABEERTHTIRNKSRAE,

- H—ZFENRSFEFIHMBILETZ Amazon S3 EEF 4] (SSE-S3) BXEZEE |, iHSH Amazon S3
REWMZEZ4 (SSE-S3).

AEBEE AR 261
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https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
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£/ Amazon S3 | & €12 S3 7/,

1. FTFF Amazon S3 #£#lA , MikA https://console.aws.amazon.com/s3/,
2. i&#E Create bucket (BIE1Z(EHE).
3. 1£ Create a bucket (RIZE7FM M) WL , ITUATRE

a. NTFEMBEN , BRAEEBNEN. BT Amazon S3 AFTE I B 7B TR 40
M—, ERLEXE , TRENFEBEMNEEMRS, BXEZEL , 5Z2H (Amazon S3 A
FiEmE) PN FEEBRSH .

b. 3T Amazon Xif , EEFEEHP B A ITEHINXE,

c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) .

d. ERCETFHER.

SR 2 FEREEMINE S3 75

S3 FENMAMEF N Elastic Load Balancing B F RN EZAEBEAFTHBNN RN FHBRE, F6H&
MEREE R JSON BANES , XEFEIULRKRKIESREE L ATHE#EBELHAENER. 8MNMET
HOEEXEMIBHNEEHFTE—RITEK,

MREEEFEAEEH KNI EFZMEHE , W7 LU Elastic Load Balancing & #2 B & 8E 7R 0 Z
ZEREE, WMREXEM , NBYUETHERNNERSE , MBRENEATEEEENEEAENEMEE
HIGRIAE A

] P B T 4R SR

IERHE RN FE A RBEUR T XK E Amazon Web Services X8 M3 H,

#BE 2022 £ 8 ARZEAANXE

ZERMEEEEN B EEAERS R TR R REEAT T XS A XM A X PR g ess

- WAMK (BEHE)
- WAHK ( BRET )
- TAMK ( BRAE)

- WAMBK (FEH )

. MEAFEL (FRME )
o BN ( BEHESF )

. BRN ( FRERMt )
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https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/BucketRestrictions.html
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- el (BhEX)
o %R (FEREE )

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"Service": "logdelivery.elasticloadbalancing.amazonaws.com"

I

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}

2022 £ 8 Az B A AR X1

ZEKBE[EIEEM Elastic Load Balancing Ik /™ ID R FX PR, MtFEATUTAY XEHNTHKXS
Local Zones H B A E 1985

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
b
"Action": "s3:PutObject",
"Resource": "s3-bucket-arn/*"
}

elb-account-id&# N EFRTE# XHY Elastic Load Balancing #9 ID : Amazon Web Services ik /2

. HE (4b3 ) - 638102146993
. E ( E ) - 037604701340

BREZERE 263
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s3-bucket-arnBMNEEBSAMEMEN ARN, BEEN ARN BURTERB U ETSRIFEH
EHE B SRR E R R,

™ Bl ZRAY S3 7% ARN R4

F#EREE A amzn-s3-demo-logging-bucket , I N logging-prefix , H1EE# 2T Amazon Ik
M ID A, 111122223333

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/111122223333/*

THEIREY S3 FMHE ARN KAl
EAER BN amzn-s3-demo-logging-bucket , A R EEEEZH Amazon IKFHY ID
No 111122223333

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/111122223333/*

£/ Amazon S3 34| & 5 B SN FHE BB MBI SN FEE

$TFF Amazon S3 #2#|& , MAuLA hitps://console.aws.amazon.com/s3/o
EREEBNENUITTEFREERE.

i%# Permissions ( /PR ) , RFi%# Bucket policy ( ZEERME). Edit (HE ) -
B EEBEREURTAENR,

i%# Save changes (REEX ) -

o b w0 Dd =

S 3 BEEEAE
ERUTEEREBERZBE , R BEXHHFEEME S3 F#%,
B3R

FHBLIHERE 1| SHAERNESR , HEXLTMMNE 2 SHAERNFEBRE, MRIEE
&, el BT BIEFHFE “AWSLogs”,
FERRHAE NSRS REERE

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMERT , EEARHEESE.
3. EERLNARIERNBEMUTAHFEAEENE,
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4. EBEMEIIFL , EZRRE,

5. XWF&#E, BREEAS,

6. XTF S3URI, i ABEXHH S3 URl, ZEEN URIBVATEEZEEBFEAIR,

- WHABIZRM URI : s3://bucket-name/prefix
o REBIZEM URI : s3://bucket-name
7. %$% Save changes ( REFEEX ) .

EFREEAR , BER Amazon CLI

{# A modify-load-balancer-attributes %

EEEZBEN S3 FHERB

EMREEER T EEASNE#SE  THRAEAZEAEZERAE, a0 , MRE—INTETEN
Amazon Web Services Ik FRIZ T EFHRBHMULENFER KB FHFMEM , Elastic Load
Balancing & ZNAEH I HENEEAEBEAX N FHERE,

SR 4 BIANFEBR

ERRAEEERE AEEBAZRE |, Elastic Load Balancing ’MIiE S3 171 , F 612 M= x4 AR
EHEEREIEEFTENR, BRI LAEH Amazon S3 BH| AR 2 E B IENIR X4, NiXXHFREK
FREE B EXH ; e~ 2 R"HHEx.

¥ 1F Elastic Load Balancing &1 S3 F#EMPeIE 7 M= 34

1. $TF7F Amazon S3 #£#|& , WA https://console.aws.amazon.com/s3/.
2. EBRCEERTEERSNTFERBNEN.
3. SN ELBConnectionLogTestFile, (UBHEURTEREEA IS,

- THIBRNAE : amzn-s3-demo-1logging-bucketprefix/AWSLogs/123456789012/
ELBConnectionLogTestFile

s THRIRIALE : amzn-s3-demo-1ogging-bucket/AWSLogs/123456789012/
ELBConnectionLogTestFile

B HERR

MREEEFRBIELER , WTENEROT -
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- FHEWERMIXE RN Elastic Load Balancing # ¥ % #& B SEAF#BHNR, BIAEERANRZKX
HIEBNFHEBRE, BIAZR ARN E£RANFEBEHEERES A& B SRS ENFEES 8
B, MREERAEZEASHRIEENR , FHIARER ARN T2 EHR.

- FRBEATIENRSSF|IRMBIED, ZF7#EBRLIFEH Amazon S3 IEE® 4 ( SSE-S3) o

ZRHNARFARYERNEEBRE

ER AR A MBS EREREZERT., EEAEERSE  ENEERTNE S3 FHETRE E
EEFEMBR, BXEZEELR , HSH Amazon S3 AAIFEEFNCIE, BENERAFER.

EREHAEREZERE

$TFF Amazon EC2 #4#|#A& , Mt A https://console.aws.amazon.com/ec2/,
ESMERSD , ERAROER.
ERENABERNENTHFEFAEENH,

ERMETF L |, &R &EE,

NFWHEE  RAEZAE,

%32 Save changes ( RTFEEX ) -

o 0 A~ W bhd =

EEREEBEXE , BEEH Amazon CLI

{# A modify-load-balancer-attributes %

&R Application Load Balancer B9 IR Bx

HAFERINEF P IRBERIEMNMERE , ©FRIHER X-Amzn-Trace-Id #73%k , R BEFZER
FIEF B AR, NUBIIE RN B ARz A MR BR 35 2R I A2 the R BAZR O 2 SE T AR 2K

A A B SR IRERRERER HTTP B3R (NE P REI B RS HARS), MREBSABR AL , MFiE
& X-Amzn-Trace-ld FR3kHI AR, BXEZER , S M Application Load Balancer Y518 H &,

BIE

X-Amzn-Trace-ld Frk B EFE AU T RN FE -

Field=version-time-id

EREZAS 266


https://docs.amazonaws.cn/AmazonS3/latest/userguide/creating-buckets-s3.html
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FE

FEREE. XFMER Root M Self,

MARFAAETESENRANESFTR, AHSERFREXLEFR , BFaERAEN.
[N

RS

time

L RtE (AYERR).

RERPRIASF o

Bl

MR AN FERPRFE X-Amzn-Trace-Id #rk , MABIGERLER —MEE Root FERAIIR |
REBHERZER, il

X-Amzn-Trace-Id: Root=1-67891233-abcdef012345678912345678

IR X-Amzn-Trace-Id #RkFHEH BEBE Root FR , MABHERFEA Self ZR , RAEBHEER
ZiER, Bl

X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678

MRENARFRMNT 28— Root ZFERM—PMEEXFERIRL , NARSERFREZIADFERH?
BA— Self ZBR , REBERZIEX :

X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678; CalledFrom=app

MR X-Amzn-Trace-ld }RAEFEEHBE Self FE , NAFYEREERH Self ZERNE.,
PR il

« ABHERTEREWIE AN BRPFERRS | MAERRE WA FHITER.
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s MR HTTP#XKXKF 7KB , N AFEERFEEEREZTE Root FEH X-Amzn-Trace-1d ¥rk,
« £ WebSockets , & REETE F RiF KK Ih 2 B TR ER
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%t Application Load Balancer 3# 1T [EHERR

LU EE A #BY 2 R 5 Application Load Balancer #85<#9 A&,

[] &R

- EEMEBRLETAARS

o BPIMAEEZEIEE Internet B AEIEEES
- AESESETEBEREREREEEWER

o BFEFAEEEN HTTPS iERIRE“NET::ERR_CERT_COMMON_NAME_INVALID”
- AESEHRERNAERERE

- AT ARIE RN 000

- MEIIEERLER HTTP $HiR

- BFER HTTP £iR

- Amazon Certificate Manager iE 4574~ 7] F

« IEXEFEZTHRX

- FRARFHEEETIESBRNREIZR

EEM B AR AR T A RIRES

WMRBIFFEA InService RASAMERNFEEITY , NZBRAREEZELSETIRIRE. EHVE
BARLETAARS , RFBE -RETRARE, BAXESZER  B2H NARFASEERERE
HETRARE,

BINENEFARBIZITRARE , RAEREUTREE :

REHERRER

Heim

ERBIRBREN T2 EMLMAVFREABIERNEASTRARER O NS TR ED AR
B, BuLURXHZEARM—MANUAFREAUBEERLZLANMERE. NHBERNZ
SHBARAFRAKHIRE,

M &5 ERH 5 & (ACL) T RAFRE
EXFIMFMREREIMSE ACL AMAFBITIRRAKRERA LAARE , ARG RO

(1024-65535) LM HIERE ., SENFIGERT [ FMKERAIR 4 ACL A4 7t VI B i O LAY
AVERE , URETRRRER O MG mO LAY HERE,
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ping BRTEHE

BEBZTIRAREN B HNERRIEENRN ping BBE,
TE 13568 Y

B, RIIERBRMEMABIANALSE IP it NS TR EMUEREMNMEPEZS B IR, MRE
TRERE  FREXVIRERIERR , HFHSABRFME BHRE (MREKICMIEEY), 20
RETLUERE  NESTRAREBRBRZA , BRRAER2MEE, AETRARELEER
BREHRR , HEFRETRARERE.

B #RoRIR = A% 2 e B2 4K #S

BMIABRT , BI85 200 , BEETUEREREESTRARENEEHRMEINRE, BIAAE
BERMFBNADING , ARNARFEEREEN EKIIREXLERD,

BRI ABER B RN E EED B AR HE

RIFZPNARFREUUNAREIERNETRARERERMEME, RENARFEEHT
FHNmMEBEF sextETRREMEMA |, FlI R EHTEMNENEE T e AREES AN
HTTP ARk mE, EVARLESIEBHNFAE IP it , FRAEABRIAGOMNKNETR
MEERO, WREREARINESTRARERD , WENIRKERETEBRNAE P i,
Blan , MR EFRNFLE IP iR 10.0.0.10 BETRRKEHRO N 8080 , NIAHHESEHES
TR ERKIER HTTP EHARLHA Host: 10.0.0.10:8080, MR BFRHIFE IP it
10.0.0.10 BiETRRRERO R 80 , MAFHEREETRRAREDRKIEN HTTP EHIRk
7 Host: 10.0.0.10, AJEEFEEHTELENEERBAIIZEN , REEFEARANEETBERK
N NARFHITETRARE., STRAREEREBLUTEY : ¥ User-Agent i&E R ELB-
HealthChecker/2.0 , BEMLAFERNITRIEFANFY CRLF , BiRLEE—NETLLLE B
38 CRLF,

B P im /o EEREEIHE M Internet Y 189 T 35
MERHIHERRAFER  BREU TS -
CHVE[E Internet Y ARG E R EEZEBFLE FM

BUIIRABIIEBEELE M. 28 FMNE—EM Virtual Private Cloud (VPC) B Internet
< BE o

B PIRToEEETIER Internet B A E 2R 270
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ZLAFME ACL FAFRE

AEITE RN T2 A MABITE R FNAEMMNE ACLs BULM AR BT F iR AMREUKRE
ORI Rt ABPACIE= b o s )ik — 8

MEHER T EEWRIED B EENIER
MR AW RT R LR ROEE B HNER | EREU TS -

B E S & AT N B9 EaR P it
» RS TTRERIABE SRS BTN BN P kit
* Linux, macOS = Unix - Al A EL i EA dig w8 H. Ex.dig example.com
« Windows — BRI A EG SR RAPFEA nslookup 8. Ex.nslookup example.com
- EAGRTITREBIAAEISE SR DNS BTN A 1P it
« EERAANM MBS R, IP it BHITE,

WMREA Route 53 IEELMBENE , 5% (Amazon Route 53 F A ARIERE) FHEMNEE
Internet LA A,

KA EFIGE M HTTPS iBERIR
E“NET::ERR_CERT_COMMON_NAME_INVALID"

R HTTPS &R EIR B 71 839#785/ NET: : ERR_CERT_COMMON_NAME_INVALID , H&EFLTH
BENER :

« HTTPS BRFAEANEE S ACM IE BRI P EENZE A BT T,
« EEFEARBITERAMIRKIA DNS B, ToEEMRIA DNS BFAH HTTPS B3R , RATLEN

* _amazonaws.com HiERABIEP,

MEBEHRERNLENERK

nESERITELER BN XREE MR,
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B AR A EER

& 988 XXM R X 000

MR 5 Amazon WAF B Application Load Balancer XExH BEF i &% T HTTP POST 3K
M| &% POST R 0 Bz 89 B 8] 3 R BR1E A8k 39 #7887 8] H E M request_processing_time

B, WITANTF HTTP POST FREF ST,

Amazon WAF B Application Load Balancer xB , HBEEFImAET
HTTP POST 3R , &% POST #ERMWHKTFEN BN RREAKIGERHE AE
Mtarget_processing_timeF B, ITHAXF HTTP POST ERE2AFSTHIA

MRRELE

NTF HTTP/2 EH , IRBEE —MERLENFEREEET 10,000 , WAFSEHRLKIE—

GOAWAY Wi X & TCP FIN HYZEE.

MEIGEERE R HTTP £

LT HTTP SR AEEE SR E R, HEHOESRST HTTP REBLAEBEF i ,
FHi8 I HTTPCode_ELB_4XX_Count B HTTPCode_ELB_5XX_Count ##F.

-

R

HTTP 400 :

HixiER

HTTP 401

D RN

HTTP 403 :

BibipE

HTTP 405 :

TR E

HTTP 408 :

18 3R i A

HTTP 413 :

BRAHE K

HTTP 414 :

URI Kt

HTTP 460
HTTP 463
HTTP 464

HTTP 500 :

N &R AR S 2R 4E iR

HTTP 501

. R

HTTP 502 :

TR

HTTP 503

RS T AT A

HTTP 504 :

EESEL

MERFREFRER AR

MBI ER KX AR 000

272



Elastic Load Balancing MARFRESES
« HTTP 505 : RXIFRA

« HTTP 507 : FHZRETE

« HTTP 561: kX

HTTP 400 : &ixi53k
AEENRER :
« BRRAENEREREBIR , A4 HTTP #1158,

o ERRAEE T HMERIT 16K, BMRK 16K HEBNMFRIRL 64K BYRE
« BFWmERETENERENZAIXATESE,

HTTP 401: R
O BN E B AR ATHRRE  BEATHERZ—

« 2% OnUnauthenticatedRequest BLERNIELARELFHBRIENWAF S IdP IEL T FE,

* |dP REIMNFRAKPNEH T AR ERZIFHRAKN,

« BRHERT —AMNTHENARKE HTTP/.0 B3R , H B AT ERERREEEREER URL,
« ERAEEREER ID T

« BRERFHBFENIBZATHERIRE. BXEZER , BSRAE M HEFERN,

HTTP 403 : Z1Ei5[A]

IEBLE T Amazon WAF Web 7R3 %|%)& (Web ACL) Ri45 333 4889 Application Load Balancer #9i&
K, Z5IRMELETER,

HTTP 405 : *REN I E
EPiw#EA TRACE /3% , M Application Load Balancer A% 1% 5 3%,
HTTP 408 : & 3K A

Btz AR B R R AOE BHE, KIX TCP keep-alive TRPELIEIL B, EENZEFBEREE
ECHMREZD A ANFTHHHE. BEEEENZRENBKE.
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HTTP 413 : ERAFEI K
ATRERY R A

« BH¥rRZ Lambda BE¥ , ERIEXES 1 MB,
o FERIRLEBE T EMERIT 16K, EAPRL 16K HEAMERIRL 64K FIBRHo

HTTP 414 : URI A&

#R URL REWFHESHOLK,

HTTP 460

ARSEERD T REFSROER | R RESRENBREFRXN T SARTEB0IER,

REZFHENBRETEINBGERNZRENBR, BREGESTFiRER PR Z6EFiniE
IR, SN o b A S PR A PR B SR B0 2R 22 PR Y (M0 R B P i S IX A ) o

HTTP 463

MEHE BT —NIES IP kA9 X-Forwarded-For iER#5k, IP #atfy EBRF 30,

HTTP 464
MH Y E R KRR —N5 B IRA DR B T EINE A B RPN
AIEEMV R -

o TERWMUER HTTP/A.1, T BARAIRARZ gRPC 5 HTTP/2,
- BERMIUZE gRPC , T BHRAMIRA R HTTP/1.1,
o BERMMLE HTTP/2 , ERFRE POST , M BHRAMIMA R gRPC,

HTTP 500 : NZfARSS 8558 1=
AR RE -

. 5B E T Amazon WAF Web 5 #4153 (Web ACL) , {BFE$4T Web ACL MM ad 4R,
- MWL EE P TRART RS IdP AR EELRET /R TEE.
- A IdP &9 DNS AT,

HTTP 413 : BAHE T K 274
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- RPN AEIEHRNRZLARN VPC HMEZRE 1T ACLs XX L4511 /BT H 5 H R,

o IUFREY VPC AILLIG ) Internet, MIREEHE MO NI A EITE ST | BEHA NAT MXEH
Internet 158,

« M IdP W RIK A P ERK/NEE 11KB,
o |dP S %A IdP AFAE B S| et A 5 #.

HTTP 501 : K3k

HEEERRE EETXIFMWER Transfer-Encoding #rik, Transfer-Encoding X#FHE R chunked
M identity. IEAEBRFE , BALUEA Content-Encoding #73k.

HTTP 502 : oMk
AEEMNRE -

- MEHERESHENERENMBIRKE T TCP RST,

- MEBSEHRWERE BAIANENGR |, HZHEIEEN , WE“ICMP Destination unreachable
(Host unreachable)’s ERBAWFRKB AL EREFMNHRERE B RO LW B R,

- HAFHEHREEEHFWRERIFREN , B¥XHA T EE TCP RST & TCP FIN HiE#E, REBHR
WREERSHLENBAREE T ARSIERENZERENE,

- BRRINENEIR , ETETHH HTTP #5k,

o« BN RIARKHY B AR RAR L EE T 32 Ko

- NTFEBCHEEMNERERLENER , BUEEMIERE B SR, EMERH , UERKNIRERD
o

- B¥R2 Lambda BE¥ , MR ESGEE 1 MB,

- BFRER— Lambda BE# , ZBEIEIA B H E & AV B A 2 BT R IE R

- BFRR—MEE4EIRM Lambda ¥ , 2% % Lambda AR S5 BRFIH B %,

- MFIIEREEZIBIRMIER SSL BFHiR.

BXEZER , HZH Amazon XFARP AR I0{THEER Application Load Balancer HTTP 502 £&
%o

HTTP 503 : BRS A~ A

NEIGEHEN BRERBEEMBN BT , HEFBEMEY B RELL TunusediRES.
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HTTP 504 : M ><i@at

AEENERER :

- MEBHERREEEZERIE (10 W) 2RI 5B IriEE,
- MBHERSEREY TiERE , BEZREN AR 28 K@,

« M4 ACL = SecurityGroup REEF A FREM BFRR M IG5 O (1024-65535) LR A F#EFT
e

- B¥rIREIR content-length #RK K FEANEN, HHEEEHSEESFTROOFT MER,
« BFr2 Lambda B3 , 3} B Lambda IR EiEEBT 2 & E MR

- MFHISEESEEZETBFReBE SSL EFER (108 ),

HTTP 505 : RZ#FhRA

NEGEB[RE — DB HTTP RRAER, Hla, AR EREY T HTTP/1 &EH , BRI T
HTTP/2 &K,

HTTP 507 : F#Z AT E
EEM[ URL .
HTTP 561: R#&EX

EEENITSRMANURIERFNSG , BERIERAS SO | IdP BREHIRAE, EF TR BEIRER
MxNERERRD,

BFRERK HTTP £5iR

MRS ERFERN HTTP MM B REIE S , @4 HTTP #iR. BARERKN HTTP fiRicR
£ HTTPCode_Target_4XX_Count # HTTPCode_Target_5XX_Count ¥+,

Amazon Certificate Manager i 454~ 1] F

RERN HTTPS 7255 Application Load Balancer Bt & A , Amazon Certificate Manager
FELEMAEBZERIEEMEN, NREREIBRPEI THIER , MIEHFHEEF Pending
Validation R3S , BEEIRIEEFREFE A,

HTTP 504 : M<iBaT 276
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- MRFEHETFEHRIE , 525 (Amazon Certificate Manager FAFF{55) S #Y B FEBARAE,
- WMERAEEA DNS Bif |, 551 (Amazon Certificate Manager Fi FF155) F /9 DNS Kiif,

PXEFZITIRK

RARFABIIERAIXTFLITIRL , B message/http FEAERERL, MRRM T ZITHRL , &
REFASEERSEREEAEALBIRZRMINESF/F ",

£ AR EBESER B Ry EI—E

MREHNARFARBSERBMARBEITSTRARE , WA MEARREERERTER BIRARE
AMERRBEXINERE. BXEZEL  FEH EENAEFABOERRFREE,

RFEBERERTHNME AN AEEBRBE. MABRT , SR TEFRS , HEREN AR
HERNAERER, ERFTEEBEREEARFRERENARFAFSESRXENSNBERAPHT
IE% B 5.

® Note
BHAERAERFERFAGRSREFTRREETREERARRNETRAKREREMEIRHE
Bo. REAN , B4MEESI N RS REETRFAEER.

BERASERSNMNEMANERE BRNTER BAAWEE, XAUEPBERME BRBRELZTR
RRE  ERRABREERABIETRARE., MRBFEATNABEERERBIETRIRE |, B
REBHRANEE. EREFASHUETENFRITAFHEFREETME,

B#R5E RSB ER ID MAETRARERS, HERESTRATEN , FERESTRRL
EAMERRD, SENMERARBESETRAREN , FRIFEREEERBNAR , ABINBIRLE
THNAEFRETH, EF— 1B ID UREHFERFHIT AR FAEENH.

ERSHE  SRLLEARFNARFARSERA RN SNE S HHA PDF,
RIFENRFIREABIEZTRRRE , AERBEAMERABREREFEUT R :

. RIEH : HTTP WRIRIE

- RIEEHREETHNAEFRESEEANARFABSERNZTRAREERRIEIERN HTTP
e
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- B E  BUNERTNARFARSERNETRAREER , ULk BiR LETHNARFHIE
N o
- RIEE : BEXREr
- RIESENBERNMNARFASREERIBENRZSANMMEL RS SR (ACL ) RELEZESE,
- RIFAREREEARBHNRFEREZIKRENARF A EHHRNIESE,
« WIF B EESTHE N ARFRRS.
« TIUESNMNEFHNARFBETEENARFARSERNETRARERN, BXESER,

%% Health check reason codes,
- T#E : FailedHealthChecks
- BB EETHEANARFRS.
- RIIARREEMITEITRARE RO LHRE.

@ fEH HTTPS {i¥rasat

A LUE R A TAREZEN R 2R, ATRREEN R REEREEEFEANIIRR

£ REEBEIEEREN,

- MREH HTTPS {RATERX RImEZEFEA TLS 1.3 &K | NI
ELBSecurityPolicy-TLS13-1-0-2021-06 Z& XN A T RiRERE,

« MREM HTTPS {IWTEF AR BlimEREEMA TLS 1.3 T2 K , N
ELBSecurityPolicy-2016-08 Z£ K FA T RRER.

BXEZER , S Security policies.

- RIFEHREERREZLREEN EBENREHRSF[IEBSNEN,
« RIFBRREXF - IHSNMEENED , URNARFARSERRERNATEL TLS £FH
P8

FERARFREEHFETREE BIRH R E 278



Elastic Load Balancing

B AR A EER

Application Load Balancer Y B &l

1&HY Amazon MK X &5 Amazon BRSSEH AR INE S ( ABIMARSE ) o BRIESHBA , BN , 84

[REZXEHEN. BUEREMELER , BHM—LEEFEEE M,

E&EF Application Load Balancer BWELER , i§3TFF Service Quotas #Z#l 5. ESMERKRS |, EF

Amazon services , AJGi%$F Elastic Load Balancing, &t ] LAfE A describe-account-limits(Amazon

CLI) @553 1T Elastic Load Balancing.

EERIESHF , BES R Service Quotas AF BRI ERIE NEE ., MR Service Quotas A & K12

HEE , EHFE A Elastic Load Balancing PR &8 hisk &£,

s

&/ Amazon IKF EBU T ENAREF A9 ERME XA E .

B
#F/NXIEH Application Load Balancer #.

BIMNARFRARASEESRNIELR ( FSHEERIA
i+ )

& Application Load Balancer #9457 85 %
& Application Load Balancer &/M2/ER B Fr4E 3K
& Application Load Balancer B B #R4A 2K
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