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HRGRERIITHEIAR | 1EIR Yes, Delete ( 2 , HIBR ) -

A

FW|S5: (W) MEREH B 8


https://console.amazonaws.cn/ec2/
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#*E : £ Amazon CLI 8% Application Load Balancer

AHFERM T BT Amazon CLI ¥t Application Load Balancer # {TiRERISERR N 45,

TFHREIR ER TE
- FERAUTHSARIEERBEIZITZIF Application Load Balancer B9 Amazon CLI 7S,

aws elbv2 help

MREREVEREEETR elbv2 F2EMER , BEHEH Amazon CLI, BEXEZEER , B5H
Amazon Command Line Interface B F#§RH A %% Amazon Command Line Interface,

- Jazh Virtual Private Cloud (VPC) & EC2 EHl, BaRIXLESLHIH R 24 AT G R YT asim O F
BITRRARERO. BXEZER , HSN BT e4,

- BELSGEQNENE IPv4 R 2R M IGHE SR, MREBRERFIHRER IPv4 it 5 A5
BREE , NEH IPv4, MREHEEEFiRFER IPv4 M IPv6 it SR EFEE |, NFERANE
o WA, BETLAERANHREN IPv6 SBEiwmEBFR ( HliN IPve AR FM ) #1178

=

SIE B =R

EORE-IMABEER  BERATIR.

DB A BIGE R

1. fEMcreate-load-balancerfs & 8l R IGE R, BLXTIEERBTETAXHFHENFM,

aws elbv2 create-load-balancer --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE

i fcreate-load-balancerfp S 8l fidualstackHH 5 #ss.

aws elbv2 create-load-balancexr --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE --ip-address-type dualstack

FHEaRIAY R T 9


https://docs.amazonaws.cn/cli/latest/userguide/installing.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-load-balancer.html
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i a S AHYE R/ Amazon Resource Name (ARN) , #0TF :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/app/my-load-
balancer/1234567890123456

2. f{#Hcreate-target-groupin S OIZE B R4 , IEELA T EC2 E£4HIH VPC,

&R BARIE IPv4 A IPv6 BARA |, BAEXRBRIGHER A EITERR. BARARN IP i RERE T AR
HESEATERRBMETREURREG R B RSITRLH IP MRAS.

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

mEEEERAN ARN , BXI0T :

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/1234567890123456

3. f{EH register-targets a FIF B SSBEM 2 B ARA

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-0abcdef1234567890 1d=i-1234567890abcdef0

4. {5 create-listener i T ABN I EIFCIEMITES | ZMUTESF A ERE XD BrEERIA
p I

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTP --port 80 \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

WmHAEEMTEEn ARN , BT ;

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenex/app/my-load-
balancer/1234567890123456/1234567890123456

5. (Al ) &R LAE A LU R describe-target-health @ S 1R E B #r4E B EM B FREVIEITIRR

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

elfednt=4kt 10


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-target-group.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/register-targets.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-listener.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/describe-target-health.html
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N HTTPS {fifrss

WMRERET HTTP TR AZISERR , NATRMT AR HTTPS MR,

[0 S 9 T B S AR AN 0 HTTPS {0187
1. FEATIAEZZ—BIEERTAEIIEIRMN SSLIEH :
- fF Amazon Certificate Manager (ACM) SIS AEH., BEXEZEE , S Amazon

Certificate Manager Al F M HIERIEPHRS AIES
- f£F Amazon Identity and Access Management (IAM) LZIE$H, BXEZEL , H5H IAM
RFEEPHERRSSFIES,
2. fEA create-listener v HRIEMITEE , ZOTRFEFERERE BIREANRIAAN, FE0I12
HTTPS {UTEREY , WAIIEE SSL EH. BEE , BULUMER --ssl-policy ETIEEMRINE
25\ SSL KK,

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTPS --poxt 443 \

--certificates CertificateArn=certificate-arn \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

AADNE TR RN

MRENMTREF TR ERERE - ERANRAAN | WAFM—MERERI S -—MET
URL Ky BARARAN . a0 , BBl —RIEREBAE —MERE , FREGERERBHES -1
B#Rr4E,

REA A 2 B R AR X T 2R

1. fEMcreate-target-group@n 8 2 B #R4H :

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE

2. £ register-targets tn S F B SSBEM I B ARA

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-Qabcdef1234567890 1d=i-1234567890abcdef0

W0 HTTPS {iir 28 11


https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-listener.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-target-group.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/register-targets.html
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3. £ create-rule SR HEIITERAM—NAE URL B EERXMFERERT BRANHRN

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattexrn,Values='/img/*' \
--actions Type=forward, TargetGroupArn=targetgroup-arn

il BR S R 1D T 2R
UM EREARIIGENE AN , TOUTHMER , TR -

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn

DillE St aak


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
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Application Load Balancer

NHEHERRUF /RN E —EMS. BFRRFERROEEAHEER  ABSEREFCIIRETEA
EE#R (Bl EC2 K4 ) . BEERELH NGRS , WUSIZERYE , RARFEREMEIBRE. &
E RSB MUITER RO ER B EF IR ERER |, H BTN LU R BT mAYEREHEE -
HEMBIRAFR B AR,

BREZELR , i Elastic Load Balancing Fi 8B #) Elastic Load Balancing T/ERE

B

- BRAEITERN TN
- NBRPERELZEA

- NEHEHBIRES

- NRBEREM

« IPHh3rRE

- BAAXAFIGE

o EEZRER

.« MERERI

- REEHEN

o EHIRARE

« Application Load Balancer #1 Amazon WAF

+ BlZ Application Load Balancer

+ Application Load Balancer B9 7] Fj [X

+ Application Load Balancer BV & 44
 Application Load Balancer #Y IP b it 3 &
+ Application Load Balancer FI#R

 HIBR Application Load Balancer
AAXER

&R BT BT RR R MY

YENARFARGESRN  EXAERASELNBERNXE, ®ERARE , BEXEHEE—NF
M, EERFEEEEEEENSNXEH6E - M RBEESET o

BH MBI R T 13


https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
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EREW

- HEHRENEANKEHEEEDL —PMEEMBERN , ARBEREZEAN,

- MREEEXFEHIMELR , EREAZXE , XEEEM BT ENABITERBZRRE.

« MRFNABPEREASNXE , WXEXFHRBLAMEE, G0, FEENEATAXMABX
o

- BUNUEEEEERAZENFM,

RN AR AT E SR LT REN TN,

FRRE

- TRAXFM
o Zih [XiE F M
« Outpost ¥

AJAX M

BYNEDERERNITRAXFM, UATRHEER :

X

g

« BMNFRBLTRETEHTARX,

- ERREHNATHEERTUESBT R , BRIIASSEHESNIEINTARFREEHEEELITE
/27 (UK CIDR HiER (Hlin |, 10.0.0.0/27 ) AREBNFNEDAAMNER IP ik, XAAN
IP it B AFAEEEREZTENHTERT BALEN, SRNASOEHSEEAXE IP thit 5H
FREBER., RETl], NARFARYESREZRERT AN ARERXEREE , NMSHHEEAX
WRFS o

IR MRNARFARSESTRESRT BNARTAN P it WNARFARSEHNE
BETZNER TIET. HULHH , BH OSSN RBRERS  BESABRIIERN RN
BERTHELSH 5xx BRUBH,

253 (X 33 £ A

BAEE— ARSI R E XA TR, LATFRAEA :

- BRRES MY —EEHA Amazon WAF,
o B RENF Lambda EEAYEE FR.

ARAX M 14
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« BTREEANESERNAREFAYE.

Outpost F M

BT LIS E 8 Outpost W, LUTEREIER :

. BHAMEEABBIEDOPZEHEE T Outpost, Outpost 5H Amazon XiZ 2 Bl A MEB A FH
MEIEE, BXEZEER , H5H Amazon Outposts A F 158,

- MFHIHHESFEET Outpost L A AFIGEEET SIREM large K, ZIFMWRHFIRB N T K,
HEYESRTRBEERTTR , SAUNTRAKNAR-—NES (M large Blxlarge , REM
xlarge F| 2xlarge , R/FM 2xlarge % 4xlarge ) . BT KT REBZGAZFIESF , MREE
FEFHNEE , ABIIERSRM 4xlarge EHILMERN ABHESR TR, MREZERBHIEH
RERTA IP itk BAFKGE S , AEEESF @ Amazon Health Dashboard IREZEH |,
BAEHEHERAERN active_impaired,

o BETLUEIESEHI ID = IP thubE A B A5, MRMEE Amazon X HH Outpost SEM B , MR &fE
FiX L B ¥R,

« LURINEEAR T A : Lambda BEERN B ¥5. Amazon WAF &£/, #HiESE. BHRIEIFURE
Amazon Global Accelerator FI&E K .

Application Load Balancer A BAfE Outpost £#Y c5/c5d. m5/m5d =, r5/r5d 261 LB, TRETRT
N IGHEBRTE Outpost L RAILAER VBN KAHISRBRI X/NM EBS 5

KBS E A AN EBS % (GB)
c5/c5d

large 50

xlarge 50

2xlarge 50

4xlarge 100

m5/m&d

large 50

Outpost M 15


https://docs.amazonaws.cn/outposts/latest/userguide/
https://phd.aws.amazon.com/
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B AR A EER

SRBISE B K/
xlarge

2xlarge

4xlarge

r5/r5d

large

xlarge

2xlarge

4xlarge

NESERREA

EBS % (GB)
50
100

100

50
100
100

100

ZEEREHRENER , TREARLTFEETAROERNRE. S0 SUERROMPARF A

HIERE

B9 aa R B 2 2 A A9 AN 2493 7o VT B8R B 1T
B R B ERHEH B REANSTRARER AR , &
O ELHRERE, BXESZEE , BSH H#EAN,

MEEEHRIRE

MEGERR AL T FHIREZ2— -

provisioning
EERIERFIGER,
active

NHEHRETLREHF ERFEHRE,

active_impaired

NBPEREERARE

BB RATENR R,

WREERDO EWNERE, HEHTERH
MFREENTEERN |, BWEREN VTR

nEBESRZedE
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failed
MEHERTLERE,

HEPHEEREM
UTRASESESREMN
access_logs.s3.enabled

EBREESBAEM®E Amazon S3 BRI BE. BRiAH false.

access_logs.s3.bucket

V37 B EFTA /Y Amazon S3 BN BN, WREAFEAESE  NEEMRLEN, BXESE
B, iEZ0 EAEHEEF.

access_logs.s3.prefix

Amazon S3 FEM P EMN IR,

deletion_protection.enabled

BRI ABERRY . BIAR false,

idle_timeout.timeout_seconds

ZZRENE (AW N8N, FIAMER 60 F,
ipve.deny_all_igw_traffic

BRLE Internet M3< (IGW) 7B 1839 #88 , SABHBEN Internet WX E AR AIBAT T ERR. N TF
EEEBRMNAEIGES , ©REN false ; N TAFAEITESR , BIREN true. LEMHTS
BEIEJE IGW Internet W51 ( 40 , BEXEiERE, Transit Gateway, Amazon Direct Connect 5#&

Amazon VPN ) .
routing.http.desync_mitigation_mode
HWENSSERIOATLEAENENNARFUEZEXNRNIER, ATENENR
monitor, defensive # strictest., BRIAA defensive,
routing.http.drop_invalid_header_fields.enabled

EREELRRLFERN HTTP ARk BB ABITEEIMBR (true) ER2EAHFBFR (false)s
2RiAA false. Elastic Load Balancing ZRBMH HTTP HRLkBMFESENRER [-A-Za-

M EEREN
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z0-9]+ , M HTTP FREBEEMERFAML, BIMENBHFEIRFFHREFZTAR, MREEMN
BERPBEBRTFELEIXH HTTP $53k |, Bk true,

routing.http.preserve_host_header.enabled

BRNARFASEERREENARE HTTP B3R Host #rk |, HFERLIEAE B REEW
FEl, AIBEMVEN true Ml false, BAIAN false,

routing.http.x_amzn_tls_version_and_cipher_suite.enabled
BRBMRL ( x-amzn-tls-version # x-amzn-tls-cipher-suite ) EXEF B2 8l
EANFRMEIZFFIHER , RAPIEEXMNE TLS IREANMBEEHNER. x-amzn-tls-
version ik BEBEXEREFIKIHELN TLS IMURAMHEES , x-amzn-tls-cipher-suite #5

S BEEXREEFIHENENZBEGNELR, WRKERA OpenSSL &, BHEMNTIREER
true # false, BRIAHN false,

routing.http.xff_client_port.enabled
R X-Forwarded-For ik RBNREEFF KA T EEZEABEERNRIED., AENENRN true
M false. ERIARN false,

routing.http.xff_header_processing.mode
XUEBAUENARFASESTERREZ B2 aER, RERBER HTTP ERFH X-
Forward-For #53k. AIBEMY{E N append. preserve Hl remove, ERIAHN append,

- MRIZEN append , NNARFHBEERSNE, K IP it (&FE—3 ) SME HTTP &
REY X-Forward-For #53k , REBFERAZEE B R

o WMRIZENRN preserve , NINARBFAHEEIZSRE HTTP iBERFAH X-Forward-For #r
sk, HRIEREZEXE B AEEMER,

o MRZENRN remove , NNABFAFEEHRSBER HTTP ERF M X-Forward-For ¥k , A&
BEEBENiER&IEE B #Ro

routing.http2.enabled

BRESBHAT HTTP/2, BIAA true,

waf.fail_open.enabled

BRUEF B Amazon WAF M 781988 o3& 15 5K ¥ & 2l Amazon WAF |, & A FENERE
HZEIE¥r. ATRERVERN true M false., BRIAN false.

ML EEEY 18
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® Note

5| A7 routing.http.drop_invalid_header_fields.enabled B EH HTTP &
BRI, B routing.http.desync_mitigation_mode BMIA N BN N AREFIRMH
FLEMNRY , FHEZ HTTP FTRALHNEM, ELERNERAXANEYE , TURENARE
FREREFEHF -1,

IP tthik 3R HY
B LR ER P in Al A TR EIER Internet A EBRY ARG E M 1P #hub38H,
TR RIP thhb KA .
ipvéa

P UmAER IPv4 dbik S MG E RS (5l 192.0.2.1)
dualstack

EFiwm Al AR EA IPv4 #sik (40 192.0.2.1 ) F IPv6 #biik (
| 2001:0db8:85a3:0:0:8a2e:0370:7334 ) EIZE T A F I #E8.

Wt A EREZEW

- MEIGERREBRAN IP it RBEFIRHITES.

o HIRPAFHEER B APHEKERE | Elastic Load Balancing i g5 #8512 4 AAAA DNS 2.
E/ IPv4 it ERBREE [ BENEF KA ADNS i8%, £/ IPv6 it SAFH Y EHREEHNE
Fis & AAAA DNS g%,

o PELEEIS B B W M SIS A BRI ARG ERN AR, U EANFRIERM, B2 , XML
IGW ( N | BEIXEERE, Transit Gateway, Amazon Direct Connect 5#& Amazon VPN ) i [A]
B,

5 ] i X A0 1

NFRARFAZKSES  RABRATEABATARARSE , BTEEATHESEIIHTER. X
BZEE , H3 (Elastic Load Balancing A #6/) FHET B X A9,

IP iyt HY 19


https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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AL BRERFIRAB T RAXAH G, BXEZEER |, SN the section called “J< ¥ 7] A X 1
98",

& 132 Z° PR R A

XTEFmBESAFSERAHNSMNER , ARSERREF N NEE, REENTEF S RN AR
HEER B, RiREZENTRESESRNERCE. ABSEHESREFNATEHEERNCEEZRENH
R BEZRENHRE , MR BEREFBEBEMHSE , ARGERIIRAERE, NBREMREET
KV IRAE (PIAN ST E4%) BEB R ERTRK , FEIEENZRAERBRINAEED 1 NFTHEIE
AREFERRHARZRABAHRHKE.

NFEWEE , BRIMNBIEX EC2 XHIFH HTTP RIFIERIEIN, BT LE EC2 S£HIH Web RS 25
REFBA HTTP REEZIET, MREBH HTTP RESEZIAT | ARHE BRI EES FEAFIRKIE
B, BEIRFEEENTHS, kA RNBENESNARFHNZRAERNEE N XK TAEIERNZRE
FEE. &N , MRNARFAEEMXE T SEARIGERMN TCP EE , AR ESR TS ERE
BiIEGzaEANARRFEAZEER , RPEZEXA, NIREXTER , WARSERTOEFHLE
HTTP 502 Bad Gateway ( HTTP 502 LM% ) iR,

FIAER T | Elastic Load Balancing s 5 # N = AEMEIREN 60 ¥, FAUTIRERET
& #9 22 R BB

e AEH & EHERERE

BN LA T MUt 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERSD , ERARHOER.

pri= k2N T

EEMIRIF L |, &R mE.

ERERET , WAZRENNE (UWREN) . BXROSTEM 1 F 4000,
EERFER,

o a0 kA w N~

£ Amazon CLI B Z= R E

FRATAidle_timeout.timeout_seconds/E HE#Imodify-load-balancer-attributesfi o

Al B fR 4

N T RSN B E SRR EIMER |, BTG ARERET . RINMBERT , SN A EREEAMERE
o

TE T R A 20


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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MRIENABIIERRE AR RRY | WAREEAMBRERY , RES e iRASEE:R.

{5 F 251 & 15 A BR R

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMERSD , ERARHDER.

mENESERR.

EEMEIF L |, &ERE,

EBRET , THRBRET

ERREER,

o o A~ DN

{5 A2 51 & 22 R I BR R4

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMERP |, EEAFIGERS.

IR RIS,

EREMEDF L, &E&EE,

EEERET , <AMRERERE

EREREFER.

o o A W N

5/ Amazon CLI /3 FA =k 2 FA il BR R 4P

FAHBdeletion_protection.enabled® #Hmodify-load-balancer-attributes@ 4o

RIEHEE

RLEREXNAURFENNARFTZHT HTTP REERWEBHFIE, ABHEERBESNME
ROBMRAERIITOER , AZREER , ARREEEENEZBREARBENK. RIEHREN
SR, PR R, RMABERTRAGEER , ZEXN T ERIERNRAEF THENE
HX HTTP REREFANEHEER, SRR HEX , BREARFRBERFSE RFC 7230
PRERIE R,

http_desync_guardian E& 2 #f HTTP &K , BhLL X% HTTP RE Wi, BXEZEE , HSR LY
HTTP Desync Guardian, GitHub

EET TS 21


https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://tools.ietf.org/html/rfc7230
https://github.com/aws/http-desync-guardian
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« &M - ERME RFC 7230 1/t , FHKEXNNEZ R

- AR - HRAFHE RFC 7230 #nff , EFHKREHNNREE .

« FHIHE - IERAFRFE RFC 7230 ¥l , KWRMEE , BN EAN Web BRSJF[MRE AR UREN S
R ZFER,

« PE-BRETRRENRENK. ARGEHRLMEIEFR , mFFHRME 400 WA, HXAREF
UmIE

MBERTAE RFC 7230 ¥ , AFIEEHIEE
DesyncMitigationMode_NonCompliant_Request_Count #E#r. BXEZER , HSNL
Application Load Balancer E#x.

BMERN D i%ﬂ@a&ﬁﬁkﬁﬁl%ﬁlﬁlﬂﬂ%qﬂ WMRERFTFE , WiERBSFIEDRERLE,
BXEZEE , B3N 2K ERX,

B

T Z&RH#R Application Load Balancer Z{a R IE&E =M 2 F KL B FE R,

2K, BEEN Br R = RIEEREN
&M BT B BT
AEX BT BT =Nl
THH BT B =Nl

B g T BEIE PR LE

' REMEBABER, {E%I‘ﬂﬁ}* mAl BAREE., IRENABHOEHEREHHEX TR XETAHEE
R, WHEELFLEFNRA, SRRASVENNTEERAE NS M FEANASRIERTELN
(LCU)o #&AJLAE A NewConnectionCount EMRERAB S ERELRIEEX M EERX TEILHE
EHAR.

RSP EBER 22
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EREHEEMRLSERHEER

1. B LA TMuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.
ESMESRS , RRARHDER.

R AEIGER.

EEMETF L, ERERE.

EHREBLET , T Desync BFER |, EFEHH, KTEEIER,
EEREFER.

2

£ Amazon CLI EfTRL EMEER

fEArouting.http.desync_mitigation_modeE#i&EAImonitordefensive, ZKImodify-
load-balancer-attributesfi S strictest,

EWIRARE

/& A Preserve host header ( REBENFRL ) BN , NARFASIIERSRE HTTP BRFH
Host #rk , HFHBERKAT BEMAMEMER. WRNARFARIERKEIZ/N Host #73k , ©
L2REABXEIRL, TERN&NATUWREIRE— Host #rk,

IANBERT , KB H Preserve host header ( REEVIRL ) BN , NSABRFAROESRLBIUT
FRIE W] Host ¥Rk :

RBAEIIRLRE , BOUTEsm O AEBRRIAROR - RERABRINRD (%0 80 5K 443 ) i, R
EPHERMMEOS , BONXMHEOSKHMEIENFRLF, Fl0, RgMITEE O IERIARKD
(5170 8080 ) , HTTP #ERAEHE Host: www.example.com Y Host #r3LF# &K Host :
www .example.com: 8080,

REAEVRLRE , HEOWRHEORBRIAKD (WO 80 =X 443 ) B : W FERRIAMITERRD (M
80 443 ) , RMNF2RFiwOSHMEE HNVENIRKP, EAEHIRLFELFENEMEOSH
HHEBER.

B1 A2 7 S 810 1 25 AN A AR 2 A U 25 0k O SRALEE HTTP ERAP M ENARKNE S RAIN T &
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B AR A EER

R T 25 % O

EEIAW HTTP/
HTTPS fniirss b
KIZFER,

EFRIAR HTTP
T 28 £ RIXiE
X, #EENIR
LBAHiI®O (80
5 443 ) .

R EHETE
&,

EIEER AT ES
EREER
HEFNIRLE
w0 ( Hlan
8080 ) .

B R ENIRARE

el

RIE R

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.c
om: 80

GET https://
dns_name/i
ndex.html
HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.com

BN AT M iEITHF Amazon EC2 2% &
ESMERF , EEAFIGER.
R REIGERR.
EEMETF L | ERERE.,

HR P ENR
s

example.com

example.com:80

example.com

example.com

EEAENRL
RE ( RINTT
A)

example.com

example.com

dns_name

example.c
om:8080

2R AEHARXL
RE

example.com

example.com:80

example.com

example.com

. hitps://console.aws.amazon.com/ec2/,

EHARKRE
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5. EHFESLET , FTIFAREBENRL,
6. ERREFEEI

£/ Amazon CLI SR ENIFLRE

fffrouting.http.preserve_host_header.enabled® %1% & R K modify-load-balancer-
attributesfi S true,

Application Load Balancer #l Amazon WAF

& T LAE A Amazon WAF # Application Load Balancer LAAB$E Web 158132 #I51 & (Web ACL) FEIM
N AREFRAIEER, BXEZEE |, 55 RAmazon WAFF A A RIERHPHIFEH Web ACL,

RINERT , MRAFHESZTEM Amazon WAF FREUIERL , M'ERHRE HTTP 500 45iR B R &%
RiER, WREFENFHERANFEL LR R Birtbeeid R ¥ & E B #sAmazon WAF |, AT BA/S
B Amazon WAFER ., EREBAFIEEERE S Amazon WAF £5 , 7 Amazon Web Services
Management Console P& B 19%85 , A/F1EFE Integrated services (SERX BV IRSS) ET .

e X # Web ACL

B EAAmazon WAFSERK G , B LLUERERTE AN 531812 FHH Web ACL, FIE XK Web
ACL 2 =MAmazonTEMN |, TN R ENN L2 B R EERT

- AWSManagedRulesAmazonIpReputationList-Amazon IP EEFIXRHMNELRBEE SHVEEA
REMEMERN IP thit, EXEZEER , 55 (Amazon WAFFF R EEME) H# Amazon IP
SEJREEMNL,

« AWSManagedRulesCommonRuleSet-#& /UM NIEE (CRS) MNARMHEFRY , BHLEFASHRE , 2
FEOWASPHIRY ( a1 O WASP Top 10 ) H#ERM —LEERRMNELRE. EXEZER , S
B {Amazon WAFFF R AR 1Em) PR OMNE (CRS) FHEHMMA,

- AWSManagedRulesKnownBadInputsRuleSet-“BX4FiR A" SN A AJpE It E AL R B EREFR
AR EIMEXNERER. BXEZEL , 28 (Amazon WAFF Z A RIERE) R EHE R
AFEEMANA,

FERE4A B A Amazon WAF

1. B AT MuLITFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. ESMERT , EFEARHEESE.
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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https://docs.amazonaws.cn/waf/latest/developerguide/web-acl-working-with.html
https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://owasp.org/www-project-top-ten/
https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.amazonaws.cn/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
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3. EEAFIGHEIR.

TEERET+ L, BFF AmazonWeb R AR FBH A& (WAF) , RE1EFEXE WAF Web ACL,

£ Web ACL T , B BZIBIETE X Web ACL , SiEFIER Web ACL.

£ ARNIRME" T, &R PRLE" R “THE

EFEHIA,

N o o &

EFEH Amazon CLI /& A Amazon WAF 5k A FF 5

fFRwaf.fail_open.enabledE 1% & H B modify-load-balancer-attributesfi S true,

£l Application Load Balancer
MRGHREUR GBS BOER | FHFERD XA BFRAHH B

Fae , TERREBE—NHERUTERNELILE R (VPC) : EEREANESINGHELE—IME
FM, BXEZEL , 3L the section called “&r 1 E 19 E 5/ F M7,

E& A Amazon CLI R|ZAHKTEER , HSRBIE | £H Amazon CLI ]2 Application Load
Balancer,

EfF FAmazon Web Services Management Console |2 f1 5 19#88 , FRATES.

(P

- ZR1: BERRE

« SR 2 EMBFR

- SR 3 BEABGEHRNMITES
- B4 WA ARG ESR

FR]1: BBEBRA

& B irA v UM EC2 262 KM B iR, HEBMERFIGMEESN , BELUSRPEEH B IRAN
BEMTEANFHEIRE, BXRXEZEER |, 555 Application Load Balancer # B #r4H.,

BLE B4

1. B AT MuLITHF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
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2,
3,
4.

ESMERTP , EFERH,

%% Create target group (RI1Z B454H).

£ Basic configuration (EZAREE) HoH , REU TS -

a. NWTEFERER | EFIHILURSF] ID EEE B , IR P ihuk R IP it iEE B

Fro MR B #REEN Lambda function ( Lambda B %K ) , MBI LUEE £ Health checks ( 1217
WREE ) EB9 Hi%#E Enable ( BA ) RBAETRARE,

b. XF Target group name (BFREABH) , MABIRAN B,

c. WBFEEEEX Port (4 H) A Protocol (HHi%).

d. MRBEMREHEANZHIR IP btk , M T IP spat R AR IPv4 = IPv6 , BENEBREIT -5,
FEE ,REBLE IP tu kBN BT RSB ELEREAD. BOEBHFAR , TEEXR
IP Hbhb A,

e. XF VPC, i&#E— Virtual Private Cloud (VPC) , EHh & &L ETSE BrA K B r.

f.  XF Protocol version ( THSUARA ) , ZHiFERMILHA HTTP/1.1 =R HTTP/2 &Y , 1&F HTTP1 ;

LFERPIR HTTP/2 5 gRPC B |, #%# HTTP2 ; HiERWMLA gRPC & , #&# gRPC,

£ Health checks ( E{TRRKRE ) o , REBEFEBXIINRE. T Advanced health
check settings ( BRETRARE ) , ERETRARERDO, TH, @, RABEHEERIN
B, MRETRIREELEELFTERETRENE , AFESNEERFLES. WRETR
RREELEIETRREERETH , ABROHERNEEFREER. BXEZELR , F5H
AN ETRARE,

(AIE) AIM—PRBMRE , MTFAR

a. EBFRZEHD
b. %&# Add tag.

c. WANRZRINFRZE. LTNFEHEEFE, =K. BF (UTF-8 BN ) MUTRHEFR : +
-=o U1 @ BAREEANSERIREEE. HMEEXTANE,

iij:gF Next (-F_#/F)o

HRR 2 EME R

&AL EC2 24, IP ik s Lambda BRBUEM N BARA R B, XRGIBAFGERN LS
B, BR , B4HCEMBR , LBRABRSE G REK B B IR,

1.

£ Register targets (M B ) REF , RO TAXFIMN—PNHZNEFF

SB2:EMBEFR 27
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MR BFREENR Instances (RH) , TEREFE—NHZNEH , wA—NHSZSNwA , RAFEER
Include as pending below (£ T E A EMH X H )0

MR BFREA N IP addresses (IP #edit) , FHITATIRE

a. MIIRPIEERMLE VPC , LR Other private IP addresses (HAtFAF IP i),

b. FHMA IP byt , HEAEHIEMELER IP st —XJESAWMA 5 N IP ik,
c. WMARRERBIIEE IP hitMiwO,

d. i%#% Include as pending below (£ T E A FE MBI R A 0),

MR BE#REE R Lambda , EFE— Lambda B , A Lambda BEE ARN , REIEER
Include as pending below ( £ FEAFEMBIFEXAM ) o

2. i&#%E Create target group (BI1Z B 454H),

SR 3 BRI ESRMMUTR

E 02 Application Load Balancer , &4 E EREABIHRNELEEEFE , HlBH. FREM
IP it E, RfF , REEXEHNEZUR —NHZMIFENER. NTRERATREEZBERN
2, TERETATANEFREEIARGERAPUFIRD., EXZIIXENMPUAHONESER
BSATSREE,

Be B Bk 1D 1 BR A T 2%

1. BNLATMuULITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o
2. ESMBERT , ERNEGESR,

3. i&#E Create Load Balancer (R A9 #E8),

4. £ Application Load Balancer T , %% Create ( 812 )

5. EXRE

a. X{FLoad balancer name ( AEKIITEREM ) , MAREIHRN BN, FlW : my-alb, &
9 Application Load Balancer B8 #R7E % X 58 Application Load Balancer 1/ & 1 539
BRER M-, EMREZAEE 2 MNER , ARREEEFEIRFFHINEFTH. EINF
BELUEFA®N internal - FLHLEE. SIBNARFASIESRELEEREER.

b. XF Scheme (FXR) , &FHEKM-facing (HE @ EBM) =% Internal (N EB). @ BB AEL
HEREREEF RN ERBES ERMEBE B iR, ASAEIESERATAE IP iibFiER
B B E B #7o

FI| 3 BEABDERNMITER 28
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c. XIF IP address type (IP #aib 3K H) | i%£3%F IPv4 = Dualstack (RfEi%), WNRIEHZ F im A
IPv4 it 5% EE , NER IPvd, MRENEFIHER IPv4 A IPv6 bt SR EH
#2585 , WIE$E Dualstack ( IR ) -

6. RILEIRG

a. XTF VPC, &BERT EC2 £HIfy VPC, MRERN Scheme (FR) & T Internet-facing
([ Internet) , AEHEEBRMMKH VPC AL,

b. XNTERE K BIEFFMKNATGEREAXE , MTAAR :

- RKERNEZANTHXHNFH
« RE—1EZ1 Local Zones B FM
« — Outpost ¥

BEXREZEER |, HS M the section called “&rY f1 519 #2580 F M7,

NTF ARSI , \FM CIDR ZE IPv4 M IPv6 it

WMREANABRGERBA T IHKRER | BEEFEES IPv4 M IPv6 CIDR 3REYF M,
7. XF Security groups ( Z24H ) , iR ELZ AR BT LA,
BAREERN L AXAAFEBES MR OMETRRRER O SEEM B it TEE, 2
HEAMRRENARYES[VNE—NEEATHEEHINNEZSAE, BHAUSE—/N2£4 ,
REEERE, BXREZER , BSH HENHN,
(AL ) BERATOER[VNEH LT LA |, H%ER Create a new security group ( BIEFZ 244 ) .

8. XITF Listeners and routing ( {RWTES M ) , BRIAMITESEWRIRO 80 LAY HTTP JRE. &AM
FRERIANDPWAIFO |, REERBFENHPAE O, 3F Default action ( BRIARE ) |, iEREH
BB FRA, B LUERE Add listener ( RINTITES ) SAURINEABIATES ( Hla0 , HTTPS {iidT
2o

9. (HiE)WEFEMA HTTPS iTEs
NFZEER , BWERAFERARTNMENN TSR,
a. XTFERIASSL/TLSEPH , A TEmMA A :

« WRBEA Amazon Certificate Manager BIZ=HS A TiE$H , iHEEMN ACM , RFEIEFRIE
P ARIEFRZIUE,

FI| 3 BEABDERNMITER 29
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- WREAIAM SATILES , FEEMIAM |, REEERILESPERZLED,

s MREBEESANILESD , BEMENXERRME ACM , FEESA , AFERE 1AM,
BB ERFERPRMALEPNENR,. BEUEBRERAYF , EFHRWBAERHAXH (PEM
WBHXH ) WRB. BIEREXYF , SHARBELBHRILERM ( PEM RIBRISH )
HNA, 7£ Certificate Chain A , EHIH RN IEHEEH ( PEM HBHXH ) AR, BR
FEFERANREER IR HENRERERAEZERHATEE,

b. (f&)ZESAMESORIL , FEFFRIEPLETERAMESHRIE (MTLS),

BRE , BRI E TLS AN EE,

MREIRETF EREEFRETRIE

« MNBERT , ERRIEPESHNERFREL, BEEQUATH , BRI ‘& mTLS i
B, REHE “FPUERIH TiaF R IHnNEFIER

T Trust Store T , RN EEFMR LR NEEEFH.

- MREIRE FREEFR  FREGSEFHESBN. S3URINEBMANMBUENR (7
i% ) S 3 URIEH BEIIRMIE

10. ( Wik ) B ECI BRI REMRS EENABIERER , LT “ERRSER HITHL.

o BAILLARFERTIAED B30I Web ACL H 1 839# 28R tAmazon WAFZ 2RI, B2
J& , AT AfEAmazon WAF124| A &EE Web ACL, BEXEZER |, HSHETLAAREEHHE
Web ACL 5Amazon® R x B = BUE < Bk, Amazon WAF

o BAILLUEIR R B Amazon Global Acceleratorf| 2 1NiEeEs , FHEHN ATITE R S MNEEFREK,
MEFERAUTEUTERF (RZ M4 NFEHF) taz, AZ, 09, ., (AKR)M-(EF
). BIEMESRG , BRI LLEAmazon Global Acceleratori2#l & A EB#ITEE, HXE
ZER , 5@ (Amazon Global AcceleratorFF X A R ¥EF) = HY1E 612 T 519 85 878 000
pLy- N

11. ¥RicHIolzE

a. ("% ) RNBEEURAEIERHToE. BIMNABHESINRIBLIAM—, ATFHNFR
BIEFE, B, BF (UTF8 KX ) I THRHRERF +-=, _:/@. BTEFATISZE
BREEREZEE, REEXRDKPME,

b. BEEE , AJF%$F Create load balancer ( RIEAH T ) . HRIEIES , —EBRIAE

MLNATARIESR. CIEARGESE  BANEENEEEl]. BXEZER , F5H
I EBERE M,

FI| 3 BEABDERNMITER 30
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SR 4 WA AR

ERENBEESRCE , BURIEEN EC2 EXFIR2BEBY THHRETRARE, AE , BURER
HIEERRBEENRERIZREMN EC2 £4l, EMBRAZKIESS , S MIER Application Load
Balancer,

EN AT EER

1. SIBRAEHESRZE , EEXF,
2. ESmMBERP , EERBR4H,

3. EFEMUEMNBERA,
4

%% Targets (B#5) ARIEZLHNKRPIREERHE . WREHIHKRAEF initial , BEREARNZE
BIBEEMIREF. WRSEAURTEFARBSHEAN EESTAENRDXABZEITRRE
B, BEL—NIRFIRSHERER , BN A0S, EXEZER , B3N BTk
R

5. ESMERF  EEARHESR.

6. EERFAIBRNAEITESE.

7. ERERAASHEDERMNE ARG ERINEBABEESRMN DNS B ( Fla , my-load-

balancer-1234567890abcdef. elb.us-east-2.amazonaws.com ) .

- WTEEERMEOAEHISESR , B DNS A EEEERMAY Web 3 53 35 B9 it it 7 BY

o
- WTAMABGER , 51 DNS BMMWE 5 VPC EFFLBIEEN Web RIS EFAY b1 7 R
o

MRFAIENENEERER , NEHELERERSB|NRINTE,
8. MEMAKRER , BSFUT X SREVE thEe B H B MM EH RS R,
- XF 5 DNS #HXMEA , 51 (Amazon Route 53 FF X AR IEFE) FHFRERBEZ ELB
AP E R,
s NFERAFE[MEXMNREE , ESF X Application Load Balancer # 1T HFEHEBR,

B4 WA FIDE R 31
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Application Load Balancer #y 8] F§ X

ETMNRARKARBLEENTAK. ERA-NTAKE  ARSERLTHEEREHILT
ARFHEEMER. NREBREMEANTAKYSEES — ERER , WARYEERLER
BRE,

EERA—NTRAKXE , ZAAXSHERDREMEIAESERS  EAREERT2RXEBIREHE
Ko

EREFEEFTAX

1. B L TMuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/o
ESMERT , EEREAEGHESR.

RS E R,

£ Network mapping ( F&RBRGY ) &I+ £ , 1%#F Edit subnets ( /B FM ) o
ERATAX , BEPHSEEHEE - FH, IRRE-NTAKX , MLEFKFM,
EFRCRANTARNFR , BMIIRFPEREMFNZ—,

EXRATAK , EEREEEE.

ERRFER.

© N o o &~ 0D

£ Amazon CLI EFfaT AKX

£ set-subnets %,

Application Load Balancer W& £ 4

BARFARSERNZ2ARFHATIENEFASEESRSNRE, ZXTRRATSERTENE
TSmO METRARERAO LEE XM B RHTERS. HEFMWHIRMBATEERRET A
B#ERFEAN B RANZETIRARERAKREHEBERR , BAARITESHBEtESERXENEZEERER
REFHOLNNERE, WRENFARAYT , EATURBUIXBENLZSENANFTFEMLZLEER
FHITEER R, B LUER A TR ORI, fHlan , B LT 9% M Internet R HI5E S ML
(ICMP) 2 , BAMRI Ping iR (1BR , Ping B R T & & EEUEH]).

HERH

X FHEM@ Internet B AFEE ST , BWWFERALLTHN,

EHAAX 32
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i 036 &
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Wit
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FREALRE

Wit
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EETRREROERTFR
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Wit
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oSSBT HE SR 2

%t F FA4E Network Load Balancer B #5#9 Application Load Balancer , iR THMN,
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B AR A EER

Inbound
KR

### IP ##/CIDR

VPC CIDR

VPC CIDR

Outbound
Bir L E

HHA#HH#

HHA#HH#

alb ###

alb ###

i 036 &

HHA##H#

HHAHH#H

R

ERBIERMITRHO LA
WAMEFImiE

ERFEEHSRMFTRHO LR
¥ FrE &L Amazon PrivateLi
nk WAL E P IRRE

A F B Network Load
Balancer By A IZ1TIRA R E

Wit

FE KB YT ER % O L AR VR )
KBIE R E
EETRRRERO L AVR
RESY: S R

E*E , Application Load Balancer B9 % 240 fif FiE 2 BR ER R BRER B XK B Network Load Balancer 9
REMNER. T8 Application Load Balancer % B ZEHAMN 0 |, BMITHERE ETHEX

Amazon EC2 E#IREMNEZEER

R,

B2 FEAT Linux S48 Amazon EC2 AFIEEHRHN RS HE

NEBRIEH BARUZBCR B AHBERNRE , BREENBERXENZ2ARSI N UEZRE NS
HRAMRE. XATUBIHARIERNEZLHRENBIRZTL2AN A DOAN P RIRIFREI,

RITEBWVEAFALY ICMP REUXEFRE MTU XM, BEXEZEER |, 53 ERT Linux 2Ry
Amazon EC2 AF BRI EE MTU £,

BRI Z A

R LARE R BT S R E R RN R 24,

EMRBNREA
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EREHaENZE4E

BN LA T M4 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERD , ERENEITER.

RS ERR.

ER2MEmFLE | EREE,

B R2AERRBERIE  FEELZ2A, ERRRZT2AXEK , FEERZEAN X
FRo

6. ERFEEFER.

o ~ w0 bh =

£/ Amazon CLI Ei&4£4H

DA
AP Do

{# /A set-security-groups

Application Load Balancer Y IP #thif 28 8

& 0] ABL & 424 Application Load Balancer , SAME % i o] BMXEA IPv4 it = E S £ A 1Pv4 Fl
IPv6 b3k (dualstack) SR G ERIFTERE. AEIEHR[BFEEFEAN IP KRB ERIRHTE
B, BXEZER , BSH IP kXK,

dualstack E3R

« BAILEBRAFITERNIRE P #hu KB AN ERE.

« R AFIHYE RIS EM Virtual Private Cloud (VPC) #1 M A4ME B KREKK IPv6 CIDR R, BXES
8 , 2@ Amazon EC2 A8+ IPv6 i,

- MBIERFMARARLAER IPV6 RE.
- MEYERNELEHLTARY IPV6 RE
- ABITEERF MM ACL B AT IPV6 HREo

ERIZRE IP it RAE
BB ZENSIIERPHNRHREERE.

FEAEEHAER P a3 A

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.
2. ESMERT , EEARHEESE.

FEET iy SR 35
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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3. EERNEIGHER.
4. EMBZMGHETR L, EFRE P R a,

5. T IP #hutER | %R IPv4 LU X$F IPv4 b3t | 50i%$R Dualstack LAEIET X33 IPv4 F IPv6 it
ko

6. ERFEEFER.

£/ Amazon CLI 5T IP tth it 355

A set-ip-address-type &5

Application Load Balancer F#r&
ERRE TR RS AN RSB ERT I | HIRAE. FAERTE,

BRZALNBINNBIERFIME ML, MREFMAFZEPNEELENTTERREK , EFE
ZpRERE,

HIERATIRERS | ATBAM A S8R SR E I BR.
BR 1

- BNRBOFREH LR - 50

. RAZFAKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode 2%

- RERNEX 2 KNE, ATFEANFRIETA UTF-8 BXRTHFR, ZRNHEF , URUAT
BHRFR: +-=0 _1/@. BTEFEANSZERIERZE,

« BAERZEBMBERER aws: BIR , RATEN Amazon ERATME, BT ELwE M BRH LB
BWHREENHE. EFLINBHNRER T AN ERVFEHRS,

£ 25 & ERM AR S ERNIRE

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/o
2. ESMERP , EFRAEGER.

3. EERAEGHESR.

4. EFRZTEDFL | EREEFREL , REHRITUT - SWHRE -

a. EEFHZX , FRERNENE.

EHPRE 36
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b. ERMHIRE , WRBEMIREL , REhENERAE,
c. ZEMBRIFRZ | FRFESRZZLRIMIBRIRE,

5. BEFEHER , ERREFENR.

5/ Amazon CLI EF A9 MNIrE

5/ add-tags # remove-tags T

fi B& Application Load Balancer

RENABEERTACRE , ERENREEZTHNEINIE 2 PEINERH, SETBFEZAR
BHEERe , AREBBR. SNBEESREMRE  CETEEEXNREHEERTZA,

MREBAMBRERE , WEERBRAESER, BXESER , FS0L HIBRRT

FER , MERARSERFT2ZWMETMBE IR, S, BN EC2 KM EETHIEMBEB R
B, ZEMBERBEIRAE , FSRAMIBERER4E,

15 FA 2 5 & M BR S B B0 T 2R

1. WREF-—NMEOAFIIEINIEN — DNS idxk , BRCERFRNLEHZFSF DNS Bit
¥, R BRIRER ARG ER.

fian

- MRWIBFEEZENE (TTL) 5 300 K CNAME iB% , BEALEF 300 ¥ , REBHER
‘?T—F_io

- MRPIEFER Route 53 BB (A) iBx , HBEDLEFF 60,

« WR{EM Route 53 , MIZFERNFE 60 W & BEIFFE £/ Route 53 BBRS 27, FuLat
B AR EEEHAICTKMN TTL {E,

BN LA T MUt 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERT , EEREAEGHESR.

ERAEIGER  ARKERERE. BRARHEESS.

RRHITHIAER | A confirm , RFi%#E Delete ( MIBR ) »

o M w0

5/ Amazon CLI il BR fa £ 15 & 25
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/add-tags.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/remove-tags.html
https://console.amazonaws.cn/ec2/
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£ delete-load-balancer 55

HXEB

AT A X% RE Amazon Route 53 MAEFIIXEZHI88 ( Route 53 ARC ) FH—TThgE, BE AKX
B  AEWT - XEBREDNTRABHSESTRNZHRNTAREBHE, X, SR UEEMN
Amazon Web Services XiF ) H A= 1TR% RHF/I AT A XIE1T,

HERHTRAXERN  AFRSERLFLEAZIPEN ATAXLRXERFNRE. Route 53 ARC 2
VEOBETAXER, B, TRFERENE (BEKE/LSH ) TRERZZETHX P EERTT
WIAEEE. BXEZEE , 28 (Amazon Route 53 NARFMREEHZRT XA RIERE) FH A
AXEBNTHERE  SITRLRENXE P i,

REXATEATRXARSENNARF RS ERNIMEAROERS FTRAXER. NREFE
TETRAXASSE  WETEEITHRER, AXEZEEL , 52/ (Amazon Route 53 NAEF
MELBBRTRARERM) DA AXER IS HIR.

EEATHAXEB 2 , FERUTRR

- TAREBAIEEXEMEHOE., EEMALINEE | KAk ERAX RS,

« £ Amazon Global Accelerator 45N AR F A E S AEMNESFE SN , FXETARES,

« AEENENTARXFNBEEARIEEREITHREE, TENZSATHAXEITARXER,

o UZAEMIRERBEMRSE , Amazon 23 M DNS F iR XiE 5% 1P ik, EFH
AARERZH , BSMOREBYINITAXEE, IRENAEYERCXMETHAXAEEE b m
BERATAREBRRNBTAXAZKISEE IP it NSTAXEBEZHNITAXEAXEBRE
=,

« URABRFEAFEESREMENFIGEEMNBIRN , BHRAMNNEATEEREITAXERE, IR

MEARFAREEREH THXER  INXAREERHIFARNEE |, AREONARFAH
B SR RIERE,

EXEZIEEMNEER , 5 (Amazon Route 53 N ARRFIMEREISZFTAAGIERE) P Route 53
ARC A X # B H{EXRE,

R XER 38


https://docs.amazonaws.cn/cli/latest/reference/elbv2/delete-load-balancer.html
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.how-it-works.html
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.how-it-works.html
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.resource-types.html
https://docs.amazonaws.cn/r53recovery/latest/dg/route53-arc-best-practices.html#zonalshift.route53-arc-best-practices.zonal-shifts
https://docs.amazonaws.cn/r53recovery/latest/dg/route53-arc-best-practices.html#zonalshift.route53-arc-best-practices.zonal-shifts
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B TAX®ER

TEFPHSRNENFAER Amazon EC2 AR ATAX B, HXEM Route 53 ARC #2#l&
B TAXEBNSE , ESH (Amazon Route 53 MARFMEEHBFEARIERE) FHE3T
AX#%,

EREFHERHTAXER

1. B AT MuLITFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/,

2. ESMERLNAREE T , EFRAEGHESR.

3. EERAEGIEHREN.

4. £ Integrations ( ££5% ) T+ £ Route 53 Application Recovery Controller ( Route 53 i T2
FrixE &8s ) T , %$% Start zonal shift ( BRI TAXER ) .

EREFREBENTAKX,

6. ERIWMATAXEBNIHE,. TAXEBRAATUMN 1 2HIREAN=K (72 /MEt) o

o

FETRAXEBHRENN, SL4FRESIETE |, B0 LUEREEHERE B IR E#HAYT e
I8 o

RAER, MREES , TUREEFRTARXKBUREIR,
BERZERENBAEHTAREE  ISFREBEZTAX , NMBELNARFNEE.
EEFTIE,

£/ Amazon CLI Bz Al A X # %
BEUREBEAFAFEATHARER B850 (JHAXER API Z2E1E/M) .

EH AT AXER

AEFFHPSBENAUMMEEH Amazon EC2 B HIAEFH AT AXERE ., BXxfH Amazon Route 53 M A
EBFREEFEEsH AR aAREBNSRE |, B3 (Amazon Route 53 R ARRFIIREEFIEZF X
AREE) PHEHTHXER,

EREHaERTRAXER

1. BELATMuITHF Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/.
2. ESMBEHKLE Load Balancing ( 718159#% ) T , 1%£3#%F Load Balancers ( 15988 ) -
3. EREFERTAXEBHNARIIEREN.

B AXER 39


https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.start.html
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.start.html
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.update-cancel.html
https://console.amazonaws.cn/ec2/
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4. FEERIETFH Route 53 NAEFIREZRFIRT , BREHTARXER,

BEETFFTFF Route 53 ARC 2 & LASEE F#,
5. NFREFVAXEBEIERE , 7T LUEEFERH ASIHARTE,
6. XIF Comment (%) , AIUARRENBIBLHE AT IR,
7. EBREH.

8 Amazon CLI EfT A X 55
EREANFEATARER B0 (TAXER API SZ1 /M)

HUH Al X%

RKEFFNSBENBUMMEHR Amazon EC2 BHIABUE AT AX# ¥, BxfEH Amazon Route 53 N
EFREZRFSREFHAECETRAXERNSRE |, 558 (Amazon Route 53 NAREFIME B HIIR[FTF X
ARIEE) PHEUE T AXER,

EREEHABUE TR XER

1. B AT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. ESMBEH LM Load Balancing ( 7i#ii59# ) T , 1%£4#F Load Balancers ( fAEk9#2% ) -
3. EREFERATAXREBHNASIIEREN.

4. TEERIET+ LK Route 53 NAREFMEREFIRT , ERECEITAXER,

I EHFFTFF Route 53 ARC #24i & AL EUH
5. i&# Cancel zonal shift ( BUEATTAXEE ) .
6. TEBWIAXEEAH , % Confirm (HIN) o

£/ Amazon CLI BUE AT A X #%
EREANFERATARER B0 (TAXER API SZ1E/E)

HUE A A X% 40


https://docs.amazonaws.cn/arc-zonal-shift/latest/api/
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.update-cancel.html
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/
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Application Load Balancer #9457 2%

T sE = — MEAER BN AR OREEEBERVIHZE, EIFHFER Application Load Balancer
2B, BTAMED —MVTER. MRENABIERIEMITR , WL EBRBRKRBETFRARE, &
T3 T 2R XE SLAY AL B TE S B 5 1 2R AR A SRR F B AOE AT B ¥R, BN EC2 K461,

AES

s TEREE

o {oUUTERARL I

- RNRMERE

S el

« K Application Load Balancer &2 HTTP {725

+ JIEH Application Load Balancer 8|2 HTTPS fiilr 25

+ Application Load Balancer {52531 N

« K Application Load Balancer E#f HTTPS 151U 25

+ 7£ Application Load Balancer B TLS #1T

« £/ Application Load Balancer i fi F° § 2

« HTTP #53k# Application Load Balancer

o {UUTER AN AIRE

« MIBR Application Load Balancer B9 {0125

YT 2R &

T 28 IF LT AR O

o BMY : HTTP, HTTPS
« ¥w0O : 1-65535

AILAGER HTTPS TS MEBENBEN THEXELAREERTH , UENABRFA AT ETHILSEE
B, MBMRFTEMA HTTPS , BUFTEMWR LBBEL — SSL RS H[IEPR. AXESELE , B
29 J & Application Load Balancer #2 HTTPS {lil7 25

RERE e
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MRAFHEREFRFER HTTPS REM AR ARIGERS , WA LERA 443 £ TCP irasaliE

W& g EEs. @i TCP iTss , MEHERTNBHRELZIEN , MAANE#HITHER, X
Network Load Balancer WEZ{E R | S Network Load Balancers Fi F #5F,

NARFEARSESNEHEREXE, WebSocketsE AT LAER HTTP EEALSFMEN HTTP/1.1
EEARS WebSocket (wsHwss ) EE, AHRE , ATiERH TCP E#E ( BHH9EIFNEB

PR ) 2B ASHEERERAETF RS BERZER KA WebSocket E#, &R LARREH WebSockets
HTTP F HTTPS W28, £ EITeRiEFMIETER T WebSocket JEEUKR HTTP RE. BXES
88 , 52 (Amazon CloudFront FF R E1EF) FH WebSocket X THERE,

Application Load Balancer 3fF HTTP/2 5 HTTPS irss — R FERRMEAY I, FH—N HTTP/2
EERS AT RIE 128 MER, BB MUMRAER HTTP/2 g R&ZIEFBAR. BXES
B8 , B HMURAE, BT HTTP2 I ES Rt EAFIRERE , BUEEZEIEFREARYE
B BNEZERD, TEFER HTTP/2 MRS ESHEIXThAE,

BXEZELR , S Elastic Load Balancing A i8EH#E R KA.

{02 W 25 L
SMINEHERARAE | BN RAAN, RUANTENR | 3 ERAERERT. THURE

AN, XERMBERLER, — IS MREUR—PRSNRAEAK. ETTARERRIIREEAN, &
XEZEER , FEHE FEAN,

AN

I YTEReY , FRAIRINANE RME. RUANTEERMA. MRRBEMITRNE-RNZEASE , N
FHAATRAAT I BV R 1F

THRZS A PARRIAA N RH

Priority | Conditions (If) | Actions (Then) [A

Forward to target group
Last

If no other rule applies « my-targets: 1 (100%)
(default)

» Group-level stickiness: Off

BT ESFL MY 42


https://docs.amazonaws.cn/elasticloadbalancing/latest/network/
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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L S 4

BOANEE - MEER. ANRBREERIIF MNREEZRSE) TEN. KRETFHEIRIAAN, &
A LARE AT SE SR IERR AN AL ST e A REERRMIAAMNML LR, BXREZER |, HSH EFAN
IR,

B
SMANBEREENTRIEFBENLD, KERAEL. AXESEL  HSH ANBEXR,
A %A

BMHANFAHBERENEERES . JANNFAERRN | FITHEE. AXEZER , FSA N
eSS

MR IER A
LA R0 2 M 2 J RV R ME SR 2L
authenticate-cognito

[HTTPS {ii¥728] £ Amazon Cognito RIEAF &1, BXEZER , HSH £/ Application
Load Balancer B Fi F° & 13

authenticate-oidc

[HTTPS {0197 28] £ 454 OpenlD Connect (OIDC) &4# B R HBERITA S 54,

fixed-response

BEIEEN HTTP R, BXEZELR , HSH BEEWRIRE,

forward

MERRRIEEERE. AXREZER , SR RAEE.

redirect

FERM— URL ERBER 1, BXESEL , 50 BBk,

ERITHRAERRZIEWVIRIE. BRAN BB EUTEIEZ—  forward, redirect = fixed-
response , }# BHMATINERITHRE — MR,

H L R 43
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MR A R gRPC = HTTP/2 , NI —XFHIRIER forward B14E,
[E] & M) 37 452

A LAE A fixed-response BEMRIBREFIHIERHIREIBEN HTTP MR, 0] LA ILIRER
B 2XX, 4XX 5 5XX M 74K 58 K v i 1Y 5H B

XEl fixed-response BERT , BEMEER BN URL BEREFRIBED, BXEZER |, S
% AR HESKH. BRI fixed-response BIERITEIE HTTP_Fixed_Response_Count BRIk
. BXEZEER , 55 Application Load Balancer $§#%.

Example Amazon CLI & 11 573 /5 = 5l

BRI A ECIERE XA NS ERIE. BXREZER , S create-rule M modify-rule 5 H. LA T#
EEEEEEERSKREIEEEXHEEWR,

[
{
"Type'": "fixed-response",
"FixedResponseConfig": {
"StatusCode": "200",
"ContentType": "text/plain",
"MessageBody": "Hello world"
}
}
]

HRBRE

B LAMER forward #4E , FiEREAZ —IRZNHBIRE, MRAEAN forward RIFEESNE

R, BUANBNEFAEENE, SMEHANERBR —NT 0 999 ZHMVE, X T RHuMT

FANES N EFRATRENER , 2RB\BXEEFEANRESRAXLEERE, fln, MREEHNE
A, FMERANNER 10, NENEREFER—F¥NER, IREEFITBRE , —MEN

10, Z—MXEN 20, MRER 20 W ERAZERVERFRE - EREANFHE,

BIABRT , REANAEEMNEFAZ ADEREN , HTERIEZFHEERXE. A THRIE
ML, BRAANGABREANYE., SARERBOFEREHI MR ERER , E2ER—1
Z AH Cookie AWSALBTG , ATFXEXRIEE BIRAMEBHITHB , 3 Cookie #ITNE |, HFiZ
Cookie BEENEFHMNME T, BEFHNZEOARIERNELEERFIECWEN cookie, X
HESERWE 5B A BRAKMENMN TE H BEE Cookie BIERE |, iERIFE AR Cookie Hig
E B Frd,

[ 7E W) Rz 8 44


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-rule.html
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Application Load Balancer %z # URL 4&#3#) Cookie fE,

3F CORS ( BRERHLE ) HR , LN KEIFEE SameSite=None; Secure RBAMM. £
Xf1ER T , Elastic Load Balancing &4 5 =4 cookie AWSALBTGCORS , EF @& E5R B
cookie MEME B A Kt SameSite B, B IRmKBENKEIXFH Cookie.

Example 8 — B #rE WV K IRERBI

ZA AR E RIS RN IEERIE. BRESER , 15 M create-rule M modify-rule i H. UT#E
R ERERIIEEN BRE,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]

Example 8B NI B Fr4A 1Y KR E R B
THNRESRES N EHANNRE , FERBREANMEEN B4,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/green-targets/09966783158cda59",
"Weight": 20

BRBRE 45


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-rule.html
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Example /3 AR R 3 R IRERDHI

MREEE-NMEESNEREANEREFE  HE- 1SN BEREACERATHESE  NLAERE
PR

THHNREFERERIMNMNEENERE , #AEAT BrEAE. I TREE/HME Cookie HIFER ,
FREE B AN ERHTERN

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
}I
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cda59",
"Weight": 20
}
]I
"TargetGroupStickinessConfig": {
"Enabled": true,
"DurationSeconds": 1000
}
}
}
]

EEMBRE

BRI LAEA redirect BENEFHERMN—PNURLEEBEZ —1P. REFE , EUUNEEQE
B IEES (HTTP 302) AKX (HTTP 301),

EEMRME 46
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URI B TERED

protocol://hostname:port/path?query

BLTEEATED — MK BREEQBS : B, EVE. AFAR, wONBE. KMEEW
EAARE D HREERBE,

713N
M (HTTP & HTTPS ) » &A LU HTTP EEME| HTTP, & HTTP EE@EI HTTPS AR
HTTPS EEME HTTPS, FEEMF HTTPS EEME| HTTP,

hostname
FHE. ENEFXDANE , KEEZH 1281MNFH , HFERFFH. BEF (M ?) &
F/ () B

port (ZR A HiwO)
O (1% 65535)

path
BB E , LA STk, BEXDKNE |, KERZN 1281FF , AFERFFEH. BEFY
(*M2). & (A &amp; ) RUATEEKFZFAR : _-.$/~"@:+o

=if

EHSH. RAKENRN 128 MNFo

A B L T REXET , £BH URL PERRL URL 1Y URI ARERS -

« #{protocol} - REMPN. FEPMUMEHARIBDPEM,
« #{host} - REHH. EEXHNE. BRENEAEARIBTPEA,
- #{port} -REBwO, FiwA., BREMNERWARIBD P EH
« #{path} - REBE. ERENERAKTIHEA,

« #{query} - REEASH. EERNEAXTF TP EA.

HIT redirect B4ERT , BERCEREFR BES, BXEZELR , BSR HRHERE. R
redirect BEMITHE HTTP_Redirect_Count ERFIRE. BXEZER , S H Application
Load Balancer ¥§#5,

EEMRME 47
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Example { Fi 12 &1 & ) B E @R 4E4Y R HI

DTFANEEXKAEE@ME— URL , % URL £/ HTTPS tHXFIEEMN RO (40443) , BREB R
FHE, BENEBSH. WEHEZRET ntips://#{host}:40443/#{path}?#{query}.

New EC2 experience

Action types

‘ () Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ (C) Return fixed response

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

| HTTPS v | 40443 ‘

1-65535

|| Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Status code

| 301 - Permanently moved v ‘

Old EC2 experience

THEMN

1. Redirect to... m
[ HTTPS - ‘ 404453 Original value: #{port}
Original host, path, query b
301 - Permanently moved v

EEERE
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LTHRNEBRXAEEME — URL , iZ URL EERAMN., wO, ENBMERASHE , HE
A #{path} XEBFRAUBB IR, LLEFEZFRET #protocol}.//#{host}#{port}/new/#{path}?
#query}o

New EC2 experience

Action types

‘ (O Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ (O Return fixed response

Redirect to URL  Info

Redirect client requests from one URL to ancther. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

| #{protocol} v | #{port} ‘

1-65535

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host

Specify a host or retain the original host by using #{host}. Not case sensitive.

#{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -.;
and wildcards (* and 7). At least one “." is required. Only alphabetical characters are allowed after the final " character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

Snew/#{path}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: _-.%/~""@:+;
& (using &amp;); and wildcards (* and 7).

Query - optional

Specify a query or retain the original query by using #{query}. Not case sensitive.

‘ #{query} |

Maximum 128 characters.

Status code

| 201 - Permanently moved v |

EEERE
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Old EC2 experience

THEN

1. Redirect to... L]
#protocol} - #{porty Original value: #{port}
Custom host, path, query hd

Host Criginal value: #{hosf}
#host}

Path Original value: /#{path}

inew/#path}|

Query Original value: #query}

#query}

301 - Permanently moved v

Example Amazon CLI| E & [&) & R

BRI AERI B RIS KN SIS ERE, BXEZEER |, S create-rule M modify-rule tn . AT
EFHTTP BREEMAUEO 443 LR HTTPS B3R , HEH B, BENEAFHEE HTTP ERHM
EiA

"Type'": "redirect",

"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"

EEMRME 50


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-rule.html
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1

AN R B
UTRANTHHRMHERE .
host-header

ETEMERNENBRITEH, BXRXESER , B5H INEHL
http-header

ETHMERHW HTTP FRAHITHREH. BXREZEERE , FSH HTTP #rk &M
http-request-method

ETBMERN HTTP BRGEREH. BXREZEER , BZH HTTP BRI ERMK
path-pattern

ETIER URL PV REARITH. AXESER , B5H BESM.

query-string

ETEWNFNEFNR/ENNERITEH. AXEZER , BEH ERFHEEM.

source-ip

HETEMERWR IP thut # 178 H. BXEZER , 55H R IP ik 54,

BN TAI BB HREZTEUTERMEZ—  host-header, http-request-method, path-
pattern M source-ip, BNMNEATUEEEHBEUTENEHEFRH —NHZA : http-
header #l query-string,

BALA IR EERS =ZNEETE, Hl , ¥ TEA http-header &, BRZTLUIEE=
NFERFE , WEERPH HTTP A ERTLER, MREF-—NFZRHES HTTP FrAETE , I
AWERN, BEREERMEFAHSMEE  FHASNPTETEEIE—NRE,

FBAILABEANEERZS ENCEER TG, fiW , BANIR-—NEBFENZEHNAN , BR8N &4
#HAE —IE A,

BALATE http-header, host-header. path-pattern #l query-string &#4HCE FEHE
BEER. BEANNBEEREFLERATEAD,

pAIES S il 51
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MR A T RAIRB ASCIl FFF ; N EIFILRH|FRF ( 0x00 F Ox1f A Ox7f ) o

BXET , WEHEIA R
HTTP #R3k &4

ZAILAER HTTP ARk &Kk B E TiERM HTTP #rk B RiERMAN, B MEERERBENL
HTTP #RXFERE B R, FRABMAMLTREIFEFIXD KNE, LWRFHEIFUTEER : * (TE 0
PMEENER ) M2 ( Z2EE 1 NFR ) o MABHRTIIFEERN

Example Amazon CLI HTTP #5r3k &4 R4l

BRI L ECIBREXANIEERYSE. BXRXEZER , S create-rule M modify-rule i v, EBS
EBEFRFERZ—CH A User-Agent PR3k V&SRB R LA T &,

[
{
"Field": "http-headexr",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]

HTTP &3R5 A5

IEATLAMER HTTP BR G AR REEE TERN HTTP BR G ERAFEROAN, & UEERE
FEEX HTTP &k, ERIMMEXDKXNE, FXEFBEM ; Bt , FEBHLATE T,

BB WELAEERN S XEH GET M HEAD B3R , ANIXE AT AEFX HEAD & REYIE RL,
Example Amazon CLI HTTP A %54 R4l

B AERSERIE RN TIEERYE. BEXEZEL , S H create-rule l modify-rule 55, FEHAE
EREMERBREATERME

"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]

HTTP #R3k &4 52


https://exampleloadbalancer.com/advanced_request_routing_demo.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify_rule.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify_rule.html
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}

}
1

EHLRMAF

BAMERENRAERELETENARKXPHENBRABEROAN (B AETENNIERE ) o XME
IR A E N NEEERZFZN FENTRNTERSE,

FNEBFRXDGKNE , KELRH 128 MNERF , ARATEEUATERAZERF :

e A-Z, a-z, 0-9

o (EE 0 ARBATH )
c 2 (REEE 1 AFH)

BYRMBEEDL—NMNZEH, ERE—NMN'ZHCRRETEFIRFZFZN.
EH BB

* example.com
+ test.example.com

* *_ example.com

#HN *,example.com 5 test.example.com L& , {E5 example.com FTEL,
Example Amazon CLI E LRk &4 RHI

O ESERIERHANTIEERYE. BEXEZEL , S H create-rule Ml modify-rule 6. EBE
EEFFRERNENFLNBERBRAT RS,

[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]

ENFAH 53
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Elastic Load Balancing NARFAEI9ESR
y/
PR

FAUEARRRAERENETERTH URL BEEROAN (EHNETFRENEH )

BEEXNNAT URLHWEBER , MANATEEASH. ENNATALN ASCI & ; TaiEES
FRF (0x00 E 0x1f M 0x7f ) o

QAT URIAFRLZE | 2 RTANTRE.
BRERXXSANE , KERSH 128 ME2F , HAASSUTEATH.

« A-Z, a-z,. 09

c - $/I~"@

« & ( £/ &amp; )

o *(EEOANHBZBNFER)
« 2 ( ElE 1 ANFR)

MBEHIMRAR gRPC , MIKHAHEFEFE. RS *.
RO HTTP BRERER

« /img/*

- /img/*/pics

=¥l gRPC BREZER

» /package
» /package.service/

 /package.service/method

BEEXATRAEBER K MARERER, flW, MR —IRANREBERXR /img/* , LANSKF /
img/picture.jpg WIERENR /img/picture.jpg WIERE KX ALIEE BIR4A.

Example Amazon CLI SR &R Z 4RI

BOERBRIESHN IS ERGE. BEXEZELR |, HSH create-rule A modify-rule ta s, 258
EEREFZHEN URL WERFEUAT RS,

BRARSAT 54


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
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[
{
"Field": "path-pattern"”,
"PathPatternConfig": {
"Values": ["/img/*"]
}
}
]

B FRBRMAF

U AEREAFNEREREEETERNFARPNR/ENRERHFROAN, TEIFEFXSD
RPE, ZFATEER @ * (TR 0 MRS ZEH ) M2 ( Z2EE 1 ANFRF) o

Example Amazon CLI| & i) Z#F & &4 7R

B LATE R B RIS AN IS ERY . BXREZEER |, 55 create-rule Ml modify-rule i, 258
R /EF “version=v1"SEZERIRE N ‘example’ W EHAZHFENERFEUAT 4,

[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{
"Key": "version",
"Value": "v1"
}I
{
"Value": "*example*"
}
]
}
}
]

R IP th ik R4

WA LAERAR IP it R REEETFIERNIR IP i REERATAN, 450 CIDR BRIEE IP iy
Ht, TTEAEA IPv4 R IPV6 Hbiit, AXEBEERF. TeENIR IP #NZKMHHEE 255.255.255.255/32
CIDR,



https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify_rule.html
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MREFFRETREZE , NX2AEN IP it , MAREF RN IP it

X-Forwarded-For #73k R b ik 5% B bb R 4. EIE R X-Forwarded-For #Rk R Eyibat | EEA
http-header &,

Example Amazon CLI J& IP &4 R4l

O EREREEANIEERYE. BEXEZELR , BSH create-rule M modify-rule 5%, JR IP
#hHtY FREAMNEEMN CIDR SR ERH B U T &4,

[
{
"Field": "source-ip",
"SourceIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
]

NIEH Application Load Balancer €12 HTTP {ii¥Ta5
TSR EEEER, BAECIBRARSE RN E TR , H AR @A S E SRR,

LR E LW ES R BB A AEIIEEFOE HTTP MIWEs. E@EHN AEIIEESRIMN HTTPS ITEs
EZ 1 &R Application Load Balancer #12 HTTPS {iir 28,

FREZM

« EFERBREFMBBANITIAN , ELAEETANBINE, BXESER , BEH IZEHF
4,

« BUNESMITRFEER —NERE , BXEMTRLIE TR - MBgtEss. BERERES
NHBERESEAR | BLABALRBREME AR E RN NITERER,

in HTTP {51028

BRYTREER TNE P mE RS AEHEERNMMERD , FARANMITRANEEBHRE. BX
EZEER , BEH SRR E,

Bl HTTP {IIr 28 56
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New EC2 experience
EREFI BRI HTTP 1T ER

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMERSD , ERARHOER.

RS EER.

TSR MMAED+ £ |, EFBR BTSSR,

FFHI : w0, EFE HTTP HREBER AR OHERAH RO,

NTFBINRE , BERTIETZ—

2 e o

« RERGBA - ER-IMRSINENRERRIETNERE, BRMERE , HEEHM
Bird, MREASNIERE  FASINENALENEAEFRXREN AL, MREX
— RS MERABARE  WAFEAN LS AAREME.

- EEME URL-EEFFRIBERFEEDEA URL, ATBUEE M T 75T R IR
% URI B iaB~ L2 A A" 0 , REETE URLETF ERATEN It X
TRENRE , EULHEEQEEN G (HTTP 302 ) KA ( HTTP 301)

- REIEEEA - EEFEEE EMEREFIREROBERB. I, BUEEABTRKENE
BIEX , BENTRLFEN.

7. &AM,

Old EC2 experience
SERERE AR HTTP {iiT a5

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERD , EENEGESR.
RS ERR.
£ Listeners ( {liWT8F ) %I+ L , %&$F Add listener ( RINIWTES ) -
NFH w0, %EF HTTP AREBRIAROHERMAHMiRD,
¥} F Default actions (BRINRYE) , BT T IRMEZ — -
EERRR , AREFBRA,
EREEM , RAERM URL IRASRB. EXESEER , B0 EEORE

EEBREEEML , REREMMAE, TENSOREENTENBNEY, BXES
=8, B2 N EEBAIRE,

o a0 bk~ w0 D~

W0 HTTP {1028 57


https://console.amazonaws.cn/ec2/
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7. &R,
8. (W) EENETHREAEXNFLENN AR R BERNWEMOTEIERDL , EFSFEFMAN,

£/ Amazon CLI &H0 HTTP {niT &8s

5/ create-listener fi s W] B AUTESFERIAMN |, 5 create-rule TS A E L EZMITEFMN

R IEHY Application Load Balancer €12 HTTPS i35

MITRREEZER, LR ECIRABIIERNE ISR | H ATRER @ A EIGEER R ITUT =8,

EOE HTTPS U7sR , BLAENHBE R LHEED - SSL RS |IEH. ABIEREEAR
SERIEPLLERIRER  BEBRKEFTFHENER , REFERREZBR. BELTIEELT 2R
LRATHEEFRENBIEER AN R EEE,

NRFERNEZREFMEERAABIERAINEATHESR , WAL - MEARKA 443 B
TCP MITR M ME MBI ERH LB A BDE R, BY TCP MR , ARBEI[ I MEBREAET B
R, MASNERITHRE,

NARFAEEERTXEF ED25519 H4A,

W TE ERNE SRS N a9 &S 62 HTTPS WSS, ERENAHKEEERM HTTP MTss
BZ 5 &/ Application Load Balancer 812 HTTP {785,

H3x
« SSLiE$H
- BRINIEH
- ERHR
- WEPEIT
- REFKHE
- TLS 1.3 22 KM
-« FIPS Z£BUK
- FS XEHER
« TLS1.0-1.2 Z& KM

« TLS MY FER
BIE HTTPS (V788 58



https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-listener.html
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html
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o O HTTPS {nWrss

SSL iEH

ABIIEERFEE X509 iEPH ( SSL/TLS BRFFFIUED ) o WEBRAIUEBMAE (CA) MR FS
. EPIEFRER. AR, XEFH. FHISURKTENRFES,

HEOIZATRESERMNIERN , E4AEESE. EPLNRBLTMEBELEBICRKEE , LK
BB IIE TLS E#E, WRFTE , MRET2MNE,

DA UEBIEETLRETE (FQDN) ( FlE0 www. example.com ) SHIAKHE ( Hlan
example.com) . BEAUFEHES () ENBEARRIFE—HHPNZSNEQILEN. BERBERAIE
e, S () AN TFEHBWKREMNNVE , mMBRERP —NFELD. a0, *.example.com &
# corp.example.com # images.example.com , B ERI test.login.example.como. 3
HEE , *.example.com R example.com B FiF , MARPBEFHRIA S (example. com)o
BEAFEMIEREIUPH Subject ( £/ ) FEF Subject Alternative Name ( EBER B ) TR
F, BXAHITIPHWEZELR |, 52 (Amazon Certificate Manager FIF 8/ FHIERAHIEF,

FAVEWIEFE A Amazon Certificate Manager (ACM) RGN A ERZBIEIEH., ACM XFE

B 2048, 3072 M 4096 U FAKEMN RSAEP |, LARFIE ECDSA iE$, ACM 5 Elastic Load
Balancing $£FX , AMERAI A E A ITEE LEBIUEH, BXEZER |, i5S 1 Amazon Certificate
Manager i P $5R o

o, ERTBAEA SSL/TLS T EAIBIEREHRER (CSR) , AEIRENE CA XEM CSR AAEFIE
F, HFFIEBSA |, SFIEP L% ZF Amazon Identity and Access Management (IAM), BXFEH S
A ACM HEE , 55 Amazon Certificate Manager AP IERHPHFIEB S A, BXRFIEH LEF
IAM WEZEER , BSHR IAM BFREBPHNERARS IR,

ARIAULEF

I HTTPS {UWTE8eY , BTNIEE —MEH. WUEBHRABRINER. QIR HTTPS iTssfE , &AL
BMEINEH, BXESZER |, B5H BRHIAL S,

MRELEBIRPEEEMIES , WXHFFIRETERRSIH/BMIET (SNI) IEER FEZE
EENBREBINRPXBETEERR |, FFERARINES,

MREAEEHMIEPEFEELE -~ ARFPEREESNLENAESF , WA EABEFIELHN
IEBRY BN EAAERINEREZAEBH (SAN).

SSL iEH 59


https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://www.amazonaws.cn/certificate-manager/
https://docs.amazonaws.cn/acm/latest/userguide/
https://docs.amazonaws.cn/acm/latest/userguide/
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_server-certs.html
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EH 5«
B2 HTTPS MIWgR /e , EEEMINERBNZIER IR, ERILUERFHERFMBERITSENIER SR

Fo ERIERSIRAEARDERER KO LXFSNE , ANENERHTIBENLESR. BXESE
B, BZH FEBRMBEFH TR,

ABIEREAZIE SNI WEREIERERE L. NIREFHRREENENESERIIRPH —MERE
B, WABHERFOERLIER, MRFFREHRNENE SUAEBIRPOSMEBEE |, NAREE
EREREF IR XENREILES. BREATHE , B TEHOIRFEZRES

- NEREAEE (ECDSA £%F RSA)
- WKFE % (SHA £ % T MD5)

- BAKE (BERKE)

- BMH

NEER TR AERFEEREFREENENBNOE A RREANILER. AXEZER SR T

REEEIEE

UEBERILT

BMEEHEAERAR. ELTBREEVBERCNEITHERAFHER[NEMNES. XSEIRIA
EBFERIIRFPOIESR. RITHBRIEPFEHARGERTLERIWHITPIHER , ALEEED
EESTWERNEH, KITEB2E , FNERRERAZITENIES. ERIEFR2E , FBEREE
RS,

BRSBTS A ERIEBRITMER

M Amazon Certificate Manager #2fit, FFEAFITEHRE LMWL ATUEZHIEIT, ACM 2=HEE
2 aEi]iEH, BXEZER , 55 H Amazon Certificate Manager AAF ISR HITE L],

« MRLFERSAACM , MAFEMIEBHEH BRAHERBALIT,. BXESER , 75H
Amazon Certificate Manager Fi F3§EHH S AE$,

« MRESFHIEBSA IAM F , MAABE—NES , FZFUEBSFA ACM R IAM F , FiZFHE
BRMBIAEIESE | HMNARKSE IR BRI HAIES,

R 2R

Elastic Load Balancing ffFfl — /122 E#&EF = (SSL) WEERE (MM NEELER ) EEF RS HESE
R RIhE SSL iE#E., Z2EXKEMUNBBHEAES, MUEEFHSRSSHECHEIZTLEE B
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REFEFRSABGER CEAEENMTERERRLZRE, BHRERAMNERHEREE S NE
B, MUERZHEDXY Internet ENHIBEHTINE ., £ EENEEETS , FRENAREERS
REGEDNFRES B XENEBMPUNIIR. RAMBPRT , 2NREERERERSRIRFEEM
— &P iR BB IUE Y 3 — N 2D,

AEEW

- NARFASIIERNZEBREEN SSL EFNE.
- Application Load Balancer X% BHE X 2 £ KK,

« ZELBSecurityPolicy-TLS13-1-2-2021-06%KEE2FEAAIEN HTTPS MITESSHERIAZ 2K
B%, Amazon Web Services Management Console

 JZELBSecurityPolicy-2016-08KREEZ2EALIEMN HTTPS TN EIAL £ KA, Amazon
CLI

- DI HTTPS 1¥T8RAT , FEEER SR,

- RAVMEEFERELBSecurityPolicy-TLS13-1-2-2021-06% £ %M | KK EE TLS 1.3, }#
BEERATLS 1.2

- BALERATHREENZSER , ETRERRATRREENTLERE,

« NTRRERE , MREHW HTTPS MT=sEHANE TLS 1.3 T2 K |
MIEF ELBSecurityPolicy-TLS13-1-0-2021-06 &K, &
M| , ELBSecurityPolicy-2016-08 R4 KA T RiRER,

s ATHBRERZERAEL TLS MURETHERAMNLZLIE BN TXHEECAAZENEE
P, B EREFR - NEZLKEE, ELBSecurityPolicy-TLS-E&EXT Application Load
Balancer FYiERHY TLS tHiUARA , TR AASHEESRNHR AEHREMNVIHE AERE, BX
EREE |, 55 R App lication Load Balancer #1718 H &,

o &EI L5 Bl A 8 Amazon Web Services Ik B9 IAM Y Elastic Load Balancing #4243 F RS
PR HIKEE (SCP) KIRHIFA - Al LA LR £ KBE, Amazon OrganizationsBXEZEER , HSH

{Amazon Organizations A P 1EM) I RS = HIZK#E (SCP)

TLS 1.3 Z£XKRE

(@ Note

REEH EC2 AR I XN ARFAFITERM TLS 1.3 K2 XM, FAIAR EC2 KKAT ,
ToEIER TLS 1.3 R2EMK,

RERW &


https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
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Elastic Load Balancing I NAREFAEITHRREMHIUT TLS 1.3 K&K

« ELBSecurityPolicy-TLS13-1-2-2021-06 ( #% )
* ELBSecurityPolicy-TLS13-1-2-Res-2021-06

* ELBSecurityPolicy-TLS13-1-2-Ext1-2021-06
 ELBSecurityPolicy-TLS13-1-2-Ext2-2021-06
 ELBSecurityPolicy-TLS13-1-1-2021-06

* ELBSecurityPolicy-TLS13-1-0-2021-06

* ELBSecurityPolicy-TLS13-1-3-2021-06

FIPS Z&BIEK

/A Important

32T Application Load Balancer BT R £ {RUTES AR LA FIPS Z£KIEHIE FIPS &
2K ENTEEER. MRIMAR Application Load Balancer EmWARE ZEMIE FIPS F
BERMITES , MEHRLERTERNA FIPS Z2 Kk , BBRAEMNWES , BERRE MK
2o FOWBRMNLLRBEERN FIPS , RAEFEHA FIPS R FHAUBHMOITEE, HE , £7
LMXEA FIPS 4 R8I H A FITEFH T Application Load Balancer,

BXFBE DAL EIRE (FIPS) REEMMEABFN —TRALE , EAE TRFBRBEENNZEERN LS
ER, ETHEZER , T HAmazon= R £ MM TTE LM EFBE BLERE (FIPS) 140,

FTE FIPS KEEEB(EF AWS-LC FIPS RIFM N ER, BETHREZEE |, SR NIST INZE LR
THRIM S A AWS-LC INZRE R 7T

Elastic Load Balancing AR AEF A EERRMELUT FIPS Z& XK -

 ELBSecurityPolicy-TLS13-1-3-FIPS-2023-04

* ELBSecurityPolicy-TLS13-1-2-Res-FIPS-2023-04

- ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04 ( #%# )
* ELBSecurityPolicy-TLS13-1-2-Ext0-FIPS-2023-04
 ELBSecurityPolicy-TLS13-1-2-Ext1-FIPS-2023-04
* ELBSecurityPolicy-TLS13-1-2-Ext2-FIPS-2023-04
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https://www.amazonaws.cn/compliance/fips/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4631
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* ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04
« ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

FS X FRIRRE

Elastic Load Balancing A MARFABEEHSRREHTUT FS ( @MEIRE ) IEFNZ LK

* ELBSecurityPolicy-FS-1-2-Res-2020-10
 ELBSecurityPolicy-FS-1-2-Res-2019-08
* ELBSecurityPolicy-FS-1-2-2019-08

* ELBSecurityPolicy-FS-1-1-2019-08
 ELBSecurityPolicy-FS-2018-06

TLS 1.0-1.2 ££ KB

Elastic Load Balancing 1 M AR A EIT#ER M T TLS 1.0-1.2 Z£KEE .

 ELBSecurityPolicy-TLS-1-2-Ext-2018-06

* ELBSecurityPolicy-TLS-1-2-2017-01

* ELBSecurityPolicy-TLS-1-1-2017-01

* ELBSecurityPolicy-2016-08

* ELBSecurityPolicy-TLS-1-0-2015-04

« ELBSecurityPolicy-2015-05 ( %[E7F ELBSecurityPolicy-2016-08 )

TLS X R ZR 5L
TLS 1.3
TREATTAN TLS 1.3 B2 HRLEN TLS HUNBS,
SEE : ELBSecurityPolicy- B BMES BHITHEBEHHME,

Ml REXKBEERELBSecurityPolicy-TLS13-1-2-2021-064TLS13-1-2-2021-06,
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B AR A EER

BEREE

TLS13-1-2-2021-06

TLS 7%

Protocol-
TLSv1

Protocol-
TLSv1.1

Protocol-
TLSv1.2

Protocol-
TLSv1.3

TLS &

TLS_AES_1v
28_GCM_SH
A256

TLS_AES_2v
56_GCM_SH
A384

TLS_CHACH
A20_POLY1
305_SHA25

6

ECDHE- Vv
ECDSA-
AES128

TLS13-1-3-2021-06

TLS13-1-2-Res-2021-06

TLS13-1-2-Ext2-2021-06

TLS13-1-2-Ext1-2021-06

TLS13-1-1-2021-06

TLS13-1-0-2021-06

REE

64
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c2S U : : : : : :
-GCM-

SHA256

ECDHE- V v v v v v
RSA-

AES128-

GCM-

SHA256

ECDHE- vV v v v v
ECDSA-

AES128-

SHA256

ECDHE- vV v v v v
RSA-

AES128-

SHA256

ECDHE- v v v
ECDSA-

AES128-

SHA

ECDHE- v v v
RSA-

AES128-

SHA
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RERW 3 3 3 3 3 5 g
a 2 2

ECDHE- v v v v v v

ECDSA-

AES256

-GCM-

SHA384

ECDHE- v v v v v v

RSA-

AES256-

GCM-

SHA384

ECDHE- v v v v v

ECDSA-

AES256-

SHA384

ECDHE- v v v v v

RSA-

AES256-

SHA384

ECDHE- v v v

RSA-

AES256-

SHA

ECDHE- v v v

ECDSA-

AES256-

SHA
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RERM 3 3 3 8 8 8 8
AES128- v v v v
GCM-

SHA256

AES128- v v v v
SHA256

AES128- v v v
SHA

AES256- v v v v
GCM-

SHA384

AES256- v v v v
SHA256

AES256- v v v
SHA

£/ CLI BIZEEA TLS 1.3 KEEH HTTPS T es

EEMTLS 1.3 ZEKEHRER create-listener 85,

ZRPIEFAELBSecurityPolicy-TLS13-1-2-2021-06% = KB,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06

2R CLIEZ HTTPS {iiTas AGEA TLS 1.3 KM

REE &7


https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-listener.html
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EEMTLS 1.3 Z2KEEHREA m odify-listener T5H

ZRBIEAELBSecurityPolicy-TLS13-1-2-2021-06% & KB,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0 \

--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06

EACLI EELRFEAMNETELEREE
fF desc ribe-listener T S SR K ITESEL S EHarn.

aws elbv2 describe-listener \
--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

5 CLIEE TLS 1.3 R FKHHNEE

fFiZdescribe-ssl-policies@n = S4E{A TLS 1.3 T2 K — L&A,

ZRBIEAELBSecurityPolicy-TLS13-1-2-2021-06% 2 KB,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-TLS13-1-2-2021-06

FIPS

/A Important

REERELBSecurityPolicy-TLS13-1-1-FIPS-2023-04%1
{XELBSecurityPolicy-TLS13-1-0-FIPS-2023-042 7 7 #&AIBR. BAMAIIEH
FIPS140 3R {EMA FIPS Mz , B EM1AEERRFE NIST HFH TLS B EHER.

TRERT ATAMN FIPS Z2 K ZHH TLS MU ZEB,
S¥E : ZELBSecurityPolicy-BIREMNE £ REEITH R BE B FRh Ml R

il . Z2 KBS RELBSecurityPolicy-TLS13-1-2-FIPS-2023-043TLS13-1-2-
FIPS-2023-04,
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P0-220Z-Sd14-59y-Z-1-2LST1L

#0-2¢0¢-SdId-2-L-2LST1L

&
H
N &

TLS X

Protocol-
TLSv1

Protocol-

TLSv1.1

Protocol-

TLSv1.2

v

Protocol-

TLSv1.3

TLS %3

28_GCM_SH

TLS_AES_¥

A256

56_GCM_SH

TLS_AES_Z

A384

ECDHE-
ECD
SA-

AES128
-GCM-
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&
H
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SHA2
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RSA-
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ECD
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P0-220Z-Sd1d-¢¥*3-¢-L-2LS1L
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Z2K pt S s S 3 b3 Pt Pt
£ £ £ £ £ £ £ £
’ E' d " > iy A 2

F " 2 i

AES256- v v v v

GCM-

SHA384

AES256- v v v v

SH

A256

AES256- v v v

SHA

£/ CLI SIZ A FIPS KrEH HTTPS M85
HAE FIPS R KEEH A create-listener 88

ZRBIEAELBSecurityPolicy-TLS13-1-2-FIPS-2023-04% £ 5&K#E,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

5 CLI &R HTTPS {UTe3 LAER FIPS K
EEMFIP S KA MEH modify-listener i85

ZRBIEAELBSecurityPolicy-TLS13-1-2-FIPS-2023-04& £ &K,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0 \

--ssl-policy ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04
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£/ CLI EFBWREAN RS K

fF desc ribe-listener T S SR K ITESEL S EHarn.

aws elbv2 describe-listener \
--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

£/ CLI &%F FIPS X2 EKBHNEE

f¥iZdescribe-ssl-policiesin = 541 FIPS Z£ K —2EM,

ZRBIEAELBSecurityPolicy-TLS13-1-2-FIPS-2023-04Z& £ &Kk,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

FS
TRERT XHFH TLS MU TTAMN FS XIFN L2 KBHNEB,
5= : ZELBSecurityPolicy-BIREMNREREEITH K BE B FRb M BRo

il . Z2 KB R RELBSecurityPolicy-FS-2018-06FS-2018-06,

RER® X e 3 3 3 3
o o o) g o) o0
[ i ™ — — — —
W =) o o o O
0O & & o & o
v u ~ — [Ty
& & : - =
~ ~ A 7,
— — - L
7, W
L L
TLS i
Protocol- v v
TLSv1
Protocol- v v v
TLSv1.1
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B AR A EER

BEREE

Protocol-
TLSv1.2

TLS %5

ECDHE-
ECDSA-
AES128
-GCM-

SHA256

ECDHE-
RSA-
AES128-
GCM-
SHA256

ECDHE-
ECDSA-
AES128-
SHA256

ECDHE-
RSA-
AES128-S
HA256

Default

FS-1-2-Res-2020-10

<

FS-1-2-Res-2019-08

\

FS-1-2-2019-08

FS-1-1-2019-08

<

FS-2018-06

REE
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BEREE

ECDHE-
ECDSA-
AES128-
SHA

ECDHE-
RSA-
AES128-S
HA

ECDHE-
ECDSA-
AES256
-GCM-

SHA384

ECDHE-
RSA-
AES256-
GCM-
SHA384

ECDHE-
ECDSA-
AES256-
SHA384

Default

FS-1-2-Res-2020-10

FS-1-2-Res-2019-08

FS-1-2-2019-08

FS-1-1-2019-08

<

FS-2018-06

REE
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RSA-
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RSA-
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SHA
AES128- v
GCM-
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SHA
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RERR % q 2 2 & 2
15 ] o =) h o = 4]
— ~ = = = -
b - o o = o
o 5 5 o o N
i L ~ — 1
& & s - =
o~ ~ » »
‘_' ‘_' (T8 L
» W
L Lo
AES256- v
SHA256
AES256- v
SHA

5/ CLI SI2E A FS XHFH KA HTTPS M7
fF create-listener S5 FS ML RE—RMFER,

ZRfEAELBSecurityPolicy-FS-2018-06% £ Kk,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --port 443 \
--ssl-policy ELBSecurityPolicy-FS-2018-06

£/ CLI & HTTPS MUTes LA A FS XIFH KRS
& m odify-listener s S 54 FS X HMNLLRE—EFEM,

ZRfIfEAELBSecurityPolicy-FS-2018-06% £ Kk,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdefo \

--ssl-policy ELBSecurityPolicy-FS-2018-06

£/ CLI EFBWREAN T 2K

¥ desc ribe-listener &5 & 5/RAVE TR Bl &M arn,

aws elbv2 describe-listener \
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--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
Lload-balancer/abcdef01234567890/1234567890abcdef0

£/ CLI &EE FS XENRERKKNEE

FFiZdescribe-ssl-policiests T 5FA FS TIFMZ =R —EFEH,

ZRPIMERAELBSecurityPolicy-FS-2018-06% £ KK,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-FS-2018-06

TLS1.0-1.2
TRERT ATAM TLS 1.0-1.2 Z2REEXIFMW TLS HFIZRZ,
JEZ : ZELBSecurityPolicy-BIREMNR £ REEITH KBRS PRl BRo

R~ B2 FEMHERELBSecurityPolicy-TLS-1-2-Ext-2018-067TLS-1-2-
Ext-2018-06,

REE ~ 0 5 S 3
g b ~ = A
‘E E o o —
= o o o Q
— ~ — ™~
i > n Q
™~ |;_,.|L| [Fa —
: - : 4
v —
l—
TLS i
Protocol- v v
TLSv1
Protocol- v v v
TLSv1.1
Protocol- v v v v v
TLSv1.2
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BEREE

Default
TLS-1-2-Ext-2018-06
TLS-1-2-2017-01
TLS-1-1-2017-01
TLS-1-0-2015-04*

TLS %3

ECDHE-ECD Vv
SA-AES128
-GCM-SHA2

56

,\
«
«
«

ECDHE-RSA Vv v v v v
-AES128-G
CM-SHA256

ECDHE-ECD Vv v v v v
SA-AES128-
SHA256

ECDHE-RSA Vv v v v v
-AES128-S
HA256

ECDHE-ECD Vv v v v
SA-AES128-
SHA

ECDHE-RSA Vv v v v
-AES128-S
HA
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BEREE

Default
TLS-1-2-Ext-2018-06
TLS-1-2-2017-01
TLS-1-1-2017-01
TLS-1-0-2015-04*

ECDHE-ECD Vv
SA-AES256
-GCM-SHA3

84

,\
«
«
«

ECDHE-RSA Vv v v v v
-AES256-G
CM-SHA384

ECDHE-ECD Vv v v v v
SA-AES256-
SHA384

ECDHE-RSA Vv v v v v
-AES256-S
HA384

ECDHE-RSA Vv v v v
-AES256-S
HA

ECDHE-ECD Vv v v v
SA-AES256-
SHA

AES128-GC v v v v v
M-SHA256

AES128-SH v v v v v
A256
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ZREH = 9 5 > <
z = = = A
O D ) D 2
& N o hy
L“ o N ?
~ W % —
: 2 : g
4 B
l—
AES128-SH v v v v
A
AES256-GC v v v v v
M-SHA384
AES256-SH v v v v v
A256
AES256-SH v v v v
A
DES-CBC3- v
SHA

*BRIFBYBMZIFEE DES-CBC3-SHA 5 ( XR—MBEDL ) WAEF K , BNE ALK
B

£ CLI RIZEAEA TLS 1.0-1.2 FKBEHY HTTPS {mTEs
§¥ create-listener tF P S TLS 1.0-1.2 TENLZ KK —EFEH.

ZRPIMEFAELBSecurityPolicy-2016-08% 2 K,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-2016-08

5/ CLI & HTTPS i3 SAE A TLS 1.0-1.2 KB
& m odify-listener R E5EM TLS 1.0-1.2 THMNZ L FHE—BER,

REE
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ZRPIMERAELBSecurityPolicy-2016-08% 2 K,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0 \

--ssl-policy ELBSecurityPolicy-2016-08

£/ CLI EFBWREAN T 2K

¥ desc ribe-listener @7 & SREV S TR EE &M arn,

aws elbv2 describe-listener \
--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenexr/app/my-
Lload-balancer/abcdef01234567890/1234567890abcdef0

5/ CLIEE TLS 1.0-1.2 R FEHNEE

Rfizdescribe-ssl-policies@i & 5 TLS 1.0-1.2 XN L LRI —BEM,

ZRBIEAELBSecurityPolicy-2016-08% £ 5K,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-2016-08

W0 HTTPS AT 28

BhmTREER TMNEFIRERIABIERNNUMED , HARAMIUTHEANEEBRE, BX
EZEE , SR MTsHERE.,

FRFA

. BRI HTTPS IS , BAFUSTIEBNRL M, RSOEBEERIBRIES  RERZR
HEFBOER  BEESEREHIER. ARSESENESES Y SSLEENAERLS
B

. BEAKBEFIIRAMUFEAN  SAAFEETANERE. AXESELE , B350 R
4,

- BANESMINERERE - BRL , EREARELARTH - AR9ER. THERAS
ARSEBREAEA , LARBALLERETR ARSI ERO T EEA.
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New EC2 experience
ERRE AR HTTPS %38

1. B LA TMuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.
ESMERP |, EEAFIGER

R REITERR.

FEOUTERAMNGET = £ | &R I 2R,

MFHW w0, EF HTTPS AREKIAROAOREMAHK RO

(i) ERASHRIE , BESMRIET%FEER OpenlD 3% Amazon Cognito , iR ALAT
BROER. BXEZER , ESH FH Application Load Balancer ¥ iF i 7 & 13-

7. XIF Default actions (BRINRE) , BRITTHIREZ— -

o g A~ W b

« RRGBNA - ER-NMRSINENREXRIETNEIRE, BRMERE , HEEHM
Bird, MREASNIERE AN EBHALENEAEFAXREN A L. MREX
— MRS NMEREABRMYE  WATERAN LS RARHME,

. EREE URL - EEEFHERFEREEN URL, THUBEMTHRERILERIE -
# URI 58T+ L5 MAAS ES , REERE URL BT+ EWAZEN I, X
FRERD , BULUFEEREEN G (HTTP 302 ) KA (HTTP 301)

- REIEEWEA - EEFREEE EMBREFIREROBERB. I, EUEERNBTRENE
RIEX , BENTRLFEN.

8. WTZRELXM A6 BUWEKAFEABTNHELLREEE,
9. XFERIASSLTLSFEPH , UTEMAA :
« WRBEA Amazon Certificate Manager B2 S A TiEH |, iHEEMN ACM , REEIEFRIIE
FARERZIER,
« MRMEHIAMESATIES |, FEEM IAM |, REERFBIEBFIEFZIER,

- MREBBEESANIES , BEEMENKFEFRME ACM , BERESA , REIEERE 1AM,
FIEPEMRFTEPEMALERHER. EEBRRERAT , EHEEEIAERHXH (PEM 4H
BHXH ) AR, BIEREXH , EFHFEEAEERIERXH ( PEM HBHXH ) A
A, 7E Certificate Chain 1 , EFIH R MIEPEEXH ( PEM HIBHXH ) WAE , BRIEERE
ANREZRBUEPH AN RERERAEZIIERHIEE,

10. ("% ) EEAMEESHRIE , FEFEFRIEPLETEAEESBRIE (MTLS).

BRE , BIABNE TLS BN EE,

W0 HTTPS {iir 28 84
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MBS G E AR TIRIE

C BRUAERT  EPRES DN MOEETEES, EERUTH | WEF BR mILS i
B, ARE EPESEE TRH AEB0ES IR,

+ FE Trust Store T, SHIENEERME , UEH FRECER,

- MRLRIER FHEGEEW , FREGEEEEBMH. SSURIIEBMENMUEUR (7
% ) S 3URIERREIIRMNE,

1. EERE,

Old EC2 experience

EAERE &R HTTPS TS

1.

2

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERP , EEAFIGER.

IR RIS,

£ Listeners ( {lI¥r8s ) W+ £ , % Add listener ( RIMRFES ) o

NFHI : w0, EF HTTPS HRBER IR OHE B A Hfttix O,

(Hik ) ERIEAFHNED , XITF Default actions (BRINERME) , % Add action (FiNE
). Authenticate (F 3 RIE) HIRMEBERNER. BXEZEEL , BSH £ Application
Load Balancer ¥:iE i F° & 13-

¥t F Default actions (BRIANRE) , BHIT T HIEMEZ—
ERER , ARERFEBER4A,
RREER , AERM URL IRERB. BXEZER , BN EERERE,

EERROEEEL , REREMMAE, TENSOREENTENBNEY, BXES
=8, B2 N EEBAIRE,

3t F Security policy , RINEBINU R B4 A HELZ S KL,
I FERIA SSL/TLS iEH |, BHMITUTHREZ— .

- MR Amazon Certificate Manager SIS A TiE$H |, iFiEFER B ACM HEFIEH,
- WRFEA IAM £ TIEH |, MEIEFRMN IAM HEFIES,

10. EFEHM,

11.

(k) BENETRERAFENAELERNEMOUTRMAN | ESEFMAN,

W0 HTTPS {iir 28 85
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12. (WiE ) EARMAT SNI ThUIEB IR |, BS 6 FEBRINEUEH 55,

£/ Amazon CLI %h0 HTTPS {iiir s

5/ create-listener fi s O] B IUTESFERIAMN |, 5 create-rule A E L EZMITETMN,

Application Load Balancer HY451 U7 8841 M

NRYTESE LA AT E A B E SRR EREBE — AN RZANEFRE W B iR
SEAVBRER, —PREMREAR—ARSIMRMAR., EXESEL , H2H MRS,
ER

o FN REERT B2 M RATER,

s BERANMMBFIELLTRIEZ— : forward, redirect 5 fixed-response , # BEXM A EH
THRE—MEE

o BEANTTUBEUTREHRWNEEANE —1 : host-header, http-request-method, path-
pattern M source-ip , URATRHBEHRHNENHZA : http-header M query-string,

s BINRUGBRZAUEE=ANERFHER , SFANKZSAUEEEL N ERFRFE,

« forward BELFBERBHAEHBIRA, TR forward BEZH , BRIEBRAHQEFME
. BXEZER , ESH tIE B4,

AN AL
ST 12 R T B AT SUBRIASU | 3 T BAY S LA SR BR AR,
fE R A R AR

1. B AT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMERP  EERARBHGER.

3. ERNEHHRUEFHFEAER.

4, ERWTB[MMUETF L, BITUTE—RE -

a. JEFRPI : im0 5 E ARSI TR 1 4E B E,
EMMET+ L, EFERIMH,

EH TR AL 86
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B AR A EER

b.

R [ H A AN B T AT 8=

IEFREEMAN , RFIEFRMAN,

5. WHESHARE T HANEE—NEH  BREHFELEN.

ERMEMIRE | BB MEMIRZE A,
6. HEE Next( T—F ),
7. i%&# Add condition (FIN%&4).

o

ANI— NSNS

o EHRK - EXFENRK, B0 : *.example. com, EFEINAREFRM

&% 128 N7 FRDRPE, ATNFERR a-z. A-Z, 0-9; UTEKRZN - ; UKE
BRF(*M?)o

- BE-TENBE. flw: /item/* . EEBAURTFRG

RZ 128 N7, ROKRNE, RAUNFRHR a-z. A-Z, 0-9; ATEERFR : _-$/~"@:+ ;
& ; AR BEAF (*HM?).

o HTTP #RE - BN HTTP #R A%, BEWEIALRERME.

R 40 MFEF. ROKRNE, RAWNFRN A-Z, RERUTRERFR - TXFBERMT.

« JR IP - LA CIDR X E R IP bk EHEFINUREFSRM

B8t 723 IPv4 # IPv6 CIDR, FXIBEE,

« HTTP #53K - BASRKBHHARN— PRSI LRFRR, EEEINARESRA

» HTTP #RA B MNP ITE L E MR ER A IATEE,

RZ 40 MNFRF. FRDKRPE, RAFNFRHR a-z. A-Z, 0-9 MUTRHEFHR : “2-14$
%&'+.A_‘|~o ;f:ﬁﬁiﬁﬁﬂﬁo

o HTTP #5kfE - MAES HTTP HRAERTHLRNF RIS,

&% 128 N7, FRDRNPE, RATFNFRFR a-z. A-Z, 0-9; = ; LTRHHEFR : "4

%&'()+,.5#H=>@0N_{I}~- ; ARBEFF (*M?) o

- BENFHE -ETERNFFEINRENEBRBHER. EREINARERA.

vl

82 128 NEH. FROANE. AENEEN az. AZ, 09; UTREZHE : _-$~"@:

— - [ * FO 0\

$

3y o\ TH = ] o
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9. HEE Next( T—% ),
10. RENHANE LA TRIEZ— -

« RRGBA - ER-IMRSINENRERRIETNEIRE, BARMEIRE , HEEFME
. MREASNEHRE , FASNEFAEENEAETAXEKNBE L, IREN —E
ZANBERARARYE  NARERN £BRAARME,

- EEM@E URL-BEFFWBERFEEMBEIN URL, ATLUER M T AR TKLLIRE | £ URI &
DT~ ED B MABNES , HEETE URL BT F LR ATENI, N TRESRH , &
AL EE@AEE R IEET (HTTP 302 ) AKX (HTTP 301) .

- BREEEMELN - EHERMEER EMBRE P iREROEARE, il | BEIEE N BRI BB
EX , BEMNTRLEN.

11. i%iij::% Next ( _F_i ) o

12. EHMELSH | 7 1-50000 <z EEER MWL LR, BWIEMITIRA NIRRT 2 7 & HZE
Ho EFMYTERAMER S , SREVIUEH N A = 51 Fr 0 2 H N 89 KeH R &

13. &R Next ( T—F ),
14, EFHNFANEENFEFAGEMRE, NREFER , REQE,
£/ Amazon CLI 3 hn#iny

A create-rule s S RIEMN, FH describe-rules S EFEMRNNHERXELR,
mEAN

BRI BER BB N RV IR ER SR M. MUEMA LU BIAEN , Rt EEMMANEH —/NRERER , AR
ERA MU EBEREBAER, FAEERITHEREILTR,

EREE & mEAN

1. BELATMuLITFH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o
2. ESMERP , EFRAEGER.

3. ‘EAFIGESR.

4, EORBMMAUEDFE , HITUTE—BE

a. JEEWMIL : im0 FIF AT MITER A ¥ AE S W H,
i EANETFRRITERANBS | ERRREANNEIREH PR XA,
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ERRE  RARERREBEAN,
i. EANETFAOTEANE D F , ERERENAN,

EREE , REEEREAN
b. EFREHEHMANAMYTER.

EEREEAN , REERFHEBEAN,
5. REBUFHGNRE. TRBRERIRE. RMFESM RF4RIRE,
6. i%4% Save changes ( R1FE X )

£/ Amazon CLI 4wiEH N

£/ modify-rule @,
BT A NE R

AN RBAERIAF MNREEDZSE) TEN, KETFEBRIAGN, &7 B E RIERIAS N8
MLER. BFRERIRINANB L LR

5 A A ERAMR LR

1. B LLTMuLFTFF Amazon EC2 #2 &l & : https://console.aws.amazon.com/ec2/.
2. ESMERT , EFEARHEESE.

3. EBEAEITIHEEE.

4. HEMUTERMMAGET < £, HITATE—BRE

a. JEFEWIL : 3w O SN B Y TS BT T T 25 Y I 4R EOUE

i IERERE REEEREFREERNAML LR
i.  EMUETFARTSRANER S, ERRE  REEREFBEEANNLER.
b. EFMUTER,

EREEMN  REEEEFREENN WL LR

5. EMW=|MUEMoF , RERFIERIARANMLER. EERANKEXREITITF —MrBEFR ,
BRI EEFEEIZE.

6. NWERRBEFKEE , ERERFEX.
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B AR A EER

8 Amazon CLI EFH 4L 4

R set-rule-priorities o

) B

18 0] LABE B A BR 0T O 2R B9 FERRIAAL o B BEMI BRATYTBRAORRIAMN . &M BRI 2RES , L MIERE

KT R AL,
152 F 422 %1 & 1) R AL U

1. B LT MuEITFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,

2. ESMERT , REABGER.
3. EEAREIEER,
4. TEOUTSRMMNETF L AT TE—BRE -
a. IR : im0 AN B Y ST LT T T 2R A RS B RE

i EREMERATALN
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MREHF—KRHEA ACM = IAM EERES , MEFRS AU |, THKRE , REEES A,
RN IEUEH,

© N o a bk~ w0 Dbdh =

Old EC2 experience
EAREE & REBRMENER IR

BN LA T Mt 3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMERD , EENEIGHESR.

‘ENEIGERR.

T ERET -+ £ | EF I 5 O 5 AR IT FH T 2R M ¥ 4E B UHE .
FEIEHETF L | EBFINER,

XF ACM F IAM iE$ |, RFIEPHEFTEM T FLEEL,
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MNIBHERREZEENEFA KT REELANERNARFERS. FALINEER , Application Load
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(PCA) ( T ) NEFImETHHRIE , LAl UERA B4R E, Application Load Balancer % /= i ik
PEEEREFR , FHNARFAUUERXLEEEHTRN. B Application Load Balancer #
FANE TLS , BAIAFERACEINE , AETIEPHNRERENE. T ENREESHRIL,

R AR B9 BRRI N @ TLS R\ T LT H A TRIE X.509v3 % iwiE 5 AR I
AR AXHE X509v1 B FIRIEF,
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NEFHIEPHELEEBER. A, BIFEAFFRIERSE  SUUENARFPSIENN & 7%
IERTEB 4,

« Mm@ TLS WiF : HEFEANM@ TLS WIFEE , HHAFMEEFHE TLS EZAT , Application Load
Balancer £ A &P iHN1T X.509 FFiFiEH /KT,

EFFE R EE S N Application Load Balancer FEAXE TLS , BREENFMTESEE N EZ K
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- BIEFHNEEFE#AR.
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IEHEXR

NFATFNRE TLS SRS , NARFASOESIFUTRE -
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BANES, REFENMIIES | MARA EEEB B,
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NTEBEXTHNG TLS , NARFARSERER LTI,
X-Amzn-Mtls-Clientcert
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%3D%3D%0A----- END%2QCERTIFICATE----- %0A----- BEGIN%2@QCERTIFICATE-----
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X-Amzn-Mtls-Clientcert-Serial-Number

iR AEHERFISHN T A#ERTER,

HERARE -
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7. EERBIEBEEEM,

REEEFHEE
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XEERAZTRATERFEREXNME MBS,
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BIFAF BHNIERSABHEESREN , MENARFIUT ETHIILSBE,

XEFUATEARS
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Uf, FaceBook

- Bt W B, B SAML, OpenlD Connect (OIDC) 5 OAuth, i3 Amazon Cognito X 3%# F
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MREFHS OIDC %4H 1dP 5 Application Load Balancer —# 2/ , BHHITUTIRE :
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- AWHE IdP NAEFFEANTEEMD URL 2— ( TRENAFHERBM IdP NARERF ) , BEF
DNS B A 9#a=m1EE , CNAME R AEF# DNS 34 :
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EFEF .

- SIZAFMIE, BXEZELR , 5@ Amazon Cognito FF & A RIERSFE N A Pt ilig Ao

- BIFERMSEERASRE ID T, fla , BRINEE openid FHRE ID G , B
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MR EFE Application Load Balancer BIE A CloudFront 2B , BB AR TRE :

o BEBERIRL (2% ) -B4R CloudFront F2EFLT FHRIFMNERNME, X E#EESHDRIE
LENHENEFRMBEN, RE , A TEBSRASENBEXTXE , CloudFront 2 EHFMEET
LUfF time-to-live (TTL) EIRE RN £ & AR IE Cookie T H Z &I &,

- ERNFHERENET (£33 ) - BRAZGEREBHEER IP NAFHITEORIEMENEAR
FRESH

« Cookie ¥ % ( £33 ) -lRSGFIE B HRIE Cookie CloudFront 3 % Bl #1935,
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https://docs.amazonaws.cn/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.amazonaws.cn/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.amazonaws.cn/cognito/latest/developerguide/cognito-user-pools-domain.html
https://docs.amazonaws.cn/cognito/latest/developerguide/cognito-user-pools-configuring-federation-with-social-idp.html
https://docs.amazonaws.cn/cognito/latest/developerguide/cognito-user-pools-configuring-federation-with-saml-2-0-idp.html
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EERAF SHRIE

BEN—ANRSAMITEEAN G E R REREER - S BRI, HTTPS {IiTss X%

¥ authenticate-cognito # authenticate-oidc BEXE, EXENFERAOER
&2 # Elastic Load Balancing APl 2Z kx4 2015-12-01 AuthenticateOidcActionConfigH

A9 AuthenticateCognitoActionConfig#l

MBI ER2EEFFIKAIELTE Cookie MREFSMRIPIRES. ATHAFRSHRIEFE HTTPS T
W85 , EtiZ Cookie A4 B & secure B, Ik Cookie @& CORS ( BIRARHLE ) ERW
SameSite=None &%,

NTXFEIMFERUFFHFORIINNARFHAESER , EESORIERENSMITRAN
R EAHME—H Cookie B X AIARE /IR A MM FIEEN BIrA 2R AER IdP #ITEHK
iE,

Application Load Balancer % # URL 4&#3#) Cookie fE.

MIMBER T , SessionTimeout FRIREAN 7 B, MRFEEREN2E , IFQ2GENEKENEE 1
®. BXREZEER , BZH 2iEE,

MR ARFHIERIZE OnUnauthenticatedRequest FER, il :

- FEEAPEAERI ML SHERNNARR - XHERIAED authenticate X¥F, MRAFPKRE
F, MAaEgERLFEREEHD IIP BERAET A E P FRAAFEAEAFAEE S,

- NEBFAPRHEMUICUBRARERAFRUEANBHONARF - EXFHEBNNARE
FF, &M allow &1, MERAFEES , WARHEHSSREAFREHF BRNAREFITURHEAD
HAEHME. MRAFARER , AR ERETELABERMTREAFREH BERNAREFITUREEN
LB,

- BRIV MME —IXH JavaScript £TANARF-NREFEA Zdeny £ , MAREERFLEEE
FHBIEEEN AJAX HAIRE HTTP 401 REBRNNHEIR, B2, IRAFNESHRIEEER
B, eaNEFREERT IdP #XLHT Ko

FESE R MBS |dP S LT = (TokenEndpoint) M IdP AFEELK T =
(UserInfoEndpoint) B, RIUFAHHIHRNLTLAM VPC M ACL REAFEXLELIFT R
s IA R, BIEEH VPC AIELAE Internet, MREFE @AW EPH AEITESR , EEA NAT ML
BRAARYERRGRXELIFETR. BXEZEL , H5% Amazon VPC AF ISR NAT W<
EAtl,

EALLT create-rule T EERF 5HRIE,
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https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/API_AuthenticateOidcActionConfig.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/APIReference/API_AuthenticateCognitoActionConfig.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.amazonaws.cn/cli/latest/reference/elbv2/create-rule.html

Elastic Load Balancing NARFAEI9ESR

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattern,Values="/login" --actions file://actions.json

AR 2 actions.json X , ZXHIEE authenticate-oidc B¥EF forward #
{E, AuthenticationRequestExtraParams A &EE S G KIEH B NIANNSHEZIES IdP, &
RBRENFHREFRUNIEBERIFNTR

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
},

"OnUnauthenticatedRequest": "deny"

o
"Order": 1

"Type": "forward",

"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",

"Order": 2
]

THEREE authenticate-cognito B4R forward %M actions. json XK KA,

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
idll’

"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
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"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,

"Scope": "email",

"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"

1,
"OnUnauthenticatedRequest": "deny"
1,
"Order": 1
1,
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
]

BXE2EL , BSA TSN,
B HRIERE

THHMEER R Application Load Balancer 21fAIE /A OIDC Xt f F# 1T & 13 1 UE Y AT R 7R
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— D
_'_f_\-&\"“ - > «—i0— _LI

o
b
/—'

I \ " Target
e
NNy

Auth Token User-info
endpoint endpoint endpoint

THNESH , REERAMERE - TMEEPERHTE.

1.

©® N o o bk~ Ww

FAF @7 Application Load Balancer FEEERN ML RIA HTTPS K. HHEEEHHRIEERE
ALY R ET |, AT ERFIREE RIRL I H B RIESF Cookieo

R Cookie TFE , WAHHERLRASEEMDE IdP BRNKRT R , SME IdP AIXd P17
S ORIE.

RIEAFSMZE , IdP 2FEARNKERAF REAZGER,
RNETERXFUEBERABRIES IdP FELIRHT R,

EWBERWBRARTBE , IdP fF[ Application Load Balancer 124 ID 558115 [0 & k&,

#RJ5 , Application Load Balancer FiF RS EAXEFAFEELRT Ro

AFEELRT RZRAFFHNIER S,

Application Load Balancer ¥ 858 AWSELB &% iF«i% Cookie WA, EEMEIRH URI. BT
RLSEON B RZF Cookie RHEIN 4K K/, Rt AazigtaR B H 4K K/MHY Cookie B R ZD
Cookie. fIRM IdP EWKAFFBREMFRITENEXNES 11K F1 , MAZRSERemES
iWwIRE HTTP 500 5%} %18 ELBAuthUserClaimsSizeExceeded #§#x.

Application Load Balancer ¥iiE cookie AP E S5 K E| X-AMZN-0IDC-* HTTP $rkigEH
WBIR. BXEZER , 5N AFREERBENEERIE,
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10. B#rmE A Application Load Balancer % [E a5,
11. Application Load Balancer [&] F F° & 3% B 44 0 K7 o

BNHERBEALRA Z 11, MBEEFERVWELLSER 9 B 11, UHEWR , RE cookie HARTH ,
BINEEBRBMNLSR 9 T8,

AP IdP #THMRILE , 2EERFLAF 70 AWSALBAuthNonce cookie, XAAKERN ARRF
MEEELEFRE P WEE[IF ROV AR.

R IdP £ ID THEPRA T ERORF T WA ERFRERH A EL RS ER
RIFTERFAFRE  EEQEERE AP BIFT AW, MRAFEHE , BIEH XMt BRSO R
SFAFEEDE IdP XL R T R, XEARDEREBEAFETHERREE, BXRESEER
FSN 2EEN,

(® Note

Cookie SHAIE B RITLERHARRE, Cookie EXHIZ Cookie W—NEH , IREN 7 KXo
S RIE&iERSSBREKE B Application Load Balancer £ 3 & 31 iE ThAEEL B #Y & 15 B AT 1
Eo. WEEBREEEFHRIE cookie EH |, ZEHBEZIMER,

AP HREREMEE I

EABHERADRIEAFEHZE , ELFM IdP KB AP RIBRIES Bir. ARIERENA
PRIBLER , MENARFIUARIEZER ARIERERAFHHIERRIEN,.

MEIEESRIMELT HTTP 4Rk :
X-amzn-oidc-accesstoken

THART RPN HRTE (AXHER ).

x-amzn-oidc-identity
RAPEELRET RPN EBEFE (sub) (FAXHER ).

AR W FFHARRNAERFHRES E.

Xx-amzn-oidc-data

PP (JSON Web 1 (JWT) #&3 ) .
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HRSENAFFRE ID SETE. HESHAAFRFRENATFRRRSEER, MID SEEEN
FNEB U AP #THHRIE, Application Load Balancer X3 i 2 # 1T & B IRIL AT & 612 —NETHY
HESE , FENFHESENFREARARR , BEETa%ki®E ID SEER,

XETEER JWT KX, EFXR ID T, JWT AT E base64 URL mEDAVIRL, BRATEME
B, HERRESERFN. NABFAERBERMER ES256 ( £/ P-256 M SHA256 # ECDSA )
R IWT 8,

JWT #RA N EBUTFERE JSON R :

{

"alg": "algorithm",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",

"iss": "url",

"client": "client-id",

"exp": "expiration"
}

JWT AR - JSON MR , ZRNREEM IdP AR EERL T REBEWRNAFRE,

{

"sub": "1234567890",

"name": "name",

"email": "alias@example.com",
}

HTRBEEERFTEXNAFRRBENE , BLCHBERAEREBENEM HTTPS, MR EIRARENFEA
HTTP , B5AEAZE2ARFENFTERNRE, TEWEETRERITEARNZARIELES,
BIRIMAH , BN IWT R FIHREES ID AEACTMLET REKRL/H

WNFHE (ER) , WKW TAAR :
https://aws-elb-public-keys-prod-cn-north-1.s3.cn-north-1.amazonaws.com.cn/
AR RIS R T 30fA7E Python 3.x FIRENE4A ID. NMAFBRAE -

import jwt

RFRERBNEERE T
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import requests
impoxt base64
import json

# Step 1: Get the key id from IWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('."')[Q]
decoded_jwt_headexrs = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid']

# Step 2: Get the public key from regional endpoint

url = 'https://aws-elb-public-keys-prod-cn-north-1.s3.cn-noxth-1.amazonaws.com.cn/' +
kid

req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

BT RBIER T AMA7E Python 2.7 RIREXVEH ID, RANMBRAK :

import jwt
import requests
impoxrt base64
import json

# Step 1: Get the key id from JIWT headers (the kid field)
encoded_jwt headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid']

# Step 2: Get the public key from regional endpoint

url = 'https://aws-elb-public-keys-prod-cn-north-1.s3.cn-noxth-1.amazonaws.com.cn/' +
kid

req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

ArBRERBNLEERIT
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p= %=1

s XERHIFTSFENAFEASEPHEERIERITENE S,
- REES IWT BN ABRFARSERFARIESTEPIENERTTRE.
« Elastic Load Balancing S RIEBRIAATHE (IR ) #X, FXHHE (TE ) #X,

A

£ EREA

RIF SRS ERE — BT, WTAR

- MRAFRNETHRASEIHRE , UASSESNETAERN, NRAFE IdP ZAEED

MaE  WART2RTRAFENESR, BN, 2 FAFEEQTZERTE,

- MR |dP &iF# AT Application Load Balancer £i&#A , M A LERMEESIEEIAT EHME
o MR , |dP & A Z LI EE [ E Application Load Balancer, BB E— X4 ER
B, B E#HITEHREIS 2 WL,

- MR |dP £iFBZETHE T Application Load Balancer £iF# A , M| A~ AAUIR UL F &E
MEF. AFRERE , IdP 2FAFHRNABEEME Application Load Balancer , %J‘%Tﬁ@h
IERENERIBOFREHT , BERERBEE R,

- MRLFBRETFIHRSHIENEHE 1P AXERIF S , NARYESRANINRIIATFE—
EREZINEBN  2FULAFPBRER, AR, ClLtAFPBRER

- MRLSFENKTHRSEIEN B A P XERFTE , NAasSEsESR0n R A2 H
NRFHAS2E, XEFORIIESFENIRFRERME , ARBERS 2ULAFBRER

& inE FdE

BEFRMSMIE 156 DHANEIATREHRIEIE, MREFIRKREEE 15 2 HRFINTR I HRIE
MW EIk B ASITERM HTTP 401 £HiR. Toii B UMl kRt B AT,

fltn , R A @ Application Load Balancer iNEE X UH , MX4ME 15 27BN EXERIE, W
RAFSGHE 15 7HERNTHESHER , WASHESRTLIRE HTTP 401 #ixk. FAF A5
nH , AEBRERER,
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SHWit s

HPNARFREERELSORIENALN , RS ARIE21E Cookie WEIHARENRE N -1 HF
EFHREEGE IIP FHAHETR (MR 1P TH—MELETR ) . ABLEAFREEFEASHRN
Cookie , BN AHRITEREESENEI TR, MREFHNAFEIERFIRME T £1F Cookie (EF
SEIEMIG RIS EMIE NULL RIFTT ) , ARSESRERR dP , BEAFRENATERRE.

EFHAIHEBERARAKRLEMRINTTE. XEREECTEMNTEESHRIEA Application Load
Balancer RN S H -

- HEBHRAZEBERE , NARFYSIEFTE S B RIE cookie BEIHARTEIZE RN -1, Application Load
Balancer X#F& K 16K B Cookie , Rtk & ZAILABIE 4 N9 F RIZLEEF i
- MR 1P EFFHART R , ENZRKEEEDME IdP FHLiwT K, Hl70 Amazon Cognito FF

BEAREEPIEFAEHLRT S

- MR P EEFHAFRTR , BRUREEFFHIHEINE , HEFBHEIIRE,

- BRiZ IdP EEFHART R , IdP AAEHFRSEMRBFSEIE , ANAFEERAREFRIEHE
FHo

- BEREREBFERRSHRIERE,

HTTP #x3kH Application Load Balancer

HTTP &3R# HTTP W FERARAFREAEE X HTTP HEMNEE. HTTP #FRLk2 B3R, FRLF
BABS7RHBMMEN , EMEX ZBEHEZESR (CR) FMIRITHR (LF) #1759, RFC 2616 E54%
KHPENTHE HTTP iRAFRE, WARENARF ZEAN BRI ERA HTTP 45k, ¥
LEIEFRE HTTP $rk BEH X-Forwarded BI%k., Application Load Balancer 3z~ X-Forwarded

PRk,
BXx HTTP EEMNEZER |, 155 H Elastic Load Balancing i PRI E R H.

X-Forwarded #r3k

» X-Forwarded-For

» X-Forwarded-Proto

» X-Forwarded-Port
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https://docs.amazonaws.cn/cognito/latest/developerguide/logout-endpoint.html
https://datatracker.ietf.org/doc/html/rfc2616
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https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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X-Forwarded-For

FEEBER HTTP = HTTPS R 9#888T , X-Forwarded-For ERFrL A HBHRIRFIE IR IP it
i, HFARSERCELBEFAHANRSEZENRE , HENRSSHEHR AEPRIMNTEARGE
BHIP tut, EEEEF KM IP itk , A routing. http.xff_header_processing.mode
Bit. EBLEY , ZUNUENARFARSIERTERRATERFRZIBHR. REJBHR HTTP &
KA H X-Forwarded-For #rk. WLEMMWAIBEEN append. preserve Ml remove, LLEMRYER
IAME R append,

Append

RINBERT , NARFHEYEERAT X-Forwarded-For BRFRAFEFEEEFF RN IP it | HF

ZARAE B BB IRS S, R X-Forwarded-For BERRARBEERRIERD , MAFHEESS
Bl —NAZ PR IP it ERERENTL, BN , ARSERX/E /U IP bR MEIM AR
RIEFZARKE R BB RS S, X-Forwarded-For ERIFLTREREZNLET 2N IP Hbit,

BEIHMUREERALXBERNES R IP i, REE2EMNEPWEMFERERIRF,

X-Forwarded-For BRFRARAUTER :
X-Forwarded-For: client-ip-address
THER IP it 203.0.113.7 HEFimH X-Forwarded-For #ER#RLHRHI,

X-Forwarded-For: 203.0.113.7

THE=R IPv6 #1314 X-Forwarded-For MIEF %A 2001 :DB8: : 21f:5bff:febf:ce22:8a2e ik
SRERKLBY 7RI,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e
EARYESR EEAEFiRmOMREZEMY (routing.http.xff_client_port.enabled) /&, X-
Forwarded-For i&R¥rkBEMINE] client-ip-address B client-port-number ( AE B %
fB)o. REMRLARAUATER :

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number
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FF IPv6 , EEE , YAFHYEEN client-ip-address MIMBIFAHRLE |, &F bt RAEFH I

%WO

THER IPv4 #h3th 12.34.56.78, w51 8080 WEFiwHY X-Forwarded-For i&R¥rk KA,
X-Forwarded-For: 12.34.56.78:8080

THER IPv6 #hit 2001 :db8:85a3:8d3:1319:8a2e:370:7348, OS5 8080 HIE FimAY X-
Forwarded-For i&R#rL RHBl,

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

BMEFN preserve EXSBREN HTTP BREIZZI B2 I A 2UEMA X HITIEREFH X-
Forwarded-For #5k,

i BR

BHEHH remove BXAEN HTTP BERAEF BIR2 oI BBREHH X-Forwarded-For #rk,

@ Note
MREFATEFmEOREEM ( routing.http.xff_client_port.enabled) ,
BEtE RN routing.http.xff_header_processing.mode B#i£E T preserve &
remove , MNABEFARIGENEEET M inm OREEME. ©2% X-Forwarded-For #r
IREBAE  IERFBLEFENENGEHBRR , AEEBERKEE B

LIEIER append. preserve ¥ remove X B FRFUEIM X-Forwarded-For ARk R T
®o HMPIP , KI5 —BEHY IP it 127.0.0.1,

B R#ER IE R append &= preserve X  remove #EIXF
iy XFF Fi) XFF iy XFF

RIEFERMRE  GET / X-Forward =& FFHE

XFF #5k index.ht ed-For:

ml HTTP/1.1 127.0.0.1
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B AR A EER

HRE R

FRERINEE
— A XFF 453k
— MBI P it
ko

FEBERHAE
— A XFF #5347
SANEP P iy
bt

New EC2 experience

RpIE R

Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4,
127.0.0.8

append &3
9 XFF

X-Forward
ed-For:
127.0.0.4,
127.0.0.1

X-Forward
ed-For:
127.0.0.4,
127.0.0.8,
127.0.0.1

EREZEH A SR, REHBER X-Forwarded-For #rk

preserve 3

Y XFF

X-Forward
ed-For:
127.0.0.4

X-Forward
ed-For:
127.0.0.4,
127.0.0.8

remove & H
#y XFF

T

TEE

1. BEUTMUEITHF Amazon EC2 ##l& : https://console.aws.amazon.com/ec2/,

HESMERT , ERNEGER,

2
3. EEREEESR,

4. ERMZEIFLE , EREE.
5. EREEERSINBIESLET , T X-Forwarded-For #rsk , @EZFH ( BRIN ) . REBZB

B/i\ [}

6. ERFRFER.

X-Forwarded-For
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Old EC2 experience
EREHEHAESR,. REFLBER X-Forwarded-For #73k

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMERD , ERENEITER.

RS ERR.

EEMEI+ L | &ERE.

X4 F X-Forwarded-For #73k | &M ( BUIAE ) . REBZMIBR.

ERRFER.

2 e

5/ Amazon CLI &2k, RB =L BBR X-Forwarded-For ¥rk

FRA®Arouting. http.xff_header_processing.mode® M/ modify-load-balancer-
attributes @ o

X-Forwarded-Proto

X-Forwarded-Proto & R¥r3k A& By IR BI B P ik S AR S E e E ZN TR ML (HTTP =
HTTPS), MRS REF BENBEERFENARKSIER 2BEANDN ; FERAXTERF
mM A ERZBEANDUZER. NFHMERTFiRMARIERZEERNMIN, FA X-
Forwarded-Proto #&R#5#8, Elastic Load Balancing &% X-Forwarded-Proto & R#Rk 176
EPimMaEI9Ess B ERNN , HERLEAR T ZHNRSES.

RN AREFS ML AT AEAFM#E X-Forwarded-Proto EXRFLPNIHICRENEREQME AR
URL Y8 RZ,

X-Forwarded-Proto #HRFLRKAUTER :
X-Forwarded-Proto: originatingProtocol

LT RBIZELHTTPS BEREXIRBE R imAIE R X-Forwarded-Proto ifR#Rk :
X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port ¥R#rk Al & BRI B - i S8R A B D T SR i 2t AT A RY B ARk O o
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{000 B3 FNFL N AR 5

PRE T H BRI B B XU RMANFIT DK Hlan , B LRAR, A ESHINEN RIRRN
R,

A LA M B AL AR I Z AR . MUY 2R MM B9 PR 8 A UR ME— Y. X TR MAVARE |
MREHFHNREELEMNUITBRANMANRE , ©FERZIRENE.

FA SRR I AT LU B BR o
BR 1

- BNRBOFREH LR - 50

. RAZFAKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode 2%

- RERNEX 2 KNE, ATFERANFRIETA UTF-8 BXRTHNFR, ZRNHEF , URUT
BHRFRF: +-=0 _1/@. BTEFEANSZERIERZE,

« BFAERZEBMBERER aws: BIR , BAETEN Amazon ERTIE, BT E4wE M BRH LB
BWREEMNHE, EFLINBHNRET T AN ERVFEHRF,

EHT T BRI AR

{5 42 & B UT 2R AV PR

1. BEUTMUEITHF Amazon EC2 ##I& : https://console.aws.amazon.com/ec2/,
2. ESMERLNAREET , EFRAEEHESR.

3. EBRTGELEENMNMNTSEMNATIERNEY , MTAHFEAEENH,

4, ERWTB[MMUETF L, BITUTE—BRE -

a. EFRPI : im0 5 E SCARBT TR 1 41E B E,

EMRZSIETNF L, EREERL,
b. EBREFEHHRLEMMYTER.

BEREEMTE  AERREERL,
c. TEMRFRTFL |, LBFEIRE S A HY A BT T 0y 25 1% 415 5 T o

EEREERE,

EHRE 119
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5.

6.

HEEBERENEL , T T IR S TR

a. EEFHRX , FHENERAHRE,

b. ERIRZ , BRFBRFNFFFRL  RENENERAE
c. EMBRIRZ , FWIRFRZZLAIMER.

EHEnER , BRREFEER.

£/ Amazon CLI EF IS MFRE

£/ add-tags # remove-tags W Ho
ERANFRZ

{5 P2 51 & ER AN B AR

1.

2
3.
4

BN LA T ML 3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMBER LENAEHDET , ERAFHEESR.
EROSLEEFHHANNASIERNES , LUTARFAFENHE,

EMYrER MMNER -~ L, ¥ TEEMEEFRANNMOTES | EFHIL : 30559 TA T TN
ITERAY I AE R UE

EMTRFAGEEREL , T TREZ—

a. EERBIMREIRI AT A AN FERES TE.

EANFAEEREL , EREERL,
b. NTEEHAMM , EEFRZEFIRIA,

EHREHEHRHEOPEREERRL,
EEERERNE L , JUTU T —IRSTURF :

a. EEFMHRZL , FHRBNERAFE.

b. BARMIRE , BRBERNFTL  RRABNERAE,
c. ZEMBRIFRZ | FERFBRZZLAIMIBR.

EHMEnER  BRREFER.

£/ Amazon CLI EFHMMAIRZ
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£/ add-tags # remove-tags 8 Ho

fiBR Application Load Balancer B9{51%7 25

AT LABEET I BRATATBE . HAEMIRR AR E RN , L MR EHWFTE TR,
New EC2 experience
52 PR 2 1 & A BR (T 7 25

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

2. ESMBE®RP , BEAFHESR.

3. EBEAZIGHESE.

4. FEMUTERFMMNET R £, EPRITEEX R EIEE  ARKOEREEMUTEE. MIBRMIT
2o

5 MRIBFRHBITEIA, WA confirm , HiEZHIER,

Old EC2 experience
{52 A 422 51 &5 M BR {0 AT 2%

BN LA T M HE3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERD , EERNEGESR.

RS ERR.

FEOTERAMALED + £ | EPOUTESRN NN EEE , REHROERERE,. BRI
MERRHFTEIA , WA confirm , FHiIEFMER,

o k~ w0 bh =

£/ Amazon CLI il BR 151 ¥ 25

£ A delete-listener 8o
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Application Load Balancer #Y B #742

BRI A IS D WA O S RE BN BUE A B4 , B30 EC2 . BALBSA B 4R4
M- B BTUNESBRARBETRRRE, HEMABHFA (CREANRSEBHRT
BANIEEN) WAERRL  ATETRARE.

BENMNEFASATHERBRE —IRZS/NEEMHVER. ELRE MU , TIEE B R4
MEH. BREANZHEN , RESKRAFMENNEBERA. SN TEEENERVIETEN B IR4H,

Bl , A—RERVNE—NERFE , "NNABEFNHESEREEMBERA., SAUFENBRAN
SE—1MagyER—2FERl, BXxEZEL |, 55 M Application Load Balancer 4A4F,

ZETENERAENABHERNETRIRERE. SMNEFASERARAETRARERE | K
LR EB AN HBSREENEH#TER. EOTHANPEE—NBERLR , ARTESIN
BEGREEMBZEMENAE R (XEBFRNTENAREEREANTRAXF) BHETRR.
AR ERFERE A ERZTHEEME R

Bx

- BHES

- Target type

o IP bR A

o PARAR

- EXEME

- BREABEM

- BHEEE

- B3 BHRRE (ATW)

- BUBEMIER

- BRFER

- BIZBRE

- BREANEITREARE

- BFRENBTRRXARSE

o BFRAEZITIRR

- @& BRAEM B R

+ Application Load Balancer By ¥5 4 £ 1&
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 Lambda BB B #x

- AT EREANEE

- HiBR B AR4

B F B IS

MINBRT , AR ERIEREECEERANEENDNROSFEREHIEBIR. A, &
ANBEENBEME BFRAN AT RORERB S BHFRE,

BARAZF T AR A -

o WX : HTTP, HTTPS

« ¥wH : 1-65535

MRBRAERE T HTTPS MR HTTPS ETIRIREE |, M TLS M B #7527 BV E BR £ A
ELBSecurityPolicy-2016-08 REEHFMZLRE, ARBER/ERALEBHFRLLZENIERER
PREEM TLS iE#, AHEEHRAIRIEXEIES. FHit , EUUERAELRIEPHELHWIESR, BT
NEHEHEREEBFRATELNMRAR (VPC) 7, Rt AREERE B ir B RENERE IR
ITHORIE , REMERIR EAERTR , B LEIE man-in-the-middle A HRIRA R, BT HY
REBAmazonfHR BRFENRY , TRRFERNIFANERRE -SRI RE.

Target type

IR BERAR | IBEEBARKE | HRBEGEESRE @ L B AREEM B R ER B AR RE, 6B
ASE R EERHBARRE,

LT RAeERy B AR -
instance

XL HPRBE R ID IBE,
ip

BFfR2 IP #biit,
lambda

B#r2 Lambda E#.
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HERRER ip i, BALUEERBELT CIDR Rz —# IP it :

- BFRAR VPC BTN

- 10.0.0.0/8 (RFC 1918)

- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

/A Important
TREFETE AT N TTER ERY IP ik

B LAERA B SR CIDR 3 |, [ B4 EMU T B#F

s B FERFESEEE VPC WEHW VPC (TR —XEHFRXE ) #,
- AEX IP Mk Fis O S uEEY Amazon BIR ( S0, BIERE )
« @iI Amazon Direct Connect 5 Site-to-Site VPN #1455 %] Amazon AR &,

® Note
X FHBEAN G XERNNNARFARGESR , ip BHRLAN T B — DA X 3 se i 0R
B,

EXEZER , 2 42 Amazon Local Zones ?

MRERAEH ID EBEEW , WEAKFNEMEZOPEENELS P BILRFRERKRB KA, W
REM P #utiEE B , WA AERARE - MRS MNEEOWEALE IP HIRRER B RIS,
RXE-—NKG LSRN RARFAIUAERR —RO, SIMNEEOBAUEECHETL4E,

MR EFRARN BFREENRN lambda , MALEMREA Lambda B, ZHAFHGHEFWE Lambda &
B iERet , ©E21BA Lambda B, EXEZEE |, 50 Lambda EEEN B #7,

& A LU Amazon Elastic Container Service ( Amazon ECS ) BELE N M ARF AF Y E [ B Fr.
BEXREZER , B2 (IR RMRRRSAFER) 71 ClENARERFAFITESR" Amazon

Fargate,
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IP byt 28 B

Sl BARART , ALUAEBFRAR IP ik RE, It IP it R FIA T EBEHRBTEEHAREREITR
LY IP RS,

Application Load Balancer 1% IPv4 1 IPv6 B#r4H. ERINIEER IPv4,
EEEWM

- BARARHHAE IP it HNMEEHERR IP thubKH, fltn , BFTEm IPve B4 EM IPv4 B
FRo

- IPv6 BFRA REEA T dualstack g9 #EES,
« IPv6 BFRAXIF IP FISEHISEE B ¥R,

ZIRRTEN

BRIAER T , Application Load Balancer £ HTTP/1.1 [A B AR REE R 487 LUBI il i 2 48
HTTP/2 = gRPC [ B #r K iER,

THRLCE T ERDPIA B AP NIRAE S

B SR AR R SR

HTTP/1.1 HTTP/1.1 R

HTTP/2 HTTP/1.1 R

gRPC HTTP/1.1 iR

HTTP/1.1 HTTP/2 iR

HTTP/2 HTTP/2 R

gRPC HTTP/2 MR BRI grPC , WA
HTTP/1.1 gRPC iR

HTTP/2 gRPC M POST #R , MR
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B RPMY SRR AR gR
gRPC gRPC B Zh

gRPC i MRAR EZEIM

o ME—ZRFRNITRR AR HTTPS,

o WEUTERANIME — RIS IRERE R forward.

c ME—XEFMWERERER instance M ipo

o MEISERENT gRPC BRHABRBEEFZT. RSMA AR gRPC AR B BIMAR BIr4E,
- MESERXIE—T. FREREE, RS RRE AR X @R ER,

o BAIRMEENN /package.service/method KB EXETRARES %,

- EREXREBERNRIIMMER , BHAIEE gRPC RESRTE,

o TEEFF Lambda EEAE B #ro

HTTP/2 th MR A< B BB

o ME—STRFRVNITRR AR HTTPS,

o YEUTERALIME — N BRMAERER forward,

« M—XEFWEREKER instance M ipo

- AEPERIENEFERDAZH. ARGERFIHFRNEZHE B R

&£ B #R

EHABEERTIATFRNE—ZMQ  FEEEEETHNEEIMERDREARE, LA FEN
BREME — RSB IRA A,

MRNMARFEREM , BANE—NRSPERAIMEMBFUERTRZER. RAEEMIREEK
HEEMH EHRESHBESTRARE , ARBERH ST B EREHEL B R

MRNARFERBLORELEFTEN BIMERRS , S UMNBFRABUEEM B AR, BUBEM BFRRMN
BArATMBRE R , EF2WER. BUEIMENBRGE , AFBE R AEEFEREHEEZE
Pro BFRREEA draining RS , EERTHRERTK. EEER T B RASSRKERN , AJHE
R B PROEME B ARE
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MREBEI LA ID KEMEFR , WA SAFAEITE SRS Auto Scaling A—RIEA. F—1BirEEE
#l Auto Scaling /5 , Auto Scaling E/23) BN 2N E@ZBHREEMBIR. EXEZELR , S
%] Amazon EC2 Auto Scaling A P35 R S 985535 Auto Scaling 4,

BR 51

« BIEER— VPC HiEM B —4 Application Load Balancer B9 IP #zit, #0128 % —~4 Application
Load Balancer {4 T 5/ #19%88 VPC &K VPC &, M AT LUEME IP b,

o MEXFINTFEREITESE VPC NEW VPC (N TRI—XEHFREXE ) A, WAsEAES ID
X LS5, RTLAFR IP bk 5+ X LE S 461,

BirdEM
MRBFRAZEBN instance T ip , MZHFUATEFRABENY
deregistration_delay.timeout_seconds

Elastic Load Balancing EBUEEM BAR 28I ZFFN AT EE, SBER 0-3600 ¥, ERIAEF 300 #,
load_balancing.algorithm. type
NEHEE EBEERBIFERN , AROEHRUOMERE B IR, ZE

Fround_robinleast_outstanding_requests. Hweighted_random., ERIAEN
round_robin,.

load_balancing.algorithm.anomaly_mitigation

NFEFER Tload_balancing.algorithm.typeMAweighted_random. R RREBBHATRE
ZERINEE, ZMEN on B offo. BIAA of fo

load_balancing.cross_zone.enabled

ETRABRATEXEMH9E, ZEN true, false
use_load_balancer_configuration., BRIk} use_load_balancer_configuration,

slow_start.duration_seconds

— MR (B) , EUHIR |, ARSERSEA BRANREN SR IO FAIESLFEM B
PRo SEEJ 30-900 # (15 74#). MINMEN 0¥ (BEEHA).

stickiness.enabled

ERREESAMMNSE, ZERN true & false. BiAA falseo
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stickiness.app_cookie.cookie_name

MR Cookie W&, BRFTERF Cookie BMTEEEBLLTAIZR : AWSALB, AWSALBAPP, =
AWSALBTG ; BT R B AR M EISERER,

stickiness.app_cookie.duration_seconds

HETRARFN Cookie BXMHE (UM REMN ) ., 2FXNEREE , Cookie BT H, H/MEN 1
¥, &RAXERNT7 X (604800 #), BERIAEN 1 X (86400 #),

stickiness.lb_cookie.duration_seconds

ETIFEATEM Cookie B ( AW NEML ) o EWXNERHSE , Cookie BT H, &/IMEN 1
¥, |&KERN 7 X (604800 ¥). BRIAEN 1 X (86400 B).

stickiness.type

MMERER, TJEEMVERN 1b_cookie F app_cookie,

target_group_health.dns_failover.minimum_healthy_targets.count

BHFUETIRR RIFH BARE TR, MRSTRARFHBERHREETILE , F7% DNS %KX
BAMEAETRATE , MEREMNBHESTRRLRFHIXE, AIENER off 1 FBERKE
ERRZBEBEE, 2§ off B, DNS BERBWER , XEWESN B IRAEIRI N DNS HIEHK
BT, BRIA A 1.

target_group_health.dns_failover.minimum_healthy_targets.percentage

HHFETRARFNBEIRREE S L. IRETRXRRIFHBERE D LLETILE , 157 DNS
ZXERIEASTRRTME , LEREBMNEAISTRRREFNXE, TRENER off , HERM
1 ERABIRBOER. = off B , DNS HEHRBHEA , XEWREEBrEEIMM# DNS
HEERBMETTE. AR 1,

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count

MFUETRRRIFHBERHE TR, MRETRARFHERKERTIE  NWFRERESIRE

B (2REESTRATENER ) . SEEN 1 EHRBRELR, BIA N 1.
target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage

HFETRARFHBERREE L. IRESTRARFHVBERBEDLETIE , WFFRERE

BB ( B2REETRRATNENEIR ) o AIERAEN of f HE 1 2 100 2 AMNEHK. FKINMEN

off,

MRBEARARERN lambda , MXFUT BIFARMYE
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lambda.multi_value_headers.enabled

FEREAHRYESR Lambda MBI Z B RN IBER M NIRLEEESERNEZRFEHOHRA, TEN
R true = false, BINERN false. BEXEZEER |, 5N ZEFXL,

BREEE

PR EER NBIIERTREMLE B HEBGERERN T E. MANBERT , BARBBEEEATER
AR HEER. REEHEARFNER , EUUERRTREDVERMMNBENBEBHEE, —
MNERA-RARE—INEMNEBAREE , BRUUNEFENEMBEHE L.

MRBERMESE , NN ERBAEENA TG BRER. REF-FFIHNRRERFEIEEN
BREAEE , BREE -1 B

(RS S

- ERBEEBEERRINTFEBRAPHNEEE R BE S HER,

« HRFIVERAEZRMEAL, EMHBERNLERIEURECFTEEBRZAFE S EERN |, B
EEMLEE,

RDARFTEKIFR
« RERFRKZDHEEHE L EREHILERFRBZDH B R0
- HBRFMNFERNEREETEE, T EHFHLERITREN , BEEAXHEE,

o YXFHTTP2 MABSERERXZRF HTTP/1.1 HEREN , ESNBERBRBRANSZSANHTTPA.1 B
Ro BREEF , REKBERFLNEEZLXFEN HTTP2 HRMA ZMER,

« EABES WebSockets , RERARTHRERBRKDERERFBIR. &RE , ABGEHRFUEEB RN
E , HESZERREREHER.

« FUAEBBERFPDHNBHEETEATEERIERK.

HOAXBEAL

o DR BEALES B E R R BEALIR R 15 R G S b 8% B ) B AR B PRV BB B R
- ZEEXFAFBEIRNE (ATW) REEHE,
« IR EEALEE B EE T REA T8RRI ERK.
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& B EREmEE

&R LARERHE oK B PR BV BR R EOE

New EC2 experience
ERAMEH A SRR HEE

1. BILATMuLFTFF Amazon EC2 #%|#& : https://console.aws.amazon.com/ec2/o
2. ESMEBERLNARHEET , EEEHF4A.

3. BEEBHRANBMUITARFMAEERE.

4. EENBEARBRENEMHEDFL  &ERE.

5

EREEMABRMENHNRERESN WA FEREZET | BEER. FPREXNFTREK
= I BE AL,

6. ERFREFER.

Old EC2 experience
ARSI A ESEREE

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. HESMBERK LK LOAD BALANCING (fagt5#) T , 1% Target Groups (B #54).
3. EFEBEWR4A,

4. 7f Description &I+t , %% Edit attributes,

5

£ Edit attributes (4r%8E 1) WA L , X¥F Load balancing algorithm (B # &%) | %%
Round robin (¥1f]) 5} Least outstanding requests (&2 KEKIER) , RFIER Save (R1F).

£/ Amazon CLI {838 R E

EA™ A load_balancing.algorithm. type/& M modify-target-group-attributes @i o

B3 BHRNE (ATW)

B3 B E ATW) 2SS ZEEITNARFNER , RUBAENERRE , IRE. ATW B ET
K BIERERN RSB HE BIRRE.

B BARAR B EE 130


https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-target-group-attributes.html

Elastic Load Balancing NARFAEI9ESR
B3 BARIE (ATW) 2 B3I &K F S Application Load Balancer TR ER N, Y XUFRE
BAreY , ATW AL EHZHBI RO EBEANRERREECH] , SEMAREER, ATW TEMRILR
BSfm , MBAREMRSENBIRNKER , ANSAREMEEKBIRANKKRE,

AEEM

- FERNB ALK ERE BARH HTTP 5xx MNARBUAREBRNEZEHE, RFERMNBALTFE
WA, ToEXRA,

« £ Lambda €8 B#RET , RXEF ATW,

FRERN

ATW RERANSEMEFARALEBIRAPHEMBIRMTHRAERENER. XEREVNNIRE , B8
BR-—MEFNREESESEREATEMEFNIRZEE D LHTHBRRBEN. XEHFIREATEIE
BEIR , WA BERHTTPHIRNAE, Rt , RELRETEBRZNENREANRE,

FRERMNERBFEAFZETLE=ZANEEE . YEIRIMBEREAR , EMXMEBEETIRARESBE
FHREZBVRE, —BBHRERER  ATW RAFREUBERHBEAMTRELER, X TRERENWE
R, REERN, notmlXNTEEREWNEIR , REE RN, anomalous

ATW RERNIEN T EHFRHEEANRERE., B BEIMAERANRERE , BRTHIREH
B, PEBEFERIRE. BERENRET2EWEBFANBRRRERS.

FERNRE

ATW BFZ£ A M EX BIRRITHRERMAIRES. B LAEAAmazon Web Services Management
ConsoleZkfE it & F % 5k ZAmazon CLI,

EFEARHEEERERIRE , BIITUTERE

1. B L TMuLFTFF Amazon EC2 ###]& : https://console.aws.amazon.com/ec2/o
2. ESMBERLNARBGET , EEEHFRA.

3. BEEBHRANBMUITAEFRAEERE.

4. HEEHAFHAGERERNEL , R BRI+,

5. HEEEMEHRKRT , EUUERERVERIPEFSNMNEFNRERS

MRARMBFE , WERN. normal
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WRENME|IZFE , MERN, anomalous

EEERERNLER |, B A Amazon CLI

EANInclude.member . NJE B 1IR & J M describe-target-health@i S AnomalyDetection,

REEHE

/A Important
ATW B 5% 5% 8 Th Be X 7E &£ A AR BEHLES Bf BOARS AT Ao

ATW REEZ#EITIE2 B FRENTEEBRGIE | ittt EHLIRKE,
EERAAE

« ATW 2 EHAZRAIREERNRER, Mo, BENESEW -,
- ATW HBHBIREBNRERLINTREEEMENREE.,

s FTEHERNARENENRTZHEEZSHNRERATIC)] , ERCNSEBRAFNWEMIEE BFRAE
BEKFE,

TR ATW REEME I
BRABER T B R R

EFBREEREYRE , FRITUTRE

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLEHNARHEET , EFBHRE
EFEBFANBMRUITTRFAFEENE,

EEARBRAFRRENEMENF L , EREE.
ERBEMEARMTEHNREREDINARFHELET , BRESEFNEN.

o M w0 bhd =

AR RYDEEMNBENEERN | RERNBINL TIFERE
6. E‘REEHE T A6 BREP TEREER
7. ERFREFEER.
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EFESHEEMINGE , HFEA Amazon CLI

FA®Hload_balancing.algorithm.anomaly_mitigation/& &I modify-target-group-
attributes®if o

REEERS

B ATW X BRIITE RIS |, &E8 0] LABEAY £ | Amazon Web Services Management Console
Amazon CLIEE HaI'R %o

EFEARFAEERBEARST , BITUTERE

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
2. ESMERLNAREE T , EFAHFR4A.

3. ERBAWNANEMUITTREFAEGEERE.

4. EEHAFHAEFEEREL , EFBHRETF,

5. HEFMBEHRKD , BANUE “BRER JHEEES N BFNREZRFRS

MREBARERTH , MRS Hyes.

MREMEFERTH , WREHFno,

EEEREEMRRS , BEH Amazon CLI

FAFInclude. member . NJE 4B 1% B H W describe-target-health@s S AnomalyDetection,

HUHEMEER

Elastic Load Balancing & L 318 5R & X | E EBUEEMEY B #5. BRIABR T , Elastic Load Balancing
EEBUHAEMSERERAI2EF 300 , XETERAN BN #HTHNER, EE X Elastic Load
Balancing /Y AT(E , B EHBUE EMIERE,

BUEEMEY B iR AR draining. HS(ﬁ&ﬂﬂLJE LRE , BUEEMERERER , BRI TR
unused., MR B#F=2E Auto Scaling HKY— , AU H AL ISR BEIR,

MEREBUEEME BFRgE#HITHRNER B EESNER |, Nl Elastic Load Balancing ¥ 37 B 52 B BX
SEEMERE ﬁﬁ’f'%f?fﬂi/ﬁ/iﬂﬂi_ﬂ tR, B2 , IFEERIHEER , BN RBtELERN
draining , EEFHIEREN RS, BRHIREHE , BARHEERRF unused RS
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MR EEBUHEME B R EBUHEMIE & RATL LLERE | BT/ iR E 500 K& IRE R,

New EC2 experience
EAFTHY EC2 AR EXTTHIIRE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ESMERELNARBEET , EFBHRE
EFREENEHRUTFEFEHAEEREH.

EHFAGERATFHNEMER S , EREE.

EREEMIEL  RESEFIUEIHERNE.

ERRFER.

o g A~ W b

Old EC2 experience
EAIBER EC2 AR B AT HIERE

1. BELATRuITH Amazon EC2 ##&1& : https://console.aws.amazon.com/ec2/o

2. HESMBERK LK LOAD BALANCING (fagt5#) T , i&# Target Groups (B #R4).
3. EFBHR4A,

4. 7£ Description 1+ L | i%£$® Edit attributes,

5. 1£ Edit attributes TWE L , #BIEFEFE K Deregistration delay BB , A/FiEE Save,

£ Amazon CLI E ¥ EUE S MEER B

FH®WAderegistration_delay.timeout_seconds/& I modify-target-group-attributes & o
= —_— e
BEHENX

RABRT , BARREIMBBEARAHBEY THRSTIRARE , RERTREBERETENERGH. £
R RHEX A BRI RIRTIR , RERBSEROELETENERDH

NEHRAGRAEEYE , SEFAUNNEBRERER , HEF2H ABEHERN. BEFHEXTHEIR
ERENEREIFENATEHERESFAERTERHESHREN., ABHERLEEMEAUNEEE
FEATHERRENERRE, EEFBMBRHEEIERNG , ABBEHRTURDERLETENIER
g
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EREW

- FEVARREESZE  EMIEFREANERBIRFSREARBHEN,

- HENZWEHARRERY , AREAE IMREIMEIRN , XEBHRF2HABEHER,
REZLE-NEFEHRLETEEHEXN , FEMHNEIRF 2FABEHERX,

- MREEBBFERATECEIMESR , BEEEEHER, MREBIEIME— B, MHBHR
AINFZBREERN , ERHEABEHER,

- MRATREHIEANEFRESAER , WiZBERFREEEHER, HEHREBERER , BFEX
B‘EABBHEN,

« ERARTERNERKDIMNBENRBAE LN , TESABERHERX.

New EC2 experience
EA#FHN EC2 MR EM BRI HE

BN LA T M ut3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMBER LHNATEIET , EFBHF4E,
EFEENEHRUITFHFHAEERE.

EHFAGRATNFHNEMER S , ERRE.

ERBEEMENEL  RSREFEEXEEIEFENANE. EEABEIRN | HRHFEMER
Eﬂ‘j Oo

6. EERRFER.

o b w0 bd =

Old EC2 experience
F£AIBEMN EC2 kK EFTE B s s at[H{E

BN LA T Mut3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
FESMMEHK L LOAD BALANCING (f1£k359#) T , %1% Target Groups (B #R4),
% B RES

£ Description JEI+ £ | #%&#8 Edit attributes.

£ Edit attributes (mEE M) WE L , RIFFEE X Slow start duration (18 /5 zhFFLaTE) BY
B , AELE Save (R1F). EXEABEIER |, HRFENENRENRN 0.

o kb w0 bd =

£/ Amazon CLI EFT& B zhiLEntEE
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FRTAslow_start.duration_seconds/® M modify-target-group-attributes @i o

232 B rd

FEREMBBIRE, RABERT , ARHEREALH BirAEEN RO MBICRHERZET EEM
Bir. ERENEREMEBIREN , AAIRBERRA,

ERIEBHRAS , BALURIIRE,

ENRERAIEFATNER , BEUBMTSHEROTSEAN , ZREVEEERE, BXES

BE , BN rsEill, ZARESMITSEPEER—NERE , BXEMFTEXRETE -
Application Load Balancer, EffBrASAHHIERESER , BXAEIABREZEREMHARA
HEEERN TS,

=&, B2 @8 BArEEM B ir. SWAILUE
ZI BREHFRANETRARERE.

&R LARE B 2 B ARAE AN DN BR B AR, AR E S
HEFRANZTRARERE. BXESEE 1§

New EC2 experience
ERA#TAR EC2 #5812 B Fré

1. B AT MuLiTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,

2. ESMBERKLE LOAD BALANCING (fa83591) T , #%# Target Groups (B ¥:4).
3. %$® Create target group (812 B #54).
4

XF Choose a target type ( B EIREKHE ) | FERBEZRSH ID FMEFRBES, B IP
b E A B AR IP stk | SE BN Lambda EEUEM 7 B ¥5EY Lambda B

5. XTF Target group name , B A BFRAN B, LBAMESINXENENKS AT — | &
ZANE R2NFH , RAECGEFERFFRUVETR , TEUNEFHTLRER.

6. (Wik) XTF Protocol (%) # Port (i%0) , BRBBEEERBIAE,

7. MRBRFERPIHIS IP it , MIFTTF IP #hub KA %R IPv4 K IPv6 , BNFEBRSIT —5,

FER , XERRE P uRBEWERTRSEFENBIRAS, ECIBEHREAR , BEER
P b3 H,

8. XF VPC, i&#% Virtual Private Cloud (VPC). = , XY F IP tbiit B #REH | %R M
VPC %% Et—SFHPm&E IP it R # VPC,

9. ( WIi& ) X TF Protocol version (IMUARZA) , RIFFEEZBRERIAE,
10. ( Ali% ) 7£ Health checks (Z1TRIAKRE) o+ , BEFTEBHMRINRE,
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11.

12.

MR BAREEN Lambda BEE , AT LAEIE £ Health checks (Z1TIRARK E) E850 Fi1EEF
Enable (BA) RKBAZTRARE,

(RDE) AN —APRBMRE |, MTFR

a. RITHERD.
b. &% Add tag (RINIFE),
c. MWARZENITLE.

13. Hi&E#E Next ( F—2F ),

14.

(/&) AN—NRZBNER, WTFAR
MREFERFILH , FEE-ADZANEH, A —NRSNHO , RAEEFRE TEN
FEMB R Fm.
EE RIS FEELEMNE IPv6 it , FEEM IPv6 B FRAEM.
MR BFRIEA N IP addresses (IP #rdit) , FHITATIRE

a. MFIRAIEEMLE VPC , Hi%k$F Other private IP addresses (HftFAH IP tbiil),

b. Fzht A IP st , REAZHHFMEEER IP bk, —XFZAWMA 5N IP i
ko

c. WMANRERHIIEE IP thutMiwO,
d. i%#% Include as pending below (£ T E A FE MBI R A 0),

MR B#REBZE Lambda K , BIEEE Lambda B , ERBLETRHEGIEE
Lambda B,

15. EFEeIZBR4E.

16.

(AL ) B LEMTSRANFIEEB L, BXESZEERE , TSR M=,

Old EC2 experience

E/IBE/ EC2 k6l B A

1.

2
3.
4

BN LA T M4 3TFF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ES B L# LOAD BALANCING ($18391#) T , %% Target Groups (B454).
%% Create target group (RI1Z B 454H).

X F Target group name , BA BARAN B LWBMESNXEHNENK S LT — |
ZAUE R2ANMNFH , RAECEsFERFFRIETR  TEUNEFHALRER.

i

BIZBE A
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5.

10.

11.
12.

X F Targettype ( B#rEE ) | HEEREFEEZRZH] ID EMEFRBEA, ZEM P thutfy (P
EJEM Lambda EREEY Lambda B ¥,

MR BFRFEBA Instance (3E2H1) =K IP , FHITATERE -

a. (Wi&) XF Protocol (%) # Port (3% 0) , BBEEEEHBIAE,
b. (A% ) X F Protocol version (IMURA) , BB EEEHBRIAE,
c. XF VPC, #&# Virtual Private Cloud (VPC),

MR B HRERE R Lambda function (Lambda ) , FHITUTIRE -

a. ¥TF Lambda function (Lambda B %R) , BT FHBEZ2— :
1%$% Lambda B
BIEHH Lambda EERH kR bR
812 B $r4A J57EM Lambda B

b. ("% )EBASTRARE , BEAKIER Health check (Z1THRRKEE) F Enable (B
F)o

(i) ¥ F Health check settings #1 Advanced health check settings , {B#EE ZE&SHERIAIR
=

i el = 8
(RDE) AN —APHRBMRE |, MTAR

a. EFEFLEMNBIRE,
b. 7 Tags W+ L , %% Add/Edit Tags.

c. %t Add/Edit Tags WE L , Xt FARMBBBMRZ |, %1% Create Tag , AFEERZENIR
ZE. MNTHFRELRE , %E#F Save.

(&) Em BARARME AR | B3 H @A B R EM B 17,
(AL ) BT LEMTSRMANFIEEBIFE, BXESZEERE , TSR M=,

£/ Amazon CLI tlZ B#r4d

{# Fcreate-target-group@ S BIZZ B #r4 , £/ add -t ags S RFric BAR4A |, £/ register-targets s

™ H0 B #Ro

BIZBE A
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BiRARNESITRARE

&1 Application Load Balancer <& @ HE A B #R & E B RBUMNH RS, XLNHAFH R ZITRR
rE,

BAMNEEERTRANERBAEARGERNESATAXFNEREBif, SMBBERT IS
RSN BOEMER BARANZETRARERERLEZBIRNETRL. HEMBIRE , BIRSHR
BE-RETRARESXBANERE. EXRBRSTRARER , ABBEESET DFXANSTR
AL E T M VIEE,

MREBEFRAREEBTRRTEREMBAR , WABHERFERBBAIAMAXLERR , MAERXLE
BRINETIRR. XEWE , IREMBESANTARS , MEERBRELETRARE , WAR
HEERRERMET R, RUEATANIREREATEEE , AFEAIAEEE AN TAXHH
FIEEHFNRE , MAZERXLRIRNEITRR,

A X #F Health #& WebSockets,
EITIRAREIRE

MRKRAR , BEILRNEFEAFHNENREESTRARE, XRPEANREERZE API FEANE
Mo MEPEHRFEABEENRO, MXAETRAKRERRE , ®HealthCheckintervalSeconds# £
EEANEMBFREE -RESTRAREEFER, EMNETRAREBRFRMIN , HEREE/ 6
EERERELE. BfRmRFARERERT —ZSTRRREFERNNEER. IRETRIRER
I UnhealthyThresholdCountiE£E R MUXE , M AEGEHRERXEBIRELERES. SETRAKRER
I HealthyThresholdCountiE£E i Ih R at , AFBEHRSFEREHRRAFER,

RE iR

HealthCheckProtocol N EBFRPITETRRRER A ESRERN D
W, ATEERYIHICH HTTP M HTTPS., ERIAER
HTTP i,

XEMNAER HTTP GET AR IFZTIAKE
EiER
HealthCheckPort X B R ITIE TIROR R E i 7 8 19 #25 6F A 1Y i

A, MNREREAESN BIRARMNABIGER
BUOREN RO,
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RE iR
HealthCheckPath Bz TR ER B i,

MBMAMAZ HTTP/1.1 5 HTTP/2 , BiEE
BMH URI (/path?query). ERIAER /o

WRPWIRER gRPC |, BEEAER /
package.service/method I EBENE
TRARER EWER. BIAN /AWS.ALB/
healthcheck o

HealthCheckTimeoutSeconds D¥nBaNuNEKE , FHBRA  ZEXRE
BRI ERELEZEBYETRARE, SEE
N2-120 . RIMER S (WRBREEN
instance H ip ) M 30 ¥ ( MR EHIREE R
lambda) ,

HealthChecklIntervalSeconds ENEENETRAREZ BN KA EE (A
MREA, SBEN 5-300 #, BRIAERN 30 F
(MR BHREERN instance R ip ) M35 #
( IR BFrFEHNA lambda )

Healthy ThresholdCount FAEEBRANEEEITZHPMHENELE
TRRRERINAE. SBEHN 2-10, BRIAER
So

Unhealthy ThresholdCount FERUAANTERZAAMBENELRZTRARE

KBURE . SEEN 2-10, BINEN 2,
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RiE R
Matcher REXE BN RIIENREFRANRE, Xt

REBEERE & FIRA R AED.

MR AR ZA R HTTP/1.1 2% HTTP/2 , I F]
BERVETE 200 2 499 2 id, BAEESZD
{8 ( g, “200,202" ) H—RFIE ( Fla, “2
00-299" ) » BRIAEF 200,

MREDVARAZ gRPC , NI ATRERY{ETE 0 2 99
ZIE, EAILEESZMME (Hlm, “0,17 ) H—F
HI{E (Hlt0 |, “0-5") o RRINER 12,

B & TIRR

ERFHERDEFRRESTRAREERZE , BX4TCF BFREMBBRE  EMTSRANFPIEER
Bird , AARENABHEREAEFRNTAR, BRLMTBEINBESTRARE  RETEER
KERNBIGERNER, EEREIWHREITRARET , RSN Healthy,

TR{ER S EM B PRV IEFRSH ATREE.

& K
initial MEIGE B EA THM B AR B AT AMRE TR
BHRES,

HM<REE{ : Elb.RegistrationInProgress |
Elb.InitialHealthChecking

healthy BAREE,
MXRENRE : T

unhealthy BirRMALETRARES KRBT ZTRARE,

BRETRR T
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=] 15 88
< FEE /L : Target.ResponseCodeMismatch

|Target.Timeout |Target.FailedHealt
hChecks |Elb.InternalError

unused BARAEMEIBHRA , MUTERAN R RERBRE , HE
B ERERANATRAXH |, SE B iRt TEIERLIER

HM<FEE{R : Target.NotRegistered
|Target.NotInUse |Target.InvalidState
|Target.IpUnusable

draining B EEBUEEM , EZENER,

M<FEE{R : Target.DeregistrationInProg
ress

unavailable MNERAZAZETRIRE,

Hx<EREB : Target.HealthCheckDisabled

EITIRARERR ARG

MR BFRAVRAS R Healthy BUAARAEMI{E , W API R E BN REABMER |, FEEHAFETR
MHER R, K ELb FFAMRERERE ARG ERE , M Target FXMNRRKRBIRE Birim. B
RETRAREIBNAERRENESER , FSHEEDR.

FERRHE 88
Elb.InitialHealthChecking EE#HTBRETRARE
Elb.InternalError HTRSFEIR , BITRIREXRK
Elb.RegistrationIn B AR EM EE#TH

Progress
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B AR A EER

R R

Target.Deregistrat
ionInProgress

Target.FailedHealthChecks

Target.HealthCheck

ik

B PRECH E M IEERATH

BITRERE R

BITRAREEEH

Disabled
Target.InvalidState B iR TFLIERES
B4 FLIERES

Target.IpUnusable

Target.NotInUse

Target.NotRegistered

Target.ResponseCod
eMismatch

Target.Timeout

B R4 T4 LIS E LIRS

B R4k T RHIRES

% IP #uk IEW BT ERRER , RLT EZRERR
BiRER B RE BN BUCRAASHERNRE
B F&E R ARHEREANTAK
BARAREME BIRA

BITRARELRMK , ERUTHRE : [code]

HREAt

KEBIFRNIZITIRR
BO R ESEME B AREARN BFHRNETIRR.
New EC2 experience

ER# R EC2 4K & B FRE1TIRR

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.

& B RRE TR 143
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2. ESMERLNAREET , EFAF4A,
3. REERANBHUTFHFMMEERE.
4. 1£ Targets T+ L |, Status 535 ~E/ B IREVIRE
5

MRRS R Healthy BAME[E , WRSHAGRIINEEESEFELE, BXRETRIRE
RKWHEL |, ESREEDEER,

Old EC2 experience
FAIBEN EC2 AR E BHRNEITIRR

1. BELATMutITH Amazon EC2 ##&1& : https://console.aws.amazon.com/ec2/o
2. HESME LA LOAD BALANCING (fai9#) T , #%## Target Groups (E#54).
3. EEBEWR4A,

4. 7E Targets T+ L , Status FI3§ "8/ B IREVIRES,

5

WMRRS R Healthy UANEME , BEFEITERTUTHRESER. BXETRAREX
WMEVEB) | FS M EER.

£/ Amazon CLI & B rHIZ TR

£ describe-target-health 5. W THHAEIE BRETRR. MRRSE Healthy SIANE
g , N HEBERERRR,

BUAXSTRRTEN B FRr B F o8

£/ CloudWatch Bikfil & Lambda B RIEBXTREBIRNIFHAEE. BX step-by-step i
B, BSHAUTEENE | RAIARTERNETRRTEN B R,

BB FANESTIRARERE

EA A BERHME N B AR AANEITIRAR EIRE,

New EC2 experience
EHAFH EC2 AR XBMEANESITRARERE

1. BT MuEITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
2. ESMBRLNABHEET , EFEER4E,

EREFANETRIRERE 144
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3. EREFANBHRLITHHFHAEERNE,
4, FAFMERETNFHNETRARERESN P , ERERE.

5. % Edit health check settings (REZTIRAKRERE) REHL , REFEEIRE , ARERE
Save changes (REFEEX).

Old EC2 experience
FAIBEN EC2 AREHRBFANSETRARERE

1. B LATMuLFTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/.
2. HESMBERK LK LOAD BALANCING (fagt5#) T , 1%# Target Groups (B #54).
3. E&EBR4A,

4. 7£ Health checks &I+ £ |, #%$® Edit,

5. 1f Edit target group WHE L , BEFEBHIRE , AFIEEF Save,

5/ Amazon CLI S BREMNETIRAREIRE

A modify-target-group %

BiRA R E T H X g9

APTERNTLEREFFENERIBELAEIMEIR. ERABETRAXAREESE , 8 M AH9ER
TREEMBEEMARAXFNEFTMERcBTERE. ZRAETRAXAHEEERE , 8 A0 %ESR
TRENEETRAXFHNEEMBERAZERE. XAIEREN TR XBESM LT XEE®RES ,
MERETRERFITARFZEZTRATETARHZENE , REREBAFLER,

NTNARFARGERS  HAERBROERAINEAETAXAESE , FETEXA, XTBR

A, MANREREANBREERRE  BLETNEDE B HRARD ABEXAEITAXARSGERESHN
NRE,
EREM

- HETAXAEGERAN , FXFE R,
- HBEARAXABIGEXRMAR , T Lambda BEER B 7,

- MREMEHFWSE AvailabilityZone ®ERN all , MZiHES
ModifyTargetGroupAttributes API XABE AKX ARIEH LS HEIR.
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« EMEFRE , AvailabilityZone ZHELFEN., NHB A AXATRGE AN , TATRFETH

X{E. BN , ZSBREL2EHAARN all,

R ERER

HNENERE , EEFHAANMETARAANEZBHNERTE, IRTENFMESENTAHAK
HYEBNAE , RINBWEHESAETAX MG,
FRZANENAREENARFAEYESN | FRAMEENAHSEREXEANERTARX, X
BEANTEBGEEATARAFEEXARTARAZE , BAXESNHEAEZARAXWAE HTTP &kt
& 503 &iz,

BRENEZIN, NMARFASKISEEEET DNS AFZEFMAXE IP ik |, X&%F HTTP &R
fih & 503 iR,

EREEFERT , XA TETAXASSEN BEMAESNTRAXBERBNITY BREE B
XHWmAEBRHESFAERE., SELF - NEFEAIEMEETIRRTERN BIReT , M DNS #
BIBR A E IR T /MY IP bk, EEFAHEEL —PMETRARHFN BTG | IP b iRE
DNS.,

x5 ] A X a9 1

&R LARE B XS B2 A A2 7 S B9 2 B AR A R PR S v i X A1 .

ER S & x M A XA E

1.

2
3
4.
)

BN LA T M4t 3TF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMERK LK Load Balancing ( $18:39# ) T , %&#% Target Groups ( B#r4 ) o
EFREENERUITFHFHAEERE.

£ Attributes ( B ) BT~ L | 1% Edit (RE ) -

£ Edit target group attributes ( 4m3E B4r4L/EM ) WE L , 7 Cross-zone load balancing ( #5 7
RAXAEHEE ) EF Off (XA ),

1% Save changes ( REEHX ) -

£/ Amazon CLI <A 7] A X 71 £ 15 %

£ A modify-target-group-attributes 8% , 74 load_balancing.cross_zone.enabled B 1%
BEf false,
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aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=false

BAT 9 W8 B2 R 451

{
"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "false"
by
]
}

BRERR XA

ST LARE R X M R B 0 T 2R BARA B S W A X g, BARARAMERAXAHSERE
SEZNHHHERRFIVIRE.

EREF AR AETHX AR

BN LA T MuL3THF Amazon EC2 ##l4& : hitps://console.aws.amazon.com/ec2/o
ESM B LK Load Balancing ( 7A#k9% ) T , i%#% Target Groups ( B¥r4 )
EFRERENEHRUITFHFAFEERE,

£ Attributes ( B ) TR L | 1% Edit (RE ) -

£ Edit target group attributes ( 4r%§ B #r4/E™ ) WE L , 74 Cross-zone load balancing ( ¥ 1
RAXAEGE ) EF On (7).

6. i%#%¥ Save changes (REEX ).

o K~ w0 Dhd =

£/ Amazon CLI B A A X A g5

5 F modify-target-group-attributes @ , 4 load_balancing.cross_zone.enabled B#i&
Eﬂg true,

aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=true

BAR 9 W R R
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{
"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "true"
},
]
}

BArEE TR

BRABRT , REEHEEDE-PMETRIREFNER , REBANESTRERT. MRENKHIE
RA, MRBE-—NMETRRRFNERARERERSETBH, Ak , EUUEELIEITIRLREF
HERBRETRIFZFEES L, ARIETRARFH B MR T 5 ERER B9 asr REUHB LR
o XHALURS T A%,

E TR MERSHBRE
A A A TR EE TR BT HME -

- DNS HE¥E — SEXFHRSTRARFNEFRETHEER , RIS DNS R XS AT
BT R IP UARIEANETRRTE, Bt , SFFiRETAEISES DNS 2456t , REFS
{RE& B BE TR RIFRI X8

- BEHBERE - SEXSHSTRIRFNERETRER , ARSERSFRERAT ABEERS
TRUANABEER (BRSTRATENER ) . XENTEFREERINIS , LEHEREBR
FaREESETRRRER |, FRE T TR REFH BRI R

ERMERZEW
« FESFULINAEAT B4R Lambda EHM BiRd. MRNARFARIEBEMENRLERRL
BILESRE B4R, HREN DNS HESBREDE.

« MRNETURFREETARHRENEE (ITBENEI L )  WASESESREERE—HENRITZ
B,

« MBEAXMTURFEERIEE T HE , U DNS HEXBHRELARTHETHEHBERBHRE , 2
£ DNS HERB S ERHRERBN TR E,

- MREFHEBEENBOL , RIFREE BRAFEMN BB ST EZE,
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- BREHEURTRAZERTABEXEARIGE, MREXSABIGEL TXARS , WS T KNXE
BEXSFHWERRERE , L'E"*fsllﬂﬁ'lﬂ‘/\nurﬁﬁﬂzg/\EFﬁﬁEij?.q:'E’JEh@&go LUE S
XARBELA TFITIFRE , UBIM T RFERERZZFMEEEAXBFNMERT , XEREREN
REFNATRAEERAXEHH B R,

- Bid DNS MEHE , RMNMARBEIFH DNS WA PRIBRETHROREREN IP thut, B
£ , 72 DNS i2 & H time-to-live (TTL) FIE} (60 B ) Z 81 , A#E i DNS B AREE XL
IP bk,

- K4 DNS HEHBEN , XaFWEARIERXBKNAMEBFE, FRARNRXEFERBHNA
ERLEZXEFNRE , LEREBERGNBEHHEXANERT,

- {£/ DNS E#Br , MRAMEABIERXBEHRANESTRIFE , WSS ERLSFRER
EHRARXE (@FETRATENRE ) .

- RTRBERBETRARKFNBRTRLSH DNS HEXRB 2N , EEEMRE | fIMXENE
TR

g
BRZERBEENRERR , 55 H B & AR B CloudWatch #8547

=~
AT REIER 7 AR B RAETRR R E.

M=

« XEFAMBAENTAXN RS ESR
- BANTAXFIE 10 MNEMBE R
- BHRAEBUTERAETRRRE :
- DNS #fE#¥% - 50%
« BRHEBERE - 50%
« TAK B HEAMEIRERK

MREX RS E KA

« BANTAXFHAEEERTRAGREBLEAZNETAXAN 10 MEFR.
- FARAFB10METRAREFNELRR , FEAMFENETRARFNBIRE D k. BT R4S
£ 10 MEITIRR REFH BARZ B 5 BRE.
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- JAXBHRABFANMETRARENEN , SATAKX B #AEIGEHSET LB 40%. ATXET
FIENETRARHFNERED L , ARSERLWMITUTRE
- DNS #[E# % - AKX B £ DNS F#RIE N ETIRRATE. HTEFRETENAREEHSEEN
BHATAX B AN AEEESRTR , HETAX ASTRARTF , AkEFRREATAX A X
EFEE
- RHAMEREY - ANEZPRALITAX B, ARSEHRSERESIRETAX B FHME
Bis (BREETWRTENEIR ) o XERUUIERIREITIRORBRFH B ir& 4L #,

WMRE XA EIGEIT T

« BMABHERTIATUERENTHXPHRE 20 MERBIRRIERE.

- TAXAFRE10MNETRARFNENR , AKX BHAEA4NESTRIREFNER , B/EF 14 1ME
TRRBIFH BiR. XREMANAARFAEGERTRBERN 70% , FEAFNETRLIRFHE
PRAED L.

- NBPERFERDNTARXA 14 METRZRFNEIRZE S ERE,

EREREASTRLRE
EAEM T RER BRAN B FAETRRRE.
RS AN A FAETRRRE

1. BELATMuLITFH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o
2. ESMBERLNAREET , EEEHR4A.

3. GEERBRANBHRUITFEFEAESETE,

4. 7 Attributes ( B ) IR L , 1%#F Edit (5RE ) -

5

RERFEERXATEXESMAHGE. REFEEMLRE  UBREXSHAKENEEES
WERERLEBHINRE,

B FF Target group health requirements ( BFREAZITIRRER ) 6

7. ¥F Configuration type ( BEERE ) , BATEIEIESRR Unified configuration ( Z—BE ) , ©&
ANANREIREMEBNEE.

8. XITF Healthy state requirements ( BTIRR BIFRESER ) , BIITUTREZ—

%% Minimum healthy target count ( Z{TIRR EFH B R&EITE ) , AE@WANT 1 2/H
AR KB RBZ RNEKRF,

o
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1%£3#% Minimum healthy target percentage ( BT BRHFHNERREBE DL ) , ARHA 1
El 100 2B F,

9. EBERFEENX.

£ Amazon CLI {8 B #r A1z TR IR E

£ A modify-target-group-attributes o AT REFHEMNETRATERSEENZITRR BFHE
BEN 50%.

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067 \

--attributes
Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50 \

Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=50

R ARG E 25 Route 53 DNS H[E# R

R AEM Route 53 K DNS B EI B 79 | St AT BUMEMA Route 53 N IEMN AT ERRE
B DNS HEHB, EAMEBEET , Route 53 FRENHITEH RN BIRE BN ESTIRRNEER
HREATH, MRRAREMIABHERNSTRREEENER , FMRABHER[EFSTREF
= , W Route 53 2 REBIRAFHMARARIR , Hl21 Amazon S3 FIETIRRIEEN AEBEHRIEH
SM G,

Flan | BRIZEE—"NHT www.example.com By Web MARRF , HBRFEFAERRXIBANH
MNBEER 2 FETHNARES, ZEFEREFTERHT MW HFEEESE L HEEFEELR
EHERHENS —MNEFPN AR ERAERZD. MREE DNS BEREE , M LUIEESRN EFNH
By (% 10) AEOEER. MR AFYEEETA , Il Route 53 2 REEMEEAHFLES , FNSF
REER R HEB A ER.

£ 1T 4 B Ars TR Zh g

. MR ARFARISGEIEIDE N TG BREFRREEN Yes B, Route 53 Fi¥44 alias
target EISENERMEMRR. WTRARFARIGEE | Route 53 A SR IGEH R
BHRAETRRRE,

. MR ARFARIGGENNATE B HREEEFEEN | Route 53 2B EFAFIEHEFES. W
SEFAEOEE —MEFEENENR , BREAGEDLETRTRE, RE , Route 53 2RIEEM
BEERREIIR, NRERANEBEREER | 1 Route 53 EE 3R,

R A HEESFE A Route 53 DNS HfEH % 151
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- MRNARFARSIERPINEAERASTAEE , WABIERITEET Route 53 ETRRAKRE
( REHESFFRR ) » MREATHERSTRR , MAREBBARB LW,

- MRNARFAESERPNAEBRRASNZE (XBF ) , W Route 53 RIANZIERKEITAESR
( REHESFFRR ) » MREATHERSTRR , WAREBBARB LXK,

BEXEZEELR |, 1558 Amazon Route 53 FF X A RIEEHHIELE DNS HfEH#H,

&8 B FR4EEAM B R

HEFEMBIERE, EREBRAER , BEHBMRER |, KERAFHELNFEMEB R, flm, &
ATLUGEAMSESI ID, P tb3ik s Lambda Bi#. BXEZER , iS5 Application Load Balancer # B #x
i

MRLEFEEMBEFRNFEREM , BALUEMEMBERAER R ZFR. EERERFLEERE , R
BFREMEIEHNERE. REIMEEETXABREBINBEITRARE  ABSESRRST RS
B& HE B #r.

WMREEMEFRFIRBONEEEEN BHRRBARS , SN EFRABUEEM B R, BUHEMEAB
RiE , AEEESRYEFIDREREBBAINZE R, ERMERFERGERE , SR BB fREME
B#r4d,

EECHEM B ARE , ARIERL—BEEE , BERHTPNERER. XHEEZEFER, EEEERY
B , BFRIIRAR draining.

HUHEMES IP st Mey BArfE , BASFHUHEMIERE R , RES WAEFEMAER IP it
2|8

%

MREEISA ID KEMBFR , WA LG AT SRS Auto Scaling A—EIEM. B irAEED
Auto Scaling A BiZ4A Y BJE , B Auto Scaling ARz V= HIF B E B A FiEM. MREFE
¥R 5 Auto Scaling A7 E , MKl Bz NBFADREUEEM. EXEZER , S Amazon
EC2 Auto Scaling Al FEm PR A E5#E 25 E %3 Auto Scaling 4.,

HirZ£4

FEXF EC2 KBIEM N BFrnd |, BATHRIVINR A R FRBHHREMITRREAFMSTRIRE
i O SRRy K AR TERE

HERIH

Inbound

EM B AR 152
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it % ASEE i

bidi bbb g s B Allow traffic from the load
balancer on the instance
listener port

bidi bbb g s bididbididibin Allow traffic from the load
balancer on the health check
port

RIMEBWNEAFAL ICMP REUXIFRE MTU XM, BXFEZELR , 53 FERAT Linux 218
Amazon EC2 AF BRI EE MTU £,

HEFR

SEERBHEHRE VPC HEIRNARFARIGER. SEETRIMERSHNAZN FHPEITH
B 7o

SEMSECHEM B 7

£ BARA R BARR BRI E A iZ B EM B 45, BXEZEER , 151 Target type.

Bx

 BEEGI 1D EMSBECEEM B R

- B IP i M EUEEM B iR

« JEMEES Lambda BNk

- £/ Amazon CLI F sk BUEEM B 45

B SLAI 1D SEMEEUHE M B R

(® Note

Mzl ID R IPve BARASEM BARET , XN BIRDBEE IPv6 tiit, ETHMEZES | &
25 GEAT Linux SEHIEY Amazon EC2 B IERE) Y IPv6 tbit,

HE=FW 153
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S AT T 48 B AR 38 E M Virtual Private Cloud (VPC) A1, M #ESEMSEFIAT |, SEHIE AL F
running R3S,

New EC2 experience

EAFHY EC2 10 #%Z3L B 1D JEMECHEM B 45

1.

2
3
4.
5

6.

BN LA T ML 3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMER AT , EFBHF4E,
EFREEANERUTFHFEAEERE.

EFE B RETR,

BEMRA] , BREBEMBER. BE—ASIRH REFEWMARIAZSRD , K5k
BRETHEAEEMOE AR, FMERGE |, mBEMSFEM B R,

= .
EE

- KPIHNMEEDERE IPv6 it , FEEM@ IPve B #R4EM.

« Amazon GovCloud (US) Region X #5E ARSI A 2 E £ IPv6 thit, BAMER API 1E
Amazon GovCloud (US) Region R4 Bt & IPv6 ik,

BRG], BRERS , RERFEN,

Old EC2 experience

£ IBR/EY EC2 (K50 #2356 ID JEM REUHEM B #7

1.

2
3
4.
5

BN LA T MUt 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMER LHNABIET , £FBH4E,

TR BIRA,

£ Targets (B #5) W+ £ , %&#F Edit (%R58).

EEMSESI , M Instances (SEHI) FIEFEEA , RTFFEMCRRIAESIROD , RFEEF Add
to registered (R INEI 2 3EMEHI).

EHUHEMEA , i5M Registered instances (2 M2 41) ArikFEkfl] , ARFB%EE Remove (ffl
BR)o

%% Save (R1F).
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BT 1P sk M s BUEEM B Fr

IPv4 B ¥R

R
4\

SOEMEY IP sk AFRE T3 CIDR Rz — -

B#r4A M VPC BWFM
10.0.0.0/8 (RFC 1918)
100.64.0.0/10 (RFC 6598)
172.16.0.0/12 (RFC 1918)
192.168.0.0/16 (RFC 1918)

BT EER— VPC H5EM S —4 Application Load Balancer B IP #i3it, #1585 —4 Application Load
Balancer L T 5 #19#88 VPC XZEH VPC &, M AT LUEME IP tbit,

IPv6 B #r

o UMY IP bk A4 F VPC CIDR SRAHEXZF VPC CIDR RH,

New EC2 experience

A EC2 A5 1% IP b MR BUCEEM B 4=

BN LA T ML 3TH Amazon EC2 #&l& : hitps://console.aws.amazon.com/ec2/o

ESMER ENAETE T , EEBHR4E,

EFEEANBMUIT AR FHAEERE,

1£$E Targets (B #5) &I+,

XM IP ot | FEBEIEME IR, XTFEA IP ik | EBRRE  mA IP it kA |, ARiE
BETHERFEEMOERX RN, Bt | EEEMEEME R,

6. EFH Pyt , FIEFR IP bt , AFIEFRECEEM. MREFZNEMM IP btk , MATEES
ARG ESR R E R FINFREAB,

o K~ w0 Dd =

Old EC2 experience

B 1P habE M EBUEEM B R

1. B AT MuEITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

FEATSEUEEM B AR 155
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2. ESMERLNAREET , EFAF4A,

EFR BN ERA,

1t Targets (B #5) M+ £ , &% Edit (4%%38).

E5EAR IP bt | BEFE R %R Register targets BFR (M15). W FEA IP ol | iF

HEBRE  BA P it iR A |, AREIEER Add to list (RINEIFIR), EEZHUE |, EF
Register,

6. EBUHEM IP bt | BEXEELFIEFRECEHIMERRER (RS ) . MREEZS/NEMB IP
uk , MRS RIRMF LR R EREFIRFRER B, %F IP it Hi1%$F Deregister.
7. EEFLRE  EREXEFH Back to target group BI#R (FIRZH).

o bk~ ©

SEMSES Lambda Bagk

B LA B S B AR SEM 24 Lambda Bi3{, Elastic Load Balancing 728 Lambda EEHIX
BRo MREBAFBFELQREH Lambda BEAERE , M TLCNEBEUE M. EBUETEM Lambda BEEK
B, #ITHHERSKM , HER HTTP 5XX fiix. E&#R Lambda BEH , REFRLIE— NN B IR
H, BXEZEERE , 82N Lambda A B #7.

New EC2 experience

ERAFH EC2 AR FME EH Lambda EEK

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.

2. ESMERLNAREET , EFAHFR4A,

3. EREREFANBHLUITHAEEAEETE,

4. EFBIRETF,

5. MWMRARSEME Lambda IR , Eik$F Register (M), EFE Lambda BB H £ Register
(GEM).

6. EHUHEM Lambda B , B4R Deregister (BUHEM). BRSIRREEIART | EEF
Deregister (BUEEM)-
Old EC2 experience
FEHIBERN EC2 i FM =4 Lambda B

1. BT MuLITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. HESMBE#H LK Load Balancing (fa8:331) T , #%&# Target Groups (B ¥r4).
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3. EEFEEWERRA , RFIEE Targets (B #5) &I+,
4. WMRRSEFMEM Lambda EEK , Fi%k#R Register (EfMt). #%E# Lambda EEH %ER Register
CGEM)o
5. EHUHEM Lambda B , 1Ei%# Deregister (BUHEM). BRFRTEEINR | %E#
Deregister (BUHEM).

£ Amazon CLI MR BUE T M B 5

£/ register-targets HANME#R , HEM deregister-targets R B #7.

Application Load Balancer Byt & 1%

FRIAER T , Application Load Balancer 2R 1EEE A I EHE LA GESIE RLMEATE S EMOE
Fro BR , BRI FERAMMEREIIRE (M NREXEK ) , FARSESREBE AR EREEEFEN
B, XA BREXEHENREAFNAEERRETR —BfRHP,. N TEFRSERUEREF IR
REFEEBRHVRSSERER , LLEREH. EFEARESE , BERHAMEXEF Cookie,

Application Load Balancer X #FE T 140 E B Cookie MMEF R ARRFM Cookie, #MELFLEBIR
HEFNEA. EAUEZERATHEEAETHFENBNEYE, ETNARFOREMERIEM M,

EENMESFENXBEREREARIER WAL EREHEE - BRNREKE. RENNARE
BB S AiE Cookie , MAIAEAETRARFNMEMYE , BAZRITEHERL1E Cookie TFEER
R F2iE Cookie IEEMIFENF, MRENNARFZEEHSWLIE Cookie , WAILMERETH
St R RE R E B RIEERFE N BN ASIEE R L1E Cookie.

BRI Cookie AR EARRBANE ., BT EBETIEXABIIEERE KR Cookie,

FF XA ST | Application Load Balancer W EE& X EREERKK Cookie R HAHAR, R
Cookie I Hi , 2iENTBEANYE , EFWAI1ZM Cookie FH X MiBR Cookie.

EX

» HTTP/HTTPS g% s,

- BINTRAXAZEDE—NETIRRREFHIEHA,
EREM

- MREBAAXAHGEER , WAXEHFRE. ZRABTRAXASEEERZREREFRIEFE
Mo
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- WFEFNARFH Cookie , /N BFRAMNTMEINIEE Cookie BFr. B , W TFEFFL&ETAN
Cookie , FfE BFrAFEH AWSALB 1ERH HE—HI B Fro

- MREFEANRZE Application Load Balancer , N A AEAE T M AREFH Cookie EFFERE
AMtEaE, B2, IREARETEHFEMER Cookie , BRMRABEE—NELERAMMESE , AR
AWSALB =Mt — R BB #ro

- ETNABRFHEETERENXBIrAESER.

« MREBEF-NMLESIPERANERRE , AR - ISP EREACERTHMESE , WARER
PRARFI B AR,

« WebSocket EZEARRT L 2MMEN ., MREFFIHERARERE WebSockets , MR E1EZEZE AR
HTTP 101 RSB HY B #rh = WebSocketsiE R AR B R, WebSockets ARTRE , WAEHA
ETF Cookie RI¥5 14,

« Application Load Balancer £ Cookie #rkH Y Expires BHEMT = Max-Age &%,
- Application Load Balancer % #F URL 458/ Cookie 1B,

HTEHErRashs

B T 122 8 fY R M 68 F L B39 @ 2R £ AV Cookie (AWSALB) i RE§ B B B AA P RIE — B
#ro Cookie A THLEMG T Bir. WRENNARFZEBHCHLE Cookie , BRI LIEE A CHIKE
MR R , AEEAREE R B RAFIEREHEE — B AR EKE.

HONFGERE - ARIREFFRNERS , B2 (BRBEEESER ) HERBHIBRALEREN

AWSALB B9 Cookie, BEERAIIEE BN AEXEEHITHR , N2 Cookie , HEXE - iHaY Ik R A
‘€ Cookie, TMEFH#BI4ERM Cookie EEEHEM 7 XMntE , BFAIEE.,

EEZEERYD , B IR EE AWSALB Cookie, HAFIIERWEIREBEE Cookie K E IV iE K
B, ERRNEZERAFBERBHEIE —BHR. WR cookie FEELERER , RECTENREEUE
EMBAEFENEIR , WA EFE— N B IRAERBXH B IRNE S EFH cookieo

T FEEFRLE (CORS) HR , LK EESameSite=None; SecureEERFAMM. AT XX
XM ES  ARYERBRASERE =N cookieAWSALBCORS , EFEEEREHEM M cookie FH[E
MERUREM. SameSiteBEFXUWEIFA Cookie , ‘BIEIE CORS FXR,

EREFE B AE TS R ME

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.
2. ESMBRLNABHEET , EEER4E,
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3. EREBEREAMNBHUITAEFEAEFEERNH.

4. FEHFMAEEEMFHNEEDRSF , ERERE,

5. 7 Edit attributes JT £ , $RITATRE

a. ﬁ?%*l'j’l"fto
b. XJF Stickiness type ( Stickiness Z£# ) , {F%#® Load balancer generated cookie ( fa%13
#1354 BBV Cookie ) o

c. XIF Stickiness duration , FE—NMTF 1 BHF 7 X2 EME,
d EBEREENR.

EA Amazon CLI 5 AE TRER R KK

EA®HAstickiness.enabledMstickiness.1lb_cookie.duration_seconds/& /I modify-
target-group-attributes @ o

ERANT TR RE TRrEaE A R,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true
Key=stickiness.lb_cookie.duration_seconds,Value=time-in-seconds

S Fa HH ISR AU T BA T R B

{
"Attributes": [
{
"Key": "stickiness.enabled",
"Value": "true"
3y
{
"Key": "stickiness.lb_cookie.duration_seconds",
"Value": "86500"
1,
]
}
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ETNAEFRR T

ETNARFO/ETULEAR T AT iREMMEEEECHNE. BRETRNRABEFRMER
MBI RAREEEELNE —MERBHTBEMEARNNEIR. AEAMY , BRNIEESAFY
#23 EEER Cookie FLELHY B E XL B FATEF Cookie, It HTE X Cookie AI'EE R ARF I EMNEM
Cookie &%,

¥ Application Load Balancer ¥ %>k B B #5# B E X R ATEF Cookie Bt , ©< B34 BT N2 H KN A
F2F Cookie , IR M E R, LAFIIERERN B ARRF Cookie INEBNEHETRARFN
MR BRERREEE R,

RSB LRI B BTEF Cookie T2 EHIBIMREBEM B ENX Cookie WEM. TEHTCHSHIHIR R

TR, XREFAREN. ENEFHAENF , Application Load Balancer 1R ¥&iE1E B #R4H 4% Bl B HY
B7ENX Cookie B , MARIEEE X Cookie WHREHEM. REZHLTE , AFYERENL%

% Cookie, B#RIZER BIE X Cookie AR g 39# 2854 MBI A2 F Cookie , SRR % i o

HEZERTD , BEFRLIFF D Cookie LZIEELMRIFH M, ABIIEHRLMBENAERF Cookie ,
ARERENHURENBRENARER. AF , ©FER Cookie PFHEENFIBERREET BHFATH
B—B# , LR, ABEERELSNEELNARERF Cookie RERBIR , MIAREFIERE.
EEEWENY , 2N ERARGER LRENARIOERERB B ARERF Cookie #YZIHHIFR M AL M FLL
ERITEE, N TREFFRMERZERNRYE , Cookie B EIHHIR MM MHEIF LT R A SH K,

MR B AMRE BIRETRATE , ARSESLEHTEREAEIZES , FRELEASIIEE
ERGEEFETIOR RPN B4R, T , ARSEBTAFNN EE M EFOERETRE , 3
ORI R EAT A E BB B4R | BMEZ 815K IKM0 B4R D IRE E 1.

FFBERERLE (CORS) iBXR , REYMAFREMAN Chromium80 E S RAE |, fEgfss=
£¥F SameSite=None; Secure BMHMEIAF S TE KM ARERF Cookie kK3 A,

BT RKZ¥03 B 23HF Cookie FIR/NBREIN 4K , Rt ABIEIERXT KT 4K BRI ARRF Cookie 2 F
7 ZA Cookie, Application Load Balancer X #F& K 16K #J Cookie , Rt &R Z AT ABIE 4 Mo &

REAEFIR. BEFIREERNRNAREF Cookie BFRLL “AWSALBAPP-" Ffk , #BE—NFEBES. f
|, 18 Cookie K/NH 0-4K , NIFFiweE R AWSALBAPP -0, #ER cookie K/NA 4-8k , MIEF

He & AWSALBAPP -0 #1- AWSALBAPP 1, fiRIlb3EH#E,

EREFEEAETNRAEFIMYE

1. BEUTMUITHF Amazon EC2 ##I& : https://console.aws.amazon.com/ec2/,
2. ESMBEKRLNAEGIET , EEBHFE,

ETNRAEFIHME 160
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3. ERBEANBMLUTHFEFMAEERE.,
4. HFAFAGEEERMFHNBEMEIHRDF , EBESE,
5. 1£ Edit attributes TT £ |, AT Ti84E :

a.

b.

TR,

¥}F Stickiness type ( Stickiness 2£& ) | iFi&#® Application-based cookie ( E TN AR
#9 Cookie ) o

X4 F Stickiness duration , #EE—MNT 1 M 7 Rz B E.

¥t F App cookie name ( RI 2 Cookie B ) , BHMAETNAREFH Cookie &,

B AWSALB., AWSALBAPP. =X AWSALBTG 4 Cookie B ; Ef1HRZ LA A EHY
EsfEA.
ERREER,

EH Amazon CLI ERETRARBFH MM

£ A BB LT E MM modify-target-group-attributes @i 4 -

« stickiness.enabled

* stickiness.type

* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

EANTHTERETRNAREFHIRMY,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true Key=stickiness.type,Value=app_cookie
Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name

Key=stickiness.app_cookie.duration_seconds,Value=time-in-seconds

<Nk VES D > N X

"Attributes": [
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{
"Key": "stickiness.enabled",
"Value": "true"
I
{
"Key": "stickiness.app_cookie.cookie_name",
"Value": "MyCookie"
I
{
"Key": "stickiness.type",
"Value": "app_cookie"
I
{
"Key": "stickiness.app_cookie.duration_seconds",
"Value": "86500"
I
]
}
FBFE

LY Be , MREFBEREEEM , WARATHEEMSBARIEFE, AEXHERT , E7T
ERLT A S BEYEE R LR R

- TRARFERM Cookie I HIHABRIZ B 7E 2 51 A HAM B8 Z A, X #E A LARS L& % fF Cookie &
3% % Application Load Balancer , NI E#7 /3 z1 2 L R RS2,

s WHEMNEHRETHNAERFOMEREREIFEEWIFENE , fla 1 ¥, XEF5ES Application
Load Balancer EXTZE M #51% |, EIEH R BV Cookie = ARIH,

Lambda B ZXEN B #r

ST LR Lambda BERBOEM 9 B AR FAFHUUT 2R N EC B 0 RF1E R R E Lambda EEIEY BARE, =
BIIE R FHERE KRB BARAHER Lambda BEUERN BAret , ©E2 @A Lambda B LA JSON #%
X RERABEZES Lambda B,

BR 1
* Lambda #MBREALFTN TR -KFH , BATE-XEF,

Lambda B %RED B #7 162
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« BALURZES) Lambda BB EREXHRAKNR 1 MBo BXRMERANRE] , S HTTP #rk
BR o

Lambda BEEU AT SA & 3% K91 57 JSON BB A K/NA 1 MB,

« WebSockets T #F, ARFERFKIEL , HER HTTP 400 K8,
FXEAH X,

FAXEH B EHRNE (ATW),

AEN

« & Lambda B

N Lambda EESIE BHRA
Mg EsRER sS4

0ja 7 $h &K 35 1 25

ZERk
BRETRAKRE

4 Lambda B

BXER , 551 Application Load Balancer E# Lambda B #x.

A% Lambda BE#K

MR ENF Lambda E¥ S Application Load Balancer —# 2/ , M TEUIGEA.

8 Lambda ERERHI R

WMREH Amazon Web Services Management Console 2 B #xr4H H5E it Lambda BZX , 2=4%l& 4
REREFGFENNRAMNE Lambda EEREE. BN , EEFEA Amazon CLI 632 B #r4E H MR
Ja , %AfER add-permission @33k M Elastic Load Balancing %8B &8 Lambda B ERAIER,
BAVEWEMER aws : SourceAccount Hl aws:SourceArn &MU BREHIXEE B AN EREBER,
BEXEZER , B2H IAM AFEREPNEEREARG,

aws lambda add-permission \

--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \

--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \

--source-arn target-group-arn \

H%& Lambda B 163
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--souxce-account target-group-account-id

Lambda BKEURANIZ &

BE LR BN BIREEM — 4 Lambda B%. FERETTLUEHR Lambda EEH B AT ITE [ HL A

R ZBIARAM Lambda B , BEMATIGEEM Lambda BT €2 — MBI E HERE ARN
FEEZINE. BXEZEER , H5®Amazon LambdaFf % A G B F A Amazon Lambdak MR 4x

BHEFBEAREANENRERE.

B B Bt

MFEERe—EEES , BTSN Lambda HEUmN SHBER, BWEREMHZE/THIBEE Lambda
BN, BXxRABREURNAERZENEE , FSHEZR Amazon Lambda HEEE, &
RABEENZABRENEE , 5535 Amazon Lambda R,

A Lambda EX¥i 1% B #r4H

B NEEBERBHFEANBRE, NRERNBESMTHRANTE? BEAFZABTHRELE
RARRE , MRS ERXEA S IEME Lambda B

New EC2 experience
ERFH EC2 41812 B #r4 H M Lambda B

BN LA T ML 3TH Amazon EC2 #&l& : hitps://console.aws.amazon.com/ec2/o
ESM B LH LOAD BALANCING (fAgi15#) T , %&#F Target Groups (B454).
1%£$% Create target group (8122 B #r4H),

NFEFEBRER | %F Lambda B,

X F Target group name , ¥ A B rE K Ao

( ik ) ERAETIRRKE , 167 Health checks ( BT E ) T2 HikF Enable ( B
Ao
7. (&) AM—AHSMRE TR

o a0 bk~ w N~

a. BIFHRZEHD.
b. i%$#¥ Add tag (RINFRZ).
c. WARZEMIRZE,
8. HEENext(T—%),
9. EBEHEA Lambda E¥ , HERMIIERHAEUGIEE Lambda B,
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10. EFEGIEBRE

Old EC2 experience
E/IBER EC2 K 63 B #r4A F XM Lambda Bk

BN LA T M 43T Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ES B L# LOAD BALANCING ($18391#) T , &% Target Groups (B4R4).
%% Create target group (RI1Z B454H).

¥ F Target group name , # A BRAK B o

Xt F Target type (B¥r3EH) , %$F Lambda function (Lambda B#4).

¥ F Lambda function (Lambda B%X) , BHRIT T HREZ— -

- &R Lambda B

- BIEHFH Lambda BRI HIER LR

- BIEBMARIEM Lambda B

7. ("Wit) BERABTIOARE , BHOXIERE Health check (BE1TIRIR L ZE) M Enable (B ).
8. EFEBIE,

o gk~ w N~

£/ Amazon CLI 812 B #54H H 3 i Lambda B

{# A create-target-group MEM B iR 5 o

Mg S 2R N E A

ME B ERZEET HTTP f HTTPS #1TiERKM Lambda @A, AEEGEEEXE JSON R K
FEEH, AEYERSLUTHRARMBENER : X-Amzn-Trace-Id. X-Forwarded-For. X-
Forwarded-Port fl X-Forwarded-Proto.

IR content-encoding #rkFE , AFIITHE BT FT IE I #H 1T Base64 4rts H 1
isBase64Encoded i%ER true,

MR content-encoding ¥Rk FFETE , Base64 wBEURTFRAERE, WFLUTRE K AKYE
BRIREBERIAIENHHF isBaseb4Encoded RIEN false : text/*, application/json. application/
javascript # application/xml, &Nl , AT E BRI EX# 1T Baseb4 4mt8 H ¥ isBase64Encoded
RENRN trueo

LT RRHOIEHS,
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{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html, application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

.

"isBaseb4Encoded": false,

"body": "request_body"

I 7 £ 2519 17 25
5k B Lambda BEHIE R A B S Basebd RIDIRAS., RAERBAIRL, BAILLEBEIEX,

EAEMNNEXHEE-HERNE , BN AR 1T Base64 4w HIF isBase64Encoded RE N
true, MHYERMBHEARURR-HFINBHFZARELES HTTP N IEXHHIEF i,

T E S E 2T X 3F hop-by-hop #53k | fliConnection®Transfer-Encoding, &1 LAH BE
Content-Length #5k , AN ARGESECENNNAEIEFHZEITEE,

LT REXEBET nodejs 9 Lambda B #7451 W8 KL,

"isBaseb4Encoded": false,
"statusCode": 200,
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"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"

1,
"body": "Hello from Lambda (optional)"

}

BXENAERFAFESESRE SN Lambda EEIELR , S5 github £/ application-load-
balancer-serverless- app. & , TFF Lambda #£%l& , KREENAERF. QIEZNARER , AR
M Amazon Serverless Application Repository Hi£FE 5| B 2 —:

« alb-Lambda-target-S UploadFileto
 alb-lambda-targe BinaryResponse
 alb-Lambda-target-IP WhatisMy

ZERk

MRKRBEF IR FERSERKE Lambda MHHIBNIEEESMENIRARNZRBER —% , NE
EE-—RERSNMENERSH , WAIBANSERKEENZE. BRAZERXRE , ABEEHSEA
Lambda EI#Z AWK MERNSHREABAM AR FZRNF, NREXBEASERXEE , H
EnRAHENSHERSME , WnBSERHEAREBIN&E—ME.

ZF3
. BEBERLNER
. BEBERLNW
: BASERX

BEZERANFER
AFRANENTHRSRNTFREHRREEH BHARA T SERLTER TR,
AT ROIER BT E RS AR — M -

http://www.example.com?&myKey=vall&myKey=val2

FNFERIARR , ARPOEHSNFEATFIRAENRE—ME , HEA queryStringParameters @
BREDEERNFRESHNEYS, Bl :
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"queryStringParameters": { "myKey": "val2"},

MRERATZERL , UARTHBTEATFRRENANEE , HER
multiValueQueryStringParameters AZRXZETEERNFTHRSHNEMH, Hlw .

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] },

AR, fRIRE i R%AF LR AR T Cookie HIER :

"cookie": "namel=valuel",
"cookie": "name2=value2",

NFRIANBR | ABIERFERA T IR AZEN KRS —1 Cookie , HEM headers [ERIEZTEIR
KHEH, flm

"headers": {
"cookie": "name2=value2",

}I

MRBAT ZERL , AFEOESEEAZTFPIRAIEZNFE A Cookie HEA multiValueHeaders [a
BEERITERLNEH. Bl -

"multiValueHeaders": {
"cookie": ["namel=valuel", '"name2=value2"],

iy

MREBSHRE URL FEH , NABEERFSNEIRTHED, ELHIE Lambda WHHP N B
1THRRD

BE L EPRK KR R

BTN ZEREHBRERESNENREABA T ZEMRAMAEMTE. REAT ZEMRL , NAMER
multiValueHeaders , &N{EM headers.,

X FRIAER | EALHEEE A Cookie :

ZERX 168
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"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",
"Content-Type": "application/json"
I
}

WMRBRATZERL , BYTIEEZ Cookie , MTFIR :

{
"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],
"Content-Type": ["application/json"]
b
}

MG EER A T P i RS PR K BY PE B /Y IR AT BB & Lambda W Bz A 8t R I8 EMIRF R, Et

DEERBEINFR B,

BRZERX

BRI LAY BAREEA lambda WEHEA B AREAZERL,
New EC2 experience

ERFTHY EC2 610 /5 A ZERX

BN AT ML 3TH Amazon EC2 &4 : hitps://console.aws.amazon.com/ec2/o
ESMERLEHNAREET , EFBHRE
EFRBRANBMRITTRHFAFEERE,

FHFHAERETMFNESS S |, ERERE.

ERHIFRZERK

ERRIFER.

I

Old EC2 experience

EFIBEM EC2 B A S ERX

1. BT MuLITFF Amazon EC2 ## %15 : https://console.aws.amazon.com/ec2/,

ZEMRk
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2. ESMERLNAREET , EFAF4A,

EFREN ERA,

ERBRIETF L | RBRRERE M.

¥ F Multi value headers (Z{EFrk) , 1% Enable (B ).

ERRT

o a0 &~ »w

/8 Amazon CLI BB ZERX

FEA®WAlambda.multi_value_headers.enabled® M/ modify-target-group-attributes @ o

BRETRARE

BRIAMBERT , JEER lambda WEREAZRAZTRARE, ZAUBRAETRIRE , UEFEAEY
Amazon Route 53 £ DNS #E# %, Lambda BB AT LAENE R TR EE R 2 B & TR
SMETRR. MEXRE Lambda BHEMWARIE RETREIRELN , METRIRELAKLSLRE
Route 53, &AL Route 53 EliE N R B EIZ 0N ARSI,

BLEEINETRIRENER |, REBEXMEM Lambda EEREAK A —#,

R REIZEIER Lambda BB ETRARESHNIBRN. ERESUHEEBNETRARESH
ERE user-agent FERMNE, STRRRENAFARERN ELB-HealthChecker/2.0,

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
+
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"
1,
"body": "",
"isBaseb4Encoded": false
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New EC2 experience
LA EC2 AN BRARAZEITRIRE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ESMER LHNABEET  £EBH4E,
EEBRANBHRUTTREFREERE,
FHEAERETFNSITRARERER D P , EREE.

NFETRIRE , EFEA.

EEREFER.

2

Old EC2 experience
EAIBEMN EC2 AN BMRABRAZEITRIRE

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ESMER LHNABEET , R BHFR4E,

ERER B RA,

£ Health checks (B1TIARKE E) T+ L |, %£$F Edit health check (REZTIRAKE),
¥4 F Health check (IZ1THRRRE) , i&#F Enable (B ).

EERF

2

5/ Amazon CLI F B#RABABTRARE

FAW --health-check-enabled EBH modify-target-group @

44 Lambda BE#K

MBEBABEEREMN Lambda A ERE , N LU EBEUE EM,. EEUHEM Lambda EEEUT |
HITHRMNBERSEK , HFER HTTP 5XX iR,

EHH Lambda B , BUEGIEMH BARA | 3 B AR EMEFEE , H USRI MANEH N EA
MEREAmMTRIAABIR4A,

SE4Y Lambda EZK 171
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New EC2 experience
EAFH EC2 4K EUEEM Lambda BI#X

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. ESMERLNATIGET , EREBHR4E,

3. EEBHRANBMUTAEFMAEERE.

4. 1£ Targets (B#r) &I+ L , 1% Deregister (BUEEM).

5. HRSIRREWIAR |, 1£$R Deregister (BUHEM)-

Old EC2 experience
E£AIBEH EC2 4K EUHEM Lambda BIEX

1. B AT MuE3TFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,
2. ESMEBERLNARHEET , EFEEHF4A.

3. EBREMERYE,

4. 7E Targets (B#r) W< L , %£$F Deregister (BUEEM).

5. HRABRTEBEIAR , %E$F Deregister (BUEEM).

£ Amazon CLI BUEEM Lambda Bk

{# A deregister-targets %

BT BRERIIRE
REBBHTREMIOE BINAR. FEERFE) N ERARTHE,

RN ENBRARMSNMRE, BNEFEANRERLAZME -/, MREFMNIFEFHNRESR
EBEHRAXEK , B NERZIRENE.

PSRRI AT BURF AL BR o
BR 1
« BMRBRNIRZH LR - 50

EHRE 172
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- RABFAKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode =&

- RERNEXD K DE, ATFEANFZHESETH UTF-8 BXRRINFRE, ZRAKTFE , ARUT
BHRFR: +-=0 _:/ @ BTEFEANSZERIERZE,

« BOEMNZSEMIEREH aws: 518 , RRNEE N Amazon EATE. BIE4mE MR a0
BHREEMNTE. EFRAENRERITASNRROFZHERF,

New EC2 experience

EFA#AR EC2 IR B ArA VR

1

2
3.
4

BN AT ML 3TH Amazon EC2 &4 : hitps://console.aws.amazon.com/ec2/o
ESMER ENAETE T , REBR4A,

EFEMREAN BT AR FHAEERE,

ERZGRIMF L, RBREERE , RAERITUT - S IIRE

a. EFEHMHRZL , FHEBNERAFE

b. ERMIRE , TRERMIGFEL , RENBNERAE,
c. EMBRIRZ , FWRFRZZLAIMER.

EHEnER , BRREER.

Old EC2 experience

£ IBA/ EC2 IR EH B ArAMIRE

1

2
3.
4

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESM B LH LOAD BALANCING (fA5i39#) T , %&#F Target Groups (B454).
EEFEBFRA,

£ Tags (F3¥X) %I+ L |, %£4F Add/Edit Tags (RIN/RERE) , AERITUT - = 2T
£ -

a. EEHMRE , BRERNENE.

b. ERIMFHRZ , FIEF Create Tag (RIEIRZ) H N Key () M Value (fB) B AE.
c. EMBRHE , HEFERZZLHMERELR (X)o

TREHRZE , ERRE.

EHPRE
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£/ Amazon CLI E# B iR KRE

P

£/ add-tags # remove-tags 8 Ho

i BR B #r4E

R B ARERAEAIT SR AN RRIBESIA , WATSMERIZERE. BERBIRAR2EEEME
BFrEAR BiR, MRETBEFECIIMAEY EC2 KB, W AT LUF IETHLL 1 Z LB,

New EC2 experience

E AR EC2 I8 MIER B #74A

1
2
3.
4

BN AT ML 3TH Amazon EC2 #&l& : hitps://console.aws.amazon.com/ec2/o
ESMERLLHNAREET , EFBHRE

EFRERE , REROEFRE. MR,

HRGETRHITHEHIAN , EBER , BIER.

Old EC2 experience

£ M IBAR EC2 438 MIRR B #74A

1
2
3.
4

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLEHNARHEET , EFBHRE

BB FRA |, REMIRIERE Actions (B1E). Delete (1 Bx)o

HRERTEHIARN |, EER,

£/ Amazon CLI Mk B #r4E

£/ delete-target-group &8

T B B FRE
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¥4 Application Load Balancer

BOEAUL TS EAEEESS , o RERRA KBRS A HEIZH B AR R,
CloudWatch ¥g#5

B LAE A Amazon CloudWatch Sl—HEFH BB FIHE ( MAER ) WEXRZFXRAEKS
EBHRNEMFRABESNEITEIE, SUFAXEERRRIIZNAEREEMBIET. BXEZE
B , %2 # CloudWatch Application Load Balancer BJ3§#%.

PARE R

BOLAERGR BERBREXOATIHER A EHNERNVEFAEE , AUXEFAEEERBE
X HF#E Amazon S3 1, EBAIBMEAX LR B ESTREEXH B RSB IrEXBNRE, B
XEZELR | i3 Application Load Balancer 8158 B &,

EERAER

B EREEAERBREXKEIATIERNERNEYE , HEHEN ARG EFEHE
Amazon S3 1, ZAIFRAXLEZATRBERT AR IP it MixO, FLRIERER. EEE
RUREEMFEAN TLS BB, ARG , TUFAXLEZEAEREFEREINEESE, §XES
£8 , 2 Application Load Balancer BE# H &,

WRIRE

B LAEARIERIBERRIRER HTTP iR, AETEHR SN CERNEMERFMN— NI RER
NPk, BXREZEER , B3N 53k Application Load Balancer #9 iR ¥z

CloudTrail B=&

&AL E A Amazon CloudTrail #3RE XX Elastic Load Balancing AP #{TH A FAER |
HEHAERN BEXHFHE Amazon S3 1, BRI BAEAIX L CloudTrail HERFEER T T BHLE
FPAY, BEOUSK B EBANIR IP bk, #WIKIT T B, KT TRWUE, BXEZER , H2A £4
Amazon CloudTrail 123 Application Load Balancer &y API i

CloudWatch Application Load Balancer By 35#F

Elastic Load Balancing f##) CloudWatch £k I9# 2z B R BTE LA M EL S, CloudWatch
AWEA—AEFNNEFIIEE (MHRER ) NEARZEXXLERFEINRITER. THEFRAR
ZURENTE , MERESUNZEERENBEECHE, flI , S AEEER B &R KA I9%S
WEFBHRNER. BN EES/BEEXERNNEEBN TIENE LM,

CloudWatch $g#% 175



Elastic Load Balancing NARFAEI9ESR

EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERIESR , &
ZIEPRE RN WEZ AU E R B ERE (Hlanm B FEb it R EEA ) o

CloudWatch X & RiAEZ 1515 #8587 |, Elastic Load Balancing F 2B HER&5¥6+r. MREFHERA
Z 51 5191%8% , W Elastic Load Balancing # T &} XA 60 WMV EIREAEEIER. MREEFERRE
BB RIERERE | WRREER.

EXEZEER , {52 Amazon CloudWatch B ¥/,

ok

» Application Load Balancer }§#x

« Application Load Balancer B is¥r4E

+ Application Load Balancer 1E¥rEY 2511 $idE
- EFENMFITE M CloudWatch 3545

Application Load Balancer $§#x

NG

B A BT
Lambda B%k
RAF 55Kk

AWS/ApplicationELB 5% Z R SIFEAEITE A LT IER.

1R DU

ActiveConnectionCo NEFPIRB|AEGEIFUARN AT S ERE B IR H L5ES) TCP E#E
unt B B3,

wERAE - BFREE

ST HIE  RERANSITTER Sum,

Application Load Balancer 845 176
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1R DU

* LoadBalancer

* AvailabilityZone , LoadBalancer
AnomalousHostCount  RMFFERENENHE.

REFRE - BRARE

SITHIE - KREAMSITIAER Average, Minimum F Maximumo

R~

* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

ClientTLSNegotiati  HRA TLS HRMAREEARIEREUXENZTFHAEN TLS EiE

onErrorCount ¥, TENERSFEZBHRIMUFEERE R iwE T ERIERSSS
EP M 7 ERE,

REFRAE  BEEE
ST HE  REANSITIER Sum,
R

 LoadBalancer

* AvailabilityZone , LoadBalancer
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B iR
ConsumedLCUs MO EREANNBOERETELN (LCU) BE, BEENE

NEHEAR LCU BEN T, BXEZEER , B2 H Elastic Load
Balancing E#t

REPRE | IREIRE
SitEdE - 2%
R~

* LoadBalancer

DesyncMitigationMo A& RFC 7230 FRHEMNERE,

de_NonCom B
pliant_Re G BIESE
quest_Count G - ARG TEE Sum.

R~

* LoadBalancer

* AvailabilityZone , LoadBalancer
MitigatedHostCount  EREEMEHBIRKE.

RERE  BRARE

SHHIE - KFERANSITIER Average. Minimum F Maximum,

R~

* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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B AR A EER

1R

GrpcRequestCount

HTTP_Fixed_Respons
e_Count

HTTP_Redirect_Coun
t

iR
B3 IPv4 7 IPv6 4L gRPC IEREE,
RERE . BFEEE

ST HIE - ZREANSITEHEER Sum. Minimum, Maximum MK
Average £%fiRE 1,

R~

* LoadBalancer

. AvailabilityZone , LoadBalancer
FX Th B9 [E] 7 e B 3R VE A IR B

RERE  BHEEE

SHEIE - E—AEUNSITHHER Sum,
R

 LoadBalancer

. AvailabilityZone , LoadBalancer
B T Y B T [l R AR R IR B

RERE  BIEEE

SHEIE - E—AEUNSITTHER Sum,
R~

 LoadBalancer

» AvailabilityZone , LoadBalancer

Application Load Balancer ¥§#x
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FEFR iR
HTTP_Redirect Url_ BT R EFRLHPH URL KT 8K MEiETHRIEE BIRIER.

Limit_Exc

eeded_Count wEE : BEFE
SUEE  E—EAEXHRITHER Sum.
R

* LoadBalancer

* AvailabilityZone , LoadBalancer

HTTPCode_ELB_3XX_C RBAFEESEN HTTP XX EEMMRBEH., ZITBFAIEERERK
ount L EINERE =

REIRE  BFREE
ST HE - H—BEXHEIUTHER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B HR
HTTPCode_ELB_4XX_C REAFYEREN HTTP AXX BEFRREIRABHWEHE, ZITHFAEE
ount B A4 BRI e R R RS,

WREREXBRIAZE , MEREFFWER, RT ARG
RE HTTP 460 #HiIRKBEHER 2 , BRI REIRLEFR, &it
BAEE B B AR R ARD,

REIRE  BEEE

ST HE - ZREANSITEER Sum. Minimum, Maximum MK
Average £ZfiRE 1,

R~

* LoadBalancerxr

* AvailabilityZone , LoadBalancer

HTTPCode_ELB_5XX_C RERAEEEERN HTTP 5SXX RFSHERRABHEE. ZIHHTEE
ount B ¥R R AT RIS .

wBERA  BHREE

SITHE - REANSITEHEER Sum. Minimum, Maximum BAK
Average £ZBiRE 1,

R~

» LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

HTTPCode_ELB_500_C
ount

HTTPCode_ELB_502_C
ount

HTTPCode_ELB_503_C
ount

iR
REARSEEEN HTTP 500 HiRBHEE.
wEvE - BEBE

SUBE  E—BEEUNSRUTHBIER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer
B A ERE HTTP 502 iR R IBHNKE.
RSP  BHRFE

SR HE—BEXHNEITHIER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

R B RIS E R HTTP 503 &HiRRIBHHKE,
&R - BFREE

ST IR - H—BEXHNEITHIER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer ¥§#x
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B AR A EER

1R

HTTPCode_ELB_504_C
ount

IPv6ProcessedBytes

IPv6RequestCount

iR

R AFIIEESMN HTTP 504 $RiRICBHKE.
wEvfE - BEBE

SUHE  E—BEUNSRUTHBIER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

MEYERET IPv6e LB EFZTE, it EETE Processed
Bytes H,

REIRE  BEEE
ST HIE - FERANSITTAER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer
NEIERWEIN IPv6 BROBE,
RETAE : BHEEE

SHHdE - FEAMNSITEHER Sum. Minimum, Maximum K
Average £ZfiRE 1,

R

 LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

NewConnectionCount

NonStickyRequestCo
unt

DU

ME P inZ| A B E R AR M AT EREE B FREL M TCP EEM
HE#

Wil - BEEE
SHBIE - BEANSITTER Sum.
R

* LoadBalancer

* AvailabilityZone , LoadBalancer

NEERRETEERN B TEMRER BARVERNOHE.

Plan |, FREKRBIFEF SR E - MEREREHEREME Cookie , RH
T #it% Cookie B ARIEE BIEMEILL BARAR B R , ¥tk Cookie HY1%
XERVOTH , HEHARNEER , SRR EREREE

Cookie,

wERAE - EEBRE LR AR,
SR H—BEXHNEITHIER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

ProcessedBytes

RejectedConnection
Count

RequestCount

DU

HEIE BT IPv4 H IPv6 ( HTTP #RKM HTTP ARAR ) LB
MEFTH. LITHRIEENRBEEFFHN Lambda BEBEVHRE |, B
RRESHRERER (dP) HRE (MRERATRFSHBRIL ) .

Wil - BEEE
SHBIE - BEANSITTER Sum.
R

* LoadBalancer

« AvailabilityZone , LoadBalancer

HT RS EREEEER FREUELNEENRE,
wEIRE - BREE

ST EIE - RERANSITTER Sum,

R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

B IPv4 M IPv6e LI EROBME, B NERSITERT [6E
BRFBIRNIERPEE, FERFERZAELNERT2RREL
BT,

RERAE  IREIRE
ST EHIE - RERANSITTER Sum,
R~

* LoadBalancer
* LoadBalancer ,AvailabilityZone
* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup
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B AR A EER

1R

RuleEvaluations

B

P

puAS

R
LE 1 DINFEEREBERWIERT , AFTEIRLEAIH N2

o

o Ft

REIE  BEEE
ST HIE - FERANSITTER Sum,
R~

* LoadBalancer

AWS/ApplicationELB @5 # Z2 82 1E B s A T 1B #x.

1R

HealthyHostCount

HTTPCode_Target_2X
X_Count , HTTPCode_
Target_3XX_Count
HTTPCode_Target_4X
X_Count , HTTPCode_
Target_5XX_Count

B

.
WIMN EEZITH B EE,

BEE  ERATETRARENRE

STHIE - RERAMSKITIER Average. Minimum F Maximum.
R~

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

BIRERK HTTP IMNABHHRE, EFSEATGEHRERNEM
e SZ4HS

REIRE  BEEE

SR  HFEANSZITEIER Sum. Minimum, Maximum AR
Average £#fIRE 1,

R~

* LoadBalancer
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B AR A EER

1R

RequestCountPerTar
get

TargetConnectionEr
rorCount

iR
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup ,AvailabilityZone , LoadBalancer

BiRAFR SN BN ERE, BUMERH TargetGroup #4£EE

TEBA, MR BRE Lambda B, N LIEHRTER,

it B B ARA R B ViE R SBBRA B A FREB RN HE, W
REFETXERENBR , WaREBRHEH.

B | BRI
Zit : ME—ERESITRIER Sum. XRETE , HREEHA,
R+

 TargetGroup
* TargetGroup , AvailabilityZone
* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

NEE RN E IR AEZEEL TR, MR BEFRZE Lambda
BB, WERTEM,.

RER  BHEE
SitBIE - BAEANSITTAR Sum.
R

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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1R DU

TargetResponseTime  ERBEAATHERBEZWEIRE BN MAIFTAME (AR RE
)., X5HR BEPH target_processing_time FREZ
HEY

IRERKE - BIESE
Statistics : ZBERAMS 1T TER Average M pNN.NN ( BEZLE )
R~

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

TargetTLSNegotiati HAARSEREISEN AT ESKEN TLS EER. TN RES
onErrorCount FEZBHRIBDWNTEE ., MREFRE Lambda B, NtLIERTER,

ik BESE
SHHE FREANSZITITEZE Sum,.
R

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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B AR A EER

1R

UnHealthyHostCount

AWS/ApplicationELB @& ZRISIEBRAZTRAN U TIER. BEXEZER , BSN the

DU
WA RIEEZITH B IR E.

wWEE  EER TEITRRARENRE

SiHEIE - RFEAMSITIER Average, Minimum F Maximumo

R~

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

section called “B FrAIZ1TIRR

1R

HealthyStateDNS

HealthyStateRoutin
g

UnhealthyRoutingRe
questCount

P

DNS E1TIRR RFRSERNXEHE.

Rk
Ba
SRR - BEANSIT TER Min,
R+

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
FEBAEITIROR RIFRESERN X HHE,

ST HdE - RERANSITTER Min,

R

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
EABBABERBRE ( KRN ) BANERYK.

ST HIE - FERANSITTER Sum,
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1R DU

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

UnhealthyStateDNS TS DNS ETHRRBFRAER |, HILTE DNS F#ARIENETR
IRTEF:HI\JI:iszEo

ST HE - REANSITIER Min,
R~

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

UnhealthyStateRout  FREEHAETRIAERHFRAER , AEAREEXFRESES
ing KA B ( BFEETRITENER ) HKEKE.

St HE  REANSITIER Min,
R

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

AWS/ApplicationELB fp & ZE[E 235 E XM B #589 Lambda BREEY LT FE 4R

iR DU

LambdaInternalErro X $1 £ 19 #7885k Amazon Lambda P& H I (8] &2 ﬁﬁ%:’ﬁl%)&ﬂ’ﬂ‘l
T Lambda BAEHER . BERIVERFERNRE , FEFHR BER

error_reason FE&,
REWRE  BIEEE
SIHEHE E—AEUWNSRITHEERE Sum.
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1R DU

 TargetGroup

* TargetGroup , LoadBalancer

LambdaTargetProces  fAEHIIEEFNEX Lambda BEERAYE R FK B 1% B0 o R 4b BB B9 =
sedBytes TH S,

wEFRE  BHEEE

ST IR - H—BEXHNEITHIER Sum,
R~

* LoadBalancer

LambdaUserError B Lambda BE I BB S AR MEIXS Lambda BEERAYEREK. Hi
m, AFEEREERAZEENNR , ASIEEMNEXERRER
DMEF R EBIER JSON |, SEERIEHEMAK/DES T 1
MB WEAK). ERIERERNRE , BEFIHR ABEM error_rea
son F&,

&I E - BFREE
ST IR - H—BEXHNEITHIER Sum,
R~

* TargetGroup

* TargetGroup , LoadBalancer

AWS/ApplicationELB & ZRISBFEAF S RIER A TIER,

EHR R
ELBAuthError HTEBHRIFREREHEIR. ABHUESRLTES P BIHERE |, Sif

BOERRASERTEZTR S ORIDRE , IS BT ETAAF
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B AR A EER

1R

ELBAuthFailure

ELBAuthLatency

R
SRR, BERIERERNRTE , FEFHE BHED error_rea
son FE,

REIE  BEEE
ST HE - H—BEXHEIUTHER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

HTF IdP IELAFIFRHZBRRNRBZSRERSHRN T EERAF 6
RUFRR T, ERIERERNRE , BEFHR BHEMW error_reason
FE.

REIRE - BEEE
ST HE - H—BEXHEITHER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

il

1 1P 254 1D 4 80 = {2 S A BB A (
AR S TR | XRF LK,

¥). MBEXLBAES

REIRE - BFREE
ST RIE - ARSI RESRES
R~

 LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

ELBAuthRefreshToke
nSuccess

ELBAuthSuccess

ELBAuthUserClaimsS
izeExceeded

R
RIS G R ER 1dP 1R RIS B8R IR F P 7508 9K K
Rt  SEBE

SRR | —EE ST IER Sum.

R

* LoadBalancer

* AvailabilityZone , LoadBalancer

FLIOEY & IR ER IR B, AEHERM IdP REAFSBFEHRG
, W TERE RAT L IEIR 2B 18,

REIRE  BFREE
ST EIE - RERANSITTER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

ELERY IdP REIA/NER 11K F TR A F R,
REIRE - BFREE

ST IR - H—BEXHNEITHIER Sum,

R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer B9 5#r 4t E

EF% Application Load Balancer By$84r |, BEHAUTEE,
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$HE HiR

Availabil & A X iR R R,

ityZone

LoadBalancer BABSSERHREREE. B0 THXIBERETHESS : app load-bala

ncer-name/1234567890123456 ( f1&i39#8% ARN WR/E—%2 ) -

TargetGroup EEMFARERERBE. RUOTHRNIEEBFA : targetgroup target-gr
oup-name/1234567890123456 ( B #r4l ARN H&E—E8% ) o

Application Load Balancer 18#rHI & it 53R

CloudWatch #R#E Elastic Load Balancing X B/ HIE R IRE S 1HEHE. SitHEREEENEE
BRCENERBE. HERKITHEN , RENBERREGEMNEEHTIR. EELHTH—
FRERNEH-EXN, Sl , EANBEREBETARABINARITEREEMEEERS EC2 3£
ESERRE ¢

Minimum M Maximum ST HERRENEEEOPEIMNBIERTRRENBESN R/ NMEN K
KRB, flan , RENAREFARSESRHRNAREESETRAR, — N SH HealthyHostCount
B Minimum 9 2 , Maximum 8 10 , Average § 6 , Z—NT R# HealthyHostCount #
Minimum 53 1, Maximum A 5, Average § 3, Hit , AFEEEFH Minimum 3 1, Maximum A
10 , Average K4A 4,

BB NEEE Minimum ST BIEPHIESEE UnHealthyHostCount , HESAMKELSL N IESER
AHER. WREFEA Minimum , MREFRMNABEDERFENTRMATAXIAN BFREITFAIERE
H1ER. MREEWBIBERBERBNIRE , AT LURE N IR Average T Maximum & HER , A
BUEFRENERHAEFRZERER. EEHRDWE , FEIEHEXTE Amazon EC2 Auto Scaling
=% Amazon Elastic Container Service ( Amazon ECS ) A A EEE R ETRA R EN KESKE,

Sum ST BFERAEAHBERT QIVLEE, BTXEEFRESNARNEIESMRE , ik Sum
SGE AT X B A #8R 17 QI 1TIC B AV HEHR.

SampleCount ZitHERENENHEAS., ATXEENREETEXFERMEB4HTIEN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAH @R T RIRE
R, MAREITRREENENE,
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BOVBEREMESEETFHENLE, ERUEEENES L , RSEAWA/NE (HlH
p95.45), Bl , 55 95 MNE T MEKRT 95% WHBFE R TILE , 5% WRESTIE, B2 UHEE
ATREREE, M, RREMABRFMNEERSASHERNEREAR 1-2 2Y , BUNREEFR
2R, NIEtEIFEE 100-200 EW. ERERRTRENER , BHMEKRN 200 EY., FHEFKRT
BENDH. BONRRT I ERENHINAREFEEAE. BIEAS 99 ME T NEERN Auto
Scaling A& 2855 CloudWatch E#k , EAILURALE R EEY 2 EVWHIERRENTEL 1%

BEF BN AE %S CloudWatch #E#r

O] LAEF Amazon EC2 2 #| A E B BN RIS CloudWatch $E5#5, XLERITNEIER
Ko NRAFYEBRLTEIRSHBEEEZWIER , NSEEZERRAERBIES.

HE , BALUE A CloudWatch 1241 & E & A E B IER.
/8 Amazon EC2 24| B &= EHIEF

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. EEFREMARENER , BIITUTRE

a. TESMBE®KS , & Target Groups,
b. EFEBIRA , RFEE Monitoring &I+,
c. (FIik) EiRETRITFIEL R , M Showing data for ik ZEaTESEE
d. ERBENEFH—IRAAE , BFEEHEEE.
3. EEFRABIGERTEMIER , BHITUTRAE

a. TESMERTP , %$F Load Balancers.

b. EELNAEHEESE , AFBIEEFE Monitoring IET <,

c. (Hik) ERatEITEERL R , M Showing data for kAT ESEE,
d. EREBENEFHN-—IRAUE , BEFEER.

£ CloudWatch 2#lA&EE B

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESMERF , EFER.

3. %4% ApplicationELB #% Z=[H],

4. (Tik ) EEFBLEEERNER , BFEBRFRIPMAEEN.

EEBNATIIEEN CloudWatch 35#R
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5. (Wik) BEREERE , WIAR T IEATZ — :

- ERETRNABITERIMENIER , Hi£1F Per AppELB Metrics. BEEF RN AFITE RIS
o, BERRFRIPWMAERN,.

- ENETHENBREAREHIESR , 151 Per AppELB, per TG Metrics, EEEENBIRAN
B, BEBRFERPRAEB .

s EZRUAXRE TN ABTESRIRENIENR | 151%£# Per AppELB, per AZ Metrics, EEFEA
HEEEENER , FEERFBRPRAREN. EEFEINTHRXWER , BEERFERE+ M
AHEZ,

- ENEAAXRMBEFAE R AAEEERIRERIER , B1%EE Per AppELB, per AZ, per TG
Metrics, EEFENABHERNIEN , BEERFRPUAREN. EEFLENEREANIE
b, BEERFERPHAEEN,. EEFRNMNTAXNER , BEERFEREFHAEEZR,

£ Amazon CLI &EEFIEHR

ERALLT list-metrics a5 H o] BISHF -

aws cloudwatch list-metrics --namespace AWS/ApplicationELB

£/ Amazon CLI SREUIEFHISE it EdE

{5 F LA T get-metric-statistics in S IREUE E IR ML EM S 1TE R, CloudWatch &N — 4 EH
EBUR—NBIMPIENR. BEEFEARTNEATNEEASRREZITEE. BXTIEEQ BRI EH
EI‘J |§.| _éﬁgo

aws cloudwatch get-metric-statistics --namespace AWS/ApplicationELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=app/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2016-04-18T00:00:00Z --end-time 2016-04-21T00:00:00Z

THRRHEE

"Datapoints": [
{
"Timestamp": "2016-04-18T22:00:00Z2",
"Average": 0.0,
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"Unit": "Count"

I

{
"Timestamp": "2016-04-18T04:00:00Z2",
"Average": 0.0,
"Unit": "Count"

},

1,
"Label": "UnHealthyHostCount"

Application Load Balancer Y1717 B &

Elastic Load Balancing 12 7 iR B& , %15 R BEATHIRE X K& A E [ ERNIFHE
B, SMNAEBIEEL (Bl , WERERWETE, B IP ik, R, EREFEMRSESM
Bi)o SERILAMEAX LS E B EDTHREERN HHFEREE,

7418 B £ & Elastic Load Balancing By —IA[3£IhaE , BRINER TEZALIIEE. N ABHEEEAE
[\ H&ZJg , Elastic Load Balancing %k B & HEAEN E5R X HEHEEEIEER Amazon S3 7#
W, BB A TR AR,

BEEX{S Amazon S3 NFMEA , BEEX Elastlc Load Balancing F SR B & XX K% Z)
Amazon S3 W H TR, BEXEEREANEZER , 5 Amazon S3 Efls

B %

- BRIBEXH

- R BEXE

- R™MIIBEXKE

« REipE HEXH

« 7 Application Load Balancer /8 F 18] B &
« 7 Application Load Balancer 258 H &

18] B &304

Elastic Load Balancing & 5 Z# A BN AEHEEHR T /R AH —XAEXH., AEERARLR .
HESESRTUERERNBEBENZNEE. BE , IRESEFESRE , SHEIARER.
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mE B ERNXHFERAUATER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-address_random-
string.log.gz

bucket
S3 FEMA B .
prefix

(AL ) FRBNAIR (BBEREN ) . BEENIRTEITEFHE AWSLogs. ERNESE
B, BZHREMANRBRENR.

AwSLogs

BN EEN BB MM IR E AN AWSLogs FFkEI X A4BE 7

aws-account-id

WAEEM Amazon I~ 1D,

region

9% RN S3 FRBATENXE,
yyyy/mm/dd

fefm BSE B A

load-balancer-id

NEITEHRNRIR ID. MRFR ID LEEMERMT (), SEERMITHERITR ().

end-time

AEAIZFEIREE RA B EAMET A, Hlin , 53R etE 20140215T2340Z ‘@& FE UTC Bf[E ( BIEE S
8] ) 23:35 f 23:40 Z[E K HHERNEKE,

ip-address

REBE RN OB ERT KW IP ik, X TRBRBEGER , XEHRE P i,

random-string

REERNBEIZRT S,
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LTR-ANHRIENBEXXHE A

s3://my-bucket/my-prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BLTR-—ANTFHBRN B EXXHE R

s3://my-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

,.,JC#—IJ«MH?{L%‘*%qﬂﬁ{%‘ﬁcms&ﬁﬁl‘ﬂ , BT LAE X Amazon S3 £ AHMN L B3 ERE
BB EXH, BXEZEE , 555 Amazon Simple Storage Service AFEREPHRN KREGERE
H,

SN N

Uilﬁ_l E AR E

Elastic Load Balancing 12X K EAAHIIE[/MER , BENREEBRHER. flm, mEEF
WAERNBRNBERSIESEEENBRMBRIER , HLIEFIFER. Elastic Load Balancing Fig%
BETRAREER,

BNMNAEZREHETESRAEIEHI[ A BN ENMER ( MR ZIEHE WebSockets ) BWIFMAEE, XF
WebSockets , REEEEXABRTLEAZRE, MRLTEBIARERERE , U HTTP = HTTPS #
REZ B EES

/A Important

Elastic Load Balancing ¥R HigRiER. RINNBWAEFERGR BERT #ERMER , MARE
NABEERNTEHEIR,

ok

. B

. REWRME
. HEFE

. BRERRSD
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B AR A EER

BE

TREFFH#HRT IR ASFKENTR, ERAZEIRBAEFR. £ AHBFRE
MEBERENKE, BNAKBEFBEENEAFTEENFR,

FER iR

xH ESREGERRRE, RENENT (BEEMEAME) :

http - HTTP

https — HTTP over TLS

h2 — HTTP/2 over TLS
grpcs — gRPC over TLS

ws — WebSockets

wss— WebSockets it TLS

, 2FXEFERR

time 925 4 BT B i Y e B2 A9 B iR (SR A 1SO 8601 #8xX). R
WebSockets , X 2iE#x AR ETE o

elb NBIGER/ARIR ID, MREEEBTTR BERE , BEE , R ID
AZEERT (/).

client:port BREFIHW IP it MisO, MBEAFYERIEERE | NtFRE
L2AEZNRERN IP ik,

target:port RO ESRE BARHY 1P b Fuw O,

MREFFIRXBRIATEER , WABSERTEFERDIKE B4R, 7
BIEERER -

R B¥R2E Lambda BEE , NIERERN -.

R Amazon WAF 8 7T IL1ER , ZELSBIRENRN -, B elb_statu
s_code FHELSMHIRE RN 403,

request_processing MBS 2R R EE R B E R ZIXE B AR AR B atE ( AR R4,
_time BEREY),

i BE%E
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B AR A EER

FE

target_processing_
time

response_processin
g_time

elb_status_code

target_status_code

received_bytes

iR

MRABEERTEFERDREEAR , W EREN -1, WRBIRE
ZRENAIRAERE | AFFRAETRAFRNER , WaREXTE
o

MEEM B REZRBN 2 REA , MEEERTRERN -1.

WMREHNARF ARG ERERS A Amazon WAF |, & BHR3EHE
7 Lambda B ¥ , ME Fim &% POST &R P 3 Bz #Y B BT A
request_processing_time

MBI E R R ER KX R B 5 E% B ARIT 98 Kk WE R AR Sk i A Y 5B i)
(UABREN  BEREY ).

MRSBEEERTEFERDRE B AR, WHERERN -1, WRBIFE
ZRENBIXAERE , HAFFHRETHERNERNER , WagEXTE
Mo

MEEM B AR EZE RGBS 2 BT ARIEAL , M EEARER -1.

MR ARFAEYEERREH Amazon WAF |, NI &E Fif &% POST &
RAFEHEMN BT A target_processing_time

MR8 2R K EI SR B B #RE9 I8 B2HR Sk B FF 46 [0 B 7 b K 525 W B2 P A B9
BfE ( AN B, BRERNEY ) . WERSEERESER EAVHER Y
(8] SR M D 35 16 25 B B P i Y S 823K B B

MRABFERREEWEIRE BArHEE , NEERER -1, MRERF
EZERBRAXAERE  SFFRAETHRIERNER , WaREXH
B

Sk B B9 Er AR 49 Wa B AR SR

kB BRNIENARSRBE, REEBEYSBANEEE BIRE KA A
E@%)R-Fiailttﬁo E\JHJJ y Eiﬁlﬁjﬂ “o

MNEFiE (BER) BRPEBERKD CLZFRENM), WFHTTPEXR |, X
BIEFRL, X F WebSockets , X2 EE ENEFIRERHNEFZTH,

i BE%E
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B AR A EER

FE

sent_bytes

"request”

"user_agent"

ssl_cipher

ssl_protocol

target_group_arn
"trace_id"

"domain_name"

"chosen_cert_arn"

matched_rule_priority

request_creation_time

S

iR

RERFFim (RiER) Eﬁﬂﬂfﬂﬁk/J\ CAEF REN), WTF HTTP B3R,
XBFERKL, FF WebSockets , XREEZE EAEAEFIRNEFET
o

KEFFHRNERT , B2ENXEISAHARAUTHEA#ITIESR : HTTP
FE + DA/ EN IR A /uri + HTTP fRAS, ARERFRET S wiSE
EXR URI BT RIEH URL, EFRETR BENHNARRE, HELE
HFEE , BEREFRAZE URL AR,

FRIREEHBERNEFIHRNAFREZSFSR (ANEISEREX ) . ZF/FE
BE—NHZAN=BIFIRAF (product]/version]). MRFAFEKERET 8
KB , M E T,

[HTTPS {i1%785] SSL ##8, WMEMUTERF =2 HTTPS lTss , MILERE

[HTTPS {lir88] SSL . MRMITEER 2 HTTPS MiTes , NtEIRE
A -o

B #54A# Amazon Resource Name (ARN),
X-Amzn-Trace-Id #rkBIAR ( AMNXEISHEEXK ) -

[HTTPS {i¥re5] TLS EF MR E P iwiRHA SNI i3 ( AN SFEiEk
) o MBEFIHAXZRF SNI StbE S Al BN EEF P it B3R IAE
B, M ERRERN -

[HTTPS ii#T25] MZFF iR HAVIEFE A ARN ( AXNE|ISHFEEXR ) ., R
BEEFEHAE , IFLEIRERN session-reused , MR MITEFE
HTTPS {¥rss , MItERENRN -,

CEERIANLERE, WREHE TEANAN , NEHTEENT 1
F1 50000 28, MRKREEEMAHRNHBEHITERINRE , NHERERN
0. MEHREEEANNITMEE , MERERN -1, W TFEMEMER, ©
WEN -o

MEIGEBRNE P im B ERAVESE (RA 1SO 8601 #£3K).

i BE%E
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FE iR

"actions_executed" AIBESRETRMITIVIRIE ( AXNE|SHERXK ), ER—MNES2RE I
* , LlEE XEWIRE RTERNE. MRRRNITEMMRE (Hla,
HWEREIRBERWIRE ) | MBREERERN -,

"redirect_url" HTTP la R BARk I EE [ B/ URL , EANBISHFEiR, HRTHMIT
EERBRE , NRHEIRERN -

"error_reason" BIREERAB (BEENEIEA ), MREREAM , MXR HixFEREKE
PHEANERREZ—. IRMEXBNRETSEFHRIERER B KRR
& Lambda B%k , NILLERENRN -,

“target:port_list” AL ESRE B AR 1P #at Fiw OB SIR |, &/ ot MmO 2 8 A 22
¥ok , HEAXEISiERE, M5, kIRAUNEE—1 I, HEE
target:port FEX ILHL,

MREFFERBERETEER , WABHERTEFERDIKE B4R, H
HIEERER -

MR B2 Lambda EE , MERERN -.

R Amazon WAF £8 7T IL1ER , ZESBIRENRN -, B elb_statu
s_code FHESHIRE RN 403,

“target_status_cod B AR VRS RBIIR , RB2ZRAZEES R , FEANE|SEEX,

e_list” HE, IRALLEE -, H BE target_status_code FEXITHL,
RECEISEMNEZEBEREAEATMNAER FiERIE, &, &
RENA -o

"classification" RTERADE (BEENEIBN ) . MRFERFHFES RFC 7230 1

N ATREME N “THE2", “T B # ‘=&,
WMREFERFE RFC 7230 #rfE , MEERERN ",

"classification_reason" ZEERNRE (ZEENEIETAN ), MRFERFEFS RFC 7230 #56E , N
X2 PRER FHRANDSERBZ—. MRERFFE RFC 7230 1k

MEERER ",
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B R 1E

AT EH R H R IREF#EE TR B S/ actions_executed FERH,

« authenticate - MEHHEEHR[RLIELFE , RiITAFE#H , FFAFEERNMEIHNE B FTiEENiE

RIRKH,

- fixed-response - fag9#iss & L H NI B B FrE E /Y B E MR,
 forward - AFHEEFERER BN E BFTIEEM B #70
- redirect - AHMEHRINEREERAIANEBFIIEEN S — URL,

« waf — AP IR/ ERE KT Amazon WAF LURER B R FERERE Bif. MRIXBHL!

#£ , M| Amazon WAF #8E R34 1ER,
« waf-failed — S i9fss =i B R ¥ & E Amazon WAF |, BIt I E XK,

PRER

A

WMRERTFE RFC 7230 #rfE , UBIGEERHE TR B EM classification_reason FERHFF TR

Bez—. BREZER,

(R
AmbiguousUri

BadConten
tLength

BadHeader

BadTransf
erEncoding

BadUri
BadMethod
BadVersion

BothTeClPresent

FSH RS EREN,

iR
ER URI 22 EFIF5,

Content-Length ¥sk B —MNEEBINHTE2E
W FWE.

FREEE Null ZFREZER,

Transfer-Encoding #rk 2 & 1%E,

#R URI ‘G2 Null ZERHEEH,
HRBERRTER.
BRI AT ER.

ERERTEE Transfer-Encoding #r3k
Content-Length #r3k,

B
B
B

T B

i BE%E
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(8T

Duplicate
ContentLength

EmptyHeader

GetHeadZe
roContent
Length

MultipleC
ontentLength

MultipleT
ransferEn
codingChunked

NonCompli
antHeader

NonCompli
antVersion

SpaceInUri

Suspiciou
sHeader

Undefined
ContentLe
ngthSemantics

Undefined
TransferE
ncodingSe
mantics

HiR

FEZNMNEAFAMEREER Content-Length #53k,
FRARZER , REE—THPREEZEHK.

T GET 5 HEAD ik , E—MEAN O WY
Content-Length ¥rk,

FEZNEBETEEM Content-Length #73k,

1Z1£ £ Transfer-Encoding: chunked #r3k.

L BE I ASCH FRZIZHIFH.

BERRADEHIRNE

B3R URI 28— MNARXEH URL RBHIZEIE,

BRI ERE LN XAFBC R IR E
{5 Transfer-Encoding 2 Content-Length,

F7E 7 GET = HEAD &R E M B Content-L
ength #xk,

&N GET & HEAD #ERE XM Transfer-
Encoding #73ko

73K
TEAH

T B

=B

-]

AER

T BT

TEAH

TEAH

i BE%E
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wHix RRAHE

MRAFIERTETR S ORIRE , MARIIEI[RXETHE BEM error_reason F B 174
UTRRRBz—, ARSERELEMERIA CloudWatch 855, BXEZER , BSH FA
Application Load Balancer $:3iE i F° & 13

e iR FEFR

AuthInval B UE Cookie To™¥o ELBAuthFailure
idCookie

AuthInval RKETHART ANRNBRFRB LR ELBAuthFailure
idGrantErroxr

AuthInval ID ST ELBAuthFailure
idIdToken

AuthInval RESET M. ELBAuthFailure
idStateParam

AuthInval KBS A RT SR E R T M. ELBAuthFailure
idTokenRe

sponse

AuthInval XBAFEEAKRT [T M. ELBAuthFailure
idUserinf

oResponse

AuthMissi REBENART AN 54Kk F ELBAuthFailure
ngCodeParam N“code” N ERZ B,

AuthMissi RKEENART AN SRR IEENHRD EVFRL  ELBAuthError
ngHostHeader FE.

AuthMissi REBENART 2N S 4RI N R R ELBAuthFailure
ngStateParam Nstate” M ERZS B,

i BE%E
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2] iR B
AuthToken TRART REFEHEIRMA (JE 2XX) . ELBAuthError
EpRequest

Failed

AuthToken MEFBEEBETLTESTRARET RBE, ELBAuthError
EpRequest

Timeout

AuthUnhan AHERBIREENRE, ELBAuthError
dledException

AuthUseri IdP AFEELKR T REFEEIRMAN ( 3F ELBAuthError
nfoEpRequ 2XX) o

estFailed

AuthUseri MHEERLEES IdP AP EEL R RESE. ELBAuthError
nfoEpRequ

estTimeout

AuthUseri IdP REIMFEAX/NEF 11 K F75, ELBAuthUs
nfoRespon erClaimsS
seSizeExceeded izeExceeded

SRS NN B AREARER AN |, MAFEBEE IR SEHR BEM error_reason FERHFM T F45 1R
Z_o

KB R

AWSALBTGCookieInva FF 04X B #rBEEH AWSALBTG Cookie To3. flan , 2
lid Cookie fER A URL 4miBet , AT H B M IR E LR,
WeightedTargetGrou AR BEIRCENRE,

psUnhandledExcepti

on
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WX Lambda BREEVER KM |, M AZFKIGEESSIE TR B EM error_reason FERHEM# T 5 ER K
Bz —. AFHIERELIEMERE CloudWatch R, BXEZEE , 151 Lambda A%

(8T

LambdaAcc
essDenied

LambdaBad
Request

LambdaCon
nectionError

LambdaCon
nectionTimeout

LambdaEC2
AccessDen
iedException

LambdaEC2
Throttled
Exception

LambdaEC2
Unexpecte
dException

LambdaENI
LimitReac
hedException

Lambdalnv
alidResponse

LambdaInv
alidRunti
meException

BN
ME B EIFTAH Lambda EKE,

Lambda A XM , RAFEFimiERIRAHIEX
TRREE UTF-8 F%F,

M E R T EERET Lambda,

#iXE#EEF Lambda B R £ AT,

Amazon EC2 TEEHEWI L HARI4E 4 T Xt
Lambda #9718,

Amazon EC2 FEERE#BILHARI PR &I T
Lambda,

Amazon EC2 EER ¥R ILEARBEEARE,

Lambda F3£%E Lambda BB FIEEN
VPC FRIEMEED , AABHTREEON
PR o

S I Lambda BRI B2 #0182 7R IE o 5k %
EE,

EEMZAH Lambda Z1TEI A2 X #,

=

LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdalInt
ernalError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

i BE%E
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(8T

LambdaInv
alidSecur
ityGrouplI
DException

LambdaInv
alidSubne
tIDException

LambdaInv
alidZipFi
leException

LambdakKMS
AccessDen
iedException

LambdakKMS
DisabledE
xception

LambdakMS
InvalidSt
ateException

LambdakKMS
NotFoundE
xception

LambdaReq
uestToolLarge

LambdaRes

ourceNotFound

LambdaRes

ponseToolarge

iR

Lambda REELEFRIEENZ LA ID T,

Lambda BREELEHIEEMN FM ID T K,

Lambda FoiE B E AR IEERERER zip X4

Lambda T ZNETE | AAX KMS 247
KGR E#IE4, & Lambda BIEHY KMS X
FRo

Lambda AR ZHIELTE | ARNEEN KMS
ZEA O ER, ®E Lambda EEH KMS 24

®RE,

Lambda ToEBFAETE | AN KMS Z48
RABTLM. B©E Lambda EEH KMS 32471%
=,

Lambda B EZHELTE | ARAEKTE KMS
%4, ®KZE Lambda B KMS Z4RiRE.,
BREXHAX/NEEE 1 MB,

¥ T F| Lambda B,

M Bz 9 K/ 28T 1 MB,

ER

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserErroxr

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

i BE%E
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(8T

LambdaSer
viceException

LambdaSub
netIPAddr
essLimitR
eachedExc
eption

LambdaThr
ottling

LambdaUnhandled

LambdaUnh
andledExc
eption

LambdaWeb
socketNot
Supported

iR

Lambda B T W45 1%,

Lambda F3& 8 Lambda BREGRE VPC 581X
R, AN — N2 ANFREETAMN IP it

Lambda B#Z ZIRH , HAERT Z,

Lambda EREUER] T KRB RE,
MEGHER BT RLEBENRE,

WebSockets Lambda %,

ER

LambdaInt
ernalError

LambdaUserError

LambdaUserError
LambdaUserErroxr
LambdalInt

ernalError

LambdaUserError

MR AFHIGESIFERBEREKXZE Amazon WAF FHERIEE1R , M&ETHR BER error_reason FERAF

i THIER IR Z—,

KB iR

WAFConnectionError MG IR T EE#EE] Amazon WAF,
WAFConnectionTimeout 5 Amazon WAF B B8R,
WAFResponseReadTim 3 Amazon WAF B9i& KB AT o

eout

WAFServiceError Amazon WAF JR[E T 5XX iR,

i BE%E
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5B HiR
WAFUnhandledExcept AR BI ARG ENRE,
ion

B &SRB
ATRRPIAERE. WI%, XAUSTHRERRARN T ELERR,
I HTTP %8

LUTFE HTTP {m%rss (%0 80 Eiw O 80) W/ RBIBESRAE :

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

0 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "200" "-" "-"

Bl HTTPS %&H

LT R HTTPS %rss (i 0 443 B0 80) W RHIBESRE

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.086 0.048 ©0.037 200 200 @ 57

"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-
east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02722:22:48.364000Z "authenticate, forward" "-" "-" "10.0.0.1:80" "200" "-"

M HTTP/2 % H

TR HTTP2 R RBIBEZRE

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
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10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 ©0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256

TLSv1.2
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"
1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.
"20Q" "-" omr-n

=15 WebSockets £ B

LA 2 WebSockets £ B &% B R4,

ws 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 101 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1@1" "-" "

%4 WebSockets A O R4l

LT 2% 4 WebSocketsiE#ZH B ES B =4,

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02722:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "1@1" "-" "

Lambda K ~HI%E

AT 2% Lambda BREBI R ThiE RV R B E%KE -

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

0.66:9000"

I BERE
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"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" M-
0 2018-11-30T22:22:48.364000Z "forward" "-" "-" "-v nomowon ow_n

AT 2% Lambda BEREEY K ME RV RHI B E%E -

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

@ 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse'" '"-'" "-'" "_m n_n

R385 A] B &

R BENHRER M. MREMER Amazon S3 2H BT FXEXXH , NN EETHES , F#H
HERMER. MRETEHXENH , MAFTNERTHESEEREE.

MR EEREER , WAﬁﬁ@%TMEW@Ek;@EMH%K#U&GBﬁiu%ﬁﬁf
TEBEHALIEX line-by-line AL KEMEIE, EHit , BUELAFERRUHATLERRERN D
WIE, plan , BEUERANLTS ﬁlﬁ“ﬁﬂﬂﬁwﬂaﬁ.

« Amazon Athena 2 — MR EXNEHRS , ILEEEHBRHMERRAHE SQL 24 Amazon S3 FEIEIE.
BXEZEER , SR Amazon Athena AAF i8R A ZE 1 Application Load Balancer HE,

+ Loggly
* Splunk
« Sumo Logic

A Application Load Balancer /8 B i5 8] B &

ERAZHEREATR AEN , EXFEEARSESNEEPFHBEN S3 FHERBNENR. 7K
WM EHF R Elastic Load Balancing E%E}Aﬁﬁ%ﬁﬂ’ﬂilﬁﬂ’ﬂﬁﬁ%ﬁ?ﬂ%o

(P
- S B3 S3 FHEE
- SRR 2 CRREEMINE S3 4R

\

- FR3:BEBRAS
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https://docs.amazonaws.cn/athena/latest/ug/application-load-balancer-logs.html
https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
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- ST’ 4 BINEEBNR
- HEEEA

SR 1 B2 S3 7R

HERAERBER , B2 NER BEEE S3 FEM, SULERIARF#EE WU NBT AT
e B ENFEE, FRBLIVAEATER,

=R

- FRBLASNVTEABRSERARNXES, ZFERNARSERTHIRNKSRE.

- HE—XIFHRFJ|IHMNF LT Amazon S3 EEH4A (SSE-S3) BEXELEE. , 5 Amazon S3
FEERNMEE4R (SSE-S3).

£/ Amazon S3 #5612 S3 7/,

1. B LT MuEiTFF Amazon S3 #2%l& : https://console.aws.amazon.com/s3/s
2. i&#%E Create bucket (BIEZ ().
3. 7t Create a bucket (BIZZ7F##) 1 £ , AT TR

a. NTEH\EEYN , BaATERSNAEN. LLEBHE Amazon S3 AFMBENBFR BB P L
TME—, EREXE 6 JRENEEEEMEHMRS., BXEZEE , Z5H (Amazon
Simple Storage Service AF{EmM) PRI FME RS,

b. XF Amazon XiF , EFEEH P IZ AT EHIRHN XHE,
c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) .
d. BFiEECIBEMME,

HUR 2 RFRBEMIINE] S3 FHEHE

S3 FEE S IME BN Elastic Load Balancing B FfF AR B EBEAGFRBHN RN ZHEERE. 76
WREER JSON BAMNES , XEEBEALUFRKBESRE , AT HEEBENLHRNR, MET
MIEEXEMBNEEHETE—RIITE,

MBS FEFEAEEMMERNINAEME , WA LU Elastic Load Balancing 8 B B8 E A5 NE
ZREE, MBEXEM , WENETHERNNRE , UMARECINERTEEEEGNHE AENFHE
H95 R
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/dev/BucketRestrictions.html
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] P B T R SR B

B AN R EEBURT Amazon Web Services X fI A X KR,
BZE 2022 £8 Az ETANKXIE
ZERBEEEN B SEERSETFNR, FHREER T T XER A A XA A X i 559 EeEs

- TA#SK (EERD )
- TA#MK ( BRAE)

. MEXRED (FRME )
o BN (BBIEIT )

. BN ( FRERMH )

. HBF) (HRER )

. FRFR (FIBE )

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}
]
}

2022 £ 8 Az ai o] AKX

Z RIS ER Elastic Load Balancing 1K/ ID & FX R, HUHEBATUTAY XN TAXS
Local Zones HFHI A E 19 E 85

{
"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"

},

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}

elb-account-id&#H N IEFTTEHXE Elastic Load Balancing #9 ID : Amazon Web Services Ik F~

. E (4b3 ) - 638102146993
. HE ( FH ) - 037604701340

REREE B EMEMER ARN B my-s3-arn. ZIEEN ARN BURTARBITXEE 3 THE
A5 R B EBHEE BT &

. WHEFEH ARN R4l

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

o R EI8%HY ARN R451

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

£/ w NotPrincipal he Effect n 2Deny,

R Amazon S3 FHERIEEf fectEAEDeny H @ENotPrincipal M BT , B
fRlogdelivery.elasticloadbalancing.amazonaws.comfFHEEEServicedlRF,

{
"Effect": "Deny",
"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

}I
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Outposts X

TR R EEER BEEERS R FNR. FMILEBEAT Outposts X F Ay AT E R,

"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"

iy
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/your-aws-account-id/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

£/ Amazon S3 ## & &[5 10 B SN EE B KB MBS FEE

1. BT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
EEREEBNBNUT T EFREERE,

1%£3% Permissions ( #XBR ) , A/51%# Bucket policy ( ZEMEERRL), Edit ( &% ) -
BN FHERRBEURTIENR.

EREREFER.

o > b

SE3: BEHRAE
ERANTIRREGHBS , UHKES LA RE S3 R,
=R

FRERBLIURRE | THRERNER | FEAHMNE 2 Z PRy FEH R, NREER
&, WA TS S FRFE “AWSLogs”.

EREFE N AFBERE AR BE

1. B AT MuLiTFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. ESMERP  EERARBESRSR.
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https://console.amazonaws.cn/s3/
https://console.amazonaws.cn/ec2/

Elastic Load Balancing RIFIREF B9 38
3. EBRLENABEERNBEMUITAERAGETE.

ERMETFL , ER&mE.

XTI R &

XF S3 URI, B A AEXHR S3 URI, FBIEER URI BURT AR EFEABIR,

o

2

- WHEBSBH URI: s3://bucket-name/prefix
o FHRIBM URI : s3://bucket-name
7. EBRREEWR

£ Amazon CLI BAisEI A&

{8 A modify-load-balancer-attributes o

EERTFHE BER S3 FEME

EMREEERTHRAESNE#E  THRAEAZABRAE, &N , MRE—ITETEN
Amazon Web Services Ik FRIZ T EFHRB LML ENFEWM KB FFMEM , Elastic Load
Balancing &8N AEH I EHEMNTH R BEBEAX N FHTE.

HRR 4 BAFEBNR

ERAEEERE AR BAE |, Elastic Load Balancing NI S3 1761 , F 612 M= T4 LA R
FHBRBIEEFENR, B LA Amazon S3 24| AKIERE S 1B X, MK SXHFFREE
FREVIAE BEXH ; e T E RBIER,

¥1E Elastic Load Balancing &£ S3 F#MPeIE 7 M= 34

1. B AT MuLiTFF Amazon S3 ##I& : https://console.aws.amazon.com/s3/.
2. EREEERTIHRBENFHBNER.
3. SMBML X ELBAccessLogTestFile, MEBRFEREFEATR,

s THBRWALE : my-bucket/prefix/AWSLogs/123456789012/
ELBAccesslLogTestFile

o THEIBRHINLE : my-bucket/AWSLogs/123456789012/ELBAccessLogTestFile

BEZE 7] B

MREEEFRBIELER , WTENEROT -
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https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://console.amazonaws.cn/s3/
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- EENERIERAE N Elastic Load Balancing #F /7R B EEAEZEENNIR, BIAEEANRZKX
RN E#EBERE, BIAER ARN FANEEEIMESEER AR B ErEENZ4EE S
B, MBEEFAIHR BERKIEERNS , FRIAER ARN TZ2E81&.

- FRBEATXEFENRS S[IRMBFE, ZFMERLTEM Amazon S3 FEEHH (SSE-S3)

A Application Load Balancer Z i8] B &

RN AN ASSERERABE AL, E2ABEAERE , ZMiFE A EFE S3 FHEPRE
BEEEGEBIK, BXEZEE |, 521 Amazon Simple Storage Service A F B E A F6# .

EREHAZERA TR A&

BN LA T M4t 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERT , EEFEAEGESR.
EREANAEIESRNEMAT AL EAFEERE,

EEMEDF L, &EEE.

NFEEE , XA EE B &,

ERRFER.

o a0k~ wbh =

£/ Amazon CLI Z/Hi5[| A&

{# A modify-load-balancer-attributes %

Application Load Balancer BYiE## B &

Elastic Load Balancing 2t #iE# A LI IR A X KIA BN A IER/NBERNFMEL. ENE
SHITES TSR IP ut MmO, MITSRKA. EAN TLS BAMMHIL, TLS #F LR, EERSH
EFRIEPFEMBEEEEE . B UFERXEIEE B ERD ITERE X H T @B 1T FE SR

% #2 A &2 Elastic Load Balancing B —Ia[i£IhaE , BUIAER T TEARS. MA@ ERAE
¥ HEJG |, Elastic Load Balancing 213k B &S EEN ER XM FE EEIEER Amazon S3 71
Wb, SO EZREZAR,

BEER S Amazon S3 WFM# A , EXFE XY Elastic Load Balancing A LU B & X &% F|
Amazon S3 WA, BEXTFHEAENESZEE , 1S H Amazon S3 Ef.

2t
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https://docs.amazonaws.cn/AmazonS3/latest/user-guide/creating-buckets-s3.html
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://www.amazonaws.cn/s3/pricing/

Elastic Load Balancing MAEFARSESE
- EEAEREXH

- EERAEXE

- RHIAFEEXE

- EEABEEAE

« 7 Application Load Balancer |5 A E# H &

« 2 Application Load Balancer B3 H

B B A

Elastic Load Balancing # 5 Z# A BN AEEEHRTR/RXH —XAEXH. AELERRLR .
HEESETUEHAEERNEENZSMNAE, BE K NIREKEESRE , 2HIKER.

EEATHXHEERAATER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
conn_log.aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-
address_random-string.log.gz

bucket
S3 FEMH B .
prefix

( —Iﬁ ) FERNEIR (EBEREN ) . BEENIETFEEFHE AWSLogs, ERMEZE
FSRAEANREENR.

AwSLogs

B EENFRBB MM AL RE AN AWSLogs FF KB X 4BE 7

aws-account-id

HWEEH Amazon K 1D,

region

BB ERM S3 FHEBATERN X,
yyyy/mm/dd

e BESH B 8.
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-prefixes.html
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load-balancer-id

AHIGEHBWRIR ID, MRFR ID LEEMEMT (), SEERMDHERIDK ().

end-time

AAIRRERERN B, H , ReTE 20140215T2340Z A& UTC B ( BN &5
|8 ) 23:35 M 23:40 2B X EHHERAFE,

ip-address

AEBE RN OB ERT KW IP ik, XN TREBRBEIER , XEHRE P ik,

random-string

REERBBENF TS,

R R —/NE R RE B SR RH

s3://my-bucket/my-prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

LT R — MBI R B A B R

s3://my-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

AEXH T EEEEPEEESKAE , FEE B E X Amazon S3 £ & EABMN L B4
HiER B &3, BEXREZEER |, 1§25 Amazon Simple Storage Service AP ISP R E G EAHE
=,

EEBAE%KE

BREEZREERASXAFHE-—1%E. BEFrRERNREFRNBRATEZNSFEMSTIERFR
Mo FFRAEERE-—NMER , F2EHR BTMERBSFUR-IMRE, BAERESZMNER X
SEVGRBEFRESANKE , EEZEASPERBENRE,

&
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https://docs.amazonaws.cn/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/object-lifecycle-mgmt.html
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B AR A EER

iR EREAB

BE

EEASKBEERUTHER

[timestamp] [client_ip] [client_port] [listener_port] [tls_protocol] [tls_cipher]
[tls_handshake_latency] [leaf_client_cert_subject] [leaf_client_cert_validity]
[leaf_client_cert_serial_number] [tls_verify_status]

TREZIFFH#ER T E#EB

FER

Bt i
client_ip

& P s O
M T ER IR O

tls_tii

tls_cipher

ERENFER, FRAEERIEAIERR, Bl AFNEERN | 2 FXEFERR

jJ[]EIJ H ll.A% E E’JEEEO :u\r@mﬁ H ll.A% E %E’J1EHTFEEEIJ %Eﬁo

BN

MEIGE RS RN S RBEER MOEREMETE |, XA 1SO 8601 &=,

BREFFIRH IP ik,

RXEERNEFHNI®O,

BEWE P IRiERNASHRISESS SN O,

[HTTPS 28] B FHEFE R/ SSL/TLS thil. -XFIE SSL/TLS &

R, WFBRIEENRN,

[HTTPS {ii¥r25] IEFHAEFE A/ SSL/TLS thHil. -XFFIE SSL/TLS &

R, WFBRIZRERN,

[HTTPS 28] R BFRIZ2IHNENE (AR EN) K BERED,

tls_EF IR

leaf _client_cert_cert_

FERREAUAT-BER

« BARFERTRZ SSL/TLS Ko
< BFERRINEIM

[HTTPS {085 H & F %

o fEAMIERAT R SSL/TLS &K,
. AFEERETIRREE NS H MmTLS,

EBRERERR. WFRIRENAT-HER

EEAERE
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B AR A EER

FE

leaf client_cert_ v
alidat

leaf _client_cert_s
erial_number

tls_verify_status

HixRRAHE

ik

o RS BTEMBYMBAT lealf B IRIER,

[HTTPS {¥r88] HEZEFIHIE PRI BEMME ( not-after XA ISO 8601 1
N not-before H ISO 8601 &= ), WFERRENUT-1ER :

o ZEAMERT R SSL/TLS EK,

- AHTERETEFREEZENBH mTLS,

o RSB TEMBY/MRAT lealf B IRIER,

[HTTPS {iiiT 28] MHEZEFRIEBNFIS, LFBRIEEANAT-HR

o EARERARR SSL/TLS &K,
o MFEGHREWTIRREENFH MmTLS,
o BRFZESTEMB/EHT leaf B FImIE$,

[HTTPS 28] B RAIRA. SuccessBEZERINEM , N E
Ho MBIEELRW , M{ENFailed:$error_code

MRAROERTOEEER |, NABEREERATTEHEUTRRERBZ—

(8T

ClientCer
tMaxChain
DepthExceeded

ClientCer
tMaxSizeE
xceeded

ClientCerx
tCrlHit

iR

EREHAEFIRIEPERE

BN &K EF P ImiE AN

FEFURBEH CA B

EEAERE
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KRB iR

ClientCer CRL & 4EiR
tCrlProce

ssingError

ClientCer EFIEPARTE
tUntrusted

ClientCer EPIERETTH
tNotYetValid

ClientCer ZEFIEPESH
tExpired

ClientCer AEXEEPIRIERER
tTypeUnsu

pported

ClientCer EFIEPTM
tInvalid

ClientCer EFIUEPH B EN RS ESRIULIEL
tRejected

UnmappedC RARGHYIZ 1T B IEE IR
onnectionError

R EESZB
UTREZEBESZBEWNRA,
LT RERINEERA 443 LB AN TLS WiIFER K HTTPS RITEs#Y B E% B R~ :

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSvl.2 ECDHE-RSA-AES128-GCM-
SHA256 4.036 "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:217Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4 Success

LUTRERA 443 EFEAMNE TLS RiIFERH HTTPS T eE AWK B EX B R~Hl,
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2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-

GCM-SHA256 - "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4
Failed:ClientCertUntrusted

IEFEAL B E R B & 0

EEASNHEESR, MREMEM Amazon S3 EFI BT FXLEXH , NN ERTHRES , FERE
RMER. MRETHRXLEXH , WATNERITHRESEREERES.

MRENWE EAXERR , WARBERTUER TS KEREN BEXH (M GB I #&f). &A8E
FToEERLLEK line-by-line AL XA KERY IR, Rt , BT E A REFH1 LE%&H%‘QE’J
MITE, Bl , ERSMERR T2 TERD ML EERE AR

« Amazon Athena 2 — R BERXEHRS , HEFEARAE SQL 24 Amazon S3 HEIE,

 Loggly
+ Splunk
« Sumo Logic

7 Application Load Balancer g FiE# HE

NABBHERERAEEAERN , XTIEEARITIERHFME AEN S3 FHEENEN. ERALTES
79 Elastic Load Balancing &% FE A 171 RV B PR BV 176 #8 SR BR o

£

G
B

Bl S3 FiEE
O RBEMNE] S3 FEAF
BEEEBRE
 EIATFERNR

Nil
s

N
o |8 (g
W IN

Nil
e

St
o
ihf
=l
=

FIR 1 B S3 FHAE

BREEBSR , YA EZEBEEE S3 FEf. SUERINAENFES , ST AeETNATE
BEHSHERER. FRBLSITURZRIATER,
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https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
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B3R

« FRB4FANTEASRSERARNXES, ZFEFNARSERTHETIRNKSRE.

- HE—XZFHNRFBIRMBIETIZ Amazon S3 FEE#4A (SSE-S3) BXEZEER , i55H Amazon S3
BB 4R (SSE-S3)o

£/ Amazon S3 &I & BIE S3 FhEM,

1. BB TMULITH Amazon S3 ##I& : hitps://console.aws.amazon.com/s3/o
2. i%3#% Create bucket (BIEEZEHE).
3. 1£ Create a bucket (RIZ7F& M) L , ITUTRE

a. XNTHFHEB\BEYN , BRAEEBNEN. BT Amazon S3 AFMEREFEBE P L
MME—, ERLEXE , TN ERBENEHMES. BXEZER , E3H (Amazon
Simple Storage Service AP #EmM) FHFHEBERF,

b. 3T Amazon XiF , EFEEHP IR AT ITEINXE,
c. XFERINMZ , % Amazon S3 EENF4 ( SSE-S3) ,
d. FHEFABFESE.

HUR 2 RFRBEMIINE] S3 FAEHE

W S3 FRMALMERFMERE | R AR T Elastic Load Balancing ffi## B £ B A7
KRR, FEREREEZE JSON BANES  XEFAULARBESHKRE , AT HFERE LF RN
[R. SMEAMBFEAXRENMMBENERACTE —RIITE,

MREFEANREM MKEHINEFMA , T LUF Elastic Load Balancing 1% B &M E QRN E R
B, MREXHEMY , RNBUEITHERWNRE , LBReMNEATEEHEE#EMBREUEREA
EHAF,

] FA 9 170 48 SR B

EIS 65 L W9 176 A SR BEBUR T Amazon Web Services X fI ] X KA,

BE 2022 F£8 ARZETANKIE

ZRBE S EMN B AL R RS R TNR, bR AT U T XiEH wT A XA X A S 519 es
- TA#KX (BENE)
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/dev/BucketRestrictions.html

Elastic Load Balancing RIFIREF B9 38
WA #X ( BRAE )

KM ( FBEEST )

KM ( 7RERH )

L5 (4 h4EX )

PR ( FERE )

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}
]
}

2022 ¥ 8 Az 8" AR X1

ZE B MIEER Elastic Load Balancing i ID & TR, NULREEA T AT XS TAX
Local Zones I A S5 25,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}
]
}

elb-account-id&#HNIEFTTEHXE Elastic Load Balancing #9 ID : Amazon Web Services Ik
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. HE (4b3 ) - 638102146993
. E ( FF ) - 037604701340

5§ my-s3-arn BRAEE ASAENEN ARN, SIEEN ARN BORTFARE T UESE 3 5= 0

EHE B SRR E R R,

. WHBERN ARN R4

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

« THBETERHY ARN R

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

£/ w NotPrincipal he Effect n 2Deny.,

R Amazon S3 FHERIEEf fectEAEDenyH @ENotPrincipal M N HIFTR , B
fRlogdelivery.elasticloadbalancing.amazonaws.comfFHEEEServicedlRF,

{
"Effect": "Deny",
"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

}I

£ Amazon S3 12 %l & R £ B KA 17 ¥ SR B B I 2 S8 |y 77 i 4R

1. B LT MuLiTFF Amazon S3 ##I& : https://console.aws.amazon.com/s3/o
EEEFEBNENUTTREFREERE.

1%£$% Permissions ( #XBR ) , A/51%# Bucket policy ( ZEMEERRL), Edit ( &% ) o
EH AR U T AERR,

EREREFER,

o

o & w0 b

BREERE
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https://console.amazonaws.cn/s3/
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S 3 BEEEAE

ERUTEREEBERZBE , LR B S EAETEN S3 FHR.
B3R

TFREMSIURESE | SHAHERNER , FELAMMNE 2 SHAERNEFEBRE, MREER
& , N RS EFRFHE “AWSLogs”.

EAEH AN NEEERERAEZRE

1. B AT MuLITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMERP |, EEAFIGER

IR EN AT EIRH BRI T H 4R
ERMIETF L | ERERE.

SRR T EEA R,

XF S3URI, A BEXHM S3 URI, FBIEEN URI BURTEREFERAATER.

,%\ﬁﬁo

o

o g &~ W b

« HHEBEW URI : s3://bucket-name/prefix
« RNTEHIZM URI : s3://bucket-name
7. EBEREELR

EFRAEEEXE , BEH Amazon CLI

{8 A modify-load-balancer-attributes %o

EEEREH SR S3 FHM

ERBRANEZBERENFERT2E , BSSZRAEEZAE. BN, IRE—INFNE#HFIHH
FENFHRER  EEELETHANEMEE P IZMAmazon Web Services K |, Elastic Load
Balancing AJRER B A RN EE AEBAXNHFHENE.

SR 4 WINEEENR
NIEH T B 10 E 255 AiEE B &S |, Elastic Load Balancing £11F S3 17448 3 61722 — N it ST 4R L

BRFERERIEE 7T TENNR, SR Amazon S3 #HARIERE EIEN A4, Mt
HARKERREZAEXH ; EFEERFIER.
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https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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¥ 1F Elastic Load Balancing &£ S3 M eIE 7 M= 34

1. B LT MuLITFHF Amazon S3 #%1H : https://console.aws.amazon.com/s3/o
2. REENEEBSEENEERNBR.
3. SMEMELXH ELBConnectionLogTestFile, (NEBEURFERABFER IR,

s TEHBIRWALE : my-bucket/prefix/AWSLogs/123456789012/
ELBConnectionLogTestFile

o REBIERMALE : my-bucket/AWSLogs/123456789012/ELBConnectionLogTestFile

&R
MBEBEWABIBLER , WARNERNT

- FENKRBE TR T Elastic Load Balancing & #Z HEBEAFZ#E BN, BIAGERANRZXIEIE
HR MR RS, BIATIR ARN ERANFHBEMEAEEAEE AN EENEHEBAMEE.
MREESAEEAERNRIEENR , THINER ARN T2E814.

- FRBEATXENRS S[IRMBET, ZF#ERLTEM Amazon S3 FEEHH (SSE-S3)

2 A Application Load Balancer FE# H &

BB ZARASISERNEREAL. ZRAEEZEAXRE , ZFNEEARTREBELRN S3 FHET
BERENEBR, Bx<EZEE , B2 Amazon Simple Storage Service AP IEE P FERZ4#E,

EREHAEREERE

BN LA T M HE3TF Amazon EC2 %A : hittps://console.aws.amazon.com/ec2/.
ESMERT , EEREAEGHESR.
ERENABIERNEHRUTFEFHAEFEERE.

EEMIRIF L |, kR mE.

NT4EE  wxRAEERE,

ERRIFER.

o gk~ w N o=

“II#

EERE , BFEA Amazon CLI

{# A modify-load-balancer-attributes %

L
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https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/creating-buckets-s3.html
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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&R Application Load Balancer B9} %

HRBIERMNEFREREIE NGRS | ©RFMBEH X-Amzn-Trace-Id #rk , REBERIZER
FIEF B AR, MBIGEERN B AR Z AW AR BR S5 2R A A2 th R BUZR BN SR EE# AR 2K o

A BAE A ERRERRBRER HTTP B3R M\EFREI B HRSREAMRS). MRESABR AL , MFiE
F X-Amzn-Trace-ld $rk IR B, BEXEZER |, i35 Application Load Balancer #9158 B &,

B

X-Amzn-Trace-ld Frk B EFE AU T RN FE -

Field=version-time-id
FER
FERHNEH. XEFH{ER Root M Self,

MNARFAIAETEEENRANERFR, AHSERFREXEFTR , BFaERAEN.
TN

MRS

time

WL RtE (AYERR).

RERPRIRRT

R~

MREANBERDPFREFELE X-Amzn-Trace-Id ¥r3k |, MAHKEEHR[LER —NEE Root FERIIFRL |
AREBEXIZER, Hlu

X-Amzn-Trace-Id: Root=1-63441c4a-abcdef012345678912345678

B X-Amzn-Trace-ld #rLkEEHBEEE Root FE , N AFHEESRLHEA Self ZR , ARBHEX
ZiER, Bl -
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X-Amzn-Trace-Id: Self=1-63441c4a-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678

MRMARFARMT EBE— Root ZRAM—NMAEXFEMNIRX , NASBHERFREIFWNFZERHA
BA— Self ZBR , REBERZIEX :

X-Amzn-Trace-Id: Self=1-63441c4a-12456789abcdef0@12345678;Roo0t=1-67891233-
abcdef012345678912345678;CalledFrom=app

R X-Amzn-Trace-ld ik FEHIE Self FR , MATIGE R ER Self FRNE,

B 5l

o RMFHSESREZRBEANBERDEERRL , MEREKREE R TAHITER.
s MMEHTTP#RXKF 7KB , NAFYERFRFEERESZSE Root ZERH X-Amzn-Trace-1d ¥rk,
- 5 WebSockets , & REEEARBERK I 2 BB 1TRER

£ Amazon CloudTrail id 5 Application Load Balancer By API i
H

Elastic Load B Amazon CloudTrail alancing S—TRSER , ZRFREAF. AEHAmazonkE
£ Elastic Load Balancing X EXHY R ER1E2%. CloudTrail ¥ Elastic Load Balancing BYFf& API
AABRNEN, HIRNIAABERB Amazon Web Services Management Console 98 A f 5t
Elastic Load Balancing APl 2 EfRBRA, MREGIZBER , M A AN CloudTrail E4-iF4e1E
4 2] Amazon S3 1741 , 1% Elastic Load Balancing WS4, MREREBRE , BMATUE
CloudTrail BHI AW “SHHLIER" PEFSFFNEHS. FAREMNEELE CloudTrail , &R LAFEE [
Elastic Load Balancing £ HHIiER., & HERM IP bk, #EAH TER, At EHBERAREMiEA

1§ =|
(=R Y]

BT EZEEL CloudTrail , 55 {Amazon CloudTrail HFER) o

ZUBRASSEHSNEMBRE B, SEFREAATEERRLLERRN) , BEEATRBAE. BXES
€8 , 2 Application Load Balancer KI5 7] B &
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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£ Elastic Load Balancing CloudTrail

CloudTrail & 8|2 Amazonlik F 85 EFEEHI K~ /B A, £ Elastic Load Balancing 1 & 4£5E 38T |
ZiEs 5EHAmazonfk% CloudTrail B4 —EBIERESHALIERF. EBALE Amazon IKFHE
E. BRATEEHN BN, BXFZELE , BSREAEHAEESE CloudTrail E4,

EiF4 0% Amazon Ik REVEH ( B3E Elastic Load Balancing IS4 ) |, BRIZRE, BREAYG
CloudTrail ¥ B &M 42 % 2l Amazon S3 Fi#Ef. MRERT , EEFI AP OIZRERN |, LERERNA
FFiE Amazon XiF, BLERERIZRE Amazon 2 XA BRI EXEFNEYS , A BEXHEZEER
EEHR Simple Storage Service ( Amazon S3 ) Fi#&#. t/h , B LEEHtAmazonfks , i —
F P FLE CloudTrail BERKENSHHIE. EXEZELE , FZHATIHNS :

» Overview for creating a trail

« CloudTrail ZEFHRFZMER

- Bt Amazon SNS B4l CloudTrail

o BEWCKBZAMXIEH CloudTrail BEXHMERK B S KF Y CloudTrail BEXH

B FTE F RS FT A Elastic Load Balancing ##4E¥9H Elastic Load
Balancing API ZZ kg2 2015-12 -01 1% CloudTrail HIERER, Bl , 1
HiCreatelLoadBalancerflDeletelLoadBalanceri®E£ % CloudTrail BEXHPRERKE .

BIMEHFALEKFEHBEEARERBERNAREE. SOEREHTERENATAS

- FRABAFPEILAHIER,
- BREFAACGKEREKRSAFPN G ZEEIELX BN,
- EREEHHEM Amazon Web Service £ H,

BXREZER |, 2 H CloudTrail userldentity Jt$&,
T #& Elastic Load Balancing B EX#% B

RER—MEE 6 AFUSHERNAEXHEEEBIEIEERN Amazon S3 %M. CloudTrail B & XX
BE—NEENMNAEFZREB. ~NEHRRRKEBEMEN—NMER , BIEEXRMMERWIRE, BENBH
MetE, BERSHBESFEPER. CloudTrail BEXHT R AR API HRANEFHRRE , Biteq]
RIS ERNIRFHIA,

A& E2 & Amazon Web Services I~ BIFTE Amazon API A ( TR
& Elastic Load Balancing API A ) WEXxEH, EABEIRERBEEEE
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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elasticloadbalancing.amazonaws.com #J eventSource JtEXREHK X Elastic Load
Balancing API BN, EEEISTERIE (W0 CreateLoadBalancer ) Wid% , BRERGEEEE
EZFH eventName T,

LA & Elastic Load Balancing B9~ CloudTrail BRI , ZAFSIE T NARF LGRS , ARG
{5 R EL BRAmazon CLI. &AILAER userAgent JTEFRIR CLI, A eventName JTTERRFE
KEY API AR, BXxAF (Alice) BEE AL userldentity TERKE

Example ;~j| : CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
.
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a%e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName":"us-west-2b"}
1,
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"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",

"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1loadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]

.

"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",

"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"

Example 7=l : DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
b
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0o"
b
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

T ## Elastic Load Balancing B &3 #% B
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s BRmAEEZIED Internet M AFITHEER
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BINENEZPIRBIZTRRARE , RERELTRA
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ping BETEFE

BIBETIRAREN BRI EBREENRN ping BE,
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TR
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BERAMFBNAING , ARNARFEEREEN EKIDREXLERD,

B ARiE R RS E R IR R B E R B ARat 4R
RIFZPNARFRAUUNARIERNESTRAREFTRMEME, FENAREFEEHTHM
AEEF BT ERE A , i RAERHTEUEVEE T X AREESLEN HTTP
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B E SUH R TR AT W B9 EEs P it
- EAGTITRERIABESUEE BTN 1P it
* Linux, macOS = Unix - Al A EL i A dig w8 H. Ex.dig example.com
« Windows - BRI M EB TR AR nslookup @5, Ex.nslookup example.com
- ERAWTITRERIAREEIER DNS BT A 1P ik,
o LR ANEHE R, P ik AITHE

WRFEHA Route 53 EELWBENE |, 55 (Amazon Route 53 F A A RIER) RFHNEHNEE
Internet LA A,

FIEE| B IS EERAY HTTPS 153RiE
[BI“NET::ERR_CERT_COMMON_NAME_INVALID”

R HTTPS &R EIR B & 39#785/Y NET: : ERR_CERT_COMMON_NAME_INVALID , H&EFLTH
BENER :

« HTTPS &ERAERKIEE 5 ACM IE B XBXNITEEFIEEMN & A BT THE .

o FEFEAMESEIRNERIA DNS B, T EFEAEIA DNS B/ A HTTPS &K , RAFLER

* _amazonaws.com HiERAHFIEP,

MEBEHRIERNLERERK
RIS I FA B 05 R R R BT

- MREBHNARFEAFEEEEREKT Amazon WAF |, ¥ EEFIBELE HTTP POST iR |, M &%
POST &R BB /Y A B 5 R BRFE A B39 #7855 Rl H &M request_processing_time FEH, It
TAXTF HTTP POST HEREFETHIN,

- WMBREH N ARFAEISE T RKE Amazon WAF , FEEFIKARE HTTP POST iR |, M &%

POST & REIERY AT B R RFE 18192815 R HER target_processing_time FE&H, 1T
AXNTF HTTP POST &R 2RSS THIA.
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R HTTP/2 E#Er , MBREMRKHNEREKERY 8K 1 |, REBEN —MEFERMENBERBGES
10000 , MG E 22T £3% GOAWAY M A TCP FIN <HiE#E,

MEIEEREK HTTP $HiR

LR HTTP SBir A EERERK. AFHEESES HTTP RBAAXIEF R |, MiERRERHE AL
FHi8H0 HTTPCode_ELB_4XX_Count B HTTPCode_ELB_5XX_Count ¥#F.

iR

« HTTP 400 : £iRiER

« HTTP 401: XX

« HTTP 403 : i

« HTTP 405 : FAYH S %
« HTTP 408 : &Rt

« HTTP 413 : BERAET K
« HTTP 414 : URI K&

« HTTP 460

« HTTP 463

« HTTP 464

« HTTP 500 : AEBARS 2R fE 1%
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« HTTP 502 : ZRM %

« HTTP 503 : RS AT A
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- FRAEEARED ID T,
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HTTP 408 : &R &
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HTTP 413 : BAEE K

AIEEMV R -

« B¥r=2 Lambda BEX , B3R IEIGET 1 MB,
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HTTP 414 : URI K&K

FR URL HEBRF RSB K,
HTTP 460

NEIEHRRE T REFFRNER B REZREN RS RARKA T ERARGER[ELE.
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HTTP 501 : R3L3

HEEERRE EETXIFMER Transfer-Encoding #rik, Transfer-Encoding X#F#E R chunked
M identity. IEANEBRFE , BALUEA Content-Encoding #73k.

HTTP 502 : XMk
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- HARHEREEERNARTRIERN , B#rxH TEE TCP RST = TCP FIN i, REBR
WRFEHRSHENARERE T AR EHRNZRERE.

- BRRMBIEREIR , RETELHM HTTP #5k,
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MxERERAD,

B#r&ER HTTP £5i%
MHYERFERN HTTP MM EHRELEEF IR , 3 HTTP 5%, BHRERMN HTTP iR18%
£ HTTPCode_Target_4XX_Count # HTTPCode_Target_5XX_Count ¥+,

Amazon Certificate Manager i+ 1] A

LREENARFATEERPEM HTTPS ilTE58t , Amazon Certificate Manager @ FEMKIEH 2
B EREIEFHFAEN, IRERESEPED THSER , MIEHFRIEF Pending Validation R
A, BRRIEEFREER,

- MRFEHETFEHRIE , 525 (Amazon Certificate Manager FAF{55a) H#Y B FEBA AL,
- WRFEA DNS Bif , F25 (Amazon Certificate Manager FIFP#6&) F# DNS Rilf,

PREFZITIRK

BARFABIIERFTXFZTIRL , @ message/http BEAEFRAIRL, MRBRMT Z4THL , &
RAEFABERAENEAES BRI ME S FR/F ",

HTTP 505 : R RISMRA 244


https://docs.amazonaws.cn/acm/latest/userguide/email-validation.html
https://docs.amazonaws.cn/acm/latest/userguide/dns-validation.html

Elastic Load Balancing NARFAEI9ESR

Application Load Balancer HJ &t &1

1&H Amazon MK X T8I Amazon RS EMEBRINEE ( ARTHARE ) o BRIFZHHA , FM
BORFBFBET X8, SLEREMELERS , BEM— LEHEEEM,

E&EF Application Load Balancer BYELER , i§3TFF Service Quotas #Z#l 5. EESMERKT |, EF
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